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MR EFEH Eclipse IDE FF &K% , MATEEA Amazon Toolkit for Eclipse &M F Java B Amazon
SDK & 1nEIM A Eclipse 1 B X BIZEFHHIERA T Java B Amazon SDKIE, T EGXEXHEHF
BRI M L% Lambda B, FehFY#E Amazon EC2 341, B IAM AP MZ 24, Amazon
CloudFormation #EiR4mEEEZF,

AXTENH , 55 (Amazon Toolkit for Eclipse User Guide) o

FF & FE BT Android B R R F

¥ F Android FF & A B , Amazon Web Services K% T & A F Android ¥ K #9 SDK : Amplify
Android ( 5& A T Android B9 Amazon Mobile SDK ) ,

BEEFRIEZNEITALIER

EEEFEAT Java B9 Amazon SDKIIMA A FidFk , BN E N T A I E DA E UM 20 R
% BESRARXIELN LK MIEA,

PEEHRAFT X TEIH Java ZE X

iE AT Java B9 Amazon SDK AP| Reference 121 SDK iRA 1.x ZRFTWEIRNVER. WMREFEH 1.x
WAy REAMI BRI AR |, B OeEHR LI 58 E AWM AMETE K SDK & 30#4,

RN RENANRER Apache B Maven BT E, ETEHHLE Maven ( lIREHRE L i
REET ) , ARRBUTHARTRERGESEZ XM,

1. & GitHub LA R T EGFE#ENRARE L , R FEREFEANITF R T ESHRE,

2. % zip (N FARZEHFES , B3 Windows ) = tar.gz ( ¥ F Linux, macOS =% Unix ) #E1ZLA
£ SDK TEHEIZITEN L,

3. FIFHEIE A B .

4, EWHTL, SMEANEFERERENER , RAEBAUTAR,

mvn javadoc:javadoc

5. EWBEERG , BN aws-java-sdk/target/site/apidocs/ B FHHRBERM HTML X
=
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E3-
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« JREUEA T Java B9 Amazon SDK Y /5 3%

- FRAMETE
s IREBEATHEH Amazon IE B EUEF Amazon Web Services X 13

£ Amazon Web Services REFIENERIZE

s

EFEAEAT Java B9 Amazon SDK B ZhFF & i/ 18] Amazon Web Services RSN ARFE , EEFHZE
AT &4 -
o IRIAMBERS B T Amazon |IAM Identity Center FI24HY Amazon 15817,

+ 71 SDK BiERY IAM A BN RE AR EEH B AEFEHRA Amazon Web Services FRSS Y 17 7]
MR, & PowerUserAccess Amazon 3£ E R KRB RZLUHEE X ZHF XER,

- BEUTRENTTRHE .
c BEATHARNRENAZERE K -
« config X#HEE—MERIAEEXH |, ZEEXHEE— Amazon Web Services X1,
+ credentials X#HBEENRIARE X4 —3F 2K IR BT EUE,
- —/NEEW Java BE,
- —MEEZIE , fln Maven 5 Gradle,
- ATAEBERBHXARER.
( Ak, BERWER ) —1NIDE ( £ERFFAIRE ) |, HI40 IntelliJ IDEA, Eclipse 2 NetBeans,

558 IDE Bt , & a] LAEE K Amazon Toolkit , LAM{EE 2 ¥\ 8F Amazon Web Services AR
%, Amazon Toolkit for IntelliJ 1 Amazon Toolkit for Eclipse 2 MNAIA T Java F AN I ES,
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/A Important
i EE o PR B RIZ B AL ER IAM Identity Center, MREHIA L FEFHILITF 1AM
Identity Center iZ1THI /A EB S0 1R 7S | 8 7 AR A0 3R BRI B A5 A& A F Java B9 SDK f§
B, BRBLLTUER ~/.aws/credentials XA R MNIGEZIE,
MRIEHNEHREFBEZIE ~/.aws/credentials XH4RMIGREIE | FRREESXHEBI
H [default] , XL ITEMR SDK =K Amazon CLI I2HHELE T 4EH #o

BEW B F 2 Amazon iHEITT S

Amazon 181 2EF 3 EF IAM Identity Center IRk, URL B d-
XXXXXXXXXX .awsapps.com/start & your_subdomain.awsapps.com/starts

WRETEE Amazon HETF | FHRHR (Amazon SDKs and Tools Reference Guide) # IAM
Identity Center S RIFEFS IR 1 PR IGRIESHTERE. F2RTTR 2, RREAT Java
#9 Amazon SDK 1.x RX#F58R 2 Friid s SDK BaI Rl &M B )8 Rim et IR TR,

REXFE B XM

HEMEXHNTENTF X I/EL L | @& A Amazon SDK 1l Amazon Command Line Interface
(CLI) FAMWERRE, HEREXHTUNESTFZRE , BXRHBATREMEH SDK FFIENEARTT
£

REHE config X#
LT RBIBRTHE config XHFHARB.

[default]
region=us-east-1
output=json

HTFARXER , FEABSITETRBN G ZITH Amazon Web Services Xig, BX Al

config XA FEAMXEARBHFIE , HSF Amazon Web Services — k2% 5/, WHERH
json RERJLNAEENEZ—®

BB E D P RVIES 812 config X,

BERS B FZ] Amazon I, 4


https://docs.amazonaws.cn/sdkref/latest/guide/access-sso.html#idcGettingStarted
https://docs.amazonaws.cn/sdkref/latest/guide/access-sso.html#idcGettingStarted
https://docs.amazonaws.cn/sdkref/latest/guide/settings-reference.html
https://www.amazonaws.cn/about-aws/global-infrastructure/regions_az/
https://docs.amazonaws.cn/general/latest/gr/rande.html#region-names-codes
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-location.html
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71 SDK 1% & I At FEUE

ﬁi_ Amazon A1 3k 8 Amazon Web Services Ik 1 IAM B2 HRINERE |, BEERIERE
BRI R E L SDK 5],

FAIEHEIFIR B A credentials 4N LB

1. BIBHZ credentials X4,
2. 7£ credentials X#H , BT SNAFXA , ERRMERE G ZEIERN LE,

[default]

aws_access_key_id=<value from Amazon access portal>
aws_secret_access_key=<value from Amazon access portal>
aws_session_token=<value from Amazon access portal>

3. ®EF&EXM. % ~/.aws/credentials XHRENZFETENE BT RRSE L, kXHEE
[FUA BEXH  IRREERENWREEXH , MERT Java B SDK FERAZEE X .

4. EFZF Amazon iFREI[T .
5. EFFRIFEUERBT , REBUATIHBRELUM Amazon TFRIFAHRES IAM AREIE,

a. NWTHENHAFNISR 4, ZRREARTIHENRUEZENTZERN IAM AEEH, It
AN BHRBERLT PowerUserAccess = Developer,

b. NTFHW7 , EFREEX4HF 3 AMEIEN Amazon FIEXFETHEHAE,

6. FEHNEIERHWERENEM credentials XHH , ABKRAIEERBENEEXHET. £H
XHRRETHUTAR !

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3]IpZ21uX2IQoIb3IpZVERYLONC

7. 1#7F credentials X

HEMT Java B SDK BIZRSFFimet , R pRXERNFIEAFENATENMNER. £LR 5a
FIEER IAM BEHNRERE T 66 IR BT E . KEFENBENRN 12 Mat,

EREIESEE  EESER4E 7



https://docs.amazonaws.cn/sdkref/latest/guide/file-location.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosignin.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
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Z 4% Java FF K8

EAT Java B9 Amazon SDK V1 EE Java 7 JDK RESRA , H B XIFMAE Java LTS ( KHxX

¥ ) JDK fRAR, INREFEH SDK IRA 1.12.767 RERIRA , N AT LAER Java 7 , ERNREFEH
SDK WA 1.12.768 RE S MAS , MEE Java 8, Maven R Z#EHH TERAT Java B9 SDK &
AR AR

EA T Java B9 Amazon SDK AT LA5 Oracle Java SE FF A E4 LA K& Amazon Corretto, Red Hat
OpenJDK H1 Adoptium EF 3 Java FF X EH ( OpendDK ) B3 ZhR—EFEH.

$KREGE AT Java B9 Amazon SDK By 5 3%
SoRFM

EMFMAEAT Java B Amazon SDK , %4 H :
« IRATAES B F Amazon IAM Identity Center IR EHY Amazon 5117,
d _/l\éJ:EEI‘J Java ﬁ%&o

s BN HEE credentials XHHIEE M IEEHEIT,

BXAHTRELAEHRAERT Java By SDK 8RB , &3 Hthe section called “EARi&E X B,
FRAMETEEEERT Java B9 SDK WA HEIIN ( #%EF )

BIEDH R A Apache Maven = Gradle ki [E)i&EH F Java B9 SDK FrEE VKT, Z<EB%0 1 HA
mMAERXLETE,

TEAMBES SDK ( THE )

BUERMEIERZRTIEN SDK , BEMB AT TH&H MR SDK BIFAHE jar,
(® Note

BRUMTHRMNHWEF R TEGERANEES , BERZET X TE S IHRA.

1. M https://sdk-for-java.amazonwebservices.com/latest/aws-java-sdk.zip T & SDKo

Z% Java FF RKIFE 6


https://central.sonatype.com/artifact/com.amazonaws/aws-java-sdk-bom
https://www.oracle.com/java/technologies/downloads/
https://www.amazonaws.cn/corretto
https://developers.redhat.com/products/openjdk/overview
https://developers.redhat.com/products/openjdk/overview
https://adoptium.net/
https://sdk-for-java.amazonwebservices.com/latest/aws-java-sdk.zip
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2. THARTIERGZE , FARENEI AR B FKH,

FEAIEBBEUTHEHR

« documentation - @& API X4 ( EA1E Web LRt : SEFA T Java # Amazon SDK API
Reference ) o

- 1lib- 2% SDK .jar X#-.

- samples - @E WA MMER SDK B3 ARG,

« third-party/lib- @& SDK FAMNE=HE , i Apache Commons A&KiZFK, Aspect)
Spring €%,

EFAFAIEG , BXEBREZANME 1ib , HFF third-party B FRINEIGHRZF ST AT
REFEA5NE java CLASSPATH LE1THRT,

MNRRIBIE SDK BV R HRA ( THE )
MR & AU SDK WBHIRA , e T T8 jar. T3 , WA Apache Maven ( FFiR ) 192

FERIEGHIBRA, Maven F—FSERTHAELFTNKREBI, HENZEFLATIESD, BXREE
WEARME Z{EE |, B iFIA http://maven.apache.org/s

1. B4 SDK # GitHub T : i&FF Java £ Amazon SDK ( GitHub ) »
2. EREMEF AT ESHNRAS NIRE, il 1.6.10,

3. i Download Zip #Hl FTHIEFEHFF X T ESRA,
4

X HBRERIFEAREHHN—NERHD, ERZREH , IFABCHERE X4 EERNITIZE
£, SEXKIREOPRER unzip EAERF.

ELIHEQF , SMEFFRXIETREXHRERN B F.
6. EAUTHTHEAREFATIES (Maven FE) :

o

mvn clean install -Dgpg.skip=true

K . jar XHFLWEE target BFH,
(FIIE) AU TS API & 308 .

\'

mvn javadoc:javadoc
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https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/
http://maven.apache.org/
https://github.com/aws/aws-sdk-java
https://maven.apache.org/
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Z RS target/site/apidocs/ B &H,

FEAWETE

FRANEIEEMTER JavallBEWF L. B/LNHWEIETH , BRI EROMER Maven #
Gradle XHMRITHHETIERBHMNZET. AEBNENAFERAXFEHHEIEEEMAEFAENE
BT Java B9 SDK Ak #iI,

=3

¥ SDK & Apache Maven £&

« }f SDK 5 Gradle &4

¥ SDK & Apache Maven & & {#H

& LAME A Apache Maven Bl B MHEER T Java B9 Amazon SDKIME SHEF AT EGXRE,

(® Note
BYUMEE Maven FTREEARTEFNIESER. WREAKAZE Maven , iF14[H http:/
maven.apache.org/ FEHH#ITRE,

BIEFH Maven B48
ESIZEARW Maven B4 , BH AL (S1T) BOHia1T

mvn -B archetype:generate \
-DarchetypeGroupIld=org.apache.maven.archetypes \
-DgroupId=org.example.basicapp \
-DartifactId=myapp

$F org.example.basicapp Bt N &M MARFHEERASHEZE | 5 myapp B W T E BB H
(X EHTE K9 B REH)

RINBERT , A quickstart R FECIBRIMBENR , ZEEIFZTMANELERESI, EREMH
TEZFRA ;. BXxMZRHITBWERMNTIEK , E1HE Maven archetypes R Ho. AISAER[E -

FRAWEIER 8


https://maven.apache.org/
http://maven.apache.org/
http://maven.apache.org/
http://maven.apache.org/archetypes/maven-archetype-quickstart/
https://maven.apache.org/archetypes/index.html
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DarchetypeArtifactId 8 SH AN archetype:generate SRR EBREFANIBERER, i
o

mvn archetype:generate \
-DarchetypeGroupId=org.apache.maven.archetypes \
-DarchetypeArtifactId=maven-archetype-webapp \
-DgroupId=org.example.webapp \
-DartifactId=mywebapp

(® Note
{Maven Getting Started Guide) HiIR#t T HXAIENMEET B NIFHAEE..

FHERIESEEHN Maven A I

EEWBRERAEAT Java B Amazon SDK , BFEZEREIMB M pom. xml XH4PHFZTESFRHNMK
B, M 1.9.0 kI , IS AENEHREN T AT ED,

EEEMNTRTEIER

EEREANFEAIEGESR | EEAERT Java B9 Amazon SDK £ Maven #£HE# (BOM) , X553
REEENEBRRFERAERREANTF LA IEGMBEMEERS,

EH BOM , iEmMAREFH <dependencyManagement> X4 FFM— pom. xml 2% |, F
aws-java-sdk-bom fEAKBIBURMHIEEEFANTF AT ETHARE

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>1.11.1000</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
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https://maven.apache.org/guides/getting-started/

EAT Java B Amazon SDK 1.x A 1x FFRARIERE

ZE&EF Maven Central PR ZHIRAHNZER T Java B Amazon SDK BOM , Ei#E : https:/
mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom, Rt A LAEALTTEFT B
<dependencies> X#H# pom.xml o P IIEH BOM EE 7T HRLEAREIR (KB )

W&, AIUNEHRRARFPREANT R TEYHREREENMER, ATECEE BOM FFEHETHER
TEEBRA , AETEAFMEHREERES.

<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-s3</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-dynamodb</artifactId>
</dependency>
</dependencies>

A LALZE Amazon KBRAIEF KR THREATLE Amazon Web Services RS I, HSH
BEMNRS AT POM X4, flan , tnREAET ## Amazon S3 [RFSHVKEIT , FS 5 GitHub £
HEERHl, ( EF /javalexample_code/s3 T pom ) o

SAFBETRITESER

MREBFEATFT R TESEN —MRBIAA , F2EA BOM 5% , MRFFE pom. xml HEHZ
FRIES , TR :

<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk</artifactId>
<version>1.11.1000</version>
</dependency>
</dependencies>

ENEmAE,
FEIREBIWMB 2 J5 , ATLAMEA Maven B9 package i #THE :

mvn package

fF SDK & Apache Maven &4 10
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X2 0jar BRF AR target X#.

ffEF Maven HEHF AT ESZ

A[LAE A Apache Maven MIEHEBF A TEA, Hik , BM GitHub THFA AT ESRE , EARMBFEE
9 , RABWITTEM Maven i :

mvn clean install

¥¥ SDK & Gradle &4 A

EEHE Gradle TIE K SDK KT |, HRHEA T Java B9 Amazon SDK B9 Maven BOM & A 2 A2
FF#9 build.gradle X#HH,

® Note

ELUT R | FHEBRXHHI 1.12.529 B AERT Java B9 Amazon SDK BB 3R
A, & Maven Central F#EEPERFHRA,

Gradle 4.6 L E S RANIN B iRE

H Gradle 4.6 744 , B FBHEY BOM BVAKEIIN |, E o] AEA Gradle WA #H A POM X5 Ih8E
RS AMELEE (BOM) X4,

1. MREFEAWR Gradle 5.0 RESMA , HHRELER 2, BN , B settings.gradle XHHF
A IMPROVED_POM_SUPPORT If&E,

enableFeaturePreview( ' IMPROVED_POM_SUPPORT')

2. 9 BOM A mE|I M FARF build.gradle X##Y dependencies #8455

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529")

// Declare individual SDK dependencies without version

§F SDK 5 Gradle && 1A 11


https://github.com/aws/aws-sdk-java
https://gradle.com/
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
https://docs.gradle.org/4.6/release-notes.html#bom-import
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3. 7 dependencies 7 FPIEEEFANTF AT ETER, Hla , LTHASE Amazon Simple
Storage Service (Amazon S3) Kk,

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529")
implementation 'com.amazonaws:aws-java-sdk-s3'

Gradle £ B3 £/ BOM FHYE B REFMNTT & T B EEBIAY EFRA

TR R8E build.gradle WKBINAI STE Amazon S3 XY Rl

group 'aws.test'
version '1l.0-SNAPSHOT'

apply plugin: 'java'
sourceCompatibility = 1.8

repositories {
mavenCentral()

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529")
implementation 'com.amazonaws:aws-java-sdk-s3'

}

(® Note

FEEEBN A | ¥ Amazon S3 WA I Bk v 8 F T B PEAK Amazon BRSSH Ak
T, HEMAT Java B9 Amazon SDK BOM EEHEIR ( I ) FI#E Maven Central %
EH,

§F SDK 5 Gradle && 1A 12


https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
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BT 4.6 281H Gradle liRASHyI B ig &

BF 4.6 B9 Gradle lRAHRAD A, BOM X, EEEIEMWER T Java B Amazon SDKAKHIN | i
£/ Spring WEMA T Gradle WBIM EEBHNF X ITEETSE A Maven BOM,

1. MR ARFHN build.gradle XN INEKETLE B HE 4

buildscript {
repositories {
mavenCentral()

}

dependencies {

classpath "io.spring.gradle:dependency-management-plugin:1.0.9.RELEASE"
}
}

apply plugin: "io.spring.dependency-management"

2. ¥ BOM # N E)Z X4 dependencyManagement &84

dependencyManagement {
imports {
mavenBom 'com.amazonaws:aws-java-sdk-bom:1.12.529'
}
}

3. £ dependencies T PIEELNEANTF X TESER, Hlm , LTFTAEEE Amazon S3 YK H
I,

dependencies {
compile 'com.amazonaws:aws-java-sdk-s3'

}

Gradle £ B3I £/ BOM FHYE B KRENTT &K T B EEBIR EFERE

LUTREE build.gradle WKHBIRY ST Amazon S3 X4 R Hl.

group 'aws.test'
version '1.0Q'

apply plugin: 'java'
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https://github.com/spring-gradle-plugins/dependency-management-plugin
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sourceCompatibility = 1.8

repositories {
mavenCentral()

buildscript {
repositories {
mavenCentral()

}
dependencies {
classpath "io.spring.gradle:dependency-management-plugin:1.0.9.RELEASE"

}

apply plugin: "io.spring.dependency-management"

dependencyManagement {
imports {
mavenBom 'com.amazonaws:aws-java-sdk-bom:1.12.529'

}

dependencies {
compile 'com.amazonaws:aws-java-sdk-s3'
testCompile group: 'junit', name: 'junit', version: '4.11'

}

(@ Note
ERTEMN ARG , £ Amazon S3 KB Bk N EFED B FEAR Amazon RS H AT
M, BEAT Java B9 Amazon SDK BOM EIERIER (KEIIN ) FIFE Maven Central 171
FEH,

BXFEHABOM EERF AT ESKBUNEZEE , BSRGEHA AT ESS Apache Maven — &£
.
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SEBRATIF A Amazon IEEHEIER Amazon Web Services X 15

EFAERT Java B9 Amazon SDK EEEMEAZIFNRS , B4R ME Amazon I E
iE. Amazon SDK # CLI ERRMHEF4E EIFZTRINME ( @ﬁ%\éﬁ/ﬁ??% ZEMAH# Amazon
BB X ) & Amazon B EIE,

AETRMBEXFERERT Java B9 Amazon SDK F 2 #th 5 TR 7 I K i& B Amazon ISEHEIERN E A

ER. MREBFEERERT EC2 RN ZIERMREMEA Eclipse IDE HITH . , FRRASEUTE

M

- EfEF EC2 Rflpt , BFEVER—N IAM AG , ARAZARKTX EC2 EHIMH RN , meEH
IAM A& F 3 Amazon EC2 £# Amazon &JRH A BRI P AR,

« £/ Amazon Toolkit for Eclipse £ Eclipse Hi& & Amazon Fif, BEXEZER , ESH
{Amazon Toolkit for Eclipse User Guide) ##J Set up Amazon Credentials.

Bt & IlE B
BATELIZHHARRIERT Java B Amazon SDK BB IGEHEIE , BRWFERAUTAR :

o EAXR#RS LA Amazon FiFEE X HFIRE M EIE |, ZEEXHNT -
- ~/.aws/credentials (£ Linux, macOS = Unix) £
+ C:\Users\USERNAME\.aws\credentialsWindows L

BXMMAIREUG R R | BS AR B Athe section called “ SDK % & IIm B FEE
« 1&E AWS_ACCESS_KEY_ID., AWS_SECRET_ACCESS_KEY#1 AWS_SESSION_TOKEN ¥ EZ &,

E £ Linux. macOS & Unix LigBXLETE | FHEA

export AWS_ACCESS_KEY_ID=your_access_key_id
export AWS_SECRET_ACCESS_KEY=your_secret_access_key
export AWS_SESSION_TOKEN=your_session_token

EE Windows LIREIXETE | BFEH

set AWS_ACCESS_KEY_ID=your_access_key_id
set AWS_SECRET_ACCESS_KEY=your_secret_access_key
set AWS_SESSION_TOKEN=your_session_token
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https://www.amazonaws.cn/eclipse/
https://docs.amazonaws.cn/toolkit-for-eclipse/v1/user-guide/
https://docs.amazonaws.cn/toolkit-for-eclipse/v1/user-guide/setup-credentials.html

EAT Java B Amazon SDK 1.x A 1x FFRARIERE

« XF EC2%fl, BEE—NIAM AR , AERZAGKFX EC2 EHIMNHRN, BXEIELR
MR , BSH (Amazon EC2 AAF1ER (EA T Linux 3kl ) ) H#EA T Amazon EC2 #Y
IAM &,

FRXESEZ—IRET Amazon G EUEE |, BT Java B9 Amazon SDK A BIAZIE R HE
FHEEBNMEBIXLEIE, BXE Java NABRFFER Amazon FIEMEMER | ESHEEH Amazon

FIE,
Jal#r IMDS &1k

EAT Java B9 Amazon SDK X #Fi&EE 1 o8 ER A RF IMDS Fif—k |, TR et 8 a0
], XA[iEEESNE M RIFEUE |, FHR/NARIEE IMDS MR EM Amazon A AR JLE,

1. // Refresh credentials using a background thread, automatically every minute. This
will log an error if IMDS is down during

2. // a refresh, but your service calls will continue using the cached credentials
until the credentials are refreshed

3. // again one minute later.

4,

. InstanceProfileCredentialsProvider credentials =
InstanceProfileCredentialsProvider.createAsyncRefreshingProvider(true);

. AmazonS3Client.builder()

. .withCredentials(credentials)

10. .build();

11.

12. // This is new: When you are done with the credentials provider, you must close it
to release the background thread.

13. credentials.close();

5
6
7.
8
9

% & Amazon Web Services X1

ERERAERT Java B Amazon SDK iR E XA F i Amazon Bz #9BRIA Amazon Web Services
X, ZEREGREMNEMERE  BEFEHEVELFER (HENEF ) WXE, BXBIRFSHXE
FIRER , H5S (Amazon Web Services General Reference) H#J Regions and Endpoints.

(® Note
MREAR EFRXE , MEBIAER TRER us-east-1,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.amazonaws.cn/general/latest/gr/rande.html
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BRI LAMERELHN A RIEEETLURBEBIA Amazon X1 :

o EXRMRLE LW Amazon BLE X #HHiZE Amazon Web Services X , 3T :
« Linux, macOS = Unix £# ~/.aws/config
« Windows £ C:\Users\USERNAME\.aws\config

LR BEATERMIT

+

[default]
region = your_aws_region

+

FAFTE#R Amazon Web Services Xig ( l#n“us-east-1" ) R your_aws_region,
* RE AWS_REGION IMEE &,

£ Linux., macOS = Unix £ , FEA

export AWS_REGION=your_aws_region

£ Windows Lt , i

set AWS_REGION=your_aws_region

He | your_aws_region FTER Amazon Web Services X138 #r.

i% & Amazon Web Services X1 17
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FER FERT Java B9 Amazon SDK

ATRHEXEARENEE—MREL EAT Java B Amazon SDK , iX S B5EH FTEAAEE SDK
FERNFIE RS,

BRBETREWHEREEEN A ( Amazon EC24t3} Amazon S3, Amazon SWF, %) , &5
I%3& A T Java B Amazon SDK X#8 R4l.

£

£/ Amazon FF R s ESKER & A T Java B9 Amazon SDK
- BIERS E iR

- MERAHIEEUES FEAT Java B Amazon SDK
« Amazon Web Services X135 i&#F

- RELE

- RIRE

« 18R &R T Java B9 Amazon SDK @i

- BERREE

o T[R4 FI SR A

« 71 DNS EMERIRE JVM TTL

- FiE AR EAT Java B Amazon SDK

£ Amazon FF AW H{ESSER ERA T Java B Amazon SDK

LT BEMCER AR BIEEE AT X Amazon N AR FES BT EBEHHFS EZHATF Java By
Amazon SDK, XEREIREZRZ D REE,

S3

% ResetExceptions

LIRFEAR ( BEAmazonS3EFiwH TransferManager ) M3 R L4 %) Amazon S3 B} , AJEESIB
B EEERBER RIE, BRIAMBERIT , EAT Java B Amazon SDK =i EiRERAMN FERERE
RARZERCEAR , AREEHZNEH#HITEE,

A Amazon FF &K &{ESRE EA T Java B9 Amazon SDK 18
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MREBAZHRICHNEE , W HNE MBS EH S A EidResetExceptionft , SDK £ i,

Bl
RUGER 2 BR RN ERRENT.

% a W& A5 5 EResetException B £ A XX A KRB M EIZE FilelnputStream , BA1 @A T Java #Y
Amazon SDK RAJBAEAR ZFRIC M E B R HIRY PR BV ER T EX LR,

MREHETRRZ , FilelnputStreamB X FAFICHMEE , M AT AFEAsetReadLimit FE& EFRICPR
#lRequestClientOptions, HERIAE N 128KB. FFiRENPRFIEIRE N LR AN K —NF 9745 7] 5 il &
ResetException.

Blgn | anRFAY R AT AN A 100000 FF , NRHEERSIIRE S 100001 (100000 + 1) F35, #Ri
NEBREFHLEAT 100000 FHREVHTH, W ZTHLSR— LRI URBHTTE
HEIPIER,

BIEARSS & i

Em & HiEK Amazon Web Services , BB —NMNREZEFF BN R, HEN S EZRFEARSEFH
4R ER.

& Amazon Web Services fi$ B —MRSSED , HPITERS API FEMNREN T ZE. HI
i , DynamoDB B RS#EOE A, AmazonDynamoDBClientB MNRSZEOBEX NN EF IHRERES |
AATHERSEONEE. WEFIKERETES DynamoDB 51 AmazonDynamoDBClientBuilder,

IREUE P i A B R

BERMEFmEKRNRS , EATHFRNESTI] 7535 standard,

AmazonDynamoDBClientBuilder builder = AmazonDynamoDBClientBuilder.standard();

RIBEMIBRAE , AJERLERER APl FRZSNER setter RAENFFiRHIE M. Flan , B LR
UTHREFRREBEX XN EE X EIERHEERF.

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.build();
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/ResetException.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/ResetException.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/FileInputStream.html
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/RequestClientOptions.html
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EAT Java B Amazon SDK 1.x A 1x FFRARIERE

® Note

ERAK withXXX AESIRE builder W& , HIL AU A EZAAASER , XEFTNEE
mMERBEMETHE. TREFENEMS , TAREA build FECEEFiR. SIBNE
FisF A EH , MBAX setRegion 5 setEndpoint KWFFE A &S KM,

ERERAUEAEREECZZSNE R, ERENAERFN , BESENRTEMARFLELRS
B,

LT RBERERBENTFREFNI .

public class DynamoDBClientFactory {
private final AmazonDynamoDBClientBuilder builder =
AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"));

public AmazonDynamoDB createClient() {
return builder.build();
}

Z 4 B 883 3 ClientConfiguration Ml 32 /i 7 i #5 AY 1% B 88 RequestMetricCollector , AR —"MNEE 2 B
BENXFIFK, RequestHandler

TR E SR i BRI TR R,

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.withClientConfiguration(new ClientConfiguration().withRequestTimeout(5000))
.withMetricsCollector(new MyCustomMetricsCollector())
.withRequestHandlers(new MyCustomRequestHandler(), new

MyOtherCustomRequestHandler)

.build();

ERDEF I

BMRS (RSN ) ERT Java B Amazon SDK #E R L ( xR Amazon S3 ) Bk , B/MNRS
BHMENREEFIRE RS
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/metrics/RequestMetricCollector.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/handlers/RequestHandler2.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/handlers/RequestHandler2.html
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FRBRIAMEGIERE DynamoDB % i ExecutorService

AmazonDynamoDBAsync ddbAsync = AmazonDynamoDBAsyncClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.build();

BRTES (REY ) BERRENSEIRFNEEEDN , RPEFREATEREARE
X ExecutorFactory AB R E B FiwExecutorServiceFAMEIE., ExecutorFactory—1&K
#HRFEO , LSS Java 8 lambda &R 545 AR R,

EARAEMMITEFUERSEF iR

AmazonDynamoDBAsync ddbAsync = AmazonDynamoDBAsyncClientBuilder.standard()
.withExecutorFactory(() -> Executors.newFixedThreadPool(10))
.build();

{5 A DefaultClient

BEMNBRSEFHRERBZHEZER N defaultClient WE NI Bk, ZHEEARINEECE
REEF , B, FRARIAREEFSEMEZEILA Amazon Web Services Xig, MMRFERE TR
AREFNHREREZIIRXE , N3 defaultClient WA XM, BXUMMAMEEAMazon FIEF X
BHNEZEER , HSREREIEMAmMazon Web Services Xig i%#%,

BIERINRS B P in

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

ErimaE e A

FRIEBHFNRSEFHRELEREN , MAN TREREME , MIZFEENKANR, BIEF
WA S BNEELTER. FEXXRATEFTENE i , R H RN,

EEXXAEFE , HAA shutdown 5%, EIFA shutdown /5 , 2BBAERF m AR BEF K
A,

e Nzl

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

£ F DefaultClient o1


https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/client/builder/ExecutorFactory.html
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ddb.shutdown();
// Client is now unusable

iRt iE et EAF Java B9 Amazon SDK

& HiERK Amazon Web Services , & AR H Amazon ISEHES , BB T Java B Amazon SDK
UHERARRSHER. SR LUBEE THIARRNITIHIRE

- EARARILIRUERFE (EE).
- FRARENKILIRHEFIREEFE (HNOEEACSH ).
- BB ETRAIER I,

FERAEBRIAZILIREEE R
VMBEFRBEMSENER THBRICTNRSZEF RN , & ZH T Java B Amazon SDK Zid{FH

Default AWSCredentials ProviderChain K XH Y BINEUF IR AR FERERK G IER, BRINVEIFR#
BRI FEREILE

1. /BT E |, Amazon_ACCESS_KEY_ID., Amazon_SECRET_KEY B
Amazon_SECRET_ACCESS_KEY # Amazon_SESSION_TOKEN, &M T Java B9 Amazon SDK f&
A EnvironmentVariableCredentialsProviderZ& S N &k X LLiE P,

2. Java REE M , aws.accessKeyId, aws.secretKey ( MA=2
aws.secretAccessKey ) l aws.sessionToken, &AF Java B9 Amazon SDK &£ F 0
# SystemPropertiesCredentialsProvideriX £ 4Eiif

3. RENERAHMN Web F 10T EEIE,
4. RINEUEBREXH —EEMTF~/.aws/credentials (LB TRERFEMR ) ,

HHiF% Amazon SDKs Ml =, Amazon CLI EHA T Java 8 Amazon SDK & /N
& ProfileCredentialsProvideriX £4E3F .

B AR MENaws configurefm B RIBERE X Amazon CLI , B AJLAE A XA miE R miE 1Z
XHERBBEIEN S, BXRFTUEXHERANEE , S H Amazon FiE 34,
5. Amazon ECS Rl - MRRE THELE
AWS_CONTAINER_CREDENTIALS_RELATIVE_URI , MM Amazon ECS m#FKiZ&EiE. ERAT
Java B9 Amazon SDK f f il&; ContainerCredentialsProvideriX £6 451, A LAFEELLER IP i,
6. SEHIEESXHEIE-AF EC2 =41 , #iET Amazon EC2 THIERSRM. BEAT Java iy
Amazon SDK £ F in#k InstanceProfileCredentialsProvideriX £4£iF, RIS ELER IP ik,
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/auth/DefaultAWSCredentialsProviderChain.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/auth/DefaultAWSCredentialsProviderChain.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/auth/EnvironmentVariableCredentialsProvider.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/auth/SystemPropertiesCredentialsProvider.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/auth/profile/ProfileCredentialsProvider.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/auth/ContainerCredentialsProvider.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/auth/InstanceProfileCredentialsProvider.html
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® Note

{RFEAKIZE AWS_CONTAINER_CREDENTIALS_RELATIVE_URT B A SEflEd & XA
if, & FEC2ContainerCredentialsProviderWrapper T 858 215 &,

R B I B AR UE

RN TEEBFER Amazon IGEHES |, MMEDEEHN —MIEREIGIER, BEXREEZIENEE ,
BSRUTER :

« BEAWE KEBINEIERE XY RIEEEIL , 5 H@the section called “Fi & I B EIE"

« EigE Java REEM , BSHE S Java HEMLPHREEHHIE.

« BREW EC2 RHIREMEAXRFIEEXHILD , BSHE LW “EH IAM BEEF Amazon BIR1A
8] fX FR” Amazon EC2,

REZRAEIEEE M

BN EAT Java B Amazon SDK EABRINEREXH , BtHAE - L EAUAE LB NMNEEXHRE
TR

B LAEA P Amazon rofile PR EZ 23K E i SDK hnEk &Y Bl & X 4.

f5lg0 , 1£ Linux, macOS = Unix £ , BEZETU TG RGE B XH4HE XN myProfile,
export AWS_PROFILE="myProfile"
1£ Windows L |, &5 65 B LA T B & X4

set AWS_PROFILE="myProfile"

REBAWS_PROFILENETZERFMATEE A ZHFMNIE Amazon SDKs fITE ( @IEF Amazon
Tools for Windows PowerShell ) B Amazon CLI ZiEiNE. MRIRAEFEFE X Java NABRFHEEX
%, MRk AREREM aws . profile,

AN REREF 4 23


https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/auth/EC2ContainerCredentialsProviderWrapper.html
http://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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® Note
HMREERETRERE M.

REZAZFIEXHVE

S BHIMNEBIANEIESXHE FEHAT Java B9 Amazon SDK ik Amazon IEEHEH, B |, Bl LUE
&£ AWS_CREDENTIAL_PROFILES_FILE R EZEFRREZTIUENHNZTEREREEMNE.,

BRI LAER L R E B XA ENALE (fl , BEREARTTRELEE ), ERAT Java
B9 Amazon SDK & , B AT UELHAFHRERREREFREZINELZE , EAFCESRRSTE
BN ERTER,

BERINEIEXHVE
« J¥AWS_CREDENTIAL_PROFILES_FILEREZERE N Amazon EREXHEMAE,

« 7£ Linux, macOS = Unix £ , & :

export AWS_CREDENTIAL_PROFILES_FILE=path/to/credentials_file

« 1 Windows L , A :

set AWS_CREDENTIAL_PROFILES_FILE=path/to/credentials_file

Credentials XH4#=
BIEAEEINERZERRE  SNETISXENEALTEERER,

[default]

aws_access_key_id=<value from Amazon access portal>
aws_secret_access_key=<value from Amazon access portal>
aws_session_token=<value from Amazon access portal>

[profile2]

aws_access_key_id=<value from Amazon access portal>
aws_secret_access_key=<value from Amazon access portal>
aws_session_token=<value from Amazon access portal>
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EFESHEERBXMHR (HIW : [default] ) , EREZEEXHTINIEEFZERENR
BEXt. BW credentials XHAIESMEENXH , AIFEA aws configure --profile
PROFILE_NAME IZ#FRERERYEE XAFRAN NS Y58 IX LB XX

WAL EHMFE , I metadata_service_timeout #
metadata_service_num_attempts. FoiEEA CLI Bl BiX X4 - MREBERXLEH |, M4
MFEHRBEN]. EXEEXHRETAFENESZEER , BZH Amazon Command Line Interface
A P #8Amazon Command Line Interface MY EL B o

InE &R
EIZBIGIHEIEE |, SDK /A8 BIA ST 212 68 SR INEX L4210 ,

At , BEEXHI{L Amazon Web Services ;RS Bk , MAEOEKETABBEMIUES , WTFAAR.

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.build();

EERIIREEFIRHEEFE
A E P BRI E — DR E F RS R R e TR R .

ST LA LA B 1R QRN B ARV B P i A BRR IR LR AL IR L2 F AWS Credentials IR 412 /7 88 AY 3K
B, LT RBERERRE RIERNEMEER,

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new EnvironmentVariableCredentialsProvider())
.build();

BX ERAT Java B Amazon SDKIR Y EUFIR M E B EESENTEIIXR |, 155 Provider #
BIAWSCredentialsFi A & SISk E 2K,

(® Note
BRI LA FEARRBERETIIRHEFREMESE  XETPREEEFIEIEH
B2 (I AWSCredentialsProvider#Z O EIFRHERF I FKHH 1T K
#, AWSCredentialsProviderChain
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https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-getting-started.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/auth/AWSCredentialsProvider.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/auth/AWSCredentialsProvider.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/auth/AWSCredentialsProvider.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/auth/AWSCredentialsProviderChain.html
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BR 1 45 7E Il B 4 E

MERNETHEMNBENSIEENNRHEFLREREFEHFTERATENRBE , B lBET BTRME
REPFWEREIXLEEI, MREFEARE T IGREHES Amazon STS |, BEFER LA EIEE Amazon THRIE
uF .

1. £fl{tiZBasicSessionCredentials3 |, H R HiZ#t SDK B FiE#EEH Amazon 758 Amazon 4.
Z4A M4 Amazon EFH .,

2. AWSStaticCredentialsProvider HAWSCredential s¥ Kol 2,
3. A AWSStaticCredentialsProvider BB R FiwAE KBS HMER i,

R

BasicSessionCredentials awsCreds = new BasicSessionCredentials("access_key_id",
"secret_key_id", "session_token");
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();

E§1l:l N

« XMt Amazon FHAIZE IAM AP
o RFFXKIEE Amazon ZIEFM X1
« A IAM &6 F3 Amazon &RHH B FE Amazon EC2

Amazon Web Services X1 £

X 35 {5 SR B 177 (8] SEBR A T 43 E b BB XA Amazon BB . BRAIMATRIETR , FARIEEHERIEM
NRARFEEENMBRFRENNVNE,

EEXERRS AN

EEEENMXESBEIETE Amazon Web Services RS RNBTH , BEEFEANXE LME
FisServiceSupportediik,

Region.getRegion(Regions.US_WEST_2)
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/auth/BasicSessionCredentials.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/auth/AWSStaticCredentialsProvider.html
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.isServiceSupported(AmazonDynamoDB.ENDPOINT_PREFIX);

BSRAXERXHEFTUEENXE , HEARSHAKAGET RAKHITER,. ERFEOPELTE
BRSS VL im T KA. HI20 , DynamoDB 4T RUETZR 2 EAmazonDynamoZi iz FE & L.

IR X

M 1.4 lRAFF 8 SEA T Java B9 Amazon SDK |, B[ LUIEEX T EH , SDK M HI A BRI EENA
W R, ZERETRBARTR , BSRAERIESEELRT Ko

EEAREXEN , RMNBWEER Regions M2, XRFIEATATAXESHNME, BEEAMHEER
PR —PMXECEEF R , BEALTRE,

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.build();

2R Regions MEERTESEEANENXE , IEARKZXERHNFRHFR.

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withRegion("{region_api_default}")
.build();

® Note

FEHERSEENEFBEATRE , METEERXE, WREE Amazon Web Services
Xid AE—REERAZANEF R, UNABZSANEFK , BMNXE—1,

EFRFELRT R

B3 E S Amazon B F A AwithEndpointConfigurationi® |, AILLRESANEFREE N
55 X A R4S E L 06 T Ko

flgn , EXF Amazon S3 BEFIREE N FERARN ( BR2E ) XiF , BERAUTRBE,

AmazonS3 s3 = AmazonS3ClientBuilder.standard()
.withEndpointConfiguration(new EndpointConfiguration(
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/regions/Regions.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/regions/Regions.html
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"https://s3.eu-west-1.amazonaws.com",

"eu-west-1"))
.withCredentials(CREDENTIALS_PROVIDER)
.build();

BXRFA Amazon BRSHXER AN LR T KB SEIZIR , H2 R XKML ET [o

BREIEEIEEXSE

/A Important

APNNEFERAEF IwERESHR Amazon BREHER. Amazon ERAEFIRMERBREGIENE
FinfA2BaNAEFRBERXE , M2 HERIAN SDK XiF (USEast1),

£ Amazon EC2 5 Lambda L2178t , ROt ZEEFEF A IREENFASKBETHERNXE, Bt
ALLCERBMNEZTHRERRE K ERMENARFHERZ AN LU IER HFRIETTR,

MAEREFIHENSE  EFATIESTEFIRURBIIZTXE,

EFEHERIA credential/region IREEBFHENKREFBEXSE , EEAZFFIREKSS
KdefaultClient’ %,

AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

XE#H standard Bi1LE build #E.

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.build();

MREZABEM withRegion TEBABHRE-—IMXE , FRITEGRSERAXERHAEFERZ
HBEEERNXE.

RN R HEFEE
REEHRSRMOT

1. BYERBEAEEH withRegion 5 setRegion AR B FTA XiEiih & F H A X1,
2. RELKE AWS_REGION METE, MRBIREBEZEE , FEAN N XEHE EZEF ik,

RIFRE B30 18 5E X5 28


https://docs.amazonaws.cn/general/latest/gr/rande.html
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® Note
LIRIET EH Lambda BEEiRE.

3. SDK 4K & Amazon HEBEXH ( BEMNF~/.aws/config ) . MR region BHEFE , NI
SDK &R iZE .

« AWS_CONFIG_FILE M EXETNATEENREREXHHNNE.

« TLAMER AWS_PROFILE MMEZTEH aws.profile REEMY , HEN SDK EMFHAIE B
%,

4. SDK Zid A Amazon EC2 4| T BBk S KB E L FI EFE121TH Amazon EC2 EHIAY Xig,,
5 MBEFAITEANMPTEBEXE 6 NEFHURSEAKARERE,

& Amazon NRERFE , BN ERERAREREENH (MEAMATIERAEFERAR ) X
REAMTROXE , HE Amazon Eftiig i Lz1T TR XS IR At 68K E X g, X728
ERLEFRE , FRIENAREFESEN,

FRELE

T BT Java B9 Amazon SDK #t HRFEH A XMt EN TR SDK EERENNARFIFE
EE, BETRITNAFRTEGEIRREN/LHAERER , ARNMWEREBLEIERE,

N ACRAREFHRE ?

HFUTERER , &M T Java B9 Amazon SDK fERIZTTR ( KREFR ) FEMFRERENRE -

« ERFRARGEBEAEFELEBPLHE R MARLTLELTXREZENRERR (Z2FHRABRE
K )

c BRABENARFRECEAEFHNREMERN T BIERE

—iRGE , NENARFERETFHFERANY  BEENARFNARPDNMEREEEMN , XFME

SHIFRE,

BREAGPNRIEFNRENESEE , FSH .

« REFHRE - £
« EREDHNFERFEZ
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http://docs.oracle.com/javase/tutorial/essential/exceptions/runtime.html
http://www.artima.com/intv/handcuffs2.html
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« Java PIEFHIRER —MER ( TXSUARENATAEXERE )

AmazonServiceException ( FF3% )

AmazonServiceException2 S EFEAMNBEINHZELNZE EA T Java B Amazon SDK, ZR%E
8K B Amazon Web Services BRFSHI RIS, Hla0 , MREZHL L —PNFEER Amazon
EC2 3= , M EC2 fiRE4FRMAL , H BiZE RN EIFAE ST S EH H MR IR I R

i, AmazonServiceExceptionEELERT , 25| & AmazonServiceException B9—N¥F3% |
fEFF & A B BE B8 I IR AR RS 4B 42 i an ] 4 B 4R AR 1B R o

BFefAmazonServiceException , BRMABEERWIERERINAIEE , Amazon Web Services RS
BIERINAE, XAERERABERNSHHPEREE IR , ERRNRSHA BB,

AmazonServiceException HZERHEZEE |, Hil -

- REH HTTP RAEMREB

- JREIR Amazon £Hix5

- RERFSHFMERER

« Amazon KMIERMIER ID

AmazonServiceExceptionlt @EBEXEAMMWERZ2RAAENE R (EEFELENER ) 22 BH
Amazon Web Services BRFER IR ( WERFEIR ) HEE.

AmazonClientException

AmazonClientExceptioni® /R Java B HABABEHIRB , TiLREZSH B KEE R

Amazon X 2Z iR BT R B AmazonBI M RBIAT, AmazonClientException@&ELt a E™
EAmazonServiceException , ®RRFEMELLEEFiwE Amazon BRF X HRF ARV EERBE, 5
m, YEEHAEHD—NEF iR L ARRER , AmazonClientExceptioniRi& A o AHI M EIE
£ N4 F\EAT Java B9 Amazon SDK #i .

FLRIE

IERMER RS HFE HERFAX Amazon RS WERE, RFHEKBIERITENLGE , EXES
IR ERSHIEAN., RFSHELQUERE , FAREBANLRE , MALEFEA.

HFREHEEWRTMRN 2 ENRE | FAAZSEBESEM S EEWMR EZ AN BEWNN, EHTF Java
B Amazon SDK 2 7T H#J53% : F uture XRMEF F %,

AmazonServiceException ( -+ ) 30


http://radio-weblogs.com/0122027/stories/2003/04/01/JavasCheckedExceptionsWereAMistake.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/AmazonServiceException.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/AmazonClientException.html
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Java Futures

R FL 5 ERAT Java B9 Amazon SDK IRE—/N F ut ure MR , ZNRISFHRFLSRENS
Ro

A Future isDone() 5% A MEZRSRECREMAN R, YA ERFN , JLUESEH
Future get() FERRIWBTN R, ENARFHELBHMESE | AIERZIISERRARS
BRIENER,

UTE—1NRLSEBRENTRS , ZRSBIEFEA Lambda B , W Future T LB S InvokeResultxT &
HBEE . InvokeResult X RXFE isDone() A true AR EE,

import com.amazonaws.services.lambda.AWSLambdaAsyncClient;
import com.amazonaws.services.lambda.model.InvokeRequest;
import com.amazonaws.services.lambda.model.InvokeResult;
import java.nio.ByteBuffer;

import java.util.concurrent.Future;

import java.util.concurrent.ExecutionException;

public class InvokelLambdaFunctionAsync

{

public static void main(String[] args)

{

String function_name = "HelloFunction";
String function_input "{\"who\":\"SDK for Java\"1}";

AWSLambdaAsync lambda AWSLambdaAsyncClientBuilder.defaultClient();

InvokeRequest req = new InvokeRequest()
.withFunctionName(function_name)
.withPayload(ByteBuffer.wrap(function_input.getBytes()));

Future<InvokeResult> future_res = lambda.invokeAsync(req);

System.out.print("Waiting for future");

while (future_res.isDone() == false) {
System.out.print(".");
try {

Thread.sleep(1000);

}

catch (InterruptedException e) {
System.err.println("\nThread.sleep() was interrupted!");
System.exit(1l);
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https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/Future.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/InvokeResult.html

EAT Java B Amazon SDK 1.x

A Ax FRARIERE

InvokeResult res

= future_res.get();

if (res.getStatusCode() == 200) {
System.out.println("\nLambda function returned:");
ByteBuffer response_payload = res.getPayload();
System.out.println(new String(response_payload.array()));

System.out.format("Received a non-0K response from {AWS}: S%d\n",
res.getStatusCode());

}

try {
}
else {
}

}

catch (InterruptedException | ExecutionException e) {
System.err.println(e.getMessage());
System.exit(1);

System.exit(Q);

}
}
}
S5 [

BT fEA Java Future 54

EiFEASZENEERERELLE
BBV AFBET—INVES , ARFRTESEEYERALERERF.

import
import
import
import
import
import
import

public
{

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services
services
services
services
handlers

java.nio.ByteBuffer;
java.util.concurrent.Future;

ZHRREW Future WRENTHEFREETETK. R

.lambda.AwWSLambdaAsync;
.lambda.AWSLambdaAsyncClientBuilder;
.lambda.model.InvokeRequest;
.lambda.model.InvokeResult;
.AsyncHandler;

class InvokelLambdaFunctionCallback

private class AsyncLambdaHandler implements AsyncHandler<InvokeRequest,
InvokeResult>

7R

y 7O

2S5 ERIRSIN , SDK & R FESLHE HiZAsyncHandleriZ2 O/
%, AsyncHandlerRZ#t T AMBIEERTR AN EAM I ZE : onSuccessHMonError,

115

FL
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/handlers/AsyncHandler.html
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{
public void onSuccess(InvokeRequest req, InvokeResult res) {
System.out.println("\nLambda function returned:");
ByteBuffer response_payload = res.getPayload();
System.out.println(new String(response_payload.array()));
System.exit(Q);
}
public void onError(Exception e) {
System.out.println(e.getMessage());
System.exit(1);
}
}

public static void main(String[] args)
{
String function_name = "HelloFunction";
String function_input = "{\"who\":\"SDK for Java\"}";

AWSLambdaAsync lambda = AWSLambdaAsyncClientBuilder.defaultClient();

InvokeRequest req = new InvokeRequest()
.withFunctionName(function_name)
.withPayload(ByteBuffer.wrap(function_input.getBytes()));

Future<InvokeResult> future_res = lambda.invokeAsync(req, new
AsyncLambdaHandlexr());

System.out.print("Waiting for async callback");
while (!future_res.isDone() && !future_res.isCancelled()) {
// perform some other tasks...
try {
Thread.sleep(1000);
}
catch (InterruptedException e) {
System.err.println("Thread.sleep() was interrupted!");
System.exit(Q);
}
System.out.print(".");
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R{EXE

B EHAT

AsyncHandler HEEERSEFIHHBAENEBRARIT., BE, RENITHABELEN
AsyncHandler XEARES. WRENLERFHFEZESKAEZTHRBHED , 2SFNRD
ERmFrERLBEENSFA  ABRLEFEFRRTER. IRFENEFFE-—MHRPETHES , BE
NS ESINARFRENLERPILERZTEES.

SEMEE

FWRLSEFE EBHRT Java B9 Amazon SDK 2t 7 — 1M EA T AZSHENAERFHNWRIAEE D, &1
LA B E X ExecutorService G EAZE 4 SEA T Java B9 Amazon SDK REEF i , LMEE F i
HEBEMNERAR,

Bl , BA BAR M —MExecutorServicekH |, ZKIME A B E XL ThreadFactory k12 &5t & 2 /Y
BEAR , RERBREXRLEFRABINEMER,

FE 1A

SDK #H#TransferManagerZ A ERA R T 75 X3 Amazon S3, TransferManagerEE R L F1&
MTE, RHFANRHHERS , AXBNTRSHNER.

8% AT Java B9 Amazon SDK &iE

{5 Apache Commons Log ging 3 1T#0 , Apache Commons Logging @ —MHIRE , AFEEIT
REASNMNEERERHNEM—1. FEAT Java B§ Amazon SDK

S A RIB KRS EIE Java Logging Framework, Apache Logdj MEAMRESE, REBN R 6EH
Logdj. THENENRARFRBHTEMESR , RAERF AT ESH BRIEFKINEE,

ETHEX Logd) WESER , 151 Apache Mk,

(® Note
REBEENE Logdj 1.x. Log4j2 FiE#EZ#E Apache Commons Logging , B #—/NEH
25 MBEXRIEFARERBERIE A Apache Commons Logging REM Log 4j2, BXEZEL ,
BEZH Log4j2 ¥ Commons Logging Bridgeo



https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/ExecutorService.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/ThreadFactory.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/TransferManager.html
http://commons.apache.org/proper/commons-logging/guide.html
http://logging.apache.org/log4j/2.x/
http://www.apache.org/
https://logging.apache.org/log4j/2.x/log4j-jcl.html
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T % Log4J JAR

EY Logd R AT EG—i2FER , EEM Apache Mt T# Log4j JAR, ZHF A I EEFBHE JAR,
F JAR XM EFIBIZKEREPHMNE,

Log4j £ FAELE X logdj.properties. BLE X4 RBIGI TR, MEEEXHEFFRBEPHNEF
F, Log4j JAR H log4j.properties XHFEEER—B FH,

log4j.properties BLE X 2IEEHHILEFL S, RIEAFEFHENME (. RER SHHIET
B)URBHEXEREY, BERFIRIEFEERBMHNNE, Logd XFZNARIEFEREN WL
2o AUNBREREREIMZEAFRETER. FAT Java B Amazon SDKEXIFUATHEANBEIL
RKEIREN -

* log4j.logger.com.amazonaws

* log4j.logger.org.apache.http.wire

WERERR

Log4j JAR F log4j.properties X HEB LM TREE P, WMREMEM Apache Ant , ITE Ant XHH
path TEHFIREEXER, UTRHEIETR SDK Mi#HH Amazon S3 RHIH Ant B'KFFE’J%{%E%O

<path id="aws.java.sdk.classpath">
<fileset dir="../../third-party" includes="**/*_ jar"/>
<fileset dir="../../1lib" includes="**/*_ jar"/>
<pathelement location="."/>

</path>

WMREFEH Eclipse IDE , AT H X2 H S M Z| Project (3 B) | Properties (&%) | Java Build Path
(Java R R) Kix E%Eﬁéo

BERSHHEIREENES

BB NS B L N comamazonaws” B R E R EWIRE N “WARN” , MRIEFSEIRBEFWHEN
FMEEEE, flm , (R Amazon S3 &F Y %z)”']‘ﬂﬁ’?ﬂ’\]ﬁ'ﬁﬁﬁf"ﬂﬂﬁﬁ%l‘?ﬂInputStream?T—EIﬁ'é
MRER , U S3EFHSBNESERGHEBRERELR, B4, A THERAEFIKELEE R[N
B B EAA 8] B At 2 18 F A RE B

LR log4j.properties X #44F rootLogger ®E N WARN , th i 28 & “com.amazonaws” & X 4 ¥ F
FIBRRBRENEENERES . BHA LY com.amazonaws 12 x&&FHAHEIEE RN WARN,

T & Log4J JAR 35


http://logging.apache.org/log4j/2.x/manual/configuration.html#Loggers
http://logging.apache.org/log4j/2.x/manual/appenders.html
http://logging.apache.org/log4j/2.x/manual/appenders.html
http://logging.apache.org/log4j/2.x/manual/layouts.html
http://ant.apache.org/manual/
https://github.com/aws/aws-sdk-java/blob/master/src/samples/AmazonS3/build.xml
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log4j.rootLogger=WARN, Al

log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n

# Or you can explicitly enable WARN and ERROR messages for the {AWS} Java clients
log4j.logger.com.amazonaws=WARN

1% R/ R B A2 R

TN ERE S Amazon Web Services BRF £ —/ME—H Amazon 3K ID , INREE amILb3E
BERAETIBEI R , Amazon Web Services S X 2B EM. Amazon M FEMAXMHARSBEA , &

A LAEE SDK A H) Exception X RIEEA XA EER IDs , LA BB “com.amazonaws.request”
18%ETF A DEBUG BEL AR EER,

AR log4j.properties X4 X FERFMMAN ( 2FER ) HWE, Amazon IDs

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %Cc - %m%n
# Turn on DEBUG logging in com.amazonaws.request to log

# a summary of requests/responses with {AWS} request IDs
log4j.logger.com.amazonaws.request=DEBUG

AT 2 B &% A =B,

2009-12-17 ©09:53:04,269 [main] DEBUG com.amazonaws.request - Sending
Request: POST https://rds.amazonaws.com / Parameters: (MaxRecords: 20,
Action: DescribeEngineDefaultParameters, SignatureMethod: HmacSHA256,
AWSAccessKeyId: ACCESSKEYID, Version: 2009-10-16, SignatureVersion: 2,
Engine: mysql5.1, Timestamp: 2009-12-17T17:53:04.267Z, Signature:
q963XH63Lcovl5Rr71AP1z1ye99rmWwTIDfuQaNznkD, ) 2009-12-17 ©09:53:04,464
[main] DEBUG com.amazonaws.request - Received successful response: 200, {AwWS}
Request ID: 694d1242-cee@-c85e-f31f-5dableal8bc6 2009-12-17 09:53:04,469
[main] DEBUG com.amazonaws.request - Sending Request: POST
https://rds.amazonaws.com / Parameters: (ResetAllParameters: true, Action:
ResetDBParameterGroup, SignatureMethod: HmacSHA256, DBParameterGroupName:
java-integ-test-param-group-0000000000000, AWSAccessKeyId: ACCESSKEYID,
Version: 2009-10-16, SignatureVersion: 2, Timestamp:
2009-12-17T17:53:04.467Z, Signature:
9WcgfPwTobvLVcpyhbrdN7P713uH@oviYQ4yZ+TQjsQ=, )
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2009-12-17 09:53:04,646 [main] DEBUG com.amazonaws.request - Received
successful response: 200, {AWS} Request ID:
694d1242-cee@-c85e-f31f-5dableal8bc6

FAL R HEIER

EREERT , &F EAT Java ¥ Amazon SDK kL*ﬂEH&E’JEﬁ’Cﬂlﬁ RN ATRERBRER. £F
BEAFRGHPEALARILESR , RABHAREER (filwn , EE LEFH XY Amazon S3 ) 5\ KL
A AKBRENAEFNEE. MREHIHE Elfil'ﬂ XS E | ATLAEN Apache HttpClient 4 123
BEMNHEBSA, MRE org.apache.http.wire iBFEH/FH DEBUG %5l , 2iERKFIEERM
e Rz 254 o

AR log4j.properties X #+1E Apache HttpClient4 AFE T 2% AEHILFK , REEENAR , BAE A8
AWM ARFHNMEREFEEAREN,

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
# Log all HTTP content (headers, parameters, content, etc) for

# all requests and responses. Use caution with this since it can

# be very expensive to log such verbose data!
log4j.logger.org.apache.http.wire=DEBUG

HERIEMRAEICRE

MREBEEHTHRENRR , HEFEEFENPNHEELSA TRZSNARERRSHFEREFAHESR
BERIEREER , NERIZZRBUELSBREM. & com.amazonaws. latency i2%&F1RE N DEBUG
A /3 A tie 2.

(@ Note

HWIERKEBREBAFAIESEIRN I H, ETHRELZEX SDK ERENEZER |, ES
FEX} 5&ATF Java B9 Amazon SDKE B iE+x.

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c -

o\°
3
o\°
=)
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log4j.logger.com.amazonaws.latency=DEBUG

UTRAEmEN RO,

com.amazonaws.latency - ServiceName=[{S3}], StatusCode=[200],

ServiceEndpoint=[https://list-objects-integ-test-test.s3.amazonaws.com],
RequestType=[ListObjectsV2Request], AWSRequestID=[REQUESTID],
HttpClientPoolPendingCount=0,

RetryCapacityConsumed=0, HttpClientPoolAvailableCount=0, RequestCount=1,

HttpClientPoolLeasedCount=0, ResponseProcessingTime=[52.154],
ClientExecuteTime=[487.041],

HttpClientSendRequestTime=[192.931], HttpRequestTime=[431.652],
RequestSigningTime=[0.357],

CredentialsRequestTime=[0.011, 0.001], HttpClientReceiveResponseTime=[146.272]

E P ink &
EFAT Java # Amazon SDK AU AERRUNE S HEE , KELBERTUTRENRES -

« BIMREERET Internet
s ERHTTP £HNRE , HlAHEZERAFERE R
« IBE TCP EEFEFRXKPRETR

REEE
EMEEFIHEIRE , B E A —NAEClientConfiguration KRR BEXLEFIHHEE
MREBSRERSEFEEET Internet , MPFFEBT ClientConfiguration WREENERS

RE (REIH. WOMASE/ES ),
HTTP £HE &

& A LAE A ClientConfiguration X RELE 2 HTTP & #HET, ERSPMFHEDR ; EEFETURR
RIZFEMETN TEY|XR , ESH EAHT Java B Amazon SDK APl &,

(® Note

BIMNAERENEHFE —ITHEEENLNRIAME, BXFEEMNSIFRClientConfiguration ,
&S H EA T Java B Amazon SDK APl SE /W EE FE{E,



https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/constant-values.html
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R AEEH

BRI AEREEATITITH HTTP E BN R AEEClientConfiguration, setMaxConnections /7 3%

/A Important
FERAXEBEBEENHRESHHENBREEZFRAMNMEETE, BXRIANFZAREZRE ,
B2 EAT Java B9 Amazon SDK APl Z2EZHNEEF B {E,

AR AERGE

AILURE S HTTP &£ e ML B IR MR AV EDL,

* Connection Timeout

EEENRE HTTP EERENFEEZNSHEVEZENNEKE (AEYRTR). MIAEZRN 10,000
Z%

ERCIRBIE , BFEMAClientConfiguration, setConnectionTimeout %o

» Connection Time to Live (TTL)

MRANERT , FRTESFZHR WK EMER HTTP Ei, MRREBIUEENRSR{EFL
RESMAM , WK TTLIRENBREAVERSBHTRENAERF. S0, FTTLIREN 15 24T
BREFE 15 PHNEFRSREFELERE  IELCL5HIRBENRSFREL 7T EREBIEM
I,

ERE HTTP E# TTL , B ClientConfiguration.set ConnectionTTL J53%,

e Maximum Error Retries

AEHNERNRIAZRARERREN 3. BRI LUEN £ AR E R ERIEClientConfiguration,
setMaxError&Zis 77 3%,

S b 3 31

EiRE HTTP B im N4 ER At bat | & A ClientConfiguration, setLocalAddress,

HTTP &l E 39


https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setMaxConnections-int-
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/constant-values.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setConnectionTimeout-int-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setConnectionTTL-long-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setMaxErrorRetry-int-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setMaxErrorRetry-int-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setLocalAddress-java.net.InetAddress-

EATF Java B9 Amazon SDK 1.x MRS 1.x FFEARIERE

TCP EEFEAFRXKX/PMER

HEFRER TCP SHW B R A FIE T LUEE ClientConfigurationX RiZE TCP X K/NRR. K
SHRAFPKZFEEREXLE  XEEERNERAFPRMN,

RARFH&E TCP XA NSERBNEINRERSNEENIRE. Sl , KSBIRRERS
R TCP MR ANMEM T B AREE N THRERNERBJITTTRESEEB AR REMLILE
HXKNH TCP EH# |, B3 AREZEBEANERMEFER KNI,

RESZHEX A (B0, 2 MB) FAFRERGEAFHEFESHHRE , MARTZERSFHIAKRE
ZER , At , XEMKERARERKELEEA.

EMRB—MRETR , BERGTLUEETETE. EEMALETN , AFNYHEREERERSHER
ERNREMMRINE. ASHBRERSHERE THRA TCP X A/NRE , BRIEEHBEA THRA TCP
SHXANRE , BNRERSH R VG H I RE,

ALERTZRBRBHEE TCP EHAX K NMNBETRFERSH TCPRE , HPaH !

- EYIFE

U7 (] 428 1 SR B

Amazon 77 [A] 12 5K g IR BE 3 R IRISE ERB AN IF R ZE S, Amazon R EHIREEZT S —4A1E9 ,
HERNT :

EZHDEANERT , P A BRI EIR C L 1T#RE B,
Hep .

« A Z3# A Amazon Web Services Ik , BiE R 15 R HE HEHE D Amazon BIR,

. B 2BE-HRITIEH Amazon BRI AR , BlilE Amazon SQS A XK IZHER TN KREREER
% Amazon S3 fH,

« C REBRR-ZFLALEFMH Amazon 3E4K | 570 Amazon SQS BAHI =R Z & £ R A XY R Amazon
S3.

« D RN - BEMNATFRIEL EAFEERROAENR, BEFZEERNINERYE , 25—
LETETFEMBRESHEE, Flin , SuLlER B BREFLURATFERERB 2 EH 287 TR,

TCP EEFENFXA/NMETR 40


https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html
http://fasterdata.es.net/host-tuning/
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Amazon S3 R4l

UTRGERT —UUREE , ZERBATEMAGTRFEREPNAENR , BFRZFERSLEXNRNE
&) A BR PR %7 B NEE Amazon Web Services I Y ( FEBIREENIK RN ) o

Statement allowPublicReadStatement = new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)

.withActions(S3Actions.GetObject)
.withResources(new S30bjectResource(myBucketName, "*"));

Statement allowRestrictedWriteStatement = new Statement(Effect.Allow)
.withPrincipals(new Principal("123456789"), new Principal("876543210"))
.withActions(S3Actions.PutObject)

.withResources(new S30bjectResource(myBucketName, "*"));

Policy policy = new Policy()
.withStatements(allowPublicReadStatement, allowRestrictedWriteStatement);

AmazonS3 s3 = AmazonS3ClientBuilder.defaultClient();
s3.setBucketPolicy(myBucketName, policy.toJson());

Amazon SQS R4l
REEH —NE N HIERFEN Amazon SQS BAFIIEZWEK B Amazon SNS FEHEE,

Policy policy = new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withConditions(ConditionFactory.newSourceArnCondition(myTopicArn)));

Map queueAttributes = new HashMap();
queueAttributes.put(QueueAttributeName.Policy.toString(), policy.toJson());

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
sqs.setQueueAttributes(new SetQueueAttributesRequest(myQueueUrl, queueAttributes));

Amazon SNS R4l

—ERSEETHA TR EMSZH . Amazon SNS BIEIT R EBE RV ( 54208 Fip
. HTTP., HTTPS Amazon SQS ) MK uxT < ( Hlanes FeR4Fibit, URL, Amazon SQS ARN)
RMT AFRIELITH SNS ETBHKH.

Amazon S3 R4 41
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Condition endpointCondition =
SNSConditionFactory.newEndpointCondition("*@mycompany.com");

Policy policy = new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SNSActions.Subscribe)
.withConditions(endpointCondition));

AmazonSNS sns = AmazonSNSClientBuilder.defaultClient();
sns.setTopicAttributes(
new SetTopicAttributesRequest(myTopicArn, "Policy", policy.toJson()));

71 DNS EMEHKIRE JVM TTL

Java L4 (JVM) 72 DNS BHMER. 4 IVM FENBBATH IP bitad , ©&FZ IP hutEF—
ERIEERIETE , B time-to-live(TTL),

T Amazon FIREEMAR DNS E#HZ B BRERERT(L , R HRMNBTLERF JVM B TTL EEEN 5
¥, XAUBERERR P it R EFRE , ENRRAEFFEEELENER DNS REWNE AT
TREVET 1P tbik,

X F—LE Java BLE |, FHEE JVM BRIA TTL , LMEEEH B3 JVM 2814 T RKlF DNS B, Eiit ,
MR ENARFNEZTH Amazon BRM IP it RET , MELFHERE JVM ARIFEEN IP
EEZH , BT EERZER. BHBERLT , REJIVMB TTL , MEEHRFEEEN IPEER
WAEEN,

W{AIRE JVM TTL

EE®RJIJVM B TTL , IR E networkaddress.cache.ttl T2 EHE , £ Java 8 B9 $JAVA_HOME/
jre/lib/security/java.security X =HEE Java 11 RESHRAAK $IAVA_HOME/conf/
security/java.security X#H1i%E& networkaddress.cache.ttl B,

LFR java.security XHHHKBEE , ZRBRERTILEFRENS B,

#

# This is the "master security properties file".

#

# An alternate java.security properties file may be specified

79 DNS BEFHFERKIRE JVM TTL 42


https://docs.oracle.com/en/java/javase/17/core/java-networking.html
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The Java-level namelookup cache policy for successful lookups:

any negative value: caching forever
any positive value: the number of seconds to cache an address for
zero: do not cache

H OH O O R

networkaddress.cache.ttl=5

£ $JAVA_HOME BT EFRARN JVM L ZETHAMENBAREFHAFEANRE.,

R E R ERAT Java B Amazon SDK

EAT Java B9 Amazon SDK A[BA&E R Fi8iZ Amazon # 1T AL FIS IR RV IERR | IXLEIEHR
CloudWatch A LA & :

- BB R ARG R A EBE Amazon
- 5—#2H JVMs BRI Amazon
« BITHBFAEE | SIUkERNTFE, LERMNCITIFN X4 ERAEF

w1 /2 A Java SDK $8Fr4E
BWEERMELT Maven KEINF BEll SDK mME K% EPR. CloudWatch

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>1.12.490*</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-cloudwatchmetrics</artifactId>
<scope>provided</scope>

R B AR ERT Java B9 Amazon SDK 43


https://www.amazonaws.cn/cloudwatch/

EAT Java B Amazon SDK 1.x A 1x FFRARIERE

</dependency>
<!l-- Other SDK dependencies. -->
</dependencies>

JRRA S #i#N Maven Central £ AR SR SDK.

EAT Java B9 Amazon SDK BRIAEIR T , IR FEARDS. ERN BRI L IRE S AILLIhaE |
BERBZ JVM RHEIFEEEHN Amazon REEEIXHNREEM, Hl0

-Dcom.amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/aws.properties

BEEREILBXHRIRE |, BUME SDK AT LU IS RIM #3E R L& FIBL CloudWatch £ B G254,

(® Note

W RIEE A Amazon EC2 24t 3RS Amazon M Amazon EC2 24T , ML EE
EEUNENH, EXHERLT , FREEREUTEIM ;

-Dcom.amazonaws.sdk.enableDefaultMetrics

FIRWFT B EHRE N T a5 B 228 AWSSDK/Java T , 3 L& % CloudWatch BRIAX1F (us -east-1),
EAT Java B9 Amazon SDK EERZXE , BEEAREEMEPH cloudwatchRegion BHERIEE
o i , B4 CloudWatch XiFiZ &N us-ea st-1 , EFEH :

-Dcom.amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/
aws.properties, cloudwatchRegion={region_api_default}

BRZINEERR , 888 Amazon REWRSZER , HLERBREIES EA T Java B Amazon
SDK , HIBAZEREITHE , ARRS ££Z CloudWatch XAESH—R, FEBir—B & | RN
£/ Amazon Web Services EEZFH &FETIL , HIREEBEEQTWER , MAFHE. XHER
HEESE,

A ARk E

AMINERA D A=K -

Amazon ERIEFR
« SHEEW HTTP BR/MMNKIER, HRKE., REMNEAEME,

] FAIEMREE 44


https://central.sonatype.com/artifact/com.amazonaws/aws-java-sdk-bom
https://console.amazonaws.cn/console/home
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IRA 1x FRARIEE

“SDKSJava = MetricType, RequestType
MetricType
#  Clien:ExecutaTime
) HttpClieniRecelveResponseTime
| HtpGllentSendReguestTime

SuccessfulRequestLatency (Milliseconds), AmazonCynamoDByv2 (Milliseconds)

&

a0

25

T 1141
1859 1800
Latt gxs unite: Milliseconds

11 11411

18503 1210

11411
1815

1711
1820

(2] SDyramchE Putoeen inog-1es1-tab -l - 1364188318302 SucsessuPeguastlabncy

Amazon Web Services IRE g5

RequestType

PutltamRaguast
PutltemRegueast
FutltemRequest

- Metric Name
AmazonDynamolEv2
AmazonDynamoDEvz

AmazonDynemoDEvz

Average ~

5 Minutes O

4h

azh

30

228

1Mt 11411

1833 1840

11411
1845

11411 11
1950 1955

111 11
2000 20005
Fight aes units: Milliseconds

(] SO Java FnoRegueatTime PulneeRegueat ArazonDy namel Bl
W 5K Java HifpClertPeceiefesnonaeTime PuitemiBiequest SmazonDynamolSv?
W En e ClAEXNICURTING PUtemRequsst AmazonDynameDeva

+ ‘@¥E Amazon Web Services FRF4SEHIE , HlW0 S3 LEMTHENEFHEMNEZTE,

Rkt el
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1 RetryCoun Amazon 3
0 S30ownloadBylaCount Amazon 33
= S30ownload Throughgul Amazon 33
] SiUplomiByleCount Amazon 33
= S sload Throughput Amazon 53
Amazan 53 [Bytes/Sacond) Average ~ 1 Minute ~ O
13,000,080

12,000,000 M W
~ —-

11,000,000

10,000,000

2,000,000

8,000,000

|
7,000,000 H

6,000,000 1

5,000,000 "
4,000,000

3,000,000
1111 1111 1N 11111 11411 11011 1111 11711
2110 21:20 21:30 21:40 2150 22:00 2110 22030
Laft axia unita: Bytes’Sacond

W sFpadThroughoul Bl S30ewnilond Trroughpul

PR PR
< BRISTRING , SEERE. KBB4 ERA,
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IRA 1x FRARIEE

AWSSDKJava > Memory

Memory Metric Name
& FreaMamony JumMeatric
& SpareMenory JvmMatric
TotalMemony JymMatric
& UssdMamory JuvmMatric
JymMetric (Bytes) Average ¥ 5 Minutes ~ Q
140,000,000
120,000400
100,000,400
60,000,000
- —— | —
- — - — -
[ I I ““-\.k__‘ —_— - —_—
*-\_h’__.-’f e S
60000000
40,000,000
20,000,000
_ ,.—-'f""H-\._H_\_ "_ﬂ‘-_k
——————ee DR R B
_\__v_,f-“’f - i e
o
1111 111 111 1M 1111 1111 111 1 1111 11111 !
18:50 16:55 .00 19:05 1810 1315 19:20 12:25 a0 938 18:40 18:45 18:50 19:55 20:00

Left axia unita: Bytes

MRIEIBEHRRYLZRIESR |

M sparatiemeny [[lFersemery [llLseamamany

BHERZEEBMP R excludeMachineMetrics :

-Dcom. amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/
aws.properties,excludeMachineMetrics

EZER

« BRMENROMERRENTREIIX ,

#2 I amazonaws/metrics package summary,

« AT Java B Amazon SDK #£ “ CloudWatch f#f CloudWatch R4’ 1 7 anfa{E A EHA T Java

# Amazon SDKo
s ETMAXMRAERNESEESR ,

==
=18

H20 “FHE ERT Java B9 Amazon SDK SR &34 {E%& 3

EZER

a7


https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/metrics/package-summary.html
https://www.amazonaws.cn/blogs/developer/tuning-the-aws-sdk-for-java-to-improve-resiliency

EAT Java B Amazon SDK 1.x A 1x FFRARIERE

FERAF Java B9 Amazon SDK X5 R4l

REBRMEERFERT Java B Amazon SDK v1 Xt Amazon BRE HITRIZNHER R B,
BRI LATE GitHub RIS TRBIE Amazon 3XAY AR 3 23X L R 61 & B At R OIS R4S .

ZE [ Amazon XHEHARIEEZERERFTHRB RG] , BOEFHNIER, ZEAREEI REREEES
MAZENEABENRBRE , A XRX2EEN 5 AP HRANEERB AR, BXHE , 555
GitHub LRI HE RHI7F6 E P #Y Contributing guidelines,

FERAF Java B9 Amazon SDK 2.x

2018 & , Amazon &7 7 Amazon SDK for Java 2.x, AIEEEEEXFERARH Java SDK #1587 L%
IR,

(® Note
MEAH FEARFERANESRAMEMTER , BSREMXXEMNEFRERT Java i
Amazon SDK !

EREATF Java B9 Amazon SDK B CloudWatch 7345l

HE D IRMAEAE AT Java B Amazon SDK 3¢ CloudWatch #1742 0 =461,

Amazon CloudWatch SERf ISR EHY Amazon Web Services (Amazon) #IRIA K 7E Amazon LiE1THY
NARERF. EALER CloudWatch WEFMBRIERER , XEERRETHENMEXRFRRNNARFNE
£, CloudWatch B TR EEE XM KA BAREXN ErTE RN RRE I HITER.

£ < CloudWatch WEZ{E L. , 1§25 Amazon CloudWatch FAFF 3R,

(@ Note

XERFRBEFRENHHEMBNAL, TEHNROKBEE GitHub LR, BRLERE
THEMNRXY , B F#ESFIZ A IREMBE RS , RARHEHSITXLERM,

ES}
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https://github.com/awsdocs/aws-doc-sdk-examples
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/CONTRIBUTING.md
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/home.html
https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/cloudwatch/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java

SEAT Java 9 Amazon SDK 1.x BRAS 1.x FF A R IEE
« M CloudWatch 3RERIE#F

K BE XIS EE

£/ CloudWatch Z1R

f£ CloudWatch H {E B RIRE

- ¥ =4 &)%E CloudWatch

M CloudWatch 3k EUIE R
5| H i8R

E %4 CloudWatch 845 , &8I ListMetricsRequest #i8H AmazonCloudWatchClient #Y
listMetrics A&, B LUMER ListMetricsRequest BEHRZEE, EBIREHBEETFILEIRED
MR,

(® Note

Amazon [RE EZWmE IS4 E SR E (Amazon CloudWatch FiF#8R) #9 {https---docs-
aws-amazon-com-AmazonCloudWatch-latest-monitoring-CW-Support-For-Amazon-html}
[Amazon CloudWatch iE#rM4EESE] R E,

F Ao

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.ListMetricsRequest;
import com.amazonaws.services.cloudwatch.model.ListMetricsResult;
import com.amazonaws.services.cloudwatch.model.Metric;

(8T

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

ListMetricsRequest request = new ListMetricsRequest()
.withMetricName(name)
.withNamespace(namespace);

M CloudWatch ZREUEHR 49


https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/ListMetricsRequest.html
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boolean done = false;

while(!done) {
ListMetricsResult response = cw.listMetrics(request);

for(Metric metric : response.getMetrics()) {
System.out.printf(
"Retrieved metric %s'", metric.getMetricName());

}

request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {
done = true;

}

A A 1EFRE getMetrics FIETFE ListMetricsResult FIREIHEIR, £RAUD . ERR T —H#t
, BERBERNRPER setNextToken FHRM ListMetricsResult FEMNIREERA
getNextToken , 2B BN BE RN REEF listMetrics BWE—NFR.

EZER

« {Amazon CloudWatch API Reference) FH ListMetricso

KW BEMNEREE

# % Amazon [RFELAWS'F LB ZE A M EAECHIER. St FERBECHNmRAZEAMHE
TESEFREAE ( RAEAAWS FFLENT ) o

R0 EENIERBE

ERHECHIEREIE , BB PutMetricDataRequest 8 | AmazonCloudWatchClient #9
putMetricData 5%, PutMetricDataRequest XM BFEHRBEMANBEN B ZEE |, EMLIM
£ MetricDatum N RABDEFXREZBELELENEE.

(® Note

BT EIEE L AWS At B 2R H . LA“AWS FF LMY an B ZE AR Bt Amazon Web Services
Fnﬂﬁﬁﬁo

R BEIEREE 50


https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/ListMetricsResult.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_ListMetrics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/aws-namespaces.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/PutMetricDataRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/MetricDatum.html
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F Ao

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.Dimension;

import com.amazonaws.services.cloudwatch.model.MetricDatum;

import com.amazonaws.services.cloudwatch.model.PutMetricDataRequest;
import com.amazonaws.services.cloudwatch.model.PutMetricDataResult;
import com.amazonaws.services.cloudwatch.model.StandardUnit;

(R

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

Dimension dimension = new Dimension()
.withName("UNIQUE_PAGES")
.withValue("URLS");

MetricDatum datum = new MetricDatum()
.withMetricName("PAGES_VISITED")
.withUnit(StandardUnit.None)
.withValue(data_point)
.withDimensions(dimension);

PutMetricDataRequest request = new PutMetricDataRequest()
.withNamespace("SITE/TRAFFIC")
.withMetricData(datum);

PutMetricDataResult response = cw.putMetricData(request);

EZER

«  {Amazon CloudWatch FiF$ER) B EFH Amazon CloudWatch $8%x.
«  {Amazon CloudWatch FAF ) ##IAmazon & Z=[El,
« {Amazon CloudWatch API Reference) F#y PutMetricData,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/aws-namespaces.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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A Ax FRARIERE

£ CloudWatch

BIEER

15

ER$E CloudWatch IEFRBIREIR , BEASEXRBRFZMHM PutMetricAlarmRequest 1 F
AmazonCloudWatchClient By putMetricAlarm 5o

F Ao

import
import
import
import
import
import
import
import

(8T

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.
services.
services.
services.
services.

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

Dimension dimension
.withName("InstanceId")
.withValue(instancelId);

cloudwatch
cloudwatch
cloudwatch
cloudwatch
cloudwatch
cloudwatch
cloudwatch
cloudwatch

new Dimension()

PutMetricAlarmRequest request
.withAlarmName(alarmName)
.withComparisonOperator(

ComparisonOperator.GreaterThanThreshold)

.withEvaluationPeriods(1)

.withMetricName("CPUUtilization")

.withNamespace("{AWS}/EC2")

.withPeriod(60)

.withStatistic(Statistic.Average)

.withThreshold(70.0)

.withActionsEnabled(false)

.withAlarmDescription(
"Alarm when server CPU utilization exceeds 70%")
.withUnit(StandardUnit.Seconds)
.withDimensions(dimension);

.AmazonCloudWatch;
.AmazonCloudWatchClientBuilder;
.model.ComparisonOperator;
.model.Dimension;
.model.PutMetricAlarmRequest;
.model.PutMetricAlarmResult;
.model.StandardUnit;
.model.Statistic;

new PutMetricAlarmRequest()

f# A CloudWatch 31§
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/PutMetricAlarmRequest.html
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A Ax FRARIERE

PutMetricAlarmResult response = cw.putMetricAlarm(request);

B B R

B3| HE

2 BIZ#/ CloudWatch 1R , i&

RETARIEEL RIETM DescribeAlarmsRequest 1 F

AmazonCloudWatchClient By describeAlarms 5%,

F Ao

import
import
import
import
import

(R

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
.services.cloudwatch.model.DescribeAlarmsRequest;

amazonaws

amazonaws.
amazonaws.

services.cloudwatch.AmazonCloudWatch;
services.cloudwatch.AmazonCloudWatchClientBuilder;

services.cloudwatch.model.DescribeAlarmsResult;
services.cloudwatch.model.MetricAlarm;

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

boolean done = false;

DescribeAlarmsRequest request = new DescribeAlarmsRequest();

while(!done) {

DescribeAlarmsResult response = cw.describeAlarms(request);

for(MetricAlarm alarm : response.getMetricAlarms()) {
System.out.printf("Retrieved alarm %s", alarm.getAlarmName());

request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {
done = true;
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ZRAULUST . ERET—MER , BERBERINRPEA setNextToken XRH
DescribeAlarmsResult FERIREEREA getNextToken , 2B KRB RITI REEXT
describeAlarms B —NEA,

(@ Note

838 7] LA AmazonCloudWatchClient By describeAlarmsForMetric FiER R4S EIE
A ER, THEAEL T describeAlarms,

i R 4R

EMI &% CloudWatch 23R , i&{# A DeleteAlarmsRequest ( BB ER BN — N RESEREH ) BH
AmazonCloudWatchClient B9 deleteAlarms F 3%,

F Ao

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.DeleteAlarmsRequest;
import com.amazonaws.services.cloudwatch.model.DeleteAlarmsResult;

(R

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

DeleteAlarmsRequest request = new DeleteAlarmsRequest()
.withAlarmNames(alarm_name);

DeleteAlarmsResult response = cw.deleteAlarms(request);

EZER

+ {Amazon CloudWatch A/~ #5E) Y2 Amazon CloudWatch Bk
«  {Amazon CloudWatch API Reference) i #J PutMetricAlarm

«  {Amazon CloudWatch API Reference) H#J DescribeAlarms

«  {Amazon CloudWatch API Reference) H# DeleteAlarms
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/DeleteAlarmsRequest.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_DescribeAlarms.html
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A A CloudWatch B#Ri#R{E , BRI QIEMITAZEFL, L1k, EFHIKE Amazon EC2 SLHIFREN
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BEEAEERAER setAlarmActionsPutMetricAlarmRequest B A% , ATV BRI
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EF A CloudWatch BiREVEBIRIRIE , B A EnableAlarmActionsRequest ( B8 —1MHENEEE A
HERMN BT ) B AmazonCloudWatchClient # enableAlarmActions,
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import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.EnableAlarmActionsRequest;
import com.amazonaws.services.cloudwatch.model.EnableAlarmActionsResult;

(R

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

EnableAlarmActionsRequest request = new EnableAlarmActionsRequest()
.withAlarmNames(alarm);

EnableAlarmActionsResult response = cw.enableAlarmActions(request);

ERERIRE

EZ [ CloudWatch iR EIRIEE , B DisableAlarmActionsRequest ( @& —PMRZBNREZR
BHIRENEIRNABF ) A AmazonCloudWatchClient B9 disableAlarmActions,
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/DisableAlarmActionsRequest.html
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import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.DisableAlarmActionsRequest;
import com.amazonaws.services.cloudwatch.model.DisableAlarmActionsResult;

(R

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

DisableAlarmActionsRequest request = new DisableAlarmActionsRequest()
.withAlarmNames(alarmName);

DisableAlarmActionsResult response = cw.disableAlarmActions(request);
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« {Amazon CloudWatch #§m) FHEIEERUEL, Kib, EEHIREEH
«  {Amazon CloudWatch API Reference) i #J PutMetricAlarm

« {Amazon CloudWatch API Reference) H#J EnableAlarmActions

« {Amazon CloudWatch API Reference) A #Y DisableAlarmActions
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ERMBENX CloudWatch B , AT E —NHZ 4 PutEventsRequestEntry R ( RIS
HEFEMER ) B PutEventsRequest I RiAA AmazonCloudWatchEventsClient 8 putEvents /7
Eo BAILUAKRBEEZSNSH , fINSEHHRENER, SEHMEXBRNRTRESE,

(® Note
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/UsingAlarmActions.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_DisableAlarmActions.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutEventsRequestEntry.html
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F Ao

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEventsClientBuilder;
import com.amazonaws.services.cloudwatchevents.model.PutEventsRequest;

import com.amazonaws.services.cloudwatchevents.model.PutEventsRequestEntry;

import com.amazonaws.services.cloudwatchevents.model.PutEventsResult;

(ST

final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

final String EVENT_DETAILS =
"{ \"keyl\": \"valuel\", \"key2\": \'"value2\" }";

PutEventsRequestEntry request_entry = new PutEventsRequestEntry()
.withDetail (EVENT_DETAILS)
.withDetailType("sampleSubmitted")
.withResources(resource_arn)
.withSource("aws-sdk-java-cloudwatch-example");

PutEventsRequest request = new PutEventsRequest()
.withEntries(request_entry);

PutEventsResult response = cwe.putEvents(request);

A ALY

EQENLEHAN | FEEASEANB BRI ES A PutRuleRequest 18
AmazonCloudWatchEventsClient 8 putRule 753& , Al S HUNEHENX, SHNAEREKRE IAM £
BURERANZITMRN T RIFTER,

F Ao

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEventsClientBuilder;
import com.amazonaws.services.cloudwatchevents.model.PutRuleRequest;

import com.amazonaws.services.cloudwatchevents.model.PutRuleResult;

import com.amazonaws.services.cloudwatchevents.model.RuleState;
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutRuleRequest.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/CloudWatchEventsandEventPatterns.html
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final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

PutRuleRequest request = new PutRuleRequest()
.withName(rule_name)
.withRoleArn(role_arn)
.withScheduleExpression("rate(5 minutes)")
.withState(RuleState.ENABLED);

PutRuleResult response = cwe.putRule(request);

N B #R

Bir 2l A AN RN ERR. ~4FIBF23E Amazon EC2 3Efl. Lambda ¥, Kinesis
F. Amazon ECS £%. Step Functions JRAHL K E B ¥r.

E@ANRME R , EEH PutTargetsRequest ( @ EEFH AN FERMBAMN A BFr7IEK ) KiE
A AmazonCloudWatchEventsClient B putTargets 5o

F Ao

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEventsClientBuilder;
import com.amazonaws.services.cloudwatchevents.model.PutTargetsRequest;

import com.amazonaws.services.cloudwatchevents.model.PutTargetsResult;

import com.amazonaws.services.cloudwatchevents.model.Target;

(R

final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

Target target = new Target()
.withArn(function_azrn)
.withId(target_id);

PutTargetsRequest request new PutTargetsRequest()
.withTargets(target)

.withRule(rule_name);

PutTargetsResult response = cwe.putTargets(request);

ff =4 %1% F CloudWatch 58


https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutTargetsRequest.html

EAT Java B Amazon SDK 1.x MAR1xFEAARERE

EZER

+  {Amazon CloudWatch Events User Guide) ##J Adding Events with PutEvents

« {Amazon CloudWatch Events User Guide) H#J Schedule Expressions for Rules

«  {Amazon CloudWatch Events User Guide) " #J Event Types for CloudWatch Events
+  {Amazon CloudWatch Events User Guide) A #J Events and Event Patterns

+  {Amazon CloudWatch Events API Reference) ##J PutEvents

+ {Amazon CloudWatch Events API Reference) A #J PutTargets
«  {Amazon CloudWatch Events API Reference) F & PutRule
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/AddEventsPutEvents.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/EventTypes.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/CloudWatchEventsandEventPatterns.html
https://docs.amazonaws.cn/AmazonCloudWatchEvents/latest/APIReference/API_PutEvents.html
https://docs.amazonaws.cn/AmazonCloudWatchEvents/latest/APIReference/API_PutTargets.html
https://docs.amazonaws.cn/AmazonCloudWatchEvents/latest/APIReference/API_PutRule.html
https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/dynamodb/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/Programming.SDKOverview.html#Programming.SDKs.endpoints
https://central.sonatype.com/artifact/com.amazonaws/aws-java-sdk-bom
https://central.sonatype.com/artifact/com.amazonaws/aws-java-sdk-bom
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« #iE DynamoDB R F iR |, ¥ AccountIdEndpointMode i&iEJ DISABLED,
- REFEEE,

- RE JVM RERE M

- EFHZEH Amazon BLEXHIRE,

UTRBAEBERT WAEREE DynamoDB lRFEEFimKEAE TKF AEKEH

ClientConfiguration config = new ClientConfiguration()
.withAccountIdEndpointMode(AccountIdEndpointMode.DISABLED);
AWSCredentialsProvider credentialsProvider = new
EnvironmentVariableCredentialsProvider();

AmazonDynamoDB dynamodb = AmazonDynamoDBClientBuilder.standard()
.withClientConfiguration(config)
.withCredentials(credentialsProvider)
.withRegion(Regions.US_WEST_2)

.build();
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« REW, EXTENKS MAEXE2ME—/,
- —NER , BNMEXNTEHLARE - ; RPNEERITE TRESHRNERE.

TRAULREETR (ZEENMNPKX (HASH) # ) HEEEH (B2 — 12 XM—1MEF (RANGE)
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B/MEEYE — 1 A ScalarAttributeType RKE R RERIVEIERE, REWUARZHS (B). HF
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https://docs.amazonaws.cn/sdkref/latest/guide/feature-account-endpoints.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ScalarAttributeType.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
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® Note
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£/ DynamoDB % FififY createTable AW 81 # DynamoDB %k, BEEWEREHEMKE
M, ZFRATHRARNER, SELTREVEMEFTLEENRE, XELIZE DynamoDB &KRETE X
BREM,

(@ Note
MREREFEBEMNRERFE , NN

& AmazonServiceException,

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeDefinition;
import com.amazonaws.services.dynamodbv2.model.CreateTableRequest;
import com.amazonaws.services.dynamodbv2.model.CreateTableResult;
import com.amazonaws.services.dynamodbv2.model.KeySchemaElement;
import com.amazonaws.services.dynamodbv2.model.KeyType;

import com.amazonaws.services.dynamodbv2.model.ProvisionedThroughput;
import com.amazonaws.services.dynamodbv2.model.ScalarAttributeType;

tIREAMEERIR
LA EAEEERE (‘Name”) B R,
(BT

CreateTableRequest request = new CreateTableRequest()
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https://www.amazonaws.cn/dynamodb/pricing/
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/AmazonServiceException.html
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.withAttributeDefinitions(new AttributeDefinition(

"Name", ScalarAttributeType.S))
.withKeySchema(new KeySchemaElement('"Name", KeyType.HASH))
.withProvisionedThroughput(new ProvisionedThroughput(

new Long(1@), new Long(10)))
.withTableName(table_name);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
CreateTableResult result = ddb.createTable(request);
System.out.println(result.getTableDescription().getTableName());
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

55 GitHub LM EERH,
tIEEEESERNK

A% —4 AttributeDefinition 1 KeySchemaElement | CreateTableRequest,

(R

CreateTableRequest request = new CreateTableRequest()

.withAttributeDefinitions(

new AttributeDefinition("Language", ScalarAttributeType.S),

new AttributeDefinition("Greeting", ScalarAttributeType.S))
.withKeySchema(

new KeySchemaElement('"Language", KeyType.HASH),

new KeySchemaElement("Greeting", KeyType.RANGE))
.withProvisionedThroughput(

new ProvisionedThroughput(new Long(1@), new Long(10)))
.withTableName(table_name);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/CreateTable.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/AttributeDefinition.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/KeySchemaElement.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/CreateTableRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/CreateTableCompositeKey.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
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® Note
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.ListTablesRequest;
import com.amazonaws.services.dynamodbv2.model.ListTablesResult;

(8L

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ListTablesRequest request;

boolean more_tables = true;
String last_name = null;

while(more_tables) {
try {
if (last_name == null) {
request = new ListTablesRequest().withLimit(10);
}
else {
request = new ListTablesRequest()
.withLimit(10)
.withExclusiveStartTableName(last_name);

ListTablesResult table_list = ddb.listTables(request);
List<String> table_names = table_list.getTableNames();

if (table_names.size() > 0) {
for (String cur_name : table_names) {
System.out.format("* %s\n", cur_name);
}
} else {
System.out.println("No tables found!");
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System.exit(0Q);

last_name = table_list.getlLastEvaluatedTableName();
if (last_name == null) {
more_tables = false;

RABERT , 8XARFRESRZ 100 PNk - XIRER ListTablesResult X 5 EH
getlLastEvaluatedTableName AJZRBIFHH L—1 &k, IFEALEE L —IEHNEE—MNREE
EF®5IH,

ESH GitHub LMY EE R,
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;

import com.amazonaws.services.dynamodbv2.model.AttributeDefinition;

import com.amazonaws.services.dynamodbv2.model.ProvisionedThroughputDescription;
import com.amazonaws.services.dynamodbv2.model.TableDescription;

(R
final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
try {
TableDescription table_info =

ddb.describeTable(table_name).getTable();

if (table_info != null) {
System.out.format("Table name : %s\n",
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table_info.getTableName());
System.out.format("Table ARN : %s\n",
table_info.getTableArn());
System.out.format("Status : %s\n",
table_info.getTableStatus());
System.out.format("Item count : %d\n",
table_info.getItemCount().longValue());
System.out.format("Size (bytes): %d\n",
table_info.getTableSizeBytes().longValue());

ProvisionedThroughputDescription throughput_info =
table_info.getProvisionedThroughput();
System.out.println("Throughput");
System.out.format(" Read Capacity : %d\n",
throughput_info.getReadCapacityUnits().longValue());
System.out.format(" Write Capacity: %d\n",
throughput_info.getWriteCapacityUnits().longValue());

List<AttributeDefinition> attributes =
table_info.getAttributeDefinitions();
System.out.println("Attributes");
for (AttributeDefinition a : attributes) {
System.out.format(" %s (%s)\n",
a.getAttributeName(), a.getAttributeType());

}

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

%55 GitHub M= R4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/DescribeTable.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
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import com.
import com.
import com.
import com.

(8T

amazonaws.

amazonaws

amazonaws.
amazonaws.

services.dynamodbv2.AmazonDynamoDB;
.services.dynamodbv2.AmazonDynamoDBClientBuilder;
services.dynamodbv2.model.ProvisionedThroughput;
AmazonServiceException;

ProvisionedThroughput table_throughput = new ProvisionedThroughput(
read_capacity, write_capacity);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {

ddb.updateTable(table_name, table_throughput);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());

System.

exit(1);
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import com.
import com.
import com.

(8T

final AmazonDynamoDB

try {

amazonaws
amazonaws
amazonaws

.AmazonServiceException;
.services.dynamodbv2.AmazonDynamoDB;
.services.dynamodbv2.AmazonDynamoDBClientBuilder;

ddb = AmazonDynamoDBClientBuilder.defaultClient();
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432 DynamoDB HHI &

66
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ddb.deleteTable(table_name);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
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F{E (AttributeValue) X4 ) o

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeValue;

import com.amazonaws.services.dynamodbv2.model.GetItemRequest;

import java.util.HashMap;

import java.util.Map;

(ST

HashMap<String,AttributeValue> key_to_get =
new HashMap<String,AttributeValue>();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/DeleteTable.java
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/GuidelinesForTables.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/WorkingWithTables.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/GetItemRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/GetItemResult.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Map.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/AttributeValue.html
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key_to_get.put("DATABASE_NAME", new AttributeValue(name));

GetItemRequest request = null;
if (projection_expression != null) {
request = new GetItemRequest()
.withKey(key_to_get)
.withTableName(table_name)
.withProjectionExpression(projection_expression);
} else {
request = new GetItemRequest()
.withKey(key_to_get)
.withTableName(table_name);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
Map<String,AttributeValue> returned_item =
ddb.getItem(request).getItem();
if (returned_item != null) {
Set<String> keys = returned_item.keySet();
for (String key : keys) {
System.out.format("%s: %s\n",
key, returned_item.get(key).toString());
}
} else {
System.out.format("No item found with the key %s!\n", name);
}
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

HZ 5 GitHub LRYTTE R,

BEZYIIERI=

SIBER T EBHNRENNRS, EP4JERRNERFERNE, NRERMANTECSEFE , B
LHFZBRFHBESZERER.

(® Note
MREHK - MXBEEZEGBENE , M5 & ResourceNotFoundException FH
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/GetItem.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Map.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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F Ao

import com.
import com.
import com.
import com.
import com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonServiceException;
services.dynamodbv2.AmazonDynamoDB;
services.dynamodbv2.AmazonDynamoDBClientBuilder;
services.dynamodbv2.model.AttributeValue;
services.dynamodbv2.model.ResourceNotFoundException;

import java.util.Arraylist;

(BT

HashMap<String,AttributeValue> item_values =
new HashMap<String,AttributeValue>();

item_values.put("Name", new AttributeValue(name));

for (String[] field :

extra_fields) {

item_values.put(field[0@], new AttributeValue(field[1]));

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {

ddb.putItem(table_name, item_values);
} catch (ResourceNotFoundException e) {
System.err.format("Error: The table \"%s\" can't be found.\n", table_name);
System.err.println("Be sure that it exists and that you've typed its name
correctly!");
System.exit(1l);
} catch (AmazonServiceException e) {

System.err.println(e.getMessage());
System.exit(1);

EZ P GitHub LR EE R,

EHRFUFIE

Al LAE A AmazonDynamoDB # updateltem 5% , B RHEEFNRENH. TRENZRME |
FHRFEEMBEMNEM.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/PutItem.java
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® Note

MRENKFAXERBZERENR , REFFECANERINANTE , 25

ResourceNotFoundException &

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeAction;
import com.amazonaws.services.dynamodbv2.model.AttributeValue;

import com.amazonaws.services.dynamodbv2.model.AttributeValueUpdate;

import com.amazonaws.services.dynamodbv2.model.ResourceNotFoundException;

import java.util.Arraylist;

(R

HashMap<String,AttributeValue> item_key =
new HashMap<String,AttributeValue>();

item_key.put("Name", new AttributeValue(name));

HashMap<String, AttributeValueUpdate> updated_values =
new HashMap<String,AttributeValueUpdate>();

for (String[] field : extra_fields) {
updated_values.put(field[@], new AttributeValueUpdate(
new AttributeValue(field[1]), AttributeAction.PUT));

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
ddb.updateItem(table_name, item_key, updated_values);
} catch (ResourceNotFoundException e) {
System.err.println(e.getMessage());
System.exit(1);
} catch (AmazonServiceException e) {
System.err.println(e.getMessage());
System.exit(1l);

42 DynamoDB AR EYI1 B

70


https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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BEZH GitHub LR SEERHI,

{# A DynamoDBMapper 3%

EHA T Java B Amazon SDK T DynamoDBMapper 3£ | {E&EEH% N E F iH3EBET 2] Amazon
DynamoDB %&. Ef#A DynamoDBMapper 3K , & A LAERFEE X DynamoDB ZH IR 51
PN REFZEHRR (M THEHANRBROITR ) . FIA DynamoDBMapper 3 |, &84 17 (7]
BEW&k , TR, RE. EFMNMBIER (CRUD) &¥E , HIITER,

(® Note
DynamoDBMapper 87 812, FH M BRE.

F Ao

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBAttribute;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBHashKey;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBMapper;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBTable;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBRangeKey;
import com.amazonaws.services.dynamodbv2.model.AmazonDynamoDBException;

(R

LAR Java R RHERIMAEER DynamoDBMapper [ Music RIFRIMAR. HRABRNERPE ,
BEEEMEA Partition (2 X) M Sort (BEF) BMEIME . AJG Awards (RIN) B 2F#. BRAE
Music RHER , F2H (Amazon DynamoDB FF X A RIEME) FHGIER,

AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard().build();
MusicItems items = new MusicItems();

try{
// Add new content to the Music table
items.setArtist(artist);
items.setSongTitle(songTitle);
items.setAlbumTitle(albumTitle);
items.setAwards(Integer.parseInt(awards)); //convert to an int

// Save the item
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UpdateItem.java
https://www.amazonaws.cn/sdk-for-java/
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/getting-started-step-1.html
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DynamoDBMapper mapper = new DynamoDBMapper(client);
mapper.save(items);

// Load an item based on the Partition Key and Sort Key
// Both values need to be passed to the mapper.load method
String artistName = artist;

String songQueryTitle = songTitle;

// Retrieve the item

MusicItems itemRetrieved = mapper.load(MusicItems.class, artistName,
songQueryTitle);

System.out.println("Item retrieved:");

System.out.println(itemRetrieved);

// Modify the Award value
itemRetrieved.setAwards(2);
mapper.save(itemRetrieved);
System.out.println("Item updated:");
System.out.println(itemRetrieved);

System.out.print("Done");
} catch (AmazonDynamoDBException e) {
e.getStackTrace();

@DynamoDBTable(tableName="Music")
public static class MusicItems {

//Set up Data Members that correspond to columns in the Music table
private String artist;

private String songTitle;

private String albumTitle;

private int awards;

@DynamoDBHashKey(attributeName="Artist")
public String getArtist() {
return this.artist;

public void setArtist(String artist) {
this.artist = artist;
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@DynamoDBRangeKey(attributeName="SongTitle")
public String getSongTitle() {
return this.songTitle;

public void setSongTitle(String title) {
this.songTitle = title;

@DynamoDBAttribute(attributeName="AlbumTitle")
public String getAlbumTitle() {
return this.albumTitle;

public void setAlbumTitle(String title) {
this.albumTitle = title;

@DynamoDBAttribute(attributeName="Awards")
public int getAwards() {
return this.awards;

public void setAwards(int awards) {
this.awards = awards;

HZ 5 GitHub LRYTTE R,
EZER

«  {Amazon DynamoDB FF & A R 3ER) AT E b2 AN
«  {Amazon DynamoDB FF X A R 1EFE) F#IL3E DynamoDB I H

Amazon EC2fER Y R~HIER F Java B9 Amazon SDK

AEpHRM4EAE AT Java B9 Amazon SDK X Amazon EC2 #4T4RTERI Rl

ES ]
- 32 : B3 EC2 K4

Amazon EC2 R4l
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UseDynamoMapping.java
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/GuidelinesForItems.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/WorkingWithItems.html
https://www.amazonaws.cn/ec2/
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£/ IAM AEEFX Amazon EC2 E# Amazon &R I R4
12 : Amazon EC2 EMN EISEHI

HiE . SR Amazon EC2 EMALHIEREE

&I Amazon EC23L45

F£ Amazon EC2 I E A5 IP b3t

EAXSEMTAX

£/ Amazon EC2 Z4AxY

f£ Amazon EC2 HfE L 44

¥iE . Bzh EC2 3Ll

AHFRERMAFERER T Java B Amazon SDK 53 EC2 324,

F

il
TR

#12Z Amazon EC2 £ 4

EEAX

1=1T Amazon EC2 341

FRFAMF

EFFBZE , BEMRELIE Amazon Web Services Ik # B E iR & Amazon Fif, BXxEZEE | &
SN,

B2 Amazon EC2 &£ 4

EC2-Classic & H

/A Warning

BATETF 2022 F 8 A 15 HIEH EC2-Classico FHEAEIWIEM EC2-Classic E#Z| VPC,
BXEZER , FSRAEFEXE EC2-Classic-Classic Networking is Retiring — Here's How to

Prepare,

& : R3) EC2 =
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https://www.amazonaws.cn/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://www.amazonaws.cn/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
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BIE—NRZEAERELFALE , BH—NHZN EC2 ZHNRMEFRE, BRIAMERT , Amazon EC2
FENEFERAFAERENREAXREK, AUSIEATEN EC2 XFIEZIRERENTSH,
m, MRFBEEEE Linux B4, AT LLAREN LT SSH RE. B LEA Amazon EC2 12
HAHER T Java B9 Amazon SDKIZEZ 24,

& T LA B2 1E EC2-Classic 5t EC2-VPC FEANEZEA, A EC2-Classic Ml EC2-VPC WE 215
B, 2 (Amazon EC2 AAF{Em (&EA T Linux k6l ) ) FRNEZHFENTE,

BXRER Amazon EC2 ZHIACIBRLRLANEZER , 52 H (Amazon EC2 AF#EmM (AR T
Linux 3561 ) ) # 8 Amazon EC2 Z£ 4,

1. IR CreateSecurityGroupRequest SKfil, /A withGroupName FERERLRELHEZN , &
F withDescription FEREZESANER , WTFFIR :

CreateSecurityGroupRequest csgr = new CreateSecurityGroupRequest();
csgr.withGroupName("JavaSecurityGroup").withDescription("My security group");

EEDEIL Amazon EC2 B FiwH) Amazon XA , KA BMUITEME -, DANTEELENE
ARG US-ASCIl Z5F,

2. WERIRIENSBEE L createSecurityGroup 3%, %5 3EIRE CreateSecurityGroupResult ¥
R, WOTR:

CreateSecurityGroupResult createSecurityGroupResult =
amazonEC2Client.createSecurityGroup(csgr);

MREZHAVNESENERLEEETHEBZEMNELZLEYE , createSecurityGroup 5| KR E,

MINBERT , i ZLET RV Amazon EC2 SKHINEMAWERE. EATAURE , B4FAXN L4
2 AR IR, BRI EAN IP bk, IP #uSEE., FEMMUEAK TCP/UDP % M /Y2 A#E1THR
o

1. BIBH WAL IpPermission K6, £/ withlpv4Ranges F AR LR BRUE AW IP i |, £
A withlpProtocol &R BAUZE IP thile A withFromPort  withToPort 75 3& I SAE ERINE A
MimO3BE , MR :

IpPermission ipPermission =
new IpPermission();

IpRange ipRangel = new IpRange().withCidrIp("111.111.111.111/32");
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-supported-platforms.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html#withGroupName-java.lang.String-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html#withDescription-java.lang.String-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2.html#createSecurityGroup-com.amazonaws.services.ec2.model.CreateSecurityGroupRequest-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupResult.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withIpv4Ranges-java.util.Collection-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withIpProtocol-java.lang.String-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withFromPort-java.lang.Integer-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withToPort-java.lang.Integer-
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IpRange ipRange2 = new IpRange().withCidrIp("150.150.150.150/32");

ipPermission.withIpv4Ranges(Arrays.asList(new IpRange[] {ipRangel, ipRange2}))
.withIpProtocol("tcp")
.withFromPort(22)
.withToPort(22);

PAUHETE IpPermission MRPIBENMESRMY , TEATFEZE A,

£/ CIDR &RRZEIEE IP tbtit, 3RIEE TCP/UDP il , AFRHFROMBIRHO. NEERE
TCP = UDP B F 8RN Iw A,

2. BIERMFA{L AuthorizeSecurityGrouplngressRequest 354, A withGroupName FiEEER S
HEW , A Za ¥R IpPermission M RZELS withlpPermissions & , BIRAR :

AuthorizeSecurityGroupIngressRequest authorizeSecurityGroupIngressRequest =
new AuthorizeSecurityGroupIngressRequest();

authorizeSecurityGroupIngressRequest.withGroupName("JavaSecurityGroup")
.withIpPermissions(ipPermission);

3. FERIIRIEE L authorizeSecurityGrouplngress J73% , MRAR :

amazonEC2Client.authorizeSecurityGroupIngress(authorizeSecurityGroupIngressRequest);

MREFEACRNEAN IP it @A authorizeSecurityGroupIngress , %545 %
FE, QIEMABIEFE IpPermission MR , AR IP, WwOMBIRNEA , RAERA

AuthorizeSecurityGroupIngress.

HREFHA authorizeSecurityGrouplngress B authorizeSecurityGroupEgress 3% , —&M MG &0
BlZeHR,

BIEZRAX

Bz EC2 RN SAAIEERIAX , RREEZTZFINIEERARNNILERS, B LCIRBRAX ,
A ERAES HMXPINERANINEEHAN., BXEZER , 55 (Amazon EC2 AF g™
( AT Linux 3£41 ) » ) Amazon EC2 Z4AXT,

1. BIEH B3 CreateKeyPairRequest K4, #H withKeyName FEREFZHAN B , MWTAR :

CreateKeyPairRequest createKeyPairRequest = new CreateKeyPairRequest();
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html#withIpPermissions-com.amazonaws.services.ec2.model.IpPermission%E2%80%A6%E2%80%8B-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupIngress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupIngressRequest-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupIngress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupIngressRequest-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupEgress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupEgressRequest-
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html#withKeyName-java.lang.String-

EAT Java B Amazon SDK 1.x A 1x FFRARIERE

createKeyPairRequest.withKeyName(keyName);

/A Important
BN BMLARKE—N, MREZHEBRNBANEHESARTEANMAR , #5227,

2. FERMNRILZEER createKeyPair 5%, %5 EIRE CreateKeyPairResult 3241 , IR/

CreateKeyPairResult createKeyPairResult =
amazonEC2Client.createKeyPair(createKeyPairRequest);

3. WAL RIRM getKeyPair A& , SUIREX KeyPair R, WA KeyPair I HREY getKeyMaterial 5
&, BREURINZER PEM RBIABEESR , WA :

KeyPair keyPair = new KeyPair();
keyPair = createKeyPairResult.getKeyPair();

String privateKey = keyPair.getKeyMaterial();

1Z4T Amazon EC2 34

AU TEEME -1 Amazon REREG (AMI) B3 — M RSN EEHEEERN EC2 K4, 812 EC2
XPlfE , BUUKRERERS, EEN EC2 RPIE1T/E , B LUERX LA,

1. BIEH AR — RuninstancesRequest 3£, BREIEEN AMI, BHANNZLEHEZLERTF
imXt RATIE ER X R 7.

RunInstancesRequest runInstancesRequest =
new RunInstancesRequest();

runInstancesRequest.withImageId("ami-a9d@9ed1")
.withInstanceType(InstanceType.T1lMicro)
.withMinCount(1)
.withMaxCount(1)
.withKeyName("my-key-pair")
.withSecurityGroups("my-security-group");
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2.html#createKeyPair-com.amazonaws.services.ec2.model.CreateKeyPairRequest--
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairResult.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairResult.html#getKeyPair--
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPair.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPair.html#getKeyMaterial--
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html
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withimageld
« AMI® ID, ET A ERK Amazon REMNAH AMI HEIEEBSH AMI, 55 Amazon
REBE (AMI),

withInstanceType
- SIEEN AMI RENEHIKE, BXxEZELR | ESH (Amazon EC2 AF#iEM (ERT
Linux 35451 ) ) EYSEHISEE,
withMinCount
- EFZHM EC2 EHINR/NHE, MRILEE KT Amazon EC2 A 1E B ¥ 7 A X F /3 35 B 324
# , M Amazon EC2 A& B s {E[I= 4,
withMaxCount
- EFZHM EC2 EHINERAKE, MRLEE KT Amazon EC2 A 1E B #r- 7 A X # /3 35 B 324
., | Amazon EC2 /8315 F MinCount ME K ATREEREH, B0 LSS ZHIEN
T 1 MEBAFRZEFRBEBHNEREFBzE. BEXEZER , 55H Amazon EC2 &
BB AT LLE Amazon EC2 HIE{TZADANEH| 27

withKeyName

- EC2 BIAXWE. MREERBEERANNBRTEHEM , WL EEESZXH. BXRE
ZEE , BERLEREAN.

withSecurityGroups
s —ANRBANRELYH, BRESZEE , ESHEIE Amazon EC2 44,

2. B FiESRXI K4EE Z runinstances FERBEIEHI, J57EIRE —4 RuninstancesResult 3
WTRFRR :

RunInstancesResult result = amazonEC2Client.runInstances(
runInstancesRequest);

HIERRBIZITIE , ATERAEBHNBAXNEETZEM. BXESZEE , 55K (Amazon EC2 A
M (EAT Linux K61 ) ) PEEESIEA Linux 5560,

A IAM BEEF X Amazon EC2 L& Amazon &R EY i 7] 4R

AR B Amazon MR BV EIEX &% E Amazon Web Services (Amazon) BYFTE & R 1T
ZZ. ALER IAM A€ HERFIT Amazon EC2 41 E# Amazon BRI Z £ 15 E R,

fEH IAM SBT3 Amazon EC2 £# Amazon %IRRT [ 78


https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withImageId-java.lang.String-
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AMIs.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AMIs.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withInstanceType-java.lang.String-
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/instance-types.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withMinCount-java.lang.Integer-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withMaxCount-java.lang.Integer-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withKeyName-java.lang.String-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withSecurityGroups-java.util.Collection-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#runInstances-com.amazonaws.services.ec2.model.RunInstancesRequest-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesResult.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AccessingInstances.html
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RKEBNFWAFE IAM B85 Amazon EC2 Liz1TH Java SDK AR FESFEH. A< IAM 4
MWEZEE |, ESH (Amazon EC2 AF#ER (&M T Linux 3241 ) ) A#VER T Amazon EC2 #Y
IAM B,

RINRMUEFEN EC2 LfIfE 4

MREH N ARFEARAERKCIE Amazon B iR , WHZE P bnf & R EUT I e 6 A BRI E
RUEEFE BREIL

1. Java REEH : aws.accessKeyId #l aws.secretKey,

2. REHETE : AWS_ACCESS_KEY_ID 1 AWS_SECRET_ACCESS_KEY.,

3. MNEIUEXH (EFRAFEAE L ZXH T FRRNME).

4. MR Ei%E AWS_CONTAINER_CREDENTIALS_RELATIVE_URI FEZXE R T2 EER[{ENILEZ
T8 NHET Amazon EC2 BESIRS LB/ EIL,

5. RHIBBEXHEIE , BEES EC2 EHIM IAM A B XREKHSEFI T HIEF.

6. REMERAEZMN Web 510 HEEIE.

REEXN Amazon EC2 AT AR , RIARHEFEPNEFEREXHEIE SBRIAH ,
{BELLEE Amazon EC2 4Rt , T REBRAREHELEATRHRS LS M. BETLF
InstanceProfileCredentialsProvider SRl E##Z B AT FIHmEERE , XELERTENRIARHER
4% B AT 3R B SE 51 B & SO R,

fBlgn -

AmazonS3 s3 = AmazonS3ClientBuilder.standard()
.withCredentials(new InstanceProfileCredentialsProvider(false))
Lbuild();

EFERZAEER , SDK EEXRHIEEXHF , EE Amazon EC2 EHIHYXEX IAM AGBHIX
BRE E A HBNRM IR Amazon Fif, REXLFZIFRIGEIE , MEAKRASTH |, E
InstanceProfileCredentialsProvider 2N ERIFEA] , RIEEUW SR FIE TR R]
Amazon,

/A Important

R EUTERTHRITENEIERF . EEARANEFREERK (TLEUEHB SN
InstanceProfileCredentialsProvider #ERBRINEHEBFEMNANR) i ; HEBT
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InstanceProfileCredentialsProvider K EEABART P IREERRN, MREEE
B E 5 EIRENER AR 3 SR BB S HEIE |, BN ERE N RS 8 EE

MREFFHEEEEHBEASERMEEFERTREIL , ©25| & AmazonClientException.

B ®IAM AR T EC2 L4l

UTESFNENFAER IAM AEM Amazon S3 R EXN RAEE FE,
Sl IAM AR

BT FX Amazon S3 W RIZFRINH IAM A€,

1. 3TF IAM ERB#ZEHI&,

2. ESMBERKD , £ Roles M Create New Role,

3. MARBEN , RFIEE Next Step, BIBFIEF , AANERB 3N Amazon EC2 R4 AT E
4. ERFAEXBTEAL Amazon Web Services IR A& T , % Amazon EC2,
5
6

CEIRENRRTENERRBERT |, £ Amazon S3 RiZHANE , ARERT—%,
. 7£ Review WE L , i%£# Create Role,
Bz EC2 RHIHIEELN IAM A&

&A@t Amazon EC2 #4|AHEHA T Java B Amazon SDK , 8 IAM & S35 Amazon EC2 &
i,

- EfFR#EH A& F3 Amazon EC2 k4l , E1REE (Amazon EC2 A F#8m ( AT Linux 3£
5 ) » Amazon EC2 Linux 32451 A |71 s B9 i BR R 45

FEREXRGBIREEN , REFEXFFAEE. £ IAM BSEF | EREZHEEN IAM B,
BiERERIZEE,

(® Note
REZUERERANTLLANERAX , FEERNZKH,

. EFEAEAT Java B9 Amazon SDK &Eid IAM A& S35 Amazon EC2 324 , #3217 Amazon
EC2 324,
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BBV ARERF

ERINRYEE EC2 RH LETHROINARER. BE , IR —NERKATREREXH (B
#n , GetS30bjectApp).

ARiE , FEBT Java B9 Amazon SDK EE#IZIFGIENWE K+, MEBFEATF Java B9 Amazon
SDKT#:Zl ~/Downloads B&H , AIAERAU TG SHITES :

cp -r ~/Downloads/aws-java-sdk-{1.7.5}/1ib .
cp -r ~/Downloads/aws-java-sdk-{1.7.5}/third-party .

T —NFXH , FHBB RN GetS30bject. java FHHFMEL TR :
import java.io.*;

import com.amazonaws.auth.*;

import com.amazonaws.services.s3.¥*;

import com.amazonaws.services.s3.model.*;
import com.amazonaws.AmazonClientException;
import com.amazonaws.AmazonServiceException;

public class GetS30bject {
private static final String bucketName = "text-content";
private static final String key = "text-object.txt";

public static void main(String[] args) throws IOException

{
AmazonS3 s3Client = AmazonS3ClientBuilder.defaultClient();

try {
System.out.println("Downloading an object");
S30bject s3object = s3Client.getObject(
new GetObjectRequest(bucketName, key));
displayTextInputStream(s3object.getObjectContent());
}
catch(AmazonServiceException ase) {
System.err.println("Exception was thrown by the service");
}
catch(AmazonClientException ace) {
System.err.println("Exception was thrown by the client");

}
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private static void displayTextInputStream(InputStream input) throws IOException
{
// Read one text line at a time and display.

BufferedReader reader = new BufferedReader(new InputStreamReader(input));
while(true)
{

String line = reader.readlLine();

if(line == null) break;

System.out.println( " "+ line );

}
System.out.println();

I, FEBER build. xml HRMELTAT :

<project name="Get {S3} Object" default="run" basedir=".">
<path id="aws.java.sdk.classpath">
<fileset dir="./1ib" includes="**/*_jar"/>
<fileset dir="./third-party" includes="**/*_jar"/>
<pathelement location="1lib"/>
<pathelement location="."/>
</path>

<target name="build">
<javac debug="true"
includeantruntime="false"
srcdir="."
destdir="."
classpathref="aws.java.sdk.classpath"/>
</target>

<target name="run" depends="build">

<java classname="GetS30bject" classpathref="aws.java.sdk.classpath" fork="true"/>
</target>
</project>

MEFETERENERF. FIEE , ZEBFPARFHEEL. A, BRELELEE Amazon FiE , &
NART25|% AmazonServiceException, 10 :

$ ant
Buildfile: /path/to/my/GetS30bjectApp/build.xml
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build:
[javac] Compiling 1 source file to /path/to/my/GetS30bjectApp

run:

[java]l Downloading an object
[javal AmazonServiceException

BUILD SUCCESSFUL

e B miIEMNEF 2 ER EC2 k41

FEALLEH (Amazon EC2 ) , WEFER FE&AMWEIERT Java B9 Amazon SDK 3£, T F
SIS LT F SR AL

scp
scp
scp
scp

®

-p -i {my-key-pair}.pem GetS30bject.class ec2-user@{public_dns}:GetS30bject.class
-p -i {my-key-pair}.pem build.xml ec2-user@{public_dns}:build.xml

-t -p -i {my-key-pair}.pem lib ec2-user@{public_dns}:1lib

-r -p -i {my-key-pair}.pem third-party ec2-user@{public_dns}:third-party

Note

BIFEFEAM Linux lRZAS , AP & ATgER“ec2-user’, “root”=X“ubuntu”s EIREXSE
B /2E DNS &5 , BITH EC2 25l HERREIMFHERLE DNS H ( Hlun

ec2-198-51-100-1.compute-1.amazonaws.com) o

EFiRrdrmr

GetS30bject.class RERBFNER
build.xml 2A FHWEMZTENERN Ant XH
1ib # third-party B 2FEA T Java B Amazon SDKH XS R HY FE 3%,

-1 FFRIER scp MiZ¥1libraryRAH third-party # &M F Java B9 Amazon SDK BXZHFH
FRIERALLER B RHETES,

-p FFRIETR scp BFFRXHEHZ BIMLER , RREX NI HFRINER,
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® Note

-p FFRPGEATF Linux, macOS = Unix, MREM Windows FEFINH , TEEEEMFEA
LU an S 1E SR 6 S & SRR ¢

chmod -R u+rwx GetS30bject.class build.xml 1lib third-party

£ EC2 X6l LT ROIERF

EE{TERF , BEES Amazon EC2 £6l, EXEZEER |, BH5H (Amazon EC2 AAF#ERM (EAT
Linux 3541 ) ) HEEEZEE Linux 35461,

MR ant EENRFLFAM , BEALTHIRET .

sudo yum install ant

REEA ant ETEF , WTFFAR :

ant run
ZREF 2 Amazon S3 RHABBEAWTED,
2 : Amazon EC2 Z ) BUSL4l

"

SREXHMEMEL |, B Spot 261 , BRI LN AREAB Amazon Elastic Compute Cloud (Amazon

EC2) RE#HTHNM ( {REIA 90% ) , HEHME T ZHE Spot Mg BNZSITERMEZRISZAI, RIFA A
ZER1ER , Amazon EC2 £EHAE X Spot #i#& ; HIMEEIHEN Spot Mgy E F AI3kE W AH Spot
2, MBRFXGIMFAEELH , Spot EHINERET S —RREEZSITHERDIWERE,

Spot SEHI AT BARIERRRIEA THELLE, BEHR. BELE, WMED. BIEM Web R, WF2
HFHANAE Amazon EC2 BA, BRitzSh , ERSFREMNERT , Spot KAIEEELEIREREMN
MinaE,

WERERM Spot K6, BRFEEA— Spot KHIER , UEEELESINNWENKHEPIEHR
B IRRENZMN. WRENKRSHNE L ZHBIH Spot Mg , MLKHRENER , BEISKHIFH
RIE(T , BERERLIEEANE Spot MEE RIS TENKESNE (AERENE) .
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BFH T

« BEPIXAHNERRRTEN LN, BEEBRMEEMNEHNEZEIL , Amazon EC2 R EH
iHE Spot M. HZHAR , TRBMMNKREHNREES , ENIXTH Spot MHEE2HEE
B, Bt , BHXNERERTENLN , EXEFEXAEILEHHN

« WMREIEEZT Spot Kf , MERTHNTBAETHNE T BRI Spot 418 , NEMEHIRFSLIE
XEWE , CERRTEMBRINABRFERRE , MEFAX-—HNSMNEE.

=178t , Spot SEHIRYIRER NS HM Amazon EC2 45524 E , M EFBHEft Amazon EC2 =4
—# , YIEFTBEEE Spot EHIRN AL IEEA]. MBLIETRE] , BEERFH— /AR {F 2%
( GIRESIME=HFIMER ) o 73 , MR Spot MEBHENRSNHE , B Amazon EC2 &1L T &Y
2, BT T XA 0 — N Bt B9 45 A e R A 2%

EHENBWNAFERERT Java B9 Amazon SDK #4TU T g4k,
« BRX—1 Spot iFEXR

« YTE{AIRFITIZ Spot B3R

« HUHBiZ Spot R

o KIEFREH

SoRFZ M
Eﬁﬁﬁlﬁt?‘éﬁ UM LEERT Java B9 Amazon SDK A EEH R HEARARE A REZHE, BXE
ZEE , BSRIREEAT Java B Amazon SDK,

F15  RELEWIED

EFBERAEARBRE , BEEIRE Amazon Eif, BxEMIE/EHR | FSEEERTHAN
Amazon EiF X8,

(® Note

BWEER AV A SR AXEE, BXEREL | BSMHIM Amazon HEI2 IAM
[

BRARCEESR 7 EMNRE , NERAIUEARAIFHRBIET.

##2 | Amazon EC2 ZE MBIl 85



EATF Java B9 Amazon SDK 1.x MRS 1.x FFEARIERE

E24F RERZS4A

—NZEATER —NEEIREFH AFTRERFIEANPRIE, BRINBRT |, AT RETIHEEER
1{ﬂ§éﬁﬂ XPEWRE , NMEA TCP is O/ AR IP ums%‘ﬁﬁ?&'?ﬁ*ﬁ Hitk , R K Spot ER
, RIS RE—1NRE4d , MATSXENMERESE A, HTAHEHNEN , RITFIE—IB
ﬁ“GettlngStarted”H’JﬁzIééﬂ UAEFNEEEZTHRARERE IP a5 A Secure Shell (SSH) i
E, ZRE— M ZL4E , EETGERET FMIBIHEEN AR EELRELANKRBRA,

B2 AmazonEC2 BEFmBERTZE , BilatlZ2—14
H“GettingStarted’#ICreateSecurityGroupRequest BT U RN T2 AN ER, FETFK , BRI
T Hec2.createSecurityGroup APl RK8|BZZ£4H,

RiFRILEEA , BIPFEAAB BN F ™A CIDR RRH IP it E 6l2# — ipPermission
BIETC , IP bt R 1078RE TiZIEE IP kB9 7M., FEA1ER ipPermission
BIETEE T TCP w0 22 (SSH). Re—FT—EARIINZ LA BT
ec2.authorizeSecurityGroupIngress ¥#ETKFA ipPermission,

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Create a new security group.

try {
CreateSecurityGroupRequest securityGroupRequest = new

CreateSecurityGroupRequest("GettingStartedGroup", "Getting Started Security Group");

ec2.createSecurityGroup(securityGroupRequest);

} catch (AmazonServiceException ase) {
// Likely this means that the group is already created, so ignore.
System.out.println(ase.getMessage());

}

String ipAddr = "0.0.0.0/0";

// Get the IP of the current host, so that we can limit the Security
// Group by default to the ip range associated with your subnet.
try {

InetAddress addr = InetAddress.getlLocalHost();

// Get IP Address

ipAddr = addr.getHostAddress()+"/10";
} catch (UnknownHostException e) {
}
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// Create a range that you would like to populate.
Arraylist<String> ipRanges = new ArraylList<String>();
ipRanges.add(ipAddr);

// Open up port 22 for TCP traffic to the associated IP

// from above (e.g. ssh traffic).

ArraylList<IpPermission> ipPermissions = new ArraylList<IpPermission> ();
IpPermission ipPermission = new IpPermission();
ipPermission.setIpProtocol("tcp");

ipPermission.setFromPort(new Integer(22));

ipPermission.setToPort(new Integer(22));
ipPermission.setIpRanges(ipRanges);

ipPermissions.add(ipPermission);

try {
// Authorize the ports to the used.
AuthorizeSecurityGroupIngressRequest ingressRequest =
new AuthorizeSecurityGroupIngressRequest("GettingStartedGroup",ipPermissions);
ec2.authorizeSecurityGroupIngress(ingressRequest);
} catch (AmazonServiceException ase) {
// Ignore because this likely means the zone has
// already been authorized.
System.out.println(ase.getMessage());

[

AR BB NMNZRE4E , EREEET - RUNAER.

&3 A LAE A Amazon Toolkit for Eclipse Bl 2R €4, BXEZEER , S HET Amazon Cost
Explorer EXEZ 44,

S| 3 BB Spot HR

NTRIX— Spot TR , BALFEWEZRGIRE , Amazon RERE (AMI) , NEEFEANRS
i, EMBFERMNENEEFNREA , XK , IRFENE , BRAIUERIZZHP T,

BIAEHIRBAHIER ; B8 F Amazon EC2 SRR BRI ESIR, EAKES , RITGFEAK
EEHEHIEE t1.micro, T—FREAERINEAN AMI KB, EERYEF , RINFEANRITRN
Amazon Linux AMI , Bl ami-a9d09ed1, EHTHI AMI AJEERERT BRI K EE |, {BEHBL TR LB 1T
T SRR E BRETARAT AMI

1. TFF Amazon EC2 BB #H A,
2. #%£$# Launch Instance (B33 41) &4,
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https://console.amazonaws.cn/ec2/home
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. E—NEOFETRTAN AMI, B AMI #REZ0H5IET AMI ID, HE , BHATLFEHR
DescribeImages APl , B SHEATELRAHENTE ZH.

BRZFETUZEN Spot Kb, MEBEARTHEERGTE , BNZMEX Spot LA H MMM, A,

ATAT, BTN E=MERNEKE  BREANBETREENVEN ; ETHETEENZEN ; SUME

RAJBEIRIREN T HRE DTS

c BRERAZEETREXRFLEEHTRRBIEIBRWLLETHE, A, BUUREREZHM
SERETE, BELEREIRBURBNRATR TRERF, BALUBISEA Amazon Web Services
EEAH AR Amazon EC2 API SRR EZENEKEHIK Spot MEFTEIER,. MEELZER , BHE
B|EE Spot M LIEFK. EEIMTAETARAFMEXRFIRENMEIERZE , BERM A4
TR EBITEN -

s BUNENHENEEE (XMPABTREEN ) HWLEEN , IUEERINKEBERBREATERIE

B , FE1T B A ST S A E) SR 52 L BT TR

- HE  BUNESREXRFANBHE D RN , BEELEBEN Spot RAIXNBWEH , HITXIRFEF
ABRYABINTFSRHESER, MRELEENE , U Spot KAMFLILE, (EEXHEZE

BMN2NMBNMABENETIZES. )

s INTEIBZERNELFTERTHELETF. SN ZITFENERE-IMRENTE , MET
B L EHERITERATEENNNE, JED0H T RPIKEN Spot MEIEFefE , EE—MT
ERBERATETZITHEERAAENZEN. AT Spot MK , ZNMRARELEIHETENTE

i, FTAEE SR —MEAHN , ARTFEREBET.

- REFMTEREENMMBERT - I TETRNEHRER , ZRETRELREXRRE. HED
7 KPIRER Spot MEIEFR G , BENETHLEZSNE , LERE - SHRRRNITREA

RYATREME , FFHREUTE |, BEEITTRRSG,

FEERBENZRE , BULER—1 Spot £6l, ZRBIAKEHNEN , BITFLURFENKRE M
(0.03 US) , BMEBERALHATHMNMINER, FBAILUBE I A Amazon EC2 EM T H K ¥ E ] F Sk
9 3 B FIX LE LIV IR BN G 2 Spot SKHIEZITH , BFZAIRFIHZE1THIE £ MH Spot H
o Spot KBIMMNIEEH Amazon EC2 1Ri&E , HiRIE Spot EHIREN KHHRBHEZSRE, Bk
AL EEREENRN Spot EHIZHNEFERNREXZFINBEN BT DL, EER Spot £l , BRFRE
RAEENEFENSBRWEER, BE , BAILIE —RequestSpotInstanceRequestFE T,
BRETHERZTEESINERFIHEREZEN, A, BEFEERELaunchSpecificationiZi®
X, HAhEFEXFRE, AMIID, MEFANZSA, EEEFZERE , VAR ZKETL
HrequestSpotInstancesEAmazonEC2Client, A TRHIERT t{aE R —4 Spot =241,

// Create the AmazonEC2 client so we can call various APIs.
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AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Setup the specifications of the launch. This includes the

// instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specifications to the request.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);

HRBHZETHE —NETH Spot SKHIER. EBEHMA AXKEE Spot HRMNERE, ETHES
BE , BIHRHE | 5% Amazon EC2 EMELAIEREE R (EAT Java B Amazon SDK API
Reference) HHY RequestSpotinstances 3,

(@ Note

BERNEMEEIR Spot LA , Witk , FRAREEUE TEMBERHL L TEMACEIIM
KB, AERDFREMEXEM.

$| 4 : TE Spot HBRAVIRS

T—S%R2 , E—BZIEHTRE—SZH. Spot BREEER RS BEENRB, 7 THEE Spot
BEREIRE , BRI T describeSpotinstanceRequests 173K EEISMAY Spot 3R ID BIRES,
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%2 ZHOIEMER ID Wﬁ’ﬁ’fﬁZrequestSpotInstancesi%’k"lﬁ]}""=F'o AR REIRIBE R T 204
MrequestSpotInstancesiaR R UEER ID M A/ EE — Mrraylist,

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);
List<SpotInstanceRequest> requestResponses = requestResult.getSpotInstanceRequests();

// Setup an arraylist to collect all of the request ids we want to
// watch hit the running state.
ArraylList<String> spotInstanceRequestIds = new ArraylList<String>();

// Add all of the request ids to the hashset, so we can determine when they hit the
// active state.
for (SpotInstanceRequest requestResponse : requestResponses) {
System.out.println("Created Spot Request:
"+requestResponse.getSpotInstanceRequestId());
spotInstanceRequestIds.add(requestResponse.getSpotInstanceRequestId());

N7 S ENER D, aﬂ)ﬂdescrlbeSpotInstanceRequests)’:‘&%ﬁEh BERIRS. A
EfER , EEIZE ?T&L?“ﬂﬁ”ﬂ’ﬂhw BEE , RIMNEEHRITHFX—RE , MARTERRE ,
HEANMBRBERSHERBE , ZERATUEE <A, LAT1JGEE'J/T{§U1Ef,\Tﬂﬂﬂfuﬁkﬁtbﬁﬁ%ﬂ’ﬂﬁéﬂﬁﬁ

/BNO

// Create a variable that will track whether there are any
// requests still in the open state.
boolean anyOpen;

do {
// Create the describeRequest object with all of the request ids
// to monitor (e.g. that we started).
DescribeSpotInstanceRequestsRequest describeRequest = new
DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestlds);

// Initialize the anyOpen variable to false - which assumes there
// are no requests open unless we find one that is still open.
anyOpen=false;

try {
// Retrieve all of the requests we want to monitor.
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DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);

List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// Look through each request and determine if they are all in

// the active state.

for (SpotInstanceRequest describeResponse : describeResponses) {
// If the state is open, it hasn't changed since we attempted
// to request it. There is the potential for it to transition
// almost immediately to closed or cancelled so we compare
// against open instead of active.

if (describeResponse.getState().equals("open")) {
anyOpen = true;
break;

}
} catch (AmazonServiceException e) {
// If we have an exception, ensure we don't break out of
// the loop. This prevents the scenario where there was
// blip on the wire.
anyOpen = true;

try {
// Sleep for 60 seconds.
Thread.sleep(60*1000);
} catch (Exception e) {
// Do nothing because it woke up early.
}
} while (anyOpen);

EITHARBE , Spot KHIBERSFTEABIAN , MRAW , HadH —MERETRIFEF L.

T, BRNBAUETT—F , WEBBEMADERER AL IHMEMEESTHRA,
$BR 5 : FEE Spot HR LS

&fE , BRNFEBFRBERNXSG, EENR , ERUEAMBARTRNERALILFRERXA,
SEIEENRS , IEREEFERSENCIINTZR. MRELIETRE, BBAL Spot

EE-BR

HEUHBERAT
BER O BES M

BOH , BEELERRT , Sl , MREERARFALEN , WAL KGN E B IEEREHHIT,

Rt , REFNHECERBUEATA EERE N H L IEFrE EEE TR,
TR ER T A BUE & iE Ko
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try {
// Cancel requests.
CancelSpotInstanceRequestsRequest cancelRequest =

new CancelSpotInstanceRequestsRequest(spotInstanceRequestlds);

ec2.cancelSpotInstanceRequests(cancelRequest);

} catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error cancelling instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

BLRIFIEERNSG , ZFEXH ID MBHEMNNER. UTRBRAXA T RABRERX LS
Bl , HET —NEEIX LS ID FMEREKWArrayListMBifdescribeInstance,

// Create a variable that will track whether there are any requests
// still in the open state.

boolean anyOpen;

// Initialize variables.

Arraylist<String> instancelds = new ArraylList<String>();

do {
// Create the describeRequest with all of the request ids to
// monitor (e.g. that we started).
DescribeSpotInstanceRequestsRequest describeRequest = new
DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestIds);

// Initialize the anyOpen variable to false, which assumes there
// are no requests open unless we find one that is still open.
anyOpen = false;

try {
// Retrieve all of the requests we want to monitor.
DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);

List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// Look through each request and determine if they are all
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// in the active state.
for (SpotInstanceRequest describeResponse : describeResponses) {
// If the state is open, it hasn't changed since we
// attempted to request it. There is the potential for
// it to transition almost immediately to closed or
// cancelled so we compare against open instead of active.
if (describeResponse.getState().equals("open")) {
anyOpen = true; break;
}
// Add the instance id to the list we will
// eventually terminate.
instancelds.add(describeResponse.getInstanceld());
}
} catch (AmazonServiceException e) {
// If we have an exception, ensure we don't break out
// of the loop. This prevents the scenario where there
// was blip on the wire.
anyOpen = true;

try {
// Sleep for 60 seconds.
Thread.sleep(60*1000);
} catch (Exception e) {
// Do nothing because it woke up early.
}
} while (anyOpen);

ERFEEArTayListPRISESI ID , BE AL TR A BRL ILEMIEEESITAIES

try {
// Terminate instances.
TerminateInstancesRequest terminateRequest = new

TerminateInstancesRequest(instancelds);
ec2.terminateInstances(terminateRequest);

} catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());
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REZEH

—NZLATER —MNEFIREFAFTREEZFIANP KRG, BRINBERT , ZHFRETIHEEER
BEMEZL4AE , XMEWE , NMEMA TCP Is O£ AR IP REFNHIEL, it , F£IRX Spot FK
Hl , BNSBRE—1NRL24E , LATHXENRNEZREEZ A, HTEAHENEN , RITFCUE—IE
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H“GettingStarted”fiCreateSecurityGroupRequest BT UR T ZLAMNER, BTFXK , BiTH
THec2.createSecurityGroup APl REIEZ£4H,
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( ATREERNEE - NHEPEANKBER. )

// Create the AmazonEC2Client object so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withCredentials(credentials)
Lbuild();

// Create a new security group.
try {
CreateSecurityGroupRequest securityGroupRequest =
new CreateSecurityGroupRequest("GettingStartedGroup",
"Getting Started Security Group");
ec2.createSecurityGroup(securityGroupRequest);
} catch (AmazonServiceException ase) {
// Likely this means that the group is already created, so ignore.
System.out.println(ase.getMessage());
}

String ipAddr = "0.0.0.0/0";

// Get the IP of the current host, so that we can limit the Security Group
// by default to the ip range associated with your subnet.
try {

// Get IP Address

InetAddress addr = InetAddress.getlLocalHost();
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ipAddr = addr.getHostAddress()+"/10";
}
catch (UnknownHostException e) {

// Fail here...

// Create a range that you would like to populate.
Arraylist<String> ipRanges = new ArraylList<String>();
ipRanges.add(ipAddr);

// Open up port 22 for TCP traffic to the associated IP from

// above (e.g. ssh traffic).

ArraylList<IpPermission> ipPermissions = new ArraylList<IpPermission> ();
IpPermission ipPermission = new IpPermission();
ipPermission.setIpProtocol("tcp");

ipPermission.setFromPort(new Integer(22));

ipPermission.setToPort(new Integer(22));
ipPermission.setIpRanges(ipRanges);

ipPermissions.add(ipPermission);

try {
// Authorize the ports to the used.
AuthorizeSecurityGroupIngressRequest ingressRequest =
new AuthorizeSecurityGroupIngressRequest(
"GettingStartedGroup", ipPermissions);
ec2.authorizeSecurityGroupIngress(ingressRequest);

}

catch (AmazonServiceException ase) {
// Ignore because this likely means the zone has already
// been authorized.
System.out.println(ase.getMessage());

®ALATE advanced.CreateSecurityGroupApp.java RBREIFEFENMMB R, BFE
EQE- I FNESE  BREEZT-RUNBARERF

® Note

&3 A LAE A Amazon Toolkit for Eclipse Bl 2R 24, BXEZEER , 58 (Amazon
Toolkit for Eclipse User Guide) H#J Managing Security Groups from Amazon Cost
Explorer,
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Set up the specifications of the launch. This includes the

// instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Retrieves the credentials from an AWSCredentials.properties file.
AWSCredentials credentials = null;
try {
credentials = new PropertiesCredentials(
GettingStartedApp.class.getResourceAsStream("AwsCredentials.properties"));
}
catch (IOException el) {
System.out.println(
"Credentials were not properly entered into AwsCredentials.properties.");
System.out.println(el.getMessage());
System.exit(-1);

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest =
new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Set the type of the bid to persistent.
requestRequest.setType("persistent");

// Set up the specifications of the launch. This includes the

// instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.
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ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

BR B iE SR AV 52 A 1A

R T B EFRIEE SN ERFEERNNK, EAEERRPTBRMERAETE. RIANBERLT ,
MBIZI—ZIFF s , RERRMININIT Spot FHR , EFZBERTRIFECE. AM , MREFFE , &
AEARGIAME . UATRBERT WAEES R RE

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Set the valid start time to be two minutes from now.
Calendar cal = Calendar.getInstance();
cal.add(Calendar.MINUTE, 2);
requestRequest.setValidFrom(cal.getTime());

// Set the valid end time to be two minutes and two hours from now.
cal.add(Calendar.HOUR, 2);
requestRequest.setValidUntil(cal.getTime());

// Set up the specifications of the launch. This includes
// the instance type (e.g. tl.micro)

// and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon

// Linux AMI id or another of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
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launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType("tl.micro");

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);

&R Amazon EC2 Spot SEflE R 294

BRI LLUER LM TR B ENIER Spot KHIFERDAE. BRINKEFFEABIA, THXAMEREANET
&k,

MR EWEHREN Spot ZF£W—EBH ML L , BULERIARHE. BHERF—RIIZN
DE-ANIRE, BHANNFASHB-—EEHMNLLE, FE5  UREFENNIFEELTKT |
TRERILEE-BHEFEINEFLE TR ATRERHIERT MARERHEN RO,

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 5 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(5));

// Set the launch group.
requestRequest.setLaunchGroup("ADVANCED-DEMO-LAUNCH-GROUP");

// Set up the specifications of the launch. This includes

// the instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);
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// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setlLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

MREEBRERPNFEXRGER -—TAXARS , X EARNTAXAREER , ST URAT
AXA, TRAXESARF—RIE-—TRARXBRANXR S E-ANIRE, HER—THAXSEHFRNZ
BEVFrERPIRER — AT AXERAFBE1T, AT R2URE AT A XEER —NRE

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 5 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(5));

// Set the availability zone group.
requestRequest.setAvailabilityZoneGroup("ADVANCED-DEMO-AZ-GROUP");

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.
// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);
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// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

&R BAN IR Spot SKBIEE —NATRAXE. U TRERHINERRNARE A XE,

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Set up the availability zone to use. Note we could retrieve the

// availability zones using the ec2.describeAvailabilityZones() API. For
// this demo we will just use us-east-1la.

SpotPlacement placement = new SpotPlacement("us-east-1b");
launchSpecification.setPlacement(placement);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
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ec2.requestSpotInstances(requestRequest);
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1l));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Set up the placement group to use with whatever name you desire.
// For this demo we will just use "ADVANCED-DEMO-PLACEMENT-GROUP".
SpotPlacement placement = new SpotPlacement();
placement.setGroupName("ADVANCED-DEMO-PLACEMENT-GROUP");
launchSpecification.setPlacement(placement);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Retrieves the credentials from an AWSCredentials.properties file.
AWSCredentials credentials = null;
try {
credentials = new PropertiesCredentials(
GettingStartedApp.class.getResourceAsStream("AwsCredentials.properties"));
}
catch (IOException el) {
System.out.println(
"Credentials were not properly entered into AwsCredentials.properties.");
System.out.println(el.getMessage());
System.exit(-1);
}

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));
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// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Create the block device mapping to describe the root partition.
BlockDeviceMapping blockDeviceMapping = new BlockDeviceMapping();
blockDeviceMapping.setDeviceName("/dev/sdal");

// Set the delete on termination flag to false.
EbsBlockDevice ebs = new EbsBlockDevice();
ebs.setDeleteOnTermination(Boolean.FALSE);
blockDeviceMapping.setEbs(ebs);

// Add the block device mapping to the block list.
Arraylist<BlockDeviceMapping> blockList = new ArraylList<BlockDeviceMapping>();
blockList.add(blockDeviceMapping);

// Set the block device mapping configuration in the launch specifications.
launchSpecification.setBlockDeviceMappings(blockList);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);
List<SpotInstanceRequest> requestResponses = requestResult.getSpotInstanceRequests();

// A list of request IDs to tag
Arraylist<String> spotInstanceRequestIds = new ArraylList<String>();

// Add the request ids to the hashset, so we can determine when they hit the
// active state.
for (SpotInstanceRequest requestResponse : requestResponses) {
System.out.println("Created Spot Request:
"+requestResponse.getSpotInstanceRequestId());
spotInstanceRequestIds.add(requestResponse.getSpotInstanceRequestId());

£3RE ID 7, B LUEFER ID 0% CreateTagsRequest Fi8M Amazon EC2 &/ ixH
createTags() AZERNBERFMIFE

// The list of tags to create
ArraylList<Tag> requestTags = new ArraylList<Tag>();
requestTags.add(new Tag("keynamel", "valuel"));

// Create the tag request

CreateTagsRequest createTagsRequest_requests = new CreateTagsRequest();
createTagsRequest_requests.setResources(spotInstanceRequestIds);
createTagsRequest_requests.setTags(requestTags);

// Tag the spot request
try {
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ec2.createTags(createTagsRequest_requests);

}

catch (AmazonServiceException e) {
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

NRERY]

5 Spot BRAFRKM , LREEVIEXGFHNEFNRL | IIREFERE Spot BRE (FHBLTH
3:F 'ij(/l_,\) YLE“]#L?TO

A LAUBIE A DescribeSpotinstanceRequestsRequest X &R Amazon EC2 &

F ity describeSpotInstanceRequests() HERREFERIWRS. REMH
DescribeSpotinstanceRequestsResult 3 KRB E SpotinstanceRequest X RV FITR , AIfF XL R
Eif) Spot TERHRASHEEFTBL T RABREELSH ID,

£ Spot BRAELTFHIFRSE , BB FAHE SpotInstanceRequest EM
getInstanceId() N&wFEHH ID,

boolean anyOpen; // tracks whether any requests are still open

// a list of instances to tag.
ArraylList<String> instancelds = new ArraylList<String>();

do {
DescribeSpotInstanceRequestsRequest describeRequest =
new DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestlds);

anyOpen=false; // assume no requests are still open

try {
// Get the requests to monitor
DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);

List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeSpotInstanceRequestsRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeSpotInstanceRequestsResult.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/SpotInstanceRequest.html
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// are any requests open?
for (SpotInstanceRequest describeResponse : describeResponses) {
if (describeResponse.getState().equals("open")) {
anyOpen = true;
break;
}
// get the corresponding instance ID of the spot request
instancelds.add(describeResponse.getInstanceld());

}

catch (AmazonServiceException e) {
// Don't break the loop due to an exception (it may be a temporary issue)
anyOpen = true;

}
try {

Thread.sleep(60*1000); // sleep 60s.
}

catch (Exception e) {
// Do nothing if the thread woke up early.

}
} while (anyOpen);

DI , EE LN R E RYSEBIAR AR

// Create a list of tags to create
ArraylList<Tag> instanceTags = new ArraylList<Tag>();
instanceTags.add(new Tag("keynamel", "valuel"));

// Create the tag request

CreateTagsRequest createTagsRequest_instances = new CreateTagsRequest();
createTagsRequest_instances.setResources(instancelds);
createTagsRequest_instances.setTags(instanceTags);

// Tag the instance

try {
ec2.createTags(createTagsRequest_instances);

}

catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
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System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

BUH Spot 183K H 4% 1E 5241
HYSH Spot &K

EEUHEMRBSLHIER |, 56 CancelSpotinstanceRequestsRequest ¥ &8 F Amazon EC2 & if
E# cancelSpotInstanceRequests,

try {
CancelSpotInstanceRequestsRequest cancelRequest = new

CancelSpotInstanceRequestsRequest(spotInstanceRequestIds);
ec2.cancelSpotInstanceRequests(cancelRequest);

} catch (AmazonServiceException e) {
System.out.println("Error cancelling instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

£ 1F Spot =4l

B BE A EEESITHENEZHFIN ID £i%F| Amazon EC2 EF imhY
terminateInstances() FA3ERLK IEZEHI,

try {
TerminateInstancesRequest terminateRequest = new

TerminateInstancesRequest(instancelds);
ec2.terminateInstances(terminateRequest);

} catch (AmazonServiceException e) {
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CancelSpotInstanceRequestsRequest.html
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Rk

FIRER , BIREHE—REMABEANSEANS L , SHBBPAARIRESE NS TE
K. BATFIMITIXLEREN —MNMEFRR Requests X FIEHL, BINERIRT —D
GettingStartedApp 3£ , AERMNIITEREKARRMEESZ,

AJ7E GitHub BEF M T H UL RHIH TERAE,

REL | LEELFZ T BRERDEHE , THENAEREHT Java 8 Amazon SDK FF & Spot 3=
Bl

&I Amazon EC2324
B 22 24

E B2 Amazon EC2 34 , &M AmazonEC2Client B runInstances Fi% , AR EiE#
RuninstancesRequest , EF IS EFAMN L Sz H30RE (AMI) M—PNEFIKE,

F Ao

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.InstanceType;

import com.amazonaws.services.ec2.model.RunInstancesRequest;
import com.amazonaws.services.ec2.model.RunInstancesResult;
import com.amazonaws.services.ec2.model.Tag;

(R

RunInstancesRequest run_request = new RunInstancesRequest()
.withImageId(ami_id)
.withInstanceType(InstanceType.T1lMicro)
.withMaxCount(1)

.withMinCount(1);

RunInstancesResult run_response = ec2.runInstances(run_request);

String reservation_id =
run_response.getReservation().getInstances().get(@).getInstanceId();

FSATERO,
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https://github.com/aws/aws-sdk-java/tree/master/src/samples/AmazonEC2SpotInstances-Advanced
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AMIs.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/instance-types.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateInstance.java
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ISt

EE3) Amazon EC2 324 , iFi8 A AmazonEC2Client B startInstances 53% , ¥ hEigdt
StartinstancesRequest , EFZEEF = HIH ID.

F Ao

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.StartInstancesRequest;

(ST

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

StartInstancesRequest request = new StartInstancesRequest()
.withInstancelds(instance_id);

ec2.startInstances(request);

ESHEE T,
T

E= 1k Amazon EC2 3£l , 58 AmazonEC2Client By stopInstances 5% , # A EiRHE
StoplnstancesRequest , EBEEZILHIZHIH ID,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.StopInstancesRequest;

(8T

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

StopInstancesRequest request = new StopInstancesRequest()
.withInstanceIds(instance_id);
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/StartInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/StartStopInstance.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/StopInstancesRequest.html
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ec2.stopInstances(request);
B RZTETRH,
==

EE 8 Amazon EC2 34 , &8 A AmazonEC2Client B rebootInstances A% , AR EiRE
RebootInstancesRequest , EHBEEEFEHI ID,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.RebootInstancesRequest;
import com.amazonaws.services.ec2.model.RebootInstancesResult;

(R

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

RebootInstancesRequest request = new RebootInstancesRequest()
.withInstancelds(instance_id);

RebootInstancesResult response = ec2.rebootInstances(request);

ESHEET,
iR % Bl

EHHEHEA |, BMEEBSIR DescribelnstancesRequest #i8H AmazonEC2Client Y
describeInstances A%, ©fFIR[E DescribelnstancesResult X5 , &7 LA © R 51 H &8k
MXEHH Amazon EC2 524,

SHIBRTAEHIT DA, ENTABR RN BIEFIM startInstances WA, EFHEHEH |, &
MAE FEEMNREM DescribeInstancesResultReservationgetReservations' method,
and then call ‘getInstances ¥R LEFEA £,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/StartStopInstance.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RebootInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/RebootInstance.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeInstancesRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeInstancesResult.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Reservation.html
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import
import
import
import
import

(R

com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
com.amazonaws.services.ec2.model.DescribeInstancesRequest;
com.amazonaws.services.ec2.model.DescribeInstancesResult;
com.amazonaws.services.ec2.model.Instance;

com.amazonaws.services.ec2.model.Reservation;

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
boolean done = false;

DescribeInstancesRequest request = new DescribelnstancesRequest();

while(!'done) {

DescribeInstancesResult response = ec2.describelnstances(request);

for(Reservation reservation : response.getReservations()) {
for(Instance instance : reservation.getInstances()) {
System.out.printf(

"Found instance with id %s, " +

"AMI %s, " +

"type %s, " +

"state %s " +

"and monitoring state %s",
instance.getInstanceId(),
instance.getImageld(),
instance.getInstanceType(),
instance.getState().getName(),
instance.getMonitoring().getState());

request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {

done

GRFM7I ; &

HRRBERNRE setNextToken J53% , RIFE T — describelnstances AR FERAMERNE

RIRo

FSATERO,

true;

AURMESZER , AR  MMNERNIRM getNextToken FERE Ry {ELL % &
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeInstances.java
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LR oA

& LA 3 Amazon EC2 SEHIRE 5 E , el CPU MIMERIAR, nTARNENRIRE#Z TR, BT
BAEXEHEENES , BESH (Amazon EC2 AF R ( AT Linux £41 ) ) FAIEEIE Amazon
EC2,

EFRIEEES] | XA EEESSHIR ID 82— MonitorinstancesRequest , I H&E 4
AmazonEC2Client By monitorInstances J 3.

F Ao

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.MonitorInstancesRequest;

(R

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

MonitorInstancesRequest request = new MonitorInstancesRequest()
.withInstanceIlds(instance_id);

ec2.monitorInstances(request);

ESHEET,
ENTN L

EEIESEERA | BATMAEFEIESEEHFIA ID 82—/ UnmonitorinstancesRequest , HIFHE &%
#5 AmazonEC2Client 8 unmonitorInstances FA%.

F Ao

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.UnmonitorInstancesRequest;

(R

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/monitoring_ec2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/monitoring_ec2.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/MonitorInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/MonitorInstance.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/UnmonitorInstancesRequest.html
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UnmonitorInstancesRequest request = new UnmonitorInstancesRequest()
.withInstancelds(instance_id);

ec2.unmonitorInstances(request);

ESRTERE,
EZER

«  {Amazon EC2 API Reference) A #J Runinstances

- {Amazon EC2 API Reference) H# Describelnstances
«  {Amazon EC2 API Reference) A #Y Startinstances

«  {Amazon EC2 API Reference) H1#J Stoplnstances

- {Amazon EC2 API Reference) H# Rebootlnstances

- {Amazon EC2 API Reference) H# Monitorlnstances

«  {Amazon EC2 API Reference) A #J Unmonitorinstances

£ Amazon EC2 Hh{E 5% IP it

EC2-Classic H&H

/A Warning

BATHTF 2022 £ 8 A 15 Hf=H EC2-Classico EATEIWIEM EC2-Classic F#Z| VPC,
BEXREZER |, B REENE EC2-Classic-Classic Networking is Retiring — Here's How to
Prepare,

DECRME IP huk
EEARMY P it | BNEEEEHNKS DEXFE - Mt , RAEHEEEMN LA MEREQDXEK,

EoE Y P i | EERAEEMNEER (KR8 EC2 5 VPC ) B AllocateAddressRequest X & iE
AmazonEC2Client 8 allocateAddress Fi%.

IREH AllocateAddressResult @& — N2 E ID , B A CRE U 5RFIXE , 5ERE
AssociateAddressRequest FAfF 7 Bt ID FSEHI ID 1&i% 45 AmazonEC2Client B associateAddress
B
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/MonitorInstance.java
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_RunInstances.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_StartInstances.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_StopInstances.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_RebootInstances.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_MonitorInstances.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_UnmonitorInstances.html
https://www.amazonaws.cn/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://www.amazonaws.cn/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AllocateAddressRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AllocateAddressResult.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AssociateAddressRequest.html
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F Ao

import com.
import com.
import com.
import com.
import com.
import com.
import com.

(8T

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

final AmazonEC2 ec2

services.
services.
services.
services.
services.
services.
services.

ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.

AmazonEC2;
AmazonEC2ClientBuilder;
model.AllocateAddressRequest;
model.AllocateAddressResult;
model.AssociateAddressRequest;
model.AssociateAddressResult;
model.DomainType;

AmazonEC2ClientBuilder.defaultClient();

AllocateAddressRequest allocate_request = new AllocateAddressRequest()
.withDomain(DomainType.Vpc);

AllocateAddressResult allocate_response

ec2.allocateAddress(allocate_request);

String allocation_id = allocate_response.getAllocationId();

AssociateAddressRequest associate_request

new AssociateAddressRequest()
.withInstanceId(instance_id)
.withAllocationId(allocation_id);

AssociateAddressResult associate_response

ec2.associateAddress(associate_request);

BFSRTETRH,

IR P 3t

B HDEE

BHYIK PP RYSE M IP that |, 18 AmazonEC2Client B9 describeAddresses A, ©
23R [El DescribeAddressesResult , 0] BUE & RIREVE MK - FAREM IP #tik#Y Address JTRAY

LE

F Ao

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/AllocateAddress.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAddressesResult.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Address.html
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import com.amazonaws.services.ec2.model.Address;
import com.amazonaws.services.ec2.model.DescribeAddressesResult;

KRB
final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

DescribeAddressesResult response = ec2.describeAddresses();

for(Address address : response.getAddresses()) {
System.out.printf(
"Found address with public IP %s, " +
"domain %s, " +
"allocation id %s " +
"and NIC id %s",
address.getPublicIp(),
address.getDomain(),
address.getAllocationId(),

address.getNetworkInterfaceId());

BFSATE RO,

BRI P it

ERBEEM IP ik |, EAH AmazonEC2Client By releaseAddress A% |, mEE®

ReleaseAddressRequest , B2 RER KA M IP #hit 99 B ID,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.ReleaseAddressRequest;
import com.amazonaws.services.ec2.model.ReleaseAddressResult;

(8T

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

ReleaseAddressRequest request = new ReleaseAddressRequest()
.withAllocationId(alloc_id);

1€ Amazon EC2 F{E 3 IP it

117


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeAddresses.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/ReleaseAddressRequest.html
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ReleaseAddressResult response = ec2.releaseAddress(request);

ERBGEM P ibutfE , ©REE Amazon IP ibibith , Bt /EIRETREBER Ritbit, HSLEHIEH
DNS g F M@ iZ bt # T B E N ARSH/RIEE. WRLEZHABRKSBRRAEM IP bt | Bizit
22 BE RS —1 Amazon Web Services K K |, 84U F] AuthFailure £5i%.

MREFERAB R EC2-Classic SEIA VPC , MIRRKGEM IP thut £ B 3h M iZ ittt SEASE 689 < Bk,
EETERBMER TEUERBEME IP it |, E6H AmazonEC2Client By disassociateAddress
FiEe

MRIEFERANEIEERIA VPC , M ATEH disassociateAddress BUHMEM IP it KEk , ARHE
ZEABME, BN , Amazon EC2 £iR[E4E1R (InvalidIPAddress.InUse)o

ESHEE TR,
EZRER

- {Amazon EC2 AAF$ERM ( BT Linux 241 ) ) HAYEM IP bk
«  {Amazon EC2 API Reference) H# AllocateAddress

« {Amazon EC2 API Reference) H# DescribeAddresses

«  {Amazon EC2 API Reference) ## ReleaseAddress

fE A XA A A X
R X 15

E5 0k o AR X1 , &8 A AmazonEC2Client # describeRegions A&, Z A ERE
DescribeRegionsResult, HAIREIXN KK getRegions Kk , IREERREN XK Region X R 5

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DescribeRegionsResult;

import com.amazonaws.services.ec2.model.Region;

import com.amazonaws.services.ec2.model.AvailabilityZone;

import com.amazonaws.services.ec2.model.DescribeAvailabilityZonesResult;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/ReleaseAddress.java
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_AllocateAddress.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeAddresses.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_ReleaseAddress.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeRegionsResult.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Region.html
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(8T

DescribeRegionsResult regions_response = ec2.describeRegions();

for(Region region : regions_response.getRegions()) {
System.out.printf(
"Found region %s " +
"with endpoint %s",
region.getRegionName(),
region.getEndpoint());

ESHTERE.
IR A X

E5HKFA T ANENTAK |, Ei8H AmazonEC2Client B9 describeAvailabilityZones 77
%o ZJ57%IREl DescribeAvailabilityZonesResult, {AH getAvailabilityZones B , 3RELER
RENAARXHK AvailabilityZone ST REIFIZK,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DescribeRegionsResult;

import com.amazonaws.services.ec2.model.Region;

import com.amazonaws.services.ec2.model.AvailabilityZone;

import com.amazonaws.services.ec2.model.DescribeAvailabilityZonesResult;

(e

DescribeAvailabilityZonesResult zones_response =
ec2.describeAvailabilityZones();

for(AvailabilityZone zone : zones_response.getAvailabilityZones()) {
System.out.printf(
"Found availability zone %s " +
"with status %s " +
"in region %s",
zone.getZoneName(),
zone.getState(),
zone.getRegionName());
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeRegionsAndZones.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAvailabilityZonesResult.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AvailabilityZone.html
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}

ESHEET,
IR IK

EFREMIKF |, iEAH AmazonEC2Client By describeAccountAttributes A%, A EIR
[E DescribeAccountAttributesResult X 5. AT KA getAccountAttributes FEAIRER
AccountAttribute X R FIFTK, BRI LUEF Z % FR KK F AccountAttribute IR,

AT LUEN A A AccountAttribute XIS K getAttributeValues FERREEKFWEME, A
7EIR[E AccountAttributeValue N RV TR, EBRISUBAE ZANIRRKRERBEHENE (1BSRUATREB
) .

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.AccountAttributeValue;

import com.amazonaws.services.ec2.model.DescribeAccountAttributesResult;
import com.amazonaws.services.ec2.model.AccountAttribute;

import java.util.List;

import java.util.ListIterator;

(R

AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

try{
DescribeAccountAttributesResult accountResults = ec2.describeAccountAttributes();
List<AccountAttribute> accountlList = accountResults.getAccountAttributes();

for (ListIterator iter = accountList.listIterator(); iter.hasNext(); ) {

AccountAttribute attribute = (AccountAttribute) iter.next();

System.out.print("\n The name of the attribute is
"+attribute.getAttributeName());

List<AccountAttributeValue> values = attribute.getAttributeValues();

//iterate through the attribute values
for (ListIterator iterVals = values.listIterator(); iterVals.hasNext(); ) {
AccountAttributeValue myValue = (AccountAttributeValue) iterVals.next();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeRegionsAndZones.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAccountAttributesResult.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttributeValue.html
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System.out.print("\n The value of the attribute is
"+myValue.getAttributeValue());

}
}
System.out.print("Done");
}
catch (Exception e)
{
e.getStackTrace();
}

%25 GitHub -8 E R A,
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« {Amazon EC2 AIF#Em™ ( AT Linux 3£41 ) ) XA TAHKX
«  {Amazon EC2 API Reference) A DescribeRegions
- {Amazon EC2 API Reference) H# DescribeAvailabilityZones

£ Amazon EC2 248 %
Bl 22 = 40T

EQERAX |, BEEABESRHBHH CreateKeyPairRequest 1 AmazonEC2Client #J
createKeyPair A%,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.CreateKeyPairRequest;
import com.amazonaws.services.ec2.model.CreateKeyPairResult;

(8T

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

CreateKeyPairRequest request = new CreateKeyPairRequest()
.withKeyName(key_name);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeAccount.java
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeRegions.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeAvailabilityZones.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html
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CreateKeyPairResult response = ec2.createKeyPair(request);

ESRTER,
R mAEX

B HZAXNRIKEEXEE |, 1E1HH AmazonEC2Client By describeKeyPairs Bk, BIRE
DescribeKeyPairsResult , BAILUBNAAHE getKeyPairs FARGEBANMWIIEK | ZHERE—
A KeyPairlnfo I RHFI &K,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DescribeKeyPairsResult;
import com.amazonaws.services.ec2.model.KeyPairInfo;

AR
final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
DescribeKeyPairsResult response = ec2.describeKeyPairs();
for(KeyPairInfo key_pair : response.getKeyPairs()) {
System.out.printf(
"Found key pair with name %s " +
"and fingerprint %s",

key_pair.getKeyName(),
key_pair.getKeyFingerprint());
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i B 23 A X

EMBRZ4AXS |, H A AmazonEC2Client B9 deleteKeyPair 5% , FHABL — NI SEM KRR
A B FEY DeleteKeyPairRequest,
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import com.amazonaws.services.ec2.AmazonEC2;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateKeyPair.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeKeyPairsResult.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPairInfo.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeKeyPairs.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DeleteKeyPairRequest.html
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import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DeleteKeyPairRequest;
import com.amazonaws.services.ec2.model.DeleteKeyPairResult;

(8L

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

DeleteKeyPairRequest request
.withKeyName(key_name);

DeleteKeyPairResult response

BFSATE RO,

EZER

new DeleteKeyPairRequest()

ec2.deleteKeyPair(request);

« {Amazon EC2 AF#E& (5EMA T Linux 3541 ) ) #9 Amazon EC2 Z4AXT
« {Amazon EC2 API Reference) H#J CreateKeyPair

«  {Amazon EC2 API Reference) A DescribeKeyPairs

«  {Amazon EC2 API Reference) H#J DeleteKeyPair

£ Amazon EC2 f{EH%Z+4A
EFEREZEAE

EfELed | BHERAEESZHBFM CreateSecurityGroupRequest ¥ AmazonEC2Client By
createSecurityGroup Fi%.

F Ao

import com.
import com.
import com.
import com.

(R

amazonaws.
amazonaws.
amazonaws.

amazonaws

services.
services.
services.

.services.ec2.model.CreateSecurityGroupResult;

ec2.AmazonEC2;
ec2.AmazonEC2ClientBuilder;
ec2.model.CreateSecurityGroupRequest;

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DeleteKeyPair.java
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_CreateKeyPair.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeKeyPairs.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DeleteKeyPair.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html
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CreateSecurityGroupRequest create_request
CreateSecurityGroupRequest()
.withGroupName(group_name)
.withDescription(group_desc)
.withVpcId(vpc_id);

CreateSecurityGroupResult create_response

ec2.createSecurityGroup(create_request);

FSATE RO,

BEEZEYH

R T LR HIX Amazon EC2 SR ALY (A D) REMEL (HO) RE.
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ERRLARMAORN , FFEA AmazonEC2Client B authorizeSecurityGroupIngress 5
%, REZLENBHAEREL AuthorizeSecurityGrouplngressRequest S RA S BLA R A

[EAN (IpPermission). LA REBIERAELE IP XRAMBILZ LA,
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import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.CreateSecurityGroupRequest;
import com.amazonaws.services.ec2.model.CreateSecurityGroupResult;

(S

IpRange ip_range = new IpRange()
.withCidrIp("0.0.0.0/0");

IpPermission ip_perm = new IpPermission()
.withIpProtocol("tcp")
.withToPort(80)

.withFromPort(80)
.withIpv4Ranges(ip_range);

IpPermission ip_perm2 = new IpPermission()
.withIpProtocol("tcp")
.withToPort(22)
.withFromPort(22)
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateSecurityGroup.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupIngressRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html
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.withIpv4Ranges(ip_range);

AuthorizeSecurityGroupIngressRequest auth_request
AuthorizeSecurityGroupIngressRequest()
.withGroupName(group_name)
.withIpPermissions(ip_perm, ip_perm2);

new

AuthorizeSecurityGroupIngressResult auth_response
ec2.authorizeSecurityGroupIngress(auth_request);

EReARMEOMN | B AuthorizeSecurityGroupEgressRequest #1[8] AmazonEC2Client B9
authorizeSecurityGroupEgress J &R LI EIRE,

ESHEE TR,
WirZ e H

ERR SN LA RIREMERES , HHA AmazonEC2Client B describeSecurityGroups /5
%, B£IRE DescribeSecurityGroupsResult , A LUBN AAE getSecurityGroups FERA R
REEMFHIR | ZHEIRE— SecurityGroup N RV FIZK,
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import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DescribeSecurityGroupsRequest;
import com.amazonaws.services.ec2.model.DescribeSecurityGroupsResult;

5B
final String USAGE =
"To run this example, supply a group id\n" +
"Ex: DescribeSecurityGroups <group-id>\n";
if (args.length != 1) {

System.out.println(USAGE);
System.exit(1);

String group_id = args[0];

FSHATERO,
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateSecurityGroup.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeSecurityGroupsResult.html
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/services/ec2/model/SecurityGroup.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeSecurityGroups.java
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EffgrRe4A |, iHHH AmazonEC2Client B deleteSecurityGroup 5% , HHEZRL—INEEE
fiBrZ 24 ID B9 DeleteSecurityGroupRequest,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DeleteSecurityGroupRequest;
import com.amazonaws.services.ec2.model.DeleteSecurityGroupResult;

R
final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

DeleteSecurityGroupRequest request = new DeleteSecurityGroupRequest()
.withGroupId(group_id);

DeleteSecurityGroupResult response = ec2.deleteSecurityGroup(request);

BFSHATE R,
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+ (Amazon EC2 AR (&M T Linux 3£41 ) ) FEREH Linux EHIRIAILRE
+  {Amazon EC2 API Reference) H# CreateSecurityGroup

« {Amazon EC2 API Reference) H#J DescribeSecurityGroups

« {Amazon EC2 API Reference) HH DeleteSecurityGroup

« {Amazon EC2 API Reference) H# AuthorizeSecurityGroupingress
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Amazon Identity and Access Management (IAM) & EEW 22 2 i 12 HI 8K A F 3t Amazon RS F&E
REVIERINPR. £/ IAM , BT BMEE Amazon AP A |, HERNRR U MIEL M5
Amazon BRI, BX IAM MR YA |, FipE (IAM B ERE) .
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DeleteSecurityGroupRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DeleteSecurityGroup.java
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/authorizing-access-to-an-instance.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_CreateSecurityGroup.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DeleteSecurityGroup.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_AuthorizeSecurityGroupIngress.html
https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/iam/
https://docs.amazonaws.cn/IAM/latest/UserGuide/
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ZRBIRBER RSB A EMEBENNAL, TENROKBEE GitHub LR, ERIMATEHR
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« M IAM KB

« £/ IAM BRSS 2RUE T

EIE |AM 158 % 4R
B 2275 5] B3 4R

ERIE IAM 1H R 2

S

4 , i CreateAccessKeyRequest XJ &R

AmazonldentityManagementClient 8 createAccessKey %o

CreateAccessKeyRequest EMMIERE , —IMREAFE , 5 — M T HSH. MREEHATT
SR , WAAER withUserName setter RBEAFE , AEBFHEHMEIELS createAccessKey

Fiko

F Ao

import com.
import com.
import com.
import com.

(8T

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.CreateAccessKeyRequest;
identitymanagement.model.CreateAccessKeyResult;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateAccessKeyRequest request

.withUserName(user);

= new CreateAccessKeyRequest()
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateAccessKeyRequest.html
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CreateAccessKeyResult response = iam.createAccessKey(request);

EZ 4 GitHub LW EE R B,
5 5 E 24

B HIEERAFPWIGR R4 |, FHolE - ListAccessKeysRequest MR , HPAEES HEZHANH
P& , FFZ3REEL AmazonldentityManagementClient B9 1istAccessKeys i,

(® Note

MREKE listAccessKeys B#EAFE |, MEHZHIHEZLEZIERN Amazon Web
Services I /= AH < BRHY 17 8] 25 4R

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.AccessKeyMetadata;

import com.amazonaws.services.identitymanagement.model.ListAccessKeysRequest;

import com.amazonaws.services.identitymanagement.model.ListAccessKeysResult;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;
ListAccessKeysRequest request = new ListAccessKeysRequest()
.withUserName(username);

while (!done) {
ListAccessKeysResult response = iam.listAccessKeys(request);
for (AccessKeyMetadata metadata
response.getAccessKeyMetadata()) {

System.out.format("Retrieved access key %s",
metadata.getAccessKeyId());
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateAccessKey.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAccessKeysRequest.html
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request.setMarker(response.getMarker());

if (!response.getIsTruncated()) {
done = true;

listAccessKeys WERZTE T (BIANBERT , 8MNAAKRZIRE 100 MExK). B LGERREH
ListAccessKeysResult I RHAH) getIsTruncated , ABEEZENRENERREL FURHER, W
BEiX# , WIE setMarker LA ListAccessKeysRequest H [ EZ#E 1istAccessKeys
WELER.
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ERW ERERGEZAMETE , EEAHRIZA ID ( AIEA GetAccessKeylastUsedRequest ¥
KfEA , LA EEAABEZERIGEZE ID WER ) A AmazonldentityManagementClient #Y
getAccessKeylLastUsed Ao

RiE , BRI LMERIRER GetAccessKeylastUsedResult 31 R4 3k L% 65 Z4A R B 1E) o

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.GetAccessKeylLastUsedRequest;
import com.amazonaws.services.identitymanagement.model.GetAccessKeylLastUsedResult;
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final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetAccessKeylLastUsedRequest request = new GetAccessKeylLastUsedRequest()
.withAccessKeyId(access_id);

GetAccessKeylLastUsedResult response = iam.getAccessKeylLastUsed(request);

System.out.println("Access key was last used at: " +
response.getAccessKeylLastUsed().getLastUsedDate());
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAccessKeysResult.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListAccessKeys.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetAccessKeyLastUsedRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetAccessKeyLastUsedResult.html
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BRI LUBCESRER R Z4E |, AR ERIZE UpdateAccessKeyRequest X5 |, I24t15RI%4A ID.
AFRE (W) MERS , RAEFERXTREIELS AmazonldentityManagementClient B
updateAccessKey Fi%o

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateAccessKeyRequest;

import com.amazonaws.services.identitymanagement.model.UpdateAccessKeyResult;

(8T

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

UpdateAccessKeyRequest request = new UpdateAccessKeyRequest()
.withAccessKeyId(access_id)
.withUserName(username)

.withStatus(status);

UpdateAccessKeyResult response = iam.updateAccessKey(request);

%55 GitHub B =% R4l
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Eok AMIBRIGRIZ#4A |, @A AmazonldentityManagementClient 89 deleteKey 7% , R ERMHE
DeleteAccessKeyRequest , EREEHRZEAN ID MAF B,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AccessKeyLastUsed.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateAccessKeyRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/StatusType.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateAccessKey.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteAccessKeyRequest.html
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import com.
import com.
import com.
import com.

(8T

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.DeleteAccessKeyRequest;
identitymanagement.model.DeleteAccessKeyResult;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteAccessKeyRequest request

= new DeleteAccessKeyRequest()

.withAccessKeyId(access_key)
.withUserName(username);

DeleteAccessKeyResult response

B2 GitHub L ZE R A,

EZER

= iam.deleteAccessKey(request);

«  (IAM API Reference) H# CreateAccessKey

« (IAM API Reference) H#J ListAccessKeys

«  (IAM API Reference) A GetAccessKeylLastUsed
« (IAM API Reference) H# UpdateAccessKey

« (IAM API Reference) H#J DeleteAccessKey
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33 B AmazonldentityManagementClient 8 createUser A2 A S B R EH IAM B, BF
BN EERMY Bt AEAEERAF &M CreateUserRequest X1 &Ko
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import com.
import com.
import com.
import com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.CreateUserRequest;
identitymanagement.model.CreateUserResult;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteAccessKey.java
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListAccessKeys.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_GetAccessKeyLastUsed.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_UpdateAccessKey.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_DeleteAccessKey.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateUserRequest.html
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final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateUserRequest request = new CreateUserRequest()
.withUserName(username);

CreateUserResult response = iam.createUser(request);

EZ 4 GitHub L EE R B,
B A

EHHEKF B IAM BF |, BeIZHH ListUsersRequest HIFE /&% 4
AmazonldentityManagementClient 8 1istUsers A%, BB ERER ListUsersResult 3R
+FAA getUsers kEMAF IR,

listUsers REIWAFIIRED T, BAUBEIBAAWMN RN getIsTruncated A EZEFES
ARRAER, NMRIRE true , WAABERTRM setMarker() FiE , HRELBRIEIX R
getMarker () HEMIREE,

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListUsersRequest;

import com.amazonaws.services.identitymanagement.model.ListUsersResult;

import com.amazonaws.services.identitymanagement.model.User;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;
ListUsersRequest request = new ListUsersRequest();

while(!'done) {
ListUsersResult response = iam.listUsers(request);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateUser.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListUsersRequest.html
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/services/identitymanagement/model/ListUsersResult.html
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for(User user : response.getUsers()) {
System.out.format("Retrieved user %s", user.getUserName());

request.setMarker(response.getMarker());

if(!response.getIsTruncated()) {
done = true;
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UpdateUserRequest &R , BAISMERAECERAFN BN HEEE,
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;

import com.amazonaws.services.identitymanagement.model.UpdateUserRequest;
import com.amazonaws.services.identitymanagement.model.UpdateUserResult;
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final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

UpdateUserRequest request = new UpdateUserRequest()
.withUserName(cur_name)

.withNewUserName(new_name);

UpdateUserResult response = iam.updateUser(request);

B2 4 GitHub FHZERHl,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListUsers.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateUserRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateUser.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateUserRequest.html
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import com.amazonaws.
import com.amazonaws.
import com.amazonaws.
import com.amazonaws.

(8L

services.
services.

services

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;

.identitymanagement.model.DeleteConflictException;
services.

identitymanagement.model.DeleteUserRequest;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteUserRequest request = new DeleteUserRequest()
.withUserName(username);

try {

iam.deleteUser(request);
} catch (DeleteConflictException e) {
System.out.println("Unable to delete user. Verify user is not" +

throw e;
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- (IAM AF#ER) 8 IAM AP

associated with any resources");
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«  (IAM API Reference) H#J CreateUser
« (IAM API Reference) H#J ListUsers

«  {IAM API Reference) H# UpdateUser
«  {IAM API Reference) H#J DeleteUser
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteUser.java
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_manage.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateUser.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListUsers.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_UpdateUser.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_DeleteUser.html
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® Note
Amazon BNk X — Nk P B1Eo

IR 5 &

EQEKFHE , BHFEAEE5BM CreateAccountAliasRequest X1 R i

AmazonldentityManagementClient B createAccountAlias 7%,

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.CreateAccountAliasRequest;
import com.amazonaws.services.identitymanagement.model.CreateAccountAliasResult;

(8T

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateAccountAliasRequest request = new CreateAccountAliasRequest()
.withAccountAlias(alias);

CreateAccountAliasResult response = iam.createAccountAlias(request);

B2 GitHub LM R,
5l ik 5l

EJNHENK, BB (WRE ) , EAA AmazonldentityManagementClient #Y
listAccountAliases 7%,

(® Note

IREIHY ListAccountAliasesResult X #5&5H A& AT Java B9 Amazon SDK 5l 5 =R
getIsTruncated M getMarker 5% , fE—4 Amazon Web Services Ik ReEH — 1 Ik
Fal&,.
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateAccountAliasRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateAccountAlias.java
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/services/identitymanagement/model/ListAccountAliasesResult.html
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FA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListAccountAliasesResult;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

ListAccountAliasesResult response = iam.listAccountAliases();

for (String alias : response.getAccountAliases()) {
System.out.printf("Retrieved account alias %s", alias);

EZH GitHub ERYTE TR,
i BRI 7= 3 &

Eff BRIEK BB , B @A AmazonldentityManagementClient B9 deleteAccountAlias Ji%o
EMIBRIK = Bl B At |, A AAER DeleteAccountAliasRequest 3T RIBHE B .

FA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DeleteAccountAliasRequest;
import com.amazonaws.services.identitymanagement.model.DeleteAccountAliasResult;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteAccountAliasRequest request = new DeleteAccountAliasRequest()
.withAccountAlias(alias);

DeleteAccountAliasResult response = iam.deleteAccountAlias(request);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListAccountAliases.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteAccountAliasRequest.html
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BEZH GitHub LR SEERHI,

EZER

- (IAM AF1ER) FHEH Amazon IKF ID REFIE
« (IAM API Reference) H Y CreateAccountAlias

-« (IAM API Reference) HH ListAccountAliases

« (IAM API Reference) HH DeleteAccountAlias

EH IAM KR
O B2 K e

EQEFKE |, {51 CreatePolicyRequest Hi[a] AmazonldentityManagementClient 9
createPolicy FiERMREEE M JSON #& XA KB XM,

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.CreatePolicyRequest;
import com.amazonaws.services.identitymanagement.model.CreatePolicyResult;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreatePolicyRequest request = new CreatePolicyRequest()
.withPolicyName(policy_name)

.withPolicyDocument (POLICY_DOCUMENT);

CreatePolicyResult response = iam.createPolicy(request);

IAM policy X =2 FEAETIEER JSON Z/F &, THHNRFIFRM T @ DynamoDB & H4FEE R
AR

public static final String POLICY_DOCUMENT =

£/ 1AM KB 137


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteAccountAlias.java
https://docs.amazonaws.cn/IAM/latest/UserGuide/console_account-alias.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateAccountAlias.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListAccountAliases.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_DeleteAccountAlias.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreatePolicyRequest.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_grammar.html
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II{II +

" \"Version\": \"2012-10-17\", "o+

" \"Statement\":

n {Il +

n ]Il
II}II;

[+

\"Effect\": \"Allow\"," +

\"Action\": \"logs:CreateLogGroup\"," +
\"Resource\": \"%s\"" +

" 3o s

n {Il +

\"Effect\": \"Allow\"," +

\"Action\": [" +
\"dynamodb:DeleteItem\"," +
\"dynamodb:GetItem\"," +
\"dynamodb:PutItem\"," +
\"dynamodb:Scan\"," +
\"dynamodb:UpdateItem\"" +

]’Il +

\"Resource\": \"RESOURCE_ARN\"" +
n }Il +

+

EZ 4 GitHub L EE R B,

IRV R W

ERRUMEXR , i5AH AmazonldentityManagementClient B9 getPolicy A% , H1E
GetPolicyRequest X R P12 K BEH ARN,

F Ao

import com.
import com.
import com.
import com.

(BT

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
.identitymanagement.model.GetPolicyRequest;
.identitymanagement.model.GetPolicyResult;

services
services

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetPolicyRequest request = new GetPolicyRequest()

B 1AM EB
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreatePolicy.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetPolicyRequest.html
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.withPolicyArn(policy_arn);

GetPolicyResult response = iam.getPolicy(request);
ES I GitHub LHIEERAI,
Bf b £ €2 38 B

&I LUES B A AmazonldentityManagementClient ) attachRolePolicy 5% |, 7
AttachRolePolicyRequest I H 2t A BFH K ARN R REEMINE IAM A€ (http:/
docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html).

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.AttachRolePolicyRequest;

import com.amazonaws.services.identitymanagement.model.AttachedPolicy;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

AttachRolePolicyRequest attach_request =
new AttachRolePolicyRequest()
.withRoleName(role_name)

.withPolicyArn(POLICY_ARN);

iam.attachRolePolicy(attach_request);
BES M GitHub L EZE R,
5| H F in ey A B R B

BES 8 A AmazonldentityManagementClient B 1istAttachedRolePolicies J5 35! H & & s F N
BRI, XFEE ListAttachedRolePoliciesRequest & , EESEIHERN A BRI

FEIRER ListAttachedRolePoliciesResult S RH 1AM getAttachedPolicies RIREXFRHI MK
BEEFIR, R ListAttachedRolePoliciesResult &K getIsTruncated FEIRE
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/GetPolicy.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/AttachRolePolicyRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AttachRolePolicy.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAttachedRolePoliciesRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAttachedRolePoliciesResult.html
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true , A ListAttachedRolePoliciesRequest MM setMarker FZEHFERAEBXAA
listAttachedRolePolicies SRIREX T —#t4£E R |, N4 R A ge 4B M.

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListAttachedRolePoliciesRequest;
import com.amazonaws.services.identitymanagement.model.ListAttachedRolePoliciesResult;
import java.util.Arraylist;

import java.util.List;

import java.util.stream.Collectors;

(8T

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

ListAttachedRolePoliciesRequest request =
new ListAttachedRolePoliciesRequest()
.withRoleName(role_name);

List<AttachedPolicy> matching_policies = new ArraylList<>();
boolean done = false;

while(!done) {
ListAttachedRolePoliciesResult response =
iam.listAttachedRolePolicies(request);

matching_policies.addAll(
response.getAttachedPolicies()
.stream()
.filter(p -> p.getPolicyName().equals(role_name))
.collect(Collectors.tolList()));

if(!response.getIsTruncated()) {
done = true;

}

request.setMarker(response.getMarker());

B2 GitHub L ZE R4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AttachRolePolicy.java
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DEABKRRE

ENEBSEXRME  iEHA AmazonldentityManagementClient 8 detachRolePolicy A% , H1E
DetachRolePolicyRequest 1 HiZ A € E HHMKE ARN,

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DetachRolePolicyRequest;

import com.amazonaws.services.identitymanagement.model.DetachRolePolicyResult;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DetachRolePolicyRequest request = new DetachRolePolicyRequest()
.withRoleName(role_name)
.withPolicyArn(policy_arn);

DetachRolePolicyResult response = iam.detachRolePolicy(request);

%5 GitHub £ ZE R A,
EZER

« (IAM AF$ERE) $ 8 IAM policy B,

- (IAM AF#ER) ® 8 Amazon IAM policy %,

- (IAM API Reference) H#) CreatePolicy

«  (IAM API Reference) H#J GetPolicy

+ (IAM API Reference) H# AttachRolePolicy

« (IAM API Reference) HH ListAttachedRolePolicies
« (IAM API Reference) H# DetachRolePolicy
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DetachRolePolicyRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DetachRolePolicy.java
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreatePolicy.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_GetPolicy.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_AttachRolePolicy.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListAttachedRolePolicies.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_DetachRolePolicy.html

EAT Java B Amazon SDK 1.x A 1x FFRARIERE
BIMNEBNEFER ACM XTE, EENBBLNRSI[LEDL. A ACM , B LARFIES |, FHIER
F| Amazon &R , AE1E ACM NN EBIFPEITERE. ACM EHMNIEPRETEN. X< ACMWE
ZEE , SR ACM FAFiEM,

ZR B AR 55 2R UE 5

&A1 LAUBE A A AmazonldentityManagementClient B getServerCertificate HER RIRFEIE
F | FEEU BB GetServerCertificateRequest £iB AT

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.GetServerCertificateRequest;
import com.amazonaws.services.identitymanagement.model.GetServerCertificateResult;

(e

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetServerCertificateRequest request = new GetServerCertificateRequest()
.withServerCertificateName(cert_name);

GetServerCertificateResult response = iam.getServerCertificate(request);

EZ A GitHub LRy EE R,
51| i AR 35 RR E

B HEN RS I[P |, B ListServerCertificatesRequest 8 F
AmazonldentityManagementClient #J 1istServerCertificates Fi%. TiRE
ListServerCertificatesResult,

WHAIREIR ListServerCertificateResult M HRMH getServerCertificateMetadatalist
J57E£3RER ServerCertificateMetadata MR FIFR , BAILLAERREK FEMEBHER.

MR ListServerCertificateResult M RM getIsTruncated FEIRE true ,
WH ListServerCertificatesRequest X RHK setMarker HFEHFEAEBXEARA
listServerCertificates R T —HER , ML R AR B,
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https://docs.amazonaws.cn/acm/latest/userguide/
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetServerCertificateRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/GetServerCertificate.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListServerCertificatesRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListServerCertificatesResult.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ServerCertificateMetadata.html
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F Ao

import com.
import com.
import com.
import com.
import com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.
services.

identitymanagement.
identitymanagement.
identitymanagement.
identitymanagement.
identitymanagement.

AmazonIdentityManagement;
AmazonIdentityManagementClientBuilder;
model.ListServerCertificatesRequest;
model.ListServerCertificatesResult;
model .ServerCertificateMetadata;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;
ListServerCertificatesRequest request =
new ListServerCertificatesRequest();

while(!done) {

ListServerCertificatesResult response =
iam.listServerCertificates(request);

for(ServerCertificateMetadata metadata
response.getServerCertificateMetadatalist()) {
System.out.printf("Retrieved server certificate %s"
metadata.getServerCertificateName());

request.setMarker(response.getMarker());

if(!response.getIsTruncated()) {
done = true;

BEZH GitHub LR EERAI,
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BREF[LEPHERIERE. FEEBELRFHIUEPHINEMUAREFEANHTEHATBRERIZE

UpdateServerCertificateRequest 31 R,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListServerCertificates.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateServerCertificateRequest.html
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F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateServerCertificateRequest;
import com.amazonaws.services.identitymanagement.model.UpdateServerCertificateResult;

(8T

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

UpdateServerCertificateRequest request =
new UpdateServerCertificateRequest()
.withServerCertificateName(cur_name)

.withNewServerCertificateName(new_name);

UpdateServerCertificateResult response =
iam.updateServerCertificate(request);

#HZ# GitHub LRI TE TR B,
i Bk B 35BS IE 45

ERRIRSIED , BEAIEIEB B MM DeleteServerCertificateRequest 18 A
AmazonldentityManagementClient B deleteServerCertificate Fi%.

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DeleteServerCertificateRequest;
import com.amazonaws.services.identitymanagement.model.DeleteServerCertificateResult;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteServerCertificateRequest request =
new DeleteServerCertificateRequest()
.withServerCertificateName(cert_name);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateServerCertificate.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteServerCertificateRequest.html
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DeleteServerCertificateResult response =
iam.deleteServerCertificate(request);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteServerCertificate.java
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_server-certs.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_GetServerCertificate.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListServerCertificates.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_UpdateServerCertificate.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_DeleteServerCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.amazonaws.cn/toolkit-for-eclipse/v1/user-guide/lambda-tutorial.html
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- HBRER L

ATLLUEN 12 AWSLambda 3 HFEAE invoke 53X AA Lambda E#. 12 InvokeRequest
NRABEEMER , SINRKBEMHMERZRIELS Lambda BB A . EHREHRERN
arn:aws:lambda:us-east-1:555556330391:function:HelloFunction, RSB &E & Amazon Web
Services EEZH A PR KRKZE,

EFAEBIBEELIBAERE , HRA InvokeRequest XIRH withPayload A HIEE JSON R F
fFeE, MU TREREIFFTR.

F Ao

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.lambda.AWSLambda;

import com.amazonaws.services.lambda.AWSLambdaClientBuilder;
import com.amazonaws.services.lambda.model.InvokeRequest;
import com.amazonaws.services.lambda.model.InvokeResult;
import com.amazonaws.services.lambda.model.ServiceException;

import java.nio.charset.StandardCharsets;

(8T
TR REERNAEA Lambda B

String functionName = args[0];

InvokeRequest invokeRequest = new InvokeRequest()
.withFunctionName(functionName)
.withPayload("{\n" +

" \"Hello \": \"Paris\",\n" +
" \"countryCode\": \"FR\"\n" +
"3");

InvokeResult invokeResult = null;

try {
AwWSLambda awsLambda = AWSLambdaClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/InvokeRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/InvokeRequest.html
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invokeResult = awslLambda.invoke(invokeRequest);

String ans = new String(invokeResult.getPayload().array(),
StandardCharsets.UTF_8);

//write out the return value
System.out.println(ans);

} catch (ServiceException e) {
System.out.println(e);

System.out.println(invokeResult.getStatusCode());

BESH Github L TERH,
B H B

ME—D AWSLambda MR HEAE listFunctions A%, A EIRE—4 ListFunctionsResult
R, AILLEALLI KRB getFunctions FEXRIRE FunctionConfiguration X R SR, A LUEH
ZHRKRRBERHBWER, Hlan , LT Java B R G154 B8 iR ER BN B BE Fro

F Ao

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.lambda.AWSLambda;

import com.amazonaws.services.lambda.AWSLambdaClientBuilder;
import com.amazonaws.services.lambda.model.FunctionConfiguration;
import com.amazonaws.services.lambda.model.ListFunctionsResult;
import com.amazonaws.services.lambda.model.ServiceException;
import java.util.Iterator;

import java.util.lList;

(R

LA Java REGROIE R AN 2R Lambda BIER I B R,

ListFunctionsResult functionResult = null;

try {

RSFRE 147


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/LambdaInvokeFunction.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/ListFunctionsResult.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/FunctionConfiguration.html
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AwWSLambda awsLambda = AWSLambdaClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();

functionResult = awsLambda.listFunctions();

List<FunctionConfiguration> list = functionResult.getFunctions();

for (Iterator iter = list.iterator(); iter.hasNext(); ) {
FunctionConfiguration config = (FunctionConfiguration)iter.next();

System.out.println("The function name is "+config.getFunctionName());

} catch (ServiceException e) {
System.out.println(e);

E3 ¥ Github LT RHI,
il B B B

BWE— AWSLambda X RHFAHE deleteFunction %, BI2— DeleteFunctionRequest ¥
RAFZNREZIEL deleteFunction HiE. N RTEEMBRAOHBNEHREEE. BEEHI

N arn:aws:lambda:us-east-1:555556330391:function:HelloFunction, BIEAEN & & Amazon Web
Services EE R H & PHEBRKRRE,

F Ao

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.lambda.AWSLambda;

import com.amazonaws.services.lambda.AWSLambdaClientBuilder;
import com.amazonaws.services.lambda.model.ServiceException;
import com.amazonaws.services.lambda.model.DeleteFunctionRequest;

(R

BATF Java fXEESE R A0{a il Bk Lambda B3k,

String functionName = args[0];
try {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/ListFunctions.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/DeleteFunctionRequest.html
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AwWSLambda awsLambda = AWSLambdaClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();

DeleteFunctionRequest delFunc = new DeleteFunctionRequest();
delFunc.withFunctionName(functionName);

//Delete the function

awsLambda.deleteFunction(delFunc);

System.out.println("The function is deleted");
} catch (ServiceException e) {

System.out.println(e);
}
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/DeleteFunction.java
https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/pinpoint/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
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createApp 5% , £ Amazon Pinpoint R eI R AEF.
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import com.amazonaws.services.pinpoint.AmazonPinpoint;

import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;
import com.amazonaws.services.pinpoint.model.CreateAppRequest;

import com.amazonaws.services.pinpoint.model.CreateAppResult;

import com.amazonaws.services.pinpoint.model.CreateApplicationRequest;

(8L

CreateApplicationRequest appRequest = new CreateApplicationRequest()
.withName(appName);

CreateAppRequest request = new CreateAppRequest();

request.withCreateApplicationRequest(appRequest);
CreateAppResult result = pinpoint.createApp(request);

EZ 4 GitHub LR EE R B,
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EMERR AR , B DeleteAppRequest R ( EFRE T ERBRONAREFEH ) BA
AmazonPinpointClient # deleteApp &Ko
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import com.amazonaws.services.pinpoint.AmazonPinpoint;
import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;

(BT

DeleteAppRequest deleteRequest = new DeleteAppRequest()
.withApplicationId(appID);

pinpoint.deleteApp(deleteRequest);
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/CreateAppRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateApp.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/DeleteAppRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/DeleteApp.java
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HashMap<String, List<String>> customAttributes =
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com.
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com.
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amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.

services

services.
services.
services.
services.
services.

services

services.
services.

List<String> favoriteTeams =
favoriteTeams.add("Lakers");

favoriteTeams.add("Warriors");
favoriteTeams);

customAttributes.put("team",

EndpointDemographic demographic =
.withAppVersion("1.0")

.withMake("apple")

M AR F B3 [E Amazon Pinpoint JEMFE

Ll =

Sm T Ko
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pinpoint
pinpoint

.pinpoint.
.model.
.model.
.model.
.model.
.model.

pinpoint
pinpoint
pinpoint
pinpoint
pinpoint

.pinpoint.
.model.
.model.

pinpoint
pinpoint

.AmazonPinpoint;
.AmazonPinpointClientBuilder;

model.UpdateEndpointRequest;
UpdateEndpointResult;
EndpointDemographic;
EndpointLocation;
EndpointRequest;
EndpointResponse;
model.EndpointUser;
GetEndpointRequest;

GetEndpointResult;

new HashMap<>();

new ArraylList<>();

new EndpointDemographic()
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https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-apps.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-app.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/EndpointRequest.html
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.withModel("iPhone")
.withModelVersion("7")
.withPlatform("ios")
.withPlatformVersion("10.1.1")
.withTimezone("America/Los_Angeles");

EndpointLocation location = new EndpointLocation()
.withCity("Los Angeles")
.withCountry("US")

.withLatitude(34.0)
.withLongitude(-118.2)
.withPostalCode("90068")
.withRegion("CA");

Map<String,Double> metrics = new HashMap<>();
metrics.put("health", 100.00);
metrics.put("luck", 75.00);

EndpointUser user = new EndpointUser()
.withUserId(UUID.randomUUID().toString());

DateFormat df = new SimpleDateFormat("yyyy-MM-dd'T'HH:mm'Z'"); // Quoted "Z" to
indicate UTC, no timezone offset
String nowAsISO = df.format(new Date());

EndpointRequest endpointRequest = new EndpointRequest()
.withAddress(UUID.randomUUID().toString())
.withAttributes(customAttributes)
.withChannelType("APNS")
.withDemographic(demographic)
.withEffectiveDate(nowAsISO)
.withLocation(location)
.withMetrics(metrics)

.withOptOut("NONE")
.withRequestId(UUID.randomUUID().toString())
.withUser(user);

#RJG £ A iZ EndpointRequest Xf & #2 UpdateEndpointRequest X R, &jg , &
UpdateEndpointRequest Xf & 4%i% Z| AmazonPinpointClient 8 updateEndpoint 7%,

(e

UpdateEndpointRequest updateEndpointRequest = new UpdateEndpointRequest()
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/UpdateEndpointRequest.html
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.withApplicationId(appId)
.withEndpointId(endpointId)

.withEndpointRequest(endpointRequest);

UpdateEndpointResult updateEndpointResponse

client.updateEndpoint(updateEndpointRequest);

System.out.println("Update Endpoint Response:
updateEndpointResponse.getMessageBody());

EZ 1 GitHub L EE R B,

EZER

n +

«  {Amazon Pinpoint Developer Guide) H#J Adding Endpoint

- {Amazon Pinpoint API Reference) H# Endpoint

£ Amazon Pinpoint & 812 9 &

AP 7 BRRETHENRE (FlNAFREFARMRITT 7T EHNNARFRAMNEABNMRZ ) WA
PF&E. LT ROVERIAESRAF 2o

BIE DR

JEiE £ Amazon PinpointSegmentDimensions X R A2 EBRNEE | £ PRIBHN 5 B

Ao

=T

import
import
import
import
import
import
import
import
import
import
import
import
import

com.
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amazonaws.
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amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.

services

services.
services.
services.
services.
services.

services

services.
services.
services.

pinpoint.
pinpoint.
pinpoint.

.pinpoint.

pinpoint.
pinpoint.
pinpoint.
pinpoint.
pinpoint.

.pinpoint.

pinpoint.
pinpoint.
pinpoint.

Amazon
Amazon
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.

Pinpoint;
PinpointClientBuilder;
CreateSegmentRequest;
CreateSegmentResult;
AttributeDimension;
AttributeType;
RecencyDimension;
SegmentBehaviors;
SegmentDemographics;
SegmentDimensions;
SegmentLocation;
SegmentResponse;
WriteSegmentRequest;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateEndpoint.java
https://docs.amazonaws.cn/pinpoint/latest/developerguide/endpoints.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-endpoint.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/SegmentDimensions.html
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(8T

Pinpoint pinpoint =
AmazonPinpointClientBuilder.standard().withRegion(Regions.US_EAST_1).build();
Map<String, AttributeDimension> segmentAttributes = new HashMap<>();
segmentAttributes.put("Team", new
AttributeDimension().withAttributeType(AttributeType.INCLUSIVE).withValues("Lakers"));

SegmentBehaviors segmentBehaviors = new SegmentBehaviors();
SegmentDemographics segmentDemographics = new SegmentDemographics();
SegmentLocation segmentLocation = new SegmentLocation();

RecencyDimension recencyDimension = new RecencyDimension();
recencyDimension.withDuration("DAY_30").withRecencyType("ACTIVE");
segmentBehaviors.setRecency(recencyDimension);

SegmentDimensions dimensions = new SegmentDimensions()
.withAttributes(segmentAttributes)
.withBehavior(segmentBehaviors)
.withDemographic(segmentDemographics)
.withLocation(segmentLocation);

ET K , £ WriteSegmentRequest A& B SegmentDimensions J R , EEFEHZXNREIE
CreateSegmentRequest &R, AR/ , ¥ CreateSegmentRequest ¥t R 1%i% F| AmazonPinpointClient
B9 createSegment Ko

(R

WriteSegmentRequest writeSegmentRequest = new WriteSegmentRequest()
.withName("MySegment").withDimensions(dimensions);

CreateSegmentRequest createSegmentRequest = new CreateSegmentRequest()
.withApplicationId(appId).withWriteSegmentRequest(writeSegmentRequest);

CreateSegmentResult createSegmentResult = client.createSegment(createSegmentRequest);
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«  {Amazon Pinpoint User Guide) H#J Amazon Pinpoint Segments

«  {Amazon Pinpoint Developer Guide) H#J Creating Segments
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/SegmentDimensions.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteSegmentRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/CreateSegmentRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateSegment.java
https://docs.amazonaws.cn/pinpoint/latest/userguide/segments.html
https://docs.amazonaws.cn/pinpoint/latest/developerguide/segments.html
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- {Amazon Pinpoint API Reference) H# Segments
«  {Amazon Pinpoint API Reference) ## Segment
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import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.

(ST

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

Schedule schedule =
.withStartTime("IMMEDIATE");

& BINTE XAt R HH

services.
services.
services.

services

services.
services.
services.
services.
services.

services

pinpoint
pinpoint
pinpoint

.pinpoint

pinpoint
pinpoint
pinpoint
pinpoint
pinpoint

.pinpoint

new Schedule()

Message defaultMessage = new Message()
.withAction(Action.OPEN_APP)
.withBody("My message body.")

.AmazonPinpoint;
.AmazonPinpointClientBuilder;
.model.CreateCampaignRequest;
.model.CreateCampaignResult;
.model.Action;
.model.CampaignResponse;
.model.Message;
.model.MessageConfiguration;
.model.Schedule;

.model .WriteCampaignRequest;

2, FE WriteCampaignRequest X &K Hik B

/BN

.withTitle("My message title.");

MessageConfiguration messageConfiguration = new MessageConfiguration()
.withDefaultMessage(defaultMessage);

WriteCampaignRequest request = new WriteCampaignRequest()
.withDescription("My description.™)
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https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-segments.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-segment.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/Schedule.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/Message.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteCampaignRequest.html
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.withSchedule(schedule)
.withSegmentId(segmentId)
.withName("MyCampaign")
.withMessageConfiguration(messageConfiguration);

REBYNEETIZEE EH Amazon PinpointWriteCampaignRequest 1245
CreateCampaignRequest IR , £ HEIBFMN A EN. &5 , & CreateCampaignRequest XJ R1&
i% 2| AmazonPinpointClient B createCampaign 5%,
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CreateCampaignRequest createCampaignRequest = new CreateCampaignRequest()
.withApplicationId(appId).withWriteCampaignRequest(request);

CreateCampaignResult result = client.createCampaign(createCampaignRequest);

#HZ# GitHub LRI TE R B,
E%1§/§s

+  {Amazon Pinpoint User Guide) H# Amazon Pinpoint Campaigns

«  {Amazon Pinpoint Developer Guide) 1 #J Creating Campaigns,

« {Amazon Pinpoint API Reference) H# Campaigns
{Amazon Pinpoint API Reference) H#J Campaign
«  {Amazon Pinpoint API Reference) A#J Campaign Activities

«  {Amazon Pinpoint API Reference) A #y Campaign Versions

«  {Amazon Pinpoint API Reference) A #¥ Campaign Version
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteCampaignRequest.html
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/services/pinpoint/model/CreateCampaignRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateApp.java
https://docs.amazonaws.cn/pinpoint/latest/userguide/campaigns.html
https://docs.amazonaws.cn/pinpoint/latest/developerguide/campaigns.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-campaigns.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-campaign.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-campaign-activities.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-campaign-versions.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-campaign-version.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/APNSChannelRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/UpdateApnsChannelRequest.html
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import
import
import
import
import
import
import
import

(8T

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.

services

services.
services.
services.
services.
services.
.pinpoint.

services

APNSChannelRequest request =
.withEnabled(enabled);

pinpoint
.pinpoint
pinpoint
pinpoint
pinpoint
pinpoint
pinpoint

model

.AmazonPinpoint;

.AmazonPinpointClientBuilder;
.model.
.model.
.model.
.model.
.model.

APNSChannelRequest;
APNSChannelResponse;
GetApnsChannelRequest;
GetApnsChannelResult;
UpdateApnsChannelRequest;

.UpdateApnsChannelResult;

new APNSChannelRequest()

UpdateApnsChannelRequest updateRequest
.withAPNSChannelRequest(request)
.withApplicationId(appld);

UpdateApnsChannelResult result = client.updateApnsChannel(updateRequest);
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= new UpdateApnsChannelRequest()

«  {Amazon Pinpoint User Guide) F K Amazon Pinpoint Channels

«  {Amazon Pinpoint API Reference) ##J ADM Channel

« {Amazon Pinpoint API Reference) ##J APNs Channel

«  {Amazon Pinpoint API Reference) A # APNs Sandbox Channel

«  {Amazon Pinpoint API Reference) A # APNs VolP Channel

«  {Amazon Pinpoint API Reference) F#J APNs VolP Sandbox Channel
«  {Amazon Pinpoint API Reference) A #J Baidu Channel

«  {Amazon Pinpoint API Reference) A #J Email Channel

«  {Amazon Pinpoint API Reference) ##J GCM Channel

«  {Amazon Pinpoint API Reference) ##J SMS Channel
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/UpdateChannel.java
https://docs.amazonaws.cn/pinpoint/latest/userguide/channels.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-adm-channel.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-apns-channel.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-apns-sandbox-channel.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-apns-voip-channel.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-apns-voip-sandbox-channel.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-baidu-channel.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-email-channel.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-gcm-channel.html
https://docs.amazonaws.cn/pinpoint/latest/apireference/rest-api-sms-channel.html
https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/s3/
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingBucket.html
https://docs.amazonaws.cn/AmazonS3/latest/API/RESTBucketPUTlifecycle.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/lifecycle-configuration-bucket-with-versioning.html
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import
import
import
import
import

import
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com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

RFEE,

regions.Regions;

services

services.
services.
services.

java.util.List;

.s3.AmazonS3;

s3.AmazonS3ClientBuilder;
s3.model.AmazonS3Exception;
s3.model .Bucket;

if (s3.doesBucketExistV2(bucket_name)) {

System.out.format("Bucket %s already exists.\n", bucket_name);

b = getBucket(bucket_name);

} else

{

try {

}

return

b

b;

s3.createBucket(bucket_name);
} catch (AmazonS3Exception e) {
System.err.println(e.getErrorMessage());
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Bucket.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/CreateBucket.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Bucket.html
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import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.Bucket;

import java.util.List;
K5

List<Bucket> buckets = s3.listBuckets();

System.out.println("Your {S3} buckets are:");

for (Bucket b : buckets) {
System.out.println("* " + b.getName());

}
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/ListBuckets.java
https://docs.amazonaws.cn/AmazonS3/latest/dev/Versioning.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/Versioning.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Iterator;
(R

System.out.println(" - removing objects from bucket");

ObjectListing object_listing = s3.listObjects(bucket_name);

while (true) {

for (Iterator<?> iterator =

object_listing.getObjectSummaries().iterator();
iterator.hasNext(); ) {
S30bjectSummary summary = (S30bjectSummary) iterator.next();
s3.deleteObject(bucket_name, summary.getKey());

// more object_listing to retrieve?
if (object_listing.isTruncated()) {

object_listing = s3.listNextBatchOfObjects(object_listing);
} else {

break;
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import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
https://docs.amazonaws.cn/AmazonS3/latest/dev/Versioning.html
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import com.amazonaws.services.s3.AmazonS3;
import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Iterator;
e

System.out.println(" - removing versions from bucket");
VersionlListing version_listing = s3.listVersions(
new ListVersionsRequest().withBucketName(bucket_name));
while (true) {
for (Iterator<?> iterator =
version_listing.getVersionSummaries().iterator();
iterator.hasNext(); ) {
S3VersionSummary vs = (S3VersionSummary) iterator.next();
s3.deleteVersion(
bucket_name, vs.getKey(), vs.getVersionId());

if (version_listing.isTruncated()) {
version_listing = s3.listNextBatchOfVersions(
version_listing);
} else {
break;

&5 GitHub L HI =& R,
il B 2= 7 1 4

ERBRBEPIONR ( BEMESRAZENNR ) &, BIUER AmazonS3 & ik
deleteBucket A EMIBREAR S,

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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import java.util.Iterator;

(8T

System.out.println(" OK, bucket ready to delete!");
s3.deleteBucket(bucket_name);

%28 GitHub & R Hl.

1£ Amazon S3 X R EIITIRE
Amazon S3 R REBER—PXH BHIEES. BINRSMFEE —NMEEES,

(® Note

XERBROABESRTHEAEAT Java B Amazon SDK FHAR , ABE2FEAHEERTFF
KB Amazon FEif # X5 P 45 B BELE BRIA Amazon &EiiE,

£}

- LEXR

- JHNR

« TEHHER

- E5, BHIHEBENR
- HIBRX R

o —IRMERIBRZ AR

LEXIR

£/ AmazonS3 &%y putObject & , ANHRERBFRN, BEMNME LEHNXXHF, FHEBLL
MEFE , BNFHIAER,

F Ao

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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(8T

System.out.format("Uploading %s to S3 bucket %s...\n", file_path, bucket_name);

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

s3.putObject(bucket_name, key_name, new File(file_path));
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1);

HZ | GitHub L ZZERHGI,
Bl 3T &R
EREMPIIRIIFK , A AmazonS3 B imkY 1istObjects 3% , HAHREMHB AN,

listObjects A ERE— Objectlisting MR , ZNREMEXFHEBPINRNES . EIHIR
B (®) , UM getObjectSummaries FEIREL S30bjectSummary R FIEK , HAESNX
KERTFHEEPN IR, RAFEAAHE getKey FEUAREXNRE W,

F Ao

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ListObjectsV2Result;
import com.amazonaws.services.s3.model.S30bjectSummary;

(ST

System.out.format("Objects in S3 bucket %s:\n", bucket_name);
final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
ListObjectsV2Result result = s3.listObjectsV2(bucket_name);
List<S30bjectSummary> objects = result.getObjectSummaries();
for (S30bjectSummary os : objects) {

System.out.println("* " + os.getKey());

BZH GitHub LT E R4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/PutObject.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/ObjectListing.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3ObjectSummary.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/ListObjects.java
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TENR

£/ AmazonS3 &/ kY getObject & , HOHEAEETHMBAN RO EH. WRKI , IFH
ERIRE —4 S30bject. HENFHBANRBLAFHE , BNFHIEIR.

B LUBE X getObjectContent A S30bject RIKEBW RN T, XFRE—4
S30bjectinputStream , 1T 545 Java InputStream X REVFERE,

T RGIM S3 TEH—IHR , AERZNROANBREE - (EAENREARNEN) -

F Ao

import
import
import
import
import
import

import

(8T

com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.

java.io.File;

AmazonServiceException;
regions.Regions;

services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
services.s3.model.S30bject;
services.s3.model.S30bjectInputStream;

System.out.format("Downloading %s from S3 bucket %s...\n", key_name,
final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

try {

S30bject o = s3.getObject(bucket_name, key_name);
S30bjectInputStream s3is = o.getObjectContent();
FileOutputStream fos = new FileOutputStream(new File(key_name));
byte[] read_buf = new byte[1024];

int read_len = 0;
while ((read_len
fos.write(read_buf, @, read_len);

}

s3is.close();
fos.close();
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
} catch (FileNotFoundException e) {
System.err.println(e.getMessage());
System.exit(1);

= s3is.read(read_buf)) > 0) {

bucket_name);

1£ Amazon S3 X R LITIRIE

165


https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3Object.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3ObjectInputStream.html

EAT Java B Amazon SDK 1.x A 1x FFRARIERE

} catch (IOException e) {
System.err.println(e.getMessage());
System.exit(1);

505 GitHub LM EE RH,
4. BYRBHENR

AT LAE A AmazonS3 F IR copyObject AEFMNEN—IMHEHE S — M. EXAENFE
FNEERNEN., EESHNNRUR BIEMEEET.

F Ao

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;

(8T

try {
s3.copyObject(from_bucket, object_key, to_bucket, object_key);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
}

System.out.println("Done!");

EZ 4 GitHub L EE RS,

(® Note

A LU copyObject & deleteObject BEFEARBHREGENR , FXREFNRES
FFEN (BUUERASRMEBESERNE®EE ) , RENI RO IBAZER R Ko

) BR R

£/ AmazonS3 B i deleteObject Fi& , HAHAZZERBRNWBAIN RN B, BENFME
BN RBLIFE , SNFHIE R

F Ao
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetObject.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/CopyObject.java
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import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;

(R

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

s3.deleteObject(bucket_name, object_key);
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1l);

B5H GitHub FHZERHl,
—RERBRZ X R

£ AmazonS3 & i deleteObjects A% , BAILULEE - MIPHNZS IR RNBEHLES
link:sdk-for-java/v1/reference/com/amazonaws/services/s3/model/DeleteObjectsRequest.html 757%

M BRIX L3S R o

F Ao

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;

(R

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

DeleteObjectsRequest dor = new DeleteObjectsRequest(bucket_name)

.withKeys(object_keys);

s3.deleteObjects(dor);
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteObject.java
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BHZ R GitHub LM EE R,

EEX AT R Amazon S3 15 R R

A LAR Amazon S3 FEERBAX REA ARG FI&R (ACL) , LASEIXS Amazon S3 BRIV FE4H 1%
#llo

(® Note

XERBRABESRT HEAEAT Java B Amazon SDK FARE , ABESFEAHEERTFF
KB Amazon FEiE A X i3 P Y 5 B ELEBRIA Amazon &FiiE,

R E A 1 AR Y 17 B 42 1 B R

EIREVERY 281 ACL , 1A AmazonS3 B getBucketAcl 773% , NE@EM HRACUBMITEN,
5 7E R El AccessControlList R, BIREFIRFHNBNAEERN , HAAHE getGrantsAsList
FiE , XARE—NEE Grant X REIFRE Java Fll3kR,

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AccessControllList;
import com.amazonaws.services.s3.model.Grant;

(8L

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

AccessControllList acl = s3.getBucketAcl(bucket_name);

List<Grant> grants = acl.getGrantsAsList();

for (Grant grant : grants) {

System.out.format(" %s: %s\n", grant.getGrantee().getIdentifier(),
grant.getPermission().toString());

}
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteObjects.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grant.html
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System.exit(1);

%2 GitHub -8 E R A,

RE RN RS 5K

EARMSERIZEREX ACL FIER |, EAH AmazonS3 B setBucketAcl Fit, XEE—|

AccessControlList &R , EBERBRNEMERENH PR FIER,

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AccessControllList;
import com.amazonaws.services.s3.model.EmailAddressGrantee;

(8T

final AmazonS3 s3 =

AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION)

try {
// get the current ACL
AccessControllList acl = s3.getBucketAcl(bucket_name);
// set access for the grantee

EmailAddressGrantee grantee = new EmailAddressGrantee(email);

Permission permission = Permission.valueOf(access);
acl.grantPermission(grantee, permission);
s3.setBucketAcl(bucket_name, acl);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

(® Note

.build();

WO LAE A Grantee KB EZREHIRNEN M —PRRAF , AR EmailAddressGrantee 3£

B R FEHARERRRE  XEXARE.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grantee.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/EmailAddressGrantee.html
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#HZ# GitHub LRI TE R B,
FREUXT SRAY 13 [R] 428 1 51 &

EREREILE ACL , i518MA AmazonS3 9 getObjectAcl % , FEEM MR REN ZKELT
PA#4TE#,. M getBucketAcl 2, BbI57ERFIRE —4 AccessControlList &R , A LA E X

E&/ Grant,

F Ao

import
import
import
import
import
import

(8

try {

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonServiceException;

regions.Regions;

services.
services.
services.
services.

s3.AmazonS3;
s3.AmazonS3ClientBuilder;
s3.model.AccessControlList;
s3.model.Grant;

AccessControllist acl = s3.getObjectAcl(bucket_name, object_key);
List<Grant> grants = acl.getGrantsAsList();

for (Grant grant :

}

o

grants) {

System.out.format(" %s: %s\n", grant.getGrantee().getIdentifier(),

grant.getPermission().toString());

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

E55 GitHub LM ZEE R4,
REX REV TG RFEHI &

ERINSE ST RIT ACL BIRER |, 5 AmazonS3 B setObjectAcl 53k, XEE—N
AccessControlList R , ©BERBERNEMERENH R RN FIER,

F Ao

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetAcl.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grant.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
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import com.
import com.
import com.
import com.

(R

try {

// get the current ACL
AccessControllList acl = s3.getObjectAcl(bucket_name, object_key);

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

s3.AmazonS3;
s3.AmazonS3ClientBuilder;
s3.model.AccessControllList;
s3.model.EmailAddressGrantee;

// set access for the grantee

EmailAddressGrantee grantee = new EmailAddressGrantee(email);

Permission permission

= Permission.valueOf(access);

acl.grantPermission(grantee, permission);
s3.setObjectAcl(bucket_name, object_key, acl);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

(® Note

O LAE Grantee REFR BN BN —RRAF |, LA LAEA EmailAddressGrantee 3£
BB FHHFREHRNE  XEXARSE.

EZ 4 GitHub LR EE R B,

EZER

«  {Amazon S3 API Reference) ## GET Bucket acl
«  {Amazon S3 API Reference) ## PUT Bucket acl
«  {Amazon S3 API Reference) ##y GET Object acl
« {Amazon S3 API Reference) H# PUT Object acl

FRREEEEN Amazon S3 BH A

ERLARE, IRV BR 7 A% 48 KBS SREEXS Amazon S3 BRI F,
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grantee.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/EmailAddressGrantee.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetAcl.java
https://docs.amazonaws.cn/AmazonS3/latest/API/RESTBucketGETacl.html
https://docs.amazonaws.cn/AmazonS3/latest/API/RESTBucketPUTacl.html
https://docs.amazonaws.cn/AmazonS3/latest/API/RESTObjectGETacl.html
https://docs.amazonaws.cn/AmazonS3/latest/API/RESTObjectPUTacl.html
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RIE 7 MR

BRLBES AT AN BEN S3 FRMIREF AR

« A AmazonS3 &E ik setBucketPolicy # N E R SetBucketPolicyRequest
o FERABRFEEAMAERE XA (JSON ) B setBucketPolicy EFREE IR EREE

F Ao

import com.amazonaws.AmazonServiceException;
import com.amazonaws.auth.policy.Policy;
import com.amazonaws.auth.policy.Principal;

(R

s3.setBucketPolicy(bucket_name, policy_text);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

{5 Al SRR 3 4 B S R VI SR B
N setBucketPolicy RHUFHBWREET , BAIUHRITU TR

« £/ JSON BRAP N AR FZRFREEIEERE
« £ Policy 222 5K BE

f£H Policy £ , BFRXHELWNMEBEENARFRAENER. EM Policy FEIRE JSON FKEE XX
X EFERHE tolson Bk,

F Ao

import com.amazonaws.auth.policy.Resource;

import com.amazonaws.auth.policy.Statement;

import com.amazonaws.auth.policy.actions.S3Actions;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/SetBucketPolicyRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/auth/policy/Policy.html
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import com.amazonaws.services.s3.AmazonS3ClientBuilder;
AR

new Statement(Statement.Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(S3Actions.GetObject)
.withResources(new Resource(
"{region-arn}s3:::" + bucket_name + "/*")));
return bucket_policy.toJson();

Policy Rt fromIson 5% , ELZHERAE AR JSON FRHHMEERR, %
FESBIEXARUBRATURRNERRBEN , MIRREIXAER , REKMHA SR
IllegalArgumentException,

Policy bucket_policy = null;
try {
bucket_policy = Policy.fromJson(file_text.toString());
} catch (IllegalArgumentException e) {
System.out.format("Invalid policy text in file: \"%s\"",
policy_file);
System.out.println(e.getMessage());

SERBMERBL A, RATRIEEM XA A BT At 775515 B8V R B
2 GitHub LRI TE TR B,

TR EW 17 i 475 SR B

EK R Amazon S3 FHIEEE , HAA AmazonS3 IR getBucketPolicy FiE , WA MMEE

48 LUR R B

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

(8T
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetBucketPolicy.java
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try {
BucketPolicy bucket_policy = s3.getBucketPolicy(bucket_name);
policy_text = bucket_policy.getPolicyText();

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

MEEENFER/IFE. BREVRAZFHBHNRIELEFTISEFETRE , 25

AmazonServiceException,

V.3

55 GitHub LM EE R A,
e ER

EffBRAEREE , B AmazonS3 BF %M deleteBucketPolicy , H A HEBAFEERR,

F Ao

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;

(R

try {
s3.deleteBucketPolicy(bucket_name);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

B IR R AR , ZAEthaKIl. MRTEENFEBBENTEE , RELLEHRZEE
RHPR , £5|% AmazonServiceException,

%5 GitHub £ ZE R A,
EZER

«  {Amazon Simple Storage Service AAF1ER) HHYIH R K ERIE S R
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetBucketPolicy.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucketPolicy.java
https://docs.amazonaws.cn/AmazonS3/latest/dev/access-policy-language-overview.html
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{Amazon Simple Storage Service A 1ER) FHREE RO

£ A TransferManager .47 Amazon S3 &/E

BRI LAERSER T Java B9 Amazon SDK TransferManager 35 7 5 #th 45 SU4F M AR sth ER 3B 45 i 2
Amazon S3 H N KRMN—N S UEEHIF S —4 S3 LB, TransferManager AIZREMEHMHE |
UREEFESRE EEMT .

(® Note
B{ESREE
BIWER 1746455 A AbortincompleteMultipartUploadAmazon S3 4 a5 B M N,
ZHNIE R Amazon S3 FILERBHEREEEERBANTRN D& L&, HETRENE
BR#IRT , Amazon S3 G 1L E1& | RS BRAKSERHY L& B IR,
BXEZER , 55 (Amazon S3 AAFERM) PWEARETEFNBETEASRE.

(® Note

XERBROABESRTHEAEAT Java B Amazon SDK FARE , ABESFEAHEEARTFHF
K Amazon FEiE # X5 R 4y 5 B ELE B IA Amazon FiiE,

LR E F

TransferManager RIS 304, U5 R B K L& B8 2 51 6122 8947 Amazon S3 1,
£
- LEEANAXH

- EEXHIIE
- FERBH

EREANNHF

@A TransferManager #J upload J75% , £ Amazon S3 @&, 8B (MR ) BHMARELEZW
X H4#I#REE Java File TR
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https://docs.amazonaws.cn/AmazonS3/latest/dev/example-bucket-policies.html
https://docs.amazonaws.cn/AmazonS3/latest/API/RESTBucketPUTlifecycle.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/lifecycle-configuration-bucket-with-versioning.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
import java.util.Arrays;

(e

File f = new File(file_path);

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
Upload xfer = xfer_mgr.upload(bucket_name, key_name, f);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();

upload FEVENREE , AERMA— Upload WR , ATREERERSREFEHTH.

BSRESEH TR T BEXEIAA TransferManager 9 shutdownNow J53% 2 B {E
waitForCompletion FIhERAMANER . EFFERMTHET , B R BHUITHE R RS
ENEH., BXEZEE , BSRREERRSHHEE,

B2 R GitHub LM EE R,
&SI
EEE - RBELEZANXHE , BIAA TransferManager uploadFilelist A3k , F R HIEMH

« Amazon S3 F#EE T

f# A TransferManager 11T Amazon S3 #&1F 176


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
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« —MEETR , ©RRANEERAONRBMAEIE (XY REE DN F6EE D EE)

« —/File ¥R , N REFRFFMNP IR 4R ZAEX B R

c —AListWR , BE AT LW File WK

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
import java.util.Arrays;

(BT

ArraylList<File> files = new ArraylList<File>();
for (String path : file_paths) {
files.add(new File(path));

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
try {
MultipleFileUpload xfer = xfer_mgr.uploadFilelList(bucket_name,
key_prefix, new File("."), files);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
}

xfer_mgr.shutdownNow();

BSRESFEHTRIT BAEXEARA TransferManager B shutdownNow 75 3% 2 B F
waitForCompletion FIITEHARNES . EESEMTRAN , B AHOFTE R RS
ENEH. BXEZELR , BSRARIEHRESNHE,
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https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/List.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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A {E A uploadFilelList REH MultipleFileUpload X RREME RS E, BXRESZER
BS R WA HN Y EMER ProgressListener SREUE #ii E .

B LAEA MultipleFileUpload Y getSubTransfers FEN BE BN SN SUHIREE AN
Upload R, BXEZEE , BSRERM A ERNHIE,

25 GitHub LM A,
LEBAR

A £ A TransferManager Y uploadDirectory A E@E A FLUEIFI AR E #1F B FH 8 AR £
KEEREANHEFR, BRME— Amazon S3 FHEBEEN. — N SSRIR. —MNRTEEFIHN Kb
B &K File RM—1 boolean f , ZEERERBZTELNEASXEHFHF (true = false ) -

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
import java.util.Arrays;

(R

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
try {
MultipleFileUpload xfer = xfer_mgr.uploadDirectory(bucket_name,
key_prefix, new File(dir_path), recursive);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
}

xfer_mgr.shutdownNow();
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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BSRESEH TR T BAEXEIRR TransferManager B shutdownNow J5 3% 2 B F
waitForCompletion BINFTERAMMER. EEFHRBMTHN , B URBZMTE R LRSI #
ENEH. BXELZER , BSRARIEHRESNHE,

AIEA M uploadFilelList IRE/Y MultipleFileUpload SRR EBWEHMRATHAE, AXESZER
ESRRAEHN a3 EMER ProgressListener SRERE I E o

B L ER MultipleFileUpload #9 getSubTransfers &N B BN SN SHIREEAD
Upload R, BXEZEE , BSREMFERNIE,

%5 GitHub £ ZE R A,
TEXHEE %

£ A TransferManager £ M Amazon S3 F&E £ M4 ( Amazon S3 XK ) B F ( — Amazon S3
WEN , BRIRER ) .

ES ]
« THEANNHE
- THEX

TEEANH

£/ TransferManager ¥ download 5% , A N HRHIEETHRHXI R Amazon S3 BB, &
(NR) BHM— File R (ZNRRTEELAHRE LOIENXXH ) .

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Download;

import com.amazonaws.services.s3.transfer.MultipleFileDownload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

import java.io.File;

(R

File f = new File(file_path);
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
Download xfer = xfer_mgr.download(bucket_name, key_name, f);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

}

xfer_mgr.shutdownNow();

BSREFEH TR T BAEXEIRR TransferManager B shutdownNow J5 3% 2 B F
waitForCompletion EJZIJJEEJZ%?H’H_MO EEFERTRE , BB AT E X ERS 3
ENEH. BREZEE , BSRARIERRESNHE,

EHZ M GitHub LI TEE R A,
T#HBE %

EM Amazon S3 TH—HHEZ— PN HBRIRN XY (KXLUTXHRELNER) |, IFEH
TransferManager downloadDirectory A&, ZHEZFETEE THHNF RN Amazon S3 FEH
B, IBNKAZHXNRAEKN — File R ( KNKRTESXH TRV AL REEF ). W
REETERHTEFE , Fol2kE R,

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Download;

import com.amazonaws.services.s3.transfer.MultipleFileDownload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

import java.io.File;

(8T

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrDownload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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MultipleFileDownload xfer = xfer_mgr.downloadDirectory(
bucket_name, key_prefix, new File(dir_path));

// loop with Transfer.isDone()

XferMgrProgress.showTransferProgress(xfer);

// or block with Transfer.waitForCompletion()

XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();

BSRESEH TR T BEXEAA TransferManager B9 shutdownNow J53% 2 8 {E
waitForCompletion FIhERAMNER . EFFERMTHE , B R IBHUITHE R RS
ENEH., BXEZEE , BSRREERARSHEE,

%25 GitHub LB T RAI,
EHXYR
EFRKRMN—D S3HEHIT S — S3 4 , 0JFEH TransferManager copy 5 %o

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Copy;

import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

(R
System.out.println("Copying s3 object: " + from_key);
System.out.println(" from bucket: " + from_bucket);
System.out.println(" to s3 object: " + to_key);
System.out.println(" in bucket: " + to_bucket);

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
try {
Copy xfer = xfer_mgr.copy(from_bucket, from_key, to_bucket, to_key);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrDownload.java
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XferMgrProgress.waitForCompletion(xfer);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
}

xfer_mgr.shutdownNow();

HZ 5 GitHub LRYTTE R,
BFFE BT

MRAEEBMERBPELEENNARR (REE ) , WAIEA Transfer O/
waitForCompletion A3:RMEIET  EEAHTERBEEARE,

try {
xfer.waitForCompletion();

} catch (AmazonServiceException e) {
System.err.println("Amazon service error: " + e.getMessage());
System.exit(1l);

} catch (AmazonClientException e) {
System.err.println("Amazon client error: " + e.getMessage());
System.exit(1);

} catch (InterruptedException e) {
System.err.println("Transfer interrupted: " + e.getMessage());
System.exit(1l);

MREEFA ZelwaitForCompletion BHAEH, EHMLRE L XHRANGIHER
ProgressListener F W EEH , N AIREUE i E,

EZ 1 GitHub LHYZE TR,
IREVE PR S MH E

TransferManager upload*. download* fl copy FZFTREIN BN ETREITENLNEA , &
HEUR T © R E XK BRELE RS XHIRE,

% RE S
Copy ( £l copy
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrCopy.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Transfer.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/event/ProgressListener.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Copy.html
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s

5
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MultipleFileDownload

L&

MultipleFileUpload

IR [E 75
download
downloadDirectory

upload

uploadFilelist , uploadDirectory

ﬁﬁﬁ@*ﬁ?ﬁTmmmﬁﬂoHmw%r%ﬁ?ﬁ?ﬁﬂ%ﬁﬁg\%@ﬁﬂﬁ%ﬁ%&ﬁﬂ%
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 {£ M ProgressListener 3R E4% % it B

- RELFERMAVHE

Rifm SR E

LERTENfEmMEE  EHSTHRERIRE , REEARTHRETH HRLRS

F Ao

import
import
import
import
import
import

import

import
import

(R

com.
com.
com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

java.io.File;
java.util.Arraylist;
java.util.Collection;

.AmazonClientException;
amazonaws.

AmazonServiceException;

event.ProgressEvent;

event.ProgresslListener;
services.s3.transfer.*;
services.s3.transfer.Transfer.TransferState;

// print the transfer's human-readable description
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Download.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileDownload.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Upload.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Transfer.html
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System.out.println(xfer.getDescription());
// print an empty progress bar...
printProgressBar(0.0);
// update the progress bar while the xfer is ongoing.
do {
try {
Thread.sleep(100);
} catch (InterruptedException e) {
retuzrn;
}
// Note: so_far and total aren't used, they're just for
// documentation purposes.
TransferProgress progress = xfer.getProgress();
long so_far = progress.getBytesTransferred();
long total = progress.getTotalBytesToTransfer();
double pct = progress.getPercentTransferred();
eraseProgressBar();
printProgressBar(pct);
} while (xfer.isDone() == false);
// print the final state of the transfer.
TransferState xfer_state = xfer.getState();
System.out.println(": " + xfer_state);

HS 5 GitHub L& R,
{# F ProgressListener 3R BUE i 3

& LAME A Transfer # O/ addProgressListener A% ProgressListener B i EI{E 4% %

ProgressListener REBE—/J3% |, Bl progressChanged , b5/ R A ProgressEvent IR, &
AILAE L RIREUREN B FZ T (B A H getBytes 53%) MBI EAMNFET R (BIAA
getBytesTransferred),

F Ao

import com.amazonaws.AmazonClientException;

import com.amazonaws.AmazonServiceException;

import com.amazonaws.event.ProgressEvent;

import com.amazonaws.event.ProgressListener;

import com.amazonaws.services.s3.transfer.*;

import com.amazonaws.services.s3.transfer.Transfer.TransferState;

import java.io.File;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Transfer.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/event/ProgressListener.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/event/ProgressListener.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/event/ProgressEvent.html
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import java.util.Arraylist;
import java.util.Collection;

(8T

File f = new File(file_path);
TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
Upload

1)

u = xfer_mgr.upload(bucket_name, key_name, f);
// print an empty progress bar...
printProgressBar(0.0);
u.addProgressListener(new ProgresslListener() {
public void progressChanged(ProgressEvent e) {
double pct = e.getBytesTransferred() * 100.0 / e.getBytes();
eraseProgressBar();
printProgressBar(pct);

// block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(u);

// print the final state of the transfer.
TransferState xfer_state = u.getState();
System.out.println(": " + xfer_state);

} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();

B2 GitHub LM ZE R4,

RELF R R R E

MultipleFileUpload £ @3 A H getSubTransfers FERREAXEFEHNER, BFRE

Upload ¥ REVFAE AT Collection , H# BIHRHEN FRERANEZRRSHEE.

F Ao

import com.
import com.
import com.
import com.

amazonaws
amazonaws
amazonaws
amazonaws

.AmazonClientException;
.AmazonServiceException;
.event.ProgressEvent;
.event.ProgresslListener;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Collection.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Upload.html
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import com.amazonaws.services.s3.transfer.*;
import com.amazonaws.services.s3.transfer.Transfer.TransferState;

import java.io.File;
import java.util.Arraylist;
import java.util.Collection;

(8T

Collection<? extends Upload> sub_xfers = new ArraylList<Upload>();
sub_xfers = multi_upload.getSubTransfers();

do {
System.out.println("\nSubtransfer progress:\n");
for (Upload u : sub_xfers) {
System.out.println(" " + u.getDescription());
if (u.isDone()) {
TransferState xfer_state = u.getState();
System.out.println(" " + xfer_state);
} else {
TransferProgress progress = u.getProgress();
double pct = progress.getPercentTransferred();
printProgressBar(pct);
System.out.println();

// wait a bit before the next update.
try {
Thread.sleep(200);
} catch (InterruptedException e) {
return;
}
} while (multi_upload.isDone() == false);
// print the final state of the transfer.
TransferState xfer_state = multi_upload.getState();
System.out.println("\nMultipleFileUpload " + xfer_state);

&5 GitHub k=& R,
EZER

« {Amazon Simple Storage Service FAF1ER) FHIX REE
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingMetadata.html
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£ Amazon S3 HELE N Mk

SET LABLE Amazon S3 iR , EEEAEMIERLENITH, BERTIERE  BFEEREEMILE
o

(® Note

XERBREBESRT MEHAEAT Java B Amazon SDK FHAZR , A BB FEAHRER T
K Amazon FEiE # X i3 P # 5 B ELE BRIA Amazon &FiiE,

REFERBIMIEEE

Ei%i& Amazon S3 MUEE , BFEAEZRERENEEN , URETERMNLEEN
BucketWebsiteConfiguration 35 , 3k AmazonS3 #Y setWebsiteConfiguration Fi%o

RERSINHERLFEN ; IEHMSHBMRALEN.

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.BucketWebsiteConfiguration;

(8T

String bucket_name, String index_doc, String error_doc) {
BucketWebsiteConfiguration website_config = null;

if (index_doc == null) {

website_config = new BucketWebsiteConfiguration();
} else if (error_doc == null) {

website_config
} else {

website_config

new BucketWebsiteConfiguration(index_doc);

new BucketWebsiteConfiguration(index_doc, error_doc);

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/BucketWebsiteConfiguration.html

EAT Java B Amazon SDK 1.x

A Ax FRARIERE

try {

s3.setBucketWebsiteConfiguration(bucket_name, website_config);
} catch (AmazonServiceException e) {
System.out.format(
"Failed to set website configuration for bucket 'S%s'!\n",
bucket_name);
System.err.println(e.getErrorMessage());
System.exit(1l);

(® Note

RENGEETSESRENFEEENIHENR, EFEEHNXHEE Web ETR | BEZTERE
— N EHERE , AN E#EEP XN AHIEEGRNER, BXEZER , FSREAEER
BEEY Amazon S3 #&H 5 E,

EZ GitHub ERYTE TR,
KRR EE

EIRE Amazon S3 MMM ULELE , BTEAZERZHE ENEHEMHKEA AmazonS3 HY
getWebsiteConfiguration 753%,

LA BucketWebsiteConfiguration RN NIREHE, MRZFEMIEMGLEE , NIRE

nUllo

F Ao

import
import
import
import
import

(e

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

try {

AmazonServiceException;

regions.Regions;

services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
services.s3.model.BucketWebsiteConfiguration;

BucketWebsiteConfiguration config =
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetWebsiteConfiguration.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/BucketWebsiteConfiguration.html
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s3.getBucketWebsiteConfiguration(bucket_name);
if (config == null) {
System.out.println("No website configuration found!");
} else {
System.out.format("Index document: %s\n",
config.getIndexDocumentSuffix());
System.out.format("Error document: %s\n",
config.getErrorDocument());
}

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.out.println("Failed to get website configuration!");
System.exit(1);

EZH GitHub LY EE R,
) Bk T R Y P i B 1

ZEMIER Amazon S3 IR ILELE | &6 A ZEMNFMIBRE BN B FHKIFA AmazonS3 #Y
deleteWebsiteConfiguration 5%,

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

(8L

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {
s3.deleteBucketWebsiteConfiguration(bucket_name);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.out.println("Failed to delete website configuration!");
System.exit(1);

B2 GitHub L ZE R4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetWebsiteConfiguration.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteWebsiteConfiguration.java
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EZER

« {Amazon S3 API Reference) ##J PUT Bucket website
{Amazon S3 API Reference) HHY GET Bucket website
« {Amazon S3 API Reference) #F#J DELETE Bucket website

£ Amazon S3 i in&R

£/ Amazon S3 & E i I FEIE R E AT AR T HF#%E Amazon S3 AV ERE B IRH —EHH
RPN —F75E, LD PR REIE RN SR N AREF I ZNEE Amazon S3 & E i,

MRIEBLRBAENE |, ES5H (Amazon KMS FEARIERE) RHMBZREMEANR |, KB T BINZEARERN
nE#&E*x, ET#HEXE Amazon SDK BIINZELZIFEE |, 158 Amazon Web Services —fi§&2&
Y Amazon S3 B F w2/ Amazon SDK X%,

(® Note

XERBRABESRT HEHAEAT Java B Amazon SDK AR , ABE2FEAHIEEATFF
KB Amazon FEiE F X i3 P Y 5 B ELEBRIA Amazon FiiE,

MBEFEHANE 1.11.836 HEEREHEAT Java B9 Amazon SDK , 2 Amazon S3 MNEZE
IR, THREXSNARFIRIESHREANER., REALETE , H3H GitHub LWL &R
i,

MBESRFEANE 1.11.837 KESMAMNEA T Java B Amazon SDK , E3I% TE S HA REIE B
£/ Amazon S3 B i N2,

FJ

+ Amazon S3 B R MZRE & & F ik 24

« Amazon S3 EF iw A B S Amazon KMS £ & 4R

Amazon S3 BEFRINZH & FF ik E 2%4A

LA RBIER AmazonS3EncryptionClientV2Builder 3613 15 F % P i 1% # Amazon S3 /%, B
RAiE , #ERAKEF ik E44£E Amazon S3 WA AN REFINE, BEALEFiwM Amazon S3 3RER
BRI REDFF B B AR 2R
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https://docs.amazonaws.cn/AmazonS3/latest/API/RESTBucketPUTwebsite.html
https://docs.amazonaws.cn/AmazonS3/latest/API/RESTBucketGETwebsite.html
https://docs.amazonaws.cn/AmazonS3/latest/API/RESTBucketDELETEwebsite.html
https://docs.amazonaws.cn/kms/latest/developerguide/crypto-intro.html
https://docs.amazonaws.cn/general/latest/gr/aws_sdk_cryptography.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/S3Encrypt.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/S3Encrypt.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/AmazonS3EncryptionClientV2Builder.html
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@ Note
LT RAERINMBE SR Amazon S3 B mNBZMEFEENEFmEFH, BT HM
Bl & 5 N2 F Amazon KMS FEEZ4H |, 558 Amazon S3 B im il Z Bl S Amazon &
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import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

K 5 M RIE %R
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/Ch

AIUMNFIINBZER P ITIER 2R EHRRIERZL 5 HRIE,
UTE2EBA T RS RASHERE, ETHSHEXNEABREE , 2 CryptoMode E Xo

ClientConfiguration;
regions.Regions;

services.
services.
services.
services.
services.
services.

s3.
s3.
s3.
s3.
s3.
s3.

AmazonS3EncryptionClientV2Builder;
AmazonS3EncryptionV2;
model.CryptoConfigurationV2;
model.CryptoMode;
model.EncryptionMaterials;
model.StaticEncryptionMaterialsProvider;

MRFKRIEE CryptoMode , MEIAERX WL =K FHRIEMNE,

ESXBAEN |, BE withCryptoConfiguration HEFIEE
StrictAuthenticatedEncryption {E,

(® Note

EEATFRESDRIEMNE
o
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I8 AF B #THY Bouncy Castle jar XA R ARRFHRER
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/CryptoMode.html
https://www.bouncycastle.org/download/bouncy-castle-java/
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AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.StrictAuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new StaticEncryptionMaterialsProvider(new
EncryptionMaterials(secretKey)))
.build();

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY2, "This is the 2nd content to
encrypt");

Z FHRIEMEZEER

£/ AuthenticatedEncryption &R , EMEHRSNANHENBALDERE L, THEXTH
B, ZEZARIICHENROTEYE  MRRELXK , WS £RE, BXL5HRIEMBER THE
RENEZSFMER , ESHIEEXE Amazon S3 Client-Side Authenticated Encryption.

(@ Note

EFAZEFRELSHRIENE , BATUFE&EFH Bouncy Castle jar XA M AREFHIKEE
H,

EZHIER |, B AuthenticatedEncryption AEAEE withCryptoConfiguration .

(R

AmazonS3EncryptionV2 s3EncryptionClientV2 =
AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.DEFAULT_REGION)
.withClientConfiguration(new ClientConfiguration())
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode(CryptoMode.AuthenticatedEncryption))
.withEncryptionMaterialsProvider(new StaticEncryptionMaterialsProvider(new
EncryptionMaterials(secretKey)))
Lbuild();

s3EncryptionClientV2.putObject(bucket_name, ENCRYPTED_KEY1l, "This is the 1st content to
encrypt");
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https://www.amazonaws.cn/blogs/developer/amazon-s3-client-side-authenticated-encryption
https://www.bouncycastle.org/download/bouncy-castle-java/
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Amazon S3 EF iR NZ LS Amazon KMS 1£E& 4R

LR R BIER AmazonS3EncryptionClientV2Builder 2812 /8 A &E FiwNZ /) Amazon S3 & ik, B
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EAEFis L& Amazon S3 BVEAIX REFNE, FEA LT wM Amazon S3 3REX

@ Note
AT ROIERAAE Amazon S3 BN Amazon IEEZABRESEH. BT ENAEF
RELFACHRABESER , F23H Amazon S3 B BINBZEASE S iHER4,
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import
import
import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
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AUMRMBERX P RITIER  EFRFORIEHE S ORI,

N
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ClientConfiguration;
regions.Regions;

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

kms
kms
kms
kms
s3.
s3.
s3.
s3.
s3.
s3.

. AWSKMS;

.AWSKMSClientBuilder;
.model.GenerateDataKeyRequest;
.model.GenerateDataKeyResult;
AmazonS3EncryptionClientV2Builder;
AmazonS3EncryptionV2;
model.CryptoConfigurationV2;
model.CryptoMode;
model.EncryptionMaterials;

model .KMSEncryptionMaterialsProvider;

MR RIEE CryptoMode , MEIAERXN N ALK FHRIEIMNE,

EEXSAHESR |, BE withCryptoConfiguration FERFIEE
StrictAuthenticatedEncryption {&,
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/AmazonS3EncryptionClientV2Builder.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/CryptoMode.html
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® Note

EFAEZEFRLSHRIEME , BATUF&EFHH Bouncy Castle jar XA M AREFHI KRR
.,

(8T

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.StrictAuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY3, "This is the 3rd content to encrypt
with a key created in the {consolel}");
System.out.println(s3Encryption.getObjectAsString(bucket_name, ENCRYPTED_KEY3));

Xt putObject MEEFixEA Amazon S3 HEM EEITR,

(R

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY3, "This is the 3rd content to encrypt
with a key created in the {console}");

BRLMERR - M EFRERZNR. HREIEMA getObjectAsString FIEMUK RIFHENF R &,

(8T

System.out.println(s3Encryption.getObjectAsString(bucket_name, ENCRYPTED_KEY3));

Z F R MZEER

£/ AuthenticatedEncryption XY , EMEHESNAXHNBHAOEE L, THEXTH
B, ZEZLRICHENROTEYE  MRREXY , W5 ARE. BXRELFHRIEMBERXTHE
FENEZFMER , BSHIEEXE Amazon S3 Client-Side Authenticated Encryptiono
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https://www.bouncycastle.org/download/bouncy-castle-java/
https://www.amazonaws.cn/blogs/developer/amazon-s3-client-side-authenticated-encryption

EAT Java B Amazon SDK 1.x A 1x FFRARIERE

® Note

EFAEZEFRLSHRIEME , BATUF&EFHH Bouncy Castle jar XA M AREFHI KRR
.,

EZAE | 5% AuthenticatedEncryption FAH$EE withCryptoConfiguration {Eo

(8T

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.AuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

fiti® Amazon KMS &/ i

FRIEFATEIEE T Amazon KMS & , BNBRRIAER T , Amazon S3 IIZEZFFiwmat|E—NMZEF
o

ERXMNEHAEH Amazon KMS EFIHIRE X |, i§i&E awsKmsRegion,

(R

Region kmsRegion = Region.getRegion(Regions.AP_NORTHEAST_1);

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withAwsKmsRegion(kmsRegion))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

HE , LALERA B S/ Amazon KMS & iRk HBL AR F if,
(8

AWSKMS kmsClient = AWSKMSClientBuilder.standard()
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https://www.bouncycastle.org/download/bouncy-castle-java/
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.withRegion(Regions.US_WEST_2);
.build();

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withKmsClient(kmsClient)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.AuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();
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HE o IRMEAEA T Java B Amazon SDK X Amazon SQS # TR =6,

(® Note

XERFRBERREHFEMBNAE, TEHNROKBE GitHub LR, EAUERE
TEEMNRXXMY , AU EES G R A SR EME =M , ARHEAEITXLERHE

£}

 fH Amazon SQS & EBAFI

KA, BRFIMER Amazon SQS JEE
« 7 Amazon SQS B EBFIEAEKEN
#£ Amazon SQS Hig & Al AL 14 A
f£ Amazon SQS H f# F SEERA S

£/ Amazon SQS E ERA 5

HEBAF ZA T Amazon SQS RAI S R IXHEMNZBAE., AFMERMRAG : FRHE MEH X
i (FIFO)o ETHAXRIIURXELB AN ERNEZEFEE , iHZH (Amazon SQS Developer
GUide>> o

AREBNEWAEAEAT Java B Amazon SDK ka2, FIH. MIERFZIREL Amazon SQS RAFIH
URL,
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https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/sqs/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/
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BIZERA S

EE A AmazonSQS B ikl createQueue 3% |, FHIRME—MNERA IS HW
CreateQueueRequest X} %K.

F Ao

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.CreateQueueRequest;

(R

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

CreateQueueRequest create_request = new CreateQueueRequest(QUEUE_NAME)
.addAttributesEntry("DelaySeconds", "60")
.addAttributesEntry("MessageRetentionPeriod", "86400");

try {
sqs.createQueue(create_request);
} catch (AmazonSQSException e) {
if (le.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

BRI LAEA createQueue WEMLIER |, X RFEERASE FRED O] B AR /ERA T,
sqs.createQueue("MyQueue" + new Date().getTime());

%55 GitHub FM =% R4l

51| HH BA 5

E3 H &K B Amazon SQS BA%I , ATIAA AmazonSQS &FFiml 1listQueues FiEo

F Ao

import com.amazonaws.services.sqs.AmazonSQS;
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/CreateQueueRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
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import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.ListQueuesResult;

(R T

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

ListQueuesResult 1lq_result = sqgs.listQueues();

System.out.println("Your SQS Queue URLs:");

for (String url : lqg_result.getQueueUrls()) {
System.out.println(url);

f£H listQueues B (FHEMSH) FREFFAERS, &0 LURS @HAE -

ListQueuesRequest M HREKFFEIREIMNLE R,

F Ao

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.ListQueuesRequest;

(e

AmazonSQS sqgs = AmazonSQSClientBuilder.defaultClient();

String name_prefix = "Queue";

1g_result = sqgs.listQueues(new ListQueuesRequest(name_prefix));

System.out.println("Queue URLs with prefix: " + name_prefix);

for (String url : lqg_result.getQueueUrls()) {
System.out.println(url);

BSH GitHub EREE R,
FRENBA 58y URL
WA AmazonSQS EFimH getQueuelrl 5%,

F Ao

import com.amazonaws.services.sqs.AmazonSQS;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
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import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

(8L

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
String queue_url = sqgs.getQueueUrl(QUEUE_NAME).getQueueUrl();

EZ A GitHub LR TE RG],
F BRERA 5
@ AmazonSQS & iy deleteQueue FHiERMM S URL,

F Ao

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

(R

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
sgs.deleteQueue(queue_url);

%25 GitHub 82 E R A,

EZER

«  {Amazon SQS Developer Guide) ## How Amazon SQS Queues Work
«  {Amazon SQS API Reference) ##J CreateQueue

«  {Amazon SQS API Reference) H# GetQueueUrl

«  {Amazon SQS API Reference) ## ListQueues

«  {Amazon SQS API Reference) H#J DeleteQueues
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-how-it-works.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_GetQueueUrl.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_DeleteQueues.html
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KIEHEB

B AA AmazonSQS EFimkY sendMessage 153 , FEANEHERME Amazon SQS A, 12
BEBAS URL, JHEEXMAIEIERE ( AW NE ) B SendMessageRequest X KR,

F Ao

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.SendMessageRequest;

(R

SendMessageRequest send_msg_request = new SendMessageRequest()
.withQueueUrl(queueUrl)
.withMessageBody("hello world")
.withDelaySeconds(5);
sgs.sendMessage(send_msg_request);

#HZ# GitHub LRI TE R B,
—RAMRESFEE

BARE—MERPREZSFER . EREZSFEL , AIEA AmazonSQS & iwHy
sendMessageBatch A% , kA ERA SendMessageBatchRequest , & & &A% URL M E k1%
HEBFIR ( EHEN R —4 SendMessageBatchRequestEntry ) » &t A ANELHEEBRE—D
AL HER B,

F Ao

import com.amazonaws.services.sqs.model.SendMessageBatchRequest;
import com.amazonaws.services.sqs.model.SendMessageBatchRequestEntry;

(R

SendMessageBatchRequest send_batch_request = new SendMessageBatchRequest()
.withQueueUrl(queueUrl)
.withEntries(
new SendMessageBatchRequestEntry(
"msg_1", "Hello from message 1"),
new SendMessageBatchRequestEntry(
"msg_2", "Hello from message 2")
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageBatchRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageBatchRequestEntry.html
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.withDelaySeconds(10));
sgs.sendMessageBatch(send_batch_request);

BEZH GitHub LR EERAI,

BEYCHR

AEE A AmazonSQS FF iR receiveMessage HiEH N EMAETIH URL , RERYEI{LTF

BASIR NV ERDE S . JHEFEN —R 5| Message WHRIRE,

F Ao

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.SendMessageBatchRequest;

(R

List<Message> messages = sqs.receiveMessage(queueUrl).getMessages();

W2 = M BROE B

EBEEEHLEERNRE , EDESNEBIRMBEAS URL KIEE AmazonSQS & Fim#Y

deleteMessage J5 &R MBA S Al BRIE 2.0
ARz

for (Message m : messages) {
sqs.deleteMessage(queueUrl, m.getReceiptHandle());
}

%25 GitHub L& R A,
BZER

«  {Amazon SQS Developer Guide) ## How Amazon SQS Queues Work
« {Amazon SQS API Reference) H#J SendMessage

- {Amazon SQS API Reference) H#) SendMessageBatch

« {Amazon SQS API Reference) H#J ReceiveMessage

- {Amazon SQS API Reference) ## DeleteMessage
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/Message.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-how-it-works.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
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A Amazon SQS JHER\ % B Ak 18

BINMBR T , Amazon SQS ERAERMW , L REARS RN —NFE (ETNNENSH ) , LU
ERBEIMEEANSTEEMEMNF,

KRABEBTRIEFSEA Amazon SQS WA , EAIEZE XKIXE| Amazon SQS BAFI#Y
ReceiveMessage & REt , WA F&E E S AR B M & B A ZE e R K |, & AT SHBRRAY 2208 R7

® Note
BATLARE 1 B 20 BB KR EHR,

IR IR B K5 1A

E7E 82 Amazon SQS RAFIRT S A , Bi&E CreateQueueRequest Xt RHY
ReceiveMessageWaitTimeSeconds B , AEHIEA AmazonSQS kY createQueue Hi%o

F Ao

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.CreateQueueRequest;

(8T

final AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Enable long polling when creating a queue

CreateQueueRequest create_request = new CreateQueueRequest()
.withQueueName(queue_name)
.addAttributesEntry("ReceiveMessageWaitTimeSeconds", "20");

try {
sgs.createQueue(create_request);
} catch (AmazonSQSException e) {
if (le.getErrorCode().equals("QueueAlreadyExists")) {
throw e;
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/CreateQueueRequest.html
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BEZH GitHub LR SEERHI,

EIMABRG LEAKREH

BRT ERIEBAFIR B ARz , BB A LUBIE £ SetQueueAttributesRequest LiZE
ReceiveMessageWaitTimeSeconds , AREHIAA AmazonSQS ZH setQueueAttributes &
%, EMERRY EERAKRIA,

F Ao

import com.amazonaws.services.sqs.model.SetQueueAttributesRequest;
(RE

SetQueueAttributesRequest set_attrs_request = new SetQueueAttributesRequest()
.withQueueUrl(queue_url)
.addAttributesEntry("ReceiveMessageWaitTimeSeconds", "20");

sgs.setQueueAttributes(set_attrs_request);

%55 GitHub LM = R4,

EEVCEENERAKRH

BRI EZBCEER S AKRE , FERESRIEMLE AmazonSQS XK receiveMessage HiEH
ReceiveMessageRequest iR BEFFHTE ( AW REN ),

@ Note

ENFR Amazon B IR ERER BT E XK FHRAKRIAE (20 % ) , ABREH
receiveMessage B REFSF T —RIOSBHHNT2ERT !

F Ao

import com.amazonaws.services.sqs.model.ReceiveMessageRequest;
(¥E

ReceiveMessageRequest receive_request = new ReceiveMessageRequest()

71 Amazon SQS JHERAFIE AKRE 203


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SetQueueAttributesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ReceiveMessageRequest.html
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.withQueueUrl(queue_url)
.withWaitTimeSeconds(20);
sqs.receiveMessage(receive_request);

EHZ 1 GitHub LI TERHA,
EZER

«  {Amazon SQS Developer Guide) ## Amazon SQS Long Polling
- {Amazon SQS API Reference) ##J CreateQueue

«  {Amazon SQS API Reference) H#Y ReceiveMessage

«  {Amazon SQS API Reference) H# SetQueueAtiributes

£ Amazon SQS R & n] W4 EE R

N THEREEEWY , 7 Amazon SQS HIREIKEELRBENMSIF |, EBIHEMER, EEENTRLLE
BT EYE S, SEEBEARBIBRAE R AT AEREERPER |, LAHEBIBS L XE B3 TR MM Rz 7T
EEBEWHR.

(® Note

ERFR AR SIR , AT EERTTERIEFTSBEVCEERIR, MREERANRITERS] , FRR
BRI BREB AL E Z RN EIE — B EREIR.

NEAHBEREHS WS ER

LB EHER | A LABEE ChangeMessageVisibilityRequest A 5E BBV 2K @) W 1% 3% I
AmazonSQS %K changeMessageVisibility A iEREE o] WiEBAT,

F Ao

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

(ST

AmazonSQS sqgs = AmazonSQSClientBuilder.defaultClient();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-long-polling.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/standard-queues.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ChangeMessageVisibilityRequest.html
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// Get the receipt handle for the first message in the queue.
String receipt = sqgs.receiveMessage(queue_url)

.getMessages()

.get(0)

.getReceiptHandle();

sgs.changeMessageVisibility(queue_url, receipt, timeout);

E5 5 GitHub LM ZE R A,
— RN ZFHEBIREMNE R TR B

E-XMIRESZHEM T MR | F8I2 ChangeMessageVisibilityBatchRequestEntry X¥
KH5IEK , BIMNRETEH—H ID MERAWN, REFZIREELS Amazon SQS & FimEHN
changeMessageVisibilityBatch Fi%.

F Ao

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

import com.amazonaws.services.sqs.model.ChangeMessageVisibilityBatchRequestEntry;
import java.util.Arraylist;

import java.util.lList;

(8L

AmazonSQS sqgs = AmazonSQSClientBuilder.defaultClient();

List<ChangeMessageVisibilityBatchRequestEntry> entries =
new ArraylList<ChangeMessageVisibilityBatchRequestEntry>();

entries.add(new ChangeMessageVisibilityBatchRequestEntry(
"unique_id_msgl",
sqgs.receiveMessage(queue_url)
.getMessages()
.get(0)
.getReceiptHandle())
.withVisibilityTimeout(timeout));

entries.add(new ChangeMessageVisibilityBatchRequestEntry(
"unique_id_msg2",
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/VisibilityTimeout.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ChangeMessageVisibilityBatchRequestEntry.html
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sqs.receiveMessage(queue_url)
.getMessages()
.get(0)
.getReceiptHandle())
.withVisibilityTimeout(timeout + 200));

sqs.changeMessageVisibilityBatch(queue_url, entries);

EZH GitHub ERYTE TR,
EZER

«  {Amazon SQS Developer Guide) HH Visibility Timeout

«  {Amazon SQS API Reference) H# SetQueueAtiributes

«  {Amazon SQS API Reference) H# GetQueueAtiributes

- {Amazon SQS API Reference) H#J ReceiveMessage

«  {Amazon SQS API Reference) HH# ChangeMessageVisibility

« {Amazon SQS API Reference) H# ChangeMessageVisibilityBatch

£ Amazon SQS = & A LS RA S

Amazon SQS X #FFEIERAFI. FEISRATIREAD (IR ) BAFIRDRFEAEN AR AL E Y H
5, SR LAESEERN SR E HMRE X LE S U AEALERMNRER,

BRI ZEIEISRA S

FERIINBIESXNSENBNSIER , EELATRS :

« FEAERNFI AT EIRRASIE T RIBIBAFIK R (FIFO AT E)o

« FEAEBAFI AT SIRBA B 6 #EEHY Amazon Web Services Ik P 1 [X i3 61 2,
EXE |, BRI110/EFHNHEEN Amazon SQS A%l , B —ANEHIESEESEAS :

F Ao

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;

S EFREIBA
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/VisibilityTimeout.java
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-visibility-timeout.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibility.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibilityBatch.html
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(8T

final AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Create source queue
try {
sqgs.createQueue(src_queue_name);
} catch (AmazonSQSException e) {
if (le.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

}

// Create dead-letter queue
try {
sgs.createQueue(dl_queue_name);
} catch (AmazonSQSException e) {
if (!e.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

}

S H GitHub LMY EE R,
A IREABIE E SRR

EIEEET , BAFECR-—NEMB K , RASERIIEMPIRE LK. BN KL
JSON $E7E , FIEESEERAFIAY ARN , BAREMSEEIIRIZHE 28 , RFEBETAEE SR
RIRE

ERNRFHEEEHFIEN KR | 56 A SetQueueAttributesRequest 3 KR8 H AmazonSQS /Y
setQueueAttributes J53% , HEAZH JSON EF LXK N ZFTRIZE RedrivePolicy &

import com.amazonaws.services.sqs.model.GetQueueAttributesRequest;
import com.amazonaws.services.sqgs.model.GetQueueAttributesResult;
import com.amazonaws.services.sqs.model.SetQueueAttributesRequest;

(S
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/DeadLetterQueues.java
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SetQueueAttributesRequest.html
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String dl_queue_url = sqgs.getQueueUrl(dl_queue_name)
.getQueuelrl();

GetQueueAttributesResult queue_attrs = sqgs.getQueueAttributes(
new GetQueueAttributesRequest(dl_queue_url)
.withAttributeNames("QueueArn"));

String dl_queue_arn = queue_attrs.getAttributes().get("QueueArn");

// Set dead letter queue with redrive policy on source queue.

String src_queue_url = sqgs.getQueueUrl(src_queue_name)

.getQueuelrl();

SetQueueAttributesRequest request = new SetQueueAttributesRequest()
.withQueueUrl(src_queue_url)
.addAttributesEntry("RedrivePolicy",

"{\"maxReceiveCount\":\"5\", \"deadlLetterTargetArn\":\""

+ dl_queue_arn + "\"}");

sgs.setQueueAttributes(request);
&S H GitHub LW TE RG],

EZER

«  {Amazon SQS Developer Guide) FH Using Amazon SQS Dead Letter Queues
«  {Amazon SQS API Reference) Y SetQueueAttributes

Amazon SWF{ER 89 R~HI5EH T Java B Amazon SDK

Amazon SWF B —ITEREERS , AIRPFRARHWENT B2 AXTHER , RETHERTESR
BRED. FIERS Lambda EFHHATHINF L R,

B3 ER T Java B9 Amazon SDK 8 Amazon SWF EF#h 5 3% - A SWF client W R HEHAE
BT Java B9 Amazon Flow Framework. &M F Java 8 Amazon Flow Framework I #]2AE B EE
X, BREERT KEREHKBEME | Hl20 Aspect H Spring Framework, EXF AR B HE
ZIMB , BAMERAERT Java B9 Amazon Flow Framework R T & RERBHETE, BXEZES ,

%2 ® {Amazon Flow Framework for Java Developer Guide)

E D R M T B E A Amazon SWFEF w3k A EA T Java B Amazon SDK &i2H =4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/DeadLetterQueues.java
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-dead-letter-queues.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://www.amazonaws.cn/swf/
https://www.amazonaws.cn/lambda/
https://docs.amazonaws.cn/amazonswf/latest/awsflowguide/
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F&

« SWF EZRANR

- HZEFEE Amazon SWF R AR
+ Lambda %

o EYMXAEHN IR IIELE
- Sl

SWF EZA AR

XL 23@53 Amazon SWF EAER T Java B9 Amazon SDKH—iiER, XBEREECIEATSE,
EXETENNAMEIE , BSHWEMSE Amazon SWF N AREF.

R HIT

EHK Amazon SWF M ARFFHEEERT Java B Amazon SDKF# B9 LA T AKHIN :

* aws-java-sdk-1.12.* jar

+ commons-logging-1.2.*.jar

* httpclient-4.3.* jar
 httpcore-4.3.%.jar

* jackson-annotations-2.12.*.jar
 jackson-core-2.12.*.jar

* jackson-databind-2.12.*.jar

* joda-time-2.8.*.jar

® Note

SERXEREFIHNRAS/HEEHEHN SDK RAMS |, 1B SDK MHHNRAEET FAMEN
i, FARERERIXLERA,

EA T Java B9 Amazon Flow Framework IR FEEHMIREN HMaBM, SxEAEENES

§8 , H2 @ {Amazon Flow Framework for Java Developer Guide) ,
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FA

BE  EULURUTSARTREBITLR

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

A, FOHCERN S ABENZE, BUERALKE
com.amazonaws.services.simpleworkflow.model T/ EXAIgEETENZE

import com.amazonaws.services.simpleworkflow.model.PollForActivityTaskRequest;

import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskCompletedRequest;
import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskFailedRequest;
import com.amazonaws.services.simpleworkflow.model.TaskList;

MREFEHAERT Java B Amazon Flow Framework , TIREM
com.amazonaws.services.simpleworkflow.flow TEXS AZ, Hla0 :

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;
import com.amazonaws.services.simpleworkflow.flow.ActivityWorker;

(® Note

BRTEAT Java B Amazon SDK HEARE RS , &M F Java B Amazon Flow Framework
REFAER, BXEZEE , 2 (Amazon Flow Framework for Java Developer
Guide) o

£/ SWF &R

#&3i@2 Amazon SWFAmazonSimpleWorkflowClient 2 AmazonSimpleWorkflowAsyncClient 25 #
TEARE, —ZZEMEEEZERE , \*AsyncClient F£IRE Future WRUBFITHE (RF) FiE.

AmazonSimpleWorkflowClient swf = AmazonSimpleWorkflowClientBuilder.defaultClient();

FZE ¥ Amazon SWF RHREF

L E BRI A E A E A T Java B Amazon SDK 48 E Amazon SWF RMARF , AELIEBFNET
—‘EEEW%O
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https://docs.amazonaws.cn/amazonswf/latest/awsflowguide/
https://docs.amazonaws.cn/amazonswf/latest/awsflowguide/
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowClient.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowAsyncClient.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/Future.html
https://www.amazonaws.cn/swf/
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X T Rl

AT B R R —ANES N TR | #2 8T Amazon Cloud ZiE K THEREEE ( 7 HelloWorld
MESH  XRMZRERRHEMANEF ) FEBNHITEDEIRE.

BARELEERRXIEEME , I Amazon SWF RARFHZSNMIE T/ENBHEAR :

o =M, BETERMITHRENZERR.

« —ANHSANTERRE , BNRIBALS | XEAHE L TERBEDI N F TEREBNITHEEIR
FFo

« —AMNIERIELRE  WHHRKERF , RORKRESHEBRPITFRIESHFITER.

« —ANHBNED , BNVEIRTFIERPH —DPIEE T,

« —ANETHLRE  RWEFESHERNFIEITES %

o —APISMESIIR , X=2H Amazon SWF 43S, AT R A FRE THERNES THELE.
EFIEREATIERTELENESHARRES . ATEDTHELENESHAEDES.

« —NIERBIERF , ATIFHRIERNNT,

/A , Amazon SWF HiEX LA AR IRE |, tHHM Amazon Cloud B1E% , TE A2 EEEBIE
WAEBEMRUESEH , ARIEZRIERNITH LIS,

FRFM

FFRIFIR

tHRPEANTTFRIFRSE

« -SER T Java 89 Amazon SDK .

« Apache Maven (3.3.1).

« JDK1.7 HESRAE, RNEEMEA JDK 1.8.0 FRMN A,
- —MNEAM Java XA gRER (BEEE).

(® Note
MBBERANHERSETE Maven , WA AERERA T EARENHERNSRAETE , HEX
NI EH A RENBES. EAT Java B9 Amazon SDKATHIEHE T ERERFREF
BREMERA WESELR,
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https://www.amazonaws.cn/sdk-for-java/
http://maven.apache.org/
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kL BEEEES T/, LA HI P E o] LAEH X3 Amazon SWF B94E= Amazon
SDK 3k,

FEXSENATGBINSIEEEA T Java B9 Amazon SDK # |, At EETHEMAE,
Amazon 7 [d]

ERNTRAHIE , BAMERIGF Amazon FEIF , MAIERERYEAR R E 2 Pk,

XL BAIRIR T AR A R E HIH R B A H S credentials XHARBIEATEIE, &850 A IE AT
UL E Amazon |IAM Identity Center B 1 [B] Amazon SWF #Y IAM B &KX ER, XM imet ik
&, M credentials XHFELUFUTHS.

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoJb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

XL EIES default BlE X HHEXER,

2/& SWF I H

1. £/ Maven B3I E :

mvn archetype:generate -DartifactId=helloswf \
-DgroupId=aws.example.helloswf -DinteractiveMode=false

X2 BB HRE maven 1B LRV ETIE

helloswf
### pom.xml
### src
### main
#  ### java
# ### aws
# ### example
# ### helloswf
# ### App.java
### test
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HHE#H ...

B A BBEERBIER test BERREPITENAMEAS , BRINTaNHEHATUHHE, B1E 7 LU ER
App.java , RARIEERAHERBRE,

2. BT H K pom.xml X4 , B NF aws-java-sdk-simpleworkflow 183 i kB IR N E
<dependencies> RHRFMIZEIR,

<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-simpleworkflow</artifactId>
<version>1.11.1000</version>
</dependency>
</dependencies>

3. #{R Maven £/ JDK 1.7+ XIHFHELNIE ., FUATHBIRMEIEIE (£ <dependencies>
W2 RN 2E) B pom. xml A :

<build>
<plugins>
<plugin>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.6.1</version>
<configuration>
<source>1.8</source>
<target>1.8</target>
</configuration>
</plugin>
</plugins>
</build>

4mES T E
BB @O MY NARERF , BITHENES -

* HelloTypes.java -- @ B, FHMNITEREELKE K SHMAGRE, ©EOEXERRE
SWF H#95EA .

« ActivityWorker.java -- @&7&31 THELRE , NRAEDIESHEMNFIEITE.

- WorkflowWorker.java -- @& TERITELRE ( RERF ) , FRAREESHITRIFIED.
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A Ax FRARIERE

- WorkflowStarter.java -- @& TERBHER , SFEHFH IERRIT

RNMTERESHIELEFER,

FIRRXHNERD R

BRENATRE
MERNZBREN :

1. EM B MW src/main/java/aws/example/helloswf/ B FH I X4,
2. "th package FHAEIENXHNTA LA TEREGEE

package aws.example.helloswf;

Java RNAIBXHEBLNMHRER. HTHEERE ,

ﬁﬂo ﬁQQMEﬁEiﬁﬁFH:

5 3 SWF FT a4 BR

BRAE RN N3 SCAF 2

3. A AmazonSimpleWorkflowClient ZHl com.amazonaws.services.simpleworkflow.model

wRZEEPFHZAN

import com.
import com.
import com.
import com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

EME., TEREMENFER

BAVFMNBIZFTH TTIITE HelloTypes. java Fih. X FIEELZHIE ,

KA import B, AT RLRME , BATEA -

regions.Regions;
services.simpleworkflow.AmazonSimpleWorkflow;

services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
services.simpleworkflow.model. *;

B THERPHNTRE

o FEXLEHE |, SIIENEHAREAR THERRE  SENESIIREMR.

1. IF AR mEIRHCIENH HelloTypes. java
KHEHERMGEE , UMOEMOEDIFNITHE

2. 7589 HelloTypes 3

public
public
public
public
public
public

static
static
static
static
static
static

final
final
final
final
final
final

XEERFERBFER,

String
String
String
String
String
String

DOMAIN = "HelloDomain";
TASKLIST
WORKFLOW
WORKFLOW_VERSION = "1.0";

ACTIVITY = "HelloActivity";

ACTIVITY_VERSION = "1.0";

RE

"HelloTasklist";
"HelloWorkflow";

, ANEFEFAAREEAS RS A
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowClient.html
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3. EERFBEFH 2 , B AmazonSimpleWorkflowClient EBISEHI, X2 HAmazon SWFE EAF
Java 9 Amazon SDK A ERRHEMEREEQD,

private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

FIENARB S BRBRIRIENFZILES default BEXHEXEK, MREEAHEMEEXH  FROTH
NIERLEMNNRE , RER profile_name B 7 KERELE X441 B o

private static final AmazonSimpleWorkflow swf =
AmazonSimpleWorkflowClientBuilder
.standard()
.withCredentials(new ProfileCredentialsProvider("profile_name"))
.withRegion(Regions.DEFAULT_REGION)
Lbuild();

4. I BUEM B SWF 5, 5 BZ X SWF BN TERRENEERSF. SWFAHR
EAUTE- NP RERLERE,

try {
System.out.println("** Registering the domain '" + DOMAIN + "'.");

swf.registerDomain(new RegisterDomainRequest()
.withName (DOMAIN)
.withWorkflowExecutionRetentionPeriodInDays("1"));
} catch (DomainAlreadyExistsException e) {
System.out.println("** Domain already exists!");

}

EEMER , EFERMEEBR (FE .. /. |. BHEFIXERFZHFE a1 £ 256 NFR4A
&) URREBH , XBRET 'TIIE/AL#L?TJ'DEZF Amazon SWF R & TERKITH LIEFREBEN X,
EENIERPITREBHN 90 X, EXEZER , S RegisterDomainRequest,

MREFZZMWIEBLEEE , WFF5| KX DomainAlreadyExistsException, B ARMNHATKIREAEE
ZBE T, R ATARELERE,
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowClient.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/RegisterDomainRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DomainAlreadyExistsException.html
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® Note

WRBBERT EHZEAT Java B9 Amazon SDKER—MNERER |, AENEIER
simpleworkflow.model & ZE B RHYEIRM | Zap & =R A TEEEN owith* 53&
KB FIE T,

5. AIMEBLUEMF R RE, JE KRRTHERPHI—NITHEET,

try {
System.out.println("** Registering the activity type '" + ACTIVITY +
"-" + ACTIVITY_VERSION + "'.");
swf.registerActivityType(new RegisterActivityTypeRequest()
.withDomain(DOMAIN)
.withName(ACTIVITY)

.withVersion(ACTIVITY_VERSION)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskScheduleToStartTimeout("30")
.withDefaultTaskStartToCloseTimeout("600")
.withDefaultTaskScheduleToCloseTimeout("630")
.withDefaultTaskHeartbeatTimeout("10"));

} catch (TypeAlreadyExistsException e) {

System.out.println("** Activity type already exists!");
}

SENRBHEMRIRARFIR , EMEFMEMENES A TEE SEREMEN XS FF. /i.?zsbﬂ_@
EZMALESE , FlIIATFM SWF BZRESHNHREHNRIAES XK , SUREFTARIEDEN
WATFR AR KENRFIN A EER, EXEZEER , B3 RegisterActivityTypeRequest,

(® Note

FIERNENY FEVEE. AXBRUAZETERRITHTELRSA , HSH Amazon
SWF Timeout Types,

MREZEREMAERBEEE , PRSI % TypeAlreadyExistsException, W INEEREUEMF TR
KB, THERE SHAIRRER , RRALERERITHELE,
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/RegisterActivityTypeRequest.html
https://docs.amazonaws.cn/amazonswf/latest/developerguide/swf-timeout-types.html
https://docs.amazonaws.cn/amazonswf/latest/developerguide/swf-timeout-types.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/TypeAlreadyExistsException.html

EAT Java B Amazon SDK 1.x A 1x FFRARIERE

try {
System.out.println("** Registering the workflow type '" + WORKFLOW +
"-" + WORKFLOW_VERSION + "'.");
swf.registerWorkflowType(new RegisterWorkflowTypeRequest()
.withDomain(DOMAIN)
.withName (WORKFLOW)

.withVersion(WORKFLOW_VERSION)
.withDefaultChildPolicy(ChildPolicy.TERMINATE)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskStartToCloseTimeout("30"));
} catch (TypeAlreadyExistsException e) {
System.out.println("** Workflow type already exists!");
}

+

EERBRL , THERKEHEH MRAE #RiR , B EFAERENEN, BXEZEER , B3
RegisterWorkflowTypeRequest,

+

MBEZFHEMHN THERERBFE , N5 % TypeAlreadyExistsException, &f& , BHEI KR MH
main FEBARETHT , XRERESEME, EHRBEMITERER

+

registerDomain();
registerWorkflowType();
registerActivityType();

P |, BANGEHETRARFREMIMME | REMSIHEDN TR TELREERB, STH
TH. TERNEDZE  SXEBEFSTLSR  SENTERE  BEEEAFAATI.

K& TELRE

B RIERPHEARTERET, THERREHEE. BETHNITRES) (RERIEMIRE) KWL
REES. BRENTHEREBEESZSMES , AUEDS, REFAEUAFRMERNEEET,

SEH THELRE BR—BRAE , RAH Amazon SWF £ RHESES KB TERRK, EWEENES
B, ERHE1TXY RV E Bh R AL 3/ K e BLR B B TR

BAVE KRR £ AES R 253 THELRE.
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1. I XA RERH EXH ActivityWorker. java , ANMEBFSFRAARFEEAT RS A

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

2. EXHHAR ActivityWorker 3£, FEHEHBUIRK R UREAKE Amazon SWF R ERY
SWF & i :

private static final AmazonSimpleWorkflow swf =
AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

3. M RAMEEN L

private static String sayHello(String input) throws Throwable {
return "Hello, " + input + "!";

TR MERRNERS | FEHASTRRIES , AR REELER, RRAWEHERIDWITELESSIX
BRE | BREFNECERESRITAELRTRIER S| XKEiR.

4. AIBATHBERDES I A EN main HiE. BINEEFN—LEREREAESHIRDHES
£5% -

System.out.println("Polling for an activity task from the tasklist '"
+ HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

ActivityTask task = swf.pollForActivityTask(
new PollForActivityTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(
new TaskList().withName(HelloTypes.TASKLIST)));

String task_token = task.getTaskToken();

SESBEN A A Amazon SWF & F MY pollForActivityTask FEM SWF Z2IWES |, EEER
ABY PollForActivityTaskRequest AR {8 F B I3 FE S 513K .
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/PollForActivityTaskRequest.html

ERTF Java #9 Amazon SDK 1.x WA 1.x FFRARIEE
—BWEES , BIGES RAESH getTaskToken FERKE R —IRIRE

5. TR , EA-EAERLEERZANES. FUTABRMNEEN main 773% , EREES ML
REASTHRABNES.

if (task_token != null) {
String result = null;
Throwable error = null;

try {
System.out.println("Executing the activity task with input '" +
task.getInput() + "'.");
result = sayHello(task.getInput());
} catch (Throwable th) {
error = th;

if (error == null) {
System.out.println("The activity task succeeded with result '"
+ result + "'.");
swf.respondActivityTaskCompleted(
new RespondActivityTaskCompletedRequest()
.withTaskToken(task_token)

.withResult(result));
} else {
System.out.println("The activity task failed with the error '"
+ error.getClass().getSimpleName() + "'.");

swf.respondActivityTaskFailed(
new RespondActivityTaskFailedRequest()
.withTaskToken(task_token)
.withReason(error.getClass().getSimpleName())
.withDetails(error.getMessage()));

MRESTHEAR null , WEMNTUIFRIEITESD S (sayHello) , REECEBREES RKIEN A
ABHE,

MRESKI ( REKFETEIR ) , W worker B EA SWF & Fik#Y
respondActivityTaskCompleted FEXRMRE SWF |, ZFEZERTEESTEIE S REUE
B RespondActivityTaskCompletedRequest 3t &R
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/RespondActivityTaskCompletedRequest.html
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F—FHE , WRESEK , BB A A RespondActivityTaskFailedRequest X1 REY
respondActivityTaskFailed AZE#H T , AEEZRESTEMNEXERNES.

(® Note

WMRLLE  WEHTREERA, BAXEH T AHRAEE , FIEMRXEBE S X HE
A TR TELERRE T WES THREAEBNBERAXES %

SSHe TYER TEL TR

LR ITERZBEBMTHN IERTELENRBRD, TERITELEEIERREEIMBNVRIAES
HIXRE | BifiEF Amazon SWF ZEHRKES

THERTELEREVESH , CaMHEPRBENRE (EENREITRIFESD) HREERRAE (540
i RIESD).

1. T XA mESRH BB WorkflowWorker. java , RNEFSIFRAHREEATES A
2. F—EEANS ARME S 4

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

import java.util.Arraylist;

import java.util.list;

import java.util.UUID;

3. 89 WorkflowWorker 3£ , SIZ M Fi5E SWF 5538 AmazonSimpleWorkflowClient 2 #3241,

private static final AmazonSimpleWorkflow swf =
AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

4. Fhl main Fik. ZFHERFEREH , #£H SWF EF M pollForDecisionTask FERIERFE
%, PollForDecisionTaskRequest 2 #ti£4H1E 2.,

PollForDecisionTaskRequest task_request =
new PollForDecisionTaskRequest()
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.withDomain(HelloTypes.DOMAIN)
.withTaskList(new TaskList().withName(HelloTypes.TASKLIST));

while (true) {
System.out.println(

"Polling for a decision task from the tasklist '" +
HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

DecisionTask task = swf.pollForDecisionTask(task_request);

String taskToken = task.getTaskToken();
if (taskToken != null) {
try {
executeDecisionTask(taskToken, task.getEvents());
} catch (Throwable th) {
th.printStackTrace();

EWEMES2E , BIVARAE getTaskToken 5% , XLRE A FRRESHERE. NRRE
HNEHEARE null , MFKRAIE executeDecisionTask FEAR#H—SAEYE |, MEABEES KIE
MES TR HistoryEvent I RHIFI R,

5. %0 executeDecisionTask & , SREMES T (String) M HistoryEvent %k,

List<Decision> decisions = new ArraylList<Decision>();
String workflow_input = null;

int scheduled_activities = 0;

int open_activities = 0;

boolean activity_completed = false;

String result = null;

RAVETTLUR B —LBIEK B RBIERAR , 4l -

- ATHREESLEBELERHNAENRIIEK,

- AT REHBE“WorkflowExecutionStarted”S 1248 TEFR 8 A 2 & &5

- BIRIAITH (EEET) FINITH , BTFEEBXRITRER1TR=EE Yel EEzTHHEERE
)18

- ATFHERESIETKNARE,
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- ATREERIERNFHS , LEEEN RNV ITERERED,

6. HETXR , AIN—LRBZE executeDecisionTask , EF HistoryEvent JFEIREMN B HE AL

BREES KA getEventType R,

System.out.println("Executing the decision task for the history events: [");
for (HistoryEvent event : events) {
System.out.println(" " + event);
switch(event.getEventType()) {
case "WorkflowExecutionStarted":
workflow_input =
event.getWorkflowExecutionStartedEventAttributes()
.getInput();
break;
case "ActivityTaskScheduled":
scheduled_activities++;
break;
case "ScheduleActivityTaskFailed":
scheduled_activities--;
break;
case "ActivityTaskStarted":
scheduled_activities--;
open_activities++;
break;
case "ActivityTaskCompleted":
open_activities--;
activity_completed = true;
result = event.getActivityTaskCompletedEventAttributes()
.getResult();
break;
case "ActivityTaskFailed":
open_activities--;
break;
case "ActivityTaskTimedOut":
open_activities--;
break;

}
System.out.println("]");

X FRMNW TR , RINEBNEBHZ
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 “WorkflowExecutionStarted"ZE# , XIERIERNITE B (BEEKSE ”El EITTERPH
F—ANED) , HEAXERTIREAA BHBITERP), EXMERT , XREMNEIRENER
o, A EEREEFFERUEITRIEDZEZTRER,

« “ActivityTaskCompleted"EHE T XIAEI TRE LA KIE, EARELEEEEAEINIRE
B, RABIMNMNE—NES , BIIERAZEENENTERENE R,

HttEHRBETHERFENAUER, BXZINEHRENER |, 525 HistoryEvent 338,

+3EE  switch BAPHNFERFHRE Java7 F5| A, MREFEANE Java WRERRZA , M AT BLE
F EventType 2£4F history_event.getType() IREIf String B AWEE , REATEE
B E AR RE String :

EventType et = EventType.fromValue(event.getEventType());

1. & switch iEAzfE , RNESNB , BREFEFFRIINES R YRR #EATIE B,

if (activity_completed) {
decisions.add(
new Decision()
.withDecisionType(DecisionType.CompleteWorkflowExecution)
.withCompleteWorkflowExecutionDecisionAttributes(
new CompleteWorkflowExecutionDecisionAttributes()
.withResult(result)));
} else {
if (open_activities == @ && scheduled_activities == @) {

ScheduleActivityTaskDecisionAttributes attrs =
new ScheduleActivityTaskDecisionAttributes()
.withActivityType(new ActivityType()
.withName(HelloTypes.ACTIVITY)
.withVersion(HelloTypes.ACTIVITY_VERSION))
.withActivityId(UUID.randomUUID().toString())
.withInput(workflow_input);

decisions.add(
new Decision()
.withDecisionType(DecisionType.ScheduleActivityTask)
.withScheduleActivityTaskDecisionAttributes(attrs));
} else {
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// an instance of HelloActivity is already scheduled or running. Do nothing,
another
// task will be scheduled once the activity completes, fails or times out

}

System.out.println("Exiting the decision task with the decisions " + decisions);

- WMREARITRES , BAIER ScheduleActivityTask REF T | XE
ScheduleActivityTaskDecisionAttributes & #H 12 % F Amazon SWF # TR R it RIBESIHE
B, t1/8# Amazon SWF R &% B5E 3 MR EIE.

- MBFEHETR , MBIV FERTERWENTER , HEA CompletedWorkflowExecution
AR AT , A CompIeteWorkrowExecutlonDecisionAttributeS ZHURHEAEXRETKITE
RWFEMAER. EXMERT , BRIHREVES NS

EEM—HERT , RESERFMEIES EMERF B Decision 5k,

2. IREEABESETIRER Decision WRIIRKERRKES. ERINFIBERN
executeDecisionTask A EEBIFRIMBEAD :

swf.respondDecisionTaskCompleted(
new RespondDecisionTaskCompletedRequest()
.withTaskToken(taskToken)
.withDecisions(decisions));

SWF &/ iy respondDecisionTaskCompleted A ERERIRES WS S UK
Decision X &R%I%K,

XETERBIHERF
RfE , BRIHEE-LERBA TR TERERT.

1. TR XARRESRH ORI WorkflowStarter. java , AINEFEEAHRBEEATES A,
2. ¥l WorkflowStarter 2k :

package aws.example.helloswf;

import com.amazonaws.regions.Regions;
import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;
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import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

public class WorkflowStarter {
private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
public static final String WORKFLOW_EXECUTION = "HelloWorldWorkflowExecution";

public static void main(String[] args) {
String workflow_input = "{SWF}";
if (args.length > @) {
workflow_input = args[0];

System.out.println("Starting the workflow execution '" + WORKFLOW_EXECUTION +

with input '" + workflow_input + "'.");

WorkflowType wf_type = new WorkflowType()
.withName(HelloTypes.WORKFLOW)
.withVersion(HelloTypes.WORKFLOW_VERSION);

Run run = swf.startWorkflowExecution(new StartWorkflowExecutionRequest()
.withDomain(HelloTypes.DOMAIN)
.withWorkflowType(wf_type)
.withWorkflowId(WORKFLOW_EXECUTION)
.withInput(workflow_input)
.withExecutionStartToCloseTimeout("90"));

System.out.println("Workflow execution started with the run id '" +
run.getRunId() + "'.");

WorkflowStarter RBE—/1HE main , ERESH ST LEBEW AESEIERN TER WAL
#E

SWF B i) 5% startWorkflowExecution , 3REX StartWorkflowExecutionRequest 3 RIEH
WA A, RTEEESTHEMIERER I, RITEHT -

- ETHEENITERKITER
o TERBMABE (RIMNWRAIRESTITLEMR)
- BEHE , WBREN , KRRBDNTERESITATRLGER YA,
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REME{TstartWorkflowExecutionF RIBM 71217 ID , X2 T Amazon SWF By T/ER
WATH i KPR EE TERRITHE,

+3¥Z : 1217 ID HH Amazon SWF £ 5 , TEF EEB s TERMITEME AN TERNITER.

$miE =B
EEH Maven wiIFRHIIE |, BHE helloswf BRHEA :

mvn package

K helloswf-1.0.jar 7€ target B EFH £,
=17 R
AOIBFEEAN IR AIIATEE | BRI IETT,
@ Note
MREFEAH R Linux, macOS = Unix X% , BAIUEENLIRE ORFeiL£BENE

7. MBZIZITHR Windows , N RZITH R NRAN G SITESH 23S MmE helloswf
H %,

BB Java XHRER

B Maven B2 RN EALE T MBIKIZT RO , BPHEERE Java ERE LEM Amazon SDK ERE
R, BA LA CLASSPATH IREZ 28BN Amazon SDK EM{ZE |, LA SDK aiF hE 4k
I third-party/lib B3 :

export CLASSPATH='target/helloswf-1.0.jar:/path/to/sdk/lib/*:/path/to/sdk/third-party/
lib/*'
java example.swf.hello.HelloTypes

HEMFEA java @TH -cp BRIMHESTEMNARFRREREKE.

java -cp target/helloswf-1.0.jar:/path/to/sdk/lib/*:/path/to/sdk/third-party/lib/* \
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example.swf.hello.HelloTypes

BERANERBERE, IREAEREARBMEEHE , BEZRESTRONER —FR
5|“NoClassDefFound” 8% , M| ATgE 2 R N EBRIZREF IEH,

EME. TERBENE)RE

EETIEEENITERERIERFZH , BEEIMBURTHERENEIRE, HITHIRENNRE
EEME, TERMESNFEBE P,

HEREZE , MREBBIEE CLASSPATH , M A UBIHITUA T HREITEMRS

echo 'Supply the name of one of the example classes as an argument.'

BaiEsi M TERTELRE

MERBSIM , BB EINITERITELE. SNHFEETHRAETES , EELLE , RtE
J"'lZ’EiZE RimE OHPETEeEN], j?,% WRIFEIE Linux, macOS = Unix EE1T bﬂ J”'J—IJ«MEFH &
BEARESENHPHNE—NEETHEREMFE,

echo 'If there are arguments to the class, put them in quotes after the class
name. '
exit 1

MREBEEMBEOPETXESGS , NIZABRE—1TEEN A ZER,
B3 TERNIT

HEEERBENEDINTERTELE , EUUE THERKT. EHERETEETIAEREEER
BURTS. BNEMAREOTPESTE BRIFEER & SEMR THELBRENHTERNHEEIT)

fi

(® Note

MREEREBCHAARE XFEXEEITHER , AREERES) , WFERFNI S
1T, N

echo "## Running $className..."
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— B ITERNT , BN ZTHEEXAMN TELEBUAR TERMITASRUNGH, TERRLR
BziE , EaiRERERE L,

It R BI Y SERER AT

& T LAE Github B aws-java-developer-guide 174 B F X1 58 it R B 09 SEROR A 1D 6

BREZER

« MREIERREDEHRTRRALLRENTELE , WElN2SBESEX. BETHENEAE M
KA TELRE | BSE L X A& M TER TELE,

o METHEX Amazon SWF WEZEER |, iBiHR Amazon SWF ERHEE (Amazon SWF
Developer Guide) o

« A LMERERT Java B Amazon Flow Framework , fEAERBUEHEH Java FREEFE S ZH
IEFR. METHEZEE |, 55 (Amazon Flow Framework for Java Developer Guide) o

Lambda £
B—NEERS Amazon SWF Bz —E2EA , A Lambda RERERXRIERTW IESL T, HiR
REHENEUE EZZHEEN].

KEBFTENBWNAFEAERT Java B Amazon SDK SE# Amazon SWF Lambda £55. B
Lambda EEHEZ—MRMUER |, 558 (Amazon SWF Developer Guide) H#J Amazon Lambda
Tasks,

REBRS IAM B8 LLUZ1T Lambda B3

1£ Amazon SWF gE%IZ T8 M Lambda B¥ET , EERE— N IAM 86 , RFULERREEZT
Lambda BEREHY Amazon SWF X R, BXRUMAITRZIRENTEEE |, 52 Amazon Lambda
Tasks,

XM EA Lambda 5 TR , FHFEL IAM BEH Amazon BIRE T (ARN),.
#12 Lambda B}

A LAEASTE Java ERNN S AEESHEE Lambda . BXxARE. HEMEA Lambda &
M TRBEER , 52 (Amazon Lambda FFE A RIEFE) »
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® Note

EAMHIESRE Lambda T‘E?&#TEE TR EAWHES HETHERNKE , ATE Amazon
SWF THEmER Al AR BEMIZ 1T IR B EK. Amazon SWF &35z 1T B BAI4E A1 BRI 1 4

1E /N0

THR—ME£HE Lambda BE , BT REBLEEREE Amazon SWF MAEFRHED,

« ZWMAMER JavaScript B E , £H Amazon Web Services B2 &] A AT AEEE A

exports.handler = function(event, context) {
context.succeed("Hello, " + event.who + "!");

};

« UWTRER Java REMNMHEIRE , BE#H L Lambda LSBT

package example.swf.hellolambda;

import com.amazonaws.services.lambda.runtime.Context;

import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.util.json.JSONException;

import com.amazonaws.util.json.JSONObject;

public class SwfHellolLambdaFunction implements RequestHandler<Object, Object> {
@Override
public Object handleRequest(Object input, Context context) {
String who = "{SWF}";
if (input != null) {
JSONObject jso = null;

try {
jso = new JSONObject(input.toString());
who = jso.getString("who");

} catch (JSONException e) {
e.printStackTrace();

}

return ("Hello, " + who + "I");
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® Note

ETHBXNE Java REEEEE| Lambda WEZER |, 55 (Amazon Lambda FFEZ AR
R FHEIEREBE (Java), BUREEFEEERBRMER Java lRE Lambda EEH 4
RERWNET,

Lambda BEEA event = input I RIENE—NSE , £ context HRIENE=-NSH , BHEBEX
IZ1T Lambda BB ERNEXELE . ZBERBERER JSON REtMm A , 4 who FERENH
F I8 BMR B K B FRo

SEM AT Lambda B T/ER

X FFE Lambda I T/ER , XTRM IAM ACKHNER , BE N Amazon

SWF 1A Lambda MR, B AE TEFREMERE , £
withDefaultLambdaRoleRegisterWorkflowTypeRequestsetDefaultLambdaRole ¥ = JE5E
RZIZE,

System.out.println("** Registering the workflow type '" + WORKFLOW + "-" +

WORKFLOW_VERSION
+ ")

try {

swf.registerWorkflowType(new RegisterWorkflowTypeRequest()

.withDomain(DOMAIN)
.withName (WORKFLOW)
.withDefaultLambdaRole(lambda_role_arn)
.withVersion(WORKFLOW_VERSION)
.withDefaultChildPolicy(ChildPolicy.TERMINATE)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskStartToCloseTimeout("30"));

}
catch (TypeAlreadyExistsException e) {

AE Lambda £5%

BEE Lambda 5 5@ESEHMM, BRE—RRE  BREL

& “ScheduleLambdaFunction”DecisionType Hl ScheduleLambdaFunctionDecisionAttributes,

running_functions == @ && scheduled_functions == 0) {
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AwWSLambda lam = AWSLambdaClientBuilder.defaultClient();
GetFunctionConfigurationResult function_config =
lam.getFunctionConfiguration(
new GetFunctionConfigurationRequest()
.withFunctionName("HelloFunction"));
String function_arn = function_config.getFunctionAzn();

SchedulelLambdaFunctionDecisionAttributes attrs =
new ScheduleLambdaFunctionDecisionAttributes()
.withId("HelloFunction (Lambda task example)")
.withName(function_arn)
.withInput(workflow_input);

decisions.add(

1£ ScheduleLambdaFuntionDecisionAttributes & , 4FUE M name , XEEFAM Lambda
BIERAY ARN ; B AR M id , X2 Amazon SWF AT &R $£icF A EHFRIE Lambda BEEH & Fro

AR Lambda BEREIR M ATER) input HiRE H start to close timeout B , XREERK
LambdaFunctionTimedOut E# 28l /4 1F Lambda BEUZE TR 8o

(® Note
ELHEBENRE | ZRBFEA AWSLambdaClient 8% Lambda BE##) ARN, &AL fE

BiZA% , LEREHNAEHEE7TE ARN HWERB ( 2$F Amazon Web Services ik /-
D),

EREREFHAE Lambda B EH

Lambda {552 A LambdaEventType {& (#1 . LambdaFunctionScheduled #

LambdaFunctionStarted) £ /& LambdaFunctionCompleted E&4AMRAHN NN ZNEH |
EIERIELKEFRERBESHAUNXLEEAHRITRE. R Lambda B KK iz 1T 6 A
HEBRE , #4225 E LambdaFunctionFailed 2 LambdaFunctionTimedOut SE#¥EH,

boolean function_completed = false;
String result = null;

System.out.println("Executing the decision task for the history events: [");
for (HistoryEvent event : events) {
System.out.println(" " + event);
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EventType event_type = EventType.fromValue(event.getEventType());
switch(event_type) {
case WorkflowExecutionStarted:
workflow_input =
event.getWorkflowExecutionStartedEventAttributes()
.getInput();
break;
case LambdaFunctionScheduled:
scheduled_functions++;
break;
case SchedulelLambdaFunctionFailed:
scheduled_functions--;
break;
case LambdaFunctionStarted:
scheduled_functions--;
running_functions++;
break;
case LambdaFunctionCompleted:
running_functions--;
function_completed = true;
result = event.getLambdaFunctionCompletedEventAttributes()
.getResult();
break;
case LambdaFunctionFailed:
running_functions--;
break;
case LambdaFunctionTimedOut:
running_functions--;
break;

MEEH) Lambda BIEUEE U s H

# HistoryEvent E#U8 LambdaFunctionCompleted EventType, you

can retrieve your @ function’s return value by first

calling ‘getLambdaFunctionCompletedEventAttributes B , BAZREX
LambdaFunctionCompletedEventAttributes X5 , AFRAH getResult FELUKRE Lambda B
M

LambdaFunctionCompleted:
running_functions--;
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It R SER R RD

A LATE Github EHY aws-java-developer-guide Zf&EH , X5 complete source :github: <awsdocs/
aws-java-developer-guide/tree/master/doc_source/snippets/helloswf_lambda/> , AEEF It =41,

EY R FAED R TERI/ELE

FEEE Amazon SWF B AREFEFRNEXmSFEIMBUARER. E3). TERITELEUARIE
umfhﬁﬂiifhﬂﬁIﬁgﬁ:tftumfhﬁﬁiifhﬁﬁgg/\ %Eo

TELERIRITNIFEZEIT , #£18 Amazon SWF RERES |, MEETEFDTIREIREK, TTREIHFE
RfE , Amazon SWF 212xk1H88 , HERANEPEBRES

MRIERIELBRERKRATESLLE , Amazon SWF AR ZH ML LN THELKERRIEE
%, FBZAESEX (EERESEA).

BRERBRN—NEEZREFHERREIEBERERE , REBLILETHFLE.

HEZEBF , BII26EA Java HXAEMKREE helloswf FHES THELRE , L= EE 51X HA
EB) TEL AR,

UTREEHRE -

import java.util.concurrent.CountDownLatch;
import java.util.concurrent.TimeUnit;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;

import com.amazonaws.services.simpleworkflow.model.ActivityTask;

import com.amazonaws.services.simpleworkflow.model.PollForActivityTaskRequest;

import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskCompletedRequest;
import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskFailedRequest;
import com.amazonaws.services.simpleworkflow.model.TaskList;

public class ActivityWorkerWithGracefulShutdown {
private static final AmazonSimpleWorkflow swf =
AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

private static final CountDownLatch waitForTermination = new CountDownLatch(1l);
private static volatile boolean terminate = false;
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private static String executeActivityTask(String input) throws Throwable {
return "Hello, " + input + "!";

public static void main(String[] args) {
Runtime.getRuntime().addShutdownHook(new Thread() {
@Override
public void run() {
try {
terminate = true;
System.out.println("Waiting for the current poll request" +
" to return before shutting down.");
waitForTermination.await(60, TimeUnit.SECONDS);
}
catch (InterruptedException e) {

// ignore

1);

try {
pollAndExecute();

}

finally {
waitForTermination.countDown();

public static void pollAndExecute() {
while (!terminate) {
System.out.println("Polling for an activity task from the tasklist '"
+ HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

ActivityTask task = swf.pollForActivityTask(new
PollForActivityTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(new TaskList().withName(HelloTypes.TASKLIST)));

String taskToken = task.getTaskToken();
if (taskToken != null) {

String result = null;
Throwable error = null;
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try {
System.out.println("Executing the activity task with input '"
+ task.getInput() + "'.");
result = executeActivityTask(task.getInput());
}
catch (Throwable th) {
error = th;

if (error == null) {
System.out.println("The activity task succeeded with result '"
+ result + "'.");
swf.respondActivityTaskCompleted(
new RespondActivityTaskCompletedRequest()
.withTaskToken(taskToken)
.withResult(result));
}
else {
System.out.println("The activity task failed with the error
+ error.getClass().getSimpleName() + "'.");
swf.respondActivityTaskFailed(
new RespondActivityTaskFailedRequest()
.withTaskToken(taskToken)
.withReason(error.getClass().getSimpleName())
.withDetails(error.getMessage()));

FEiZRAS | FIARAN main HEER ML HARBEHBEZTHBCH pollAndExecute H3EH,

IAE , main THEEMERA CountDownlLatch AR <AES , KM THRBNLKIELENBERE | LLEES
5% 60 WF ATFLEXA,

SEME

Amazon SWF R ENTERMEIHYETEE—1MNE , LEEFIET,

1. BRI RegisterDomainRequest R , HED R ZFRIERBE N TERITRER (XHE NS
BEHLEN).
2. £ RegisterDomainRequest X &8 A AmazonSimpleWorkflowClient.registerDomain 7,
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/RegisterDomainRequest.html
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3. MRMBERNWECHFE (HMBERT , BEFTFEEMRE ) |, MFHR

DomainAlreadyExistsException,

UTRBERT YR

public void register_swf_domain(AmazonSimpleWorkflowClient swf, String name)

{

RegisterDomainRequest request = new RegisterDomainRequest().withName(name);
request.setWorkflowExecutionRetentionPeriodInDays("10");

try
{
swf.registerDomain(request);
}
catch (DomainAlreadyExistsException e)
{
System.out.println("Domain already exists!");
}

5l 5

A LARBEMER | SIH S F Amazon XIE<BXHY Amazon SWF 33,

1. B2 ListDomainsRequest MR , AREIEE B RBHEMIRES ( ZEI ) ,

2. £/ ListDomainRequest X R H AmazonSimpleWorkflowClient.listDomains, 45 R7E
Domainlnfos XY & A 214,

3. XIREM X KRIEA getDomaininfos , BAFREX Domaininfo 33 R FIK,
4. £ Domaininfo MR LA getName RIREXHE #5,

LTRRBERT YR

public void list_swf_domains(AmazonSimpleWorkflowClient swf)
{
ListDomainsRequest request = new ListDomainsRequest();
request.setRegistrationStatus("REGISTERED");
DomainInfos domains = swf.listDomains(request);
System.out.println("Current Domains:");
for (DomainInfo di : domains.getDomainInfos())

{
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/ListDomainsRequest.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowClient.html#listDomains-com.amazonaws.services.simpleworkflow.model.ListDomainsRequest-
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DomainInfos.html
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DomainInfos.html#getDomainInfos--
https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DomainInfo.html
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System.out.println(" * " + di.getName());
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EAT Java B9 Amazon SDK Ki# R R4 , XERGIETHERARETHEFPERTZAAL
BAMNTFZINEE, BULEIFESUXERF , UERERTF Java B Amazon SDK SEIEEH Y
Amazon fRF R,

SRR ER Rl

EAT Java B9 Amazon SDKREBREIEFF X TEIH samples BHFRH M, MRESERREEA
T Java B Amazon SDK AIE R TEHH L% SDK , MENREHh 23 E Tl

A AEE A T Java B Amazon SDK GitHub ZfEEREE&F R~ ( L F src/samples B &
F)o

FRGSITHEAEIT RS

RlIEE Ant MEMZA  LEENSTITERMHENETXERNA, SMRAEIE - HTML X
#) README X , kX ZEB M RABENER.

(® Note

WMREF K GitHub EWARFRE , FHEER IR README.htm! X et B HFERBERF
B Raw (JR#R) . ERHEEXSF , HTML FER RH[F R H X2,

FRF M

FEETEMEA T Java B9 Amazon SDK Rl ZH] , BEBEREFRMEM Amazon CLI ZE
Amazon FEiE |, mgE AT AR Amazon FiEA XEH AR, XERMERARIAZIERMARFE (W0

BE)o HUt , AT LUBN 5 K i1g B EUELUHEBRE Amazon FEAARARBE ZHPHXH ( IJEEL
==':F'K)U‘-F FHEIXLEI ) HWEXKISRE,
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1. WAERGRBHE FFATMMNEDR, Fl0 , NREE Amazon SDK THWEB FH , A HFEIEIT
AwsConsoleApp =%l , MITT&A :
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https://github.com/aws/aws-sdk-java/tree/master/src/samples
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cd samples/AwsConsoleApp

2. A Ant HEMZSITRAl. MAWEBIRRRITXMAIURE , ERAFAA -

ant

ZORBHE BT ENRIPR g L, a0

You have access to 4 Availability Zones.
You have @ {EC2} instance(s) running.
You have 13 Amazon SimpleDB domain(s) containing a total of 62 items.

You have 23 {S3} bucket(s), containing 44 objects with a total size of 154767691 bytes.

M Eclipse IDE 2 H iz 1T RHl

R EE A Amazon Toolkit for Eclipse , B AISAE FERA F Java B9 Amazon SDK7E Eclipse H /5 31 %
BNz R IESRMEIME Java T B,

FoRFMH

£ &% Amazon Toolkit for Eclipse /& , BIWAFARL2EIIRENTES, BAUBNELIUTAER
HITHLIRME - M Eclipse FVE OXLIERFHIERI , ARFEE Amazon Toolkit T

=176

1. $TFF Eclipse,

2. BIEFHH Amazon Java T B, £ Eclipse F#Y File X% L | 1%£3F New , AR5 ¥ o Project. New
Project [@-SBEEIFTFF,

3. Bt Amazon 35 , AE1%E$E Amazon Java T B,
4. EBT—4, MBRENHEHEAE R,
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5. 1 Project Name fEF A B . EA T Java B9 Amazon SDK RAIAE R T SDK AT ARG,
WHEIFTR,
6. BIYEFBNELE , EBEETESETE P RH,

7. #i A Amazon i, WMREEFEHEHNEIEEE Amazon Toolkit for Eclipse , NI B1EAZE
{138

8. IEET K, XL B HFHEHFINE Project Explorer,

9. IBEZEITHRHGI . java X, Bl , 33F Amazon S3 RHI , i S3Sample. javao
10M Run ¥ & HEF Run,

1158 % 5 Project Explorer RIYIE , $5M@ Build Path , AfF1%#% Add Libraries,

12i&#F Amazon Java SDK , REEET—F , A RRERNEFRBARNITERNE,
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NEAFPRHEZL®RE ERT Java B Amazon SDK

=&Z 2 —BER Amazon Web Services ( Amazon ) WEFRZE., R Amazon BF , BFENT HH
BEREHEZLHRBEMUHERMITENHEPONMELLDZ R, TE2EXN A HEHEE Amazon
W, REAEEXANEERNENLZEENEPHREM,

LR %E — Amazon ARRIIZIT Amazon ZHREMNAERSHIEMEN , ANERETURZLER
BIBRSS . BITNZEREREHZE Amazon , ENAmazon EMIT I —#B5 , FE=SFITIMERN
HAMRIERNZENE MM,

DR E — R EBHEERN Amazon RSUAREMRFTRE , LEBFEAHBE, ARHERUN
K@ R R EEFEM

A Amazon = BB REEN H X4 E Amazon Web Services (Amazon) FREZBREDE=EER,
BX Amazon RFZ£EE , B MAmazon L L XETEMEMRITRIE Amazon I TETERN
#Amazon RS

FH

« BT Java 9 Amazon SDK 1.x FHEBIERY
« BT Java ) Amazon SDK X TLS

- SHRMHEER

* It Amazon = mWRSFHEAERIE

« Z Amazon 7 mE RS S

« & Amazon FmH RSN EMIRELZS

« Amazon S3 MEEFimiER

FEATF Java B9 Amazon SDK 1.x PR EIEFRF

TEHEEXERTA Amazon = RBRFPHWBTFERT . MAERFTR Amazon , ARRFEITAT
B Amazon = £ IKEM BN, EARTLEFNEEETHEM R LOWABTNES ., AR SEERE
AW Amazon RS ZLBENERETS. EXBERMNESEE , BZRBERILELRE, &
KEMBBRFVEE , S H Amazon Z£EE LR T{FAmazon H£EERF] GDPR & XE,

HTFHBERPEN , RNBWUERF Amazon Web Services ik 37 HF A Amazon Identity and
Access Management (IAM) RENMNAAFKF, XNXNASMNAFRTEITHIERZIMENNR, &
NEBEBEBIUT AR HKIE
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https://www.amazonaws.cn/compliance/shared-responsibility-model/
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- NBNKFERAZSESHBRIE (MFA) .

« FiF SSL/TLS 5 Amazon &#RBE.

- ERAIRE API MA P 7E3 B & Amazon CloudTrailo

- £ Amazon MEZMBRFR , £ Amazon RS HERAFFERIAZ 2,

- FAERIEELLRS |, Hl0 Amazon Macie , ZIREZE BT XM AR Z4E Amazon S3F I
ABE,

o MREE Amazon BE T HITRES APl #HTHRINEEZLZNY FIPS 140-2 BiFRINZER | FE
B FIPS =, BXTAAMN FIPS RN EZEL , BSHEEKIPESLERE (FIPS) 5 140-2
WRo

BATRRZIB WS N EHBN A RAEE (FlUEEFAKS ) RABHEBAFER (HINBEFFER)
XOEERFERESE. APl HEAZ Amazon 7= @z Amazon RS E ARS8 Amazon SDKs.
Amazon CLIZBEZ Amazon = BB RFREMRS i AN EAHERTELE RIS EELHA
B, HEEALIRSE SRS URL i, B2 URL hEEEIEEBRBITEXN ZRESBZNER,

FRATF Java B9 Amazon SDK %% TLS

LFERLGER T Java SSL 323 ( FAYERIA SSL I A F Java B9 Amazon SDK ) , HNRIEEFH
VeHAM SSL X , HEHAEZBE SSL ZMMEXNEFEL , LT HOMESBIHIT TLS MR,

WMAIEEF TLS MrA

FEF Java EEAL (JWWM) REER XA |, SIEBELN T &ML TLS A, X TELAKRE
JVMs , BUTNREBAFHT EN K85 R LE SSL ARAR,

System.out.println(Arrays.toString(SSLContext.getDefault().getSupportedSSLParameters().getProtc

EEE SSL EFNETERARERN TLS R4 , AIfEHA RS E % javax.net.debug.

java app.jar -Djavax.net.debug=ssl

(® Note

TLS 1.3 55&EAT Java B SDK ixA< 1.9.5 & 1.10.31 7B, BEXEZELE , FSHAUTE
BEXE,
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https://aws.amazon.com/blogs/Ft & & /tls-1-3--1-9-5-to-1-10-31/ incompatibility-with-aws-sdk
for-java-versions

REHIKFERIR TLS R4

SDK BASFFAMBRSZHNERH TLS IRAEAHEHEIR, MRBHLERHIEERE
H R TLS WA , IBEH JVM I, X TFETF OpendDK JVMs , EAILMEARGE
M, jdk.tls.client.protocols

java app.jar -Djdk.tls.client.protocols=PROTOCOLS

BXxX%FM PROTOCOLS & , HSHEH JVM TR,

M EEE

Amazon Identity and Access Management (IAM) Amazon Web Services fR% T #HBIEE R 24 i
Fx Amazon BRI A ERR. 1AM EE ZRGE AT ARITEORIE (2% ) MR (HENR ) &
B Amazon &R, U LAEA IAM Amazon Web Services RS , TEXFENE A,

FA

- BX

- FRASOHITEARIE
- EARBEERR

« HI{A Amazon Web Services BRSS £/ 1AM
« Xt Amazon 5 13 #i5 [8) 3 17 8 PE HEBR

Z AR
1&HE A A3 Amazon Identity and Access Management (IAM) 28R E , E4EUR T EFT#H T/E
Amazon,

BR S5 F PP -3 R 48 Amazon Web Services RS B2 R I , NENER R 2N EEREAFTENEIEHN
BPR. HIREAEZ Amazon ThEEREK TIERT , ARATBEFEHANNER, THNMERFGRNESR
BT ERAERERBEREGHNE. MRELEHRPHINEE Amazon , S HREF Amazon 514 i
BT EHEBRER Amazon Web Services RS B EREFERANAFEE,
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RS EE G- MREBATAFMN Amazon BIR , N T EEHRB T2 THEIMNR Amazon, BN TERBEER
W BRSS A RiG R BRLE Amazon THEERIBIR. AfE , Bo4AE IAM EBERRRBERUEXRRSAFH
BR. BFEFBZINHELNEEUTH IAM WEXES, EiFd 7THENLTWNMAER IAM Amazon ,
B2 Amazon Web Services fRSS B IEEFEAN AP ERM.

IAM EER : IRER IAMEER |, BAEFETHNMEERKUEEN Amazon#y i E) X RAYE
WMEE, EEFETLUE IAM HEAH Amazon ET SRR RE| , 555 Amazon Web Services
RS BEEFERNAFIERE,

£ 5017 5 WIUE

BHBIERE Amazon FH B MREILEEZN AR, B4 1AM AF B 43T 5 A KU Amazon Web
Services IKFHRAF , AFEIEFE IAM BEH#TEHRIT,

M FimIEHE , Amazon =24t SDK f CLI KX ER#ITMNBZL R, BXEZER | HSH (IAM BF
¥5m) PHEARAT APl i&ERMAmMazon LLZRAK 4,

Amazon Web Services &~ root FiF°

#1228+ Amazon Web Services Ik, B 4HE —1H& R Amazon Web Services Ik root Fi 7 iy &
5% , 2B B AT LA RIFFE AR Amazon Web Services RS MER. RITBIBWTEFHAR
BAP#THEERES. BXZTERAFRZIENES , 5550 (IAM BAFER) YHNEERE AP EIENE

Fo

BRE 55

FERARESRER , ERXRAXAFPEASSHREENES B RIESEE Amazon Web Services BRS £
IS BHE B AT o

RESMREXREENDIEFR, Web HARRMHEAI AT Amazon Directory Service , 2% Amazon
Web Services RS EANXE FHRNEFRHTHRINAS. REFHRATRS RN ZIEINAER,

IAM AP M4

IAM AF ZRRENMARBRNAERFEERENRN —1MNE40, BN FEAIRREIE  mIEEFKIPEILE
B IAM AF. BXEZEER , BESHR IAM AFERETPNERALAFFEASHOREENEKS 5 HRIE
= 8 Amazon R I BT IE B3 1Ti5 )

IAM EiEE—4A IAM AP ETERNN ARBRAFHITNEREER, AXESEE , HZH (AM A
FIEmE) /Y IAM A6 b,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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IAM B

IAM AEREERENRNER , TREREIE. SUBINAFYERE IAM A6 (BFE ) =
@M Amazon CLI = Amazon APl RERRABE., EXEZEE , BZH (IAM AFiEm) By
EABHNEE.

IAM e TIREAFIER. ke IAM BFRIR, BKFHR, BRSHRNAKRE Amazon EiE1TH
MARFHFEER. EC2CEXESZER , H2H (IAM BFERE) FH 1AM FEVEEIKS R IR

£ F SR E IR 1 ]

A1 LA Amazon B3I 62 K e 3 H T N2l Amazon s RIFERZEHE PR HRINER. REEXL TS
SO WARRKIHNR, Amazon EEFHARHFERMTERILER R, KSEHRBEEL JSON X
By Amazon FEXFHEEH. BX JSON RBNENESEE , S5 (IAM AFER) S8 JSON &
BRI

EERAERARE , B E A E AR B LS4 T BLE R RN T HEREREEERNIE R

o

N

MANBERT , ARFMARRENR, IAM EER 62 IAM REFRERIZ AT , REAFAILEE
EXEAG, IAMRBEENER , BHITREMANG ETX.

ET BRI REE

ETHERNRIER2EMMEEGH (BF, ARNAR ) 1 JSON NPRFRE SRS, XLERIEIRE &5 T
DHATHLBRE, IMEFFRITUREFALAZETNT. ETHRNMANERETSMHER  E35H
(AM BFiER) FNEREFEEEEREYBENX IAM R,

ETHEMNIRBEALURARKKRE ( EZRAZNENFHP ) AEERE (OIS HHHIRLE
i) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFERE) PHERERKRSE
MR B < R AT o

E T RIFRAYREE

ETHRAYREEZ M NEF IR JSON KX, P2 IAM ABEERKEMN Amazon S3 171
K, EXRHETRRNEBARST  BRSEERATUEACIREFNBERFNLR. BBME
E T RIRAYREE P IEEE K,
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R EE A 244
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
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REFIFIR (ACLs) Z2HMERFTEA (KFKA. AFRA® ) ANBRER, ACLs SETHIRHN
REERL , RECAEEA JSON I,

Amazon S3 # Amazon VPC M2 XM RS R~ ACLs. Amazon WAFE T E %58 ACLs , 55
7 I SEfE R FE RS A &ERR) PHIFRIESIT|R (ACL) Bk,

Hfth SR EESR
Amazon XIFHMRMAR  XEFMABTLUZBERNHRMERRFHRANR :

- RRLA -REETHONKRBALURT IAM XENFRARR. BXEZER , 20 (IAM AP
B B IAM KA PRI,

- IRSEFIFKRE (SCPs)-FEFIEEHL A LN BRI EHANPR Amazon Organizationse BXEZ(E
B , %25 (Amazon Organizations B {5R) FHY IR 12 EI R,

- BIREFIZKEEE (RCPs)-REKFHARFENHZRATANE. BEXELZEEL , BZH (Amazon
Organizations FAFEm) M EIFRZEHIFKE (RCPs).

- SERE -ENAGIREAFVNEBGNSEN , EASBERENERERK, BXEZER , HS
7 <IAM AFiEm) PRSIEERE,

S REERE

SN RBEWRBEEA T —MERE , ERBORREMERNELIRE, BT RES RS RBEE R
A Amazon BERE AVER , HEH IAM AP EEHRHREBITEEE,

4048 Amazon Web Services RS 8 1AM

E2ME 7 #E{7 Amazon Web Services RS R KX ZE IAM TheE | ESH IAM AP ERF NS IAM
Bl & A Amazon RS,

E 7B U{I1E IAM F Amazon Web Services fRS FRFEDN , BSRMEXBREZH (AFER) NZR
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
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o BILBUNIT iam : PassRole
o RABAFRIUIAB A Amazon Web Services K iFRIFRE Amazon &R

BENEUL T EHRITELF Amazon
MBEBRFERETR , BERAESERRNITENRE | NATER R ARFRITZIERAE.

X mateojackson IAM AP ZHERARFAEFERTXEM my-example-widget BRHNFHAEFE ,
BFRHEEN awes: GetWidget RES , 2K ELUT REI4EE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
awes:GetWidget on resource: my-example-widget

FEHRBERT , BHEH mateojackson AFKER , LATFER awes: GetWidget BAETHIE my -
example-widget &iRo

MBBEEHE | FHRREHN Amazon BEE R, ENEEGRIERHAZEZEIEN A,
LN 1T iam : PassRole

MR RIKE —NEIR | RPBLTINIT iam: PassRole BYE , A REHERUA T EGHELD
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BL Amazon Web Services Bi55 RIFERAAABGERSLZRS A MTARUEFMVRSACHRSH
XA®, Mt , BLAERNACEEERSHINER.

LN marymajor B IAM AP Z R EAEH A E AmazonPITIRIEN , 2 REUT REIEHIR, B
2, BEAMEERFSACMEBETFHNRT THITIIEE, Mary FEERABEEEIRSHNRER.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXERT , XMEH Mary BYKEE S S #b4T iam: PassRole #1E,
MBBEEHB) , FIREREWN Amazon BB G, FHNEEARRMEEREILIN A,
A8 A F RSB A Amazon Web Services TKF 158 3R A Amazon &R

ZaeE—1MAe , UEAMKSFPHAFREALNANARTUERZAGKILRIEHN TR, &7
BUEEEESEY , AURAAG, X TXHETRIFA R RZEH IR (ACLs) WIRSS , BT
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3 Amazon 514 #1778 3 1T iR FE HERR 246



EAT Java B Amazon SDK 1.x MAR1xFEAARERE

ETHRESER , FZEAUATREA :
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—REE , BN,

O LR TEE =S FiTkE Amazon Artifacte BEXEZEE |, 5SS RFMH “TEHIRE” Amazon
Artifact,

&I EH Amazon Web Services fRE SR TERFENBENSREME, RLOTNEMNEBEIR
IRERMERENZEN, BXREBEEANNENATENEZEE Amazon Web Services RS |, 2
¥ Amazon &£ X4,
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BX Amazon RFLZ£ER , BZHAmazon RFEZE£XETEAMEMITXE Amazon #l T/EEE R
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Amazon Web Services Xif 2t 2NN ELRMBEENTAX , XLETAXESKEE, SEHEM
= E TR P EIERE,

MATAK , SRR NREETHAX ZALTHITE B SSMAMEBNNARFNBEE, 54£&5%
HNENRSNMREHOEMIRERAL , TAXKERESN T, RERINTT BE.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/security/
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://docs.amazonaws.cn/security/?id=docs_gateway#aws-security
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
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EX Amazon KIBFMATAXNEZELR , 55 HAmazon £ EREHE,

X Amazon = BB RS EN H X4 E Amazon Web Services (Amazon) RS BRED E=EER,
BX Amazon REZ£EE , 5 H®Amazon RELZ & X EMEMRITRE Amazon #l TIESEE A
K Amazon R

X Amazon R RFSHEMERZ S

A Amazon FRBERESEAFLERS , HtZ E Amazon £EMER LR, BX Amazon 22 /R
S LA R a1fa Amazon RIFPFEMIZEHEER , S HAmazon zZ%, EFAEM LTSN RERR

SRARITIEM Amazon 38 | 52U S Amazon ecurity Pillar Well-Architected Fram ework ##9 E 1%
HRF

&R LAE R Amazon EREY API i AEE M5 RILL Amazon = RERS . HFFRLMAIEUATA

o

= .

s EREREMMN (TLS ) o BATERMFER TLS 1.2, BiUER TLS 1.3,
- BEERLAERE (PFS) WRBEH , il DHE ( Ifet Diffie-Hellman ) 3% ECDHE ( I B8 (2] A
£ Diffie-Hellman ) o XZHIMAKRRE (W Java7 RESRAR ) BXEFXLEER,

o, BAERGRIZL ID N5 1AM EERBRHBRIHEBARNBERHITER, IE , EAIUFEH
Amazon Security Token Service ( Amazon STS ) £ K IfFA Z 2 EIERXSFERFITER,

X Amazon = BB RSEN H X4 E Amazon Web Services (Amazon) RS BREDE=EER,
BX Amazon RFR£EE , BEMAmazon L2 XA EMEMITRIE Amazon I TETEN
#Amazon RS .

Amazon S3 INZEFiRERE

AEBNBUTENAREMN () MBEFIRHRAR 1 (V1) EBEIRZA 2 Amazon Simple Storage
Service (Amazon S3V2) , HBRNARFEENTIBR IR A A,

SERZMH
Amazon S3 BEFmMBEERBZUTERH :

- NAREHRPRET Java8 FEEMA. &M T Java B Amazon SDK E A1 5 Oracle Java SE
F A& EH LK 08 OpenDK F JDK Amazon CorrettoZ F i Java FF X EH (OpenJDK) B K 1THR
B&E A, AdoptOpen
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https://www.amazonaws.cn/about-aws/global-infrastructure/
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://docs.amazonaws.cn/security/?id=docs_gateway#aws-security
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://docs.amazonaws.cn/security/?id=docs_gateway#aws-security
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.oracle.com/java/technologies/javase-downloads.html
https://adoptopenjdk.net/
https://www.oracle.com/java/technologies/javase-downloads.html
https://developers.redhat.com/products/openjdk
https://www.amazonaws.cn/corretto/
https://adoptopenjdk.net/
https://adoptopenjdk.net/
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 Bouncy Castle lIFZEE, RAILLK Bouncy Castle .jar X R AR FIRER KK R
£t , AT EAE Maven pom. xml 4FAR RN artifactld bcprov-ext-jdk150n ( groupld R
org.bouncycastle ) BYKHIN,

S R
HEBINEDHE :

1. EFNEEFPHRUERFER. FENNAEFEHNEM 1.11.837 ESKRA , EATF Java iy
Amazon SDK REEHBBZMNARRF. XENARFFH Amazon S3 BEFHMEBIRS & F iR
BEZH V2 REFEFHLUENNR, MRENNAREFFEAZA SDK Amazon SDKs , M 2455
B EFHEA SDK,

2. FMBEMNBEEFHIBLE V2, £FFE VI INEEFIREBELRE V2 MBEERE , BEMNAREF
RBFE Amazon S3 BEFIRmMBRMNBHRE K , WEAHE V2 EMER,

EHMIMAE S mUREGER B

V2 INBREFiEERIBRA EAT Java B9 Amazon SDK AW MBRE %,

EBNE—STREFHEN VI MBEEFL , FEHEAMRK 1.11.837 KESHRAHN EH T Java B
Amazon SDK, ( BIUEBEHBIZIHAITIRA , BAILATE Java API Reference version 1.x H#% EIiZ R
Ko ) Al , BEFUBEREFNKRBI, FEHNEBRES , ENWEDNEHEHBE,

TERXESRE , NARFH V1 INBE 5 iR %R V2 NZEFEFHEANNR.
S E B E A AR B

&0 B B B 324 ( H120 pom.xml B build.gradle ) AERARA 1.11.837 RESRAH EA T Java
# Amazon SDK, REEMMET A HEHIE,

EMEFONARFRBATRLSR , B THRRBENXFIEEIBIRPNNENBRZ RERE
— 3

# A Maven B9 R4l
pom.xml XHFHRKBE

<dependencyManagement>
<dependencies>
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https://www.bouncycastle.org/download/bouncy-castle-java/
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc
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<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>1.11.837</version>
<type>pom</type>
<scope>import</scope>

</dependency>

</dependencies>
</dependencyManagement>

£ Gradle HR5I
build.gradle X#HFHIRIBER

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.11.837"')
implementation 'com.amazonaws:aws-java-sdk-s3'

}

MMEZENEREFimIBE V2

fEF &R SDK IRAEHM B 5 , B LMERNARFRBLUER V2 B, Atk , ELEHE
REUERAFTNRSEFIRERSR. REEZERF LEACERBNAEZRMMBSR  HBRER
#—SEEENRSE IR,

XERBEBRERTOAFEAZFE NS ZHAT Java B Amazon SDK , H12H 7T v1 fl V2 inBx= -
i 2 [H B LR

V1

// minimal configuration in V1; default CryptoMode.EncryptionOnly.
EncryptionMaterialsProvider encryptionMaterialsProvider = ...
AmazonS3Encryption encryptionClient = AmazonS3EncryptionClient.encryptionBuilder()
.withEncryptionMaterials(encryptionMaterialsProvider)
.build();

V2

// minimal configuration in V2; default CryptoMode.StrictAuthenticatedEncryption.
EncryptionMaterialsProvider encryptionMaterialsProvider = ...
AmazonS3EncryptionV2 encryptionClient = AmazonS3EncryptionClientV2.encryptionBuilder()
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.withEncryptionMaterialsProvider(encryptionMaterialsProvider)
.withCryptoConfiguration(new CryptoConfigurationV2()
// The following setting allows the client to read V1
encrypted objects
.withCryptoMode(CryptoMode.AuthenticatedEncryption)

)
.build();

L RBNE cryptoMode REN AuthenticatedEncryption., WiRERY V2 NEE F ikiRE
VI BEFHREANNR, IRENETFRAFTERRN VI BERREANN KRNI , BIKARIA
®E StrictAuthenticatedEncryption,

FAEE V2 INZE % P i
V2 IN& & P im ] LU A AmazonS3 EncryptionClient v2. EncryptionBuilder () R,

BB INEN VI IEEFRERN V2 IBEF s, RAELZEDF V2 MBRF imk &R £
RAF V2 MEFEFHREANEANR , V2 MBEFFRFAFIRLEBIZI V1 MEEF RS ANEAX
K. AuthenticatedEncryption ‘cryptoMode

BIEFH V2 MEEFiRSIE VI MBREFEF RN A REERL. BERBLANXE

- A CryptoConfigurationV2 &R MA =R CryptoConfiguration M RREER %
LS BADLES.

- V2 INBZRFEFIHIERIA cryptoMode iR B2 StrictAuthenticatedEncryption. X F V1 il
EPu, ZBIARER EncryptionOnly,

- INBE w4 K ET E# 5% withEncryptionMaterials() EE @& 3 Prov withEncryptionMaterialsider
(o RRR—NMREEN , INEERRRSHRE, BERSE RN SAERAFF E,

@ Note

£/ AES-GCM @& at , ETRERBEZENBE R , TRREINR. KRN TRIEA MR
URRERINREITIE R

£ INE M RHR R R

U UEREFERE VI IEZEFF iRARNMERRAREFNNEMEN R, XERATREANZEES
i SRR BBV E R SAATE V2 M VI IBFFiwhERER,
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BE V2 INZREF %

V2 INZEEFiREE T —4 CryptoConfigurationV2 &R, AIMLEN BAAEBRIAGEERE , AEIIR
EEZSUHBEMHNRIAMEREELEN R,

CryptoConfigurationV2 BRIAMEM TR :

* cryptoMode = CryptoMode.StrictAuthenticatedEncryption
* storageMode = CryptoStorageMode.ObjectMetadata

« secureRandom = SecureRandom #J35 4l

* rangeGetMode = CryptoRangeGetMode .DISABLED

« unsafeUndecryptableObjectPassthrough = false

#E3EE EncryptionOnly , V2 B EF g A X cryptoModeiZ g, V2 B EFImNBAFERELS
BHRRIEMMBRMZARNS , HEA V KeyWrap 2 W RRIPABIMHRZ4 (CEKs),

LR RBERIMAE VI FIEEMBREE , AR IMMEHF{E CryptoConfigurationV2 3 RAMEE LS V2
INEE R P w4 B 2R o

VA1

CryptoConfiguration cryptoConfiguration = new CryptoConfiguration()
.withCryptoMode(CryptoMode.StrictAuthenticatedEncryption);

V2

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.StrictAuthenticatedEncryption);

H R4
AT REER ARSI V1 BB V2 X0 E A,
RS EFIHEEN IR V1 IEEF iR ZHNR

EEEURERA VI MBZEFIRBEANNR , HFRE cryptoMode H
AuthenticatedEncryption. BATCHEBUERINAME A I i% EXIER EX R,

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
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.withCryptoMode(CryptoMode.AuthenticatedEncryption);

BLE RS F P in AREUI R F T8 H

EREBAMEN S3WRH get FTHEE , FEAHVEERE rangeGetMode, EIAERT , It
REBE V2 MEEFRH LA TEARS. X FEEHATHIRE , EFCER get B REXNFEA
E ik cryptoMode REXFNEEZHTMEANTEER. BEXEZEE , BSH EAT Java iy
Amazon SDK API £ CryptoRangeGetMode Y,

MBEITRIFER V2 B EF i Amazon S3 TransferManager 1 i1% Amazon S3 X RMIT DT
2, WAPMEE V2 NBEFin LS AiZrangeGetModelRiE,

LTRBEERMAIEE V2 FFRUMITESEEN geto

// Allows range gets using AES/CTR, for V2 encrypted objects only
CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withRangeGetMode(CryptoRangeGetMode.ALL);

// Allows range gets using AES/CTR and AES/CBC, for V1 and V2 objects

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.AuthenticatedEncryption)
.withRangeGetMode(CryptoRangeGetMode.ALL);
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https://docs.amazonaws.cn/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/CryptoRangeGetMode.html

EATF Java B9 Amazon SDK 1.x MRS 1.x FFEARIERE

ERAT ERAT Java B9 Amazon SDK B9 OpenPGP Z4A

ERTF Java B9 Amazon SDK MIFFE T 7] K Maven ¥4196 A OpenPGP #REHTE R, Rl
HEEZMENLEZAAET o HRE,

T&RETRT SDK for Java 1x # SDK for Java 2.x B M4 &I iRASHY OpenPGP H4AE 2.,

ZE D 0xAC107B386692DADD

xKH RSA

H o 4096/4096

B 22 A [ 2016-06-30

= HA B[R] 2026-09-27

AF D Amazon SDK #1 T & <aws-dr-tools@amaz
on.com>

BEAEL FEB9 209F 2F2F 3F46 6484 1E55 AC10 7B38
6692 DADD

ELATEA T SDK for Java By OpenPGP A EZAEHIZIBINEMR |, iHiERA L AN EHI B R,

Comment: Hostname:
Version: Hockeypuck 2.2

xsFNBFd1gAUBEACqbmmFbxdJgz11D7wrlskQA1LLuUSAC4p8ny9u/D2zLR8YNk3Yz
mzJuQ+Kfjne2t+xTDex6MPJI1MYpOviSWsX2psgvdmeyUpW9ap@lrThNYkc+W5fRc
buFehfbi9LSATZGJi8RGAsCCr5FsYVzOgEK85M2+PeM24cXhQI0ZtQUjswX/pdk/
KduGtZASqNAYLKROmRODzUuaokLPo24pfm9bnrlRnRtwt5ktPAASbM9ZZaGKriej
kT21PffbBjp8F5AZvmGL tNm2Cmg4FKBvIO4SQjy2]jrQ3wBzi5LcOHTXDUHK/rtV
ubPewUe2WP1nx1XenhMZU1UK4Y0oSB9ESStQ2VxQiySLHSdxR7Ma4WgYdVLn9b0ie
nj3QxLuQlZUKF79ES6JaM4t0z1gGcQeUl+Uk1gjFLuKwmzWRdEIFfxMyvH6qgKnd
U+DioH5mcUwhwffAAsuIJyAdMIEUYh7Ifz]IXQf+fF+Xf0C16by0JFWrIGQkAZzMu
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CEvaCfwtHC2Lpzo33/WRFeMAuzzd@QJ4uz4xFFvaSOSZHMLHWIOYV/+Pea3X99Ms
ONlek/LolAJh67MynHeVBOHKrq+fluorWepQivctzN6YINOkx5naTPGGaKWK7G2q
TbcY5SMnkIWFLFSougj@Fvmjczq8iZRwYxWA+i+LQvsROWEXEiQf fIWROQARAQAB
zSxBV1MgU@RLcyBhbmQgVG9vbHMgPGF3cylkcil®b29sc@BhbWF6b24uY29tPsLB
1AQTAQoAPgIbAwWULCQgHAWUVCgkICwUWAgMBAAIeAQIXgBYhBP65I18vLz9GZIQe
VawQezhmktrdBQJo12ZrBQkTQxnmAAoJEKwQezhmktrdil8P/A3De83MBx8bdcW]
Fot71Vk1TyBQFErgrtcytSUOczEHx3tGbzgQLbMlyzjir0T@3usxEkOeqTVK+RU+
SuFXNZYQLwMJ1HJI6S8tnfLe/ExM5WQ2KPwIUPfZs1GDDRQB2dIKSc+qYrP101lvf4
04iPgfLHMW2bFh3zjjxcaHClyqc7Cau33eZFBAsRniljOUo7MeyX0h1XfW8pd48Q
wZ11QVZ/6KmDiFWAQCZ+2sv]15cL@tgPoh10Qjoz@nHpNfuDILMrZ+e7tx2VT1kGH
UGeNSydnrK8v9ztFn34KtU/k7NEWoVSYEi+5ICZL18FBwPqTwdVWXwXrqZCKilIpr
82dIWDz2sJfgDFNCC6rKgCQ6FrmaD9G76dYWkQ4AbZgAB1UZzU3q36W1K@Or3i0Ab5
G4tdOt4ygXHTelx+ZUNaeW7gaCmtXAxLw@Ofelrcq/44b/SQP+ql8sS0v76Yg20F
BsF5DWOVUFghbTyokHAoVROyhBR4dUUisY39AqLSL8+Lp9Pr3wNuGl9GLMD5701
piUb88B3GwelEiKV1gaKrvZ3mECDUiSMV00QZ5iG8E4QDpNmVbIbV1uT821ubvtOv
2Ko1l@FaQuwCYGssdRGQEXNy6jz/Er8LAC3+nmGINDIQzrF+1oYoSSkI2Nu71hMulL
7iWwUPF70hDXoVSAN4X3x6q2rGKOwsGUBBMBCgA+AhsDBQsJCAcDBRUKCQgQLBRYC
AwEAAh4BAheAFiEE/rkgny8vP@ZkhB5VIBB70GaS2tOFAmjXZTsFCRNDGLYACgkQ
rBB70GaS2t@/0w//YIv51vHtD+kwMmIvk3zpizDHY@zW2d0ezAo+C/DsSyC7wD11
Dixw34EQ1lyLXH5xLR8CH1zupl3ImmEplucdQggoefbidxD18F1d7tI0D1y3GGNTD
0jA12ZC+W650h+wS1mD1F1aKjMGGkvITfOdA7RtU2T8dv3vt8dsxg76FMFS3+fqlC
FNOASNTN9zWR1SqBIfkMIK83aq6s/rcEVOVrAYgDgqex58fygB5SEUTF842/IF7WZ
Q9gd6fupBOMMZP5YWd2uj/vsBTYakG+mgQwDxZuKPeEzAqnqgS7biSQOUO6Woz1q
Yy4fSczE9GkBAvg@pGmbko+zHvpnjvX/h1CUpC6odvFy0AhZp6zyhs@QWz9thfqV
1U8WlbgJ2atFDn5GUSxF/fe@Yzovlbbs6sbYXuvMGIRiEOuJ1mBbZR3aIdZ1U6Do
BHc/vjc5mWcV7IQSP7i4W/8W7X3UAUNILAXxB+IVvF3Cwrgtlw2BWvA5Alco5Tnz8t
P/CIVmBjk+sLme8W4kfLK3IWEbwC1O0dNNErI/MHRmM65A2Y5EMIhwjr0i@7SU1Pxa
nPpg30YJCdvjzdB8QE3/DBiMf014dISTKDVEWNfK8mZaYd/BeRm2gUAa9UrqSFCG
B1A7Lg+elLI3USOFvwWI4j5bBIqgLu+y7crIkiUOPAQuLk310+5uYU/I3DuLCwZQE
EwEKAD4CGWMFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AWIQT+uSCfLy8/RmSEH1WS
EHs4ZpLa3QUCZwWAXCAUJEWVKgwAKCRCsEHs4ZpLa3ZdTEACMBLG2q9zk8ZH02nDz
Sg5zc8Wlqq8wdxU@Pj8qgx4U0rrMca7wyilUvrgoxPW51h1RVNUeMkDRfu9pSXcOVI
VOLvmYE/WnwKROubgGbsC4T7M/LqV0/AulXil4d7IXc0614t0a8LTNWtD5bODgrN
gvaylAzCU8kqlQwlcKZ2gAfvA3Ba7PWyLeUN4HT1GrXcw73G+0CofY1L8wqwWxHCI
29XqQzeTEc6MDEeI1IN1VdUcy8Qr5uwkEs134H9AXxS5F1opl4TqvXiDZsrSRRV57R
XYmRZDWeYT+9PZaMsHXza5qgej7BfATxhYfICsNaY6MK3x6b+nDSKkoZg0+i@9zh
1YjpahhQe6G336v/3mRjOdKGCRQ6znQ9ghUaB5z9zfvgH5A0EKTe318MqM+j5A6P
VjSBBJAHKejxr7+wKIKIA6P+DgpsYAunzftwUzrLVqb+BZQ+DcTmVIE70PcMYJID5
QglX/Le+WmWZHI154NXgpWWUOUgZUbUge4DKrT+zCJ9iecPLKTW70cULyX0+xrjb8
8BGrD5GP1HB3d0OUXXT1MKCqg3qylBu2KnZTQiaEEdZgSIGQbrW@ITMmmXJIkKjokd
IMA4vYeg5en51G9nRQjScPngx77IxvByNyFWTIdG1ENpJpsKOTtmENcpyUJtIZTIJ
ZSOIRVPP5RZzR5vInuXWg6VVOBMLB1AQTAQoAPgIbAwWULCQgHAWUVCgkICwUWAgMB
AATeAQIXgBYhBP65I18vLz9GZIQeVawQezhmktrdBQJ1JEoiBQkPj/2dAA0JEKWQ
ezhmktrdx1YP/Qvvym3jgX/pwnR7K1lraftZzMb1liKQBr@ISG8cdbaf4pgX5vulzZnyj
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w9C1l/00Nn7jJjnQx0IIzuBoxne2WN28ftM2w@OnVXm85mAmz2fwQz/fdKDyonXcOh
pfD2iMqn7gESjhEgRE7wMDYMDuULdgHI70KWGVfgrh7xEmKapLh45h7cnumo2VijL9
uDYY1aOBHz993T70E41y43rhk+6kKbGFd2uuo7h5j1ZF8Lj6sYfcEzXOU10hR1DO
nyBjDy9MYWu@YNouc70WgMceGx6hjvCAM/5fxP7SZFecZ7ePeB0OGpvVA24hSNENE
Qr3tUeku0f1IOFunMnMnbh7Z09rPYqWvWDNIpU3S4CjFhY82L+IeKnmLy8N6ASRkK
HsPiNCOHSK8C/Qynrd9xLhX8J1sk/TGiQYaleoHhWkNL1ZsL86QHL8SKEqkqzCQf5
AEqghDP6NEGS71n0enA7JjIrA9KL1T7fnNWZOwFi5X+0/CymE2ytEMSQYf3nmY4U
n9x56Wgn632zqB5nq0XT6NXGAAIgOBmMOO8YENKCIFzk+yhoDlprVpHcnd2b5f60q
uh8KYOEbKgpMJ3zZuWSL5kwGF1nNoYiAkonMaz9H3p0QnOMVYCUeUTDRsi0/prrd
UhN1lry4TAsBMpeXnFhdLVM3vFQZVpByadGOJINmnaN/Wavw2a@@UGBFa4wsFOBBMB@MbMw3Cm90x7k8UFfNANIemcrIJrSxIDwm
g9cVAg3a+D+wxjrVe8jGg0ejvECpm+Qyswigj5x6Lqj09A4UgdjEauN+/pn@nhBo
Gv7DzMXtM/LoDtgp6wn93qZVN2TsuHnkEk4UyntB6eWIbBAXHWUr47exiWh@dvQN
tpwCWPT6I7ZTPtA5K/zx+q9m6797BLgAkTYc6gloQL3vs1Z1S3m/hZNawsFOBBMB
CgAnAhsDBQsJCAcDBRUKCQgLBRYCAwEAAh4BAheABQIgmrz2BQkLBnBxAAoJEKwQ
ezhmktrd360P/2rB2EkwSOCKC4m@heWSTDWi60BKoEbbDtFtc6/HwqBW8SPsiKlq
zV0e3qBY/LVju@4+ktJEK+EGXLNC3iC36MegrQ8zt391kEx,/ZvILIuVOCX90@QIAX
dL8MVUkkjRLCFFH8pTgRy1cIYWk1X4dYdXWYc29fCwNVartNdNBhsb2ht3VIeKDE
kUivBHmkjuISDPENIlcoY7Lj0ZtY5cHdRF2eZpBORkTBpsIt18rCYyHkERZrhmvb
j3r0yPyv0a+1/dQS8/hv5pEmbKx8cy8RdIkmbUHYatPBsjHkISWr707GOVFW4GoN
9CRAI4KkbDSEDjCL5dv2pq@SewlMkLuWIGULAMgiIU1Wc0s5SZZGFSksNQrtSFV9
Z/wGocecMGkGQNXQ@6IV/Fry/TvyphBlmylEqL+NLQECEjnl1z9Q0IVu+ZA+M@9196
U1HO7V5GvBgM+QK/q/dJeMHPWrN1o1gA6Nwl,/HBdM@ODqzdZ2jEPvsQSABVZIrPMty
+BAqEar4wqY1AH4X5ccEj07nJQoBQSDRSkilfkBsclnx44N/mOkHAIa0Z/Y+Mwav
WiZhREkOospG1lI41Ba3CNTVAhSsOmsGsYfkqvFIGHL7sZY8XSv82GBBVA@NUNTS]
bLBwo2FaQG9eoatRAGkqgp4b/0tNtBuGeiQoNwFGbfUZTAaStj5/2zZj0swsF9BBMB
CgAnAhsDBQsJCAcDBRUKCQgLBRYCAwEAAh4BAheABQJe+9bwBQkJIZ4plAA0JEKWQ
ezhmktrd+ScP/RoaUKriVVAgLHOGs+/mnfKtnfT1Clzi5dsdI9/6HOVLpmSWK/C1
2cT6gary45VMgAeVK+H11QXafYj+FY++I5kYoe2GrSvIXhpjaFAJyNf/dKleTsqR
Tm371i8b3FDYs5kvy2CnTbmHB8Ms0Gxck8/YHd1x+g8Wp02IgF89yYCSF3CAdxC3
6bHbs6Z3C31cM/3SoWF+Yie2P8XeBMPCGp/BcjQzUcHF6GO6TWDDYhixucUi6vEY
EH5Jt0wVVQ7bubT80Fe00JwVx1lzYz4UoqxjKDWymarTzu@3AUITOPXPece94bJAK
mSh68ItQe3H8tSPMubERWZz2tEV31VkChDGXcC7BYQmxHseolxz/qzCtJ@iX9BvZR
dniZNeNJ/Cu8M2pDp47zdNFXzf/Q/sQ9pQlws22G2g119rWDneBku9nlvTP80@/ex
SB+VLTBjDiArlCY5y9+BG8wbscExJySoQxkB9j/n1MzPY5rgk@SyxsNj9GbgH+hr
EjS3/uacNwSLxGcOT2E9Teot5pfTEO6TQVg+35QhTfAL1P8c8jze@1W/+u+wXulUi9
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azRSzYtCHanGyyet6UlmlBpAkqgkZzH6t3CA5czc9i6FbzjVvFVZnbRUZIRZTISYew
1F5WggTn2iYVdxagPRvLF5kjd696brGWId5HWirCVGakK@4VsXW1Ab1BOws FOBBMB
CgAnBQIXdYAFAhsDBQkHhh+ABQsJCAcDBRUKCQgLBRYCAwWEAAh4BAheAAAOJEKwQ
ezhmktrdwWigP/3QW17a081BUWyby4HEhN4SdAOWGY/FLqO4mCtuplcnMgRUCSiL9
12BSCTMCtUcdSWtYwOgSChN2mMsdilU2FNR5HVNunYR/pFdqjfQurflZmKVeG5/4
uuKaOxMw9e8pK5uYAfs+07gr8gu/f6/Drp7NZk3/yVKpf4WCY90X9TA1q90/11nN
cwS45U/d7YP+N1YM9cBXalDnDcdfm@BlykzouAF@qdlLwi/tmLENvYybD3+2c2WsE
r1FZGSa5Zaf00tTIWXh5k6wh5FdRRycrnSyRK3BIN9+yaXfMQOXpOypa8dqQEnCi
IsngDCIPxtTrhMWKhBFRUMzK/WZTDboTQSQDK+YVRIE4K8MtoZSKwZLV21r903TpX
kpbKsPVYmexerfdMeZfjZMF1bC7BmEs7jciH6]jbqAoAPNHzN@481aeNarINSViX
PQWr2mp9qShei2/RavLtx2ZNrvmGW72ZKpF8E3WWUDpBJIgFVeGNRvOm3aZj8o/H1
ewtNjcT4oulfqlfKiULv+g7ANEMDLQTFDTg5twRdvmZ1lB70TBsavf+LwxPIXhH32
IR7TX7VeicMMxmZnmZK2ANT/QBi31laf+ojVHvB+f6D74eLNq0@Zqjfi/3UFNYsYjg
E+YgCqEUBpHb161n0HWGOSsQwfap2uKK1lzukD/KxH5SPBC3DYGBI+KCbzsFNBFd1
gAUBEAC8zNATrPWb3dPMThL2XxAY+fS60vXdB1Sk0tYIpDWpFgvo@d+VQ+hV6XulGA
HAS6xG1WHYysPT9KejIRSgLG+e9CaM5yhsxNalWFGUM4Q9ESo3t+a75Go7xHIxXgFj
C046/06Vh3g9N/PREeuG8zkZ3H2v5fmD+ejyPgk4W9sFLOOzjRiZDOFKVYR/j9ue
NnEC/2NBcLuFy3q6cDfmCoDE0062kXMnaGz3knzEK/X1SkcjsxRDq7zaQlQlKou+3
dICwy4x5531Q8jl+eeeEvF2C2/dXmDohb57tqUwioohMUQkmCtvZgEHjypUwgp@MT
025gWxkvJI1SIKUOb6b1786WNYySIzF2gxqlkkEmB14RAssQkeXjrSmGwsMDyHNqyJ
eYFus18sPaSpo+V2n0z+2B070Uq+wmf1S5A5FpegHOPZzzoNZo816QxaZje9YSZU
1ijGmZIdEBleRVt3Svhi8MY1lnasd4bW2RK1sr7plkBf8QRe6biiQRF3KDOSN5ChmX
pAcHJ1ZHzRRdkXZDNQC6vCIxsy1l300TrhJtAV1Yq347uyUbVi291ISVgroUVtprs
mHoEk5Go0THbg9SCSt+xi/FiJQC+ubWmIGXoFKMR3UmhDnnzobKcbnbs/Hd981Fd
VghYYvq//gTAkJkOWxfGq030wtXRndPOAQT+qhP3TE+LtGRI+wARAQABwsF8BBgB
CgAmAhsMFiEE/rkgny8vP0ZkhB5VrBB70GaS2t@FAmjXZm4FCRNDGegACgkQrBB7
0GaS2t3y5g/7BFXp/fdanzuQPToJTPen7AVwhL1oKaiYhG3GjdXfMPLvu6UtaaGm
gynLolUNNooobptFqcl1G9BKoAghQrta7CsDHtsQF2xyc3Mfu@gmplL/7X5a7sFIel@OMYuUAAKCRCsEHs4
ZpLa3XCpD/42DrcveE+q2ulrAIYPD1UlHiwIMejgBDRm6zmr1KSAeb4E6/MFcP4s
rXSSscM1lrqGENVYnjNCXjD2YzWii68EwoXLIkgoD3r2ifzkV62EX2MIEeNZAVwuUy
KNxorzmy6bhuWltRYNK/hITs2AG50r0k9ADEI8PixKymrWlhesPaWX6Yhp9/tWaC
RHOSRiLbRVal+7sqT88urLmkVIOHqx949Zxv4+cgBVUGLEWXKsTWhHjbDMNInozWB
SZallznLApOM8z+1DNrqUYyfR8SkF4I0Vmg6HDzoyuselI8IvMAlkvT6F9VBq/iE
yeDYdEEQxwHwozKrEx5Ybx15mntbqwCXy6kHSx2+/3RZWpZQ8K29YPOQEkKOKeGF8
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9Vap3jjNrX4u3cuRNQpeblQc4uFn3Nzaj+cVV4YzcRwI4NifecXpujSvk8XU2yt]@iHawtFnmB3UFfC1lWt37Hy3PKvrlis3uG60+ULI8RQz3/+ZwSG8U+xt
b+I7H9+gITcleFCb+tIwp5xWflyxcFXYk6UzOL7y3Fg2tIEuSNtIHUCONDVobf6c
I0KAZzZcMvKiPQiuBnV0jgDLmCZM5H6axj9x+gisoVh6ea3HLgMzy jm5IkeCGgKWy
HOgD3yGEZDvcbavkQ0le5T+4JefndKzCPr1luX@iyx+0QiiOL8WieSSkSB6BsZcUN
SeuGJwM79Y70qld/YVIQNBZj5Vz+m3nZ+@EWDDMIOhRgMpSEIc+dnTCOU1@3Z+Rc
c2IJg8INmU653sUcfCZE12ParW4rF7ib6kViYrABT8f4e2TPQa0yP5kp51ied9qL
azaBA6tt/CO9X1V2EJIZK4srXtmcZ02Im45RA1IVXyfpBAmMmMiF3eZWCbKe7gBC41rDRh
LZG4RQW/S86Da@BID79gQz9IFSkaG504MsDhvnA7iAqaHUHUepCsiwsF8BBgBCgAm
AhsMFiEE/rkgny8vP@ZkhB5VrBB70GaS2tOFAmUkSiQFCQ+P/Z8ACgkQrBB70GasS
2t3AwA/9GkXKUgvjKGCxwE4SdADt7c2jwbto2TTP9iFJ3Xbk3+5BURT3gkZCuu9D7
gt+97aVo/B4EM7Xz8DQKyY7Ic9VAwWDRra/HwilVOhwlzyIWQ/gAnX3baU6qLRWHR
vVR5meV81r35C+rg9DaWFYmvS7PIvILfxESwBPUjbmx8k4/5EJpHUwWf12bzkTnot5
7q51HxKQa6IvgQak+Hp9ZM2KPdsgKO2HWIIIIvYcI5byW9zBKVOO7YR8gtRAIKp9
IbtsXx@WT6cqHOFVc555zdcaMt@gLF17BTnIyvKK219GABGBmzYDjeCyF2J+Ippf
0qxqfTe6E00SUEMc2PbLTs9SsWjyCC2VG1X8+uUHISoKwLOVQELFsP6fhkVKgi/a
rB6UUPR/iZnrKIuxMNQ4U+t2Q6UdMImXsAXTNdkwzoK90JRokITHOZV1KtH4s jA
tCic+t0ddq+GQLiKe2WpJIfx1AQUESCBOTxX jAwQmfnlH+dUhPelL1bNimH1H®/hXPd
ifuNGozzADIRseQDyzj18xGL1gRZLD3cfmdabRyZ+S3dQRuaRrcFCDccpY/p0+F8
jbx64zyqqNs+KV+SkQGOCKFhWTZGCFQ/zMDtDmMQK jb3eTAkv1zdEOMwIZE j jmSQq
8FN1+2w03VnvXwvBbtDdVCIaIqg+jVcsy5XtnnV+bJ19Q9yue/XvCwWUEGAEKAASC
GwwFAmMEyoZoFCQueVRUACgkQrBB70GaS2t1uHBAAhOYVvrtchRmzCvdNER1DtkIs
bgQPJ90xbyfvmvoD06qxH7PrycLZKbt7yYpAUU/CMc86GwaEe@I5Nm1CTs6NvDIv
g3e7EPIS859tyQflbM56N1wbsopCuoClYknuroIf/M6dWevIKNXLMmNL/AtalUBw
X+5pb1mGUUIep490TOXQENVNUqyvaGjXgFXix5PVFID2ed5NnQeFpvfCpc/ioNOj
z70R0827j1ht5nWgPraXX5AYhQFM/kwR1cK4LV7gVDd/q+dfGYHzpxQ/HtyX/Lasi
N6I52QqA95SM1ZZLPFLaNh6EvnNB7uCOpLCYS8nvilX7/cez5PFfflelgXCOTOjv3
mJ2exLmXVOBbfKgjccFCxhrdRLtukfiDfJkySylzdscnpfng8wI3xKRv43cUTz7M
Z240YNMgK26aJZVXEQUYjCwsBylY/F5wjYAwgwZ8yF5RFix28P/K8JsIHb3QrAJK
sSNWQAb@3ZWis3N3spR5MIMw3VuDZ3WUXq7mxB5M3kpVoZ3vETUScwTbADYNPf4Sw
BDK2uIVtxabezxSBtz@OFcyYoF+0W8q7r4WvoyC9/+3GfnozZLIcEIVDk4W2pMW4A
UhG/6drKTm3HkSDWIDu7d1sHWMffLEYFfUHtN5DKkDkGoPfHvZvu9teR5yLfUrPTf
ktihPn/JIMrmwa9pwi8LCwWUEGAEKAA8CGwwFAMCavPcFCQsGcHIACgkQrBB70GasS
2tQuaA//UWRaRiHEAKeRgBG/T2ak+XZINu7QHfNgoUEAUb9Zru8oPPXx2AJLcHEN
KwWmeF1LxADdW0Zs4Bm90o0ew3VQnR/dBqjnXfob9Rc+eYUjA3rXazM/QrqcU8Syi3
MjNGUmjdL5aQF+IppAMgOBLGL1TENM7C5/PvrGIuYpGEnkKEWMK/GYhqg2V6@pHEV
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Pvs66mefIpCzbZSy56qtknSt6yBNWc14XgDX6VTn2kW4CV/3vVIUuvjvYs9SPyY8
mKEXa6QvUd3PcXv6RiWk41GYuT1l+jh2VkcFQ+InUwv9TbKFB9b5jqlbvW9o+LMDEL
YXux7pBP5RPk+0LpyiEXIRFWhi3x7aMW0zQ+I9yuNTeYkTHiEAQRUhs/1Fh4olLgI
v9QZgCOmMRSN3zm8plQdivs1Z1AosAqqkA9BQwqsgosQe7P92irYIJqay@si9wGCD
wSMsmeXdIF6wW3/UMIZ166aarPeiZApGX0QdTZwjMh/QK/8gTKyeZulKmNkNfwWq
0170irWqLKssVHtg3VUMBEIdh+oNgDDXSeWtYUmpPpWp+yWZ0x1MFFZhUQHQZTGu
TIj4A92LQzbrfj/jXRvWm2SrIMivUoiDUn+qxKIpVwF1I5gVb+uyTFhw89PCkphr
JwRi@52RLoU9yd6Ek46UHALXTZZWrZuzY+2zzB70qGONphLgi/h3DCWwWUEGAEKAASC
GwwFA1771b8FCQ1lniTUACgkQrBB70GaS2t2/MxAAjoEGPdzavhs01XdPCRd1D5Q]
18T/NSEV2z1cp8Zvdrk jNFO9TBP4qsBnKJIiuvY1Iw70GX9W20kvXxgJizE45v9OMH
WEMz4hmIjmAfRwcqENgpOclIY/TQ/+kkCW8dB6d3@I1kTON2PCRzZNIL5VPQZXGTG
mLvd9MOjH1256w&uxLb+elHMDTCGEN1ppq9G+EAR/29q81ZWs1marbZzZwxSWcg,/E
1YYbNafzklgjq4CLh/j8AEWSVLTr39zRy9uvQ/yqAKZ4K4aZfh/SPupGDvsD6ZK54
EPHXErQ7aiXTbUHtvwhxWLOP6WmxFA3Shr6L6YUb6jq+@PV1iFC517g3mxFHItwt
yXGNIKhmzmr@1901lsHafull/9QPfK3Ce32SkPhW/11MYA8HzduMv5Arp7cBczXSP
EUTMNIVKv3gT3jSQrzRhwhHmMuqyDZ/rXQQ1j12sxIDj04MUMVVYKF+OCNm42gVs
8ca3/wN9ZNU6hyFWeKQDuCAqPPbT5G0/DKseFEwB+@7wwyH1RXbyl@v4fneg60@5X
S71ghNtw2plhDLOHYHDiV+aPZ+LoOmX6+dmngE6bQJaIlVb922KWml1i07F3DkqP7
@jFlhoElgfiXWkxP4Gy8wOobNfEMgvz02djkGQy+oQqeNdIcZFZgzPTGKB/nVgpt
9CcRDWjP1tFCd2el1FBbCWWUEGAEKAASFA1d1gAUCGwWwFCQeGH4AACgkQrBB70Gas
2t1PIQ//Qc5VYFBCxpaMysaPQ44wXPEZSjxIGZhhMGzb1UzzAEYOw+RgKN5NNTXq
L2Ko0k0rGnKqZOKByMdXwIPH/rGwwEsbbIpopnibf5ic5B/+xCTIK+qLIwX2ZLuk
NhbL6Y+E+7DxMMh+KgBWHONKkgwVY+1rFWOfoops839ABKvc9/Ry4/qqkcb4@AzpD
11iQJ5vK/DMuaDWxWeKXqJLI13WMGPcPfheuBZL1u7LEEHYKMgzvpbF81WIn3MBo
8jvxf2/0+kMafSSDqgvOubyu8GOhmScpCbRIN7jV/HrG+tM+zy48TN6/MkGWSR7q
TD34pqBjyatVfV16dGD6xj/i/Emt5hZB6GXTuUCDH7AWMONX+FkDubs4sc4PKysZU
ItyabKdQFo2UeYsNwZhdn6QwKhd85um4JUHICY@mARY jsQgWXH/5MR4@cow77bbE
vVqOXNd+QRV1yT42CEtnIUOFLeDVuZrum5Tuvvna6ImMDoi/z6QcNel79XsY2m61
QVRiHr1BDb/8ILkfnWiwL8GRv169Kf8unx@y5ulYBpcMYkyDD2+pnnk3TYQrR+8X
8goecaS8fbyu/Q48K85ZMD8wKW/bzLQ+tK9y8xed24u2QERTtMhIw9b6f45Nrrf/
PhgV8RnuwUusSbdDe8kw3eYTmLdzD4kZc9K75d02CqT+hm//911I=

=uGHC
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EIHARHA : 2025 10 A4 H

ZE D 0xAC107B386692DADD

xH RSA

K 4096/4096

2 22 A [ 2016-06-30

FHA 5 &7 2025-10-04

AFID Amazon SDK M T & <aws-dr-tools@amaz
on.com>

FEAEEL FEB9 209F 2F2F 3F46 6484 1E55 AC10 7B38
6692 DADD

ERFLLTFEMA T SDK for Java B OpenPGP 2B RAEH BIBIGAR , E1EFA L ARSI BR,

Comment: Hostname:
Version: Hockeypuck 2.2

xSFNBFd1gAUBEACqbmmFbxdJgz11D7wrlskQA1LLuUSAC4p8ny9u/D2zLR8Ynk3Yz
mzJuQ+Kfjne2t+xTDex6MPJI1IMYpOviSWsX2psgvdmeyUpW9ap@lrThNYkc+W5fRc
buFehfbi9LSATZGJi8RGOsCCr5FsYVzOgEk85M2+PeM24cXhQI0ZtQUjswX/pdk/
KduGtZASgNAYLKROmRODzUuaokLPo24pfm9bnrlRnRtwt5ktPAASbM9ZZaGKrie]
kT21PffbBjp8F5AZvmGLtNmM2Cmg4FKBvIQ4SQjy27jrQ3wBzi5LcOHTXDUHK/rtV
ubPewUe2WP1nx1XenhMZU1UK4Y0oSB9ESStQ2VxQiySLHSdxR7Ma4WgYdVLn9b0ie
nj3QxLuQlZUKF79ES6JaM4t0z19gGcQeUl+Uk1lgjFLuKwmzWRAEIFfxMyvH6qgKnd
U+DioH5mcUwhwffAAsuIJyAdMIEUYh7IfzJIXQf+fF+Xf0Cleby0OJFWrIGQkAzMu
CEvaCfwtHC2Lpzo33/WRFeMAuzzd@QJ4uz4xFFvaSOSZHMLHWIQYV/+Pea3X99Ms
ONlek/LolAJh67MynHeVBOHKrq+fluorWepQivctzN6YINOkx5naTPGGaKWK7G2q
TbcY5SMnkIWFLFSougj@Fvmjczq8iZRwYxWA+i+LQvsROWEXEiQf fIWROQARAQAB
zSxBV1MgU@RLcyBhbmQgVG9vbHMgPGF3cylkcil®b29sc@BhbWF6b24uY29tPsLB
1AQTAQoAPgIbAwWULCQgHAWUVCgkICwUWAgMBAAIeAQIXgBYhBP65I18vLz9GZIQe
VawQezhmktrdBQInABcIBQkRa8qgDAAoJEKwQezhmktrdl1MQAIwWEUDar30TxkfTa
cPNKDNNzxaWqrxZ3FTQ+PyrHhQ6usxxrvDKIS+uCjE9ObmWHVFU1R4yQNF+721Jdw
5UhXQu+ZgT9afApE65UAZUwLhPsz8upXT8C6VeKXh3shdw7gXi2hrwtM1a@P1ls40
Cs2C9rLUDMITySrVDDVwpnaAB+8DcFrs9bIt5Q3gdOUatdzDvcb7QKh9jUvzCpbE
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cInblepDN5MRzowMR4iU2VV1RzLxCvm7CQSyXfgf@ODFLkXWiknhOq9eINmytIFG/
ntFdiZFkNZ5hP7091oywdfNrmqB6PsF8BPGFh8gKwlpjowrfHpv6cNIqShmA76LT
30HVi0lqGFB70obffq//eZGPROoYIFDrOdD2CFRoHNP3N++AfkA4SRN7eXwyoz6Pk
DO9WNIEEkAcp6PGvv7AokogDo/40qmxgC6fN+3BTOstWpv4F1D4NXOZWsTs49wxg
kP1CCVf8t75aZzZkcjXngleC1ZZQ5SB1RtSB7gMqtP7MIn2]5w8spNbs5xQvIc76u
NvzwEasPkY+UcHd@®5RddOUwoKgDerLUG7Yqd1NCIoQR1mBIgZButbQlMyaZcmQqO
iROkwDi9h6D16fnUb2dFCNIw+eDHvsjG8HI3ZIVZM1@bUQ2kmmwr102YQlynJQmol
IM1114hFU8/1HNHmM8ie5darpVXQEwsGUBBMBCgA+AhsDBQsJCAcDBRUKCQgQLBRYC
AwEAAh4BAheAFiEE/rkgny8vP@ZkhB5VrBB70GaS2t@FAmUkSiIFCQ+P/Z0@ACgkQ
rBB70GaS2t3HVg//S+/KbeOBf+nCdHsrWtpOkxvWIpAGvQhIbxx1tp/impfm+5Rm
fKPDOKX+g42fuMmOdDE4gj04GjGd7ZY3bx+0zbDSdVebzmYCbPZ/BDP990@oPKidd
w6G18PalyqfuARKOESBETVAwWNgwO4t20cjs4pYZV+CuHVESYpgkuHjmHtye6ajzw
Mv24NhjVo4EfP33dPugTjXLjeuGT7qQpsYV3a66juHmPVkXwuPgxhOwTNc5TUGFG
UPSTIGMPLOxha7Rg2i5zvRaAxx4bHqGO8IAZz/1/E/tIkV5xnt494HQam9UDbiFIQ
QO@TSvelR6S45/UjQWecycyduHtk72s9ipa9YMOilTdLgKMWFjzYv4h4qgeYvLw3oB
JGQew+IQI4dIrwl /TKet33EuFfwmyTO9MalBhqV6geFaQ@uVmwvzpAcvxIoSqSpkd
B/kASqCEM/00QZLuWc56cDsmMisD@ouVPt+c1Zk7AWL1f6j8LKYTbKOQxLRh/eeZ
jhSf3HnpaCfonbOoHmeo5d/03EZOALIA4GbT3xgScoIgX0T7KGgOWmtWkdyd3zvl/
06q6HWpg4RsqCkwnfNm5ZIvmTAYXWc2hiICSicxrP@fek5Cc4xVgIR5RMNGYI7+m
ut1SE2WvLhMCwEyl5ecWFQtUze8VB1WkHIp@Y4k2ado39Z2q/DZrTRQYEV: jCwXOE
EwEKACcCGWMFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AFAmMEyoZoFCQueVRUACgkQ
rBB70GaS2t3axA//dgcz5T4Fs7LWAIQB/KRnvX64IzaGQcwt3FBhYH+sFaSaD+1u
752vi3j1GxMBKs2NFxk6e2U8xBEir3vfKYd+mZ5L6egXCOMYfvMO/UFEFH3A+t3V
dT0JK4RQcalL9+rFRVADmMZuifN9OFfy25d6631CZ50iqgHTQViVmbrGw2cQdyNWXxq
YLgg+gktadkmzis4J6hF/1e8NOBfrG3n+QthF1l/v2ppYYWIpmmxzUIf6tA1R1Vr8
PhPukjuFfrPLRL3XPiK4Lkd1SI5SMX7L1q4RkcZNINY1LWS8699wIOLRcr8aQYvzZ
Im7tfZUaek]I5ScXIWIEaWT4poMbWxXINj6VWE+DgKWyjkzoxBXSIdLk4XThAldIq
3n5STMkfuWV2A2xHqJtEzI1XeTm/d/JRxIG8hjIs5FNMGIJUSNANIUTVA2putCVfo
JbP4QlafXoEVOYwW/EFJY+brjQadwc/knf/QxszDcKb3THUTxR80AOh6ZysmtLEg
PCaD1xUCDdr4P7DG0OtV7yMaDR608QKmb7TKzCKCPNHougqPT@ODhSB2MRq437+mfSe
EGga/sPMxe@z8ug02CnrCf3eplU3Z0y4eeQSThTKe@Hp5Y1sF1lcdZSvjt7GIaHR2
9A22nAJY9Pojt1M+@Dkr/PH61r2brv3sEUACRNhzqCWhAve+zVnVLeb+Fk1rCwXQE
EwEKACcCGWMFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AFAMCavPYFCQsGcHEACgkQ
rBB70GaS2t3fqg//asHYSTBI4IoLibSF5ZJ8NaLo4EqgRts0OW1zr8fCoFbxI+yI
gWrNXR7eoFj8tW07Tj6S0kQr4QZcucLeILfox6CtDz03f3WQTHIM/@si5U4If3RA
gBd@vwxVSSSNEsIUUfyl0BHLVwlhaTVfhlh1dZhzb18LA1Vqu@100GGxvaG3dUl4
OMSRSK8EeaS04hIM8ScjVyhjsuPRmljlwd1EXZ5mkHRGRMGmwi3XysJ]jIeQRFmuG
a9uPes7I/K85r7X91BLz+G/mkSZsrHxzLxFOmMSZtQdhq@8GyMeQlJavs7sblUVbg
ag30JEAjggRsNIQOMIv12/amrRI7DUyQu5YkZQsAyCIhSVZw6z1J1kYVKSw1Cull
VX1n/Aahx5wwaQZA1dDTolX8WvL90/KmEGWbKUSov4@uoRwS0eXP3QhW75kD4zT0@
n3pSUc7tXka8GAz5Ar+r9014wc9as2WjWADo3CX8cF0zQ0rN1naMQ++xBIAGOmMsS8
y3L4ECORqVjCpjUAThflxwSM7uclCgFBINFKSLV+QGxzWFfHjg3+bSQdOhrRN9j 4z
Di9aJmFESQ6iykbUjiUFrcI1INUCFKz2awaxh+Sq8UkYcvuxljxdK/zYYEG8DSdQ2
uwlssHCjYVpAbl6hqlEAaSqnhv86020G4Z6ICg3AUZtOR1IMBpK2PNn/NmPSzCwXQE
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EwEKACcCGWMFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AFAL771vAFCQlnimUACgkQ
rBB70GaS2t353w/9GhpQqulVUCAsc4az7+ad8q2d90UKX0L12x0j3/ofS8umzZIYr
8KXZxPqBqvLj1lUyAB5Ur4fWVBdp9iP4Vj74jmRih7YatK8heGmNoUANI1/90qV50
ypFObfvWLxvcUNizmS/LYKdNuYcHwyw4bFyTz9gd3XH6Dxak7YiAXz3JgJIXcIB3
ELfpsduzpncLeVwz/dKhYX5iJ7Y/xd4Ew8Ian8FyNDNRwcXobTpPAMNiGLG5xSLq
8RgQfkm@7BVVDtu5tPw4V46gnBXGXNjPhSirGMoNbKZqtPO7TcBQhPQ9c95x73hs
kAqZKHrwilB7cfylI8y5sRFbPa@RXeVWQKEMZdwLsFhCbEex6iXHP+rMKONSIf0G
91F2eJk140n8K7wzak0OnjvNO@OVFN/9D+xD21CXCzbYbaDXX2tY0d4GS72fWOM/zT
96t IH5UtMGMOICuUIjnL34EbzBuxwTENJKhDGQH2P+eUzM9 jmuCTRLLGW2P@Zuof
6GSSNLf+5pw3BIVEZWS5PYT1IN6i3m19MQ7p9BWr7f1CF8CU/xzyPN7TVb/677Be7V
SL1rNFLNi@IdqcbLJ63pTWaUGkCSqRNMfq3cID1zNz2LoVv008VVmdt FRKhHN8h]
h7CUX1aqB0faJhV3FqA9G8sXmSN3r3pusZbl3kfCKsIJUZorThWxdaUBuUH3CwX@E
EwEKACcFA1d1gAUCGWMFCQeGH4AFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AACgkQ
rBB70GaS2t1aKA//dBaXto7zUFRbJvLgcSE3hJOChYZj8Uuo7iYK26mVycyBFQJK
Iv2XYFIIMwK1Rx1JaljA6BIKE3aYyx2LVTYUlHke826dhH+kV2qN9C6t/VmYpV4ib
n/i64po7EzD17ykrm5gB+z47uCvyC79/r80uns1mTf/IUql/hYIj2hf1MDWIO7/X
WclzBLj1T93tg/43Vgz1lwFdrUOcNx1+bQGXKTOi4AXSp3UvCL+2YsQ2/IsPf7Z2zZ
awSuUVkZJr11p87S1MhZeHmTrCHkV1FHIyudLJErcH0337Jpd8xDRek7K1xrx2pAS
cKIiyeAMIk/G10uEXYqQEEVFQzMr9Z1MNuhNBJAMr5hVGsTgrwy2hlIrBktXav@7d
01eS1sqw9ViZ7F6t90x51+NkwXVsLsGYSzuNyIfomNuoCgA+cfM3TjzVpslqsgld
WJc9Bavaan2pKF6Lb9Fq8u3HZk2u+YZbvZkqkXwTdZZQOkEmoVV4Y1G86bdpmPy j
8eV7C02NxPii4l+qV8qJQu/6DsAOQwMtBMUNODmM3BF2+ZmUHUhMGxq9/4vDE8heE
ffYhHtENTtV6IwwzGZmeZkrYA1POAGLeVp/6iNUe8H5/0Pvh4s2rRmgN+L/dQU1ix
1i0AT5iAKoRQGkduXrWc4fAY5KxDB9qna4oqX06QP8rEf1I8ELCcNgYEj40]vOwUQE
VZWABQEQALZzM@Cs9Zvd@8x0EVbEBj59LrS9d@HVKQ61gmkNakWC+jR35VD6FXpeb
UYACBLITEbVYfKwOP@p6MhFKAsb57@]oznKGzE1xrVYUZQzhDORKje35rvkajvEcjG
AWMLT jr87pWHeDO®389ER64bz0RNcfa/1+YP56PI+CThb2wUvTTONGIkPQUpVhH+P
256cQL/YOFwusXLerpwN+YKgMQ47raRcydobPeSTMQrofVKRy0zFEOTvNpCVDUGi
77d@gLDLjH1I1Dy0X5554S8XYLb91eYOiFvnu2pTCKiiEXRCSYK29mAQePK1TCCn
Qx0jbmBbGS8mVIkpQ5vpvXvzpY3JIjMXaDGgWSQSYGXhECYyxCR5e0tKYbCwwPIc2
rI15gW6yXyw9pKmj5XafTP7YHTVRSr7CZ/VLKDKkW16ATQ9nPOglmjwjpDFpmN71h
J1SKMazkh@QGV5FW3dK+GLwxiWdgx3htbZExrWyvumWQF/xBF7puKJBEXcoM5Kfk3J
uZekBwcnVkfNFF2RAkM1ALg8INGzLXc7ROUEM@BXVirfju7IRtWLb3UhIWCUhRW2
muyYegSTkag5MduD1IJK37GL8WI1AL65taYgZegUoxHdSaEOefOhspxuduz8d33z
UVIWCFhi+r/+BMCQmTRbF8a07fTC1dGd@84DRP6QE/dMT4u@ZEn7ABEBAAHCWXWE
GAEKACYCGwwWIQT+uSCfLy8/RmSEHIWsSEHs4ZpLa3QUCZwAXCwUJIEWVKhQAKCRCs
EHs4ZplLa3XtzD/9dwilqgffV70UTq8w/21jnlowHp@9jxP7WHTmPWHE@BWS5yFIW1V
A1gKN6YmOdw+LvS5WOKJaRnyewUyBxWvZsn6Wlb5qzY7nmCOKIpYtuCUPwiqjXWP
EM8c/vOMojSuwMOXBAVilLvOFhgdUrHn11k962XvWAW++4DXFh2deaV@163IFMRmO
PNPDAiPWBVqVvBANIh2sLRZ5gd1BXwpVrd+x8tzyr69YrN7hutP1CyPEUM9//mcEh
VFPsbW/i0x/foCE3NXhQm/rSMKecVn5csXBV2J01Mzi+8txYNrSBLkjbSB1AvTQl
aG3+nCNCgM2XDLyoj@IrgZ1To4Ay5gmTOR+msY/cfoIukKFYenmtxy6jM80o5uSZHg
hoClrx9IA98hhGQ73G2r5EDpXul/uCXn53Sswj65b19IssfqEloji/FonkkpEgeg
bGXFDUnrhicD0O/WOzqpXf2Fa@DQWY+Vc/pt52ftBFgwzCNIUYDKUhCHPNZOwtLtd
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N2fkXHNiCavCDZ10ud7FHHwWmRNdj2qluKxe4m+pFYmKwAU/H+Htkz9Gjsj+ZKedY
nnfai2s2gQ0rbfwvVOVdhCWSuLK17ZnGTtiJuOUQI1V8n6QQIpohd3mVgmynu6gQ
uKw@YS2RUEUFv@v0g2tASA+4EM/SBUpGhudODLA4b5w04gKmh1B1HqQrIsLBfAQY
AQoAJgIbDBYhBP65IJ8vLz9GZIQeVawQezhmktrdBQJ1JEokBQkPj/2fAA0JEKWQ
ezhmktrdwMAP/RpFylIL4yhgscBOENQ7e3No80raNk@z/YhSd125N/uQVEU9431GQ
rrvQ+4Lfve2laPweBD018/A0CsmOyHPVQMAQa2vx8ItVdIcNc8iFkP4AJ192210q
i@VhoblUeZnlfK9+Qvq4PQ21hWlrQuzyl /S38RESAT1I25sfIJOP+RCaR1MH9dm85
E56Lee6uZR8SkGuil6kGpPh6fWTNij3bICjthl1iSSCL2HCOW81vcwS1dDu2EfILU
QCSqfSG7bF8dFk+nKhzhVX0Uks3XGjLAdICxZewU5ycryitpfRgARgZs2A43gshdi
fiKaX6Ksan@3uhKDrLhDHNj2y@7PUrFo8ggt1RpV/PrlB/UqCsCOFUOixbD+n4ZF
Sqov2qwell jOf4mzZ6yil sTDUOFPrdkO1HTIZ17AF@zXZMM6CvaCUaJCKx9GVdSIR
+LI4wLQonPrTnXavhkC4intlqSX8ZQNLhEggdE8YWMEIN59R/nVIT3i5WzYph5R9
P4Vz3Yn7jRqM8wAyEbHkA8s45fMRi9akWSw93H5nWukcmfkt3UEbmka3BQg3HKWP
6TvhfI28euM8qqjbPilfkpEBjnChYVk2Rgn@P8zA7Q5kC0293kwIL9c3RDjMPcxI@35LYoT5/yTK5sGvacIvCwsF1BBgBCgAPAhsMBQJgmrz3BQkLBnByAAoJEKwQ
ezhmktrdLmgP/1FkWkYhxACnkagRv@9mpPl12STbu@B3zYKFBALm/Wa7vKDz18dgC
S3BxDS1pnhZS8QA3Vimb0AZvaDnsN1UJ@f3Qao5136G/UXPnmFIwN612szP@OK6NF
PEsotzIzR1Jo3S+WkBfiKaQDIDgSxtUxJzOwufz76xibmKRhJ5ChMDCvxmIaoNle
tKRxFT770upnnyaQs22UsueqrZ]@resgTVnNeF4A1+1U59pFuAlf971SVLr472LP
Uj8mPJihF2ukL1Hdz3F7+kY1pOJRmLk9fo4d1ZHBUPiZ1ML /U2yhQfW+Y6tW71vf
1izAxJWF7se6QT+UT5Pji6cohMSERVOYt8e2jFjs@PiPcrjU3mIJEX4hAEEVIbPORY
eKC4CL/UGYAtJIkUjd85vKZUHYT7NWZQKLAKgpAPQUMKrIKLEHUZ/dog2CCamstLI
vcBgg8EjLIn13SBesFt/1DCWZeummqz30mQKR19EHU2cIzIfOCY/IEysnmbpSpjZ
DX8FqjtezoqlqiyrLFR7YN1VDPBCHYfqDagwl@nlrWFIqT6VqfslmdMdTBRWYVEB
OGUxrkyI+APdi@OM2634/410blptkqyTIr1KIgll/qsSiKVcBZSOYFW/rskxYcPPT
wpKYaycEYt0dkS6FPcnehJ001B+F32WVq2bs2Ps8we6KhjjaYS4Iv4adwwsF1BBgB
CgAPAhsMBQJe+9W/BQkJZ4k1AA0JEKwQezhmktrdvzMQAI6BBj3c2r4bDpV3TwkX
dQ+UCa/E/zUhFds9XKfGb3a5IzRAPUWT+KrAZyiYrr2NSMOzhl/VtqJL18YCYsx0
Ob/TB1hDM+IZiI5gHOcHKhDYKTNNSGP@9P/pJAlvHQend9CdZE9]9jwkczfS+bz6
mVxkxpi73fTDox9duesOLsS2/ntRzA@wghDdaaavRvhAEf9vavCWVINZmg22wVsU
InIPXNWGGzWn85JYI6uAi4sf4/ABFkry69/c@cvbr@P8qgCmeCuGmX4f@j7qRg77A
+mSueBDx8RK00201021B7b8IcVizj+1psRQN@oa+i+mFG+o6vtD1ZYhQude4N5sR
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RybcLclxjSCoZs5q931fTpbB2n7pSt/UD3ytwnt9kpD4VvOdTGAPB83bjL+QK6e3A
XM10jxFE5jSFST94E40kK8QYCIR5jLqsg2f610ENY5drMSA4zuDFDL1Y2ChfigjzZ
uNoFbPHGt/8DfWTVOochVnikA7ggKjz20+RjvwyrHhRMAft08MMhOUV28pdL+H53
00t0VOu5aoTbcNqdYQy9B2Bw41fmj2fi6Dpl+vnZp6hOmOCWiIVW/dtilppYjuxd
w5Kj+9IxZYaBNYH411pMT+BsvMDqGzXxDIL89INNY5BkMvqEKNjXSHGRWYMzOxigf
51YKbfQnEQloz5bRQndntRQWwsF1BBgBCgAPBQIXdYAFAhsMBQkHhh+AAA0JEKwQ
ezhmktrdTyEP/@OHOVWHWQsaWjMrGjOO0MFzxGUo8SBmYYTBs29VM8wBGDsPkYCje
ZzU16i9igDpDgxpygmTigcjHV8CDx/6xsMBLG2yKaKZ4m3+Yn0Qf/sQkyCvqiyMF
9mS7pDYWy+mPhPuw8TDIfiqgVhzjSpIMFWPgxVjn6KKbPN/QASr3Pf@cuP6qpHG+
NAM6Q5dYkCebyvwzLmglsVnil6iSyJd1jBj3D34XrgWS9ObuyxBB2CjIM76WxFNVi
J9zAaPI78X9v6PpDGNOkg60oLzrusrvBjoZknKQmOSZ+41fx6xvrTPs8uPEzevzIB
1kke6kw9+KagY8mrVX1ZenRg+sY/4vxJreYWQeql67ggx+wFjKDcfhZA7m70LHOD
ysrGYCLcmuinUBaN1IHmMLDcGYXZ+kMCoXfObpuCVBYQmMNIgEb47EIF1x/+TEeNHKM
0+22xL1latFzXfkEVZck+NghLZyFDhS3glbma7puU7r752uiljA6Iv8+kHDXi+/V7
GNpuiEFUYh69QQ2//CS5H510sC/Bkb9evSn/Lp8dMubtWAaXDGIMgwOvqZ55N02N
KOfvF/IKHNnGkvH28rv@OPCVvOWTA/MC1v28y@PrSvcvMXnduLtkBEX7TISMPW+n+0
Ta63/z4YFfEZ7sFLrEm3Q3vIMN3mES5i3cw+IGXPSu@nTtggk/0Zv//SS

=bboB

EIHAEHA : 2024 £ 10 A8 H

ZE D 0xAC107B386692DADD

xRE RSA

K 4096/4096

B 22 A [ 2016-06-30

FHA B & 2024-10-08

AFID Amazon SDK F1 T & <aws-dr-tools@amaz
on.com>

FEAEEL FEB9 209F 2F2F 3F46 6484 1E55 AC10 7B38
6692 DADD

B LLTFEA T SDK for Java B9 OpenPGP X ERAEHBIBIGR , EEFA L ARSI BiFR,
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xsFNBFd1gAUBEACqbmmFbxdJgz11D7wrlskQA1LLuUSAC4p8ny9u/D2zLR8YNk3Yz
mzJuQ+Kfjne2t+xTDex6MPJI1MYpOviSWsX2psgvdmeyUpW9ap@lrThNYkc+W5fRc
buFehfbi9LSATZGIi8RGAsCCr5FsYVzOgEK85M2+PeM24cXhQI0ZtQUjswX/pdk/
KduGtZASqNAYLKROmRODzUuaokLPo24pfm9bnrlRnNRtwt5ktPAASbM9ZZaGKriej
kT21PffbBjp8F5AZvmGL tNm2Cmg4FKBVIQ4SQjy27jrQ3wBzi5LcOHTXDUHK/ TtV
ubPewUe2WP1nx1XenhMZU1UK4Y0oSB9ESStQ2VxQiySLHSdxR7Ma4WgYdVLn9b0ie
nj3QxLuQlZUKF79ES6JaM4t0z1gGcQeUl+Uk1gjFLuKwmzWRdEIFfxMyvH6qgKnd
U+DioH5mcUwhwffAAsuIJyAdMIEUYh7Ifz]IXQf+fF+Xf0C16by0JFWrIGQkAZzMu
CEvaCfwtHC2Lpzo33/WRFeMAuzzd@QJ4uz4xFFvaSOSZHMLHWIOYV/+Pea3X99Ms
ONlek/LolAJh67MynHeVBOHKrq+fluorWepQivctzN6Y1INOkx5naTPGGaKWK7G2q
TbcY5SMnkIWfLFSougj@Fvmjczq8iZRwYxWA+i+LQvsROWEXEiQffIWRoQARAQAB
zsFNBFd1gAUBEAC8zNArPWb3dPMThL2xAY+fS60vXdB1SkOtYIpDWpFgvo@d+VQ+
hV6XulGAHAS6xG1WHysPT9KejIRSgLG+e9CaM5yhsxNalWFGUM4Q9ESo3t+a75Go
7xHIxgFjC046/06Vh3g9N/PREeuG8zkZ3H2v5fmD+ejyPgk4W9sFLOOZzjRiZDOFK
VYR/j9uenEC/2NBcLuFy3q6cDfmCoDEO062kXMnaGz3knzEK/X1SkcjsxRDg7zaQ
1Q1Kou+3dICwy4x551Q8jl+eeeEvF2C2/dXmDohb57tqUwioohMUQkmCtvZgEH]y
pUwgpOMT025gWxkvI1SIKUOb6b1786WNYSIZF2gxqlkkEmB14RASSQkeXjrSmGws
MDyHNqyJeYFus18sPaSpo+V2n@z+2B070Uq+wmf1S5A5FpegHOPZzzoNZ0o8I6Qxa
Zje9YSZUijGmZIdEBleRVt3Svhi8MYlnasd4bW2RK1sr7plkBf8QRe6biiQRF3KD
0Sn5CbmXpAcHJ1ZHzRRAkXZDNQC6vCIxsy1300TrhJtAV1Yq347uyUbVi291ISVg
roUVtprsmHoEk5Go0THbg9SCSt+xi/FiJQC+ubWmIGXoFKMR3UmhDnnzobKcbnbs
/Hd981FdVghYYvq//gTAkJk@WxfGq030wtXRndPOA@T+ghP3TE+LtGRJI+wARAQAB
wsF1BBgBCgAPBQJIXdYAFAhsMBQkHhh+AAAoJEKwQezhmktrdTyEP/@QHOVWHwWQsaW
jMrGj@O0MFzxGUo8SBmYYTBs29VM8wBGDsPkYCjeZzU16i9iqDpDgxpygmTigcjH
V8CDx/6xsMBLG2yKaKZ4m3+Yn0Qf/sQkyCvqiyMFOmS7pDYWy+mPhPuw8TDIfiqgg
VhzjSpIMFWPqxVjn6KKbPN/QAST3Pf@cuP6qpHG+NAM6Q5dYkCebyvwzLmglsVni
16iSyJd1jBj3D34XrgWS9buyxBB2CjIM76WxfNViJ9zAaPI78X9v6PpDGnOkg6oL
zrusrvBjoZknKQm@SZ+41fx6xvrTPs8uPEzevzIBlkkebkw9+KagY8mrVX1ZenRg
+sY/4vxJreYWQeql67ggx+wFjKDcfhZA7m70LHODYysrGVCLcmuinUBaN1HmLDcGY
XZ+kMCoXfObpuCVByQmNIgEb47EIF1x/+TEeNHKMO+22xL1atFzXfkEVZck+NghL
ZyFDhS3glbma7pulU7r752uiljA6Iv8+kHDXi+/V7GNpuiEFUYh69QQ2//CS5H510
sC/Bkb9evSn/Lp8dMubtWAaXDGIMgwOvqZ55N02NKOfvF/IKHNGkvH28rv@OPCvO
WTA/MC1v28y@PrSvcvMXnduLtkBEX7TISMPW+n+0Ta63/z4YFfEZ7sFLTEm3Q3v]
MN3mE5i3cw+IGXPSu@nTtgqgk/o0Zv//SS

=79u3

LARTHY %2 4R

265



EAT Java B Amazon SDK 1.x MAR1xFEAARERE

M E1E %

AWHHT GEAT Java B9 Amazon SDK FRXARIERE) EHEARFEFTNEEERY,

KIEEMAAET 2025 F 10 A 1 H,
2025 10 A1 H

WHIRETF 2026 & 9 A 27 BEIHAMET PGP %48,
2024 £10 B 5 B

E#H 281 OpenPGP Z4A1E 5.,
2024 £ 9 A4 H

71 DynamoDB 7#F & F Amazon i im R BV HEXE S, 52 Hthe section called “FERET
Amazon Ik ViR R

2024 £ 5 A 21 H

BBRAXEMA java B TREBMIRE networkaddress.cache.ttl Z2BMEN A, FS
B 20 A% iE JVM TTL,

2024 £1 A 12 H

ARINERL LS EA T Java B9 Amazon SDK v1.x B9 H IR,
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