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[default]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access
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2. EHRMXHRF , BITUTaTHAGE NET HE,

dotnet new console --name S3CreateAndList

3. HIFHHIEM S3CreateAndList XHERHETUTHS,

dotnet add package AWSSDK.S3

dotnet add package AWSSDK.SecurityToken
dotnet add package AWSSDK.SSO

dotnet add package AWSSDK.SS00IDC

BIEM BT NuGet i B EEEE L ENUGet BFE, BRARMNEBYEAEELAHEZTEMTAL
NuGet ?FMLF’FE , IARMNIAETURITEIANTSR T, EFASES , NEMENEFIERE
Jll_l.:o tHﬂ!ﬁﬂ"%)Rﬁq y ﬂl’j\i?ﬁ'%‘éﬂ}lﬂl\] ap 'I'-‘ o

BIEAT

1. 1 S3CreateAndList X#Xe K EXRHERBEEIZFITH Program.cs.
2. FAUTRBERABZHEEXM.

using System;
using System.Threading.Tasks;

// NuGet packages: AWSSDK.S3, AWSSDK.SecurityToken, AWSSDK.SSO, AWSSDK.SSOOIDC
using Amazon.Runtime;

using Amazon.Runtime.CredentialManagement;

using Amazon.S3;

using Amazon.S3.Model;

using Amazon.SecurityToken;

using Amazon.SecurityToken.Model;

namespace S3CreateAndList
{
class Program
{
// This code is part of the quick tour in the developer guide.
// See https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/quick-
start.html
// for complete steps.
// Requirements:

EEEFENARER
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// - An SSO profile in the SSO user's shared config file with sufficient
privileges for

// STS and S3 buckets.
// - An active SSO Token.

// If an active SSO token isn't available, the SSO user should do the
following:

// In a terminal, the SSO user must call "aws sso login".

// Class members.

static async Task Main(string[] args)

{
// Get SSO credentials from the information in the shared config file.
// For this tutorial, the information is in the [default] profile.
var ssoCreds = LoadSsoCredentials("default");

// Display the caller's identity.

var ssoProfileClient = new AmazonSecurityTokenServiceClient(ssoCreds);

Console.WriteLine($"\nSSO Profile:\n {await
ssoProfileClient.GetCallerIdentityArn()}");

// Create the S3 client is by using the SSO credentials obtained
earlier.

var s3Client = new AmazonS3Client(ssoCreds);

// Parse the command line arguments for the bucket name.
if (GetBucketName(args, out String bucketName))
{
// If a bucket name was supplied, create the bucket.
// Call the API method directly
try
{
Console.WriteLine($"\nCreating bucket {bucketName}...");
var createResponse = await s3Client.PutBucketAsync(bucketName);
Console.WriteLine($"Result:
{createResponse.HttpStatusCode.ToString()}");

}

catch (Exception e)

{
Console.WriteLine("Caught exception when creating a bucket:");
Console.WritelLine(e.Message);

}

// Display a list of the account's S3 buckets.

EEEFENARER
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Console.WriteLine("\nGetting a list of your buckets...");

var listResponse = await s3Client.ListBucketsAsync();
Console.WriteLine($"Number of buckets: {listResponse.Buckets.Count}");
foreach (S3Bucket b in listResponse.Buckets)

{
Console.WritelLine(b.BucketName);
}
Console.WritelLine();
}
//

// Method to parse the command line.
private static Boolean GetBucketName(string[] args, out String bucketName)
{
Boolean retval = false;
bucketName = String.Empty;
if (args.Length == 0)
{
Console.WriteLine("\nNo arguments specified. Will simply list your
Amazon S3 buckets." +
"\nIf you wish to create a bucket, supply a valid, globally
unique bucket name.");
bucketName = String.Empty;
retval = false;

}

else if (args.Length == 1)

{
bucketName = args[0@];
retval = true;

}

else

{

Console.WriteLine("\nToo many arguments specified." +
"\n\ndotnet_tutorials - A utility to list your Amazon S3 buckets
and optionally create a new one." +
"\n\nUsage: S3CreateAndList [bucket_name]" +
"\n - bucket_name: A valid, globally unique bucket name." +
"\n - If bucket_name isn't supplied, this utility simply lists
your buckets.");
Environment.Exit(1);
}

return retval;
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//
// Method to get SSO credentials from the information in the shared config

file.
static AWSCredentials LoadSsoCredentials(string profile)
{
var chain = new CredentialProfileStoreChain();
if (!chain.TryGetAWSCredentials(profile, out var credentials))
throw new Exception($"Failed to find the {profile} profile");
return credentials;
}
}

// Class to read the caller's identity.
public static class Extensions
{
public static async Task<string> GetCallerIdentityArn(this
IAmazonSecurityTokenService stsClient)
{
var response = await stsClient.GetCallerIdentityAsync(new
GetCallerIdentityRequest());
return response.Arn;

}
}
}
EITNARERF

1. BITHUT@®R,

dotnet run

N

RERELUEREIAEN Amazon S3 B ( RE ) REE#.

3. JE Amazon S3 #@iEE &, A “dotnet-quicktour-s3-1-cross-” tER &R , AFRERM—LE
MASHRP |, Hl0 GUID RN B F., BSHLBTFEEMBBMN , &0 Amazon S3 A IEEF
W Z i AR A A P ATIR,

4. TIUT®S , amzn-s3-demo-bucket BN B ERNZH BN E TR,

dotnet run amzn-s3-demo-bucket

5. REMHUESQZAFFMNE,
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g

WATAHIER |, EO2 T — LR EFEN AR,
« MREFBRENABRFENS RPN FENR , BERAMTH Amazon S3 25 & E M

ERhttps://console.aws.amazon.com/s3/.
« MRETEREEN NETHE , EMFRIFEHMER S3CreateAndList X#K,

JBETHE
REIHRIS R R R EEE B L RRE A R E,
HTF Windows BRI NARERFEH EAT .NET B9 Amazon SDK

K#HBMEAT Windows EATF .NET 89 Amazon SDK Lt # Visual Studio F1.NET Core, A& @&
BRUOAEAFTAIESHHEMAERN Amazon S3 1 , BT LUERGIETE,

&4 7E Windows E{#EH Visual Studio 1 .NET Core T A% T, BEXBEFLAHENEECHE |, iF
SRLZENEE T B8,

5t F7£ Windows {8 Visual Studio 1 .NET Core #1TH Xk , EE :

* Microsoft Visual Studio

« Microsoft .NET Core 2.1, 3.1 S E & R4

BRIANBERT , REFIMRAR Visual Studio FIEE LSS LINAE,

® Note
EEAXEHEZH  SAAZETEEHAREFRTESS BRI,

- BIETHE
- BIENKE
- BITRAERF
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- BE
BIEDH
1. #T7F Visual Studio 812 —MER C# iRAHEH & NARFERNFHFHE ; hRAYL , @ik

R RATFRERTLUENET LTS TRNARR.. . FHMBd&A N S3CreateAndList,

(® Note

TEEFREE AN ARFERN . NET Framework ixA< |, % , iRERT |, FHSE
F.NET Framework 4.7.2 SR = iR A&,

2. MEFCIRNDER , &F “TE”, “Pack NuGet age Manager’, “BI2f#R7 X NuGet @7

3. XL NuGet K@ H HHLEKFHH
B : AWSSDK.S3AWSSDK.SecurityToken, AWSSDK.SSO, #1 AWSSDK.SS00IDC
WEREEY NuGet M B EEEE T HRNUGet BE T, RARMNBT b HERHEZEEMFT L NuGet
BHS, FIARMNAETURITEINSR T, EFAIEEDR , HEFFENEFSEREL, HIAX
MiERE  BERBELNEIEZEEN].

4. MREHENGHSHRTLZTHEARR , BT AGSERRIEHA SR I ESWEM HH X H
X, XBERELTF S3CreateAndList\S3CreateAndList\bin\Debug\net6.0 HWRZE ,
B EAHRUR T ENIRE,

EUE= AR

1. £ S3CreateAndList BIB# , & H 1E IDE FFTH Program.cs,

2. RAUTRBBRABHEREX M.

using System;
using System.Threading.Tasks;

// NuGet packages: AWSSDK.S3, AWSSDK.SecurityToken, AWSSDK.SSO, AWSSDK.SSOOIDC
using Amazon.Runtime;

using Amazon.Runtime.CredentialManagement;

using Amazon.S3;

using Amazon.S3.Model;

using Amazon.SecurityToken;

using Amazon.SecurityToken.Model;

E T Windows #9 &1 8 5 AR F 21
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namespace S3CreateAndList

{
class Program
{
// This code is part of the quick tour in the developer guide.

// See https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/quick-
start.html

// for complete steps.
// Requirements:

// - An SSO profile in the SSO user's shared config file with sufficient
privileges for
// STS and S3 buckets.

// - An active SSO Token.

// If an active SSO token isn't available, the SSO user should do the
following:

// In a terminal, the SSO user must call "aws sso login".

// Class members.

static async Task Main(string[] args)

{
// Get SSO credentials from the information in the shared config file.
// For this tutorial, the information is in the [default] profile.
var ssoCreds = LoadSsoCredentials("default");

// Display the caller's identity.

var ssoProfileClient = new AmazonSecurityTokenServiceClient(ssoCreds);

Console.WriteLine($"\nSSO Profile:\n {await
ssoProfileClient.GetCallerIdentityArn()}");

// Create the S3 client is by using the SSO credentials obtained
earlier.

var s3Client = new AmazonS3Client(ssoCreds);

// Parse the command line arguments for the bucket name.
if (GetBucketName(args, out String bucketName))
{
// If a bucket name was supplied, create the bucket.
// Call the API method directly
try
{
Console.WriteLine($"\nCreating bucket {bucketName}...");
var createResponse = await s3Client.PutBucketAsync(bucketName);
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FRARER

Console.WriteLine($"Result:

{createResponse.HttpStatusCode.ToString()}");

//

}

catch (Exception e)

{
Console.WritelLine("Caught exception when creating a bucket:");
Console.WriteLine(e.Message);

}

// Display a list of the account's S3 buckets.
Console.WriteLine("\nGetting a list of your buckets...");

var listResponse = await s3Client.ListBucketsAsync();
Console.WriteLine($"Number of buckets: {listResponse.Buckets.Count}");
foreach (S3Bucket b in listResponse.Buckets)

{

Console.WritelLine(b.BucketName);

}

Console.WritelLine();

// Method to parse the command line.
private static Boolean GetBucketName(string[] args, out String bucketName)

{

Boolean retval = false;
bucketName = String.Empty;
if (args.Length == 0)

{

Console.WriteLine("\nNo arguments specified. Will simply list your

Amazon S3 buckets." +

"\nIf you wish to create a bucket, supply a valid, globally

unique bucket name.");

bucketName = String.Empty;
retval = false;

}

else if (args.Length == 1)

{
bucketName = args[Q];
retval = true;

}

else

{

Console.WriteLine("\nToo many arguments specified." +
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"\n\ndotnet_tutorials - A utility to list your Amazon S3 buckets
and optionally create a new one." +
"\n\nUsage: S3CreateAndList [bucket_name]" +
"\n - bucket_name: A valid, globally unique bucket name." +
"\n - If bucket_name isn't supplied, this utility simply lists
your buckets.");
Environment.Exit(1);

}
return retval;
}
//
// Method to get SSO credentials from the information in the shared config
file.
static AWSCredentials LoadSsoCredentials(string profile)
{
var chain = new CredentialProfileStoreChain();
if (!chain.TryGetAWSCredentials(profile, out var credentials))
throw new Exception($"Failed to find the {profile} profile");
return credentials;
}
}

// Class to read the caller's identity.
public static class Extensions

{
public static async Task<string> GetCallerIdentityArn(this
IAmazonSecurityTokenService stsClient)

{

var response = await stsClient.GetCallerIdentityAsync(new
GetCallerIdentityRequest());
return response.Arn;

3. MENAERF.

(® Note
R RZIBAR Visual Studio , N ATRELIBEIREUA T AR HEEIR

“Feature 'async main' is not available in C# 7.0. Please use language version 7.1 or
greater.”
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MREEFRER  BRUERENERAZEESNESHRAS. SEEENERUERE. §
B TTEKo

PN

WETSRETRARF. ERTSRRGHR (MR ZEEITH ) M IDE HITIHERE,
KREHEUEEEHERN Amazon S3 B ( NRE ) REBF,

N # Amazon S3 IR EZ M. A “dotnet-quicktour-s3-1-winvs-" ¥ER EA |, RE N EHRIN—L
MMEFRIREE |, B0 GUID SR B F. S ETFE#EBmAMN , 20 Amazon S3 AFIEEHF
WY 12 6 4 o B AU AR AR o

4. BRETRARRF , XRBEHRE#EEN.

N
A
H

EHHIH , MU T Tamzn-s3-demo-bucket YN B EIR 7 B R FHBHN B,

S3CreateAndList amzn-s3-demo-bucket

HE , MREE IDE FizTNARERF , 7% “B”, “S3 CreateAndList B, “PFid” , REE
BEMAFEEEE,

5. REMHUESQZAHFMRE,

g
WATAHIER |, B0 T — LR EFEN AR,
« MRETERENABRFEZOSRPQZNFHENE , BEMAMLTHE Amazon S3 24| & F E M

BXhttps://console.aws.amazon.com/s3/o
« WMREBFEREBEH NETHWE , BMNFRIFZEFAMBR S3CreateAndList X#HK,

-

o242 T1E
REPREEEXEREZREREEREN KRR,
RES R

1577JJ\/EIE"‘EJDEZM“%EHT@UEE’JFEﬁ BRR, XLEAERF AHMERE Amazon BIRHE
, {5 a0 ST FN SR,

i
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BERIREZLSMT FEAT NET # Amazon SDK , fRATBEAEFT LAVRAVIA B .

BB R
EALAER S M EARRZHHRE U Amazon Bs. UTR—ERBHAR -

o MRBFRBAEBNET FX , Amazon REZDZHF EAT NET B9 Amazon SDK , M AJAfFEAR&E
ERENRAPOET ., HPREEATIFAIESHEENSE,

- BALMER NETCLI BRI EAXTE, BEERWRY , B A S TRATHL R , IEXHXRH A F
HESMBZXHRIB R, RAEWARTARR,

dotnet new console --name [SOME-NAME]

BIET —ANZWME |, KA UEERFINRBEN NuGet 2. BXEZEE , HZH NET Core 5/,

EEFUBERYIEK , FEALUTHS  dotnet new --list
« Amazon Toolkit for Visual Studio B3&&A T & Amazon fRFH C# T B #iR, HIEFE Visual
Studio FZETETF , WU LAESIZFH I E 845 BX LR,

EEENNE , 53 (Amazon Toolkit for Visual Studio A igmE) T/ “EA AmazonfR%”. &%
o LN REISERFHIE .

- MRIRIE Windows LA Visual Studio #1TF & Amazon Toolkit for Visual Studio , {B;&EFEH ,
BERAEAN A ERCIEHRME,

EEFR M, BFTF Visual Studio , REEFE . FiE. TH., BXR “netcore” , REIEF C# R
AREHEIERARERF (.NET Core ) 3 WPF R AR ( .NET Core ) iR, BT —4Z=mH , &
AT AR EARMARIEF NuGetEo

BRI PR B — LB X MMARER Amazon IREH RHIT B i85S BV RE,

/A Important

MREER Amazon IAM Identity Center # 1T H 4 RIE , WA ARFLME AT NuGet
BHE |, X# SSO AT FRERER

BHFTE 26
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* AWSSDK.SSO
* AWSSDK.SSO00IDC

im
3

o

RS AR ERFZFSBETHRS

& Amazon X1

Amazon X5 7t V&8T5 R SKBR A T 45 7€ 36 3B X5 H Amazon RS, ERARATRIETR , ARIEERNK
ENNAREFELENRAF BRI ENNE,

EEEFSWM Amazon REZFZEFNAMIEXEMNALRET ANLFYR | HSEPHNRZ L% ‘%‘DEE
#MAmazon Web Services — &S %, Eﬁéfkﬁ Eiﬁ\“‘,‘f—iﬂ’ﬂ 5I&K |, i35 Amazon RS é% Ro &
BEAEXRXENEMER , BSHEE LMK 0] LUEE B Amazon XiF,

B R BB E XM Amazon RSB Fin, BEAT AN NARFEE—MSATFE Amazon
BREFEF WX, ETRFERIFHIER.

IR ERBEEXENRSEF ik

RN NARFPREM Amazon REFEFREEXE, At AN REXESL LT ZEBERSES
wmNEAERIRE,

NAEXE

R E) & R R A £ I A X1 R SEHI{E A mazon EC2 & iw, ©ERBEE YA RegionEndpoint®
58

using (AmazonEC2Client ec2Client = new AmazonEC2Client(RegionEndpoint.USWest2))
{

// Make a request to EC2 in the us-west-2 Region using ec2Client

}

{# F RegionEndpoint & 61 2 £ X 15}

Lt R 51 [ 4% i 7R AT 65 R #3431 44 3% 19 M RegionEndpoint,  GetBySystemNames,

var newRegion = RegionEndpoint.GetBySystemName("us-west-new");
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using (var ec2Client = new AmazonEC2Client(newRegion))

{

// Make a request to EC2 in the new Region using ec2Client

}

158 i AR S5 % 7 v B I SR A T X 130

WREIEER ROAER RS EFIREEXRMWServiceURLBMRIEERXE ; FTEAFIF R EMH Amazon
EC2 Config 3£,

B X i SR IE R EM X g REER |, bR ARMEA.

var ec2ClientConfig = new AmazonEC2Config

{
// Specify the endpoint explicitly
ServiceURL = "https://ec2.us-west-new.amazonaws.com"

};

using (var ec2Client = new AmazonEC2Client(ec2ClientConfig))

{

// Make a request to EC2 in the new Region using ec2Client

}

AABE RS &F P imis € XE

Za B SR A XN NARFCENTE Amazon REFEFIRIEEXE. KXEATFARBIHEHE
X6 2 E RS & iw.

BEULTIRFEZE EHAT NET 8 Amazon SDK % “Xi8” &,
B & 3

HEENNRABRFIRGATATEGEMBENEEXHFHITIRE, AXRESRER , F5H TIEANERE
M.

RETE
£ AWS_REGION EZEHIRE,

£ Linux =% macOS L :

AFE RS B im i E X 28
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export AWS_REGION='us-west-2'

£ Windows L :

set AWS_REGION=us-west-2

@ Note

MRBRFABNRZREXNRELE (FHexportiisetx ) , EA¥META SDKs fITE
2, MR ERTF NET 8 Amazon SDKo

AWSConfigs 34

A AWSConfigs. AWSRegionMf 7=,

AWSConfigs.AWSRegion = "us-west-2";
new AmazonEC2Client())

using (var ec2Client

{

// Make request to Amazon EC2 in us-west-2 Region using ec2Client

}

X 13 A

MRS EFERA LR AEFRIEE Amazon Web Services X5 , < EATF .NET 89 Amazon SDK 21z
& Amazon RS & iR Bz 1TH X,

X320 8 AT L

1. NABRFEEXH , 0 app.config M web.configs

2. JFEZE ( AWS_REGION A AWS_DEFAULT_REGION ) ,

3. E#H AWSConfigs.AWSProfileName FHIEIEEMN B B SXH,
4. EF¥AH AWS_PROFILE IMEEEIEENE E XK

5. [default] EE&EX .

6. Amazon EC2 KT #iE ( INR7E EC2 EHILZE1T ) -

MERKFIXG , SDK 2 EFE , i85 Amazon RFEF WS BERERXE,

X35 AR AT 29
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BXRPHE (4R ) REBNEKRER

EFADE (tR) KEFNERS , EL4FTRBRBETHE (t=) KEHNKSMEIUE, Hib Amazon it
XOKFMEBTERATHE (4R ) X8, BFF , FE (LR ) XS FMEBFERT Amazon
HtX, BXUEFE (4tR ) KEEANEIMNDUNES , FERFTE (tF ) KRS,

BX#H Amazon REHEHRER
T Amazon RS R TAE/L N BXEL  AGEHMBXERSE, EXEBRAT , BEELER

HMORHEFRTESRFAZRSHFTXE, SATUEENEFRNERSERIEEFRNMNGXE |, W
ZBIFRTRo

fE A L% AWSSDK 4 NuGet

NuGet2.NET EENBRHGESEE RS, FH NuGet , LA LUHXBAWSSDKE SR EMLAYT B
ZRINEHNMBE R, BXEZELR , BSHMIE LA aws/dotnet FfEFE, GitHub

NuGet & RBEHKHRAHK AWSSDK B4 BUKABIHARA, NuGetHEH M2 2 BINEBIXRH B
HERMALENREZ,

/A Warning

NuGet HH-3HIRATEEDIE —NE N “AWSSDK” EHZ (RBEMIRAR ) . BAREL
NuGet B2 ; ERIBR , TRATHHE .

ZRAE— NuGet WEH B EZWINE —EFME A MARFEEEPIUMIE, XFERUULZEFZET
BEENAREFNERFEREK K MIAEREMNARFNRAMERZE, EXNEZEE NuGet , 5
FINuGet 34,

(® Note

MBEFEERTATEIRTE THMELE NuGet H4EE |, M ATLIZREL AWSSDK 2R EH B HE
EREERN (SRR ),

MRXERTE , HEEEKRIKRS AWSSDK BF &£ , BSHRELAWSSDK iBF&E. ETH#
mAEARBEENERE , HSRRTE AWSSDK BFERTEA NuGet,
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NuGet M\ F IR REFR L infE A

1. #3| EFHAWSSDK #4444 NuGet A BELNITE P EEMHLES  Hlan , AWSSDK.S3,
2. MNZERFSNMTE4 .NET CLI 3% , LT RAIFTFR.

dotnet add package AWSSDK.S3 --version 3.3.110.19
3. HEWMEBMBZRS , ZEITIZNETCLI %, NuGet ELREAMEKHI , Hl0 AWSSDK.Core,

(® Note

MRERAFESFMRAN NuGet 42 , WAL G SHEEBRIRAES , W T RAIFT R,
dotnet add package AWSSDK.S3

5/ Vis NuGet ual Studio A F REREE

1. ERRADRAREERD  AREGTENTE , AN ETXHERERE “EE NuGet &7

2. 1E Package Man NuGet ager WEMI B , %&F WK, RE , EULUCABREERERR
WEHFE. NuGet E2LIEEMAKBII , 5l AWSSDK.Core,

NuGet M Package Manager ##l& & &

#t Visual Studio # , EE T E, NuGet i TEER. RHETEEREZEH A,

BALAE A Install-Package@ M Pac AWSSDK kage Manager 2%l 8 ZEFTEN R4, HI
W, ERE AWSSDK.S3 , BEAUT®S.

PM> Install-Package AWSSDK.S3

NuGet i& & ZFAEAKHI , a1 AWSSDK.Core,

MREEFEREEFSNERRA , BEA -Version BT A EEMENREFSTRA , AT RO
Ro

PM> Install-Package AWSSDK.S3 -Version 3.3.106.6

X Package Manager ZHABTHESZEE , B RAMENuGet X HIPowerShellSZ & £l

NuGet Man T R AF Sk & i it A 31
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https://www.nuget.org/packages/AWSSDK.S3
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% AWSSDK FZF &£ A ER NuGet

AREBNBWMAFERBEARM (AR ) SREVFF# B AWSSDK 275 |, A FTRIREL AWSSDK 2
Ff. ETRAEBERUHEFARXIETSENHRELE , BERLERERNRLEN,

(® Note

232 SDK 5| EER ZR2N TEHAZREESIN WA FIEN NuGetiih a3, FRH %% AWSSDK
MRS NuGet PN A T iXF 5%,

Z&* AWSSDK EF &

-

I E X AFRER AWSSDK BF &SI — MR, 2AN6F , B ERX A 44HR

AwsAssemblies,

2. WRBEEZEXEFEM , BIREAWSSDKEFE , TSURFEREEN R THIREX
Hkh, NAMEREFEN DLL XHFNZTHXHXREFFEWIE F ( EEBMNOREIH R
AwsAssemblies X#3K ),

HEFVEFIFBHREIXR, RASEGItHUbM I R BB X AKX RNEE.
3. WERANTHNSIAMENERFE,

Cross-platform development

1. FIFABEM .csproj XHHFM—/ <ItemGroup> THEK,
2. 7t <ItemGroup> TEH , N ENMNVENBFEFM—NESR Include BHEW

<Reference> %,
Blgn , X¥F Amazon S3 , BAIBAEIE . csproj XHFHFRMEL T LT,

1£ Linux 1 macOS t :

<ItemGroup>
<Reference Include="./AwsAssemblies/AWSSDK.Core.dll" />
<Reference Include="./AwsAssemblies/AWSSDK.S3.dl1l" />
</ItemGroup>

£ Windows L :

Z % AWSSDK F2FErR T A NuGet 32
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<ItemGroup>
<Reference Include="AwsAssemblies\AWSSDK.Core.dll" />
<Reference Include="AwsAssemblies\AWSSDK.S3.d1l1l" />
</ItemGroup>

3. REFEWMEM .csproj X,

Windows with Visual Studio and .NET Core

1. £ Visual Studio # , MNEFKEWIMB HFTHIB. H31H,

2. EFRINFEERIBNERE, SBEIDE QXA RFGAAER DLL XH4EHIRH 73X HX
( flgn AwsAssemblies ) o

3. EEFTE DLL X4+ , &R , REERAE,
4. REELEHWE.

UL MBS & AR AT

BSEINF ZER T NET 89 Amazon SDK #REIE , HEASNAREFNE —H 7 AEIL,
EIEE R F

1. 7 Amazon BRS & Fin L E X IREAVEUE , A PR 157 B2 2 Fr o B9 FEUE A B B S

(® Note
ZEBAAHIESRIESHEDF , B

>

NEFREEZIENEIEG E.

EREREXH , HEHHPWEIEEAWSConfigs, AWSProfilef£# .
A FAE AWS_PROFILE HFEZTEEEMNE LA E X H.
[default] FiFHELE X4,

FHAWS_ACCESS_KEY_IDAWS_SECRET_ACCESS_KEY. FAWS_SESSION_TOKENMEZTERIZEK
@@ £AWSCredentialsi® ( IR EAERRIEZER ) -

6. RIEAWS_ACCESS_KEY_IDHMAWS_SECRET_ACCESS_KEYHEZERE@@ HWEAR
AWSCredentialsZ £ ( IR ENFHRIEZE ),

7. RRFEREB,

o & DN
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8. Amazon EC2 3£l st iz,

MR BRI ARFE Amazon EC2 K6l EiZ1T , BIMMELE~HER , EEA IAM AG , R ER
IAM AERFIHRNE, BN , FlmEMETIRF  BHENEREEEXHT |, ZXHEREN
Web N ARFERS SR LT LATFRI Amazon EiEXAHFER.

B B S A R AT

HTERMTENEIEFEIG , ik 7THOAEE EAT NET B Amazon SDK AEAENIEEE
=, WAWSConfigs, AWSProfiles{y & &t #l20{T AT .NET B Amazon SDK EHEREEE X
%,

AWSProfilesLocation Bl & X RATIT R
null (RIZE) 22 MRFAXHE , 58 %E SDK Store , ARFER

IMIBERAE Amazon BEXH. NEERE
XHFELREM—MLIE , FEE ~/.aws/
config ( Linux 2% macOS ) = SUSERPROF
ILE%\.aws\config ( Windows) .

Amazon SEUE S ##6 3 ST HHHY 5 42 R EREXHFRREEEEEHHEEY
#e
fEAEBRE AP K EIE

A EAT NET 8 Amazon SDK ( AWSSDK.Core R4S 3.1.6.0 RESIRA ) BN ARF LB
Active Directory Bx & &3 % EBRSS (AD FS) FABKE AR, , B3R EFRIZES (SAML) 5[R
Amazon R

BRAHRXFERE AP A ERAEN Active Directory #1THHRRIE, REFEFHAFLETIRRE
iE, XEIFAHERNBERE N —/ et |, FELEHWRAERFE Amazon ARSHER, FXIEINE
BigeEiE. X TFEMASNAFRKS, , nREHNARFALBRAESEESH , NF s EFHEIE
RPN ERHEBEFTEHEL, (3T non-domain-joinedtk~ |, EEFHITENRILZH , RELETR
RAPWmAEE. )

ELENET NARFERFERAL SR , BA%EH PowerShellcmdlet REABREXX ., ETHREAKE
B , i3 Amazon Tools for Windows PowerShell 3X#4,
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REACREXHE  FENARFFSIAZEEXH. BZRHEEAUMBER—K , AR R
FAWSConfigs, AWSProfileff i 5 E b X EEEXHHEERN S A B R M.

KAmazon Security Token Service (AWSSDK. SecurityToken) 12 SAML & #LA3REL Amazon i
. EFARSAPKFEIL , THRARENNABRFAIUEALERE,

EEA ORI EILE

M F1E Amazon EC2 =l L2THNARF , ERIIPHNRZLAEAREM IAM A6 |, FFTRER
IAM £ &% F 15 E %R,

HNFRGETHRITXHENEAAABAFPTANNARRES , BRI RITIERAGNZEEIE, BR
TIRMARKN Amazon BRIFRINES , XEMPEATUEEENNEREIH, BXERZLEI
NWEZEE , HSH

- IR R2FEIUE

« Amazon Cognito &3t

fE AR EFIUE

MREA M Amazon BRI RESEE , WA BEARS Config3k EI’JProxyCredent1alsJ='
HAREBEEERE. BRI Config KBERZBRFEHBEZEN —Hr. T~FI3TE
LW : AmazonCloudDirectoryConfigfE Amazon |, CIoulerectorynp% 2 [
FMAmazonGameliftConfigfE Amazon A, GameLiftan#& 228,

filgn , 33F Amazon S3 , BAUERAEXUTFUATHENRES ,
':F'SecurelyStoredUserName%ﬂSecurelyStoredPassword;ETI:NetworkCredentiaIS(TI%FF?ETEE’\J
REAF B NEB,

AmazonS3Config config = new AmazonS3Config();
config.ProxyCredentials = new NetworkCredential(SecurelyStoredUserName,
SecurelyStoredPassword);

(@ Note

BHIRANTT A TESERNE ProxyUsername M ProxyPassword , BXHENE M EHFE
Ao
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BXRAFNAEGNEERR

E£ NET £#4T.NET FF X Amazon &L Amazoniz{T.NET R ARF , EEEEAXEEESNA
F. REEFNRSACHERAS

"‘ﬁUEE’JﬁEFHF' PREMBESARUREAEINNAR , FERRTENAEFNER, TEHH L
FF hn{E B4 e A e ER AR a2 e,

AP M RE

EMLAERAEEKBEIEN IAM AP IKF KRG E Amazon RS , EXEFBRRKESRER , M08
ﬁo EEEFASREYS  EMELREREAF MRS Amazon IAM Identity Center A &
R SR ALY I BHIE P

NFHFAE , BUUFERAECHENSEREARTIECSHRITPRENAF.,. MREHEESN
Amazon Web Services Management Console fXFR , B AN ZAF A ENBERENTRNERE |, =
FEARBLZIATHRMENHAR, , RENREDHONRE, BEFENITHAR (HRE ) BURTEN
185

BXRZXEAFANREAR AR EINNESER , BRI ESERETN S HEIEAmazon
SDKs 17 & 1% BR LA & Amazon IAM Identity Center Fi 8RR I AT,

REAE

A LR E Amazon RSB ERAREXAFIHE Amazon %, MR EZAEZEEZTEONABARERSR , N
XfipRAXEESEN ; fl , EEN L ENEIZEN Amazon EC2 =4l E,

RS ACNIRRABRAMSE , BER LW TR,

1. &3 Amazon Web Services Management Console J3TFF IAM #2#|& , Mt R https:/
console.aws.amazon.com/iam/,

2. ER AG  AEER tIEAG,
. i&#Amazon HEX ERFEF EC2 (Hla) , AREEEC2RAH (Hlm ) .
4. EET—F KR, RENNARFFHERN Amazon ARSTEEFRHE S HY K

/A Warning
B 7%k ¥ 1ZAdministratorAccess KB , RN IZREE A FEKFRLFRMERNBNIZRMNE
ARPR .
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https://docs.amazonaws.cn/singlesignon/latest/userguide/getting-started.html
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
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EMT NET #9 Amazon SDK (V3) FEAGIERE

5. BEET—F ¥, REWAMENEMARZL,

&R BAE |AM A SRR A Amazon B IRIR SIS T5 R R AR BB R AREHER.
6. ERT—% £F A6 ARHUHAGENVASELR, RAGERUEARE,

£ IAM S ISERNE S (A, APANAE ) STNRIER AM ABHERES. 7 AV
ABIBFERAEXAGHIEAEE.

BXRABHNHEHEER

« XF Amazon Elastic Container Service (Amazon ECS) , & H TESEH IAM &,
« X7 Amazon EC2 E4l LT NAREFFER IAM B,

FEATF NET 8 Amazon SDK IME W B R E

AP FHNETBLEEXRETREBRNBNECEETSNEENER.
F&E

« £ AWSSDK .Extions, NETCore.Setup #15H IConfiguration

- BEEREMNAREFZH

- WEENXH#HZSZE EAT .NET #9 Amazon SDK

£ AWSSDK .Extions, NETCore.Setup 5 E IConfiguration
(AEBZAIMRER “EATF NET 9 Amazon SDK £/.NET & OEE” )

NET Core FEx KK A 2 — MR T LLBITE .NET Framework 1 ASP.NET M ARFHEAH
ConfigurationManager AR #5A4 app.config M web.config X#.

NET Core #FMEEE TR ERHERELHNB/EN, BEERUEFEELREMNSHEEREE N E/E
X, BEGTITEH, BEXMS. RREEMRENH.

(@ Note
EXREZEE , BS ASP.NET Core FHVELE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
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R TETFENET Core & 5EHTF .NET B Amazon SDK A , YRE]LAEH.E AWSSDKxtensions.
NETCore. %% NuGet @, 5% .NET Core FE—# , ©Em@IConfigurationEORMTY BAZE ,
BASRINTo 48 Amazon BLiE.,

ZERH IR GitHub 2 Fhttps://github.com/aws/aws-sdk-net/tree/aws-sdk-net-v3.7/extensions/
src/AWSSDK.Extensions.NETCore.Setup,

£ AWSSDK .Extions. NETCore.Setup

RiIZREIE T — ASP.NET Core Model-View-Controller (MVC) BRI FF2/F , AJLAfERA Visual Studio &
#9 ASP.NET Core Web R T2 F#E4R=E.NET Core CLI dotnet new mvc ... FE{TRTRK.
BHENARFA , Startup.cs WAERHBED NE B RE IR fE ARRGEERE | Fl0iE
EY appsettings. json,

public Startup(IConfiguration configuration)

{

Configuration = configuration;

}

EfAConfigurationX KIKEXAmazonik I , i £ R MMAWSSDK . Extensions .NETCore.Setup
NuGet B#ra, Al , FETUMNE TERHEEXHH.

BEE , ANBEImE AW EAP —INMXH R appsettings.Development. json, XMMAFE
EnvironmentName iZ&JH Development, A XTREH |, FEEBALXHF , ZXHREER
L HR (B R B, L EEFB EEnvironmentNamel®R BN A Amazon EC2 SEfIRt | Z X H# 2
B, FENERIRZLD# EC2RHIEEN IAMIEBFMXE, EATF .NET 9 Amazon SDK

DTEEREL REATLURNINZEIEIE K appsettings.Development. json X4/ A TR
Amazon R B E/ =B,

{
"AWS": {
"Profile": "local-test-profile",
"Region": "us-west-2"
1,
"SupportEmail": "TechSupporteexample.com"
}

Ei5E CSHTML XHHHIRE |, A Configuration % :
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@using Microsoft.Extensions.Configuration
@inject IConfiguration Configuration

<hl>Contact</h1>

<p>

<strong>Support:</strong> <a
href="mailto:e@Configuration["SupportEmail"]'>@Configuration["SupportEmail"]</a><br />
</p>

ENRBHRXHHRIRER Amazon &I , FiAARMEIRGetAWSOptions B
s£IConfiguration,

BEMNXEEMMERSE P , A CreateServiceClient, LATRHIEBUEE T {412
Amazon S3 REE Fim. ( BH 4R AWSSDK.S3 NuGet @R MEBEHWIE F, )

var options = Configuration.GetAWSOptions();
IAmazonS3 client = options.CreateServiceClient<IAmazonS3>();

BE T LAER appsettings.Development.json XMHFHZSANARKECIBREERHRBIRENZ MR
SEFum , MATRAIFTTR , AR servicel WEESHE us-west-2 X1 , service2 WEESE
kiR R URL,

{

"servicel": {
"Profile": "default",
"Region": "us-west-2"

.

"service2": {
"Profile": "default",
"ServiceURL": "URL"

}

}

RiE , BOJLAEA JSON M E BIREUSERS LT, Hlan , EIREN servicel MRE |, BF
ALLTmE,

var options = Configuration.GetAWSOptions("servicel");
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appsettings X/ R FHIE

LTRBAREFEEETLE appsettings.Development. json XHEHIRE, FRESAFERHFTR
HWRNE, BXRXERENFMAER , HSH AWS.Runtime.ClientConfig 3K,

- X

- BLENH

* ProfilesLocation
 SignatureVersion

* RegionEndpoint

« UseHttp

+ ServiceURL

+ AuthenticationRegion
 AuthenticationServiceName
* MaxErrorRetry

* LogResponse

+ BufferSize

* ProgressUpdatelnterval
* ResignRetries

* AllowAutoRedirect

» LogMetrics

» DisablelLogging

» UseDualstackEndpoint

ASP.NET Core fk#ix REA

AWSSDK_.Extensions NETCore.Setup NuGet @it 5 ASP.NET Core FEVFI KBTI ARG ER. NA
FEFH Startup EHFH ConfigureServices AZERARIMMVC REFHNE, WRNARFERERE
FAREER | NXtb2FTHRICHME,

public void ConfigureServices(IServiceCollection services)

{
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// Add framework services.
services.AddMvc();

® Note
H2< .NET Core FkBiXx RIEANE RIEEE NET Core XM 5 LRH,

ZAWSSDK .Extensions .NETCore.Setup NuGet 8RN T HWT B A
7ZIServiceCollection , A LA IX £E 75 4 mK BE A R0 Amazon RS, AT REBEE
R T AR M AR IREREY Amazon &1 , IConfigurationA{&¥F Amazon S3 1 DynamoDB %
IBRE RS, (BESSF AWSSDK.S3 FIAWSSDK. Dynamo DBv2 NuGet @7 N EEHI 1 E
Fe )

public void ConfigureServices(IServiceCollection services)

{
// Add framework services.
services.AddMvc();
services.AddDefaultAWSOptions(Configuration.GetAWSOptions());
services.AddAWSService<IAmazonS3>();
services.AddAWSService<IAmazonDynamoDB>();

}

M7E , MREM MVC 25I85#H IAmazonS3 = IAmazonDynamoDB EN &R F S |, N
KX REARELEAXLERS,

public class HomeController : Controller

{
IAmazonS3 S3Client { get; set; }
public HomeController(IAmazonS3 s3Client)
{
this.S3Client = s3Client;
}
}
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REHMNRAREFSH

(® Note

AEFHFWEERETET NET Framework 9T H, BIAERT , App.config #
Web.config X#AFHETET .NET Core WU HE H,

T &EE NET Framework AR

TEESHNRAEFSH

* AWSLogging
* AWSLogMetrics

« AWSRegion
 AWSResponselogging

* AWS.DynamoDBContext.TableNamePrefix

« AWS.S3.UseSignatureVersion4

* AWSEndpointDefinition

« Amazon FRZAE R KR iRT =&

XESHATLERNARFN App.config = Web.config XHFEE, REMEBALUGER EH
F .NET & Amazon SDK API Xt E#TEE , BBRMNEBNWEERANARZFN . config. LNTA
TIXFRA L,

BXRATHEXNHFIRNER <aws> TENEZER |, BHSRER T NET B9 Amazon SDKELE X 4
SE,

AWSLogging

BEFAIEGNIMTIEREN (MRIER), Hln , BN AERMFEH <logging> T& , ZTER
<aws> TEWNFTE :

<aws>

<logging logTo="Log4Net"/>
</aws>

HE
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<add key="AWSLogging" value="log4net"/>

REMVETIE -
None

A EHBEERLER. X2EHIAE,
log4net

£ log4net 2%,

SystemDiagnostics

£/ System.Diagnostics FEidx.

BAILAR logTo BHREZME , UES SR, U TRBIE .config XHHIRE logsnet M
System.Diagnostics H&EIg :

<logging logTo="Log4Net, SystemDiagnostics'"/>
HNE
<add key="AWSLogging" value="log4net, SystemDiagnostics"/>

H& , 8 ERT NET 8 Amazon SDK API & #LoggingOptions B2 E H ik B
AWSConfigs.Logging & % :

AWSConfigs.Logging = LoggingOptions.Log4Net | LoggingOptions.SystemDiagnostics;

3 b1 B B E SR T HTHY Amazon & P i SE 514 ¥
AWSLog#s#R

EEFAIESREMIERMEEER. BE .config XHHREBEMALRIEREE , BE
<logging> EHIRE logMetrics BME , ZTER <aws> TEMNFITE .

<aws>
<logging logMetrics="true"/>
</aws>
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AN | £ <appSettings> P HiRE AWSLogMetrics REF :

<add key="AWSLogMetrics" value="true">

®E , EFEA FEAT NET #9 Amazon SDK API R B BERIEH , iR BAWSConfigs,
LogMetricsf 7=:

AwWSConfigs.LogMetrics = true;

FWFREEFIRBEE , WigEATFEEZERIA LogMetrics B, XNHRENE RN FH Amazon
B i S

AWSRegion

NARBAWEWIEE Amazon KN EFIHEEBERIAXE, EE .config XHHPREXE , BUNEERE
aws JTTEHIRE region BHE :

<aws region="us-west-2"/>

4k, & <appSettings> B HiRiE AWSRegion X F :

<add key="AWSRegion" value="us-west-2"/>

®E , EMEA FZAT NET 89 Amazon SDK API REX1T , FI&REAWSConfigs, AWSRegionlf7=:

AWSConfigs.AWSRegion = "us-west-2";

BERANBEXELZE Amazon EFIHRHNEZEER |, i5SAmazon Xigik#FE, iR E I E XX #H
B Amazon & s 3Ll 4 R

AWSResponseidx H &
BEFATIESEMLABR TIERRSMEN, ATEENESRE :
Never

MTIEFRRF ML, X2MIAE,
Always

PRI RARSS B R
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OnError

R FE Hi B iC S AR 55 W R

E#i .config XHHRERS ATIERKEE , #EENFERE <logging> TEHIRE
logResponses BMfE , ZTER <aws> TEMFTE :

<aws>
<logging logResponses="OnError"/>
</aws>

HE , ELA T <appSettings>EP% FAWSResponseif & Logging 4 :
<add key="AWSResponselLogging" value="OnError"/>

®E , EMEA ZAT NET #9 Amazon SDK API R B RS BERIEH |, Ei&BAWSConfigs,
Responselogging¥/& 14 1& & J ResponseloggingOption W HE 1 —/ME -

AWSConfigs.ResponselLogging = ResponselLoggingOption.OnError;

X 1R B B BB S I B A
AWS .DynamoDBContext.TableNamePrefix
BLiE TableNamePrefix A RIERIA DynamoDBContext (ERFFHEENERT).

B .config XHHRERBIER , BN FERE <dynamoDBContext> TEHIRE
tableNamePrefix BME , iZ7tER <dynamoDB> TE (XX & <aws> W FTE) N FE :

<dynamoDBContext tableNamePrefix="Test-"/>

B4\ |, 1 <appSettings> P HiZE AWS.DynamoDBContext.TableNamePrefix x#F :

<add key="AWS.DynamoDBContext.TableNamePrefix" value="Test-"/>

®%E , EFMA EAT NET # Amazon SDK APl i BR B HI4 , B AWSConfigs.Dynamo & 1%
DBContext TableNamePrefix :

AWSConfigs.DynamoDBContextTableNamePrefix = "Test-";
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3t 1% B Y B R IEFT M H DynamoDBContextConfig # DynamoDBContext SEfld 4R,

AWS.S3.UseSignatureVersion4
BLE Amazon S3 FF IR BB NEAER RA 4 WHIERER,

E1E .config XHH N Amazon S3 RELERA 4 WXL , HENFERE <s3> tEFRE
useSignatureVersions B , ZTER <aws> TEMNFTE :

<aws>
<s3 useSignatureVersion4="true"/>
</aws>

A | 7£ <appSettings> 2 HfF AWS.S3.UseSignatureVersion4 Z4AiRE N true :
<add key="AWS.S3.UseSignatureVersion4" value="true"/>

®E , EFEA EAT NET 89 Amazon SDK APl R EXEMA 4 £F , HF AWSConfigs.S3
UseSignatureVersion 4 BHIRER : true

AWSConfigs.S3UseSignatureVersion4 = true;

RINMERT , WIRER false , BEAEREBER TREERLEXGH , RINSFRALERAEK 4, HikE
A true B, LE{MA 4 FATFABEER. MNIi%iE R E XX #H Amazon S3 & F im 3= 64 K.

AWSEndpointiE X
BEEFATEQRARNFEABENEEXH , ZXHE XML Ko

B .config XHHPRELK T RENLXH , B <aws> TEHIRE endpointDefinition B
ME,

<aws endpointDefinition="c:\config\endpoints.json"/>
®E , IR LAELL T <appSettings>E7 #i& BAWSEndpointE X Z 4 :
<add key="AWSEndpointDefinition" value="c:\config\endpoints.json"/>

®E , EFEH FZAT NET 8 Amazon SDK APl & Bis S E X X# , HIREAWSConfigs.
EndpointDefinition i 7=:
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https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Amazon/TAWSConfigs.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Amazon/TAWSConfigs.html

EMT NET #9 Amazon SDK (V3) FEAGIERE

AWSConfigs.EndpointDefinition = @"c:\config\endpoints.json";

MREEREXHE , IFFEAEBENBRENXH. FIIRENERXITFHE Amazon & F w3k 64
. endpoint.json X4 7] Mhttps://github.com/aws/aws-sdk-net/blob/aws-sdk-net-v3.7/sdk/src/Core/
endpoints.json3Ik 5.

Amazon REERMNAKIHT R

B Amazon RESERKBCHART R , MARFEAREHLARET A, XERSNEFHEAZSET
ZIRFH RS URL AR RIR. XLERS B NMIF = Amazon CloudSearch 1 Amazon loT. B
T RBIE R IREUX LR S MY KR iR T =

Amazon CloudSearch & i s =451

L5 # CloudSearch & i A TGRS #h CloudSearch Bt ERS . EAILAEH

Amazon CloudSearch Bl ERSG IR, BEMEEERE, ECIRERE , HolE—

AN CreateDomainRequest3 R F £ #tiZDomainNameE . &R AmazonCloudSearchClientX}
RAEXNR, WA CreateDomain FiE. AIRER CreateDomainResponseX RIS

— N ErfEBDocServiceMSearchServicels AfIDomainStatusE i, I —

AN AmazonCloudSearchDomainConfigX £ 3 & A & ¥ #1182 1t. % AmazonCloudSearchDomainClient3
fSearchService3kflDocServicefMEHI,

// Create domain and retrieve DocService and SearchService endpoints
DomainStatus domainStatus;
using (var searchClient = new AmazonCloudSearchClient())

{
var request = new CreateDomainRequest
{
DomainName = "testdomain"
i
domainStatus = searchClient.CreateDomain(request).DomainStatus;
Console.WriteLine(domainStatus.DomainName + " created");
}

// Test the DocService endpoint
var docServiceConfig = new AmazonCloudSearchDomainConfig
{
ServiceURL = "https://" + domainStatus.DocService.Endpoint
};
using (var domainDocService = new AmazonCloudSearchDomainClient(docServiceConfig))

{
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Console.WriteLine("Amazon CloudSearchDomain DocService client instantiated using
the DocService endpoint");

Console.WriteLine("DocService endpoint = " + domainStatus.DocService.Endpoint);

using (var docStream = new FileStream(@"C:\doc_source\XMLFile4.xml",
FileMode.Open))

{
var upload = new UploadDocumentsRequest
{
ContentType = ContentType.ApplicationXml,
Documents = docStream
I
domainDocService.UploadDocuments(upload);
}

// Test the SearchService endpoint
var searchServiceConfig = new AmazonCloudSearchDomainConfig
{

ServiceURL = "https://" + domainStatus.SearchService.Endpoint
};
using (var domainSearchService = new
AmazonCloudSearchDomainClient(searchServiceConfig))
{

Console.WriteLine("Amazon CloudSearchDomain SearchService client instantiated using
the SearchService endpoint");

Console.WritelLine("SearchService endpoint = " +
domainStatus.SearchService.Endpoint);

var searchReq = new SearchRequest

{
Query = "Gambardella",
Sort = "_score desc",
QueryParser = QueryParser.Simple
i

var searchResp = domainSearchService.Search(searchReq);

Amazon loT i = Rl

EREMLEHT R Amazon loT , E 812 — N AmazonloTClient%t & # 8 f DescribeEndPoint A%, iR
B B DescribeEndPointResponseX KRB &EndpointAddress. #lEAmazonlotDataConfigfi &R , i&
BEServiceURLEM , RABFEHAIZNREH{L1ZE, AmazonlotDataClient
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string iotEndpointAddress;
using (var iotClient = new AmazonIoTClient())

{
var endPointResponse = iotClient.DescribeEndpoint();
iotEndpointAddress = endPointResponse.EndpointAddress;
}
var ioTdocServiceConfig = new AmazonIotDataConfig
{
ServiceURL = "https://" + iotEndpointAddress
};

using (var dataClient = new AmazonIotDataClient(ioTdocServiceConfig))

{

Console.WriteLine("AWS IoTData client instantiated using the endpoint from the
IotClient");
}

WEEXHSZEZ EAT NET 8 Amazon SDK

(® Note

AREBHWEESETET .NET Framework BIE ., BRIAERT , App.config
Web.config X#FFETET .NET Core HWILE #,

ITF&EE NET Framework AR

EALAE R NET BB App . config®iWeb. configX#3R#EE Amazon i& & , 40 Amazon it
., BEFIEM, Amazon FRELK T S Amazon Xi3 , LA —£ Amazon IREHIRE |, HlanE
5# DynamoDB. Amazon #l Ama EC2 zon S3, AN EENE 7T WA EHIZE App.config =
Web.config XHIEX | MEEXERERE,

(® Note
REE U LAKEEERApp. configEWeb . configX i fi<appSettings>tEREE
Amazon iRE , ER(BWERBEAETBEHEMRBAEMA<configSections>Ff<aws>TT
£, BXiZ<appSettings>TEMNEZER , FSHEE EHAT NET 8 Amazon SDK R/

BEF P K <appSettings>TTE A,

WEEX#HSZ ERT .NET # Amazon SDK
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® Note

REBUUBEERB X RFEALTANSConfigsEKBEMRIEE Amazon R E , BAUATEM
B, FFRAMATER T FIX LM -

* DynamoDBContextTableNamePrefix

EC2UseSignatureVersion4
* LoggingOptions
* LogMetrics

* ResponselLoggingOption

S3UseSignatureVersion4

BE  RNBVETEERBXHHFEAANSConfigsE B MRIEE Amazon RiE , MAE
FApp.config=Web.configX#FH K <configSections>M<aws> Tt EKIEE Amazon
RE , MAFBEEMR. BXLABMHENESELE , BFSREE EAT NET # Amazon

SDK R 2K HRAWSConfigs KB R Hl,

N

&

« 788 Amazon R BB 5
- AFHTE

- nExEE

7B Amazon & B 5

B LA <aws>TTE R EZBFEApPp . configEiWeb . config X #HH#EE Amazon RiE. EFFHEEH
<aws> JURZH] , BYAMEBIE— <section> JTE (<configSections> TEWFLER) HFHH
name BMH aws B2 BII&E N type M Amazon.AWSSection, AWSSDK.Core (0LAT RHIFR
R)

<?xml version="1.0Q"7?>
<configuration>

<configSections>
<section name="aws" type="Amazon.AWSSection, AWSSDK.Core'"/>
</configSections>
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<aws>
<!-- Add your desired Amazon settings declarations here. -->
</aws>

</configuration>

Visual Studio e T N<aws>TRFH F R RBEHBEHRBERIEE (IntelliSense).

A <aws> FHET A BIEBIE2 Amazon.AWSConfigs.GenerateConfigTemplate TEK R EH
AR, UM ITENFHERERAE <aws> TEMNHBRA , T AEZFHFRUBEZENER,
TREBANE <aws> TENEMHNFTER.

RIFHTTE

AT 2 Amazon RED AP AT TR ZAMNBEEXRIIK. EERUIIRNEFIRE , EULER
Amazon.AWSConfigs.GenerateConfigTemplate A% , XFUFEFREXNME <aws> TEHH
SRR, TR ZFRBLUARENER,

<aws
endpointDefinition="string value"
region="string value"
profileName="string value"
profilesLocation="string value">
<logging
logTo="None, Log4Net, SystemDiagnostics"
logResponses="Never | OnError | Always"
logMetrics="true | false"
logMetricsFormat="Standard | JSON"
logMetricsCustomFormatter="NameSpace.Class, Assembly" />
<dynamoDB
conversionSchema="VvV1 | Vv2">
<dynamoDBContext
tableNamePrefix="string value">
<tableAliases>
<alias
fromTable="string value"
toTable="string value" />
</tableAliases>
<map
type="NameSpace.Class, Assembly"
targetTable="string value">
<property
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FRARER

name="string value"

attribute="string value"

ignore="true | false"

version="true | false"
converter="NameSpace.Class, Assembly" />

</map>
</dynamoDBContext>
</dynamoDB>
<s3

useSignatureVersion4="true

<ec?2

useSignatureVersion4="true

<proxy
host="string value"
port="1234"

username="string value"
password="string value" />

</aws>

* aws

» dynamoDB
« K84l DBContext

+ ec2
* loggin
- R&
-+ property
* prox

+ S3

| false" />

| false" />
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il

<alias> TERTEESHHN -, ZEEEIE—NMHSNMNRRIBRRORS , B
FTEEENE—XBEBENXRTRNER. LaRFMN ERT NET 89 Amazon SDKH
# Amazon.AWSConfigs.DynamoDBConfig.Context.TableAliases B S F|
Amazon.Util.TableAlias KHSEHl, ENARBMBIRZE , FITERBRE,

WREAUSEUTEY :
fromTable

BRI BRKRNMENRERIB D, LEMHMREE EAT NET 8 Amazon SDKHHY
Amazon.Util.TableAlias.FromTable &%,

toTable
RREBRRNRFNBIRRE D . LWEMMRSE EAT NET #9 Amazon SDKHH
Amazon.Util.TableAlias.ToTable B,

<alias> TEMRXLKN <tableAliases> Tk,

<alias> tEFEEFRH,

UTREATHN <alias> TR RHA

<alias
fromTable="Studio"
toTable="Studios" />

aws
Z<aws>TTEMA K Amazon BEBP AR LHEMN TR, LTETUIEUTEM :
endpointDefinition

ENEFEAN Amazon XM R M B E LB EXHFNEX ER, LLEMEBRSE EAT NETH
Amazon SDKA#) Amazon.AWSConfigs.EndpointDefinition /&%,

profileName

AT #HTRFAANFMHE Amazon EEMNEEXHEM. WEMEMSE EAT NET B Amazon
SDKH K Amazon.AWSConfigs.AWSProfileName & %o
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profilesLocation

EnSHEMAHRZTNERE XA LENLTERE Amazon SDKs, BRIAERT , RIEXHEF
ELRAFPEERMN .aws BRH., HEMMSHE EAT NET 89 Amazon SDKHH
Amazon.AWSConfigs.AWSProfilesLocation /&%,

region

KEAFIEE Amazon XN EFIRNERIAXE ID, EMHMRSE EAT NET 89 Amazon SDKH
#9 Amazon.AWSConfigs.AWSRegion B,

<aws> TEXREBERTTE,
<aws> TEAIEBEUTFTE :

* <dynamoDB>
s <ec2>

+ <logging>
* <proxy>

¢ <g3>

LTRERTH <aws> TEHRHI

<aws
endpointDefinition="C:\Configs\endpoints.xml"
region="us-west-2"
profileName="development"
profilesLocation="C:\Configs">

<l-- .. -->

</aws>

dynamoDB

<dynamoDB> TR &R —4 Amazon DynamoDB & &, TR ELEBE conversionSchema B , 1%
B MR RE NET # DynamoDB X Rz B # 1TH#RATARIMRAS. ATFHNESE VI M V2, LWEMRS
3| EAF NET 89 Amazon SDKH# Amazon.DynamoDBv2.DynamoDBEntryConversion 3£, &
REZEER , i35 DynamoDB R %I - #3225,

<dynamoDB> JTEMRENA <aws> TEK,
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<dynamoDB> JTE&E A LA‘@& <dynamoDBContext> FitHk,

LT RERFH <dynamoDB> JTTEK RHA :

<dynamoDB
conversionSchema="Vv2">
<l-- ... -->
</dynamoDB>

& 8.4, DBContext

<dynamoDBContext> Jt&E&K/~—4 Amazon DynamoDB LT X4SEMIZE.

TR A LB EtableNamePrefix/& t , Z/E %k~ DynamoDB L T XHERFHEL
ENER T REANRIAREIR. LWEMEM EAT NET 89 Amazon SDKHH
Amazon.AWSConfigs.DynamoDBConfig.Context.TableNamePrefix /& AR5 Z|
Amazon.Util.DynamoDBContextConfig.TableNamePrefix Bi. BEXEZEE , F5H
DynamoDB FF & T E B ERI8E,

<dynamoDBContext> JTEMN R H <dynamoDB> jTEK,
<dynamoDBContext> TEAZEUTFTE :

« <alias> (—MEZNEH)
e <map> (—APHZNEH)

LT RERFH <dynamoDBContext> JTTEARHA :

<dynamoDBContext

tableNamePrefix="Test-">
Eflec oo

</dynamoDBContext>

ec2

Z<ec2>THRFKRR Amazon EC2 REWES. TR TLLEE useSignatureVersiond
B, ZEMEERBENFEEREALBRAE4ZE (true) , RERBTIXNFE
BREAZSBRA 4 XH (false , BIAE ) . LEMM ERT NET B Amazon SDK
F# Amazon.AWSConfigs.EC2Config.UseSignatureVersions /& ST EI
Amazon.Util.EC2Config.UseSignatureVersion4 B,

WEEX#HSZ ERT .NET # Amazon SDK 55


http://blogs.aws.amazon.com/net/post/Tx2C4MHH2H0SA5W/Enhancements-to-the-DynamoDB-SDK
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<ec2> TEMNREANZTE,

<ec2> TEFREBEFTE,
LLTRERTH <ec2> TEHRH :

<ec2
useSignatureVersion4="true" />

logging
<logging> TEXRR—HATEN AFIZRMMEERASCENRE, WATRTUNIEUATES

logMetrics

RERNMEREFRNEEICRMREER , WRE , WA true ; BNR false, EMEMN EA
F .NET # Amazon SDKH A Amazon.AWSConfigs.LoggingConfig.LogMetrics J& MERREY
#| Amazon.Util.LoggingConfig.LogMetrics &,

logMetricsCustomFormatter
ATHREREFNBEEUBRNCEFNBRERENEFESR, LEEMN EAT NETH

Amazon SDKA#) Amazon.AWSConfigs.LoggingConfig.LogMetricsCustomFormatter
JB MRS B Amazon.Util.LoggingConfig.LogMetricsCustomFormatter &M%,

logMetricsFormat

RATFHRAAFRFERNER (M EAT NET B Amazon SDKHHY
Amazon.AWSConfigs.LoggingConfig.LogMetricsFormat /& MR Z]
Amazon.Util.LoggingConfig.LogMetricsFormat Bt ).

AN ESE
JSON

£ JSON &=,
Standarxd

AR,

logResponses

B RRS MBI R BT E ( M &R T .NET 89 Amazon SDKHH)
Amazon.AWSConfigs.LoggingConfig.LogResponses /& M5 E
Amazon.Util.LoggingConfig.LogResponses B ) .
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ARTFNESDIE :
Always

PR ARG MR

Never
MTFIB KRS R,
OnExrror

RAE i R B i SR AR 55 08 R
logTo

BEXEIWE ( MFHLogToAmazon.AWSConfigs.LoggingConfig.LogToBMMRE B iZE 4 &
AT NET # Amazon SDK ) o

RFNESE TP HZNME :
Log4Net

18X % log4net,
None
ZRAAEIEF,

SystemDiagnostics

18 % & System.Diagnostics.

<logging> TEMREKN <aws> T,
<logging> TEFBEF K,

LTFRERAFH <logging> TTEMRHA

<logging
logTo="SystemDiagnostics"
logResponses="0nError"
logMetrics="true"
logMetricsFormat="JSON"
logMetricsCustomFormatter="MyLib.Util.MyMetricsFormatter, MyLib" />
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BR &

Z<map> Tt EFRRM.NET EEF| DynamoDB &K type-to-tableBREIESFHEANTE ( BREE
A Amazon.AWSConfigs.DynamoDBConfig.Context.TypeMappingsB M/ TypeMapping3k
5l ) . ERATF NET B Amazon SDKEXEZ{EE. , 25§ DynamoDB Ff & T EGAIEEINEE,

HRRATUEBEUATEY
targetTable

BREYXS R EY DynamoDB k. LE MRS E| EATF .NET #9 Amazon SDKAHEY
Amazon.Util.TypeMapping.TargetTable B,

type

BRET X RIS B AR FER . LWEMMES R FAT NET #9 Amazon SDKHHY
Amazon.Util.TypeMapping.Type B,

<map> JTTEMNREK A <dynamoDBContext> T,
<map> TETEE <property> FIXEHN—PTHRZNEHI,

LTREAFH <map> TEM A

<map
type="SampleApp.Models.Movie, SampleDLL"
targetTable="Movies">

S EE—

</map>

property

<property> juE&EZ R DynamoDB Eft. ( tbtZEMRFE] Amazon.Util BWSEHI, PropertyConfig 2
#AddProperty 5 EFRIZE EAT .NET B9 Amazon SDK ) BEXEZEE |, 2% DynamoDB FF &
T E&H D ynamoDB & M Y1858 IhAE,

WREAUEBEUTEM :
attribute

BHENEME , fIISERNEN. LLEMEMSE EAT .NET 89 Amazon SDKHH
Amazon.Util.PropertyConfig.Attribute B,
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https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/DeclarativeTagsList.html
http://blogs.aws.amazon.com/net/post/Tx2C4MHH2H0SA5W/Enhancements-to-the-DynamoDB-SDK
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/DeclarativeTagsList.html
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converter

BiZATHEMENERRISENEDR, EMEMRSE ERT NET 89 Amazon SDKHH
Amazon.Util.PropertyConfig.Converter B4,

ignore

ERNZREXEEMY , NRZE , WH true ; BAR false, LLEMHMRHFE EATF NETH
Amazon SDKA# Amazon.Util.PropertyConfig.Ignore B,

name

BHENBER. WEMEBSE EAT NET 8 Amazon SDKHEY
Amazon.Util.PropertyConfig.Name &,

version
HWEMRENEFE#IERAEAS , MR | WA true ; BNR false, LLEMBSFE ERATF NETH
Amazon SDKH Y Amazon.Util.PropertyConfig.Version & .

<property> TEMWREKHA <map> THK,

<property> TEFEEFHR,

LT RERFTH <property> TEHRH

<property
name="Rating"
converter="SampleApp.Models.RatingConverter, SampleDLL" />

proxy

<proxy> TEXRRATRENAREBIUE ERT NET 89 Amazon SDK FAMIEE., WTETLEEL
TEMX :

host

RERSFWEN AR IP ik, tLEMM ERT NET #9 Amazon SDKHHY
Amazon.AWSConfigs.ProxyConfig.Host BMM 5% Amazon.Util.ProxyConfig.Host
B
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password

ATRRERSSHTEORIENED, LLEMEMN EAT NET #9 Amazon
SDKH#J Amazon.AWSConfigs.ProxyConfig.Password /& 5T |
Amazon.Util.ProxyConfig.Password /&%,

i

RENIHOS. EMM EAT NET 8 Amazon SDKHHY
Amazon.AWSConfigs.ProxyConfig.Port BMM5 %] Amazon.Util.ProxyConfig.Port
J& 1.

username

ATXHRERSSEHITEORIENAFLE. WEMEM EAT NET B Amazon
SDKH#J Amazon.AWSConfigs.ProxyConfig.Username /& {457 %)
Amazon.Util.ProxyConfig.Username &,

<proxy> TEMREN <aws> T,
<proxy> TEFBEFHK,

LTRERATHN <proxy> TEHRA :

<proxy
host="192.0.2.0"
port="1234"

username="My-Username-Here"
password="My-Password-Here" />

S3

<s3> TR K Amazon S3 REMES. TR LIEE useSignatureVersiond B4 ,
ZEMEERDRINMEBREALEMRE 4 LE (true) , AEBERETNAEERE
AELERAE 4 Z% (false , BRIAE ) o LLEMBSE FAT .NET 89 Amazon SDKHHY
Amazon.AWSConfigs.S3Config.UseSignatureVersion4 1%,

<s3> TEPRE N <aws> THK,
<s3> TEFTEEFE,
LUTRERADE <s3> TEWRA :
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<s3 useSignatureVersion4="true" />

5 F IHMRFEUE
AE D PR EBIRBEEXETER Amazon IAM Identity Centerfy R ™ E A KSR EHETNES,
/A Warning

RNTBREZLERNE  EFRATARGESILNEESHIER , B2EA IAM AR#HTSORIE, ™
EEASEHREREENKESEMRIE , I Amazon IAM Identity Centero

(@ Note
AEFHRNEEEATEEF IR EEEHI KHFIENER. BXEHNKHEITINE
Z{ER , H5MAmazon SDKs MITESEiEEINEM S HRIES R,
ETHBRIELZ SR , FEH Amazon IAM Identity Center , S FTREEF % T E S5 7K
i,

BXREUENEEZESNIEE

BXREFUENES

- BHEREMKFARZEIUEIR Amazon BR. XL AR 2 BRIV K 7 15 17 B3 LARE .

- BOENRARFXHTEFZEHALRABHAREILEE ., REXHEM , WESRE £ Af17H
EREHMBERT , 2EEAREZIENXE.

- B2EWMEXEPBEEEEIENHF.

- EEE , EMEHE Amazon credential s XHFHEMEEE UM XA R 764

BEXRZ2EERUENESERE

BRUNMZELEE Amazon IEBH —HiTie , FSH IAM B ERF N Amazon Z£iE$Amazon
Web Services —f&SZ M (IAM FiF1E/) FRZEHESEMAL, BRT ERIFIEAEN , BER
AT :

ERIEREE 5


https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/sdkref/latest/guide/access-users.html
https://docs.amazonaws.cn/general/latest/gr/
https://docs.amazonaws.cn/general/latest/gr/Welcome.html#aws-security-credentials
https://docs.amazonaws.cn/general/latest/gr/
https://docs.amazonaws.cn/general/latest/gr/Welcome.html#aws-security-credentials
https://docs.amazonaws.cn/IAM/latest/UserGuide/
https://docs.amazonaws.cn/IAM/latest/UserGuide/IAMBestPracticesAndUseCases.html
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- SIBZHMAF , 5120 IAM Identity Center FRAF |, AEAXLERFHEILE , AR EREN
Amazon RAF UL, MALE , TUBEEMAFNEILE , REXEZIEARRRI TR A,
B XN AP AR AR RELERRNRENRE , N RIRRERR LG,

« XF Amazon Elastic Container Service (Amazon ECS) , & H TS IAM &,

« Xt1E Amazon EC2 k4l Eiz TR AREFER IAM A€,

- NAATALNBAFNWNAREFER G EIERFREE,

e
- FRAXZE Amazon ERH
- {8 SDK Store ( X3EH F Windows )

FALEE Amazon EFEXH

(BEEVEEEXETINEEEEMNERD, )

ANAEFEEEIEN —F A ERERLE Amazon EIEXHHERESH , AR EEILEM#EE
XEREHF, XDNXHAAE S — N AEH Amazon SDKs, V isual Studio Amazon Tools for
Windows PowerShell, JetBrains, # VS Code By Amazon TE @A LAERE., Amazon CLI

/A Warning

NTBRERZEXNK , EFRETARGIGEELKIEN , F2FEA IAM AFR#HTHBRIE , ™
2EERASEMREAENRE BRI , 620 Amazon IAM Identity Center,

® Note

ZIKI%E':F'E’J{;. B EATEEFHRMNEBREHRIKBEZINER. BXREPMKHAZIENE
Z{5 8 , 5 HAmazon SDKs M T ESEZiEEHINEMEHEIF AR,

ET%%&Z’E%?E , B £ Amazon IAM Identity Center , 1 FTREEF % TE T 571K
o
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/toolkit-for-visual-studio/latest/user-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/toolkit-for-visual-studio/latest/user-guide/
https://docs.amazonaws.cn/toolkit-for-jetbrains/latest/userguide/
https://docs.amazonaws.cn/toolkit-for-vscode/latest/userguide/
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/sdkref/latest/guide/access-users.html
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—iRiES

BRIMBERT , RE Amazon EREXHNTENE . awsBEFHWEFRH , HEWR

Hcredentials : ~/.aws/credentials ( Linux 2 macOS ) H%USERPROFILE%\.aws

\credentials ( Windows ) » BXx<HEMNUEBEMNES , 85K (TESE#ER) Amazon SDKs F
(TEZEER) PHWHRHEXHNE. BESHERNARERFRPHEIERMEE XA,

HE Amazon BEIEXH R —NMNEXAXH , BEEMER. HX Amazon FIEXHIRXWEER |, S
i {Amazon SDKs MITESZEi5r) P EUEXHEN,

ZaBEE Z R A N ER R E Amazon FiE X4 FHELE X H,

« EREMMARERCGEMERHLE Amazon T,

« {#M Amazon.Runtime, CredentialManagement &M F .NET #9 Amazon SDK API FY&r & ZE[H) |
7R X B S E T Ro

o FEAERT Visual Studio Amazon Tools for PowerShellFl VS Code 8 Amazon TEAN &S T
2. JetBrains

« f£/H Amazon CLI 5% ; #l30 aws configure set aws_access_key_id #l aws configure
set aws_secret_access_key,

BLE XM EE A

UTF&TEREE Amazon ERXAFHEEX ARG, —LEREIBRTSER |, ATLUET Bl EHERA
FAFUAEEEREZRSE. HERAIERTT WAERBES .

ARIAEL & A

HEZ Amazon ERHLFERLE—NE N default WE B H. MERENLHMEESH , ME
i FEATF NET 89 Amazon SDK &R EE.

[default] BENXHBEEM TR,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
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https://docs.amazonaws.cn/sdkref/latest/guide/overview.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-location.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html#file-format-creds
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Runtime/NRuntimeCredentialManagement.html
https://docs.amazonaws.cn/powershell/latest/userguide/specifying-your-aws-credentials.html
https://docs.amazonaws.cn/toolkit-for-visual-studio/latest/user-guide/credentials.html
https://docs.amazonaws.cn/toolkit-for-vscode/latest/userguide/setup-credentials.html
https://docs.amazonaws.cn/toolkit-for-jetbrains/latest/userguide/setup-credentials.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-files.html
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Bz 5 o 2 B B XX 4+

HRGIEER RS REE XA UREEL NHERFEHE Amazon iE
X, BfEA Amazon.Runtime LA T, CredentialManagementap % 2=
I8 : CredentialProfileOptionsCredentialProfile, FSharedCredentialsFile,

using Amazon.Runtime.CredentialManagement;

// Do not include credentials in your code.
WriteProfile("my_new_profile", SecurelyStoredKeyID, SecurelyStoredSecretAccessKey);

void WriteProfile(string profileName, string keyId, string secret)
{
Console.WriteLine($"Create the [{profileName}] profile...");
var options = new CredentialProfileOptions

{

AccessKey = keylId,
SecretKey = secret

i

var profile = new CredentialProfile(profileName, options);
var sharedFile = new SharedCredentialsFile();
sharedFile.RegisterProfile(profile);

/A Warning

XENABEET2HAEENNARERFP, IRENABRFFEESHANER , ERIGELHW
ppiE , BRERDE., NEEZETENRNFHEBEFIAXER.

THRED AR e ZVEE X 4.

[my_new_profile]
aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
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https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Runtime/TCredentialProfile.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Runtime/TCredentialProfileOptions.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Runtime/TSharedCredentialsFile.html
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UimERAEMANTEENHF

RRFIEERRTNAUGRREFREMZAUBNEEXH,. EFEA Amazon.Runtime BT,
CredentialManagement@n & ZE18) : CredentialProfilefSharedCredentialsFile, B {# M Amazon 5%
Z2 |8 Y RegionEndpoint3E,

using Amazon.Runtime.CredentialManagement;

AddRegion("my_new_profile", RegionEndpoint.USWest2);

void AddRegion(string profileName, RegionEndpoint region)

{
var sharedFile = new SharedCredentialsFile();
CredentialProfile profile;
if (sharedFile.TryGetProfile(profileName, out profile))
{
profile.Region = region;
sharedFile.RegisterProfile(profile);
}
}
BT REFMAVEL E XX

[my_new_profile]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
region=us-west-2

(® Note
BRI ERAEM S EEEMIBIRE Amazon X8, BXEZELR , H5M i & Amazon
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£ Windows £ , SDK E/E2 %5 — 1 AT .NET 9 Amazon SDK R AfREFF ol 2 E &
XHMEENZERNMS, BF SUSERPROFILES\AppData\Local\AWSToolkit
\RegisteredAccounts.json., EFKIEF , LA LUER SDK Store #EHHEZE Amazon FiEX
HHERAZR,

/A Warning

ANTBRRZENK , EFREARGIOEESBIERN , F2EA IAM AFR#THARIE , ™
2EFERAS SR REAENRKE BMRIE , 620 Amazon IAM Identity Center,

(® Note

AEBHFNEEEATEEFIRENEERHRKPEENER. BXEHNKBEIENE
Z{ER |, {5 ®Amazon SDKs MITESEZiEEmANEM S HRIUEH .

ETHRELRZSIE | B#H Amazon IAM Identity Center , IIFFIREEF £x TES 5 KK
i,

—RER
SDK Store EEU T :

« SDK Store FHYEIEfF# TN , 7 B SDK Store BEEAFNEBFH ., X[FREZE/NMERIE
HYXUBS

« SDK Store ¥ B Amazon Tools for Windows PowerShellflAmazon Toolkit for Visual Studioi2 {4
'l-IEo

SDK Store BEENXHHNBEEN LHBRERS, TEANXEEEXHEHIEMENREMBAS, X
R, BEAEEHCENSIFAARTEN LERESNIF AT EH LK SDK Store BLE X . iXE AT
RN, BTREEETNRAEFFER SDK Store BLE X

EaEE 2R 5 X EE SDK Store FHVELE X,

« 7£ Amazon Toolkit for Visual Studio R EREFAFRE (GUI ),

« /A Amazon.Runtime, CredentialManagement 5@ F .NET # Amazon SDK API fy@5 & 288 |
MAEBFEFTRo
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https://docs.amazonaws.cn/AWSToolkitVS/latest/UserGuide/
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« fEA% B Amazon Tools for Windows PowerShell a5$ ; f5la0 , Set-AWSCredential
Remove-AWSCredentialProfile,

B & X EE R
BUR R BA a4l £ SDK Store A EA4miE 5 N BI M BB E X4+,
BUmiz 75 = 0 2 B & X

ARGIEERR T A RES NI EEE X4 HFHHEHRFE SDK Store, ©fEMA Amazon.Runtime
BELT K, CredentialManagementis & ZE 8 :CredentialProfileOptionsCredentialProfile, 1 Net
SDKCredentials File,

using Amazon.Runtime.CredentialManagement;

// Do not include credentials in your code.
WriteProfile("my_new_profile", SecurelyStoredKeyID, SecurelyStoredSecretAccessKey);

void WriteProfile(string profileName, string keyId, string secret)
{
Console.WriteLine($"Create the [{profileName}] profile...");
var options = new CredentialProfileOptions
{
AccessKey = keylId,
SecretKey = secret

i

var profile = new CredentialProfile(profileName, options);
var netSdkStore = new NetSDKCredentialsFile();
netSdkStore.RegisterProfile(profile);

/A Warning

XENRBEETSHAEENNARERFY, IRNARFHESAXES  EXIESNT
gl , BARENRD, WEEEUHENAETHRETIAXEH,

THRBEZA R eI ZVEE X 4.
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https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Runtime/NRuntimeCredentialManagement.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Runtime/TCredentialProfile.html
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"[generated GUID]" : {

"AWSAccessKey" : "01000000D08...[etc., encrypted access key ID]",
"AWSSecretKey" : "01000000D08...[etc., encrypted secret access key]",
"ProfileType" : "AWS",

"DisplayName" : "my_new_profile",

imiEn A EHMIAE B XXM+

ARGlEERRT AU REARNEMZAAENEE X M. ©FEA Amazon.Runtime B LA TR,
CredentialManagement#s % Z2[6] : CredentialProfile XM £ SDKCredentials X4, ©i&#H Amazon
& & Z= B A RegionEndpoint3,

using Amazon.Runtime.CredentialManagement;

AddRegion("my_new_profile", RegionEndpoint.USWest2);

void AddRegion(string profileName, RegionEndpoint region)

{
var netSdkStore = new NetSDKCredentialsFile();
CredentialProfile profile;
if (netSdkStore.TryGetProfile(profileName, out profile))
{
profile.Region = region;
netSdkStore.RegisterProfile(profile);
}
}
TR REMNEE X4,

"[generated GUID]" : {

"AWSAccessKey" : "01000000D08...[etc., encrypted access key ID]",
"AWSSecretKey" : "01000000D08...[etc., encrypted secret access key]",
"ProfileType" : "AWS",

"DisplayName" : "my_new_profile",

"Region" : "us-west-2"
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® Note
4R

BHa L EREM A EEEMUEIRE Amazon X8, BEXEZELR |, 551 BE Amazon
K.
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Wis s FAT NET 89 Amazon SDK

AYRHEAX EAT NET 8 Amazon SDK E8IZNARFIAIREFEEZE BN IIENER.
BHEYFRIRENE,

BXABE Amazon REF X BRHGNEEURKRBRY , SN EH Amazon RS, BXREMARER
Bl |, ESE EHRT NET 8 Amazon SDK X% =4,

£

« Amazon NE APIs T ®%
B MEat

o W ER

AR

HibTE

Amazon .NE APIs T &%

EHAT NET 8 Amazon SDK FRETESHRIER (TAP) #ITHFIEHU, ETHEX TAPHE
Z{ER , 155 docs.microsoft.com LHETFESHWFLSER ( TAP)

AEBELR T a0 E R Amazon BREZEFEHER TAP,

EAT NET 89 Amazon SDK APl #i R HERE FTaskFEH Task<TResult>FEMiRIE, HRIX
LEMWESR |, F5H docs.microsoft.com : £53E. £5%<> 2, TResult

EENRBPIFRAXLE API AR , BTEMEA async XBFFERANEKFER , WL T REIFFR.

static async Task Main(string[] args)

{

// Call the function that contains the asynchronous API method.
// Could also call the asynchronous API method directly from Main
// because Main is declared async

var response = await ListBucketsAsync();
Console.WriteLine($"Number of buckets: {response.Buckets.Count}");
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https://learn.microsoft.com/en-us/dotnet/standard/asynchronous-programming-patterns/task-based-asynchronous-pattern-tap
https://learn.microsoft.com/en-us/dotnet/api/system.threading.tasks.task-1
https://learn.microsoft.com/en-us/dotnet/api/system.threading.tasks.task
https://learn.microsoft.com/en-us/dotnet/api/system.threading.tasks.task-1
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// Async method to get a list of Amazon S3 buckets.
private static async Task<ListBucketsResponse> ListBucketsAsync()

{

var response = await s3Client.ListBucketsAsync();
return response;

}

MBENRBABRATR , async FHANEIEBEER Main B, REW async SEE ATEHRERRT
Amazon RFEFHMNARATRFIN. MRBATERRERLEFHA Main AFLH , MATLAERR Main
ZANBEBLEMER async XBF , AEMNBEFA API 5% , AT RAIFT R,

static void Main(string[] args)

{

Task<ListBucketsResponse> response = ListBucketsAsync();
Console.WriteLine($"Number of buckets: {response.Result.Buckets.Count}");

}

// Async method to get a list of Amazon S3 buckets.
private static async Task<ListBucketsResponse> ListBucketsAsync()

{

var response = await s3Client.ListBucketsAsync();
return response;

}

BEEEEHAERXE Main FFEEM4ERE Task<> 1B%, A, BATEF MR Result B 5 SRIREL
BiE,

IBAILATE (MR BEFANAREFMET Windows WEENBRERF ) BIR T #2f2 MPEEF Amazon R
EEPIRRSAANTERAITEESNRB R,

B 5 M

EATF .NET #9 Amazon SDK ¥4 @ Amazon FRSS A K HTTP B REEZ R BAMBE. W
REHANBRWRAMETERTENNARR , SN NEAERFEXEE , BFFH T HXEMH
R RARFHITHERMAAKE,

EREEANENERN , BERBUATRESR :
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o LHWEZIERETERR Amazon REFTEFREE , SEATF NET B Amazon SDK Fl& 8 B A 12 = B a0 4
M ? BREFLFAARERN  TERFEAARKETHER ?

- BHNARFRLFEGRNBNNEEDAFNNARFRMNYE |, &R EEATDERE MG ELE
£%?

- NAEFRENEEEAREENTENE L  ERHBEEETUREENZEME ?

Eid

EAT NET 8 Amazon SDK A LA E X H RS 2R in R I SEHEF M AMNER, RESEEXRERD
BHETATEERSEFIRNERTN. REEERME T HRH Amazon.Runtime FHYIX LEE 14,
ClientConfigi& i T .NET ¥ Amazon SDK AP| SZ#2£5 :

* RetryModelEE=MERERz— , XLEEXE Amazon.Runtime FE L., RequestRetryMode®
2,

A LAfE FAAWS_RETRY_MODE¥REF 2 H Z Amazon B & X4 HH retry_mod e 1% B K12 #l 51 A2
R ERIANE,

* MaxErrorRetry EERSHF M mRI AN ETRY ; SDK 2EXRMHA 5| A FE 2Bl RIEENIX
HERZRE.

A LAfE FHAWS_MAX_ATTEMPTSHEZ £ H E Amazon B & X HHH max_ tempts 1% & K12l B
RAEFRNERIAE,

XL MM F AR R T BAEREMN Amazon.Runtime F3# %], ClientConfigi& T .NET #9 Amazon
SDK APl E MK H. BRIAERT , RetryMode B MEX N —MFER MaxErrorRetry & , 1
TR

RetryMode MM H MaxErrorRetry (L5 fHRKY MaxErrorRetry ( FiE
# DynamoDB ) Hith )

&% 10 4

Standard 10 2
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RetryMode FRIHY MaxErrorRetry (X5 FRMNH MaxErrorRetry ( FiE
# DynamoDB ) Hith )
BiEMN (KK ) 10 2
TR
XN AR AT

MARFEE , RetryMode M MaxErrorRetry HWERIAEH SDK BB, BRIEFBIEEHTEE , BN
ERIERS T iR S EAIX L EBRIAE,

- MREHIFFEFRFEEXLEM , U RetryMode WEAIAENEE N Legacy , M MaxErrorRetry
WERIANERBEE RN L RPHERIE.,

- MRFLHFEFRETERER , N ZENAE RetryMode FWERIAE. MaxErrorRetry HIERIA
BEFREN ERFHOENE , BRIFEHRERRRE T HRAERNE ( FTXHMTER)

o WMREWIEPRE THERAERNE , WZENAE MaxErrorRetry BERIAE. Amazon
DynamoDB 2 iZMN KIS\ ; MaxErrorRetry BIERIA DynamoDB EHBLA R ERFPHE,

HENNARFET

BIERFEFIwAT , ATEAEA RetryMode Ml MaxErrorRetry HERIAE ( MBIFMAR ) |, tH]
DiEEREEE. EEEHME , BECIERSEFmSQSConfight bl H RIS EEXN K , F
#nAmazonDynamoDBConfigs, Amazon.

—BRSEFRGIEXEE , ETTER,

EREM
ERTERN , REMFROLEER, ENRENAEFNERSERMERRHREKREEE K.
A

EAT NET 8 Amazon SDK FREBERSFFREINMNEN T EAAEEEREN, EHHEE
BEITEE | FEETHNBXEYF

- MREBFEANRFLS AR , N LAERZE EMCancellationTokenS#,

- MREBENET ERTPEABELZEA , MATLERAMKR Amazon.Runtime
B TimeoutMReadWriteTimeout/®M. ClientConfigBi,
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f£FCancellationTokens it 1T At

EAT .NET 8 Amazon SDK R iFf&fFEMACancellationTokenSHEE RS A AN BERER, LT
RBEBRETRT —NRPHl, System.Threading.Tasks.TaskCanceledExceptionflRiERKTE
10 AT , NehHizAE,

string bucketName = "amzn-s3-demo-bucket";
string path = "pathToBucket";
using (var amazonS3Client = new AmazonS3Client(new AmazonS3Config()))
{
// Cancel request after 1@ seconds
CancellationTokenSource cancellationTokenSource = new
CancellationTokenSource(TimeSpan.FromMilliseconds(10000));
CancellationToken cancellationToken = cancellationTokenSource.Token;
ListObjectsV2Request listRequestV2 = new()
{
BucketName = bucketName,
Prefix = path,
I

ListObjectsV2Response listResponseV2 = await
amazonS3Client.ListObjectsV2Async(listRequestV2, cancellationToken);

}

fE A Timeout flReadWriteTimeout & 1 1T At

® Note

ZTimeoutBUAE MRS HA. MREFEANIRS AR , BSHAE
ACancellationTokenZ¥#THAT,

EHAT NET 8 Amazon SDK B ERSEFHRIIEEFERENNERFT/ERE
RHE, XLEBEREMRB Amazon.Runtime B TimeoutHReadWriteTimeout/& 4%+
FEEM, ClientConfiglIf, XLEEERN Amazon BREF FiwHttpWebRequest K 6 2
BT R Timeout MReadWriteTimeout BM&E, BRINERT , Timeout EH 100
# , ReadWriteTimeout & 300 ¥,

HENNEEASERRFESHREEHNBLN , FARKNENENRENEXNRBL2SH L
FRIEQREE LEREBMWAL
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® Note

LAE%R2EE (PCL) 79 B #rMIMRAfE A iZHttpClientZE M A fHt tpwebRequest3 , HHMNX
¥ Timeout BM. EAT NET # Amazon SDK

LT RRIABERERNSINER. ABREBR EMMESEXEE.

« TimeoutMR#BFAMN S E LEERE ( HlI0 Amazons3Client) , NEE
NEEK{E. ReadWriteTimeout PutObjectAsync() , Amazons3Client,
UploadPartAsync() , AmazonGlacierClient, UploadArchiveAsync() , kb3 H#E,

« AT NET # Amazon SDK iZ B #.NET HEZE MM A E N FTE Amazons3Clien t Timeout
FReadWriteTimeout W RM KR K{E, AmazonGlacierClient

o FXIEHEENEKE (PCL) F.NET Core FIIRAIZRETimeout NFTE Amazons3 Client FIX RV &R K
B, EAT NET # Amazon SDK AmazonGlacierClient

LT RENGBA A EREERER., &2 3 AWER A, 10 BERELR 10 BHiEE/E A B
B (WREA ) . Amazons3Client FEBREBHE IR F —1 AmazonS3Config IR,

var s3Client = new AmazonS3Client(

new AmazonS3Config

{
Timeout = TimeSpan.FromSeconds(10),
// NOTE: The following property is obsolete for
// versions of the ### .NET # Amazon SDK that target .NET Core.
ReadWriteTimeout = TimeSpan.FromSeconds(10),
RetryMode = RequestRetryMode.Standard,
MaxErrorRetry = 3

1)

7 W Es

HLE Amazon RESLWREMFERERSE , BAILMERN AP HRARERXLEHSE ERAT NETH
Amazon SDK, MREERRNBFEEXF/AK , TERITEAN APLEA |, MAILUES /A2 RS
RORES TEENZNED

NTEEEBRTON , FRAIESHPFZSREEFF RN BERMNIGNN REBRE THEESHE (BEEN
NextToken ), HF—LRFEFHERBTE T2 ITE",

bl 75


https://learn.microsoft.com/en-us/dotnet/api/system.net.http.httpclient
https://learn.microsoft.com/en-us/dotnet/api/system.net.http.httpclient.timeout
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/S3/MS3PutObjectAsyncPutObjectRequestCancellationToken.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/S3/MS3PutObjectAsyncPutObjectRequestCancellationToken.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/S3/MS3UploadPartAsyncUploadPartRequestCancellationToken.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/S3/MS3UploadPartAsyncUploadPartRequestCancellationToken.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Glacier/MGlacierUploadArchiveAsyncUploadArchiveRequestCancellationToken.html
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PTRTEFEEREBEEEETHENTE K XAURSRER, KESXE, ZNMAPIEASE, FAFRIT
Bt , BALUBE — 17K ( foreach BIHRMNFEM ) M Amazon RFHFRZEIE. WRFEZS AP
HRARKREE , WsTTELNELE,

KEMEATUKB 7T ITE ?

HIEFMERSEHBREI N ITE, BERSREENBEAPIREIP R IEN —FAFEREEAT NETH
Amazon SDK APl SZHEBREZEFHRENE L.

fFlgn | R EK EZAmazonCloudWatchLogsClient B ENX , MeEFE —1PaginatorsEM. ZBE
5 Ama CloudWatch zon B&IERH T 9 T 88,

DR ITEREREMTLGFL?

SNIEEEULRBEETERNNNELE,. ENBELEE - MRS IEY  EETUHRIBAF &
RBHED , BITHEMRARRBER.

a0 |, E 8 AmazonCloudWatchLogsClientEiREIM A |, iZPaginatorMREE—
MNResponsesEM , HHaEEXKE APl M EEDescribeLogGroupsResponseXt R, Lt
Responses BB EHEHEEENR.

Paginator ¥ RIEETE—NE N LogGroups WRELER, EMNXIEWMHN BELAS. BTEXAN
KBER  EREETZSER TR MECREBE,

AT NERS TR

ol

PRIERMRIMELS 9 TAHNH, NET Framework 4.7.2 ( RESHA ) B ARERT » . &
%45 FAIENET & OB ( .NET Core 3.1, .NET5% ) shffifi,

BATRUFERARTEERN NET Core , AETRKNRFOMEBRTITRE ST, REEEERTHXW
AIEAREZL 5 TWH.NET Framework 4.7.2 ( RESKRA ) HITHREESFSHER. 2RI ENHEEE
B0

]

LUTFRENGBIAER SR ERT NET 8 Amazon SDK BEAFIFK, HHEEZT |, %6135 68 an{a
BANAERI TN IERTIZIRE, EEEXBRB (HBEFRTR) 28 , BEEUTHEK,

REUE&E 9 MWEshY CloudWatch BEA

// Loop as many times as needed to get all the log groups
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var request = new DescribelogGroupsRequest{Limit = LogGroupLimit};
do

{
Console.WriteLine($"Getting up to {LogGroupLimit} log groups...");
var response = await cwClient.DescribelogGroupsAsync(request);
foreach(var logGroup in response.LogGroups)

{
Console.WriteLine($"{logGroup.LogGroupName}");

}
request.NextToken = response.NextToken;
} while(!string.IsNullOrEmpty(request.NextToken));

£/ 9 W 883K EY CloudWatch B&4A

// No need to loop to get all the log groups--the SDK does it for us behind the
scenes
var paginatorForLogGroups =
cwClient.Paginators.DescribelogGroups(new DescribelogGroupsRequest());
await foreach(var logGroup in paginatorForLogGroups.LogGroups)

{

Console.WritelLine(logGroup.LogGroupName);

}

XANFBRNGERTE2MEE , AT UBEEMBIER 2 RTENTL.

(® Note
ERRHENETERE 2 , THRERERENT AL,
YRATBEE EE M H Bel, Asyncinterfaces NuGet 31 8RR N R S 2 WA
ZIAsyncEnumerablefO,

TENB

EHDERT EAREINEXSENTENRE,
SDK &&

NuGet B :

+ AWSSDK.CloudWatch

5l 77


https://www.nuget.org/packages/Microsoft.Bcl.AsyncInterfaces/
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mIETTER

. #&ZE Amazon, CloudWatch

4% AmazonCloudWatchLogsClient

« @& ZEH Amazon, CloudWatchLogs.Model

4% DescribeLogGroupsRequest

4% DescribeLogGroupsResponse

BER LogGroup
SEENAE

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

namespace CWGetLogGroups

{
class Program
{
// A small limit for demonstration purposes
private const int LogGroupLimit = 3;

//

// Main method

static async Task Main(string[] args)

{
var cwClient = new AmazonCloudWatchLogsClient();
await DisplaylLogGroupsWithoutPaginators(cwClient);
await DisplaylLogGroupsWithPaginators(cwClient);

//

// Method to get CloudWatch log groups without paginators

private static async Task DisplaylLogGroupsWithoutPaginators(IAmazonCloudWatchLogs
cwClient)

{
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Console.WriteLine("\nGetting list of CloudWatch log groups without using
paginators...");

Console. Writeline (M ----- == mmm oo e e e e e

// Loop as many times as needed to get all the log groups
var request = new DescribelogGroupsRequest{Limit = LogGroupLimit};
do
{
Console.WriteLine($"Getting up to {LogGroupLimit} log groups...");
DescribelogGroupsResponse response = await
cwClient.DescribelogGroupsAsync(request);
foreach(LogGroup logGroup in response.lLogGroups)
{
Console.WriteLine($"{logGroup.LogGroupNamel}");
}
request.NextToken = response.NextToken;
} while(!string.IsNullOrEmpty(request.NextToken));

//
// Method to get CloudWatch log groups by using paginators
private static async Task DisplaylLogGroupsWithPaginators(IAmazonCloudWatchLogs
cwClient)
{
Console.WriteLine("\nGetting list of CloudWatch log groups by using
paginators...");

Console. Writeline (M ----- == mmm oo e e e - ");

// Access the key results; i.e., the log groups

// No need to loop to get all the log groups--the SDK does it for us behind the

scenes
Console.WriteLine("\nFrom the key results...");
Console.WriteLine("------==---------------- ");

IDescribelogGroupsPaginator paginatorForLogGroups =
cwClient.Paginators.DescribelogGroups(new DescribelogGroupsRequest());
await foreach(LogGroup logGroup in paginatorForLogGroups.LogGroups)

{

Console.WriteLine(logGroup.LogGroupName);

}

// Access the full response

ayt]|
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// Create a new paginator, do NOT reuse the one from above
Console.WriteLine("\nFrom the full response...");
Console.WriteLine("-=-=--=-=--ccccmmmmmemeo - ");
IDescribelogGroupsPaginator paginatorForResponses =
cwClient.Paginators.DescribelogGroups(new DescribelogGroupsRequest());
await foreach(DescribelogGroupsResponse response in
paginatorForResponses.Responses)
{
Console.WriteLine($"Content length: {response.ContentLength}");
Console.WriteLine($"HTTP result: {response.HttpStatusCodel}");
Console.WritelLine($"Metadata: {response.ResponseMetadatal");
Console.WritelLine("Log groups:");
foreach(LogGroup logGroup in response.lLogGroups)

{
Console.WriteLine($"\t{logGroup.LogGroupName}");

}
}
}
}
}
TRITENHEHEIEIEEM
¢ BRI ETHEZIRESR

MRCEEERBNS MBI TIEE Amazon D2 TENER , WFESZIREAS TENR,
R, BREENHFEZQWE-—IMFNINITE, X/ B2 DisplayLogGroupsWithPaginators
FIEBTE A R IRB R,

o
=

- @FPM

E% % WEA F.NET Framework 4.7.2 ( S{ESiRAS ) BB,

a]

/A Warning

M 2024 £ 8 A 15 B2 , 4] AT .NET B Amazon SDK 74X Jtﬂ NET Framework
35 MXEF , I NET ERNHZEREAERN 4.72, BEXELZER , BSABENE NET
Framework 3.5 #1 4.5 B/rENF A ENEETL AT NETH Amazon SDK.,
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EEFHRNE , HRE—.NET Framework 4.7.2 ( RESRA ) B , AT ENREESZ
ZHES, RERER await XBZMNFAN foreach 2RI EFASTRE , AT REIFR.

/*await*/ foreach(var logGroup in paginatorForLogGroups.LogGroups)

{

Console.WriteLine(logGroup.LogGroupName);

}

ERFABITZIE  LEREERLS S THRNE R,

CIRYE 3k
AU R 95 T U R B0 o HEMT o B DRSO, R R B R B

BAT NET 89 Amazon SDK A BURHF I ERKENE S, EIRMPTAR BEiEFK. &7
LA #E TelemetryProvider SURHE M 848 & 3% B AT WL FR 4% ( 120k Amazon X-RayA ma zon
CloudWatch ) , RExt Hi# 1T,

RIAMERT , BUESE SDK AL TFRARS. 2XENFOAREANREENH L.
H fth 22 7
AXBRANEATRNENESES  BSANTER

* OpenTelemetry

BENE (EEMWEME EBT NET 8 Amazon SDK ) OpenTelemetry
EENXEEH Amazon .NET OpenTelemetry EEIER i,

#9 & O 7 OpenTelemetry

BTN Y R 5] Amazon Tools for PowerShell , 2%  PowerShell A TE1E/) S
MEHE,

Bl —/ TelemetryProvider

B ENAEFTelemetryProvider P NMERFEFIRRENBEFIHREBEE , AT ROIFT
No ANthe section called “BNEEFE T ZEEXENXINER , SEEXEHHF XTI EIRMEN
XM ER.
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https://opentelemetry.io/
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EERANEFEN R

MANBRT , BMRSEFRBZREALRTANENRMEE. XF , ERABRERRHERF , AT
BEFWEFERE, EIREMRSEF R , RERT —IRLLEEF,

UTRBFROZERRT OMARESFENREE. A5, ©20l2—1 Amazon S3 RFEF
iw , AEHRITEAMNRE, ZRBONARRFRMNT RERMNER, HABERNLT NuGet B
‘& : OpenTelemetry.Exporter.ConsolefMOpenTelemetry.Instrumentation.AWS,

@ Note

MR EER Amazon IAM Identity Center 31T B HRAE |, HE 4 EH
HIAWSSDK . SSOFIAWSSDK . SS00IDCo

using Amazon.S3;

using OpenTelemetry;

using OpenTelemetry.Metrics;
using OpenTelemetry.Resources;
using OpenTelemetry.Trace;

Sdk.CreateTracerProviderBuilder()
.ConfigureResource(e => e.AddService("DemoOtel"))
.AddAWSInstrumentation()

.AddConsoleExporter()
.Build();

Sdk.CreateMeterProviderBuilder()
.ConfigureResource(e => e.AddService("DemoOtel"))
.AddAWSInstrumentation()
.AddConsoleExporter()
.Build();

var s3Client = new AmazonS3Client();

try
{

var listBucketsResponse = await s3Client.ListBucketsAsync();

// Attempt to delete a bucket that doesn't exist.

var deleteBucketResponse = await s3Client.DeleteBucketAsync("amzn-s3-demo-bucket");
}

catch (Exception ex)
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FRARER

{

Console.WriteLine(ex.Message);

}

Console.Read();

NEERS & im i S E N R4 RS

BRI LMERBENENRAR (£ XREVRHEBERN ) REEE MRS E M K. Akt , BERARSE

PRt &E BB Config X RMITelemetryProvider3, flin
7=, TelemetryProviderBXBESGENZIMHES ,

£
* Metrics

- ENRERD

Metrics

%2 Amazons3Config # EBHKZE

&2 Fthe section called “IZMIZHEF",

TRFIHT SDK R HBENER, B EEN R HEF AERERTRE,

KA T RLEEREAR 2

BIRER

client.call. 420
[B]

BEFHIEREBT
A [

client.call.tept

client.call.errors

By

(7]

e} Attributes

=] rpc.servi
ce , rpc.m
B rpc. BRSS

Monoton rpc.servi
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Monoton rpc.servi
Counter ce. rpc.me
thod, excep

b
BAFUREK (QEERRK. 50k
o 2 U SR 7 IE TR0 BN T )
B R P AR B B

BAMRENZHIRY

IR ER BRI

Metrics
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FRARER
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client.call.tempt_
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T REFIER

- BERBR-RHBERN A,
BU-ERITE RN, B UC UM X9 K/NE (“c/s”) RiRELS H.
RE-RTHRERANEERE,
BE-SEr-—ERHN AN (%E ),
HiR-FERATEERN AN HER,

By

A

BR

Attributes

rpc.servi
ce , rpc.m

rpc.servi
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rpc.servi
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rpc.servi
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rpc.servi
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rpc.servi
ce , rpc.m

Monoton fRZ-883b b

Counter

Monoton ARZ-88ibE

Counter
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EEBRS., &KEFRUAKEE
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( BREFRIEAEERARTE )
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NN B =] Se
1= | 42 A P

SDK 12t 7 OpenTelemetryfE R ENIRHEHSEI |, T -/ BHITNA,

NREERBENENER , CEEZRENBERLTR , AEFTERARFENBENRBRNLELT K ,
Wt AT BASEE] B 2 A RN R ERF

FETelemetryProviderif Z EAMRECHEI, U TRUMEMBE S MW TracerProvider M E £ R
fiMeterProvider,

using Amazon;

using Amazon.Runtime.Telemetry;

using Amazon.Runtime.Telemetry.Metrics;
using Amazon.Runtime.Telemetry.Tracing;

public class CustomTracerProvider : TracerProvider

{
// Implement custom tracing logic here
}
public class CustomMeterProvider : MeterProvider
{
// Implement custom metrics logic here
}

// Register custom implementations
AWSConfigs.TelemetryProvider.RegisterTracerProvider(new CustomTracerProvider());
AWSConfigs.TelemetryProvider.RegisterMeterProvider(new CustomMeterProvider());

B
 BL& OpenTelemetryE TNV IRE RS

BtiE OpenTelemetryE TiEM AV IR 7

BT NET 89 Amazon SDK ‘8% OpenTelemetryE TN R HEFHEI, BARUNAFLIRAHREE
BEASBENREFENIEMAEE , FSHEEE — TelemetryProvider, EfALIENIRERF ,
BEEFEMEHRFERAUTER :

« .Instrum OpenTelemetryentation.aws NuGet 4 &.

- ENMSHES , Flwn OTLP HirHlE. BXEZER |, HSH OpenTelemetry X4 Y S Hi85,
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https://opentelemetry.io/
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https://www.nuget.org/packages/OpenTelemetry.Instrumentation.AWS
https://opentelemetry.io/docs/languages/net/exporters/
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SDK H 3 &H OpenTelemetry SEIM A LABLE N B AT HTTPS B3R, FIEMELENVIRIRE, Nt &
fFiZSuppressDownstreamInstrumentation&WiRE N true , REUFUTHE :

Sdk.CreateTracerProviderBuilder()
.ConfigureResource(e => e.AddService("DemoOtel"))
.AddAWSInstrumentation(options => options.SuppressDownstreamInstrumentation = true)
.AddConsoleExporter()
.Build();

BEXLRMHBNESEER , H2H with PEEXE “EAT NET # Amazon SDK 58 AT 4",
OpenTelemetry

HMTE
LTR-EHvTE  AATE .NET NABFNFA. SEFMLE T4,
Amazon SfETIT E

ERETENLEFEA=RLENET Core NARFRE , B LUERERT.NET CLI B Amazon Sf 2T B
FRWMR N ARERFEESR Amazon.

EXEZEER , BSH HNARERFIEE Amazon,

Amazon .NET HH A FEHESR

® Note
X2 E A TG AR P I RER TR Ao XU, AR SUIHBERY AT REE o

MBEBFEHMNRIT % SQS. Amazon SNS = EventBridgell D& RS , M A LARIFH.NET Amazon
FEEAEBER, BXEZEER |, BESHE Amazon NET BEEAIEEZLR,

5 NET Aspire BYEERK

YR LAFIF 5 .NET Aspire IWERRNENEFF K@, BXEZEER , S £4 Amazon 5.NET
Aspire £/ FEA T .NET & Amazon SDK.
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FASREHRIEMIZTN EHAT NET B Amazon SDK

AR EBRMEFX EAT NET B9 Amazon SDK N ARFH S HRIEMNBRNERERBEE.

E3-
- FRAELIEFERAT NET B Amazon SDK

FREREF FERAT NET B Amazon SDK

Amazon IAM Identity Center 2 —TE F =M ¥ S &% (SSO) RS , AL ERNWNEHEENMENH
2 Amazon Web Services Ik~ M=NARFR SSO HEINER. BEXZTEFMER , ESH IAM
Identity Center i 5/,

MRERRAETT R TEBWAE IAM Identity Center RE , FHZ L TE L.
BREFHERX
fmE2 , RREATFTUTEXNGKE IAM {354 SDKs #HITRE :

1. BEBEX IAM Identity Center %] & BLE IAM Identity Center , }i&i5F SSO AF &5,
2. RAPITEN EMEE Amazon config X FER SSO EEHITER.

3. AFEX IAM Identity Center E3F , HREAHEHEER Amazon Identity and Access
Management (IAM) X PREVEERIE B, XFPEFA LB IE SDK TE ( 208 ) B3h Amazon
CLI, A LUBE.NET NARFARESFRE.

4. RP#SSTERMIINTHE, SeizsTHEER SSO WNARFR , M EFBERE XTI
R RRERF

AEBTHNHRBORETIREMAEEA Amazon IAM Identity CenterfISEZE8, CRETHEEF AT
ETEMRIEHPEAR SSO REFSRWIIEER ., MREFTHE SSO Amazon , N TEEEBELAEEFZ
FHURMERER , AREBUTHIELT # SSO HRERETIRER :

- & XBR .NET NAREF

« ##2 : Amazon CLI F1.NET M AREF

REBIE TS
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- KREH

- iR{E SSO L& X+

- ERMER SSO TH

- BE

FRZM

£ A IAM Identity Center Z 8 , BAMHPITELEES |, FlanikE 5 0FR AR EEHEX Amazon Web

Services Ik MINARERF. EXEZEE , BSRUATHEA :

- BAXEEESNELER , BSH CIAM Identity Center AFER) FHIAIT,

s BXEGESTRY , FESHEATERENHEIR, BR , £2HHBEZH , BEHSEELAETITHH
B,

=]

—

RIE SSO Bl &N

FEMX N B FEE IAM Identity Center J§ Amazon Web Services Ik , 4AUF SSO K v A B i X4
WMEAFPHHEE Amazon configXHH, EEXHATEEE Amazon HERITFE , ZIFIERE
ERNAFBEN IAM KR EHREIE.

HZE config XWHBEFE BN SUSERPROFILE%\.aws\config ( Windows ) l ~/.aws/

config ( Linux #1 macOS ) . BRI AFEAEIENNAEEREN SSO RINFHEE X4, HE , &
AILAEA aws configure sso if. AXEWTHESZEER , H5H (Amazon Command Line
Interface FAF#8R) FHYF Amazon CLI B J £/ IAM Identity Centero

HMOEEXHROUTUATAR

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 123456789012

sso_role_name = SSOReadOnlyRole

FEREXHMNREEN T, S MREENT Amazon FEIA O, EAFMEER —FiRE , ©11
HEENTERNAFEENNR. FIEEMIERHRLEMN,
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sso_start_url

EEEmEAH Amazon iGE TP URL, EIXE|LL{E , EITF IAM Identity Center 1255 , &
BigE , RAEHRET/ URL,

sso_region

H i Amazon Web Services XiZ @85 TR 4. X2E7EE A 1AM Identity Center BHERH
XiF, EAgESEATEHECESHXERE,

B X Amazon Web Services Xif, R ERBHTEIIEK , HSRFP M XIHLKXiHT RAmazon Web
Services —fig§&#,

sso_account_id

#&3d Amazon Organizations ARZ 751 Amazon Web Services i #9 ID, BEEEAAKFHIX |
EBIE IAM Identity Center 2% & H3TFF Amazon Web Services I TUH. &R iR B % B H K
F ID HE&ITXIA sso_role_name RERMEMEHETN , I TR

sso_role_name

IAM Identity Center fXBREM B, WARREE N TiEF IAM Identity Center [ A F & F IR,
DTIRRERMEEEN —RAZE,

1. ®I{E |IAM Identity Center 2%l & H#3#TF Amazon Web Services K T H,
2. BEBE-ANKFETEREFHAEE., BERENKFFISLEMHR T SSO R SSO A
R,

3. BEIBAZKFHAFNAYER , RIBXNBHWAFHA, B sso_role_name iREFIE
ENNRBEERSHAFRSHARKNNREZ—,

NZREBEEERN , BEANBREZHRM AR Amazon BIREF (ARN ) .
EREME IAM KEEF B E UNREKRE, BXEZER , 526 (IAM Identity Center FAF#8
M) PHNEE,

£ AFEA SSO T %

EMH SSO , AFAMEERIER T , REERZTEIEEMEMY Amazon MARFMRR. X
T NET NARERF , B MERAL TR EERNERX LI T
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EMT NET #9 Amazon SDK (V3) FEAGIERE

- 8|2 NET NARF , XENEERSBRARERZSHE,
- FAHERTH , Amazon CLI REENET NAERFHFEAIZTHE,

KEFSENEATEBRNE | FEHRPHITTER.
/A Important
BN RAREFSIEI AT NuGet MR , X#¥ SSO BT sER2/ER !

« AWSSDK.SSO
* AWSSDK.SSO00IDC

RS AXEREFEFSBETHRERE.

X PR NET B AREF

AT EMAIER NET NARF  ELENEKIGE SSO T , RAEERAZTH. AXRUEYENT
BYRE , ESHANEA NET RAERFH SSO #Hig.

LUREARNERMEER SSO S %
BT A Amazon CLI , & A LAUBE RS RERK SSO F i,

Rk, BHNAREFAEN SSO BB MHBIE— AWSCredentials FR , EX R MNER A HE3IE
(MRE )., RAE , BEHNABRFLIT AWSCredentials X REM N SSOAWSCredentials KR
HiREB—L Options B , EEATEXEMNETRAFRBARZEENEREFZ,

THNRBFERPERT ]G E,

/A Important
BRI N AR 5| LT NuGet BR¥F2 , IX#¥ SSO BT T sER/EA :

¢ AWSSDK.SSO
¢ AWSSDK.SSO00IDC

ARSI ARERFERSHETHRERE,
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static AWSCredentials LoadSsoCredentials()

{
var chain = new CredentialProfileStoreChain();
if (!chain.TryGetAWSCredentials("my-sso-profile", out var credentials))
throw new Exception("Failed to find the my-sso-profile profile");
var ssoCredentials = credentials as SSOAWSCredentials;
ssoCredentials.Options.ClientName = "Example-SSO-App";
ssoCredentials.Options.SsoVerificationCallback = args =>
{
// Launch a browser window that prompts the SSO user to complete an SSO sign-
in.
// This method is only invoked if the session doesn't already have a valid SSO
token.

// NOTE: Process.Start might not support launching a browser on macOS or Linux.
If not,

// use an appropriate mechanism on those systems instead.
Process.Start(new ProcessStartInfo
{

FileName = args.VerificationUriComplete,
UseShellExecute = true
1)
};

return ssoCredentials;

MEZBEMEMN SSO THETA , MaFzsBMIAXKRE O HITAENN B RTE, §lm, mMREEH
IAM Identity Center fER HARIRE , WAFPSERXRCUOTHERAE :
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Sign in

Username

Remember username

By continuing, you agree to the Customer
Agreement or other agreement for SETVICES,
and the Privacy Notice. This site uses essential
cookies. See our Cookie Notice for more

information.

® Note

&7 SSOAWSCredentials.Options.ClientName RN N AEZFEREEEER, NRF
HEHIEZER , MaEIAETHRERE,

fEA NET RFAEFH SSO #HifE

Amazon CLI #1.NET BT

A B E A E KGR SSO £ Amazon CLI , AR INAENBARERFERZSE, GXiERE
NEBHIE  FSEEH Amazon CLI F1.NET RARREHN SSO #ig.
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EAER SSO k% Amazon CLI

BR T A N EIGET SSO TS |, BT AER £ B Amazon CLI BhE, ML TEE RN EERN
R 1E.

AFRAIZESH SSOMBREXHRE (M E—TMR) , 414 M Amazon CLIFIZ1T aws sso login
Wh. IS TBREIEFTEBA SSO WEEXH B --profile 8. WM THIFTR:

aws sso login --profile my-sso-profile

MRAFBRELAIEN SERIEERFTNIGNTE , T ABRETHERNG S,
# NET NAERFFEREKN SSO T
LT EERERTRT WS E4E KR IG5,
/A Important
BRI N AR A5 LT NuGet BR¥F2 , IX#¥ SSO BT T sERR/EA :

* AWSSDK.SSO
* AWSSDK.SSO00IDC

RS AREREFEFSHETHRERE,

BN AEFA SSO BE X4 IE - AWSCredentials MR , RN KRN ZBTH Amazon CLI
£ IR, X517 EMAREFPHEUENEE XA RN ERL , HEXNT :

static AWSCredentials LoadSsoCredentials()

{
var chain = new CredentialProfileStoreChain();
if (!chain.TryGetAWSCredentials("my-sso-profile", out var credentials))
throw new Exception("Failed to find the my-sso-profile profile");
return credentials;
}

RIEN AWSCredentials MHAEFRL RS EF imAIEERE. Hlm
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var S3Client_SSO = new AmazonS3Client(LoadSsoCredentials());

@ Note

MBLHNARFEHENFEH [default] BEXM4# 1T SSO , IEEFEH
AwSCredentials RiNFIGEHEIE, EXFERT , NARFAUBABTHFSEHE Amazon
REEFPE , ELETF “var client = new AmazonS3Client();”

7 Amazon CLI F.NET SRR SSO 72
H A BT R

WMEETHER , FSRUATRR

+ 422 IAM Identity Center ?
» Bti& Amazon CLI AfER IAM &4
« IERER IAM B4 H0AFEF Amazon Toolkit for Visual Studio

Hiz

£

« {XEA NET NAEFH SSO #iE

- £/ Amazon CLI #I.NET RIAREFH SSO %12

IERA NET NARRFR SSO #iiz

AYENFWARHERBARFRFNR SSO AFEH SSO., B RNABRFEENURESXERIG
Bf SSO T , mMA=REA Amazon CLI,

AHERERR T H—/E42 SSO Thee. EMAT .NET B Amazon SDKE X IAM Identity Center
E—REANTEFMAES FHAT NET W Amazon SDK , B2 H#EET=EEMNEET, %
B, FREAINSAERNR NET NARFN/NTT P IR0 E 4R,
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® Note

RYEFRNANLT R B EREERS , H121 Amazon Organizations # IAM Identity Center,
MREBCELWMIT T ZEE , IERINKBRENE , MAUABKETE REREHES

TR

- FERELZNFARSE (MREREE ), ELEARETEENARERAZENET DX LIHITTIE
7

- BWERVEED— Amazon Web Services 1K= AT A FMllid SSO WiET. BAHKEMS , AN
i Amazon Web Services ik = 3% & & #5 J9 MH 0K 7 o

« WEAURNENR SSO By SSO AF . ARER SSO MBCIBENELANAREF., EXFHES |, It
ATFRERE (FFRAR ) SiH A, BITEEBWKAXHENIRE : SSO AFRFEATEET KIMEH
WitEH. B2, IHFTRSEN,

« SSO AFPMITENMMLZEEEATRETT KIFEN .NET Framework &/ .NET Frameworko

1% & Amazon

RN B R IR R B & T Amazon RS
ERTHIRE |, iFEUEE R Amazon Web Services Il S0 2FiX, REHMITUTERE :
Amazon S3

HI{E Amazon S3 Z2H A HFM—ELTXEENE, EXABENFHEEHD , SSO A/ FRRIX LR
LIE

Amazon |IAM

BI{E IAM 25| 8 AR —L£ 1AM 7. RE[E IAM BT , SRRERSIN N TR EEHN
RERR, EAHENFEES , SSO AFFRZEXE IAM AP 5IR,

Amazon Organizations

Bt A Amazon Organizations £ & 3 /3 B Organizations, HXEZELE , {555 Amazon
Organizations AP gAY SISl

LIRS E Amazon Web Services IKF EABBIKFRMEIALR, MBEEEECMRAK, |, WA
LUBEMAIMMA LA LS | BERHESE S EIXEFEM.
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IAM Identity Center

BI{E IAM Identity Center 26| & H/E A SSO, MBEXE , FIMITE FHHRII, EXEZER , ES
% |1AM Identity Center A {5 KIS A IAM Identity Center.

RE , PITUTRIE

EZiE IAM Identity Center

1.
2.

HRIRERE. ERFEFT URL HFIEFZEHRUETE sso_start_url REFER,

EHI MR Amazon Web Services Management Console , Z# /5 SSO A& EH . Amazon
Web Services X153 iX & Amazon Web Services K~ FIEAMB ThE L, eRXEHAE , XA
fELAGTE sso_region REHRFEA. ABFELT us-east-1,

BRITHABIE SSO A :

a. HEAFTE,

b. EEBEARMAF , ARWMAAFNAFRE., BFif4tihut, EFTHK, REEET -5,
c. HEATMELERT-F , AREFEFEIHERRMAS.

BRITATREIEA

a. HEHANME,

b. EFGIEA , AR ALNEZHNTHER,

c. EFAPTMEATSH , EREZECIENNIR SSO AR, ERIEA,
BRI R BB RE -

a. HBENRERHE , AREFENRE,
. ERRERET  ARAEURRE , REEET—F,
c. FTTTRERSKMEH 5 AT R

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditoro",
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets",
"iam:ListUsers"

1,
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FRARER

8.
9.

"Resource": "*"

}

d. EXHED , #A SSOReadOnlyRole ENNREBM . MRFE , JLURMER , AFiE

BTr—%,
e. REFEER , REEZRE,
f. BRNBEMNEN , LMELETE sso_role_name REFEM,
HI{EfAmazon K TUHE , EFEZ BN MBIA L Amazon IKF,

EZTTHNELRE 2 |, wEIKF, ID HFHEIERK TR , MELLETE sso_account_id REHfE
Ao

EERAPMARTF , RAEEFEIEAFRA,
EoERAPMAREL , Ji#iﬂﬁlﬁ-F ERECHRNA , RERET—

10. RBRECHCIZNNBREHAEERET —F K RAREAERR. KEFERHZIE,

IR RPN AR
BIRUTRARE. EIE SSO AF MITEN LET.

5| Amazon S3 1@

BX T AWSSDK . SSOF 2 #AAWSSDK . SSO0IDC , A ‘EFE NuGet Ei#F
@AWSSDK . SecurityToken, AWSSDK.S3

using System;
using System.Threading.Tasks;
using System.Diagnostics;

// NuGet packages: AWSSDK.S3, AWSSDK.SecurityToken, AWSSDK.SSO, AWSSDK.SSOOIDC
using Amazon.Runtime;

using Amazon.Runtime.CredentialManagement;

using Amazon.S3;

using Amazon.S3.Model;

using Amazon.SecurityToken;

using Amazon.SecurityToken.Model;

namespace SSOExample.S3.Programmatic_login

{
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class Program
{
// Requirements:
// - An SSO profile in the SSO user's shared config file.

// Class members.
private static string profile = "my-sso-profile";

static async Task Main(string[] args)

{
// Get SSO credentials from the information in the shared config file.
var ssoCreds = LoadSsoCredentials(profile);

// Display the caller's identity.

var ssoProfileClient = new AmazonSecurityTokenServiceClient(ssoCreds);

Console.WriteLine($"\nSSO Profile:\n {await
ssoProfileClient.GetCallerIdentityArn()}");

// Display a list of the account's S3 buckets.
// The S3 client is created using the SSO credentials obtained earlier.
var s3Client = new AmazonS3Client(ssoCreds);
Console.WriteLine("\nGetting a list of your buckets...");
var listResponse = await s3Client.ListBucketsAsync();
Console.WriteLine($"Number of buckets: {listResponse.Buckets.Count}");
foreach (S3Bucket b in listResponse.Buckets)
{

Console.WritelLine(b.BucketName);
}

Console.WritelLine();

// Method to get SSO credentials from the information in the shared config
file.
static AWSCredentials LoadSsoCredentials(string profile)
{
var chain = new CredentialProfileStoreChain();
if (!chain.TryGetAWSCredentials(profile, out var credentials))
throw new Exception($"Failed to find the {profile} profile");

var ssoCredentials = credentials as SSOAWSCredentials;
ssoCredentials.Options.ClientName = "Example-SSO-App";

ssoCredentials.Options.SsoVerificationCallback = args =>

{
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// Launch a browser window that prompts the SSO user to complete an SSO
login.

// This method is only invoked if the session doesn't already have a
valid SSO token.

// NOTE: Process.Start might not support launching a browser on macOS
or Linux. If not,

// use an appropriate mechanism on those systems instead.
Process.Start(new ProcessStartInfo
{

FileName = args.VerificationUriComplete,
UseShellExecute = true
1)
};

return ssoCredentials;

// Class to read the caller's identity.
public static class Extensions

{
public static async Task<string> GetCallerIdentityArn(this
IAmazonSecurityTokenService stsClient)

{

var response = await stsClient.GetCallerIdentityAsync(new
GetCallerIdentityRequest());
return response.Arn;

HH IAM B

BR 7 AWSSDK . SSOF 2 #AAWSSDK . SS00IDC , i&@3E NuGet £
@AWSSDK . SecurityToken, AWSSDK.IdentityManagement

using System;
using System.Threading.Tasks;
using System.Diagnostics;
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// NuGet packages: AWSSDK.IdentityManagement, AWSSDK.SecurityToken, AWSSDK.SSO,
AWSSDK.SS00IDC

using Amazon.Runtime;

using Amazon.Runtime.CredentialManagement;

using Amazon.IdentityManagement;

using Amazon.IdentityManagement.Model;

using Amazon.SecurityToken;

using Amazon.SecurityToken.Model;

namespace SSOExample.IAM.Programmatic_login
{
class Program
{
// Requirements:
// - An SSO profile in the SSO user's shared config file.

// Class members.
private static string profile = "my-sso-profile";

static async Task Main(string[] args)

{
// Get SSO credentials from the information in the shared config file.
var ssoCreds = LoadSsoCredentials(profile);

// Display the caller's identity.

var ssoProfileClient = new AmazonSecurityTokenServiceClient(ssoCreds);

Console.WriteLine($"\nSSO Profile:\n {await
ssoProfileClient.GetCallerIdentityArn()}");

// Display a list of the account's IAM users.
// The IAM client is created using the SSO credentials obtained earlier.
var iamClient = new AmazonIdentityManagementServiceClient(ssoCreds);
Console.WriteLine("\nGetting a list of IAM users...");
var listResponse = await iamClient.ListUsersAsync();
Console.WritelLine($"Number of IAM users: {listResponse.Users.Count}");
foreach (User u in listResponse.Users)
{

Console.WritelLine(u.UserName);
}

Console.WriteLine();

// Method to get SSO credentials from the information in the shared config
file.
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static AWSCredentials LoadSsoCredentials(string profile)
{
var chain = new CredentialProfileStoreChain();
if (!chain.TryGetAWSCredentials(profile, out var credentials))
throw new Exception($"Failed to find the {profile} profile");

var ssoCredentials = credentials as SSOAWSCredentials;

ssoCredentials.Options.ClientName = "Example-SSO-App";
ssoCredentials.Options.SsoVerificationCallback = args =>
{
// Launch a browser window that prompts the SSO user to complete an SSO
login.
// This method is only invoked if the session doesn't already have a
valid SSO token.
// NOTE: Process.Start might not support launching a browser on macOS
or Linux. If not,

// use an appropriate mechanism on those systems instead.
Process.Start(new ProcessStartInfo
{

FileName = args.VerificationUriComplete,
UseShellExecute = true
1);
I

return ssoCredentials;

// Class to read the caller's identity.
public static class Extensions
{
public static async Task<string> GetCallerIdentityArn(this
IAmazonSecurityTokenService stsClient)
{
var response = await stsClient.GetCallerIdentityAsync(new
GetCallerIdentityRequest());
return response.Arn;
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BT &R Amazon S3 & IAM PSRN  XERARFESERBH SSO WEEBXHNWAF &
3 ARN , EAHIEAR A my-sso-profile,

XENRARFBEEEXNRE Options B P IRMHEIRE S ERINIT SSO BEFE
%, SSOAWSCredentials

SSO AF#ER

it SSO AFEFE MR B FERHFH1EX SSO #iF. REAQKRTMUIIRERD, XHER4AIEER/L
SEP T BEIXIR SSO AP HIMFE.

[ SSO ARzt 2RI NARRF
RJG , 1k SSO AFHITUA TR :

1. WRYEHE Amazon configXHMXHRIFE |, FEIBZXHKR, MREZXHRBEEFEH
BBE—1MEA .sso FXMXK , BHIBRZFXHR,

WX BRIV EBEE N SUSERPROFILES\ . aws ( Windows ) BAK ~/.aws ( Linux #l
macOS ),

2. MEME  FZXHRFLELE Amazon config¥F , RFERMT AR B EFMNEE 4

[default]
region = <default Region>

[profile my-sso-profile]

sso_start_url = <user portal URL recorded earlier>
sso_region = <Region code recorded earlier>
sso_account_id = <account ID recorded earlier>
sso_role_name = SSOReadOnlyRole

11T Amazon S3 R AEF,
EBLH Web BZRTET , BR, FARBEEFNAFL BN QD EER4EMEIENZE,
EXEHRE , NARRFEER S3 Y%K,

Z1T IAM R ARERF, ZEARFIETR IAM AFRYIR, BIESEHTEZRESR , L2k, 1AM
NRARFER 2B ZN IG5,

o 0 &~ w
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g

NRETERREELFHETCENTR , AREBET SR, XETRERFRIERHN Amazon FIRH
RIR, BIASTHER R,

{8/ Amazon CLI f1.NET R HREFH SSO #i2

AYREERRUOMAERN NET NARFMN SSO AF/EA SSO., BEfEMALEM Amazon CLI I
Bf SSO ThE , MARUEIES N AE K.

AHEBEBRRT H— /P E2 SSO ThaE, EAT .NET 8 Amazon SDKEXFF IAM Identity Center
E—-REERANTEEMAEE EAT NETH Amazon SDK , BRI ESSEENEE, £iZEH
F, B85S 0B NAmazon CLI F.NET M AREFH/DNT R iz S0 8478,

(® Note

BTN ST H B RE B RS |, 5120 Amazon Organizations 1 IAM Identity Center.
MEBRELKRTTXERE , REINRBEE , MR LABEFE ROIRBAIES,

FRFMH

- BEEZNFALAAE (NMREREE ), ELENOETESEMABERAZENET PN LEHRITTHE
iR,

- BESHBIERELD— Amazon Web Services Ik A A F ik SSO ML, FMAHEMS , AN
i Amazon Web Services M P =i & " #5 9 MR K,

o WEALAREMN R SSO 1Y SSO AF, WAFER SSO MEGBNEARNARER. EAHES |
AR (FAAR ) REMA, BINEBUKRAXHNIZE : SSO AFFERTELTF XN EF
Hit&EHl, B2 A XHTRHSEN,

+ SSO AFMITENAMN L EELER TIREFT KRR NET Framework &8 .NET Frameworko

- H{R1E SSO AFMITEN EZE T Amazon CLI i 2, BA B EGR TR IFRLwPIZEIT

aws --version REEX—R.

X E Amazon

RF N B WA R AR IR E T Amazon RS
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EHITHIRE , HELLEE R Amazon Web Services Ik S B FMiRX, RERITUTERE :

Amazon S3

HI{E Amazon S3 Z2H A HFM—ELTXRENE, EXRAKENFHEED , SSO A/ FRRIX LR
LIE

Amazon |IAM

BI{E IAM 2| 8 AR/ I—L£ 1AM A7, REm IAM AFRFRR , ERRRSIN LN TR EEHN
RERR, EAHENFEERS , SSO AFFRZEXYE IAM AFH5IR,

Amazon Organizations

# A Amazon Organizations # %l & /3 A Organizations, BXxEZEE , 55 Amazon
Organizations AP EEFHBIZ R,

LR ESF MK Amazon Web Services kP EANBBIKFRMEIALR, MBEEEFHSMRXKS |, WA
LUBEMAIMALALR | BEERHESE S EXEFEM.

IAM Identity Center

BI{E IAM Identity Center #2&| 58 H/E A SSO. MBALE , FHITEFHHARIE. BXESZER , 5
% |1AM Identity Center Fi {5 KIS A IAM Identity Center.

R, WITUTERE,
EZiE IAM Identity Center

1. BHINZENH. EHRHEIF URL HIEFRZEMHRIGE sso_start_url REFEH,

2. TEH9HMEIES Amazon Web Services Management Console , £ /5 H SSO & &K . Amazon
Web Services X153 iX & Amazon Web Services K~ FIEAMB ThEE, eRXEEHAE , XA
ELLRTE sso_region REHFFEA, HABEL T us-east-1,

3. RWMTAHNGESSO A :

a. WIAFRE,
b. BEEARMAF , AEMARPHNAFA, BFmfitu, BFNHRK, REEET -5,
c. HAMHELERT—F K6 REEREEHERERMAS,

4. RUOTFREIEA :

a. i%géﬂﬁﬁo
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b. EHEGIERA , AW AANERBMER,
c. HERAFAMBAISF , EEEHOEMNNI SSO AF. EFEGIEA,

5. BRUTARIENRE :

a. HRENRENHE , RekFCENRE,
b. ENRERET 6 AERAEUNRRE , RELEET -5,
c. FTFTBRRMEH M A LLT KB

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}

d. EXRHES , A SSOReadOnlyRole EANREEBH ., MRFE , AILURNINER , RFE
1:¥-F_5o

e. REEER K RRERME,
f. IBRINBREMBH , LLELUSTE sso_role_name iREHREH,
6. BI{FAmazon IKFTUE , EFEZHIFINEILELE Amazon K,

7. HEZREMNEBLRES , HBKF ID HFHEIER TR, MELUGE sso_account_id REHE
=8

8. GEEAFMARIF , RRGEESEHFHE,
9. EFEAFNAREL  EARERTF , BREZHIENE K RBEET—F,
10. ERECHCIZNBREHAEET —F K RARAERR. KEFERZIE,

B2 RN AEF

BB TNAREF. BIFE SSO AFMITEN L&E1T.
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5| Amazon S3 1@

Bx T AWSSDK . SSOF 2 #AAWSSDK . SSO00IDC , & ‘BFE NuGet 4
@AWSSDK . SecurityToken, AWSSDK.S3

using System;
using System.Threading.Tasks;

// NuGet packages: AWSSDK.S3, AWSSDK.SecurityToken, AWSSDK.SSO, AWSSDK.SS00IDC
Amazon.Runtime;

Amazon.Runtime.CredentialManagement;

Amazon.S3;

Amazon.S3.Model;

Amazon.SecurityToken;

Amazon.SecurityToken.Model;

using
using
using
using
using
using

namespace SSOExample.S3.CLI_login

{

class Program

{

following:

// Requirements:
// - An SSO profile in the SSO user's shared config file.
// - An active SSO Token.

//

//

profile".

If an active SSO token isn't available, the SSO user should do the

In a terminal, the SSO user must call "aws sso login --profile my-sso-

// Class members.

private static string profile = "my-sso-profile";
static async Task Main(string[] args)

{

// Get SSO credentials from the information in the shared config file.
var ssoCreds = LoadSsoCredentials(profile);

// Display the caller's identity.
var ssoProfileClient = new AmazonSecurityTokenServiceClient(ssoCreds);
Console.WriteLine($"\nSSO Profile:\n {await

ssoProfileClient.GetCallerIdentityArn()}");

// Display a list of the account's S3 buckets.

// The S3 client is created using the SSO credentials obtained earlier.

var s3Client = new AmazonS3Client(ssoCreds);
Console.WriteLine("\nGetting a list of your buckets...");
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var listResponse = await s3Client.ListBucketsAsync();
Console.WriteLine($"Number of buckets: {listResponse.Buckets.Count}");
foreach (S3Bucket b in listResponse.Buckets)

{
Console.WritelLine(b.BucketName);
}
Console.WriteLine();
}
// Method to get SSO credentials from the information in the shared config
file.
static AWSCredentials LoadSsoCredentials(string profile)
{
var chain = new CredentialProfileStoreChain();
if (!chain.TryGetAWSCredentials(profile, out var credentials))
throw new Exception($"Failed to find the {profile} profile");
return credentials;
}
}

// Class to read the caller's identity.
public static class Extensions

{
public static async Task<string> GetCallerIdentityArn(this
IAmazonSecurityTokenService stsClient)

{

var response = await stsClient.GetCallerIdentityAsync(new
GetCallerIdentityRequest());
return response.Arn;

Sl 1AM B

BR 7 AWSSDK . SSOF 2 #AAWSSDK . SS00IDC , i&@3E NuGet £
©AWSSDK . SecurityToken, AWSSDK.IdentityManagement

using System;
using System.Threading.Tasks;

// NuGet packages: AWSSDK.IdentityManagement, AWSSDK.SecurityToken, AWSSDK.SSO,
AWSSDK . SS00IDC
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using Amazon.Runtime;

using Amazon.Runtime.CredentialManagement;
using Amazon.IdentityManagement;

using Amazon.IdentityManagement.Model;
using Amazon.SecurityToken;

using Amazon.SecurityToken.Model;

namespace SSOExample.IAM.CLI_login
{
class Program
{
// Requirements:
// - An SSO profile in the SSO user's shared config file.
// - An active SSO Token.
// If an active SSO token isn't available, the SSO user should do the
following:
// In a terminal, the SSO user must call "aws sso login --profile my-sso-
profile".

// Class members.

private static string profile = "my-sso-profile";
static async Task Main(string[] args)
{

// Get SSO credentials from the information in the shared config file.
var ssoCreds = LoadSsoCredentials(profile);

// Display the caller's identity.

var ssoProfileClient = new AmazonSecurityTokenServiceClient(ssoCreds);

Console.WriteLine($"\nSSO Profile:\n {await
ssoProfileClient.GetCallerIdentityArn()}");

// Display a list of the account's IAM users.
// The IAM client is created using the SSO credentials obtained earlier.
var iamClient = new AmazonIdentityManagementServiceClient(ssoCreds);
Console.WriteLine("\nGetting a list of IAM users...");
var listResponse = await iamClient.ListUsersAsync();
Console.WriteLine($"Number of IAM users: {listResponse.Users.Count}");
foreach (User u in listResponse.Users)
{

Console.WritelLine(u.UserName);

}

Console.WriteLine();
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// Method to get SSO credentials from the information in the shared config

file.
static AWSCredentials LoadSsoCredentials(string profile)
{
var chain = new CredentialProfileStoreChain();
if (!chain.TryGetAWSCredentials(profile, out var credentials))
throw new Exception($"Failed to find the {profile} profile");
return credentials;
}
}

// Class to read the caller's identity.
public static class Extensions

{
public static async Task<string> GetCallerIdentityArn(this
IAmazonSecurityTokenService stsClient)

{

var response = await stsClient.GetCallerIdentityAsync(new
GetCallerIdentityRequest());
return response.Arn;

}

BR T &R Amazon S3 #H IAM AFHFIRA , XENARFESEREH SSO WEREXHNAF S
3 ARN , EARHIEHR N my-sso-profile,

SSO AR

it SSO AFE&EF MM B FEf X SSO BiF, RESRTFMAIRERD, XHMAATEFE/L
DEP T EEIXIR SSO AFHIMHFE.

[B SSO ARz |2 NARRF
ARG , 1L SSO AP HATLTRE -

1. WRBEHE Amazon configX B X HRFIFE , BRIBIZHR, MRZXHREKFEH
BE—NER .sso NFXHER , EMRZFXHR,

WX BRI EBEFE N SUSERPROFILES\ . aws ( Windows ) AR ~/.aws ( Linux #l
macOS ),

2. MAMBE HZXHIFEEHREZ Amazon configdl¥F , REZEN T AN ERNNE B H :
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[default]
region = <default Region>

[profile my-sso-profile]

sso_start_url = <user portal URL recorded earlier>
sso_region = <Region code recorded earlier>
sso_account_id = <account ID recorded earlier>
sso_role_name = SSOReadOnlyRole

121T Amazon S3 NAREF. BINEITHRERE,

4. B{TLAF Amazon CLI &% :
aws sso login --profile my-sso-profile
5. ERAMN Web BRNEF , BF, £ABEEETNAFENNESH4TIZNZERD,
6. HXIE1T Amazon S3 RARERF. M7E , NAREFER S3 MH sk,
7. BTIAM NAREF. ZNABRFETR IAM AFSIR, BIEREH#HITEZRES , LML, IAM
N AR ERZ a2 et 5,
=g
MREFEREERHERUENRR , BEEBET S, XETRERFZFERN Amazon BRI

RIR , BIANSTHE MR,
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A ERFEBEE Amazon

EFRTENLFA=EREE NET Core NAREFHERSE , EFENHEIFEE Amazon, YRAIAEHR
Amazon Web Services Management Console {5 755 ( 21 Amazon CloudFormation = ) SR Z!
1X — = Amazon Cloud Development Kit (Amazon CDK). &t A LAfE A ZB8 B M eI2 A Amazon
TE, BYFEAXLETE  SAURITUTRE,

M NET CLI Zp=

LA LAE A LLUT.NET CLI Amazon T EG R AREIZEZE] Amazon :

« Amazon EFT.NET CLI (W EE T E-X#&FE B F|Amazon App Runneril 5 R EFR S
(Amazon ECS) #l, Amazon Elastic Beanstalk

« Amazon Lambda & B F.NET CLI #y T E-%$ Amazon Lambda 11 B &,

B IDE TEAZ=E

&R LAMER Amazon TEBEEMEEZFL IDE HBENRER

* Amazon Toolkit for Visual Studio

® Note

ZILEGHM ‘XM E Amazon” THEESER T .NET 89 Amazon ZfZ T E CLI EBMEEH
e, ETHMEZEER , F# 2 (Amazon Toolkit for Visual Studio B E®E)Y M A H 2

Amazon,.

* Amazon Toolkit for JetBrains

BZNEA Amazon TlRFENAEFMER. Amazon App Runner
* Amazon Toolkit for VS Code

BZRACALRSENAEFMER Amazon App Runner

* Amazon Toolkit for Azure DevOps
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https://docs.amazonaws.cn/toolkit-for-vscode/latest/userguide/welcome.html
https://docs.amazonaws.cn/toolkit-for-vscode/latest/userguide/serverless-apps.html
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15 F = 4

UTETESREXRBENARFNAMZR , 8FAXNMAMER NET CLI BXLENARFHNEEL

« ASP.NET Core MR
« .NET Console R A2 F
- Blazor B TER WebAssembly

« Amazon Lambda I B

ASP.NET Core M ARF

ERATF NET CLI 89 Amazon SfEB T E GBI FEEE ASP.NET NABRFHESZAERBBEIRE. ©
2 NETCLIWXREXRTE K BBTHE NET NARF , I FAEEEZ AL Amazon &8,

HWETEEHLNUTIHAE

s XNENNARFNITER-REGTERZW , H 7 H#Bf Amazon itERESENNAER.
« £ Dockerfile - MMREFEE | ZTE L4 Dockerfile , &AM AR Dockerfile,

- BT INHE — ZTEMEREIH , AL Amazon CDK #E W B BEEMEN , F &
&R R A2 R ERE 2P RY Amazon TTEH,

- AIEEHAHENNE — S AERANIE R Amazon CDK EFEW B LLER B RER G, BET
BB B #ATHRAZHF SEHRKE | ISR ATEERERE.

« #BHE ) Amazon CDK .NET-iZ T EA[#B1EZE 5% EMGKIEMIEE Amazon TE | i
Amazon CDK.

Amazon %08 T B X35 ASP.NET Core RARRFIEE|LLT Amazon RS :

« Amazon ECS R A Amazon Fargate-Z#4¥ Web N AREF BRI S#hs 4+ AR RS
(Amazon ECS) , It E8E h LRSS 2R 1t E 5] Amazon Fargate ZEE,

« Amazon App Runner-Z#EEBFZTE R ENRS , A RXARATUEND KMNIEZBESERL Web
NAREF. APls TEELEEZEMRELR,

« Amazon Elastic Beanstalk-Z#ZFE8B R AL FF & A R B EBE Web M ARERFHRSUR KHAELE
APls BT RENIRIE, TEELEEREMITHRALRK,
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ETHESES  BSHIEME. ENBEFH, BSMELH, A, AEERNAZERFRE
F.

NET Console N HAREF

EATF NET CLI 8 Amazon EE T E BB FH&EFE NET Console REARFENERS , HEHEITK
EFERBTRREG , HESLETAIBELR, WREWRAREFEE Dockerfile, MZTE2BHE
. &N, HERAIER Dockerfile,

BETEREUTIEE

- HRENNARFNITERW-REUTERN , H 7 H#BH Amazon iTEHESENRNARERF.
« £ Dockerfile - MMRFE | ZTE LS4 Dockerfile , SRE&EFERAIM AR Dockerfile,

- BEITENHNE — ZITEWESPBIH , FRHERK Amazon CDK BT B BB EMZEEN |, &
BN AR RIFTIERN Amazon THEH,

- ESEHTHENEE — B UL K FEH Amazon CDK ZPEI B LUEMN NS ER G, B3&E T
BAI B #TIRAZBH A SHARRE | UXHESENILE,

« #BBIZ S Amazon CDK .NET-iZ T Eaq#BERZELSF T CrrKIEMIEZ Amazon TE |, flfn
Amazon CDK.

Amazon S TEXFF.NET 25 & NARFIBFEERLLT Amazon RS :

« Amazon ECS BRZfEF Amazon Fargate-Z#4.NET NARFERNRS (flNEELIERS ) HBEF
T &b 3% R EFARSS (Amazon ECS) , itEABEH Amazon Fargate H LIRS EFITESIZEE,

« Amazon ECS 1+ XIES5 A Amazon Fargate-X#4F.NET B AREFERITTRIES ( Hlin end-of-day
B2 ) ' E| Amazon ECS , itE 8L H Amazon Fargate TIRFSE1TESIZEE,

ETHMEZER , BERIESE, EMNBEFE  FSMEXXE. A, REER N[ ZERIRNE
U,

Blazor B EF WebAssembly

FEATF.NET CLI B Amazon ¥ E T E A #E BB ET % S3 FIEE Blazor WebAssembly M AR |
AL S # CloudFront TR AME R, BHUNAEFEHBEBIAT Web EEM S3 . ZTEA
BAEE S3 8 , AR NEW Blazor ARF L& RZAE,

HETEEALT YR
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- BFTENNE — ZTENERBIHNH , £AEKMN Amazon CDK SEW B REEEMEN |, 3 F
&M N AR AR BIFTIERY Amazon THEH,

- IEEBAHENEE — B LB R Amazon CDK FED B LGNS ER . FiEw
B B #TRAZFASENLE |, XD ATEENEE.

« #BHE ) Amazon CDK .NET-iZ T Er[#B1EZE 5% EMGIEMIEE Amazon TE | 4l
Amazon CDK.

ETHESES  BSHIEME. ENBEFH, BSMETH, A, AREENAZERFRER
.

Amazon Lambda Inn B
Amazon Lambda 2 —TitERE , AFLEFMBEREERSENBEL T ETRB. cETARS

MITEERIRE S TENRE , HRTIHHERRNFAEEEI/E, BXx Lambda WEZER |, 5
F {4 2 Lambda Amazon ? £ {Amazon Lambda F X ARIEE) F.

A LAER NET 81758 ( CLI ) 22 Lambda E K.

ES1}
- TRFH

« ATAK Lambda B H
- HBISR

SERZMH
EFHEEH.NET CLI 2628 Lambda BB 28I , BATUHE B U T LREH -

- WINBER%E NET CLI, fI#0 : dotnet --version, MRFE , iFHE hitps:/
dotnet.microsoft.com/download ing # 1T & %<,

« ZE NET CLI LA Lambda, BXxIMMAHRITIIRENGA | ESHE (Amazon Lambda FF XA &
{5 ) H#Y NET Core CLl, EZIEH , LTRIPESS :

dotnet lambda deploy-function MyFunction --function-role role

WMREREEIAN UL 62 IAM B8 |, FRESEHE --function-role role #%, ZTEM
BT EOEFHAG,
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https://aws.github.io/aws-dotnet-deploy/docs/getting-started/installation/
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https://docs.amazonaws.cn/lambda/latest/dg/csharp-package-cli.html

EMT NET #9 Amazon SDK (V3) FEAGIERE

A Lambda &7 %

E5|HAES NET CLI A Lambda &% , BHAGSRIIFRLHH B A dotnet lambda --
help, ZHTHHETSEUTRBEL :

Amazon Lambda Tools for .NET applications
Project Home: https://github.com/aws/aws-extensions-for-dotnet-cli, https://github.com/
aws/aws-lambda-dotnet

Commands to deploy and manage AWS Lambda functions:
deploy-function Command to deploy the project to AWS Lambda
&ééc.)

To get help on individual commands execute:
dotnet lambda help <command>

BB T LT ANFED S,
B SRR

LT iR BB RIRIEE 612 Amazon Lambda .NETIH, HFZEREHNEW , ZMBEHESDER
DotNetCorelLambdaTest,

1. HF G SRRAFHL R , #SMBEEEM NET Lambda U1 B XHH STHX,

2. i A dotnet lambda deploy-function,

3. MRHIIER , B A Amazon XiF ( B Lambda BRECHEBRIN X ) o

4

CUMERZERE , MAESNESHNEHA BT , B0 DotNetCoreLambdaTest, B A LR Amazon
Web Services Ik~ RERXFZEMERMNBZI , LA LLR H RIBE BB B Fo

5. HRGRRE , EFEHGE Lambda HERITEBERKAN IAM B,

IR G , FERHEH Lambda B E BIE,

Executing publish command
(etc.)
New Lambda function created
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NREBBNEBELCHKFHERE , MBBHBENEREMR Amazon XiF ( MBEXE ) , FEXH
BRT , e L Updating code for existing function &R.

EEBE Lambda HEUE , BRIERAZER. BXEZER , BSHEWMAER Amazon Lambda B 7R
i,

Lambda £ B3I A% Lambda BREHENL T 53k &84, CloudWatchE % # &1 Lambda B
HXTEB#ITHER , 25X Lambda R ATEF## TR S EHER,
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FEMIE TR ERATF NET B Amazon SDK

FHEIREEXTEEATENIBESHNER | AREXRUWAHITXEESHHA,
£

- EEIEBEMZA 3EAT .NET 8 Amazon SDK

- EEFEBE 3.5 A EAT NET 8 Amazon SDK

- EEEBE 3.7 iR EAT NET #9 Amazon SDK

- M .NET Standard 1.3 F#

FEITBARRA 3 EHTF .NET B9 Amazon SDK
REBNERA 3 T FEATF .NET 89 Amazon SDK L& A2 R 58 T8 B iZ R A8y SDK.
*F EAF .NET B9 Amazon SDK iR

B#TF 2009 &£ 11 B&k%# EAT NET 89 Amazon SDK , E5.NET Framework 2.0 mi&it. X%
L3k , NET 23@3d .NET Framework 4.0 f1 .NET Framework 4.5 #7708 , HB 28 MTHHE
¥F A : WIinRT 1 Windows Phone,

BT NET #9 Amazon SDK R 2 EF 51 , AFIA.NET FEMEFINEE , HLL WIinRT # Windows
Phone 7 B #R,

EAT NET 8 Amazon SDK kA 3 BEE# , FREFEERIL,

HOA X TESHEMEEFHIRIT

HEAMNERE 3 2 EHT NET B Amazon SDK EFiRithERIL, IE , FUBRSHESENERF
EFMIERENREFEFEN, EFRLBHEELIBAE EHT NET 89 Amazon SDK R INEI N ARERF
., BIE , BRENNAEFEAN Amazon BERAINEFE.

BEREXH

LUTEBZ TR 7 XA 3 19 AT .NET B Amazon SDKHE X,
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AWSClientH] 2%k

MR T Amazon.AwWSClientFactory 3., & , ERIERESEF iR , BEARSEFIHNEIER
B, Hlan , B4l AmazonEC2Client , /A :

var ec2Client = new Amazon.EC2.AmazonEC2Client();

I % Runtime. AssumeRoleAWSCredentials 2B

#ZAmazon.Runtime.AssumeRoleAWSCredentialsEKZFTAMMIER , RRACH TR LGRS
B &, {B4K#F Amazon Security Token Service , B AR EE SDK FELZ R T —EREtAEl, BEXAH
Amazon.SecurityToken.AssumeRoleAwWSCredentials 2,

M S3Link FlER T SetACL 5%

S3Link 22 Amazon.DynamoDBv2 BFa@M—& % , AT RN DynamoDB MH WS EHN I RIF
fi# £ Amazon S3 1, BEAXE—MEANIEE , BRINFFEN DynamoDB t|E Amazon.S3 ZF
BRRFEBI, Fitk , BAIM S3Link KL T QTR Amazon.S3 & , HiF SetACL FiEE#k
7 MakeS30bjectPublic 5. EEF#EFIXN R IGRIEHISIZR (ACL) , FEEFEM Amazon.S3
BFE.

T BRI Bt Y 45 SR 2R

NFAHRHARSHRS EAT NET B9 Amazon SDK , B#EEHLIRE—MIRNR , HPISRENT
BAE , fIIER ID MERN R, WE-NEMWENMERERSRY , A B2UEFRARFETN
MRBE, EMNMRA 2 R ERAT NET 8 Amazon SDK , BITHEREPNFMBEFEMAMMNEHR, &K
e S RIARICH S BT AR LE X 5 SRRV EA . ERARA 3 F BAT .NET #9 Amazon SDK , Al
MER T IX LS BTSSR | BAFSBOIR /)N SDK By K1,

Amazon Config 2B B9 E ik

A LAUE App . config®Web. configX#H#TEAREE. EAT .NET B Amazon SDK &7 LUEE
SUTHARELN <aws> BEIS (F5IAFRXIESEFERH) RITHERE,

<configuration>
<configSections>
<section name="aws" type="Amazon.AWSSection, AWSSDK"/>
</configSections>
<aws region="us-west-2">
<logging logTo="Log4Net"/>
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</aws>
</configuration>

R 3 # SEA T .NET 89 Amazon SDK , ZAWSSDKEEFEEARERE. BITHERKRBBA
AWSSDK .Core BF&EF., Hit , BEERNIT App.config = Web.config X#HHH AWSSDK F2/F
EMEIAEH NI AWSSDK. Core FRFEMSIA , M TR

<configuration>
<configSections>
<section name="aws" type="Amazon.AWSSection, AWSSDK.Core"/>
</configSections>
<aws region="us-west-2">
<logging logTo="Log4Net"/>
</aws>
</configuration>

& AT LAE R Amazon.AWSConfigs EBRERBERE, R 3 & &
AT .NET 89 Amazon SDK , F{14# DynamoDB WEE iR BENEBE T
ZAmazon.AwWSConfigs®., Amazon.AWSConfigsDynamoDB

IEFEEBE 3.5 lRAEY AT NET 89 Amazon SDK

3.5 B FEX SDK BT E IEER T MM I EEI.NET 74 2.0, :EATF .NET 89 Amazon SDK
H— ST NET K. RIBENIMENRBE  EFA 3.5 RIeE , BARFERTRELIRT
=N

REBNABIRA 3.5 FHERARMEA 3 TBHFEHABAIEEERITHIE,
3.5 IR EHANA

UTHAEERT 3.5 EAT NET # Amazon SDK lIAFEEHRHAERNHE,
NET Framework 1 .NET Core

¥t .NET Framework #1 .NET Core X8 BE X,

Xamarin

( FHOFMMAER ) Xamarin BT B 47138 [ .NET Standard 2.0, &2 Xamarin.Forms F# .NET
Standard 2.0 XM .NET XI; %o
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Unity

Unity B AR S4HER Unity 2018.1 SiE & M4 E[@ .NET Standard 2.0 X .NET 4.x Bt i& X #F,
BXEZER , 50 NET REXHXZF. i, MREFER IL2CPP #HITHE | M A5 7 i
link.xml X REZERRBRFE , 05| H Unity, Xamarin 5 UWP 8 @B F NET B Amazon SDK #&
2.0 HETIR, FRBBESEENRBEZ—F , Unity NARF AT R T ESRENMER
2

JJ o

BT Unity X#.NET #5:f 2.0 , Etk SDK RS 3.5 89 AWSSDK.Core B EFBEEHET Unity
HRBE , SR LEESRANNTheE. N TREEFHONE , ATEIBAR Unity KB EE aws/ aws-sdk-
unity-net GitHub F&EHR A #5E, MREEKINRD AL Unity 8 Amazon Thag , AT LUES
https://github.com/aws/dot net/issues 23 HhEEHE R,

FiEZRUnity T EFNEHRTEESU,

JE A Windows ¥ & (UWP)

A UWP BFIRFIR AR 16200 EBIRA (HBORESH , A 1700, 2017 F 10 A%
%)

Windows Phone # Silverlight

MIRRA 3.5 AT .NET B Amazon SDK FX#FXLF A |, @A Microsoft FTERBARXLEEE, &
XEZEE  BZATIRER

« Windows 10 Mobile &8 IE X #
« Silverlight & 1IE £

REEHENRE (ETEENHF PCLs)
ZRFMENEEE@R NET i, BXEZEE , 15 Microsoft IRALHY AT HEZRER LR,

Amazon Cognito Sync Manager I Amazon Mobile Analytics Manager

3.5 lRA<HHiBR T /& T A Amazon Cognito Sync #1 Amazon Mobile Analytics WE K AR, &
AT NET B Amazon SDK Amazon AppSync & Amazon Cognito Sync BN BB M. Amazon
Pinpoint & Amazon Mobile Analytics B B & &R o

MRRHARBRRDE SR ENRTE Amazon AppSync F1 Amazon Pinpoint T2 ZI& M |, ¢RA]
BLB FARFT GitHub BAF — /Nl B ANELBLHY 248 https://github.com/aws/ : dotnet/issues/20 # dot
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https://docs.unity3d.com/2020.1/Documentation/Manual/dotnetProfileSupport.html
https://www.amazonaws.cn/blogs/developer/referencing-the-aws-sdk-for-net-standard-2-0-from-unity-xamarin-or-uwp
https://www.amazonaws.cn/blogs/developer/referencing-the-aws-sdk-for-net-standard-2-0-from-unity-xamarin-or-uwp
https://github.com/aws/aws-sdk-unity-net
https://github.com/aws/aws-sdk-unity-net
https://github.com/aws/dotnet/issues
https://docs.microsoft.com/en-us/windows/uwp/updates-and-versions/choose-a-uwp-version
https://support.microsoft.com/en-us/help/4485197/windows-10-mobile-end-of-support-faq
https://support.microsoft.com/en-us/help/4511036/silverlight-end-of-support
https://docs.microsoft.com/en-us/dotnet/standard/net-standard#comparison-to-portable-class-libraries
https://github.com/aws/dotnet/issues/19
https://github.com/aws/dotnet/issues/20
https://github.com/aws/dotnet/issues/19
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https://github.com/aws/ net/issues/19. #RtBAISAMELT GitHub 7% B 3R EX Amazon Cognito Sync
Manager 1 Amazon Mobile Analytics Manager BJ : aws/ amazon-cognito-sync-manager-net ]
aws/-net, aws-mobile-analytics-manager

TR E LA

W< 3.5 EEt SEAF NET B Amazon SDK X35 .NET {2 F.NET #5# ( B .NET core 3.1, .NET
5% NET %/ORZA ) o fF& .NET Standard W X TEGRANRMFRS HZE , Hik , MREEF
A .NET Standard , M4 NEREFZRBUAEHRSIZIT,

LTRBFBRRFAFRSABEIARSAD, XERBHEPHREATETR Amazon S3 1Y
i&%o

R A ListBuckets,

private static ListBucketsResponse MyListBuckets()
{

var s3Client = new AmazonS3Client();

var response = s3Client.ListBuckets();

return response;

}

// From the calling function
ListBucketsResponse response = MylListBuckets();
Console.WriteLine($"Number of buckets: {response.Buckets.Count}");

E{F A SDK #9 3.5 i , i&ListBucketsAsynct N

private static async Task<ListBucketsResponse> MylListBuckets()
{

var s3Client = new AmazonS3Client();

var response = await s3Client.ListBucketsAsync();

return response;

}

// From an **asynchronous** calling function
ListBucketsResponse response = await MyListBuckets();
Console.WriteLine($"Number of buckets: {response.Buckets.Count}");

// OR From a **synchronous** calling function
Task<ListBucketsResponse> response = MylListBuckets();
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https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/S3/MS3ListBucketsAsyncCancellationToken.html
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Console.WritelLine($"Number of buckets: {response.Result.Buckets.Count}");

EETE#HE 3.7 iy AT .NET 89 Amazon SDK

M 3.7 lRFFEs , 5EATF NET 89 Amazon SDK FE X1 NET 5 1.3,

BEXxM NET Standard 1.3 TBHEE , i5ZFM NET Standard 1.3 %,

M .NET Standard 1.3 i¥%

2019 &£ 6 A 27 B , Microsoft & 1t 73} .NET Core 1.0 1 .NET Core 1.1 fRAEH X, N E AT
J& , Amazon F2020%F12831H& 1L TX.NET St & F .NET 89 Amazon SDK andard 1.3 By X1,

Amazon 7£ 2020 &£ 10 B 1 Bz al , #EEM ERF .NET 89 Amazon SDK 4t%1.NET Standard 1.3
HWIRSEHRNEZLEE, E , NET Standard 1.3 Bfrt AL ER | XEKRBEELAHEAHE
¥ ; X Amazon M T X BHERMEEMZ 2T,

20205%12H318 , X.NET Standard 1.309 X4 1k AT .NET 9 Amazon SDK 7, EItBHHz
B, REMASREERLZ LT, FRZERWENITHMATHTE NuGet,

BEETHENRR

o MBHRIEEEITER NET Framework IR BAREFE , ITFASZ I,
- MBHRIEEEZEITER NET Core 2.0 RESRANNARRF , WFEZRNEM,

o MBBIEMEIZITEA NET Core 1.0 5 .NET Core 1.1 WA AREF , HFIRER Microsoft 115 BRI &
ARERFRITIEE NET Core WEHFTIRA ., EANEWEADEA NET Core 3.1,

s MRBEESTELEARNFBUSRARER , W AT LASEEFER LT RAN ERT NET#
Amazon SDK,

MREFEE LR , BFEHR Amazon Support.
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https://devblogs.microsoft.com/dotnet/net-core-1-0-and-1-1-will-reach-end-of-life-on-june-27-2019/
https://docs.microsoft.com/en-us/dotnet/core/migration/
https://console.amazonaws.cn/support
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EAFH Amazon ARSS & AT .NET Y Amazon SDK

LUTEWEERM., BB, £5MNEE , nEERNMAER ERTF NET 8 Amazon SDK k4L
Amazon BB%. XERGIFM%ZBERBT EHT NET 89 Amazon SDK 248 APl, EEE API FEH
WRMAETA , S FEERT NET 8 Amazon SDK APl &%,

MREFREHE EHT NET 8 Amazon SDK , NI AT EEAEFZRR T HEE, HPRETIHRG
FAIEGHNEENSE,

&0 LLTE BB RG240 FE A awslabs 174 FE 3% B E 2 Amazon K3 RHl, GitHub

Fraaeal , FAREGEZHANENIMENIRE, EEERSDK EEFHEER.

£

- HHEESHARBERE EAT NET 8 Amazon SDK
« Amazon Lambda A FitERS

- WEREMER EAT NET B Amazon SDK

« mTE Amazon OpsWorks LAfE F Edk 1 51 R i2

+ Support X1 Efth Amazon BRE MEL B K 5

A SRR RE EZERAT NETH Amazon SDK

UTEWEEREBRE , ARHRAES, MBS mAER EA T .NET 8 Amazon
SDK 3k4b¥E Amazon RS

MREFABE EHTF NET B9 Amazon SDK , N AR B EAEF ZRE 7T, HPREEATHHRG
FEIEIWEENSE,

Frageal , FRAREGEZHAENIMENIRE, EEERSDK JEEFHEER.

FH

Amazon CloudFormation £ A5 E & AT NET By Amazon SDK

& Amazon Cognito % Fi F° & %

& Amazon DynamoDB NoSQL ¥iE&E

51 5% &4E EC2

#1517 Amazon Identity and Access Management (IAM) 5& B F .NET & Amazon SDK
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https://docs.amazonaws.cn/sdkfornet/v3/apidocs/
https://github.com/awslabs/aws-sdk-net-samples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
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+ {#H Amazon Simple Storage Service Internet 174
{8 Amazon Simple Notification Service M Z= i & 1% & &1
« £ Amazon SQS XiXEE

Amazon CloudFormation 518 A F .NET #9 Amazon SDK

XL FEAT NET 8 Amazon SDK X1 Amazon CloudFormation , BIfiil EE S b I ZMEL &
Amazon Ef R EE,

APIs

& Amazon CloudFormation & @A F .NET 9 Amazon SDK APIs 124k . APls {F&EE% FH
E R A% E Amazon CloudFormation ZhEE, AT IEDERA , MER T IX L RAEI6 A LB
EBER APIs, EEFLENSE APIs , BZH AT NET B9 Amazon SDKAPI & ( H R E
“‘Amazon. CloudFormation®),

Amazon CloudFormation APls EATHIZEEAWSSDK, CloudFormation@%.,

TR

Fragewl , FRAREGEZANENIMENRE, EEERSDK HEFHEE.

£
£

« EA%H Amazon %R Amazon CloudFormation

FEA%H Amazon &R Amazon CloudFormation

WREAEERROMAERS ERATF NET 89 Amazon SDK H Amazon CloudFormation % 5 #Y &
BRo ZRBIERERS AP, ZNARFATEMSE , ARWER FEIE 0] LA R B AT A % 1E
B REETREXXEHKNER,

SDK &%
NuGet G E :

* AWSSDK.CloudFormation
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/
https://www.nuget.org/packages/AWSSDK.CloudFormation/
https://www.nuget.org/packages/AWSSDK.CloudFormation/
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mIETTER

. fn&ZE[E Amazon. CloudFormation

HE4R AmazonCloudFormationClient

+ & ZEE Amazon, CloudFormation.Model

¥4 ICloudFormationPaginatorFactory, DescribeStacks

I 4% DescribeStackResourcesRequest

¥4 DescribeStackResourcesResponse

2k Stack

4, StackResource

using Amazon.CloudFormation;
using Amazon.CloudFormation.Model;
using Amazon.Runtime;

namespace CloudFormationActions;

public static class HelloCloudFormation

{

public static IAmazonCloudFormation _amazonCloudFormation;

static async Task Main(string[] args)
{
// Create the CloudFormation client
_amazonCloudFormation = new AmazonCloudFormationClient();
Console.WriteLine($"\nIn Region:
{_amazonCloudFormation.Config.RegionEndpoint}");

// List the resources for each stack
await ListResources();

/// <summary>
/// Method to list stack resources and other information.
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https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/CloudFormation/NCloudFormation.html
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/// </summary>
/// <returns>True if successful.</returns>
public static async Task<bool> ListResources()
{

try

{

Console.WriteLine("Getting CloudFormation stack information...");

// Get all stacks using the stack paginator.
var paginatorForDescribeStacks =
_amazonCloudFormation.Paginators.DescribeStacks(
new DescribeStacksRequest());
await foreach (Stack stack in paginatorForDescribeStacks.Stacks)
{

// Basic information for each stack

Console.WriteLine("\N-======== - o o - ");
Console.WriteLine($"\nStack: {stack.StackNamel}");
Console.WriteLine($" Status: {stack.StackStatus.Valuel}");
Console.WriteLine($" Created: {stack.CreationTimel}");

// The tags of each stack (etc.)
if (stack.Tags.Count > 0)

{
Console.WriteLine(" Tags:");
foreach (Tag tag in stack.Tags)
Console.WriteLine($" {tag.Key}, {tag.Value}");
}

// The resources of each stack
DescribeStackResourcesResponse responseDescribeResources =
await _amazonCloudFormation.DescribeStackResourcesAsync(
new DescribeStackResourcesRequest

{
StackName = stack.StackName
1);
if (responseDescribeResources.StackResources.Count > @)

{

Console.Writeline(" Resources:");
foreach (StackResource resource in responseDescribeResources

.StackResources)
Console.WritelLine(
$" {resource.LogicalResourceId}:

{resource.ResourceStatus}");
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}
}
Console.WritelLine("\NM------------ oo - ");
return true;
}
catch (AmazonCloudFormationException ex)
{
Console.WriteLine("Unable to get stack information:\n" + ex.Message);
return false;
}
catch (AmazonServiceException ex)
{
if (ex.Message.Contains("Unable to get IAM security credentials"))
{
Console.WriteLine(ex.Message);
Console.WriteLine("If you are usnig SSO, be sure to install" +
" the AWSSDK.SSO and AWSSDK.SSO0IDC packages.");
}
else
{
Console.WriteLine(ex.Message);
Console.WritelLine(ex.StackTrace);
}
return false;
}
catch (ArgumentNullException ex)
{
if (ex.Message.Contains("Options property cannot be empty: ClientName"))
{
Console.WriteLine(ex.Message);
Console.WriteLine("If you are using SSO, have you logged in?");
}
else
{
Console.WriteLine(ex.Message);
Console.WritelLine(ex.StackTrace);
}
return false;
}
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{# A Amazon Cognito ¥&if i F~ & 14

® Note
AEBHWEERETET .NET Framework f 3.3 REE ERATF NET B9 Amazon SDK kx4~
B,

£/ Amazon Cognito Identity , A AN AFCIEKE — 54 , AXNMHTEHRIE , MELLHE

&) Amazon &R , #la01 # S3 5 Amazon DynamoDB, Amazon Cognito Identity %2\ # 5 15
P (40 Amazon, Facebook, Twitter/Digits. Google T 3&Z& OpenlD Connect F{EfIIRMHRE ) |

DR AREG MU 5. Amazon Cognito AXFELTHFEAARRKRIEN G4 , BEIZEM , B
AMAFRFELECHERSARIDRENAF#THEHARIE , A{IAER Amazon Cognito Sync

B AP #IEMIG B Amazon &R

A% Amazon Cognito WEZEER , i 5 Amazon Cognito FF XA R IEE

AT R RBIE R 2 A Amazon Cognito &1, SiFRREREF RIS ROACIZERF &4 33
Hit T HMRIE, ZCognitoAuthentication ¥ BFERHIB R T t0fEIEA CognitoAuthentication § B &
¥ Amazon Cognito F P ittt 1T & 13310 .

ES]

« Amazon Cognito ZiFIRHEF

« Amazon CognitoAuthentication ¥~ & FE 7~ ¥l

Amazon Cognito ZiFiZ HEF

(® Note
AREFHPEERETETF .NET Framework M 3.3 REE A F .NET &89 Amazon SDK kg4
BINE .

Amazon.CognitoIdentity.CognitoAWSCredentials , AIFEAWSSDK, Cognitoldentity
NuGetpack Amazon age ,  —MEZIEX &K , E£MA Amazon Cognito 1 Amazon Security Token

Service (Amazon STS) k& R A T T BiFHVIEH,
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https://www.amazonaws.cn/cognito/
https://docs.amazonaws.cn/cognito/latest/developerguide/
https://www.nuget.org/packages/AWSSDK.CognitoIdentity/
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®E& CognitoAWSCredentials WE—FEEUEBE—NEHM . (B WA TEREBETENKS
WAFSHEENEFEX. LEETESENEFRTAR. RENREREHTRER , At , MRAFE
FHNLEFREAMNAREFFAAGXUREFRERN , ZAFRNATUERARENNARRFES. &1
LUEE Amazon Cognito 2 #| & I 2# N & th. MREFEANILEH A , EERFNERHBEFMEN
HEER :

- BHIKS - — 12 LBF , W0 123456789012 , X2 &K MBS,

- RESHRIUIENAE ARN - REZ5ORIENAFRFEENAE, Fli, LA TRAX SN HEN
RiEN R,

- ZYSHRIENAES ARN- ZLSHRIENAFFEENAR. EAGTRENEHBENE ZH
PR

% & Cognito AWSCredentials

LR R RAIE RINMTIEE CognitoAWSCredentials , RAEEAIFERANESIEURZRGHRIINAE
W F 3@ A Amazon S3, XFEZEE RAFENAFRHITEORIEMENSZLOERENTHTRA, A
FIREHRAEES , ST LURESTERE I ENE.

CognitoAWSCredentials credentials = new CognitoAWSCredentials(

accountId, // Account number
identityPoolId, // Identity pool ID
unAuthRoleArn, // Role for unauthenticated users
null, // Role for authenticated users, not set
region);
using (var s3Client = new AmazonS3Client(credentials))
{
s3Client.ListBuckets();
}

Amazon HUKRE G HRIEN AR 546

DUTFRBRAAERT A RELSHBRIENAF S0 BER Amazon |, R8T Facebook # 1T 5
BRI H EFERLAEA Facebook EiE, FHALEZE , FUTUNBEIZL SHRIEINACGRTFELIEH
WIFWAFTENINEE, flm , BAEE -1 LENARE , ZNABRFATHFEREENER , B
APREA— 132N ERENRUBEFRNERLT ATFEEM,

CognitoAWSCredentials credentials = new CognitoAWSCredentials(
accountId, identityPoollId,
unAuthRoleArn, // Role for unauthenticated users
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authRoleArn, // Role for authenticated users
region);
using (var s3Client = new AmazonS3Client(credentials))

{

// Initial use will be unauthenticated
s3Client.ListBuckets();

// Authenticate user through Facebook
string facebookToken = GetFacebookAuthToken();

// Add Facebook login to credentials. This clears the current AWS credentials
// and retrieves new AWS credentials using the authenticated role.
credentials.AddLogin("graph.facebook.com", facebookAccessToken);

// This call is performed with the authenticated role and credentials
s3Client.ListBuckets();

MR EFF CognitoAWSCredentials NREET &A T .NET #9 Amazon SDKH —

#9 AmazonCognitoSyncClient £&EMA , MEZNRIIRHEE S IHEE, ﬂﬂ%m‘ﬁﬁﬁﬂﬁm
AmazonCognitoSyncClient # CognitoAwWSCredentials , MEFEEEM IdentityPoolld
BT A AREE IdentityId M AmazonCognitoSyncClient B, XLEBMHASBEIMN
CognitoAWSCredentials F#ITEA, TR RARIXSIFTIHA KR HBES IdentityId
# CognitoAWSCredentials KAEFERMNBAENEYS, ERELEERT Identityld AJHELKREE
%, Bl , SNREFHRIENAFERNET S HRIENAF,

CognitoAWSCredentials credentials = GetCognitoAWSCredentials();

// Log identity changes
credentials.IdentityChangedEvent += (sender, args) =>
{
Console.WritelLine("Identity changed: [{0}] => [{1}]", args.0ldIdentityId,
args.NewIdentityId);
};

using (var syncClient = new AmazonCognitoSyncClient(credentials))

{
var result = syncClient.ListRecords(new ListRecordsRequest
{
DatasetName = datasetName
// No need to specify these properties
//IdentityId = "...",
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FRARER

//IdentityPoolld = "..."

1)

Amazon CognitoAuthentication ¥~ & & 7R 45l

@ Note

AEBHWEERETET .NET Framework f 3.3 REE ERTF NET B9 Amazon SDK kx4~
MInHE .

CognitoAuthentication ¥ B F & , AJ1£ Amazon.Extensions F 3% %/,

CognitoAuthentication NuGet

‘& , 1t T .NET Core 1 Xamarin 7f % A & #9 Amazon Cognito i &R IRIE SRR, ZEET

Amazon Cognito 7127 API #3922 , AIRIBMAE A - FHRIE AP B,

£/ CognitoAuthentication¥™ &

Amazon Cognito B —&E A TS B RIERENANE AuthFlow  ChallengeName {H , SU&

BELIZBEED (SRP ) MUBRIEAFBNER. AXEHRIERENESER

Cognito At & I iE =,

TR REIFERIXLE using B4 :

// Required for all examples

using
using
using
using
using
using

System
Amazon
Amazon
Amazon
Amazon
Amazon

.CognitoIdentity;
.CognitoIdentityProvider;
.Extensions.CognitoAuthentication;
.Runtime;

// Required for the GetS3BucketsAsync example
using Amazon.S3;
using Amazon.S3.Model;

RPERSGRIE

AmazonCognitoldentityProviderClientfEEF An onymou s | 2AWSCredentials ,

EAREEZIZRER, BLEFRE—AXE , MRAREEHXE , KERBNEAA
FallbackRegionFactory.GetRegionEndpoint (). #l% CognitoUserPool

&S Amazon

Amazon Cognito
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https://www.nuget.org/packages/Amazon.Extensions.CognitoAuthentication/
https://docs.amazonaws.cn/cognito/latest/developerguide/amazon-cognito-user-pools-authentication-flow.html
https://docs.amazonaws.cn/cognito/latest/developerguide/amazon-cognito-user-pools-authentication-flow.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/CognitoIdentityProvider/TCognitoIdentityProviderClient.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Runtime/TAnonymousAWSCredentials.html
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M CognitoUser MR, FHITEAFBBEM StartWithSrpAuthAsync
InitiateSrpAuthRequest 753,

public static async void GetCredsAsync()
{
AmazonCognitoIdentityProviderClient provider =
new AmazonCognitoIdentityProviderClient(new
Amazon.Runtime.AnonymousAWSCredentials());
CognitoUserPool userPool = new CognitoUserPool("poolID", "clientID", provider);
CognitoUser user = new CognitoUser("username", '"clientID", userPool, provider);
InitiateSrpAuthRequest authRequest = new InitiateSrpAuthRequest()
{

Password = "userPassword"

};

AuthFlowResponse authResponse = await
user.StartWithSrpAuthAsync(authRequest).ConfigureAwait(false);
accessToken = authResponse.AuthenticationResult.AccessToken;

£ RREAT S 0 KIE

B ( HlanERA NewPasswordRequired M2 E %R 54 KIUE (MFA) ) SREE#H 1T 5 B RIERE
tEME S, E—HERRE CognitoAuthentication KR, AFH SRP BEUR T — NSNS ERF
B XEEERERTAFPAARRIMN, UTRBERT —HESHRIIREPRERAREHRE
MFA #1 NewPasswordRequired J& 1] &9 A8 57 1 57 89 5 3%

B2 —HRTERGHRIIER , #8 await —/ AuthFlowResponse, UZE|I@
NIES , @ IFRERER AuthenticationResult X &R, R ChallengeName £ R
NEW_PASSWORD_REQUIRED , 518 RespondToNewPasswordRequiredAsync 5o

public static async void GetCredsChallengesAsync()
{
AmazonCognitoIdentityProviderClient provider =
new AmazonCognitoIdentityProviderClient(new
Amazon.Runtime.AnonymousAWSCredentials());
CognitoUserPool userPool = new CognitoUserPool("poolID", "clientID", provider);
CognitoUser user = new CognitoUser("username", "clientID", userPool, provider);
InitiateSrpAuthRequest authRequest = new InitiateSrpAuthRequest(){
Password = "userPassword"

%
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AuthFlowResponse authResponse = await
user.StartWithSrpAuthAsync(authRequest).ConfigureAwait(false);

while (authResponse.AuthenticationResult == null)

{
if (authResponse.ChallengeName == ChallengeNameType.NEW_PASSWORD_REQUIRED)
{

Console.WriteLine("Enter your desired new password:");
string newPassword = Console.ReadlLine();

authResponse = await user.RespondToNewPasswordRequiredAsync(new
RespondToNewPasswordRequiredRequest()

{
SessionID = authResponse.SessionID,
NewPassword = newPassword
1}
accessToken = authResponse.AuthenticationResult.AccessToken;
}
else if (authResponse.ChallengeName == ChallengeNameType.SMS_MFA)
{

Console.WriteLine("Enter the MFA Code sent to your device:");
string mfaCode = Console.ReadlLine();

AuthFlowResponse mfaResponse = await user.RespondToSmsMfaAuthAsync(new
RespondToSmsMfaRequest()

{

SessionID = authResponse.SessionlD,
MfaCode = mfaCode

}).ConfigureAwait(false);
accessToken = authResponse.AuthenticationResult.AccessToken;

}
else
{
Console.WritelLine("Unrecognized authentication challenge.");
accessToken = "";
break;
}
}
if (authResponse.AuthenticationResult != null)
{

Console.WritelLine("User successfully authenticated.");
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}

else

{

Console.WriteLine("Error in authentication process.");

BHRIFE#ER Amazon &R

£ H CognitoAuthentication EXRAP#HTEARIEE , T—IRE|AF XA/ HRIMERA Amazon &
Bo A, E4HUEE Amazon Cognito Br & 3126 B 0IE — NS ith. B FELIER Amazon
Cognito FHF'/ﬂHa RIREEFHERE poollD M clientlD , EAILL A FEE Amazon Cognito Fﬁ)ﬁ'ﬁ
K P iE R ZIEIK P 89 Amazon &R, Bk RS Tﬂﬁﬁﬁ@ﬂifihi 25 HRIENFMER
BHRRIEMNAFHRTENER. EBALE IAM B AP ESUX LA |, He i&‘\—IJ«)\Eﬁ@,E’JW
ﬂﬂ%%ﬁ’ﬂﬁfﬁ?—ﬁiqﬂ)ﬁﬂﬂﬁiﬂﬂﬂ BRINPR, ARG , ERAMENN G M, A/ itF Amazon Cognito AF{E
B, B AATEKN Amazon BiR. ATROIERT EARTIHEXEKN S BN EEATFHNTE
Amazon S3 @K SRP #1THF &1 KiE

public async void GetS3BucketsAsync()
{
var provider = new AmazonCognitoIdentityProviderClient(new
AnonymousAWSCredentials());
CognitoUserPool userPool = new CognitoUserPool("poolID", "clientID", provider);
CognitoUser user = new CognitoUser("username", "clientID", userPool, provider);

string password = "userPassword";

AuthFlowResponse context = await user.StartWithSrpAuthAsync(new
InitiateSrpAuthRequest()
{
Password = password
}).ConfigureAwait(false);

CognitoAWSCredentials credentials =
user.GetCognitoAWSCredentials("identityPoolID", RegionEndpoint.<
YourIdentityPoolRegion >);

using (var client = new AmazonS3Client(credentials))

{

ListBucketsResponse response =
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await client.ListBucketsAsync(new
ListBucketsRequest()).ConfigureAwait(false);

foreach (S3Bucket bucket in response.Buckets)

{
Console.WritelLine(bucket.BucketName);
}
}
}
% 5 RIUEEDN

BR T SRP NewPasswordRequired, M MFA Z4 , T BEEiEH CognitoAuthentication AT F 12t

TEMENEHRIDRE :

- BENX-BEVA StartWithCustomAuthAsync(InitiateCustomAuthRequest
customRequest) B3

« RefreshToken -B B E
StartWithRefreshTokenAuthAsync(InitiateRefreshTokenAuthRequest
refreshTokenRequest)

+ RefreshTokenSRP-&H % TA TN BiEZ 3N
StartWithRefreshTokenAuthAsync(InitiateRefreshTokenAuthRequest
refreshTokenRequest)

« AdminNoSRP-BE K ITUA T BiERE3
StartWithAdminNoSrpAuthAsync(InitiateAdminNoSrpAuthRequest
adminAuthRequest)

RELBVENRERAAMENN G . AT, SRS RESNAERAN AuthFlowResponse
NRPRBRERTAFIHTRIA A AAENNEASE , ERT MFA A
RespondToSmsMfaAuthAsync FEH F BE LR #K RespondToCustomAuthAsync,

{# A Amazon DynamoDB NoSQL #iEE

@ Note
X FFP N REREEMZET .NET Framework 1 .NET (Core) # , EREAAETE ,

ERRRSERRD

DynamoDB
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FEATF NET # Amazon SDK 323% Amazon DynamoDB , iX 2 —I 2 A HRE NoSQL #iEE R
%, AmazonFF R TEEHE DynamoDB BERM T =fEREERE . BRER, WHERNXNREFA
MER,

LTEENATXEERLHER APIs |, 28 T AR ERCNRE , HFRETEEFHA4
DynamoDB iR R4 E. EAT NET 8 Amazon SDK

BRER

R mEEBE LS DynamoDB FREHEZE AR, EALUEN Amazon.Dynamo DBv2 & ZE (8 4]
[l Eich

E=mEEF  BRREFTERENRBERES, flM, S48 NET HIEXRE LA DynamoDB F
M ERA, BR , EREERE T X Ao AR R

TR EROAERBERERCIER, BRRUNRFIE & AZE DynamoDB HHI XK.
BER

FEUUTRBIF | AT LAER CreateTable 2K AmazonDynamoDBClient A& Bl
K, CreateTable FEFEABE4EMM CreateTableRequest FEMZEH |, HIUIAKENTNE BHER
B, TRENFELARE, iZ CreateTable 57%IR[E CreateTableResponse FKEYSEH,

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.Model;

var client = new AmazonDynamoDBClient();

Console.WriteLine("Getting list of tables");
List<string> currentTables = client.ListTables().TableNames;

Console.WriteLine("Number of tables: " + currentTables.Count);
if (!currentTables.Contains("AnimalsInventory"))
{
var request = new CreateTableRequest
{
TableName = "AnimalsInventory",
AttributeDefinitions = new List<AttributeDefinition>
{
new AttributeDefinition
{
AttributeName = "Id",
// "S" = string, "N" = number, and so on.

AttributeType = "N"
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1,
new AttributeDefinition
{
AttributeName = "Type",
AttributeType = "S"

}
1,
KeySchema = new List<KeySchemaElement>
{
new KeySchemaElement
{
AttributeName = "Id",
// "HASH" = hash key, "RANGE" = range key.
KeyType = "HASH"
1,
new KeySchemaElement
{
AttributeName = "Type",
KeyType = "RANGE"
I
1,
ProvisionedThroughput

{

new ProvisionedThroughput

ReadCapacityUnits 10,
WriteCapacityUnits = 5
1,
};

var response = client.CreateTable(request);

Console.WritelLine("Table created with request ID: " +
response.ResponseMetadata.RequestId);

RiIFZ&REERFIER

BT HERIFRBITIEN , AT REXDEHEK. AT REER T AEREE

BRI DynamoDB FH R E KRR, FEHRHIF |, Bid DescribeTable KAV
AmazonDynamoDBClient 55| AEREN Birk, ZRBBEWKE—IRKMN TableStatus &
MRE, HRAJIREN ACTIVE iV, REERFHRIBE,

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.Model;
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var client = new AmazonDynamoDBClient();
var status = "";

do

{
// Wait 5 seconds before checking (again).
System.Threading.Thread.Sleep(TimeSpan.FromSeconds(5));

try
{
var response = client.DescribeTable(new DescribeTableRequest
{
TableName = "AnimalsInventory"
1)

Console.WriteLine("Table = {@}, Status = {11}",
response.Table.TableName,
response.Table.TableStatus);

status = response.Table.TableStatus;

}

catch (ResourceNotFoundException)

{
// DescribeTable is eventually consistent. So you might
// get resource not found.

} while (status != TableStatus.ACTIVE);

M EmARIKRSF

ELUTREIH | BERRFERFHNIEFHAZE DynamoDB iR, SN IEES PutItem £
AmazonDynamoDBClient J53:# A , A PutItemRequest KHIEHl, PutItemRequest KMH
MERBIPH BN LG FEZTREFATENRE AR —RITEEEE.

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.Model;

var client = new AmazonDynamoDBClient();

var requestl = new PutItemRequest

{
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TableName = "AnimalsInventory",
Item = new Dictionary<string, AttributeValue>
{

{ "Id", new AttributeValue { N = "1" }},
{ "Type", new AttributeValue { S = "Dog" }3},
{ "Name", new AttributeValue { S = "Fido" }}

}
I
var request2 = new PutItemRequest
{
TableName = "AnimalsInventory",
Item = new Dictionary<string, AttributeValue>
{
{ "Id", new AttributeValue { N = "2" }},
{ "Type", new AttributeValue { S = "Cat" }3},
{ "Name", new AttributeValue { S = "Patches" }}
}
};

client.PutItem(requestl);
client.PutItem(request2);

MAHIEE

N REEREMRT - EM R 5 AR E DynamoDB FHIHIE. WERETAFHRRMERFHN
B, BALEE Amazon. DBv2 Dynamo iR AEE, DocumentModelds & Z2[E] o

BRFREEEEL , FAXEKEEEARS X DynamoDB HFEHRENRB, flin , ELEFHEHRE
B NET BIERBE A DynamoDB FHINERE, T , EALERFTEET RN DEXBERERRE
BRFRHNSZ, flW , ERAERLERGE, KR, ENNBERRPNTE. B2, BOEEX,
BYAERBERER, SNREACERMAL  KMEEFRREESRBENRFM. MBEMEH NET XY
Ko

A X DynamoDB X REEHENEZEER |, 5% Amazon DynamoDB FF & A AFERHE .NET : X
EL B

BT & RHB X MM GZ AR DynamoDB RNKRREXMER , SR WA X E R G5 B &
AFRMMEKFIRETL B 89 R B
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BIRRHKRTEN

EEAMEERRITRIERE , SXELCE Table KWKH , E2REBEENR. FANEERS
XA HATELIRE

LoadTable method

F—FHEIRER Table KWES LoadTable FiEz— , EEFLUTRA :

var client = new AmazonDynamoDBClient();
Table table = Table.LoadTable(client, "Reply");

(@ Note
BRXTIHEER K BERLERHET , AT ABRINELENTH , CENQSHRTINNIE
B, BXRXXETHNEZSRFER , BZHEEXE Improved DynamoDB Initialization
Patterns for the 3@/ F .NET & Amazon SDK.

TableBuilder

AWSSDK. DBv2 NuGet Dynamo #4428 3.7.203 lRAF 5| AT 2 —Ff#l%] , BlTableBuilder3s,
ZALE T LU M pR L pe X AR (4582 DescribeTable A% ) RER LRITH. LALHIEY
FERAAREUTUT R :

var client = new AmazonDynamoDBClient();

var table = new TableBuilder(client, "Reply")
.AddHashKey("Id", DynamoDBEntryType.String)
.AddRangeKey("ReplyDateTime", DynamoDBEntryType.String)
.AddGlobalSecondaryIndex("PostedBy-Message-index", "Author",

DynamoDBEntryType.String, "Message", DynamoDBEntryType.String)
.Build();

BEXEBRINFHNEZEE , EFEXSREEXE Improved DynamoDB Initialization Patterns for the
ERT NET & Amazon SDK,

MO BE@mARIRF

LT REIF |, BEES Table K PutItemAsync FiEEAZ Reply ®H, PutItemAsync &
JRE Document FEMXEHI ; Document XRREMBILEMNES.
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using Amazon.DynamoDBv2;
using Amazon.DynamoDBv2.DocumentModel;

// Create a representation of the "Reply" table
// by using one of the mechanisms described previously.

// Then, add a reply to the table.

var newReply = new Document();
newReply["Id"] = Guid.NewGuid().ToString();
newReply["ReplyDateTime"] = DateTime.UtcNow;
newReply["PostedBy"] = "Authorl";
newReply["Message"] = "Thank you!";

await table.PutItemAsync(newReply);

MR FIREIE

FEUTREIF |, B Table £ GetItemAsync FEREEE, R THEERSHNESE ,
ZGetItemAsyncH A A B#REIE hash-and-rangefy X,

using Amazon.DynamoDBv2;
using Amazon.DynamoDBv2.DocumentModel;

// Create a representation of the "Reply" table
// by using one of the mechanisms described previously.

// Then, get a reply from the table

// where "guid" is the hash key and "datetime" is the range key.
var reply = await table.GetItemAsync(guid, datetime);
Console.WriteLine("Id = " + reply["Id"]);
Console.WriteLine("ReplyDateTime = " + reply["ReplyDateTime"]);
Console.WriteLine("PostedBy = " + reply["PostedBy"]);
Console.WriteLine("Message = " + reply["Message"]);

BIEMNRHIA WriteLine FERRNHGRERRNFRHR, B LEH DynamoDBEntry KK
LR As[type]” FERITE R iR, fFln , T Id BWE , BELUEN AsGuid() HFEFEM
Primitive BRiIEE B EX## 7 GUID :

var guid = reply["Id"].AsGuid();
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N RIFAEE

NREFAMHEBRE T[T X 1E DynamoDB A7, MEMEE NET HRMiKZIT. BUBES
Amazon. DBv2 Dynamo A E k€&, DataModelds % Z=E[H],

E=fERG  FANKEAMERESERZHNEREME. MEKEHH DynamoDB HIEHEE R,
flan |, e LAE#E A DynamoDB BiERRE, B2 , ER{NZEFE DynamoDB H#ZfE. MEFE
# .NET XN RWIRE, il SBRUAERAGERGE, KR, ENARRERFHIE., T , B405%
FERABERGREK , AREALEEN NET KR EIXK,

A% DynamoDB X RIFA M REEHNEZELR |, 5359 Amazon DynamoDB JF & A R 55 HHY
NET : NREFAMER,

AR 45l e 4808 R A{AT E L FR 7R DynamoDB T H B .NET 3£ , £/ .NET KL FFm B id A Z
DynamoDB , AR fEA NET X RHEZHIMRIREIE .

EXRFERPIEM NET 3%

ETHEMEERHIF , DynamoDBTableEBHIEERS |
MDynamoDBHashKey#DynamoDBRangeKey/& tENIX & hash-and-rangefy = ##H 1TEE, EX
DynamoDBGlobalSecondaryIndexHashKey B EMWR A T A IMEN S EEEEDENEA,

using Amazon.DynamoDBv2;
using Amazon.DynamoDBv2.DataModel;

[DynamoDBTable("Reply")]
public class Reply

{
[DynamoDBHashKey]
public string Id { get; set; }

[DynamoDBRangeKey(StoreAsEpoch = false)]
public DateTime ReplyDateTime { get; set; }

[DynamoDBGlobalSecondaryIndexHashKey("PostedBy-Message-Index",
AttributeName ="PostedBy")]
public string Author { get; set; }

[DynamoDBGlobalSecondaryIndexRangeKey("PostedBy-Message-Index")]
public string Message { get; set; }
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SEATF NET # Amazon SDK (V3) FEARER

ANRF[BAEEEGE FT

EFHERAT DynamoDB BIX RIFA M REER  SEEMNE—NETX , ©E#E DynamoDB #Y
R UEEEEBIERER, RITERE  URRITESR,

EXETX

UTRBREERNAGIZEERN LT,

using Amazon.DynamoDBv2;
using Amazon.DynamoDBv2.DataModel;

var client = new AmazonDynamoDBClient();
var context = new DynamoDBContext(client);

5 DisableFetchingTableMetadata J& t£#y £ T X

AR RIS RT a0EESZE DynamoDBContextConfig KM
DisableFetchingTableMetadata B AR LLEEXN @A DescribeTable 5%,

using Amazon.DynamoDBv2;
using Amazon.DynamoDBv2.DataModel;

var client = new AmazonDynamoDBClient();
var context = new DynamoDBContext(client, new DynamoDBContextConfig

{
DisableFetchingTableMetadata = true

1)

MR % DisableFetchingTableMetadata BMIREN false ( BINE ) , WME—NRHIFTR ,
N LAE B Reply KHHEHRRIMEBNESILEHNEMS. MR , XEEMNEIX DescribeTable
FENBRN AR ER, WE-NREIFTR , IR DisableFetchingTableMetadata IRE R
true , MINRFAMERN L ( Hl0 SaveAsync M QueryAsync ) T2 T Reply KHENX
WEM., EXMBERT , 218 DescribeTable 5%,

® Note

EREBRT , AT HEaIM&BMITH , X DescribeTable FEMNAAB NS BE M
HERESES . Hitt , ABRBER XA EZREFR.

DynamoDB 143



EMT NET #9 Amazon SDK (V3) FEAGIERE

BXRXLETANEZER | ESHIEEXE Improved DynamoDB Initialization Patterns for the
i@ AT .NET #9 Amazon SDK,

£/ NET KAYSEHIRFI B @A BIRP

FEARGIHR | BB & SaveAsync M DynamoDBContext FERA |, ZAERARTRIEB
B NET EHE4HILEH,

using Amazon.DynamoDBv2;
using Amazon.DynamoDBv2.DataModel;

// Create an appropriate context for the object persistence programming model,
// examples of which have been described earlier.

// Create an object that represents the new item.
var reply = new Reply()

{
Id = Guid.NewGuid().ToString(),
ReplyDateTime = DateTime.UtcNow,
Author = "Authorl",
Message = "Thank you!"

%

// Insert the item into the table.
await context.SaveAsync<Reply>(reply, new DynamoDBOperationConfig

{

IndexName = "PostedBy-Message-index"

1)

£/ NET KAV SEHIMN KR PRI B

FEHRBIH |, A DynamoDBContext M QueryAsync FEBIBR T —AN&#l , ATE
K Author”"BIFTBiER. AE , BIEBH GetNextSetAsync HZEKRERIE .

using Amazon.DynamoDBv2;
using Amazon.DynamoDBv2.DataModel;

// Create an appropriate context for the object persistence programming model,
// examples of which have been described earlier.

// Construct a query that finds all replies by a specific author.
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var query = context.QueryAsync<Reply>("Authorl", new DynamoDBOperationConfig

{

IndexName = "PostedBy-Message-index"

1)

// Display the result.
var set = await query.GetNextSetAsync();
foreach (var item in set)

{
Console.WritelLine("Id = " + item.Id);
Console.WriteLine("ReplyDateTime = " + item.ReplyDateTime);
Console.WriteLine("PostedBy = " + item.Author);
Console.WriteLine("Message = " + item.Message);

}

BRNREFAMERNHEEEE

FEE RO ROIFBER AR ZIER R DisableFetchingTableMetadata #J DynamoDBContext 3
HEM, LEMREE AWSSDK.Dynamo DBv2 NuGet ‘@#Y 3.7.203 A 5| AH) , RSB K LT
BERTABRIMEAEMITHMSBINERSFEHNER. BXEZER , HSHBEXE Improved
DynamoDB Initialization Patterns for the s&F F .NET 8y Amazon SDK.,

UTREXREEMN-—EHEER.

o MRIEMFHEH.NET Framework , NI A LATE app.config B web.config X#HrH£FRELE M.
- ALAEA AWSConfigsDynamoDB R+F/RBEUEM , W TEHRFIFTI R

// Set the DisableFetchingTableMetadata property globally
// before constructing any context objects.
AWSConfigsDynamoDB.Context.DisableFetchingTableMetadata = true;

var client = new AmazonDynamoDBClient();
var context = new DynamoDBContext(client);

- EREBERT , BT EF DynamoDB BHERINE] NET £ ; 40 |, MR ZEEERBIIN
FENKH, EXFERT , MATRELRIA DisableFetchingTableMetadata B, 7
It , BRT DisableFetchingTableMetadata B2\ , REM[H TableBuilder 3,
ZTableBuilderskt27E AWSSDK.Dynamo ¥R 3.7.203 fixZAH 5| A#Y, DBv2 NuGet

// Set the DisableFetchingTableMetadata property globally
// before constructing any context objects.
AWSConfigsDynamoDB.Context.DisableFetchingTableMetadata = true;
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var client = new AmazonDynamoDBClient();
var context = new DynamoDBContext(client);

var table = new TableBuilder(client, "Reply")
.AddHashKey("Id", DynamoDBEntryType.String)
.AddRangeKey("ReplyDateTime", DynamoDBEntryType.String)
.AddGlobalSecondaryIndex("PostedBy-Message-index", "Author",
DynamoDBEntryType.String,
"Message", DynamoDBEntryType.String)
.Build();

// This registers the "Reply" table we constructed via the builder.
context.RegisterTableDefinition(table);

// Now operations like this will work,

// even if the Reply class was not annotated with this index.

var query = context.QueryAsync<Reply>("Authorl", new DynamoDBOperationConfig()
{

IndexName = "PostedBy-Message-index"

1)

EZER
fE A 4*E DynamoDB, EE Ml EAT NET B Amazon SDK

* DynamoDB APlIs

+ DynamoDB & %I A’

+ DynamoDB %%l - X#4&EHE

+ DynamoDB %%l - (#5243

« DynamoDB %%l - ¥ RIFAER

« DynamoDB %%l - ®IEX

« 7£ Amazon DynamoDB LA FREXH EAH T .NET # Amazon SDK
» Amazon DynamoDB /) JSON X%

BRER, FE2NRHE

o FA EAT NET 8 Amazon SDK K4 API 4B 5%
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/A EAT .NET & Amazon SDK &4 API & BT B

#/ EAT .NET # Amazon SDK &4 APl ik

/A EAT .NET 8 Amazon SDK &4 APl H#E &%

#/8 FEAT NET 8 Amazon SDK &4 API Sb B A& — R F 5|
#/8 EAT NET 8 Amazon SDK &% APl £ R =R %5

MR, FEMR

» DynamoDB $iEE#
. JEYE DBEntry
« NET : X#4EH

NRFAER, FEENRA

« NET : HWREFA{LER

HiBAER

« 5 HI.NE Amazon T AspireBx<Bi3.NET Aspire £ Si# DynamoDB A RHTHF EZNEER |, &
4,

FH
+ 7E£ Amazon DynamoDB LA FEXHM EAH T .NET B9 Amazon SDK
» Amazon DynamoDB #1#J JSON X%

#£ Amazon DynamoDB LA FKIAXH EA T .NET #9 Amazon SDK

(® Note

AREFHPEERETETF .NET Framework M 3.3 REE A F .NET &9 Amazon SDK kg4
BINE .

LA 58 R B05E R Al £ R 3 KX X FF DynamoDB 5& A F .NET #9 Amazon SDK #1741, Rk
AKRTEFEM DynamoDB RPN EANT B EMEINEM. LR T ERED B HEARERERE
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BATFRENRGE (BARRHEN )  URFBENMERENE. —EEFROIERAFEEREY
FEFHBERNBFIRIRE, BXEZERE , BEAEARENERMNEATIE,

F&

< ROIBEE

« ERAKREANIE B FRIKEEANTE
« ERAREANKREBIRNSATE

« EAREAMEMITE B HEIRNS I HE
« BWHTE

« ERKREACIEHERTE

« EARKAEHIE

- ERKREAMERIE

- BEZER

I dE

W EBT R REEB T BN ProductCatalog B9 DynamoDB RFH L THAREITE .
XEHBER-REMBTESEERPERFENEXES. XEMBETRAIFR : Alte
ProductCatalog m H 12 # R, BOOL, L, M, N, NS, S F SS EHFEREEHRFFX B TF JSON %
P AR IR AT

{
"Id": {
"N": "205"
.
"Title": {
"S": "2@0-Bicycle 205"
},

"Description": {

"S": "205 description"
1,
"BicycleType": {

"S": "Hybrid"
1,
"Brand": {

"S": "Brand-Company C"
1,

"Price": {
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"N": "500"
.
"Gender": {
"st: o "B"
},
"Color": {
"ss": [
"Red",
"Black"
]
},
"ProductCategory": {
"S": "Bike"
.
"InStock": {
"BOOL": true
},
"QuantityOnHand": {
N
.
"RelatedItems": {
"NS": [
"341",
"472",
"649"
]
},
"Pictures": {
"L": [
{
"M": {
"FrontView": {
"S": "http://example/products/205_front.jpg"

}
}
I
{
"M": {
"RearView": {
"S": "http://example/products/205_rear.jpg"
}
}
},
{
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IIMII: {
"SideView": {

"S": "http://example/products/205_left_side.jpg"

]
iy

"ProductReviews": {
IIMII: {
"FiveStar": {
IISSII: [

"Excellent! Can't recommend it highly enough! Buy it!",

"Do yourself a favor and buy this."
]

iy
"OneStar": {

IISSII: [
"Terrible product! Do not buy this."

"Id": {
"N": "301"
1,
"Title": {
"S": "18-Bicycle 301"
},
"Description": {
"S": "3@1 description"

1,
"BicycleType": {
"S": "Road"
1,
"Brand": {
"S": "Brand-Company C"
1,
"Price": {
"N": "185"
1,
"Gender": {
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"St: M"E"
.
"Color": {
"ss": [
"Blue",
"Silver"
]

},
"ProductCategory": {

"S": "Bike"
},
"InStock": {
"BOOL": true
.
"QuantityOnHand": {
"N": "3"
},
"RelatedItems": {
"NS": [
"801",
"g22",
"979"
]
.

"Pictures": {
"L": [
{
"M": {
"FrontView": {
"S": "http://example/products/301_front.jpg"

}
}
},
{
"M": {
"RearView": {
"S": "http://example/products/301_rear.jpg"
}
}
.
{
"M": {

"SideView": {
"S": "http://example/products/301_left_side.jpg"
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}

]
},
"ProductReviews": {
"M": {
"FiveStar": {
"SSt: [
"My daughter really enjoyed this bike!"
]
.
"ThreeStar": {

IISSII: [
"This bike was okay, but I would have preferred it in my color.",
"Fun to ride."

ERRAAMIE K ERIREEANTE

AR RBINBT Amazon.DynamoDBv2.AmazonDynamoDBClient.GetItem
FEMN—ARER , BFREG@EE Id 7 205 WIH., RIREMENUTE

P : Id, Title, Description, Color, RelatedItems, Pictures #l ProductReviews,

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.Model;

var client = new AmazonDynamoDBClient();
var request = new GetItemRequest

{
TableName = "ProductCatalog",
ProjectionExpression = "Id, Title, Description, Color, #ri, Pictures, #pz1",
ExpressionAttributeNames = new Dictionary<string, string>
{
{ "#pr", "ProductReviews" 1},
{ "#ri", "RelatedItems" }
},
Key = new Dictionary<string, AttributeValue>
{
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{ "Id", new AttributeValue { N = "205" } }

3},
i

var response = client.GetItem(request);

// PrintItem() is a custom function.
PrintItem(response.Item);

£ E3RRBIF |, ProjectionExpression BHiEEEREIMNEM. ExpressionAttributeNames
BHIEE SR #pr (R~ ProductReviews BH) MEUFF #ri (RR RelatedItems B). X
PrintItem WIARASIABENEE , tH U E PR,

EAREANRERIRNZNIE

LR RBINEBT Amazon.DynamoDBv2.AmazonDynamoDBClient.Query JF2F—4ARER , X1
Id WEART 301 6t , FREUFSE Price 7 150 WHH. RIREHMEMNUTEME : Id, Title MK
FiE ThreeStar FHIFTE ProductReviews B,

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.Model;

var client = new AmazonDynamoDBClient();
var request = new QueryRequest
{
TableName = "ProductCatalog",
KeyConditions = new Dictionary<string,Condition>

{
{ "Id", new Condition()
{
ComparisonOperator = ComparisonOperator.EQ,
AttributeValuelList = new List<AttributeValue>
{
new AttributeValue { N = "301" }
}
}
}
},
ProjectionExpression = "Id, Title, #pr.ThreeStar",
ExpressionAttributeNames = new Dictionary<string, string>
{

{ "#pr", "ProductReviews" 1},
{ Il#pll’ "PIice" }
I,
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ExpressionAttributeValues = new Dictionary<string,AttributeValue>

{

{ ":val", new AttributeValue { N = "150" } }
.
FilterExpression = "#p > :val"

};

var response = client.Query(request);

foreach (var item in response.Items)

{
// Write out the first page of an item's attribute keys and values.
// PrintItem() is a custom function.
PrintItem(item);
Console.WritelLine("=====");

£ LRRBIF |, ProjectionExpression BHEEEREINEM. ExpressionAttributeNames
BB E S #pr ( RN ProductReviews B ) MG #p ( RR Price B

%), #pr.ThreeStar #8E RIRE ThreeStar M., ExpressionAttributeValues BMIEE
ST :val RERME 150, FilterExpression BHIEE #p (Price) AT :val (150), X¢
PrintItem WIFASI A BEENEE , Wi HUE FATR,

ERREXME LI B B RIS E

AR RBIN4BT Amazon.DynamoDBv2.AmazonDynamoDBClient.Scan FEM—ARER , A
FIREWH 4 ProductCategory 7 Bike WATETH., RIREIDEMNUATEM : Id, Title UK
ProductReviews FHIFIERE M.

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.Model;

var client = new AmazonDynamoDBClient();
var request = new ScanRequest

{
TableName = "ProductCatalog",
ProjectionExpression = "Id, Title, #pr",
ExpressionAttributeValues = new Dictionary<string,AttributeValue>
{
{ ":catg", new AttributeValue { S = "Bike" } }
},
ExpressionAttributeNames = new Dictionary<string, string>
{
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{ "#pr", "ProductReviews" 1},
{ "#pc", "ProductCategory" }
},
FilterExpression = "#pc = :catg",
};

var response = client.Scan(request);

foreach (var item in response.Items)
{
// Write out the first page/scan of an item's attribute keys and values.
// PrintItem() is a custom function.
PrintItem(item);
Console.WritelLine("=====");

£ LRRBIF |, ProjectionExpression BHEEEREINEM. ExpressionAttributeNames
BMIEE SO #pr (R ProductReviews E#) M SR #pc (R ProductCategory

B ), ExpressionAttributeValues BHEEE LM :catg RETE

Bike, FilterExpression BM#EE #pc (ProductCategory) %MET :catg (Bike)o X
PrintItem WIAASI A BEENEE , Wi HUE FATR,

L=

BUR RBER 5 B E (VB ENE, WREIEEREN LN RAPERT | XERFRROAEH
REAMTEWERRMEANTE, EARSAMKRERIRNSNIE AR ERFEAMEMITE E 4
RESAPHE .

// using Amazon.DynamoDBv2.Model;

// Writes out an item's attribute keys and values.
public static void PrintItem(Dictionary<string, AttributeValue> attrs)
{
foreach (KeyValuePair<string, AttributeValue> kvp in attrs)
{
Console.Write(kvp.Key + " = ");
PrintValue(kvp.Value);
}
}

// Writes out just an attribute's value.
public static void PrintValue(AttributeValue value)
{
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// Binary attribute value.
if (value.B != null)
{

Console.Write("Binary data");
}
// Binary set attribute value.
else if (value.BS.Count > 0)

{
foreach (var bValue in value.BS)
{
Console.Write("\n Binary data");
}
}

// List attribute value.
else if (value.L.Count > Q)

{
foreach (AttributeValue attr in value.lL)

{
PrintValue(attr);

}
// Map attribute value.
else if (value.M.Count > Q)
{
Console.Write("\n");
PrintItem(value.M);
}
// Number attribute value.
else if (value.N != null)
{

Console.Write(value.N);
}
// Number set attribute value.
else if (value.NS.Count > Q)
{
Console.Write("{@}", string.Join("\n", value.NS.ToArray()));
}
// Null attribute value.
else if (value.NULL)

{
Console.Write("Null");

}
// String attribute value.

else if (value.S != null)
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{
Console.Write(value.S);
}
// String set attribute value.
else if (value.SS.Count > 0)

{
Console.Write("{@}", string.Join("\n", value.SS.ToArray()));
}
// Otherwise, boolean value.
else
{
Console.Write(value.BOOL);
}

Console.Write("\n");
}

EREN RS SN NESEEE S data-type-specificE 4 , A AB T T X LB U RBETHNE

MHHIEBER, XEEMSHE B, BOOL, BS, L, M, N, NS, NULL, S # SS, XK F JSON HIEt%
NAPWHBLEM. T B. N. NULL f1 S EEM , MRNNEMETR null , MEMHEEX BRI null
BAERE, XN TEMBS, . L. MNSSS, MzEMEM , WRCount XK FFE , NiZE & THA non-

zero-valueIBIEERE, MRZEHMFAEBRMIIAnullFCountFETFE , NXE X N FBOOLEIE
R, data-type-specific

ERREA IR BRI E

LAURRBINBT Amazon.DynamoDBv2.AmazonDynamoDBClient.PutItem 7 —HARER ,
FATFEH Title 1 18-Bicycle 301 HWIE ., MR B FEFE , FHMFHE,

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.Model;

var client = new AmazonDynamoDBClient();
var request = new PutItemRequest
{
TableName = "ProductCatalog",
ExpressionAttributeNames = new Dictionary<string, string>
{
{ "#title", "Title" }
1,
ExpressionAttributeValues = new Dictionary<string, AttributeValue>

{
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{
iy

":product", new AttributeValue { S = "18-Bicycle 301" } }

ConditionExpression = "#title = :product",
// CreateItemData() is a custom function.

Item

};

= CreateItemData()

client.PutItem(request);

£ B RIF |, ExpressionAttributeNames BMIEE LA #title , URT Title B
. ExpressionAttributeValues B#IEE S :product KFKRRE 18-Bicycle
301, ConditionExpression BMIEE #title (Title) #MEFTF :product (18-Bicycle
301), Xf CreateltemData BWAASIAUTEELEEK

// using Amazon.DynamoDBv2.Model;

// Provides a sample item that can be added to a table.
public static Dictionary<string, AttributeValue> CreateItemData()

{

var

L T N e T e M e M e M e M

itemData = new Dictionary<string, AttributeValue>

"Id", new AttributeValue { N = "301" } },

"Title", new AttributeValue { S = "18\" Girl's Bike" } 1},

"BicycleType", new AttributeValue { S = "Road" } },

"Brand" , new AttributeValue { S = "Brand-Company C" } },

"Color", new AttributeValue { SS new List<string>{ "Blue", "Silver" } } },

"Description", new AttributeValue { S = "301 description" } 3},

"Gender", new AttributeValue { S = "F" } },

"InStock", new AttributeValue { BOOL = true } },

"Pictures", new AttributeValue { L = new List<AttributeValue>{

{ new AttributeValue { M = new Dictionary<string,AttributeValue>{
{ "FrontView", new AttributeValue { S = "http://example/

products/301_front.jpg" } } } 1} },

{ new AttributeValue { M = new Dictionary<string,AttributeValue>{
{ "RearView", new AttributeValue {S = "http://example/

products/301_rear.jpg" } } } 1} 3},

{ new AttributeValue { M = new Dictionary<string,AttributeValue>{
{ "SideView", new AttributeValue { S = "http://example/

products/301_left_side.jpg" } } } } 1}

}
{
{
{

1}

"Price", new AttributeValue { N = "185" } },

"ProductCategory", new AttributeValue { S = "Bike" } 3},

"ProductReviews", new AttributeValue { M = new Dictionary<string,AttributeValue>{

{ "FiveStar", new AttributeValue { SS = new List<string>{
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"My daughter really enjoyed this bike!" } } 3},
{ "OneStar", new AttributeValue { SS = new List<string>{
"Fun to ride.",
"This bike was okay, but I would have preferred it in my color." } } }
} 1 3
{ "QuantityOnHand", new AttributeValue { N = "3" } 3},
{ "RelatedItems", new AttributeValue { NS = new List<string>{ "979", "822",
"801" } } }

i

return itemData;

ELERRBIF , EERGIBENRAMBEERBZNARS, WET —RIBEMHMNNE , FH
BOOL, L, M, N, NS, S #1SSE#HIFEERA  ©NIXNMTF JSON BIEE PRy FRLLRA,

ERREAEHTE

AT RBINET Amazon.DynamoDBv2.AmazonDynamoDBClient.UpdateItem 5 &f —HRIE
X, AT Title 7 18" Girl's Bike WIBE /Y Id ER 301,

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.Model;

var client = new AmazonDynamoDBClient();
var request = new UpdateIltemRequest

{
TableName = "ProductCatalog",
Key = new Dictionary<string,AttributeValue>
{
{ "Id", new AttributeValue { N = "301" } }
3,
ExpressionAttributeNames = new Dictionary<string, string>
{
{ "#title", "Title" }
3,
ExpressionAttributeValues = new Dictionary<string, AttributeValue>
{
{ ":newproduct", new AttributeValue { S = "18\" Girl's Bike" } }
3,
UpdateExpression = "SET #title = :newproduct"
};

client.UpdateItem(request);
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£ LRI , ExpressionAttributeNames BMIEE SMAF #title , UART Title B
. ExpressionAttributeValues BMIEE S :newproduct KF/R{E 18" Girl's
Bike, UpdateExpression BMIEEN #title (Title) EXHN :newproduct (18" Girl's
Bike)o

£ A KB ER I E

AT RBISET Amazon.DynamoDBv2.AmazonDynamoDBClient.DeleteItem AR —4ARIA
X, REVEK Title 7 18-Bicycle 301 & , MIER Id K 301 BB,

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.Model;

var client = new AmazonDynamoDBClient();
var request = new DeleteIltemRequest
{
TableName = "ProductCatalog",
Key = new Dictionary<string,AttributeValue>

{
{ "Id", new AttributeValue { N = "301" } }
},
ExpressionAttributeNames = new Dictionary<string, string>
{
{ "#title", "Title" }
},

ExpressionAttributeValues = new Dictionary<string, AttributeValue>

{
{ ":product", new AttributeValue { S = "18-Bicycle 301" } }

+

ConditionExpression = "#title = :product"
};

client.Deleteltem(request);

£ LRI |, ExpressionAttributeNames BMIEE S FF #title , ART Title B
£, ExpressionAttributeValues BMEE S :product KFK/RE 18-Bicycle
301, ConditionExpression BHIEE #title (Title) AMZEFTF :product (18-Bicycle
301).

EZER

BREZEEURKBRE , HSH
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« DynamoDB %73l - ®IAK

- ERAREREXGETAE B

- AEMBHAMELR SMUEF

- FRAXGRENIEERY

- FRAEHREXERIMENEY

- 5 SEAT NET # Amazon SDK K4 API BB B

- £ EAT NET B Amazon SDK &4 API i &

- f/ EAT NET B Amazon SDK &% APl HF#ERE

- i EAT NET 8 Amazon SDK &4 API &b I ANt — 4 3R 5|
- /A FEHT NET & Amazon SDK B APl FA£ B =% K35

Amazon DynamoDB A##J JSON X%

(® Note

AEFHPEERETE T .NET Framework # 3.3 REER SEHF .NET &89 Amazon SDK kx4
MINE .

£ A 3% DynamoDB Y EAF .NET B Amazon SDK 1F JSON #iE, XEEEEB ERMHEM
DynamoDB H3REX JSON & Ry E4E LA K F JSON XA AR H A,

£

M DynamoDB & A JSON #& X IRENEKIE
£ JSON #X#H#EH A DynamoDB &
DynamoDB #3244} JSON
BZEER

M DynamoDB &L JSON #& X IRENEIE

AT RBIERT AL JSON XM DynamoDB kR IREVEIE

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.DocumentModel;
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var client = new AmazonDynamoDBClient();
var table = Table.LoadTable(client, "AnimalsInventory");
var item = table.GetItem(3, "Horse");

var jsonText = item.ToJson();
Console.Write(jsonText);

// Output:
// {"Name" :"Shadow", "Type" :"Horse",b "Id":3}

var jsonPrettyText = item.ToJlsonPretty();
Console.WriteLine(jsonPrettyText);

// Output:

/7 {

// "Name" : "Shadow",
// "Type" : "Horse",
// "Id" : 3

// 3

£ ERRBIH , Document 2EM Tolson HFEFNRPIIE ) JSON KXW FRFHE, EE
It Table XK GetItem FERE, A THEERIMWIE , EATRHF , ZGetItemBEFEAE
¥RILE hash-and-rangefV 8., NEEEMFREIBMNEK , Table XM LoadTable FEMEA
AmazonDynamoDBClient KM SEHILA K DynamoDB HHY B Rk

FF JSON X E#EH A DynamoDB F&

AR RBNERIAEA JSON #& /5 B #§ A £ DynamoDB % :

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.DocumentModel;

var client = new AmazonDynamoDBClient();

var table = Table.LoadTable(client, "AnimalsInventory");

var jsonText = "{\"Id\":6,\"Type\":\"Bird\",\"Name\":\"Tweety\"}";
var item = Document.FromJson(jsonText);

table.PutItem(item);

£ ERRHBIH | FromJson M Document F7ESF JSON BN EZRFREHLNTE, MBESY
PutItem M Table FERBARAP , ZAEFEATEWME B Document EMEH, NEEERA
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TEH®Z , A Table M LoadTable A% , #EE AmazonDynamoDBClient KHISKHI LA K
DynamoDB H iy Bfrk &,

DynamoDB $#E3 B ¥ - JSON

HIRAA Document M Tolson Bk , RABELEKH JSON #IE LA Fromlson HiESE
JSON ##E##E Document EHIZHIRS , —L£ DynamoDB BiER B R LR, B4R

« DynamoDB %8 ( SS. NS # BS K& ) ) JSON 4,

* DynamoDB Z# #ItREHME (B M BS RE ) [N base64 HiBHY JSON FRFHHFRFH T
o

ERBERT , EB245AA DecodeBase64Attributes M Document 3% |, fEFAEHRY =3 &
KRR BIR base64 fmiEHY JSON BiE. UTREIERAEBN —#FERRFER , £ Document 3£
LB | Bk baseb4 BB A Picture W _HHEIRET BB, RHIETE Document EKHY
HEEFIF , AR RelatedPictures B base64 48 =¥ |5 B B MR ITHENIRE,

item.DecodeBaseb64Attributes("Picture", "RelatedPictures");

EZER
BxfEMA DynamoDB 4%#E JSON WEZEEFMRH] , EAT NET 8 Amazon SDKiESH :

« DynamoDB JSON X #
« Amazon DynamoDB E#f - JSON, B ZHWAFREE. RETRE. EANIE

B 5#&E EC2

EAT NET 8 Amazon SDK X3F A mazon EC2 , FE—MEMHATRBRITERENMERS. B
FRAXMITEREXRWENREELZNRGERS,

APIs

APIs I D EC2 &/ EATF NET 89 Amazon SDK 121#, APIs &S AT HMBHAR
% EC2 Mk, APIs iEAFEES] Amazon EC2 £6l, AT IELERS , BERRE A XL RFIrT
ALUBENEN APls, EEFELENSA APIs , 182 EA T NET 8 Amazon SDK APl & ( HiR
31 E “Amazon. EC2“),

Amazon EC2 APIs HIZHAWSSDK, EC2 NuGet 8%,
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FREM

Fazdl  BRRLEETRAENTAEHRE. FEEESDK NEFNHES.,
X T wBl

AT Ry R S8R R A E AL Sk EC2 B ME R D EC23R4l,

EC2 ZENELFIHEMBER T T MEER Amazon EC2 EMELH, FMESLHIEEREY LR TIRSE
SRR R RER EC2 BE,

£l

« 1£ Amazon # 5% £ A& EC2

+ fF Amazon EC2 Z4AXY

« BEFEH Amazon EC2 X #I A A X
. EATDH EC2 4

+ Amazon EC2 ZEM B SEHIHE

£ Amazon HEZ£HE/E EC2

£ Amazon H EC2 , ReAR LB AE , ATES —IHZ) EC2 KHIMMERE. INER
T, EC2 HENXKHETATAURENT AR, SRR - M RFEN EC2 KAIEZBER
EBNZEH, fl, MREFEEET EC2 Windows K6, MAMF L AR E N ¥ RDP RE.

ETHMAERLZ2EANEZEE , BESH (L5 EC2 AF#ERE) HH Amazon EC2 Z& 4,

/A Warning

EC2-Classic ©F 2022 &£ 8 A 15 BiE&. HEMNTEIUEM EC2-Classic T#BE| VPC, KT fi#
EZEER , HSHEENE EC2—Classic Networking Bl EA—UT B ER H %,

AKX APIs MIERFZHWER , BERRXED (5L E#E1E EC2),

£}

- BEREE
- SIEZEA
- BEHZE4A

Amazon EC2 164


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-security-groups.html
https://www.amazonaws.cn/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/

EMT NET #9 Amazon SDK (V3) FEAGIERE

BELZE4A

L R0 BR AN fE A A EA T NET B89 Amazon SDK 2R 44, MRMBRIZH Amazon Virtual Private
Cloud ID , IR ARRFAMEZIEE VPC L LAH, BN, NABRFENERMETAZESANIIR,

UTFETRETH RN R, WEERTIZRANTENRS , FEUTUREFEENET,

ES ]

- BRELEE
- TERBD

- FHEEEM

BELE4A
LTREBEERETENTSE, ERETHRE VPC (MREH ) WAABEASE,
AEFBERENROERT A BRBERBR.

//
// Method to enumerate the security groups
private static async Task EnumerateGroups(IAmazonEC2 ec2Client, string vpcID)
{
// A request object, in case we need it.
var request = new DescribeSecurityGroupsRequest();

// Put together the properties, if needed

if(!string.IsNullOrEmpty(vpcID))

{
// We have a VPC ID. Find the security groups for just that VPC.
Console.WriteLine($"\nGetting security groups for VPC {vpcID}...\n");
request.Filters.Add(new Filter

{

Name = "vpc-id",

Values = new List<string>() { vpcID }
});

// Get the list of security groups
DescribeSecurityGroupsResponse response =
await ec2Client.DescribeSecurityGroupsAsync(request);

// Display the list of security groups.
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foreach (SecurityGroup item in response.SecurityGroups)

{
Console.WriteLine("Security group: " + item.GroupIld);
Console.WriteLine("\tGroupId: " + item.Groupld);
Console.WriteLine("\tGroupName: " + item.GroupName);

Console.WriteLine("\tVpcId: " + item.Vpcld);
Console.WriteLine();

RED RN T RNROBEXRSENMTENAD,

NuGet G E :

« AWSSDK.EC2

RERTE

« & Z°|H Amazon., EC2

Amazon EC2 & i
. & ZE[E Amazon., EC2.Model

4% DescribeSecurityGroupsRequest

B4 DescribeSecurityGroupsResponse

2K Filter

4R SecurityGroup

(e

using System;

using System.Threading.Tasks;
using System.Collections.Generic;
using Amazon.EC2;

using Amazon.EC2.Model;
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namespace ECZ2EnumerateSecGroups

{

class Program

{
static async Task Main(string[] args)
{
// Parse the command line
string vpcID = string.Empty;
if(args.Length == 0)
{
Console.WritelLine("\nEC2EnumerateSecGroups [vpc_id]");
Console.WriteLine(" vpc_id - The ID of the VPC for which you want to see
security groups.");
Console.WriteLine("\nSince you specified no arguments, showing all available
security groups.");
}

else

{
vpcID = args[0];

if(vpcID.StartsWith("vpc-") || string.IsNullOrEmpty(vpcID))
{

// Create an EC2 client object

var ec2Client = new AmazonEC2Client();

// Enumerate the security groups
await EnumerateGroups(ec2Client, vpcID);
}
else
{
Console.WritelLine("Could not find a valid VPC ID in the command-line
arguments:");
Console.WriteLine($"{args[0]1}");
}

//

// Method to enumerate the security groups

private static async Task EnumerateGroups(IAmazonEC2 ec2Client, string vpcID)
{

// A request object, in case we need it.
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var request = new DescribeSecurityGroupsRequest();

// Put together the properties, if needed
if(!string.IsNullOrEmpty(vpcID))

{
// We have a VPC ID. Find the security groups for just that VPC.
Console.WriteLine($"\nGetting security groups for VPC {vpcID}...\n");
request.Filters.Add(new Filter
{
Name = "vpc-id",
Values = new List<string>() { vpcID }
18
}

// Get the list of security groups
DescribeSecurityGroupsResponse response =
await ec2Client.DescribeSecurityGroupsAsync(request);

// Display the list of security groups.
foreach (SecurityGroup item in response.SecurityGroups)

{
Console.WritelLine("Security group: " + item.GroupId);
Console.WriteLine("\tGroupId: " + item.Groupld);
Console.WriteLine("\tGroupName: " + item.GroupName);
Console.WriteLine("\tVpcId: " + item.Vpcld);
Console.WriteLine();

}

}
}
}
FNEEEM

s HEEEVPC R , kst 2B I FEFHENH Name EBDIZE N “vpc-id"MHER ., LLEHREKE
Xt DescribeSecurityGroupsRequestZFilters/& MV R,

- ERMZLAMNTESIEK , AR DescribeSecurityGroupsAsync fHEAISHER.

o BOLUBEE Amazon EC2 24| A R EFE R LHIIRKBIELE R,
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ek deoge |

WREABERROMAERNERSA, EAT NET # Amazon SDK EA[ LUIREIMA VPC Y ID , I
Ff VPCEC2H RAHEHGEZSH, MREBFEHXEN ID, NFHZ LA T EC2-Classic ( IR
28K Amazon IKF X ) -

MREREA VPC ID BEH Amazon ik £ 328 EC2-Classic , NIFTHI R £ A K8 T &K KR IA
VPC,

/A Warning

EC2-Classic ©7F 2022 &£ 8 A 15 HiR#&., EMNEBEWEM EC2-Classic T8 ZE| VPC, 8T ##
EZER | B REENXE EC2—Classic Networking Bl{EH——U T 2 H#ER 535,

MTETRETUHRINAR, WEERTZRATENRS , FEUTUREFEENEZT,

=

F

I

rAAREe4A
- BIERE4A
- TEAH

EHRNRLEE4A
LTRBEFREZRSE VPC FEELEEMNNAR LA,

AEBRENROIERT bRV ERBER.

//
// Method to determine if a security group with the specified name
// already exists in the VPC
private static async Task<List<SecurityGroup>> FindSecurityGroups(
TIAmazonEC2 ec2Client, string groupName, string vpcID)
{
var request = new DescribeSecurityGroupsRequest();
request.Filters.Add(new Filter{
Name = '"group-name",
Values = new List<string>() { groupName }

1)
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if(!string.IsNullOrEmpty(vpcID))
request.Filters.Add(new Filter{

Name = "vpc-id",
Values = new List<string>() { vpcID }
});

var response = await ec2Client.DescribeSecurityGroupsAsync(request);
return response.SecurityGroups;

ek deoge |

MREER VPC FAFEERZEBMNA , MU THEMEIBR-IMINEEA, MRRSGH VPC, H#
BFEE-ANHSMEAEZEHNE , WixkHRUREASI&K,

REBREBHRGERT I RAOERBER.

//

// Method to create a new security group (either EC2-Classic or EC2-VPC)

// If vpcID is empty, the security group will be for EC2-Classic

private static async Task<List<SecurityGroup>> CreateSecurityGroup(
IAmazonEC2 ec2Client, string groupName, string vpcID)

// See if one or more security groups with that name
// already exist in the given VPC. If so, return the list of them.
var securityGroups = await FindSecurityGroups(ec2Client, groupName, vpcID);
if (securityGroups.Count > 0)
{
Console.WritelLine(
$"\nOne or more security groups with name {groupName} already exist.\n");
return securityGroups;

}

// If the security group doesn't already exists, create it.
var createRequest = new CreateSecurityGroupRequest{
GroupName = groupName
};
if(string.IsNullOrEmpty(vpcID))
{
createRequest.Description = "My .NET example security group for EC2-Classic";

}

else

{

Amazon EC2 170



EMT NET #9 Amazon SDK (V3) FEAGIERE

createRequest.VpcId = vpcID;
createRequest.Description = "My .NET example security group for EC2-VPC";
}

CreateSecurityGroupResponse createResponse =
await ec2Client.CreateSecurityGroupAsync(createRequest);

// Return the new security group
DescribeSecurityGroupsResponse describeResponse =
await ec2Client.DescribeSecurityGroupsAsync(new DescribeSecurityGroupsRequest{

GroupIds = new List<string>() { createResponse.GroupId }

1)

return describeResponse.SecurityGroups;

EERBD
FEHDERTEARGIWEXSENTENRDE,
SDK &&

NuGet 3% :

+ AWSSDK.EC2

mIETTR

« ##&ZCH Amazon, EC2

Amazon EC2 & i
. @& Z8[E Amazon, EC2.Model

B4R CreateSecurityGroupRequest

4 CreateSecurityGroupResponse

4% DescribeSecurityGroupsRequest

I 4% DescribeSecurityGroupsResponse

2 Filter

B4R SecurityGroup
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(8T

using System;

using System.Threading.Tasks;
using System.Collections.Generic;
using Amazon.EC2;

using Amazon.EC2.Model;

namespace EC2CreateSecGroup

// Class to create a security group
class Program

{

private const int MaxArgs = 2;

static async Task Main(string[] args)
{
// Parse the command line and show help if necessary
var parsedArgs = CommandLine.Parse(args);
if(parsedArgs.Count == 0)
{
PrintHelp();
return;
}
if(parsedArgs.Count > MaxArgs)
CommandLine.ErrorExit("\nThe number of command-line arguments is incorrect." +
"\nRun the command with no arguments to see help.");

// Get the application arguments from the parsed list
var groupName = CommandLine.GetArgument(parsedArgs, null, "-g", "--group-name");
var vpcID = CommandLine.GetArgument(parsedArgs, null, "-v", "--vpc-id");
if(string.IsNullOrEmpty(groupName))

CommandLine.ErrorExit("\nYou must supply a name for the new group." +

"\nRun the command with no arguments to see help.");

if(!string.IsNullOrEmpty(vpcID) && !vpcID.StartsWith("vpc-"))

CommandLine.ErrorExit($"\nNot a valid VPC ID: {vpcID}");

// groupName has a value and vpcID either has a value or is null (which is fine)
// Create the new security group and display information about it
var securityGroups =

await CreateSecurityGroup(new AmazonEC2Client(), groupName, vpcID);
Console.WriteLine("Information about the security group(s):");
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foreach(var group in securityGroups)

{
Console.WriteLine($"\nGroupName: {group.GroupNamel}");
Console.WriteLine($"GroupId: {group.GroupId}");
Console.WriteLine($"Description: {group.Description}");
Console.WriteLine($"VpcId (if any): {group.VpcId}");

//

// Method to create a new security group (either EC2-Classic or EC2-VPC)

// If vpcID is empty, the security group will be for EC2-Classic

private static async Task<List<SecurityGroup>> CreateSecurityGroup(
TIAmazonEC2 ec2Client, string groupName, string vpcID)

{
// See if one or more security groups with that name
// already exist in the given VPC. If so, return the list of them.
var securityGroups = await FindSecurityGroups(ec2Client, groupName, vpcID);
if (securityGroups.Count > Q)
{
Console.WritelLine(
$"\nOne or more security groups with name {groupName} already exist.\n");
return securityGroups;
}
// If the security group doesn't already exists, create it.
var createRequest = new CreateSecurityGroupRequest{
GroupName = groupName
I
if(string.IsNullOrEmpty(vpcID))
{
createRequest.Description = "Security group for .NET code example (no VPC
specified)";
}
else
{
createRequest.VpcId = vpclID;
createRequest.Description = "Security group for .NET code example (VPC: " +
vpcID + ")";
}

CreateSecurityGroupResponse createResponse =
await ec2Client.CreateSecurityGroupAsync(createRequest);
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// Return the new security group
DescribeSecurityGroupsResponse describeResponse =
await ec2Client.DescribeSecurityGroupsAsync(new DescribeSecurityGroupsRequest{
GroupIds = new List<string>() { createResponse.GroupId }
1)

return describeResponse.SecurityGroups;

//

// Method to determine if a security group with the specified name

// already exists in the VPC

private static async Task<List<SecurityGroup>> FindSecurityGroups(
IAmazonEC2 ec2Client, string groupName, string vpcID)

var request = new DescribeSecurityGroupsRequest();
request.Filters.Add(new Filter{
Name = '"group-name",
Values = new List<string>() { groupName }
18
if(!string.IsNullOrEmpty(vpcID))
request.Filters.Add(new Filter{
Name = "vpc-id",
Values = new List<string>() { vpcID }
1);

var response = await ec2Client.DescribeSecurityGroupsAsync(request);
return response.SecurityGroups;

//
// Command-line help
private static void PrintHelp()
{
Console.WritelLine(
"\nUsage: EC2CreateSecGroup -g <group-name> [-v <vpc-id>]" +
"\n -g, --group-name: The name you would like the new security group to have."

"\n -v, --vpc-id: The ID of a VPC to which the new security group will
belong." +

"\n If vpc-id isn't present, the security group will be" +
"\n for EC2-Classic (if your AWS account supports this)" +
"\n or will use the default VCP for EC2-VPC.");
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}

// Class that represents a command line on the console or terminal.
// (This is the same for all examples. When you have seen it once, you can ignore

it.)
static class CommandLine
{
//
// Method to parse a command line of the form: "--key value" or "-k value".
//

// Parameters:
// - args: The command-line arguments passed into the application by the system.
//
// Returns:
// A Dictionary with string Keys and Values.
//
// If a key is found without a matching value, Dictionary.Value is set to the key
// (including the dashes).
// If a value is found without a matching key, Dictionary.Key is set to "--NoKeyN",
// where "N" represents sequential numbers.
public static Dictionary<string,string> Parse(string[] args)
{
var parsedArgs = new Dictionary<string,string>();
int 1 =0, n = 0;
while(i < args.Length)

{
// If the first argument in this iteration starts with a dash it's an option.
if(args[i].StartsWith("-"))
{
var key = args[i++];
var value = key;
// Check to see if there's a value that goes with this option?
if((i < args.Length) && (l'args[i].StartsWith("-"))) value = args[i++];
parsedArgs.Add(key, value);
}
// If the first argument in this iteration doesn't start with a dash, it's a
value

else
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{
parsedArgs.Add("--NoKey" + n.ToString(), args[i++]);
n++;
}
}
return parsedArgs;
}
//
// Method to get an argument from the parsed command-line arguments
//

// Parameters:
// - parsedArgs: The Dictionary object returned from the Parse() method (shown
above).
// - defaultValue: The default string to return if the specified key isn't in
parsedArgs.
// - keys: An array of keys to look for in parsedArgs.
public static string GetArgument(
Dictionary<string,string> parsedArgs, string defaultReturn, params string[] keys)
{
string retval = null;
foreach(var key in keys)
if(parsedArgs.TryGetValue(key, out retval)) break;
return retval ?? defaultReturn;

//

// Method to exit the application with an error.
public static void ErrorExit(string msg, int code=1)

{
Console.WriteLine("\nError");
Console.WritelLine(msg);
Environment.Exit(code);
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//
// Method that adds a TCP ingress rule to a security group
private static async Task AddIngressRule(
IAmazonEC2 eC2Client, string groupID, string ipAddress, int port)
{
// Create an object to hold the request information for the rule.
// It uses an IpPermission object to hold the IP information for the rule.
var ingressRequest = new AuthorizeSecurityGroupIngressRequest{
GroupId = groupID};
ingressRequest.IpPermissions.Add(new IpPermission{
IpProtocol = "tcp",
FromPort = port,
ToPort = port,
Ipv4Ranges = new List<IpRange>() { new IpRange { CidrIp = ipAddress } }
1)

// Create the inbound rule for the security group
AuthorizeSecurityGroupIngressResponse responselngress =
await eC2Client.AuthorizeSecurityGroupIngressAsync(ingressRequest);
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Console.WriteLine($"\nNew RDP rule was written in {groupID} for {ipAddress}.");
Console.WriteLine($"Result: {responseIngress.HttpStatusCodel}");

}
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using System;

using System.Threading.Tasks;
using System.Collections.Generic;
using Amazon.EC2;

using Amazon.EC2.Model;

namespace EC2AddRuleForRDP

// Class to add a rule that allows inbound traffic on TCP a port
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class Program

{
private const int DefaultPort = 3389;

static async Task Main(string[] args)

{
// Parse the command line and show help if necessary
var parsedArgs = CommandLine.Parse(args);
if(parsedArgs.Count == 0)
{
PrintHelp();
return;
}
// Get the application arguments from the parsed list
var groupID = CommandLine.GetArgument(parsedArgs, null, "-g", "--group-id");
var ipAddress = CommandLine.GetArgument(parsedArgs, null, "-i", "--ip-address");
var portStr = CommandLine.GetArgument(parsedArgs, DefaultPort.ToString(), "-p",
"--port");

if(string.IsNullOrEmpty(ipAddress))
CommandLine.ErrorExit("\nYou must supply an IP address in CIDR format.");
if(string.IsNullOrEmpty(groupID) || !groupID.StartsWith('sg-"))
CommandLine.ErrorExit("\nThe ID for a security group is missing or
incorrect.");
if(int.Parse(portStr) == 0)
CommandLine.ErrorExit($"\nThe given TCP port number, {portStr}, isn't
allowed.");

// Add a rule to the given security group that allows
// inbound traffic on a TCP port
await AddIngressRule(
new AmazonEC2Client(), groupID, ipAddress, int.Parse(portStr));

//
// Method that adds a TCP ingress rule to a security group
private static async Task AddIngressRule(
IAmazonEC2 eC2Client, string groupID, string ipAddress, int port)

// Create an object to hold the request information for the rule.
// It uses an IpPermission object to hold the IP information for the rule.
var ingressRequest = new AuthorizeSecurityGroupIngressRequest{

GroupId = groupID};
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ingressRequest.IpPermissions.Add(new IpPermission{

IpProtocol = "tcp",

FromPort = port,

ToPort = port,

Ipv4Ranges = new List<IpRange>() { new IpRange { CidrIp = ipAddress } }
18

// Create the inbound rule for the security group
AuthorizeSecurityGroupIngressResponse responselngress =

await eC2Client.AuthorizeSecurityGroupIngressAsync(ingressRequest);
Console.WriteLine($"\nNew RDP rule was written in {groupID} for {ipAddress}.");
Console.WriteLine($"Result: {responseIngress.HttpStatusCodel}");

//
// Command-line help
private static void PrintHelp()
{
Console.WritelLine(
"\nUsage: EC2AddRuleForRDP -g <group-id> -i <ip-address> [-p <port>]" +
"\n -g, --group-id: The ID of the security group to which you want to add the
inbound rule." +
"\n -i, --ip-address: An IP address or address range in CIDR format." +
"\n -p, --port: The TCP port number. Defaults to 3389.");

// Class that represents a command line on the console or terminal.
// (This is the same for all examples. When you have seen it once, you can ignore

it.)
static class CommandLine
{
//
// Method to parse a command line of the form: "--key value" or "-k value".
//

// Parameters:

// - args: The command-line arguments passed into the application by the system.
//

// Returns:

// A Dictionary with string Keys and Values.
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//

// If a key is found without a matching value, Dictionary.Value is set to the key
// (including the dashes).

// If a value is found without a matching key, Dictionary.Key is set to "--NoKeyN",
// where "N" represents sequential numbers.

public static Dictionary<string,string> Parse(string[] args)

{

var parsedArgs = new Dictionary<string,string>();
int 1 =0, n = 0;
while(i < args.Length)
{
// If the first argument in this iteration starts with a dash it's an option.
if(args[i].StartswWith("-"))
{
var key = args[i++];
var value = key;

// Check to see if there's a value that goes with this option?
if((i < args.Length) && (largs[i].StartsWith("-"))) value = args[i++];
parsedArgs.Add(key, value);

}
// If the first argument in this iteration doesn't start with a dash, it's a
value
else
{
parsedArgs.Add("--NoKey" + n.ToString(), args[i++]);
n++;
}
}
return parsedArgs;
}
//
// Method to get an argument from the parsed command-line arguments
//

// Parameters:

// - parsedArgs: The Dictionary object returned from the Parse() method (shown
above).

// - defaultValue: The default string to return if the specified key isn't in
parsedArgs.

// - keys: An array of keys to look for in parsedArgs.

public static string GetArgument(
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Dictionary<string,string> parsedArgs, string defaultReturn, params string[] keys)

{
string retval = null;
foreach(var key in keys)
if(parsedArgs.TryGetValue(key, out retval)) break;
return retval ?? defaultReturn;

}

//
// Method to exit the application with an error.
public static void ErrorExit(string msg, int code=1)

{
Console.WriteLine("\nError");
Console.WritelLine(msg);
Environment.Exit(code);

}
}
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// Method to create a key pair and save the key material in a PEM file
private static async Task CreateKeyPair(
IAmazonEC2 ec2Client, string keyPairName, string pemFileName)
{
// Create the key pair
CreateKeyPairResponse response =
await ec2Client.CreateKeyPairAsync(new CreateKeyPairRequest{
KeyName = keyPairName
1);

Console.WriteLine($"\nCreated new key pair: {response.KeyPair.KeyNamel}");

// Save the private key in a PEM file
using (var s = new FileStream(pemFileName, FileMode.Create))
using (var writer = new StreamWriter(s))

{

writer.WritelLine(response.KeyPair.KeyMaterial);

}
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//
// Method to show the key pairs that are available
private static async Task EnumerateKeyPairs(IAmazonEC2 ec2Client)
{
DescribeKeyPairsResponse response = await ec2Client.DescribeKeyPairsAsync();
Console.WritelLine("Available key pairs:");
foreach (KeyPairInfo item in response.KeyPairs)
Console.WriteLine($" {item.KeyNamel}");
}
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using System;
using System.Threading.Tasks;
using System.IO;
using Amazon.EC2;
using Amazon.EC2.Model;
using System.Collections.Generic;
namespace EC2CreateKeyPair
{
// = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = =
// Class to create and store a key pair
class Program
{
static async Task Main(string[] args)
{
// Create the EC2 client
var ec2Client = new AmazonEC2Client();
// Parse the command line and show help if necessary
var parsedArgs = CommandLine.Parse(args);
if(parsedArgs.Count == 0)
{
// In the case of no command-line arguments,
// just show help and the existing key pairs
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PrintHelp();
Console.WriteLine("\nNo arguments specified.");
Console.Write(

"Do you want to see a list of the existing key pairs? ((y) or n): ");
string response = Console.ReadlLine();
if((string.IsNullOrEmpty(response)) || (response.ToLower() == "y"))

await EnumerateKeyPairs(ec2Client);
return;

// Get the application arguments from the parsed list
string keyPairName =

CommandLine.GetArgument(parsedArgs, null, "-k", "--keypair-name");
string pemFileName =
CommandLine.GetArgument(parsedArgs, null, "-p", "--pem-filename");

if(string.IsNullOrEmpty(keyPairName))
CommandLine.ErrorExit("\nNo key pair name specified." +
"\nRun the command with no arguments to see help.");
if(string.IsNullOrEmpty(pemFileName) || !pemFileName.EndsWith(".pem"))
CommandLine.ErrorExit("\nThe PEM filename is missing or incorrect." +
"\nRun the command with no arguments to see help.");

// Create the key pair
await CreateKeyPair(ec2Client, keyPairName, pemFileName);
await EnumerateKeyPairs(ec2Client);

//
// Method to create a key pair and save the key material in a PEM file
private static async Task CreateKeyPair(

IAmazonEC2 ec2Client, string keyPairName, string pemFileName)

{

// Create the key pair
CreateKeyPairResponse response =

await ec2Client.CreateKeyPairAsync(new CreateKeyPairRequest{

KeyName = keyPairName

1)
Console.WriteLine($"\nCreated new key pair: {response.KeyPair.KeyNamel}");
// Save the private key in a PEM file
using (var s = new FileStream(pemFileName, FileMode.Create))
using (var writer = new StreamWriter(s))
{
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writer.WritelLine(response.KeyPair.KeyMaterial);

}

//
// Method to show the key pairs that are available
private static async Task EnumerateKeyPairs(IAmazonEC2 ec2Client)
{
DescribeKeyPairsResponse response = await ec2Client.DescribeKeyPairsAsync();
Console.WriteLine("Available key pairs:");
foreach (KeyPairInfo item in response.KeyPairs)
Console.WriteLine($" {item.KeyNamel}");

//
// Command-line help
private static void PrintHelp()
{
Console.WriteLine(
"\nUsage: EC2CreateKeyPair -k <keypair-name> -p <pem-filename>" +
"\n -k, --keypair-name: The name you want to assign to the key pair." +
"\n -p, --pem-filename: The name of the PEM file to create, with a \".pem\"

extension.");

}

// Class that represents a command line on the console or terminal.
// (This is the same for all examples. When you have seen it once, you can ignore

it.)
static class CommandLine
{
//
// Method to parse a command line of the form: "--key value" or "-k value".
//

// Parameters:

// - args: The command-line arguments passed into the application by the system.
//

// Returns:

// A Dictionary with string Keys and Values.
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//

// If a key is found without a matching value, Dictionary.Value is set to the key
// (including the dashes).

// If a value is found without a matching key, Dictionary.Key is set to "--NoKeyN",
// where "N" represents sequential numbers.

public static Dictionary<string,string> Parse(string[] args)

{

var parsedArgs = new Dictionary<string,string>();
int 1 =0, n = 0;
while(i < args.Length)
{
// If the first argument in this iteration starts with a dash it's an option.
if(args[i].StartswWith("-"))
{
var key = args[i++];
var value = key;

// Check to see if there's a value that goes with this option?
if((i < args.Length) && (largs[i].StartsWith("-"))) value = args[i++];
parsedArgs.Add(key, value);

}
// If the first argument in this iteration doesn't start with a dash, it's a
value
else
{
parsedArgs.Add("--NoKey" + n.ToString(), args[i++]);
n++;
}
}
return parsedArgs;
}
//
// Method to get an argument from the parsed command-line arguments
//

// Parameters:

// - parsedArgs: The Dictionary object returned from the Parse() method (shown
above).

// - defaultValue: The default string to return if the specified key isn't in
parsedArgs.

// - keys: An array of keys to look for in parsedArgs.

public static string GetArgument(
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}

Dictionary<string,string> parsedArgs, string defaultReturn,
{
string retval = null;
foreach(var key in keys)
if(parsedArgs.TryGetValue(key, out retval)) break;
return retval ?? defaultReturn;

}

//

// Method to exit the application with an error.
public static void ErrorExit(string msg, int code=1)
{

Console.WriteLine("\nError");

Console.WritelLine(msg);

Environment.Exit(code);

}
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//
// Method to delete a key pair

private static async Task DeleteKeyPair(IAmazonEC2 ec2Client, string keyName)
{
await ec2Client.DeleteKeyPairAsync(new DeleteKeyPairRequest{
KeyName = keyName});
Console.WriteLine($"\nKey pair {keyName} has been deleted (if it existed).");
}
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//
// Method to show the key pairs that are available
private static async Task EnumerateKeyPairs(IAmazonEC2 ec2Client)
{
DescribeKeyPairsResponse response = await ec2Client.DescribeKeyPairsAsync();
Console.WriteLine("Available key pairs:");
foreach (KeyPairInfo item in response.KeyPairs)
Console.WriteLine($" {item.KeyNamel}");
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using System;

using System.Threading.Tasks;
using Amazon.EC2;

using Amazon.EC2.Model;

namespace EC2DeleteKeyPair

{

class Program

{
static async Task Main(string[] args)
{
// Create the EC2 client
var ec2Client = new AmazonEC2Client();

if(args.Length == 1)

{
// Delete a key pair (if it exists)
await DeleteKeyPair(ec2Client, args[0]);

// Display the key pairs that are left
await EnumerateKeyPairs(ec2Client);
}
else
{
Console.WriteLine("\nUsage: EC2DeleteKeyPair keypair-name");
Console.WriteLine(" keypair-name - The name of the key pair you want to
delete.");
Console.WriteLine("\nNo arguments specified.");
Console.Write(
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"Do you want to see a list of the existing key pairs? ((y) or n): ");
string response = Console.ReadlLine();
if((string.IsNullOrEmpty(response)) || (response.ToLower() == "y"))

await EnumerateKeyPairs(ec2Client);

//
// Method to delete a key pair

private static async Task DeleteKeyPair(IAmazonEC2 ec2Client, string keyName)
{
await ec2Client.DeleteKeyPairAsync(new DeleteKeyPairRequest{
KeyName = keyName});
Console.WriteLine($"\nKey pair {keyName} has been deleted (if it existed).");
}

//
// Method to show the key pairs that are available

private static async Task EnumerateKeyPairs(IAmazonEC2 ec2Client)

{
DescribeKeyPairsResponse response = await ec2Client.DescribeKeyPairsAsync();
Console.WriteLine("Available key pairs:");
foreach (KeyPairInfo item in response.KeyPairs)
Console.WriteLine($" {item.KeyNamel}");
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+ AWSSDK.EC2
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% Region

using System;

using System.Threading.Tasks;
using Amazon.EC2;

using Amazon.EC2.Model;

namespace EC2RegionsAndZones

{

class Program

{

static async Task Main(string[] args)

{
Console.WriteLine(
"Finding the Regions and Availability Zones available to an EC2 client...");

// Create the EC2 client
var ec2Client = new AmazonEC2Client();

// Display the Regions and Availability Zones

await DescribeRegions(ec2Client);
await DescribeAvailabilityZones(ec2Client);

//
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// Method to display Regions
private static async Task DescribeRegions(IAmazonEC2 ec2Client)
{
Console.WriteLine("\nRegions that are enabled for the EC2 client:");
DescribeRegionsResponse response = await ec2Client.DescribeRegionsAsync();
foreach (Region region in response.Regions)
Console.WriteLine(region.RegionName);

//
// Method to display Availability Zones
private static async Task DescribeAvailabilityZones(IAmazonEC2 ec2Client)

{
Console.WriteLine("\nAvailability Zones for the EC2 client's region:");
DescribeAvailabilityZonesResponse response =
await ec2Client.DescribeAvailabilityZonesAsync();
foreach (AvailabilityZone az in response.AvailabilityZones)
Console.WriteLine(az.ZoneName);
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//
// Method to launch the instances
// Returns a list with the launched instance IDs
private static async Task<List<string>> LaunchInstances(
IAmazonEC2 ec2Client, RunInstancesRequest requestlLaunch)
{
var instancelds = new List<string>();
RunInstancesResponse responselLaunch =
await ec2Client.RunInstancesAsync(requestLaunch);

Console.WriteLine("\nNew instances have been created.");
foreach (Instance item in responselLaunch.Reservation.Instances)

{
instancelds.Add(item.Instanceld);
Console.WriteLine($" New instance: {item.InstanceId}");

}

return instancelds;
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//
// Method to wait until the instances are running (or at least not pending)
private static async Task CheckState(IAmazonEC2 ec2Client, List<string>
instancelds)
{
Console.WriteLine(
"\nWaiting for the instances to start." +
"\nPress any key to stop waiting. (Response might be slightly delayed.)");

int numberRunning;

DescribeInstancesResponse responseDescribe;

var requestDescribe = new DescribeInstancesRequest{
Instancelds = instancelds};

// Check every couple of seconds
int wait = 2000;
while(true)
{
// Get and check the status for each of the instances to see if it's past
pending.
// Once all instances are past pending, break out.
// (For this example, we are assuming that there is only one reservation.)
Console.Write(".");
numberRunning = 0;
responseDescribe = await ec2Client.DescribeInstancesAsync(requestDescribe);
foreach(Instance i in responseDescribe.Reservations[@].Instances)
{
// Check the lower byte of State.Code property
// Code == @ is the pending state
if((i.State.Code & 255) > @) numberRunning++;
}
if(numberRunning == responseDescribe.Reservations[@].Instances.Count)
break;

// Wait a bit and try again (unless the user wants to stop waiting)
Thread.Sleep(wait);
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if(Console.KeyAvailable)

break;

Console.WriteLine("\nNo more instances are pending.");
foreach(Instance i in responseDescribe.Reservations[@].Instances)

{

Console.WriteLine($"For {i.Instanceld}:");

Console.WriteLine($"
Console.WriteLine($"
Console.WriteLine($"
Console.WriteLine($"
Console.WriteLine($"

TERBE

VPC ID: {i.VpcId}");

Instance state: {i.State.Namel}");

Public IP address: {i.PublicIpAddress}");
Public DNS name: {i.PublicDnsNamel}");

Key pair name: {i.KeyName}");
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using System;

using System.Threading;

using System.Threading.Tasks;
using System.Collections.Generic;
using Amazon.EC2;

using Amazon.EC2.Model;

namespace EC2LaunchInstance

// Class to launch an EC2 instance
class Program
{
static async Task Main(string[] args)
{
// Parse the command line and show help if necessary
var parsedArgs = CommandLine.Parse(args);
if(parsedArgs.Count == 0)
{
PrintHelp();
retuzrn;

// Get the application arguments from the parsed list
string groupID =

CommandLine.GetArgument(parsedArgs, null, "-g", "--group-id");
string ami =

CommandLine.GetArgument(parsedArgs, null, "-a", "--ami-id");
string keyPairName =

CommandLine.GetArgument(parsedArgs, null, "-k", "--keypair-name");
string subnetID =

CommandLine.GetArgument(parsedArgs, null, "-s", "--subnet-id");
if( (string.IsNullOrEmpty(groupID) || !groupID.StartsWith('sg-"))

|| (string.IsNullOrEmpty(ami) || !ami.StartsWith("ami-"))

|| (string.IsNullOrEmpty(keyPairName))
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|| (!string.IsNullOrEmpty(subnetID) && !subnetID.StartsWith("subnet-")))
CommandLine.ErrorExit(

"\nOne or more of the required arguments is missing or incorrect." +

"\nRun the command with no arguments to see help.");

// Create an EC2 client
var ec2Client = new AmazonEC2Client();

// Create an object with the necessary properties

RunInstancesRequest request = GetRequestData(groupID, ami, keyPairName,
subnetID);

// Launch the instances and wait for them to start running
var instancelds = await LaunchInstances(ec2Client, request);
await CheckState(ec2Client, instancelds);

//
// Method to put together the properties needed to launch the instance.
private static RunInstancesRequest GetRequestData(

string groupID, string ami, string keyPairName, string subnetID)

// Common properties
var groupIDs = new List<string>() { groupID };
var request = new RunInstancesRequest()
{
// The first three of these would be additional command-line arguments or
similar.
InstanceType = InstanceType.TlMicro,
MinCount = 1,
MaxCount = 1,
Imageld = ami,
KeyName = keyPairName

i

// Properties specifically for EC2 in a VPC.
if(!string.IsNullOrEmpty(subnetID))
{
request.NetworkInterfaces =
new List<InstanceNetworkInterfaceSpecification>() {
new InstanceNetworkInterfaceSpecification() {
DeviceIndex = 0,
SubnetId = subnetID,
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Groups = grouplDs,
AssociatePublicIpAddress = true

};

// Properties specifically for EC2-Classic
else
{

request.SecurityGroupIds = groupIDs;

}

return request;

//

// Method to launch the instances

// Returns a list with the launched instance IDs

private static async Task<List<string>> LaunchInstances(
IAmazonEC2 ec2Client, RunInstancesRequest requestlLaunch)

var instancelds = new List<string>();
RunInstancesResponse responselLaunch =
await ec2Client.RunInstancesAsync(requestLaunch);

Console.WriteLine("\nNew instances have been created.");
foreach (Instance item in responselLaunch.Reservation.Instances)
{

instancelds.Add(item.Instanceld);

Console.WriteLine($" New instance: {item.InstanceId}");

return instancelds;

//
// Method to wait until the instances are running (or at least not pending)
private static async Task CheckState(IAmazonEC2 ec2Client, List<string>
instancelds)
{
Console.WritelLine(
"\nWaiting for the instances to start." +
"\nPress any key to stop waiting. (Response might be slightly delayed.)");
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int numberRunning;

DescribeInstancesResponse responseDescribe;

var requestDescribe = new DescribeInstancesRequest{
Instancelds = instancelds};

// Check every couple of seconds
int wait = 2000;
while(true)
{
// Get and check the status for each of the instances to see if it's past
pending.
// Once all instances are past pending, break out.
// (For this example, we are assuming that there is only one reservation.)
Console.Write(".");
numberRunning = 0;
responseDescribe = await ec2Client.DescribelInstancesAsync(requestDescribe);
foreach(Instance i in responseDescribe.Reservations[@].Instances)
{
// Check the lower byte of State.Code property
// Code == 0 is the pending state
if((i.State.Code & 255) > Q) numberRunning++;
}
if(numberRunning == responseDescribe.Reservations[@].Instances.Count)
break;

// Wait a bit and try again (unless the user wants to stop waiting)
Thread.Sleep(wait);
if(Console.KeyAvailable)

break;

Console.WriteLine("\nNo more instances are pending.");
foreach(Instance i in responseDescribe.Reservations[@].Instances)
{
Console.WriteLine($"For {i.Instanceld}:");
Console.WritelLine($" VPC ID: {i.VpcId}");
Console.WriteLine($" Instance state: {i.State.Namel}");
Console.WritelLine($" Public IP address: {i.PublicIpAddress}");
Console.WriteLine($" Public DNS name: {i.PublicDnsName}");
Console.WriteLine($" Key pair name: {i.KeyNamel}");
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//
// Command-line help

p
{

rivate static void PrintHelp()

Console.WritelLine(
"\nUsage: EC2LaunchInstance -g <group-id> -a <ami-id> -k <keypair-name> [-s

<subnet-id>]" +

"\n -g, --group-id: The ID of the security group." +

"\n -a, --ami-id: The ID of an Amazon Machine Image." +

"\n -k, --keypair-name - The name of a key pair." +

"\n -s, --subnet-id: The ID of a subnet. Required only for EC2 in a VPC.");

Class that represents a command line on the console or terminal.
(This is the same for all examples. When you have seen it once, you can ignore

static class CommandLine

{

//

// Method to parse a command line of the form:

'--key value" or "-k value".

//

// Parameters:

// - args: The command-line arguments passed into the application by the system.
//

// Returns:

// A Dictionary with string Keys and Values.

//

// If a key is found without a matching value, Dictionary.Value is set to the key
// (including the dashes).

// If a value is found without a matching key, Dictionary.Key is set to "--NoKeyN"
// where "N" represents sequential numbers.

P
{

ublic static Dictionary<string,string> Parse(string[] args)

var parsedArgs = new Dictionary<string,string>();

int i = 0, n = 0;

while(i < args.Length)

{
// If the first argument in this iteration starts with a dash it's an option.
if(args[i].StartsWith("-"))

’
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{

var key = args[i++];
var value = key;

// Check to see if there's a value that goes with this option?
if((i < args.Length) && (l'args[i].StartsWith("-"))) value = args[i++];
parsedArgs.Add(key, value);

}
// If the first argument in this iteration doesn't start with a dash, it's a
value
else
{
parsedArgs.Add("--NoKey" + n.ToString(), args[i++]);
n++;
}
}
return parsedArgs;
}
//

// Method to get an argument from the parsed command-line arguments

//

// Parameters:
// - parsedArgs: The Dictionary object returned from the Parse() method (shown

above).

// - defaultValue: The default string to return if the specified key isn't in
parsedArgs.
// - keys: An array of keys to look for in parsedArgs.
public static string GetArgument(
Dictionary<string,string> parsedArgs, string defaultReturn, params string[] keys)

{

string retval = null;

foreach(var key in keys)
if(parsedArgs.TryGetValue(key, out retval)) break;

return retval ?? defaultReturn;

//

// Method to exit the application with an error.
public static void ErrorExit(string msg, int code=1)

{

Console.WriteLine("\nError");
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Console.WritelLine(msg);
Environment.Exit(code);
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using
using
using
using
using
using

System;
System.Collections.Generic;
System. IO;
System.Threading.Tasks;
Amazon.EC2;
Amazon.EC2.Model;

namespace EC2GetWindowsPassword

// Class to get the Administrator password of a Windows EC2 instance
class Program

{

static async Task Main(string[] args)

{

// Parse the command line and show help if necessary
var parsedArgs = CommandLine.Parse(args);
if(parsedArgs.Count == Q)
{

PrintHelp();

return;

// Get the application arguments from the parsed list
string instancelID =

CommandLine.GetArgument(parsedArgs, null, "-i", "--instance-id");
string pemFileName =
CommandLine.GetArgument(parsedArgs, null, "-p", "--pem-filename");
if( (string.IsNullOrEmpty(instanceID) || !instanceID.StartsWith("i-"))
|| (string.IsNullOrEmpty(pemFileName) || !pemFileName.EndsWith(".pem")))

CommandLine.ErrorExit(
"\nOne or more of the required arguments is missing or incorrect." +
"\nRun the command with no arguments to see help.");

// Create the EC2 client
var ec2Client = new AmazonEC2Client();

// Get and display the password
string password = await GetPassword(ec2Client, instanceID, pemFileName);
Console.WriteLine($"\nPassword: {password}");
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//
// Method to get the administrator password of a Windows EC2 instance
private static async Task<string> GetPassword(

IAmazonEC2 ec2Client, string instanceID, string pemFilename)

string password = string.Empty;
GetPasswordDataResponse response =

await ec2Client.GetPasswordDataAsync(new GetPasswordDataRequest{
Instanceld = instancelD});

if(response.PasswordData != null)
{
password = response.GetDecryptedPassword(File.ReadAllText(pemFilename));
}
else
{

Console.WritelLine($"\nThe password is not available for instance
{instanceID}.");

Console.WriteLine($"If this is a Windows instance, the password might not be
ready.");

}

return password;

//
// Command-line help
private static void PrintHelp()
{
Console.WriteLine(
"\nUsage: EC2GetWindowsPassword -i <instance-id> -p pem-filename" +
"\n -i, --instance-id: The name of the EC2 instance." +
"\n -p, --pem-filename: The name of the PEM file with the private key.");

// Class that represents a command line on the console or terminal.

// (This is the same for all examples. When you have seen it once, you can ignore
it.)

static class CommandLine

{
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//
// Method to parse a command line of the form: "--key value" or "-k value".
//
// Parameters:
// - args: The command-line arguments passed into the application by the system.
//
// Returns:
// A Dictionary with string Keys and Values.
//
// If a key is found without a matching value, Dictionary.Value is set to the key
// (including the dashes).
// If a value is found without a matching key, Dictionary.Key is set to "--NoKeyN",
// where "N" represents sequential numbers.
public static Dictionary<string,string> Parse(string[] args)
{
var parsedArgs = new Dictionary<string,string>();
int 1 =0, n = 0;
while(i < args.Length)
{

// If the first argument in this iteration starts with a dash it's an option.
if(args[i].StartswWith("-"))
{

var key = args[i++];

var value = key;

// Check to see if there's a value that goes with this option?
if((i < args.Length) && (largs[i].StartsWith("-"))) value = args[i++];
parsedArgs.Add(key, value);

// If the first argument in this iteration doesn't start with a dash, it's a
value

else

{

parsedArgs.Add("--NoKey" + n.ToString(), args[i++]);

n++;

return parsedArgs;

//

// Method to get an argument from the parsed command-line arguments
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//
// Parameters:
// - parsedArgs: The Dictionary object returned from the Parse() method (shown
above).
// - defaultValue: The default string to return if the specified key isn't in
parsedArgs.
// - keys: An array of keys to look for in parsedArgs.
public static string GetArgument(
Dictionary<string,string> parsedArgs, string defaultReturn, params string[] keys)
{
string retval = null;
foreach(var key in keys)
if(parsedArgs.TryGetValue(key, out retval)) break;
return retval ?? defaultReturn;

//
// Method to exit the application with an error.
public static void ErrorExit(string msg, int code=1)

{

Console.WriteLine("\nError");
Console.WritelLine(msg);
Environment.Exit(code);
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using System;

using System.Threading.Tasks;
using System.Collections.Generic;
using Amazon.EC2;

using Amazon.EC2.Model;

namespace EC2TerminateInstance
{
class Program
{
static async Task Main(string[] args)
{
if((args.Length == 1) && (args[0@].StartswWith("i-")))
{
// Terminate the instance
var ec2Client = new AmazonEC2Client();
await TerminateInstance(ec2Client, args[Q]);
}
else
{
Console.WritelLine("\nCommand-line argument missing or incorrect.");
Console.WriteLine("\nUsage: EC2TerminateInstance instance-ID");
Console.WritelLine(" instance-ID - The EC2 instance you want to terminate.");
retuzrn;

//

// Method to terminate an EC2 instance
private static async Task TerminateInstance(IAmazonEC2 ec2Client, string
instancelID)
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{
var request = new TerminateInstancesRequest{
Instancelds = new List<string>() { instancelID }};
TerminateInstancesResponse response =
await ec2Client.TerminateInstancesAsync(new TerminateInstancesRequest{
Instancelds = new List<string>() { instancelD }
1);
foreach (InstanceStateChange item in response.TerminatingInstances)
{
Console.WritelLine("Terminated instance: " + item.Instanceld);
Console.WriteLine("Instance state: " + item.CurrentState.Name);

}
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//
// Method to create a Spot Instance request
private static async Task<SpotInstanceRequest> CreateSpotInstanceRequest(
IAmazonEC2 ec2Client, string amild, string securityGroupName,
InstanceType instanceType, string spotPrice, int instanceCount)
{
var launchSpecification = new LaunchSpecification{
Imageld = amild,
InstanceType = instanceType
1
launchSpecification.SecurityGroups.Add(securityGroupName);
var request = new RequestSpotInstancesRequest{
SpotPrice = spotPrice,
InstanceCount = instanceCount,
LaunchSpecification = launchSpecification

I

RequestSpotInstancesResponse result =
await ec2Client.RequestSpotInstancesAsync(request);
return result.SpotInstanceRequests[0];
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//

// Method to get information about a Spot Instance request, including the status,
// instance ID, etc.

// It gets the information for a specific request (as opposed to all requests).

private static async Task<SpotInstanceRequest> GetSpotInstanceRequestInfo(
IAmazonEC2 ec2Client, string requestId)

var describeRequest = new DescribeSpotInstanceRequestsRequest();
describeRequest.SpotInstanceRequestIds.Add(requestId);

DescribeSpotInstanceRequestsResponse describeResponse =
await ec2Client.DescribeSpotInstanceRequestsAsync(describeRequest);
return describeResponse.SpotInstanceRequests[@];
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//

// Method to cancel a Spot Instance request

private static async Task CancelSpotInstanceRequest(
IAmazonEC2 ec2Client, string requestId)

var cancelRequest = new CancelSpotInstanceRequestsRequest();
cancelRequest.SpotInstanceRequestIds.Add(requestId);

await ec2Client.CancelSpotInstanceRequestsAsync(cancelRequest);

}
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//

// Method to terminate a Spot Instance

private static async Task TerminateSpotInstance(
IAmazonEC2 ec2Client, string requestId)

var describeRequest = new DescribeSpotInstanceRequestsRequest();
describeRequest.SpotInstanceRequestIds.Add(requestId);

// Retrieve the Spot Instance request to check for running instances.
DescribeSpotInstanceRequestsResponse describeResponse =
await ec2Client.DescribeSpotInstanceRequestsAsync(describeRequest);

// If there are any running instances, terminate them
if( (describeResponse.SpotInstanceRequests[@].Status.Code
== "request-canceled-and-instance-running")
| | (describeResponse.SpotInstanceRequests[0].State ==
SpotInstanceState.Active))
{
TerminateInstancesResponse response =
await ec2Client.TerminateInstancesAsync(new TerminateInstancesRequest{
Instancelds = new List<string>(){
describeResponse.SpotInstanceRequests[@].Instanceld } });
foreach (InstanceStateChange item in response.TerminatingInstances)
{
Console.WriteLine($"\n Terminated instance: {item.InstanceId}");
Console.WriteLine($" Instance state: {item.CurrentState.Name}\n");
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using System;
using System.Threading;
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using System.Collections.Generic;
using Amazon.EC2;
using Amazon.EC2.Model;

namespace EC2SpotInstanceRequests
{
class Program
{
static async Task Main(string[] args)
{
// Some default values.
// These could be made into command-line arguments instead.
var instanceType = InstanceType.T1lMicro;
string securityGroupName = "default";
string spotPrice = "0.003";
int instanceCount = 1;

// Parse the command line arguments
if((args.Length != 1) || (largs[@].StartswWith("ami-")))
{
Console.WriteLine("\nUsage: EC2SpotInstanceRequests ami");
Console.WriteLine(" ami: the Amazon Machine Image to use for the Spot
Instances.");
return;

// Create the Amazon EC2 client.
var ec2Client = new AmazonEC2Client();

// Create the Spot Instance request and record its ID
Console.WriteLine("\nCreating spot instance request...");
var req = await CreateSpotInstanceRequest(

ec2Client, args[@], securityGroupName, instanceType, spotPrice, instanceCount);
string requestId = req.SpotInstanceRequestId;

// Wait for an EC2 Spot Instance to become active
Console.WriteLine(
$"Waiting for Spot Instance request with ID {requestId} to become active...");
int wait = 1;
var start = DateTime.Now;
while(true)
{

Console.Write(".");
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// Get and check the status to see if the request has been fulfilled.
var requestInfo = await GetSpotInstanceRequestInfo(ec2Client, requestId);
if(requestInfo.Status.Code == "fulfilled")
{
Console.WriteLine($"\nSpot Instance request {requestId} " +
$"has been fulfilled by instance {requestInfo.InstanceId}.\n");
break;

// Wait a bit and try again, longer each time (1, 2, 4, ...)
Thread.Sleep(wait);
wait = wait * 2;

// Show the user how long it took to fulfill the Spot Instance request.
TimeSpan span = DateTime.Now.Subtract(start);
Console.WritelLine($"That took {span.TotalMilliseconds} milliseconds");

// Perform actions here as needed.

// For this example, simply wait for the user to hit a key.
// That gives them a chance to look at the EC2 console to see
// the running instance if they want to.
Console.WriteLine("Press any key to start the cleanup...");
Console.ReadKey(true);

// Cancel the request.

// Do this first to make sure that the request can't be re-fulfilled
// once the Spot Instance has been terminated.
Console.WriteLine("Canceling Spot Instance request...");

await CancelSpotInstanceRequest(ec2Client, requestId);

// Terminate the Spot Instance that's running.
Console.WriteLine("Terminating the running Spot Instance...");
await TerminateSpotInstance(ec2Client, requestId);

Console.WriteLine("Done. Press any key to exit...");
Console.ReadKey(true);

//

// Method to create a Spot Instance request

private static async Task<SpotInstanceRequest> CreateSpotInstanceRequest(
IAmazonEC2 ec2Client, string amild, string securityGroupName,
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InstanceType instanceType, string spotPrice, int instanceCount)

var launchSpecification = new LaunchSpecification{
ImageIld = amild,
InstanceType = instanceType
};
launchSpecification.SecurityGroups.Add(securityGroupName);
var request = new RequestSpotInstancesRequest{
SpotPrice = spotPrice,
InstanceCount = instanceCount,
LaunchSpecification = launchSpecification

};

RequestSpotInstancesResponse result =
await ec2Client.RequestSpotInstancesAsync(request);
return result.SpotInstanceRequests[0];

//

// Method to get information about a Spot Instance request, including the status,

// instance ID, etc.

// It gets the information for a specific request (as opposed to all requests).

private static async Task<SpotInstanceRequest> GetSpotInstanceRequestInfo(
IAmazonEC2 ec2Client, string requestId)

var describeRequest = new DescribeSpotInstanceRequestsRequest();
describeRequest.SpotInstanceRequestIds.Add(requestId);

DescribeSpotInstanceRequestsResponse describeResponse =
await ec2Client.DescribeSpotInstanceRequestsAsync(describeRequest);
return describeResponse.SpotInstanceRequests[@];

//

// Method to cancel a Spot Instance request

private static async Task CancelSpotInstanceRequest(
IAmazonEC2 ec2Client, string requestId)

var cancelRequest = new CancelSpotInstanceRequestsRequest();
cancelRequest.SpotInstanceRequestIds.Add(requestId);

await ec2Client.CancelSpotInstanceRequestsAsync(cancelRequest);
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//

// Method to terminate a Spot Instance

private static async Task TerminateSpotInstance(
IAmazonEC2 ec2Client, string requestId)
var describeRequest = new DescribeSpotInstanceRequestsRequest();
describeRequest.SpotInstanceRequestIds.Add(requestId);

// Retrieve the Spot Instance request to check for running instances.
DescribeSpotInstanceRequestsResponse describeResponse =

await ec2Client.DescribeSpotInstanceRequestsAsync(describeRequest);

// If there are any running instances, terminate them
if( (describeResponse.SpotInstanceRequests[@].Status.Code
== "request-canceled-and-instance-running")

| | (describeResponse.SpotInstanceRequests[0].State ==
SpotInstanceState.Active))

{

TerminateInstancesResponse response =

await ec2Client.TerminateInstancesAsync(new TerminateInstancesRequest{
Instancelds = new List<string>(){

describeResponse.SpotInstanceRequests[@].Instanceld } });
foreach (InstanceStateChange item in response.TerminatingInstances)

{

Console.WriteLine($"\n Terminated instance: {item.InstanceId}");
Console.WriteLine($" Instance state: {item.CurrentState.Name}\n");
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//
// Method to create an IAM policy from a JSON file

private static async Task<CreatePolicyResponse> CreateManagedPolicy(
IAmazonIdentityManagementService iamClient, string policyName, string
jsonFilename)
{
return await iamClient.CreatePolicyAsync(new CreatePolicyRequest{
PolicyName = policyName,
PolicyDocument = File.ReadAllText(jsonFilename)});
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using System;

using System.Collections.Generic;
using System.IO;

using System.Threading.Tasks;

using Amazon.IdentityManagement;

using Amazon.IdentityManagement.Model;

namespace IamCreatePolicyFromJson

// Class to create an IAM policy with a given policy document

class Program

{

private const int MaxArgs = 2;

static async Task Main(string[] args)

{

// Parse the command line and show help if necessary
var parsedArgs = CommandLine.Parse(args);
if((parsedArgs.Count == @) || (parsedArgs.Count > MaxArgs))

{
PrintHelp();
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retuzrn;

// Get the application arguments from the parsed list
string policyName =

CommandLine.GetArgument(parsedArgs, null, "-p", "--policy-name");
string policyFilename =
CommandLine.GetArgument(parsedArgs, null, "-j", "--json-filename");

if( string.IsNullOrEmpty(policyName)
|| (string.IsNullOrEmpty(policyFilename) || !

policyFilename.EndsWith(".json")))

CommandLine.ErrorExit(
"\nOne or more of the required arguments is missing or incorrect." +
"\nRun the command with no arguments to see help.");

// Create an IAM service client
var iamClient = new AmazonIdentityManagementServiceClient();

// Create the new policy

var response = await CreateManagedPolicy(iamClient, policyName, policyFilename);
Console.WriteLine($"\nPolicy {response.Policy.PolicyName} has been created.");
Console.WriteLine($" Arn: {response.Policy.Arn}");

//
// Method to create an IAM policy from a JSON file
private static async Task<CreatePolicyResponse> CreateManagedPolicy(

IAmazonIdentityManagementService iamClient, string policyName, string

jsonFilename)

{

//

return await iamClient.CreatePolicyAsync(new CreatePolicyRequest{
PolicyName = policyName,
PolicyDocument = File.ReadAllText(jsonFilename)});

// Command-line help
private static void PrintHelp()

{

Console.WritelLine(
"\nUsage: IamCreatePolicyFromJson -p <policy-name> -j <json-filename>" +
"\n -p, --policy-name: The name you want the new policy to have." +
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"\n -j, --json-filename: The name of the JSON file with the policy
document.");

}

// Class that represents a command line on the console or terminal.
// (This is the same for all examples. When you have seen it once, you can ignore

it.)
static class CommandLine
{
//
// Method to parse a command line of the form: "--key value" or "-k value".
//

// Parameters:
// - args: The command-line arguments passed into the application by the system.
//
// Returns:
// A Dictionary with string Keys and Values.
//
// If a key is found without a matching value, Dictionary.Value is set to the key
// (including the dashes).
// If a value is found without a matching key, Dictionary.Key is set to "--NoKeyN",
// where "N" represents sequential numbers.
public static Dictionary<string,string> Parse(string[] args)
{
var parsedArgs = new Dictionary<string,string>();
int i =0, n = 0;
while(i < args.Length)
{
// If the first argument in this iteration starts with a dash it's an option.
if(args[i].StartsWith("-"))
{
var key = args[i++];
var value = key;

// Check to see if there's a value that goes with this option?
if((i < args.Length) && (l'args[i].StartsWith("-"))) value = args[i++];
parsedArgs.Add(key, value);
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// If the first argument in this iteration doesn't start with a dash, it's a

value
else
{
parsedArgs.Add("--NoKey" + n.ToString(), args[i++]);
n++;
}
}
return parsedArgs;
}
//
// Method to get an argument from the parsed command-line arguments
//

// Parameters:
// - parsedArgs: The Dictionary object returned from the Parse() method (shown
above).
// - defaultValue: The default string to return if the specified key isn't in
parsedArgs.
// - keys: An array of keys to look for in parsedArgs.
public static string GetArgument(
Dictionary<string,string> parsedArgs, string defaultReturn, params string[] keys)
{
string retval = null;
foreach(var key in keys)
if(parsedArgs.TryGetValue(key, out retval)) break;
return retval ?? defaultReturn;

//

// Method to exit the application with an error.
public static void ErrorExit(string msg, int code=1)
{

Console.WriteLine("\nError");

Console.WritelLine(msg);

Environment.Exit(code);
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{
"Version" : "2012-10-17",
"Id" : "DotnetTutorialPolicy",
"Statement" : [
{
"Sid" : "DotnetTutorialPolicyS3",
"Effect" : "Allow",
"Action" : [
"s3:Get*",
"s3:List*"
1,
"Resource" : "*"
.
{
"Sid" : "DotnetTutorialPolicyPolly",
"Effect": "Allow",
"Action": [
"polly:DescribeVoices",
"polly:SynthesizeSpeech"
1,
"Resource": "*"
}
]
}
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//
// Method to determine the default version of an IAM policy
// Returns a string with the version
private static async Task<string> GetDefaultVersion(
IAmazonIdentityManagementService iamClient, string policyArn)
{
// Retrieve all the versions of this policy
string defaultVersion = string.Empty;
ListPolicyVersionsResponse reponseVersions =
await iamClient.ListPolicyVersionsAsync(new ListPolicyVersionsRequest{
PolicyArn = policyArn});

// Find the default version
foreach(PolicyVersion version in reponseVersions.Versions)

{
if(version.IsDefaultVersion)
{
defaultVersion = version.VersionId;
break;
}
}
return defaultVersion;
}
R RBE XA

BUR A8 5 EREL JSON R E R TATE 1AM SRR HY SR A% 3,
REBRENROIERT bRV ERER.
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//
// Method to retrieve and display the policy document of an IAM policy

private static async Task ShowPolicyDocument(
IAmazonIdentityManagementService iamClient, string policyArn, string
defaultVersion)

{

// Retrieve the policy document of the default version
GetPolicyVersionResponse responsePolicy =
await iamClient.GetPolicyVersionAsync(new GetPolicyVersionRequest{
PolicyArn = policyArn,
VersionId = defaultVersion});

// Display the policy document (in JSON)
Console.WritelLine($"Version {defaultVersion} of the policy (in JSON format):");

Console.WritelLine(
$"{HttpUtility.UrlDecode(responsePolicy.PolicyVersion.Document)}");

SRR

KD ERT EAREINEXSENTENRE,
SDK &&

NuGet 3K :

+ AWSSDK.ldentityManagement

‘RIETTR

« @A ZEAE Amazon, ldentityManagement

¥4 AmazonldentityManagementServiceClient

« & ZEH Amazon, |dentityManagement.Model

4R GetPolicyVersionRequest

M GetPolicyVersionResponse

B4R ListPolicyVersionsRequest

BE4R ListPolicyVersionsResponse
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B4R PolicyVersion

(8T

using System;

using System.Web;

using System.Threading.Tasks;

using Amazon.IdentityManagement;

using Amazon.IdentityManagement.Model;

namespace IamDisplayPolicyJson

{

class Program

{

static async Task Main(string[] args)

{

// Parse the command line and show help if necessary
if(args.Length != 1)

{
Console.WriteLine("\nUsage: IamDisplayPolicyJson policy-arn");
Console.WriteLine(" policy-arn: The ARN of the policy to retrieve.");
retuzrn;

}

if(largs[@].StartswWith("arn:"))

{

Console.WriteLine("\nCould not find policy ARN in the command-line
arguments:");

Console.WritelLine($"{args[0]}");

return;

// Create an IAM service client
var iamClient = new AmazonIdentityManagementServiceClient();

// Retrieve and display the policy document of the given policy
string defaultVersion = await GetDefaultVersion(iamClient, args[0]);
if(string.IsNullOrEmpty(defaultVersion))

Console.WritelLine($"Could not find the default version for policy {args[0]}.");
else

await ShowPolicyDocument(iamClient, args[@], defaultVersion);
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//

// Method to determine the default version of an IAM policy

// Returns a string with the version

private static async Task<string> GetDefaultVersion(
IAmazonIdentityManagementService iamClient, string policyArn)

// Retrieve all the versions of this policy
string defaultVersion = string.Empty;
ListPolicyVersionsResponse reponseVersions =

await iamClient.ListPolicyVersionsAsync(new ListPolicyVersionsRequest{
PolicyArn = policyArn});

// Find the default version
foreach(PolicyVersion version in reponseVersions.Versions)
{
if(version.IsDefaultVersion)
{
defaultVersion = version.Versionld;
break;

return defaultVersion;

//

// Method to retrieve and display the policy document of an IAM policy
private static async Task ShowPolicyDocument(

IAmazonIdentityManagementService iamClient, string policyArn, string
defaultVersion)

{
// Retrieve the policy document of the default version
GetPolicyVersionResponse responsePolicy =
await iamClient.GetPolicyVersionAsync(new GetPolicyVersionRequest{
PolicyArn = policyArn,
VersionId = defaultVersion});

// Display the policy document (in JSON)

Console.WritelLine($"Version {defaultVersion} of the policy (in JSON format):");
Console.WritelLine(

$"{HttpUtility.UrlDecode(responsePolicy.PolicyVersion.Document)}");
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}
}
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(e

using System;

using System.Collections.Generic;
using System.IO;

using System.Threading.Tasks;
using Amazon.S3;
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using Amazon.S3.Model;

namespace S3GetTextItem

// Class to retrieve a text file from an S3 bucket and write it to a local file
class Program

{
static async Task Main(string[] args)
{
// Parse the command line and show help if necessary
var parsedArgs = CommandLine.Parse(args);
if(parsedArgs.Count == Q)
{
PrintHelp();
retuzrn;
}
// Get the application arguments from the parsed list
string bucket =
CommandLine.GetArgument(parsedArgs, null, "-b", "--bucket-name");
string item =
CommandLine.GetArgument(parsedArgs, null, "-t", "--text-object");
string outFile =
CommandLine.GetArgument(parsedArgs, null, "-o0", "--output-filename");
if( string.IsNullOrEmpty(bucket)
|| string.IsNullOrEmpty(item)
|| string.IsNullOrEmpty(outFile))
CommandLine.ErrorExit(
"\nOne or more of the required arguments is missing or incorrect." +
"\nRun the command with no arguments to see help.");
// Create the S3 client object and get the file object from the bucket.
var response = await GetObject(new AmazonS3Client(), bucket, item);
// Write the contents of the file object to the given output file.
var reader = new StreamReader(response.ResponseStream);
string contents = reader.ReadToEnd();
using (var s = new FileStream(outFile, FileMode.Create))
using (var writer = new StreamWriter(s))
writer.WritelLine(contents);
}
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//

// Method to get an object from an S3 bucket.

private static async Task<GetObjectResponse> GetObject(
IAmazonS3 s3Client, string bucket, string item)

{
Console.WriteLine($"Retrieving {item} from bucket {bucket}.");
return await s3Client.GetObjectAsync(bucket, item);

}

//

// Command-line help
private static void PrintHelp()

{
Console.WritelLine(
"\nUsage: S3GetTextItem -b <bucket-name> -t <text-object> -o <output-filename>"
+
"\n -b, --bucket-name: The name of the S3 bucket." +
"\n -t, --text-object: The name of the text object in the bucket." +
"\n -0, --output-filename: The name of the file to write the text to.");
}
}
//==========z==z==z=z==z=z==z=z==z==z=z=z======z==z==z==z===z=======&=-=z

// Class that represents a command line on the console or terminal.
// (This is the same for all examples. When you have seen it once, you can ignore
it.)
static class CommandLine
{
//
// Method to parse a command line of the form: "--key value" or "-k value".
//
// Parameters:
// - args: The command-line arguments passed into the application by the system.
//
// Returns:
// A Dictionary with string Keys and Values.
//
// If a key is found without a matching value, Dictionary.Value is set to the key
// (including the dashes).
// If a value is found without a matching key, Dictionary.Key is set to "--NoKeyN",
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// where "N" represents sequential numbers.
public static Dictionary<string,string> Parse(string[] args)
{

var parsedArgs = new Dictionary<string,string>();

int 1 =0, n = 0;

while(i < args.Length)

{
// If the first argument in this iteration starts with a dash it's an option.
if(args[i].StartswWith("-"))
{
var key = args[i++];
var value = key;
// Check to see if there's a value that goes with this option?
if((i < args.Length) && (largs[i].StartsWith("-"))) value = args[i++];
parsedArgs.Add(key, value);
}
// If the first argument in this iteration doesn't start with a dash, it's a
value
else
{
parsedArgs.Add("--NoKey" + n.ToString(), args[i++]);
n++;
}
}
return parsedArgs;
}
//
// Method to get an argument from the parsed command-line arguments
//

// Parameters:
// - parsedArgs: The Dictionary object returned from the Parse() method (shown
above).
// - defaultValue: The default string to return if the specified key isn't in
parsedArgs.
// - keys: An array of keys to look for in parsedArgs.
public static string GetArgument(
Dictionary<string,string> parsedArgs, string defaultReturn, params string[] keys)
{
string retval = null;
foreach(var key in keys)
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if(parsedArgs.TryGetValue(key, out retval)) break;
return retval ?? defaultReturn;

}

//
// Method to exit the application with an error.
public static void ErrorExit(string msg, int code=1)

{
Console.WriteLine("\nError");
Console.WritelLine(msg);
Environment.Exit(code);
}
}
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// Create a customer master key (CMK) and store the result
CreateKeyResponse createKeyResponse =
await new AmazonKeyManagementServiceClient().CreateKeyAsync(new
CreateKeyRequest());
var kmsEncryptionContext = new Dictionary<string, string>();
var kmsEncryptionMaterials = new EncryptionMaterialsV2(
createKeyResponse.KeyMetadata.KeyId, KmsType.KmsContext, kmsEncryptionContext);
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//

// Method to create and encrypt an object in an S3 bucket

static async Task<GetObjectResponse> CreateAndRetrieveObjectAsync(
EncryptionMaterialsV2 materials, string bucketName,
string fileName, string itemName)

// CryptoStorageMode.ObjectMetadata is required for KMS EncryptionMaterials
var config = new AmazonS3CryptoConfigurationV2(SecurityProfile.V2AndLegacy)
{

StorageMode = CryptoStorageMode.ObjectMetadata
};

var s3EncClient = new AmazonS3EncryptionClientV2(config, materials);

// Create, encrypt, and put the object
await s3EncClient.PutObjectAsync(new PutObjectRequest

{

BucketName = bucketName,

Key = itemName,

ContentBody = File.ReadAllText(fileName)
1)

// Get, decrypt, and return the object
return await s3EncClient.GetObjectAsync(new GetObjectRequest

{
BucketName = bucketName,
Key = itemName
1)
}
TEARB

ARED RN T AR EXRSENMTENRD,
SDK &

NuGet B E :
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* Amazon.Extensions.S3.Encryption

mIETTER

+ 5% Z2 B Amazon.Extensions.S3.Encryption

AmazonS3 EncryptionClient & V2

AmazonS3 CryptoConfiguration 4% V2

4% CryptoStorageMode

EncryptionMaterialsV 2 4

+ A ZEE Amazon.Extensions.S3.Encryption.Primitives

B KmsType

. fi5&Z2E Amazon.S3.Model

B4R GetObjectRequest

4 GetObjectResponse

B4R PutObjectRequest

« %% 22 Amazon, KeyManagementService

B4 AmazonKeyManagementServiceClient

+ %% 22 Amazon, KeyManagementService.Model

B4 CreateKeyRequest

4 CreateKeyResponse

K

using System;

using System.Collections.Generic;
using System.IO;

using System.Threading.Tasks;

using Amazon.Extensions.S3.Encryption;

using Amazon.Extensions.S3.Encryption.Primitives;
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using Amazon.S3.Model;
using Amazon.KeyManagementService;
using Amazon.KeyManagementService.Model;

namespace KmsS3Encryption

// Class to store text in an encrypted S3 object.
class Program

{

private const int MaxArgs = 3;

public static async Task Main(string[] args)
{
// Parse the command line and show help if necessary
var parsedArgs = CommandLine.Parse(args);
if((parsedArgs.Count == @) || (parsedArgs.Count > MaxArgs))
{
PrintHelp();
retuzrn;

// Get the application arguments from the parsed list
string bucketName =

CommandLine.GetArgument(parsedArgs, null, "-b", "--bucket-name");
string fileName =

CommandLine.GetArgument(parsedArgs, null, "-f", "--file-name");
string itemName =

CommandLine.GetArgument(parsedArgs, null, "-i", "--item-name");

if(string.IsNullOrEmpty(bucketName) || (string.IsNullOrEmpty(fileName)))

CommandLine.ErrorExit(

"\nOne or more of the required arguments is missing or incorrect." +

"\nRun the command with no arguments to see help.");
if(!'File.Exists(fileName))

CommandLine.ErrorExit($"\nThe given file {fileName} doesn't exist.");

if(string.IsNullOrEmpty(itemName))
itemName = Path.GetFileName(fileName);

// Create a customer master key (CMK) and store the result
CreateKeyResponse createKeyResponse =
await new AmazonKeyManagementServiceClient().CreateKeyAsync(new
CreateKeyRequest());
var kmsEncryptionContext = new Dictionary<string, string>();
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var kmsEncryptionMaterials = new EncryptionMaterialsV2(
createKeyResponse.KeyMetadata.KeyId, KmsType.KmsContext, kmsEncryptionContext);

// Create the object in the bucket, then display the content of the object
var putObjectResponse =
await CreateAndRetrieveObjectAsync(kmsEncryptionMaterials, bucketName,
fileName, itemName);
Stream stream = putObjectResponse.ResponseStream;
StreamReader reader = new StreamReader(stream);
Console.WritelLine(reader.ReadToEnd());

//

// Method to create and encrypt an object in an S3 bucket

static async Task<GetObjectResponse> CreateAndRetrieveObjectAsync(
EncryptionMaterialsV2 materials, string bucketName,
string fileName, string itemName)

// CryptoStorageMode.ObjectMetadata is required for KMS EncryptionMaterials
var config = new AmazonS3CryptoConfigurationV2(SecurityProfile.V2AndLegacy)
{

StorageMode = CryptoStorageMode.ObjectMetadata
};

var s3EncClient = new AmazonS3EncryptionClientV2(config, materials);

// Create, encrypt, and put the object
await s3EncClient.PutObjectAsync(new PutObjectRequest
{
BucketName = bucketName,
Key = itemName,
ContentBody = File.ReadAllText(fileName)
1);

// Get, decrypt, and return the object
return await s3EncClient.GetObjectAsync(new GetObjectRequest
{

BucketName = bucketName,

Key = itemName

1)

//
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// Command-line help

private static void PrintHelp()

{

Console.WritelLine(
"\nUsage: KmsS3Encryption -b <bucket-name> -f <file-name> [-i <item-name>]" +
"\n -b, --bucket-name: The name of an existing S3 bucket." +
"\n -f, --file-name: The name of a text file with content to encrypt and store
in S3." +

"\n -i, --item-name: The name you want to use for the item." +
"\n If item-name isn't given, file-name will be used.");

// Class that represents a command line on the console or terminal.
// (This is the same for all examples. When you have seen it once, you can ignore

it.)
static class CommandLine
{
//
// Method to parse a command line of the form: "--key value" or "-k value".
//

// Parameters:
// - args: The command-line arguments passed into the application by the system.
//
// Returns:
// A Dictionary with string Keys and Values.
//
// If a key is found without a matching value, Dictionary.Value is set to the key
// (including the dashes).
// If a value is found without a matching key, Dictionary.Key is set to "--NoKeyN",
// where "N" represents sequential numbers.
public static Dictionary<string,string> Parse(string[] args)
{
var parsedArgs = new Dictionary<string,string>();
int i = 0, n = 0;
while(i < args.Length)
{
// If the first argument in this iteration starts with a dash it's an option.
if(args[i].StartsWith("-"))
{

var key = args[i++];
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var value = key;

// Check to see if there's a value that goes with this option?
if((i < args.Length) && (l'args[i].StartsWith("-"))) value = args[i++];
parsedArgs.Add(key, value);

}
// If the first argument in this iteration doesn't start with a dash, it's a
value
else
{
parsedArgs.Add("--NoKey" + n.ToString(), args[i++]);
n++;
}
}
return parsedArgs;
}
//
// Method to get an argument from the parsed command-line arguments
//

// Parameters:
// - parsedArgs: The Dictionary object returned from the Parse() method (shown
above).
// - defaultValue: The default string to return if the specified key isn't in
parsedArgs.
// - keys: An array of keys to look for in parsedArgs.
public static string GetArgument(
Dictionary<string,string> parsedArgs, string defaultReturn, params string[] keys)
{
string retval = null;
foreach(var key in keys)
if(parsedArgs.TryGetValue(key, out retval)) break;
return retval ?? defaultReturn;

//

// Method to exit the application with an error.
public static void ErrorExit(string msg, int code=1)
{

Console.WriteLine("\nError");

Console.WriteLine(msg);

Environment.Exit(code);
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}
}

AN EEEBIW
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Amazon SNS,

5428 Amazon SNS F3

BUTR R B B g 51 i S8 BY Amazon SNS &8, SMNEEMITHAUKRSNMNEENEM. LRAIEAR
IAfEAmazonSimpleNotificationServiceClient,

// using Amazon.SimpleNotificationService;
// using Amazon.SimpleNotificationService.Model;

var client = new AmazonSimpleNotificationServiceClient();
var request = new ListTopicsRequest();
var response = new ListTopicsResponse();

do
{

response = client.ListTopics(request);

foreach (var topic in response.Topics)

{
Console.WriteLine("Topic: {@}", topic.TopicArn);

var subs = client.ListSubscriptionsByTopic(
new ListSubscriptionsByTopicRequest

{
TopicArn = topic.TopicArn

1)

var ss = subs.Subscriptions;

if (ss.Any())
{

Console.Writeline(" Subscriptions:");
foreach (var sub in ss)

{

Console.WriteLine(" {0}", sub.SubscriptionArn);

var attrs = client.GetTopicAttributes(
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new GetTopicAttributesRequest

{
TopicArn = topic.TopicArn
}) .Attributes;

if (attrs.Any())

{
Console.WritelLine(" Attributes:");
foreach (var attr in attrs)
{
Console.WriteLine(" {0} = {1}", attr.Key, attr.Value);
}
}

Console.WriteLine();

request.NextToken = response.NextToken;

} while (!string.IsNullOrEmpty(response.NextToken));

58 B &£3i%ZF| Amazon SNS =&

AR RS RIS R an )it 5l B & 32 2 Amazon SNS =8 A, ZRHIEB T —15% , Bl Amazon SNS
FHA ARN,

using System;
using System.Ling;
using System.Threading.Tasks;

using Amazon;
using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;

namespace SnsSendMessage

{

class Program
{
static void Main(string[] args)
{
/* Topic ARNs must be in the correct format:
& arn:aws:sns:REGION:ACCOUNT_ID:NAME
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west-2

*

*  where:
* REGION is the region in which the topic is created, such

* ACCOUNT_ID is your (typically) 12-character account ID

*  NAME is the name of the topic
*/
string topicArn = args[0Q];
string message = "Hello at " + DateTime.Now.ToShortTimeString();

var client = new AmazonSimpleNotificationServiceClient(region:

Amazon.RegionEndpoint.USWest2);

var request = new PublishRequest

{
Message = message,
TopicArn = topicAzrn

I

try

{
var response = client.Publish(request);
Console.WriteLine("Message sent to topic:");
Console.WriteLine(message);

}

catch (Exception ex)

{
Console.WriteLine("Caught exception publishing request:");
Console.WriteLine(ex.Message);

}

SRTEN RS SEEXRDNANGTITHENZTZTEIHNES GitHub,

o —NEiFEESBAE SMSHE

BATF 7RG

BRI E B ESBRE SMS HE. ZRFIRA-—1MS8 , BEESHE |, 25

T P HER B9 P A A% =X AR B4R — b

using System;

as us-

WK FE
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using System.Ling;

using System.Threading.Tasks;

using Amazon;

using Amazon.SimpleNotificationService;

using Amazon.SimpleNotificationService.Model;

namespace SnsPublish

{

class Program

{

static void Main(string[] args)

{

// US phone numbers must be in the correct format:

// *+1 (nnn) nnn-nnnn OR +1nnnnnnnnnn

string number = args[0];

string message = "Hello at " + DateTime.Now.ToShortTimeString();

var client = new AmazonSimpleNotificationServiceClient(region:

Amazon.RegionEndpoint.USWest2);

var request = new PublishRequest

{
Message = message,
PhoneNumber = number

};
try
var response = client.Publish(request);

Console.WriteLine("Message sent to " + number + ":");
Console.WriteLine(message);

}

catch (Exception ex)

{

Console.WriteLine("Caught exception publishing request:");
Console.WriteLine(ex.Message);

BFSRTENRS , BFARNAMNGSITHENZTZREMNESR GitHub.
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//
// Method to show a list of the existing queues
private static async Task ShowQueues(IAmazonSQS sqsClient)
{
ListQueuesResponse responselist = await sqsClient.ListQueuesAsync("");
Console.WriteLine();
foreach(string qUrl in responselist.QueueUrls)
{
// Get and show all attributes. Could also get a subset.
await ShowAllAttributes(sqsClient, qUrl);
}
}

//
// Method to show all attributes of a queue
private static async Task ShowAllAttributes(IAmazonSQS sqsClient, string qUrl)

{
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var attributes = new List<string>{ QueueAttributeName.All };
GetQueueAttributesResponse responseGetAtt =
await sqsClient.GetQueueAttributesAsync(qUrl, attributes);
Console.WriteLine($"Queue: {qUrl}");
foreach(var att in responseGetAtt.Attributes)
Console.WriteLine($"\t{att.Key}: {att.Valuel}");

BIZEAS
LU AR BRBIZBAF. 2 BRBESEERABIRIER |, BRSIF —EFEEIEEF,
AEFRENROIERT LA BB ERER.

//

// Method to create a queue. Returns the queue URL.

private static async Task<string> CreateQueue(
IAmazonSQS sqsClient, string gName, string deadlLetterQueueUrl=null,
string maxReceiveCount=null, string receiveWaitTime=null)

var attrs = new Dictionary<string, string>();
// If a dead-letter queue is given, create a message queue

if(!string.IsNullOrEmpty(deadLetterQueueUlrl))
{

attrs.Add(QueueAttributeName.ReceiveMessageWaitTimeSeconds, receiveWaitTime);

attrs.Add(QueueAttributeName.RedrivePolicy,
$"{{\"deadLetterTargetArn\":\"{await GetQueueArn(sqsClient,
deadLetterQueueUrl)}\"," +
$"\"maxReceiveCount\":\"{maxReceiveCountI}\"}1}");

// Add other attributes for the message queue such as VisibilityTimeout

}

// If no dead-letter queue is given, create one of those instead
//else

//{

// // Add attributes for the dead-letter queue as needed

// attrs.Add();

//%

// Create the queue

CreateQueueResponse responseCreate = await sqsClient.CreateQueueAsync(
new CreateQueueRequest{QueueName = gName, Attributes = attrs});

return responseCreate.Queuelrl;
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}

FRENEAZIHY ARN
AT AR5 i BRFR B 45 EBA 51 URL #R1RAYBASIAY ARN,
REBREBNRGIERT I RAOERBER.

//
// Method to get the ARN of a queue
private static async Task<string> GetQueueArn(IAmazonSQS sqsClient, string qUrl)

{
GetQueueAttributesResponse responseGetAtt = await
sgqsClient.GetQueueAttributesAsync(
qUrl, new List<string>{QueueAttributeName.QueueArn});
return responseGetAtt.QueueARN;

}

EERD

EHHERT EAREINEXSENTENRE,
SDK &&

NuGet B :
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WIETTER

o & Z%E Amazon.SQS

Amazon £ SQSClient

4R QueueAttributeName
. A %8 Amazon.SQS.Model

4R CreateQueueRequest

4 CreateQueueResponse

M4 GetQueueAttributesResponse
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4R ListQueuesResponse

(8T

using System;

using System.Threading.Tasks;
using System.Collections.Generic;
using Amazon.SQS;

using Amazon.SQS.Model;

namespace SQSCreateQueue

// Class to create a queue

class Program

{
private const string MaxReceiveCount = "10";
private const string ReceiveMessageWaitTime = "2";
private const int MaxArgs = 3;

static async Task Main(string[] args)

{
// Parse the command line and show help if necessary
var parsedArgs = CommandLine.Parse(args);
if(parsedArgs.Count > MaxArgs)
CommandLine.ErrorExit(
"\nToo many command-line arguments.\nRun the command with no arguments to see
help.");
// Create the Amazon SQS client
var sqsClient = new AmazonSQSClient();
// In the case of no command-line arguments, just show help and the existing
queues
if(parsedArgs.Count == 0)
{
PrintHelp();
Console.WriteLine("\nNo arguments specified.");
Console.Write("Do you want to see a list of the existing queues? ((y) or n):
o

string response = Console.ReadlLine();
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if((string.IsNullOrEmpty(response)) || (response.TolLower() == "y"))
await ShowQueues(sqgsClient);
retuzrn;

// Get the application arguments from the parsed list
string queueName =

CommandLine.GetArgument(parsedArgs, null, "-q",
string deadlLetterQueueUrl =

'--queue-name");

CommandLine.GetArgument(parsedArgs, null, "-d", "--dead-letter-queue");
string maxReceiveCount =
CommandLine.GetArgument(parsedArgs, MaxReceiveCount, "-m", "--max-receive-
count");

string receiveWaitTime =

CommandLine.GetArgument(parsedArgs, ReceiveMessageWaitTime, "-w", "--wait-

time");

help.

if(string.IsNullOrEmpty(queueName))
CommandLine.ErrorExit(
"\nYou must supply a queue name.\nRun the command with no arguments to see

5

// If a dead-letter queue wasn't given, create one
if(string.IsNullOrEmpty(deadlLetterQueuelrl))
{
Console.WriteLine("\nNo dead-letter queue was specified. Creating one...");
deadLetterQueueUrl = await CreateQueue(sqgsClient, queueName + "__dlq");
Console.WriteLine($"Your new dead-letter queue:");
await ShowAllAttributes(sgsClient, deadLetterQueueUrl);

// Create the message queue
string messageQueueUrl = await CreateQueue(
sqsClient, queueName, deadlLetterQueueUrl, maxReceiveCount, receiveWaitTime);
Console.WriteLine($"Your new message queue:");
await ShowAllAttributes(sqsClient, messageQueueUrl);

//
// Method to show a list of the existing queues
private static async Task ShowQueues(IAmazonSQS sgsClient)

{

ListQueuesResponse responselList = await sqgsClient.ListQueuesAsync("");
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Console.WriteLine();

foreach(string qUrl in responselist.QueueUrls)

{
// Get and show all attributes. Could also get a subset.
await ShowAllAttributes(sgsClient, qUrl);

//

// Method to create a queue. Returns the queue URL.

private static async Task<string> CreateQueue(
IAmazonSQS sqsClient, string gName, string deadlLetterQueueUrl=null,
string maxReceiveCount=null, string receiveWaitTime=null)

var attrs = new Dictionary<string, string>();

// If a dead-letter queue is given, create a message queue
if(!string.IsNullOrEmpty(deadLetterQueuelrl))
{
attrs.Add(QueueAttributeName.ReceiveMessageWaitTimeSeconds, receiveWaitTime);
attrs.Add(QueueAttributeName.RedrivePolicy,
$"{{\"deadLetterTargetArn\":\"{await GetQueueArn(sqsClient,
deadLetterQueueUrl)}\"," +
$"\"maxReceiveCount\":\"{maxReceiveCount}\"}1}");
// Add other attributes for the message queue such as VisibilityTimeout

}

// If no dead-letter queue is given, create one of those instead
//else

//{

// // Add attributes for the dead-letter queue as needed

// attrs.Add();

//}

// Create the queue

CreateQueueResponse responseCreate = await sqsClient.CreateQueueAsync(
new CreateQueueRequest{QueueName = gName, Attributes = attrs});

return responseCreate.Queuelrl;

//
// Method to get the ARN of a queue
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private static async Task<string> GetQueueArn(IAmazonSQS sqsClient, string qUrl)
{
GetQueueAttributesResponse responseGetAtt = await
sgsClient.GetQueueAttributesAsync(
qUrl, new List<string>{QueueAttributeName.QueueArn});
return responseGetAtt.QueueARN;

//
// Method to show all attributes of a queue
private static async Task ShowAllAttributes(IAmazonSQS sqsClient, string qUrl)

{
var attributes = new List<string>{ QueueAttributeName.All };
GetQueueAttributesResponse responseGetAtt =
await sqsClient.GetQueueAttributesAsync(qUrl, attributes);
Console.WritelLine($"Queue: {qUrl}");
foreach(var att in responseGetAtt.Attributes)
Console.WriteLine($"\t{att.Key}: {att.Valuel}");
}
//

// Command-line help
private static void PrintHelp()
{
Console.WriteLine(
"\nUsage: SQSCreateQueue -q <queue-name> [-d <dead-letter-queue>]" +
" [-m <max-receive-count>] [-w <wait-time>]" +
"\n -qg, --queue-name: The name of the queue you want to create." +
"\n -d, --dead-letter-queue: The URL of an existing queue to be used as the
dead-letter queue."+
"\n If this argument isn't supplied, a new dead-letter queue will be
created." +
"\n -m, --max-receive-count: The value for maxReceiveCount in the RedrivePolicy
of the queue." +
$"\n Default is {MaxReceiveCount}." +
"\n -w, --wait-time: The value for ReceiveMessageWaitTimeSeconds of the queue
for long polling." +
$"\n Default is {ReceiveMessageWaitTime}.");
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// Class that represents a command line on the console or terminal.
// (This is the same for all examples. When you have seen it once, you can ignore

it.)
static class CommandLine
{
//
// Method to parse a command line of the form: "--key value" or "-k value".
//

// Parameters:
// - args: The command-line arguments passed into the application by the system.
//
// Returns:
// A Dictionary with string Keys and Values.
//
// If a key is found without a matching value, Dictionary.Value is set to the key
// (including the dashes).
// If a value is found without a matching key, Dictionary.Key is set to "--NoKeyN",
// where "N" represents sequential numbers.
public static Dictionary<string,string> Parse(string[] args)
{
var parsedArgs = new Dictionary<string,string>();
int i = 0, n = 0;
while(i < args.Length)

{
// If the first argument in this iteration starts with a dash it's an option.
if(args[i].StartsWith("-"))
{
var key = args[i++];
var value = key;
// Check to see if there's a value that goes with this option?
if((i < args.Length) && (l'args[i].StartsWith("-"))) value = args[i++];
parsedArgs.Add(key, value);
}
// If the first argument in this iteration doesn't start with a dash, it's a
value
else
{
parsedArgs.Add("--NoKey" + n.ToString(), args[i++]);
n++;
}
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}
return parsedArgs;
}
//
// Method to get an argument from the parsed command-line arguments
//

// Parameters:
// - parsedArgs: The Dictionary object returned from the Parse() method (shown
above).
// - defaultValue: The default string to return if the specified key isn't in
parsedArgs.
// - keys: An array of keys to look for in parsedArgs.
public static string GetArgument(
Dictionary<string,string> parsedArgs, string defaultReturn, params string[] keys)
{
string retval = null;
foreach(var key in keys)
if(parsedArgs.TryGetValue(key, out retval)) break;
return retval ?? defaultReturn;

//

// Method to exit the application with an error.
public static void ErrorExit(string msg, int code=1)

{

Console.WriteLine("\nError");
Console.WritelLine(msg);
Environment.Exit(code);
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//
// Method to show all attributes of a queue
private static async Task ShowAllAttributes(IAmazonSQS sqsClient, string qUrl)
{
GetQueueAttributesResponse responseGetAtt =
await sqsClient.GetQueueAttributesAsync(qUrl,
new List<string>{ QueueAttributeName.All });
Console.WriteLine($"Queue: {qUrll}");
foreach(var att in responseGetAtt.Attributes)
Console.WriteLine($"\t{att.Key}: {att.valuel}");
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//
// Method to check the name of the attribute
private static bool ValidAttribute(string attribute)

{

var attOk = false;
var gAttNameType = typeof(QueueAttributeName);
List<string> gAttNamefields = new List<string>();
foreach(var field in gAttNameType.GetFields())
gAttNamefields.Add(field.Name);
foreach(var name in gAttNamefields)

if(attribute == name) { attOk = true; break; }
return attOk;
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//

// Method to update a queue attribute
private static async Task UpdateAttribute(
TIAmazonSQS sqsClient, string qUrl, string attribute, string value)

{

await sqgsClient.SetQueueAttributesAsync(qUrl,
new Dictionary<string, string>{{attribute, value}});
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using System;

using System.Collections.Generic;
using System.Threading.Tasks;
using Amazon.SQS;

using Amazon.SQS.Model;

namespace SQSUpdateQueue

{
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// Class to update a queue
class Program
{
private const int MaxArgs = 3;
private const int InvalidArgCount = 2;

static async Task Main(string[] args)
{
// Parse the command line and show help if necessary
var parsedArgs = CommandLine.Parse(args);
if(parsedArgs.Count == 0)
{
PrintHelp();
return;
}
if((parsedArgs.Count > MaxArgs) || (parsedArgs.Count == InvalidArgCount))
CommandLine.ErrorExit("\nThe number of command-line arguments is incorrect." +
"\nRun the command with no arguments to see help.");

// Get the application arguments from the parsed list

var qUrl = CommandLine.GetArgument(parsedArgs, null, "-q");

var attribute = CommandLine.GetArgument(parsedArgs, null, "-a");

var value = CommandLine.GetArgument(parsedArgs, null, "-v", "--value");

if(string.IsNullOrEmpty(qUrl))
CommandLine.ErrorExit("\nYou must supply at least a queue URL." +
"\nRun the command with no arguments to see help.");

// Create the Amazon SQS client
var sqsClient = new AmazonSQSClient();

// In the case of one command-line argument, just show the attributes for the
queue
if(parsedArgs.Count == 1)
await ShowAllAttributes(sgsClient, qUrl);

// Otherwise, attempt to update the given queue attribute with the given value
else
{

// Check to see if the attribute is valid

if(ValidAttribute(attribute))

{
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// Perform the update and then show all the attributes of the queue
await UpdateAttribute(sqsClient, qUrl, attribute, value);
await ShowAllAttributes(sgsClient, qUrl);

}
else
{
Console.WriteLine($"\nThe given attribute name, {attribute}, isn't valid.");
}
}
}
//

// Method to show all attributes of a queue
private static async Task ShowAllAttributes(IAmazonSQS sqsClient, string qUrl)
{
GetQueueAttributesResponse responseGetAtt =
await sqsClient.GetQueueAttributesAsync(qUrl,
new List<string>{ QueueAttributeName.All });
Console.WriteLine($"Queue: {qUrl}");
foreach(var att in responseGetAtt.Attributes)
Console.WriteLine($"\t{att.Key}: {att.Valuel}");

//
// Method to check the name of the attribute
private static bool ValidAttribute(string attribute)
{
var attOk = false;
var gAttNameType = typeof(QueueAttributeName);
List<string> gAttNamefields = new List<string>();
foreach(var field in gAttNameType.GetFields())
gAttNamefields.Add(field.Name);
foreach(var name in gAttNamefields)
if(attribute == name) { attOk = true; break; }
return attOk;

//
// Method to update a queue attribute
private static async Task UpdateAttribute(
IAmazonSQS sqsClient, string qUrl, string attribute, string value)
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{
await sqsClient.SetQueueAttributesAsync(qUrl,
new Dictionary<string, string>{{attribute, value}});
}
//

// Command-line help

private static void PrintHelp()

{
Console.WriteLine("\nUsage: SQSUpdateQueue -q queue_url [-a attribute -v

valuel");

Console.WriteLine(" -q: The URL of the queue you want to update.");
Console.WriteLine(" -a: The name of the attribute to update.");
Console.WriteLine(" -v, --value: The value to assign to the attribute.");

// Class that represents a command line on the console or terminal.
// (This is the same for all examples. When you have seen it once, you can ignore

it.)
static class CommandLine
{
//
// Method to parse a command line of the form: "--key value" or "-k value".
//

// Parameters:
// - args: The command-line arguments passed into the application by the system.
//
// Returns:
// A Dictionary with string Keys and Values.
//
// If a key is found without a matching value, Dictionary.Value is set to the key
// (including the dashes).
// If a value is found without a matching key, Dictionary.Key is set to "--NoKeyN",
// where "N" represents sequential numbers.
public static Dictionary<string,string> Parse(string[] args)
{
var parsedArgs = new Dictionary<string,string>();
int 1 =0, n = 0;
while(i < args.Length)
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{
// If the first argument in this iteration starts with a dash it's an option.
if(args[i].StartswWith("-"))
{
var key = args[i++];
var value = key;
// Check to see if there's a value that goes with this option?
if((i < args.Length) && (largs[i].StartsWith("-"))) value = args[i++];
parsedArgs.Add(key, value);
}
// If the first argument in this iteration doesn't start with a dash, it's a
value
else
{
parsedArgs.Add("--NoKey" + n.ToString(), args[i++]);
n++;
}
}
return parsedArgs;
}
//
// Method to get an argument from the parsed command-line arguments
//

// Parameters:
// - parsedArgs: The Dictionary object returned from the Parse() method (shown
above).
// - defaultValue: The default string to return if the specified key isn't in
parsedArgs.
// - keys: An array of keys to look for in parsedArgs.
public static string GetArgument(
Dictionary<string,string> parsedArgs, string defaultReturn, params string[] keys)
{
string retval = null;
foreach(var key in keys)
if(parsedArgs.TryGetValue(key, out retval)) break;
return retval ?? defaultReturn;

//

// Method to exit the application with an error.
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public static void ErrorExit(string msg, int code=1)

{
Console.WriteLine("\nError");
Console.WritelLine(msg);
Environment.Exit(code);

}
}

}
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//
// Method to delete an SQS queue
private static async Task DeleteQueue(IAmazonSQS sqgsClient, string qUrl)
{
Console.WriteLine($"Deleting queue {qUrl}...");
await sqsClient.DeleteQueueAsync(qUrl);
Console.WriteLine($"Queue {qUrl} has been deleted.");
}
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//
// Method to wait up to a given number of seconds
private static async Task Wait(

IAmazonSQS sqsClient, int numSeconds, string quUrl)

Console.WriteLine($"Waiting for up to {numSeconds} seconds.");
Console.WriteLine("Press any key to stop waiting. (Response might be slightly
delayed.)");
for(int i=0; i<numSeconds; i++)
{
Console.Write(".");
Thread.Sleep(1000);
if(Console.KeyAvailable) break;

// Check to see if the queue is gone yet
var found = false;
ListQueuesResponse responselist = await sqsClient.ListQueuesAsync("");
foreach(var url in responselist.QueueUrls)
{
if(url == qUrl)
{
found = true;
break;

}
if(!found) break;
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//

// Method to show a list of the existing queues
private static async Task ListQueues(IAmazonSQS sqsClient)

{

ListQueuesResponse responselList

Console.WriteLine("\nList of queues:");

foreach(var qUrl in responselist.QueueUrls)
Console.WriteLine($"- {quUrll}");

}
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using System;

using System.Threading;

using System.Threading.Tasks;
using Amazon.SQS;

using Amazon.SQS.Model;

await sqgsClient.ListQueuesAsync("");
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namespace SQSDeleteQueue

// Class to update a queue
class Program
{

private const int TimeToWait = 60;

static async Task Main(string[] args)
{
// Create the Amazon SQS client
var sqsClient = new AmazonSQSClient();

// If no command-line arguments, just show a list of the queues
if(args.Length == 0)
{

Console.WriteLine("\nUsage: SQSCreateQueue queue_url");

Console.WritelLine(" queue_url - The URL of the queue you want to delete.");

Console.WriteLine("\nNo arguments specified.");

Console.Write("Do you want to see a list of the existing queues? ((y) or n):

");
var response = Console.ReadlLine();
if((string.IsNullOrEmpty(response)) || (response.ToLower() == "y"))
await ListQueues(sgsClient);
retuzrn;

// If given a queue URL, delete that queue
if(args[@].StartsWith("https://sqs."))
{
// Delete the queue
await DeleteQueue(sqsClient, args[0]);
// Wait for a little while because it takes a while for the queue to disappear
await Wait(sqsClient, TimeToWait, args[0]);
// Show a list of the remaining queues
await ListQueues(sqgsClient);
}
else
{
Console.WriteLine("The command-line argument isn't a queue URL:");
Console.WriteLine($"{args[0]1}");
}
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}

//
// Method to delete an SQS queue
private static async Task DeleteQueue(IAmazonSQS sqgsClient, string quUrl)
{
Console.WriteLine($"Deleting queue {qUrl}...");
await sqsClient.DeleteQueueAsync(qUrl);
Console.WriteLine($"Queue {qUrl} has been deleted.");
}

//
// Method to wait up to a given number of seconds
private static async Task Wait(
IAmazonSQS sqsClient, int numSeconds, string qUrl)
{
Console.WriteLine($"Waiting for up to {numSeconds} seconds.");
Console.WriteLine("Press any key to stop waiting. (Response might be slightly
delayed.)");
for(int i=0; i<numSeconds; i++)
{
Console.Write(".");
Thread.Sleep(1000);
if(Console.KeyAvailable) break;

// Check to see if the queue is gone yet
var found = false;
ListQueuesResponse responselList = await sqgsClient.ListQueuesAsync("");
foreach(var url in responselist.QueueUrls)
{
if(url == qUrl)
{
found = true;
break;

}
if(!found) break;

//
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// Method to show a list of the existing queues
private static async Task ListQueues(IAmazonSQS sgsClient)

{
ListQueuesResponse responselList = await sqgsClient.ListQueuesAsync("");
Console.WriteLine("\nList of queues:");
foreach(var qUrl in responselist.QueueUrls)
Console.WriteLine($"- {qUrl}");
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//
// Method to put a message on a queue

// Could be expanded to include message attributes, etc., in a SendMessageRequest
private static async Task SendMessage(

IAmazonSQS sqsClient, string qUrl, string messageBody)
{
SendMessageResponse responseSendMsg =
await sqgsClient.SendMessageAsync(qUrl, messageBody);
Console.WriteLine($"Message added to queue\n {qUrl}");

Console.WritelLine($"HttpStatusCode: {responseSendMsg.HttpStatusCodel}");
}
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//

// Method to put a batch of messages on a queue

// Could be expanded to include message attributes, etc.,
// in the SendMessageBatchRequestEntry objects

private static async Task SendMessageBatch(

IAmazonSQS sqsClient, string qUrl, List<SendMessageBatchRequestEntry> messages)
{

Console.WriteLine($"\nSending a batch of messages to queue\n {qUrl}");
SendMessageBatchResponse responseSendBatch =
await sqsClient.SendMessageBatchAsync(qUrl, messages);
// Could test responseSendBatch.Failed here
foreach(SendMessageBatchResultEntry entry in responseSendBatch.Successful)
Console.WriteLine($"Message {entry.Id} successfully queued.");
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//
// Method to delete all messages from the queue
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private static async Task DeleteAllMessages(IAmazonSQS sqsClient, string qUrl)

{

Console.WriteLine($"\nPurging messages from queue\n {qUrl}...");

PurgeQueueResponse responsePurge =

Console.WritelLine($"HttpStatusCode:

}
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using System;

using System.Collections.Generic;
using System.Threading.Tasks;
using Amazon.SQS;

using Amazon.SQS.Model;

await sqsClient.PurgeQueueAsync(qUrl);

{responsePurge.HttpStatusCode}");
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namespace SQSSendMessages

// Class to send messages to a queue
class Program
{
// Some example messages to send to the queue
private const string JsonMessage = "{\"product\":[{\"name\":\"Product A\",\"price
\": \"32\"}, {\"name\": \"Product B\",\"price\": \"27\"3}1}";

private const string XmlMessage = "<products><product name=\"Product A\" price=
\"32\" /><product name=\"Product B\" price=\"27\" /></products>";

private const string CustomMessage = "||product]|Product A|32||product|Product B|
271"

private const string TextMessage = "Just a plain text message.";

static async Task Main(string[] args)

{

// Do some checks on the command-line
if(args.Length == 0)

{
Console.WriteLine("\nUsage: SQSSendMessages queue_url");
Console.WriteLine(" queue_url - The URL of an existing SQS queue.");
retuzrn;

}

if(largs[@].StartswWith("https://sqgs."))

{

Console.WriteLine("\nThe command-line argument isn't a queue URL:");
Console.WriteLine($"{args[0]1}");
retuzrn;

// Create the Amazon SQS client
var sqsClient = new AmazonSQSClient();

// (could verify that the queue exists)

// Send some example messages to the given queue
// A single message

await SendMessage(sqsClient, args[@], JsonMessage);

// A batch of messages
var batchMessages = new List<SendMessageBatchRequestEntry>{
new SendMessageBatchRequestEntry('"xmlMsg", XmlMessage),
new SendMessageBatchRequestEntry("customeMsg", CustomMessage),
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new SendMessageBatchRequestEntry('"textMsg", TextMessage)};
await SendMessageBatch(sqsClient, args[@], batchMessages);

// Let the user send their own messages or quit
await InteractWithUser(sqsClient, args[0]);

// Delete all messages that are still in the queue
await DeleteAllMessages(sqsClient, args[Q]);

//
// Method to put a message on a queue
// Could be expanded to include message attributes, etc., in a SendMessageRequest
private static async Task SendMessage(
IAmazonSQS sqsClient, string qUrl, string messageBody)

SendMessageResponse responseSendMsg =

await sqsClient.SendMessageAsync(qUrl, messageBody);
Console.WriteLine($"Message added to queue\n {qUrl}");
Console.WriteLine($"HttpStatusCode: {responseSendMsg.HttpStatusCodel}");

}

//
// Method to put a batch of messages on a queue
// Could be expanded to include message attributes, etc.,
// in the SendMessageBatchRequestEntry objects
private static async Task SendMessageBatch(
IAmazonSQS sqsClient, string qUrl, List<SendMessageBatchRequestEntry> messages)

Console.WriteLine($"\nSending a batch of messages to queue\n {qUrl}");
SendMessageBatchResponse responseSendBatch =
await sqsClient.SendMessageBatchAsync(qUrl, messages);
// Could test responseSendBatch.Failed here
foreach(SendMessageBatchResultEntry entry in responseSendBatch.Successful)
Console.WriteLine($"Message {entry.Id} successfully queued.");

//

// Method to get input from the user

// They can provide messages to put in the queue or exit the application
private static async Task InteractWithUser(IAmazonSQS sqsClient, string qUrl)
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{

string response;
while (true)
{

// Get the user's input

Console.WriteLine("\nType a message for the queue or \"exit\" to quit:");
response = Console.ReadlLine();

if(response.ToLower() == "exit") break;

// Put the user's message in the queue
await SendMessage(sqgsClient, qUrl, response);

//

// Method to delete all messages from the queue

private static async Task DeleteAllMessages(IAmazonSQS sqsClient, string qUrl)

{
Console.WriteLine($"\nPurging messages from queue\n {qUrl}...");
PurgeQueueResponse responsePurge = await sqsClient.PurgeQueueAsync(qUrl);
Console.WriteLine($"HttpStatusCode: {responsePurge.HttpStatusCodel}");

}

A ETEEWM

- EXHENESRE (ZEAYNES ) WER |, 2159 Amazon Simple Queue Service FF R A R
ERPSEEHENETE D

 HBA-EREENST  EIEMRRASIER, LRARFRE-FEEN  BECHRE
EFRFIH , CoTAENENGIHR, AXTLRBROESEE | H55 Amazon SQS TR
#e

« RTYBREMI , BEALUNERANEL. BXESER , FEHEE LHE,
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IR Amazon SQS B E

ORGSR R R EW SEA T .NET 8 Amazon SDK 3R E Amazon SQS BAFIHIEE |, AT LA
BEmES RIS EA Amazon SQS #ZH| & I 1ZAS. NARFEMASIFER—FER , LBZER
(EXRfP  EEHELEREREX) , AEMBAIITRIBRIZER. RARFRESXESR B3
BRFEES LB A—MNE,

W RBIM B E AR ZUCEEWN REI AT LA —EFER , LLEEF Amazon SQS FHEER.

ATFETRETHRENFR, WEERT ZRENZERE , FETUREFHENIZT.

F&

- BYCER

- WERES

- EEN

- FHAEEEM

BYCER
LUT R H ERM 4R ERBA B URL #RIRAYBA IR WUE B
REBREBHRAERT I RAOERBER.

//
// Method to read a message from the given queue
// In this example, it gets one message at a time
private static async Task<ReceiveMessageResponse> GetMessage(
IAmazonSQS sqsClient, string qUrl, int waitTime=0)
{
return await sqsClient.ReceiveMessageAsync(new ReceiveMessageRequest{
QueueUrl=qUrl,
MaxNumberOfMessages=MaxMessages,
WaitTimeSeconds=waitTime
// (Could also request attributes, set visibility timeout, etc.)
1)
}

1 BRSE R
LA A5 b BRI BR T R B 45 EBA 5 URL #R1REVBA SRV H B
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//
// Method to delete a message from a queue
private static async Task DeleteMessage(
IAmazonSQS sqsClient, Message message, string qUrl)
{
Console.WriteLine($"\nDeleting message {message.MessageId} from queue...");
await sqsClient.DeleteMessageAsync(qUrl, message.ReceiptHandle);
}
TEAB
WD ERT ARFINEXSENTERB,
SDK &
NuGet 2X :
« AWSSDK.SQS
wmETR
+ %% ZE[E Amazon.SQS
Amazon £ i} SQSClient
« @& ZA Amazon.SQS.Model
4 ReceiveMessageRequest
MR ReceiveMessageResponse
(¥E
using System;
using System.Threading.Tasks;
using Amazon.SQS;
using Amazon.SQS.Model;
namespace SQSReceiveMessages
{
class Program
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FRARER

{

private const int MaxMessages = 1;
private const int WaitTime = 2;
static async Task Main(string[] args)

{

// Do some checks on the command-line
if(args.Length == 0)

{
Console.WriteLine("\nUsage: SQSReceiveMessages queue_url");
Console.WritelLine(" queue_url - The URL of an existing SQS queue.");
retuzrn;

}

if(largs[@].StartswWith("https://sqs."))

{

Console.WriteLine("\nThe command-line argument isn't a queue URL:");
Console.WriteLine($"{args[0]1}");
retuzrn;

// Create the Amazon SQS client
var sqsClient = new AmazonSQSClient();

// (could verify that the queue exists)

// Read messages from the queue and perform appropriate actions
Console.WriteLine($"Reading messages from queue\n {args[0]}");
Console.WriteLine("Press any key to stop. (Response might be slightly

delayed.)");

do
{
var msg = await GetMessage(sqsClient, args[0], WaitTime);
if(msg.Messages.Count != Q)
{
if(ProcessMessage(msg.Messages[0]))
await DeleteMessage(sqsClient, msg.Messages[@], args[0Q]);

}
} while(!Console.KeyAvailable);

//

// Method to read a message from the given queue
// In this example, it gets one message at a time
private static async Task<ReceiveMessageResponse> GetMessage(

IAmazonSQS sqsClient, string qUrl, int waitTime=0)
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{
return await sqsClient.ReceiveMessageAsync(new ReceiveMessageRequest{
QueueUrl=qUrl,
MaxNumberOfMessages=MaxMessages,
WaitTimeSeconds=waitTime
// (Could also request attributes, set visibility timeout, etc.)
1);
}
//

// Method to process a message

// In this example, it simply prints the message

private static bool ProcessMessage(Message message)

{
Console.WriteLine($"\nMessage body of {message.MessageId}:");
Console.WriteLine($"{message.Bodyl}");
return true;

//
// Method to delete a message from a queue
private static async Task DeleteMessage(
IAmazonSQS sqsClient, Message message, string qUrl)

{
Console.WriteLine($"\nDeleting message {message.MessageIld} from queue...");
await sqsClient.DeleteMessageAsync(qUrl, message.ReceiptHandle);
}
}
}
BN EEEM

- ATEEKRNA , W RFIESXAA ReceiveMessageAsync J5 AR & E A%
WaitTimeSeconds & %o

ORI AEBI 2 R EHBASIRT 5 ReceiveMessageWaitTimeSeconds BHERBFIFMAIEEE
EEKRIM,

AXERAEKLHANEER , F3H (Amazon Simple Queue Service FF XA RIERM) FHERIHA
511,
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- HBAEBEYREDR , BUUFEABEKRIRRESCEE TN HER, BXNARTHBRENER , S
% Amazon SQSClient 3ChangeMessageVisibilityAsynct %,

- i DeleteMessageAsync 5 EFREZMA b MRATIRMIBRE 2 |, 7187 WL 148 A% & 204,

Amazon Lambda A FitE RS

EAT NET 8 Amazon SDK %3F Amazon Lambda , L EMBE R EER SR TZETRE, B
XEZEE |, 15 Amazon Lambda 7= @R EH Amazon Lambda FF X AR 1EE , L HRFER C#

o

APls

SEAT NET 89 Amazon SDK #17E APIs 7 Amazon Lambda. APIls {E/&eEmE A I, x2S
FMEHZ Lambda Thek, EEBTEMN APIs , i85 AT NET 8 Amazon SDK APl ZZH#
Lambda,

Lambda APIs i @i, NuGet

FRFM

Fraaedl , FRAREEZHRENMEMNRE, EEERSDK EEFHEER.
HER

Bk Amazon Lambda J&id.NET Aspire #{TFHF ZMEE. , S FEEK.NE Amazon T Aspire.

£

EF&

- EREMERSmE Amazon Lambda B i

FERAX#EREHE Amazon Lambda B3k

E4RE Lambda R , BENEEREAXENLEBERNAB , FEH Amazon CloudFormation i
UEMITHEES ., Lambda EB2—NMEZR , BT HEE NET 6 Lambda EREHI 238 | MM ik £
C# ‘" E Lambda WK E B A,

MREBHPIGAMEA Lambda SERERNFL , FERUT AN FHEME KD H Ko
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AfEMA Lambda ;&

public class Functions

{
public APIGatewayProxyResponse LambdaMathPlus(APIGatewayProxyRequest request,

ILambdaContext context)

{
if (!request.PathParameters.TryGetValue("x", out var xs))
{
return new APIGatewayProxyResponse
{
StatusCode = (int)HttpStatusCode.BadRequest
I
}
if (!request.PathParameters.TryGetValue("y", out var ys))
{
return new APIGatewayProxyResponse
{
StatusCode = (int)HttpStatusCode.BadRequest
};
}
var x = int.Parse(xs);
var y = int.Parse(ys);
return new APIGatewayProxyResponse
{
StatusCode = (int)HttpStatusCode.OK,
Body = (x + y).ToString(),
Headers = new Dictionary<string, string> { { "Content-Type", "text/
plain" } }
};
}

£ Lambda ;¥

public class Functions

{
[LambdaFunction]

[RestApi("/plus/{x}/{y}")]
public int Plus(int x, int y)

{

Lambda X 288



EMT NET #9 Amazon SDK (V3) FEAGIERE

return x + vy;

WRBIFTR , Lambda JERB A LUHEBRYT L Boilerplate XBHER,

BRIAEAZERUARESESR , FSAUTHER

Bx Lambda ;B APIs & 8 X GitHub B X4,
Fx Lambda IBMEECE,
The Amazon.Lambda.Annotations NuGet BFa.

BERFEEBIEFE GitHub, E4AmME |, 1§85 R I E BiRPamApiAnnotations X 44 H By TR ]
%t Lambda B 51,

NEREMER FHTF NET B Amazon SDK

UTETEERXRTET SDK OB SR EMERNE R, XLEFMIEREM KD SDK ZHEER
IR A AL R LTS RITNRE,

MREFRHE ERAT NET B Amazon SDK , N AJREEEABEFZRE T HET, HAEH TG
FRIEQWEENE,

Frazn , FAREETHMENTNENIRE, EEEESDK HEEFHER.

EH
« Amazon .NET #JE B EEHEZE
+ £ Amazon 5.NET Aspire £ & F .NET #J Amazon SDK

Amazon .NET BYH B4 IBAESR

NET Amazon JEEAEEL R — Amazon REER |, L 7T EAL I ERERASIRS (SQS), T
I, 51 2 3@ &0 Amazon BR%S (SNS) Simple Notification Service FIE & & AR HY.NET 5 S4B R A
BFWITAR. EventBridgeZERHBD THEAAREERENFRABE  FEEBEXHANEAER
REFETFUSREBE, BEXZERNAEICTFLANFAEE , BSHBEXE NET Amazon BB EE
ZRE T (MR ) » F—MAORANRETER , BT HEARE AP ARANERAER ZRABNX S,
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FRARER

 [@ SQS KIFHBHFEMHKME SNS F. EventBridge

HERNEE A B, By EEE P iRt B i R
4038 Amazon Lambda BIER R HIHE B

FIFO (first-in-first-out) SQS BA %1 SNS E£&,
OpenTelemetry A Fig3%,

BARXEFHNYENFAREE , BEREBEXEN " &0 UKk THESIHHNER,

Fraazal , FAREEZHAFRENMEMNRE, EEEERSDK WEEFHEER.

H o8 R

+ NuGet.org EHIAWS .Messaging®H .

API Z2E % H,

GitHub 2% EE R BIREADME XX F https://github.com/aws/aws-dotnet-messaging/
REMBRN@@ NET RBUE A,

XkEMEN@@ NET EAE.

£

- FHRFERAERT.NET 89 Amazon SEEAEBAESR
EAERT.NET 89 Amazon SHEAIEER L mEE
FAERT.NET 8 Amazon SHEAEERFERAEE

¥ FIFO 53& AT .NET #) Amazon SH B BEREEEH
NET Amazon ;8 B4 IBAEZRAY H S8 F M I BuEN
J.NET BE X Amazon jH 4 EBAESR

NET Amazon SHEABERNLZEMH

FaEAER T .NET B9 Amazon JHEALEBAESE

Fraaeal , FRAREEZHRENIMENIRE, EEERSDK EEFHEER.

AEBRUNEERBYETRERAERLEELR, BRTERFANEEEFRN  BRHT

B &R R AR E N7 R

ERKIEEITARNERERNALEREA SQS HER , ZEHNHFEEATEARS. XBFEELE

— MR,
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FTRFHHNEIE

- BRANAEFRUNFKIEXTINNAREFAERNEERSNREEFEHANANR, BXEZER ,
#HZ# SQS. SN S W&2FFRHE KX BEventBridgeF X EiEM., FiESH README X4 iy
R ENR GitHub BYEE 5.

- EFEHAERTNET B Amazon SEEAEBELE | BIFIZAWS . Messaging NuGet@ R INE &I B
. il

dotnet add package AWS.Messaging

- ZEERENET WEKBUEA (D) BFBREEK. BN ENARERBHRED FHRAFER
InAddAwWSMessageBus®| DI A5 RELEHEL.

var builder = WebApplication.CreateBuilder(args);

// Register the AWS Message Processing Framework for .NET
builder.Services.AddAWSMessageBus(builder =>

{
// Register that you'll publish messages of type ChatMessage to an existing queue

builder.AddSQSPublisher<ChatMessage>("https://sqs.us-
west-2.amazonaws.com/012345678910/MyAppProd");
1)

iz

RIS EROMAMEFAERT.NET B9 Amazon SHEALEBIER, SRIBTHANARRF : — ASP.NET
Core Minimal API , FA T 7 APl &% T m W RNiE R et @ Amazon SQS BAFIKIEBE R |, AR —/NEATE
BITHEFHANARER  ATRIANLGEXLEHEE,

. AHEHHNEBMEAT.NET CLI, BRTUEABFEEITE (HI2.NET CLI F Microsoft Visual
Studio ) RKINITAHE, EXITENEER , BSALEMNEE T B4,

s AYERZEBEEMEA [default]MNABRBMERZIE, SRERIZEHIEREEREFMEW Amazon
SQS HEMMNNIR. BXELZEE , BZHAFEAEE SDK 4K IE Amazonfl SQS WR£F
11
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BITAHER , BABEL74 SQS HREERA,

- £l SQS FAF
- BIBEAETRBENAERF
- BIEASTAENAERF

- BE

212 SQS FA

AHEFE— SQS AFIKEEKEBEEMMNPZUCEE, TTLAER Amazon CLI i T2 —
X812 R\ %] Amazon Tools for PowerShell, 12 FIREIRRA S URL , AER LA ERENELREEFIEE

Bo
Amazon CLI

aws sqs create-queue --queue-name DemoQueue
Amazon Tools for PowerShell

New-SQSQueue -QueueName DemoQueue

EASTRHNARRF
ERAATSROBMET R NARERF

1. IFARTRAMISA R, ERFGEATLUEEFPCE NET 518 VBRERSE 4R,
2. EHRMXHRF , BITUTaTAGIE NET BB,

dotnet new webapi --name Publisher

3. SMBIFWEMNXHR, HINX.NET Amazon HEAEERMKBIX R,

cd Publisher
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dotnet add package AWS.Messaging

(@ Note

WM RIEAEFH &% Amazon IAM Identity Center BilE |, &5 4 RRHH
HNAWSSDK . SSOFIAWSSDK . SS00IDC,

4. FFHHProgram.csKRBEHRFUTREB,

using AWS.Messaging;
using Microsoft.AspNetCore.Mvc;
using Publisher;

var builder = WebApplication.CreateBuilder(args);

// Add services to the container.

// Learn more about configuring Swagger/OpenAPI at https://aka.ms/aspnetcore/
swashbuckle.

builder.Services.AddEndpointsApiExplorer();

builder.Services.AddSwaggerGen();

// Configure the AWS Message Processing Framework for .NET.
builder.Services.AddAWSMessageBus(builder =>
{
// Check for input SQS URL.
// The SQS URL should be passed as a command line argument or set in the Debug
launch profile.
if ((args.Length == 1) && (args[0@].Contains("https://sqs.")))

{
// Register that you'll publish messages of type GreetingMessage:
// 1. To a specified queue.
// 2. Using the message identifier "greetingMessage", which will be used
// by handlers to route the message to the appropriate handler.
builder.AddSQSPublisher<GreetingMessage>(args[0], 'greetingMessage");

}

// You can map additional message types to queues or topics here as well.

1);
var app = builder.Build();

// Configure the HTTP request pipeline.
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if (app.Environment.IsDevelopment())
{
app.UseSwagger();
app.UseSwaggerUI();

app.UseHttpsRedirection();

// Create an API Endpoint that receives GreetingMessage objects
// from the caller and then sends them as an SQS message.
app.MapPost("/greeting", async ([FromServices] IMessagePublisher publisher,
Publisher.GreetingMessage message) =>

{

return await PostGreeting(message, publisher);

b
.WithName("SendGreeting")
.WithOpenApi();

app.Run();

public partial class Program

{
/// <summary>
/// Endpoint for posting a greeting message.
/// </summary>
/// <param name="greetingMessage">The greeting message.</param>
/// <param name="messagePublisher">The message publisher.</param>
/// <returns>Async task result.</returns>
public static async Task<IResult> PostGreeting(GreetingMessage greetingMessage,
IMessagePublisher messagePublisher)

if (greetingMessage.SenderName == null || greetingMessage.Greeting == null)

{

return Results.BadRequest();
// Publish the message to the queue configured above.
await messagePublisher.PublishAsync(greetingMessage);

return Results.Ok();

namespace Publisher
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{

/// <summary>
/// This class represents the message contents.

/// </summary>
public class GreetingMessage

{
public string? SenderName { get; set; }
public string? Greeting { get; set; }
}

5. BTUTHT. XNZLITH—/1N#H Swagger Ul IR ERE O , AR EFNZIRE AP,

dotnet watch run <queue URL created earlier>

6. FF/greetingimmHikFiAA,
7. AEEIEEsenderNameMgreetingfd , RAFEFEHNIT. XSFARW APl , ©ELKIX SQS H

BIRHAGITAENARERF
EANTIRBNETAENARR,

1. IASRTRIFHK R, EXRJGEALEEPCE NET 51 B VBRERS MR,
2. TEBRMXHRF , BITUTaTAGE NET HE,

dotnet new console --name Handler

3. SMEBIFHIEMNSXHR, HINX.NET Amazon SEEABERNKB AR, EER
iMicrosoft.Extensions.Hosting® 4 a , EATEES NET EAEVIEEEZLE.,

cd Handler
dotnet add package AWS.Messaging
dotnet add package Microsoft.Extensions.Hosting

(@ Note

M RIEAEH &% Amazon IAM Identity Center Bilf |, i§5 SRR
HNAWSSDK . SSOFIAWSSDK . SSO0IDC,

Message Processing Framework 295


https://learn.microsoft.com/en-us/dotnet/core/extensions/generic-host

EMT NET #9 Amazon SDK (V3) FEAGIERE

4. fFhProgram.csRBEHRIUTREB,

using AWS.Messaging;

using Handler;

using Microsoft.Extensions.DependencyInjection;
using Microsoft.Extensions.Hosting;

var builder = Host.CreateDefaultBuilder(args);

builder.ConfigureServices(services =>
{
// Register the AWS Message Processing Framework for .NET.
services.AddAWSMessageBus(builder =>
{
// Check for input SQS URL.
// The SQS URL should be passed as a command line argument or set in the
Debug launch profile.
if ((args.Length == 1) && (args[0@].Contains("https://sqs.")))
{
// Register you'll poll the following queue.
builder.AddSQSPoller(args[@]);

// And that messages of type '"greetingMessage" should be:

// 1. Deserialized as GreetingMessage objects.

// 2. Which are then passed to GreetingMessageHandler.

builder.AddMessageHandler<GreetingMessageHandler,
GreetingMessage>('"greetingMessage");

}
// You can add additional message handlers here, using different message
types.
1);
1)

var host = builder.Build();
await host.RunAsync();

namespace Handler

{
/// <summary>
/// This class represents the message contents.
/// </summary>
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FRARER

6.

=
/B

public class GreetingMessage

{
public string? SenderName { get; set; }
public string? Greeting { get; set; }

/// <summary>
/// This handler is invoked each time you receive the message.

/// </summary>
public class GreetingMessageHandler : IMessageHandler<GreetingMessage>

{

public Task<MessageProcessStatus> HandleAsync(
MessageEnvelope<GreetingMessage> messageEnvelope,
CancellationToken token = default)
Console.WritelLine(
$"Received message {messageEnvelope.Message.Greeting} from

{messageEnvelope.Message.SenderName}");
return Task.FromResult(MessageProcessStatus.Success());

J‘g/ij\—Fﬁ%o J‘Z)ﬁE ﬂ] —/I\‘{ﬁﬁﬂfiﬁﬂgﬁiﬁﬁﬁ o

dotnet run <queue URL created earlier>

BAHETA , NARFRBEIAHESE -2 P REERAERUATHEER

Received message {greeting} from {senderName}

BT Ctrl+CrRM{FIER AR,

£/ Amazon CLI B LA T 5% 2 — Amazon Tools for PowerShell il BEA %1,

Amazon CLI

aws sqs delete-queue --queue-url "<queue URL created earlier>"
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Amazon Tools for PowerShell

Remove-SQSQueue -QueueUrl "<queue URL created earlier>"

FEAERT.NET B Amazon SHEANBERLAHEE

NET Amazon HELBERXFAF —MHSHHERRE, LE-MNHSHPEERE  EEE -1
R AR F P E R EX R AE R A,

BLTRBERTEARE Amazon RSB FAEEERENNARFNEE

var builder = WebApplication.CreateBuilder(args);

// Register the AWS Message Processing Framework for .NET
builder.Services.AddAWSMessageBus(builder =>
{
// Register that you'll send messages of type ChatMessage to an existing queue
builder.AddSQSPublisher<ChatMessage>("https://sqs.us-
west-2.amazonaws.com/012345678910/MyAppProd");

// Register that you'll publish messages of type OrderInfo to an existing SNS topic
builder.AddSNSPublisher<OrderInfo>("arn:aws:sns:us-west-2:012345678910:MyAppProd");

// Register that you'll publish messages of type FoodItem to an existing
EventBridge bus
builder.AddEventBridgePublisher<FoodItem>("arn:aws:events:us-
west-2:012345678910:event-bus/default");
1)

R HEEMIESRSS , IMessagePublisher§Z B E AR F, HAHEPuUblishAsyncHEXR
AAIERENTMAERRE, BARMESREESNXEBEETTEERATINE Wik,

FELLTRABIF , ASP.NET MVC #2281k B AP ChatMessage’H EMOrderInfoE# , AfF
DRFEAFRT S SQS ML S SNS, HiEERBEAUFERA LERENBRXHEKM.

[ApiController]

[Route("[controller]")]

public class PublisherController : ControllerBase
{

private readonly IMessagePublisher _messagePublisher;
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public PublisherController(IMessagePublisher messagePublisher)

{

_messagePublisher = messagePublisher;

[HttpPost("chatmessage", Name = "Chat Message")]
public async Task<IActionResult> PublishChatMessage([FromBody] ChatMessage message)

{
// Perform business and validation logic on the ChatMessage here.
if (message == null)
{

return BadRequest("A chat message was not submitted. Unable to forward to
the message queue.");

}
if (string.IsNullOrEmpty(message.MessageDescription))
{
return BadRequest('"The MessageDescription cannot be null or empty.");
}

// Send the ChatMessage to SQS, using the generic publisher.
await _messagePublisher.PublishAsync(message);

return 0k();

[HttpPost("order", Name = "Order")]
public async Task<IActionResult> PublishOrder([FromBody] OrderInfo message)

{
if (message == null)
{
return BadRequest("An order was not submitted.");
}
// Publish the OrderInfo to SNS, using the generic publisher.
await _messagePublisher.PublishAsync(message);
return 0k();
}

NTHEERAIMANNLERE  EREARNESREMAFHTHE. MABRT , XRHER
FI.NET XEN£E  SREBFEEN. IRGEERFHER | XNELEHEE , MAMRREDTA #
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EHEXNRNEN , X GIRERFELEFEM. R  WRETANGEZAPEREEE , H
ERESHMERIREESIHER , MR Emlﬁ,%ééﬁy‘uu\ﬁo

var builder = Host.CreateDefaultBuilder(args);

builder.ConfigureServices(services =>

{
// Register the AWS Message Processing Framework for .NET
services.AddAWSMessageBus(builder =>

{
// Register that you'll publish messages of type GreetingMessage to an existing
queue
builder.AddSQSPublisher<GreetingMessage>("https://sqs.us-
west-2.amazonaws.com/012345678910/MyAppProd", "greetingMessage");
1DF
1)

5 1E BR 55 B9 H R P

FEE RN ROIFERBEAIMessagePublisher , B LAREE BRI EE LR X BT
%K Amazon RS, ZEZRERNLSE SQS. Amazon SNS FL &b 12445 E AR
FMAEMME, EventBridgeXERFENEAMELFREIMUER T ZRS , HETUUEE
FISQSPublisherISNSPublisher, FEE##1T/EF AIEventBridgePublisher,

filgn , @ SQS FIFO BAFIRIFEER , MMREMNKEEL ID. ATRBBRETRT
#ZChatMessageRHl , BIMIEEAISQSPublisherKigE 4 E T SQS Wik,

public class PublisherController : ControllerBase

{
private readonly ISQSPublisher _sqsPublisher;

public PublisherController(ISQSPublisher sqsPublisher)

{
_sqsPublisher = sqsPublisher;

[HttpPost("chatmessage", Name = "Chat Message")]
public async Task<IActionResult> PublishChatMessage([FromBody] ChatMessage message)

{
// Perform business and validation logic on the ChatMessage here
if (message == null)
{
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return BadRequest("A chat message was not submitted. Unable to forward to

the message queue.");

}
if (string.IsNullOrEmpty(message.MessageDescription))
{
return BadRequest("The MessageDescription cannot be null or empty.");
}

// Send the ChatMessage to SQS using the injected ISQSPublisher, with SQS-
specific options
await _sqsPublisher.SendAsync(message, new SQSOptions

{
DelaySeconds = <delay-in-seconds>,
MessageAttributes = <message-attributes>,
MessageDeduplicationId = <message-deduplication-id>,
MessageGroupId = <message-group-id>

1)

return 0k();

3¥F SNS # EventBridge , 8 (JIAIEventBridgePublisher% Bl A ISNSPublisher i,

await _snsPublisher.PublishAsync(message, new SNSOptions

{
Subject = <subject>,
MessageAttributes = <message-attributes>,
MessageDeduplicationId = <message-deduplication-id>,
MessageGroupId = <message-group-id>

1)

await _eventBridgePublisher.PublishAsync(message, new EventBridgeOptions
{

DetailType = <detail-type>,

Resources = <resources>,

Source = <source>,

Time = <time>,

TraceHeader = <trace-header>

1)
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RANBRT  AERENEESREIMEREN BN, BR K SUUERABET HENRHERE
HRFHEN BN, BETUBZATRHHEENER EAT NET #9 Amazon SDK B i |, X%
RERERENERACHERENSHFNARFHIFETR.

await _sqsPublisher.SendAsync(message, new SQSOptions
{
OverrideClient = <override IAmazonSQS client>,
QueueUrl = <override queue URL>

1)

FEAERAT.NET B Amazon HEAEELFERAEE

NET Amazon jE A BER AV EEAZERIEF - MNEERERRS LA HHES. TUBISMHS
AEAHESE , HP—EHF KXW TR

SHEALIEES

EFAHEE  BEAZLNENSHEERAENIMessageHandlerEOXRIVE B BRERF, HEXREM
HEANEREF ZRNRFRED B BaREEN.

await Host.CreateDefaultBuilder(args)
.ConfigureServices(services =>
{
// Register the AWS Message Processing Framework for .NET
services.AddAWSMessageBus(builder =>
{
// Register an SQS Queue that the framework will poll for messages.
// NOTE: The URL given below is an example. Use the appropriate URL for
your SQS Queue.

builder.AddSQSPoller("https://sqs.us-west-2.amazonaws.com/012345678910/
MyAppProd");

// Register all IMessageHandler implementations with the message type they
should process.

// Here messages that match our ChatMessage .NET type will be handled by
our ChatMessageHandler
builder.AddMessageHandler<ChatMessageHandler, ChatMessage>();
1)
b
.Build()
.RunAsync();
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DUTRBERTHENTROEELERF, ChatMessage

public class ChatMessageHandler : IMessageHandler<ChatMessage>
{

public Task<MessageProcessStatus> HandleAsync(MessageEnvelope<ChatMessage>
messageEnvelope, CancellationToken token = default)

{
// Add business and validation logic here.
if (messageEnvelope == null)
{
return Task.FromResult(MessageProcessStatus.Failed());
}
if (messageEnvelope.Message == null)
{
return Task.FromResult(MessageProcessStatus.Failed());
}
ChatMessage message = messageEnvelope.Message;
Console.WriteLine($"Message Description: {message.MessageDescription}");
// Return success so the framework will delete the message from the queue.
return Task.FromResult(MessageProcessStatus.Success());
}

S\EBMessageEnvelope T EEEFEAN THIE. T©HImessageBHEREEER ( EAHI
FChatMessage )

A LLR EIMessageProcessStatus.Success () ARBHE S RINLE |, LM Amazon SQS
BA 5 Sl BRiZ5E B IR[ERfMessageProcessStatus.Failed() , SHEFRBENT|F |, JLAEZ
RASIRERAEHBERENS (HREEE ) .

EREREZITHRZEPLEEE

ZRIBAEA SQS BA%I URL #AddSQSPoller ABAE 3 — M KA EIZ TTHIBA I
BackgroundService , ZBASIIFIFE AT HLLEE R .

await Host.CreateDefaultBuilder(args)
.ConfigureServices(services =>

{
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// Register the AWS Message Processing Framework for .NET
services.AddAWSMessageBus(builder =>
{
// Register an SQS Queue that the framework will poll for messages.
// NOTE: The URL given below is an example. Use the appropriate URL for
your SQS Queue.
builder.AddSQSPoller("https://sqs.us-west-2.amazonaws.com/012345678910/
MyAppProd", options =>
{
// The maximum number of messages from this queue that the framework
will process concurrently on this client.
options.MaxNumberOfConcurrentMessages = 10;

// The duration each call to SQS will wait for new messages.
options.WaitTimeSeconds = 20;

1)

// Register all IMessageHandler implementations with the message type they
should process.
builder.AddMessageHandler<ChatMessageHandler, ChatMessage>();
1}
D)
.Build()
.RunAsync();

BLE SQS HER AR

W FASQSMessagePollerOptionsht AJ LABLE SQS JEERHEF. AddSQSPoller

« MaxNumberOfConcurrentMessages-BASIH AIE AL B HR K EE . BIAER 10,

« WaitTimeSeconds-S ReceiveMessage QS AAERFEBEARSIEHEREMNIFLERE ( AR
B ), MREEETA , NZMUMIRE R B FEFwaitTimeSeconds., ERIAEN 20,

BRI AL

SQS EEF AL MERAHE, H—NMEAEFTHLEBELEEEN , EQREEIIG  BEHTERS
RUEBIZER , HERESRERE. REREBRTRL A R EMMBIER , W E A6 & W ae
SERLEF-FHES.

ZEEAGREHSHEKHE LFIEELENESN T I EARE, BLE
ISQSMessagePollerOptionsht” EELE ITHAIASQSPoller,
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« VisibilityTimeout-ZEEERFEFERTPERFEBIEENFERE ( AR NEM ) . BRINER 30

« VisibilityTimeoutExtensionThreshold-=8 2/ A N A 7EIX LR S A BIHIRT |, HEZR
KA MER ( BEKVisibilityTimeout/L®4%h ) . BIAER 5,

e VisibilityTimeoutExtensionHeartbeatInterval-{ERKEENFEIHN LR &2 NHTHE
B ABREKETRNMBMINZE ( LAVisibilityTimeoutExtensionThreshold® &4 )
IAMER 1.

HEUTREIF , ERFE 1 DRE-ADELENEE. N TXEHSEEBXRAIRE 5 WHA , ER
2B FEE BN TR RBZER 30 B

// NOTE: The URL given below is an example. Use the appropriate URL for your SQS Queue.
builder.AddSQSPoller("https://sqs.us-west-2.amazonaws.com/012345678910/MyAppProd",
options =>

{
options.VisibilityTimeout = 30;
options.VisibilityTimeoutExtensionThreshold = 5;
VisibilityTimeoutExtensionHeartbeatInterval = 1;
1)

/b2 Amazon Lambda BZ R RIHE B

BT LARER T NET 89 Amazon BB EHELR S SQS 5 Lambda £/, X2
HAWS.Messaging.LambdaB 4 BRMEN ., FSEHERXHFHBER.

¥ FIFO 5EAF .NET 89 Amazon SEEABELERESFEH

N EEHFNEEEERRERMBREXEZNAHA , NET Amazon JHELALBHELR K #F first-in-first-out
(FIFO) Amazon SQS BAFIA Amazon SNS &,

.- &id

FOEE XM E FIFO BAFISEEET , MAREEEA ID , ZFREEHEAMBENE, BHEANNEER
G F4L 3, &R AESSE T SQS M SNS B ERHE R as LR TIHIRE,

await _sqsPublisher.PublishAsync(message, new SQSOptions
{
MessageDeduplicationId = <message-deduplication-id>,
MessageGroupIld = <message-group-id>

1)
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T 5

LR B FIFO BAFIREERT , RS RBEIXReceiveMessagesiAAMNZRIRF LA EHEAH
HEHRE . HEETUERENRASIA |, ER2Ba#H AREEN. fifo,

await Host.CreateDefaultBuilder(args)
.ConfigureServices(services =>

{

// Register the AWS Message Processing Framework for .NET.
services.AddAWSMessageBus(builder =>

{

// Because this is a FIFO queue, the framework automatically handles these
messages in order.

builder.AddSQSPoller("https://sqs.us-west-2.amazonaws.com/012345678910/
MPF.fifo");

builder.AddMessageHandler<OrderMessageHandler, OrderMessage>();
)i
1)
.Build()
.RunAsync();

NET Amazon JE ELBERM B Eid F AT HEN

(@ Note
XRER TR BN TR X, AN HFERT AT REE Ko

NET £ Amazon jHEALEEZR OpenTelemetry A FIB R ER KX A BB REEWIRER,
FHAWS.Messaging.Telemetry.OpenTelemetry @R MEMN, FSEHFRXH B'Cﬁ:ﬁllﬁﬁﬁﬁo

(® Note
BEXBXRERNLLER , HSM.NET Amazon SHEABERNL S M,

F.NET B ENX Amazon H B4 IBHELR

NET 89 Amazon JEEABERE=/TRMN ‘B AHE, REMLEEE -
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1. ERAE , ERHEEIEETRSEM Amazon-native R/, 0 , £ Amazon SQS # , BT
&R SendMessageiE R H A B RS E X KIMessageF K.

2. 1£ SQS BERMMBIAF , EZE FfMessageBodytE ( H&EMessageXd Tl &z SNS i &k )
®iEDetail}y JS EventBridge ON #& 3, CloudEventE B8 SERIZEN THE , L EHEERT
LAfEMessageEnvelopeXt R £ i/ 8)iX L& T 4,

3. #E&ME , CloudEvent JSON N RA M dataE BT EENHE RIZFEWAY.NET XI KA JSON
5.

"id":"b@2f156b-0f02-48cf-ae54-4fbbe@5cffba",
"source":"/aws/messaging",

"specversion":"1.0",
"type":"Publisher.Models.ChatMessage",
"time":"2023-11-21T16:36:02.8957126+00:00",
"data":"<the ChatMessage object serialized as JSON>"

FBA LB E N EHNEE S RFREAR

o "id"KEE—FHRREER. BIAMBERT , BRENFHHW GUID , BERALUEN S B 2HGUID
IMessageIldGenerator FHFHEFAZIDIABEPREETE,

o "type"EFIIMITFEERHAILERRF., RIAMERAT , eEASHEENNHN.NET KBNS
B, HBEEAIdSQSPublisher, TRFHEXEMEE B IHRAIFAddSNSPublisher , AT L&
dmessageTypeldentifierZHB&H I IZEAddEventBridgePublisher,

« "source"RTBNMNRAFIRSBRET HE,

- MENBRES , XNEHBEH ; WRE Amazon ECS L% % Amazon Lambda , N A EEH B
MES ARN ; IR 7E Amazon £, M733E4I ID EC2 , BN A EHEE. /aws/messaging

« AT LLBidAddMessageSourcesAddMessageSourceSuffixfE LB &E Lbi%
EMessageBusBuilder,

« "time"7£ UTC DateTime FiRE N HF], XU BIXIBCHWANABHFEEEAZ DI
IDateTimeHandler REEHFNREBEE,

- "data"BEENHEERIERZEWH NET HKRAE JSON RRER :

« ConfigureSerializationOptionson MessageBusBuilder RFZEEER LMK FFIL
SHEREERAN, System.Text.Json.JsonSerializerOptions
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s EX AHMEMHREREENBEEERERENEMITELE , BB
AddSerializationCallback on 3E¥lISerializationCallback#l EMiZE
MessageBusBuilder,

NET Amazon HEAEBEEN LM

NET 9 Amazon EEABERKS T 5 EHTF .NET B Amazon SDK 3 1TE{E Amazon, BXH %
2MNEZEE EAT NET 8 Amazon SDK , IS 74~ Amazon = REREHN L2,

HTFZE£ER , ZERTERARPRENBEES. MREHTRIKENSALLIIE , UWEERNTH
N@A EnableDataMessagelogging() Message Bus :

builder.Services.AddAWSMessageBus(bus =>

{
builder.EnableDataMessagelogging();

19F
NREEXIBENRLAE | HSHE2 EHURIEEEL.
£ Amazon 5.NET Aspire £ & T .NET #9 Amazon SDK
NET Aspire @ —MHESHENARFNFAEZ. B2, CARMIMRRE T —MgmEE , A
DEHEPET. EENARsHANARFNEAS. N THESRNABRFHNAIBTRER , K

1182 7 5.NET Aspire WERK , BT H.NET MARFIEEES Amazon BiR. XEE/KTEST
aspire.hosting.aws ¥ 2& NuGet 3k5.

LU .NET Aspire £ T A :

- BEB BT E EZH Amazon &iRAmazon CloudFormation, X2 7E.NET Aspire AppHost I
B EAN.

BXEZEER , FZRBEXEAMazon 5.NET Aspire K.

- EARRE, BEMEZILS#H DynamoDB, EAT NET B Amazon SDK XfhEE K2 E.NET
Aspire AppHost T B K.

BXEZEER , FZRBEXEAMazon 5.NET Aspire K.
« JAAmazon Lambda$/g At FF K IRE, XFPER R E.NET Aspire AppHost T B R ER,
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BXEZER , BSRBEXEMEM.NET Aspire HWEFE1H.NET Lambda NARERF (% 1 549 )
HEA NET Aspire #ZZFFi8.NET Lambda M ARERF (£ 2 B2 ) -

® Note
XRERA TSR IHEERN TR A 0 XA, Z<CAERERY AT BEEE Ko

HTFHINREA FTREMER , R EEEERERATIRIIEE, EXRETME AR MMLERIMANES
8 , FS W LW GitHubIT & IR ERE8 (A &3,

HER

Bxu{aEAA spire.hosting.aws FRENERNESFEEMFHARFE , BSEUTEIR,

+ & X EAmazon 5.NET Aspire K.

- BEXEMFEHNET Aspire EHIFIR.NET Lambda RIAREF (58 1 %% ) AREEH.NET Aspire 1§
EMFRNET Lambda MARERF (5 2 5 )

+ integrations-on-dotnet-aspire-for-aws F#E 2B H. GitHub
+ aspi NuGet re.hosting.aws 5428 iE 40 B R X4,

4" E Amazon OpsWorks LAfE A HER MR AR F

/A Warning
Amazon OpsWorks EEEFEAFWHRL , TEZIHEF. UEEFE 2024 £3 A5 5 A2
BTSN , SARRTMMNEANES , BRZBRSETETA, I T7TESXMER ,
BUMBEFRRIBIHMBRAR, BEXEZEE , SR 0psWorks F= o

XL FEAT .NET #9 Amazon SDK 323F Amazon OpsWorks , AElEMEE R NN BREFEHT
—fEEMRIEN TR, & Amazon OpsWorksBl , B A LAELE Amazon BiR, BEHKRE, NN

AREFRBIXERRURSEEETRL. BXREZELR |, S O0psWorks 7= i 7 H MAmazon
OpsWorks FIF#§m.
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APls

EATF .NET #9 Amazon SDK #17E APIs T Amazon OpsWorks. APIs & 8E8 F A #ti% % Amazon
OpsWorks Zh8E , fltNHFERE. EHIMNARFHN#KR. EEELERNR APIs , 55 EH
F .NET #) Amazon SDK APl & ( #}&z1 E “Amazon. OpsWorks*®).

Amazon OpsWorks APIs B 1HIEHAWSSDK, OpsWorks NuGet @2,

FRF M

Frazn , FAREETHMENTNENIRE, EEEESDK HEEFHER.

Support X Eftt Amazon RS FMEER X

BRETE S T P HEIRM Amazon RSN , BREEM EATF NET 89 Amazon SDK X RS, BXFE
YTENRESHER , 34 5T NET 8 Amazon SDK APl &%, APIs

BRT B Amazon BREMIGRZERES , ERHTF NET 89 Amazon SDK EREATHE : APIs

X i E #HiR R
Amazon Support DmEA NG R Amazon X% 2 Amazon, AWSSuppor
ZBIH Trusted Advisor Thag.,  tEBWD#, AWSSuppor
t.Model,
M # BhFE R #2% Amazon M Amazon.Ut

ilo
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using System;

using System.Threading.Tasks;

using Amazon;

using Amazon.CertificateManager;

using Amazon.CertificateManager.Model;

namespace DescribeCertificate

{

class DescribeCertificate

{
// The following example retrieves and displays the metadata for a
// certificate using the AWS Certificate Manager (ACM) service.
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// Specify your AWS Region (an example Region is shown).
private static readonly RegionEndpoint ACMRegion = RegionEndpoint.USEastl;
private static AmazonCertificateManagerClient _client;

static void Main(string[] args)
{
_client = new
Amazon.CertificateManager.AmazonCertificateManagerClient(ACMRegion);

var describeCertificateReq = new DescribeCertificateRequest();
// The ARN used here is just an example. Replace it with the ARN of
// a certificate that exists on your account.
describeCertificateReq.CertificateArn =
"arn:aws:acm:us-
east-1:123456789012:certificate/8cfd7dae-9b6a-2d07-92bc-1c309EXAMPLE";

var certificateDetailResp =
DescribeCertificateResponseAsync(client: _client, request:
describeCertificateReq);
var certificateDetail = certificateDetailResp.Result.Certificate;

if (certificateDetail is not null)

{
DisplayCertificateDetails(certificateDetail);

/// <summary>
/// Displays detailed metadata about a certificate retrieved
/// using the ACM service.
/// </summary>
/// <param name="certificateDetail">The object that contains details
/// returned from the call to DescribeCertificateAsync.</param>
static void DisplayCertificateDetails(CertificateDetail certificateDetail)
{
Console.WriteLine("\nCertificate Details: ");
Console.WriteLine($"Certificate Domain:
{certificateDetail.DomainName}");
Console.WriteLine($"Certificate Arn:
{certificateDetail.CertificateArn}");
Console.WriteLine($"Certificate Subject: {certificateDetail.Subject}");
Console.WriteLine($"Certificate Status: {certificateDetail.Status}");
foreach (var san in certificateDetail.SubjectAlternativeNames)
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{

Console.WriteLine($"Certificate SubjectAlternativeName: {san}");

/// <summary>

/// Retrieves the metadata associated with the ACM service certificate.

/// </summary>

/// <param name="client">An AmazonCertificateManagerClient object

/// used to call DescribeCertificateResponse.</param>

/// <param name="request">The DescribeCertificateRequest object that

/// will be passed to the method call.</param>

/// <returns></returns>

static async Task<DescribeCertificateResponse>
DescribeCertificateResponseAsync(

AmazonCertificateManagerClient client, DescribeCertificateRequest

request)
{
var response = new DescribeCertificateResponse();
try
{
response = await client.DescribeCertificateAsync(request);
}
catch (InvalidArnException)
{
Console.WritelLine($"Error: The ARN specified is invalid.");
}
catch (ResourceNotFoundException)
{
Console.WritelLine($"Error: The specified certificate could not be
found.");
}
return response;
}
}
}
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ListCertificates
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BHIZETT.

using System;

using System.Threading.Tasks;

using Amazon;

using Amazon.CertificateManager;

using Amazon.CertificateManager.Model;

namespace ListCertificates
{
// The following example retrieves and displays a list of the
// certificates defined for the default account using the AWS
// Certificate Manager (ACM) service.
class ListCertificates
{
// Specify your AWS Region (an example Region is shown).

private static readonly RegionEndpoint ACMRegion = RegionEndpoint.USEastl;
private static AmazonCertificateManagerClient _client;

static void Main(string[] args)

{

_client = new AmazonCertificateManagerClient(ACMRegion);
var certificatelist = ListCertificatesResponseAsync(client: _client);

Console.WriteLine("Certificate Summary List\n");

foreach (var certificate in
certificatelList.Result.CertificateSummarylList)

{

Console.WriteLine($"Certificate Domain: {certificate.DomainNamel}");
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Console.WritelLine($"Cexrtificate ARN:
{certificate.CertificateArn}\n");
}
}

/// <summary>

/// Retrieves a list of the certificates defined in this Region.

/// </summary>

/// <param name="client">The ACM client object passed to the

/// ListCertificateResAsync method call.</param>

/// <param name="request'"></param>

/// <returns>The ListCertificatesResponse.</returns>

static async Task<ListCertificatesResponse> ListCertificatesResponseAsync(
AmazonCertificateManagerClient client)

{
var request = new ListCertificatesRequest();
var response = await client.ListCertificatesAsync(request);
return response;

}
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using Amazon.RDS;
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using Amazon.RDS.Model;
using Microsoft.Extensions.DependencyInjection;
using Microsoft.Extensions.Hosting;

namespace AuroraActions;

public static class HelloAurora

{

static async Task Main(string[] args)
{
// Use the AWS .NET Core Setup package to set up dependency injection for
the
// Amazon Relational Database Service (Amazon RDS).
// Use your AWS profile name, or leave it blank to use the default profile.
using var host = Host.CreateDefaultBuilder(args)
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonRDS>()
).Build();

// Now the client is available for injection. Fetching it directly here for
example purposes only.
var rdsClient = host.Services.GetRequiredService<IAmazonRDS>();

// You can use await and any of the async methods to get a response.

var response = await rdsClient.DescribeDBClustersAsync(new
DescribeDBClustersRequest { IncludeShared = true });

Console.WriteLine($"Hello Amazon RDS Aurora! Let's list some clusters in
this account:");

foreach (var cluster in response.DBClusters)

{

Console.WritelLine($"\tCluster: database: {cluster.DatabaseName}

identifier: {cluster.DBClusterIdentifier}.");

}
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using
using
using
using
using
using
using
using

Amazon.RDS;
Amazon.RDS.Model;
AuroraActions;

Microsoft.
Microsoft.
Microsoft.
Microsoft.
Microsoft.

Extensions

namespace AuroraScenario;

/// <summary>
/// Scenario for Amazon Aurora examples.

/// </summary>

public class AuroraScenario

{

.DependencyInjection;
Extensions.
Extensions.
Extensions.
Extensions.

Hosting;
Logging;
Logging.Console;
Logging.Debug;
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/*

Before running this .NET code example, set up your development environment,

including your credentials.

This .NET example performs the following tasks:

1.

Return a list of the available DB engine families for Aurora MySql using the

DescribeDBEngineVersionsAsync method.

2.

Select an engine family and create a custom DB cluster parameter group using

the CreateDBClusterParameterGroupAsync method.

3.
method.
4,
method.
5.
6.

7.

Get the parameter group using the DescribeDBClusterParameterGroupsAsync
Get some parameters in the group using the DescribeDBClusterParametersAsync

Parse and display some parameters in the group.

Modify the auto_increment_offset and auto_increment_increment parameters
using the ModifyDBClusterParameterGroupAsync method.

Get and display the updated parameters using the

DescribeDBClusterParametersAsync method with a source of "user".

8.

Get a list of allowed engine versions using the

DescribeDBEngineVersionsAsync method.

O

Create an Aurora DB cluster that contains a MySql database and uses the

parameter group.

10.
method.
11.

using the CreateDBClusterAsync method.
Wait for the DB cluster to be ready using the DescribeDBClustersAsync

Display and select from a list of instance classes available for the

selected engine and version

12.
method.
13.
14.
15.
method.
16.
method.
17.
18.
19.
20.

using the paginated DescribeOrderableDBInstanceOptions method.
Create a database instance in the cluster using the CreateDBInstanceAsync

Wait for the DB instance to be ready using the DescribeDBInstances method.
Display the connection endpoint string for the new DB cluster.
Create a snapshot of the DB cluster using the CreateDBClusterSnapshotAsync

Wait for DB snapshot to be ready using the DescribeDBClusterSnapshotsAsync

Delete the DB instance using the DeleteDBInstanceAsync method.

Delete the DB cluster using the DeleteDBClusterAsync method.

Wait for DB cluster to be deleted using the DescribeDBClustersAsync methods.
Delete the cluster parameter group using the

DeleteDBClusterParameterGroupAsync.

*/

private static readonly string sepBar = new('-', 80);
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private static AuroraWrapper auroraWrapper = null!;
private static ILogger logger = null!;

private static readonly string engine = "aurora-mysql";
static async Task Main(string[] args)
{

// Set up dependency injection for the Amazon Relational Database Service
(Amazon RDS).
using var host = Host.CreateDefaultBuilder(args)
.ConfigurelLogging(logging =>
logging.AddFilter("System", LogLevel.Debug)
.AddFilter<DebuglLoggerProvider>("Microsoft",
LogLevel.Information)
.AddFilter<ConsolelLoggerProvider>("Microsoft", LogLevel.Trace))
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonRDS>()
.AddTransient<AuroraWrapper>()
)
.Build();

logger = LoggerFactory.Create(builder =>

{
builder.AddConsole();
}).CreatelLogger<AuroraScenario>();

auroraWrapper = host.Services.GetRequiredService<AuroraWrapper>();

Console.WritelLine(sepBar);
Console.WritelLine(

"Welcome to the Amazon Aurora: get started with DB clusters example.");
Console.WritelLine(sepBar);

DBClusterParameterGroup parameterGroup = null!;
DBCluster? newCluster = null;
DBInstance? newInstance = null;

try
{

var parameterGroupFamily = await ChooseParameterGroupFamilyAsync();

parameterGroup = await
CreateDBParameterGroupAsync(parameterGroupFamily);

var parameters = await
DescribeParametersInGroupAsync(parameterGroup.DBClusterParameterGroupName,
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new List<string> { "auto_increment_offset",
"auto_increment_increment" });

await ModifyParametersAsync(parameterGroup.DBClusterParameterGroupName,
parameters);

await
DescribeUserSourceParameters(parameterGroup.DBClusterParameterGroupName);

var engineVersionChoice = await
ChooseDBEngineVersionAsync(parameterGroupFamily);

var newClusterIdentifier = "Example-Cluster-" + DateTime.Now.Ticks;

newCluster = await CreateNewCluster

(
parameterGroup,
engine,
engineVersionChoice.EngineVersion,
newClusterIdentifier

);

var instanceClassChoice = await ChooseDBInstanceClass(engine,
engineVersionChoice.EngineVersion);

var newInstanceldentifier = "Example-Instance-" + DateTime.Now.Ticks;

newInstance = await CreateNewInstance(
newClusterIdentifier,
engine,
engineVersionChoice.EngineVersion,
instanceClassChoice.DBInstanceClass,
newInstanceldentifier

);

DisplayConnectionString(newCluster!);
await CreateSnapshot(newCluster!);
await CleanupResources(newInstance, newCluster, parameterGroup);

Console.WritelLine("Scenario complete.");
Console.WritelLine(sepBar);

}

catch (Exception ex)
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{
await CleanupResources(newInstance, newCluster, parameterGroup);
logger.LogError(ex, "There was a problem executing the scenario.");

/// <summary>
/// Choose the Aurora DB parameter group family from a list of available
options.
/// </summary>
/// <returns>The selected parameter group family.</returns>
public static async Task<string> ChooseParameterGroupFamilyAsync()
{
Console.WritelLine(sepBar);
// 1. Get a list of available engines.
var engines = await
auroraWrapper.DescribeDBEngineVersionsForEngineAsync(engine);

Console.WriteLine($"1. The following is a list of available DB parameter
group families for engine {engine}:");

var parameterGroupFamilies =
engines.GroupBy(e => e.DBParameterGroupFamily).TolList();
for (var i = 1; i <= parameterGroupFamilies.Count; i++)

{

var parameterGroupFamily = parameterGroupFamilies[i - 1];

// List the available parameter group families.

Console.WritelLine(

$"\t{i}. Family: {parameterGroupFamily.Keyl}");

}
var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > parameterGroupFamilies.Count)
{

Console.WriteLine("2. Select an available DB parameter group family by
entering a number from the preceding list:");
var choice = Console.ReadLine();
Int32.TryParse(choice, out choiceNumber);
}
var parameterGroupFamilyChoice = parameterGroupFamilies[choiceNumber - 17;
Console.WritelLine(sepBar);
return parameterGroupFamilyChoice.Key;
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/// <summary>
/// Create and get information on a DB parameter group.

/// </summary>
/// <param name="dbParameterGroupFamily">The DBParameterGroupFamily for the new
DB parameter group.</param>
/// <returns>The new DBParameterGroup.</returns>
public static async Task<DBClusterParameterGroup>
CreateDBParameterGroupAsync(string dbParameterGroupFamily)
{
Console.WritelLine(sepBar);
Console.WriteLine($"2. Create new DB parameter group with family
{dbParameterGroupFamily}:");

var parameterGroup = await
auroraWrapper.CreateCustomClusterParameterGroupAsync(
dbParameterGroupFamily,
"ExampleParameterGroup-" + DateTime.Now.Ticks,
"New example parameter group");

var groupInfo =
await
auroraWrapper.DescribeCustomDBClusterParameterGroupAsync(parameterGroup.DBClusterParameterC

Console.WritelLine(
$"3. New DB parameter group created: \n\t{groupInfo?.Description}, \n
\tARN {groupInfo?.DBClusterParameterGroupName}");
Console.WritelLine(sepBar);
return parameterGroup;

/// <summary>
/// Get and describe parameters from a DBParameterGroup.

/// </summary>
/// <param name="parameterGroupName">The name of the DBParameterGroup.</param>
/// <param name="parameterNames'">Optional specific names of parameters to
describe.</param>
/// <returns>The list of requested parameters.</returns>
public static async Task<List<Parameter>> DescribeParametersInGroupAsync(string
parameterGroupName, List<string>? parameterNames = null)
{
Console.WritelLine(sepBar);
Console.WritelLine("4. Get some parameters from the group.");
Console.WritelLine(sepBar);
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var parameters =
await

auroraWrapper.DescribeDBClusterParametersInGroupAsync(parameterGroupName);

var matchingParameters =
parameters.Where(p => parameterNames == null ||

parameterNames.Contains(p.ParameterName)).TolList();

/17
/17
/17
/17
/17
/17

Console.WriteLine("5. Parameter information:");
matchingParameters.ForEach(p =>
Console.WriteLine(
$"\n\tParameter: {p.ParameterName}." +
$"\n\tDescription: {p.Description}." +
$"\n\tAllowed Values: {p.AllowedValues}." +
$"\n\tValue: {p.ParameterValue}."));

Console.WritelLine(sepBar);

return matchingParameters;

<summary>

Modify a parameter from a DBParameterGroup.

</summary>

<param name="parameterGroupName">Name of the DBParameterGroup.</param>
<param name='"parameters">The parameters to modify.</param>
<returns>Async task.</returns>

public static async Task ModifyParametersAsync(string parameterGroupName,
List<Parameter> parameters)

{

Console.WritelLine(sepBar);
Console.WriteLine("6. Modify some parameters in the group.");

await auroraWrapper.ModifyIntegerParametersInGroupAsync(parameterGroupName,

parameters);

/17
/17
/17
/17
/17

Console.WritelLine(sepBar);

<summary>

Describe the user source parameters in the group.

</summary>

<param name="parameterGroupName">The name of the DBParameterGroup.</param>
<returns>Async task.</returns>
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public static async Task DescribeUserSourceParameters(string parameterGroupName)

{
Console.WritelLine(sepBar);
Console.WriteLine("7. Describe updated user source parameters in the
group.");

var parameters =
await
auroraWrapper.DescribeDBClusterParametersInGroupAsync(parameterGroupName, "user");

parameters.ForEach(p =>
Console.WritelLine(
$"\n\tParameter: {p.ParameterName}." +
$"\n\tDescription: {p.Description}." +
$"\n\tAllowed Values: {p.AllowedValues}." +
$"\n\tValue: {p.ParameterValue}."));

Console.WritelLine(sepBar);

/// <summary>
/// Choose a DB engine version.
/// </summary>
/// <param name="dbParameterGroupFamily">DB parameter group family for engine
choice.</param>
/// <returns>The selected engine version.</returns>
public static async Task<DBEngineVersion> ChooseDBEngineVersionAsync(string
dbParameterGroupFamily)
{
Console.WritelLine(sepBar);
// Get a list of allowed engines.
var allowedEngines =
await auroraWrapper.DescribeDBEngineVersionsForEngineAsync(engine,
dbParameterGroupFamily);

Console.WriteLine($"Available DB engine versions for parameter group family
{dbParameterGroupFamily}:");

int i = 1;
foreach (var version in allowedEngines)
{

Console.WriteLine(
$"\t{i}. {version.DBEngineVersionDescription}.");
i++;

’
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var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > allowedEngines.Count)

{

Console.WriteLine("8. Select an available DB engine version by entering

a number from the list above:");
var choice = Console.ReadLine();
Int32.TryParse(choice, out choiceNumber);

var engineChoice = allowedEngines[choiceNumber - 1];
Console.WritelLine(sepBar);
return engineChoice;

/// <summary>

/// Create a new RDS DB cluster.

/// </summary>

/// <param name="parameterGroup">Parameter group to use for the DB cluster.</
aram>

/// <param name="engineName'">Engine to use for the DB cluster.</param>

/// <param name="engineVersion">Engine version to use for the DB cluster.</
aram>

/// <param name="clusterIdentifier">Cluster identifier to use for the DB
cluster.</param>

/// <returns>The new DB cluster.</returns>

public static async Task<DBCluster?> CreateNewCluster(DBClusterParameterGroup
parameterGroup,

string engineName, string engineVersion, string clusterIdentifier)

Console.WritelLine(sepBar);
Console.WriteLine($"9. Create a new DB cluster with identifier
{clusterIdentifier}.");

DBCluster newCluster;

var clusters = await auroraWrapper.DescribeDBClustersPagedAsync();

var isClusterCreated = clusters.Any(i => i.DBClusterIdentifier ==
clusterIdentifier);

if (isClusterCreated)
{
Console.WriteLine("Cluster already created.");
newCluster = clusters.First(i => i.DBClusterIdentifier ==
clusterIdentifier);
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}

else

{

Console.WritelLine("Enter an admin username:");
var username = Console.ReadLine();

Console.WriteLine("Enter an admin password:");
var password = Console.ReadlLine();

newCluster = await auroraWrapper.CreateDBClusterWithAdminAsync(
"ExampleDatabase",

clusterIdentifier,
parameterGroup.DBClusterParameterGroupName,
engineName,
engineVersion,
username!,
password!
);
Console.WriteLine("1@. Waiting for DB cluster to be ready...");
while (newCluster.Status != "available")
{

Console.Write(".");

Thread.Sleep(5000);

clusters = await
auroraWrapper.DescribeDBClustersPagedAsync(clusterIdentifier);

newCluster = clusters.First();

Console.WritelLine(sepBar);
return newCluster;

/// <summary>
/// Choose a DB instance class for a particular engine and engine version.

/// </summary>

/// <param name="engine">DB engine for DB instance choice.</param>

/// <param name="engineVersion">DB engine version for DB instance choice.</
param>

/// <returns>The selected orderable DB instance option.</returns>

public static async Task<OrderableDBInstanceOption> ChooseDBInstanceClass(string
engine, string engineVersion)

{
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Console.WritelLine(sepBar);
// Get a list of allowed DB instance classes.
var allowedInstances =
await auroraWrapper.DescribeOrderableDBInstanceOptionsPagedAsync(engine,
engineVersion);

Console.WriteLine($"Available DB instance classes for engine {engine} and
version {engineVersion}:");
int 1 = 1;

foreach (var instance in allowedInstances)
{
Console.WritelLine(
$"\t{i}. Instance class: {instance.DBInstanceClass} (storage type
{instance.StorageTypel})");
i++;

}

var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > allowedInstances.Count)
{
Console.WriteLine("11. Select an available DB instance class by entering
a number from the preceding list:");
var choice = Console.ReadLine();
Int32.TryParse(choice, out choiceNumber);

var instanceChoice = allowedInstances[choiceNumber - 1];
Console.WritelLine(sepBar);
return instanceChoice;

/// <summary>

/// Create a new DB instance.

/// </summary>

/// <param name="engineName">Engine to use for the DB instance.</param>

/// <param name="engineVersion">Engine version to use for the DB instance.</
param>

/// <param name="instanceClass">Instance class to use for the DB instance.</
param>

/// <param name="instancelIdentifier">Instance identifier to use for the DB
instance.</param>

/// <returns>The new DB instance.</returns>
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public static async Task<DBInstance?> CreateNewInstance(
string clusterIdentifier,
string engineName,
string engineVersion,
string instanceClass,
string instanceldentifier)

Console.WritelLine(sepBar);

Console.WriteLine($"12. Create a new DB instance with identifier
{instanceldentifier}.");

bool isInstanceReady = false;

DBInstance newInstance;

var instances = await auroraWrapper.DescribeDBInstancesPagedAsync();

isInstanceReady = instances.FirstOrDefault(i =>

i.DBInstanceldentifier == instanceldentifier)?.DBInstanceStatus ==

"available";

if (isInstanceReady)
{
Console.WriteLine("Instance already created.");
newInstance = instances.First(i => i.DBInstanceIldentifier ==

instanceldentifier);

}
else
{
newInstance = await auroraWrapper.CreateDBInstanceInClusterAsync(
clusterIdentifier,
instanceldentifier,
engineName,
engineVersion,
instanceClass
);
Console.WriteLine("13. Waiting for DB instance to be ready...");
while (!isInstanceReady)
{

Console.Write(".");

Thread.Sleep(5000);

instances = await
auroraWrapper.DescribeDBInstancesPagedAsync(instanceldentifier);

isInstanceReady = instances.FirstOrDefault()?.DBInstanceStatus ==
"available";

newInstance = instances.First();
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}

Console.WritelLine(sepBar);
return newlInstance;

/// <summary>
/// Display a connection string for an Amazon RDS DB cluster.

/// </summary>
/// <param name="cluster">The DB cluster to use to get a connection string.</

param>
public static void DisplayConnectionString(DBCluster cluster)
{
Console.WritelLine(sepBar);
// Display the connection string.
Console.WriteLine("14. New DB cluster connection string: ");
Console.WritelLine(
$"\n{engine} -h {cluster.Endpoint} -P {cluster.Port} "
+ $"-u {cluster.MasterUsername} -p [YOUR PASSWORDI\n");
Console.WritelLine(sepBar);
}

/// <summary>
/// Create a snapshot from an Amazon RDS DB cluster.

/// </summary>
/// <param name="cluster">DB cluster to use when creating a snapshot.</param>
/// <returns>The snapshot object.</returns>
public static async Task<DBClusterSnapshot> CreateSnapshot(DBCluster cluster)
{
Console.WritelLine(sepBar);
// Create a snapshot.
Console.WritelLine($"15. Creating snapshot from DB cluster
{cluster.DBClusterIdentifier}.");
var snapshot = await auroraWrapper.CreateClusterSnapshotByIdentifierAsync(
cluster.DBClusterIdentifier,
"ExampleSnapshot-" + DateTime.Now.Ticks);

// Wait for the snapshot to be available.
bool isSnapshotReady = false;

Console.WriteLine($"16. Waiting for snapshot to be ready...");
while (!isSnapshotReady)
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{
Console.Write(".");
Thread.Sleep(5000);
var snapshots =
await
auroraWrapper.DescribeDBClusterSnapshotsByIdentifierAsync(cluster.DBClusterIdentifier);
isSnapshotReady = snapshots.FirstOrDefault()?.Status == "available";
snapshot = snapshots.First();
}

Console.WriteLine(
$"Snapshot {snapshot.DBClusterSnapshotIdentifier} status is
{snapshot.Status}.");
Console.WritelLine(sepBar);
return snapshot;

/// <summary>
/// Clean up resources from the scenario.

/// </summary>
/// <param name="newInstance">The instance to clean up.</param>
/// <param name="newCluster">The cluster to clean up.</param>
/// <param name="parameterGroup'">The parameter group to clean up.</param>
/// <returns>Async Task.</returns>
private static async Task CleanupResources(
DBInstance? newlInstance,
DBCluster? newCluster,
DBClusterParameterGroup? parameterGroup)

Console.WriteLine(new string('-', 80));
Console.WritelLine($"Clean up resources.");

if (newInstance is not null && GetYesNoResponse($"\tClean up instance
{newInstance.DBInstanceIldentifier}? (y/n)"))
{
// Delete the DB instance.
Console.WriteLine($"17. Deleting the DB instance
{newInstance.DBInstanceIdentifier}.");
await
auroraWrapper.DeleteDBInstanceByIdentifierAsync(newInstance.DBInstanceldentifier);

}

if (newCluster is not null && GetYesNoResponse($"\tClean up cluster
{newCluster.DBClusterIdentifier}? (y/n)"))
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{

// Delete the DB cluster.

Console.WriteLine($"18. Deleting the DB cluster
{newCluster.DBClusterIdentifier}.");

await
auroraWrapper.DeleteDBClusterByIdentifierAsync(newCluster.DBClusterIdentifier);

// Wait for the DB cluster to delete.
Console.WriteLine($"19. Waiting for the DB cluster to delete...");
bool isClusterDeleted = false;

while (!isClusterDeleted)
{
Console.Write(".");
Thread.Sleep(5000);
var cluster = await auroraWrapper.DescribeDBClustersPagedAsync();
isClusterDeleted = cluster.All(i => i.DBClusterIdentifier !=
newCluster.DBClusterIdentifier);

}

Console.WriteLine("DB cluster deleted.");

if (parameterGroup is not null && GetYesNoResponse($"\tClean up parameter
group? (y/n)"))
{
Console.WriteLine($"20. Deleting the DB parameter group
{parameterGroup.DBClusterParameterGroupName}.");
await
auroraWrapper.DeleteClusterParameterGroupByNameAsync(parameterGroup.DBClusterParameterGroug
Console.WriteLine("Parameter group deleted.");

Console.WriteLine(new string('-', 80));

/// <summary>
/// Get a yes or no response from the user.

/// </summary>

/// <param name="question">The question string to print on the console.</param>
/// <returns>True if the user responds with a yes.</returns>

private static bool GetYesNoResponse(string question)

{

Console.WritelLine(question);
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var ynResponse = Console.ReadlLine();
var response = ynResponse != null &&
ynResponse.Equals("y",
StringComparison.InvariantCultureIgnoreCase);
return response;

ARSI Aurora IRENAERFHE,

using Amazon.RDS;
using Amazon.RDS.Model;

namespace AuroraActions;

/// <summary>
/// Wrapper for the Amazon Aurora cluster client operations.

/// </summary>
public class AuroraWrapper

{

private readonly IAmazonRDS _amazonRDS;

public AuroraWrapper(IAmazonRDS amazonRDS)

{

_amazonRDS = amazonRDS;

}

/// <summary>

/// Get a list of DB engine versions for a particular DB engine.

/// </summary>

/// <param name="engine">The name of the engine.</param>

/// <param name="parameterGroupFamily">Optional parameter group family name.</
param>

/// <returns>A list of DBEngineVersions.</returns>
public async Task<List<DBEngineVersion>>

DescribeDBEngineVersionsForEngineAsync(string engine,
string? parameterGroupFamily = null)

var response = await _amazonRDS.DescribeDBEngineVersionsAsync(
new DescribeDBEngineVersionsRequest()
{
Engine = engine,
DBParameterGroupFamily = parameterGroupFamily
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/17
/17
/17
/17

param>

/17
/17
/17

1)

return response.DBEngineVersions;

<summary>

Create a custom cluster parameter group.

</summary>

<param name="parameterGroupFamily">The family of the parameter group.</

<param name='"groupName">The name for the new parameter group.</param>
<param name="description">A description for the new parameter group.</param>
<returns>The new parameter group object.</returns>

public async Task<DBClusterParameterGroup>
CreateCustomClusterParameterGroupAsync(

/17
/17
/17
/17
/17
/17

string parameterGroupFamily,
string groupName,
string description)

var request = new CreateDBClusterParameterGroupRequest

{
DBParameterGroupFamily = parameterGroupFamily,
DBClusterParameterGroupName = groupName,
Description = description,

};

var response = await _amazonRDS.CreateDBClusterParameterGroupAsync(request);
return response.DBClusterParameterGroup;

<summary>

Describe the cluster parameters in a parameter group.

</summary>

<param name="groupName">The name of the parameter group.</param>
<param name="source">The optional name of the source filter.</param>
<returns>The collection of parameters.</returns>

public async Task<List<Parameter>>
DescribeDBClusterParametersInGroupAsync(string groupName, string? source = null)

{

var paramList = new List<Parameter>();

DescribeDBClusterParametersResponse response;
var request = new DescribeDBClusterParametersRequest

{

DBClusterParameterGroupName = groupName,
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/17
/17
/17
/17
/17

Source = source,

I

// Get the full list if there are multiple pages.

do

{
response = await _amazonRDS.DescribeDBClusterParametersAsync(request);
paramList.AddRange(response.Parameters);
request.Marker = response.Marker;

}

while (response.Marker is not null);

return paramlList;

<summary>

Get the description of a DB cluster parameter group by name.

</summary>

<param name='"name">The name of the DB parameter group to describe.</param>
<returns>The parameter group description.</returns>

public async Task<DBClusterParameterGroup?>
DescribeCustomDBClusterParameterGroupAsync(string name)

{

/17
/17
/17
/17
/17
/17
/17

var response = await _amazonRDS.DescribeDBClusterParameterGroupsAsync(
new DescribeDBClusterParameterGroupsRequest()

{

DBClusterParameterGroupName = name

1)

return response.DBClusterParameterGroups.FirstOrDefault();

<summary>

Modify the specified integer parameters with new values from user input.
</summary>

<param name='"groupName">The group name for the parameters.</param>

<param name="parameters">The list of integer parameters to modify.</param>
<param name="newValue">Optional int value to set for parameters.</param>
<returns>The name of the group that was modified.</returns>

public async Task<string> ModifyIntegerParametersInGroupAsync(string groupName,
List<Parameter> parameters, int newValue = 0)

{

foreach (var p in parameters)

{
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if (p.IsModifiable && p.DataType == "integer")
{
while (newValue == 0)
{
Console.WriteLine(
$"Enter a new value for {p.ParameterName} from the allowed
values {p.AllowedValues} ");

var choice = Console.ReadLine();
int.TryParse(choice, out newValue);

}
p.ParameterValue = newValue.ToString();
}
}
var request = new ModifyDBClusterParameterGroupRequest
{
Parameters = parameters,
DBClusterParameterGroupName = groupName,
};

var result = await _amazonRDS.ModifyDBClusterParameterGroupAsync(request);
return result.DBClusterParameterGroupName;

/// <summary>
/// Get a list of orderable DB instance options for a specific
/// engine and engine version.
/// </summary>
/// <param name="engine'">Name of the engine.</param>
/// <param name="engineVersion">Version of the engine.</param>
/// <returns>List of OrderableDBInstanceOptions.</returns>
public async Task<List<OrderableDBInstanceOption>>
DescribeOrderableDBInstanceOptionsPagedAsync(string engine, string engineVersion)
{
// Use a paginator to get a list of DB instance options.
var results = new List<OrderableDBInstanceOption>();
var paginateInstanceOptions =
_amazonRDS.Paginators.DescribeOrderableDBInstanceOptions(
new DescribeOrderableDBInstanceOptionsRequest()

{

Engine = engine,
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EngineVersion = engineVersion,
1)
// Get the entire list using the paginator.
await foreach (var instanceOptions in
paginateInstanceOptions.OrderableDBInstanceOptions)

{

results.Add(instanceOptions);

}

return results;

/// <summary>

/// Delete a particular parameter group by name.

/// </summary>

/// <param name="groupName">The name of the parameter group.</param>

/// <returns>True if successful.</returns>

public async Task<bool> DeleteClusterParameterGroupByNameAsync(string groupName)

{
var request = new DeleteDBClusterParameterGroupRequest
{
DBClusterParameterGroupName = groupName,
};
var response = await _amazonRDS.DeleteDBClusterParameterGroupAsync(request);
return response.HttpStatusCode == System.Net.HttpStatusCode.OK;
}

/// <summary>
/// Create a new cluster and database.
/// </summary>
/// <param name="dbName">The name of the new database.</param>
/// <param name="clusterIdentifier">The identifier of the cluster.</param>
/// <param name="parameterGroupName">The name of the parameter group.</param>
/// <param name="dbEngine">The engine to use for the new cluster.</param>
/// <param name="dbEngineVersion">The version of the engine to use.</param>
/// <param name="adminName">The admin username.</param>
/// <param name="adminPassword">The primary admin password.</param>
/// <returns>The cluster object.</returns>
public async Task<DBCluster> CreateDBClusterWithAdminAsync(

string dbName,

string clusterIdentifier,

string parameterGroupName,

string dbEngine,

string dbEngineVersion,
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/17
/17
/17
/17

string adminName,
string adminPassword)

var request = new CreateDBClusterRequest

{
DatabaseName = dbName,
DBClusterIdentifier = clusterIdentifier,
DBClusterParameterGroupName = parameterGroupName,
Engine = dbEngine,
EngineVersion = dbEngineVersion,
MasterUsername = adminName,
MasterUserPassword = adminPassword,
};

var response = await _amazonRDS.CreateDBClusterAsync(request);
return response.DBCluster;

<summary>

Returns a list of DB instances.

</summary>

<param name="dbInstanceldentifier">Optional name of a specific DB

instance.</param>

/17

<returns>List of DB instances.</returns>

public async Task<List<DBInstance>> DescribeDBInstancesPagedAsync(string?
dbInstanceldentifier = null)

{

/17
/17
/17

var results = new List<DBInstance>();

var instancesPaginator = _amazonRDS.Paginators.DescribeDBInstances(
new DescribeDBInstancesRequest
{

DBInstanceldentifier = dbInstanceldentifier
1);
// Get the entire list using the paginator.
await foreach (var instances in instancesPaginator.DBInstances)
{

results.Add(instances);

}

return results;

<summary>
Returns a list of DB clusters.
</summary>
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/// <param name="dbInstanceIldentifier">Optional name of a specific DB cluster.</

aram=>

/17

public async Task<List<DBCluster>> DescribeDBClustersPagedAsync(string?

<returns>List of DB clusters.</returns>

dbClusterIdentifier = null)

{

/17

/// Create an Amazon Relational Database Service (Amazon RDS) DB instance

var results = new List<DBCluster>();

DescribeDBClustersResponse response;
DescribeDBClustersRequest request = new DescribeDBClustersRequest

{
DBClusterIdentifier = dbClusterIdentifier

};

// Get the full list if there are multiple pages.

do

{
response = await _amazonRDS.DescribeDBClustersAsync(request);
results.AddRange(response.DBClusters);
request.Marker = response.Marker;

}

while (response.Marker is not null);
return results;

<summary>

/// with a particular set of properties. Use the action DescribeDBInstancesAsync

/17
/17
/17
/17
/17
/17
/17
/17

to determine when the DB instance is ready to use.

</summary>

<param name="dbInstanceIdentifier">DB instance identifier.</param>
<param name="dbClusterIdentifier">DB cluster identifier.</param>
<param name="dbEngine">The engine for the DB instance.</param>
<param name="dbEngineVersion">Version for the DB instance.</param>
<param name="instanceClass">Class for the DB instance.</param>
<returns>DB instance object.</returns>

public async Task<DBInstance> CreateDBInstanceInClusterAsync(

size.

string dbClusterIdentifier,
string dbInstanceldentifier,
string dbEngine,

string dbEngineVersion,
string instanceClass)

// When creating the instance within a cluster, do not specify the name or
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var response = await _amazonRDS.CreateDBInstanceAsync(
new CreateDBInstanceRequest()

{
DBClusterIdentifier = dbClusterIdentifier,
DBInstanceldentifier = dbInstanceldentifier,
Engine = dbEngine,
EngineVersion = dbEngineVersion,
DBInstanceClass = instanceClass

1);

return response.DBInstance;

/// <summary>
/// Create a snapshot of a cluster.
/// </summary>
/// <param name="dbClusterIdentifier">DB cluster identifier.</param>
/// <param name="snapshotIdentifier">Identifier for the snapshot.</param>
/// <returns>DB snapshot object.</returns>
public async Task<DBClusterSnapshot>
CreateClusterSnapshotByIdentifierAsync(string dbClusterIdentifier, string
snapshotIdentifier)
{
var response = await _amazonRDS.CreateDBClusterSnapshotAsync(
new CreateDBClusterSnapshotRequest()
{
DBClusterIdentifier = dbClusterIdentifier,
DBClusterSnapshotIdentifier = snapshotIdentifier,

1)

return response.DBClusterSnapshot;

/// <summary>
/// Return a list of DB snapshots for a particular DB cluster.

/// </summary>

/// <param name="dbClusterIdentifier">DB cluster identifier.</param>

/// <returns>List of DB snapshots.</returns>

public async Task<List<DBClusterSnapshot>>
DescribeDBClusterSnapshotsByIdentifierAsync(string dbClusterIdentifier)

{

var results = new List<DBClusterSnapshot>();

DescribeDBClusterSnapshotsResponse response;

EARThEE 343



EMT NET #9 Amazon SDK (V3) FEAGIERE

DescribeDBClusterSnapshotsRequest request = new
DescribeDBClusterSnapshotsRequest

{
DBClusterIdentifier = dbClusterIdentifier
};
// Get the full list if there are multiple pages.
do
{
response = await _amazonRDS.DescribeDBClusterSnapshotsAsync(request);
results.AddRange(response.DBClusterSnapshots);
request.Marker = response.Marker;
}

while (response.Marker is not null);
return results;

/// <summary>
/// Delete a particular DB cluster.

/// </summary>

/// <param name="dbClusterIdentifier">DB cluster identifier.</param>

/// <returns>DB cluster object.</returns>

public async Task<DBCluster> DeleteDBClusterByIdentifierAsync(string
dbClusterIdentifier)

{

var response = await _amazonRDS.DeleteDBClusterAsync(
new DeleteDBClusterRequest()

{
DBClusterIdentifier = dbClusterIdentifier,

SkipFinalSnapshot = true
1)

return response.DBCluster;

/// <summary>
/// Delete a particular DB instance.

/// </summary>

/// <param name="dbInstanceldentifier">DB instance identifier.</param>

/// <returns>DB instance object.</returns>

public async Task<DBInstance> DeleteDBInstanceByIdentifierAsync(string
dbInstanceldentifier)

{

var response = await _amazonRDS.DeleteDBInstanceAsync(
new DeleteDBInstanceRequest()
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{
DBInstanceldentifier = dbInstanceldentifier,
SkipFinalSnapshot = true,
DeleteAutomatedBackups = true
1);

return response.DBInstance;
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/// <summary>
/// Create a new cluster and database.
/// </summary>
/// <param name="dbName'">The name of the new database.</param>
/// <param name="clusterIdentifier">The identifier of the cluster.</param>
/// <param name="parameterGroupName">The name of the parameter group.</param>
/// <param name="dbEngine">The engine to use for the new cluster.</param>
/// <param name="dbEngineVersion">The version of the engine to use.</param>
/// <param name="adminName">The admin username.</param>
/// <param name="adminPassword">The primary admin password.</param>
/// <returns>The cluster object.</returns>
public async Task<DBCluster> CreateDBClusterWithAdminAsync(

string dbName,

string clusterIdentifier,

string parameterGroupName,

string dbEngine,

string dbEngineVersion,

string adminName,

string adminPassword)

{
var request = new CreateDBClusterRequest
{
DatabaseName = dbName,
DBClusterIdentifier = clusterIdentifier,
DBClusterParameterGroupName = parameterGroupName,
Engine = dbEngine,
EngineVersion = dbEngineVersion,
MasterUsername = adminName,
MasterUserPassword = adminPassword,
};
var response = await _amazonRDS.CreateDBClusterAsync(request);
return response.DBCluster;
}
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CreateDBClusterParameterGroup
TRIBBRHIERT MfAIEA CreateDBClusterParameterGroup,
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EMIZTT.

/// <summary>
/// Create a custom cluster parameter group.
/// </summary>
/// <param name="parameterGroupFamily">The family of the parameter group.</
param>
/// <param name="groupName">The name for the new parameter group.</param>
/// <param name="description">A description for the new parameter group.</param>
/// <returns>The new parameter group object.</returns>
public async Task<DBClusterParameterGroup>
CreateCustomClusterParameterGroupAsync(
string parameterGroupFamily,
string groupName,
string description)

var request = new CreateDBClusterParameterGroupRequest
{
DBParameterGroupFamily = parameterGroupFamily,
DBClusterParameterGroupName = groupName,
Description = description,

1Y

var response = await _amazonRDS.CreateDBClusterParameterGroupAsync(request);
return response.DBClusterParameterGroup;
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/// <summary>
/// Create a snapshot of a cluster.
/// </summary>
/// <param name="dbClusterIdentifier">DB cluster identifier.</param>
/// <param name="snapshotIdentifier">Identifier for the snapshot.</param>
/// <returns>DB snapshot object.</returns>
public async Task<DBClusterSnapshot>
CreateClusterSnapshotByIdentifierAsync(string dbClusterIdentifier, string
snapshotIdentifier)
{
var response = await _amazonRDS.CreateDBClusterSnapshotAsync(
new CreateDBClusterSnapshotRequest()
{
DBClusterIdentifier = dbClusterIdentifier,
DBClusterSnapshotIdentifier = snapshotIdentifier,
1)

return response.DBClusterSnapshot;
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/// <summary>
/// Create an Amazon Relational Database Service (Amazon RDS) DB instance
/// with a particular set of properties. Use the action DescribeDBInstancesAsync
/// to determine when the DB instance is ready to use.
/// </summary>
/// <param name="dbInstanceldentifier">DB instance identifier.</param>
/// <param name="dbClusterIdentifier">DB cluster identifier.</param>
/// <param name="dbEngine">The engine for the DB instance.</param>
/// <param name="dbEngineVersion">Version for the DB instance.</param>
/// <param name="instanceClass">Class for the DB instance.</param>
/// <returns>DB instance object.</returns>
public async Task<DBInstance> CreateDBInstanceInClusterAsync(

string dbClusterIdentifier,

string dbInstanceldentifier,

string dbEngine,

string dbEngineVersion,

string instanceClass)

// When creating the instance within a cluster, do not specify the name or
size.
var response = await _amazonRDS.CreateDBInstanceAsync(
new CreateDBInstanceRequest()

{
DBClusterIdentifier = dbClusterIdentifier,
DBInstanceldentifier = dbInstanceldentifier,
Engine = dbEngine,
EngineVersion = dbEngineVersion,
DBInstanceClass = instanceClass

1);

return response.DBInstance;
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}

« BX API WiEHMEER |, ESHEDBInstancet® AT .NET #9 Amazon SDK AP| & 6|2,
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/// <summary>
/// Delete a particular DB cluster.
/// </summary>
/// <param name="dbClusterIdentifier">DB cluster identifier.</param>
/// <returns>DB cluster object.</returns>
public async Task<DBCluster> DeleteDBClusterByIdentifierAsync(string
dbClusterIdentifier)
{
var response = await _amazonRDS.DeleteDBClusterAsync(
new DeleteDBClusterRequest()
{
DBClusterIdentifier = dbClusterIdentifier,
SkipFinalSnapshot = true
18

return response.DBCluster;
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DeleteDBClusterParametexGroup
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/// <summary>

/// Delete a particular parameter group by name.

/// </summary>

/// <param name="groupName">The name of the parameter group.</param>
/// <returns>True if successful.</returns>

public async Task<bool> DeleteClusterParameterGroupByNameAsync(string groupName)

{
var request = new DeleteDBClusterParameterGroupRequest
{
DBClusterParameterGroupName = groupName,
};
var response = await _amazonRDS.DeleteDBClusterParameterGroupAsync(request);
return response.HttpStatusCode == System.Net.HttpStatusCode.OK;
}

- BX API iS5 , S IDBClusterParameterGroup G&EMAF .NET B9 Amazon SDK API &
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/// <summary>
/// Delete a particular DB instance.
/// </summary>
/// <param name="dbInstanceldentifier">DB instance identifier.</param>
/// <returns>DB instance object.</returns>
public async Task<DBInstance> DeleteDBInstanceByIdentifierAsync(string
dbInstanceldentifier)
{
var response = await _amazonRDS.DeleteDBInstanceAsync(
new DeleteDBInstanceRequest()
{
DBInstanceldentifier = dbInstanceldentifier,
SkipFinalSnapshot = true,
DeleteAutomatedBackups = true

1)

return response.DBInstance;
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/// <summary>

/// Get the description of a DB cluster parameter group by name.

/// </summary>

/// <param name="name">The name of the DB parameter group to describe.</param>

/// <returns>The parameter group description.</returns>

public async Task<DBClusterParameterGroup?>
DescribeCustomDBClusterParameterGroupAsync(string name)

{
var response = await _amazonRDS.DescribeDBClusterParameterGroupsAsync(
new DescribeDBClusterParameterGroupsRequest()
{
DBClusterParameterGroupName = name
)8
return response.DBClusterParameterGroups.FirstOrDefault();
}

- BX API WFHMEE , S EAT .NET # Amazon SDK APl &
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/// <summary>

/// Describe the cluster parameters in a parameter group.

/// </summary>

/// <param name="groupName">The name of the parameter group.</param>

/// <param name="source'">The optional name of the source filter.</param>

/// <returns>The collection of parameters.</returns>

public async Task<List<Parameter>>
DescribeDBClusterParametersInGroupAsync(string groupName, string? source = null)

{

var paramList = new List<Parameter>();

DescribeDBClusterParametersResponse response;
var request = new DescribeDBClusterParametersRequest

{
DBClusterParameterGroupName = groupName,
Source = source,

};

// Get the full list if there are multiple pages.
do

{
response = await _amazonRDS.DescribeDBClusterParametersAsync(request);
paramList.AddRange(response.Parameters);

request.Marker = response.Marker;
}

while (response.Marker is not null);

return paramlList;

« BX APIWiFHER |, F5H GERAT NET 8 Amazon SDK APl &%) f# “#RDBCluster
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/// <summary>

/// Return a list of DB snapshots for a particular DB cluster.

/// </summary>

/// <param name="dbClusterIdentifier">DB cluster identifier.</param>

/// <returns>List of DB snapshots.</returns>

public async Task<List<DBClusterSnapshot>>
DescribeDBClusterSnapshotsByIdentifierAsync(string dbClusterIdentifier)

{

var results = new List<DBClusterSnapshot>();

DescribeDBClusterSnapshotsResponse response;
DescribeDBClusterSnapshotsRequest request = new
DescribeDBClusterSnapshotsRequest

{
DBClusterIdentifier = dbClusterIdentifier
};
// Get the full list if there are multiple pages.
do
{
response = await _amazonRDS.DescribeDBClusterSnapshotsAsync(request);
results.AddRange(response.DBClusterSnapshots);
request.Marker = response.Marker;
}

while (response.Marker is not null);
return results;
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DescribeDBClusters
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/// <summary>

/// Returns a list of DB clusters.

/// </summary>

/// <param name="dbInstanceIldentifier">Optional name of a specific DB cluster.</
param>

/// <returns>List of DB clusters.</returns>

public async Task<List<DBCluster>> DescribeDBClustersPagedAsync(string?
dbClusterIdentifier = null)

{

var results = new List<DBCluster>();

DescribeDBClustersResponse response;
DescribeDBClustersRequest request = new DescribeDBClustersRequest
{
DBClusterIdentifier = dbClusterIdentifier
};
// Get the full list if there are multiple pages.
do
{
response = await _amazonRDS.DescribeDBClustersAsync(request);
results.AddRange(response.DBClusters);
request.Marker = response.Marker;
}
while (response.Marker is not null);
return results;
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DescribeDBEngineVersions
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/// <summary>

/// Get a list of DB engine versions for a particular DB engine.

/// </summary>

/// <param name="engine">The name of the engine.</param>

/// <param name="parameterGroupFamily">Optional parameter group family name.</
param>

/// <returns>A list of DBEngineVersions.</returns>

public async Task<List<DBEngineVersion>>
DescribeDBEngineVersionsForEngineAsync(string engine,

string? parameterGroupFamily = null)

{
var response = await _amazonRDS.DescribeDBEngineVersionsAsync(
new DescribeDBEngineVersionsRequest()
{
Engine = engine,
DBParameterGroupFamily = parameterGroupFamily
18
return response.DBEngineVersions;
}

- BXx API WiFMER , B2 (GEAT NET 8 Amazon SDK APl $£) ®#) “#&iRDBEngine
A

DescribeDBInstances

AT RS RGIER T A {EH DescribeDBInstances.,

B’¥%E 357


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/Aurora#code-examples
https://docs.amazonaws.cn/goto/DotNetSDKV3/rds-2014-10-31/DescribeDBEngineVersions
https://docs.amazonaws.cn/goto/DotNetSDKV3/rds-2014-10-31/DescribeDBEngineVersions

EMT NET #9 Amazon SDK (V3) FEAGIERE

EATF NET #9 Amazon SDK

® Note
BB EZHXEE GitHub, & Amazon BB RAIFREEFEKRTERG , THRMOMARITIR
EMIE1T,

/// <summary>

/// Returns a list of DB instances.

/// </summary>

/// <param name="dbInstanceldentifier">Optional name of a specific DB
instance.</param>

/// <returns>List of DB instances.</returns>

public async Task<List<DBInstance>> DescribeDBInstancesPagedAsync(string?
dbInstanceldentifier = null)

{
var results = new List<DBInstance>();
var instancesPaginator = _amazonRDS.Paginators.DescribeDBInstances(
new DescribeDBInstancesRequest
{
DBInstanceldentifier = dbInstanceldentifier
)8
// Get the entire list using the paginator.
await foreach (var instances in instancesPaginator.DBInstances)
{
results.Add(instances);
}
return results;
}
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/// <summary>
/// Get a list of orderable DB instance options for a specific
/// engine and engine version.
/// </summary>
/// <param name="engine">Name of the engine.</param>
/// <param name="engineVersion">Version of the engine.</param>
/// <returns>List of OrderableDBInstanceOptions.</returns>
public async Task<List<OrderableDBInstanceOption>>
DescribeOrderableDBInstanceOptionsPagedAsync(string engine, string engineVersion)
{
// Use a paginator to get a list of DB instance options.
var results = new List<OrderableDBInstanceOption>();
var paginateInstanceOptions =
_amazonRDS.Paginators.DescribeOrderableDBInstanceOptions(
new DescribeOrderableDBInstanceOptionsRequest()
{
Engine = engine,
EngineVersion = engineVersion,
)8
// Get the entire list using the paginator.
await foreach (var instanceOptions in
paginateInstanceOptions.OrderableDBInstanceOptions)
{
results.Add(instanceOptions);
}

return results;

« BX APIHFAEE |, EFSR EAT NET 89 Amazon SDK APl ZZ
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/// <summary>

/// Modify the specified integer parameters with new values from user input.

/// </summary>

/// <param name="groupName">The group name for the parameters.</param>

/// <param name="parameters'">The list of integer parameters to modify.</param>

/// <param name="newValue">Optional int value to set for parameters.</param>

/// <returns>The name of the group that was modified.</returns>

public async Task<string> ModifyIntegerParametersInGroupAsync(string groupName,
List<Parameter> parameters, int newValue = 0)

{
foreach (var p in parameters)
{
if (p.IsModifiable && p.DataType == "integer")
{

while (newValue == 0)

{

Console.WritelLine(

$"Enter a new value for {p.ParameterName} from the allowed
values {p.AllowedValues} ");

var choice = Console.ReadLine();
int.TryParse(choice, out newValue);

p.ParameterValue = newValue.ToString();

var request = new ModifyDBClusterParameterGroupRequest

{

Parameters = parameters,
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DBClusterParameterGroupName = groupName,

};

var result = await _amazonRDS.ModifyDBClusterParameterGroupAsync(request);
return result.DBClusterParameterGroupName;
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namespace AutoScalingActions;

using Amazon.AutoScaling;

public class HelloAutoScaling

{
/// <summary>
/// Hello Amazon EC2 Auto Scaling. List EC2 Auto Scaling groups.

/// </summary>
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/// <param name="args'"></param>

/// <returns>Async Task.</returns>
static async Task Main(string[] args)
{

var client = new AmazonAutoScalingClient();

Console.WriteLine("Welcome to Amazon EC2 Auto Scaling.");
Console.WritelLine("Let's get a description of your Auto Scaling groups.");

var response = await client.DescribeAutoScalingGroupsAsync();

response.AutoScalingGroups.ForEach(autoScalingGroup =>

{
Console.WriteLine($"{autoScalingGroup.AutoScalingGroupName}\t{autoScalingGroup.Availability

1);

if (response.AutoScalingGroups.Count == 0)

{

Console.WriteLine("Sorry, you don't have any Amazon EC2 Auto Scaling

groups.");

}
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global
global
global
global
global
global
global
global
global

using
using
using
using
using
using
using
using
using

Amazon.AutoScaling;
Amazon.AutoScaling.Model;
Amazon.CloudWatch;

AutoScalingActions;

Microsoft

using Amazon.EC2;
using Microsoft.Extensions.Configuration;
using Host =

.Extensions
Microsoft.
Microsoft.
Microsoft.
Microsoft.

.DependencyInjection;
Extensions.
Extensions.
Extensions.
Extensions.

Hosting;
Logging;
Logging.Console;
Logging.Debug;

Microsoft.Extensions.Hosting.Host;

namespace AutoScalingBasics;

public class AutoScalingBasics

{

static async Task Main(string[] args)

{
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// Set up dependency injection for Amazon EC2 Auto Scaling, Amazon
// CloudWatch, and Amazon EC2.
using var host = Host.CreateDefaultBuilder(args)
.ConfigurelLogging(logging =>
logging.AddFilter("System", LoglLevel.Debug)
.AddFilter<DebuglLoggerProvider>("Microsoft",
LogLevel.Information)
.AddFilter<ConsolelLoggerProvider>("Microsoft", LoglLevel.Trace))
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonAutoScaling>()
.AddAWSService<IAmazonCloudWatch>()
.AddAWSService<IAmazonEC2>()
.AddTransient<AutoScalingWrapper>()
.AddTransient<CloudWatchWrapper>()
.AddTransient<EC2Wrapper>()
.AddTransient<UIWrapper>()

)

.Build();

var autoScalingWrapper =
host.Services.GetRequiredService<AutoScalingWrapper>();

var cloudWatchWrapper =
host.Services.GetRequiredService<CloudWatchWrapper>();

var ec2Wrapper = host.Services.GetRequiredService<EC2Wrapper>();

var uiWrapper = host.Services.GetRequiredService<UIWrapper>();

var configuration = new ConfigurationBuilder()
.SetBasePath(Directory.GetCurrentDirectory())
.AddJsonFile("settings.json") // Load test settings from .json file.
.AddJsonFile("settings.local.json",
true) // Optionally load local settings.
.Build();

var imageld = configuration["Imageld"];
var instanceType = configuration["InstanceType"];
var launchTemplateName = configuration["LaunchTemplateName"];

launchTemplateName += Guid.NewGuid().ToString();

// The name of the Auto Scaling group.
var groupName = configuration["GroupName"];

uiWrapper.DisplayTitle("Auto Scaling Basics");
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uiWrapper.DisplayAutoScalingBasicsDescription();

// Create the launch template and save the template Id to use when deleting
the

// launch template at the end of the application.

var launchTemplateId = await ec2Wrapper.CreatelLaunchTemplateAsync(imageld!,
instanceType!, launchTemplateName);

// Confirm that the template was created by asking for a description of it.
await ec2Wrapper.DescribelLaunchTemplateAsync(launchTemplateName);

uiWrapper.PressEnter();
var availabilityZones = await ec2Wrapper.ListAvailabilityZonesAsync();

Console.WriteLine($"Creating an Auto Scaling group named {groupName}.");
await autoScalingWrapper.CreateAutoScalingGroupAsync(

groupName!,

launchTemplateName,

availabilityZones.First().ZoneName);

// Keep checking the details of the new group until its lifecycle state
// is "InService".
Console.WriteLine($"Waiting for the Auto Scaling group to be active.");

List<AutoScalingInstanceDetails> instanceDetails;

do
{
instanceDetails = await
autoScalingWrapper.DescribeAutoScalingInstancesAsync(groupName!);

}

while (instanceDetails.Count <= 0);

Console.WriteLine($"Auto scaling group {groupName} successfully created.");
Console.WriteLine($"{instanceDetails.Count} instances were created for the
group.");

// Display the details of the Auto Scaling group.
instanceDetails.ForEach(detail =>
{

Console.WriteLine($"Group name: {detail.AutoScalingGroupNamel}");

1)
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uiWrapper.PressEnter();

uiWrapper.DisplayTitle("Metrics collection");
Console.WriteLine($"Enable metrics collection for {groupNamel}");
await autoScalingWrapper.EnableMetricsCollectionAsync(groupName!);

// Show the metrics that are collected for the group.

// Update the maximum size of the group to three instances.

Console.WritelLine("--- Update the Auto Scaling group to increase max size to
3 ---");

int maxSize = 3;

await autoScalingWrapper.UpdateAutoScalingGroupAsync(groupName!,
launchTemplateName, maxSize);

Console.WriteLine("--- Describe all Auto Scaling groups to show the current
state of the group ---");

var groups = await
autoScalingWrapper.DescribeAutoScalingGroupsAsync(groupName!);

uiWrapper.DisplayGroupDetails(groups!);
uiWrapper.PressEnter();

uiWrapper.DisplayTitle("Describe account limits");
await autoScalingWrapper.DescribeAccountLimitsAsync();

uiWrapper.WaitABit(60, "Waiting for the resources to be ready.");

uiWrapper.DisplayTitle("Set desired capacity");

int desiredCapacity = 2;

await autoScalingWrapper.SetDesiredCapacityAsync(groupName!,
desiredCapacity);

Console.WriteLine("Get the two instance Id values");

// Empty the group before getting the details again.

groups!.Clear();

groups = await
autoScalingWrapper.DescribeAutoScalingGroupsAsync(groupName!);

if (groups is not null)

{

foreach (AutoScalingGroup group in groups)

{
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Console.WriteLine($"The group name is
{group.AutoScalingGroupNamel}");
Console.WriteLine($"The group ARN is {group.AutoScalingGroupARN}");
var instances = group.Instances;
foreach (Amazon.AutoScaling.Model.Instance instance in instances)
{
Console.WritelLine($"The instance id is {instance.InstanceId}");
Console.WritelLine($"The lifecycle state is
{instance.LifecycleState}");
}

uiWrapper.DisplayTitle("Scaling Activities");

Console.WriteLine("Let's list the scaling activities that have occurred for
the group.");

var activities = await
autoScalingWrapper.DescribeScalingActivitiesAsync(groupName!);

if (activities is not null)

{
activities.ForEach(activity =>
{
Console.WriteLine($"The activity Id is {activity.ActivityId}");
Console.WriteLine($"The activity details are {activity.Details}");
1);
}

// Display the Amazon CloudWatch metrics that have been collected.
var metrics = await cloudWatchWrapper.GetCloudWatchMetricsAsync(groupName!);
Console.WriteLine($"Metrics collected for {groupName}:");
metrics.ForEach(metric =>
{
Console.Write($"Metric name: {metric.MetricNamel}\t");
Console.WriteLine($"Namespace: {metric.Namespacel}");

1)

var dataPoints = await
cloudWatchWrapper.GetMetricStatisticsAsync(groupName!);

Console.WritelLine("Details for the metrics collected:");

dataPoints.ForEach(detail =>

{

Console.WritelLine(detail);

1)
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// Disable metrics collection.

Console.WriteLine("Disabling the collection of metrics for {groupName}.");

var success = await
autoScalingWrapper.DisableMetricsCollectionAsync(groupName!);

if (success)
{
Console.WriteLine($"Successfully stopped metrics collection for
{groupName}.");
}
else
{
Console.WritelLine($"Could not stop metrics collection for
{groupName}.");
}

// Terminate all instances in the group.

uiWrapper.DisplayTitle("Terminating Auto Scaling instances");

Console.WriteLine("Now terminating all instances in the Auto Scaling
group.");

if (groups is not null)

{
groups.ForEach(group =>
{
// Only delete instances in the AutoScaling group we created.
if (group.AutoScalingGroupName == groupName)
{
group.Instances.ForEach(async instance =>
{
await
autoScalingWrapper.TerminateInstanceInAutoScalingGroupAsync(instance.Instanceld);
1}
}
1}
}

// After all instances are terminated, delete the group.
uiWrapper.DisplayTitle("Clean up resources");
Console.WritelLine("Deleting the Auto Scaling group.");

await autoScalingWrapper.DeleteAutoScalingGroupAsync(groupName!);

// Delete the launch template.
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var deletedLaunchTemplateName = await
ec2Wrapper.DeleteLaunchTemplateAsync(launchTemplateId);

if (deletedLaunchTemplateName == launchTemplateName)

{
Console.WritelLine("Successfully deleted the launch template.");

Console.WritelLine("The demo is now concluded.");

namespace AutoScalingBasics;

/// <summary>

/// A class to provide user interface methods for the EC2 AutoScaling Basics
/// scenario.

/// </summary>

public class UIWrapper

{

public readonly string SepBar = new('-', Console.WindowWidth);

/// <summary>

/// Describe the steps in the EC2 AutoScaling Basics scenario.

/// </summary>

public void DisplayAutoScalingBasicsDescription()

{
Console.WriteLine("This code example performs the following operations:");
Console.WriteLine(" 1. Creates an Amazon EC2 launch template.");
Console.WriteLine(" 2. Creates an Auto Scaling group.");
Console.WriteLine(" 3. Shows the details of the new Auto Scaling group");
Console.WriteLine(" to show that only one instance was created.");
Console.WriteLine(" 4. Enables metrics collection.");
Console.WriteLine(" 5. Updates the Auto Scaling group to increase the");

Console.WritelLine(" capacity to three.");

Console.WriteLine(" 6. Describes Auto Scaling groups again to show the");
Console.WritelLine(" current state of the group.");

Console.WriteLine(" 7. Changes the desired capacity of the Auto Scaling");
Console.WritelLine(" group to use an additional instance.");

Console.WriteLine(" 8. Shows that there are now instances in the group.");

Console.WriteLine(" 9. Lists the scaling activities that have occurred for
the group.");

Console.WriteLine("1@. Displays the Amazon CloudWatch metrics that have");
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Console.WriteLine(" been collected.");
Console.WritelLine("11. Disables metrics collection.");
Console.WriteLine("12. Terminates all instances in the Auto Scaling

group.");

Console.WriteLine("13. Deletes the Auto Scaling group.");
Console.WriteLine("14. Deletes the Amazon EC2 launch template.");
PressEnter();

/// <summary>
/// Display information about the Amazon Ec2 AutoScaling groups passed
/// in the list of AutoScalingGroup objects.
/// </summary>
/// <param name="groups">A list of AutoScalingGroup objects.</param>
public void DisplayGroupDetails(List<AutoScalingGroup> groups)
{
if (groups is null)
return;

groups.ForEach(group =>

{
Console.WriteLine($"Group name:\t{group.AutoScalingGroupNamel}");
Console.WriteLine($"Group created:\t{group.CreatedTimel}");
Console.WriteLine($"Maximum number of instances:\t{group.MaxSize}");
Console.WriteLine($"Desired number of instances:

\t{group.DesiredCapacity}");

1)

/// <summary>

/// Display a message and wait until the user presses enter.
/// </summary>

public void PressEnter()

{
Console.Write("\nPress <Enter> to continue. ");
_ = Console.ReadLine();
Console.WriteLine();

}

/// <summary>

/// Pad a string with spaces to center it on the console display.
/// </summary>

/// <param name="strToCenter">The string to be centered.</param>
/// <returns>The padded string.</returns>
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public string CenterString(string strToCenter)

{
var padAmount = (Console.WindowWidth - strToCenter.Length) / 2;
var leftPad = new string(' ', padAmount);
return $"{leftPad}{strToCenter}";

}

/// <summary>
/// Display a line of hyphens, the centered text of the title and another

/// line of hyphens.

/// </summary>
/// <param name="strTitle">The string to be displayed.</param>

public void DisplayTitle(string strTitle)

{
Console.WritelLine(SepBar);
Console.WriteLine(CenterString(strTitle));
Console.WritelLine(SepBar);

}

/// <summary>

/// Display a countdown and wait for a number of seconds.

/// </summary>

/// <param name="numSeconds">The number of seconds to wait.</param>
public void WaitABit(int numSeconds, string msg)

{
Console.WritelLine(msg);
// Wait for the requested number of seconds.
for (int i = numSeconds; i > 0; i--)
{
System.Threading.Thread.Sleep(1000);
Console.Write($"{i}...");
}
PressEnter();
}

ENZRARUNER B ERMIERNELR. XEEBEE Auto Scaling EC2, Amazon H
CloudWatch #4E,
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namespace AutoScalingActions;

using Amazon.AutoScaling;
using Amazon.AutoScaling.Model;

/// <summary>
/// A class that includes methods to perform Amazon EC2 Auto Scaling

/// actions.

/// </summary>
public class AutoScalingWrapper

{

private readonly IAmazonAutoScaling _amazonAutoScaling;

/// <summary>
/// Constructor for the AutoScalingWrapper class.

/// </summary>
/// <param name="amazonAutoScaling">The injected Amazon EC2 Auto Scaling

client.</param>

public AutoScalingWrapper(IAmazonAutoScaling amazonAutoScaling)

{

_amazonAutoScaling = amazonAutoScaling;

/// <summary>
/// Create a new Amazon EC2 Auto Scaling group.

/// </summary>
/// <param name="groupName">The name to use for the new Auto Scaling

/// group.</param>
/// <param name="launchTemplateName">The name of the Amazon EC2 Auto Scaling
/// launch template to use to create instances in the group.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> CreateAutoScalingGroupAsync(

string groupName,

string launchTemplateName,

string availabilityZone)

var templateSpecification = new LaunchTemplateSpecification

{

LaunchTemplateName = launchTemplateName,

I
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var zonelList = new List<string>

{
availabilityZone,
I
var request = new CreateAutoScalingGroupRequest
{
AutoScalingGroupName = groupName,
AvailabilityZones = zonelist,
LaunchTemplate = templateSpecification,
MaxSize = 6,
MinSize =1
};

var response = await
_amazonAutoScaling.CreateAutoScalingGroupAsync(request);

Console.WriteLine($"{groupName} Auto Scaling Group created");

return response.HttpStatusCode == System.Net.HttpStatusCode.OK;

/// <summary>
/// Retrieve information about Amazon EC2 Auto Scaling quotas to the
/// active AWS account.
/// </summary>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> DescribeAccountLimitsAsync()
{
var response = await _amazonAutoScaling.DescribeAccountLimitsAsync();
Console.WriteLine("The maximum number of Auto Scaling groups is " +
response.MaxNumberOfAutoScalingGroups);
Console.WriteLine("The current number of Auto Scaling groups is " +
response.NumberOfAutoScalingGroups);
return response.HttpStatusCode == System.Net.HttpStatusCode.OK;

/// <summary>
/// Retrieve a list of the Amazon EC2 Auto Scaling activities for an
/// Amazon EC2 Auto Scaling group.

/// </summary>
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/// <param name="groupName">The name of the Amazon EC2 Auto Scaling group.</
param>
/// <returns>A list of Amazon EC2 Auto Scaling activities.</returns>
public async Task<List<Amazon.AutoScaling.Model.Activity>>
DescribeScalingActivitiesAsync(
string groupName)

{
var scalingActivitiesRequest = new DescribeScalingActivitiesRequest
{
AutoScalingGroupName = groupName,
MaxRecords = 10,
};

var response = await
_amazonAutoScaling.DescribeScalingActivitiesAsync(scalingActivitiesRequest);
return response.Activities;

/// <summary>
/// Get data about the instances in an Amazon EC2 Auto Scaling group.

/// </summary>
/// <param name="groupName">The name of the Amazon EC2 Auto Scaling group.</
param>
/// <returns>A list of Amazon EC2 Auto Scaling details.</returns>
public async Task<List<AutoScalingInstanceDetails>>
DescribeAutoScalingInstancesAsync(
string groupName)

var groups = await DescribeAutoScalingGroupsAsync(groupName);
var instancelds = new List<string>();
groups!.ForEach(group =>

{
if (group.AutoScalingGroupName == groupName)
{
group.Instances.ForEach(instance =>
{
instancelds.Add(instance.Instanceld);
1)
}
1)

var scalingGroupsRequest = new DescribeAutoScalingInstancesRequest
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{
MaxRecords = 10,
Instancelds = instancelds,

};

var response = await
_amazonAutoScaling.DescribeAutoScalingInstancesAsync(scalingGroupsRequest);
var instanceDetails = response.AutoScalingInstances;

return instanceDetails;

/// <summary>

/// Retrieve a list of information about Amazon EC2 Auto Scaling groups.

/// </summary>

/// <param name="groupName">The name of the Amazon EC2 Auto Scaling group.</
param>

/// <returns>A list of Amazon EC2 Auto Scaling groups.</returns>

public async Task<List<AutoScalingGroup>?> DescribeAutoScalingGroupsAsync(

string groupName)

var grouplList = new List<string>
{

groupName,

i

var request = new DescribeAutoScalingGroupsRequest

{

AutoScalingGroupNames = grouplList,

};

var response = await
_amazonAutoScaling.DescribeAutoScalingGroupsAsync(request);
var groups = response.AutoScalingGroups;

return groups;

/// <summary>
/// Delete an Auto Scaling group.

/// </summary>
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/// <param name="groupName">The name of the Amazon EC2 Auto Scaling group.</

param>

/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> DeleteAutoScalingGroupAsync(
string groupName)

{
var deleteAutoScalingGroupRequest = new DeleteAutoScalingGroupRequest
{
AutoScalingGroupName = groupName,
ForceDelete = true,
};

var response = await
_amazonAutoScaling.DeleteAutoScalingGroupAsync(deleteAutoScalingGroupRequest);
if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)
{
Console.WriteLine($"You successfully deleted {groupName}");
return true;

Console.WriteLine($"Couldn't delete {groupName}.");
return false;

/// <summary>

/// Disable the collection of metric data for an Amazon EC2 Auto Scaling
/// group.

/// </summary>

/// <param name="groupName">The name of the Auto Scaling group.</param>
/// <returns>A Boolean value that indicates the success or failure of
/// the operation.</returns>

public async Task<bool> DisableMetricsCollectionAsync(string groupName)

{
var request = new DisableMetricsCollectionRequest
{
AutoScalingGroupName = groupName,
};

var response = await
_amazonAutoScaling.DisableMetricsCollectionAsync(request);
return response.HttpStatusCode == System.Net.HttpStatusCode.OK;
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/17
/17
/17
/17
/17

<summary>

Enable the collection of metric data for an Auto Scaling group.
</summary>

<param name="groupName">The name of the Auto Scaling group.</param>
<returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> EnableMetricsCollectionAsync(string groupName)

{

var listMetrics = new List<string>

{
"GroupMaxSize",

};
var collectionRequest = new EnableMetricsCollectionRequest
{

AutoScalingGroupName = groupName,

Metrics = listMetrics,

Granularity = "1Minute",
};

var response = await

_amazonAutoScaling.EnableMetricsCollectionAsync(collectionRequest);

/17
/17
/17
/17
/17
/17
/17

return response.HttpStatusCode == System.Net.HttpStatusCode.OK;

<summary>

Set the desired capacity of an Auto Scaling group.

</summary>

<param name='"groupName'">The name of the Auto Scaling group.</param>
<param name="desiredCapacity">The desired capacity for the Auto

Scaling group.</param>

<returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> SetDesiredCapacityAsync(

string groupName,
int desiredCapacity)

var capacityRequest = new SetDesiredCapacityRequest
{
AutoScalingGroupName = groupName,
DesiredCapacity = desiredCapacity,

};
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p

var response = await
_amazonAutoScaling.SetDesiredCapacityAsync(capacityRequest);

Console.WriteLine($"You have set the DesiredCapacity to
{desiredCapacity}.");

return response.HttpStatusCode == System.Net.HttpStatusCode.OK;

/// <summary>
/// Terminate all instances in the Auto Scaling group in preparation for
/// deleting the group.
/// </summary>
/// <param name="instanceId">The instance Id of the instance to terminate.</
aram>
/// <returns>A Boolean value that indicates the success or failure of
/// the operation.</returns>
public async Task<bool> TerminateInstanceInAutoScalingGroupAsync(
string instanceld)

{
var request = new TerminateInstanceInAutoScalingGroupRequest
{
Instanceld = instanceld,
ShouldDecrementDesiredCapacity = false,
};

var response = await
_amazonAutoScaling.TerminateInstanceInAutoScalingGroupAsync(request);

if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)

{
Console.WritelLine($"You have terminated the instance: {instanceId}");
return true;

Console.WriteLine($"Could not terminate {instanceId}");
return false;

/// <summary>
/// Update the capacity of an Auto Scaling group.

/// </summary>
/// <param name="groupName">The name of the Auto Scaling group.</param>
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/// <param name="launchTemplateName">The name of the EC2 launch template.</

param>

/// <param name="maxSize">The maximum number of instances that can be

/// created for the Auto Scaling group.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> UpdateAutoScalingGroupAsync(
string groupName,
string launchTemplateName,
int maxSize)

{
var templateSpecification = new LaunchTemplateSpecification
{
LaunchTemplateName = launchTemplateName,
};
var groupRequest = new UpdateAutoScalingGroupRequest
{
MaxSize = maxSize,
AutoScalingGroupName = groupName,
LaunchTemplate = templateSpecification,
};

var response = await

_amazonAutoScaling.UpdateAutoScalingGroupAsync(groupRequest);
if (response.HttpStatusCode == System.Net.HttpStatusCode.O0K)

{

Console.WriteLine($"You successfully updated the Auto Scaling group

{groupNamel}.");
return true;

}

else

{

return false;

namespace AutoScalingActions;

using Amazon.EC2;
using Amazon.EC2.Model;
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public class EC2Wrapper

{

private readonly IAmazonEC2 _amazonEc2;

/// <summary>
/// Constructor for the EC2Wrapper class.

/// </summary>

/// <param name="amazonEc2">The injected Amazon EC2 client.</param>
public EC2Wrapper(IAmazonEC2 amazonEc2)

{

_amazonEc2 = amazonEc2;

/// <summary>
/// Create a new Amazon EC2 launch template.
/// </summary>
/// <param name="imageIld">The image Id to use for instances launched
/// using the Amazon EC2 launch template.</param>
/// <param name="instanceType">The type of EC2 instances to create.</param>
/// <param name="launchTemplateName">The name of the launch template.</param>
/// <returns>Returns the TemplateID of the new launch template.</returns>
public async Task<string> CreatelLaunchTemplateAsync(

string imageld,

string instanceType,

string launchTemplateName)

{
var request = new CreateLaunchTemplateRequest
{
LaunchTemplateData = new RequestlLaunchTemplateData
{
Imageld = imageld,
InstanceType = instanceType,
1,
LaunchTemplateName = launchTemplateName,
};
var response = await _amazonEc2.CreatelLaunchTemplateAsync(request);
return response.lLaunchTemplate.LaunchTemplateld;
}

/// <summary>
/// Delete an Amazon EC2 launch template.

/// </summary>
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/// <param name="launchTemplateId">The TemplateIld of the launch template to
/// delete.</param>

/// <returns>The name of the EC2 launch template that was deleted.</returns>
public async Task<string> DeletelLaunchTemplateAsync(string launchTemplateld)

{
var request = new DeleteLaunchTemplateRequest
{
LaunchTemplateId = launchTemplateld,
};
var response = await _amazonEc2.DeletelLaunchTemplateAsync(request);
return response.LaunchTemplate.LaunchTemplateName;
}

/// <summary>

/// Retrieve information about an EC2 launch template.

/// </summary>

/// <param name="launchTemplateName">The name of the EC2 launch template.</
param>

/// <returns>A Boolean value that indicates the success or failure of

/// the operation.</returns>

public async Task<bool> DescribelLaunchTemplateAsync(string launchTemplateName)

{
var request = new DescribelLaunchTemplatesRequest
{
LaunchTemplateNames = new List<string> { launchTemplateName, },
i
var response = await _amazonEc2.DescribelaunchTemplatesAsync(request);
if (response.LaunchTemplates is not null)
{
response.LaunchTemplates.ForEach(template =>
{
Console.Write($"{template.LaunchTemplateName}\t");
Console.WritelLine(template.LaunchTemplateld);
});
return true;
}
return false;
}
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/// <summary>
/// Retrieve the availability zones for the current region.
/// </summary>
/// <returns>A collection of availability zones.</returns>
public async Task<List<AvailabilityZone>> ListAvailabilityZonesAsync()
{
var response = await _amazonEc2.DescribeAvailabilityZonesAsync(
new DescribeAvailabilityZonesRequest());

return response.AvailabilityZones;

namespace AutoScalingActions;

using Amazon.CloudWatch;
using Amazon.CloudWatch.Model;

/// <summary>
/// Contains methods to access Amazon CloudWatch metrics for the

/// Amazon EC2 Auto Scaling basics scenario.
/// </summary>

public class CloudWatchWrapper

{

private readonly IAmazonCloudWatch _amazonCloudWatch;

/// <summary>
/// Constructor for the CloudwWatchWrapper.

/// </summary>

/// <param name="amazonCloudWatch">The injected CloudWatch client.</param>

public CloudWatchWrapper(IAmazonCloudWatch amazonCloudWatch)
{

_amazonCloudWatch = amazonCloudWatch;

/// <summary>

/// Retrieve the metrics information collection for the Auto Scaling group.

/// </summary>
/// <param name="groupName">The name of the Auto Scaling group.</param>

/// <returns>A list of Metrics collected for the Auto Scaling group.</returns>

public async Task<List<Amazon.CloudWatch.Model.Metric>>
GetCloudWatchMetricsAsync(string groupName)

{
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var filter = new DimensionFilter

{
Name = "AutoScalingGroupName",
Value = $"{groupName}",
};
var request = new ListMetricsRequest
{
MetricName = "AutoScalingGroupName",
Dimensions = new List<DimensionFilter> { filter 1},
Namespace = "AWS/AutoScaling",
I

var response = await _amazonCloudWatch.ListMetricsAsync(request);

return response.Metrics;

/// <summary>
/// Retrieve the metric data collected for an Amazon EC2 Auto Scaling group.

/// </summary>
/// <param name="groupName">The name of the Amazon EC2 Auto Scaling group.</

param>

/// <returns>A list of data points.</returns>
public async Task<List<Datapoint>> GetMetricStatisticsAsync(string groupName)

{

var metricDimensions = new List<Dimension>

{
new Dimension
{
Name = "AutoScalingGroupName",
Value = $"{groupName}",
},
I

// The start time will be yesterday.
var startTime = DateTime.UtcNow.AddDays(-1);

var request = new GetMetricStatisticsRequest
{
MetricName = "AutoScalingGroupName",
Dimensions = metricDimensions,
Namespace = "AWS/AutoScaling",
Period = 60, // 60 seconds.
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Statistics = new List<string>() { "Minimum" },
StartTimeUtc = startTime,
EndTimeUtc = DateTime.UtcNow,

};

var response = await _amazonCloudWatch.GetMetricStatisticsAsync(request);

return response.Datapoints;
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/// <summary>
/// Attaches an Elastic Load Balancing (ELB) target group to this EC2 Auto
Scaling group.
/// The
/// </summary>
/// <param name="autoScalingGroupName">The name of the Auto Scaling group.</
param>
/// <param name="targetGroupArn">The Arn for the target group.</param>
/// <returns>Async task.</returns>
public async Task AttachLoadBalancerToGroup(string autoScalingGroupName, string
targetGroupArn)
{
await _amazonAutoScaling.AttachLoadBalancerTargetGroupsAsync(
new AttachLoadBalancerTargetGroupsRequest()
{
AutoScalingGroupName = autoScalingGroupName,
TargetGroupARNs = new List<string>() { targetGroupArn }
});
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/// <summary>
/// Create a new Amazon EC2 Auto Scaling group.
/// </summary>
/// <param name="groupName">The name to use for the new Auto Scaling
/// group.</param>
/// <param name="launchTemplateName">The name of the Amazon EC2 Auto Scaling
/// launch template to use to create instances in the group.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> CreateAutoScalingGroupAsync(
string groupName,
string launchTemplateName,
string availabilityZone)

{
var templateSpecification = new LaunchTemplateSpecification
{
LaunchTemplateName = launchTemplateName,
};
var zonelist = new List<string>
{
availabilityZone,
};
var request = new CreateAutoScalingGroupRequest
{
AutoScalingGroupName = groupName,
AvailabilityZones = zonelist,
LaunchTemplate = templateSpecification,
MaxSize = 6,
MinSize =1
};
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var response = await
_amazonAutoScaling.CreateAutoScalingGroupAsync(request);
Console.WriteLine($"{groupName} Auto Scaling Group created");
return response.HttpStatusCode == System.Net.HttpStatusCode.OK;
}
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/// <summary>
/// Try to terminate an instance by its Id.
/// </summary>
/// <param name="instanceId">The Id of the instance to terminate.</param>
/// <returns>Async task.</returns>
public async Task TryTerminateInstanceById(string instanceld)
{
var stopping = false;
Console.WriteLine($"Stopping {instanceId}...");
while (!stopping)
{
try
{

await _amazonAutoScaling.TerminateInstanceInAutoScalingGroupAsync(
new TerminateInstanceInAutoScalingGroupRequest()

{

Instanceld = instanceld,
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ShouldDecrementDesiredCapacity = false

1)
stopping = true;
}
catch (ScalingActivityInProgressException)
{

Console.WriteLine($"Scaling activity in progress for {instanceld}.
Waiting...");

Thread.Sleep(10000);

/// <summary>

/// Tries to delete the EC2 Auto Scaling group. If the group is in use or in
progress,

/// waits and retries until the group is successfully deleted.

/// </summary>

/// <param name="groupName">The name of the group to try to delete.</param>
/// <returns>Async task.</returns>

public async Task TryDeleteGroupByName(string groupName)

{
var stopped = false;
while (!stopped)
{
try
{
await _amazonAutoScaling.DeleteAutoScalingGroupAsync(
new DeleteAutoScalingGroupRequest()
{
AutoScalingGroupName = groupName
18
stopped = true;
}
catch (Exception e)
when ((e is ScalingActivityInProgressException)
|| (e is Amazon.AutoScaling.Model.ResourceInUseException))
{
Console.WriteLine($"Some instances are still running. Waiting...");
Thread.Sleep(10000);
}
}
}
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/// <summary>

/// Terminate instances and delete the Auto Scaling group by name.

/// </summary>

/// <param name="groupName">The name of the group to delete.</param>

/// <returns>Async task.</returns>

public async Task TerminateAndDeleteAutoScalingGroupWithName(string groupName)

{

var describeGroupsResponse = await
_amazonAutoScaling.DescribeAutoScalingGroupsAsync(
new DescribeAutoScalingGroupsRequest()

{
AutoScalingGroupNames = new List<string>() { groupName }
1}
if (describeGroupsResponse.AutoScalingGroups.Any())
{
// Update the size to 0.
await _amazonAutoScaling.UpdateAutoScalingGroupAsync(
new UpdateAutoScalingGroupRequest()
{
AutoScalingGroupName = groupName,
MinSize = 0
1)
var group = describeGroupsResponse.AutoScalingGroups[0];
foreach (var instance in group.Instances)
{
await TryTerminateInstanceById(instance.Instanceld);
}
await TryDeleteGroupByName(groupName);
}
else
{
Console.WriteLine($"No groups found with name {groupName}.");
}

/// <summary>

/// Delete an Auto Scaling group.

/// </summary>

/// <param name="groupName">The name of the Amazon EC2 Auto Scaling group.</
param>
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/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> DeleteAutoScalingGroupAsync(
string groupName)

{
var deleteAutoScalingGroupRequest = new DeleteAutoScalingGroupRequest
{
AutoScalingGroupName = groupName,
ForceDelete = true,
};

var response = await
_amazonAutoScaling.DeleteAutoScalingGroupAsync(deleteAutoScalingGroupRequest);
if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)

{
Console.WriteLine($"You successfully deleted {groupName}");
return true;

Console.WriteLine($"Couldn't delete {groupName}.");
return false;

- BXAPINEHAEE , FZH EAT .NET 89 Amazon SDK API &
Z DeleteAutoScalingGroup® #,

DescribeAutoScalingGroups
TR RIBROIERT oA DescribeAutoScalingGroups,

EATF NET #9 Amazon SDK

® Note
EBEZMXER GitHubo # Amazon S RBIFHEEFERTEMRE , THMMHITIR
BMIE1T.

/// <summary>
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/// Get data about the instances in an Amazon EC2 Auto Scaling group.

/// </summary>

/// <param name="groupName">The name of the Amazon EC2 Auto Scaling group.</
param>

/// <returns>A list of Amazon EC2 Auto Scaling details.</returns>

public async Task<List<AutoScalingInstanceDetails>>
DescribeAutoScalingInstancesAsync(

string groupName)

var groups = await DescribeAutoScalingGroupsAsync(groupName);
var instancelds = new List<string>();
groups!.ForEach(group =>

{
if (group.AutoScalingGroupName == groupName)
{
group.Instances.ForEach(instance =>
{
instancelds.Add(instance.Instanceld);
1}
}
1}
var scalingGroupsRequest = new DescribeAutoScalingInstancesRequest
{
MaxRecords = 10,
Instancelds = instancelds,
};

var response = await
_amazonAutoScaling.DescribeAutoScalingInstancesAsync(scalingGroupsRequest);
var instanceDetails = response.AutoScalingInstances;

return instanceDetails;

- BXAPINEHAEE , HZH EAT .NET B Amazon SDK API &
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/// <summary>

/// Get data about the instances in an Amazon EC2 Auto Scaling group.

/// </summary>

/// <param name="groupName">The name of the Amazon EC2 Auto Scaling group.</
param>

/// <returns>A list of Amazon EC2 Auto Scaling details.</returns>

public async Task<List<AutoScalingInstanceDetails>>
DescribeAutoScalingInstancesAsync(

string groupName)

var groups = await DescribeAutoScalingGroupsAsync(groupName);
var instancelds = new List<string>();
groups!.ForEach(group =>

{
if (group.AutoScalingGroupName == groupName)
{
group.Instances.ForEach(instance =>
{
instancelds.Add(instance.Instanceld);
)8
}
)8
var scalingGroupsRequest = new DescribeAutoScalingInstancesRequest
{
MaxRecords = 10,
Instancelds = instancelds,
I

var response = await
_amazonAutoScaling.DescribeAutoScalingInstancesAsync(scalingGroupsRequest);
var instanceDetails = response.AutoScalingInstances;
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return instanceDetails;
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/// <summary>

/// Retrieve a list of the Amazon EC2 Auto Scaling activities for an

/// Amazon EC2 Auto Scaling group.

/// </summary>

/// <param name="groupName">The name of the Amazon EC2 Auto Scaling group.</
param>

/// <returns>A list of Amazon EC2 Auto Scaling activities.</returns>

public async Task<List<Amazon.AutoScaling.Model.Activity>>
DescribeScalingActivitiesAsync(

string groupName)

{
var scalingActivitiesRequest = new DescribeScalingActivitiesRequest
{
AutoScalingGroupName = groupName,
MaxRecords = 10,
};

var response = await
_amazonAutoScaling.DescribeScalingActivitiesAsync(scalingActivitiesRequest);
return response.Activities;
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}
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/// <summary>

/// Disable the collection of metric data for an Amazon EC2 Auto Scaling
/// group.

/// </summary>

/// <param name="groupName">The name of the Auto Scaling group.</param>
/// <returns>A Boolean value that indicates the success or failure of
/// the operation.</returns>

public async Task<bool> DisableMetricsCollectionAsync(string groupName)

{
var request = new DisableMetricsCollectionRequest
{
AutoScalingGroupName = groupName,
};

var response = await
_amazonAutoScaling.DisableMetricsCollectionAsync(request);
return response.HttpStatusCode == System.Net.HttpStatusCode.OK;
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/// <summary>

/// Enable the collection of metric data for an Auto Scaling group.

/// </summary>

/// <param name="groupName">The name of the Auto Scaling group.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> EnableMetricsCollectionAsync(string groupName)

{
var listMetrics = new List<string>
{
"GroupMaxSize",
};
var collectionRequest = new EnableMetricsCollectionRequest
{
AutoScalingGroupName = groupName,
Metrics = listMetrics,
Granularity = "1Minute",
};

var response = await
_amazonAutoScaling.EnableMetricsCollectionAsync(collectionRequest);
return response.HttpStatusCode == System.Net.HttpStatusCode.OK;
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/// <summary>
/// Set the desired capacity of an Auto Scaling group.
/// </summary>
/// <param name="groupName">The name of the Auto Scaling group.</param>
/// <param name="desiredCapacity">The desired capacity for the Auto
/// Scaling group.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> SetDesiredCapacityAsync(
string groupName,
int desiredCapacity)

{
var capacityRequest = new SetDesiredCapacityRequest
{
AutoScalingGroupName = groupName,
DesiredCapacity = desiredCapacity,
};

var response = await
_amazonAutoScaling.SetDesiredCapacityAsync(capacityRequest);

Console.WriteLine($"You have set the DesiredCapacity to
{desiredCapacity}.");

return response.HttpStatusCode == System.Net.HttpStatusCode.OK;
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/// <summary>
/// Terminate all instances in the Auto Scaling group in preparation for
/// deleting the group.
/// </summary>
/// <param name="instanceId">The instance Id of the instance to terminate.</
param>
/// <returns>A Boolean value that indicates the success or failure of
/// the operation.</returns>
public async Task<bool> TerminateInstanceInAutoScalingGroupAsync(
string instanceld)

{
var request = new TerminateInstanceInAutoScalingGroupRequest
{
Instanceld = instanceld,
ShouldDecrementDesiredCapacity = false,
I

var response = await
_amazonAutoScaling.TerminateInstanceInAutoScalingGroupAsync(request);

if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)
{

Console.WriteLine($"You have terminated the instance: {instanceId}");
return true;

Console.WriteLine($"Could not terminate {instanceId}");
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return false;

- BXAPIHNEMEE , 5K EAT NET #9 Amazon SDK API &
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/// <summary>
/// Update the capacity of an Auto Scaling group.
/// </summary>
/// <param name="groupName">The name of the Auto Scaling group.</param>
/// <param name="launchTemplateName">The name of the EC2 launch template.</
param>
/// <param name="maxSize">The maximum number of instances that can be
/// created for the Auto Scaling group.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> UpdateAutoScalingGroupAsync(
string groupName,
string launchTemplateName,
int maxSize)

{
var templateSpecification = new LaunchTemplateSpecification
{
LaunchTemplateName = launchTemplateName,
};

var groupRequest = new UpdateAutoScalingGroupRequest

{
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MaxSize = maxSize,
AutoScalingGroupName = groupName,
LaunchTemplate = templateSpecification,

};

var response = await
_amazonAutoScaling.UpdateAutoScalingGroupAsync(groupRequest);
if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)
{
Console.WriteLine($"You successfully updated the Auto Scaling group
{groupName}.");
return true;
}
else
{
return false;

}
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static async Task Main(string[] args)
{

_configuration = new ConfigurationBuilder()
.SetBasePath(Directory.GetCurrentDirectory())
.AddJsonFile("settings.json") // Load settings from .json file.
.AddJsonFile("settings.local.json",

true) // Optionally, load local settings.
.Build();

// Set up dependency injection for the AWS services.
using var host = Host.CreateDefaultBuilder(args)
.ConfigurelLogging(logging =>
logging.AddFilter("System", LogLevel.Debug)
.AddFilter<DebuglLoggerProvider>("Microsoft",
LogLevel.Information)

.AddFilter<ConsolelLoggerProvider>("Microsoft", LogLevel.Trace))

.ConfigureServices((_, services) =>

services.AddAWSService<IAmazonIdentityManagementService>()

.AddAWSService<IAmazonDynamoDB>()
.AddAWSService<IAmazonElasticlLoadBalancingV2>()
.AddAWSService<IAmazonSimpleSystemsManagement>()
.AddAWSService<IAmazonAutoScaling>()
.AddAWSService<IAmazonEC2>()
.AddTransient<AutoScalerWrapper>()
.AddTransient<ElasticlLoadBalancerWrapper>()
.AddTransient<SmParameterWrapper>()
.AddTransient<Recommendations>()
.AddSingleton<IConfiguration>(_configuration)

)

.Build();

ServicesSetup(host);
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ResourcesSetup();

try
{
Console.WriteLine(new string('-', 80));
Console.WriteLine("Welcome to the Resilient Architecture Example
Scenario.");
Console.WriteLine(new string('-', 80));
await Deploy(true);

Console.WriteLine("Now let's begin the scenario.");
Console.WriteLine(new string('-', 80));
await Demo(true);

Console.WriteLine(new string('-', 80));
Console.WriteLine("Finally, let's clean up our resources.");
Console.WriteLine(new string('-', 80));

await DestroyResources(true);

Console.WriteLine(new string('-', 80));
Console.WriteLine("Resilient Architecture Example Scenario is
complete.");
Console.WriteLine(new string('-', 80));
}
catch (Exception ex)
{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"There was a problem running the scenario:
{ex.Messagel}");
await DestroyResources(true);
Console.WriteLine(new string('-', 80));

/// <summary>
/// Setup any common resources, also used for integration testing.

/// </summary>
public static void ResourcesSetup()

{
_httpClient = new HttpClient();

/// <summary>
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/// Populate the services for use within the console application.
/// </summary>
/// <param name="host">The services host.</param>
private static void ServicesSetup(IHost host)
{
_elasticlLoadBalancerWrapper =
host.Services.GetRequiredService<ElasticlLoadBalancerWrapper>();
_iamClient =
host.Services.GetRequiredService<IAmazonIdentityManagementService>();

_recommendations = host.Services.GetRequiredService<Recommendations>();
_autoScalerWrapper = host.Services.GetRequiredService<AutoScalerWrapper>();

_smParameterWrapper =
host.Services.GetRequiredService<SmParameterWrapper>();

}

/// <summary>
/// Deploy necessary resources for the scenario.
/// </summary>
/// <param name="interactive">True to run as interactive.</param>
/// <returns>True if successful.</returns>
public static async Task<bool> Deploy(bool interactive)
{
var protocol = "HTTP";
var port = 80;
var sshPort = 22;

Console.WriteLine(

"\nFor this demo, we'll use the AWS SDK for .NET to create several AWS

resources\n" +

"to set up a load-balanced web service endpoint and explore some
make it resilient\n" +

"against various kinds of failures.\n\n" +

"Some of the resources create by this demo are:\n");

Console.WriteLine(
"\t* A DynamoDB table that the web service depends on to provide
movie, and song recommendations.");
Console.WritelLine(
"\t* An EC2 launch template that defines EC2 instances that each
a Python web server.");
Console.WriteLine(
"\t* An EC2 Auto Scaling group that manages EC2 instances across
Availability Zones.");
Console.WritelLine(

ways to

book,

contain

several
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"\t* An Elastic Load Balancing (ELB) load balancer that targets the Auto
Scaling group to distribute requests.");
Console.WriteLine(new string('-', 80));
Console.WriteLine("Press Enter when you're ready to start deploying
resources.");
if (interactive)
Console.ReadLine();

// Create and populate the DynamoDB table.

var databaseTableName = _configuration["databaseName"];

var recommendationsPath = Path.Join(_configuration["resourcePath"],

"recommendations_objects.json");

Console.WriteLine($"Creating and populating a DynamoDB table named
{databaseTableName}.");

await _recommendations.CreateDatabaseWithName(databaseTableName);

await _recommendations.PopulateDatabase(databaseTableName,
recommendationsPath);

Console.WriteLine(new string('-', 80));

// Create the EC2 Launch Template.

Console.WritelLine(
$"Creating an EC2 launch template that runs 'server_startup_script.sh'
when an instance starts.\n"
+ "\nThis script starts a Python web server defined in the “server.py’
script. The web server\n"
+ "listens to HTTP requests on port 80 and responds to requests to '/'
and to '/healthcheck'.\n"
+ "For demo purposes, this server is run as the root user. In
production, the best practice is to\n"
+ "run a web server, such as Apache, with least-privileged
credentials.");
Console.WriteLine(
"\nThe template also defines an IAM policy that each instance uses to
assume a role that grants\n"
+ "permissions to access the DynamoDB recommendation table and Systems
Manager parameters\n"
+ "that control the flow of the demo.");

var startupScriptPath = Path.Join(_configuration["resourcePath"],
"server_startup_script.sh");

var instancePolicyPath = Path.Join(_configuration["resourcePath"],
"instance_policy.json");
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await _autoScalerWrapper.CreateTemplate(startupScriptPath,
instancePolicyPath);
Console.WriteLine(new string('-', 80));

Console.WriteLine(
"Creating an EC2 Auto Scaling group that maintains three EC2 instances,
each in a different\n"
+ "Availability Zone.\n");
var zones = await _autoScalerWrapper.DescribeAvailabilityZones();
await _autoScalerWrapper.CreateGroupOfSize(3, _autoScalerWrapper.GroupName,
zones);
Console.WriteLine(new string('-', 80));

Console.WritelLine(
"At this point, you have EC2 instances created. Once each instance
starts, it listens for\n"
+ "HTTP requests. You can see these instances in the console or continue
with the demo.\n");

Console.WriteLine(new string('-', 80));
Console.WriteLine("Press Enter when you're ready to continue.");
if (interactive)

Console.ReadLine();

Console.WriteLine("Creating variables that control the flow of the demo.");
await _smParameterWrapper.Reset();

Console.WritelLine(
"\nCreating an Elastic Load Balancing target group and load balancer.
The target group\n"
+ "defines how the load balancer connects to instances. The load
balancer provides a\n"
+ "single endpoint where clients connect and dispatches requests to
instances in the group.");

var defaultVpc = await _autoScalerWrapper.GetDefaultVpc();

var subnets = await
_autoScalerWrapper.GetAllVpcSubnetsForZones(defaultVpc.VpcId, zones);

var subnetIds = subnets.Select(s => s.SubnetId).ToList();

var targetGroup = await
_elasticlLoadBalancerWrapper.CreateTargetGroupOnVpc(_elasticLoadBalancerWrapper.TargetGrouph
protocol, port, defaultVpc.VpcId);
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await
_elasticLoadBalancerWrapper.CreatelLoadBalancerAndListener(_elasticlLoadBalancerWrapper.LoadE

subnetIds, targetGroup);
await
_autoScalerWrapper.AttachLoadBalancerToGroup(_autoScalerWrapper.GroupName,

targetGroup.TargetGroupArn);
Console.WriteLine("\nVerifying access to the load balancer endpoint...");

var endPoint = await
_elasticlLoadBalancerWrapper.GetEndpointForLoadBalancerByName(_elasticlLoadBalancerWrapper.Lc

var loadBalancerAccess = await
elasticlLoadBalancerWrapper.VerifyLoadBalancerEndpoint(endPoint);

if (!loadBalancerAccess)

{

Console.WriteLine("\nCouldn't connect to the load balancer, verifying

that the port is open...");

var ipString = await _httpClient.GetStringAsync("https://

checkip.amazonaws.com");
ipString = ipString.Trim();

var defaultSecurityGroup = await
_autoScalerWrapper.GetDefaultSecurityGroupForVpc(defaultVpc);

var portIsOpen =
_autoScalerWrapper.VerifyInboundPortForGroup(defaultSecurityGroup, port, ipString);

var sshPortIsOpen =
_autoScalerWrapper.VerifyInboundPortForGroup(defaultSecurityGroup, sshPort,

ipString);

if (!portIsOpen)
{

Console.WritelLine(
"\nFor this example to work, the default security group for your

default VPC must\n"
+ "allows access from this computer. You can either add it

automatically from this\n"
+ "example or add it yourself using the AWS Management Console.

\n");

if (!interactive || GetYesNoResponse(
"Do you want to add a rule to the security group to allow

inbound traffic from your computer's IP address?"))

{
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await

_autoScalerWrapper.OpenInboundPort(defaultSecurityGroup.GroupId, port, ipString);

}

if (!sshPortIsOpen)
{
if (!interactive || GetYesNoResponse(
"Do you want to add a rule to the security group to allow
inbound SSH traffic for debugging from your computer's IP address?"))

{
await
_autoScalerWrapper.OpenInboundPort(defaultSecurityGroup.GroupId, sshPort,
ipString);
}

}

loadBalancerAccess = await
_elasticlLoadBalancerWrapper.VerifylLoadBalancerEndpoint(endPoint);

}

if (loadBalancerAccess)
{
Console.WriteLine("Your load balancer is ready. You can access it by
browsing to:");
Console.WriteLine($"\thttp://{endPoint}\n");
}

else
{
Console.WriteLine(
"\nCouldn't get a successful response from the load balancer
endpoint. Troubleshoot by\n"
+ "manually verifying that your VPC and security group are
configured correctly and that\n"
+ "you can successfully make a GET request to the load balancer
endpoint:\n");
Console.WriteLine($"\thttp://{endPoint}\n");

}

Console.WriteLine(new string('-', 80));

Console.WriteLine("Press Enter when you're ready to continue with the
demo.");

if (interactive)
Console.ReadLine();
return true;
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/// <summary>
/// Demonstrate the steps of the scenario.
/// </summary>
/// <param name="interactive">True to run as an interactive scenario.</param>
/// <returns>Async task.</returns>
public static async Task<bool> Demo(bool interactive)
{
var ssmOnlyPolicy = Path.Join(_configuration["resourcePath"],
"ssm_only_policy.json");

Console.WriteLine(new string('-', 80));
Console.WriteLine("Resetting parameters to starting values for demo.");
await _smParameterWrapper.Reset();

Console.WriteLine("\nThis part of the demonstration shows how to toggle
different parts of the system\n" +
"to create situations where the web service fails, and
shows how using a resilient\n" +
"architecture can keep the web service running in spite of
these failures.");
Console.WriteLine(new string('-', 88));
Console.WritelLine("At the start, the load balancer endpoint returns
recommendations and reports that all targets are healthy.");
if (interactive)
await DemoActionChoices();

Console.WriteLine($"The web service running on the EC2 instances gets
recommendations by querying a DynamoDB table.\n" +
$"The table name is contained in a Systems Manager
parameter named '{_smParameterWrapper.TableParameter}'.\n" +
$"To simulate a failure of the recommendation service,
let's set this parameter to name a non-existent table.\n");
await
_smParameterWrapper.PutParameterByName(_smParameterWrapper.TableParameter, "this-
is-not-a-table");
Console.WriteLine("\nNow, sending a GET request to the load balancer
endpoint returns a failure code. But, the service reports as\n" +
"healthy to the load balancer because shallow health
checks don't check for failure of the recommendation service.");
if (interactive)
await DemoActionChoices();
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Console.WriteLine("Instead of failing when the recommendation service fails,
the web service can return a static response.");

Console.WriteLine("While this is not a perfect solution, it presents the
customer with a somewhat better experience than failure.");

await
_smParameterWrapper.PutParameterByName(_smParameterWrapper.FailureResponseParameter,
"static");

Console.WriteLine("\nNow, sending a GET request to the load balancer
endpoint returns a static response.");
Console.WriteLine("The service still reports as healthy because health
checks are still shallow.");
if (interactive)
await DemoActionChoices();

Console.WritelLine("Let's reinstate the recommendation service.\n");
await
_smParameterWrapper.PutParameterByName(_smParameterWrapper.TableParameter,
_smParameterWrapper.TableName);
Console.WriteLine(
"\nLet's also substitute bad credentials for one of the instances in the
target group so that it can't\n" +
"access the DynamoDB recommendation table.\n"
);
await _autoScalerWrapper.CreateInstanceProfileWithName(
_autoScalerWrapper.BadCredsPolicyName,
_autoScalerWrapper.BadCredsRoleName,
_autoScalerWrapper.BadCredsProfileName,
ssmOnlyPolicy,
new List<string> { "AmazonSSMManagedInstanceCore" }
);
var instances = await
_autoScalerWrapper.GetInstancesByGroupName(_autoScalerWrapper.GroupName);
var badInstanceld = instances.First();
var instanceProfile = await
_autoScalerWrapper.GetInstanceProfile(badInstanceld);
Console.WritelLine(
$"Replacing the profile for instance {badInstanceId} with a profile that
contains\n" +
"bad credentials...\n"
);
await _autoScalerWrapper.ReplaceInstanceProfile(
badInstanceld,
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_autoScalerWrapper.BadCredsProfileName,
instanceProfile.AssociationId
);
Console.WritelLine(
"Now, sending a GET request to the load balancer endpoint returns either
a recommendation or a static response,\n" +
"depending on which instance is selected by the load balancer.\n"
);
if (interactive)
await DemoActionChoices();

Console.WriteLine("\nLet's implement a deep health check. For this demo, a
deep health check tests whether");

Console.WritelLine("the web service can access the DynamoDB table that it
depends on for recommendations. Note that");

Console.WriteLine("the deep health check is only for ELB routing and not for
Auto Scaling instance health.");

Console.WriteLine("This kind of deep health check is not recommended for
Auto Scaling instance health, because it");

Console.WritelLine("risks accidental termination of all instances in the Auto
Scaling group when a dependent service fails.");

Console.WriteLine("\nBy implementing deep health checks, the load balancer
can detect when one of the instances is failing");
Console.WritelLine("and take that instance out of rotation.");

await
_smParameterWrapper.PutParameterByName(_smParameterWrapper.HealthCheckParameter,
Ildeepll);

Console.WriteLine($"\nNow, checking target health indicates that the
instance with bad credentials ({badInstanceId})");

Console.WriteLine("is unhealthy. Note that it might take a minute or two for
the load balancer to detect the unhealthy");

Console.WriteLine("instance. Sending a GET request to the load balancer
endpoint always returns a recommendation, because");

Console.WriteLine("the load balancer takes unhealthy instances out of its
rotation.");

if (interactive)
await DemoActionChoices();

Console.WriteLine("\nBecause the instances in this demo are controlled by an
auto scaler, the simplest way to fix an unhealthy");
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Console.WritelLine("instance is to terminate it and let the auto scaler start
a new instance to replace it.");

await _autoScalerWrapper.TryTerminateInstanceById(badInstanceld);

Console.WritelLine($"\nEven while the instance is terminating and the new
instance is starting, sending a GET");

Console.WritelLine("request to the web service continues to get a successful
recommendation response because");

Console.WritelLine("starts and reports as healthy, it is included in the load
balancing rotation.");

Console.WriteLine("Note that terminating and replacing an instance typically
takes several minutes, during which time you");

Console.WriteLine("can see the changing health check status until the new
instance is running and healthy.");

if (interactive)
await DemoActionChoices();

Console.WriteLine("\nIf the recommendation service fails now, deep health
checks mean all instances report as unhealthy.");

await
_smParameterWrapper.PutParameterByName(_smParameterWrapper.TableParameter, "this-
is-not-a-table");

Console.WriteLine($"\nWhen all instances are unhealthy, the load balancer
continues to route requests even to");

Console.WriteLine("unhealthy instances, allowing them to fail open and
return a static response rather than fail");

Console.WritelLine("closed and report failure to the customer.");

if (interactive)
await DemoActionChoices();
await _smParameterWrapper.Reset();

Console.WriteLine(new string('-', 80));
return true;

/// <summary>
/// Clean up the resources from the scenario.

/// </summary>
/// <param name="interactive">True to ask the user for cleanup.</param>
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/// <returns>Async task.</returns>
public static async Task<bool> DestroyResources(bool interactive)
{
Console.WriteLine(new string('-', 80));
Console.WriteLine(
"To keep things tidy and to avoid unwanted charges on your account, we
can clean up all AWS resources\n" +
"that were created for this demo."

);
if (!interactive || GetYesNoResponse("Do you want to clean up all demo
resources? (y/n) "))
{
await
_elasticlLoadBalancerWrapper.DeletelLoadBalancerByName(_elasticlLoadBalancerWrapper.LoadBalanc
await
_elasticlLoadBalancerWrapper.DeleteTargetGroupByName(_elasticLoadBalancerWrapper.TargetGrouf
await
_autoScalerWrapper.TerminateAndDeleteAutoScalingGroupWithName(_autoScalerWrapper.GroupName)
await

_autoScalerWrapper.DeleteKeyPairByName(_autoScalerWrapper.KeyPairName);
await
_autoScalerWrapper.DeleteTemplateByName(_autoScalerWrapper.LaunchTemplateName);
await _autoScalerWrapper.DeleteInstanceProfile(
_autoScalerWrapper.BadCredsProfileName,
_autoScalerWrapper.BadCredsRoleName
);
await
_recommendations.DestroyDatabaseByName(_recommendations.TableName);

}

else
{
Console.WriteLine(
"Ok, we'll leave the resources intact.\n" +
"Don't forget to delete them when you're done with them or you might
incur unexpected charges."

);

Console.WriteLine(new string('-', 80));
return true;
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/// <summar

y>

/// Encapsulates Amazon EC2 Auto Scaling and EC2 management methods.

/// </summa

ry>

public class AutoScalerWrapper

{
private
private
private
private
private

private
private
private
private
private
private
private
private
private
private
private

public
public
public
public
public
public
public

readonly
readonly
readonly
readonly
readonly

readonly
readonly
readonly
readonly
readonly
readonly
readonly
readonly
readonly
readonly
readonly

IAmazonAutoScaling _amazonAutoScaling;
IAmazonEC2 _amazonEc2;
IAmazonSimpleSystemsManagement _amazonSsm;
IAmazonIdentityManagementService _amazonIam;
ILogger<AutoScalerWrapper> _logger;

string _instanceType = "";

string _amiParam = "";

string _launchTemplateName = "";
string _groupName = "";

string _instancePolicyName = "";
string _instanceRoleName = "";
string _instanceProfileName = "";
string _badCredsProfileName = "";
string _badCredsRoleName = "";
string _badCredsPolicyName = "";

string _keyPairName = "";

string GroupName => _groupName;

string KeyPairName => _keyPairName;

string LaunchTemplateName => _launchTemplateName;
string InstancePolicyName => _instancePolicyName;
string BadCredsProfileName => _badCredsProfileName;
string BadCredsRoleName => _badCredsRoleName;
string BadCredsPolicyName => _badCredsPolicyName;

/// <summary>
/// Constructor for the AutoScalerWrapper.

/1] </s
/// <pa
/// <pa
/// <pa
/// <pa

ummary>

ram name="amazonAutoScaling">The injected AutoScaling client
ram name="amazonEc2">The injected EC2 client.</param>
ram name="amazonIam">The injected IAM client.</param>
ram name="amazonSsm">The injected SSM client.</param>
public AutoScalerWrapper(
IAmazonAutoScaling amazonAutoScaling,
IAmazonEC2 amazonEc2,
IAmazonSimpleSystemsManagement amazonSsm,

.</param>
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IAmazonIdentityManagementService amazonIam,

IConfiguration configuration,
ILogger<AutoScalerWrapper> logger)

{
_amazonAutoScaling = amazonAutoScaling;
_amazonEc2 = amazonEc2;
_amazonSsm = amazonSsm;
_amazonIam = amazonlam;
_logger = logger;
var prefix = configuration["resourcePrefix"];
_instanceType = configuration["instanceType"];
_amiParam = configuration["amiParam"];
_launchTemplateName = prefix + "-template";
_groupName = prefix + "-group";
_instancePolicyName = prefix + "-pol";
_instanceRoleName = prefix + "-role";
_instanceProfileName = prefix + "-prof";
_badCredsPolicyName = prefix + "-bc-pol";
_badCredsRoleName = prefix + "-bc-role";
_badCredsProfileName = prefix + "-bc-prof";
_keyPairName = prefix + "-key-pair";

}

/// <summary>

/// Create a policy, role, and profile that is associated with instances with a

specified name.

/// An instance's associated profile defines a role that is assumed by the
/// instance.The role has attached policies that specify the AWS permissions

granted to
/// clients that
/// </summary>

/// <param name="policyName">Name to use for the policy.</param>
/// <param name="roleName'">Name to use for the role.</param>
/// <param name="profileName'">Name to use for the profile.</param>

run on the instance.

/// <param name="ssmOnlyPolicyFile">Path to a policy file for SSM.</param>
/// <param name="awsManagedPolicies">AWS Managed policies to be attached to the

role.</param>

/// <returns>The Arn of the profile.</returns>

public async Task<string> CreateInstanceProfileWithName(

string policy

Name,

string roleName,

string profil

eName,

R
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string ssmOnlyPolicyFile,
List<string>? awsManagedPolicies = null)
{
var assumeRoleDoc = "{" +
"\"Version\": \"2012-10-17\"," +
"\"Statement\": [{" +
"\"Effect\": \"Allow\"," +
"\"Principal\": {" +
"\"Service\": [" +
"\"ec2.amazonaws.com\"" +
o
nyom o4
"\"Action\": \'"sts:AssumeRole\"" +
"} o+
T
var policyDocument = await File.ReadAllTextAsync(ssmOnlyPolicyFile);
var policyArn = "";
try
{
var createPolicyResult = await _amazonIam.CreatePolicyAsync(
new CreatePolicyRequest
{
PolicyName = policyName,
PolicyDocument = policyDocument
1}
policyArn = createPolicyResult.Policy.Arn;
}
catch (EntityAlreadyExistsException)
{
// The policy already exists, so we look it up to get the Arn.
var policiesPaginator = _amazonIam.Paginators.ListPolicies(
new ListPoliciesRequest()
{
Scope = PolicyScopeType.Local
1}
// Get the entire list using the paginator.
await foreach (var policy in policiesPaginator.Policies)
{
if (policy.PolicyName.Equals(policyName))
{
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policyArn = policy.Arn;

}
}
if (policyArn == null)
{
throw new InvalidOperationException("Policy not found");
}
}
try
{
await _amazonIam.CreateRoleAsync(new CreateRoleRequest()
{
RoleName = roleName,
AssumeRolePolicyDocument = assumeRoleDoc,
1);
await _amazonIam.AttachRolePolicyAsync(new AttachRolePolicyRequest()
{
RoleName = roleName,
PolicyArn = policyAzrn
18
if (awsManagedPolicies != null)
{

foreach (var awsPolicy in awsManagedPolicies)
{
await _amazonIam.AttachRolePolicyAsync(new
AttachRolePolicyRequest()

{
PolicyArn = $"arn:aws:iam::aws:policy/{awsPolicy}",
RoleName = roleName
18
}
}
}
catch (EntityAlreadyExistsException)
{
Console.WriteLine("Role already exists.");
}
string profileArn = "";
try
{

var profileCreateResponse = await _amazonIam.CreateInstanceProfileAsync(
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new CreateInstanceProfileRequest()
{
InstanceProfileName = profileName
1)
// Allow time for the profile to be ready.
profileArn = profileCreateResponse.InstanceProfile.Azrn;
Thread.Sleep(10000);
await _amazonIam.AddRoleToInstanceProfileAsync(
new AddRoleTolInstanceProfileRequest()
{
InstanceProfileName = profileName,
RoleName = roleName

1)

}
catch (EntityAlreadyExistsException)

{
Console.WriteLine("Policy already exists.");
var profileGetResponse = await _amazonIam.GetInstanceProfileAsync(
new GetInstanceProfileRequest()
{
InstanceProfileName = profileName
1);

profileArn = profileGetResponse.InstanceProfile.Axrn;

}

return profileArn;

/// <summary>
/// Create a new key pair and save the file.

/// </summary>

/// <param name="newKeyPairName'">The name of the new key pair.</param>
/// <returns>Async task.</returns>

public async Task CreateKeyPair(string newKeyPairName)

{
try
{
var keyResponse = await _amazonEc2.CreateKeyPairAsync(
new CreateKeyPairRequest() { KeyName = newKeyPairName });
await File.WriteAllTextAsync($"{newKeyPairName}.pem",
keyResponse.KeyPair.KeyMaterial);
Console.WriteLine($"Created key pair {newKeyPairName}.");
}

catch (AlreadyExistsException)
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{

Console.WriteLine("Key pair already exists.");

/// <summary>

/// Delete the key pair and file by name.

/// </summary>

/// <param name="deleteKeyPairName">The key pair to delete.</param>
/// <returns>Async task.</returns>

public async Task DeleteKeyPairByName(string deleteKeyPairName)

{
try
{
await _amazonEc2.DeleteKeyPairAsync(
new DeleteKeyPairRequest() { KeyName = deleteKeyPairName });
File.Delete($"{deleteKeyPairName}.pem");
}
catch (FileNotFoundException)
{
Console.WriteLine($"Key pair {deleteKeyPairName} not found.");
}
}

/// <summary>
/// Creates an Amazon EC2 launch template to use with Amazon EC2 Auto Scaling.

/// The launch template specifies a Bash script in its user data field that runs
after
/// the instance is started. This script installs the Python packages and starts
a Python
/// web server on the instance.
/// </summary>
/// <param name="startupScriptPath">The path to a Bash script file that is
run.</param>
/// <param name="instancePolicyPath">The path to a permissions policy to create
and attach to the profile.</param>
/// <returns>The template object.</returns>
public async Task<Amazon.EC2.Model.LaunchTemplate> CreateTemplate(string
startupScriptPath, string instancePolicyPath)
{
try
{

await CreateKeyPair(_keyPairName);
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await CreateInstanceProfileWithName(_instancePolicyName,
_instanceRoleName,
_instanceProfileName, instancePolicyPath);

var startServerText = await File.ReadAllTextAsync(startupScriptPath);
var plainTextBytes =
System.Text.Encoding.UTF8.GetBytes(startServerText);

var amilLatest = await _amazonSsm.GetParameterAsync(
new GetParameterRequest() { Name = _amiParam });

var amiId = amilLatest.Parameter.Value;

var launchTemplateResponse = await _amazonEc2.CreatelLaunchTemplateAsync(
new CreatelLaunchTemplateRequest()

{

LaunchTemplateName = _launchTemplateName,
LaunchTemplateData = new RequestLaunchTemplateData()
{

InstanceType = _instanceType,

Imageld = amild,

IamInstanceProfile =

new

LaunchTemplateIamInstanceProfileSpecificationRequest()

{
Name = _instanceProfileName
I
KeyName = _keyPairName,
UserData = System.Convert.ToBase64String(plainTextBytes)
}
18
return launchTemplateResponse.LaunchTemplate;
}
catch (AmazonEC2Exception ec2Exception)
{

if (ec2Exception.ErrorCode ==
"InvalidLaunchTemplateName.AlreadyExistsException")

{
_logger.LogError($"Could not create the template, the name
{_launchTemplateName} already exists. " +
$"Please try again with a unique name.");
}
throw;
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catch (Exception ex)
{
_logger.LogError($"An error occurred while creating the template.:
{ex.Messagel}");
throw;

/// <summary>
/// Get a list of Availability Zones in the AWS Region of the Amazon EC2 Client.

/// </summary>
/// <returns>A list of availability zones.</returns>
public async Task<List<string>> DescribeAvailabilityZones()

{

try
{

var zoneResponse = await _amazonEc2.DescribeAvailabilityZonesAsync(

new DescribeAvailabilityZonesRequest());

return zoneResponse.AvailabilityZones.Select(z => z.ZoneName).TolList();
}
catch (AmazonEC2Exception ec2Exception)
{

_logger.LogError($"An Amazon EC2 error occurred while listing
availability zones.: {ec2Exception.Messagel}");

throw;
}
catch (Exception ex)
{

_logger.LogError($"An error occurred while listing availability zones.:
{ex.Messagel}");
throw;

/// <summary>
/// Create an EC2 Auto Scaling group of a specified size and name.

/// </summary>

/// <param name="groupSize">The size for the group.</param>

/// <param name="groupName">The name for the group.</param>

/// <param name="availabilityZones">The availability zones for the group.</
param>

/// <returns>Async task.</returns>

public async Task CreateGroupOfSize(int groupSize, string groupName,
List<string> availabilityZones)
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{

try
{
await _amazonAutoScaling.CreateAutoScalingGroupAsync(
new CreateAutoScalingGroupRequest()

{
AutoScalingGroupName = groupName,
AvailabilityZones = availabilityZones,
LaunchTemplate =
new Amazon.AutoScaling.Model.LaunchTemplateSpecification()
{
LaunchTemplateName = _launchTemplateName,
Version = "$Default"
},
MaxSize = groupSize,
MinSize = groupSize
1)

Console.WritelLine($"Created EC2 Auto Scaling group {groupName} with size
{groupSize}.");
}
catch (EntityAlreadyExistsException)
{
Console.WriteLine($"EC2 Auto Scaling group {groupName} already
exists.");

}

/// <summary>
/// Get the default VPC for the account.
/// </summary>
/// <returns>The default VPC object.</returns>
public async Task<Vpc> GetDefaultVpc()
{

try

{

var vpcResponse = await _amazonEc2.DescribeVpcsAsync(
new DescribeVpcsRequest()

{
Filters = new List<Amazon.EC2.Model.Filter>()
{
new("is-default", new List<string>() { "true" })
}
1}

return vpcResponse.Vpcs[@];
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}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "UnauthorizedOperation")
{

_logger.LogError(ec2Exception, $"You do not have the necessary
permissions to describe VPCs.");

}

throw;
}
catch (Exception ex)
{

_logger.LogError(ex, $"An error occurred while describing the vpcs.:

{ex.Messagel}");
throw;

/// <summary>
/// Get all the subnets for a Vpc in a set of availability zones.

/// </summary>

/// <param name="vpcId">The Id of the Vpc.</param>

/// <param name="availabilityZones">The list of availability zones.</param>

/// <returns>The collection of subnet objects.</returns>

public async Task<List<Subnet>> GetAllVpcSubnetsForZones(string vpcld,
List<string> availabilityZones)

{
try
{
var subnets = new List<Subnet>();
var subnetPaginator = _amazonEc2.Paginators.DescribeSubnets(
new DescribeSubnetsRequest()
{
Filters = new List<Amazon.EC2.Model.Filter>()
{
new("vpc-id", new List<string>() { vpcId }),
new("availability-zone", availabilityZones),
new("default-for-az", new List<string>() { "true" })
}

1)

// Get the entire list using the paginator.
await foreach (var subnet in subnetPaginator.Subnets)
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{
subnets.Add(subnet);
}
return subnets;
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidVpcID.NotFound")
{

_logger.LogError(ec2Exception, $"The specified VPC ID {vpcId} does
not exist.");

}

throw;
}
catch (Exception ex)
{

_logger.LogError(ex, $"An error occurred while describing the subnets.:

{ex.Messagel}");
throw;

/// <summary>
/// Delete a launch template by name.

/// </summary>
/// <param name="templateName'">The name of the template to delete.</param>
/// <returns>Async task.</returns>
public async Task DeleteTemplateByName(string templateName)
{
try
{
await _amazonEc2.DeletelLaunchTemplateAsync(
new DeletelLaunchTemplateRequest()
{
LaunchTemplateName = templateName
18
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode ==
"InvalidLaunchTemplateName.NotFoundException")

{
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_logger.LogErrox(
$"Could not delete the template, the name {_launchTemplateName}
was not found.");

}

throw;
}
catch (Exception ex)
{

_logger.LogError($"An error occurred while deleting the template.:
{ex.Messagel}");
throw;

/// <summary>
/// Detaches a role from an instance profile, detaches policies from the role,

/// and deletes all the resources.
/// </summary>
/// <param name="profileName">The name of the profile to delete.</param>
/// <param name="roleName">The name of the role to delete.</param>
/// <returns>Async task.</returns>
public async Task DeletelInstanceProfile(string profileName, string roleName)
{
try
{
await _amazonIam.RemoveRoleFromInstanceProfileAsync(
new RemoveRoleFromInstanceProfileRequest()
{
InstanceProfileName = profileName,
RoleName = roleName
18
await _amazonIam.DeleteInstanceProfileAsync(
new DeleteInstanceProfileRequest() { InstanceProfileName =
profileName });
var attachedPolicies = await _amazonIam.ListAttachedRolePoliciesAsync(
new ListAttachedRolePoliciesRequest() { RoleName = roleName });
foreach (var policy in attachedPolicies.AttachedPolicies)
{
await _amazonIam.DetachRolePolicyAsync(
new DetachRolePolicyRequest()
{
RoleName = roleName,
PolicyArn = policy.PolicyArn

e 424



EMT NET #9 Amazon SDK (V3) FEAGIERE

});
// Delete the custom policies only.
if (!policy.PolicyArn.StartsWith("arn:aws:iam::aws"))

{
await _amazonIam.DeletePolicyAsync(
new Amazon.IdentityManagement.Model.DeletePolicyRequest()
{
PolicyArn = policy.PolicyArn
1);
}

await _amazonIam.DeleteRoleAsync(
new DeleteRoleRequest() { RoleName = roleName });

}
catch (NoSuchEntityException)
{
Console.WriteLine($"Instance profile {profileName} does not exist.");
}

/// <summary>
/// Gets data about the instances in an EC2 Auto Scaling group by its group
name.
/// </summary>
/// <param name="group">The name of the auto scaling group.</param>
/// <returns>A collection of instance Ids.</returns>
public async Task<IEnumerable<string>> GetInstancesByGroupName(string group)
{
var instanceResponse = await
_amazonAutoScaling.DescribeAutoScalingGroupsAsync(
new DescribeAutoScalingGroupsRequest()
{
AutoScalingGroupNames = new List<string>() { group }
1);
var instancelds = instanceResponse.AutoScalingGroups.SelectMany(
g => g.Instances.Select(i => i.Instanceld));
return instancelds;

/// <summary>
/// Get the instance profile association data for an instance.

/// </summary>
/// <param name="instanceId">The Id of the instance.</param>
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/// <returns>Instance profile associations data.</returns>
public async Task<IamInstanceProfileAssociation> GetInstanceProfile(string

instancelId)
{
try
{

var response = await
_amazonEc2.DescribeIlamInstanceProfileAssociationsAsync(
new DescribelamInstanceProfileAssociationsRequest()

{
Filters = new List<Amazon.EC2.Model.Filter>()
{
new("instance-id", new List<string>() { instanceld })
1,
1}
return response.IamInstanceProfileAssociations[0];
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidInstanceID.NotFound")
{
_logger.LogError(ec2Exception, $"Instance {instanceId} not found");
}
throw;
}
catch (Exception ex)
{

_logger.LogError(ex, $"An error occurred while creating the template.:
{ex.Messagel}");
throw;

/// <summary>

/// Replace the profile associated with a running instance. After the profile is
replaced, the instance

/// is rebooted to ensure that it uses the new profile. When the instance is
ready, Systems Manager is

/// used to restart the Python web server.

/// </summary>

/// <param name="instanceId">The Id of the instance to update.</param>

/// <param name="credsProfileName">The name of the new profile to associate with
the specified instance.</param>
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/// <param name="associationId">The Id of the existing profile association for
the instance.</param>
/// <returns>Async task.</returns>
public async Task ReplacelnstanceProfile(string instanceld, string
credsProfileName, string associationId)
{
try
{
await _amazonEc2.ReplacelamInstanceProfileAssociationAsync(
new ReplaceIlamInstanceProfileAssociationRequest()

{
AssociationId = associationId,
IamInstanceProfile = new IamInstanceProfileSpecification()
{
Name = credsProfileName
}
1);

// Allow time before resetting.
Thread.Sleep(25000);

await _amazonEc2.RebootInstancesAsync(
new RebootInstancesRequest(new List<string>() { instanceld }));
Thread.Sleep(25000);
var instanceReady = false;
var retries = 5;
while (retries-- > 0 && !instanceReady)
{
var instancesPaginator =
_amazonSsm.Paginators.DescribeInstanceInformation(
new DescribelInstanceInformationRequest());
// Get the entire list using the paginator.
await foreach (var instance in
instancesPaginator.InstanceInformationList)

{
instanceReady = instance.Instanceld == instanceld;
if (instanceReady)
{
break;
}
}

}

Console.WritelLine("Waiting for instance to be running.");

await WaitForInstanceState(instanceld, InstanceStateName.Running);
Console.WriteLine("Instance ready.");
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80" }

Console.WriteLine($"Sending restart command to instance {instanceld}");
await _amazonSsm.SendCommandAsync(
new SendCommandRequest()

{
Instancelds = new List<string>() { instanceld },
DocumentName = "AWS-RunShellScript",
Parameters = new Dictionary<string, List<string>>()
{
{
"commands",
new List<string>() { "cd / && sudo python3 server.py
}
}
1);
Console.WriteLine($"Restarted the web server on instance {instanceId}");
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidInstanceID.NotFound")
{
_logger.LogError(ec2Exception, $"Instance {instanceId} not found");
}
throw;
}
catch (Exception ex)
{

_logger.LogError(ex, $"An error occurred while replacing the template.:

{ex.Messagel}");

throw;

/// <summary>
/// Try to terminate an instance by its Id.

/// </summary>

/// <param name="instanceId">The Id of the instance to terminate.</param>
/// <returns>Async task.</returns>

public async Task TryTerminateInstanceById(string instanceld)

{

var stopping = false;
Console.WriteLine($"Stopping {instanceId}...");
while (!stopping)
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try
{

await _amazonAutoScaling.TerminateInstanceInAutoScalingGroupAsync(
new TerminateInstanceInAutoScalingGroupRequest()

{
Instanceld = instanceld,
ShouldDecrementDesiredCapacity = false
1)
stopping = true;
}
catch (ScalingActivityInProgressException)
{

Console.WriteLine($"Scaling activity in progress for {instanceId}.
Waiting...");

Thread.Sleep(10000);

/// <summary>

/// Tries to delete the EC2 Auto Scaling group. If the group is in use or in
progress,

/// waits and retries until the group is successfully deleted.

/// </summary>

/// <param name="groupName">The name of the group to try to delete.</param>

/// <returns>Async task.</returns>

public async Task TryDeleteGroupByName(string groupName)
{

var stopped = false;

while (!stopped)

{
try
{
await _amazonAutoScaling.DeleteAutoScalingGroupAsync(
new DeleteAutoScalingGroupRequest()
{
AutoScalingGroupName = groupName
1}
stopped = true;
}

catch (Exception e)
when ((e is ScalingActivityInProgressException)
|| (e is Amazon.AutoScaling.Model.ResourceInUseException))
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{

Console.WriteLine($"Some instances are still running. Waiting...");
Thread.Sleep(10000);

/// <summary>

/// Terminate instances and delete the Auto Scaling group by name.

/// </summary>

/// <param name="groupName">The name of the group to delete.</param>

/// <returns>Async task.</returns>

public async Task TerminateAndDeleteAutoScalingGroupWithName(string groupName)

{

var describeGroupsResponse = await
_amazonAutoScaling.DescribeAutoScalingGroupsAsync(
new DescribeAutoScalingGroupsRequest()

{
AutoScalingGroupNames = new List<string>() { groupName }
18
if (describeGroupsResponse.AutoScalingGroups.Any())
{
// Update the size to 0.
await _amazonAutoScaling.UpdateAutoScalingGroupAsync(
new UpdateAutoScalingGroupRequest()
{
AutoScalingGroupName = groupName,
MinSize = 0
1);
var group = describeGroupsResponse.AutoScalingGroups[Q];
foreach (var instance in group.Instances)
{
await TryTerminateInstanceById(instance.Instanceld);
}
await TryDeleteGroupByName(groupName);
}
else
{
Console.WriteLine($"No groups found with name {groupName}.");
}
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/// <summary>
/// Get the default security group for a specified Vpc.
/// </summary>
/// <param name="vpc">The Vpc to search.</param>
/// <returns>The default security group.</returns>
public async Task<SecurityGroup> GetDefaultSecurityGroupForVpc(Vpc vpc)
{
var groupResponse = await _amazonEc2.DescribeSecurityGroupsAsync(
new DescribeSecurityGroupsRequest()
{
Filters = new List<Amazon.EC2.Model.Filter>()
{
new ('"group-name", new List<string>() { "default" }),
new ("vpc-id", new List<string>() { vpc.Vpcld })

1)

return groupResponse.SecurityGroups[0];

/// <summary>
/// Verify the default security group of a Vpc allows ingress from the calling
computer.
/// This can be done by allowing ingress from this computer's IP address.
/// In some situations, such as connecting from a corporate network, you must
instead specify
/// a prefix list Id. You can also temporarily open the port to any IP address
while running this example.
/// If you do, be sure to remove public access when you're done.
/// </summary>
/// <param name="vpc">The group to check.</param>
/// <param name="port">The port to verify.</param>
/// <param name="ipAddress">This computer's IP address.</param>
/// <returns>True if the ip address is allowed on the group.</returns>
public bool VerifyInboundPortForGroup(SecurityGroup group, int port, string
ipAddress)
{
var portIsOpen = false;
foreach (var ipPermission in group.IpPermissions)
{
if (ipPermission.FromPort == port)
{
foreach (var ipRange in ipPermission.Ipv4Ranges)
{

var cidr = ipRange.CidrIp;
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if (cidr.StartsWith(ipAddress) || cidr == "0.0.0.0/0")
{
portIsOpen = true;
}
}
if (ipPermission.PrefixListIds.Any())
{
portIsOpen = true;
}

if (!portIsOpen)
{
Console.WriteLine("The inbound rule does not appear to be open
to either this computer's IP\n" +
"address, to all IP addresses (0.0.0.0/0), or
to a prefix list ID.");
}

else

{

break;

return portIsOpen;

/// <summary>
/// Add an ingress rule to the specified security group that allows access on
the
/// specified port from the specified IP address.
/// </summary>
/// <param name="groupId">The Id of the security group to modify.</param>
/// <param name="port">The port to open.</param>
/// <param name="ipAddress">The IP address to allow access.</param>
/// <returns>Async task.</returns>
public async Task OpenInboundPort(string groupId, int port, string ipAddress)
{
await _amazonEc2.AuthorizeSecurityGroupIngressAsync(
new AuthorizeSecurityGroupIngressRequest()
{
GroupId = grouplId,
IpPermissions = new List<IpPermission>()
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{

new IpPermission()
{
FromPort = port,
ToPort = port,
IpProtocol = "tcp",
Ipv4Ranges = new List<IpRange>()
{
new IpRange() { CidrIp = $"{ipAddress}/32" }

1)

/// <summary>
/// Attaches an Elastic Load Balancing (ELB) target group to this EC2 Auto

Scaling group.
/// The
/// </summary>
/// <param name="autoScalingGroupName">The name of the Auto Scaling group.</
param>
/// <param name="targetGroupArn">The Arn for the target group.</param>
/// <returns>Async task.</returns>
public async Task AttachLoadBalancerToGroup(string autoScalingGroupName, string
targetGroupAzrn)
{
await _amazonAutoScaling.AttachLoadBalancerTargetGroupsAsync(
new AttachLoadBalancerTargetGroupsRequest()
{
AutoScalingGroupName = autoScalingGroupName,
TargetGroupARNs = new List<string>() { targetGroupArn }

1)

/// <summary>
/// Wait until an EC2 instance is in a specified state.

/// </summary>

/// <param name="instancelId">The instance Id.</param>

/// <param name="stateName">The state to wait for.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> WaitForInstanceState(string instanceld,
InstanceStateName stateName)

{
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var request = new DescribelnstancesRequest

{

};

Instancelds = new List<string> { instanceld }

// Wait until the instance is in the specified state.
var hasState = false;

do
{

// Wait 5 seconds.
Thread.Sleep(5000);

// Check for the desired state.

var response = await _amazonEc2.DescribeInstancesAsync(request);
var instance = response.Reservations[@].Instances[0];

hasState = instance.State.Name == stateName;

Console.Write(". ");

} while (!hasState);

return hasState;

BE - NI RUERBIGERENS.

/// <summary>

/// Encapsulates Elastic Load Balancer actions.
/// </summary>

public class ElasticlLoadBalancerWrapper

{

private
private
private
private

readonly IAmazonElasticLoadBalancingV2 _amazonElasticlLoadBalancingV2;

string? _endpoint = null;
readonly string _targetGroupName = "";
readonly string _loadBalancerName = "";

HttpClient _httpClient = new();

public string TargetGroupName => _targetGroupName;
public string LoadBalancerName => _loadBalancerName;

/// <summary>
/// Constructor for the Elastic Load Balancer wrapper.
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/// </summary>
/// <param name="amazonElasticlLoadBalancingV2">The injected load balancing v2

client.</param>
/// <param name="configuration">The injected configuration.</param>
public ElasticlLoadBalancerWrappexr(
IAmazonElasticlLoadBalancingV2 amazonElasticlLoadBalancingV2,
IConfiguration configuration)

{
_amazonklasticloadBalancingV2 = amazonElasticlLoadBalancingV2;
var prefix = configuration["resourcePrefix"];
_targetGroupName = prefix + "-tg";
_loadBalancerName = prefix + "-1b";

}

/// <summary>
/// Get the HTTP Endpoint of a load balancer by its name.

/// </summary>

/// <param name="loadBalancerName">The name of the load balancer.</param>
/// <returns>The HTTP endpoint.</returns>

public async Task<string> GetEndpointForLoadBalancerByName(string

loadBalancerName)
{
if (_endpoint == null)
{
var endpointResponse =
await _amazonElasticlLoadBalancingV2.DescribeloadBalancersAsync(
new DescribeloadBalancersRequest()
{
Names = new List<string>() { loadBalancerName }
1);
_endpoint = endpointResponse.LoadBalancers[@].DNSName;
}

return _endpoint;

/// <summary>
/// Return the GET response for an endpoint as text.

/// </summary>

/// <param name="endpoint">The endpoint for the request.</param>
/// <returns>The request response.</returns>

public async Task<string> GetEndPointResponse(string endpoint)

{
var endpointResponse = await _httpClient.GetAsync($"http://{endpoint}");
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var textResponse = await endpointResponse.Content.ReadAsStringAsync();
return textResponse!;

/// <summary>
/// Get the target health for a group by name.

/// </summary>

/// <param name="groupName">The name of the group.</param>

/// <returns>The collection of health descriptions.</returns>

public async Task<List<TargetHealthDescription>>
CheckTargetHealthForGroup(string groupName)

{
List<TargetHealthDescription> result = null!;
try
{
var groupResponse =
await _amazonElasticloadBalancingV2.DescribeTargetGroupsAsync(
new DescribeTargetGroupsRequest()
{
Names = new List<string>() { groupName }
1}
var healthResponse =
await _amazonElasticlLoadBalancingV2.DescribeTargetHealthAsync(
new DescribeTargetHealthRequest()
{
TargetGroupArn =
groupResponse.TargetGroups[@].TargetGroupArn
1)
result = healthResponse.TargetHealthDescriptions;
}
catch (TargetGroupNotFoundException)
{
Console.WriteLine($"Target group {groupName} not found.");
}
return result;
}

/// <summary>

/// Create an Elastic Load Balancing target group. The target group specifies
how the load balancer forwards

/// requests to instances in the group and how instance health is checked.

/17
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/// To speed up this demo, the health check is configured with shortened times
and lower thresholds. In production,
/// you might want to decrease the sensitivity of your health checks to avoid
unwanted failures.
/// </summary>
/// <param name="groupName">The name for the group.</param>
/// <param name="protocol">The protocol, such as HTTP.</param>
/// <param name="port">The port to use to forward requests, such as 80.</param>
/// <param name="vpcId">The Id of the Vpc in which the load balancer exists.</
param>
/// <returns>The new TargetGroup object.</returns>
public async Task<TargetGroup> CreateTargetGroupOnVpc(string groupName,
ProtocolEnum protocol, int port, string vpcId)
{
var createResponse = await
_amazonElasticloadBalancingV2.CreateTargetGroupAsync(
new CreateTargetGroupRequest()
{
Name = groupName,
Protocol = protocol,
Port = port,
HealthCheckPath = "/healthcheck",
HealthCheckIntervalSeconds = 10,
HealthCheckTimeoutSeconds = 5,
HealthyThresholdCount = 2,
UnhealthyThresholdCount = 2,
VpcIld = vpcld
18
var targetGroup = createResponse.TargetGroups[0];
return targetGroup;

/// <summary>
/// Create an Elastic Load Balancing load balancer that uses the specified

subnets

/// and forwards requests to the specified target group.

/// </summary>

/// <param name="name">The name for the new load balancer.</param>

/// <param name="subnetIds">Subnets for the load balancer.</param>

/// <param name="targetGroup">Target group for forwarded requests.</param>

/// <returns>The new LoadBalancer object.</returns>

public async Task<LoadBalancer> CreatelLoadBalancerAndListener(string name,
List<string> subnetIds, TargetGroup targetGroup)

{
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var createlLbResponse = await
_amazonElasticlLoadBalancingV2.CreatelLoadBalancerAsync(
new CreatelLoadBalancerRequest()
{
Name = name,
Subnets = subnetlds
1);

var loadBalancerArn = createlLbResponse.lLoadBalancers[@].LoadBalancerArn;

// Wait for load balancer to be available.
var loadBalancerReady = false;
while (!loadBalancerReady)
{
try
{
var describeResponse =
await _amazonElasticloadBalancingV2.DescribeloadBalancersAsync(
new DescribeloadBalancersRequest()
{
Names = new List<string>() { name }

1)

var loadBalancerState =
describeResponse.LoadBalancers[@].State.Code;

loadBalancerReady = loadBalancerState ==
LoadBalancerStateEnum.Active;

}
catch (LoadBalancerNotFoundException)
{
loadBalancerReady = false;
}

Thread.Sleep(10000);
}
// Create the listener.
await _amazonElasticlLoadBalancingV2.CreatelListenerAsync(
new CreatelListenerRequest()
{
LoadBalancerArn = loadBalancerArn,
Protocol = targetGroup.Protocol,
Port = targetGroup.Port,
DefaultActions = new List<Action>()
{

new Action()
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Type = ActionTypeEnum.Forward,
TargetGroupArn = targetGroup.TargetGroupArn

1)

return createlLbResponse.lLoadBalancers[0];

/// <summary>

/// Verify this computer can successfully send a GET request to the
/// load balancer endpoint.

/// </summary>

/// <param name="endpoint">The endpoint to check.</param>

/// <returns>True if successful.</returns>

public async Task<bool> VerifylLoadBalancerEndpoint(string endpoint)

{

var success = false;
var retries = 3;
while (!success && retries > 0)
{
try
{
var endpointResponse = await _httpClient.GetAsync($"http://
{endpoint}");
Console.WriteLine($"Response: {endpointResponse.StatusCode}.");

if (endpointResponse.IsSuccessStatusCode)

{
success = true;
}
else
{
retries = 0;
}
}
catch (HttpRequestException)
{
Console.WriteLine("Connection error, retrying...");
retries--;
Thread.Sleep(10000);
}
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return success;

<summary>

Delete a load balancer by its specified name.

</summary>

<param name='"name">The name of the load balancer to delete.</param>
<returns>Async task.</returns>

public async Task DeletelLoadBalancerByName(string name)

{

try
{
var describeloadBalancerResponse =
await _amazonElasticlLoadBalancingV2.DescribeloadBalancersAsync(
new DescribeloadBalancersRequest()

{

Names = new List<string>() { name }

1)

var lbArn =

describeloadBalancerResponse.LoadBalancers[@].LoadBalancerAzrn;

/17
/17
/17
/17
/17

await _amazonElasticlLoadBalancingV2.DeletelLoadBalancerAsync(
new DeleteloadBalancerRequest()

{
LoadBalancerArn = 1lbArn
}
);
}
catch (LoadBalancerNotFoundException)
{
Console.WriteLine($"Load balancer {name} not found.");
}
<summary>
Delete a TargetGroup by its specified name.
</summary>

<param name="groupName">Name of the group to delete.</param>
<returns>Async task.</returns>

public async Task DeleteTargetGroupByName(string groupName)

{

var done = false;
while (!done)

{
try
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{

var groupResponse =
await _amazonElasticloadBalancingV2.DescribeTargetGroupsAsync(
new DescribeTargetGroupsRequest()
{
Names = new List<string>() { groupName }

1)

var targetArn = groupResponse.TargetGroups[@].TargetGroupArn;
await _amazonElasticlLoadBalancingV2.DeleteTargetGroupAsync(
new DeleteTargetGroupRequest() { TargetGroupArn = targetArn });
Console.WriteLine($"Deleted load balancing target group
{groupName}.");
done = true;

}
catch (TargetGroupNotFoundException)
{
Console.WritelLine(
$"Target group {groupName} not found, could not delete.");
done = true;
}
catch (ResourceInUseException)
{
Console.WritelLine("Target group not yet released, waiting...");
Thread.Sleep(10000);
}

B8 —NMEMA DynamoDB #Eil#EERS KK,

/// <summary>
/// Encapsulates a DynamoDB table to use as a service that recommends books, movies,
and songs.
/// </summary>
public class Recommendations
{
private readonly IAmazonDynamoDB _amazonDynamoDb;
private readonly DynamoDBContext _context;
private readonly string _tableName;
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public string TableName => _tableName;

/// <summary>
/// Constructor for the Recommendations service.

/// </summary>

/// <param name="amazonDynamoDb">The injected DynamoDb client.</param>

/// <param name="configuration">The injected configuration.</param>

public Recommendations(IAmazonDynamoDB amazonDynamoDb, IConfiguration

configuration)
{
_amazonDynamoDb = amazonDynamoDb;
_context = new DynamoDBContext(_amazonDynamoDb);
_tableName = configuration["databaseName"]!;

/// <summary>
/// Create the DynamoDb table with a specified name.

/// </summary>
/// <param name="tableName">The name for the table.</param>
/// <returns>True when ready.</returns>
public async Task<bool> CreateDatabaseWithName(string tableName)
{
try
{
Console.Write($"Creating table {tableName}...");
var createRequest = new CreateTableRequest()
{
TableName = tableName,
AttributeDefinitions = new List<AttributeDefinition>()

{
new AttributeDefinition()
{
AttributeName = "MediaType",
AttributeType = ScalarAttributeType.S
},
new AttributeDefinition()
{
AttributeName = "ItemId",
AttributeType = ScalarAttributeType.N
}
},
KeySchema = new List<KeySchemaElement>()
{

new KeySchemaElement()
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AttributeName = "MediaType",
KeyType = KeyType.HASH
},

new KeySchemaElement()

{
AttributeName = "ItemId",

KeyType = KeyType.RANGE

iy

ProvisionedThroughput

{

new ProvisionedThroughput()

ReadCapacityUnits 5,
WriteCapacityUnits = 5

};

await _amazonDynamoDb.CreateTableAsync(createRequest);

// Wait until the table is ACTIVE and then report success.
Console.Write("\nWaiting for table to become active...");

var request = new DescribeTableRequest

{
TableName = tableName

i

TableStatus status;
do

{
Thread.Sleep(2000);

var describeTableResponse = await
_amazonDynamoDb.DescribeTableAsync(request);
status = describeTableResponse.Table.TableStatus;

Console.Write(".");

}
while (status != "ACTIVE");

return status == TableStatus.ACTIVE;
}

catch (ResourceInUseException)

{
Console.WriteLine($"Table {tableName} already exists.");
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///
///
///
///
///
param>

/17

return false;

<summary>
Populate the database table with data from a specified path.

</summary>

<param name="databaseTableName">The name of the table.</param>

<param name="recommendationsPath">The path of the recommendations data.</

<returns>Async task.</returns>

public async Task PopulateDatabase(string databaseTableName, string

recommendationsPath)

{

var recommendationsText = await File.ReadAllTextAsync(recommendationsPath);
var records =

JsonSerializer.Deserialize<RecommendationModel[]>(recommendationsText);
var batchWrite = _context.CreateBatchWrite<RecommendationModel>();

foreach (var record in records!)

{
batchWrite.AddPutItem(record);

await batchWrite.ExecuteAsync();

/// <summary>

/// Delete the recommendation table by name.

/// </summary>

/// <param name="tableName">The name of the recommendation table.</param>
/// <returns>Async task.</returns>

public async Task DestroyDatabaseByName(string tableName)

{

try
{
await _amazonDynamoDb.DeleteTableAsync(
new DeleteTableRequest() { TableName = tableName });
Console.WriteLine($"Table {tableName} was deleted.");
}
catch (ResourceNotFoundException)
{
Console.WriteLine($"Table {tableName} not found");
}
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}

8| —1NEE Systems Manager ®/EH K,

/// <summary>
/// Encapsulates Systems Manager parameter operations. This example uses these

parameters

/// to drive the demonstration of resilient architecture, such as failure of a
dependency or

/// how the service responds to a health check.

/// </summary>
public class SmParameterWrapper

{

private readonly IAmazonSimpleSystemsManagement _amazonSimpleSystemsManagement;

private readonly string _tableParameter = "doc-example-resilient-architecture-
table";

private readonly string _failureResponseParameter = "doc-example-resilient-
architecture-failure-response";

private readonly string _healthCheckParameter = "doc-example-resilient-
architecture-health-check";

private readonly string _tableName = "";

public string TableParameter => _tableParameter;

public string TableName => _tableName;

public string HealthCheckParameter => _healthCheckParameter;

public string FailureResponseParameter => _failureResponseParameter;

/// <summary>
/// Constructor for the SmParameterWrapper.

/// </summary>
/// <param name="amazonSimpleSystemsManagement">The injected Simple Systems
Management client.</param>
/// <param name="configuration">The injected configuration.</param>
public SmParameterWrapper(IAmazonSimpleSystemsManagement
amazonSimpleSystemsManagement, IConfiguration configuration)
{
_amazonSimpleSystemsManagement = amazonSimpleSystemsManagement;
_tableName = configuration["databaseName"]!;
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/// <summary>

/// Reset the Systems Manager parameters to starting values for the demo.

/// </summary>
/// <returns>Async task.</returns>

public async Task Reset()

{
await this.PutParameterByName(_tableParameter, _tableName);
await this.PutParameterByName(_failureResponseParameter, "none");
await this.PutParameterByName(_healthCheckParameter, "shallow");
}

/// <summary>

/// Set the value of a named Systems Manager parameter.

/// </summary>

/// <param name="name">The name of the parameter.</param>
/// <param name="value">The value to set.</param>

/// <returns>Async task.</returns>

public async Task PutParameterByName(string name, string value)

value, Overwrite

{
await _amazonSimpleSystemsManagement.PutParameterAsync(
new PutParameterRequest() { Name = name, Value =
true });
}

BX APl F4EER

AttachLoadBalancerTargetGroups

CreateAutoScalingGroup

CreatelnstanceProfile

CreateLaunchTemplate

CreateListener

CreateLoadBalancer

CreateTargetGroup

DeleteAutoScalingGroup

DeletelnstanceProfile

DeleteLaunchTemplate
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using Amazon;
using Amazon.Bedrock;
using Amazon.Bedrock.Model;

namespace ListFoundationModelsExample
{
/// <summary>
/// This example shows how to list foundation models.
/// </summary>
internal class HelloBedrock
{
/// <summary>
/// Main method to call the ListFoundationModelsAsync method.
/// </summary>
/// <param name="args"> The command line arguments. </param>
static async Task Main(string[] args)
{
// Specify a region endpoint where Amazon Bedrock is available. For a
list of supported region see https://docs.aws.amazon.com/bedrock/latest/userqguide/
what-is-bedrock.html#bedrock-regions
AmazonBedrockClient bedrockClient = new(RegionEndpoint.USWest2);

await ListFoundationModelsAsync(bedrockClient);

/// <summary>

/// List foundation models.

/// </summary>

/// <param name="bedrockClient"> The Amazon Bedrock client. </param>

private static async Task ListFoundationModelsAsync(AmazonBedrockClient
bedrockClient)

{
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Console.WritelLine("List foundation models with no filter");

try
{
ListFoundationModelsResponse response = await
bedrockClient.ListFoundationModelsAsync(new ListFoundationModelsRequest()

{
18
if (response?.HttpStatusCode == System.Net.HttpStatusCode.OK)
{
foreach (var fm in response.ModelSummaries)
{
WriteToConsole(fm);
}
}
else
{
Console.WriteLine("Something wrong happened");
}
}
catch (AmazonBedrockException e)
{
Console.WritelLine(e.Message);
}

/// <summary>
/// Write the foundation model summary to console.

/// </summary>

/// <param name="foundationModel"> The foundation model summary to write to
console. </param>

private static void WriteToConsole(FoundationModelSummary foundationModel)

{

Console.WritelLine($"{foundationModel.ModelId}, Customization:
{String.Join(", ", foundationModel.CustomizationsSupported)}, Stream:
{foundationModel.ResponseStreamingSupported}, Input: {String.Join(",

", foundationModel.InputModalities)}, Output: {String.Join(", ",
foundationModel.OutputModalities)}");
}
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« BX APINFHER |, F5HE 5EHT .NET 8 Amazon SDK APl $#istFoundationModels#
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/// <summary>

/// List foundation models.

/// </summary>

/// <param name="bedrockClient"> The Amazon Bedrock client. </param>
private static async Task ListFoundationModelsAsync(AmazonBedrockClient

bedrockClient)
{
Console.WritelLine("List foundation models with no filter");
try
{

ListFoundationModelsResponse response = await
bedrockClient.ListFoundationModelsAsync(new ListFoundationModelsRequest()

{
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1);
if (response?.HttpStatusCode == System.Net.HttpStatusCode.OK)
{
foreach (var fm in response.ModelSummaries)
{
WriteToConsole(fm);
}
}
else
{
Console.WritelLine("Something wrong happened");
}
}
catch (AmazonBedrockException e)
{
Console.WriteLine(e.Message);
}
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using Amazon;

using Amazon.BedrockRuntime;

using Amazon.BedrockRuntime.Model;

using Amazon.Runtime.Documents;

using Microsoft.Extensions.DependencyInjection;

using Microsoft.Extensions.DependencyInjection.Extensions;
using Microsoft.Extensions.Hosting;

using Microsoft.Extensions.Http;

using Microsoft.Extensions.Logging;

using Microsoft.Extensions.Logging.Console;

namespace ConverseToolScenario;

public static class ConverseToolScenario
{

/*

Before running this .NET code example, set up your development environment,
including your credentials.

This demo illustrates a tool use scenario using Amazon Bedrock's Converse API
and a weather tool.

The script interacts with a foundation model on Amazon Bedrock to provide
weather information based on user

input. It uses the Open-Meteo API (https://open-meteo.com) to retrieve current
weather data for a given location.

*/

public static BedrockActionsWrapper _bedrockActionsWrapper = null!;
public static WeatherTool _weatherTool = null!;
public static bool _interactive = true;
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// Change this string to use a different model with Converse API.
private static string model_id = "amazon.nova-lite-v1:0";

private static string system_prompt = @"

You are a weather assistant that provides current weather data for user-
specified locations using only

the Weather_Tool, which expects latitude and longitude. Infer the
coordinates from the location yourself.

If the user specifies a state, country, or region, infer the locations of

cities within that state.

If the user provides coordinates, infer the approximate location and refer
to it in your response.

To use the tool, you strictly apply the provided tool specification.

Explain your step-by-step process, and give brief updates before each
step.

- Only use the Weather_Tool for data. Never guess or make up information.
Repeat the tool use for subsequent requests if necessary.
If the tool errors, apologize, explain weather is unavailable, and suggest

other options.

- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather
reports concise. Sparingly use

emojis where appropriate.

- Only respond to weather queries. Remind off-topic users of your purpose.

- Never claim to search online, access external data, or use tools besides
Weather_Tool.

- Complete the entire process until you have all required data before
sending the complete response.

private static string default_prompt = "What is the weather like in Seattle?";

// The maximum number of recursive calls allowed in the tool use function.
// This helps prevent infinite loops and potential performance issues.
private static int max_recursions = 5;

public static async Task Main(string[] args)
{
// Set up dependency injection for the Amazon service.
using var host = Host.CreateDefaultBuilder(args)
.ConfigurelLogging(logging =>
logging.AddFilter("System", LoglLevel.Error)
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.AddFilter<ConsolelLoggerProvider>("Microsoft", LogLevel.Trace))
.ConfigureServices((_, services) =>
services.AddHttpClient()

.AddSingleton<IAmazonBedrockRuntime>(_ => new
AmazonBedrockRuntimeClient (RegionEndpoint.USEastl)) // Specify a region that has
access to the chosen model.

.AddTransient<BedrockActionsWrapper>()

.AddTransient<WeatherTool>()

.RemoveAll<IHttpMessageHandlerBuilderFilter>()

)
.Build();

ServicesSetup(host);

try
{

await RunConversationAsync();

}
catch (Exception ex)
{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"There was a problem running the scenario:
{ex.Messagel}");
Console.WriteLine(new string('-', 80));
}
finally
{
Console.WriteLine(
"Amazon Bedrock Converse API with Tool Use Feature Scenario is
complete.");
Console.WriteLine(new string('-', 80));

/// <summary>

/// Populate the services for use within the console application.

/// </summary>

/// <param name="host">The services host.</param>

private static void ServicesSetup(IHost host)

{
_bedrockActionsWrapper =

host.Services.GetRequiredService<BedrockActionsWrapper>();

_weatherTool = host.Services.GetRequiredService<WeatherTool>();
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}

/// <summary>

/// Starts the conversation with the user and handles the interaction with
Bedrock.

/// </summary>

/// <returns>The conversation array.</returns>

public static async Task<List<Message>> RunConversationAsync()

{
// Print the greeting and a short user guide
PrintHeader();
// Start with an empty conversation
var conversation = new List<Message>();
// Get the first user input
var userInput = await GetUserInputAsync();
while (userInput != null)
{
// Create a new message with the user input and append it to the
conversation

var message = new Message { Role = ConversationRole.User, Content = new
List<ContentBlock> { new ContentBlock { Text = userInput } } };
conversation.Add(message);

// Send the conversation to Amazon Bedrock
var bedrockResponse = await SendConversationToBedrock(conversation);

// Recursively handle the model's response until the model has returned
its final response or the recursion counter has reached 0

await ProcessModelResponseAsync(bedrockResponse, conversation,
max_recursions);

// Repeat the loop until the user decides to exit the application
userInput = await GetUserInputAsync();

PrintFooter();
return conversation;

/// <summary>
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/// Sends the conversation, the system prompt, and the tool spec to Amazon
Bedrock, and returns the response.

/// </summary>

/// <param name="conversation">The conversation history including the next
message to send.</param>

/// <returns>The response from Amazon Bedrock.</returns>

private static async Task<ConverseResponse>
SendConversationToBedrock(List<Message> conversation)

{

Console.WriteLine("\tCalling Bedrock...");

// Send the conversation, system prompt, and tool configuration, and return
the response

return await _bedrockActionsWrapper.SendConverseRequestAsync(model_id,
system_prompt, conversation, _weatherTool.GetToolSpec());

}

/// <summary>
/// Processes the response received via Amazon Bedrock and performs the
necessary actions based on the stop reason.
/// </summary>
/// <param name="modelResponse">The model's response returned via Amazon
Bedrock.</param>
/// <param name="conversation">The conversation history.</param>
/// <param name="maxRecursion">The maximum number of recursive calls allowed.</
param>
private static async Task ProcessModelResponseAsync(ConverseResponse
modelResponse, List<Message> conversation, int maxRecursion)
{
if (maxRecursion <= 0)
{
// Stop the process, the number of recursive calls could indicate an
infinite loop
Console.WriteLine("\tWarning: Maximum number of recursions reached.
Please try again.");

}

// Append the model's response to the ongoing conversation
conversation.Add(modelResponse.Qutput.Message);

if (modelResponse.StopReason == "tool_use")
{
// If the stop reason is "tool_use", forward everything to the tool use
handler
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await HandleToolUseAsync(modelResponse.Output, conversation,
maxRecursion - 1);

}

if (modelResponse.StopReason == "end_turn")
{
// If the stop reason is "end_turn", print the model's response text,
and finish the process
PrintModelResponse(modelResponse.Output.Message.Content[0].Text);
if (!_interactive)
{
default_prompt = "x";

/// <summary>

/// Handles the tool use case by invoking the specified tool and sending the
tool's response back to Bedrock.

/// The tool response is appended to the conversation, and the conversation is
sent back to Amazon Bedrock for further processing.

/// </summary>

/// <param name="modelResponse">The model's response containing the tool use
request.</param>

/// <param name="conversation">The conversation history.</param>

/// <param name="maxRecursion'">The maximum number of recursive calls allowed.</

param>

public static async Task HandleToolUseAsync(ConverseOutput modelResponse,
List<Message> conversation, int maxRecursion)
{
// Initialize an empty list of tool results
var toolResults = new List<ContentBlock>();

// The model's response can consist of multiple content blocks
foreach (var contentBlock in modelResponse.Message.Content)

{
if (!String.IsNullOrEmpty(contentBlock.Text))
{
// If the content block contains text, print it to the console
PrintModelResponse(contentBlock.Text);
}

if (contentBlock.ToolUse != null)
{
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// If the content block is a tool use request, forward it to the
tool
var toolResponse = await InvokeTool(contentBlock.ToolUse);

// Add the tool use ID and the tool's response to the list of
results
toolResults.Add(new ContentBlock
{
ToolResult = new ToolResultBlock()
{
ToolUseld = toolResponse.ToolUseld,
Content = new List<ToolResultContentBlock>()
{ new ToolResultContentBlock { Json =
toolResponse.Content } }
}
1)

// Embed the tool results in a new user message
var message = new Message() { Role = ConversationRole.User, Content =
toolResults };

// Append the new message to the ongoing conversation
conversation.Add(message);

// Send the conversation to Amazon Bedrock
var response = await SendConversationToBedrock(conversation);

// Recursively handle the model's response until the model has returned its
final response or the recursion counter has reached 0
await ProcessModelResponseAsync(response, conversation, maxRecursion);

/// <summary>

/// Invokes the specified tool with the given payload and returns the tool's
response.

/// If the requested tool does not exist, an error message is returned.

/// </summary>

/// <param name="payload">The payload containing the tool name and input data.</
param>

/// <returns>The tool's response or an error message.</returns>

public static async Task<ToolResponse> InvokeTool(ToolUseBlock payload)

{
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var toolName = payload.Name;

if (toolName == "Weather_Tool")

{
var inputData = payload.Input.AsDictionary();
PrintToolUse(toolName, inputData);

// Invoke the weather tool with the input data provided

var weatherResponse = await
_weatherTool.FetchWeatherDataAsync(inputData["latitude"].ToString(),
inputDatal["longitude"].ToString());

return new ToolResponse { ToolUseld = payload.ToolUseld, Content =
weatherResponse };

}

else
{
var errorMessage = $"\tThe requested tool with name '{toolName}' does
not exist.";
return new ToolResponse { ToolUselId = payload.ToolUseIld, Content = new
{ error = true, message = errorMessage } };

}

/// <summary>

/// Prompts the user for input and returns the user's response.
/// Returns null if the user enters '
/// </summary>

/// <param name="prompt">The prompt to display to the user.</param>

/// <returns>The user's input or null if the user chooses to exit.</returns>

x' to exit.

private static async Task<string?> GetUserInputAsync(string prompt = "\tYour
weather info request:")
{

var userInput = default_prompt;
if (_interactive)

{
Console.WriteLine(new string('*', 80));
Console.WriteLine($"{prompt} (x to exit): \n\t");
userInput = Console.ReadlLine();

}

if (string.IsNullOrxWhiteSpace(userInput))
{
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prompt = "\tPlease enter your weather info request, e.g. the name of a
city";
return await GetUserInputAsync(prompt);
}
if (userInput.TolLowerInvariant() == "x")
{
return null;
}
return userInput;
}

/// <summary>
/// Logs the welcome message and usage guide for the tool use demo.

/// </summary>
public static void PrintHeader()

{
Console.WriteLine(@"
Welcome to the Amazon Bedrock Tool Use demo!
This assistant provides current weather information for user-specified
locations.

You can ask for weather details by providing the location name or
coordinates. Weather information
will be provided using a custom Tool and open-meteo API.

Example queries:

- What's the weather like in New York?

- Current weather for latitude 40.70, longitude -74.01
- Is it warmer in Rome or Barcelona today?

To exit the program, simply type 'x' and press Enter.

P.S.: You're not limited to single locations, or even to using English!
Have fun and experiment with the app!

5

/// <summary>
/// Logs the footer information for the tool use demo.

/// </summary>
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public static void PrintFooter()

{

Console.WriteLine(@"

Thank you for checking out the Amazon Bedrock Tool Use demo. We hope you
learned something new, or got some inspiration for your own apps today!

For more Bedrock examples in different programming languages, have a look
at:

https://docs.aws.amazon.com/bedrock/latest/userguide/
service_code_examples.html

/// <summary>

/// Logs information about the tool use.

/// </summary>

/// <param name="toolName">The name of the tool being used.</param>

/// <param name="inputData">The input data for the tool.</param>

public static void PrintToolUse(string toolName, Dictionary<string, Document>
inputData)

{

Console.WriteLine($"\n\tInvoking tool: {toolName} with input:

{inputData["latitude"].ToString()}, {inputData["longitude"].ToString()}...\n");

}

/// <summary>

/// Logs the model's response.

/// </summary>

/// <param name="message">The model's response message.</param>
public static void PrintModelResponse(string message)

{
Console.WriteLine("\tThe model's response:\n");
Console.WriteLine(message);
Console.WriteLine();

}

EREANKSIE, ZXHENLTIEHMSE , HXI T M Open-Meteo APl HRRKSEIERNIZ
B,
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using Amazon.BedrockRuntime.Model;
using Amazon.Runtime.Documents;
using Microsoft.Extensions.Logging;

namespace ConverseToolScenario;

/// <summary>
/// Weather tool that will be invoked when requested by the Bedrock response.

/// </summary>
public class WeatherTool
{
private readonly IlLogger<WeatherTool> _logger;
private readonly IHttpClientFactory _httpClientFactory;

public WeatherTool(ILogger<WeatherTool> logger, IHttpClientFactory
httpClientFactory)
{
_logger = logger;
_httpClientFactory = httpClientFactory;

/// <summary>
/// Returns the JSON Schema specification for the Weather tool. The tool

specification

/// defines the input schema and describes the tool's functionality.

/// For more information, see https://json-schema.org/understanding-json-schema/
reference.

/// </summary>

/// <returns>The tool specification for the Weather tool.</returns>

public ToolSpecification GetToolSpec()

{
ToolSpecification toolSpecification = new ToolSpecification();
toolSpecification.Name = "Weather_Tool";
toolSpecification.Description = "Get the current weather for a given

location, based on its WGS84 coordinates.";

Document toolSpecDocument = Document.FromObject(
new
{
type = "object",
properties = new
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{
latitude = new
{
type = "string",
description = "Geographical WGS84 latitude of the location."
1,
longitude = new
{
type = "string",
description = "Geographical WGS84 longitude of the
location.™
}
},
required = new[] { "latitude", "longitude" }

1)

toolSpecification.InputSchema = new ToolInputSchema() { Json =
toolSpecDocument };
return toolSpecification;

/// <summary>

/// Fetches weather data for the given latitude and longitude using the Open-
Meteo API.

/// Returns the weather data or an error message if the request fails.

/// </summary>

/// <param name="latitude">The latitude of the location.</param>

/// <param name="longitude">The longitude of the location.</param>

/// <returns>The weather data or an error message.</returns>

public async Task<Document> FetchWeatherDataAsync(string latitude, string

longitude)
{
string endpoint = "https://api.open-meteo.com/vl/forecast";
try
{

var httpClient = _httpClientFactory.CreateClient();

var response = await httpClient.GetAsync($"{endpoint}?
latitude={latitude}&longitude={longitude}&current_weather=True");

response.EnsureSuccessStatusCode();

var weatherData = await response.Content.ReadAsStringAsync();

Document weatherDocument = Document.FromObject(
new { weather_data = weatherData });
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return weatherDocument;

}
catch (HttpRequestException e)

{

_logger.LogError(e, "Error fetching weather data: {Messagel}",
e.Message);

throw;
}
catch (Exception e)
{

_logger.LogError(e, "Unexpected error fetching weather data: {Messagel}",
e.Message);
throw;

Converse API I2{EFI T EBE.,

/// <summary>
/// Wrapper class for interacting with the Amazon Bedrock Converse API.

/// </summary>
public class BedrockActionsWrapper

{

private readonly IAmazonBedrockRuntime _bedrockClient;
private readonly IlLogger<BedrockActionsWrapper> _logger;

/// <summary>
/// Initializes a new instance of the <see cref="BedrockActionsWrapper"/> class.

/// </summary>
/// <param name="bedrockClient">The Bedrock Converse API client.</param>
/// <param name="logger">The logger instance.</param>
public BedrockActionsWrapper(IAmazonBedrockRuntime bedrockClient,
ILogger<BedrockActionsWrapper> logger)
{
_bedrockClient = bedrockClient;
_logger = logger;

/// <summary>

R
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/// Sends a Converse request to the Amazon Bedrock Converse API.
/// </summary>
/// <param name="modelId">The Bedrock Model Id.</param>
/// <param name="systemPrompt">A system prompt instruction.</param>
/// <param name="conversation">The array of messages in the conversation.</
param>
/// <param name="toolSpec">The specification for a tool.</param>
/// <returns>The response of the model.</returns>
public async Task<ConverseResponse> SendConverseRequestAsync(string modelld,
string systemPrompt, List<Message> conversation, ToolSpecification toolSpec)
{
try
{
var request = new ConverseRequest()
{

ModelId = modelld,

System = new List<SystemContentBlock>()

{

new SystemContentBlock()
{

Text = systemPrompt

iy
Messages = conversation,
ToolConfig = new ToolConfiguration()

{

Tools = new List<Tool>()

{

new Tool()

{
ToolSpec = toolSpec

i
var response = await _bedrockClient.ConverseAsync(request);

return response;

}
catch (ModelNotReadyException ex)

{

_logger.LogError(ex, "Model not ready, please wait and try again.");
throw;

R
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}

catch (AmazonBedrockRuntimeException ex)

{
_logger.LogError(ex, "Error occurred while sending Converse request.");
throw;

}

« BX APIFHER | F3H GERAT NET 8 Amazon SDK API Reference) H i Converses
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// Use the Converse API to send a text message to AI21 Labs Jurassic-2.

using System;

using System.Collections.Generic;
using Amazon;

using Amazon.BedrockRuntime;

using Amazon.BedrockRuntime.Model;

// Create a Bedrock Runtime client in the AWS Region you want to use.
var client = new AmazonBedrockRuntimeClient(RegionEndpoint.USEastl);

// Set the model ID, e.g., Jurassic-2 Mid.
var modelId = "ai2l.j2-mid-v1";
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// Define the user message.
var userMessage = "Describe the purpose of a 'hello world' program in one line.";

// Create a request with the model ID, the user message, and an inference
configuration.
var request = new ConverseRequest
{
ModelId = modelld,
Messages = new List<Message>
{
new Message
{
Role = ConversationRole.User,
Content = new List<ContentBlock> { new ContentBlock { Text =
userMessage } }

}
I
InferenceConfig = new InferenceConfiguration()
{
MaxTokens = 512,
Temperature = 0.5F,
TopP = 0.9F
}
};
try
{
// Send the request to the Bedrock Runtime and wait for the result.
var response = await client.ConverseAsync(request);
// Extract and print the response text.
string responseText = response?.Output?.Message?.Content?[0]?.Text ?? "";
Console.WritelLine(responseText);
}
catch (AmazonBedrockRuntimeException e)
{
Console.WriteLine($"ERROR: Can't invoke '{modelId}'. Reason: {e.Messagel}");
throw;
}

- BX API#HAEE , E3E GEAT NET 8 Amazon SDK API Reference) H# Converse.

A1 (RBR-2) ZBE 468


https://docs.amazonaws.cn/goto/DotNetSDKV3/bedrock-runtime-2023-09-30/Converse

EMT NET #9 Amazon SDK (V3) FEAGIERE

InvokeModel
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FREAER AP REXAEE,
// Use the native inference API to send a text message to AI21 Labs Jurassic-2.

using System;

using System.IO;

using System.Text.Json;

using System.Text.Json.Nodes;
using Amazon;

using Amazon.BedrockRuntime;

using Amazon.BedrockRuntime.Model;

// Create a Bedrock Runtime client in the AWS Region you want to use.
var client = new AmazonBedrockRuntimeClient(RegionEndpoint.USEastl);

// Set the model ID, e.g., Jurassic-2 Mid.
var modelId = "ai2l.j2-mid-v1";

// Define the user message.
var userMessage = "Describe the purpose of a 'hello world' program in one line.";

//Format the request payload using the model's native structure.
var nativeRequest = JsonSerializer.Serialize(new

{
prompt = userMessage,
maxTokens = 512,
temperature = 0.5

18

// Create a request with the model ID and the model's native request payload.
var request = new InvokeModelRequest()
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{

ModelId = modelld,
Body = new MemoryStream(System.Text.Encoding.UTF8.GetBytes(nativeRequest)),
ContentType = "application/json"

};
try
{
// Send the request to the Bedrock Runtime and wait for the response.
var response = await client.InvokeModelAsync(request);
// Decode the response body.
var modelResponse = await JsonNode.ParseAsync(response.Body);
// Extract and print the response text.
var responseText = modelResponse["completions"]?[@]?["data"]?["text"] 2?2 "";
Console.WritelLine(responseText);
}
catch (AmazonBedrockRuntimeException e)
{
Console.WriteLine($"ERROR: Can't invoke '{modelId}'. Reason: {e.Messagel}");
throw;
}

- Bx APIWNFMESR , 35 EHT NET 8 Amazon SDK APl & #InvokeModelF #,
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// Use the Converse API to send a text message to Amazon Nova.

using System;

using System.Collections.Generic;
using Amazon;

using Amazon.BedrockRuntime;

using Amazon.BedrockRuntime.Model;

// Create a Bedrock Runtime client in the AWS Region you want to use.
var client = new AmazonBedrockRuntimeClient(RegionEndpoint.USEastl);

// Set the model ID, e.g., Amazon Nova Lite.
var modelId = "amazon.nova-lite-v1:0";

// Define the user message.
var userMessage = "Describe the purpose of a 'hello world' program in one line.";

// Create a request with the model ID, the user message, and an inference
configuration.
var request = new ConverseRequest

{
ModelId = modelld,

Messages = new List<Message>

{

new Message

{
Role = ConversationRole.User,
Content = new List<ContentBlock> { new ContentBlock { Text =

userMessage } }

}
.
InferenceConfig = new InferenceConfiguration()
{
MaxTokens = 512,
Temperature = 0.5F,
TopP = 0.9F
}
};
try
{

// Send the request to the Bedrock Runtime and wait for the result.
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var response = await client.ConverseAsync(request);

// Extract and print the response text.
string responseText = response?.Output?.Message?.Content?[0]?.Text 2?2 "";
Console.WritelLine(responseText);

}

catch (AmazonBedrockRuntimeException e)

{
Console.WriteLine($"ERROR: Can't invoke '{modelId}'. Reason: {e.Messagel}");
throw;

}

5 F Bedrock B9 Converse API #1 T & [[@ Amazon Nova &% HE X &,

/// <summary>
/// Wrapper class for interacting with the Amazon Bedrock Converse API.

/// </summary>
public class BedrockActionsWrapper

{

private readonly IAmazonBedrockRuntime _bedrockClient;
private readonly IlLogger<BedrockActionsWrapper> _logger;

/// <summary>
/// Initializes a new instance of the <see cref="BedrockActionsWrapper"/> class.

/// </summary>
/// <param name="bedrockClient">The Bedrock Converse API client.</param>
/// <param name="logger">The logger instance.</param>
public BedrockActionsWrapper(IAmazonBedrockRuntime bedrockClient,
ILogger<BedrockActionsWrapper> logger)
{
_bedrockClient = bedrockClient;
_logger = logger;

/// <summary>
/// Sends a Converse request to the Amazon Bedrock Converse API.

/// </summary>
/// <param name="modelId">The Bedrock Model Id.</param>
/// <param name="systemPrompt">A system prompt instruction.</param>
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/// <param name="conversation">The array of messages in the conversation.</
param>
/// <param name="toolSpec">The specification for a tool.</param>
/// <returns>The response of the model.</returns>
public async Task<ConverseResponse> SendConverseRequestAsync(string modelld,
string systemPrompt, List<Message> conversation, ToolSpecification toolSpec)

{
try
{
var request = new ConverseRequest()
{
ModelId = modelld,
System = new List<SystemContentBlock>()
{
new SystemContentBlock()
{
Text = systemPrompt
}
},
Messages = conversation,
ToolConfig = new ToolConfiguration()
{
Tools = new List<Tool>()
{
new Tool()
{
ToolSpec = toolSpec
}
}
}
};
var response = await _bedrockClient.ConverseAsync(request);
return response;
}
catch (ModelNotReadyException ex)
{
_logger.LogError(ex, "Model not ready, please wait and try again.");
throw;
}
catch (AmazonBedrockRuntimeException ex)
{

_logger.LogError(ex, "Error occurred while sending Converse request.");
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throw;

« BX APIFHER |, F5H GEAT NET 8 Amazon SDK API Reference) H# Converses

ConverseStream

LT R RGIER T W E A Bedrock B Converse API @ Amazon Nova & 3% & 15 H SEast4b 32 Mg 57

o

EATF NET #9 Amazon SDK

(® Note
BB EZHXEE GitHub, £ Amazon KB RHIF#EPRERTERG , THEMNMFEITIR
B MIE1T,

5 A Bedrock B9 Converse API [a] Amazon Nova &% X724 3H B FH3Eatab B B £ 57,

// Use the Converse API to send a text message to Amazon Nova
// and print the response stream.

using System;

using System.Collections.Generic;
using System.Ling;

using Amazon;

using Amazon.BedrockRuntime;

using Amazon.BedrockRuntime.Model;

// Create a Bedrock Runtime client in the AWS Region you want to use.
var client = new AmazonBedrockRuntimeClient(RegionEndpoint.USEastl);

// Set the model ID, e.g., Amazon Nova Lite.
var modelId = "amazon.nova-lite-v1:0";

// Define the user message.
var userMessage = "Describe the purpose of a 'hello world' program in one line.";
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// Create a request with the model ID, the user message, and an inference
configuration.
var request = new ConverseStreamRequest

{

ModelId modelId,
Messages = new List<Message>

{

new Message

{

Role = ConversationRole.User,
Content new List<ContentBlock> { new ContentBlock { Text =
userMessage } }

}

iy

InferenceConfig = new InferenceConfiguration()

{

MaxTokens = 512,
Temperature = 0.5F,
TopP = 0.9F

i

try

{
// Send the request to the Bedrock Runtime and wait for the result.

var response = await client.ConverseStreamAsync(request);

// Extract and print the streamed response text in real-time.
foreach (var chunk in response.Stream.AsEnumerable())

{
if (chunk is ContentBlockDeltaEvent)

{
Console.Write((chunk as ContentBlockDeltaEvent).Delta.Text);

}

catch (AmazonBedrockRuntimeException e)

{
Console.WriteLine($"ERROR: Can't invoke '{modelId}'. Reason: {e.Messagel}");

throw;
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using
using
using
using
using
using
using
using
using
using

Amazon;

Amazon.BedrockRuntime;
Amazon.BedrockRuntime.Model;
Amazon.Runtime.Documents;

Microsoft.
Microsoft.
Microsoft.
Microsoft.
Microsoft.
Microsoft.

Extensions.
Extensions.
Extensions.
Extensions.

Extensions

DependencyInjection;
DependencyInjection.Extensions;
Hosting;

Http;

.Logging;
Extensions.

Logging.Console;

namespace ConverseToolScenario;

public static class ConverseToolScenario

{

/*

Before running this .NET code example, set up your development

including your credentials.

environment,

This demo illustrates a tool use scenario using Amazon Bedrock's Converse API
and a weather tool.
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The script interacts with a foundation model on Amazon Bedrock to provide
weather information based on user

input. It uses the Open-Meteo API (https://open-meteo.com) to retrieve current
weather data for a given location.

*/

public static BedrockActionsWrapper _bedrockActionsWrapper = null!;
public static WeatherTool _weatherTool = null!;
public static bool _interactive = true;

// Change this string to use a different model with Converse API.
private static string model_id = "amazon.nova-lite-v1:0";

private static string system_prompt = @"

You are a weather assistant that provides current weather data for user-
specified locations using only

the Weather_Tool, which expects latitude and longitude. Infer the
coordinates from the location yourself.

If the user specifies a state, country, or region, infer the locations of
cities within that state.

If the user provides coordinates, infer the approximate location and refer
to it in your response.

To use the tool, you strictly apply the provided tool specification.

Explain your step-by-step process, and give brief updates before each
step.

- Only use the Weather_Tool for data. Never guess or make up information.
Repeat the tool use for subsequent requests if necessary.
If the tool errors, apologize, explain weather is unavailable, and suggest
other options.

- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather
reports concise. Sparingly use

emojis where appropriate.

- Only respond to weather queries. Remind off-topic users of your purpose.

- Never claim to search online, access external data, or use tools besides
Weather_Tool.

- Complete the entire process until you have all required data before
sending the complete response.

private static string default_prompt = "What is the weather like in Seattle?";

// The maximum number of recursive calls allowed in the tool use function.
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// This helps prevent infinite loops and potential performance issues.
private static int max_recursions = 5;

public static async Task Main(string[] args)
{
// Set up dependency injection for the Amazon service.
using var host = Host.CreateDefaultBuilder(args)
.ConfigurelLogging(logging =>
logging.AddFilter("System", LogLevel.Error)

.AddFilter<ConsolelLoggerProvider>("Microsoft", LoglLevel.Trace))

.ConfigureServices((_, services) =>
services.AddHttpClient()
.AddSingleton<IAmazonBedrockRuntime>(_ => new

AmazonBedrockRuntimeClient(RegionEndpoint.USEastl)) // Specify a region that has
access to the chosen model.

.AddTransient<BedrockActionsWrapper>()
.AddTransient<WeatherTool>()

.RemoveAll<IHttpMessageHandlerBuilderFilter>()
)
.Build();

ServicesSetup(host);

try
{

await RunConversationAsync();

}

catch (Exception ex)

{

Console.WriteLine(new string('-', 80));
Console.WriteLine($"There was a problem running the scenario:

{ex.Messagel}");

Console.WriteLine(new string('-', 80));

}
finally

{

Console.WritelLine(

"Amazon Bedrock Converse API with Tool Use Feature Scenario is

complete.");

Console.WriteLine(new string('-', 80));
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/// <summary>

/// Populate the services for use within the console application.

/// </summary>

/// <param name="host">The services host.</param>

private static void ServicesSetup(IHost host)

{
_bedrockActionsWrapper =

host.Services.GetRequiredService<BedrockActionsWrapper>();

_weatherTool = host.Services.GetRequiredService<WeatherTool>();

/// <summary>
/// Starts the conversation with the user and handles the interaction with
Bedrock.
/// </summary>
/// <returns>The conversation array.</returns>
public static async Task<List<Message>> RunConversationAsync()
{
// Print the greeting and a short user guide
PrintHeader();

// Start with an empty conversation
var conversation = new List<Message>();

// Get the first user input
var userInput = await GetUserInputAsync();

while (userInput != null)
{
// Create a new message with the user input and append it to the
conversation
var message = new Message { Role = ConversationRole.User, Content = new
List<ContentBlock> { new ContentBlock { Text = userInput } } };
conversation.Add(message);

// Send the conversation to Amazon Bedrock
var bedrockResponse = await SendConversationToBedrock(conversation);

// Recursively handle the model's response until the model has returned
its final response or the recursion counter has reached 0

await ProcessModelResponseAsync(bedrockResponse, conversation,
max_recursions);

// Repeat the loop until the user decides to exit the application
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userInput = await GetUserInputAsync();

PrintFooter();
return conversation;

/// <summary>

/// Sends the conversation, the system prompt, and the tool spec to Amazon
Bedrock, and returns the response.

/// </summary>

/// <param name="conversation">The conversation history including the next
message to send.</param>

/// <returns>The response from Amazon Bedrock.</returns>

private static async Task<ConverseResponse>
SendConversationToBedrock(List<Message> conversation)

{
Console.WritelLine("\tCalling Bedrock...");

// Send the conversation, system prompt, and tool configuration, and return
the response

return await _bedrockActionsWrapper.SendConverseRequestAsync(model_id,
system_prompt, conversation, _weatherTool.GetToolSpec());

}

/// <summary>
/// Processes the response received via Amazon Bedrock and performs the
necessary actions based on the stop reason.
/// </summary>
/// <param name="modelResponse">The model's response returned via Amazon
Bedrock.</param>
/// <param name="conversation">The conversation history.</param>
/// <param name="maxRecursion">The maximum number of recursive calls allowed.</
param>
private static async Task ProcessModelResponseAsync(ConverseResponse
modelResponse, List<Message> conversation, int maxRecursion)
{
if (maxRecursion <= 0)
{
// Stop the process, the number of recursive calls could indicate an
infinite loop
Console.WriteLine("\tWarning: Maximum number of recursions reached.
Please try again.");

}
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// Append the model's response to the ongoing conversation
conversation.Add(modelResponse.Qutput.Message);

if (modelResponse.StopReason == "tool_use")
{

// If the stop reason is "tool_use", forward everything to the tool use
handler

await HandleToolUseAsync(modelResponse.Output, conversation,
maxRecursion - 1);

}

if (modelResponse.StopReason == "end_turn")
{

// If the stop reason is "end_turn", print the model's response text,
and finish the process

PrintModelResponse(modelResponse.Output.Message.Content[0].Text);
if (!_interactive)
{

default_prompt = "x";

/// <summary>

/// Handles the tool use case by invoking the specified tool and sending the
tool's response back to Bedrock.

/// The tool response is appended to the conversation, and the conversation is
sent back to Amazon Bedrock for further processing.

/// </summary>

/// <param name="modelResponse">The model's response containing the tool use
request.</param>

/// <param name="conversation">The conversation history.</param>

/// <param name="maxRecursion'">The maximum number of recursive calls allowed.</

param>

public static async Task HandleToolUseAsync(ConverseOutput modelResponse,
List<Message> conversation, int maxRecursion)
{
// Initialize an empty list of tool results
var toolResults = new List<ContentBlock>();

// The model's response can consist of multiple content blocks
foreach (var contentBlock in modelResponse.Message.Content)

{
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if (!String.IsNullOrEmpty(contentBlock.Text))

{
// If the content block contains text, print it to the console
PrintModelResponse(contentBlock.Text);
}
if (contentBlock.ToolUse != null)
{
// If the content block is a tool use request, forward it to the
tool
var toolResponse = await InvokeTool(contentBlock.ToolUse);
// Add the tool use ID and the tool's response to the list of
results

toolResults.Add(new ContentBlock
{
ToolResult = new ToolResultBlock()
{
ToolUseld = toolResponse.ToolUseld,
Content = new List<ToolResultContentBlock>()
{ new ToolResultContentBlock { Json =
toolResponse.Content } }
}
1)

// Embed the tool results in a new user message
var message = new Message() { Role = ConversationRole.User, Content =
toolResults };

// Append the new message to the ongoing conversation
conversation.Add(message);

// Send the conversation to Amazon Bedrock
var response = await SendConversationToBedrock(conversation);

// Recursively handle the model's response until the model has returned its

final response or the recursion counter has reached 0
await ProcessModelResponseAsync(response, conversation, maxRecursion);

/// <summary>
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/// Invokes the specified tool with the given payload and returns the tool's
response.

/// If the requested tool does not exist, an error message is returned.

/// </summary>

/// <param name="payload">The payload containing the tool name and input data.</
param>

/// <returns>The tool's response or an error message.</returns>

public static async Task<ToolResponse> InvokeTool(ToolUseBlock payload)

{
var toolName = payload.Name;
if (toolName == "Weather_Tool")
{

var inputData = payload.Input.AsDictionary();
PrintToolUse(toolName, inputData);

// Invoke the weather tool with the input data provided
var weatherResponse = await
_weatherTool.FetchWeatherDataAsync(inputData["latitude"].ToString(),
inputData["longitude"].ToString());
return new ToolResponse { ToolUselId = payload.ToolUseIld, Content =
weatherResponse };
}
else
{
var errorMessage = $"\tThe requested tool with name '{toolName}' does
not exist.";
return new ToolResponse { ToolUseld = payload.ToolUseld, Content
{ error = true, message = errorMessage } };

}

new

/// <summary>

/// Prompts the user for input and returns the user's response.

/// Returns null if the user enters 'x' to exit.

/// </summary>

/// <param name="prompt">The prompt to display to the user.</param>

/// <returns>The user's input or null if the user chooses to exit.</returns>

private static async Task<string?> GetUserInputAsync(string prompt = "\tYour
weather info request:")
{

var userInput = default_prompt;
if (_interactive)
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{
Console.WriteLine(new string('*', 80));
Console.WriteLine($"{prompt} (x to exit): \n\t");
userInput = Console.ReadlLine();

}

if (string.IsNullOrWhiteSpace(userInput))

{
prompt = "\tPlease enter your weather info request, e.g. the name of a

city";

return await GetUserInputAsync(prompt);

}

if (userInput.TolLowerInvariant() == "x")

{
return null;

}

return userInput;

}

/// <summary>
/// Logs the welcome message and usage guide for the tool use demo.

/// </summary>
public static void PrintHeader()

{
Console.WriteLine(@"
Welcome to the Amazon Bedrock Tool Use demo!
This assistant provides current weather information for user-s