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% SDKs TEBTHENRITAEIHAZTERAZT —LEHFNIEE,

AIEEEEEXRUTARNER :
« £3EE& Amazon SDKs I TE— tfafE AL ZEconfigfcredential sXHHIFELT ERE E
Amazon SDKs f1T &,

- AT EHITEHIIE Amazon SDKs i 0l — BE SR T EEMEHFF & Amazon B 704
HITHM®IUE, Amazon Web Services RS

* Amazon SDKs I TERESZE - FIEAATEHARIEMEENITENIRENSZE,

« Amazon B RIZ1TH] (CRT) FE— JLFFiE SDKs AR I LAE AW HZE Amazon 2 HiE178f (CRT) B
BR,

« Amazon SDKs 1 T B4 BB zE Amazon B F X EH (SDKs) MITE ( BREBI M YEH
(IoT) ) SDKsHI4Ed SRS MR A ZFI R EEER KRB < R,

X Amazon SDKs MITESZEEMEERNEA TS IR SDKs NERE, BRILLRENEMESR
S, ERERGEEERN SDK R TENIEREM. ATR SDKMNIE  HPaaFEmPHEx
MEES

MBHEEESEHR : AIERmAPESEHEXNEBDE -
« {FfA SDKHKIE Amazon SDKs # T B 4E3 R
« Amazon Cloud9 £ BBELE Amazon SDKs f1T &

* Amazon CDK

FEAMN T EHITH MU Amazon SDKs i a]

* Amazon Toolkit for Azure DevOps
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<+ BBliE Amazon SDKs flTE

£/ Amazon SDKs fHE fth Amazon FF & #& T & ( #l Amazon Command Line Interface (Amazon
CLl)) , A LLE Amazon IRFH#HITRRE APls, B2 , EZHMTUHIREZR , XAFEAMITERN
BREFMBEMEEREE SDKHIE,

XEEEEGELUTEM
« 05 APIWERAFNEIEEE. RIEATINERE Amazon RE|AHER, FEHES Amazon
BINENE R , HAUUR RS ZHXWINRERE, RE , A UBRE R FERITELIRE,

- HihEEFMESR , BT EH Amazon CLI 5 SDK IMA4LBiER, FiEREEZ D@L ( ZEBIHAS
Amazon RFwm R ) AR M EER RS R,

B/ SDK T EHXFZIKR , BAUEAXERFEREHAENFTIEINEERSE . BEXREFER
SDK ST EFIMAR , BH4HMSF1Z TR SDK B4 | w4 7 @A ER %5 %,

{ER , Amazon SDKs I TEXIHRBASUANEERRNERARE. ATHITBUATER !
£

. £ HEZconfig#lcredentials X #3172 BELE Amazon SDKs f1T &

B A E i H Zcredentials X4 configAmazon SDKs F T Efy &

- FHAKETEHITLREE Amazon SDKs f1TE
e FAJIM REEMHITLBEEM EATF Java B9 Amazon SDKIE B F Kotlin #9 Amazon SDK

FRAXZconfigflcredentials S # it 1T2HE E Amazon SDKs
MTE

H# = Amazon configflcredentialsX# 27 Amazon SDK R ENEEEHRIINEENZRERA
o

HZcredentialsXfrconfigMX B E—HEBEX 4. REXHR—HEREBENARNEERE
Amazon SDKs , § Amazon Command Line Interface (Amazon CLI) &ttt TEH, & EEMNE
BEHT , UEEFEAZEEXSMERS SOK/ TENFELSHE, XLETHR ‘HZ1 , ERixLE
SHEMMNARF, HIES SDKs AN AINEEHE M,

HEconfigX#McredentialsXH 3
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HEconfigXHMcredentialsXHERAX AN H |, REE ASCI FHF (UTF-8 fwi5 ) . BAIER

7N\

RBEHRN INI XHHHR,

B B M A

HEXH config M credentials PNRESRHENEEXHHEXK, ATUEXHHPELSNEE
X, DEETENREREUNATFAEINFT KR,

MRREERFENDE [default] BENXH , NZEEXHESH SDK A TEREFRANE. £
AU EEIMNEE XY , BUNREHABS AXEREEXH, SMNEENXHEHITUARESHNAR

FHZENEEEATRNIRENE.

@ Note
[default]RR— M ARWEMNEENX 4. WEEXHZAMUGE Ndefault , RENURA
PRIERREXA , NER SDK EANRARE . C©FhLHRE 4 REEEHIRIA
B, MREE[default]MEXHFRETRLEANR , EREDBEREXHTPHITRE , NE
ERAGEEE N TG BZME,

RESWENNARH

[default]BREXHMS M RENEEXFAIUEETE - MNXHF, EETREHN , FANTRE
FEFIEH SDK AT EERABNMEEXFRE, BEXHFBATUERGPIEE  NEEEAREST

%%, Amazon CLI
BIRE TR 2 — KB E L IhEE
AWS_PROFILE-INEZT &

HERREEBRENWEEEXMHH “BRIN” 8, A SDK KB Amazon CLI sh S EAZEE
NHERRIRE,

Linux/macOS BE tr T TIREFETEN R :
export AWS_PROFILE="my_default_profile_name";
Windows B G S {TIRERETEN RH

setx AWS_PROFILE "my_default_profile_name"

BB


https://wikipedia.org/wiki/INI_file
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aws.profile-JVM R&EE 4

3F JVM EH Kotlin X SDK FI5& A F Java 2.x B9 SDK , fRATBLIEE RSB . aws.profile
SDK tIEBRFEF iR , CRFEATERENGTNRE K RFZREETRBIEEE. AT
Java 1y SDK 1.x "X F I RERE %,

(® Note
MREHNARFUTETSNNARFIRS SR L, RINBUEHELERATBEREXHTT
RN B X M. EPHNEM Amazon NAEFEH<BRBBMIANEREXH , FEEMZE
HE, At , MREMAEHRTHNARFORIAREXH , WAL ERHmE 4N AR
Fo ATBHEXMER , BEHXZconfigHFE — I BNEEXH , AFBIERDG
FiREnBEEXMHRENARFFERZGBEEX . WRENEDSNEEXHFHNER
BREZWENRARRF  WTLERREEER VM REBMRREZEEXH.

P B SRR

config XHFHAAZANTH, TRE—IGFENRERES , E—ERFZINBRE — M EITHLE,
config MH4BEAUTHAMNMA XA

- THHNMBESLRBEHEXHA setting-name=value B —fXF X,

o AIBLBE UAHESFR (#) FFAKERET.

SE 3l

TEMRFEMNATREESHNT. TENTURES ([1) FANEE. FESRE-MTRER
RRFMZTHBEENL R, TUAERAFE, BF. BEFFF (-) MTH% () , BFEEAZER.

KA : default

=+

TWEMNAITRA : [default]
[default]RME—FEEpprofile RIFRAFHE E X4,

THHRBNE—NE [default] BEXHHER config X, BIRE Tregioni®RE, EITZ
EWNMAERE , BEREIHMYXEL L , 9B TFHEEXHN -5,

BB E R 5
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[default]
#Full line comment, this text is ignored.
region = us-east-2

TEMNITRA : [profile dev]

profileEWENTR— I wENEESE , ZAUNNENATARNF AR, EEFH THRGH
BEXH , FEAREX TEREXHNED .

UTFROIERT —Mconfig@BprofileBEEITME NN B BEN X oo, HELITZEMAR
BiRE  BEREIE MO RXENLZH , BRUHBEE X —85,

[profile foo]
...settings...

HEREFBCHBREFRES , FIMUTRAIFH s3 REMFIRE, BERE - ISR T
REGHMKER,

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

A : sso-session
TENXITRH : [sso-session my-sso]

sso-sessionHAENITHE T —HIRE , A TEERE X4 N Amazon &E3E Amazon IAM
Identity Centero BEXEELIEREMRIENESEE | BSH £A IAM F4 /0% Amazon SDK
MIEHITHEHRI. BEXHBIREIN4ET sso-session T, HA sso-session 2% ,
8K sso-session THMEME , I sso-session = <name-of-sso-session-section>,

UTRABET —MNEREXH , ZEENXHFER “‘my-sso” FH T HEIRE
“111122223333SampleRole” Ik “ IAM AEREH Amazon iE$H, FEprofile®™d , £/ sso-
session BB FEI A “my-sso” sso-session T,

[profile dev]
sso_session = my-sso

BB E R 6
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sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

KA : services

TENITRH : [services dev]

(® Note
ZservicesBAIHRFZIBENHRIEEN , HANESEWIEEN T ES SDKs ATA, E
§EJH:I)J EREEATEM SDK , 25 Support Amazon SDKs by M T E LA T RS E
Y 3% R o

servicesHHENITHAE T —H N Amazon Web Services RS FRBEBBHEN KRBT aNigE,
BEXHETREXNEEES services T, HF services %41 , M services TEHEME , fi

il services = <name-of-services-section>,

ZservicesHm it —FHL<SERVICE> = TR/ , HF<SERVICE>=ZFR Amazon Web Services
BRSS iR, ¥R Amazon Web Services BRSS IRFFE T API #&E | FrIEZE *ﬁseruceld‘féiﬁ&ﬁ TxI
% , AEmAEFE/INE, BX services THEFANMERSITAFEANIIR  BZRABETR
SR REARIRE . RSB RATHARRENIRE §¢&E$ﬂ&ﬁ,,ﬁﬁA 21

UTRpIEAservicesEXREEIR S , FHENAT @ Amazon DynamoDB RS & HHViE K,
f£"local-dynamodb" services¥ A , FfservicesHAR B 5| Aprofile¥, ¥5 Amazon
Web Services RS iIRAF & dynamodb, Amazon DynamoDB RS/ T M BEFF thdynamodb =
. EHZRNEMEHTHBIERZ/NITH , HERTZES.

[profile dev]
services = local-dynamodb

[services local-dynamodb]

dynamodb =
endpoint_url = http://localhost:8000

EXEENRRAEENESZER , BEARETRISNIRKS.

BB E R 7
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FELHOBR

credentialsXHHIMNBEEconfigX4HANAER , E—HNFREREEXHID T =2
Bigprofileffk, EARESZRANEAREXGEHREEG, ATREAERT —NMNENNBEE
Ecredential sXHEBH KIS Hfoo,

[foo]
..credential settings...

REUTHAR N2 BB IEETEFMEcredential sX

i : aws_access_key_idaws_secret_access_key, faws_session_token, RE A LUFIX
EigBERERZconfigfrh , BERIMB AT XLEHBREREELEMcredentialsHIXHF, X
B WEL4E  BAURNEN X REE IR,

TEHRBFANB—NE [default] BENXHMER credentials X, Bi%

Eaws_access_key_idaws_secret_access_key, #aws_session_tokenZFi%E,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

Tt EFrERAmERBcredential sXHER default Etkﬂﬁﬁﬁﬁiﬁgﬁﬁﬁ'éiﬁxlﬂﬁ
AHEREEconfigXHBHNEMIEESH.,. NRFNGHEELZHEEZHNEESXHNE
M AZAE ST R B4R 4R 5 o

BRMENHL Zcredentials X FconfigAmazon SDKs F1 T ERY
(VAT

HZcr edentialsB'ZFF Amazon configf X RAXAXH , HPEE Amazon SDKs F1TERE
BER. XEXHNTENAIFED , B SDK KBHEZFREFEZEITH Amazon CLI 55 B3I fE
B, flan , HEECHITEN ERE Amazon 84 T E =6 LT &8,

4 SDK RTEZTH , ESRERXEXHFAMBAAMBTANEERE, MRARXEXHEHTFE , N
SDK T ELAF | BEAR 4,

BRUABERT , XEXMHUTERANNXERSP . aws , ZXHRAL T ERhomeZH A/~ X HH A,

FAE AR 8
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SEES

BERS XA BRIALE R B
Linux  macOS ~/.aws/config

~/.aws/credentials
Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\ .aws\credentials

E B B
~MUEA TR T BT E B RBAT -

- JFEREEER
- ZREEENR/RTFARENDRBAF. & Windows £~/ , ~\FHEEBEMNEEE F,

EHREEA RN , 2REUTEE .

(FAE¥A ) HOME IFET 2

« (Windows ¥ & ) USERPROFILE ¥} EFZE
( Windows ¥ #& ) HOMEDRIVEFIHOMEPATH¥REZE £ /Y &R EX () $HOMEDRIVE$HOMEPATH
(E , BIE SDKRIE ) BET SDK R EN EHREBITHHBHEE

WATEE  NMREBETXEETHFNERS (S, ~username/ ) , MFFEEMNEEROAF

BWERHBBEF (HIW , /home/username/.aws/config) o
BFRUXEHRIRIAME

ZRIMERANTE—AEKREE SDK S T EMEX L X HHLE.
EANRZE

AREATHELE | FXEXFNVERBEHMMRIAMEERNEENE :

« config XHFEZEE : AWS_CONFIG_FILE
« credentials XHEZEE : AWS_SHARED_CREDENTIALS_FILE

X B R
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Linux/macOS
EAI LA AE Linux X macOS LEITU TS Hn B RIEEZALE.
$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name

$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
B LAUBE 7E Windows LiZ1TA Tsetxtp B RIEER AME.
C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name

C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

EXFEANETERERENEZEE , BSRFEANELZEHRTE2FHEE Amazon SDKs M T E,

FAH JVM RERB M

FFE JVM EZTH Kotlin FXRTEGMERT Java 2.x B9 SDK , BRI LLRBUT JVM REE M |
FiXETHNNEREHMNRINEEXNBENE :

« configX# JVM RSB : aws.configFile

« credentials XHHEZE : aws.sharedCredentialsFile

BXWMANHEE JVM RSB MM |, B3 [@the section called “t{aE & JVM REEM". EATF
Java ) SDK1.Xx FXEFXEREE M.

FEARETEHITEFABE Amazon SDKs fl T &

FEERIEMT % —MEEANTENISEEBELT Amazon SDKs RERNF £, FATBTAT
BEMARERSHERETHARENRAREX S, BXASHEBOTHLTRNFIE SDKs , 5
DEX 53 TIED

IRTAY 4 STl 7

- MREBHEAMETEREERE , WEHBEEMNHEE Amazon configfcredentials X H4HHIE
B 3 N B A AEL

FELE 10


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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WMREE Amazon CLI S TITHEASHKREERE , NZREFNBEEREXHFFHENIREE
LB X VR ES

IR ERREE
TEANRANBEMATUHRAAF REFEEE,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQOEXAMPLEH4ao0AHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

RENRZECERNEANE , BER Shell 2FELERFETEHZEBRENHME, BIKE shell
MESHAPRELTE , JETEBERRNSFEFRETR.

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

C:\> setx AWS_SECRET_ACCESS_KEY wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

B set REFEBELTEQCTRFANE , EFYIWTTRIAFRIEER , IEEIENZTERE
REME, FH setx BENR BT EAF NI SRR AENETZT S R ENMAET SR
TRHSERFERANE, EX FMEETEZGSRNELXZTHWEMEG S shell,

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"

MRAE PowerShell RRFLRBAREE (WHENRANT )  NEAKESH LEHRL
RERRFZE. EEHS EE&EEFﬁ*ﬁ‘éﬁﬁ PowerShell s TR AFLXFEFREFE , &6

PUECIR g2 8: Ry = 11


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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AE4HERTFNRENARFNEEME. SE , Sa BT 2R ER PowerShell M AR
AR AMBERK PowerShell 2iFRBZEE, BXEHIAELETIBE QX FREFHNETENES
8 , i5Z@PowerShell 3X#4,

ERFHHREREIRE

MREFEALERSBREAATIH R, WEFEMREMRZENET, RIBFENESR BN ERLE
BRBEPETHNRBEATRANREREENHRMELZE , XEFRRFRRLL

f5lgn | fEF Amazon Lambda , BRI LIEHFRENETE, BXFMEER , ESH (Amazon Lambda
FEARIEEY RMFER Amazon Lambda HhET £,

EXRFHERY  BEATEMMRRETHREEZRATH serverless.yml XHHiRE SDK 3358
T8, BXi% serverless.yml XHWER , FZRALTRFIH[ELE TN EMINEERE

TREERABRHFRIIERRNELE B - LEXERRR[RE , flNE EXHNESTHREHE
ZTE R Lambda IERKNEE. FFLEREERANBTHRNE I , UBEMNALERREETE UK
REFEEMARE,

FRH JVM REEHHITE2EEEMN JEA T Java 8 Amazon SDK3&
AT Kotlin B Amazon SDK
JVM ZEE MR T B —Fh5 ERISEAE JUM Ei54T SDKs WERBRIAERE | 61 EATF Java i

Amazon SDK #, & T Kotlin B Amazon SDKEXXFH JVM REE M FIK SDKs , iS5 [H1%
B5£,

IETRAY 4 ST 7

- MREFEAH VM REBEREERE , WX RENBEEZERRTEFRINTAERIMARE
AWS config fMcredentials XA HIELE XX H HNE Y EA{ES

- MREFEARETEREERE , WNZREFEENLE AWS config Mcredential s XHFHHY
=R & I E=4: AR R CIF =

WM{ARE JVM REE M

LA BEZR A ARE VM REE K.

TRSEFINETERE 12


https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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EawiTL

FERAFXFAAGSHR , F@STLRE JVM REEM, java -DRIFLERBHPEBBEZZE , BN
LTSS RmE RS E P iH#HIT Amazon Web Services X1 € BHEtE .

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

MREFEREZN VM REEMH |, HZRIEBE-DXREN.
EANREETE

MREBTEHRGFITRAR VM RKzTNARERF , WETLAERHIAVA_TOOL_OPTIONSHER 8 K
B DTk, Xfh5 A EWE Java 12178 £1Z1T Amazon Lambda BB ERE#RA R, JVM HiE1T
RIEEERTIIEEER,

BRIEBENREFABEBEZ ZE , SNEAT R RFIE RS ZEF i 1T Amazon Web Services [Xi3 £
BEE.

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

REMREEBCEREMANE , BE Shell 2ELERFUETEFZEEBRENHME, BT X shell
MEIMAFIRETE , IEEEEARNSIEPRET N,

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

A set REFSATBLABREANE  ENLNSHRFFLELR  AABEIEHUERLE
NEME. £ setx REFATBLERLNBHPRIFLENETER P EURNAEH A
RELEFEANE. BT PWEETES SN DLETHRMSS shell,

I 1TEY
BE T B TRHMER LT ROIFTREISystem. setProperty AEER B HIRE JVM RERE Mo

System.setProperty("aws.region", "us-east-1");

TAEE M ZERE 13


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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/A Important
1L SDK RS EFFin 2 BIiREEM JVM REEY , BNRSEF iR AT ERHME,

TAEE M ZERE 14
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FEHAMN T E#ITE MK Amazon SDKs Fifal

EFF A S Amazon DK M ARRFREHAEFE A Amazon T EBt Amazon Web Services RS , S
ELNRKBRIENFHRIE AmazonF R, BAUERFEN A REBX Amazon &R HZTHE
R , EABURTRBIZTHWIREM T A Amazon H R R,

A (R4 AmazonH ) IZTHYRIBHY & A K UEEI

- A IAM 513 0% Amazon SDK I TE#H TS RIT— ENRLHRESREK , BATEW Amazon
Organizations & 1AM Identity Center Bt & R EE A AR 177 [ X BR Amazon Web Services
WP, fRELAEFREIZAF Amazon IAM Identity Center , £ Microsoft Active Directory , £
SAML 2.0 43R4 (IdP) , HEFRW IdP BIhEXEEIHF, Amazon Web Services KR EEF
Bt X 2/ X #F IAM Identity Center , 55 Amazon Web Services —fi#2%£ F# Amazon IAM
Identity Center &% S M ELEA

£ IAM Anywhere £ &3 1T 54 K1 Amazon SDKs 1 T E— & A LAfE IAM Roles Anywhere
£ IAM R AEASZTHRS SR, BRTNARFEIEASRKRIIGN Z£IUEH Amazon, EFA
IAM Roles Anywhere , &# TR LFFER X.509 iEH,

« BiE—MNEE S MEIE Amazon EiF Amazon SDKs Ml T ER A& — S LAE IAM ARG S
[\ R AT BE TS 3L A M HY Amazon %R,

« £ Amazon i} A 248 3 1T B 19 10 F Amazon SDKs # T E— Hh A a5 A 5 @ = o] A48 AN
Amazon FRE £ X IED,

£ Amazon SRERETHRBI B 4 KU IEIRN

MREHRIBE LZ1T Amazon , MER AT BSIRHAEHNNARR. Al , IRENNARFRE
#£ Amazon Elastic Compute Cloud £ , H BFEEEZRREXEKN IAM A€ , MEPFEHRALSEN
NARFE. B8, REMEH Amazon ECS 5 Amazon EKS &88 , N A LUEE BEENIZITHIR D@
HE4F AT EGNEIEREREFEBIREN IAM ABIEEMNIESR,

- A IAM AEXEEEl Amazon KN AREF#HITH MK EC2— £/ IAM At Amazon EC2 3%
il £ =4tz TR N ARRF

- BAIBEE AT AR Amazon A IAM F4BHOHITHRIERE :
« Amazon CloudShell /A F M1 & &1Z21T Amazon CLI 5%,
- EXHNTHTFREANRHRET=HMEZR , ATAZERER Amazon CodeCatalyst,

BEET Web N EHRHERITHHRIL - BHHETE/ WK Web NARRF



https://docs.amazonaws.cn/general/latest/gr/sso.html
https://docs.amazonaws.cn/general/latest/gr/sso.html
https://docs.amazonaws.cn/cloudshell/latest/userguide/
https://docs.amazonaws.cn/codecatalyst/latest/userguide/welcome.html
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NREEECEFRZLANBINARFHETEF IR Web NAERF Amazon , BRI NARE
Fr, EHEEBER Web BXE FHRIEFSERIGE Amazon Z2iIEF.

FIA Web Bx& FHRIE , FLAEFEEREEENEZABREEECWAF SR, Bk , RABRFAR
AL BN F R AEE (1dP ) ( #l@ , Login with Amazon, Facebook, Google S{EfIH b
OpenlD Connect (OIDC) # &AW IdP ) &F, 1A AERESRRIETHE , AERZS BRI ZRS
FE IR Z 2 Amazon |, ZIEB B ERER RN TR IAM B Amazon Web Services 1K,

ETHUOMAEN SODK RTEH#HTERE , BSH RigAGSEHAMNE S 4 OpenlD Connect #1754

HUF A T B Amazon SDKs

BEXBHNAERF , EZE A Amazon Cognito, Amazon Cognito £ B ZIEREBEFH NEST
RFZBHRAEHRIITHE, EXEZEE , H205 IAM AP EBTH R Amazon Cognito B T#3I K
RAEF.

BEXFRBEENESER
| AM BFIEEE8 L TEXRLZEZEE Amazon BRIFEMWER :

- IAM B3 (A7, APENAE ) — TEPHHrERMEIR Amazon,
o IAM FHZEHESXE — REFEFTEHLBREEFT X Amazon M AEFITNERHNEZE2EN.

Amazon Web Services —fig2# EF L TEM AR :

o THRFIREVER Amazon FiE - 2§ & FMURE S NG RIAY I B Z A E DA & E KK

AIA R EY 1AM B 47 /0TS B 1945 3 (TIP) $#4F Amazon Web Services BRSS

« M TIP A3 171518 Amazon Web Services RS — IR BIETE N Amazon Q Business s H it
TERAESHERNBRSUENARR , HEEAEFER EAT Java B9 Amazon SDK & EA T
JavaScript B9 Amazon SDK , M AT SAEA TIP fE#4 R E b RAEK

Amazon % ID

£ Amazon Web Services Ik~ {RATREE KA RBECIEN Amazon ¥JE#E ID #h7E. R
Amazon Web Services Ik FE H{REIEH Amazon BRN B HAXERRREEZ SO R , BIRH
Amazon ##E# ID RKMRZ2—NMME. EAISAEREF Amazon ¥JE#E ID LG RIFF A FE T EFMAR
% , 5l Amazon Q 1 Amazon CodeCatalyst,

Amazon ¥#E%& ID


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://docs.amazonaws.cn/general/latest/gr/aws-sec-cred-types.html
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« £/ Amazon #E % IDAmazon Bx AFERER — THRUMALIZENER , Amazon WEE ID
HTHEERSE ID BEARNE.

« CodeCatalyst#}=- Amazon #% % ID £ Amazon CodeCatalyst fi 155 - 7 & a4
CodeCatalyst £/ Amazon &% ID.

A IAM 54503 Amazon SDK F1 T E# 4T 5451

Amazon IAM Identity Center 7 3EAmazon it &R EFF & Amazon M AR FITHEENR A Amazon
FUN FE. Bl , XFERUTEN R RKIME, MRAEEERENT L2341 E = (Amazon
EC2) 231 Amazon &R TFF % Amazon Cloud9 , BB VISR M iZ RS IREGE S

TEAHESF | E4FEIL IAM Identity Center THEIAXPR , HAFER Amazon BRI, RERFRGF
AITEGH T EREHREINE Amazon CLI,

« Amazon WHiE)[TF REFHES IAM BHFOLHIML, URL B9 H d-
XXXXXXXXXX.awsapps.com/start =® your_subdomain.awsapps.com/start, &
Amazon I JE , BRI LLEF Amazon Web Services IkFF EXNZAFEBEEN AR, LIEMER
Amazon 8] TF3RE SDK/ T E SR RIESEMENEEE,

- Amazon CLI BT ERELWHUEFATEARTE  FENEHRBLEEN APIBEGEA IAM &6
FOSHRRKIE, tk—XMESRAEHENHEE Amazon configX# , REELETRIDE RHEH
SDK s T B f#EH1ZX#-

FRF M

EFREERZE , BRZETRATERE

- MBREZAE Amazon Web Services IKF , 15 )F it Amazon Web Services ik .

- MBREEKRBH IAM BB HL | B5EBAmazon IAM Identity Center FIF 5 REBAE A IAM &
ﬁq:“l:\o

£/ IAM Identity Center BLi& L2 5 =\ 17 (A1 X BR
B 1 BT EANR 3R AR RO AN PR £

BT Bk —KiGREHN Amazon iEH,

IAM Identity Center &3 181F 17


https://docs.amazonaws.cn/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.amazonaws.cn/codecatalyst/latest/userguide/concepts.html#sign-in-concept
https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html
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i KRB 1AM Identity Center ¥ 37 1/ 8] X BR

1. ZRBAFPEREDOEREIA IAM Identity Center B FELE A F 177 17 AR BRI T2 7 flAmazon IAM
Identity Center i P iR INEEXER,

2. AdministratorAccessiBREFANATENF X, Hix , BANEWUEATE XL
HPowerUserAccesstX[RE , BRIELCHEZTNLBENGIE T HENNRRE,

BIXZBEARIA IAM Identity Center B FELE A 7 17 IR SR ITIRME , BIX—IR :

- BEHBIBAdmIn teamBEA , TR —/Dev teamBil , A FEBR N EAS,
« BULERARMERF , BXAIFZAFPRINEI#FDev teamif i,

- SHBIEAdninistratorAccessiXPRE , FMBIEB —MNPowerUserAccessPRE , REFE
HERNIHPDPNRE,

SERE  IREZBELTILR

« —/\Dev team’/N,
« Dev teamBHARIKIMNPowerUserAccessiPRE,
- IBHAFEMAEDev teaméd,

3. BHITFHBXRBEZUEELKN Amazon Web Services Ik FAdministratorzik
IMPowerUserAccess, PowerUserAccessTEFEHAEHN I E/SDK B,

KB4 Amazon AILUEREXEENES F MRS ( #l20 Microsoft Entra =% Okta ) B 1Ti4[A

Amazon Bid SR RHEFBNITFMNEER, MRENZEEACR FHEPowerUserAccess ( FRE )
R , M Amazon Web Services kP £ & F|EER ARV BEMNRE. EENNBREBNZL ,
AIAFE BB XERZNREF R EARE S 15 [ 0K - B IED,

BEXSKSMARLFTETENGEER , SINFRNNRELH. MRETHEEZCRABMURSE , BHRR
IT EIRNAST SR# B,

K22 Amazon AT LUBEE EEER Amazon 15 A ] A #1715 A]

Amazon B Amazon iHE[TFER, NMREHZEE R EBEER T PowerUserAccess ( FFRA
R ) NR , BHEREENGE M Amazon Web Services Ik FIEHINPRE, EBMNRERFRE
B, JUEREXERZNBEEFHHUARES G R K IED,

fEF IAM Identity Center B B LA4mT2 5 =X 5 R PR 18


https://docs.amazonaws.cn/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/quick-start-default-idc.html
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FEL Amazon AILLBSEXFEENBKSBEN SR IREFHITIHE

BHERRER 1T HIRAAT RFF B,

PR 2 : BLE SDKs MfEA IAM LN ITE

1.

EENF RITEY ELZHEE&EHH Amazon CLI,

a. 28 Amazon Command Line Interface A F¥Em M Z 2= 5 B #HT & FTMRASH Amazon CLI,

b. (Hi%)ERIERSE Amazon CLI EEETT , BHAGSRIREHEZETZaws --versionds

AL
To

&% Amazon HE[1F, BHWEERESRAL URL , IEEFIRBIR 1 B IARNRE
B FERHIREZ URL, BIRRE |, FEMNEHER X EIERAmazon 15 ET]F URL https:/
console.aws.amazon.com/singlesignon/,

a. T Amazon RN HIKFRBIFH , BRBEENDPAKS . HERSENAFH

At EEHRZAURNGTTRIERERNRENRETRINR, £RHRELH
PowerUserAccess fR&E , EERENEEZ BN EANRE | LURFSERREA T
Ko

b. EIFRBUSIEFIEED , %R MacOS F Linux = Windows , EABURTFENIRERS,

c. & IAM Identity Center EUE S EIRENT — NS ERFTFERY Issuer URL A SSO Region
B, X :SSO Start URLATLAEE#RMEA, Issuer URL

£ Amazon CLI 8 SR RAT |, iB1Taws configure ssof®, HIERE , WAL L—$F
WENBEE. A<k Amazon CLI (s SHFMAEER |, 55 FEMHaws configure ssoldSE
BRI NER

a. XFIR/RSSO Start URL , iHWI ALIREMEIssuer URL,

b. XF CLIBREX#HEMH , RMNBEUEEF idefaul titA, BXRMAREIIRIA (B
B )BEXHREXRIMIZENER , B5H BKE X

( A% ) &£ Amazon CLI s FRRA T , BiEiE1Taws sts get-caller-identitydan &Ik
SERNREFH. MRIREREEER IAM Identity Center X FREE,

MREERBNR S Amazon DK , BEEHNFT KIEF A SDK tIZNAREF

a. XFHELE AR SDKs , E#E A IAM Identity Center B 3RIFZ B , SSO0IDCAATUN H b4k
#a (FlsSSoM ) mMEBEBHNAREFF. BXEMAER , FSRBEN SDK.

fEF IAM Identity Center B B LA4mT2 5 =X 5 R PR 19


https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://console.amazonaws.cn/singlesignon/
https://console.amazonaws.cn/singlesignon/
https://docs.amazonaws.cn/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.amazonaws.cn/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
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b. MREZHEETIMIFENERE Amazon , FEEFENEE Amazon credentialsXH4E
BB EMGRMNPRAMazon )24, AT 7HEIEREEEE (AR , £ SDK KT EFEH
IAM Identity Center ZiE 2 8l , BAMBRITEBRSEIL

ERATHE SDKs MITE{aEAFMEHEERIFER , S 0T R Amazon SDKs 1 TEH
IAM B 15505 PR UE A2,

EEEEHRZconfigXHHEE IAM FHFOREREIRE |, 52 ZAEMIAM Identity Center FiEiE
HEPH,
JRlER 7T 15 Rl 2 1E

EH TR R A NS , SODK T EFER HAKIEE R, ANIHBRRTEAREEN2FENK, B
EEERBARRBIFIHREITF ST , Amazon CLI B#HETaws sso login®He

A LAE K 1AM Identity Center 15 [E] [ 1P 2B HFENBENNREXFFLENE, XQEKESESE
HRERA Amazon CLIFHBEFRZ ez TREBHNE, BXEZEER |, 52 (Amazon IAM Identity
Center AF1ER) FHUTER .

* 1AM Identity Center &iERFLERT R - ELiE A~ Amazon 1518717 &R LT E
- NRESFFEMNE - RESFFLNE

wn{al R R Amazon SDKs f1 T ER IAM B 1550 B 416 1E 3] &

F>< 1AM Identity Center RiE

LAURARAB A EBIE T ## Amazon 1AM Identity Center& EHREBMEE, N THA-LESHRIEHS
Amazon SDK X #4 APIs £ & #5 IAM Identity Center 7E, MEXFN B FZLREHEE,

TRNMETERBMRZEBNX R,

IAM Identity Center & #r SDK API & %5 iR
Identity Center Sso REZEwE Amazon #

REF , BETRERABEB
B , ssoAPI i3 & 22 A )
REBHRBRENS. BXES

R AR 21E 20


https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
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SEES

IAM Identity Center & #r

IAM Identity Center 2| &
EEEHA

Amazon 5[] [T Mk

IAM Identity Center 187
£1F

RRELTE

PR EEFEIE

IAM Identity Center fEiE1R
%

SDK API &5

FHRIESE

Amazon if$

sigv4 EiiE

SSO FiERHH

iR
S8 , 55 ® Amazon IAM
Identity Center A {5REAH Y

IAM Identity Center Ef R o

ATEERLEFEH A

&8 |IAM Identity Center
I ER URL , filn
https://xxx.awsapps.
com/start . EEREH
IAM Identity Center & FEiE
FEFIITF,

EERAEREFEERRS
HEO

BHEFRIESHIBATHT
K IAM £ Amazon Web
Services k%5 E. FEIFENX
R, BARELFEIECHER
/R “BBELE

SDK =R F K %% Amazon

Web Services IR BHA (45
52 FrA sigv4 Amazon Web

Services kS @A ) BWEIE,

FEFERFTieH , BHES

B CHEREHN ‘AEE

ik,

AR ENSEAE | Ntz 4t ohae
HYSR AR IR

T f# I1AM Identity Center & {33:iE


https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html#renamed

Amazon SDKs f1T& SEE™

T 2 SDK EIE A AT Amazon Web Services IR%

IAM Identity Center AP $Fi&HE & S REEERHR A sigvd Eif, KZE Amazon Web Services fRS #B
2 sigv4 APIs , Bt 5 —LE6I4L | Lk Amazon CodeWhisperer . Amazon CodeCatalystsA TR

iR 7@ Amazon IAM Identity Centerx #F X L8N AR F B Amazon Web Services fR55 BAH
EULFRAT TR

B3 Amazon FEITTFA&iE

- ERAZNEILEERREUTTHRIZEE.

« f£f Amazon Command Line Interface (Amazon CLI) Ffaws sso login®¥., MREEEE
SEATE , XFE 3 — N FHY 1AM Identity Center &1,

- BHFAER , LFKEIKRE IAM Identity Center I RBIFT S REFF RS, Amazon CLI E&EA
GRS EFBIF S EEH SSO %17 JSON X4 , HEHETHEMEA, SDKs

- MREBBRE—INEHALE , WiZ Amazon CLI S HEEFERIEALE , HENENELESH
RIS E, BT #N{AEE IAM Identity Center 2FH B | §SREAFERPEEH - Amazon
1R £1E B Amazon IAM Identity Center $£ERT (8],

s BRSENKEERE 90 X , UEDMEZEFKHNER,

SDK #{a3kEY Amazon Web Services BRS BiFEiE

SDKs Amazon Web Services IR BN BMNRFZZHLEFImXIRET |, BHIGENE. HH=E
Amazon config Mk EEE XHEE N IAM Identity Center ZiEEATRT |, fFEH IAM Identity
Center R IEH N ARERFIESR,

- HABEF RN , RIEETEERESTH K.

E APIs £ IAM BB LB SBEFZRER sigvs NIEP , HEF AT ESER IAM B4 500 E S8

REIAM 215, 1t IAM 2BEHRANRERE , ©BIEF IAM ASRENKET X TR/ Amazon
A BR

- NRELFEIFLERTEE IAM Identity Center £iF &R R0 TFIRE M,

o BTRIUMZENRERIERFLNE |, S Amazon IAM Identity Center A IEEHIZE ST
LA

- EEE , EAZE S Amazon DK API X#4H , tXPREAmazon EIE b ¥ v FEUE M sigv4 Kk,

T f# I1AM Identity Center & {33:iE 22


https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
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ST % T B8R 1AM Identity Center API getRoleCredentialsfV il &R E R REIEFH, BHEF .
TEGREFPHRNREAZRAN IAM AE€XKIFA Amazon Web Services RS , #ilalit Amazon S3
FIHBIKF PN EEE,. ENRESTFEINR A , B RXT R AT RIX SN REZUESEIRE,

SRS B RIRT

£/ SSO THEEMHUEEE & |, HEARH TR B3IRIFM IAM Identity Center JREXAY /N5 R
28

- MRFETHE SDK ZRXFEATCHETH , SDK [FEARIF T ERZZREEF NGRS, 1AM
|dentity Center &fF Rl 5181 IAM Identity Center 15 [RI] P &FEFLE AHITHR. MR
THEARTH |, IAM Identity Center fF£ /8 5 — N 8] & 83 TR A

- WHRITERARATRFNEEFRNNRESTE , WA SLA T BT E S R EIE,

B2 , W& IAM Identity Center IFR][JFFEETH , WFSRFHWIFR T, Bk , TEEHN
REFERE, RAENEFFHENEENRELERKERN , eMadH (HEHRINEBEFELX)

£ IAM Identity Center 2FZIH/G , A IEHEF KN RBEFLLES & HRIE, XERNKRE
ENREZIE. EZHEEERNHETSEZE , FNREBEEE0EFTEFHATHE u—l:ﬁ?r*ﬁﬂ&o

BEMEZ , Y SDK FEHPNREZIR , SDK 2B EAREMEERNIAERUHFERAXLEIE, T
BEIRHNHFEF R  TRESIESHENNEEFFiE , XEER. ZIEI%?&TEIJ TIESEIETL , M
SDK £ IAM Identity Center AP SRIREVFTZEiE. B APl , EEEHESE. NRBRATHE
ISHY , SDK &5 RIH S 2L M IAM Identity Center HE%%;EH&%EE’JV?M #, ﬂu%ﬁﬁﬁ IAM Identity
Center HRI[TFFEATH , MEBF RS,

£ IAM Anywhere B &3 1T B 1R UE Amazon SDKs f1 T &

A LAE A 1AM Roles Anywhere £ IAM AR EATBZTHIRS 2. BN NAREFE TEAFIRE
58 %= £iEH Amazon, EE A IAM Roles Anywhere , &8 TR AFER X509 iEH, BHNEE
BRAMNBEHAENIEBMFALS , LLER IAM Roles Anywhere Bt & R IR EE,

% 1 : BLi& IAM Roles Anywhere
IAM Roles Anywhere &t 7 —HIREVEASIZITH THEABRIREN IGIEBH 5L Amazon, 5it

PR EIMEES , SERERER IAM AR EIE, ZAeRESEHNRBEFER IAM Roles
Anywhere 31T & {3 361 iR E TEA BT HE R,

IAM Roles Anywhere 23


https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html
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BXREEFTHES. IAM SEF IAM Anywhere BEEREXHHNLSER , 525 IA M Roles Anywhere
BB RIREL Amazon Identity and Access Management £& & /61 2S£ 4 M Bl & S04

(® Note

IAM Roles Anywhere Fi P $8m PV EL & X8RI 2 1AM Roles Anywhere BRS5 # B9 —Md 4548t
2. E5HE Amazon configXHHHIELE XHT <o

5 2 & : £/ IAM Roles Anywhere

Z M IAM Roles Anywhere REUIE B £ £k , B A IAM Roles Anywhere R EUEBIF, FiET
B AL IAM Roles Anywhere I Z & T,

BXRTHEERBITENE , 2K IAM Roles Anywhere F P8R B M Amazon Identity and
Access Management T?cﬂiﬂﬂ'iﬂﬁﬁ@ékﬁyll RREIEP,

ENXRE IAM K Anywhere 8T Z £ iF 5 Amazon SDKs #l—#2 A Amazon CLI ,
IBAILATE R Z Amazon configX#H A ElEcredential_processi®iE, SDKs #l Amazon
CLI X¥FMFcredential_process#{THHRIINREBEIUMRMERF, THERTER
Bcredential_processi —fx4H,

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

BIFTEM credential-process i S EAE credential_process RERBH A JSON IR
BlIfEHELE, HEE , T EMNEBEEFTH K MREEMEETIL. S EEEAUTSH .

« private-key - SEFERWALANREER

- certificate - IFPHEER.

* role-arn- ERNHREUGER EIENAEH ARN,

« profile-arn- NiEESSRHURFAIEEHH ARN,

* trust-anchor-arn- AT HHRIEMEEHN ARN,

BN EEE A FIRMEIEBMIGA, FIE= ARN EETTLLM Amazon Web Services Management
ConsoleE#l. ATREIERT HEconfigth , ZXHEE T MNBF I ERRIGEFIE,

% 2 % . H IAM Roles Anywhere 24


https://docs.amazonaws.cn/rolesanywhere/latest/userguide/getting-started.html
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[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID

BEXRUESHMEMEDTENFMER , S H L GitHub® 1AM Roles Anywhere EiEB)F.

BX SDKEBREAXASFMABRILIRHMENFARGE  FSRAKNEEHH #EFIEREHRE,

BRig —/NAE F HRIE Amazon £IE Amazon SDKs I TEMA®

BRiZAESRER AR RS EURGRIERARTEF BB Amazon BIR. XLEiEat &R 7
40 1D, MEFRBANZLTEAK. E T HHEX Amazon Security Token Service ( Amazon
STS ) API ERMEZEE |, i3 (Amazon Security Token Service APl &) HiiEE,

ERELHN SDKFEIERRKABE , BANECBRIIFRERANBTEAS, IAM SEHAE® Amazon
BIRAM (ARN ) #TH—1RR, ABES —IPMRABRYEEXR. FAZACHNAEEAEAER—
A Amazon Web Services fR% =% — 1324k Amazon Web Services Ikf°. X IAM BEHNEZ —#%
BE , B2 (IAM BFIER) B 1AM A&,

R IAM BRE  NREZIZARNET , NTLUNEHN SDK T EBEENFRZAGK FHN
PR

@ Note
Amazon REMCERRA TR A XA T = FH i E LR L i1 =Amazon Web Services [X
5,

KA IAM A&

BEAEE , Amazon STS BE—AIFREZLIER, XEFIERAS —MEENXHHIZITRIBAILHE
RBH/. ZEANR , HERE—NKFH Amazon iE$ , BEHNNARFEERHRS —NKF P
BRRE , 2EAXPRENAEBRATN,
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TBR1:1RE IAM A&

BEiRBEN SODKHITERKABE , KAXUBRTIMAERANBES R, IAM ABEAAE ARN
BITH—#RR. BEES—IMREBIUEEXR , BERELNKS AR TEKR TR, BETHES
5, 55H IAM AP FHFaEE IAM B6,

SH2 . EBEESDKHITE
fF SDK T EEERNM credential_source = source_profile JREUEILE,
credential_source T M Amazon ECS B85, Amazon EC2 EHIHIAET E FIREVE B,

source_profile ATMNE — BB XHIREUEIE, source_profile ixFA@eE , BIEE X H
WERER , REEARANAERRAS —NAE,

HBRELRENXHPIEELIE , SDK T ES B3 A EEAMEE Amazon STS AssumeRolefy AP,
EESEACRKEZNFERAIGIEP , FEHLE Amazon configMHHIEEUATEREE, ARXLE
REZENEZER , B KAFEETREHERE T,

- role_arn-REZELSE 1 REIEN IAM AE
« BLE source_profile = credential_source
e ( ®i% ) duration_seconds
( AT ) external_id
e (A% )mfa_serial

( AT ) role_session_name

UTRBIERTHE config XHEFANMMAABETNEE

role_arn = arn:aws:iam::123456789012:ro0le/my-role-name
source_profile = profile-name-with-user-that-can-assume-role

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

BRFFAERASCRKIERHEFRENFAER  FEALERFHN KAAACGFKIERESE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
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RigABERAMEH 4R OpenlD Connect #{THARIEMTE
Amazon SDKs

BRiRAESTRERA AR RZEEURIGRIERARTEF B Amazon BIR, XLEiEat & B E
%44 ID. WEIF R4 %ﬂﬁé%ﬁ*’éﬂﬁko E 7 ##HX Amazon Security Token Service ( Amazon
STS ) API BRMNEZEE. , 52 H (Amazon Security Token Service APl £&) Iy ERIE,

ERELWN SDKFIEXRRKABAE , XAMECEBIFRRERANBTEAER, IAM SE2HAE Amazon
BREM (ARN ) #HITH—#RR, ABES 1M XBFEIGFEXRR. FRZACHAIEXATA %H
EHHIRME. OpenlD Connect (OIDC) 5 SAML Bx&k, ET#HEX IAM BBNESZER |, H5HR
IAM AP EEEHPHNRABBN S Z.

EENBHEFEATIEGHHRE IAM AGE , RN ZACGREENGSITENEHREYS , NTL#E -5
RELZNREFATESURAZARLIREIEE Amazon iE$H,

® Note

Amazon FEMHCE BEME A XA IR R H i B BN AIRT S Amazon Web Services X
5o

{FF Web 58 OpenlID Connect #1TEx&

PRATLAE RN H B 47 4R 475 ( 130 Login With Amazon, Facebook, GoogleJWTs ) $24t# JSON M
SR () RIREUEAT Amazon iEFAssumeRoleWithWebIdentity, BEFEEMNFERAA |, 1]
JWTSHBEH N ID THRERIFE T, StaERABES OIDC XRIABPUFREN F B R (IdPs)
JWTs £ % , #il#0 Entrald 2%, PingFederate

R &FE KR Amazon Elastic Kubernetes Service , N tbIhRE R FIETE Amazon EKS £ R E
MRZKFIEEREN IAM B, XA Kubernetes ThaE& % % JWTs F#REY pod & ?N:EEl,um
FIRMEEFERIXERBERIREUGHHES. Amazon BRI Amazon EKS BREMNEZE L | E5 11

{Amazon EKS AIF#§m) FHBRZSK,H IAM A€, BR , N TEMEAED , ﬁﬁ]ﬁiﬁ(!@ﬂ&l}ﬂ
Amazon EKS BE4 51 , IR EH SDK XHTE,

PE1REFHREMHEEN IAM AR

EffESAL IdP BWERE |, B IAM SR Amazon BASE 1dP REBE, XFESR
Amazon Web Services K= FIFAER IdP 2RI E1F. E1F SDK BELE RN A JSON Web T (JWT)
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https://docs.amazonaws.cn/STS/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
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BHITERRIECH , MTLIREFHIRMEE (IdP) MATFHRTEH IAM A, EHTIRE , HS5HR
IAM AP 18RS H 822 Web &8 OpenID Connect Bx& B KIEHE ( BHA ) .

S22 BHESDKHITE
£ SDK RTEEFENFAKEH JSON Web & (JWT) Amazon STS #1753 RilE,

LR BN 4P IEELTN , SDK RTE L B3 AR EAMER Amazon STS
AssumeRoleWithWebIdentity#) APl, EfEH Web Bk B RIEREZMFEAIGIED , FERE
Amazon configX#HrHiEEUTEEE. AXXERESENESER , HSH KA ACKIFREME
RE T

« role_arn-REZELRE 1 REIEN IAM AR
« web_identity_token_file - KB4 &6 IdP
( Al ) duration_seconds

( AT ) role_session_name

T RER Web SHRABBHHRE config XHEETH :

[profile web-identity]
role_arn=arn:aws:iam: :123456789012:r0le/my-role-name
web_identity_token_file=/path/to/a/token

® Note

BEXBHNARERF , HZE A Amazon Cognito, Amazon Cognito ¥ & 3 &EIE R EBREF H
NEZRTFZHEEMRRIETHE, ER , Amazon Cognito B IRIEE NG E M & 712 75 5
HEEE SDKs MTE#&UES, EifA Amazon Cognito API |, i1 SDK ST ERiE
HEEHEDE Amazon Cognito fRF & P k. BXAE Amazon SDKs , 2 Amazon Cognito
FREEEPIRERE,

BXAERAACEURMEFRENFAGE  BERLERPHN KABSCFIRES,

£ Amazon HRIZ# 1T B 18U Amazon SDKs flT &

5/ Amazon SDKs M1 T &R , AT LLEEER Amazon i RIZ{AH T EHRILE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.amazonaws.cn/cognito/latest/developerguide/service_code_examples.html
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5 s HAEAE

RMNBWSEN SODK T EREBERNFER 58 IAM 54503 Amazon SDK f1 T E## 1T 54 KIE R
FRAEKN S B FLENTEED,

B2 , EEEIRE SDK R TEMIGEHEIE , B2 F£AEREIEH TS MRIE Amazon SDKs T
g,
fEAKEIEUE

/A Warning

NTBRERZENK , EFRETARGIOEELKIEN , F2FEA IAM AFR#THBRIE , ™
2EERASEMREAENRE BMRIE , 620 Amazon IAM Identity Center,

EIEIE X AT 15 B AR Amazon Web Services T/

ERZEBRIERE , RATEI Amazon Organizations 5 IAM Identity Center Bt & E AR EEBME AN
T RIX PR Amazon Web Services i . BXEZEL , H5H (AM AFERE) F8 IAM Z2&F
R,

YRATLAFE 1AM Identity Center REIZRF 7 , 8 Microsoft Active Directory , £/ SAML 2.0 & 1312
#7E (IdP) , REFRE IdP BIMEXESBIEH P, Amazon Web Services Ik BRI LAERE S —f )5
%, WAPRMEQIERAR, BETLESHITZESHRIE (MFA) HEA IR Amazon Web
Services IKF° #H1THRl, X5 IAM AFTE , BER—MAUUAZHNKBEI , HEAsEEM
Amazon FRNZ LMK,

RADEHELE IAM B

MRIEFFZE Amazon , ATBLBIEZ - IAM AP, RIEERAERSTHEHF KRR Amazon FriH
MRNE. EFINAUERALREE , BRNBUSBEEDRIMRZHMER,

SFLATRAM, FBER IAM AP asER A E U Amazon :

. FIHEREN Amazon SDK i E |, HEDERE Amazon Web Services BRS FHITIRE,
« BEEITED | BOAZIFRFAISEERZRENITRIMA, ELMNEMEICRE

MREBEXLERFZHNER IAM AF |, ERREEE IAM Identity Center S 28K & PR ERGEK S E
1% Amazon Web Services Ik /v, BXEZER |, 1551 AmazonF i 541 Ex SR8 1IE,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://www.amazonaws.cn/identity/federation/
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AR IAM AP EZAR S

BRZERRKR IAM AFERZER. 28 (AM AFERE) |, ERER TR ZAHNIESHITRAE,
WREANABERNMEZTEN IAM BFEREES , BRREN TR ZER,

IAM F P i R 2240 B F s E A 1T B4l L HZ Amazon credentialsX#H, #2700 IAM BFH
RZAERELHNRBF., BOEHEE IAM AR BRI ZANEE X4 EEETMRRBERRGH,
FRWE git-secrets EABTEMUHBPEBETEPTHBRELERERT Git #RE. BEXEZER
EFS IAM BFiEm T IAM 54 (AP, BPENAR ),

ERE IAM AFRPUFAHBRER , H2R FHAKEE#1TEHKIE Amazon SDKs f1TE,

RS HEITH 1T 5 HKIE Amazon SDKs f1T &

BATR W BB EH Amazon SDK T E |, FHEA IAM 54 F/0% Amazon SDK 1 T E# 1754
RiFSEKSFFENEEN—EER, B2 , BUUEHRER Amazon 1587 R EAY I 8FHIE
P, EXEIRNZIESHE , SEESHFHEIL. SUUEREX 4P ERIGREIE , BT UFEBE
REBHNTEETENE,

REXEK  RNBWENNRAREFEANLAT IHRENIGHES , MARFHERFZIEXHFPEITF
RN

« —fh Amazon ITE RS , lN7E Amazon Elastic Compute Cloud LA IiE1T&H RN ARERF Amazon
Lambda.

- ERRMUEEPNS —MIEEFE , W, £H IAM F4H 03 Amazon SDK M T E# 1T 54 KIE
- HEFEAHEEZIERAERERIGIHES,

EFM Amazon 5197 F 1 R B #Y 58 A EIE IR B i 34

1. SIBHAZEEIEXHF,
2. EZEXHF , MUWEAT SR, EXREGA AT IE e EIERN ik,

[default]

aws_access_key_id=<value from Amazon access portal>
aws_secret_access_key=<value from Amazon access portal>
aws_session_token=<value from Amazon access portal>

3. REZMXMH. X ~/.aws/credentials MENZEETEN AT ARG L, MBKRIEES
ENHRBEEBXMY , W XHEE SDK T EFEAMNBAIA] BB 4.

T 30


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-location.html
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sEiEm
4. %F Amazon FEITF,
5. EBRBXLEFIHFIFEIERNEBEM Amazon HEITFE4] IAM B&IEH,
a. WTHEENGEBEHRNIER 4, ERETRFHRNBRLUFZENFLERN IAM BEZFH, It
ABHNEZHBERL FPowerUserAccessHFTF XA R o
b. X FEEMNEBAFRNISER 7, EREFIHEEEXHRNNBIEN Amazon Fif X4 ETH S F
P
6.

FEHNFIUER BB A bcredentials XA, MREFERAP Rdefaul tBEXH , MFE
EARNEEXHET. EHXHNEULTUTRS,

[default]
aws_access_key_id=AKIAIOSFODNN7EXAMPLE

aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21luX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONC
7. #R1E credentials X#.

4 SDK tIZ2RSFE/imeY , ERERXERNFIEFRENRATEMNER, EFH R 5a FIEEHN IAM
AEMNRERE T RN EIENEREE, KEFERBER 12 D,

RGeS HE BSR4 F 7

FERKHEITH#HITE B Amazon SDKs f1TE

/A Warning

ANTEEZENK , EAXTARSHSLBEEXLHEN , F26H IAM AP#TSHRIE , ™
EFERASEMREAENRE BMRIE , 20 Amazon IAM Identity Center,

MREFER IAM AFETRB , IFXSAEFNRGEF A TESHTEFGFEAHRE Amazon
credentialsXHHHKE IAM AFPIEB#HITHHRI, EF IAM TEHPHNLEHESEE , HRIR
3 E 2 IAM Identity Center 5% E IS B 4Z1E

BREIUENEEBEENIEM
BXFIUENES

FAERAKS RZIUENR B Amazon B, X LEFIUE A] R 4L 32 FREVIK 7= 175 8] BLME DAY
KBREE
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https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosignin.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
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- BNENARF AT RFERAGAZARZIEES . NREXEM , WEFMA LEBAHEFMH
EREHEABRT , 2BEEARBRIIENKK,

« FEEMEKGHHRASEEILERN S,
« FIEE , FHEHLE Amazon credential sXH4FHFAE SR AL XA R 1F6E.

BREEEERUENESIER

BXNMEZLEE Amazon IEBH — i iT1e | FSEFHEE Amazon 178 ZHA F{ER
EAmazon Web Services —f§&%, BR7T LRTTHERAEN , HFEELUTEM

« XF Amazon Elastic Container Service (Amazon ECS) , EH&EH TESH IAM &,
« X7 Amazon EC2 =4l Lzt AREFFER IAM B8,

FoREH - A1 Amazon K
EFH IAM AP AR Amazon RS, BEE—A Amazon Ik Amazon iE$.,
1. BIEKF,

EHE Amazon K |, HSFE AT : {REE X Amazon AN ? £ (Amazon Ik EIE &5
By .

2. BIEEEAP,,

B root AFIKS (ERIENABIKS ) BREERZHANRS. MEUIER-—NMEEAFIK
P, IAM AP $ER) BBIEZEER - ATk,

CIREEAPKP A CRERFAERE  SHTHBAFKSACREEKS ERNE R,

XFANE P EHAESE LE#HITIF A Amazon 7E LZE1T N AEF Amazon, EARESSR  BEE
PEEAXEAEZSHWAF,. NRERBREZEE, EXEZELR , H238 (AM AFESE) YW AS
{EAXBRF o

S 1 QRS IAM B

R (IAM A1) RPRBIE IAM AP (#2418 ) IRREXRME IAM AR, 412 IAM AR
Y
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https://docs.amazonaws.cn/general/latest/gr/aws-access-keys-best-practices.html
https://docs.amazonaws.cn/general/latest/gr/
https://docs.amazonaws.cn/general/latest/gr/aws-access-keys-best-practices.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/accounts/latest/reference/welcome-first-time-user.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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o BRATBWRIEER ‘B AP RMIBRNBR” Amazon Web Services Management Console, iX{#
BRI LAEE Amazon Web Services fRF SEEAMMEFEITHRBEXNANE |, flRE
Amazon CloudTrail 12 i H & 585 X4 L% E Amazon Simple Storage Service , X7 iR X2
R1RE A,

o ERENR-ERED B, %R EEMINKRE LT HBOAmizAF 2 EXR,

« REBBANTHAIESHEEMFER Amazon S3 REERNREl. EmNARFREX
Amazon S3 WE£IFRINR , iHEFZM MEILL A S/ AmazonS3FullAccess KB,
- BANUZBIZIBPEXRRENRLARSIHFENTES R,

HIR 2 FREVER 5 R 2 A

1. 7 IAM Z2HENSMERS , ERAF , RAREEEZEEAFH User name,
2. EAFWTEL , $BZ2EFIUETH, ARG, EHEUZHAT , ERUEBHEZA,

3. XWNTFRIBGRIZRPLE 1, 2R HHTHRME (CLI) = AT, XA MNETE R ZR4PAXRE
@ , A5 Amazon CLI f1—#& A SDKs.

4. NWTORFRBALE 2, MATERFIEHERT -5,

5. MNFREGEBEALSER 3, EFETH.csv XHLURFIESEN 1AM A F 5 R 248 MM 2 177 5 247
EIJ .CSVv I{q:o %Fj:}'i"f';gu:t1nzm~o

/A Warning
FERAEINZLERRARXERIEINRS,

6. %&$* Done (FEMK)o

$] 3 EHHE credentials X

1. BIESHITHHEZ Amazon credentials X#, tbXXH7E Linux # macOS R&E LR ~/. aws/
credentials , £ Windows £ SUSERPROFILE%\.aws\credentials, BXEZEE ,
SH FIEXXH LB,

2. FUTXARFINEBEIXE credentials XHH, FRGl ID EMRAZAEZRN LT THHN
.csv XHHE,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE

KHIEIE 33
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aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. ®REFEIEXMH.

HEZ credentials MHRFHEFTIENTENLFR. SMNEALNRENMREEE , BXRHETENH
¥, BZH Amazon HEEH. XR—FANAR , ERMNBWERRITEES IAM Identity Center =
HtlgeEiE, FLEFERAKBEIES , BieBMHEE credentials X4 BRIX LI,

FEA IAM BEXNZBEZE| Amazon W ARFH#HITE MK EC2

Bt RGN 48 an % B — N EAE Amazon S3 5 EIXPRAY Amazon Identity and Access Management &
&, UEEHEITLHEEITERIFANNARRHER,

EET D@ #EMITE RS LETEN Amazon BHHF AT EGNARER , HE—1 IAM A |
AERTENIT S EC2 RAHRZACHNE, BEXEZEER , 55H (3% EC2 AFiEM)
EC2F K Amazon IAM &,

2 IAM A

&I & B9 Amazon SDK BRI FAIREZE A i — /> SDK B fEF Amazon Web Services BRSS Kt
THE, 2IB—1N IAM BEeXRRFNABRFZITMENNE,

Bl , R AMET —NEE , ZABEFI Amazon S3 W RiEiFEMNR., % Amazon SDK 15/
#HAEM Amazon S3 FIEHE “Al]” #HiE,

1. &% Amazon Web Services Management Console F3TFF 1AM #2#]& , Mt R https:/
console.aws.amazon.com/iam/.

ESMERD , ERAG , RARERUEAG,

XNF EBAMEEME , £ AESEMAHERE | 1%#E Amazon Web Services RS

£ “AfI” T , %8 Amazon EC2 , RFIER “T—&%

FFRMNR |, BMREEFIRAPIEF Amazon S3 RiLiFRNREIXE , REERT—%,
RMARBNEN , ARERCEAG., BiCEXNEN , ARNEECE Amazon EC2 EfiR A

e,

o a0k~ w DN

Bz Amazon EC2 Lfl HIEEEM IAM B

BRI LUBTHITUTRE , FREHN IAM BE&8Z2 M B3 Amazon EC2 3241 :

EC2 =4ty IAM At 34


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://console.amazonaws.cn/iam/
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- £ Amazon EC2 AF B ER “RRS o EH" #1TIRIE, BR , ERENERT R , EER
TUUTIRE -
- ERERFEAFET , T IAM RFIRENXH , EBEEL—SHAUENAE,

Btk IAM 1 Amazon EC2 1R E , BN AREFSERNL 2 EC2 24l , BHNNHAREFEHRE
X Amazon S3 IR AYIEENER .

Connect E#Z| EC2 324

E#E] Amazon EC2 £l , I ERMAILLRNARFEMENZRS , REETEZNAERF. £FEC
ERECIRXHIRITE Key pair ( BF ) TEANBANNALEID X4 ; B PEM X,

A, BAILIRRSEPIR B IESHATERE | EEIER Linux SEAISHEEZER Windows Kfl, 24
IRERER , BRSO ST MTT R T E AL i R IRRYSE A

(® Note
£ Linux = macOS & b , BAIMEARLEH TS REHFHEZHNNARF. Escps key pair
—RBER , TMERUT®S : scp -i path/to/key file/to/copy ec2-user@ec?2-

XX=-XX=-XXX-XXX.compute.amazonaws.com:~.
X Windows NEZEER , BZ RN X 4EHE Windows 3E46l,

MREERAWE Amazon TEQ , MBEE B AUER TEQEESXE. AXEZER  FSREE
AN TEUNBEERFEmM.

£ EC2 X6 LiE1T NN ARERF

1. FEORARER XN 25 E F 2 B8 Amazon EC2 3£4i,
2. BHNAERFRARIIHETERREEFAITEN LHNERER,
3. (W) RIENARFEAFEA IAM AGRHENEIE,

a. &3 Amazon Web Services Management Console #3TFF Amazon EC2 ##14& , Wit
A https://console.aws.amazon.com/ec2/,

b. EEXH,
c. EERBRME, T2 6 RAFERBHIAM &,
d XFIAMAE®  BFiEEEL IAM AEXSE IAM A6,

Connect E# 2| EC2 =4l 35


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.amazonaws.cn/ec2/
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e. EEFFH IAM AE,
f. BRETZNARER , HBEIATRE TR ER.

£ TIP fFH4E#H 1758 Amazon Web Services RS

A{E B 3% (TIP)  —1ZhaE Amazon IAM Identity Center , 701F#9 Amazon Web Services RS
EEAREAFEMY (HIMEALARERK ) BFNR, BIESHEE, IE IAM B2FMEH LT
X, BURBIERGR Amazon BRHAF . b ETXEBEEIHEH M Amazon Web Services RS LT
Xo

4 ETXEEEMIIKESIS B ERET Amazon Web Services BRS A T HMHEBAUREKENES, XLEE
BEaFERANERE (B0, IAM SHFOHAF ) . BRIGRNEHTEHRE ( H20 Amazon Redshift ) F
WHESEE (i, RiENER ) WTEiE. Amazon Web Services BRSs #UK75 Amazon Web Services
RS AL ETXUARSEEAFPWEANERRNGRERERE. BXEZEER , 52  Amazon
IAM Identity Center AP 1ERE) HH “H{E & & EHA"

£/ TIP 4Ry SERFZ M

EFEZAGERET , FEUTHR

1. IBAFER ERT Java B9 Amazon SDK = & F JavaScript # Amazon SDK,

2. WIAZRERANRS XFE S BEE.
2 (Amazon IAM Identity Center AF1EFEE) 5 IAM FH /U ERAmazon EENAREF
B B 1AM B4 0 8 A RIE S 10E % 5,

3. BA |IAM B4 H O M AIME B 0015,

EZ# (Amazon IAM Identity Center AF1ERE) HH TIP £ RFHFEEET,
4. YR — ldentity-Center-integrated &I A :2 o

&S Amazon IAM Identity Center AP IEEHP MW FEAmazon ERNAEFSESRENAREF.
5. BATEBUETHEETE (TT) HHFENRSIEREE IAM BHH 0,

B2 (Amazon IAM Identity Center FIFF1ER) PN AETHAITEN S RZGFNRENETHEA
TENES.
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https://docs.amazonaws.cn/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.amazonaws.cn/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://docs.amazonaws.cn/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks

Amazon SDKs f1T& SEE™

ERBPER TIP H4F

1. RIS S MR ERAAISEH,

2. 8IZATELNXEMNRSEF,I®HSES , Amazon Web Services IR HE I RINAE B 5 BE
HRBE YRS EFiH,

TIP HHRAULTRASE

- webTokenProvider : EF ANEANT & B2 AL IREN OpenID < S AY BREL,

- accessRoleArn : HHEERN IAM A€ ARN , EFEEAFNEH LT, RIS 4 185&1E
Fo

- applicationArn: BEFHENARFNE —RRAFRE, HEKEEE OAuth RN NARERF
ARN,

- applicationRoleAxn: ( li% ) EFAH IAM B ARN , AssumeRoleWithWebIdentity A&
AT LATER B RINERIRHEFNER T 55 OIDC 1 Amazon STS FF ik, MEKRBMEIZME , NIF
fffaccessRoleArnSHE,

- sso0idcClient: ( Alit ) EEEFFENEER SSO OIDC Ff % , HliSsol0idcClientEAF
Java = Javascript client-sso-oidc B Fim, MRREM  NZFLHERERARIAEREN
OIDC &,

« stsClient: ( AIi%& ) EH Amazon STS BEFENEEMNE s , ATMiZaccessRoleArnAFH
BHETX. MRRREMH , WSFHLHERAERARIABGEN Amazon STS & F .

Java

=7 ERAT Java B9 Amazon SDK B M TIP &4 , BEELINE pom. xml 34 FE SR
NI,

<dependency>

<groupIld>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>1.0.0</version>

</dependency>

EENRRBT , S FEMENRGasE

Bisoftware.amazon.awssdk.trustedidentitypropagation,

AT RO B R a6 22 ] (5 S 2 BB A RISSH] |, RIERz 4 A2 R SS & P im skl
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.amazonaws.cn/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
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e RFIEAS3CLientERN AL Amazon Web Services RS B F ik S R INAZREL IAM B 5 H 0
Sk, B2 , FaH MK TIP Amazon Web Services BREE BIERSF 23 LM,

StsClient client = StsClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(AnonymousCredentialsProvider.create()).build();

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.buildexr()
.stsClient(client)
.webTokenProvider(() -> idToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(Sso0idcClient.builder().region(Region.US_EAST_1).build())
.build();

S3Client s3Client =

S3Client.builder().region(Region.US_EAST_1).addPlugin(trustedIdentityPropagationPlugin)
.build();

BEXEZHMERENMFIIR , S trusted-identity-propagation-java L # GitHub,

Javascript

TUTHSELEN EATF JavaScript B Amazon SDK 1 H %% TIP S HARIEHEHAS -

fi*'ll

$ npm i eaws-sdk-extension/trusted-identity-propagation

K% package.jsonNBERUTFUTHEAIKBIXR :

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "21.0.0"

}I

ERAREH  SAFFENTrustedIdentityPropagationExtensionfk#ix R,
TR RAIREEROAECE TS S OEBRENSIS , ARRZRERNERSEFiwSK5l,

o REIERAS3ClientERNFTIE Amazon Web Services BRS &/ iR Z R A{AZREL IAM &4 50
S, B2 , FaH#M X TIP Amazon Web Services BRES BIERSF 23 LM,
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https://github.com/aws-sdk-plugin/trusted-identity-propagation-java
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import { S3Client } from "eaws-sdk/client-s3";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

// Plugin configurations, please refer to the documentation on each of these fields.
const applicationRoleArn = 'YOUR_APPLICATION_ROLE_ARN';

const accessRoleArn = 'YOUR_ACCESS_ROLE_ARN';

const applicationArn = 'YOUR_APPLICATION_ARN';

const s3Client = new S3Client({
region,
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
},
applicationRoleAzn,
accessRoleArn,
applicationAzn,
b,
1,
});

AXBEZIFMEENNFKIER , iHSHtrusted-identity-propagation-js £ &Y GitHub,
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https://github.com/aws-sdk-plugin/trusted-identity-propagation-js
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Amazon SDKs M1 T EigE5 &

SDKs 2 ETESHWAA APIs . Amazon Web Services RS EMNRFTRIN#HIT APl BAFEDN
—EEETHE  SESHRIE, ERXTHIE, At , SDKs EEHIE R ENRIEKIKREA T EN
BEROEUL , A TFEURSHNIZE , URRBATERIRENE,

BALMENATETHRIABREBERENFAER -

« Amazon SDKs # Tools #r /L EIF IR HE— BRFIEREBEEZ ) SDKsIEPRMHE 2 B MR HE
1t

« Amazon SDKs H “T B” #r (b IhaE— @R IhEEE Z ML SDKs,

BIERSEF in

ELURTE S 15 Amazon Web Services fRSS , SDKs &4 5 Amazon Web Services RS ER & F
i class/object » N , MREHWNARFZFTEHEL S EC2 , MEHWNARRFE26IE— Amazon
EC2 BEFmNRKEZRFEN. RE , BRI LERARSEFiwMEiZ Amazon Web Services RS & H
BR, ERAZHIERT SDKs , REEFHNREBFAER , Rt @200 mHEE HEROENRS A
BB PR, AEATRNEEDR — RS K EER,

RER LR

+RIREBEE T AZH SDKs AXIEHEAFT7Z Amazon Web Services RS F A THAE, EILRHE

FMEMINEE, FiE# SDKs HE RIS (HKIR ) , il EX LS (RKIFE ) , UE

KEL/BEBNE, UTREEERLARNGE

1. ERBAEIBIZEFAHAS LRENFAI N RESRETHMOEMERE,

- BERETVUBRESMREERTRE  tULUEREEAXN AANEMEERTER. XT

Amazon CLI 5 Amazon Tools for PowerShell , EMIRAEEG T LAANSNMNRESENF
Ro X T SDK , ER2E AT AR ABREEHI{E Amazon Web Services BRSs & F i B E X KA
REREREALEN API FHEBEN SR,

2. {XBR Java/Kotlin : BEFIZIZER JVM REE . MRDIEE , MEAZEXREER K.

3. RELRENRETE, WRERE , NFEAZEXREEREF W,

4. SDK &R S credentialsXHHWRE, MRERE , WEFHFFEAT.

5. RBMHZconfigX#f, MRFEZRE , Nl SDK FEAZIRE,
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« AWS_PROFILEEFEH aws.profile JVM REBHT B FIEE SDK M BN B 24
6. x5 A SDK BB A FRENEMERIAE.

(® Note

B SDKs TEMRELERTENINF#HITRE, i , FL SDKs MITEXR X FEHMEFEH AL
TS AE. Hn, sEAT NET 8 Amazon SDK %3#5% N SDK Stor e BV E KR, BX
SDK I TEMENREHENEZER , B HEEEFEHN SDK X TEMNIFEERE,

I RELE S EREEAHBEHMSE, flin , MRBERZconfigHFFEBETHEX

fr, MRABESDKFIERREHMUE /G , TRRIAEAZEEN 4. XEKRE , RE
FcredentialsXHHARMTIZE , MFERZREMFTR2configXHFRE, MREFEHRE
MEGRBRETXE , NBESEcredentialsMconfigXHFFMIZIRE, &fF , 2R ( Amazon
CLI i RTS8 = API 28 ) IRBANRENEBERIZTSHAEHME,

TERAEERIRERH

AIEEHN RE SEBS,FPFNREEFEANF T AJABES I GHTIRENTRRE, TRYIH THE
BEMEIESXHRE, RETELUR ( XF Java M Kotlin SDKs ) ATAERTE 2 /W F B & ZIhAERY
JVMiREB, BNVRIFNENEZETTH N ET AN RERE,

« ConfigX¥HiRESI&

« CredentialsXHREFIE

- RBTEFR

« JVM REEMFIK

SMEEREERDEDE— I TE , EH5ETATREZDENEE. XTEHRE , LE%m
BT EFMARE AR EL R B ST BRGEE  DE (NEAT Java M Kotlin ) Bt i
B VM REBHRIGEE, SMIESHHE T A X BNERREMES M E RGP EEZENS
#, RERERSTHE , BEICHAEE  £RNDEBR— L,

ERPRIFERAE (WRE ) , MREFLBAME , ZERER. EEEX T ZRENERE,
g, ik RMNKREFBERELEDEREHRH—MRE.
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https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/sdk-store.html
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disable_request_compressionR"HliRBMNERICERTUTAR :

- BEMERN S ETURGERBEZANBERES. B
s FRELSNEEXHFHITIRE disable_request_compression
- EAFHRENFIEEE AWS_DISABLE_REQUEST_COMPRESSION
- E , MREREAMR Java = Kotlin SDK , HFEAFHEERN JVM REEMH

aws.disableRequestCompression

(@ Note

HREE A — MR U EZERBFEEMENIEE , EXASENETREX—K , BAE
=E SDK Frt BN, MREBERBASPRERE , S HENE SDK FEEH AP
2%,

o MBEBA LT, MZEFBRIARfalse,
s WWHARERENHE -—BEMERtrueffalse,

SN IAE T E MY EEEBERE — 4 Support b y Amazon SDKs # tools .

R ERER SDK REXFNHE LIHIRE, %SupportedFIER UL TERRIEN

* Yes— FIER SDK B2 X FXEIRE,
* Partial— XFHELEREHTHEHRRBERAFTE., M TPartial , MINERRRRE=E.

* No— FAXFEMRE, XATRRBRBPREAURINARINIIGE ; BRXRTFZIFFIHAISER
BERE

Config X fFiRiEFI&K

TRAFEMZETUEHRE Amazon configXHF P El. SIIRESEKMEN , EMEIFTE A Amazon
Web Services kS5, SDKs MEB T EX AJREXFMBFRENRELTE, EEENE/) SDKHIE
TENRENRREETE B2 RIS EN SDK T AR,
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ca_bundle
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FAESR
ETIK/F B R
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metadata_
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mfa_serial

HAREE

IMDS EiFfR it &

IMDS EiFfRfit &
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Ui RA I
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BETRISHNIKI

ERTH
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EANEERE

S

EAERERE
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Amazon Web Services X 15
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ERTH
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HAREE

IAM Identity Center 4

EUFREE

IAM Identity Center

FRFREE

IAM Identity Center 4

EFREE

IAM Identity Center 4

EUFRHE

IAM Identity Center
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BEZ FHER
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EUERME iR
IAM Identity Center iR & MAZREUEIE Amazon IAM Identity Centers
RABBEIEREE EH IAM BENNRTHEEMER, (REABHNIE

BRI, RIRERZEIL ) o

BDesEirREE Amazon Elastic Container Service ( Amazon ECS ) #
Amazon Elastic Kubernetes Service ( Amazon EKS ) £

i, ARFIIEREERDNEFNARRICEAREFNEIL,

HESIERESE BENEIURMHE, MASBKIRIRE (24 IAM Roles
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FETHRBRAIUERZACHN IR EIE, i
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R‘IT%J‘JFE’Jﬁ/\bF?% HEZHIBREENFE, ERBPEENREERELLE. B2, B H
2’{5 MEAXZconfigficredential s #4172 /BEE Amazon SDKs FITE, BXES(E
B BSH REMNMRER,

2T SDK M4 E T ENFZIERH &4k

E#R15REH SDK HTENREZIERHEEFE , FMATEREIFEEEN SDKHIE :

 Amazon CLI

- AT C++ 9 SDK

« SEBATF Go By SDK

« AT Java By SDK

- &R T JavaScript

« XEHA T Kotlin £ SDK

- AT .NET & SDK

« AT PHP #J SDK

« &AM T Python (Boto3) Y SDK
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https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-configure.html
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/credproviders.html
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/guide_credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html

Amazon SDKs FIT& B
« @A T Ruby #J SDK

- AT Rust #J SDK

- @A T Swift B SDK

« T PowerShell

Amazon i 8] 224

/A Warning

NTBRERZENK , EFRETARGIOEELKIEN , F2FEA IAM AFR#THARIE , ™
2EERASEMREAENRE BRI , 620 Amazon IAM Identity Center,

Amazon |IAM A P /Y5 8 2248 7] B4ERK Amazon iE$H. Amazon SDK £ B3 XL Amazon E3E
L2Z API iERK Amazon , MELZHN TEARAIURZ S, HEMIGRIEH Amazon BREMNBIE. BiLE
K fEFfaws_session_token , XHZILFRIGHH , SHEFBEN. TERWERA KL,

(® Note
MRTERFIXLIGAHES , Amazon AJEELIERKIEF BN AN | XBEMN T/EME Amazon
RAEZER N,

HE= Amazon credential s RE#HEREENHENE K BAAcTeVTNABRFRERZ
N, HEEHZconfigHH SDK FEIRER D W,

ET7#BAEX Amazon iFBMEAFEZANEZER |, HSHE IAM AR ERFHAmazon Z2iFPHH
EE IAM AP IA R

ER TS AR E L ThRE

aws_access_key_id-3*Z= Amazon configX /% &, aws_access_key_id-3*Z= Amazon
credentials iR E ( #E 5% ), AWS_ACCESS_KEY_ID - IfEF &, aws.accessKeyId-JVM
REEM : PR Java/Kotlin

BEEENLES B ATHAFRTSHRIEN Amazon FE 24,
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https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/credproviders.html
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.amazonaws.cn/powershell/latest/userguide/creds-assign.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/security-creds.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
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aws_secret_access_key-H}= Amazon config X #i%iE, aws_secret_access_key-
H# = Amazon credentials XHiRE ( #EFH L ), AWS_SECRET_ACCESS_KEY - IMEL £,
aws.secretAccessKey-JVM REE M : XFR Java/Kotlin

EERERIEAF S50 EIE—528 Amazon B,

aws_session_token-#£ = Amazon config X% &, aws_session_token-%=E Amazon
credentials XHRE ( #ES % ), AWS_SESSION_TOKEN - }r3EZX & aws.sessionToken-JVM
REEM : XBR Java/Kotlin

EE—N Amazon 2ETH , ZTHEAENAF#RITEORIENTIEN -2, S2WBIEER
B I0iE SR AIB £ & PR B #Y 16 B IR — 3850 /\ﬁﬁ¥dﬁ‘a‘ill"ﬂ‘f§é 1IEH'JL;J" FERTETH.
BR , RNBUCHAERABRNZEFIERERBEIL. BXZLEN , HEHR IAM P ZE&HE
Rixo

BEXRUMAIREBUX LEN R |, 5 FREREIE#1T5HRIE Amazon SDKs Ff1TE,

fEconfig@icredentialsX#HrHiREXLEXFEENRH

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Linux/macOS BT TIRENETEN RF

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJOgQs8IZZaIv2BXIa2R401gk

Windows B s ST IRENRTEM KA

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJlOgQs8IZZaIv2BXIa2R401gk
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https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
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Support Amazon SDKs by 1T &

LT AZA SDKs XA TR IERRE, FIEBD HINMEREE XA, EHATF Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{d JVM REEMIRE,

SDK ¥ FEAHESZER
#
Amazon CLI v2 =

FERT C++ B SDK FEEFEHEMWconfigHs

i

EBRTF GoV2 (1.x) I SDK £

EAT Go1x (V1)K SDK R EM#AHRE config XHRE , BT B MELE X I Zh

e ; TR L,

FEHAT Java 2.x B9 SDK =]

FEATF Java 1.x B9 SDK =

FEHAT JavaScript 3.x WE4E £
FEIES

EHA T JavaScript 2.x 8 SDK &

&R T Kotlin 89 SDK 3
EA T .NET 4.x #9 SDK =
FEAT NET 3.x 8 SDK =
FEAT PHP 3.x # SDK 2
& F T Python (Boto3) #Y =
SDK

i&A T Ruby 3.x #J SDK =
EA T Rust # SDK =
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
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SDK X FEXHEZER
=
FERAT Swift B9 SDK =

EHAT PowerShell V5 Y TE £

EHATF PowerShell V4 N TE B FIXBRETE,

KAABFTIERMHE

(@ Note

METHRENEABHREREEA Support b y Amazon SDKs # tools RIEHIAEBY |, HS
8 T AR A IRIE R .

BRiEAESREA —AINZ2EUERF R BREARTET R Amazon TR, XL EHEUE B 15 0] 2
48 ID, MBRFRZRAMLZESHEARK,

ERELN SDKZTERRAAE , MMEREBIIMEERANBEEAE®, IAM ABHA® Amazon
BREW (ARN ) #ITHE—#5R, ABRES —IPMRABIGEXR. ERAZACHAERATERS
— /N Amazon Web Services fR%. Web B4R E ™ Amazon Web Services i/, OIDC 5 SAML Bk
Bk,

R IAM AtlE , IREZINZAGHNEE , WILUHEN SDKHTEEENEAZARKR TN
R EEMITLERAE  FEAUTRE,

BEXRAHREAXERENES , BSRAEEHPH BiZ—NMIE S HKIE Amazon EiF Amazon
SDKs 1 TENAE,

RKAABRIUEREERE

ER AT BABLE L 2D RE

credential_source-#= Amazon config X% &

1£ Amazon EC2 E4Ik Amazon M ARRFZ AP ER , ATIEE SDK S T E AT 4L E
ERRAZFEArole arnSHIEEN BEMNIEH.
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https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
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SRINME: T

BXNE
« IRIE - IEE SDK HITEMIFETE AWS_ACCESS_KEY_ID F1 AWS_SECRET_ACCESS_KEY #
RIREI,

« Ec@@ 2 InstanceMetadata — EERHF X TESR T E[ERAMH NE| EC2 SEHIFEE AR
IAM £ & RIRBURIE .

* EcsContainer— IEERH AR TEIRTEFEAKMMNE ECS BERH IAM A & RREBURIES

FeREER — B E XM P EREE credential_source # source_profile,

FEconfigXHHIRE LI LARAUEH RK B L S #H R~ 5] EC2 :

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:role/my-role-name

duration_seconds-3= Amazon config X #ig&E
EEABGLENRAFENE (AP NEN ),
REBEXHEERAAER , LIREFEA.
BRIAE : 3600 # (1 /VEY)

BHE : ZENEEE 0 H (15 74 ) HAGKRENRAKFERLAE (43200 B 12 )6t )
ZE. BXEZFELR , B2H IAM AFEETH E5A BN R AL ERFLNEIRE,

£ config X#HHIRE LI RHBI
duration_seconds = 43200

external_id-#Z= Amazon configX#i%E
EER=ZFATEEAEFKFHPRABENKE —IRAR,

NEREXHEERAACRZACHEERIEEE Externalld BN , IREFER. ZER
HAREXHFIEEA R LIRS AssumeRole 24K Externalld S,

AINE : o
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
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BRE  FZ0 1AM A PR R A A 55 = 75 BT X 8/ Amazon B R Y 17 (7] A% BR A 45 A 4
#F 1D,

£ config XHHIRE I RHBI
external_id = unique_value_assigned_by_3rd_party
mfa_serial-} = Amazon configX#i&E
EERAFERAACRLAERANSESHRIE (MFA ) RFNFARFIIS,

RAAGEH , IR ZACGHNETERSSEE MFA SOBIFNEYE  NLTTASETR, HX MFA
NEZER , BFSE IAM BFPERFH IAM B fAmazon ZE B HKIE,

AINE : o

BWE: ZETWURBEHIRE (HlI0 GAHT12345678 ) WFFIS |, hAl AR E I MFA &%
B Amazon BREZF (ARN ) . ARN WXl : arn:aws:iam::account-id:mfa/mfa-
device-name

£ config XHHigE LTH =B
BRBIRIE — N BMyMFADevice RVERL MFA SR E R ZKFRIBHERNAFB A,

mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn-#Z= Amazon config3#Fi% &, AWS_ROLE_ARN - S 3EZ & aws.roleArn-JVM REE
% : IR Java/Kotlin

EEEATRITEALLEE X HEREERN IAM A1 Amazon BREH (ARN)
%ﬁi}\ﬁ : %o

BME  ZEXTE IAM A6 ARN , #XT : arn:aws:iam: :account-id:role/role-
name

WA, BEMTIEEUATIREZ — -

« source_profile -#FRE—MREXH , ATEREFEMREEXHPRAZACHNRENE
uF,

« credential_source— FRAHAYAHNETEFFMRMNEILS K INZ] Amazon EC2 SEHIELE 44
% Amazon ECS B a8X Al &Fil,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html

Amazon SDKs 1T & SEREE
- web_identity_token_file - NEEBZH Web NARBFHFHITEARIEMAFPERALARS
5124t & 5 1E{T OpenlD Connect ( OIDC ) A SR E,

role_session_name-3= Amazon configX{fi%iE, AWS_ROLE_SESSION_NAME - ;BT E,
aws.roleSessionName-JVM R4 B4 : XBR Java/Kotlin

BEEEHRMNIARLENEN. LBEME RESHAIEXRKNSEN Amazon CloudTrail B&
F, ZE2EAREFZNER, BXxiFEHAER |, 535 (CloudTrall B ERE) /Y “Amazon
CloudTrail BF &4 %,

AMIAE : TIESW. NMRARHALRE REFEEXHRAASE , MIREHERKERR.

ARUE : & Amazon CLI 5 Amazon AP| R R &iHFHAssumeRolel®¥E ( SiRE
ZAssumeRoleWithWebIdentity#4E ) Bf , IRoleSessionNameZ# iR, ZERNE
AREENRAABHF Amazon BRAF (ARN) W —E5 , HERZEEXHBANREN
CloudTrail BEFK B —2ERo

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

£ config XHHigE TR =B
role_session_name = my-role-session-name

source_profile-#{= Amazon configX g &

EEHMEEXH K HEIATRAHRBEEXHFH role_arn REEEN AR, ETHN
fAIEHZEcredentialsX ¥ Amazon configMXHHFERABEXH , FSREZconfig
McredentialsX .

MEEZEENEEXHERRARCGREX S , NFRINFRABINMNACUT BN EIE, & SDK
BRTAEEIINE E SR, kEFaEL, AE5EMEMN Amazon CLI i Amazon APl B 41E
BRaElhgK—/Iet , HEALZEK, BXESZELR |, F2H IAM APERTHN A RIS,

%ﬁi}\ﬁ . Too

BEME : B config M credentials XHEHENNEEXHNEMEARNXEFRFH, EALME
HBEEXHHIEE role_arn WiE,

FeEER — BB XA P ERSE credential_source # source_profile,

BB XA IR B L TR R
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
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[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID

EREMNROID , ABRBEXHE1F SDK R TE B EHRTIKBEEXHWEIL, EXMERT , BE
B X4 FERRENEIEREE T EFEA IAM Anywhere A &3 1T 549 1F Amazon SDKs #1 T E35k3k
HY Amazon SDK M¥&ZiE, AR5 , RBSFERXEIREEIERE Amazon BiR. IEENHEHLM
Bt A0 AR IE TRFE RACIB Y 1AM R PRZEEE | Hl206 < Amazon Web Services ARSS. = APl %o
BB XTI SR ER CloudTrail B EHABEEARLEZN.

RXRTEGEENE 1N RH| , IR EIE Amazon Elastic Compute Cloud 26l EE—IMRARF |
HELBUZNARFEES—1MNAE , WAERUTEE,

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

Profile A fH{E X B Amazon EC2 SXHIMIEHEITEESE , HNHBEIILEITIER,

web_identity_token_file-#Z= Amazon config3#i& &, AWS_WEB_IDENTITY_TOKEN_FILE
-IREETE, aws.webIdentityTokenFile-JVM REE M : {XBR Java/Kotlin

BEXHRE , ZXHIEREZFER OAuth 2.0 I2AtE =X OpenlD Connect ID 54 2 7 #Y 5 ]

T

iR E YA Web SR BASRIERMEE ( HlW Google, Facebook M Amazon % ) #1T& 47
if, SDK HFRARTEMBLEXHHAR , AERKREEA AssumeRoleWithWebIdentity
BERNE®ERN WebIdentityToken S8&i%,
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https://openid.net/developers/certified/
https://wikipedia.org/wiki/List_of_OAuth_providers
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/
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ERIANE : Fo

BRE  LEXTREEFN MGG, ZXHXTNEEFHREEDERERN OAuth 2.0 THRITEDR
OpenlID Connect Thf, HEXERFHEM N HEX FHEIIEB FHNEXNEE,
Support Amazon SDKs by fITE

LT AZA SDKs XA THHERWIIERRE, FIESBD HINMEREE XA, ERATF Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{d JVM REEMIRE,

SDK ¥ FEAREZEFER
#
Amazon CLI v2 =
EHT C++ 1y SDK % credential_source AX#, duration_seconds X%

7 . mfa_serial X,

SERF GoV2 (1.x) I SDK &2

EAT Go1x (V1) W SDK R EFAHRE config XHRE , BT IE MELE TH N K Th

e ; BEZR &,

EAT Java 2.x By SDK E mfa_serial Ax%#, duration_seconds T,
ﬁJ\
FERAT Java 1.x By SDK &8 credential_source AX%#., mfa_serial T, X%

2 FIVM REGE M.

FEA T JavaScript 3.x 4 R
FERIES

i@ AT JavaScript 2.x # SDK # credential_source FX#.

J]
EA T Kotlin # SDK =
JERT.NET 4.x 9 SDK 3
FEAT NET 3.x 8 SDK 3
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
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SDK X FAEHEZER
£

FEHA T PHP 3.x B SDK =

& A F Python (Boto3) KJ =

SDK

&EF T Ruby 3.x #J SDK B

EA T Rust B SDK B

E BT Swift B9 SDK =

EHT PowerShell V5 Y TE £

FERT PowerShell VAKWIE 2

RBEIFRME

(® Note
METHRERNEHBRERFERY Support b y Amazon SDKs # tools RIEHIEEEY |, BS
¥ 7 RIS AV 1% B T H o

ARRIIREMERNEFARCNARFNEIL, ZIPEMENT DM RETRS (Amazon ECS)
L I Elastic Kubernetes Service (Amazon EKS) B EE B, SDKs ZiXEX GET #HXRMIE
EH HTTP i RN &I

MREEH Amazon ECS , BANEWEFERES IAM BERKGHZIERE, R
NAESATFIHE., BB/ , Amazon ECS £1i%i& SDKsH I B FHRIKEVEIE
HIAWS_CONTAINER_CREDENTIALS_RELATIVE_URIEZFE, EfE Amazon ECS LA LLIh
gt , 2 (Amazon Elastic Container Service F & A R1E®E) FHES IAM A,

WMREE A Amazon EKS , BRINEBIUEER Amazon EKS BRESA BRI ZIIRE | 25
REMNR, AwEittt , B URE. TEAENTT B, SBNAZEA (pod) F IAM BE
5 Kubernetes BRF MK #x<Ek , UEENARFNIER, ETHEX Amazon EKS B2

HEHBNWESZER , HZ5H (Amazon EKS AAF{EmM) H# Amazon EKS e 5. BE

BRERREftE 66


https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
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J& , Amazon EKS £1& BAWS_CONTAINER_CREDENTIALS_FULL_URI SDKs#l I B F3RIKREVZEIE
HI FAWS_CONTAINER_AUTHORIZATION_TOKEN_FILEMEZE, HXxiREEE , H2 1 Amazon
EKS AFERAHIZE Amazon EKS Pod §CEE |, & TE Amazon BEM UL LB A mazon EKS
Pod Identity 811t 7 Amazon EKS £& F N AREFH IAM R,

ER AT BABLE L 2D RE -

AWS_CONTAINER_CREDENTIALS_FULL_URI - SMEZT £
EETEMN HTTP URL I , fit SDK EiERFIERER. XBEAHRFMEN.
ERINE : T
BHE : AR URI,

EE  HRER AWS_CONTAINER _CREDENTIALS RELATIVE URI WERIZRE A REEXRIRE
AWS_CONTAINER_CREDENTIALS RELATIVE_URI BN &fEMH,

Linux/macOS B FITIREMELZEMN KRB

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
)4

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - SMETE

EE HTTP URL iR , ##t SDK HiERZIERER . ZERMHINEIFIARN Amazon ECS BIEHLA
169.254.170.2 L,

%ﬁi}\ﬁ . %o
BME : BRHMER URL,
Linux/macOS B ST RENBETEN R

export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - PR32

BEANEHNENTE, MRRETHEZE , SDK HEAFRETEMNEE HTTP HR LIRERNIF
Ko
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https://docs.amazonaws.cn/eks/latest/userguide/pod-id-agent-setup.html
https://www.amazonaws.cn/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://www.amazonaws.cn/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
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ERIANE : Fo

BRE : FRH,

EE  HRER AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE WERIRE , RAEXRIRE
AWS_CONTAINER _AUTHORIZATION_TOKEN_ FILE B 4&{EMA,

Linux/macOS B G HTRENETEN RH

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - SMETE
EEETEHAENS BRI XL S HRE,
FRINE : Fo
BENE . FHH,
Linux/macOS B TITIRBERETEMN R

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token

Support Amazon SDKs by f1 T &

LT A SDKs XA TEHERWIIEERRE, FTESBD HIMEREEXH, ERATF Java ¥y
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{d JVM REEMIRE,

SDK X BIEFFEZER
#

Amazon CLI v2 =

EATF C++ 1y SDK =

EBRTF GoV2 (1.x) I SDK £

EBRTF Go1x (V1) SDK £
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/

Amazon SDKs f1T&

SEES

SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x B9 SDK

& A F JavaScript 3.x BV E 4
FEAIES

& A F JavaScript 2.x B SDK

FE AT Kotlin B SDK

FERATF NET 4.x 9 SDK

FERTF NET 3.x 8 SDK

FEAT PHP 3.x 8 SDK

& F Python (Boto3) KJ
SDK

& AT Ruby 3.x By SDK

FEAT Rust B SDK

FERAT Swift B SDK

EATF PowerShell V5 (W T E

4 Mt

i fim

fim

fD AD

fim fim

i

i

A AD  Am

fim

BERESER

% Lambda SnapStart ##EAWS_CONTAINER_CRED
ENTIALS_FULL_URI ¥ HE3zJAWS_CONTAINER_AUTH
ORIZATION_TOKEN FF &3 RIiEAT,

2 Lambda SnapStart ##EAWS_CONTAINER_CRED
ENTIALS_FULL_URI }#EzHAWS_CONTAINER_AUTH
ORIZATION_TOKEN R T & BRI,

= Lambda SnapStart 43EAWS_CONTAINER_CRED
ENTIALS_FULL_URI 3 E3ZIAWS_CONTAINER_AUTH
ORIZATION_TOKEN FF &3 RIiEAT,

% Lambda SnapStart ##EAWS_CONTAINER_CRED
ENTIALS_FULL_URI ¥ EzHAWS_CONTAINER_AUTH
ORIZATION_TOKEN R T & BRI,

% Lambda SnapStart ##EAWS_CONTAINER_CRED
ENTIALS_FULL_URI ¥ EzHAWS_CONTAINER_AUTH
ORIZATION_TOKEN R T & BRI,
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SDK X FEXHEZER
=

EHAT PowerShell VA Y TE £

IAM Identity Center fEUF {2t &

® Note

METHRENEFARREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
F T A SRR IR E T,

It & AU HLE Amazon IAM Identity Center i TIREUZRIRIBHI 8 K & F (SSO) ¥ E Amazon Web
Services fRF ™R,

(® Note
£ Amazon SDK APl X & | IAM B3OV EIE IR EEFR N SSO FiERME,

/& A IAM Identity Center /g , 2T BLTEHE Amazon configM N HIEEE VB EXH, HEEX
AT E#EE IAM Identity Center 517, ZHAFKIIER IAM Identity Center # 1T &3 KIUEfE |
TARESZAFXREKN IAM SEREHREIE, E7# SDK MIMNEEFREIGHERFFEAT
Amazon Web Services RS B3R , S F AR Amazon SDKs MITER IAM 4 H/0 5B KIE
DE

B config XHELE IAM Identity Center B A :
(#%F ) SSO THRERHEEFEE-EKQFRFENE, SENBENXFERFEN BN XZF.
- BRETARFOEE-FERABREN/\NFRiE,
EXHRHEES  SRFEERXEIHREEHNZ R,
LT H#@EEEEEX IAM Identity Center B EfBE R -

« Amazon IAM Identity Center Fi FFig§&E
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« Amazon IAM Identity Center |1 APl &%

ERATHE SDKs M T EfaERMEALEERFER , FSRWAHER Amazon SDKs I TERH
IAM 5 5 A /0 B 43 100 (R

FRF M

&5 /E A IAM Identity Center. B3</8 A 1AM Identity Center S RIFNWIFMESR |, ES
%] Amazon IAM Identity Center F3 /7 $#§% Amazon IAM Identity Center B9 /5 A

(® Note

RE , BXREATNFAN BN ZTEERZG IS BN R Z configXHEE Ri%EESi
BAE A IAM B4 50X Amazon SDK fl1 T E#1T 5 R K1,

SSO T RHEEE &

UIRFERH SSO TR HEFEERN |, 8 Amazon SDK T ELBFRIFEMNLSE , BEREKNS
ERNBEALE, BX2EFENBNREKEENRNESZEE |, BZHAmazon IAM Identity Center A2
ERHHEE Amazon iAE[TF # IAM Identity Center %ﬁkf‘ﬁﬁ&ﬁﬂ’] HIFERE,

ZconfigXHHsso-sessionEBzn AT A TIREN SSO HRITEMNEELZTEHTHA , REFATU
{5 X L6745 8 5RIREX Amazon Eif, BxconfigX IO NEZFMES |, BFSREE HE
o

DTFHZEconfigXHREEREEXHEEHRGFAXTEDHITE , LLER IAM Identity Center iE
F, dev

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access
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AN RFERTEBEN —Nsso-sessionBEAFESHEABRE, BF , sso_role_namest
MiEprofileZp o Hi&kEsso_account_idH , X# SDK FAEIER Amazon Eilf,
sso_regionsso_start_url, #, sso_registration_scopes#JifEiZsso-sessionEBn A
®iE,

HAEMA SSO S HEBIZEHEE sso_account_id F sso_role_name., HREH R ARFE
{R i Fi X #5%F Amazon Web Services IR B& S MHRIEMZIE , WAFAFEEZ L Amazon Fik., &
EEFHARIER—FMHTTP SHORIELSR , eEAMNEEESCENZE TR, EXAERT ,
FE sso_account_id M sso_role_name, EREZRFZREEZIBFTEETERN , BSRIMA
Amazon Web Services Bk 6/,

EMEEEERN sso-session B—& %, SEER OAuth 2.0 F—f#¥lE , ATRENARFX A
PP EBRERE. sIEN R Esso_registration_scopesAFIHIKF A BIRELER T E
PR,

UTREIERT MAESIMEEXHFEEFEAMEERNsso-sessionEiE,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BHORIESHEERS ~/.aws/sso/cache BRXRTHWHE L  YHEBETLEEM.
12 88 89 A o] jal #EL &

EREENTARFEET IS TERBFE. RIMNBWHA SSO THEHBERE.

EFERAESHNTARFEE  SLAEREXHFFEEATRE !

* sso_start_url
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* sso_region
* sso_account_id

* sso_role_name
AILAEA sso_start_url # sso_region REBANEEXHREERAFIIF, AILMER
sso_account_id M sso_role name &REXRIEEMNIR,

UTRBPRET config XHHHIMANAFEE.

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

BEHRRIESHEERES ~/.aws/sso/cache BRTHME L , XHBETF sso_start_url,
IAM Identity Center ZiFiR &R E

ERUT A ERE L IhEE

sso_start_url-H= Amazon config iR iE

BESRALNK IAM B 0MA#E URL Si5HE]F URL B URL, BXESZEE , S
%] {Amazon IAM Identity Center A #5r) FEIEA Amazon HEI[TF,

EHRBLE , EHFF IAM ldentity Center 2#| A , EFZEHEMNR , FEAmazon HREITF URL,.
« HE , MY 2.22.0 IRASFF 3B Amazon CLI , &R LA A Amazon £17%& URL WI{E,

sso_region-£ = Amazon config X iR iE

Hh Amazon Web Services X8 @246 IAM S4HLTEEN  BRELERA IAM B4 &
D2 ENERN X, XE5E0BRIA Amazon RIFEX , LA EEBEFT R R,

B X Amazon Web Services XiF, X ERBHTEIIR , HSRPH XIELIHT RAmazon Web
Services —fif5E, BEEHKIE , iBITIF IAM Identity Center 32 #1 4 , EFZH @R , ARERK
Xi3,

sso_account_id-3Z= Amazon configX /iR E

B3 Amazon Organizations BRZ5% 1 Amazon Web Services ik # A F & B RIEMIEF ID,
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ESEFTMAK/FHIR |, BHIE IAM Identity Center $2 & & 33T F Amazon Web Services ik
Ho #&3& 7 LAEAmazon IAM Identity Center [T APl ZZH{E [ ListAccountsAPI FZEEF A A
WPk, Flan , AT LLEA “HI&RK /" Amazon CLI 5%,

sso_role_name-}ZE Amazon config X iR &

LIAM AR ENNRENER , ATEXNAPERNNIR, AMLMAEFEET Amazon Web
Services Ik I8EMWHsso_account_id. FAHAREH , MAERAEMN Amazon BRAE K
(ARN) .

NPREMI B IAM policy 1 BE XXRERE , HENX THAPXNHE 2B A Amazon Web Services I 2
#9177 (R X BR R Bl

BEEEF/N T ANPRENFIER Amazon Web Services Ik |, F#ZI IAM Identity Center 2% & 3

$TFF Amazon Web Services I TUH., ¥ Amazon Web Services I &% 5 H#Y [E PR E
Z o R T LAER Port Amazon IAM Identity Center al APl & H#y ListAccountRolesAPI J5 3%
BEETHANRESR, Hl , LA Amazon CLI f3Elist-account-roles,

sso_registration_scopes-#*= Amazon config X% E

E} sso-session RNWEENESHEIIR, BARFITUER—NEZMNEE , ANARE
FEENIBRS BB TEFHEE. EM IAM Identity Center IREPEIERIFTEHSE | &4
M F sso:account:access &/MNEE. BXARABESEEETNSIR , ESFAmazon IAM
Identity Center Al 8RR RSB E .

XESEEEN T AEEMP OIDC FFIHERBZINWRME R EZN GRS, SRR
IAM Identity Center 8 & G RN iH L 1,

WRERERATFEZNAARFEE. FHAESEHEL M TEBERREE
sso:account:access fERAESEE A,
Support Amazon SDKs by I TE

LT AZA SDKs XA THHERWIIEERRE, FTESBD HINMEREEFH, ERTF Java®y
Amazon SDK 1 ;& T Kotlin #9 Amazon SDK M — X33 E JVM REBHIRE.

SDK ¥ RAREZER
b=
Amazon CLI v2 =
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Amazon SDKs f1T&

et

SDK

ERAT C++ By SDK

FEAT Go V2 (1.x) B SDK

FEAT Go1.x (V1) K SDK

FEHAT Java 2.x B9 SDK

ERAT Java 1.x By SDK

FEH T JavaScript 3.x B4
FARIEQ

& A F JavaScript 2.x # SDK

E AT Kotlin B SDK

FERATF NET 4.x 9 SDK

FERATF NET 3.x 89 SDK

FEHAT PHP 3.x 8 SDK

& F Python (Boto3) Y
SDK

E AT Ruby 3.x B SDK

EAT Rust B SDK

& AT Swift B SDK

EATF PowerShell V5 (ST E

EAF PowerShell V4 (I T E

4 Mt

fim

fim

fim

i

WD WD WD AD RO

fim

BERESER

EERAHRE config XHIRE |, HFTT B MNELE I T

fE ; BSHKTE,

credentials XHHtIZEREE.

R PR 8 & By A AT IR EC i
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IMDS EiFi2 it &

® Note
METHRENEFABREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
F T A SRR IR E T

S THERS (IMDS ) REAEXEBHWZFINHKE , EUUATCKEEREREEETHEG, BX
AABENEZER , ESH Amazon EC2 A FIERHMERA S T EiE. Amazon EC2 124t T ATt
KOIFEANABARET R, ZARTRAURERFREERER, WRZFMMT AR , NT AR M
— AN ZABERNEIE. SDKs AIAFEA Zm S RBTERNHBIAS I EREEFE -2 iIEH,
BRIABE S BT BIRRSMRA 2 IMDSV2) , EIfEALET RN ERZ LK IMDS A&, MRBATFFRATE
HHEIR (HTTP £iR1X18 403, 404, 405) mAM , MEARBEHE. IMDSvV1

ERAUT R ERELLIIEE

AWS_EC2_METADATA_DISABLED - RETE
RABZBEMEA Amazon EC2 LIt B ERSS (IMDS) RIREUE S,
ERINE : false,

BENE :
« true - BEMEA IMDS RIREUEIE,
- false - £/ IMDS RIREUZIL,

ec2_metadata_vl_disabled-3*Z= Amazon config XX iE,
AWS_EC2_METADATA_V1_DISABLED - }f35%& £, aws.disableEc2MetadataVl-JVM REE % -

X BR Java/Kotlin

MR IMDSV2 kM , REFEASZFITHBIRSFZMRA 1 (IMDSV) ERER AR,

(® Note

New SDKs %% IMDSv1 , Rt AR H#HIRE, BXRFMELR , i M & Support by
Amazon SDKs and T &,

BiAE : false,
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Amazon SDKs 1T & sEEE
BME
- true— iF7 IMDSv1 AE& A,
- false— IMDSv1 A{E& A,

ec2_metadata_service_endpoint-3*= Amazon config X #i&E,
AWS_EC2_METADATA_SERVICE_ENDPOINT - }f3E3 £, aws .ec2MetadataServiceEndpoint-
JVM REE M : {XBR Java/Kotlin

IMDS By 5=, HENEE Amazon SDKs MITEE R T # EC2 S| TEIENERIA LB

ZRIAE : MR ec2_metadata_service_endpoint_mode &F IPv4 , MIERIAIRSR R
http://169.254.169.254, W ec2_metadata_service_endpoint_mode &F IPv6 ,
NERINH RN http://[fd00:ec2::254],

BME : BHH URL
ec2_metadata_service_endpoint_mode-3*= Amazon configX

#i% B, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - SRS &,
aws.ec2MetadataServiceEndpointMode-JVM R&E M : XBR Java/Kotlin

IMDS i miE R,
2RIAE : IPV4,

BEM{E : IPv4, IPv6,

® Note

IMDS FiFRHER T HFIURERE N—82. ER , REEAXRIFHEMNLNMERE
&, T2KE IMDS RitRRHtE, Rt , MREHFLEENEFEALREENEIE , NSTM
BEETHREMEMNIIRHEERNEAEBEEXH, IE , GHEBKILERH{EZEAD X
DM REERE T AREILE , FNERBPIEEEMD IMDS RiERHAE, IERSE S iK
B, AEEEERIERE.

IMDS FiEV =224

FHIAMBERT , H Amazon R AFA AT ESRBEEENERILEN , REFRAIESNZHER T S EC2
LG T IERRSS (IMDS) k%3 Amazon SE€KEH, BIFF AWS_EC2_METADATA_DISABLED f3E
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TEIRERN true , AILUEZERAMITRH, XBEALPFLERKHENMEES) |, H1858 84 HE 5 Amazon
EC2 RHI tHERSH AU EMNEZNZ M.,

@ Note
Amazon TiLiX iR B |, BB T AREIEN SDK B mET 2 A IMDS B FR &L,

H A D% EC2 IMDS EiERY 5 A
MG EWRETERRTAIERANRERGSUREREBFLEEFERRETE,
Linux 1 macOS

5/ Linux 2} macOS WEFAERU TGS IRELIAER

il

$ export AWS_EC2_METADATA_DISABLED=true

WREHFLWREES shell RENREERPRIFAE , MALAF LRGBS RMEIEN shell BLE
X#EH , fltn .bash_profile. .zsh_profile =& .profile,

Windows
£ Windows WEFAIFERAUTHSRENSETE -

$ set AWS_EC2_METADATA_DISABLED=true

MREFLERRBEBES shell 2EMREESHPREFFE , WANUBAU TSRS

$ setx AWS_EC2_METADATA_DISABLED=true

(® Note

Z setx MTAXFLENATHEH shell 2F , AL EFEZERMBREHHTIF shell F&E
EE R ER

Support by Amazon SDKs and T&

LUTHA SDKs XEAREB RN INEERRE., FIEHBSHINEREEEH, ERAT Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{a JVM REEMIRE,
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SDK

Amazon CLI v2

ERAT C++ Hy SDK

FEAT Go V2 (1.x) B SDK

FEAT Go1.x (V1) # SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x B9 SDK

$EF T JavaScript 3.x B4
FEIES

& A F JavaScript 2.x B SDK

FATF Kotlin B9 SDK

FEHAT.NET 4.x B SDK

FERTF NET 3.x 89 SDK

FEHAT PHP 3.x # SDK

& F Python (Boto3) KJ
SDK

& AT Ruby 3.x By SDK

EHAT Rust By SDK

U R

fim

A0 fAD FD HD

fim

fim

BERESZER

EFEAHE config XHRE , T B MNEE A INEEIZH

e ; BSHLTE,

JVM REEM : €M com.amazonaws.sdk.disableEc
2MetadataVl M #aws.disableEc2Meta

dataVl ; aws.ec2MetadataServiceEndpo

int Haws.ec2MetadataServiceEndpointMode 53
.

FEA IMDSV1 5%

A IMDSV1 5%,
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SDK X FFREZEFER
#
EAT Swift 8 SDK =
AT PowerShell VS IWTE R EuLEAERBHFIERNEA IMDSv1 BB, [Amazon.U

til.EC2InstanceMetadata]: :EC2Metadat
aVlDisabled = $true

EAT PowerShell VA T E B LUERERBHEXEH IMDSv1 BB, [Amazon.U
til.EC2InstanceMetadata]: :EC2Metadat

aVlDisabled = $true

fim

HESIEREE

(® Note

METHRERNEHFRERFER Support b y Amazon SDKs # tools RIEHIEEEY | B5
7 7 RAEENIRE T E.

SDKs Rt —fet X B EL AT BREERMEEN T E. HREBFITATRHABESKI , SN
i TUEF R P RREIERNE AR 1t 5 B RHEFER,

%20 , 1AM Roles Anywhere fEFi Ecredential_processRARKREH N ARFREIGHER, EX
WRIEEE credential_process , i55H £/ IAM Anywhere &3 1T 5% 1UF Amazon SDKs
MIE,

@ Note
DTARERT —fMNARHEREEREN S E , WREEABZETEY , WAILERZEE
Amazon, MREE Amazon ITERFELHTWE , EEAHMEERHEER. MREALE
I, MNERARERENRERESER , BRRTEMEREXX 4. BIAEWEENEIETIE
KO EEAFEMINZEFEEStdErr , A5 SDKsHl Amazon CLI AT AR MIZRKEEEFE , MM
B HERELREBRNNWAF,

ER AT B ABL B L 20 EE
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credential_process-#= Amazon config X #ig&E

EXE SDK R TERREBETHABG S , AERIREATZGTHEHRIEZILE, ZREBEE
SDK program/command BB B . % SDK HAZH#REN , eoaSF#HEN JSON HIEEA
stdout. BEMREMELTUBERRNREERE, ZEETE SDKXIETHTNEHITHHR
IERESRE,

® Note
HEZIERHAER THREERHERE 9—H2. B , RAEEXRITHEMIINMEEEZ
B, TeanEdRRiEREAE. it IREHFELNEFERALREERENIIE , WATME
BEFRRE AR EEREENEARLMEENF. HE , SERRRIER#EEA R
WA REERE T HERELE , THERBTEEEANEERILRAE. ERSES K,
A E R ERIERR,

EEEIIEFNBRE

ZRENER—INE/HE , HHhEEiEn SDK FAAXTERREETHEFNERE

s BEMMHBREHUATERFELEK : A-Z, a-z, 0-9, EFRF (-). TX&E (_)., A (.). EH
K (/). REHT (\) FZ=H,

c MEBRBRBIXNMHBEEEKE , BNTERENXHREANEIS (" ") FEEK,

- MRSWEMNBSHEZTEZEH , WAREIS (") FZaRFER, NEEREHIE, TTRR
FMEXT o

s BOEFHFEHEESTANETE, FlWN , BFTEESE $HOME =K SUSERPROFILES,

 FERENHREERN ~, * EUAEETBRERENHE, IRFEELAXXHE  MREL2EH
£ PATH MRZBEEN XA RFERZEF. BERBEERSGSMR

AR RBIE R T 7 Linux/macOS EWHE config X% E credential_process.

credential_process = "/path/to/credentials.sh" parameterWithoutSpaces "parameter with
spaces”

AT RHIERTE Windows EHIHE config X#HHZE credential_process,
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credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter

with spaces"

- ABETHBEEXHTERE

[profile cred_process]
credential_process = /Users/username/process.sh

region = us-east-1

FEUETTRIEY A W

o N

SDK BB ENHHIEENARNZTEZGT , AN ERERPiEEEE. SEENTS , TiLR
BIAE R —HEIRRF , #HSIE STDOUT EERFE LA TIEER JSON i,

{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
(@ Note
BERBEARXE , Version BHAMIREN 1. BEREHEBNZEMNRE , ZEELE
b,

Expirationfi@— RFC3339 XLt RIE. MR T ENH P FFE Expiration &
28, Nl SDK BREZIERTRIFVKHEIE, BN , FEHANGNEIE , AELIEEIHIENZIT
credential_process X B 3 RIFEiL.

® Note
SDK T~ KEABHERIL , T—RTRETRAAGRELE. NRFEER , NLRAENEHRE
R,

Process 2#t#&

82
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ABHETLUREFFFIRENE , MERERRFIEMRKERR.

Support Amazon SDKs by f1 T &

LT AZA SDKs XA T RN IERRE, FIEBDHINMEREEFH, EHATF Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{d JVM REEMIRE,

SDK ¥ BIEIREZER
£

Amazon CLI v2 =

EHT C++ B9 SDK =

BEHAF GoV2(1.x) BWSDK R

EAT Go1x (V1)K SDK & EMFEAHRE config XHIRE , LT/ MELE ST INE A I

fE ; S HK1E,

EATF Java 2.x B9 SDK 2

FERAT Java 1.x B9 SDK =}

FEHAT JavaScript 3.x W4 £
FEIES

FER T JavaScript 2.x B SDK £

iEA T Kotlin # SDK =
EA T .NET 4.x #9 SDK =
ERAT NET 3.x 89 SDK =
EAT PHP 3.x # SDK =
& F Python (Boto3) KJ =
SDK

& T Ruby 3.x B9 SDK B

Process 2% 83


https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/

Amazon SDKs f1T&

et

Amazon SDKs #l “T E” ¥r/gE{LIhEE

SDK

E AT Rust B SDK

FE AT Swift B9 SDK

EATF PowerShell V5 (W T E

EATF PowerShell V4 (W T B

X BERESER
B

=
=
=
=
=
=

=
=

TZUREEIENN —BHNMIAE , FEETFZ R LHLUAERIN SN TIE SDKs, X —HErT

REBZNMRBNBES DRBEMWE SDKs, FMIEREMATAERBFKES

APl T ##i¥15.

/A Important

FHIFFTEZhREHS SDKs X #FFrA ThaE

ES}

ETKFNRS

RARERF ID

Amazon EC2 EfI st iz
Amazon S3 AR
Amazon S3 ZXE iR A
Amazon Web Services X1
Amazon STS XL T R

Amazon S3 IR B MR

Xt M FIPS i <
Ui AAE I
EAERERE
ENBIREA

, BEETRYRERNABE L H.

FS AR E SDK

FrfE(LThRE

84


https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon SDKs I T& BEEE
 IMDS & Fi®

- ERTTH

EREZ

BETRISHNIKS

BBl ERINME

ETIKF B im R

(® Note

METHIRERNEHFRERFERY Support b y Amazon SDKs # tools RIEHIEEEY | BS
B 7 SRAEENIRE RN .

ETF KK S EHEH Amazon Web Services I 1D R ZIF L HAEM IRSZ B KR |
MNMEBHEEASEENATT B, SEEAXHETERKSMNALLET SH Amazon SDK MRS

it , SDKEZEFIHmaMENEAETKAFNLRTR , MARXBLETR. R SDKEFHER
EKF ID, MEFHFEAXBLIETR. ETKANKETRWERXZhttps: //<account-
id>.ddb.<region>.amazonaws.com , ¥fR<region>#9 Amazon Web Services K" ID FEHE ,
MR <account-id> , A%k, Amazon Web Services X1

ER AT B EBL B L hEE

aws_account_id-3*= Amazon configX#i%iE, AWS_ACCOUNT_ID - ISREZLE,
aws.accountId-JVM R&EE M : {XPR Java/Kotlin

Amazon Web Services Ik 4. ATETFTKF WK H. Amazon Web Services IKF &
PERIIE I EBLTF 111122223333,

ETKFHORREHITAELRSIRETEFIERMERE,
account_id_endpoint_mode-3*= Amazon config X% iE,
AWS_ACCOUNT_ID_ENDPOINT_MODE - }fE% &, aws.accountIdEndpointMode-JVM REE M :
1X BR Java/Kotlin

BHiREATESENXAETKFNRSKEEH  FRIETKSERAN,

ZRIA{E : preferred

ETKFHIRR 85
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SEES

BNE :

« preferred— iR NEIEKS, ID (MREF ),
« disabled : EENMWIHESTEZEK, ID,
- required : WRAMSMBEKS ID. MRIKF ID FAA , SDK £5| %R,

Support Amazon SDKs by M1 TE

BFA%A SDKs XEFA T B PR IIEMIRE. ABEIDHIIMERGEEH,

ERT Java By

Amazon SDK 1 ;& F Kotlin #9 Amazon SDK M — X3 E JVM REBHIRE.

SDK

Amazon CLI v2

Amazon CLI v1

ERAT C++ #y SDK

\ATF Go V2 (1.x)
# SDK

ERAT Go
1.x (V1) B SDK

EHAT Java2.x B9
SDK

EAT Java 1.x
SDK

i& F T JavaScript
SXMBHEFRIE

=

& FF JavaScript
2.x B SDK

b3
¥

fim

7|

fim

|

o

o

o

7|

# SDK
MRAN R &
i

2.25.0

1.38.0

v1.35.0

v2.28.4

v1.12.771

v3.656.0

BEEHEZEE

ETIKFHRI
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/cli/v1/userguide/cli-chap-welcome.html
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
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SDK ¥ 1 SDK ZFEREZER

¥ BRAESFx
el

EAT Kotlin B9 2 v1.3.37

SDK

ERATNET4.x W 2 4.00

SDK

ERAT NET3xH B

SDK

ERT PHP 3xHY £ v3.318.0

SDK

ER T Python 2 1370

(Boto3) Ky SDK

FEH T Ruby 3.x B £ v1.123.0

SDK

EAT Rust 9 SDK &

FEATF Swift I SDK £ 1.2.0

& A F PowerShell i
VST E

& A TF PowerShell
VAT E

ol

M A= ID

(® Note

METHRERNEFARREREEN Support b y Amazon SDKs # tools RIEH AR |, FS
F T RS A IR E TUH

NARRF ID 87


https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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—> Amazon Web Services I~ A A ZNE P N AR A XKL T 81E Amazon Web Services Bk
%, MARFE D AEFRET —MRZMNREARFFER#HT T —ABAMN A ZE Amazon Web
Services Ik, Amazon SDKs A , REFaEAS#EBELE , RIFFHEREEZFBERFEF. I
m, WETRIEERESFHRES , BAIAZTEESF , Amazon Health Dashboard LA —#RIRIEHY
TR LE B F 72 o 508 AN A < B

ER AT AR B L IhEE

sdk_ua_app_id-3*= Amazon configX#fi%i&, AWS_SDK_UA_APP_ID - SMETE,
aws.userAgentAppId-JVM REE M : XPR Java/Kotlin

WERBEREIHMANAREFNHE—FZ/E , BT/RESENBEF S EL R AEF Amazon Web
Services K ETEiH A Amazon,

ZRIAE : None

BHE :  FAKEN 50 WZEFE, ATERAFE. BFMUTHRF
S I NN N N R N

£ config XHHIREEN RG]

[default]
sdk_ua_app_id=ABCDEF

Linux/macOS B G HTIRENETEN RH

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

Windows B s SITIRENRTER KA :

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

MRSENAMANTEERKRENNFS , BRESEXN ZERHTH L.
Support Amazon SDKs by M1 TE

LUTHA SDKs XEAREB RN INEERRE., FIEHBSHINEREEEH, ERAT Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{a JVM REEMIRE,

MAREF ID 88
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et

SDK

Amazon CLI v2

ERT C++ By SDK

FEAT Go V2 (1.x) B SDK

FEATF Go1.x (V1)K SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x By SDK

& T JavaScript 3.x By E 4
FAIES

& AT JavaScript 2.x B SDK

& AT Kotlin 8 SDK

EHAT.NET 4.x #§ SDK

EATF NET 3.x 89 SDK

ERA T PHP 3.x B SDK

$EFF Python (Boto3) BY
SDK

EH T Ruby 3.x 9 SDK

FEAT Rust B SDK

FERAT Swift B9 SDK

EATF PowerShell VS (W T E

EATF PowerShell V4 (W T E

53
#

=
=

A0 fAD  FnD AD

i

i

7|

7|

7|

BERESZER

FEEHEHEWN config i,

TXEHSEconfigHRE | TXEHELE,

B ID
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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Amazon EC2 L4t iz

® Note

METHRENEFABREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
F T A SRR IR E T

Amazon 3R] £ EC2 R —T1& KA T#IERS (IMDS) WARSS . BTHBEXUERSNES(E
B , 65 R Amazon EC2 AP iEEH AL T iz, ZHAERE T IAM &1 Amazon EC2 5%
Pl ERFIEFE , BRI THFERSHEER TLRARD,

ER AT BABLE L 2D RE -

metadata_service_num_attempts-*£Z= Amazon configX#HiRE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - }R5ZE

AIZERE T EZRNEFTHERSKERBEN , ERFITZRM SR
ZRIAE : 1

BRE : RTHFT 1 WEF

metadata_service_timeout-#= Amazon config X #HiRE,
AWS_METADATA_SERVICE_TIMEOUT - SMEZE

BEANMNEH THBIERS KR EZBIEN | KEB IR,
HiAE : 1

BRE: KTHEFET 1 IHF,

£ config XHHigEIXLER A

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

Linux/macOS B G HTRENETEN RH

Amazon EC2 3£/ st #i iz 90


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

Windows Bl s S TIRBENETEN A :

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

Support Amazon SDKs by f1 T &

LUTHA SDKs XEFEARETFEH RN INEEFNRE, AR FINERIEEEH, ERAT Java®y
Amazon SDK 1 & F Kotlin #9 Amazon SDK M — X 3FFf JVM REBHIRE.

SDK ¥ BIREZER
£

Amazon CLI v2 =

EHT C++ 19 SDK B

BEBHAF GoV2(1.x) By SDK &

BEHATF Go1x(V1)WSDK &

EA T Java 2.x B9 SDK XX 3F AWS_METADATA_SERVICE_TIMEOUT 0
ﬁJ\

EA T Java 1.x B9 SDK B {XX3F AWS_METADATA_SERVICE_TIMEOUT 0
ﬁJ\

FEAT JavaScript 3.x W &
FERIES

FEATF JavaScript 2.x B SDK &

& A TF Kotlin B SDK B
ERATF NET 4.x 9 SDK =
EATF NET 3.x 8y SDK B

Amazon EC2 Efl Tz 91


https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
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SDK X BEAHEZER
B

EAT PHP 3.x # SDK =

& A F Python (Boto3) KJ =

SDK

&EF T Ruby 3.x #J SDK B

BT Rust B9 SDK B

EA T Swift B SDK S

EAT PowerShell V5 ITE &

EATF PowerShell VAR TE &

Amazon S3 EA =

(® Note
METHRERNEHBRERFER Support b y Amazon SDKs # tools RIEHIEEEY |, B5
7 T A {EMHIRE N H,

Amazon S3 [RFIRMIEASIEN S Amazon S3 EEBRENBERARN. BAK LR AKE—K
KENEE K MAREENARE#EE, £/H Amazon SDKs , AL EEEBFZRBPERAEAS
Amazon BRAF (ARNs) #1T API #24F , MAXBHBREBEEFEBEEH. SIRATRHENRE , HlufE
AEH GetObject MIEAR ARN NIFREBPIREN R , HEFEAESF PutObject AR ARN
X SRR MBI F N

ETHEAX Amazon S3EARNEZEE ARNs |, 1§21 Amazon S3 AT FEAEA S,

ER AT BABLE L 20 RE -

Amazon S3 #EA R 92


https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/AmazonS3/latest/API/API_GetObject.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_PutObject.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/using-access-points.html
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s3_use_arn_region-3= Amazon configX #i% &, AWS_S3_USE_ARN_REGION - SREZ £,
aws.s3UseArnRegion-JVM REEH : NPR Java/Kotlin , EEEERBHEEE , BTEEENEN
7 SDK,

WiREEZES SDK & AEEA S ARN Amazon Web Services X8 515k #9i& X 15 4 is 17

Ko SDK £K1iF Amazon Web Services Xi3 ARN & HE5ZE F % Amazon Web Services X1
BLiE Amazon HHEIN 2 XIRMERS , U LEEEARAMNE s XAA, MRZREX , WEEME
ARBEENRE , HARKETERE,

BRIAME : false

BWE

« true— SDK EME LT A Amazon Web Services X1 B1{EH ARN , MAEX ik E
Amazon Web Services X, fl5 : MR FFIHMELE Amazon Web Services X1g 2 FIPS
Amazon Web Services XiF, , N 4715 ARN $#HICHE., Amazon Web Services XIg & NI RS
IR,

« false - SDK EMEim SR EHAE P IRBELER Amazon Web Services X1 o

Support Amazon SDKs by f1T &

LUTHRA SDKs XEFEARETFEH RN INEEFNRE, AR FINEREEEH, EHAT Javaly
Amazon SDK 1 & F Kotlin #9 Amazon SDK M — X33 JVM REBHIRE.

SDK X BEHESZER
#
Amazon CLI v2 =
EATF C++ #y SDK =
BEAT GoV2(1.x)WISDK £
EAT Go1x (V1)K SDK R EMFAHRE config XHIRE , LTI/ MELE ST INEL A I
ke EBRAIE,
EHAT Java 2.x B9 SDK =
&AM T Java 1.x #) SDK 2 T%F VM REE M.
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
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SDK X FEXHEZER

FEA T JavaScript 3.x 4 R
FERIES

FEA T JavaScript 2.x B SDK £

& T Kotlin # SDK =

JEAT.NET 4.x B SDK =

FEAT NET 3.x # SDK 2 TERRERER ; EEconfigXHERETHELE,
J&HA T PHP 3.x # SDK =

& F Python (Boto3) KJ =

SDK

& T Ruby 3.x #J SDK B

& F Rust #§ SDK &

ERT Swift B9 SDK B

EAT PowerShell VE WTE R FEFIRERLER ; HEconfigHERETHREEE,

AT PowerShell VA TE R FTEBHFHERER ; L= configHERLETHREE,

Amazon S3 Z[XigiF R &

(® Note

METHRENEABRERFEH Support b y Amazon SDKs # tools RIEHIHERD | i
7 T RIS RAIRE R E.

i
™
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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Amazon S3 ZXFAQREMT —HeREka , NABRFUUFERAZEARKERRKBNLTZA
Amazon Web Services XiF ) Amazon S3 F#E@EINER, BULERZXEEA SRS XIEMA
BF K GREANXEHREANEREL  RAEEHAE MM AETXIENAER,

ETREXZXEZEARNEZER |, 555 Amazon S3 AFIERE T/ Amazon S3 Y2 XiE#z A
o5

/AN O

ETHAERZXEEAS Amazon BREF (ARNs) WEZER |, 5% Amazon S3 AFEEF
MERZXIFEASRHER,

ETHAXVNBRZXEBEARNESEE , i55H Amazon S3 AiIFERMPNEES XEEA R

SigV4AA EERATEE L RXHERNER X, %ZEEMA SDK BT Amazon % AIZ1TH (CRT) F
LRV RBIRIR G

ER AT B ABLE L D RE -

s3_disable_multiregion_access_points-#*Z= Amazon configX

1% &, AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS - fFMEXLE,
aws.s3DisableMultiRegionAccessPoints-JVM RZEH : {NFR Java/Kotlin , EEEEREF
BEE , FEEERENEE SDK,

tiREES SDK BREARRZRAEXEIFER, MRZREX , WAELEARBEENRE , R
HRZERE,

BRiAME : false

ENE :
+ true - FIEFEABXEHER,
- false - FRAZXiFEALBABXEEKR,

Support Amazon SDKs by f1 T &

LT AZA SDKs XA THHHERNWIIBERRE, FTEBDHINMEREE XA, ERATF Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{d JVM REEMIRE,

SDK ¥ BRAEAREZER
=
Amazon CLI v2 =

Amazon S3 % Xig [ < 95


https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
https://docs.amazonaws.cn/cli/latest/userguide/
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et

SDK

ERAT C++ By SDK
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https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/

Amazon SDKs f1T& SEE™

SDK 53 HRARBINEEZ ZIBHNRBRNEZE ZEREZER
B
EAT &
JavaScript 2.x
# SDK
FEAT Kotlin® 2 CRC32 CRC32, CRC32C,
SDK SHA1 , SHA256
FEHATFNET4x £ CRC32 CRC32, CRC32C,
# SDK SHA1 , SHA256
EAT NET 2 CRC32 CRC32, CRC32C,
3.x By SDK SHA1 , SHA256
BEAFTPHP3Xx &£ CRC32 CRC32, CRC32 awscrtEBEEY BB T
# SDK C({EBFCRT).. HCRC32C,
SHA1 SHA256
EH T Python £ CRC32 CRCB4NVME ( &
(Boto3) K SDK ¥ CRT). CRC32,
CRC32 C ( @
CRT). . SHA1
SHA256
&M T Ruby 2 CRC32 CRC64NVME ( {Xi&
3.x #9 SDK ¥ CRT). CRC32,
CRC32 C ( @
CRT). . SHA1
SHA256
BT Rust By £ CRC32 CRCB4NVME,
SDK CRC32, CRC32
C. . SHA1 SHA256
i\ T Swift B9 2 CRC32 CRCB64NVME, FIEE LA EZE CRT fHH
SDK CRC32, CRC32 *xXo

C. . SHA1 SHA256
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https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/

Amazon SDKs f1T& SEE™

SDK ¥ BRUARBAEE TRORBRMEE EERTLES
b=

ERT = CRC32 CRC32, CRC32C ,

PowerShell V5 SHA1 , SHA256

WIE

ERT = CRC32 CRC32, CRC32C ,

PowerShell V4 SHA1 , SHA256

HIE

W HERR TN FIPS =

@ Note
WMETHFEIEBERNEMBRAEREEL Support b y Amazon SDKs #l tools RIEH#EY | 55
7 7 RAEENIRE N .

ER AT BABLE LD RE -

use_dualstack_endpoint-= Amazon configX{fi& &, AWS_USE_DUALSTACK_ENDPOINT -
INEAZ E, aws .useDualstackEndpoint-JVM REE M : XBR Java/Kotlin

FFRHKA SDK BEMMEKR B R/RIZFER, BETHREXRIHRLHETRNESER , F5H
(D@ EFERSASER) PH “FEH Amazon S3 ML iR T '5”0 IPv4 IPv6 FRHE i _UE
ATHEEXHE,

ZRIAE : false

BME :

« true - SDK T EFZAFEAINHERBE R X HMEFER, WRKRSF/H Amazon Web Services
XA FEIERImR , WIERF LM,

+ false - SDK T EFFALERAIHER IR KRR HREHF R,

MHERRF FIPS s = 109


https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/dual-stack-endpoints.html

Amazon SDKs f1T& SEE™

use_fips_endpoint-#{= Amazon configX#4iR &, AWS_USE_FIPS_ENDPOINT - IMEELE,
aws.useFipsEndpoint-JVM REE M : {XPR Java/Kotlin

FEHxH SDK HETERBMEAS FIPS iR R AIZER. BRIPERLEIRE (FIPS) 2XEH
HRNBRBERENBEN —RILZLER, BFIE., SENFEARFESRBBFFTRLSHHY
AFUBSF FIPS #8555 . 54 Amazon IR T E , FIPS iR EARE FIPS 140-2 B TLS ¥
HE, MREAMRE , HEEHNRSHFEE FIPS L% & Amazon Web Services X3 , N
Amazon M AT EES KM, FET RS IHKELKE Amazon Command Line Interface B&E IR E
# --endpoint-urli&Ii,

EFMATHRELEHMERIEE FIPS LT = Amazon Web Services XiF , HFSHIRBRE XD H
FIPS KipTa, BXIDHEMITERSRZKETANESESR , 55 (ILS% EC2 APl &
) PR (IPv4 M IPVv6 ) KixT =,

BRIAME : false

BWE :
« true - SDK R EFEAFE FIPS Him R KIEER,
« false - SDK L EFFRLEAE FIPS Wik R & XER,

Support Amazon SDKs by 1T E

LT A SDKs XA TEHERWIIEERRE, FTESBD HINMEREEXH, ERATF Java®y
Amazon SDK 1 & AT Kotlin 8 Amazon SDK M — X #F{d JVM REEMIRE,

SDK X FEARESZER
#

Amazon CLI v2 =

EATF C++ 19 SDK =

BHAF GoV2(1.x)BWSDK R

EAT Go1x (V1)K SDK R EMFAHRE config XHIRE , KT/ MEE ST INE A I

e ; BER LT,

ERAT Java 2.x B9 SDK B

MHERRF FIPS s = 110


https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/

Amazon SDKs f1T&

et

SDK ¥ BEAREZER
£
FEHAT Java 1.x B9 SDK B

FEAT JavaScript 3.x B4 R
FAIES

FEHA T JavaScript 2.x ¥ SDK £

EAT Kotlin £ SDK =
AT .NET 4.x B9 SDK 2
EA T NET 3.x 8 SDK =
AT PHP 3.x #§ SDK 2
$EFF Python (Boto3) BY =
SDK
&M T Ruby 3.x #9 SDK =
AT Rust B SDK =
&R T Swift # SDK =
& T PowerShell VA HITE 2
EAT PowerShell VAT E £
i R R I
@ Note
METHRENEABRERSFEH Support b y Amazon SDKs # tools RIEHIHEED |
B T RAERNIEER @,

"

5

R
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https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon SDKs f1T& SEE™

SDKs ff fim R 2 PR G R RS H S ( URLs THRIZRER ) | ﬁﬂ'l%?’iﬁﬂ«iiiﬁi&ﬁﬁ Amazon EE
URLs #{TE X, X8 , FHRERAULUBEIRUFTHIRR,. FERFSEEBRENHS. HR , B
EETRBIERERERAKRETANRER. RRITARKE , RBaERZRkH R HAmR
B, BN , 3¥F Amazon Timestream , SDK &% HDescribeEndpointsiE R R AR S |
R ERAX LR TERIGERIE , fliiCreateDatabasemCreateTable,

ER AT A E L Ih &E

endpoint_discovery_enabled-#*= Amazon configX#igiE
AWS_ENABLE_ENDPOINT_DISCOVERY - ﬂ‘iﬁ“"‘— aws. endp01ntD15coveryEnab1ed JVM R4
B NR Java/Kotlin, EERERBPEERE , FEEEHENRE SDK.

F B X< DynamoDB K& iHT R &I

£ Timestream RFEE XML IHT R , £ Amazon DynamoDB 2 Ak #Y, 1thik B ERIA
Ntrues , false EFBRTRFREEZERA[LKIN, FHEIRERRKIANtrue , Amazon
DynamoDB i&RE 1A A, false

BWE :

« true- N TFHK[LRKIMNBAENRS , SDK NEFZEHAI KR

« false - W TFHRKINEAIENRS , SDK TR BEHERRKINIER .

Support Amazon SDKs by f1 T &

LT AZA SDKs XA THHERWIIEERNRE, FTESBD HINMEREEEH, ERTF Java®y
Amazon SDK 1 & F Kotlin #9 Amazon SDK M — X3 E[ JVM REBHIRE

SDK ¥ FAHESZER
#

Amazon CLI v2 =

ERATF C++ 1 SDK =

BEBHAF GoV2(1.x) W SDK R

FEAT Go1x (V1)K SDK £ Eﬁﬁﬁ,\; config XHRE , HAFF B MELE X 1N HITh
ﬁ? Iﬂﬁo

ETE] 1z


https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/

Amazon SDKs f1T&

et

SDK

FEHAT Java 2.x B9 SDK

EATF Java 1.x B SDK

& F T JavaScript 3.x B4
FEIES

& FF JavaScript 2.x 8 SDK

F AT Kotlin B9 SDK

E AT .NET 4.x #§ SDK

EATF NET 3.x 89 SDK

FEAT PHP 3.x 89 SDK

& F Python (Boto3) KJ
SDK

& AT Ruby 3.x By SDK

E AT Rust B SDK

& AT Swift 89 SDK

EATF PowerShell V5 (W T E

EAF PowerShell V4 (W T E

3
#

7|

fim

fim

ZEREZER
EAT Java B9 SDK 2.x AWS_ENDPOINT_DISCO

VERY_ENABLED F{EETZTEZ .

X% JVM REE .

X % #F Timestream,

R
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https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon SDKs f1T& SEE™

EAEERE

@ Note
WMETHEBREMARRBEREER Support b y Amazon SDKs #l tools FRIEHHE , 55
9 7 A IS IRE T H.

SDKs X #ZF— (AT B E SDK Z{k SDK T HHNEMIRE.
FRUTHEEELLIhEE
api_versions-*ZE Amazon config X #i&E

B L Amazon REHF 2 API RALL X FRIERE. BIAMBERT , SDK M Amazon CLI ##/ERE
BARFMNAA API iRZd, MERFERSEN AP lRARLALEBEWIER | TELEHNDAERFRINZ

api_versions iXi&,
BINE : T. ( SDK EABERH API fRZ, )

ENE: IR—NMRERE , FHAE —1THZTHEH , BT 2 —I Amazon RS MEREHH API
A&, BT AWML API lRATTA |, 55 H1Z Amazon BRS#I R,

ZRBIN config AR Amazon BRSIRE T HEMN APl IRAE, XL AP IRARXATEES
RERENREEXH TETHSRT, FAEMRSH D SEERZRSH AP BIRHFRA,

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle-*= Amazon configX #i%i&, AWS_CA_BUNDLE - J/ET £
FEEEY SSL/TLS EENERANBEENERS (HE . peni BB XXH ) HWERE,
RKIAME: &

BYE : EEXBEEEHEANGHR. URFEELRNHE  WRESZHAE PATH MEREEE
M X KA ERIZEF.

£ config XHHREER RH

EHABRE 114



Amazon SDKs f1T&

SEES

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

HTRERGLERENREFHFRUNAAEFEER , LTRE Windows config X#FHREL

EHRA

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem

Linux/macOS B S TEBENRTEN R :

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mard5.pem

Windows BE G T REFETEN RH
setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar@5.pem

output-#= Amazon configX#i%E
EE A 1E Amazon CLI Ff1E M T EigEL R Amazon SDKs FIHE
ZRIAE : json

BNE :
« json-HHXHA JSON FREMEN,
 yaml - M XA YAML FRBHEN,

« yaml-stream - B H#ERAAEH KA YAML FHENEN, BRIISERMLEXBBIESE

A,

« text - MERASMHRFSBARFBETHEN XN T HE%E R XARLERR (W0

grep. sed = awk ) RE A,

+ table - HHRARBIERX , ERAZH +- UEKETHKLE. CEELARCBX2IES

XA LEaRXERZAR , EMNREIERHTIERLATMA,

parameter_validation-}= Amazon config X #4i%iE

EE SDK T EERGTITSHRIET Amazon RF K[/ ZAIRERHRIEX LS

o

EANRE
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https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#table-output

Amazon SDKs f1T& SEE™

ZRIAE : true

BXE

« true - RIAE. SDK RTLERITHTITSHNEF BRI, XBHT SDK A TEHRINSHES
BN, AWK IR, £@ Amazon REWRKEERZH , SDK 3T E A LAE4L TTHRH B
Ko

« false— SDK L EEFHSITSHLRIEZE Amazon RF KR ZBIFTX H#TRIE,
Amazon RS IR R A RMIUEFTA B R HIEL TR B R,

Support Amazon SDKs by f1TE

LT AZA SDKs XA TEHHE RN IIEERRE, FIEBD HINMEREE XA, ERATF Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{d JVM REEMIRE,

SDK S FFREZEFER
2

Amazon CLI v2 &8 api_versions FX¥#E.
VAN
o)

ERATF C++ B SDK 2

EAT GoV2(1.x) B SDK B F X api_versions # parameter_validation o

ERAT Go1x (V1) H SDK E F X api_versions # parameter_validation o
7 BEFEARE config XHRE , HAFF B MELE S I0EHY I

e ; BZRLE,

FEAT Java 2.x B9 SDK =
EAF Java 1.x B9 SDK &

FEHAT JavaScript 3.x WE4E £

FEIES
ER T JavaScript 2.x B SDK =2
BT Kotlin B9 SDK B
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/

Amazon SDKs f1T& SEE™

SDK X BEAHEZER
#
EA T .NET 4.x 9 SDK &
ERAT NET 3.x 89 SDK &
EAT PHP 3.x 8 SDK =
&R T Python (Boto3) By =
SDK
& T Ruby 3.x #J SDK B
ER T Rust B9 SDK B
EA T Swift 8 SDK B
FEAT PowerShell VST E &
EATF PowerShell VAWWTE &

EHBIREA

® Note

METHRENEFABREREEN Support b y Amazon SDKs # tools RIEHAEBY |, F5
F T A SRR IR E T,

FNEEBEAR—TIIEE , '© Amazon SDKs £ B3I XL API BRE1E RS ik = Y ML 807 nar
B, WHBULUREBAFTES , A URESERSHIHIENDAE,

fBltn | EFEH Amazon BB F#E RS Amazon S3 W RF[EFEBHITRIEN T AT ESLER
LB APl KT QP BRIEHFHEEAB M Amazon Web Services Ik~ ID,

BAEIE Amazon RFLXHETK/FEXMTH , BEEABENLHRT R (HlH VPC LigT R4t
MWHATE ) r, EARSSBRAE, EXEERT , BARFEZRAENIREA

ER AT BABL B L hAE
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https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon SDKs f1T& SEE™

disable_host_prefix_injection-#= Amazon config X #i%E,
AWS_DISABLE_HOST_PREFIX_INJECTION - If3E% &, aws.disableHostPrefixInjection-
JVM REE M : (XPR Java/Kotlin

REZEF SDK FTERBBEIHELM SDK NEFHN RFZEFE LN EN I RRE R IR IE
*IL%O

ZRiAE : false

BEME

. true— ZEAEHNIZEA. SDK FLEHLKIHET AN ENSE,

- false— BAENEIREA, SDK FELXET SENBEiin L ENNER,

£ config X#HHIREENRH

[default]
disable_host_prefix_injection = true

Linux/macOS B ST TIRENETEN RF

export AWS_DISABLE_HOST_PREFIX_INJECTION=true

Windows Bl i S TIRBENETEN A

setx AWS_DISABLE_HOST_PREFIX_INJECTION true

EVBIREANTRHI
TRIORPIERT R ANERENIBEAN MM SDKs BHRLRN.

EHAIE : £ SODK WEF N KRBNBEE LIREN ENAIRE L FRBNER,
WA SDK NEFmNRFRBANEE LIRERN E b A

- BFRHR  BFHRARERR.

REE : EARENBENE,

- AW £H SDK B imAT#ET AP EANKR.

EHBTEEA 118



Amazon SDKs f1T&

SEES

ENBIR

“gﬁﬁ o ?

“{Bucket}-
{Accountld}.

“gﬁﬁ o ?

Support Amazon SDKs by M1 T &

UTFAA SDKs XEFAREFHHEARNIRENRE, FIBEREZ HISMEREEEH,

A

{

Bucket :
s3-demo-bucket
1”7, :“12345678
9012" Accountld

“amzn-

{

ERRARTR  REE
"https://service.u  false
s-west-2.

amazonaws

.com"

"https://service.u  false
s-west-2.

amazonaws

.com"

"https://override. true
us-west-2

.amazonaw

s.com" (ERE

Rim= )

==354: 0h =)

"https://data.serv
ice.us-we
st-2.amaz
onaws.com"

"https://amzn-
s3-demo-bucke
t1-123456
789012.se
rvice.us-
west-2.am
azonaws.com"

"https://override.
us-west-2
.amazonaw
s.com"

ERT Java B9

Amazon SDK # & AT Kotlin 8 Amazon SDK M — X #5F{a JVM REEMIEE

SDK

Amazon CLI v2

EHT C++ B9 SDK

ERF GoV2(1x) ISDK &

X BERESER

B

=
=

/

=)

Y/

SERTF Go 1.x (V1) B SDK

7|

PXFIRIE

A LAE R R AR A

, BRI BEE P im R R R 1T E

iEenableHostPrefixInjection

o

FEHBZEA

119


https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/configure-endpoints.html
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/

Amazon SDKs f1T& SEE™

SDK X BEAHEZER
#
EAT Java 2.x By SDK B TXHRE , BN ERFIHNRBPRER #HTE
ESdkAdvancedClientOption.DISABLE_HOST
_PREFIX_INJECTION o
EATF Java 1.x By SDK B TXHRE , B ERFIHENARBRER #HTE
BEwithDisableHostPrefixInjection o
ERT JavaScript 3.x I & FAXFRE , BEULEEF IRNAEFFER BHITE
FREIES BdisableHostPrefix .

EAT JavaScript 2.x ) SDK & AXFRE , EUUEFRFImNABHER FITE
BhostPrefixEnabled »

E AT Kotlin 8 SDK B
ERATF NET 4.x 9 SDK B TXFRE , B EREFIRNARBARER BHITE

EDisableHostPrefixInjection o

FEATF NET 3.x 8 SDK B TXHFEE , EUNEEFHNRBRER HITE
EDisableHostPrefixInjection o

ERAT PHP 3.x By SDK B TXHRE , EUUERFHNABPER HTE
BEdisable_host_prefix_injection

& A F Python (Boto3) #J 2 TUEFEFHENABRER #TEEBinject_host_prefix

SDK o

&M T Ruby 3.x B SDK B AXEFRE  BTLRERSRORE D ERAHTER
Edisable_host_prefix_injection o

EHA T Rust B9 SDK &

FERA T Swift B SDK &

EAT PowerShell VEITE &/ FXFRE , EUAFEASHEHIEEREN cmdlet B, -

ClientConfig @{DisableHostPrefixInjection
= $true}

FEHBZEA 120


https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/AWSJavaScriptSDK/v3/latest/client/s3-control/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
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SDK X FEXHEZER
=

iEAT PowerShell VA I TE & FXFRE , BEAUEASHEEHIEEREN cmdlet H. -
ClientConfig @{DisableHostPrefixInjection
= $true}

IMDS & /= i

(@ Note

METHRENEFARREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
7 T EAIE A IRE R .

SDKs ff AH B FNERZIEFI T BIERSRA 2 IMDSV2) BF K. BXEZELR IMDSV2 , 1E
2% (Amazon EC2 AAFF#ER) IMDSv2H ) “fEF”, IMDS &EF s Al EXY SDK RBEHIRHEMNE S
Tl BN R TE B,

ER LT A EBL B L 2hEE

retries - EFIHREEX KK R
AR ME B ROFNE IR
MINE : 3

BME: KF 0WHF,
port - B InELEX R A

pr =g op- AN
2RiAE : 80

BXE  BF
token_ttl - EFREEN KRR A

SHEE TTL,
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ZRIAE : 21,600 ® (6 /NE , D ECEYEREATE),

BENE : BFE
endpoint - EFIHELEX KK 57

IMDS BYi% R

ERIAE . R endpoint_mode FF IPv4 , MIBRIAURSR N http://169.254.169.254, WIR

endpoint_mode &F IPv6 , MERIAw RN http://[fd00:ec2::254],

BXNE : BYH URL

REBAZIFUTIEI SDKs, BEXEMEES , TS HENISE SDK RBE,
endpoint_mode - EF iREBX KRR A

IMDS #yif S ==,

BRIAME : IPva

EME : IPv4, IPV6
http_open_timeout - EFIHHENRK A ( BFAUBEEMTRE )

FHEZITTHYHR.
BMINE 1 W

BME : KT 0 HE=E,
http_read_timeout - EFIHHENRK A ( BFAUBEEMTRE )

RE— MR B
BMINE 1 W

BEME : KT 0T,
http_debug_output - EFIREEN KK A ( BMAEEMTE )

RE A TR R
HMINE : Fo

IMDS % i

122



Amazon SDKs f1T& SEE™

BEXE : AR /0 EFE , Hla STDOUT,
backoff - EFHREN KR ( B TEAFTR )

ERRERZAKRENRDE , IBZARENERIIGEAHER, X2BERIANEREIRKE,
%ﬁi}\ﬁ . SDK ﬁﬁjE'I"o

BRE : B SDK MF. ATARME , BT UEXN BEXHBEM.

Support Amazon SDKs by f1T &

LLTHNA SDKs XEFEARETFEH RN INEFNRE, AR HINEREEEH, ERAT Java®y
Amazon SDK 1 ;& F Kotlin #9 Amazon SDK M — X33 JVM REBMHIRE.

SDK X FAHESZER
#

Amazon CLI v2 =

BT C++ B9 SDK B

BEBHAF GoV2(1.x)BWSDK R

FEATF Go1x(V1)HSDK R

FEHT Java 2.x B9 SDK =

FEHAT Java 1.x B9 SDK 2

FEA T JavaScript 3.x N4 R
FERIES

FEA T JavaScript 2.x B SDK £

EA T Kotlin # SDK &
AT .NET 4.x 9 SDK =
EATF .NET 3.x 8§ SDK =
EAT PHP 3.x # SDK =
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SDK X FAEHEZER
#

& F Python (Boto3) KJ =

SDK

& T Ruby 3.x #J SDK =

EA T Rust B SDK =

BT Swift B9 SDK =

FEHT PowerShell VS /ST E £

FEHT PowerShell VAKYTE £

BR1TH

(® Note
METHRERNEHBRERFER Support b y Amazon SDKs # tools RIEHIEEEY | BS
7% T RIS FE R IR B T H o

ERTHRBAEXRNMAZHMEE SDKs ERSF B ABMARERIRE, Amazon Web Services RS
ER AT BABLE L IhRE -

retry_mode-3Z= Amazon config3 #i%iE, AWS_RETRY_MODE - }REZ &, aws.retryMode-JVM
REEM : PR Java/Kotlin

BE SDK F XA R TENAZEHER,

HAE . LERETEHN SDK, FEFLMSSTE SDK 15m =k SDK HRBBEEL T HERIA
{Eretry_mode,

BXE

« standard— ( #% ) #EN—HEFRHN, Amazon SDKstERTE—HIRENEIREIR ,

HEHABRERXXBURAREHIESTAMNRESE, MEXTEZHFANARFRLZEME
Ao, BRIEmax_attemptsEABEE , BN HERX FTERINNHZERZHAEH =X,
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« adaptive— —MEEHER , REATRHHKAG , SEFEEXNINEEUR B3 B F imESR
BREl, BRIFCIERBNARFES , ENFERFHEREXATZHANARR. 55
FiEstandardfadaptiveEHERZAHTERTHESEE. HEXRSNKMRN , fFXK7
RESHWEIT A,

« legacy— ( T¥#E ) HFETEH SDK ( BEFEMIFE SDK 1B SDK HREBE ) .

max_attempts-*£= Amazon config X% E, AWS_MAX_ATTEMPTS - SMEEL &,
aws .maxAttempts-JVM REE M : {XBR Java/Kotlin

EEXNBERETHHRAZHREK.

ZRIAE : MRRIBELE , WERAEIFRFretry_modeit BEME :

- MRretry_modeRlegacy - FAKET SDK WEIAE ( BFEBLEHIEE SDK 8/ SDK #Y
REBEELLT fEmax_attemptsBRIAE ) .

« R retry_mode®standard - 2 =X,

« MRretry_modeRadaptive - Z2IH =X,

BHME AT 0 BT

fEstandardfadaptiveEif =X & B3 1T £
BRIEGCHEBCHAZERS , EURMNEBWEFEAstandardEHER, adaptive

® Note
ZadaptiveR I RIRE E R IE/5 i AR 55 AT RE PR HI1E RAVEEROML & F i, 20 RIRTXA*
W, BAMRER AN EREAR —NEFE , BA—DRRFHIRE TESIERNTHEXE

RHER,
Standard H3&E RN
NARRFRAA - 236, NARERRA

1. NEEB B

2. EFNRRgERENRR , HE , BEERH
25, MEREEHRNRS R FREMBLE
P o
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Standard H&EMN
S MTER LABR IE SDK 7E R T HAE E iR . S ISUTER LARS IE SDK £ i E =i,
£ HI R ER AR s i BURE, A AR B T at 8] SR = B KRR E #hEl 4 %k

WAESREVE |, DARENER 8 ANRY AT BE 1

KEARBIERE-REFERER , RAERER,  ALRFIFIERNKBIERZ,

MREEFEMEHadaptivel®EX , NERHWRAEF SNBSS ZRINENEREEE K, £
EXMERT  REELIRARE , MANNE2ERSMRIER. Amazon Web Services fR55 Amazon
Web Services RS AT AR H b4 ERBEHER, LIHATLAL S # DynamoDB fk% 741, DynamoDB
Amazon Web Services X1 A M L ERHRIBNREKRFFER,. XEREENKBETHRN—NEK
ARELHMKREZRS, MRENKRBEAR—IMNEFPIRAAAER , HANHEHA MRV BERZEIR
#, NEENEREXFREMERNBERER, BHWRBIRITAE Region-and-tableXI R —1%F
P, MREEMFEHadaptivel@ANHERENER | EHSRMMARS IS E Amazon XAHER,

BRI KIET

£/ Amazon SDKs THEBRRERBENERERUK ( HadaptiveBEHERT ) NAZRNEER
EFER, SDK ERARNMTEFEE : —NERATHEERN—NMERERTEF#EB,

- ERTHEFEBATAE SOK RENENEZERER , AEEPKBAERE, LENTERS. £
ER i aMNFREBHFRINTE , BRADEHTERERRFHEE. IR=HERFEENIZ , N
SDK HALREFHZE R,

« BERERTEFEB N EadaptiveEHEXTATHEREZBERNER, THEEREFERZHM
FREBPIREG |, FREBERSEEEBRBINEAL , SABh7ANHEE YRR/ HIRE B 78,

LN RstandardfMadaptiveFHEXERXNN SRR

MakeSDKRequest() {

attempts = 0

loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)

return response
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attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)
sleep(delay)

UTRARTHRBIFIAAHNEZSEHAER
GetSendToken:

S BRNXEadaptiveBEHERXTEA. LTSRN BERBRTEFEEBPIRIMTE, IRAHFTH ,
CHEHTHENTH, £ SDK TR ARERT AT ULERXNK , MALERF, FHEEHNTHEE
RIBEE iR R PR &E S 8 3 A EAERH T RE,

SendHTTPRequest:

L H B IE R &% Z Amazon, KZEA Amazon SDKs A HTTP FE |, ZEZEXE HTTP &ReffE
REZSBRERNBERE, BE  NRBERBTHRFABRMER , NaESFERERE , BNRERAT
ENMERMAN , I FT2EEFAERE,

RequestBookkeeping:

WMRERKY , WEFTEFMBTEFERES. NEadaptiveERHERXT , FRERTEFHEBEN
EB R8s TS DLV chei =)

Retryable:
HSBRBEATAREERETAAERMBA

« HTTP &R,
« MNRSEEAEIRKE,
EREHEIR | BN SDK WEINEMHEIR , B RKFIRERSH HTTP W& R,

BEET &R 1% ( HTTP JRZSCE3 400, 408, 500, 502, 503 M 504 ) MR ( HTTP RENRE
400, 403, 429, 502, 503 Ml 509 ) MAREHER, SDK BERITARESHRRNBIRSPHEMLEK
REHRER.
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MAX_ATTEMPTS:

RINNBRAZ IR A HIEBretry_modeiR B , BRIEMWIZBEFImax_attemptsBEE.
HasRetryQuota

SBRNERGTEFEETRIGE, IREHTHEEFEBIZ  WF2ERER,
ExponentialBackoff

NTFAUERNER , ERAEMNEREERITEEIRIEE. SDKs £/ ¥ #y & — 3 &l s %=
Be UTEZERT MMANERINEAIE X EEREE (AN EA ) -

seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

ELEREES , LTEEA :

b random number within the range of: @ <= b <=1
r =2

MAX_BACKOFF = 20 secondsXF KZHAKiE SDKs, BESRENIEE SDK IEESRAEFHITH
Ao

Support Amazon SDKs by f1T &

LT AZA SDKs XA T RN IERRE, FTEBD HINMEREEXH, EHATF Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{d JVM REEMIRE,

SDK ¥ BEFREZER
3

Amazon CLI v2 =

ERAT C++ #y SDK =

EBRTF GoV2 (1.x) I SDK £

SERTF Go 1.x (V1) B SDK

7|

ERAT Java 2.x B9 SDK B
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SDK EAREZER

4 Mt

FEHA T Java 1.x B9 SDK = JVM REEM : FHcom.amazonaws.sdk.maxAttemp
ts fX¥Faws.maxAttempts ; fFFcom.amazo
naws.sdk.retryMode &, aws.retryMode

FEA T JavaScript 3.x N4 R

FRAIES

SEAT JavaScript 2.x ) SDK & XBRAFRAH. TRINERERARATERRENE
TE M T EIE T

&M T Kotlin /9 SDK 2

& F.NET 4.x 9 SDK =

EATF NET 3.x # SDK =

&M T PHP 3.x B SDK =

& FF Python (Boto3) Y =

SDK

EH T Ruby 3.x B SDK =

&M T Rust B SDK =

EAT Swift # SDK =

EHAT PowerShell VS IWTE £

AT PowerShell VATE 2
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BHRELR

@ Note

METHRENEABHREREEH Support b y Amazon SDKs # tools RIEHIAEBY |, HS
B T RS A IR E T,

Amazon SDKs M1 B , HmEEWESR MK ZFE KX B R Amazon Web Services iR , TEAEL
BERERNE. EFERARREIBRFZZ2ERTFim EXNEH#ITES , IO RS KIEH
FEAENBEREZBANTRE , ETUBLPHTERIFNERAB K/ PHRFNS RO RKBER, HITER
it , SDK R TEXEFRS M SDK MERIFMRIBEE, BR , HEIENRIESIRRTE gzip , B
RRABERT B,

MREHNARFFERANR Amazon , NiERESE 0T 8E45 518 A CloudWatch, CloudWatch 2 —Ii&
BTN ERS , eAAER, BRNEHNERIRELZENIRERE, XEERNWRSREN—IR
{5l & CloudWatch#y PutMetricDataAP| J5 3%,

ER AT BABLE L D RE -

disable_request_compression-#= Amazon configX#i%E,
AWS_DISABLE_REQUEST_COMPRESSION - }/353 £, aws .disableRequestCompression-JVM
RGN : NPR Java/Kotlin

BRIAME : false

BWE
« true - }XABERESR,
- false - RAJgEEABERES,

request_min_compression_size_bytes-3* = Amazon configX
1% &, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - A EZE,
aws.requestMinCompressionSizeBytes-JVM REE M4 : {XR Java/Kotlin

RE SDK R TENEHFNFEREXHNRENKRN (AFZTHEM) . EER , MEBRBETES
THEER, Qi , F2E-ITR , FHTEHEZEBEEN. ZESSEE , KTHETZENE
RRPDFWELS

BRESR 130
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BRIAE : 10240 F15

BME : AT 02 10485760 11 ( BEER ) 2 BINWEE,

Support by Amazon SDKs and T&

LT AZA SDKs XA TEHHE RN IIEERRE, FTESBD HINMEREE XA, EHTF Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #{F{a JVM REEMIRE,

SDK T BIEFFESEER
2

Amazon CLI v2 =

EAT C++ B9 SDK =

ERATF GoV2(1.x) WISDK £

ERTF Go1x (V1) 8 SDK &

ERATF Java 2.x B9 SDK =

FEATF Java 1.x B SDK i

FEHAT JavaScript 3.x W4t £
FEIES

FERATF JavaScript 2.x B SDK &

EA T Kotlin # SDK =
ERAT.NET 4.x 9 SDK =
ERAT NET 3.x 89 SDK =
EAT PHP 3.x 8 SDK =
&R T Python (Boto3) By =
SDK

& T Ruby 3.x B9 SDK B
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https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
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https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
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SDK X BEHEZER
#

&AM T Rust B SDK 2

& T Swift 8 SDK &

EHAT PowerShell VS FWTE 2

BT PowerShell VAW TE £

BHET RS RS

(® Note
METHRERNEHFRERFERY Support b y Amazon SDKs # tools RIEHIEEEY |, BS
7 7 RAEENIRE T E.

BETRENEABEBRMET —/MNEW |, 0JFEHEN APl WIERERAGERN RS |, HFREFZERE,
XLEGB AR E T EARIESR, VPC iin ML =572 Amazon FAHE, FTRENES T2 5 A
TR BER A= E, B LA 5 Amazon Web Services BRF#EE K = URL,
FERUTAEERZINEE

endpoint_url-H= Amazon config X #i% &, AWS_ENDPOINT_URL - ISMEEE,
aws.endpointUrl-JVM RGE % : PR Java/Kotlin

EREEEEXHTEESENNEREBIEEN , LMREFEERATHERFERNER. LK]s
BEMERBENBFERS KBS,

BB LATE R E Amazon configX I E N servicesHoFFEALREN B ERSIZREBEN
KIFT R, BX services THFTHEFRANFERSIFATEANIIEK , BSHEETRSH
i S PR IRF o

ZRIA{E : none

BHE : S ER_REEMENN URL, URL AIEREE —MREAH , ZE#ITE I 2N
R
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https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
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SEES

AWS_ENDPOINT_URL_<SERVICE> - }fEZ £, aws.endpointUrl<ServiceName>-JVM REE

4 : {XPFR Java/Kotlin

AWS_ENDPOINT_URL_<SERVICE> , Ef1<SERVICE>2%r Amazon Web Services BRS iR , B
FARERSFREBENLARETR, BRXEETRESHNMENRETENIIR , BSHESEETRSEH

i R FRIR AT .
HEERSHEASES AWS_ENDPOINT _URL FiREMEAILBiK A,

ZRIAME : none

BHE : @ EIRREEMENN URL, URL AIEREE —MREAH , ZE#F -1 2N

RRER,
ignore_configured_endpoint_urls-#= Amazon configX
#i%iE, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - :RETE,
aws.ignoreConfiguredEndpointUrls-JVM REEH : XFR Java/Kotlin

iR iE A T AR B E iR KREE.

FER , TeRiRENF , HREARBPHESEFHESF ERENEFAENHR. Hlm,

#--endpoint-url® THEEWTTSHIFR R URL FiBLE F im &R BL £

Amazon CLI
ZRIAME : false
BENE :

* true - SDK HITEFESMNHE config XHHHERXEFEBEMATRERK URL WETEX

=R
« false-SDK X TEFAHE config XHRIMETEF A RRE A Ak
FEARETEREE RS
ENMERSMEREKBIBEEN KA URL , HiRE AWS_ENDPOINT_URL £ B EETE,

export AWS_ENDPOINT_URL=http://localhost:4567

B4 ELRT A URL BiESREEH Amazon Web Services BRSS RIBENX
KiHT A URL |, EEHAWS_ENDPOINT_URL_<SERVICE>¥EZE, Amazon
DynamoDB & —serviceId/\DynamoDB, ¥ FLtARS , iR URL SFEEEH

BETERSHHS
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
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AWS_ENDPOINT_URL_DYNAMODB, Itimm{tscF1E AWS_ENDPOINT_URL AR A LIRS IREN £ Fin

/AN O

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

B2 —MlF , Amazon Elastic Beanstalk H—serviceId/Elastic Beanstalk. ¥§ Amazon
Web Services RS IRRFET API RE | NrEZEKserviceldBR AN TXEL , HEMBEFEKE,
NREFATHRSHES , HRMIFEZERN AWS_ENDPOINT_URL_ELASTIC_BEANSTALK, BX
BETRFSHVAERREZENIIR , BSRESETRSHN SRR .

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

FAHRE config XHEBix S
HEHE config X#HH |, endpoint_url AFFEMLE AT EHI AL,

« endpoint_url B profile FIEEAMEZIK AL /RS

 endpoint_url #E7 services WAFHBRSIRAFEZERT , iR CEA TEZRS K HB
BR, BRERE config XHFHEN services THIFMAER , FSH BE 4K,

LLTFRBIER services EXKRELE AT Amazon S3 WEE T RSN A URL MA T HMRAERS
HNEENZERRA

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

iﬁ/\ﬁﬂ XHAUABZNRFEERS. tRGIRA AR — B &4+ Amazon S3
BRESBENLHT R URLs » Amazon Elastic Beanstalk Amazon Elastic Beanstalk &

—serv1ceIdAElast1c Beanstalk., #& Amazon Web Services IRSs iRRFE T API 1

B FEZEHKserviceIdBFMATIEL , HEAEF/NE, Hlt , RFEFIRFBHATH

elastic_beanstalk BEFBELIZEEZRS elastic_beanstalk = , AX services TiH

EFANMERSFIRFZEANIIR , B2 REE T RS IE SR IRE,

[services testing-s3-and-eb]
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s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

‘RSEE T ARESNEEXHPERM. Fl, BB AHEE R H M E B SR 1 AT bUE F 18

Bl services EX :

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

FHAETACHEITIEEEXHHIERERS

MEEHWEEXHEEETACGHNEIL , MXEZIIRET IAM RABEINEEN source_profile
SHEEN , WAAXTESNEAMEEREXHNERSFRE, EREAXKEACHNEEX K. f
m, EFANUATHE config X # :

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws
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MREFANMNANERBHERE S EA Amazon EC2 , MK s #EMT Ahttps://profile-b-
ec2-endpoint.aws, MRENKBEEME MRS EEER , Nk LFTEFEREMEESE
B, ZHATSBNIEREXH A PELNELRER. EF2RHANEEXH B £ , BEEEE
FEBEH B FiRE endpoint_url, BX source_profile REMEZEL , BSHKAARE
iEREE,

RERVE TR

ZIEERENTURNER , B8RS RAE—NMESREERA. XTFNALERN APl @A Amazon
Web Services RS , EA L TIRFRIEZFE :
1. ERBHERESEFIHAF LRENEMENREELETFHEMETMIRE,

« X¥F Amazon CLI , X2Z--endpoint-url@ SIS HIRMMNE, T SDK, EX P EATLRA
BIERHI{t Amazon Web Services IR BEF IR EEXN RITIREN SN,

2. ARETRSWIRETERMAE |, 5120 AWS_ENDPOINT_URL_DYNAMODB,

3. AWS_ENDPOINT_URL £ Rim SR ETERHENE.

4. % endpoint_url RERHMNEREERE config XKW services 2 PHRZFRRFFZ4A
To

HEZ config XMW profile FEEIEEMN endpoint_url RERMHVE,

6. & EAMA Amazon Web Services fR% iR URL BVEMER AR = URL,

Support Amazon SDKs by 1T &

LLTHRA SDKs XEFARETFEH RN INEEFRRE, FIESRoHINEREEXEH, EHAT Java®y
Amazon SDK 1 ;& T Kotlin #9 Amazon SDK M — X33 JVM REBHIRE,

SDK X BARNEZER
7

Amazon CLI v2 =

SR T C++ 9 SDK &

BEHAT GoV2(1.x) W SDK £

FEATF Go1x(V1)WSDK &
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/

Amazon SDKs f1T& SEE™

SDK X FEXHEZER
B
ERATF Java 2.x B SDK =

FEHAT Java 1.x By SDK

7|

FEHAT JavaScript 3.x WE4E £
FEAIEQ

FEH T JavaScript 2.x ¥ SDK &

&R T Kotlin 9 SDK =
&R T .NET 4.x 9 SDK =
FEAT NET 3.x 8 SDK =
EAT PHP 3.x # SDK B
$EHF Python (Boto3) #Y =
SDK

& AT Ruby 3.x 9 SDK =
EA T Rust # SDK 2
ER T Swift 8 SDK =
ERT PowerShell Vs NTE &
EAT PowerShell VAT E 2

BE T RS B9 im SEYFPRIRRF

BRMAUREMLER TRANIPAFHEE , HEH BET RSB RS,
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https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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