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®H Amazon SDK flT &,

o FERAMIEHTEMRIE Amazon SDKs #i5[A] — £ Amazon Web Services RF#ITH AN |, 1
ELNRBRTERNMFER Amazon #1T &G KIUEHN,

« Amazon SDK fITERESE - FAIETATEARUENEENIE(LRENSE,

« Amazon BRI R % (CRT) FE — JLFFIE SDK & a] A H = Amazon BAETI RS (CRT)
FERLR

« Amazon SDK F T E 43 B HE Amazon B F AT ES (SDK) MITE ( BREBINYWEH
(10T) SDK ) K HJEC/= ik 31 0 1) 4 37 IBU SR M hiw A< 422 31

X Amazon SDK MITESEZEMEERNERTEA SDK MTENERE, BRELRHENEMESR
S\, ENEREEEERAN SDK RTENKEER. UTR SDKMIE , HhEsREEPHEX
MEES

MREBIEHREMFER : AP EEERNIEDE
« {FfA SDKHKIE Amazon SDK M T B 43 R
« Amazon Cloud9 Amazon SDK 1T EM < RHElE

* Amazon CDK

* Amazon Toolkit for Azure DevOps

FEAMN T EHITH MU Amazon SDKs i a]

» Amazon Toolkit for JetBrains Amazon SDK T A4H BIE

 Amazon Toolkit for Visual Studio

 Amazon Toolkit for Visual Studio Code

» Amazon Serverless Application Model

» Amazon CodeArtifact

» Amazon CodeBuild
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MBHRIEEMFER :

Amazon CodeCatalyst

Amazon CodeCommit

Amazon CodeDeploy

Amazon CodePipeline

Amazon CLI

EAT C++ 9 Amazon SDK
EAT Go 9 Amazon SDK

EA T Java B Amazon SDK

& A F JavaScript B9 Amazon SDK
& A T Kotlin #) Amazon SDK
EAT .NET 8 Amazon SDK

3B AT PHP # Amazon SDK
& F Python (Boto3) B9 Amazon SDK
i& T Ruby By Amazon SDK

3B AT Rust 8 Amazon SDK

& AT Swift # Amazon SDK

Amazon Tools for Windows PowerShell
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Amazon SDK fl1TEN £ FEE

£/ Amazon SDK FlH ftt Amazon FEA G T E ( i Amazon Command Line Interface (Amazon
CLl)) , A LLE Amazon RS API #1TRE, BR , EEEHMITIHRMEZR , XPERAMITERD
BRIEMENEEKEE SDK I E,

XEFEETEUTEM
* i/\7JIJ API EIJIJ-.IFHEEIJ 1IE1|:| /B0 :LIEFE ?ﬂﬂ‘.?.‘lﬁl Amazon HE%%%&H:IIE"J}[-%*O Amazon ﬁﬁﬁ lﬂﬁ%%«

BINENEH , ATURREZHXNVNRREE. RE , B UEERFERITHLERE.

- HiEEFMES AT HH Amazon CLI 5 SDK ZIfAIAEEE R, FiFREEBMITLL (K% B EHA
Amazon [REImR ) SR a{a #E R = 8 R R o

B SDK HITEHXFZMIKR , BUUAEAXERBEREHRFEFNFZIUENLRESFS . BLEXRERR
SDK ST EFIIMER , BAAS1ZT A SDK XX , WA 7 @ ER %5 %,

AT RBAEZI , Amazon SDK MITEXEXFHRAF I T ERRNELRE : KTFNEUTE
i

FH

- FAHEZEM config # credentials X ## 1T Amazon SDK 1 TE£/HEE

o EHRFMELX Amazon SDK I TEMHE config M credentials XL E

- FERAREFEHRIT Amazon SDKMITEL SHEE

- A JVM REBEM#H 1T EA T Java B Amazon SDK # 5& A F Kotlin 89 Amazon SDK £ FEE

FRAXZEM config M credentials X4 # 1T Amazon SDK f1T
BE4BEE

HEZH Amazon config Ml credentials X#HRE TN Amazon SDK M TEEE FHRIENEE
MEEAAR.

HEZMW config M credentials XHBE—HEEX 4. REXHH—HBENFEANREREH

B , #t Amazon SDK, Amazon Command Line Interface ( Amazon CLI ) AR EM TEfFEH, BEE
MMBEES D , UEEFERZEEXHMNERE SDK/ TENRELEFHE, XEXHRHEN , BX

XEEANAP KRR FNEANARR, RER SDK £HK.

HEconfigX#McredentialsXH 3
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HEconfigHMcredentialsXHHRAX AN M |, NEE ASCI ZF (UTF-8 4wi3 ) » BA1X
HBEEMA INI XHHFER.

B B M A

HEXH config M credentials FHRESRHENEEXHHEXEK, TUEZXGFELSME
EXH , NSIBFERRFRAEPNANTERERE,

MRREERFENDE [default] BENXH , NZEEXHESH SDK A TEREFRANE. £
AU EEIMMNEE XM , BUIREHARS| AXEEREEX S, SNERENXFETURENAREF
BENFBRFEATENRENE,

(® Note

[default ] RE— MRS ENEBEXH. HEEXHZAFUGENdefault , BENMRA
FRIEEEBYA  NER SDK FRANRARE 4, BT L REHREEHRIA
. MBHE [default] BEXATRETREE  ARECSRETHPAMEE Nk
ERGERET N T AR BEAE.

RE WA BB

[default] BEXHAMS N R BEENHAUER M X4EHRLEF, EANTRENRERE SDKHT
BESITRBNHEAREXHPHNEMRE., AERTUERBPHAER Amazon CLI BTk
BREEXH,

B EEULTEE — KB E L IHEE
AWS_PROFILE - RET 8

BUFSEBEREN TG EREHRBINE | 77 SDK RBR Amazon CLI S H5EA %E
B R R,

Linux/macOS BE tr T TIREFETEN R :
export AWS_PROFILE="my_default_profile_name";
Windows B G S {TIRERETEN RH

setx AWS_PROFILE "my_default_profile_name"

BB 4
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aws.profile : JVM REE M

3F JVM EEATF Kotlin # SDK &M F Java B9 SDK 2.x , &AILLIEE aws.profile REE
., Y SDK QIBIRSEF iRt , FaEAWEREXPHNRE , EZREERBPHEENE
RERA. EAT Java 9 SDK 1.x FXHILLREE K.

(® Note

MRNARFUTETEMNARFNERSSHEL  BRINBUESKREAEADEREEXHM AR
BB . HMREHIEM Amazon NAEFHS BEIRIMIAER X4HHEERE, FHit,
MREMBAEFTENARFNRNEEXHS  WARSELTEPREWEMNARF. NLE
HIXFER , FEHEN config XAPEL - BRENH  RREARBPREZS
BEEXH , NENARFHERAZGEERENSF. WREHMED S BB X9 1ER SR
BHNARRF , WA AEATREER JVM REBEMKRREZDBEEXH.

P B SRR

config XHFHAAZANTH, TRE—IGFENRERES , E—ERFZINBRE — M EITHLE,
config MH4BEAUTHAMNMA XA

- THHNMBESLRBEHEXHA setting-name=value B —fXF X,

o AIBLBE UAHESFR (#) FFAKERET.

SE 3l

TEMRFEMNATREESHNT. TENTURES ([1) FANEE. FESRE-MTRER
RRFMZTHBEENL R, TUAERAFE, BF. BEFFF (-) MTH% () , BFEEAZER.

KA : default

=+

TWEMNAITRA : [default]
[default] RHE——NTFEE profile HHRAFWE E X4

THHRBNE—NE [default] BEXHHER config X, BRE TregioniRE. %1T72F
WA REH TS ZEEXHF , BEFEES M TEX AL,

BB E R 5
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[default]
#Full line comment, this text is ignored.
region = us-east-2

TiEE : profile
TEMNIT B : [profile dev]

profile WEXTR—NMEAUNAIFTRAFRZIZSNBERES R, BEEFE THaBEEXM
ESRBIEX TEEXHRIED .

LT ROIBRT —ANHH profile WEXITMWAEEXH foo B9 config X, ZITZEMNAA
REFESZHEEREXHT , BB S - TELH L.

[profile foo]
...settings...

REREREHCHBREFREA , U T RAIPH s3 RENFRE, BIBFH - PRSI EHRFF
RESHMEREK,

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

KA : sso-session
TENXIT R : [sso-session my-sso]

sso-session WEXITWE 7T —HIZRE , BFAX LR ERE & i & X4 AN EA Amazon IAM
Identity Center B Amazon £iif, EXEERAEREMRIINESZELE , FSH £/H 1AM 54
/0% Amazon SDK M1 TE#THHKIE, BEXHEITREXN S sso-session T, HA
sso-session R4 , B sso-session TEMREE , HlW sso-session = <name-of-sso-
session-section>,

UTRAIEBET —MEXH |, ZEEXHRFER ‘my-sso” AT HEFREL “111122223333" K~
“SampleRole” IAM B &1 EH Amazon Zif, fEprofile¥ i , A sso-session HEARB 5|
H “my-sso” sso-session T,

[profile dev]

BB E R 6
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sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

THEA : services

PHEMNITRH : [services dev]

(® Note

servicesWEXEFRFBENRKRABEN , HENETSILINEEN SODK MITEHRAH, EEF
WIhEER BE A T &M SDK , 2 Support Amazon SDKs by #1 T B B T RS 45 E K %

/AN O

services FEMNITAE —H N Amazon Web Services [REiEREEBEBAEN A HNiIgE, BEX
BB R EINEED services T, HA services 2%4f , 8H services THMEME , 0
services = <pname-of-services-section>,

services i#& <SERVICE> = 1T#—F o HZ AN/, Hf <SERVICE> & Amazon Web
Services BRS #FiRE. Amazon Web Services B % #RIRRFE T API FRE M serviceld , T EFEEF
FIEZEREBRATNSL , HEMEFR/NE, BX services THEFRAMNAERSIRZAFRHANT
=, FEHRABETHRSZSNHEINTAT. REMAFTZATERRENRE , BMRERIHRIT , Fit
AN,

AT RplEAservicesEX KRB ERR , £H/XA T @ Amazon DynamoDB RS & HHVE R,
f£"local-dynamodb" servicesT A , Ffservices AR B M5 Aprofile¥, Amazon Web
Services FREFRIRFF AR dynamodb, Amazon DynamoDB RSN M1T dynamodb = F#. &
HERNEAEHTHISEZ NI TH , HEATIZRS.

[profile dev]
services = local-dynamodb

[services local-dynamodb]
dynamodb =
endpoint_url = http://localhost:8000

BB E R 7
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BXEEURARBNESES  BSARETHRSHHEA
ANS G g L

credential sXHHMNBESconfigXHEMNIER , E—NTFRRREXHBLT2UE
WprofileFk, EARSZANEAREXHEMEE, UTRIIBRT —NMNrEBRREXHT
foo Wy credentials X4,

[foo]
..credential settings...

REUTHEARNBH RBBNIRE S EEFME credentials X

A : aws_access_key_id, aws_secret_access_key flaws_session_token, REHAILUF
XLERBRIEREZM config X#H |, BERMNEBUEFXEHBNEREFEELINN credentials X
., ¥ WBEXE  BUURNENXHRESEIHNR,

TEHRBFANE—NE [default] BENXHMWER credentials X, TRIERE

aws_access_key_ld‘ aws_secret_access_key # aws_session_token £F/iRE,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

TRBTHE credentials X EAMEREXHER default” , M EMREH NS conflg
X4 EEHRER XM HEMNEARESEH, URFANXGHBERLEZHEE B MHNEEXHFHNE
MU AP B4R L 5o

BEHRFME R Amazon SDK M1 TEWHE config F credentials
XHE

HZH Amazon config M credentials X#HEFHANAKXXH , HHEE Amazon SDK M T EHE
EfR. XEXNHELNFRPRBRT , HEEZIMEPRIZEITH SDK 5B Amazon CLI v B 3)
FH. flan , £E B2t EHN. ERTE Amazon Elastic Compute Cloud 3£l £ FF & B,

Y SDK HITEZE T , FEREXENHHNBAETANKERE, MRXEXHEHRFE , U
SDK S T E 4 Az 62 —NEA X .

RANBRT |, XEXHATERN home AP XHRTERN . aws BXHEAF,

FAE AR 8
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BERS XA BRIALE R B
Linux  macOS ~/.aws/config

~/.aws/credentials
Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\ .aws\credentials

x B R

~ RE TSR T AT B REH -

. ENBENTFR

. BRI/ SFARENI WG, 7 Windows |, ~/ 7 ~\ HEBFEEE .
EREXERN , RELREUTEE :

(FAE¥A ) HOME IFET 2

« (Windows ¥ & ) USERPROFILE ¥} EFZE
( Windows ¥ #& ) HOMEDRIVE #1 HOMEPATH B2 2/ &iE ( $HOMEDRIVE$HOMEPATH )
(E , BIE SDKRIE ) BET SDK R EN EHREBITHHBHEE

mERE , WRERBRALEETAHAFNEBR (HIW , ~username/ ) , NSFHEHBWNEERNWAR
BWERHBBEF (HIW , /home/username/.aws/config) o

EXE R RIAMLE

SR AE R B\ T HE— 5355k % SDK T B MELK L H L,
ERAREEE

AREU TRERR , XA EREHARANEE SN B ENE -

« config XHFEZEE : AWS_CONFIG_FILE
« credentials XHEZEE : AWS_SHARED_CREDENTIALS_FILE

X B BN °
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Linux/macOS

A LUBE ZE Linux X macOS LETA TS HSRIEEREALE

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows

BRI LB £ Windows EIE{TA Tsetxm B RIEER ANE

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

EXFEANETERERENEZEE , BSREANELZEHRTT Amazon SDK I TELFEE

A JVM REB M

FFE JVM EiZTHER T Kotlin 8 SDK LARERF Java B9 SDK 2.x , A LAEFIRELLT JVM
RERY  FXEXHNNVNERBEHNRINEERXNEENE :

- config X# JVM R4 B : aws.configFile

« credentials XHHEZE : aws.sharedCredentialsFile

BXMAEE JVM REBEMMNIHEA |, i3 [@the section called “tIAEE JVM REEM, EAT
Java By SDK 1.x X% xl&%éﬁﬁﬁo

FRFETEHIT Amazon SDK I TELBEE

HEZERMTHEMEM Amazon SDK MITENEEEERTMFELENN -1 EH, RREEBERER
Zliﬁiﬁi/l\ﬁ% BLEXHIRFHRENRINBEEXHITIEERXA. BXRAZH SDK XIFNHREEN T
x®,BSHR REZEEIFR,

IRTAY 4 STl 7

- MREBHEARETEEERE , WeHBEMHEE Amazon config M credentials XHFNEL
MY EfAI{E



https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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« MREEILE Amazon CLI B TT LERSHEEE —RE  WeHEREXHHBEZHNTRE
B S iE XA AV EAE.

MR EREEE

THEHHN RGN EEMEAAT A RAAFEEFREE,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQOEXAMPLEH4ao0AHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

I

RENRZECERNEANE , BER Shell 2FELERFETEHZEBRENHME, BIKE shell
MEIMATIRETE  TEEEEARNSIEPRET N,

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

C:\> setx AWS_SECRET_ACCESS_KEY wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

fef set

RERRETELCFTFRAEANE , EFNDTRIANRESR , AFEI L ZEERE

NEME, £H setx REPREEBREFRHN SR TR AFRXBFENEZTZH T EUENMAD SR
AMISEFEANE, EF FWESTZHTHELETHHEMET shell.

PowerShell

PS C:\>
PS C:\>
PS C:

\> $Env
PS C:\>

$Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
$Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

:AWS_SESSION_TOKEN="AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401
$Env:AWS_REGION="us-west-2"

MR PowerShell B RF FRENELE (MAIENRAFR) , MMNREFEYITSFEFLERNE
W{E. EEPA PowerShell MIf TRAFRXINFFFERRETERERFLE , BEARSERSP

MR ERR T8


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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NRGPARFRE#EZTE, 3FE , S UEDNERFINE PowerShell B & X4k 7 FRH
FiB PowerShell 2 FREZEE, AXFEEIRTEIBEQXEREFCINESER , F5H
PowerShell 3X#4,

ERFHHREREIRE

MREFEALTRSBREATH R , WEFEMREMZTZENET, RIBFENESR BN ERXLE
BAEFEITHRBEATANRKBRETNTRMEERE , XEFHRELL

g0 | A Amazon Lambda A EZREBRETE, BXEZEELR , 55 (Amazon Lambda FF 4 #&
™Y BMEH Amazon Lambda BT E,

EERFZHERF , BEUERRRETHWREERHATH serverless.yml XHHIEE SDK IFE
TE, BXiZ serverless.yml XHWEER , BZHRLRSH|[ER XTI ENPEEERE

ZREEABHIFRRZERRIPELE , B - LEXEABTHRE , flE ELNSTRHREHE
L8 B Lambda iEXKHNEE, FSHLEANFARSFNE A XY , MAENALERERTEUARRR
FHEAER S,

FH JVM ZEEMHT EAT Java B9 Amazon SDK # EH T
Kotlin B Amazon SDK £ B Eiti&
JVM REBMRM T HE JVM LZ17H SDK ( Hlan A F Java B Amazon SDK F EH F Kotlin #9

Amazon SDK ) EEE EETAMEIEN S — M A%, BXx&f SDK XM JVM REBMHNSIK | B
SHRESE,

IRT A 4 ST

- MREEFEH IVM REBMRIEEEMRE , NLBENRETEPRINWNINEEZMN AWS config
M credentials XA NN EME,

- MREFARETEEEEMRE , WBENLZM AWS config M credentials XHH N
MY EfAI{E

AR E JVM RER 1%

LA BEZR A ARE VM REE K.
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https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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BEREIT

/A -D FXAA java BORBEIHHITRE VM REEM. BRIEERBHERBZZE , B
TS RRE RS EFiH#H{T Amazon Web Services X8 £ REtE.

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

MRFEREZN IVM REBMY , FZRIEE -D Ko
ERAMRELZE

ﬂu%ﬁ%iﬁiﬁrﬂﬁnﬁﬂ% JVM RizTRAREF , WA LAfEA JAVA_TOOL_OPTIONS RiEZ 8 KER
B DTk, XfhEEXNTFE Java iz 178 EZ1T Amazon Lambda BB EBRA R JVM Hiz1T71X
BEBTIEEEA,

BRIEERBPEXNEBEEZIZE , SN T RO RE RS EF % T Amazon Web Services Xig £/F
BE,

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

RE E%EEKEFHE’JE EX Shell 2 EERUETEFZEEBRENHME, BT shell
E’JFZ;’JHHJZIKEF&E , AIEZEBERKRNSEPREETN,

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

A set REFEBELEQCTRFANE , EFYIWTRIAFIEER , IEEIENZTERE
NEME, FH setx BB REERCERYIBSTRIAFRENEZETZG S EAENFETSR
TESERFERANE, EX FMEETEZOSHNELXZTHWEMEG S shell,

EE1Th

B L ER LT ROIFTREY System.setProperty A% , BIRBEETH LIRE JVM REE
8

System.setProperty("aws.region", "us-east-1");
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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/A Important

B JVM RERE M EMIEL SDK BREFFIRZBIRE , BN RS & i AT e fE A H At
E.
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FERAMN I E#ITE BRI Amazon SDKs fif (4]

EFF X S Amazon DK R ARRFREAEFE A Amazon T EEF Amazon Web Services IRSS , %I
ELENREHETENSHRRIE Amazon AR, BB FAEMNAREEX Amazon BRI RIZ 5]
R, EAREURTFRBEITHIREN A Amazon 1R FR,

DUTSamMBEITREEEN -y, XEWKE , BIMEMEEESRNEZEcredential s X4 Amazon
config#I3X ¥ , 8K Amazon SDK ;T EF B XU HERZE BRI %,
EEREMNAREFREB ARG E

R — M5 ERRKIE SN BARER A Amazon H AR,

YRR E1E Amazon Web Services RS ( HlIILS# EC2, Lambda. Amazon
ECS. Amazon EKS & CodeBuild ) iz {788 ?

MRENRIBE LZ1T Amazon , MIERA LB RBEENNARRF. fl0 , BRRENNAREFE
Amazon Elastic Compute Cloud 3% , #EE —NMZERXEHN IAM A€ , NIEHWNARFNS
BEIREUEIE. BE# , NREFEH Amazon ECS 5 Amazon EKS &8 , MIASRNETHRIEB I LLZ
SDK WA R E 5 B RENZ IAM B BB EIL,

E7£ Amazon Elastic Compute Cloud 3241 Fi=1T4888 ?

A IAM B EEZE| Amazon EC2 W AREFHITEHRKIE— A IAM A1 Amazon EC2 3£l
tREMEITENNARR,

YRR TBTE Amazon Lambda EEREN 2

YRGB Lambda AT , Lambda 2812 EERENRNHNITAR®, AE , Amazon #HHF AT E
SR ITEFEZETHEN Lambda W THE B A NZE| Lambda B IAM B,

FEHNRBRESELDHHEMARR[RS (LS EC2 = Amazon Fargate W 5i# ECS £ ) ?

FERESH IAM A&, BXNEE—MESAEHE Amazon ECS FF5EVHIEEZAR, AE
Amazon SDK i T E 4 B EREZTHE Amazon ECS T#HiEL BAESH IAM A&,

E 7 Amazon Elastic Kubernetes Service Fi= 1T ?

RMNBWEFEH Amazon EKS B284 514,
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https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task_definitions.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
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EE  MRBINAERZKFE IAM A (IRSA ) AJREEESEBMIMSEER |, i55H (Amazon EKS A
P PR EKS BEE4A 54 IRSA,

R BIEIZITS Amazon CodeBuild

BXEER , BSAEHETEHIERK, CodeBuild

E £ H it Amazon Web Services BREFIETRE ?

B2 F % Amazon Web Services FREFH T8, HRE LE1TRIEBE Amazon , SDK Fifig iz
55 7T LA B 3 79 YR IR BN il 4

BRORBINAREFHETES IR Web AERF ?

NREEEEFRZLANBINABRFHETEF IR Web NAERF Amazon , IBHR KR NARE
Fr, EHBEBER Web BXE S HRIEFSERIGE Amazon Z2iIEF.

FIA Web BRE SHRIE , EFLAEEREEENEZABIEEECWAFR M. Bk , NARFAR
AIAERAANBHNISEBIRME (I1dP ) ( HI70 , Login with Amazon, Facebook, Google SR{F{AE it
OpenlD Connect (OIDC) AW 1dP ) BF, I BRSMRIETE , AR Z TR N MRS
PR IR Z£iIE$H Amazon |, ZIEPEENER SR ERERLN IAM A€ Amazon Web Services IKF o

ETHNANEN SDK R TE#HTEE , HZ6 £H Web H4 3 OpenID Connect X A & &K # 1T
Amazon SDK f1 T E & A KiiE,

BXBHNAER , HEER MR Amazon Cognito, Amazon Cognito £ & EIEFREBREFH NEST
BRFZHAEEHRIETE, BXEZEL , H5H IAM AP EREF KN Amazon Cognito i F B3I M
AR,

EBEERMFRZEMESITREE ?

BMNRWUEAES A ERERTS BRI Amazon SDKs MEATE ,

EETREBNRESDRILREZE , £ Amazon B ERERFAF X ITE (0 CL Amazon |
) BWIREHE+H, Amazon Tools for PowerShell Amazon SDKs

R IEAEF B 5 O0H 1T Amazon K15 1R]

MRESELENAE and/or FEEEE A T1HENRH Amazon 1K , EEA IAM Identity Center Xt
Amazon SDK M1 TE#{TH MK, FANRELJZEKEK , FI1E Amazon Organizations & IAM

Identity Center L& EFAREEFTH Amazon KRG RIXBR. &R ELFE IAM Identity Center #6122
P, £ Microsoft Active Directory , £ SAML 2.0 B3R ER (IdP) , HEFEH |d Amazon P
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https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/eks/latest/userguide/service-accounts.html#service-accounts-iam
https://docs.amazonaws.cn/codebuild/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
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BHEKAIKS, EEELMENHXESXE IAM B4 |, E30E /8 IAM B4 503 Amazon
SDK 1T E# 1T 5 4% E Amazon Web Services —i8SZ 5 # IAM 4R 0KRiET S B,

MREEESTHREMSFHRIESN

B2 - IMURRER IAM AF |, ZAFENsts:AssumeRolet AW ERE®, RiE , FARNEZA
Fsource_profileiREMIRE , FENMARBBEENDELE,

A UESHRETESLZTEIUXHFEAIEE IAM Amazon iE$H, HSRERSHETERHTE R
iE Amazon SDKs f1T &,

AE  NEDERZINRESR | BUUZEFEHKBER#1TEHRIE Amazon SDKs FflIFEFA T E,

BEXRMRERS/IERE VM ( HlIM Amazon S3 EEIFHE A Amazon S3 RS S |, =
HIBR =M Jenkins ) FETHRE 2
EEA X.509 & IRIED ?

£ : S 5# A IAM Roles Anywhere # 1T Amazon SDK #1 T E# 5/ IF, EALA#EA IAM Roles
Anywhere £ IAM AR EATZTHRSER. RENNARRFSE TEASIREIGN Z£IE$H Amazon,
E£ M IAM Roles Anywhere , B TEREXTER X.509 iEH,

B R T2 EET RS B H1RMEE ( HIE0 Microsoft Entra 5 Okta ) RiER IRt Amazon ZiE ?
 ERAHESIEREMASE

FRHESITREEEETHNEIREZI. XERSEARESFERAMHB T ESAEARRIEIE , AT
BEfE A sts:AssumeRole EEGRA IAM A6,

B FRBEREANIGEES Amazon Secrets Manager

{6 B @3 5E AR IS ATES Amazon Secrets Manager. B <3REVEHATH ) Z4AH0ETN |, 2150 <IAM B
Fi8m) PRIERERZEEIE, BXRFHEEEEEIENED , ESE Amazon R Z4H.

WA LA RIX L EIFZ 2 b M Secrets Manager ( HHPA[gEFM T EEN~ZHIETACHKEE
iE ) REEZHWNARERNR.

REANE=FITEFTEEE Amazoni ?
FZRAF=ZFREERENXY , TREXKIEILENGEES.
MREB=ZFRUEFZIERMEY | BB T 2T AR FEIE ?

: EAREEEMIGE Amazon STS iEH,

WM ARFAE S RIS 17


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access.html
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TR . FRAFHENZNZAETESTORSEHRER (ZEFR) -

BB A

£ Amazon SREHIZITHRBN 5 B RUE S %

MREHNRBELIZEIT Amazon , WEREBTUBEHRELEENNARR. flN , REENVNNAERFRE
Amazon Elastic Compute Cloud L% , FEE—NMZERXEKN IAM B& , NEHNNARFNES
B REUEIE, B& , tREFEH Amazon ECS & Amazon EKS &8 , IR ASTHRBALZ
SDK WEIF R E B REN 1% IAM ABRENFKIE.

- /A IAM AEXEEE Amazon EC2 WNAEF#HITESHRIE— A IAM A&7 Amazon EC2 3%
Bl L 2 £ HETENRARF

« ZBAILBELT AR Amazon A IAM BHFLUERFREZRE :
« Amazon CloudShell A F M1 & &1=1T Amazon CLI f5%,
- ERHNREFRBANREET=HMMEZR , ATAEERMEA Amazon CodeCatalyst,

BEET Web HEHRHEERITHHRIL - BHHETEF KN Web NARRF

NREEHEVEFELRNBINARFIETEF IR Web MAERF Amazon , BHRER N ARE
Fr, EHEEBER Web BE S HRIEF[ERIGE Amazon R£IEH,

FIA Web Bx& FHRIE , FLAFEREEENEZABREEECWAF SR, Bk , RARFAR
AILAE BN F R EE (1dP ) ( I , Login with Amazon, Facebook, Google S{EfIH b
OpenlD Connect (OIDC) # &M IdP ) &%, 1A LEKRESRRIETHE , AERZSERF ZRS
FE IR Z 2+ Amazon |, ZIEBEERER RN TR IAM B Amazon Web Services 1K,

BT HENM NG SDK S TEH#HTEE , SR £H Web 513 OpenlD Connect XA B &K 1T
Amazon SDK #1 T E ) & A RiF,

BEXBHNARERF , HZE A Amazon Cognito, Amazon Cognito £ B ZIEREBEFH NEST
RIFZHREEHRIITIE,. BXEZELR , FSH IAM BFPER I Amazon Cognito B T35
RAEF.

A (R Amazond ) ETHRBH HAKIES X

- FREHAZEHTEHREIE Amazon SDKs FIER T E — WIhEEA S Amazon i S{TREM T
BfEER , PowerShell # A ZREARIFNER , XEEREEATAEFLITE ( Hl0 Amazon
CLIl, PowerShell #1 AmazonfiT& ),
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https://docs.amazonaws.cn/cloudshell/latest/userguide/
https://docs.amazonaws.cn/codecatalyst/latest/userguide/welcome.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
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- A IAM 5405 Amazon SDK M TE#HITESHRIE— ENREHKESEK , BATEW Amazon
Organizations & IAM Identity Center Bt & £ K EEFTE AR5 EHR Amazon Web Services
WK, RE]LAEFRAIZ AP Amazon IAM Identity Center , £/ Microsoft Active Directory , £/
SAML 2.0 3145 (IdP) , HEFFRW IdP BIEXSEIH P, Amazon Web Services KPR EEF
BRI X 2B X IAM Identity Center , 55 Amazon Web Services —f#%5#% H# Amazon IAM
Identity Center £ i = A B &8,

« f£/ IAM Roles Anywhere # 1T Amazon SDK #1 T B & A IRiF— R LAEA IAM Roles
Anywhere 7 IAM R AENBEZTHERSSE. BRNNARFEIEABRRRIGN ZEIEH
Amazon, Ef£f IAM Roles Anywhere , & TERE A TER X.509 i,

« £ Amazon FiEX A A ®R#HIT Amazon SDK T E# 54K IF— B LUIE IAM & & KIEeT
R RA R BET LT R Amazon #iR.

o {E Amazon 152483 1T Amazon SDK fl1TEW B4 IIF— Bt AR A 5 {E =k ] 8218 hn
Amazon FIRZEZ £ XA,

BXRFHEENESES
| AM BFERESE U TEXRZ2EH Amazon BIRARIMNES

- IAMBE® (AP, ARFEANAE ) — THEHPFHHEMEIR Amazon,
« IAM L2 HEXE - BEFTEHEEXTF X Amazon BARFNNEFRNZEERIL

Amazon Web Services —fix5Z& EE L TEM AR :

« TEEFIREUVERY Amazon FiE - 2% & M A4wIE S X 5 R 8V 15 R B 4R IE T B I SRk

£/ 1AM Identity Center AJ{S F{24£#& ( TIP ) #4315 R Amazon Web Services BRS

« fEF TIP #4157 Amazon Web Services fR55— IR BIEFE N Amazon Q Business i H it 7 3& [
EEERENERFSCENARER , ABEEMER AR T Java ¥ Amazon SDK = & A T JavaScript
B Amazon SDK , M ATLAEA TIP @4 RIRB R BARUKLE ,

Amazon ##E%& ID

{£47] Amazon Web Services I {RAJEEC LB RBEC/EHN Amazon WEE ID b . BR
Amazon Web Services I X /REOIZEM Amazon BEN BB/ HANXIERRIBEHEZSUR |, BN

Amazon ¥ZE%& ID 19


https://docs.amazonaws.cn/general/latest/gr/sso.html
https://docs.amazonaws.cn/general/latest/gr/sso.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://docs.amazonaws.cn/general/latest/gr/aws-sec-cred-types.html
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Amazon #J## ID KKRIRZ—MME. BRI SIEAE R Amazon ¥JE#& ID SLERIFF A FE T EMAR
%, filan Amazon Q Fl Amazon CodeCatalyst,

« 5 Amazon ¥#E#& IDAmazon B AFEREE SR — THRITSIEMEER , Amazon EE ID
HTHRAERES ID BEHHIAE,

« CodeCatalyst#}=- Amazon #% % ID £ Amazon CodeCatalyst fi 155 - 7 & a4
CodeCatalyst £ Amazon #Z& % ID.

FEAES A EREHITEMHEIE Amazon SDKs FifEA T E

EARIRER HMIFAmazon it ERZIFEFRFF A Amazon MARFER |, BiVFERIES S Amazon £
FRMEEITE, IREEEFEABENTS#EMTTEZ (Amazon EC2) 22K Amazon BiR#ITIF K
Amazon CloudShell , HATE WA RN MIZRSIREGE S,

B A LUET IAM B4R O0RTEHRIEFER IAM 54 50X Amazon SDK F T E# 1T 54K 1T,
kTR ALREER TIHRNRNERSZE , FES A Identity Center,

WA TR

FAREAEREFHIT Amazon Kb & A FEERAIER Amazon BRI H & B FERURRE
FRiEE Amazon BRSs. EE TR ER/MEHARIEFREZS , Amazon £RER T PowerShell 48
WA ETE (fl0 CL Amazon |, M ITE ) MIEEHEFH, Amazon SDKsLLIIEEMR{L TELEMEE
Amazon CLI ZiEWERE , AHRELFERRERFARIEIMAEEEKBIHRIZHANERLT.

TiRE  BAUEREDRKARESRCEZNRIES., IAM AFRSHRHEEMRERNERS S G
J&‘fT%ﬁg_LlIEo

WRE SDKs ATFFH X , SDK FFRfFE8 S 5 A IS 8 iE B Amazon SDKs # Tools #rAE{LEUF IR
B, BHAUEEEZREILRHER

Amazon CLI M1 T E#XFEH login e H# 1T S M RIUE , AT PowerShell :

- FEREHAEEREEFEHEIT Amazon Kb FF K
« 5 Amazon Tools for PowerShell A g P & 8 EREF

ERAEHAREER 20


https://docs.amazonaws.cn/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.amazonaws.cn/codecatalyst/latest/userguide/concepts.html#sign-in-concept
https://docs.amazonaws.cn/signin/latest/userguide/command-line-sign-in.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-sign-in.html
https://docs.amazonaws.cn/powershell/v5/userguide/creds-idc.html#login-con-creds
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£/ IAM B3 70X Amazon SDK #1 T E# 1T 5 HBRIE

Amazon IAM Identity Center £3EAmazon It ERFIHFIEHRFF X Amazon MARFE , ATATRMA
Amazon Fif, MRBEFEFEAENL S EEMITE R (Amazon EC2) Z3KH Amazon #R#H T K
Amazon Cloud9 , ZAEWER N NZRFZIREGES .

MRBEAZRFERF M OBHIT Amazon IKFHRINEZEEEHALMN I RINR |, FEEH IAM Identity
Center BRI,

TEARHESF | E4FEIL IAM Identity Center THEIAXPR , HAFER Amazon BRIV, RERNFRG4F
XTEQ T EEEH R Amazon CLl,

« Amazon HETF REFHES IAM HFOLHIML, URL BIERH d-
XXXXXXXXXX.awsapps.com/start =® your_subdomain.awsapps.com/start. &Ex
Amazon WG , BRI LLEE Amazon Web Services IkFF ERNZAFEBEEN AR, LIEMER
Amazon 587 3KIRE SDK/tool & RIS EFFENE B E.

« Amazon CLI ATEREZNHHF AT ESHIE , FEAXNENRBREN API BAEA IAM &4
FOBHRIE, —XMEEELSFHENHEE Amazon config ¥ , RARELZETRBIHEHN
SDK s T EEAZ X,

FRF M

EIF IR 2, BNELTR TIIFR :

o MRIEZE Amazon Web Services IKF | i5)F M Amazon Web Services ik .

- WMRERAKBHA IAM Identity Center , i53Z# (Amazon IAM Identity Center FIF#88) H enable
IAM Identity Center 3B 4 B9 1% BR R 1€

£/ IAM Identity Center Bt & L4275 =\ 17 (B 4 BR
HE 1 BUTH AR A EFRAE A RE

ERL T A2 — KB RIER Amazon iEH,

18 AR ES 1AM Identity Center #3715 (7] X BR

1. #&H {Amazon IAM Identity Center I $#§F) H Configure user access with the default IAM
|dentity Center directory 1% BARY 2R MNA 7 H R INEE AR,

IAM Identity Center &3 181F 21


https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/quick-start-default-idc.html
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2. AdministratorAccess NREFTNATEBFXAE. ik , RNBWEATENH
PowerUserAccess tX[R&E , RIEFCHEZENLEWNGIET BEUNRE,

BIXIRE Configure user access with the default IAM Identity Center directory 2843 i B B9 3 723
£, FEX—XTREWZE :

o FEBE Admin teaml K MEBIE—/ Dev teamd , RAEEHBENSEI o R NIZA,
« BUL\ERAIIEAF , BT ZAPAMEIFN Dev team AR,

« FEBIE AdministratorAccess XRE , MRBIE—/ PowerUserAccess ANBRE , A
BTN R D BN IZANRE,

TRE , BNSRBUTHEIR

« —/NDev team 4.,
« —/NKtiNZ) Dev team AR PowerUserAccess PRE,
« WA FERIE Dev team 4,

3. BHITFHBXRBEZUEELKN Amazon Web Services Ik FAdministratorzik
PowerUserAccess, 1E#EHZEHN T E/SDK BFi£# PowerUserAccess,

KB4 Amazon AILUEREXEENES F MRS ( Hl20 Microsoft Entra =% Okta ) B 1Ti45[A

Amazon B & S RMEFNNANEZ R, MRENZEERA SR TFEPowerUserAccess ( FF X
# ) R , ME Amazon Web Services i 2@FEZEENIARHNRMNEE, EEHNNBREBMSE
B, AAUERHEXFERAZNREFHHURES N 7R RIED,

BEXSKSMARLFTETENGEER , SINFRNNRELH. MRETHEEZCRABMURSE , BHRR
IT EIRNAST SR# B,

EEZR Amazon ATLUBEE EEEK Amazon 1571 NG #1715

Amazon B Amazon iHE[TFER, NMREHZEE R EBEER T PowerUserAccess ( FFRA
R ) NR , BHEREENGEM Amazon Web Services Ik FIIEHINPRE, ERNRERFE
B, JUEREXERZNBEEFHHUARES G R K/ HIED,

REL Amazon AILLEBLEXEENEK S BEX S HREREHITIHE

BWERZR 1T BT REE,

fEF IAM Identity Center B B LA4mT2 5 =X 5 R PR 22


https://docs.amazonaws.cn/singlesignon/latest/userguide/quick-start-default-idc.html
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HPR 2 BE SDKs MER IAM 540N ITE

1.

EENF RITEY L ZHEE&EHH Amazon CLI,

a. 28 Amazon Command Line Interface A F 38/ H M Z 2= 5 E#HT & FTRASH Amazon CLI,

b. (Hi%E)ERIERSE Amazon CLI EEETT , BHAGSRIREHETZaws --versionds

AL
To

&% Amazon HE[1F, BHWEERESRAL URL , IEEFIIRBISR 1 B IARNRE
B FERHIREZ URL, BIRRE |, FEMNEHER X EIERAmazon 15 ET]F URL https:/
console.aws.amazon.com/singlesignon/,

a. % Amazon HEINFHIKFRTIFH , ERBEENDPAKS . XEFLERENA

FHAE, BREHRBRS , URERIZNRENGTITHREFRZEIE. ERTE W
PowerUserAccess fRIR&E , EERENEE BNV EANRE , LURFSERREA T
Ko

b. BEIFRBUSIEXIEED , %R MacOS H Linux 2 Windows , EABURTFENIRERS,

c. & IAM Identity Center EUE S ELIRENT — NS ERFTFERY Issuer URL A SSO Region
B, X :SSO Start URL AIBAE Issuer URL H¥RfFEH,

£ Amazon CLI S8 SR RAT |, iB1TiZaws configure ssofif, HIIBRE , WAEL—S
FRENE BB, XL Amazon CLI i SHiFAER , S MEMAaws configure sso@$
BEENNANER,

a. XTFIE/R SSO Start URL , iEW ALRIREBH Issuer URL B,

b. XNTF CLIBREXHEN , RINBWEEFBdefaul tit A, BXWMREIEERIA (BH
) REXHREXBERREENEE , B5M BEXH.

( A% ) &£ Amazon CLI s FRRA T , BEiE1Taws sts get-caller-identitydanHH#iA

SEHNREFH. MRIREREEER IAM Identity Center X R,

MREFEHAR S Amazon DK |, iBEEHNFF XM EFR RN EH SDK SIENARERF,

a. XFHELEARY SDKs , EFE A IAM Identity Center B3 RIEZ B , SSO0IDCAATUN H b3k
#a (FlansSSoM ) mMEBEBHNAREFF. BXEMAER , FSRBEN SDK.

b. MREZAEE T XMIG RN Amazon , FEEFEHHEE Amazon credentialsXH#HRE
BEMIBENREAMazon HR%4H, BT 7THERINEIUFRMEESE (EER , £ SDKHITERF
A IAM Identity Center ZiE 28I , BAMBBRATE @SR,

fEF IAM Identity Center B B LA4mT2 5 =X 5 R PR 23


https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://console.amazonaws.cn/singlesignon/
https://console.amazonaws.cn/singlesignon/
https://docs.amazonaws.cn/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
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Amazon SDKs f1T& SEE™

ERATH SDKs T EMMERAMEALEERFTER , BHSME0MHER Amazon SDK M T EH
IAM Identity Center 5 3 1iiE R &2,

BEEERZMN config XHHEE IAM Identity Center IREEEIRE , ESFHAIERHH IAM Identity
Center FiEREE,

R E R &1E

FERIL RN REAL I , H B SDK T EFER S HRIHE R, [ANIHERTEREN S E
K, EEZFENBXRRBIFIERIIFL1E , Amazon CLI E#MAZ1Taws sso loginfi®o

A LAKE K 1AM Identity Center T[] 1P 2B FENE NN RESFFLNE, XQEKESESTE
HREA Amazon CLIFSBEFR 2 ez TREBHE., BXEZEER |, 525 (Amazon IAM Identity
Center AF1ER) FHRUTER .

* 1AM Identity Center 2 i&#F4Ert (A — BLE A 7 Amazon 14017 &R LAY (A
- NREQFEFEME - BE S FERLNE

WA R Amazon SDK 1T E# IAM Identity Center B 1436 1iF [7] &

#>< IAM Identity Center R iE

LARARIB AT #EBY IR T f## Amazon 1AM Identity Center & G REMELE . XT?H':F' L & 13 30 BR
2, Amazon SDK AP| B9 XX R4 fE K & #5 1AM Identity Center FE, HEBXHENBEZSBREHE,

TRNMETEREMRZEBNXR,

IAM Identity Center & #r SDK AP| & %5

B
s

RECZEMWE Amazon #

REX , BHTOE#AE
E’\J sso API a5 & Z2 {5
REBHRBEN. EXES
88 , 2 Amazon IAM
Identity Center FAFF{5RH Y
IAM Identity Center B o

Identity Center SSO
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https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html#renamed
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SEES

IAM Identity Center & #r
IAM Identity Center 2| &
EEEHA

Amazon iF R [1F URL

IAM Identity Center 18] (7]
£

MRERE

R EFAUE

IAM Identity Center ZiF {2
&

T f# Amazon Web Services IRE #9 SDK EiEf# 4T

SDK API &5

HHRIESE

Amazon &EiF

sigv4 ik

SSO FitfR it &

DU

ATEERLEFEH A,

&8 1AM Identity Center
iR EE URL , 0
https://xxx.awsapps.
com/start . BEREH
IAM Ildentity Center & xX&ZiiE
BRI,

EEAEREFEERRS
F&o

SDK £ N EBFA T3 1T Amazon
Web Services RE A K
IAM &%, FEIFERTILAH ,
BB CHEIREIRA
“BEBETE

SDK 3XFR A F K Z# Amazon
Web Services RS A (45
5 2FFA sigv4 Amazon Web
Services IS WA ) BEIL,
FFERTieH , BHsES
EITCHWER BTN ARE
ik,

AR ENSEAE | flanRHtThae
HYSR AR IR

IAM Identity Center AP F#FE & THEIER#R N sigvs Fif. KZE Amazon Web Services RS #P

2 sigv4 API , BEthE—L4H14L | tbin Amazon CodeWhisperer 1 Amazon CodeCatalyst, A THRE

T f# I1AM Identity Center & {33:iE
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IR T X B Amazon IAM Identity Center X B i 2 7 X #8317 K Z ¥ Amazon Web Services RS
AN EIEFRITERE,

Fr & Amazon A RITF £
s FALBHEIEERSFUAFRIZIE,

- £/ Amazon Command Line Interface (Amazon CLI) F# aws sso login @i T, MREIE

BEDAE , XFE3—NEHH IAM Identity Center &%,

- BHFAERN , BHKEIRE IAM Identity Center BRI S MM 5B S8, Amazon CLI B &E B
B9 B SRR FRIFT S B ERH SSO &% JSON X |, HEHA# SDK {Emo

- MRFBBLZE—NEFHSE , MiZ Amazon CLI S NEEFEANELE , BNENESES
SH, E7HEUOMIZE IAM Identity Center iFRIET , 12 Amazon IAM Identity Center A P 15
EHRMEERFH Amazon 817 &iERFEERE,

RLBEHRKEBERE 90 X , UBRDIMEZRFHFR,

SDK #n{a]3k B Amazon Web Services BRS B AR EIE

YHIBABMRZEHEFF IHITRET |, SDK 12 Amazon Web Services BRS RN R, HHE
Amazon config X EEE EXHEE RN IAM Identity Center FUEEM AT |, FF6EA IAM Identity
Center X f##7 R AR FHEIE,

- BEOIREFRE , RIEETSEFESIT K.

EE A 1AM Identity Center # S & xR sigv4 APl BZiE , SDK £ IAM Identity Center 758 55 h&
REL IAM 21, It IAM SEHRANRESFE , CEIEF IAM AEI1EMX SDK 8 Amazon 1R 4X
BRo

- NRELTFEFRFLENTELE IAM Identity Center 2 iF &R A2 0 FFIREMN,

o BT ENRESERFLENE , ESHEAmazon IAM Identity Center A FIEEHRMNIRES1E
LA,

- HEE , EAZH Amazon SDK API X7 | IR EEIUE P AmazonEiE M sigv4 ik,

WREZILEN A 1AM Identity Center API 89 getRoleCredentials IR ElE] SDK, SDK B & F im X &
FERZARAK IAM A€&KIFA Amazon Web Services RS , HIZIER Amazon S3 % H &K F~ iy 12
. ENRESTFRHZH , B R R LAERIX LN REZIEEERE,

T & IAM Identity Center & {3 3&iF 26


https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html
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LB B RIRT

£/ SSO THEEMHUEEE & , HEARF R B3IRIFHM IAM Identity Center JREXAY /Nt 5 R
28

- MRFETHE SDK ZRXFEATCHETH , SDK [FEARIF S ERZ ARG RIS, 1AM
|dentity Center &fF Rl 5181 IAM Identity Center 15 [R1]F &FFLEa AHITHR. MR
THEARSH |, IAM Identity Center fF £/ 5 — NS 83 TR A

- WHRITERARATRFABTEFRNNRESTE , WA SUA T BT E S iR EIE,

B2 , tR IAM Identity Center i5[E] [ TR 2EETH , WFLRFHNHRISHE. Rt , TEEHN
Fﬂﬁhﬁﬁ‘hﬁ?o REPEEFIRNEFENRESCERKEN , CMASH (HEHRNBEELX)

£ IAM Identity Center 2FZIH/G , A IEHEF KN RBEFLLES & HRIE, XERNKRE
ENREZIE. EZHEEERNHETSEZE , FNKREBEEE0EFTEFHATHE uT:ﬁ?r*ﬁﬂ&o

BEMEZ , Y SDK FEHPNREZIR , SDK 2B EAREMEERNIUERUHFERAX LI, T
BEIRHNHFEF R  TRESIESHENNEEFFiE , XEER. ZIEI%?&T B EMHEETR , N
SDK £ IAM Identity Center AP SRIREVFTZiE. BEAA APl , EEEHE S, NRBRATHE
ISHY , SDK &5 RIH S 22X M IAM Identity Center HE%%;EH&%EE’JV?M #, ﬂu%ﬁﬁﬁ IAM Identity
Center HRITFRFEATH , MEBF RS,

£ IAM Roles Anywhere # 1T Amazon SDK f1 T B & B 11iE

A LAE A 1AM Roles Anywhere 7 IAM F3RERIGBY T2 ZiE , AR T 7 Amazon ZAAME1THI RS
2. DRNNARFESIERAT., EFEA IAM Roles Anywhere , 88 TERFESLHER X.509 iE$,
BN EE A NIRHATENIERRFAL , MEF IAM Roles Anywhere Bt B R EIERHE,

% 1 : BLi& IAM Roles Anywhere

IAM Roles Anywhere it 7 —f3REVE Amazon AFZETH TEARFHEN M EIEN B E. 5iE
PMENEELEEE , LIREOEKN IAM eI EIE, ZARESENNRBFER IAM Roles
Anywhere # 1T B 436 i B R B9 T4E L 5 A AR

BXRREEEH. IAM A IAM Roles Anywhere BB XHHIZE R | 55 ¥ IAM Roles Anywhere F
F#8EHM7E Amazon Identity and Access Management Roles Anywhere A6 2215 1F 4 M B B 304

IAM Roles Anywhere 27


https://docs.amazonaws.cn/rolesanywhere/latest/userguide/getting-started.html
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® Note

IAM Roles Anywhere Al FiEE P EE X458 = IAM Roles Anywhere BRS5 H#Y — N4 448E
2o BEHZEM Amazon configXHHHIEEXHTx.

88 2 2 . £/ IAM Roles Anywhere

Z A IAM Roles Anywhere 3REXI AT ZZ £ &I |, &4/ IAM Roles Anywhere 1REEHEIEBIF, EIFT
B AL IAM Roles Anywhere FIZE & RiE,

AXTHELIBFIENUE |, 2 IAM Roles Anywhere f 8B HI M Amazon Identity and
Access Management Roles Anywhere 3R BRI B Z £ EiE

EJF M IAM Roles Anywhere SREXHY Ifi i 2 £ ZiE 5 Amazon SDK #1 Amazon CLI —®2 £/ ,
BRI LAE R ZH Amazon conflgIﬁ:EFEElEcredentlal processi%i&, SDK F Amazon
CLI X## M credential_process #ITHMRIINREBEIIRESHE, THERTER
Bcredential_processH—&4H,

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

BIFTEM credential-process S ELE credential_process RERAHFRHE JSON iR
EIEEHEE, HEE , T EMTEEFTH , MREEHITETIL. D FERAUATSH

+ private-key - SEBFERWALAN KR

« certificate - iIEBHER,

« role-arn - ERNHREUGREIENAEH ARN,

« profile-arn- NiIEEASRMHRFHEE X HH ARN,
* trust-anchor-arn- AT S HBRIENEEHEN ARN,

TR =EE A G REIEB AL, FEEE/\ ARN E& A LAM Amazon Web Services BIEiR& A &
o ATRBIERTHEconfigtr , ZXHEE T MBF T ERZRIGITEIL,

[profile dev]
credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

% 2 % . 5H IAM Roles Anywhere 28


https://docs.amazonaws.cn/rolesanywhere/latest/userguide/credential-helper.html
https://docs.amazonaws.cn/rolesanywhere/latest/userguide/credential-helper.html
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arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-
arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-
arn arn:aws:iam::account:role/ROLE_ID

BXRAESHMEMBF TENFAFE , HZSH GitHub £ IAM Roles Anywhere EiEBIF,

BX SDKEBREXASGMAEFZIERMENFAER , FSALEEPHN #EZIERMHE,

£ Amazon EIER A B EK#H 1T Amazon SDK T E/ B4 5uE

RiZAEERERA— AR T2 EUER TG RIERERARTTEHEH Amazon BiR. XY EUER T
%40 1D, MEFRIZHANLLETREAR. E T #HEX Amazon Security Token Service ( Amazon
STS ) APl iR EZER |, 521 (Amazon Security Token Service APl &) R4,

ERELHN SDK RTERRAAE , XA ECEBIMRERANBEAR, IAM ARHEAE Amazon
TREM (ARN ) #ITH—4RR. ABES —IMXFEBUGEEXR, FRAZACHNAUEXIAKTER

A Amazon Web Services RS 5 %2 — 4 Amazon Web Services Ik, HX IAM BEBHNEZ—RE
B, BZH (IAM AFiEE) $8 1AM A,

R IAM AtlE , IREZINZAGNEE , WILUHEN SDKHTEEENEAZAER TN
PR o

(® Note
BIE Amazon REXERER |, BIRTTREME A XE ik = H B & & Amazon Web Services
X5

KA IAM A

KAAEE , Amazon STS RE —4AIlG Z£Fif, XEFIUERE S —NEEXHSETRBHES
HRH. WRRAAGHNEERNEAGRE , SERE MKW Amazon FiE , BENNARFFE
E1R 5 — MK PR R IR

TBR1:RE IAM A&

BEiREBEHN SODKIITERKABE , KAXUBRTIMAERANBESE, IAM ABEAAE ARN
BITH—#RR. BEES—IXEBIUEEXR , BERELNKS AR TEK TR, BETHES
5, 55H IAM AP FHFaEE IAM BE,
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https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.amazonaws.cn/STS/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create.html
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STR2:BESDKHFIE

fF SDK T EEENM credential_source = source_profile JREUEIL,
credential_source I F M Amazon ECS &85, Amazon EC2 L= 5E3F & hIREVEIL,

source_profile ATMNE — ML B XHIREUEIE, source_profile XA @eE , BIEE X H
WEREN , REEARANAERRAAS —1MNAE,

HEEREEXHFIEELETR , SDK R TEL B3I RE L HHEMNA Amazon STS AssumeRole API
AH. EEIRAARKLEMER MR ZEIE , HEHXE Amazon config XHEFIBEUTEEE,
BEAXEEERENEZELR  B2R RAACEIIRMHERE T,

« role_arn-RBEELZER 1 HLEN IAM BE

« BLi& credential_source 3 source_profile

( A% ) duration_seconds
( AIi& ) external_id
( 3% ) mfa_serial

( AT ) role_session_name

DTFRBIERT HE config XHFFRMNMABBETHEE :

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

[profile-with-user-that-can-assume-role]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

[profile dev]

region = us-east-1

output json

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-with-user-that-can-assume-role
role_session_name = my_session

BXAERAACKURMEFRENFAGE  BSALERPHN KABSCFIRES,
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https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
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£ Web 518 OpenID Connect X A & 3k 3# 1T Amazon SDK
MIENFHRIE

BRiRAESTRERA AR RZEEURIGRIERARTEF B Amazon BIR, XLEiEat & B E
47 ID. MEFRIBANZTLTEARK. E T HHEX Amazon Security Token Service ( Amazon
STS ) API HERMEZER |, 52 (Amazon Security Token Service APl &) Hhfyig/E,

ERELHN SDKRTERRKAAE | DAECEIINRERANBEAR, IAM AEHAE Amazon
TREW (ARN ) #iTH R, ABES —IMRFEUGEXR. EAZACHAEXREFTERE

N Web H17#2ft#&. OpenID Connec ( OIDC ) = SAML Bx& B4R, BXx IAM BENESER ,
BHZH (IAM BF AFEmR) PHRRAAEN S .

£ SDK FEEZ IAM AtE , IRFZACEENEEENSFORME , WTNE-SEELW
SDK A A Z A BRIREFIEE Amazon Fik,

® Note
B Amazon RESZERER | BRI JeEE A Xig s 2 FH B E &K Amazon Web Services
X1,

{FF Web 518 OpenID Connect Bx& & 1318 1iF

BAILAER A H B3R MEE (I3 Login With Amazon, Facebook, Google ) #2#t# JSON Web <
B (JWT) , M\MfERA AssumeRoleWithWebIdentity JRERIGET Amazon ZiE, BIEEMAER
B, XL IWT AREEM N ID SERFETE. WAETUERBSMRMAE (1dP ) MAN., 5
OIDC KM FHRAK JWT , fil40 EntralD = PingFederate,

mnREAE YR Amazon Elastic Kubernetes Service , It ZhRE &5 Amazon EKS £#H &N
RS IEERERN IAM A€, It Kubernetes ThEERMEMNARE D X JWT , REZFEIREEF
fEFIX 4L JWT SRIREUIGBY Amazon Eif. A<t Amazon EKS BEBEMEZES. , 12 H (Amazon
EKS AF#Em) FHERSKSH IAM &, BR , N TERMEMNED , MNEWESRA Amazon EKS
REEA M, AIRREN SDK ZHFE.

PE1REFHREMHEEN IAM AR

MREFEANE AP BLEBRE B MRIE , AT ASIE IAM SRR MEHE | LUNAEE IdP REBRES
Amazon, XHFEZRB Amazon Web Services I FHEB IdP 2 B2 E1F. 45 SDK BLiE i
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https://docs.amazonaws.cn/STS/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
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F3 JSON Web &8 (JWT ) BH{TEHRRIECH , XAELERBHHREE (IdP ) UEKATFiHRISEN
IAM B, EHTIRE , FSH IAM AP EREHRH 012 Web 543 OpenID Connect Bx& & 3 5 1F
Al (BFHE).

$W2:BMESDKHIE
F SDK T EFERNFEARE Amazon STS B JSON Web 1 ( JWT ) 31T E B KIE,

LI B4 IEELETIR , SDK R TEA B3 AL HHERA Amazon STS
AssumeRoleWithWebIdentity APl A, Ei@id Web Bk & 5 105 UE A R A8 A G 8 E1E |, AT
FEHEZ Amazon config EEXHHIEENA THREE. EXAXLEREZEENESERE , BZHARKAA
BRIEREERE T,

« role_arn-RBEELER 1 HLEN IAM BE
« web_identity_token_file - XRB B IdP
( AI#% ) duration_seconds

( AT ) role_session_name

LTRER Web ERRABBHHEE config XHEERA :

[profile web-identity]
role_arn=arn:aws:iam::123456789012:r0le/my-role-name
web_identity_token_file=/path/to/a/token

(® Note

BEXBHNARERF , EZE A Amazon Cognito, Amazon Cognito &2 & 3 EIiF KB F H
NIEZTRTESBHREFHRIETHE, B2 , Amazon Cognito SRR E TN GE b5 1241 E BB
BEEE SDK M LT EESF, EifR Amazon Cognito API |, IEE#ER) SDK S T E/ K2
=HEHEBE Amazon Cognito BRF & F k. BX Amazon SDK HIfERA 5% |, 55 Amazon
Cognito FF R A R IgRHH KRG,

BXRFAERASCKIERHEFRENFAER  FEALERPHN KAAAGFKIERESE,

£ Amazon 5B 2403 1T Amazon SDK M1 T EW 5481

5/ Amazon i8] 2248 2 A Amazon SDK M T ER#HTEHRBIINARZ —,

Amazon i 8] % £ 32


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.amazonaws.cn/cognito/latest/developerguide/service_code_examples.html
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5 s HAEAE

RMNBWSEN SODK T EREBERNFER 58 IAM 54503 Amazon SDK f1 T E## 1T 54 KIE R
FRAEKN S B FLENTEED,

B2 K EEFERE SDK KT ENIEHHEL |, 55 FAEHEIEHRT Amazon SDK f1 TEH B KK
Uk,

(EE RN AT

/A Warning

NTBRERZENK , EFRETARGIOEELKIEN , F2FEA IAM AFR#THBRIE , ™
2EERASEMREAENRE BMRIE , 620 Amazon IAM Identity Center,

EIEFE Amazon Web Services M P #9175 (8] #X R

ERZEMAENRESE , RINEWER Amazon Organizations # 1AM Identity Center SR & 2 B Fir
& Amazon Web Services Ik T RINR. BEXEZEL , B5H (IAM AFERE) P8 IAM 22
R{ERE,

& T LATE IAM Identity Center &I A . A Microsoft Active Directory, £/ SAML 2.0 31244
& (IdP) , &£ IdP 5 Amazon Web Services ik P Bk S, EBAILERAER T 5ZE , RAFER
8 SBEFAR, BET LI Amazon Web Services K 7 15 8] i BR38 1T 2 B & 1E (MFA) F
FARNEIE, X5 IAM AFRTRE , EER— A ULEMNKIEIE , F B JELE I Amazon iR
HEENXEE,

RADEHELE IAM B

WMRIETEAE Amazon , ATABIEZ— MR IAM AP | ABERERETHEHIRE Amazon FriRHEA
KB, EFINAUERALREL  BERNBNERBREDESRE ZIHNER,

NFLUTAB, B ER1E Amazon FEEA IAM B 2 H LAY

- FERMER Amazon FATEEHTE , UREDEHREHH ITEHRE Amazon Web Services FRS
« BEEITED | BOAZIFRFAISEERZRENITRIMA, ELMNEMEICRE

MREBEXLERBZHNER IAM AF | ERRIEER IAM Identity Center AFENFRREES
Amazon Web Services IKFEBr S, BXREZEER |, SR Amazon FH 5B K 1IE,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://www.amazonaws.cn/identity/federation/
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AR IAM AP EZAR S

BRZERRKR IAM AFERZER. 28 (AM AFERE) |, ERER TR ZAHNIESHITRAE,
WREANABERNMEZTEN IAM BFEREES , BRREN TR ZER,

IAM F P i R 2248 R Ef E AN 1T B4l LA H = Amazon credentials X#H., B2 IAM AR
RZAERELHNRBF., BOEHEE IAM AR BRI ZANEE X4 EEETMRRBERRGH,
FRWE git-secrets EABTEMUHBPEBETEPTHBRELERERT Git #RE. BEXEZER
EFS IAM BFiEm T IAM 54 (AP, BPENAR ),

EiRE IAM AP UFHRER |, E2F ERKEELEHR1T Amazon SDK M1 TEN B H KL,
£ A BRI 3t 17 Amazon SDK F1 T Ef 54181

RA1ZERWIF Amazon SDK KT EBBRNER FH IAM F 40X Amazon SDK T E# 1T 54 I8IF
HERERSFENKED, B2 , ZuLEFHMEA Amazon HR[F PREEMIGEEIE, FiXLLiIE
REIESEE  NEEEFFHEIL, SUUEREXHFREAIGREIE | S UFEREREEMEMNIR
BTENE.

REXR  RMNBUENNARFFEARBUTRRNIGNEILE , MARFHERZILEXHHHTHER

AT

« E4 Amazon ITE RS , l7E Amazon Elastic Compute Cloud 5 Amazon Lambda HiE 17 &9 R
REF.

o FUFRMBHEHEPPEMED , FlOEERA IAM 514505 Amazon SDK T E# 17 5B RKIE,

- WAEA #EFIERMEE kK RIGeTEUE,

fEFM Amazon 17187 F 0 3R 2 #Y 58 BRI SR 1% B I 3 4F

1. SIBHAZEEIEXHF,
2. EZEXHF , MUWEAT SR, EXREGA AT IE e EIERN ik,

[default]

aws_access_key_id=<value from Amazon access portal>
aws_secret_access_key=<value from Amazon access portal>
aws_session_token=<value from Amazon access portal>

3. REZMXMH. X ~/.aws/credentials MENZEETEN AT ARG L, MBKRIEES
ENHRBEEBXMY , W XHEE SDK T EFEAMNBAIA] BB 4.

52 HREAE 34


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-location.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html#file-format-profile
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sEiEm
4, EXE Amazon HEITF,
5. XNFFHRIFEIL , RBUTHBREUM Amazon HRITFHEH IAM ABEIE,
a. NTHENEATFHNTR4, ERTRTFHRNRUERENTLXERN IAM &2/, L
AN EHEEE LT PowerUserAccess B Developer,
b. N TEENHEARNISER 7 , EFFINEE MR IR EHAmazonFEiE 3 HE T H & FI K
o
6.

FEHNFIUER BB A bcredentials XA, MREFERAP Rdefaul tBEXH , MFE
EARNEEXHET. EHXHNEULTUTRS,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21luX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONC
7. #R1E credentials X#.

4 SDK tIZ2RSFE/imeY , ERERXERNFIEFRENRATEMNER, EFH R 5a FIEEHN IAM
AEMNRERE T RN EIENEREE, KEFERBER 12 D,

iR EIESHRE K EESPR4 3 7,
{F K HA L # 1T Amazon SDK F1 T B/ & 4518 1F
/A Warning

ANTEEZENK , EAXTARSHSLBEEXLHEN , F26H IAM AP#TSHRIE , ™
EFERASEMREAENRE BMRIE , 20 Amazon IAM Identity Center,

MBEER IAM AFZETRB , NFLXHFEPR SDK T EfNFFEAHLE Amazon credentials
XHERHER IAM BPEIEHTEARIE, &5 IAM TP EZL2HESE , FRARTED IAM
Identity Center = H I B £ 3iE o

BREIUENEEBEENIEM
BXFIUENES

FAERAKS RZIUENR B Amazon B, X LEFIUE A] R 4L 32 FREVIK 7= 175 8] BLME DAY
KBREE
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https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosignin.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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- BNENARF AT RFERAGAZARZIEES . NREXEM , WEFMA LEBAHEFMH
EREHEABRT , 2BEEARBRIIENKK,

« FEEVERXGHABRABEEIENXH,
- E3XE , £#Z Amazon credentials X E#ENAIEXIEH R UBA RN EFEEDN,

BREEEERUENESIER

BRI Z £ HEE Amazon FiEH — M MHiTie |, HS 1 Amazon Web Services — ¥ Z RN EE
Amazon 17 8] Z4A M RESE, BT ERTTHEHRAEN , HEELUTEIM ;

« XF Amazon Elastic Container Service (Amazon ECS) , EH&EH TESH IAM &,
« ¥ F1E Amazon EC2 =4| L =THRARERF , A IAM B,

FEREH - B —1 Amazon IKF
EFH IAM AP AR Amazon RS, BEE—A Amazon Ik Amazon &Eiif,
1. BIEKF,

E 6|2 Amazon Ik , i52 @ (Amazon IKFEE SE1E8/m) R AI] : &2 Amazon FTAF

2. BIEEEAP,,

B root AFIKS (ERIENABIKS ) BREERZHANRS. MEUIER-—NMEEAFIK
P, IAM AP $ER) BBIEZEER - ATk,

CIREEAPKP A CRERFAERE  SHTHBAFKSACREEKS ERNE R,

XFN K EAREESE Amazon E# T LA HE Amazon EZETRARF. ENHESER  SZEEQ
BEAXEEISHNAF., NRESRSAR, BXEZER | 558 (AM AFEE) v ASIK
PR,

S 1 QRS IAM B

R (IAM A1) RPRBIE IAM AP (#2418 ) IRREXRME IAM AR, 412 IAM AR
Y
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https://docs.amazonaws.cn/general/latest/gr/
https://docs.amazonaws.cn/general/latest/gr/aws-access-keys-best-practices.html
https://docs.amazonaws.cn/general/latest/gr/aws-access-keys-best-practices.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/accounts/latest/reference/welcome-first-time-user.html
https://docs.amazonaws.cn/accounts/latest/reference/welcome-first-time-user.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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o RATEBWEIEFRE A4 Amazon Web Services B4 & RINR, XA i@ TR
NIFBEE SRZTHRIBIEXH Amazon Web Services BRE |, 0% ZE Amazon CloudTrail
2 W B E S0 X4 £ 4£ B Amazon Simple Storage Service, X EARBERIFIEFEEA,

o WTRERR - NERET |, FHEFEEM K , UBELDIZAF 2 EXRH AN,

s REBAITHEAIEQHEEFER Amazon S3 REERN R, EmNARFEMEY
Amazon S3 £ HRNER |, HEREM MEILL B F B AmazonS3FullAccess K&,

« AR ZIRPEXRRENRLRFFEN RS R,

FIR 2 FREVEWE R 2 4R

6.

27

1.

IAM 2HEaNSMERTS  BRAF , ARREEZHEIZAFH User name,
EAFWREL , ERZLFIERE. R, EHRBHAT  GRCIRHRER,

FNFREBFRIZBASE 1, &R S1TRME (CLI) | AR, XA MNETAE KN Z4AEL TN
@ , A5 Amazon CLI 1 SDK —#&#H.,

NTBBRIBRASER 2, WATEIRCHERET —F,

NTRRIFRBASR 3, EFETH.csv XHURFIEER IAM AP 75 R A M2 175 7] 24
By .csv X, HEEFERRES.

/A Warning
EAEIANZEERRBRXEFTIENE S,

%3 Done (5E/)o

3 HiHE credentials X#

BIEHITH HZ Amazon credentials X, IXHTE Linux M macOS R4 LN ~/.aws/
credentials , 7 Windows £ %USERPROFILE%\.aws\credentials, BXEZEL |, &
SR FEIEXHALE,

FUTXARNMBIEE credentials XA, FRA ID BERRGIZPESHRN LT TEN
.csv XHHWE,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE

KHIEIE
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https://docs.amazonaws.cn/credref/latest/refdocs/file-location.html
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aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. ®REFEIEXMH.

HEZ credentials MHRFHEFTIENTENLFR. SMNEALNRENMREEE , BXRHETENH
¥, BZH Amazon HEEH. XR—FANAR , ERMNBWERRITEES IAM Identity Center =
HtlgeEiE, FLEFERAKBEIES , BieBMHEE credentials X4 BRIX LI,

A IAM A2 Amazon EC2 N RARERFHITE MWL

Bt RGN 48 an % B — N EAE Amazon S3 5 EIXPRAY Amazon Identity and Access Management &
&, LUEEEFEE] Amazon Elastic Compute Cloud 25189 N R,

E 7 Amazon Elastic Compute Cloud 3£ £i=1T Amazon SDK M ARF |, HtIE—1N IAM A& | R
BRZABRFNEHN Amazon EC2 EHIBNFRINE. BEXEZEER , 55H (Amazon EC2 AF$E
&) BWERT Amazon EC2 B IAM A,

2 IAM A

&I XK Amazon SDK R FAIRES E A iH Bl — /> Amazon Web Services BRSS R 1TiRE, BIE
—NIAM BEXRFRARFIZTIIENRER,

Flgn | L TERRLBIE—NEFEFX Amazon S3 W RIENEN A ®, iF% Amazon SDK 5=
THXWAM Amazon S3 FIEEEIER AT IR,

1. &3k Amazon Web Services EEZ &I & , AFED A TMuLITFF IAM #E & : https:/
console.aws.amazon.com/iam/,

ESMERD , ERAG , RARERUEAG,

XNF EBAMEEME , £ AESEMAHERE | 1%#E Amazon Web Services RS

f£ Use case ( ERAARHAI ) T , % Amazon EC2 , AAFIEE Next ( T—% )

FFRMNR |, BMREEFIRAPIEF Amazon S3 RiLiFRNREIXE , REERT—%,
RMARBNEN , ARERCEAG, FicFEH , AR EIE Amazon EC2 SLfilpTF A E

Bo

o a0k~ w DN

Bz Amazon EC2 Lfl HIEEEM IAM B

B LBEEHITUTIRE , REALN IAM A2 ZE 3 Amazon EC2 324 :

AT EC2 2618 IAM A6, 38


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
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- &8 (Amazon EC2 AAF{EM) HIRIEZ I EHIT 2 WIRBARTRE, EERITRENRITR

Bl , ERHATATRE -

- ERERFEAFET , T IAM RFIRENXH , EBEEL—SHAUENAE,

FALL IAM 1 Amazon EC2 i®RE , B LU M ARFIBEE Amazon EC2 k4l , HBZNARERE
BB Amazon S3 BRSSHYIEEUN R

ZE#E EC2 L4

ZE#E| Amazon EC2 k6| , MEE T HENNARFERIIZEM , REETEZERAERF. EREE
BEYLUESFINERAN (BF ) B TAABRANLERS WY ; Bl PEM X4+,

AL, EATLUR RN SSHIR B R TR AE - EEE) Linux SEAIEEE S Windows K6, HEE
et |, BWAGR LU XM R I EALE @ B S K6,

(® Note
£ Linux 2% macOS K £ , BAUEAR 2 EH B SREFINAEF. B scp BEAN
RN ESMER , AILMERL TS S  scp -1 path/to/key file/to/copy ec2-

user@ec2-xx-xx-xxx-xxx.compute.amazonaws.com:~,
BX Windows NEZER , SR XHEH E Windows £,

MREFEHANE Amazon TEY , NBEE B ATUERZTEAEEDXRS . AXREZER , FSHRAE
RN TEENERFERM.

£ EC2 k6|l LiE1TRAERF

1. FHRRARRF X NA K3 25 8 #12 Amazon EC2 4,
2. BHNRABRFARIEEESTERREEETRIUTEN LNERMEE.
3. (Hit)RINAEFREEA IAM AERHNFIE,

a. &%Z| Amazon Web Services B2 H| & HFTFF Amazon EC2 #£#I& ( https:/
console.aws.amazon.com/ec2/ ) .

b. HEFEXHA,
c. HURERRME. ReMNER IAM BE,
d. XNTFIAM A FEET IAM ABRSE IAM A&,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/ec2/
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e. EEFFH IAM AE,
f. BRETZNARER , HRIATIRE T RNEIR,

£ TIP #4158 Amazon Web Services RS

Al{E B 01&%& ( TIP ) 2 Amazon IAM Identity Center B9 —IRZhAE , it Amazon Web Services IREHY
EEAAUUBERFEY (HIMEAXR ) BFNR. FAUESMEE, @[ IAM 25 me4 L
T3, BLORAERGE Amazon BIRHWAF 1. £ TXa&BEH M Amazon Web Services B

%o

54 LT3 8& 3% Amazon Web Services BRFEITG RIE RN FATRIRVEF L. XEEES

FERTFIRBERE (Hla , A IAM Identity Center AF ) . #iERIGE A Amazon Web Services
BRS5 ( BlEn Amazon Redshift ) FiGRISEE ( flan , RIRNER ) WxEdE. WEIERH Amazon Web

Services RFFEAL E T XUAR S ELERAFNEANERERFEDERTR. BXEZEER , BS2H
{Amazon IAM Identity Center A #5/) " # Trusted identity propagation overview,

fEM TIP 4RI SERZMHF

FEERTIRFESREFER ZEMF

1. BAFER ERT Java B9 Amazon SDK = & F JavaScript B Amazon SDK,
2. WINEFERANRS ZIFIES &%,

EZ [ (Amazon IAM Identity Center I #8§/) A Amazon managed applications that integrate
with IAM Identity Center kB9 Enables trusted identity propagation through IAM Identity Center

5,
3. & A 1AM Identity Center {5 & 13 1% 1%,

EZ# (Amazon IAM Identity Center A 1Er) H# TIP prerequisites and considerations,
4. IBE —NE Identity Center ER BN FAREF

EZ# (Amazon IAM Identity Center A FF15F) Y Amazon managed applications & Customer
managed applications,

5. BATIREBE—NAETEMESE (TT) FHEMNRSFZEZE IAM Identity Center,

EZ# (Amazon IAM Identity Center A 1EFE) HHY Prerequisites for trusted token issuers
Tasks for setting up a trusted token issuer,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.amazonaws.cn/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
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ERBPER TIP H4F

1. RIS S MR EREARA.

2. BERINAE & DERBEHREER TS5 Amazon Web Services [RSREMBRSZEFwES , H 8
TE SOZBRSS & P i o

TIP B ER UL TRASE

- webTokenProvider : /771 7T NEAZBH B IRAE L IREX OpenID T b M KA BB
- accessRoleArn : ZIBHEFARAFNER L TXRAN IAM AEH ARN , FRRE S H185mE

AT
- applicationArn: BEFHENARFHNE —RRAFRE, ZELCEE T OAuth BIXWI R AR
F# ARN,

« sso0idcClient : ( A% ) EEEFENEER SSO OIDC &/ uw , fla Sso0idcClient ( A
F Java ) & client-sso-oidc ( AF JavaScript ) » MRKEM , MREFHEREXA
applicationRoleArn # OIDC & F i,

- stsClient: (Tt ) EEFFENEEN Amazon STS EFiw , BTERAAFNENR L TXRA
accessRoleArn, MIRRIEM , MFFEHILHERARXA applicationRoleArn B Amazon STS
B,

- applicationRoleArn : ( A% ) f$fEM AssumeRoleWithWebIdentity X AH IAM BEH
ARN , Fi3k5| 5 OIDC 1 Amazon STS & F i,

o MBREM K NAFEITREM sso0idcClient M stsClient S,

- WREM N applicationRoleArn BWETHEES accessRoleArn SEHIEE
E. applicationRoleArn AXMEMA TR A accessRole By stsClient, R
applicationRole #l accessRole FAR—AL® A NEREEFEARABINAG (BERAR
KA) , Amazon FEWEZ#HRE, BXESZHAEE , BZHALE

sso0idcClient, stsClient #1 applicationRoleArn S EFEEI

BB TIP fEfret , BRI ERHNSHEEZUATRER :

o MBHIBMT sso0idcClient M stsClient :

« sso0idcClient FMYEIER B A oauth:CreateTokenWithIAM #XBR , LLiE A Identity Center
SRIKEX Identity Center 2 EMNAF LT3,
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.amazonaws.cn/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
https://www.amazonaws.cn/blogs/security/announcing-an-update-to-iam-role-trust-policy-behavior/
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« stsClient EWEUENEH accessRole LY sts:AssumeRole Hl sts:SetContext X
PR, accessRole MFERBRES stsClient LHEIEMEERR.
o MREIRMT applicationRoleArn :
 applicationRole NEBMFERIR (1dC 3Kfl., accessRole ) Ky
oauth:CreateTokenWithIAM, sts:AssumeRole #l sts:SetContext fXfR , AR ZAE
FFHFH#E OIDC M STS &EF i,

- applicationRole RISA T4 K webToken W E R IRHEEEIEEXR , B webToken fFH
ZiEMHENE AssumeRoleWithWebldentity 8 RAA applicationRoles

45l ApplicationRole B & :

Web TR ENSIERE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::ACCOUNT_ID:oidc-provider/
IDENTITY_PROVIDER_URL"
.
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"IDENTITY_PROVIDER_URL:aud": "CLIENT_ID_TO_BE_TRUSTED"

}
}
}
1
}
PRREE -
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [

ERBAER TIP B4 42


https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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"sts:AssumeRole",
"sts:SetContext"

1,
"Resource": [
"accessRoleArn"
]
},
{
"Effect": "Allow",
"Action": [
"sso-oauth:CreateTokenWithIAM"
1,
"Resource": [
T
]
}

A TIP RS RHI

TR RBERT AR ERTF Java B9 Amazon SDK = & F JavaScript B Amazon SDK 43
RS TIP .

Java

BE1E EAT Java B9 Amazon SDK B A TIP &4 , SEEEIME M pom. xml XHHFHFE
AR 9 AR T

<dependency>

<groupId>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>2.0.0</version>

</dependency>

ERMRBH | G software.amazon.awssdk.trustedidentitypropagation BIAER 4
BIEA,

DTRRBERT QIETESOERERGSGHFEFMEBRSEAIRNFAN AR, XBANROIEBE
F8 Amazon S3 BRSE H RIA S3AccessGrantsPlugin REBEAFHENR | FI3iX R4 7] LR
BATFEAXZETES5%E (TIP) B Amazon Web Services fRS5 .

R TIP AT R 43
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® Note

53 S3 i X PR E 42 34,

I 1 FIEH AL OIDC # STS B/ i

Sso0idcClient oidcClient = SsoOidcClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

StsClient stsClient = StsClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(oidcClient)
.stsClient(stsClient)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

IEIA 2 : fF applicationRoleArn &% A iEH H IR EFintl 2

g

NFXER , EFEN S HRNRERREAFBHENNR. BEXESZSHARFEE | 1

R TIP AT R
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Amazon SDKs f1T&

SEES

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.applicationRoleArn(applicationRoleArn)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

BXEZFAEEFERE , FSH GitHub LH trusted-identity-propagation-javas
JavaScript

BITUTHS , BUE TIP S RiIER4E%%EE EA T JavaScript B9 Amazon SDK T E # :

$ npm i eaws-sdk-extension/trusted-identity-propagation

R4/ package.json NEBE 5 TR AKBIIN

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "~2.0.0"

iy

ERARBH | BAFTEMN TrustedIdentityPropagationExtension #K#iM,

UTREERT QIETE S OEBBEHRFAHNERNNIBRSEFAHNAEM SR, XFENRGIEE
F Amazon S3 BRS H R A Amazon S3 RN EEIEREREAF S ENE , 733X LR 417 AR A

FEMZFAEHHERE (TIP) B9 Amazon Web Services RS

R TIP AT R
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® Note

N FXLERG , IWMEEMAmazon S3 HRINBRERFRERAFBENNR, BXEZFA
{E8 , 2S5 Amazon S3 5 R PR B R,

I 1 WEHAEE OIDC # STS F Fif

import { S3Client, GetObjectCommand } from "eaws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
I
sso0idcClient: customOidcClient,
stsClient: customStsClient,
accessRoleArn: accessRoleArn,
applicationArn: applicationArn,
b,
1,
1);

const getDataAccessParams = {
Target: "S3_URI_PATH",
Permission: "READ",
AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",

};

try {
const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

// Create a new S3 client with the temporary credentials

R TIP AT R
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const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeyId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
},
1)

// Use the temporary S3 client to perform the operation
const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
I
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();

// Process the S3 object data

console.log("Successfully retrieved S3 object:", fileContent);
} catch (error) {

console.error("Error accessing S3 data:", error);

IR 2 : i applicationRoleArn 1&i& A1 H HIR F iR b 2

import { S3Client, GetObjectCommand } from "eaws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';

b
accessRoleArn: accessRoleArn,
applicationRoleArn: applicationRoleArn,
applicationArn: applicationArn,

1),
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]I
1)

// Same S3 AccessGrants workflow as Option 1
const getDataAccessParams = {
Target: "S3_URI_PATH",
Permission: "READ",
AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",
};

try {
const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeyId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
},
18

const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
};
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();
console.log("Successfully retrieved S3 object:", fileContent);

} catch (error) {
console.error("Error accessing S3 data:", error);

BXEZFAEENENRE , FSHE GitHub £# trusted-identity-propagation-js.
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Amazon SDK M1 T ERESE

SDK ¥ Amazon Web Services fR55 IRIE4SETET M AP, ENAZTHRII#HIT API BRAFERN —LE
EEIT , 9FFESHRIE. ERX1TTHE., it , SDK XA T RFNRBRIKIA TEMERNEILE.
HIPEBUTRSERANZEARRIA TR RENE.

UTERNMATAXEERENFARS

« Amazon SDKs # Tools #r/E{LEIFRHE - BRAZIIRMEEE S SDK ARIFRAEL,
« Amazon SDK F T ERytR AL INEE — 2 SDK A RIUE A ThREMPRIEIL

BIEARS & i

ELURFE S 15 E Amazon Web Services RSS , SDK &4 Amazon Web Services fRSS & F i
ENR, Hla , MREHNAEFEEHR Amazon EC2 , NEH N AREF 2612 —/ Amazon EC2
BEFmNRREZBRFRE, AF , B UERARSE ik Amazon Web Services RS & HiiE
Ko EAZHSDK F , RFEFFHINRZETFALEHN , EEXANOEX B BERAENMNRSIE -
FNEFR , HERTRENEERE—RS A HER,

RER LR

2RBIEEBHE T AZE SDK X HEED Amazon Web Services RS R E B Z 2N INEE. Eif
REMEMINEE, FIE SDK #BE—RFHS (HFKE ) |, e EX LS (HKE ) , UMERK
NEBREMNE. UTRREERMLERNEE :

1. ERBHERESEFIHAF LRENTIMENREELETFHEMETMIRE.,

- BEREMUBESMNRMEHATIEE , U UREEEHNAANESMNRERHTER. X TF
Amazon CLI 8% Amazon Tools for PowerShell , EfIRAEZEG ST LRAANENMNRES BT
Ko WF SDK , EXDE TR A EESEHI{L Amazon Web Services RS &/ iw sl B 3 KAt
RANERBEAN AP FHRENSHOTER.

2. X[R Java/Kotlin : REZIREMN JVM REEM. MRERE , HMEAZERBERE K,
3. RERENETE, MRERE , MEAZEXREERTF K,

4. SDK &HEHEEZM credentials XHPREZIZE., MRBRE , NEAHFERZE,
5. REHEM config MHRERZRE. MREFEZRE , U SDK HEAZIRE.
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« TLAMER AWS_PROFILE BT EH aws.profile JVM REEMRIEE SDK EMEAIE &L
%,

6. RIEF 2R SDKIRKBA H RV EMERIAE,

@ Note

HiE SDK MITEMREINFTREEFMTRE. i, L SDK T EXXFREMEEIRERS
WM AE. Bl , FHAT NET 89 Amazon SDK X3F&H SDK Store HEfRIFE, Bx SDK
FLTEMENREENEZELS  BSHEAEEFERAN SDK R TEMEZFERE,

G FREGL S L AFERAHBRHMA L, HllN , WREBEHZconfigXHFRBETEHREX

#, WRELZ SDKZTEAREHMVEZF , TREKEHEAZEEXX 4. XEKE , IRE
fEcredentialsXHHFRMTIRE , MAFERAZIEEM A R2configHFMIRE, MREFEHRE
MERERELTE K ©f¥BZEcredentialsMconfigHHFMIZIRE., &5 , £/MRE ( Amazon
CLI 8 ST 8= API 28 ) IRNBHPNREFNEBR Zm SHATE MtE.

TERAEERIRERH

AIEREHPIEESES P PWHEXTHEFEAN BT IUABI ENEEENTRIRE, THREIET T
ATERBZAREZYENEENETIEXHEE, FETELUR (FEAT Java M Kotlin SDK ) JVM
RE, BNIRFEZENBNEZEH QAN IRETH,

« ConfigM#iRESIxK

« CredentialsX#igE%Ik
« INETEIR

- JVM REBMIIR

SAEHEMERDEBE—ATE , HPFHTATREZDENEE, SMEEOEEETUE
FRRERNIEE T, SEFETERE (EAT Java A Kotlin ) 1B JVM REE MR 1T
BB, BIEEBLIEFESXRNSE  ARERREMES LHWRPEEE, REFRRES
SERE L BB TR | BRATHEHE RN,

ERPRILFERAE (WRE ) , MRETRITEMARE , REFRERZE, HRPEEL T ZIRE
R A ME.
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Blan , THEHR BERES ThERHEAIRE RS

disable_request_compression RHIEEMEELRXRTUTAHR :

s BEEMERMNAEMUARERBE 2R ERES . BRI -
- £ disable_request_compression EEEXHHHITIRE
« {#/ AWS_DISABLE_REQUEST_COMPRESSION FHRENNIETE

- MREFEAKZE Java = Kotlin SDK , MEFLAEA aws.disableRequestCompression fFH
REN VM REEH

(@ Note

AREE A — MR N EZERBTEEMERNINE , BHTXMSER SDK My , Hit
RSERENR. MRFEERBDHPERRELRE , FSHEAEHN SDK EER API S E,

o MBEFRHATEMEE , NZEFERIAR false,
- WWHRERENHE —BERER true M false,

B IheE M EAYEER#A — 1 Amazon SDK M TEX KK,

ZRALTREN SDK REXFZINE LI EMNIRE, Supported S R~EZHFLS , EETIIE :

* Yes : Z SDK T X FHIRMWRE,
« Partial : XFIHPRE , RETHEHEHREFMTE. XTF Partial , 28— &M IERREBR
=,

* No : AXFFEMIRE. XATRHEARBRREAUKINMEEEE ; B TFFIFF LA INERE
BiRE,

Config M fFiRIEFI&K

TRAFEFZETMUEHRE Amazon configXHF o El. SIIRERMEN , EMEIFTE Amazon
Web Services f§$5. SDK I TEXEEEXFMENZENNETE, EEENZE)NSDKHEIEX
BFHRENETE , FSREMEHHN SDK T EERM.
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RER

account_i
d_endpoin
t_mode

api_versions

auth_sche
me_preference

aws_acces
s_key_id

aws_account_id

aws_secre
t_access_key

aws_sessi
on_token

ca_bundle

credentia
1_process

credentia
1_source

defaults_mode

disable_h
ost_prefi
x_injection

disable_r
equest_co
mpression

FAESR
ETK/HIRS

EAERBRE

SHRIEFR

Amazon i [7] 24

ETK/HIRSR

Amazon i [8] 4R

Amazon i 8] 2 4H

EAERERE

HEZURMEE

RABBEIREE

BreE EMIAE

ENBEEA

ERES

ConfigXHiREFI&K
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BEAW

duration_
seconds

ec2_metad
ata_servi
ce_endpoint

ec2_metad
ata_servi
ce_endpoi
nt_mode

ec2_metad
ata_vl_di
sabled

endpoint_
discovery
_enabled

endpoint_url
external_id

ignore_co
nfigured_
endpoint_urls

max_attempts

metadata_
service_n
um_attempts

metadata_
service_t
imeout

FAER
RABBFIEREE

IMDS EiFf2 it &

IMDS ZEiFfR it &

IMDS ZiFiR it &

/\\\ k fy-l

BETRISHNIKI

RABBEIREE

BETRSHRS

EEHTA

Amazon EC2 34l 7t 2k iE

Amazon EC2 324l st 3z

ConfigX iR EFI&
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BEBMN
mfa_serial
output

parameter

_validation

region

request_c
hecksum_c
alculation

request_m
in_compre
ssion_siz
e_bytes

response_
checksum_
validation

retry_mode
role_arn

role_sess
ion_name

s3_disabl
e_express

_session_auth

s3_disabl
e_multire
gion_acce
ss_points

FAER
RABBFIEREE

EAERERE

EAERERE

Amazon Web Services X1

Amazon S3 HETE MR

ERES

Amazon S3 B TE MR

EWTH
RABBFIRHEE

RABBFIREE

S3 Express One Zone £1iF /A RIE

Amazon S3 ZXigjial =

ConfigXHiREFI&K
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BEAW

s3_use_ar
n_region

sdk_ua_app_id

sigv4a_si
gning_reg
ion_set

source_profile
sso_account_id
sso_region

Sso_regis
tration_scopes

sso_role_name
sso_start_url

sts_regio
nal_endpoints

use_duals
tack_endpoint

use_fips_
endpoint

web_ident
ity_token_file

HAREE

Amazon S3 EA R

NMAEF ID

SRRUL =
RKASEEIEREE

IAM Identity Center ZiF {2 &
IAM Identity Center EiF IR &
IAM Identity Center EiFiR{E &
IAM Identity Center EiFiR{E &
IAM Identity Center EiFiRE &

Amazon STS X154 i &

WAL F FIPS w2

N FIPS ¥ =

KASEFIRAEE

ConfigX iR EFI&
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Credentials M HiREFIXK

TRAPHEHMZEBAUERE Amazon credentialsXHh o lit. EMNRLBMN , ZWERE
Amazon Web Services f§%. SDK I TEXRAEXHFHMENRENARELTE, EEFNZE/ SDK
FITEXZIFMNERBENIMETE | FSHEHSR SDK KT EERE,

REZMN HHAER
aws_acces Amazon i 7] 4R
s_key_id

aws_secre Amazon 1 7] 224

t_access_key

aws_sessi Amazon 1/ [7] 224
on_token
=~ =
IETE%|5R

TRIET XZH SDK HXEFHNIMETE, SII2LBEMEN , £WEIFTAE Amazon Web Services BR
%, SDK MMITEXRAREXZFIMENRENNETE, EEENITE/) SDK FTEXFNRENFEST
B K FZHEHAHN SDK KT EIEE.,

BREZ™W FHEE
AWS_ACCES Amazon i 8] 22 4R
S_KEY_ID

AWS_ACCOUNT_ID ETKFRRS
AWS_ACCOU ETIKF RS
NT_ID_END

POINT_MODE

AWS_AUTH_ BMOR®WIEAE
SCHEME_PR

EFERENCE

Credential sX#iREDIX 56
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REB
AWS_CA_BUNDLE

AWS_CONFIG_FILE

AWS_CONTA
INER_AUTH
ORIZATION
_TOKEN

AWS_CONTA
INER_AUTH
ORIZATION
_TOKEN_FILE

AWS_CONTA
INER_CRED
ENTIALS_F
ULL_URI

AWS_CONTA
INER_CRED
ENTIALS_R
ELATIVE_URI

AWS_DEFAU
LTS_MODE

AWS_DISAB
LE_HOST_P
REFIX_INJ
ECTION

AWS_DISAB
LE_REQUES
T_COMPRESSION

FAER
EANEERE

BHME L Amazon SDK MITEMHEE
config M credentials X#HIE

REFUREE

REFUERME

AERFUREE

BRERZUERME

Bl EMINE

ENATREA

ERESR
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RER

AWS_EC2_M
ETADATA_D
ISABLED

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT

AWS_EC2_M
ETADATA_S
ERVICE_EN

DPOINT_MODE

AWS_EC2_M
ETADATA_V
1_DISABLED

AWS_ENABL
E_ENDPOIN

T_DISCOVERY

AWS_ENDPO
INT_URL

AWS_ENDPO
INT_URL_<
SERVICE>

AWS_IGNOR
E_CONFIGU
RED_ENDPO
INT_URLS

AWS_MAX_A
TTEMPTS

HAREE

IMDS EiFfRfit &

IMDS FiFiR &

IMDS EiFigfit &

IMDS FiFiR &

Uit SR H

ERTH
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RER FAER

AWS_METAD Amazon EC2 3£l T $4E
ATA_SERVI

CE_NUM_AT

TEMPTS

AWS_METAD Amazon EC2 =4l T #iE
ATA_SERVI
CE_TIMEOUT

AWS_PROFILE FERAREZEM config #l credentials X4
1T Amazon SDK 1T E£F/EE

AWS_REGION Amazon Web Services X 15
AWS_REQUE Amazon S3 HIEEE MR
ST_CHECKS

UM_CALCULATION

AWS_REQUE BRES
ST_MIN_CO

MPRESSION

_SIZE_BYTES

AWS_RESPO Amazon S3 HiE T E MR
NSE_CHECK
SUM_VALIDATION

AWS_RETRY_MODE BiR1TH
AWS_ROLE_ARN KRAABZIIRHEE
AWS_ROLE_ KRAABEIFRHEE

SESSION_NAME
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RER FAER

AWS_S3_DI S3 Express One Zone £i& 5 RilE
SABLE_EXP

RESS_SESS

ION_AUTH

AWS_S3_DI Amazon S3 % X g 178 |
SABLE_MUL

TIREGION_

ACCESS_POINTS

AWS_S3 _US Amazon S3 EA R
E_ARN_REGION

AWS_SDK_U B ATEF ID
A_APP_ID
AWS_SECRE Amazon i 8] 234R

T_ACCESS_KEY

AWS_SESSI Amazon i [7] 24
ON_TOKEN

AWS_SHARE ERFEHR Amazon SDK MITEHHE
D_CREDENT config M credentials X#MUE
IALS_FILE

AWS_SIGV4 BRI AE
A_SIGNING
_REGION_SET

AWS_STS_R Amazon STS [Xig it ik =
EGIONAL_E
NDPOINTS

AWS_USE_D e FIPS i
UALSTACK_
ENDPOINT




Amazon SDKs f1T& SEE™

BEAW FHEER
AWS_USE_F MHEH A FIPS i =

IPS_ENDPOINT

AWS_WEB_TI KABBEIIRME
DENTITY_T
OKEN_FILE

JVM RERE ST

BRI WM REBRMRAT EAT Java iy Amazon SDK # 5&A F Kotlin #9 Amazon SDK ( B4

JVM REHF ) o BXRIMAEE JVM REBMHMREA , 1S Hthe section called ‘41 & JVM REE
.
ERZE N HAEFEE

aws.accessKeyId Amazon i 8] 4R

aws.accountId ETKFHIRS

aws.accou ETKFB RS

ntIdEndpo

intMode

aws.authsS SHRIEAE

chemePref

erence

aws.configFile BRFME R Amazon SDK M T EfH

=
config M credentials X#HIE

aws .defau el EBRIAE
1tsMode

aws.disab IMDS ‘EiFig it &
leEc2Meta

dataVl
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RER FAER

aws.disab EABIREA
leHostPre
fixInjection

aws.disab BRESR
leRequest
Compression

aws.disab S3 Express One Zone & 1% 5 B RiE
leS3Expre
ssAuth

aws.ec2Me IMDS EiFig it &
tadataSer
viceEndpoint

aws.ec2Me IMDS &iEiRfit &
tadataSer

viceEndpo

intMode

aws.endpo KRR
intDiscov
eryEnabled

aws.endpointUrl BETHRZFHNHI

aws.endpo BETRFHNRS
intUrl<Se

rviceName>

aws.ignor BETRSHNRS
eConfigur

edEndpointUrls

aws.maxAttempts BiR1TH
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RER

aws.profile

aws.region

aws.reque
stChecksu
mCalculation

aws.reque
stMinComp
ressionSi
zeBytes

aws.respo
nseChecks
umValidation

aws.retryMode
aws.roleArn

aws.roleS
essionName

aws.s3Dis
ableMulti
RegionAcc
essPoints

aws.s3Use
ArnRegion

aws.secre
tAccessKey

HAREE

FRAHREZEM config M credentials X4

1T Amazon SDK M1 T E£BEE

Amazon Web Services X5

Amazon S3 HE B MR

ERES

Amazon S3 HETE MR

EWTH
RABBEIREE

RABBFIEREE

Amazon S3 Z[Xigiial =

Amazon S3 EA R

Amazon i [7] 2 4H

JVM REE M FIR
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BEZ FHER

aws.sessi Amazon i [8] 2 4H

onToken

aws.share BERFMEHR Amazon SDK I TENHE
dCredenti config M credentials XH#HE
alsFile

aws .useDu MR FN FIPS i =

alstackEn

dpoint

aws.useFi MHERR R FIPS M

psEndpoint

aws.webId KRABBEIIREE

entityTok

enFile

sdk.ua.appld NMAERF ID

Amazon SDKs #l Tools #r/E{LEIFIEHEE

TEEIREF AT —BORMINE , HEEW S SDKSIEFRRHEEHHUAMBH SR ITHE, X7t
— MU URSE S MR W E= D FEME SDKs, AMEREHBITUERBHEES. BXHFAE
B, BSHRENEE SDK AP,

/A Important
FIFFBERMAEE SDKs XA RMEE  EEXFRHABAMNAEIHE.,

£

- THRBRIAEIFRMHES

- BET SDK M EWNEIFIREEE
+ Amazon i B Z 4
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BREITREMARS
- RABBEIRMESE
- BREITR#E
« IAM Identity Center ZiFiR &
- IMDS FiFiR &
HESIEREE

THERERIAT IRt &5

PG SDKs ABE—R¥b S ( KR ) fHEiIRE  UERIATRAEARBERNERE
Amazon Web Services fiF. HREIEREIG , BRAEFEL, XHREHEBRM N EITREMS *ET%
B,

ERAER —MRECEIERMHE , Amazon SDKs A ZHAER RN BRI KITIER. TiREILE
RESSDEABHRMAE  NENFILIREEEFBERNAREFEBRIFENZEIE. SDK TEHR
SRS BN A SE AR L 1R 4 o

RESA SDK EANEESTHE , EEMNEE ST KR

ANE S iR
Amazon 17 [ Z4A Amazon IAM APy E %48 ( HIZ0AWS_ACCES

S_KEY_ID . FAWS_SECRET_ACCESS_KEY ),

£/ Web &35k OpenlD Connect Bk  ERAMBNABFBRMEE (1dP ) ( FIE0 , Login with

E5HRIE - AEAGKIIREtE Amazon, Facebook., Google SEIHft OpenID
Connect (OIDC) %A 1dP ) &F, £/ () ¥# JSON X
Ko hE (JWT) BRi% IAM B &8 Amazon Security Token
Service XPR. Amazon STS

FEIRME KRR B I EH ARG R EXENEIL,
IAM Identity Center EiEiRE & MHIREGIEF Amazon IAM Identity Centers
RABABEIEREE BH IAM ﬂ@ﬂ’]*ﬂl‘ﬂﬂﬂ—liﬁlﬂﬂf&ﬁfﬁo (REAENIE

R , RARERZEIL) .
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EUERME iR
BDeEiREE Amazon Elastic Container Service ( Amazon ECS ) #

Amazon Elastic Kubernetes Service ( Amazon EKS ) £

i, ARFIEREENEFFNERLNARFRIEIL,

HEEITRME BEMNEIERME, MASRRRFRRE (235 IAM Roles
Anywhere ) SREUERYEIE,

IMDS ZEiF {2t & T DMt B = (Amazon EC2) SEHIE B X B,
F—1NIAM AeSEHEAN EC2 EHIXBK, 1EiZ=H
FETHRBRHAIUERZACH IR EIE, FibaY
Amazon EC2 T ERS 1= #.

WNFEPHNBINTR , BESHIBREENFE. EREBPEENREERER .. BER , &8 X
ETE M EAREN config M credentials XH#H 1T Amazon SDK MITELFEE, BXES
ER , BESR RENKLER.

HET SDK ITENE IR EHE

BRE#EE SDK FTENBERIERHEEHFAES , FPMUATIIRFPIEREN SDKHTE :

* Amazon CLI

- HEAT C++ K9 SDK
- EAT Go #) SDK

« SER T Java 9 SDK
« &AM T JavaScript
@A T Kotlin £ SDK
- JEAT .NET ¥ SDK
- SEAT PHP iy SDK
« S&ATF Python (Boto3) #J SDK
« S&ATF Ruby B SDK
« AT Rust By SDK
- @A T Swift B SDK
« AT PowerShell
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https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-configure.html
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/credproviders.html
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/guide_credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/credproviders.html
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.amazonaws.cn/powershell/latest/userguide/creds-assign.html
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Amazon i 8] 224

/A Warning

NTBRERZENK , EFRETARGIGEELKIEN , F2EA IAM AFR#THBRIE , ™
2EERAS SR REAENRE BRI , 620 Amazon IAM Identity Center,

IAM A FF#9 Amazon 58 2348 7 FA4EE K Amazon &£iE, Amazon SDK £ Bz X Amazon &
L E M Amazon XY APl ER |, MELHNITEAETUESE, EEMIHRIEE Amazon BRI
B, BIVAAKRMEHaws_session_token , XBEEILIFEIGHN , SHEFABEER. TR ERAKH

Fik,

(® Note
R Amazon o3& Rl FTIX LGB EIE , Amazon AIRESERKFIEN AR , XFER TIERE
AR,

HEZ Amazon credential s RE#HEZIUNEENHENE K BAAIcZesVTNABRFRERZ
N, HEEHEWconfigXHH SDK HBERER DT,

ETHEBX Amazon RIEFMFEAHRIRBNEZER , 55H IAM AR EEPHNAmazon Z£E
EMEE IAM B8R #ZH.

ER TS AR E L AL

aws_access_key_id - = Amazon configX#i% &, aws_access_key_id - 3= Amazon
credentials X% B ( #&ES % ), AWS_ACCESS_KEY_ID - Si R E, aws.accessKeyId : JVM
REGEM , RERA T Java/Kotlin

EERESIE BN AF#TEHRIEN Amazon THRIEH,

aws_secret_access_key - 3= Amazon configX i E, aws_secret_access_key -
H# = Amazon credentials XHiRE ( #EFH L ), AWS_SECRET_ACCESS_KEY - IMEL &£,
aws.secretAccessKey : JVM REEM , NEA T Java/Kotlin

EERAESIE B0 AF#TEHRIEN Amazon EEH,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/security-creds.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/security-creds.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
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aws_session_token - = Amazon config X #i% &, aws_session_token - 2= Amazon
credentials XHiRiE ( #%EF 5L ), AWS_SESSION_TOKEN - 3R3EF £ aws.sessionToken :
JVM REE M , UER T Java/Kotlin

BEREZSIE—I2H Amazon 2F T , UNAFR#ITEHARIE, BBt EER K INERE
?Eﬂ@Fﬁlli@E’Jll"ET I —EH 0. REEFH ;’fll"lﬁzzé ﬂlﬁz* EELEDSE, B, &
BUBHBAERARNZ2EIERBKPEIL, BXL2EI , 50 IAM HFHNLZEH ia‘kﬂio

BXRUIRBUX LEN U | 5 FREEIE#H1T Amazon SDK M1 T EH 541 K1F,

fconfig@credentialsX#HrHigBiX LEXFEBENRH

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAH@OgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Linux/macOS B G STIRENETEN RH

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Windows Bl s S TIRENETEN RH

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQoEXAMPLEH4ao0AHOgNCAPy. . .truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk

Amazon SDK M1TE %

LT SDK XEFEARETFEHFTRMINEEFRRE., FRIESBo AISVERBEEXHE, £ JVM REE HiREES
R%¥# EHAT Java B9 Amazon SDK # & F Kotlin 9 Amazon SDK.
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ERT C++ By SDK

FEAT Go V2 (1.x) B SDK

FEATF Go1.x (V1)K SDK

FERATF Java 2.x B9 SDK

FEATF Java 1.x B SDK

AT JavaScript 3.x B SDK

& A F JavaScript 2.x B SDK

E AT Kotlin B SDK

FERAT NET 4.x 89 SDK

FERTF NET 3.x 89 SDK

FEHAT PHP 3.x 8 SDK

& F Python (Boto3) Y
SDK

& T Ruby 3.x B9 SDK

EAT Rust B9 SDK

& AT Swift B9 SDK

Tools for PowerShell V5

Tools for PowerShell V4
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FEEHEHEWN config i,

BEFAHE config XHFIRE ,

fE ; BSHK1E,
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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BREIRMRS

BE LAERAIEN Amazon EEEFIAEFEIURRITATREHRNEHIER, TRETXRE
BB HBRBILRERE , Amazon @4 BSEH T PowerShell &b & TE ( 4140 CL Amazon |, Amazon
MHITE ) W@k, Amazon SDKs

B4 RIXEIEFH | B E Amazon CLI Fi&1Taws logind s , &L “ Amazon TE” FiE1T
Invoke-AWSLogin cmdlet, PowerShell £ EHIEBFERMESF , HEESFEH. Amazon
SDKsEHIE P IFFE 15 28 /53HA , B2 CLI SDKs @RBEEZEBIHRIFEP , ZETZE 12 PEt, il
FMSRIBE , REFRRIEEN CLI EHEF PowerShell,

EXmPNERAZIREETHBEEMNEENH |, Zlogin_sessioniR EE#EEBEEZITEREFIERE
HEEBZEHE2ENEMT,

[profile console]
login_session = arn:aws:iam::0123456789012:user/username
region = us-west-2

RIABERT , EHAEIL MRS MEM#E Linux # macOS = $USERPROFILES\.aws\login
\cache Windows £#~/.aws/login/cacheB&TH JSON X##, XHBETEFRLXFEREMN.
IBALUBIS 1% BEAWS_LOGIN_CACHE_DIRECTORYIMEZ EXRBE1ZB %o

EXRABRE
ER AT BABLE LD RE
AWS_LOGIN_CACHE_DIRECTORY - S 5% &
FHM B3R, CLI Ml SDKs HEEFF#MRHIERLFEEXFNEFRRE,

ERIAE : ~/.aws/login/cacheE Linux # macOS Lt , &ESUSERPROFILE%\.aws\login
\cacheff Windows L,

Support Amazon SDKs by M1 TE

LLTHA SDKs XEFEARETFHFHRNINEEFRRE, AR HINEREEEH, ERAT Java®y
Amazon SDK 1 5& A F Kotlin #9 Amazon SDK M — X33 E M JVM REBHIRE.,
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https://docs.amazon.aws.com/sdkref/latest/guide/access-login.html

Amazon SDKs f1T& SEE™

SDK X BERESER
b=

Amazon CLI v2 =

&R TF C++ 1 SDK =

BEATGoV2(1x)®WSDK &

FEAT Go1x(V1)HWSDK £

EATF Java 2.x B9 SDK 2

FEAT Java 1.x B SDK Fi

FEHAT JavaScript 3.x WE4E £
FARIES

FER T JavaScript 2.x B SDK &

& A T Kotlin B SDK 2
BT .NET 4.x #9 SDK =
ERAT NET 3.x 8 SDK =
EAT PHP 3.x # SDK =

& FF Python (Boto3) Y B ZEECRT

SDK
& F T Ruby 3.x #J SDK =
EH T Rust B9 SDK =
FERAT PowerShell Vs NTE £

ERAT PowerShell VAT E &
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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RKARBEKIERHE

(® Note

WERBHKREE , UTHRENHNFREIHAREEN Amazon SDK MITEXER |, 55
87 AR E R H.

\

BRiEAeSREA —AINZ2EUERFG R BEATET RN Amazon TR, XL B 15 R 2
1D, BRI RBRAMZETEAR.

ERELN SDKZTERRAAE , MOMEREBIIMEERANIBEEAE®, IAM ABHA® Amazon
FIREW (ARN ) #ITHE—#5R, ABRES —IPMREABIGEXR, ERAZACHNAERATERS
—/NAmazon Web Services RS, Web B 512 t#&Amazon Web Services k. OIDC = SAML Bx
Bk,

R IAM BRE  NREZIZARNET , NTLUHEHN SDK T EBEENFRZAGK FHN
BR. EITULIRME , BEAUTRE,

BXRABREAXEEENIES , BSRAAEEFN £H Amazon FIEX A B EK#H 1T Amazon SDK
MTEMNEHRIL,

KRABBEERHUERE
fEFATT 5 B B L Th AL -

credential_source - %= Amazon config X#i% &

£ Amazon EC2 3£/l Amazon Elastic Container Service B8 H A , IEE SDK =X T EE{a4k
AUBEERBERATFARAE role_arn SHIBEMN A BMNEIL,

RIAME: &

EME :

« IIE - IEE SDK HITEMIRETE AWS_ACCESS_KEY_ID F1 AWS_SECRET_ACCESS_KEY #&
FIREIL,

« Ec2InstanceMetadata — 3§ SDK S TEfE A M2 EC2 LfIE E 4R IAM A€ BUIREX
BREU,

« EcsContainer : 3§ SDK s T E G AKI NZ] Amazon ECS A28 IAM A& KK MNZE| Amazon
EKS BE2H IAM & B RIREURZE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.amazonaws.cn/eks/latest/userguide/security-iam-service-with-iam.html
https://docs.amazonaws.cn/eks/latest/userguide/security-iam-service-with-iam.html
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THeER —BBXHHREETEE credential_source M source_profile,

£ config MHHIRE M TARAZIERN KB Amazon EC2 KIRHI :

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:ro0le/my-role-name

duration_seconds - £= Amazon config X#i&E&
EEACXENRAFENRE (UAYHEAL) .,
REBEXHEERAACR , LIREFEA.
BRIAE : 3600 # (1 /NEY)

BWME  ZEMEEE 90 ® (15 74 ) HAGKRENRAXERLEE (43200 =X 12 /)6t )
ZE. BXEZFELR , B2H IAM AFEETH E5A BN R AL ERLNEIRE,

£ config XHHIRE LI RHBI
duration_seconds = 43200

external_id - = Amazon config X#i&E
EEE=FRATEEEFKFRRAACHE—IRRA,

NYBEEXHEERAACBZACGHNETIRKEE Externalld BN , WIRBFER, ZEKR
HAREXHFIEEAEITE®ELS AssumeRole BEM Externalld S,

HiAE : T,

BRE : 5K IAM AFERE P8 DEEASNER ID NG Amazon BIRRTFIHHE=S X
PR o

£ config XHHZEBELLINH R
external_id = unique_value_assigned_by_3rd_party

mfa_serial - = Amazon config XHiRiE

EEAFPERAACRAXMFERNZESHRIE (MFA ) RBEWRIREFHIS,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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RKABER , IRZAGHEEIRBIEEE MFA FHRIEMNEZMSF , MBI XET. HX MFA

MEZER  F5H (IAM AFIEE) F/ IAM B8 Amazon ZE S BRI,

%ﬁi}\ﬁ . %o
BRE . ZETUREHIRE (Sl GAHT12345678 ) FHIS |, b A LARE L MFA REH

Amazon BRBF: (ARN ) . ARN B9#&3\R arn:aws:iam: :account-id:mfa/mfa-device-

name
£ config X#HHREHIA RH

EROIBRRENZKFIBANENAFEAT —1NE N MyMFADevice HWEEH MFA &%,

mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn - = Amazon config X #i% &, AWS_ROLE_ARN - ¥/ E3 2, aws.roleArn : JVM R4

B , fGEA T Java/Kotlin
EEEATRTERALEE X 4ERIBEN IAM BAEH Amazon BREZ#H (ARN ) .

%ﬁi}\ﬁ : %o

EXE  ZESAE IAM A ARN , XM TF : arn:aws:iam: :account-id:role/role-

name

LA, BRI EL T REZ— -

« source_profile - fRRE—NMHEXH K ATEREEELEEXHFFRAZACHNRNE

1

« credential_source - FRAANFHNETEFRNNEILES M INE Amazon EC2 LA & L4+

5 Amazon ECS Ba8L I &Eil,

- web_identity_token_file- AEEBIIR Web NABRFFHITEMRIEMAFERALARS

R EF HIE{T OpenlD Connect ( OIDC ) B SR E,

role_session_name - £= Amazon config 1% &, AWS_ROLE_SESSION_NAME - SMETE,
aws.roleSessionName : JVM REE M , EA T Java/Kotlin

EEEMMIEBAEXENER. KEMERESRSEXRBEKNS B Amazon CloudTrail B&

ZaEAREFEFZNERE.,. AXiFEHAEE |, 52 (Amazon CloudTrail BF#ERE) F#ICloudTrail

userldentity element,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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MIAE : RS, NMRRARHAME K REEEXHRASE , WIFEHERSTEER.

ARUE : & Amazon CLI 5 Amazon API R R&EH A AssumeRole #4E ( &
AssumeRoleWithWebIdentity B¥EF#HE ) it , RHL RoleSessionName 8. ZEKH
B ERNRABERHAF Amazon BRAM (ARN ) BW—E8% , HERLEE XA AN REN

CloudTrail BEZ B —E5 o
arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

£ config XHHIRE LI RHBI
role_session_name = my-role-session-name

source_profile - = Amazon config iR &

EEHMEEXH  HELIATRAHRBEEXHFH role_arn REEENAR. ETH
WM{AEH E Amazon config # credentials XHFFERAEBEEXH , HSH = configH
Mcredential s34,

MBREBEENEENHLERASREEXH , IIFHRIIFRASNMNABUTEEBTEILE, 3 SDK
BETAEEZIINEESHR |, kiEFaEL, AEERFIZEMN Amazon CLI B Amazon APl &4
i, REAREK 1 /PEHETRAEN, BEXEZER , B3R IAM AFERTHNAERIEFTE S,

%ﬁi}\ﬁ . %o

BEME : B config M credentials XHEFRENNEEXHNEMEARNXEFEFR, EAXME
LB EXHFIEE role_arn HiE,

FeeER — BB X4 EHEE credential_source M source_profile,

FEBCIE XA R IRE L TR R

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
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arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-
arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID

FELFIF  ABRBEXHEIF SODK X TEBZERXBN B BEXHMNEILE, Eikfld , BEEX
#ER A 1AM Roles Anywhere #1T7 Amazon SDK #1 T E ) B 101F R 4EHE LB FRIKE
Amazon SDK MI&ZiE, RE , RBAMERX LI EIERT R Amazon &R, 183EM A &40
B AFZETERVRBIZTH IAM RER |, flalat. Amazon Web Services B = API 75
o BENMH A RMITHEMREFHEEZETE CloudTraill BEFNABXIER.

WFE AN AEEERE , INRIETE Amazon Elastic Compute Cloud 325l EE— 4R ARF , #H
HUZNAERFRAHMAE®  NAUEANUTERE.,

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:r0le/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

BLE X+ A RHERAKE Amazon EC2 SRAIMFIERMKCABEA R , H ELBHRITEIL,

web_identity_token_file - = Amazon config XHRE,
AWS_WEB_IDENTITY_TOKEN_FILE - }f35% £, aws.webIdentityTokenFile : JVM REEM |
EAF Java/Kotlin

A HWEE | AR H S0 OAuth 2.0 $24t% = OpenlD Connect ID A2t
ERHITE S,

HiRE R E A Web SR BESRIERMEE ( HlW Google, Facebook M Amazon % ) #1T& 47
if, SDK HFRARTEMBHEXHHNAR , AERKEEA AssumeRoleWithWebIdentity
BN EAERN WebIdentityToken S8&i#,

ERINE : Fo

BENE : LEXTERERNIXHGE, BE—MHNEBER , ZXH4X NS sh SR RHEERMAE
# OAuth 2.0 AR =S OpenlID Connect T h#, MBAXTEERM M N HEXN T #HZEI/ER FZHEXTEE

4
%o
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https://wikipedia.org/wiki/List_of_OAuth_providers
https://openid.net/developers/certified/
https://openid.net/developers/certified/
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/

Amazon SDKs f1T& SEE™

Amazon SDK 1T E %%

LA SDK X #EFAREBMAFTRANThRE MR E. FIEISD HIINEREEEH, £ JVM REEHIRE H
M FEATF Java B9 Amazon SDK f EA F Kotlin 8 Amazon SDK.

SDK ¥ FAEHEZER
3
Amazon CLI v2 e
ERT C++ ) SDK %8 credential_source AX#. duration_seconds X

2 ¥, mfa_serial %%,

ERTF GoV2 (1.x) I SDK £

EAT Go1x (V1)K SDK = EMFAHE config XHRE , HIUTT /3 MELE XA INEH I

e ; BEZR L,

EAT Java 2.x B SDK B A X mfa_serial o A%# duration_seconds .
ﬁJ\
FERAT Java 1.x B SDK E A %3¥F credential_source . AX#EF mfa_serial . &~

2 X¥F VM REEMH.

FEHA T JavaScript 3.x # SDK £

SEA T JavaScript 2.x # SDK # credential_source FX#,

i
EA T Kotlin # SDK =
FERAT NET 4.x 89 SDK =
ERAT NET 3.x 89 SDK =
EAT PHP 3.x 8 SDK =
&R T Python (Boto3) By =
SDK
& T Ruby 3.x B9 SDK B
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
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SDK ¥ BEAREZER
b=

EHAT Rust B SDK 2

FE AT Swift B9 SDK =

Tools for PowerShell V5 =

Tools for PowerShell V4 =

RESEIFIEME
(® Note

WMFRBHERFED , ATHRENENHENEREHER Amazon SDK MITEXEFR , F5
B T SR fE R AV IR B T H

\

AREIRHESCANETFNARCNAEFRIEIL, ZEIEREMRZEFI Amazon Elastic Container
Service ( Amazon ECS ) #l Amazon Elastic Kubernetes Service ( Amazon EKS ) ®FRE M, SDK
=BT GET ERMIEEMN HTTP in [NEEiE.

WMRIEFEH Amazon ECS |, BINEBIUEFERES IAM K GESHZIERE, &

BAESTFIHE, BE/E , Amazon ECS £i% & SDK I EARIKEUEILH
AWS_CONTAINER_CREDENTIALS_RELATIVE_URI #EZE, EEE Amazon ECS LAERA LLIEE |
&5 (Amazon Elastic Container Service F A AR ) RIS IAM B,

MR EFER Amazon EKS , BRINEBWEMEH Amazon EKS BESE B RIAZIERE |, 28R
BRXBR, AIwitHE , ABMILIRE, TERAMNTT B, BHNAEEH (pod) # IAM AEHE
Kubernetes BRZ M F #Ex<EX , LEBERARFNIEP, ETHEX Amazon EKS BE4A 5K
EZER , 52 (Amazon EKS AF1ER) HH Amazon EKS B4 5%, BESS , Amazon
EKS £1&%i& SDK M I EFRIKEVEIER AWS_CONTAINER_CREDENTIALS_FULL_URI
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE SRBZE, BXREFEE , S (Amazon
EKS AF#EmE) HHI%E Amazon EKS BAeR4H 52 |, IE Amazon BEM L LA Amazon EKS
Pod Identity simplifies IAM permissions for applications on Amazon EKS clusters,

ER AT B ABL B L D EE
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https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-id-agent-setup.html
https://www.amazonaws.cn/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://www.amazonaws.cn/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
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AWS_CONTAINER_CREDENTIALS_FULL_URI - RELE
EETEN HTTP URL iR , it SDK EERFIENFEA, XBEHRMEN.
ERINE : o
BHE : AR URI,

EE R ER AWS_CONTAINER_CREDENTIALS RELATIVE URI MERIRE , REEXRIRE
AWS_CONTAINER _CREDENTIALS RELATIVE URI BNF4&fEHA,

Linux/macOS B s FITIREMELTEMN RHI
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
7
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - }MEZE

EE HTTP URL iw R , ##t SDK EFERFZIERER . ZERMINEIZIAKN Amazon ECS BIEHL A
169.254.170.2 L,

ﬁi}\ﬁ . Too
BRE : BRAEIAEX URIL,

Linux/macOS B SR TIRENETEN RHI
export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - SMETZ 2

BEANANENSE, RRETHEZE , SDK FEAFETEMEE HTTP ER LREFRDUR
Ko

%ﬁi}\ﬁ . Too
BENE : FHH,

EE  HRER AWS_CONTAINER _AUTHORIZATION_TOKEN_FILE HNERIZE LK REEXRIRE
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE BIF &M,
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SEES

Linux/macOS B R TIRENETEN Y

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - ;MEZE
EEZTE M ARG B XA LT SHRE,
HINE : T
BERE : 2B,
Linux/macOS BE  F{TIREMELZEMN RHI
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential

export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token

Amazon SDK M1 T EX#

LT SDK XEFEAREBEHATRNIIEEMIRE. FRARZPISNMEREEZH, £[ JVM REBHIRER

R%# EHAT Java B9 Amazon SDK # & F Kotlin 9 Amazon SDK.

SDK ¥ BIREZER
B

Amazon CLI v2 =

EHT C++ B SDK =

EAT GoV2(1.x) W SDK £

FEHAT Go1x (V1)K SDK £

FEHT Java 2.x B SDK = 3 Lambda SnapStart BERS , AWS_CONTAINER_CRED
ENTIALS_FULL_URI  #1 AWS_CONTAINER_AUTH
ORIZATION_TOKEN £ Bz1ATFEHHBRIE,
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/lambda/latest/dg/snapstart.html#snapstart-runtimes
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SEES

SDK

FEHAT Java 1.x B9 SDK

& A F JavaScript 3.x B SDK

& A F JavaScript 2.x B SDK

& AT Kotlin B SDK

FERATF NET 4.x 89 SDK

FERATF NET 3.x 89 SDK

FEAT PHP 3.x # SDK

& A F Python (Boto3) KJ
SDK

EF T Ruby 3.x #J SDK

FEAT Rust B SDK

FERAT Swift B9 SDK

Tools for PowerShell V5

Tools for PowerShell V4

4 Mt

fim

Ao WD KD D

fim

BERESER

% Lambda SnapStart BUER , AWS_CONTAINER_CRED
ENTIALS_FULL_URI %1 AWS_CONTAINER_AUTH
ORIZATION_TOKEN £ Bz1ATEHHBRILE,

¥ Lambda SnapStart BUER , AWS_CONTAINER_CRED
ENTIALS_FULL_URI %1 AWS_CONTAINER_AUTH
ORIZATION_TOKEN £ Bz1ATFHHBRILE,

¥ Lambda SnapStart BUER , AWS_CONTAINER_CRED
ENTIALS_FULL_URI %1 AWS_CONTAINER_AUTH
ORIZATION_TOKEN £ Bz1ATFEHHBRILE,

% Lambda SnapStart BUER , AWS_CONTAINER_CRED
ENTIALS_FULL_URI  F1 AWS_CONTAINER_AUTH
ORIZATION_TOKEN £ Bz1ATEHHBRILE,
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https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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IAM Identity Center EIF{R &

® Note

MFREGAXFED , LT RENENFRNEREHE Amazon SDK MITEXER , F5
58 7 AR R IR E W H .

It B R IENLEIE A Amazon IAM Identity Center SREUERI IS HY B R &% ( SSO ) 418 Amazon
Web Services RS X PR,

@® Note
£ Amazon SDK API XX #4/ | IAM Identity Center ZiF 2t H#FrH SSO EiFiRf#tH,

8 A 1AM Identity Center 5 , 8 A[7££ = Amazon config XA EIREE LEE X, EEX
#HFE#EE IAM Identity Center G717, Z AP K IhEE IAM Identity Center # 1T &3 KIIEfE |
MFSRESZAFPXEKRN IAM SENEHHEIE, ZE7# SDK I NE &P REUGER SIEHFEAT
Amazon Web Services fRSS &K , SR w{a#F R Amazon SDK F1 T EH) IAM Identity Center & 14

10 UE [\ &,

B config XHELE IAM Identity Center EF P A :

o (#E)SSO THREMABEE  EKAENK, @EXNEENSERNKNXE,
- [BIRTHRIFEE . FABREN/ VN2,

EXAHEED  SHEEELEFIHEEFESR.

LT H R IEEEE AKX IAM Identity Center B EMEE -

« Amazon IAM Identity Center { B $575)

« Amazon IAM Identity Center |1/ AP| &%

ERATH SDK M T EMaRAEEAFERAMBIFEIL , BESH WA R Amazon SDK M T EH
IAM Identity Center 5 3 13iE R &2,
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FRFM

&S IR A IAM Identity Center. B%/3 A IAM Identity Center B RITMIFHAER , FSH
((Amazon IAM Identity Center Fi P 1§F) " # Enabling Amazon IAM Identity Center,

@ Note

BXATHFAN BN B ERZGHAENRE config MHEE , BFSHEXKREMEH IAM
0% Amazon SDK M T E# 1T 5 HRIFMIES A,

SSO TR RHEEE

£/ SSO TR EEER , B Amazon SDK RTELBHHRIFAE , BEEEKNLERN K, &
XEFERENRZARKNESELR , 5 H (Amazon IAM Identity Center A $8R) ## Configure
the session duration of the Amazon access portal and IAM Identity Center integrated applications,

config X#H sso-session Zp% A FXIIREL SSO HiE+© h‘“’E’JEE TEHRTHAE , RAETLLARIRK
HY Amazon &ilf, B> config B'I#FEFJl:l:'n WEZFAER , FSR BEEXFRER.

LTRHE config XHRAIER dev BLE X4 SDK T EEE N 1ER IAM Identity Center ik,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

FEWRBBERETUEN sso-session WHNHEHXRKRIENMNEENXH, BF , sso_account_id
M sso_role_name #4J7E profile WHHITIRE , LAE SDK AJLLER Amazon &

ilf, sso_region, sso_start_url Al sso_registration_scopes #4J7E sso-session T H
RIE,

HAEMA SSO S AR BIZSHEE sso_account_id F sso_role_name, HREH R ARF
MERAXIFIEEE SHRILA Amazon Web Services BRE RS , MAEE(LL Amazon Eif, 8
EEHRIEIRE—FMHTTP BRRIIEFR , eEAHRNBEESCENZETH., EXMBERT , TEE
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sso_account_id # sso_role_name, HZHEEM&KH Amazon Web Services BRF1ER , ABEZ

BRSREXFTICE THEEN.

EMEEBEERN sso-session B—E%, SEER OAuth 2.0 F—f#HlE , ATRENARFEXN A
FlkFHERERE, EFZET sso_registration_scopes , KEHINHKFFMABHLERR
R

THRRTUNAESNEREXHHPEEFAMEEHR sso-session BLiE.

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BRBITSHMERE ~/.aws/sso/cache BETH#ME L , XHEBETLEFEF.
1% 88 B 1 A Jnl e &
FRAEENTIRFREEFXFEITERF. RIMNBWHA SSO FEREMEEE,

BEEAESNTARHEE , SLAEREXHFREEATIRE !

* sso_start_url
* sso_region
* sso_account_id

* sso_role_name

AILAEA sso_start_url # sso_region REBNEEXHEEAFIIF. AILMER
sso_account_id # sso_role_name REFRIEENR.

LTFROHZET config XN SEE,
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[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

BHORITITHEERES ~/.aws/sso/cache BRTWRHAE E | MHBET sso_start_url,
IAM Identity Center ZiF iRt &R B

ER AT BEBLE L 2hEE

sso_start_url - = Amazon config g &

RO RFTEL LM IAM Identity Center 914 & URL SiFRIITF URL B URL, BXFMEER , &5
% {Amazon IAM Identity Center AP #ER) I Using the Amazon access portals

ERFINE , BHFF IAM Identity Center #2F| & , EFERFER , REHE Amazon HE[]F
URL,

« MARZA 2.22.0 9 Amazon CLI 714 |, &t A R EH Amazon MKk #E URL W&,

sso_region - X Amazon config X% iE

Amazon Web Services X135, @& &8 IAM Identity Center [P £ ; e A2 EEZ B IAM Identity
Center Z BNEEMN X 1T, XSEMERIA Amazon RigiEx |, L AJREB TR E,

&% Amazon Web Services X3 R ERBHEESIXK , 55 Amazon Web Services —fif 5%
hpy XiEig s, BEERIE , FITFF IAM Identity Center 24|14 |, EHZ4 Eik , RAFEH X
15,

sso_account_id - = Amazon config iR E&E

#3 Amazon Organizations ARZ- 751 Amazon Web Services Ik WA T & HRIEMEF ID,

BEEETAKFHIER , HHIE IAM Identity Center #2%1& H3TFF Amazon Web Services i/~ T
H, & A[1E Amazon IAM Identity Center [ 17 APl Z /£ ListAccounts APl 7532 & & 7] Ak
Pk, Bl , BALLEA K- 5% Amazon CLI 9753,

sso_role_name - = Amazon config & &

UIAM AR ENNRENER , ATEXNRAFERNNPR, ZABKMFET
sso_account_id IEEHK Amazon Web Services K/ &, FHAREH , MTAR2ACHN
Amazon FiREF (ARN ) .
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X PREEKIA IAM policy M BEXINPRERE , HEX THAPXNHE S EH Amazon Web Services ik
9 1 B X PR K 31l

EEE ST Amazon Web Services K BB ANPREMFIZK | FHIE IAM Identity Center 2% &
HFTFF Amazon Web Services Ik THE. i%£#F Amazon Web Services Ik & & 5l H #9 IE # R
£E ¥, ®A1E Amazon IAM Identity Center [ 17 APl 22& H{Ef ListAccountRoles APl FE&E

EUANREIR, flm , ELLEA K- A E5I5% Amazon CLI BV 5%

sso_registration_scopes - = Amazon config X% E

=N sso-session ENWEENES HREIIR. NABRFAUER—INHSINEE , ONARE
FEENHRSEMXBRTRFHNEE. EM IAM Identity Center [RESHENEIRIFT G |, &%
IEF sso:account:access &/NEE. BXARAFESCEEDNSIE , 56 (Amazon IAM
Identity Center AP 1EE8) H Y Access scopes,

XLESEEE N T A EEMA OIDC FFHERBERNWNRMNE FHR BN ESE, SEERN
IAM Identity Center 8 & T &R iH L 1,

BRETEATEENTARFEE. £RAZERERTNTEEKERIREE

sso:account:access fERAEBE A,

Amazon SDK Ml T B %

LAF SDK X#EFARFEF A FRAI IhAE
¥ EATF Java B9 Amazon SDK # & F Kotlin B9 Amazon SDK,

RE. AIESIHINMERGEZEHR, FF IVM REBHREH

SDK X BXHEZER
#
Amazon CLI v2 =
BT C++ 9 SDK =
FBEAT GoV2(1.x) W SDK £
EATF Golx (V1) SDK R EFAHE config MHIRE , AT SMEE XH NI

FEATF Java 2.x B SDK

=
=

BE ; BSHEAE,

credentials X#AtIIFEREE.,
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SDK ¥ BEAREZER
£
FEHAT Java 1.x B9 SDK B

FEATF JavaScript 3.x B SDK £

FEHA T JavaScript 2.x ¥ SDK £

& AT Kotlin # SDK =

EAT NET 4.x By SDK =

AT NET 3.x #5 SDK =

& AT PHP 3.x By SDK =

$EFF Python (Boto3) BY =

SDK

@A F Ruby 3.x #J SDK =

E AT Rust By SDK 2 NEREZENTAIRHAEE

EAT Swift #) SDK =

Tools for PowerShell V5 =

Tools for PowerShell V4 =

IMDS FiF Rt &

® Note
WMERBHEXAEE , LTHRENEN S RBREREEMN Amazon SDK MITEXFHXK , 2
54 T A SRR IRE R H,
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KO TBIERS (IMDS ) REBXRENKFNHE , EUUHEKREERERERSTHIEAS. BX

ABBENEZER , FSH (Amazon EC2 A {Em) HPRIEMAKHITEIE. Amazon EC2 247
LIRS 9—1’§|H§FEE’JZIK1&JW, , i KA BN SRAIRE I HER. HD%%ﬁUMﬂJDTﬁ@ e AR H—

XN ZABBERNFEIE, SDK AILAEAZERIKENEANETNTIEREEE -BIWEIE. RIA TE/R

T, ARG THTERSRA 2 (IMDSV2) , BIEASETENERER IMDS H&ZIKO WRBTAATE

HAVIER (HTTP $51R/XH8 403, 404, 405 ) m&M , WEEA IMDSv1 fE EIIR,

ERLAT A AR L 0 RE

AWS_EC2_METADATA_DISABLED - }FEZ £
REBZHEA Amazon EC2 KA T #EARS ( IMDS ) RIREUEIE
BMINE : . false

BWE
« true - iBEZEA IMDS RIREUEILE,
- false - £/ IMDS RIKEUEIL.,

ec2_metadata_vl_disabled - £= Amazon config X% E,
AWS_EC2_METADATA_V1_DISABLED - /8% £, aws.disableEc2MetadataVl : JVM RERE M

SGEAF Java/Kotlin

R IMDSV2 HIMHE | RAEFERAEATHIERSZIMRA 1 (IMDSV1 ) ER&E A B %

(® Note

B SDK %% IMDSv1 , At A g iE, BXxiFHAEER , i & Amazon SDK 1 T
B¥E,

ZRIAE : ., false

BXME :
« true - iHFE IMDSv1 B4EMEIER,
« false - ¥ IMDSv1 FA{EEIR,

IMDS 1#=2fit#& 88
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ec2_metadata_service_endpoint - £Z= Amazon config XH#HiRE,
AWS_EC2_METADATA_SERVICE_ENDPOINT - }f 53 £, aws.ec2MetadataServiceEndpoint :
JVM REEH , fUEA T Java/Kotlin

IMDS Vi =, LL{ESEZE Amazon SDK 1T B3 Amazon EC2 SEfl Tt iR BRINL B .

ZRIAE : IR ec2_metadata_service_endpoint_mode &F IPv4 , MERIARR N
http://169.254.169.254, IR ec2_metadata_service_endpoint_mode &F IPv6 ,
NERIANHBR A http://[fd00:ec2::254],

BRE : BHH URI

ec2_metadata_service_endpoint_mode - = Amazon configX
1% E, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - ¥ EZ £,
aws.ec2MetadataServiceEndpointMode : JVM REE M , fGERA T Java/Kotlin

IMDS i S EE =,
ERIAE : IPv4,

E¥%{E ;. IPv4, IPV6

® Note
IMDS FiF Rt ER THRINZIEREEE -2, BR , REEARIIPHHEML MR
E2fE , T2KE IMDS FitRRftE., Hit , MREFEENEFFEALIRMAFNELE , W4
MMEEFRREGERNEIIREESICEAEMEEXH, HE K SHABREIIREE®ER
HEMPMREERE TEREIL , FTUERBPEEEAN IMDS FiERHE, IERSE
Fimet , Al E#EEERIERIR.

IMDS FiERy =224

ZRIABE R T , 2 Amazon SDK R EEAREIUER , SDK H=iAfEH Amazon EC2 L4l T HIE RS

( IMDS ) k#:3R Amazon BE&HEIE, BN AWS_EC2_METADATA_DISABLED FEFZEIEEN
true , AIAZAKITH. XHAUBFLERSLENMEE , HIEBTAENENZ SN, LERNET
BEAEHL Amazon EC2 =6l T HiERS .
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® Note
X EgE MM , BE T AMNEILRN Amazon SDK BEFmE T2 A IMDS # &EIF,

£ A Amazon EC2 IMDS &iE
WG EWRETERRTAIERANRERGEUREREBFLEERRETE,
Linux A macOS

£/ Linux 8 macOS WEFILUFERAU TR RELIFMETE -

$ export AWS_EC2_METADATA_DISABLED=true

MREBHLIREES shell RTFEMREESPREFTE , WAL LRGSHMEIEN shell BLE
X#HH , flan .bash_profile. .zsh_profile & .profile,

Windows

5/ Windows WEF O EAL TR IREMFELE -

$ set AWS_EC2_METADATA_DISABLED=true

MREFLERREESZ shell 2EBNMRRERHRFFAE , WANABAUTHS

$ setx AWS_EC2_METADATA_DISABLED=true

@ Note

Z setx T A ZENA T A shell 21F , AU EFEEHMBRNEFHITIT shell = &g
{58 Ao

Amazon SDK M1 T EX#

LT SDK XFEARETFEH TR INEERRE., FRIESBo HAISVEREEXEHE, £ JVM REE Hi%E#S
X% FHT Java B Amazon SDK # 5EA T Kotlin 9 Amazon SDK.
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et

SDK

Amazon CLI v2

ERAT C++ Hy SDK

FEAT Go V2 (1.x) B SDK

FEAT Go1.x (V1) # SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x B9 SDK

& FF JavaScript 3.x B SDK

& A F JavaScript 2.x 8 SDK

FATF Kotlin B9 SDK

FEHAT NET 4.x B SDK

FERTF NET 3.x 89 SDK

FEAT PHP 3.x 8 SDK

& F Python (Boto3) KJ
SDK

& F T Ruby 3.x #J SDK

EHAT Rust By SDK

& AT Swift 89 SDK

53
#

=
=

=
=

=
=

=
=

BERESZER

EFEAHE config XHRE , T B MNEE A INEEIZH

e ; BSHLTE,

JVM REEM : £/ com.amazonaws.sdk.disableEc
2MetadataVl ™A= aws.disableEc2Meta
dataVl ; 7% aws.ec2MetadataServiceEndpo
int # aws.ec2MetadataServiceEndpointMode 0

EZ6ERA IMDSv1 EIiR,

BE2Z1E£/A IMDSv1 EIiR,

IMDS 2
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SDK X FAEHEZER
#
Tools for PowerShell V5 = IBALAER [Amazon.Util.EC2InstanceMet

adata]::EC2MetadataVlDisabled = $true =R
B EXEZH IMDSv1 EIE,

WO LAEA [Amazon.Util.EC2InstanceMet
adata]::EC2MetadataVlDisabled = $true =R
B IEXEZEH IMDSv1 EE,

fim

Tools for PowerShell V4

HIEFIRME

(® Note

WMFRBHERFED , UTHRENENHENEREHER Amazon SDK MITEXEFR , F5
58 7 AR AN 45 R RY 1R B T

SDK R T —My RAENASNFTIRHEEN T E, WREEETRATRESESKI , HlIAME
W T F R P RRETIERES A S O RHEEEK,

a0 , IAM Roles Anywhere £ credential_process R REH NARFREUGHEIE. EX
FARBE credential_process , 55 £ IAM Roles Anywhere # 1T Amazon SDK I TE/ &
BRI,

(® Note
THNMET —MMNASBHBREZEIEN A ZE | IEEE Amazon ZASTHRERER, MRE
£ Amazon ITERF L#THE , BEAEMEIEREE, FAKEMN , NARKRBERT
BRERGNRERESIE , RABEHE config X, BRENBENFZIET EFRREMARE
EEE A StdErr , ER SDK # Amazon CLI AT BAERMIERZURER , TESNER[KRZ
BERXHAP AT,

ER AT BABL B L D EE
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https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon SDKs f1T& SEE™

credential_process - = Amazon config X#ig &

BEE SDK HTERARBZTHNABGT , RERTRRAT ZH TN HFHRIEFIE. ZiRERE

7E SDK A AMNEF/SmTHEMN. 3 SDK FRZHEN , E2FFHEN JSON HIEEA
stdout. HENREHELAURERRNERERFES. ZEEELE SOKRTEFTATHEHRITEHR
IR

@ Note
HEFERMER THANTIEREEE V-5, B2 , REEXRRIIPHEML M RA
E2fE , TaREHESIRME, Hit , IREFLEENEFFERALRMFNELE , WAM
MEEFRREMEINEITIREEIEAEMEEH, HE  SHEBREILREEERD
ROPNREERLD T EREL , TONERBIEEEANEEZIERME, CIBRSE K
B, AIEEEERIEXRR.

EEEIIEFNBRE

ZRENER—INE/HE , HHhEEiEn SDK FAAXTERREETHEFNERE

s BEMMHBREHUATERFELEK : A-Z, a-z, 0-9, EFRF (-). TX&E (_)., A (.). EH
K (/). REHT (\) FZ=H,

c MEBRBRBIXNMHBEEEKE , BNTERENXHREANEIS (" ") FEEK,

- MRSWEMNBSHEZTEZEH , WAREIS (") FZaRFER, NEEREHIE, TTRR
FMEXT o

s BOEFHFEHEESTANETE, FlWN , BFTEESE $HOME =K SUSERPROFILES,

 FERENHREERN ~, * EUAEETBRERENHE, IRFEELAXXHE  MREL2EH
£ PATH MRZBEEN XA RFERZEF. BERBEERSGSMR

AR RBIE R T 7 Linux/macOS EWHE config X% E credential_process.

credential_process = "/path/to/credentials.sh" parameterWithoutSpaces "parameter with
spaces”

AT RHIERTE Windows EHIHE config X#HHZE credential_process,
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credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter

with spaces"

« ABETEEEXHTERE

[profile cred_process]
credential_process = /Users/username/process.sh

region = us-east-1

FEUETTRIEY A W

o N

SDK BB ENHHIEENARNZTEZGT , AN ERERPiEEEE. SEENTS , TiLR
BIAE R —HEIRRF , #HSIE STDOUT EERFE LA TIEER JSON i,

{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
(@ Note
BERBEARXE , Version BHAMIREN 1. BEREHEBNZEMNRE , ZEELE
b,

Expiration Z4AR XM RFC3339 /XAt RIE. MR T ENHEHPFFE Expiration &
28, Nl SDK BREZIERTRIFVKHEIE, BN , FEHANGNEIE , AELIEEIHIENZIT
credential_process X B 3 RIFEiL.

® Note
SDK T~ KEABHERIL , T—RTRETRAAGRELE. NRFEER , NLRAENEHRE
R,

Process 2#t#&
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ABHETLUREFFFIRENE , MERERRFIEMRKERR.

Amazon SDK 1T E %%

LLTF SDK X EFEAREFEH TR INEERRE. FRIES o AISVEREEXHE, £ JVM REE HiREFS
R%¥# EHAT Java B9 Amazon SDK # & F Kotlin 9 Amazon SDK.

SDK ¥ EFHESEER
#

Amazon CLI v2 =

ERATF C++ B SDK =

BEBHAFT GoV2(1.x) BWSDK R

EAT Go1x (V1)K SDK =B EMFEAHE config XHIRE , LTS MBS B STHF INE K I

gt ; BSHK1E,

ERAT Java 2.x B9 SDK =]

ERAT Java 1.x B9 SDK 2

R T JavaScript 3.x B SDK £

FEHA T JavaScript 2.x ) SDK £

& AT Kotlin # SDK =
ERAT NET 4.x 89 SDK =
ERAT NET 3.x 89 SDK =
EAT PHP 3.x # SDK =
& F Python (Boto3) Y =
SDK

& T Ruby 3.x B9 SDK =
EF T Rust B9 SDK =
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https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
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SDK X BEHESER
b=

SEAT Swift # SDK =

Tools for PowerShell V5 =

Tools for PowerShell V4 =

Amazon SDK 1T Efy#r /(L ThAE

TSI EIR RN —BHRIAME , A BEEW S SDK F MR AR T, HE S SDK #1745
B, XA —HMTRE THERRNBEWE. A REFAUERBPRES , FSREHNEE SDK
API T f#i¥15,

/A Important
FIEFBIIE (BEENDENELHE ) #MZEAE SDK AIX#E.

£33

c ETK/FNRS

- NAERFID

+ Amazon EC2 E4l T8z

+ Amazon S3 AR

« Amazon S3 % Xig i [E K

+ S3 Express One Zone £1i% & 1 11F
- BHRIEAR

+ Amazon Web Services X1
+ Amazon STS XiFitfif =

+ Amazon S3 BEZEMRF
o XHERRF FIPS iR

« ImAKRI

- BARERE
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https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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« EHAIZEA

- IMDS &%

- BRITH

- BRESR

- BETRFNIRS
- BRERERMIAE

HETKFHIRR

@ Note

WMFERBHERHED , ATHRENHENHENEREHER Amazon SDK MITEXEFE , F5
B8 7 AR R R IR E W H .

BTk #im 208X /A Amazon Web Services I ID k7 X5k TheEM ARSI HER , BB T
REMENTT B, FAXHETEKFHNHSA Amazon SDK MRS A , SDK EFmSENE
FHETLKF‘ MikmR , MARXEMRR. R SDK ZEFmEREKS, ID, MNixE P s A XE %
mR. BEFKFHImSERAN https://<account-id>.ddb.<region>.amazonaws.com , Ef
<account-id> M <region> &K Amazon Web Services ik~ ID 1 Amazon Web Services X

o
ER AT BABLE LD RE -

aws_account_id - %= Amazon config X#i& &, AWS_ACCOUNT_ID - SMETE,
aws.accountId : JVM RGEM , EA T Java/Kotlin

Amazon Web Services IKF 1D, ATFETFIKFHi% =B H. Amazon Web Services ik ID B4
NELLF 111122223333,

NTFRELERS , BT/ RSB TRSERERE.
account_id_endpoint_mode - £= Amazon config X#HiRE,
AWS_ACCOUNT_ID_ENDPOINT_MODE - }fEZE £, aws.accountIdEndpointMode : JVM R4 E
%, fGERA T Java/Kotlin

HREATESENKXAETKFNRSEEH  FERIETKSAIRAN,

ZRIAE : preferred
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Amazon SDKs 1T & BEEE
BRE :
« preferred : IR NBEKF ID ( MRE ),
+ disabled : EFEHMIHERI T ZTEKS ID,
- required : WRAMSAMITEKS, ID, MRKF ID FAA , SDK £5| KR,

Amazon SDK M1TE %

LA SDK X #EFAFEFAFTRANTheeMiRE., FIEIS2HIINEREEER, £/ JVM REBEHIRE H
%% EATF Java B9 Amazon SDK F & B F Kotlin 8 Amazon SDK.,

SDK ¥ kAT RBIFIEZER
¥  BEM SDK
15N
Amazon CLI v2 = 2250
Amazon CLI v1 = 1.38.0

EHT C++ 19 SDK B

ERF GoV2(1x) R v1.350

B SDK

EAT Go i

1.x (V1) # SDK

ERTF Java2.x ¥y 2 v2.284
SDK

ERT Java 1.x By 2 v1.12.771
SDK

i& F F JavaScript 2 v3.656.0
3.x B SDK

i& i F JavaScript &

2.x By SDK
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/cli/v1/userguide/cli-chap-welcome.html
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
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SDK ¥ kAl BIHEZEER
¥  HEMY SDK

EN

EAT Kotlin B9 2 v1.3.37

SDK

FERAT NET4.x 2 4.00

SDK

ERAT NET3xH B

SDK

ERT PHP 3xHY £ v3.318.0

SDK

ER T Python 2 1370

(Boto3) Ky SDK

FEH T Ruby 3.x B £ v1.123.0

SDK

EAT Rust 9 SDK &

FEATF Swift I SDK £ 1.2.0

Tools for PowerShel &

V5
Tools for PowerShel &
V4
NARR ID
(® Note
METHRERNEFARREREEN Support b y Amazon SDKs # tools RIEH AR |, FS
7 7 RIS FE RV IR B T H o

B ID 99


https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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—> Amazon Web Services I~ A A ZNE P N AR A XKL T 81E Amazon Web Services Bk
%, MARFE D AEFRET —MRZMNREARFFER#HT T —ABAMN A ZE Amazon Web
Services Ik, Amazon SDKs A , REFaEAS#EBELE , RIFFHEREEZFBERFEF. I
m, WETRIEERESFHRES , BAIAZTEESF , Amazon Health Dashboard LA —#RIRIEHY
TR LE B F 72 o 508 AN A < B

ER AT AR B L IhEE

sdk_ua_app_id-3*= Amazon configX#fi%i&, AWS_SDK_UA_APP_ID - SMETE,
sdk.ua.appId-JVM REE M : XFR Java/Kotlin

WERBEREIHMANAREFNHE—FZ/E , BT/RESENBEF S EL R AEF Amazon Web
Services K ETEiH A Amazon,

ZRIAE : None

BRE : #/HH , RAKEN 50, s EAFE, BFEMUTERF
R Lo #0080 % & 'L Fu -0 LA L T e

£ config XHHIREEN RG]

[default]
sdk_ua_app_id=ABCDEF

Linux/macOS B G HTIRENETEN RH

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

Windows B s SITIRENRTER KA :

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

MRITEXFTA Shell EERHRENNRS , BREFEXN ZEH1TH Lo
Support Amazon SDKs by M1 TE

LUTHA SDKs XEAREB RN INEERRE., FIEHBSHINEREEEH, ERAT Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{a JVM REEMIRE,

MAREF ID 100



Amazon SDKs f1T&

et

SDK

Amazon CLI v2

ERT C++ By SDK

FEAT Go V2 (1.x) B SDK

FEATF Go1.x (V1)K SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x By SDK

& T JavaScript 3.x By E 4
FAIES

& AT JavaScript 2.x B SDK

& AT Kotlin 8 SDK

FERA T NET 4.x 9 SDK

FERTF NET 3.x 89 SDK

FEHAT PHP 3.x 8 SDK

& F Python (Boto3) Y
SDK

& T Ruby 3.x B9 SDK

EAT Rust B SDK

& AT Swift B9 SDK

EAF PowerShell V5 (N TE

ERAT PowerShell VAT E

X BERESER
B

=
=

B TXEHEMconfig .

7|

B AXEFHE config XHRE ; TIHXHEREXE,

= JUM REBEMN aws.userAgentAppId o

A0 AD @D

fim

fn Ao

fim
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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Amazon EC2 L4t iz

@ Note

MFERBHEXHEE , ATHRENENHENEREHER Amazon SDK MITEXEFE |, F5
58 7 A SRR IR E W H .

Amazon EC2 6| LR T —mA NZFI T ETERS (IMDS ) BIRSG. ETHREXLKRSHNEZE
B , 52/ (Amazon EC2 AF{E®E) ®PMFEASAcHdE, 2 dEEEE IAM &1 Amazon EC2
6| LR REER , BRINVERT , SRF cBiERSWEZETRETM,

ER TG ARE L ThRE

metadata_service_num_attempts - = Amazon config XHiIRE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - }MEZE

AEEBEE T ZHNEFTHERSEREEN | ERFIERN B
HRIAE : 1
BNE : KTHET 1 WEF,

metadata_service_timeout - = Amazon config XHiIRE,
AWS_METADATA_SERVICE_TIMEOUT - }FEZE

EENMNES THIBRS L EZHRIER | KEBETHREG
ERIAE : 1
BWE . KTIET 1 HEF,

£ config XHHIREXLEMN A

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

Linux/macOS B SR TIRENETEN RF

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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export AWS_METADATA_SERVICE_TIMEOUT=10

Windows B s ST IRENRTEM KA

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

Amazon SDK flT BEx %

LA SDK XEARFEAFAMINEMNIRE, FrIESaAINEREEXH, FM JVM REBHIREER
¥ FEAT Java B Amazon SDK fl & A T Kotlin 8 Amazon SDK,

SDK X BAREZSER
#

Amazon CLI v2 s

EAT C++ B SDK &

BEBHAF GoV2(1x) I SDK &

FBEATF Go1x(V1)WSDK &

& AT Java 2.x #§ SDK T8 XX 3¥F AWS_METADATA_SERVICE_TIMEOUT
5

i\ T Java 1.x B9 SDK &8 1X%ZF#F AWS_METADATA_SERVICE_TIMEOUT
N

FERA T JavaScript 3.x B SDK &

FEATF JavaScript 2.x B SDK &

EA T Kotlin # SDK &
FERAT NET 4.x 89 SDK &
EATF .NET 3.x 8§ SDK S
EAT PHP 3.x # SDK =

Amazon EC2 Efl Tz 103


https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/

Amazon SDKs f1T&

SEES

SDK

& F Python (Boto3) KJ

SDK

& T Ruby 3.x #J SDK

EHAT Rust By SDK

E AT Swift B9 SDK

Tools for PowerShell V5

Tools for PowerShell V4

Amazon S3 EA =

(® Note

X BERESER
B

=
=

D o I O

7|

WMERBMHKREE , UTHRETHNFTRIARBREEEN Amazon SDK MITEXER |, 55

59 7 AR AN $E R RY IR B T

Amazon S3 RSB HIEARIERNS Amazon S3 FHEBXEMNEBR AR, BALLATUANAK—H

KEARE , MAREENAZEEE. £/ Amazon SDK , Bl EF#ERFRPERAEAR

Amazon BRBF: ( ARN ) 1T APl B1E , MAMABREEFE#EEH. SR THEENERE ,
EAESR GetObject AR ARN NEEBHPIRENR , EFEAES PutObject WEA R ARN

FXT RN MEN AT

ET7#AX Amazon S3EARM ARN WEZER

ER AT BABLE L IhRE

, 5% Amazon S3 AF ISR IV AEA S,

Amazon S3 AR
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/AmazonS3/latest/API/API_GetObject.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_PutObject.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/using-access-points.html
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s3_use_arn_region - = Amazon configX#i% &, AWS_S3_USE_ARN_REGION - SMETE,
aws.s3UseArnRegion : JVM REEMY , NEA T Java/Kotlin, EEEERBIREE , FEEEN
B HEE SDKo

iR BRG] SDK 2B FEAEEA 2 ARN Amazon Web Services Xigi 5 R #9i&k Xigiig m. SDK &
IIE ARN Amazon Web Services Xigi @ & H 5 & Fimbl &/ Amazon Web Services XiZHEHY
Amazon 7 XIBMRS , UPFEBREREAMNE2> X AR, MEZXEN , WMEEFERRBERE

HiRE , HXARHETEIRE,
ZRiAE : false

BWE

« true - SDK E#i&im S 6t A ARN Amazon Web Services X1, , MARE Finfii B/
Amazon Web Services X, #l5 : MR EFFIHEAEA Amazon Web Services X1g 2 FIPS
Amazon Web Services X5 , E % F5 ARN 9 Amazon Web Services X185 fPtE, & NG
SHHI4EIR.

« false - SDK EME w2 EHEFIRELER Amazon Web Services X1,

Amazon SDK M1 T Ex#

LA SDK X EFEARFBHATRMNINEEFIRE. FIEH 2 HINBEREEXH, F1 JVM REE M IREH
=¥ EATF Java B9 Amazon SDK # & F Kotlin B9 Amazon SDK.

SDK %X BXHEZER
b=
Amazon CLI v2 =
EATF C++ # SDK =
ERAFGoV2(1.x)HWISDK R
EAT Go1x (V1)K SDK R EMFAHRE config XHIRE , LTI/ MELE ST INEL A I

e ; BER &1,

ERAT Java 2.x B9 SDK

fim

FEHAT Java 1.x By SDK AXEF IVM REB M.

fim
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
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SDK X FEXHEZER

FEATF JavaScript 3.x B SDK £

FEA T JavaScript 2.x B SDK £

& AT Kotlin # SDK =

BEAT NET 4.x By SDK =

FEAT NET 3.x # SDK = TEREREREIRF ; ZH config XHEMRETIREDE
B,

& AT PHP 3.x #9 SDK =

& F Python (Boto3) KJ =

SDK

& T Ruby 3.x #J SDK B

&M F Rust B SDK )

B AT Swift 8 SDK e

Tools for PowerShell V5 B TEREMEREISF ; £ZH config XHERLETHRESR
£,

Tools for PowerShell V4 = TEEREREIRF ; ZH config XHERETIRESE
8

Amazon S3 Z[XigiF [ &

(® Note

WEIRSHEREE , UTHRRENHEMNARRBEEHEE Amazon SDK I TEX R | i
B 7 EAIE AR E TR H.

b
\\

Amazon S3 % XiF i8] 8 106


https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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Amazon S3 ZXFAQREMT —HeREka , NABRFUUFERAZEARKERRKBNLTZA
Amazon Web Services XiF ) Amazon S3 F#E@EINER, BULERZXEEA SRS XIEMA
BF K GREANXEHREANEREL  RAEEHAE MM AETXIENAER,

ETREXZXEZEARNEZER |, 555 Amazon S3 AFIERE T/ Amazon S3 Y2 XiE#z A
o5

/AN O

ETHAERZXEEAS Amazon BRE# (ARN ) WEZEE | 1§29 Amazon S3 A&
MERZXIFEASRHER,

ETHAXVNBRZXEBEARNESEE , i55H Amazon S3 AiIFERMPNEES XEEA R

SigV4AA EERATEEERXHFERNERRXI, %ZEEMH SDK BT Amazon BAIEZITE RS
(CRT) FF LRV IRBIIRIRTS

ER AT B ABLE L D RE -

s3_disable_multiregion_access_points - = Amazon config X

1% &, AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS - fFMEXLE,
aws.s3DisableMultiRegionAccessPoints : JVM REEM , UEA T Java/Kotlin, EEZER
BYEEE , FEEERENEE SDK,.

tiREES SDK BREARRZRAEXEIFER, MRZREX , WAELEARBEENRE , R
HRZERE,

BRiAME : false

ENE :
+ true - FIEFEABXEHER,
- false - FRAZXiFEALBABXEEKR,

Amazon SDK f1T E %

AT SDK X FEARETFHFTRMIIEERRE. FRIESo AISNVEREEXHE, £ JVM REE Hi%EHS
R%¥# BEHAT Java B9 Amazon SDK # & F Kotlin B9 Amazon SDK.

SDK ¥ BRAEAREZER
=
Amazon CLI v2 =

Amazon S3 % Xig [ < 107


https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
https://docs.amazonaws.cn/cli/latest/userguide/
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SDK X FEXHEZER
B
EAT C++ B SDK =

FEAT GoV2(1.x) W SDK £

FEATF Go1x(V1)WSDK &

EATF Java 2.x B9 SDK =]

FEAT Java 1.x By SDK B

FEH T JavaScript 3.x ) SDK £

ER T JavaScript 2.x B SDK &

& F T Kotlin £ SDK 2
SEAT .NET 4.x 8§ SDK =
SEAT .NET 3.x 89 SDK =
& T PHP 3.x #§ SDK =
& F Python (Boto3) KJ =
SDK

EF T Ruby 3.x B9 SDK =
& AT Rust B9 SDK 2
EAT Swift # SDK &
Tools for PowerShell V5 =
Tools for PowerShell V4 =

Amazon S3 % XiF i8] 8 108


https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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S3 Express One Zone &% & /KL

® Note

MFREGAXFED , LT RENENFRNEREHER Amazon SDK MITEXEFR , F5
58 7 AR R IR E W H .

S3 Express One Zone & Amazon S3 WS ttee X5 , IR MBIHRNBIERMEZILZEDRIIE
IR, £ S3 Express One Zone Ff##8AS , Amazon SDK 1T E £ B3 A% KR BIEE RIRN
HITRACNETSENSOHRIE, BUUNSESEETRARE (NRER ) BRELEFER , Mo BN
—NERFFRHNZMERBITRNEXRNER , BESHRIEFHEHESEAERELE,

S3 Express One Zone F#@EAEZETHKX ID WEA®REER , HI20 bucket-name--usw2-
azl--x-s3, Y SDKRMEBXFanAERN |, F2BFEREHEIMERE S3 Express One Zone
R, HNARICHNERRIIRE. SESHRISCEBGNNE#BEBEESTE , NMRENE&EN
REERAE , i SDK B EFMRIFH. ETHRESEE , BSH (Amazon S3 AFER) 1 S3

Express One Zone,

S3 Express One Zone T BaBRINE ALES BRI,
FERAUTH LR B L IhEE

s3_disable_express_session_auth - % Amazon config X#igE,
AWS_S3_DISABLE_EXPRESS_SESSION_AUTH - 3/ EA £, aws .disableS3ExpressAuth : JVM
REEM , PLEA T Java/Kotlin

BEI 2B S3 Express One Zone 2F B BRI, REN true B, SDK 7 S3 Express One
Zone &SRR Sigvd FHRKIE , MARELFEEHRIL,

2RIAE : false

BNE -
 true : Zf S3 Express One Zone &i& &K1,
- false : /5 S3 Express One Zone &i& K1,

£ config XHHIREENRH

[default]

S3 Express One Zone &% &3 RiE 109


https://docs.amazonaws.cn/AmazonS3/latest/userguide/directory-bucket-high-performance.html#s3-express-one-zone
https://docs.amazonaws.cn/AmazonS3/latest/userguide/directory-bucket-high-performance.html#s3-express-one-zone
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s3_disable_express_session_auth=true
Linux/macOS B s BT IREFREEN A

export AWS_S3_DISABLE_EXPRESS_SESSION_AUTH=true
Windows BE T REFETENRY

setx AWS_S3_DISABLE_EXPRESS_SESSION_AUTH true

Amazon SDK M1TE %

LA SDK X EFEARFBHAMRANINEEFIRE. FIEH 2 HINBEREEXH, F JVM REEMHIREH
X% FHT Java B9 Amazon SDK # & F Kotlin 9 Amazon SDK.

SDK X EEREZER
=

Amazon CLI v2 =

Amazon CLI v1 B

EATF C++ 1y SDK =

ERAT GoV2 (1.x) Y =
SDK

FEHAT Go1x (V1)K A EFEAHRZE config XHIRE , HAFEMEE X INEEI Th

SDK B ; BZH21E
EAT Java2x I SDK &
EAT Java1lxWSDK &
EAT JavaScript3.x B R

SDK

FEHAT JavaScript2x ) &
SDK
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5 Sigv4 [ , £/ SigV4a LB MEREZ D Amazon Web Services X &#E M. SigVda i@
HEXFERESERESTHAYE , FEERXEXEHHN B ARMEBIZAXE, XX TFHERMIN
Amazon iX## Amazon Identity and Access Management £ EkBR%54% 515 % CloudFront.

EXXAMEHRITESENESEL | H28 (AM BREE) hHERT APl #RMAmazon %
B 4o

ER AT BABLE L 2D RE

auth_scheme_preference-#= Amazon configX i &, AWS_AUTH_SCHEME_PREFERENCE -
IFE 2 aws.authSchemePreference-JVM REE M : X PR Java/Kotlin

BELEMFEEEESFORIESRIIR (LESSR ), H-—TRSZIHSHEHRIEFR
B , SDK 2ZHBEEIRFERAZIRTNAR  URFABEEESRETT , AU ERIFINT
Ao

%ﬁi}\ﬁ : %o

BRE : AT IR ZUHES S RIX

« sigvh  SHRRAK 4 ( HERR , BXE )

- sigvba : LERAK 4a ( TRAMER , BXEXE , SEMEEL Sigv4 1€)
 httpBearerAuth : HTTP A 2B & & A K1

FBREMZBENEEN BRI E L,

£ config X#HHFZEIRE N Hik Sigvda BRI

[default]
auth_scheme_preference=sigv4a,sigv4

sigv4a_signing_region_set-#= Amazon config X #HiRiE,
AWS_SIGV4A_SIGNING_REGION_SET - SNELE

A Sigvda ZXIFHXRIEELIES 2P Amazon Web Services X1 95K, WRFTEHN & BRIE
FERA SigVda , NIFHAERZERZENRIAXSE,

BMINE - FERTE,

BRE : LUES 2 RH Amazon Web Services XiB %R, X152 8 B9 Z= & M I R 2B,
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SDK ¥ FEAHEZER
3
Amazon CLI v2 =

fim

ERT C++ By SDK

ZEBRTF GoV2 (1.x) I SDK £

ERF Go1x (V1)K SDK &

ERAT Java 2.x B9 SDK B

FEATF Java 1.x B SDK i

FER T JavaScript 3.x WEH £
FEIES

FER T JavaScript 2.x B SDK &

& AT Kotlin ) SDK =
EA T .NET 4.x #9 SDK =
ERAT NET 3.x 89 SDK &
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SDK X FEXHEZER
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EHAT PowerShell V5 W TE £

EHAT PowerShell VA I TE &

Amazon Web Services Xig

@ Note

MBHFEMXMEY , LT RRERENHRRMBEEN Amazon SDK AT AXHE , #2
T RAEENRERE,

Amazon Web Services X125 Amazon Web Services REE S FEANEEERNETEMS,

£ Amazon Web Services X13 , & 0] LLif A SERRIF B 7245 E #b BB X35 #9 Amazon Web Services R
%, XUATFRIEEHEENNARFZELEMNAFRHRENNMNE, XGIRMUEBERD, REMEMN®E
M, BAIURAER, FRAKE , GBI RRSTRAETSXEHITEMN TRER.

R ZE Amazon Web Services IRF1E R EE45E W #th 3B XIH X BR, BRIFLEATFEER Amazon
Web Services RS 12 EFITHEE , FUE —PMXFFH BN R FREEAHBXIEHBREFEE. 5
# , Amazon S3 1 Amazon EC2 X#I#FEXIHEHl. FLRS ( Hl0 1AM ) ZBEXF R IR,

Amazon Web Services —f#ZZ @EEXUATHENEE -

s ETHXEMNERZBENRAR  AEFUEXEIKSMNYIX |, 55 EHAmazon RS im R
« BEELHEE Amazon Web Services RS FIE XN XFMim KK | BHSR RS im MBI,

NEBRSEF s

ELURTE A R A Amazon Web Services RS , SDK B &S Amazon Web Services RS HE i
KR, Hli, MRENNBAREFEEE Amazon EC2 , NEH R AR F 62— Amazon EC2
BEFWNREKEZBRSZRE,

MERBERBAGFANEFHERNEEXE , WEFEFMIAEAELIAT region RERER
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BERSEFRNEAERRE, FARKSEREZEFEHNXILIETEEN , ZXEEHETEN
SDK ( BEE SN E SDK 5= SDK BRHBEE ) .

ER AT BABLE L 2D RE

region - = Amazon config X#&i&, AWS_REGION - ISfEXL & aws.region : JVM REEH |
fLEA T Java/Kotlin

IEEAT Amazon EFRHBRIA Amazon Web Services X8, 1tk X8 A T K243 E XimH SDK R

ZER,
BiNE : T, HAEBIEELE,
BENE :

- TATAERSHEMXEAE , HXIEK , FSHE Amazon —fFSEHH Amazon 5%
Ho Bl , B us-east-1 FiHKIRE N Amazon Web Services XIFEERES ( #HH LML
&) o

- aws-global ARTXEHRKAZAELIHFRMNLRERANKRFZIEELRE®K , Hl10 Amazon
Security Token Service (Amazon STS) #l Amazon Simple Storage Service (Amazon S3),

£ config XHHRELEN R

[default]
region = us-west-2

Linux/macOS B s FITIREFREEN A
export AWS_REGION=us-west-2

Windows BE G B 1TIRENREETEN RA :
setx AWS_REGION us-west-2

KEH SDK A BRE'NR , IATEMNARFRABIRERIAXE . EXFHAER , HSRENE
E Amazon SDK FF X A RIE’E,

Amazon SDK M1TE %

AT SDK XFEAREFH TR IIEERRE. FRIESB o AISVEREEXHE, £ JVM REE HiREHP
X% FHT Java B9 Amazon SDK # 5EAF Kotlin 9 Amazon SDK.
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& T Ruby 3.x #J SDK

EAT Rust By SDK

& AT Swift B9 SDK

53
#

=
=

fim

fim

fim
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SDK ¥ BEAREZER
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Tools for PowerShell V5 =

Tools for PowerShell V4 =

Amazon STS Xig {4 if =

® Note

MFREGAXFED , LT RENENFSRHEREE Amazon SDK MITEXEFR , F5
9 7 AR AN YE R RY IR B T E

Amazon Security Token Service ( Amazon STS ) BEaJfE R £ RIRG1EME , b AEN XEMRSE

i, FEL Amazon SDK # CLI BAMIAEA+RRSHSR ( https://sts.amazonaws.com) , mE
NEAXEMERSHSR (https://sts.{region_identifier}.{partition_domain}) . &k
ABANXEH , KF Amazon STS £ RiR SN IERS B EBRKENRE —XFHHE, FEiEFM
AXEH | &F Amazon STS £ FBim R EREB £ Amazon Web Services XiBEERE ( BEE
TMILER ) 4B, BHX Amazon STS iR EZEE. , 55 (Amazon Security Token Service API
%) H M Endpoints I {Amazon Identity and Access Management FiF#55E) FHEE Amazon
Web Services X H#) Amazon STS,

BHE Amazon RESREKRER | BIWRAAREME A X gt in S HEEEH Amazon Web Services [X13, JE
Bl XM EFARER XSRS, HIEME SDK %ﬂIE%‘BS'ZﬁIHS LB , BN T£BiESMXE
MRS , FiE SODKMTEHERENTH. BXEZEE , BSHUTEHS

(® Note

Amazon B EIAE A K X1 #9 Amazon Security Token Service (Amazon STS) £ Fik =
(https://sts.amazonaws.com) #1T 7Tk , LUERHEMEE O MMERE. KELR/iRmIM
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X FXFHIREN SDK MITE , HEF A MEANT A AREE X#E

sts_regional_endpoints - = Amazon config X#i& &, AWS_STS_REGIONAL_ENDPOINTS -
HEZE

% BIEE SDK I Emfa#E A F 5 Amazon Security Token Service (Amazon STS) &fEH)
Amazon Web Services BR% i R

ZRIAE : regional , HXBIAEL TR,

® Note

2022 F£ 7 AZERWWFTE# SDK EERAFFERIA N regional, #H SDK IEH&ZIS
AR LMIBRILIEEH FEAregionalTH. ATHAMTEERRKNER , RIMNEBWER
REENARFRIFREMAregional,

BEME : (BWWE : regional )
- legacy : fEA£ /A Amazon STS I & sts.amazonaws . com,

. reglonal SDK R TERAN HaEENXEFEA Amazon STS R, i, MREF
BB R A us-west-2 , MIXF Amazon STS #1THIFFE A A &£ X X1k & sts.us-
west-2.amazonaws.com MIEL/F sts.amazonaws.commR. BEZAMIREN B+ Fi%
RREBER , BRI XFHIREN aws-global,

£ config XHHigBIX LER A

[default]
sts_regional_endpoints = regional

Linux/macOS B s FITIREMELZEMN RHI
export AWS_STS_REGIONAL_ENDPOINTS=regional
Windows B BT IR EFREEM RHI :

setx AWS_STS_REGIONAL_ENDPOINTS regional
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Amazon SDK 7£[a] Amazon Simple Storage Service L& BBEIM A T HEIERREHNHFETEMER
EXRFEE—BEE, UE , XEZHXAEREMAFR, AE , RIMNRASAXLERE , HEAET
CRC B9 5% ( it CRC32 5 CRC64NVME ) , RESA SDK R TEHEHRIANE L | T &tk
ALUEREMNE L, SETUREFEXKEFHH ELEREMETTENRBRM, L&, 2B L& TEHM
MEREXBEA—HNTH , ST EFRTEERENIRE,

BFIRAH Amazon SDK #l Amazon CLI 2 ABX LEZBEHITEETHEATLHERE ( CRC ) HRK
M, FFHEKIEE Amazon S3, Amazon S3 RERF[|IFIMT ITERRH , HEARMHENEBHET
BiF , RAEFT RN KEERBRAMFAMEEEN RO THED, BEIERRNSENR—EEEETH
FBh , TENKNETUEEREERNRERMHATRIETH. S UENRIEFEHENRTHE
AR

EFATHRBANRE, ?BRLASIIFIRBRMELSIEK , $5H (Amazon Simple Storage
Service FAF#8F) HFHITE Amazon S3 FREX REEM,

DEREE
Amazon S3 EAFRARRBHTHELER LEMT R AN —BZEXIRREH , .

D L&, SDK 2T EEN D BRINRE . Amazon S3 X LRI FFKES UploadPart
APl BIFS N0 BRI TEM, S, Amazon S3 £7FE & A CompleteMultipartUpload API B3
EENXHA KD ARRE T,

WMREE SDK #£H Amazon S3 Transfer Manager KB E& E4% |, NYFEA Amazon SDK 1T
EXH RPEET SDK WEAEEZRRIEDBHREM, BRI LUBER checksum_type REER
FULL_OBJECT =i%#¥{F A CRC64NVME &% , NTMikR B AT BT RRE A,

MREFEANRRERAK SDK = Amazon CLI :

MENARFER 2024 F£ 12 A2 BiMRAH SDK T E , Amazon S3 HAITEIH N RMN
CRC64NVME BRI , HEEEMENRKRTBEFUZFERSE, BUUBENEMN CRC 5&1t
EH CRC #HTLER , RIFMZEHMESER, A, BHATLUEN PutObject 3 UploadPart
BREBEHEBCHETTENRRBRARFIT EZTEMLRY , X2 R FRLERBIRER .

ER AT BABLE L 2D RE -
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https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://docs.amazonaws.cn/AmazonS3/latest/userguide/checking-object-integrity.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_PutObject.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_UploadPart.html
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request_checksum_calculation - = Amazon config X#HiRE,
AWS_REQUEST_CHECKSUM_CALCULATION - ¥}/ 53 £, aws . requestChecksumCalculation :
JVM REEH , fUEA T Java/Kotlin

RIANBRT , BRPAEREZERNERBABRREMITE, AP A EREERIEREZETM
— A NRRAEE, MBAPARBITER , WEFER SDK BENBRIANEE, HXxE1 SDK :
TERNBINEZE , ESH Amazon SDK 1 TEX#EFER,

2RiA{E : WHEN_SUPPORTED

B¥E -
« WHEN_SUPPORTED : 7E AP| 430t ( fIHIE Amazon S3 IR ) NAFE B REREHT
RITRE I,

« WHEN_REQUIRED : {X7E AP| BEZERIFHITRE R,

response_checksum_validation - % Amazon config X#HiRE,
AWS_RESPONSE_CHECKSUM_VALIDATION - }f53 £, aws .responseChecksumValidation :
JVM REEH , fUEA T Java/Kotlin

RIABERT , AR EREERNQEERERARTEEREMBIE, HEWNERRETHREMN , H
SR ME AR K # T HR, RREMBUERY , WERRERREN2EAF R HER.

R M RIFRAE S ERREMBVE L, W TAEEREMA Amazon S3 API #4E , Amazon
S EFmBLEHBIEMNREM, BUWR SDK HARZIMEENREMEE , MBS BT,

2RiA{H : WHEN_SUPPORTED

B¥E -
« WHEN_SUPPORTED : 7E AP| 430t ( fIH1E Amazon S3 fEHEIRR ) X AR A MR RS 1T
RITRE I,

* WHEN_REQUIRED : X7 API X FHERAF ENZBREEXEAREMNEN , T 2MITRIEN
UE, #i4n , @A Amazon S3 GetObject APl 3} H ChecksumMode SENRE R “E A 8,

Amazon SDK M1 T Exx#

LA SDK XEFEARFBHMRNINEEFIRE. FIES2HNBERYEXH, F1 JVM REEMHIREH
X EAT Java B9 Amazon SDK 1 EH T Kotlin 8 Amazon SDK.,
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https://docs.amazonaws.cn/AmazonS3/latest/API/API_Checksum.html
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SEES

® Note

ETERF , “CRT'Z3E Amazon BAETH RS (CRT) FE , # ARt EE@EHNINE RinH A4

R

SDK

Amazon CLI v2

BATF C++ 1Y
SDK

EHT Go V2
(1.x) 8 SDK

EHT Go

1x (V1) H
SDK

EATF Java 2.x
B SDK

FEATF Java 1.x
#Y SDK

Mt

fim fim fim

7|

7|

AIARREE M EE

CRC64NVME

CRC64NVME

CRC32

CRC32

X BB MEE

CRC64NVME
. CRC32, CR
C32C, SHA1
. SHA256

CRC64NVME
. CRC32, CR
C32C, SHA1
. SHA256

CRC64NVME
. CRC32, CR
C32C. SHA1
. SHA256

CRCB4NVME ( 1%
&id CRT ). CRC3
2. CRC32C,
SHA1. SHA256

BEERESER

%fF Amazon CLI v1 , B
INE ML EFNE LRSS
Python ( Boto3 ) A&,

BRTEMRE
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/

Amazon SDKs f1T&

SEES

SDK

EAT
JavaScript 3.x
# SDK

EAT
JavaScript 2.x
7 SDK

EAT Kotlin B

SDK

EATF NET
4.x B9 SDK

ERT NET
3.x By SDK

EHT PHP 3.x
#Y SDK

& AT Python
(Boto3) #Y SDK

>
RS

& AT Ruby
3.x By SDK

Mt

fim

7|

IR M B

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

X BB MEE

CRC32, CRC
32C, SHA1, SHA256

CRC32, CRC
32C., SHA1, SHA256

CRC32, CRC
32C, SHA1, SHA256

CRC32, CRC
32C., SHA1, SHA256

CRC32, CRC
32C (VBN
CRT) . SHA1
. SHA256

CRC64NVME ( 1%

& CRT). CRC3
2. CRC32C (&
i CRT ). SHAT1

. SHA256

CRCB64NVME ( X

B3 CRT). CRC3
2, CRC32C ( X&
& CRT ). SHA1

. SHA256

BERESE

LEE qwscrt ¥ EFBEEA

CRC32C.,

BRTEMRE
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/

Amazon SDKs f1T&

SEES

SDK %
b=

EAT Rust By =

SDK

EAT Swift By =

SDK

Tools for =

PowerShell V5

Tools for =

PowerShell V4

WL FIPS im s

(® Note

WMFERGHERHEE , AT HRE

IR M B

CRC32

CRC32

CRC32

CRC32

B T SR fE R AV IR B W H

ER AT BEBL B L hEE

X FHRBMEE BEERESER

CRC64NVME

. CRC32, CR
C32C, SHA1

. SHA256

CRCB4NVME FMIEEEHEE CRT 4Ht

. CRC32, CR I,
C32C, SHA1
. SHA256

CRC32, CRC
32C., SHA1, SHA256

CRC32, CRC
32C, SHA1, SHA256

TENABREREEMN Amazon SDK MITEXER | 55

\\

use_dualstack_endpoint - £= Amazon configX#fi% &, AWS_USE_DUALSTACK_ENDPOINT -
INEFE, aws.useDualstackEndpoint : JVM REE M , UEA T Java/Kotlin

FFEEXH SDK BE MIH#EKR IR K/RIETER. BFMTHEXE IPv4 M IPv6 REMNTHEKRIFESR |

2% Amazon Simple Storage Service Al P8RV EH Amazon S3 XUtk in

EATELXSE,
BiAE : false
BENE :

M/ \o Xxiﬁ*%lﬁﬁ/ N

MHERRF FIPS s =
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https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/dual-stack-endpoints.html
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« true - SDK T EFZAFEAINHERBE R X EMEFER, WRRSF/H Amazon Web Services
Xig A EENEKR RS, NERSF LMK,

+ false - SDK T EFALEMAIHER IR KR HMEHFR,

use_fips_endpoint - &= Amazon config X #iRE, AWS_USE_FIPS_ENDPOINT - SR &,
aws.useFipsEndpoint : JVM REEH , NEA T Java/Kotlin

FREHxH SDK HTERBMEMAS FIPS im R AIEER. BRIPERLEIRE (FIPS) EXEBM
NWHERENZEN—RILZLER, BFHE. SERFURFESRIBBFT RSP LM
E<F FIPS £S5 % . 55/ Amazon iR FE , FIPS R EARFE FIPS 140-2 19 TLS F#-E,
MBEZBALIRE , FBEH Amazon Web Services X135, FHY RS AEE FIPS #%5 , I Amazon
WAL %KM, Amazon Command Line Interface B9 45 F RS HYim = # --endpoint-url
TN BEEIRE,

EiFM T #RIET Amazon Web Services X1 #8%E FIPS is RV EHM 5% | S RIZRS X 98
FIPS i 5, B> Amazon Elastic Compute Cloud fRFim S EZEE |, 1§55 Amazon EC2 API
SERP IR (IPv4 F IPV6 ) Ik,

2RiA{E : false

BWE
« true - SDK L EF@AFE FIPS HNim R KIEER,
« false - SDK L EFFL@AFE FIPS ik R AZIEER,

Amazon SDK Ml T Ex#

LA SDK ZEFEARFTBHMRNINAEFIRE. FIESoFNBEREEXH, 1 JVM REEMHIREH
N Z¥F EAT Java B Amazon SDK f i& A F Kotlin 8 Amazon SDK.,

SDK X BEAHESER
#

Amazon CLI v2 =

EAT C++ By SDK =

EAT GoV2 (1x) B SDK £
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https://www.amazonaws.cn/compliance/fips/
https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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SDK X FEXHEZER
B

EAT Golx (V1) SDK R EFAHE config XHRE , BAF S MELE X H NI Ih

fE ; S HKTE,

i

FERATF Java 2.x B9 SDK

7|

FHAT Java 1.x B9 SDK

AT JavaScript 3.x B SDK £

FEATF JavaScript 2.x By SDK £

& A T Kotlin #9 SDK £
SEAT .NET 4.x 8§ SDK =
EAT NET 3.x ¥ SDK =
SEATF PHP 3.x 9 SDK =
& FF Python (Boto3) Y =
SDK

ER T Ruby 3.x By SDK =
&M T Rust B SDK =
&R T Swift B SDK =
Tools for PowerShell V5 =
Tools for PowerShell V4 =
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https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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i RA I

® Note
WMFBRBHEREE , LTHRENEN T ENFEREEN Amazon SDK I TEX KGR , 5
5 T AR R IRIE R,

SDK EAmRARIMKIFRIRFHSK ( ATIHBEHHEIRN URL) |, BT ARATLE Amazon RIEH#LR
FEEEFER URL, X¥ , ZHRERAUEIRUFTHIRER, FERSEEEENHRR. HR , &7
DEZETHESERERINHEIARKRETANRR. REITARKE , KB2FERAZIR KR ER
Y€, iz , X¥F Amazon Tlmestream SDK A7;Z}:I:'.DescrlbeEndpomtsus; '}UM‘A%—IFH MimR
R ERAX LR TERIFERIE , fliiCreateDatabasemCreateTable,

ER AT BABLE LD RE -

endpoint_discovery_enabled - = Amazon config X #ig &,
AWS_ENABLE_ENDPOINT_DISCOVERY - }fEZ £, aws.endpointDiscoveryEnabled : JVM R %;
B, DUEAT Java/Kotlin, EERERBHEEE , TEEENENEE SDK.

FF B =< DynamoDB #9if R & T Ih &L

i R X BFE Timestream A E | M7 Amazon DynamoDB R A%, iR BHIBRIAERN true
o false , EABATRHRAKZIINEN TZRZ AN LFE. T Timestream FREIBRIAE R
true , MXF Amazon DynamoDB &R ERIAE R false.

B¥E -

« true- N TFIHLARKIMNBAENIRS , SDK NEZZEHAI KR

« false- W TFHRRKINZAIENRS , SDK TR BEHERRKINER .

Amazon SDK 1 TE X #

LA SDK X #EFAREBAFTRNIhREMIRE. FIEIS2HIINEREEEH, £ JVM REEHIRE H
N X EAT Java B9 Amazon SDK # & F Kotlin B Amazon SDK,
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SDK X BEHESER
E=]

Amazon CLI v2 =

EAT C++ 1y SDK =

ERT GoV2 (1.x) # SDK £

EAT Go1x (V1) H SDK £ BEEAEE config XHRE , BAF B ME B M)
i EBHAE,

EATF Java 2.x B9 SDK = &EFT Java #9 SDK 2.x £ AWS_ENDPOINT_DISCO
VERY_ENABLED fERNHETER .

FEHAT Java 1.x By SDK B TXEFIVM REB .

FEH T JavaScript 3.x ) SDK £

R T JavaScript 2.x B SDK £

& AT Kotlin # SDK 2

EATF .NET 4.x 89 SDK =

EATF .NET 3.x 8 SDK =

@A T PHP 3.x 8 SDK =

& F Python (Boto3) KJ =

SDK

& T Ruby 3.x #J SDK =

& AT Rust B9 SDK T X ZIF Timestream,

& AT Swift 89 SDK

7|

fim

Tools for PowerShell V5

Ery <] 190


https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
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SDK ¥ BEFREZER
£
Tools for PowerShell V4 =
BEARERE
(® Note
WMERBHEKREE , UTHRETHNARIARBREHEN Amazon SDK MITEXER , 55
8] 7 R A IS AV 1% B T H o

SDK X — L H FEE SDK BAMEENEMRE,
FEAUTHERELLIhEE
api_versions - = Amazon configX#ig &

HL Amazon [RFEH 24 APl IR X FEEREM. BIAMBERT , SDK # Amazon CLI ##4E
FERASEHNTHA API R4, MERGEAISEN API lRAKLBEWESR |, BELSHDAEES5M

% api_versions &i&,
BRIAE : Fo ( SDK EANSH AP IR, )

BERE : TRE—MRERE , BR—MNHZSNMEHIT , BITHIE— Amazon REMEFE A API
WA, iEZ 1 Amazon RS HI ST T 0T Y API AR,

ZRBl R configX RN Amazon BRFIZRE T EMN API A, XL APl IRAXATEES
XEGENBEEXH TETHGT. ENEMRSHaGSEHBERZRSH AP B&RFTRA.

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle - £= Amazon configX#i% &, AWS_CA_BUNDLE - SREL 2
FEEXEEY SSUTLS EENEFANBEERHESET (FERN .pem WX H ) WEBE,
RAE: T
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https://docs.amazonaws.cn/powershell/v4/userguide/
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BYE : EEXEREHEANMHR. URFEESRNHE  WRESLZHAE PATH NEREEE
M XK AP ERIZEF.

£ config XHHZELEN R

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

HTRERGNBELEFANBREZHRUSAFTENESR , LTRHE Windows £EH config
XHRIRELERRE

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem

Linux/macOS B s BT IREFREEN A

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mar05.pem
Windows BE G B 1TIREHREETEN RA :

setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mard5.pem

output - £Z=Amazon configXHiZiE
FEEL R Amazon CLI AR HAth Amazon SDK FITEFRHERIZE,
ZRIAE : json

BXE

« json-HiHXMA JSON FRBHER,

« yaml - Hi XA YAML FRFEHE R,

« yaml-stream - #HBRINAEHA KA YAML FRBNHBN, BRIIGERELLE X HIESER
B,

- text - HHEHXASNMHRFIBFRABRETHRRN XX T H&ER ARG ESR (0
grep. sed o awk ) REMA.

« table - HHRARBIER , ERZH +- UEKETBKILE. CERLARUVBA2IES
XA LEMRAERZ iR, EMNFESERHTEBLAEM.
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https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#table-output
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parameter_validation - #= Amazon configX#i&&E

}6E SDK S T EE N ST HEAEE Amazon RSiRRAZB R IR K ILIX LS,
2RIAE : true
BNE :

« true - BRIAME, SDK T ERITHSITSHNEFFHRREIE, XEBT SDK X TEHIASHES
B, AR — LR, E£0 Amazon REwREZIEZFRZE , SDK s T EaJLUE4% T WA E
Ko

« false - SDK i TEEF B DITSEEKIET Amazon RS IR Z I ARILIX LS, Amazon
RS i R AR IEFT A 15 R HIE4L T ER,

Amazon SDK f1T E %

LA SDK X EFEARFBHATRMINEEFIRE. FIER 2 HINBEREEXH, F1 JVM REEMHIREH
¥ EATF Java B9 Amazon SDK # & F Kotlin B Amazon SDK.

SDK X BEAREZER
B

Amazon CLI v2 #8 api_versions FX¥#E.
ﬁJ\

ERAF C++ 19 SDK =

EAT GoV2(1.x) B SDK ¥ F X api_versions # parameter_validation o

EAT Go1.x (V1) H SDK E F X api_versions # parameter_validation o
7 Eﬁﬁﬁ t= config XHIRE , ST B MELE S I0ER #Y Ih

fE ; BZH 21,
FEATF Java 2.x B9 SDK B
ERAT Java 1.x B9 SDK F

FEH T JavaScript 3.x ) SDK £

EANRE 133


https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
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SDK X FEXHEZER
B

FEA T JavaScript 2.x B SDK £

&F T Kotlin #9 SDK &
SEAT .NET 4.x 8§ SDK &
BEAT NET 3.x By SDK =
@A T PHP 3.x #§ SDK =
& FF Python (Boto3) Y =
SDK

EHA T Ruby 3.x B9 SDK =
&M T Rust By SDK )
& T Swift B9 SDK )
Tools for PowerShell V5 )
Tools for PowerShell V4 =

EHRIZREA

® Note

MFREGAXFED , LT RENENFRNEREHEN Amazon SDK MITEXER , F5
58 7 A SRR IR E W H .

O

EA ENATREAINRER , Amazon SDK 2 BEI N E L AP BAEERS K KB I B RIAMEIR, Lt
AU R—NESFHSR , A URETEFRSBAPBENNSE,

f5lan | F£EF Amazon Simple Storage Service X Amazon S3 X R F BN ITIRIER , SDK &7 &
LI API i R B RS 7 8 A Amazon Web Services 1K/ 1D,
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https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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i?’ilﬂ:?“ﬁﬂ‘H:IE".%‘E’J Amazon RFirRASE , BEREA VPC InRFHENmRANA N ATE
B, XAURSSBAE, NTXERR , &7 ﬁ'é%%i—%—’fﬁﬁ EHATREA

ER AT BABLE L IhRE -

disable_host_prefix_injection - £= Amazon config X#iZE,
AWS_DISABLE_HOST_PREFIX_INJECTION - Iif3EZ £, aws.disableHostPrefixInjection :
JVM REE M , REMA T Java/Kotlin

R EA TS SDK R TER BB M INE SDK M F FimXt R T E H E LK AR KRG K
iR ENA

BiAE : false

BENE :

« true: EAEWAIBREA. SDK F&EimmENB.

- false : EAENEIZEA. SDK F1Eim S EH L Bl inEH BT,
£ config XHHIRELEN R

[default]
disable_host_prefix_injection = true

Linux/macOS B S TIRENETEN RHI

export AWS_DISABLE_HOST_PREFIX_INJECTION=true
Windows Bl s S TIRENETEN RH

setx AWS_DISABLE_HOST_PREFIX_INJECTION true

EANEIREA R B

THHNRGRERT EAMEAENINREAR SDK FL2MAERKRLIRKR.

« EHEIR : £ SDK BEF RN RBRBEE LIREN TV ATRE M FFFHER,
« BA £ SDKEF RN KRIABEE LIRENH R A,

- BRWmER  BFIRIRER R

- REE : ERRERNBENE,
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- HRiHR  SDK FEFumA THAT AP R &L IR R

FHAIR PN B imin R REE ZRimR
"data." {} "https://service.u  false "https://data.serv
s-west-2. ice.us-we
amazonaws st-2.amaz
.com" onaws.com"
"{Bucket}- Bucket: "amzn- "https://service.u  false "https://amzn-
{Accountld}." s3-demo-buck s-west-2. s3-demo-bucke
et1", Accountld amazonaws t1-123456
:"123456789012" .com" 789012.se
rvice.us-
west-2.am

azonaws.com"

"data." {} "https://override.  true "https://override.
us-west-2 us-west-2
.amazonaw .amazonaw
s.com" (as s.com"”
an override
endpoint)

Amazon SDK M1 T EX#

LA SDK X #EFAREBAFTRNThRE MR E. FIEIS2 HIINEREEEH, £ JVM REBHIRE H
N X EAT Java B9 Amazon SDK # & F Kotlin B9 Amazon SDK,

SDK ¥ BEFREZER
3
Amazon CLI v2 =
ERAT C++ By SDK B TXFRE , BEUBEIEFHFEMA enableHostPrefixIn

jection Tﬂ’cﬁ%'#‘@hﬁo
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html

Amazon SDKs f1T&

et

SDK

FEAT Go V2 (1.x) B SDK

FEATF Go1.x (V1) # SDK

EATF Java 2.x B9 SDK

ERAT Java 1.x B9 SDK

FEH T JavaScript 3.x 8 SDK

& FF JavaScript 2.x B SDK

& AT Kotlin B SDK

FERATF NET 4.x 89 SDK

EATF NET 3.x 89 SDK

FEATF PHP 3.x By SDK

& A F Python (Boto3) KJ
SDK

& AT Ruby 3.x By SDK

E AT Rust B SDK

FE AT Swift B9 SDK

BB a

7|

7|

-

7|

7|

=)

7|

fim

=)

|

7|

BERESER

A EAfE A B EE A

TXZEFRE , BB EFmER SdkAdvancedClient0
ption.DISABLE_HOST_PREFIX_INJECTION ERBH
&

AXFRE , BEUBEEFwER withDisableHostPre
fixInjection ERBHEE,

AXIFEE , BALLBIEFHER disableHostPrefix
ERBHEE,

AEEFHRE , B ELEFHMER hostPrefixEnabled
ERBHEE,

AEHIRE , B ABIEFRMER DisableHostPrefixI
njection ERBHEE.

AXIFEE , BALLBIEFPiwER DisableHostPrefixI
njection HERBHEE.

TXEFGE , BALLEIEFwER disable_host_prefi
x_injection FERBHEE.

ALUBEFE WA inject_host_prefix HEREBHE
=

TXFGE , BALESEFwER disable_host_prefi
x_injection FERBHEE.

FEHBZEA
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/configure-endpoints.html
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/AWSJavaScriptSDK/v3/latest/client/s3-control/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.amazonaws.cn/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/

Amazon SDKs f1T& SEE™

SDK X FFREZEFER
#
Tools for PowerShell V5 B TXEHRE , BUFEASH -ClientConfig @{Disable
HostPrefixInjection = $true} HESEEHEMN
cmdlet #,

Tools for PowerShell V4

7|

FXFRE , BAUFERASH -ClientConfig @{Disable
HostPrefixInjection = $true} ‘NHESEEHEMN
cmdlet A,

IMDS & F i

(@ Note

WMFERBHERFEE , ATHRENENHENEREHER Amazon SDK MITEXEFER |, F5
b9 7 AR E R IR E T H .

SDK i A 6] & & AV 18 R KK F KB T AE RS R4S 2 (IMDSV2) &FF . BX IMDSV2 NEZ1E
B, %% (Amazon EC2 AFF#Em) FHEA IMDSv2, IMDS & iun Ali#EIE SDK X3 E 2 ALHY
ERIREEN RETEE.

ERANT I EEE L IhEE

retries - EF KB EN RE A
21 K TR A9 18 SR B9 BN E 1R B
AINE : 3

BEME : KT oHH=E,
port - EFIHELEN KK &

=g o AN
2RiAE : 80
BME  BFE,
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https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html

Amazon SDKs f1T&

SEES

token_ttl - B IRELEN KK A
THH TTL.
BRIAE : 21,600 ¥ (6 /BT, D ECRYRKETAE]),
BYE  BF,

endpoint - B IREEN KRR A

IMDS #yi Ko

BRIAE : IR endpoint_mode F T IPv4 , MIBERINESK N http://169.254.169.254, TR

endpoint_mode & F IPv6 , MERIAHR A http://[fd00:ec2::254],

BRE : BB URI

Z SDK X IFLU TR, BEXFMAFE , ESHALNRE SDK KBE,
endpoint_mode - EF B BN KK A

IMDS Hy ik SHE=.

FIAE : IPv4

BEXME : . IPv4IPV6
http_open_timeout - EFIREEN KK A ( BMATEEBAITE )

EHFEETTHYH
FMINE 1B

BME: KF 0WHF,
http_read_timeout - EFIREEXNRKA ( BMAIBEEMATRE )

BRE—MNREREV D B
FMINE 1B

BME: KF 0WHF,
http_debug_output - EFIREEXNRKA ( BMARBMTE )

REA T A H R

IMDS % i
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ERIANE : Fo

B%E : B /O , 41 STDOUT,
backoff - BFHBEN KRR (EHTEAMTH )

ERRERZAKRENDE , IBZARENERIIGEAHER, X2BERIANEREIRKE,
%ﬁi}\{a . SDK ﬁﬁﬂE'I"o

BRE : B SDK MF. ATARMIE , BT RN BE X EHEM.

Amazon SDK M1 T Ex#

LA SDK X #EFAREBMAFTRNIhRE MR E. FIEISDHIINEREEEH, £ JVM REEHIREH
XX EAT Java B9 Amazon SDK # & F Kotlin B Amazon SDK,

SDK ¥ FAHEZER
#

Amazon CLI v2 =

ERATF C++ B SDK =

BEHAF GoV2(1.x) ISDK R

BEHATF Go1x(V1)MSDK £

FEHAT Java 2.x B9 SDK 2

FEHAT Java 1.x B9 SDK =

AT JavaScript 3.x B SDK £

FEA T JavaScript 2.x B SDK £

& A TF Kotlin B SDK B
FEATF NET 4.x 19 SDK =
EATF NET 3.x 8y SDK 2
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/

Amazon SDKs f1T&

SEES

SDK

X BERESER
B

FERT PHP 3.x B SDK =
& A F Python (Boto3) KJ =
SDK
&EF T Ruby 3.x #J SDK B
EA T Rust B SDK B
BT Swift B SDK =
Tools for PowerShell V5 =
Tools for PowerShell V4 =
BiR1TH
@ Note
WFIREHEREE , U THRRENEN S RINERESHEA Amazon SDK I TEXEFR |, 5
¥ T FEARIERAIRE R,

ER{THEFEB X SDK A= M@ Amazon Web Services RS K HHYER M-S B XM IREH

B,

ER AT BABLEB L 2hEE

retry_mode - = Amazon config X #i%{&, AWS_RETRY_MODE - £ 354 &, aws.retryMode :
JVM REGEH , ER T Java/Kotlin

EE SDK HF XA R TEMAZHER

RIANE : WERE SDK MR, BEFEHH SDK 5= SDK RKBE |, L THRERIA

retry_mode,

B¥E -

ERER W)
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https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon SDKs f1T& SEE™

- standard : (##%& ) EAT & Amazon SDK WHEZIRMNE, HERXSTEEERNIFESE
=E , ABRCBYRBEEHAHBUARTERSTAMNRES. MEXTEZHPFNARFRR
=M, BrRIEmax_attemptsEAREE , SNER TRIAWRAKZIH RN =K,

« adaptive : WEHEXNEATRAEARS , S EMAEXNINEUR BB RERR
#l, BRIFEERENARFES,  SUFERNFHEREXNATZHANAER. BSHATE
## standard f adaptive EHEX THEZES, KERLTREMER , REAELXHEIT
Ho

« legacy : ( F##% ) XK SDK % (HEFE A SDK 15k SDK RBBEE ) »

max_attempts - = Amazon configX #iRE, AWS_MAX_ATTEMPTS - IMEELE,
aws.maxAttempts : JVM REE M , UER T Java/Kotlin

BENERETHRAZHRE.

BMINE : WRAREELE , WERKNEBURTretry_modeiR BRYE :

- WRretry_modeflegacy - A ET SDK WEIAE ( BEFERIEE SDK /= SDK #Y
REBEELLT fBmax_attemptsBRiAE ) .

- WRretry_mode®standard - 2R =X,

« R retry_modeRadaptive - ZiIH=X,

BRE : KT 0 B9EF.

A% standard 1 adaptive EiHE
BRIEFCHEECHEABERERES adaptive , BURMNBIEEA standard EHER,

® Note
adaptive R BRELXRE R imARSS A REIR BB RESEE KM EF K. MRTRXIHE
R, NENE-FEFERNATHRNERN , WEF-—PERETTRAESS BN FEXE
TR TE R L IAER

Standard H3&ERMN
NMARFERARG . &3, NMARFERARG

1. WEER TR
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Standard &R

2. EPImARRTRENER , RELERHE -1
1B 8RR IE £ 17 B Y BR 55 R 0 At L & P

Ui o
X FFIE T A TSR BA IE SDK 72 #P M A E) & i R AT REA L SDK £ P HTE R E i,
RIS ER A B s R ER, ERAZSEBAKRZHBDRABERBVE |

BAHR BN GE R 18 A0 B9 7T BE 1

KAHBRERERZR , NHERER. AR TIRBHEIE BIRERZR,

MREFFEA adaptive B |, NN ARFHENE A0 ESE/ A se T RN R RRIT,
EXMBERT , BIRNELBHRE , MIENRX2E BRI Amazon Web Services R . Amazon

Web Services RS A FEEARNBERT RO EMEE, THEHEL Amazon DynamoDB ARZ 1 6l
B8, DynamoDB f£/ Amazon Web Services X15 FEE AR RRHTIERT R, XEWRENRIBE
FEHEHN—NRZINTRTELEMRER, MRRBEAR—FFRRBREAAER , FEXNEH—
MROBERZETR , WEBENERENTREAERNVBFERER, RBHRITNBRESNXERTH
B 1NEFik, MREMEA adaptive ERXEERTR ZANIER |, HZFHPTA RS EMA Amazon
Xi51Em™.

ERBENXIFR

Amazon SDK FRATHETFHBRRERBNERBERAUKR (X TF adaptive EIHER ) RIEFERWIE
R, SDK 2FARNCEEER . —MHERTEEER , 31N BERERCETFHNS.

- ERGHERAATRE SOK AELENRAER  NECTNPHRE LN THES. RER
ERRERZHAEFRRTRDAE | ARERRADEESRATHEEER. IREHERN
ZEEANZE , U SDK FTLERZBR,

« ERERTEFEBNE adaptive EREXATATHEREBERNER, RESHEREFERZH
MNZFRERPIRIMTHE | ARBERSEENTREA , U SEENRRGTEIAER ZFER,

LA Rstandardfadaptive M ERXERNN S RANRE

MakeSDKRequest() {
attempts = 0
loop {
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https://en.wikipedia.org/wiki/Token_bucket
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GetSendToken()

response = SendHTTPRequest()

RequestBookkeeping(response)

if not Retryable(response)
return response

attempts += 1

if attempts >= MAX_ATTEMPTS:
return response

if not HasRetryQuota(response)
return response

delay = ExponentialBackoff(attempts)

sleep(delay)

UTRXTHREPMALAHENEZFHAER :
GetSendToken:

LS BRI adaptive EHEXTEA. LSRN BRBRZSHEHERPRETE. NRENSTHE
AR, WHEFTHEZENTH. SDK ATEESRHIEFERAN , MALEFFNED. ZFERTFHNS
R RERE P IR E N TORE A , B SEERERITE.

SendHTTPRequest:

W EBEFIFRAIZEE Amazon, KZ# Amazon SDK EH —MEAIERMM HTTP FE |, UEAXH
HTTP RN EEFEFANEER, BE , B RETHRERAMMNGLESFHIERE , EREREEIRL
WA EEFRER,

RequestBookkeeping:

MRERAY , WFTERAMETEF#ERET, XK adaptive ERERT , BRERTEFER
HYEFE IR R ARG W Y W RS B SE 5,

Retryable:
IS BRBREATHAERBERS AUENGA

« HTTP RE&NR,
« MNERSFIREREEIRFE,
o EBEEIR , BN SDK KREIWEMEIR , HPRKEIKARSH HTTP WAL,
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BRAT4EIR ( HTTP RARES 400, 408, 500, 502, 503 K1 504 ) F¥H F4EIR ( HTTP RARE
400, 403, 429, 502, 503 #1509 ) MUK E R, SDK ERTHRESHIRRBRIRS Dy A2
BHEN,

MAX_ATTEMPTS:

BIANNBRAZIHABBEIIZE retry_mode RiZE , BRIEMW max_attempts iR BMES.
HasRetryQuota

LT BRENERSEFEBPRIRGE. NRERTEFERAIZE , UF2EHER,

ExponentialBackoff

RH:—IL)\EEWJ Hix , EREBMNEHRRERITEEHEE. SDK EATRZINEMN —FHEHRD
o ATEEERT M 18R 1A WE R E BERRAT ] ( AR N BN ) -

seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

HEREESD  LTHEER :

b

random number within the range of: @ <= b <=1

r=2

RZ¥ SDK 3 MAX_BACKOFF = 20 seconds. 2SR E SDK EEIRKBHTHEIA,
Amazon SDK M1 TE XX #

LN SDK X #FARFEFMAFTRNThEeMiRE., FIES2HIINEREEER, £ JVM REBEHIREF
N Z¥F FEAT Java B9 Amazon SDK f & A T Kotlin 8 Amazon SDK.,

SDK X BIFFEZER
£

Amazon CLI v2 =

EATF C++ #y SDK =

SERTF Go V2 (1.x) #9 SDK

fim

SERTF Go 1.x (V1) B SDK

7|
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/

Amazon SDKs f1T& SEE™

SDK X BERESER
#
SEAT Java 2.x K SDK =
EHA T Java 1.x B9 SDK = JVM RGEM . A com.amazonaws.sdk.maxAttemp

ts Mo = aws.maxAttempts ; £/ com.amazo
naws.sdk.retryMode MmA = aws.retryMode

FEATF JavaScript 3.x B SDK £

SEAT JavaScript 2x B SDK & XBFHEAFHAK. FTHRINEHERUARATEREERNE
TE X I3 7B %D,

EAT Kotlin # SDK =

SEAT .NET 4.x 8§ SDK =

SEAT NET 3.x #§ SDK =

SEHA T PHP 3.x #§ SDK =

& A F Python (Boto3) #J =

SDK

EH T Ruby 3.x 9 SDK =

& T Rust By SDK =

EAT Swift # SDK =

Tools for PowerShell V5 =

Tools for PowerShell V4 =
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https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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BHRELR

@ Note

MBHFEMXME , BT RRERENHRRMBEEN Amazon SDK AT AXHE , #2
T RAEENRERE,

UmE X IFZWERERAEL Amazon Web Services BRS KX iERAT , Amazon SDK f1 T &7 1L
B EFERNE. ENERABRKEIRSZ2AEZTFH EXNEHTES , T ERS KIER
ERMENBEREBNTRE , @7 HTRENERARK/ DRGNS BN RKER, #ITESH
it , SDK i TELERRSH SDK X FNRIBEL, BR , HE M RIBIIRNEE gzip , B
KRAERXT E.

WMREHNARFEANR Amazon CloudWatch , MERERTTER4FHIEA. CloudWatch  —11
HEEMANMERS  FARE, ERNS4NEARERZNRERE. 246I5K% , CloudWatch B
PutMetricDataAP| 75 33 2 X IF E 4 8 — M AR S5 #R 1F

ER AT BABLE L D RE -

disable_request_compression - = Amazon config X#HiRE,
AWS_DISABLE_REQUEST_COMPRESSION - }fEZ £, aws.disableRequestCompression : JVM
REEM , PLEA T Java/Kotlin

BRIAME : false

BWE
« true - }XABERESR,
- false - RAJgEEABERES,

request_min_compression_size_bytes - = Amazon config X
1% E, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - :MELE,
aws.requestMinCompressionSizeBytes : JVM REEM , UEM T Java/Kotlin

RE SDK R TENEHFNFEREXHNRENKRN (AFZTHEM) . EER , MEBRBETES
THEER, Qi , F2E-ITR , FHTEHEZEBEEN. ZESSEE , KTHETZENE
RRPDFWELS
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html

Amazon SDKs f1T&

et

BRIAE : 10240 F15

BRME : T 05 10485760 =1 ( BEER ) ZRNWERE,

Amazon SDK 1T E %%

LT SDK XEFEAREBEHRATRNIIEEMIRE. FRIARZPISMEREEEH, £[ JVM REBHIRER

X% FEHT Java B9 Amazon SDK # & F Kotlin 9 Amazon SDK.

SDK

Amazon CLI v2

EHT C++ B9 SDK

EAT Go V2 (1.x) B SDK

FEATF Go1.x (V1) B SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x B9 SDK

& A F JavaScript 3.x B SDK

& A F JavaScript 2.x B SDK

& AT Kotlin B SDK

EATF NET 4.x 19 SDK

EATF NET 3.x 89 SDK

EATF PHP 3.x By SDK

& FF Python (Boto3) #Y
SDK

EH T Ruby 3.x #§ SDK

X BERESER
B

=]

=
=

=

=
=

7|

i

7|

fD A

fim

i

BERESR
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/

Amazon SDKs f1T& SEE™

SDK X BEHESER
#

J&FA T Rust B SDK 2

SEAT Swift # SDK &

Tools for PowerShell V5 =

Tools for PowerShell V4 =

BHET RS RS

(® Note
METHRERNEHFRERFERY Support b y Amazon SDKs # tools RIEHIEEEY |, BS
7 7 RAEENIRE T E.

BETRSHNER[EERMST —MMED , AJEREN API WERERZEENER , ARFZER
XERE AR E T IFAIRS, VPC in QME =5 A # Amazon FRIHFIR, TR WA 2 5] A

b5 = Ll

FNRPRIBREF=IRE, BT AR5 Amazon Web Services BRE18 E i & URL,

FERUTAEERZINEE
endpoint_url-H= Amazon config X #i% &, AWS_ENDPOINT_URL - ISMEEE,
aws.endpointUrl-JVM RGE % : PR Java/Kotlin
BEEEEEXHTREESRENMETEREN , MiTENEEATHERSERNER. kitma
BEMERENBFERS KBS

BB LATE R E Amazon configX I E N servicesHoFFEALREN B ERSIZREBEN

LIRTRo AKX services T FTHEEANMERSHFRAFRHANIIR , FSASET RS
i KAV PR IR AT o

ZRIA{E : none

BHE : S ER_REEMENN URL, URL AIEREE —MREAH , ZE#ITE I 2N
R
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https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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SEES

AWS_ENDPOINT_URL_<SERVICE> - }fEZ £, aws.endpointUrl<ServiceName>-JVM REE

4 : {XPFR Java/Kotlin

AWS_ENDPOINT_URL_<SERVICE> , Ef1<SERVICE>2%r Amazon Web Services BRS iR , B
FARERSFREBENLARETR, BRXEETRESHNMENRETENIIR , BSHESEETRSEH

i R FRIR AT .
HEERSHEASES AWS_ENDPOINT _URL FiREMEAILBiK A,

ZRIAME : none

BHE : @ EIRREEMENN URL, URL AIEREE —MREAH , ZE#F -1 2N

RRER,
ignore_configured_endpoint_urls-#= Amazon configX
#i%iE, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - :RETE,
aws.ignoreConfiguredEndpointUrls-JVM REEH : XFR Java/Kotlin

iR iE A T AR B E iR KREE.

FER , TeRiRENF , HREARBPHESEFHESF ERENEFAENHR. Hlm,

#--endpoint-url® THEEWTTSHIFR R URL FiBLE F im &R BL £

Amazon CLI
ZRIAME : false
BENE :

* true - SDK HITEFESMNHE config XHHHERXEFEBEMATRERK URL WETEX

=R
« false-SDK X TEFAHE config XHRIMETEF A RRE A Ak
FEARETEREE RS
ENMERSMEREKBIBEEN KA URL , HiRE AWS_ENDPOINT_URL £ B EETE,

export AWS_ENDPOINT_URL=http://localhost:4567

B4 ELRT A URL BiESREEH Amazon Web Services BRSS RIBENX
KiHT A URL |, EEHAWS_ENDPOINT_URL_<SERVICE>¥EZE, Amazon
DynamoDB & —serviceId/\DynamoDB, ¥ FLtARS , iR URL SFEEEH
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AWS_ENDPOINT_URL_DYNAMODB, Itimm{tscF1E AWS_ENDPOINT_URL AR A LIRS IREN £ Fin

/AN O

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

B2 —MlF , Amazon Elastic Beanstalk H—serviceId/Elastic Beanstalk. ¥§ Amazon
Web Services RS IRRFET API RE | NrEZEKserviceldBR AN TXEL , HEMBEFEKE,
NREFATHRSHES , HRMIFEZERN AWS_ENDPOINT_URL_ELASTIC_BEANSTALK, BX
BETRFSHVAERREZENIIR , BSRESETRSHN SRR .

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

FAHRE config XHEBix S
HEHE config X#HH |, endpoint_url AFFEMLE AT EHI AL,

« endpoint_url B profile FIEEAMEZIK AL /RS

 endpoint_url #E7 services WAFHBRSIRAFEZERT , iR CEA TEZRS K HB
BR, BRERE config XHFHEN services THIFMAER , FSH BE 4K,

LLTFRBIER services EXKRELE AT Amazon S3 WEE T RSN A URL MA T HMRAERS
HNEENZERRA

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

iﬁ/\ﬁﬂ XHAUABZNRFEERS. tRGIRA AR — B &4+ Amazon S3
BRESBENLHT R URLs » Amazon Elastic Beanstalk Amazon Elastic Beanstalk &

—serv1ceIdAElast1c Beanstalk., #& Amazon Web Services IRSs iRRFE T API 1

B FEZEHKserviceIdBFMATIEL , HEAEF/NE, Hlt , RFEFIRFBHATH

elastic_beanstalk BEFBELIZEEZRS elastic_beanstalk = , AX services TiH

EFANMERSFIRFZEANIIR , B2 REE T RS IE SR IRE,

[services testing-s3-and-eb]
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Amazon SDKs f1T& SEE™

s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

‘RSEE T ARESNEEXHPERM. Fl, BB AHEE R H M E B SR 1 AT bUE F 18

Bl services EX :

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

FHAETACHEITIEEEXHHIERERS

MEEHWEEXHEEETACGHNEIL , MXEZIIRET IAM RABEINEEN source_profile
SHEEN , WAAXTESNEAMEEREXHNERSFRE, EREAXKEACHNEEX K. f
m, EFANUATHE config X # :

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws
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MREFANMNANERBHERE S EA Amazon EC2 , MK s #EMT Ahttps://profile-b-
ec2-endpoint.aws, MRENKBEEME MRS EEER , Nk LFTEFEREMEESE
B, ZHATSBNIEREXH A PELNELRER. EF2RHANEEXH B £ , BEEEE
FEBEH B FiRE endpoint_url, BX source_profile REMEZEL , BSHKAARE
iEREE,

RERVE TR

ZIEERENTURNER , B8RS RAE—NMESREERA. XTFNALERN APl @A Amazon
Web Services RS , EA L TIRFRIEZFE :
1. ERBHEBRESEFHARAFRENEMNENREL L LT HABEMIRE,

« X¥F Amazon CLI , X2Z--endpoint-url@ SIS HIRMMNE, T SDK, EX P EATLRA
BIERHI{t Amazon Web Services IR BEF IR EEXN RITIREN SN,

2. ARETRSWIRETERMAE |, 5120 AWS_ENDPOINT_URL_DYNAMODB,

3. AWS_ENDPOINT_URL £ Rim SR ETERHENE.

4. % endpoint_url RERHMNEREERE config XKW services 2 PHRZFRRFFZ4A
To

HEZ config XMW profile FEEIEEMN endpoint_url RERMHVE,

6. & EAMA Amazon Web Services fR% iR URL BVEMER AR = URL,

Support Amazon SDKs by 1T &

LLTHRA SDKs XEFARETFEH RN INEEFRRE, FIESRoHINEREEXEH, EHAT Java®y
Amazon SDK 1 ;& T Kotlin #9 Amazon SDK M — X33 JVM REBHIRE,

SDK ¥ BIEFEZER
b=

Amazon CLI v2 =

FEHAT C++ B SDK =

BEHAT GoV2(1.x) W SDK £

FEAT Go1.x (V1) B SDK

7|
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
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SDK X FEXHEZER
B
ERATF Java 2.x B SDK =

FEHAT Java 1.x By SDK

7|

FEHAT JavaScript 3.x WE4E £
FEAIEQ

FEH T JavaScript 2.x ¥ SDK &

&R T Kotlin 9 SDK =
&R T .NET 4.x 9 SDK =
FEAT NET 3.x 8 SDK =
EAT PHP 3.x # SDK B
$EHF Python (Boto3) #Y =
SDK

& AT Ruby 3.x 9 SDK =
EA T Rust # SDK 2
ER T Swift 8 SDK =
ERT PowerShell Vs NTE &
EAT PowerShell VAT E 2

BE T RS B9 im SEYFPRIRRF

BRMAUREMLER TRANIPAFHEE , HEH BET RSB RS,
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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