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« Amazon B RIZ1TH] (CRT) FE— JLFFiE SDKs AR I LAE AW HZE Amazon 2 HiE178f (CRT) B
BR,

« Amazon SDKs 1 T B4 BB zE Amazon B F X EH (SDKs) MITE ( BREBI M YEH
(IoT) ) SDKsHI4Ed SRS MR A ZFI R EEER KRB < R,

X Amazon SDKs MITESZEEMEERNEA TS IR SDKs NERE, BRILLRENEMESR
S, ERERGEEERN SDK R TENIEREM. ATR SDKMNIE  HPaaFEmPHEx
MEES

MBHEEESEHR : AIERmAPESEHEXNEBDE -
« {FfA SDKHKIE Amazon SDKs # T B 4E3 R
« Amazon Cloud9 £ BBELE Amazon SDKs f1T &

* Amazon CDK
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2RI Amazon SDKs f1TE

R G ) S GBI Amazon SDKs 1T B ES#E
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« EAT PHP 8 Amazon SDK Amazon SDKs # “T B” A4 7y E HA
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Y Toolkit AR, BT #REXRTE IDE F£H Amazon Q WEZELR |, FS @ Amazon Q F A H
{EFEHPH “#£ IDE FEA Amazon Q" &,

Amazon IDE Toolkits 1 Amazon Q AIEE2 WEMFEE F imiE N EIE , SAME B>k future Toolkit
Amazon #l Amazon Q RAERFRRBHEMKE. WENBIIETLUE/LEX Amazon TEEH Amazon Q
HEAEIR.

EFM T REFTE Amazon IDE TESZH Amazon Q RUERENEIE , B2 5 Github FEEHH
commonDefinitions.json 34, aws-toolkit-common

BXRE/ Amazon IDE TEEM Amazon Q T BWENEBNHENFHMAEFEE , BSHEET Too
Amazon | GitHub kit 724 FE By &R A -

« Amazon #8 Amazon Q #9 Visual Stud

- Amazon Toolkit for Visual Studio Code & H&EA T VS Code #) Amazon Q ¥ E
» Amazon Toolkit for JetBrains x5 & A T Amazon Q K JetBrains

« &R T Eclipse 89 Amazon Q

Amazon TE @R iR E L Amazon BRF TTRESINETNNE FimENEE, BXEM Amazon
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<+ BBliE Amazon SDKs flTE

£/ Amazon SDKs fHE fth Amazon FF & #& T & ( #l Amazon Command Line Interface (Amazon
CLl)) , A LLE Amazon IRFH#HITRRE APls, B2 , EZHMTUHIREZR , XAFEAMITERN
BREFMBEMEEREE SDKHIE,

XEEEEGELUTEM
« 05 APIWERAFNEIEEE. RIEATINERE Amazon RE|AHER, FEHES Amazon
BINENE R , HAUUR RS ZHXWINRERE, RE , A UBRE R FERITELIRE,

- HihEEFMESR , BT EH Amazon CLI 5 SDK IMA4LBiER, FiEREEZ D@L ( ZEBIHAS
Amazon RFwm R ) AR M EER RS R,

B/ SDK T EHXFZIKR , BAUEAXERFEREHAENFTIEINEERSE . BEXREFER
SDK ST EFIMAR , BH4HMSF1Z TR SDK B4 | w4 7 @A ER %5 %,

{ER , Amazon SDKs I TEXIHRBASUANEERRNERARE. ATHITBUATER !
£

. £ HEZconfig#lcredentials X #3172 BELE Amazon SDKs f1T &

B A E i H Zcredentials X4 configAmazon SDKs F T Efy &

- FHAKETEHITLREE Amazon SDKs f1TE
« A JVM REEMHITEREEEMN EA T Java B9 Amazon SDKAmazon SDK for Kotlin

FRAXZconfigflcredentials S # it 1T2HE E Amazon SDKs
MTE

H# = Amazon configflcredentialsX# 27 Amazon SDK R ENEEEHRIINEENZRERA
o

HZcredentialsXfrconfigMX B E—HEBEX 4. REXHR—HEREBENARNEERE
Amazon SDKs , § Amazon Command Line Interface (Amazon CLI) &ttt TEH, & EEMNE
BEHT , UEEFEAZEEXSMERS SOK/ TENFELSHE, XLETHR ‘HZ1 , ERixLE
SHEMMNARF, HIES SDKs AN AINEEHE M,

HEconfigX#HMcredentials X 4
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HEconfigXHMcredentialsXHERAX AN H |, REE ASCI FHF (UTF-8 fwi5 ) . BAIER

7N\

RBEHRN INI XHHHR,

B B M A

HEXH config M credentials PNRESRHENEEXHHEXK, ATUEXHHPELSNEE
X, DEETENREREUNATFAEINFT KR,

MRREERFENDE [default] BENXH , NZEEXHESH SDK A TEREFRANE. £
AU EEIMNEE XY , BUNREHABS AXEREEXH, SMNEENXHEHITUARESHNAR

FHZENEEEATRNIRENE.

@ Note
[default]RR— M ARWEMNEENX 4. WEEXHZAMUGE Ndefault , RENURA
PRIERREXA , NER SDK EANRARE . C©FhLHRE 4 REEEHIRIA
B, MREE[default]MEXHFRETRLEANR , EREDBEREXHTPHITRE , NE
ERAGEEE N TG BZME,

RESWENNARH

[default]BREXHMS M RENEEXFAIUEETE - MNXHF, EETREHN , FANTRE
FEFIEH SDK AT EERABNMEEXFRE, BEXHFBATUERGPIEE  NEEEAREST

%%, Amazon CLI
BIRE TR 2 — KB E L IhEE
AWS_PROFILE-INEZT &

HERREEBRENWEEEXMHH “BRIN” 8, A SDK KB Amazon CLI sh S EAZEE
NHERRIRE,

Linux/macOS BE tr T TIREFETEN R :
export AWS_PROFILE="my_default_profile_name";
Windows B G S {TIRERETEN RH

setx AWS_PROFILE "my_default_profile_name"

BB


https://wikipedia.org/wiki/INI_file
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aws.profile-JVM R&EE 4

3F JVM EH Kotlin X SDK FI5& A F Java 2.x B9 SDK , fRATBLIEE RSB . aws.profile
SDK tIEBRFEF iR , CRFEATERENGTNRE K RFZREETRBIEEE. AT
Java 1y SDK 1.x "X F I RERE %,

(® Note
MREHNARFUTETSNNARFIRS SR L, RINBUEHELERATBEREXHTT
RN B X M. EPHNEM Amazon NAEFEH<BRBBMIANEREXH , FEEMZE
HE, At , MREMAEHRTHNARFORIAREXH , WAL ERHmE 4N AR
Fo ATBHEXMER , BEHXZconfigHFE — I BNEEXH , AFBIERDG
FiREnBEEXMHRENARFFERZGBEEX . WRENEDSNEEXHFHNER
BREZWENRARRF  WTLERREEER VM REBMRREZEEXH.

P B SRR

config XHFHAAZANTH, TRE—IGFENRERES , E—ERFZINBRE — M EITHLE,
config MH4BEAUTHAMNMA XA

- THHNMBESLRBEHEXHA setting-name=value B —fXF X,

o AIBLBE UAHESFR (#) FFAKERET.

SE 3l

TEMRFEMNATREESHNT. TENTURES ([1) FANEE. FESRE-MTRER
RRFMZTHBEENL R, TUAERAFE, BF. BEFFF (-) MTH% () , BFEEAZER.

KA : default

=+

TWEMNAITRA : [default]
[default]RME—FEEpprofile RIFRAFHE E X4,

THHRBNE—NE [default] BEXHHER config X, BIRE Tregioni®RE, EITZ
EWNMAERE , BEREIHMYXEL L , 9B TFHEEXHN -5,

BB E R 6
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[default]
#Full line comment, this text is ignored.
region = us-east-2

TEMNITRA : [profile dev]

profileEWENTR— I wENEESE , ZAUNNENATARNF AR, EEFH THRGH
BEXH , FEAREX TEREXHNED .

UTFROIERT —Mconfig@BprofileBEEITME NN B BEN X oo, HELITZEMAR
BiRE  BEREIE MO RXENLZH , BRUHBEE X —85,

[profile foo]
...settings...

HEREFBCHBREFRES , FIMUTRAIFH s3 REMFIRE, BERE - ISR T
REGHMKER,

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

A : sso-session
TENXITRH : [sso-session my-sso]

sso-sessionHAENITHE T —HIRE , A TEERE X4 N Amazon &E3E Amazon IAM
Identity Centero BEXEELIEREMRIENESEE | BSH £A IAM F4 /0% Amazon SDK
MIEHITHEHRI. BEXHBIREIN4ET sso-session T, HA sso-session 2% ,
8K sso-session THMEME , I sso-session = <name-of-sso-session-section>,

UTRABET —MNEREXH , ZEENXHFER “‘my-sso” FH T HEIRE
“111122223333SampleRole” Ik “ IAM AEREH Amazon iE$H, FEprofile®™d , £/ sso-
session BB FEI A “my-sso” sso-session T,

[profile dev]
sso_session = my-sso

BB E R 7



Amazon SDKs f1T& SEE™

sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

KA : services

TENITRH : [services dev]

(® Note
ZservicesBAIHRFZIBENHRIEEN , HANESEWIEEN T ES SDKs ATA, E
§EJH:I)J EREEATEM SDK , 25 Support Amazon SDKs by M T E LA T RS E
Y 3% R o

servicesHHENITHAE T —H N Amazon Web Services RS FRBEBBHEN KRBT aNigE,
BEXHETREXNEEES services T, HF services %41 , M services TEHEME , fi

il services = <name-of-services-section>,

ZservicesHm it —FHL<SERVICE> = TR/ , HF<SERVICE>=ZFR Amazon Web Services
BRSS iR, ¥R Amazon Web Services BRSS IRFFE T API #&E | FrIEZE *ﬁseruceld‘féiﬁ&ﬁ TxI
% , AEmAEFE/INE, BX services THEFANMERSITAFEANIIR  BZRABETR
SR REARIRE . RSB RATHARRENIRE §¢&E$ﬂ&ﬁ,,ﬁﬁA 21

UTRpIEAservicesEXREEIR S , FHENAT @ Amazon DynamoDB RS & HHViE K,
f£"local-dynamodb" services¥ A , FfservicesHAR B 5| Aprofile¥, ¥5 Amazon
Web Services RS iIRAF & dynamodb, Amazon DynamoDB RS/ T M BEFF thdynamodb =
. EHZRNEMEHTHBIERZ/NITH , HERTZES.

[profile dev]
services = local-dynamodb

[services local-dynamodb]

dynamodb =
endpoint_url = http://localhost:8000

EXEENRRAEENESZER , BEARETRISNIRKS.

BB E R 8
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FELHOBR

credentialsXHHIMNBEEconfigX4HANAER , E—HNFREREEXHID T =2
Bigprofileffk, EARESZRANEAREXGEHREEG, ATREAERT —NMNENNBEE
Ecredential sXHEBH KIS Hfoo,

[foo]
..credential settings...

REUTHAR N2 BB IEETEFMEcredential sX

i : aws_access_key_idaws_secret_access_key, faws_session_token, RE A LUFIX
EigBERERZconfigfrh , BERIMB AT XLEHBREREELEMcredentialsHIXHF, X
B WEL4E  BAURNEN X REE IR,

TEHRBFANB—NE [default] BENXHMER credentials X, Bi%

Eaws_access_key_idaws_secret_access_key, #aws_session_tokenZFi%E,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

Tt EFrERAmERBcredential sXHER default Etkﬂﬁﬁﬁﬁiﬁgﬁﬁﬁ'éiﬁxlﬂﬁ
AHEREEconfigXHBHNEMIEESH.,. NRFNGHEELZHEEZHNEESXHNE
M AZAE ST R B4R 4R 5 o

BRMENHL Zcredentials X FconfigAmazon SDKs F1 T ERY
(VAT

HZcr edentialsB'ZFF Amazon configf X RAXAXH , HPEE Amazon SDKs F1TERE
BER. XEXHNTENAIFED , B SDK KBHEZFREFEZEITH Amazon CLI 55 B3I fE
B, flan , HEECHITEN ERE Amazon 84 T E =6 LT &8,

4 SDK RTEZTH , ESRERXEXHFAMBAAMBTANEERE, MRARXEXHEHTFE , N
SDK T ELAF | BEAR 4,

BRUABERT , XEXMHUTERANNXERSP . aws , ZXHRAL T ERhomeZH A/~ X HH A,

FAE AR 9



Amazon SDKs f1T&

SEES

BERS XA BRIALE R B
Linux  macOS ~/.aws/config

~/.aws/credentials
Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\ .aws\credentials

E B B
~MUEA TR T BT E B RBAT -

- JFEREEER
- ZREEENR/RTFARENDRBAF. & Windows £~/ , ~\FHEEBEMNEEE F,

EHREEA RN , 2REUTEE .

(FAE¥A ) HOME IFET 2

« (Windows ¥ & ) USERPROFILE ¥} EFZE
( Windows ¥ #& ) HOMEDRIVEFIHOMEPATH¥REZE £ /Y &R EX () $HOMEDRIVE$HOMEPATH
(E , BIE SDKRIE ) BET SDK R EN EHREBITHHBHEE

WATEE  NMREBETXEETHFNERS (S, ~username/ ) , MFFEEMNEEROAF

BWERHBBEF (HIW , /home/username/.aws/config) o
BFRUXEHRIRIAME

ZRIMERANTE—AEKREE SDK S T EMEX L X HHLE.
EANRZE

AREATHELE | FXEXFNVERBEHMMRIAMEERNEENE :

« config XHFEZEE : AWS_CONFIG_FILE
« credentials XHEZEE : AWS_SHARED_CREDENTIALS_FILE

X B R
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Linux/macOS
EAI LA AE Linux X macOS LEITU TS Hn B RIEEZALE.
$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name

$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
B LAUBE 7E Windows LiZ1TA Tsetxtp B RIEER AME.
C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name

C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

EXFEANETERERENEZEE , BSRFEANELZEHRTE2FHEE Amazon SDKs M T E,

FAH JVM RERB M

FFE JVM EZTH Kotlin FXRTEGMERT Java 2.x B9 SDK , BRI LLRBUT JVM REE M |
FiXETHNNEREHMNRINEEXNBENE :

« configX# JVM RSB : aws.configFile

« credentials XHHEZE : aws.sharedCredentialsFile

BXWMANHEE JVM RSB MM |, B3 [@the section called “t{aE & JVM REEM". EATF
Java ) SDK1.Xx FXEFXEREE M.

FEARETEHITEFABE Amazon SDKs fl T &

FEERIEMT % —MEEANTENISEEBELT Amazon SDKs RERNF £, FATBTAT
BEMARERSHERETHARENRAREX S, BXASHEBOTHLTRNFIE SDKs , 5
DEX 53 TIED

IRTAY 4 STl 7

- MREBHEAMETEREERE , WEHBEEMNHEE Amazon configfcredentials X H4HHIE
B 3 N B A AEL

NET 8 11


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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WMREE Amazon CLI S TITHEASHKREERE , NZREFNBEEREXHFFHENIREE
LB X VR ES

IR ERREE
TEANRANBEMATUHRAAF REFEEE,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQOEXAMPLEH4ao0AHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

RENRZECERNEANE , BER Shell 2FELERFETEHZEBRENHME, BIKE shell
MESHAPRELTE , JETEBERRNSFEFRETR.

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
C:\> setx AWS_SECRET_ACCESS_KEY wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
C:\> setx
AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

B set REFEBELTEQCTRFANE , EFYIWTTRIAFRIEER , IEEIENZTERE
REME, FH setx BENR BT EAF NI SRR AENETZT S R ENMAET SR
TRHSERFERANE, EX FMEETEZGSRNELXZTHWEMEG S shell,

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"

MRAE PowerShell RRFLRBAREE (WHENRANT )  NEAKESH LEHRL
RERRFZE. EEHS EE&EEFﬁ*ﬁ‘éﬁﬁ PowerShell s TR AFLXFEFREFE , &6

PUECIR g2 8: Ry = 12


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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AE4HERTFNRENARFNEEME. SE , Sa BT 2R ER PowerShell M AR
AR AMBERK PowerShell 2iFRBZEE, BXEHIAELETIBE QX FREFHNETENES
8 , i5Z@PowerShell 3X#4,

ERFHHREREIRE

MREFEALERSBREAATIH R, WEFEMREMRZENET, RIBFENESR BN ERLE
BRBEPETHNRBEATRANREREENHRMELZE , XEFRRFRRLL

f5lgn | fEF Amazon Lambda , BRI LIEHFRENETE, BXFMEER , ESH (Amazon Lambda
FEARIEEY RMFER Amazon Lambda HhET £,

EXRFHERY  BEATEMMRRETHREEZRATH serverless.yml XHHiRE SDK 3358
T8, BXi% serverless.yml XHWER , FZRALTRFIH[ELE TN EMINEERE

TREERABRHFRIIERRNELE B - LEXERRR[RE , flNE EXHNESTHREHE
ZTE R Lambda IERKNEE. FFLEREERANBTHRNE I , UBEMNALERREETE UK
REFEEMARE,

FRH JVM REEH#HITEREEM FEA T Java B Amazon
SDKAmazon SDK for Kotlin
JUM ZEE MM T B —fAEREERE JVM £iE1T SDKs BRI FERE |, flwn sEH T Java

By Amazon SDK #l, Amazon SDK for KotlinB XX #&FH JVM REE MM SR SDKs , BSHEES
#,

IETRAY 4 ST 7

- MREFEAH VM REBEREERE , WX RENBEEZERRTEFRINTAERIMARE
AWS config fMcredentials XA HIELE XX H HNE Y EA{ES

- MREFEARETEREERE , WNZREFEENLE AWS config Mcredential s XHFHHY
=R & I E=4: AR R CIF =

WM{ARE JVM REE M

LA BEZR A ARE VM REE K.
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https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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EawiTL

FERAFXFAAGSHR , F@STLRE JVM REEM, java -DRIFLERBHPEBBEZZE , BN
LTSS RmE RS E P iH#HIT Amazon Web Services X1 € BHEtE .

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

MREFEREZN VM REEMH |, HZRIEBE-DXREN.
EANREETE

MREBTEHRGFITRAR VM RKzTNARERF , WETLAERHIAVA_TOOL_OPTIONSHER 8 K
B DTk, Xfh5 A EWE Java 12178 £1Z1T Amazon Lambda BB ERE#RA R, JVM HiE1T
RIEEERTIIEEER,

BRIEBENREFABEBEZ ZE , SNEAT R RFIE RS ZEF i 1T Amazon Web Services [Xi3 £
BEE.

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

REMREEBCEREMANE , BE Shell 2ELERFUETEFZEEBRENHME, BT X shell
MEIMAFIRETE , IEEEEARNSIEPRET N,

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

A set REFSATBLABREANE  ENLNSHRFFLELR  AABEIEHUERLE
NEME. £ setx REFATBLERLNBHPRIFLENETER P EURNAEH A
RELEFEANE. BT PWEETES SN DLETHRMSS shell,

I 1TEY
BE T B TRHMER LT ROIFTREISystem. setProperty AEER B HIRE JVM RERE Mo

System.setProperty("aws.region", "us-east-1");

TAEE M ZERE 14


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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23K 541 Amazon SDKs f1TE

EFF A S Amazon DK M ARRFREHAEFE A Amazon T EBt Amazon Web Services RS , S
ELNRKBRIENFHRIE AmazonF R, BAUERFEN A REBX Amazon &R HZTHE
R , EABURTRBIZTHWIREM T A Amazon H R R,

A (R4 AmazonH ) IZTHYRIBHY & A K UEEI

- A IAM 513 0% Amazon SDK I TE#H TS RIT— ENRLHRESREK , BATEW Amazon
Organizations & 1AM Identity Center Bt & R EE A AR 177 [ X BR Amazon Web Services
WP, fRELAEFREIZAF Amazon IAM Identity Center , £ Microsoft Active Directory , £
SAML 2.0 43R4 (IdP) , HEFRW IdP BIhEXEEIHF, Amazon Web Services KR EEF
Bt X 2/ X #F IAM Identity Center , 55 Amazon Web Services —fi#2%£ F# Amazon IAM
Identity Center &% S M ELEA

£ IAM Anywhere £ &3 1T 54 K1 Amazon SDKs 1 T E— & A LAfE IAM Roles Anywhere
£ IAM R AEASZTHRS SR, BRTNARFEIEASRKRIIGN Z£IUEH Amazon, EFA
IAM Roles Anywhere , &# TR LFFER X.509 iEH,

« BiE—MNEE S MEIE Amazon EiF Amazon SDKs Ml T ER A& — S LAE IAM ARG S
[\ R AT BE TS 3L A M HY Amazon %R,

« £ Amazon i} A 248 3 1T B 19 10 F Amazon SDKs # T E— Hh A a5 A 5 @ = o] A48 AN
Amazon FRE £ X IED,

£ Amazon SRERETHRBI B 4 KU IEIRN

MRENRBELIZEIT Amazon , WERATUBEHRBEEHNARER, HlN, MREHNNARFREE
#£ Amazon Elastic Compute Cloud £ , H BFEEEZRREXEKN IAM A€ , MEPFEHRALSEN
NARFE. B8, REMEH Amazon ECS 5 Amazon EKS &88 , N A LUEE BEENIZITHIR D@
HE4F AT EGNEIEREREFEBIREN IAM ABIEEMNIESR,

- A IAM AEXEEEl Amazon KN AREF#HITH MK EC2— £/ IAM At Amazon EC2 3%
il £ =4tz TR N ARRF

- BAIBEE AT AR Amazon A IAM F4BHOHITHRIERE :
« Amazon CloudShell /A F M1 & &1Z21T Amazon CLI 5%,
- EXHNTHTFREANRHRET=HMEZR , ATAZERER Amazon CodeCatalyst,

BEET Web N EHRHERITHHRIL - BHHETE/ WK Web NARRF



https://docs.amazonaws.cn/general/latest/gr/sso.html
https://docs.amazonaws.cn/general/latest/gr/sso.html
https://docs.amazonaws.cn/cloudshell/latest/userguide/
https://docs.amazonaws.cn/codecatalyst/latest/userguide/welcome.html
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MBEBEEVNEEERHUNBINARFRETEF KN Web MATRERF Amazon |, iEHWEEHWN AR
F, FEHEBER Web BXE B R RIEZAE RIS Amazon Z2iE$,

FIA Web R & SR , ZFAEECEEENEFREREEECHAFR M, R , NABRFAF
AILAERAANBRNISEBIRMEE (I1dP ) ( HI0 , Login with Amazon, Facebook, Google SR4E{a E 4t
OpenlID Connect (OIDC) # &AW IdP ) &%, 1A AERSHRRIETHE , AENZSERRF ZRS
FEIERTZ 2 Amazon |, ZIEBEERER RN TR IAM &€ Amazon Web Services 1K,

EBTHNMAEN SDK ETEHTEE , TSR BRRARERAME 5% OpenlD Connect 1T 514
WUrAM I B Amazon SDKs »

BXBHNAER , ZER A Amazon Cognito, Amazon Cognito £ G EIEREBREFH NET
BFZHEEHRIETE, BXEZER , ESH IAM AFEREP T Amazon Cognito A F#3IR
AR,

BXRFHEENESES
| AM BFEREEE U TEXRZ LS Amazon BIRARIMNES :

- IAMBE® (AP, ARFEANAE ) — THEPFHHEMENIR Amazon,
o IAM FHZ2RESRE — BEFTEHEEETF KX Amazon R ARFNMERNZE B,

Amazon Web Services —fix5Z& EE L TEM AR :

« THERFIREVERY Amazon Fif - 2% & MERES NG RN G R FHRETMEEREK,

Amazon ##E%& ID

£/ Amazon Web Services Ik~ {RATREC KA RBECIEN Amazon ¥JE#E ID #h7E. R
Amazon Web Services Ik 7E H{REIEH Amazon BRN AR HAXERRREEZ SO R , BIRH
Amazon ##E# ID R&KIMR2— MK, A SAERAEF Amazon ¥JE#E ID LG RIFFAE T EFMAR
% , 5l Amazon Q 1 Amazon CodeCatalyst,

« £ Amazon #E#& IDAmazon Bx AFERER — THUNMALIENMER , Amazon WEE ID
HTHRAERES ID BEHHIAE,

« CodeCatalyst#}:=- Amazon #J% % ID £ Amazon CodeCatalyst Fi 1558 #- 7 & 104
CodeCatalyst £ Amazon ## & ID.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://docs.amazonaws.cn/general/latest/gr/aws-sec-cred-types.html
https://docs.amazonaws.cn/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.amazonaws.cn/codecatalyst/latest/userguide/concepts.html#sign-in-concept
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£/ IAM B3 70X Amazon SDK #1 T E# 1T 5 HBRIE

Amazon IAM Identity Center 7 IFAmazon 1+ E RS LI &K Amazon R AREF B #EZFRN R Amazon
FUR FE. Bl , XFEUTEN AR ZIAE, MREEECERENT L2 M4ITEZ (Amazon
EC2) 23 Amazon &Rt TFF & Amazon Cloud9 , ARSI M IZ RS IREGE S,

EAHED |, B[EIL IAM Identity Center TH[EIAR , FFEA Amazon iGEI[TF M, RENER4TT
XTI BT EEE G RN Amazon CLl,

« Amazon HE[FREFHEF IAM BHF LML, URL HERH d-
XXXXXXXXXX.awsapps.com/start =% your_subdomain.awsapps.com/start, &%
Amazon HEITF G , A LLEE Amazon Web Services IkFF ERAZAFBEENAR, LWIEFEH
Amazon FHE[TF3REL SDK/ TE S B BIF SR ENREE,

« Amazon CLI ATEREZNHRHF AT ESHIE , FEANENRBREN API BAEA IAM &4
FOERRIE, —XUEEEBAEHMEMHEE Amazon configX# , RARELZETRBIHEN
SDK S T EfEA & H.

FRF M

EFF R IR Z A, BAIZETRATRE

o MREKHE Amazon Web Services IKF | i5)F it Amazon Web Services ik .

- MBEEZEKRBH IAM BHH4 | B EBAmazon IAM Identity Center AFIEEHHIHEBAE A IAM &
B D

£ IAM Identity Center Bl & LA4RIEH =\ 15 R PR

ST BAIBRANRIEFEMENNRE
EFRLAT B EZ —RiFREIER Amazon iEH,
15 AR ES 1AM Identity Center #3715 A1 X BR

1. RBRAFEEDHERZRIA IAM Identity Center B L& A F 5 10 X BRI 2R NAmazon IAM
Identity Center i = R INEEXIR.

2. AdministratorAccessXBREFNATEINT &, Hx , BAEWERATIE XL
K PowerUserAccesstX[RE , BRIELCHETZTNLHBENCGIETHENNKRE,

IAM Identity Center & {331 18


https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/quick-start-default-idc.html

Amazon SDKs f1T& SEE™

BIXBRERFIA IAM Identity Center B FEE A 7 AR RNSRATRE , BX—IX .

- BEHGIEBAdmIn teamBFA , TR —/Dev teamBil , AEFEEHBR N B,
- BULMERAMEAF , B ZAPRMEFDev teamBH,
- BHA@IEBAdninistratorAccessPRE , TR —MNPowerUserAccessRE , R

HEBHRNHAPHRRE,
TG, IRBZBETILR

« —/\Dev team’/NdH,
« Dev teamBHARKIMNPowerUserAccessiPRE,
- BHAFEMAEDev teamé,

3. BHTPFHBXREFZRUEEFEKN Amazon Web Services K FMAdministrator=ik
IMPowerUserAccess., PowerUserAccessTEFEAEHN I E/SDK B g,

EEZ Amazon AINBEE T EENERE FHRMERE ( Hl40 Microsoft Entra 5% Okta ) #1717

Amazon B SR EABHIITF ML E R, IREHNZEERBRFEPowerUserAccess ( FFAE )
BBR , M#& Amazon Web Services Ik & BB BN BRI RFNRE., EERHONRERFEZL ,
AREBERBEXERAZNREFHHIURES NI K AL,

BENEMAELTERRNAE | SIINFRERNRBERZH. MREFTBHEEFERAMBMUPRE | FHER
IT EARNLASF R #E5 B,

KEZ Amazon AT LUBEE EEIER Amazon 15 A [ A #1715 A

Amazon &iZ Amazon GRITFEFK, RENEZEE R 2@ER T PowerUserAccess ( FF XA
8 ) R, SNEREERIE M Amazon Web Services i MEHNPRE, EENNREZ NS
B, AAUERHEXFERZNREFHHURES X TR BIED,

FEZL Amazon AL EBENETEEMRKS B EN B IREEHITIHA
BEERIEW IT BBALAZ R#B,
IR 2 BLE SDKs FfEA IAM B OB I E

1. ELNFRITEN ERESEHM Amazon CLl.

fEF IAM Identity Center B B LA4mT2 5 =X 5 R PR 19


https://docs.amazonaws.cn/singlesignon/latest/userguide/quick-start-default-idc.html

Amazon SDKs fl1TE SEEE
a. 2% Amazon Command Line Interface i F g M L2 5 EF & HTHASH Amazon CLI,

b. (®i%)ERIERE Amazon CLI EEETT , BHAGHRREHETZaws --versionds
AL
T o

2. &% Amazon HE[1F, BNEEATRESEAMLE URL , SEETLURBLSR 1 B IHRINRE
o B FERHIRBZ URL, NRZE , BEMEHIEMR LR EEHAmazon #E [T URL https://

console.aws.amazon.com/singlesignon/,

a. T1£ Amazon HRINFHIKFETIFR | EBREETENMNAKF, HEREHAFH
A, ERHRIZRAURIEG ST EIESEMNNEEN REZHRNR, FERMENH
PowerUserAccess fXPRE&E , B RN EWE EBIZWEMINPRE , LUNKENBENATFF
Ko

b. HEIREZEIEXFEES , %1F MacOS M Linux 3 Windows , E4AFUR T ERRERS,

c. 1%&# IAM Identity Center UL ELIREUT —NEERATFER Issuer URL A SSO Region
B, & :SSO Start URLALLEE#RMEM. Issuer URL

3. 1£ Amazon CLI R REFT , &fTaws configure sso@m®, HIERE , MAEL—FH
WENEEE., BXxIk Amazon CLI s S FHAFE , HZHEHaws configure ssofl Sl
EX: PN N

a. XIFIR/RSSO Start URL , FMIALIRBMEIssuer URL,

b. NF CLIREXHEN , RINBWEEFBdefaul titA, BXWMZEIIFERIA (BE®
) BEEXHREXBKAETENESR , B3R BE .
4. (W& ) 7 Amazon CLI S RRAT , BidZE{Taws sts get-caller-identity@F#iA
SEHEESH. WRENEREEER IAM Identity Center X PRE,

5. WMREFEMABNR S Amazon DK , FHELEHFT RHEF N SDK lZNARRF

a. XFHELE AR SDKs , E#E A 1AM Identity Center F3WIFZ B , SSOOIDCAATUR H b3k
e (HlmSSoM ) FMBEIEHNARFED, BXFMAER , FSHAISEN SDK,

b. MREAEETXMIFFNER Amazon , FEEEHHEZE Amazon credentialsX 4=
BEEMAENEREAMazon HAHH, BT 7THEIFRMEEE LER , £ SDKRTEFEH
IAM Identity Center ZiEZ 81 , A MBRFITEBEAEIL,

ERA T SDKs T Ew{aEAFMEA L E ERIFER , 55 0T R Amazon SDKs | TEH
IAM B 19 500 B 49 B8 A (8] &3
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https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://console.amazonaws.cn/singlesignon/
https://console.amazonaws.cn/singlesignon/
https://docs.amazonaws.cn/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.amazonaws.cn/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
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EEEEHRZconfigXHHEE IAM FHFOREEIRE |, 5SS ZAEMIAM Identity Center FEiEiR
HEPH,
JRlER TP 15 Rl 2 iE

ER LRI REL /I H , SDK T EFES HFHRIEFIR, MRIPERTEEENERNK, B
EZEEBXRRIFERITF 41 , Amazon CLI E#EMAZTaws sso login@F,

B LAKE K 1AM Identity Center T[] 1P 2B FENE NN RESFFLENE, XQEKESESTE
HREA Amazon CLIFS B R 2 ez TREBHE., BXEZEER , 52 (Amazon IAM Identity
Center IF1ER) HRHTER

* 1AM Identity Center & #F4Ert (A — BLE A 7 Amazon 140 [ 2 iE R LAY (A
- NREQFFEME - BESFERLENE

WA % R Amazon SDKs 1T EH IAM B 13 /0 B 1958 11F 7] Bt

F>< 1AM Identity Center RiE

AR ARAB A& BIE T ## Amazon 1AM Identity Center G REBNEE, N THA-LEHRIEHS
Amazon SDK X #4 APIs £ & #5 IAM Identity Center 7E, MEXFNBFZLBREHE,

TRNMETEREBEMRZEBNXR,

IAM Ildentity Center & %5 SDK API &% iR
Identity Center Sso REZEwE Amazon #

RER , BHTOE®RER
#) , ssoAPI iy & Z= 8 4
BHEREN. BXES
88 , 2 Amazon IAM
Identity Center A {5RH Y
IAM Identity Center Ef & o

IAM Identity Center 3 #| & ATEREEIERNEFA

EEEHA
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https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html#renamed
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SEES

IAM Identity Center & #r

Amazon 5[] [ ™ ik

IAM Identity Center 18] (7]
£iF

MRERE

MREFIUE

IAM Identity Center ZiE {2
)

T ## SDK EIE#E T Amazon Web Services IR

SDK API &5

HHRIESE

Amazon iF$

sigv4 ik

SSO FitR A&

DU

&89 1AM Identity Center
T AER URL , 440
https://xxx.awsapps.
com/start . BEREH
IAM Identity Center & F&iiE
BRI,

EEAEREFEERRS
F&o

BHEFRIESHIBATHT
HAK IAM £ Amazon Web

Services fR% . I FER
1w, BURELEITHER

WA ABRE

SDK 3KFR A F K Z# Amazon
Web Services ;s BHA (45
5 2P sigv4 Amazon Web
Services kS @A ) WEIE,
FIFERFieHh , BHgES
B TCHWE R KN ARE
k",

AR ENSEAE | flanRHohae
RYR TR IR

IAM Identity Center AP F#FH & S HREIERER N sigvd FiE. KZE Amazon Web Services RS #B
= sigv4 APIs , {Bthg —LE4|4L | Lkl Amazon CodeWhisperer #l, Amazon CodeCatalystiA TR A
IR 783 Amazon IAM Identity Centerx #F X Z ¥ N AR Amazon Web Services RS AA®

FULET R

T f# I1AM Identity Center & {33:iE
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B3 Amazon FEIITF&F

- FRAZNZIERRRXEUTFRIZIE,

« f£f Amazon Command Line Interface (Amazon CLI) Ffaws sso login®if. MREERE
SERE , XFB 3 —FH IAM Identity Center &1,

- BEFSER , BFUWEIRE IAM Identity Center BIRIFT S HEFG RIS, Amazon CLI A& H
MR Bl AR S ER SSO &1F JSON X, HAEH AR, SDKs

- MREBELXKE—NEHLIE , MiZ Amazon CLI i S HEEFEAINELE , HENEINELFELH
R, ETHUMMIRE IAM Identity Center RiFEH K , BZHASERETPHEEZHA S Amazon
181777 2 1EBAmazon |IAM Identity Center 35420 A] .

s BRSENKEERE 90 X, LB EREFHNFER,

SDK #{a3kEL Amazon Web Services BRE BiFEIF

SDKs Amazon Web Services fRF HEBNBNMNRESEHLEF RN RE , BEIFEINERE, FHE
Amazon configX#HiEEE EXHEE N IAM Identity Center EUF TR |, FEMA 1AM Identity
Center R IEH N ARERFVIES,

- BRIEEFIRE , ST EFESTRTK.

E APIs £/ IAM B FORE QB R EK sigv4 WiEH , REFXITEIEA IAM FH R0 1HE 5
RELIAM &, It IAM 2ERANRERXE , eBEIEE IAM SERENRAEF R TE M Amazon
5 B A BR

- NRELFEFLNTE S IAM Identity Center 2iF &R A2 0 FFIREMN,

- BTRBINMZENRESERFLNE |, i3 Amazon IAM Identity Center AP IEEHA I E ST
B

- FEE , EAZE S Amazon DK API XX #57 , I PREAmazon ER LM N EIUEM sigva FEil,

S ERHFTF & T B2/ IAM Identity Center API getRoleCredentialsfy A SR ERREILEH, BRHEF X
TEENEFPENRERZAKAN IAM €K B Amazon Web Services RS , #liNik Amazon S3
B PR ERER. ENREQFEIH A , BN RAIAFERXENRESIERERE,

SRS BRI R

5/ SSO TIERMEMEE i, HEARFSEE S RIFM IAM Identity Center SREXHY &/ Bt 1A [R5
28
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https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html
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- MRFETHTE SDK ZiRFEATHR SN H , SDK A RIFT T R HREE N IHE . 1AM
|dentity Center & RI#F < E5E/ IAM Identity Center 151771 & i& LT E# THER. MR
THEARTH |, IAM Identity Center fF£ /8 5 — N B & 8 TR AL

- WIERSEATRTRHATEFRNNRERE | A UATRETHE S R EIL,

B2 , R IAM Identity Center i5[E [ TR 2EETH , WFARLRFHNHRISHE. Rt , TEEHN
FE%J’%&H‘IIEHO RENEEFIRNEENRESCERKEN , CMASH (HEHRNBEEELX) .

£ IAM Identity Center 2FZIH/G , TAIEHEF KN RBE[LLED & HRIE, XERNKRE
FRREZILE. EEREERNIARSEZE , ZERRBREEQEHE,Y #mﬁknlﬁﬁﬂﬁ Uy

BEME2Z , Y SDK EEHFHNREZIER , SDK 2B AR EMEERNNIEZIEHERIXLEEZIE, T
REIERHNHFESR , CEEITIENBENNEEF IR , XEBEA. NRRTFTEFIUEREIELR , N
SDK £ IAM Identity Center API SRIREVFTEIE. EFA APl , EEEHE S, MRFRISED
NH , SDK £EARIFT =M IAM Identity Center BRSSIR ERFTHY 1 18] & h&. ﬂﬂ%i&ﬁ’] IAM Identity
Center AR TP XERTEH , MR F U,

A IAM Anywhere B &3 1T 5 4 UF Amazon SDKs fl1 T &

B LAE A 1AM Roles Anywhere £ IAM AR EAIBZITHI RS 25, BN ARRFE TEMFIRE
5Bt &2 £ U+ Amazon. ZAEF IAM Roles Anywhere , B TERZESLTER X509 iEH, BHNEE
B R MNBHAAENEB AT , LUERF IAM Roles Anywhere Bt B N EIFREE,

% 1% : Bi& IAM Roles Anywhere

IAM Roles Anywhere 2t 7 —fIREVE A BR24TRY TR B SREMN @ BHE BRI B 7% Amazon, SiiE
PMAYHELETE , LEREREKHN IAM A€ IEREIE, ZARRELENRBER IAM Roles
Anywhere # 1T & 4 RIE TSR TEABFREHNNR,

BXREEFTHES. IAM SEH IAM Anywhere BEEREXHHNLSER , i5Z 5 IA M Roles Anywhere
BB RIREL Amazon Identity and Access Management £ & m 61 2S£ 4 M Bl & S04

(® Note

IAM Roles Anywhere i F{Em BB X #4H1EH = IAM Roles Anywhere BRSS H Y — /N d 4581
2. E5HE Amazon configX#HHHIELE X HT <o

IAM Roles Anywhere 24


https://docs.amazonaws.cn/rolesanywhere/latest/userguide/getting-started.html
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58 2 & . £/ IAM Roles Anywhere

Z M IAM Roles Anywhere FREUIE Bt £ £k , A IAM Roles Anywhere {REEHEUEBIF, FiET

B a[3EI IAM Roles Anywhere B9 % um&o

BXRTHEERBITENE , 52 IAM Roles Anywhere F P8R B M Amazon Identity and
Access Management 1?':17%75!3’]@@5#@“ RREIEP,

ENRE IAM K Anywhere 8T Z £ F 55 Amazon SDKs #l—#2 £ H Amazon CLI ,

WA LAEHZ Amazon configX#HELEcredential_processi®iE. SDKs # Amazon

CLI XM Tcredential_process#H{THHRIIMNREZIEIRERF, THERTER
Bcredential_processH—ix&H,

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

BIFTEH credential-process T LE credential_process REFAHFRAE JSON #EHXIR
EIGEIE, HER WS EMETEEFTH, MREBMREBETNE, i FEEAUTSHR

« private-key - £EFERWILANER,

- certificate — IEPMHERE,

« role-arn- ERNHRRGHFIENABR ARN,

« profile-arn- NiIEEACSRMHRFHEEHH ARN,
* trust-anchor-arn- AT S HBRIENEEHEN ARN,

BN EEE A FFIRMEIEBMIGA. FIE= ARN EE T LLM Amazon Web Services Management
ConsoleE#l. ATRBIERT HEconfigth , ZXHEE T MNBF T ERRIGEFIE,

[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID

BXESHMEMEBE T ENEFMER , S H L GitHubfy IAM Roles Anywhere ZEiFBF,

AR SDKEBREXAGMAERIERHMENFAER , FEALERTHN #EZIERHAE,

% 2 % : 5A IAM Roles Anywhere

25


https://docs.amazonaws.cn/rolesanywhere/latest/userguide/credential-helper.html
https://github.com/aws/rolesanywhere-credential-helper#readme
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BRi& —/NAE F HRKIUE Amazon EIE Amazon SDKs I TEMA®

BRiRAESTRERA AR T EURIFGRIERARTEFER Amazon HIR. XLEiEat &k B E
47 1D, MEFRIBANZTLTEAK. E T HHEX Amazon Security Token Service ( Amazon
STS ) APl B R EZER |, 1521 (Amazon Security Token Service APl £&) FRRE,

ERELN SDKZITERRAAE , YAMECEFIFRRERANBEAR, IAM SE2HAE Amazon
FREBT (ARN ) #HTH—#RR, ABES —IMRABIGEXR, FAZACHIERATER—
A Amazon Web Services BRS = % —N3E4K Amazon Web Services K/, Bx IAM BBHNES —#&
B8, #2H (AM AFEmR) 98 1AM A&,

R IAM BejE , NREZINZAENEME , WALUREN SOK HTEREBENERZABR TN
PR o

(® Note

Amazon REMCER R WL XKIHART R H A EEM LT SAmazon Web Services X
15,

Gy

KA IAM A&

BHEAEGR , Amazon STS BE—4AIRREZLIER, XEFIEKRAS —MEENXHIIEITHIBAISEHE
HBER. REANR , HERE —NK/H Amazon iE+ | BENNARFZEELR S — MK FH
RFEN , 2ERAXPRENAERATN,

TE1:REIAM AR

BiREEH SODKHITERRABE , KALUBRTIMABERANBEAR, IAM AGEAAE ARN
HATE—IRR. ABES - IXEEUEEXRR  BERREENKFASATEK, AR, BETHRES
8, 5ZH IAM AP FHFaeE IAM A6,

SR 2:BESDKFHFITE
5 SDK T EEENM credential_source = source_profile JREUZILE,
credential_sourceF M Amazon ECS A28, Amazon EC2 EKHIHIAEZT £ HIREGE S,

source_profile AFTMNE —MNEEXHIREUEIE, source_profile kA tsE , IR EXH
MERER , RAEFEARANAGRRASZ -1 AR,

RKABE 26


https://docs.amazonaws.cn/STS/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create.html
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YHBELRENXHPIEELITE , SDK T ES B3 A EEAMEB Amazon STS AssumeRolefy AP,
EESHEACRKRLRMEAINES , FEHRE Amazon configXHFFIEEUTEEBE, AXixi
REZRENEZER B KAAEETREERE T,

« role_arn-kRBZLELSR 1 POIEN IAM B
« BLE source_profile = credential_source
« ( A% ) duration_seconds

( A% ) external_id

( Al ) mfa_serial

e (A& ) role_session_name

LTRHIERTHE config XHEHFRMABRETHNEE

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-name-with-user-that-can-assume-role

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

BXRAMBERASCKUERHEFRENFEAGE  FEREAERTH KABSCKIIREHASE,

RigABERAMEH 4R OpenlD Connect #{TH R RIEMTE
Amazon SDKs

BRIRAEFRER AN RS EURGEERRT LRI Amazon BR. X LEim et FUE B 7 E]
%40 1D, MEFRIZANLETRANR. E T B X Amazon Security Token Service ( Amazon
STS ) APl iR EZER |, 1525 (Amazon Security Token Service APl &) FERE,

ERELZHN SDKRTERRKAAE , XAECNESIRERANBEAE, IAM AEHAE Amazon
TREM (ARN ) #HITH—#R, ABES—IMXGBIGEEXR. FRAZACHAIEXATERN
& 5171275, OpenlD Connect (OIDC) 5 SAML Bx&k, ETHAEX IAM BENEZER | 23R
IAM AR EEBHPNRAREHN A E.

EENBHEFATIEGHHRE IAM AGE , RN ZACREENGSTENESHREYS , NLl#—5
RELZNBREFAITESURAZACLIREITE Amazon iE$,

WHEAG (Web) 27


https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
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® Note

Amazon REMCER R WEEE A XA T 2 H & B L 5T S Amazon Web Services X
5o

£ Web &5 OpenlD Connect #{TEB&

PRATLAGE N 3 B 47 4R 4575 ( 65120 Login With Amazon, Facebook, GoogleJWTs ) 24t# JSON ™
FZohE () RIREUGERT Amazon iEFAssumeRoleWithWebIdentity, REECINEALR , B4
JWTsH BN ID TEFHFRGE. BEAUFERABE OIDC XIMIHIHREN F B RMEE (IdPs)
JWTs &% , #ilf0 Entrald 2, PingFederate

W REAE AR Amazon Elastic Kubernetes Service , Mtk IhAE &N Amazon EKS £EH W E
MREKFEETREHN IAM B, X4 Kubernetes ThEE4 D & JWTs ZEIYREY pod 1 , RERIZE
IR & F X LR BT RIREUGRTEP, Amazon BX Ik Amazon EKS BB EZELR | 55H

{Amazon EKS AIF#ER) FHRSKF,H IAM A6, BR N TEMEMNED , RNENESHA
Amazon EKS AR 511 , BIiRREH SDK XHFE.

TE1 . REFGHREHEN IAM AR

ERESHNI AP HERE , BEH IAM B4R HE Amazon BAHALE IdP REEE., XFESR
Amazon Web Services K= FIFAER IdP 2RI E1F. E4F SDK BLE RN A JSON Web T (JWT)
BHITEHRRIEZH , XA REFDIRMEE (dP) MATFHEETH IAM A6, BERTRE , HSH
IAM AR+ H 212 Web &8 OpenlD Connect Bk& SR RIFAE® (248 ) .

FSH2: BiE SDKHITE
¥ SDK ;T EEE N FEARBEH JSON Web T (JWT) Amazon STS # 1T H B RIE,

HBEREXHPIEEHIN , SDK T ES B3 N &AM Amazon STS
AssumeRoleWithWebIdentity#y APl, EfEH Web Bx& BRI RMEAIGIES , BERE
Amazon configX#HHIEEUTEEE. AXXEEESEHNESER , B KA ACKITRHE

RE To

- role_arn-REZESER 1 REIEN IAM AE
- web_identity_token_file - XRB &8 IdP

( AT ) duration_seconds

/A Web &8k OpenID Connect #{TB& 28


https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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( AT ) role_session_name

LTRER Web SR ABEBHHE config XHEETRH :

[profile web-identity]
role_arn=arn:aws:iam: :123456789012:ro0le/my-role-name
web_identity_token_file=/path/to/a/token

® Note

BEXBHNARERF , HZE A Amazon Cognito, Amazon Cognito & & 3 &EIE R EBREF H
NIEZTRTFZHEFHNRIETHE, B2 , Amazon Cognito F A IRERE TG E b 5 17 12 4L 75 3R
HEEE SDKs M T E#&UES, EifA Amazon Cognito API |, i1 SDK ST EREE
HEEH D E Amazon Cognito BRS & Fiw. BXAE Amazon SDKs , &2 Amazon Cognito
FREEEPRIRERHE,

BXRFAERASCKIERHEEFRENFAER  FEALERFHN KAAAGFKIERESE,

£ Amazon FRIZH# 1T 58U Amazon SDKs flT &
£/ Amazon SDKs M1 T &R , ATLAEEER Amazon HRIZAHITHHRILE,
SEAEHAAEUE

RIMNBWEGEW SODK RTERERNFER FH IAM 54503 Amazon SDK fl T E## 1T 54K UE I
FRE KNS IEFLET | E,

1

[

= , EEE#EIRE SDK T EMIGEIE , BS R FEREREIUEH 1T E BRI Amazon SDKs 1T

|m

o

£ K HFEIUE

\
/

/A Warning

ANTBREZENE , EFXETARGIOEBERRER , B2EA IAM AFR#TEHARIE , M
REERASEMEAENNKE BMIIE , 620 Amazon IAM Identity Center,

Amazon i 8] % £ 29


https://docs.amazonaws.cn/cognito/latest/developerguide/service_code_examples.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
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ST IE X 8 5 R A BR Amazon Web Services K 2

ERZEHEXRE , FAEIL Amazon Organizations & IAM Identity Center Bl & SR E BT A AR
P E X BR Amazon Web Services /™. BEXEZEE , 5H (AM AFIEE) 98 1AM R2&E
R,

YRATLATE 1AM Identity Center R8I A , A Microsoft Active Directory , fEF SAML 2.0 &1#12
#5 (IdP) , REFRH IdP BIhBXSEIHE P, Amazon Web Services KB A AFERAEH —Fh 5
E, FAPRMEQZFRAR, BETLERHHRITZESHRIE (MFA) HEAIGAHES Amazon Web
Services i #H1TiAR, X5 IAM AFARRE , GER—MAIUAZNKEEU , HF B8 M
Amazon RN Z £ KK,

RADEHELE IAM A

WMRIETEAE Amazon , AT ABIEZ— MR IAM AP | ABRERERETHEHIRE Amazon Frig#
AR, EEINALMERLRELR | BRINBVEEREDEREZIINMER,

NTFEATAS, FTFmaER IAM AF ERB = XA Amazon :

- FIHEREN Amazon SDK R T E |, HEADEIRE Amazon Web Services fRS B H1TIRE,
s BEZITEH  EOTFIFAISEEZRENITIMA, ElLFMEMEHRE

MREEXERHIZIMER IAM AP, FRRTEE] IAM Identity Center SRFHEH &0 IR A ER S Z
% Amazon Web Services ™ /0. BXEZER , HZH AmazonFH S HERERIE,
iR IAM AP 1ARIZERRZS

BRIz ERRER IAM AP ERIESR. 28 (AM AFERE) | RIRRE G ZH PSS HTERE,
MREANANBSTNMEZETEN IAM BFERES | FRRER TR ZR,

IAM A P15 R 240 N ARt it E A EWHZ Amazon credentials X4, B2 IAM BF
R ZPEEELNNRBF. BOHEE IAM AP 7GR ZANEE X4 EE ST MRABERR4H,
FRWM B git-secrets EABLEUBBEBETEPHBRELERERE Git ZRE. BXEZER
HSE IAM B 70 IAM 54 (AP, BFREFNAR ),

ERE IAM AFRUFRER , 528 FHAKEIEH#RITEHKIE Amazon SDKs fl1TE,
FEREHEIEH1THHRKIE Amazon SDKs flT E

BB WEESEHN Amazon SDK T E |, FHER IAM 543 H/0% Amazon SDK # T E# 17 54
RIFSEKSFFEMEET—EER, B2 , EUEHFER Amazon 1R[] 12 AEH IFATHIE

T 30


https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://www.amazonaws.cn/identity/federation/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html

Amazon SDKs f1T& SEE™

B, EXLIRNFTUELHE , FEESHHFIL. Sl EREXHPEAIKRNEIE , BT UFEAE
REBUENMREENE,

REXEK  RNBWENNARFEAMNAT i RENIGES  MARFHEEZIEXHHN TR
ZHANMTHE

« —¥h Amazon ItE RS , HlEN7E Amazon Elastic Compute Cloud £ = AIiz1T &K N AEF Amazon
Lambda,

- ERRMUEMEPNS —MIERF , W, €A IAM 4503 Amazon SDK M T E# 1T HMGKIF
- HEFEAHEEZIERHEERERIGIHES,

EFM Amazon 5187 F 1 R 2 #Y 58 A EIE R B U 34

1. SIBHAZEEIEXH,
2. EFRIUEXMHF , iU T SUAFXAR , BEEMEERA IR EIER I,

[default]

aws_access_key_id=<value from Amazon access portal>
aws_secret_access_key=<value from Amazon access portal>
aws_session_token=<value from Amazon access portal>

3. REFEZXH. X ~/.aws/credentials MENZEETENET T LARSE L, IRKREER
ENHEBEBEXMY , W XHEE SDK T EFEAMNBAIN] BB 4.

4. %% Amazon RIS,

5. RBIXLFIREIFEIENRBEM Amazon FETFRE4 IAM BE&IEH,

a. NWTHENHBERNSER 4, ERBAUURFIHENBELUEZZNFLERN IAM B68ZF. It
ABNBMBEEILITPowerUserAccessHITF XA R o

b. N THEMNGEARNIER7 , R FIHFEEXHRINEER Amazon FiE AR & #l
RN&E.

6. FEHNFTIERWEREN R credentialsXHFd. MREFEANRdefaultBmEXH , WFFE
BARNEENHFEH. EHXHNRBTUATRAE.

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONC

P AN 31


https://docs.amazonaws.cn/sdkref/latest/guide/file-location.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosignin.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
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7. {&1F credentials X4,

4 SDK tIERFSEFimE , eFAEX LR EIEHFeiR T8 MNMER, BH R 5a FIEER IAM
AENRERE T RN FIENEREE. KESFEMBER 12 DT,

EnREIESHE  EELPH4E 7,
fE AKHEITH 1T B 9% Amazon SDKs F1TE

/A Warning

ATHEZENKE , EREXTARMERLBEREEN , E2EH IAM BPR#ITESHRKIE , ™
2RSS HREENIKS SMRIE , H1%0 Amazon IAM Identity Center,

MBEER IAM AFETREB , WAL EFNREFAIESR T EFFERAHRLZE Amazon
credentialsX#HHH K IAM AFPIEB#HITHHRIU, BF IAM TEHPHEZEHESEE , HRIR
IE | IAM Identity Center 5§ E ftblf§ B X

BEXFIENEEBEENEmM
BXREINESL

« BOERAKSNBREIERIGE Amazon BiR. X EEU AR T ZRAY MK F i 18] B3 UUEES .

- BOENARFXHPRFEMAGRZASLZIEEE . WREXEM , NEFME LE2 N HLFH
EFEHEMERT , 2ABARBERIENXR,

« FEENMERXEHPBRASEEIENXH,
« HEE , FEERE Amazon credentialsX TR BEREH UG X EAER T,

BERLZ2EERUENESERE

BRUNMMZELEE Amazon IEBH — M iTie | FSRFMWEE Amazon 1R AR KESE
EAmazon Web Services —fixZ#, BT ERTTERNAIN , HEEELLTEM

« XF Amazon Elastic Container Service (Amazon ECS) , RER TESH IAM A,
« X7 Amazon EC2 E4l LT AREFFER IAM A6,

KHIEIE 32


https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/general/latest/gr/aws-access-keys-best-practices.html
https://docs.amazonaws.cn/general/latest/gr/
https://docs.amazonaws.cn/general/latest/gr/aws-access-keys-best-practices.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
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FeREAF Bl Amazon IKF

E#£H IAM A/ i5E Amazon RS, BEE— Amazon R Amazon iE$,
1. BIEKF,

E4|2 Amazon K, FSE AT  REE X Amazon A ? £ (Amazon KPP EIE S5
) HF,

2. BIEEEAP,,

FAEA root AFIKF ((ERIBNVDNRIKS ) BRIEEEFEMES. MRUE-—NEEAFK
o, CIAM B iERE) B9 a2 S8 A & PR,

PEREEAFPKFAREZEZFFACERS , SXEHEERAPKPAPHERAEEKFEHRE R,
XFANK B ESE LE#RITIF A Amazon SR7E LETNATEF Amazon, ERRIESSER  BEE

HEESXEESHAF. NREIRSHC, AXESEFEE , F5H (AM AFER) PREARK
PRV AT,

HER 1 RIEER 1AM A

ZR (IAM AFiEm) RHelE IAM AF (#2465 ) IRBREXRLE IAM AF, 212 IAM AF
B

o BRATBWRIEER ‘B AP RMIBRNBR” Amazon Web Services Management Console, X {#
&I LAEE Amazon Web Services fRF SEETMREFEITHRBEXRNAS |, fluE
Amazon CloudTrail 12 i B Z 54 S04 £ 4% B Amazon Simple Storage Service |, X EFiR KT
R1RE A,

o EREMR-NRET A, T EEN IR, AT BaAE iz AP o ERR,

s REBAITHEAIEQHEEFER Amazon S3 REERN R, EmNARFEMEY
Amazon S3 £ HRNER |, HEREM L BB AmazonS3FullAccess K&,

« BULZRHZIRPEXRRENRLRFFEN AES R,

HIR 2 . IREVUERYE R % 4R

1 E AV BHANSRERT EEAS  ARBREZNRASY User name,
2. EAFWAEL, BERLEENE. AR, EHARAT  LEURDARA.

KHIEIE 33



https://docs.amazonaws.cn/accounts/latest/reference/welcome-first-time-user.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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3. XNTFCRIEBRIZBRALE 1, 28 HHTHEME (CLI) = AipRD, XA MNETE R AL RE
@ , AT5 Amazon CLI #1—#2fH SDKs.

4. WNTRIRFRBASRK 2, MATEREHERET D,

5. WTOIZRBLEEALR 3, EFE T .cov XHLMRIFIEEET IAM A 7= 15 8 2240 M 3 3 177 7 %2 4R
By .csv X, MEEREBRRESR.

/A Warning
FREISNZSEERBARXESIENZ S,

6. 1% Done (5EK)o

S 3 EHHE credentials X

1. BIEHITHHE Amazon credentials X, kEIXHTE Linux  macOS R4 LN ~/.aws/
credentials , £ Windows £ %SUSERPROFILE%\.aws\credentials. BXEZEE | &
SR FUENHIE,

2. FFUTXARRNEBIHXE credentials XHH, Gl ID EMRAZHAEERNETTEHRN
.csv XHHME,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. REFEXH.

HEZ credentials XMHRFHFZIENTRENLSF R, SNEAERENREETE , BXRHETENR
¥, BZH Amazon T EIZH. XR—MATTAR , BRIEBWERRITEE IAM Identity Center 5,
HiigedEiE, FLEFERAKPEILES , BieBMHEE credentials X4 MIBRIX LRI,

FEA IAM AeXIEE 2] Amazon WM ARFEHITE MK EC2

HRBINT B UARE — N EE Amazon S3 G RN RH Amazon Identity and Access Management £
&, UEEHEI LS HFEMH T ERSXSINNAREFRRER,

EC2 =4ty IAM At 34


https://docs.amazonaws.cn/credref/latest/refdocs/file-location.html
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EET D@ #E M ITE R LETEN Amazon BHHF AT ESNARERF , BHEE—1 IAM A6 |
ARERFENT DI EC2 24liHRZARHNE, EXEZEE , HS5H (L E% EC2 AFER)
EC2##J Amazon IAM &,

2E IAM B

&I & B Amazon SDK BRI FAIREZE A 15—/ SDK B2 F Amazon Web Services BRS5 kit
1TEE, 2B—NIAM BEXRFNARFZITENNE.

Bl , ERAMET A6 , ZABEFI Amazon S3 M RiEiFEMNR, % Amazon SDK 15/
#HAEM Amazon S3 FiIEHE “Al]” #HiE,

1. &3 Amazon Web Services Management Console #}31TF IAM #&|& , it Jhttps://
console.aws.amazon.com/iam/.

ESMERT , ERAG , ARERUEAR,

NTF EFAEEME , £ ERAER | %F Amazon Web Services fR%

£ “AfI” T , % Amazon EC2 , RFIER “T—%7

FFRMNR |, BMREEFIRAPIEF Amazon S3 RiLiFRINREIXE , REERT—%,
RMARCBNEN , ARERUIEAR, BIREXNEN , ENEEE Amazon EC2 KHIf& A

e,

o o bk W DN

Bz Amazon EC2 Rfl H B EEM IAM B

A B HRITUT®RE | £REH IAM SE0IEHME3) Amazon EC2 3R41 .

* 7 Amazon EC2 A ERHHER “RIZEE N KE" #1THRE. BER , ERENREXLSRZE , TER
TTLTRE -

- EBREAELET , WT IAM SARBXH  BELEL—SH0ENAG,

B IAM fl Amazon EC2 1R E , BN ARFHBRNL T EC2 24l , BFHNNARFEHE
¥ Amazon S3 RSBV IREUR R,

Connect E#Z| EC2 324

ZEHEE Amazon EC2 £l , X ERM AN ARFEMEZES , RAEETZNARRF. £FES
SIBECIRKBIRFE Key pair ( B3R ) TEANBHANNLEERD 894 ; B PEM X,

BIE 1AM A& 35


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
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M

AL, BAILRRSEPIRBEAIESHATRE | EEIER Linux SEAISHEESEH Windows Kfl, 24

SRERER |, EERRE A LU ST MTT R I E AL S B IRRYSE B

® Note
£ Linux 2% macOS &ix £ , BANFEALLEH T SREFEZNNARRF. Escps key pair
—RBEA , TERUT®HS : scp -1 path/to/key file/to/copy ec2-user@ec2-

XX=-XX=-XXX-XXX.compute.amazonaws.com:~.
BX Windows HEZEE. , TSR 3 44E5H 2 Windows 3£,

MRIEEANZ Amazon TEE , MEE LA SMER TEGEZIXE. AXESER  FSREE
AN TEENBERFE™M.

£ EC2 k6|l LiE1TIEN N AR

1. FENNARF XN IR 258 H EI &/ Amazon EC2 4,
2. BYHNARFARIEESTERREEFRITEN LHEREE,
3. (W) RINAEFREMEA IAM ABRHENEIL,

a. &3 Amazon Web Services Management Console #3TFF Amazon EC2 ###|4& , Wit
A https://console.aws.amazon.com/ec2/,

b. EFEXEHI,

c. BERRME. T2, RREERERIAM A&,

d. XFIAM A€ , FEEL IAM AGXSE IAM A&,
e. ®EEREH IAM AL,

f. BAREBTZNARR , HEIAEERE TR XER.

£ EC2 K| LT BN AEF
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.amazonaws.cn/ec2/
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Amazon SDKs M1 T EigE5 &

SDKs 2 ETESHWAA APIs . Amazon Web Services RS EMNRFTRIN#HIT APl BAFEDN
—EEETHE  SESHRIE, ERXTHIE, At , SDKs EEHIE R ENRIEKIKREA T EN
BEROEUL , A TFEURSHNIZE , URRBATERIRENE,

BALMENATETHRIABREBERENFAER -

« Amazon SDKs # Tools #r /L EIF IR HE— BRFIEREBEEZ ) SDKsIEPRMHE 2 B MR HE
1t

« Amazon SDKs H “T B” #r (b IhaE— @R IhEEE Z ML SDKs,

BIERSEF in

EpURTEH 1| Amazon Web Services RS , SDKs BAENMEAZFHmE/XI R, Amazon Web
Services R HIN , MBREWNARFEEHRLS#H EC2 , NENNAREF2EIE— Amazon
EC2 BEFmNRKEZRFEN. RE , BRI LERARSEFiwMEiZ Amazon Web Services RS & H
BR, ERAZHIERT SDKs , REEFHNREBFAER , Rt @200 mHEE HEROENRS A
BB PR, AEATRNEEDR — RS K EER,

RER LR

+RIREBEE T AZH SDKs AXIEHEAFT7Z Amazon Web Services RS F A THAE, EILRHE
FMEMINEE, FiE# SDKs HE RIS (HKIR ) , il EX LS (RKIFE ) , UE
KEL/BEBNE, UTREEERLARNGE
1. ERBAEIBIZEFAHAS LRENFAI N RESRETHMOEMERE,
- BERETVUBRESMREERTRE  tULUEREEAXN AANEMEERTER. XT
Amazon CLI 5 Amazon Tools for PowerShell , EMIRAEEG T LAANSNMNRESENF
Ro X T SDK , ER2E AT AR ABREEHI{E Amazon Web Services BRSs & F i B E X KA
REREREALEN API FHEBEN SR,
2. {XBR Java/Kotlin : BIEHIZIREMN JVM REEME. NREREZEZE , BEANNEREE SR,
. RELRENETE, WREBREZETE , FEANNEREEFH.
4. SDK &R S credentialsXHHWRE, MRERE , WEFHFFEAT.
5. RBMHZconfigX#f, MRFEZRE , Nl SDK FEAZIRE,
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« AWS_PROFILEEFEH aws.profile JVM REBHT B FIEE SDK M BN B 24
6. x5 A SDK BB A FRENEMERIAE.

(® Note

B SDKs TEMRELERTENINF#HITRE, i , FL SDKs MITEXR X FEHMEFEH AL
TS AE. Hn, sEAT NET 8 Amazon SDK %3#5% N SDK Stor e BV E KR, BX
SDK I TEMENREHENEZER , B HEEEFEHN SDK X TEMNIFEERE,

I RELE S EREEAHBEHMSE, flin , MRBERZconfigHFFEBETHEX

fr, MRABESDKFIERREHMUE /G , TRRIAEAZEEN 4. XEKRE , RE
FcredentialsXHHARMTIZE , MFERZREMFTR2configXHFRE, MREFEHRE
MEGRBRETXE , NBESEcredentialsMconfigXHFFMIZIRE, &fF , 2R ( Amazon
CLI i RTS8 = API 28 ) IRBANRENEBERIZTSHAEHME,

TERAEERIRERH

AIEEHN RE SEBS,FPFNREEFEANF T AJABES I GHTIRENTRRE, TRYIH THE
BEMEIESXHRE, RETELUR ( XF Java M Kotlin SDKs ) ATAERTE 2 /W F B & ZIhAERY
JVMiREB, BNVRIFNENEZETTH N ET AN RERE,

« ConfigX¥HiRESI&

« CredentialsXHREFIE

- RBTEFR

« JVM REEMFIK

SMEEREERDEDE— I TE , EH5ETATREZDENEE. XTEHRE , LE%m
BT EFMARE AR EL R B ST BRGEE  DE (NEAT Java M Kotlin ) Bt i
B VM REBHRIGEE, SMIESHHE T A X BNERREMES M E RGP EEZENS
#, RERERSTHE , BEICHAEE  £RNDEBR— L,

ERPRIFERAE (WRE ) , MREFLBAME , ZERER. EEEX T ZRENERE,
g, ik RMNKREFBERELEDEREHRH—MRE.
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https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/sdk-store.html
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disable_request_compressionR"HliRBMNERICERTUTAR :

- BEMERN S ETURGERBEZANBERES. B
s FRELSNEEXHFHITIRE disable_request_compression
- EAFHRENFIEEE AWS_DISABLE_REQUEST_COMPRESSION
- E , MREREAMR Java = Kotlin SDK , HFEAFHEERN JVM REEMH

aws.disableRequestCompression

(@ Note

HREE A — MR U EZERBFEEMENIEE , EXASENETREX—K , BAE
=E SDK Frt BN, MREBERBASPRERE , S HENE SDK FEEH AP
2%,

o MBEBA LT, MZEFBRIARfalse,
s WWHARERENHE -—BEMERtrueffalse,

SN IAE T E MY EEEBERE — 4 Support b y Amazon SDKs # tools .

R ERER SDK REXFNHE LIHIRE, %SupportedFIER UL TERRIEN

* Yes— FIER SDK B2 X FXEIRE,
* Partial— XFHELEREHTHEHRRBERAFTE., M TPartial , MINERRRRE=E.

* No— FAXFEMRE, XATRRBRBPREAURINARINIIGE ; BRXRTFZIFFIHAISER
BERE

Config X fFiRiEFI&K

TRAFEMZETUEHRE Amazon configXHF P El. SIIRESEKMEN , EMEIFTE A Amazon
Web Services kS5, SDKs MEB T EX AJREXFMBFRENRELTE, EEENE/) SDKHIE
TENRENRREETE B2 RIS EN SDK T AR,
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=

account_i
d_endpoin
t_mode

api_versions

aws_acces
s_key_id

aws_account_id

aws_secre
t_access_key

aws_sessi
on_token

ca_bundle

credentia
1 _process

credentia
1_source

defaults_mode

disable_r
equest_co
mpression

duration

seconds

ec2_metad
ata_servi
ce_endpoint

FAESR
ETIK/F B R

EAERBRE

Amazon i [8] 4R

ETKF LR K

Amazon i [8] 4R

Amazon i [8] 4R

EANEERE

HEFZIUEREE

RABBFIREE

EreiEMINE

ERES

RABBFIEREE

IMDS ZiFfRfit &

ConfigXHiREFI&K
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RER

ec2_metad
ata_servi
ce_endpoi
nt_mode

ec2_metad
ata_vl_di
sabled

endpoint_
discovery
_enabled

endpoint_url
external_id

ignore_co
nfigured_
endpoint_urls

max_attempts

metadata_
service_n
um_attempts

metadata_
service_t
imeout

mfa_serial
output

parameter
_validation

HAREE

IMDS EiFfRfit &

IMDS ZiFig it &

Ui AR

BETRSHNIKI

RABBFIEREAE

BETRIHNIKI

ERTH

Amazon EC2 3£l T 2k iE

Amazon EC2 3£t 2k iE

RABBFIEREE

EAERBERE

EANEERE

ConfigX iR EFI&

41



Amazon SDKs f1T& SEE™

REBWN HFAEE

region Amazon Web Services X i3
request_c Amazon S3 FY¥iE T B R I
hecksum_c

alculation

request_m BRES

in_compre

ssion_siz

e_bytes

response_ Amazon S3 W ETEMRY
checksum_

validation

retry_mode BTN

role_arn RAFBEIIREE
role_sess RABBEIRHEE
ion_name

s3_disabl Amazon S3 ZXig i K
e_multire

gion_acce

ss_points

s3_use_ar Amazon S3 EA R
n_region

sdk_ua_app_id NARERF ID

source_profile RABBEIERESE

sso_account_id IAM Identity Center ZiFiR &

sso_region IAM Identity Center ‘ZiF{R &
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REBW HAEE
sso_regis IAM Identity Center EiFiR &

tration_scopes

sso_role_name IAM Identity Center ZiF {2 {4 &
sso_start_url IAM Identity Center EiFiR{E &
sts_regio Amazon STS [X i3l &

nal_endpoints

use_duals MHEH R FIPS i =
tack_endpoint

use_fips_ WL F FIPS i
endpoint
web_ident KRAABZIIREE

ity_token_file

Credentials M iREIXR

TRBFHEMEEALUERLE Amazon credentialsXEFH 9 E ., EMRLKMEN , FWAREA
Amazon Web Services B .
FIEXEMNREMNNETE | BFSHEEN SDK I EER,

REAM HFAHAER
aws_acces Amazon 1 7] 24
s_key_id

aws_secre Amazon 1/ [7] 224

t_access_key

aws_sessi Amazon i 8] 2 4H
on_token

SDKs MATEXR AR FHEFNRENTEEE, EEE&%’I\ SDK

Credential sX#iREDIX
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HETENX

TXRIIHET SDKs AZHIZHFNIMETE, SII2LEKMEN , FWEIFFE A Amazon Web Services iR
%, SDKs METEZXARELZIFMEFNIRENNETE, EEFNE) SDK RIT ELFWREMIME
TE  BESHEEEN SDK T EERE,

BB FMHEE
AWS_ACCES Amazon i 7] %2 4R
S_KEY_ID
AWS_ACCOUNT_ID EFKFHLETR
AWS_ACCOU HEFKFHAKImED R
NT_ID_END
POINT_MODE
AWS_CA_BUNDLE FHERERE

AWS_CONFIG_FILE HE X config M credentials WUE

AWS_CONTA AesEirREE
INER_AUTH

ORIZATION

_TOKEN

AWS_CONTA A EIrREE
INER_AUTH

ORIZATION

_TOKEN_FILE

AWS_CONTA AesZirREE
INER_CRED

ENTIALS_F

ULL_URI

)

AWS_CONTA EIFRAtE

INER_CRED
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RER

ENTIALS_R
ELATIVE_URI

AWS_DEFAU
LTS_MODE

AWS_DISAB
LE_REQUES
T_COMPRESSION

AWS_EC2_M
ETADATA_D
ISABLED

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT_MODE

AWS_EC2_M
ETADATA_V
1_DISABLED

AWS_ENABL
E_ENDPOIN
T_DISCOVERY

AWS_ENDPO
INT_URL

HAREE

Bl EMINE

BRESR

IMDS ZiFig it &

IMDS EiFigfit &

IMDS FiFiR &

IMDS EiFigfit &

Ui RE I

BETRSHNIHI
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RER

AWS_ENDPO
INT_URL_<
SERVICE>

AWS_IGNOR
E_CONFIGU
RED_ENDPO
INT_URLS

AWS_MAX_A
TTEMPTS

AWS_METAD
ATA_SERVI
CE_NUM_AT
TEMPTS

AWS_METAD
ATA_SERVI
CE_TIMEOUT

AWS_PROFILE
AWS_REGION

AWS_REQUE
ST_CHECKS
UM_CALCULATION

AWS_REQUE
ST_MIN_CO
MPRESSION
_SIZE_BYTES

AWS_RESPO
NSE_CHECK
SUM_VALIDATION

HAREE

BETRSNIRI

BETRSHNIKI

ERTH

Amazon EC2 =4l st iz

Amazon EC2 3£l T 2k iz

HEconfig#lcredentials X#

Amazon Web Services X1

Amazon S3 W EIE BRI

ERES

Amazon S3 HYEIE ST E R
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BREBAWN FHER
AWS_RETRY_MODE BiR1TH

AWS_ROLE_ARN RABBEIIREE
AWS_ROLE_ KAB/BEIIRME
SESSION_NAME

AWS_S3 DI Amazon S3 % X155 8] &
SABLE_MUL

TIREGION_

ACCESS_POINTS

AWS_S3_US Amazon S3 EA R
E_ARN_REGION

AWS_SDK_U MHARERF ID
A_APP_ID
AWS_SECRE Amazon i 7] 2748

T_ACCESS_KEY

AWS_SESSI Amazon i [7] #2248
ON_TOKEN

AWS_SHARE HEXH config # credentials HNE
D_CREDENT

IALS_FILE

AWS_STS_R Amazon STS Xigim =
EGIONAL_E

NDPOINTS

AWS_USE_D MHERRF FIPS i 5
UALSTACK_

ENDPOINT
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BEAW

AWS_USE_F
IPS_ENDPOINT

AWS_WEB_TI
DENTITY_T
OKEN_FILE

HAREE

WAL F FIPS i R

RABBFIREE

JVM RERE ST

BT WM REBMRAT EAT Java iy Amazon SDK #1 Amazon SDK for Kotlin ( A JVM

NEFR) . BRIMAZE JVM REBHRNHE |, 155 Hthe section called “UIA[EE JVM REE 4",
REB HFHEER

aws.accessKeyId
aws.accountId

aws.accou
ntIdEndpo
intMode

aws.configFile

aws.defau
1tsMode

aws.disab
leEc2Meta
dataVil

aws.disab
leRequest
Compression

Amazon i [8] 4R

ETKFHLRT K

ETK/HART R

HEXH config M credentials B

BreE EMIAE

IMDS ZiFfRfit &

JVM REE M FIR
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aws.ec2Me
tadataSer
viceEndpoint

aws.ec2Me
tadataSer
viceEndpo
intMode

aws .endpo
intDiscov
eryEnabled

aws.endpointUrl

aws . endpo
intUrl<Se
rviceName>

aws.ignor
eConfigur
edEndpointUrls

aws.maxAttempts
aws.profile
aws.region

aws.reque
stChecksu
mCalculation

aws.reque
stMinComp
ressionSi
zeBytes

HAREE

IMDS EiFfRfit &

IMDS FiFiR &

Ui AR

<k

BETRSHNIKI

BETRSHNIKI

BETRISHNIKI

ERTH

HZconfigHlcredentials X#

Amazon Web Services X 15

Amazon S3 FY IR ST E R

BRES

JVM REE M5

49



Amazon SDKs f1T&

et

BEAW

aws.respo
nseChecks

umValidation
aws.retryMode

aws.roleArn

aws.roleS
essionName

aws.s3Dis
ableMulti
RegionAcc
essPoints

aws.s3Use
ArnRegion

aws.secre
tAccessKey

aws.sessi
onToken

aws.share
dCredenti
alsFile

aws.useDu
alstackEn
dpoint

aws.useFi
psEndpoint

FHER
Amazon S3 FY IR ST EHE R

EWTH
KASEFIRMEE

RABBEIERHEE

Amazon S3 Z[Xig 58 &

Amazon S3 EA S

Amazon i 8] 2 4H

Amazon i [8] 4R

HEX#H config M credentials

BV B

N FIPS i &

IR A FIPS i S

JVM REE M FIR
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BEZ FHER
aws.userA NARRF ID
gentAppIld

aws .webId RABBEITRHEE
entityTok

enFile

Amazon SDKs # Tools ¥R/ SRS

THEIREFESFAELCTI —BNRMINE , HEEW S SDKSIEFRRHEFEPHUAMBH SR ITHE, X7t
— MU URSE S NMRIEN N E= D FEWE SDKs, AMEREBITUERBIHEES. BXFAE
B, FSRENEE SDK AP,

/A Important
HIEFBRAHEE SDKs XIFFERMEE  EEXFRHUBASNNAERHE.,

&

- THREIREREE

- BET SDK AIBET EMEIFRHEEE
« Amazon 8] 48

- RABBEIRESE

- BRETR#E

* 1AM Identity Center EiFR it &

. IMDS ZiFR#t&E

- HEEIFEEE

TR RMEE

FTE SDKs ABE—RFib N ( FKE ) IR E , UERIATREARHBERNEREIL
Amazon Web Services fiF. REEBREIULE , EREAEEFELE, XHREEREHR N EILRMEEGE,
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ERAHP —MRECEIE R , Amazon SDKs AR REIEREM A KITIEH, TIREE
H#EREABNMEHRE  NENEILREBESESHNARFES RFENZIL, SDK TEHMBAE
BIAT AT e 8R4

RESA SDK EANEETHE , EEMNEE ST KR

ANE Ly iR
Amazon 17 8 Z 4 Amazon IAM AP RYi5 R 248 ( BIENAWS_ACCES

S_KEY_ID . FAWS_SECRET_ACCESS_KEY ),

£/ Web 535k OpenID Connect #  ERAMEBNAISBEBRMEE (1dP ) ( FlE , Login with

THE - HEAGKIERME Amazon, Facebook, Google SEffIEfth OpenID
Connect (OIDC) & IdP ) &%, £/ () ## JSON W
LS (JWT) Bi% IAM B8 Amazon Security Token
Service fXPR. Amazon STS

IAM Identity Center EiEiR & MHIREVEIE Amazon IAM Identity Centers

KABEFIHREE 58 IAM AfNRETTEAEMER. (RRARHIE
BRI , RIEERZEILE ) o

AEREITRERAE Amazon Elastic Container Service ( Amazon ECS ) #
Amazon Elastic Kubernetes Service ( Amazon EKS ) &

if, ARFIEREERNEMNERLEAEFHZIL,

HEEIERME BEMEIERME, MNASRRRRRE (24 IAM Roles
Anywhere ) SREUZBEIE

IMDS ZEiF 2t H T a4 it E = (Amazon EC2) SEHIE B X #H i,
F—" IAM ARSENEN EC2 EHIXEK, EiZ3=4H
FETHRBHRAIUERAZACH G ZEIE, FibEd
Amazon EC2 TR 124,

NTFHEPHNEBNSR  BESHIRREENFZ. ERBPIEENREERLLL. B2, EF K
BETeE M FEAXZEconfigflcredential sX #4172 REIE Amazon SDKs f1ITE, BXEZE
B ESR EBENEES.
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SET SDK MiEET BN EI R &EEE

BREEDEEN SODK RTENFEFTIHREFEFE , BMATETFIEREEN SDKHTE :

* Amazon CLI

« EHAT C++ # SDK
- AT Go #9 SDK

« EHATF Java By SDK
&R F JavaScript

« AT Kotlin # SDK
« AT NET 8 SDK
« EAT PHP 1 SDK
« &M T Python (Boto3) #J SDK
+ & T Ruby B SDK
- AT Rust ) SDK
- XEAT Swift B SDK
« AF PowerShell

Amazon 1 8] 2 4A

/A Warning

ATEELZENK , EAXTARSHSALBEELHEN , F26H IAM AP#TSHRIE , ™
EFERASEREAENRKE BMIIE , 6120 Amazon IAM Identity Center,

Amazon IAM B P 815 8 2248 °f B/ER K Amazon iF+. Amazon SDK 2Bz {EHiX L Amazon E1E
L2 AP| 53K Amazon , MEELEN TEAR AT UL S, HFEMIHRIEHN Amazon BREMBIE. BIE
A fFEFaws_session_token , XIEEIES 2INEH , SEAIEFABENR. TERWFERA KIS,

(® Note
WMRTERFIX LEIEETES , Amazon N Amazon FTRELEKIE B AR , XELEN IENR
HRTZ R,
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https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-configure.html
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/credproviders.html
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/guide_credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/credproviders.html
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.amazonaws.cn/powershell/latest/userguide/creds-assign.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html

Amazon SDKs f1T& SEE™

H#E Amazon credential sXHREHEREENHENE , BN TNARFRER2
9}‘ ;’FE.E/\?-Conflgjc#FEIJ SDK ﬁmlﬁg = /\3:FEIJ0

ET7HAEX Amazon B MERAF R ZENEZER |, BSH IAM AP ERF I Amazon Z2 i
B2 |IAM BR8P 4R,

ER AT B EBL B L 0 EE

aws_access_key_id-3Z= Amazon configX /% &, aws_access_key_id-3Z= Amazon
credentials XHRE ( #ESE ), AWS_ACCESS_KEY_ID - SR 3EZ £, aws.accessKeyId-JVM
REEM : PR Java/Kotlin

EEENLEDS—HoATXAFPH#ITHEHRIEN Amazon 15 RIZ4A.
aws_secret_access_key-H}= Amazon config X #i% &, aws_secret_access_key-
H# = Amazon credentials XHiRE ( #ESE ) , AWS_SECRET_ACCESS_KEY - ISR &,
aws.secretAccessKey-JVM REE M : XFR Java/Kotlin

EBERERIERAF B HMNEILE—328 Amazon %4,
aws_session_token-3= Amazon configX#fiZ &, aws_session_token-3= Amazon

credential s XXHRIE ( #ESE ), AWS_SESSION_TOKEN - }R3EZE £, aws.sessionToken-JVM
REGEM : PR Java/Kotlin

BE— Amazon £iESH | lxwﬂ““ﬁVERTJﬂFL?T%ﬁBJlEE’J EIEH —E 0. BEW 'JJH:EﬂEjJ
R IhiEREEABFMREMN G EIEN —29. REEFHIE TE"II"H'J‘;zé u'tE‘IZ*%E ey
EBR , BRINBEVUEHRAERA KN ZEE u'tﬁ%-lﬁﬁﬁ ifoe BXRLEI , ESHE IAM EF'E’Jzziardi

BRIMMREUX LEEMN T |, FSR EREH #1T 5% IE Amazon SDKs fM1TE,

fconfig@credentialsX#HrHigBEiX L XEBNRH

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWlOgQs8IZZaIv2BXIa2R401gk

Linux/macOS B SR TIRENETEN RH

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
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https://docs.amazonaws.cn/IAM/latest/UserGuide/security-creds.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
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export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Windows Bl s S TIRENETEN KA :
setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx
AWS_SESSION_TOKEN AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJlOgQs8IZZaIv2BXIa2R401gk

Support Amazon SDKs by f1T &

LT AZA SDKs XA TEHERWIIERRE, FTEBD HIMEREE XA, EHTF Java iy
Amazon SDK 1 Amazon SDK for Kotlin Mf — % 31FHE{d JVM REEMIRE.

SDK ¥ EFHEZEER
£
Amazon CLI v2 =
E\EATF C++ B SDK = TEXEHEEMconfigdt,

EAT GoV2(1.x) W SDK £

EHAT Go1x (V1)K SDK R EMFAHRE config XHIRE , HITF /3 MBS E ST INEL A T
B ; BZHELE

FEHAT Java 2.x B9 SDK =

FEHAT Java 1.x B9 SDK =

FEA T JavaScript 3.x N4 R
FERIES

FEA T JavaScript 2.x B SDK £

& AT Kotlin B SDK =
FERATF NET 3.x 89 SDK T TXEHERETE,
EHAT PHP 3.x 8 SDK =

Amazon i 8] Z 48

55


https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/

Amazon SDKs f1T& SEE™

SDK X BEAHEZER
2

& A F Python (Boto3) KJ =

SDK

EA T Ruby 3.x B SDK =

& F T Rust B9 SDK B

ER T Swift B9 SDK =

AT PowerShell = TXEHRETE,

RAB/BEIERME

® Note
METHRENEFABREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
F T A SRR IR E T,

RiRBESRER—AIRNZ2FIERFEERATET R Amazon FiR. XL Ik 7 R 2
11D, WRIFRBRANRETHRARK,

ERELN SDKZIERRKABE , DAECBRIIFRERANFTEAES, IAM SEHAE Amazon
FREW (ARN ) #ITHE—#5R. ABRES —IPRABIGEXR, ERAZACHNAESRAETER
Amazon Web Services 8%, 5 —1. Web &4 124tE Amazon Web Services K=, OIDC
SAML B &4k,

R IAM BARE  REZIZAGNET , NN EHN SDK R TEBEENFRZABKR FHN
BR. EHITILRME  BERAUTIRE.

BEXRAHREAXLRENES , BSRAEEHPHN B —NMEE S HEIE Amazon EiF Amazon
SDKs I TENAE,

RKAABRILIRHEERE

ER AT BEBL B L 0 EE

RABBREE 56


https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
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credential_source-#= Amazon config X iR i&

£ Amazon EC2 £fl=k Amazon B4 ARZHRFZAEZHPER , ATHEE SDK T E A LAE[MLHE
ERRALFERArole_ arnSHIEEN BEMNILH,

HRIAME: &

BWE

« IRIE - IEE SDK HITEMNIRETE AWS_ACCESS_KEY_ID F1 AWS_SECRET_ACCESS_KEY #&
RIREIE,

« Ec@@ 2 InstanceMetadata — EEERHF X TE DR T EFERM INE EC2 LI E X4
IAM £ & RIRBURIES,

« EcsContainer— EEERHA AT EER T EFFERAM INE ECS BEEH IAM A€ RKIREBURIES,

T ER — BB XA P EREE credential_source M source_profile,

FEconfigX A HIRE LT LA R BFUE 5 R 5K B 1L S # Ay R A EC2 :

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:ro0le/my-role-name

duration_seconds-*= Amazon config X% &
EEACENRAEFENE (AR ),
REBEXHEERASER , LIREFEA
ERiAE : 3600 B (1 /16

BRE : ZENEEE 00® (156 7% ) HBACRENFZASIERFENRE (43200 B 12 Mt )
ZE, AXEZER , BZH IAM AFERETHN E5ACNSEASERFEMERE.

£ config XHHigE LT RHI
duration_seconds = 43200

external_id-#Z Amazon config M #i& &

EES=7ATEEFEFKF FRASBHE—#RAR,

RABBREE 57


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
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NEEEXHEERAACRZACGHNEIRIKEE Externalld BN , WIRBEFEM., ZER
HAREXHFIEEA R E®RLS AssumeRole 24K Externalld 2,

HiAE : T

BEWE : BEZ0 IAM AFERRNOAEDE =SB FNEN Amazon FIRE 7 R BRET 5 44
&k Do

£ config XHHZRELLINH R
external_id = unique_value_assigned_by_3rd party
mfa_serial-*= Amazon config X #iZE
EERFERASERLAEANSESHRIE (MFA ) REVFRFFHS.

RKAAGH , IRZACHEEREIESEE MFA FHRIENZME , MBI R LFET, HX MFA
MEZES , FZH IAM AP ERFE IAM FE9Amazon ZE & BRI,

HiAE : T

BWE : ZETUREHIRE (H20 GAHT12345678 ) WFHIE |, LAl LA RE#l MFA 8%
B Amazon BFREZF (ARN ) . ARN WXl : arn:aws:iam::account-id:mfa/mfa-
device-name

£ config XHHgE TR =B
HRBIBRIR — N BMyMFADevice AHERL MFA IR E RN ZKFAIBHAENBAF B A,

mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn-3#= Amazon configX#i%E, AWS_ROLE_ARN - S8 E 32 aws.roleArn-JVM REE
% : IXBR Java/Kotlin

EEZERTITEAIEE X 4HERREN IAM B8 Amazon BIREH (ARN ),
%ﬁi}\ﬁ . %o

ERE  ZESTE IAM A1 ARN , 8RWT : arn:aws:iam: :account-id:role/role-
name

s, R BT EATREZ — -
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html

Amazon SDKs f1T& SEREE
« source_profile -#FRE—MREXH , ATEREFEMREEXHPFRAZBEHNENE
uF,
« credential_source— FRAHHBRETEMRNEIES M I1E Amazon EC2 LA & X4
KZIE , 5% Amazon ECS &88324l,
- web_identity_token_file- REERZIH Web NARFHHTEMRIINAFPEALLS
R F HAE{T OpenlD Connect ( OIDC ) A G REE,

role_session_name-*= Amazon configX #i% &, AWS_ROLE_SESSION_NAME - IREZ £,
aws.roleSessionName-JVM RZEE 4 : {XBR Java/Kotlin

EEEMNNBACLENENR. WBEHMERESLSIEXRKNSZB B Amazon CloudTrail B&
F, ZEETREETERNER, BXiEHEE , H25 (CloudTrail B 1ER) FH “Amazon
CloudTrail BF &% T&,

AINE : TiESW, MBREHRLE K REEBEXHRKAAE  WRBEHERKFER W

BEME : & Amazon CLI 5 Amazon API R &x& A AAssumeRolelRfE ( @ MRIEZE
fAssumeRoleWithWebIdentity##4E ) B , ARoleSessionNameZEiR#t, ZEK I E
ALERNRKAABKHF Amazon BRAF (ARN) W —EB5 , HERZEEXHBANREN
CloudTrail BEFZ BN —#2 ETo

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.
£ config XHHREHIH RH

role_session_name = my-role-session-name

source_profile-#= Amazon configX g &E

EEHMEEXH  HEEATRABRBREEXHPHN role_arn REEENAR, ETHN
fAIEHZEcredential s Amazon configfMIXHHFERABEXH , ESREZconfig
Mcredentials3 .

MREBEENEEXNHERRAACGREXH , NFRINFRASNMNACUTEBITEIE, & SDK
BEHFEZIIMNEE X Hr , LiERafELlLE, AN EH Amazon CLI 5| Amazon APl A 4iE
BRéElNgE—/Iet , HEATZEEK, AXESZELR |, F23H IAM BPRERTHNAERIENES,

HMINE : Eo

BMME : A config M credentials XHHEMHEEX N BFARN N ARZHFE, ELME
LFHMENXHFIEE role_arn H{E
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
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THeER —BBXHHREETEE credential_source M source_profile,

FEBC & XA R IRE L TR R

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam: :account:role/ROLE_ID

EREN RS , ABLEX4&iF SDK R TE B EHRXKBEEXHFHEI, EXMERT , BE
B X4 ERRENEIERE T EFA IAM Anywhere A &3 1T 54 KF Amazon SDKs #1 T E3k3k
HY Amazon SDK W &EiE, A5 , RBSFERAXEIREEIER R Amazon BiR. IEENBEBLM
B0 F B T ATIE SR ST /Y |IAM BB RBE | Hlalan < Amazon Web Services fR%. = API Fi%,
BB XA RITHBTUREN CloudTrail BEFARTEACRKTFEER.

RXRTEGEENE N RH , IR EIE Amazon Elastic Compute Cloud 56l EE— MR ARRF |
HELBIUZNARFEES— 1A , WA ERUTEE,

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:r0le/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

Profile A F{EFX B Amazon EC2 RHIMIEHIEEREAE , HHBIILEITIER,

web_identity_token_file-#= Amazon configX{4i% &, AWS_WEB_IDENTITY_TOKEN_FILE
-INEFE, aws.webIdentityTokenFile-JVM R&EE M : {XPR Java/Kotlin

BEXMHRE , ZXHIEREXZER OAuth 2.0 I2A4tE = OpenlD Connect ID 54 2 7 #Y i75 ]
T hEo
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https://openid.net/developers/certified/
https://wikipedia.org/wiki/List_of_OAuth_providers
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W% E R ER Web B EBRESRIERME ( Hl20 Google, Facebook # Amazon & ) #1TH 3%
if. SDK HFRARTEMBHXHENAS , HERKEFA AssumeRoleWithwWebIdentity
BERNEAERN WebIdentityToken S8&i%,

%ﬁi}\ﬁ : %o

BNE . LEXTRERERFN 4G, ZXHXTNEEFHREEDERERN OAuth 2.0 THRITEDR
OpenlID Connect Thf, HEXERFHEM N HEX FHEI/ER ZNEXNEE,
Support by Amazon SDKs and T&

LT AZA SDKs XA THHERWIIEERRE, FRIESD HIMEREEXH, ERTF Java®y
Amazon SDK F1 Amazon SDK for Kotlin I — X 31FH£{a] JVM REBMIRE.

SDK X BIEFEZER
B
Amazon CLI v2 =
EATF C++ 1y SDK ¥ credential_source FX3#F, duration_seconds X%

2 ¥, mfa_serial Ax%#F,

BEBHAF GoV2(1.x) WSDK R

EAT Go1x (V1)K SDK R EMFAHRE config XHIRE , LT/ MELE ST INEL A I
B ; BZHLIE

EAT Java 2.x By SDK % mfa_serial AX#, duration_seconds X,
ﬁJ\
EAT Java 1.x By SDK E8 credential_source %#, mfa_serial %K. T%

2 FJIVM REGEM.

ER T JavaScript 3.x WE#H =
FEIES

BT JavaScript 2.x By SDK #8 credential_source AX#.

& AT Kotlin 8 SDK =
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https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
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SDK X FAEHEZER
£

FEHAT NET 3.x B SDK =

FEH T PHP 3.x B SDK =

& FF Python (Boto3) Y =

SDK

EFR T Ruby 3.x B SDK =

EAT Rust B SDK 3

ER T Swift 8 SDK =

AT PowerShell =

REEEILIREE

(® Note
METHRERNEHBRERFERY Support b y Amazon SDKs # tools RIEHIEEEY |, BS
T FEARIE AV IRIE N,

BAREITRHENFFNAF[CNARFRIVEIE. ZIEPREMEX T D #HEMEAREERSS (Amazon
ECS) I &%k Elastic Kubernetes Service (Amazon EKS) & F&EBEM. SDKs ZiX@Eid GET &K
MIEEM HTTP S R NEEE

MREEH Amazon ECS , BANEWEFERES IAM BERKGHZIERE, R
NAESATFIHE., BB/ , Amazon ECS £1i%i& SDKsH I B FHRIKEVEIE
HIAWS_CONTAINER_CREDENTIALS_RELATIVE_URIEZFE, EfE Amazon ECS LA LLIh
gt , 2 (Amazon Elastic Container Service F & A R1E®E) FHES IAM A,

WMREE A Amazon EKS , BRINEBIUEER Amazon EKS BRESA BRI ZIIRE | 25
REMNR, AwEittt , B URE. TEAENTT B, SBNAZEA (pod) F IAM BE
5 Kubernetes BRF MK #x<Ek , UEENARFNIER, ETHEX Amazon EKS B2

HEHBNWESZER , HZ5H (Amazon EKS AAF{EmM) H# Amazon EKS e 5. BE
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https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
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J& , Amazon EKS £1& BAWS_CONTAINER_CREDENTIALS_FULL_URI SDKs#l I B F3RIKREVZEIE
HI FAWS_CONTAINER_AUTHORIZATION_TOKEN_FILEMEZE, HXxiREEE , H2 1 Amazon
EKS AFERAHIZE Amazon EKS Pod §CEE |, & TE Amazon BEM UL LB A mazon EKS
Pod Identity 811t 7 Amazon EKS £& F N AREFH IAM R,

ER AT BABLE L 2D RE -

AWS_CONTAINER_CREDENTIALS_FULL_URI - SMEZT £
EETEMN HTTP URL I , fit SDK EiERFIERER. XBEAHRFMEN.
ERINE : T
BHE : AR URI,

EE  HRER AWS_CONTAINER _CREDENTIALS RELATIVE URI WERIZRE A REEXRIRE
AWS_CONTAINER_CREDENTIALS RELATIVE_URI BN &fEMH,

Linux/macOS B FITIREMELZEMN KRB

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
)4

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - SMETE

EE HTTP URL iR , ##t SDK HiERZIERER . ZERMHINEIFIARN Amazon ECS BIEHLA
169.254.170.2 L,

%ﬁi}\ﬁ . %o
BME : BRHMER URL,
Linux/macOS B ST RENBETEN R

export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - PR32

BEANEHNENTE, MRRETHEZE , SDK HEAFRETEMNEE HTTP HR LIRERNIF
Ko
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https://docs.amazonaws.cn/eks/latest/userguide/pod-id-agent-setup.html
https://www.amazonaws.cn/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://www.amazonaws.cn/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
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ERIANE : Fo

BRE : FRH,

EE  HRER AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE WERIRE , RAEXRIRE
AWS_CONTAINER _AUTHORIZATION_TOKEN_ FILE B 4&{EMA,

Linux/macOS B G HTRENETEN RH

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - SMETE
EEETEHAENS BRI XL S HRE,
FRINE : Fo
BENE . FHH,
Linux/macOS B TITIRBERETEMN R

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token

Support Amazon SDKs by f1 T &

LT A SDKs XA TEHERWIIEERRE, FTESBD HIMEREEXH, ERATF Java ¥y
Amazon SDK F1 Amazon SDK for Kotlin Mf — % 3FHE{a JVM REEMIRE.

SDK X BIEFFEZER
#

Amazon CLI v2 =

EATF C++ 1y SDK =

EBRTF GoV2 (1.x) I SDK £

EBRTF Go1x (V1) SDK £
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/

Amazon SDKs f1T&

SEES

SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x B9 SDK

& A F JavaScript 3.x BV E 4
FEAIES

& A F JavaScript 2.x B SDK

FE AT Kotlin B SDK

FERATF NET 3.x 8 SDK

FEHAT PHP 3.x 8 SDK

& A F Python (Boto3) KJ
SDK

EH T Ruby 3.x #J SDK

E AT Rust B SDK

FE AT Swift B9 SDK

FF PowerShell

4 Mt

fim

i

fim

fim

fim

fim

fD fAD @D

fim

BERESER

% Lambda SnapStart ##EAWS_CONTAINER_CRED
ENTIALS_FULL_URI ¥ HE3zJAWS_CONTAINER_AUTH
ORIZATION_TOKEN FF &3 RIiEAT,

2 Lambda SnapStart ##EAWS_CONTAINER_CRED
ENTIALS_FULL_URI }#EzHAWS_CONTAINER_AUTH
ORIZATION_TOKEN R T & BRI,

= Lambda SnapStart 43EAWS_CONTAINER_CRED
ENTIALS_FULL_URI 3 E3ZIAWS_CONTAINER_AUTH
ORIZATION_TOKEN FF &3 RIiEAT,

2 Lambda SnapStart ##EAWS_CONTAINER_CRED
ENTIALS_FULL_URI 3 HE3ZIAWS_CONTAINER_AUTH
ORIZATION_TOKEN FF &3 KIiEAT,
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https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
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IAM Identity Center EIF{R &

® Note

METHRENEFARREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
7 T RIS RAIRE R .

It & A EHAUEHLE Amazon IAM Identity Center i TIREUERI R IR £ K& F (SSO) ¥ E Amazon Web
Services fRSF ™R,

® Note
£ Amazon SDK API XX #4r | IAM SO0 EIFREEEF N SSO FiFiR 4

8 A 1AM Identity Center J§ , A LAEHZE Amazon configM A HIREE LEE XK, EEX
- FTFEREEZ] IAM Identity Center T51A [, ZH A K I1EE IAM Identity Center # 1T &3 1S |
PR E 51287 XERH 1AM ﬁs@ﬂ’ﬁ‘ﬂﬁ if, E7# SDK tMAMEEPREUGEHERFFEAT
Amazon Web Services fRS &K , TSR WA ## R Amazon SDKs Fl T2 IAM B4 /0B A KIE

|'ﬂho

B config XHELE IAM Identity Center EF P A :

- (#E)SSO THEEMHEFIE-EKERFLNE, BEXNEENLXEFENBINIZF,
- BRETARFVEE-ERABREN/\/NT2E,

EXAHEED  SHEEELEFIHEEFESR.

LT H R IEEEE AKX IAM Identity Center B EMEE -

« Amazon IAM Identity Center i FF$5F

« Amazon IAM Identity Center |1/ AP| &%

ERA T SDKs T Ew{aEAFMEA L E ERIFER , 35 0T R Amazon SDKs | TEH
IAM B 17 50 B 43 B8 A (8] &3
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https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/Welcome.html

Amazon SDKs f1T& SEE™
FRFM

&A% IS B IAM Identity Center, H5%/3 F IAM Identity Center A RITHNFMER |, BS
] Amazon IAM Identity Center F3 /7 #§® Amazon IAM Identity Center BV /5 Ao

® Note

RNE , BXREATNHFAN BN ZBERZGNVEN R Z configX BB E , FSRIREESH
B A IAM %ﬁ':F'/IZ\XTI Amazon SDK M T E# 1T 5 BRI,

SSO T RMHEE &

HIEFER SSO ThRMEFEER , £ Amazon SDK © ZEIEéﬁzsbﬁlJ%ﬁME’Jélﬁ BIEKNS
EHREBEAL, BXQEFENBNRKSENBENESZER |, 2 HAmazon IAM Identity Center A F
EEHPWEE Amazon 1A E[TF # IAM Identity Center %EJULFH&FE’J HIFERTE,

ZconfigX#HHsso-sessionEBzm AT A TIREN SSO HRITENEETEHTHA , AT
FRAX LT ERIRE Amazon Fif, BxconfigXHHPUHBrPEZFMER , BSHEESFHIE
Ho

UTHZEconfig B RHIEABEBEXHREBREF A TESHITE , LiER IAM Identity Center i
:F:‘o dev

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

AN RBIERTBENL —Nsso-sessionBHEHAFGESEHEMBREK, BF , sso_role_namest
MfEprofileZ o Fi&kEsso_account_idHl , X# SDK FEEER Amazon EilE,
sso_regionsso_start_url, H, sso_registration_scopes@EiZsso-sessionZo A
RiE,

HARMAE SSO S EEEH=EHEE sso_account_id M sso_role_name, MREHNRAEF
X f5E F & #F34F Amazon Web Services RS BE S RIENEIE , W FTEEEL S Amazon FiE, &
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https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
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EEBHRRIER—FTHTTP BHRIESR , eFEANRIBFTEESTENZRESHE, EXMERT , F
L= sso_account_id M sso_role_name,. EREZRFZFEREEZIBETFTIEETERN , BSRIMA
Amazon Web Services BR% ¥/,

AMBEEEN sso-session W—E5 . ERER—FALH OAuth 2.0 LABR &I N AREFX A F ik~
BRI A PR, BIERY RAIi&Bsso_registration_scopesi ¥ Hik - M A @R MESENFH R,

UTFRBERTUNAESNMNEREX P EEFAHERENsso-sessionBlE,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRoleZ2

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BRBITSHMERE ~/.aws/sso/cache BETH#ME L , XHEBETLEFEF.
1% 88 B 1 A Jnl e &
FRAEENTIRFREEFXFEITERF. RIMNBWHA SSO FEREMEEE,

BEEAESNTARHEE , SLAEREXHFREEATIRE !

* sso_start_url
* sso_region
* sso_account_id

* sso_role_name

AILAEA sso_start_url # sso_region REBNEEXHEEAFIIF. AILMER
sso_account_id # sso_role_name REFRIEENR.

LTFROHZET config XN SEE,
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[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

BERRIESHEEREE ~/.aws/sso/cache BRTHHMAE L , XHBETF sso_start_url,
IAM Identity Center ZiFiR &R E

ER LT B EBLE L 2hEE

sso_start_url-H}= Amazon config X iR &

BERALNK IAM B O0MA#E URL Si5E]F URL B URL, BEXEZEER , 5
%] {Amazon IAM Identity Center A #5/) FEIEA Amazon HEI[TF,

ERZFE , B FF IAM Identity Center #2#| & , EFEEHIEMR , FEIAmazon 751R71F~ URL,
« ®EF , MBY 2.22.0 lRAEFF 8 Amazon CLI , BRI LA Amazon %17%& URL M{E.

sso_region-# = Amazon config X iR &

Hh Amazon Web Services XiZ @ EH IAM B0 £ ; EREZERAH IAM B4
D2 ANERN X, X5EMNERIA Amazon KTk , L AIEEEFT T,

Bk Amazon Web Services X5 R ERBHTESIK , S HPH XiFLiRT S Amazon Web
Services —ff§5E, BERKIE , BITF IAM Identity Center #2%|& | EFEES @K , RARER
X,

sso_account_id-3= Amazon configX#fiRE

&3 Amazon Organizations BRZ 751 Amazon Web Services Ik WA T S HRIEERF ID,

EEFEAAKFHIR |, BHIE IAM Identity Center % & 3 $TF Amazon Web Services i
o 383& V] LAfEAmazon IAM Identity Center |17 APl & H £ ListAccountsAPI 7532 & & 1 A
K5Ik, Hlan , EATLUEA “FI&RKF” Amazon CLI %o

sso_role_name-HE = Amazon config X iR iE

LUIAM BB BENNRENER , BTENAFRFERNNR, ARAMELETF Amazon Web
Services Ik #8EMWHsso_account_id. EHAREBH , MFAEAEMN Amazon BRAE K
(ARN) .
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https://console.amazonaws.cn/singlesignon
https://console.amazonaws.cn/singlesignon
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html

Amazon SDKs f1T& SEE™

X PREEKIA IAM policy M BEXINPRERE , HEX THAPXNHE S EH Amazon Web Services ik
9 1 B X PR K 31l

EEFENTANBREMNSIZER Amazon Web Services IKF° , E# 2] IAM |dentity Center 2% & 3
$TFF Amazon Web Services I TTH. 1%£$F Amazon Web Services I & & 5 H 49 E R E
B LIETLAEERA Port Amazon IAM Identity Center al APl & i ListAccountRolesAPI 5%
EETMANREIIR, Hlan , BALEA Amazon CLI J53Elist-account-roles.

sso_registration_scopes-#= Amazon config X% iE

=N sso-session ENWEENES HREIIR. NABRFAUER—INHSINEE , ONARE
FEEXNHRSEFNETRETNER. EM IAM Identity Center IREFEERIFEHSHE , &4
BT sso:account:access &R/MNEE., BXARABESEEETNSIR , ESFAmazon IAM
Identity Center Al P8R 17 B E,

XLESEEE N T A EEMA OIDC FFHERBERNWNRMNE FHR BN ESE, SEERN
IAM Identity Center 8 & T &R iH L 1,

BEEREATEZNTURFEE. FAESEERXMNSEKERIRETE
sso:account:access fERAESEE A,
Support Amazon SDKs by fITE

LT A SDKs XA ETF RN IERRE, FTEBDHINMERBEEEH, FHAT Java ¥y
Amazon SDK #1 Amazon SDK for Kotlin I — X 1FH£{a] JVM REBMIRE.

SDK ¥ BEAREZER
£
Amazon CLI v2 =

fim

ERT C++ #y SDK

FBEAT GoV2(1.x) W SDK £

EATF Golx (V1) SDK R EFAHE config MHIRE , AT SMEE XH NI

BE ; BSHEAE,

FEAT Java 2.x By SDK = credentials X#HHHXEFEREE.
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https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/

Amazon SDKs f1T& SEE™

SDK X FEXHEZER
B
FERAT Java 1.x B SDK =

FEAT JavaScript 3.x B4 R
FAIES

FEHA T JavaScript 2.x ¥ SDK £

BT Kotlin By SDK =

FEHAT NET 3.x B SDK B

FEHT PHP 3.x B SDK =

& FF Python (Boto3) #Y =

SDK

EH T Ruby 3.x B9 SDK =

EATF Rust By SDK 5 NPREBW T A RIFEE,

ﬁJ\
FEHT Swift B SDK =
AT PowerShell =
IMDS ZEir g4t #&

® Note
METHRENEFABREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
T EARIERAIRE R,

SO TTHIERS (IMDS ) 2 AEXRENEFINEIE S ACKEBEREBEEETHNXES, X
ARABENESZEER |, ESE Amazon EC2 AF B MEAEHI Tz, Amazon EC2 124t 7 At
SEHIEANARELIRET R, ZREDT R UUARHAREEHEE, MRZFIMHMNT AR , NE Ll M
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https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

Amazon SDKs f1T& SEE™

—HAXNZAEERNEIUE, SDKs AJBAMER Zin RREHTEN AN IR HEF & B0 HNIES,
BRIAERA B T BAERRSMRA 2 (IMDSV2) |, BIfE A2 E TN EZ2H IMDS A, ZZI]%EEH:T_IE
HWER (HTTP £5iR1C83 403, 404, 405) m&M , MEAF&HE. IMDSv1

ERUT A ERE L IhEE
AWS_EC2_METADATA_DISABLED - SfEZ 2
BEEAMEA Amazon EC2 LA T HI#EARSS (IMDS) RIREUEH
EIAE : false,

BNE :
« true - iBEZMEA IMDS RIREUEILE,
« false - £/ IMDS RIREVZIE,

ec2_metadata_vl_disabled-#£= Amazon config X #igE,
AWS_EC2_METADATA_V1_DISABLED - }f3E% £, aws.disableEc2MetadataVl-JVM XRG4 -
1X PR Java/Kotlin

MR IMDSV2 kM , REFEASZFITHBRSFZMRA 1 (IMDSV) ERER AR,

® Note
New SDKs %% IMDSv1 , Rt AR #FIiRE, BXFMELR , iM%k Support by

Amazon SDKs and too.

ZRIA{E : falseo

BENE :
- true— &% IMDSv1 B¥EZ A,
- false— IMDSv1 B¥EZH.

ec2_metadata_service_endpoint-#= Amazon config i E,
AWS_EC2_METADATA_SERVICE_ENDPOINT - 3/ 54 &, aws.ec2MetadataServiceEndpoint-
JVM REE M : (XPR Java/Kotlin

IMDS By 5=, HENEE Amazon SDKs MITEEXRT T# EC2 S| TEIENERIA LB .
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ZRIAE : IR ec2_metadata_service_endpoint_mode &F IPv4 , MBRIARR A
http://169.254.169.254, WIR ec2_metadata_service_endpoint_mode & F IPv6 ,
NBRIA® RN http://[fd00:ec2::254],

BRE : BB URI
ec2_metadata_service_endpoint_mode-*{= Amazon configX

1% &, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - ;fET &,
aws .ec2MetadataServiceEndpointMode-JVM REE 4 : XBR Java/Kotlin

IMDS i miE R
ZRIAE : IPV4,

BEME : IPv4, IPv6,

(® Note

IMDS ZiFiRtE R THEREHANE N—32, BER , REEARITPEMIINMEMHEZ
&, T4%E IMDS EifiR#tE, Rt , tu%"ﬁ%tﬂ“ﬁﬂ’ﬁir“ﬁ}%ltthﬁ%ﬂﬁ iE , 2470
EEPHREMERNETREESIEAEMEEXH. E , BHEBEIER®EEEE X
NP MEHERE TERELE , TUERBPIEEFAN IMDS ZifiR#tE, ABRSEF R
i, AT EEEEEIERIR,

IMDS FiFHI 224

BIABRT , 3 Amazon KA X IEGREEEREILEN , KA X IESFZHFEALD# EC2
A T EBIE RS (IMDS) ki3 Amazon BEMIEPH., BT AWS_EC2_METADATA_DISABLED K&
FEIREBN true , TAEZEAMITHN, XBTLUBIEFRSHENMEES) |, H i858 08484 5 Amazon
EC2 KT BIERF T AIEMNBHN R LM,

(® Note
Amazon TLiRiX LB , BB 7T AMEILN SDK B HEHFTSEH IMDS &R &EIE,

AL 5% EC2 IMDS iR £

AR B MR R BBUR T AEANBRERGUREREFLEERIRETE,
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Linux 1 macOS

£/ Linux 8 macOS WEFILUFERAUTH R RELIFMETE -

$ export AWS_EC2_METADATA_DISABLED=true

MREBHLEHREEZ shell RTFEMREERPRETET , WAL LRGN MEIERN shell BLE
X, flan .bash_profile, .zsh_profile 5 .profile,

Windows

Hlﬂlm

5 Windows WEFRAIEAU T FIRENIRET

$ set AWS_EC2_METADATA_DISABLED=true
MREFLERREESZ shell 2EBMRZERHRFFE , WANSAUT @S

$ setx AWS_EC2_METADATA_DISABLED=true

(® Note
Z setx B AT ZENA T YHEH shell 21F , KB EEEHMMEHEFHITF shell F&E
FERER,

Support by Amazon SDKs and too

LT AE SDKs XA TFHHERWIIEERRE, FRIESD HIAMEREEFH, ERT Java®y
Amazon SDK #1 Amazon SDK for Kotlin I — 1% {£{a] JVM REBMIRE.

SDK ¥ RAREZER
#

Amazon CLI v2 =

ERTF C++ 1y SDK =

ZEBRTF GoV2 (1.x) I SDK £
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https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs

Amazon SDKs f1T&

SEES

SDK

FEATF Go1.x (V1) # SDK

FERATF Java 2.x B9 SDK

FHAT Java 1.x B9 SDK

& F T JavaScript 3.x B4
FEIES

& A F JavaScript 2.x # SDK

F AT Kotlin 8§ SDK

EATF NET 3.x 8y SDK

ERATF PHP 3.x B SDK

& FF Python (Boto3) #Y
SDK

& AT Ruby 3.x By SDK

FEAT Rust B SDK

FERAT Swift B9 SDK

AT+ PowerShell

3
#

=
=

fn FAD AD

i

fm fAD Ao

fim

BERESER

EFEAHRE config XHIRE , BT B MEE XA INEAT T

BE ; BSHAE,

JVM REE M : £Hcom. amazonaws.sdk.disableEc
2MetadataVl A #aws.disableEc2Meta

dataVl ; aws.ec2MetadataServiceEndpo

int Haws.ec2MetadataServiceEndpointMode A%
=

EH IMDSV1 5%,

AEA IMDSV1 5%,

B L EAERBFEXEH IMDSv1 BB, [Amazon.U
til.EC2InstanceMetadata]: :EC2Metadat
aVlDisabled = $true

IMDS 2
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https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
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https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
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HESIEREE

(® Note

METHRENEHBRERFERY Support b y Amazon SDKs # tools RIEHIEEEY | BS
B 7 SAEENIRER .

SDKs Rt —#e W B EL AT RETIERMEEN T E. HREBFITRATRHABESKI , SN
AT FEPRRITUES SR SO RUEBEK.

%20 , 1AM Roles Anywhere fEFi Ecredential_processRARKREHN N ARFREIGI IR, EX
WRIRELE credential_process , S H A IAM Anywhere B &3 1T 54K IE Amazon SDKs
MIE,

@ Note
DTHRERT —MNASHEBERIEREN S Z , MBREEAIBSTHRYE , MAILAERZE®
Amazon, IREE Amazon IHERF LH#HTHE , BEAHMEIIREERF, WRFEALE
o, WREAREARERGHNRZERESERRTHMEREXH. BINENBEENEIEIER
AEBAEAMHBZEEStdErr , B} SDKsH Amazon CLI ATLAHRMIZZMEER , NTnE
ARENESEARELRNMARF,

FRUTAEEELLIhEE
credential_process-#Z= Amazon configX ik &

EE SDK HTERARBETHARG T , MERIRRATZHTHFORIEFIE, ZiREE

E SDK FARAMNEF/ S THEM. = SDK BAZHER , T2FFHEN JSON BHIEEA
stdout. AENREEELTURERNELOFR. ZEERES SDK R TEAATXEHITH KK
IERV RS

(® Note
HEFIERAER THRETREAEE V-2, B2 , REEFARIFHEMNLIMEREZ
B, IeREHEFTIERME, At , MIREFLEENEFEALRHEENTIE , WLAMNE
B RBRE SR EIEREEREAEMCEEXF. HE , SEAREIERAEESH LN
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BMREERER TEREUL , T NERBPIEECANEERIERHEE. QIRKRSEF R,
A EEREEFUERR.

EEFRILERFRIRE

K

ZRENER—IMNFZHE , HPI2EMD SDK IF X TERREBEITHRFHBRE

« BENMHBAREAUTZHER : A-Z, az, 0-9, EFF (-). FH&(_). A (.). E#
(/). RBMT (\) Mz,
- IRBEEINHEIEER , BHTERENABANGIS (") FEEX.

- MRSHBERBSHEESZH , WAMNEIS (") FizamFEEX, XEEREHIE, IFRR
FMEXT o

- BOEFZFFEDEESEARETE, fli0 , £FEEEE $HOME 5 SUSERPROFILES,

c TEFEXHREEN ~, * EUTEETBREIEXHR. IREFEEANHE  WRELZR
£ PATH MR BEENXHXRFERZERF. BEREFREMR

AT RBIERT E Linux/macOS EHIHE config X#HHIZE credential_process,

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

AR RAIERT E Windows EHIHE config X#FHIRE credential_process.

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

« ABETHEEXHTERE

[profile cred_process]
credential_process = /Users/username/process.sh
region = us-east-1

FEUETH R B9 A W H

SDK BBEBNXHFIEENARETEZST , AR R HRPIEERHRE, SEENG®S , TR
MAE B SRR | #MSTUE STDOUT EAERGFES LA TIEER JSON HiHt .
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{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
(® Note

BEREANZE , Version ZHALIIREN 1. FEREEBNZEHWHNRE , ZETELXE
yilI}S

FExpirationfi®—/> RFC3339 B LM E&E. MRITEMNH L P RFE Expiration #
A, W SDK BREFZURTRIFW KL, &N , FEMANENEIE , AELSEESHERNZT
credential_process R XRBIIRFEIL,

(@ Note
SDK 1~ ZFARMHBRELE , E—KTRATRAABKILE. NRFEESF , WAHEHNDEHE
R,

HNEHHBEALUREIEZRENAE , M RERREIUN X EHEIR.
Support Amazon SDKs by f1 T &

LT AZA SDKs XA THHERWIIEERRE, FTESBD HINMEREEFH, EHTF Java ¥y
Amazon SDK F1 Amazon SDK for Kotlin Mf —%31FHE{a JVM REEMIRE.

SDK X BERNEZER
B

Amazon CLI v2 =

EAT C++ 1y SDK =

ERT GoV2 (1.x) # SDK £
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https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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SDK X FEXHEZER
B

EATF Golx (V1) SDK R EFAHE config MHIRE , XAFSMEE X H NI

BE ; BSHAE,

FEAT Java 2.x By SDK 2
FERAT Java 1.x B SDK 2
FEA T JavaScript 3.x N4 R
FAIES

FEATF JavaScript 2.x By SDK £

EA T Kotlin # SDK =
ERAT NET 3.x 89 SDK =
&M T PHP 3.x # SDK =
&R T Python (Boto3) By =
SDK

& T Ruby 3.x B9 SDK =
EF T Rust B9 SDK =
EA T Swift 8 SDK =
AT PowerShell =

Amazon SDKs 1 “T B” ¥x E1{tTh&E

TZUREEENLN —BNMIAE , FEETF S LHMLUARIN S X TIE SDKs, X —HEAT
REBZ N RBES DMBEME SDKs, FRAREMATUEABHIRES , FSHENBE SDK
APl T ##i¥15.
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https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/

Amazon SDKs f1T&

et

/A Important

FHIEFBE T BEHS SDKs X FFFT A Thae

E&

- EFKFMARET S

RAER ID

Amazon EC2 E4l T ¥4
Amazon S3 AR
Amazon S3 ZXF GRS
Amazon Web Services X1
Amazon STS X imT |
Amazon S3 W ¥ #E T E AR
PR FIPS ik S

i AR I

EARERE

IMDS & i

BiR1TH

BRESR

BETRFSNIRS
BRERERINE

ETKFNLIET K

ETK/RL

(® Note

METHEBEREABRMAEREER Support b y Amazon SDKs 1 tools RigHIEEE) , S

59 7 AR AN YE R RY IR B T

, BETRIIBETNFIEAHE,

LT R EH Amazon Web Services Ik ID REEH X #F I ThREM RS HIiE K |
Mﬁ'ﬁﬁu“ﬂﬂﬁﬁﬁ’& ENMTY BM, YEEAIRETKFHNL

R T =B Amazon SDK MRS

ETKFHLRTR
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Bt , SDKZEFIm2MENERAETKAFNLRET R, MARXKEBLETR. MR SDKEFRER
B/ ID, MEFIHNEAXELHE TR, ETKFHNARETINEXRhttps://<account-
id>.ddb.<region>.amazonaws.com , fR<region>f Amazon Web Services It ID FEHE ,
EWE <account-id> , A%k, Amazon Web Services X1

ER LT BABE L Ih &E

aws_account_id-H = Amazon config X #i% &, AWS_ACCOUNT_ID - IMEZE,
aws.accountId-JVM R4E M : XBR Java/Kotlin

Amazon Web Services Ik SHE. ATE TS HE. Amazon Web Services Ik &
PRI LT 111122223333,
ETFKFNmSBEHAINELERSRMEEFNERMERE,

account_id_endpoint_mode-#{= Amazon config X iz &

AWS_ACCOUNT_ID_ENDPOINT_MODE - I/ EZX £, aws. accountIdEndp01ntMode JVM REE M -
X BR Java/Kotlin

HEBEATELENXAETRANHSEH , HadE TR,
ZRIAE : preferred

BWE :

« preferred— xR BIEKS ID (WRE ),

« disabled— EEMNIHmSFTEEKS 1D
- required— IHRALMBEMKS ID, WRKF, ID FAIA , SDK £5| K5EiRo

Support Amazon SDKs by f1 T &

LT AZA SDKs XA THHE RN IIERRE, FTESBD HIMERIEEFH, ERATF Java iy
Amazon SDK 1 Amazon SDK for Kotlin Mf — % 3FHE{a JVM REEMIRE.

SDK % 1 SDK ZXHEZER
¥ WAEAHx
il
Amazon CLI v2 &
Amazon CLI v1 = 1.38.0
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https://docs.amazonaws.cn/cli/v1/userguide/cli-chap-welcome.html
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SDK ¥ 1 SDK ZFEREZER

¥  REAHE
i

ERAFC++HSDK &

ERATF Go V2 (1.x) = v1.35.0

Y SDK

EHT Go B

1.x (V1) # SDK

ERTF Java2.x ®y 2 v228.4

SDK

ERT Java 1.x B9 2 v1.12.771

SDK

& FF JavaScript 2 v3.656.0

IXWHHEFEAIE

=2

i& A F JavaScript &

2.x By SDK

ERAT Kotlin B9 2 v1.3.37

SDK

FERT NET3xH &

SDK

EATF PHP3.xH = Vv3.318.0

SDK

&R T Python 2 1.37.0

(Boto3) Ky SDK

BT Ruby 3.x 19 2 v1.123.0

SDK
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https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/

Amazon SDKs f1T& SEE™

SDK ¥ 1 SDK ZFERESBER
¥ BRAESFx
m
EBAT Rust B9 SDK &
FEHAT Swift I SDK £ 1.2.0
FF PowerShell &

RR#ER ID

® Note

METHRENEFBREREEH Support b y Amazon SDKs # tools RIEHAEB) |, F5
F T A SRR IR E U,

— Amazon Web Services I A A ZNE P N AR A XK T 8B1E Amazon Web Services Bk
%, NARFE D AEFRET —MRZMNREARFERBHT T —ABAMN S ZE Amazon Web
Services Ik, Amazon SDKs A , REFaEAS#HBELE , RIFFHEREEZFBEEFEP. I
o, LETUNEESERER 4T , B LLEEES , Amazon Health Dashboard SAME —#R1RIEHY
TR LE B FA 72 = 508 AN A o< B

ER AT BABLE L 2D RE -

sdk_ua_app_id-3*= Amazon configX#fi%i&, AWS_SDK_UA_APP_ID - SMETE,
aws .userAgentAppId-JVM REE 4 : {XPR Java/Kotlin

WIREREIBMANAEFNE —FZ8FE | TR EN BAREF S B ELE 5 A F Amazon Web
Services Ik 1E1E A Amazon,

ZRIAE : None

BHE  FAKEN 50 NZFHR, AHEAFTE. RFMUTERF

ﬁ'l ) * A
- -
N \$\ GRS &\ > \+\ Sy g > S > |\ ~o
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SEES

[default]
sdk_ua_app_id=ABCDEF

Linux/macOS B G STIRENETEN RH

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

Windows B R S {TIRBINETEM RH

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

MRITENFTANRTEERKENNFTS  FREFSENZE#HTE L.
Support Amazon SDKs by M1 TE

LT AZA SDKs XEFATH RN IERRE, FIESBDHINMERBEE XA, EHATF Java ¥y
Amazon SDK 1 Amazon SDK for Kotlin Mf — % 31FHE{d JVM REEBMIRE.

SDK x FEAREZFER
B
Amazon CLI v2 =
ERAT C++ B9 SDK r TXFEHEEMconfigXH,
EAT GoV2(1.x) W SDK £
FEATF Go1x(V1)WSDK &
FEAT Java 2.x B9 SDK B FTEHHZconfigXHiEE ; TIHFHEEE,

EATF Java 1.x B9 SDK B

ER T JavaScript 3.x WE#H R
FEIES

& A F JavaScript 2.x # SDK
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SDK X BERESER
b=

& F T Kotlin #9 SDK =

SEAT .NET 3.x 8§ SDK B ITXIEHREE,

SEHA T PHP 3.x #§ SDK =

&R T Python (Boto3) By =

SDK

& T Ruby 3.x B9 SDK =

& AT Rust B9 SDK =

BT Swift 8 SDK )

AT PowerShell i

Amazon EC2 3Ll 5t 2 4E

@ Note
WMETHEIEERNEMBSAREHEL Support b y Amazon SDKs # tools RIEH#EY | 55
7 7 RAEENIRE RN .

Amazon fE354 £ EC2 R — B RRFITHIBRS (IMDS) RS . ETHREXRLBRSNESE
B, 5 Amazon EC2 AFIERmAMERA ST EE, ZRAEEE T IAM A€2F Amazon EC2 3%
fl ERFREIER | BRI THEERSHERE R T FRN,

ER AT BABLE L 0 RE -

metadata_service_num_attempts-#= Amazon configX#HiRE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - SMEZE

RIEEBERE T EZRMNEHTHERSEREBUEN |, ERFI=RM BRI,
HRIAE : 1
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SEES

BRE : KTFHFT 1 WEF

metadata_service_timeout-#Z= Amazon config X #HiRE,

AWS_METADATA_SERVICE_TIMEOUT - PR E

EEMNMNEFTHBRERSERBER , REBREIHDE.
ARIAE : 1
BWHE: KTHET 1 WEF.

£ config XHHigBIX LEM A

[default]
metadata_service_num_attempts=10

metadata_service_timeout=10
Linux/macOS BE tr S TIREHETEN R :

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

Windows Bl s S TIRBENETEN A :

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

Support Amazon SDKs by f1TE

LLTHRA SDKs XEFARTFEH RN INEEFRE. FRIESBo FISE RS E X,
Amazon SDK #1 Amazon SDK for Kotlin I — X 1FHE{a JVM RERBMIRE.

X BEREZER

SDK
B
Amazon CLI v2 =
EAT C++ By SDK =
=

SERTF Go V2 (1.x) #9 SDK

EAT Java By
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SDK X FEXHEZER

BEHATF Go1x(V1)WSDK &

FEATF Java 2.x B9 SDK =

EAT Java 1.x B9 SDK 2 {X X3 AWS_METADATA_SERVICE_TIMEOUT

BT JavaScript 3.x WE U &
FEIES

EHA T JavaScript 2.x ¥ SDK &

& AT Kotlin # SDK &
BT NET 3.x B SDK &
iEAT PHP 3.x # SDK =
& F Python (Boto3) KJ =
SDK
& AT Ruby 3.x By SDK &
&M T Rust B SDK &
BT Swift # SDK &
AT PowerShell i
Amazon S3 #EA R
@® Note
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
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https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
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https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
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Amazon S3 [RFIRMIBARENE Amazon S3 FHBRENEBENR SR, BAK LTINS —H
RENEE K MAREENAEF#E. 8 Amazon SDKs , AL EFE#HBFRIPERAEAR
Amazon #IRABF (ARNs) #1T API 1 , MAMLAWIBEEFHBER. SR THENRE , flusE
FAEH GetObject AR ARN NFRBHIREIR , HEEHAESR PutObject AR ARN
X R MEF

ET#AX Amazon S3 EASNEZEE ARNs , 1§55 Amazon S3 ISP HFEAEA S,
AU THEEREIINEE

s3_use_arn_region-}= Amazon configX#i%iE, AWS_S3_USE_ARN_REGION - IfEZEF E,
aws.s3UseArnRegion-JVM RS E M : PR Java/Kotlin, EEZERBIEEE , BEEZEEREH
%€ SDKo

iREEZH SDK 2 & EA#EEA S ARN Amazon Web Services X35 15 R #3918 X1 L i T

Ho. SDK £1iF Amazon Web Services Xi3 ARN & H 5% i Amazon Web Services X
FLiE Amazon HHEIMN 7 XEMHERS , UM LEEETREAMNE s XAH, MRZXENL , WEEFE
ARBRENRE , HARKHETERE,

ZRIA{E : false

BXNE

« true— SDK E#EL T A Amazon Web Services X1 i1 ARN , MAEX ik E
Amazon Web Services X, fl5 : MR FFIHMELE Amazon Web Services X1g 2 FIPS

Amazon Web Services X1 , N B 45 ARN L, Amazon Web Services X &N K%
BHIER.

« false - SDK EHi&im Rt EAEF A ER Amazon Web Services X1

Support Amazon SDKs by I TE

LT AZA SDKs XA TEHERWIIEERRE, FTESBD HINMEREEEH, ERATF Java®y
Amazon SDK F1 Amazon SDK for Kotlin Mf — % 31FHE{a JVM REEMIRE.

SDK ¥ RAREZER
=

Amazon CLI v2 =

ERTF C++ 19 SDK =
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https://docs.amazonaws.cn/cli/latest/userguide/
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SDK X FAEHEZER
£
EAT GoV2(1.x) W SDK £
EAT Golx (V1) W SDK R EFRAHE config XHRE , BAF S MELE XA NI Ih

fE ; BSHAKTE,

FERAT Java 2.x B SDK 2

FERATF Java 1.x B SDK B X IVM REE M.
FEAT JavaScript 3.x N4 R

FAIBEA

FEA T JavaScript 2.x B SDK £

& AT Kotlin B SDK =

EA T NET 3.x B SDK = TEENERER ; HENconfigXHERLETHIREZEE,

&M T PHP 3.x 9 SDK =

& A F Python (Boto3) KJ =

SDK

& T Ruby 3.x #J SDK =

JEA T Rust B SDK B

BT Swift #) SDK &

AT PowerShell 2 TEBRERER ; HEWconfigHER X THEEZE,
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
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https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
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Amazon S3 Z[XigiF [ &

(® Note

METHRERNEABREREER Support b y Amazon SDKs # tools RIEHIHEY |, ES
4 T RAERENIRER .

Amazon S3 ZXFAQRREMT — e/ , NABRFUUFERAZEARKERRKBNLTZAN
Amazon Web Services XiF ) Amazon S3 FEEIER, BULERZXEEA SRS XEMA
BF K GREANXEHEANEREE  RAREHAT MM AETXENAER,

ETREXZXEZEARNEZEER |, 1§55 Amazon S3 AFIERE T/ Amazon S3 Y2 Xi#z A
o

/AN 0

ETHAERZXEEAS Amazon BREF (ARNs) WEZELR |, 5% Amazon S3 AFiEEY
MERAZXFEASRHER,

ETHAXVNBRZXEBEARNESEE , i55H Amazon S3 AIFERMPMEES XEEA R

SigVAA EERATEEERXHERNER XY, %EEMA SDK BT Amazon ¥ AIZ1TH (CRT) F
LRV RBIARIR G

ER AT BABLE L D RE

s3_disable_multiregion_access_points-#Z= Amazon configX

1% &, AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS - fFMEZE,
aws.s3DisableMultiRegionAccessPoints-JVM REE M : XBR Java/Kotlin, EEZEENREBFE
BEfE , FEEENENSE SDK.

iR EES SDK BEARRZRAEXEHIFER, MRZREX , WAELEARBEENRE , HRE
HRZEIRE,

ZRiAE : false

BWE
« true - FILFERAEXIFERK,
- false - FRAZXiFEALBABXEEKR,
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Support Amazon SDKs by 1T &

LLTAA SDKs XEFEAFB RN IEENRE, FrERoFINERYEXH, ERT Java iy
Amazon SDK F1 Amazon SDK for Kotlin Mf — % 3FHE{a JVM REEMIRE .

SDK ¥ FEAHEZER
3
Amazon CLI v2 =

ERT C++ By SDK

fim

ZEBRTF GoV2 (1.x) I SDK £

ERF Go1x (V1)K SDK &

ERAT Java 2.x B9 SDK B

FEATF Java 1.x B SDK i

FER T JavaScript 3.x WEH £
FEIES

FER T JavaScript 2.x B SDK &

& AT Kotlin ) SDK =
ERAT NET 3.x B9 SDK =
EAT PHP 3.x # SDK =
& A F Python (Boto3) KJ =
SDK

EF T Ruby 3.x B9 SDK =
& F T Rust B9 SDK B
EATF Swift B9 SDK S
BT PowerShell =
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https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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Amazon Web Services X1

® Note

METHRENEFARREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
F T RS A IR E T

Amazon Web Services X1, 2 F H 0t EZE N EZEB S Amazon Web Services BR%.

£/ Amazon Web Services X1, , &R LLi/ A Amazon Web Services BRSS SEBRBETE S E b I X 15
RS, XATATRIEZHBIENNARFZELENAPAREINVE, XIGIRMHBEED, BREMS
gt | ERLUBAER, FAKXE , B Z2REFETRABFRZ XM IMN TRER.

K ZE Amazon Web Services fRS B RE SIS EM B X AE < Bk, BRIEMBEBHFEHR Amazon
Web Services FRFIZREMNE R IHEE , BNE - MNXEHSENEREETMEMXEHEBREE. Hl
i, Amazon S3 M Zi# EC2 X EHEBXEHE |, LRSS (Al IAM ) &EXIFHRIR,

Amazon Web Services —fiiSZ @EEXUATHENEESR :

s ETHRXEMERZEBNRR , HEFBUEXEKRMNGIEK | FSHAmazon RS ik 2.
« BEELHEE Amazon Web Services REFIE X FHNXiFMig 2 dlk |, FSE RS im 2 MR,

BIRIRS & i

ELURTE A IR Amazon Web Services ARSS , SDKs ERAEMNMERAEFPIwmIE/SIR. Amazon Web
Services RSB EC2 , MR LU N ARFEEH RS |, NEHNAREFNCIZE— Amazon
EC2 BEF RN RKEZRSEO,

MREARBEASGPXENEFRABEEXE , WEFHFRIAERAES U T REregioniRENX
. AR , AIUANEMENEFENREXNRERT T HAESXE. UXipE R IRE XS ETZE
ERFSEFLRNEMNLFRE. FARKBREZFNRARFMEIREFPIEEN  ZXEFETEN
SDK ( EEFEM4SE SDK 5’ =k SDK REBBE ) .

ER AT BABLEB L hEE
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region-%E Amazon config X #i&i&, AWS_REGION - }FEXL £ aws.region-JVM REEH : X
PR Java/Kotlin

8§ Amazon &R Amazon Web Services X1 fEANERIAE., XA TREBHIFEXEH SDK

AR5 E Ko
BINE : k. XABBBELE,

BERE -

« AATERSHEMXEAE , BXIIEK , FZH Amazon —RSEHH Amazon BRI
Ho Bl , B us-east-1 FHKRIKE N Amazon Web Services Xig ZERI ( FE LML
) o

« aws-global N BRXBLA T RZALZHLEMNLBAIRTRNBRFEELRLRT S , flW
Amazon Security Token Service (Amazon STS) F1iL 5 i#h & & 77 & Bk &5 (Amazon S3) Service,

£ config XHHZELEN R

[default]
region = us-west-2

Linux/macOS B s FITIREMELZEMN RHI
export AWS_REGION=us-west-2

Windows BE G B 1TIRENRREEEN RA :
setx AWS_REGION us-west-2

RZH SDKs #BE—N ‘BE” NWR , TATENARFRERIZERIAXE, BEXEHAEE , BS5H
B4 E Amazon SDK FF A&/,

Support Amazon SDKs by M1 TE

LT AZA SDKs XA THHERWIIEERRE, FTESBD HIMEREEXH, ERTF Java®y
Amazon SDK #1 Amazon SDK for Kotlin I — X3 {£{a JVM REBMHIRE,
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SDK ¥ BEREZER
=
Amazon CLI v2 = Amazon CLI v2 EFHE{{EAWS_REGION 2 &ifEHA R RY{Em
{EAWS_DEFAULT_REGION ( BINZEEFMBIES ),
Amazon CLI v1 2 Amazon CLI v1 EFHAWS_DEFAULT_REGION RItBWHAE
HIRETE,
FEHAT C++ 8 SDK =

EAT GoV2(1.x) W SDK £

EAT Golx (V1)K SDK B EFAHRE config XHRE , ST B MELE X4 NI

e ; BEH A,

FEHAT Java 2.x B9 SDK 2

FEHAT Java 1.x B9 SDK =)

FEA T JavaScript 3.x N4 R
FERIES

FEATF JavaScript 2.x B SDK £

&M T Kotlin # SDK =

EA T NET 3.x 89 SDK =

&M T PHP 3.x B SDK =

i& A F Python (Boto3) KJ = It SDK A&7 AWS_DEFAULT_REGION HYIREFERE
SDK B E

&M T Ruby 3.x 9 SDK =

& AT Rust B9 SDK 2

BT Swift # SDK =

T PowerShell =
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https://aws.github.io/aws-sdk-go-v2/docs
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https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
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Amazon STS XiFARiRT =

(® Note

METHRENEHBRERFER Support b y Amazon SDKs # tools RIEHIEEEY | BS
7 7 SRAEENIRER .

Amazon Security Token Service (Amazon STS) E%_H’Ifjj 2IKARS , LAENXERSRAYE, He
—% Amazon SDKs FI#RiA CLIs fFA£IKRF LT K (https://sts.amazonaws.com) , A
LN EHXERESLRET R (https://sts.{region_identifier}.{partition_ domaln})
LIKFERMFAFNEERE ( FFELILH ) Xifl. HX Amazon STS AT RNESEER |, BSH
Amazon Security Token Service APl Z2Z LR 2. & , Amazon STS £ <<Amazon Identlty
and Access Management A #§8) Amazon Web Services Xig /¥ 3 B,

Amazon REMCERR WA KIBART R HEELMART RAmazon Web Services Xi3, JEFF
Wb 53 KE & P A0 68 F X 44 0 10 =L 9?3FFJ?7E SDKs T E#ZFIIZE , (EffE T EEE 5B
Xigig RENL TITH. BXEZEE , ESRTXH Ho

NFXIFUIRERN SDKs MTE , FRAUERNUT A AEEIDEE

sts_regional_endpoints-= Amazon config X #i%&, AWS_STS_REGIONAL_ENDPOINTS -

HELTE

W% EIEE SDK = T E ¥ E A F 5 Amazon Security Token Service (Amazon STS) BE/H
Amazon Web Services BRS i o

ZRIAE : legacy

(® Note

2022 F7 A2RRMWAESH SDK EERAENERIANregional, ##K SDK EEW)—IZIK
REMIBRILEEHFEHAregionaliTh. AT RADMEER KRNI , RMBWWER
ﬁbﬁﬁﬁﬁhrqﬂﬁﬁﬁﬁﬁﬁreglonalo

BXRE : (BWWE : regional)

« legacy— £ /H Amazon STS L ixT Rsts.amazonaws . como
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https://docs.amazonaws.cn/STS/latest/APIReference/welcome.html#sts-endpoints
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.amazonaws.cn/glossary/latest/reference/glos-chap.html?id=docs_gateway#partition
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+ regional— SDK R T EHAMEM L AIE BEXEHA Amazon STS KT Q. Flw , MEFEF
BB RN EAus-west-2 , MX AT E A A ERE Amazon STS KiFEIXFHL T Rsts.us-
west-2.amazonaws.com , MAR£Ksts.amazonaws.com&iFET R, BEEFALIRER [
2RWMAKREFR , BALLEXEREN aws-global,

£ config XHHREXLEER KA

[default]
sts_regional_endpoints = regional

Linux/macOS BE tr T ITIREHETEN R :
export AWS_STS_REGIONAL_ENDPOINTS=regional
Windows B G TR ENETZEHN RH

setx AWS_STS_REGIONAL_ENDPOINTS regional

Support Amazon SDKs by f1T &

® Note
Amazon REMCERRA T EEE A XIFEL T S HEE KL imT 2RAmazon Web Services [X
5o

TRILCETEN SDKHITE :

s XFRE  BEXFE STS KEwAWHEZEconfigHTEEFNRETE,
« INZEE  ZRENRIAME (WNEXE)
« RRIANRSZEFIwmB#R STS Endp oint : BMEEHBR NGRS RETTA , BER Rt ER BN RIARE

/AN O

« BREEFIRERTRH : = SDK ANFEARXBLET QEHAREEXEN , E2®IT4L. TREEH
KHLHRT KRERANRANERRNIREEEregional T KEHKSA | %‘Bé&ﬂ XTI A

ZREERTUTE :
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/cli/v1/userguide/cli-chap-welcome.html
https://docs.amazonaws.cn/cli/v1/userguide/cli-chap-welcome.html
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
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SDK RINREE RIANRSEF BEEFKRE RIIEZEE
“ % B ¥R STS BITH
7=\
3.x B ERFT
XIEQT
EFHH: E legacy éﬁ/#fm:?j/\\\ éﬁ/qu’ﬁ/\\\
JavaScript
2.x By SDK
EAT Kotlin 2 TE&EH (X 15 i KL LERARFRT R
#Y SDK
BATF NET £ legacy 2IRAHBT R 2XRKETR
3.x B SDK
FEAT PHP R legacy 2IRAWBT R BREK
3.x #§ SDK
EAT % legacy SRARTR 2HRLAHETR
Python
(Boto3) #Y
SDK
EMATF Ruby R regional X 13 4% = BERKK
3.x #§ SDK
EHAT Rust Z FEH X 155 = B3R KW
B SDK
EAT Swit 2 T~EH X 15 B3R KW
# SDK
Fﬁ:_F E legacy éi*g\ﬁm:ﬁ.—/\\\ éi*fQjm:ﬁ_/\\\
PowerShell
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
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Amazon S3 H IR TE MR

(® Note

WETHEEREARRBERSER Support b y Amazon SDKs # tools RIEHWHE) |, HS
B T A SR AV IR B TUH

—EXAtEl Amazon SDKs Bk , —EX#IFERT S £ 74 RS EARBRMN P T S BER 31T
BEZTEMERE, ol , XESEIAEN. IE , BINEAET CRC WE X ( #lil CRC32 5
CRC64 NVME ) RIABATXERE, RES/) SDKRITEHFERINE L , ERTLUIEERTRNE
Eo MRFE , B USLEFH N LERHEMEUTENARKRM, L&, 2B L& THRIMZEENXZ
B —BITARL T B R EEBERE,

FATHY Amazon SDKs & #ThRZ< Amazon CLI 2 B iITEBX LENETEIETRRE (CRC) WK
F, HFFHEKRIZEE Amazon S3, Amazon S3 ERFHRHM I ITERKM , HREFBREMNEXNHBHTE
iE, AEFZNKRERERNBAFHEEN RO AHER. BEIHRENEEENRESLHNTHET ,
HTEXNRE , TUEREHARNRBRMAATRIETH. S UUERRIEFHEENRTBELN
RE®A,

ETHBRERARBRINBE, 7BRELEILZFNRBRNEZEZINRNEZEE , B5H (IR HEFMEERS
APiE™E) PME Amazon S3 FREN RTEM.

PR
Amazon S3IERAFEARBHRTEERI M DR EEN —BTENRREM,

DRENEBD L& R, & SDKs ITES MBI HRE M, Amazon S3 FEAXLERKM , BT
UploadPart APl RiIEB N0 HTEM, I , Amazon S3 £EZREA API B IS IE AN ST K/
FMREH, CompleteMultipartUpload

MREAHGF X TESE Amazon S3 LHEERSKINBI 2 B L& |, MIFEARFIEIETF SDK
I ERINBERBIE R ORI M, Support Amazon SDKs by #1 T & LUBE I RBEREBERE
FNFULL_OBJECT=RiE#ZRFH CRC64 NVME &Echecksum_type’iKikiZE AZEZHFTRKEAM,

MREFERNZIBMAH SDK 5 Amazon CLI :

MRENBARFEM 2024 F£ 12 AZINBRAT R TEYHITE , Amazon S3 HEITEH
FHRH CRC64 NVME REM , AREFHENKRABEFURLFIRSE, HiE , LTLF
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https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://docs.amazonaws.cn/AmazonS3/latest/userguide/checking-object-integrity.html
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T7fEH CRC E&ITEM CRC #HITHR , ARIEMBEHMBRER, I, BNATUBED
#EPutObject®MUploadPart ERFARMUACTHEITENRENMRFHT BEBERY |, X
Fh R IR L R B R AR T 5

2N EN

ER AT BABL B L 2hAE

request_checksum_calculation-}Z= Amazon config X iR,
AWS_REQUEST_CHECKSUM_CALCULATION - }/5Z% £, aws . requestChecksumCalculation-JVM
REGEM : NPR Java/Kotlin

RABRT , ARFEREBERNATUERITEBRREM, AP JBUEREM 0 AR E =4k
NAEBERN—Bo. BN , HEASET SDK WERINEE, BXE/ SDK T ENERINE L ,
%2 T Support Amazon SDKs by f1TE %K,

ZRIAME : WHEN_SUPPORTED

B¥E -

« WHEN_SUPPORTED— 2§ API #/EXX T |, FFXFrE M AFRITREFILUE |, #la0[E Amazon
S3 ERmBIE,

« WHEN_REQUIRED— {X7E API B EEER T HMITRE ML,

response_checksum_validation-#= Amazon configX#i&RiE,
AWS_RESPONSE_CHECKSUM_VALIDATION - 3/ E% £, aws . responseChecksumValidation-JVM
REGEM : PR Java/Kotlin

RABERT , APEREERNSEREIHMNRBMNBIE, tEREARNREN  FA5REHM
W RIARKHEATHR . MRREMBIERR , NERRA RS AR 2EAF R HER.

R MIERAR L E I TRE MBI E L, Amazon S3 B iRaR HBIUE A XERE M Amazon
S3API BAENIENRK M. BR , MR SDK HAZMEENREMEE | MBI LI,

ZRIA{E : WHEN_SUPPORTED

B¥E -

« WHEN_SUPPORTED— 3§ AP| #4EZ#rt | XA MN AZHRITREFMIEUE , Fla0[ Amazon
S3 LR,

* WHEN_REQUIRED— {X ¥ API BEXHHEA A EN ZREFHEARKNE , F2HTREM
UE, Hl0 , 2i@A Amazon S3 GetObject APl #JFChecksumModeSBiRiE R /8 AT,
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https://docs.amazonaws.cn/AmazonS3/latest/API/API_PutObject.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_UploadPart.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_Checksum.html
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SEES

Support Amazon SDKs by #1 T &

LT A SDKs XEFARTBEH RN IIEMRE. PAEISHISMERIEGEZTH,

EAT Java B9

Amazon SDK H1 Amazon SDK for Kotlin M — X3 E{a JVM REBMIRE.,

® Note

ETXERAP , “CRT” R#EAmazon ¥ HE1T8 (CRT) FE , O8eE

SDK

Amazon CLI v2

BHAT C++ 1Y
SDK

ERT Go V2
(1.x) Y SDK

EAT Go
1x (V1)
SDK

ERATF Java 2.x
#Y SDK

EAT Java 1.x
B SDK

EAT
JavaScript 3.x

b3
¥

i

fim

fim

7|

fim

7|

fim

e S By T B 8 0 EL At 4R B T

MARBMEZ  IEFHREMNEE

CRC64NVME

CRC64NVME

CRC32

CRC32

CRC32

BERESER

CRC64NVME,
CRC32, CRC32
C. . SHA1 SHA256

*tF Amazon CLI v1 , Bk
NEENZENEENE
Python (Boto3) #H[E,

CRC64NVME,
CRC32, CRC32
C. . SHA1 SHA256

CRC64NVME,
CRC32, CRC32
C. . SHA1 SHA256

CRCB4NVME ( 1Xi&
i$ CRT ). CRC32,
CRC32C. SHA1
SHA256

CRC32, CRC32C,
SHA1, SHA256
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
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HREFRTE
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EAT Kotlin B
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EHT NET
3.x #J SDK

EHT PHP 3.x
7 SDK

B AT Python
(Boto3) By SDK
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3.x By SDK

AT Rust By
SDK

EATF Swift By
SDK
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#

7|

fim

fim

fim

fim

fim

fim

MARBMEZE IEFHRENEE

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32, CRC32C,

SHA1, SHA256

CRC32, CRC32C,

SHA1, SHA256

CRC32, CRC32
C(MEBICRT)., .

SHA1 SHA256

CRCB4NVME ( X i&
i CRT). CRC32,
CRC32 C ( V@i
CRT). . SHA1

SHA256

CRCB4NVME ( 1Xi&
i CRT). CRC32,
CRC32 C ( X
CRT). . SHA1

SHA256

CRC64NVME,

CRC32, CRC32
C. . SHA1 SHA256
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BEERESER
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
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SDK 53 RARBMNEE ZFNREMEE ZEREZER
3

AT £ CRC32 CRC32, CRC32C,

PowerShell SHA1, SHA256

W FIPS iR

(® Note

METHRENEHBRERFERY Support b y Amazon SDKs # tools RIEHIEEEY | BS
7 7 RAEENIRE T H.

ER LT BAB B L Ih &

use_dualstack_endpoint-H}= Amazon config X #i% &, AWS_USE_DUALSTACK_ENDPOINT -
INEAZ E, aws .useDualstackEndpoint-JVM REE M : XBR Java/Kotlin

FREZHKF SDK BERNHERIEREEZFR, ETHEXINHERKETANESER , 50
(IO fERE#ERSAFPIERY 98 “FH Amazon S3 MUHEKRKIET 27, IPv4 IPv6e Xk in =
EATELEXE,

ZRIAE : false

BWE

« true - SDK I TEFZAFEAIGHERBE R X HMEFER, WRKRSF/H Amazon Web Services
X R EEI RIS, WIERSF KM,

- false - SDK S T EFT A FEANHER T IK HMEZER,

use_fips_endpoint-#= Amazon config X #iX &, AWS_USE_FIPS_ENDPOINT - IMEZE,
aws .useFipsEndpoint-JVM R&EEH : XBR Java/Kotlin

FEZHXH SDK HTEREBEMAE FIPS HNiwRAIEER, BRFIEELERHE (FIPS) REEHK
HRBRBEREMBEN—RILLER, BFENYE, SEAXFEARFESRIBBFTRLSHHY
WHPUESF FIPS 8% 5%, S#rA Amazon mRARE , FIPS s REARFE FIPS 140-2 B TLS ¥
HE, IRBAKEE , HF BENRSHFFRE FIPS LT = Amazon Web Services Xig ,
Amazon AT gES R M, HHE T RS wS AR Amazon Command Line Interface B & iR E
B - -endpoint-ur i,

MHERRF FIPS s = 103


https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/dual-stack-endpoints.html
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BEFATHRELSHMARIEE FIPS LT & Amazon Web Services X1 , HFZS 5L RS X201
FIPS i R, BXIDHEMHITERRSARETIANESER , FEH <<I£5ﬂ EC2 APl &
Z) FHXNik (IPv4 F IPv6 ) KimT =,

2RIAE : false

EME :
« true - SDK i T EF @S FIPS HNim [ KIEER,
- false - SDK L EFFRLEAE FIPS Wik R & EER,

Support by Amazon SDKs and T&

LT AZE SDKs XA TFHERWIIEERRE, FIESD HIMEREEFH, ERTF Java®y
Amazon SDK 1 Amazon SDK for Kotlin M — %X #{F{a JVM REEMIRE

SDK ¥ BEAREZER
£

Amazon CLI v2 =

ERAT C++ #y SDK =

FEHAT GoV2(1.x) W SDK £

FEAT Go1x(V1)HWSDK £ E{EFH t= config XHFRE , ST B MELE X 1N K Th
g, BRI,

FEHAT Java 2.x B9 SDK

fim

FEHAT Java 1.x B9 SDK

7|

FEAT JavaScript 3.x B4 R
FAIES

FEHA T JavaScript 2.x ¥ SDK £

& AT Kotlin 8 SDK =

EATF NET 3.x 89 SDK =
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https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/

Amazon SDKs f1T& SEE™

SDK X BERESZER
b=

@A TF PHP 3.x # SDK =

& A F Python (Boto3) KJ =

SDK

EF T Ruby 3.x B SDK =

&M T Rust B SDK =

& AT Swift #9 SDK =

AT PowerShell =

i A BN

(® Note

METHRENEARREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
7 7 RAEENIRE T H,

SDKs FAmR/AKRIKIF R RS HR (URLs HRIEFER ) , BRMATUAREHRIE Amazon FE
URLs #{TE X, X8 , FNREHRULBEIRVFTHIRER, FERSEEEENHS. R , BN
EETHNEZERARIGEAKRETANKR. BRI TARLE , KBSER RS R HAR
fE, #lan | 3¥F Amazon Timestream , SDK £ & tHDescribeEndpointsiE R R AR |
AREFERX LR JTERISERE , fliiCreateDatabasez® CreateTable,

ER T EARE L ThRE

endpoint_discovery_enabled-3*= Amazon configX i &
AWS_ENABLE_ENDPOINT_DISCOVERY - %fﬁﬂ‘r‘g aws. endpomtD:.scoveryEnabled -JVM R4
B PR Java/Kotlin, EEBRERBHEREE , FEEENEHNRE SDK.

F B X< DynamoDB K& iHT R &I
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https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
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£ Timestream REE XML IHT R , £ Amazon DynamoDB 2 A&, Lthik BERIA
Atrued , false EFBURTRFREFE RS KI, MEIFRERRIAFtrue , Amazon
DynamoDB &R EiIAN. false

BNE :
e true - W FIHR XM BALENRS , SDK M BEFIZE R LIS
- false - N Fim R KM ALENIRS , SDK TR B3R LI IE o

Support Amazon SDKs by #1TE

LT AE SDKs XA TFHERWIIEERRE, FIESD HINMEREEFH, ERTF Java®y
Amazon SDK 1 Amazon SDK for Kotlin M — %X #{F{a JVM REEMIRE

SDK X BXHEZER
#
Amazon CLI v2 =
BT C++ 9 SDK =
FEAT GoV2(1.x) W SDK £
EAT Golx (V1)K SDK R EFAHRE config XHIRE , ST IS MELE TN T

fE ; BZHEKE,

BT Java 2.x B SDK EATF Java B9 SDK 2.x AWS_ENDPOINT_DISCO

VERY_ENABLED F{EHEZEZ

i

FERAT Java 1.x B SDK B AXEFIVM REE M,

FEAT JavaScript 3.x 4 R
FAIES

FEH T JavaScript 2.x ¥ SDK £

& AT Kotlin 8 SDK =

EATF NET 3.x 8y SDK 2
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
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SDK X FAEHEZER
£
EHA T PHP 3.x 8 SDK =
& A F Python (Boto3) KJ =
SDK
EF T Ruby 3.x B SDK =
EAT Rust By SDK =8 X% 3F Timestream,
BB T Swift B9 SDK &
AT PowerShell =
EHRERE
(® Note
METHIRENEHBNERFER Support b y Amazon SDKs # tools RIEHIEEEY | BS
B 7 AR E T .

SDKs X #F— L EE K SDK THHWEMRRE,
ERT AR B L TR
api_versions-* = Amazon config X ik E

B Amazon BRFEHF 2 AP FRARLU X F O EHRE. RIAMBERT , SDK #l Amazon CLI 2ERE
BARFMNAA AP iRAS, MERFERISEN AP lRARLAGEBEWIER | TELEHNDAERFRINZ

api_versions & &,
ZRIAE : oo ( SDK EABIERFET APl R4, )

ENE . XR—NMRERE , FHAE —1THZT4HH , 172 —1 Amazon RS MEREAH API
MRAR, ET AL API lRATA |, 1§55 1Z Amazon FREHI XY,
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https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/

Amazon SDKs f1T& SEE™

ZRBIR configXHFHHIFEA Amazon IRGFZE THEMN APl IRA, XL API R XATESE
XEFENREXH TETHGS. FAEMRSHGSEERZRSH APl BRI

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle-#= Amazon config X #i% &, AWS_CA_BUNDLE - }MEEE
EEEEY SSUTLS EENEFANBEERRHST (TREN .pem XK ) HER,
BRINE : T

BYE : EEXBEREEHEANGHER. URFEELRNHE  WRESZHE PATH MEREEE
M XK A ERIZEF.

£ config XHHIRELEN KA

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

HTRERGAERENREFZHRNNARNFEESR , LT 2% Windows config XHHIREL
B RE

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem

Linux/macOS B FITIREFREEN A

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mar0d5.pem
Windows B BT IR EFREEM RHI :

setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar@5.pem

output-*=E Amazon config X #i&E
EEW[E Amazon CLI MEM T EHREL R Amazon SDKs HIHE,
ERIAE : json
BME :
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— %R A JSON FRHR,
~- XA YAVML FRERMER.

« yaml-stream - i RN EH KA YAML ZHFENERN, BRIZFERMAE KB HIESE

A,

« text - HHXASNMEHRFTBFRARETHRN XX T HEED ARG EER (W0
grep. sed & awk ) RERA.

« table - HHRARBIER , ERAZN +- UEKETBILE. CERELARVBEX2UES
XA ERTZAR , EMNREFIERHTIERATA,

parameter_validation-3= Amazon configX#iZiE

IEE SDK R LEEFHSITSHEZT Amazon Bk A2 282K I iX LS,
2RiAE : true
BWE

« true - BRIAME, SDK T ERITHSITSHNEF R, XEBIT SDK T EHIASHE

BN, ABR— LR, SDK T EALAER Amazon RS Ik R & IX 1K 2 BIE4L T WA E
Ko

« false— SDK i TEEFHSITSEAIEE Amazon RS KR ZBI A3 H# TR,

Amazon BRE w2 RRIUEFIEE R HIEL TR E R,

Support Amazon SDKs by f1T &

LT AZA SDKs XA THHERWIIEERRE, FTESBD HIMEREEXH, ERATF Java®y
Amazon SDK #1 Amazon SDK for Kotlin Iff — X3 {£{a JVM RSB MHIRE,

SDK X BASEZER
2

Amazon CLI v2 ¥ api_versions FX#E,
ﬁJ\

EAT C++ 19 SDK =

ERAT GoV2 (1.x) B SDK  # FX#F api_versions # parameter_validation

EANRE
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https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#table-output
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs

Amazon SDKs f1T& SEE™

SDK X FEXHEZER
B

ERAT Go1.x (V1) H SDK # FX#F api_versions # parameter_validation o
7 EFARE config MHFRE , HAFF B MBS E ST I0ERHY I
fE ; BZH L1,

ERAT Java 2.x B9 SDK

7|

FEHAT Java 1.x By SDK B

R T JavaScript 3.x W H R

FAIES

FEHA T JavaScript 2.x ) SDK £
EA T Kotlin # SDK &
FEAT NET 3.x 8 SDK &
EAT PHP 3.x # SDK =
& T Python (Boto3) KJ =
SDK

i&A T Ruby 3.x #J SDK =
EA T Rust B SDK &
EAT Swift 8 SDK &
AT PowerShell &

IMDS & F~ i

(@ Note

METHRENEABRBERFEH Support b y Amazon SDKs # tools RIEHIHEE | 55
7] T AR A IRE R .
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https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
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SDKs fE AHE R 2 E R ERZIMKH T HITERSSRAE 2 (IMDSV2) FFim, BXREZESR IMDSv2 , iF
ZH (Amazon EC2 FiFF#5E) IMDSV2RRY “f£/H”, IMDS B/ in Al BN SDK KRB EFRENE S
I E X REITE B

ER AT BABLEB L 2D RE

retries - EFIREEN RE A
E1T R T A9 18 SR AV E AN E 1R
EiAE : 3
BRE : KT 0 WEF,

port - B/ IHEL EXI KK A
i RE R O o
ERiAE : 80
BERE : BF.

token_ttl - EFIREEXN KK R
TH® TTL,

BINE : 21,600 B ( 6 /MY, D ECARETE),
BERE : BF.

endpoint - B IREL BN KK A

IMDS #93% Ro

EIAE : R endpoint_mode FTF IPv4 , MIBRIAIRK N http://169.254.169.254, MR
endpoint_mode & TF IPv6 , MERIAwR N http://[fdO0:ec2::254],

BXYE : BYH URL

REBAZIFLU TR SDKs, BXFAEE , FSRENEE SDK RIBE,
endpoint_mode - & FIHHE EX KK 7
IMDS #yis M=,

ZRIAE : IPV4

IMDS % i 111


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
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BEME : IPv4, IPV6
http_open_timeout - EFIREEN KK A ( BMABEEMTRE )

ZHFERITTNRDE.
ﬁi}\ﬁ o1 *’/\o

BENE : KT 0 WEF,
http_read_timeout - EFIREEXNRHKA ( BMAIBEEMATRE )

B —MNEREROY I,
%ﬁi}\ﬁ 1 *9\0

BWME: KT 0WEF,
http_debug_output - EFIREENRK R ( BMABERAMARE )

RiE AT RS AE R
HiAE : T

BE : HE 1O % , 1 STDOUT,
backoff - EFHEEN MR ( BHTEBHTR )

ERRXERZBERENDE , IEFFRENERETHEA, X2BSZRMIANEHREIRRRE,
AINE : H SDK M.
BRE : B SDK MF. AARMIE , BT RN BEXHHEM.

Support Amazon SDKs by f1TE

LT AZA SDKs XA THHERWIIEERRE, FTESBD HIMEREEXH, ERTF Java®y
Amazon SDK #1 Amazon SDK for Kotlin I — X3 {£{a JVM REBMHIRE,

SDK ¥ RAREZER
=

Amazon CLI v2 =

ERTF C++ 19 SDK &

IMDS % F° i 112


https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/

Amazon SDKs f1T&

et

SDK X FEXHEZER

EAT GoV2(1.x) W SDK £

FEATF Go1x(V1)HSDK £

EATF Java 2.x B9 SDK =]

FEATF Java 1.x B9 SDK =

ER T JavaScript 3.x WEH =
FEIES

EA T JavaScript 2.x B SDK £

& AT Kotlin # SDK &
BAT .NET 3.x # SDK B
iEAT PHP 3.x # SDK =
& F Python (Boto3) KJ =
SDK

& T Ruby 3.x #9 SDK =
@A T Rust B SDK =
&M T Swift 8 SDK =
AT PowerShell =

BEiRlTH

@ Note

WMETHEEREARRBERSER Support b y Amazon SDKs # tools RIEHI AR | 1

3 7 AR AN S R RY IR B U E

5

5
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/

Amazon SDKs f1T& SEE™

ERTHEREROMZHMER SDKs BREGFHNKMFIRENIRE, Amazon Web Services AR

ER AT BABL B L hEE

retry_mode-H = Amazon configX {fi% &, AWS_RETRY_MODE - ¥/ EZ £, aws . retryMode-JVM
RSB - XPR Java/Kotlin

EE SDK HARARTEMAZHER,

RIAE : WERETEN SDK, BEFEWESE SDK 18RS SDK FARBELL T B HERRIA
{Eretry_mode,

BXE

- standard— ( ##% ) #EN—AFLHN, Amazon SDKstERBF —ARHENEIREIR
HEDRABEERRXPBUSAREHESTHAENREE, UEXTESHFNABRFFREME
Ao, BRIEmax_attemptsEBABEE , BN ER FTRINNHZEARZHREH =X,

« adaptive— —RERERX , NEATHHKAS , BEFEEXNIIEUAR B3 & P imER
BREl, BRIFFCTERBENARFES, , ENFEEHEREXA TZHANARR. 5
BiEstandardfadaptiveBEHERZ B HTERFETHRESZEFEE. HEXZZKMMN , FXkT
BERBTEITH,

« legacy— ( T#E ) HET LW SDK ( BEFEMISE SDK 15 SDK BIREEE ) .

max_attempts-H= Amazon configX ik &, AWS_MAX_ATTEMPTS - SMEL &,
aws.maxAttempts-JVM RGE 4 : XBR Java/Kotlin

BEENEREITHRAZHIRE,

RAE : MEREEWRE , WEBRIAEIR R Fretry_modeiXEMNE :

- MRretry_modeRlegacy - FAKET SDK HWEIAE ( FEBLHHEE SDK #5r = SDK #9
RIBELLT fEmax_attemptsERiIAE )

« R retry_mode®standard - Z2iIX =X,

« MRretry_modeRadaptive - ZiIH=)X,

BRE : KT 0 HIHF

f£standardadaptiveEif =X & B3 1T £

BRIECHEBCHAZERES , EMNRMNENEFEAstandardERXER, adaptive
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® Note
Zadaptive BN RIREEERERIRIRS TR EERWTBEFBILE Fin, MRRFIXH
i, MAMRAERNBEANFERERAR —NEFIR , BA—NEFERPHRFIATELSIEEN FHERXRE
REER,

Standard B3&E R
NARFAAF . =6, NAREFRAA

1. N HEE R
2. EFNRRERENRR , HE , BEFERHE
B, UERIERE TR RS SR 2B E

F o
X EFUTER LABY Ik SDK £ H i HAE E il X EFUTER LAB Ik SDK £ H M HAE il
B R A 2 A B 3 I R ERZ SRR IFRN AR AR ARE# R D K

WAERVERE | SUREUER 8 ingY AT gets.

KXEFREIERE-RFERZEH , RQEEER,.  ALRHEHEENBER=R.

MBBEREAadaptivelBX , MERHNARFSAESATRZZERFHNSENERHEET K, £
XERT , RRELTBARE K MANEZEEREHREIER. Amazon Web Services AR5 Amazon
Web Services RS TTAB H 4 ERBRHIER, LRIILAL S # DynamoDB RS54, DynamoDB
Amazon Web Services XiF AN LIEFEHRIMNRKRBHIER. XERELNRKBEEFTRN—NE
AR HMREZRE, MREZNRBEAR—IMNEFIRGRAMER , HANHEP—MNRNBERZEIR
H, MEENERENTBREFMERNBERER, BHRENIRITHE Region-and-tableXf R —NE
Fit. MRBEEHadaptiveBEXATBEZINIER |, HSHTARSHYEE Amazon XH4IER.

B EAKIET

£/ Amazon SDKs THEBERRERBNEIXERUAK ( HadaptiveBEHERXT ) NAZRHNEEXR
EER, SDK EAANGEEEE : N EHSEEEBN—MERERSEEEE.
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https://en.wikipedia.org/wiki/Token_bucket

Amazon SDKs M1 T & SEEmE

- BERTHETMRBATHEE SDK REENENZEAER , MEEHRHEBEAY LENTERS. £
BRI aNEEEPREGE , BRAIEHTHEREFEE. IREHEARFEAIZE ,
SDK HALERKZEKR,

s ERERCHEFMEBNEadaptiveEREX THATRERZBERNER, STHEEERXEERZEM
FHERPIREE |, HRBRSREMRE WA , AsiASHEENERRNSEIREEFERE,

LI RstandardfadaptiveFHEXERNN SRR

MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)
sleep(delay)
}
}

UTRRFHARBHIALAHNEZFMAEE -
GetSendToken:

B RN Eadaptive BB TEA, IRNBERFRTEEFERPIRNTE. IRAHFTA ,
CHEFTHEENTH, B SDK AT AR BRI AIUIEERAM , MALERF, FEBTHTHERE
RRARYE 20 7 b WA B B PR 75 ) R 3R 8 3 S R E YRR B 1T R B

SendHTTPRequest:

L HBRIFER K %EE] Amazon, KZEA Amazon SDKs £ HTTP B |, ZERAH HTTP i&Red{E
REZEMRERNEERE, BE  NRBERBTHRFBRMER , NaESFEHER , BNRERAT
ENMRERMAN , I FT2EEFAEE,

RequestBookkeeping:
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WMRERKY , WEFSEFIMBTEFERES. NEadaptiveERHERXT , HRERTEFHEBEN
EFR R R WB A B R R BT EH#

Retryable:
S BRBEATARHEERSTAE R

o HTTP RAKHB,
« MBRSSIRERY IR,
o EEEIR |, BN SDK WEIMEMEIR , HPRKREIKERSH HTTP W# AL

BRAT4E1R ( HTTP JRZARE 400, 408, 500, 502, 503 #1504 ) MR (HTTP RAKRTE
400, 403, 429, 502, 503 509 ) AWM EiR. SDK EXTHRESHRNBIRS P H ALK
FEHREN,

MAX_ATTEMPTS:

RINNBRAREIH A HIEBretry_modeiR & , BRIEVIREFTmax_attemptsBEo
HasRetryQuota

WSBRMNEHTEREFEEPRITE. IREXTHEFERNIZ , UF2ERHER,
ExponentialBackoff

XTRAUERNER , FRBMBERERRITEERLER, SDKs A H 3 #yEk —# Sl
B, ATEEETRT WA ERIANE RN E L RERRATE ( AR NEM )

seconds_to_sleep_i = min(b*r”i, MAX_BACKOFF)

ELEREZEF , LTEERA :
b

random number within the range of: @ <= b <=1

r =2

MAX_BACKOFF = 20 secondsXFAZH SDKs., HZRZEHHEE SDK ERSRABHITHEIA.
Support Amazon SDKs by 1T &

LLTHA SDKs XEAREB RN INEERNRE., FIESHBOHINEREEEH, ERAT Java iy
Amazon SDK #1 Amazon SDK for Kotlin M — % #{F{@ JVM REEMHIRE,
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Amazon SDKs f1T&

et

SDK

Amazon CLI v2

ERAT C++ Hy SDK

FEAT Go V2 (1.x) B SDK

FEAT Go1.x (V1) # SDK

EATF Java 2.x B9 SDK

EATF Java 1.x B9 SDK

& AT JavaScript 3.x B4
FEIES

& FF JavaScript 2.x 8 SDK

E AT Kotlin B9 SDK

EATF NET 3.x 89 SDK

ERATF PHP 3.x B SDK

& F Python (Boto3) KJ
SDK

EH T Ruby 3.x B9 SDK

FE AT Rust B SDK

FERAT Swift B9 SDK

AT+ PowerShell

53
#

=

=
=

=

=
=

7|

-

fim

D AD

fim

BERESZER

JVM REE 1 : £Fcom.amazonaws . sdk.maxAttemp
ts fK#aws.maxAttempts ; M com.amazo
naws.sdk.retryMode f#., aws.retryMode

XEBRERARY, TRINEHERUERATERXRENE
TE X F3RIET

ERER W)
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/

Amazon SDKs f1T& SEE™

BHRELR

@ Note

METHRENEAFRNEREER Support b y Amazon SDKs # tools RIEHIEEY , FS
8 T AR A IRIE T .

Amazon SDKs M1 B , HmEEWESR A ZFE XX ERR Amazon Web Services iR , TEAEL
BERERNE. EFERARREZRFZZoEETFEH EXNEH#ITESR , TR RS KIEH
FEAENBEREBNETRE , @B HTRIFNERABK/PNHRFTSHOEXKBER, HITESR
Bt , SDK R LEXEFRS M SDK BEIFMRIEE L, BR , HUENRESIRXITE gzip , B
RRABELRT B,

MREHNARFFERANR Amazon , NiERESE 0T 8E45 518 A CloudWatch, CloudWatch 2 —I&
BTN MERS , eABER, BRNSHNERNIRESZERIRERE, XEERNWRSIREN—IR
5l 2 CloudWatch#y PutMetricDataAP| J73%,

ER AT BABL B L ZhEE

disable_request_compression-#= Amazon configX#i%iE,
AWS_DISABLE_REQUEST_COMPRESSION - #;35% &, aws .disableRequestCompression-JVM
REE M : NBR Java/Kotlin

FEEHK SDK ZTERBFEREBERZERERAE.

ERINE : false

BWE

« true - XMAERES.

« false - RAIBEFEAERESE.
request_min_compression_size_bytes-#Z= Amazon configX

4% &, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - iMEZ &,
aws.requestMinCompressionSizeBytes-JVM R&E M : {XPR Java/Kotlin

RE SDK X TENERMNIBEREXHRNDARND (AFZTHEN ) . EHRE , NEBERERE ATEE
TEEK, Qb , F2E-ITR , FHTEEZEFTEEN. ZESSEE , KTHETZRENE
SRR BES

ZRIAE : 10240 F7Y

BERES 119


https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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BME : T 05 10485760 =1 ( BEER ) 2ZRWERE,

Support by Amazon SDKs and T&

LLTAA SDKs XEFEAFBHFRNINENRE, FrEHoFINEREYEXH, ERT Java iy
Amazon SDK F1 Amazon SDK for Kotlin I — X 1FE{a] JVM REBMIRE.

SDK ¥ BRAREZER
#
Amazon CLI v2 =

fim

ERT C++ By SDK

EBRTF GoV2 (1.x) I SDK £

FEHATF Go1x (V1)K SDK &

ERATF Java 2.x B9 SDK =

FEATF Java 1.x B SDK i

FEHAT JavaScript 3.x W4t £
FEIES

FEATF JavaScript 2.x B SDK &

& AT Kotlin # SDK =
ERAT NET 3.x 89 SDK =
EAT PHP 3.x # SDK =
& A T Python (Boto3) KJ =
SDK

& F T Ruby 3.x #J SDK =
& F T Rust B9 SDK e
EA T Swift By SDK S
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/

Amazon SDKs f1T& SEE™

SDK X FEXHEZER
=

fim

AT+ PowerShell

BHET RS YIRS

(® Note

METHRERNEHFRERFERY Support b y Amazon SDKs # tools RIEHIEEEY | BS
F T RS A IR B TUH .

BETRSHNBAEERMET —MNMNEW , aEREN AP WERFEREEEN TR , HREEFZ®RE,
XEZEAUREM ARG, VPC i fE =54 Amazon FRIFE, TR R A2 3 H
FMRRIERAEFIRE, BR8] Amazon Web Services BRE 18 E % = URL,

ER AT BABLE L 2D RE -

endpoint_url-*= Amazon configX#+iX&, AWS_ENDPOINT_URL - ;fSEEE,
aws.endpointUrl-JVM REEH : XBR Java/Kotlin

EREEEEXHPEESENNEREBIEEN , LMREFEERATHERSERNER, LK]a
WEMEEENFERS KBS,

B LAEHE Amazon configX I E N servicesHr FFERAREEN B ERFZREBENL
KIHTT R BX services THFNTHEFANERSIFMRATEANIIER , BSHEETERSH
i S B PR IR A

ZRIA{E : none
ENE : B8RAEHAMENA URL, URL AILEREE —MNEERAH | ZEAG4EFE -/ M2

BB

AWS_ENDPOINT_URL_<SERVICE> - }fEE £, aws.endpointUrl<ServiceName>-JVM REE
% : {XPR Java/Kotlin

AWS_ENDPOINT_URL_<SERVICE> , EAi<SERVICE>2#%r Amazon Web Services IR 1R% , B
FTHARERSFREBENARTR. BREETRSHNMENRETENIIR , BSHEETRSH
i R ARIRRT o
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https://docs.amazonaws.cn/powershell/latest/userguide/
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HAEERSESSEE AWS_ENDPOINT _URL HiEBEMNEA2BHA,
ZRiAE : none

BYE : 28R/ARMAENN URL, URL AIBLAREE - BE4AH  ZA4E8F -1 34
PR

ignore_configured_endpoint_urls-3}= Amazon configX
1% &, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - MR &,
aws.ignoreConfiguredEndpointUrls-JVM REE M : PR Java/Kotlin

iR iE A T 2EAA B E LK QBB

BAE , TR ENM , HFEARBAIBRITEAHERSF LRENEANERN KR Hlm,
fF--endpoint-url@HHFEERTITSHIHIRS URL LIEAE MLE@H%‘ R4 ¥
Amazon CLI

ZRiAE : false

B¥E
« true-SDK HITEFRLMNREE config XHF T ETEF R AA T RERS URLWBENX
Bt B LT

- false-SDK T EFRAHE config XHHIMEZEF A R0 Ak

E AR B RE B iR R

ENFERSHERKRBEIBEEN S URL , i5i%E AWS_ENDPOINT _URL £ RBIFETE,

export AWS_ENDPOINT_URL=http://localhost:4567

BB ELRET R URL B9EREEH Amazon Web Services fRS BB E N

LimT 2 URL , i AAWS_ENDPOINT_URL_<SERVICE>IfEZE, Amazon

DynamoDB & —serviceId/ \DynamoDB, X} FLLRRS , iR URL SREZE N
AWS_ENDPOINT_URL_DYNAMODB, Utim=4L5t F1E AWS_ENDPOINT_URL A RFIEEN £ Bi%

/AN O

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

B2 —/lF , Amazon Elastic Beanstalk H —serviceId{ Elastic Beanstalk. ¥k Amazon
Web Services IRS iIRFFE T API R | A ZEKserviceld& A THL , AFEMEFRAE,
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

Amazon SDKs f1T& SEE™

REEFATHESHIES , HNMNRETERN AWS_ENDPOINT_URL_ELASTIC_BEANSTALK, BXx
BETRSHWAMEREZTENIIR , BSHIEE T RS IR SHIRER

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

FAHE config XHEBiR S
HEHE config XHH |, endpoint_url AFFAEMLE USRI EHI AL,

« endpoint_url B profile HEEEAFEZHARANERIHR.

« endpoint_url fRETE services P FHBRFHIRFERAT , FZHL/LLCERTRAZBRF KL
BER, BRERE config XHFHEN services THIFAER , FSH BE XK,

LT RBIER services EXREEM T Amazon S3 WEETRESMNES URL MA T EHMFAERS
HNEENZERmRA

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

BAREXHTURNZMNRSEERR. LRG3 8ENAER — B E X4+ Amazon S3
RERSHBEML T A URLs » Amazon Elastic Beanstalk Amazon Elastic Beanstalk &
—serviceld/Elastic Beanstalk. ¥x Amazon Web Services BRSS IRFE T API &

B NrEZEKserviceldBMRANTEL , HEMEFR/NE., Hit , REHFRAFZHRLT R
elastic_beanstalk BEFHBELIZEEZRS elastic_beanstalk = , AX services T/
EFANMERSFRFZEANIIR , B2 HEE T RSH IR SR IRR,

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

Amazon SDKs f1T& SEE™

“BREEE T IUESAEEXHFFER. §l, AMNEEXHEEREMEEXHE R T ERME
EH services EX :

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

ERETAGHNZUEEREXHFPEERS

MRENEEXHEEETACHEIL  MXEFIERES IAM KABBINEN source_profile
SHEEN , WFATESRFEAFMEEREXHNBRFEE. cerAFEAXKEACHNEEN 4. §

m, ERAUTHE config X# :

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

MRIEFEANANERBHERE S EA Amazon EC2 , MK IwT s Ahttps://profile-b-
ec2-endpoint.aws, MRENKBOEMEMRFZAHER , Nk LFTFFEREMNEEE
B, ZIHRTLBTAREXH AFENNLREHRR. EFLRRANEEXH B EN , LEEEE
EHEXH B FiRE endpoint_url., B source_profile 1&%3’9%%%% , BSRRKA/EE
FRMEE,
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Amazon SDKs f1T& SEE™

RENL LR

ZIEERENTURNER , B8RS RE—NMESREER. XTFNALERN APl A Amazon
Web Services RS , EA LA TINFRIEZE :
1. ERBIIBEIEFEFAHAE LIRENEMNENRES L LT HBEMIRE,

« XF Amazon CLI , iIX2--endpoint-url@m ST HIEMANE. X F SDK , EX P E TLAXA
B7E 211t Amazon Web Services RS & F imsi Bl EX RATIRENS BN

2. HEETHRSHWIMETERMHAE |, 5120 AWS_ENDPOINT_URL_DYNAMODB,
3. AWS_ENDPOINT _URL £ RBigafETEERMHNE,

4. % endpoint_url ig BREMNEBREERE config XM services Epo RS IRRF R
To

5 H#= config X#H profile FEIZIEEMN endpoint_url RERMHHWE,
6. &G E AR Amazon Web Services RS i = K FFE BRiAiE = URL,

Support Amazon SDKs by I TE

LLTHA SDKs XEFARETFH RN INEFRE, AR FINERIEEEH, EHAT Java®y
Amazon SDK #1 Amazon SDK for Kotlin I — X 1FE{a] JVM RERBMIRE.

SDK X BARNEZER
B

Amazon CLI v2 =

SR T C++ 9 SDK &

ERAT GoV2(1.x) W SDK £

FEATF Go1x(V1)WSDK &

ERT Java 2.x B SDK =

EHAT Java 1.x 9 SDK B

R T JavaScript 3.x WE#H R
FEIES

BETRFHIHK 125


https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/

Amazon SDKs f1T& SEE™

SDK X FEXHEZER
B

FERATF JavaScript 2.x B SDK &

$EA T Kotlin # SDK 2
FEAT .NET 3.x 8 SDK =
BT PHP 3.x 89 SDK 3
& FF Python (Boto3) Y =
SDK

& T Ruby 3.x B9 SDK =
ER T Rust B9 SDK =
EA T Swift 8 SDK =
AT PowerShell b4

BE T RS IR KSIFRIAN

BXRMANKREMLER TRPVFRAFNESR , TR BETRSHKES.
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https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
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