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% SDKs TEBTHENRITAEIHAZTERAZT —LEHFNIEE,

AIEEEEEXRUTARNER :
« £3EE& Amazon SDKs I TE— tfafE AL ZEconfigfcredential sXHHIFELT ERE E
Amazon SDKs f1T &,

- AT EHITEHIIE Amazon SDKs i 0l — BE SR T EEMEHFF & Amazon B 704
HITHM®IUE, Amazon Web Services RS

* Amazon SDKs I TERESZE - FIEAATEHARIEMEENITENIRENSZE,

« Amazon B RIZ1TH] (CRT) FE— JLFFiE SDKs AR I LAE AW HZE Amazon 2 HiE178f (CRT) B
BR,

« Amazon SDKs 1 T B4 BB zE Amazon B F X EH (SDKs) MITE ( BREBI M YEH
(IoT) ) SDKsHI4Ed SRS MR A ZFI R EEER KRB < R,

X Amazon SDKs MITESZEEMEERNEA TS IR SDKs NERE, BRILLRENEMESR
S, ERERGEEERN SDK R TENIEREM. ATR SDKMNIE  HPaaFEmPHEx
MEES

MBHEEESEHR : AIERmAPESEHEXNEBDE -
« {FfA SDKHKIE Amazon SDKs # T B 4E3 R
« Amazon Cloud9 £ BBELE Amazon SDKs f1T &

* Amazon CDK

FEAMN T EHITH MU Amazon SDKs i a]
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<+ BBliE Amazon SDKs flTE

£/ Amazon SDKs fHE fth Amazon FF & #& T & ( #l Amazon Command Line Interface (Amazon
CLl)) , A LLE Amazon IRFH#HITRRE APls, B2 , EZHMTUHIREZR , XAFEAMITERN
BREFMBEMEEREE SDKHIE,

XEEEEGELUTEM
« 05 APIWERAFNEIEEE. RIEATINERE Amazon RE|AHER, FEHES Amazon
BINENE R , HAUUR RS ZHXWINRERE, RE , A UBRE R FERITELIRE,

- HihEEFMESR , BT EH Amazon CLI 5 SDK IMA4LBiER, FiEREEZ D@L ( ZEBIHAS
Amazon RFwm R ) AR M EER RS R,

B/ SDK T EHXFZIKR , BAUEAXERFEREHAENFTIEINEERSE . BEXREFER
SDK ST EFIMAR , BH4HMSF1Z TR SDK B4 | w4 7 @A ER %5 %,

{ER , Amazon SDKs I TEXIHRBASUANEERRNERARE. ATHITBUATER !
£

. £ HEZconfig#lcredentials X #3172 BELE Amazon SDKs f1T &

B A E i H Zcredentials X4 configAmazon SDKs F T Efy &

- FHAKETEHITLREE Amazon SDKs f1TE
e FAJIM REEMHITLBEEM EATF Java B9 Amazon SDKIE B F Kotlin #9 Amazon SDK

FRAXZconfigflcredentials S # it 1T2HE E Amazon SDKs
MTE

H# = Amazon configflcredentialsX# 27 Amazon SDK R ENEEEHRIINEENZRERA
o

HZcredentialsXfrconfigMX B E—HEBEX 4. REXHR—HEREBENARNEERE
Amazon SDKs , § Amazon Command Line Interface (Amazon CLI) &ttt TEH, & EEMNE
BEHT , UEEFEAZEEXSMERS SOK/ TENFELSHE, XLETHR ‘HZ1 , ERixLE
SHEMMNARF, HIES SDKs AN AINEEHE M,

HEconfigX#McredentialsXH 3
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HEconfigXHMcredentialsXHERAX AN H |, REE ASCI FHF (UTF-8 fwi5 ) . BAIER

7N\

RBEHRN INI XHHHR,

B B M A

HEXH config M credentials PNRESRHENEEXHHEXK, ATUEXHHPELSNEE
X, DEETENREREUNATFAEINFT KR,

MRREERFENDE [default] BENXH , NZEEXHESH SDK A TEREFRANE. £
AU EEIMNEE XY , BUNREHABS AXEREEXH, SMNEENXHEHITUARESHNAR

FHZENEEEATRNIRENE.

@ Note
[default]RR— M ARWEMNEENX 4. WEEXHZAMUGE Ndefault , RENURA
PRIERREXA , NER SDK EANRARE . C©FhLHRE 4 REEEHIRIA
B, MREE[default]MEXHFRETRLEANR , EREDBEREXHTPHITRE , NE
ERAGEEE N TG BZME,

RESWENNARH

[default]BREXHMS M RENEEXFAIUEETE - MNXHF, EETREHN , FANTRE
FEFIEH SDK AT EERABNMEEXFRE, BEXHFBATUERGPIEE  NEEEAREST

%%, Amazon CLI
BIRE TR 2 — KB E L IhEE
AWS_PROFILE-INEZT &

HERREEBRENWEEEXMHH “BRIN” 8, A SDK KB Amazon CLI sh S EAZEE
NHERRIRE,

Linux/macOS BE tr T TIREFETEN R :
export AWS_PROFILE="my_default_profile_name";
Windows B G S {TIRERETEN RH

setx AWS_PROFILE "my_default_profile_name"

BB


https://wikipedia.org/wiki/INI_file

Amazon SDKs f1T& SEE™

aws.profile-JVM R&EE 4

3F JVM EH Kotlin X SDK FI5& A F Java 2.x B9 SDK , fRATBLIEE RSB . aws.profile
SDK tIEBRFEF iR , CRFEATERENGTNRE K RFZREETRBIEEE. AT
Java 1y SDK 1.x "X F I RERE %,

(® Note
MREHNARFUTETSNNARFIRS SR L, RINBUEHELERATBEREXHTT
RN B X M. EPHNEM Amazon NAEFEH<BRBBMIANEREXH , FEEMZE
HE, At , MREMAEHRTHNARFORIAREXH , WAL ERHmE 4N AR
Fo ATBHEXMER , BEHXZconfigHFE — I BNEEXH , AFBIERDG
FiREnBEEXMHRENARFFERZGBEEX . WRENEDSNEEXHFHNER
BREZWENRARRF  WTLERREEER VM REBMRREZEEXH.

P B SRR

config XHFHAAZANTH, TRE—IGFENRERES , E—ERFZINBRE — M EITHLE,
config MH4BEAUTHAMNMA XA

- THHNMBESLRBEHEXHA setting-name=value B —fXF X,

o AIBLBE UAHESFR (#) FFAKERET.

SE 3l

TEMRFEMNATREESHNT. TENTURES ([1) FANEE. FESRE-MTRER
RRFMZTHBEENL R, TUAERAFE, BF. BEFFF (-) MTH% () , BFEEAZER.

KA : default

=+

TWEMNAITRA : [default]
[default]RME—FEEpprofile RIFRAFHE E X4,

THHRBNE—NE [default] BEXHHER config X, BIRE Tregioni®RE, EITZ
EWNMAERE , BEREIHMYXEL L , 9B TFHEEXHN -5,

BB E R 5
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[default]
#Full line comment, this text is ignored.
region = us-east-2

TEMNITRA : [profile dev]

profileEWENTR— I wENEESE , ZAUNNENATARNF AR, EEFH THRGH
BEXH , FEAREX TEREXHNED .

UTFROIERT —Mconfig@BprofileBEEITME NN B BEN X oo, HELITZEMAR
BiRE  BEREIE MO RXENLZH , BRUHBEE X —85,

[profile foo]
...settings...

HEREFBCHBREFRES , FIMUTRAIFH s3 REMFIRE, BERE - ISR T
REGHMKER,

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

A : sso-session
TENXITRH : [sso-session my-sso]

sso-sessionHAENITHE T —HIRE , A TEERE X4 N Amazon &E3E Amazon IAM
Identity Centero BEXEELIEREMRIENESEE | BSH £A IAM F4 /0% Amazon SDK
MIEHITHEHRI. BEXHBIREIN4ET sso-session T, HA sso-session 2% ,
8K sso-session THMEME , I sso-session = <name-of-sso-session-section>,

UTRABET —MNEREXH , ZEENXHFER “‘my-sso” FH T HEIRE
“111122223333SampleRole” Ik “ IAM AEREH Amazon iE$H, FEprofile®™d , £/ sso-
session BB FEI A “my-sso” sso-session T,

[profile dev]
sso_session = my-sso

BB E R 6
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sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

KA : services

TENITRH : [services dev]

(® Note
ZservicesBAIHRFZIBENHRIEEN , HANESEWIEEN T ES SDKs ATA, E
§EJH:I)J EREEATEM SDK , 25 Support Amazon SDKs by M T E LA T RS E
Y 3% R o

servicesHHENITHAE T —H N Amazon Web Services RS FRBEBBHEN KRBT aNigE,
BEXHETREXNEEES services T, HF services %41 , M services TEHEME , fi

il services = <name-of-services-section>,

ZservicesHm it —FHL<SERVICE> = TR/ , HF<SERVICE>=ZFR Amazon Web Services
BRSS iR, ¥R Amazon Web Services BRSS IRFFE T API #&E | FrIEZE *ﬁseruceld‘féiﬁ&ﬁ TxI
% , AEmAEFE/INE, BX services THEFANMERSITAFEANIIR  BZRABETR
SR REARIRE . RSB RATHARRENIRE §¢&E$ﬂ&ﬁ,,ﬁﬁA 21

UTRpIEAservicesEXREEIR S , FHENAT @ Amazon DynamoDB RS & HHViE K,
f£"local-dynamodb" services¥ A , FfservicesHAR B 5| Aprofile¥, ¥5 Amazon
Web Services RS iIRAF & dynamodb, Amazon DynamoDB RS/ T M BEFF thdynamodb =
. EHZRNEMEHTHBIERZ/NITH , HERTZES.

[profile dev]
services = local-dynamodb

[services local-dynamodb]

dynamodb =
endpoint_url = http://localhost:8000

EXEENRRAEENESZER , BEARETRISNIRKS.

BB E R 7
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FELHOBR

credentialsXHHIMNBEEconfigX4HANAER , E—HNFREREEXHID T =2
Bigprofileffk, EARESZRANEAREXGEHREEG, ATREAERT —NMNENNBEE
Ecredential sXHEBH KIS Hfoo,

[foo]
..credential settings...

REUTHAR N2 BB IEETEFMEcredential sX

i : aws_access_key_idaws_secret_access_key, faws_session_token, RE A LUFIX
EigBERERZconfigfrh , BERIMB AT XLEHBREREELEMcredentialsHIXHF, X
B WEL4E  BAURNEN X REE IR,

TEHRBFANB—NE [default] BENXHMER credentials X, Bi%

Eaws_access_key_idaws_secret_access_key, #aws_session_tokenZFi%E,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

Tt EFrERAmERBcredential sXHER default Etkﬂﬁﬁﬁﬁiﬁgﬁﬁﬁ'éiﬁxlﬂﬁ
AHEREEconfigXHBHNEMIEESH.,. NRFNGHEELZHEEZHNEESXHNE
M AZAE ST R B4R 4R 5 o

BRMENHL Zcredentials X FconfigAmazon SDKs F1 T ERY
(VAT

HZcr edentialsB'ZFF Amazon configf X RAXAXH , HPEE Amazon SDKs F1TERE
BER. XEXHNTENAIFED , B SDK KBHEZFREFEZEITH Amazon CLI 55 B3I fE
B, flan , HEECHITEN ERE Amazon 84 T E =6 LT &8,

4 SDK RTEZTH , ESRERXEXHFAMBAAMBTANEERE, MRARXEXHEHTFE , N
SDK T ELAF | BEAR 4,

BRUABERT , XEXMHUTERANNXERSP . aws , ZXHRAL T ERhomeZH A/~ X HH A,

FAE AR 8
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SEES

BERS XA BRIALE R B
Linux  macOS ~/.aws/config

~/.aws/credentials
Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\ .aws\credentials

E B B
~MUEA TR T BT E B RBAT -

- JFEREEER
- ZREEENR/RTFARENDRBAF. & Windows £~/ , ~\FHEEBEMNEEE F,

EHREEA RN , 2REUTEE .

(FAE¥A ) HOME IFET 2

« (Windows ¥ & ) USERPROFILE ¥} EFZE
( Windows ¥ #& ) HOMEDRIVEFIHOMEPATH¥REZE £ /Y &R EX () $HOMEDRIVE$HOMEPATH
(E , BIE SDKRIE ) BET SDK R EN EHREBITHHBHEE

WATEE  NMREBETXEETHFNERS (S, ~username/ ) , MFFEEMNEEROAF

BWERHBBEF (HIW , /home/username/.aws/config) o
BFRUXEHRIRIAME

ZRIMERANTE—AEKREE SDK S T EMEX L X HHLE.
EANRZE

AREATHELE | FXEXFNVERBEHMMRIAMEERNEENE :

« config XHFEZEE : AWS_CONFIG_FILE
« credentials XHEZEE : AWS_SHARED_CREDENTIALS_FILE

X B R
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Linux/macOS
EAI LA AE Linux X macOS LEITU TS Hn B RIEEZALE.
$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name

$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
B LAUBE 7E Windows LiZ1TA Tsetxtp B RIEER AME.
C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name

C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

EXFEANETERERENEZEE , BSRFEANELZEHRTE2FHEE Amazon SDKs M T E,

FAH JVM RERB M

FFE JVM EZTH Kotlin FXRTEGMERT Java 2.x B9 SDK , BRI LLRBUT JVM REE M |
FiXETHNNEREHMNRINEEXNBENE :

« configX# JVM RSB : aws.configFile

« credentials XHHEZE : aws.sharedCredentialsFile

BXWMANHEE JVM RSB MM |, B3 [@the section called “t{aE & JVM REEM". EATF
Java ) SDK1.Xx FXEFXEREE M.

FEARETEHITEFABE Amazon SDKs fl T &

FEERIEMT % —MEEANTENISEEBELT Amazon SDKs RERNF £, FATBTAT
BEMARERSHERETHARENRAREX S, BXASHEBOTHLTRNFIE SDKs , 5
DEX 53 TIED

IRTAY 4 STl 7

- MREBHEAMETEREERE , WEHBEEMNHEE Amazon configfcredentials X H4HHIE
B 3 N B A AEL

FELE 10


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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WMREE Amazon CLI S TITHEASHKREERE , NZREFNBEEREXHFFHENIREE
LB X VR ES

IR ERREE
TEANRANBEMATUHRAAF REFEEE,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQOEXAMPLEH4ao0AHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

RENRZECERNEANE , BER Shell 2FELERFETEHZEBRENHME, BIKE shell
MESHAPRELTE , JETEBERRNSFEFRETR.

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

C:\> setx AWS_SECRET_ACCESS_KEY wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

B set REFEBELTEQCTRFANE , EFYIWTTRIAFRIEER , IEEIENZTERE
REME, FH setx BENR BT EAF NI SRR AENETZT S R ENMAET SR
TRHSERFERANE, EX FMEETEZGSRNELXZTHWEMEG S shell,

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"

MRAE PowerShell RRFLRBAREE (WHENRANT )  NEAKESH LEHRL
RERRFZE. EEHS EE&EEFﬁ*ﬁ‘éﬁﬁ PowerShell s TR AFLXFEFREFE , &6

PUECIR g2 8: Ry = 11


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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AE4HERTFNRENARFNEEME. SE , Sa BT 2R ER PowerShell M AR
AR AMBERK PowerShell 2iFRBZEE, BXEHIAELETIBE QX FREFHNETENES
8 , i5Z@PowerShell 3X#4,

ERFHHREREIRE

MREFEALERSBREAATIH R, WEFEMREMRZENET, RIBFENESR BN ERLE
BRBEPETHNRBEATRANREREENHRMELZE , XEFRRFRRLL

f5lgn | fEF Amazon Lambda , BRI LIEHFRENETE, BXFMEER , ESH (Amazon Lambda
FEARIEEY RMFER Amazon Lambda HhET £,

EXRFHERY  BEATEMMRRETHREEZRATH serverless.yml XHHiRE SDK 3358
T8, BXi% serverless.yml XHWER , FZRALTRFIH[ELE TN EMINEERE

TREERABRHFRIIERRNELE B - LEXERRR[RE , flNE EXHNESTHREHE
ZTE R Lambda IERKNEE. FFLEREERANBTHRNE I , UBEMNALERREETE UK
REFEEMARE,

FRH JVM REEHHITE2EEEMN JEA T Java 8 Amazon SDK3&
AT Kotlin B Amazon SDK
JVM ZEE MR T B —Fh5 ERISEAE JUM Ei54T SDKs WERBRIAERE | 61 EATF Java i

Amazon SDK #, & T Kotlin B Amazon SDKEXXFH JVM REE M FIK SDKs , iS5 [H1%
B5£,

IETRAY 4 ST 7

- MREFEAH VM REBEREERE , WX RENBEEZERRTEFRINTAERIMARE
AWS config fMcredentials XA HIELE XX H HNE Y EA{ES

- MREFEARETEREERE , WNZREFEENLE AWS config Mcredential s XHFHHY
=R & I E=4: AR R CIF =

WM{ARE JVM REE M

LA BEZR A ARE VM REE K.

TRSEFINETERE 12


https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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EawiTL

FERAFXFAAGSHR , F@STLRE JVM REEM, java -DRIFLERBHPEBBEZZE , BN
LTSS RmE RS E P iH#HIT Amazon Web Services X1 € BHEtE .

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

MREFEREZN VM REEMH |, HZRIEBE-DXREN.
EANREETE

MREBTEHRGFITRAR VM RKzTNARERF , WETLAERHIAVA_TOOL_OPTIONSHER 8 K
B DTk, Xfh5 A EWE Java 12178 £1Z1T Amazon Lambda BB ERE#RA R, JVM HiE1T
RIEEERTIIEEER,

BRIEBENREFABEBEZ ZE , SNEAT R RFIE RS ZEF i 1T Amazon Web Services [Xi3 £
BEE.

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

REMREEBCEREMANE , BE Shell 2ELERFUETEFZEEBRENHME, BT X shell
MEIMAFIRETE , IEEEEARNSIEPRET N,

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

A set REFSATBLABREANE  ENLNSHRFFLELR  AABEIEHUERLE
NEME. £ setx REFATBLERLNBHPRIFLENETER P EURNAEH A
RELEFEANE. BT PWEETES SN DLETHRMSS shell,

I 1TEY
BE T B TRHMER LT ROIFTREISystem. setProperty AEER B HIRE JVM RERE Mo

System.setProperty("aws.region", "us-east-1");

TAEE M ZERE 13


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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/A Important
1L SDK RS EFFin 2 BIiREEM JVM REEY , BNRSEF iR AT ERHME,

TAEE M ZERE 14
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FEHAMN T E#ITE MK Amazon SDKs Fifal

EFF A S Amazon DK M ARRFREHAEFE A Amazon T EBt Amazon Web Services RS , S
ELNRKBRIENFHRIE AmazonF R, BAUERFEN A REBX Amazon &R HZTHE
R , EABURTRBIZTHWIREM T A Amazon H R R,

A (R4 AmazonH ) IZTHYRIBHY & A K UEEI

- A IAM 513 0% Amazon SDK I TE#H TS RIT— ENRLHRESREK , BATEW Amazon
Organizations & 1AM Identity Center Bt & R EE A AR 177 [ X BR Amazon Web Services
WP, fRELAEFREIZAF Amazon IAM Identity Center , £ Microsoft Active Directory , £
SAML 2.0 43R4 (IdP) , HEFRW IdP BIhEXEEIHF, Amazon Web Services KR EEF
Bt X 2/ X #F IAM Identity Center , 55 Amazon Web Services —fi#2%£ F# Amazon IAM
Identity Center &% S M ELEA

£ IAM Anywhere £ &3 1T 54 K1 Amazon SDKs 1 T E— & A LAfE IAM Roles Anywhere
£ IAM R AEASZTHRS SR, BRTNARFEIEASRKRIIGN Z£IUEH Amazon, EFA
IAM Roles Anywhere , &# TR LFFER X.509 iEH,

« BiE—MNEE S MEIE Amazon EiF Amazon SDKs Ml T ER A& — S LAE IAM ARG S
[\ R AT BE TS 3L A M HY Amazon %R,

« £ Amazon i} A 248 3 1T B 19 10 F Amazon SDKs # T E— Hh A a5 A 5 @ = o] A48 AN
Amazon FRE £ X IED,

£ Amazon SRERETHRBI B 4 KU IEIRN

MREHRIBE LZ1T Amazon , MER AT BSIRHAEHNNARR. Al , IRENNARFRE
#£ Amazon Elastic Compute Cloud £ , H BFEEEZRREXEKN IAM A€ , MEPFEHRALSEN
NARFE. B8, REMEH Amazon ECS 5 Amazon EKS &88 , N A LUEE BEENIZITHIR D@
HE4F AT EGNEIEREREFEBIREN IAM ABIEEMNIESR,

- A IAM AEXEEEl Amazon KN AREF#HITH MK EC2— £/ IAM At Amazon EC2 3%
il £ =4tz TR N ARRF

- BAIBEE AT AR Amazon A IAM F4BHOHITHRIERE :
« Amazon CloudShell /A F M1 & &1Z21T Amazon CLI 5%,
- EXHNTHTFREANRHRET=HMEZR , ATAZERER Amazon CodeCatalyst,

BEET Web N EHRHERITHHRIL - BHHETE/ WK Web NARRF



https://docs.amazonaws.cn/general/latest/gr/sso.html
https://docs.amazonaws.cn/general/latest/gr/sso.html
https://docs.amazonaws.cn/cloudshell/latest/userguide/
https://docs.amazonaws.cn/codecatalyst/latest/userguide/welcome.html
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NREEECEFRZLANBINARFHETEF IR Web NAERF Amazon , BRI NARE
Fr, EHEEBER Web BXE FHRIEFSERIGE Amazon Z2iIEF.

FIA Web Bx& FHRIE , FLAEFEEREEENEZABREEECWAF SR, Bk , RABRFAR
AL BN F R AEE (1dP ) ( #l@ , Login with Amazon, Facebook, Google S{EfIH b
OpenlD Connect (OIDC) # &AW IdP ) &F, 1A AERESRRIETHE , AERZS BRI ZRS
FE IR Z 2 Amazon |, ZIEB B ERER RN TR IAM B Amazon Web Services 1K,

ETHUOMAEN SODK RTEH#HTERE , BSH RigAGSEHAMNE S 4 OpenlD Connect #1754

HUF A T B Amazon SDKs

BEXBHNAERF , EZE A Amazon Cognito, Amazon Cognito £ B ZIEREBEFH NEST
RFZBHRAEHRIITHE, EXEZEE , H205 IAM AP EBTH R Amazon Cognito B T#3I K
RAEF.

BEXFRBEENESER
| AM BFIEEE8 L TEXRLZEZEE Amazon BRIFEMWER :

- IAM B3 (A7, APENAE ) — TEPHHrERMEIR Amazon,
o IAM FHZEHESXE — REFEFTEHLBREEFT X Amazon M AEFITNERHNEZE2EN.

Amazon Web Services —fig2# EF L TEM AR :

o THRFIREVER Amazon FiE - 2§ & FMURE S NG RIAY I B Z A E DA & E KK

AIA R EY 1AM B 47 /0TS B 1945 3 (TIP) $#4F Amazon Web Services BRSS

« M TIP A3 171518 Amazon Web Services RS — IR BIETE N Amazon Q Business s H it
TERAESHERNBRSUENARR , HEEAEFER EAT Java B9 Amazon SDK & EA T
JavaScript B9 Amazon SDK , M AT SAEA TIP fE#4 R E b RAEK

Amazon % ID

£ Amazon Web Services Ik~ {RATREE KA RBECIEN Amazon ¥JE#E ID #h7E. R
Amazon Web Services Ik FE H{REIEH Amazon BRN B HAXERRREEZ SO R , BIRH
Amazon ##E# ID RKMRZ2—NMME. EAISAEREF Amazon ¥JE#E ID LG RIFF A FE T EFMAR
% , 5l Amazon Q 1 Amazon CodeCatalyst,

Amazon ¥#E%& ID


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://docs.amazonaws.cn/general/latest/gr/aws-sec-cred-types.html
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« £/ Amazon #E % IDAmazon Bx AFERER — THRUMALIZENER , Amazon WEE ID
HTHEERSE ID BEARNE.

« CodeCatalyst#}=- Amazon #% % ID £ Amazon CodeCatalyst fi 155 - 7 & a4
CodeCatalyst £/ Amazon &% ID.

A IAM 54503 Amazon SDK F1 T E# 4T 5451

Amazon IAM Identity Center 7 3EAmazon it &R EFF & Amazon M AR FITHEENR A Amazon
FUN FE. Bl , XFERUTEN R RKIME, MRAEEERENT L2341 E = (Amazon
EC2) 231 Amazon &R TFF % Amazon Cloud9 , BB VISR M iZ RS IREGE S

TEAHESF | E4FEIL IAM Identity Center THEIAXPR , HAFER Amazon BRI, RERFRGF
AITEGH T EREHREINE Amazon CLI,

« Amazon WHiE)[TF REFHES IAM BHFOLHIML, URL B9 H d-
XXXXXXXXXX.awsapps.com/start =® your_subdomain.awsapps.com/start, &
Amazon I JE , BRI LLEF Amazon Web Services IkFF EXNZAFEBEEN AR, LIEMER
Amazon 8] TF3RE SDK/ T E SR RIESEMENEEE,

- Amazon CLI BT ERELWHUEFATEARTE  FENEHRBLEEN APIBEGEA IAM &6
FOSHRRKIE, tk—XMESRAEHENHEE Amazon configX# , REELETRIDE RHEH
SDK s T B f#EH1ZX#-

FRF M

EFREERZE , BRZETRATERE

- MBREZAE Amazon Web Services IKF , 15 )F it Amazon Web Services ik .

- MBREEKRBH IAM BB HL | B5EBAmazon IAM Identity Center FIF 5 REBAE A IAM &
ﬁq:“l:\o

£/ IAM Identity Center BLi& L2 5 =\ 17 (A1 X BR
B 1 BT EANR 3R AR RO AN PR £

BT Bk —KiGREHN Amazon iEH,

IAM Identity Center &3 181F 17


https://docs.amazonaws.cn/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.amazonaws.cn/codecatalyst/latest/userguide/concepts.html#sign-in-concept
https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html
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i KRB 1AM Identity Center ¥ 37 1/ 8] X BR

1. ZRBAFPEREDOEREIA IAM Identity Center B FELE A F 177 17 AR BRI T2 7 flAmazon IAM
Identity Center i P iR INEEXER,

2. AdministratorAccessiBREFANATENF X, Hix , BANEWUEATE XL
HPowerUserAccesstX[RE , BRIELCHEZTNLBENGIE T HENNRRE,

BIXZBEARIA IAM Identity Center B FELE A 7 17 IR SR ITIRME , BIX—IR :

- BEHBIBAdmIn teamBEA , TR —/Dev teamBil , A FEBR N EAS,
« BULERARMERF , BXAIFZAFPRINEI#FDev teamif i,

- SHBIEAdninistratorAccessiXPRE , FMBIEB —MNPowerUserAccessPRE , REFE
HERNIHPDPNRE,

SERE  IREZBELTILR

« —/\Dev team’/N,
« Dev teamBHARIKIMNPowerUserAccessiPRE,
- IBHAFEMAEDev teaméd,

3. BHITFHBXRBEZUEELKN Amazon Web Services Ik FAdministratorzik
IMPowerUserAccess, PowerUserAccessTEFEHAEHN I E/SDK B,

KB4 Amazon AILUEREXEENES F MRS ( #l20 Microsoft Entra =% Okta ) B 1Ti4[A

Amazon Bid SR RHEFBNITFMNEER, MRENZEEACR FHEPowerUserAccess ( FRE )
R , M Amazon Web Services kP £ & F|EER ARV BEMNRE. EENNBREBNZL ,
AIAFE BB XERZNREF R EARE S 15 [ 0K - B IED,

BEXSKSMARLFTETENGEER , SINFRNNRELH. MRETHEEZCRABMURSE , BHRR
IT EIRNAST SR# B,

K22 Amazon AT LUBEE EEER Amazon 15 A ] A #1715 A]

Amazon B Amazon iHE[TFER, NMREHZEE R EBEER T PowerUserAccess ( FFRA
R ) NR , BHEREENGE M Amazon Web Services Ik FIEHINPRE, EBMNRERFRE
B, JUEREXERZNBEEFHHUARES G R K IED,

fEF IAM Identity Center B B LA4mT2 5 =X 5 R PR 18


https://docs.amazonaws.cn/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/quick-start-default-idc.html
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FEL Amazon AILLBSEXFEENBKSBEN SR IREFHITIHE

BHERRER 1T HIRAAT RFF B,

PR 2 : BLE SDKs MfEA IAM LN ITE

1.

EENF RITEY ELZHEE&EHH Amazon CLI,

a. 28 Amazon Command Line Interface A F¥Em M Z 2= 5 B #HT & FTMRASH Amazon CLI,

b. (Hi%)ERIERSE Amazon CLI EEETT , BHAGSRIREHEZETZaws --versionds

AL
To

&% Amazon HE[1F, BHWEERESRAL URL , IEEFIRBIR 1 B IARNRE
B FERHIREZ URL, BIRRE |, FEMNEHER X EIERAmazon 15 ET]F URL https:/
console.aws.amazon.com/singlesignon/,

a. T Amazon RN HIKFRBIFH , BRBEENDPAKS . HERSENAFH

At EEHRZAURNGTTRIERERNRENRETRINR, £RHRELH
PowerUserAccess fR&E , EERENEEZ BN EANRE | LURFSERREA T
Ko

b. EIFRBUSIEFIEED , %R MacOS F Linux = Windows , EABURTFENIRERS,

c. & IAM Identity Center EUE S EIRENT — NS ERFTFERY Issuer URL A SSO Region
B, X :SSO Start URLATLAEE#RMEA, Issuer URL

£ Amazon CLI 8 SR RAT |, iB1Taws configure ssof®, HIERE , WAL L—$F
WENBEE. A<k Amazon CLI (s SHFMAEER |, 55 FEMHaws configure ssoldSE
BRI NER

a. XFIR/RSSO Start URL , iHWI ALIREMEIssuer URL,

b. XF CLIBREX#HEMH , RMNBEUEEF idefaul titA, BXRMAREIIRIA (B
B )BEXHREXRIMIZENER , B5H BKE X

( A% ) &£ Amazon CLI s FRRA T , BiEiE1Taws sts get-caller-identitydan &Ik
SERNREFH. MRIREREEER IAM Identity Center X FREE,

MREERBNR S Amazon DK , BEEHNFT KIEF A SDK tIZNAREF

a. XFHELE AR SDKs , E#E A IAM Identity Center B 3RIFZ B , SSO0IDCAATUN H b4k
#a (FlsSSoM ) mMEBEBHNAREFF. BXEMAER , FSRBEN SDK.

fEF IAM Identity Center B B LA4mT2 5 =X 5 R PR 19


https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://console.amazonaws.cn/singlesignon/
https://console.amazonaws.cn/singlesignon/
https://docs.amazonaws.cn/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.amazonaws.cn/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
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b. MREZHEETIMIFENERE Amazon , FEEFENEE Amazon credentialsXH4E
BB EMGRMNPRAMazon )24, AT 7HEIEREEEE (AR , £ SDK KT EFEH
IAM Identity Center ZiE 2 8l , BAMBRITEBRSEIL

ERATHE SDKs MITE{aEAFMEHEERIFER , S 0T R Amazon SDKs 1 TEH
IAM B 15505 PR UE A2,

EEEEHRZconfigXHHEE IAM FHFOREREIRE |, 52 ZAEMIAM Identity Center FiEiE
HEPH,
JRlER 7T 15 Rl 2 1E

EH TR R A NS , SODK T EFER HAKIEE R, ANIHBRRTEAREEN2FENK, B
EEERBARRBIFIHREITF ST , Amazon CLI B#HETaws sso login®He

A LAE K 1AM Identity Center 15 [E] [ 1P 2B HFENBENNREXFFLENE, XQEKESESE
HRERA Amazon CLIFHBEFRZ ez TREBHNE, BXEZEER |, 52 (Amazon IAM Identity
Center AF1ER) FHUTER .

* 1AM Identity Center &iERFLERT R - ELiE A~ Amazon 1518717 &R LT E
- NRESFFEMNE - RESFFLNE

wn{al R R Amazon SDKs f1 T ER IAM B 1550 B 416 1E 3] &

F>< 1AM Identity Center RiE

LAURARAB A EBIE T ## Amazon 1AM Identity Center& EHREBMEE, N THA-LESHRIEHS
Amazon SDK X #4 APIs £ & #5 IAM Identity Center 7E, MEXFN B FZLREHEE,

TRNMETERBMRZEBNX R,

IAM Identity Center & #r SDK API & %5 iR
Identity Center Sso REZEwE Amazon #

REF , BETRERABEB
B , ssoAPI i3 & 22 A )
REBHRBRENS. BXES

R AR 21E 20


https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html

Amazon SDKs f1 T &

SEES

IAM Identity Center & #r

IAM Identity Center 2| &
EEEHA

Amazon 5[] [T Mk

IAM Identity Center 187
£1F

RRELTE

PR EEFEIE

IAM Identity Center fEiE1R
%

SDK API &5

FHRIESE

Amazon if$

sigv4 EiiE

SSO FiERHH

iR
S8 , 55 ® Amazon IAM
Identity Center A {5REAH Y

IAM Identity Center Ef R o

ATEERLEFEH A

&8 |IAM Identity Center
I ER URL , filn
https://xxx.awsapps.
com/start . EEREH
IAM Identity Center & FEiE
FEFIITF,

EERAEREFEERRS
HEO

BHEFRIESHIBATHT
K IAM £ Amazon Web
Services k%5 E. FEIFENX
R, BARELFEIECHER
/R “BBELE

SDK =R F K %% Amazon

Web Services IR BHA (45
52 FrA sigv4 Amazon Web

Services kS @A ) BWEIE,

FEFERFTieH , BHES

B CHEREHN ‘AEE

ik,

AR ENSEAE | Ntz 4t ohae
HYSR AR IR

T f# I1AM Identity Center & {33:iE


https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html#renamed
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T 2 SDK EIE A AT Amazon Web Services IR%

IAM Identity Center AP $Fi&HE & S REEERHR A sigvd Eif, KZE Amazon Web Services fRS #B
2 sigv4 APIs , Bt 5 —LE6I4L | Lk Amazon CodeWhisperer . Amazon CodeCatalystsA TR

iR 7@ Amazon IAM Identity Centerx #F X L8N AR F B Amazon Web Services fR55 BAH
EULFRAT TR

B3 Amazon FEITTFA&iE

- ERAZNEILEERREUTTHRIZEE.

« f£f Amazon Command Line Interface (Amazon CLI) Ffaws sso login®¥., MREEEE
SEATE , XFE 3 — N FHY 1AM Identity Center &1,

- BHFAER , LFKEIKRE IAM Identity Center I RBIFT S REFF RS, Amazon CLI E&EA
GRS EFBIF S EEH SSO %17 JSON X4 , HEHETHEMEA, SDKs

- MREBBRE—INEHALE , WiZ Amazon CLI S HEEFERIEALE , HENENELESH
RIS E, BT #N{AEE IAM Identity Center 2FH B | §SREAFERPEEH - Amazon
1R £1E B Amazon IAM Identity Center $£ERT (8],

s BRSENKEERE 90 X , UEDMEZEFKHNER,

SDK #{a3kEY Amazon Web Services BRS BiFEiE

SDKs Amazon Web Services IR BN BMNRFZZHLEFImXIRET |, BHIGENE. HH=E
Amazon config Mk EEE XHEE N IAM Identity Center ZiEEATRT |, fFEH IAM Identity
Center R IEH N ARERFIESR,

- HABEF RN , RIEETEERESTH K.

E APIs £ IAM BB LB SBEFZRER sigvs NIEP , HEF AT ESER IAM B4 500 E S8

REIAM 215, 1t IAM 2BEHRANRERE , ©BIEF IAM ASRENKET X TR/ Amazon
A BR

- NRELFEIFLERTEE IAM Identity Center £iF &R R0 TFIRE M,

o BTRIUMZENRERIERFLNE |, S Amazon IAM Identity Center A IEEHIZE ST
LA

- EEE , EAZE S Amazon DK API X#4H , tXPREAmazon EIE b ¥ v FEUE M sigv4 Kk,

T f# I1AM Identity Center & {33:iE 22


https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
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ST % T B8R 1AM Identity Center API getRoleCredentialsfV il &R E R REIEFH, BHEF .
TEGREFPHRNREAZRAN IAM AE€XKIFA Amazon Web Services RS , #ilalit Amazon S3
FIHBIKF PN EEE,. ENRESTFEINR A , B RXT R AT RIX SN REZUESEIRE,

SRS B RIRT

£/ SSO THEEMHUEEE & |, HEARH TR B3IRIFM IAM Identity Center JREXAY /N5 R
28

- MRFETHE SDK ZRXFEATCHETH , SDK [FEARIF T ERZZREEF NGRS, 1AM
|dentity Center &fF Rl 5181 IAM Identity Center 15 [RI] P &FEFLE AHITHR. MR
THEARTH |, IAM Identity Center fF£ /8 5 — N 8] & 83 TR A

- WHRITERARATRFNEEFRNNRESTE , WA SLA T BT E S R EIE,

B2 , W& IAM Identity Center IFR][JFFEETH , WFSRFHWIFR T, Bk , TEEHN
REFERE, RAENEFFHENEENRELERKERN , eMadH (HEHRINEBEFELX)

£ IAM Identity Center 2FZIH/G , A IEHEF KN RBEFLLES & HRIE, XERNKRE
ENREZIE. EZHEEERNHETSEZE , FNREBEEE0EFTEFHATHE u—l:ﬁ?r*ﬁﬂ&o

BEMEZ , Y SDK FEHPNREZIR , SDK 2B EAREMEERNIAERUHFERAXLEIE, T
BEIRHNHFEF R  TRESIESHENNEEFFiE , XEER. ZIEI%?&TEIJ TIESEIETL , M
SDK £ IAM Identity Center AP SRIREVFTZEiE. B APl , EEEHESE. NRBRATHE
ISHY , SDK &5 RIH S 2L M IAM Identity Center HE%%;EH&%EE’JV?M #, ﬂu%ﬁﬁﬁ IAM Identity
Center HRI[TFFEATH , MEBF RS,

£ IAM Anywhere B &3 1T B 1R UE Amazon SDKs f1 T &

A LAE A 1AM Roles Anywhere £ IAM AR EATBZTHIRS 2. BN NAREFE TEAFIRE
58 %= £iEH Amazon, EE A IAM Roles Anywhere , &8 TR AFER X509 iEH, BHNEE
BRAMNBEHAENIEBMFALS , LLER IAM Roles Anywhere Bt & R IR EE,

% 1 : BLi& IAM Roles Anywhere
IAM Roles Anywhere &t 7 —HIREVEASIZITH THEABRIREN IGIEBH 5L Amazon, 5it

PR EIMEES , SERERER IAM AR EIE, ZAeRESEHNRBEFER IAM Roles
Anywhere 31T & {3 361 iR E TEA BT HE R,

IAM Roles Anywhere 23


https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html
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BXREEFTHES. IAM SEF IAM Anywhere BEEREXHHNLSER , 525 IA M Roles Anywhere
BB RIREL Amazon Identity and Access Management £& & /61 2S£ 4 M Bl & S04

(® Note

IAM Roles Anywhere Fi P $8m PV EL & X8RI 2 1AM Roles Anywhere BRS5 # B9 —Md 4548t
2. E5HE Amazon configXHHHIELE XHT <o

5 2 & : £/ IAM Roles Anywhere

Z M IAM Roles Anywhere REUIE B £ £k , B A IAM Roles Anywhere R EUEBIF, FiET
B AL IAM Roles Anywhere I Z & T,

BXRTHEERBITENE , 2K IAM Roles Anywhere F P8R B M Amazon Identity and
Access Management T?cﬂiﬂﬂ'iﬂﬁﬁ@ékﬁyll RREIEP,

ENXRE IAM K Anywhere 8T Z £ iF 5 Amazon SDKs #l—#2 A Amazon CLI ,
IBAILATE R Z Amazon configX#H A ElEcredential_processi®iE, SDKs #l Amazon
CLI X¥FMFcredential_process#{THHRIINREBEIUMRMERF, THERTER
Bcredential_processi —fx4H,

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

BIFTEM credential-process i S EAE credential_process RERBH A JSON IR
BlIfEHELE, HEE , T EMNEBEEFTH K MREEMEETIL. S EEEAUTSH .

« private-key - SEFERWALANREER

- certificate - IFPHEER.

* role-arn- ERNHREUGER EIENAEH ARN,

« profile-arn- NiEESSRHURFAIEEHH ARN,

* trust-anchor-arn- AT HHRIEMEEHN ARN,

BN EEE A FIRMEIEBMIGA, FIE= ARN EETTLLM Amazon Web Services Management
ConsoleE#l. ATREIERT HEconfigth , ZXHEE T MNBF I ERRIGEFIE,

% 2 % . H IAM Roles Anywhere 24


https://docs.amazonaws.cn/rolesanywhere/latest/userguide/getting-started.html
https://docs.amazonaws.cn/rolesanywhere/latest/userguide/credential-helper.html
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[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID

BEXRUESHMEMEDTENFMER , S H L GitHub® 1AM Roles Anywhere EiEB)F.

BX SDKEBREAXASFMABRILIRHMENFARGE  FSRAKNEEHH #EFIEREHRE,

BRig —/NAE F HRIE Amazon £IE Amazon SDKs I TEMA®

BRiZAESRER AR RS EURGRIERARTEF BB Amazon BIR. XLEiEat &R 7
40 1D, MEFRBANZLTEAK. E T HHEX Amazon Security Token Service ( Amazon
STS ) API ERMEZEE |, i3 (Amazon Security Token Service APl &) HiiEE,

ERELHN SDKFEIERRKABE , BANECBRIIFRERANBTEAS, IAM SEHAE® Amazon
BIRAM (ARN ) #TH—1RR, ABES —IPMRABRYEEXR. FAZACHNAEEAEAER—
A Amazon Web Services fR% =% — 1324k Amazon Web Services Ikf°. X IAM BEHNEZ —#%
BE , B2 (IAM BFIER) B 1AM A&,

R IAM BRE  NREZIZARNET , NTLUNEHN SDK T EBEENFRZAGK FHN
PR

@ Note
Amazon REMCERRA TR A XA T = FH i E LR L i1 =Amazon Web Services [X
5,

KA IAM A&

BEAEE , Amazon STS BE—AIFREZLIER, XEFIERAS —MEENXHHIZITRIBAILHE
RBH/. ZEANR , HERE—NKFH Amazon iE$ , BEHNNARFEERHRS —NKF P
BRRE , 2EAXPRENAEBRATN,
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https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.amazonaws.cn/STS/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html
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TBR1:1RE IAM A&

BEiRBEN SODKHITERKABE , KAXUBRTIMAERANBES R, IAM ABEAAE ARN
BITH—#RR. BEES—IMREBIUEEXR , BERELNKS AR TEKR TR, BETHES
5, 55H IAM AP FHFaEE IAM B6,

SH2 . EBEESDKHITE
fF SDK T EEERNM credential_source = source_profile JREUEILE,
credential_source T M Amazon ECS B85, Amazon EC2 EHIHIAET E FIREVE B,

source_profile ATMNE — BB XHIREUEIE, source_profile ixFA@eE , BIEE X H
WERER , REEARANAERRAS —NAE,

HBRELRENXHPIEELIE , SDK T ES B3 A EEAMEE Amazon STS AssumeRolefy AP,
EESEACRKEZNFERAIGIEP , FEHLE Amazon configMHHIEEUATEREE, ARXLE
REZENEZER , B KAFEETREHERE T,

- role_arn-REZELSE 1 REIEN IAM AE
« BLE source_profile = credential_source
e ( ®i% ) duration_seconds
( AT ) external_id
e (A% )mfa_serial

( AT ) role_session_name

UTRBIERTHE config XHEFANMMAABETNEE

role_arn = arn:aws:iam::123456789012:ro0le/my-role-name
source_profile = profile-name-with-user-that-can-assume-role

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

BRFFAERASCRKIERHEFRENFAER  FEALERFHN KAAACGFKIERESE,

KRN IAM B8 26


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
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RigABERAMEH 4R OpenlD Connect #{THARIEMTE
Amazon SDKs

BRiRAESTRERA AR RZEEURIGRIERARTEF B Amazon BIR, XLEiEat & B E
%44 ID. WEIF R4 %ﬂﬁé%ﬁ*’éﬂﬁko E 7 ##HX Amazon Security Token Service ( Amazon
STS ) API BRMNEZEE. , 52 H (Amazon Security Token Service APl £&) Iy ERIE,

ERELWN SDKFIEXRRKABAE , XAMECEBIFRRERANBTEAER, IAM SE2HAE Amazon
BREM (ARN ) #HITH—#RR, ABES 1M XBFEIGFEXRR. FRZACHAIEXATA %H
EHHIRME. OpenlD Connect (OIDC) 5 SAML Bx&k, ET#HEX IAM BBNESZER |, H5HR
IAM AP EEEHPHNRABBN S Z.

EENBHEFEATIEGHHRE IAM AGE , RN ZACGREENGSITENEHREYS , NTL#E -5
RELZNREFATESURAZARLIREIEE Amazon iE$H,

® Note

Amazon FEMHCE BEME A XA IR R H i B BN AIRT S Amazon Web Services X
5o

{FF Web 58 OpenlID Connect #1TEx&

PRATLAE RN H B 47 4R 475 ( 130 Login With Amazon, Facebook, GoogleJWTs ) $24t# JSON M
SR () RIREUEAT Amazon iEFAssumeRoleWithWebIdentity, BEFEEMNFERAA |, 1]
JWTSHBEH N ID THRERIFE T, StaERABES OIDC XRIABPUFREN F B R (IdPs)
JWTs £ % , #il#0 Entrald 2%, PingFederate

R &FE KR Amazon Elastic Kubernetes Service , N tbIhRE R FIETE Amazon EKS £ R E
MRZKFIEEREN IAM B, XA Kubernetes ThaE& % % JWTs F#REY pod & ?N:EEl,um
FIRMEEFERIXERBERIREUGHHES. Amazon BRI Amazon EKS BREMNEZE L | E5 11

{Amazon EKS AIF#§m) FHBRZSK,H IAM A€, BR , N TEMEAED , ﬁﬁ]ﬁiﬁ(!@ﬂ&l}ﬂ
Amazon EKS BE4 51 , IR EH SDK XHTE,

PE1REFHREMHEEN IAM AR

EffESAL IdP BWERE |, B IAM SR Amazon BASE 1dP REBE, XFESR
Amazon Web Services K= FIFAER IdP 2RI E1F. E1F SDK BELE RN A JSON Web T (JWT)
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https://docs.amazonaws.cn/STS/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
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BHITERRIECH , MTLIREFHIRMEE (IdP) MATFHRTEH IAM A, EHTIRE , HS5HR
IAM AP 18RS H 822 Web &8 OpenID Connect Bx& B KIEHE ( BHA ) .

S22 BHESDKHITE
£ SDK RTEEFENFAKEH JSON Web & (JWT) Amazon STS #1753 RilE,

LR BN 4P IEELTN , SDK RTE L B3 AR EAMER Amazon STS
AssumeRoleWithWebIdentity#) APl, EfEH Web Bk B RIEREZMFEAIGIED , FERE
Amazon configX#HrHiEEUTEEE. AXXERESENESER , HSH KA ACKIFREME
RE T

« role_arn-REZELRE 1 REIEN IAM AR
« web_identity_token_file - KB4 &6 IdP
( Al ) duration_seconds

( AT ) role_session_name

T RER Web SHRABBHHRE config XHEETH :

[profile web-identity]
role_arn=arn:aws:iam: :123456789012:r0le/my-role-name
web_identity_token_file=/path/to/a/token

® Note

BEXBHNARERF , HZE A Amazon Cognito, Amazon Cognito ¥ & 3 &EIE R EBREF H
NEZRTFZHEEMRRIETHE, ER , Amazon Cognito B IRIEE NG E M & 712 75 5
HEEE SDKs MTE#&UES, EifA Amazon Cognito API |, i1 SDK ST ERiE
HEEHEDE Amazon Cognito fRF & P k. BXAE Amazon SDKs , 2 Amazon Cognito
FREEEPIRERE,

BXAERAACEURMEFRENFAGE  BERLERPHN KABSCFIRES,

£ Amazon HRIZ# 1T B 18U Amazon SDKs flT &

5/ Amazon SDKs M1 T &R , AT LLEEER Amazon i RIZ{AH T EHRILE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.amazonaws.cn/cognito/latest/developerguide/service_code_examples.html
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5 s HAEAE

RMNBWSEN SODK T EREBERNFER 58 IAM 54503 Amazon SDK f1 T E## 1T 54 KIE R
FRAEKN S B FLENTEED,

B2 , EEEIRE SDK R TEMIGEHEIE , B2 F£AEREIEH TS MRIE Amazon SDKs T
g,
fEAKEIEUE

/A Warning

NTBRERZENK , EFRETARGIOEELKIEN , F2FEA IAM AFR#THBRIE , ™
2EERASEMREAENRE BMRIE , 620 Amazon IAM Identity Center,

EIEIE X AT 15 B AR Amazon Web Services T/

ERZEBRIERE , RATEI Amazon Organizations 5 IAM Identity Center Bt & E AR EEBME AN
T RIX PR Amazon Web Services i . BXEZEL , H5H (AM AFERE) F8 IAM Z2&F
R,

YRATLAFE 1AM Identity Center REIZRF 7 , 8 Microsoft Active Directory , £/ SAML 2.0 & 1312
#7E (IdP) , REFRE IdP BIMEXESBIEH P, Amazon Web Services Ik BRI LAERE S —f )5
%, WAPRMEQIERAR, BETLESHITZESHRIE (MFA) HEA IR Amazon Web
Services IKF° #H1THRl, X5 IAM AFTE , BER—MAUUAZHNKBEI , HEAsEEM
Amazon FRNZ LMK,

RADEHELE IAM B

MRIEFFZE Amazon , ATBLBIEZ - IAM AP, RIEERAERSTHEHF KRR Amazon FriH
MRNE. EFINAUERALREE , BRNBUSBEEDRIMRZHMER,

SFLATRAM, FBER IAM AP asER A E U Amazon :

. FIHEREN Amazon SDK i E |, HEDERE Amazon Web Services BRS FHITIRE,
« BEEITED | BOAZIFRFAISEERZRENITRIMA, ELMNEMEICRE

MREBEXLERFZHNER IAM AF |, ERREEE IAM Identity Center S 28K & PR ERGEK S E
1% Amazon Web Services Ik /v, BXEZER |, 1551 AmazonF i 541 Ex SR8 1IE,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://www.amazonaws.cn/identity/federation/
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AR IAM AP EZAR S

BRZERRKR IAM AFERZER. 28 (AM AFERE) |, ERER TR ZAHNIESHITRAE,
WREANABERNMEZTEN IAM BFEREES , BRREN TR ZER,

IAM F P i R 2240 B F s E A 1T B4l L HZ Amazon credentialsX#H, #2700 IAM BFH
RZAERELHNRBF., BOEHEE IAM AR BRI ZANEE X4 EEETMRRBERRGH,
FRWE git-secrets EABTEMUHBPEBETEPTHBRELERERT Git #RE. BEXEZER
EFS IAM BFiEm T IAM 54 (AP, BPENAR ),

ERE IAM AFRPUFAHBRER , H2R FHAKEE#1TEHKIE Amazon SDKs f1TE,

RS HEITH 1T 5 HKIE Amazon SDKs f1T &

BATR W BB EH Amazon SDK T E |, FHEA IAM 54 F/0% Amazon SDK 1 T E# 1754
RiFSEKSFFENEEN—EER, B2 , BUUEHRER Amazon 1587 R EAY I 8FHIE
P, EXEIRNZIESHE , SEESHFHEIL. SUUEREX 4P ERIGREIE , BT UFEBE
REBHNTEETENE,

REXEK  RNBWENNRAREFEANLAT IHRENIGHES , MARFHERFZIEXHFPEITF
RN

« —fh Amazon ITE RS , lN7E Amazon Elastic Compute Cloud LA IiE1T&H RN ARERF Amazon
Lambda.

- ERRMUEEPNS —MIEEFE , W, £H IAM F4H 03 Amazon SDK M T E# 1T 54 KIE
- HEFEAHEEZIERAERERIGIHES,

EFM Amazon 5197 F 1 R B #Y 58 A EIE IR B i 34

1. SIBHAZEEIEXHF,
2. EZEXHF , MUWEAT SR, EXREGA AT IE e EIERN ik,

[default]

aws_access_key_id=<value from Amazon access portal>
aws_secret_access_key=<value from Amazon access portal>
aws_session_token=<value from Amazon access portal>

3. REZMXMH. X ~/.aws/credentials MENZEETEN AT ARG L, MBKRIEES
ENHRBEEBXMY , W XHEE SDK T EFEAMNBAIA] BB 4.

T 30


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-location.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html#file-format-profile
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sEiEm
4. %F Amazon FEITF,
5. EBRBXLEFIHFIFEIERNEBEM Amazon HEITFE4] IAM B&IEH,
a. WTHEENGEBEHRNIER 4, ERETRFHRNBRLUFZENFLERN IAM BEZFH, It
ABHNEZHBERL FPowerUserAccessHFTF XA R o
b. X FEEMNEBAFRNISER 7, EREFIHEEEXHRNNBIEN Amazon Fif X4 ETH S F
P
6.

FEHNFIUER BB A bcredentials XA, MREFERAP Rdefaul tBEXH , MFE
EARNEEXHET. EHXHNEULTUTRS,

[default]
aws_access_key_id=AKIAIOSFODNN7EXAMPLE

aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21luX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONC
7. #R1E credentials X#.

4 SDK tIZ2RSFE/imeY , ERERXERNFIEFRENRATEMNER, EFH R 5a FIEEHN IAM
AEMNRERE T RN EIENEREE, KEFERBER 12 D,

RGeS HE BSR4 F 7

FERKHEITH#HITE B Amazon SDKs f1TE

/A Warning

ANTEEZENK , EAXTARSHSLBEEXLHEN , F26H IAM AP#TSHRIE , ™
EFERASEMREAENRE BMRIE , 20 Amazon IAM Identity Center,

MREFER IAM AFETRB , IFXSAEFNRGEF A TESHTEFGFEAHRE Amazon
credentialsXHHHKE IAM AFPIEB#HITHHRI, EF IAM TEHPHNLEHESEE , HRIR
3 E 2 IAM Identity Center 5% E IS B 4Z1E

BREIUENEEBEENIEM
BXFIUENES

FAERAKS RZIUENR B Amazon B, X LEFIUE A] R 4L 32 FREVIK 7= 175 8] BLME DAY
KBREE
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https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosignin.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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- BNENARF AT RFERAGAZARZIEES . NREXEM , WEFMA LEBAHEFMH
EREHEABRT , 2BEEARBRIIENKK,

« FEEMEKGHHRASEEILERN S,
« FIEE , FHEHLE Amazon credential sXH4FHFAE SR AL XA R 1F6E.

BREEEERUENESIER

BXNMEZLEE Amazon IEBH — i iT1e | FSEFHEE Amazon 178 ZHA F{ER
EAmazon Web Services —f§&%, BR7T LRTTHERAEN , HFEELUTEM

« XF Amazon Elastic Container Service (Amazon ECS) , EH&EH TESH IAM &,
« X7 Amazon EC2 =4l Lzt AREFFER IAM B8,

FoREH - A1 Amazon K
EFH IAM AP AR Amazon RS, BEE—A Amazon Ik Amazon iE$.,
1. BIEKF,

EHE Amazon K |, HSFE AT : {REE X Amazon AN ? £ (Amazon Ik EIE &5
By .

2. BIEEEAP,,

B root AFIKS (ERIENABIKS ) BREERZHANRS. MEUIER-—NMEEAFIK
P, IAM AP $ER) BBIEZEER - ATk,

CIREEAPKP A CRERFAERE  SHTHBAFKSACREEKS ERNE R,

XFANE P EHAESE LE#HITIF A Amazon 7E LZE1T N AEF Amazon, EARESSR  BEE
PEEAXEAEZSHWAF,. NRERBREZEE, EXEZELR , H238 (AM AFESE) YW AS
{EAXBRF o

S 1 QRS IAM B

R (IAM A1) RPRBIE IAM AP (#2418 ) IRREXRME IAM AR, 412 IAM AR
Y
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https://docs.amazonaws.cn/general/latest/gr/aws-access-keys-best-practices.html
https://docs.amazonaws.cn/general/latest/gr/
https://docs.amazonaws.cn/general/latest/gr/aws-access-keys-best-practices.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/accounts/latest/reference/welcome-first-time-user.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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o BRATBWRIEER ‘B AP RMIBRNBR” Amazon Web Services Management Console, iX{#
BRI LAEE Amazon Web Services fRF SEEAMMEFEITHRBEXNANE |, flRE
Amazon CloudTrail 12 i H & 585 X4 L% E Amazon Simple Storage Service , X7 iR X2
R1RE A,

o ERENR-ERED B, %R EEMINKRE LT HBOAmizAF 2 EXR,

« REBBANTHAIESHEEMFER Amazon S3 REERNREl. EmNARFREX
Amazon S3 WE£IFRINR , iHEFZM MEILL A S/ AmazonS3FullAccess KB,
- BANUZBIZIBPEXRRENRLARSIHFENTES R,

HIR 2 FREVER 5 R 2 A

1. 7 IAM Z2HENSMERS , ERAF , RAREEEZEEAFH User name,
2. EAFWTEL , $BZ2EFIUETH, ARG, EHEUZHAT , ERUEBHEZA,

3. XWNTFRIBGRIZRPLE 1, 2R HHTHRME (CLI) = AT, XA MNETE R ZR4PAXRE
@ , A5 Amazon CLI f1—#& A SDKs.

4. NWTORFRBALE 2, MATERFIEHERT -5,

5. MNFREGEBEALSER 3, EFETH.csv XHLURFIESEN 1AM A F 5 R 248 MM 2 177 5 247
EIJ .CSVv I{q:o %Fj:}'i"f';gu:t1nzm~o

/A Warning
FERAEINZLERRARXERIEINRS,

6. %&$* Done (FEMK)o

$] 3 EHHE credentials X

1. BIESHITHHEZ Amazon credentials X#, tbXXH7E Linux # macOS R&E LR ~/. aws/
credentials , £ Windows £ SUSERPROFILE%\.aws\credentials, BXEZEE ,
SH FIEXXH LB,

2. FUTXARFINEBEIXE credentials XHH, FRGl ID EMRAZAEZRN LT THHN
.csv XHHE,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE

KHIEIE 33


https://docs.amazonaws.cn/credref/latest/refdocs/file-location.html
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aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. ®REFEIEXMH.

HEZ credentials MHRFHEFTIENTENLFR. SMNEALNRENMREEE , BXRHETENH
¥, BZH Amazon HEEH. XR—FANAR , ERMNBWERRITEES IAM Identity Center =
HtlgeEiE, FLEFERAKBEIES , BieBMHEE credentials X4 BRIX LI,

FEA IAM BEXNZBEZE| Amazon W ARFH#HITE MK EC2

Bt RGN 48 an % B — N EAE Amazon S3 5 EIXPRAY Amazon Identity and Access Management &
&, UEEHEITLHEEITERIFANNARRHER,

EET D@ #EMITE RS LETEN Amazon BHHF AT EGNARER , HE—1 IAM A |
AERTENIT S EC2 RAHRZACHNE, BEXEZEER , 55H (3% EC2 AFiEM)
EC2F K Amazon IAM &,

2 IAM A

&I & B9 Amazon SDK BRI FAIREZE A i — /> SDK B fEF Amazon Web Services BRSS Kt
THE, 2IB—1N IAM BEeXRRFNABRFZITMENNE,

Bl , R AMET —NEE , ZABEFI Amazon S3 W RiEiFEMNR., % Amazon SDK 15/
#HAEM Amazon S3 FIEHE “Al]” #HiE,

1. &% Amazon Web Services Management Console F3TFF 1AM #2#]& , Mt R https:/
console.aws.amazon.com/iam/.

ESMERD , ERAG , RARERUEAG,

XNF EBAMEEME , £ AESEMAHERE | 1%#E Amazon Web Services RS

£ “AfI” T , %8 Amazon EC2 , RFIER “T—&%

FFRMNR |, BMREEFIRAPIEF Amazon S3 RiLiFRNREIXE , REERT—%,
RMARBNEN , ARERCEAG., BiCEXNEN , ARNEECE Amazon EC2 EfiR A

e,

o a0k~ w DN

Bz Amazon EC2 Lfl HIEEEM IAM B

BRI LUBTHITUTRE , FREHN IAM BE&8Z2 M B3 Amazon EC2 3241 :

EC2 =4ty IAM At 34


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
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- £ Amazon EC2 AF B ER “RRS o EH" #1TIRIE, BR , ERENERT R , EER
TUUTIRE -
- ERERFEAFET , T IAM RFIRENXH , EBEEL—SHAUENAE,

Btk IAM 1 Amazon EC2 1R E , BN AREFSERNL 2 EC2 24l , BHNNHAREFEHRE
X Amazon S3 IR AYIEENER .

Connect E#Z| EC2 324

E#E] Amazon EC2 £l , I ERMAILLRNARFEMENZRS , REETEZNAERF. £FEC
ERECIRXHIRITE Key pair ( BF ) TEANBANNALEID X4 ; B PEM X,

A, BAILIRRSEPIR B IESHATERE | EEIER Linux SEAISHEEZER Windows Kfl, 24
IRERER , BRSO ST MTT R T E AL i R IRRYSE A

(® Note
£ Linux = macOS & b , BAIMEARLEH TS REHFHEZHNNARF. Escps key pair
—RBER , TMERUT®S : scp -i path/to/key file/to/copy ec2-user@ec?2-

XX=-XX=-XXX-XXX.compute.amazonaws.com:~.
X Windows NEZEER , BZ RN X 4EHE Windows 3E46l,

MREERAWE Amazon TEQ , MBEE B AUER TEQEESXE. AXEZER  FSREE
AN TEUNBEERFEmM.

£ EC2 X6 LiE1T NN ARERF

1. FEORARER XN 25 E F 2 B8 Amazon EC2 3£4i,
2. BHNAERFRARIIHETERREEFAITEN LHNERER,
3. (W) RIENARFEAFEA IAM AGRHENEIE,

a. &3 Amazon Web Services Management Console #3TFF Amazon EC2 ##14& , Wit
A https://console.aws.amazon.com/ec2/,

b. EEXH,
c. EERBRME, T2 6 RAFERBHIAM &,
d XFIAMAE®  BFiEEEL IAM AEXSE IAM A6,

Connect E# 2| EC2 =4l 35


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.amazonaws.cn/ec2/
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e. EEFFH IAM AE,
f. BRETZNARER , HBEIATRE TR ER.

£ TIP fFH4E#H 1758 Amazon Web Services RS

A{E B 3% (TIP)  —1ZhaE Amazon IAM Identity Center , 701F#9 Amazon Web Services RS
EEAREAFEMY (HIMEALARERK ) BFNR, BIESHEE, IE IAM B2FMEH LT
X, BURBIERGR Amazon BRHAF . b ETXEBEEIHEH M Amazon Web Services RS LT
Xo

4 ETXEEEMIIKESIS B ERET Amazon Web Services BRS A T HMHEBAUREKENES, XLEE
BEaFERANERE (B0, IAM SHFOHAF ) . BRIGRNEHTEHRE ( H20 Amazon Redshift ) F
WHESEE (i, RiENER ) WTEiE. Amazon Web Services BRSs #UK75 Amazon Web Services
RS AL ETXUARSEEAFPWEANERRNGRERERE. BXEZEER , 52  Amazon
IAM Identity Center AP 1ERE) HH “H{E & & EHA"

£/ TIP 4Ry SERFZ M

EFEZAGERET , FEUTHR

1. IBAFER ERT Java B9 Amazon SDK = & F JavaScript # Amazon SDK,

2. WIAZRERANRS XFE S BEE.
2 (Amazon IAM Identity Center AF1EFEE) 5 IAM FH /U ERAmazon EENAREF
B B 1AM B4 0 8 A RIE S 10E % 5,

3. BA |IAM B4 H O M AIME B 0015,

EZ# (Amazon IAM Identity Center AF1ERE) HH TIP £ RFHFEEET,
4. YR — ldentity-Center-integrated &I A :2 o

&S Amazon IAM Identity Center AP IEEHP MW FEAmazon ERNAEFSESRENAREF.
5. BATEBUETHEETE (TT) HHFENRSIEREE IAM BHH 0,

B2 (Amazon IAM Identity Center FIFF1ER) PN AETHAITEN S RZGFNRENETHEA
TENES.
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https://docs.amazonaws.cn/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.amazonaws.cn/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://docs.amazonaws.cn/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
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ERBPER TIP H4F

1. RIS S MR ERAAISEH,

2. 8IZATELNXEMNRSEF,I®HSES , Amazon Web Services IR HE I RINAE B 5 BE
HRBE YRS EFiH,

TIP HHRAULTRASE

- webTokenProvider : EF ANEANT & B2 AL IREN OpenID < S AY BREL,

- accessRoleArn : HHEERN IAM A€ ARN , EFEEAFNEH LT, RIS 4 185&1E
Fo

- applicationArn: BEFHENARFNE —RRAFRE, HEKEEE OAuth RN NARERF
ARN,

- applicationRoleAxn: ( li% ) EFAH IAM B ARN , AssumeRoleWithWebIdentity A&
AT LATER B RINERIRHEFNER T 55 OIDC 1 Amazon STS FF ik, MEKRBMEIZME , NIF
fffaccessRoleArnSHE,

- sso0idcClient: ( Alit ) EEEFFENEER SSO OIDC Ff % , HliSsol0idcClientEAF
Java = Javascript client-sso-oidc B Fim, MRREM  NZFLHERERARIAEREN
OIDC &,

« stsClient: ( AIi%& ) EH Amazon STS BEFENEEMNE s , ATMiZaccessRoleArnAFH
BHETX. MRRREMH , WSFHLHERAERARIABGEN Amazon STS & F .

Java

=7 ERAT Java B9 Amazon SDK B M TIP &4 , BEELINE pom. xml 34 FE SR
NI,

<dependency>

<groupIld>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>1.0.0</version>

</dependency>

EENRRBT , S FEMENRGasE

Bisoftware.amazon.awssdk.trustedidentitypropagation,

AT RO B R a6 22 ] (5 S 2 BB A RISSH] |, RIERz 4 A2 R SS & P im skl
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.amazonaws.cn/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
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e RFIEAS3CLientERN AL Amazon Web Services RS B F ik S R INAZREL IAM B 5 H 0
Sk, B2 , FaH MK TIP Amazon Web Services BREE BIERSF 23 LM,

StsClient client = StsClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(AnonymousCredentialsProvider.create()).build();

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.buildexr()
.stsClient(client)
.webTokenProvider(() -> idToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(Sso0idcClient.builder().region(Region.US_EAST_1).build())
.build();

S3Client s3Client =

S3Client.builder().region(Region.US_EAST_1).addPlugin(trustedIdentityPropagationPlugin)
.build();

BEXEZHMERENMFIIR , S trusted-identity-propagation-java L # GitHub,

Javascript

TUTHSELEN EATF JavaScript B Amazon SDK 1 H %% TIP S HARIEHEHAS -

fi*'ll

$ npm i eaws-sdk-extension/trusted-identity-propagation

K% package.jsonNBERUTFUTHEAIKBIXR :

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "21.0.0"

}I

ERAREH  SAFFENTrustedIdentityPropagationExtensionfk#ix R,
TR RAIREEROAECE TS S OEBRENSIS , ARRZRERNERSEFiwSK5l,

o REIERAS3ClientERNFTIE Amazon Web Services BRS &/ iR Z R A{AZREL IAM &4 50
S, B2 , FaH#M X TIP Amazon Web Services BRES BIERSF 23 LM,
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https://github.com/aws-sdk-plugin/trusted-identity-propagation-java
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import { S3Client } from "eaws-sdk/client-s3";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

// Plugin configurations, please refer to the documentation on each of these fields.
const applicationRoleArn = 'YOUR_APPLICATION_ROLE_ARN';

const accessRoleArn = 'YOUR_ACCESS_ROLE_ARN';

const applicationArn = 'YOUR_APPLICATION_ARN';

const s3Client = new S3Client({
region,
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
},
applicationRoleAzn,
accessRoleArn,
applicationAzn,
b,
1,
});

AXBEZIFMEENNFKIER , iHSHtrusted-identity-propagation-js £ &Y GitHub,
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https://github.com/aws-sdk-plugin/trusted-identity-propagation-js
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Amazon SDKs M1 T EigE5 &

SDKs 2 ETESHWAA APIs . Amazon Web Services RS EMNRFTRIN#HIT APl BAFEDN
—EEETHE  SESHRIE, ERXTHIE, At , SDKs EEHIE R ENRIEKIKREA T EN
BEROEUL , A TFEURSHNIZE , URRBATERIRENE,

BALMENATETHRIABREBERENFAER -

« Amazon SDKs # Tools #r /L EIF IR HE— BRFIEREBEEZ ) SDKsIEPRMHE 2 B MR HE
1t

« Amazon SDKs H “T B” #r (b IhaE— @R IhEEE Z ML SDKs,

BIERSEF in

EpURTEH 1| Amazon Web Services RS , SDKs BAENMEAZFHmE/XI R, Amazon Web
Services R HIN , MBREWNARFEEHRLS#H EC2 , NENNAREF2EIE— Amazon
EC2 BEFmNRKEZRFEN. RE , BRI LERARSEFiwMEiZ Amazon Web Services RS & H
BR, ERAZHIERT SDKs , REEFHNREBFAER , Rt @200 mHEE HEROENRS A
BB PR, AEATRNEEDR — RS K EER,

RER LR

+RIREBEE T AZH SDKs AXIEHEAFT7Z Amazon Web Services RS F A THAE, EILRHE

FMEMINEE, FiE# SDKs HE RIS (HKIR ) , il EX LS (RKIFE ) , UE

KEL/BEBNE, UTREEERLARNGE

1. ERBAEIBIZEFAHAS LRENFAI N RESRETHMOEMERE,

- BERETVUBRESMREERTRE  tULUEREEAXN AANEMEERTER. XT

Amazon CLI 5 Amazon Tools for PowerShell , EMIRAEEG T LAANSNMNRESENF
Ro X T SDK , ER2E AT AR ABREEHI{E Amazon Web Services BRSs & F i B E X KA
REREREALEN API FHEBEN SR,

2. {XBR Java/Kotlin : BEFIZIZER JVM REE . MRDIEE , MEAZEXREER K.

3. RELRENRETE, WRERE , NFEAZEXREEREF W,

4. SDK &R S credentialsXHHWRE, MRERE , WEFHFFEAT.

5. RBMHZconfigX#f, MRFEZRE , Nl SDK FEAZIRE,

BIRIRS T P i 40
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« AWS_PROFILEEFEH aws.profile JVM REBHT B FIEE SDK M BN B 24
6. x5 A SDK BB A FRENEMERIAE.

(® Note

B SDKs TEMRELERTENINF#HITRE, i , FL SDKs MITEXR X FEHMEFEH AL
TS A E. Hn , sERAT NET 8 Amazon SDK 3E& N SDK BIENE#MKER, Bx
SDK I TEMENREHENEZER , B HEEEFEHN SDK X TEMNIFEERE,

I RELE S EREEAHBEHMSE, flin , MRBERZconfigHFFEBETHEX

fr, MRABESDKFIERREHMUE /G , TRRIAEAZEEN 4. XEKRE , RE
FcredentialsXHHARMTIZE , MFERZREMFTR2configXHFRE, MREFEHRE
MEGRBRETXE , NBESEcredentialsMconfigXHFFMIZIRE, &fF , 2R ( Amazon
CLI i RTS8 = API 28 ) IRBANRENEBERIZTSHAEHME,

TERAEERIRERH

AIEEHN RE SEBS,FPFNREEFEANF T AJABES I GHTIRENTRRE, TRYIH THE
BEMEIESXHRE, RETELUR ( XF Java M Kotlin SDKs ) ATAERTE 2 /W F B & ZIhAERY
JVMiREB, BNVRIFNENEZETTH N ET AN RERE,

« ConfigX¥HiRESI&

« CredentialsXHREFIE

- RBTEFR

« JVM REEMFIK

SMELREERINEBE A TE , EP5E T AFRBEZDENRE. XTESHRE  £EET
BGRERNEREHRBE R ERETRGREE , RE ((UEAT Java M Kotlin ) BELEE
WM REBHRIEEE, SMEEHIL T AR ERREAER LN ERDEBENS S,
REGERETHE , EFCMAEE | ERAODEEBE— 1,

ERPRIFERAE (WRE ) , MREFLBAME , ZERER. EEEX T ZRENERE,
g, ik RMNKREFBERELEDEREHRH—MRE.
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https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/sdk-store.html
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disable_request_compressionR"HliRBMNERICERTUTAR :

- BEMERN S ETURGERBEZANBERES. B
s FRELSNEEXHFHITIRE disable_request_compression
- EAFHRENFIEEE AWS_DISABLE_REQUEST_COMPRESSION
- E , MREREAMR Java = Kotlin SDK , HFEAFHEERN JVM REEMH

aws.disableRequestCompression

(@ Note

HREE A — MR U EZERBFEEMENIEE , EXASENETREX—K , BAE
=S SDK Frin AN, MREBERBAFPRERE , FSHEMFHN SDK IEEH API S
£,

o MBEBA LT, MZEFBRIARfalse,
s WWHARERENHE -—BEMERtrueffalse,

SN IAE T E MY EEEBERE — 4 Support b y Amazon SDKs # tools .

R ERER SDK REXFNHE LIHIRE, %SupportedFIER UL TERRIEN

* Yes— FIER SDK B2 X FXEIRE,
* Partial— XFHELEREHTHEHRRBERAFTE., M TPartial , MINERRRRE=E.

* No— FAXFEMRE, XATRRBRBPREAURINARINIIGE ; BRXRTFZIFFIHAISER
BERE

Config X fFiRiEFI&K

TRAFEMZETUEHRE Amazon configXHF P El. SIIRESEKMEN , EMEIFTE A Amazon
Web Services kS5, SDKs MEB T EX AJREXFMBFRENRELTE, EEENE/) SDKHIE
TENRENRREETE B2 RIS EN SDK T AR,
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HAREE

IMDS EiFfRfit &
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REBWN HFAEE

region Amazon Web Services X i3
request_c Amazon S3 FY¥iE T B R I
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alculation

request_m BRES
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REBW HAEE
sso_regis IAM Identity Center EiFiR &

tration_scopes

sso_role_name IAM Identity Center ZiF {2 {4 &
sso_start_url IAM Identity Center EiFiR{E &
sts_regio Amazon STS [X i3l &

nal_endpoints

use_duals MHEH R FIPS i =
tack_endpoint

use_fips_ WL F FIPS i
endpoint
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ity_token_file

Credentials M iREIXR

TRBFHEMEEALUERLE Amazon credentialsXEFH 9 E ., EMRLKMEN , FWAREA
Amazon Web Services B .
FIEXEMNREMNNETE | BFSHEEN SDK I EER,

REAM HFAHAER
aws_acces Amazon 1 7] 24
s_key_id

aws_secre Amazon 1/ [7] 224
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aws_sessi Amazon i 8] 2 4H
on_token

SDKs MATEXR AR FHEFNRENTEEE, EEE&%’I\ SDK

Credential sX#iREDIX
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BREEDEEN SODK RTENFEFTIHREFEFE , BMATETFIEREEN SDKHTE :

* Amazon CLI

« EHAT C++ # SDK
- AT Go #9 SDK

« EHATF Java By SDK
&R F JavaScript

« AT Kotlin # SDK
« AT NET 8 SDK
« EAT PHP 1 SDK
« &M T Python (Boto3) #J SDK
+ & T Ruby B SDK
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(® Note
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https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-configure.html
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/credproviders.html
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/guide_credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/credproviders.html
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.amazonaws.cn/powershell/latest/userguide/creds-assign.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
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H#E Amazon credential sXHREHEREENHENE , BN TNARFRER2
9}‘ ;’FE.E/\?-Conflgjc#FEIJ SDK ﬁmlﬁg = /\3:FEIJ0

ETHEAX Amazon iEBMERBRIZEANEZELE |, HSH IAM AP EMT R Amazon Z£ U+ ]
B |IAM BR8P 4R,

ERLAT AL B L 2h e

aws_access_key_id-#= Amazon configX#i& &, aws_access_key_id-#*= Amazon
credentials XHiRE ( #EHE ), AWS_ACCESS_KEY_ID - ¥/ EZ £, aws.accessKeyId-JVM
REREM - R Java/Kotlin

BEERLES -8B ATHAFHTSHARIEN Amazon FE 24,
aws_secret_access_key-*= Amazon configXX#iXi&, aws_secret_access_key-

# = Amazon credentials XHiRE ( #ESE ) , AWS_SECRET_ACCESS_KEY - ISR &,
aws.secretAccessKey-JVM REE 4 : PR Java/Kotlin

15 FERRAL A = & 5 09 SiE — 255 B9 Amazon B34,
aws_session_token-3= Amazon configX#fiZ &, aws_session_token-3= Amazon

credential s XXHRIE ( #ESE ), AWS_SESSION_TOKEN - }R3EZE £ aws.sessionToken-JVM
REEM : PR Java/Kotlin

BE—N Amazon £iFS ,1xﬂﬁmﬁﬁ1’ERTFHFL?]_’§'@B_LIEE’J IR —3 0. BB EER
RINERFAEACRFHREMNIGNEIEN —2H9. REEFIEERRNZE2EXIEINTIEELTETE
BR , RINBVEHRAEA KN ZEE uT:ﬁ*éE-lﬁﬁﬁ i, BRZELEBI , SR IAM AN Z L HKIE

BRUMAIFREUX EEERI R R | % f5F A %= HA #1T 5% IE Amazon SDKs f1 T &,

fconfig@credentialsX#HrHigBiX L XEBENRH

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Linux/macOS B S TIRENETEN RH

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/security-creds.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
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export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy . . .truncated. ..zrkuWJlOgQs8IZZaIv2BXIa2R401gk

Windows Bl i S TIRBINETEMN KA :

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQOEXAMPLEH4aoAHOgNCAPy. ..truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Support Amazon SDKs by M1 TE

LT AZA SDKs XA T RN IERRE, FTEBD HINMEREE XA, EHATF Java®y
Amazon SDK # & A T Kotlin 89 Amazon SDK M — X #5F{a JVM REEBMIEE

SDK ¥ FAHESZER
=
Amazon CLI v2 =

BHA T C++ B SDK FEEFEHZEWconfig .

fim

FEHAT GoV2(1.x) W SDK £

EAT Go1x (V1)K SDK R EMFAHRE config XHIRE , M3 MELE ST INEL A T
BE ; BZHEKIE,

FEHAT Java 2.x B9 SDK =

FEHAT Java 1.x B9 SDK =

FEAT JavaScript 3.x B4 R
FAIES

FEHA T JavaScript 2.x ¥ SDK £

& AT Kotlin 8 SDK =

EHAT.NET 4.x ¥ SDK =

Amazon i 8] Z 48
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
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SDK X FAEHEZER
£
FEATF NET 3.x 8 SDK =
FEHA T PHP 3.x 8 SDK =
& F Python (Boto3) Y =
SDK
EFA T Ruby 3.x B SDK =
EAT Rust B SDK b3
ER T Swift 8 SDK =
AT PowerShell T ITXEFRETE,
RABREITRHESE
(® Note
METHRENEHFNEREER Support b y Amazon SDKs # tools RIEHIEEEY | BS
8 7 ISR E T H.
BRiRAGH KR ER— AN T2 EIERGEEBERTEF R Amazon BiR. X LEiHEEiE B R 2%

1D, MEHRBEANLZE AR,

ERELHN SDKFITERRKABE , BAECBRSIIHFRERANBEAS, IAM SEHAE® Amazon
BIRAM (ARN ) #ITHE—1RIR, BRSSP SRABRIEEXR. FAZACNIEXEAKTER
Amazon Web Services fRF. 5 —1. Web H 12 # 7 Amazon Web Services Ik, OIDC %
SAML Bx &1k,

R IAM AtlE , IREZFNZAGHNEE , WILUREN SDKHTEEENEAZABKR TN
Ro EMITLHERE , BEAUTRE,

BEXRAHREAXERENES , BSRAEEHRHN BIE—NMIE S HKIE Amazon FEiE Amazon
SDKs *ﬂlﬂﬂlﬂﬁ@o

RABBREE 59


https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
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RAAEKIIERHEERE

FRAUTHEEELLIhEE
credential_source-3*Z= Amazon configX /iR E

£ Amazon EC2 £fl=k Amazon M4 ARFHRFS AP ER , ATIEE SDK T E A LAE[ALHE
ERRALERArole_ arnSBEEN A EIESE,

RANE: &

BWE

« IR - I5E SDK T EMINETE AWS_ACCESS_KEY_ID F1 AWS_SECRET_ACCESS_KEY %
FIREIL,

« Ec@@ 2 InstanceMetadata — I8 ERHT & T E = T B 1ZE) EC2 324 & 4R
IAM £ & KIRBURIES,

« EcsContainer— lEERHA AT EER T ENFERAM INE ECS BEEH IAM A& RKIREURIES,

FeefER — BB X4 EHEE credential_source # source_profile,

FEconfigX iR E I LA TR BFUEF Rk B T S #h iy 7Rl EC2 :

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:role/my-role-name

duration_seconds-= Amazon config X #ig &
EEACKENRAIFERNE (AR REN),
REBEXHEERASER , LREFEA
ERINE : 3600 # (1 /MET)

BRE : ZENEEE 00 % (15 2% ) HBFCRENHZASIERFENAE (43200 B 12 M)
ZHE, AXEZERE , BZH IAM AFEREHYHN E5 A NSRS ERERERE.

£ config XHHgE TR =B

duration_seconds = 43200
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session

Amazon SDKs f1T& SEE™

external_id-#= Amazon config M #i& &
EEE=FRATEEEFKFHPRABSSHHE IR,

NYBEEXHEERAACBZACGHNETIRKEE Externalld BN , WIRBFER, ZEKR
HREE X HFIEEAEIE®ELS AssumeRole BEM Externalld S,

%ﬁi}\ﬁ : %o

BHE  FZ0 1AM AP B IAE R 5E =5 B F X & Amazon FREY 17 7)1 BR B 52 A F4
#8 1D

£ config XHHIREHLIH KB

external_id = unique_value_assigned_by_3rd_party

mfa_serial-* = Amazon config X #i%E
EEAFPERASCRAAERANSES AR (MFA ) BRBENIRSFSIS,

RABEN , IR ZAECNETERIEEE MFA BHRIINEYE  NLTAMKET, X MFA
NEZER |, F2H IAMBFEBETH IAM F#Amazon ZE 54 Kir,

HiAE : T,

BWE : ZETUREHIRR (HII0 GAHT12345678 ) WF5IE |, LAl AR E L MFA 8%
B Amazon BREZF (ARN ) . ARN WXl : arn:aws:iam::account-id:mfa/mfa-
device-name

£ config XHHigETH =B
HRBIBRIE — N EBMyMFADevice ARERL MFA IR E R ZKFAIBZHAENAF B,

mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn-*= Amazon configX#i%iE, AWS_ROLE_ARN - (/5% & aws.roleArn-JVM REE
% : IXBR Java/Kotlin

EEERATHITEMLE B S4B RIZEN IAM A€K Amazon BREZF (ARN) .
HiAE : T

BME . ZESLAZ IAM BAEK ARN , #X0TF : arn:aws:iam: :account-id:role/role-
name

RABBREE 61


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html

Amazon SDKs 1T & SEREE
WA | BIEMTIBEATREZ— -
- source_profile-fRiREZ— 1 EMEXH K ATEREEEUEEXHPFRAZACHNERENE
uF,
« credential_source— FAHAYFHNETEFFMRMNEILSR K INZ] Amazon EC2 SEHIE & 4
KEIE |, 3% Amazon ECS &E85:4l,
- web_identity_token_file - REEEZIH Web MABEFHPHTEMRIINAFEALKS
4124t & 5 1E{T OpenlID Connect ( OIDC ) # R F iRt &,
role_session_name-3*Z= Amazon configX{fi%E, AWS_ROLE_SESSION_NAME - IMEZEE,
aws.roleSessionName-JVM RSB : IXFR Java/Kotlin

BEEEHRMNIARLENENR. LBEME RESHAIEXRKNSEN Amazon CloudTrail B&
F, ZEEFREETEZNER, BXiFHEE , H25 (CloudTrail A 1ER) FH “Amazon
CloudTrail BF &% T&,

MINE : ESH, MRARHRE K REEEXHRAAAE , WIFEHERKERR.

BME : & Amazon CLI 5 Amazon API R &R&E A FAAssumeRolelRfE ( S MRIEZE
fAssumeRoleWithWebIdentity#4E ) it , JJRoleSessionNameS ¥R #, ZER A E
AUBERNRAABAFT Amazon BIREM (ARN) B —&B5 , HERZEE X4 RANREN
CloudTrail BEZBEN —&2 £ o

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.
£ config XHHIZE TR =B

role_session_name = my-role-session-name

source_profile-#= Amazon config#ig&E

EEHMEEXH  HEIATRAHRBEEXHFH role_arn REEENAR., ETHN
fAIfEHZEcredentials3X ¥ Amazon configMXHHFERABEXH , FSREZconfig
McredentialsX 4.

MEEZEENEEXHERRARBGREX S , NFRINFRABINMNACUT BT EIE, & SDK
BRTAEEIINEE S E | kEFeEL. AE5EMEN Amazon CLI B Amazon APl B 41E
BRaElAgE—/Iet , HEALZEK, AXEZELR |, F2H IAM APERTHNAERIENES,

AINE : o
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
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BEME : B config M credentials XHHENHNEREXHHNEMEARNXEFEFER, EXAE
HREREXHFIEE role_arn WE,

FeEER — B E XM P EREE credential_source # source_profile,

FEB B XA IR E L TR R

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID

EREN RS , ABBXH&iF SDK R TE B EHRXKBEE XMW EI, EXMERT , BE
B X ERRENETREB T EFE A IAM Anywhere £ &3 17 5 KIF Amazon SDKs T E3k3K
HY Amazon SDK WEif, RfE , KB AFERAX LIS ZIERE Amazon BiR. EENHGLM
B A0 AR IE TRFE RACIB Y IAM X PRREE | Hl20% S Amazon Web Services RS, = APl ko
BLiE AT B TR EM CloudTrail BERASBEEABLER M.

RXTAGEEZNE N RH , IR EIE Amazon Elastic Compute Cloud 26l EE— MR BRF |
HELBIUZNARFEES 1A , WAERUTEE,

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

Profile A F{E X B Amazon EC2 RHIMIEHIEEIREAE , HHBIILEITIER,
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web_identity_token_file-#Z= Amazon config3#i& &, AWS_WEB_IDENTITY_TOKEN_FILE
-IREETE, aws.webIdentityTokenFile-JVM REE M : {XBR Java/Kotlin

BEXHRE , ZXHIEREZFER OAuth 2.0 I2AtE =X OpenlD Connect ID 54 12 E #Y 5 E]

T

WRE RUFER Web BHEBRERIEIRME (20 Google, Facebook #l Amazon & ) #1175 KK
if, SDK FRXARTEMBIXHHNAR , HERKEFEA AssumeRoleWithwebIdentity
BERNEAERN WebIdentityToken S8&i%,

FRINE - Fo
BENE  LEXTRERFN 4G, ZXHXNEEFHREEDERERN OAuth 2.0 THRITEDR
OpenlID Connect Thf, MAXERFHEM N HEX FHEIIER ZHNEXNEE,

Support Amazon SDKs by I TE

LLTHNA SDKs XEFARETFEH RN INEFNRE, FIERoHINEREEEH, ERAT Java®y
Amazon SDK 1 & F Kotlin #9 Amazon SDK M — X33 JVM REBHIRE.

SDK X FEHEZER
=
Amazon CLI v2 e
ERAT C++ #y SDK %8 credential_source AX#. duration_seconds X

2 ¥, mfa_serial FxiF,

EBRTF GoV2 (1.x) I SDK £

EAT Go1x(V1)HSDK R EFAHE config MHIRE , BT S MEE X HINELHIIh
B ; BRI

FEHT Java 2.x By SDK % mfa_serial Ax%#F, duration_seconds ¥,
ﬁJ\
ERATF Java 1.x B SDK E8 credential_source A%, mfa_serial T, X%

7 #FIVM REGE M.
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https://openid.net/developers/certified/
https://wikipedia.org/wiki/List_of_OAuth_providers
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/

Amazon SDKs f1T& SEE™

SDK X FEXHEZER
B

FEA T JavaScript 3.x 4 R
FERIES

i@ AT JavaScript 2.x # SDK # credential_source A%,

7
EAT Kotlin # SDK =
B AT NET 4.x By SDK =
AT .NET 3.x ¥ SDK =
@A T PHP 3.x #§ SDK =
& A F Python (Boto3) #J =
SDK
EHA T Ruby 3.x B SDK =
@A T Rust # SDK =
EAT Swift 8 SDK =
H T PowerShell =

ARBEEIIRME
(@ Note

METHRENEFABREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
5 T A SRR IRIE R H,

AREIIRHERNEFASICNARFNEIL, ZIEPREEXN LD HEEREERS (Amazon ECS)
ML 53 Elastic Kubernetes Service (Amazon EKS) &P IEE B A, SDKs Zidi@Eid GET ERMIE
EM HTTP RN EIE.
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/

Amazon SDKs f1T& SEE™

MREEA Amazon ECS , BB WEERAES IAM ARSI ZIERE., &
MAMESAFiIT M, BES , Amazon ECS £1&E SDKsH I B FRIKEVEIL
HJAWS_CONTAINER_CREDENTIALS_RELATIVE_URIREZE, EEE Amazon ECS LAE A Itk 3h
gt , 25 (Amazon Elastic Container Service F X A R 1) PHES IAM B,

WREFEH Amazon EKS |, BINEBWEFER Amazon EKS RS A B RKRUHEZILRE |, 25
BREMNR, ArEit , B RE, TEAMNTT B, BNWAEEA (pod) F IAM BE

#5 Kubernetes RS MK M XER , LEBNAREFWVIED, BT HEX Amazon EKS &&5
HEHNWEZER , HSH (Amazon EKS AF$ER) H# Amazon EKS BEe 5. BE

J& , Amazon EKS £1& BAWS_CONTAINER_CREDENTIALS_FULL_URI SDKs#l T B F3RIREVEIE
HY FAWS_CONTAINER_AUTHORIZATION_TOKEN_FILEMREZE, HXiREEE , H2 1 Amazon
EKS AAFERAHIRZE Amazon EKS Pod 50 EE |, & TE Amazon BEM UL LB A mazon EKS
Pod Identity {811t 7 Amazon EKS £& F N AREFH IAM R,

ERANT A AR B L TIEE

AWS_CONTAINER_CREDENTIALS_FULL_URI - IffETE
EETEMN HTTP URL %R , fit SDK ZiERZFIENFER. XSEHFRAEN,
EiAE - T,
BRHE : BRHE URIL,

EE  HRER AWS_CONTAINER _CREDENTIALS_RELATIVE _URI WERIRE , RAEXRIRE
AWS_CONTAINER _CREDENTIALS RELATIVE URI BNZF4fEA,

Linux/macOS B i F{TIREFNREEN A

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials

)4

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - iMETE

BXE HTTP URL is = , £ SDK EEREIERNFEH. ZEFH B ERIAR Amazon ECS B EHNA
169.254.170.2 L,

AINE : o

BRERREftE
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-id-agent-setup.html
https://www.amazonaws.cn/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://www.amazonaws.cn/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
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BRE : BRBEN URL,

Linux/macOS B R TIRENETEN Y
export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - }MEZF 2

BEANEHNENTE, MRRETHEZE , SDK FHEAFREZEMEE HTTP HR LIRERNIF
Ko

IAE : o
BEWE : =S,

EE  HRER AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE WERIRE , RAEXRIRE
AWS_CONTAINER _AUTHORIZATION_TOKEN_ FILE BIZF4&fERA.

Linux/macOS BT TRENETEN RH

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - SFET &
BEEZQEHNARNS N XHNEIN 4R,
EINE : o
EWRE . /B,
Linux/macOS B FTIRENELZEM A :

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token

Support Amazon SDKs by f1T &

LLTFAA SDKs XEARFBHh#ERNINEERNRE., FIESRBSHINEREEEH, ERAT Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{a JVM REEMIRE,
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Amazon SDKs f1T&

SEES

SDK

Amazon CLI v2

ERAT C++ Hy SDK

FEAT Go V2 (1.x) B SDK

SERTF Go 1.x (V1) B SDK

EATF Java 2.x B9 SDK

EATF Java 1.x B SDK

& T JavaScript 3.x By E 4
FAIES

$EFF JavaScript 2.x 8 SDK

& AT Kotlin 8 SDK

EHAT.NET 4.x #§ SDK

EAT .NET 3.x #J SDK

FEHAT PHP 3.x 8 SDK

&R T Python (Boto3) By
SDK

X BERESER

B

=
=

fim

fim

fim

fim

fim

2 Lambda SnapStart B EAWS_CONTAINER_CRED
ENTIALS_FULL_URI H B3zJAWS_CONTAINER_AUTH
ORIZATION_TOKEN HTF 5 M®RR¥iLat,

2 Lambda SnapStart #UBEAWS_CONTAINER_CRED
ENTIALS_FULL_URI H¥ B3zJAWS_CONTAINER_AUTH
ORIZATION_TOKEN AT EHWIEAT,

2 Lambda SnapStart B EAWS_CONTAINER_CRED
ENTIALS _FULL_URI HB3JAWS_CONTAINER_AUTH
ORIZATION_TOKEN BT HHRiEst,

2 Lambda SnapStart B EAWS_CONTAINER_CRED
ENTIALS_FULL_URI H¥ B3JAWS_CONTAINER_AUTH
ORIZATION_TOKEN AT EHWIET,

2 Lambda SnapStart B EAWS_CONTAINER_CRED
ENTIALS_FULL_URI FH B3zJAWS_CONTAINER_AUTH
ORIZATION_TOKEN AT EHWIERT,
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
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SDK X BEHEZER
#

& T Ruby 3.x #) SDK =

&M T Rust B SDK =

&M T Swift 89 SDK =

AT PowerShell 2

IAM Identity Center UL {2 &

@ Note

METHRENEAFREREER Support b y Amazon SDKs # tools RIEHIHEY , FS
4 T RAERENIRER .

It & AR UEHLH Amazon IAM Identity Center A TIREVZRIRIBHI £ K &% (SSO) 1@ Amazon Web
Services BRS R,

(@ Note
£ Amazon SDK API XX #4/ | IAM B0 EIEREEEF N SSO FiER M,

/B8 F IAM Identity Center f& , 8] AfEHZE Amazon configMHFRHEREE L EE X4, EEX
B TFEHEZI IAM Identity Center THRIIT . HAFKIIES IAM Identity Center 1T BB RIEE |
PSR ESZAFXEKREN IAM BN EHEITE, E7# SDK aNE & PRI R HEFEAT
Amazon Web Services RS &R , SR AR Amazon SDKs MITER IAM 54 F/0 5B RIE

A&,

#d config X#BEE IAM Identity Center EFFP AR

(#% ) SSO THREHKEFRE-ERKQFEFENE, SENEENLXERFEN B R,
- ST ARFOVEE-EABERN/ VN RTE,

IAM Identity Center 1227 69
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EXRMEET , CRFEERXEINHRENE R

LTHBIEEEEEX IAM Identity Center W EMBEER :

« Amazon |IAM Identity Center i FFi§&
« Amazon |IAM Identity Center [ JF° AP| &

ERA T SDKs T Ew{aE A FME AL E ERIFER , S 0T R Amazon SDKs 1 TEH
IAM B 15 /0 B 2 38 AE 8] /L,

FRFMH

&M 5E/E B IAM Identity Center. <8 A IAM Identity Center S RITHNFMESR |, FS
] Amazon IAM Identity Center Fi /7 $§7 Amazon IAM Identity Centerd 89 /5 F o

(® Note

HNE , ARATFAN BN EBERZHFNMBENHEZ configXHEE , HSHRERSH
BA{E A 1AM B 503 Amazon SDK 1 T E# 1T 541,

SSO T REEE &

LIBER SSO P EREEFEER |, B8 Amazon SDK RTELHFRIFHENSF , BEIEKNS
ERNBENLE, BX2EFENEBNREBFEENBNESEER |, HZHAmazon IAM Identity Center A /2
R AP MEE Amazon 171817 # IAM Identity Center S£ 5 R TR 5 B S & ISR A,

ZconfigXHHsso-sessionEfn ATFX A TIREN SSO HRITENEETEHTHA , AT
{5 X £ 35 2 SRIREL Amazon Filf. BXconfigHFRUIBINEZSIEMER , BSREEHHNI%E
o

UATHZEconfigHRpIFERAREXHEEHRHFTAITEGHIE , LLiER IAM Identity Center iE
:F:"o dev

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
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sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BENRHFERTBEN —Nsso-sessionBEAFESHEMBRXE, BF , sso_role_namest
FfEprofileEZpoHi®Esso_account_idH , iX# SDK FEEi#ER Amazon &ZilE,
sso_regionsso_start_url, # , sso_registration_scopes@FfEiZsso-sessionEpn A
RiE,

HARAE SSO S B EHSHEE sso_account_id M sso_role_name, HMREHNRAEF
X A X 5% Amazon Web Services fi$ BE FHORIENEIE , WAFEZR S Amazon EiE, #
BEESHRIER—FHTTP ORISR, eEAMNBFEECENZETE., EXERT , K
% E sso_account_id # sso_role_name, EREZRFZEEXFFIEATHRN , HSENMA
Amazon Web Services fR% 6/,

AMEEBEN sso-session BW—E8% . EAER — L& OAuth 2.0 PRFI S ARERX A F ik~ &Y
HER, BIEARHIIEEsso_registration_scopes Bk A GERELER I RINER,

UTFREERTHNAEZNMNEEXHPESEFHAHREMNsso-sessionBlE,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

SPBIFSHEERS ~/.aws/sso/cache BETHH#E L , XHEEZETFLEE .
15 BB 89 A o] il E i &
FREZBNAIRFEEFAZFEI TR . BAINEWHA SSO SEREFEE,

EFEREASHTARTERE SO EREXHFEEATRE :
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* sso_start_url
* sso_region
* sso_account_id

* sso_role_name

AILAEA sso_start_url # sso_region REBANEEXHEEAFITF. AILMER
sso_account_id # sso_role_name REFRIEENR.

LURRBNRE T config XHHHENSHEE,

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

BHORITITHEERES ~/.aws/sso/cache BRTWRHE F | MHBET sso_start_url,
IAM Identity Center ZiF iRt &R B

ERAUT A ERE L INEE

sso_start_url-HZ Amazon config X iR iE

FEEBELAN IAM BHFR0MAE URL HigEIF URL B URL, BXEZER , S
% {Amazon IAM Identity Center FAF$58) EYER Amazon BT,

ERFILE , EHFF IAM Identity Center 2§ & , EFEHIEMR , FEIAmazon 7R URL.
« RE , MY 2.22.0 lRAFF#8 Amazon CLI , &ALk FAAmazon X1T# URL MI{E.

sso_region-# = Amazon config X iR &

Hrh Amazon Web Services X5 @&/ IAM BHFROIFEN ; tMELESH IAM B9
D2 RERNXIE, X5RNERIA Amazon KIBTTx , A REBFT R

&% Amazon Web Services Xig R ERBWZEIIXK | HSHHH XL T mAmazon Web
Services — k5 #E, BEERKIE , 53T IAM Identity Center 32414 , EF 4 ER , AREHK
X1,

sso_account_id-3Z= Amazon config X /iR E

i3 Amazon Organizations RZ %0 Amazon Web Services Ik AT B HRIEHNEZ ID,
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ESEFTMAK/FHIR |, BHIE IAM Identity Center $2 & & 33T F Amazon Web Services ik
Ho #&3& 7 LAEAmazon IAM Identity Center [T APl ZZH{E [ ListAccountsAPI FZEEF A A
WPk, Flan , AT LLEA “HI&RK /" Amazon CLI 5%,

sso_role_name-}ZE Amazon config X iR &

LIAM AR ENNRENER , ATEXNAPERNNIR, AMLMAEFEET Amazon Web
Services Ik I8EMWHsso_account_id. FAHAREH , MAERAEMN Amazon BRAE K
(ARN) .

NPREMI B IAM policy 1 BE XXRERE , HENX THAPXNHE 2B A Amazon Web Services I 2
#9177 (R X BR R Bl

BEEEF/N T ANPRENFIER Amazon Web Services Ik |, F#ZI IAM Identity Center 2% & 3

$TFF Amazon Web Services I TUH., ¥ Amazon Web Services I &% 5 H#Y [E PR E
Z o R T LAER Port Amazon IAM Identity Center al APl & H#y ListAccountRolesAPI J5 3%
BEETHANRESR, Hl , LA Amazon CLI f3Elist-account-roles,

sso_registration_scopes-#*= Amazon config X% E

E} sso-session RNWEENESHEIIR, BARFITUER—NEZMNEE , ANARE
FEENIBRS BB TEFHEE. EM IAM Identity Center IREPEIERIFTEHSE | &4
M F sso:account:access &/MNEE. BXARABESEEETNSIR , ESFAmazon IAM
Identity Center Al 8RR RSB E .

XESEEEN T AEEMP OIDC FFIHERBZINWRME R EZN GRS, SRR
IAM Identity Center 8 & G RN iH L 1,

WRERERATFEZNAARFEE. FHAESEHEL M TEBERREE
sso:account:access fERAESEE A,
Support Amazon SDKs by I TE

LT AZA SDKs XA THHERWIIEERRE, FTESBD HINMEREEFH, ERTF Java®y
Amazon SDK 1 ;& T Kotlin #9 Amazon SDK M — X33 E JVM REBHIRE.

SDK ¥ RAREZER
b=
Amazon CLI v2 =
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SDK ¥ BEFREZER
£
ERAT C++ By SDK B
FEAT GoV2(1.x) W SDK £
EHAT Go1x (V1)K SDK R EMFAHRE config XHIRE , HITF /3 MBS E ST INEL A I
fE ; BZHEKE,
FERATF Java 2.x B SDK = credentials NHHFHIEFEREE.
EAT Java 1.x By SDK i

FEHAT JavaScript 3.x W4t £
FARIEQ

AT JavaScript 2.x B SDK £

&M T Kotlin /9 SDK =
&M F.NET 4.x # SDK =
BT .NET 3.x # SDK =
&M T PHP 3.x 8 SDK =
& F Python (Boto3) Y =
SDK
E AT Ruby 3.x B SDK =
i& AT Rust #y SDK B0 X PRIE B WY ] T &
%
EAT Swift B SDK 2
T PowerShell =
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https://docs.amazonaws.cn/powershell/latest/userguide/

Amazon SDKs f1T& SEE™

IMDS EiFi2 it &

® Note

METHRENEFABREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
F T A SRR IR E T

S THERS (IMDS ) REAEXEBHWZFINHKE , EUUATCKEEREREEETHEG, BX
AABENEZER , ESH Amazon EC2 A FIERHMERA S T EiE. Amazon EC2 124t T ATt
KOIFEANABARET R, ZARTRAURERFREERER, WRZFMMT AR , NT AR M
— AN ZABERNEIE. SDKs AIAFEA Zm S RBTERNHBIAS I EREEFE -2 iIEH,
BRIABE S BT BIRRSMRA 2 IMDSV2) , EIfEALET RN ERZ LK IMDS A&, MRBATFFRATE
HHEIR (HTTP £iR1X18 403, 404, 405) mAM , MEARBEHE. IMDSvV1

ERAUT R ERELLIIEE

AWS_EC2_METADATA_DISABLED - RETE
RAEZHERL D EC2 KA THIERS (IMDS) RIREUES,
ZRIAE : falseo

BENE :
« true - BEMEA IMDS RIREUEIE,
- false - £/ IMDS RIREUZIL,

ec2_metadata_vl_disabled-3*Z= Amazon config XX iE,
AWS_EC2_METADATA_V1_DISABLED - }fEZ £, aws.disableEc2MetadataVl-JVM REE 4 :
1 BR Java/Kotlin

MR IMDSV2 kM , REFEASZFITHBIRSFZMRA 1 (IMDSV) ERER AR,

(® Note

New SDKs 7% #F IMDSv1 , Al A X FHZE, BXRIFHAES , 5N K Support Amazon
SDKs by #1T &,

BiAE : false,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

Amazon SDKs 1T & sEEE
BME
- true— iF7 IMDSv1 AE& A,
- false— IMDSv1 A{E& A,

ec2_metadata_service_endpoint-3*= Amazon config X #i&E,
AWS_EC2_METADATA_SERVICE_ENDPOINT - }f3E3 £, aws .ec2MetadataServiceEndpoint-
JVM REE M : {XBR Java/Kotlin

IMDS By 5=, HENEE Amazon SDKs MITEE R T # EC2 S| TEIENERIA LB

ZRIAE : MR ec2_metadata_service_endpoint_mode &F IPv4 , MIERIAIRSR R
http://169.254.169.254, W ec2_metadata_service_endpoint_mode &F IPv6 ,
NERINH RN http://[fd00:ec2::254],

BME : BHH URL
ec2_metadata_service_endpoint_mode-3*= Amazon configX

#i% B, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - SRS &,
aws.ec2MetadataServiceEndpointMode-JVM R&E M : XBR Java/Kotlin

IMDS i miE R,
2RIAE : IPV4,

BEM{E : IPv4, IPv6,

® Note

IMDS FiFRHER T HFIURERE N—82. ER , REEAXRIFHEMNLNMERE
&, T2KE IMDS RitRRHtE, Rt , MREHFLEENEFEALREENEIE , NSTM
BEETHREMEMNIIRHEERNEAEBEEXH, IE , GHEBKILERH{EZEAD X
DM REERE T AREILE , FNERBPIEEEMD IMDS RiERHAE, IERSE S iK
B, AEEEERIERE.

IMDS FiEV =224

FHIAMBERT , H Amazon R AFA AT ESRBEEENERILEN , REFRAIESNZHER T S EC2
LG T IERRSS (IMDS) k%3 Amazon SE€KEH, BIFF AWS_EC2_METADATA_DISABLED f3E
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TEIRERN true , AILUEZERAMITRH, XBEALPFLERKHENMEES) |, H1858 84 HE 5 Amazon
EC2 RHI tHERSH AU EMNEZNZ M.,

@ Note
Amazon TiLiX iR B |, BB T AREIEN SDK B mET 2 A IMDS B FR &L,

H A D% EC2 IMDS EiERY 5 A
MG EWRETERRTAIERANRERGSUREREBFLEEFERRETE,
Linux 1 macOS

5/ Linux 2} macOS WEFAERU TGS IRELIAER

il

$ export AWS_EC2_METADATA_DISABLED=true

WREHFLWREES shell RENREERPRIFAE , MALAF LRGBS RMEIEN shell BLE
X#EH , fltn .bash_profile. .zsh_profile =& .profile,

Windows
£ Windows WEFAIFERAUTHSRENSETE -

$ set AWS_EC2_METADATA_DISABLED=true

MREFLERRBEBES shell 2EMREESHPREFFE , WANUBAU TSRS

$ setx AWS_EC2_METADATA_DISABLED=true

(® Note

Z setx MTAXFLENATHEH shell 2F , AL EFEZERMBREHHTIF shell F&E
EE R ER

Support Amazon SDKs by f1 T &

LUTHA SDKs XEAREB RN INEERRE., FIEHBSHINEREEEH, ERAT Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{a JVM REEMIRE,
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et

SDK

Amazon CLI v2

ERAT C++ Hy SDK

FEAT Go V2 (1.x) B SDK

FEAT Go1.x (V1) # SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x B9 SDK

$EF T JavaScript 3.x B4
FEIES

& A F JavaScript 2.x B SDK

FATF Kotlin B9 SDK

FEHAT.NET 4.x B SDK

FERTF NET 3.x 89 SDK

FEHAT PHP 3.x # SDK

& F Python (Boto3) KJ
SDK

& AT Ruby 3.x By SDK

EHAT Rust By SDK

U R

fim

A0 fAD FD HD

fim

fim

BERESZER

EFEAHE config XHRE , T B MNEE A INEEIZH

e ; BSHLTE,

JVM REEM : €M com.amazonaws.sdk.disableEc
2MetadataVl M #aws.disableEc2Meta

dataVl ; aws.ec2MetadataServiceEndpo

int Haws.ec2MetadataServiceEndpointMode 53
.

FEA IMDSV1 5%

A IMDSV1 5%,

IMDS 2
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SDK X FFREZEFER
#
EAT Swift 8 SDK =
T PowerShell e BaFERAERBEPENXEA IMDSv1 EiR, [Amazon.U

til.EC2InstanceMetadata]: :EC2Metadat
aVlDisabled = $true

HESIEREE

® Note
METHRERNEFABREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
F T A SRR IR E T,

SDKs Rt —fe X BEX RS BRI RHEEEN T Z. LRHABRFITRATREBENKH , HlmM
ity T FEFRBERIERESE S HREBER.

%30 , 1AM Roles Anywhere fEfFi Ecredential_processRKAREXEH N AREFREIGHER, EX
WRERE credential_process , 55 H £/ IAM Anywhere &3 1T 5% 1UF Amazon SDKs
MIE,

@ Note
DUTARERT —MMASBHERIERN A ZE , MRBEASBSTHRGE , WAILAERZS %
Amazon, REE Amazon ITERRLHITHE K BEAHMEIERMRER, MREHAKE
I, MNAREARERENRERESTKR TS EREXH. BIABHNBEENEIETIEX
mEE AEMHZEEStdErr , B} SDKsH Amazon CLI ATAEIRAIZFKIMEEE , \NTE
AREGHREEAREZBRNWAF,

ER AT BABLE L IhRE -
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credential_process-#= Amazon config X #ig&E

BEE SDK HTERARBZTHNABGT , RERTRRAT ZH TN HFHRIEFIE. ZiRERE

7E SDK A AMNEF/SmTHEMN. 3 SDK FRZHEN , E2FFHEN JSON HIEEA
stdout. HENREHELAURERRNERERFES. ZEEELE SOKRTEFTATHEHRITEHR
IR

® Note
HEZIERHAER THREERHERE 9—H2. B , RAEEXRITHEMIINMEEEZ
B, TeanEdRRiEREAE. it IREHFELNEFERALREERENIIE , WATME
BEFRRE AR EEREENEARLMEENF. HE , SERRRIER#EEA R
WA REERE T HERELE , THERBTEEEANEERILRAE. ERSES K,
A E R ERIERR,

EEEIIEFNBRE

ZRENER—INE/HE , HHhEEiEn SDK FAAXTERREETHEFNERE

s BEMMHBREHUATERFELEK : A-Z, a-z, 0-9, EFRF (-). TX&E (_)., A (.). EH
K (/). REHT (\) FZ=H,

c MEBRBRBIXNMHBEEEKE , BNTERENXHREANEIS (" ") FEEK,

- MRSWEMNBSHEZTEZEH , WAREIS (") FZaRFER, NEEREHIE, TTRR
FMEXT o

s BOEFHFEHEESTANETE, FlWN , BFTEESE $HOME =K SUSERPROFILES,

 FERENHREERN ~, * EUAEETBRERENHE, IRFEELAXXHE  MREL2EH
£ PATH MRZBEEN XA RFERZEF. BERBEERSGSMR

AR RBIE R T 7 Linux/macOS EWHE config X% E credential_process.

credential_process = "/path/to/credentials.sh" parameterWithoutSpaces "parameter with
spaces”

AT RHIERTE Windows EHIHE config X#HHZE credential_process,
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credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter

with spaces"

- ABETHBEEXHTERE

[profile cred_process]
credential_process = /Users/username/process.sh

region = us-east-1

FEUETTRIEY A W

o N

SDK BB ENHHIEENARNZTEZGT , AN ERERPiEEEE. SEENTS , TiLR
BIAE R —HEIRRF , #HSIE STDOUT EERFE LA TIEER JSON i,

{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
(@ Note
BERBEARXE , Version BHAMIREN 1. BEREHEBNZEMNRE , ZEELE
b,

Expirationfi@— RFC3339 XLt RIE. MR T ENH P FFE Expiration &
28, Nl SDK BREZIERTRIFVKHEIE, BN , FEHANGNEIE , AELIEEIHIENZIT
credential_process X B 3 RIFEiL.

® Note
SDK T~ KEABHERIL , T—RTRETRAAGRELE. NRFEER , NLRAENEHRE
R,

Process 2#t#&
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ABHETLUREFFFIRENE , MERERRFIEMRKERR.

Support Amazon SDKs by f1 T &

LT AZA SDKs XA T RN IERRE, FIEBDHINMEREEFH, EHATF Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{d JVM REEMIRE,

SDK ¥ BIEIREZER
£

Amazon CLI v2 =

EHT C++ B9 SDK =

BEHAF GoV2(1.x) BWSDK R

EAT Go1x (V1)K SDK & EMFEAHRE config XHIRE , LT/ MELE ST INE A I

fE ; S HK1E,

EATF Java 2.x B9 SDK 2

FERAT Java 1.x B9 SDK =}
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MNHBBEASHENTT BE. HEFEAIEETEKFHLET KM Amazon SDK RS

i, SDK ZEFHamENFERAETRK ANARTR , MARRKBLETR. 1R SDK HEFHET
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EWE<account-id> , LK. Amazon Web Services XiTj
FRAUTAEEE L IhEE

aws_account_id-#= Amazon config3X#Fi%E, AWS_ACCOUNT_ID - ISMEZEE,
aws.accountId-JVM REE M4 : XBR Java/Kotlin

Amazon Web Services IKF B, ATETKF K SEHE. Amazon Web Services Ik &

HERYAR TR LT 111122223333,

ETIKFim I H A W EERSREEFRNERMERE.

account_id_endpoint_mode-3*= Amazon config X% iE,
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sdk_ua_app_id-*= Amazon configX#fi%i&, AWS_SDK_UA_APP_ID - SREETE,
aws.userAgentAppId-JVM REEM : {XPBR Java/Kotlin

WRBREIHMANAREFNHE—FZ/E , BT RS ENBEF S ELL R HEF Amazon Web
Services MK 1EETEiH A Amazon,

ZRIAE : None
EME : BAKERN SO NEFR, AFFERAFE. BENUTE®REF

B [*) * N
= -
i‘a . !\ > $\ AN &\ RN +\ SooeN g > RN > |\ ~o

£ config XHHgELEN R

[default]
sdk_ua_app_1id=ABCDEF

Linux/macOS B G HTIRENETEN RH

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

Windows B s SITIRENRTEM KA :

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

MRDENAMANTEERFKRENNFS , BRESEXN ZEHTH L.
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2% Amazon EC2 AF BRI ER M tiHiE, 2 XECEE IAM B8 Amazon EC2 3£
1’}'|JJ:1‘\A$ FIERT , BRMIABR T , BERGIacBBERSHEELTATH,

ER TG ARE L ThRE

metadata_service_num_attempts-#= Amazon config X HiZE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - IREZL 2

AEEBEE T ZHNEFTHERSEREEN | ERFIERN B
HRIAE : 1
BNE : KTHET 1 WEF,

metadata_service_timeout-#= Amazon config X #HiRE,
AWS_METADATA_SERVICE_TIMEOUT - }FEZE

EENMNES THIBRS L EZHRIER | KEBETHREG
ERIAE : 1
BWE . KTIET 1 HEF,

£ config XHHIREXLEMN A

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

Linux/macOS B SR TIRENETEN RF

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
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export AWS_METADATA_SERVICE_TIMEOUT=10
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setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10
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HE SDKo

i E R4 SDK 2B FE A A 2 ARN Amazon Web Services X183 HiER & XK T
B, SDK £I8iF Amazon Web Services X5 ARN & B 5% i Amazon Web Services X15

Amazon S3 AR e


https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/AmazonS3/latest/API/API_GetObject.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_PutObject.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/using-access-points.html

Amazon SDKs f1T& SEE™
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BF K GREANXEHREANEREE  RAREHAEMHAETXENAER,

ETREXZXEZEARNEZEER |, 555 Amazon S3 AFIERE T/ Amazon S3 Y2 Xi#z A
o

/AN 0

ETHAEXRZXEEAS Amazon BREF (ARNs) WEZER |, H5 % Amazon S3 AFiEEY
MER S XEEASRHER,

ETHRAXMNBRSZXEBEARNESEE , 55 M Amazon S3 AIFERMPMEES XEEA R

Amazon S3 % XiF i8] 8 93


https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html

Amazon SDKs f1T& SEE™

SigV4A B 2R ATEELRBXIBIERMNE R XM, ZEEH SDK B Amazon & AE1T8 (CRT) &
R BIURIRE

ER AT BABLE L 2D RE -
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ZRIAME : false
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KZE Amazon Web Services fRS B RE 545 EM B X AE < Bk, BRIEMBEBIFFEHR Amazon
Web Services FRFIZREME R IHEE , BNE - MNXEH BN EREETMEMXEHEBREE. Hl
W, Amazon S3 M Zi# EC2 X HEBXEHEH, LRSS (Al IAM ) &EXIFHRIR,

Amazon Web Services — & @EEXUATHENEELR :

s ETHEXEMERZBNRR , HEENEXEiKRMNGIEK , FSHAmazon BRS ik =
« BEELHFE Amazon Web Services REFIBXFHNXiFMigadk | FSE RS im S B,

NBRSEF s

E LR A IAE Amazon Web Services S , SDKs FRAEMNMEAZ P HE/N R, Amazon Web
Services RSBl EC2 , MR LV N ARFEE RN S |, NEHNAREFNCIZE— Amazon
EC2 BEF RN RKEZRSZEO,

MRERBEAGPXENEFRABEEXE , WEFHFRIAERAES AT REregioniRENX
H. B2 , AIUANEMENEFENREXNRERT M HAENXE. UXipE R RE XS LT
ERFSEFLRNEMNLFRE. FARBREZFN KRG REPIEEN  ZXEFETED
SDK ( EEFEMISE SDK 5=k SDK REBBE ) .

ER AT B ABLE L D RE -

region-*= Amazon configX #i%i&, AWS_REGION - 352 £, aws.region-JVM REEMH : X
BR Java/Kotlin

}§E Amazon iE3K Amazon Web Services XiF (F R ERIAE, XA FRIBHISE XA SDK

AR5 E R
BNE : T BAABETELE,

BHE

- TATAMERSNEMXBAE , HX5IXK , HSH Amazon — kS EHH Amazon RS %
Ho Bl , B us-east-1 FHKRIKE N Amazon Web Services Xig) ZERZB ( HFE LML
) o

« aws-global NRXFART RZAEZFEMN L BLRTRNBRFEELRLHKTR , HlW
Amazon Security Token Service (Amazon STS) F1L 5 i# & & 77 & Bk &5 (Amazon S3) Service,

£ config XHHIREEN R
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[default]
region = us-west-2

Linux/macOS B ST RERETEN R :

export AWS_REGION=us-west-2

Windows B RS TIRENETEM RH

setx AWS_REGION us-west-2

RZH SDKs #BE—N ‘BE” NWR , TATHENARFREBARIEERIAXE, BEXEFEHAEE , ESH
B 4SEE Amazon SDK FF A &M,

Support Amazon SDKs by #1TE

LT AZA SDKs XA THHE RN IIEERRE, FTEBD HINMEREEXH, ERATF Java®y
Amazon SDK # & A F Kotlin 89 Amazon SDK M — X #F{a JVM REBMIEE

SDK ¥ FEAHESZER
£
Amazon CLI v2 = Amazon CLI v2 EFRHE{TEAWS_REGION Z8ifEHFWEM

{EAWS_DEFAULT_REGION ( BAANEEHBIESF ) .

Amazon CLI v1 = Amazon CLI v1 fEFHIAWS_DEFAULT_REGION HNItEHM@
REMRE &,

BT C++ By SDK =

EAT GoV2 (1x) M9 SDK £

EAT Go1x (V1)K SDK R EMFAHRE config XHIRE , LTI/ MELE ST INEL A I

fE ; BZH 21,

ERAT Java 2.x B9 SDK

fm

EATF Java 1.x B9 SDK

fm
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SDK X FEXHEZER
B

FEA T JavaScript 3.x N4 R
FERIES

FEA T JavaScript 2.x B SDK £

&M T Kotlin # SDK =

EAF.NET 4.x 9 SDK 3

FEAT NET 3.x 8 SDK =

EAT PHP 3.x # SDK =

i& AT Python (Boto3) #9 = Ik SDK fEF& 7 AWS_DEFAULT_REGION HIIREAERE
SDK s A=: 0

EF T Ruby 3.x #J SDK =

EF T Rust B9 SDK =

EHTF Swift 8 SDK =

H T PowerShell =

Amazon STS XiHAKX w1 =

(® Note

WETHEERE A RRBERSER Support b y Amazon SDKs # tools RIEHW B , H5
B T R A IS R AV IR B T H

Amazon Security Token Service (Amazon STS) Bt £ KRS , HIEM XK., Hp—L

Amazon SDKsFIZRIA CLIs A KRS K IHT R (https://sts.amazonaws.com) , A LN
AXIFRSLHT R (https://sts.{region_identifier}.{partition_domain}). TEERIA
FERANXESF | [@ Amazon STS £KLET /R AHNBERQBHEERRKENE —XEHPRHERES.
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ELEXE A | [ Amazon STS £EKLuRT /LA HBVESRE —> Amazon Web Services X2 E R
2B ( BERILILER ) IRERS . Bx Amazon STS KinT R EZEE |, 2% Amazon Security
Token Service APl 2% Amazon STS H # 4w 17 K 5Amazon Identity and Access Management F 72
$&7 Amazon Web Services XiZiH &,

Amazon REMCERERTEEEA XIGARET R HE BB L iET RAmazon Web Services Xi3, JEE
A5 X E P ABE A X BKRIET 8. HIEFTE SDKs TEHXFHILE , BFFE TELE LS IR
Xiig R ENLTITHR. BXEZER , BSHTXH Ho.

® Note

Amazon BEXIERIAJE F B9 X189 Amazon Security Token Service (Amazon STS) £ B4
WA (https://sts.amazonaws.com) #4T T EK , SUIBRHEBE MR, Amazon
STS M4 BAEHT AMiE KRG HFUSEM TERE Amazon Web Services X135 ¥E 75
R E, XEFRFLBEIERMANXE, BMNBUEEREZH Amazon STS XiF4
W R. BXEZEEL , 2% (Amazon Identity and Access Management A #8/)
#IAmazon STS £ Fik 2 E Ko

NFXIFUIRERN SDKs MTE , FRAUERNAT A AEEIDEE

sts_regional_endpoints-#= Amazon config X #iZ &, AWS_STS_REGIONAL_ENDPOINTS -

HEZE

W% BIEE SDK = T EMm#E A F 5 Amazon Security Token Service (Amazon STS) BE/H
Amazon Web Services IR it R0

ZIAE : legacy

@ Note

2022 F 7 A2 B R MW A SDK EERAEFERIN N regional, #EY SDK EERAK
ATEELMIBRILIZEH EAregionalTH. ATHAMBEERRRKNWER , RIMNBWERT
REENAREFRITREMAregional,

BXRE: (BWWE : regional)

« legacy— £ /H Amazon STS & ixT Rsts.amazonaws . coms
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+ regional— SDK R T EHAMEM L AIE BEXEHA Amazon STS KT Q. Flw , MEFEF
BB RN EAus-west-2 , MX AT E A A ERE Amazon STS KiFEIXFHL T Rsts.us-
west-2.amazonaws.com , MAR£Ksts.amazonaws.com&iFET R, BEEFALIRER [
2RWMAKREFR , BALLEXEREN aws-global,

£ config XHHREXLEER KA

[default]
sts_regional_endpoints = regional

Linux/macOS BE tr T ITIREHETEN R :
export AWS_STS_REGIONAL_ENDPOINTS=regional
Windows B G TR ENETZEHN RH

setx AWS_STS_REGIONAL_ENDPOINTS regional

Support by Amazon SDKs and T &

® Note
Amazon REMCERRA T EEE A XIFEL T S HEE KL imT 2RAmazon Web Services [X
5o

TRILCETEN SDKHITE :

s XFRE  BEXFE STS KEwAWHEZEconfigHTEEFNRETE,
« INZEE  ZRENRIAME (WNEXE)
« RRIANRSZEFIwmB#R STS Endp oint : BMEEHBR NGRS RETTA , BER Rt ER BN RIARE

/AN O

« BREEFIRERTRH : = SDK ANFEARXBLET QEHAREEXEN , E2®IT4L. TREEH
KHLHRT KRERANRANERRNIREEEregional T KEHKSA | %‘Bé&ﬂ XTI A

ZREERTUTE :
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SDK HRiINREE RIANRSEF BEEFKRE RIIEZEE
: % B ¥R STS BITH
7=\
AT % legacy 2RKIFETE SERKFETR
PowerShell

Amazon S3 W IR TE MR

® Note

METHRENEFARREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
F T RS A IR E T

— EREJ1A] Amazon SDKs BAXR , —E X4 0L I b 8] B2 77 i AR S5 A2 IR M A T8 dRat#E1T
BRETEMELE, Al , XEXERAEN. JE , BIERAET CRC BWEX ( I CRC32
CRC64 NVME ) BRIABA T XERKRE, REEN SDK RTEHERINE L , BEETUERETENE
He MRFTE , B UMEFH N LEREMETENREM, £E, 7REE, TERINERN
ER—HTHARME T FEFRTEBERE,

FA1H Amazon SDKs & #THRZA< Amazon CLI 2 B3I it ESAX LENETERARRE (CRC) WK
M, FARHERKIEE Amazon S3, Amazon S3 ERFGHRIFMY ITEREN , ARFRAEVENHEBHTEH
i, AERNZNRRERRNBAFEMEN RO TBEF . BDHRENFERENRESLHOBES ,
HTHRNKE , IABZREHEFNRERMHARTRIE TR, S ARNRIEFHEENRTHEPH
B,

ETHEAEXIREMNREE, 7BRLESRIEFNREMNELZNRNEZELS , F5H (I DR ERFEERS
AriEEm) PM1E Amazon S3 FREN RTEM,

DER AL
Amazon S3IERAFEARBEMRTEER M2 R EEN —BETENRREM,

DRENEBD L2 X R, & SDKs itES MBI HNRE M. Amazon S3 i AiX LR B
UploadPart APl RiIES N0 TEM, bHL , Amazon S3 £EZEA API B IEIER AN ST/ K/
MAREHM, CompleteMultipartUpload
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MRENBRHTF X TESE Amazon S3 EHEESE KRNI DR L4E , NNFERAKRPHEFET SDK
HERIABERBIUE R0 MR A, Support Amazon SDKs by #1 T EZR ] LUB ik BiREIRE
FNFULL_OBJECT=iE#ZFH CRC64 NVME &Echecksum_type’:ERKikiEE A BT RKEA,

MREERNZIBMAK SDK 5 Amazon CLI :

MRENRARFER 2024 F 12 AZENRHEFAITEIHITE , Amazon S3 R iHEH
NRH CRC64 NVME REM , HEHEKENKRABEFURLERSE, B , ETUF
Z M CRC 5&1TE M CRC #{THER , HRIEMEAWMERER, i, BMHATLES
fEPutObject®UploadPartiBRAREB ST A ITENREMNRKF T BZEMERY | X
HR A% R b [R] R A9 AR A 0T 5 o

2N EN

ER TG ARE L ThRE

request_checksum_calculation-Z= Amazon config X #iRE,
AWS_REQUEST_CHECKSUM_CALCULATION - 3/ 53 £, aws . requestChecksumCalculation-JVM
REEM : PR Java/Kotlin

RINBRT , AP EREBERNATLUERITTEERRE M, A/ A SUEFREA A AN RE MEEE
NHEBERN—ED. &N, NERABSET SDK WBRINEZE, BXxE51 SDK RTENBRINEZE
%28 T Support Amazon SDKs by #1 T B &,

2RiA{E : WHEN_SUPPORTED

BWE

« WHEN_SUPPORTED— 2§ API Xt |, X ArEMN AZHMITREFIEUE , Hla0[ Amazon
S3 IR,

« WHEN_REQUIRED— {X7E API B EEER T HMITRE ML,

response_checksum_validation-#Z= Amazon config X #iRE,
AWS_RESPONSE_CHECKSUM_VALIDATION - }f353% £, aws . responseChecksumValidation-JVM
REEM : PR Java/Kotlin

MABRT , APEREERN AR EZEZHERBR MBI, TEBNAENREN , HERE
MW RIFRA#ITHR. MRREMBIERK , NERRARHE AR EAF R HHEIR.

R M RAR L E I TRE MBI E L, Amazon S3 FFiRaR R FIE XFRKFME Amazon
S3 API BREM IR, ER , MR SDK MAZIMIEBENREMEE |, MBI ieir.

ZRIA{E : WHEN_SUPPORTED
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« WHEN_REQUIRED— X3 API B#EXH B FAAFE R ZRERBREARBIAN , T 2RTREM
WiE, Hlgn , 2@ Amazon S3 GetObject API #ffChecksumModeS¥i% & 1 /5 AR,

Support Amazon SDKs by M1 T &

LT A SDKs XEFARTBEHHRNIIEMRE. AAEISHISMERIGEZH,

EATF Java By

Amazon SDK 1 5& A F Kotlin #9 Amazon SDK M — X33 Ef JVM REBHIRE.,

(® Note

&P , “CRT” 2f5Amazon % AT (CRT) B , TaEEM

SDK

Amazon CLI v2

BATF C++ 1Y
SDK

EATF Go V2
(1.x) #Y SDK

EATF Go
1x (V1)
SDK

EATF Java 2.x
Y SDK

Mt

o #m Hm il

fim

MARBMEZ ZBIRBRNEE

CRC64NVME

CRC64NVME

CRC32

CRC32

CRC64NVME,
CRC32, CRC32
C. . SHA1 SHA256

CRC64NVME,
CRC32, CRC32
C. . SHA1 SHA256

CRC64NVME,
CRC32, CRC32
C. . SHA1 SHA256

CRCB4NVME ( V&
¥ CRT). . CRC32

SRRYTI B 7 H A R B

BEERESER
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INEENZENEENE
Python (Boto3) #[E,
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CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32 awscrtBEY BB T8
C(fXE®ICRT). . A CRC32C,
SHA1 SHA256

CRCB4NVME ( {UE
i CRT). CRC32,
CRC32 C (i@t
CRT). . SHA1
SHA256

BT RN RS

106


https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html

Amazon SDKs f1T&

SEES

SDK X

b=
& T Ruby =
3.x #9 SDK

EAT Rust By =
SDK

EAT Swift B9 =
SDK

AT
PowerShell

fim

WL FIPS im s

® Note
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use_dualstack_endpoint-= Amazon configX{i% &, AWS_USE_DUALSTACK_ENDPOINT -
INEA E, aws .useDualstackEndpoint-JVM REE M : XBR Java/Kotlin

FF B xH SDK =

ERTREXSE,
BiAE : false

B B XCHERK IR

RIEFER, BT AR L
(L 5 fa) 2 17 AR S5 A P 48 7)) I=I='I§I’J ‘£ Amazon S3 TR L iR R,

Jim T RNEZEER , 53
IPv4 IPv6 M HEAR i R

A
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https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/dual-stack-endpoints.html

Amazon SDKs f1T&

SEES

BNE :

+ true - SDK T EF=HEANHER IR KRR HMKZER, WMRARSF/ZH Amazon Web Services
XFAREFEMERHS , WERFEK,
« false - SDK H T EFA2EANHER IR KK HMBZER,
use_fips_endpoint-#= Amazon configX#i% &, AWS_USE_FIPS_ENDPOINT - IREZXE,
aws .useFipsEndpoint-JVM R&E 4 : XPR Java/Kotlin

FREYXxH SDKHITERE

BRFE FIPS Mim R ZIEER. BRFIPEELEBIRE (FIPS) 2XEHK

R BREREMZN —RIZEER, BUFHIHE, SEKEARFSESHRITBEATRILSHIG
HIESE FIPS 18§ 5 %. 54/ Amazon is /A E , FIPS i REARE FIPS 140-2 9 TLS ¥

e, MRBRALKRE , FE

Amazon FEIY TJ BES KW

# - -endpoint-urli%&Ii,

B RS P R1ETE FIPS KT = Amazon Web Services X133 , N
B¥ETFIRE R = LR Amazon Command Line Interface ZEIHigE

EHi¥ g THRBESEMSXIEE FIPS LT = Amazon Web Services X5 , S HIRBRE 20
FIPS Bim T m. BXRIGHEMNITESRSZSLKETANEZESR , H5H (ILS% EC2 APl &
E) RN (IPv4 M IPV6 ) KisT =,

ZRIAE : false
BNE :

« true - SDK I ENEFE FIPS Wik KIZiF K,
« false - SDK L EFAFL@AFE FIPS Him R AZIEERK,

Support Amazon SDKs by f1TE

LLTHA SDKs XEFARETFH RN INEEFRRE, e FINEREEEH, EHAT Java®y
Amazon SDK 1 5& A F Kotlin #9 Amazon SDK M — X3 E M JVM REBHIRE.

SDK

Amazon CLI v2

EAT C++ 1y SDK

SERTF Go V2 (1.x) #9 SDK

X BEREZER
B

=

=
=

=

=
=
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https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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SDK X FEXHEZER
B

EAT Golx (V1) SDK R EFAHE config XHRE , BAF S MELE X H NI Ih
B BEHLIE

ERAT Java 2.x By SDK 2
FERAT Java 1.x B SDK B
FEA T JavaScript 3.x N4 R
FAXIES

FEATF JavaScript 2.x By SDK £

EA T Kotlin # SDK 2
ERAT.NET 4.x 9 SDK =
EAT .NET 3.x 8 SDK =
ER T PHP 3.x B9 SDK =
& FF Python (Boto3) Y =
SDK

ER T Ruby 3.x By SDK =
@A T Rust # SDK =
EA T Swift 8 SDK =
AT PowerShell =
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https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
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https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
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i RA I

® Note

METHRENEFARREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
F T RS A IR E T

SDKs i fim R 2 TR AR RS H S ( URLs THRIZMEIR ) | ﬁﬂ'l%?’iﬁﬂ«iiiﬁi&ﬁﬁ Amazon EE
URLs #{TE X, X8 , ZFHKRERAUUBEIRUFTHIRR,. FERFSEEBRENHS. HR , B
EETHNETERAREGESKRETANKS. RRITARKE , KBSFER XS R HAR
E. Bl , X¥F Amazon Tlmestream SDK A7;Z}:I:'.DescrlbeEndpomtsus; '}UM‘A%—IFH MimR
R ERAX LR TERIFERIE , fliiCreateDatabasemCreateTable,

ER AT BABLE LD RE -

endpoint_discovery_enabled-#= Amazon configX#igiE
AWS_ENABLE_ENDPOINT_DISCOVERY - %i:%?{s aws. endp01ntD15coveryEnab1ed -JVM R&5
B : PR Java/Kotlin, EEEERBHEEE , FEEEFENSSE SDK.

F B E>< M DynamoDB B4 iHT S &,

£ Timestream FEE XML IHT &2 , £ Amazon DynamoDB H 2 1%/, LtiREERIA
Ntrues , false B FBURTHRFREFTERA/KXKI., BEIRIERERIANtrue , Amazon
DynamoDB &R 1A 7, false

BERE -

« true - W TFiHRKIMZAENERS , SDK B ZH KT R .

- false - W TFHRKARAIENERS , SDK TN B Z R KIS

Support Amazon SDKs by f1T &

LT AZA SDKs XA THHERWIIERRE, FTESBD HIMEREEXH, ERATF Java iy
Amazon SDK f & AT Kotlin 89 Amazon SDK M — X #5F{a JVM REBMIEE
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SDK ¥ BEAREZER
3
Amazon CLI v2 =
EAT C++ 19 SDK =
BEHAT GoV2(1.x) W SDK £
EATF Golx (V1) SDK R EFRAHE config MHIRE , BT S MEE XH NI
BE ; BZHEKE,
FERAT Java 2.x B SDK 2 FEHAT Java B9 SDK 2.x AWS_ENDPOINT_DISCO

VERY_ENABLED F{EETZEEZ .

ERATF Java 1.x B SDK B FEXEF IVM REE .

ER T JavaScript 3.x WE#H R
FEIES

EA T JavaScript 2.x B SDK £

& A T Kotlin # SDK =

EA T .NET 4.x B9 SDK B

E\EAT NET 3.x # SDK B

iEAT PHP 3.x # SDK =

i& A F Python (Boto3) KJ =

SDK

iEA T Ruby 3.x #J SDK =

EF T Rust B9 SDK & XX Timestream,
%

& AT Swift 89 SDK B
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
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SDK ¥ BEFREZER
£
AT PowerShell =
BEARERE
® Note

A
55

WETHIEERNEMFRBEREEA Support b y Amazon SDKs # tools RIEHIFEY | i
7 7 SRAEENIRE A,

SDKs X #F— il EE 4 SDK TR EMRE.
FRUTHERELLIEE
api_versions-3*ZE Amazon configX#i%E

BL Amazon BRSF4EH Z AP RAUXFRERE. BMIAMBRT , SDK M Amazon CLI #1E4E
FASFHO A API IRA, MEREAFERN API RASRAEBEHIER |, HELH DS AZEHHMZ

api_versions &&,
ERIANE : Fo ( SDK EFH A& #T AP iRAS, )

ERE . XR—NMRERE , FHAE —1THZ1T4HH , #1702 —1 Amazon RS MEREAH API
MRAR, ETHRAEWHLE API lRATA |, 55 51%Z Amazon FREHI XY,

ZRBl R configX RN Amazon BRSZIZRE T4 EM API R4, XL APl IRAXATEES
XEGENREXH TEITHG T, EAHMRSHGSHERAZRSH AP &EFTRA.

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle-#*= Amazon configX#i%i&, AWS_CA_BUNDLE - }FETE

EBEREY SSUTLS EENEFANEEERBRAT (FRERN .pem HXH ) WEE,
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https://docs.amazonaws.cn/powershell/latest/userguide/
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SRINME: T

BRE  EERERERELANHE. IRFEERANHE  WRELZIAE PATH MEREEE
M XK AP ERIZEF.

£ config XHHIRELENRH

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

HTRERSULERENBRERZFEUNAFREEEZER , L TR Windows config XHHREL
B R :

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem

Linux/macOS B s FITIREFREEMN A

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mar05.pem
Windows B G STIREFREEN A

setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar05.pem

output-*£ = Amazon config X #igE
IEE WM{AIE Amazon CLI MEM T EAHiREL R Amazon SDKs BIHE= .
ZRIAE : json

BRE :

« json- % HXA JSON FREREN,

« yaml - % XA YAML FRFENKR,

« yaml-stream - #H#ERNAEH XA YAML FRHENRN, BRIFERMAIE KB HIFEER
B,

« text - HHXASNHIRFDRERFRETHRN XX R HEE B XARGERR (W
grep. sed = awk ) REMA.
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https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#text-output

Amazon SDKs f1T& SEE™

 table - WHRARKIER , ERAFH +- WERETHELE, CEERNARUBRZIER
XA LEMRAERTZHiR , ENFESERHTEZBLAER.

parameter_validation-#}= Amazon configX#iRE

I8E SDK L EEFSITSHEAZER Amazon BSEiE A2 282X Y3,
BRiAE : true

BE¥NE
« true- RiAE, SDK T ERITHTITSENEFA BRI, XEBT SDK RTEHIASHE
EEM , HHER—LLEIR, SDK ST EA[LAE M Amazon BRSS i R &K 1E 3K 2 BB 4 To Y i

SN
“JNo

+ false— SDK T EEFRTITSHRIZEE Amazon RF KRBT ERITRIE,
Amazon fRS5 iR QAR WIUEFFA B R HEL TR FER.

Support Amazon SDKs by M1 TE

LLTHA SDKs XEFEARETFEH RN INEEFRRE, a2 FINEREEEH, EHAT Java®y
Amazon SDK 1 5& A F Kotlin #9 Amazon SDK M — X 33HF M JVM REBHIRE.,

SDK %X BEAREZER

B
Amazon CLI| v2 & api_versions X,
EAT C++ 9 SDK =

EAT GoV2 (1.x) B SDK  # F X api_versions # parameter_validation o

ERAT Go1.x (V1) H SDK # F X api_versions # parameter_validation o
7 EFRAHRE config XHFRE , HIFF B MNELE X4 INEREYTh

e ; BER L,

ERAT Java 2.x B9 SDK B
FEATF Java 1.x B SDK B
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https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#table-output
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
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SDK X FEXHEZER

FEA T JavaScript 3.x 4 R
FERIES

FEA T JavaScript 2.x B SDK £

&A T Kotlin #9 SDK &
B AT NET 4.x By SDK B
SEAT NET 3.x #9 SDK &
S&HAT PHP 3.x #§ SDK =
& A F Python (Boto3) #J =
SDK
EHA T Ruby 3.x B SDK 2
& T Rust By SDK S
EAT Swift # SDK &
AT PowerShell S
IMDS % /= i
(® Note
METHRENEHFRERFERY Support b y Amazon SDKs # tools RIEHIEEEY | BS
5 7 AR AR R R IR E TUH o

SDKs EFAHE B ENEREIEF T BTERSMRE 2 (IMDSV2) B Fik. BXEZEE IMDSV2 , &
2% (Amazon EC2 FiIF#§RE) IMDSV2H i) “fEf”, IMDS ZF iR AliEd SDK RBERRHBNES
i L B R ATELE

ER AT BABL B L hAE
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html

Amazon SDKs f1T&

SEES

retries - EFHEHENRK A
F47] 2 W9 15 SR VAN B i R B
2RINE : 3

BEME : KT 0 WEF,
port - B URELEX R A

3=y b 1
ZRIAE : 80
BRE  BFE,
token_ttl - EFIHREEN KRR

TR TTL,

FRINE : 21,600 ¥ ( 6 /MEF , DEAHKASE),

BYE BT,
endpoint - B inAL EXS KK A

IMDS BYi% R

EIAE : R endpoint_mode FTF IPv4 , MIERIAMRSR A http://169.254.169.254, R

endpoint_mode &TF IPv6 , MIBRIAEwKR N http://[fd00:ec2::254],

BRE : BHH URI

REBMAZFLITIRI SDKs, BXRFAER |

endpoint_mode - EFIHELBX KK R

IMDS Wi miE .
ZRIAE : IPV4

BE%{E : IPv4, IPV6

http_open_timeout - EFIRHEXNRHKA ( BMARBMTE )

EFERITITHYH

FSHERSE SDK K3 E,

IMDS % i
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Amazon SDKs f1T& SEE™

%ﬁi}\ﬁ 1 *9\0

BRE : KF 0B F.
http_read_timeout - EFIREEXN KRR A ( BMAREBAATE )

RE— M IERE .
AMINE 1 ¥

BMME : KT 0 WHF,
http_debug_output - EFHEBEN KRR ( EHTREAFTRE )

RiER T AR R R,
%ﬁi}\ﬁ . %o

B%ME B /0% , W STDOUT.
backoff - EFHWREN KM R ( &M TEAMTR )

ERRERAZBAKRENDE , IBZARENERIIGEAHEBR, X2BERIANEREIRKE,
ﬁi}\ﬁ : SDK ﬁﬁdE'I"o

BXNE: B SDK MR, AIURHKE , hAIRNBEXEHHN AR,

Support by Amazon SDKs and T&

LT AZA SDKs XA TH RN IIERRE, FTESBD HINMEREEXH, EHATF Java ¥y
Amazon SDK # i& AT Kotlin 8 Amazon SDK M — X #F{a JVM REEMIRE,

SDK X BERNEZER
B

Amazon CLI v2 =

EAT C++ 1 SDK &

ERT GoV2 (1.x) HI SDK £

FEHAT Go1x (V1)K SDK £
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/

Amazon SDKs f1T&

et

SDK

FEHAT Java 2.x B9 SDK

FEHATF Java 1.x B9 SDK

EH T JavaScript 3.x B4
FEAIEQ

& A F JavaScript 2.x 8 SDK

& AT Kotlin 8 SDK

EATF.NET 4.x B9 SDK

EATF NET 3.x 89 SDK

ERATF PHP 3.x B SDK

$EHF Python (Boto3) #Y
SDK

& AT Ruby 3.x By SDK

FEAT Rust B SDK

FERT Swift B9 SDK

AT+ PowerShell

Eid1TH

(® Note

X BERESER
B

=
=

=
=

WMETHEEREARRBRSER Support b y Amazon SDKs # tools RIEHWH B , HS

58 7 AR AN 45 R RY IR S T

BERTHEEERNAZEMEE SDKs B RSB EAMHIMENIZE, Amazon Web Services IR S

ERER W)
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https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
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ER LT BABLE L 2D RE -

retry_mode-H} = Amazon config3 #i%iE, AWS_RETRY_MODE - (B &, aws.retryMode-JVM
REEM : PR Java/Kotlin

EE SDK S R AR TEMAZHER,

RIAE : WERETEHN SDK, BEFLWESE SDK 18RS SDK FARBELL T #HHEERIA
{Eretry_mode,

BXE
- standard— ( #% ) #EN—HEFRXHN, Amazon SDKstERTE —HIRENEIREIR ,

HEFREERRXBUSAREHESTHAENREE. UEXTESHFNABRFFREE
. BRIEmax_attemptsBABEE , BN HERX TRIANZRRZH I =R,
- adaptive— —MEEHERX , REATHHAS , SEFEEXNINEEUR BEH B FiRER
BREl, BRIFEETEREMNARFES, , SNFENWHHEREXATZHARNARRF. B2
B EstandardfadaptiveBEHERZAHTER THREZEE., WEXRNIMMN | FkT
BESBTIT A,
- legacy— ( TH#E ) BETEH SDK ( BEFEMIFE SDK 15 SDK BIREBE )
max_attempts-#{= Amazon config X% E, AWS_MAX_ATTEMPTS - SR &,
aws.maxAttempts-JVM RSB : XBR Java/Kotlin

BEEXNFERBITHRAZ R,

BRIAE : MRRIBELE , NERAEIRFretry_modeit ENE :

« MRretry_modeRlegacy - FHAKET SDK HWEIAE ( FEBLEHIEE SDK 8= SDK #
RIBELLT fmax_attemptsERiAE ) o

« MRretry_modeR@standard - ZiR =X,

« MRretry_modeRadaptive - ZiIH=)X,

BRE : KT 0 BIEF,

fEstandardfadaptiveEHER 2 B # TiEF

BRIECHEBCHAZERES , BNRMNEBENUEFEAstandardERXER, adaptive

FiATRH 119
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® Note
Zadaptive BN RIREEERERIRIRS TR EERWTBEFBILE Fin, MRRFIXH
i, MAMRAERNBEANFERERAR —NEFIR , BA—NEFERPHRFIATELSIEEN FHERXRE
REER,

Standard B3&E R
NARFAAF . =6, NAREFRAA

1. N HEE R
2. EFNRRERENRR , HE , BEFERHE
B, UERIERE TR RS SR 2B E

F o
X EFUTER LABY Ik SDK £ H i HAE E il X EFUTER LAB Ik SDK £ H M HAE il
B R A 2 A B 3 I R ERZ SRR IFRN AR AR ARE# R D K

WAERVERE | SUREUER 8 ingY AT gets.

KXEFREIERE-RFERZEH , RQEEER,.  ALRHEHEENBER=R.

MBBEREAadaptivelBX , MERHNARFSAESATRZZERFHNSENERHEET K, £
XERT , RRELTBARE K MANEZEEREHREIER. Amazon Web Services AR5 Amazon
Web Services RS TTAB H 4 ERBRHIER, LRIILAL S # DynamoDB RS54, DynamoDB
Amazon Web Services XiF AN LIEFEHRIMNRKRBHIER. XERELNRKBEEFTRN—NE
AR HMREZRE, MREZNRBEAR—IMNEFIRGRAMER , HANHEP—MNRNBERZEIR
H, MEENERENTBREFMERNBERER, BHRENIRITHE Region-and-tableXf R —NE
Fit. MRBEEHadaptiveBEXATBEZINIER |, HSHTARSHYEE Amazon XH4IER.

B EAKIET

£/ Amazon SDKs THEBERRERBNEIXERUAK ( HadaptiveBEHERXT ) NAZRHNEEXR
EER, SDK EAANGEEEE : N EHSEEEBN—MERERSEEEE.
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https://en.wikipedia.org/wiki/Token_bucket

Amazon SDKs M1 T & SEEmE

- BERTHETMRBATHEE SDK REENENZEAER , MEEHRHEBEAY LENTERS. £
BRI aNEEEPREGE , BRAIEHTHEREFEE. IREHEARFEAIZE ,
SDK HALERKZEKR,

s ERERCHEFMEBNEadaptiveEREX THATRERZBERNER, STHEEERXEERZEM
FHERPIREE |, HRBRSREMRE WA , AsiASHEENERRNSEIREEFERE,

LI RstandardfadaptiveFHEXERNN SRR

MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)
sleep(delay)
}
}

UTRRFHARBHIALAHNEZFMAEE -
GetSendToken:

B RN Eadaptive BB TEA, IRNBERFRTEEFERPIRNTE. IRAHFTA ,
CHEFTHEENTH, B SDK AT AR BRI AIUIEERAM , MALERF, FEBTHTHERE
RRARYE 20 7 b WA B B PR 75 ) R 3R 8 3 S R E YRR B 1T R B

SendHTTPRequest:

L HBRIFER K %EE] Amazon, KZEA Amazon SDKs £ HTTP B |, ZERAH HTTP i&Red{E
REZEMRERNEERE, BE  NRBERBTHRFBRMER , NaESFEHER , BNRERAT
ENMRERMAN , I FT2EEFAEE,

RequestBookkeeping:

ERATH oY
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WMRERKY , WEFSEFIMBTEFERES. NEadaptiveERHERXT , HRERTEFHEBEN
EFR R R WB A B R R BT EH#

Retryable:
LS RBTFEUTHARBERS AT UEHMA

- HTTP RARE,
« MNRFIREREIRIEE,
o MR , BN SDK WEIWE MR , HPRKEFRERSH HTTP 1R,

BEAT&E1R ( HTTP JRZSVES 400, 408, 500, 502, 503 1 504 ) MITFREEIR ( HTTP RARE
400, 403, 429, 502, 503 M 509 ) MAREHER. SDK BERITARESHIRNBIRSPHEMLEK
REHREN.

MAX_ATTEMPTS:

RIANWERARZIH R BB ZEretry_modeiRE , BRIEFMIEEFImax_attemptsBE.
HasRetryQuota

WSBRMNEHTEEFEEPRITE. IREXATHEERNIZ , UF2ERHER,
ExponentialBackoff

NTAUERNER , FRENNERERRITEEIRIER, SDKs £/ H A Bl —H HliE % E
Be UTEZERT MMANERINEAIE X EEREE (AW HNEA ) -

seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

ELEREZS , LTEER :

b

random number within the range of: @ <= b <=1
r =2

MAX_BACKOFF = 20 secondsXF AXZHAXKIL SDKs, BESREMNFE SDK FEmERNABIHIITHE
Ao
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Support by Amazon SDKs and T&

LT AZA SDKs XA TR IERRE, FIEBD HINMEREE XA, EHATF Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{d JVM REEMIRE,

SDK ¥ BIREZER
£

Amazon CLI v2 =

EHT C++ 19 SDK =

BEBHAF GoV2(1.x) BWSDK R

BEBHATF Go1x(V1)WSDK &
FEATF Java 2.x B SDK =
BT Java 1.x B9 SDK = JUM REEM : fEfcom. amazonaws. sdk.maxAttemp

ts fX¥aws.maxAttempts ; M com.amazo
naws.sdk.retryMode &, aws.retryMode

FEA T JavaScript 3.x 4 R

FERIED

SEAT JavaScript 2.x ) SDK & XHHZAFRRHK. HHINEREDRUARATEXEERNE
TE X I3 7B %D,

& T Kotlin # SDK =

JEAT.NET 4.x B SDK =

JEATF .NET 3.x #§ SDK =

&M T PHP 3.x # SDK =

& FF Python (Boto3) Y =

SDK

& T Ruby 3.x B9 SDK 2

ERER W)
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
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SDK X FEXHEZER
=
E AT Rust B SDK 2
FE AT Swift B9 SDK =
AT PowerShell =
R E R
@ Note

METHRENEAFREREEA Support b y Amazon SDKs # tools RIEHAEBY |, HS
F T A SRR IR E U,

Amazon SDKs M B , HEFEWER AR ZFE KIXFRET Amazon Web Services % , TER
BERERNE. EFERARKERRZ 2 ETFH LENEH#ITESR , TR RS ZIEHK
FEAENBEREBNTERE , AR HETRENERAZK/NWRFETS RO XKIBER, HITESR
it , SDK R LELEFRSH SDK MBEIFNRIBEZE, B2 , HoUENREIIRXIE gzip, B
RERABELT E.

MREHNARFFERANR Amazon , NiERESE 0T 8E45 518 A CloudWatch, CloudWatch 2 —Ii&
BTN ERS , eABER, BRNSHNERNIRESZENIRERE, XEERNWRSIREN—IR
5l 2 CloudWatch#y PutMetricDataAP| J73%,

ER AT BABLE LD RE -

disable_request_compression-*= Amazon config X #iZE,
AWS_DISABLE_REQUEST_COMPRESSION - /5% £, aws .disableRequestCompression-JVM
REEM : PR Java/Kotlin

FREEHXF SDK R TERBFELAXBERZIERET XA,
BRAME : false

BEME
« true - XABERELSR,
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https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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- false - RAIBEFEAERESE.

request_min_compression_size_bytes-3*= Amazon configX
1% E, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - }MEXE,
aws.requestMinCompressionSizeBytes-JVM R&E M4 : XBR Java/Kotlin

RE SDK HTENERBEREXHNRNAN (UFZTHEN ), ESRRE , NEBRBE TR
THEER, Qi , F2E-ITR , FHTEHEZEF/EEN. ZESSEE , KTHETZENE
RRDFHELE

BRIAE : 10240 F15

BXE: T 0% 10485760 =1 ( BEERE ) ZEHNERIE.

Support Amazon SDKs by I TE

LT AZA SDKs XA TH RN IERRE, FIEBDHINMERBEEEH, EHATF Java ¥y
Amazon SDK 1 5& A F Kotlin #9 Amazon SDK M — X33 Ff JVM REBHIRE.

SDK ¥ BIREZER
£

Amazon CLI v2 =

ERAT C++ 9 SDK =

EAT GoV2(1.x) W SDK £

EHAT Go1x(V1)KWSDK &
FERATF Java 2.x B SDK 2
FEHATF Java 1.x B9 SDK Fi

FEHAT JavaScript 3.x WE4E £
FEIES

ER T JavaScript 2.x 8§ SDK &

& AT Kotlin 8 SDK =
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
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SDK X BEHEZER
b=
& F.NET 4.x # SDK =
BT .NET 3.x 8 SDK =
&M T PHP 3.x # SDK =
&R T Python (Boto3) By =
SDK
& T Ruby 3.x #J SDK B
EHA T Rust B9 SDK =
EAT Swift # SDK &
AT PowerShell =

BET RS IR

(® Note

METHRERNEARRAERFER Support b y Amazon SDKs # tools &g #B) , 5
B T AN S AR E T H

RETHRSHNER/REERMT —MED , IEALN API WERERASERN RS , ARFZER,
XEREAUREIFEAR RS, VPC in /RME=F 4 Amazon FTFRHE. TR A2 51 A
TRHEMEF~IRE, LA N 5] Amazon Web Services BRFiEE IR A URL,

ER AT B ABLE L O RE

endpoint_url-H= Amazon config X #i% &, AWS_ENDPOINT_URL - ISMEE E,
aws.endpointUrl-JVM REGE % : XBR Java/Kotlin

ERETREXHHPEEIENFEREEEN , LREFEEATHERSERNKER, Livsa
BEMERENHERS KBS,
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https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
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BB LAEHE Amazon configX I E N servicesH o FFEAREN B ERSIZREBEN
KIHTT R BX services THFTHEFANERFSIFATEANIIEK , BSABETHRSH
i R PR IRF o

ZRIAME : none
ENE: B8 RAEHAMENM URL, URL AILEREE —MNERAH | ZEAG4EFE -/ 21
BRRER,

AWS_ENDPOINT_URL_<SERVICE> - /5% &, aws.endpointUrl<ServiceName>-JVM REE
% {XBR Java/Kotlin

AWS_ENDPOINT_URL_<SERVICE> , EFi<SERVICE>&#%r Amazon Web Services RS 1R% , B
FARERSREBENLARETR. BRXBETRESHNMENRETENIIR , BSHESEETRSESH
i A B FRIR AT .

HAEERSESSEE AWS_ENDPOINT _URL HiEBEMNEA2BH A,
ZRiIA{E : none

BWE: 2 EHRAEMAMENL URL, URL JLLIAREE —MNREAH , 2443 -1 2
BRRER,
ignore_configured_endpoint_urls-#}Z= Amazon configX
1% &, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - IFEF &,
aws.ignoreConfiguredEndpointUrls-JVM REE % : {XBR Java/Kotlin

iR iE A T ARAA B E iR KEE.

BEE , TRRENM , BEHEARBPIIBRSEFA BT LRENEAERN RS, Hla0,
f£--endpoint-url@PHEEBTITSHIHF RS URL LB AE P iniERBUFHREE R,
Amazon CLI

ZRIAME : false

BWE

« true-SDK FTEFEMHEE config XU HHETEFIEREMATFIRERS URLHEENX
[ =RV

- false-SDK R LEFAHE config XHBHAETEF A REENTMA T AR,
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ERAREEEREE R

ENFERSHERKRBEIBEN S URL , iHi&E AWS_ENDPOINT _URL £ RBIFETE,

export AWS_ENDPOINT_URL=http://localhost:4567

BB EL BT R URL BiEREH Amazon Web Services RS BB E X

LimT 2 URL , i AAWS_ENDPOINT_URL_<SERVICE>IFEZE, Amazon

DynamoDB ﬁ—serv1ceId/|\D¥namoDBo NFHERS , R URL MR EN
AWS_ENDPOINT_URL_DYNAMODB, Ltim=4L5 F1E AWS_ENDPOINT_URL N RFIEEN £ Biw

/AN O

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

B2—MjlF , Amazon Elastic Beanstalk H—serviceId/ Elastic Beanstalk. ¥& Amazon
Web Services f§S5 IRFFE T API #EE | A ZEHKserviceldBM A T , HEMBEFRKE,
NEEEATHERSHmS , HMNHIREEERN AWS_ENDPOINT_URL_ELASTIC_BEANSTALK, BX
BETHRSHAERREZENIIR , BSRESETRSHNHSHNRAR .

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

FRAHRE config XHEER S
EHE config X#HH , endpoint_url AFFARENEREZI TR THEE,

« endpoint_url BEEF profile FIEEAFEZIR AKX AL RIKS.

« endpoint_url BRET services P FHBRFHIRFZAT , FRHEL/LICEATRAZBRF KL
BEXR, BXEHRE config XHFHFENX services THFMER , B BE XHHER,

LT REIER services EXKELE AT Amazon S3 WEE T RSN IH S URL MATHMARAERS
HNEENERIRS

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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endpoint_url = https://play.min.io:9000

BABREXHTUNZMNRSEERS. LRG58 NAER — B E X4+ Amazon S3
ERSEHENLHT S URLs . Amazon Elastic Beanstalk Amazon Elastic Beanstalk &

—serviceId/Elastic Beanstalk. ¥x Amazon Web Services BRS IRFE T API &

B NrEZEKserviceldBMRANTEL , HEMEFR/INE., Hit , REFRFEHRTH

elastic_beanstalk BEFHBELIREZRS elastic_beanstalk = . X services i

EFANMERSHIRFZEANIIR , B2 HEE T RSH IR SR IRR,

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

‘“BMESEE T AIUAESANMEXHFRERA. Hl, AAOEESXHEE RE A E S E MR ] AR
B services ENX :

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]

output = text
services = testing-s3

ERETAGHNZUEEREEXHFPEERS

MRENEEXHEEETAGHEIL  MXEZIIRES IAM KAARINEEN source_profile
SHHMEN , W AAXIESNFEAMEEEEXHNRSEE, CTERAXKEACGNEE X4, 4
m, FERUTHRHE config X4 :

[profile A]
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

MBEBERANMABTRBHEREFIFHA Amazon EC2 , ML S # M Ahttps://profile-b-
ec2-endpoint.aws, MRENKBOEMEMRFZAKLER , Mk LFTFFEREMEESE
B, ZRRTBMEEEXH APELNLBHRR. EF2RHANEENXH B EN , FEEEE
EBEEXH B Fi&E endpoint_url, BX source_profile iREMNEZER , BSHARABZEE
iEREE,

RENL LR

ZIEEIREN LR ER , EBIRSRE—MESMREFER, I TFXRAERN API A Amazon
Web Services RS , BERAUTIRFREZFE :
1. ERBAPAEBRIEFEFIHRA S LIRENEMAIENIRESRL L TFHMOEMIRE,

« X¥F Amazon CLI , XZ--endpoint-url@STSHIRMENE, T SDK, EX P EATLRA
BIELHI{t Amazon Web Services RS B FIRSEEXN RITIRENS BN,

2. HBETRSWHREZ ERMME |, 5120 AWS_ENDPOINT_URL_DYNAMODB,
3. AWS_ENDPOINT URL 2 BiwmaMETE2RENE,

4. % endpoint_url RERHMNEREERE config XKW services 20 PR RZFRRFFZ4A
To

5 #= config X#H profile FEIZIEEMN endpoint_url RERMHHWE,
6. /A EAMA Amazon Web Services fR% xS FTE B iAiw < URL,

Support Amazon SDKs by #1 T &

LLTFAZA SDKs X AT HE RN IIERRE, FTESBDHINMEREE XA, EHTF Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{d JVM REEMIRE,
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SDK X BARNEZER
B

Amazon CLI v2 =

&R TF C++ 1 SDK &

BEHAT GoV2(1.x) W SDK £

FEATFT Go1x(V1)WSDK &

ERAT Java 2.x By SDK 2

FERT Java 1.x ) SDK B

FEHAT JavaScript 3.x WE4E £
FARIES

FER T JavaScript 2.x B SDK &

& AT Kotlin # SDK 2
&M F.NET 4.x # SDK =
EATF .NET 3.x 8 SDK =
@A T PHP 3.x 8 SDK =
& A F Python (Boto3) KJ =
SDK

& F T Ruby 3.x #J SDK =
& AT Rust B9 SDK =
&M T Swift # SDK =
T PowerShell =

BET BEBRA 5


https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
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1B E T IRSS BV im SAVERIRRF

BRMAUREMLER TRPNRRAFHEE , FSHA BETRSHIHR.

serviceld

AccessAnalyzer

Account
ACM
ACM PCA

Alexa For Business

amp
Amplify

AmplifyBackend

AmplifyUIBuilder

H
B
Al
C(
#
i3
i 5
%
7
115
%
i

at
1

al
al

dal

ar
ar

ar
cl

ar
bt

AWS_ENDPOINT_URL_<SERVICE> IfEZE

AWS_ENDPOINT_URL_ACCESSANALYZER

AWS_ENDPOINT_URL_ACCOUNT
AWS_ENDPOINT_URL_ACM

AWS_ENDPOINT_URL_ACM_PCA

- AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS

AWS_ENDPOINT_URL_AMP
AWS_ENDPOINT_URL_AMPLIFY

AWS_ENDPOINT_URL_AMPLIFYBACKEND

AWS_ENDPOINT_URL_AMPLIFYUIBUILDER
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serviceld

API Gateway

ApiGatewayManageme
ntApi

ApiGatewayV?2

AppConfig

AppConfigData

AppFabric

Appflow

AppIntegrations

H
-]
Al
C(
#
i
i 5
5
7
i
5F

aj
a\

al

yI
n

aj
YA

aj
aj
d:

al

al

aj
ar

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_API_GATEWAY

AWS_ENDPOINT_URL_APIGATEWAYMANAGEMENTAPI

AWS_ENDPOINT_URL_APIGATEWAYV2

AWS_ENDPOINT_URL_APPCONFIG

AWS_ENDPOINT_URL_APPCONFIGDATA

AWS_ENDPOINT_URL_APPFABRIC

AWS_ENDPOINT_URL_APPFLOW

AWS_ENDPOINT_URL_APPINTEGRATIONS
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serviceld

Application Auto
Scaling

Application Insights

ApplicationCostPro
filer

App Mesh

AppRunner

AppStream

AppSync

ARC Zonal Shift

H
-]
Al
C(
#
i
i 5
5
7
i
5F

aj
ol
Ci

dj
ol
t

aj
ol
i

aj

al
aj

aj

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING

AWS_ENDPOINT_URL_APPLICATION_INSIGHTS

AWS_ENDPOINT_URL_APPLICATIONCOSTPROFILER

AWS_ENDPOINT_URL_APP_MESH

AWS_ENDPOINT_URL_APPRUNNER

AWS_ENDPOINT_URL_APPSTREAM

AWS_ENDPOINT_URL_APPSYNC

: AWS_ENDPOINT_URL_ARC_ZONAL_SHIFT
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serviceld

Artifact
Athena

AuditManager

Auto Scaling

Auto Scaling Plans

b2bi

Backup

Backup Gateway

BackupStorage

Batch

H
-]
Al
C(
#
i
i 5
5
7
i
¥
5F

ar

al
g¢

al
il

al
il

b:

b:
te

b:
T

b:

AWS_ENDPOINT_URL_<SERVICE> INETE

: AWS_ENDPOINT_URL_ARTIFACT

AWS_ENDPOINT_URL_ATHENA

AWS_ENDPOINT_URL_AUDITMANAGER

AWS_ENDPOINT_URL_AUTO_SCALING

AWS_ENDPOINT_URL_AUTO_SCALING_PLANS

. AWS_ENDPOINT_URL_B2BI

AWS_ENDPOINT_URL_BACKUP

AWS_ENDPOINT_URL_BACKUP_GATEWAY

AWS_ENDPOINT_URL_BACKUPSTORAGE

AWS_ENDPOINT_URL_BATCH
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serviceld

BCM Data Exports

Bedrock

Bedrock Agent

Bedrock Agent Runtime

Bedrock Runtime

billingconductor

Braket
Budgets

Cost Explorer

chatbot

H
7~

-]
Al
C(
#
i
i 5

5

7
7

o

%‘4
%

b«
e

b¢

bt
gt

b¢

gt
ir

bt
Ut

b:
ne

b:
bt

C(
O:

cl

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_BCM_DATA_EXPORTS

AWS_ENDPOINT_URL_BEDROCK

AWS_ENDPOINT_URL_BEDROCK_AGENT

AWS_ENDPOINT_URL_BEDROCK_AGENT_RUNTIME

AWS_ENDPOINT_URL_BEDROCK_RUNTIME

AWS_ENDPOINT_URL_BILLINGCONDUCTOR

AWS_ENDPOINT_URL_BRAKET
AWS_ENDPOINT_URL_BUDGETS

AWS_ENDPOINT_URL_COST_EXPLORER

AWS_ENDPOINT_URL_CHATBOT
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serviceld

Chime

Chime SDK Identity

Chime SDK Media

Pipelines

Chime SDK Meetings

Chime SDK Messaging

Chime SDK Voice

CleanRooms

H
-]
Al
C(
#
i
i 5
5
7
i
5F

cl

cl

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_CHIME

AWS_ENDPOINT_URL_CHIME_SDK_IDENTITY

AWS_ENDPOINT_URL_CHIME_SDK_MEDIA_PIPELINES

AWS_ENDPOINT_URL_CHIME_SDK_MEETINGS

AWS_ENDPOINT_URL_CHIME_SDK_MESSAGING

AWS_ENDPOINT_URL_CHIME_SDK_VOICE

- AWS_ENDPOINT_URL_CLEANROOMS
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serviceld

CleanRoomsML

Cloud9

CloudControl

CloudDirectory

CloudFormation

CloudFront

CloudFront KeyValueS
tore

CloudHSM

CloudHSM V2

H
-]
Al
C(
#
i
i 5
5
7
i
¥
5F

SI

I«
C1

a

AWS_ENDPOINT_URL_<SERVICE> INETE

- AWS_ENDPOINT_URL_CLEANROOMSML

- AWS_ENDPOINT_URL_CLOUDS

- AWS_ENDPOINT_URL_CLOUDCONTROL

- AWS_ENDPOINT_URL_CLOUDDIRECTORY

- AWS_ENDPOINT_URL_CLOUDFORMATION

- AWS_ENDPOINT_URL_CLOUDFRONT

- AWS_ENDPOINT_URL_CLOUDFRONT_KEYVALUESTORE

- AWS_ENDPOINT_URL_CLOUDHSM

c. AWS_ENDPOINT_URL_CLOUDHSM_V2
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serviceld

CloudSearch

CloudSearch Domain

CloudTrail

CloudTrail Data

CloudWatch

codeartifact

CodeBuild

CodeCatalyst

H
-]
Al
C(
#
i
i 5
5
7
i
¥
5F

cl

cl

C(
dal

C(

C(
Y

AWS_ENDPOINT_URL_<SERVICE> INETE

- AWS_ENDPOINT_URL_CLOUDSEARCH

- AWS_ENDPOINT_URL_CLOUDSEARCH_DOMAIN

- AWS_ENDPOINT_URL_CLOUDTRAIL

- AWS_ENDPOINT_URL_CLOUDTRAIL_DATA

- AWS_ENDPOINT_URL_CLOUDWATCH

AWS_ENDPOINT_URL_CODEARTIFACT
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METHRERNEFBREREER Support b y Amazon SDKs # tools RIEHIEEEY |, ES
7 T RS A IR B TUH .

EBE B ERINETIAE , Amazon SDKs AI Ay H Bl B iR BRHMTE LAY, ILREINME,
ERAUT A ERE L6

defaults_mode-3= Amazon configX #i%E, AWS_DEFAULTS_MODE - SMET &,
aws .defaultsMode-JVM REEH : IXBR Java/Kotlin

FALKRE K SULERSENNARFRMETCENER , AENENNARFRELIRL
HERIAE. 2R S Amazon DK REMREIRE TH , MXEHRLML L. MR S Amazon DK i&E
RBEPRWIREME , HHdefaults_modeF™ETFIHAR , MttIhee AT AR £t 3 S0 N AR FL{LRY
EMRERMTEANRIAE, RETEIFEUTAR  HTTP BERE. BERHTH. RSEXiEH
KRIRE , JRELESEEMS SDK HXWEE. FRLIENEFIURBHNELFERAGRE
BEFINHMEERAE. HTRUENRKINETESHEERESENAEMRET , ALNREN
defaults_mode RE T legacy , BB WIEBEFH R SDK X REY B 2 3 170
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EE . will W EE SDKs iRABRiAH standard,

BXE

« legacy - BRHBRINEE , XERER SDK H , HEHEET defaults_mode ZHIFER
e

« standard - BEEFPHERINME , XERIABEEARZSEER TR ZATUZEIETT,

e in-region— EFHEENEE , B¥EN Amazon Web Services RS MFrERE N30 A 69
NARFESEFMLI Amazon Web Services X1,

« cross-region— EFHEREXWE , @ENARTEXEN N ARERE S ES Amazon Web
Services fRF BIE1L.

- mobile - ETHEEANE , AFENBINAREFESEFMNMLL,
« auto - ETHEEANE , BEXKINEE. SDK 2ZHARINESITRHREMR LB B EE LM
RE. HIRMRETERRN , TERM 100% WEHEYE, WRTERESTHNRERR , U
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https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/

Amazon SDKs f1T& SEE™

Amazon & RAI1Z21T8} (CRT)

Amazon A IE1TA (CRT) ER2HEME, SDKsCRT 2— 1 HIMVUEFZAEARWERICRY , A C
BEERE. BN EFSBNTEANMEDGERE T EFNMHENSR I EAZEE. XENERBERAN ,
HEEFBEIIREZBIHRE , SDKs NIRRT EFHNRBER. RILAERYE, BFER

« awslabs/aws-c-auth: Amazon BF xSRI ( FREESRERMUEFNLER (sigvd) )

« awslabs/aws-c-cal: MFRHEE, 1B%F (. . SHA256 HMAC) MD5, £H SHA256%. AES
« awslabs/aws-c-common : EXBIEEN, LE/RASRHBEE, BHPXEE, stdlib HXEHK

« awslabs/aws-c-compression : E4REE ( WK SHD/AERD )

« awslabs/aws-c-event-stream: E4FEELE (5L, BFISER. RO, crc/trailer ) |
EE4RLEENZRIEFA (RPC)

« awslabs/aws-c-http : C99 KT HTTP/1.1 Fl HTTP/2 #3E

« awslabs/aws-c-io : E#F (TCP, UDP ). DNS, &i&. E4fEH. @&, SSL/TLS
« awslabs/aws-c-iot: C99 5H Amazon ¥BXM=RSEREEK

« awslabs/aws-c-mqtt : EATYWEHMN (IoT) Wit EREHE BEEIPY

« awslabs/aws-c-s3: I T5 Amazon S3 [RFEER C99 EXI , EERAREHRESEST R
Amazon EC2 I EHLE

« awslabs/aws-c-sdkutils: A FHBMAMEE Amazon Bl EXHHZARERE
« awslabs/aws-checksums: B S 4ME , A CRC32c EIIRF| CRC32 &M 4L

« awslabs/aws-1c: B Amazon ZEZHRARIEAIK BoringSSL T1H Amazon F OpenSSL i B #Y
REBAEEFEFNBEREBEE

« awslabs/s2n : C99 kit TLS/SSL X , /MR, EERBKLEEE LT EH

BXT Go # Rust SDKs 24 , CRT EFfiEMRAFAE AT,

CRT #K#ix &R

CRT EMR T — MNHXRAKBXRARNERLNE, MREFEEZNRNABEE CRT, THXLE
XRaBRERB, B , ASHKAFPBIHESRAFRIES (HIMNEA T C++ 1Y SDK = Java ¥
Amazon SDK ) St {18 & S WE MR E Amazon RH4F AT ES ( FIaERTF C++ B loT SDK =&
T Java 8 Amazon lo Amazon T SDK ) 3kif 8] CRT Zh&aé, ETEAF , iBE CRT 40E” EEN 2
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AZHBEIRT Amazon BT X EH (SDKs) T E ( BEBIIMYEM SDKs ) WEF BER
HEERKBIXR, Amazon BN Amazon SDKs MITERMEH , HH L@ SN HMEREH
M9 #F Amazon APIs, #Thee, EEINEE. HFiR1EE. RN T RIXEEH . FHE A SR RK
HRR, BSETHMNBRERSENEIL, Amazon SDK IRERLXHARHSEEES (610 Maven
NuGet. . PyPl) , #ERBRRBRME. GitHub

BATEWA P HER up-to-datefE Fl SDK MR , AT & IhEE. R EMMERMBKR, TEWS
SEATZEFN SDK A , XEAF BITRE.

RS 122

S Amazon DK ZHMRARA XY.ZHWER , EF X KREERAK, 80 SDK B EMAFKHZ SDK
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SR IE AmazoniZ I A RIS EEFEMEEMRA,

SDK FE A4 5 A Hf
FERAE SDKs M T ERAMN A BAESESINER , SR T,

« FEAEBEWMBIR (5 0MER ) - R , SDKs FX#E , TRNELESHERFER , HERATHREE
WMRBEN . RKRRATELASIAEATE, —H Amazon BEENMNRARNERESR , ER T
FHFRIENRIERER, RIFEMEXREIR , BNRERACHERZHF XM , HENIKRESHD Amazon
%,

« IEX LT (GA) (5 1BEY) - ELHE SDKs , T2 ¥ #F. Amazon FREEMM SDK A< , H
FEERNFRSHNXE. IERSW API EFURBIRNZELEE, WTIE , Amazon FEHS
ST EFNE REENEMNIRA, Amazon [FxXiF GA IRAH SDK 4 24 NA,

o HPPNE (F 2R ) - Amazon F7E SDK # AEHFERXFELD 6 PR KF LS. EHEE , SDK
FHESHLEIE. B 4V EARET —IMEERATEE GA WERERDN.
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+ End-of-Support ( 28 4 BYER ) - ¥ SDK X EIL I ##r |, ©NTBERERSRAE. 25 %MHHIR
AFgEES AL DEESREM |, FERBEBFRIETE GitHub, GitHub F&ERIREEFH. AP
AILLB{TARE end-of-support2 B A B EEH SDK. RANBIWAF ARBIFH EER/RA,

LUTR SDK EERALERAMWER A, HE8 , THERNNERNMESE  FEARD,

1R 4 7 B 5B

R ZE Amazon SDKs FEREMKEIRR , fINESETHR. BEREIE=ZFEMNERL, XLKH
NMBEESESHEXIREZEEAHNMHEAEEX. S MEXIMHNEEH LKA B SW™m end-of-
supportf A &

LTREBATFNEESE = HRBIUETDE :
- BERS (OS) : RHIBFE Amazon Linux AMI, Amazon Linux 2, Windows 2008, Windows

2012, Windows 2016 %,

« BEZITIERS : R~HIEFE Java 7. Java 8, Java 11, .NET Core. .NET Standard. .NET PCL
&,

o B=AEMEZR : RHIBFE OpenSSL, .NET Framework 4.5, Java EE &,

BN BER R EH X RN L IEX SDK EBTHIXFRED 6 MA AL SDK KB,
=, RS REENEBIm AR E.

(@ Note
Amazon fREETEIERE SDK RABFR T F LN KR I BT 2 a9 A

EE R
SN BE SR R
- RNEEBHMGKS K% - HETMENE | ERRIILLNHE SOK AN RS, BBT

ER R BER B ERIER 2 end-of-support , IEEEF R K , ARBARES

* Amazon SDK 344 ( flt API &, AfFfEmR. SDK ~mEHNEM GitHub BRX# ) BE
., UEREINRARARMEXRARZEZNNARFNES.
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https://github.com/aws/aws-sdk-ruby/tree/version-2
https://github.com/aws/aws-sdk-ruby/tree/version-2
https://github.com/aws/aws-sdk-ruby
https://github.com/aws/aws-sdk-ruby
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