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* Amazon Tools for Windows PowerShell

AmazonSDKs

AmazonSDKs HEA T & MEBREENFANENRHNRBARK., SDKs ZIEXNBERH#ITMEZLSE.
ERERMNBPIERBERERS. ETEHEZEEPEA—1 SDKs , i5ZH# Amazon Web Services
TE,
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https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn//cli/latest/reference/secretsmanager/index.html
https://docs.amazonaws.cn//powershell/latest/reference/
https://www.amazonaws.cn/tools/#sdk
https://www.amazonaws.cn/tools/#sdk
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EE MNAmazonX g HAmazonSDKs BaI ARSI BRINL IR T = BAIBAR API 53R 15 E H fib i

R, &5 #the section called “Secrets Manager % &,

BERBHARITEGXY  FSH -

o C++

+ Go

» Java

« JavaScript
» Kotlin

+ NET

+ PHP

» Python (Boto3)
+ Ruby

+ Rust

« SAP ABAP

.+ Swift

HTTPS &1f API

HTTPS Z£if] APl PR FE S I 157 Secrets Manager #lAmazon., HTTPS &if] APl A FEEE
mARSS & H HTTPS 3K,

RERAINEREFR Secrets Manager HTTPS &ifj API , {BEA 122 {R SDKs chAHEF -1, FRT
B URTELEBLAFHIRITNERAES. Hlan , SDKs 2B EHNERIITZSE |, HHFMAE
$§*§éjgln /fJ: %jﬁm'l-n %E"JQEMO

EX Secrets Manager #1T HTTPS A , BEEERET 277,

Amazon Secrets Managerim &

El«iﬁﬁﬁ'ﬁi}%ﬂ Secrets Manager , BRI LA EAmS , BIARS A O KB URL, Secrets Manager
ERX& / ™ X «:Ezmu*%?ﬂ-.llﬁlﬁqi% IPV4 *uo IPVG

Secrets Manager £ 5 £& X 15 12 {t XX # 5< E Bx F3 5 B AL AR (FIPS) 140-2 By o
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http://sdk.amazonaws.com/cpp/api/LATEST/namespace_aws_1_1_secrets_manager.html
https://docs.amazonaws.cn/sdk-for-go/api/service/secretsmanager/
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/package-summary.html
https://docs.amazonaws.cn/AWSJavaScriptSDK/latest/AWS/SecretsManager.html
https://sdk.amazonaws.com/kotlin/api/latest/secretsmanager/index.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/SecretsManager/NSecretsManagerModel.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/namespace-Aws.SecretsManager.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/SecretsManager.html
https://crates.io/crates/aws-sdk-secretsmanager
https://docs.amazonaws.cn/sdk-for-sap-abap/v1/api/latest/smr/index.html
https://awslabs.github.io/aws-sdk-swift/reference/0.x/AWSSecretsManager/Home
https://docs.amazonaws.cn/secretsmanager/latest/apireference/Welcome.html
https://www.amazonaws.cn/compliance/fips/

Amazon Secrets Manager ArfEm

Secrets Manager 1% TLS 1.2 Ml 1.3, Secrets Manager £ E X g 2 AT E X & X 3%
PQTLS,
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Python Amazon SDK IPv6 LA R &/ /F-Amazon CLIZiXEA , Bt , REXK IPve FH , N
AR EE—BNATEARBNHER, IPv4 IPVAERRILEE , B IPv6 T2 ZAHE
B E IPv6,

AR 2 Secrets Manager FWIRG IR R. BEE , R SHBENICERGTRYERE. BXEMA Secrets
Manager XU I UEE , BFSHE IPv4  IPv6 178 1R,
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aws.com
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5 ) aws.com
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JEM (F  af-south-  secretsmanager.af-south-1.amazonaws.com HTTPS
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-migrate-ipv6.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-migrate-ipv6.html
https://docs.amazonaws.cn/general/latest/gr/rande.html#dual-stack-endpoints
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Amazon Secrets Managergx £ 3£ &

Secrets Manager Bt T HEZA AN ECHZLERBNEEEENARELZEIIEE, UTHREXRRE
—EN , HAFRRTEENREMAA R, XEHEEXRRUTETESENTERTHEREHNIEER ,
BREANEANEZEERREZER 2R 6.

BEZRTHEENEERANRESER

o FEUER H A BURE B 7 £ Amazon Secrets Manager
- ERABPTIZRFNEA

s ABNBHRERE - MNEEH

- FRAEEXRREEZN

- BREEHN %48

- BRKGER CLI BYX B

o PR&IXSZEEARY 15 8]

- SHIEHA

- SEEA

- EREME LETEMIRKE

U R H At BURA{E B2 £ Amazon Secrets Manager

Secrets Manager AJ#B1ERREL S RAMENYE , HRERLRGREHBREEHR

&, Secrets Manager {# F{&#48 H Z %1 Amazon Key Management Service (Amazon KMS) H#9 0
RBATBARPAHRHITINDR, HEREZRAN |, Secrets Manager 2 ZRZAHE S TLS HEZ £t
RREBEBNARINE, BXEZER , S0 QEEH,

EXRABHR A ZERFHIEH

CodeGuru Reviewer 5 Secrets Manager ££5% , EAMZRNB[ERHRBPERRZRIPONE,
FHRNBLBREREZDE, BEFEEFTER, AFEE. BXEZEER , 2 the section

called “Amazon CodeGuru Reviewer”,

Amazon Q JRRABENKRBEELAERZE2RENKBRERE , NTTHEENMNTRXEAHNNARE
FHRR. BXEZEE |, 55H (Amazon Q F X ERAF#EE) FH Scanning your code with

Amazon Q.

FHEUE A H A BURME B 1E 6% £ Amazon Secrets Manager 10


https://docs.amazonaws.cn/amazonq/latest/qdeveloper-ug/security-scans.html
https://docs.amazonaws.cn/amazonq/latest/qdeveloper-ug/security-scans.html
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AR T4 18— A DR 24T

ERZEERT , RINBIUEHaws/secretsmanagerAmazonEERARMENZ, FRHEF~E
2.

5T BRI BB AR EARR AT NS , FEARS 8 T ERRRAN TN
.

. ER4AEMTP | FHE secretsmanager.<region>.amazonaws.com 2 # 4 kms:ViaService
ZHR, XSFEFHANERARSINERB Secrets Manager BYiE Ko

« RTH—STZANFERREINIKE Secrets Manager EEBIEH E TXWER |, iH@E I eIEL
T U Secrets Manager f1% £ T X RBEAELRA KMS ZEWEH -

« IAM R BARBINZHERMHEEN
« EERNFRENYR

BEXEZEER |, {55 H the section called “Z4A IR F R 22",

EREFERERZH

RNTBRAEMMERENED , BINBWEFERUTZ XN Secrets Manager EFA 42 —REFE
NWEAHNERTENERTEA]

- Java BEFRER

« Python 5EFIRERT

« NET EEFIRERF

- Go ERFRER

* Rust BEFIRER

« AmazonZ#ME4A Lambda ¥ &

* the section called “Amazon EKS”

« FAFthe section called “Secrets Manager 132" £ 11 &b 58 4 B 83 AR 5 Amazon Lambda, YU 5 #h5%
MARBFRS. LE#EEM Kubernetes Service ML B it it B =ZFHREP X Secrets Manager %
A E A TIRE L,

NI ZAEE — DN NBREH 11


https://docs.amazonaws.cn/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html#security-encryption-encryption-context
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.amazonaws.cn/kms/latest/APIReference/API_GrantConstraints.html
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IR FH

MRERE—BIEIARERZRR , BAMBATEER B KR, £ Secrets Manager , BRI LR ER
M/Nef B35 — IR, Secrets Manager 12t 7T AR EKR - £ AF M XEBAF. BXEZER
BSH i B4,

fR{EER CLI X e

£ A A Amazonig et , ATLAE@ S shell FHIAX LR T, Amazon CLIXZEE+ shell #iRHt T
ARE M BRNZARTIEE  HIMNMBEFRIRRMNEE L XM ANGSHINEE, 468 Amazon CLI A

BREER 2B , IHE Y the section called “FE{K A F#Amazon Secrets ManagerZ$iAmazon CLIHY
X",

BR 53T Z A 15 A

ERFEXENZANIBRIG IAM REEQH , FASENRBERN, SAUER IAM SE8HM%E
B, RREBMETEMENTHENRES (ABAC) . BXEZEE , 52 H the section called “5 12
WUFF G R,

FA

o BRI BT IZ TR

- BEFEARKTH IP R4
« A VPC i R &R HITER

BELE XS B R T2 T3 R

£ A VF1R4F PutResourcePolicy MR , MATEWEMEA BlockPublicPolicy: true.
XHERERERBEERBAATF ZHENERT , AP RREREM MR ZE,

Secrets Manager £/ Zelkova B EXR DM RBRE , LAEREFEERZHRNERB, BX
Zelkova WEZEE |, TS RZ£EE LW “W{aAmazon(E F B o) # 3 R #5 B B I A M HE AmazonZ
i

TR RHBIERT a0fEEA BlockPublicPolicy,

RIREW B 12


https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://www.amazonaws.cn/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
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JSON

"Version":"2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": "secretsmanager:PutResourcePolicy",

"Resource'": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEF",
"Condition": {
"Bool": {
"secretsmanager:BlockPublicPolicy": "true"

}

EEFERAREARN IP ik 4

EARFRIEL 7R Secrets Manager FIREKB A IETE IP bt ZFFEE /5 aws :Sourcelp 44§
B, BEX/ND. Bl WREFREEIXRE LT IP bk ST E 8 1E RAmazonh 1T MR 5R BE F
E L, MEER IAM AR N RN BAERNERGRBBIE, B2 WREATHMRS
REREFREE , GIANFEA Lambda BEEUS ARHR , WZEBS MAmazon K EB i 11k 22 (B A Secrets
Manager 1€, SZRBEEMHFER P i kSN ERT2 LK.

Ak HiERFKEH Amazon VPC S BT , aws:sourcelIP 4Bt EEA. ER&IFT4EE VPC i
HHYESR | B the section called “fEA VPC i S B4R EIER",

5 VPC im L5 BR&HlE K
EATRIELIIKRBISE VPC & VPC im [BYEREYEE |, EEA aws:SourceVpe RERHIXI kKB

TE VPC KYERMTEIR , 3 aws:SourceVpce RRFXFKBEE VPC im [RBVERMNIERE. FSHthe
section called “/Rfll : NPRF VPCs’,

* aws:SourceVpc FiAMERFEIF K BIEE VPC HWiEK,
 aws:SourceVpce FFiFRIERHENKBIEE VPC m KK ER,

EEEARKERE P ik 13


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IPAddress
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MREARTFHIEL TR Secrets Manager BN R RREBAPFEAXLERMGR , AsiaTEPIEL
R REMEA Secrets Manager G RIZHANES . REEBD AmazonfRS A1 SAEEH VPC R
KimT RIZ1T. WRFBAMBERREHRN VPC = VPC Im R , MMKRE X ZRSEEN RS H AR
Secrets Manager AJgE& kM,

&2 fthe section called “VPC % & ( Amazon PrivateLink ) 7o

& H %

Secrets Manager AT A B3R H A EHF 2 MmazonX1g, , LUFKZ B MR REREER, &
XEZER , BSR ZXEEH,

W4

Secrets Manager 2B BN 5Amazon A&, MEMBARISEXRFTFRMLERZH, BXEZE
B, B5E:

+ the section called “f£ F§ & 3% Amazon CloudTrail ”
« the section called “f£Ef CloudWatch # 17 ¥ 1%

« the section called “M AN EHIME

« the section called “¥% 2 Secrets Manager 4"

« the section called “f# A GuardDuty #& Ul & fi”

EREMS LZTEM %M

BNEBEWEBETENLENEFRNEAME LETRUAESHEMIZE. BN AE#ED VPC
i RFE VPC & Secrets Manager 2RI EiEE, BXEZER |, i5SH the section called “VPC
i & ( Amazon PrivatelLink ) 7o

EHEH 14
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Amazon Secrets Manager#{f2

£ |

+ £/ Amazon CodeGuru Reviewer &R BHA R Z R WIER
FREmBNYLZEBZE Amazon Secrets Manager
FERIB N BIEEZEEE Amazon Secrets Manager

; Amazon Secrets Manager % B X & F PP ##t

;7 Amazon Secrets Manager i% & % F P £ it

£ Amazon CodeGuru Reviewer XK B KX ZRIPWILZR

Amazon CodeGuru Reviewer & — T fE A5 2 T M85 F 5 KM FF & A BRI EIE R G
MRS , FHIRM SR B Java F Python RIBHI R, CodeGuru Reviewer 5 Secrets Manager £
K, IEMRARBHPERRZRFNINE, BXToERINNZEELRE | FSE Amazon Reviewer
&R Y CodeGuru Reviewer & E# CodeGuru #HlZ3E A,

RIEBERBNFHAE  FAAFESR

+ the section called “EB #2718 4w 15 MY BB FE F AL
+ the section called “B @ mIZHZR4E

FEmIBH N2 B E Amazon Secrets Manager

MEREPFEERXER , RINBIWHHRIRHF#F Secrets Manager ., FZ 47831 E| Secrets
Manager /5 , B IBFEEM Secrets Manager PR R4 , NTTAER T EAEFIRBHALXEE
REANRE, RREASFHINERENES , FETEER.

XTHEEFZURS , B A TEEBNREEEERE Amazon Secrets Manager,

EFEzE , FEERTEHRFEHRZFH. BRINBWEARD IAM BERXEBEZHANNR :
- AREBALAFHNZHENAC., BXEZEE |, S H the section called “Secrets Manager B /A
PR, BFERALLAGENERER,

- AUEBETHERAZENAR  SINEREEFERANA
BRoleToRetrieveSecretAtRuntime, EBHRBERALABCBURERH, EAHER , 85

Amazon CodeGuru Reviewer 15


https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/recommendations.html#secrets-found-types
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HZABNEFRE—NZHENNR , HESEAZINEREBEFNR, EXxEBERTE
&2 fthe section called ‘5455,

HIR

- B9 HEREH
- B25 . EHARB
- B3Y . EMEH
- RESR

E15 SEER

F—SRNIEERBUZIAEHT Secrets Manager HHIZ4AF ., MBFAEAmazon & RHEx |, B
FEHE#EERREENXE, &0 , BREFHEN TENERZSM S ERSENXEZF,
BIEESR (2HE)

1. $TFF Secrets Manager ###|#& , Pt https://console.aws.amazon.com/secretsmanager/o

2. “EERTFHHEHA.
3. 7 Choose secret type ( EFRFAERE ) MEL , ITUTERE !

a. NFBPXRHE  FEBHMBHALR,
b. A Key/value pairs ( 8EX ) & Plaintext ( BBX ) X AFH, —LRH -

API key
key/value B3 #i A :
ClientID:my_client_id

ClientSecret : wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

WA :

AKIAI44QH8DHBEXAMPLE

B4 tERN 16


https://console.amazonaws.cn/secretsmanager/
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Digital certificate

WA :

Private key
WABAX :

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

c. XITF Encryption key ( tNZ %47 ) , & aws/secretsmanager £/ Secrets Manager #Y
Amazon EEXZH. FALBAF~EEMERA. flH, EEOUERECHNEREER
4R R 17 8] 5k B H A Amazon Web Services Ik B H. BXERAEFREEBHANHETNE
B, BEZE 2.

d. ﬁ?%jt_io

4. 7£ Choose secret type (IEZFZHEARE ) TE L , MITUTERE -

a. HWA—MERMR Secret name ( Z4A&B 5 ) M Description ( HEA ) -

b. 7E Resource permissions ( BIRXR ) F , %$F Edit permissions ( BN ) . L
TRoleToRetrieveSecretAtRuntime RiFKR RZAMEKRE A REEERE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:r0le/RoleToRetrieveSecretAtRuntime"
}I
"Action": "secretsmanager:GetSecretValue",

£15 0|EFH 17
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"Resource": "*"

}

c. ENHED, &ZEBT—D,
5. 1f Configure rotation ( BLE5IR ) TE L , FRREH., EET—F,
6. 7£ Review (F#%) WLt , ¥ RENFHIFAELE , REEFE Store (7).

£2F BEFAE

BRI AMIBLE IAM BBBRoleToRetrieveSecretAtRuntime T e B R4, BXREZER | &
SR E IAM A€ (AmazonAPI).

ARE , B LAE R Secrets Manager IREH RHAIKBEHEHREE , LA K Secrets Manager A&
£,

EHRRBICEE

1. $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EERANRA L  EFENER.
3. M[T&R#E Sample code ( RIKE ) ., ERENEERES K RAEEHFHRKBRE,

BRNMARFHINEEDZAAEBERBLER,. BRERBESNTE , £URFEEHRPRNNE
B ITEN A

FERZAREERBZE , XN AEFRERIESTHE,
5 35 EHR

RE—SRPEAENERDNEZN. FEABANNRKFUERPENERRANGERA, flwm , Eoae
FEFRYNBERAFHER - MBS

R EENHH

1. $TF Secrets Manager ##I& , Wit} https://console.aws.amazon.com/secretsmanager/o
2. J%&$F Secrets ( B ) , RAEEFZZEH,

3. 7t Secret details ( B FMER ) WE L , @ TR30H1%E#F Retrieve secret value ( ¥R Z4A
B) , A/FERE Edit (BRHE ) -

®25% EFAB 18


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-api.html
https://console.amazonaws.cn/secretsmanager/
https://console.amazonaws.cn/secretsmanager/
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4. EHFEARGEE Save (&R7F) o

RiE, MR N AR FRBIHREEER T ENA.

RS

MRBHBRERBNZHE  ETREEIRUTER

« EE/RE Java M Python NARFHERBHRBIIE , RIMNEWAER Amazon CodeGuru

Reviewer,

- BUNBEEFERARESHEHBRERE, BXEZER , BSH KEEH.

« WFMNZAXFIHRPES , BZREFNBHURDER, BXEZEL , HoH ZXEHEH,

o EAXREIEF , BRoleToRetrieveSecretAtRuntimeRBEF TR RFZHENNR, EARRKRF
BEZNR (flIURBEXZRAN A BIEREFTZHAIIR ) , B5SHthe section called “E T HIFHE
[

 EXRYHES  BEAZPANEREBEF TR, RoleToRetrieveSecretAtRuntimeBXEF
MR EM 5% |, S Wthe section called “E T 59 I KB,

THE dm B Y BUE E B E Amazon Secrets Manager

MERBHEEAXBEEEIE , BIMNBWWEREIEZNE Secrets Manager , AR ENFHR R, F
EIEB 3 F Secrets Manager f5 , BN EZEM Secrets Manager F1 ZREUE , MR T A
BIRBEHNALFIRIENRE., RRFEALCENED  ARRHIERENESE , FETFEER.

5 F Amazon RDS. Amazon Redshift #1 Amazon DocumentDB HIEE |, FEAAT PSR IGFE 5
BHEIEB I E Secrets Manager, X FEMRBWEZIMERMEMZRER |, S Hthe section called “E#
WmBI R 7,

EFEzE , EEERTEFTEHRZFEH. BMNBWEAFRN IAM AEREEZHANNR !
- MREBALAPNZHANACR, BEXREZEER , BZH the section called “Secrets Manager B 5
R, R ERLLAGLRMNEHRES,

« EERHES , —NALEETHREREER0LeToRetrieveSecretAtRuntimeI B, EHRDE
FRALBEUKREZRRZSA,

S
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https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/welcome.html
https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/welcome.html
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- $£15; RBE4
- £2%  EHNRY
o HI 3 B

- BRESR

E15 SEER

F—SRNINEERBOEIES$F Secrets Manager RHIZAF, N T RIKIER |, G R4PFMH
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1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EBRTGFHEHMEBH.
3. 1£ Choose secret type ( R ZHAXE ) ME L , MITUATRE :

a WTFBAXD  HEBEHEOKEETIELT .

 Amazon RDS #iE &

« Amazon DocumentDB ##E&E

« Amazon Redshift BEE,

- BXHMEBENEL , FSRAERERESHNEH.
b. WNTFEIL , FRABEENEVERDEIL,

c. XIF Encryption key ( tIZE%47 ) , i%&# aws/secretsmanager £/ Secrets Manager #9
Amazon EERZ. FARBATFETMER, fln , BEATUFERECHEREER
AR [R5k B H At Amazon Web Services IKF W#EH. BXEAZFREZHNRENE
B, BEZH 2N
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4. 7£ Configure secret ( BEEZ4 ) RE L , MITUATIRE :
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B4 tERN 20



https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn/secretsmanager/latest/userguide/hardcoded.html

Amazon Secrets Manager ArfEm

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:xr0le/RoleToRetrieveSecretAtRuntime"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

c. ERHKD, ®FET—%,
5. 1£ Configure rotation ( Bt Ef#t ) THE L , EERHEER., BELAREBA, EBT-%,
6. 7E Review (F#%) WL , BN HAFHEER , ABLE Store (FF#).

F 245 BEFARE

BRI AMIBLE IAM BBRoleToRetrieveSecretAtRuntime T e B4, BXREZER | &
SR E IAM A€ (AmazonAPI).

Rfa , B LUER Secrets Manager 1R RERIBEREHNRE , LA E Secrets Manager FHIZ
£,

B R BT

1. 3TF Secrets Manager &% , Wit} https://console.aws.amazon.com/secretsmanager/o
2. EERIKRA L, EELENER.
3. M@ETR3E Sample code ( R ) . EFENIES , AREFRBHER,

BERNAEFFHREEDEIEAEBLEACBRER, RERBESHTE , EUREEERRPAPNNE
B HEERN A
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Bt E T R A MR E R EIE, Secrets Manager A BURBREIR ERITRI B3 R LR B4R,

REBLHIIEER Lambda 2R E T LL5[E Secrets Manager MEHEIREE. SHBE R

J& , Secrets Manager 2 5B BIEEMBH VPC F8IE2 Lambda FREH , LBRCHEEHEEN
M &G E PR, Lambda ##EBUE LMEEH I Secrets Manager LE#H #41. HATEWIETE VPC
8l — Secrets Manager &ixT7 & , X#M Lambda E| Secrets Manager iR M AT S BEFFEM
Z¥Amazon, BRI , S Mthe section called “VPC i & ( Amazon PrivateLink ) 7o

BREH

1.  $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o

2. EBRHANRAL  EFENEHA.

3. 1£ Secret details (Z4A1¥ 4115 E) 71 LK Rotation configuration (3B &) 2B & , &£ Edit
rotation (4REEFHR).

4. HERBEREENEED  HITUTRE

a. B Automatic rotation ( Bzh%# ) .
b. 7£ Rotation schedule ( ##2itX] ) T , LA UTC it XX AR 1K1,

c. i%# Rotate immediately when the secret is stored ( EZER4ARN M EIRH ) , LWEREE
AR IR 4R,

d. 7 Rotation function ( 3¥RE% ) T , #%# Create a new Lambda function ( |27 #Y
Lambda B# ) , RAERFEEMA—NE#. Secrets Manager ¥ "SecretsManager" 71l
£ BN R €2 N P

e. XNTHRRER K6 EBR2AF,

f. ERRE
REZARBERH

1. $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o
2. J%&$F Secrets ( B ) , RAFEFZZEH,

3. 7t Secret details ( MZFMER ) WE L , @ T3R50 HiE#EF Retrieve secret value ( B
).
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Reviewer,

79 Amazon Secrets Manager IR ERX & F it

EARHED , BNEINMAAEEHRFEESINRFRERIERAF L, Alternating users

rotation ( REAFRIR ) 2 —MRIRFKR , TZKEHP , Secrets Manager FREAF , REEBIRK
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ERAHEE  BRNBUESEFEHEFNHR. BOEEFHRHERAEN.

Secrets Manager 3 # £ Amazon Lambda B R EMZAMBIBERE . BXEMA Lambda EERYEL
THER , BSHE EMN.

HiE

- R

. HREZMH

- HB 1 8l Amazon RDS BIEERAF

- FR2: FAPKERIENER

- SR 3: NHERBRAE

‘4. BERR
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PR

BN EREHERN , BEES Amazon Web Services K/ WEENE, EE~HED  HEIER
HNBNTBREATENAC, fill , EEREEEERNRNACE A2 Amazon RDS #iiEE , M
EMEXEEANBENARLEZE VPC MZ24d, ERITHESEN , RMNBWEHKEFEHERD S5,

BXRUWAEEFHFERRENRWELR , S the section called “ & 5 5 UE #i75 [0) 2 5”6
FRFMH

E#HES  BEEUTHE :

s FREZMH A Amazon VPC

« SERZMH B : Amazon EC2 3£l

« FRFM C : Amazon RDS BIEEMEE A FIUER Secrets Manager 4R
o SREZM D AFRMITENIEREES EC2 K4

FoREE A Amazon VPC

FEFZRP , EFIBAEE TS5 Amazon RDS B#EER Amazon EC2 £6I#Y VPC, ERES R
B, EREATENETERMEEIE24 , AREZIGESEF , RILEFEARKRE VPC IR
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. At , Amazon VPC & EERMMEREZE| VPC HEMMBARPAMEE , UFRE VPC SAERRY
MEBRIEBNERMMX,

£ VPC & | B0 L8| —/ Secrets Manager i = H— Amazon RDS % 2. RGNS EH

RiE Bzt , Secrets Manager 27 VPC W BIE Lambda 3IREE , MEE A LG RIZE

FE, Lambda BB L L@ Secrets Manager RE#H 247 , A Amazon RDS RIREVEIE FEiE
EER, BIE VPC REIBwRR , BRI LUBRM Lambda B34 %] Secrets Manager #1 Amazon RDS
AR BT Amazon EftigE. Rk , XL FERANEEBRE VPC RN R K.

212 VPC

1. @3 https://console.aws.amazon.com/vpc/ 3TF Amazon VPC Z#| &
2. %&FEBIE VPC,

3. 1 Create VPC ( 8l VPC ) WE L , #%#F VPC and more ( VPC & ) ,
4

£ Name tag auto-generation ( BF¥ L B34 ) TH Auto-generate ( BBIERK ) T, fiA
SecretsManagerTutorial,

5. XIT DNS options ( DNS &M ) , &[EAT1E#F Enable DNS hostnames 1 Enable DNS
resolution,

6. EF6IE VPC,

£ VPC W8I Secrets Manager i &

1. 7£ Amazon VPC ##|&# Endpoints ( %R ) T , 1%&$#F Create Endpoint ( B1ZIFR ) o

2. 1£ Endpoint settings ( i RIZE ) T , 7 Name ( &% ) @A
SecretsManagexTutorialEndpoint,

3. £ Services ( RS ) T, #iA secretsmanager LATFIESIR , RBETEER Amazon Web
Services X1 Hi%#F Secrets Manager i Ro. Bl , EEERE (FZFRLMILE ) |, EHF

com.amazonaws.us-east-1.secretsmanager,
4. XF VPC, #%&3#F vpc**** (SecretsManagerTutorial),

5. XF Subnets ( M ) , i&ZFTHE Availability Zones ( TAMERXE ) , AENFEN X , &#FE
‘FEH SubnetID (FM ID) o

6. XIF IP address type ( IP #iut3E A ) | % IPv4,
7. XTF Security groups ( T2 ) , EERERIALEL4A,
8. XIF Policy ( %kB& ) , % Full access.
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9. EEUBWR.

1£ VPC R0 Amazon RDS i &

1. 7£ Amazon VPC ##|&# Endpoints ( 35 ) T , #%$¥ Create Endpoint ( BIZiF S ) -
2. £ Endpoint settings ( IRIZE ) T , 7 Name ( &% ) A RDSTutorialEndpoint.,

3. £ Services ( RS ) , WA rds BURIESIR , REELEH Amazon Web Services [X13] Hik
£ Amazon RDS # & @IJZIEI , EEERE (FHHFRLMILER ) , 1% com.amazonaws.us-
east-1.rds,

4. XF VPC, %&#F vpc**** (SecretsManagerTutorial),

3tF Subnets ( M ) , i&EFEFTE Availability Zones ( TAMXE ) , AEXNTFEINXE , ERE
A&/ SubnetID (FMWID)

33F IP address type ( IP b3 A ) | %R IPv4,
X F Security groups ( Z&4 ) , EERERINL LA,
XiF Policy ( RB& ) , #%&# Full access.
1 B iR R

o
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SoR%E4E B - Amazon EC2 SE4

BERESHEPAEN Amazon RDS BIEEFMN T VPC H |, RKEHRE , BREERLTH., Z8
2FHT VPCH  BEBELTERP , BHEE—INLTL2E , LA TR ITENFER SSH E#EET|
B2FH.

NELFH6IZ EC2 KA

1. BEUTMUITHF Amazon EC2 ##l& : https://console.aws.amazon.com/ec2/,
2. 1%3#% Instances ( 3£Hl ) , RAFIE$F Launch Instances ( B313EHl ) -

3. 1£ Name andtags ( BMFHFEEL ) T, XIF Name ( B# ) , WA
SecretsManagexrTutorialInstance,

4. 7£ Application and OS Images ( MAEREFMRERGHE ) T , RERKIAE Amazon Linux 2
AMI (HMV) Kernel 5.10,

5. £ Instance type ( SRfIZEE ) T, REBEIAE t2.micro,
6. 7t Key pair ( 43Xt ) T , 1%$F Create key pair ( BIERZEHAX ) o
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£ Create key pair ( BI2ZAXT ) XiEEF , X TF Key pair name ( BHANEF ) , WA
SecretsManagerTutorialKeyPair , AA[51%#F Create key pair ( RIZZHAIT ) .

LeEt £ B3 TEBEAR,
7. 7E Network settings ( FI&Ei&E ) T , %8 Edit (/w5 ) , ARHRITUTERE !

a. XTF VPC, i£$#® vpc-**** SecretsManagerTutorial,
b. XF Auto-assign Public IP ( B3I BB AF IP) , %$#F Enable,
c. XF Firewall ( BFREE ) |, i%# Select existing security group ( EFMELZLA ) .
d. XF Common security groups ( ELZ 44 ) , %£$F default,
8. &EEEZRMHI,

FERZM C - Amazon RDS BiEEMEE R ZIULHY Secrets Manager %4A

EHTSERD |, EFAE— Amazon RDS MySQL BIEFEH XN H#1THEE , SA{E Amazon RDS #|E S
SEBEAZIENRE., RS, Amazon RDS 2B N AEEEE ARPANRIR. EXESZER , 5
7 BRI,

ERIZBEELREYF , FREELEL—SDHOBNELEH. AJF , Amazon RDS 2RERZEA , K
BERIEFENLPIEBAETR . B0 EEZEIKAFNZEERINAN |, LA SRR T E thEED
EESE

FREESEEREZIIMN Secrets Manager Z4A 812 Amazon RDS $#iEE

1. 7 Amazon RDS ##&H , %8 Create database ( R|EEIEE ) .

2. 1£ Engine options ( 51Z%1T ) % , N Engine type ( 5123k ) 4% MySQL,
3. 1 Templates ( #&#Rk ) 3% , % Free tier,

4. 71E Settings (RE ) T2 , AT TRE .

a. XIF DB instance identifier ( BIBERZFIFFIRAF ) , B A SecretsManagerTutorial,
b. EEIFIZET , %FEE Amazon Secrets Manager B HI £ &Ik,

5. 1£ Connectivity ( iE$# ) #% , X¥F Computer resource ( itEHRIR ) , 1% Connect to an
EC2 computer resource ( E#E| EC2 itEHEIR ) , ABEXN T EC2 Instance (EC2 3=l ) , i&
& SecretsManagerTutoriallInstance,

6. EFRGIEHBERE
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FREZM D . AFARMITEHEREES EC2 K4

FLHFZERD , BREFREZMY B"FOIEMN EC2 SKOIEE RN A FAH T EVEERZEE. At ,
&1 4m % Amazon RDS £ ERGEM C'HRMNESAE , FHITE AVFENITENHN IP it 5 SSH
BN, ZAN R FAMITE (B HE P #ubiRA] ) B Internet £/ SSH EHEFELE
Hlo

AR ITEAEEES EC2 K4

1. BELATMuLITH Amazon EC2 ##|& : https://console.aws.amazon.com/ec2/o

2. 71E EC2 3£l SecretsManagerTutoriallnstance £ , 1£ Security ( &% ) £~ Security
groups ( &4 4 ) Tk sg-*** (ec2-rds-X).

. T Input rules ( BAMN ) T , EFEdit inbound rules ( wEAWLFN ) .
4. %&#F Addrule (R ), REFTZAUHRITATERE

a. XFERHE  %# SSH,
b. X¥F Source type ( RERE ) , EFE My IP,

S 1 : 812 Amazon RDS iEER

B, SFE-THP  ERIEHRERERES, ZCI2AF  BEAEER KRR Amazon
RDS ?&EJE NEREER  EEAHES , CRUREAREFTENRNAS, BEFHER , XH#
, BUUSE BB REN,

EERIBIEE , BEFEA MySQL %Fﬁﬁ”ﬁl,\o EAHEY , BEEAET GUI R ARZERF MySQL
Workbench, EZ % MySQL Workbench , 2 T £ MySQL Workbench,

EEZEIBIERE | 57 MySQL Workbench 8|2 EEZEE, X TEE , BFEEIREXE Amazon
EC2 1 Amazon RDS Wy —LEE.,

£ MySQL Workbench A& 2 3 ¥z FE i 52

1. £ MySQL Workbench A , %3 MySQL Connections ( MySQL %1 ) Zi 8 (+) R4,
2. £ Setup New Connection ( i BE#iERE ) XiFEER , FITUTIRE -

a. XIF Connection Name ( E#Z&#5 ) , Wi A SecretsManagerTutorial,
b. X¥F Connection Method ( E# 7% ) , 1%#F Standaxd TCP/IP over SSH.
c. 1f Parameters (S ) &I+ L , AT THRE -
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i.  X¥F SSH Hostname ( SSH E#1# ) , #i A Amazon EC2 2B AE IP #hit,

& T LUB S £ $ 3545) SecretsManagerTutoriallnstance , 7 Amazon EC2 #2#|& E&#
% IP #u4k, %) Public IPv4 DNS ( A% IPv4 DNS ) TH IP #ht,

i. XF SSH Username (SSH A& ) , #iA ec2-user,
iii. YT SSH Keyfile ( SSH ZHX M ) |, FBEZ AN ERFZM P TR ZHAX X4

SecretsManagerTutorialKeyPair.pem,

iv. XF MySQL Hostname ( MySQL E£#1% ) , %A Amazon RDS ¥ = it

& A LATE Amazon RDS ##1 & LB i B BIEE S secretsmanagertutorialdb &3 i
Aibit, &% Endpoint ((iwAs ) FEI ok,

v. XF Username ( AF®& ) , #iA admin,
d. EFHEE,

1. 1€ Amazon RDS #£#|&F , S BB EIREE,

2. 1 Configuration ( L& ) T+ Master Credentials ARN ( E£&ZiE ARN ) T , #%# Manage in
Secrets Manager ( 7 Secrets Manager & ) ,

L EPRFITFF Secrets Manager %14
3. EFRFFMAEENEL , %% Retrieve secret value ( RERZHAE ) -
4. B ERTE Secret value ( F4AE ) 2o

BIRBIEFEA P

1. 1 MySQL Workbench # , #%&1Z%## SecretsManagerTutorial,
2. WANZRPRRINEEREDB,

3. 1€ MySQL Workbench # , 7 Query ( £ ) BOH , AU T& S ( BiFRED ) RIBIEE
Execute ( #17 ) o HIREBEA SELECT NHXEFIE4L , Hit appuser XMEDEFHZN
BRo

CREATE DATABASE myDB;
CREATE USER 'appuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'appuser'e'%';
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£ Output (i ) EOH , BLBIXLERTHRITHI,

S 2 : AT IRRE

BTk, SH0BNE K BTEH#ENCENAFKILE. RENERRNUR. SRERKR , B
TREMAFRE , ENER—NMRIMVBERAFHE , ENAENRERE —TRAFNED,

1. B https://console.aws.amazon.com/secretsmanager/ ¥ FF Secrets Manager #2#|& .
2. EBRGFHEHMEBH.
3. 1£ Choose secret type ( R ZHAXE ) ME L , MITUATRE :

a. XF Secrettype ( WEEKH ) | i£#F Credentials for Amazon RDS database ( Amazon RDS
BIBESEIL ) -

b. XF Credentials ( ZiE ) , AR F & appuser , SAREN A MySQL Workbench £ %

NBEERFRANEB,
c. XIF Database ( $i3EFF ) , %#%F secretsmanagertutorialdb,
d. iij:¥-|:_$o

4. 7E Configure secret ( BLE#4A ) WE L , XIF Secret name ( BB ) , WA
SecretsManagerTutorialAppuser , REEE Next ( T—% ),

5. 7 Configure rotation ( Bt &% ) WE L , ITUATERE -

a. B Automatic rotation ( BZh%#t ) .

b. XF Rotation schedule ( ##itXl ) , iREitX| Days ( X¥ ) : 2 X , LAK Duration ( 42
Bf1E ) : 2h, fF Rotate immediately ( M EN## ) 4 F B BRES,

c. X¥F Rotation function ( #¥RBE%K ) , i&#F Create a rotation function ( BB EE ) , R
EXFEBEH , @A tutorial-alternating-users-rotation,

d XNTFRQRXR 6K EBRXEBAF , AGEEEAKIERAT , &EE R rds!cluster... ,
HEHRIEBERHIE secretsmanagertutorial FrFBIEBIBEEMNE M
A#40 , N Secret associated with primary RDS DB instance:
arn:aws:rds:Region:AccountId:db:secretsmanagertutorial,

e. ﬁj:%-lt_*)"zo
6. 7£ Review (& ) WHE L , 1%£#F Store ( 7 ) -
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Secrets Manager 2IREIE|Z A FHEENH, BN EZNHRPEFLREERS. Secrets
Manager £ CloudFormation 8IZ2&JR , #1 Lambda #£# R M =17 Lambda BRI ITA
., 3 CloudFormation SR /E , #IBFE XA Secret scheduled for rotation ( #Z 21t X%
B, BE-RBEBRETEK.

S 3 : ik BRI

HEZERRRE  BUTUREZZARTESAREIL. BBEFNBLBEMRAZTIEREEY,

MR P8 R D

1.
2.
3.

B33 https://console.aws.amazon.com/secretsmanager/ $TFF Secrets Manager 12§ & .

%% Secrets ( W# ) , RFEFEMWF SecretsManagerTutorialAppuser,

1t Secret details ( WEIFHEL ) WE L , [@ TR Hi%ERE Retrieve secret value ( K EWE
BH).

£ Key/value ( %/{ ) &k , 7 password £l Secret value ( WEFH ) o

i FEE

1.

£ MySQL Workbench # , % t51%1% SecretsManagerTutorial , AJFI%#E Edit
Connection ( REEIERE ) o

1£ Manage Server Connections ( BB IRFEREE ) XNiFEER , X F Username ( AF R ) , A
appuser , A/51%$F Close ( XM )

IRE MySQL THEH |, iEIRiE#E SecretsManagerTutorialo
£ Open SSH Connection ( 7 SSH i&# ) X iFED , X TF Password ( 53 ) , #EENHER
PRRENED  RAFEEREOK(HEE ),

MREZIEFM , W MySQL Workbench FTH EHIEEMNRITRE

XRABBRREXDN, WEPNRILECEH , eRATEEIBEENERED.,

S 4 FEER

MBEFEZRA T —MRHRREERA AR | BRUIEERRE , RFEET the section called “$£ HF#
o,
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BN, ATHRBEERR , AWEBRERGRIERME EC2 K4 , BRI BREERAERHELERFZEH
BOUTHRR

« Amazon RDS #IEESXHl, AxiHEE |, F2SH (Amazon RDS AP EE) R BREEE 4,
+ Amazon EC2 3fl, BXUE , 5 (Amazon EC2 FAF1E™E) HHVLK IE3E4,

« Secrets Manager ## SecretsManagerTutorialAppuser, BXii8 , S the section
called “HiBRZE4R".

+ Secrets Manager R, BXUEHE , 55 (Amazon PrivateLink 1558) H#IMIBR VPC i,
- VPC iR, BXiiE , 2% (Amazon PrivateLink ¥5/) MR VPC,

s B IR

« THRNFAEEHNAERFFEREEN.
< THREMRBRIT,

79 Amazon Secrets Manager i% &% f F # i

EAYMEF SN2 NMARNETEHREEZINFAERELRFRE, ERAFRHEE —MRBRRE
FEIZRMF |, Secrets Manager FRINEZANBBEEFEFAFANEIL. EXEZEE , HSMH the
section called “® B ",

ERAHEE  BRNBUESFEHEFNHR. BOEEFHRHERAEN].

Secrets Manager ¥ # £ f Amazon Lambda BB R EMZAMEBIERE . BXEMA Lambda BEERYEL
TNER , BSH EM.

Bx

- BRI

. HREH

« $B 1 812 Amazon RDS BIEERF

- W2 ABEEAFFIUECIRE

- SR 3NN RIRH B

- $®4 . FERR

- BESR
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BN EREH R , BEESX Amazon Web Services K/ WEENE, EE~THED  HEIER
NBNTBREATENAC, flill , EEREEEEANENACRE A2 Amazon RDS #iiEE , MA
ENEEEANRHNACRIRE VPC MZedH, HRITHESERN , RINBWEHREFERMERE 5.

BEXRUMAEEFHERRENRNEER |, S H the section called “ 5 135 UF # 15 [ 2 &7,

FRZM

RYIEM SLREZ M2 the section called “REAFRIR . EE— M HELRN , BFPEFERR. &

ZHEZE , BRAE—INIEHRE | HFEE -1 Amazon RDS HEEMN— PR EHEEEERE
iEfY Secrets Manager %, BREZ — N ZHATSREEAFNEIL , EREXHBEPFRERZE

£,

#&3ETE MySQL Workbench FELE T —5&iE# |, AILUEAEE R FIEERIBEE

S 1 : 12 Amazon RDS iEER

Bt , BFE-ITAF  ERIIREERERES, BCEAPF  BEATHREZRATHERAKILER
% Amazon RDS ##EFE, AEEREN , EXHEFR , BHUIBRERSUEETENRIAS . BEFH
B XHFER , BiEERERENRE,

KREER G

1. 1£ Amazon RDS ##|& 7 |, SMEEHBIERE.,

2. 1£ Configuration ( Bt & ) W< # Master Credentials ARN ( £EiE ARN ) T , #%# Manage in
Secrets Manager ( 7 Secrets Manager & ) ,

BT FF Secrets Manager $2# A&
ERAFMEEREL |, %$F Retrieve secret value ( RERZF4AE ) »
4, W ERTE Secret value ( Z4A1E ) o H,

BIRBIEEM P

1. 7£ MySQL Workbench F , 85 % # SecretsManagerTutorial , A/F1%&#F Edit
Connection ( 4m¥BiE#E ) .

2. 1 Manage Server Connections ( BEE RS 2RERE ) XiEESF , I TF Username ( AFE ) , WA
admin , R/51%#F Close ( <M )
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3. IRE MySQL I##& , &FiE#E SecretsManagerTutorial,
4. WMANZRIRZINEERHE,

5. 1£ MySQL Workbench 1 , 7£ Query ( &) ) BAH , WAL TH S ( BERFE ) , REE
# Execute ( 47 ) » BB SELECT MiXEFHMNZL , it dbuser XAMEDLEFIZN
PR,

CREATE USER 'dbuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'dbuser'@'%';

£ Output (it ) BRH , BLBIXLEGTHITRI,

S 2 ABEEAFRILAERH

BETXR, ZH0E—IBHAATEHENCEZNAFANEL  HESSAER%R (SEILEER
¥ ) . Secrets Manager 2R Z4 , XEREZBEUREARNERN - FBEAFETXNHZEDE,
MEF Rt BB EERRIEERR ER,

1. B https://console.aws.amazon.com/secretsmanager/ ¥ FF Secrets Manager #§|& .
2. EETFHEHMEBHA.
3. £ Choose secret type ( EFEFARE ) MEL , ITUATRE !

a. XIF Secrettype ( WEEKH ) , i£$F Credentials for Amazon RDS database ( Amazon RDS
BIEERI ) .

b. XF Credentials ( ZiE ) , #AFAF & dbuser , ARERNEA MySQL Workbench 812/
BIEERAFRANEB,

c. XITF Database ( 3R ) , %#¥ secretsmanagertutorialdb,
d. iij:%-lt_io

4. 1 Configure secret ( BLiEZ4A ) WE L , X TF Secret name ( ZHAEH ) , WA
SecretsManagerTutorialDbuser , A/GEFE Next ( T—F ) .

5. 7t Configure rotation ( BLE%#t ) WE L , FITUATRE :

a. B Automatic rotation ( Bzh%# ) .

b. XJ7F Rotation schedule ( ##itX] ) , REitXl Days ( X¥ ) : 2 X , LA Duration ( £k
BfE ) : 2h. fF Rotate immediately ( M EN##t ) & F B BIRS.
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c. XJ7F Rotation function ( 3#¥RB% ) , 1%&#F Create a rotation function ( BIZ3IREE ) , A
BN FEREEN , WA tutorial-single-usexr-rotation,

d. XWFRHRER 6 ERE2AF.
e. EET—
6. 7£ Review (& ) WH L , 1%#F Store ( 7 ) -

Secrets Manager 2IREIZ|ZAFMAEENH, BUNEZNHNPEELREEIRS. Secrets
Manager £/ CloudFormation #|Z %R , 10 Lambda $##EEFIZ1T Lambda EEEHIINITA
&, 3 CloudFormation TR /G , #IBFE XN Secret scheduled for rotation ( #4221t X%
). B—RRRETRK.

SR 3 NiAFRRH BTG

EE—REBRRER (TRFE/LVE ) 25, ZAURERERESNIEENEIL. WEPHNEBEMN
FRBRFEREER,

MBS P8 R D

1. B https://console.aws.amazon.com/secretsmanager/ ¥ 7 Secrets Manager 2§ &

2. %$%F Secrets ( WE ) , AFEFEWE SecretsManagerTutorialDbuser,

3. 7t Secret details ( MZFMELR ) WE L , @ R30I HiE#EF Retrieve secret value ( B
).

4. 7£ Key/value ( #/1E ) &7 , 7 password £ %l Secret value ( WEE )

M3 AR
1. 7E£ MySQL Workbench A , 5% % §i%E# SecretsManagerTutorial , RJ/5%#F Edit
Connection ( REEERE ) .

2. 7t Manage Server Connections ( IR 281E#E ) XiEEH , X¥ T Username ( AF R ) , BA
dbuser , R/Fi%#F Close ( <M )

3. IRE MySQL I##& , &FiE# SecretsManagerTutorial,
4. 7£ Open SSH Connection ( $T7F SSH iE#E ) XiEHES , X F Password ( 218 ) , #MEENHE
PRRFVER K RAFEFROK(HBE ).

MRFUEFR , W MySQL Workbench T ZEHIEENRITRE

HPR 3 AR IHRAYERRD 35
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FR] 4 FERR

NEGEBERR , FRREEAHEFENUER, BXUHA , HSMthe section called “MIERZE ",

EEEEBERNENEIER , 1§2F the section called “F 4 - FERF,
RS R

- THROAEENNABRFFRRRE. FSHRNEH,
- THHMEIRITX], FZSHthe section called “FIRIT X",

B4 BFERIR 36
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21 % Amazon Secrets Manager £/

ZAMURZEE, —4AiH (HlImAFBENEE ), OAuth THEIBLUMBZEF X FM# 7E Secrets
Manager Y H Bl ZE 2.

® Tip
¥¥F Amazon RDS 1 Amazon Redshift EX R P& , RINBWEERAEEEH. B
BYEEBERSVERERY , AR ERATERE,

LEAZEH EFREFNIECXBNFEREENREEFERIEN , 2SS RBREENERER. AR5
EHRAN |, BAFRRZANELS , FRESHENERES, LUNEZEARRMEM key/value
Bo Xy BAUIR B X E i 5215 2o

EGBR4 , BEESecretsManagerReadWrite & IS FHI R,

HRBIBZEART |, Secrets Manager 2% K — CloudTrail HE%KB. BXEZEE , HSH the
section called “f£ F§ & % Amazon CloudTrail 7,

BIRE (#ZHE )

1.  $TF Secrets Manager &% , Wit} https://console.aws.amazon.com/secretsmanager/o
2. ERTFHHEBNA.
3. £ Choose secret type ( EFRZ4AERE ) MEL , ITUTRE !

a. XT Secrettype ( F4AKE ) , ITUTREZ—
EEHBEEEIL  FABREE#NBEERIIRE, REERHEE , HEaAE,
EFMIEATHIEEN API B4, HRITEFMEIL , HEREMXBNRA,

ERENS , FLL JSON BENEXMAZYN , RELRRAET+ , RAEUEMHER
MAZR, EAUERATF#EEKS 65536 MFET. —LRH

API key
key/value B3 #i A :

ClientID:my_client_id
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ClientSecret : wJialrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

W ABAX :

AKIAI44QHS8DHBEXAMPLE

Digital certificate

WA :

Private key
BB

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

-  EF#¥KE Secrets Manager 8EIKHFHNIEENTE , BERSHENFEEHR, RFE
BEENEHRETRSENERBZNIEFAEE. BXEZEEL , 5 FHAmazon
Secrets ManagerfE BRIV B KREEE=FHIE,
b. XTFMEBE , E#F Secrets Manager FARMEZEAEN . Amazon KMS key BEXEZE
B, BZH ZHANENRE,
«  BERZBERT , E%# aws/secretsmanager R secrets Manager. Amazon 3£ &
XEHR FARBAR~ETAEA,

.  MRHBFEEMNHMB4AH R 24 Amazon Web Services Ik, REREGFHEEH
KMS ZALUERIRZRARN EN A RARE | BNV RPEREFFREZASIEE NN
MBARCE—N. BEXERAZTFAREZANHENER , BSH EMN.

BN EE the section called “KMS Z4AINR", BXREKFIHRINEZEER | F5
the section called “BEEMK /= i8],

C. ii#%jt_io
4. 7£ Configure secret ( BLEH4 ) WE L , MITUATRE :
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a. WA—NERMK Secret name ( B4AE % ) M Description (%8 ) . BABHALUITE
1-512 NFRBFH /|_+=.@- F&F-

b. (k) MREGET AR , B ARTFZZHN Secrets Manager S1EUNHEMMEN T
BE

c. (W) EZHRZESF , EENBAPIN—IHZMEEL, BXFICERE , §SH the
section called “#51ic A" BTFEMNBRERFRERSH , BN EMIRME,

d. (&) ERFENR , ENRERBRFNNEEHNZAT  BERRENR. BXEZEL &
2 the section called “E T &RV RIE,

e. (") ZEFFHAF , ENENBAEFE S —1 24 Amazon Web Services X1 , i
EREHFA, BUUNEEHZR , U UELBEEH ., BXEZER , M ZXEE
o

f. &EBT-—%,

5. ( Ali%& ) 7 Configure rotation ( BEE%®#: ) ME L , B S A EzRIR. SHAURAEREX
Mk  ARBERETH. EXEZEER , BSH Bk BH. BT %,

6. 1 Review (%) MLt , "&ENBHFAEE , AFEE Store (FFE).

Secrets Manager fFiRE E|Z4A5 R, MREWHMBARE T , BIEF Refresh ( FlFT ) =4,

Amazon CLI

HIEEDD shell PRAGHE , FEHEGSALERIIARFANGREZGSSHHNKE, ES
Bthe section called “B&{E 5 Fi 77 Amazon Secrets Manager#4f Amazon CLIEY X",

Example #R3& JSON 3 #F 1 gy B4 B S B 2 %2 47

LA create-secret RO REXHFNEIECNERA, EXEZEL |, ESH ( Amazon CLI A
P18 RN INE Amazon CLI S,

Eff Secrets Manager BEB IR FR4A |, BLMIEIR JSON HFEFH4AR JSON 4544,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json FAA :

{

Amazon CLI 39
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"engine": "mysql",
"username": "saanvis",
"password": "EXAMPLE-PASSWORD",
"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",
"port": "3306"
}
Example &2 %3 4A

BAF create-secret R CIERIEHMNMEE WA,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}'

Example &2 %5 4A

LAF create-secret RO EIREIEHIMREHNEFR,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}' \

--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag", "Value":
"SecondValue"}]'

Amazon SDK

EEAHP - REEZES Amazon SDKs , FEACreateSecretBte. BXEZER , HZH the
section called “AmazonSDKs”,

Secrets Manager Zf R E A4 ?

1t Secrets Manager # , Z{AHEAEE. BHRENZATKEAR. BRAEUTURFHFRI - HH
=

NTRENZHFREERE-NBRF , RNBUEERATERENR JSON XAFHRFEH | i

Amazon SDK 40
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{
"host" : "ProdServer-01.databases.example.com",
"port" . "'8888",
"username" : "administrator",
"password" : "EXAMPLE-PASSWORD",
"dbname" : "MyDatabase",
"engine" : "mysql"
}

NFHEEZRP K WREZHEIRE , BASNETE LB JSON SHNBIEEEREER. BXE
Z(ER , F3 ¥ the section called “BE4AHY JSON 4537,

Metadata
A TBIESE
- BEFLT#EAH Amazon Resource Name (ARN),

arn:aws:secretsmanager:<Region>:<AccountId>:secret:SecretName-6RandomCharacters

Secrets Manager 2 EZABMARERMANENFR , UHBIARZHR ARN B —1%, 0RMIBR
TRBZS  AREAERNENARTHZY , IR TXEFHNERE , XHNZHEETEN
ARN, BT ARN R[E , BRRiFE IBZEAN AR T2 B REGH B FRNR,

- ZHNEN, W, BRRIBNRL,

- INZZEAM ARN , — Secrets Manager FRIN%: M #% 2 2 4AEH Amazon KMS key. Secrets
Manager S8 UIMBR XN FRBAXAE , AEERIEPMBEZH, BZFthe section called “# A
ZRMER,

- MRRETRE , AXUOMAEEZHANES . BSHEHR 29,

Secrets Manager £/ IAM X PRZEB B RBRAIABRNXA LTRSS R ZER. BSRN S HREIEA

iR #2#] Amazon Secrets Manager.

ZHRETENEZHERARNRAE, EXFAERLRZFHAR , Secrets Manager & 812 — MRS,
&2 Hthe section called “Z4A RA,

BT LUE T & #1722 Amazon Web Services X8 EEA—NER40, E&IZ4A | SO E A
REFAHRNBERRH, BABRHRSERIEZFHLE, FSH SXFEEH,

FZH EERH.

Metadata 41



Amazon Secrets Manager ArfEm

ZHETENEZHAEILRNEA, ERFAERELHEZAR |, Secrets Manager 818 — MNEFTRA,

Secrets Manager T2 FHHEEMRETNELMERANELIERK, MBBEIRIERBREFRX=MFERZE :

o HETARAS — AWSCURRENT
« SEETARAS — AWSPREVIOUS
« RRCERRA ((RHHAE ) - AWSPENDING

FEAHAE —MRIZH AWSCURRENT BIRRAS , Secrets Manager &7E &4 R 2 A E i BRIANR EiZAR
7,

&R T LUBN £ Amazon CLI FiBf update-secret-version-stage REA B EXFREIRICAR
K, BERSALUN—NEAK M 20 MREFZL. BANHMRETEEFHENEERE. RARTTN
BEIMRE,

Secrets Manager N A BERFHREMMA , ERFIEHRAFEANEFR. WRRAEI 100
A, Secrets Manager 2B BREFAMRA, Secrets Manager TR 24 /Nt BT 8 AR A,

THEERTAE Amazon FRIERAFMEFARCHRAN ZH. TRSHWRAGEANEFH , Secrets
Manager fF7E &N RRH B EPFEBER,

EERRA 42
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ﬁys ecret \
P AWSPENDING AWSCURRENT AWSPREVIOUS

credential10 credential® credential®

B Laoein

| credential3 ) credential?
credentiald credentials ‘ credentiald ‘
credential? ‘ credential 1 ‘

Amazon Secrets Manager Z48#9 JSON 45
& A] LATE Secrets Manager 2240 R 12 AR SC AR T — 33 6 S04, |RAR KD 65,536 F o

MR A the section called “iB1d Lambda EE#H 1T |, N ZASNMETERREBFIENEE
JSON FE, flin , T EEHRREEZIENFH , RPREBSEEIBEEUNEHREILE , RiZZHA 2
MBEREEEREER,

MREFEAZEH A RBREERANRGR , NiZZRASNEBERMRRIEENSE JSON BN, Secrets
Manager ERAIXLEFBRERBIERE , AEREFELIREBER VPC,

JSON BEMX D ANE,

£}

Amazon RDS # Aurora & it

Amazon Redshift ik

Amazon Redshift Serverless Ziif

Amazon DocumentDB EiiF

Amazon Timestream for InfluxDB Z#4A 4513

Amazon ElastiCache ZiiE

K JSON 41 43
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» Active Directory ZiE

Amazon RDS F Aurora & ik

E# A Secrets Manager VIR EUENR , BEEALT JSON &8, BALURIMEZR/1EX | 6
magEMXEPPRIABREENEZER,

DB2

F Amazon RDS Db2 324l , HTRAFPLZEZEXRBCHER , Rt EXMELMAPMRPRHE

b AT
{

"engine": "db2",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<ARN of the elevated secret>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",

"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}
MariaDB

{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"
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}

MySQL
{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Oracle
{
"engine": "oracle",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name>",
"port": <TCP port number. If not specified, defaults to 1521>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Postgres
{
"engine": "postgres",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",

Amazon RDS # Aurora i 45
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"password": "<password>",

"dbname": '"<database name. If not specified, defaults to 'postgres'>",

"port": <TCP port number. If not specified, defaults to 5432>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

SQLServer
{
"engine": "sqlserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster.Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Amazon Redshift &ZiiF

ZE#FH Secrets Manager 12 EBENR , BEALUT JSON £, BuLURNEZS#/EX |, i
masHaXiEPNEABREENERES,

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"dbClusterIdentifier": "<optional: database ID. Required for configuring rotation in

the console.>"
"port": <optional: TCP port number. If not specified, defaults to 5439>

Amazon Redshift & iF 46
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"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>"

}

Amazon Redshift Serverless EiiF

EF A Secrets Manager 2V IREEUENR , BEEALLT JSON &8, BALURMEZR/EXT | 61
magEMXEPPaEIABREENEZER.

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": "<optional: namespace name, Required for configuring rotation in the
console.> "
"port": <optional: TCP port number. If not specified, defaults to 5439>
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>"
}

Amazon DocumentDB & if

EF A Secrets Manager VIR EUENR , BEEALLT JSON &8, BaLURIMEZR/1EXT | 61
magEMXEPPaEIABREENEZER.

{
"engine": "mongo",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 27017>,

"ssl": <true[false. If not specified, defaults to false>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>",

"dbClusterIdentifier": "<optional: database cluster ID. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

"dbInstanceldentifier": "<optional: database instance ID. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>"
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}

Amazon Timestream for InfluxDB Z24A 45

E® R Timestream 4 , BRI LLE A the section called “Amazon Timestream for InfluxDB” ##4&
Mo

EXEZEER , 2 (Amazon Timestream F X AR IEE) FH Amazon Timestream for InfluxDB
wn4al s A %24 .

Timestream Z4A AKX A EHH JSON £ FREFEARRER, BXEZEER , 5% (Amazon
Timestream F X AR IEF) FHZHNNAE,

Amazon ElastiCache &iif

AT RIS R T 174 ElastiCache EiFR Z4ARY JSON 414,

{

"password": "<password>",

"username": '"<username>"

"user_arn": "ARN of the Amazon EC2 user"
}

EXEZEER , 521 (Amazon ElastiCache AFIERE) RN A BB,

Active Directory EiiF

Amazon Directory Service £ 247 174# Active Directory Zif, BXEZEE , iH5H (Amazon
Directory Service EIE5R) HH Seamlessly join an Amazon EC2 Linux instance to your Managed
AD Active Directory, TCEMABBZTEU T RO REN . WRTFERATEFMA , MATLAERAR
BRETEFRFHAPRBNEYN , NRREBERKE PR,

ER ¥ Active Directory %48 , B LAE A Active Directory IR 18R,

Active Directory credential

"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>"

Amazon Timestream for InfluxDB Z4A 4544 48
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RAriEmE

MRERREZY , FEFEHAE X D

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"

}

MRFRAEIE keytab WRALEESHER , FEE keytab 4 ARN,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>",
"directoryServiceSecretVersion": 1,
"schemaVersion": "1.0",
"keytabArns": [
"<ARN of child keytab secret 1>,
"<ARN of child keytab secret 2>,
"<ARN of child keytab secret 3>,
1,
"lastModifiedDateTime": "2021-07-19 17:06:58"
}

Active Directory keytab

BXxEH keytab X3 Amazon EC2 L# Active Directory ik P ITHEHRIINEER |

BESH

Deploying and configuring Active Directory authentication with SQL Server 2017 on Amazon Linux

2,

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"schemaVersion": "1.0",
"name": "< name>",
"principals": [
"aduser@MY.EXAMPLE.COM",
"MSSQLSvc/test:1433@MY.EXAMPLE.COM"
1,
"keytabContents": '"<keytab>",
"parentSecretArn": "<ARN of parent secret>",
"lastModifiedDateTime": "2021-07-19 17:06:58"
"version": 1

Active Directory ZiE
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}
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{#F Amazon Secrets Manager & 2 %4

£

« B ¥ Amazon Secrets Manager Z4AH{E

{8 Secrets Manager 4 R %15

o FFEAERE G MRA

« EWHFAR A Amazon Secrets Manager 4

+ {&% Amazon Secrets Manager 4
« EEEI HWE Amazon Secrets Manager
« MIBR% Amazon Secrets Manager %A

+ k&% Amazon Secrets Manager 4/

» FEHHRIZHEE Amazon Secrets Manager

E ¥ Amazon Secrets Manager Z V&

EFEHENWERE , TLAEREEA, CLI = SDK, HEEHMWZER , Secrets Manager 2FEHE
FHRE AWSCURRENT BIEMBNFTIRAE, BRI RIFEHRE AWSPREVIOUS MBS, &7
LURINBE EWIRE, BXEZER |, H5 19 Secrets Manager Az 4,

EMwEE (ZEFE)

1. $TF Secrets Manager ##I& , Wit} https://console.aws.amazon.com/secretsmanager/o
2. MEPIIRL , ERENFEH,

3. MABAFAGENERE , ESREMFFNEAERD , ERREWRE , ARERRE.

Amazon CLI

E MW EE (Amazon CLI)

«  HBEDD shel PRARTH , FELRGSHLERIKZARFALGREGSSHHREK,
B2 Hthe section called “F&{K{F B £7f%Amazon Secrets ManagerZ45Amazon CLIFI X",

BATF put-secret-value HAIEBERMNEEXNWHIRAZ,

ENHEE =


https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn//cli/latest/reference/secretsmanager/put-secret-value.html
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aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

BAR put-secret-value I 7T —NEBEBENEFERENHIRAER. FIRAGFTERE
MyLabel Hl AWSCURRENT,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

Amazon SDK

ENBWEREUBEE 10 28— XHWERFZLERA PutSecretValue % UpdateSecret, SR
WA PutSecretValue 3 UpdateSecret EFZ4A{E , Secrets Manager 0 Z AN, =
WA 100 NE , Secrets Manager 2 BRARFRIZEIARA |, B R MIBR 24 Dt AR R, MR
10 7HEF—XZHE , NEIEHPMAZTF Secrets Manager Ml BREIARAS | F3% B 2240 MR A B9 B
i,

~

EFEMMWEME , EEMAUTIR®E  UpdateSecret = PutSecretValue, BXELZEER , HSH the
section called “AmazonSDKs”,

{# A Secrets Manager £ &1

£ 8 Secrets Manager B —Fh % WL 21 Secrets Manager PAERFE , A EHREESRS HE
RZBB, BUUERNRTAERITIHERE

« Amazon CloudFormationi#Z %, Amazon CloudFormation

« Amazon CLI#EZ ] get-random-password,

« Amazon SDK - 5% %] GetRandomPassword,

N2 EH R B BABTRY MR AR

BRI LAUBE £ Amazon CLI B3I i MBI RARAERNRE | FRAERE N EBRAR. BHX Secrets
Manager 1A 7Z & Z4EAMRARMIE R |, 5S [ the section called “Z4A A",
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AR update-secret-version-stage Rl AWSCURRENT & #45 £# 3h 2| 248 0 LABTARAS |
XEMFBARRNATNRE, EERIETRZAMN ID , iFEAH list-secret-version-ids
£ Secrets Manager %1 &8 R EFRA,

3

TR, 8 AWSCURRENT #REHI A7 a1b2c3d4-5678-90ab-cdef-EXAMPLE11111
& AWSPREVIOUS #REHRA N a1b2c3d4-5678-90ab-cdef-EXAMPLE22222, ELLR Bl |, &
AWSCURRENT #R& MR 11111 8312 22222, BT AWSCURRENT # & EMMAAREER , Fit
update-secret-version-stage £ B3I AWSPREVIOUS #r&EB N TiZARA (11111) . &R
=XT AWSCURRENT # AWSPREVIOUS 7K,

aws secretsmanager update-secret-version-stage \
--secret-id MyTestSecret \
--version-stage AWSCURRENT \
--move-to-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--remove-from-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

B R4 INZE Amazon Secrets Manager Z4A

Secrets Manager £ A Amazon KMS ZAMBBEBZANET NERRIF BN ZHE. NTH
MNZ | WA LLUEREFERAN KMS #41, @ ERAZ A EENF4 Amazon TEXNF4A aws/
secretsmanager , R AIAERAEFEENZRH, KSZSBERT , BIUER aws/secretsmanager , 3} 8
FERETFEEMRAR, MREFEMNEMATFRIZEE Amazon Web Services i , SRERAEFEHH
CH KMS ZAUERRBHASINENAZARE , mFEA ERREXEH. BLMEH the section
called “‘KMS ZHHHINIR"s BXRERAEFREBANNENEES , B5H EN.

BUNERRBNMBER. S, MREENEMIKSIHEZESR , FRZEALHISEA Amazon
REZARITMEaws/secretsmanager , MR E EFREEXNHH,

® Tip
MRERBREHE ERFREXNFH , RNEBWEFEA Amazon KMS B Z4R R, BXEZE
B, HS R Amazon KMS %4R,

SIEEWMZE AR |, Secrets Manager 2 AT Z A E# INZ AWSCURRENT, AWSPENDING A
AWSPREVIOUS fRZA, 7T BEFEBEERBZIN , Secrets Manager 2 LB 4R N2
FIEIE R, XEWREE A RGN ZA RN ZAHEE AWSCURRENT, AWSPENDING F
AWSPREVIOUS MRZAR, fNR&AELFIZ4AM kms:Decrypt MR , NI HEEHMBRZ4ART |, Secrets
Manager T2 ZZARAREFTMEZC(]. EXMERLT , REREFTLXFEEFHMNE,
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RNTEREEBIFNZRZRIAHEZR AWSCURRENT |, BERAF RPN EFTRANZRI., RE , B THEEBE
%22 AWSCURRENT Z4ARRA |, B AMIBE R EARINER,

MREALBIR N4 |, MIBRT AWSCURRENT, AWSPENDING #1 AWSPREVIOUS 24\ , & 5%
PR AIMBRRAE, NMREEBERENEMIRERZNBZRAN G RINR , MEZEFEH the section called
“Amazon CLI” BX ¥ N2 Z4A EFH 621X LR AR,

B ENMEZR (BFHE)

1. $TF Secrets Manager ###|A& , Wik A https://console.aws.amazon.com/secretsmanager/o
2. MEZPHRLE  ERENERH,

3. EMBFMAGENELMMZFHEEMO T , RERE , ARERREMERA,

Amazon CLI

MRERWFENNZR  ARERA TR MMZEZL , MBRT AWSCURRENT, AWSPENDING #
AWSPREVIOUS 24\ , BT LB BREMMBRIRAR, NMRBEREXN EMIREFREH R RAH 175 B
BR , MIEZEME A the section called “Amazon CLI” &3 #789 hi 22 2240 F 37 61 X LE iR 28,

E MR INE 4R (Amazon CLI)

1. BUF update-secret RO EHATMZZHAEBEN KMS B4, Z KMS ZBHAXT S NZE LAV
FRE—XiFgHH,

aws secretsmanager update-secret \

--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. (HiE) MREHBBRATEEERE  NECRAFBAXNEERMSE  WLAEFIRXL
AR AR

HIBEW S shell PRAGSH , FEFRGSALIERHZARFANHRZGSSHANEK,
&2 Mthe section called “F&{&F B 2% Amazon Secrets ManagerZ43Amazon CLIFI X",

a. REMFERAE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
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--version-stage MyCustomLabel

I T HWEE,
b. GIEZE/ZEMNIRA,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

&2k % Amazon Secrets Manager 47

BRI ECIRZAGEREAKE  EAERTRANGESE. X THAEMRSENRN , EURFE
EFEAHMRSREFTHIERE,

EREHEERY  SULEEZEHAEN. HHMBESEENZPALUZRSH ID EATR. HE , £
i Amazon CLI , #8 A d escribe-secret , REEFZF R, OwningServiceBXEZER , EZH
BHEMRSEENZSR.

NFEERNZHR , BUMERERNER. ETHRVER, MBEBANRIC. BETAERNER
HERGE  ERIMNBENERHREHIERIUENENAE. RR2FH Secrets Manager FHIZ A AR EK
BESERS LWERE. X2APRBEASILEZA  UAEETFRERZAEN , RERR—AEET
ENEIE. BXEZER , B5H ik B,

HIRIE R ZEART |, Secrets Manager 245K — CloudTrail BE&B. BXEZEE , HZH the
section called “f£ F & % Amazon CloudTrail ",

EHMEEENER (BFHE)

1. 3TFF Secrets Manager ##|& , Pt 7 https://console.aws.amazon.com/secretsmanager/o
2. MEPHIIRL , EFRENEH,

3. EERfAFMAGENHEL , MITUTREZ—

BFEE , BT EER ARN RELHAM B,

- EEFHER  EBRHAFACEHoP  EERRE , ARERERBHER,

- EEFMER , SR the section called “ERMFNMBHEZFE

- EEFRE , BERSETFH , ERRERE. 12 Hthe section called “4ric %47,

&4 55
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EEHWHEE , 1S5 the section called “EFWHE",

EFHMZHANNER , BEMREMFHERRENR, 5 #the section called “&E T #HIRHY
REE

- EFHMRHANEHR  FERRATTERRBRER. BSREHR BH.

- ENENFHEFIEGXE  BER ZXE5 4,

« MRENFHBEAR , WETUEXRB AN MBRH, EEHRTFH |, EHERA MY EIRE
H, REEREXED | ERRENBERH, HF5Hthe section called “EAMBMBEE",

- FEFTURALUEEREMERSEE  EFREZBSHEFUEER. FSABEMERSERE
HYE 4.

Amazon CLI
Example E# %5415 8B

BAF update-secret REMFEHBHANEIR,

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

Amazon SDK

BNBWERELUBEE 10 28— XHWERFLEEA PutSecretValue % UpdateSecret, SR
WA PutSecretValue & UpdateSecret EFZ4A{E , Secrets Manager R Z AR, =
MRASHEE 100 4Nt , Secrets Manager £l BRARFRICEIARA , (BT MR 24 /PR B EBIRA, R
|10 PHEF—IRZAE , NEIBHRAZ T Secrets Manager M BREVRRAS | % B 2340 R A< B B
o

EEHWE , BEALUTERME : UpdateSecret B ReplicateSecretToRegions, BXxEZ{E
B, %2 the section called “AmazonSDKs’,

EEES HWE Amazon Secrets Manager

R AT R B EBERM | Secrets Manager 2EREAEH. ik, FERMIRSEHIX
BT, REEBLERENERTESANE  ZBER, /. . = # SHESH , FANEAREH
TR ITER. EFERFLEENER FRFERN | Secrets Manager £ 4 2 RFAFEUFH
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BGRNBEMNER, BIMNKEBRE/NE, NFHREBFHM number/letter #x [LEF 5 R [LEF 5 I E
TR oBEFE, Hlan | @ AERF credsDatabase#892 FLEREZH, HRAMRZEBNEFH
creds, Database # 892,

HIRHIH Z4ART |, Secrets Manager 245 — CloudTrail BE%&B. BXEZEE , HZM the
section called “f£ i & % Amazon CloudTrail ",

Secrets Manager @ —f X RS , R EEE X BRI ZER.

BRIFESRAF

MR FEAEMTHELESRY , Secrets Manager 2 ERFAEIRER , AEEMEBEHFERICE
I, ERTXDANPNE, Hlin , #BE My_Secret 2LEZF, WRFIRLEHHAH my = secret F
B,

BAILUR T RERGNAREE -
Name
CEZ4A BT L Ko KNE, a0 , EF : Data £IREFH DatabaseSecret WER4R |
RiREIZH databaseSecret = MyData KY%4A,
iR
CEZARMABPNER | FXoKRKNE, Hla , #iK : My Description 2E EF LT #HIRK
2
* My Description
* my description
* My basic description

* Description of my secret
EEE

ERANSFRSEENYLE Amazon , Fi0
+ 1Password

* Akeyless

» CyberArk

« HashiCorp
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RERS

EEE%:EEHE% ID ﬁfjgéﬂfgﬁ% ) ;FlXﬁj(/J\Eo ﬁuyu , my-ser 4%HE%§EEE§€%%H5EH2& my-serv
M my-service HTEE, BXEZER , BSH HEMEREIZSEENZEH,
28 H#r =4

B UTRRER, BIABARREFNEH,
R

CEFRESENTTL Ko ARNE, flin , #5Z%2 : Prod 2REIHFRZ Production f Prodl 89
F4A |, NIEEHFRE prod % 1 Prod &4,

BEE
CERZENTTL  RoKDME, fli0 , 35ZE : Prod £ REIHHRZE Production 1 Prodl #Y
240, PIREHHREE prod 5 1 Prod HZ4A,

Amazon CLI

Example %I tH & F= & #9 2248

BAF list-secrets ;RHIRER T &0k F RV 2 4R B &Ko

aws secretsmanager list-secrets

Example Fi& 20K = H Y 2540 51 5=

AR list-secrets ROPFREVENIKF FEHEE Test WHAIIR, REHGHEX D K NE,

aws secretsmanager list-secrets \
--filters Key='"name",6Values="Test"

Example &# HHft Amazon RESEBEHNIE

AR list-secrets RHIREVRS EBHNZRAIIR, R ID BERS. EXEZEE , BSH HEM
RS EEN R,

aws secretsmanager list-secrets \
--filters Key="owning-service",Values="<service ID prefix>"
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Amazon SDK

BEEAHP —REHRNE Amazon SDKs , FEAListSecrets, BXRESZEER , S the
section called “AmazonSDKs”,

f BR %= Amazon Secrets Manager %A

B THZERREM , Amazon Secrets Manager #E MRV ZEBEME, Secrets Manager < 1B
kR =40, M=Secrets Manager & BIfEX AT EHE , HITMEMENR (KD R7TX)E
MipRIx R4, EMENBLERE , BF EIRE AT HIBRAVEEA . F518 50 B M BRAY 2540 T W BT AT 5%
A,

NMREFEFAEHIHEBXE , NEEZFERBR. BEMEREIAR , RAEMBRERH, EERHEREIZE
B, ZEI AL EIHIBR.

BT EEEMBRENZAMRAE |, KR , EALLER Amazon CLI 2 Amazon SDK MR BRTEE
EHRE, XEFZRAREHEFER |, H Y Secrets Manager /3 A& B s I BRiZ AR A

MEBFHMENARFERNEERAZS , WABIZE— Amazon CloudWatch 21k , REEEMRE
RERBAZRIAEEH,. BXEZEL , HSE BEITXIMBERA Amazon Secrets Manager Z 431
AR I 1] o

EMBRZRLR , BUIEE secretsmanager:ListSecrets f secretsmanager:DeleteSecret

R

LM BRZ4ART |, Secrets Manager 2% K — CloudTrail BESRB. BXEZEE , HSH the
section called “f£ f§ &3 Amazon CloudTrail ",

MEREREA (2 A)

1. §TF Secrets Manager $###|#& , Mk 7 https://console.aws.amazon.com/secretsmanager/o

2. HEEHRSIRP , EEEMROES.

3. ERPAHAGERIP , ERRE , AERREHRR.

4. EZAZBHMUTBEENFES , EEERET , @AKABER 2B FFH R, Secrets
Manager B il—“%& 7 DeletionDate MFER , FHRFHRE } H 50 A BFAT A 0 £ R RS BT ERIE
ER R

5. EEITRIMER.
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EE EMERN A

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/.
2. EERHAinEL , &RREHF

@ )o
3. E'HEINEESR , ERERTXIMBRNBA , RAEEERT.

il R Bl A 22 4R

1. 3#TFF Secrets Manager ###|& , M4k} https://console.aws.amazon.com/secretsmanager/o
2. EEIFEH,

3. HEHBARARS , ERREEEN.

4. M Actions (1E) & kR Delete Stack (HilBREIZA),

Amazon CLI
Example il Bx%Z34A

LAR delete-secret REPEFMIBRER4E, T LATE DeletionDate WK FER P #Y HHAFAf Bl restore-
secretZBIMREZH. ERREFN B EMXHNZL , BEFEH remove-regions-from-
replication MIBRHEEIAR , RERA delete-secret,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7

Example 3Z BNl Bk %4

LR delete-secret G EIMIBRZAR A TR BIRE TR, BT EMRE LZR4A,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery

Example il Bk 8l 4~ 23 48

BAR remove-regions-from-replication RGIFFHIER eu-west-3 RV EIZARZE . EMIREHIZE
H XMW EZRSE , BEBREIAE , AFEA delete-secret,
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aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
--remove-replica-regions eu-west-3

Amazon SDK

EffBRZR4A , EEMA DeleteSecret i H. EMBRBARK |, EFEH
UpdateSecretVersionStage . EMEREIAR , EFEM StopReplicationToReplica ¥,
BXEZER , B3 the section called “AmazonSDKs”,

& & % Amazon Secrets Manager £A

Secrets Manager FitXMBRAVZLAM N EFR , MABEEHRIZZHA. EMENBRI/E , Secrets
Manager Kk AMIBRZZE4. £ Secrets Manager MIFRZ4AJE , BEEZMEZFEH. EMERERLER
28, AR ERAHBRERETHITIHR, X2MER DeletionDate FE , ANMBUEITRIBI KX
I BR

EERFEPMEFZHNMALIE , BUMEE secretsmanager:ListSecrets #
secretsmanager:RestoreSecret X[R :

LR E Z4ART , Secrets Manager 2% K — CloudTrail BE%&B. BXEZEE , HSH the
section called “f£ F§ & % Amazon CloudTrail ",

ERER (BFHE)
1. 3TFF Secrets Manager ##|& , Pt 7 https://console.aws.amazon.com/secretsmanager/o

2. HEERIRYF , REERENEHBN.

MRFAVRPRE RHIBRAZL |, FEERET
(& Yo
EEHRIUNEES |, ZEERITIIM RO ZS  ARERRE,

3. ERPAEAEERD P , EEEUEMIER.
4. HEHUEBMAMRBEIANIEES , EFBUEMER.
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Amazon CLI
Example 1% & 2 Bl Br#Y 248

BAF restore-secret RHIMRE T By itXiIMBREYZ34R

aws secretsmanager restore-secret \
--secret-id MyTestSecret

Amazon SDK

EREMRICHBRIZR4EE |, BEA RestoreSecret . BXEZEER , 5 the section called
“AmazonSDKs”,
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£ h AR 12 Amazon Secrets Manager

£ Amazon Secrets Manager , A AEARZEAFRHIETHEE., MIRLZANBRHENNE-E
o IRE A EBHEERE Amazon RIRMEBERE K SREKEEE,

BEIRE |, BH L -

- BE, EERNME Amazon K PR FEAME AR
o ARIFHT DAY AR IR HIXS B A B9 15 (R
« REEMDRERENZRIEBXNTEH

BXRUNAERAFRZIEFBRINEZEER , 1§51 the section called “fF AR 2 &I 2408915 7]

BTHERADERZ |, H559 Amazon Biling AP EEFHEH Amazon A9 BRE,

BXRTERFNmERFNEL , ESH Amazon —RSEEEPNIRICH RS, HREXD KN
B,

LIPS EUHEIRIC B 4ART |, Secrets Manager &4 K — CloudTrail B&% B, BAXEZER |, H5
¥ the section called “f# F & 3% Amazon CloudTrail .

® Tip
XFrE Amazon BRER —BHFIEH R, BXHFESXR  FSRNTICHRESEAR B,

BERREZEARAR

BRI ARG & P IRIREE R E 4 Amazon CLI, # SDKs. Amazon &Mt 7 R esour ce Groups
TE, O ATREEENEHE  BENIEBESNALARE, EERTARERINER , HSH the
section called “B & %4,

YRATLAE A Secrets Manager #2#& 3 Sec Amazon CLI rets Manager API 3 :
- BIEHFRIRENESR

o« B HRIIRE

« FIHBRANIRE
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« MEARHRIBRIRE

BAIERARENZAH TR, flm, BANRAR, AEEIHENEZR#TIE. BTEENEN
RENENE B ETUSIR-A8EKIIKBRENREER. UTILMRERS

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

e Environment: Production

£ AR IR IR X AN

B LAEAREX Amazon FERA#IT O RMBRER, HERFZENAT Amazon BIR ( BIEHE ) 8,
K Amazon A D EBREFBIEEFLCENEAENAER, BALRERTRLSFEE ( Fla0KAE
i, NARFEMEES ) Wi , MEEEBEZHERSHAE, BEXESZEE |, 5 H Amazon
Billing AFEMHP X B E VKRR EFEHANET D BERE,

T BRI R

LT REER THRE,

ERRE

« BMAR (EH ) HREAFRERRE 50,
- RERNEX D KNE,
« TAEEARHRECHBRBHARE.

IR RE

« BMIERUTRE -/, WREFNNIEEFCEANE  NENFHZFEZANETR-EX,

« BRERPATRRUITL | aws: RAMBREHREBHER Amazon, Amazon RFRE6IE LU 51 BT K
BIPREE | BIRTTEXS H it 1T 4w S BR

- RERVKELTNT 17 128 4 Unicode FHFZ[H,

- RERLMEBEIATFH : Unicode &, BF, ZRAMATHHEFF (_ . / = + - @
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IREERE

- BRZEENEKEXTNT 0 F 255 4 Unicode FRFZ[El,

- REETURZE, B, EMNBABEUTFR : Unicode B, BF. ZRAUTEERKRT
ﬁ: . / =+ - @

{# A Secrets Manager &l & 510 4R

IETLAE R Secrets Manager 2% & BB R4ANIRE

EiFRIFRIEIIEE , BRMITUTRE -
1. 3TFF Secrets Manager 2 %14,

2. EFBESMAP |, EEEENXE.
. BEBANEL , EFE—1IEH.

EEZANIRE

ERAFAFEERE L , BEEFZRTF,

ERFE IR
BR tIERH FHSREE.

NI Y B B A AR

1. ERAFAGERRNEL , REHFRZETF  RARERRERS,
2. ERFRITAANRER, EEFRPHANREE (TiL).
3. BEERF. EHMBEFNIRZSHRMEREIIRF,

(® Note
MRFREFEARBA , WRERNETRABZIILERY. BXESEFES , HS5H T #ir
R,

EEF A PIRCER
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MEZRFBIRIRE

1. EFPREMAEEREL  &EFRS®RIF  AREBREBRIFZZLHNBERER,
2. ERREFLUHEIAMBR , SHERBUE A EUE.

FEFAFRIEHZEE Amazon CLI

Amazon CLI 5|+

Example @ Z AR INRE

LAF tag-resource Rl ER T a0 E AR IR 1L 1B S B INFR S o

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue

Example [ Z4ARMZNMRE

LT tag-resource /RGIFF @ B4R M INA MR ER

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",
"Value": "SecondValue"}]'

Example M 2548 il BRAR S

LAF untag-resource ROIMFMNZARBBRA ML, N TFEMNZ |, BRNEHEMER,

aws secretsmanager untag-resource \
--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

{# F Secrets Manager API #~i2 248

BRI LAEA Secrets Manager API &N, I MBBRIFE ., X6, BSFEUT X

« ListSecrets: ListSecrets ATEENA TZHANHRZ
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+ TagResource : MZARIMNFZ
 Untag : NZRHRBRRIFE

£ Secrets Manager Amazon SDK #ri2 Z4A
EFRFANRE |, BEAUT API #1E :

« ListSecrets: ListSecrets ATEENA THHANGRE
- TagResource : EZARINIRE
« UntagResource : NZ4A D BRRIFZ

BEXUMAFEAFAXTESNEZEE |, 5 lthe section called “AmazonSDKs”,
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B X 13 & #|Amazon Secrets Manager® 47

BT LURHE Y 40 0 R 2N E #lAmazon Web Services XiF , X B0 A EXEMRONAERF , M
MHEXFHFRIFAEEEER, MRUGEE , B LULNEIAZAARNIRIZE , REFHRER M
MEHl, Secrets Manager Al AEIEE XFE G MZ R ARFEM THE , FlINRSFTRKE,

BRXES , BIAZEAR ARN SERAMEE , Sl

« ¥®4H : arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-alb2c3

- BIA&RZ4A : arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-
alb2c3

BXBEIAZPHHEMES , S Amazon Secrets Manager E 1o

17 I B R AR RRE RN RSN | BN as RNEENEEES. AR EHEH
o EANERRANEES  FAASHEANEREER. LATLLABAFFNEM keyvalue BX , H
REK HE S B

MBEREFAE ALK |, Secrets Manager FHEEXXFEAHRITHRARK , TN FAESEEBEMEX
ROBIAZH, BLELMEEMERIARHANRIR,

BU L EMBER AAmazonX AR EFIFEH, B , WREEHHKAmMazon X1 ( fla1Amazon
GovCloud (US)s R E X3 ) £/ Secrets Manager , N R BE1E X £ Amazon 4 2k X 13 A B iE %2 48 F &
X, BRENEREAAmazonXFHAWZAEHETTXE , BFEFNBNET L XFEEHEEILX
o

ERBRAEHE S —NXE2H , EXTEREZXH. BXESZER , 2 HEE Amazon X,

B AR FEBANXEPR Secrets Manager in R , ML FEEHBAN AT ES AN X ERAER,
BX KinT KKK , S Hthe section called “Secrets Manager in . B EHIRKES ITEAR
Wt FZHAE -0 ZiRRERBPHAEIRE (DR) 2219, Amazon

HIRE 4T | Secrets Manager 24K — CloudTrail BE%B. BXEZEER , 50 the
section called “f# f &5 Amazon CloudTrail ",

ERZASHIEMBKX (2FE)

1. $TF Secrets Manager ##1& , Wit} https://console.aws.amazon.com/secretsmanager/o
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2. MEHAIERL  EREHEA,
3. ERAFMAGERNEMERZEIFH , FITUTEE —TUHRE

- WMEREHZRP , Fik#R Replicate secret ( EFIZHH ) -

- WMREBEHZI , iB1E Replicate secret ( EHIZ4A ) Fo |, %&£ Add Region ( AKX )
4. 7E£ Add replica regions XiEES , UITATRE :

a. #3 Amazon X , HEFERHHA SRR X,

b. (Wit )XTMEHAP , EFARNEZRN KMS B4, BHRMLIN T EIRXFH,
c. (Wik)ERMEMXIE , iFi%#E Add more regions ( RINEZ X1 ) .

d. i%3#% Replicate ( £%) .

AT AIRE 4R 1FMES N E. Replicate secret ( E41%47 ) 2L ERENXEH
Replication status ( E#RES )

Amazon CLI
Example 5340 & %121 & fth X 15

BAR replicate-secret-to-regions REMFEHEEAEHF eu-west-3, EIAfEEAAmazonitE Z4A
In#&aws/secretsmanager,

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

Example BIEZZAHEFIE

LT RGI6IE—NRAHITEE SR eu-west-3, BIAEEAMNZEAmazon F£E X F4Haws/
secretsmanager.

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--add-replica-regions Region=eu-west-3
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AmazonSDK

ES %4 , BFEA ReplicateSecretToRegions &5, BXEZEL |, 1S the section called
“‘“AmazonSDKs”,

R EIAZEA R A I E 4R Amazon Secrets Manager

BIAZARMNEZAEHE S — B4R Amazon Web Services Xi5, EEFSEHAMENZHAEN
THSE  EXNTHMBEAUERTEN KMS B, TR TERAEMEIAREZSN , EENZEBHAR
Ao BIRBAARCHARARNZHAEETRHNERE , HERFNBEANIMLER. FEBZANELTS
S HIEIH 2,

EXBATTANERT , CTASDTIARAARNGIEG | SULEN R RERAS R, %
£ MRETHEATARARR  ATEETIEATARHMUIEA,

WMEARBARZR , BELERENNNARFRERMILFH,

HIREF AR |, Secrets Manager 245 — CloudTrail BE%B. BXEZEER , 50 the
section called “f£ F & 5% Amazon CloudTrail "

FERBIAEA (£HE)

1. %% Secrets Manager , M1t F https://console.aws.amazon.com/secretsmanager/o

2. SMEEIERXIE,

3. 1 Secrets ( 40 ) FIRIA L |, EFBIXRE,

4. HEEIRZPIEFMEETNEL |, %R Promote to standalone secret ( AR RINI 4 ) -

5. 7 Promote replica to standalone secret ( FFEIAHR NI Z4A ) HEEF , MAXE , RAFE
% Promote replica ( I2HEIZA ) .

Amazon CLI

Example fEIANZARA H EHH

LA stop-replication-to-replica ROIFMBRBIRNZASEHA 2 BNEE, BIXRZHRERR
XEBHPEREAHNEZEH, EXTMNEIARXBAEA stop-replication-to-replica,

aws secretsmanager stop-replication-to-replica \
--secret-id MyTestSecret
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Amazon SDK

ENEIARRPAR NN R4 |, B StopReplicationToReplica i H. BHUTAMEIA 4 X
ARG S. BXEZEER , 55 the section called “AmazonSDKs”,

B Lk Amazon Secrets Manager& i

BT AR ReplicateSecretToRegions MITEHIRIEMA CreateSecret SIERHITE
H , HicanREERFIEAFEFIEE , BRMNBWEMEIE'EE AddReplicaRegions SHHVRE. &
DENRBRKRESREM Condition B8 , MXATFRRAMBIRXFWIRME, BXRETUERNEZHE
4 , BSREUA TR R,

Example By 1L & SRR

TR ROIER T WA R F A R RMNEI A X HRE, X7 BBy A P EREY
ReplicateSecretToRegions M CreateSecret EFIZEH,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:AddReplicaRegions": "true"
}
}
}
]
}

Example 1R /o ¥F o] 45 & X R (L & HI PR
LUT SRR R T A R VF AT R IR AF -
- BIEBRAMTES

Amazon SDK 71


https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_CreateSecret.html

Amazon Secrets Manager ArfEm
- QIEFRAHEFBNULTEENMERN X
- EFRASHEVTEENME AKX

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ReplicateSecretToRegions"

]I
"Resource": "*",
"Condition": {
"ForAllValues:StringlLike": {
"secretsmanager:AddReplicaRegions": [
"us-*",
"ca-*"

HEBR Amazon Secrets Manager £ &l ¥ &

Amazon Secrets Manager E4|TJRER T EMHERMANR, EREZPEFAMMWER |, E0T BARITE
TigEz—

- AM DescribeSecret API &4E
- && Amazon CloudTrail &30

FEEHIRMAT
- WMBREKETANZRARAE , Secrets Manager 2FF1ZFAM IR X 15 BB,

HEE £ 5lR 3 72



Amazon Secrets Manager ArfEm

- MERDEFNZHARE , NEMNFREEZIERXFH , EXEER
RemoveRegionsFromReplication APl R{EFFH A ER,

ST &8N BESI KM — LR LFR.,
0 X 18 P 7 B A E R RV B4

NUEERWFEE , TUABSRAXBFINEERENEH, EWES  AEEEREFNEES , &EE

=3

I o

KMS 48 £33 B 7 AR BRRERE #,

Secrets Manager B AMBEZFH , AEEABARXEFEH KMS ZHEFHMNEE, MRBEEXFGF
SRBEMZZP kms :Decrypt R , MLBEEEIR. EFA aws/secretsmanager S KMS
BN EH W RZHITINE , BEEXNBHA T kms : GenerateDataKey M kms:Encrypt. &S
Fthe section called “KMS Z#4A KX BR”,

KMS ZA B ZASE RKE

MR EXEARNNBZZAWZHRMBER , W Secrets Manager T EE HZHWZR, BFELERT N
ZE MRREFEEEFACEADMERNOMEZRAMEZN BEXIRERAE , hAIgERENE IR, BX
Secrets Manager SIAIMNZRMEE |, S the section called “F4A B A ER", BERIEH | &7
DANE#H O EMEBEMRA , LUE Secrets Manager A MBI B ZANHB TN, BXEZER , S
FEAMENNEZEZR, REERES,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

& AR B REE SR XE,

BXROMAEAXENER , S5 Amazon KF EESEREHHNEE Amazon X,

RERXEHFERHERNER. 73
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RAriEmE

MHIREVES 2 Amazon Secrets Manager

LR RBART |, Secrets Manager 24— CloudTrail B&E&B. BXEZER , 5 the

section called “f£ F & 5% Amazon CloudTrail 7

ERBMERRT AR RBHE :

{#F Java 3REX Secrets Manager Z4A{E

£ Python 3REX Secrets Manager Z4A{E

{5 .NET 3REX Secrets Manager 2418

#F Go 3REY Secrets Manager Z4R{E

{# F§ Rust 3REY Secrets Manager Z4R{E

£ 5 Elastic Kubernetes Service # 8 Fl Amazon Secrets Manager#4A

£ Amazon Lambda B H £ Amazon Secrets Manager #4A

& F Amazon Secrets Manager X2

£ C++ Amazon B4EF & T E@IREX Secrets Manager 4 {E
£ A JavaScript Amazon SDK 3kEX Secrets Manager 2418
£ Kotlin Amazon SDK 3REX Secrets Manager B Z4A1E

f#F PHP Amazon Ff % T B@3RHY Secrets Manager Z4A {8
£/ Ruby Amazon SDK 3REX Secrets Manager Z4A{E

£ Fi3REN& $A1E Amazon CLI

£ i AmazoniZ #l B RENZ B

1£ Amazon Batch #{# f Amazon Secrets Manager Z4H

FREX Amazon CloudFormation %R ##J Amazon Secrets Manager #4R
£ GitHub #E)L 1 E F Amazon Secrets Manager 4R

A Amazon Secrets Manager¥ GitLab

#£ Amazon loT Greengrass Ff#H Amazon Secrets Manager Z 4

& F§ Parameter Store F#J Amazon Secrets Manager %4
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£ Java 3REY Secrets Manager Z4A{E

ENRARES , A LlBdAAGetSecretValuesiBatchGetSecretValueEE—NARRFFRE
B AmMazonSDKs, 7 , RMNB VU ZBLFERAEFHEEREFTENRAE, EEFHATURE
=R E HRIEEA

EFARAFNEIDERIBIEE | B LEH Secrets Manager SQL EERHERF , CHETERN
JDBC BzEF. TREATFImER , R A SAEEAA Secrets Manager APls By A<,

FB;
- £/ Java MIEF IR E FIREN Secrets Manager Z4A1E

- £/ JDBC Hl Amazon Secrets Manager 248 PRV EIEE RS SQL #iEE
 f£F Java Amazon SDK 3REX Secrets Manager 40 {8

£/ Java FI&E Fin & 73R Secrets Manager Z4R{E

ERRZHAN , B LUEA Secrets Manager EF Java WEFHAREEFTEH , UZ2FREH. R
BREFZH LM Secrets Manager PR RZHMEREEMR, BT IEA Secrets Manager API &7 4 5%
A, AFERAZRTFAURERE. BXREZANELE , 50 RIEH,

EEERN RISV ER (LRU) , B YEELMAERRABAN  CLAEAREERRONRA.
FERET  EEASPINRF—ARE, CUNREEEETRFSANME , A TNENIBAR
RHSUFIMES AL,

—BERBEFSIA  EFETFHTERFUKER, EEXETLREFIAN. EFXINETEEFE
B A MARMEMNBEZEMIUALREMNER, UREFEFANZEM (FMNBEFFNTE ) |
FEARHNEOMBRSG E.

EFEAZEASE , BUTHRUTERYE -
« Java 8 LE SMRANTF K E, ES R Oracle Wit LB Java SE FHi,

ETHRNR , H5SH GitHub £ Secrets Manager £F Java WEEFEFimd 4,

ERZAHRNEEHIE & |, B Maven pom.xml XHHEBFUTHKBIN, HX Maven WEZE
B , 53" Apache Maven Project Mt E#Y (AR

<dependency>
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<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-caching-java</artifactId>
<version>1.0.2</version>

</dependency>

FTENR :

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXRESER , FEH NRSE,

SE
» SecretCache

» SecretCacheConfiguration

» SecretCacheHook

Example # &R %40

LTREROERTRREAFZHEN Lambda B, TEREERBLERF 2AXRMCEFNRE
XK , Rt mREBFRFAZ Lambda BE , ER2YZEFAZ AP,

package com.amazonaws.secretsmanager.caching.examples;
import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.services.lambda.runtime.lLambdalogger;
import com.amazonaws.secretsmanager.caching.SecretCache;
public class SampleClass implements RequestHandler<String, String> {

private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context) {
final String secret = cache.getSecretString(secretld);

// Use the secret, return success;
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}

SecretCache

& T M Secrets Manager RN ZHRNANFRERF, EEA the section called “getSecretString” 2
the section called “getSecretBinary” NEFH K FRH4A. BAIUBTE AMEEHFH the section
called “SecretCacheConfiguration” X RKEEEFIRE.

BERABERPENNEZEL , FSH the section called “Java EEFPIRERE",

FE B
public SecretCache()

EAT SecretCache M RAERIAEIE R,
public SecretCache(AWSSecretsManagerClientBuilder builder)

{# /A Secrets Manager & i ( £ AIRMHM AWSSecretsManagerClientBuilder #I2 ) #3i&
FEF, FRLEERRBEEN Secrets Manager &F % , FlIERAE — 4 EXEEHKR-

public SecretCache(AWSSecretsManager client)

EEARMM AWSSecretsManagerClient MEN R ER, FHILMEEEREEE YL Secrets
Manager & F s , Bla04E AR — 4 E X8 5w Ko

public SecretCache(SecretCacheConfiguration config)

BEEFARMEMN the section called “SecretCacheConfiguration” ¥EHRBEE,

7k

getSecretString

public String getSecretString(final String secretld)

M Secrets Manager # 8 RFRF&EH4A. RE String,

getSecretBinary

public ByteBuffer getSecretBinary(final String secretlId)

M Secrets Manager F#3%& —# 240, BE ByteBuffer,
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RAriEmE

refreshNow

public boolean refreshNow(final String secretId) throws

InterruptedException

BEIREER. WRBFHTEXAER , FHERE true , BNFIRE false,

close
public void close()
XIAEF,

SecretCacheConfiguration

& T the section called “SecretCache” WERFEEXEI , fIMMKFAEFEXNNEEFERHANEFRE

(TTL)o

public SecretCacheConfiguration

BT SecretCacheConfiguration 3 RIERIAIERKE,
ik

getClient

public AWSSecretsManager getClient()

BREIZEEFEMNFRRRFLAM AWSSecretsManagerClient,

setClient
public void setClient(AWSSecretsManager client)

REZFENFREZZRPBEM AWSSecretsManagerClient BF i,

getCacheHook
public SecretCacheHook getCacheHook()

RERATFIEHELFEIHH the section called “SecretCacheHook” # 0,

Java BERFRET
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RAriEmE

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

B H TEHEFERR the section called “SecretCacheHook” # 0,

getMaxCacheSize

public int getMaxCacheSize()

RE{HAEFEKRN. BIAMERN 1024 MNEHR.
setMaxCacheSize

public void setMaxCacheSize(int maxCacheSize)
REBAREFERD, BIAMEN 1024 MEH.
getCacheltemTTL

public long getCacheIltemTTL()

BREEEZFIEN TIL ( AZEMNEN ) , HEEFEREIL TTL &, EEFFHM

AWSSecretsManagerClient R ZRZZAMFEIR, FIAERN 1 Iet ( LZERNEN ),

ETTIL ZEERZHAN , EFHRTHFEH. MRRTRIFAKR , REFRES I ZF4,
setCacheltemTTL
public void setCacheItemTTL(long cacheltemTTL)

NEZFMBERE TTL ( LEVHEN ), SEEFHRHAEIL TTL &, ZFFMN

AWSSecretsManagerClient AR RIZFZHAVFEIAR, BINER 1 /Det (AEZERREN ),

getVersionStage

public String getVersionStage()

EEEERENERNRE, BXESEER , BSHAEHARE. BIAEAN "AWSCURRENT",

setVersionStage

public void setVersionStage(String versionStage)

RELEZENEZHANRE, BXELZEE , BSRAEHARSE., BIAMER "AWSCURRENT",

Java BERFRET
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SecretCacheConfiguration withClient
public SecretCacheConfiguration withClient(AWSSecretsManager client)

®iE AWSSecretsManagerClient MM RZH, BREEEHZENEFNEH
SecretCacheConfiguration X%,

SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)
REATEHANFHREFNEQD., BEEEMRENENGHN SecretCacheConfiguration K.
SecretCacheConfiguration withMaxCacheSize

public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)
REFAEFAD. BREEEHIREMNERH/GEHW SecretCacheConfiguration XK,
SecretCacheConfiguration withCacheltemTTL

public SecretCacheConfiguration withCacheItemTTL(long cacheItemTTL)

NEZFUMERE TTL ( UEWREN ), HEEEZHBEISL TTL &, EFEM
AWSSecretsManagerClient FRRIZFHAVFHEIR, RIAER 1 /Mot (LB REN ), REE
BIFRBHWEHER SecretCacheConfiguration MR,

SecretCacheConfiguration withVersionStage

public SecretCacheConfiguration withVersionStage(String versionStage)

RELERFNZHANERE, BXEZER , BSRZHERE. REEEHRENEHEH
SecretCacheConfiguration XK.,

SecretCacheHook

BT HEH 3 the section called “SecretCache” RELEN F# T EFEH M RANITIRENED,

put

Object put(final Object o)
EENRUFFEIEED.
BREZEFHEEZRFFHINR,
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get

Object get(final Object cachedObject)
MEZEXNRIREX R
BREZENEFFEEENR

£ JDBC #1 Amazon Secrets Manager Z4A R EIEE#Z SQL BiEE

£ Java RLFAREFS , EBAILUEA Secrets Manager SQL E#2IKzh 2 F B3 176% £ Secrets Manager
PR EIEEREE] MySQL, PostgreSQL, Oracle, MSSQLServer, Db2 #1 Redshift #iiEE. SRS
BF#oa3FxER JDBC BaiEfF , HtkEa A JDBC AAKIGRIBEE. BER , BFALNEE
BiEAFPBMNEE  MBRERAEN 1D, KRN EAA Secrets Manager ki RZHAE , AEEH
REAPWEILEEIBEE, BHEFENER Java BERREFEREEFEREI | XHRRNEERT
FE@HA Secrets Manager. BIANER T , EFESS/PRBIF—X , KAERGEZANBLRHH. Ei
B&1F , 55 @the section called “SecretCacheConfiguration”s

&I LAM GitHub FERMRES.
EF [ Secrets Manager SQL EZERFHEF :

- BHNARFXILT Java 8 RESRAAF,
- BRBAMLTAUATZ2— :
- THA JSON EHFHBIEERH. ERERI , 1B Secrets Manager &l & FEFHAHERF
Retrieve secret value ( &% 4A1E ) » & , &£ Amazon CLI H i8R get-secret-value,
« Amazon RDS HEZHH. NTWRFER , BAERUEENEERSLMKO,
« Amazon Redshift EE &, W TFURFR , MONEEVEEMNEERK[LMKO,

MREHBREEFEEH DN EMXE , BEEI S - MXEPHNEIARERE | FELIBEEMNEEXERR
MixO, EAUEEAFABRENNEAT. SSM SR FHESBIRBERERFRXKBEZER.

ENERAEFANBDME & |, BE Maven WEXH pom. xml FRZEZFRFRMUA TEBI, HX
B %{EE , 2 Maven Central #f& FE M E#Y Secrets Manager SQL #E# .

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>

</dependency>

ERZAFHEIE# T JDBC £ 81
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K EFERRINETIERHEEFE, MREE Amazon EKS LETRFEF , ©HRESRIEEET
M RMNEILE , MASKREBRESKFAAR, EFREEM , H% com.amazonaws : aws-java-sdk-
sts BARA 1 ERMKBIURINE Gradle Ik Maven I B 304,

E 7 secretsmanager.properties X#Hi%E Amazon PrivateLink DNS i URL fMXig , FH
TR -

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

EEEZFXIE , i5iRE AWS_SECRET_JDBC_REGION ¥EZEE X
secretsmanager.properties XHHITUTEN :

drivers.region = region

FTENER -

+ secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXREZEER , F5H NESE.

o
- BEYSRIEFNER
B EER S ik OB HEE
o 5 c3p0 FEEMEE T IEE
£ c3p0 EEMIBE T IS E in S Mim O K E i

BV ESHREENERE

THEMRGERT MAEARATHNESIENERZEEELSHEENIERE, BIUEER , Z9FEH
JDBC ARARFRIHIEE. BEXEZELR , {55 Java XML LAY JDBC it AR,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

ERZAFHEIE# T JDBC £ 82
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// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JIDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInstc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
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info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

i 8 E i UM o 1 38 3T i %
T RELER T WA A B4 0 EIE R I E B i R R O B3 S 5IR R,

Amazon RDS £ EZ4A TN AEHTEEN H S MNE O, EFHEBE Amazon RDS BEENZ4AP N T EILE
EIBEE  BEREPIEEIXLEI,

£ 5B E A sy 2 A AT AR IE B XS HEENIER | BEFNZART I 5RBHATRNIERE
FR. BNEIAHERZAMEE, EFXEERERFHIRAT , FRNESRENREFM XEN K
RAiHOEE,

BIAERERE , B0 #H JOBC BAXRGEKEE. BXEZELR |, 55H Java XML £8 JDBC B
it AR,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns
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// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );
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// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the IJIDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriv

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

£/ c3p0 EHEME I iE

LR RBER T SMAMEM c3p0.properties XHFRBMEEL , ZXHEARIEFNBHPRRE
IEFEREFES . N T user M jdbeUrl , FaMAZEH ID BEEEREL, AR5, BAUMNZBHRRE
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B, PNXEEEREEMEGRERER, AXESER

EZ Y Java XML ERY JDBC E i 1

BX c3p0 WEZEELE , 1§51 Machinery For Change M £ c3p0.

MySQL

c3p0
c3p0
c3p0

.user=secretld
.driverClass=com.amazonaws.
.jdbcUrl=secretId

PostgreSQL

c3p0
c3p0
c3p0

Oracle

c3p0
c3p0
c3p0

.user=secretld
.driverClass=com.amazonaws.
.jdbcUrl=secretId

.user=secretld
.driverClass=com.amazonaws.
.jdbcUrl=secretId

MSSQLServer

c3p0.
c3p0.
c3p0.

Db2

c3p0.
c3p0.
c3p0.

Redshift

c3p0.
c3p0.
c3p0.

user=secretId
driverClass=com.amazonaws.
jdbcUrl=secretId

user=secretId
driverClass=com.amazonaws.
jdbcUrl=secretId

user=secretId
driverClass=com.amazonaws.
jdbcUrl=secretId

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

sql.

sql.

sql.

sql.

sql.

sql.

AwWSSecretsManagerMySQLDriver

AWSSecretsManagerPostgreSQLDriver

AWSSecretsManagerOracleDriver

AWSSecretsManagerMSSQLServerDriver

AWSSecretsManagerDb2Driver

AWSSecretsManagerRedshiftDriver
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5/ c3p0 EEMIBN 1E E in [ MmO SRE M iE i

LT RGEERT MR c3p0.properties RN EREM , ZXHFERRFEFBEILIEEN IR
Mg ORRBHAPHE
ﬁ*%%1§zm~ , -lﬁ

Amazon RDS £ EZATSIEHIEEN KA MiKO ., EFEHARH Amazon RDS EEMNZRAFRMNEE

I\\\

Tk, A, BAMMNZBEFRRERE | X EEERFEAEGBIERFERE,
2% Java XM 5 ERY JDBC Eit AR,

naes

EIBSEE

FERBHREEXERIL,

EFEH i XEA R A A RREZIXEHEFNIER  EEHNZARTIEERBATRNIERE

FE. SMEAHEREANEE, EFXEERESFHEIZAT ,

B INE 2 R E X R A7 X AT iR

AN *u D 1% /§\ o

MySQL
c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL
c3p0.user=secretlId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle
c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer
c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0@.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433

Db2
c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
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c3p0.jdbcUrl=jdbc-secretsmanager:db2://example.com:50000
Redshift

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
Cc3p0.jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439

{5 F Java Amazon SDK 3RHY Secrets Manager Z4A{&

ENARES , A LlBTAAGetSecretValuesiBatchGetSecretValueEFE—NARFFRE
B M AmMazonSDKs, 7 , RMNEBNEZBLFRAETEFREFEREFENRAE, EFEFHUURE
=R E HREERA

- MBENBEEZITIEHEERESD |, B Secrets Manager SQL &Kz 72 718 Bh 2R 4A P AV EiE
EERIBIERE.

« XNTHMEBPYZR4A | £H Secrets Manager EF Java WEFAMG , EEFER
GetSecretValue = BatchGetSecretValue @A SDK,

LT RIBREVERINMAER GetSecretValue,

FTEMNPR : secretsmanager:GetSecretValue

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.secretsmanager.SecretsManagerClient;

import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueRequest;
import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueResponse;
import software.amazon.awssdk.services.secretsmanager.model.SecretsManagerException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.
* For more information, see the following documentation topic:
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-quide/get-started.html

* We recommend that you cache your secret values by using client-side caching.

* Caching secrets improves speed and reduces your costs. For more information,
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* see the following documentation topic:
*
* https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
*/
public class GetSecretValue {
public static void main(String[] args) {
final String usage = """

Usage:
<secretName>\s

Where:
secretName - The name of the secret (for example, tutorials/
MyFirstSecret).\s

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String secretName = args[0];

Region region = Region.US_EAST_1;

SecretsManagerClient secretsClient = SecretsManagerClient.builder()
.region(region)
.build();

getValue(secretsClient, secretName);
secretsClient.close();

public static void getValue(SecretsManagerClient secretsClient, String secretName)

try {
GetSecretValueRequest valueRequest = GetSecretValueRequest.builder()
.secretId(secretName)
.build();

GetSecretValueResponse valueResponse =
secretsClient.getSecretValue(valueRequest);

String secret = valueResponse.secretString();

System.out.println(secret);

} catch (SecretsManagerException e) {
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System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

£ Python 3RHX Secrets Manager Z4A{&

ENARERD , B LBYAHGetSecretValuemiBatchGetSecretValueEE—NAREFHIRE
B W FEAMazonSDKs, 7 , BB NZBSFAZFKREFREFLENZHE. EEFHITLUE
SR E HBRREA

£
« fEA Python M & Fim& FIREX Secrets Manager Z4A{E

- {£ /4 Python Amazon SDK 3REX Secrets Manager Z4A{8
- {£ A Python Amazon SDK 3REX—i#lt Secrets Manager Z4A{E

£ Python & Fim&F3KEX Secrets Manager Z4A{E

ERRZAN |, B LAER Secrets Manager EF Python WEFEAHRELEZTH , UEFNREH. £
RERFZEALEM Secrets Manager P EZHAMNEEEMR. BT IFA Secrets Manager APl &7=4%
%A, AEAZFAURERE. BEXREZHAVAESZ , TSR REEH.

EEERNBERSER (LRU) , AR YEEAAEEEATAN  CAEAREEARONHS,
FERET , B HAF—ARE, CUNEBEEFTRFEANAE | A 5EHR
RS INES A,

—BRREFSIA  EFEETIHTEFNRER, EEXETLRFEFIAN. EEXINETEFE
5, K MARMENBLZEMTUREMNER, NREFBZHNNLEE (HIUNNEZREFFHTE ) |
FEARENEONBRG .

EFERAZEHN , BYXTHEEATRE -

« Python 3.6 S E SRS,
« botocore 1.12 E R4, BEZSHEH T Python # Botocore Y Amazon SDK,
- setuptools_scm 3.2 ESRA, 1EZS [ https://pypi.org/project/setuptools-scm/o

ETHRNAB , F2 5 GitHub L Secrets Manager &F Python &7 % F im A 4,
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ERRAN  BEANUTH T

$ pip install aws-secretsmanager-caching

FRERR :

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BREZER , F5H NRSE,

ZE

» SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Example ¥ & %4

THEMNROSERT WAIRENE N mysecret MEBRHANRHAE.

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()

cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')

SecretCache

BT M Secrets Manager K R ZRAMWRNEEF. B the section called “get_secret_string” 3
the section called “get_secret_binary” NEFEHRRERZH, B LUETE AMBEEREPH the section
called “SecretCacheConfig” M RKE EEFRE.
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BEXSRETHEANEZEELR |, 55 M the section called “Python 5E&F im&EEF",

cache = SecretCache(
config = the section called “SecretCacheConfig”,
client = client

ULTRAAEE :

» get_secret_string

» get_secret_binary

get_secret_string
KREAAFRHE,

BEREE

response = cache.get_secret_string(
secret_id='string"',
version_stage='string' )

S8
« secret_id ( &) : [XFE] FHNBHI ARN,

« version_stage ( F&H )  RERENBHNIRAE, BXEZELR |, i5SH secret
versions., BRIAE RN “AWSCURRENT”,

RERH

FRE

get_secret_binary
KERZA - FIE,

BERIEZE

response = cache.get_secret_binary(
secret_id='string',
version_stage='string'
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)

S8
- secret_id ( Z/FH ) : [H4F] BN BHH ARN,

- version_stage ( F&H ) : LERZENBANRE, BXEZER , 55 secret
versions. FRIAE R “AWSCURRENT",

yCACIEFic]

base64 4RI K F B

SecretCacheConfig

& T the section called “SecretCache” WEFER BRI , fINHEAREFEXK/NNEEEFZZAMNEERE
(TTL)o

2
max_cache_size (int)

RAREFKRP. RIAMER 1024 NEH,

exception_retry_delay_base (int)

BIFERERERCHFZEZSEFNYH. HAEN L.

exception_retry_growth_factor (int)pur

ATUHEERAMBER 2 BAFFHENERIY. MIAMER 2.

exception_retry_delay_max (int)

ERMBERZBFESFHRKEE ( ABREN ) . BINMEH 3600,

default_version_stage (str)

BEEFENZANRE, EXEZEERE , BSHZHMA, BRIAMERN 'AWSCURRENT ',

secret_refresh_interval (int)

RIFEZFRAGECHEFESFETNRI. MIAMEN 3600,

secret_cache_hook (SecretCacheHook)

SecretCacheHook HIREM X, ERIAERN None,
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SecretCacheHook

AT HEHF the section called “SecretCache” FLAMEX Fi T EFHP N FHARITIRENEZEO,

LTFRAAAE:
+ put
.+ get
put
ENRNEREETF T ER,
BERIEE

response = hook.put(

obj='secret_object'

)

S

* obj (W) - [£F] BHRHTBHHXNR

REIRHE

object

get
MEZENRITREXN R
BEREFE

response = hook.get(

obj='secret_object'

)

e

« obj (XR) : [XF] BAREEBHIXNR,

REIRH

object
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@IlnjectSecretString

MBS EE — R4 ID FH B the section called “SecretCache” fERBIT NS, ZE M ITIR
BZ4AZ B EE, BAMXTELE—NZHE,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@InjectKeywordedSecretString

MBS EE — N R4A ID FFEFH the section called “SecretCache” fERBIT NS, HEBTEN
CEERKTHNSHMREZIZADH JSON B, BAXMEE— JSON £ ZHFE,

NTFaELt JSON W&

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"

THEMNROETRT AN ZE FIRE username # password B JSON 1B,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache ,
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):

print( 'Do something with the func_username and func_password parameters')
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£ A Python Amazon SDK 3REX Secrets Manager Z 4318

ENAREY , B LB T AAGetSecretValuesiBatchGetSecretValueEF—NARFFRE
B M AmMazonSDKs, 7 , RMNBNZBLFERAEFREFEREFENZRAE, EFEFHUURE
=R E HRIEEA,

3 F Python AR , i A Secrets Manager &F Python W EFA AR EZEEH
get_secret_value = batch_get_secret_value @A SDK,

DT RBRAVERIMAMFER GetSecretValue,
FTEMNPR : secretsmanager:GetSecretValue

Purpose

Shows how to use the AWS SDK for Python (Boto3) with AWS
Secrets Manager to get a specific of secrets that match a
specified name

import boto3

import logging

from get_secret_value import GetSecretWrapper

# Configure logging
logging.basicConfig(level=1logging.INFO)

def run_scenario(secret_name):

Retrieve a secret from AWS Secrets Manager.

:param secret_name: Name of the secret to retrieve.
:type secret_name: str
try:
# Validate secret_name
if not secret_name:
raise ValueError("Secret name must be provided.")
# Retrieve the secret by name
client = boto3.client("secretsmanager")
wrapper = GetSecretWrapper(client)
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secret = wrapper.get_secret(secret_name)
# Note: Secrets should not be logged.
return secret
except Exception as e:
logging.error(f"Error retrieving secret: {el}")
raise

class GetSecretWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def get_secret(self, secret_name):

Retrieve individual secrets from AWS Secrets Manager using the get_secret_value

API.

This function assumes the stack mentioned in the source code README has been

successfully deployed.

This stack includes 7 secrets, all of which have names beginning with

"mySecret".

:param secret_name: The name of the secret fetched.

:type secret_name: str

try:

get_secret_value_response = self.client.get_secret_value(

SecretId=secret_name

)

logging.info("Secret retrieved successfully.")
return get_secret_value_response["SecretString"]
except self.client.exceptions.ResourceNotFoundException:
msg = f"The requested secret {secret_name} was not found."

logger.info(msg)
return msg
except Exception as e:

logger.error(f"An unknown error occurred: {str(e)}.")

raise

£ Python Amazon SDK 3REX—#t Secrets Manager Z4A{E

AT REERBIER T anfal3REX#t & Secrets Manager Z4A{E.

REH B RAE
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FRENER -

* secretsmanager:BatchGetSecretValue
« WERZENESNRPIAE secretsmanager:GetSecretValue MR,
- MREFATEST  WE LA E secretsmanager:ListSecrets,

BANEENRE] , 53 the section called “Rfl : 2 FE—HZLABEHNE

/A Important

MRIEH VPCE FIELEREERZNHATRRERENRWEHERE , N
BatchGetSecretValue AF&REEM#HZFRE , H ALRE4EIR,

class BatchGetSecretsWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def batch_get_secrets(self, filter_name):
Retrieve multiple secrets from AWS Secrets Manager using the
batch_get_secret_value API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param filter_name: The full or partial name of secrets to be fetched.
:type filter_name: str
try:
secrets = []
response = self.client.batch_get_secret_value(
Filters=[{"Key": "name", "Values": [f"{filter_name}"]1}]
)
for secret in response["SecretValues"]:
secrets.append(json.loads(secret["SecretString"]))
if secrets:
logger.info("Secrets retrieved successfully.")
else:
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logger.info("Zero secrets returned without error.")
return secrets
except self.client.exceptions.ResourceNotFoundException:
msg = f"One or more requested secrets were not found with filter:
{filter_namel}"
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred:\n{str(e)}.")
raise

£/ NET 3REX Secrets Manager Z4A{&

ENARERES , B LlBETAHAGetSecretValuediBatchGetSecretValue B E—NARFFIRE
B M FAmazonSDKs, £ , BNBNWEZBIFAEFREFREFENFHAE. EEZH TR
=R E H RAR R A

EZ

- £/ .NET & wmEFIRE Secrets Manager 418

- {EFAIREN Secrets Manager By #4318 & A T NET 8y Amazon SDK

5 NET M&EFisEFIRE Secrets Manager Z4A{E

ERRZAN , BAILUMEA Secrets Manager EF NET WEBRAHREERE , URFREA, BEK
EEFEHALEM Secrets Manager R RZHAMNEEEIR, BT HAA Secrets Manager API 274 %%
A, BERARTFAURERE. BXREZANMESZE , BSH KEEH.

BEERNREROER (LRU) , Bl SBEAREREABAN | CAZAREERRONSTHA.
FEEQRET , EEASINRF—ARE, CUNREEEETRFSANME , UNEHTHAR
RHLURMES AL,

—BRREFSIA  EEETHTEFNRER, BEXBETLRFEFLIAN. EEXRINETEFE
B A MARMNEMBLZEMRALZLHNER, WREFEFNNZESY (FlONBERFFNTE ) |
FEARENEONBRG Z.

EFERAZEN , BYXTHEEATHRE -
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« .NET Framework 4.6.2 S{EE S hx A , 50#& .NET Standard 2.0 RE H k4, &S % Microsoft .NET
Pk EB R E.NET,

« Amazon SDK for .NET, iEZ[#the section called “AmazonSDKs”,

ETERNAB , HSHE GitHub EWERAT NET HEFEEF Ko

EFERARTF , BENEBTEGML , ASEM GetSecretString 3 GetSecretBinary &R
H. HEZRRN , EEFREZANEZFRIS

RBEFE
« BHITUT®REZ—
«  EEHTE BRPETTF NET CLI &%,

dotnet add package AWSSDK.SecretsManager.Caching --version 1.0.6

- NTIFHITSIARMBESN csproj XHFH,

<ItemGroup>
<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /

>

</ItemGroup>

FTENER :

* secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

BXEZEERE , F2H XESE,
2=

» SecretsManagerCache

+ SecretCacheConfiguration

» |SecretCacheHook
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Example % &4

THNABREVER TRREBZN MySecret NBRAN ST E,

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{

string MySecret = await cache.GetSecretString(MySecretName);

// Use the secret, return success

Example Bl B £ FATE (TTL) EERIFTEFLLR A

TR ROER TREEN MySecret BN TTL EERIFIFENEIREN 24 NBIEE,

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName = "MySecret";

private static SecretCacheConfiguration cacheConfiguration = new
SecretCacheConfiguration

{
CacheItemTTL = 86400000

};

NET ERZFIRER
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private SecretsManagerCache cache = new
SecretsManagerCache(cacheConfiguration);

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache

& T M Secrets Manager iR BANNEREF. LA the section called “GetSecretString”
the section called “GetSecretBinary” W& FH KR RFEH, EAIAEDEZ AREER P H the section
called “SecretCacheConfiguration” 3 RRE B EFRIE.

BEXRABERPENNESZEL , FS M the section called “NET 5&EFiHEF,

public SecretsManagerCache()

EHATF SecretsManagerCache I REERIATEEH I

public SecretsManagerCache(IAmazonSecretsManager secretsManager)

£/ Secrets Manager & i ( £ RHAY AmazonSecretsManagerClient 812 ) ¥&EHEF. &£
R HE BB BE X Secrets Manager &4 , fliEAE —HEXEHHLHT Ko

S

secretsManager

ENFKRFEAMW AmazonSecretsManagerCliento

public SecretsManagerCache(SecretCacheConfiguration config)

FERRMH the section called “SecretCacheConfiguration” ¥i& T 4R E 17, F Ik 1E R BORE
BEE7T , SINERFNRARERERBIFMER,
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5%

config

—\ the section called “SecretCacheConfiguration” , EH 2 EEFNEREE S,

public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)

£/ Secrets Manager & Fim ( EHRER AmazonSecretsManagerClient #l the section called
“SecretCacheConfiguration” 812 ) FEFH EF. FERALLHEBRA BEX Secrets Manager & F~
iw, INERAR - RBEXEFLETRAUAREEZT , SINEEZFNEBARERERIFIME,

E]

%

£
secretsManager

ENFREZRAM AmazonSecretsManagerClient,

config

— the section called “SecretCacheConfiguration” , Eh B EEEZNEEBE L.

7k

GetSecretString

public async Task<String> GetSecretString(String secretId)
M Secrets Manager F 18 R FZ/HFE R4,

S

secretld

BERRWEZH ARN Ao

GetSecretBinary
public async Task<byte[]> GetSecretBinary(String secretld)

M Secrets Manager 1 3R —# H1 %40,
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5%

secretld

BERRWEH ARN Ao

RefreshNowAsync

public async Task<bool> RefreshNowAsync(String secretId)

HM Secrets Manager I RZHE , AEAEAEREFTESF. NWRXBUANERFRE |, BEIE -
NEFREB. WRRBIFKI , WIRE true,

B8
secretld

BERRNEZEH ARN HE o

GetCachedSecret

public SecretCacheltem GetCachedSecret(string secretlId)

BREEEZANEFTRE (MREFHEFEELER ) o BN, M Secret Manager F iz REH , HH8!
B-1MHEFRE.

S/
secretld

BRRNEZEH ARN HE o

SecretCacheConfiguration

ER T the section called “SecretsManagerCache” W EZH Bk , flNFERKEFEXKNEEEFZRE
KITESERT A (TTL),

B
CacheltemTTL

public uint CacheItemTTL { get; set; }
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ZEEMENTIL (UZERDREMN ) . BRIAER 3600000 M 1 et RAER 4294967295 ms
“R 49.7 Ko

MaxCacheSize

public ushort MaxCacheSize { get; set; }

RREFEKRD. BMIAMERN 1024 MNEHR. HZAER 65535,

VersionStage

public string VersionStage { get; set; }

LEZFNERANRE, BXESELR , BSHABHERE, BRIAMEH "AWSCURRENT",
&R

public IAmazonSecretsManager Client { get; set; }

ENPRFRFZLAR AmazonSecretsManagerClients 1R 2 null , EFFEFUL—IMFEFiw. BRIA
BERN null,

CacheHook
public ISecretCacheHook CacheHook { get; set; }

— the section called “ISecretCacheHook”,

ISecretCacheHook

A FEH#Z the section called “SecretsManagerCache” FREMEX 7 T EFR W RARITIRIENE
Ho

FE

Put

object Put(object o0);
EENRUAERIEZEFD,
BEEFHEERFFHNR.
FREX

object Get(object cachedObject);
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MEZERRIMEN R

BEIENEFHIREHNNR
{5 FA3REX Secrets Manager Y4318 A T NET # Amazon SDK

ENARREY , B LlBETAHGetSecretValuediBatchGetSecretValueEE—NARFFIRE
B M AmazonSDKs, 73 , RIMNEBNUZABEFREFREEREFTENFRAE, EFEFHTURE
=R E HRIREA

XF NET MAREF , 5 Secrets Manager 2F NET WEFAHREREFEH GetSecretValue
= BatchGetSecretValue @A SDK,

LT RBREVERMMFER GetSecretValue,

FTEMNPR : secretsmanager:GetSecretValue

using System;

using System.IO;

using System.Threading.Tasks;
using Amazon.SecretsManager;

using Amazon.SecretsManager.Model;

/// <summary>
/// This example uses the Amazon Web Service Secrets Manager to retrieve
/// the secret value for the provided secret name.
/// </summary>
public class GetSecretValue
{
/// <summary>
/// The main method initializes the necessary values and then calls
/// the GetSecretAsync and DecodeString methods to get the decoded
/// secret value for the secret named in secretName.
/// </summary>
public static async Task Main()
{
string secretName = "<<{{MySecretName}}>>";
string secret;

IAmazonSecretsManager client = new AmazonSecretsManagerClient();

var response = await GetSecretAsync(client, secretName);

SERAT NET 8 Amazon SDK 108


https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/SecretsManager/TGetSecretValueRequest.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/SecretsManager/TBatchGetSecretValueRequest.html

Amazon Secrets Manager ArfEm

if (response is not null)

{
secret = DecodeString(response);
if (!string.IsNullOrEmpty(secret))
{
Console.WriteLine($"The decoded secret value is: {secret}.");
}
else
{
Console.WritelLine("No secret value was returned.");
}
}

/// <summary>
/// Retrieves the secret value given the name of the secret to
/// retrieve.
/// </summary>
/// <param name="client">The client object used to retrieve the secret
/// value for the given secret name.</param>
/// <param name="secretName'">The name of the secret value to retrieve.</param>
/// <returns>The GetSecretValueReponse object returned by
/// GetSecretValueAsync.</returns>
public static async Task<GetSecretValueResponse> GetSecretAsync(
IAmazonSecretsManager client,
string secretName)

{
GetSecretValueRequest request = new GetSecretValueRequest()
{
SecretId = secretName,
VersionStage = "AWSCURRENT", // VersionStage defaults to AWSCURRENT if
unspecified.
};

GetSecretValueResponse response = null;

// For the sake of simplicity, this example handles only the most
// general SecretsManager exception.
try
{
response = await client.GetSecretValueAsync(request);

}

catch (AmazonSecretsManagerException e)
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{

Console.WriteLine($"Error: {e.Messagel}");

return response;

<summary>

Decodes the secret returned by the call to GetSecretValueAsync and
returns it to the calling program.

</summary>

<param name='"response">A GetSecretValueResponse object containing
the requested secret value returned by GetSecretValueAsync.</param>
<returns>A string representing the decoded secret value.</returns>

public static string DecodeString(GetSecretValueResponse response)

{

// Decrypts secret using the associated AWS Key Management Service
// Customer Master Key (CMK.) Depending on whether the secret is a
// string or binary value, one of these fields will be populated.
if (response.SecretString is not null)

{
var secret = response.SecretString;
return secret;
}
else if (response.SecretBinary is not null)
{

var memoryStream = response.SecretBinary;
StreamReader reader = new StreamReader(memoryStream);
string decodedBinarySecret =

System.Text.Encoding.UTF8.GetString(Convert.FromBase64String(reader.ReadToEnd()));

return decodedBinarySecret;

}

else

{

return string.Empty;

ERT NET #9 Amazon SDK
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£ Go 3REY Secrets Manager Z4A &

ERNARFG | B LB EEM Amazon SDK i GetSecretValue =
BatchGetSecretValue kKR E®H, T , BINEBNEEIFRAZEFREFREFLNZRAE, &
FERATMURSEE HRBRERA,

T
« £A Go MEF k& F3RE Secrets Manager Z4A{E
 {£/A Go Amazon SDK 3REX Secrets Manager 4 {8

£ Go M1& F x4 73REX Secrets Manager 418

ERRZAN , B LUER Secrets Manager EF Go WERFHMHREFZER , UBFEREAH. BRE
BEEFFE LM Secrets Manager i REFEAMNEEER, BT HA Secrets Manager APl &7 4 %%
A, AtEASRFAUURERS, BXARRZANMESLZE , TSR REEHA,

BEERNBERSER (LRU) , ALY EEAAEREIAN  CAZAREEARONE,
FERET , B N —ARE, SUNEBEEFTRFTANME | N BHR
RHLURIMES AL,

—BRAEFSIA  EEETSHTEFNRER, EEXRTLREEFLIN. EEXINETERFE
5 MARMENBZEEFIUZEMNER, NREFEFNNZ LY (HIONZERFFHEIE ) |
FHEARMNEONMBRSG %,

EFRAZEH , BYXTHEREATRE -

« AmazoniZ B F Go ¥ SDK, &Z[Hthe section called “AmazonSDKs”,

ETHRENRE |, H5SH GitHub £# Secrets Manager Go EHF & F o

iR B Go FFRINE , HS M Go Programming Language M L/ Golang AT
FrEERR -

+ secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BREZER , F5H NRSE,
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sE

+ type Cache
» type CacheConfig

» type CacheHook

Example % &4
DTFRBREERTREZHAN Lambda B,
package main
import (

"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache"

var (
secretCache, _ = secretcache.New()

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)
}

type Cache

EA T M Secrets Manager i8R FEEAN AN EFEREF. B the section called “GetSecretString”
the section called “GetSecretBinary” M\ EFH K EZR4H,

THNRIERT MAEERFRE.

// Create a custom secretsmanager client
client := getCustomClient()

// Create a custom CacheConfig struct

Go BEEFIRER 112



Amazon Secrets Manager ArfEm

config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheltemTTL: secretcache.DefaultCacheltemTTL,

}
// Instantiate the cache
cache, _ := secretcache.New(

func( c *secretcache.Cache) { c. CacheConfig = config },
func( c *secretcache.Cache) { c. Client = client },

EXEBERIENNESZEER |, iS5 the section called “Go 5E&ZEFIHEF,
Bk

New

func New(optFns ...func(*Cache)) (*Cache, error)

New A TIEE AT ERAETF , DN NEARINE, EFSEPIHIL SecretsManager & F o
f# CacheConfig #B{t N ERINE. FERBRINZAK DRI LRU RiF,

GetSecretString
func (c *Cache) GetSecretString(secretId string) (string, error)

GetSecretString NEFHIREVAEEZR ID WRAFHEE, BREZAFHER , WRBEEXMIRELE
Ro

GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretId string, versionStage
string) (string, error)

GetSecretStringWithStage MEFHIRIAERLA ID MFAN RN RAFHTEE, BERPERFS |
N SRR AE R IR B 451% .

GetSecretBinary
func (c *Cache) GetSecretBinary(secretlId string) ([]byte, error) {

GetSecretBinary NEFHIREAEEZH ID WEHAZHGIE, BEBRAZHGIE , MRBEFERUUER
El£5 %o
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GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)

GetSecretBinaryWithStage M&FHIREVE E R4 ID FARAH BRI 240 — B $IE, IREIZH —# &l
B, MRBEIBIIRELE IR,

type CacheConfig

ERATEFNEFEERD , fINGEAKEFRD. BRIARENE , UREEFZHHAMNFERE (TTL).
type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is
// 3.6el10712 ns or 1 hour.
CacheItemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".
VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

type CacheHook

ATHE#HIEZFPUENEE TEFTNBANITRENED,
FE

Put

Put(data interface{}) interface{}
EXRANFEREERFH T ES,

FREX

Get(data interface{}) interface{}
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MEZERRIMEN R

5 Go Amazon SDK 3REY Secrets Manager Z4R{E

ENARFD | B LB EEM Amazon SDK i GetSecretValue =
BatchGetSecretValue SRR E®H, T , BINEBNEEIFRAZEFREFTREFLNZRAE, &
FERATMURSEE HFBRERA,

F Go NARERF , B&EMA Secrets Manager EF Go WETFHHREREMEA GetSecretValue T
BatchGetSecretValue @M SDK,

T RBRAIER T W{A3REL Secrets Manager Z4A{E.,

FTEMNPR : secretsmanager:GetSecretValue

// Use this code snippet in your app.

// If you need more information about configurations or implementing the sample code,
visit the AWS docs:

// https://aws.github.io/aws-sdk-go-v2/docs/getting-started/

import (
"context"
Illogll

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/secretsmanager"

)

func main() {
secretName := "<<{{MySecretName}}>>"
region := "<<{{MyRegionName}}>>"

config, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion(region))
if err !'= nil {

log.Fatal(err)
}

// Create Secrets Manager client
svc := secretsmanager.NewFromConfig(config)

input := &secretsmanager.GetSecretValueInput{
SecretId: aws.String(secretName),
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VersionStage: aws.String("AWSCURRENT"), // VersionStage defaults to AWSCURRENT if
unspecified

}

result, err := svc.GetSecretValue(context.TODO(), input)
if err !'= nil {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
log.Fatal(err.Errox())

}

// Decrypts secret using the associated KMS key.
var secretString string = *result.SecretString

// Your code goes here.

}

M Rust 3RHY Secrets Manager %4AE

ENARES , SR ZEA Amazon SDK HiEH GetSecretValue
BatchGetSecretValue kK ZRHEH, T , BRINBNLBESIFAZTFHEFTREFLNEHE. &
FEATUREEEHBREK,

F&

« £/ Rust M1& FimEFIRE Secrets Manager Z4A{E

« £/ Rust Amazon SDK 3REX Secrets Manager Z4R{8

£ A Rust #1& F %42 73R EX Secrets Manager Z4A1E

ERRZAR |, B|AILIEH Secrets Manager EF Rust WEFHMHREFZH , LB FEREH, K
EEFEALEM Secrets Manager H R RZHAMNEREEMR. BT A Secrets Manager AP 7= 4 5%
A, AtEARFAIURERS, BXARRZANMELZE , BTSSR REEHA,

ZERBRLHLSY (FIFO) , AHIAZRFAAEF—IBHN , E2EFKIANFH, FERE
T, EER8/PEBFH -—XWE, EAUEEATARE :

« max_size - EREZIE RGN ZA I ZEF NBRAEEFRHAK

« ttl - ERERFBRHRDS 2 BIE TV B W N B RAY LAt E,
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ZEXRFLEEELAY. EFXANETEFELES , MARMEMERZEMIAREHNERL. OR
FEF RN (HNNBEZEFTNIE ) , BEARENBERBEAESR.

REAZAN , BXTRE—NEE tokio M Rust 2021 FRHE, AXESEEL , HSH Rust &
RIESMIE WA,

ETHRNR , B GitHub E# Secrets Manager Rust-based caching client component,

ERREFHEN  BEAUTH S,

cargo add aws_secretsmanager_caching

FRENER :

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BEXBEZER , B0 NESE,
Example # &% 40

THEHTRHETRT WAIRERE N MyTest WA Z4AES

use aws_secretsmanager_caching::SecretsManagerCachingClient;
use std::num::NonZeroUsize;
use std::time::Duration;

let client = match SecretsManagerCachingClient: :default(
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
I

let secret_string = match client.get_secret_value("MyTest", None, None).await {
Ok(s) => s.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

i
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// Your code here

Example FABEXEENBELEFmEHLER

TEHNTRAERT WARESRT , ARRIEB N MyTest WEHANBHE,

let config = aws_config::load_defaults(BehaviorVersion::latest())
.await
.into_builder()
.region(Region::from_static("us-west-2"))
.build();

let asm_builder = aws_sdk_secretsmanager::config::Builder::from(&config);

let client = match SecretsManagerCachingClient::from_builder(
asm_builder,
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
};

let secret_string = client
.get_secret_value("MyTest", None, None)
.await

{
Ok(c) => c.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

};

// Your code here

{# F Rust Amazon SDK 3REY Secrets Manager Z4A{E

ENAREFS |, B LB E{ER Amazon SDK i GetSecretValue =
BatchGetSecretValue R ERZFH, T , BINEBENEESIFRAEFRFREEREELNFHE, &
FERATUREEREE HBRER,
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3 F Rust MR , EFE A Secrets Manager EF Rust W EFH G REREFE A GetSecretValue
BatchGetSecretValue i@ SDK,

TR RIBRHIERT i{A3REL Secrets Manager ZH{E.

FTEMPR : secretsmanager:GetSecretValue

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

0k(())

£ 53#h Elastic Kubernetes Service £ FAmazon Secrets
Manager# £

E ¥k B Amazon Secrets Manager (ASCP) Ky %43 & R A EHHE Amazon EKS Pod FEI 3 # , fRA
LA A Kubernetes S Amazon ecrets Store CSI Rz 2 F I B HAME BRMEF. ASCP AT 5ETIL
O AT S Elastic Kubernetes Service 1.17+ L& M. EC2 Amazon Fargate R #H T =
H, EF ASCP , A LATE Secrets Manager RF#EH EEZEY , AFET Amazon EKS LE1TH
THEABRE, IRFEHETEZS JSON #XHWE-EX , BALUEEER Amazon EKS FERHNZ
fAMEXY, ASCP HJf£f JMESPath iBERERNHLATHNRBMEX . ASCP &&EA T Parameter Store 2
¥, ASCP A& Amazon EKS #{TH R RIEN S . F—RAZRFERARSKSH IAM A6
(IRSA) , FE-RAHZRFERARAS . BRFLHEHEEFTAH,

HEFREKSH 1AM £ (IRSA ) # ASCP

BF IAM REZ K- A ASCP (IRSA) AT &N Z$HAmazon Secrets ManagerfE I XX EEZ|
Amazon EKS Pod #, XA EERATUTER :

- EENBPAENIXHEFETBR[E (pod) FEt,
- WEEFEHATELDZ EC2 T R4AR Amazon EKS 1.17 S E S 4,
o HEM JSON XN HPA PR RIS ENR-EX AT,

EXEZEER |, 557 the section called “F ASCP 53&AF Amazon EKS B IRSA £/,
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HTRERH 5 HH) ASCP

ETF EKS BE4A 51K ASCP

ETAFAHDHN ASCP FEER T T2, BT U5R Amazon EKS REAEE, XipHEEMN
TRERTHEEER :

- FEERRA (pod ) RAFTERMANNREEN,
« £ Amazon EKS M 1.24 SHESRAET,
- RERSMHENTYT BT,

BXAXEZEER |, B35 the section called “fF ASCP 5&E AT Amazon EKS HWARSEHE D ERK
EERIFENGE

EET IRSA 1Y ASCP METARAS K ASCP 2B MutErt , FEBUTEE :

- I % EKSversion : Pod Identity FE I L% EKS 1.24+ , M1 CSI EahEFEA FIL % EKS
117+,

« RE2ER  RRASHAERRE (pod ) A RHEFMAIIES],
theE . FRAFDEEEANENEFRIAE HBNER,
- &M ARASHEFRMARSKS |, ALELRE.

EREHFESENEMAESRF Amazon EKS HREM F 3%,
Z##5EHF Amazon EKS B9 ASCP

AFN BN L LEERTF Amazon EKS BAmazonZ4AFME B IRETEF. A ASCP , &0 LR
Secrets Manager # #2243 713k B 8923 Amazon Systems Manager{E W X #1#£# F| Amazon EKS
Pods H,

SoRZM
« Amazon EKS &£#&

- RBEBFMHIRAK 1.24 HESRAE
« IRSA BRZA 1.17 HE SIRA
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« B Amazon CLIZEHEER
« B3 Amazon EKS 8 L& HBELE kubectl
« Helm ( BRZA 3.0 E SIRAS )

R MBELE ASCP

ASCP T 1£ secrets-store-csi-provider-aws Z# GitHub FEF 2|, EMESTE A TFRIBZFMEHZHN
YAML X #R6i,

RERIRH , BALUR ASCP BE N A FIPS ihR. BHX KiwTi RMSIKR , HZMthe section
called “Secrets Manager ¥ 5"

$F ASCP e EKS KitnA %%
1. &¥eksctl (LEHHA)

2. BITUT@TUERRNEERERM

eksctl create addon --cluster <your_cluster> --name aws-secrets-store-csi-driver-
provider

NRCRRBES WU ETATRERS -

aws eks create-addon --cluster-name <your_cluster> --addon-name aws-secrets-store-
csi-driver-provider --configuration-values 'file://path/to/config.yaml’

BEXHAEAR YAML 5 JSON X ¥, EERREANEERY , FHITUTERE
a. BTUT@RHIETHEANRITRE

aws eks describe-addon-versions --addon-name aws-secrets-store-csi-driver-
provider

b. BTUTHTUETRUHNEELRN , <version>BiN L —FHHMRA :

aws eks describe-addon-configuration --addon-name aws-secrets-store-csi-driver-
provider --addon-version <version>
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£ Helm &% ASCP

1. NARTFHEEEOZFEL , £ helm repo update.
2. TERER. LATR helm install v HHIRA :

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

a. EfFHAFIPS R , BARMELTHRE : --set useFipsEndpoint=true

b. ERETR , BARMUTHRE : --set-json 'k8sThrottlingParams={"qps":
"number of queries per second", "burst": "number of queries per
second"}'

c. MREWESR B2 %%E Secrets Store CSI WHEF , AR THRE ; --set secrets-
store-csi-driver.install=false., X2 ¥I R Secrets Store CSI T IEF1E fKH

M ITRE,
EF#EEPER YAML #HITRE
° ﬁﬁﬁl’;{-lt‘lﬁj%o

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/deployment/aws-provider-installer.yaml

RiFZ&EER

EUF EKS &8, Secrets Store CSI B EFF ASCP 4N EZEER , BIRBUT SRIZE
1. IRIF EKS £E8NZEER :

eksctl get cluster --name clusterName

Z S MREEREFENER,
2. IS Secrets Store CSI EFEFHNELZEBR :
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kubectl get pods -n kube-system -1 app=secrets-store-csi-driver

BN ZEREEZTHASRYA (pod) , HEMWMT : csi-secrets-store-secrets-store-
csi-driver-xxxo

3. IR ASCP A ZERR :

YAML installation

$ kubectl get pods -n kube-system -1 app=csi-secrets-store-provider-aws

R
NAME READY  STATUS RESTARTS  AGE
csi-secrets-store-provider-aws-12345 1/1 Running ] 2m

Helm installation

$ kubectl get pods -n kube-system -1 app=secrets-store-csi-driver-provider-aws

R B
NAME READY STATUS RESTARTS
AGE
secrets-provider-aws-secrets-store-csi-driver-provider-67890 1/1
Running 0 2m

IERNZE AT Running RAKEREA (pod) -
B, MR—YREBER , BNZAEIMEALGHEESIT , BSEEALR, MEBEIFE

PN
T
[ARIE , JEREELERHIRBNRERIRE (pod ) B BEKHEITHEIERR,

1. EEFH ASCP #HENBE , BIE{T !

kubectl logs -n kube-system -1 app=csi-secrets-store-provider-aws
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2. K& kube-system i BZBPAEREA (pod ) FVRE -

kubectl -n kube-system get pods

kubectl -n kube-system logs pod/PODID

FiB S CSI B FM ASCP HXWARA ( pod ) #MNA T EEZIT RS
3. RE CSIEIHEREFMAE :

kubectl get csidriver secrets-store.csi.k8s.io -o yaml

Za T RIREAXERER CSI KRFHES

HbE R
BXF ASCP 5 Amazon EKS £6FAMNEZER , BSHEUTRR :

. FABEHHE Amazon EKS £45FEH
o Amazon#MZEHE[E CSI W FFF/Z GitHub

£ Amazon EKS RfEATH Pod B3 HIAmazonZ4AFEL 2R {1 CSI

Amazon#lZ ME B R EREF5&EHF Amazon Elastic Kubernetes Service B Pod B3 REBEK , 7
£ Amazon EKS L ETHNAREFREM THEENZ M, FfENEENESH MR, Pod Identity 7£
M Secrets Manager # &4 M Parameter Stor Amazon Systems Manager e RS fEI{L T
Amazon EKS By

Amazon EKS B854 B0 @I EH#EE Amazon EKS #E#ORENER , BL TIRESE  BLER
Amazon EKS # IAM RSz BE41# , \MfEI{L T A Kubernetes B ARRFELE IAM BRI E, B
HEBATESINERTHA—NIAM ACEMEZTEMESERE , HEXFACQEREURINERA
WiGREES, XTAEFNATEACESEFEANBRERE , MR T RKBERE K MEXLBIATFET
ICEARE 15 B Amazon B R RIBE T £,

TFRE

1. BRE B HELRNBEEE (pod) 2B IAM BB,
2. ASCP At BEHTHHRKIE. Amazon Web Services BB
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https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.amazonaws.cn/eks/latest/userguide/pod-id-abac.html#pod-id-abac-tags
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3. MRIKEBEN , ASCP 2R RERNWEAHFERHLERE (pod) -

EXEZEE |, 85 (Amazon EKS AF#Er) H M 7 # Amazon EKS BE54H 54 TIERE,

FRFMH

/A Important

XZ=FH Amazon EKS X3 AR884A 517, Amazon EK S Anywhere S &z 3k6] R BITE
B Kubernetes £~ 1#&FiZIhaE. Amazon =i Red Hat OpenShift fR55 EC2

« Amazon EKS 58 ( A 1.24 RESRA )
« BELAT AR BEAmMazon CLIF] Amazon EKS %8 kubectl
« FRIFH N Amazon Web Services Ik~ ( B FEEMK 514 )

=% Amazon EKS A284A 5 9 HE

ENARASNEERESHER , KHMER Amazon EKS REsA & M A #.

RERRASHRE

EERHLLREARESOREM MEAH

eksctl create addon \
--name eks-pod-identity-agent \
--cluster clusterName \
--region region

B ARESMIRE ASCP

1. SIE—IRKEE , BFXNERE (pod ) FEFENHAN
secretsmanager:GetSecretValue fl secretsmanager:DescribeSecret R, BXE
B Rl , 152 the section called “RHl : ERHE RN ABEANER",

2. PIETHAEAEFHE Amazon EKS RS E4IEERN IAM A6
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https://docs.amazonaws.cn/eks/latest/userguide/pod-id-how-it-works.html
https://www.amazonaws.cn/eks/eks-anywhere/
https://www.amazonaws.cn/rosa/
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Sexvice": "pods.eks.amazonaws.com"

},

"Action": [
"sts:AssumeRole",
"sts:TagSession"

]

}
]
}

(6 48 B 0 1AM SR

aws iam attach-role-policy \
--role-name MY_ROLE \
--policy-arn POLICY_ARN

3. BIEBRARBAFNXE, BXRA , ESH (Amazon EKS AFIEmE) HHGIERESA S 9 x5
4. BIE SecretProviderClass , ATIEEEERFIREEA (pod ) PHEH -

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleSecretProviderClass-PodIdentity.yaml

IRSA FIAREH F 97 SecretProviderClass A< EXBIE T A iES K
usePodIdentity, XR2—MNAEFE , ATHESMRIESZ, MRRIEE , MEIAXTRS K
In (IRSA) fFH IAM B,

- EFA EKS Besdd B, BEAUTERE : "true”, "True", "TRUE", "t", "T"
- EHWEFEA IRSA , BEFHEEAUTHEEME : "false", "False", "FALSE", "f", or
WEn
5. EBBHEH /mnt/secrets-store THHRAMAEA (pod) :
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https://docs.amazonaws.cn/eks/latest/userguide/pod-id-association.html#pod-id-association-create
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kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleDeployment-PodIdentity.yaml

6. MWMREFEAFAE Amazon EKS £ , FHARERHMEN VPC EHAmazon STSKixT K. BX bl
Bis SWER , H5H (Amazon Identity and Access Management A 1ER) FME D VPC %

WiF R AR ERIERN

ERIERARBEBRER , FETUTHS :

kubectl exec -it $(kubectl get pods | awk '/pod-identity-deployment/{print $1}' | head
-1) -- cat /mnt/secrets-store/MySecret

®E Amazon EKS A &54 & LAi5 R Secrets Manager H Y 4R

1. BIE—IRKE , BFXNERE (pod ) FEHRNHEHAN
secretsmanager:GetSecretValue f secretsmanager:DescribeSecret R, BAXxXK
B R~ , 1SR the section called “/R" I - SELAI IR A ZEA BV IUBR”,

2. 7 Secrets Manager F8|E %4 ( IRBESEE—NEH)

P HE R
AL BT HIRREEA (pod ) SPBREE XS IR,
EERBNERHER

1. FERUATWHHREARA (pod) BHFIKR. MREXEEARNGEZEE , BHEA -n
NAMESPACE,

kubectl get pods

2. ER Pod , BEUA T SHPODIDERERE E—5F KK Pod FH Pod ID, 1R &E F
NP R ZEE , B -n NAMESPACE,

kubectl describe pod/PODID
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
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EE ASCP W%

ERREHEEBEDEREZELR , BEULATHSHPODIDER csi-secrets-store-provider-aws Pod
M 1D,

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/PODID

$ Amazon Secrets and Configuration Provider CS| SRREKFH IAM B &
(IRSA ) &£&EH

F&:

- RREM

- REFRIES

- BEEERNES

- MFEHEBR

FTRGFZM

« Amazon EKS 58 ( lxA& 1.17 LES A )
« B3 kubectl 58 Amazon CLI #1 Amazon EKS £

RE R4

ASCP £# 3 Amazon EKS REsA B M HHHEHRH®A IAM A, BT LITE IAM RXEEHRRZ IAM A6
REMNR. % ASCP XA IAM Afrt , EaLliFRIEENNZRA. RIEFEES IAM £6XxE , BUH
AT G R B

& F Amazon EKS &284 ( pod ) X Secrets Manager H 247 kY17 [E] £ fR

1. BIE—IRER  RTFXNBIHRA (pod ) FERKZEAN
secretsmanager:GetSecretValue fl secretsmanager:DescribeSecret R, BXE
B =Bl , 2 H the section called “/Rfl : REAHERN AZBEANRR",

2. RAEEBIE IAM OpenlD Connect (OIDC) 2% ( MRIERE ). BEXEZER , HSH
{Amazon EKS AP #ERm) RN EEGIE IAM OIDC =HE,
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https://docs.amazonaws.cn/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
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3. NEBRFK/,OE— IAM SEHRRBHINEZAE, AXESELR , 5K (Amazon EKS A
FiEE) A RSKSIZ IAM A,

4. ﬂﬂ%ﬁﬁﬁﬂ\ﬁ Amazon EKS £8 , FHRIZEFHFEN VPC EF Amazon STS K. BXxBIE
wmRHELR |, 205 (Amazon Identity and Access Management A8/ H#YE D VPC iR

HWEEERNFH

EE ASCP ML ZAEN XU RS L XHESE Amazon EKS A | IBEER|E — 1 the section

called “SecretProviderClass” YAML X%, SecretProviderClass I 7T EHHN AU R EHER

"*'E“?E’f'ﬁE’JK#%O SecretProviderClass #4915 % X4 5| AA#Y Amazon EKS &884 ( pod ) T
—MmARZEE,

REAEN R THER

LTRBARR T A ARG YAML X ExampleSecretProviderClass.yaml
ExampleDeployment.yam| FF24A1E 7 XH# 1TER,

£ Amazon EKS #3247

1. f¥ SecretProviderClass A T&ALFA (pod) :

kubectl apply -f ExampleSecretProviderClass.yaml

2. EPEBARI/YA (pod) :

kubectl apply -f ExampleDeployment.yaml

3. ASCP &EH X

HEHEER

BRI LB IR A ESE ( pod ) BBREE KZHE IR

EERFNHERHES

1. EAUTHTRIMAREA (pod ) EMFIR, WREXECERARUANDEZME , BEA -n

nameSpace.,
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https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleSecretProviderClass-IRSA.yaml
https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleDeployment-IRSA.yaml
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kubectl get pods

2. EHRAEA (pod) , BEUTHSHAN podld FREL—FSHRFNWAEEA (pod ) WASRA
(pod) ID, MREEFEAMINGEZEE , BEH -n nameSpace,

kubectl describe pod/podId

EE ASCP 4R

- EERMEAFZPERESZEES , BEUATHSFN podId £ csi-secrets-store-provider-aws
AE84 (pod ) BY 1D,

kubectl -n kube-system get pods
kubectl -n kube-system logs Pod/podId

« WIFREHFCER%E SecretProviderClass CRD :

kubectl get crd secretproviderclasses.secrets-store.csi.x-k8s.io

Zin S ROREAF X SecretProviderClass BENEBRENWELR,

«  IIFEAEBE6]2 SecretProviderClass 3 K.

kubectl get secretproviderclass SecretProviderClassName -o yaml

AmazonilZ M B R HEREF LR
ASCP B {33 UE 1 ij7 [7] 32 %l 7R 451

R A Amazon EKS B2R4A B RS ( pods.eks.amazonaws.com ) IS & HIRIZLIEN IAM
REE

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": "pods.eks.amazonaws.com"

},

"Action": [
"sts:AssumeRole",
"sts:TagSession"

SecretProviderClass

BRI LAER YAML R EEFH ASCP £ Amazon EKS RERMERA, BXRH , HSH the
section called “SecretProviderClass F£”,

SecretProviderClass YAML 4 #3

apiVersion: secrets-store.csi.x-k8s.io/v1l
kind: SecretProviderClass
metadata:
name: name
spec:
provider: aws
parameters:
region:
failoverRegion:
pathTranslation:
usePodIdentity:
preferredAddressType:
objects:

SRFRESERBERNFHAEE
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X1

( Wik ) Hl2Amazon Web Services X —1, MRFEALLFER , ASCP N S EHER
FERK XiF, ERQEMESERNFTSE , BBMNBUAERARKERESAH (pod ) WERRM
X1,

MREZEIEE failoverRegion , ASCP @ZHMNHNMNXER ZRA, MRME—XIFIRE 4xx £
% (FINFHKRIUEEB ) , ASCP BFLEHEM—NEH. MRMIIM region FREFZER ,
N ASCP £EHIZZAE. MRARHKIIM region PR ZEFIE4A , EEKIIM failoverRegion
i REIFEE |, N ASCP 2ERZZEHAE.

failoverRegion

(k) MREEBEWFER , ASCP 2% idM region FENMW XML FREFEFHA, MRE—
XigiR [ 4xx 517 ( Sl B AR ) , ASCP BRSEREM— %4, MEKIIM region
hiRFZH , W ASCP SERZBHAE. WRAKIIM region FRERFIFLH , BEERIMN
failoverRegion H#EF|%4A , Il ASCP 2ERZZHAE. BXNMAEALFERNTE , 5
M ZXBEHERER.

pathTranslation

( A% ) #R Amazon EKS X4 E T ER RS RANECANENERFR , 40 Linux £
FIRHT (/)o ASCP TEBIETERE T RANER M. R , ASCP EATEN FRZRE
BomRF. MRTEALTFER , SRFHENTIEL (), Bitk |, a0 My/Path/Secret EEN
My_Path_Secret,

EIEFRER  ERAFRS False,
usePodldentity

( Wik ) MESMHRIESE. MRREE , MEIANBRSKS (IRSA) B9 1AM A,

- EFAEKS BREAHH , BEAUTERE : "true", "True", "TRUE", "t" = "T"

- EHWEMEMA IRSA , BIREANUTEEME : "false", "False". "FALSE", "f" & "F",

preferredAddressType

(k) EERRESMREBRIBENER IP iR, ZFBRMNEMSEA EKS B 5108
FER , ERARSKFH IAM BSEr N2, EFXaKNE, BRER :

« "ipva", "IPv4" ‘T "IPV4" — 5&F|EA Pod Identity Agent IPv4 Bk R

« "ipve""IPv6". T "IPV6" — 5&HIfEA Pod Identity Agent IPv6 i =
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« RIEE — #FH auto I RiEFE , £ IPv4 IwR , 10R IPv4 KK EERE] IPV6 U=
R

BEEERBAN YAML FRFAH, RMNBWUER YAML ZSITFHFRREL () F5.

objectName

PHE, BEEERINZHARSHNEF. XITF Secrets Manager , X2 SecretId 2%, AL
RN RIFER , LA LLREE ARN, XIF SSM Parameter Store , X2S M Name , 1]
URSEER , b LR TE ARN,

objectType

MRFIF Secrets Manager ARN AT objectName , EEXMRIE WLLR secretsmanager
5 ssmparameter,

objectAlias
( AI3%& ) Amazon EKS B854 ( pod ) HEANNHB. MEFIBEKFE , N objectName
ERXHEEBE R,
filePermission
(&) 4 \HFFHE  EEATESEZAN AR, IREZEEERTFER , ©FRIA
A "0644",
ObjectVersion
( A% ) BEAMMRAE ID, F#E , ANBXENZANEBLINEFHRAE ID. BIAERT , £H
BEFIRA, MRBIE failoverRegion , M FERKRRE objectVersion,
objectVersionLabel
( Tk ) RAH BB . BIANARHTMRA AWSCURRENT, BXEZELE |, B35 the section
called “BEHHRA", MRBIE failoverRegion , M FEFXTE objectVersionLabel,
JMESPath

( Ak ) BRPAP RS B EE Amazon EKS REHN X4, EFEALTFER , ZHEXARA
JSON #H, MRFEAWFER , BMEEFFKR path M objectAlias,

path

Xk BEAE JSON FHB-EXNNE. NRZFREEEFTH , EEALSISHHERITE
X, f5i3m : path: '"hyphenated-path"'

ASCP Rl 133
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objectAlias

EEHF Amazon EKS B84 (pod ) PHIXHE, MRZFREISEFTH , BEALSS
FEFTENY , HlI0 : objectAlias: '"hyphenated-alias"'

filePermission

( Ak ) 4 U N\HBFHE | BEEATERZANXHERR, MRKREELRFER , WEKIA
RIS R SR

failoverObiject

( Wik ) MBEIBELFE , ASCP £ZiRK FE objectName FIEENZHM
failoverObject objectName FFERHIEEMNHL ., MREM—MNRE 4xx Hix (Hl S
FISIERE ) , ASCP BT EHREM—INEHH, MEKIIME objectName PR ZREIZ4 |
N ASCP &R 1ZFAE. WRKRRIIME objectName FRKRFIF , BERIIM KM EL
# objectName FRZFZ , Nl ASCP 2EHZFHAE, NRTERFER , RUNTEFE
objectAlias, AXUMAFEALFENRG , BSH AEBIHMESR,

YK NHBEATREAN | EEEALTR. AXNMEEERNTE  BEH 2 K54
ety

objectName

ABEBZANBHRTE ARN, WREM ARN , I ARN R XEHAEFER
failoverRegion Tfi,

ObjectVersion

( mik ) BB ID, BAEE objectVersion Efit, TH#HE , RASRXEHMBHN
EAMEFIRA ID. BINBERT , EAHARIRA,

objectVersionLabel

( Ak ) AREW A B . BRIAFEFTHRA AWSCURRENT, BXEZEE. , 550 the
section called “Z4A R4S

Bl E A SecretProviderClass BB M E &K Amazon EKS B HhiEH 4R,

Pod Identity

SecretProviderClass E7E @ — Amazon EKS S8 HRERZE , BT TRAE
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RAriEmE

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets-manager
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
usePodIdentity: "true"

IRSA

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: deployment-aws-secrets
spec:

provider: aws

parameters:

objects: |
- objectName: "MySecret"
objectType: "secretsmanager"

SecretProviderClass A%

i X LR BIR T REIRIH = 82 SecretProviderClass BLiE.

R B PE ARN HEHREH
L RBIGEER T IR = MR ESR B A

- HTE ARN EENHH
- HENEENZH
- ZHRNBERE

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

ASCP =4l
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name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret2-
dse5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecrets4"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"

R N ERR-EX
LERBIEEED T 2 M JSON AR BRAEB S ER B-EX -

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret-
alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
- path: password
objectAlias: dbpassword

R RS BRE R B4R
BE/RBIBEER T a0 65 A 43 E SCAHF X BRIE S 4R

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
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RAriEmE

parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
filePermission: "0600"
jmesPath:
- path: username
objectAlias: dbusername
filePermission: "0400"

™ RBEBEE RS
B RGIGE T AN BB ERRER.

ZXERARNER

L RBIEER T 1A B8 S A X B S B A BB B 3 R ¢

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "MySecret"

RMEBIHMESA
LERBIGEER T AR R B ELE N H B ( HFIERIA )

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: aws-secrets
spec:

provider: aws

parameters:

region: us-east-1

ASCP =4l
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failoverRegion: us-east-2
objects: |
- objectName: "arn:aws:secretsmanager:us-east-1:777788889999:secret:MySecret-
alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:777788889999:secret:MyFailoverSecret-d4e5f6"

H b %R
BXRF ASCP 5 Amazon EKS £4FANEZELR , BSHEAUTRR :

. JARBAHEHS Amazon EKS &5 H
e FEHAmazonRANEBIRHEERF
« Amazon#ZmEJE CSI EHFEFFE GitHub

£ Amazon Lambda B £ Amazon Secrets Manager %4

Amazon Lambda B —HIERFHRITERS , FELEMERNEERSR[RAAETRBE. N Amazon
Systems Manager ¥ —IiZIBE , Parameter Store AIRRMLZ LN EFM , A TERERREEENZHAE
B, B LEA Amazon S ZE A Lambda ¥ BRKEZEMEF Lambda BEF#Y Amazon Secrets
Manager 25437 Parameter Store 2% , MABEA SDK. HXEAULYT BHHAES , #SH
Lambda FF & A R IERHI1E Lambda B+ £ Secrets Manager Z 4.,

¥ Lambda & Secrets Manager Z4A4& &1
{Lambda FF A AR 3E/) RME T & Lambda BB £ Secrets Manager ZAMLMEHH, FHRE
H

1. #RBB7E Lambda B F # F Secrets Manager AR 0 S HREH1TIRE , HPEHE .
- FRAEI®NIZEITE ( Python, Node.js, Java ) 812 Lambda E#k
 J¥ Amazon S F %4 Lambda T EBRIMAE

- BEELEANR
- WERBUNT BHhRREH
o A

2. TRRATEEY BTHANKREE  2FEFRENEN
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https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/integrating_ascp_csi.html
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.amazonaws.cn/lambda/latest/dg/with-secrets-manager.html
https://docs.amazonaws.cn/lambda/latest/dg/with-secrets-manager.html
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3. THREMBHERNREREK

1£ VPC A {#H Secrets Manager # Lambda

mR Lambda BREIE VPC Hiz1T , BEESGE— VPC im_F#EA A Secrets Manager. BXxE%
f§ 5 , 24 the section called “VPC 3% & ( Amazon PrivateLink ) ”s

FEF Amazon S F 248 Lambda ¥ &

iZ?J"JE—IJ«NRﬁ%‘E Secrets Manager Z4A 1 Parameter Store 8., HXxfF¥ EE Parameter Store &
BESFERANIEMEES , B35 Amazon Systems Manager A 8B HFHI1E Lambda B ¥
Parameter Store S,

Systems Manager X #4&3E :

- FHIEAZY B 5 Parameter Store BL & &
- [ BARME Lambda EEREY A

- ATEEY BHINEEE

- ATRESBNREImS

- FIEXENEMNXENT E ARN TZIXK

£ Amazon Secrets Manager X

Secrets Manager VY T/E/RIE

Amazon Secrets Manager RE R —WEFim HTTP fRS , & BERENLEITERERFERXRE
Secrets Manager WEAN AR, BALNUTRSEZZHA—BER :

« Amazon Lambda

 Amazon Elastic Container Service

* Amazon Elastic Kubernetes Service

* Amazon Elastic Compute Cloud

Secrets Manager RERZZAFNEEZFENES , AT ATLLEN NAR RN EHIREER |, ™
T EEEEA Secrets Manager. Secrets Manager X3 RN ER4R |, M AN EHBH T80

Parameter Store £ 139
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/A Important

Secrets Manager I 5k B B EH Amazon ZEIER A Secrets Manager, ©a&1E 3t
RS ERIRIER{AE ( SSRF ) WRY , UipBIH ZE R £, BIABER T , Secrets Manager
REFERAGEEF ML-KEM ZRXBREANMERZESHNERARIBR AR,

7 ## Secrets Manager X &E1F

Secrets Manager REBFERNEERE , ZEF S Secrets Manager REEBFHREE,. E2BREUT
SKUEHRFERFHEAE

- BRIARIFTSRE (TTL) 7 300 #

o BULEREEXHEHR TTL

- & TTL BHEERBHAR , R ERF

(® Note

Secrets Manager REFNBREEFAN. WRBAEEFEREIH 2o , N Secrets
Manager {32 A g8 2R B3 B ) B4R .

Secrets Manager RIBIREIHNZ4AE S GetSecretValue WMNERMEE. FAEEEEPRFITM
B

£

- ¥g# Secrets Manager {32

« &% Secrets Manager {XI2

« f£f Secrets Manager X1 & %40
7 & refreshNow Sk

- BLE Secrets Manager G

- AIIEINEE

- BEIEF

- REMIEEEM

T ## Secrets Manager fRE&F —
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¥9% Secrets Manager {12

HEIF Rz , FEAEKENEHEHTFAZEMET R ITEMN Rust TR,

(® Note
BAl, £ macOS EMWEB A fips HEEWREBEBELUTHRE L -

- BZEEZ N SDKROOT HIMREZE |, ZEEIRENIZEIT xcrun --show-sdk-path &R

RPM-based systems
EET RPM ARG EHE
1. ERFREPRMHN install MIZA,

ZHARER SR ER — LR SSRF TEFFNEFEMHENH /var/Tun/awssmatoken
b, REMABEN awssmatokenreader 47 LUEEZ S A,

2. EAUYLHMNARFERSEXH  SEENNARFEETETHARKSRNE
awssmatokenreader ., #liN , BAILAFERLLT usermod S F N AR FIEES X4
HIXBR , A <APP_USER> RNARFEHTEITWAF ID,

sudo usermod -aG awssmatokenreader <APP_USER>

ZRITRKIE
EET RPM RS (1 AL2023 ) £, ZEFAITEA :

sudo yum -y groupinstall "Development Tools"
3. &% Rust

% B8 Rust X #4A %% Rust BiRBARHITIRE :

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

4. HEARE

% Secrets Manager X2 141
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£ A cargo build is S ¥E Secrets Manager X2 :

cargo build --release
&fF7E target/release/aws_secretsmanager_agent FHEIAHITXH.

Debian-based systems
£ E T Debian RS L9
1. ERITRIE

£ E T Debian R ( 620 Ubuntu ) £ , &% build-essential & :

sudo apt install build-essential
2. &% Rust

M Rust XHH %% Rust R EBARETIRAE

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

3. HEMRE

£ cargo build en 5 #3%# Secrets Manager X :

cargo build --release
BIF1E target/release/aws_secretsmanager_agent TREIWHITXH-

Windows
1£ Windows L #3%#
1. REFERE

R BB Microsoft Windows 4 £ Windows L4&t% Rust i% B FF & ¥ 38 Fh 9 15 BA 3 1T 3 4k
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2.

HEAE

£ A cargo build is S ¥E Secrets Manager X2 :

cargo build --release

&f37E target/release/aws_secretsmanager_agent.exe NI AHITIH,

Cross-compile natively

AR R G iE
1. REXXEEIE

£ mingw-w64 S AR KITAR ( #l40 Ubuntu ) £, ZERX X

# Install the cross compile tool chain
sudo add-apt-repository universe
sudo apt install -y mingw-w64

N Rust M B ¥

%% Windows GNU $HRiIZBE#F :

rustup target add x86_64-pc-windows-gnu

#3F Windows 33

R 4miFERTF Windows FIRE :
cargo build --release --target x86_64-pc-windows-gnu

&I E target/x86_64-pc-windows-gnu/release/
aws_secretsmanager_agent.exe & EI AT X4,

3% Secrets Manager X2
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Cross compile with Rust cross
£/ Rust R X#HITR R miF

MRREFPRBERXRELE , MALEA Rust RXIB, BXEZELR |, HSH https:/
github.com/cross-rs/cross.

/A Important
BINBUAWERFRRME 32GB MR ZHE .

1. 1&i{& Docker

ZEMEE Docker :

# Install and start docker
sudo yum -y install docker
sudo systemctl start docker
sudo systemctl enable docker # Make docker start after reboot

2. B¢iE& Docker t R

AP #ME Docker 4 :

# Give ourselves permission to run the docker images without sudo
sudo usermod -aG docker $USER
newgrp docker

3. X Windows 3%

BRI AR TTNITNH

# Install cross and cross compile the executable
cargo install cross
cross build --release --target x86_64-pc-windows-gnu

&% Secrets Manager X128

MELT ZRIAT RGN T EHRR,
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Amazon EC2
£ Amazon EC2 £ %% Secrets Manager X2
1. SMBBEERS
ERIEE

cd aws_secretsmanager_agent/configuration

TTRIRMIA

N
Il

BITFEEFRRMEA install A,

ZHARER S E R — YA SSRF THRHNEEMENXH /var/run/awssmatoken
b, RERAEN awssmatokenreader A A LLREUZ S R

3. EENMAEFNER

_\L

ST AREFHNAFKF RS awssmatokenreader A :

sudo usermod -aG awssmatokenreader APP_USER

5 APP_USER B RZiTNRAERFNFEANAF ID.

Container Sidecar

& ] LAE A Docker R Secrets Manager XEENMIMBRENAREF—BIZ1T. RE , BN
R I LAM Secrets Manager KEIR A A HTTP [RFSEKRZEH. BHX Docker HER |, S
%] Docker 344,

8I2 B F Secrets Manager X IR Kt N A 2S
1. BIERKRE Dockerfile

A Secrets Manager V2 i i & 856172 Dockerfile :

# Use the latest Debian image as the base
FROM debian:latest

# Set the working directory inside the container
WORKDIR /app

%% Secrets Manager X2 145
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# Copy the Secrets Manager Agent binary to the container
COPY secrets-manager-agent .

# Install any necessary dependencies
RUN apt-get update && apt-get install -y ca-certificates

# Set the entry point to run the Secrets Manager Agent binary
ENTRYPOINT ["./secrets-manager-agent"]

2. tlENARRF Dockerfile

NIBHE P ik B AR F 812 — > Dockerfileo
3. BI% Docker Compose X #

£1%2 Docker Compose X RIZTEBHREMNKEONHNASR !

/A Important

B NE Amazon FEIEHM SSRF G , AR T 8EE A Secrets Manager R,

% F Amazon EKS 1 Amazon ECS , B FUTHZA :

« Amazon EKS AFiEm M EE 150 R
« Amazon ECS F&X A R1EEH M Amazon ECS £5 IAM B

version: '3'
services:
client-application:
container_name: client-application
build:
context:
dockerfile: Dockerfile.client
command: tail -f /dev/null # Keep the container running

secrets-manager-agent:
container_name: secrets-manager-agent
build:

context:

dockerfile: Dockerfile.agent

Z % Secrets Manager X
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network_mode: "container:client-application" # Attach to the client-
application container's network
depends_on:
- client-application

4. SEHREZHEFIHF

¥ secrets-manager-agent —# $I3XHE HEBE &K Dockerfile #1 Docker Compose X
HRIE—1B FHF,

5. WEHEBITR=R
£ Docker Compose W2 Hiz1TRET
docker-compose up --build
6. E&ELR

EENEFIRASETD |, BUEAFEH Secrets Manager REXRKRRZH, BEXEZELE , BS
%] the section called “f i Secrets Manager X EBR EZ4H",

Lambda

BT LARF Secrets Manager RIB3TE N Lambda ' B, RiE , BULUFEERNERME Lambda &
p , HM Lambda EERAMA Secrets Manager {3 RIREVZR o

LT BAN A T A E A https://github.com/aws/aws-secretsmanager-agent H {9 7 45il B 2
secrets-manager-agent-extension.sh ¥ Secrets Manager fR¥E &% H Lambda ¥ & X&3k
EN& 8 MyTest B9340,

BIZ A TF Secrets Manager {XI2#) Lambda ¥ &

1. TEREER
M Secrets Manager RIEBRBEBHBE ZZTUTHS :

AWS_ACCOUNT_ID=AWS_ACCOUNT_ID
LAMBDA_ARN=LAMBDA_ARN

# Build the release binary
cargo build --release --target=x86_64-unknown-linux-gnu

Z ¥ Secrets Manager A 147
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# Copy the release binary into the “bin® folder

mkdir -p ./bin

cp ./target/x86_64-unknown-linux-gnu/release/aws_secretsmanager_agent ./bin/
secrets-manager-agent

# Copy the “secrets-manager-agent-extension.sh’ example script into the
‘extensions® folder.

mkdir -p ./extensions

cp aws_secretsmanager_agent/examples/example-lambda-extension/secrets-manager-

agent-extension.sh ./extensions

# Zip the extension shell script and the binary
zip secrets-manager-agent-extension.zip bin/* extensions/*

# Publish the layer version
LAYER_VERSION_ARN=$(aws lambda publish-layer-version \
--layer-name secrets-manager-agent-extension \
--zip-file "fileb://secrets-manager-agent-extension.zip" | jq -r
'.LayerVersionArn')

2. Bfii& SSRF ©h#

RIEHBIANBELE 2 B31fF SSRF TERENEMIR AWS_SESSION_TOKEN =
AWS_CONTAINER_AUTHORIZATION_TOKEN SMEZEHIREBNE (E—INEEERATE

F8 SnapStart B9 Lambda B ) . 5% , BALKXABECH Lambda BB EZEE XL
AWS_TOKEN SMEZE , AN ZTZEMNLETHMRNETE, MREEFFEA AWS_TOKEN HiE
FE , NHHEN lambda:UpdateFunctionConfiguration AARIEEZFELE,

3. NMEMINBIEEK
G EMRAK INE Lambda BI¥K :

# Attach the layer version to the Lambda function
aws lambda update-function-configuration \
--function-name $LAMBDA_ARN \
--layers "$LAYER_VERSION_ARN"

4. BEFTERBMAE

FEHZH Lambda EREELER X-Aws-codes-Secrets-Token #r3k{E (iR B Rk B LiRR
B E2—H SSRF ThE{E ) &if) http://localhost:2773/secretsmanager/get?
secretId=MyTest , NI EHE, FHENAEFRBPEINEHZE , BUERN Lambda
¥ BRI FEM PR,
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5. MLtk

A Lambda BB KIER A B EFIREUER.

£ Secrets Manager (R EB K R4

ERRZY , HRAKRM Secrets Manager KBRS , HHEFHANWBEFE ARN EAERSHESEE
Mo BRIABER T , Secrets Manager KE 2K RZ4AM AWSCURRENT MrAR, ERFTHMRA , EEA

versionStage = versionld S,

/A Important

N T #HBYRY Secrets Manager KB , BAMEBTMERPEE SSRF TR : X-Aws-
Parameters-Secrets-Token, Secrets Manager REB&E4 & B IR L EB TR SSRF
THEMIER, EALLTE the section called “Bl BiET” 1 B E X SSRF #rk & #o

PR R IR

Secrets Manager {XI2{# fA5& A T Rust B9 Amazon SDK , % SDK £/ Amazon EiFiRHEFE, 3
e AM EIEM B9 RE T Secrets Manager KR RZ AR,

%2

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

EXNREMNEZEER |, 1§21 the section called “NRESZE",

/A Important
FZPAEPLA Secrets Manager REf5 , ERAENGEITEIFERN SSRF TR A ERT UM
Secrets Manager RIEBZFF LM H. BXEZER |, iI5ZH the section called “Z2MEE
B,

f# A Secrets Manager X2/ R %4 149


https://docs.amazonaws.cn/sdk-for-rust/latest/dg/credentials.html

Amazon Secrets Manager

RAriEmE

g KR
curl

Example 5l — £/ curl SRENZE 4R

BATF curl ROIEBR T A M Secrets Manager REBIREVZ 4, Z R HIAKE T X4+ FER SSRF

AN RLZRMAFE RPINNE,

curl -v -H \\
"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID' \\
echo

Python
Example =5l — £ Python 3REXE 4R

AT Python RBIEB R T M Secrets Manager RIBIREVZ ., ZRBIKH T XHFEEN
SSRF , RN HRLZEMAFM RN E,

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {

"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful

f# A Secrets Manager X2/ R %4
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if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

T f# refreshNow S#%

Secrets Manager REFEAANFRIFRFHEEZHRE , ZESEHRFH. RABERT , SEELEFNE
(TTL) B ERBHAN , MeaRELRIH , BES 300 BRF—X. BER , XS EZENALSEEN
B, FRRNRFAEEFREIHZARIR,

NERFRLPRE] , Secrets Manager KE X #F7E URL FERAFN refreshNow WS, EOUFER LS
BEAB M ERIFFANE , N\TESEEHBREEERFTNER.

ERINTTH (’%F refreshNow)

- ETTL Y HZzaiERAEFE

- RETTL Z/aRIFE4R ( BIAHR 300 8 )

- MRFAEEFIHzERHR , WTERXIREHE
£ refreshNow=true H1T5

- TERLUERF

. E3#EM Secrets Manager P R HH ZAE

- FRAFEEMERFEAEETIL

- BREBREARESEFNBHE

5 | Bl ¥ A 4H (B

/A Important

refreshNow HERIAE N false, RIENR true B, B©fFEE Secrets Manager X EE & X
HHIEER TTL , #33 Secrets Manager #1T APl .

T refreshNow 3 151
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curl
Example =5l — £/ curl 52 %l 737 248

LA curl ;RIRB R T 1{A58 %) Secrets Manager K RIFZ4H . % RAMKE T 4P E1ERY
SSRF , RN HRLZEMAEFM RAINLE.

curl -v -H \\

"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID&refreshNow=true' \
\

echo

Python
Example ] — £ Python 58 il il 7 25 4A

LA Python RBIE R T MMM Secrets Manager fREIREVZH . ZRHIKE T X P FEN
SSRF , ZX# R EZFEMAF# RAINME.

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?
secretId=YOUR_SECRET_ID&refreshNow=true"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {

"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
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if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

Bl iE Secrets Manager 13

EF X Secrets Manager REMEE , HolE—N TOML BEXH , RFREA ./

aws_secretsmanager_agent --config config.toml,
B 1 1k T
log_level

Secrets Manager R BEFIRENFMIZEE - DEBUG. INFO, WARN, ERROR = NONE, 2t
IAMER INFO,

log_to_file

2RI FE X H stdout/stderr : true = false, ERIAERN true,
http_port

i HTTP fRSSE85Mim O |, SEEITE 1024 & 65535 ZH. BRIAER 2773,
region
ATFiERE Amazon Xigl, IRKIBEXE , Il Secrets Manager X E 2R IE SDK BE X1,

BXEZEER , HZH (Amazon SDK for Rust FF & AR $ERE) HH Specify your credentials and
default Region,

ttl_seconds

SFWMEMTIL (AR NEM ) , BEE 1 E 3600 2E. EBRIAEN 300, 0 RTEEER.

cache_size

ZEFPULFENEAZHAL , SEEN 1 = 1000, FKIAMEH 1000,
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ssrf_headers

Secrets Manager fRI2# & SSRF THEMIRLBMFIR, BRIAE N “X-Aws-Parameters-Secrets-
Token, X-Vault-Token”,

ssrf_env_variables

Secrets Manager REZIIFRE SSRF THNWMRETZEENI|FK,. FETEAUTETER
B HEIA , MR : AWS_TOKEN=file:///var/run/awssmatoken, ERIAE
H“AWS_TOKEN, AWS_SESSION_TOKEN, AWS_CONTAINER_AUTHORIZATION_TOKEN”,

path_prefix

ATHREBEREANETERENIERN URI 81R. BRIABER NV,

max_conn

Secrets Manager REAFHRE HTTP BEF WA R AREZS , SEEE 1 £ 1000 2E. RIAER
800,

LIPS

B --features FRELEIBEL cargo build , AIBAEA AIIEIHBERIRE Secrets Manager KB,
RAThEET :

4+ IhBE

prefer-post-quantum

f£ X25519MLKEM768 A BB R ERWBARREE. &N , ZEZTH , EFREEML
. X25519MLKEM768 2—MREH. FEFREMNBHAIREL,
fips

HREEANFBEMHRSBINN FIPS #EMEHE,

B &id R
A3 B A1

Secrets Manager REB2RHE log_to_file BLEZXEE RN FEIRIEKEIXH logs/
secrets_manager_agent.log = stdout/stderr F, XN AREF A Secrets Manager XE R
REZHN  XEFASEREAR M AEF, SMNF2HIMTE CloudTrail BEAH,
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St

LA E 10 MB B , Secrets Manager RELBIE— MW BEEXH , HERHRBRZHFEMENH
FX

Amazon % BEiE%

HET 3% Secrets Manager, CloudTrail 2 CloudWatch, M Secrets Manager B3R BV 4H
WERTLSHIEXLERAEH, Y Secrets Manager fRIZIH A Secrets Manager RIREVZ4ART |, Z
BWAKXIERTAE CloudTrail B , HEE—1MAFPREFHBEITE aws-secrets-manager-agent,

B A LATE the section called “BRiE %I FHELE H &S FKED,
ZEMEEEIN

EEE

FNFREREYE , EEERAREBELIRET M SSRF SETHANME , BERENEN. A TRE
HENZLWRR , Secrets Manager RIEEHEEEN 5 Secrets Manager ik A] ARV T, 65l
|, £ Amazon EC2 L , £/ Amazon EC2 Sk} , Secrets Manager KRB EEIEF 5 EILM
BAEE,

/A Important

MENBAREFEELZSEIRH H M ARMERNT Secrets Manager ZiE 81 E 2 5 AR F R IR R
FR, WNEREABETBESH Amazon SDK REFMRER. BEXESER , BSHK
WM.

£/ C++ Amazon B#4-FF & T E@3RE Secrets Manager Z4R{E

XNF C++ RARRRF , i5FEHGetSecretValue=E1Z1E A SDK BatchGetSecretValue,

TR RBIE TR T tnfaI3REX Secrets Manager 24318,

FFEMR : secretsmanager:GetSecretValue

//! Retrieve an AWS Secrets Manager encrypted secret.

/*

ZEMEEEW 155


https://docs.amazonaws.cn/secretsmanager/latest/userguide/retrieving-secrets.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/retrieving-secrets.html
https://docs.amazonaws.cn/goto/SdkForCpp/secretsmanager-2017-10-17/GetSecretValue
https://docs.amazonaws.cn/goto/SdkForCpp/secretsmanager-2017-10-17/BatchGetSecretValue

Amazon Secrets Manager ArfEm

\param secretID: The ID for the secret.

\return bool: Function succeeded.

*/
bool AwsDoc::SecretsManager::getSecretValue(const Aws::String &secretlID,

const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :SecretsManager: :SecretsManagerClient

secretsManagerClient(clientConfiguration);

Aws: :SecretsManager: :Model: :GetSecretValueRequest request;
request.SetSecretId(secretID);

Aws: :SecretsManager: :Model: :GetSecretValueOutcome getSecretValueOutcome =
secretsManagerClient.GetSecretValue(
request);
if (getSecretValueOutcome.IsSuccess()) {
std::cout << "Secret is: "
<< getSecretValueOutcome.GetResult().GetSecretString() << std::endl;

}
else {
std::cerr << "Failed with Error: " << getSecretValueOutcome.GetError()
<< std::endl;
}

return getSecretValueOutcome.IsSuccess();

5 JavaScript Amazon SDK 3kEX Secrets Manager Z4A{E

33 F JavaScript AT , iHFHgetSecretValueHEEEA SDK batchGetSecretValue,

AT RIBBRAIER T W0fA3REL Secrets Manager Z4A{E.,

FTEMNPR : secretsmanager:GetSecretValue

import {
GetSecretValueCommand,
SecretsManagerClient,

} from "e@aws-sdk/client-secrets-manager";

export const getSecretValue = async (secretName = "SECRET_NAME") => {
const client = new SecretsManagerClient();
const response = await client.send(
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new GetSecretValueCommand({
SecretId: secretName,

1,
);

console.log(response);

/7L
//
//
//
//
//
//
//
//
//

secret-

//
//
//
//
//
//
//
//
//
/73

'$metadata’: {
httpStatusCode: 200,
requestId: '584eb612-f8b0-48c9-855e-6d246461b604",
extendedRequestId: undefined,
cfId: undefined,
attempts: 1,
totalRetryDelay: 0
.
ARN: 'arn:aws:secretsmanager:us-east-1:xXXXXXXXXxxX:secret:binary-
3873048 -xxxXxxx"',
CreatedDate: 2023-08-08T19:29:51.2947,
Name: 'binary-secret-3873048',
SecretBinary: Uint8Array(11) [
98, 105, 110, 97, 114,
121, 32, 100, 97, 116,
97
1,
VersionId: '712083f4-0d26-415e-8044-16735142cd6a’,
VersionStages: [ 'AWSCURRENT' ]

if (response.SecretString) {
return response.SecretString;

}

if (response.SecretBinary) {
return response.SecretBinary;

}
i

{# F Kotlin Amazon SDK 3REX Secrets Manager Y% 4A{E

X F Kotlin AR , B AGetSecretValuesBatchGetSecretValueE A A SDK.

TR RIBROIERT i{I3REL Secrets Manager ZH{E.

FTEMNPR : secretsmanager:GetSecretValue

Kotlin
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suspend fun getValue(secretName: String?) {
val valueRequest =
GetSecretValueRequest {
secretId = secretName

SecretsManagerClient.fromEnvironment { region = "us-east-1" }.use { secretsClient -

val response = secretsClient.getSecretValue(valueRequest)
val secret = response.secretString
println("The secret value is $secret")

£ PHP Amazon FF & T E‘@3RHX Secrets Manager ZA{H

SF PHP AR , BEEMEA GetSecretValue = BatchGetSecretValue i@ SDK,

AT RERBIE TR T tifE3RE Secrets Manager 24318,

FREMR : secretsmanager:GetSecretValue

<?php

/**
* Use this code snippet in your app.
*

* If you need more information about configurations or implementing the sample
code, visit the AWS docs:

* https://aws.amazon.com/developer/language/php/

*/

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

/**
* This code expects that you have AWS credentials set up per:
* https://<<{{DocsDomain}}>>/sdk-for-php/v3/developer-guide/quide_credentials.html

*/
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// Create a Secrets Manager Client
$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => '<<{{MyRegionName}}>>",

1)

$secret_name = '<<{{MySecretName}}>>"';

try {
$result = $client->getSecretValue([
'SecretId' => $secret_name,
1);
} catch (AwsException $e) {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
throw $e;

// Decrypts secret using the associated KMS key.
$secret = $result['SecretString'];

// Your code goes here

£ Ruby Amazon SDK 3REX Secrets Manager Z4A{E

3F Ruby BATRERF , BIEEFH get_secret_value 5 batch_get_secret_value @A
SDK,

TR RIBROIERT a{A3REX Secrets Manager Z4A{E.

FTEMNPR : secretsmanager:GetSecretValue

# Use this code snippet in your app.

# If you need more information about configurations or implementing the sample code,
visit the AWS docs:

# https://aws.amazon.com/developer/language/ruby/

require 'aws-sdk-secretsmanager'

def get_secret
client = Aws::SecretsManager::Client.new(region: '<<{{MyRegionName}}>>"')
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begin
get_secret_value_response = client.get_secret_value(secret_id:
'<<{{MySecretName}}>>")
rescue StandardError => e
# For a list of exceptions thrown, see
# https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
raise e
end

secret = get_secret_value_response.secret_string

# Your code goes here.
end

¥ 3R BV 4A1E Amazon CLI
FREMR : secretsmanager:GetSecretValue
Example ¥ ZZ AN NZFAE

LAF get-secret-value ;RBIFRENY Bl R 4AE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

Example ® R 2 B ZHE
LAR get-secret-value RIIREVZ B 4R E,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOUS

FE At EIREN— A .3 Amazon CLI
FREMNER :

* secretsmanager:BatchGetSecretValue
« NERRNBNFHAME secretsmanager:GetSecretValue PR,
- MREFERATFLESS , NESAIE secretsmanager:ListSecrets,

Amazon CLI
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BRI REE R , i FS 1 the section called “Rfl : #tEHK FE—HZEAEHE,

/A Important

WMRIEH VPCE FIELE R EERZNHATRRENRZHNERE , N
BatchGetSecretValue A 2REEM#WEZE , HFALIREHIR,

Example ® RIiZE M5 HH — AR BENWEE

LA batch-get-secret-value RHIFREL = NBRNHZE,

aws secretsmanager batch-get-secret-value \
--secret-id-1list MySecretl MySecret2 MySecret3

Example # RiFik 25t F N —ARBNWEHE

AR batch-get-secret-value REIRBEF RN Test ISR ZHNHWZE,

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",Values="Test"

£ A AmazoniZ &l & IREVHR A E

KREH (2HE)

1. 3TFF Secrets Manager ##|4& , Bt} https://console.aws.amazon.com/secretsmanager/o
2. EWEIRF , ERERRNMWE,
3. EBRHAENIH , ERERRFHRE,

Secrets Manager & R ZH Y BIARAS (AWSCURRENT), EEEWBFHN E MR | 440
AWSPREVIOUS S8 BEMFRZHMRA |, A the section called “Amazon CLI",

1£ Amazon Batch F{£H Amazon Secrets Manager %A

Amazon Batchf&B , Bal A E LT BitE TEMRE. Amazon Web Services =f&B Amazon
Batch , & A LURFHBUBEIE 25 £ Amazon Secrets Manager 47 , RAEEESE L H 5| HiX LR
8, NSRBI IAES. BXEZEL |, S F A Secrets Manager 38 EBURBHIE,

Amazoniz il & 161
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FREX Amazon CloudFormation %R #Y Amazon Secrets Manager

f&Bh Amazon CloudFormation , & 7] LAte RE AN 243 LA T H b Amazon CloudFormation %R,
ENZRRE%EH Secret Manager £ RN ZBEIEZRR , RAEMNZBHFREAFBNFD |
LLREFBIEENZIE, BXEH Amazon CloudFormation S Z4AMEMELR |, S @ Amazon
CloudFormation,

E K E Amazon CloudFormation iR FHZ4R , BEEAZNEIH. GIE#EKREN , 155 ANEHAE
#ZE E| Amazon CloudFormation BRH , ELLEF4X Z4AE B HITERE. HR , EUEIER
= ARN X5|#Z4H. SAUEERAEREEPEANBHANNANSIA. BFEERRITBE (Hln

AWS: :CloudFormation::Init ) PFEANZANNASSIA , RARELXERAEETEFEF AR,

ZANPASIAERWT :
{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

secret-id

ZHAMN B ARN. E1H RGN Amazon IKFREERS | B MERRHART. BinRHEt
Amazon Ik RV B , BIEEZHAN ARN.

json-key ( AIiE )
ERRHENBENHNREN. WREBTIEE json-key , Amazon CloudFormation £ RE /N
FANAK, EPBFBEEESFEH ().

version-stage ( A% )

EFEANRIARMRA, Secrets Manager TR T R P EA L FFROERBIRTERMRA, MREME
F version-stage , A EIEE version-id, MREBERIEE version-stage , hRIEE
version-id , MREIREIFH AWSCURRENT kA&, LD BFREBEBEESFR ().

version-id ( A% )

EF AN RPN —PRIRAT, MRIEE version-id , WA EEE version-stage, MMRE
BEAR$ETE version-stage , tHRIETE version-id , MEFEIZRER N AWSCURRENT iRA, Ltbo
BIABIEESF/ ().

BXEZER , BSHAMEADDEIAEE Secrets Manager #%.
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® Note

BARECIRZFEARMT (\) EARE—MENZIASZE, Amazon CloudFormation o3& 4T
XESIH , X&SBRREMK,

£ GitHub Bl A £ Amazon Secrets Manager %4

= E GitHub Rl R EAZESR , ERILEA GitHub BR4EM Amazon Secrets Manager PREREZHS ,
FRIZEAARA GitHub THERFHRERIMELE, BX GitHub BIENEZEE , 25 GitHub X
B4 Understanding GitHub Actions ( T ## GitHub 24E ) -

R ZARIE GitHub FREFEY |, ZEATA T GitHub ML PR E HMt S ER. B Security
hardening for GitHub Actions ( GitHub Actions Z£5&81t, ) FHIER , BB T ILE AR R R,

BRLHZRHEPHN BN FHRRENNMEZEE , AENRFREN JSON , M AT JSON |, A
NEA JSON RENREZMNIMELE, MRFRER-HS , NREXFBRAERRN TR,

EEEENFHUNENKRETE  BRABARBEELER, BXEZEER |, H5H GitHub XK
Enabling debug logging ( B AR BEIEE ) -

EFEARBEENZACENTREE  FSM (GitHub X)) PHHEEE,

FRF M

EEFANERE , BEEFERE Amazon FiE , AFEA configure-aws-credentials SR
GitHub ¥R E % E Amazon Web Services I:i'i Bzﬁﬁj] GitHub EELE Amazon EiFRIEF YR
B E A GitHub OIDC RHEFRAEAE, BreBERAEREIL , MBS Secrets Manager Z
HNFHINN B FEEH,

BRAEEER IAM SEXMERE THINR

- BERENZAM GetSecretValue R,
- FIEZ4AM ListSecrets R,
(AL ) MRFRAEHA ERREAFH % , Il Decrypt £ KMS key Lo

BEXEZEELR |, {554 the section called “ & 93 iF F 7 [a) 32 &7
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EHE

BEEAZERE , FETERER RN —MEARATIEEN SR,

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretlIdl
ENV_VAR_NAME, secretId2?
name-transformation: (Optional) uppercase|lowercase|[none
parse-json-secrets: (Optional) true|false

e

secret-ids
#4H ARN, BFHMBFIR,

EEGENETESN , BEFH D AAZEN , RAEMAES, Hl70 , ENV_VAR_1,
secretId MZ4H secretId F8|EEZ N ENV_ VAR 1 WIAEBETE, RETENZHRALLEE /N
EFXF, BFZMTIL,

BEERANR , FTRWAZEL=ZAFZH , ARRAES, HlA, dev* IEEBFI dev FFKHIFREE
e RSALKRER 100 MNEREZEH, MRERETEEEN , FENRKRESNERTE , NIEES
KW

name-transformation

RIANBRT , ZTBMNEZHEMNCEB N HRELTERN , HERANETEXREFE, BHFEMNTX
% , BhHIEBFUBFER L. X TFEMFNFE , B LUET lowercase BT REENFEANEF
&, EFEBES none EEN T REFBHKRNINE, ERIAERN uppercase,

parse-json-secrets

(WiE ) RIAMBRT , ZRETGHRRETEEERENBHAETHEA JSON FRH, ¥ parse-
json-secrets ®EN true , LK JSON B MNBEXN A ERETE,

BEE , MR JSON FRAX D K NENZA ( Hlal‘name”M“Name” ) , N ZREFEAEEN S
MohR, EXERT , B parse-json-secrets ®RE RN false HHIWEMN JSON Z4AE,
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ﬂ;iﬁ,’ylE np

BREVENHRETENBEMSCIIRENZANER, FETENGTEEREBHANGTEERETE ,
HRESERZHEN , WERXEER, i, ZRESENEFRERNAETE., NRBHTEH
#9 JSON , NIREFXEZFFRNIEFHBHA JSON R, Hl0 MYSECRET_KEYNAME, &7
DR ERL BN T HERPNEFH,

MERBNMNABETEEEHRNEHN , WBRENEAK, EXHERT , EX4TNHERATHRETEN B NIE
ERABE,

AP B ZRAY R

« BN “MySecret’fy Z AT & 1 “mysecret’ I Z A ERF K H & H“MYSECRET"HIFEL &

« & R“Secret_keyname’HIZ4A LA B F “Secret” H EH“keyname 81 JSON EATZH4A TR R B
H“SECRET_KEYNAME VIR EZ £,

B LBEEENBREENELZERN , WATRAMR , ©e28B—1N8EH ENV_VAR_NAME B3

=
Eo

secret-ids: |
ENV_VAR_NAME, secretId2

ZH5A

« MRMBIRE parse-json-secrets: true AWMAZAIIE , GRIES , AREZHA ID, Wik
LNTRETEGENEHEITEH JSON BHEE, TEBHTIERHER.

MRZATETEER JSON , NFEELXMIR-INAEXEHFEGENERABHER,

- MRMIZE parse-json-secrets: false HBAZHAIHE , FRIES , AFEEH ID, NIRE
FwBETE K RFGRESEEEE —#,

UTFREIERT —1MZAR

,secret?
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Example 1 2% ¥ ARN FREUE 4R

THREIFNILEZFF ARN FRBNR4ACIBRIMET &,

- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |

exampleSecretName
arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3
0/test/secret
/prod/example/secret
SECRET_ALIAS_1,test/secret
SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3
,secret2

ECIRNINEELE

EXAMPLESECRETNAME: secretValuel
TEST1: secretValue2
_@_TEST_SECRET: secretValue3
_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValue5
SECRET_ALIAS_2: secretValue6

SECRET2: secretValue7

Example 2 3REXFTE LAl &I L HY 24R

THRBIABHE beta TFAXNABERALRIREE,

- name: Get Secret Names by Prefix
uses: 2
with:
secret-ids: |
beta* # Retrieves all secrets that start with 'beta'

EEIENELE :

BETASECRETNAME: secretValuel
BETATEST: secretValueZ2
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BETA_NEWSECRET: secretValue3

Example 3 EZ4AH #EH JSON

TO RGBS ERTZA PR JSON KREIBIMEEXE,

- name: Get Secrets by Name and by ARN

uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:

secret-ids: |
test/secret
,secret2

parse-json-secrets: true

%40 test/secret EETHIR4AE,

{
"api_user": "user",
"api_key": "key",
"config": {
"active": "true"
}
}

#4A secret2 EE T HHHAE.

{
"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"
}
ERlZMNINETE .

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: "key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"
MYPASSWORD: "EXAMPLE_PASSWORD"

Example 4 XIMRLXBEHRERNEF R
LT R - M EAENEZMNIMNERE,

ayt]|
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- name: Get secrets
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: exampleSecretName
name-transformation: lowercase

ERENHREE

examplesecretname: secretValue

HAmazon Secrets ManagerF GitLab

Amazon Secrets Manager5., &£/ GitLab, fREJLAKIA Secrets Manager By Z4ARRFYREY GitLab
FiE , SRR TL2BRERB T, GitLabMk , H{RH R FAREFE GitLab CI/CD EGitLab EHi=
1TELRY |, Runner £ M Secrets Manager 18 RiX 4%,

EFEALER , BEEE IAM B8] —4 OpenlD Connect (OIDC) & 427 Amazon Identity and
Access Management®l—/ IAM &, X GitLab Runner 5 [RI#REY Secrets Manager 41, &<
C GitLab I/CD M1 OIDC WEZELR , FZ X4, GitLab

p=5_%= B0

MREFEAMRIFELH GitLab K6 , MFEE AL Secrets Manager £/, KX , ESHIELHEHI
HGitLab 344,

FTRZM

EJ¥ Secrets Manager S5 GitLab , 55T £ RZM4 -

1.  BIE%Amazon Secrets Manager4h

YREE— Secrets Manager %4 , ZZAFERW GitLab TEFRE , EEXNXLEREHIT
BWRB, EEE GitLab EER , fREE Secrets Manager WZ4A ID, ES R BI72% Amazon
Secrets Manager 4§ T AE ZE L,

2. T IAM ££H1 & a2 GitLab /Y OIDC RHE.

FEHSEAP | BFE IAM #2414 P 0122 GitLab &8 OIDC 2, BXxFEZELE |, FSH0E
OpenlD Connect (OIDC) B 1R X+, GitLab
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https://docs.gitlab.com/runner/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.gitlab.com/ci/cloud_services/aws/
https://docs.gitlab.com/ci/cloud_services/aws/
https://docs.gitlab.com/ci/cloud_services/aws/#configure-a-non-public-gitlab-instance
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https://docs.gitlab.com/ci/cloud_services/aws/
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£ 1AM #2F & 42 OIDC R#t&R |, FERAUTEE :

a.
g Eprovider URLAERY GitLab £, Hl40 gitlab.example.com,

¥ audience = aud ®RE N sts.amazonaws.com,
3. 6l IAM BAeFEKE

BREERE IAM SEFKE, AEA with GitLab Amazon Security Token Service(STS) 18
. BXEZER , BZAXAEENEERBLUEAE,

a. HEIAMEZFIE5 , £ IAM AR ERLTRE :

« ¥ Trusted entity type i%EHN Web identity.

« J¥ Group ®EN your GitLab group.

« i®EIdentity providerNZBHESRE 2 PEANRERMLEE URL ( GitLab 5E41 ) .
« ff Audience RENESR 2 PEANHEBZ R

b. LATRAY GitLab RABRNEERE R, ENEEREENS HE GitLab B9Amazon Web
Services K. URL 12 B B 4%,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRoleWithWebIdentity",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-
provider/gitlab.example.com"
}I
"Condition": {
"StringEquals": {
"gitlab.example.com:aud": [
"sts.amazon.com"
]
}I
"StringLike": {
"gitlab.example.com:sub": [
"project_path:mygroup/project-*:ref_type:branch-*:ref:main*"
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https://docs.gitlab.com/user/project/
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c. BRERFEQNE—IAM %H%J«AJIJLF GitLab i5[A Amazon Secrets Manager. & 7] BURF it 5% %
WINBEERE, BXESZER , BSHAME IAM K,

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:your-secret"
}
]
}

Amazon Secrets Manager5 % /& GitLab
EREREMHE , BRI LB E N ERA Sec GitLab rets Manager kKR & EIE,
¥ GitLab BEEE N EA Secrets Manager

EFEEMEA L TEEER GitLab CI/CD BLiE 3 :

- RERN STS HITEHZ AR

« Secrets Manager %4 1D,

.« BFHE GitLab Runner £ GitLabE B HITESHIEN IAM A€,
- BPEMNFMHAE. Amazon Web Services X13]

GitLab M Secrets Manager FIREVZEAH F ZEFHE @A XH4P, LXHHNERREMEE CI/ICD TE
o, RLITFXHEE CIICD B &,

LA 2 GitLab CI/CD BLE X R YAML XHRH B :
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.gitlab.com/ci/yaml/yaml_optimization/
https://docs.gitlab.com/ci/variables/#use-file-type-cicd-variables
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variables:
AWS_REGION: us-east-1
AWS_ROLE_ARN: 'arn:aws:iam::111122223333:ro0le/gitlab-role'’
job:
id_tokens:
AWS_ID_TOKEN:
aud: 'sts.amazonaws.com'
secrets:
DATABASE_PASSWORD:
aws_secrets_manager:
secret_id: "arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-name"

BEXxEZEE , BS S GitLabecrets Manager £ {304,

qE , BUALEPNHE OIDC BB, GitLabBEXEZELR , BHZHNIA OIDC BB/ GitLab X1,

[FIEHEE

LUR AR AT LA Bh A& iR IRTE T Secrets Manager 55 5B AJ 8238 B/ & LRI GitLab,
GitLab BE[0)&

WMREIEE GitLab BEERE , FHAEATILR

o BH YAML XN IEH, BXEZER |, BHSH GitLab X4,

- & GitLab EEWET EHN AR  HEMEMNNER , 3B LL1A R EBBAmazon Secrets
Manager#4H,

H 7 IR

LU 3R AT AR Bh I8 % R GitLab 8 R BAmazon Secrets Manager :

« GitLab OIDC SR E
@i GitLab CI/CD E&
- HEHE

B BEHEE 171


https://docs.gitlab.com/ci/secrets/aws_secrets_manager/
https://docs.gitlab.com/ci/cloud_services/aws/#test-the-oidc-configuration
https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ci/cloud_services/aws/#troubleshooting
https://docs.gitlab.com/ee/ci/troubleshooting.html
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#£ Amazon loT Greengrass H{# /A Amazon Secrets Manager % 4A

Amazon loT Greengrass 2 =WEET BRI AR RZN TS, XEBSRFALUEFILERRRKEM
DWEE , BEMRAES , FREARDNE EHF T2 iEE,

Amazon loT Greengrass A/ it &M Amazon loT Greengrass &N RS MM ARFHITHEHARIE , M
TENZE, TRIEMBRAHTERSE, BALLAH Amazon Secrets Manager £ = H Z£ ith 77 1&
EE®4A, Amazon loT Greengrass f§ Secrets Manager ¥ B Z| Amazon loT Greengrass &/DM&% |

M EE#EEES M Lambda BB AT A AR ZASRESINAEFRE,

EFRAEKE Amazon loT Greengrass A , BEECIE — 5| A Secrets Manager Z R4 %
R LLEARREMAXE ARN 5| AI=ZEH. ETHOMACE, EBNMERAZHRRIR , S H Amazon
loT FRXAREEHRNEAZARR.

2 4AEBE 2| Amazon loT Greengrass A% , SN Z A EE E| Amazon loT Greengrass /Do

8/ Parameter Store F##Y Amazon Secrets Manager %

Amazon Systems Manager Parameter Store It 222 R7FM# K ATHRERREEENRAEE,
WA LV EE, BEEFAEMTFTIEREERFEFENSEE, T , Parameter Store &7 17 #
MZARM BN RIRIRS. MR , Parameter Store &7 Secrets Manager FF#EEH , REH
Parameter Store 28X 5| BiZ %40,

£/ Secrets Manager Eti& Parameter Store i , secret-id Parameter Store EEEBMFHFHRZ
BIEAERT (/)o

BXEZEE , S Amazon Systems Manager i F 8B # Parameter Store Parameters Z 4
Amazon Secrets Manager 5|

Amazon loT Greengrass 172


https://docs.amazonaws.cn/greengrass/latest/developerguide/secrets-using.html
https://docs.amazonaws.cn/greengrass/latest/developerguide/secrets.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/integration-ps-secretsmanager.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/integration-ps-secretsmanager.html
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¥ ¥ Amazon Secrets Manager ¥ %7

Rotation REEHEFHZHANLRE. HRREFHAN , REANEHFBANKEERRSINER. &£
Secrets Manager 1 , AU A ZRIREBHI IR, RREFHER

- HERR -XNTASHRIEEEZN , TAEARERR , AEPRSHNERENEERHR, RERRT
£ Lambda B,

« ¥t Secrets Manager B /A ZBHL % — 3 F Secrets Manager S ENEFENNE |, B LIER
RENABBARBEKRERSEAHERELNER. XTEE Lambda E¥.

« the section called “JBJJ Lambda ¥ TR - N T HME A4 , Secrets Manager ¥ 1 E H
Lambda B BUR E #2240 MBIEFE SRS

Amazon Secrets ManagerZ4AM I E i

PHRFEARERR , IRZFHNEGRENEERR, FRARERKR , BELFEEHAmMazon Lambdaik
?&%E%ﬁ?&ﬁﬁqﬂﬂﬁ&%ﬂﬁ‘fﬁo

LTRSS REFEERLR
* None (%)

® Tip
EXxFBEHEMERNERL , 1HSH the section called “J@3E Lambda BEi#t 1757,

REMENEREERE—I2HATHR. ER1IEAE , RRWENFIEZTEIIRELIREN T,
ENARRFT , BMNBENBVWEERERALUENNARFAENRENRCIZNBIERFMHFV&RES
&k, MAREAERF. NTRRABFAF , ATRERSTANY , AUEAER - RRER,

WNZE T ## Secrets Manager SE X EIFERNNE |
ERRERIRNITR

1. 7£ Secrets Manager &I &FITFREZRR. BUUNHRIEERSPHEE , AL Secrets
Manager 2% & P12 E %40,

RERR 173
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2. 1£ Rotation schedule ( ##:1+%l ) T , £ Schedule expression builder ( ITXKIFTERERKET ) =H
Schedule expression ( ITXIFER ) # , B UTC RIXER AR ITR]. Secrets Manager &
FEMITRIFER rate() = cron() ®EX. RRNBIGBINFERITIR , BRIEEIETE Start
time ( FFIAETE ) o BANEO/NRERR—XAHH. BEXEZEE , BSH BRI,

3. (A& ) XTF Window duration ( B ER¥FEERTE] ) |, EFEHE Secrets Manager £ H BRI %
SANRERKE , fl0 3h RR=ANDPRONER, ZNBRFSEMRET —NERER. WRKREE
Window duration ( BYERIFEERTE ) |, NI FLU/NE R EMVHRBRITR |, FREE—/DEFEBEZ*
Mo WFURNBMNWEIRITR , B E—RERN BB XM,

4. EERREF.

BERHEERIRMITRI (Amazon CLI)

WM rotate-secret, ATRHIFEER 1 B 15 H UTC 16:00 E 18:00 2 B ZFH, Bx
EZEER , B5HE BRI,

aws secretsmanager rotate-secret \
--secret-id MySecret \
--rotation-rules \
"{\"ScheduleExpression\": \"cron(® 16 1,15 * ? *)\", \"Duration\": \"2h\"}"

® ¥t Secrets Manager £ & I A ZRH1 2

Secrets Manager ESRBEHHHRNEEE , RURENTIE., LWIETEY BabBRIRKASBE
FEBRFALETEY, BHRENDES , ERFTEEENERETEESERFTINENEHAETBE
MEIRIZE, XfFH Secrets Manager 43,

EBTEEMA Secrets Manager WEEIKFHIIR |, ESRARENSINEEHENE,
EEHEPiIRERR

ENBEEEHMNERSERFEENZARENEUENINERENBBARERER , BEAUTS
R

1. TFF Secrets Manager 2# &

2. \F|RFPIEREBHIEEINTZR,

3. EFREEXRIF,

RRFCEW NG 7


https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/rotate-secret.html
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4. EREFEBERY , ERRBIEE.

5. /3 B Automatic rotation ( B3 %# )

6. & “RRHBIE T , FINERAAENESHENFEEN TEIE

FERENERSERFRANEERIEGL TN THE
7. EEARBRARSNRF , EERCIREREY IAM 6

- ERCIRHAR TENRERLENRNAR

« RENROSEXFER- N EFEINRNIAFTAE

RABRT , NRACEE MR T 2B AN XN AEEREF
8. REBERBRIEE (HlW , 830 REFHRHE—IX) .
9. It “REF” AN AIEREIE

EREEFEENH I B TIREFRE

FER 54 BA

ExternalSecretRotationMetad ~ RI#RFTEN SEMXR IS E TEIE , Hl0 Salesforce B API fRZS
ata

ExternalSecretRotationRoleA BTy IAM B &1 ARN , RS E X R T £ K& EX 4L
m
BXRXEFRNEZEL | S HFEH Secrets Manager £ E I NIPZIAEEE = H 115,
FA CLI IRER

BT T8 Salesforce BHRBERR, LLFTEERN ID. B IAM A ARN, RHRITRIN
REHRI R ENEMASENFEETHRE,

aws secretsmanager rotate-secret \
--secret-id SampleSecret \
--external-secret-rotation-role-arn arn:aws:iam::123412341234:1r0le/xyz \
--rotation-rules AutomaticallyAfterDays=1 \
--external-secret-rotation-metadata
"[{"Key":"apiVersion", "Value":"v65.0"}]"'
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Eid Lambda BH % 173 IR

FFFZEBWER |, Secrets Manager £ FAmazon LambdaB B R EFH ZAURBEERRS. &
KXfEA Lambda BB ANEER , S E40.

NTREE HHEMESEENZS  IEARERR. BEEMA £ERLS , TR LEIEERRSREIER
o

R HEE , Secrets Manager 2 X A RERRSNEL, BXEZEER , BHZH the section called
“f8 F§ &% Amazon CloudTrail ",

N THIRE4 |, Secrets Manager 2RIFRIZENRIRITRIFAA Lambda B, MRERE B3R
Rt F o EFBAE , N Secrets Manager FITE T — AR AP KX IARXEZE RN R,

TERRIESF |, Secrets Manager WAJLXE—EHE , BRXEATRENSE., Secrets Manager A E
BELT JSON BERSEHE IR

{
"Step" : "request.type",
"SecretId" : "string",
"ClientRequestToken" : "string",
"RotationToken" : "string"
}
¥

o S|P : create_secret, set_secret., test_secret =& finish_secret, BAXE
%S5 , B3 ¥ the section called “HHREHEH PN ST,

- Secretld— ®IRMW K ARN,

- ClientRequestToken— #THRAZEAWE — 1R IRKF. WEETHRAESEM. BXEZEE , H5H

{Amazon Secrets ManagerAPl %) ClientRequestToken®# PutSecretValue :

* RotationToken— TRRIFRKFNHE—IRIRETF, FARAACRRBARBR-ARBRAILNENZRS ,
BNEERS —MNKFHH Lambda BIREBREIR—NKF PN EH, EXABERT , RREK
EBIEE IAM B EKH A Secrets Manager , Af& Secrets Manager £ AR B ERRIE IAM A€ 5
i

MREMLH LR AWM | Secrets Manager 2 Z X EiRBENRIRTIE,

ES}
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+ 3 Amazon RDS. Amazon Aurora, Amazon Redshift 8, Amazon DocumentDB Z4fiRk & B3 i
« N IEBIEEAmazon Secrets ManagerZ4Aik B B 3h i

- ERRE H3E¥ Amazon CLI

 Lambda BEEE IR KB

 Lambda 2#E¥K

« Amazon Secrets Manager ¥ # E U8R

« Lambda BB EBHHITHENR Amazon Secrets Manager

« Amazon Lambda 3R B EREY W 45 175 (8]

» Amazon Secrets Manager ¥ [0 B HE &

79 Amazon RDS., Amazon Aurora, Amazon Redshift 2 Amazon
DocumentDB Z4Ai% & B ah # #
KEIEN BT AR BIEEZR4RIRE the section called “BiF Lambda B EUH T #", Rotation &

HEMZANERE, RREBAN , LaRNEHRBANBIEEDPWEI., 7 Secrets Manager # , #&
ALABEERAEE B,

IFEARHARERR  SEEXERRRER, AEEEFHALHTRIR , MREIEZE Lambda
RREHY , XFE - Lambda RIREE. BHAEESLN Lambda BB TABRENR., KE—
=R Lambda $IRE B A LUBN M & 15 18] Secrets Manager FEHEE.

/A Warning

EEABamRHR , BUTAENN Lambda RIREEKOIE IAM HhITAGHF @ EK NN RREE, &
FEEMAE iam:CreateRole F iam:AttachRolePolicy /MR, RFXLENRBA TS
?RF B S EANR

HIR

- R GEREHRERI (L) SIRBRAFER
- $E 2 ERRHCIEREEHEK

-« £3%: (A% ) NERBREBIREFNNREH
« ST A . NEREBIREMKZIHE

- EESR

B R BEERS (2HE) 177
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S ARRREREF (R ) eIRBERRAFEH

B X Secrets Manager IRItHI RBEHE R , i5S [ the section called “Lambda BB IR KR,

R EFF alternating users strategy ( XEBAF KRR ) , B0 QEZ HEHEHPFRBEFBRA
FEIE, ZBEE-NIEBRAFPEINES , AARRSEEE—NMNAP , MASZSBAFZEZN
BR. iEE=E , Amazon RDS RERZHEXEHF KK,

SR 2 BERRITIBEHREI

7 Amazon RDS. Amazon DocumentDB % Amazon Redshift 240 /8 & #r

1.
2.
3.

$TFF Secrets Manager ###|& : https://console.aws.amazon.com/secretsmanager/o
ERASRIT L , BRENRSA.

£ Secret details (#4415 5) W LM Rotation configuration ((IRELE) Ep0 H , iE# Edit
rotation (4REFHR).

HRBRIREEXEEF , PUTUUTRE

a.

b.

& A Automatic rotation ( BZh%# ) .

£ Rotation schedule ( ##21t%] ) T , 7£ Schedule expression builder ( Tt XIFERER

2% ) = Schedule expression ( ITXIFRER ) # , 2L UTC RIXE X ALK 1T X, Secrets
Manager &R &It RIFEM# A rate() = cron() RER, RENERFEINFRFFE |, B
JESZIETE Start time ( FFERETE ) o BUUBMN/PNRIR—REH, EXEZER , BSHA R
Bitdl,

( @Ti& ) XF Window duration ( BYEX#FEEatE ) |, EFEFE Secrets Manager £ H B % ik
BEANNBKE |, fli0 3h RR=NPERER, ZNBEFBEMRET —PMNRRAER, RK
1§ Window duration ( BTERIFLEATE] ) , WX FEUMRT R BN RRITR |, B8 BSE — /Dt
BEBZXA. ITFURNEMHERITR , HEFE—XERINB3HKA,

( ATik ) iBi%E#F Rotate immediately when the secret is stored ( £ 2% Z4ARTILENECH#R ) |
DERBFEEXANRIRZR., WREFRIZERE , NE - REQFRBERENITRITG,

MR EAW , HlEFNPSE 3 M 4 KKK , Secrets Manager 2 Z X EiRBHEETRE,

£ Rotation function ( ## &% ) T , WITUT#®REZ—

1%£$% Create a new Lambda function ( BIZ2#H Lambda K% ) , AR AFTEREIH
& M. Secrets Manager £4F SecretsManager FMEIEHEBHIF L, Secrets
Manager £ & THNHERGZEHH 7 Lambda MITHERELENNR,
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1%£3% Use an existing Lambda function ( f£EAIAE Lambda &% ) , LEEFEARTS —
NREAMEIRE B, £ Recommended VPC configurations ( i # VPC B & ) T 5 H
R , SREEEGHEN VPC MZ£4A , BB TR EHREE.

f. XNTRHRXE 6 GSFEERAFPIRBAFXKE, BXEZEER |, BESH the section called “F I
1 SRR (k) SIEBRAF R,

5. #%&# Save,

E3L: (W) AERREBIREFIINRSFEH

RNBWEERREBN B RREE P IIE LT X4 aws : SourceAccount , BABs1E Lambda
WREERERE, ITFTEL Amazon RS , A TEZEEFRERER , Amazon BIUERE AT

£/ aws:SourceArn M aws:SourceAccount £BFRHE., ENRLHEIKBEDIIE
aws:SourceArn &4 , MEHREHBREA THIRZ ARN EENZHR. RINBUENEHPEBELT
X% aws:SourceAccount , SEXN ZNRHAFEALREI.

FEATR R R BR TR R R
1. 7E Secrets Manager 2% & PR ENZH , RAEEIFHAEENEFH Rotation
configuration ( B¥REE ) T , % Lambda ##EE . Lambda % &[T H,

2. ¥&H& Using resource-based policies for Lambda ( HE T &R KEE A T Lambda ) #F A% B3 780
aws :sourceAccount &4,

"Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"
}
1,

MRZ4AFEH Amazon EERXF4A aws/secretsmanager BASNEY KMS Z4A3 1T 0% , N Secrets
Manager @ Lambda #iTABR FEAZZANNR, BALUER SecretARN fN% £ T 3 KR &l
BERBNER , N\TARRREHACGRERBREARERNER,

EMEREBMTAS

1. M Lambda RREHBHPERHRE , ARERITABT , ERABEW.
2. BB IERACKNIRRE FEVEEERM kms : EncryptionContext:SecretARN &4,
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"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"
}
3,

I 4 NRRBEBIZE ML E]
BXEZEER , 555 the section called “Amazon Lambda ## B 5 W & 15177,

IEEEA

H5 Fthe section called “®ir R THE",

7 IEBIEE Amazon Secrets ManagerZ 418 B B zh

RHIENE T A F IEERIEE 4R B the section called “iBIT Lambda B #0174 #”, Rotation 2
EHEHFANERE, RERZHAN , 2RANEFRAURBEZANBEES RS FHHWEIL,

BRBEFFANGR  B2H B RRBEEFZA (248).

/A Warning

EERAEFIRR , BXRERNA Lambda RIREKEIE IAM HITAEH @ EKM I RER, &
FEEA iam:CreateRole M iam:AttachRolePolicy MR, BFXLNRAY S
?RF B S EANR,

R

- SR EBARKREK

- SR 2 RERREBLHE

- SR 3 BEBRHLUHITRIR

o B}, 4 RFRHRBEEIN R Secrets Manager A RIS EBIEE SRS
« H], 5: iF Secrets Manager i 5 # B K

« SR 6 : ABRBREBREMEKHE

- BESR
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- S I o = SRR T

B, BI2— Lambda RREH, EFTSATERENZANNRE , BHEREEEANS R &
BEZRB, BXEREBMNATITENEE , i3 H the section called “Lambda 3R,

£ XM X E H Amazon Serverless Application Repository , BRI AEFAMERBIZ RS, BEXZT I
XM HIR , S Amazon Serverless Application RepositoryFAQs, EEMBXIE , SN LTFIE6]
BREBPEERRKBES R RETP,

BB ARIREK

1. EWHELEFTER X Amazon Serverless Application Repository@ & , 21 (Amazon—#%
2#£) ffyAmazon Serverless Application Repository4& i 17 s M Bt &

2. BRITUTREZ—
- IR Amazon Serverless Application RepositoryFT1E #9ith X 3 5

a. 1t Lambda #£#l&% , EENAREF , ARERUIENARF.

b. EUIBNARFIEL , EFLRSFNARFED <,

c. ELRABAEFTHERES , i A SecretsManagerRotationTemplate,

d. EERERVUEBEEN IAM AGRRRERNNARF,

e. %$® SecretsManagerRotationTemplate # .

f. HEER. BENNERIELNNARFRRE#EES , EEXEFER,
x

c WTHRK , MASHEXENES , 21 https://. BX KWTHTRINIEK , BS

IFthe section called “Secrets Manager i &.”o
« Ef¥ Lambda BREUKTE VPC & , &0 vpcSecurityGrouplD ., vpcSubnetlds
g. EFEEE.
N R A& FTE Y #t X Amazon Serverless Application Repository 3z 5 :

a. 7£ Lambda BHIAH , EREHE , RAEEFERE.
b. 7E Create function (BIZEEK%) WE L , ITUATIRE .

i EEMNLFHREIE,
ii. 7E Function name ( BB ) B , WARIREBHN BN
ji. XFEZEITHY , & Python 3.10,
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R 2 RERREBNABE

EHSRT , BREEATENZHAURZERMHNNRSRBEBEBENRB, BXEREBIERDN
SE (2EREBCHEREBMIET) |, i3 the section called “Lambda 2B E", &AL
RREBER FREE,

SUR 3 BERAURITRIR
ERSRHD  SRANBAREERITY , AHRREBIEEI RN,
BLERHRA IR IRE K

1. FJFF Secrets Manager ##|& , Mk 7 https://console.aws.amazon.com/secretsmanager/o
2. EEBANRI L, ERENER,

3. 1£ Secret details (Z4A1¥ 4115 E) W LK Rotation configuration (3 #E &) 2B & , &£ Edit
rotation (4B IR). ERBLREENEEF , ITUTRE

a. B Automatic rotation ( Bzh%# ) .

b. 7E Rotation schedule ( ##1itXl ) & , 7 Schedule expression builder ( T XIFTRIANE K
2% ) = Schedule expression ( ITXIFRER ) # , B UTC RIXE R A LRIt R, Secrets
Manager 21T XIE#E RN rate() = cron() REN. BB BINFRITH |, B
JESZIETE Start time ( FFERETE ) o BUUBMH/PNRIR—REH, EXELZER , BSHA R

c. (A& ) XTF Window duration ( BYERIGFLERTE] ) , EFEHE Secrets Manager £ H AR
NN BRKE |, fli 3h RR=ENPEIHRER, ZNBRFBEMRET —MNRRENE, MRXK
187E Window duration ( B ERIFLEETE ) , WX F LU R B RIRITR | 85 B E —/ Dt
BEBzRM. M FURNENMHERITN , NENE—RERN B3N XH,

d. (A% ) &% Rotate immediately when the secret is stored ( E 126 AR MBS HR ) |
DERFEXRNRRESR, WREFRIZEEE , NE - RRRFRBERENITIIIFR.

e. TERBREHT , EBESR 1 PLIEHN Lambda B,

f. BEBRRTF

L], 4 RFREREBIG IR Secrets Manager SA R B BIE E SRS

Lambda ##: R EENR T AEVH ) Secrets Manager HIVER4A , F EEENRT e iH R B BIERE
HRF. ELSERFP , L@ Lambda HITHEBRFIXLENR, MRBLHAEA Amazon HEXNE
aws/secretsmanager BAAARY KMS ZEA#TINE , MABRFEED Lambda MITAEBR FERAZEZHABN
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R, BRI LAER SecretARN MN% £ T RIRGIBZRHBNER , NMBEREREBACREHEEZH
MRV FH, BREBTRE , BSH RRNR,

BXUE |, 5/ Amazon Lambda FF X A RIEREH M Lambda H1TAE,

H, 5 : oI Secrets Manager 1§ ¥ B X

E A7 Secrets Manager IR ENER TR AARRE , BFEEE Lambda HEK B RERE S
@ Secrets Manager RS E 4R F lambda: InvokeFunction R,

BINEBNUEERREHNEREE P IIE LT XHEH aws : SourceAccount , BAP51E Lambda
WRERERE, W TELAmazonfk%E , B TEEEERIFHIER , AmazonZESUEE At

i aws : SourceArnflaws :SourceAccount £ FHRHFR, BNRRRHBKRET SR
aws:SourceArn &4 , MEBREHBREA THIRZ ARN EENZR, RINBEUENEHPBELT
X% aws:SourceAccount , UEX ZANRAFEALREI.

ERIREEKM IR Lambda EE , TS RNE T RFENER AT Lambda,

LUR SR B& S iF Secrets Manager 1@ Lambda B,

JSON

"Version":"2012-10-17",
"Id": "default",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "secretsmanager.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Condition": {
"StringEquals": {
"AWS :SourceAccount": "123456789012"
}
},
"Resource": "arn:aws:lambda:us-east-1:123456789012:function: function-
name"'
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}

S 6 NILRERIEBMEHH

EWRESEH | BFATREEBUEET Secrets Manager AR ZZAFTH T HWRS BBIEE, kX
AT BERE 15 B E T e B4R, 1§25 [[the section called “Amazon Lambda 2 B4 #8451

24

IEEEA

HESR 3 PEERREN , ELRE-—MRBREANITY, WRERETRIETKK , Secrets Manager
FMERZEHRHR, EhaUER YRR EZS HrYB AT Rk,

MR |, FSH RinEEEE,
£ A& & 53 gk Amazon CLI

IR A 4B a1l fE A the section called “@id Lambda B 1T #2 #1718 B Amazon CLl, ¥#:Z34R
B, 2ENEFRHPAURBAEZHANBIEES RS P EIE.

T ERRES A RERKR, AXBEFZANGE , BSR B RBREEEFZH (2H8). B
KXATBEMRENES , BHSH B RRIEBEEEZR (EFHE ).

EFARERR Amazon CLI , MREBERBRBIEEFEZR , VEEZTEERRIRRE, NRER
alternating users strategy ( XERF KR ) , BUTEE —NRAFH BRI SREEESAR
Fif, TR, REXRHEEHE, Secrets Manager 22 #EHx , B UE T ZERGIER I, A
&, BERAAEAIE Lambda BEE , #7 Lambda B## Lambda {TABZEENR., T—SE2HR
Lambda BIE AT LABIS M 4% 175 18] Secrets Manager MIBIEER RS . &/E , BEZFHA UM ITRE,
SR

- BEEZRPNERZNS  ERRHRER

- SBR1 . RERREHNRE

- 225 . I Lambda ¥

o BB 3:IREMSKZILN

- SR 4 BEERRNES

- BESR
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BIREZHANTREMS | RRRIRRRE

B X Secrets Manager IRItHKBEHE R , i5SH the section called “Lambda BEEFH IR F R

I 1 ;B PR

MRIEZ LR, WA RBRERITER 1.

R 2 REAFRE

MFEFERBRFRE , WA

« BIE—NBAHEEREEREERRAFEIL, SEE—NAESBRAPEIINERSA , RAXEH
FRESTEBE—NEF , MASBAFEEZNR,

- HHEEAFZHH ARN FNEIRBFH, BXEZEER |, 185H the section called “Z4A#) JSON
&£,

HEXR , Amazon RDS RERXFRER 7 KK,
S| RERREHBNAE

ERRRY  BEERBERE. RREERE Secrets Manager AR FAMIBAK Lambda K., &
XEZELR |, iH5H the section called “@3d Lambda B#i# T, EH SRS K SEREATE
B LR ZZ AP X 09 BRSS S B R EE Y 1K 88

Secrets Manager 1£ B EER FIRME T Amazon RDS, Amazon Aurora, Amazon Redshift
Amazon DocumentDB ¥1E & % A 1 AR

IRE RIS

1. BRI TREZ—
ERRBREBERIIR. NREEENRS MR TCENER , FEHRD,

NFEMERWEZE  BRELBCHEREE,. BXxii8E , 52 the section called
“Lambda 2RI,

2. Wi&XMEmy-function. zipERMBLENKRBI—RRFE ZIP XHH,

%24 : 8l3 Lambda NI

ERTHRP | BRNERAESER 1 PEIEN ZIP X462 Lambda BEE. BEFIRE Lambda H1THA
&, BN EEET Lambda KA AR,
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#]2 Lambda £ EBEMHITEE

1. 73 Lambda HTAERIEEERBEIFHEERN JSON X . BEXTRANESEE , HSH the
section called “BIRINPR", ZEBE LM

- AFAEXZHAEA Secrets Manager 21k,
- AFAGRAZRAFMENNERS , HlMtEHERS,
2. BIEA iam create-role ¥4l Lambda HMITABHNARE L —FHOIBNETEKRE,

aws iam create-role \
--role-name rotation-lambda-role \
--assume-role-policy-document file://trust-policy.json

3. @A lambda create-function M ZIP X812 Lambda Bk,

aws lambda create-function \
--function-name my-rotation-function \
--runtime python3.7 \
--zip-file fileb://my-function.zip \
--handler .handler \
--role arn:aws:iam::123456789012:role/service-role/rotation-lambda-role

4. 7£ Lambda B LRERFEREE | LARYF Secrets Manager I A lambda add-
permission XA Z R IR KR,

aws lambda add-permission \
--function-name my-rotation-function \
--action lambda:InvokeFunction \
--statement-id SecretsManager \
--principal secretsmanager.amazonaws.com \
--source-account 123456789012

S 3: IREME LA
BXEZEER |, 55 the section called “Amazon Lambda Z#R B Z 8 P & 15 18],

FR] 4 BEEBRRHNESA

ERNZAF B BRI IEE , A rotate-secret, BALMER cron() = rate() IHRIFRER
WERRITY , B LU ERRNERIFLERE, BXEZER |, 551 the section called “F# it X",

Bz %# ( Amazon CLI ) 186


https://docs.amazonaws.cn/cli/latest/reference/iam/create-role.html
https://docs.amazonaws.cn/cli/latest/reference/lambda/create-function.html
https://docs.amazonaws.cn/cli/latest/reference/lambda/add-permission.html
https://docs.amazonaws.cn/cli/latest/reference/lambda/add-permission.html
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/rotate-secret.html

Amazon Secrets Manager ArfEm

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-lambda-arn arn:aws:lambda:Region:123456789012:function:my-rotation-
function \

--rotation-rules "{\"ScheduleExpression\": \"cron(o 16 1,15 * ? *)\", \"Duration\":
\"2h\"}"

IEEEA

155 ¥the section called “}i# ) BHEE",

Lambda B ECH#R SR AE

¥t F the section called “@id Lambda BE# T8 , N THIBEZRH , Secrets Manager 12 7
BIRER,

RMRE  BHP

R E - NBAPEHR—MAFKNEIE. XT Amazon RDS Db2 | , HTAFEREENBCHE
B, At ESAEEMNBBEFRUEERARIE, XEHMENEHRER K ERATASHERZR, &
wmE , BRUERN—RE (86 ) AFSRERAFNEIEEA LR,

BIREART |, TAMBRIT GBS, ERTIRRN | ERERROBEEYE — R | 5
MEBFLER. EREE  REFERENRRELERLRETN AR, ATUERELN B
BREERR, BT , & e ST,

RRER KBRS

LERBE-—NRHPEFTH IR NEIL. SEF-— T A5, RRES—XRRYE , ReREeFH
TRENGEZE NP, SXERFHAN K RREGBLXBEFHEFNAFZD, BTASHA
FER=EECS , RLESAES —NBAFN superuser BEFIE. MRBFEEFNREASER
wMAFEENNREAR , IES R - () ARFSXREXAFNEIL  BINBWEAERAF KR
KB

LREEATEENRERNKEE  Eh— 1 ACHEREEREXR, M5 —1NACGEFHRKEERN
PR, HUERATEESTAMNNARRF. NIRNARFERGRBRARERS , WZMARFNE
RIE—HBEREI, /T , user M user_clone B EN, EXFRBNRIREE , NARE
FIRBIELNIEMEZL R AP RRIRGBIELNIELED, NRBEFEREERSSTD , BBE
WEENRMEEIFMERSS  WEEREFEELEAFETENAROXR. SUUERAESHNERE
BESRBRAER S
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https://www.amazonaws.cn/blogs/architecture/exponential-backoff-and-jitter/
https://www.amazonaws.cn/blogs/architecture/exponential-backoff-and-jitter/
https://www.amazonaws.cn/blogs/architecture/exponential-backoff-and-jitter/
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Secrets Manager A ENBRSREAFHERNRERAF. MRS ECRREAFEERTRERFH
PR, A A8 52 B A P BV BR o

plan, RIREERAENMSFEERFHNFTILEGET MR |, NZBRES - HFAXEZIENMRE.

/I':ﬂ}-Sec.ret \
AWSCURRENT

-.. My liser

passwordA

-

B-REHR -EREAEAERNEBREERERS | XEFIPR RN B8R R,

/r-_d}-Sec.ret
- AWSPREVIOUS AWSCURRENT

... My Ulser -.. MylUser_clone

N

;’

passwordA passwordB

L

- J
R - RREMEH B B,

//r-_.ﬂ}-Secret \
AWSCURRENT - AWSPREVIOUS .

-.. MyUser ... MyUser_clone

passwordC passwordB

\- ,/

BDIRRHR - BB EN A PR,
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//I'-.ﬂ}-Secret \\
- AWSPREVIOUS AWSCURRENT

_‘. My Ulser

_.. MylUser_clone

passwordC passwordD

.

\ /
Lambda ## B EK

F£Hthe section called “#@3d Lambda BENEU#1TH " , Amazon Lambda BEE 3 #: %4, Amazon
Secrets Manager £ # 8 [6 # A & TR RIRBIMZRA,

R Amazon Secrets Manager ¥ B R RN ZRAR MR HL R R EBUER , AT RIE B E XN FHRE

B, wmERREHITEERUT AN :

BERREBNRESR

- ERAENRRERENER

- EEFARERAFLCRIEG, MIITLFEEEA Amazon CloudWatch BE. HR BETRETEH
léﬁl\{n/l}‘c
BHx BEBAMNTRAE , BS 5 the section called “B iR FUENR RAB,

« ATZEEEN , Amazon Secrets Manager X /2 1F Lambda BRI EZERIRZH, RERETE
A% — Lambda BRI F4A

« BXRAERER , BSRNEMFR LRSS EHENAERF.
o Bl MREERAND DR B SCHEFERERZERE , WEEARTERITENFERT,
+ Package fHef BB KRBTSR ZIP X5 |, Hlfmy-function. zip.

/A Warning

BT Lambda @?&E’J?ﬂﬁ%ﬁ’f’ﬂ FRBENHEXSHBRENET 10 WETELSHTT K.
BEXEZEL , H5H ( Amazon Lambda Amazon Lambda FF & A R 1ERE) HH T HEMEH
Zvﬁ%ﬂi‘ﬁﬁ%ﬁo
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https://docs.amazonaws.cn/serverless-application-model/latest/developerguide/serverless-test-and-debug.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-concurrency.html#reserved-and-provisioned
https://docs.amazonaws.cn/lambda/latest/dg/lambda-concurrency.html#reserved-and-provisioned
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RGBSR

=i

« createSecret : BIEZ AR FT A

« setSecret : F U IEE = RS BV EAE

- testSecret : iz T #Y B4R My A<

« finishSecret : TRk

createSecret : B2 FAMEF R

5% createSecret B BT FEAE AR ClientRequestToken M get_secret_value
RREFARBTFE,. WREEFH , ©oEH create_secret BIE—NHEY , HHSHE

A Versionld., REEEMA get_random_password £ER— MW RAE, ETXK, ©iBA
put_secret_value M\FHEE % AWSPENDING —i2F4E. NN ZH4AEFMEIE AWSPENDING
PEBTHEARESE. IRATEARRRHRAY , B UERLFEAPSIAZEHRE. ESRANAE
ZH Lambda KB E BB E o

HEH TR ER T

- BRIANZFHFAENTENHBEERRSERNFERF. A ExcludeCharacters SEHHERFRF .

o TENRBERAT , FREERAME : MAdescribe-secret #&&VersionIdsToStages,
Amazon CLI

« ¥IF Amazon RDS MySQL , ERXRER i , Secrets Manager 28|E— PN EHTEL 16 MNF
RNREAF, AR RREBUAATERAERNAF,E. MySQLS.7 RESKRAZFHRZ 32
NFZRHWAF A , {8 Secrets Manager 2 EAF & KRKEKM N _clone” ( ANFERF ) , AAFRE&RS
MIPURIETE 26 DNFRLAA,

setSecret : U IE FE = IR S5 BV EAIE
F3E setSecret ERBUEES RS AU ACE 2409 AWSPENDING ARAS Y FT 2 4AE
REBCHREREREIEIL

- MRF[EVEBEHRBREINERS (NBEE) , EEATHSHIL. BXEZERE , BZ5H
OWASP M4 E# Query Parameterization Cheat Sheet,

- RMEBERNBNRE | BRI RIFIE N Secrets Manager M BB RPN EFZIE. RS
BENEERERTG  SEERRREELEEAZERHEEMER. EEHZTIEZH :
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_secret_value
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.create_secret
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_random_password
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.put_secret_value
https://www.amazonaws.cn/premiumsupport/knowledge-center/lambda-function-idempotent/
https://www.amazonaws.cn/premiumsupport/knowledge-center/lambda-function-idempotent/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/describe-secret.html
https://cheatsheetseries.owasp.org/cheatsheets/Query_Parameterization_Cheat_Sheet.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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- WEZ4A AWSCURRENT lRAFHEIEREE N, MR AWSCURRENT EiETM , BHRFLHRE
i#o

« & AWSCURRENT #1 AWSPENDING Z4AEREBEATRE —&R. N THFENEDB , RE
AWSCURRENT #1 AWSPENDING A& E2A+HE.

- REBVBRSRER2EMEE. X FEHIEE , £ZF AWSCURRENT H1 AWSPENDING £HlE 2 &8
BB
s EMAOBBRT , ButBFENREEBENINERLZRINEE, flin , W TFREAFRH |, Secrets
Manager B3 E#IE—MNAFHNEZETHEESHRAUEBERERAF, NRETEEZEM , IELR
FTREAFHNEMN , WEEEH set_secret HEHMK,

testSecret : iz FHHY 240 AR A

ARG , Lambda B REGFE R ZZARG RBTESRS , NN ZEAH AWSPENDING frAs, &
F 203 B BUE AR M A9 50 30 B BUE A SR ER U 1R A BRI BT Y B4R

finishSecret : ST

R/5 , Lambda ¥ #: B EBIFARE AWSCURRENT N\ Z BT K B4R R AR B B AR A |, iXF R 1ER — API
A AR AWSPENDING #5%, Secrets Manager 730 AWSPREVIOUS E1Z#RE I LARIHVAR A |, LUE
FREZHN X E AR TR,

J 3% finish_secret £/ update_secret_version_stage fEFHRE AWSCURRENT MR EIZR4A R
ABHENFHZBRAS, Secrets Manager £4F AWSPREVIOUS EEFHELBHEIFME| R HRA |, LUE
BRE EX B AR IFH R R,

wEHCHWEREBNKRT

« HEZBIETEBER AWSPENDING , B A EFEALME AP HRAFEBER , B NIXAT8E[E Secrets
Manager KRB AR K IITR. Secrets Manager 71l AWSPREVIOUS EEFE/RE R ABIAIARAR |, B
ERRERAN X E AR TR,

RIS , AWSPENDING EFFRX I8k NZE] S AWSCURRENT WRASAB R BV MRS |, o] B8R B tnEI4E
fATARZA, ISR AWSPENDING EFAR&EFEEARM MNE 5 AWSCURRENT BRIV RRZS , WIS EXTHHRE
FEREAABBRELNERRERDPEHTHIHRELEIR, BRRTEIA , AWSPENDING EFHRE 8L
LM MEBIZ AR, BXRESER , B2 H RRAEHE,
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https://www.postgresql.org/docs/8.0/runtime-config.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.update_secret_version_stage
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Amazon Secrets Manager % #2 B HUE i

Amazon Secrets Manager {2t —ARRHHIENR , THBEINEHBEERGENRSHEEHITE
2EE, XEERZEMAE Lambda EHE , SIIREEZIIRBRARESR , TEA T THENAE R
REZSIRD,

XEBERIFATEENRIREK

- BRAFRK, ATEFEMNHPHEIL,
- RBEAPRHR , IRERMEAAF , SE B HER T E O B AV E LA E

Secrets Manager &2t —NE A BIREN AR BERANES,

BRERER , BSH :

\

- BYRRBEEZES (EFHE )
- BYRRIEBEEZN (EFHE )

EREEHCHREREE , S/ Write a rotation function,

R
« Amazon RDS #1 Amazon Aurora
+ Amazon RDS Db2 # f F
« Amazon RDS Db2 XE M/
« Amazon RDS MariaDB # f f
+ Amazon RDS MariaDB X & i F°
« Amazon RDS #1 Amazon Aurora MySQL # f F°
» Amazon RDS # Amazon Aurora MySQL X & H
+ Amazon RDS Oracle # F F
+ Amazon RDS Oracle X & f 7~
« Amazon RDS # Amazon Aurora PostgreSQL % F f°
« Amazon RDS # Amazon Aurora PostgreSQL X & f 2
+ Amazon RDS Microsoft SQLServer & F F
+ Amazon RDS Microsoft SQLServer X & F
* Amazon DocumentDB (with MongoDB compatibility)
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RAriEmE

« Amazon DocumentDB &N
« Amazon DocumentDB &

* Amazon Redshift
« Amazon Redshift 2 f /=
« Amazon Redshift 32 & fH

* Amazon Timestream for InfluxDB

* Amazon Timestream for InfluxDB 2 B~

« Amazon Timestream for InfluxDB 3 &

* Amazon ElastiCache

» Active Directory

« Active Directory E1iF

» Active Directory keytab
- HittRARE

Amazon RDS # Amazon Aurora

Amazon RDS Db2 & A

« #EIRBF : SecretsManagerRDSDb2RotationSingleUser
o RHRCREE . BRHRER  2AF,

« SecretString £ : . the section called “Amazon RDS # Aurora EilF”

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSDb2RotationSingleUser/lambda_function.py

« fKHIX R : python-ibmdb

Amazon RDS Db2 REH

EHRBF : SecretsManagerRDSDb2RotationMultiUser
BIRKBE ;- the section called “X &R 7

SecretString &% : , the section called “Amazon RDS # Aurora &ilF”

R4S - https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
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o KEKXR : python-ibmdb

Amazon RDS MariaDB # i/

« #EIRBAF : SecretsManagerRDSMariaDBRotationSingleUser
. RBRREE . RHREE EHRF,

« SecretString &1 : . the section called “Amazon RDS #1 Aurora &EilF”

« JRAHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py

« {KEIN : PyMySQL 1.0.2, MR sha256 33T H M KE , A PyMySQL[rsalo X
Lambda E{THHAFEAERZIABHNENEER , HSH Amazon HHiRH 0 PRI E BmiF =i
X B Python @R MEBIBWHEBSD , HFIZEE Lambda & ?

Amazon RDS MariaDB 3R

« EIRBF : SecretsManagerRDSMariaDBRotationMultiUser
o HHKME : the section called “XXER 7,

+ SecretString £# : . the section called “Amazon RDS #1 Aurora & ilE”

« RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py

o K - PyMySQL 1.0.2, MREH sha256 ZE#1THHRIE , W PyMySQL[rsal, X
Lambda E{THFFEAERZFRABHNEINER , BESHE Amazon HHRH O AN E BimiFE
H SR Python @R MEIZRNIBED , HF1ZEE5 Lambda FAE ? .

Amazon RDS #1 Amazon Aurora MySQL #£ A

« #EIRBF : SecretsManagerRDSMySQLRotationSingleUser
« R EE : the section called “B2F 7,
« FAHAMY SecretString £ : the section called “Amazon RDS # Aurora & iF”,

« JR{RES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py

o {KEI : PyMySQL 1.0.2, MR EH sha256 ZE#1THMHRIE , N PyMySQL[rsal, X%
Lambda E{THFEASRFIABHNENER , BHSHE Amazon ANRAFO FRUANEE E5Hm1FE i
H S AR Python @R MEI RN EBED , HF1ZE 5 Lambda A ?
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https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
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Amazon RDS #1 Amazon Aurora MySQL X & f

« #EIRB : SecretsManagerRDSMySQLRotationMultiUser
« RHLIREE : the section called “REHAF7,
« FAHAMY SecretString £ : the section called “Amazon RDS ] Aurora ZiF”,

« RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py

o {KBIN : PyMySQL 1.0.2, MRFEH sha256 ZE#1THHRIE , N PyMySQL[rsal, X%
Lambda E{THFEASHRFIABHNENER , BHSHE Amazon ANRFO FRUANEE BEHIFE i
Hl 3 AFEY Python R MBI RN IE D , HE XTS5 Lambda A ? .

Amazon RDS Oracle # A F

« #EHRBF : SecretsManagerRDSOracleRotationSingleUser
« BHKEE : the section called “S£ A7,
» FHAMY SecretString £ : the section called “Amazon RDS # Aurora &iE”,

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationSingleUser/lambda_function.py

« {K¥IM : python-oracledb 2.4.1

Amazon RDS Oracle X & HA -

« #EHRBF : SecretsManagerRDSOracleRotationMultiUser
« RHLIRREE : the section called “RXEBAF7,
- FRHAMY SecretString £ : the section called “Amazon RDS ] Aurora &iE”,

« JRA : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationMultiUser/lambda_function.py

« KB : python-oracledb 2.4.1

Amazon RDS # Amazon Aurora PostgreSQL £ A

« #EIRBF : SecretsManagerRDSPostgreSQLRotationSingleUser
o ROMRREE . RERCERE  BAF,
- FRHEARY SecretString £ : the section called “Amazon RDS # Aurora iiE”,
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/oracle/python-oracledb
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 JRARE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py

« IKFIKXR : PyGreSQL 5.2.5

Amazon RDS #1 Amazon Aurora PostgreSQL 33 & A

+ #EIRB : SecretsManagerRDSPostgreSQLRotationMultiUser
o FHIRRE : the section called “REAF”,

« FRHEARY SecretString £#4 : the section called “Amazon RDS # Aurora iiE”,

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py

« KX XR : PyGreSQL 5.2.5

Amazon RDS Microsoft SQLServer 8

« RMRABFR . SecretsManagerRDSSQLServerRotationSingleUser
o BHATRAE : the section called “E A"

» FHAMY SecretString £ : the section called “Amazon RDS ] Aurora ZiE”,

« R : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
« KX FR : Pymssql 2.2.2

Amazon RDS Microsoft SQLServer XA

« EIRBF : SecretsManagerRDSSQLServerRotationMultiUser
o BMEREE : the section called “XERF7,

« FAHAMY SecretString £ : the section called “Amazon RDS # Aurora & iF”,

« JRACHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py

. {KBIXK : Pymssql 2.2.2
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
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Amazon DocumentDB (with MongoDB compatibility)

Amazon DocumentDB #4 f /=

« #EIRBF : SecretsManagerMongoDBRotationSingleUser
o RMAREE - the section called “BE 7,

- FRHEARY SecretString £#4 : the section called “Amazon DocumentDB Eiif”,

RIS : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationSingleUser/lambda_function.py

« KHX R : Pymongo 4.2.0

Amazon DocumentDB 33 & f 7~

« #EIREB : SecretsManagerMongoDBRotationMultiUser
o FHIRRE : the section called “REAF”,

- FHAMY SecretString £ : the section called “Amazon DocumentDB & ilF”,

« JRA : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationMultiUser/lambda_function.py

« {&KBIX K : Pymongo 4.2.0

Amazon Redshift

Amazon Redshift 2 f

« #EIRABAF : SecretsManagerRedShiftRotationSingleUser
« RHAZREE : the section called “E A7,
- FRHAR SecretString 44 : the section called “Amazon Redshift 1",

« JRARE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationSingleUser/lambda_function.py

« KX RK : PyGreSQL 5.2.5

Amazon Redshift A& A~

« #EIRB M : SecretsManagerRedShiftRotationMultiUser
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
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« ¥R : the section called “XX &R,
« FHAR SecretString 444 : the section called “Amazon Redshift ZiE",

 JRRE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationMultiUser/lambda_function.py

« IKFKXR : PyGreSQL 5.2.5

Amazon Timestream for InfluxDB

EFAIXEENR 5250 (Amazon Timestream FF X A R T # Amazon Timestream for
InfluxDB 4047] 5 F 2248 o

Amazon Timestream for InfluxDB &

« #EIRABAF : SecretsManagerinfluxDBRotationSingleUser
« FHIK SecretString £ : the section called “Amazon Timestream for InfluxDB ZZ 44543,

« JRAHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerinfluxDBRotationSingleUser/lambda_function.py

« {KFIN : InfluxDB 2.0 python & F i

Amazon Timestream for InfluxDB X & /=

IR E M : SecretsManagerinfluxDBRotationMultiUser

HAY SecretString &4 : the section called “Amazon Timestream for InfluxDB ZF4R 45 44”,

RACHE © https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerinfluxDBRotationMultiUser/lambda_function.py

I : InfluxDB 2.0 python & i

Amazon ElastiCache

EFAIENR , 525 (Amazon ElastiCache AFIERE) RN AF BRI,

+ #IRB : SecretsManagerElasticacheUserRotation
- FHEAHY SecretString 44 : the section called “Amazon ElastiCache EilF”

« JRA : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerElasticacheUserRotation/lambda_function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://docs.amazonaws.cn/timestream/latest/developerguide/timestream-for-influx-security-db-secrets.html
https://docs.amazonaws.cn/timestream/latest/developerguide/timestream-for-influx-security-db-secrets.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationMultiUser/lambda_function.py
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
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Active Directory

Active Directory #EilE

- EMREBF . SecretsManagerActiveDirectoryRotationSingleUser

- FiHAK SecretString £#4 : the section called “Active Directory #EiiF”,

« R : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py

Active Directory keytab

« EIRBF : SecretsManagerActiveDirectoryAndKeytabRotationSingleUser

- TRHAMY SecretString 443 : the section called “Active Directory i,

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda_function.py

o {KBIA : msktutil

Hib B4R E

Secrets Manager IR I EREN B R EMX B ZH AU BRIREHE S,

+ EMRBFR : SecretsManagerRotationTemplate

« R : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRotationTemplate/lambda_function.py

Lambda ¥R E AT ABNXR Amazon Secrets Manager

¥t F the section called “@id Lambda BIEu# 175 #” , & Secrets Manager £/ Lambda B IRER
438 , Lambda A IAM #1T A & FH X L EUF R4S Lambda EEREE, BXx MR E B3kt
iEER |, ESHE -

- BIRBRBEERSA (2FH8)
- BIRRIEBEERS (EHE)
« B31E# ( Amazon CLI)
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https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
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UTRBIERTERT Lambda B EBMITHACHAEKERE, EQERNTACHHMNERERE | &
2% Amazon Lambda i iTAE,

w4 -

o EAT Lambda B EHIENIT A BRI R
s EATEFREZPNEREN

s ERATREAPREBNERRER

EAT Lambda £EBNITACH KR
AT RGIRBE SRR

+ JZ1T Secrets Manager Byig#ESecretARN,
- BIEFBE,
- MRABFEESRSFE VPC Fi21T7 , MIREMBEMEE, FHSHEE Lambda BT E VPC FHY

S
SR
ﬁ/l\o

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

]I

"Resource'": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEf"
},
{

"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPasswoxd"

1,

"Resource": "*"

RIR 200


https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html

Amazon Secrets Manager ArfEm

},
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

]I

"Resource": "*",

"Effect": "Allow"

}

ERTEFREERANREER

MRFAFEA Amazon EERXF4A aws/secretsmanager BASAE KMS A TN , NEREER
Lambda #TABRFEAZBANNR. BALER SecretARN 1% £ T X KRR FIFEZEE BN FE
A, NEREHREBACRERZENTRRNEZR. UTRIERTERNIHITACKEF , U
£/ KMS AN ZAMBNIED,

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,

"Resource": "KMSKeyARN",

"Condition": {
"StringEquals": {

"kms:EncryptionContext:SecretARN": "SecretARN"

}

BN EAESEERANEO S BAERRRES , WRNAT RO RO EGUAFRTA GRS
BEA.

"Effect": "Allow",
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"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,

"Resource": "KMSKeyARN",

"Condition": {
"StringEquals": {

"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"

BEATREAFP RN RIEIED
EXAXREAPRIREBMNEESR |, 13 the section called “Lambda B KL,

¥ FEE Amazon RDS FiFMF4R , MR EBFERANRIERAF K , #Hﬁﬂﬁﬁ?%"f‘.‘%ﬁm Amazon
RDS B , MRS A FRIREIBIE APls Amazon RDS EULRERREA , X¥C T ERIMBIEE
MIEZER. BMNENEM LAmazoniEEBER Amazon RDSRead OnlyAccess,

BAT RSk B SR VR BN K

* J&1T Secrets Manager Fy#&{ESecretARN,

- EEEAFZAPREREIE, Secrets Manager 2 FAEBEAFZHAPNEEIETRIRZAPHNE
iE,

- BIEFEB,

. MBFEEDHSE VPC RET , NRBFENEE, 5%FSEL , WHHEE Lambda EHM
1 VPC #H0 % .

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

]I
"Resource'": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdEf"
},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

]I

"Resource'": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEf"
},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPasswoxd"

]I

"Resource": "*"

}I
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkIntexfaces",
"ec2:DetachNetworkInterface"

1,

"Resource": "*",

"Effect": "Allow"

}
]

Amazon Lambda 2 #k B ZK#Y P £& 177 8]

3 F the section called “J@id Lambda BiEi# 173" , 2 Secrets Manager £/ Lambda B E 4R EH
A8t , Lambda #RBUSMEES R ZZH. MRENFHASTEEIT , W Lambda EREBUE LA EES
THRIX LR KIR |, BlaBIEES RS

Amazon Lambda 236 B 3 Y ) 2% 175 8] 203
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7\ %48

Lambda 3 #2 ThBE AMMAER 15 [8] Secrets Manager i mo MREH Lambda BB AT LLiF R B EXRX |
NMAFERAARER, EEERIFR , BZH the section called “Secrets Manager Ui &

WMRER Lambda RMEBEFERZ EBRMIFRINEN VPC Fiz{T , RITBIEE VPC AELE
Secrets Manager RE B R R, ARG , M VPC I UEBA A A ARRE RSN BERATGHEED
FFBEHRR. BXEZEER , HSH VPC i ( Amazon Privatelink ) o

mE , EALUBEE @ VPC RN NAT WX EBMMx ( XFAFRBE VPC WRETF RN B IR
KR ) , A% Lambda B ¥if 8] Secrets Manager A8 mR. X2 VPC HIf—EHXEKE , BAN
KH IP it ATaE S ZEIR B AF Internet BB o

(/i ) mRBEERRS

NTFEW APl 2R RKNER , TEEEAENRBEERRS .

MBEHIBEDRSE VPC B8 Amazon EC2 £l Eiz1T , BUIUN Lambda R ELBE RN ER —
VPC #iz1T. RERRIENUEZEELNERSERS. BXEZEE , HSHEE VPC 17A,

E AV Lambda BTG R BIEERRS |, BATIERMINE Lambda BMREBNREAH T ESEHIE
FESARSS Y i VhiE R, R LR MBI BEFRRSH LT LA R FRE Lambda RIRE BT
AVATEEE,

Amazon Secrets Manager #£#t [0 @&
X FiFZBRS , Secrets Manager £/ Lambda BBk FEH, BEXREZER , S the section

called ‘@3 Lambda EREH 1TH#”, Lambda 3R EIRE ZHANHRIEES RS A K Secrets
Manager R B, MMREEERTMBA A NIZIT , NERZE CloudWatch BE,

(® Note
RERSZSULUANGCEEZ K SEEEAIRE, EXEZEER |, iS5 H the section called
“FERR,
e

« M{AHEZE Amazon Lambda BdZH #Y 4R 50 Sk K
 ‘“ERETEFRIEIE ZBEREED
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+ “createSecret’ 2 J5 & B &

s BIR  “TAFHRE KMS”

+ 4R : “Key is missing from secret JSON ( %48 JSON AR D 340 ) 7

+ 8% : “setSecret: Unable to log into database ( setSecret : ToiEEZEIEE )~
o #iX . “TES AE R lambda_function”™

s FMENREEEBIRAM Python 3.7 F 4 F Python 3.9

- HABNEHREEBIRAM Python 3.9 A% F Python 3.10

« 8 PutSecretValue kMK Amazon Lambda 4R

« 1R  “%& <arotation> FRRHEAEINIT Lambda <arn> B Hi45”

M HEZE Amazon Lambda B ¥ #Y 22 4R 403 5 R
WRIEH Lambda REUBRIZARMAMN | BHERBUT TREEHFEREE,
A eEM R &

 Lambda BEEH H K HITRBTF 2

- HTRHRBENZN AP ERAMSBEREARR
+ Lambda EBUZE A EH

* Lambda BB EIE B 2 18] 77 12 Bk W (5] &R

— B FEHERR T IR
1. %7 CloudWatch B & :

« 7£ Lambda R AEPFERBFENE IR ERIEINTH
- RIFRBEEZRIRMERELSE ( CreateSecret, SetSecret, TestSecret, FinishSecret )
2. WREHRHEBEKN APIEA

o BHIE Lambda R Hi R X Z A 1T ZE APl B A
« #{R RotateSecret fl PutSecretValue R 2 B EZ2RAER
3. IUF Lambda BREGE 48 -

s WINEEMSEAZRPRRA KR Amazon RAHILEE
s MREFEABENRE , BERABUERLERMERRSR
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4. REMEERE

« BIFLZ2AMNRE LT Lambda B ERIH B BIEE
- TR Secrets Manager 86 IEH 178 VPC I R A B A
5  MiAZHEAMRA -

- BWIFF4A AWSCURRENT lRARZRE A TFHIEE LR
- & AWSPREVIOUS & AWSPENDING lRAEREE X
6. JRBRFFCEMNRERR

. MRRHRIBFLELNK , 55 AWSPENDING EEHRZEHEiR iR
7. & Lambda ¥ X&E :

- RIEARRERBESEHNTHEAR
« MREHEFEFARER , FSHAGFEF RBRNEHREE TS

TR ERBR R 2 R A5

MEEFRBTEPRIEI2EREED , HEESHLEMEREK , HlaERIA Lambda &R 7 30000
Z%® , W Lambda BB ATEEREZ 15[ Secrets Manager i R BB AT,

Lambda ## ThREATNAER 15 8] Secrets Manager IS, MREH Lambda BB LATH R EEXK |, N
ALMEALNHARET R, BEEEKIWR , ISR the section called “Secrets Manager Ui &

MREH Lambda BBREFTERZ EBEMIGRINEN VPC H1E1T , HNBIUETE VPC NELE Secrets
Manager RS RALR BT 8. RE , B VPC IUEBRAF AR KELARET ANERFFEEEH T
MELAETR. BXREZEER , 521 VPC i ( Amazon PrivatelLink ) o

WE , WA LUBE @ VPC RN NAT xR EBM Mk ( XFAFRBE VPC WRETF RN B IR
K ) , A% Lambda B Eif R Secrets Manager A8 iR, X< VPC HIf—EHXEE , EHMN<H
IP it AJEESZ FIRB A Internet B K o

“createSecret’ Z Jgi% BIED

LA BB Al E A TE createSecret 2 5 S B 1E -
VPC M4 ACL ARF HTTPS JiEdtH .

BXRESZER , F5H Amazon VPC RIF BRI LA M4 ACL 2 HI4E [ F MARE,
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Lambda BEERE BT E , TERITES

BXEZER |, HS Amazon Lambda FF & A R ISR MELE Lambda BEREGED,
Secrets Manager VPC i RF AT ED BN T LA A ALER VPC CIDR,

BEXREZLUEANEZER |, 52 W (Amazon VPC AFERE) PHFEALZSARE 2 FRNRE,
Secrets Manager VPC i S R B A /o 1F Lambda £/ VPC i K.

BEXEZER , 2 M the section called “VPC %5 ( Amazon PrivateLink ) "o

ZEAEAXRERAFRRERE , BRAF 248 Amazon RDS % , # H Lambda BT AR
RDS API,

NFBEAFRBHEM Amazon REEENXEHAF## , Lambda 3R BULAES 8BRS
s R LUV EZER, RINBUEABEERSEE VPC ik, BXEZER , B5H

« {Amazon RDS AIFF#Em™) F K Amazon RDS API {0 VPC i 5.

« {Amazon Redshift EE#5m) FHFEA VPC ixm &,

iR - R AFIEE KMS”

WMREET ClientError: An error occurred (AccessDeniedException) when
calling the GetSecretValue operation: Access to KMS is not allowed , M##E
BERERABAMBRAN KMS BiAKGZARE. NERBPIREFENNZLTXREARER
NS, BXFENRIEELR |, HS 1 the section called SEATEFEERBENERIED,

£i% : “Key is missing from secret JSON ( %48 JSON St %348 ) ”

Lambda 3B ERRAEX AR EDN JSON £, MR I RIELEIR , N JSON meERR DRI
2R F RN ZH,. BXFHRAXERER JSON E£HMEER |, 55 the section called “Z4A#Y JSON
3 AN

£i® : “setSecret: Unable to log into database ( setSecret : TEBEFEIEE )~
AR 6] &8 7] B S BUth £ 1R
RIREBT AR B BIEE.

MRESFENEE K , FIAET 5000 2 , M Lambda ¥ #R B AIAETTE BT W 4% 175 7] 47
FEo
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MRBIEFED RS E VPC FHY Amazon EC2 26| £iz1T , BUUCH Lambda BB ELE N EE] —
VPC HIiz1T, RERRIETTUNERELNRSERE. AXESER , FSHEE VPC HH,

E R Lambda REGRIBIBEERRS , BANEERMINE Lambda BRI Z £ A R T EEHE
ERRSH B INERE, BELMBERENBIBEESRSHNEZSAE R FRE Lambda SRR 1T
AVRIEREE,

ZHPHELERIR,
MBEESIHFERERE , U Lambda RREM AT RERTTEEARARNFTIERTEHRIE. EB

Amazon CLI i3 get-secret-value EAZ4AH AWSCURRENT F1 AWSPREVIOUS WRAH H1E
BEFPER , LRERKIL,

WIEFEFE A scram-sha-256 ARG,

MRIEBIEREE = Aurora PostgreSQL MrAs 13 EEIRA , H B A scram-sha-256 INH®H
B, BREEBERATXIF scram-sha-256 B 1ibpqg MR 9 SREE [HMRA | MIFHRBERETT L iE#
BIBEE,

BEMLEHEERF#A scram-sha-256 &

ESH1EE RDS for PostgreSQL 13 ) SCRAM B4 1F F K E A IE SCRAM HiBH
AP,

HESNERE LR 1ibpg iR

1. HEET Linux WitEH L |, £ Lambda #4518 L SMEBEHNRIREBHA TEHIBBE, Fzip X
HREHI TR FH,

2. EmSTLE, EIEBERZRPEIT:

readelf -a libpqg.so.5 | grep RUNPATH
3. WMRBEFRSE PostgreSQL-9.4.x FAEMET 10 WEEBRA , NBRREHT X

scram-sha-256,

T X¥ scram-sha-256 BWEEREENEEH

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
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local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

% #F scram-sha-256 HEHRBE IR L

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/1ib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

X1+ scram-sha-256 WIS

0x000000000000001d (RUNPATH) Library runpath: [/local/
p4clients/pkgbuild- alb2c /workspace/build/PostgreSQL/
PostgreSQL-14.x_client_only. 123456 .0Q/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild- alb2c /workspace/src/PostgreSQL/build/
private/install/lib]

Y 3## scram-sha-256 HWEHREBHHEE

0x000000000000001d (RUNPATH) Library runpath: [/local/p4clients/
pkgbuild- alb2c/workspace/build/PostgreSQL/PostgreSQL-
14.x_client_only.123456.0/AL2_x86_64/DEV.STD.PTHREAD/build/
private/tmp/brazil- path/build.libfarm/lib:/local/p4clients/
pkgbuild- alb2c/workspace/src/PostgreSQL/build/private/install/
1lib]

(® Note

WMREE 2021 £ 12 A 30 HZARE T B ZPRGR , WHRIREBUBS T FXKF scram-
sha-256 W RRA 1ibpg. 7 X¥# scram-sha-256 , BEESH BB IEE
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BIEEFEE SSL/TLS HRINR.

MRENBIERFEFE SSL/TLS iEE , BRIREBER T ARAMBNERE , NERREBTEEZIIHK
. EAT Amazon RDS ( Oracle 1 Db2 Br#} ) 1 Amazon DocumentDB BV IREEF B3I F
AL EEFE (SSL) SifEMEREMMIL (TLS) SKEEBBKIEE (WMETH ) . BN , 4 1HE
FRINZAERE,

@ Note

WMRIETE 2021 F£ 12 A 20 HZBRE T B ZARR , WENRREBAIEET AR
SSL/TLS MR EKIR. N T XIFEM SSL/TLS iR , EFBEFNCIBENRRE T,

T E SR R B TR B 2 A i

1. 7£ Secrets Manager &l #& https://console.aws.amazon.com/secretsmanager/
ST ER %4, £ Rotation configuration ( 3B & ) B K
Lambda rotation function ( Lambda ¥#: &%k ) T , #Z4F & % Lambda
function ARN ( Lambda B % ARN ) , #l%0 , arn:aws:lambda:aws-
region:123456789012:function:SecretsManagerMyRotationFunction . TEMR
il SecretsManagerMyRotationFunction W , M ARN REEHIEEHKE .

2. 7 Amazon Lambda %l #& https://console.aws.amazon.com/lambda/ 8 Functions ( B
B) T, HEMN Lambda MBS EIERED |, 2 Enter 8 , ABEFMEMNA Lambda &
o

3. HEER¥FMESERMES , £ Configuration ( ELiE ) M+ LK Tags (#5%) T, S48
aws:cloudformation:stack-name il 1B,

4. 1£ Amazon CloudFormation 2%l & https://console.aws.amazon.com/cloudformation A #Y

Stacks ( #tk ) T , HREKUEEZREDR , AFIR Enter &,

5. HERIIFRFEHITIHE , I«MEAJLH'\@JE Lambda 3 #EZ M Htk, 1E Created date ( BIEH
H) Sl EFEHKRNCIEA, X2 Lambda RIREHHNAIZE B H,

iR - “ToES AEB lambda_function™

MREZZTHRBHRAK Lambda E%k , BZEEEM Python 3.7 B3I AR EEFHMAH Python
B, MATAELIBRILAE IR, EMRIEIR | BATLUF Lambda BEEARAKE Python 3.7 , fAJF the
section called I A KR BEEARZAM Python 3.7 A% F| Python 3.9’ ETHREZER , HSH
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Amazon re:Post #Y 1+ AFKH Secrets Manager Lambda B ¥4 #0 5 M HI K R B pg R

I ENRREBURAM Python 3.7 A F Python 3.9

2022 F 11 B2 BiBIZZMISR 2 SR BE A Python 3.7, &M F Python B Amazon SDK 2F 2023
F 12 BfE1EX# Python 3.7, BXREZER , IS [ Python support policy updates for Amazon
SDKs and Tools., E4#E|EA Python 3.9 WAL , T EINERBEBPRMNEZTRRERE
M EHUBRIREE,

B FEH Python 3.7 B Lambda 3B

1. B %FZE| Amazon Web Services EIE1Z2#I& , RGBT L TMuEITHF Amazon Lambda 2l
A& : https://console.aws.amazon.com/lambda/,

2. TEE#IIFKF , FiE SecretsManager,
3. EMERHNEHIIRSD , BETHRET , IR Python 3.7,

FH % F) Python 3.9 :

« &I 1 : A Amazon CloudFormation I Z2% Bk

&I 2 : £/ Amazon CloudFormation BB EBNEZTR RS
« JEIN 3 : Amazon CDK AAF A% CDK FE

&I 1 : {8 Amazon CloudFormation E #7032 % i B3k

HIRE A Secrets Manager 12§ & FF B H IR IIEERT , Secrets Manager £ Amazon
CloudFormation 8|S EHRIR , 215 Lambda BRIREH, MREFEREFHAFZHRMRINEE , HEME
F Amazon CloudFormation 4% 812 T 3R EZK , W o LAEAMEREE Amazon CloudFormation 3#4%
ENMCIZEEEMEBMHRHREE., HEBNERARATRAR Python,

EHRANE T RRE A Amazon CloudFormation 4k

+ 1£ Lambda M EFEMAEETHMNEEIEIF L | &3 FHRE, EF aws:cloudformation:stack-id
ZH ARN,

HREZH DAL ARN & |, D FHIFT R,
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* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

. B : SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda

EHOIERIEEE ( Amazon CloudFormation )
1. 1€ Amazon CloudFormation |, IZZF¥ i8Rtk | RABREBEFR,

MR BB VEE BRI ERE |, FRBRRIRER , REEEEFR.

2. HEEMERAELHNESERT  EZRENAEFRERTEE  RASEENREFRESRTRE
BT  ERENAREFRERPRERE,

3. ENARERGmEESET , ITUTERE
a. TEEMHRMKBE , £ SecretRotationScheduleHostedRotationLambda # 34

"functionName": "SecretsManagerTestRotationRDS" HI{EE#H N HTIWEHEBH
f5lzn1E JSON # "functionName": "SecretsManagerTestRotationRDSupdated"

b. EHREHEMR.

c. TEMEEEA Amazon CloudFormation X iFHER |, EBHEIAFH ML F A Amazon
CloudFormation,

4. &= Amazon CloudFormation ik TER | R ERER,

&N 2 : £ Amazon CloudFormation ET I B EBIZ T RS

L I&fEH Secrets Manager 2% & FF B3R INEERT , Secrets Manager &£/ Amazon
CloudFormation 8|4 EMRIR , BIE Lambda BIREE., NMREFERBEH BT EHRRINE , HERE
A Amazon CloudFormation ik 62 75 BEE , W AT SAE A ER Amazon CloudFormation 3tk
EHRREBNETR RS,

EHROGIE T RHREBE Amazon CloudFormation ik

« 1 Lambda REMFMEENEMNEEIEINF L | EFEHRL, BF aws:cloudformation:stack-id
2/ ARN,

HHREZ DAL ARN B | D FHIFT R,
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* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

. B : SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda

BEHRIREBNIZEITIR RS ( Amazon CloudFormation )
1. 1€ Amazon CloudFormation |, IZZF¥ i8Rtk | RABREBEFR,

MR BB VEE BRI ERE |, FRBRRIRER , REEEEFR.

2. HEEMERAELHNESERT  EZRENAEFRERTEE  RASEENREFRESRTRE
BT  ERENAREFRERPRERE,

3. ERAEFRBERT , MITUTERE
a. TE#EMR JSON # |, ¥ F SecretRotationScheduleHostedRotationLambda , 7
Properties TH) Parameters TJ5 , il "runtime": "python3.9",
b. EEFEEFEM,

c. TE#ZE{EA Amazon CloudFormation X iFHES |, kRHEIAFBLEFE A Amazon
CloudFormations,

4. PEEFERK Amazon CloudFormation ik T4E7R , RBRERBIRR,

&I 3 : Amazon CDK AP A4 CDK &

WMRIEER v2.94.0 ZBIRRZASHY Amazon CDK RETHEARKR , WALUBR ARE v2.94.0 RE SR
AREFH Lambda EE. BXEZELR , HS M Amazon Cloud Development Kit (Amazon CDK) v2
TERARIERE,

T E R REBUARAM Python 3.9 #4E| Python 3.10

Secrets Manager IEFE4t XY Lambda 3B EM Python 3.9 i3E % Python 3.10, E4JREIEH
Python 3.10 TR EE , FEEBETHESF ENARBEER, EAUTERAL Python RA MK
BRI,
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B FEH Python 3.9 B9 Lambda ## B

1. B%Z| Amazon Web Services B2 & & , AFEE LT MuEITFF Amazon Lambda 2l
A : https://console.aws.amazon.com/lambda/,

2. TEEBIIFKH , K% SecretsManager,
3. EMEREMEHIIERFP , EEITRRET , KX Python 3.9,

BREBR EEMRE

W HI R AFRIRE Lambda 5 BB AT LUES Secrets Manager #2#|&. Amazon Serverless
Application Repository B %258 Amazon CloudFormation ¥t {TEE, SXLEIHBREEET
BN EREE,

BERHNBELSN , FANUATEREZ —E#HEHN Lambda RIREHK
Amazon Secrets Manager console-deployed functions

MBI Amazon Secrets Manager #251 A EBE#THY Lambda ¥ , RN ELEFHEFHNE
Lambda B EHI kBT

FEALL T E A SR Amazon Secrets Manager 3 & & BB B,

1. @i https://console.aws.amazon.com/secretsmanager/ T 7 Secrets Manager #2#|& .

2. 1£ Amazon Secrets Manager T7 , EF %4, EEFEFEAFEEHMN Lambda BB Z .
3. SMIRIMETF , A EREMRREEILTL,

4. ERREHT , EFEHH Lambda BE , AEH Lambda BIREHE A —NE .

a. (&) EFEHE , BAUNREFHEN Lambda BMEABIAREZTEIZET. ERRGE
T, EFIERRBA USRI,

b. (A& ) /A LAFE Amazon CloudWatch REF R A EMEZTHRFEAK Python kR
X, BXEZER | 35 Amazon Lambda FFE A RIEEHNEEERT Lambda B
# CloudWatch Logse

5. REMMEREHE , ETLMERIBRRREHK.

Amazon Serverless Application Repository deployments

AT 2R B anfa A 4% Amazon Serverless Application Repository &, i Amazon Serverless
Application Repository Z§ZEH#) Lambda BEEE —/ %8 This function belongs to an
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application. Click here to manage it. Hi#iE , EP IERE O ZEEFTEN Lambda
N AR,

/A Important
Amazon Serverless Application Repository #J 7] A £ BUR T Amazon Web Services X1,

LTI REH Amazon Serverless Application Repository 2 288 B,

1. @i https://console.aws.amazon.com/lambda/ 3T FF Amazon Lambda %l 4

2. SMIEFEFHH Lambda BB EEIET .

-  EHFEEEH Amazon Serverless Application Repository SRR , BEELTEXE
WHE R, BTLE Lambda #2418 DR EIXLEEE,
« Lambda R AREFHEF
- FRABIEPHEZETIIRE Lambda NARFHEF. Hli0 , BIEFHELT

serverlessrepo-SecretsManagerRedshiftRotationSingleUser, AR
il , FFAN SecretsManagerRedshiftRotationSingleUser,

 Lambda #REBA
- Secrets Manager ifi 5.,

« ZmR/AED L SECRETS_MANAGER_ENDPOINT ZE£RYEL & MIME T 2 1%L
FTHE,

3. EAHL Python , BAEFH LIRS RN ARFIIENLRA, SR Amazon Serverless
Application Repository FF X A RIEMHP N EFT N AEF

Custom Lambda rotation functions

ZZEI%!’&@IJEQEM Lambda B¥EEH , NEEARXLEHBNENREFSRBIMANEITH, BXE
ZEE , BN Lambda BEUE 1T AR BIZHRA o

Amazon::SecretsManager-2024-09-16 transform macro

MEB L FIREE Lambda BE , NERAIEEREFHER T AFEEAEFHEH Lambda =17
A,

BREBLTEREERATAEEREFH Amazon CloudFormation 1%,
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1. B LT ML Amazon CloudFormation #2#1#& : https://console.aws.amazon.com/
cloudformation,

FEHRRE L | EREF AR,
EHRFAEEER L EEEH,
HABRBRREH G ED , RREEEN.
FEFERTE L , ERERANEER.

MR EMRTREANRINE , REIEREHHER,

2

MRISEFEFHERFHIBRR R |, &35 Amazon CloudFormation f F° 185 F R T E AR SR R
A

Amazon::SecretsManager-2020-07-23 transform macro

WMREIEFEAEF Amazon: :SecretsManager-2020-07-23 , BNBIWE T BRI H
WEBRRAE, BXEZER |, 525 Amazon £ 1BEF K Amazon Secrets Manager
AR AR AE T : Amazon::SecretsManager-2024-09-16 , 1 RIG4KEE{F A
Amazon: :SecretsManager-2020-07-23 , M AJgEXIBFE T ARZA S Lambda B
RBEGERTEENEIR. BXEZEE , i5ZH Amazon CloudFormation #1RZZE H#Y

Amazon::SecretsManager::RotationSchedule HostedRotationLambda »

RSB EEHHERFHBR R |, %355 Amazon CloudFormation B ISR TE EHRBEN R
Ao

I%iF Python 4%

ERF Python A4 , EITH Lambda ##|& ( https://console.aws.amazon.com/lambda/ ) FH i@ &
BH, $REEHNER. ERBERFS T , EFEERFI NG, HHR Python .so X4 =R
& 3.10,

wA PutSecretValue kM H Amazon Lambda A5 #

#### Secrets Manager ###########A####A# CloudTrail ########## RotationFailed
#r### Lambda LAMBDA _ARN #### SECRET_ARN WIFALIEZR4ARRAS VERSION ID., B
AWSPENDING EFHEHEF TR , RAEELEEFFH Lambda BELAE R RotationToken &
.,
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E ¥ Lambda ## KL 2FE RotationToken

1. T # Lambda B8

« TFF Lambda ##l&

ESMERP , EEREEK

HIBHBE FEREN Lambda BRARIREEK

ETHD |, &FHHBARI zip, Amazon SAM X4, HEHH — Pk
EREAERNZHBREFEREITEN L,

2. Ym%8 Lambda_handler

EBIK M create_secret Z B E4F rotation_token S :

def lambda_handler(event, context):
"""Secrets Manager Rotation Template

This is a template for creating an AWS Secrets Manager rotation lambda

Args:
event (dict): Lambda dictionary of event parameters. These keys must

include the following:

- SecretId: The secret ARN or identifier

- ClientRequestToken: The ClientRequestToken of the secret version

- Step: The rotation step (one of createSecret, setSecret, testSecret,
or finishSecret)

- RotationToken: the rotation token to put as parameter for
PutSecretValue call

context (LambdaContext): The Lambda runtime information
Raises:
ResourceNotFoundException: If the secret with the specified arn and stage
does not exist

ValueError: If the secret is not properly configured for rotation

KeyError: If the event parameters do not contain the expected keys

arn = event['SecretId']
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token = event['ClientRequestToken']
step = event['Step']

# Add the rotation token

rotation_token = event['RotationToken']

# Setup the client
service_client = boto3.client('secretsmanager’,
endpoint_url=os.environ['SECRETS_MANAGER_ENDPOINT'])

# Make sure the version is staged correctly
metadata = service_client.describe_secret(SecretId=arn)
if not metadata['RotationEnabled']:
logger.error("Secret %s is not enabled for rotation" % arn)
raise ValueError("Secret %s is not enabled for rotation" % arn)
versions = metadatal'VersionIdsToStages']
if token not in versions:
logger.error("Secret version %s has no stage for rotation of secret %s." %
(token, arn))
raise ValueError("Secret version %s has no stage for rotation of secret
%s." % (token, arn))
if "AWSCURRENT" in versions[token]:
logger.info("Secret version %s already set as AWSCURRENT for secret %s." %
(token, arn))
return
elif "AWSPENDING" not in versions[token]:
logger.error("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
raise ValueError("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
# Use rotation_token
if step == "createSecret":
create_secret(service_client, arn, token, rotation_token)

elif step == "setSecret":
set_secret(service_client, arn, token)

elif step == "testSecret":
test_secret(service_client, arn, token)

elif step == "finishSecret":
finish_secret(service_client, arn, token)

else:
raise ValueError("Invalid step parameter")
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3. YRE create_secret KRG

{81 create_secret BREULAEZ HEMA rotation_token ¥ :

# Add rotation_token to the function
def create_secret(service_client, arn, token, rotation_token):
"""Create the secret

This method first checks for the existence of a secret for the passed in token. If
one does not exist, it will generate a
new secret and put it with the passed in token.

Args:
service_client (client): The secrets manager service client

arn (string): The secret ARN or other identifier
token (string): The ClientRequestToken associated with the secret version

rotation_token (string): the rotation token to put as parameter for PutSecretValue
call

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage does not
exist

# Make sure the current secret exists
service_client.get_secret_value(SecretId=arn, VersionStage="AWSCURRENT")

# Now try to get the secret version, if that fails, put a new secret

try:

service_client.get_secret_value(SecretId=arn, VersionId=token,
VersionStage="AWSPENDING")

logger.info("createSecret: Successfully retrieved secret for %s." % arn)

except service_client.exceptions.ResourceNotFoundException:

# Get exclude characters from environment variable

exclude_characters = os.environ['EXCLUDE_CHARACTERS'] if 'EXCLUDE_CHARACTERS' in
os.environ else '/@"\'\\'

# Generate a random password

passwd = service_client.get_random_password(ExcludeCharacters=exclude_characters)
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# Put the secret, using rotation_token
service_client.put_secret_value(SecretId=arn, ClientRequestToken=token,
SecretString=passwd[ 'RandomPassword'], VersionStages=['AWSPENDING'],
RotationToken=rotation_token)

logger.info("createSecret: Successfully put secret for ARN %s and version %s." %
(arn, token))

4. BEFEEFHH Lambda BRI

EHIEHN Lambda BEAEfE | FHE EELERESR,

Hix | “TE <a rotation> FRRHAEINIT Lambda <arn> B H 48~

WRIEH Lambda RBIEIE T ESERFRF1E , HIUNTE CreateSecret H SetSecret Z [ , MATIZIER]
BB FRAREHME M ZRBEAEEHXIRET X,

FRABHES R

/A Warning

BT Lambda @?&E’HMT*}%ETE FMEMNHEXSHBISERNET 10 WETELSET R,
BEXEZEL , iE5H (Amazon Lambda Amazon Lambda FF & A R38R 8 7 AR H
Zvﬁ%ﬂi‘)ﬁ%#ﬁo

1. REHFE Lambda HAKIRE

I reserved_concurrent_executions 2REE XK ( Flan 1)
- MREAMEHK , BREAEEDREN 10
- ERFERAEMEHRAREBERNREM
2. NFMEHK :

s FTEEXNREMEEH XS (HlE0 , £ Terraform # ) ,
- MEXFREWSEH , FEAEDH 10 WE.
- 2ENHULBRMEEERTENERARM,

3. MEFBAEHAX
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« ERAATANTERR AR = (BRVFEERY ) * (U W EVHFHBEREENE ). B
XEZER  FHAMLERE AR

« URACKERBEANE , MBEEINHRIRE.

- FERRERARE. NRKBEBHNARATLE , EMNTRLKSFETR.

BXEE Lambda HEXMEZFEE , HZH (Amazon Lambda FF R A RIER) HHEETEH
AANRETEEHN K.

Feiit x|

Secrets Manager 2R ERN RN BRAZERITIRRENZH, EREITTIANE , EEA cron()
= rate() TiIAX AR BT ERIFLERT A, Secrets Manager FER IR RN ER A, BAUERE—
NV R IR AT R N /N R R — IR B4R

ESHAR  BESH

« the section called “1E &5 #”
« the section called “Bai S BEERR (EHE )
« the section called “BEi 3 IEBIRERR (12FHE )

Secrets Manager ®2#t it XA UTC BF X,

At ER

Secrets Manager IR RSP T ERE L, HEEERRZAN |, ATSLURERERAME |, Secrets
Manager EH R AT ER Y BNt R RGN 240

Secrets Manager R EBIZ /DR FF IR, N TFEA rate() [RAX ( ARXF BN ) WRRITRI ,
RGN BNFERIFH, BHSUEA cron() REXNKERRNENIFHBGE. BXZRH , HSH the

section called “Cron FRiER",

MABERT , TR DRTENRRITY , RRERE—/DEEXA ; FTERUTENRRITI , 26
B BRTE — REE RATK o

EEYRMANBRNKE |, BIRENRFENE, SRR BRRENEE -/, ZRRNERTE
HEAE T —MBRE R, ROER , ¥ TUIENRUNERITY , FRIARRNRNTRETRRZ
RN TR EMHRRITR , FEINER /DR BN L RISFERNEDNTRET 24 Pt
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Rate RiA =

Secrets Manager rate TRIXXRAUATHENX , HP42 EBH , #4#7 AR hour, hours, day =
days :

rate(Value Unit)

e REKREERN 999 R, RF :

« rate(4 hours) EREFRASNU/ PRI —IR,
- rate(l day) ERERATREHR —IX
« rate(10 days) ERERHAE 10 REHR—IX

& A /e R IR — IR

Cron RiE T

Secrets Manager cron XA EBLUTHE :

cron(Minutes Hours Day-of-month Month Day-of-week Year)

BENPIIEEMN cron REXBRELERE, HIW0, cron(0 4/12 * * ? *) RRER 400, TF
4:00 , RERE=-KER 4.00. T 4:.00, Secrets Manager ¥+ XIfEH UTC B X,

R Expression

B/ =R, NFRFFH cron(@ /8 * * ? %)
g/\hat—X , NF L 8:00 F k. cron(@ 8/8 * * ? *)
B/t —X , NEE 2:00 FF 4, cron(@ 2/10 * * ? *)

BHRATEM 2:00, 12:00 F 22:00 FFi4 , R
FEE =XKMW 2:00, 12:00 A 22:00 #1T,

X LEF 10:00 cron(@ 10 * * ? *)
BEHATF 6:00, cron(@ 18 ? * SAT *)
BA%E 1 XLEF 8:00 cron(@ 8 1 * ? *)
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AN e Expression
B=NAE-1EHHER 1:00, cron(@ 1 ? 1/3 SUN#1 *)
BAKRE—XT4 5:000 cron(@ 17 L * ? *)
ER—INEHHEEF 8:00, cron(@ 8 ? * MON-FRI *)
BA%E 1 RFE 15 XTF 4:00, cron(@ 16 1,15 * ? *)
BAEF—1MEHBFR. cron(@ @ ? * SUN#1 *)

MN—B@F®E, 811 N NANE—NEH—MHF cron(0 0 ? 1/11 2#1 *)
%o

Secrets Manager F#J Cron RiEXER
Secrets Manager X AT EAA T cron RIAXHARE —LRH|, Secrets Manager # cron FRik = HY 2 4

FERMUIIEE 0, A7 Secrets Manager BT EE I, HFEMRFRULIIEE * | EH Secrets
Manager A B —FEL ERREEITRI, TRERT AJLAERAMNIEI,

FE =] B
Minutes MR 0 7
/et 0-23 A/ (1 ERML ) IEEE”E, Hi

o, 2/10 EHEMER 2:00
FIAE 10 M —R. BALE
7/ i — R

Day-of-month 1-31 £/, (25 ) 3sHME, 4
m, 1,15 HMEAME1X
ME 15 K,

R - (EXK ) BETE. 5
m,1-15 RFHAME X
FE 15 Ko
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FE =1 BEARF

R (25 ) B8R FRIN
FiEE, fim, * RRHAN
B-X,

(M5 ) BEFATEE—1
HHE—N BEETER— cron
FKERXHF R Day-of-month
M Day-of-week FEEAT
EEE, MBEREER—AF
BRPEETE, NWAAES —
NFBRFAFEA?2 (MES ),

FA/(ERUL ) IBEBE,
Bl | 1/2 R"MEE 1 XFFHA
BRRX—X , RaFR , £ 1
R, B3IXR, FB5XK, k3
i: 38

£/ LEES ANEE— XK.

5 DAYLIEEH ARG —
MNin& BHA, flE , SUNL RR
YANRE—NEHR,
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RAriEmE

FE

At

(=}

1-12 =% JAN-DEC

BEARF

5/, (5 ) 3sHME, i
@, JAN,APR,JUL,OCT =X
~—A, MA. tA#Mt+A,

£/ - ("% ) BEETE. A
wm,1-3RF—FNE11MA
EEINMA

A (25 ) B8k FRYF
WEE. flm, * RRg)H
EO

£/ / ( ERHL ) EERE,
plan |, 1/3 RRB=1NA—
R, NE1NRTTEE , BISE
1. 4, 7TH 10 1M A,

Cron FRiE=
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RAriEmE

FE

Day-of-week

Year

(=}

1-7 2 SUN-SAT

WIRE *

BEARF

FR#EEENMNARN—RANE
HA 1L, a0 , TUE#3 RRZA
HNE=ANEH=,

£/, (25 ) 22 HftbE, F
W, 1,4 RE—ANE-RM
%%0

/- (EXE ) BEEBE, 4
wm,1-4 R—FBEWNE1XE
L4 K,

A (ES) IeRFERPH
FREE. fit, * RE—AN
ﬁ_%o

?2(\5) BEFATEE -
®BE—P. BEZEER— cron
FIERXAF R Day-of-month
M Day-of-week ZFEREAT
EEE, MBEREEP—AF
BYPEETE, USNES—
NFEPFERA? (BT ),

A/ (ERHL ) EEEE, f
wm,1/2 R —ANER-—X
, NE—RF i |, BIZE 1 X,
B3R, BEERMET X,

£/ L i E—Bi&E—X.

I

Cron FRiE=
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3 B5#: Amazon Secrets Manager 4R

EBREXKRERE TRRNZ, EREFRACRENRR , BERFESHEFERHAHAB T RIS E
Rotation configuration ( ¥ EE ) #9. WE Rotation status ( #IIRZA ) 7 Enabled (BH ) , N
FREAMENRIR,. MRFR , BSHRIHR B,

EVHRREDL (BFE)

1.  3$TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o
2. ‘EBENFA.

3. EERAMAGENEL , EREERETS , EFRIRHRENR,

4, HERB|BAXNFEES |, EFRRR,

Amazon CLI

Example 3 El5# % 4R

AT rotate-secret RGN I BIFF R0, RPAMIMEEBER KR,

$ aws secretsmanager rotate-secret \
--secret-id MyTestSecret

B AR ZH

B A LAE A Amazon Config RiITEENE4R |, UEBCIRERSENIRE. ELUER Amazon
Config M E X ZHH AL L MEMNHEER, Amazon Config Z/5E T LURBI R EFE EH N K =
R, BEFRENZHATHE, RREE,. ATEHAMEN KMS 248, Lambda BRREBURER
AXBMIREEHTHER,

WMREH A E S Amazon Web Services Il #l Amazon Web Services X5, FEH4 , META
DREMKAEENESAEEKE, BXEZELR , HSH Multi-account Multi-Region data aggregation.

AR E EERR

1. $RE Evaluating your resources with Amazon Config rules B9 B 1TIR4E |, FEM AT HLI ht
TIER -

I BNF IR A 227
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» secretsmanager-rotation-enabled-check — R&ER AN FMTE Secrets Manager FHY
FEAME T IR,

« secretsmanager-scheduled-rotation-success-check— ®8%E LXMW EHRERE
BENRRIMEN, RENREIRITR,

+ secretsmanager-secret-periodic-rotation —RERBEERENKBNELHRTH
R,

2. (Wi ) ff Amazon Config BEENEZAFEMNBHNE., EXEZEE , HSE Amazon
Config Z3% %) Amazon SNS AV E X,

£ Secrets Manager FEUH Hzh it

MERNZABET Bk , FRREF LK, AT SIBUERR,

BUE B35
$TFF Secrets Manager #£#|& , Mt Fhttps://console.aws.amazon.com/secretsmanager/o
R ENER,

1
2.
3. HEHRAGENLNRREET , EREEER,
4. HERBREREENEES , XAERHR , AEERRT

Secrets Manager 2R BHRREEFE L , MELEGFRREEFH S ARLBRNITUFEATE,
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Amazon Secrets Manager HE M Amazon [REEEH I Z

% Amazon BRE1E 1246 FE A E Amazon Secrets Manager, EEEERT , XERPARKEE
7, FERSUEXEFANRSTABBHEERS]. fl, —~ EREFASFRERE , HEET
VECEERR, RERSETERHEESENREHNER TERZHIMEREN , XBEB TR LLF
W, BARERS KB T4,

(@ Note
REZAREEHEE XL RAM Amazon RS BIE,

ZAEADEEERS ID W BNERFERBI A1,

Secret name: ServicelID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3

IDs EATEEBNZNRS

* appflow - the section called “Amazon AppFlow”

* databrew - the section called “Amazon Glue DataBrew”

* datasync - the section called “Amazon DataSync”

 directconnect - the section called “Amazon Direct Connect”

* ecs-sc - the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “Amazon Web Services Marketplace”

* opsworks-cm - the section called “Amazon OpsWorks for Chef Automate”

+ pcs - the section called “Amazon H1T1TERE”

* rds - the section called “Amazon RDS”

* redshift - the section called “Amazon Redshift”

» sqlworkbench - the section called “Amazon Redshift Zif) R85 v2

BERMEM Amazon RS EENEY , HEHERTERY.
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Y

RENVE X LT84 Amazon Web Services kS M{i1 5 Secrets Manager S EIE B
« Bn{a Amazon App Runner £ Amazon Secrets Manager

« Amazon App2Container #1{A £ Amazon Secrets Manager

 404A Amazon AppConfig £ Amazon Secrets Manager
o I 5% 404a] AppFlow £ Amazon Secrets Manager

* Z04A Amazon AppSync f£ | Amazon Secrets Manager

« Amazon Athena #1{aI{£ | Amazon Secrets Manager
« M5 Aurora s 01A £ F# Amazon Secrets Manager
 404A Amazon CodeBuild £/ Amazon Secrets Manager

« Amazon Data Firehose #1{i £ Amazon Secrets Manager

« 40fa Amazon DataSync £/ Amazon Secrets Manager
5@ in{a] DataZone 8/ Amazon Secrets Manager

 404a Amazon Direct Connect £ Amazon Secrets Manager

« 10{A Amazon Directory Service £ Amazon Secrets Manager

« Amazon DocumentDB ( with MongoDB compatibility ) #01a]f F§ Amazon Secrets Manager

%049 Amazon Elastic Beanstalk £ Amazon Secrets Manager

« Amazon MR EMEKRMEA S X Amazon Secrets Manager

» Amazon Elastic Container Service

+ W 5# a04A ElastiCache £/ Amazon Secrets Manager

 404a AWS Elemental Live £ Amazon Secrets Manager

3047 AWS Elemental MediaConnect £ F§ Amazon Secrets Manager
 40fa AWS Elemental MediaConvert £ Amazon Secrets Manager
- 40fa AWS Elemental MediaLive £ /8 Amazon Secrets Manager

* fn{a AWS Elemental MediaPackage £ Amazon Secrets Manager
+ 304a AWS Elemental MediaTailor f#8 ) Amazon Secrets Manager

« Amazon EMR %Al £ Secrets Manager

« 504 EventBridge £/ Amazon Secrets Manager
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4047 Amazon Glue DataBrew £ F§ Amazon Secrets Manager

+ Amazon Glue Studio #i{AIf£ A Amazon Secrets Manager

 404A Amazon loT SiteWise £ /8 Amazon Secrets Manager

« Amazon Kendra #0{i# Amazon Secrets Manager

« Amazon Kinesis Video Streams 2 Amazon Secrets Manager

 404A Amazon Launch Wizard £/ Amazon Secrets Manager

« Amazon Lookout for Metrics #1{i £ Amazon Secrets Manager

« Amazon Managed Grafana 20fAIEEFf Amazon Secrets Manager

+ 3048 Amazon Managed Services £/ Amazon Secrets Manager

+ Amazon Managed Streaming for Apache Kafka #01a]# Fl Amazon Secrets Manager
+ Apache Airflow f9i 57 £ E TERE L WA £/ B9 Amazon Secrets Manager

* Amazon Web Services Marketplace

 404A Amazon Migration Hub £ Amazon Secrets Manager

« Amazon Panorama HIAIf£ /A Secrets Manager

« Amazon F{TIHE RS M{AEA Amazon Secrets Manager

3047 Amazon ParallelCluster £ Amazon Secrets Manager

« Amazon Q 1A A Secrets Manager

+ #{alAmazon OpenSearchingestionf f§ Secrets Manager

 404A Amazon OpsWorks for Chef Automate £ Amazon Secrets Manager

« Amazon Quick Suite 20{AIf&£ A Amazon Secrets Manager

« Amazon RDS #faIf£ A Amazon Secrets Manager

« Amazon Redshift #01a] &£ F§ Amazon Secrets Manager

« Amazon Redshift E#)/RET v2

« W5 A SageMaker | HAE AR Amazon Secrets Manager

3047 Amazon Schema Conversion Tool £ Amazon Secrets Manager

« SERA T InfluxDB B9 Amazon Timestream 2 1A A Amazon Secrets Manager

 404a Amazon Toolkit for JetBrains £ Amazon Secrets Manager

« Bn{a] Amazon Transfer Family £/ Amazon Secrets Manager ¥
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Amazon App Runner & —I1 Amazon fRS , ERM T —fRiE, HEBELFXEBENFR , THRAB
RAMBREEITEES Amazon =HF AT BEZEMN Web NARF. BEFEZIFHEAR, REMSEHH
MitERS  CFEEMNENFATAEMNEE Amazon FiR.

£/ App Runner , A A ERI RS I EFMBRSVEEFTFRANEESIANRSHHRETE, B
XEZEER , 55 (Amazon App Runner F R AR ERE) RS ARETEMEERINETE,

Amazon App2Container Z0{AIf£ 1 Amazon Secrets Manager

Amazon App2Container E— R TTLE , AIBPHERANEBEARBEEP OHELY LETH M
AEF , FHEH Amazon ECS., Amazon EKS S & &85 HI= 1T Amazon App Runner,

App2Container £ Secrets Manager X EEA TR I HITENEZIINARFRSI|WEIL , U
FEETZEGS. BXEZELR |, 155 App2Container A IEEHHEE Amazon App2Contain
Amazon er B %4,

A Amazon AppConfig £/ Amazon Secrets Manager

Amazon AppConfig & — Amazon Systems Manager B1A] i T8I, EEBMIREBENAEFEE M
Ihie, BB A2 S FEMEE Secrets Manager FHEIIHEREMHBRBES. HYEBREHERREEX
8t , ATBL%E$R Secrets Manager fERELEZEAIRIER. BXEZEER , iHZH (Amazon AppConfig
AFRER) FHtIEEBRAEEX. BRI Amazon AppConfig 432 FF /8 B ah 2 # ThRER 247
WIES , B2 (Amazon AppConfig AF$ER) H Y S ecrets Manager %1%,

NI 53 204] AppFlow £/ Amazon Secrets Manager

53k AppFlow 2 —IMELEEMNERRS , EEEBERMGEIRS (SaaS ) NARF ( fila
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ENAEFZAZ S TIRBIE,

£ Amazon H AppFlow , Z#&f¥— SaaS MARFEEN R BERE , BROIET —NERE., X
DIEEEE SaaS NABRFAENEE , flUNSARIESIE. AFRSNEB, LD ENEERE
AppFlowfZfi FE 5 B8R HY Secrets Manager £ E & Fappflow. FRFHANZHAE IS ELTHH
FH® AppFlow, BEXEZEE | 52T % AppFlow F 1R AppFlow B SR EIER T
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https://docs.amazonaws.cn/apprunner/latest/dg/env-variable.html
https://docs.amazonaws.cn/apprunner/latest/dg/env-variable-manage.html
https://docs.amazonaws.cn/app2container/latest/UserGuide/manage-secrets.html
https://docs.amazonaws.cn/app2container/latest/UserGuide/manage-secrets.html
https://docs.amazonaws.cn/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-free-form-configurations
https://docs.amazonaws.cn/appconfig/latest/userguide/appconfig-security.html#appconfig-security-secrets-manager-key-rotation
https://docs.amazonaws.cn/appflow/latest/userguide/data-protection.html#encryption-rest
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Amazon AppSync AN ABFFAARRE T —EKX, AI¥ &M GraphQL QO , ATF&HKEZN
SRIREBIE , 2%% Amazon DynamoD Amazon Lambda B #l HTTP, APIs

Amazon AppSync £ Secrets Manager %4 F Y& IEiEEL S RDS M Aurora, BXEZEER
BZH (Amazon AppSync FF A AR ER) HHIEEE . Aurora Serverless,

Amazon Athena A Amazon Secrets Manager

Amazon Athena 2 — R EXEHRS , ILEEEBENEARE SQL B2 # Amazon Simple
Storage Service ( Amazon S3 ) HHIEIE,

Amazon Athena ¥ #ERiE#ES 7 LAY Athena Bx & B THEES Secrets Manager ZR4E S A , M
MEBRKE. BXEZEL , 55 (Amazon Athena AF1ER) FHER Amazon Athena Bx& &
o

MU S Aurora 2 30{RIfE FABY Amazon Secrets Manager

Amazon Aurora  —15 MySQL # PostgreSQL AN T E XWX RBIEESIZ,

EEHE Aurora WERAFEIE , Aurora JLA BRI EBREEZH. BEENRRHAZLZA. Aurora
REBXLEEINEER, BEXEZER , B5H (Amazon Aurora AF1ERE) HHEA Amazon
Aurora 1 Amazon Secrets Manager& B Z5,

BXEM Aurora EIEMEL | HSHE 2IER4.

A Amazon RDS Data API B |, & A LAE Secrets Manager F R4 B BIEENEILE, BEXE
ZER , H5 R (Amazon Aurora FIF#8R) R Aurora Serverless & AP,

£ Amazon RDS Efl{REFREEZIBIEREN , AT LNBIEENEIEFM#E Secrets Manager . B
REZEE |, 2% Amazon RDS AF BTN E R EHRERS.

Al Amazon CodeBuild £/ Amazon Secrets Manager

Amazon CodeBuild R=imT £ EENERK KRS . CodeBuild HiIFERFRAE , STE TR | HEK
HZIBH TH,

BT LAEF Secrets Manager F# A EEMEREILE. BXEZEL , 50 (Amazon CodeBuild A
fE’) CodeBuildFHIFAE EM T K& E Amazon Secrets Manager =4,
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https://docs.amazonaws.cn/appsync/latest/devguide/tutorial-rds-resolvers.html
https://docs.amazonaws.cn/athena/latest/ug/connect-to-a-data-source.html
https://docs.amazonaws.cn/athena/latest/ug/connect-to-a-data-source.html
https://docs.amazonaws.cn//AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.amazonaws.cn//AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/query-editor.html
https://docs.amazonaws.cn/codebuild/latest/userguide/sample-private-registry.html
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Amazon Data Firehose I{AIf£ A Amazon Secrets Manager

B LAE A Amazon Data Firehose fFSERTREABEZGE SRR EHEIR. HERFEZIERE
£ARY , Firehose 2fEIZ1THIM Secrets Manager K RZFALLEEEIBR. BXEZER , H5H (L
S#¥HE Fireh Amazon Secrets Manager ose FF X E15m) FHE AL S# BIE Firehose # 175 175
iFo

#n{a Amazon DataSync £/ Amazon Secrets Manager

Amazon DataSync 2 —MELBEELHARS , IFEL. BaLMINEFE RGN RS ZBHNHIES
o

SRR LFE RS DataSync FERRB A EEBMAMEALIE. DataSync £ Secrets Manager 7%
SRR E6E EIE. B LE B DataSync AARECIER , I REBAENFH. REHEER
fALLHIR aws-datasync FFk. BREFENFEAENILIEN FEAMAS % DataSync, iHZ 1 Amazon
DataSync A FEEHP W RMHEFEVLENEIL,

NI &3 204] DataZone £ Amazon Secrets Manager

Amazon DataZone 2 —THEEERS , TiLENBEHTHE, KU, BE. HEN9H. BT
£ A5k B £ AES AL Amazon Redshift EEHF N RFMNAE PR BIER ™. Amazon Glue JEHZEF
EiEiE D% Redshift , IMEETE Secrets Manager 247 P12 T i# DataZone Fif, HXEZ{E
B |, B2 R IS % DataZone A F SR I T Amazon Glue iE# 7 Amazon Redshift ZiiEFE 62
BIER.

anfal Amazon Direct Connect £ Amazon Secrets Manager

Amazon Direct Connect B33 ¥5 A R LA K R S £ 88 48 15 S8 19 P 3B ) & 85 2 B 4 Amazon Direct
Connect (L&, B LbiER |, B LS AR Q2 AR E DO Amazon Web Services BRS

Amazon Direct Connect FFiE XK EA B MAEZE XK ZHAXN ( CKN/CAK XY ) FEETH I RRVIE
EBHAP, directconnectHENFEAEIEEZ A Amazon Direct Connect, EEFHEHH |
WAEF Amazon Direct Connect i~ 2 Secrets Manager. HXEZ{EE , i5ZAmazon Direct
Connect AR KT a MACsec CKN/CAK 5 LAG x Bk,

#n4a] Amazon Directory Service £/ Amazon Secrets Manager

Amazon Directory Service £t 7 Z#4F Microsoft Active Directory (AD) 5 &b Amazon IRS —
RERNSE, BLEREIEREE Amazon EC2 EHIMALKNE R, BEXEZER , H3H
{Amazon Direct Connect AP #E®) FHUTHE :
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https://docs.amazonaws.cn/firehose/latest/dev/using-secrets-manager.html
https://docs.amazonaws.cn/firehose/latest/dev/using-secrets-manager.html
https://docs.amazonaws.cn/datasync/latest/userguide/location-credentials.html
https://docs.amazonaws.cn/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.amazonaws.cn/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.amazonaws.cn/directconnect/latest/UserGuide/associate-key-lag.html
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* ¥ Linux EC2 L5468 i A YREV 3R AD Amazon & H

« f¥ Linux EC2 SEHIFT4& A #REY AD Connector B &

* ¥f Linux EC2 LfIFE4& in A¥REY Simple AD B 3%

Amazon DocumentDB ( with MongoDB compatibility ) Z{AI £ Amazon
Secrets Manager

Amazon DocumentDB ( 3% MongoDB ) @ R EN X EBIEERS , © X MongoDB IT{EHR
#o. Amazon DocumentDB & Secrets Manager (£ , AIEBREFHNW TR/ ZE , AiEEZ S
HELEIEEE,

Amazon DocumentDB 4 Z 1 |, fFHFME1E Secrets Manager # , AREBEZRHIRE, RIAE
T, Amazon DocumentDB Bt X — X Z4 , EERAUREZSEMS LRI, IBRRIEXK
Amazon DocumentDB &8 , BRI LUEEIZEFF N EE Secrets Manager PV EA P BB, BAX
EZEER , 5% Amazon DocumentDB FF & A G 1ErRF V£ Amazon DocumentDB # Secrets
Manager #{TEBEE,

Al Amazon Elastic Beanstalk £/ Amazon Secrets Manager

& Amazon Elastic BeanstalkB , A LIRIEF BN EE Amazon ZimNARER , MAL T HETX
RN AREFIEMZEN, Elastic Beanstalk A& 4 X Dockerfile A iR #Y AR =5 IR BUZ 2 Docker
BERSK/E 3N Docker S8, N T AR ELEEHEENELEMIRETHMHRIE , Elastic Beanstalk £
FA Secrets Manager %41, BXxEZER , i5Z (Amazon Elastic Beanstalk FF X A R 3g/) #F
B Dockerfii&.

Amazon ¥4 A EREM R E A5 X Amazon Secrets Manager

Amazon Elastic Container Registry (Amazon ECR) Amazon 2—M %%, Ay BEEUENEER
BHEBOEIMES . BRI LA Docker CLI S EEZE FinN 7 FEHENRREG. I TEEEER
Amazon ECR A EEMKRPEFHNRENZN LMK , EXTREBEFREIN. R THEESH
WM LR |, BT Secrets Manager Z4A 7 EiE. & A BAFE Amazon ECR B Secrets
Manager 2% & 8% Secrets Manager 4. EXEZELE , HZH (Amazon ECR AFiEm) #F
B Creating a pull through cache rule,
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ad_connector_seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/simple_ad_seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/single-container-docker-configuration.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/pull-through-cache-creating-rule.html
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Amazon Elastic Container Service (Amazon ECS) R — £ EXNNASBEEERS , AT ERLE
WEPE, EBNYT BASFILNARRF. B LUAIE 5| A Secrets Manager Z A BUBRIKIE X AR ES
BXEZEER , H55H (Amazon Elastic Container Service F & AR #8/) RHLATIRE :

« #F2 : FH Secrets Manager Z4A1E EBURKIE
- BIRARFUAREEARRRED

- BEIRETERREDR

- REAFIEXRRENEY

Amazon ECS FSx X #5& 87 Windows X k%58 % . Amazon ECS £ #f&7E Secrets Manager
ZEA A EIESR I ACSES) B F MM FSx EA T Windows XHRFB|/HI 4R G, BXEZER 1B
S (LE#HEMARRRISTRARER) FHHIE | A FSxFSx T Amazon ECS E#) Windows 3
HRFH|XMHREMA T Windows XHRREES.

BA LB E A B EMEREREDN Secrets Manager ZEAXRGIAZEESHRIEMAT IMERPHNES
8%, Amazon BEXEZELE , 152 (Amazon Elastic Container Service FF &R A RIEF) PHES
WIAEEMKR S HBRIL,

LREEA Amazon ECS Service Connect B , Amazon ECS £ Secrets Manager £ & %40 R124%
Amazon FABIEPBMANN TLS i+, FHEBHANWKATEE Amazon ECS WA+, EEHI
4 | BATER Amazon ECS M3k Secrets Manager. BXxEZER , 55 H (Amazon Elastic
Container Service FF R AR 1EF) FHIZF#F Service Connect B TLS,

NI 5%k 404e] ElastiCache £ A Amazon Secrets Manager

£ |, ElastiCache ZAIAFERAE NETAEMNIFRIES (RBAC) WIIRERRIF &£, EALUTXLERE
IE17f%1E Secrets Manager #, Secrets Manager NiXfhE BN RARMPLEER, BEXEZELR
#H2H Amazon AFIEEH I B3Rk ElastiCache A &3,

1" AWS Elemental Live £/ Amazon Secrets Manager

AWS Elemental Live & —TUKESMUSRARSS , BILLEN I AR SA4E e 2 Stath o

AWS Elemental Live %% ARN M Secrets Manager 3REVE & INZZ4AR %40, Elemental Live
fEAMIM encrypt/decrypt W ZE4R. BEXREZEL , 521 Elemental Live AFIEEF M AWS
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/specifying-sensitive-data-tutorial.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-app-secrets-manager.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-envvar-secrets-manager.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-logconfig.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/wfsx-volumes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/private-auth.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/private-auth.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/service-connect-tls.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.amazonaws.cn/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
https://docs.amazonaws.cn/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
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F, BXEZELR , H5H (AWS Elemental MediaConnect i F#5R) F# Static key encryption in
AWS Elemental MediaConnect,
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A AWS Elemental MediaLive £ Amazon Secrets Manager

AWS Elemental MediaLive & —BISERARS , AILER T BAREAE RO EER B EH, 0
RIEWALRERTH AWS Elemental MediaLive 89 AWS Elemental Link 18 % AWS Elemental
MediaConnect , M| AMEPFBRBEHEERE. BXEZEE , HZH (MediaLive AFERE) #H1R
i& MediaLive 7 AT{E3E 1K,

Al AWS Elemental MediaPackage £ Amazon Secrets Manager
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https://docs.amazonaws.cn/mediaconnect/latest/ug/encryption-static-key.html
https://docs.amazonaws.cn/mediaconnect/latest/ug/encryption-static-key.html
https://docs.amazonaws.cn/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.amazonaws.cn/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.amazonaws.cn/medialive/latest/ug/device-iam-for-medialive.html
https://docs.amazonaws.cn/medialive/latest/ug/device-iam-for-medialive.html
https://docs.amazonaws.cn/mediapackage/latest/ug/setting-up-create-trust-rel-policy-cdn.html
https://docs.amazonaws.cn/mediapackage/latest/ug/setting-up-create-trust-rel-policy-cdn.html
https://docs.amazonaws.cn/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
https://docs.amazonaws.cn/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
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EMR Serverless R TRSBJ[ESTHREUAR LD MBEARFNRE , AKELFRE. 1. R
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https://docs.amazonaws.cn/emr/latest/ReleaseGuide/storing-sensitive-data.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-git-repo-add.html
https://docs.amazonaws.cn/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
https://docs.amazonaws.cn/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-api-destinations.html
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Amazon Kendra 21{a/f£ A Amazon Secrets Manager

Amazon Kendra 2 — IS E BB ERNERRS , TLAFERAERESAENSREREEZRR
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XR2—NIEFER , MREK , EREAIE |, Secrets Manager [ L B 47 #Y OAuth EiE[E
Salesforce # 1T & H B,

£ R

17 Salesforce ZAN B A ERERAFHEER —BHTPNEREH TR , S AUEAEERAZEH
PR EREH#H TR, Amazon Secrets Manager& 7] LAf£ f CreateSecretiil AR 8 2R 240 , H&4A
BEEE LLRFE , Z4AXRFE R SalesforceClientSecret, A LA i RotateSecretfE Y KiZ ERIRELE .
HWRARAEEREEAKEFTE , N EHIFrR-NREEREARD —ZHPNERETRIG , WA BB Z
adminSecretArn ZE%, I | B AFifERotateSecretil A FIREAE ARN |, Ll RS B F R4
FRERNNR. AXNRERBEHN A , BZRAZL AR,

NFEFEA—HEBWEL (FREEEARHAD ) RBEZANERF |, 55 Y Amazon Secrets
Manageriz BEFEAERHATSHRNSRAUBEE A FH. ERotateSecretifl B E A& ZH
FBRRERRTEEPRELEEZHAN ARN,

BIRBEEEIE T Salesforce BHMIES,
Big ID RI¥T k&
WEEFER

AR 2 Secrets Manager A %M BEMNFEL -

{
"hostname": "Host Name",
"refreshToken": "Refresh Token"
}
hostname

XEREEEM BiglD REINENE. BLTMAZHNTLRELSE,
R 5 hE

£ BiglD ##l4HEY ‘B - “HHEE - “EARAF - “ERTE - “RE E£ERH JWT BAF
Rl 37 hE

Big ID ¥ k& 250


https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_CreateSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_RotateSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_RotateSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_RotateSecret.html

Amazon Secrets Manager ArfEm

£ R

YRR LAfE i CreateSecreti AR BI RN M E , HFAESDE LRFER , XA N Big S IDClient
ecret, A LAfE A RotateSecretIUSRIRERIREIE, FEHMIERotateSecret@ A HIREAE ARN
ZABHRSEFHRBZFAMENNIE, EXNBEREBHNRE , HFSREZEMNRE, BEE , LEEN
R T BEFERAUEZE,

Snowflake Z4A X

WREFER

LAF & Secrets Manager Z4Ah 4B EHFER -

{
"account": "Your Account Identifier",
"usexr": "Your user name",
"privateKey": "Your private Key",
"publicKey": "Your public Key",
"passphrase": "Your Passphrase"

}

A

S 4A3 0 WIE<EER Snowflake A&, %M1t Snowflake PF A BB NS REN T
B , HFESTF LA EAZAFPHNIANEE,

K 7=

&K Snowflake Ik FARIRATA TR ERE, X I LUMIRE Snowflake Mk
( .snowflakecomputing.com Z BIHI B ) HIRER

privateKey

BT EHRIEMN PEM & RSA #.45, BEGIN/END #RiZ2iEH,
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LA 2 Snowflake B9 TTHIEFER -

{
"cryptographicAlgorithm": "Your Cryptographic algorithm",
"encryptPrivateKey": "True/False"

}

B EE

(% ) XREATERZRANEE, B LUERE 3 &L : RS256 | RS384|RS512, WFERHN T
RFE , PRI BRINE LN RS256,
encryptPrivateKey

(g ) FRAATEREREBEMEZERLA. MUABERT , BiREN false. MEBEHL RN LK
HYo

fE R

B LAfE A CreateSecret i AR QI REMN 4R , HEAEITIS LRFE , BAXE )

SnowflakeKeyPairAuthentication, B LAf i RotateSecretM Rk BHIREE, B LUBFEEE LR
RENZETBIEFER, BESHERotateSecret@AFRRREAER ARN , ZABMRSIR FRIRZEHAFR
TR, BANEREBHRG , FSRLEFNR, FEE , LEERFNRRTBIEFERTUSR

70
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72NN R

RENBNBIREEECHERZ=ZFNRAEFKFNERRARNR, Amazontik , BRI REEAE
RENFTIENABENE =S NABRFHTRIN AP BA , IHTEREERMBI,

RENINERHEEAM Secrets Manager ZARBE RFBHERN LM E. ZHAEFEAEH KMS ZH#
TRASME  EEHSEFRER TLS #TME, NENHTEEY IAM REMET BIRYREETITER
#. ERAFEFRERANBENBRNAN , EREEMERAEH IAM KEN CMK FEXRM , LiEH
PRI RR AT R AR Zh 2 #R o

NTHERRIEEIZIT , B49E Secrets Manager IR EBEZAE WA NBENR, XLENETI
BREANMNABE , HERZKENRELN, SRUNERACTERESBILIRI , HEXA THRRER
.
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& LB R A VB B T E X Amazon®y IP SEERIR I IP AO B SRS RIR. EC2 I IPSE
EIPRATEELE N , HILENERRIFH A DFN,

Amazon Secrets Managerit 124 T #£#3d Secrets Manager 24l A QB R4 I B EEE B RAFE
M REY IAM SREE MY B S IR R A R, ZABHNNREBREN SN XENESNERSERE,

PR R B Rl

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowRotationAccess",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "*",

"Effect": "Allow",

"Condition": {

"StringEquals": {
"secretsmanager:resource/Type": "SalesforceClientSecret"

"Sid": "AllowPasswordGenerationAccess",

"Action": [
"secretsmanager:GetRandomPassword"

1,

"Resource": "*",

"Effect": "Allow"

—

¥ & . SecretsManager: Resource/Type Al AR AR B P RAIUEER S ERFER KT,

Ny
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "SecretsManagerPrincipalAccess",
"Effect": "Allow",
"Principal": {

"Service": "secretsmanager.amazonaws.com"

.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

3,
"ArnLike": {
"aws:SourceArn": "arn:aws:secretsmanager:us-east-1:111122223333:secret:*"

BT NNIIE A X A THES R

FEE S EBHLZ BT Amazon CloudTrail H &R Amazon CloudWatch IEVRIEME L EH KIRThEE, FIER
PESBIERER , EREEEXRRTY., AMURELIEFPBINEAERNFAEE,

RRIFERETNEILNELEACNRINAENEETER, REERERSFERFEENERR
BXEZRARLKSHERIY , BARSHLETRBARSERSHEKETFRERUEREZR.
HttR BT ge 2MEEERAE, TETHRSEXFRS TRAE. RERRRSSFRERSEME RS
B, URAREHRESTEMLE

AT LB Amazon EERIRITRI, FRIIRMSEMIER CloudWatch, BRI UBISHFEEEE L E
R, UREEARRANIEAEETENEH,

TBANEEH

B LLERFENEN S EREZRATIBIREN NI R, XA LUEE UpdateSecretik 3T BiE KT
o BANIRBIREETIAEHNZAEN T, NRECLAXEFARE T BENRIIZE |, N4
M %@ CancelRotateSecretil HEUE .
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RECMANEEKES XHFRENIAEEH. Amazon Secrets ManagerflETESIFK , HSREK
EERE, REERE LERRNMAE 2 1] EfZE Amazon Secrets Manager

MRAEEM Secrets Manager RIREIZBZ AN EENFEEFRFSENRNBIRZRE , WREZEW
B AIgE . B Secrets Manager A F o Z{AEEMIBHIZF S BESHNEET , BEMART
NEEEE=FNARFRERE, EE out-of-bandEHEEHEINEL , XAEHRABURMIE
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£ Amazon CloudFormation #8612 Amazon Secrets
Manager %4

BT LAE R CloudFormation #4RHH) AWS: :SecretsManager: :Secret &IJRTE CloudFormation
MR AIERE , W SIEBYH BT

ZE 7 Amazon RDS & Aurora t|2EE R 240 , BIEEM AWS: :RDS: :DBCluster HH
ManageMasterUserPassword. A/ , Amazon RDS NiEGIEZAHEERI, BXEZEE | iF
S RERIR,

¥ F Amazon Redshift ;1 Amazon DocumentDB i , i5 & 5 FF Secret Manager 4 R
ZHENEFR , AEFERAISSANZZERPIREAFBNEE , LAEFRKIEENEILE,

ETX , fEA AWS::SecretsManager: :SecretTargetAttachment ®FNEXRBIEE

I 4{E 2R INE Secrets Manager EERBRZANEH. Re , EEAERER , #FEH

AWS: :SecretsManager: :RotationSchedule BRHRBELIHLEIMITR] . BESFHUTRA

« {#F Amazon Redshift {Eiif Bl 2 334H
« {#F Amazon DocumentDB Eiif Bl 2 334

EFRRREMMBEHMWE , EEMA AWS: :SecretsManager: :ResourcePolicy &Ko

B {EH Amazon CloudFormation SIZ & RMNEE , 525 (Amazon CloudFormation A/ 1ER)
R T EERER AR, &t a]LAEH Amazon Cloud Development Kit (Amazon CDK), BXEZE
B |, i35 ® Amazon Secrets Manager 2 fE,

£ A Amazon CloudFormation €2 Amazon Secrets Manager % 4R

RSB E —/NE H CloudFormationCreatedSecret-alb2c3d4e5f6 4R, BIBERTH
) JSON , EF 388 — 1N 2 MNEFNEFE , ZEBERECEZHARERN.

"password": "EXAMPLE-PASSWORD",
"username": "saanvi"
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« AWS: :SecretsManager: :Secret

B X fEH Amazon CloudFormation BIZ&RME LS , 1§50 (Amazon CloudFormation FAF¥EmE)
B 7 AR AR E A AR,

JSON

{
"Resources": {
"CloudFormationCreatedSecret": {
"Type": "AWS::SecretsManager::Secret",
"Properties": {
"Description": "Simple secret created by Amazon CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \'"saanvi\"}",
"GenerateStringKey": "password",
"PasswordLength": 32
}
}
}
}
}
YAML
Resources:

CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by Amazon CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32
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B B3 % Amazon Secrets Manager %48 , RAEEH
Amazon CloudFormation €12 Amazon RDS MySQL ##E = 3541

E Amazon RDS = Aurora BIZEE R B4 , BIUEFEA ManageMasterUserPassword , 4l
AWS: :RDS: :DBCluster HFHIRHIN EZHE B Secrets Manager Z4AFT R, A5 , Amazon RDS
NIEQBRFAHEERIR, BXEZEER , B5H RERIR,

#12 Amazon Secrets Manager %48 , ARG EH Amazon
CloudFormation #13 Amazon Redshift ££&#

=} Amazon Redshift SI2EE Z 240 , RAIVBUEMER AWS: :Redshift::Cluster M
AWS: :RedshiftServerless: :Namespace EHIRHI,

£/# Amazon Secrets Manager %48 , A/ Amazon
CloudFormation /2 Amazon DocumentDB 24

WRBIFoIE - MR HERAZREFNEIEENAF B , 212 —1 Amazon DocumentDB 3
fil, ZHEACHMATIREETUFRBHANET RIRNRE, ZERE TN RIREBUER 012
Lambda #IREH , HEREZRENDBERANESAE —XLSF 8:00 F 10:00 2B Bz %, EAR
EHREXR |, Z=HILTF Amazon VPC H,

B RBIFFELT CloudFormation IR A F Secrets Manager :

« AWS: :SecretsManager: :Secret

« AWS: :SecretsManager::SecretTargetAttachment

 AWS::SecretsManager: :RotationSchedule

B X fEH Amazon CloudFormation 812 & REHNEE , 152 @ (Amazon CloudFormation FiFIERE)
B T FEE AR E AL AR,

JSON

"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS::SecretsManager-2020-07-23",
"Resources":{
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"TestVPC": {
"Type":"AWS::EC2::VPC",
"Properties":{

"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames":true,
"EnableDnsSupport":true

I
"TestSubnet@1":{
"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.96.0/19",
"AvailabilityZone":{
"Fn::Select":[
"o,
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

iy
"VpcId":{
"Ref":"TestVPC"

iy
"TestSubnet02":{

"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone": {
"Fn::Select":[
nyn
{
"Fn::GetAZs": {
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

JSON
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}

iy
"SecretsManagerVPCEndpoint": {

"Type":"AWS::EC2::VPCEndpoint",
"Properties":{
"SubnetIds":[

{
"Ref":"TestSubnetol"
},
{
"Ref":"TestSubnet2"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",
"ServiceName": {
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
},
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

},

"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{

"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ssIl\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"
I
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"
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I
"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{
"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"
I

"MasterUsername": {

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :username}}"
iy

"MasterUserPassword":{

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :password}}"

1,
"VpcSecurityGroupIds":[
{
"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"
]
}
]

I
"DocDBInstance":{
"Type":"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.1large"

1,

"MyDBSubnetGroup": {
"Type":"AWS: :DocDB: :DBSubnetGroup",
"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{

"Ref":"TestSubnet0l1"

JSON
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}I
{

"Ref":"TestSubnetd2"

3,
"SecretDocDBClusterAttachment": {
"Type":"AWS: :SecretsManager: :SecretTargetAttachment",
"Properties":{
"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

},

"TargetType":"AWS: :DocDB: :DBCluster"

1,

"MySecretRotationSchedule":{
"Type":"AWS: :SecretsManager: :RotationSchedule",
"DependsOn":"SecretDocDBClusterAttachment",
"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda":{
"RotationType":"MongoDBSingleUser",
"RotationLambdaName" : "MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join": [

n n
’ ’

L

"Ref":"TestSubnetol"
1,

{
"Ref":"TestSubnet02"
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}
]
]
}
},
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
}
}
}
}
YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet0l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone: !Select
-0
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone: !Select
]
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
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SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
SubnetIds:
- IRef TestSubnet0l
- IRef TestSubnet02
SecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
VpcEndpointType: Interface
ServiceName: !Sub com.amazonaws.${AWS::Region}.secretsmanager
PrivateDnsEnabled: true
VpcId: !Ref TestVPC
MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager::Secret
Properties:
GenerateSecretString:
SecretStringTemplate: '{"username": "someadmin",b'ssl": true}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: '"@/\'
Tags:
- Key: AppName
Value: MyApp
MyDocDBCluster:
Type: AWS: :DocDB::DBCluster
Properties:
DBSubnetGroupName: !Ref MyDBSubnetGroup
MasterUsername: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}::username}}"
MasterUserPassword: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"
VpcSecurityGroupIds:
- lGetAtt TestVPC.DefaultSecurityGroup
DocDBInstance:
Type: AWS::DocDB::DBInstance
Properties:
DBClusterIdentifier: !Ref MyDocDBCluster
DBInstanceClass: db.r5.large

MyDBSubnetGroup:
Type: AWS: :DocDB: :DBSubnetGroup
Properties:
DBSubnetGroupDescription: ''
SubnetIds:

- IRef TestSubnet0dl

YAML
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- IRef TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
TargetId: !Ref MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule
DependsOn: SecretDocDBClusterAttachment

Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
HostedRotationLambda:

RotationType: MongoDBSingleUser

RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds: !GetAtt TestVPC.DefaultSecurityGroup
VpcSubnetIds: !Join

- 1 1
’

- - IRef TestSubnetdl
- IRef TestSubnet02
RotationRules:
Duration: 2h
ScheduleExpression: cron(@ 8 1 * ? *)

Secrets Manager #{a[{£  Amazon CloudFormation
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"source": ["aws.secretsmanager"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {
"eventSource": ['"secretsmanager.amazonaws.com"],
"eventName": ["DeleteResourcePolicy", "PutResourcePolicy", "RotateSecret",
"TagResource", "UntagResource", "UpdateSecret"],
"responseElements": {
"arn": ["arn:aws:secretsmanager:us-west-2:012345678901:secret:mySecret-
alb2c3"]
}

}
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}
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d. 1%#F Create Filter,
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- EREHEHAFHN Amazon SNS £B | FEERHEYR , ARBATFETNEH. T
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& LAMEF Amazon Config SRiIHEEHNZ4 |, LEBECIREFELENIRE, B LUER Amazon
Config M NIE X ZAN AL L MEMEER, Amazon Config Z G E AT LR BI T & 185 N 1Y 37
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PAXRBIRSERHITHER,
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«  ¥&HR Evaluating your resources with Amazon Config rules B EI 3 BAB1TIRVE , HFMELTHN it
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+ secretsmanager-secret-unused —RERBEEEENKENGNE T E4H,

« secretsmanager-using-cmk — EREHA T Amazon EEXZE aws/
secretsmanager k2 EMA T ETE Amazon KMS FE|ZMNEFREERAXNZARIT T N,

« secretsmanager-rotation-enabled-check — RER A NEME Secrets Manager HHY
FEATE T R,

+ secretsmanager-scheduled-rotation-success-check— & ERXRKINEBHRERE

BENERIMER, RENREMENER,
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% {CloudWatch FAF1ERE) Y OIZENK S S B LUSETEH Amazon 28 A,

BIERRAR S —FIEER Amazon RARERN. BREZER , F5H (Amazon KAEEMFE

) ## Detecting unusual spend with Amazon Cost Anomaly Detection.
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B % Amazon Secrets Manager E{RIEE. , i5Z[H the section called “EH",
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B, MRBIRRANEBEELLNRIBE TN HBERMR LR, W, GuardDuty N EE R |,
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EH M UE Amazon Secrets Manager

BEFEH Secrets Manager VS RERR T ENBENRRBE. RATNEABHRURERANE
BFEM. Amazon R T AT RIFERABISZIEHME -

- ZEMEEHAMREANEFZEMHEENEREANER - XERFEEITILTRIZER , #

R THE Amazon ERBETREMMENENEEEN SR,

HIPAA Z25E8MRMA RS — AR BHER T 2B WAEAR Amazon IZRFE HIPAA FRAER
RRRERF

- ERAERF — W TEENERmETRER TERENTLANRELX,

Amazon Config 1 HREEFESHEBRE. TULEMMEANER. BXESZER , 55H the
section called “YSIZZ4AN S M,

« Amazon Security Hub CSPMiEf#t T BN L& RSN LEME Amazon , AIFEBEREHCSREH

ERETUIREMRETE, BX<EH Security Hub CSPM ¥#1# Secrets Manager ®RHER |, &
2@ Amazon Security Hub CSPM A F{EEF B Amazon Secrets Manager #24,

IAM Access Analyzer £ 7 A FABEAEIGE ZHN KR , SERBPHRHEQG, BXEZE
B | &5 RE A Access Analyzer T 17 8] I R o

« Amazon Systems Manager 1 Secrets Manager 2t 7 HiE LT F M. BRESZEL | ES

Bi& B F Secrets Manager B9 Systems Manager B3{tiz1TFMHSE.,

B LAE R TEE = E1T#RE Amazon Artifacte BEXEZEER |, HSHEHPM “T#H ks Amazon
Artifact,

BIEIRAE

Amazon Secrets Manager E&A A THRAENTIT |, HEFERBEMNMEIAUR , BN EHNERRS
EN—F5.

HIPAA — Amazon 2§ AH (BERARRBRBETEZER) (HIPAA) £AtRI, FHEZF Amazon
Secrets Manager I RFSHIPAAR&E RS, MREEZIT 7 A £ (BAA) Amazon , T AT
£/ Secrets Manager KRB EIHER S HIPAA FRERNNARF. Amazon HEXBH —F 7 1M
FNAREEENEMEENEFEHRT —HLL HIPAA Amazon NERWHE R, BXEZELR | iF
S8 HIPAA &#11%,

PClI 2544 — Amazon Secrets Manager i B RFRMEEE B 1 BWXAF-F1TU (PCl) BITFL LR
# (DSS) 3.2 IREMIAIE. A Amazon = mMRS 7. LEBEIRRAFFABENEFATNES
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https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://docs.amazonaws.cn/securityhub/latest/userguide/secretsmanager-controls.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-preview-access-apis.html
https://docs.amazonaws.cn/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
https://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/hipaa-compliance/

Amazon Secrets Manager ArfEm

EBHCOHK PCIDSS MM IAER £ Amazon Secrets Manager . H< PCIDSS WEZEER , 2
B ERE PCI Compliance Package B &EIZ , 1§55 Amazon PCI DSS 5 1 4.

* 1SO — Amazon Secrets Manager 2 X252 ISO/IEC 27001, 270 ISO/IEC 17, 2 ISO/IEC 7018
F11SO 9001 WEMINE. BXREZELR , H5H 1SO 27001, 1SO 27017, 1SO 27018, SO
9001,

« AICPASOC - REFH LS (SOC ) MERMIUME=FKERE , A TR Secrets Manager
IASEI KRB EA RSN B R, XERENENRBHENENFITM THRANZFEENSHAMLEM
EBIH Amazon #2HiEE. BXEZEER , 52 H SOC 2,

« FedRAMP - BXFX e ERNEE 1T ( FedRAMP ) E—IMBFEEMN TR , SiRE—FirtElLs
ERNEFRNERSHTLREEITN, BRURFLEERE, FedRAMPITXIE 7 AR SS Fth X 124 Id
RN, AR East/West BIFF = GovCloud S E#IE. BXEZEE , HSH FedRAMP

- EfER — EBAER (DoD) =it E L2 ERIER (SRG) W=RS IR (CSPs) 121 T HrE LBy iF(E
BORE , LREETHNIGRN , LEMIIEBENETEFRUEERS. BEXESER , F5H
DoD SRG ®&i&.

« IRAP - BEEEZEFMEER TR (IRAP) |, BAFTBREFEBRIIELSNEFEERE
B , HEEESNREER , FERARNIMERLHOEEN CRAFLBFMEEREFM)
(ISM)HIEXR (ACSC ), BXEZEE , BZH IRAP &R,

« OSPAR — Amazon Web Services (Amazon) 3X18 7T A BRFIBMUEW FitkE (OSPAR) AL,
Amazon S IFEAETIHHS (ABS ) B {ANBRFREFESBRNEFIER) (ABSEM ) REF
—¥ , XAEFRE , 4] Amazon O FHEEHMEERBEIZTULNZRFREFRENSH
B, BXEZEER , 5 R OSPAR &R
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https://www.amazonaws.cn/compliance/pci-dss-level-1-faqs/
https://www.amazonaws.cn/compliance/iso-27001-faqs/
https://www.amazonaws.cn/compliance/iso-27017-faqs/
https://www.amazonaws.cn/compliance/iso-27018-faqs/
https://www.amazonaws.cn/compliance/iso-9001-faqs/
https://www.amazonaws.cn/compliance/iso-9001-faqs/
https://www.amazonaws.cn/compliance/soc-faqs/
https://www.amazonaws.cn/compliance/fedramp/
https://www.amazonaws.cn/compliance/fedramp/
https://www.amazonaws.cn/compliance/dod/
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Z 4™ Amazon Secrets Manager

Z2MAmazonBREHR 2B, fENAmazonEF , BAUZRTENREASHZLBRBRBEALANER
T A5 22 B 20RO M P 4R 2R 4

EMEAmazonHEABLR 2 TE, REHABEEREBERNCZNEZLENETHNREMY !

« Z&%E — Amazon ERIPEAmazon=H iz TAmazon RS EMZEN ., Amazonik Jy BB AT
DLz ERNERS. EN Amazon EMHEITRIN—BD , BEZHFFZALNERFMNXMEB RS 4
NEXRE, BETHEANEMITRIAMazon Secrets Manager , 2R ZEMITRIR 2 HISEE A #Y

AmazonfR% .

« DIREE — BHAmazon RS REENTE. EEFENHMERREAR , TRENBIEN BB,
BN RINERURERBREREN,

EXEZRR , HSREL M - Amazon Well-Architected 28,

FH

« FRAKAEF 174 Amazon Secrets ManagerZ48Amazon CLIFY X &
« WEHEIEF G EIEE] Amazon Secrets Manager

« Amazon Secrets Manager I EIER

« PRI INZ MR Amazon Secrets Manager

» Amazon Secrets Manager PR EMIZEZ £ M

+ {# Amazon Secrets Manager VPC £ ixTi &
- A IAM R E API 3[R

« Amazon Secrets Manager FHX & B

- ERF LS

B& K {6 I 176 Amazon Secrets ManagerZ4f Amazon CLIEY X B&

LR A Amazon Command Line Interface (Amazon CLI) 8 flAmazonigtErt , (REBEHE G D IHRT
BMAXLERS, Hlm, RALER Windows fi B iIRRAF® Windows PowerShell , & £/ Bash = Z
shell &, HFWRZH S Shell BEEERE ITEMENINEE, EEMATELFERZINEETIEN
=4, Bl , ERXZE Shell F , B LFERA LA RBREEREMANDG T, TRAFRZRPHXENT

F& 1K {8 A /71 Amazon Secrets ManagerZ43Amazon CLI#I X & 282


https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/welcome.html
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AATRLSFARTHLIERIE, B, EREIENEMXARFUTRARLAENG TSR, X
LSHEEFDEESRIEMITES . N TREBIERXR  FHRAKTUATIR

- EBEIFIHENARLIEEBIEITEN.
- HERBEATFERTBEANEHEXARER.
« 4% Shell RZBHHERF (MREEEAEPZ— ) TRERRBANSD T,

- ER—Y5ERIE Shell P THLRBZARBIRAS . ST RAEIE 88 I0AHF 28 3T A ST B ST 3
B, RIEFHZ U 1Ei% 45 Amazon Secrets Managerfn & H M B85 8RZ XX . X EWKE B Shell
LB FT 2R ZH IR,

T REERERM Linux a5 S (BEH shell JEEEERERRNGT ) -

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword/D
# Everything the user types from this point up to the CTRL-D (~D) is saved in

the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter

from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

.

EIRXERTE  EERARLNE TR B TALERABRFT2EERA—THREIEANS.

/A Important
FRINBER T , FRETE Windows FRERIXERAR , BRIEL a5 T 71 L 10 FB F o XA/ R/N
A1,

£ Windows SR RTHEN 1 ZTHTRE 1 X TWALIERKEHFKX

1. UEERASHTASSRIM (UEBERFMET) .
2. EREELANER , RREEREMX.

R 1K1 Fl 12 Amazon Secrets ManagerZ4AAmazon CLI#I X & 283
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3. ERIEDFL , FEARXKDPNBPXBITREN 1, AFEFEE,
4. BREVPRATHERBEFTLLEZPHGSHN , FEEREZGTTEEHBAS &5, filw

echo.

XA ARG R BB R T,

3t F Windows S SR RAFIATR |, IRATLA T #1ZSysInternals SDelete TE | REFEREXLUTFUTABH

DA
ApT .

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORDAZ

# Everything the user types from this point up to the CTRL-Z (AZ) is saved in the
file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from
the contents of the file
C:\> sdelete secret.txt
# The file is destroyed so it can no longer be accessed.

iy B 475 iF M5 842 %] Amazon Secrets Manager

Secrets Manager i Amazon Identity and Access Management (IAM) SRR Z4B M5 RIARBR, 1AM 1B
HT EHARIEFIGEES, FHRIERIANABERNEMB., Secrets Manager FHZEE., HRIBHAZT R
HENZESMHRIE (MFA) SEXRRIUIEAF &4, BESHEFAmazon, HRZEFHEEIEREM
AN AT BEXT FEAE Amazon RIFRMITIRIE. Secrets Manager i F 5% B Sk XE S i B A5 0] R L %
R, AR S5 A X LR RINITHLERME, SH 1AM P EY R FIPR

F&

- BIXBRZS#E Amazon Secrets Manager
« Secrets Manager B A X R

- HEZANNR
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https://docs.microsoft.com/en-us/sysinternals/downloads/sdelete
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
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+ Lambda %3k B ¥R A IR

o BBANR

o

- ET SRR

- ETRRIER

- FAETEMNTHERRES (ABAC ) #ZEIX ZHARI R

+ AmazonfI L& KB Amazon Secrets Manager

« BEHE AR EREIAmazon Secrets Managerfi &

« MEfIK F 15 Rl Amazon Secrets Manager# 4R

« ARG T E 2 4R

HI X PRSZE Amazon Secrets Manager

Secrets Manager X RS & Al £ RS BN SE H Y Actions, resources, and condition keys for
Amazon Secrets Manager R %,

Secrets Manager B2 G X [R

MR ERF Secrets Manager BEE AR , HRIE A D0 BR IAM 5 40X BRF T FIKBEHE1TIRE -

» SecretsManagerReadWrite

* |AMFullAccess

BINBWEFEQRAAFPRTEEANR. REXHAFUUNENEERERYN , BB ARBRMENN
BR (IAMFullAccess) 2R F R EERAAFPHEENIR,

177 7] 23 45 R A BR

BERA IAM R, SRR EBRLE R P RS ARG RSN ZH, RERRMBEHER T B AT B
X R L B IR AT MR LE R, FRATIA -

« the section called “E T &4 H K"
« the section called “EF &R K"
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_awssecretsmanager.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awssecretsmanager.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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Lambda % ¥ B E IR

Secrets Manager £ FlAmazon LambdaB Bk %40, Lambda KBS E G BREAURZPAITE
ERNBEFES RS ERER. HSFELRE,

hnER# e PR

Secrets Manager £ | Amazon Key Management Service (Amazon KMS) Z34A XJ 23 £A 3 17 0
%o, Amazon REX Z4aws/secretsmanager B3I EFERHNR, WREFEATEN KMS &
A , Secrets Manager EEXZZ AR, 1HZHthe section called “KMS ZEARIIXFR",

£ FIPR

BEMEA IAM XRKRE |, B R FIHL AP HRS I UNENZASFH B EMXE, ESMthe
section called “By L E #l”,

ET B eV RE

STRERHME AV 56, B Araffe, EETSH0RRS | LEERSHTNGAD
ETHANRES D TANBARTRLRIE, EXESEL , BSEBNABE AV 55T,

FU U EARREMRSPORARFIAFNACRFNR. Hla0 , £ Amazon EC2 k4l LiZ1THI R
FARFUREEETRREE, EUEM N EC2 2B B 4N IAM A€ | REFEANERE
AZAERFHRAISERFEFELIPNZANNE. BXEZEL , BEHAEH IAM A€ EE Amazon
EC2 4l EETHNARFRE FINRE. B LAMinE G kS 23F Amazon Redshift, Amazon
Lambda 1 Amazon ECS,

B3R A LUBIE BR IAM AN HM S B RERIENAFR TR, a0, B IAM Ae56EH
Amazon Cognito B2FMBINAEFAF XK, ACONAEFRTEEA N IER PR IEAT
EiE. A, EALUEANRRER FHAGNBANGRNER, BEXELSER , TSRS HREEFEK
S H5HRIL,

R TERET B DRI REER

- BFNSANBHAN S0 ENR,
o PREIERE AR AGIE AR, WA B A R e R B
- BF IAM AXZAN B ENR,

~
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/redshift/latest/dg/c-getting-started-using-spectrum.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-permissions.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-permissions.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html

Amazon Secrets Manager A e
« R REENHMEERNRR

o R EEA#EEN ABRANNR

- Rl HHEXR -ARAENNR

- il BEAF

- R BIEEARNRER

o« =l ;B4R EAmMazon KMSZEA R INEBHL

M RREANHEENNR

ERTRERAEHNR , BRI RBEH NI ZARS M L. EFDBECANKERE  BFSHE
THRHRBENE T RIFHN R, BXMNAMMEEAEE , BS5 the section called “E T HIRHE
B&” # the section called “BEF F KK,

HEBEFLERTX IAM AR HRINRRN |, W REIEEER. ERFEMLE API BRAPRR—AHARZH
R , &S the section called “/RHl : #tEK TR —HRFBEHNINE,

Example SREUEAE - B X EE R R4 MR Z4H

MRERFFEENRANBABITINE | W AT BB AT REE M IS & 40 KR FIREZ B A5 R
PR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName-
AbCdETF"
},

{
"Effect": "Allow",

"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/key-id"

1
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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}

A RERAE RN A B AR
Example SEUFI iR — N2 4R
B UTREH MBS 4 |, TR TR RR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,
"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdEf"

}
1

T~ tER R A FAENNER
Example #t2i5=E— A %47

FBA OB AT R B M B F 4R BFEMALE AP AAPRR —ERBHIHRINER. ZF
BBRE TIEAS , RtEMEHERATEHME SecretARNISecretARNZ , ffi] B R BER
FSecretARN3, MIBEMNZRH. MRBAAEEHLLE AP FHH B REMBIE | N Secrets
Manager FFR&REE(]l,. BEXEZEE , S MBatchGetSecretValue, o

JSON

{
"Version":"2012-10-17",
"Statement": [

ETBMHHERRE 288


https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
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{
"Effect": "Allow",

"Action": [
"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"

]I

"Resource": "*"

}I

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": [

"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretNamel-AbCdEF",
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName2-AbCdEf",
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName3-AbCdEf"

1

o d o

R~ BERF

BRI ERABREFERETETIR —4HE.

Example 17 B 382 F R FF B Z A

DTRBERFRRBME “TestEnv,/ LB ZHANR,

JSON

{
"Version'":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:TestEnv/*"
}
}

ET 085w
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Example 13 [RIFT R Z AR TR HE

AT &RBE#Z T DescribeSecret FMMNPEF LN List : ListSecrets
ListSecretVersionIds,.

JSON

{

"Version":"2012-10-17",

"Statement": {

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"

1,

"Resource": "*"

}

}

Example PTELZ34A & R

LT RBEIR B IR FRAMNFTE Secrets Manager IR, EFHIZEKRE , 1§31 the section called “&
TS HRE

ELBRFEAEN , TMEDFEXE, K/ ID, IZRSEHFBERA (?) HE—EXRERENENER,
MR Z4A B ARN, Secrets Manager &5/ NFENLFZRFH IR B4R B FRERN ARN B9 —E8%
Rt @B AEA L BERAFRCEXEFRF, WMRFEA "another_secret_name-*" &% , Secrets
Manager ™Y EELEE 6 MNEVZRFNTAHE , MBAXEEE "another_secret_name-
<anything-here>alb2c3",

EEZEWHNRBETFLAHTFENRH, BEIE , RNBRBEAHAUERESHRERCIE , BIE6
NERFRERL , APt B REFZANNR,

JSON

"Version":"2012-10-17",
"Statement": [
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{

"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": [
"arn:aws:secretsmanager:us-
east-1:123456789012:secret:a_specific_secret_name-alb2c3",
"arn:aws:secretsmanager:us-

1

Tl - BIEZEARINPR
EFAFPEFNRIEZRS , BRNBWUEENREBMEIAFFREN IAM A, B35 1AM AP 4,
Example #7224

UTRERTOUERANETZATRNNR, BERAIZEKE , HSH the section called “EF S
KB

JSON

{
"Version":"2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ListSecrets"

]I

"Resource": "*"

}
]
}
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Bl ;3B 48E F 45 E Amazon KMSZ4A SR I H1 28

/A Important

EEGEEFEETEERRRS  RIMNBVEEAZARBRZAR FRRFGENR. BXEZ
£8 , B2 (Amazon Key Management Service FF X A R$ER) F Y Authentication and
access control for Amazon KMS,

Example fE4Amazonit & #4f aws/secretsmanager

AN RBEIE4E FERARBEBSEFH ZH. Amazon BE X4 aws/secretsmanager b REEERFEH
EFEFERRBARNERA. ZEXBIERFRED

1. B—KBQELEAEREFR RPN ERAmazon TE X F4Haws/secretsmanager, Sid:
"RequireCustomerManagedKeysOnSecrets"

2. BEZRBAELAUETTE KMS RANFAMER , EH Secrets Manager &ERIAEFHAmazon

FE X F4Haws/secretsmanager, Sid: "RequireKmsKeyIdParameterOnCreate"

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "RequireCustomerManagedKeysOnSecrets",
"Effect": "Deny",
"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret"
1,
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"secretsmanager:KmsKeyAxrn": "<key_ARN_of_the_AWS_managed_key>"
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"Sid": "RequireKmsKeyIdParametexrOnCreate",
"Effect": "Deny",
"Action": "secretsmanager:CreateSecret",
"Resource": "*",
"Condition": {

"Null": {

"secretsmanager:KmsKeyArn": "true"

}

}

BT HIRA KRB

EETRFORES , BUHEER TG RIZBRE , LRI AN ZARITHERE, EUERE
TRIRRRER

s NENMAFHABRTENZANTENR,

« AEMAmazonIK S R AFHABR T RNER.

LURFETRREN R BRSSP AR |, Secrets Manager £/ Bz # 3 5|2 Zelkova # API
ValidateResourcePolicy , BFILEE & IAM ZREARFI BN ZANHRINER, St @A
AR E CLI 5 SDK BlockPublicPolicy S## PutResourcePolicy API,

/A Important
FIREREWUEA BlockPublicPolicy S¥uiid fE Ll A E 52 B AN E S8 09 22 47 19 32 TR SR B& 1%
FAHRFRENR , REBRFENER. BRTHEAXLEIEZN  CEFAREUTERRE |, X
BINEMNFTEF LB HRNER :
. KENZEIRBKAmazonZEFEA ( flin , IAM A& ) WET BB HKEE

o HEINEIRERFE IR E T Amazon BRI KEE ( HlE , Amazon Key Management
Service(Amazon KMS) %48 )

EEEXNENFANNR , HS00 BEEBNRE RGN BH,
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EBE. EXIMERBANTRER (2F45 )

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/.
2. MEBHIRL  ERENER,
3. HARPFAGEENEE , EHRETMFHNERENRIS F |, EEREEHENR,
4. ERBFRD , JITUTEREZ— , RARERRT :
- EMMSUSRIREKR | WA XK,
- ERIBRXR , FRABFER,

Amazon CLI
Example & 3R % R SR B

LAF get-resource-policy R ZRMMEIZANE T EIRNKEE,

aws secretsmanager get-resource-policy \
--secret-id MyTestSecret

Example il BR %% R 58 B

LA delete-resource-policy RGIHR BRI MNEIZ A B TR IRA KB

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example 781088 R 3K B

BAF put-resource-policy RN EBRARMNBEERE , BAREZRBREETRENZBHN
ZHERR, ZERBENXHEFEREN. BXESEER , 825 (Amazon CLIAFERE) FHMIH
hn#E Amazon CLIZ ¥,

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json WA :
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https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/get-resource-policy.html
https://docs.amazonaws.cn//cli/latest/reference/secretsmanager/delete-resource-policy.html
https://docs.amazonaws.cn//cli/latest/reference/secretsmanager/put-resource-policy.html
https://docs.amazonaws.cn//cli/latest/userguide/cli-usage-parameters-file.html
https://docs.amazonaws.cn//cli/latest/userguide/cli-usage-parameters-file.html
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
AmazonSDK

ERRM MBI ZAN K , iBEMA GetResourcePolicy,

EMIBRET INEI ARV KB , 1B EH DeleteResourcePolicyo,

BTG ERREH IR 2R4R |, EEA PutResourcePolicy, WIRBEZMINT R
B, REEAAENIL JSON R, ESH JSON FKBE SIS,

=l
dp

SFHBRNTE

\

EXEZEER |, i3 the section called “AmazonSDKs”,
Al

Pl

- =l REENHMEENNR
« =4l : RXBRF VPCs

« =Bl RSEHE

™ R RENDURENR

ERTFREZAENNR , B LUGREHM MBI ZARSH L. ERBRECANREERE  FSHE
T EMHREMNE T RRNRE, BXUMHMNEKEHNER , 15 the section called “E T &IRAI K
B&” # the section called “BEF F B A KM,
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies-introduction
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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HEBFZERZMNAFPRACKRFENFANTRNRN |, LREEEERH. ERFEMLE APIBAA
PR E—AMBRINIE , FS M the section called “R4l : #tEH FE —HBRBEBEHNE

Example $2E — N2 4R
B LA T RS NEI 4R | RATBAR F R 4AR 17 RN PR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:xr0le/EC2RoleToAccessSecrets"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

T~ XPBRA VPCs

MRIEEERE VPC AEBIGIE Secrets Manager , & A LUE S EXBRKIE P2 E R M4 KR Secrets
Manager B9iERk B VPC, BXEZEER , BZHFER VPC ik K &R HliE R Mthe section called
“VPC ¥% & ( Amazon PrivateLink ) 7o

BEARMNEMAmazon RSB ZHNERBRE VPC , BN L RKEEFIEL MG,
Example E3RiERiEiT VPC i

TR AR EERET VPC % R AT 1T Secrets Manager #4E
vpce-1234a5678b9012c,

JSON

{
"Id": "example-policy-1",
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RAriEmE

"Version":"2012-10-17",

"Statement": [
{

"Sid": "RestrictGetSecretValueoperation",

"Effect": "Deny",
"Principal": "*",

"Action": "secretsmanager:GetSecretValue",

"Resource": "*",
"Condition": {

"StringNotEquals": {
"aws :sourceVpce": "vpce-12345678"

o d o

Example E3RiE3RkK B VPC

LT ROIBARERVRE vpc-12345678 W B RIEMERERA. WA , AEEFERKAT

vpc-2b2b2b2b BY , ZRET AT FER LR ZANMZEENEE. R

o

70N

FF, BERE-/REN VPC URHEERE , N RS A LR R,

JSON
{
"Id": "example-policy-2",
"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",
"Principal": "*",
"Action": [

"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:

Create*",
Put*",
Update*",
Delete*",
Restore*",
RotateSecret",
CancelRotate*",

E— VPC HE{TR AR

ETRIRE KRS
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"'secretsmanager:TagResource",
"secretsmanager:UntagResource"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-12345678"

}
}
}I
{
"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",
"Effect": "Deny",
"Principal": "*",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"
}
}
}
]
}

| RS E &

R NS A Z AN B IR R BB Amazon RS EHEA |, BRABWEER aws: SourceArn #l aw s:
SourceAccount £R& M4 F, XHBERRMNS —I Amazon kS &% 2| Secrets Manager Bt , ARN
MKFEFLSTEERNLETXH, XHFHNEESBE TEENEERERR,

MRRFEARN BEARABRRBEFTATFFEANER , MTEEE aws:SourceArn FHEBHNEDFERHZ
%R ARN ., HEMA aws:SourceAccount &8, EXESZER |, HSH IAM ER,

ERMENBNRER , REEZERABETHEZREA , BELEAMazon REFEFEE. AXRBFERE
MBI RAN T RRBAER |, FS RS,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-services
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_iam-quotas.html#reference_iam-quotas-names
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Example 7V IRS £ A BRSS E4 5 7] % 4R

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"s3.amazonaws.com"

]
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:s3::123456789012:*"
},

"StringEquals": {
"aws:sourceAccount": "123456789012"
}
}

o d o

ERE TR AT R RZS] ( ABAC ) 2 HIX BRI 5 R

E?EHE’JEI‘MXFE?“%I | (ABAC ) 2 —FRMNKEE , ©RIFEA/. BEIIRE (HIWERT, WSEI
ARELMERERNEMRER ) HEEIFERELURR, EFAmazon , XEEEHNIRE,

{5 FAPR 42 A PR BRIE iﬁ'&ﬂﬁ%iﬁqﬂ#ﬁﬁﬁﬁ HAERBEETSEDAER T TR A

Bh, ABAC MNIREZITHFF[ITMAEH , XEREAFNNARFNBENHEURATNRIEXES
BEXBRTHLETXRZATRE, 1’§|JZIEI : ZIEI%FHF'EE&%BH , MiFENREBEEE |, MAFEEFHIN
[REFRFACG. BEXESER , B5H : ABAC B LM Amazon ? |, RIFEIFZTE L7 R A HIR
BR. , REERA®TE IAM F#508 ABAC X B Secrets Manager B ERER.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://www.amazonaws.cn/blogs/security/scale-your-authorization-needs-for-secrets-manager-using-abac-with-iam-identity-center/
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R~ AT EGITERESRERSN LR

AT RBE fiFDescribeSecretifBl# B Z4AServerName MIEM R EM W ZEServerABC, RISt
R MBIENG G , NZBEENF RS PHEIZRSHEAZH,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret",
"Resource": "*",
"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName": "ServerABC"
}
}
}
}

R RAW GRS BHANIRECE N & 4

LA SR AV P R B X K P R B89 AccessProject W& 54K AccessProject ¥
SEEHRENEMZHAESR GetSecretValue HENER,

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
}I
"Condition": {
"StringEquals": {
"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
},
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"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}

}

AmazonB FEE R B Amazon Secrets Manager

AmazonEE XK ERVNEMEER IR KBAMazon, Amazonit BRI EENIFZE N A HIIR N
IR, UMERAIHFHBAIAF, ANARSENR,

FHiCE , AmazonEERBE AT N ENREA SR TFRENRXR , BRI HAEAmazonE
FEER. BRNBUWENSEFE TEARMNE S SR RERE-DBDNR,

BT EE WAMazonFEE R E NN, MEREAMazonEFHAmazonIEEREHENWNER , NE
FEEMZERBARBENATEZERASH (AR, ANAR ), AmazonZkE WJREEBIIFHN API =
I A BRSS mT LAfE A $TAmazon Web Services BREHY AP {ERT E#TAmazonit & K B,

BEXEZEER , BESH (IAM AF#ERE) K Amazon FEE KR,

AmazonfEE KB . SecretsManagerReadWrite

ABUER IR read/write 158X BRAmazon Secrets Manager , ‘21F#& T &# RDS, Amazon Redshift
# Amazon DocumentDB ZREIINFR , LA Amazon KMSH FIIZ MR ZZRAMNNR, ZKRIEE R
| ZAmazon CloudFormationZEE £, MEEEM Amazon S3 77 BRI R ERAmazon, I
Amazon Lambda U f R Amazon EC2 VPCs, AT EXENRAEFEAINENRREKIZE
B,

BB HREE , B4 A 01 Amazon CloudFormation#ik flAmazon Lambdaii T & &/
BBR, BRI LA EIAMFull; R BRI, BSREHRNR,

RERFAE R
ZREEEE TR,

« secretsmanager - AFEEHMITFIE Secrets Manager &£,

« cloudformation— ARFZEIE Al Amazon CloudFormationiik, X2 SEN , LLEFEAEEHE
FFRRRIhAEN EIE AT LB #E4L 612 Lambda 2 # B $Amazon CloudFormation, BXE %15
B, 2 the section called “Secrets Manager #1a]£ F Amazon CloudFormation”s
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/IAMFullAccess.html
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© ec2— AFRKHEARL T EC2 VPCs, XRMLFNRME , IHEEREH AN IR B ESHFM
EEZATFHNEIIBIEEMEERN VPC PalBEHRE R,

o kms— AFZEREXAFEAAmMazon KMSEEAHTINZERIE, X2LFENSRM , XBE Secrets Manager
TEEMBNBRZEZH, BXEZEE , S H the section called “HEEHHMZEFFEZE",

* lambda - A E#FIH Lambda BMREH. XRLFENFME , UECRZFENEETLEENE
YRR B B

« rds - RFFEHER Amazon RDS FEVERFEHl, XERLENEM , UECFAES S 4T
%1% Amazon RDS £ & 534,

« redshift - RFEMIER Amazon Redshift FIVERE, XRLENSRHY |, MEFERZEHISHNEMLK
A LLi%E ¢ Amazon Redshift 5£8%,

« redshift-serverless — AR EMAHE IR Amazon Redshift Serverless PRI AT R ZEH, XBNE
B, LAMEME RS A /) 4K T LLEERE Amazon Redshift Serverless 5% ZE 18],

« docdb-elastic - RFFE IR Amazon DocumentDB IRy M ER, XEXVNENRYE , LMERE
A4l A0 E4T L% E Amazon DocumentDB 3 i £ 8%,

* tag - AT EMARRIIKS PATE ECIRIEHEIR.

« serverlessrepo— AFZEIEARIZEAmazon CIoudFormatlonEEQ XEBENRYE  SLERE
RAEH AN EATLEIE Lambda BRIREHK, BXEZEER IFEI the section called “Secrets
Manager #0188 F Amazon CloudFormation”,

« s3— ATEFRAMNBAmMazonEER Amazon S3 FHBEHIREN R, LF#EEE Lambda 2
MEBIER, ENRRXEN , XEERZEHAEN AT EERTEFEBTHERELE Lambda
BEHK, BXESZEL , B35 the section called “Secrets Manager #{A £ F Amazon
CloudFormation”,

EEFIZBE , 555 SecretsManagerReadWrite JSON 5 B ST,

AmazoniT B R EE : AWSSecretsManagerClientReadOnlyAccess

IR BE N B P s B AR F IR A X Amazon Secrets ManagerZ A RiZHENR, EATFEFAREN
RENERNZELHE K URBRZFERAEFEENZHAMBENIZEFTFRNAMazon KMSIKER,

PR 1E B
ZERBEITEUTNR,
« secretsmanager— AWERARZNZEH ERYZ THIE,
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/SecretsManagerReadWrite.html#SecretsManagerReadWrite-json
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RAriEmE

« kms— RTFZEFEAFEAZABZNRR. Amazon KMSIEERHIEE X PR F Secrets Manager 45 E

ARSS SAM TERABEH,

EEFRRKE (25 JSON REEXXHEHNRHRAE ) NESER |

fE®) FH AWSSecretsManagerClientReadOnlyAccess.

Secrets Manager XfAmazonit & 5 & H) B 3

& EH A K Secrets Manager Amazon BRI EHWFEMER,

B

AWSSecret
sManagerClientRead

OnlyAccess : MiEE
REE

SecretsManagerRead

Write : ST GREEHY
B

SecretsManagerRead

Write : TG RBEHY
)

iR B &

Secrets Manager €l 2025 % 11 A 5H
BT —IMHNREE

REE , REFIWmA A

ERFREANZHNR

BRI E R, LR

ARWFRRYZENHE

RNBTHIE , HE

EMEBEAENA

mazon KMS#XBR.

LWEREEEERH , 1
YR A\ Amazon
Redshift Serverless #Y
R, AEEFEA
F R E8]2 Amazon
Redshift 2740 1%

## Amazon Redshift
Serverless & & Z=

=118

2024 £3 A 12 H

WEREEEH , 1
YR A B Amazon
DocumentDB 3# 1%
SRR , UEE
HlERFAIERR

Amazon DocumentD

2023 9 A 12 H

2 (Amazon EEXFKHESE

A

v5

Amazonit & HK
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSSecretsManagerClientReadOnlyAccess.html
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RAriEmE

BEX

SecretsManagerRead

Write : XL G REEHY
3

SecretsManagerRead

Write : XTI GKBEHY
B

SecretsManagerRead

Write : ¥R

iR B
B BARTE R R R

(o]

LWREEEERH , i
PR 15 Rl Amazon
Redshift #98BR , 2L
EEFaAFE
# Amazon Redshift
#ZHAATIEE Amazon
Redshift ££8%, LLE#H
BRI T FENR
AFX7Z % Lambda
iR BIERAmazon
#9 Amazon S3 FAE4E
HATIRERIA B

2020 6 A 24 B

WEREEERH , i
YR 15 Rl Amazon
RDS &R , X
EEHa AR e
# Amazon RDS %4
FHEREEH,

2018 £ 5 A3 H

Secrets Manager £ 2018 £ 04 A4 H
BT 1K, A

FRFERES AR

FHNER , HAEX

Secrets Manager 97

& read/write 5 A

PR o

TS

v3

v2

v1
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T E i A NG B YREYAmazon Secrets Managerfé &

FgBERT , IAM B LN RIFRIZE . RINIGEZHR , Secrets Manager 2 EBHE T RRHN
REUARZEERN IAM ARRAGNFTE SR, Nt , Secrets Manager £ 5 IAM A 18
EPREEREATEREL P EARSELRCHTE,

ZANERER A TiEKRAt |, Secrets Manager &1F AR X4 HRFIRR -
1. MREAXRBEPEEEXREXNEASERBENRR deny TE

ERXNKEN deny BEHMAAIERN B HE LRE,
2. MRZEBEERKER deny , BFAEXRERN allow SFERBENEIRTHE :

EARER allow RFFHRPEVIRETEE T ERANR.

MREGMBAMTHDTEAIKS A, NZER 08 R R KB I0E 5 089K #allow P EBA
B, Bl&AmazonfELiER. AXESER , HSH BKS B,

R ETERARER allow SFRBMERNF IR TE

w

AmazonBRiNE R FIE4iER |, X AR IEL,

ERFRHET HIRAVRE
FHITUAT®REZ— -

$TF Secrets Manager #2#|& , it A https://console.aws.amazon.com/secretsmanager/o
EENBAFAEEREP , ERRNRED , EREENR,

5 to Amazon CLI call get-resource-policy= Amazon SDK 3 1T#
iHGetResourcePolicy,

BEMLEATUBESE T B RIEHEITIHR
A 1AM KBRS, SA IAM FREELIZE NN IAM KB

ME f K 7 15 8l Amazon Secrets Manager#Z4H

—NKFFRBAFAIBE RS —NKS R ESR (BKSTR ) | SARAVER RN S 40 K $
HIT R, XERTFHRAFMEKS PN S B ERERRE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html#policy-eval-denyallow
https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn//cli/latest/reference/secretsmanager/get-resource-policy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_testing-policies.html
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ST P A BRI A TR BB

* CancelRotateSecret

* DeleteResourcePolicy

* DeleteSecret

* DescribeSecret

* GetRandomPassword

* GetResourcePolicy

* GetSecretValue

* ListSecretVersionlds

» PutResourcePolicy

* PutSecretValue

* RemoveRegionsFromReplication

* ReplicateSecretToRegions

* RestoreSecret

* RotateSecret

» StopReplicationToReplica

» TagResource

» UntagResource

* UpdateSecret

» UpdateSecretVersionStage

» ValidateResourcePolicy

& LAFBlockPublicPolicyZ i 5PutResourcePolicyiREE & A |, B LE @ EZM R EBH 2Z
FANERREBR T LAHIGRINE , NTIHBBRFEHNER, BEATLER IAM Access Analyzer BHiiF 5
T = 15 B X PR

& MAGT SR ERZHMBN KMS %4, XRENETEESER Amazon BERXZ4H (aws/
secretsmanager) #{TEKF AR, Bk , BATERECIEN KMS REMNZHZER , REHEKZRH
K, IR KMS AT TAH. EEXNHHANMBERR , 5SS the section called “BZEH"
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https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_CancelRotateSecret.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_DeleteSecret.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_DescribeSecret.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_ListSecretVersionIds.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_PutSecretValue.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_RestoreSecret.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_RotateSecret.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_TagResource.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_UntagResource.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_UpdateSecret.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_UpdateSecretVersionStage.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_ValidateResourcePolicy.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-preview-access
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/A Important
& F secretsmanager:PutResourcePolicy REEHNE T HRRIRIEE A ( EIER Hitb
WP ER ) EBBRETRIRNER, WANRATLEEEARIENRE , SIMRENHHAN
TEEERHRNR, BMNBUENRKENAZENRLRNERELN, BEXELZER , BSHET
TORK R

T 5 RBIR R E R Account! FEZ AN MMBZ LA , MIE Account2 BV B3 B LR TH R Z4AEN
PR

ST FEIRRBEMNE] Account1 FREYE4A

«  UTEBAURPAccount2ikRlApplicationRole B AAccountl, BERZEKE | &S
%) the section called “E F &RV KEE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ApplicationRole"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

SR 2 WiBARIME Account!  KMS B4R M 240 K BE

«  UTHRHABEBARY Account2 Fly ApplicationRole {8 Accountl HHEy KMS Z4A3k
R Accountl FHEH. EFALIES , BREFNE KMS BANRARES, BXESZE
B, B RERZHERK,

{
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https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/kms/latest/developerguide/key-policy-modifying.html
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"

1,

"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "*"

PR3 NEHREMINZE] Account2 R & 17

o BUTRERBEAY Account2 ) ApplicationRole 8 Accountl RHIE4E , HESFEHABH
fIF Accountl RIIINERIARMEZAE, EFEAILER , 5SH the section called “ET &1
KBS, BRI LATE Secrets Manager ZHl AR FAEENENESS ARN T H RGN E
ARN, Lts , B LA A describe-secret,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdET"
}I
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-
east-1:123456789012:key/EncryptionKey"
}
]
}
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https://docs.amazonaws.cn//cli/latest/reference/secretsmanager/describe-secret.html
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MZS #3135 17 (7] 25 4R

& A LAE A Ro Amazon Identity and Access Management les Anywhere #£ IAM H19 7E S\ BRI 1T HY
RE5E8. RRNNARFE I EATRIUGR Z2IEHAmazon, BH TERE A LLEEH SAmazon
RARFHERN IAM K IAM & &K R Amazon &R, E8) IAM Roles Anywhere , &8 LA{E A
Secrets Manager R1ZEMEBEL , LUE Amazon RN BREF RS SFSAM1E LW RREES
B, BXEZELR , 25 IAM Roles Anywhere FiFF 1R,

Amazon Secrets Manager I EIE{R I

Amazon T=EHEE X EHAF Amazon Secrets Manager FHIEIERY . MiZEXFFFR , Amazon f
TR IZ1TFTE Amazon Web Services = B2 IKEM BN, BATEPTNREEREMEHN LNAR
HisEl, LtRNBEFEFTERR Amazon Web Services R WEZ 2B EBMEEMES ., BXBIERLN
BZER , BERBERALELRE,

HFHEERPEN , RINEIERY Amazon Web Services K & iE H £ 8 Amazon Identity and
Access Management (IAM) RE£IMHWAFPKF ., XXEAEMNAFPFRTFEITHIEIRITAMENNR,
BATEE BB AT HF R R EHIE -

- NBNKFPERAZESHRIE (MFA) .

« £/ SSL/TLS 5 Amazon BiR#TEE. Secrets EFTAEXEX#F TLS 1.2 1.3, Secrets
Manager i X FXNEHELZSE (TLS ) NEMEMNERABESEE FHHARRIED ( PQTLS )

- EAFRIZLA ID F5 IAM BRI R 1 R 240 KX SA4mFE 5 = [A Secrets Manager & iKY iE
R#TER, HEF , BULAEER Amazon Security Token Service ( Amazon STS ) £RIfT L2 £ &
IERNBERFITEE,

- £/ Amazon CloudTrail i% & API F A&z BidlkidR. 2 Hthe section called “fFHEF
Amazon CloudTrail "o

- MREBIGFITRER API 7 Amazon REELXE FIPS 140-2 BRIEH NZER | FEEA FIPS
mR. ESHthe section called “Secrets Manager iR,

- MRAEEA Amazon CLI 18] Secrets Manager , the section called “F&1& 5 F 17 6% Amazon Secrets
ManagerZ i Amazon CLIFI X",

YIRS

Secrets Manager &1 Amazon Key Management Service (Amazon KMS) SRR B S EIEM
M, Amazon KMS Rt H % Amazon lRFERANZEHFEMMNZE RS . Secrets Manager FHI &=
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MNEAMEAE—NBREZAMNE, SNMREZAHH - KMS ZHRP. SRLUEEXN K EH
Secrets Manager Amazon £ E XN Z4A WEIANE , LA BAFE Amazon KMS FElZ2BECNEFIEE
#, FATFREZHTLEN KMS BAENHTERANRNIZES., BXESFEE , BSH the
section called “ZA MNZE A",

&5 o &

Secrets Manager AP NERRBERAEZL2HLERS. BILZLWABELIET K , Amazon A
AR [@ Secrets Manager & Hi#9 APl iEREIZE M., Amazon ERBA B FERA X.509 iEH /K
Secrets Manager #Z 4B 240X APl AR TER ., LEMAE 4 LF7E (Sigvd) PER T LEER,

R Amazon Command Line Interface (Amazon CLI) Si{Eff] Amazon SDK Eiﬂﬁﬂ Amazon F |
BUUEREEEFEANEZEA. AF , RETE2BERBRIZANELZFER, HSHthe section
called “B&{K & F§ 176% Amazon Secrets ManagerZ4f Amazon CLIEI X &,

HEMERERTL

Amazon 4t 7 Z A THEEE B MRV FAR M 433 B K EK B R B4 BRI IED,

RS EAREFiRNNAZRNRE

B FAE M F Amazon Secrets Manager 2[RI F/MNEREEIN

« — Amazon Site-to-Site VPNiE#., BXEZEE , HZ 1 4 £ Amazon Site-to-Site VPN ?

 Amazon Direct Connect ##t, BEXEZER , S5 L& Amazon Direct Connect ?
[E—XiEH Amazon &R 2 RIHHRE

MR BRI Secrets Manager Fl Amazon Y APl EF iR Z BHRE , EHZE— Amazon
PrivateLink JAFAT 15 [7] Secrets Manager API i R

R R EE

¥ Secrets Manager EEMEZ R ZBHABIBOFIRA , Secrets Manager 23§15 R K% E| Amazon

KMS £ KMS B4R 4 RFTHI BIER4A. Secrets Manager £ L BB ZR4A B 1TEE MZR, Secrets

Manager FFINEZENHBEZASMEN BB ELT—E. BRFEMEN , Secrets Manager 2]

@] Amazon KMS REZHIEZ4H. RS , Secrets Manager R HIEZRARBZMZNZ

’f'FJO Secrets Manager AR AARMEBNE R FHBIIEEZS , HRRMWAEFRBBRZHR,. BXEZEE
215 the section called “Z4A INZE MR,
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YRR I 2R M #E 28 Amazon Secrets Manager

Secrets Manager EREEH MZFE LR Amazon KMS ZHMBEZARRF S NZHE, SHFHPH
FEAEE WA |, Secrets Manager &M Amazon KMS & RFHEBEZHUNEREBRRP. RE , B
KMS ZAMBRIEZR , FREZAKEY. EMERE |, Secrets Manager B E£EA R KMS
AN MBHBRFEZARTHE. Amazon KMS

Secrets Manager A £ A KMS BEEXNZHEMNE. HR , EEA KMS ZREKFMMNE 256 L EHR
INZERFRAE (AES) NMBIEZRE , AERAKEZHANZRAMBEIMNE ., Secrets Manager £ & XA FEZ
AXT IR B A B TN Amazon KMS , AEFEMNRNZFHHBIR. ©REEZHANNEZRRFHE
ZEAW THIED,

FH

o« 1%EF—Amazon KMSHHRE

- HARME?

- MENFEZRE

- KMS ZHIR

« Secrets Manager Al A& H KMS %34

« Amazon &R % 4f (aws/secretsmanager) B %4 KBS
« Secrets Manager 1% £ T X

. W5¥% Secrets Manager By B3 Amazon KMS

EFE—3CAmazon KMS4A 2t

BIE AR, BRI LLEFEAmazon Web Services IK P F XS FNERNHFNBEEFEERE , A
£ F for Secrets Manager (aws/secretsmanager), Amazon £ E X FHAWNRREREBECETFTEE
Amazon EE R F4faws/secretsmanager , Nl Secrets Manager 2812 HHFHEZHA XK, T
XIEWKF P BNBAEAMEBR KMS ZARNFEN KMS Zif, B FEEATEN KMS %4
N—HBRPREFANEBENNR , IBNREHEFTITXLEFANFERIE, Secrets Manager X3
BRI KMS 4, MREBENDBAFEPER KMS Z47 , NI KMS ZRNMBRETES
EFKAE , MEATEENSEAESRFE , BNERSME Amazon HERE .

EXEUMBHNNBZZANEER |, i3 M the section called “E N ZRY INZE Z4R7,

HIEERMNE AR |, Secrets Manager 2 AFTZAE# INZ AWSCURRENT, AWSPENDING Al
AWSPREVIOUS 7, 7 T EBEFEBEERHAZIN , Secrets Manager &£ LABIRY 4R N2
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FIEMBRA, XELREZ T LAER B Z A 5 2 4A R % AWSCURRENT, AWSPENDING
AWSPREVIOUS RZAR, INR&ELEFIZEAM kms :Decrypt R , N HEEHMBZLART |, Secrets
Manager TEBBRZARAREF MZCN]. EXHERT , IEREKTLBEFHNEZ,

RNTEREBIFNZRZRIAHEZR AWSCURRENT |, BERAF RPN EFRANZRI., RE , A THEBE
22 AWSCURRENT Z4ARRA |, & AMIAE R RINER

IEETLA3E 4 5 R AXBR , Amazon FEE X F4Haws/secretsmanager HERFHAZ A HERPANNER
HITME, BXEZEELE |, 531 the section called “/RHI : 3548 {8 F 45 EAmazon KMSZ34A R 1l 22 4l

%

EERERPRKN KMS 4] , BEERH S PEFFHR BB ListSecretsT DescribeSecret, =
#4A 5 for Secrets Manager (aws/secretsmanager) x<BKAT |, IXERIEFSIRE KMS ZF4EAIRIR
. Amazon EE X %4

fTARME ?

Secrets Manager £ EE4AE , {8 S I 7105 -

- BHABHRAER

- RIRIEE

- SZRAXKHN KMS F4H ARN
o E{ART T I AmazontRZ

INZEMBZRIE
RNTRZBRBPNZRHPEME |, Secrets Manager FERUTIE,

1. Secrets Manager A %40/ KMS Z4A#Y ID 18 A 1ZAmazon KMSGenerateDataKey# 4 , #iER
1=t 256 1L AES XI# %4, Amazon KMSIRE — M X A KIEHAMZBEZHAWRELR |, ZHIE
BEATE KMS Z4A T IT I,

2. Secrets Manager £ A 4 XA BIEZ A M S R INZHIRE (AES) BEEX A ZBHY ZAE# 1T 00
., Amazon KMSRAfE , R RRMAFHMIBREAXESR,

3. Secrets Manager HMEZNHEZAFREZANBEF , FHUTRTHERAE, B2, F
Secrets Manager #F < APls IREINZ K AR MZE N BIBEBZRR.
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1. Secrets Manager 8 Amazon KMSH#Z#EH £ A MBHBIEZH.

2. Amazon KMSEAZAK KMS ZARBERERN. ©FREHXHEZR,

3. Secrets Manager £ ZBAXBERARBRRAE, AR, ERRMAAERREBRBIERS.

KMS ZHBY R

% Secrets Manager ZEIMFREFRER KMS ZK , eaRXRLUBREFZHAENAFRITERE, &
A LATE 1AM policy REZFA R P IR X LR, LA Secrets Manager 4% ZAmazon KMSHUR,

* CreateSecret

GetSecretValue

PutSecretValue

UpdateSecret

» ReplicateSecretToRegions

E Y KMS B4 A TR B Secrets Manager BYiEK , AT LAEN PR BEH ER
Bsecretsmanager.<Region>.amazonaws.com{EM k m ViaService s: Z£H %,

BRI LAENE £ T X ZASRERES KMS 4R TIMRIRENSZHE. Fln |, 7TE IAM 53348
RENXHEPFEAFZRHEZMFEZER , IEBRNFPFEARNY R, KMS ZARNEBUEEERELD
HHEtE, BEXEZEER |, 55 CreateGrant,

Secrets Manager MR A& KMS %41

Secrets Manager ERAYREY KMS 24718 A SA T Amazon KMS#E{E,
GenerateDataKey

Secrets Manager ¥ fiZAmazon KMSGenerateDataKey###E2 R T MM LT Secrets Manager #
{(=H

« CreateSecret— MR FHZA TS H4E , N Secrets Manager &5 R HTHI B IR 240 3¢ H #1740
o
« PutSecretValue— Secrets Manager i& R #FTHV B E R AR MNZIEEN HAE.

* ReplicateSecretToRegions— EMEE FIH 4R , Secrets Manager £ &4~ X H &K — > KMS
AN BEEA.
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* UpdateSecret— MREEck 7 H4AEH KMS Z4R , Secrets Manager 218 3K #Y B HE 2543 5k 4N
BT A E.

#ZRotateSecreti@fE R &AM GenerateDatakey , RAEFRLERFHAE. B2 , R
RotateSecret AEXR 7T WZEEM Lambda IR &% , MHIFA PutSecretValue BRIERTE
% GenerateDataKey &K,

Decrypt

Secrets Manager 18 Decrypt #4ERIEMRI LA T Secrets Manager #4E.

« GetSecretValueHl BatchGetSecretValue— Secrets Manager £ 24 EIR B4 8 A & 25X
H#t TR, EMZBMENZEE , Secrets Manager 218 Amazon KMS Decrypt #RER
REZHAPWMZHREZR. RS, cEARXBEZARN ENBRAERS. N THAAE
T , Secrets Manager AINEE AR ZENZ , U HIEMERAEBL™4% Decrypt 15
Ko

« PutSecretValue®l UpdateSecret— KZ# PutSecretValue UpdateSecret and ER T &t
%Decrypti®fE, B2 , & PutSecretValue 5 UpdateSecret ERZIRXE XA ZHAMRA
FHZ4AERT , Secrets Manager XA B ZAERZHFEEERPIWRABLR , LUBIAF

2EMEE. WIRETTHR Secrets Manager RIENBEFIRE, EMBIMZHNZ4AE |, Secrets
Manager 28/ Amazon KMS Decrypt #ERBEZEZZATHMBRTEZHR. A5, ©EAH
XBREZARN EMZRRAERR,

« ReplicateSecretToRegions— Secrets Manager B &% £ XFF W ZAE , RAEERIARXFEF
£/ KMS ZAEfHMIMEZHAE,

Encrypt

Secrets Manager ¥/ Encrypt ##ERIMR LT Secrets Manager #4F :

« UpdateSecret— MREEk KMS 47 , Secrets Manager & & i #1 %40 EF IR
3 AWSCURRENTAWSPREVIOUS. F1AWSPENDINGHLZ: KR AHY EIE 4R,

DescribeKey

H{YRTE Secrets Manager #2#l & a2 mBE AT , Secrets Manager A ZDescribeKey#1E
k#EE =S H KMS %47,

WEXT KMS B4 17 4]
HEEUHERSEAXKN KMS 28 , Secrets Manager A EER KMS i H

GenerateDataKey M Decrypt ##fF, XLRABWANARAREENNZ KMS ZHATX LR
YE. Secrets Manager A XLBRENER ; EFEEAMBRERPEAXLELER,

Secrets Manager H{AIfE & KMS Z4A 314


https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_UpdateSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_RotateSecret.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_PutSecretValue.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_UpdateSecret.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Encrypt.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_UpdateSecret.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_DescribeKey.html

Amazon Secrets Manager ArfEm

BRI LURBIXEERA , BRXEERSP SecretVersionId BAME L T XWER
RequestToValidateKeyAccess,

(® Note

% , Secrets Manager BiF AT EEME LT X, EBAEXERENAMazon
CloudTrail B & & F&E % £ T Ry LY,

Amazon B # 40 (aws/secretsmanager) FI B 4A KB

X 24 Secrets Manager X &R i & HiE KT |, for Secrets Manager (aws/secretsmanager) K %4A
REES RFAFPEH KMS B4 TR ERE. Amazon RERXZAFARBETIAFEMAF EREER
KMS #4A,

BB ST Amazon FEE R B KM, HMEBSRRY . LT EFRBAEN , AL
METEE. AXHMAELS  ASHEERAEN,

ZAEMPHRKBAEEUTRN

« X3 Secrets Manager K{RIKFHFHWAFR ZHERN , FAFXERAFEA KMS ZTNEE
fE. kms:ViaService &4 %48 058 HIKHE PR &,
- RAFZAmazonlKFEIE IAM KiE | RIFAFEE KMS Z4AE M FEUE RN

- R%E Secrets Manager 7 AR HURIRE KMS Z4AR 1A F PR , {Bi% K B&E /2 1F Secrets Manager
RERAFAE KMS ZBHETRN , F ATk BEEEM AT Secrets Manager £ KMS ZH RN,
X8R BR X HHIRAEERAmazon HEXNEH.

LA 2 Secrets Manager RlAmazon B R ZHAR R BB,

JSON

{
"Id": "auto-secretsmanager-2",
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow access through AWS Secrets Managexr for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",

Amazon B X4 (aws/secretsmanager) K B4R KB 315
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"Principal": {
"AWS": [
win
]
},
"Action": [
"kms:Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :CreateGrant",
"kms :DescribeKey"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333",
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
3,
{

"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",

"Effect": "Allow",
"Principal": {

"AWS": [

mgn

]

},

"Action": "kms:GenerateDataKey*",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333"
},
"StringlLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
Y,
{

"Sid": "Allow direct access to key metadata to the account",
"Effect": "Allow",
"Principal": {

Amazon B X4 (aws/secretsmanager) K B4R KB 316
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"AWS": [
"arn:aws:iam::111122223333:root"
]
}I
"Action": [
"kms :Describe*",
"kms : Get*",
"kms:List*",
"kms : RevokeGrant"

1,

"Resource": "*"

Secrets Manager 1% £ T X

nEZETXR-AITEEEFRNERFENREN . HEENMBRENERPIEME LT XA, 2500
#Amazon KMST R N%E L T XHER MBEHIE. ERBHRE , BLE AMEBRME LT3

3 H91E R GenerateDataKey M % 23 7 SR 1 Amazon KMS , Secrets Manager £/ E8 @& #-EX
WNZE LT, ATHRIRBARERE , WA T REIAR. BNF2Tl , EEEEAENMNBELTXS
HENZRETF.

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
}

O LAMERAMNZ ETXEFIHEEMAE (H/20F Amazon CloudWatch Logs ) Hif 5llixX L& 278
£, HERNKBANBRPHENFRMHS. Amazon CloudTrail

Secrets Manager tI# £ T~ X ZEHNEH-EX,

» SecretARN — F—NBH—EXNREZRE, B2 SecretARN, ZE=RZ4R Amazon Resource
Name (ARN).

"SecretARN": "ARN of an Secrets Manager secret"
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fFlan | NRZR4AK ARN 2 arn:aws:secretsmanager:us-
east-2:111122223333:secret:test-secret-alb2c3 , M#FE L FFHEIELUATX,

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3"

+ SecretVersionld— FBZNBH-EXRFRRZRANRAE, 2 SecretVersionId, Z{ENRA ID,

"SecretVersionId": "<version-id>"

Bign , MRFAKMA ID & EXAMPLEL-90ab-cdef-fedc-ba987SECRETL , M%E £ T
LR X

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
UREBINRERFHAN KMS Z4ArT |, Secrets Manager £ [8] % 3% GenerateDataKey # ## 22 1%

3R , Amazon KMSEUKIEE A ERBENEMR KMS B TIXERE., ERAFWBR , F AT EHA
EERXLNE R,

FEXLERUFERSP , SecretARN WERZAMSEFR ARN , {8 SecretVersionId EN
RequestToValidateKeyAccess , 1A R MNE L X ROBIPFIR. L4FERE T HBBIETE B EM =&
IR ER AP AR IR I E R

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333;:secret:test-secret-
alb2c3",

"SecretVersionId": "RequestToValidateKeyAccess"
}
® Note

£33 % |, Secrets Manager BiFERFTEBEME L TN, BAgESEREMNAmazon CloudTrail
BEPERIVEEME LT XY,
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4532 Secrets Manager B Bz Amazon KMS

i’.&—llfiﬁﬁﬂAmazon CloudTrail#1 Amazon CIoudWatch Logs RERER Secrets Manager Amazon KMS
RRERENER, BXRENBAEANEZER , BSH BEEHA,

GenerateDataKey

HEEZRAPLERERNZEAER , Secrets Manager & [ K% —NGenerateDataKeyiF R
Amazon KMS , BiZZ4AEE KMS H4A,

g3k GenerateDataKey BENEHEU T ROIBHEL, ZERHE
secretsmanager.amazonaws.com M. SHIFEELAN KMS 471 Amazon Resource
Name (ARN), FE 256 U B AN B HAFURRMRZRA MR INE LT3,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:23:417Z2"

}

I

"invokedBy": "secretsmanager.amazonaws.com"
I
"eventTime": "2018-05-31T23:23:417",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:us-

east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
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"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

}I

"responseElements": null,

"requestID": "a7d4dd6f-6529-11e8-9881-67744a270888",
"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c2led36",
"readOnly": true,

"resources": [

{

"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"accountId": "111122223333",

"type": "AWS::KMS: :Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Decrypt

LIRS E R F AN ZEAER |, Secrets Manager £ [6] K% ## %15 R Amazon KMS A% 25 125 19
BIEZH, N TFHALEGS |, Secrets Manager AIAESEFRAMBZRENEFSR , Rt HEFE BB
&7 4 Decrypt XK.

2% Decrypt BIENEHSUT RAIEHEL, AP REBAmazonIk P HIGRIREHNEITL A, XL
SHIAENEBENREZSR (ERNFEX blob ) ARIRMRKRFKFHIINEE £ X, Amazon Amazon KMS
MNB X FHIREL KMS 24889 1D,

"eventVersion": "1.05",
"userIdentity": {

"type": "IAMUser",

"principalId": "AROAIGDTESTANDEXAMPLE:user@1",
arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l",
"accountId": "111122223333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"

}I
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"invokedBy": "secretsmanager.amazonaws.com"
.
"eventTime": "2018-05-31T23:36:09Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

},
"responseElements": null,
"requestID": "658c6a08-652b-11e8-a6d4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46bl-b985-cbdal3719611",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type'": "AWS::KMS: :Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Encrypt

LEERSHAKEKMN KMS Z4A8T |, Secrets Manager REIKEMNZER , EREAFTBHAER
JNAWSPENDINGZAWSCURRENTAWSPREVIOUS, F#Z4AMRA, Amazon KMSH G H4A E HIZI 5
— MR , Secrets Manager &£ [8 Amazon KMS & i% Encrypt iR,

1%k Encrypt BENSHELUT ROISHEL., AR R2EAmazonlk R iFRIREHEE A,
"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
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"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"creationDate": "2023-06-09T18:11:34Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "secretsmanager.amazonaws.com"
I
"eventTime": "2023-06-09T18:11:34272",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {

"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-

aa071ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-
east-2:111122223333:secret:ChangeKeyTest-5yKnKS",

"SecretVersionId": "EXAMPLE1-5c55-4d7c-9277-1b79a5e8bc50"

iy

"responseElements": null,

"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",

"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa0@71lddefdcc"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

": Marn:aws:sts::111122223333:assumed-role/Admin/user@1",
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}

Amazon Secrets Manager F RV E M X R &4

ER —IREERIRS , Amazon Secrets Manager 3 Amazon £¥KMELZLRF . Bx Amazon T2
BRS5LAK Amazon W{A{RF EMBRHWEE |, 55 H Amazon ZZ €, BERBEMIZEZ S RESSE
RIHER Amazon 338 | 52 (L£ X Amazon Well-Architected Framework) # R EAtZ 5
R

B M %58 Secrets Manager i3 Amazon £/ TLS &AM HY APl #1THY. Secrets Manager API
A LM EARENBEA. A , Secrets Manager XIFE TR REWIHEER  Hbhal@88ETR
P it BYPR &ll, ik B] LAfE ] Secrets Manager BIRKEERIZFIRBEFEELMFE = (VPC) A
$B$E VPC MWZAHE, EKFRLE |, XFEE T Amazon MEFXMNEE VPC BIAEZPANMESLME, B
KREZELR |, S5 the section called “VPC % & ( Amazon PrivateLink ) 7o

£ Amazon Secrets Manager VPC &% T &

BANBWEBETENAERNEZ B RN T ARE LETRATRESHEMIZE. BB eIZEN

VPC i R7E VPC 5 Secrets Manager Z BRI A HEE, EDHSH—THEARREMRZHE Amazon
PrivateLink , iZFRESE APIsTEREBEMMK, NAT &%, VPN E# 5 Amazon Direct Connectif %

BN AT A %81/ 8] Secrets Manager. 8y VPC FHISEBIRFELNE IP bk B) 7] 5 Secrets Manager &

& APIs, & VPC # Secrets Manager Z B REFR 2B FAmazonME, EXEZER |, HSH
{Amazon VPC AAF#E8) FI#EZ DO VPC ik & (Amazon PrivateLink).

% Secrets Manager £/ Lambda 2 RHHIRZH (HlINIERFEEFEZIENZFR ) it , Lambda B
B RIBY M IR E M Secrets Manager X HiEKR, EEAEFIASEAEHIRIRE , Secrets Manager
FEEENBFEFEMERN VPC Bl Lambda E¥. BIWEER — VPC F 42 Secrets Manager Ui
&=, BMEM Lambda 3 ¥ BB [E Secrets Manager & HHIER T &4& H Amazon M4,

MRERNHL[SAFRE DNS , MAERAERERER DNS EHAERXE S , [@ Secrets Manager
K& APl &R |, ffli0 secretsmanager.us-east-1.amazonaws.com. BXEZEL | ESH
{Amazon VPC AF#EmM) PHETE Dis 15 F RS

BT LB S N R R EE R M RBEEX Secrets Manager BiERKH VPC iR, AXEZELR
&2 5 the section called “Rfl : BRF VPCs’,

A LB VPC & i3 S8 FAAmazon CloudTrail B &R F& A R4ANERE R
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A Secrets Manager £|2 VPC i &

1. #ESR (Amazon VPC AF#ER) #HH Creating an interface endpoint, AL TRS Bz — -

* com.amazonaws.region.secretsmanager

« com.amazonaws.region.secretsmanager-fips
2. EREXISwSMEE | iH2 5 Control access to VPC endpoints using endpoint policies.
3. EMEA IPv6 MMk F it , ESHEIPv4 7 IPv6 TR UR.

RO iw R0 2w LR

I RCREE R — R IAM BIR , B LCEEMMEEORS. RARKRKEATFELEORK ,\“milﬁllﬂ
Secrets Manager, E#2#| 21 M VPC 1518 Secrets Manager BIX PR , 15 B & X if S R BEFT N2
A% Ko

ImRRBIEEATER

« AIHATIERIEMEE ( Amazon Web Services I, IAM AR #1 IAM & )
- AHATHRE,
- AXNERITREN TR

EXEZEE |, iB5# (Amazon PrivateLink 18R8) A8 F i = 56 BE 32 53X AR 55 89 15 R AL FR o

5l : Secrets Manager 2/EfY VPC % UK B

LTREBELHAEBO RG], HEMEEORSN , LERBARNIEERA LFTYIE Secrets
Manager & 4ER 5 RIAXBR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow all users to use GetSecretValue and DescribeSecret on the
specified secret.",
"Effect": "Allow",
"Principal": "*",
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"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

]I
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secretName-AbCdET"
}
]
}
HEFH

BEEESEASHTFHBEIE, #HiR, SUEMER VPC iR, BR , BALEESRXAZN FRFME
A VPC imm., BXx VPC HEWEE |, 55 (Amazon Virtual Private Cloud AAF#ER) W5 HAM
Tk~ H= VPC,

EA IAM KrEIEH API 175 7]

WMREFER IAM KB&Amazon Web Services IRFZRTE IP s a2 S50 4XFRE , N JeEEEEFH KL
‘TIE IPv6 SR, ANIERMERET IPv4 MBI XE , IPv6e HNA T IMAEFEN IAM KrELL 15
XML EHEIX L 8 i v] LARS BY IR fE 1R 1 XA B iR X Amazon BRIV Z £ 15 18] IPV6,

ft4=2 IPv6 ?

IPv6 B EERLRRN T —K IP #5/ IPv4, ZBIMARAER 32 (U F U HRKZEF 43 25818%
IPv4 IPv6 T2 fEMA 128 U F UKL 340 FZIZI1ZET ( HE 128 THERM 2 %) kZ.

BEXEZEER |, BESH VPC IPve W,

AT 2 IPv6 Hbiit Y R4

2001 :cdba:0000:0000:0000:0000:3257:9652 # This is a full, unabbreviated IPv6 address.

2001:cdba:0:0:0:0:3257:9652 # The same address with leading zeros in each
group omitted
2001:cdba::3257:965 # A compressed version of the same address.

IAM X #% ( IPv4 1 IPv6 ) BRBE

B LAMEA 1AM SRBESRIZHIXY Secrets Manager Y5 RIAXPR , APIs HPEIEELESTE 2 S0 IP stk ih
[8] Secrets Manager APIs,
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WHAE, {region}.amazonaws.com & F Secrets Manager IR L iw T R EN XM, APIs
IPv6 IPv4

ZIU%"‘%EWETEZHIPM M IPV6 , IEEHEH IP #b ik TRIEREE LALL IR IPv6 sk, BN, RAJBETE
N i#E$% % Secrets Manager IPv6,

WM IZMATILE R ?

MREFNFUHEBE aws:sourcelp WERBRESFER , MEFERLEME, XNF Uk ZEKE W% G A
X% IPv4 1 IPv6,

WMREFEAXN M, FEMERER IPvAR i uE IAM REESLEE IPve #itbiit,
ERNZHRATHER ?

MRERERA IPv4 WL, Nk BEHRT 2 EMEE,

Wi IPve 2 IAM REg

IAM SRBEfEF aws:Sourcelp £RHRBEFIMGE IP thutfIiFE,. WREHMEERANIT U ( IPv4 F
IPv6 ) , IEEFEM IAM KEELLEE IPv6 it SBE

ERBEM Condition JtEH |, & IpAddress #l NotIpAddress EERFA T IP it &, FEME
BAFRREER , ENENTELEBEEMER IPv6 M i &=,

XL RBIER aws:SourceIp, ¥ F VPCs , iEaws:VpcSourceIpl A,

TR IAM AFfEETAmazonE TR IP SZXKEIELH RN SR. Conditiont
%NOtIpAddIESSEFE’J to Bl TFHA IPv4 #3tSBE |, 192.0.2.0/24F203.0.113.0/24 , XHEAN
b 1 SE E R IELE 15 (7] AP,

JSON

"Version":"2012-10-17",

"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
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"NotIpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"203.0.113.0/24"

},
"Bool": {
"aws:ViaAWSService": "false"

EEHMBER |, B ConditionTEE X SHE IPV6izitsE
FEl2001:DB8:1234:5678: : /64F12001:cdba:3257:8593: : /64,

® Note
TERRIE IPv4 ibit, MERABMNEEXLHbit,

"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"203.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"2001:DB8:1234:5678::/64", <<New IPv6 IP address>>
"2001:cdba:3257:8593::/64" <<New IPv6 IP address>>

Iy
"Bool": {
"aws:ViaAWSService": "false"

EHX VPC EFLLERE | B aws:VpcSourcelp M3k aws:Sourcelp :

"Condition": {
"NotIpAddress": {
"aws:VpcSourcelIp": [
"10.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
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"10.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"fc00:DB8:1234:5678::/64", <<New IPv6 IP address>>
"fc00:cdba:3257:8593::/64" <<New IPv6 IP address>>

I
"Bool": {
"aws:ViaAWSService": "false"

WUE SRR P i S5 IPV6

WMREAE R secretsmanager.{region}.amazonaws.com % R , BERIFETLUEZTZKR. THHNDS
BRANE T WA ATIIE,

L RBIER Linux # curl B4 8.6.0 , #EAE IPv6 /8 LT amazonaws.com i R YA T =
B Amazon Secrets ManagerfgR%% .

(® Note

secretsmanager.{region}.amazonaws.com & FEE W TR TR LI E. BX Secrets

Manager i S TE IR , 1§25 Amazon Secrets Managerii & o

& thAmazon Web Services XA BN RFAAENHERXE, ZHREF , BIMIEANRE
BRI (BFRLMILEP ) - us-east-1 Ko

1. FEAUTdigh THRERSKEZEER IPv6 it 1T,

$ dig +short AAAA secretsmanager.us-east-1.amazonaws.com
> 2600:1f18:e2f:4e05:1a8a:948e:7c08:clc3

2. FAUTcurlm THRERFIHRMNEEES R IPv6 EE, 404 MNRBRREEHRT , ™0 WA
RBRREERY

$ curl --ipv6 -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 2600:1f18:e2f:4e05:1a8a:948e:7c08:clc3
> response code: 404
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WERIRE TIiniE IP ERIRBIMRFEO , NERAKISim QBT T MEER IPV6, =& IP NiZ2—1
IPv6 it | R NIRIERS RIERIT B F inA ML

WMRITFE IP AZEHWRB RO , N F s R E L i Y P E R IPv4A{X -only, BAIBUERLT
curl R RIELEE,

$ curl -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 3.123.154.250
> response code: 404

Amazon Secrets Manager # K1k & 8

Amazon %t Amazon Web Services X5, f Al A X#E L KE R % . Amazon Web Services X1
REZSANEYEIRIAREANTAX , XETAXBRERK, FHESENRESHMNEEZEE—
£, MATARX , Bt NREETHAXZBLEHIEBsI S AREBHNNARFNREE, 5
BENBENRSNBEPOEMIZEAL , TAXARREATESHAAYE, FENENATT B,

BEXMEBENFIEREWIFMELR |, BSH T FEMEZTHFE — Amazon Well-Architected HEZE,

B X Amazon Web Services XM ATAXNEZEER |, S H Amazon £ERERZHE,

JEEF TLS

Secrets Manager XEFXZMELZE (TLS) MEMEMUERARESEEFEZARIRET, HEEE
2| Secrets Manager AP 43577 KB, ATBAEA L TLS i, RIVEMECEEFEEZZHIRET
BEIhae |, B LSRR BATF i iX L 37 40 RN FT Secrets Manager A=W E M, XEREERE
ETZARMRYERTIEN , ELERIMNBAEAN TLS ME—HR2 , H EE TR REAINN
T2, T , GENFANRAZARRMDUMEL , EMaEWERNEHEMEE, BRIAER
T , Secrets Manager REFEHFE ¥ ML-KEM ZHRBREANMRERBZEESHNFHARRE RN,

NTRPSRMBNHE |, UXEBFEERKEZ AENKE , Amazon EERRSEEBHX , —&
FENEFEBELSFEFEE. RITELE Secrets Manager i R K T REFEFEHARKR
ZHEEN. SEREFHEMFESNZELEREFEEMRES , THR TLS EEEL EAEERD
EH-HBEK, T , BT EEEBEANMEREBIEIRNTRERSESZARI MRS ERF R
ERAMARE , RIEWEH T AP BB BN,

Secrets Manager £ E X8 2 /AN E X # 2 PQTLS.
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BERBSRBEF TLS

1. ¥ Amazon ANHIZTHREFEHRNIMNEERN Maven IS, RIOVBWEEAZFTATABRAEK,
o, LTFEARRINARA 2.20.0,

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<version>2.20.0</version>

</dependency>

2. ¥ Amazon SDK for Java 2.x ARMNEITE H N E#THHRIL. EHTTP EFRmLtERAEBERET
RBEMH,

SdkAsyncHttpClient awsCrtHttpClient = AwsCrtAsyncHttpClient.builder()
.postQuantumTlsEnabled(true)
.build();

3. B2 Secrets Manager & & F o

SecretsManagerAsyncClient SecretsManagerAsync = SecretsManagerAsyncClient.builder()
.httpClient(awsCrtHttpClient)
.build();

M7E , HIZAA Secrets Manager API ERT , B RANBYBEEEF TLS &5 %l Secrets
Manager i &

BEXERAREEETFTLSHESEER , H5H .

- Amazon SDK for Java 2.x FF R A fi #§E #Amazon SDK for Java 2.x E X iE&EWF
* s2n-tls &, FFFIR TLS SKHEMBEA s2n-tls.
- XEERFHEMEARHZEE (NIST) WEEFEBER,

EERERL 1.2 (TLS) WREREFERAHERZE (PQKEM).
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M FEHERR Amazon Secrets Manager

R E BB R M NS EBTEFE A Secrets Manager B AJ 8L B EIHY B &L

BxBipEB | ESH the section called “®ik o) BHEE",

ES}

< “pEBIEL"EE

« XNTIRET RS FUERY ELE R
« HFBLTEIE REFTIMAIE R,

« EBIRMWZRE W EI“Cannot generate a data key with an asymmetric KMS key” ( 7o 3% F JE33 #7
KMS ZHEREBIEZR )

« Amazon CLIZX S Amazon DK #1EFTEMNEBS ARN AR EI RN M E
o R4 HEAMazonREEE | A IZRE I H# TEH.
+ {8 Transform: AWS::SecretsManager-2024-09-16 B} Python &R S A kK

“Vi R # B4 H B

L {R[E Secrets Manager # 171 21 GetSecretValue = CreateSecret 23K API R , {RUMEHR
IAM fXRRFBEH T ZAA. HEFEREHER , EHAERREHTHEN AP BA , EIEE S5
B8 IAM PR, BEE R TEEDF IAM KK MEIEN IAM AP SEFIBHARR FIR. MREF
XERRWBEFRSEEMEM |, HII0 time-of-daysk P #bukFR&| | NERTE L& 1%E Rt th STUH BiX
EEIR, BXEFIBREAT IAM AR, A8/ 2HNKRBENELS , H2H (AM AFER) FHE
FA%EE, BX Secrets Manager FTENRIIE R , HS I the section called “H B IEF A A2,

MREBETER API ERWIBER T FHEE APl iR AmazonSDKs , BRIFERBEBIE 7&K,

T T I B 22 2 R A0SR 15 1)

FRIAATRHERN IAMAFSAGEEEBNNR, BNZ2FIENRBERET IAM AR HA
B, XEWE , NRXETH IAM AFSAERTHNR, BXERNZEFIENRNBESXNES
E5 , B30 IAM AFrEEhav izt ine 2 £ KU RUR,

BASEBXYERH#TER , ARBERBRAEBLTR. BXEHAEE , BERMERHFTRIESHNT
S, HE IAM A E a6 A 6 i = £ UE B iE SR Amazon & IR 15 [F R
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https://docs.amazonaws.cn/general/latest/gr/signing_aws_api_requests.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_control-access.html
https://www.amazonaws.cn/tools/
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RN ERZ2FIDREEH. AXEZER , HZH (AM AFEE) PRNERIEN ZEFIE,

B < Secrets Manager FIENXRIER , BZH the section called “ 5 £3 5iF M i B 2 5",

HIEIR 48 3 BN B R IR FT AR AY B di

Secrets Manager fAZ AHL — BN HXITEERE, {RTE Secrets Manager ( S H ftAmazonfR
E) PN EAERSBEE —BRN AT EMNTETEN RSP EL, CERFSEERSSHEZE. EF
XB5EFXEzE , AREKNWXEEXE 2 AREHFEZTENE , XQER—EMNER, Secrets
Manager thfE A ZFRIESHRE , BEERELEERT , XAsEEMatE, EZ2alEFNRTFEERNZ

Bl , ERAIRER A M,

HiRITERNARFNNERIXETRNEER, i, BERNARRF TR TE , BIEE— M
B THER T ERMUER L,

BXREL BN MEREM— LEAmazonRFHNEZEE , BSH

« Amazon Redshift IEEF X AR IEERMPHEERE —3t
« Amazon Simple Storage Service AP i8R H Amazon S3 $iE —BMER

« Amazon KEIEEZEF K Ensuring Consistency When Using Amazon S3 and Amazon EMR for ETL
Workflows

- 5% EC2API SEHRMNT D EC2HL — Mt

£ BRI B W T Y E“Cannot generate a data key with an asymmetric
KMS key” ( oA IEXT B KMS B4R £ RBIEHESA )

Secrets Manager £ 5B AXBKOT RN KMS AR BN ZRHAEERBEZRH. TeeERAER
¥ KMS 240, BWIAZERANEXIMINE KMS 241 , MAZIEXNT KMS B4, BXUEA , HSHI1R
B IEFT R KMS Z40.

Amazon CLIZE S Amazon DK B{EFTEMER D ARN F 3k B R

EFZHERT |, Secrets Manager AJLAM T TEH ARN R EIZ4 , MEETEM ARN, BEINRFA
BMLUEZHFRRASNFERFLER |, Secrets Manager AJBETEXM — &80 ARN AR EIZ4H. HRAITEN
BT ARN HBZRA BT

EZFARER
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Secrets Manager @ E ZABAMAKBEBRMANENFHRF , UBEBARZE ARN B —1, MRMBRT
FRHRZA  REEAHBENEHEIZTHZY , I ARNs HTFXEZRE , AN RHLEMTE. B
A E BZANAFR T2 B REBXNHBHANH RN , BRI ARNs EFRE,

Secrets Manager Al N Z4A1ZE ARN , EP X, kP, BAEN , EREFHFNANER ., W
TR :

arn:aws:secretsmanager:us-east-2:111122223333:secret:SecretName-abcdef

MRAZHBMUEFRNANTRERE , YENEA—52 ARN BY , 7 Secrets Manager & kI&LLF
EETTEMN ARN, fltn , BAageEF — N8B H MySecret-abcdef WEH , EARN T :

arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-abcdef-nutBrk

HERWAUTRME ( WBRERER—E5 %4 ARN ) Y, Secrets Manager AJBE2 R N EI# 4,

$ aws secretsmanager describe-secret --secret-id arn:aws:secretsmanager:us-
east-2:111122223333:secret:MySecret-abcdef

2 A HAmazonRFEE |, BHLIER LIRS HBEITER

MREEZHIERBZATERES , WRARERAEEPIHNERRSREFTRH. AXESER,
BHS A EMRS EEMN RN,

EREHREEZN  BANEERAET. AHMORSEENZANZBRSIH ID ERRIR, &, &
1 Amazon CLI , I8/ d escribe-secret , REEFIZF B, OwningService

£ Transform: AWS::SecretsManager-2024-09-16 A
Python &R S A LK

WMRBIEFE AR Transform : AWS: :SecretsManager-2024-09-16 , 3} BfE5#t Lambda &
BUZ1TRIBZE] Python #E3RG A KM , MABEATsERHTFREM Runtime E5|#E, AR
7, Amazon CloudFormation A LA N I EBIZITRIRA, REMEEZENRXMH, ELEEBTEEXLYE
NE,

BB EAmazon 5 B2 , BAAER BE X BET R >


https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/describe-secret.html

Amazon Secrets Manager ArfEm

Amazon Secrets Manager Bt &

Secrets Manager El APIs B TPS BL#ifR & , miAAMBRIEN S FEE APIs B TPS BLEIRIK.
RNBWEREUBESE 10 28— XWERGLRA PutSecretValue &% UpdateSecret, TR
WA PutSecretValue & UpdateSecret EFZ4A{E , Secrets Manager I B ZEANIMRA, =
RRAEE 100 4NBY , Secrets Manager MIBRARATICHRRZA , BT MR 24 DT AR RA, IR
B 10 HEH—XZHAE , NLIEMNRAZ T Secrets Manager HIBREVARAS |, R B Z AR KB
Mo

BRBEENKFRETENXE , FESMRARKE T8N XER,

L — /NS AR Amazon Web Services Ik £ S —NKF AN LN , CHEBRIBEKRFER. X
FEMKFiER |, Secrets Manager R HIZHIERWEHBHIKS, , MAREEZRMENKS,, Hlan, w0
R ARHE—SHFERAKS B PWE - , NZRFNFERFRXEATERS A FHBEEH,

Secrets Manager Ei &l

Name RIAE Cl) iR
il
4
DeleteResourcePolicy, GetResour BMNEXZEFNX B DeleteResourcePolicy,
cePolicy PutResourcePolicy, #l 5 8% 50 GetResourcePolicy,
ValidateResourcePolicy AP i5 3R &J& PutResourcePolicy#
xR ValidateResourcePolicy
APl BRI BHEARS
.
PutSecretValue, . . RemoveReg BMNEZEFHX B PutSecretValue, . .
ionsFromReplication Replicate 5 8% 50 RemoveRegionsFromR
SecretToRegion StopReplicationToR eplication Replicate
eplica UpdateSecret, #1 UpdateSec SecretToRegion
retVersionStage AP| &R & HIEE StopReplicationToR

eplica UpdateSecret,

F UpdateSecretVersio
nStage APl E RN B¥ &
ARBE,

Secrets Manager Bt 334



Amazon Secrets Manager

RAriEmE

Name

RestoreSecret APl R4 HER

F1 CancelRotateSecret API i§3R

RotateSecret & FHiE=R

F UntagResource API #&3R TagResour

ce & FHER

BatchGetSecretValue API i& 3R # &=

CreateSecret AP| i& R &R

DeleteSecret API i 3R Y& =

DescribeSecret API &Ry iE=R

GetRandomPassword API i& 3R & =

GetSecretValue API i& 3R Y& =

ListSecretVersionlds API i&3R 1Y iE R

MINE

BIMEXFENX
& 5% 50 1

BIMEXFENX
& 5% 50 1

BIMEXFHX
& 8% 50

BIMEXENX
& 8% 100 1

BMEXFHX
& . 8% 50

BMEXEFHX
& 8% 50

BMXEFHRXE :

& 40,000

(SRS Z: 0
& 8% 50

BIEFHX
88010

BIEFHX
& . 8% 50 1

W & o

i

i

7|

| 7|

7|

ol

i

RestoreSecret AP| &R &
PHEBARZE.,

RotateSecret
CancelRotateSecret API
BRUBWEAXRZE
Mo

TagResource #
UntagResource AP i&3K
NWEBYEARS EM,

BatchGetSecretValue API
BREVNERARZE,

CreateSecret APl E3R &
PHEBEARZE,

DeleteSecret API 53R &
PHBEAXRZE,

DescribeSecret API i&F3R
BYNRARZE,

GetRandomPassword
APl BERBUHNERAR S

=
Ho

GetSecretValue API iF3K
BUNRARZE,

ListSecretVersionlds API
EREVYRARS &,

Secrets Manager Bt

335



Amazon Secrets Manager

RAriEmE

Name HiINE A iR
13
®
ListSecrets API i5 3R 1Y iRE BINZXEFENX & ListSecrets AP| iR
i % 100 HRARZE,
HTRFENEREBEKE ISEOL-F=1: 014 B B B E T RIREY
1 : 2.048 A PR SR BE Y B K F AT 8K
=,
WZEEKN SEOL-EE=1: 01 B INZERBRENRRK D,
15 : 6.5536 FFT MERRBERFZRE , N
CRIZWEEFAYTFNFE
TFHL
B BNINZXEFNEX = It Amazon k&4
5 : 500 FAN Amazon XiZ i) & KX % 4A
WE,
FTEZAMRA I LR BINZXEFNEX B AR Y T R A B pn BN &
5 : 20 ERSHRABE,
BNZA MR BN EFNEX B WENRAN R ABE,
= : 100

HERRMNNEENARER

HT Amazon EFmEHINEAEE | BHEF JEXFEIX Secrets Manager WA XM, =E |,
AT EEM T Secrets Manager FHEERRHEI M A M, HEHET API ERECEET , Secrets Manager &
BREIER, BIEL T —NMNERERNIERIIRE throttling FHiREE. W TFFAIMAY , RINBIWEEE
ENEFNEEER TN, XFEH RS KR,

MREEFUTHER  SARFERERMNIECHNAEFAS
BAY SR IR M

* RequestTimeout

HERFMEEHNAEF 336


https://docs.amazonaws.cn/general/latest/gr/api-retries.html

Amazon Secrets Manager

RAriEmE

* RequestTimeoutException
* PriorRequestNotComplete
* ConnectionError

e HTTPClientErrorxr

BSmTRMRFERERE

Throttling
* ThrottlingException
* ThrottledException

* RequestThrottledException
* TooManyRequestsException
* ProvisionedThroughputExceededException

* TransactionInProgressException

* RequestLimitExceeded

« BandwidthLimitExceeded
* LimitExceededException
* RequestThrottled

+ SlowDown

BXREW., BEHEENBNFRESUR RN

- BEHEEMEZ
- e, BERAMEEAH

« FHIEREAFNIBEHUESG, Amazon

FSHATRIR

REHRMIEHNAER

337


https://www.amazonaws.cn/blogs/architecture/exponential-backoff-and-jitter/
https://www.amazonaws.cn/builders-library/timeouts-retries-and-backoff-with-jitter
https://docs.amazonaws.cn/general/latest/gr/api-retries.html

Amazon Secrets Manager

RAriEmE

A 18 %

TRERT B LXK LRI TR EZEE i Amazon Secrets Manager. EIRBA K EHE

A, EBE LT H RSS IR

TE

T8 Amazon IEEEE

EARIN RA 7D B AR R S HF

# 1Pv6 Xtk 2 55

Secrets Manager &}
Amazon EE KB

L

Secrets Manager X% 7 —
T E R MEAWSSecret
sManagerClientRead
OnlyAccess , iZREER
& P im AR F RN A
REHENR. BEXER,
S S ecrets Manager i
Amazon FEE R EH.

Secrets Manager L1 21 &K
AOEHRE , JEEF IR
. BB R AR XY B AR
ToEMBER. BXRESE
B, BERANAAE D RS
5—j2 A Amazon Secrets
Manager.

Secrets Manager Bl £ X #%
MR R. BXEZER
IPv4 |, iES R H IPv6 1A,

SecretsManagerRead
Write HEXRBIAEIE
redshift-serverless
RR. BREZFEE , HZH
LT A& Amazon & 5K

Amazon Secrets Manager

B

2025 11 A5H

2025 5 H 27 H

2024 £12 A 20 H

2024 3 A12H

338


https://docs.amazonaws.cn/secretsmanager/latest/userguide/reference_available-policies.html#security-iam-awsmanpol-updates
https://docs.amazonaws.cn/secretsmanager/latest/userguide/reference_available-policies.html#security-iam-awsmanpol-updates
https://docs.amazonaws.cn/secretsmanager/latest/userguide/cost-allocation-tags.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/cost-allocation-tags.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/cost-allocation-tags.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/ip-access.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/reference_available-policies.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/reference_available-policies.html

Amazon Secrets Manager ArfEm

BB

TRIERT 2024 F 2 A 2B EMRAHK ( Amazon Secrets Manager AF{ER) PHWEEE X,

B HR =p:
EXEM X2 Secrets Manager BW&#] 2018 % 4 A4 H
NG it S

BHEH 339



Amazon Secrets Manager ArfEm

AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,

ccexl



	Amazon Secrets Manager
	Table of Contents
	什么是 Amazon Secrets Manager？
	Secrets Manager 入门
	符合标准
	定价

	访问权限 Amazon Secrets Manager
	Secrets Manager 控制台
	命令行工具
	AmazonSDKs
	HTTPS 查询 API
	Amazon Secrets Manager端点

	Amazon Secrets Manager最佳实践
	将凭证和其他敏感信息存储在 Amazon Secrets Manager
	查找代码中不受保护的密钥
	为您的密钥选择一个加密密钥
	使用缓存来检索密钥
	轮换您的 密钥
	降低使用 CLI 的风险
	限制对密钥的访问
	阻止对密钥的广泛访问
	谨慎使用策略中的 IP 地址条件
	使用 VPC 端点条件限制请求

	复制密钥
	监控密钥
	在私有网络上运行基础设施

	Amazon Secrets Manager教程
	使用 Amazon CodeGuru Reviewer 查找代码中未受保护的机密
	将硬编码的机密移至 Amazon Secrets Manager
	第 1 步：创建密钥
	第 2 步：更新代码
	第 3 步：更新密钥
	后续步骤

	将硬编码的数据库凭据移至 Amazon Secrets Manager
	第 1 步：创建密钥
	第 2 步：更新代码
	步骤 3：轮换秘密
	后续步骤

	为 Amazon Secrets Manager 设置交替用户轮换
	权限
	先决条件
	先决条件 A：Amazon VPC
	先决条件 B：Amazon EC2 实例
	先决条件 C：Amazon RDS 数据库和管理员凭证的 Secrets Manager 密钥
	先决条件 D：允许本地计算机连接到 EC2 实例

	步骤 1：创建 Amazon RDS 数据库用户
	步骤 2：为用户凭证创建秘密
	步骤 3：测试已轮换的秘密
	步骤 4：清理资源
	后续步骤

	为 Amazon Secrets Manager 设置单用户轮换
	权限
	先决条件
	步骤 1：创建 Amazon RDS 数据库用户
	步骤 2：为数据库用户凭证创建密钥
	步骤 3：测试轮换的密码
	步骤 4：清理资源
	后续步骤


	创建密 Amazon Secrets Manager 钥
	Amazon CLI
	Amazon SDK
	Secrets Manager 密钥中有什么？
	Metadata
	密钥版本

	Amazon Secrets Manager 密钥的 JSON 结构
	Amazon RDS 和 Aurora 凭证
	Amazon Redshift 凭证
	Amazon Redshift Serverless 凭证
	Amazon DocumentDB 凭证
	Amazon Timestream for InfluxDB 密钥结构
	Amazon ElastiCache 凭证
	Active Directory 凭证


	使用 Amazon Secrets Manager 管理密钥
	更新 Amazon Secrets Manager 密钥的值
	Amazon CLI
	Amazon SDK

	使用 Secrets Manager 生成密码
	将密钥回滚到以前的版本
	更改密钥的加密 Amazon Secrets Manager 密钥
	Amazon CLI

	修改密 Amazon Secrets Manager 钥
	Amazon CLI
	Amazon SDK

	在里面寻找秘密 Amazon Secrets Manager
	搜索筛选条件
	Amazon CLI
	Amazon SDK

	删除密 Amazon Secrets Manager 钥
	Amazon CLI
	Amazon SDK

	恢复密 Amazon Secrets Manager 钥
	Amazon CLI
	Amazon SDK

	在中标记秘密 Amazon Secrets Manager
	查看标签基本知识
	使用标签跟踪成本
	了解标签限制
	使用 Secrets Manager 控制台标记密钥
	使用标记机密 Amazon CLI
	Amazon CLI 例子

	使用 Secrets Manager API 标记密钥
	使用 Secrets Manager Amazon SDK 标记密钥


	跨区域复制Amazon Secrets Manager密钥
	Amazon CLI
	AmazonSDK
	在中将副本密钥提升为独立密钥 Amazon Secrets Manager
	Amazon CLI
	Amazon SDK

	防止Amazon Secrets Manager复制
	排除 Amazon Secrets Manager 复制故障
	选定区域中存在名称相同的密钥。
	KMS 密钥上没有可用的权限来完成复制。
	KMS 密钥已禁用或者未找到
	您尚未启用要复制的区域。


	从中获取秘密 Amazon Secrets Manager
	使用 Java 获取 Secrets Manager 密钥值
	使用 Java 和客户端缓存获取 Secrets Manager 密钥值
	SecretCache
	构造函数
	方法
	getSecretString
	getSecretBinary
	refreshNow
	close


	SecretCacheConfiguration
	构造函数
	方法
	getClient
	setClient
	getCacheHook
	setCacheHook
	getMaxCacheSize
	setMaxCacheSize
	getCacheItemTTL
	setCacheItemTTL
	getVersionStage
	setVersionStage
	SecretCacheConfiguration withClient
	SecretCacheConfiguration withCacheHook
	SecretCacheConfiguration withMaxCacheSize
	SecretCacheConfiguration withCacheItemTTL
	SecretCacheConfiguration withVersionStage


	SecretCacheHook
	put
	get


	使用 JDBC 和 Amazon Secrets Manager 密钥中的凭证连接到 SQL 数据库
	建立与数据库的连接
	通过指定端点和端口建立连接
	使用 c3p0 连接池建立连接
	使用 c3p0 连接池通过指定端点和端口来建立连接

	使用 Java Amazon SDK 获取 Secrets Manager 密钥值

	使用 Python 获取 Secrets Manager 密钥值
	使用 Python 和客户端缓存获取 Secrets Manager 密钥值
	SecretCache
	get_secret_string
	get_secret_binary

	SecretCacheConfig
	SecretCacheHook
	put
	get

	@InjectSecretString
	@InjectKeywordedSecretString

	使用 Python Amazon SDK 获取 Secrets Manager 密钥值
	使用 Python Amazon SDK 获取一批 Secrets Manager 密钥值

	使用 .NET 获取 Secrets Manager 密钥值
	使用 .NET 和客户端缓存获取 Secrets Manager 密钥值
	SecretsManagerCache
	构造函数
	方法
	GetSecretString
	GetSecretBinary
	RefreshNowAsync
	GetCachedSecret


	SecretCacheConfiguration
	属性
	CacheItemTTL
	MaxCacheSize
	VersionStage
	客户端
	CacheHook


	ISecretCacheHook
	方法
	Put
	获取



	使用获取 Secrets Manager 的密钥值 适用于 .NET 的 Amazon SDK

	使用 Go 获取 Secrets Manager 密钥值
	使用 Go 和客户端缓存获取 Secrets Manager 密钥值
	type Cache
	方法
	New
	GetSecretString
	GetSecretStringWithStage
	GetSecretBinary
	GetSecretBinaryWithStage


	type CacheConfig
	type CacheHook
	方法
	Put
	获取



	使用 Go Amazon SDK 获取 Secrets Manager 密钥值

	使用 Rust 获取 Secrets Manager 密钥值
	使用 Rust 和客户端缓存获取 Secrets Manager 密钥值
	使用 Rust Amazon SDK 获取 Secrets Manager 密钥值

	在亚马逊 Elastic Kubernetes Service 中使用Amazon Secrets Manager密钥
	基于服务账户的 IAM 角色（IRSA）的 ASCP
	基于容器组身份的 ASCP
	选择正确的方法
	安装适用于 Amazon EKS 的 ASCP
	先决条件
	安装和配置 ASCP
	验证安装情况
	问题排查
	其他资源

	在 Amazon EKS 中使用带有 Pod 身份的Amazon密钥和配置提供商 CSI
	工作原理
	先决条件
	安装 Amazon EKS 容器组身份代理
	通过容器组身份设置 ASCP
	验证密钥的挂载情况

	故障排除

	将 Amazon Secrets and Configuration Provider CSI 与服务账户的 IAM 角色（IRSA）结合使用
	先决条件
	设置访问控制
	确定要挂载的密钥
	将密钥作为文件进行挂载

	故障排除

	Amazon机密和配置提供程序代码示例
	ASCP 身份验证和访问控制示例
	示例：允许 Amazon EKS 容器组身份服务（pods.eks.amazonaws.com）担任角色并标记会话的 IAM 策略：

	SecretProviderClass
	SecretProviderClass YAML 结构
	创建基本 SecretProviderClass 配置以在您的 Amazon EKS 容器中挂载密钥。
	SecretProviderClass 用法
	示例：按名称或 ARN 挂载密钥
	示例：从密钥挂载键-值对
	示例：按文件权限挂载密钥
	示例：失效转移配置示例
	多区域密钥失效转移
	失效转移到其他密钥



	其他资源


	在 Amazon Lambda 函数中使用 Amazon Secrets Manager 密钥
	将 Lambda 与 Secrets Manager 密钥结合使用
	在 VPC 中使用 Secrets Manager 和 Lambda

	使用 Amazon 参数和密钥 Lambda 扩展

	使用 Amazon Secrets Manager 代理
	Secrets Manager 代理的工作原理
	了解 Secrets Manager 代理缓存
	构建 Secrets Manager 代理
	安装 Secrets Manager 代理
	使用 Secrets Manager 代理检索密钥
	所需的权限
	示例请求

	了解 refreshNow 参数
	强制刷新密钥值

	配置 Secrets Manager 代理
	可选功能
	日志记录
	安全性注意事项

	使用 C++ Amazon 软件开发工具包获取 Secrets Manager 密钥值
	使用 JavaScript Amazon SDK 获取 Secrets Manager 密钥值
	使用 Kotlin Amazon SDK 获取 Secrets Manager 的密钥值
	使用 PHP Amazon 开发工具包获取 Secrets Manager 密钥值
	使用 Ruby Amazon SDK 获取 Secrets Manager 密钥值
	使用获取密钥值 Amazon CLI
	使用批量获取一组机密 Amazon CLI

	使用Amazon控制台获取密钥值
	在 Amazon Batch 中使用 Amazon Secrets Manager 密钥
	获取 Amazon CloudFormation 资源中的 Amazon Secrets Manager 密钥
	在 GitHub 作业中使用 Amazon Secrets Manager 密钥
	先决条件
	使用量
	环境变量命名
	示例

	用Amazon Secrets Manager于 GitLab
	注意事项
	先决条件
	Amazon Secrets Manager与集成 GitLab
	将 GitLab 管道配置为使用 Secrets Manager

	问题排查
	GitLab 管道问题
	其他资源


	在 Amazon IoT Greengrass 中使用 Amazon Secrets Manager 密钥
	使用 Parameter Store 中的 Amazon Secrets Manager 密钥

	轮换 Amazon Secrets Manager 秘密
	Amazon Secrets Manager密钥的托管轮换
	轮换 Secrets Manager 托管的外部机密
	在控制台中设置轮换
	使用 CLI 设置轮换

	通过 Lambda 函数进行轮换
	为 Amazon RDS、Amazon Aurora、Amazon Redshift 或 Amazon DocumentDB 密钥设置自动轮换
	步骤 1：选择轮换策略并（可选）创建超级用户密钥
	步骤 2：配置轮换并创建轮换函数
	第 3 步：（可选）为轮换函数设置额外的权限条件
	步骤 4：为轮换函数设置网络访问
	后续步骤

	为非数据库Amazon Secrets Manager密钥设置自动轮换
	步骤 1：创建通用轮换函数
	步骤 2：编写轮换函数代码
	步骤 3：配置密钥以进行轮换
	步骤 4：允许轮换函数访问 Secrets Manager 以及您的数据库或服务
	步骤 5：允许 Secrets Manager 调用轮换函数
	步骤 6：为轮换函数设置网络访问
	后续步骤

	使用设置自动旋转 Amazon CLI
	数据库密钥的先决条件：选择轮换策略
	选项 1：单用户策略
	选项 2：交替用户策略

	步骤 1：编写轮换函数代码
	第 2 步：创建 Lambda 函数
	步骤 3：设置网络访问
	步骤 4：配置要轮换的密钥
	后续步骤

	Lambda 函数轮换策略
	轮换策略：单用户
	轮换策略：交替用户

	Lambda 轮换函数
	轮换函数的四个步骤
	createSecret：创建密钥的新版本
	setSecret：更改数据库或服务中的凭证
	testSecret：测试新的密钥版本
	finishSecret：完成轮换


	Amazon Secrets Manager 轮换函数模板
	Amazon RDS 和 Amazon Aurora
	Amazon RDS Db2 单用户
	Amazon RDS Db2 交替用户
	Amazon RDS MariaDB 单用户
	Amazon RDS MariaDB 交替用户
	Amazon RDS 和 Amazon Aurora MySQL 单用户
	Amazon RDS 和 Amazon Aurora MySQL 交替用户
	Amazon RDS Oracle 单用户
	Amazon RDS Oracle 交替用户
	Amazon RDS 和 Amazon Aurora PostgreSQL 单用户
	Amazon RDS 和 Amazon Aurora PostgreSQL 交替用户
	Amazon RDS Microsoft SQLServer 单用户
	Amazon RDS Microsoft SQLServer 交替用户

	Amazon DocumentDB (with MongoDB compatibility)
	Amazon DocumentDB 单个用户
	Amazon DocumentDB 交替用户

	Amazon Redshift
	Amazon Redshift 单用户
	Amazon Redshift 交替用户

	Amazon Timestream for InfluxDB
	Amazon Timestream for InfluxDB 单用户
	Amazon Timestream for InfluxDB 交替用户

	Amazon ElastiCache
	Active Directory
	Active Directory 凭证
	Active Directory keytab

	其他密钥类型

	Lambda 轮换函数的执行角色权限 Amazon Secrets Manager
	适用于 Lambda 轮换函数执行角色的策略
	适用于客户托管密钥的策略语句
	适用于交替用户策略的策略语句

	Amazon Lambda 轮换函数的网络访问
	Amazon Secrets Manager 轮换问题排查
	如何排查 Amazon Lambda 函数中的密钥轮换失败
	可能的原因
	一般故障排除步骤

	“在环境变量中找到凭证”之后没有活动
	“createSecret”之后没有活动
	错误：“不允许访问 KMS”
	错误：“Key is missing from secret JSON（密钥 JSON 中缺少密钥）”
	错误：“setSecret: Unable to log into database（setSecret：无法登录数据库）”
	错误：“无法导入模块‘lambda_function’”
	将现有的轮换函数版本从 Python 3.7 升级到 Python 3.9
	选项 1：使用 Amazon CloudFormation 重新创建轮换函数
	选项 2：使用 Amazon CloudFormation 更新现有轮换函数的运行时系统
	选项 3：Amazon CDK 用户升级 CDK 库

	将现有的轮换函数版本从 Python 3.9 升级到 Python 3.10
	按部署方法更新路径

	带有 PutSecretValue 失败的 Amazon Lambda 密钥轮换
	错误：“在 <a rotation> 步骤期间执行 Lambda <arn> 时出错”
	并发问题排查步骤



	轮换计划
	轮换时段
	Rate 表达式
	Cron 表达式
	Secrets Manager 中的 Cron 表达式要求


	立即轮换 Amazon Secrets Manager 密钥
	Amazon CLI

	查找未轮换的密钥
	在 Secrets Manager 中取消自动轮换

	Amazon Secrets Manager 由其他 Amazon 服务管理的机密
	Amazon Web Services 服务 那些使用 Amazon Secrets Manager 秘密的
	如何 Amazon App Runner 使用 Amazon Secrets Manager
	Amazon App2Container 如何使用 Amazon Secrets Manager
	如何 Amazon AppConfig 使用 Amazon Secrets Manager
	亚马逊如何 AppFlow 使用 Amazon Secrets Manager
	如何 Amazon AppSync 使用 Amazon Secrets Manager
	Amazon Athena 如何使用 Amazon Secrets Manager
	亚马逊 Aurora 是如何使用的 Amazon Secrets Manager
	如何 Amazon CodeBuild 使用 Amazon Secrets Manager
	Amazon Data Firehose 如何使用 Amazon Secrets Manager
	如何 Amazon DataSync 使用 Amazon Secrets Manager
	亚马逊如何 DataZone 使用 Amazon Secrets Manager
	如何 Amazon Direct Connect 使用 Amazon Secrets Manager
	如何 Amazon Directory Service 使用 Amazon Secrets Manager
	Amazon DocumentDB（with MongoDB compatibility）如何使用 Amazon Secrets Manager
	如何 Amazon Elastic Beanstalk 使用 Amazon Secrets Manager
	Amazon 弹性容器注册表的使用方式 Amazon Secrets Manager
	Amazon Elastic Container Service
	亚马逊如何 ElastiCache 使用 Amazon Secrets Manager
	如何 AWS Elemental Live 使用 Amazon Secrets Manager
	如何 AWS Elemental MediaConnect 使用 Amazon Secrets Manager
	如何 AWS Elemental MediaConvert 使用 Amazon Secrets Manager
	如何 AWS Elemental MediaLive 使用 Amazon Secrets Manager
	如何 AWS Elemental MediaPackage 使用 Amazon Secrets Manager
	如何 AWS Elemental MediaTailor 使用 Amazon Secrets Manager
	Amazon EMR 如何使用 Secrets Manager
	在亚马逊上运行的亚马逊 EMR 如何 EC2 使用 Secrets Manager
	EMR Serverless 如何使用密 Secrets Manager

	亚马逊如何 EventBridge 使用 Amazon Secrets Manager
	亚马逊如何 FSx 使用 Amazon Secrets Manager 机密
	如何 Amazon Glue DataBrew 使用 Amazon Secrets Manager
	Amazon Glue Studio 如何使用 Amazon Secrets Manager
	如何 Amazon IoT SiteWise 使用 Amazon Secrets Manager
	Amazon Kendra 如何使用 Amazon Secrets Manager
	Amazon Kinesis Video Streams 如何使用 Amazon Secrets Manager
	如何 Amazon Launch Wizard 使用 Amazon Secrets Manager
	Amazon Lookout for Metrics 如何使用 Amazon Secrets Manager
	Amazon Managed Grafana 如何使用 Amazon Secrets Manager
	如何 Amazon Managed Services 使用 Amazon Secrets Manager
	Amazon Managed Streaming for Apache Kafka 如何使用 Amazon Secrets Manager
	Apache Airflow 的亚马逊托管工作流程是如何使用的 Amazon Secrets Manager
	Amazon Web Services Marketplace
	如何 Amazon Migration Hub 使用 Amazon Secrets Manager
	Amazon Panorama  如何使用 Secrets Manager
	Amazon 并行计算服务如何使用 Amazon Secrets Manager
	如何 Amazon ParallelCluster 使用 Amazon Secrets Manager
	Amazon Q 如何使用 Secrets Manager
	如何Amazon OpenSearchIngestion使用 Secrets Manager
	如何 Amazon OpsWorks for Chef Automate 使用 Amazon Secrets Manager
	Amazon Quick Suite 如何使用 Amazon Secrets Manager
	Amazon RDS 如何使用 Amazon Secrets Manager
	Amazon Redshift 如何使用 Amazon Secrets Manager
	Amazon Redshift 查询编辑器 v2
	亚马逊 A SageMaker I 是如何使用的 Amazon Secrets Manager
	如何 Amazon Schema Conversion Tool 使用 Amazon Secrets Manager
	适用于 InfluxDB 的 Amazon Timestream 是如何使用的 Amazon Secrets Manager
	如何 Amazon Toolkit for JetBrains 使用 Amazon Secrets Manager
	如何 Amazon Transfer Family 使用 Amazon Secrets Manager 秘密
	如何 Amazon Wickr使用 Amazon Secrets Manager 秘密


	使用Amazon Secrets Manager托管的外部机密来管理第三方机密
	主要 功能
	托管外部机密合作伙伴
	Salesforce 客户密码
	秘密值字段
	机密元数据字段
	使用流程

	Big ID 刷新令牌
	秘密值字段
	使用流程

	Snowflake 密钥对
	秘密值字段
	机密元数据字段
	使用流程


	安全性和权限
	监控托管的外部机密并对其进行故障排除
	迁移现有密钥
	限制和注意事项

	在 Amazon CloudFormation 中创建 Amazon Secrets Manager 密钥
	使用 Amazon CloudFormation 创建 Amazon Secrets Manager 密钥
	JSON
	YAML

	创建自动轮换的 Amazon Secrets Manager 密钥，然后使用 Amazon CloudFormation 创建 Amazon RDS MySQL 数据库实例
	创建 Amazon Secrets Manager 密钥，然后使用 Amazon CloudFormation 创建 Amazon Redshift 集群
	创建 Amazon Secrets Manager 密钥，然后使用 Amazon CloudFormation 创建 Amazon DocumentDB 实例
	JSON
	YAML

	Secrets Manager 如何使用 Amazon CloudFormation

	在 Amazon Cloud Development Kit (Amazon CDK) 中创建 Amazon Secrets Manager 密钥
	监控 Amazon Secrets Manager 密钥
	使用记录 Amazon Secrets Manager 事件 Amazon CloudTrail
	Amazon CLI
	Amazon CloudTrail Secrets Manager 的参赛作品
	Secrets Manager 操作的日志条目
	有关删除操作的日志条目
	可用于复制的日志条目
	有关轮换操作的日志条目


	使用 Amazon CloudWatch 监控 Amazon Secrets Manager
	CloudWatch 警报

	将 Amazon Secrets Manager 事件与 Amazon EventBridge 匹配
	将所有更改与指定密钥匹配
	在轮换密钥值时匹配事件

	监控计划删除的 Amazon Secrets Manager 密钥何时被访问
	步骤 1：将 CloudTrail 日志文件配置为传输到 CloudWatch Logs
	步骤 2：创建 CloudWatch 告警
	步骤 3：测试 CloudWatch 告警

	使用 Amazon Config 监控 Amazon Secrets Manager 密钥的合规性
	监控 Secrets Manager 成本
	使用 Amazon GuardDuty 检测威胁

	合规性验证 Amazon Secrets Manager
	合规性标准

	安全性 Amazon Secrets Manager
	降低使用存储Amazon Secrets Manager密钥Amazon CLI的风险
	的身份验证和访问控制 Amazon Secrets Manager
	的权限参考 Amazon Secrets Manager
	Secrets Manager 管理员权限
	访问密钥的权限
	Lambda 轮换函数的权限
	加密密钥权限
	复制权限
	基于身份的策略
	示例：检索单个秘密值的权限
	示例：读取和描述个人密钥的权限
	示例：批量检索一组密钥值的权限
	示例：通配符
	示例：创建密钥的权限
	示例：拒绝使用特定Amazon KMS密钥来加密机密

	基于资源的策略
	Amazon CLI
	AmazonSDK
	示例
	示例：检索单个秘密值的权限
	示例：权限和 VPCs
	示例：服务主体


	使用基于属性的访问权限控制（ABAC）控制对密钥的访问
	示例：允许身份访问具有特定标签的密钥
	示例：仅允许访问标签与密钥的标签匹配的身份

	Amazon的托管策略 Amazon Secrets Manager
	Amazon托管策略： SecretsManagerReadWrite
	Amazon托管策略： AWSSecretsManagerClientReadOnlyAccess
	Secrets Manager 对Amazon托管策略的更新

	确定谁有权访问你的Amazon Secrets Manager秘密
	从其他账户访问Amazon Secrets Manager密钥
	从本地环境访问密钥

	Amazon Secrets Manager 中的数据保护
	静态加密
	传输中加密
	互联网络流量隐私
	加密密钥管理

	中的秘密加密和解密 Amazon Secrets Manager
	选择一把Amazon KMS钥匙
	什么是加密？
	加密和解密流程
	KMS 密钥的权限
	Secrets Manager 如何使用您的 KMS 密钥
	Amazon 托管式密钥 (aws/secretsmanager) 的密钥策略
	Secrets Manager 加密上下文
	监控 Secrets Manager 的互动 Amazon KMS

	Amazon Secrets Manager 中的基础设施安全性
	使用 Amazon Secrets Manager VPC 终端节点
	为接口端点创建端点策略
	共享子网

	使用 IAM 策略控制 API 访问
	什么是 IPv6？
	IAM 双栈（IPv4 和 IPv6）策略
	谁应该执行此更改？
	谁不应该执行此更改？

	添加 IPv6 到 IAM 策略中
	验证您的客户端支持 IPv6

	Amazon Secrets Manager 中的恢复能力
	后量子 TLS

	故障排除 Amazon Secrets Manager
	“访问被拒绝”消息
	对于临时安全凭证的“拒绝访问”
	并非始终立即显示我所做的更改。
	在创建秘密时收到“Cannot generate a data key with an asymmetric KMS key”（无法使用非对称 KMS 密钥生成数据密钥）
	Amazon CLI或 S Amazon DK 操作无法从部分 ARN 中找到我的秘密
	此密钥由Amazon服务管理，您必须使用该服务对其进行更新。
	使用 Transform: AWS::SecretsManager-2024-09-16 时 Python 模块导入失败

	Amazon Secrets Manager 配额
	Secrets Manager 配额
	将重试添加到您的应用程序

	文档历史记录
	早期更新

	

