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FER=EBCE , RLEBAES —NBHAFN superuser BEHFIE. MRBEEFNREAFER
WA EENNRAE , HESR—RE (G ) ARRXEXAFHNEILE , RINBWEREHAFRHR
KB,

HEBREATEENRERNKEE  Hh— " ACREBREERR K ME—1MACGEFHRAKEERN
R, R EATEESTHAMENNARER. NRNARFERRBRARLERZS , NIZNARFDS
RE—AERNEILE, £HF , user Muser_clone T EM, EXMERAWELIHREE , NARE
FIREBIELN TREMEEZRLL S AP RIRREBIELN TEMEE . IRBEEREERSSHIH , BEE
REENEMEERFERSS  WFEREFEELFERAHESIEINARANXEKE. ZUUFERESNERE
B SRR XS

Secrets Manager FOIENREREAFHENRERF, MREEUERERAFEEXRTRERAFH
R, A A8 i 5 B A P B BR o

il RGEBEAERNBBEERAFPNELECIET —MNEA , WZBATE —NTEXEE IR,
//r:.-h_,-Secret ‘\

My lUser

passwordA

N

F-RRH - RRRBERERNEBCRREAS , SEFIEFB SRR BRHARE,

.
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/I'-.ﬂ}-Secret
- AWSPREVIOUS

-.. My Ulser

passwordA

.

PR, scurwca |

... MylUser_clone

passwordB

~

J

BTIRH - R EHN R I8 AP D,

//r-_d}-Secret
) AWSCURRENT |

... My Ulser

passwordC

.

- AWSPREVIOUS

-.. MylUser_clone

passwordB

~

J

BZIRRHR - BB EN RPN,

/r-_.ﬂ}-Secret
- AWSPREVIOUS

-.. MyUser

passwordC

T

... MyUser_clone

passwordD

~

RERF
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FH

+ £ Amazon CodeGuru Reviewer AR R T Z R K R4
o GEmISH A 3N E Amazon Secrets Manager

o FHERIEHEIEEZIERZE Amazon Secrets Manager

+  Amazon Secrets Manager iR E X & f P it

+  Amazon Secrets Manager & & % F F° it

£ Amazon CodeGuru Reviewer &% {415 A Z R 1Y 574R

Amazon CodeGuru Reviewer BRSSERRF 2 MM Z I REMF XA B LRI BIERE |, 3
R Java M Python REBHIE I, CodeGuru Reviewer 5 Secrets Manager £/ /5 , TAEHR A
BRTZRFNEH. BXTRKXINZEHRXRE | HS5H (Amazon CodeGuru Reviewer Al F15F)
I CodeGuru Reviewer T/ U By ZREA AL,

REBREBNERAE  FUAFESR

+ the section called “B #1718 4w 15 0 BB FE ZALE
+ the section called “B ¥R iE 1D HY 2348 ~

FHE 4w A5 1Y 2240 #3h B Amazon Secrets Manager

MEREFEERAXER , RINBIHHRIRHF# ) Secrets Manager ., FZ 40830 E| Secrets
Manager /5 , BHRIBFEEM Secrets Manager PR R4 , NTTAER T EAFIRBHOALXEE
REANRE, RREASFHINERENES , FETEER.

RTFHEEFESILEZRR , BN HERENBIEEZRERZE Amazon Secrets Manager,

HFtacn , BREBZAEHFTERRZER. BNBUEAFD IAM ABRERRANNR

- AREBALAFHNZHENACR., BEXESZEE |, 5 #the section called “Secrets Manager B &
R, BEFERALARMENRIRER,

o —ANAIBATEEITH ( BIINEREIEF RN RoleToRetrieveSecretAtRuntime ) fERAZAN A,
EHRBERARABCBUERF, EAKED , BHOZABNETFRE—NBAENNR , H&
FEAZANRBRREER TR, BXHEMBNRGZE , S Hthe section called “FLTS R,

Amazon CodeGuru Reviewer 17
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HIR

- B9 HBREH
- B25 . EHARB
- E3Y . EFMEH
- RESR

E15 SEER

F—S RN EERBIZIAEHT Secrets Manager HHIZ4AF, MEFHAEE AN Amazon FIFRHE
X, NMNFEFHESZRREENXEH, & , BHEHEHEN TENEARGIMS ERKEHEX
=,

BIRZE (#2FHE )

1. BX https://console.aws.amazon.com/secretsmanager/ 3T 7 Secrets Manager &%l &,
2. i&#%E Store a new secret (TZEH%4A).
3. 1E Choose secret type ( EBRZHAXE ) ME L , MITUATRE :

a. XITF Secrettype ( Z4AKE ) |, iBIEF Other type of secret ( HthZH4AERH ) ,
b. A Key/value pairs ( 8EXS ) & Plaintext ( BBX ) X AFH, —LRH .

AP| ZRREXS :

ClientID:my_client_id

ClientSecret :wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
FULREXS :

Username : saanvis

Passwoxd : EXAMPLE-PASSWORD
OAuth B :

AKIAI44QHS8DHBEXAMPLE

B4 tERN 18
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AP| 4R RBEX -
ClientID:my_client_id
ClientSecret :wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

HFUEFH B

FBEZEHAAE

----BEGIN PRIVATE KEY ---
EXAMPLE
---- END PRIVATE KEY ----

c. XITF Encryption key ( tZ %4 ) , & aws/secretsmanager £/ Secrets Manager Y
Amazon TERXZH. FALBAFT~ETMER. flH , BEUERECNEREER
AR 1>k B H At Amazon Web Services Ik W ZH. BXEAZTFREZHNRENE
B, #ZHE EN.

d. &EENext( FT—%),

4. 7E Choose secret type ( IR ZFAXRRE ) WEHL , ITUATERE .

a. WA—MNERMR Secret name ( A& # ) M Description ( %88 ) -

b. 7 Resource permissions ( ZIRXPR ) F , % Edit permissions ( wENXRE ) . HWELATE
B ( f21F RoleToRetrieveSecretAtRuntime KRR ) , ARFER Save (R17F) -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :AccountId:role/RoleToRetrieveSecretAtRuntime"

.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

B4 tERN 19
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}
]
}

c. HERHEIKED , & Nexto
5. %t Configure rotation ( BtE%#t ) WE L , FRRER., EEFE Next( T—F ).,
6. 7t Review (%) MLt , "&ENZHAFMES , AFEE Store (7).

E2%  E#ME

BHRBULFRA IAM B RoleToRetrieveSecretAtRuntime F e BB 4R, BXESER
BES I IAM A€ ( Amazon ) .

RE , WA LAFEA Secrets Manager K REIRIBEHEH K , LI E Secrets Manager FHI %
£,

EHRRHIRE

1. BHE https://console.aws.amazon.com/secretsmanager/ ¥ 7 Secrets Manager %l &
2. EERIKRA L, EELENER.
3. M[ETR3NE Sample code ( R ) . EFRENEREES K AREFRBRER,

BRNARFHFNERDZAAEBERBLE R, BEARBESNTE , KR EERRPRNNE
B FEERN AR

FEARARBEERLZS , IRXEHONAERFRERFSTHE,
3% EFRE

RE—SRPEAENERDNEZN. FEABANNRKFUERPENERRANGERA, flm , Bae
FEFRYNERAFAER —MEN.

R EENZH

1. @i https://console.aws.amazon.com/secretsmanager/ T 7 Secrets Manager 2%l &
2. J%&$F Secrets ( B ) , REEFIZZER,

3. 7t Secret details ( BEAFMELR ) RE L , @ TR3NH1%E#HF Retrieve secret value ( ¥R % 4R
B) , RFIER Edit (RE) -

®25% EFAB 20
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4. EHFEARGEE Save (&R7F) o

R WG B R 12 R A AR E (5 PR 3 24
R
MRBHBREFBHZAE  ETREDIEATER :

- E7£ Java M Python R AREFHRIEREBNELS , RAEWEEA Amazon CodeGuru Reviewer,

- BALBYERFRARRESMEAREBRE, BXESER , BZRARLEREN,

« NTFNSAMXFFRINEZR , BEREFHZAURDLER. BXEZESR , S Hthe section called
“TEAEH D H X,

o ERHEF , BN E RoleToRetrieveSecretAtRuntime MF R RZZPENNIRE, EaHE

BRTFEZNR (HIARRNAXRBANTHBERETEHIIR ) , iS5 Mthe section called “fX R K s
R

« ERHESD , B ERABANARERM RoleToRetrieveSecretAtRuntime BF R, HXxF
TR E A 5% | 1§53 Hthe section called “IF PR K BE M 11 ZE & 27

THE dm B Y BUE E B E Amazon Secrets Manager

MERBHEEAXBEEEIE , BIMNBWWEREIEZNE Secrets Manager , AR ENFHR R, F
EIEB 3 F Secrets Manager f5 , BN EZEM Secrets Manager F1 ZREUE , MR T A
BIRBEHNALFIRIENRE., RRFEALCENED  ARRHIERENESE , FETFEER.

5 F Amazon RDS. Amazon Redshift #1 Amazon DocumentDB HIEE |, FEAAT PSR IGFE 5
BHEIEB I E Secrets Manager, X FEMRBWEZIMERMEMZRER |, S Hthe section called “E#
WmBI R 7,

EFEzE , EEERTEFTEHRZFEH. BMNBWEAFRN IAM AEREEZHANNR !
- MREBALAPNZHANACR, BEXREZEER , BZH the section called “Secrets Manager B 5
R, R ERLLAGLRMNEHRES,

« EERHES , —NALEETHREREER0LeToRetrieveSecretAtRuntimeI B, EHRDE
FRALBEUKREZRRZSA,

S
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- $£15; RBE4
- £2%  EHNRY
o HI 3 B

- BRESR

E15 SEER

F—SRNINEERBOEIES$F Secrets Manager RHIZAF, N T RIKIER |, G R4PFMH
EEBEFEMERNXEH,

elfe o

1. 1E https://console.aws.amazon.com/secretsmanager/ ¥TF Secrets Manager &#l &
2. 1EE FEWERA.
3. 1£ Choose secret type ( R ZHAXE ) ME L , MITUATRE :

a WTFBAXD  HEBEHEOKEETIELT .

 Amazon RDS #iE &

« Amazon DocumentDB ##E&E

« 5% Redshift EEE,

- BXHMEBENEL , FSRAERERESHNEH.
b. WNTFEIL , FRABEENEVERDEIL,

c. XIF Encryption key ( tIZE%47 ) , i%&# aws/secretsmanager £/ Secrets Manager #9
Amazon EERER . FRALKEBRFTEEIMARA, fln , EEAUEREEHEFREER
BEASR 17 8]k B H b Amazon Web Services IKF . BXFERAEFREZHRNRENE
B, BEZH 2N

d. X{F Database ( ##EFF ) , BFEBRENEBERE.
e. ﬁj:%-lt_io
4. 7£ Configure secret ( BEEZ4 ) RE L , MITUATIRE :

a. HWA—/NHERME Secret name ( 4R ) F Description (WA ) o

b. 7 Resource permissions ( FIRXPR ) F , % Edit permissions ( EXRE ) . BT R
¥RoleToRetrieveSecretAtRuntime® RZAMKES | REER “R1E

B4 tERN 22
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::AccountId:role/RoleToRetrieveSecretAtRuntime"
1,
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
]
}

c. HERMHEZD , EF Nexto
5. & Configure rotation ( BtE#i#%t ) RE L , ErYRRER, BEESRHEBAH. & T—%.
6. 1E Review (%) ML , FRENZHFMAFLE , AFIEE Store (7).

L2%  EME

R IBAAIELE IAM BfBRoleToRetrieveSecretAtRuntime T e B R4, BXEZER | &
SR E IAM A (Amazon API),

ARG , B LUMER Secrets Manager 12 REIRIBEF BRI , LA R Secrets Manager FHI %
£,

B R HICEE

1. 3#TFF Secrets Manager ###|& : https://console.aws.amazon.com/secretsmanager/o
2. EFEPIRAL , EELHFH,
3. M@TR3E Sample code ( RHIREE ) . EREENES , AREFRBHE,

BERNARFFHEEDEZIEAEBERBL R, RERBESHTE , KURFEEHRPRNNE
e ITEN M.

EARARBERBREL , NLEHNNRARFRENETA.

®25% EFAB 23


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-api.html
https://console.amazonaws.cn/secretsmanager/

Amazon Secrets Manager ArfEm

HIR 3 RRWE

SRS RBEIRKRFBARFBHERBWEIUL, Rotaton REMEMZANT R, RREMAN , B2E
N EFZARMBIEERHZIE. Secrets Manager A] SUZREIREN ITRI B 31 N ERIEEH,

RERRIIEER Lambda $H#RE B AT LLGE Secrets Manager FMEWEIEE., BH B3Rk

J& , Secrets Manager 258 BIEEMER VPC 42 Lambda £IREE , LBRECHEHREEN
P& 15 R PR, Lambda 3B BIE A A A Secrets Manager AE#F # 40, TATEWIETE VPC
A8l — Secrets Manager £is 17 & , X#M Lambda Z| Secrets Manager BiAA M T 2B FFEM
2889 Amazon . BXUWH , HZSREVPC i Ko

BRER

1. 3#TFF Secrets Manager ###|& : https://console.aws.amazon.com/secretsmanager/o
2. EFERIKRAL , BEENER.

3. 1£ Secret details (Z4HF4EE) 71 LK Rotation configuration (3R E &) B0+ , iE£F Edit
rotation (4REFHR),

4. HERBEREEXNEED  HITATRE

a. B Automatic rotation ( BZh%#t ) .
b. % Rotation schedule ( ##it%] ) T , A UTC Bt X#& X A LRV 1K,

c. 1%3#% Rotate immediately when the secret is stored ( EEEFARN IR ) , LWEREFEE
AR E A,

d. % Rotation function ( #¥E¥ ) T , 1%# Create a new Lambda function ( & #THY
Lambda E% ) , RERFEEM A —NEF. Secrets Manager ¥ "SecretsManager" 71l
R R B BB BRRYTT K

e. NTRMEKE K EREMHF,
f. EEREF

REZHARTERKR

1.  FTFF Secrets Manager #&&& , Mty hitps://console.aws.amazon.com/secretsmanager/,
2. 1%3#F Secrets ( %A ) , ARERIZZEH,

3. 1f Secret details ( WERFMELE ) WEHL , @ TR3NH1%EE Retrieve secret value ( K EWE
BH).

S 3 BBRWER 24
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MRFZAENRET , NRARREELRI, MRFAEXKEEN , NEE RN UIEEgRHRID
BEMY CloudWatch B &,

T i 0 L PR R P 42 R B0 BB A 1 2 P SRR 10 224
BT IR
MRBFBBRERBNEAE  ETREZEEUTER -

- WA LBIEFZHARESHEHBRERET, BXEZER , BSR REFH,
o BALLERTRENEIRITR. BXEZELR | S the section called “ITXIFRIE",
« EE{RHY Java M Python NARBFARERBHEIEHIE , RIEBIUEH Amazon CodeGuru

Reviewer,

79 Amazon Secrets Manager IR ERX & F it

EARHED , BNEINMAAEEHRFEESINRFRERIERAF L, Alternating users

rotation ( REAFRIR ) 2 —MRIRFKR , TZKEHP , Secrets Manager FREAF , REEBIRK
EHABLEAFELE. MREEENFHANSTAM , MERER— N TENIER  BEAEP IR
BERFHBEREEFENENELE, M —MIEEEH. BEXEZER , FZHthe section called “RXE
RAF,

EREXBAFREHR , BFERMUE
- HP— I\ HEI S EERIRNEIL.
- BEAEEARZENE-NEN.
LRAFARRRE-MFAERE-—NAPNED, EXAHED , £fFik Amazon RDS HEE

BRI, Amazon RDS R4 EHEE R ZBRR, EXEZELR |, i§5Wthe section
called “E BRI,

THENE—BIABRRENBUNAEEERTE, I TOLRERBRRNTERE , APEFEAT -5
f5l Amazon RDS MySQL ¥#EFE. N TZEEN , BEENTRFHALEERMIFRIA VPC F, EET
BEBRMMAR b BGEZRIBIEE | BHEAE2E , ©2 VPC FALIEEIRBEENRSES , BHEA
MNEB M IT SSH iE#E, AHEFNELEHE Amazon EC2 =4l , ZRpIMNEZLH LM IEEAM
RAMESRE,
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ERAHEE  BRNBUESEFEHEFNHR. BOEEFHRHERAEN.

Secrets Manager 3 # £ Amazon Lambda B R EMZAMBIBERE . BXEMA Lambda EERYEL
THER , BSHE EMN.

HiE

- R

. HREZMH

- HB 1 8l Amazon RDS BIEERAF

- FR2: FAPKERIENER

- SR 3: NHERBRAE

‘4. BERR

Y

N

N
B

il
¥
&
3

PR

BN EREHERN , BEES Amazon Web Services K/ WEENE, EE~HED  HEIER
HNBNTBREATENAC, fill , EEREEEERNRNACE A2 Amazon RDS #iiEE , M
EMEXEEANBENARLEZE VPC MZ24d, ERITHESEN , RMNBWEHKEFEHERD S5,

BXMAEEFRETRENROEER  H50 S BRIEMTERH,
TERFAF

E#HES  BEEUTHE :

s FREZMH A Amazon VPC

« SERZMH B : Amazon EC2 3£l

« FRFM C : Amazon RDS BIEEMEE A FIUER Secrets Manager 4R
o SREZM D AFRMITENIEREES EC2 K4

FoREE A Amazon VPC

FEFZRP , EFIBAEE TS5 Amazon RDS B#EER Amazon EC2 £6I#Y VPC, ERES R
B, EREATENETERMEEIE24 , AREZIGESEF , RILEFEARKRE VPC IR
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. At , Amazon VPC & EERMMEREZE| VPC HEMMBARPAMEE , UFRE VPC SAERRY
MEBRIEBNERMMX,

£ VPC & | B0 L8| —/ Secrets Manager i = H— Amazon RDS % 2. RGNS EH

RiE Bzt , Secrets Manager 27 VPC W BIE Lambda 3IREE , MEE A LG RIZE

FE, Lambda BB L L@ Secrets Manager RE#H 247 , A Amazon RDS RIREVEIE FEiE
EER, BIE VPC REIBwRR , BRI LUBRM Lambda B34 %] Secrets Manager #1 Amazon RDS
AR BT Amazon EftigE. Rk , XL FERANEEBRE VPC RN R K.

212 VPC

1. B LTI Amazon VPC ##&l& : https://console.aws.amazon.com/vpc/o
2. 1%4% Create VPC ( 8l VPC),

3. 1 Create VPC ( 8l VPC ) WE L , #%#F VPC and more ( VPC & ) ,

4

£ Name tag auto-generation ( BF¥ L B34 ) TH Auto-generate ( BBIERK ) T, fiA
SecretsManagerTutorial,

5. XIT DNS options ( DNS &M ) , &[EAT1E#F Enable DNS hostnames 1 Enable DNS
resolution,

6. k4% Create VPC ( 81 VPC),

£ VPC W8I Secrets Manager i &

1. 7£ Amazon VPC ##|&# Endpoints ( %R ) T , 1%&$#F Create Endpoint ( B1ZIFR ) o

2. 1£ Endpoint settings ( i RIZE ) T , 7 Name ( &% ) @A
SecretsManagexTutorialEndpoint,

3. £ Services ( RS ) T, #iA secretsmanager LATFIESIR , RBETEER Amazon Web
Services X1 % Secrets Manager iR, BN , EEERE ( FZFRILILE ) |, &F

com.amazonaws.us-east-1.secretsmanager,
4. XF VPC, #%&3#F vpc**** (SecretsManagerTutorial),

5. XF Subnets ( M ) , i&ZFTHE Availability Zones ( TAMERXE ) , AENFEN X , &#FE
‘FEH SubnetID (FM ID) o

6. XIF IP address type ( IP #iut3E A ) | % IPv4,
7. XTF Security groups ( T2 ) , EERERIALEL4A,
8. XIF Policy ( %kB& ) , % Full access.
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9. i&#E Create endpoint ( BIEH R ) -

1£ VPC R0 Amazon RDS i &

1. £ Amazon VPC ##|& 8 Endpoints ( R ) T , 1%£$F Create Endpoint ( 81K R ) o
2. £ Endpoint settings ( i RIRE ) T , 73 Name ( &% ) # A RDSTutorialEndpoint,

3. 1E Services ( RS ) T, WA rds WAiFiES|R , RFELEH Amazon Web Services X1, F
1%# Amazon RDS iR, Bl , EXERE ( HFEFRLILE ) , 1%HF com.amazonaws. us-
east-1.rds,

4. XF VPC, %&#F vpc**** (SecretsManagerTutorial),

3tF Subnets ( M ) , i&EFEFTE Availability Zones ( TAMXE ) , AEXNTFEINXE , ERE
A&/ SubnetID (FMWID)

33F IP address type ( IP b3 A ) | %R IPv4,
X F Security groups ( Z&4 ) , EERERINL LA,
XiF Policy ( RB& ) , #%&# Full access.

%% Create endpoint ( BIZHw R ) -

o

© © N O

SoR%E4E B - Amazon EC2 SE4

BHEBES TP GER Amazon RDS BIEFERVT VPC 1 , ALEHRE , BFEELE., ZE
S2FHBLT VPC H , BEBEIRY , EREE—ILEA , UAWAREITEHNER SSH EEER
Z2FH.

NELFH6IZ EC2 KA

1. BEUTMUITHF Amazon EC2 ##l& : https://console.aws.amazon.com/ec2/,
2. 1%3#% Instances ( 3£Hl ) , RAFIE$F Launch Instances ( B313EHl ) -

3. 1£ Name andtags ( BMFHFEEL ) T, XIF Name ( B# ) , WA
SecretsManagexrTutorialInstance,

4. 7£ Application and OS Images ( MAEREFMRERGHE ) T , RERKIAE Amazon Linux 2
AMI (HMV) Kernel 5.10,

5. £ Instance type ( SRfIZEE ) T, REBEIAE t2.micro,
6. 7t Key pair ( 43Xt ) T , 1%$F Create key pair ( BIERZEHAX ) o
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£ Create key pair ( BI2ZAXT ) XiEEF , X TF Key pair name ( BHANEF ) , WA
SecretsManagerTutorialKeyPair , AA[51%#F Create key pair ( RIZZHAIT ) .

LeEt £ B3 TEBEAR,
7. 7E Network settings ( FI&Ei&E ) T , %8 Edit (/w5 ) , ARHRITUTERE !

a. XTF VPC, i£$#® vpc-**** SecretsManagerTutorial,
b. XF Auto-assign Public IP ( B3I BB AF IP) , %$#F Enable,
c. XF Firewall ( BFREE ) |, i%# Select existing security group ( EFMELZLA ) .
d. XF Common security groups ( ELZ 44 ) , %£$F default,
8. 1&#% Launch instance (Bz13EHl).

FERZM C - Amazon RDS BiEEMEE R ZIULHY Secrets Manager %4A

EHTSERD |, EFAE— AmazonRDS MySQL BIEFHXN H##TEE , LAE AmazonRDS t|E2 S
SEBEAZIENRE., RS, Amazon RDS 2B N AEEEE ARPANRIR. EXESZER , 5
FEEREE,

ERIZBEELREYF , FREELEL—SDHOBNELEH. AJF , Amazon RDS 2RERZEA , K
BERIEFENLPIEBAETR . B0 EEZEIKAFNZEERINAN |, LA SRR T E thEED
EESE

FREESEEREZIIMN Secrets Manager Z4A 812 Amazon RDS $#iEE

1. 7 Amazon RDS ##&H , %8 Create database ( R|EEIEE ) .

2. 1£ Engine options ( 51Z%1T ) % , N Engine type ( 5123k ) 4% MySQL,
3. 1 Templates ( #&#Rk ) 3% , % Free tier,

4. 71E Settings (RE ) T2 , AT TRE .

a. XIF DB instance identifier ( BIBERZFIFFIRAF ) , B A SecretsManagerTutorial,
b. EEIFIZET , %FEE Amazon Secrets Manager B HI £ &Ik,

5. 1£ Connectivity ( iE$# ) #% , X¥F Computer resource ( itEHRIR ) , 1% Connect to an
EC2 computer resource ( E#E| EC2 itEHEIR ) , ABEXN T EC2 Instance (EC2 3=l ) , i&
& SecretsManagerTutoriallInstance,

6. % Create database ( BIERIIEE ) .
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FREZM D . AFARMITEHEREES EC2 K4

FLHFZERD , BREFREZMY B"FOIEMN EC2 SKOIEE RN A FAH T EVEERZEE. At ,
&1 4m % Amazon RDS £ ERGEM C'HRMNESAE , FHITE AVFENITENHN IP it 5 SSH
BN, ZAN R FAMITE (B HE P #ubiRA] ) B Internet £/ SSH EHEFELE
Hlo

AR ITEAEEES EC2 K4

1. BELATMuLITH Amazon EC2 ##|& : https://console.aws.amazon.com/ec2/o

2. 71E EC2 3£l SecretsManagerTutoriallnstance £ , 1£ Security ( &% ) £~ Security
groups ( &4 4 ) Tk sg-*** (ec2-rds-X).

. T Input rules ( BAMN ) T , EFEdit inbound rules ( wEAWLFN ) .
4. %&#F Addrule (R ), REFTZAUHRITATERE

a. XFERHE  %# SSH,
b. X¥F Source type ( RERE ) , EFE My IP,

S 1 : 812 Amazon RDS iEER

B, SFE-THP  ERIEHRERERES, ZCI2AF  BEAEER KRR Amazon
RDS ?&EJE NEREER  EEAHES , CRUREAREFTENRNAS, BEFHER , XH#
, BUUSE BB REN,

EERIBIEE , BEFEA MySQL %Fﬁﬁ”ﬁl,\o EAHEY , BEEAET GUI R ARZERF MySQL
Workbench, EZ % MySQL Workbench , 2 T £ MySQL Workbench,

EEZEIBIERE | 57 MySQL Workbench 8|2 EEZEE, X TEE , BFEEIREXE Amazon
EC2 1 Amazon RDS Wy —LEE.,

£ MySQL Workbench A& 2 3 ¥z FE i 52

1. £ MySQL Workbench A , %3 MySQL Connections ( MySQL %1 ) Zi 8 (+) R4,
2. £ Setup New Connection ( i BE#iERE ) XiFEER , FITUTIRE -

a. XIF Connection Name ( E#Z&#5 ) , Wi A SecretsManagerTutorial,
b. X¥F Connection Method ( E# 7% ) , 1%#F Standaxd TCP/IP over SSH.
c. 1f Parameters (S ) &I+ L , AT THRE -

S 1 : 812 Amazon RDS HiEER 30
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V.

¥ F SSH Hostname ( SSH £#1% ) , % A Amazon EC2 SKHIRYAEH IP #udit,

& B LU £ % 35 45) SecretsManagerTutoriallnstance , £ Amazon EC2 #24|& E&#
% IP #udk, &4 Public IPv4 DNS ( A% IPv4 DNS ) T& IP #udit,

*F SSH Username ( SSH A& ) , #iA ec2-user,
T SSH Keyfile ( SSH Z4A3 ) , ERBEZEHERF4 P THNBHAXN X4

SecretsManagerTutorialKeyPair.pem,

*F MySQL Hostname ( MySQL E#1% ) , %A Amazon RDS i R ik,

& LATE Amazon RDS #2%I& il & F B3E K6l secretsmanagertutorialdb & 1% i
aibit, &% Endpoint (A ) FEI ok,

¥tF Username ( AF & ) , B A admin,

d &EHEOK(HE).

KREE QARG

1. 7 Amazon RDS ##§|&/F , SMEEBHIERE.,

2. 1 Configuration ( BZ& ) £+ Master Credentials ARN ( E4EiF ARN ) T , #%# Manage in
Secrets Manager ( £ Secrets Manager H E®# ) .

I EPRITFF Secrets Manager %14
3. EFAFMEENMEL , 1% Retrieve secret value ( K ERZHE ) .
4. BB ERTE Secret value ( Z4AE ) o+,

BIRBIEFEA P

1. & MySQL Workbench A , i%#Fi%$# SecretsManagerTutorial,
2. WMANBHRFIRZRINEERZSE,

3. %&£ MySQL Workbench # , £ Query ( &if] ) EOH , AU TH S ( BERZE ) , RAEEE
Execute ( 117 )

CREATE DATABASE myDB;
CREATE USER 'appuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT ALL PRIVILEGES ON myDB . * TO 'appuser'@'%';

S 1 : 812 Amazon RDS HiEER 31
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£ Output (i ) EOH , BLBIXLERTHRITHI,

S 2 : AT IRRE

BTk, SH0BNE K BTEH#ENCENAFKILE. RENERRNUR. SRERKR , B
TREMAFRE , ENER—NMRIMVBERAFHE , ENAENRERE —TRAFNED,

1.
2
3

£ https://console.aws.amazon.com/secretsmanager/ ¥ FF Secrets Manager 2% &
1% Store a new secret (TZf&#H%4A).
£ Choose secret type ( EFRZAKE ) mEA L , AT THRE :

a.

C.

d

3t F Secret type ( IR ) | % Credentials for Amazon RDS database ( Amazon RDS
BIBESEIL ) -

¥ F Credentials ( ZiE ) , WA H appuser , LA &R A MySQL Workbench #17
NBEERFRANEB,

Xt F Database ( #i#EFE ) , &% secretsmanagertutorialdb.

TR Next ( T—%F ) o

£ Configure secret ( BLEH4A ) WE L , X F Secret name ( ZEEH ) , WA
SecretsManagerTutorialAppuser , REEE Next ( T—% ),

£ Configure rotation ( EBE%#t ) WHEH L , ITUATRE -

a.

b.

e.

/8 A Automatic rotation ( B3I %## ) o

X F Rotation schedule ( ##tit%] ) , RiEitXl Days ( X#¥ ) : 2 X, BAK Duration ( 54
Bf1E ) : 2h, fF Rotate immediately ( M EN## ) 4 F B BRES,

%t F Rotation function ( ## %k ) , 1%£3% Create a rotation function ( 8B REEK ) , A
EXFEBEH , @A tutorial-alternating-users-rotation,

WNFRRKR , EBRXEAF , AGEEEAZIERAT , &EE R rds!cluster... ,
HEHRIEBERHIE secretsmanagertutorial FrFBIEBIBEEMNE M
A#40 , N Secret associated with primary RDS DB instance:
arn:aws:rds:Region:AccountId:db:secretsmanagertutorial,

EE Next (T—%),

£ Review ( & ) WH L , %48 Store ( FfE )

SR 2 NAPFKIERIEWE 32
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Secrets Manager S REIZIMZFHAEENH., BAUUEZNTAMTEFLREEIRS. Secrets

Manager £ CloudFormation 8IZ2&JR , #1 Lambda #£# R M =17 Lambda BRI ITA
., 3 CloudFormation ERJE , #MENE R Secret scheduled for rotation ( #% 21t X%
ﬁ ) o %_;K%ﬁa%ﬁjzo

SR 3 NEH SRR

EZARGRE , AAUREZFARTEEERNEIL. MWETNEBENRBEEIXEER,

MBE PR ZHBG

1. 1 https://console.aws.amazon.com/secretsmanager/ 37 Secrets Manager #Z#| &

2. 1%3%F Secrets (MWF ) , R %EEMWE SecretsManagexrTutorialAppuser,

3. 7 Secret details ( WBFRFMER ) WEL , @ TR3NHiEF Retrieve secret value ( 1 RME
BH).

4. 7E Key/value ( /& ) &9 , 7 password £ %l Secret value ( WEE ) .

i FEE

1. 7£ MySQL Workbench A , 58 % £i%E# SecretsManagerTutorial , RJ/5%#F Edit
Connection ( REEIERE ) o

2. 1£ Manage Server Connections ( BB IRFEERE ) NFEER , XJF Username ( AF R ) , A

appuser , A/51%$F Close ( XM )
3. IRE MySQL I# , &FiE#E SecretsManagerTutorial,

4. 7£ Open SSH Connection ( ¥T7F SSH iE# ) XiEHEH , X T Password ( 18 ) , B NWE

FRZINED  RFIERE OK (BE ),

MREZIEFM , W MySQL Workbench FTH EHIEEMNRITRE

XRABBRREXDN, WEPNRILECEH , eRATEEIBEENERED.,

S 4 FEER

MBEFEZRA T —MRHRREERA AR | BRUIEERRE , RFEET the section called “$£ HF#

EO

HPR 3 WA B RRH LR

33
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BN, ATHRBEERR , AWEBRERGRIERME EC2 K4 , BRI BREERAERHELERFZEH
BOUTHRR

+ Amazon RDS ##EERHl, XM , EZH (Amazon RDS AF1ER)  #YMIBREUE E L6,

« Amazon EC2 34, HXEAA , 35 GERAT Linux SEHIA Amazon EC2 AF1ER) FRILKIESE
i

« Secrets Manager ## SecretsManagerTutorialAppuser., BXii8 , S H the section
called “HBRERER",
+ Secrets Manager R, BXUEHE , 555 (Amazon PrivateLink 1558) H#IMIBR VPC i,

« VPC &, BXiHE , 55 (Amazon PrivateLink ¥§5) R rIMIEE VPC,

EESR

« THRNFAEEHNAERFFEREENA.
< THREMRBRIT,

79 Amazon Secrets Manager i% &% f F # i

EAYMEF BN NMARNETEHREZINFAERELRFRE, ERAFRHEE —MRBERRE
FEIZRMF |, Secrets Manager FRINEZANBBEEFEFTAFANEIL. BEXEZEER , HS5Mthe
section called “® A",

ERAHEE  BRNBUESFEHEFNHR. BOEEFHRHERAEN].

Secrets Manager 3 # £ Amazon Lambda BB REMZAMEBIERE . BXEMA Lambda BERY B
TNER , BSH Ef.

Bx

- R

. HREZH

- $% 1: 6812 Amazon RDS BiEERF

- SR 2 ABEEA-EIULEER

- FI 3 MRBRNED

- SR 4 EBRR

- BESR

RESR 34


https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_DeleteInstance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/terminating-instances.html#terminating-instances-console
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/terminating-instances.html#terminating-instances-console
https://docs.amazonaws.cn/vpc/latest/privatelink/delete-vpc-endpoint.html
https://docs.amazonaws.cn/vpc/latest/userguide/working-with-vpcs.html#VPC_Deleting
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PR

BN ERZHR , BLEESX Amazon Web Services Il WEENE, EE~HED | HFEIERRE
ABNTBREATENAC, flill , EEHREEEERNRN AR A2 Amazon RDS #iiEE , M&
ENEEEANBRHNACIRE VPC MZedH, HRITHESERN , RINBWEHEFERMERE 5,

BXMAEEFRRTRBENROEER  H50 5 BRIEMTERM,
FRFAF

R o RZMH 2 the section called “REAF R, HE—MNHBLERN , BAEBFERR, £1Z
HEZE , BEHEE—MUXHE | EPEE—1 AmazonRDS BIEEM— I NESRIEEETE R &I
# SecretsManager 41, BEES M BHLEREFEAFPNEIL , BEEEABERTFEAZENA.

38 1E MySQL Workbench FELE T —&iE#E , IUFEAEE A KIDEEIIBIEE.
S 1 : 812 Amazon RDS iEERA &

Bt , BFE-ITAF AR ERERES, BCEAPF  BEATHREZRATHERAKILR
% Amazon RDS ##EFE, AEEEN , EXHEFR , BHUBRERGEETENRIAF. BEFH
B XHFER , BiUEERRENRE,

KREERRG

=i

1. 1E Amazon RDS ##|& 7 |, SMEEHBIERE.,

2. 7 Configuration ( L& ) £+ Master Credentials ARN ( E£&ZiE ARN ) T , #%# Manage in
Secrets Manager ( 7 Secrets Manager & ) ,

BT FF Secrets Manager $2# A&
ERAFMEEREL |, %% Retrieve secret value ( RERZF4AE )
BB 8 /RTE Secret value ( B4 ) To o

BIRBIEEM P

1. 7£ MySQL Workbench A |, H 8% 5% # SecretsManagerTutorial , R/F%EF Edit
Connection ( REIEE ) o

2. 7 Manage Server Connections ( B2 RFGEFERE ) XiFEDR , XY F Username ( AF B ) , A
admin , AfF1%#% Close ( <M ) .

3. IRE MySQL I## , &FiE#E SecretsManagerTutorial,

R 35
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4.
5,

MANZHRTRRINEEREZB,

£ MySQL Workbench # , 7£ Query ( i) ) EOH , AN TH S ( BEEBE ) , RAEERE
Execute ( 117 )

CREATE USER 'dbuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT ALL PRIVILEGES ON myDB . * TO 'dbuser'e'%';

f£ Output (% ) BOF , BLBRXEGSHITRI.

S 2 ABEEAF R EZRH

BTk, #F0E—IMNBHATERENVEZNAFPNEL , AENEAEIRR (2FEILAR
¥t ) . Secrets Manager 2R EH , XEREZBRURESNERN , REAFTIT XN HEB,
SN ENF Rt A USSR ERIRIEERST LR,

1.
2.
3.

£ https://console.aws.amazon.com/secretsmanager/ ¥ FF Secrets Manager 2§ &
%% Store a new secret (TZEH%4A).
£ Choose secret type ( EFZEAKE ) mEA L , AT TERE :

a.

C.

d.

3 F Secret type ( WFER ) | #%$F Credentials for Amazon RDS database ( Amazon RDS
BIRESIE ) .

3 F Credentials ( &Zif ) , AR/ dbuser , ARIERNEA MySQL Workbench B2 #)
BIEFEAFMANEB,

Xt F Database ( BIEE ) , i&#F secretsmanagertutorialdb.

:\lij::% Next ( -F_i ) o

£ Configure secret ( BLEH4A ) WE L , X F Secret name ( BB ) , WA
SecretsManagerTutorialDbuser , A/Fi%EFE Next ( T—%F ) .

£ Configure rotation ( EBE%#R ) WHE L , ITUATRE -

a.

b.

d.

/8 A Automatic rotation ( B3I %## ) o

¥t F Rotation schedule ( ¥##itXl ) , iIREitX Days ( K¥ ) : 2 X, LAK Duration ( 48
Bf1E ) : 2h. ff Rotate immediately ( M EN##t ) & F B BIRS.

¥t F Rotation function ( 32# B %K ) , i£3* Create a rotation function ( 8|2 #HEE ) , A
BN FEREEN , WA tutorial-single-usexr-rotation,

X TRHREE  EEREAF

SR 2 ABFEERFRILEZSA 36
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e. EENext(T—%),
£ Review (% ) WH L , %$* Store (7 )

Secrets Manager JIREIZIMZFMEENH, BUUEZNERPEETLEEBIRA. Secrets
Manager £/ CloudFormation €22 %R , 10 Lambda ##EEFIZ1T Lambda EREHINITA
., ¥ CloudFormation SERJE , #EIERFE XN Secret scheduled for rotation ( & 21t X%
). F-RBBRETKo.

SR 3 NiAFRHBRE

EE-XBARKR (TEFE/LVE ) 25, BUURERMERENIEEREIL. WETHEBEMN
FRpFIEREE R,

MR P8 R D

1.
2.
3.

f£ https://console.aws.amazon.com/secretsmanager/ 37 Secrets Manager 2%l &

%32 Secrets ( W# ) , RFEFEHF SecretsManagerTutorialDbuser,

£ Secret details ( MZFMER ) WE L , [ TR3)Hik#F Retrieve secret value ( 1 BWE
BH).

£ Key/value ( $8/{8 ) &7 , 7 password £l Secret value ( WHE ) .

A= UL

1.

£ MySQL Workbench & , A4 ¥ ti%E1% SecretsManagerTutorial , AF1%#% Edit
Connection ( fREEE ) -

£ Manage Server Connections ( EERF2FEE ) XiFESP , I F Username ( AFHR ) , #BIA
dbuser , R/F1%E$E Close ( %I ) .

IRE MySQL T##H | 1EFiE#E SecretsManagerTutorial,

#£ Open SSH Connection ( J7F SSH iE## ) XiEESH , X F Password ( B ) , BUEENUE
P RENED , AFEEFEOK (HBE ).

MREFUEFAR , W MySQL Workbench T ZEHIEFRIRIT REH,

S 4 BFEER

NBREERZR , EHREEARBESQNENOWE, BRI , HSH the section called “Mil BrZ2477,

HPR 3 AR IHRAYERRD 37
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RAriEmE

EEFEFREBIET RN ER , 53 ¥ the section called “F 1 4 : BFEE;

”
M O

RELR

s THROAEENNABRFFRERE. FSARREH,
- THHMEIRITX, BZHthe section called “ITXIFRIEH",

38
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Amazon Secrets Manager BJ & 738 iF #1175 5] 22 1

Secrets Manager i Amazon Identity and Access Management (IAM) SRR Z4BRY 5 R ABR, 1AM 1B
®T BHRIERIGRES, FHORIEBIANABERNEM. Secrets Manager R HE, FRIFHER
HRENZESHRIE (MFA) SEXBIEAF M. B2FHEFE Amazon, HHEEHBRIBERE
HERD AT BEXN A E Amazon BIRNITIERVE, Secrets Manager £ F 3R BE >R TE X1 B £ i77 [7] L&
BR, AR EHTUNXERRINITHERE, S0 IAM P H KB FR,

T LAE A Amazon Identity and Access Management Roles Anywhere 1 IAM FIREUIG IS Z £ &
i , LA TF&E Amazon ZAZ1THIRS . REMNARFEIEAR. ENIHEARAIUFERS
Amazon N AEFHEEH IAM policy F IAM BE&3ki5[R Amazon &R, &8I IAM Roles Anywhere
&R LA R Secrets Manager k176 FMIEEBEIUE , LAME Amazon RN AEF RS EFEAREE LK
HBIREERHE, BXREZER , BZH IAM Roles Anywhere i P 1R,

Secrets Manager &2 5 1R

MR ERF Secrets Manager BEE G AR , iHREFE R INFMIER IAM B G EREF T 5 RBEH 1TIRE -

» SecretsManagerReadWrite
* IAMFullAccess

BINBEUETENRAAFRRTFEERANR. REXHEAFPALUCIERNEER |, B3 ARMRATENN
BR (IAMFullAccess) 2R F R EEREAAFHNEENR,

177 5] 23 45 R A PR

BERA IAM R ERKRE |, &R LR G BRLE R P SRR ARG RSN EH, RERRBEHER T WL AT L
X R LE R INAT MR L SR 4B, SERTBA

« the section called “FFAX FR 3k & it 10 5 & 197
« the section called “FFAX BR 3 B& Bt 10 I 23 4R”

Lambda ¥ #R B 2RI R

Secrets Manager £ Amazon Lambda BE#5IR %40, Lambda BBAMEENZALURFZHETEE
FEWBEERRSHIFRENR. 525 LRNR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/console.html
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https://docs.amazonaws.cn/rolesanywhere/latest/userguide/introduction.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/secretsmanager/latest/userguide/rotating-secrets.html
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hnz = A PR

Secrets Manager £ Amazon Key Management Service (Amazon KMS) kX3 22 4R 3 17 i1
#. Amazon EERX 4 aws/secretsmanager BB EBENNR, WREERATRERLN KMS &
%A , Secrets Manager EEXZZ AR, 1HZSH the section called “KMS Z4A IR,

R AX PR 2R g B b0 2 & 42

R REMH IR AM S5t B, AFrEaNse, 2ETHONRD |, SEZS 5 7 A5 E 5
EZAURZE B TUANBANTHRERE. BXESER , ESRFMAMER IAM S HER.

FUUEREREMBRSPHORNARFRIAFNACR TR, Fla , £ Amazon EC2 K4l LiZ1TH
MARFUREZHRKIEE. EUCIEMNE EC2 £HIEEXHN IAM At , RSFERANREK
BRFZAGNIERFEEZIENZANHENR. EXEZEL , BSREA IAM A&7 Amazon
EC2 3E4l LT N ARFRE FINIRE. B LAMinE am MRS 248 Amazon Redshift, Amazon
Lambda 1 Amazon ECS,

BIET LB BR IAM AN EM SR RERIENAFRFNR. i, BaLY IAM A5
Amazon Cognito B2 XM BHNARFAF XK, ACRNARFRTEE A CNRREE R IXPRAY G
EiE. AR, BULUEANBRRERTFAGHBANHRNE, BXELSER , BRI HREEFEK
S5 /BRI,

EMERET S RIRIER

- BFNSANBHN S0 ENR,
o PREIWRE ARG WA AT B ) R G2 R B
« BF 1AM AX Z AR5 RINER,

BXEZEER |, E5Mthe section called “tX PR K BE =B,

R PR SR BE B AN E Amazon Secrets Manager Z4A

EETRFRORES , BUIEER TG RIZS , LRI AU ZARITHERE, EUUERE
THIRAYREER

* AZITRAFRAERTENZANTRNR,

IR ZANR 40


https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/redshift/latest/dg/c-getting-started-using-spectrum-add-role.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-permissions.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-permissions.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html
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+ EEAM Amazon KRR AF R A B T IHRRR,

&2 1 the section called “tX PR FE & RHI”,

LHIBFETRROEEM EIZRF & P EYZREARS |, Secrets Manager £ B #2512 Zelkova 1 API
ValidateResourcePolicy , BHILBE & IAM ZEREAR TR BN ZHNHREINE. BB TER
AR E CLI 5 SDK BlockPublicPolicy S## PutResourcePolicy API,

/A Important
FIREBBIUEANBlockPublicPolicyZ B Al By b EEM MBI ENZPAN R RRER T L
HFEMNER , NTEBRPENTER. BRTEAXLEINEN , CEFAREUTHER , LA
ECNFERXEREFIHENR :
 MhnEIREX Amazon ZFEA ( flaN |, IAM B ) BET 50 #Y KK

o MEMEIRERFIRET Amazon RIRAIEKRREE ( flE0 , Amazon Key Management Service
(Amazon KMS) #4R )

EERENZHNNER , FSABEERNIRE REHN ZH,

EE. EXRIMBTANORER (255 )

1. BHE https://console.aws.amazon.com/secretsmanager/ ¥ 7 Secrets Manager &%l &
2. MBASIKRE  ERENESR.
3. HAZRPFMAEENEE , EERETFHERNRIEo H , EERHEENR,
4. HERBFRE  PITUTHREZ— , REEERERE
EM SIS SR TRR B |, B AN IZ R
EMERRRE |, BRABFR.

Amazon CLI
Example # 32 %% R 5K B
LAF get-resource-policy R ZRMMBIZANE T HIRNKEE,

aws secretsmanager get-resource-policy \

Amazon CLI 41


https://www.amazonaws.cn/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/get-resource-policy.html
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--secret-id MyTestSecret

Example il BR % R 5 &
LAF delete-resource-policy RBIFHIBRES B A E T R IR KB,

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example 7075 R 58 B

LR put-resource-policy RO RIZRADMNREKE  BEREZREESTIRENZZAN
ZIHFE R, ZEBEMXEFIREN, BXEZEER , 52H ( Amazon CLI AF1ERE) RN
#1n#k Amazon CLI 23,

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json WA :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
Amazon SDK

ERNZEMINEIZARIKRE |, iEFEA GetResourcePolicy,

E BRI N EIZZ 4R A SR RE |, 1EF A DeleteResourcePolicy,

Amazon SDK 42


https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/delete-resource-policy.html
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/put-resource-policy.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-parameters-file.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-parameters-file.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
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B RBEM IR B34R |, A PutResourcePolicy, MREAKMINT K K fPANHBHRITER
Bo RREMAMAERAL T JSON S XA, ES I JSON KBS 4458, A the section called “fX
PR 3R BE R TF MR 4R B IR R SR B

BEXEZEELR |, {55 M the section called “Amazon B #4EF x TEA”,

Amazon BV £ E K& Amazon Secrets Manager

Amazon EEXERVENESEM IR KR Amazon, Amazon FEEREENFZE N AHIERM
R, UEZRUUFBIAF.,. AFMN86e98NERE,

FHifE , Amazon HERB AT NEHREMHIRTFRENRNR , BAEITTHAE Amazon
ERER, RNBUVESERETENERZSNES EERE KRR — SR NIR,

BT EE N Amazon FEE R AR ENMNR, 2R Amazon B Amazon EE RS E LHINER , W
EHaEMZRBAMABENIEERASSD (AP, AFA® )., Amazon REFREERBIIHH API
R A RS 7] LAE A # Amazon Web Service B9 API 24T E # Amazon & KB,

BXREZEE , BHSHE (IAM AF1EE) K Amazon FEE XK,

Amazon F£EE KR : SecretsManagerReadWrite

ZBURIR 12/ B PR Amazon Secrets Manager , ‘@3& iR ¥ RDS, Amazon Redshift
Amazon DocumentDB &RHIIFR , LAK% Amazon KMS B FINZMBARZZANNIR, ZREE T
#]2 Amazon CloudFormation B, MHEEER Amazon S3 FHEHIRENFREMR Amazon, I
Amazon Lambda BREUA K iR Amazon EC2 VPC, BHIAZEXLENREF seFEAN BN RIREENZ
B,

EAEBINRHREE , B4 A 222 Amazon CloudFormation #4#&f Amazon Lambda i{T& &
AR, BA LS B IAM FullAccess EE R W, HSHE BLHNE,

RERFAE R
ZERBEBEU TR,

 secretsmanager — RFEHHITAE Secrets Manager #1E.

« cloudformation— RFZEIE A RIZ Amazon CloudFormation ik, X E2SEN , LUMEE ARG
BF SHIRINAEMNZEIE A T LUB T #L 812 Lambda ##2 8% Amazon CloudFormation . BEXE %
{£8 , 1§27 the section called “Secrets Manager 1A% F§ Amazon CloudFormation”s

Amazon £ & F 43


https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies-introduction
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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« ec2 - AW FEHEIR Amazon EC2 VPC, XRLEMNEHY , XHEABRHANEIATEESHFMH
EZAPHEEREEHERR VPC qﬂﬁlJE%}ﬁ&F_fl?&

o kms— RFZFEAFLEA Amazon KMS A ITINRIRE, X2 LFEWERMY |, X Secrets Manager
TEENMBENBRZEZH. BXEZELR , S H the section called “H A INEHEFFEE",

« lambda - AFEMAHSIE Lambda SRE, XRLENEKY , UECAEH AN EATUERNE
R IRBE B

« rds - AT EAEHEIR Amazon RDS FHVEEMLHl, XRLEFENFMY , LEFRAES SN EMETL
i%£#¥ Amazon RDS & 5354,

« redshift - RFFHER Amazon Redshift FIVER, XERLENRMYE , LEFEAEHENESL
Al LLi%E R Amazon Redshift 528,

. redshlft serverless— A ZEIE AT Amazon Redshift Serverless PR TF&Z ZEE, XEBSE
, L MEE A A MZEIE AT LUEEE Amazon Redshift Serverless 5% Z2[al,

« docdb-elastic — R F IR Amazon DocumentDB IR ER, XENENRY , LUERE
A4l A8 E4T L% FE Amazon DocumentDB 3 4 &£ 8%,

« tag - AT EAHKEUK S PAE EHRICH R IR,

« serverlessrepo— RFZEE ABIE Amazon CloudFormation Eti&E, XR2HENRHE , LUME
FERAES SN EERTLUAE Lambda IREE . BXEZEE , 121 the section called “Secrets
Manager #01a 4§ | Amazon CloudFormation”s

¢ s3— RTFEFLAMEB AmazonBEEM Amazon S3 FHEHIRI R, EMEEE Lambda
RREHBER, NRELEN , XEERARFANEASERBEEEMPIERGIZE Lambda
REEK, BXEZEE |, {55 the section called “Secrets Manager #1aI £ i Amazon
CloudFormation”,

EBEFIZBE , 521 SecretsManagerReadWrite JSON 5 B& ST #4,

Secrets Manager X Amazon £ & R EH EH

& EH A K Secrets Manager Amazon B R EHWFEMER,

BX EiR B
SecretsManagerReadWrite — HEBREEH , AIFHERE 2024 £3 A 12 H
XA KB E T i) I &% Redshift Serverles

s, MEFHAFELIRTD
# Redshift 2578 AT BLE £FIL

FEEEH 44
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RAriEmE

BEX

SecretsManagerReadWrite —

E# T AR

SecretsManagerReadWrite —

BT OARE

SecretsManagerReadWrite —

BT OB RE

SecretsManagerReadWrite :

T 2R g

Secrets Manager FFARERE
'

R
O%h Redshift TR S8 & 28
8] o

WEREEEEH , AFHER TR
Amazon DocumentDB # M &
BONRE , AEZEFSIERAFT
£ 8|2 Amazon DocumentDB
AR ER,

WERBEEERH , ATFHERE
i@ Amazon Redshift #J#X
PR, EEGA AP I
Amazon Redshift Z34A B & %
Amazon Redshift 5£8, tE
FIEE N T IR , AR
Z% Lambda ## B BUE R

Amazon B Amazon S3 F& 4§

BEATREUA R

WEREEEERH , A IFHERA
i@ Amazon RDS & HIX
PR, MEREEBAF EeE
Amazon RDS Z4ARTIEIEE
B,

Secrets Manager 8|7 — 4
R, ATRFERESEM
FHNPR , TR FX Secrets
Manager BT E 1%/5 14 [A]1 X

BR o

Secrets Manager FF#ARERE
Amazon FEE RN E X,

B

2023 9 A 12 H

2020 6 H 24 B

2018 £ 5 A3 H

2018 04 A4 H

2018 04 A4 H

REEEH
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¥ E i B R 17 R &K Amazon Secrets Manager %4A

FERT , IAM BHENRIFRZEH, RIXFRIZHAR |, Secrets Manager 21 EFHE T HIRHN
REUARZEERN IAM ARRAGNFTE SR, Nt , Secrets Manager £ 5 IAM A 18
BEREEEREAFERES iR IERCNEE,

ZANKMER A TiERAT , Secrets Manager £1F F/E /R & #3121 R -
1. MREMAEBPEFERAREANEVSERBEMNRIR deny THE

ERXNKEX deny BEHMAAERN B I LRE,
2. MRZKBEERKRZER deny , BFEEXRER allow 5ERBENERTE :

ERAKER allow RTFiF K F AR RIE TP HRANIR,

MREHMBHAERNTENK, S, ERATFRRBEAM N BB RBEHAMNE allow , BN
Amazon ¥4 1ZER, BXEZER , BSN BKFIHREINE,

CWRFRETERNRIER allow SFRIBMERMF IR TE

w

Amazon EFRIER TIELER , AR IEL,

EETHETRROEH
. R TIIREZ—

FEME https://console.aws.amazon.com/secretsmanager/ L3 Secrets Manager 2§ &
EENFBRFREERED , ERRNRITD , ERRENR.

« {#H Amazon CLI i@/ get-resource-policy , & A Amazon SDK ¥ H
GetResourcePolicy,

FEEWLAATLUESE T & 40/ R 1T U5 R

£/ |IAM policy simulator, 2 IAM policy simulator JUix IAM ZKEE

TR~ A AP X Amazon Secrets Manager 248 #9175 2] £UBR

—NKFFRBAFAE RS —NKS RESR (BKSTR ) SARAVER RN S 40 K $
HATH R, XERTFHRAREKS PR S BHEERERERE,

BEEERRITFEHN ZH 46
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&M SR ERZHEMBN KMS %4, XRENETEESER Amazon BRERFH (aws/
secretsmanager) BTEKF A, ik , BXHERECIEN KMS R MZRE , REMEH A
K, Bl KMS BHATXNRA. EFRFHANMEZRDR , BSH the section called “ISHEH",

T 5 RBIR B BRE R Account! FEZ AN IMBZ LA , MAE Account2 BV B3 B LR TH R Z4A BN
PR

ST FEIRRBEMNE] Account1 FREYE4A

«  THIEEAY Account2 HHY ApplicationRole 1B Accountl FHIZR4H. BEMIZERE
S A the section called “IFX R R BE B MBI B4R

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

ST 2 FBARME Account! 1 KMS B4R R4A KL

«  LUTHABEKRFBAY Account2 ) ApplicationRole £ Accountl HH) KMS Z4A3K
fR% Accountl, BEfALEY , BFHERFME KMS ZANBHAXRP, BXEZER |, S
7] & SR Z A BUR

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
I
"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

50K 7 177 8] KPR 47
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"Resource": "*"

}

PR3 NEHREMINZE] Account2 R & 17

o LATEBEAY Account2 HHy ApplicationRole 1Bl Accountl ¥ %40 , HESER
Accountl R INEZFEARBE R, EFAZKE , 1525 the section called “fF X R 5 B Fff o0
E 54", #BAILATE Secrets Manager 2% & W H A # HE S NEN Z 4R ARN T 5K EEHN 248

ARN, b4\ &l a[LLE A describe-secret,

{
"Version" : "2012-10-17",
"Statement" : [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"
},
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:Region:Accountl:key/EncryptionKey"
}
]
}

i& i F Amazon Secrets Manager BJ Lambda 5 # BB 1T A 1Y
PR

Secrets Manager £/ Lambda B# IR ZEH. 7 71217 Lambda BE , Lambda £38F IAM 1TH
X LEEIERMLS Lambda BB, BXWNFAREBHRRNER , FSH

- B RBRBEEZSR (BFHE)

- BIIRHR (BFE)

« B3%# ( Amazon CLI)

RIR

48
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UTRBIERTERT Lambda B EBMITHACHAEKERE, EQERNTACHHMNERERE | &
2% Amazon Lambda i iTAE,

w4 -

o EAT Lambda B EHEINIT A BRI KR
s ERATEFREERPNEREN

s ERATXREAPRBENERRER

BAT Lambda 2 EBINIT A B KEE
BAT R ISR R VR IRE :

« 79 SecretARN &1T Secrets Manager &4E,
. BIBIEB,
s MEBFEFEDRSE VPC 11217, MIREFMENEE, BESHEE Lambda BEELATAE VPC Y

S o)
SR
ﬁ//\o

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "SecretARN"

I
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPassword"

1,

"Resource": "*"

},
{

"Action": [

EAT Lambda R BEHNIT A B Y KRR 49
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"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

]I

"Resource": "*",
"Effect": "Allow"

ERATEFREZHNERKES

MERZRAEH Amazon B R H4A aws/secretsmanager USHY KMS B4AMITINE | NEEED
Lambda UITAGR FHEAZZANNR, BALER SecretARN MN% LT 3 RIR IR R E
A, \MARLREKACGRERZEATRENEZER. UTRIERTERMERTACKES , U
£ KMS AN ZHABRBNIED,

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,

"Resource": "KMSKeyARN"

"Condition": {
"StringEquals": {

"kms:EncryptionContext:SecretARN": "SecretARN"

}

BN EAES RETANENS N BAEARRES , ERNA T ROPRGEQOUAERTA GRS
HE4.

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

ERTEFRAERANERIEY 50
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1,
"Resource": "KMSKeyARN"

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"

BERATRERPRBENREES

BEXXREBRAFRHBENEER |, 155 M the section called “FH#FKEE,

X FEE Amazon RDS FifWW#Z4H , MR EFERANERBEAF KK BBRAFFHHHE Amazon RDS
EE  NEMAFREEREBIAA Amazon RDS EHRiE APl , UMEHEHREBEENERES ., BUUE
B0 Amazon FEE R F# AmazonRDSReadOnlyAccess.

BAF 7RG 5RBE SO VF B

« 79 SecretARN 1T Secrets Manager #1E.

- EREAFRPPRERZIL, Secrets Manager 2 FABRAFZREPNEILIEFTRRFHAPHNE
iF,

- BIEHED,

- MEBEERRSE VPC a7, MHREFFENEE. BXEZEE |, BHSHEE Lambda ERELA
iAE VPC FR AR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

]I

ERTREAFKBHRKIED 51


https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonRDSReadOnlyAccess.html
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"Resource": "SecretARN"
I
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "SuperuserSecretARN"

},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPassword"

1,

"Resource": "*"

I
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

1,

"Resource": "*",

"Effect": "Allow"

}

Amazon Secrets Manager HJ1X R 3 B 7= 4l

*XBE%HI%IE JSON W{EKZFO / JSON %MI*# mo

By AN E RN & 7 LV RREEIEE ML, EHEZANRBEAIN - LT

» Principal : ®FHRNBHAS. 20 IAM AFERTNEEZREA. BESD LMK
REEHPFLEE Principal TE,

« Action : 1A LA L. BSH the section called “Secrets Manager 1€,

« Resource : ffi 1] LAiG R BBLE 4R, 1§ [Rthe section called “Secrets Manager &R

RIFEW MK ER |, BES () EETRNE X

X PR K W R A5 52
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- EMIIMBZANERED  * RRZREER THBHA.
« EMINBISONERED | c RRAZRBKERTRFHNAERR (2FEEH) .

EGEEKINE 4% |, 1§51 the section called “fF PR FE B KT INZI224R7,

EGEEKINE 4% |, 1§51 the section called “fF R FEBEKIMNE F 47,

£}

o "™l RERBNBEEHNR
. HERAR—AWMBENNER
o Tl BEA

- Tl BIEEANR

o 1 IXBRF VPC
o R ERFRZEEIN ZRAR G

« RO BREXIIREE R IAIRE TR PR IR Y T3[R
« =P RS ESE

R KRB EERNR

ERTFREZAENNR , B LUFRBEHM MBI ZARSH L. ERBRECEHNRERE | FSHE
FERNRBEMNE T RRNER, XM NKEHNEER , 1555 the section called “FF 1% PR 5 B Ff
InZ|2248” # the section called “JFAX R F B Kt 1N E 47

LT REER TR FNBHAHEANBROFARTESR. - NREI2ETMMEIZES LWETRRN
K, HEFLAZNAFPSAGERTFENZRANHRNRERN , K ROEEER. F-/NTRHIRETS
B | EULUSEKNE IAM ARAFSAR, YEFERTFX IAM AHTHRRERN | 1REIZE
EEH. ERTERLE API BADRE—HWZENR , ESH the section called “HHER T —HMW
HENER.

Example H—N24H ( B -2 )

B AT REMINBZS |, RAURTEANTGRNR, BEMA XXM , HSH the section called
AR R R BE B D0 B B2 4R

{
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::AccountId:role/EC2RoleToAccessSecrets"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}

Example BREXR—/NE4HA ( BINE —NEH )

BEMUTEREHINE B4 , SURFHANHRNE, BEFERZER , 25 the section called
VIR RBEHIINE 5197, HRISFH KM IR AT EC2RoleToAccessSecrets £ | FEFEZH
R BE AR = A9 UBR o

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"

}

Example EEUERAEZEF BT EEHFA MBS (MM S5 )

MBEFRAFEFEENZANZARITING |, Mo SUESF UL T R INE B 43k 12 FiEEZZ A 15
MR, EFEAIZER , 1§25 the section called “F R E MK NZE 547,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"

R R RENBERIRR 54



Amazon Secrets Manager ArfEm

1,

{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "KMSKeyARN"

}

HERLR —AMFENNE
Example #t E1EE—AWEZ ( MMEI &4 )

B LB R A TR N B0 KB F A E AP AP RE—AWBN G ERR, ZEBITE

RAF#HTTRG , HEEEHERASESHMHE , EMNEREERE SecretARNI, SecretARN2
SecretARN3 IEEMNWE ., MRRBAFEIE#LE APl BAFERELMIE , U Secrets Manager ¥
FeEBEEN]. BXEZEER , B2 Mthe section called “HtER RWE ., BEFEAIZKE , E5H the
section called “FFX R R BEMI N E) & 1375

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"

1,

"Resource": "*"

},
{

"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"SecretARN1",
"SecretARN2",
"SecretARN3"
]

HELR-ARBRENR 55
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}

~B - BELRF
B ERABRFERBIRPITE —4E.
Example 7 RIS ERFHFEZH (MBI 54 )

AT SRR FLU TestEnv/ FAKNBHREZMEZANIFRNR. EFEAIZKE , 55 the section
called “FFX PR SR BE B D02 B 197

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:Region:AccountId:secret:TestEnv/*"

}
}

Example 5 RIFT B Z4AH T HEE (MBS 5 )

AT RBERF DescribeSecret FXPREF LN List : ListSecrets
ListSecretVersionIds., ZfEHIZEKEE , 55 the section called “FF X PR 5 k& Mt E 5 197

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"
1,
"Resource": "*"
}
}

Example IEEEZRAE T ( MIMNEI S 4 )

LT REEIZREMR T RAKFTE Secrets Manager PR, EFAZKEE , 231 the section called “fFf
PR SR BE Y AN & 47,

w0l BRA %



Amazon Secrets Manager ArfEm

ERBREPEN , ABEDFXE, K/ ID, YIZBHMBEHRA (?) HE—EXRERENEVFR,
M Z4AIE ARN, Secrets Manager 2 A NEHFRIM MBI ZBBFEN ARN W —F 5,

H BT A EA B R AR CEXLEFRF, WMRFEM "another_secret_name-*" 1% , Secrets
Manager A B EE 6 MEVFHFNTHAZES , M BEKXELTHE "another_secret_name-
<anything-here>alb2c3",

REERZEHNRETFLAHETFENRH, BEIE , RNBRBEAHAUERESHERCIE , BIE6
NERRET , AP B2 B3REIHHNNR,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "secretsmanager:*",

"Resource": [
"arn:aws:secretsmanager:Region:AccountId:secret:a_specific_secret_name-alb2c3",
"arn:aws:secretsmanager:Region:AccountId:secret:another_secret_name-???77??"

]

}
]
}

T~ R ARNNER
ENAPRFNRUERS  RINBWEHNREBMMEAFFEN IAM A, ESHE IAM AP 4,
Example Bl %40 ( MiNE 517 )

UTRERTUERANEETZATIRNNR, BEMIZEK , BS 5 the section called “FF X R F s
B AN E) & 457

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:ListSecrets"”

0 OERANRE o7
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]I

"Resource": "*"

T~ IXFRF VPC

MRBFEETHE VPC NERIHE Secrets Manager , BRI LUB T EN R KM P T E XM RERIS Secrets
Manager BJiEREKEH VPC, BEXEZELR , 25 VPC KiFT 554 M VPC i,

EHRIER G E KB Eftt Amazon BRSHKE VPC , BN RIESEL TN THH,
Example IR BB VPC KinT R (EEIEHR )

TR AR FEERES VPC LiFT /A 1T Secrets Manager #24E
vpce-1234a5678b9012c, BFEAZEKEE , HZH the section called “FFiX R R B I I EI 4R,

"Id": "example-policy-1",

"Version": "2012-10-17",

"Statement": [

{
"Sid": "RestrictGetSecretValueoperation",
"Effect": "Deny",
"Principal": "*",
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-1234a5678b9012c"

Example #ER Rk B VPC (E#HEIH )

AT RBIZEA RN AGRE vpc-12345678 N SRIEMERZH. A, REEBERRET
vpc-2b2b2b2b B , ZREEST AT ER G RIZANMBENRE. WREE— VPC RIETHNARE

i RERHA VPC 58
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RAriEmE

FF, BEREZ/REEN VPC URHEEIRE NI EALRRE, EFEMAZERRE , 55 the

section called “f5 X PR 2R B ff AN 227 47”,

"Id": "example-policy-2",
"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:Create*",
"secretsmanager:Put*",
"secretsmanager:Update*",
"secretsmanager:Delete*",
"'secretsmanager:Restore*",
"secretsmanager:RotateSecret",
"secretsmanager:CancelRotate*",
"secretsmanager:TagResource",
"secretsmanager:UntagResource"

1,

"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:sourceVpc": "vpc-12345678"

"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",

"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "*",

"Condition": {
"StringNotEquals": {

"aws:sourceVpc": "vpc-2b2b2b2b"

R R VPC
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]
}

RO - fE PR 3 22 EA R 17 1)

BT LAGE FFR S SRIZHIFT B4R AR, EAGZSEFINRERREKNINEFIEEER , HEXKER
TEEMMNBER T A LURMHAEE, —ERBEENRSHMNIFRA L  RAEEZAEERENRESH B 45
BRFRER,

Example S FFRIH B ERICHIE ( NS4 )

AT RBE SUF DescribeSecret X FH B RHAMNIREZR4 "ServerName" F{E "ServerABC", EBff
FiZERE , 1§31 the section called “fF PR E KT MNE 547,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret",
"Resource": "*",
"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName": "ServerABC"
}
}
}
}

RBI . BRI 4725 5 B A AR & T B B BT R 49 ]

— MR ZAN IAM S5 £, RE , EUNCIENRER , E5HNIREERANR
LICER RFERE, BXTENHE | BSRBEREE LT R Z AR,

FERARSEFINREREREKNIMEFIEEER , HERKREETSEWANER T TR EAIB, B
EZER | BT ALRERT Amazon By ABAC ?

Example AF R SZAEEHRRSHNAE ( HMEZEH )

NHHRE AccessProject N TERANMACEEMHENERN , A TREF @K, 123456789012
¥ GetSecretValue PR, EFAZEEE , S the section called “fF4% PR 5 BE B i E 22477,

{

R ;e RPREE RS E A T 60
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"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
.
"Condition": {
"StringEquals": {

"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

R BRSS E 4K

70 SR 0 Y 25 4R RY B R KBS 2¥E Amazon BRSS E4A , BATEWEFER aws:SourceArn
aws:SourceAccount £FFM4R, NHFEREMNS —I Amazon RS K% E Secrets Manager
Bt , ARN MIKFEFTRTEERNLETXH, XHMEFHNEAESES TEEZNEEREBR.

MRRFEARN BERXBRRBEFTRATFFERANER , NTEEE aws:SourceArn FHENEDFEHZ
BiR ARN ., HNEMA aws:SourceAccount 48, EXEZEERE , 51 IAM ER,

RS EHFEETRERINBZRARNRBEPH TS , BRELE Amazon BFFEERERER, AXBSFERE
BB R AR TR RMAVER | FS XS A X,

Example 7o ¥FBRSS (£ ARSS E 4T R Z 4R ( By INEIER4R )

{
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]
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£/ BlockPublicPolicy k4P LE Xt B 4AMY T~ iZ 15 (8]

£ /A F#R4E PutResourcePolicy B E A RIEH , RATEWEMEA BlockPublicPolicy: true,
XHERERERBERBAATF  ZHENERT , AP RIREREM MNEZEA,

Secrets Manager £/ Zelkova B EXR DM RBRRE , LAERBFEERZHRNERB, BX
ZelkovalEZEE |, i5S M Amazon Z£18F LK Amazon 20A 6 B30 {b #E 2 A B &SI K HAERY
ZHRRR .

DT RAIERT A BlockPublicPolicy,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:PutResourcePolicy",
"Resource": "SecretId",
"Condition": {
"Bool": {
"secretsmanager:BlockPublicPolicy": "true"

}

IP it 31k S

EARFRIEL H R Secrets Manager FIRESB A IEE IP b ZFEE /5 aws :Sourcelp 4§
B, ESFHB/N0. BN, REF— KB MBIZR , NTRGEIMLDBRME 1P k56 E 15 RZE
A8 Amazon B4 , NI IAM AF AN ATINEHBEANBERTUEETIE, B2, IR AFHAM
fRERREFRIZL |, Hlan , HEH Lambda BEEUS ARIRET |, ZEEEM Amazon HEH 1t Z2 8]
Fl Secrets Manager €. ZiZFBEWHER IP i FFERNERTSEK,

LA, HiFRE B Amazon VPC KT mAt |, aws:sourcelP 4B FRER, BERFIXNEE
VPC KT S/IER , B FE M the section called “VPC &k S 547,

VPC Kig¥ 2 %&H4

EATFRIELIIKRBISE VPC 5 VPC LinT SUMVERIIGE , EEH aws:SourceVpc REEHIXY >k
HiEE VPC MiERMIFR |, 3 aws:SourceVpce REHIFIKBIEE VPC KifgT KB iERMFE,
&2 Fthe section called “7R~4l : PEF VPC”,

BlockPublicPolicy % 86
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* aws:SourceVpc FiHRERIRFIFFKBEE VPC iERK,
 aws:SourceVpce FFiFFRIBRHFIAKBIEE VPC KinT LHVER,

MEREARFHIEL 5E] Secrets Manager AN RRRIEIBUPFERAXLEEZHR | AeaTERIEL
HERRIEER Secrets Manager HRIZANARS . RE—&2 Amazon RS AT LAER VPC ML
W RIE1T. MRFFHANBERESIR VPC F;H VPC KixTa , MMNARHTZBSEBNRSFREA
Secrets Manager AJgE& kM,

BESFVPC i Ko
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Fi Amazon Secrets Manager 8| EE %4

MEAURER, —AKIE (WAFENEE ). OAuth TEFHUMEZF X 7 E Secrets Manager
P E R E R,

£

« ]2 Amazon Secrets Manager 33 E %4

+ Amazon Secrets Manager Z4A#) JSON 4513

+ 82 Amazon Secrets Manager %4

« E % Amazon Secrets Manager &R {E

« EFEANINE Amazon Secrets Manager Z4A

+ {&% Amazon Secrets Manager 248

+ £ Amazon Secrets Manager F & # 248

+ MiIBx Amazon Secrets Manager %4

+ k& Amazon Secrets Manager %4

* $ Amazon Secrets Manager Z A& | E| H it Amazon Web Services X1
« FERIAZAAR N Amazon Secrets Manager F #9337 2 4R

+ ¥%i2 Amazon Secrets Manager %4

£]# Amazon Secrets Manager ¥iEE %47

£ Amazon RDS. Amazon Aurora., Amazon Redshift  Amazon DocumentDB F 8l B G , &1
PURBBU T SR HZIEF M 7 SSecrets Manager H, £/ Amazon CLI R EFR— N HF AT ES
FEZAR , XTUEREY JSON £ MHEe, SEBERAEHAREHEENBIEERHAR |, Secrets
Manager & B3I SAIE#E/HY JSON EHBI2ZHE4A,

® Tip
N T L 5% RDS M Amazon Redshift EE R AU , BITERWEERLERR. EAINE
SBEERSUERERN , ARWAERTEERE,

eilfed e aaatss 88
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HF#EFIEGMXENRBEBEENREESILEN , ZANIERBEENEREER. AREFNEH
i, BIRARRZANER , H BEEHENEEGS . EUNERAPRMEMBEXN IR XIEE
BEEE.

EHER |, BEERBE FHNPRSecretsManagerReadWriteAmazon £ & K,

HIRBIE AR |, Secrets Manager 24— CloudTrail BE%B. BXEZEER , 50 the
section called “fEFl Amazon CloudTrail id3% "

BIRZE (#2FHE )

1. BX https://console.aws.amazon.com/secretsmanager/ 3T 7 Secrets Manager %l &
2. %R FEWEA.
3. 7& Choose secret type ( EFRHEALR ) TE L , AT TRE

a. XIT Secrettype (ZHHRE ) B , FIARBEFMNBEEZILRE

- Amazon RDS ¥#EE ( 835 Aurora )
« Amazon DocumentDB ¥ #E &
« 5% Redshift iE G E
b. XF Credentials ( Zif ) , H@ ABIBENEIL,

c. XTMMHEZER , &F Secrets Manager ARMEBZAER ., Amazon KMS key BXEZ{E
B, BESR BHEMENHE,
«  HEAZBBERT , Hik#E aws/secretsmanager LAF Amazon FEE XN Z4A AT Secrets
Manager. AL ZAT=EFEMTEA,
MREEENEMFRA T EZE4E Amazon Web Services Ik, REREFHE M
KMS Z4ANERRFARNHNAZAER , BMNIRPEREZ S EEBHADERRM
MEARCE—D, BXEAZTFREBHANKETNEER , BSH EN.

BB A the section called “KMS Z4ANR" . BXBKFIHRINEZEER |, 5
#the section called “B&MK /= i [a] X BR”

d. X{F Database ( ##EFF ) , BTERENEBESRE.
e. ﬁ?%jt_io
4. 7 Configure secret ( BLEZ4 ) WHE L , HITATRE !

a. WA—/MNERMR Secret name ( 4B %5 ) M Description ( %8 ) » BEABMLITEE
1-512 4> Unicode FfF,
NRRRERS 89



https://console.amazonaws.cn/secretsmanager/
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b. (®&) EHRZHsHF , EENBRAPFIM—NIHZMEL, BXFICEKE , ESH the
section called “4r1c 240", BPAEGHBREEFMEERZIH , BREMERMNE,

c. (Wik)ERFENE  ENFREEINIENZHD  BEBREBENRE. BXEZELR B
25 the section called “IFAX PR 5% B Bt hN EI234A 7

d. ("i&)ZEFEHAF , ENENBHAEFE S —1 4 Amazon Web Services X1 , iFi%
BREHZRA, BLUMNESEHIZR Bk BE4H, EXEZEL , BSH FRHAEH
B H A X 15,

e ii?% -F_*/Fo

5. ( Ali%& ) 7 Configure rotation ( BEE%®#: ) ME L , B LIS ARk, SHAURAEREX
Mt  RAEREEETH. BXEZEL , BSH 2k BH. &8 T—%,

6. 7 Review (%) ML , FRENBRAFMESR , ARFIEE Store (FFH#).

Secrets Manager fFiR[E E|Z4A %R, MREWHBARE T , FIEF Refresh ( FlFT ) 2.

Amazon CLI

HIEEDD shell PRAGSE , FEHEGSALERIIARFANGREZGSSHHNKE, ES
%] the section called “B&{EKEFH Amazon CLI % Amazon Secrets Manager Z B XL,

Example #83E JSON X4 H iy EiE el 2 % 4A

BLF create-secret RHPFEEXHFNEIECEZRHB, BEXESZELR , i55H ( Amazon CLI B
FIEE) FMMEINE Amazon CLI 3,

E{§ Secrets Manager REB R FRR |, BATEER JSON FFEZ4EH JSON £H9,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json AR :

{
"engine": "mysql",
"username": "saanvis",
"password": "EXAMPLE-PASSWORD",
"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",
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https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/create-secret.html
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"port": "3306"

Amazon SDK

EFEAHE P — Amazon SDK BIE2%4] , BEFEMACreateSecret®fF, BXEZER , HSH the
section called “Amazon B#4F AT ES,

Amazon Secrets Manager %41 JSON £ 13

BB LAE Secrets Manager B4 P M EA AR —# HI%dE, MRENR Secrets Manager Z4A /5 A
Baiik , WEeLRNEHAEEY JSON 41, T EHIE , Secrets Manager 2 A AP HNESE
BIEIDRAEFEDMNEIE, JSON BHBHRX D K NE,

BEEE , Y FEREHAXREFEHENIBEEZHR |, Secrets Manager 2 B3 LLIEHAY JSON &34
BZz#FHA.

BRI OBARNESREX (FUNEHREEFEZHRD ) , LBSHMOXEPEIXRKEENEEER.
F&

« Amazon RDS Db2 #ZREH

« Amazon RDS MariaDB Z4i4#

» Amazon RDS # Amazon Aurora MySQL #Z4#

+ Amazon RDS Oracle 484

« Amazon RDS # Amazon Aurora PostgreSQL 345
« Amazon RDS Microsoft SQLServer Z4 4

+ Amazon DocumentDB 44

« Amazon Redshift i

- W 5 Redshift TIRFEFWELEN

« W5# M ElastiCache 41

Amazon RDS Db2 R4

X¥F Amazon RDS Db2 34| , HFRAFPLZEZEXRECHEFE , AtBAMER P RFHIRHEER

Fik,
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{
"engine": "db2",
"host": '"<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS MariaDB 2240 4

{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>
}

E{F Hthe section called “ZE A" , BFEEmasterarn VB EEE A B R A ERERNBZARI,

{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS # Amazon Aurora MySQL 345

{
"engine": "mysql",
"host": '"<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",

Amazon RDS MariaDB #4345
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"port": <TCP port number. If not specified, defaults to 3306>

E{F Hthe section called “ZE A" , BFEEmasterarn VB EEE A RB R A ERERNBZARI,

{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS Oracle 2474513

{

"engine": "oracle",

"host": '"<required: instance host name/resolvable DNS name>",

"username": '<required: username>",

"password": "<required: password>",

"dbname": "<required: database name>",

"port": <optional: TCP port number. If not specified, defaults to 1521>
}

EF Athe section called “XXERAF” , BEEmasterarn I B EEE G RBR A EHFEHZARM,

{
"engine": "oracle",
"host": "<required: instance host name/resolvable DNS name>",
"username": '"<required: username>",
"password": "<required: password>",
"dbname": "<required: database name>",
"port": <optional: TCP port number. If not specified, defaults to 1521>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS F1 Amazon Aurora PostgreSQL & 4513

Amazon RDS Oracle Z4B 4%
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"engine": "postgres",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": "<database name. If not specified, defaults to 'postgres'>",

"port": <TCP port number. If not specified, defaults to 5432>

E{# Mthe section called “ZXE A" , BEEmasterarn N EBEEE A RNBRA L ERENZARM,

{
"engine": "postgres",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'postgres'>",
"port": <TCP port number. If not specified, defaults to 5432>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS Microsoft SQLServer 2248454

{
"engine": "sqlserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>
}

E{F Athe section called “XXERA ", BFEEmasterarn IS EEE R RBR A EREMN AR,

{
"engine": "sqglserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>,
"masterarn": "<the ARN of the elevated secret>"

Amazon RDS Microsoft SQLServer B4 45
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}

Amazon DocumentDB ZR4A 4+

{
"engine": "mongo",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 27017>,
"ssl": <true[false. If not specified, defaults to false>
}

E{§ Hthe section called “ZE A" , BEEmasterarn N EEE A B R A EENZARI,

{
"engine": "mongo",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 27017>,
"masterarn": "<the ARN of the elevated secret>",
"ssl": <true|[false. If not specified, defaults to false>
}

Amazon Redshift 2247 &

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 5439>
}

E{F Hthe section called “ZE A" , BEEmasterarn VB EEE A RBE A EENZARI,

Amazon DocumentDB Z4f 45
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"engine": "redshift",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 5439>,
"masterarn": "<the ARN of the elevated secret>"

I 5% Redshift TTARS sz 24514

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": <namespace name>,
"port": <TCP port number. If not specified, defaults to 5439>
}

EF Athe section called “XXERAF” , BFEEmasterarn I B EEE G RBR A EHREMZ4ARM,

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": <namespace name>,
"port": <TCP port number. If not specified, defaults to 5439>,
"masterarn": "<the ARN of the elevated secret>"
}

I & #h Y ElastiCache B3R 4L

"password": "<password>",
"username'": "<username>"
"user_arn": "ARN of the Amazon EC2 user"

I 5i# Redshift TARS IR LW
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BXEZER , F5H Amazon AAFEE K B3)5# ElastiCache A/ &3,

£12 Amazon Secrets Manager %4

E 1 Secrets Manager R 1Zf# API %40, RIS, SEATHEENEIEUREMZE | BFREBUT
SBIZ/E, IFTF Amazon ElastiCache 248 , MR FHAEEFF S5k , M A TG R4 FEETNEH JSON
i,

EHER , BEE SecretsManagerReadWrite Amazon & F IR TR,

LRG| EZ4ART | Secrets Manager 24 & CloudTrail B&E%B. BXEZELR , 2 Mthe section
called “f#F Amazon CloudTrail id3k "

Bl (A )

1. BHE https://console.aws.amazon.com/secretsmanager/ ¥ 7 Secrets Manager &%l &
2. %% Store a new secret (& FTZ4A).
3. 1£ Choose secret type ( B FHAXE ) WE L , MITUATIRE :

a. XITF Secrettype ( Z4AKE! ) |, EIEF Other type of secret ( HfthZHAXERH ) ,

b. EREXNT , FL JSON BEMNENHMARR , IEBEFHIGETF , REUMEMTERHA
%, BANERAFFEREERES 65536 NF 10,
c. XFIZEZER , 1%#F Secrets Manager AT MHBZEEAEMN Amazon KMS key., BXEZ1E
B, BSRABENENREE,
«  BERZBERT , E%#R aws/secretsmanager LUF Amazon B R %48 AT Secrets
Manager. A LZAF=EFEMTEA,

. WMBREBEEMNES— Amazon Web Services I &5 R4 , RENMREEFEHECH
KMS Z41 , MERRBAINENAZARRE , EMNIRPEREFAREEZH , IEFLE
£ Add New Key ( RINFTH4E ) SBIBZH, BEXFERAZFRERANREANESR | &
S5 EMN.

BN EE the section called “KMS Z4AHINR”. BXREKFIHRINEZEER | 5
#lthe section called “F&M /15 BRI FR”o

d. &EENext( FT—%F ),
4. 7E Configure secret ( BLEH4 ) WE L , MITUATRE ;

a. WA—/NERMR Secret name ( A& #5 ) M Description ( %8 ) » BEABMLITETE
1-512 4> Unicode F#£F,
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b. (®&) EHRZHsHF , EENBRAPFIM—NIHZMEL, BXFICEKE , ESH the
section called “4r1c 240", BPAEGHBREEFMEERZIH , BREMERMNE,

c. (Hit)ERENR , ENARREINBEHNZAD  FERREENE. BXEZEL , BF
2 #the section called “fF1X PR 3K BE BT AN B B2 4R

d. ( A[i% ) 7 Replicate secret ( EFIZ4H ) B , EFEHEFIE| 5 —4 Amazon Web Services
X5 A, i§1%$F Replicate secret ( EF|Z4 ) . BAILIEEFZR , Lt UELBEH,
BXEZER , BZREEHAEFEHMXE,

e. EENext(TFT—%),

5. ( Ali%& ) 7 Configure rotation ( BEE%®#: ) ME L , B S A Bz RIR. SHAURAEREX
st  REBREFETH. BXESELE  BSARKH F4, B Next (T—% ),

6. 7£ Review (F#%) Mt , F&ENZAFHAEL , RF%ERE Store (71%).

Secrets Manager fFiR[E E|Z4A5 R, MREWHBEARE T , FIEF Refresh ( FlFT ) =4,

Amazon CLI

LEBEMD shell PRABSH , FEHRAGTHLIEREIARFAUGRETSSHENINK. ES
Ethe section called “F&{EK A Amazon CLI 7f# Amazon Secrets Manager Z£3HI X",

Example &2 %54A

LR create-secret RO EIREEFMEENNZHH,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

Example 1R3#E JSON X {4+ HEiE 8 22 247

BAF create-secret RO BREXHFHEIICERA. EXESZELR , 5H (Amazon CLI A
FIE) FMMH g Amazon CLI S,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json AR :
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{
"username": "diegor",
"password": "EXAMPLE-PASSWORD"
}
Amazon SDK

EBEIFEAEP—N Amazon BHA AT EIBERA , BHFEA CreateSecret ., BXREZE
B, % fthe section called “Amazon BEF X T EA",

B 3 Amazon Secrets Manager MZ &

EFEHENRZE , JUAFEREHE A, CLI = SDK, HZREHMWEER , Secrets Manager éﬁﬁﬁ =
TZH5% AWSCURRENT B2 %% E’J%ﬁ}ﬂizlio A AT LA/ A B R AWSPREVIOUS B IBRRAR, &b
LURINBCHRE, BXEZEE |, 55/ Secrets Manager (R A32 %,

EXMWEE (2FE)

1. @i https://console.aws.amazon.com/secretsmanager/ ] 7 Secrets Manager #2#|& .
2. MEHASRL , EBENFER,
3. HABHAFAGENEHRE , EHREMFHFNERES D , ERREWERE , ARERRE.

Amazon CLI
EH MW EE (Amazon CLI)

«  YEEDT shell PRAADTER , FEGRSSALERIXARFANL RSN SSHIRK.
&S #the section called “B&1KE H Amazon CLI 7F4#% Amazon Secrets Manager Z4ARI XS,

LR put-secret-value FRIZEERMNBEXNHWIHMRAZH,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

LA put-secret-value BB T — N A BENEEZRSHIFTRAER, FIRAGHERS
MyLabel F1 AWSCURRENT,
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aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

Amazon SDK

BANE BB %A PutSecretValue 5% UpdateSecret ABEEERNET 10 78— R L, m
@A PutSecretValue =% UpdateSecret EFE4AME , Secrets Manager ¥ 6l 22 2 4R KU FTAR A
LRAET 100 NAT , Secrets Manager £l BRARAFICHIARA , B FMIBR 24 ot B2 ARA, 20
B 10 pHEHF—RZRHAE , WEEMNMRAZ T Secrets Manager Ml BREVARAS | [HE B ZR4A R A HI L
o

EEHWEE , EEAUTERME : UpdateSecret = PutSecretValue, BXEZEER , 5 Hthe
section called “Amazon K4 F AT B,

E W Z AR 1% Amazon Secrets Manager %4

Secrets Manager T H Amazon KMS ZAMBIFEBZANETMERKF BN NEHAE. X TEMH
B, WU LUEREFAN KMS Z4, RUBER Amazon 8 X %40 aws/secretsManager , 8 A 5L
FRATFEENDR, KZEBERT , BUUER aws/secretsmanager , 7 BE A © R~ £ ERR A,
MBELEBEMNE M AT EZR4A Amazon Web Services Ikf° |, EFEBMEH B K KMS BALUER
BREAINHENAZARE  BERA ZRAEEXE. BH4HMEE the section called “KMS Z4ARIN
R BXERAEFREEZANKENER , BSH EMN.

B ERRENNE R, fl, mREBMNEMIKSHEZES , HEZER L2 Amazon
REZAR TR aws/secretsmanager , N LAYI# 3] BEFRFEERARH.

® Tip
MREERR ERFREANRH , RIMNEBWWEA Amazon KMS BEI B4R, BXEZER
HZF 5 Amazon KMS 4R,

HIRE N MEZEART |, Secrets Manager 2 A ¥ &4 E T INZAWSCURRENTAWSPENDING,
MAWSPREVIOUSHRZA, 1 T ENEHEEZERE 2/ , Secrets Manager &1 A LARTRY 24053 P
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BUARABRITING, XEWKEEA LR LN Z A4 B ZAWSCURRENTAWSPENDING,
FIAWSPREVIOUSHR 7N

EFHAWSCURRENTREEBEFH MR ZAMHE | BEAFTRHACNERTIREAN R, ARG, W THES
FRAWSCURRENTZ B AN R | A E FH AR,

MRERLABIR INFEL , WBRT AWSCURRENT, AWSPENDING F AWSPREVIOUS 24} , U T AR
BEABERE. NRBERENEMITERENUWERRNTHRMNR , WHEEMEA the section called
“‘Amazon CLI" B33 % #Y hn 23 2 47 B 7 01 B X LA S o

ERMENMERL (BFHE)

1. BH https://console.aws.amazon.com/secretsmanager/ 3T 7 Secrets Manager &#l &,
2. MFHIRLE | EFENFER,

3. EMFFAGENHLNMBFAGEIS P , EFRE , AEEREEMNEZEN.

Amazon CLI

MRERWFENNZEZR , ARER T LM MZEZL , MBRT AWSCURRENT, AWSPENDING #
AWSPREVIOUS 24\ , &G EB BB IRAR, NMREBEREXN EMIREFREH M RA Y 175 8 £
BR , MEZEMEA the section called “Amazon CLI” &3 #7859 b1 22 3348 F 7 61 X L iR 2N,

EM R INEZ 4R (Amazon CLI)

1. AT update-secret REPREHATINREZLAERN KMS 24, 1% KMS B4 S NEZ 41U
a:lﬁl_lziﬁq:o

aws secretsmanager update-secret \

--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. ("R ) MREHBBRATEEESRE , NEERAFBAXNEERME , WLAEFHBXL
AR AR o

HIBEW S shell PRAGSH , FEFRGSHALIERHEARFANHEEGSSHANEK,
B2 the section called “B&{KE A Amazon CLI 176 Amazon Secrets Manager Z4ARI X"

a. REUMBERAME,
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aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
--version-stage MyCustomLabel

GRS
b. SIRERZERFRAE,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

£ Amazon Secrets Manager %41

BRI ECIRRAGERETKE  EAERTHANGESE. X THEMRSENRN , EURE
EFEAHMRSREFTHIEHRE,

EHETHERRY K BUNEERHEN. AHMBRSEBENZHAUZRSW ID FREH. HE , &£
Amazon CLI FiFH describe-secret , REEEFE OwningService. BXEZEER , BSRABHEHAM
RS EE I H4A,

NFEEBENZ , BUUEHBANER, ETHRFRNER, MEZRAFIRC. BETUEINER
FEEE , BERNBUERHREFTEEILENZHAE. RBRAFEH Secrets Manager Y 40 SR 5
FESRS EWER, Léﬁﬂﬁ%ﬂ*mﬁé&.ﬁﬂ , UBEERFIHBERZHEN , BARR—AEET
ENEIL, BAXEZER , BSRRHR B4,

WIS AR |, Secrets Manager 24 X CloudTrail BE% B, BXEZEER , EZ¥the section
called “E Amazon CloudTrail i3 7

EHEEENEN (2FE )

1. @XM https://console.aws.amazon.com/secretsmanager/ TF Secrets Manager #2#| &
2. MBHAYRXRL | EFEENFH,
3. EEPRMAGENEL , ITUTHREZ—

FER , BTEEHR ARN HEAN B,
- EEHHER , ERARACEEHoP  BRRE  AREAREEEIL.
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Amazon Secrets Manager A m
. EFEHMMHZEFZL |, iHSH the section called “F I N 24R7,
- EEFRE  BERIETIFF , ERRETRE, 52 Hthe section called “¥5ic 243",
o EFEHWHRME, 1§35 the section called “E ¥ WHE",

- EFHTRHNR , BESRIETFFERERFEENR, EZRthe section called "R KA
B AR EU #2477

EFHMBANRR  BERRATPEREBER. FSREHR BH.
BERENFZHERIEGXE , ESR FEHEF I EMXE,

MRENFZHBEAR , WETUERB AN MBRH, EEHRTFH |, EFRA MY EIRE
H, REEREXED | ERRENBERH, HF5Hthe section called “EHAMBRMBEE",

FEFURHUEEREMRSEE  EFREZRSHEFUEREN. FSAHEMERSERE
HYE 4.

Amazon CLI
Example E# %5415 88

LAF update-secret ROPMEFEFHANEIR,

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

Amazon SDK

AN WERE %A PutSecretValue 5% UpdateSecret ABFEEERNET 10 78— R L, m
Ri@HA PutSecretValue =% UpdateSecret EFMEH4AE , Secrets Manager ¥ 8l 22 2 4R KIFTAR A
LRAHET 100 NAT , Secrets Manager £l BRARFFICHIARA , BFMIBR 24 ot BB ARA, 20
B 10 pHEHF—RZRHAE , NEEMNMRAZ T Secrets Manager Ml BREVARAS | [HE B ZR4A R A I B
o

EEHWER , BEALTERE : UpdateSecret 5 ReplicateSecretToRegions. BXEZE
B |, i3 Mthe section called “Amazon B F X T ES",
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£ Amazon Secrets Manager R & %4

MNP B RBRAT RIREBIF LR | Secrets Manager 2 EBHAE T, ik, HREBMRZEHR
BF, REEREXKHFNEBERFIXDKNE |, BEEZEE, /. _. =, # EBKFEH , ABXERARF
MEBHITER, ETMEARBERGNER THITERR |, Secrets Manager 2 0 #1188 R F & H LU
HEGRNEMNER, IEERBINAEENE, NFEIRFINEF/FRERLFTSHEM
Bk ITOM, Bl | #AEEKIF credsDatabase#892 NAEREN., HRNRZBMESTH
creds, Database # 892,

LRG| HZR4ART |, Secrets Manager &4 M CloudTrail BE%B. BXEZEE , HSHthe section
called “£Fl Amazon CloudTrail ig3% "

SR T E RN AEER
B

CEZABINI L ; KO KDE, flan , BF5 : Data 2IR[EHE N DatabaseSecret HWEH ,
FIREIZH databaseSecret = MyData K& 4,

EPUN
EZEAERPRRE , FTXDKNE, Hlan, #iR . My Description LB EHF AT HRHY
4R
* My Description
* my description
* My basic description

* Description of my secret

RERS

R EEIRS ID BIBRNFL , TR KNDNE, Hla , my-ser FRFZFEBNZFLHERZR my-serv
M my-service HITEE, BXEZER , BSRBEEMBRSEENER,

EEHH =

BRLATRIEE R, B ABHIREHNER,
RS

CEFRESENTTL Ko ARNE, flin , #5Z%2 : Prod 2REIHFRZ Production M Prodl B9
Z4A |, NIEEHFRE prod 8 1 Prod &4,

EREH 104



Amazon Secrets Manager ArfEm

wEE

CEREENTTX Ko KNE, Fli0 | $55%E : Prod 2RE#HHRZE Production M Prodl #Y
F4 , TIRESHREE prod 2 1 Prod %4,

Secrets Manager 2 —f X ARS , R EEE X BRI ZER.
Amazon CLI
Example %I 5 & F= & #9 2248

BAF list-secrets RAIFREN T &0k - RV B4R 53R

aws secretsmanager list-secrets

Example Fi& &K 7 8 240 51 &

LR list-secrets ROPFREVENIKF R EHEE Test WHAIIER, BREHKEX DK PNE,

aws secretsmanager list-secrets \
--filter Key="name",Values="Test"

Example £ Bt Amazon RS EE /I Z4A

AT list-secrets ROIRERSEEBNZIAYIR, R ID EBERS. BXEZELR , BHSHHBEM
RSB,

aws secretsmanager list-secrets --filter Key="owning-service",Values="<service ID
prefix>"

Amazon FF XL E

EFRAET - Amazon FRTESERF , BEM ListSecrets, BXESER |, HSMthe
section called “Amazon B4 F X T E 3",
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fl Bk Amazon Secrets Manager %4A

AT HFAFEEEE , Amazon Secrets Manager 2 REE EMERZ4AM . Secrets Manager T £ 3 Bl
BrR# 4, M =Secrets Manager &3 BIfFXLEFATETR , HitNERENER (&R R7X) Bl
BRiXLEE, EMENBRERE , B RS AIMERNZHR. FRicH S MR ZA KBTI,

NMREFERASHIHEBXE |, WAEFEBER. BEMEREIAR , RAEMBRERA. EEREREA
Y, ZEI A2 BT BR.

BT EEERBREANZARAEA , ME2H Amazon CLI 2 Amazon SDK BRI EE FFR0E, X
LFFIZRAIRIZHEFEA , H L Secrets Manager /5 & B Z M BRiZARAS

MREBFRHENAEFNEFEAZS , N LLEIZE Amazon CloudWatch &2 LUIRERGE R E R ERE
2R BRBHNITN. BXEZEER , HZSHEFEH Amazon CloudWatch ¥ #2811 XMl BRE) Amazon
Secrets Manager %4,

EMBRZRLR , BUIEE secretsmanager:ListSecrets # secretsmanager:DeleteSecret

R

LRI BRZR4ART | Secrets Manager &4 X CloudTrail BE%BH. BXEZELR |, HS@the section
called “fF Amazon CloudTrail id3% "

MERZREA (I=HB)

1. BHE https://console.aws.amazon.com/secretsmanager/ ¥ 7 Secrets Manager &%l &
2. EERAIRP , EEERERHESA.

3. EERAAGEEISP , ERRE  ARERREHRL.

4

EERAZANITBBRFES , EFEHNET , MAKABBRZEESH R Secrets
Manager Bt il—~% 7 DeletionDate MVFER , FHFHEHRE N Z 51 B BFeS A 0 LA RS BT ERIE
ERXE

5. EFBITRIMIER.

B EMRN =

1. 7E https://console.aws.amazon.com/secretsmanager/ ¥T 7 Secrets Manager &l &

2. EFPANHL , ERREF
(&
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3. EEGAIUXEES , ERERIUTXREBRNEZESR  REERRE

i B & A %3 47

1. ¥ https://console.aws.amazon.com/secretsmanager/ 3] FF Secrets Manager #Z#| &
2. EERIFHEHA,

3. EEREBARAND , BERIEEH,

4. M Actions (&1E) X% ik #R Delete Stack (il BREIZ),

Amazon CLI
Example il Bk %347

LR delete-secret ROIGMIBRZR4R, BUILAEA restore-secret MEVE , EF
DeletionDate M FER Y B AT A, ERERE B HEMXBNERE , BEER remove-
regions-from-replication MIEREEIAR , R/FAA delete-secret,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7

Example 3 BNl Bk 2348

LA delete-secret ROMFIEMMIBRZAMEBEIMER R, B EREHEFR,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery

Example #il Br &l 4= 24A

BAR remove-regions-from-replication RGIFFHIER eu-west-3 R EIZARZRE . EMIRESIZE
HXBHEZA , BEBBREIE , REEA delete-secret,

aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
--remove-replica-regions eu-west-3
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Amazon SDK

EMRER4E |, BEM DeleteSecret B h. EMPBRZFARAE , BHER
UpdateSecretVersionStage . EMIEREIA , A StopReplicationToReplica .
BEXEZER | i3 Mthe section called “Amazon H4EF & T EA,

X & Amazon Secrets Manager %4

Secrets Manager FitXMBRAOZLAM N EFR , MABEEHRZZHA. EMENERI/E , Secrets
Manager Xk AW BRZZ4H. £ Secrets Manager MR 4AJE , BEEZMEZFH. EMERERLER
28, BAMERAHBRERETHITIHR . X2MER DeletionDate FE , ANMBUHEITRIBI KX
i BR

EEEFEPFMEZHMTEIE , BUMEHE secretsmanager:ListSecrets #
secretsmanager:RestoreSecret fX[R :

LIRS 2 4ART | Secrets Manager 24 B CloudTrail B&E%BE. BXEZELR , 2 Mthe section
called “f£F Amazon CloudTrail 123 "

TiFE R (A )

1. @i https://console.aws.amazon.com/secretsmanager/ T FF Secrets Manager #2#| &

2. HEERIRYF , ZEERENEHBW.

MBEFATIRFRE TH RN | ERERT
(@& )o
E BRI EET | SRR RNES | RAEERRE.

3. ERPEAEEMOT | EBICEHIGR.

4. EEUEBPBHIRTIAREAES | EEEOSMRR.

Amazon CLI
Example X & 2 Bl Br &Y 2548
BAR restore-secret RHIHRE T KByt XM BRAYZR4A

aws secretsmanager restore-secret \
--secret-id MyTestSecret
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Amazon SDK

EREFRICMBRI 4R , B H RestoreSecret mH. AXEZEER |, iHSHthe section called
“Amazon BH¥F AT EI,

¥ Amazon Secrets Manager #4A & #IF H M Amazon Web
Services X1

BRI LAEEZ A Amazon Web Services Xif FEHIZE , NEXEXFEWNARFREXE , LUAR
XEFRIAMBERER, MRUGEE , EUNNEIABAARNIMYES , RAEFHHREN LIS
#l. Secrets Manager AJAB1EE XHE I NZEZABIBEBN THIE |, HIIRSF TR K,

BRXES , BIAZESAN ARN SERAME , i

« %4 : arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-alb2c3

o BB : arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-
alb2c3

BXEIXRZPMEMER , S Amazon Secrets Manager EHT

LR EHIEeXENRBEFENREFESILN , BRI RBEFENERES. REEFHES
i, BIAFRRERBANES , ARESHENERES ., SUNEZARMNEGREXLICRXEE
EER.

MRENEZABAEMR |, Secrets Manager RFEEXFHPH#TEALR , FNBHAELEEIMEX
BRNBIAZRR. EXFEMEERARRBHNER,

B L EFIE BB A Amazon XIFEHIZE, BR , MRERHRHN Amazon XFEH Secrets
Manager , ¥ Amazon GovCloud (US) SiHF Ei# X , B RBERELIXLE Amazon XigH H 243 F &l
K, BREFEE AN Amazon KB FHAEFZTTXE , ST XEH 54 E 250 X5,

ERRAEHFHESE - XE2E , E4ARRAZXE. AXEZER , HZHAEE Amazon X,

BN A E#EZRENXEFH Secrets Manager iR , NTTEES HZRABN A 1E SN X G A A4,
Ax RiFTRMFIER |, i3 Hthe section called “Secrets Manager i 2", EFEAEHIES TEAEN
i | EFSHAmazon ERRERE (DR) AREN |, £ 135 : ZRIREEK,

HEBEFIZART |, Secrets Manager 2% K — CloudTrail BES&B. BXEZEE , HSH the
section called “/£ A Amazon CloudTrail i23% ",
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ENFHEFIEMMX (2HE)

1. BH https://console.aws.amazon.com/secretsmanager/ 3T 7 Secrets Manager Z#| &,
2. MEPHIIRL , ERENEH,
3. EERAFMAGENHEHMNEREIFH , HITUTEE —THRE .
- WMREREHZBH , FiER Replicate secret ( EFIFH ) -
- WMREEHZE , B Replicate secret ( EF|# 40 ) To , 1%£F Add Region ( HRIMEXIFH ) -
4. 7 Add replica regions XiERES , AT TRE :

a. &3 Amazon XiF , EiEFRERFEAE SR H X,

b. (Wi )XNTMERAT  EFEARMNEZHAN KMS 24, BAXANY TRIAXZF,
c. (™) EBFMEAMXE , Fi%EZE Add more regions ( RINEZ X ) .

d. %$® Replicate ( £#l)

AT &IRE B4R ME SN E. Replicate secret ( E5I%4A ) o2 E RSN X
Replication status ( E#IRES ) -

Amazon CLI

Example R Z4AE H B H X5

LAF replicate-secret-to-regions RBMFHEAEHIE eu-west-3, EIAEA Amazon & % 4A
aws/secretsmanager 1%,

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

Amazon i HF AT ESQ

ES 51340 , B H ReplicateSecretToRegions 5. BXEZEE |, 55 the section called
“Amazon BHEFRIET,

R HEBR

T RAREKEH KM —ERR,
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REXESREFEERMEENER,

AR EE , TABRRIARBFNESENEN, ERNES , AGEEREHXNEES , &RE
E

I o

KMS %47 3% B A AR RK TR E o

Secrets Manager B EEZZH , AREABRXIFEHRHH KMS BEEFHINE. IREEEXEH
XBINZZERR kms :Decrypt R , MLKBER IR, EFEA aws/secretsmanager SAARY KMS
FIANEFHNRBHTNR , BEEXN AT kms : GenerateDataKey Hl kms:Encrypt, &S
Fthe section called “KMS ZF4A KBRS

KMS Z4iEZAEREKE

MR F XA MBRZAWZARMBER , W Secrets Manager ¥ EE HiZHWZR, BFELERT N
% MRBEZEEEFEACEADMBRHOMBZRAMEZN BEXFRERAE , hAgEREME IR, BX
Secrets Manager IMAINZE LR , B S the section called “ZAMNBZAMER", EfERILEB | &0
E#FHOIBMWENRA , LAME Secrets Manager fEA HaIMBZ AN EHFITNE., BXEZER |, B5S
FEXMEBNINEZEZH. REERES,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

AR B AEE SN XE,

BXROMABEAXENER , S5 Amazon KF EESEEEHHNEE Amazon XiF,

TRl 248 F 4N Amazon Secrets Manager 5 #Y3d 37 23 4A

B AZHARMN S — 1 Amazon Web Services X1 PR ERHEFH MKW ER. CEREZHRHAMEN
BRENTHE  EXENMBEATUEATEN KMS B, TN TERAEMAIAZESN , BEEM
BZERARN. BABRAARCHTRERZAESETRANERE , AERFNBRN ML EZR. FERHAB
ERT2EHFIRIEA.

EXHATTANERT , CUEFSTEABAAZNRIES , BULEN RERERRER, X
%, MREREATHEARS  ATEEETEREAA R NI B,
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WMEARBNAREZR , BELERENNNAREFRER ML FH,

UIRR T ZR4ART |, Secrets Manager 24 M CloudTrail BE%B. BXEZELE , HSHthe section
called “f#F Amazon CloudTrail i23 "

FRBIZEE (2HE)

1. &% 3F| Secrets Manager https://console.aws.amazon.com/secretsmanager/o
2. SMERARXE,

3. & Secrets ( B4 ) Sk L |, EEEERER,

4

5

EEIARZRAFMESRELE , %R Promote to standalone secret ( AR AMIFEH ) o

£ Promote replica to standalone secret ( HEIZRALR NN ZFR ) WNFEP , mAXKE , AF1E
# Promote replica ( 2HEIA& ) o

Amazon CLI

Example N EIAZEARHA N EZEH

LAF stop-replication-to-replica ROIMEHIREIAZASERAZBNERE, BIRAZHEER
XA N EFR, BUXINBIERXFBREA stop-replication-to-replica,

aws secretsmanager stop-replication-to-replica \
--secret-id MyTestSecret

Amazon SDK

BENRIAFRAA RN IR |, BEM StopReplicationToReplica i, BHATMMEIARZ4A X
AALkGS. BXEZER |, 55 the section called “Amazon B4 4% TET’,

Fric Amazon Secrets Manager %4

Secrets Manager S RZE X N HAEE LW BAMTIEEERNITE, BAUAFEARSERENEE, &
RMTEIE Amazon Ik P RBMEME R, HiCBAR , BEMEERPEANESEFR, BX
¥ 28 , B3 Tagging Best Practices ( FridRERE ) AR B,

BO R EM B ZREANRE | U FRIEL ZZBANIHRNRE, BREZEE , 5 Hthe section
called “7Rf5 : ERAFRZIEEFIX ZEAMHE],
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WO LB EHIA. Amazon CLI MIAAX TEGHARRIERZ., Amazon BFREETRFRATELUE

ZORBEENESAE , NTTRERFRNRIEESEBERR, EERTERERSNES , BSH the
section called “E# %4f”, Secrets Manager T X E THREM KA D E -

U AERERFREZANBRES

BXRSEFMMa B RE , HSH Amazon — S ZEERPNIRICHRSES, REXDKNE,

HIZFRCREUEPRIC 43RS |, Secrets Manager 24 % CloudTrail BE% B, BXEZELR | F2
Fthe section called “f# Amazon CloudTrail id 3% 7

TRTAWRE (254 )

1. B3 https://console.aws.amazon.com/secretsmanager/ TFF Secrets Manager 2§ &
2. MERIIKL , EFENEH,
3. EEFRAFMAGEENHEHMFZRT R , EREEFRE. REEENNEX S KNE | FREE LM

o

Amazon CLI
Example @12 4878 IR

BAF tag-resource Rl BA T 20fAIfE AR IR 1C1E L B INAR K o

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue

Example @Z4ARIMZNMRE

LA tag-resource RIS EZEAKM MANMRERE,

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",
"Value": "SecondValue"}]'

Example M2 48 # il BRAR S

LAF untag-resource ROIFNZRPRBERAMIE, N TFEMRZE , BANERH MBI,
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aws secretsmanager untag-resource \
--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

Amazon SDK

EFRENEANIRE | BMEA TagResource 5 UntagResource. BXEZEER , S Hthe
section called “Amazon #HF XTI ET’,
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M Amazon Secrets Manager H1# 3R %4

5

0N

é/

AR REBHRE

ERBAF
EHMRSH

£ Amazon CLI
£ Amazon #Z# & F

B RZ4ART |, Secrets Manager 24 CloudTrail BE%B. BXEZEE |, {55 the section

called “F§ Amazon CloudTrail i23% 7

ARG

ERNARERFRG | S LUBE A AEM Amazon SDK FH) GetSecretValue =
BatchGetSecretValue REMWE, BxHl , HSE (Amazon SDK B RHIE) FHIIRENZ4A
B, T, RMNEVUEZBEIFEAZFHEFTREFENZAE. EESHTIRSRE HBEBR,

XF Java AR :
. MBEEHIFEEZEFEHEERPD , BEM Secrets Manager SQL E 2 FEBZBHHE
IEE R BUERE,
s WFHMERPYRE | BEA Secrets Manager £ F Java W EFHARERZME
A GetSecretValue @A SDK,
3 F Python IR , B Secrets Manager EF Python B EF4H AR B
get_secret_value = batch_get_secret_value @A SDK,

3F NET HFARF , A Secrets Manager £F NET WEFAGRERZEH
GetSecretValue = BatchGetSecretValue A SDK,

XTF Go MR , BB Secrets Manager EF Go WEFHNRBEZEMEM GetSecretValue
BatchGetSecretValue A SDK,

3t F JavaScript MRAREF , HEZEMEA getSecretValue B batchGetSecretValue #H
SDK,

SF PHP AR , BEEMEA GetSecretValue 5 BatchGetSecretValue i@ SDK,

F Ruby NFAREF , B EEMFH get_secret_value 5 batch_get_secret_value A
SDK.,
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« B GitHub #4E , i53 5 the section called “GitHub T{E”,

EEHMERESH Amazon BRE

BEALETIABTFRRFN !

« XJF Amazon Batch , B AEEFENXH 5| AZEH,
« XfF Amazon CloudFormation , %X A] LA 82 %44 }# 7 CloudFormation ik H 5| A % 4A,
« XF Amazon ECS , &R LIER SR E XL 5| A%,

+ XtF Amazon EKS , &R LAEH Amazon ZEAFELBIRIETEF ( ASCP ) , SRR EAERN UHFHER
Z| Amazon EKS &,

o XF GitHub , A LAfEA Secrets Manager GitHub 2 {EFZAER R ETERINEERH GitHub /E
W,

« XfF Amazon loT Greengrass , A LATE Greengrass A 5| A %4,
« XF Amazon Lambda , &R LA7E Lambda B# 5| B %40,
« XF Parameter Store , BEAESHH 5| HEH,

Amazon CLI

Example # B2 AN A ZAE

LR get-secret-value REIFREVY B Z4AE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

Example ® & 2 BIH Z4£AE

LAF get-secret-value REIFRELZ BIHY B4 E,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOUS
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Amazon &5

RRER (EFHE )

1. $TF Secrets Manager &5 : https://console.aws.amazon.com/secretsmanager/o
2. EMEIRF , ERERZENWE.
3. EERPERIP  ERERREAE.

Secrets Manager & R ZRH Y BTARA (AWSCURRENT), EEFWHWEMRZA | Hlin
AWSPREVIOUS Zi# A BENFRZHMRA , B the section called “Amazon CLI",

M Amazon Secrets Manager #t B4 3R — AW Z

Secrets Manager 121t 7 #t4:3# API BatchGetSecretValue , BAEE—/ APl A iR —HMWE,
EXRRERTNBE , BUURERN ARN BEEMZSIR , B UFERAKIES. IREZERERT
BT |, Secrets Manager BEI4E1% ( I8N AccessDeniedException ) , M4&T] LATENE R HY
Errors FEHE4HEIR

HERZWRHNR

BTN ERZNENRBREIME secretsmanager:GetSecretValue MR, ik 407

A secretsmanager:BatchGetSecretValue R, MREFEATEILES , NESLMBE
secretsmanager:ListSecrets. AXNRERMH R , i EZSH the section called “HtERFT—H
MERBENR,

/A Important

WRIEH VPCE FIELE R EERZENHFHATRRENRZHNE , N
BatchGetSecretValue AF&REEMMEFRE , H ALRE4EIR,

Amazon CLI
Example ®FZRB I HHN —ARBFHRRE

LR batch-get-secret-value REFRE=NBEZHNHZE,

aws secretsmanager batch-get-secret-value \
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--secret-id-1list MySecretl MySecret2 MySecret3

Example 1 R ifiE2R & RN — AN BN M RE

LA batch-get-secret-value REIFREEF R N Test IS M BN MW ZE,

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",Values="Test"

£ Amazon Secrets Manager 4 PEVEILEZ T SQL BiEE

£ Java R FAREF S , RATLAEA Secrets Manager SQL Connection X572 F # A {764 1E Secrets
Manager R EIEERET MySQL, PostgreSQL, Oracle, mssqlServer, Db2 F1 Redshift #{#E
BNEHEFHBEER JIDBC 2R , RLERIAFER JOBC WAXRGEHERE, B2 , £&F
DREEERZAFENEE , MEBRMUZHAN ID. WIFEFFEA Secrets Manager %#%ﬁ‘f’ﬂﬁ
AREFERABAPHNEIDEREIBERE, BHBRFERFER Java BRIHREFEREFREIU |, XHEREKH
EEMAEERA Secrets Manager. RIABRAT , EFESB/IIRRIF —IX , AERLEZHAR BRI
. ERESERF , S Wthe section called “SecretCacheConfiguration”s

FA AN T EIRK B GitHub,
EfF Secrets Manager SQL EERHEF :

o BHNBARERSAILLTF Java 8 ESRAAH,
o BHBPASBTALTZ— :

- FHA JSON EHFHBIEEZRH. ERERI , 1B Secrets Manager #&## & P EFRAHERF
Retrieve secret value ( K& H4AEH ) . ¥F , £1BIE Amazon CLIHget-secret-value,

« Amazon RDS HEZH. NTWRFER , BTN ERVEENEERLMKO,
- —MNHT S Redshift EEMNNE. N THERA | VAEEIEEMNEER LMD,

MRENBEEFEHFHIEMGXE , BEEIS M XEPNEIRGESF | FEUEERNEEXEHRR
MimHo BAINEENTARENNZRHAS, SSM SREFRESHINBE B F7# XEEEESR

ENRAERFANBDE F |, BE Maven WEXXH pom. xml FRZEZFRFRMA TEREIT, HX
BE%{EE , S Maven Central 71 FE Mk E#Y Secrets Manager SQL E# .

<dependency>
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<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>

</dependency>

R RFFEARNEIFRERZE T, MREEE Amazon EKS EETRFER , ©ARESFKIELIET
WHRNEIE  MASREEBEFKFAR, EFRIEFE , &% com.amazonaws : aws-java-sdk-
sts BRRZA 1 ERAKRBIDURINE Gradle 5 Maven Tl B B'Cﬁ:o

Effsecretsmanager.propertiesX#Hi%E Amazon PrivateLink DNS £ i1 & URL FX1F |
BHITUTRE :

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

BEBEEZ XX , iH1%E AWS_SECRET_JIDBC_REGION HREZEH 5T
secretsmanager.properties XHHITUTEX :

drivers.region = region

FRENER -

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BREZER , F5H NRSE,

Rl
- BYSHEENEE
B R iR S s OB
£/ c3p0 HEFEME IERE
o £/ c3p0 M MBI 18 E i S MR O KRB SHE

BV ESBEERNER

THENRIERT MAEAZATHNETINERZEEETSRIEENIERE, BIUEER , B9FEH
JDBC HARGRHBIEE, BXEZEER , 5 Java XML E#Y JDBC E® AN,
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MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
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info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInstc
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// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret
Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

13 48 R v R A i O 282 M %
SRR T 048 A 3240 R 10 SEAE AR B R MO R A 08 0 R S S MR I £,

Amazon RDS £ EZ AT SBREBIEEN R LMK O, EEHH Amazon RDS B/ 248 ) EEULE
EIHEE  BEABDIEEXEEIL,

EH B H 4t X B AT SRR E R X EHEEFENIER  EEHNZARTIE5RBATENIERE
FE. SMEAHEREANEE, ERXAERESFHEIEZAT  BHAMNESREN REFME XA W
RAwAER.

BYMEEE , &FERA JDBC BRAXRGRIKEE. BXESEE , H5H Java M5 LR JDBC &
fith 17,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";
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// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the IJDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriv

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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£/ c3p0 ERME MV

TR RBEERT WAEA c3p0.properties MHEVEREN , R4 EARIEFNERIREE
EFEEEFER. XT user M jdbcUrl , EH AR ID U EEZED. RE , BAUMNZ PR ZRE
B, ANxSEEREEMEGBEEEE. BXEZER , 5 Java XML LR JDBC Eit Al

BX c3p0 WEZEE , 1§59 Machinery For Change M4 £ c3p0.

MySQL

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=secretId

PostgreSQL

c3p0@.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=secretId

Oracle

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=secretId

MSSQLServer

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=secretId

Db2

c3p0.user=secretId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=secretId
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Redshift

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=secretId

£ c3p0 E BT 15 T v R M v O SR M % 4%

AT RBERT AR c3p0.properties MHREVEEM , ZX4EARIEFBEIEENHS
MmO RFBAFNEILE. RE , BAMMNZOFRRIERE | HEXEEERAETMEGREESERE,
BXEZER , BHSH Java XML LA JDBC ERtiANH,

Amazon RDS £ EZATSREBIEEN R L MmO, EFEHAH Amazon RDS EEMNZ AT EEILE
EIHEE  BEABDIEEXEEIL,

£ 5B E At XAy B A AT AR IE SR X EHEENIER  BEFNZARTIE5RBHATRNIERR
ER. BNEIXRHERZAHEE. ENXEEREEFHIBMAT , BRMESREXNKEFMXEHNRK
R OEE,

MySQL

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle

c3p0.user=secretlId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer

c3p0.user=secretld
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c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433

Db2

c3p0.user=secretId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=jdbc-secretsmanager:db2://example.com: 50000

Redshift

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439

¥ & Java R FATREFHH Amazon Secrets Manager %4

ERZRZAN , BALUER Secrets Manager £ F Java WETFHHREEFEZL , UBHERERA. RE
EEFEALLM Secrets Manager F1 RZHAMNEEER, BT A Secrets Manager APl 7= 4 %
A, AtERAEFAURERER,. BXRRBHANMELZE , BZHA REEHA,

BEERNBERVEA (RU) , AL YEELAEEEATAN  CAZEREEARONEA,
FERET , EEAS HRF — KRS, STNREEEERRIFSANME , tANERERMR
FFLURIE S AL

—BERBEFSIA  EFETFSHTREFUREN, EEXETLREFAN. EFXINETEEFE
5 MARMEMNBZEURIUREMNER, MREFEFNNZ M (HIONRERFFHIE ) |
FEARENEONBRG .

EFERAZEH , BYTHEEATRE -

« Java 8 LE SMRANFF K E, ES R Oracle Wit LB Java SE FHi

» Amazon SDK 1.x for Java. A BA7E11 B A E &t EA Amazon SDK for Java B MERE. BXES
f§8 , 2 Using the SDK for Java 1.x and 2.x side-by-side ( #{TE A& SDK for Java 1.x
2xHRHBEFRIES ).

ETHRNAB , F2 5 GitHub LA Secrets Manager &F Java HWEEFEFiwd .
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EFZAHERNEEHIE F |, B Maven pom.xml XHHBFUTHKBIN, HX Maven WEZE
B , #5218 Apache Maven Project M5 E# (AITTHERE) o

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-caching-java</artifactId>
<version>1.0.2</version>

</dependency>

FREMNER -

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXEZEER , REANRSE,

SE
» SecretCache

« SecretCacheConfiguration

» SecretCacheHook

Example & &4

ATFRBRGIET TRRZATHERY Lambda B, CHEEEMLERE 2 ASFUCERNRE
SB i NEEERIEHL Lambda BEH , TRAMEAAE AP,

package com.amazonaws.secretsmanager.caching.examples;
import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.services.lambda.runtime.Lambdalogger;
import com.amazonaws.secretsmanager.caching.SecretCache;
public class SampleClass implements RequestHandler<String, String> {

private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context) {
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final String secret = cache.getSecretString(secretld);

// Use the secret, return success;

SecretCache

& T M Secrets Manager IR ZHNAFHRERE, EFEHA the section called “getSecretString” 2
the section called “getSecretBinary” NMEFHKRRZH, BAIBELE AMIEERBFR the section
called “SecretCacheConfiguration” X &RREBEEFIRE.

EXBERAIENNEZEELE , 15 the section called “Java N AREF",

public SecretCache()

EATF SecretCache RN EH L,
public SecretCache(AWSSecretsManagerClientBuilder builder)

£ A Secrets Manager & i ( EAIRMHM AWSSecretsManagerClientBuilder 82 ) ¥3i&
MEF. ERLMEERRT BEX Secrets Manager &% , il a0 & — 3 E K s 4 iR Ko

public SecretCache(AWSSecretsManager client)

BEFEFARMEMN AWSSecretsManagerClient WiEH RAEF. FEHLLMERIKT B E N Secrets
Manager &% , flaIEAE —FEXFHHLHET Ko

public SecretCache(SecretCacheConfiguration config)

BEEARMM the section called “SecretCacheConfiguration” HHEHEAER.

FE
getSecretString
public String getSecretString(final String secretld)

M Secrets Manager F#ZRFRFHEZL, RE String,
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getSecretBinary

public ByteBuffer getSecretBinary(final String secretlId)
M Secrets Manager F#3%& —# HZ40. BE ByteBuffer,

refreshNow

public boolean refreshNow(final String secretId) throws
InterruptedException

BERFEEF. WRRBFETBOXEHER , FEE true , BNFHRE false,
close

public void close()

KAEF,

SecretCacheConfiguration

& T the section called “SecretCache” BWEFEEXEI , flMNZFAEFXNDINEEEFRHANEFNE
(TTL)o

public SecretCacheConfiguration

EATF SecretCacheConfiguration X REVERIAME R
FiE

getClient

public AWSSecretsManager getClient()

REIZEEFENFRERHAM AWSSecretsManagerClient,

setClient

public void setClient(AWSSecretsManager client)
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REZFENFREZZRBAM AWSSecretsManagerClient BF i,

getCacheHook
public SecretCacheHook getCacheHook()

RE B TEHERFRETM the section called “SecretCacheHook” #H,

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

RE A THEHEEEHM the section called “SecretCacheHook” # O,

getMaxCacheSize

public int getMaxCacheSize()

BREIFAREFARN. BINMER 1024 N2,
setMaxCacheSize

public void setMaxCacheSize(int maxCacheSize)
REBAEFEKRD, BIAEN 1024 MNEHR,
getCacheltemTTL

public long getCacheItemTTL()

BEIEEFETEN TTIL ( AEZERREN ), YEESEZHBIEL TTL &, EEFM
AWSSecretsManagerClient AR RIZFZAVFEIAR, BRINER 1 /Dot (AEZERDREN ),

ETTL ZBEEREZENAN , EFRESRHIFHH, MRELSRFMAN , EEHEETHEHA,

setCacheltemTTL

public void setCacheltemTTL(long cacheItemTTL)

NEERFMBRE TIL ( UAEWREN ) . HEETFFHEIM TTL R, EFEEM
AWSSecretsManagerClient R FRZFZAMFEIAR, BIAERN 1 /het ( UAZRDNEN ),
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getVersionStage

public String getVersionStage()

BREGSERFNERANRE. BXEZEE , BSHABHAMAE, BIAERN "AWSCURRENT",
setVersionStage

public void setVersionStage(String versionStage)
RELEZFNEANRE, BXEZES , BEREHAMRAT. BIAR "AWSCURRENT",
SecretCacheConfiguration withClient

public SecretCacheConfiguration withClient(AWSSecretsManager client)

RE AWSSecretsManagerClient AN ZRZEH, BREEEHRENEFNEH
SecretCacheConfiguration XK.,

SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)
REATEHANFREFNEQD., BEEEMRENEHNGH SecretCacheConfiguration K.
SecretCacheConfiguration withMaxCacheSize

public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)
REFABRFEARD. BEEEHRENEHGHW SecretCacheConfiguration K.
SecretCacheConfiguration withCacheltemTTL

public SecretCacheConfiguration withCacheItemTTL(long cacheltemTTL)

NEZHFTARE TTL ( UZEWHEN ), YEEFEZHBEIL TTLE , EFEM
AWSSecretsManagerClient AR RIZFZLANVFEIR, BIAER 1 /Dot ( AZERREN ), IREE
BHIFRBWWEHER SecretCacheConfiguration MR,

SecretCacheConfiguration withVersionStage

public SecretCacheConfiguration withVersionStage(String versionStage)
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RELEZFNZANERE, BXEZEER , BZHAEZHARE. BEEEEHRENENGH
SecretCacheConfiguration X%,

SecretCacheHook

BT T the section called “SecretCache” # LAMEX 74 T EFZ P ZARITIRENED,

put

Object put(final Object o)
HEENRUEF®ERIEZEDR,
BREZFHEEZRFFHINR,

get

Object get(final Object cachedObject)
MEZEENRITREXN R,
BREZENEFFEEBNR

¥ 3R Python B AR A HY Amazon Secrets Manager % 4A

ERRZAR |, B LUER Secrets Manager EF Python WEFANGREEFZ , LB NRER. B
REZEFEHALEM Secrets Manager i RZANEEE R, BT HA Secrets Manager APl &7 4%
A, AEASEUUREREA. BXREZANVMELZE , B2H REEH,

BEERNBEROEA LRV , RSB EXAEEEATEN | CaZARIEARONH,
REQET , BEAS I NRAF RS, SUNREEEEFTRFTANAE | baUEHTH0
FEHFNES AL,

—BERNRERFSIA  EFETFHTRERFALRER, EEXETLREFIAR. EFXINETEEFE
B A MARMEMBEZEMIUALZEMNER, IREFEFANZEM (FMNBEFFNTE ) |
FEARMNEOMBRSG E.

EFERAZEN , BYXTHEEATHRE -

« Python 3.6 S E SRS,
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* botocore 1.12 EFMRA, HZFEA T Python F Botocore By Amazon SDK,

« setuptools_scm 3.2 HE FHRA, EZSH https://pypi.org/project/setuptools-scm/,

ETHEREMRE , HS5H GitHub £# Secrets Manager EF Python B EF % F im 4 4

BERRAH  FEAUTHT
$ pip install aws-secretsmanager-caching

FRENER -

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXREZER , REANRSE,

s

* SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Example % &4

THEHRBERT MAZRENE N mysecret BN ZRBE,

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()

cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')
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SecretCache

EA T M Secrets Manager ® R FEANAFEPEF. B the section called “get_secret_string” 2
the section called “get_secret_binary” NEFHFRZER, BB TE AEEHFPRY the section
called “SecretCacheConfig” M RRKEBEFIRE.

BEXEERIEANEZEE |, 55 the section called “Python MRS,

cache = SecretCache(
config = the section called “SecretCacheConfig”,
client = client

LTRIURGE :

* get_secret_string

* get_secret_binary

get_secret_string
KEZZRAFFHE

HREE

response = cache.get_secret_string(
secret_id='string',
version_stage='string' )

S8
+ secret_id (ZH) - [4FE] AN BHI| ARN,

« version_stage (FfH) - FERENZHNWRAKR, BXEZER , BSHEZHRE, RIAME
F“AWSCURRENT”,

REIRE

FREH

get_secret_binary

REREH ZHHIE,
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BEREE

response = cache.get_secret_binary(
secret_id='string',
version_stage='string'

S8
« secret_id (FHH) - [ F) ZHAMNBAMZH ARN,

- version_stage (FfFH) - BEREZNZHANERE, BXEZEE , BSREBEHRE. BRIAME
H“AWSCURRENT”,

REIRE

base64 4L H F

SecretCacheConfig

E R T the section called “SecretCache” WEFBEEI , flNKEAXEFEXNHEEFRANEERE
(TTL)o

B
max_cache_size (int)

RAREFKRD. RIAMER 1024 NEH,

exception_retry_delay_base (int)

BIRERERERCHFZEZESENVH. KK 1.

exception_retry_growth_factor (int)pur

ATUHEERANMIBER 2 BFFHENERIRE. RIAR 2

exception_retry_delay_max (int)

HEAMBERBFBZSHNRKITE ( UBDREA ) . IAF 3600,

default_version_stage (str)

BEEFENZFANREK, BXEZEERE  BSRZHRA, BRIAN 'AWSCURRENT ',
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secret_refresh_interval (int)

RIFEEFRAGECRAFTESFNYH. MIAF 3600,

secret_cache_hook (SecretCacheHook)

SecretCacheHook HMHREM M., BRIAERN None,

SecretCacheHook

BT F the section called “SecretCache” # LAMEX 74 T EEF P ZARITIRENED,

DUTRURGE:
.+ put
.+ get
put
EXNRNFEERFR T ER
BREZE

response = hook.put(

obj='secret_object'

)

e
« obj (WR) - [&F] BARITEEZHANIR.

REIRH

object

get
MNEZFERRIREX R

BERIEE

response = hook.get(

SecretCacheHook
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obj='secret_object'

)
S8
« obj (WR) - [£F] ZRHITSBHANNR.
p Y 1Pl
object

@InjectSecretString

LEEMSEE — /N B4R ID FFEF the section called “SecretCache” fERN B NS $, ZEEMMSE IR
B4 FFERE, BAMNEBE—NERFH,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@InjectKeywordedSecretString

LB EE — /4R ID FF B R the section called “SecretCache” ERBIF NS, HABTEN
EEBEERBTNSHMRHAEIZATH JSON 8, REMLMNEBE— JSON SN ZRFE,

MFEE Lt JSON HESR :

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"
}

THHNRFERT AN FRE username # password B JSON B,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString
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cache = SecretCache()

@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache ,
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):

print( 'Do something with the func_username and func_password parameters')

¥F& NET MAREFFH Amazon Secrets Manager 4R

ERRZAN |, WL Secrets Manager EF NET WEGFAHREEZTH , UENEREH. BER
EEFEALLM Secrets Manager F1 RZHAMNEEER, BT A Secrets Manager API 7= 4 %
A, AERAEFAURERER,. BXRRBPANMELZE , BZHA REEH,

ZERMNBERLEA (LRU) , ALSAEEFELAERENBAN , e2EZRAREEARINESR,
RERET , EE8/NRRH—AWE, SUNEEEZFTRIFZHANNE , WA UEHIZHAK
AP BURMINE Z 2hEE,

—BERNRERFSIA  EFEFHTRERFUKER, EEXETLREFIAR. EFXRINETEEFE
B A MARMEMBEZEMIUALZEMNER, UREFEFANZEM (FMNBEFFNTE ) |
FEARMNEONMBRSG E.

EFAZEAN , BYXTUHERUTRE

« .NET Framework 4.6.2 S{EE S hx A , 5{#& .NET Standard 2.0 SRE & R4, &S H Microsoft NET
Myt E T2 NET,
« Amazon SDK for .NET, &% fthe section called “Amazon B4 &£ TE A",

ETHERERDE , H3H GitHub EWEAT NET HEFEF Ko

EFERARTF , BENEB#TEGML , ASEM GetSecretString 3 GetSecretBinary KRR
., EEZKRN , EEFREZANEZRFRIZ.

REEFE

- BHRITTIIREZ—
«  ERWTEBRPET TS NET CLI @5,

dotnet add package AWSSDK.SecretsManager.Caching --version 1.0.6
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o FTIEHMIEIARMEEN . csproj X4,

<ItemGroup>

<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /
>

</ItemGroup>

FTENR :

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BREZER , BEANRSE,

ZE

» SecretsManagerCache

« SecretCacheConfiguration

» |SecretCacheHook

Example 1 &R %4

THHNRBREERTREREEN MySecret WBRHAN T E,
using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName ="MySecret";

private SecretsManagerCache cache = new SecretsManagerCache();

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{

string MySecret = await cache.GetSecretString(MySecretName);

// Use the secret, return success
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Example Bt B £ F8T A (TTL) & 17 R HTFLERT 6]

TR ROLER TREEN MySecret BN TTL EERIFIFENEIREN 24 NBYE X,

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample
{

public class CachingExample

{

private const string MySecretName = "MySecret";

private static SecretCacheConfiguration cacheConfiguration = new
SecretCacheConfiguration

{

CacheItemTTL = 86400000

};

private SecretsManagerCache cache = new
SecretsManagerCache(cacheConfiguration);

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext

context)
{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache

& AT M Secrets Manager iR BHANNEREF, LA the section called “GetSecretString”
the section called “GetSecretBinary” NEFH KR EZLR, BRI IETE ARERB TR the section
called “SecretCacheConfiguration” X RRKEBEEFIRE.

EXEOERFIENNESZEER , IS the section called “NET R AREFE"
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public SecretsManagerCache()

BEATF SecretsManagerCache X RHERIAFIE BN

public SecretsManagerCache(IAmazonSecretsManager secretsManager)

£ Secrets Manager & i ( A IRMM AmazonSecretsManagerClient 82 ) WEH EF. £
At ¥a &R B E X Secrets Manager &F i , fliERAE — 4 EXIHH LT 2.

5%

secretsManager

ENFREZRAM AmazonSecretsManagerClient,

public SecretsManagerCache(SecretCacheConfiguration config)

FERRMH the section called “SecretCacheConfiguration” ¥i& T 240 E 17, F b E R BCRE
BEE7T , SINERFNRARERERBIFMER,

%

)
config

— the section called “SecretCacheConfiguration” , EF 2 EEZFNREE S,

public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)

£ Secrets Manager & i ( EAREA AmazonSecretsManagerClient Fl the section called
“SecretCacheConfiguration” 81 ) ME#H EF. FRALEERER BEX Secrets Manager & F°
i, INERARE—RBEXEILETAUAREEET , fINEEFNEBABERERIFIME,

%

"

secretsManager

ENFREZRHAM AmazonSecretsManagerClient,

config

—\ the section called “SecretCacheConfiguration” , EF 2 EEZEFZNEHEE S,
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FE

GetSecretString

public async Task<String> GetSecretString(String secretld)
M Secrets Manager 1 RF AR ZH,

]

secretld

BERRWEZH ARN SHE o

GetSecretBinary

public async Task<byte[]> GetSecretBinary(String secretId)
M Secrets Manager 1 3& Z# #1340,

S|,

secretld

BERRNEZEH ARN HE o

RefreshNowAsync
public async Task<bool> RefreshNowAsync(String secretId)

B M Secrets Manager IR E4E , AFEATNERENEF. NREEINENEFRE |, BEIE—
MNEFSRE. MERIFKTD , MRE true,

secretld

BERRWEZEH ARN HE o

GetCachedSecret

public SecretCacheItem GetCachedSecret(string secretId)
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BREEEZHANEEFRE (WREFHFEZEH ) . BN , M Secret Manager RiZKR=EH |, 76l
B-1THEFHE.

S8
secretld

BERRWEZEH ARN Ao

SecretCacheConfiguration

ER T the section called “SecretsManagerCache” W EZE Bk , flNZERKEFEXNEEEFZRE
B FERTE (TTL).

JE
CacheltemTTL
public uint CachelItemTTL { get; set; }

ZEFEWMEN TIL ( AZ®REN ) . BRIAMEN 3600000 ZER S 1 /Y. FAENRN 4294967295 ms
AR 49.7 Ko

MaxCacheSize

public ushort MaxCacheSize { get; set; }

BRAREFRD. BIAER 1024 NEH. HRAEN 65535,

VersionStage

public string VersionStage { get; set; }

BEZFNEANRE, BXESFEE , BSREHRE. BIAJ "AWSCURRENT",
& i

public IAmazonSecretsManager Client { get; set; }

EMNFR RN AmazonSecretsManagerClient, 1R 2 null , EFFRFHL—NFHEFiK. Bk
ﬂg null,
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CacheHook
public ISecretCacheHook CacheHook { get; set; }

—\ the section called “ISecretCacheHook”,

|ISecretCacheHook

B F#E4% the section called “SecretsManagerCache” FEAMEX 174 T EFH W ZAMITIRIERNE
Ho

FE

Put

object Put(object o0);
EEXNRUF#HIEEFTD,
BREZEFHEZFTHNR.

Get

object Get(object cachedObject);
MEZEXNRIREX R,
BREZEMNEFFIREEI R

¥ & Go MARERFHH Amazon Secrets Manager 24

ERRFHAN , BRI LEA Secrets Manager EF Go WEFAGREFER , URIRkERA. RE
B RFZALEM Secrets Manager F e RZAMNREER. BT A Secrets Manager APl & 7= 4 3%
A, AERAERTFAURERE. BEXREZHANMESZE , BSH REEH.

EEERN RISV ER (LRU) , B YEEMAERRABAN  CLAEAREERRONRA.
FERET  EEASPINRF—ARE, CUNREEEETRFSANME A TNEATSAR
RHSUFIMES AL,

—BRAEFSIA  ZEEETSHTEHFNRER, EEXRETLREEFLIN. EEXINETERFE
B A MARMEMBEZEMIUALREMNER, IREFEZFHANZEM (FMNBEFFNTE ) |
FEARHKNEONMBRSG E.
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EFEAZAN , BXTHRRUATRE

« BHAT Go B9 Amazon SDK, &FZ[fthe section called “Amazon #H4F AT EE",

ETHRENRE , HSH GitHub £# Secrets Manager Go EHF & F o

iR E Go FFRINE , S Go Programming Language M L/ Golang A7,
FTEIR :

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BREZER , BERANRSE,

s

* type Cache
» type CacheConfig

» type CacheHook

Example ¥ &% 4A

UTRBROIERTHRERZEAN Lambda B,
package main

import (
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache"

)

var (
secretCache, _ = secretcache.New()

)

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}
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func main() {
lambda. Start( HandleRequest)
}

type Cache

FERAT M Secrets Manager iR BHANANEFRERF. BB the section called “GetSecretString”
the section called “GetSecretBinary” MEZH R R%4A,

THNRIERT MAEERFRE.

// Create a custom secretsmanager client
client := getCustomClient()

// Create a custom CacheConfig struct

config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheIltemTTL: secretcache.DefaultCacheltemTTL,

// Instantiate the cache

cache, _ := secretcache.New(
func( ¢ *secretcache.Cache) { c. CacheConfig = config },
func( c *secretcache.Cache) { c. Client = client },

BEXEBETHEANEZFEEL , 5SS H the section called “Go M AERF",
&

New
func New(optFns ...func(*Cache)) (*Cache, error)

New EFThEEETMEFEART , BNFHEARINE. EHFXFPHHKI SecretsManager & F o
f# CacheConfig #tH{L N ERINE. FERARINZAK DRI LRU RiF,

GetSecretString

func (c *Cache) GetSecretString(secretId string) (string, error)
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GetSecretString NEFHIREAEZR ID WRAFREE, REZAFHE , IRBEEXMUIRELE
%o

GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretId string, versionStage
string) (string, error)

GetSecretStringWithStage M EFFIREA ERR ID MREAN RN R FHEE, RERBFZHH ,
R R AE K BIR E iR,

GetSecretBinary

func (c *Cache) GetSecretBinary(secretId string) ([]byte, error) {

GetSecretBinary NEFHIREEEZR ID WEA—HEIE, BREZH-HGIE , MRBEXKIR
B4R,

GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)

GetSecretBinaryWithStage M\EFHFIREVAEZ ID MM B FRA —HEIE, REZHE 5
B, MRBEXKUERELEIR.

\-

type CacheConfig
ERTEEHERREBLM , fINSAEFAN, RNREANE , UREBEEBANIEINE (TTL).
type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is
// 3.6e10712 ns or 1 hour.
CacheItemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".

VersionStage string

// Used to hook in-memory cache updates.
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Hook CacheHook

type CacheHook

ATHEHE#HIEZFPUENEE TEFTNBANITRENED,
FiE

Put

Put(data interface{}) interface{}
EXNRNEREERTF T ER,

Get

Get(data interface{}) interface{}

MEZERRITE R

1£ Amazon Batch F{£H Amazon Secrets Manager %A

f£B) Amazon Batch , A LL#E Amazon Web Services = LiZ{T#HtA BT E T eS8, {£B) Amazon
Batch , & 0] LU BURB B IE 1265 7E Amazon Secrets Manager 47 |, RAREEZ EX 5| HiX LR
8, NTTRBERBEEIAES. BEXEZEER , S HEH Secrets Manager 15 E BEBHIE.

#£ Amazon CloudFormation Z JR %0 Amazon Secrets Manager

& B Amazon CloudFormation , & 7] LAk =R E N4 LU T H At Amazon CloudFormation %R
ENZRRBE%EH Secret Manager £ RN BB OIEZH , ARMNZBHIREAFBNEFS ,
LREHBIRENEIL, BX# /A Amazon CloudFormation BI2ZZ4AMIEMIES |, HS @ Amazon
CloudFormation,

E#FE Amazon CloudFormation P ZER , BRFEEFADIDEIH. SIEMHKRN , IS5 ASEE
£A{E1REE| Amazon CloudFormation ZREH , R ER A RAFEHTERB. Mk , BTLET
EWF ARN K5 FAZH. EAUET MR REEPEANZBANSEIH. BTEERRITEE (H
#n AWS: :CloudFormation::Init ) FEAXNZANNSEIA , ENESERAEEESAETH
Mo
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ZHNBSE AERNT

{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

secret-id

ZHAN BN ARN, EiFEEHN Amazon K FRVRE |, BAILERZRABR. BipR i
Amazon K HEYER |, HEEZHAR ARN.

json-key ( AIiE )

ERRHENBENNEBEN. WRETIEE json-key , Amazon CloudFormation £ ZEB AN
ANK, DB TFBEEESFH(: ).
version-stage ( AJi% )

EEANZEARIMA, Secrets Manager ER T EHEA Y FIRoERBER BRI RAE, WREE
F version-stage , IFAEHEE version-id, MRBEBERIEE version-stage , hRIEE
version-id , MREIREFH AWSCURRENT kA, LD BFRBEBEESFR ().

version-id ( A% )

EFANZHARANME—IRRA, MRIEE version-id , MFEHEE version-stage, MREE
BEAR$ETE version-stage , i R¥IEE version-id , MEFEIZRE [N AWSCURRENT iRA, Ltto
BTABEEESFR ().

BEXEZEE , BFZRMEAMNDEIAIEE Secrets Manager #%

® Note

BARECIZFEARMT (\) EARE—MENZIASZE, Amazon CloudFormation o3& 4T
XESIAH , X&SHAREM,

£ Amazon Elastic Container Service H £ Amazon Secrets
Manager 4R
Amazon Elastic Container Service ( Amazon ECS ) R £ BN R HIERS |, 77 B EE A #30

E, EENY BRASEARER, B LUBN 5| A Secrets Manager BB EIE I AR, X
EZER |, 1§20 (Amazon Elastic Container Service F & A RIEFE)Y FHATRE :
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/dynamic-references.html#dynamic-references-secretsmanager

Amazon Secrets Manager A5
« #F2 : FH Secrets Manager Z4A 18 EBURKIE

- BYNARFUARESXRZE

- BERETERZRER

- REAFIERRENZED

£ 53 Elastic Kubernetes Service B Amazon Secrets
Manager 4R

EJ¥ Secrets Manager R ZR4AE RN TE Amazon EK S BEFHMI S |, /RATEAEA Kubernetes
S Amazon ecrets Store CSI Iz iEF R HAMBERHZEF (ASCP). ASCP AISZ{TIL 5% EC2 15
RAKI S Elastic Kubernetes Service ( L& #h EKS ) 1.17+ BL&# M., Amazon Fargate T X #
TR4A., A ASCP , A LLTE Secrets Manager FF# A EE 4 , AEET Amazon EKS LiE1T
WIEREKRER, MRFHITESN JSON BXWRMEX , BELUEEREE Amazon EKS FEHH
ZEAMEXT, ASCP £ JMESTath AR ERRAPHE/MEX . ASCP i&&EA T Parameter Store &
o

EREMER IAM AENKRER T ENBRHANSEHPNEE Amazon EKS BRER THENR,

N THRER Amazon EKS BSRAFRIEMEXHURBEEHEPRABLERR , BFEEQE— the
section called “SecretProviderClass” YAML X4, SecretProviderClass #ME5iZX#4 5| H
B Amazon EKS BV TR —BFZ=E,

MREFERAFAE Amazon EKS £8 | BRRIZEFFTER VPC BB Secrets Manager iR, Secrets
Store CSI Driver E A% KA Secrets Manager. HX % VPC HElBImRNER , B VPC in
i

N\ O

MRS 4A A Secrets Manager Bzh ¥ , & A LAfE Secrets Store CSI Driver # ¥t AREF
Ihee , BRM Secrets Manager AR REFNEB, BEXEZELR , BSREZENARNELH
Kubernetes Secrets B Bz ik,

BXWMMER ASCP HTEBHIE , 155 the section called “ZXFE”,

Z ¥ ASCP

ASCP T 1£ secrets-store-csi-provider-aws Z# GitHub FEF 2|, EME TSR TRIEMEHZHN
YAML X #R5i,
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/specifying-sensitive-data-tutorial.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-app-secrets-manager.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-envvar-secrets-manager.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-logconfig.html
https://docs.amazonaws.cn/eks/latest/userguide/what-is-eks.html
https://secrets-store-csi-driver.sigs.k8s.io/
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https://docs.amazonaws.cn/systems-manager/latest/userguide/integrating_csi_driver.html
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https://github.com/aws/secrets-store-csi-driver-provider-aws

Amazon Secrets Manager ArfEm

&% ASCP

-  E{FH Helm &% Secrets Store CS| Driver #1 ASCP , AU THT. NARZEMEREORK
B X , i A helm repo update.

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

helm repo add aws-secrets-manager https://aws.github.io/secrets-store-csi-driver-
provider-aws

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

®E  EEANFEFZPHN YAML XH#HTRE , BEANUATHT.

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/deployment/aws-provider-installer.yaml

HE A1 RE TGRS

BT EH Amazon EKS BE54A15 17 Secrets Manager HEIZ4ANRER , B AEE B E—
MXBRKERE , BRIV BBREAFEHRINZEPMN secretsmanager:GetSecretValue
secretsmanager:DescribeSecret R, BXRTHIKE , HSH NREE A

REEUNE— N RSK/H IAM A2 RRERNEZAR, AXESEER , BSARSKS/H 1AM
A8,

ASCP BRRARBIFRIFEIBRNA IAM A€, ASCP BERHEMN IAM A€ | FHEBHESERNNE
Ho BRIENES IAM AXE , BNHMARRTEHREZEH,

ﬂﬂ%ffﬁﬁﬁﬁﬂ\ﬁ Amazon EKS &8 | FHAREEFTEMN VPC EH Amazon STS KT K. BXxtIE
*”‘*,\“E’Mnu %25 (Amazon Identity and Access Management A {§R) FMED VPC Kik
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https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
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FR2  BEEERNES

E¥E ASCP LR EAE N XU RS LB XU ESTE Amazon EKS AR | BEEQE—
SecretProviderClass YAML X%, SecretProviderClass YAML 5 T EHEHEMNZAURE
HERIX L REAM BB, SecretProviderClass M54 5| AR Amazon EKS Be8{uTFRE—
BAMZEE,

AT RBIERT IfAE A SecretProviderClass KRR EHH W ZRA LU R MM 6B L E Amazon
EKS BEEFHN XY, BXEZEER , iHZSHthe section called “SecretProviderClass’s

ROl

- TP AT ARN EEREHA

- 7B NERESREX

- TPl NEXEEATELEBEBXE
- Tl EREESNAREBES

R B IE, ARN EE 4
LLTFRBIERT SecretProviderClass , ©¥Ff Amazon EKS FiEs =4 -

1. A5 E ARN EENEH,
2. ABMEENESR,
3. ZHANBEMRE,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret2-
dse5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecret4"
objectType: "secretsmanager"
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objectVersionLabel: "AWSCURRENT"

T~ NBRESR/EY
LLTFRHBIETRT SecretProviderClass , ©FFf Amazon EKS AFEH =34 -

1. IZE ARN B8 ER 4R,
2. username B/MEXIRKEBRE—MNEH,
3. password B/MEXIRBRE—MNEH.

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-
alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
- path: password
objectAlias: dbpassword

™ A ZXEBEAE L KRBFEB X

AT EEEPHERE T AN TREREEE , ASCP XFAKREBIE , UANEHBIXEK
REH

T RBIERT SecretProviderClass , HREZEHBZANXBWEH. FEHTRHBIFH , ASCP
=AM us-east-1 Ml us-east-2 FREFH. NMRE—XEHIRE 4xx iR ( Hl0 S B KRIE[HE

) , ASCP R LEREM— N, MRKIIM us-east-1 FREFIZE , Il ASCP 2ERZ
HEAE. MRRHIIM us-east-1 PR EFIR4A , BEE M us-east-2 FRZEZIZES , M| ASCP
SEHZZHAE.

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
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metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "MySecret"

R EREEHNRAEBES

UTRHBIERT SecretProviderClass , EEEEAREBNEEZRMNZRH. AREBEBHAT
REIAR, ELRFIF | ASCP Zid# &K objectName IBEMNFH N, MBEEM—MNERE 4xx iR

(Bl EHRIEEBE ) , ASCP BARXEHREM— N, MRAIIM us-east-1 PR ZEFIELH , I
ASCP 2EHZFHE, MEKKIIM us-east-1 AR EREIZ4A , BEERIIM us-east-2 AR ERE
%47 , Il ASCP £E#H1ZF4AE. Amazon EKS FIEFHMI XA A R MyMountedSecret,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "arn:aws:secretsmanager:us-east-1:111122223333:secret:MySecret-
alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:111122223333:secret:MyFailoverSecret-d4e5f6"

R BERR

FBANBIHERARDEREEXASHEIR.

EERBRNERHER

1. RAUTHTRIARENIIR, MRERECAKNGEZE , BEMA -n <NAMESPACE>,
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kubectl get pods

2. EERRE , BEUTHSHAR <PODID> FAEL—SHRINAEES ID. MEEEFERABRIAG
Z28 , iEEA -n <NAMESPACE>,

kubectl describe pod/<PODID>

& ASCP HEHIR

- EERMEAFEDPERELZEES , BEUTHHF<PODID>EA csi-secrets-store-provider-aws
pod B9 ID,

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/<PODID>

¥ FE . £ Amazon EKS BEsH R Z M #EE Amazon Secrets Manager #4A

ERHER , BY1E Secrets Manager FEIE —NRBIZER , AAFFTE Amazon EKS AP ERFH
BITERE

EFFH28 , %% ASCP : the section called “%& % ASCP”,

BIEMERFH

1. HEEH Amazon Web Services XiZ 1 BFRE RN shell TE |, LMELER T LUE bash S HEH
Tilo I F<REGION> |, i&E#H AEH Amazon EKS & /IZ1T Amazon Web Services X1 1
B, SEHAT <CLUSTERNAME> & | Hi A SRV EBEE Fho

REGION=<REGION>
CLUSTERNAME=<CLUSTERNAME>

2. BIENHRH, BXESEE  FSALENEEEZS.

aws --region "$REGION" secretsmanager create-secret --name MySecret --secret-
string '{"username":"lijuan", "password":"hunter2"}'

3. CIEARTREREE Bl L—FhelZMNZA BRI, ERATF <SECRETARN> , E{ER AR
ARN, FFZKB&E ARN RTETE shell TEH,
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POLICY_ARN=$(aws --region "$REGION" --query Policy.Arn --output text iam create-
policy --policy-name nginx-deployment-policy --policy-document '{
"Version": "2012-10-17",
"Statement": [ {
"Effect": "Allow",
"Action": ["secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"],
"Resource": ["<SECRETARN>"]
11
)

4. MBIXEE , BEIEEHN IAMOIDC REH-ERF, BXEZEE |, BSRNEHNEECE IAM
OIDC RH#HER,

eksctl utils associate-iam-oidc-provider --region="$REGION" --
cluster="$CLUSTERNAME" --approve # Only run this once

5. SIBRARBEANRSK, , HRNESE 3 FRIRNERRESZRSKFEREK. EXKEF ,
FNFREKSEF , BEAnginx-deployment-sa. BXEZEL , TSN BREZKF6IE IAM A&
1=

eksctl create iamserviceaccount --name nginx-deployment-sa --region="$REGION" --
cluster "$CLUSTERNAME" --attach-policy-arn "$POLICY_ARN" --approve --override-
existing-serviceaccounts

6. BI% SecretProviderClass EEEEARTEZBIBH, UTHH
FlExampleSecretProviderClass.yaml?t ASCP GitHub 771 E Tl B RHPEREES R
2 FRIEMZA, BXBBEBECH SecretProviderClass 58 , 2@ the section called
‘SecretProviderClass’,

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleSecretProviderClass.yaml

7. HBEMNESR UToSEHExXampleDeployment . yamlfE ASCP GitHub 174# = B R 5%
F4AEHF pod /mnt/secrets-store #,

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleDeployment.yaml

8. ERIIRFCEBEREN , BEAUTHTHBIAREE REHRE.
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https://docs.amazonaws.cn/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
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https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples
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kubectl exec -it $(kubectl get pods | awk '/nginx-deployment/{print $1}' | head -1)
cat /mnt/secrets-store/MySecret; echo

= REHAE.

{"username":"lijuan", "password":"hunter2"}

SecretProviderClass

LA LA YAML R ZEFH ASCP 7£ Amazon EKS RiEZFLeRR4A, Bx R0l , FSRBREERE
HHEH,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: <NAME>
spec:
provider: aws
parameters:
region:
failoverRegion:
pathTranslation:
objects:

FE parameters @EERBERNIFHAEFE.
region

( ATi& ) H12 Amazon Web Services X5 FH—1, MBREALFE , ASCP SN R LHE
BHhER X', ERSEMEFEROTE  AERNEBNAEAAERHNHERHXE,

WMREEIEE failoverRegion , ASCP 2ZHMFANXEK RER, WRE—XEHIRE 4xx 8
R (PIWBH BRI ) , ASCP BRLEREM—NEH, WRAPM region PFREFIES |
T ASCP SEHIZFAM. WRRAMM region FHRREIZHA , (EESHKIIM failoverRegion
FRREHHA , W ASCP 2ERZHHE.

failoverRegion

(it ) MREEBEWTFER , ASCP 2%t M region RENH XM FERE EZRH, WRE—
XigiRE 4xx £5i% ( HlNEMRIIERIE ) , ASCP BT LEREM—NFH, MERIIM region
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FRREHHA , W ASCP 2ERZBHAE. WRARAIM region PREFZELH , EERIIM
failoverRegion R ZEEIZ4A , M| ASCP 2EHZZHAE. BXUAEALFERARA , 5
5 A XEBAELARERXE,

pathTranslation

( A% ) fR Amazon EKS X4 E T EB RS RANECANENZFRFR , 40 Linux £
FIRHL (/)o ASCP TTEBIETERR T RANER 4. R , ASCP EATEN FRZHRE
BoRE/F. MRTERALFR , SRFHANTUEL (), Bk, Fla0 My/Path/Secret EH N
My_Path_Secret,

EpLFRHER , ERAFRS False,

objects

TEEEZRZAN YAML FHZERFR, RIMNBWER YAML Z1TERFRHEL (|) F6F

objectName

AN BN TE ARN, EFEH ARN , ATLLEE objectType. BRIEIEE objectAlias,
LEF B BH Amazon EKS BREREHERNXH R, MREA ARN , Il ARN i Xig M5
FEX region ILE, MRBHE failoverRegion , MFERKRRE objectName,

objectType

WMRTIF Secrets Manager ARN AT objectName , EEIXMRIE AT LR secretsmanager
= ssmparameter,

objectAlias

( @i ) Amazon EKS AP BN X4 R, NRTEELFE , M| objectName R X#HA

& 7Ro
ObjectVersion
( A% ) BEAMMRAE ID, F#E , ANBRXENZANEBLTNERHRAE ID. BIAERT , £H
BHFIRA, MREIE failoverRegion , M FERKRRE objectVersion,
objectVersionLabel
( Tk ) RAH BB . BINARHTMRA AWSCURRENT, BEXEZELE , HS@the section
called “Version”, MIRB¥E failoverRegion , MLFEFRTE objectVersionLabel,
JMESPath

( Wik ) RSP RRET B ZE/E Amazon EKS REZRN XY, EFALFER , FHAESAXRH
JSON #&R, MEFEHALFER , ¥METE FFE path M objectAlias,
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path

#4AE JSON HVR/EXNHHNE, MR ZFROSEFTR , BEARSISHHEBITHNL , A
# : path: '"hyphenated-path"'

objectAlias

EEHE Amazon EKS RPN XHE. IRZFRISEFTH , BEALSISHHEHH#ITE
X, %l : objectAlias: '"hyphenated-alias"'

failoverObiject

(AL ) MREBIEELFE , ASCP 2R HKEE objectName RIEEMNZEAM
failoverObject objectName FFEHIEENZFH. MREM—MEE 4xx &HiR ( HlU S
BRIEFIA ) , ASCP T aEHEM—1NEH. WREIIME objectName i ZREIZ4 |
N ASCP &HEHiZF4AE. MRRKIIMNE objectName R REIZ4A |, BERIIM KK EE
® objectName FRZREIZ4 , M| ASCP «EH ZFHEH, WRTEUFER , RXTNTETFTHR
objectAlias, BXxMAFEALFEN A , BSH EEEZEFHN AR ELEHR,

HAMEBZATREAR , BEEALFR. AXNMEERLRNRO , HS6H HSXEE
HELKRHEB X E,

objectName

KWEBEANEBEHRHTE ARN, MREA ARN , Il ARN FHXEANEF B
failoverRegion PTEL,

ObjectVersion

( ATk ) BB ID, BAEE objectVersion Efit, TH#HZE , RASRXEHMBHN
EAMEFARA ID. BINBERT |, FEHARIRA,

objectVersionLabel

(AIE ) iR BB, BRINAFZHRA AWSCURRENT, BXEZEER , BHSH the

section called “Version”,

£ GitHub T4#EfRfEH Amazon Secrets Manager #%%

E7£ GitHub R ERA 4R |, BRI LAEA GitHub #E¥EM Amazon Secrets Manager H4 3R #40 HfF
HEANRBONET ERMNE GitHub TERREF. BX GitHub BREMNEZER |, HSH 7 #GitHub

MR GitHub #1E.
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https://docs.github.com/en/actions/learn-github-actions/environment-variables
https://docs.github.com/en/actions/learn-github-actions/understanding-github-actions
https://docs.github.com/en/actions/learn-github-actions/understanding-github-actions
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HYRE GitHub BEHRRINEZAR , ZHA AT GitHub THEFHNAIEEMT TR, RRBREZEEN
RS S H#1T GitHub $B4E , AFE BB LA PRV R RBOE R

BRI ZHETHNEZNFRHRRENNMRZEE , AENRFREH JSON , M AT JSON , B
A8 JSON BEXNREBRMNIMERE, RFAER-HG , WRESFRABKRRNFHS,

EEEENEZRUENTETE  FEABHBERCRK, BXESFER , 2 HGitHub XHEHHE A
Bid B H1E %Ko

ZEARBEHTAURNTETE | HSHGIHHU XTHFETE,
FRFAF

EFEALERE , FEEFTELRE Amazon Fil , AEEMAconfigure-aws-credentials SR
Amazon Web Services XiF £ GitHub SMEFHITIRE ., REBELE Amazon FUFEER HY 17 BA#H
17 GitHub #&4E , AME®E A GitHub OIDC Rt EFEEBTAE., XILLEBEAEHREL K BEE
Secrets Manager Z A\ F & BSNY 15 B 4R

BEFAERN IAM ABXTAERTTHIRE :

- BERENZHEM GetSecretValue PR,
- FIER4AM ListSecrets R,
( AIi%& ) Decrypt k KMS key REFEAMNZEZA EFRFREERNFRH,

BXESER , BEH SHRIENH RS,
EHRE

BRERZRE , BETERETAN—NMEAUTIEENS R,

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretldl
ENV_VAR_NAME, secretId2
parse-json-secrets: (Optional) true[false
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https://docs.github.com/en/actions/monitoring-and-troubleshooting-workflows/enabling-debug-logging
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5%

secret-ids

#4 ARN, BRHMEHRBIR.

RABERT , ZPRMNEBAEHUEBNNEREEN , HERNNEEAREZE, BHFNTI
% , B LE BB FTT K.

FERENETELRN , BEFH DA AZEN , REMAES, Hla0 , ENV_VAR_1,
secretId M%4A secretId 8l HEZ N ENV_VAR 1 WIFEBETE, RETENZHAILLEE/N
EFF, BFMNTIL,

BEEANR , BRAZELZAFTH , ARRAES, HlW, dev* EEE#I dev FF kKRB E
e RZWLKRER 100 MEEZA, MRERETEEEN , AANRES N RATE , NRER
KW

parse-json-secrets

(AE ) MIAMERT , ZRENHFREEERENBHAEFTHEA JSON FR/FH, ff parse-
json-secrets ®RERN true , LA JSON FHENMNE/EX IR ELTE,

BHEE , MR JSON FAX D K/ NENEL ( Hlmname” M “Name” ) , MZBREFEANEEN S
MoPR, EXFERT , Bf parse-json-secrets ®EN false HEJMEN JSON Z4AE.

IELE

BREENHETENTREESCIRENZANERE., SETENTREERLLNBRETE , B
WIZIRESHHIZEBHRUBZXLEER, flu , ZREFENEZBERAKXRERTS, 4l
WIMYSECRET_KEYNAME , INRIGEIHTZ4AH JSON |, NIFFBETEZHTR S EZHARHHM JSON &
B

WRAANMEZENBHMEE , NREFER. EXTERT , XTFEATIHNREENEHIEEN

B

BIMART AT BER £ FRAY R

« B “ MySecret WEHAMB AN “mysecret” WHEAEF TR N B RN “MYSECRET” HIMEET &,

- A7 “secret_keyname” FEZAMABA N “Secret” BB RN “keyname” B JSON fEHTZ A EBFRL H
£ 7 “SECRET_KEYNAME” WINEZE &,
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BULBEIEENBRIREDEZEERN , WATROIAR , ZRAIGIET —INERNE
EENV_VAR_NAME,

secret-ids: |
ENV_VAR_NAME, secretId2

ZHAA

- MREiZBparse-json-secrets: trueHMAZRGE , FRES , AEWAZH ID, MIRE
LT ETEGENEHETEH JSON ZRAMEE. TERZTIENEEMR.

MRBATLESHERHN JSON |, NZBRELCE-MUEREHFHERENSEABHER.

- MREZEparse-json-secrets: falseHWMAZHAE , GRESHYE D, MFREELEBK
EESE —HwaBIMNERE,

LTRAERT —PMZEARNBIR

,secret?2

AN
Example 1 #ZEZ #H ARN FREUE 4R

THIRBINZEZHN ARN AR BRAGETREE,

- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |

exampleSecretName
arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3
0/test/secret
/prod/example/secret
SECRET_ALIAS_1,test/secret

SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3
,secret?2

ECIRNREELE

EXAMPLESECRETNAME: secretValuel
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TEST1: secretValue2
_O_TEST_SECRET: secretValue3
_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValues
SECRET_ALIAS_2: secretValueé6
SECRET2: secretValue7

Example 2 SREXFRA LA BT TF K B9 B2 4R

TORBIABHE beta TFANPIERALBRIMREE,

- name: Get Secret Names by Prefix
uses: 2
with:
secret-ids: |

beta* # Retrieves all secrets that start with 'beta'

ERIRNHREELE

BETASECRETNAME: secretValuel
BETATEST: secretValueZ2
BETA_NEWSECRET: secretValue3

Example 3 £ A #H JSON

TORGIES ERZEA PR JSON KREIBMEEE,

- name: Get Secrets by Name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
test/secret
,secret?
parse-json-secrets: true

%4f test/secret EETHIZ4AE.

{
"api_user": "user",
Ilapi_keyll: Ilkeyll’
"config": {

ayt]|
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"active": "true"
}
}

#4A secret2 EE T HHHE.

{
"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"
}
ERENIREE :

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: "key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"
MYPASSWORD: "EXAMPLE_PASSWORD"

£ Amazon loT Greengrass F{#H Amazon Secrets Manager %4A

Amazon IoT Greengrass = =EET BRI RZN MY, XEBRZFALLEFILERRRKEM
DWEE , BEXMMAMEN | RREARD RN 4572 iiEE,

BRI LAM Greengrass REXNRSMNAREFHTHEHRIE , MEZTXNER, STHJEMBAHRITER
B, & LLA Amazon Secrets Manager E=HF Z £ FEMEE 4, Amazon loT Greengrass
Secrets Manager ¥ &% Greengrass #/0MR % , MM EE#EEEEM Lambda B AT LAE A A it 25 4R 5 AR
SMNARERFRE,

EFEIALKKE Greengrass A , BEERIE — 5| A Secrets Manager ZEANARIR. LLEREARIR
X ARN 5| =%, ETHUOMLIE, EBNFERABARR , BSH Amazon loT FE AR
AN ERAZARR.

R Z4AEFE X Amazon loT Greengrass A% , B 5 F % #E £ Amazon loT Greengrass /0

£ Amazon Lambda EE# #H Amazon Secrets Manager #4A

O LAEFH Amazon S8 %48 Lambda ¥ B R EFMEF Lambda EREH A Amazon Secrets
Manager 48 , MEABEARGFARIE T, RREEFZHALEM Secrets Manager F#e EZ4ARY
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EEER, BTEA Secrets Manager APl 24 %A , RitERAEFIUREEAR. ZT BAK
F Secrets Manager Z4A ] Parameter Store ¥, B> Parameter Store W{EE , i5Z# (Amazon
Systems Manager AP 1ER) H Y Parameter Store integration with Lambda extensions ( Parameter
Store 5 Lambda ' B&ERK )

Lambda " BRREE#TE , HiBMNT Lambda REHITHEE, EXREZEE , BSH (Lambda FF R AR
1Em™) FH Lambda extensions (Lambda # /& ) « AXERBRHRBRTERYT RNEE , TS HERS
BGhFEH Lambda E#Y E. Lambda £ Ama CloudWatch zon BEIZFEXT BEFNHITE
BURZEHE. RAELT , TEEFRIEXHLDEMNEER CloudWatch, EEIERKEZIFMAFEE | F
3R 54 & PARAMETERS_SECRETS_EXTENSION_LOG_LEVEL &R debug.

HEHRRATFSHANZRANNEFEERSR , ZV B Lambda BT 7 A& # HTTP #wa , Bl localhost i X
2773, BRI LB IREIEZ E PARAMETERS _SECRETS_EXTENSION_HTTP_PORT XRBEE#H O,

Lambda &Rt EEBAAENH X RBIMEXN N LIMEG, SNMKGIEHRIGLHN , HEFECSH
REBEAMET, BHX Lambda ZHIMHAKNEZFEE , HZH (Lambda FFRARIEFE) HH
Managing concurrency for a Lambda function ( B Lambda EEH X ) -

EERN ARM NI & , B4 ER Lambda BEHK armes £, BXREZEE , i5ZH (Lambda
FEARIERE) K Lambda instruction set architectures ( Lambda 8§ 5ERMW ) . ¥ BX¥E ARM £
UTXEAA  TA#X (&K )., ZERE (HBZEMN ). BONEX (FRZ )., KX (EXR
). BN (AR ), ZERI (FSRLEMIEEE ) . RNX (£ ). BN (BT ). T
WX (FR), ZETES (BBXM ), TAMX (FHK ). TA#BKX (BEHE ) AL AKX (&
fE)o

Z¥ B EH Amazon BEF . BXEE Amazon EFIRMNEE |, 528 Amazon SDK 1T ESZiEm
FRESE, TREN Lambda BEE VPC Fiz1T , NIZEBME—PMNVPC KR HET R , UWET RERE
A LA Secrets Manager. EXEZEE , 55 VPC s,

FRENPR -

« Lambda TR B AMME ZFsecretsmanager: GetSecretValuefAR IR,
- MRFRARFAZFTFREEZHAMARMNBEN Amazon HEXHF4 aws/secretsmanager , MHTT

AEEEEKns :DecryptIRE KMS Z4A IR,
£/ Amazon S 4H Lambda ¥ B

1. PITTIREZ— , MERMEIEE

«  FTF Amazon Lambda #Z#|& , MiLA https://console.aws.amazon.com/lambda/
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a. EREHERE , T Layers (B ) , ABEEE Add a layer ( FIE ) -

b. 7£ Add layer ( & i1Z ) WE L , X¥F Amazon layers ( &) , 1%#F Amazon
Parameters and Secrets Lambda Extension ( ¥ %40 Lambda ¥ & ) , REIEE
Add ( 0 )

« LT Amazon CLI s S &P E# XM MK ARN —EEMA. X ARN B3l%k , HSH
{Amazon Systems Manager AP $EfE) K Amazon ZEF M % Lambda § & ARN,

aws lambda update-function-configuration \
--function-name my-function \
--layers LayerARN

2. #&F Lambda H1TH & E AR :
«  ®4AM secretsmanager:GetSecretValue MR, &S M the section called “/Rfl : &
BAMBENNR,
- (W) NRFEAFFREEZRHAMARINEZRZH Amazon TEXF4H aws/
secretsmanager , MHITABKEF Ekms :DecryptikB KMS Z4ARIR,

o BAULLEETEMMTERINPRES ( ABAC ) 5 Lambda ABEESFER , LATFRKF RHE
PARTERBANIGR, BEXEZELR , i5SH the section called “7R : PR Z 12 H 3T 2 4R
K15 18])” M the section called “R4l : EE%URTJW’E'%?E%HW’EEﬁﬂﬂ’\]ﬁiﬂﬂ’\]iﬁl‘lﬂ”o

3. f£A Lambda MEEZEFREETF.

4. ZEMN EEGFTRERZF , FEEFEEN X-AWS-Parameters-Secrets-Token A iNEIER
PRkeh, S EIRERN AWS_SESSION_TOKEN , Lambda AFFE EEEITHEREIRHEILL T,
Ak drL R RIAA S TE Lambda FREH,

T %I Python 745115 B8 Z04aT 78 o0 Rk o

import os
headers = {"X-Aws-Parameters-Secrets-Token": os.environ.get('AWS_SESSION_TOKEN')}

5. ZETE Lambda BRBHREZRE , BEATH HTTP GET ERz— :
- EREF4A , WT secretld, HFEEZM ARN HE o

GET: /secretsmanager/get?secretlId=secretId

BUEFRERRLNNZBREIHIERSE , X TF secretld , FHEAELHM ARN REH
3 F versionStage , BEAEFEIRZL,
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GET: /secretsmanager/get?secretId=secretId&versionStage=AWSPREVIOUS

« EEY IDREBEBARAE , WT secretld , BEAZHAN ARN HEH , T
versionld , BEARAK ID,

GET: /secretsmanager/get?secretld=secretId&versionld=versionId

Example 1 % %40 (Python)

T 51 Python RAIHBAMAER json.loads WEBAHMMTLE R,

secrets_extension_endpoint = "http://localhost:" + \
secrets_extension_http_port + \
"/secretsmanager/get?secretId=" + \
<secret_name>

r = requests.get(secrets_extension_endpoint, headers=headers)

secret = json.loads(r.text)["SecretString"] # load the Secrets Manager response
into a Python dictionary, access the secret

Amazon ¥ M%4H Lambda ¥ B ETE
BAILERTINRETZTERET B,

BXMMERRETENEZES | 521 (Lambda FFRXEHE) FH Using Lambda environment
variables ( £ Lambda S EXLE ) ,

PARAMETERS_SECRETS_EXTENSION_CACHE_ENABLED

RERN true , LEFSHBHZHH, REN false , LA HITEF. BIANRERN true,
PARAMETERS_SECRETS_EXTENSION_CACHE_SIZE

EEEHTANSHNBARE. EAANT 03 1000 A, &0 XFEER, NR

SSM_PARAMETER_STORE _TTL #1 SECRETS_MANAGER_TTL ¥R 0, NFZBLTE, BRIAN
1000,
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PARAMETERS_SECRETS_EXTENSION_HTTP_PORT

i HTTP fRSS 28w 0. BRIAR 2773,
PARAMETERS_SECRETS_EXTENSION_LOG_LEVEL

FEMBAFZEERBIN : debug, info, warn, error = none, REN debug LEFERFHE
Eo ﬁi}\ﬁﬂg infOO

PARAMETERS_SECRETS_EXTENSION_MAX_CONNECTIONS

¥ B AT [@ Parameter Store = Secrets Manager & &R HTTP B IR R EER, X2F
MEFIHRNEE, BMIAR 3.
SECRETS_MANAGER_TIMEOUT_MILLIS

Xt Secrets Manager BiE R ( AEBWNEN ) ., B 0 XTEEEN, BIAMER O,
SECRETS_MANAGER_TTL

EEHRZRENTIL (U EN ), BE0XRTIEERF. RRER 300, R

PARAMETERS_SECRETS_CACHE_SIZE /N 0, NG ZBEILETE, ERIAHF 300 ¥,
SSM_PARAMETER_STORE_TIMEOUT_MILLIS

Xt Parameter Store HYiEREH ( UZERNEN ), B 0 ZTEEEN, BRIAMEN 0,
SSM_PARAMETER_STORE_TTL

ZEFSBNTTIL(URDREN ), BOXRRETEEF, RAER300H, IR
PARAMETERS_SECRETS_CACHE_SIZE H 0, NN ZBEILZTE, ERIAHN 300 ¥,

£ Parameter Store F#Y Amazon Secrets Manager #4H

Amazon Systems Manager Parameter Store It 222 R7FM K ATHREREEENRAEE,
A SUNER, BEEFRFRNTFTIUERBEREFENSHE. T2 , Parameter Store T2 7 7k
HRARE B RIRRS . Mk , Parameter Store LFETE Secrets Manager R1F6& 240 , ARELL
Parameter Store Z# X 5| AiZE 4R,

£/ Secrets Manager Eti& Parameter Store i , secret-id Parameter Store EEEBAMFRHFRZ
BIEAERT (/)o

BXEZEE , S Amazon Systems Manager i F 8B #I Parameter Store Parameters Z4A
Amazon Secrets Manager 5|
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¥ Amazon Secrets Manager Z4A

Rotation REHEHMFHMNERE, YRHEFHAN , CANEHFZRANBEEIRSHHER. &£
Secrets Manager & , BRI LA FEAIRE B3 R,

B

- RN ITERE

« Amazon Secrets Manager Z4AH T E#H #

o {HEH¥EHIA N Amazon RDS, Amazon Aurora, Amazon Redshift % Amazon DocumentDB #Z31%
B B3 i

o {EMEEIA , I Amazon Secrets Manager Z4ARE B3 #t

« {#H Amazon CLI , 5§ Amazon Secrets Manager Z4Ai1R B B3 5 #t
« M ED%#2 Amazon Secrets Manager % 4R

« Amazon Secrets Manager K4 B EAE

+ Secrets Manager 0 /A #9 1+ Xl Rk =

+ HEBR Amazon Secrets Manager ¥ 8 [&

R THFRE

® Tip
NFHEE HEMRSEENS  JEARERR, EfFH AERL , FELEIEERS
XKEIZZR4E,

Secrets Manager ¥ 8 FlAmazon LambdaB Bk B B AU R BIEEL RS . BXEA Lambda &
BHRANEER , H2H 2N,

N TR |, Secrets Manager 2 RIFE R ER BB FREA Lambda B, BRSO ITRIRENE
— Rt R e |, i 30 R — ) |, AT BABIE cron RIXR ., BSAITRIREN, MRER
B Bohiietth T EFHF4AE |, W Secrets Manager FEITE T —X## AN SIANX2E M5
#,

HFZ£Z[E , Secrets Manager X L Lambda f# BB R FH, RRERBTEZARE=-/
Lambda ¥R IR ZH,
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BimIES |, Secrets Manager AE TR EBANTRERAE, ERERIZEH , Secrets Manager
BWRILRE—EKE , BXERATENSE. Secrets Manager A EALLT JSON ERSELEHIEK
-

{
"Step" : "request.type",
"SecretId" : "string",
"ClientRequestToken" : "string"
}

RREBTRERBAN T, RREBENANTR , WA T5 Lambda FREH PR EANFER
1. BIBZAMNFIRA ( createSecret )

RN E -T2 ERHAN —NFMA, £ Secrets Manager IR HIEELHERF , Lambda
RMEBANFREAERKERN 32 N FRHNZB, FRATUNESEHZRE, MAFGNEZEBRES
HZE B . Lambda BIREB IR ICHTMRZAS AWSPENDING,

2. ERBIEEDSRIRS ( setSecret ) FHEIE

ARG , Lambda RREBSERBIBESR RS HHEIUL |, LLPCEZ34A M) AWSPENDING KA, LT
ALCEZENEAFEEHRNRNFAF , EABURT BN ER,

EATF Amazon RDS ( Oracle #1 Db2 B&#k ) #1 Amazon DocumentDB BV BB B ER L £
EETFRE (SSL) SEHEZTE MM (TLS) REEBIBEE (WMRETAH ) . BN, fA1FERA R M
BHEE,

(® Note
WRIETE 2021 F£ 12 B 20 HZBNRE T B ZARHR , WENRREBAEET AR
SSL/TLS MRIAKR. FZSRAEEENERELECIZERE., MRERE 2021 F 12 A 20
BZAItlEr , AN T XIF6EMA SSUTLS ik , SEEENCIELNRIREE,

3. MHFHIZEARA ( testSecret )

AR5 , Lambda ®MEBCRER ZBAR TR BBEESRRS , MU LA AWSPENDING RA,
ET RHREHIER N i 895150 B B A SR EUE B AR S 2. RIE\EN AR FATERN RS
B, SuLUEREBAEEEMBRNR , SIEAGRRR,

4. SEREH ( finishSecret)
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B&Jg , Lambda 53 BB FRZE AWSCURRENT N\ Z BT B4R IRAB S B AR A |, XN R FER —
APl BB AWSPENDING #r&, fELbZ 8l , AR E AWSPENDING , th AR 23k 4y
APl ARG EBBR , B RIXAT8E[E Secrets Manager REAR AR INTHK . Secrets Manager 7l
AWSPREVIOUS EF/REEIBIMNRAE , UELREZZHN LREHN R EFHMRA,

ER#EE , Secrets Manager 2@ XA REBRRSNEL, EXREZEE , S the section called
“fi£ | Amazon CloudTrail i3 "

MR H LR AWM | Secrets Manager 2 Z X EiXRBENRIRTE,

R Ih¥IRfE , AWSPENDING EFFZE A8k NZEI 5 AWSCURRENT RRZASAB R I RRZS |, b o] BE R iy b E4E
fAIRRZA, 1R AWSPENDING EFREFEERM MNE S AWSCURRENT AHREIVARZS , M BAEXTHHRE
R AEBERE L a N ERIRERDEH TP HEBREHEIR, RIRTHINE , AWSPENDING EFHRE A8
LM MBIZZEARE, BXRELER , BSH RREIHE,

B INE , M Secrets Manager Bl ) Amazon Secrets Manager H# & %40 BN ARRF B3R
MEFWERE. BEXRXEMNERIBRHNITERENEZFAEFEE , S H the section called “H iR EEUE
R

Amazon Secrets Manager Z4A K IE E iR

BoRSEEEERGR , RSAECEENEERR, FHARKERKR , LI EFEH Amazon Lambda
HEBCREHBEEFTNZANEIL,. UTRSERIEERKR

-

BXRABHEMRENTYS , B30 ik BH,

REMENEREERE—DHATHR. ERRAE , RRWENFIEZTEIIRE LIREN T,
ENARFS  BNBENEWGERERUEHNARFAENRENRIZHBIEEHFH&ESX
&k, K MAREAERF. NTRRABFAF , ATREESTAMY , JEAER - RIRER,

EREERRNITR (2FE)

1. 7f Secrets Manager ZHI &R T A REZHR. BRI LLFRIEERS HHIEERE , B BUE Secrets
Manager 2% & P2 E %40,

2. £ Rotation schedule ( ##tit%] ) T , £ Schedule expression builder ( itXIFERNEKET ) =
Schedule expression ( ITXIFRER ) # , 2L UTC RIXER AR ITR], Secrets Manager &

RERR 172
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FEMITRIFER rate() = cron() ®EX. RRNBIGBINFERITIR , BRIEEIETE Start
time ( FFIARTE ) o BANEN/NNRR—AZH. EXEZEE , TEH itREK,

3. ("% ) XTF Window duration ( BfERIFEERTE ) , EFEF L Secrets Manager £ H AR IR E
ANRERKE , Sl 3h RR=EANDPRONE, ZNBRFSEMET —NERNER, WRKREE
Window duration ( BY BR3F£Ead(E ) , M FLUDE R REMHERITR , RESE—PHEB3IX
o WFURFBMMWRRITK , NEBFE—RERNBIRHA,

4. EBERE.

BERHEERRIITXI (Amazon CLI)

« @M rotate-secret., LAT/RHIFEFA 1 HF 15 B UTC 16:00 £ 18:00 2 A4, AR
EZEER ,BSH itFRERX,

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-rules "{\"ScheduleExpression\": \"cron(® 16 1,15 * ? *)\",
\"Duration\": \"2h\"}"

ERE4E N Amazon RDS. Amazon Aurora. Amazon Redshift
= Amazon DocumentDB #Zi% & B sh ik

Rotation EEHEHRIAN TR, BB , FARNEHRRANBIEEDINEIE, £ Secrets
Manager # , BRI AN BIEFE AR E B3R,

Secrets Manager £/ Lambda B## %40, BXBR , FZSHthe section called “BHH TIER
7,

® Tip
NTFELE AHMRSEENSS , EARERRE, EFA RERHR , FELEYEERRS
X224,

EFARFARERR  SREELERRHREK, ARREBHUHTER , MREEZE Lambda
HRE , XFEIE— Lambda BIRE., BFEEESLHF Lambda HBHITACRENR. RE—
=R Lambda $IREE A LUBE M & 17 8] Secrets Manager FEHEE.
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ESAEDRR , BXTNEFCE IAM BTACH O EM MR RERHNNR, BFEERE
iam:CreateRole # iam:AttachRolePolicy B PXPR,

/A Warning

B F 51 iam:CreateRole M iam:AttachRolePolicy MR AT EHEEHCEFE
AR PR

HIR

- ST ERRRERT (L) CIBBRAFRES
- W2 MERRHCIERREEK

- 3% (W) ARBREBRETNNRBERMYE
- S|4 ARBREBIREM LT

- S|S5: (Wik) BENRIEEEK

- BESR

SR RBRRMREREEI (VIR ) QIBRBRAF B

3 F Amazon RDS. Amazon Redshift #l Amazon DocumentDB , Secrets Manager 12t A T Hfp58
RS

B R PR R

HREE—NBHAPEF—PMAFHEIL. XX T Amazon RDS Db2 56l , B TAFLEEHRBC
MEE  FEESAESMNERFRUEEARIE. XREHENBRHRER , ERTASHER
R, BAME , BWEN —XME (ae ) ARSHXEXAFNEIEER LR,

RWBZAN , T2MBRITTNEEFERE, £HTRERN , EREEFNEBEIE —/NREE ,
MNHNZRS 2EH, FUHHAE , BEEFEARENXRELERLRTIENER, ETUERES
MEHRBEREEXR, BRE , MERFERATTIL,

RERAF R R
LERBEE-—IBHPEFTHINRAFNEIL. SEF-T A5, RRES —RRRHR , RREK

FHITREUGEE-ANAF. BXRRZHAN RN BEEHEEFTNAFRZE, BT
REHAFPER=EED , ALEXTES —NEBEHP N superuser BHEILE, MRBIFEBEHH

SR RBRREEI (TR ) MIBRBRASER 174
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REAFPERERAFEANNERARE , ELSR - (G ) ARFSIRXREXAFNEILE , RI1NE
WEER 2 A PR3 R R,

HWEREEATEENRERNHKERE , HF—1"ACHEREER, M3 —1NACEFTHRKIERE
RONR. HEUZATEESTAMNMARR. IRNARFERRBRKERZSA , MZNAR
FNaRE—HBERNEI, B#E , user M user_clone FiFHEM, EXFPRIEAF KT
B, NARFRGELNTREEEZRLLEAFRRREELNVAEMEED, MRBEEREETRS
J|TH BB EREENEMEERIERSSE  WFEREFEELFERAMESIENARBXK, &7
LA A 5E Y B i SR B SR BRAR XU B

Secrets Manager FA|ENRSREAFHERN=ERF. IREEVNEREBAFREEXRTRHEH
FHRIRR |, NIE A0 5 b A P B BR o

/A Important
IR i%E$F alternating users strategy ( RERAFKREE ) |, BX40 QI EBEEZS A EHD
FRBEEESAFZILE. ZEE-NOSESAFRRIUENES , IR REE-—NA
P, MASBAFEEZNR,

S5 2 - BRI O R EY

& AT Amazon RDS ( Oracle 1 Db2 B\ ) 1 Amazon DocumentDB MR B FRAZEE
EFE (SSL) siftiE R &MY (TLS) SRIEEEFIBIEE (MRETH ) . BN , IS ERARMEN
EE,

7 Amazon RDS. Amazon DocumentDB % Amazon Redshift 240 /8 & #r

1. FJFF Secrets Manager %A : https://console.aws.amazon.com/secretsmanager/o
2. EBRHANRAL  EFENEHA.

3. 1 Secret details (FHFME L) W LA Rotation configuration ((IRELE) Fo H |, EF Edit
rotation (4R 5HR).

4. HERBEREEXNEED  HITUTRE

a. B Automatic rotation ( Bzh%#t ) .

b. 7E Rotation schedule ( ##:1t%l ) T , 7 Schedule expression builder ( Tt X FRERNE K
2% ) = Schedule expression ( ITXIFTA ) # , 2L UTC R XAER 5 A BRIt R, Secrets
Manager £fF &M TR F#E A rate() = cron() TiEX. RGNBEFEINFEITE | B

FR 2 BERRTIBRRREHR 175
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SEBIETE Start time ( FTHAETE ) o EREN/NRR—RER. BXESER , HEHIT
XRER,

c. ( A[IE ) XTF Window duration ( BYERIFEERTE] ) , EFEEHE Secrets Manager £ H A FEHR
AN RKE , 6110 3h RR=ADEWEER, ZERABEMRET - MNERE R, RK
$EE Window duration ( BYERIFLEATE ) , WX FRUMRT R B ARRITR |, BBOSE —/ et
BEBZIXA. MTFUXRAEMNEIRITR , HRFE-XRERB3IKHA,

d. (A% ) &% Rotate immediately when the secret is stored ( £ 126 Z4ART M B3 HR ) |
DERTFEURNBRER, WREERZEIEE , NE - XRRFRBERENITRIFH,

MERIREAW , BILR R LSE 3 F 4 #KR5EK , Secrets Manager 2 Z X ERXFRTRE,
e. 1E Rotation function ( ¥IRE¥ ) T , ITUATREZ— !

1%$% Create a new Lambda function ( 82 #T#Y Lambda B% ) , AEH AFEEN
& Mo Secrets Manager 2¥F SecretsManager FMEIEHBBHHIF L, Secrets
Manager & THMNERIEE AN Lambda HITABIREXEZNNR.

1%£3#% Use an existing Lambda function ( f£AIE Lambda &% ) , LEEFEARTS —
NZPBMLERE . 7 Recommended VPC configurations ( 21X H VPC Bi& ) T3IH
WRRES , SEEEEEMEEN VPC MZ£4 , ABTEREFRIBEE.

f. XNTRHXE 6 SEERAPIXBAFXE, BXEZEER |, ESHthe section called “F I
1 EEBREEREH (AL ) QIEBRA P ZE

5. %&# Save (RE)

B3L: (Wik ) ARREBREFANNREAF

RINBWEERREBNERREE P EE LT XHF4A aws : SourceAccount , BABs1E Lambda
WRERERE, N TFEL Amazon RS , I TEARBERERR , Amazon BIWERfE

F aws:SourceArn Hl aws:SourceAccount £R&HFH. ENRLHEEBKREDIIE
aws:SourceArn &4 , MFEREHBREA TRIRIZ ARN EENER. RINBWENEHPEELT
X8 aws:SourceAccount , AMEXR ZANBAFEALITREI

EHRREBRRER
1. 7£ Secrets Manager ##l & PEFRZNZH , AREIFAEETTEFH Rotation
configuration ( ##EE ) T , #%4F Lambda £ #E$. Lambda & AT

2. B Using resource-based policies for Lambda ( HEF &R KEE BT Lambda ) &Y B3 70
aws:sourceAccount &4,
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"Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"

}
iy

MRZAFEH Amazon EE R H4A aws/secretsmanager BAAAHI KMS Z4A3 1T 0% |, M Secrets
Manager 26 Lambda 11TA R FEAZZHANNER. BLAEH SecretARN HN% £ T 32 KR &l
BERBNER , NTTARRREKACREREHARTERNESNR.,

EHMRREENTAE

1. M Lambda BIREBPERRE A ARERTACT , EEAREN.
2. BB ERACKNIERE RN kms :EncryptionContext:SecretARN &4,

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"

+
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Lambda #1TA® 2 Lambda A AR IEEN A G,

212 Lambda BREHENHITAE

1. A Lambda ITAEIEEERBIHFHEERN JSON X4, BXRH , BSRLHRNIR, &K
BE AT
- ATAEXZEHAIAA Secrets Manager 1k,
- MRFAMA aws/secretsmanager AN ZRAHTME , WA FHEEH KMS 4,
- ATABERWERHANERS.
2. Bl Lambda W TABHET A iam create-role MAFERE.
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https://cheatsheetseries.owasp.org/cheatsheets/Query_Parameterization_Cheat_Sheet.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.update_secret_version_stage
https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.amazonaws.cn/cli/latest/reference/iam/create-role.html
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RAriEmE

aws iam create-role \
--role-name rotation-lambda-role \
--assume-role-policy-document file://trust-policy.json

3. (®i%)XFIE Amazon RDS = Aurora FiFWZH , MREFERANRRERAFRKHAR
LA WEB Amazon RDS B3 |, MM A FHIREE A Amazon RDS L R AP,
DEHREBEENERZES. At , FBEIEA , FAmazonitE B AmazonRDS KN
ReadOnlyAccessZl Lambda BEEINITHA B, iam attach-role-policy

aws iam attach-role-policy \

--policy-arn arn:aws:iam::aws:policy/AmazonRDSReadOnlyAccess \
--role-name rotation-lambda-role

4. BEITEA lambda create-function M ZIP X813 Lambda B %K,

aws lambda create-function \
--function-name my-rotation-function \
--runtime python3.9 \
--zip-file fileb://my-function.zip \
--handler my-handler \
--role arn:aws:iam::123456789012:r0le/service-role/rotation-lambda-role

5. 7 Lambda RE LR ERREKEE , LA Secrets Manager B A lambda add-
permission XAAZRRKM, THIGH R EBIE source-account , HABhLE Lambda #
EEBERE,

aws lambda add-permission \
--function-name my-rotation-function \
--action lambda:InvokeFunction \
--statement-id SecretsManager \
--principal secretsmanager.amazonaws.com \
--source-account 123456789012
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonRDSReadOnlyAccess.html
https://docs.amazonaws.cn/cli/latest/reference/iam/attach-role-policy.html
https://docs.amazonaws.cn/cli/latest/reference/lambda/create-function.html
https://docs.amazonaws.cn/cli/latest/reference/lambda/add-permission.html
https://docs.amazonaws.cn/cli/latest/reference/lambda/add-permission.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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7\ %48

Lambda ##2 ThBEAIMBER 15 18] Secrets Manager i slo JREH Lambda BRI LA RI EBXF |
MALFERAARLRET R, BEEERKS , IHZH the section called “Secrets Manager i 5",

MREH Lambda BRBEFTEZ EERMIFENEN VPC 21T , RIVEWEE VPC HEE
Secrets Manager REREL BT R, RE , B8 VPC AIMEB A T ARXBLRET SBERHF
HEFRIABELHETR. BXESEEL , 28 VPC KR,

®E , BELUEE [ VPC RN NAT MXREBRMMX ( XFAFREE VPC WREH RN B IR
&) , fo¥F Lambda E¥Ri5 8 Secrets Manager ABwR. X VPC HIE—EMXEE , BHK
KKV IP st ATRER FZ IR B /A F Internet B,

B IR S AR S

MRBIEFED RS E VPC FHY Amazon EC2 26| £iz1T , BUUCH Lambda BB ELE N R —
VPC 21T, RERRUIETUNEREENRZERE. BXEZER , FSHAEE VPC HH,

E R Lambda BB RIBIEES RS , BAMBERMIIZE Lambda ?iﬁé@?&ﬂ’]tééﬂjuﬂ:ﬁ?ﬂlﬁ
EE RSB B UhESE, 1&‘3)&/‘\Zﬁfﬁﬁﬁiﬂﬂiﬂﬁﬁﬁjﬂﬁ%ﬁ’ﬂ;zééﬂu,ﬁﬂ%ﬁ Lambda ¥ & #o#
AVIEREE,

MNTBEAFHZHREM Amazon REEEBNRE A , Lambda 3R EBUNIEES B A RS
m R UREBEEEEEE. RINBUEABEERSEE VPC iR, BXEZELR | BESH -

« {Amazon RDS AR FH Amazon RDS API M#EO VPC i &

« {Amazon Redshift EEr) FHEH VPC im =

SR 5 BLERHHUARITER

ERNRPF BB RIRTIEE , HA rotate-secret. BAILMEMA cron() = rate() itKHFRER
RERIITR , B LHRER R RISFERE, BaSN/ MR- ZRH, BXEZEE , BS
it RIRIER

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-lambda-arn arn:aws:lambda:Region:123456789012:function:my-rotation-
function \

--rotation-rules "{\"ScheduleExpression\": \'"cron(@ 16 1,15 * ? *)\", \"Duration\":

\I'Zh\"}"
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html#vpc-configuring
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/redshift/latest/mgmt/enhanced-vpc-working-with-endpoints.html
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/rotate-secret.html
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HX
BESR

&2 Hthe section called “ ¥ 7] T HEZE",

3 B #%: Amazon Secrets Manager 4R

BRERREERE TRRNER, EBE Eﬁﬂ%@ﬂﬁﬂ%ﬁ%?ﬁé , FERFAPEFEAHATR
31 F Rotation configuration ( ##REE ) 5. R Rotation status ( ##IRZ ) 7 Enabled ( /5

A) , WRARERNER, HEE Amazon CLI FiA describe-secret, MRWHEHR
RotationLambdaARN # RotationRules , MZFAFE RN FR, WREE , BULLREB IR

- B RBRBEEZS (BFE)
- BRI (EFE)
- B35# ( Amazon CLI)

B EIRIREE (2HA )

1. 7E https://console.aws.amazon.com/secretsmanager/ ¥T 7 Secrets Manager &l &
2. EBREHER,

3. ERPAHAGEREL , #RERETH , BRUNRKRRHN,

4. HERMBAXNEES , EERHR,

Amazon CLI
Example 3 Bl5# % 4R

BAF rotate-secret RHPFIEIFFREER, MHEI R TEIRECIZNFTZHBMAN Versionld, %
AT E B BRI,

aws secretsmanager rotate-secret \
--secret-id MyTestSecret
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https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/describe-secret.html
https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/rotate-secret.html
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« Amazon DocumentDB ( 5 MongoDB #%& )

* Amazon Redshift

* Amazon ElastiCache

. HfpEiA%m

HERERER , FSH

+ Rotate Amazon RDS. Amazon Aurora Amazon Redshift 1 Amazon DocumentDB &EiE
- HiERWEIE (BHAED)
o HKAEEIE ( Amazon CLI iR )

X LR X 3% Python 3.9,
EREEHCHEREK , B REERERN,
Amazon RDS ] Amazon Aurora

£

+ Amazon RDS Db2 £ F

+ Amazon RDS Db2 XE

« Amazon RDS MariaDB # f F°

+ Amazon RDS MariaDB XX & f F

« Amazon RDS #1 Amazon Aurora MySQL £

» Amazon RDS # Amazon Aurora MySQL X & F

+ Amazon RDS Oracle # F F

« Amazon RDS Oracle X &

« Amazon RDS #1 Amazon Aurora PostgreSQL £ f F°
» Amazon RDS # Amazon Aurora PostgreSQL X & f
+ Amazon RDS Microsoft SQLServer % F f

« Amazon RDS Microsoft SQLServer X & F

Amazon RDS Db2 B/

« HEIRBF : SecretsManagerrdsDb2 RotationSingleUser
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o RIRRRE . BT  £AF
+ SecretString &4 : the section called “Amazon RDS Db2 #Z45#”,

R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsDb2 /lambda_function.py SecretsManager RotationSingleUser

« KX R : python-ibmdb

Amazon RDS Db2 XE A

« #IREB . SecretsManagerrdsDb2 RotationMultiUser
« RHLIRREE : the section called “REBAF7,
« SecretString £ : the section called “Amazon RDS Db2 M 4E13",

« JRAHES : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsDb2 /lambda_function.py SecretsManager RotationMultiUser

« &KX R : python-ibmdb

Amazon RDS MariaDB # f

« #EIREBH : SecretsManagerrdsmariaDB RotationSingleUser
- ROMRREE . RHRIERE  BAF,
» SecretString £ : the section called “Amazon RDS MariaDB Z4A 45137,

« JRA : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsmariaDB /lambda_function.py SecretsManager RotationSingleUser

« KHFXR : PyMySQL 1.0.2

Amazon RDS MariaDB 3 & /A

« EiIREBF : SecretsManagerrdsmariaDB RotationMultiUser
o BHIRRE : the section called “XERAF”,

« SecretString £&# : the section called “Amazon RDS MariaDB 4519,

« JRA : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsmariaDB /lambda_function.py SecretsManager RotationMultiUser

. KEKZR : PyMySQL 1.0.2
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
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Amazon RDS #1 Amazon Aurora MySQL 2 F F

« #EIREBM : SecretsManagerrdsmySQL RotationSingleUser
« RHAZREE : the section called “E A7,
- TRHAMY SecretString 4543 : the section called “Amazon RDS #l Amazon Aurora MySQL # & 45

”
o

« JRA : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsmyS SecretsManager QL /lambda_function.py RotationSingleUser

o KEKZR : PyMySQL 1.0.2

Amazon RDS #1 Amazon Aurora MySQL RE R/

« #EIRB : SecretsManagerrdsmySQL RotationMultiUser
« RMEE : the section called “RER .
« FiHAK SecretString £#3 : the section called “Amazon RDS #1 Amazon Aurora MySQL %45

”
o

R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsmyS SecretsManager QL /lambda_function.py RotationMultiUser

« KX R : PyMySQL 1.0.2

Amazon RDS Oracle 2 A

« #EIRBF . SecretsManagerRDS OracleRotationSingleUser
« RHLIRRBE : the section called “# 7,
» FAHAMY SecretString £ : the section called “Amazon RDS Oracle Z4A45#,

« JRAE : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
RDS /lambda_function.py SecretsManager OracleRotationSingleUser

« {KEIKX R : python-or acledb 2.0.1

Amazon RDS Oracle X R~

« #IREB : SecretsManagerRDS OracleRotationMultiUser
o BHKEE : the section called “XXER 7,
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/oracle/python-oracledb
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« FAHAMY SecretString £ : the section called “Amazon RDS Oracle Z4A45#9

R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
RDS /lambda_function.py SecretsManager OracleRotationMultiUser

« KEXZR : python-or acledb 2.0.1

Amazon RDS #1 Amazon Aurora PostgreSQL £ f

« #EIRB : SecretsManagerrdpostgreSQL RotationSingleUser
- ROMRREE . RERIERE  BAF,

- FREARY SecretString £#4 : the section called “Amazon RDS #] Amazon Aurora PostgreSQL ##%
BN,

« JRAHES : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/ rd
SecretsManager spostgreSQL /lambda_function.py RotationSingleUser

« {KHixFR : PyGreSQL 5.0.7

Amazon RDS # Amazon Aurora PostgreSQL 33 & F

« B . SecretsManagerrdpostgreSQL RotationMultiUser
« ¥R : the section called “XX &R,

- FHAMY SecretString £ : the section called “Amazon RDS #l Amazon Aurora PostgreSQL ##%
BE,

« JRA : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/ rd
SecretsManager spostgreSQL /lambda_function.py RotationMultiUser

« KX R : PyGreSQL 5.0.7

Amazon RDS Microsoft SQLServer 2 A

« #EIRBF . SecretsManagerRDSSQ L ServerRotationSingleUser
« FHLIREE : the section called “B 7,
« FAHAMY SecretString £ : the section called “Amazon RDS Microsoft SQLServer Z4A45 17,

« R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
RDSSQL /lambda_function.py SecretsManager ServerRotationSingleUser

. KR : Pymssql 2.2.2
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
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Amazon RDS Microsoft SQLServer 32 &~

« HEIRBH : SecretsManagerRDSSQ L ServerRotationMultiUser
« RHLIREE : the section called “REBAF7,
« FHIK SecretString £ : the section called “Amazon RDS Microsoft SQLServer 224845437,

« JRAE : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
RDSSQL /lambda_function.py SecretsManager ServerRotationMultiUser

o KX R : Pymssql 2.2.2

Amazon DocumentDB ( & MongoDB #%& )

Amazon DocumentDB BN

« EIREZF : SecretsManagerMongoDB RotationSingleUser
« BB : the section called “B 7,
« TAHAMY SecretString £ : the section called “Amazon DocumentDB Z4A 45137,

 JRRE : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/ DB /
lambda_function.py SecretsManagerMongo RotationSingleUser

« fKEKXZR : Pymongo 3.2

Amazon DocumentDB X & fH

« BIREBF . SecretsManagerMongoDB RotationMultiUser
o FHIRRE : the section called “RE A",

« FAHAMY SecretString £ : the section called “Amazon DocumentDB 2474519

« JRAHE : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/ DB /
lambda_function.py SecretsManagerMongo RotationMultiUser

« KB K : Pymongo 3.2

Amazon Redshift

Amazon Redshift 8 A 7

« #EIRBF . SecretsManagerRedshiftRotationSingleUser
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
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o BMEKRE : the section called “EH 7,

+ FiHASecretString4EH : the section called “Amazon Redshift %40 45 #3”Sthe section called “II
5# Redshift TIRFZ BRWB L,

« JR{KEE : https://github.com/aws-samples/ aws-secrets-manager-rotation-lam

SecretsManagerRedshiftRotationSingleUser bdas/tree/master/ /lambda_function.py

« KX R : PyGreSQL 5.0.7

Amazon Redshift X & A

- EHRBF : SecretsManagerRedshiftRotationMultiUser
o BHEEE : the section called “XXER 7,

+ FiHAiSecretString4Et : the section called “Amazon Redshift %40 45 #3”Sthe section called “II
5# Redshift TIRF BRWEBLE",

« JRAHES : https://github.com/aws-samples/ aws-secrets-manager-rotation-lam

SecretsManagerRedshiftRotationMultiUser bdas/tree/master/ /lambda_function.py

. fkFIX R : PyGreSQL 5.0.7

Amazon ElastiCache

EfEA AR , FSH Amazon AFEET R B8 8 ElastiCache A Z 1,

« #IRB : SecretsManagerElasticacheUserRotation
» FAHAMY SecretString £ : the section called “Y & #hf9 ElastiCache M ER L1,

« JRAR : https://github.com/aws-samples/ aws-secrets-manager-rotation-lam
SecretsManagerElasticacheUserRotation bdas/tree/master/ /lambda_function.py

Bt 3R 3R

Secrets Manager L EREN BN EARBEZACNERIREBNE R,

« #EIRBF . SecretsManagerRotationTemplate

« JRA : https://github.com/aws-samples/ aws-secrets-manager-rotation-lam
SecretsManagerRotationTemplate bdas/tree/master/ /lambda_function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
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WREERHE  HEESFRLHATIERKIEG, XEFATELSBENEETHESHEE A Amazon
CloudWatch , At B EBEEBHRAEHFFTEEFLAIBEHRENTMBHBER,

HFZ£ZE |, Secrets Manager X L Lambda ## BB ER R FH, RRERBLTEZARE=-/
Lambda ¥R IRZH,

Ex BEEANRH , FSH the section called “B iR B IIER" R,

Bl , MREERNB R FIHEMEREERR , WEEEEEHNREEN]. up-to-date
BXRAHARW , FSRN AN F LTRSS =N AEF.

RRZAIEENSR , 25X Lambda 3R EEEY AT WA 5%,
FE

» create_secret
* set_secret
» test_secret

» finish_secret

create_secret

£ create_secret # , TELESE AN ClientRequestToken @M get_secret_value
RRERBFEFH, MBXERH , B create_secret BIB—1HZFH , HESEE

A Versionld., AREETLAEER get_random_password ERFHRIAE, EBANERFTH
FHAENTENBREESRSERNFER. #FH ExcludeCharacters SHHRFERF. AH
put_secret_value SUNEEEEFHZ AWSPENDING —i2 7M., NHTHIR4AEEFMEE AWSPENDING
PEBTHARERSME. IRATEMRERHRAK , EANERLRAAGSI A ZZRE. BSRNAE
T Lambda KB EE R E M,

ENREEE , FAEEREAME : Hdescribe-secret#&EHVersionIdsToStages,
Amazon CLI

set_secret
£ set_secret A , EXBBES RS P HEIE , LUCE 247 AWSPENDING ARZS A 9 #1234

NRFEUERABEESEVRRRS , BEAERASHIL. BREZFEELR , F5H OWASP W
W ENERASBILRSE,
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https://docs.amazonaws.cn/serverless-application-model/latest/developerguide/serverless-test-and-debug.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_secret_value
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.create_secret
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_random_password
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.put_secret_value
https://www.amazonaws.cn/premiumsupport/knowledge-center/lambda-function-idempotent/
https://www.amazonaws.cn/premiumsupport/knowledge-center/lambda-function-idempotent/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/describe-secret.html
https://cheatsheetseries.owasp.org/cheatsheets/Query_Parameterization_Cheat_Sheet.html
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RGMEBENBENARE | BNARFIEH Secrets Manager ZfAM B R A RPN EFZIUE. NEHEE
EWEERERTE , AEERRUNGELEFAZRETRAEME R, EEHEIEZH :

« KEZ4 AWSCURRENT IR EZIER BTN, MR AWSCURRENT EiELM , BHFRHRE,

« ¥ AWSCURRENT 1 AWSPENDING Z4AERBEATRE—AF. N TFHAFZMNEB  BE
AWSCURRENT #1 AWSPENDING AFEZ 2B HE.

- REBFRSRREEHEE. X TFHIEE , £ZE AWSCURRENT 1 AWSPENDING EHBE_EHE,

test_secret
£ test_secret F , B FE A B4R AWSPENDING ARA IS R BIBESR RS , AT EH BT,
finish_secret

£ finish_secret 1 , M update_secret_version_stage JHEFEHRE AWSCURRENT ME
B AR A B BN Z4AMAS, Secrets Manager 2% AWSPREVIOUS & Z#rZ B A INE) £ Hi iR
X, DESRE LXREARFHNZHRRAE,

Secrets Manager 3R PR IT X TRIE R

EEABRHE , EEEA cron() 5 rate() RIEAKIEBEFRLFZAMNITR, FEH rate RIERX , 1]
PAIZLUNR SRR A RIREEN LR ITR, FA cron RIERX |, AT G Z LR AIREIFANRLIEIT
Xl, Secrets Manager ## it XA UTC WX, BAUEFH/ R —X%4, Secrets Manager
R B AR R %4,

ESAR , BSH

« the section called “BEI S EEERR (BHE )
- the section called “Bzi## (EHE )
- the section called “B3h%# ( Amazon CLI )"

Rate RiA =

Secrets Manager rate RIAXNKALUTHER , H#21EE , #4712 & hour, hours, day =
days :

rate(Value Unit)

THRER 200
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RSB/ N R —IREH, =

- rate(4 hours) EREZFHREMN/NREHR—IX,
- rate(l day) ERREZFHABRER—IR,
« rate(10 days) ERERAE 10 REHR—IXo

NTFEUNE R RR | RN FRITIE , FE—DEEXA, EAILIRE Window
duration ( Bt ER#FEERtE ) LE R R, ZRMERTEEMET — MR, XNHHTREN
— M ERBIARREN RN T RE T MR BB/

MNFURNBEMWRR | BRANRRNENFRITE , FE—REREKMA, EAIBIRE Window
duration ( Bt Ex#F4EATE ) LE R R, ZRREBRATFEMFAET—1 UTC B, NUHITRER
— M7 EREINTT e E N R RIS RN A RE N TRET 24 Mt

Cron RiA T
Cron RIAXFXALUATHE :

cron(Minutes Hours Day-of-month Month Day-of-week Year)

BENFIEEMN cron REXNBRBLERE, HIW0 , cron(0 4/12 * * ? *) Ri]ES 4:.00, TF
4:00 , RBERE-KREE 4.00, T 4:00, Secrets Manager #£#itXIFEH UTC X,

X F LNt BB IR, BROIARIRE BORFE — /Nt kM. BATLURE Window duration ( B ER$F4L
BfE ) AENERATER . ZERIAERFBHAT — MR, SN/ MR —IRER,

Rt RIER

B/UM—IR , NFRITHR, cron(@ /8 * * ? *)
g/\/hat—X , NE L 8:00 1o cron(@ 8/8 * * ? %)
BH/he—R , NZE 2:00 8. cron(@ 2/10 * * ? *)

et EBROEM 2:00, 12:00 1 22:00 74 , ARG
EE =K 2:00, 12:00 F 22:00 # 17,

B#XEHF 10:00, cron(@ 10 * * ? *)

Cron RiEXH 201
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R RIXR

BEHATF 6:00, cron(@ 18 ? * SAT *)
BA%E 1 XLF 8:00, cron(@ 8 1 * ? *)
B=1MAE—1MEHRER 1:00 cron(@ 1 ? 1/3 SUN#1 *)
BARRE—XTF 5:00, cron(@ 17 L * ? *)
Ef—FNEMA L5 8:00, cron(@ 8 ? * MON-FRI *)
BA%E 1 RFE 15 XTF 4:00, cron(@ 16 1,15 * ? *)
BRAE—TMEHMBFR. cron(@ @ ? * SUN#1 *)

Secrets Manager Ay Cron RIAXER

Secrets Manager X AT BAA T cron RIAXHWARE — LR H|, Secrets Manager #Y cron FRik = Y 7
FRUAIEE 0, AR Secrets Manager RN B EE QT R, HFERFERMUIIEE * |, BH Secrets
Manager A X ¥R —F A LWIRITR], TRERT AT SAERRIED,

FER = BEAF
paRa IR 0 7
NN 0-23 A/ (ERHL ) EEBE. fi

m, 2/10 ERREMNER 2:00
TTeaE 10 Mt —IR, ERLE
9/ HR — IR B

B 1-31 £/, (&5 ) 8sEME, #l
wm, 1,15 HEHANE 1 X

A - ( Bk ) BETEH, #i
wm,1-15 ®XRR"HEANE1 X
2E 15 X,
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FE =1 BEARF

R (25 ) B8R FRIN
FiEE, fim, * RRHAN
B-X,

(M5 ) BEFATEE—1
HHE—N BEETER— cron
FKERXHF R Day-of-month
M Day-of-week FEEAT
EEE, MBEREER—AF
BRPEETE, NWAAES —
NFBRFAFEA?2 (MES ),

FA/(ERUL ) IBEBE,
Bl | 1/2 R"MEE 1 XFFHA
BRRX—X , RaFR , £ 1
R, B3IXR, FB5XK, k3
i: 38

£/ LEES ANEE— XK.

5 DAYLIEEH ARG —
MNin& BHA, flE , SUNL RR
YANRE—NEHR,
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RAriEmE

FE

At

(=}

1-12 =% JAN-DEC

BEARF

5/, (5 ) 3sHME, i
@, JAN,APR,JUL,OCT =X
~—A, MA. tA#Mt+A,

£/ - ("% ) BEETE. A
wm,1-3RF—FNE11MA
EEINMA

A (25 ) B8k FRYF
WEE. flm, * RRg)H
EO

£/ / ( ERHL ) EERE,
plan |, 1/3 RRB=1NA—
R, NE1NRTTEE , BISE
1. 4, 7TH 10 1M A,

Cron FRiE=
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RAriEmE

FE

E/JL

)

(=}

1-7 2 SUN-SAT

WIRE *

BEARF

FR#EEENMNARN—RANE
HA 1L, a0 , TUE#3 RRZA
HNE=ANEH=,

£/, (25 ) 22 HftbE, F
W, 1,4 RE—ANE-RM
%%0

/- (EXE ) BEEBE, 4
wm,1-4 R—FBEWNE1XE
L4 K,

A (ES) IeRFERPH
FREE. fit, * RE—AN
ﬁ_%o

?2(\5) BEFATEE -
®BE—P. BEZEER— cron
FIERXAF R Day-of-month
M Day-of-week ZFEREAT
EEE, MBEREEP—AF
BYPEETE, USNES—
NFEPFERA? (BT ),

A/ (ERHL ) EEEE, f
wm,1/2 R —ANER-—X
, NE—RF i |, BIZE 1 X,
B3R, BEERMET X,

£/ L i E—Bi&E—X.

I

Cron FRiE=
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HEER Amazon Secrets Manager ¥ #[fE

X FHFZHIRS , Secrets Manager £/ Lambda BIBUCREIREZRHA, BXREZEE |, S the section
called “H#H T/ERE", Lambda BREB SR EZANBIEEDR RS LA K Secrets Manager X H.,
LR TTERTE#H T, BERZER CloudWatch &o

(® Note
RERBRKUUNECEERY K SHEEEAIREHE, EXEZEL |, 155 the section called
“RERE,

&£ F Lambda E#HY CloudWatch BE

1. $TF Secrets Manager #&l& , Wit A https://console.aws.amazon.com/secretsmanager/o

2. EBEBHFA  REEIFMAEERE LM Rotation configuration ( 3B E ) T , i%£# Lambda
R¥E, Lambda & A& FHTF.

3. EEEED+FLE, EEAE, AFEE “&EF HZE” CloudWatch,

CloudWatch ##=#| &R T H EREHHREBHN B E,

fRxRB&

“ERBETEPRIESIEZEREED

“createSecret’ Z G & B iE 3

- BiR  “TAFIER KMS”

8% : “Key is missing from secret JSON ( %34 JSON iR %R4R )

+ 45iR : “setSecret: Unable to log into database ( setSecret : ToEEFEIEE )~
- 8IR  “TES AER lambda_function™

AN EHREERAM Python 3.7 F4 F| Python 3.9

FET B B R R BRI 2 R EE

MRERRTEFRIEE 2EEEEY , HEFSEENERK , Hl0EKIA Lambda A3 30000
Z%® , I Lambda B AIgE2E =5 A Secrets Manager i & B AT,

RIRFBHE 206
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Lambda ¥ # ThREXAMAERE 15 18] Secrets Manager iR, MREH Lambda BRE AT A HRIEBK |, N
AILEALNRHLRET R, BEEEKXKIKR , IHSH the section called “Secrets Manager i 5”6

INRIEK Lambda M EFT EREBEMIFRINERN VPC FiE1T , BRITENETE VPC AELE Secrets
Manager RERABLEmT R, RE , M VPC IIUEBA T ARXELET RN ERHFHEEEM D
AELRFETR, BXESZEE , HSH VPC Ims.

WA , WA LUBEE VPC RN NAT xR A BMMx ( XFAFRBE VPC WRETFRINEIRK
R ) , o Lambda B ¥R Secrets Manager A8 iR, X< VPC HIG—ERXEE , FRMXH
IP bt ATRES Z EIR B A F Internet I,

“createSecret’ 2 G & B &3
AT BB a e 1E createSecret Z e SR E L :

VPC M4 ACL A RIF HTTPS g,

BREZER , 5K (Amazon VPC AIF1ER) HRIEAMLE ACL EHIHEE FMERE.
Lambda F_JTI%IEE'J‘EE T8, TENTES

BXREZER , 551 (Amazon Lambda FA AR IERME) HMEE Lambda EEGET,
Secrets Manager VPC i RF AT E S BN EZ2HAADLEA VPC CIDR,

BEXREZER , 5Z2H (Amazon VPC AAFERM) PHEAZSARF RN RE.
Secrets Manager VPC i SR B /01 Lambda £/ VPC i Ko

BXREZEE , F5H VPC imK.

ZRAEAXERAPRRERE , BRAFPZ4H Amazon RDS &% , 3 H Lambda BT LA
RDS API,

MNFHEM Amazon RZFEEBRAFPFHANZIER R | Lambda F#REREAMAED H RS
mRRRIBEEEREER, RINBWEANBEERSEE VPC wR. BXEZEE , SR

« {Amazon RDS AF#Em) FH Amazon RDS API ## 0 VPC i &,
« {Amazon Redshift EE5r) RHFEH VPC I 5,

Hix | “PRFTEE KMS

WMREEF ClientError: An error occurred (AccessDeniedException) when
calling the GetSecretValue operation: Access to KMS is not allowed , MI%HREK

“createSecret’ Z &% BiEh 207


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-network-acls.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-function-common.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/redshift/latest/mgmt/enhanced-vpc-working-with-endpoints.html
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BERERAZANBZFTAN KMS ZRAKRGERABT, NRREPUEFESNR L TXRENBFER
AN, BXMENRNEELR |, 52 the section called SEATEFIEE RN ERIZD,

£1i% : “Key is missing from secret JSON ( %48 JSON iR Z4H )~

Lambda $#t B ERZ4ABE X AISEN JSON £, MR I RILEEIR | N JSON mJgEER DB
2R F RN ZH. EXBRHZHAXREN JSON £HNEE |, iS5 the section called “Z4A#Y JSON
&,

21% : “setSecret: Unable to log into database ( setSecret : Toi2 & FEIE
FE)”

LA R AT RE S BRUL 4R IR -

RREBT AR EBIERE.

MRESFHEAEEK , fl2EE 5000 2% , Nl Lambda 34 B AT 88 TT 3RS W 45 177 R 2 dE
B

MRBIEES RS E VPC B8 Amazon EC2 =4l Eiz1T , B1UUF Lambda BREELE RN 1ER —
VPC Fiz1T,. ARRBRIETUEEZEELNRFZEE. BXEZEL , FSREE VPC HH,

E R Lambda REGRIBIEERRS , BANEERMINE Lambda BRI Z €A R TFEEE
ESRRSH B INEE, BELMBERENBIBEESRSHNEZSAE AR FRE Lambda SRR 1T
AVRIEE,

RPN EILEIR,
MRFSFLEREERE , N Lambda RREB AL EERAZAPNEZIERTEHRIUE, FH

Amazon CLI &5 F 4 AWSCURRENT MIAWSPREVIOUS IR A ME B F o B FK , KREE R get -
secret-value,

WIEFEMFE A scram-sha-256 INH L,

MRIEHBIERE = Aurora PostgreSQL A 13 EFEIRA , HBEEMA scram-sha-256 INHH
B ERMEBERTXF scram-sha-256 B 1ibpq R4 9 SLE IHARA |, NIRRT EIEE
BIBIEE,

HWEMLEBIEFEAF#A scram-sha-256 %

BEZH1EE RDS for PostgreSQL 13 F#) SCRAM &4 F I & IE SCRAM HZEH
B,

£8i% : “Key is missing from secret JSON ( Z#4H JSON HiRA%R4H )~ 208


https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html#vpc-configuring
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/get-secret-value.html
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/get-secret-value.html
https://www.amazonaws.cn/blogs/database/scram-authentication-in-rds-for-postgresql-13/
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HE

1.

BRI E B E R WA Libpq AR

FET Linux WitEYLL , £ Lambda #4188 LS MBI SN RBREEH THBBEE. Fzip X
HRERE TEE R+,

EwmeTL, ETEBEFRPET:

readelf -a libpqg.so.5 | grep RUNPATH
MRBZFRFE PostgreSQL-9.4. x FAFET 10 WEERA , NBRREHRT L

scram-sha-256,

« A X%3¥Fr scram-sha-256 WEREBNHE L -

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

«  X¥f scram-sha-256 WEHREBNHEE

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

(® Note

WMREE 2021 £ 12 A 30 HZARE T B EPRGR , WHRIREBUBAS T FXKF scram-
sha-256 BIIBKRAS 1ibpg. A T X#F scram-sha-256 , BEEEFH O E BN RIRE K,

BIEEFEE SSL/TLS HRINR.

LUES
PR

FBHBIEEFE SSUTLS & , BRBRERMER T RMBHNIERE , WRREBT LEETIK
» AT Amazon RDS ( Oracle #1 Db2 Bx#\ ) 1 Amazon DocumentDB Y5 BB B 3 fiE

HiR : “setSecret: Unable to log into database ( setSecret : ToiEEFEIEE )~ 209
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RAZE£EEFRE (SSL) EREZ MM (TLS) REEIIBEE (MRTAH ) . BN, MBI1FE
FIRINE Y E L

® Note

WMRIBE 2021 F£12 B 20 HZENRKE T B BHRE |, WENREEBAEETAIXE
SSL/TLS W IR#EMR. N T XFEH SSL/TLS Wikl , BEEZHMOIB LN B,

T8 TE SR Y B0 1R B T Y B 2 B )

1.

iR

£ Secrets Manager %l & https://console.aws.amazon.com/secretsmanager/

IR B4R, £ Rotation configuration ( 2 #RELE ) FHY

Lambda rotation function ( Lambda 3R &% ) T , &FEFE Lambda

function ARN ( Lambda B%¥k ARN ) , 40 , arn:aws:lambda:aws-
region:123456789012:function:SecretsManagerMyRotationFunction . TR
5l SecretsManagerMyRotationFunction ® , M\ ARN KEEHIEHBEFr.

£ Amazon Lambda #4%|& https://console.aws.amazon.com/lambda/ B “BE T , FHEH

Lambda BB B GBI RAES | 4R Enter , RIF1%EER Lambda BEEL
EERBIFAEETNEAS , 7 Configuration ( BLE ) W~ LK Tags (F-X ) T, S48

aws:cloudformation:stack-name 32 #{E.

£ Amazon CloudFormation #2#|& https://console.aws.amazon.com/cloudformation #

Stacks T , MEAEMWEIEREF , RFERE Enter,

HERFIRFHFTIIE | LMEREREIE Lambda SR KB HEK, £ Created date ( 12 H
B ) S EFHKRNCIERR, X2 Lambda RIREHHNGIZE B H,

“ToE S AR lambda_function”

MREBZTHREHRAR Lambda Bk , BZEEEM Python 3.7 B3I AR FEHMRAHK Python
By, MBI R R IR, BEMRILEIR | ALK Lambda BWEUARAKE Python 3.7 , A5 the
section called I AN LI EEBIRAM Python 3.7 #HZ Python 3.9, ETHREZEL |, HST

Amazon re:Post B#Y 1+ AFKH Secrets Manager Lambda B ¥4 #0 5k MH H I A B pg R

®?o

iR | “ToES AR lambda_function” 210


https://console.amazonaws.cn/secretsmanager/
https://console.amazonaws.cn/lambda/
https://console.amazonaws.cn/cloudformation/
https://repost.aws/knowledge-center/secrets-manager-lambda-rotation
https://repost.aws/knowledge-center/secrets-manager-lambda-rotation
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R AR EBRAM Python 3.7 A4 Z| Python 3.9

2022 & 11 Az el eI ZHE 2 5 EBEEA Python 3.7, &M F Python ¥ Amazon M F AT E
BT 2023 F 12 AFELX#E Python 3.7, BXEZER , BZARHT XTI EIH Amazon TERH
Python X FBEE#H. BEYIREFEA Python 3.9 WF LR EE , T ENERGEED R INETHR
SEMNENABRRER,

B FEH Python 3.7 B9 Lambda 2B

1. &% Amazon Web Services Management Console 3}#JF Amazon Lambda #Z#l& , Wit R
https://console.aws.amazon.com/lambda/,

2. TEE#IIFRF , ik SecretsManager,
3. EMEENEHBIIKRSP , EETRRET , IR Python 3.7,

F4E| Python 3.9 :

« I ERAEFHCIE R BEE Amazon CloudFormation

o &I 2 : EAEHNEREEENZEITEE Amazon CloudFormation
« JEIN 3 : 3¥F Amazon CDK A7 , A4 CDK FE

EIN 1 : EHAEFEIRIEFE I Amazon CloudFormation

HIRE A Secrets Manager 12§ & FF B H R IIEERT , Secrets Manager £ Amazon
CloudFormation 8|S EHRIR , BIE Lambda RIREI, MERBFEREFAFERER , REFEA
Amazon CloudFormation #4622 7 BEF: ThEE , NI A LAEAAHREIRY Amazon CloudFormation #4% &%t
SIREEHEHRNERER. FEBNEAZRIRAR Python,

B IR HEE BRI Amazon CloudFormation 4k

« 1 Lambda REMFMAEENTEMNEEIETF L | EFHFL, BF aws:cloudformation:stack-id
Z/ ARN,

HREZHEHMALE ARN & |, D FBIFT R,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

I AR E B ARAM Python 3.7 #4¢ E| Python 3.9 211


https://www.amazonaws.cn/blogs/developer/python-support-policy-updates-for-aws-sdks-and-tools/
https://www.amazonaws.cn/blogs/developer/python-support-policy-updates-for-aws-sdks-and-tools/
https://console.amazonaws.cn/lambda/
https://console.amazonaws.cn/lambda/
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- B . SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda

EHIERE I ( Amazon CloudFormation )
1. £ Amazon CloudFormation , I AME R , ARIEREBEERN,

MR BIBVEE RN EE |, FARRIRHER | REERER.
2. EEINHKAEL  ARERITSETREER  RAFERERITHFPES,

3. #AIRITEEFE , EEIRAT SecretRotationScheduleHostedRotationLambda H4F
"functionName": "SecretsManagerTestRotationRDS" HY{EE N HHWEEBH , Sl
1£ JSON 1 "functionName": "SecretsManagerTestRotationRDSupdated"

4. HEE5ERK Amazon CloudFormation ##k TERE , AREIERIIER,

%I 2 - A EHRD A REEREZE1TEE Amazon CloudFormation

L I&fFEH Secrets Manager 2% & FF B R INEERT , Secrets Manager &£/ Amazon
CloudFormation #|ZZ X4 EM AR , ©1& Lambda BiRE, MREFEREHATFEREHR  EEH
Amazon CloudFormation #4022 7 le¥x B4 %k , W AT LAE A #HEIRY Amazon CloudFormation 34k kK&
R T RERYIZ 1T R A

B IR HERE R Amazon CloudFormation 4k

« 1 Lambda REMFMAEENEMNEEIEINF L | EFEHRL, BF aws:cloudformation:stack-id
2/ ARN,

HRBHERMATE ARN B, T BIFTR,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

- B SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda

FEHRREBNIZEITI RS ( Amazon CloudFormation )

1. £ Amazon CloudFormation , &M B RHHKL , RFEBREH,

I AR E B ARAM Python 3.7 #4¢ E| Python 3.9 212
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MR HI BB ERBHERONEE |, FERRIRER K REEEEN.
2. EEMHERAEL  ERERITSFEPEEER , ARERERITRFES,

3. 1Ei&itEEs , E1E4R JSON # |, St FSecretRotationScheduleHostedRotationLambda,
THAProperties, T/AParameters , 0 "runtime": "python3.9"

4. LR Amazon CloudFormation itk T/ERTE , REERIER,

&I 3 : 3¥F Amazon CDK AAF |, A4 CDK &

MREFEH v2.94.0 Amazon CDK Z BT MRA N B4R IR B , WA SUEE AR E v2.94.0 RESRA
SRE#T Lambda B, BXEZELR , i3 M Amazon Cloud Development Kit (Amazon CDK) v2 Ff
REARIEM.

I AR E B ARAM Python 3.7 #4¢ E| Python 3.9 213


https://docs.amazonaws.cn/cdk/v2/guide/home.html
https://docs.amazonaws.cn/cdk/v2/guide/home.html
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B H A Amazon RS IEER Amazon Secrets Manager % 4H

#% Amazon BR$1E Amazon Secrets Manager R F#MEAZEH. EELERT , XERARKE
B, FERBVEXERANRSTUBHEEREEI]. fln, —LREFASFRLERE , ALET
VEHOCREBERR, RERSETRRIISEZEREHVER TEHRBAIMEREN , BB TR LEH
W, BN FEERS KB T 540,

REZAERATIEEERS ID B AERBENRBIE],

Secret name: ServiceID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3

EERHAMNRSH ID

* appflow - the section called “Amazon AppFlow”

* databrew - the section called “Amazon Glue DataBrew”

« datasync - the section called “Amazon DataSync”

* directconnect - the section called “Amazon Direct Connect”

¢ ecs-sc - the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “Amazon Web Services Marketplace”

* opsworks-cm - the section called “Amazon OpsWorks for Chef Automate”

« rds - the section called “Amazon RDS # Aurora”

e redshift - the section called “Amazon Redshift”
+ sqlworkbench - the section called “Amazon Redshift Zif) 4w %E 85 v2”

BEERHBHEM Amazon RS EENERN , FEREREEEH.

BXxFERAZANRSHTEIIR , B Mthe section called “Amazon £/ Amazon Secrets Manager
MEZER RS

Amazon AppFlow

¥ Amazon H AppFlow , H&F—1 SaaS RRAREFEEN RN BIRET , BREIET —MEE, X
BIEEET SaaS NARFAENGEER , fAlNSHRIESE. AF|NED, TR ENEZERE

Amazon AppFlow 214
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AppFlow 7 £ BIZXH Secrets Manager £ & Z4AHappflow. FHREANFRACTEELIHH
F AT AppFlow, BEXEZEE | 52T % AppFlow F 1§ AppFlow B SR BRI

Amazon Glue DataBrew

Amazon Glue DataBrew 2% DETERMINISTIC_DECRYPT, DETERMINISTIC_ENCRYPT Fl
CRYPTOGRAPHIC_HASH B A ZBMKZLMBFEFNMASHER (PIl) , ZBBEEERAFHEE
Secrets Manager Z4AF I MZ 4, MREME A DataBrew BRIANZ4ARF M INZH4A |, M DataBrew
2B NTFEIRNEEFHdatabrew, FHERNZAISEFEATAH DataBrew,

Amazon DataSync

NTREE XM RSEME S | Amazon DataSyncDiscovery i RS BB A ENER.
DataSync FiX L1746 7 51 2R HY Secrets Manager EE # 4 datasync,. BEERIFHAL
F#H. BXEZEER |, {55 HAmazon DataSyncH F 15 FF BV R A i 77 % R 48 78 1 2 DataSync
Discovery,

Amazon Direct Connect

Amazon Direct Connect fHE #Z xR B A MRFNEZ XK FHFT ( CKN/CAK 3t ) FEETEIR
directconnect WHE®HF. ZHMK AR T ETE Amazon Direct Connect IR AH, EEHULL
=4, B JER Amazon Direct Connect M IE Secrets Manager. BEXEZE LR |, 35 Amazon
Direct Connect i P8R #Y¥ MACsec CKN/CAK 5 LAG X Bk,

Amazon Elastic Container Service

H¢RfEMA Amazon ECS Service Connect i , I &3k ECS 8 Secrets Manager %45k 17 Amazon
Private Certificate Authority TLS if$., F&ZANZA T EE Amazon ECS AT, EEHE
4, BAFER Amazon ECS M & Secrets Manager. BXEZER , B R (I D4 REER
SHKREEE) PHH A Service Connect B TLS,

Amazon EventBridge

L2412 Amazon EventBridge APl B#REt , 23§ HiE#E EventBridge F#EEF B BIERH Secrets
Manager £ E & Hevents, FHUFHNK AT ESESER API EFHBRRAT. EFHUERR , B&

Amazon Glue DataBrew 215


https://docs.amazonaws.cn/appflow/latest/userguide/data-protection.html#encryption-rest
https://docs.amazonaws.cn/databrew/latest/dg/recipe-actions.DETERMINISTIC_DECRYPT.html
https://docs.amazonaws.cn/databrew/latest/dg/recipe-actions.DETERMINISTIC_ENCRYPT.html
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https://docs.amazonaws.cn/datasync/latest/userguide/discovery-configure-storage.html
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JfE R EventBridge M3k Secrets Manager. BXEZEE. , 12 # Amazon EventBridge A i§m
8 API B B9ib,

Amazon Web Services Marketplace

HI&EA Amazon Web Services Marketplace Quick Launch B , Amazon Web Services Marketplace
L2FEN RG-S AER4E —#9 K. Amazon Web Services Marketplace &5 A[IE Z4A4ER
Secrets Manager R EMEBFRELNKF P, FHBBHRATEE Amazon Web Services
Marketplace BN %R, EFEFMILE , B2ATER Amazon Web Services Marketplace T 3F Secrets
Manager. BEXxEZEE , H5 (Amazon Web Services Marketplace SERER) FHIEE Quick
Launch,

Amazon OpsWorks for Chef Automate

U IR TE B 22 #7 BR %5 838 Amazon OpsWorks CM , OpsWorks CM £ iRE258Y1E B E 6K 7E Secrets
Manager B Z4AH , IR N B Ropsworks-cm, LLFAK KA B ETE Amazon OpsWorks K & F
., BXREZEE , 2 Amazon OpsWorks i FfER B E K Amazon Secrets Manager,

Amazon RDS F Aurora

EEE S Aurora FERHY Amazon Relational Database Service ( Amazon RDS ) WERAFE

if , Amazon RDS Al AN REIZIEERH, BEENURAZAHZAH. Amazon RDS R EE X LLE
FRH, BXRXEZEER , 525 (Amazon RDS AFER) HHEA Amazon RDS #1 Amazon
Secrets Manager EEZ B {Amazon Aurora AAF1§r) HEYEA Amazon Aurora 1 Amazon
Secrets Manager EE %1,

BExHftt Amazon RDS Zif , i52 ¥ the section called “BIEHIEEZ4R",

Amazon Redshift

EZE Amazon Redshift BB 7 i , Amazon Redshift TAR BRI B IEERR, BEEHNIHR
X 13%A. Amazon Redshift A EIRIXLEIENHR, BEXEZER , HZH (Amazon Redshift B
™) FHMEA Amazon Secrets Manager & Amazon Redshift BIE & %1,

A xH b Amazon Redshift £ , {5 the section called “BlEHIEER4A"., B HAHRE API Bt
MNEMEFEAWER | FHSREH Amazon Redshift #13#& APl, EE#H Amazon Redshift & 4x 523 1E
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https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
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BEIBEENERARE | B255 (Amazon Redshift E2ER) FHEAEAFRESSHEIEEM the
section called “Amazon Redshift Zif]47%E88 v2’o

Amazon Redshift Zi4R4ES v2

£ Amazon Redshift EiJ4wEET v2 EZZIBIEER , Amazon Redshift AR EULF M EH G 8l
% sqlworkbench B9 Secrets Manager £ E %4, FELZEANRA T EEMEA Amazon Redshift
WEAS, EFHMILLFE |, BS4MEEH Amazon Redshift M3k Secrets Manager. B XEZEL | iF
Z % {Amazon Redshift EX{ER) PH £HAEARES v2.
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£ Amazon Secrets Manager VPC & ix T &

BANBWEBELTENALERNEFRINE AME L2 TRAEZSHEMRRE, SoEIeIZEED

VPC %17 R7E VPC & Secrets Manager ZRIZE M FAEiERE, #Oixm B Amazon Privatelink
BEXE  ZRAZEFEEIFILEIEEE Secrets Manager APl , METERABEBRMMKE, NAT
1®%. VPN i#E#5 Amazon Direct Connect #E#, &# VPC EFEI’Jﬂ—ﬁlJT%E ‘A IP utEN AT 5
Secrets Manager AP| #1THBE, &8 VPC 5 Secrets Manager 2 BIFVREFT 2B Amazon M4,
BEXEZER , 52 (Amazon VPC AF#E®M) FHED VPC im A (Amazon PrivateLink)e

¥ Secrets Manager £/ Lambda 3 EHFHIREZH (NI ERFEERIUENZER ) i1, Lambda B
B RIBY M IEERM Secrets Manager X HiER, EEAZEFIEEAEIRIRE , Secrets Manager
HESENBTFEEHERBHN VPC FEI2 Lambda B, BIEER— VPC HEIE Secrets Manager i
&, BMEM Lambda 3 #:E ¥ [E Secrets Manager & HHIER T4 4E H Amazon M4,

MR NiHm LS AFAE DNS |, M AEARRERERN DNS EHAEXE A , [@ Secrets Manager
KL APl ER |, fflf0 secretsmanager.us-east-1.amazonaws.com. BXEZEL , 55
{Amazon VPC AIF{EmM) FIEEE Oim L5 RS

WA LB E RN R RIS P B S R RHRXT Secrets Manager BiERKEH VPC i, BXEZES
&35 the section called “/Rfl : BRF VPC’,

&% ] LAE A Amazon CloudTrail A &R T iHE&EE VPC LimT SERAMEZENER.
A Secrets Manager 12 VPC i =

1. EZ® Amazon VPC AFERMHPWAIEE DK ET R, FARSER

com.amazonaws.region.secretsmanager
2. ERHNKIRTRNGE , ESAEALET LRKIEEG VPC LinT S8 15 R R,

/\%Lalr]

BEEEEEAZN FRGE, EiR, SHIMER VPC xR, ER , B ESEAZHN FRHE
A VPC iR, BX VPC HEWELE , 2@ (Amazon Virtual Private Cloud FIF{ER) M S5HAM
JHKF —_JL VPCo
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https://www.amazonaws.cn/privatelink
https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.amazonaws.cn/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.amazonaws.cn/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-sharing.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-sharing.html
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£ Amazon CloudFormation #8612 Amazon Secrets
Manager %4

BT LAE R CloudFormation #4RHH) AWS: :SecretsManager: :Secret &IJRTE CloudFormation
MR AIERE , W SIEBYH BT

ZE 7 Amazon RDS & Aurora t|2EE R 240 , BIEEM AWS: :RDS: :DBCluster HH
ManageMasterUserPassword. A/ , Amazon RDS NiEGIEZAHEERI, BXEZEE | iF
SHEEREE,

¥ F Amazon Redshift ;1 Amazon DocumentDB i , i5 & 5 FF Secret Manager 4 R
ZHENEFR , AEFERAISSANZZERPIREAFBNEE , LAEFRKIEENEILE,

ETX , fEA AWS::SecretsManager: :SecretTargetAttachment ®FNEXRBIEE

I 4{E 2R INE Secrets Manager EERBRZANEH. Re , EEAERER , #FEH

AWS: :SecretsManager: :RotationSchedule BRHRBELIHLEIMITR] . BESFHUTRA

« {#F Amazon Redshift {Eiif Bl 2 334H
« {#F Amazon DocumentDB Eiif Bl 2 334

EFRRREMMBEHMWE , EEMA AWS: :SecretsManager: :ResourcePolicy &Ko

B {EH Amazon CloudFormation SIZ & RMNEE , 525 (Amazon CloudFormation A/ 1ER)
R T EERER AR, &t a]LAEH Amazon Cloud Development Kit (Amazon CDK), BXEZE
B |, i35 ® Amazon Secrets Manager 2 fE,

£ A Amazon CloudFormation €2 Amazon Secrets Manager % 4R

RSB E —/NE H CloudFormationCreatedSecret-alb2c3d4e5f6 4R, BIBERTH
) JSON , EF 388 — 1N 2 MNEFNEFE , ZEBERECEZHARERN.

"password": "EXAMPLE-PASSWORD",
"username": "saanvi"

R BIEHA LT CloudFormation &R :
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-secret.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-rds-dbcluster.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-secrettargetattachment.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-rotationschedule.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-rotationschedule.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-resourcepolicy.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
https://docs.amazonaws.cn/cdk/api/latest/docs/aws-secretsmanager-readme.html
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« AWS: :SecretsManager: :Secret

B X fEH Amazon CloudFormation BIZ&RME LS , 1§50 (Amazon CloudFormation FAF¥EmE)
B 7 AR AR E A AR,

JSON

{
"Resources": {
"CloudFormationCreatedSecret": {
"Type": "AWS::SecretsManager::Secret",
"Properties": {
"Description": "Simple secret created by Amazon CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \'"saanvi\"}",
"GenerateStringKey": "password",
"PasswordLength": 32
}
}
}
}
}
YAML
Resources:

CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by Amazon CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-secret.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
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B B3 % Amazon Secrets Manager %48 , RAEEH
Amazon CloudFormation €12 Amazon RDS MySQL ##E = 3541

ZE 7 Amazon RDS & Aurora B|2EE 7 Z40 , BIEE A ManageMasterUserPassword , #0
AWS: :RDS: :DBCluster FHIRHIHN EZHMEBIE Secrets Manager Z4AFT R, A5 , Amazon RDS
NIEQBRBAHEERIR, BXEZEE , BSREERHE,

5 812 Amazon Secrets Manager Z4A I 5% Redshift S£8
Amazon CloudFormation

EH Amazon Redshift |2 EE A FH , RINBWEFEAMNPH TR
fl, AWS::Redshift::ClusterAWS: :RedshiftServerless::Namespace

2|2 Amazon Secrets Manager %48 , ARG EH Amazon
CloudFormation €2 Amazon DocumentDB 3545l

RGO — MR HERZREBEFNEIEENAF B , 4/2—1 Amazon DocumentDB 3£
fl. ZZAEMMATEEEALGRZANETRRENER, ZERETUN BREBIER 012
Lambda 3R EH , HERFRENMAHRANESAE—XRLSF 8:00 £ 10:00 2B Bz, EAR
SHRESRE | iZ=HI2F Amazon VPC H,

B RBIFFLLT CloudFormation IR A T Secrets Manager :

« AWS::SecretsManager: :Secret

« AWS: :SecretsManager::SecretTargetAttachment

 AWS::SecretsManager: :RotationSchedule

B X fEH Amazon CloudFormation BIZ&RME S , 1§20 (Amazon CloudFormation FAF¥ER)
B T RS AR B A AR,

JSON

"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS::SecretsManager-2020-07-23",
"Resources":{
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
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"TestVPC": {
"Type":"AWS::EC2::VPC",
"Properties":{

"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames":true,
"EnableDnsSupport":true

I
"TestSubnet@1":{
"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.96.0/19",
"AvailabilityZone":{
"Fn::Select":[
"o,
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

iy
"VpcId":{
"Ref":"TestVPC"

iy
"TestSubnet02":{

"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone": {
"Fn::Select":[
nyn
{
"Fn::GetAZs": {
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

JSON
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}

iy
"SecretsManagerVPCEndpoint": {

"Type":"AWS::EC2::VPCEndpoint",
"Properties":{
"SubnetIds":[

{
"Ref":"TestSubnetol"
},
{
"Ref":"TestSubnet2"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",
"ServiceName": {
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
},
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

},

"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{

"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ssIl\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"
I
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"
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I
"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{
"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"
I

"MasterUsername": {

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :username}}"
iy

"MasterUserPassword":{

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :password}}"

1,
"VpcSecurityGroupIds":[
{
"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"
]
}
]

I
"DocDBInstance":{
"Type":"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.1large"

1,

"MyDBSubnetGroup": {
"Type":"AWS: :DocDB: :DBSubnetGroup",
"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{

"Ref":"TestSubnet0l1"

JSON
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}I
{

"Ref":"TestSubnetd2"

3,
"SecretDocDBClusterAttachment": {
"Type":"AWS: :SecretsManager: :SecretTargetAttachment",
"Properties":{
"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

},

"TargetType":"AWS: :DocDB: :DBCluster"

1,

"MySecretRotationSchedule":{
"Type":"AWS: :SecretsManager: :RotationSchedule",
"DependsOn":"SecretDocDBClusterAttachment",
"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda":{
"RotationType":"MongoDBSingleUser",
"RotationLambdaName" : "MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join": [

n n
’ ’

L

"Ref":"TestSubnetol"
1,

{
"Ref":"TestSubnet02"
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}
]
]
}
},
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
}
}
}
}
YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet0l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone:
Fn::Select:
- 'Q"
- Fn::GetAZs:
Ref: AWS::Region
VpcId:
Ref: TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone:
Fn::Select:
- '1"
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- Fn::GetAZs:
Ref: AWS::Region

VpcId:

Ref: TestVPC
SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:

SubnetIds:

- Ref: TestSubnet0l

- Ref: TestSubnet02

SecurityGroupIds:

- Fn::GetAtt:

- TestVPC
- DefaultSecurityGroup

VpcEndpointType: Interface

ServiceName:

Fn::Sub: com.amazonaws.${AWS::Region}.secretsmanager

PrivateDnsEnabled: true

VpcId:

Ref: TestVPC
MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager::Secret
Properties:

GenerateSecretString:
SecretStringTemplate: '{\"username\": \'"someadmin\",\"ssl\": true}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: "\"e@/\\"

Tags:

- Key: AppName
Value: MyApp

MyDocDBCluster:
Type: AWS: :DocDB::DBCluster
Properties:

DBSubnetGroupName:

Ref: MyDBSubnetGroup

MasterUsername:

Fn::Sub: "{{resolve:secretsmanager:${MyDocDBClusterRotationSecret}: :username}}"

MasterUserPassword:

Fn::Sub: "{{resolve:secretsmanager:${MyDocDBClusterRotationSecret}: :password}}"

VpcSecurityGroupIds:

- Fn::GetAtt:

- TestVPC
- DefaultSecurityGroup
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DocDBInstance:
Type: AWS::DocDB: :DBInstance
Properties:
DBClusterIdentifier:

Ref: MyDocDBCluster
DBInstanceClass: db.r5.large
MyDBSubnetGroup:
Type: AWS: :DocDB: :DBSubnetGroup
Properties:
DBSubnetGroupDescription: ''
SubnetIds:
- Ref: TestSubnet0l
- Ref: TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretlId:
Ref: MyDocDBClusterRotationSecret
TargetId:
Ref: MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule
DependsOn: SecretDocDBClusterAttachment
Properties:
SecretlId:
Ref: MyDocDBClusterRotationSecret
HostedRotationLambda:
RotationType: MongoDBSingleUser
RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds:
Fn::GetAtt:
- TestVPC
- DefaultSecurityGroup
VpcSubnetIds:
Fn::Join:

n n
’

- - Ref: TestSubnetdl
- Ref: TestSubnet02
RotationRules:
Duration: 2h
ScheduleExpression: 'cron(@ 8 1 * ? *)'
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Secrets Manager #{A/§ A Amazon CloudFormation

LIREREE AT BRI INAER | Secrets Manager & H Amazon CloudFormation N e|ZEHF
BN ER, IREERSEDOIETHOEREE , I Amazon CloudFormation 2E F 15X W
REEBENR S8 — AWS: :Serverless::Function. ARG Amazon CloudFormation &1i%E
RotationSchedule , XL REFIAMNLIRE MR AN, TS BHRIRIIEET , BRI LUEEE
& View stack ( BEE HEtk ) LAEE Amazon CloudFormation #1%,

BXREAEDRRUENEE , BSH Bk BH.
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#£ Amazon Cloud Development Kit (Amazon CDK) | %
Amazon Secrets Manager # 48

E7Z COK RARERDOIE, EBNRERNA , B LER Amazon Secrets Manager #J1&
B , HPBE T ResourcePolicy. RotationSchedule, Secret, SecretRotation Hl
SecretTargetAttachment ¥4,

BXRRH, B -

- BT EAZHNE
< RRBIEEZH
- HEASHEH X

BHX CDKHEZEELR |, i3 Amazon Cloud Development Kit (Amazon CDK) v2 FF & A R &,
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https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager.RotationSchedule.html
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager.Secret.html
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager.SecretRotation.html
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https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#creating-json-secrets
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#importing-secrets
https://docs.amazonaws.cn/cdk/v2/guide/get_secrets_manager_value.html
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#grant-permission-to-use-the-secret-to-a-role
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#rotating-a-secret
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#rotating-database-credentials
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https://docs.amazonaws.cn/cdk/v2/guide/home.html
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¥ # Amazon Secrets Manager #4A

Amazon 124t 7 W T B3kI512 Secrets Manager 47, £ BB IR FITIREHEEHWHEE S
PATIRE . WREFEEFHETMBINNEARER , BAUFEABRE , HERTETENE R, BETHL
REBIRET LR ZANHEFE A= R AL E,

FH
 f£/ Amazon CloudTrail i23% Amazon Secrets Manager
- J¥2& Amazon Secrets Manager &5 Amazon # 17 Eft EventBridge

« Amazon Secrets Managerf£ | Amazon # 1T #2 CloudWatch
- /A Amazon CloudWatch %521t XMl BR# Amazon Secrets Manager 4R

f#/ Amazon CloudTrail i3 Amazon Secrets Manager E#

Amazon CloudTrail 2 FiEX Secrets Manager #9 APl A AiEZ N EH , BIEM Secrets Manager
BHAERENEAR , UREXERANBAMRAERERN S NEMEH, HX Secrets Manager 1%k B
£H%HB%%K , S CloudTrail H,

B LAER CloudTrail BHIAEF &KL 90 XiERKNEH, EFLIEREMNAmazonkF HHEH
‘D5 Secrets Manager WS4 |, BRI —MNRER , UER BEXH CloudTrail £2%i %] Amazon S3 17
K. BSRANEN Amazon Ik BIERERISR, BHBAILEE CloudTrail WK B ZNMAmazon
Web Services Mk 7 F# CloudTrail B & 3X#Amazon Web Services X i,

&0l LAEL B HfbAmazon RS , LA —F 5 4L 2 CloudTrail B EHRIWENEIE. £EF S CloudTrail
HEBAmazonfRS5E K. ZH&[E Amazon S3 Fi&# CloudTrail & ¥ 8y B E 3R |, 83& v LA E
BH, BX{EE , HZ A E Amazon SNS &4, CloudTrail

M CloudTrail BER# & Secrets Manager B4 ( %18 )

1. 3TFF CloudTrail ##l& , Mt A https://console.aws.amazon.com/cloudtrail/,
2. BEREFEENXESHNXE, 2HENEREMEXEPRENBLEER, NMEFHELELAN
T RS &R PERXE,
. EEMNSME®KD | %R Event history (B4 £iEFH).
4. % Filter (k) MM/ Time range (R ESEE) UAEBBEEREET RN EHS. flw , BEEF
P& Secrets Manager =4 , X F Select attribute (£ E %) , £ Event source (BH4R). A
Ja , X¥F Enter event source (31 ASHIR) , % secretsmanager.amazonaws.com,
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https://console.amazonaws.cn/cloudtrail/
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5. EEEESUMARGE  BEREAZLNREITFIXL. EEEMAARAEFE | HiiE View event (B
BEEH).

Amazon CLI

Example M CloudTrail B&E A 3R Secrets Manager ZE#

BAR lookup-events RBIFEK Secrets Manager B4,

aws cloudtrail lookup-events \

--region us-east-1 \

--lookup-attributes
AttributeKey=EventSource,AttributeValue=secretsmanager.amazonaws.com

Secrets Manager BY Amazon CloudTrail % B

Amazon Secrets Manager &7 Secrets Manager LK SR AM BREXN EMEFNSZE
E A Amazon CloudTrail BE . BXNXESHHRITRENEER , 5SS ¥ Secrets Manager JEzh 5
EventBridge.

=¥ = E3idl

« Secrets Manager /R BE%E
- BXMRBRENBERE

- AIATEHNBERE
- BXRHBRBRENBERE

Secrets Manager 24/ A &% H

B3 @A Secrets Manager #BEERNWEHEER "detail-type": ["AWS API Call via
CloudTrail"],

(® Note

£ 2024 F 2 AZHi , —% Secrets Manager #ERENEHF I SWE ARN B “arn” MF =2
“arn”s BXEZEE. , iHZ[ Amazon re:Post.

LU —RIB RS @S API, SDK = CLI i@ Secrets Manager & 4E8t 4 K # CloudTrail %& B,
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BatchGetSecretValue

HBatchGetSecretValuelREE K. BEXRRZZEMER |, BHSH K EZ4,

CancelRotateSecret

HCancelRotateSecreti#fEAE K. BXERMNEZER |, FSH i %4,

CreateSecret

HCreateSecretiRfEE K. BXBIEZFFANEER , BSH QBN EEZH,

DeleteResourcePolicy

A DeleteResourcePolicyREE K. BXNENEL , TS SFHRIEMIGEZES,

DeleteSecret

HDeleteSecretiBEE K. BXMERZIAMER , FSH the section called “MiIERZ4A",

DescribeSecret

i DescribeSecreti&E4E Ko

GetRandomPassword

I GetRandomPasswordi&{E4 K o

GetResourcePolicy

M GetResourcePolicy#BBE4E K. BXNXEBHNEER , BZH SOKRIUERGRZES,

GetSecretValue

HGetSecretValuefBatchGetSecretValuelEE K. EXRRZFANER |, H5H REZHH,

ListSecrets

HListSecretsi#BEE K. BXRIIEZHEANEER , 1S A the section called “E#K %47,

ListSecretVersionlds

HListSecretVersionldsi&E4E K .

PutResourcePolicy

M PutResourcePolicy##E4£ K. BXNXEBRHNER , ESH SOKUERERZEH,

PutSecretValue

HPutSecretValuelREE K. BXEFZHANEL |, 5SS the section called “1& 247,
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_CancelRotateSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_CreateSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_DeleteSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_DescribeSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_ListSecrets.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_PutSecretValue.html
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RemoveRegionsFromReplication

I RemoveRegionsFromReplicationi@EE K. BXREFIZRANEZE LR , iHSH the section
called “fF 2540 & HI 2 H A X3,

ReplicateSecretToRegions

M ReplicateSecretToRegionsi@EAE K. BXEHZHAMNESLEE , 1S the section called “FF &
AEHFHMBXE,

RestoreSecret

HRestoreSecreti#2fEE K, BXRIEFECHBRFHAMEER , ES 1 the section called “REZ4A”,

RotateSecret

MRotateSecretiREE K. BXEMNEZFELR , BSH Bk BH,
StopReplicationToReplica

HStopReplicationToReplicalRE4E K. BXEFIBEAMNEZFELR , 5SS the section called “F
SAEFEHMXE

TagResource

M TagResourcel@E4E . BXRIRICHIAMNER , 5SH the section called “¥rid Z4EA",

UntagResource

HUntagResourcei@fE4E K. BXREVEZRAMRSWEER , 55 H the section called “Frid Z4H7
UpdateSecret

MUpdateSecreti@E4E K. BXREMBLANER , S H the section called “1EHE",
UpdateSecretVersionStage

M UpdateSecretVersionStageiR £ K. BXREMEBMNEZEER , i5Z 5 the section called
“Version”,

ValidateResourcePolicy

FValidateResourcePolicy#REE K. BXNRHER , TS H SR IUERGRZES,

BRI BERE

BR T £ 5 Secrets Manager #1EBRWEHIL , Secrets Manager E 24 KA T ERIBRBERNE
#, XLEEHER "detail-type": ["AWS Service Event via CloudTrail"].
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_RestoreSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_RotateSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_TagResource.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_UntagResource.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_UpdateSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_UpdateSecretVersionStage.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_ValidateResourcePolicy.html
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CancelSecretVersionDelete

B Secrets Manager R4 K. MREEFRANZELA LA DeleteSecret , REHRA
RestoreSecret , N Secrets Manager 2 W RN BN ZARAIERLES., BXRERSHBRE
tAMNE R |, IS the section called “lIkE %4R7,

EndSecretVersionDelete

eI BR AR ANET B Secrets Manager RS £ K. BREZEE , 15 the section called “fil Bk
%4,

StartSecretVersionDelete

£ Secrets Manager ¥ 241 B 2 4A MR 4Bt A Secrets Manager RS R . BXMBRZENES | 1B
29 the section called “MiER3248",

SecretVersionDeletion

£ Secrets Manager MR B F AWM AET B Secrets Manager REER. BXEZEER |, HS
%) 25 EA RS o
AATEHRNAESRE

BRT £ 55 Secrets Manager I#1EBRINEHIL , Secrets Manager Rt T EEHBRNE
#, XLEEHER "detail-type": ["AWS Service Event via CloudTrail"].

ReplicationFailed

EEHIRMETH Secrets Manager RES4EK. BEXREFHBHNEZER |, 1S the section called
A E H B H A X,

ReplicationStarted

£ Secrets Manager FF A& #2478 Secrets Manager (RS E K. BXEFRANEZELR | B
2R the section called “NZHAEFIEEMWXE",

ReplicationSucceeded

ERIhE HlZ£AT H Secrets Manager RFEK . BEXREFHANEZEE |, BSH the section
called “HZ{AEH B HMXE,
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BREHRRENBERE

BR T £ 55 Secrets Manager I#EBRIWEHIL , Secrets Manager RSt KA T ERIBRBERNE
#, XLEHER "detail-type": ["AWS Service Event via CloudTrail"].

RotationStarted

£ Secrets Manager FF a5 234R 84 1 Secrets Manager (RS 4£ K. BEXEMNEZEL |, B35
B B8,

RotationAbandoned

£ Secrets Manager IMFRIRE R HF NBHANE NI E RAHI ER AWSPENDING #rE8tH Secrets
Manager BRFHE K. HETERIRHE B 0 ZEAMNIMRAE! , Secrets Manager 2ERIR, HXE
BRNEZER , HSE Rk B,

RotationFailed

ERHR K METH Secrets Manager RESEK. BREBRNEZEER , S the section called “ %
B BHEE,

RotationSucceeded

TR DRI ART B Secrets Manager [RFEK. BRXERNESZER , 3R Bk 9,
TestRotationStarted

EFF MR AN 8 R TR I B A9 Z4ART B Secrets Manager RS E R . BXREHENEZE
B, BSlH ik 4.

TestRotationSucceeded

E R IR AN 8 R TR I B i Z4ART B Secrets Manager RS E K. BXREHENEZE
B SR B #,
TestRotationFailed

FEM R EAN R IR LR ZEA B R KM AT H Secrets Manager BRZ4E K. BRIERH
EZ{ER | {55 the section called “ B pl B HEE",
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F# %€ Amazon Secrets Manager £5 Amazon 3 1TIEHE
EventBridge

I S # e EventBridge , SR LAPLEL CloudTrail B &% B $#) Secrets Manager B4, &7 LAE
iE EventBridge MNIREBHRXLEH , RAEFEHERNEGLET BFRUAEKEITE. BX Secrets
Manager i23%H# CloudTrail & B %X , 2 ®CloudTrail 8., HXi&E i EventBridge , 35
{EventBridge FiFF#§R) EventBridge®# “Al 7"

MR EREREEZHTE

AR RBIERT —H EventBridge BHER | ZEXNSHFAE NN B EZ B HITE,

"source": ["aws.secretsmanager"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {

"eventSource": ["secretsmanager.amazonaws.com"],

"eventName": ["DeleteResourcePolicy", "PutResourcePolicy", "RotateSecret",

"TagResource", "UntagResource", "UpdateSecret"],
"responseElements": {
" ["arn:aws:secretsmanager:us-west-2:012345678901:secret:mySecret-

arn":
alb2c3"]

}
}

ERMRFAEN RS AF

R RHBIERT —H EventBridge EH4EN , ZEXERFHENSEIRRMAENYNZEERN
CloudTrail B&E% B LA, BT HLEEHFRKE Secrets Manager #4E , HLENIH Secrets Manager
RESER , AtHEBHLMETE detail-types

"source": ["aws.secretsmanager"],
"$or": [
{ "detail-type": ["AWS API Call via CloudTrail"] 3},
{ "detail-type": ["AWS Service Event via CloudTrail"] }
1,
"detail": {
"eventSource": ["secretsmanager.amazonaws.com"],
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-get-started.html
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"eventName": ["PutSecretValue", "UpdateSecret", "RotationSucceeded"]

Amazon Secrets Managerf§s | Amazon 1T #2E CloudWatch

#& ] LAAmazon Secrets Managerf£E/l Amazon #4712 CloudWatch , Amazon U R EIEH

HAEJ ARAE R IER. XERITTHBELRE 15N, NEEREBILRALEER , HiEB
Bifih T RIEH Web RLARFHBRFSHHITHER. A, TLEBEATUENSERENER , H1ER

FMENRERZOESBAFNITERE, BXEZER , FSH Amazon CloudWatch A iEE,

Xt F Secrets Manager , H{REY API IERERHIK - AN FRAREXESERER , RATSUER
CloudWatch 12 E{R, #& AT BAEA CloudWatch W2 {E#Y Secrets Manager . BXEZELR ,
B0 220K 3 B4R LA ¥ Amazon F{L 5 A,

FH

« Secrets Manager ¥E¥rF14E FE

- BIEEERISIEE Secrets Manager $E#5

« Amazon S CloudWatch ynthetics N BABRIEE &

Secrets Manager 18/r 4 E

AWS/SecretsManager & Z=HBIELL T EHR.

FEFR iR
ResourceCount Bk R RS, SRS HMBRA A, ZIBRE/ N AR —
B4 iR

Secrets Manager IRV 4E,

HE EiR
Service SEZERN Amazon [RFWE . X T Secrets Manager , It

HEWENRN Secrets Manager,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
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$HE iR

Type EEREHKREMETR, 3FTF Secrets Manager , LWEEHE R
Resource,

Resource EEBETHRENER, 3FF Secrets Manager , Lh4EENE R

SecretCount »

Class Too

BRI AR CloudWatch 384548 #Y Secrets Manager AP &R 3
{EGetSecretValueDescribeSecretListSecrets., . MEMiFER, EERKIER , F&
CloudWatch &l & FiERFEREN , AEEEREPMAZNE R , flilsecrets,

BB HER LR Secrets Manager 3545

&R LA — 4 CloudWatch Bk , HIERERERCHSHERRSREZEN |, ZERSKIE
Amazon SNS JHE ., HESEREEENNRREERENMER | AR\ ZERES THRREN T4
ERENERITRE, BRI FEMWREZZCARAEE. CloudWatch BHRALMRXENEMNLT
BERSRBARE | ZRSVAEEXRHRE T IEEN R H B,

EXEZEER , 2 EH Amazon CloudWatch 2R ME T ZER I 6]2 CloudWatch Z1R.,

Amazon S CloudWatch ynthetics iNBBFIE &

Amaz CloudWatch on Synthetics @4 ¥ 2RIt XIETHW AR EM A , ATHEZNLIRET S AP,
S REREHENELHPITEZTFHERNERE  XELEBBERIEZNEF 4R , BIERHNNARE
FHEEEAEFRE,

BXRUMMER Secrets Manager Rl , iEZFFEH Canary SEAM Amazon IRS & H.

£ Amazon CloudWatch % #2 1+ XM BR#Y Amazon Secrets
Manager 4R
&AL & A Amazon CloudTrail, Amazon CloudWatch Logs #l Amazon Simple Notification

Service (Amazon SNS) ReIEEE , NERRBAMENTAHESR , ZEB2OBREEHM, W
RIEWBEEMNBEHN , B EERCEMBRZY , LABCESHERAERABIEFEMER. £H

Bl & BRI Secrets Manager 845 539


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_WritingCanary_Nodejs.html#CloudWatch_Synthetics_Canaries_AWS_integrate
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HETRLKSHEARRE , RNENATREEC. HE , EURFEEAFMANTEANFAEERKRE
AP

LTSRN ES A EEIREEMN GetSecretValue BEMNIFRE ALK CloudTrail B&
XHRREIEH, AT ZARTEM APl BRIEMT LA EE, b CloudWatch &1 M| 7] 8E 3% BB
ENMNASNARFECEASNEIENFERAER.

EEFHRIXLESRER , KAEFTE R EE DR Amazon Secrets ManagerAPI &3k # Amazon Web
Services X35 MM~ #/Z A CloudTrail, HXHA , 35 Amazon CloudTrail {AFERE) $HE
IR B R ERo

HZB 1 . fF CloudTrail BENHEE N K% F CloudWatch Logs

& CloudTrail B A SXHELE N &£ % CloudWatch Logs. WEEREIE KR |, CloudWatch Logs
A A& XY Secrets Manager API &R IERiX & BEX M4 , R ZSHIBRNES.

ZEFE CloudTrail BEX#H 34 E| CloudWatch Logs K55

1. 4 https://console.aws.amazon.com/cloudtrail/ , ¥TFF CloudTrail ##1&,
2. EWHFHSME=L | %EEF Amazon XA IEE,
3. EEMSMERS , EFRIR , RFEREENRN CloudWatch Bt E K BRERE #Fo
4, EREFEENREL , @ TR E CloudWatch Logs 2% , AR kR HEERR
e )o
5. XTF New or existing log group (FfTVHIEHN BEH) , BABRELAMEN , 0 CloudTrail/
MyCloudWatchLogGroup,

6. XITF IAMrole (IAM &) , A LAER B 7 CloudTrail_CloudWatchLogs_Role BVERIAA G, ZA
BEERINARERK , EPEE CloudTrail E4% X2 A EAFTENNR,

7. 1%&3% Continue (#4L) UREFEHNEE .

8. 1£ Amazon CloudTrail &5k~ API SEZIXEXH CloudTrail E4{%i% % CloudWatch Logs H
SETELE , ®BAW

S8 2 : 8l# CloudWatch &

E £ Secrets Manager GetSecretValue APl #4EE R G R SHIBRZ LA R ZE A |, BT 01
CloudWatch &8 HElEB A,

S8 1 ¥ CloudTrail BEXHELE N A#E CloudWatch Logs 240


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://console.amazonaws.cn/cloudtrail/
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B2 CloudWatch 3k

1. & FF CloudWatch # %% : https://console.aws.amazon.com/cloudwatch/o
2. EMMBESMmEESd  EFREGREZRHABN Amazon X,

3. EEMSMERD , % Logs.
4

£ Log Groups (A&4) 5k |, A BE E—PIEFCNEMN BEA (W0 CloudTrail/
MyCloudWatchLogGroup ) Zi8 Y E%AE, &R AIBIEPRIFIESS,

5. WTFHAEN , BARKBEIUTAR

{ $.eventName = "GetSecretValue" && $.errorMessage = "*secret because it was marked
for deletion*" }

% Assign Metric (2 B 1E¥R)o
6. 1E Create Metric Filter and Assign a Metric WE L , FUITATRE -

a. XIF Metric Namespace (fE#rin & Z=H) , #A CloudTrailLogMetrics.,
b. XIF Metric Name ( ¥8#5& %5 ) , B A AttemptsToAccessDeletedSecrets,
c. ERETERIEIRE , WBXLE , BHF Metric Value (E#5E) B A 1,
d. 1%#% Create Filter,
7. TETRERRAEF , EHF Create Alarm,
8. 7t Create Alarm BOH , HUITUAT]RE :

a. XWFEH , #BA AttemptsToAccessDeletedSecretsAlarm.
b. 7 Whenever: (83:) T, B is: (&) & >= HEA 1.
c. ¥t Send notification to: 3 , ITEA T igEZ— :
- BRIEHAFEAFH Amazon SNS £/ , FRABFRIIR , ARRAFEIENEH. IF

Email list: , B AZ D> — N FHRHFibut, BRINBASANE TRt | HERESFHE
IR FF -
- EEAYA Amazon SNS =& , EEREFANTEN BN . WRIRFFE , BLEEF
Select list ((E£#FH5R).
d. i%&# Create Alarm ( BIEEE )
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R

B 3 M CloudWatch &

RAriEmE

ENRAEE OB , i EERR. A5 SHLRENE. CESETREN i RREK
B —-HE 7R, TRELIZTIMBRNBANERRBR.

S5, 3 : ik CloudWatch &%
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Amazon Secrets Manager B4 M 18 IF

&£ A Secrets Manager WE MR EERTEBENHRE, RGNS BRURERANER
E#o. Amazon LT RIRRBENHEZ SN

- Z2MEEWM Quick Start IEFZE M EEM M Quick Start 157 - XERFERmEITIL T RIESE
I, FRME T E Amazon LHEETZ2MNESHMNE LR SR,

QRIS HPAA Z2MFEMMERNEN) BEPH - kB R BT E L B HAmazont)

& HIPAA FRER N AR R,

« AmazongMMERR - UL FSFMMEEES V@A TENTLRMVE,

 Amazon Config 21HERREENSN KK, TULERIEANRR. BXESZER , 5 Hthe
section called “EH it ZHMWEME",

« Amazon Security Hub £ TR # T &7 Amazon N Z2RA , BB ERERBFTARET IR
HENMBZEXEHNTE, BXEMA Security Hub i#1 Secrets Manager #RHELR |, S (Amazon
Security Hub AAF#88) ## Amazon Secrets Manager #44,

« 1AM Access Analyzer £ #f A FAZBRA LRI ZARNKE |, SERBEPNERHED. BXRESZE
B | &5 RE A Access Analyzer T3 17 8] IR o

« Amazon Systems Manager 1 Secrets Manager 12 T E X HNZTFEM. BEXEZER , F5
%i& F F Secrets Manager B9 Systems Manager B31{tiz1TFEMRSZE,

Amazon Secrets Manager B 7T A THEN &R , TR THEERIMSHAMIAMENBRERH,

4~ Amazon BV ETERERRITEMEERMTE (HIPAA) 2HH TR |, & Amazon Secrets

Q@M Manager @FEENFFE HIPAA EXRHES . WIREE Amazon FiT 7 AL F K I
(BAA) , M AT Secrets Manager #BI#ERFS HIPAA EXRWNAREF. Amazon 12
T —HBUHPAA REBHNEES , HEETHNATRA Amazon L EBEMFHBEEFS
HENEFER, BXEZER , 55H HIPAA &0,

Amazon Secrets Manager B8 X417\l (PCl) BIEZ £45/& (DSS) R4 3.2 — &R
vvvvvvvvvvvvvv e BEUEOHAAMINE. HTER Amazon = RRRE REME, LEREHZEALKE
HEF , EEEBCM PCIDSS M IAER |, ATEAEA Amazon Secrets Manager.
BEX PCIDSS WEZEE , BFEMMiER Amazon PCI Compliance Package BY &S |
52 % PCI DSS % 1 %o
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https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://docs.amazonaws.cn/securityhub/latest/userguide/secretsmanager-controls.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-preview-access-apis.html
https://docs.amazonaws.cn/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
https://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/hipaa-compliance/
https://www.amazonaws.cn/compliance/pci-dss-level-1-faqs/
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& Amazon Secrets Manager 2 252 ISO/IEC 27001, ISO/IEC 27017, 1SO/
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ IEC 27018 #11SO 9001 HEMMHINIE, BXEZELE |, i5S [ 1SO 27001, 1SO

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

27017, 1SO 27018, ISO 9001,

REMALAES (SOC) IRERIMIMNE=FRERSE , ATi%EA Secrets Manager 2017
IR BEAMEHME IR XERENENESEENENFITABREEIRFEEN
SR Amazon B H#EE. BXEZER , HSH SOC &M%,

FNEFBAZREHITEEHITME, BRUARFEISE, FedRAMP itXIE H % B/d8 2B
Fedrave M GovCloud MRS M X IR M IGET R , AEEABFRLEERE. BXEZELR &
2 FedRAMP &# 14,

E BRABREERNERITX (FedRAMP) Z —BIEAFRHEM TR , BRAE—FIRAELT AR

EPB5ER (DoD ) ZIE L2 ERIEE (SRG ) ATRSRMER (CSP ) RET — MRk
LI BEBURE , SREEPERIEET R |, L&Y% N ERBES RS BXESE
E , #ZH DoD SRG # iR

%a BEEEREFMTERITX (IRAP) , BAFTBNEFEBRIEESNEGERS

P BRI, HBEEEHNREER , FRBRARNINEZEH O EHN CRAFTLBFER
Z2FM) (ISM)BHER (ACSC ). BXEZELR , HZH IRAP &R,

Amazon Web Services (Amazon) B T A BRSREEN & IHIRE (OSPAR) A

iF, Amazon SFTHE4RITIRS (ABS) X TSRS Mgz Hl B AR FRE =/ /EN (ABS
AN W—BHEREEFEFESR Amazon AT HEEFNE MBS TUN RS EEENS
HiE, BEXEZELR , SR OSPAR &R

O] LAGEFH Amazon Artifact FTEE=Z S FitikE. EXEZEE |, S T & Amazon Artifact Y

EiLE=g

£ Amazon Config & it Amazon Secrets Manager Z &M 4

&7 LAfE A Amazon Config iF&ZHAR EMNNNEBKE, T IERMMEANERER. BATLUFER
Amazon Config N E L HEAW AL LM ERAEER, Amazon Config 2 /5E AT LR B R RS &M
MK ZR. SEURERNBATHE. RREE. ATEHAMNEN KMS E43. Lambda fIREHIA
REZAXRBKNRSIERITHES,
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https://www.amazonaws.cn/compliance/iso-27001-faqs/
https://www.amazonaws.cn/compliance/iso-27017-faqs/
https://www.amazonaws.cn/compliance/iso-27017-faqs/
https://www.amazonaws.cn/compliance/iso-27018-faqs/
https://www.amazonaws.cn/compliance/iso-9001-faqs/
https://www.amazonaws.cn/compliance/soc-faqs/
https://www.amazonaws.cn/compliance/fedramp/
https://www.amazonaws.cn/compliance/dod/
https://www.amazonaws.cn/compliance/irap/
https://www.amazonaws.cn/compliance/OSPAR/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
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BT AR E] Amazon SNS ZEMEXRFHABENBER, Sl | S BEREXRREERENFANIER
B Amazon SNS B4l | XEREBHITH TREZFANZ 2 RERE,

WRIER I FE 24 Amazon Web Services Ik #l Amazon Web Services XiZ, A#E %40 |, META
UREMXEEMESAEEE,

NEZR N INFTAN

- ERBEEEA Amazon Config FEEHN R HEBA#TIRE  RARERUTANZ — -

« secretsmanager-rotation-enabled-check — KERA NEMIE Secrets Manager &
WELABLE T IR,

« secretsmanager-scheduled-rotation-success-check— R&EEAXARIINBIRES
ERENRIRIERRN, RENREMERNER,

+ secretsmanager-secret-periodic-rotation —RERBECEEENKEARLER T H
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« secretsmanager-secret-unused —REZBECERENRKEARIR T E4H,

« secretsmanager-using-cmk —RERMEA T Amazon FEXEH aws/
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REANG , SXFHATBIELEENRH , Amazon Config #i& 1 EEHNER4A. E LU Amazon
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A LABLE Amazon Config ZIKF ZXEHRIFEBREEE , EF LN PFIEKS MX B RARE |
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Amazon EEEN L LM, N Amazon BF , BLNTRNFRASHLLBBREHALANERMITE
RO SR O G5 2R K 2 28

&M Amazon iR R/E, TEHEBEENEHRNZNZL2UNSPHREM !

« ZHEEM - Amazon TR E Amazon =HIZ1T Amazon RS EARZHE. Amazon & @ #R
MAZEEANRS. R Amazon EHHITRIN -2 , F=ZFFRARFEHNRNRIEILE
MHWEMRE. BT H#ERT Amazon Secrets Manager &M SR , HSEAMEITRSEERNE
Amazon &%

s THNZEM - B8 Amazon RERELNRE. EEFENHMRARAT , BELHBEN R
M, BLTNERUREANEEEN,

EXEZRR , FSHEE LM EHE-Amazon Well-Architected 14,

FH

« FBRKAEA Amazon CLI 26 Amazon Secrets Manager Z4A I X B8
« Amazon Secrets Manager B IE R

PR IR A ZR Amazon Secrets Manager

Amazon Secrets Manager PRI R L M

Amazon Secrets Manager § K1 & 8

EEF TLS

fRKAE M Amazon CLI & Amazon Secrets Manager %3 4A B9 X\ f&

£ Amazon Command Line Interface (Amazon CLI) A Amazon R4ER , BATE®S Shell FiA
X&EwT, fl, AR Windows @ w12 RAF = Windows PowerShell , 3% Bash & Z Shell ,
REHMER, HPNRZHS Shell BEEERS TEXRENIRE. BHMATRESERIZIIEETE
BN H, Flan , ERZE Shell b, BRI LERA LK BEERERANDTS. HRTFTZRIPNEE
WEMATRERXFATSHLIERKINEE. 5, EREIENEGUSARFAIRERIGRENT TS
B, ESHEEBYLEESHHMITES. A THBELEXR , FRARRITUATIER
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« R Shell FZRLREF (MREEEAREFZ— ) FLREFEANSD T,
« ER—EBELE Shell T A LIERARBRNSH, AT REIHA T MAEXARIFFHRARHAX

K REFZH1E# 4 Amazon Secrets Manager f5 H 3 BM45 SR, XERE BRI Shell 7
FIRFTEFREZH XA,

LU ROIE REEFE Linux &9 ({BEH shell TREZEERETANG S )

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword/D
# Everything the user types from this point up to the CTRL-D (AD) is saved in
the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter
from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

TRERTE , AEAD NG TEXRIBTALERNRFLKEE[A—THEIZEAXSF

/A Important

BIAER T , TEETE Windows FHEAXEKEAR | BRIFEEFRTH LIEFHEFXKPNEN
A 1.

3 Windows RERTHREN 1 ROPRE 1 ROHNFH LERERK

0N

NEBRRBRITAGTSRRFT (UBEBASHIEIT) -

®RA FANER , REEREM.

EETUET R £, FEFXKDHNEHPXBITEREN 1, AFEREE.
BREMVABATHERBENERBRZRFNGSHN , BEEREZHCEABAZ &S, i :

echo.
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XA AR ERIFHBBR T,

3 F Windows #4512 R%F Shell , A LA T8k Sysinternals SDelete TE | REFERAXLTENGS

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /[y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORD~Z

# Everything the user types from this point up to the CTRL-Z (~Z) is saved in the

file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from
the contents of the file
C:\> sdelete secret.txt

# The file is destroyed so it can no longer be accessed.
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Amazon= E & & F Amazon Secrets Manager F I BIRRY . WiZER AR | Amazon f1
RARPFIZE1TFTE Amazon Web Services = W2 EKEM g, BATLEPNREELHEMZE LHAR
WiREl, LLRNBSFBEFTERB Amazon Web Services WZ B EMERIS ., BXBERLNES
R, FZRABERMLELRE,

HFHFERPEH , BINBIUERS Amazon Web Services ik ZiE H £/ Amazon Identity and
Access Management (IAM) REZIHHWAFPIKF, ., XRXEOEMNAFRTFEITHEIEIRITAMENNE,
BNEBWUEBIUT AR EHEIE

- XK A multi-factor authentication ( MFA ) .

£ SSL/TLS 5 Amazon &RBt{TEE. Secrets EFMEXEX#F TLS 1.2 M 1.3, Secrets
Manager R X FXHEHEZRZE (TLS ) MEMBMWUERABESEEFEARRIET (PQTLS )

- FERAAEZE ID M5 IAM 4B T R Z AR URE S R @ Secrets Manager & H#YiE

R#TER, HF , BULAEER Amazon Security Token Service ( Amazon STS ) £RIfIfZ £ &
IERIERIITES,

« {5 Amazon CloudTrail i&i& APl 1A FPEs H&EiES. S Hthe section called “fEH Amazon
CloudTrail 123% 7,
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- MREBIBTITRER API 15 Amazon BFEEZT FIPS 140-2 BIERYNZERIR |, EEM FIPS
imRo 1HZ[Hthe section called “Secrets Manager i@ &,

- MR Amazon CLI 158 Secrets Manager , the section called “F&{KE Amazon CLI 174
Amazon Secrets Manager ZHI X",

A INE

Secrets Manager £ &1 Amazon Key Management Service (Amazon KMS) SRR B S EIEM
%, Amazon KMS REEHF%Z Amazon RS ERANZEHFEMMNZE RS . Secrets Manager F &=
NEPAEEAE - BEZANE., SMNESAHEHE— KMS E‘%ﬂﬁ?ﬂ 0] L% BRI K P (58
Secrets Manager Amazon £ E XN Z4H WEIAME , LA LFE Amazon KMS A& H EE’J%F‘ E
%, FATFREBATLLEX KMS ZEHITERANENEG . BXEZEER |, 5 Hthe
section called “ZF A INZE MR E"

& %8 R &

Secrets Manager H{E RPN INZHBEREAZLENABELETR. BIZEWABLEHET R , Amazon
A LAR# @ Secrets Manager X HH) APl iR TE M, Amazon ERBASEA X.509 iEH /=K
Secrets Manager MZ 150 24X APl AR ITE R, TR 4 LHAMIE (Sigvd) HER T LEER,

R & Amazon Command Line Interface (Amazon CLI) {Eff] Amazon SDK Zif A Amazon # |
BAUREEFRANGRZR. A, XETESBNFERFRIZANELEEER, S Hthe section
called “B&{K{EFH Amazon CLI 7% Amazon Secrets Manager Z4AHI X 87,

HEWERERTL

Amazon 4t T Z A THEEE B MR FAR M 433 B K EK R B 43 R AR IE T,

RS EARE S mNNA B AR E

FEENFEM LR Amazon Secrets Manager Z BB H M EREIEIN
« —/N Amazon Site-to-Site VPNiE#, EXEZEE , SR 42 Amazon Site-to-Site VPN ?
« Amazon Direct Connect iE#. BXEZER , 5S4 = Amazon Direct Connect ?
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mEZHER

% Secrets Manager EEMNMZZ R ZEABIBN IR , Secrets Manager £F1F K KA Amazon
KMS £ KMS Z4A 4 RFTHI BIEZ4A. Secrets Manager £ L BB R4A B 1TEE MZ, Secrets
Manager ¥ MZNBREZHASMENZAREE -, FHFTEHRZNR |, Secrets Manager &1

@] Amazon KMS REZZHIEZ4H. RS , Secrets Manager BB RN HIERARBZMZNZR

%, Secrets Manager AT AARMEZEN XN EFHBERH , HRIRMNAFEHRRZEH, EXEZEER
B2 Mthe section called “BR4A IR MR R,

YRR I 2R N7 28 Amazon Secrets Manager

Secrets Manager fEAH A Amazon KMS ZAMBEZ AN EHNERRF B8N EHE. BIBEHRP
HZAERETILE , Secrets Manager #BaEHEBFER — PN HIERZEH Amazon KMS R&FEHFE. A
&, A KMS ZAMBRERL , EREZHALKER., EMEREY , Secrets Manager g & FEAF
) KMS Z4AX E M BIEZAB 1THEE . Amazon KMS

bein
Secrets Manager AR KMS EEXNZAEMNE ., HR , EEA KMS BERERMINE 256 L SH
INZRFRAE (AES) NMBIEZRE , AERAKEZHANZRAMBEIMNE ., Secrets Manager £ & XA TR
XA IBH B A EI TN Amazon KMS , REFEMNAEFTRIBR, ©EEEZHNNBRIAEEE
N THED,

BIEZEART , BRI LLEE Amazon Web Services ik MIXEHHNEAXNHMZZFIEEZRR , LA
{FF for Secrets Manager (aws/secretsmanager), Amazon BN F4 MRMFRRBEBECEREHE
Amazon EE R %4 aws/secretsmanager , Ml Secrets Manager 81T HEESZFHXREK, 7
XIEWF P BNBAEAMEBR KMS ZARNFEN KMS i, BaEFEEATEN KMS Z4
N—HHAREFAWBENNR , AENRBHFEFTITXLERANISERE, Secrets Manager X3
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« KMS ZHHIRR

« Secrets Manager 30{AI £ A {&H KMS %48
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« Secrets Manager & £ X

o Ys#E Secrets Manager BY Bz Amazon KMS

TARME ?

Secrets Manager 2 EEAE , BFX LTI TINE -
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1. Secrets Manager A& 43R KMS 2401 ID @A % Amazon KMS GenerateDataKey#4E , HHi&
R{ZMH 256 12 AES N#ZEH. Amazon KMS IRE —MNE XA KIEZ LA RME KMS 40 T INZH 5
REEZEANEIZ,

2. Secrets Manager £ A4 XA KFEZH NS RMZIRE (AES) EEZXN AR ZEAEHITINE,
Amazon KMSRAJE , B RIRMINZHIEREA XA,
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X ENENRRERE

1. Secrets Manager @ Amazon KMS fZ B EH & A MBHBEZH.
2. Amazon KMS £ I Z K KMS BRARBEZBIRERH. ©FIREAXBERH,
3. Secrets Manager SE A ZBAXBERAKRBRRHAE, AR, EaRRAAERREBRBIERR.

KMS ZHB R

¥ Secrets Manager EINFREFFEH KMS ZHEt , eaRRUESEFNZHENAPRITEREE, &
A LATE IAM policy S ZEEABE P IRHX LR, LLT Secrets Manager #EFE Amazon KMS X R,

* CreateSecret

* GetSecretValue

* PutSecretValue

» UpdateSecret

» ReplicateSecretToRegions

E AT KMS XA TR B Secrets Manager FJiER |, ATAENRBRREEFFERT

Hsecretsmanager.<Region>.amazonaws.com{EM k m ViaService s: &4 %4,
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Secrets Manager ERYRE KMS Z4AAA LT Amazon KMS ##1E,

GenerateDataKey

Secrets Manager 8 1% Amazon KMS GenerateDataKey#24ER N TR LT Secrets Manager
B’1E.

« CreateSecret— MRFHFA T EH4AE , W Secrets Manager 215 R F B BIEZ4AX H# 170
o

« PutSecretValue— Secrets Manager & SR #2037 240 R =18 E W Z4HE,
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* ReplicateSecretToRegions— EMZEE KA , Secrets Manager #E &I4 X H ER — 4> KMS
ZHANBIEEA.

« UpdateSecret— MR EE ek 7 Z4EABER KMS %40 , Secrets Manager 18 SR #7#Y Eh3E 2248 5k o0
BT ZAE.

ZRotateSecretiRER 2 AGenerateDatakey , R EFRLERFHAE, B2, MR
RotateSecret MAE X 7T WEEHR Lambda BIREE , MHBFA PutSecretValue B{ERY
% GenerateDataKey &K,

Decrypt

Secrets Manager 8 Decrypt #4EXRIRILAT Secrets Manager #4E.
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H#t1THE. EMZENENZLE , Secrets Manager £ A Amazon KMS Decrypt B EXKf#
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« PutSecretValue®l UpdateSecret— KZ# PutSecretValue UpdateSecret and ER AT &t
%Decrypti®fE, B2 , & PutSecretValue 5 UpdateSecret ERZIRXE I A ZHAMRA
FHZ4AERT , Secrets Manager XA B ZAERZHFEEERIWEABELR , LUBAIAF
ERAMERE, LWRETHER Secrets Manager I#ENBERE, ERFZMZHNFEAE |, Secrets
Manager 28/ Amazon KMS Decrypt #{EREZZZATHNMBRTEZHR. A5, ©EAH
XBREZRARN ENZRAERR,

- ReplicateSecretToRegions— Secrets Manager B &% £ XFF N ZAE , RAEERIARXFEF
£/ KMS ZHEH MZZHE,
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Secrets Manager {8 Encrypt #&#E&IER LT Secrets Manager &4 :

« UpdateSecret— MREEk KMS 47 , Secrets Manager & i #1 %4 EF IR
3 AWSCURRENTAWSPREVIOUS. F1AWSPENDINGHLZ: KRRy E4E 4R,

- ReplicateSecretToRegions— Secrets Manager £ E # 3B FE AR A X P A KMS ZHIT K

FERAFETEFMNER,
DescribeKey
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RIEX KMS Z4ARY 514

BB RERSFHREH KMS Z4A8T |, Secrets Manager N AEERN KMS #HA
GenerateDataKey M Decrypt #&F. XLRABWNARAAREENNZ KMS ZHA Tix LR
{E, Secrets Manager FHFEXLERENLER ; CTEEMMBREFFERAXEL R,

B LURBIXEERA , BRXEERSP SecretVersionId BAME L T XHWER
RequestToValidateKeyAccess,

@ Note

% , Secrets Manager BiF AT ZEME LT, BAEKXEREHN Amazon
CloudTrail BESH ZIEHE NZ £ T XA,

Amazon £ E X %4f (aws/secretsmanager) #2340 KB

X 24 Secrets Manager X & A F & HiE Rt |, for Secrets Manager (aws/secretsmanager) # % 4A
REES AR ER KMS BT ERE. Amazon REXF ZHAXRBIAFEMAFERESE
A KMS &4,

B BRSSP Amazon FEE R G HMAG , HMEBSREY, LT EEFRBAEN , AL
MEEE, AXEAEL  ASHEERAEN,

AR RBBOEEUTEM

« {3 Secrets Manager KX HFH AR K HIERE , FATXLERAFFERA KMS ZRRITINEER
fE. kms:ViaService & 4A A58 HISZHELLBR I,
- RAFiZ Amazon IKF AR IAM KB , AFAFEE KMS ZHEMEFBUERN.

« RE Secrets Manager T AR NKIKE KMS Z4ARVIAEIR |, {BIZKBEE LF Secrets Manager
KRE|AFLIE KMS ZEARN , FH AT BT L Secrets Manager £/ KMS AR ER.
X2 Amazon EERN ZAK R S ENIRHETR,

LR 2 Secrets Manager "4l Amazon & X %47 HIREREE,

{

"Id": "auto-secretsmanager-2",
"Version": "2012-10-17",
"Statement": [
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{

"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {
"AWS": [
Hxn
]
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333",
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
iy
{

"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",

"Effect": "Allow",

"Principal": {

"AWS": [
nin
]
}I
"Action": "kms:GenerateDataKey*",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333"
3,
"StringlLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
iy

Amazon B X4 (aws/secretsmanager) K B4R KB 255
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{

"Sid": "Allow direct access to key metadata to the account",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:ro00t"
]
.
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms :RevokeGrant"

1,

"Resource": "*"

Secrets Manager 1% £ T X

nEZLETY R-—ASSESFNBHENREX, SEENERENERPIENE LT, 28
nE Amazon KMS B3R INE £ T XHAER MBLTE, BERBHE , S4EABBRNINE LT3

EXT BB R GenerateDataKey M 2 1E R Amazon KMS , Secrets Manager £ E&H N #-ExT
MWNE LT, ATHRRBHARERE , WA TRAFAR. EMF2TL , EEHASHNNBELTXS
R8N BHEMR.

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
}

WA LAE AN E T XEFITIEZRMBE (Fl20H Amazon CloudWatch Logs ) H iR BliX L& 23
£, HEARBEANBERX P ENEZM. Amazon CloudTrail

Secrets Manager II% L TXBEWmNEH-ER

« SecretARN — £ — M EH—EXNFRIRER4H, 2 SecretARN, ZERZ4AM Amazon Resource
Name (ARN),
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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"SecretARN": "ARN of an Secrets Manager secret"

flan , MR FEAK ARN 2 arn:aws:secretsmanager:us-
east-2:111122223333:secret:test-secret-alb2c3 , MB L TFTXCHBELLTX,

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3"

« SecretVersionld— =N EM-EXPRRZHHANIMRA, 82 SecretVersionId, ZERNRA ID,

"SecretVersionId": "<version-id>"

Bltn , IR REAMARAS ID B EXAMPLE1-90ab-cdef-fedc-ba987SECRET1 , tN&R + T3 F4aE
BLTFX,

"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"
LMIRE T S E WZA M KMS Z4A8T |, Secrets Manager £ [6] %% GenerateDataKey M#ZER |

Amazon KMS URIEEAERBEREA KMS BAMITXLERE, ERBFBN , FBEFNEAE
{5 FIX LE0E R

FEXLRUFERSF |, SecretARN WERZEAMERR ARN , {B SecretVersionId ERN
RequestToValidateKeyAccess , HIATME L FXRBIPAR. MAFEREAHBEE B EM T
IR ER AR IRIEE Ko

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "RequestToValidateKeyAccess"
}
(@ Note

£ % , Secrets Manager RIFER AT I EME LT, BAESERERN Amazon
CloudTrail BER ZI&E INZ £ T X R,
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4532 Secrets Manager B Bz Amazon KMS

i’.&—llflﬁﬁﬁ Amazon CloudTrail 1 Amazon CIoudWatch Logs K ERER Secrets Manager Amazon KMS
RRERENER, BXRENBAEANEZER , BSH BEEHA,

GenerateDataKey

HEEZRAPLERERNZEAER , Secrets Manager & [ K% —NGenerateDataKeyiF R
Amazon KMS |, HiZZAIEE KMS F41,

g3k GenerateDataKey BENEHEU T ROIBHEL, ZERHE
secretsmanager.amazonaws.com M. SHIFEELAN KMS 471 Amazon Resource
Name (ARN), FE 256 U B AN B HAFURRMRZRA MR INE LT3,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:23:417Z2"

}

I

"invokedBy": "secretsmanager.amazonaws.com"
I
"eventTime": "2018-05-31T23:23:417",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:us-

east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
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"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

},
"responseElements": null,
"requestID": "a7d4dd6f-6529-11e8-9881-67744a270888",
"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c2led36",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type": "AWS::KMS: :Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Decrypt

LR E R Z AN ZEAER , Secrets Manager B KX fEHER Amazon KMS LA % 1%
HEEZH. YTt EBanT , Secrets Manager TULEE AR ZENZ , Rt HEMBEER
EEF=4 Decrypt EKo

2% Decrypt BENBEHEUT REIEHEL,. AFRE Amazon IKFFIHERIEHELEA. X
LR EBEMZENRZH (EHNBX blob ) UARIFRKRMIKFEMNE £ T, Amazon Amazon
KMS M\ X F3REX KMS Z4H8Y 1D,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"

}I
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"invokedBy": "secretsmanager.amazonaws.com"
.
"eventTime": "2018-05-31T23:36:09Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

},
"responseElements": null,
"requestID": "658c6a08-652b-11e8-a6d4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46bl-b985-cbdal3719611",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type'": "AWS::KMS: :Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Encrypt

LEERSHAKEKMN KMS Z4A8T |, Secrets Manager REIKEMNZER , EREAFTBHAER
JNAWSPENDINGZAWSCURRENTAWSPREVIOUS, F#Z4AMRA, Amazon KMS HENZAEFH T 5
— XA , Secrets Manager i€ [8 Amazon KMS &% Encrypt Ko

1%k Encrypt BENSHELUT ROISH4EL., AR 2% Amazon P RiFRIREHEFE A,
"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
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"principalId": "AROAIGDTESTANDEXAMPLE:user@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,

"accountId": "111122223333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {

"attributes": {

"creationDate": "2023-06-09T18:11:34Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "secretsmanager.amazonaws.com"
I
"eventTime": "2023-06-09T18:11:34272",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa071ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-
east-2:111122223333:secret:ChangeKeyTest-5yKnKS",
"SecretVersionId": "EXAMPLE1-5c55-4d7c-9277-1b79a5e8bc50"

I

"responseElements": null,

"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",
"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa0@71lddefdcc"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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}

Amazon Secrets Manager F RV E M X R &4

ER - ERXIRS , Amazon Secrets Manager % Amazon £ KMEZ LR, X Amazon T2
BRZ LA K Amazon HAIRF ERZEWPEER , BSH Amazon =25, ERBEMIEEEZ S RIESE
RIHER Amazon 335 | 52 (XL X Amazon Well-Architected Framework) H Y EAtZHE
R

B M 45 F Secrets Manager @13 Amazon £/ TLS & H APl #1TH . Secrets Manager API
AUMEMRENERH. A , Secrets Manager XFEETHRENIH KR , HAWUEEETR
IP tth ik B PR &, BB T LAE A Secrets Manager BREBKZHRBBFEEMUIAE R (VPC) WA
$BE VPC WZAThE,. EKFRLE |, XFEE T Amazon MEFXMNEE VPC BIAEZPANMELME, B
REZER , BSHVPC i s,

Amazon Secrets Manager F X & 8E 1

Amazon B4k Amazon XiFFI A AXMELKREM IR, AmazonXFRHESNEYWE LS FHNREET
AX , XETAXBEIRIEE. SFHEASARENEKFEEE—E, FIATAX , B LUZIT IR
EETAXZELZDHith Bz REEBRNNARFNBERE, SEANENRSNEESLERMIE
AL , TRARAERMTESNTAYL., BENENTT B,

BEXRMEBEINAEMRENFMAEE |, BSH I FEHHE- Amazon Well-Architected #EZE,

BXRAmazonXGMATAXNWEZEER |, HSHAmMazonE EREM %

JEEF TLS

Secrets Manager XX & MEZ S (TLS) MEMBZEMUERAEESFE FRARIRET, HEERET
Secrets Manager API &1 Bt , AJBAERA L TLS &1, RINERECEEFEEZZARME T LI
BE | [RS8 AT LATF 24 it ix L6 BR 4R 3T B iU XS Secrets Manager A~ E N E N, XEBEERETHR
FATHITHEER AR , ELERNBEEAN TLS B —#%e |, A EETRLEHFAN T &G
B, T3, EENEANESZARBRIMUEL | SII&¥WERMEL 2L,

ATRPSKRMZALHE , EXEBBEERREZTRENRE , Amazon EERRSERBHX , —&
FENEFEBEERNEETEZE. BI1B L1 Secrets Manager is R B EHE T IRE B E TR
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ZHEH, SEESRREMREANEZEEEEERTEENEES , THR TLS EEELEASERD
Ef—HEA. T8 A ATESEBEANMEBIRTHNERSESBATRIFIMNMRIBFERTR
EREMAE , BAEWEHI AP ERAFT BN,

Secrets Manager £ EXiZ 2 AW E XEE L F PQTLS,
BRERBERETF TLS

1. & Amazon R HZITHEFiRAINEERN Maven KB, BIMNBUEERAZHTARE. B
W, AR E AR IR A 2.20.0,

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<version>2.20.0</version>

</dependency>

2. ¥ Amazon SDK for Java 2.x INZEITE XN E# TR, EHTTP BEFRinLtERAEBERET
RIEL,

SdkAsyncHttpClient awsCrtHttpClient = AwsCrtAsyncHttpClient.builder()
.postQuantumTlsEnabled(true)
.build();

3. BIE Secrets Manager £ & F ifio

SecretsManagerAsyncClient SecretsManagerAsync = SecretsManagerAsyncClient.builder()
.httpClient(awsCrtHttpClient)
.build();

I1E , HBAA Secrets Manager API ##ERT |, B ARNETBESRBE T TLS £ % Secrets
Manager i =

BEXEAREEETFTLSHESEER  H5H .

 Amazon SDK for Java 2.x FF X A R I MAmazon SDK for Java 2.x E X @& M F.
* s2n-tls ST , FHYFFIR TLS K EA s2n-tls.

- XEERFENRARFEE (NIST) WEEFEBF,

- BERBEREL12(TLS) WESREFEHRHERE (PQKEM),
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https://www.amazonaws.cn/blogs/developer/aws-sdk-for-java-2-x-released/
https://www.amazonaws.cn/blogs/security/introducing-s2n-a-new-open-source-tls-implementation/
https://aws.github.io/s2n-tls/usage-guide/
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography
https://tools.ietf.org/html/draft-campagna-tls-bike-sike-hybrid-01

Amazon Secrets Manager ArfEm

Secrets Manager BI/5&F TLS £FT8& Amazon Web Services Xif &I , {EHRE BRI
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HEBR Amazon Secrets Manager BV & &

5 A LA 0915 B AT &S BY IR 2 W RS B SR 1E(E A Secrets Manager B AJ 8EI& EI AV 8] &,

BRI AT , S5 the section called “ # i R B HEE",

£

« fE[@ Secrets Manager ZIAiERET , WE“EL T R"EE
« NTFIRNREEIENIEL LR

« HIIEBREIAEREATBHER,

« 1EBIRMWZRE I EI“Cannot generate a data key with an asymmetric KMS key” ( 7% F IE33 #r
KMS ZHERBIEZR )

» Amazon CLI 5 Amazon SDK #4EFEMEB 0 ARN 3% BRI E,
o kZR4AH Amazon RS EBIE | BUATERZBRSEH R,

£ [a Secrets Manager & iERES , WEI“IEL 7[R "B 2

BINEERARBERNBENER, S8R 4TUEE IAM policy K IEIEH IAM AP REFTEN
ARBFR, IRBEFXENRNRBFADIEE ARG (B0, HASE IP it R&I) , WEE
MMEREFERMFRXLEER, BEXEFIEIEAT IAM AR, ARACHRENER , F5H
(AM BFIEm) FREAER, B Secrets Manager FTENRNELR , B2 5HRIEMIGHIR
#llo

MBEFHX APl FRHTZEZMAEH Amazon SDK |, HEIAGE ERXNERIFITZESE,

T it R AT A “4E 4 1)

FHIAATRHERN IAMAFSACGEEEBNNR, HNZ2FIENREKRE T IAM AR ZA
B, XEKE  MBRXRTH IAM AFHALRTHNR. AXERNZEFIENRIBELSANES
E5 , BZ0 IAM AFEEha iz ine 2 KRR,

BNEEBMNERHEITER , HABRBAEBER. BXFMAESR , FSHATE SDK BV TE T4
= IAM A P8 PR A im B 2 £ U LAUE SR X Amazon BRI 17 [H AR .

RIEZNENZ2FIDXEEH, BXESEER , H2H (AM BFEE) PHiERIEN ZE£ i,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage.html
https://www.amazonaws.cn/tools/
https://docs.amazonaws.cn/general/latest/gr/signing_aws_api_requests.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_control-access.html
https://www.amazonaws.cn/tools/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_request.html
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B Secrets Manager FRIENRVEER , B2 H SORIEMIG R ES,

HIEIR 48 3 BN BRI FT A AY B di

Secrets Manager ffAB A ZL —HMEN 2 AR ITEERE, £ Secrets Manager ( E fth Amazon
RS ) FAABMEAEREE—ERETLNEXKETRAN, EERSHESHRSSHE2E, EFK
BESHXEzE , ARLKHNXBEXB B LXEZBEZTENE , X2EN—EWIER, Secrets
Manager tiF Al RFRIES MR , EERLEERT , XTELE M E, EZ2EENHEENZ
Bl , ERATRER A L,

HERITERNARFINERIIXEATERNEER. i, BERNARRF TR TE | BIEE— M
B THER TR AERMUER R,

BXRBA - EEELEM Amazon RENEZEE , S :

« Amazon Redshift BIEEF Z A RPN EELHIE — 3t
« Amazon Simple Storage Service AP {ERHH Amazon S3 FiE —SMHER

« Amazon KEIEEEH K Ensuring Consistency When Using Amazon S3 and Amazon EMR for ETL
Workflows

« Amazon EC2 API 5| A& Amazon EC2 &4 — Bt

£ )22 M #Z it U E “Cannot generate a data key with an asymmetric
KMS key” ( o= IEXT B KMS B E R BIEHEA )

Secrets Manager A 5B HAXBKOTFMNE KMS ZEAXRANEBNBHEERBIEZRH. TeeERAER
M KMS 24, BIAEERANEXNMMNE KMS 24 , MARIEXNT KMS B4, BXiiH , HZ5HR
BIIEXIF KMS %40,

Amazon CLI 5 Amazon SDK BEFTEMNE 5 ARN 3 2 I 89 5

[
2N
o

HEFZERT |, Secrets Manager AIUAMTZEH ARN hREIZ4E  MEETEM ARN, BINE 4R
EMUEZFRERANERLR |, Secrets Manager AIRE T E XM —E89 ARN AR BIZ40, HAVEN
B AR ARN BB,

EZFAFER
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https://wikipedia.org/wiki/Eventual_consistency
https://docs.amazonaws.cn/redshift/latest/dg/managing-data-consistency.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/Introduction.html#ConsistencyModel
https://www.amazonaws.cn/blogs/big-data/ensuring-consistency-when-using-amazon-s3-and-amazon-elastic-mapreduce-for-etl-workflows/
https://www.amazonaws.cn/blogs/big-data/ensuring-consistency-when-using-amazon-s3-and-amazon-elastic-mapreduce-for-etl-workflows/
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/query-api-troubleshooting.html#eventual-consistency
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Secrets Manager 2 EBABMARERMANENFR , UHBIFARE ARN HE—14, tRMIBR
TRBZS , ARERAERNEHAETHZD , UVHTXEZFNER , XANSHEETEN
ARN, HIF ARN @ , B E IBBANAFR T2 BREFBHANHRNR,

Secrets Manager Al N Z4A1ZE ARN , EP X, kP, BAEN , EREFHFNANER ., W
TR :

arn:aws:secretsmanager:us-east-2:111122223333:secret:SecretName-abcdef

MRAZHBMUEFRNANTRERE , YENEA—52 ARN BY , 7 Secrets Manager & kI&LLF
EETTEMN ARN, fltn , BAageEF — N8B H MySecret-abcdef WEH , EARN T :

arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-abcdef-nutBrk

HERWAUTRME ( WBRERER—E5 %4 ARN ) Y, Secrets Manager AJBE2 R N EI# 4,

$ aws secretsmanager describe-secret --secret-id arn:aws:secretsmanager:us-
east-2:111122223333:secret:MySecret-abcdef

2244 H Amazon IRFERE , BUIMER LIRS EHMER.

MREEZHIERBZATERES , WRARERAEEPIHNERRSREFTRH. AXESER,
BFSAHEBRSEENZH.

ERTHEERZY  BUNEEEAEN. AHMBRESEENZAUZBRSH ID ERER. & , &
Amazon CLI F8H describe-secret , REEEFE OwningService,

KA Amazon BEEE | BAAEREHRE BN EH. o


https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/describe-secret.html
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Amazon Secrets Manager Bt

Secrets Manager E=E APl EEREH TPS [R& , MAEBAEGIER AP 8y TPS FREUIIRIK,
BNBWEREUEBEE 10 28— XWERFLEEA PutSecretValue % UpdateSecret, SR
WA PutSecretValue 3 UpdateSecret EF & 4A{E , Secrets Manager 0 Z AR, =
WA 100 NE , Secrets Manager £ BRARFRIZEIARA |, B R MIBR 24 DEt A BRI R, R
F10 PHEF—IRZAE , NEIBHRAZ T Secrets Manager MIBREIRRAS | 3% B 2340 R A< B B
o

BRBEENKFPEITESNXE , FESMRARKE T8I XER,

% —4 Amazon Web Services Ik PR NAEFERAEMKSHENRERN | XM ABKSFER, X
FEMKFiER |, Secrets Manager FRHI A HERNWFBHKST , MASREZWEAKS,, Hla, @
RWF AFHE—SOEAKS B ARNE—#E , NZRZNFERSMNEA TR, A PEEH.

Secrets Manager Bt &

B ERiIAE Cl) iR
1]
24
DeleteResourcePolicy, GetRes BIAZENXE: & DeleteResourcePoli
ourcePolicy, PutResourcePolicy B8 50 cy. GetResourcePoli
ValidateResourcePolicy AP| i5RHIA & cy. PutResourcePolicy
pr =3 F ValidateResourcePo
licy API ERAEHN BB
BAREFH.
DescribeSecret 1 GetSecretValue APl S8 MXEFENXE: & DescribeSecret #

BHROVAESER s¥1 AN GetSecretValue APl &R
HENEVWBRAESH.

PutSecretValue., RemoveRegion BIAZENXE: & PutSecretValue, Rem
sFromReplication, ReplicateS g8 50 oveRegionsFromRepl
ecretToRegion, StopReplicati ication, ReplicateS

onToReplica, UpdateSecret ecretToRegion, Stop

ReplicationToRepli
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B2 ERINE A iR
13
4
UpdateSecretVersionStage API i53R#Y ca. UpdateSecret #
HERR UpdateSecretVersio
nStage APl EREAEHNE
VERASBFH.
RestoreSecret AP| &R 4H G IEZR BN EFEAXE: B RestoreSecret API 53R
¥ 50 N BOBRREFH.
RotateSecret #l CancelRotateSecret BAXENXE: & RotateSecret Hl
APl ERHASER 2% 50 CancelRotateSecret AP
BRAEGHWEBVRERES
o
TagResource 1 UntagResource APl & B/ X#EFEHNXE: & TagResource #

KRB EER ¥ 50 UntagResource AP i&3R
HENBUVERASBFH.

BatchGetSecretValue API iF3R KRR BN RHOX - B BatchGetSecretValue API
¥ 100 N BRWNBVERAESE.

CreateSecret AP| &R )RR BN ROX : B CreateSecret AP| iR
/8 50 BWBABESH,

DeleteSecret AP| &Ry E= BN EFHX - i DeleteSecret AP| &R
/8 50 BWBABESH,

GetRandomPassword API &R By iR =R BN EFHX - & GetRandomPassword
F# 50 APl BERNBWERKRES

o

ListSecretVersionlds AP &R YR = BN EFENXE i ListSecretVersionlds API
/¥ 50 BRWBRERAESH,

ListSecrets AP| &R iR R BN EFHNX - & ListSecrets AP| i83REV &=

&% 100 WHRAEFH.
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