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mARSS & H HTTPS 3K,

RERAINEREFR Secrets Manager HTTPS &ifj API , {BEA 122 {R SDKs chAHEF -1, FRT
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Amazon Secrets Manager F{E£3<ik

Secrets Manager Bt T HEZA AN ECHZLERBNEEEENARELZEIIEE, UTHREXRRE
—EN , HAFRRTEENREMAA R, XEHEEXRRUTETESENTERTHEREHNIEER ,
BREANEANEZEERREZER 2R 6.

BEZRTHEENEERANRESER

o FEUER H A BURE B 7 £ Amazon Secrets Manager
- ERABPTIZRFNEA

s ABNBHRERE - MNEEH

- FRAEEXRREEZN

- BREEHN %48

- BRKGER CLI BYX B

o PR&IXSZEEARY 15 8]

- SHIEHA

- SEEA

- EREME LETEMIRKE

U R H At BURA{E B2 £ Amazon Secrets Manager

Secrets Manager AJ#B1ERREL S RAMENYE , HRERLRGREHBREEHR

&, Secrets Manager {# F{&#48 H Z %1 Amazon Key Management Service (Amazon KMS) H#9 0
RBATBARPAHRHITINDR, HEREZRAN |, Secrets Manager 2 ZRZAHE S TLS HEZ £t
RREBEBNARINE, BXEZER , S0 QEEH,

EXRABHR A ZERFHIEH

CodeGuru Reviewer 5 Secrets Manager ££5% , EAMZRNB[ERHRBPERRZRIPONE,
FHRNBLBREREZDE, BEFEEFTER, AFEE. BXEZEER , 2 the section

called “Amazon CodeGuru Reviewer”,

Amazon Q JRRABENKRBEELAERZE2RENKBRERE , NTTHEENMNTRXEAHNNARE
FHRR. BXEZEE |, 55H (Amazon Q F X ERAF#EE) FH Scanning your code with

Amazon Q.

FHEUE A H A BURME B 1E 6% £ Amazon Secrets Manager 9


https://docs.amazonaws.cn/amazonq/latest/qdeveloper-ug/security-scans.html
https://docs.amazonaws.cn/amazonq/latest/qdeveloper-ug/security-scans.html
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AR T4 18— A DR 24T

ERZBERT , RIVBIUEHaws/secretsmanager Amazon EEZRARMBYER, FAECT~
R

H T BRI BB AR EARER AT MEEY , FEARS 8 T ERRBAN TN
.

o ER4AEMEP | Fkms:ViaServiceRBZR4F 0 E
{Esecretsmanager.<region>.amazonaws.com. XN ZAMEHARHINMNREEKE Secrets
Manager BYiER,

s ATH—SFERANEARE NIEKE Secrets Manager EEBIEH E TXWER |, B IZE
T I Secrets Manager 1% £ T XA RBRRERAEEHR KMS ZEAM KM -

© IAM REHEZEABRFNZFERMAEEN
- EENRFPRIEENAR

BEXEZEER |, 55 ¥ the section called “BR4AINZFFEZR”,

EREERRRZH

NTBREFCEEAENESR , RNBEUEER LT ZXER Secrets Manager EFAH 2 —REFE
WEZAHANERTENEREAN]

- Java BEFRER

« Python 5EFIxET

- NET EEFIRER

« Go 5EEFIRER

* Rust 5EFIREF

« Amazon ZH M %A Lambda ¥ &

* the section called “Amazon EKS”

« AT the section called “Secrets Manager 1S322 5584 B 25 RS Amazon Lambda, I 5i#h3#
MARFRS. LE#EE M Kubernetes Service ML S it T B =ZIRE XS Secrets Manager 2
A E A 1THRE L,
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https://docs.amazonaws.cn/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html#security-encryption-encryption-context
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.amazonaws.cn/kms/latest/APIReference/API_GrantConstraints.html
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IR FH

MREREK—BIEIARERZRR , BAMBANTEER B KR, £ Secrets Manager , BRI LR ER
/N B35 — IR, Secrets Manager It 7T AR KR - £ AF M XEBAF. BXEZER
BSH B B4,

fR{KHEA CLI XS

EAEA Amazon BERY , ATLAE® S shell FRAX LGRS, Amazon CLI KEH T shell #Z A4t
TS BN RANIIEE , AINBFRRERNES LA ANSSHINEE, £# A Amazon CLI %
ABRBEEZH , 554 the section called “BRIKfEF i Amazon Secrets Manager 248 Amazon
CLI X B&",

BER 5l X 23 2R #Y 17 [

FERFIX BN ZANH R IAM KRB , EASENRFERERN, SAAER IAM AEHME
B, REREBMETEMENHENRES (ABAC) . BXESZEE , i5ZH the section called “5 12
IO UE i B4R,

F&

« BIEXNBHEN ZEE

- EEERAREPR IP ik K4
« £/ VPC i SEAFRFIER

BELE XS B R T2 3R]

£ P18 4E PutResourcePolicy WE M EREEH |, HATEWEMEA BlockPublicPolicy: true,
XAEREREREERBRAAT ZIERNERT , AR TR REMINEZE4H,

Secrets Manager £/ Zelkova B #ER DT EREKE  UBERSEERZHENRRE, BX
Zelkova WEZEER , BSREZLEE LW U6 Amazon £/ B 3 # 32 R A8 BY 82 H KM AE Amazon
z27,

TR RHIERT A BlockPublicPolicyo

{
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https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://www.amazonaws.cn/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
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"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:PutResourcePolicy",
"Resource": "SecretId",
"Condition": {
"Bool": {
"secretsmanager:BlockPublicPolicy": "true"

}

EEFRAREBARN IP ik &4

FEARTRIEL 5 E Secrets Manager FIEREGIE AR IETE IP it R ZE /I aws : Sourcelp FHE
B, BESND, Bl RENFREIX Sk B A RME IP bk SBE#ER Amazon HITIRERY 38 BE B
EZR  WEER IAM ARNRBIRZEABERNIERIRMP LA, B2 , MREARTHMRS
REFZIHWE B , GlIAFERA Lambda EEUE AR , MZEBS M AmazonA Sttt 22 (818 A Secrets
Manager ##4E. ZZEHIZMHER IP thut iFiEBRNERFT2RK,

A, HiFRFE B Amazon VPC LT S8t |, aws:sourcelP &R TFRER, ERFIXNIEE
VPC K3 S/iER , B the section called “{E VPC s S &4 BR&IER",

R VPC AR RAIER

EAFRIELEIIKRBESE VPC = VPC LinTT SBViERIFR |, EEA aws: SourceVpce KR HIX Sk
HiEE VPC MiEREIFR |, 2 aws:SourceVpce REHIFIKBIEE VPC KifgT S MiERIFE,
&2 5 the section called “Rfl : BRF VPCs’,

 aws:SourceVpc fFiAERFIFKBIEE VPC WEK,
 aws:SourceVpce FFiFFRIRFIAKRBIEE VPC Kin T LHVER,

MEEARFHIEL 5E] Secrets Manager AN R R IBAPFERAXLEZHR | AeaTEHIEL
HRMTREER Secrets Manager B ZAWRS . REZ D Amazon RS TJ AERH VPC AEAL
T RIET. MRFF4ANERESIH VPC 5 VPC KigT R, MMKRENZBRSEEN RS T EA
Secrets Manager AJgE& kM,

#EZ ¥ the section called “VPC i & ( Amazon PrivateLink ) "o
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IPAddress

Amazon Secrets Manager ArfEm
S H1% A

Secrets Manager FJ LA B G EHWZHEFIF 2 Amazon X , SUF R EHEMRTEREE R,
BEXEZER , B5ZH BEXEHEHZEA.

W4

Secrets Manager 2B BE 5 Amazon BE&, MENMBHRSERkFRMNERERA, BXES
EE , BESH :

+ the section called “f£ F§ & 3% Amazon CloudTrail ”

« the section called “fE A ¥ #1285 CloudWatch”

« the section called “M AN EHIME

« the section called “¥5 % Secrets Manager B 2"

« the section called “fEF LA T 3£ U B A GuardDuty”

EREMS LZTEM %M

BINBWBETENLEREFTRNERAME L TRUESHEMIZE, SULUEEIEED VPC
KimT R VPC & Secrets Manager 2B IFAEEE. BXEZEE , 2 H the section called
“VPC ¥% & ( Amazon PrivateLink ) .
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Amazon Secrets Manager 22

£ |

+ £/ Amazon CodeGuru Reviewer &R BHA R Z R WIER
FREmBNYLZEBZE Amazon Secrets Manager
FERIB N BIEEZEEE Amazon Secrets Manager

3 Amazon Secrets Manageri® & 32 & i P £ i

A Amazon Secrets Manageri® & # f FF {0 #t

£ Amazon CodeGuru Reviewer XK B KX ZRIPWILZR

Amazon CodeGuru Reviewer & — T fE A5 2 T M85 F 5 KM FF & A BRI EIE R G
MRS , FHIRM SR B Java F Python RIBHI R, CodeGuru Reviewer 5 Secrets Manager £
K, IEMRARBHPERRZRFNINE, BXToERINNZEELRE | FSE Amazon Reviewer
&R Y CodeGuru Reviewer & E# CodeGuru #HlZ3E A,

RIEBERBNFHAE  FAAFESR

+ the section called “EB #2718 4w 15 MY BB FE F AL
+ the section called “B @ mIZHZR4E

FEmIBH N2 B E Amazon Secrets Manager

MEREPFEERXER , RINBIWHHRIRHF#F Secrets Manager ., FZ 47831 E| Secrets
Manager /5 , B IBFEEM Secrets Manager PR R4 , NTTAER T EAEFIRBHALXEE
REANRE, RREASFHINERENES , FETEER.

XTHEEFZURS , B A TEEBNREEEERE Amazon Secrets Manager,

EFEzE , FEERTEHRFEHRZFH. BRINBWEARD IAM BERXEBEZHANNR :
- AREBALAFHNZHENAC., BXEZEE |, S H the section called “Secrets Manager B /A
PR, BFERALLAGENERER,

- AUEBETHERAZENAR  SINEREEFERANA
BRoleToRetrieveSecretAtRuntime, EBHRBERALABCBURERH, EAHER , 85

Amazon CodeGuru Reviewer 14


https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/recommendations.html#secrets-found-types
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EZABNRETFRE-NZAENNR , AEFEARANTRRBER TR, AXEMEBRTE

iH25 Fthe section called “TFE£F B,

HIR

- B9 HEREH
- B25 . EHARB
- B3Y . EMEH
- RESR

E15 SEER

F—SRNUNEERBHZAEFE Secrets Manager P F, MRS Amazon BIFRMEx |

FREFRESREARNXE, &N , FHEFFEEN TENERZEM S ERKENXEH,
BIRZE (#2FHE )

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EBRTGFHEHMEBH.
3. 1E Choose secret type ( R ZHAXE ) ME L , MITUATRE :

a. NFBPXRHE  FEBHMBHALR,
b. A Key/value pairs ( 8EX ) & Plaintext ( BBX ) X AFH, —LRH -

API key
W AR/MEX
ClientID:my_client_id

ClientSecret : wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

WA :

AKIAI44QH8DHBEXAMPLE

B4 tERN


https://console.amazonaws.cn/secretsmanager/
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Digital certificate

WA :

Private key
WABAX :

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

c. XF Encryption key ( tNZ 40 ) , % aws/secretsmanager £/ Secrets Manager #9
Amazon EERZ . FAKBAFT~EEMATR. fln, EETUEABCNERAEER
AR 1>k B H At Amazon Web Services Ik %4, BXxEREF REZHANRANE
B, BEZE 2.

d. ﬁ?%jt_io

4. 7£ Choose secret type (IEZFZHEARE ) TE L , MITUTERE -

a. HWA—MERMR Secret name ( Z4A&B 5 ) M Description ( HEA ) -

b. 7E Resource permissions ( BIRXR ) F , %$F Edit permissions ( BN ) . L
TRoleToRetrieveSecretAtRuntime RiFKR RZAMEKRE A REEERE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :AccountId:role/RoleToRetrieveSecretAtRuntime"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
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c. TERMHEEHD , EHF Nexto
5. 7 Configure rotation ( Bt E%#R ) WHE L , HERER, EET—F,
6. 7 Review (%) 1 £ , ¥ &GN ZFHAFMAEE , ABEE Store (7)o

L2% ENME

B R ED SIIBIE IAM A fBRoleToRetrieveSecretAtRuntime T e T4, BEXEZER |, 1§
SRR E IAM A€ (Amazon API).

Rfa , B LAER Secrets Manager 1R RERIBEM BN , LA E Secrets Manager FHI 2
£,

B R BT

1.  $TF Secrets Manager &% , Wit} https://console.aws.amazon.com/secretsmanager/o
2. EERIRA L, EELENER.
3. M[ETR3E Sample code ( RIREE ) . EFREBHNEEES K AREFRBHER,

BERNMNAEFFHREEDZAAEBLEACBRER,. RERBESHTE , EUREEERRPANNE
B HEERN AR

ERARAREERBEYS W EHNARFETHATS,
E3L  ENEH

RE—SRPEAENERDNEZN. FEABANNRKRUERPENERRANGERA, flwm , Eoae
FEFRYNBERAFAER - MBS

R EENZH

1. $TF Secrets Manager ##l& , Wit} https://console.aws.amazon.com/secretsmanager/o
2. J%&$F Secrets ( B ) , RAEEFZZEH,

3. 7t Secret details ( B FMER ) WAL , @ TR3)Hi%E#HF Retrieve secret value ( ¥R % 4R
B) , A/FERE Edit (BRHE ) -

4. BHFHEZPAARRER Save (RTF) o

RE , WA ENNAEFERTBRHEERFER.

®25% EFAB 17


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-api.html
https://console.amazonaws.cn/secretsmanager/
https://console.amazonaws.cn/secretsmanager/
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HX
BESR

MRBHBRERDNZRAE  ETRFEIZUTER

- EE{RHY Java F Python NAREFHEREHRIBHNE , WNEUEA Amazon CodeGuru
Reviewer,

- BULESEEFHARESHEHABRERE, BXEZER , 551 REEH,

s WFNZSAKGIHRINEZ  FEZEEHRAURLIER, BXEZELR , 550 BEXEHEHR
iiB

« EXRHIED |, BRoleToRetrieveSecretAtRuntimefRTBF TR EZZLAEMNNERE,. EnBAEETF

EZNR ( fIURREXRBHANABIEREFTRHAYIKR ) |, 55 Hthe section called “E T HIRHE
BE” o

s EARYER K LEAZPNETRRERF TR, RoleToRetrieveSecretAtRuntimeBXERF
WEERNEAM A E | FSHthe section called “E T 59K KRR,

THE dm B Y BB E B E Amazon Secrets Manager

MBEREBFEFEEANBEESEIE , RINBWBFEIEBSE Secrets Manager , REILENFERH, F
ZUE BB Secrets Manager f5 , B RBIFEREM Secrets Manager R ZREUE , NIRRT E1T
BEIREBHALFIRIENRE, RRFFALENED  ARRHIERENESE , FETFBER.

%fF Amazon RDS. Amazon Redshift #1 Amazon DocumentDB #3EE , HFEAAT PSR HGE R
BHEIEB 3 B Secrets Manager, X FHMRBPWEIEMEMZR4A |, 1S the section called “Eik
ERBE 4R 7,

HItanl , BRRBZAEHFTEHRZER. BNBUEAFD IAM ASRERRHANNR

- AREBALAFHNZHENACR, BXEZEE |, S H the section called “Secrets Manager B /A
R, BN ERALAGAENRRER.

o EAXRBEF , —AMULEETRERAEERoIeToORetrieveSecretAtRuntime I B, BB
FRALAGBULRZA,



https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/welcome.html
https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/welcome.html
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- BRESR

E15 SEER

FE—FTRFANBEERIDNEILES HF Secrets Manager FHEHAF ., 7 T7RIELER |, ALHHAEME
EEHIEFEMEENXEH,

elfe o

1. 3TF Secrets Manager &% , Wit 7 https://console.aws.amazon.com/secretsmanager/o
2. EETFHHMEBHA.
3. £ Choose secret type ( R FARE ) MEL , ITUTERE

a. NWTBMARE  EREFENBIEESIERE .

« Amazon RDS #¥iEE

« Amazon DocumentDB #iEE

 Amazon Redshift BIE S E,

- BXxHMEBNEY K BSRASTHRERDHNER.

b. XFEI , FRMABEENENWERDEIU,

c. XIF Encryption key ( tN# 47 ) , % aws/secretsmanager £/ Secrets Manager #9
Amazon EERZ . FAKBAF~EEMATA. fln, EETUEABCHNEAEEER
EASKIG [R5k B Hfth Amazon Web Services IKF HZH. BXFERAZFREEZHNAERNE
B, BZH Ef.

d. XITF Database ( H#EFE ) , FEFENBIERE.

e. EET—Z,

4. 1 Configure secret ( BLiEZ4A ) ME L , HATEATRME .

a. HWA—MERMER Secret name ( A& # ) M Description ( %88 ) -

b. 7E Resource permissions ( BIRIXR ) F , %$F Edit permissions ( 4mEENXR ) . LA
TRoleToRetrieveSecretAtRuntime RFKR RZRAMKRE , REIEERE,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Principal": {

"AWS": "arn:aws:iam: :AccountId:role/RoleToRetrieveSecretAtRuntime"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
]
}
c. TENHEEE , %E#ZF Nexto
5. & Configure rotation ( BtE%#t ) WAL , ¥ RHRER, BEEZSREBRH. #FT—%,
6. 1E Review (%) MLt , FRENZHFMAFELE , AFIEE Store (7).

L2%  EME

B R ID SIIBIE IAM A fBRoleToRetrieveSecretAtRuntime T RER T4, BEXEZER | 1§
SRR E IAM A€ (Amazon API),

RIE , A LAEA Secrets Manager 2 REIRBEFHEHNRB , LA K Secrets Manager F1 Y2
£,

B R BT

1. 3TFF Secrets Manager ##|4& , Bt} https://console.aws.amazon.com/secretsmanager/o
2. EFHAIRT L, EEEHEH,
3. MRz E Sample code ( RHIREE ) . EEFELWIEST , RAEEHINRBLEE,

BERNMNARFFHEEDEZIEAEBERBR R, RERBESNHTE , EURFSEEHFRPRNNE
BTG ENEA.

ERAERAREREEDEE , WCNNRRFEEH ST,
SR 3  RIRME

BE—SRBENRHEFZARPHEFERIBHIEIL, Rotation EEHEFZAN IR, BHEFHAN , £26E
N EHZAMBIEEDHEIE, Secrets Manager AJ AR BRIGI& ER TR B3 H B4,

RERIRITIEWR Lambda $H#E BRI LLT5E Secrets Manager MEHEBIEE., BH BRI
J& , Secrets Manager 2 52N BIEEMRM VPC H 8] Lambda B EKE , LIBRECHEEEEN
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P& 15 R PR, Lambda ¥ EBIE A A A Secrets Manager AE#F # 40, TATEWIETE VPC
A8l — Secrets Manager £is 17 = , X#M Lambda Z| Secrets Manager A M T 2B E#M
2849 Amazon » BXiBA , S the section called “VPC % & ( Amazon PrivateLink ) 7o

BRER

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EERANRA L  EFENER.

3. 1£ Secret details (Z4H1F4EE) 71 LK Rotation configuration (3R E &) o+ , iE£F Edit
rotation (4REFHR),

4. HERBEREEXNEES  HITATRE

a. B Automatic rotation ( Bzh%#t ) .
b. % Rotation schedule ( ##it%] ) T , A UTC Bt X#& X A LRI 1K1,
c. 1%3#% Rotate immediately when the secret is stored ( EEEFAR I ENFH ) , WEREFEE

AR R LA,
d. % Rotation function ( #¥RE¥ ) T , 1%# Create a new Lambda function ( & #THY
Lambda E% ) , RERFEEHA—NBEF. Secrets Manager M7 " SecretsManager“Z|

TREVEI BB FRRY T 2K
e. NTRHMEKE K EEREMHF,
f. EERE

KREZHARETERKR

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. %3#F Secrets ( %A ) , ABRERIZZEH,

3. 1f Secret details ( WERFMEL ) WEH L , @ TR H1%EE Retrieve secret value ( K EWE
BH).

MRFZHAENRE , NRBARRELEII, MRFAEKEENR , WEERR R IEEFTLIRINGE
#J CloudWatch BE.,

it 00 K1 PR R SR TR AR 12 8 IS 0 O 24,
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HX
BESR

MRBHBRERDNZRAE  ETRFEITZUTER

- WA LBIEFEZHARESHEHBRERET. BXEZER , FEH REEH.
o BALLERTRINERITR. BXEZER |, 5SS the section called “F# iR,
- EE{RHY Java F Python NAREFHPERERIBHIE , WNEBUEA Amazon CodeGuru

Reviewer,

79 Amazon Secrets Manageri EX & H PR

EAHKES  BREINARNITEHREESINRFIEEREAF L, Alternating users

rotation ( XEFAF R ) R—MEIRKEE , E1XRREF |, Secrets Manager FREAF , RAEERE
BEFRHBLERAFEIE. MREFENTATASTHYE , NMEREE—NTENEE , EAEP -
BRAFREREENSENEIL M3 —MIEEEH. BXEZER , 5SH the section called “32 &
AP

EREXBAFRHR , BFERIMUE
- HF - MBI SEBRHRNEIE.
- BEAEEAZUENE-INESR.
LAFARZEE-MAFAERE-—NMHAFNED, EXAHED , £fFik Amazon RDS HEE

BRAFBENE, Amazon RDS R4 EEEE ARBRIR, BXEZEE |, 5SS the section
called “FEERH,

THENE—BIABRERENBUNAMEEERTE, I TOLRERBRRNTERE , AYEFEAT -5
5l Amazon RDS MySQL #i#EFE. I TRLEN , HEENLTRHAMERMIAEE VPC F, E@d
BEERMMA BEZEIBIERE , BEAEL2EY , ©R2 VPC A UEEIIBEENRSSS , BtEA
FMNEBM# T SSH E#, RHEBEFNELENE Amazon EC2 K4l , ZRFIMN R LAPEIEH MK
BMER,

ERAHER , BNBVWEFEHETNRF. BOEEFHEFERAEN.

Secrets Manager 3 # £ f Amazon Lambda B REMZAMBIEE . BXEMA Lambda BEERYEL
TNER , BSH EM.

HiE -
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- R

- EREH

« H8 1 : 8|2 Amazon RDS ¥iEE A
- R 2 NAPEUECIEME

M BRI R

B4 8EBAR

SR

NG
4:::
A

w

\éﬁ

EI\

PR

EHENEREZHER , BEEF Amazon Web Services P EENPR, EEFHED K FEIER
NENSBRERATENAER, N, EEREEEEANBEN AT Amazon RDS #iEE , mM&
EMEZEBERANBENARERE VPC MZ24d, ERTHESER , RNBWEHREFERHERD S G,

BRUMMELEFRERIEENRNVEE , HSH the section called “ & 33 UEF 15 A 32 H)”,
SERZMH

EHED , BFEEUATHE :

- FEREZMH A Amazon VPC

o FHREMH B : Amazon 3= EC2

« FREFMH C: Amazon RDS ¥iEFEMEE R F IR Secrets Manager Z4A
BIREMH D . AFEHN AR I EHIEEREH EC2

SR A - Amazon VPC

ERTRS , BFLE— VPC , B LEHEP S Amazon RDS ¥IEEMI S EC23E46l, EfE
ZLHRD | BEERATENBYERMEEIELY , AREEIREE , AHEFEATXRE VPC
MRE. At , Amazon VPC &£ EBRMMXIEZE VPC HERBRPARMES , SUEEE VPC 4
B TR EB A E T BB MM X,

£ VPC #1 , 27 LLBIZ — Secrets Manager i 21— Amazon RDS iR, EHENSEH
RIE B AT |, Secrets Manager &7 VPC W12 Lambda 33K | LXEEEILXiEIﬂiﬁE

Ff. Lambda ®iREEE A Secrets Manager RE#FH Z4 , HiAA Amazon RDS RIREVEIEFIE
EER. BYE VPC NOIBKIRT R , BRI LIEERM Lambda BE3T Secrets Manager 1 Amazon
RDS HWiAAT LB Amazon B, R , XLFANEEAET VPC N RHR,.
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B2 VPC

1.

2
3
4

$TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
EFEBE VPC,
£ Create VPC ( 812 VPC ) ME L , #%# VPC and more ( VPC & ) ,

£ Name tag auto-generation ( BFFrZBEN4ERK ) TH Auto-generate ( BEIER ) T, A
SecretsManagexTutorial.,

¥F DNS options ( DNS 3£11 ) , i§[EATi%#E Enable DNS hostnames 1 Enable DNS
resolution,

EERBIE VPC,

£ VPC W8I2& Secrets Manager i &

o

© © N O

£ Amazon VPC %] & # Endpoints ( iR ) T , %&$# Create Endpoint ( 812w K ) o

£ Endpoint settings ( i RIRE ) T, H Name ( 8% ) #A
SecretsManagexTutorialEndpoint,

£ Services ( RS ) T , #i A secretsmanager LATFESIR , RFTEEM Amazon Web
Services XiFH1%#F Secrets Manager Ui Ko Bl , EEEREP ( FEFRLILER ) , &EF
com.amazonaws.us-east-1.secretsmanager,

3F VPC , #%&# vpc**** (SecretsManagerTutorial),

3tF Subnets ( M ) , i&EFEFFE Availability Zones ( TAMXE ) , AEXNTFEINXE , ERE
‘AEH SubnetID (FMID)

3 F IP address type ( IP #bib3EH ) | #%4F IPv4,
X TF Security groups ( ®24H ) , ERERINLE4A,
Xt F Policy ( 2kB& ) , %&# Full access.

pri= ol F= A J=N

1£ VPC R 81Z Amazon RDS i 5

1£ Amazon VPC %] & # Endpoints ( iR ) T , %&$# Create Endpoint ( 81ZEi%R ) o
£ Endpoint settings ( I RIZE ) T , 7 Name ( &% ) Hi A RDSTutorialEndpoint,

£ Services ( BRS ) T, #iA rds AiEiESI%R | AREEMN Amazon Web Services XiFH
1%£3$% Amazon RDS in R Hll , EXERE ( FHFEILILEB ) , %&#HF com.amazonaws.us-
east-1.rds,
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4. XF VPC, #%&#F vpc**** (SecretsManagerTutorial),

5. XTF Subnets ( ™ ) , £ZFFTA Availability Zones ( TAMRXIE ) , AERNTFTENXE , EBE
‘BEHK SubnetID ( ¥R ID )

3 F IP address type ( IP b KH ) | E$F IPv4,
¥t F Security groups ( Z&4 ) , EERERINLEH,
X F Policy ( kB ) , 1%£#F Full access.

b= ol = A J=N

© © N o

% R4 B : Amazon 3245 EC2

RS TRF 2R Amazon RDS BIEFERN T VPC F , AHETRTE , EFEELEH. ZE
2FHtUT VPC F , BEMEIRYD , ERERE—IMREA , AR ITEER SSH EEER
22,

NELFH6IZ EC2 KH

1. FIFLE@# EC2 £4|A& , Wik A https://console.aws.amazon.com/ec2/,
1%3% Instances ( 3£61 ) , ARFIEF Launch Instances ( B313£H61 )

3. 1£ Name andtags ( BMFHFE ) T, X¥F Name ( BH# ) , @A
SecretsManagexTutorialInstance,

4. 1E Application and OS Images ( NAREFMRIERSRE ) T , ;REBIAE Amazon Linux 2
AMI (HMV) Kernel 5.10,

5. £ Instance type ( SRfIZERE ) T, REBEIAE t2.micro,
6. 7t Key pair ( #4AXt ) T , 1%&$F Create key pair ( BIERZEHX ) o

N

£ Create key pair ( R|ZRZHAX ) JFEF , X F Key pair name ( BB ) , WA
SecretsManagerTutorialKeyPair , A/51%3F Create key pair ( RIZZHIT ) .
LAt B3 TEEAR,

7. 7E Network settings ( M&BIRE ) T , i&# Edit (RE ) , RERITUTRE

a. XNF VPC, i%&# vpc-**** SecretsManagerTutorial,

b. X¥F Auto-assign Public IP ( Bz 2 BlA%E IP ) , %% Enable,

c. XF Firewall ( B5REE ) |, #%4#2 Select existing security group ( EFMNELZLA ) .
d. ¥F Common security groups ( ELZ£4H ) , % default,
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8. EEBHEH,

FEARZM C - Amazon RDS BiEEMEE R ZILHY Secrets Manager %4A

EWTTRP | B2 —1 Amazon RDS MySQL #iEEH XN Hi#t1TEE , LA{E Amazon RDS SI2E
EEREZINZEH. RE , Amazon RDS 2B N EAEEEEARANRR, BXEZER |, HS
7] FEERR,

EORBEEIREY , FEELEL—SHOENEL2EH, AR, Amazon RDS 2REZEH , U
ERIEENLBIEBAETR. B0 EEZEIKAFNZEERIAN |, LTSRN AR 1T B thE D
Z3RB,

FREESEEREZIIMN Secrets Manager Z4A 812 Amazon RDS $iEE

1. 7£ Amazon RDS #Z#I&F , %1% Create database ( RIZHIEREF ) -

2. %&£ Engine options ( 5|Z%&IN ) £84% , 7 Engine type ( 5123 A ) %% MySQL.
3. 1 Templates ( 1R ) 885 , %£#F Free tier,

4. 71E Settings (1RE ) &2 , AT TRME -

a. XITF DB instance identifier ( BIEEZFIFFIRAF ) , B A SecretsManagerTutorial,
b. E“EF/EBE” T , EBPHNEEEEI, Amazon Secrets Manager

5 & EE BHH , NT UHEHNRR, EF EED EC2 HENEIR , A& ‘EC2 k6" ik
#SecretsManagerTutorialInstance,

6. ERBIBHEEF

BIESRM D 1 AVWFERAR I EYERESISEH EC2

FEHTSTRP | E[1E Prereq B FRIER EC2 KHIEE N AT BN A ib T EHLERERZEH. it ,
BG4 Amazon RDS E“AREMH CHFAMNZ A , FHEEATFENITENH IP it 5 SSH
EEEOHN, ZAN AFARLITEN (BT LET IP utiR B ) B Internet £/ SSH EZERERL2F
Mo

ARFERN AR T EHEEESIK EC2 f

1. FIALS®E EC2 ##l& , Mt Jvhttps://console.aws.amazon.com/ec2/o

2. £ EC2 3%l £ SecretsManagerTutoriallnstance , EFZ £ E&IMF LW ELAT | EFsg-***
(ec2-rds-X).
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3. 1 Inputrules ( WA ) T , E#FEdit inbound rules ( B ALWEMN ) o
4. E&#F Addrule (R ), REFTZAUHRITATRE

a. XFERHE  %# SSH,
b. XtF Source type ( REHE ) , &EFE My IP,

B 1 82 Amazon RDS BiEEH F

B, BFE-ITAF  ERIERE#ERSE S, ZREAHP |, BEAEER KRR Amazon
RDS #iEE, AfEEREL , AXAHETS , SRUEZEFREFTENROAFT . BEFHEF , XH
W, 2EEERENEREN,

EEEINBERE , BEA MySaL %Fﬁﬁ”ﬁl,\o EAHREYS  SREAET GUI R ARERF MySQL
Workbench, EZ % MySQL Workbench , 27 £ MySQL Workbench,

EZEBBIEE |, BT MySQL Workbench FA|BEREEE, EHTEE , BFEZEM Amazon EC2 H
Amazon RDS R1B—&EE,

£ MySQL Workbench H & 23 I FE i 52

1. & MySQL Workbench A , %3 MySQL Connections ( MySQL i#£3$# ) 3= 89 (+) &4,
2. 1£ Setup New Connection ( IR B FiE#E ) MFED , ITUTERE .

a. XF Connection Name ( E#Z&#5 ) , M A SecretsManagerTutorial,
b. X¥F Connection Method ( E#57% ) , 1%#F Standaxd TCP/IP over SSH.
c. 1E Parameters ( &% ) &I+ L , FUTUATRE :

i. XtF SSH E£#% , &% A Amazon EC2 EHIH/AH P Hudit,

& O] LA %R 356 7E Amazon EC2 #2414 LK E IP ib
it SecretsManagerTutoriallnstance, & #l/2%F IPv4 DNS T IP ik,

i. XF SSH Username (SSH FIFF®& ) , i\ ec2-user,

iii. XF SSH Keyfile , BIEF AT BIE M K RZ M P TEHBZHAI XM
SecretsManagerTutorialKeyPair.pem,

iv. XF MySQL Hostname ( MySQL E£#1% ) , i A Amazon RDS ¥ = i it

&\ LATE Amazon RDS #2#l & LB % FE 53E E L6l secretsmanagertutorialdb & %
Rk, &% Endpoint ( s ) THYME,
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v. XF Username ( AF®& ) , #iA admin,

d. EEHEE.
KREE ARG

1. 1E Amazon RDS ##|&/F |, SMEEHEBIERE.,

2. 1 Configuration ( BZE& ) T+ Master Credentials ARN ( E£&ZiE ARN ) T , #%# Manage in
Secrets Manager ( 7 Secrets Manager F & ) ,

AT FF Secrets Manager $2#| A&

3. EFAFMEENMEL , i%#F Retrieve secret value ( RERZHE ) .
4. BB ERTE Secret value ( Z4AE ) B2+,

BIRBIEFEM P

1. £ MySQL TH#E&H , EFiERESecretsManagerTutorial,
2. BMANZRPFREINEERRZE,

3. 7 MySQL Workbench 1, 7£ Query ( &l ) EOH , AN TS ( SEREE ) , AFEE
Execute ( 1T ) » RIREEMEA SELECT NHEHNZER , Hik appuser XMEDEFZMN
PR,

CREATE DATABASE myDB;
CREATE USER 'appuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'appuser'e'%’';

£ Output (i ) BEOH , BLBIXLEHTHRITHI,

S 2 - AR

BTk, SH0RNE K BTEH#ENCENAFKIE. XRENERRNUR. BRERK , B
IREMAFRE , BNER—NMRIMNWBERAFHE , ENAENRERE —TRAFNED,

1. $TFF Secrets Manager #Z&l& , Bt Fhttps://console.aws.amazon.com/secretsmanager/,

2. “EERTFHHEHA.
3. £ Choose secret type ( EFRZ4AERE ) MEL , ITUTRE

SR 2 NAPFKIERIEWE 28
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a. XF Secrettype ( WEEKA ) | i£#F Credentials for Amazon RDS database ( Amazon RDS
BIBESEIL ) -

b. XF Credentials ( ZiE ) , AR F & appuser , AIREN A MySQL Workbench &%

NBEERFRANEB,
c. XIF Database ( $i3EF ) , %&#%F secretsmanagertutorialdb,
d. iij:¥-|:_$o

4. 7E Configure secret ( BLE#4A ) WE L , XIF Secret name ( BB ) , WA
SecretsManagerTutorialAppuser , REEZE Next ( T—% ),

5. 7 Configure rotation ( Bt E%#R ) WE L , ITATRE -

a. B Automatic rotation ( BZh%#t ) .

b. XJF Rotation schedule ( ¥#itX] ) , REitXl Days ( X¥ ) : 2 X, AKX Duration ( £k
Bf1E ) : 2h. fF Rotate immediately ( M EN## ) & F B BRES,

c. X¥F Rotation function ( #¥RBE%K ) , i&#F Create a rotation function ( BB EE ) , R
EXFEBEEH , @A tutorial-alternating-users-rotation,

d XNTFRQREXR , 6K EBRXEBAF , AGEEEAKIERAT , &EE R rds!cluster... ,
HEHRITEBESRHIE secretsmanagertutorial FrFBIEBIBEEMNE M
A2 40 , N Secret associated with primary RDS DB instance:
arn:aws:rds:Region:AccountId:db:secretsmanagertutorial,

e. ﬁj:%-lt_*)"zo
6. 7£ Review (& ) WHE L , 1%£#F Store ( 7 ) -
Secrets Manager 2IREE|Z4AFMAELENH, BAUUEZAHNBEELREEBEIRS. Secrets

CloudFormation Manager Al T8I &R , i Lambda £ EEHMIZ1T Lambda BRI ITA
&, CloudFormation FERJG , HEIBE N TERLIRK Secret, E—RFIRET MK,

e

SR 3 WA SRR BR
EEARRE  CUUREREARLTALAREL. RETHEBENFRRTEREER.
ST R S TR 2

1. $TFF Secrets Manager #%|& , M1t W https://console.aws.amazon.com/secretsmanager/o

2. 1%3% Secrets ( WF ) , R %EEBEMWE SecretsManagexTutorialAppuser,

HPR 3 WA B RRH LR 29
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3. 1f Secret details ( WERFMELE ) WEHL , @ TR3NH1%EE Retrieve secret value ( K EWE
BH).

4. 71E Key/value ( 8/{B ) &+ , 7 password &%l Secret value ( WEE ) .

jilll

AN

1. £ MySQL IT¥E&EH , A% HZERE SecretsManagerTutorial , REEER “REIERE.

2. 7t Manage Server Connections ( B RS 281E#E ) XiEEH , X¥F Username ( AFHE ) , BA
appuser , A/Fi%# Close ( <M ) .

B3 MySQL IT{EA , ikiFiERESecretsManagerTutorialo

£ Open SSH Connection ( 37 SSH iE$# ) XiEHEAF , X F Password ( F18 ) , MG ENRER
PREFNZD , AFEROK(HBE ).

MREZIEFM , W MySQL Workbench F3TH EHIEEMRITRE.

EKRBRFLRERDN. BETWEICES , CRATEEIMEEN T LSS,
SRR 4 FERIR

MRERZ AR REEAFRR , BB ERR , ABEET the section called “EH &
.

BN, AT BB ERNTAFBERATLILE Internet By EC2 K61, iEMIBREEARHEH SIEH N
TRERELREH

* Amazon RDS BiEEXA|. XYL , HS5 (Amazon RDS AIFHEE) A BREHE & 3201,
« W5% EC2 32l AXUE , FZ 5 Amazon EC2 AP FEEH AL LS,

« Secrets Manager #% SecretsManagerTutorialAppuser, X% , S the section
called “MIEREZE4ER",

- Secrets Manager iR XU , S M (Amazon PrivateLink ¥87) FHIMIER VPC if &0
- VPC iR, BXUE , 2SH (Amazon PrivateLink $87) H IR VPC,

s B IR

- THRNFAEEHNAERFFEREEN.
« THREMRBRITR
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79 Amazon Secrets Manageri% & # f F # i

EAYMEF , B2 NMARNETEHRREZINFARELRFRE, ERAFPRHEE —TRBRRE
FEIZRMF |, Secrets Manager FRINEZANBBEEFETAFANEIL. EXEZEE , HSMH the
section called “® B,

ERAHER , BINEBEFEHETNRF, BOEESFHNEFERAEN.

Secrets Manager 3 # £ f Amazon Lambda B REMZAMBIEE . BXEMA Lambda BEERYEL
THER , BSHE EMN.

H33x

- R

- KREMH

- S 1: 82 Amazon RDS BEERF

- SR2: IBEERFEECIEER

- SR 3: NARBRNER

‘4. BERR

N

N

N
B

l
¥
%
¥

PR

BHERNERFMN | BFEEXN Amazon Web Services IRV EEN R, HBEFIRAP , HRESIKRE
NEBNSTREATRNAR, flin, EEREEEE ANRNAGFEE Amazon RDS #iigE , mME
EMZEEANRHNAGNRE VPC MZ24d, ERITHEIRN , RINBWEAELERAARST 7.

BXNMMAEEFHRERRENENEE |, i5SH the section called “ 5 KR 5 B2 H”,

FRZM

IR IR Z MR the section called “REAF R, EE—NMHBELERN , BREBTERR, &
ZHEZE , BRERAE—NUERE , HhEE— Amazon RDS BEEMN—IMAEREEEERE
iE#Y Secrets Manager %, BREZ — N ZHATSREEAFNEIL , BEREXHBPRERZE
.

$&3E 7 MySQL Workbench FEE T — 5k , AR EE A TUEEETIBIERE.
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S 1 : B2 Amazon RDS BIEEAF

Bt , BFE-ITAF  ERIIREERERES, BCBAPF  BEATHREZHATHNERAKILER
% Amazon RDS ##&FE, AEEEN , EXHEFR , BFHUBRERGEETENRIAS . BEEFH
B XHATER , BUEERRENREL,

KREERRG

1.

1£ Amazon RDS #Z#l& % , SMIBIENEREE,

2. 7 Configuration ( L& ) £+ Master Credentials ARN ( E£&ZiE ARN ) T , #%# Manage in
Secrets Manager ( 7 Secrets Manager & ) ,
LR FTFF Secrets Manager $2# &

3. ERFAFEMAEETHEL , % Retrieve secret value ( REZ4AHE ) -

4. B8 RTE Secret value ( Z4AE ) T2,

tIEHREEAF

1. 7E£ MySQL Workbench A , 58 % §1%E$% , SecretsManagerTutorial R fFi%F “RBIEE,

2. 7£ Manage Server Connections ( B RFeRERE ) XiEEF , X¥F Username ( AFE ) , @A
admin , AAfFi%#F Close ( <M ) .

3. EZE MySQL I## , &FiE#ESecretsManagerTutorialo

4. WANZRPRRINEEAEB,

5. £ MySQL Workbench 1 , £ Query ( &) ) EOH , AU TH S ( SERZBE ) , ARGk

& Execute ( 117 ) » BERERBUER SELECT N HAE#HH =4 , ALt dbuser XMEDEFIZN
PR

CREATE USER 'dbuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'dbuser'e'S';

£ Output (i ) EOH , BLBIXLERTHRITHI,

S 1 : 812 Amazon RDS HiEER 32
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SR 2 . ABEEAFRILAEZH

BTk, SR NMNE2ARTEHEERQBNAFPNEL , AENEABmRER (87 AR
) . Secrets Manager ¥t H4A , TEREZBEUREFRNERDN , FEABIXNHERE, L
FrRRRtb USSR ERRIZEERTIER,

1. ¥TJF Secrets Manager ###|& , M1t R https://console.aws.amazon.com/secretsmanager/o

2. “EETFHHEHA.
3. £ Choose secret type ( EFRFARE ) MEL , ITUTERE .

a. XF Secrettype ( WEEKH ) | i£$F Credentials for Amazon RDS database ( Amazon RDS
BIBESEIL ) o
b. X}F Credentials ( ZFif ) , A& dbuser , AREHFERH MySQL Workbench B2 #Y

BIEEAFRMANEB,
c. XIF Database ( $i3EF ) , %#%F secretsmanagertutorialdb,
d. iij:¥-|:_$o

4. 7E Configure secret ( BLE#4A ) WE L , XIF Secret name ( BB ) , WA
SecretsManagerTutorialDbuser , R/G%ETE Next ( FT—F ) .

5. 7 Configure rotation ( Bt E%#R ) WE L , ITUATERE -

a. B Automatic rotation ( BZh%#t ) .

b. XJF Rotation schedule ( ¥#itX] ) , iREitXl Days ( X¥ ) : 2 X, LAK Duration ( £
Bf1E ) : 2h, fF Rotate immediately ( M EN## ) 4 F B BRES,

c. X¥F Rotation function ( #¥RBE%K ) , i&#F Create a rotation function ( BB EE ) , R
EXFERBEHM , @A tutorial-single-user-rotation,

d. XNFRERER 6 ERE2EAF.
e. ii?%jt_io
6. 7£ Review (& ) WH L , 1%#F Store ( 7 ) -
Secrets Manager 2IREF|ZAFHAEENEH, BAUEZNEHMBEELREERS. Secrets

CloudFormation Manager Al T8I %R , 120 Lambda ##EEMIZ1T Lambda EEEIINITA
B, CloudFormation SERX /G , HIBZE N TERL IR Secret, 5B —IRFRE T MK,

SR 2 ABFEERFRILEZSA 33
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HZIR 3 ML HRAY D

EE-XBARKR (TEFE/LVE ) 25, BUUREMERENTEEREIL. WETHEBEMN
FRpFIUEREE R,

MBEE RS R D

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. 1%3$F Secrets ( W#F ) , RF%EEME SecretsManagerTutorialDbuser,

3. £ Secret details ( WEFHMEES ) WE L , @ TRz Hi%ERFE Retrieve secret value ( REZWE
).

4. 7£ Key/value ( /& ) &9 , 7 password £ %l Secret value ( WEE ) -

pURERSANE

1. 7E MySQL Workbench & , 58 % §1%iE$#E , SecretsManagerTutorialfRfFi%F “RIBIEE,

2. 1£ Manage Server Connections ( BB IRFEERE ) XNFEER , X F Username ( AF R ) , A
dbuser , AA/Fi%#E Close ( <M ) .

EE MySQL T¥# , i&EiE#ESecretsManagerTutorial,

4. £ Open SSH Connection ( $T7F SSH iE#E ) XiEHEH , X F Password ( 218 ) , #MEENHE
FREFNZD , RFEROK (HBE ).

MREIEFR , W MySQL Workbench [T EHIEFEMNRITRE,

TH 4 FEER

RNBREERZR , EHREEARBESCNENOWE, BRI , HSH the section called “Mil BrZ2477,

EFEFEBIEPRENER , 535 the section called “F 8 4 : FEER,
BELS R

s THRNMELSHBEARFYRENS, BESHRE REFEHA,
. THREMEIRITR. FSH the section called “®#it %",

HPR 3 AR IHRAYERRD 34
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21 % Amazon Secrets Manager £/

ZAMURZEE, —4AiH (HlImAFBENEE ), OAuth THEIBLUMBZEF X FM# 7E Secrets
Manager Y H Bl ZE 2.

® Tip
¥¥F Amazon RDS 1 Amazon Redshift EX R P& , RINBWEERAEEEH. B
BYEEBERSVERERY , AR ERATERE,

HEREH A FREFIEEXENREEFNEEFEILN  ZAFESREEEFENEEEE. RE
EHFAN |, BAFRRZANELS , FRESHENEREE, SUERADRINEBEREX LI
FXHEERES

EGBR4 , BEESecretsManagerReadWrite & IS FHI R,

HRBIBZEART |, Secrets Manager 2% K — CloudTrail HE%KB. BXEZEE , HSH the
section called “f£ F§ & % Amazon CloudTrail 7,

BIRE (#ZHE )

1.  $TF Secrets Manager &% , Wit} https://console.aws.amazon.com/secretsmanager/o
2. ERTFHHEBNA.
3. £ Choose secret type ( EFRZ4AERE ) MEL , ITUTRE !

a. XT Secrettype ( F4AKE ) , ITUTREZ—
EEHBEEEIL  FABREE#NBEERIIRE, REERHEE , HEaAE,
EFMIEATHIEEN API B4, HRITEFMEIL , HEREMXBNRA,

ERENS , FLL JSON BENEXMAZYN , RELRRAET+ , RAEUEMHER
MAZR, EAUERATF#EEKS 65536 MFET. —LRH

API key
W AR/MER

ClientID:my_client_id
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ClientSecret : wJialrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

W ABAX :

AKIAI44QHS8DHBEXAMPLE

Digital certificate

WA :

Private key
BB

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

b. XTFNE#ZER , %#F Secrets Manager ARMEZLAEN . Amazon KMS key BEXEZE
B | ESH BHRNENER,

. BERZBERT , E%#R aws/secretsmanager LUF Amazon B X %48 AT Secrets
Manager. A LLZRAF=EFEMTER,

.  MRHLFEEMNHMB4AH R 24 Amazon Web Services Ik, REREFHEEH
KMS ZALERIRZRARN EN A RARE |, BNV RPEREFFREZASIEE NN
MBARCE—N. BEXEAZTFREZEANHENER , BSH EMN.

BN EE the section called “KMS Z4AIR”. BXREKFIHRNEZEESR | 5
the section called “BEEMK /= i8],

C. ii#%jt_io
4. 7E Configure secret ( BLEH4A ) WE L , MITUATRE ;

a. WA—MNERMR Secret name ( A #5 ) M Description ( %8 ) » ZPABMHALEE
1-512 NERBFH _+=.@- 7
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b. (W& ) EHRZEMBOH , EENBHAPRN—PHSZ ML, BXIFEKE , 152 the
section called ‘#7512 Z41". BT ENBRBREEFHENREHR , ARElIRNE,
c. (WHE)EARFNR , ENERREEANEEHNZHAS  BERFEENR. BXEZELE B
2% the section called "B T &R FIE

d. (%) ZEHRAP , EFENRAEH TS —1 %24 Amazon Web Services XiF , iFi%
BEHZH,. BN EESES  tAUELEES. EXEZEL , B8 BEXEEH
ookl

e. EET—%,

5. ( Ali%& ) 7 Configure rotation ( BEE%®#: ) ME L , B S A Bz RIR. SHAURAEREX

MRl , AEREEHTR. EXEZERE , BSH Bk ZH. BT —%,

6. 7£ Review (F#%) Mt , F&ENZAFHAEL , RF%ERE Store (71%).

Secrets Manager fFiR[E E|Z4A5 R, MREWHMBLARE T , BI1EF Refresh ( FlFT ) =,

Amazon CLI

HEEDD shell PRAGSE , FEHEGSALERIEARFALGREGSSHHNK, FS
%] the section called “B&{Kf# F 776 Amazon Secrets Manager %48 Amazon CLI BYXBE”,

Example B3 JSON 344 1 B34 B ik 8 2 22 4A

LAF create-secret RO REXHFNEIECERP, BEXESZELR , FSH ( Amazon CLI A
F1E) FMM A NE Amazon CLI S,

E{§ Secrets Manager REB IR |, BATEER JSON FFEZ4HH) JSON £H9,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json FIAA :

{
"engine": "mysql",
"username": "saanvis",
"password": "EXAMPLE-PASSWORD",
"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",
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"port": "3306"

Example &2 %3 4A

BLF create-secret RPN EIZZERMNBRENNWZR,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

Amazon SDK

EFEAEP - ROERHA Amazon SDKs , iFfEACreateSecret®E, BXEZER , B H the

section called “Amazon SDKs”,

Secrets Manager Zf i E A4 ?

£ Secrets Manager # , Z{AHEAEE. BHRENZATKELR. BRAETUARFHFRY - HH
=8

NTRENZHREERE—NBHAP , RNBUEERTERENK JSON XAFRFEH | Hli

{
"host" : "ProdServer-01.databases.example.com",
"port" . ''8888",
"username" : "administrator",
"password" : "EXAMPLE-PASSWORD",
"dbname" : "MyDatabase",
"engine" ¢ "mysql"
}

WFHRIFEEDR , MRESHABEDRR , BAXTNETEEEN JSON EHNBREEEEER. BEXE
%{EE , 3 the section called “Z4ARY JSON &#37,

Metadata

A THEEHE

Amazon SDK 38
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BHLUT#XH Amazon Resource Name (ARN),

arn:aws:secretsmanager:<Region>:<AccountId>:secret:SecretName-6RandomCharacters

Secrets Manager 2 EZABMARERMANEYFRF , UHBIFARZH ARN E—1%, R
RTRBZS  AREAMEENEMETHES , Il ARNs HTXEFHR , XAINBHAEMT
E. BNGRIBZEANAFT2EHRENFTBHANIHENER , BAFH ARNs ERE,

- BEANER, HH, RERBNRL,

- MEZEZEAW ARN , Secrets Manager £ TR MZEMBRZZHE, Amazon KMS key Secrets
Manager JRAUMBEL R FRBANER , HERRIRPIMBEZR. ESH the section called “Z 4
IZRMER,

- MRRETRE , AXRUOMAEERANEE. BFSH B BH,

Secrets Manager £/ IAM X REBRKBAFRIAERNA L AUHRHIERZER. ESH N ORI

A2 %) Amazon Secrets Manager,

ZERETEMBEZREBIANRE, ERFHAERRIRZEHAN |, Secrets Manager 2818 —MNETHRA,
ES ¥ the section called “F4AIRA",

A LUB S & #1234 Amazon Web Services X3, REAZ %40, EHIZ4ART , BT A BIERIA
REFHAHRANEAFH, BIAFARSHEZEIERA L, F5H BEXiGEH%4H,

BSH EEFEH,
ZHELENEZAEIERNERA, ERFEAERLHEZAR , Secrets Manager £ 818 — MNEFTRA,

Secrets Manager T2 F T EMEANEMZRAT LR, MBREIFFIERBRFRX = MFERZE

o MEIARA — AWSCURRENT
o ZHIHRA—— AWSPREVIOUS
o FEMA (H#HAE ) — AWSPENDING

RAATRAHE —MRIEN AWSCURRENT BYARZR |, Secrets Manager £ 1 81 RZ4AE M BRINREZ AR
K,

EERRA 39
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B LB update-secret-version-stage A B 2 WIFRE RN RASRIIFRE Amazon CLI, &
RZ A AN —NEAK I 20 MRAERE ., BERENRAMIEATEETHRNE FhE. REAUEZAN
R,

Secrets Manager N A BBRFEIREMARA , BRFFIEHRAFHEM N EFH. WRRAEF 100
A, Secrets Manager 2B KR EFAMMA, Secrets Manager T 24 /Nt BT 81 HY AR A,

TERERT —1 Amazon HRERAMEFIFEMANFEH, TRSHWRAFHEANEFH , Secrets
Manager fF7E &N R RH B EPFEBER,

ﬁyﬁecret \
— S AWSCURRENT ’ AWSPREVIOUS

credential10 credential® ‘ credential® ‘

‘__ credential? ‘

| credential3 )
credentialg ‘ credentials ‘ ‘ credentiald ‘
credential2 ‘ credentialt ‘

. || | y

Amazon Secrets Manager Z4A#7 JSON 4

BT LAE Secrets Manager Z4A R EEEAT AR —# HI X4 , A KK 65,536 F15,

MRS A the section called “iB1d Lambda BB 1T |, N ZASNMETERREBFIENEE
JSON ZFE, flin , T EEHRREEZINFR , RPRERSEEIBEELNEHREIL , R iZZHA 2
MBEBREEZEE,

MREAZRHESREREEZHANRLE , NiZZAMSNEERRBIEENSE JSON EX, Secrets
Manager FAXLFZEREARIERE , UEREHEELREBWIER VPC,

JSON BEMX D ANE,

K JSON 41 40
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B
» Amazon RDS # Aurora & i
« Amazon Redshift i

« Amazon Redshift Serverless Ziif

« Amazon DocumentDB ZiE

« Amazon Timestream for InfluxDB 4R 4%

» Amazon ElastiCache ZiE

+ Active Directory ZiE

Amazon RDS # Aurora & ik

Ef£ A Secrets Manager IRHMEREIENR , EFEALT JSON &1, ZALURMESR/EXS |, 4
magHEMmXiEPMEARBIEENEREER,

DB2

F Amazon RDS Db2 324l , HTHAFPLZEZERBCHER , At EXMEL MR PRMUEE

b AT
{

"engine": "db2",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<ARN of the elevated secret>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",

"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

MariaDB
{
"engine": "mariadb",
"host": '"<instance host name/resolvable DNS name>",
"username": "<username>",

Amazon RDS # Aurora i 41
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RAriEmE

the section

the section

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 3306>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the
called “####”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}
MySQL
{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the
called “####”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Oracle

{
"engine": "oracle",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name>",
"port": <TCP port number. If not specified, defaults to 1521>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the

the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

Amazon RDS # Aurora &iilf
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AP
}
Postgres
{
"engine": "postgres",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name. If not specified, defaults to 'postgres'>",
"port": <TCP port number. If not specified, defaults to 5432>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"
}
SQLServer
{
"engine": "sqlserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",

"dbClusterIdentifier": <optional: ID of the cluster.Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Amazon Redshift &Z1iiF

E & A Secrets Manager IREMEREEIENR , BHFEALT JSON &1, SALURMMESR/MEXY |, 5
magEtXEPNEIABEENEZER.
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AriEmE

{

"engine": "redshift",

"host": '"<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"dbClusterIdentifier": "<optional: database ID. Required for configuring rotation in

the console.>"

"port": <optional: TCP port number. If not specified, defaults to 5439>

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>"

}

Amazon Redshift Serverless &if

E& A Secrets Manager IRHEMEREEIENR , BHFEALT JSON &1, BALURMMEZSR/EXS |, F
magEMXEPNEIABEENEZER.

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": "<optional: namespace name, Required for configuring rotation in the

console.> "

"port": <optional: TCP port number. If not specified, defaults to 5439>

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>"

}

Amazon DocumentDB Zif

EEA Secrets Manager IZEHNFIREBIENR , FEAUT JSON 48, ETLURMEZRIER |, 6l
masHAXEPNEIABEENERER.

{
"engine": "mongo",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
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"dbname": '"<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 27017>,

"ssl": <true|[false. If not specified, defaults to false>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>",

"dbClusterIdentifier": "<optional: database cluster ID. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

"dbInstanceldentifier": "<optional: database instance ID. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>"

}

Amazon Timestream for InfluxDB Z24A 45

E®# Timestream 4 , BRI LLE A the section called “Amazon Timestream for InfluxDB” ##4&
Mo

BEXEZEER , 55/ (Amazon Timestream F A A RAIER)Y K Amazon Timestream for InfluxDB
wn4al s B 2 40 o

Timestream Z4A 4K IEHHY JSON £ F eEE AR ENR, BXEZELR |, 55/ (Amazon
Timestream F X AR EFE) FHEHANNE,

Amazon ElastiCache Ziif

AT RIS R T 174 ElastiCache EiFR Z4ARY JSON 414,

{

"password": "<password>",

"username": '"<username>"

"user_arn": "ARN of the Amazon EC2 user"
}

BXEZEE , FZH Amazon AFEEHR B3 8% ElastiCache I &3,
Active Directory Ziif

Amazon Directory Service fERZHAFMIEN B FRE. EXEZEL , HZH (Amazon Directory
Service BEEIEFE) FHIF Amazon EC2 Linux SEHIFTC4E N A BHYIEE AD Active Directory. Fo&&MA
HEAZEUTROIPHNRENR. WRTERATEEMA , WA EAFETEFTRNHAPRHNEN , W
RREBERRBE TR,

Amazon Timestream for InfluxDB Z4A 4544 45
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RAriEmE

ER M Active Directory 248 , &R LAfERA Active Directory 5 E 1,

Active Directory credential

"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"

MRERREZ , BEFEHE X D,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>"

}

NMRFZBAESEERARNEN —EER , WHZEAREZHASEERN. ARNs

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>",
"directoryServiceSecretVersion": 1,
"schemaVersion": "1.0",
"keytabArns": [
"<ARN of child keytab secret 1>,
"<ARN of child keytab secret 2>,
"<ARN of child keytab secret 3>,
1,
"lastModifiedDateTime": "2021-07-19 17:06:58"
}

Active Directory keytab

BREAZARNHENIL D EAYES) B FIKF#1THORIENER EC2,

Linux 2 E{F M SQL Server 2017 FBME EESN B ZHHRIF.

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"schemaVersion": "1.0",
"name": "< name>",

BHZ A7 Amazon

Active Directory ZiE

46
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"principals": [
"aduser@MY.EXAMPLE.COM",
"MSSQLSvc/test:1433@MY.EXAMPLE.COM"

1,
"keytabContents": "<keytab>",
"parentSecretArn": "<ARN of parent secret>",

"lastModifiedDateTime": "2021-07-19 17:06:58"
"version": 1
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£ I EE %40 Amazon Secrets Manager

£

« B ¥ Amazon Secrets Manager Z4AH{E

{8 Secrets Manager 4 R %15

o FFEAERE G MRA

« EWHFAR A Amazon Secrets Manager 4

+ {&% Amazon Secrets Manager 4
« EEEI HWE Amazon Secrets Manager
« MIBR% Amazon Secrets Manager %A

+ k&% Amazon Secrets Manager 4/

+ 512 Amazon Secrets Manager #%%

E ¥ Amazon Secrets Manager Z V&

EFEHENWERE , TLAEREEA, CLI = SDK, HEEHMWZER , Secrets Manager 2FEHE
FHRE AWSCURRENT BIEMBNFTIRAE, BRI RIFEHRE AWSPREVIOUS MBS, &7
LURINBE EWIRE, BXEZER |, H5 19 Secrets Manager Az 4,

EMwEE (ZEFE)

1. $TF Secrets Manager ##I& , Wit} https://console.aws.amazon.com/secretsmanager/o
2. MEPIIRL , ERENFEH,

3. MABAFAGENERE , ESREMFFNEAERD , ERREWRE , ARERRE.

Amazon CLI

E MW EE (Amazon CLI)

«  HBEDD shel PRARTH , FELRGSHLERIKZARFALGREGSSHHREK,
#E S A the section called “B&IK £ A 74 Amazon Secrets Manager Z 48 Amazon CLI BIXE&”,

BATF put-secret-value HAIEBERMNEEXNWHIRAZ,

EMWEE 48


https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/put-secret-value.html
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aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

BAR put-secret-value I 7T —NEBEBENEFERENHIRAER. FIRAGFTERE
MyLabel Hl AWSCURRENT,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

Amazon SDK

ENBWEREUBEE 10 28— XHWERFZLERA PutSecretValue % UpdateSecret, SR
WA PutSecretValue 3 UpdateSecret EFZ4A{E , Secrets Manager 0 Z AN, =
WA 100 NE , Secrets Manager 2 BRARFRIZEIARA |, B R MIBR 24 Dt AR R, MR
10 7HEF—XZHE , NEIEHPMAZTF Secrets Manager Ml BREIARAS | F3% B 2240 MR A B9 B
i,

~

EFEMMWEME , EEMAUTIR®E  UpdateSecret = PutSecretValue, BXELZEER , HSH the
section called “Amazon SDKs”,

{# A Secrets Manager £ &1

£ 8 Secrets Manager B —Fh % WL 21 Secrets Manager PAERFE , A EHREESRS HE
RZBB, BUUERNRTAERITIHERE

« Amazon CloudFormation — &% ¥ Amazon CloudFormation.

« Amazon CLI — EZ#get-random-password,

« Amazon SDKs — i5Z[flGetRandomPassword,

N2 EH R B BABTRY MR AR

BRI LAUBE £ Amazon CLIBZ M B ZAMRANIRE |, FELEREN £EIRZA. Bx Secrets
Manager 1A 7Z & Z4EAMRARMIE R |, 5S [ the section called “Z4A A",

Amazon SDK 49
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LA Fupdate-secret-version-stage Rl AWSCURRENT & FHr L 3h B Z4A M ST RIARZES |
XN FAEFRRNERORA, BEERUBTRAN ID , EFEH list-secret-version-ids HFE
Secrets Manager 2 #| & F&EF R4,

ERGIF | TERZHRARZ a1b2c3d4-5678-90ab-cdef-M A AWSCURRENT #R& M i 45 2
a1b2c3d4-5678-90ab-cdef- EXAMPLE11111 AWSPREVIOUS EXAMPLE222227E ARl | #&4F
AWSCURRENT #rEMIMRA 11111 B3hE| 22222, HF AWSCURRENT #r&EEMMRAFEER |
ltupdate-secret-version-stages B3I AWSPREVIOUS #R&EBEZMRA (11111), ERE
AWSCURRENT # AWSPREVIOUS MRAMEI T o

aws secretsmanager update-secret-version-stage \
--secret-id MyTestSecret \
--version-stage AWSCURRENT \
--move-to-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--remove-from-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

B R4 INZE Amazon Secrets Manager Z4A

Secrets Manager £ A A Amazon KMS Z4AMBFEZHAN ST NERERF BN EHRE. X
FEANRE , BULUEREFAN KMS 24, BUUFERFFEEN R Amazon TER R

4 aws/secretsmanager , tt AR EFEENZH. EXSZHIBERT , BINBWEHaws/
secretsmanager , MEEAETWREBEAHER. MREFENEM AL E 4 Amazon Web Services
KF, HECEEAECH KMS BAUERREZAINENABARE  BFEA TREEXNEHR. &
HMEA the section called “KMS ZHBINIR"s AXREATF/HEERHNKENEE , FSH EN.

BUNERRBNMBER. S, MREENEMIKSIHEZESR , FRZEALHISEA Amazon
REZARITMEaws/secretsmanager , MR E EFREEXNHH,

® Tip
MRERBREHE ERFREXNFH , RNEBWEFEA Amazon KMS B Z4R R, BXEZE
B, HS R Amazon KMS %4R,

SIEEWMZE AR |, Secrets Manager 2 AT Z A E# INZ AWSCURRENT, AWSPENDING A
AWSPREVIOUS fRZA, 7T BEFEBEERBZIN , Secrets Manager 2 LB 4R N2
FIEIE R, XEWREE A RGN ZA RN ZAHEE AWSCURRENT, AWSPENDING F
AWSPREVIOUS MRZAR, fNR&AELFIZ4AM kms:Decrypt MR , NI HEEHMBRZ4ART |, Secrets
Manager T2 ZZARAREFTMEZC(]. EXMERLT , REREFTLXFEEFHMNE,
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RNTEREEBIFNZRZRIAHEZR AWSCURRENT |, BERAF RPN EFTRANZRI., RE , B THEEBE
%22 AWSCURRENT Z4ARRA |, B AMIBE R EARINER,

MREALBIR N4 |, MIBRT AWSCURRENT, AWSPENDING #1 AWSPREVIOUS 24\ , & 5%
PR AIMBRRAE, NMREEBERENEMIRERZNBZRAN G RINR , MEZEFEH the section called
“Amazon CLI” BX ¥ N2 Z4A EFH 621X LR AR,

B ENMEZR (BFHE)

1. $TF Secrets Manager ###|A& , Wik A https://console.aws.amazon.com/secretsmanager/o
2. MEZPHRLE  ERENERH,

3. EMBFMAGENELMMZFHEEMO T , RERE , ARERREMERA,

Amazon CLI

MRERWFENNZR  ARERA TR MMZEZL , MBRT AWSCURRENT, AWSPENDING #
AWSPREVIOUS 24\ , BT LB BREMMBRIRAR, NMRBEREXN EMIREFREH R RAH 175 B
BR , MIEZEME A the section called “Amazon CLI” &3 #789 hi 22 2240 F 37 61 X LE iR 28,

E MR INE 4R (Amazon CLI)

1. BUF update-secret RO EHATMZZHAEBEN KMS B4, Z KMS ZBHAXT S NZE LAV
FRE—XiFgHH,

aws secretsmanager update-secret \

--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. (HiE) MREHBBRATEEERE  NECRAFBAXNEERMSE  WLAEFIRXL
AR AR

HEEDD shell PRAGSE , FEHEGSALERIEARFATLGRIEZGSSHIREE,
&S Y the section called “B&{K{E F 174 Amazon Secrets Manager %48 Amazon CLI FIXF&”,

a. REMFERAE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
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--version-stage MyCustomLabel

I T HWEE,
b. GIEZE/ZEMNIRA,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"
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BRI ECIRZAGEREAKE  EAERTRANGESE. X THAEMRSENRN , EURFE
EFEAHMRSREFTHIERE,

EREHEERY  SULEEZEHAEN. HHMBESEENZPALUZRSH ID EATR. HE , £
i Amazon CLI , #8 A d escribe-secret , REEFZF R, OwningServiceBXEZER , EZH
BHEMRSEENZSR.

NFEERNZHR , BUMERERNER. ETHRVER, MBEBANRIC. BETAERNER
HERGE  ERIMNBENERHREHIERIUENENAE. RR2FH Secrets Manager FHIZ A AR EK
BESERS LWERE. X2APRBEASILEZA  UAEETFRERZAEN , RERR—AEET
ENEIE. BXEZER , B5H ik B,

HIRIE R ZEART |, Secrets Manager 245K — CloudTrail BE&B. BXEZEE , HZH the
section called “f£ F & % Amazon CloudTrail ",

EHMEEENER (BFHE)

1. 3TFF Secrets Manager ##|& , Pt 7 https://console.aws.amazon.com/secretsmanager/o
2. MEPHIIRL , EFRENEH,

3. EERfAFMAGENHEL , MITUTREZ—

BFEE , BT EER ARN RELHAM B,

- EEFHER  EBRHAFACEHoP  EERRE , ARERERBHER,

- EEFMER , SR the section called “ERMFNMBHEZFE

- EEFRE , BERSETFH , EREERE. S H the section called “#rid 2487

&4 52
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EEHWHEE , 1S5 the section called “EFWHE",

« EFEHFHANNE , BESREMFHPERRENR. S the section called “E T &RV
KL,

- EFEHBANRSR  BERRETPEREERIR. B2H BRIk B,

- ENENEBAEHIEMXE , H5H BEXEEHEH.

- MREBVFAFELR , WEAUERE RN MBEL, EEHEDFH , EREIAX BIH #IER
H, RAEEREXEY  RERRENEZH. 5SH the section called “Z4RINEMFE",

- FEFEREBEAUCHAEMRSER K SFEEZRSTENVERNA. B8 HEMESE
BHEH.

Amazon CLI
Example E# %5415 88

LR update-secret ROMEEFHHLANHEIR,

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

Amazon SDK

BNBWEREUBEE 10 28— XERFLERA PutSecretValue % UpdateSecret, SR
WA PutSecretValue 3 UpdateSecret EFZ4A{E , Secrets Manager R Z AR, =
MRS 100 N6t |, Secrets Manager £l BRARFRICHIARA , (BT MR 24 DETABIZIRA, IR
F10 PHEF—IXZAE , NEIBHRAZ T Secrets Manager MIBREVRRA | 3% B 2340 MR A< B B
o

EFEHWER , BEAL TR : UpdateSecret 5 ReplicateSecretToRegions. BXEZE
B, %2 the section called “Amazon SDKs”,

EEHT HMWE Amazon Secrets Manager

WREBRZANKRIREBIFIESRMY , Secrets Manager 2L Z4AET. HIR, HREBAMIRZEPHX
BF, RREMERFNEBRIXSANE , ZHZEK, [, _. = # FHERFH , FERNERRF
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MERBHITER, ETMEABERGNER THITEERR |, Secrets Manager 2 2 #T18 R F /FH LAY
HEGRNEMNER, IELERBINABENE, NFEIBFINEF/FRERLFTSHEM

Bk ITOM, Bla | #AEEKIF credsDatabase#892 NAEREN., HRNRZBMESTH
creds., Database #1892,

L{RYIH 4R |, Secrets Manager 24/ — CloudTrail BE%KB. BXEZEE , 50 the
section called “f£ F & 5% Amazon CloudTrail 7

Secrets Manager @ — M XS , fOREIEE XEH AN ZH.

BRIFIESA

MREREREATEESRMY , Secrets Manager RFFERFHFEIRENR , AREAMEREFERETE
W, WERFXDKNE, fln, R My_Secret KRB AN, EARBIRZFTHE my = secret F
A,

AR AT RERHRARESR
B
CEZABHRINITL ; Ko KNE, 0, B : Data 2IR[EHEH DatabaseSecret BE4 ,
FREE AN databaseSecret = MyData &4,
iR
CEZAERFHER , XD KNDNE, Hla0 , #R : My Description £EE BB LT #HiRH
=4
* My Description
* my description
* My basic description

* Description of my secret
B

BERANEIRSEE 4 Amazon , HI4 CyberArk B HashiCorpo
HWERS

CEEERS ID SIRHNFFL , TR KNE, Hlin , my-ser FRZEENZHHSHH my-serv
M my-service #ITE. BEXEZEE , B2H HHMBRISEENEH,

BRWIESZME 54
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EEFIHEHA
B ATERERH, BABARREFNEH,
R

CEREEBNITX  KoKNE, Fli0 | 55Z% : Prod 21REH X Production M Prodl #Y
#4 , TIREHHRE prod 5 1 Prod B#4,

REE

CEASENTL ; Ko KNE, fli0, #5%E : Prod £RE#HHRZ Production M Prodl B
48 , TIREHHEE prod 5 1 Prod HE4H,

Amazon CLI
Example Il i #80 7= /1 #Y 2348
BAF list-secrets RHIZRER T 80Kk~ RV 2R 4R 51l K o

aws secretsmanager list-secrets

Example ik &K F PRI 4R 5 R
BLF list-secrets ROPFIREVENIKF R EHEE Test WHAIIER, REHKEX D K PE,

aws secretsmanager list-secrets \
--filter Key="name",Values="Test"

Example & HE i Amazon RS BB

AT list-secrets RUIREURSEEBNZAYIR, R ID EERS. BXEZER | EFSR HEM
R EEHH,

aws secretsmanager list-secrets --filter Key="owning-service",Values="<service ID
prefix>"

Amazon SDK

BEEAHP —PREHRNE Amazon SDKs , FEAListSecrets, BXREZEER , S the
section called “Amazon SDKs”,
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fBRx % Amazon Secrets Manager £

AT , Amazon Secrets Manager B E M BRI Z LB R ¥, Secrets Manager T4 3 E]
BRZR4A. T RSecrets Manager &M BIfEIX LR AT EH R , HITHMEMERER (KPR 7XK) E
MBRIX L4, EMENBERG , BF EIRE LA HIBRIVEER . #5125 B M BREY 2548 S W BE AT 3%
38

NMREFEFAEHIHEBXE , MWEEFERBR. BEMEREIER , RAEMERERH, EEREREIZE
B, ZEI AL ETHBR.

BT EEEMBRENZBMRAE |, KR , EaLLER Amazon CLI 2 Amazon SDK MIRAEFHBERATEE
BRE, XM ZRAMRICHERA , H# R Secrets Manager £ /8 & B3I BRiZ RS

MREFHENARFREMEFAZSR , M LLEI2ZE — Amazon CloudWatch &R , REEERE
NEBERNBAZRTRIZH. BXEZELE , HSH BRI ERE Amazon Secrets Manager 24711
B4R 1 18]

EfpRZR4R , BUIMEE secretsmanager:ListSecrets f secretsmanager:DeleteSecret

R

LIEMIBRER4ART , Secrets Manager 24K — CloudTrail BEEKEB. BXEZEE , B350 the
section called “f2 1 & & Amazon CloudTrail ",

MERZR4R (EHA)

1. 3$TFF Secrets Manager &% , Wit https://console.aws.amazon.com/secretsmanager/o

2. EEBfAYKRP , ERERBROEA.

3. EEPERAGENSH , ERRE , ARERRERER,

4. EZAZPENITRPERNEED , FESFHET , @AKABBRZBEFH R, Secrets
Manager Fiil—“N& 7 DeletionDate MFE , N HIRE N =85y B EAFATE N LR IRERTERIE
E WX

5. &FITRIMIER.

EF EM RN A

1.  FTFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/.
2. EEANELEL , ERRH
(&
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3. EEGAIUXEES , ERERIUTXREBRNEZESR  REERRE

i B & A %3 47

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EERIFHEHA,

3. EEREBARAND , BERIEEH,

4. M Actions (&1E) X% ik #R Delete Stack (il BREIZ),

Amazon CLI
Example il Bk %347

LA delete-secret REMFHIBREER. B LAE DeletionDate MR FEX Y HHAFIAf Bl restore-
secretZBIMREZH. ERREFN B EMXEHN L , BEFEH remove-regions-from-
replication MIBREEIZAR , REFA delete-secret,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7

Example 3 BNl Bk 2348

LA delete-secret ROMFIEMMIBRZAMEBEIMER R, B EREHEFR,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery

Example #il Br &l 4= 24A

BAR remove-regions-from-replication RGIFFHIER eu-west-3 R EIZARZRE . EMIRESIZE
HXBHEZA , BEBBREIE , REEA delete-secret,

aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
--remove-replica-regions eu-west-3
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Amazon SDK

EMBRZR4A , BEER DeleteSecret H. EMBRBZ4ARAK | EFEH
UpdateSecretVersionStage . EMIEREIA , A StopReplicationToReplica .
AXEZELR , iHS 1 the section called “Amazon SDKs”,

k& 2 Amazon Secrets Manager %A

Secrets Manager FitXMBRAOZLAM N EFR , MABEEHRZZHA. EMENERI/E , Secrets
Manager Xk AW BRZZ4H. £ Secrets Manager MR 4AJE , BEEZMEZFH. EMERERLER
28, BAMERAHBRERETHITIHR . X2MER DeletionDate FE , ANMBUHEITRIBI KX
i BR

EEEFEPFMEZHMTEIE , BUMEHE secretsmanager:ListSecrets #
secretsmanager:RestoreSecret fX[R :

SRS Z4ART |, Secrets Manager 245K — CloudTrail BE&B. BXEZEE , HZM the
section called “f£ & % Amazon CloudTrail ",

TiFE R (A )

1. 3TFF Secrets Manager ##|& , Pt 7 https://console.aws.amazon.com/secretsmanager/o

2. HEERIRYF , ZEERENEHBW.

MBEFATIRFRE TH RN | ERERT
(@& )o
E BRI EET | SRR RNES | RAEERRE.

3. ERPEAEEMOT | EBICEHIGR.

4. EEUEBPBHIRTIAREAES | EEEOSMRR.

Amazon CLI
Example X & 2 Bl Br &Y 2548
BAR restore-secret RHIHRE T KByt XM BRAYZR4A

aws secretsmanager restore-secret \
--secret-id MyTestSecret
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Amazon SDK

EREMRICHBRAZR4EE |, BEA RestoreSecret H. BXEZER , 5 the section called
“Amazon SDKs”,

¥ri2 Amazon Secrets Manager %%

Secrets Manager F#rEE XN HAEE LN ZAM AL EARNINE, EUUERAREREBWNEER, £
ZAHE Amazon K/ R EAN AR, HiCHEN , BEFEARFERMERE LR, A%
E%{EE. , 1§21 Tagging Best Practices ( #RiEREXER ) HE B,

FBA LR EM MBI ZRNRL , LR FRIELZHANTHRNR. BEXELER , BSH the section
called “fF VR &IX ZR4ARI 17 7],

BRI ARG & P IRIREE R E 4 Amazon CLI, #1 SDKs. Amazon &2t 7 R esour ce Groups
I8, ATCZEEENEHE K BEGIBESNAARE, EERTERENRINER , HSH the
section called “E# 4", Secrets Manager T X E FIREM AR D E -

D2 EREHFERZANBRES

BXRIFEERFMGBERS , 258 Amazon —RSEREREHNRICHRSEH, HEXDKPE,

LIPS EUHARIC B 4ART |, Secrets Manager 24 K —/ CloudTrail B&E% B, BXEZER , HS
%] the section called “ff f & 3% Amazon CloudTrail ",

ERHANIRE (2HE )

1. $TF Secrets Manager #2#|A& , Wik A https://console.aws.amazon.com/secretsmanager/o
2. MEZPHRLE  ERENEH,
3. EEPAFMAGENEMNRSETFY  EREENS, MEBEMNEX D KXNE |, inSEXLIM

o

Amazon CLI
Example @ Z AR INFE

LAF tag-resource IR EA T a0 5E AR IR 1018 SE B INAR S o

aws secretsmanager tag-resource \
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--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue

Example EZARMZMEE

BAF tag-resource R EZEAMMANMNBERS,

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",
"Value": "SecondValue"}]'

Example M40 il BRARE

BAR untag-resource ROIEMNBHAPRIBEAMIZL, N TFEME | BNEIDBMER,

aws secretsmanager untag-resource \
--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

Amazon SDK

EERENEANIRE |, BEMA TagResource = UntagResource, BXEEER , i85 the
section called “Amazon SDKs”,

Amazon SDK
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B X 15 & #Hl Amazon Secrets Manager %4

BRI LU B R4 9 B Z N E %] Amazon Web Services Xi8 |, X EFEoAEXEMXHWNARRE , N
MHEXFHFRIFAEEEER, MRUGEE , B LULNEIAZAARNIRIZE , REFHRER M
MEHl, Secrets Manager Al AEIEE XFE G MZ R ARFEM THE , FlINRSFTRKE,

BRXES , BIAZEAR ARN SERAMEE , Sl

« ¥®4H : arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-alb2c3

- BIA&RZ4A : arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-
alb2c3

BXBEIAZPHHEMES , S Amazon Secrets Manager E 1o

LR EHIEeXENRBEFENREFESILEN , BRI RBEFENERES. REEHES
i, BIARRERBANELR , ARESHENERES ., SUNEZARMNEGREXLICRXEE
EER.

MBEREFAE ALK |, Secrets Manager FHEEXXFEAHRITHRARK , TN FAESEEBEMEX
ROBIAZH, BLELMEEMERIARHANRIR,

SR TR BIS A Amazon KIS 454, B , MBLAERH Amazon K35, ( H121 Amazon
GovCloud (US) i E X1 ) fEf Secrets Manager , Ml REEFEIX L Amazon $5k X i3 N EL B 257 A
B, BRENEEA Amazon XIFHHZFHAEF R ZTITXE , HFREEFNENT L XIEHE 2 Gl
X i,

ERBRAEHE S —NXE2H , EXTEREZXH. BXESZER , 2 HEE Amazon X,

B AR FEBANXEPR Secrets Manager in R , ML FEEHBAN AT ES AN X ERAER,
BX KinT KKK , S Hthe section called “Secrets Manager in . B EHIRKES ITEAR
Wt FSRAE - ZiRRERBPHRNEIRE (DR) 3£, Amazon

HEBEFIZART |, Secrets Manager 2% K — CloudTrail BEF&EB. BXEZEE , HSH the
section called “f£ f &3 Amazon CloudTrail ",

ERZASHIEMBKX (2FE)

1. $TF Secrets Manager ##1& , Wit} https://console.aws.amazon.com/secretsmanager/o
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2. MEHAIERL  EREHEA,
3. ERAFMAGERNEMERZEIFH , FITUTEE —TUHRE

- WMEREHZRP , Fik#R Replicate secret ( EFIZHH ) -

- WMREBEHZI , iB1E Replicate secret ( EHIZ4A ) Fo |, %&£ Add Region ( AKX )
4. 7E£ Add replica regions XiEES , UITATRE :

a. #3 Amazon X , HEFERHHA SRR X,

b. (Wit )XTMEHAP , EFARNEZRN KMS B4, BHRMLIN T EIRXFH,
c. (Wik)ERMEMXIE , iFi%#E Add more regions ( RINEZ X1 ) .

d. i%3#% Replicate ( £%) .

AT AIRE 4R 1FMES N E. Replicate secret ( E41%47 ) 2L ERENXEH
Replication status ( E#RES )

Amazon CLI
Example 5340 & %121 & fth X 15

BAR replicate-secret-to-regions RHIFEAEFIE eu-west-3. EIAfEA Amazon & Z4A
In#&aws/secretsmanager,

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

Example BIEZZAHEFIE

LT ROI61E — 24 H G EHE 4 eu-west-3, BIAFERAINZE Amazon IEE X4 aws/
secretsmanager.

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--add-replica-regions Region=eu-west-3
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Amazon SDK

ESH%4 , BFEA ReplicateSecretToRegions &5, BXREZEE |, 151 the section called
“‘Amazon SDKs”,

FEHFEIAZEA R A I Z 4R Amazon Secrets Manager

BIAZARMNEZAEHE S — B4R Amazon Web Services Xi5, EEFSEHAMENZHAEN
THAE  EXNTHMBEAAERTEN KMS B, TR TERAEMEIAREZSN  EENEBHAR
o BIRBAARCHARARNZHEETRHNERE , HERFNBEA ML ER. FEBZANELTS
EHIEIH

EEXBATTANBRT , CTEFDTHABAARNMIBS , SULEN RERERASE, %
£ WMREENEARARARE  CULETNEERAARNMIE,

WMEARBNARZR , BELERENNNAEFRER ML FH,

HIRIEFEEART |, Secrets Manager 2% — CloudTrail BE%B. BXEZEER , 50 the
section called “f£ F & % Amazon CloudTrail ",

AREARZS (2HE )

1. %% Secrets Manager , M1t 79 https://console.aws.amazon.com/secretsmanager/o

2. SMERIERXH,

3. 7E Secrets ( %40 ) xRN L , EFRBARER,

4. HEREIRZPIEFMESETNEL |, % Promote to standalone secret ( A RINI 4 ) o
5

#£ Promote replica to standalone secret ( FEIAAR N IMUF ) MEEF , WAXE , AEE
£ Promote replica ( £H&IZ ) .

Amazon CLI
Example &I ZRRA N EZEH

LAF stop-replication-to-replica ROMEHIREIAZASERAZBNERE, BIXZHEER
KB EREANETEH, EHLAMNEIERXBAEA stop-replication-to-replica,

aws secretsmanager stop-replication-to-replica \
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--secret-id MyTestSecret

Amazon SDK

BENBIARBARRNINIRE |, EFEH StopReplicationToReplica . BHUAMBIARZREAXE
BALkGS, BXEZELR , 535 the section called “Amazon SDKs”,

Bh Ik Amazon Secrets Manager £ %

BT AT LA ReplicateSecretToRegions MITEHIRIEREA CreateSecret SIERNHITE
#l , HbnREBIERAFESIES |, RIEBWEPE LTS AddReplicaRegions SR E, &H
DENPRKBEFRFER Condition B4 , MMXATFFRMBEIRXIBNIRE, BRETUSEHNZMAHE
A, BSRUT R =G,

Example By 1L & HIRR

TR ROIER T WA R FPTE R ARMNEI A XM R E, XA BBy LA P EsEY
ReplicateSecretToRegions fl CreateSecret E#IZE4,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:AddReplicaRegions": "true"
}
}
}
]
}

Example X ft ¥ [a145 € X 5 12 it & IR
DTRBETRT WA AT AT ERE
- BIEFPAMTE S

Amazon SDK 64


https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_CreateSecret.html

Amazon Secrets Manager

RAriEmE

- DIEBRAHEF IV T EE M INE KA X
- URBRAEFBNTEENNEXRR X

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret",

"secretsmanager:ReplicateSecretToRegions"

1,

"Resource": "*",
"Condition": {
"ForAllValues:StringLike": {
"secretsmanager:AddReplicaRegions": [
"us-*",
"ca-*"

BEER Amazon Secrets Manager £ ¥ k&

BAF £ A AL A A K ) — L R R
0 E X137 B A E R RV B4

NUERRWFEE , TUBSRAXEAINEERENEH, BEWES  AEEEREFNEES , &EE
x

I o

KMS Z 4 L% B o ARV BRR TR E o

Secrets Manager B AR B Z4 , RAREEARAXGHRHEH KMS ZAEHNHR, MRBEEXEF
SRBMZEZEAM kms :Decrypt R , MKBERIMEE IR, EFH aws/secretsmanager SAAH KMS
FEANEHWRBRHITNR , BEEXNZAHRIT kms: GenerateDatakKey M kms:Encrypt. HSH

the section called “KMS Z4A IR,

HE EHRE
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KMS ZA B ERIXE

MR FE XA NBRZAWZHRMBER , W Secrets Manager FFTEE HiZHWZR, BFEEERT N
% MRREZEEEFACEADMBROMBZRAMEZN BEEXRERAE , hAgERENHE IR, BX
Secrets Manager IMAINZE LR , S the section called “ZAMNBZRMFER", BEfERILEB | &0
LIEF I BB , LAE Secrets Manager R SHFIMEZRARNEH#H TR, EXEZEL , ES
R EAMENNZEZSR, REERES,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

BEAREAEE B XE,

BEXNMASAREBNEER , BSHEEE Amazon X1, £ (Amazon lKFEESEIER) |,

KMS B4 2 A ERKE 66


https://docs.amazonaws.cn/general/latest/gr/rande-manage.html#rande-manage-enable

Amazon Secrets Manager ArfEm

MHIRELES 2 Amazon Secrets Manager

LR KRBT |, Secrets Manager 24K — CloudTrail BE%B. BXEZEER , 50 the
section called “f£ F & 5% Amazon CloudTrail

FBAIUEAUT AR RBAE !

« {8 Java JREX Secrets Manager Z4A{E

+ {8 Python 3REY Secrets Manager %4 {E

+ {EA3REL Secrets Manager Z4A{8E .NET

« {8 Go 3REY Secrets Manager Z4A{E

+ {£ /A Rust 3REX Secrets Manager 2418

« 7ZEX 5# Elastic Kubernetes Service H £/ Amazon Secrets Manager % %A
« £ Amazon Lambda B{¥ £ /H Amazon Secrets Manager %4

» Amazon Secrets Manager X2 A

« £/ C++ Amazon B#IF & T B IIREX Secrets Manager Z4A{E

- £/ JavaScript Amazon SDK 3REX Secrets Manager Z4A18

« £ Kotlin Amazon SDK 3REX Secrets Manager K A{E

« £/ PHP Amazon F & T E‘@3KEX Secrets Manager Z4{E

+ f£/A Ruby Amazon SDK 3REX Secrets Manager Z4R{8

« EAZREVEAE Amazon CLI

« £ Amazon #ZH| & FRBEAE

« £ {E A Amazon Secrets Manager % Amazon Batch

7 Amazon CloudFormation % R F3KkEX Amazon Secrets Manager #%
+ 7£ GitHub T4EH{EH Amazon Secrets Manager #%

« FEH{EH Amazon Secrets Manager 3% Amazon loT Greengrass
s ESHEFM T EA Amazon Secrets Manager 4

{5 Java 3REX Secrets Manager Z4A{E

ENARES , B LB T AAGetSecretValuesiBatchGetSecretValueEF—MNARFFRE
B E Amazon SDKs, A |, RIMNEBNEENFRAEFREEREEENFAE. EEFHATLURE
=R E HERIREA
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EFARATNEILEZIBIEE | B LUER Secrets Manager SQL EZERFEEF , EHETER
JDBC Kzhi2F. CREATFWmERT , Kt LAR{KEAA Secrets Manager APIs BY XA,

£

- £ Java ME KB FIREL Secrets Manager B4A{E

- f/ JDBC #l Amazon Secrets Manager Z 48 F #EIFE#E] SQL ¥iEE
- {4 Java Amazon SDK 3kBX Secrets Manager Z4A{E

£ A Java &P iR &R FIREN Secrets Manager Z4A{E

TR REBAR , BTUERA Secrets Manager £F Java MEFAMEREFEH , UETREA. £
REEFHEHALLM Secrets Manager TR RFZHNREER. BT A Secrets Manager & E {1 %%
APIs | ELLGERER ARERES. BXRRBANIESE  BSH FREA,

BHEERNBEROEA LRV , it S BEXAEEEATAN | CaEARIEARONHS,
REQET , BEAS I NAF RS, SUNREEEEFTRFTANAE | b UEHBA0
FHFNES AL,

—BRREFSIA  FEETIHETRFHNREN, EFEXBEFTLREEFAN. EFXIMNETEEE
5 MARMEMNBZEUFIUREMNER, MREFEFNNZ M (HONREREFFHIE ) |
FEARENEONBRG Z,

BEFEAZEY , BATHEUATERYE
- Java 8 ESMAWT KHE, 1SR Oracle ML E#Y Java SE FE

ETHRNR , HSH LK S ecrets Manager £F Java WEGFEEFimd 4. GitHub

B ZAERNBEHIAE F |, B Maven pom.xml XHERBIFLLTERBI, B> Maven WEZE
B , 25 Apache Maven Project M5 LB (AIT1HERE) o

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-caching-java</artifactId>
<version>1.0.2</version>

</dependency>

FTENR :
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» secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BREZER , F5H NRSE,

sE
» SecretCache

» SecretCacheConfiguration

» SecretCacheHook

Example # &R %40

UTFRBROIERTREBDATHEMY Lambda EH. CHBEEBLLERF 2 AEOHLERN BE
S8, REMREERAREZ Lambda B , ©RAMKEAAZ AP,

package com.amazonaws.secretsmanager.caching.examples;
import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.services.lambda.runtime.lLambdalogger;
import com.amazonaws.secretsmanager.caching.SecretCache;
public class SampleClass implements RequestHandler<String, String> {

private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context) {
final String secret = cache.getSecretString(secretld);

// Use the secret, return success;
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SecretCache

& AT M Secrets Manager &R BANNERETF, LA the section called “getSecretString”
the section called “getSecretBinary” NEFH KR FEH, EAIAEDEZ AEE P H the section
called “SecretCacheConfiguration” 3 RRE EEFIRE

EXEERFIENNEZER , {53 the section called “Java 5E&ZFIHEF,

public SecretCache()

ERAT SecretCache IR BRIAFTE R K,
public SecretCache(AWSSecretsManagerClientBuilder builder)

£ Secrets Manager & F i ( EHRMEA AWSSecretsManagerClientBuilder €12 ) #9i&
HEF, FRANEERKEEN Secrets Manager & F i , Bl 304E A& — 4% E XE ik =

public SecretCache(AWSSecretsManager client)

BEEARMK AWwSSecretsManagerClient MEMBHAEF. FALMERKBE N Secrets
Manager &% , Bl AR — 45 E XE i S

public SecretCache(SecretCacheConfiguration config)

BEFARMEMN the section called “SecretCacheConfiguration” ¥EHR4BEE,

7k

getSecretString

public String getSecretString(final String secretld)

M Secrets Manager # 8 ZFRF&EF4A. RE String,

getSecretBinary

public ByteBuffer getSecretBinary(final String secretId)
M Secrets Manager R #3%& —# HZ40. BE ByteBuffer,

refreshNow

public boolean refreshNow(final String secretId) throws
InterruptedException
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BEIREER. WRBFHTEZAER , FHERE true , BNFIRE false,

close

public void close()
KAEF
SecretCacheConfiguration

& T the section called “SecretCache” WERFEEXEI , MK AEFXDNEEEFRANEFHE
(TTL)o

public SecretCacheConfiguration

FEATF SecretCacheConfiguration 3 REVERIANTE BRI
JE

getClient

public AWSSecretsManager getClient()

REIRFMNPKRFRZLAM AWSSecretsManagerClient,

setClient
public void setClient(AWSSecretsManager client)

REZENFRRZHM AWSSecretsManagerClient BF i

getCacheHook
public SecretCacheHook getCacheHook()

REI A THEHERFEEHM the section called “SecretCacheHook” # 0O,

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

BB TEHEFERM the section called “SecretCacheHook” 0,
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getMaxCache X /)»

public int getMaxCacheSize()

BRO{EAEFEKRN. BIAMERN 1024 MNER.
setMaxCache X /)»

public void setMaxCacheSize(int maxCacheSize)
REBAEFEKRD, BIAEN 1024 MEHR,
getCacheltemTTL

public long getCacheItemTTL()

BREEEZFIEN TIL ( AZMNEN ) , HEEFEHESL TTL &, EEFFM

AWSSecretsManagerClient FRRIZZAMFEIAR, BIAERN 1 /Dot ( AZWHEA )

ETTL 2FREREZRN , EEFRLHFTHH. NRESRFMEAY , EEFEEINER.
setCacheltemTTL
public void setCacheItemTTL(long cacheItemTTL)

NEEEFTERE TTL ( AZEWHEN ) . HEEFEFHEIL TTLE , Z2EFHMN

AWSSecretsManagerClient AR RIZFZAVFEIAR, BRINER 1 /Dot (AEZERDREN ),

getVersionStage

public String getVersionStage()

BREGEZFNERANRE, BXESELR , BSREBHRA, BIAMEH "AWSCURRENT",

setVersionStage
public void setVersionStage(String versionStage)
RELEZFENEANERE. AXESELR  BFSREHARE, BIAMEN "AWSCURRENT",

SecretCacheConfiguration 5& F~ —itg

public SecretCacheConfiguration withClient(AWSSecretsManager client)
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®E AWSSecretsManagerClient BMMNAKRFH, REEEMEENEFR SN
SecretCacheConfiguration XK.,

SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)
ERATEHANFEDPEFNED, REEEFEBMNEHEM SecretCacheConfiguration M &K,

SecretCacheConfiguration withMaxCache X />

public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)

REFAEFA D, BEEEHIRENERH/GHW SecretCacheConfiguration MR,

SecretCacheConfiguration withCacheltemTTL

public SecretCacheConfiguration withCacheItemTTL(long cacheItemTTL)

NEEFMBERETIL ( AZEWREN ), HEEEFEZHEIL TTL , EFEMN
AWSSecretsManagerClient R FZFHAMNIEIAR, BIAERN 1 pit ( UEZRDNEN ) ., REIER
BHHFRBIWEHEN SecretCacheConfiguration MR,

SecretCacheConfiguration withVersionStage

public SecretCacheConfiguration withVersionStage(String versionStage)

REZLEZTFNERANRE. BXEZEER , BFZABHART, REEEHEENEHMEH
SecretCacheConfiguration &R,

SecretCacheHook

BT HEH 3 the section called “SecretCache” RULEN F# T EFEH M RANITRENED,

put
Object put(final Object o)
EENRUERBEZEFD,

REREF#EEEFPHXIR.
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get

Object get(final Object cachedObject)
MEZEXNRIREX R
BREZENEFFEEENR

£ JDBC #1 Amazon Secrets Manager Z4A R EIEE#Z SQL BiEE

£ Java RLFAREF S , /RATLAEEA Secrets Manager SQL Connection I3 12 5 F 2% 1E Secrets
Manager RV EIEEREE MySQL, PostgreSQL MSSQLServer, Oracle, Db2 1 Redshift ZIiEE.
BNEHEFBSBEER IDBC BHEF , RLEAILAER JOBC AAXRGEHERE, BR , £F
PDREEREAFENED , MBRUEZHAN ID. BITEFFFA Secrets Manager k# R4 E ,
REEABAPNEILERIBEEF, BHERFEFFER Java B REFEREFEU , XFEREKHN
EEMTFER A Secrets Manager, RIABRT , EFLE/IRBF —IRX , KAERRZRARNBSF
¥, EEEZERE , S Hthe section called “SecretCacheConfiguration”,

B LM GitHub® FEIRAE,
EF [ Secrets Manager SQL EZERFHEF :

- BHNARFXILT Java 8 RESRAAF,
- BRBAMLTAUATZ2— :
- THA JSON EHFHBIEERH. ERERI , 1B Secrets Manager &l & FEFHAHERF
Retrieve secret value ( K RZE4AEH ) . T¥F , £BIE Amazon CLIH get-secret-value,
« Amazon RDS HEZHH. NTWRFER , BAERUEENEERSLMKO,
« Amazon Redshift FEH . W THERBA , YA ERILEENEER[LMRH,

MREHBREEFEEH DN EMXE , BEEI S - MXEPHNEIARERE | FELIBEEMNEEXERR
MixO, EAUEEAFABRENNEAT. SSM SR FHESBIRBERERFRXKBEZER.

ENERAEFANBDME & |, BE Maven WEXH pom. xml FRZEZFRFRMUA TEBI, HX
B %{EE , 2 Maven Central #f& FE M E#Y Secrets Manager SQL #E# .

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>

</dependency>
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K EFERRINETIERHEEFE, MREE Amazon EKS LETRFEF , ©HRESRIEEET
M RMNEILE , MASKREBRESKFAAR, EFREEM , H% com.amazonaws : aws-java-sdk-
sts BARA 1 ERMKBIURINE Gradle Ik Maven I B 304,

Effsecretsmanager.propertiesX##i& & Amazon PrivateLink DNS £ % = URL MX ,
BERATUTRE

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

EEEZFXIE , i5iRE AWS_SECRET_JDBC_REGION ¥EZEE X
secretsmanager.properties XHHITUTEN :

drivers.region = region

FTENER -

+ secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXREZEER , F5H NESE.

o
- BEYSRIEFNER
B EER S ik OB HEE
o 5 c3p0 FEEMEE T IEE
£ c3p0 EEMIBE T IS E in S Mim O K E i

BV ESHREENERE

THEMRGERT MAEARATHNESIENERZEEELSHEENIERE, BIUEER , Z9FEH
JDBC ARARFRIHIEE. BEXEZELR , {55 Java XML LAY JDBC it AR,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance
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// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JIDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInstc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
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info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

i 8 E i UM o 1 38 3T i %
T RELER T WA A B4 0 EIE R I E B i R R O B3 S 5IR R,

Amazon RDS £ EZ4A TN AEHTEEN H S MNE O, EFHEBE Amazon RDS BEENZ4AP N T EILE
EIBEE  BEREPIEEIXLEI,

£ 5B E A sy 2 A AT AR IE B XS HEENIER | BEFNZART I 5RBHATRNIERE
FR. BNEIAHERZAMEE, EFXEERERFHIRAT , FRNESRENREFM XEN K
RAiHOEE,

BIAERERE , B0 #H JOBC BAXRGEKEE. BXEZELR |, 55H Java XML £8 JDBC B
it AR,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns
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// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );
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// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the IJIDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriv

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

£/ c3p0 EHEME I iE

LR RBER T SMAMEM c3p0.properties XHFRBMEEL , ZXHEARIEFNBHPRRE
IEFEREFES . N T user M jdbeUrl , FaMAZEH ID BEEEREL, AR5, BAUMNZBHRRE
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B, PNXEEEREEMEGRERER, AXESER

EZ Y Java XML ERY JDBC E i 1

BX c3p0 WEZEELE , 1§51 Machinery For Change M £ c3p0.

MySQL

c3p0
c3p0
c3p0

.user=secretld
.driverClass=com.amazonaws.
.jdbcUrl=secretId

PostgreSQL

c3p0
c3p0
c3p0

Oracle

c3p0
c3p0
c3p0

.user=secretld
.driverClass=com.amazonaws.
.jdbcUrl=secretId

.user=secretld
.driverClass=com.amazonaws.
.jdbcUrl=secretId

MSSQLServer

c3p0.
c3p0.
c3p0.

Db2

c3p0.
c3p0.
c3p0.

Redshift

c3p0.
c3p0.
c3p0.

user=secretId
driverClass=com.amazonaws.
jdbcUrl=secretId

user=secretId
driverClass=com.amazonaws.
jdbcUrl=secretId

user=secretId
driverClass=com.amazonaws.
jdbcUrl=secretId

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

sql.

sql.

sql.

sql.

sql.

sql.

AwWSSecretsManagerMySQLDriver

AWSSecretsManagerPostgreSQLDriver

AWSSecretsManagerOracleDriver

AWSSecretsManagerMSSQLServerDriver

AWSSecretsManagerDb2Driver

AWSSecretsManagerRedshiftDriver
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5/ c3p0 EEMIBN 1E E in [ MmO SRE M iE i

LT RGEERT MR c3p0.properties RN EREM , ZXHFERRFEFBEILIEEN IR
Mg ORRBHAPHE
ﬁ*%%1§zm~ , -lﬁ

Amazon RDS £ EZATSIEHIEEN KA MiKO ., EFEHARH Amazon RDS EEMNZRAFRMNEE

I\\\

Tk, A, BAMMNZBEFRRERE | X EEERFEAEGBIERFERE,
2% Java XM 5 ERY JDBC Eit AR,

naes

EIBSEE

FERBHREEXERIL,

EFEH i XEA R A A RREZIXEHEFNIER  EEHNZARTIEERBATRNIERE

FE. SMEAHEREANEE, EFXEERESFHEIZAT ,

B INE 2 R E X R A7 X AT iR

AN *u D 1% /§\ o

MySQL
c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL
c3p0.user=secretlId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle
c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer
c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0@.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433

Db2
c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
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c3p0.jdbcUrl=jdbc-secretsmanager:db2://example.com:50000
Redshift

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
Cc3p0.jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439

{5 F Java Amazon SDK 3RHY Secrets Manager Z4A{&

ENARES , A LlBTAAGetSecretValuesiBatchGetSecretValueEFE—NARFFRE
B RMZ Amazon SDKs, A , BINBWEESFAZFIREEREFZENZAE, EEFHATLUR
=R E HREERA

- MBENBEEZITIEHEERESD |, B Secrets Manager SQL &Kz 72 718 Bh 2R 4A P AV EiE
EERIBIERE.

« XNTHMEBPYZR4A | £H Secrets Manager EF Java WEFAMG , EEFER
GetSecretValue = BatchGetSecretValue @A SDK,

LT RIBREVERINMAER GetSecretValue,

FTEMNPR : secretsmanager:GetSecretValue

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.secretsmanager.SecretsManagerClient;

import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueRequest;
import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueResponse;
import software.amazon.awssdk.services.secretsmanager.model.SecretsManagerException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.
* For more information, see the following documentation topic:
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-quide/get-started.html

* We recommend that you cache your secret values by using client-side caching.

* Caching secrets improves speed and reduces your costs. For more information,
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* see the following documentation topic:
*
* https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
*/
public class GetSecretValue {
public static void main(String[] args) {
final String usage = """

Usage:
<secretName>\s

Where:
secretName - The name of the secret (for example, tutorials/
MyFirstSecret).\s

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String secretName = args[0];

Region region = Region.US_EAST_1;

SecretsManagerClient secretsClient = SecretsManagerClient.builder()
.region(region)
.build();

getValue(secretsClient, secretName);
secretsClient.close();

public static void getValue(SecretsManagerClient secretsClient, String secretName)

try {
GetSecretValueRequest valueRequest = GetSecretValueRequest.builder()
.secretId(secretName)
.build();

GetSecretValueResponse valueResponse =
secretsClient.getSecretValue(valueRequest);

String secret = valueResponse.secretString();

System.out.println(secret);

} catch (SecretsManagerException e) {
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System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

£ Python 3RHX Secrets Manager Z4A{&

ENARERD , B LBYAHGetSecretValuemiBatchGetSecretValueEE—NAREFHIRE
EH W Amazon SDKs, A , RINNBWNEEBLFEAEFREFRREREZNFHE. EFFHUTLUIE
SR E HBRREA

£
« fEA Python M & Fim& FIREX Secrets Manager Z4A{E

- {£ /4 Python Amazon SDK 3REX Secrets Manager Z4A{8
- {£ A Python Amazon SDK 3REX—i#lt Secrets Manager Z4A{E

£ Python & Fim&F3KEX Secrets Manager Z4A{E

ERRZAN , BULAER Secrets Manager EF Python WEFAHREFZR , UZFEREH,
KERERFZEPA LM Secrets Manager P ZRZHANEEER. BT IEA Secrets Manager EET 5
APls , At ERAEFAUREN LS. BEXRRFBHANELZE , BSH REEH,

EEERNBERSER (LRU) , AR YEEAAEEEATAN  CAEAREEARONHS,
FERET , B HAF—ARE, CUNEBEEFTRFEANAE | A 5EHR
RS INES A,

—BRREFSIA  EFEETIHTEFNRER, EEXETLRFEFIAN. EEXINETEFE
5, K MARMENBLZEMTUREMNER, NREFBZHNNLEE (HIUNNEZREFFHTE ) |
FEARENEONBRG .

EFERAZEHN , BYXTHEEATRE -

« Python 3.6 S E SRS,
* botocore 1.12 E SR, 1HSHEH T Python F Botocore #JAmazon SDK,
« setuptools_scm 3.2 REGFMA, M https://pypi, org/project/setuptools-scm/s

ETEHRARB , HSHW LMW S ecrets Manager £ F Python WEEEFimEH. GitHub
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ERRAN  BEANUTH T

$ pip install aws-secretsmanager-caching

FRERR :

secretsmanager:DescribeSecret

secretsmanager:GetSecretValue

BREZER , F5H NRSE,

ZE

SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Example ¥ & %4

AT =455 B a0 e[ 3R EX B N Y 4R AL 2 Emysecret,

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()

cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')

SecretCache

BT M Secrets Manager K R FRANWRNEFERE, EEA the section called “get_secret_string” 5
the section called “get_secret_binary” NEFEHRRERZH, B LUETE AMBEEREPH the section

called “SecretCacheConfig” M RKE EEFRE.
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BEXSRETHEANEZEELR |, 55 M the section called “Python 5E&F im&EEF",

cache = SecretCache(
config = the section called “SecretCacheConfig”,
client = client

ULTRAAEE :

» get_secret_string

» get_secret_binary

get_secret_string
KREAAFRHE,

BEREE

response = cache.get_secret_string(
secret_id='string"',
version_stage='string' )

S8
« secret_id ( Z/FH ) : [AE] ZRHMEHZ ARN,

« version_stage ( & &# ) : BERZWNZERE, BXESZEE , 1S secret versions,
ERIAE RN “AWSCURRENT”,

RERH

FRE

get_secret_binary
KERZA - FIE,

BERIEZE

response = cache.get_secret_binary(
secret_id='string',
version_stage='string'
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)

S8
« secret_id ( Z/&F&E ) : [XE] BB ARN,

- version_stage ( F&H ) : BERRENINERE., BEXEZEE , B35 H secret versions,
HKIAE N “AWSCURRENT”,

yCACIEFic]

base64 4RI K F B

SecretCacheConfig

& T the section called “SecretCache” WEFER BRI , fINHEAREFEXK/NNEEEFZZAMNEERE
(TTL)o

2
max_cache_size (int)

RAREFKRP. RIAMER 1024 NEH,

exception_retry_delay_base (int)

BIFERERERCHFZEZSEFNYH. HAEN L.

exception_retry_growth_factor (int)pur

ATUEERAKBER 2 BFEFHENERIE. BRIAR 2

exception_retry_delay_max (int)

ERMERZBFESFHRKETE ( AWREN ) . BIAH 3600,

default_version_stage (str)

BEEFENZANRE, EXEZEERE , BSHZHMA, BRIAMERN 'AWSCURRENT ',

secret_refresh_interval (int)

RIFEZFRAGECHFESTENRE. AN 3600,

secret_cache_hook (SecretCacheHook)

SecretCacheHook HIREM X, ERIAERN None,
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SecretCacheHook

AT HEHF the section called “SecretCache” FLAMEX Fi T EFHP N FHARITIRENEZEO,

LTFRAAAE:
+ put
.+ get
put
ENRNEREETF T ER,
BERIEE

response = hook.put(

obj='secret_object'

)

S

* obj (W) - [£F] BHRHTBHHXNR

REIRHE

object

get
MEZENRITREXN R
BEREFE

response = hook.get(

obj='secret_object'

)

e

« obj (XR) : [HE] BEHHANMEIX R,

REIRH

object
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@IlnjectSecretString

MBS EE — R4 ID FH B the section called “SecretCache” fERBIT NS, ZE M ITIR
BZ4AZ B EE, BAMXTELE—NZHE,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@InjectKeywordedSecretString

MBS EE — N R4A ID FFEFH the section called “SecretCache” fERBIT NS, HEBTEN
CEERKTHNSHMREZIZADH JSON B, BAXMEE— JSON £ ZHFE,

NTFaELt JSON W&

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"

THEMNROETRT AN ZE FIRE username # password B JSON 1B,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache ,
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):

print( 'Do something with the func_username and func_password parameters')
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£ A Python Amazon SDK 3REX Secrets Manager Z 4318

ENAREY , B LB T AAGetSecretValuesiBatchGetSecretValueEF—NARFFRE
B ZR Amazon SDKs, A , BINBWEESFRAZFIREEREFZENZAE, EEFHATLUR
=R E HRIEEA,

3 F Python AR , i A Secrets Manager &F Python W EFA AR EZEEH
get_secret_value = batch_get_secret_value @A SDK,

DT RBRAVERIMAMFER GetSecretValue,
FTEMNPR : secretsmanager:GetSecretValue

Purpose

Shows how to use the AWS SDK for Python (Boto3) with AWS
Secrets Manager to get a specific of secrets that match a
specified name

import boto3

import logging

from get_secret_value import GetSecretWrapper

# Configure logging
logging.basicConfig(level=1logging.INFO)

def run_scenario(secret_name):

Retrieve a secret from AWS Secrets Manager.

:param secret_name: Name of the secret to retrieve.
:type secret_name: str
try:
# Validate secret_name
if not secret_name:
raise ValueError("Secret name must be provided.")
# Retrieve the secret by name
client = boto3.client("secretsmanager")
wrapper = GetSecretWrapper(client)
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secret = wrapper.get_secret(secret_name)
# Note: Secrets should not be logged.
return secret
except Exception as e:
logging.error(f"Error retrieving secret: {el}")
raise

class GetSecretWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def get_secret(self, secret_name):

Retrieve individual secrets from AWS Secrets Manager using the get_secret_value

API.

This function assumes the stack mentioned in the source code README has been

successfully deployed.

This stack includes 7 secrets, all of which have names beginning with

"mySecret".

:param secret_name: The name of the secret fetched.

:type secret_name: str

try:

get_secret_value_response = self.client.get_secret_value(

SecretId=secret_name

)

logging.info("Secret retrieved successfully.")
return get_secret_value_response["SecretString"]
except self.client.exceptions.ResourceNotFoundException:
msg = f"The requested secret {secret_name} was not found."

logger.info(msg)
return msg
except Exception as e:

logger.error(f"An unknown error occurred: {str(e)}.")

raise

£ Python Amazon SDK 3REX—#t Secrets Manager Z4A{E

AT REERBIER T anfal3REX#t & Secrets Manager Z4A{E.

REH B RAE
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FRENER -

* secretsmanager:BatchGetSecretValue
« WERZENESNRPIAE secretsmanager:GetSecretValue MR,
- MREFATEST  WE LA E secretsmanager:ListSecrets,

BANEENRE] , 53 the section called “Rfl : 2 FE—HZLABEHNE

/A Important

MRIEH VPCE FIELEREERZNHATRRERENRWEHERE , N
BatchGetSecretValue AF&REEM#HZFRE , H ALRE4EIR,

class BatchGetSecretsWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def batch_get_secrets(self, filter_name):
Retrieve multiple secrets from AWS Secrets Manager using the
batch_get_secret_value API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param filter_name: The full or partial name of secrets to be fetched.
:type filter_name: str
try:
secrets = []
response = self.client.batch_get_secret_value(
Filters=[{"Key": "name", "Values": [f"{filter_name}"]1}]
)
for secret in response["SecretValues"]:
secrets.append(json.loads(secret["SecretString"]))
if secrets:
logger.info("Secrets retrieved successfully.")
else:
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logger.info("Zero secrets returned without error.")
return secrets
except self.client.exceptions.ResourceNotFoundException:
msg = f"One or more requested secrets were not found with filter:
{filter_namel}"
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred:\n{str(e)}.")
raise

{# FA3REN Secrets Manager Z4A{E .NET

ENARERES , B LlBETAHAGetSecretValuediBatchGetSecretValue B E—NARFFIRE
B E Amazon SDKs, £ , BINBWEBIFAEFRETREFLZNZHAE. EEBHTUR
=R E H RAR R A

EZ

- £/ .NET & wmEFIRE Secrets Manager 418

- {EFAIREN Secrets Manager By #4318 & A T NET 8y Amazon SDK

5 NET M&EFisEFIRE Secrets Manager Z4A{E

ERRZER |, WA LAEA Secrets Manager £ NET HNEFAHREERH , UBNREAH. B
REZFZHALM Secrets Manager PR ERANEEER, HTIHA Secrets Manager FE 4 %%
APls , At BEREFAURERA. BXRRFHAVMELZE |, BSH REEH,

BEERNREROER (LRU) , Bl SBEAREREABAN | CAZAREERRONSTHA.
FEEQRET , EEASINRF—ARE, CUNREEEETRFSANME , UNEHTHAR
RHLURMES AL,

—BRREFSIA  EEETHTEFNRER, BEXBETLRFEFLIAN. EEXRINETEFE
B A MARMNEMBLZEMRALZLHNER, WREFEFNNZESY (FlONBERFFNTE ) |
FEARENEONBRG Z.

EFERAZEN , BYXTHEEATHRE -
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« .NET Framework 4.6.2 S{EE S hx A , 50#& .NET Standard 2.0 RE H k4, &S % Microsoft .NET
Pk EB R E.NET,

« SEHA T .NET B9 Amazon SDK, i&EZ 5 the section called “Amazon SDKs”,

ETHRAE , HSH LW “NET EFF iR GitHub,

EFERARTF , BENEBTEGML , ASEM GetSecretString 3 GetSecretBinary &R
H. HEZRRN , EEFREZANEZFRIS

RBEFE
« BHITUT®REZ—
«  EEHTE BRPETTF NET CLI &%,

dotnet add package AWSSDK.SecretsManager.Caching --version 1.0.6

- NTIFHITSIARMBESN csproj XHFH,

<ItemGroup>

<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /
>

</ItemGroup>

FTENER :

» secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

BXEZEERE , F2H XESE,
2=

» SecretsManagerCache

» SecretCacheConfiguration

» |SecretCacheHook
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Example % &4

DTFRBROIERT —MREE AMySecret BN &,
using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{

string MySecret = await cache.GetSecretString(MySecretName);

// Use the secret, return success

Example Bl B £ F6TE (TTL) EERIFTEFLLR A

UTRBROIERT —MREERENNERANySecret 7 TTL EERFFLENERERN 24 NS
Ho

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName = "MySecret";

private static SecretCacheConfiguration cacheConfiguration = new
SecretCacheConfiguration
{
CacheItemTTL = 86400000

i
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private SecretsManagerCache cache = new
SecretsManagerCache(cacheConfiguration);

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache

& T M Secrets Manager iR BANNEREF. LA the section called “GetSecretString”
the section called “GetSecretBinary” W& FH KR RFEH, EAIAEDEZ AREER P H the section
called “SecretCacheConfiguration” 3 RRE B EFRIE.

BEXRABERPENNESZEL , FS M the section called “NET 5&EFiHEF,

public SecretsManagerCache()

EHATF SecretsManagerCache I REERIATEEH I

public SecretsManagerCache(IAmazonSecretsManager secretsManager)

£/ Secrets Manager & i ( £ RHAY AmazonSecretsManagerClient 812 ) ¥&EHEF. &£
R HE BB BE X Secrets Manager &4 , fliEAE —HEXEHHLHT Ko

S

secretsManager

AmazonSecretsManagerClientEM F 1 R %

public SecretsManagerCache(SecretCacheConfiguration config)

FERRMH the section called “SecretCacheConfiguration” ¥i& T 4R E 17, F Ik 1E R BORE
BEE7T , SINERFNRARERERBIFMER,
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5%

config

—\ the section called “SecretCacheConfiguration” , EH 2 EEFNEREE S,

public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)

{5 3 R A9 AmazonSecretsManagerClient ¥ €] 2 #9 Secrets Manager % F if #3i& #THY &
£, the section called “SecretCacheConfiguration”{s Fi It ¥31& BI B 7] B 7 . Secrets Manager &
Fiw , SIEAR —RBEXHRLETR/RUARREET , SINERFNEARERERIFME,

5%

secretsManager

AmazonSecretsManagerClientEM F 1 R 1%,

config

— the section called “SecretCacheConfiguration” , Eh B EEEZNEEBE L.

7k

GetSecretString

public async Task<String> GetSecretString(String secretId)
M Secrets Manager F 18 R FZ/HFE R4,

S

secretld

BERRWEZH ARN Ao

GetSecretBinary
public async Task<byte[]> GetSecretBinary(String secretld)

M Secrets Manager 1 3R —# H1 %40,
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5%

secretld

BERRWEH ARN Ao

RefreshNowAsync

public async Task<bool> RefreshNowAsync(String secretId)

HM Secrets Manager I RZHE , AEAEAEREFTESF. NWRXBUANERFRE |, BEIE -
NEFREB. WRRBIFKI , WIRE true,

B8
secretld

BERRNEZEH ARN HE o

GetCachedSecret

public SecretCacheltem GetCachedSecret(string secretlId)

BREEEZANEFTRE (MREFHEFEELER ) o BN, M Secret Manager F iz REH , HH8!
B-1MHEFRE.

S/
secretld

BRRNEZEH ARN HE o

SecretCacheConfiguration

ER T the section called “SecretsManagerCache” W EZH Bk , flNFERKEFEXKNEEEFZRE
KITESERT A (TTL),

B
CacheltemTTL

public uint CacheItemTTL { get; set; }
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ZEEMENTIL (UZERDREMN ) . BRIAER 3600000 M 1 et RAER 4294967295 ms
“R 49.7 Ko

MaxCacheSize

public ushort MaxCacheSize { get; set; }

RREFEKRD. BMIAMERN 1024 MNEHR. HZAER 65535,

VersionStage

public string VersionStage { get; set; }

LEZFNERANRE, BXESELR , BSHABHERE, BRIAMEH "AWSCURRENT",
&R

public IAmazonSecretsManager Client { get; set; }

AmazonSecretsManagerClient EM\HF R R, WRE null , EFEEHEL—INHEF K. HIAR
null,

CacheHook
public ISecretCacheHook CacheHook { get; set; }

— the section called “ISecretCacheHook”,

ISecretCacheHook

A FEH#Z the section called “SecretsManagerCache” FREMEX 7 T EFR W RARITIRIENE
Ho

FE

Put

object Put(object o0);
EENRUAERIEZEFD,
BEEFHEERFFHNR.
FREX

object Get(object cachedObject);

NET EEFIRER 100


https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/SecretsManager/TSecretsManagerClient.html

Amazon Secrets Manager ArfEm

MEZERRIMEN R

BEIENEFHIREHNNR
{5 FA3REX Secrets Manager Y4318 A T NET # Amazon SDK

ENARREY , B LlBETAHGetSecretValuediBatchGetSecretValueEE—NARFFIRE
BRI E Amazon SDKs, 7 |, RMNEBENEENFRAZEFREEREEENFAE. EEFHATLUR
=R E HRIREA

XF NET MAREF , 5 Secrets Manager 2F NET WEFAHREREFEH GetSecretValue
= BatchGetSecretValue @A SDK,

LT RBREVERMMFER GetSecretValue,

FTEMNPR : secretsmanager:GetSecretValue

using System;

using System.IO;

using System.Threading.Tasks;
using Amazon.SecretsManager;

using Amazon.SecretsManager.Model;

/// <summary>
/// This example uses the Amazon Web Service Secrets Manager to retrieve
/// the secret value for the provided secret name.
/// </summary>
public class GetSecretValue
{
/// <summary>
/// The main method initializes the necessary values and then calls
/// the GetSecretAsync and DecodeString methods to get the decoded
/// secret value for the secret named in secretName.
/// </summary>
public static async Task Main()
{
string secretName = "<<{{MySecretName}}>>";
string secret;

IAmazonSecretsManager client = new AmazonSecretsManagerClient();

var response = await GetSecretAsync(client, secretName);
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if (response is not null)

{
secret = DecodeString(response);
if (!string.IsNullOrEmpty(secret))
{
Console.WriteLine($"The decoded secret value is: {secret}.");
}
else
{
Console.WritelLine("No secret value was returned.");
}
}

/// <summary>
/// Retrieves the secret value given the name of the secret to
/// retrieve.
/// </summary>
/// <param name="client">The client object used to retrieve the secret
/// value for the given secret name.</param>
/// <param name="secretName'">The name of the secret value to retrieve.</param>
/// <returns>The GetSecretValueReponse object returned by
/// GetSecretValueAsync.</returns>
public static async Task<GetSecretValueResponse> GetSecretAsync(
IAmazonSecretsManager client,
string secretName)

{
GetSecretValueRequest request = new GetSecretValueRequest()
{
SecretId = secretName,
VersionStage = "AWSCURRENT", // VersionStage defaults to AWSCURRENT if
unspecified.
};

GetSecretValueResponse response = null;

// For the sake of simplicity, this example handles only the most
// general SecretsManager exception.
try
{
response = await client.GetSecretValueAsync(request);

}

catch (AmazonSecretsManagerException e)
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{

Console.WriteLine($"Error: {e.Messagel}");

return response;

<summary>

Decodes the secret returned by the call to GetSecretValueAsync and
returns it to the calling program.

</summary>

<param name='"response">A GetSecretValueResponse object containing
the requested secret value returned by GetSecretValueAsync.</param>
<returns>A string representing the decoded secret value.</returns>

public static string DecodeString(GetSecretValueResponse response)

{

// Decrypts secret using the associated AWS Key Management Service
// Customer Master Key (CMK.) Depending on whether the secret is a
// string or binary value, one of these fields will be populated.
if (response.SecretString is not null)

{
var secret = response.SecretString;
return secret;
}
else if (response.SecretBinary is not null)
{

var memoryStream = response.SecretBinary;
StreamReader reader = new StreamReader(memoryStream);
string decodedBinarySecret =

System.Text.Encoding.UTF8.GetString(Convert.FromBase64String(reader.ReadToEnd()));

return decodedBinarySecret;

}

else

{

return string.Empty;
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£ Go 3REY Secrets Manager Z4A &

ENAREY , B LlB T AAGetSecretValuesiBatchGetSecretValueEF—NARFFRE
LW E Amazon SDKs, A , RIMNEBNEENFRAEZEFRFREEREEENFAE. EEFHATLUR
=R E HRIEE A,

FB
- £/ Go MEFImEFIREL Secrets Manager Z4{E
« £ Go Amazon SDK 3REHX Secrets Manager 4R

£ Go M%E F w4 FIRE Secrets Manager Z4A{E

ERRZAR |, B LUER Secrets Manager EF Go WEFHMGREER , LB FNREH. B
REZEFZLEM Secrets Manager PR ZZANEREER, HTIHA Secrets Manager EE 4%
APls , At BEREFAURER A, BXRRFHAVMELZE |, BSH REEH.

BHEERNBEROEMA LRV , it S BEXAEEEATEN | CaZARIEARONHS,
REQET , BEAS I NAF RS, SUNREEEEFHRFTANAE | baUEHIEH0
FHFMES AL,

—BRREFSIA  FEETHTEFNRER, EEXRETLREEFLIAN. EEXRINETEFE
B A MARMNEMBZEMRALZLHNER, WREFEFNNZSY (FlONBEFFHDE ) |
FEARHNEONMBRSG A,

EFERAZEH , BYXTHEEATRE -

« Amazon & F Go B SDK, &S [ the section called “Amazon SDKs”,

ETHERNRE , B5SH S ecrets Manager Go & 17%& i GitHub,

iR B Go FFRINE , HSH Go Programming Language M L/ Golang AT,
FrEERR -

+ secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BREZER , F5H NRSE,
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sE

+ type Cache
« # A CacheConfig

« #8 A\ CacheHook

Example % &4
DTFRBREERTREZHAN Lambda B,
package main
import (

"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache"

var (
secretCache, _ = secretcache.New()

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)
}

type Cache

EA T M Secrets Manager i8R FEEAN AN EFEREF. B the section called “GetSecretString”
the section called “GetSecretBinary” M\ EFH K EZR4H,

THNRIERT MAEERFRE.

// Create a custom secretsmanager client
client := getCustomClient()

// Create a custom CacheConfig struct
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config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheltemTTL: secretcache.DefaultCacheltemTTL,

}
// Instantiate the cache
cache, _ := secretcache.New(

func( c *secretcache.Cache) { c. CacheConfig = config },
func( c *secretcache.Cache) { c. Client = client },

EXEBERIENNESZEER |, iS5 the section called “Go 5E&ZEFIHEF,
Bk

New

func New(optFns ...func(*Cache)) (*Cache, error)

New A IEEATIMERAET , BN NEARIANE. NFLIEAHRIL SecretsManager & Fif. #
%1t CacheConfig N ERIANE. FRARIAZFAKX DKL LRU &7,

GetSecretString
func (c *Cache) GetSecretString(secretId string) (string, error)

GetSecretString NEFHIREAEEZS ID MMERZHHE, ROBAFHE , NREBHFERMNERE H
xo

GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretId string, versionStage
string) (string, error)

GetSecretStringWithStage M EFHIRIAERA ID MFAN RN WBRFZHFEE, BORPBEFS
N SRR AE R IR B 451% .

GetSecretBinary
func (c *Cache) GetSecretBinary(secretlId string) ([]byte, error) {

GetSecretBinary NEFHIREAEEZH ID WHWE _#HHIEH, BEBRAZHGIE , MRBEFERUER
El£5 %o
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GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)

GetSecretBinaryWithStage M&EFHIREVE E R4 ID FIRAH RN ZE B $IE, REIZH Z# &l
B, MRBEIBIIRELE IR,

# A CacheConfig
ERATEFNEFEERD , fINGEAKEFRD. BRIARENE , UREEFZHHAMNFERE (TTL).

type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is
// 3.6el10712 ns or 1 hour.
CacheItemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".

VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

# A CacheHook

ATESAINZFPUENFE TEEPHNERARITRENED,
7k

Put

Put(data interface{}) interface{}
ENRNEREETF T ER,

FREX

Get(data interface{}) interface{}

Go 5EFIRER 107



Amazon Secrets Manager ArfEm

MEZERRIMEN R

£ Go Amazon SDK 3REX Secrets Manager Z4A{E

ENARES , B LlB T A AGetSecretValuesiBatchGetSecretValueEF—NARFFRE
B E Amazon SDKs, 7 |, RIMNEBNEENFRARZEF REEREEENFAE. EEFHATLUR
=R E HRRE A

XTF Go MR , EEA Secrets Manager EF Go WEFHNRBEZEFEM GetSecretValue
BatchGetSecretValue A SDK,

TR RIBROIERT t{A3REX Secrets Manager ZH{E.

FTEMNPR : secretsmanager:GetSecretValue

// Use this code snippet in your app.

// If you need more information about configurations or implementing the sample code,
visit the AWS docs:

// https://aws.github.io/aws-sdk-go-v2/docs/getting-started/

import (
"context"
Illogll

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/secretsmanager"

)

func main() {
secretName := "<<{{MySecretName}}>>"
region := "<<{{MyRegionName}}>>"

config, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion(region))
if err !'= nil {

log.Fatal(err)
}

// Create Secrets Manager client
svc := secretsmanager.NewFromConfig(config)

input := &secretsmanager.GetSecretValueInput{
SecretId: aws.String(secretName),
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VersionStage: aws.String("AWSCURRENT"), // VersionStage defaults to AWSCURRENT if
unspecified

}

result, err := svc.GetSecretValue(context.TODO(), input)
if err !'= nil {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
log.Fatal(err.Errox())

}

// Decrypts secret using the associated KMS key.
var secretString string = *result.SecretString

// Your code goes here.

}

M Rust 3RHY Secrets Manager %4A{E

ERARRFRT , B L@ A MHGetSecretValuesBatchGetSecretValueEF—RMABRFFRE
BEI M Amazon SDKs, Tt , RMNEBNEBIFEAZFIREFREFTENZAE. EFBHTUR
=R B R A AR

E&

« £ Rust #& i 73R Secrets Manager 4B

- £/ Rust Amazon SDK JREX Secrets Manager B %408

£ Rust T Fix&EF3RE Secrets Manager Z4A{E

HERRBAN , EBALEM Secrets Manager £ T Rust WEFAHREFZH , UFHREH. £
REEFHEMALLM Secrets Manager TR RZHNREER. BT A Secrets Manager & E {1 %%
APls , At EREF T UBRERS. AXRREBANAETE , BSH RIEH.

ZERBERLHLY (FIFO) , AHIARFLAEF—IEHN , E2EZFAKIANEH, FERE
T, EER8/PEBFH —XWE, EAUEEATAR :

« max_size - EREKII KRG RN ZRA oI ZEF NBRAEERH
« ttl - ERERFBRHRDS 2 BIE TV B W N B RAY LAt E,
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ZEXRFLEEELAY. EFXANETEFELES , MARMEMERZEMIAREHNERL. OR
FEF RN (HNNBEZEFTNIE ) , BEARENBERBEAESR.

REAZAN , BXTRE—NEE tokio M Rust 2021 FRHE, AXESEEL , HSH Rust &
RIESMIE WA,

ETHFERD , HSH LM S ecrets Manager £F Rust WEEFZEigd . GitHub

ERREFHEN  BEAUTH S,

cargo add aws_secretsmanager_caching

FRENER :

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BEXBEZER , B0 NESE,
Example # &% 40

BAUT 7R B35 B AT 3R BN & Y Y B ARV AL R B My Tes to

use aws_secretsmanager_caching::SecretsManagerCachingClient;
use std::num::NonZeroUsize;
use std::time::Duration;

let client = match SecretsManagerCachingClient: :default(
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
I

let secret_string = match client.get_secret_value("MyTest", None, None).await {
Ok(s) => s.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

i
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// Your code here

Example £ BEXEENBENLEFimKHLER

LT ROIGAMMEERT  RERNENNWEANEZRAENy Test,

let config = aws_config::load_defaults(BehaviorVersion::latest())
.await
.into_builder()
.region(Region::from_static("us-west-2"))
.build();

let asm_builder = aws_sdk_secretsmanager::config::Builder::from(&config);

let client = match SecretsManagerCachingClient: :from_buildexr(
asm_builder,
NonZeroUsize: :new(10).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
};

let secret_string = client
.get_secret_value("MyTest", None, None)
.await

{
Ok(c) => c.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

1Y

// Your code here

A Rust Amazon SDK 3REX Secrets Manager HIZ34A{E

ENARES , B LlB T AAGetSecretValuesiBatchGetSecretValueEF—NARFFRE
B E Amazon SDKs, A , RIMNEBNEENFRAZEFRFREEREEELNFAE. ESEFHATLURE
=R E HRREA
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3 F Rust AR , BEAET Secrets Manager #J Rust Z2F4A M4 , REFAREEEH SDK,
GetSecretValue BatchGetSecretValue

TR RIBRHIERT i{A3REL Secrets Manager ZH{E.

FTEMPR : secretsmanager:GetSecretValue

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

0k(())

£ 53 Elastic Kubernetes Service B Amazon Secrets
Manager 4R

E ¥k B Amazon Secrets Manager (ASCP) Ky %43 & R A EHHE Amazon EKS Pod FEI 3 # , fRA
LA A Kubernetes S Amazon ecrets Store CSI Rz 2 F I B HAME BRMEF. ASCP AT 5ETIL
O AR S Elastic Kubernetes Service 1.17+ Bl M. EC2 Amazon Fargate FX T R
H, EF ASCP , A LATE Secrets Manager RF#EH EEZEY , AFET Amazon EKS LE1TH
THEABRE. NRENZHHATEZS JSON BXHREEX , M ATLUERTE Amazon EKS FER B
LEEX, ASCP A JMESPath EIZ4AFHRBEXNWIEE, ASCP &&MA T Parameter Store £
¥, ASCP 2t 7T Wit fER Amazon EKS #1TE M RIEMN T E. F—REEEARSKFH IAM A€
(IRSA), E=FS5EEH Pod 517, BRFEZHEHEIFAH,

i BRSS T FIR 4L 1AM B & ASCP (IRSA)

BH IAM BRF K AR ASCP (IRSA) AR ZE4A Amazon Secrets Manager 479 3 HE & Z|
Amazon EKS Pod #, XA EERATUTER :

- IREEFFAENSHEEFRE Pod F,
- WEEFEHATELDZ EC2 T R4AR Amazon EKS 1.17 S E S 4,
o YRAEM JSON NN HPA PR RIS ENRER,

BEXEZEELR |, {551 the section called “f ASCP 5 IRSA £/ Amazon EKS”,
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™A Pod &11#9 ASCP

8 EKS Pod 53#y ASCP

WH Pod H17#y ASCP 75 A Al 8@ R &M H FLE Amazon EKS FARIBRANEE. EUATHER
T, R ERBREN ¢

« {REET Pod RAIHITERBANNREE,

. REABNE Amazon EKS IS 1.24 HE B R4,

- BEERSHENTT BE,

BXEZEER |, B2 the section called “fF ASCP 5 Pod & 18£8 Amazon EKS”,
EFRIEMN L

EfEA IRSA 9 ASCP A Pod Identity B9 ASCP B RERT , HERIUTREE :

- 5% EKSversion : Pod Identity EEI &7k EKS 1.24+ , ™ CSI BB FEATIL S # EKS
117+,

« L2 ER : Pod Identity 7 Pod HK 3R EERBMAI 25,
MEEE : Pod Identity BEE AREREPRIAELH,
&M : Pod Identity TE LM RS K/ , ML TIRE,

EBRBERFEENIESEERM Amazon EKS MMER 5%,
L I#ERTF Amazon EKS 8 ASCP

AN BIALLEERA T Amazon EKS 89 Amazon ZAME BIRHREF. FH8 ASCP , A LU
Secrets Manager 5 #2248 #13k B 8923 Amazon Systems Manager ¥E8 X2 F) Amazon EKS
Pods H,

FRFMH

« Amazon EKS &£
« Pod Identity hRZ< 1.24 BSR4
- EAT IRSA 9 1.17 REFRA
- © Amazon CLI Z¥EHBE B/

WA Pod H## ASCP 113


URLtoVideo
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« RYREY Amazon EKS L X HEE T kubectl
o L& (3.0 RESHA )

LR MBEE ASCP

ASCP T 1£ secrets-store-csi-provider-aws Z# GitHub FEF 2|, EMESTE A FLIEFMESHZHN
YAML 324 =61,

ZEIRED , BELUF ASCP BEENERA FIPS ImR. Bx LinT KM%I&k , 2 Hthe section
called “Secrets Manager ¥ 5"

£ Helm &% ASCP

1. E{R repo EMEHHE XK , A helm repo update.
2. 10 Secrets Store CSI Driver A%

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

3. ZEER, BEERETR , BAMUTIRE | --set-json 'k8sThrottlingParams={"qgps":
"number of queries per second", "burst": "number of queries per
second"}'

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

4. 70 ASCP B,

helm repo add aws-secrets-manager https://aws.github.io/secrets-store-csi-driver-
provider-aws

5. ZEER. EFAFIPSHR , BAMMUTHRE : --set useFipsEndpoint=true

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

EF#EPER YAML #ITRE
® EFHLJ\-Fﬁ%O
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helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/deployment/aws-provider-installer.yaml

BIFRE

ERUFER EKS 8. Secrets Store CSI R TFEFF ASCP BHMNZEBER , BIREBUTTRIE

1E -

1.

ISUF EKS &5 -

eksctl get cluster --name clusterName

LS RIREAEXEHERNER,
I$iF Secrets Store CSI B RBFHNRE -

kubectl get pods -n kube-system -1 app=secrets-store-csi-driver

RMZAEEE| Pod EEIEZIT , EEMW T csi-secrets-store-secrets-store-csi-
driver-xxxo

KIE ASCP AR RE !

YAML installation

$ kubectl get pods -n kube-system -1 app=csi-secrets-store-provider-aws

LN
NAME READY STATUS RESTARTS AGE
csi-secrets-store-provider-aws-12345 1/1 Running 0 2m
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Helm installation

$ kubectl get pods -n kube-system -1 app=secrets-store-csi-driver-provider-aws

R
NAME READY STATUS RESTARTS
AGE
secrets-provider-aws-secrets-store-csi-driver-provider-67890 1/1
Running 0 2m

YREI1ZEEE Pod £ FiZRunningiR7s.

BIXERTE  OR—VNREER  BNZ2BIMEAMBEERET , REEMAHER. NRER
EMEE , TRFEELSES HIRBNEE Pod B B SR THESR,

B HERR

1. EEFH ASCP #HBEHBX |, BiE{T

kubectl logs -n kube-system -1 app=csi-secrets-store-provider-aws

2. R&Ekube-systemip B ZE A pod KVIRE :
kubectl -n kube-system get pods
kubectl -n kube-system logs pod/PODID

FiIBE CSI W2+ ASCP XY Pod #RI4L T “EHEIEIT RE.
3. RECSIEHEFRA

kubectl get csidriver secrets-store.csi.k8s.io -o yaml

e AR EAX ELEN CSI B RFHNESR
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34 3
H A5 R

BX¥ ASCP 5 Amazon EKS Bl & AN EZELR , BSRUTER :

« £ Amazon EKS F{E A Pod &%
« {5 Amazon Z4 B ERHEEF
« Amazon WZEE[E CSI KB FFFiZ GitHub

£ Amazon EKS H{ERA®™ A Pod B8 Amazon Z4ARE 2121 CSI

Amazon HlZME B R HEFS5EH T Amazon Elastic Kubernetes Service #J Pod & REBEK |
N1E Amazon EKS LE{THNARFRE THEBRNTSM., MLHNEENESHEE. Pod Identity
£ M Secrets Manager & & 243 =M Parameter Stor Amazon Systems Manager e RS A E{L T
Amazon EKS B9

Amazon EKS Pod Identity 71 E#EY Amazon EKS #OREMNPR , ME{L T Kubernetes R T2
FEE IAM RXRHERE , B T7THSREE , THEE Amazon EKS F IAM fRSF 2 B4]#. Pod Identity
AT ESNEFEFEAEN IAM AEMEZTENEERE , AXSACQERS U ERBHAR A
7l XMMAEFMATEACESFEANRER , NMELTRREE , MEEXEI A TE T AR
Z iR Amazon #RKIEEL M,

THERFR

1. Pod Identity 5 Pod 2B —1 IAM &€,
2. ASCP At AEH#THEMKIE. Amazon Web Services BB
3. MRIRBIZMN , ASCP 2K RFTIERNWFLA HFHIEMHL Pod,

BXEZER , HSH (LE% EKS AFIERE) B “7 # Amazon EKS Pod Id entity B THERE",
R

/A Important

RE=®K Amazon EKS 23 Pod &', Amazon EK S Anywhere I & 354 EH BITE
B Kubernetes SEB¥ X 3&FiZIheE. Amazon =ik Red Hat OpenShift fR%5 EC2

» W5 EKS & ( lRA 1.24 ESA )
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- BELLTARGR Amazon CLI #1 Amazon EKS 58 kubectl
« PHEPAD Amazon Web Services Ik ( AT EK /S 5E )

=¥ Amazon EKS Pod 5% HE

EREEHPBMEA Pod Identity , B4 ME % Amazon EKS Pod & 3R tn<A 4
Z % Pod B IE

- EEE ER% Pod ldentity Agent i :

eksctl create addon \
--name eks-pod-identity-agent \
--cluster clusterName \
--region region

£/ Pod H#1%E& ASCP

1. BIEMNRZKRE , [@ Pod EEHMENIER
Fsecretsmanager:GetSecretValuefllsecretsmanager:DescribeSecretffR. BXE
B& R4 , &S Fthe section called “7R4I : SEEVAHE AN A ZEAHIIBR

2. A Pod Identity 82 7B Amazon EKS RFEFEAEEHN IAM BE :

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": "pods.eks.amazonaws.com"

},

"Action": [
"sts:AssumeRole",
"sts:TagSession"

]

}
]
}
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1AM SKEEHEDNEZ A

aws iam attach-role-policy \
--role-name MY_ROLE \
--policy-arn POLICY_ARN

3. Bl Pod HMXEK, EXRHAI, EZH Amazon EKS AP BT 12 Pod 4 XE 62 Pod
5K

4. BlE¥EESecretProviderClassE% Pod HiEE WL Z4ARY -

kubectl apply -f kubectl apply -f https://raw.githubusercontent.com/aws/
secrets-store-csi-driver-provider-aws/main/examples/ExampleSecretProviderClass-
PodIdentity.yaml

IRSA # Pod Identity SecretProviderClass Z B EEX 3|7 F A& S usePodIdentity.,
CR—NEZER , BTRESHRIESZE. MRREE , WRIAAFEARSKFH IAM £
(IRSA).

- EFH EKSPod 819, EEHAUATHESE ; "true", "True", "TRUE", "t", "T",
- EAWEFER IRSA , BEHIRERNLUTESRME ; "false", "False", "FALSE", "f", or
"F"o
5. FEZHHZEN Pod ZPEBEILLT /mnt/secrets-storefii& :

kubectl apply -f kubectl apply -f https://raw.githubusercontent.com/aws/secrets-
store-csi-driver-provider-aws/main/examples/ExampleDeployment-PodIdentity.yaml

6. MWMREFEAFAE Amazon EKS £ , FHREFMEN VPC EF Amazon STS LixT K. BX
BIBwmRMELR | 208 (Amazon Identity and Access Management FAF#8E) H#9ED VPC
i o

/AN O

WIS A
ERIERARBTCEBER , HFETUATHS :

kubectl exec -it $(kubectl get pods | awk '/pod-identity-deployment/{print $1}' | head
-1) -- cat /mnt/secrets-store/MySecret
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®iE Amazon EKS Pod Identity L1718 Secrets Manager # #)# 4R

1. BIENPRKREL , @ Pod BEHRINIER
Fsecretsmanager:GetSecretValueflsecretsmanager:DescribeSecret#XfR, HXFE
B R~ , 25 ®the section called “/Rl : SEEF RN A BRH R,

2. WMRREZEZE , iBTE Secrets Manager P EIE 4,

HUBE HEBR

BRI LUET IR Pod ZPEFREEFE KSR,
EERSBNERER
1. FRAUTHSIRE Pod BHFIR, MREGEEARINGREZEE , EEA -n NAMESPACE,

kubectl get pods

2. EIR Pod , BEUA T SHPODIDFERERE E—5F KK Pod HH Pod ID, 1R &E F
NP R ZEE , EEHA -n NAMESPACE,

kubectl describe pod/PODID

E& ASCP MR

- EERMEAFZPERESZEE , BEUATWSFPODIDFER csi-secrets-store-provider-aws Pod
# 1D,

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/PODID

£ Amazon ZEAFEERMRE CSI ERFK, IAM BEESFEA (IRSA)
F&:

. GREM

« RELMEEG

- BEEERNEE

fF ASCP 5 IRSA £/ Amazon EKS 120
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- BEBERR

FRF M

o W5 EKS &8 (IRAR1.17 HESRA )
« BELLT AR AR Amazon CLI F1 Amazon EKS 28 kubectl

% & 15 B 2 Hl
ASCP # % Amazon EKS Pod B4 1S H ik IAM &6, S LE IAM REHBRZ IAM BE18EN

R % ASCP RA IAM B | THLBRGERNES., RIPFRS AV AEXH BN L HAR
Tk A

&EFREY Amazon EKS Pod 1518 Secrets Manager # #9247 B X BR

1. BIENFREKRE , @ Pod EEHRINIZRR
Fsecretsmanager:GetSecretValueflsecretsmanager:DescribeSecret#{fR, HXFE
B R~ , 25 ®the section called “/Rl : SEEF RN A BRH R,

2. AEKFLIE IAM OpenlID Connect (OIDC) 12itH ( MRERE ) . EXEZER , FSH
{Amazon EKS AIF{EFE) FH N EEFGIE IAM OIDC R,

3. ARFKFOIE—D IAM AEHNREHMEZAR, BXEZEER , HZH (Amazon EKS A
FiEE) FHARSK, OE IAM A6,

4. WMREFEAFE Amazon EKS & , FHREFMEN VPC BEHF Amazon STS LinT K. BX
BIEIRRMEER | 155 (Amazon Identity and Access Management A #8E) H#9ED VPC
i B o

BEEERNZH

E¥E ASCP WL Z4AEN X HRE LB X HHEEE1E Amazon EKS /| I8BEE 4| —/ the section
called “SecretProviderClass” YAML X%, SecretProviderClass I 7T EHHNZRA U R EHER
XEZEAR IH B, SecretProviderClass#MEE 5| AR Amazon EKS Pod 4 FE—Nép & Z= ()
Fo

FEER AR

LA 5 BA i3 BA g0 4a] 4 A o= 45 YAML 324 .yaml 1 ExampleSecretProviderClass.yaml & £A 5 X
¥, ExampleDeployment
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£ Amazon EKS HiE#; 324

1. JgSecretProviderClassMATF Pod :

kubectl apply -f ExampleSecretProviderClass.yaml

2. EE{REY Pod :

kubectl apply -f ExampleDeployment.yaml

3. ASCP &EH X,

R BERR

EA LB R Pod S EBREE KSR,

1. FEAUTHHIRE Pod EM5%R, MREEEEARIANGEZE , BEMA -n nameSpace,

kubectl get pods

2. EHR Pod, FEATHSHpodIdEREEL—FSHKREIR Pod K Pod ID., MREEFEHAR
N R ZEE , BEMA -n nameSpace,

kubectl describe pod/podId

EE ASCP 4R

- EERMEFATHERESZEE , BEUTWSHPpodIdERA csi-secrets-store-provider-aws Pod
# 1D

kubectl -n kube-system get pods
kubectl -n kube-system logs Pod/podId

« I$IF C SecretProviderClass RD RAE %% .

kubectl get crd secretproviderclasses.secrets-store.csi.x-k8s.io
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WS RREIFXSecretProviderClassBEN B RENHELE,

«  ISIF SecretProviderClass R ER S0,

kubectl get secretproviderclass SecretProviderClassName -o yaml

Amazon Yl Ml ER HERF R RHA
ASCP B 736 UE Fi7 (7] 42 5 7= 451

R RIS EKS Pod &1 B85 (pods.eks.amazonaws.com) EZ A& HFRIZRFERN IAM X
B

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": "pods.eks.amazonaws.com"

.

"Action": [
"sts:AssumeRole",
"sts:TagSession"

]

}
]
}

SecretProviderClass

BRI LAER YAML R EEH ASCP £ Amazon EKS RERMERR, BXTRH , BB the
section called “SecretProviderClass F£”,

SecretProviderClass YAML 43

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
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name: name
spec:
provider: aws
parameters:
region:
failoverRegion:
pathTranslation:
usePodIdentity:
preferredAddressType:
objects:

SHFREASERERNEAEER
X1

( /& ) 412 Amazon Web Services X3 FH—1. WRAERALFER , ASCP MR EHZE
BHER Xig, hERXEMEZBEROFE , ARRMNBUERFEAKRE Pod WEFRHKX
o

MRFEIEE failoverRegion , ASCP £@ZHMH N XER ZFA, WMRE—XEHIRME 4xx £
® (BlaNSHRIEEE ) , ASCP BF2EHEMT—INEH. WRKAIM region PR ERFIHA |
N ASCP £ERIZZAE. MRRKIIM region PR FEFIR4A , EEKIIM failoverRegion
hiRFRFZE , U ASCP 2aERZBHE.

failoverRegion

(it ) MBEBEERFER , ASCP 2%t M region HE N WXL FERFZRH, WRE—
XigiR [E 4xx 5iR ( HlN B HRIEFEE ) , ASCP MRLEREM—NF. WRAIIM region
R REIFE |, W ASCP 2ERHZFAE. MRKRKIIM region FRRFIHA , BEEKIIM
failoverRegion R RE|%4A , Il ASCP £ERZFHAE. BXWNAFEALFEN TS , ES
17 ZXIPFRPREEE.

pathTranslation

( /% ) 2R Amazon EKS I X HE B ER R BTN EFANENFRFR , FlD0 Linux £
HIRHL (/)0 ASCP TR DERBRIBENER XY, HR , ASCP FRATEN FHERE
BroRF. MRTEALTER , BRFHANTRE (), Bk, #la0 My/Path/Secret EEH R
My_Path_Secret,
ERLFHER , BWAFHS False,

usePodldentity

(k) MESHRIUES E. MERIEE , WEIANERSZKFH IAM A€ (IRSA) (IRSA).
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« EfEMA EKS Pod Identity , EEAULTEZE : "true"“"True""TRUE", "t", . H"T",
- ERWMEA IRSA , BRHERENATEEME : "false""False", "FALSE", "f", = "F"

—o

preferredAddressType
( Al ) $87E Pod Identity Agent i ROBE R EIE IP #hub 8 , ZFEBRAVIE-EA EKS Pod Identity
hEERER , ERRSKFFER IAM A2 NHZK, BEFXSKXNE, EXER :
« "ipva", "IPv4" ‘T "IPV4" — 5EF|EA Pod Identity Agent IPv4 kR
« "ipve""IPv6". B "IPV6" — 5&HIfEA Pod Identity Agent IPv6 in
o REEE — A auto IHAIEER | £ER IPv4 KR, 1R IPv4 KIRNIEIEE] IPv6 i

objects

DEEEZRFHAN YAML FHZRR, RIMNBWFER YAML ZTEFRREL () FF/.
objectName
MNE, BEEEBRINZHRSHNEF. X T Secrets Manager 3Kiit , iXZSecretIdZ¥ , o

URBANKFEHHTE ARN, XIF SSM Parameter Store , iX2SNameI B , (L2
SN BHETE ARN,

objectType

MRFIF Secrets Manager ARN AT objectName , EEIXMRIE WLLR secretsmanager
= ssmparameter,

objectAlias
( A& ) Amazon EKS Pod REAN X HE ., MRFIEELFE , Ml objectName R XK
£ R

ObjectVersion
( A% ) BEAMMRE ID, F#E , ANBRXENZANEBLINERHRAE ID. BIAERT , £A
BEFIRA, MR failoverRegion , M FERKRRE objectVersion,
objectVersionLabel
( Wik ) RAHBIE. BRIANRFTMRA AWSCURRENT, BEXEZELR , S the section
called “Z4ARA", MR BIE failoverRegion , M FERFRTE objectVersionLabel,
JMESPath

( Wik ) RSP RIRE B ZE/E Amazon EKS REZRN XY, EFALFER , FHAESAXRH
JSON #&R, MEFERHLFER , XMETEFFE path M objectAlias,
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https://docs.amazonaws.cn/systems-manager/latest/APIReference/API_GetParameter.html#API_GetParameter_RequestParameters
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path

kB EEAER JSON FREXNNZE. IRZFRESEFTH , BEAESISNHHBHTR
X, #lgn : path: '"hyphenated-path"'

objectAlias

EREE Amazon EKS RPN XHE. IRZFRIEETH , BEALSISHHEHAITE
X, I : objectAlias: '"hyphenated-alias™'

failoverObiject

(AiE ) MREEELFE , ASCP 2K EE objectName FIEENZEHM
failoverObject objectName FFBFIEEMNEHR. WREM—MNERE 4xx ik ( HlWF
FISIERE ) , ASCP BT EHREM—INEH, MEKIIME objectName PR R4 |
N ASCP £ERIZFHE, MBARKIIME objectName PR ERFIF , (EERIIMN KK
B objectName FKZFEIZ4 , M| ASCP 2EH ZFEHEH, WRTERFER , RYITNTETFR
objectAlias, BXIAFEALFENTRE , ESH HEEXBITRNER.

HAMEBZATREAR , BEEALFR. AXNMEERERN RS , HS6H 2 XHEH
HIEERE

objectName

RMEBRANBINHTE ARN, MRER ARN , Il ARN F X B4 E5F B
failoverRegion Tf,

ObjectVersion

( Wik ) BB ID, BAEE objectVersion Efit, T#ZE , A RASXEHZHAN
EHAMERIRA 1D, BMIAMERT |, AR
objectVersionLabel

(AL ) lRAH BB, BRINAFZFARA AWSCURRENT, BXEZEE , BSH the
section called “Z34f iR A",

BIZE K SecretProviderClass Bt i& LATE & HY Amazon EKS BeshEFHH,
Pod Identity

SecretProviderClass E1£[E — Amazon EKS &8 EH 4R |, HHITUTIERE :

apiVersion: secrets-store.csi.x-k8s.io/vl
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RAriEmE

kind: SecretProviderClass
metadata:
name: aws-secrets-manager
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
usePodIdentity: "true"

IRSA

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: deployment-aws-secrets
spec:

provider: aws

parameters:

objects: |
- objectName: "MySecret"
objectType: "secretsmanager"

SecretProviderClass A%

55 F X Lo TR 5 R R HY3% = 812 SecretProviderClass BLi&,

R EHBPE ARN HEHREH
L RBIE R AR =R T ER BN ESR

- HTE ARN IEENHH
- BENEENIE
- ZPNBERE

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
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provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret2-
dse5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecrets4"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"

R NBRAERREXN
e RBIEBA I JSON XAV Z A RS E RV REXT ¢

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret-
alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
- path: password
objectAlias: dbpassword

| MERBEERA

X LR B B Ay BER B B MR B .
ZXERARERE

e RBIEBA I B A X E HIMN R AEE B 3 ERE

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: aws-secrets
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spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "MySecret"

HIERB I T EESR
L RGIE B AR SRR BEEN TRV ES ( TREIE ) -

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "arn:aws:secretsmanager:us-east-1:777788889999:secret:MySecret-
alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:777788889999:secret:MyFailoverSecret-d4e5f6"

HbE R
BXF ASCP 5 Amazon EKS Bi&HAMNEZELR , BSHEUTRR :

« 1£ Amazon EKS #{# /A Pod 5%
« £ Amazon AN EREESF
« Amazon #WZEE CSI W FEFFF/Z GitHub

£ Amazon Lambda ¥ #H Amazon Secrets Manager #4A

B LAEA Amazon S8 %48 Lambda ¥ ERERFMEF Lambda EEEF Y Amazon Secrets
Manager 48 , MEABEARGFARIE T, RREEFZHLEM Secrets Manager F1& ZZ4ARY
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EEZER, ATHEA Secrets Manager EE{ % APIs , Rt FERARF A SURERAE, Z¥ B IURE
F Secrets Manager Z4A ] Parameter Store ¥, B> Parameter Store W{EE , i5Z# (Amazon
Systems Manager AP 1ER) H Y Parameter Store integration with Lambda extensions ( Parameter
Store 5 Lambda ' B&ERK )

Lambda T RREE#HZE , HENT Lambda B EE. BEXEZEER , HZH (Lambda FFRA R
™) FH Lambda extensions (Lambda ¥ /& ) « AXERFRBHERY BRNEE , B2 HERS
BEBHFEH Lambda EFY B, Lambda fEF Ama CloudWatch zon B RIEREXT BEFHINITE
BURZEH. MABERT , ¥ BEFRIERHEPENE LR CloudWatch, BEEIERKELSHEMESR |, 18
Ff3r4E 3 2 PARAMETERS_SECRETS_EXTENSION_LOG_LEVEL i%i&J debugo

FEABTFSHNBZBPNANEFEET , Z¥ EME Lambda SRELFF 7 AH# HTTP #% 24 , Bl localhost i O
2773, B[ LB R BN IEZ 2 PARAMETERS_SECRETS_EXTENSION_HTTP_PORT REEiwO.

Lambda £3X it EEBATENH X RAIE NG, SNIKGIEHRIEVH , HEFESH
BEREARMETF, X Lambda ZEFMHAEKNESER , 58S (Lambda FRARIEE) 1
Managing concurrency for a Lambda function ( B Lambda EEEH X ) .

EEN ARMRIT R , BH4IER Lambda BEEY arm64 381, BXEZEER , S (Lambda
FERARIERE) FH Lambda instruction set architectures ( Lambda 85528 ) . ¥EBX¥ ARM £
UTXEAA  TA#X (&KX )., ZEERE (BZEMN ). BONEX (FRZ ), KX (EZZR
/). BN (AR ), ZEERS (FFRILMILE ) . BMHX (£2) . B ( E¥ESF ). LK
WX (RRE), ZEAES (HBPHXM ), TA#HX (FHmg ), AKX (BEHLE ) MTAH®X (&
).

Zy BfER Amazon BEF K. BXBEE Amazon EFmMEER , 55 Amazon SDK fl1TES£15
HHMIRESZE, MR Lambda RETE VPC Fiz1T , BEEBIE— VPC ima S 8EA A Secrets
Manager. HXEZEE , {55 the section called “VPC i & ( Amazon PrivateLink ) 7o

FTENER -

« Lambda TR EBXINFEHEHE secretsmanager:GetSecretValue PR,

- MRFARFAZFTFREERHAMARINBEN Amazon HEXHF4 aws/secretsmanager , MHTT
AEEEEKns :DecryptIRE KMS Z4A IR,

£/ Amazon S 4H Lambda ¥ &

1. %N Amazon Parameters and Secrets Lambda Extension B9 Amazon ERINEIEN K. B
XinBH , B2/ (Lambda FEAAR) BEFHNEEREANE, WMREMHEHR Amazon CLI R0
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https://docs.amazonaws.cn/sdkref/latest/guide/settings-reference.html
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BE K NEET REFHN ARN, BXFIEK ARNs , 55 Amazon Systems Manager fi 15/
ARNsH Y Amazon ¥ %4A Lambda ¥ &,

2. &F Lambda ITABH B ZEHANNR :
- H4AM secretsmanager:GetSecretValue PR, &S the section called “/Rfl : ¥ 3&

BAMEERINR

«  (FE) MRFAEFREZAMARMNEEL Amazon TERXE4A aws/
secretsmanager , MHITABEEEKkns :DecryptIRE KMS AR,

o BAULLEETEMMTERINRES ( ABAC ) 5 Lambda ABEEER , LATFXNIKF R K
RARITERANIFE. BEXREZELR , B3 the section called “fE AR Z 413 Z4A K15

L5
3. f£A Lambda MELTEREEF

4., BENMNTBEGPIREZRI , BEAEEN X-AWS-Parameters-Secrets-Token RINEER
¥Rk, SFSHEIEE N AWS_SESSION_TOKEN , Lambda RAFE EEESTHEBIREH LS, &
AtFrk R R H B E Lambda SREA,

T 5l Python 7415 BB 2R A ANAR 2K

import os
headers = {"X-Aws-Parameters-Secrets-Token": os.environ.get('AWS_SESSION_TOKEN')}

5. HEX Lambda HHFRRZH , FEMA TS HTTP GET #Rz—:
- ERRFA , T secretld, BIEEZHHAMN ARN HE,

GET: /secretsmanager/get?secretlId=secretId

BREENRSRRETNHBHAERIIERSE , T secretld , BEFEAZHN ARN REH
3 F versionStage , BEFEAEEHRZ,

GET: /secretsmanager/get?secretId=secretId&versionStage=AWSPREVIOUS

« EET IDREBEBAMRAEK , T secretld, FEEAZHAN ARN HEH , T
versionIld , AR ID,

GET: /secretsmanager/get?secretlId=secretId&versionld=versionId
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https://docs.amazonaws.cn/systems-manager/latest/userguide/ps-integration-lambda-extensions.html#ps-integration-lambda-extensions-add
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Example ¥ % %48 (Python)

T3 Python RAEIEBAINAIER json.loads RERFAHBINE R,

secrets_extension_endpoint = "http://localhost:" + \
secrets_extension_http_port + \
"/secretsmanager/get?secretId=" + \
<secret_name>

r = requests.get(secrets_extension_endpoint, headers=headers)

secret = json.loads(r.text)["SecretString"] # load the Secrets Manager response
into a Python dictionary, access the secret

Amazon S #2248 Lambda Extension SFETE
A LMERATIREZERET B,

BXRMAEARETENEZELR , 5/ (Lambda FF X&) HH Using Lambda environment
variables ( £/ Lambda S EEE ) ,

PARAMETERS_SECRETS_EXTENSION_CACHE_ENABLED

REN true , ABEEFSHMNZL, IREN false , ATLHITERF. BIARE R true.
PARAMETERS _SECRETS_EXTENSION_CACHE_SIZE
EEENZANSENREABE, EX4NT 0 2 1000 2H., B0 XRREERF, IR

SSM_PARAMETER_STORE_TTL F1 SECRETS_MANAGER_TTL ¥R 0, Y ZILTE, ERIAN
1000,

PARAMETERS_SECRETS_EXTENSION_HTTP_PORT

i HTTP fRS5aemim 0o RINR 2773,
PARAMETERS_SECRETS_EXTENSION_LOG_LEVEL

VRO BERIEERKSA : debug, info, warn, error = none, ®EN debug UEFEEFH
IEO %ﬁi}\{ﬁﬂg infOo

FELE 132
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PARAMETERS_SECRETS_EXTENSION_MAX_CONNECTIONS

¥ B AT @ Parameter Store = Secrets Manager & HiERH HTTP BEF MR RIEER, X2%
NEFIRNEE. BRIAR 3.
SECRETS_MANAGER_TIMEOUT_MILLIS

X} Secrets Manager BB RER ( AERWNEM ) . E 0 RFXBEER. BRIAMER 0,
SECRETS_MANAGER_TTL

ZEEFZRHANTIL(URREN ), BORTIETERF. XRAER 300, R
PARAMETERS_SECRETS_EXTENSION_CACHE_SIZE H 0, NFZREILZTE, ERIAKN 300 ¥,

SSM_PARAMETER_STORE_TIMEOUT_MILLIS

Xt Parameter Store FiEREH ( AZM NEN ) . B 0 RTXFEN., BIAER 0,
SSM_PARAMETER_STORE_TTL

BEDYSBEWTTIL(URREN ), BEORTREERF, RAEN 300 . R
PARAMETERS_SECRETS_EXTENSION_CACHE_SIZE H 0, NFZBEILETE, ERIAHN 300 ¥,

Amazon Secrets Manager {$E A

Amazon Secrets Manager R B R —IE s HTTP RS , WA FHEL S #3# 4R E5RSS Amazon
Lambda, Y5k Elastic Kubernetes Service L &i#h3# M i+ E = EF IR E P HR/HE(L Secrets Manager
REANEA, Secrets Manager REAIUEANFEFREZNEFES , WMELNNABRF AT LERE
FARTFHFNESR, XERSETUNKGENRBNARFAENESR , MT2EA Secrets
Manager, Secrets Manager Agent R 8E[@ Secrets Manager & HiEEUER |, T EERHFH,

Secrets Manager Agent {# F{REIRIE IR Amazon E#EREA Secrets Manager., Secrets
Manager NIRRT RS EFIRIBERIE ( SSRF ) BWRY , UEBREFALLME., BUNBETRE
BAERER, £EE (TTL) . XEH HTTP SwAOMEEFE K/ KEE Secrets Manager R IE,

BT Secrets Manager REFERANEER’T , AL E 27 Secrets Manager REERNEE., Secrets
Manager RELEMRIFTEFENZHAE., HEBE TTL IHEZIHM Secrets Manager R IB i EU 4R
B, RRERF. BRIARFER (TTL ) 7 300 % , BALUEABELE --config W RBTSHERES
Secrets Manager R Bl &/ REKRE, Secrets Manager REBFRBIEEFLM, Hlin , MRFR
AEEEFEXEIHZa#H# | M| Secrets Manager KIE [ RE IR B B B 4B

Secrets Manager RIBIREIMNZAES GetSecretValue WMNENMEE. ZHABEEEFEFRETM
B,
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ETHRAB |, ESHnttps://github.com/aws/aws-secretsmanager-agent L8 GitHub,

« S 1 : #J2 Secrets Manager X2 — 3t £ 304
« S 2 . &I Secrets Manager KB

« 58 3% : £ Secrets Manager KB K EZ4

« {258 %Rl #T 2 RefreshNow

+ BLi& Secrets Manager KB

- BEIEZE

c REMIEREW

HIR 1 : ¥§E Secrets Manager K32 =3 #1304

BHEAXRYME Secrets Manager REZ#H &I X4 , BREEREFXITEM Rust TR, HE , BALLR
IETHRSHITRIRER , b LEA Rust TR X RiT.

RPM-based systems

1. EEF RPM RS (BTN AL2023 ) £, LA UERAFATEEREFLATE,

sudo yum -y groupinstall "Development Tools"

2. 1ZER Rust X R4 H L% Rust My i BB 1TiR4E,

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
. "$HOME/.cargo/env"

3. £/ cargo build ST S HENRE :

cargo build --release
&f37E target/release/aws-secrets-manager-agent 3K E|A#1T34,

Debian-based systems

1. EE T Debian BWE L ( 170 Ubuntu ) £ , EBATLUEERA build-essential BREFAARITE,
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sudo apt install build-essential

2. 1ZER Rust XA H L% Rust Wi BB 1TiR4E,

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
. "$HOME/.cargo/env"

3. {4 cargo build s HENRE :

cargo build --release
843 1E target/release/aws-secrets-manager-agent FHRBIAHITIH

Windows

E7£ Windows E#%2 | F#R B Microsoft Windows X#4H#J Set up your dev environment on
Windows for Rust ##Yii% BA#E 1T R4k,

Cross-compile natively

t

£ mingw-w64 ‘28] A& TR ( 6I20 Ubuntu ) £ |, EATBATE AN 1TR X iém

—\\
i
x
¥

# Install the cross compile tool chain
sudo add-apt-repository universe
sudo apt install -y mingw-w64

# Install the rust build targets
rustup target add x86_64-pc-windows-gnu

# Cross compile the agent for Windows
cargo build --release --target x86_64-pc-windows-gnu

EIF7E target/x86_64-pc-windows-gnu/release/aws-secrets-manager-agent.exe

R B A AT Ao

Cross compile with Rust cross

MRREAFZXERXREFLE M LAEA Rust RXIMB, BXEZER , 5 c https:/
github.com/cross-rs/ross,

S8 1 : ¥92 Secrets Manager X3 = 3# #3244 135


https://www.rust-lang.org/tools/install
https://learn.microsoft.com/en-us/windows/dev-environment/rust/setup
https://learn.microsoft.com/en-us/windows/dev-environment/rust/setup
https://github.com/cross-rs/cross
https://github.com/cross-rs/cross

Amazon Secrets Manager ArfEm

/A Important
BNBUAWERNRRME 32GB MR Z=HE .

# Install and start docker
sudo yum -y install docker
sudo systemctl start docker
sudo systemctl enable docker # Make docker start after reboot

# Give ourselves permission to run the docker images without sudo
sudo usermod -aG docker $USER
newgrp docker

# Install cross and cross compile the executable
cargo install cross
cross build --release --target x86_64-pc-windows-gnu

IR 2 . &% Secrets Manager VI

BEITEERR | S ABE ZM AR LE Secrets Manager VI,

Amazon EKS, Amazon EC2, and Amazon ECS

Z 3 Secrets Manager {43

1. ERE#ESRMELN install B,

ZHARER SR ER — YR SSRF TEFFEFEMHENH /var/Tun/awssmatoken
b, REMAKMERN awssmatokenreader A ] BUEENZ S M.

2. BERAWEHWNARFENSEXH  fEESNARFEETETWARKFAME
awssmatokenreader ., #liN |, BAILAERLLT usermod i F N AR FIEE S X4
KPR , Ed<APP_USER>ERiZz{TNABFEWAF ID,
sudo usermod -aG awssmatokenreader <APP_USER>
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Docker

& ] LAE A Docker R Secrets Manager XEENMIMBERENAREF—BIZ1T. RE , BHNA
R I LAM Secrets Manager KEIR A A HTTP RS RRZEH. BHX Docker HER |, S
%] Docker 344,

{# /8 Docker i Secrets Manager X2 &I 2 i1 A 25

1. 79 Secrets Manager I iNA 85812 Dockerfileo SAT RIfEMA Secrets Manager {38 —i#
#3281 — 1 Docker A28,

# Use the latest Debian image as the base
FROM debian:latest

# Set the working directory inside the container
WORKDIR /app

# Copy the Secrets Manager Agent binary to the container
COPY secrets-manager-agent .

# Install any necessary dependencies
RUN apt-get update && apt-get install -y ca-certificates

# Set the entry point to run the Secrets Manager Agent binary
ENTRYPOINT ["./secrets-manager-agent"]

2. RNIENEFIHNARERFEE -1 Dockerfileo

3. BlE Docker Compose X REZTHNAE , BRENEAMBHINEZEOD, X_RX4E
B , B Secrets Manager REFEZRBAEYIZEOZHANER, ATRFAERT —H
Docker Compose X # , HH network_mode % secrets-manager-agent A&k Nz
client-application RHEMWMEZWEZEE , TAFECMNHEEEHAMEZEO,

/A Important
BAINE Amazon EIEF SSRF G , NARERF T 8EME A Secrets Manager XE,
BZRUATHA :

« {Amazon Elastic Kubernetes Service AF1ERE) R EE 5 EIFE

« {Amazon Elastic Container Service F X A G $5F) HH Amazon ECS £ IAM
A8
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version: '3'
services:
client-application:
container_name: client-application
build:
context:
dockerfile: Dockerfile.client
command: tail -f /dev/null # Keep the container running

secrets-manager-agent:
container_name: secrets-manager-agent
build:
context:
dockerfile: Dockerfile.agent
network_mode: "container:client-application" # Attach to the client-
application container's network
depends_on:
- client-application

4. ff secrets-manager-agent Z# HIXHEFIBBEEH Dockerfile F; Docker Compose X
HHRE—-1NEFF,

5. EALT docker-compose T E TRMM Dockerfile FIEFZTA R

docker-compose up --build

6. HEENEFIRASRT , LUETFEH Secrets Manager REXRKRERZH, BEXEZELE , BS
¥ the section called “Z8 3 &5 : {£H Secrets Manager XIEK R,

Amazon Lambda

YRUETLANE S ecrets Manager RIBFTE N Amazon Lambda ¥ B, ARG , BRI LLEEERNERMNE
Lambda B %A , 3} M Lambda BZiA A Secrets Manager RERIRENZE R

AR BRI B In{aF i secrets-manager-agent-extension. shed B R GIBI AR
Secret MyTest s Manager fREE{E} Lambda § B# 1T& % , https://github.com/aws/aws-
secretsmanager-agent AT IREXE 1Y B 4H o
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® Note

ZRPIBAER curl &% , Z@WHE2EEET Amazon Linux 2023 Bz 1TE ( fi0
Python 3.12 #1 Node.js 20 ) ., MRFEAE T Amazon Linux 2 FIE{TETERE (B0
Python 3.11 2 Node.js 18 ) , M4 %ETE Lambda RGP Z % curl, BXHA | iF
SR W{AITE re: Post £ Amazon £/ Amazon Linux 2 AMI R4 Z 3 #1'2#1 Lambda.

#8122 $T 2 Secrets Manager {X¥B# Lambda ¥ B

1. BIZ—1 Python Lambda E¥k , A T&i# http://localhost:2773/secretsmanager/
get?secretId=MyTest SIRENZ4, FSHAEMARFRBPXINELZE , UERN
Lambda ¥ B#RLFEM H IR,

2. M Secrets Manager KERBIWIRE FETUTHHXRMIR Lambda ¥ &.

AWS_ACCOUNT_ID=<AWS_ACCOUNT_ID>
LAMBDA_ARN=<LAMBDA_ARN>

# Build the release binary
cargo build --release --target=x86_64-unknown-linux-gnu

# Copy the release binary into the “bin’ folder

mkdir -p ./bin

cp ./target/x86_64-unknown-linux-gnu/release/aws_secretsmanager_agent ./bin/
secrets-manager-agent

# Copy the “secrets-manager-agent-extension.sh’™ script into the “extensions’
folder.

mkdir -p ./extensions

cp aws_secretsmanager_agent/examples/example-lambda-extension/secrets-manager-
agent-extension.sh ./extensions

# Zip the extension shell script and the binary
zip secrets-manager-agent-extension.zip bin/* extensions/*

# Publish the layer version
LAYER_VERSION_ARN=$(aws lambda publish-layer-version \
--layer-name secrets-manager-agent-extension \
--zip-file "fileb://secrets-manager-agent-extension.zip" | jq -r
'.LayerVersionArn')
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# Attach the layer version to the Lambda function
aws lambda update-function-configuration \
--function-name $LAMBDA_ARN \
--layers "$LAYER_VERSION_ARN"

3. @M Lambda RELARIE R E B EHBIRENVZH4A,

% 3 : £ Secrets Manager R R %4

EFEANRE , HiAAXMH Secrets Manager KBk R , HRZRBAWEHH ARN ERERSHEBER
Ao RIAERT , Secrets Manager RIEBSK RFH AWSCURRENT fRA, BERRHEHAMARA |, &AL
®E versionStage = versionld,

N T HBYRY Secrets Manager KB , BAMEBMERPEE SSRF THEHRL : X-Aws-
Parameters-Secrets-Token. Secrets Manager R SIE4 & B IR KR E BTN SSRF T HEH
BER, BALE BEXH FBEN SSRF #5k & .

Secrets Manager Agent £/ Amazon ;& F Rust #9 SDK , AN EFERE S, XL IAM
EIEM B 0RE T Secrets Manager R IE# R Z4A IR,

FRENER -

» secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXREZEER , F5H RS E.

/A Important
FEEAER A Secrets Manager REfg , EAAENFEITERERN SSRF < hE# A &8 7 S
Secrets Manager RIEBEZEFF LA, BXEZER , iI5ZH the section called “E£MEE
B,

curl

AR curl R"BIR R T W{AM Secrets Manager RIBIREVF 4, ZRGIMKRE T X4+ 1F/EH SSRF
BX M RREMAFE ROINE,
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curl -v -H \
"X-Aws-Parameters-Secrets-Token: $(</var/run/awssmatoken)" \
'"http://localhost:2773/secretsmanager/get?secretId=<YOUR_SECRET_ID>'; \
echo

Python

LA Python RAIR R T MMM Secrets Manager {REBIREVZH, Z BB T X HFHFEN
SSRF , ZX# R EREM A7 REINMLE,

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?secretId=<YOUR_SECRET_ID>"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")
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{55 A 58 I R T 5% 2% RefreshNow

Secrets Manager Agent FARFHHNEEFRFMERAE , HEHRFXLEHE, RABRT , HEBELE
FEtE (TTL) BHAGE KRB , BES 300 BRIFH—X. ER , MG EAENSHEREIN ,
B RNMRBAEEFRE B 2R,

N T RFRIXANBRS , Secrets Manager Agent X357 URL refreshNow RARANS . ERIAEAL
SEEEFARFRANE , SIEFHBRREFEERZH up-to-datef5 2.
ERINTTH (& BrefreshNow)
- ETTL Bz RiEAEEE
« NETTL ZEF RIFZES ( BMIAF 3008 )
- MRFBAEFFIHZAEHR , NTE2IREIFKIBE
1775 refreshNow=true
TEEIERF
« [BE3EM Secrets Manager B REHNWZBE
- ERAMEEMEFAEE TIL
- BREBARESEFTHREE

BEEArefreshNowS# , LA BRAEXEASHTNEZRE  IEEFTEMNELRBANBIRL T B
=ik,

refreshNowZ 34T H
refreshNow I®E N true

MR Secrets Manager Agent To3EM Secrets Manager R EH4H , ©HEREERHETLEHE
%o

refreshNowi% & falseZKRIEE

Secrets Manager Agent BEEERIATTH :
- MREEFWEL TTL B , N Secrets Manager Agent £1REEFHE,
- MREEFWESRT TTL , N Secrets Manager Agent 28 Secrets Manager,
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5/ refreshNow 33k

EF A iZrefreshNowS 3 |, iEFH B S Secrets Manager Agent GET #&3R# URL =,

Example 7"l — # A refreshNow Z¥ ) Secrets Manager X IREUE K

/A Important

refreshNow HERIAE RN false, IRENRtrue , B EE Secrets Manager KB B 34
FISTEM TTL , # X Secrets Manager # 17 API B,

curl

LU curl RIS R T 1128 %) Secrets Manager Agent RIS E4H. % ROHKIT Xl 1F7EH
SSRF , BX# R REMAIZME RAINMLE.

curl -v -H \
"X-Aws-Parameters-Secrets-Token: $(</var/run/awssmatoken)" \
'http://localhost:2773/secretsmanager/get?
secretId=<YOUR_SECRET_ID>&refreshNow=true' \
echo

Python

AT Python RAIEB R T a{AM Secrets Manager fREEIREVZ . ZRBIKH T XHHEEN
SSRF , ZX#HREZFEMAFM# REINME.

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.

def get_secret():

# Construct the URL for the GET request

url = f"http://localhost:2773/secretsmanager/get?
secretId=<YOUR_SECRET_ID>&refreshNow=true"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

5 138 % B 5T 3 %% RefreshNow 123



Amazon Secrets Manager ArfEm

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

Bl iE Secrets Manager 13

EE I Secrets Manager REBWEE , HEIE—N TOML BEEX#H , AEAA ./aws-secrets-
manager-agent --config config.toml,

LATRHIRERT ATLLA Secrets Manager SR EL B IET,

« log_level — Secrets Manager X A EFRIREHFMEE . DEBUG, INFO, WARN, ERROR
NONE., ERIAEN INFO,

* http_port — ZA<#h HTTP ARS58:/Im A |, SEETE 1024 2 65535 Z[Al, FRIAMEN 2773,

- Xig-ATFiERP Amazon XiF, MRKEEXE , I Secrets Manager KESRHE SDK BEX
H, BXEZER , 55/ (Amazon SDK for Rust F & A R $ER) HHI Specify your credentials
and default Region,

* ttl_seconds — EFWMBRK TTL ( AW R £ ) , SEETE 0 F 3600 Z[H, ERIAERN 300, 0 RRE
BEF,

 cache_size — ZFHAIUFEN R AKERAKE , SEEE 1 2/ 1000 Zz[HE. BRIAER 1000,

- ssrf_headers — Secrets Manager f{¥2# & SSRF T EMNIRLEMHIIR. BRIAH “X-Aws-
Parameters-Secrets-Token”, X-Vault-Token
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- ssrf_env_variables — Secrets Manager {X 321 & SSRF TN ETEZ IR, RETETUG
EoERENSEXHNEIR , TR : AWS_TOKEN=file:///var/run/awssmatoken., ZRiA
A “AWS_TOKEN , AWS_SESSION_TOKEN",

- path_prefix - A THEEBERZREANETEENERN URI 818 BRIAER NI/,

« max_conn — Secrets Manager REB A FHIRKE HTTP B ImH & XEEL , SEEFE 1 F 1000 2
B, ERIAEH 800,

B &g

Secrets Manager REBSE A fF451R18FKF] logs/secrets_manager_agent.log X#H, 3
N ATREFEA Secrets Manager RERREZAN , XERALERERMBAES, EIF2EHIAE
CloudTrail B&H,

HXHIAE 10 MB Bt |, Secrets Manager RESUIZ—NMNIWBEXY , A BEHREZFREAENEE
X

HEAR 2% E| Secrets Manager CloudTrail, 3% CloudWatch, M Secrets Manager X IEIRERZZ4AHY
BRFSHIAEXEHED, 3 Secrets Manager KE A Secrets Manager SREVZ4ART |, XML
CloudTrail FHEEMWAFPRBEZFREM# TR Faws-secrets-manager-agent,

BALNE REXH FEEAKITR.
REMEEEN

NFREREY , EEERRAELET KM SSRF TEAFRINVE , BERENEN. I TREHEE
I Z LR , Secrets Manager REBHEFEEIR 5 Secrets Manager &EiE 7] ARV TE, fl , £
TS EC2 L , Secrets Manager RENEEENSEAL S A GRVIEREMERE EC2,

BEEZ2ERNNARFUREAREARERRAER , H B Secrets Manager ERESIE R ZNARE
F, MNERERSETESHWHARSR Amazon SDKs EBEFRRFR. BXREZEL , BSHE K
B4,

£/ C++ Amazon B#4-FF & T E@3RE Secrets Manager Z4A{E

3t F C++ RMARRRF |, B FAGetSecretValuemR B A SDK BatchGetSecretValues

TR RBIE TR T anfaI3REX Secrets Manager 24318,

CE3EES I


https://docs.amazonaws.cn/goto/SdkForCpp/secretsmanager-2017-10-17/GetSecretValue
https://docs.amazonaws.cn/goto/SdkForCpp/secretsmanager-2017-10-17/BatchGetSecretValue
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FTEMNPR : secretsmanager:GetSecretValue

//! Retrieve an AWS Secrets Manager encrypted secret.
/5
\param secretID: The ID for the secret.
\return bool: Function succeeded.
*/
bool AwsDoc::SecretsManager::getSecretValue(const Aws::String &secretlID,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :SecretsManager: :SecretsManagerClient
secretsManagerClient(clientConfiguration);

Aws: :SecretsManager: :Model: :GetSecretValueRequest request;
request.SetSecretId(secretID);

Aws: :SecretsManager: :Model: :GetSecretValueOutcome getSecretValueOutcome =
secretsManagerClient.GetSecretValue(
request);
if (getSecretValueOutcome.IsSuccess()) {
std::cout << "Secret is: "
<< getSecretValueOutcome.GetResult().GetSecretString() << std::endl;

}
else {
std::cerr << "Failed with Error: " << getSecretValueOutcome.GetError()
<< std::endl;
}

return getSecretValueOutcome.IsSuccess();

£ JavaScript Amazon SDK 3REX Secrets Manager 43 {E

¥t F JavaScript RRARERF |, ifEMAgetSecretValueREEFA SDK batchGetSecretValue,

LT RIBRHIERT a{A3REL Secrets Manager ZH{E.

FTEMNPR : secretsmanager:GetSecretValue

import {
GetSecretValueCommand,
SecretsManagerClient,

} from "e@aws-sdk/client-secrets-manager";
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RAriEmE

export

const getSecretValue = async (secretName = "SECRET_NAME") => {

const client = new SecretsManagerClient();
const response = await client.send(
new GetSecretValueCommand({

);

SecretId: secretName,

1),

console.log(response);

/7L
//
//
//
//
//
//
//
//
//

secret-

//
//
//
//
//
//
//
//
//
/73

'$metadata’: {
httpStatusCode: 200,
requestId: '584eb612-f8b0-48c9-855e-6d246461b604",
extendedRequestId: undefined,
cfId: undefined,
attempts: 1,
totalRetryDelay: 0
.
ARN: 'arn:aws:secretsmanager:us-east-1:xXXXXXXXXxxX:secret:binary-
3873048 -xxxXxxx"',
CreatedDate: 2023-08-08T19:29:51.2947,
Name: 'binary-secret-3873048',
SecretBinary: Uint8Array(11) [
98, 105, 110, 97, 114,
121, 32, 100, 97, 116,
97
1,
Versionld: '712083f4-0d26-415e-8044-16735142cd6a’,
VersionStages: [ 'AWSCURRENT' ]

if (response.SecretString) {
return response.SecretString;

}

if (response.SecretBinary) {
return response.SecretBinary;

}
i

# A Kotlin Amazon SDK 3RE Secrets Manager By Z 478

X F Kotlin RZATREF , B AGetSecretValuesBatchGetSecretValueE A A SDK.

Kotlin
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AT RIBBRABIE R T W0fA3REL Secrets Manager Z4A{E.

FREMR : secretsmanager:GetSecretValue

suspend fun getValue(secretName: String?) {
val valueRequest =
GetSecretValueRequest {
secretId = secretName

SecretsManagerClient { region = "us-east-1" }.use { secretsClient ->
val response = secretsClient.getSecretValue(valueRequest)
val secret = response.secretString
println("The secret value is $secret")

£ PHP Amazon JF & T E‘@3REX Secrets Manager Z4f{E

F PHP RiFATEF , BEEEA GetSecretValue & BatchGetSecretValue A SDK,

LT RIBBRAIE R T W{A3REL Secrets Manager Z4A{E.

FFEMR : secretsmanager:GetSecretValue

<?php

/**
* Use this code snippet in your app.

*

* If you need more information about configurations or implementing the sample
code, visit the AWS docs:

* https://aws.amazon.com/developer/language/php/

*/

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

/**

* This code expects that you have AWS credentials set up per:
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* https://<<{{DocsDomain}}>>/sdk-for-php/v3/developer-qguide/quide_credentials.html
*/

// Create a Secrets Manager Client
$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => '<<{{MyRegionName}}>>",

1)

$secret_name = '<<{{MySecretName}}>>"';

try {
$result = $client->getSecretValue([
'SecretId' => $secret_name,

1);
} catch (AwsException $e) {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
throw $e;

// Decrypts secret using the associated KMS key.
$secret = $result['SecretString'];

// Your code goes here

£ Ruby Amazon SDK 3REX Secrets Manager Z4A{E

3F Ruby B FATEF , B EEMFA get_secret_value 5 batch_get_secret_value i
SDK,

AT RERBIE TR T anfEI3RE Secrets Manager 24318,

FTEMNPR : secretsmanager:GetSecretValue

# Use this code snippet in your app.

# If you need more information about configurations or implementing the sample code,
visit the AWS docs:

# https://aws.amazon.com/developer/language/ruby/
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require 'aws-sdk-secretsmanager'

def get_secret

client = Aws::SecretsManager::Client.new(region: '<<{{MyRegionName}}>>"')

begin
get_secret_value_response = client.get_secret_value(secret_id:
'<<{{MySecretName}}>>")
rescue StandardError => e
# For a list of exceptions thrown, see
# https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
raise e
end

secret = get_secret_value_response.secret_string

# Your code goes here.
end

{5 FI3kEL# 4318 Amazon CLI
FTEMNPR : secretsmanager:GetSecretValue
Example ® &2 A INEZ4AE

LAR get-secret-value RBEREVE G 4R ES

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

Example & 2 BIH Z4AE

B\ get-secret-value R~IERERZ BIMY Z4R B,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOQUS

5 A#t EIREL— A #.2% Amazon CLI

FTENR :

Amazon CLI

150


https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/get-secret-value.html
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/get-secret-value.html

Amazon Secrets Manager ArfEm

* secretsmanager:BatchGetSecretValue
- WERZENETNRPIAE secretsmanager:GetSecretValue MR,
- MRBEATEESS , MELTIE secretsmanager:ListSecrets,

BRI REE R , i §S 1 the section called “Rfl : #tEHK FE—HZEAEE,

/A Important

WMREH VPCE FIELELREERZNEHATRELNWBZHNERE , N
BatchGetSecretValue A& REEMMFE , HF ALRE4E IR,

Example ® RI1ZE I HN — AW BN HEE

LR batch-get-secret-value RAIFREB=MRBZRHNHZE,

aws secretsmanager batch-get-secret-value \
--secret-id-1list MySecretl MySecret2 MySecret3

Example 1 RIFIERIERN —HARBNWRE

LA batch-get-secret-value REIFREEF R RN Test IS M BN MW ZE,

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",6Values="Test"

£ Amazon & H| B IRENEZAE

KRZRZH (BFHE)

1. $TFF Secrets Manager #2#|#& , Pt https://console.aws.amazon.com/secretsmanager/o
2. HEMBIIRP , ERERZHOMWE,

3. EEHAENIP  EERRFHAE,

Secrets Manager & RHZH Y EIARA (AWSCURRENT), EEFEWBFNEMARA | 440
AWSPREVIOUS S A BEMIREMMA | iEE A the section called “Amazon CLI”,
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https://console.amazonaws.cn/secretsmanager/
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£ #{# | Amazon Secrets Manager #%% Amazon Batch

Amazon Batch A% B & LizfT#HE £ 1T & TEE Amazon Web Services =, f£/H Amazon
Batch , A LU BUBEIE F AEN | &R EEREIEFME Amazon Secrets Manager L&A |, &
BEELEXFSIAEN]. BXEZEE , ESHEH Secrets Manager 38 E BBHIE.

#£ Amazon CloudFormation &R 3REX Amazon Secrets Manager

£ Amazon CloudFormation , &7 LA# R Z4A LATE HAth Amazon CloudFormation ZRH .
ENZERE LM Secret Manager £ RN ZBLIEZ , RAENZZHATIRRAFBNEFD |
DREHBIERENEIE. BXEANEZRHANER Amazon CloudFormation , 5 [Amazon
CloudFormation,

E#& 3R Amazon CloudFormation iR P Z4R , BHEAZISEIH. BIEMEKREN , 155 A NEHAE
#£EE| Amazon CloudFormation FiRH , HLLEFR LN BERH#ITERB. B , EAIEITER
= ARN X5 %4, SBAUEERARREEEPEANBHANNNSIA, BFEERREITEE (Hln

AWS: :CloudFormation::Init ) FEANZANNSEIA , RABRELERAEETEFEF AL,

ZHNHSEIARAAT ¢
{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

secret-id
FEHAN BN ARN, EiFRIAE Amazon IkKFARE4LR |, BRIMERZZHRAEN. EiHRIEA
Amazon lKF R EER | BEERIZZLAN ARN,

json-key ( A% )
ERRHENBENNBEN. WRKREEjson-key , Ml Amazon CloudFormation 1 ZREM 15
XA, BT BE8ESF/R(:).

version-stage ( Ak )
EFANBANMRA, Secrets Manager ERRE R P EA L FIROERBIRTEMNMRA, MREME

F version-stage , WIFAEHEE version-id, MREBERIEE version-stage , LRIEE
version-id , WEEIZREFHN AWSCURRENT A, k7 BRABEBEBEEER ().
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https://docs.amazonaws.cn/batch/latest/userguide/specifying-sensitive-data-secrets.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-init.html
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version-id ( A& )

EF AN R RAHME — RN, MRIEE version-id , MFEIEE version-stage, WRE
BERIETE version-stage , B RIEXE version-id , MREEIZEF N AWSCURRENT hRAS, Lt%
BTABEEESFR ().

BXEZEER , BSRFEANDEIAIEE Secrets Manager #%,

® Note

FEFEARRMITI\)ENREEXRCEDZASIH, Amazon CloudFormation T & HTIX L]
A, X&SERFEHE,

1£ GitHub T4 £ Amazon Secrets Manager ¥4 %7

E7E GitHub R ERA 4R |, BRI LAEA GitHub #E¥EM Amazon Secrets Manager H4 3R #40 H 4%
HEANRBHINET ERMNE GitHub TERREF. BX GitHub REMNEZER |, HSH 7 #GitHub

MR GitHub #1E.

HYRME GitHub BEHRNINZAR , ZHA AT GitHub THEFHNAIEEMT R, RREBREZEE
YIS S #1T GitHub $B4E , AFE BB LLAME PRV R RBER

BURZREPNENZHRRENMEZEE , AEMRFRFEN JSON , WA LAEEHT JSON |, B
N8 JSON BEXMREBRMNINETXE, NRFHAER-HG , WREXFBRAERRNFZRS,

FEEEMNFHUENIMNETE  FREAREERILR. AXESZER , FSHGIHHU XHEFHEA
Bid B &iE .

ZEARBENTAURNTETE | ESHGIHUD XETHFEEE,
TERFAF

EfAMERE , ZFEEFERE Amazon FiE , AEFEHconfigure-aws-credentialsF ¥R
Amazon Web Services X1 £ GitHub SMEFHITIRE., RBAELE Amazon FUFRER R R A
17 GitHub #4E , AMEEMA GitHub OIDC R#tEEFEEATACE, XILEEBEEAEHREL K BEE
Secrets Manager Z /M EFISNA 15 R 2 4R

BEFABRN IAM ABXRERTTHIRE :
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- BERRNZAM GetSecretValue R,

- FIEZAM ListSecrets R,

« ( Wi& ) Decryptt KMS key REFEAMEZEZR B REXNER.

BXEZER , B3 the section called “ & 4 5 UF M5 B2 47,

ERE

HEEAZRE , BEIERER RN —MEARTIEEN SR,

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretldl
ENV_VAR_NAME, secretId2?
name-transformation: (Optional) uppercase|lowercase|none
parse-json-secrets: (Optional) true[false

S8
secret-ids
#4A ARN, BMBFREIR,

EFERENRETERN , BEZH IDIWAZENR , RAEHMAES, B4, ENV_VAR_1,
secretId MZ4H secretId F8IEE N ENV_VAR 1 WIRETE, METEMEHRALLEE /N
EXF, BFMTIL.

BEEANR , BRAZELZATH , ARRAES, Hla, dev* EEEI dev FFKHFRBE R
e RZWLKRER 100 MEEZA, MRERETEEEN , HANRES NI HHATE , NRER
KW

name-transformation

RIANBRT , ZTBRNBHABMNCEBINRETEEN , HEBRAINETEREFHE, HEMNTN
%  BLEEBHUBER X, WTFEHRFNES |, BAUESE lowercase FHEBREBNEHNEF
&, XEFEBES none EENTREFBHKRNPNE, ERIAEN uppercase,
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parse-json-secrets

(&) RIAMERT , ZRENKRREEERENBHAEPHEA JSON F/FH, fF parse-
json-secrets ®EN true , AR JSON FHBMNBEXNAERELTE,

BEEE , R JSON FAX D K/NEMNERA ( Hlin“name’fM“Name” ) , MZIREFENEENS
PR, EXFERT , BfF parse-json-secrets iREN false HEIUEN JSON ZH4AE,

IMEZERH

BREVEBNHRRETENEMRESCIRENZANER. FETENTEERKBANTEERESE , B
LRESERZHEN , LUERXLEER, Al , ZBREFENEFBERNKRETE., NRBHTEH
# JSON , NI EFXEZFFRNIEFHBHM JSON L, Hl0 MYSECRET_KEYNAME, &T]
DR ERL BN A HERPNEFTH,

MRAANEZEEFMEENEYN , WREFRK, EXHERT , EL4IRERTIEZENBE
EABE
B AR RA R A

« B “ MySecret WZEAFE N “mysecret” WA N BN “MYSECRET” HWIREL &,

« & R“Secret_keyname’HIZ4A LA B F “Secret” H EH“keyname 8 #Y JSON R 4A BT R R B
HN“SECRET_KEYNAME'HIIRNEEZ &,

BRLBETEENRRRENMIZERN , MATROFAR , E26E—187N ENV_VAR_NAME B3
B,

secret-ids: |
ENV_VAR_NAME, secretId2

ZH3R

- MRMIZE parse-json-secrets: true HWMAZAHE , GRIES , AERE%H ID, MRk
LR ETEGE N EMETEN JSON EHE, TEEHTIERHEN.

MRFATTEEMM JSON , NRMELVUNE-—IMMBRETEFNEDENEEAEHMERE.
. MRBRE parse json-secrets: false #WAZR3IE , FIRES , RAGREH ID, MR
MwERREE , RFGRESEEENE —#,
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LTI RBIERT —1MNZ=EBB

,secret?

ANt
Example 1 #=2Z ¥ ARN 3REUE4R

THIRBIAZEBHT ARN /RN BRI EIMNERE,

- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |

exampleSecretName
arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3
Q/test/secret
/prod/example/secret
SECRET_ALIAS_1,test/secret
SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3
,secret?

EEIENIEELE .

EXAMPLESECRETNAME: secretValuel
TEST1: secretValue2
_@_TEST_SECRET: secretValue3
_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValue5
SECRET_ALIAS_2: secretValue6
SECRET2: secretValue7

Example 2 3REXFT A LA BT TT K B9 22 4R
AT REIARMEBHUTF LN R AR EIREL Ebeta,

- name: Get Secret Names by Prefix
uses: 2
with:
secret-ids: |
beta* # Retrieves all secrets that start with 'beta'
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RAriEmE

ERIRNHEELE

BETASECRETNAME: secretValuel
BETATEST: secretValueZ2
BETA_NEWSECRET: secretValue3

Example 3 £ Z A #H JSON

THRBIES AR B A JSON REIZIREELE,

- name: Get Secrets by Name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2

with:
secret-ids: |
test/secret
,secret?
parse-json-secrets: true

%4f test/secret EETHIZ4AE.

{
"api_user": "user",
"api_key": "key",
"config": {
"active": "true"
}
}

40 secret2 EETHIR4AE,

{
"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"
}
EOIENIMETE :

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: "key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"

ayt]|
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MYPASSWORD: "EXAMPLE_PASSWORD"

Example 4 N ELEEMNFERANEFTE

UTROFEIZ - EFNELEMNTREE,

- name: Get secrets
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: exampleSecretName
name-transformation: lowercase

ERZNHRREE

examplesecretname: secretValue

£ HfEH Amazon Secrets Manager #%% Amazon loT Greengrass

Amazon loT Greengrass R =WEET BEI A RZFN G, XEFSRBIUEZESERRKEN
DWBE , BEWRARBES | FNERBRLE EHEREHEE,

Amazon loT Greengrass 7 #&EH Amazon loT Greengrass 18 & FHRE NN ARFHITE
BRI, MABXNEB, THIAEMHIERTERB, SUUERAERIRETSE Amazon Secrets
Manager 17 M EEZH 4. Amazon loT Greengrass ¥ Secrets Manager ¥ E %) Amazon loT
Greengrass &% % , R EHEREEEM Lambda BT AMERA A ZB SRS NN BREFHITR
g,

EFZPHERKE Amazon loT Greengrass B4 , BEER|E — 5| A Secrets Manager Z4A K&
HBRR. WBARBFFEAKRK ARN 5|AiI=EHH. ETHOMACE, EBENFEARERR , 53R
Amazon loT FF A EEEHHERANE TR,

EFEAIE L Amazon loT Greengrass B , S FFEAEE E) Amazon loT Greengrass /L

ESHE#E P EH Amazon Secrets Manager %48

Amazon Systems Manager Parameter Store Nl EREEENZAERREHRZ LN EEE. B
ALUNZR, BEEFAENMTFAIERBERBEFRNISHE. T2 , Parameter Store &7 F %
HRZPIRE B RIRS . #KR , Parameter Store SLiF#ETE Secrets Manager 176 240 , ARFLL
Parameter Store ¥ 5| A% %4,
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https://docs.amazonaws.cn/greengrass/latest/developerguide/secrets-using.html
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£/ Secrets Manager Eti& Parameter Store i , secret-id Parameter Store EEEBMFHFHRZ
BIE A ERAT (/)0

BXEZEE , ESFAmazon Systems Manager Fi F iR HER S M S 85| A Amazon
Secrets Manager %4,

Parameter Store 159


https://docs.amazonaws.cn/systems-manager/latest/userguide/integration-ps-secretsmanager.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/integration-ps-secretsmanager.html
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¥ Amazon Secrets Manager #4427

Rotation R EHEH BN TR, HRRBHAN , CRANEFRBHANBEESIRSHHERE. £
Secrets Manager H , A AN ZHRREEHD IR, RREFAHER :

s HERE -NTAZEIEEZH , JUFERARERGR  HFRSAECEENEERR, RERHRT
£/ Lambda B %K,

« the section called ‘&1 Lambda BEEUH TR - N TFHME B4 , Secrets Manager ¥ EH
Lambda IR E B A MBBEBED RS

Amazon Secrets Manager Z4A K IE E i

B RSRHERERHR RSN EEENERRR, FAKERKR , BLF LR Amazon Lambda
B BOR BB E N BHNER.

UTRSREHEERR

-

® Tip
BXmEHMEBNZL , 3 the section called “BXT Lambda B ¥ 1757,

REMENEREERE—DHATE. ER1IEAE , RRWENFIEZTEIIRELIREN T,
ENARFS  BINEEWGERERAEHNARFAENRENRIZHBEEHFHHESX
&k, MAREAERF. XTRRABFAF , ATRERSTANY , AUEAER - ERER,

EREERRN TR

1. 7£ Secrets Manager ZHI &R T A REZHR. LA LLFRIEERS HHIEEE , BB Secrets
Manager &l & FEZRZEH,

2. 1£ Rotation schedule ( ##21+%l ) T , £ Schedule expression builder ( ITXKIFTERERKES ) =H
Schedule expression ( ITXIFER ) # , B UTC RIXER AR ITR]. Secrets Manager &
REMITRIFEN rate() & cron() RERX, RRNBEFEINFRITH , BRESFIEE Start
time ( FFIARTE ) o EBANEO/NRRR—XAFH. BXEZEE , BSH BRI,

RERR 160



Amazon Secrets Manager ArfEm

3. (A& ) 3TF Window duration ( BYER¥FEERTE] ) |, EFERHE Secrets Manager £ H AR IRE
ANRERKE , fl0 3h RR=EANDPRPNE, ZNBETSEMET —NERNE, WRKREE
Window duration ( B ERFFEEETE ) , WX FLADEE A B HRRITR , NBERE—/DEEIX
o WFURNBMNWERITK , NBFE—RERN B XM,

4. EBRE.

EREERIRI TR (Amazon CLI)

« @M rotate-secret, UTRHIFEFA 1 HF 15 B UTC 16:00 E 18:00 Z AR FR4A, BX
BEZER , 558 itk

aws secretsmanager rotate-secret \
--secret-id MySecret \
--rotation-rules \
"{\"ScheduleExpression\": \"cron(® 16 1,15 * ? *)\", \"Duration\": \"2h\"}"

B Lambda EHEFH TR

WFUFZRABHPREREA | Secrets Manager £ H Amazon Lambda HEREHZAURBBEESRS. &
XfEA Lambda BB ANEER , ESH EN.

NTRE HHMESEENZS  IEARERR. BEEMA TELE , TR LEIEERRSREIER
o

R EAE |, Secrets Manager @ X A TRERRSHWEYS, BXEZEER , iHSH the section called
“fif F§ & % Amazon CloudTrail 7,

ERZ , Secrets Manager 2 RE/RIRBEM IR TR VA Lambda B, WMRERE B3 EIRAT
tFZhEFHZHE , N Secrets Manager EITE T — Xk A RN SIAAX 2 E R,

FERHERIEF |, Secrets Manager HAJLRE—E# , BXERATENSE. Secrets Manager A&
BLLT JSON ERSHE W R

{
"Step" : "request.type",
"SecretId" : "string",
"ClientRequestToken" : "string",
"RotationToken" : "string"
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https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/rotate-secret.html
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o S} _BIMIPW : create_secret, set_secret. test_secret = finish_secret. X E
Z{E B , 23 the section called “BIRE BN ST,

 Secretld— BHRMWEZEH ARN,

+ ClientRequestToken— AR AZ A ME —FRiRAF, LWEBBTHRARESM, BXEZER |, HSH
{Amazon Secrets Manager APl £#&) ClientRequestToken/#y PutSecretValue :

+ RotationToken— FRRERFKIRMME —FRREF, XE2EARAACREK - RHRNZARRFTSE
B, EXfRRS | BOLUESES —NKF P ERA Lambda 35 EBCRE IR —NK - PR 24,

EXAHERT , RBREBEFRIRE— IAM BA€XKAA Secrets Manager , fRf5 Secrets Manager
FERRRDERBIE IAM BE 54,

MRE M H LR AWM |, Secrets Manager 2 Z X EiXRBENRIRTE,

FH

+ 3 Amazon RDS, Amazon Aurora, Amazon Redshift 8 Amazon DocumentDB Z4R1% & B 3) i
« R IEBIFEE Amazon Secrets Manager Z471i% & B3 it

- ERRE B3 Amazon CLI

 Lambda ESEEC R R R

« Lambda ##EK

« Amazon Secrets Manager HE4% B & i

« Lambda BB EBHHITH BNXR Amazon Secrets Manager

« Amazon Lambda ¥R IhBEHI M EEA

+ HEBR Amazon Secrets Manager £ # i f&

79 Amazon RDS., Amazon Aurora. Amazon Redshift 2 Amazon
DocumentDB Z4Ai% & B a3 o #

REBENE T WA R BB ER4AIRE the section called “E3d Lambda B## 175 #”, Rotation &
HENMZRPNLRE. RRBAN , LLENEMBHANBTFEEPWEIL, £ Secrets Manager # , &
A LAABIREERBIRE B R,
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_PutSecretValue.html#SecretsManager-PutSecretValue-request-ClientRequestToken
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EFARFARERR  SEELERRRRE, ARERERAUHTRIR , MREXEZHE Lambda
RREY , XFE— Lambda BIRE., BEEESLHF Lambda HBHITACRENR, Rie—
FRHR Lambda FHRE B A LUBE M 4& 17518 Secrets Manager FMEIEE.

/A Warning

ERAEDRHR , BYTERN Lambda EREHEIE IAM 1T A B 0 E IR RRE, &
EEA iam:CreateRole f iam:AttachRolePolicy MR, BFXLENRAY S
?RF B S E AR

FHR

- ST ERRRERA (G ) SIRBRAFREN
- SR2: ERGRHCIERIEEHEK

- 3% (W% ) AEREBIREFANRBRRME
« S|4 ARREBIREM KT

. BESR

SEARBREREE (TR ) eIBBERRAFES

B X Secrets Manager R REEWFEE. , i5SH the section called “Lambda B{EEC IR R EE"

IR %R alternating users strategy ( REAFKE ) , BX40 0 EZHA HEHPEHBEEELA
FEi, BFE-NSSBEAPZINES , RARBREREE-— AP , MASEAFZEEZNX
BR. iHEE , Amazon RDS REFRZHERER P K,

SR 2 RERRHANERIREE
3 Amazon RDS. Amazon DocumentDB = Amazon Redshift Z4A /2 A%tk

1. §TF Secrets Manager #2#|A& , Wik A https://console.aws.amazon.com/secretsmanager/o

2. EBfAKRIL , ERENER,

3. 1 Secret details (FHFME L) W LA Rotation configuration ((IRELE) Fo H |, EF Edit
rotation (4REB5HR).

4. HERBEREENEED  HITUTRE

a. B Automatic rotation ( Bzh%# ) .
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https://console.amazonaws.cn/secretsmanager/
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b. 7E Rotation schedule ( ##:1tXl ) T , 7 Schedule expression builder ( it X TRANEK
2% ) = Schedule expression ( ITXIFRER ) # , 2L UTC RIXE R A LRIt X, Secrets
Manager &R &M ITRIFEM# A rate() = cron() RER, RENERFEINFRFE |, B
JESZIETE Start time ( FFERETE ) o BUUBMN/PNRIR—REH, EXEZER , BSHA R
B;itXi.

c. ( A[IE ) XTF Window duration ( BYERIFEERTR] ) |, EFEEHE Secrets Manager £ H AR
AN RKE |, 6110 3h RR=ADEWER, ZRABEMRET - MNEREMN R, RK
187 Window duration ( B ER¥FEEETE ) , WX F LA/ N R RIRITR |, BB E—/Dat
BEBZIXA. HTFUXRAEMHEIRITR , HRFE—XRERB3IKHA,

d. (A% ) i&%#® Rotate immediately when the secret is stored ( £ 174 Z4ART M B30 H#R ) |
DERTFEUANERZR, WREERZEIEE , NE - XRRFIRBEBRENITRIFH,

MRRIRAW , BlILR N ST 3 F 4 #R5EK , Secrets Manager 2 ZXERXERTRE,
e. fE Rotation function ( #¥RE% ) T , ITUTREZ — -

1%£$% Create a new Lambda function ( BIZ2#TH Lambda K% ) , AR AFTEREIH
&M, Secrets Manager £4¥F SecretsManager FMEIEHBBFHIFF L, Secrets
Manager £ & THNHEROZEHH N Lambda MITHERELENNR,

1%£3#% Use an existing Lambda function ( f£EAIE Lambda &% ) , LEEFEARATS —
NZPMWEERE . £ Recommended VPC configurations ( 21X H VPC Bi& ) T3IH
WRRES , SEEEEEMHEN VPC MZ£4d , ABTEREFRIBEE.

f. XNTRGQXRE K ERERAFAREAFEKE, EXEZEE |, S the section called “FER
1 EBRRRERA (k) EBRAFREA .

5. &R

E3L: (W) AEREBIREFIINNRSFEH

BB NS ERREBNEREREPEIE LT XE aws: SourceAccount , BABhLE Lambda
WREREERE, NTFEL Amazon RS , A TEZEBEEFRIFHER , Amazon BZIEE

BHEMaws : SourceArnflaws : SourceAccount 2 A& H4#E., BUNRELHEEBERPITIE
aws:SourceArn & , WHREHBREATHKRZ ARN EENZEH. RINBUENXEESPEIELT
X8 aws:SourceAccount , MEXR ZANBEHERALBREI.

BRI RS R B B R SR B

1. 7£ Secrets Manager &I & FIERENZER , REEIFHAEETEFH Rotation
configuration ( #¥REE ) T , % Lambda ##R K%, Lambda % & 54T H,
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Amazon Secrets Manager ArfEm

2. ¥&F& Using resource-based policies for Lambda ( HE T &R KA T Lambda ) # A% B3 78 0
aws :sourceAccount &4,

"Condition": {
"StringEquals": {
"AWS :SourceAccount": "123456789012"

}
},

MRFZAFEH Amazon EERXF4A aws/secretsmanager BASNE KMS Z4A3 1T 0% , Ml Secrets
Manager @ Lambda #iTABR FEAZZAMNR, BALUER SecretARN fN%E £ T 3 KR
BREEBNER , NMTBEREREBACRERBEHARRIRNER,

EMERESEMTAR

1. M Lambda RMREHBHPERHRE , ARERITABT , ERABEW.
2. BB ERACKNIRERE AR kms :EncryptionContext:SecretARN &4,

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"

}
iy

S 4 - HRREREEM L

EXEZEER , i5S R the section called “Amazon Lambda ##:ThEERY N L&A,

IFEEA

&2 ¥ the section called “®# A T HEZE",

N IEBIEE Amazon Secrets Manager Z4HiR B B3 R i

RN BT AR IEEIEEBR4ERIRE the section called “BIT Lambda B #3174 #”, Rotation 2
EHREFRRBNEE, REZAN  SRANEFRFAUARBEZHANBREER RS FHEIL,

BRBEFFANGER , B2H B RRBEEFZS (248 ).
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https://docs.amazonaws.cn/lambda/latest/dg/access-control-resource-based.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/roles-managingrole-editing-console.html#roles-modify_permissions-policy
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/A Warning

ERABRR , BUAENN Lambda RIRE IO IAM $hITAEH @ H NN RKRRE, &
EEA iam:CreateRole F iam:AttachRolePolicy MR, BFXLENRRBAGTE
BT B S ENER,

L

- SR BEBARKREEK

s SR 2 RERREHBLHE

- SR 3 MERPLUHITRIR

o« ] 4 RAFRREEISE Secrets Manager A RGN EIEFES RS
« S 5 : /A1 Secrets Manager 8 AR B3

« SO ABRBREBREMEKHE

- RESR

S SIEBEARREER

B, Bl — Lambda BEE. ETEEATRAECHEBEANNRE , BUEFERENSRPE
BizfB. BXEREHNFATHENES , SR the section called “Lambda ¥,

£ X X g5 Amazon Serverless Application Repository , BRI LAfE A MER I BRI, BXxT X
8 XEKFIEK , B2 8 Amazon Serverless Application Repository FAQs, fEEAX1E |, EFMKF
REABRBOHIERABEFZEEHF,

BIEERARIRE
1. EWHEEFTERN X Amazon Serverless Application Repository &% , 250 (Amazon —
%2 #) $ 8 Amazon Serverless Application Repository i1 s ML &
2. BEWITUTH®REZ—:
IR Amazon Serverless Application Repository F7E B9 it X 2 #F -

a. 1t Lambda Z#l&H , EFENAREF , AGERNENARF

b. ZUIENARFNEHL K ERELTRFJNAEFIEDTF,
ELARNMAEFTHERES | WA SecretsManagerRotationTemplate,
d. EEERUBEEN IAM AGSREREBNNAER

o
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e. %$# SecretsManagerRotationTemplate & .
f. Z£EF. BENBENELINNAEFRRERYES , EEXEFH,

 WFHR , MALMEXENHS , DIE https://. X KinTRNGIEK , S
IFthe section called “Secrets Manager i 5o

« Ef¥ Lambda BEUKTE VPC & , &7 10 vpcSecurityGrouplD ., vpcSubnetlds
g. ®EEIHE.
WM REFTIER X Amazon Serverless Application Repository T3 # :

a. 1 Lambda ##AH , EFEE , RAREFIEREE.
b. 7E Create function (RIZZEK%) WE L , ITUTERE :

i EBMLFFReIE,

ii. 7E Function name ( BB ) 1 , ARIREBHN B
ii. XF Runtime (iZ1TRt ) , & Python 3.9,

iv. 1%3F Create function (BIZ &),

SR 2 RERREHBNAT

EUTRY K SEEERATENZHAURZEAFMENNBRSIBEENRB., BXEREBIERN
EE (BREEECHRREBMNIETR ) , B3 H the section called “Lambda f## B, & 0] LAEH
REEBER ERSE,

SUR 3 BERA R ITRIR

EWERS |, RN BHRERRITY , R REBEZTER.

BLERHRA IR ZRIRE K

1. $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o
2. EERIKRA L, EELENER.

3. 1£ Secret details (Z4A1¥ 4115 E) 71 LK Rotation configuration (}3#E &) 2B & , &£ Edit
rotation (4R IR), EREBLREENEEF , FITUTERE

a. B Automatic rotation ( Bzh%# ) .

b. 7E Rotation schedule ( ##:1t%l ) T , 7 Schedule expression builder ( Tt X FRERNE K
2% ) = Schedule expression ( ITXIFTA ) # , 2L UTC R XAER 5 A BRIt R, Secrets
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Manager &R &M ITRIFEM# A rate() = cron() RER, RENERFEINFRFTE | B
LB E Start time ( FFIRETE] ) o BAINEBH/PNRE—RZH, BXESEL , BZHE
Bitdl,

c. (A& ) XF Window duration ( BYERIFLERTE] ) , EFEHE Secrets Manager EH AR
BEANNBKE |, fl0 3h RR=NPEIRR, ZNBEFABEMRET —PMNRBRAER, RK
$E7E Window duration ( BYERIFLEATE] ) , WX FEUMET R B HRRITR |, B8 BSE —/ et
BEEXRA. M FURFEMHRIRITR , NEFE—RERIN B3I X,

d. ( 1% ) &% Rotate immediately when the secret is stored ( TE176& ZF4ART S ENEC#R ) |
DERFEEXANBRZER., WREFRIZERE , NE - REGFRBERENITRITG,

e. HERBREHT , EFESR 1 FE/EHN Lambda BEH.

f. &EBRRTF

HI 4 RFHHEREERI B Secrets Manager AR IS BIEE S RS

Lambda ##: B EEMNR T AEVH B Secrets Manager HHVER4A | H B EENR T 85 R IS BIEE
HRF. ELSERD , B @ Lambda ITABR FIXLENR, MRBLHAEH Amazon HEXNZEH
aws/secretsmanager A KMS Z4A#TINE , MEFEEMD Lambda MITHABRFERAZEHN
R, EAILAERA SecretARN 1% £ X kRFIMBEHBNVER , NMBERLREBAGRERZH
ARV EBL, BXERTRO , HS5 BIRNR,

BXHEEA , HSH (Amazon Lambda FF & A R ¥ER) FH Lambda FITAE,
£ 5 : o Secrets Manager V8 51 B X

E AT Secrets Manager IZRBRZIRENRIR TR AARREE , BFEEHE Lambda BB ERKEE
[@ Secrets Manager fR$ F 4% F lambda: InvokeFunction PR,

BINBNEAERREBN R REE P IIE LT XHEA aws: SourceAccount , BABFIE Lambda
WRERERE, M TELE Amazon ;RS , A TEREZEERIFNER , Amazon BIUER

BHEAaws : SourceArnMaws : SourceAccount £ B&H4E, BMRLHREBKREHIE
aws:SourceArn & , WEHREKHBREATRKRZ ARN EENZEH. RINBUENXEESPEIELT
X8 aws:SourceAccount , AMEX ZANRAFE AR REE,

B RRFRBEM IR Lambda EHE , BSRNE TR RNER AT Lambda,

LA 5 & f2F Secrets Manager 8/ Lambda E#%,

{
"Version": "2012-10-17",
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"Id": "default",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "secretsmanager.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"
}
},
"Resource": "LambdaRotationFunctionARN"
}
]

SR 6 NERMEHBREM LT H

HEUSEA | BN AR IIEER R ERE T Secrets Manager AR ZZ AT XN RS SBUEE ., HE
M ATEEB IR E T R4, S H the section called “Amazon Lambda 312 T B2 W 4%
EAN,

IEEEA

SESR 3 PEERREN , EXRE—TMRREBHNIT. WREREITRETKK , Secrets Manager
MER2EHRKR, SBHaUIRR LR ZE PRI BITF R iR,

MR AW |, BSHE RinEaEEE,
ERRE B3 etk Amazon CLI

R FE AT 4B A fE Athe section called “&id Lambda B3 TR " # 1Ti% B Amazon CLl. 23348
B, 2R EFRZHFAURBERANBREES RS FHEIE,

T MERRES A RERKR, AXBEFZANGE , BS5R B RBRUEEEFZH (2H8). B
KITEEMRENES  BSR B RRFBIEEZSA (288 ) .

EFARERR Amazon CLI , IR EERRBEEZS , WEETEERERHRTR, MRERF
alternating users strategy ( XERFER ) , B4 EFF —NEMFRA | EP 3 EREEBRAF
FEiE, BTk , RERMREEILIE, Secrets Manager 221 , BUUE T ZERGIERK, A
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&, ERARBAIE Lambda BE , HH Lambda EEF Lambda HITABIEENR, T—FS2EFR
Lambda BR¥ AT LAUBIS M 4% 15 18) Secrets Manager MIBIEER RS . &/E , BEZFHA UM TR,

L

s BIEEBANTRAZNE  EREHRER
- IR REERREBAHE

- £2% : Bl Lambda B

o FR3:REMBIAIE

R4 BEERRNES

SR

\:ﬁ

EI\

BIREEZAN RSN | EFRRRER

A Secrets Manager 12 KEEHE R , HSH the section called “Lambda EEFH IR KL

BT 1 B

MREF R REE WA ABRERITSR 10
I 2 AR
MRIEERERFRE , W&

« BB NBAHEEPEEBEERRAFNEIL, CEE-NESBRAFPEIINZS  RAXER
FPRESTERE—NRF , MAZSBAFEREEZNE,

- HHREAFZHH ARN HFINEIRBFA, BXEZEER |, i5H the section called “Z4A#) JSON
&Er,

BEEE , Amazon RDS REFAXEHERERH - KK,
SHA1 . RERBREEBUCE

ERBFE  BEERHREE. RREHE Secrets Manager R A MMM Lambda ¥, B
XEZER, 1%;5% the section called “#@3J Lambda EREUH TR, BEHTERSP  ENEERTE
MR U R ZZHAFTE W IRS B EN R,

Secrets Manager 1 % EUER HIRME T Amazon RDS, Amazon Aurora, Amazon Redshift
Amazon DocumentDB %4z & % A BV 18 4R o
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IR RIS

1. BHRITUTHREZ—:
- EFRBEBERIIR. MRESENRSNRRRBETENER , FEHRE,

- NWTFHMEHWZRE K BRELBCHREREE, X1 , 5 the section called
“Lambda ¥R,

2. F&EXMmy-function. zipERMA L FEHKRBI—BRFE ZIP XH4H,

58 2% : 81 Lambda KK

ERTSRS  SFEREDSR 1 PEIEMN ZIP X442 Lambda B#. £EFFIRE Lambda H1TH
& , BNEA KA Lambda A AR,

2l Lambda B EHBMNITHE

1. Lambda H{TACUIEEERBIHFHSHER JSON X, BEXRAMNEZEE , BSH the
section called “FH PR, ZKEE LM :

- AFABXZAEA Secrets Manager 21k,
- ATACERABHAPMEXNRS , FlinelZEIHED,
2. BIVA iam create-role KHIE Lambda FITEEH N AL L —SFRIENEEERE,

aws iam create-role \
--role-name rotation-lambda-role \
--assume-role-policy-document file://trust-policy.json

3. BEIiAA lambda create-function M ZIP X481 Lambda B %K,

aws lambda create-function \
--function-name my-rotation-function \
--runtime python3.7 \
--zip-file fileb://my-function.zip \
--handler .handler \
--role arn:aws:iam::123456789012:role/service-role/rotation-lambda-role

4. 7 Lambda I LIRERFEEKE , LA Secrets Manager XA lambda add-
permission RFAZRIRKEE,

aws lambda add-permission \
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--function-name my-rotation-function \
--action lambda:InvokeFunction \
--statement-id SecretsManager \
--principal secretsmanager.amazonaws.com \
--source-account 123456789012

S]R 3 IREMEZIHE
BEXEZEELR |, {554 the section called “Amazon Lambda 2 ThRERY P 457,
TR 4 BEERBNZN

ERFAFT B B HRIIEE , HAH rotate-secret, EBALER cron() & rate() HRIRER
WERRITY , B LU BRI ERIFERE, BXEZER |, 55 the section called “F# it X",

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-lambda-arn arn:aws:lambda:Region:123456789012:function:my-rotation-
function \

--rotation-rules "{\"ScheduleExpression\": \'"cron(@ 16 1,15 * ? *)\", \"Duration\":
\"2h\"}"

A%k

&2 the section called “}# A T HEZE",

Lambda B ECH#R SR A

X3 F the section called “JBid Lambda BE# 173" , X T¥HIEEZ4A , Secrets Manager 2 7 F it
HERER,

RMERE  BRP

HREE-—NBAPEF—MAFKEIU, XX T Amazon RDS Db2 26| , A TRAF R EZEXREACHE
B, QS REEMNEBEFRATERRIE. XERHENRHRER  EATAZHERAZR, &
EmE , BWERN—RME (88 ) AFSRERAFNEIEEA LR,

Nil

R

RWBZAN , TRBRITTNBEFEEE, £HTRERN , ERREETHNBBERE —/NREE , AN
MBRBTSEH, FLHE  ZEEFEERENXRELFERRRIIENAR, SUUEREINEHR
BESRERENER, RRE , FERFERFTEIL,
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RAriEmE
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RMRER  XEAF

HWERBEE—NZAPEFAMNAFNEL, BRBE-—NAF , AREE XN , RREBUN#H
TREMCEE-NHF., SRARREZHAN , RREBBLRBEMEETNALAEB. BTAZHA
FPEREEAD , RAttBSRES —NEHAHP R superuser BHEI, MRBEEFNRERAFER
BAFEANNRRE , RES KRR (A ) ARFRIREXAFNELRE , BNBUWEREAFRRHR
KL,

REEATEENRERNKEE  Eh— 1 ACHEREER, M3 —1NAGEEHRAKEERN
MR, RttEATEESTRAMNNARRF. IRNARFERRBEARRZN , WZNARFNS
RBE—HEMWEIL, 5 , user Muser_clone FiFEER, EXFRBEWELHREAE , HARE
FREBIELHNIEMEZEL R AP RRRBIELN TREMEED, IRBEEREERSSHEGD , BBE
WEENEEEIMERSSE  WEERBEFEELEAFTEENBAANRE, SUNEAESNEIRE
B SRBRIE RS

Secrets Manager A ENXRSREAFHERNRERF. MRS ECRREAFEERTRERAFH
PR, A A8 i 52 B A P PR o

o, RIREERAENMSFEERFHNFTILEGET MR |, NZBRAES - HFAXEZIENMRE.

f/r:-h_,-Seu:.ret \\

-~ My liser

passwordA

N

/

B—REH — RRNEERAERNFRZENAFNRE | XEZREFBN SRR BHRAE,

/r-_.-h_,-Sen:.ret
- AWSPREVIOUS |

_‘. My Ulser ¢

=
passwordA

.

.

AWSCURRENT

MylUser_clone

passwordB

~

Lambda BEEEREEIR K BE

173


https://www.amazonaws.cn/blogs/architecture/exponential-backoff-and-jitter/
https://www.amazonaws.cn/blogs/architecture/exponential-backoff-and-jitter/

Amazon Secrets Manager

BoREMR-RRYBEENRBRA PG,

//I'-.ﬂ}-Secret
AWSCURRENT

_.. My Ulser

passwordC

.

- AWSPREVIOUS

_.. MyUser_clone

passwordB

~

J

BoRER-RREENRER N,

/r-_d}-Sec.ret
- AWSPREVIOUS

... My Ulser

passwordC

AWSCURRENT

... MylUser_clone

passwordD

~

L

o J
Lambda iR EK

1£ Fthe section called “I@i¥ Lambda BI## 1T4#” , Amazon Lambda E$F #2408, Amazon
Secrets Manager £k H 8 £ A E FinERIRBI B RRA,

IR Amazon Secrets Manager S B NG BEAR B RHL R EBUER , NGRS E LRREK
. wEREEKN , BFERUTEN

B E X e B TR B SRRk

- EABEAEEERENES

o EEFRBERIEFEL, MI1TLUHME B E A Amazon CloudWatch B, R A ST EHRE
=

BXxBEEANRA , HSFthe section called “B i B FIE R R,

s ATZEEEN , Amazon Secrets Manager X 2 Lambda SR EZXRZH, RBREBLE
A E M Lambda BRBCRE R ZA.
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- BxXBEES , BSANEHMNE X TRSENAER.

- B0, MREEANT B XHRERERETR , WEENE#ITEIMNER,

« Package MR BT B KB DE) ZIP XXM |, flimy -function.zip,

SR B IS
e

- create_secret : Bl ZE AN ITRAE

- set_secret : EEEERIRS PR EUE
« test_secret : Ui ¥ AY B A R A

- finish_secret : SER ¥R

create_secret : BIEZ{ANFIRA

Fi% create_secret BB FEAE AN ClientRequestToken M get_secret_value
RRERARBEE. NREEFH , e create_secret SIE—NHEE , HHSHE

N Versionld, REEMA get_random_password £ER— PN HAE, ETXK, 2B
put_secret_value SUNEEEEFHZ AWSPENDING —i2 7M., A R4AEEFMEE AWSPENDING
PEBTHERESE., IRATEARRRKRAY , BAUERLBAAPSIAZEHRE. BSHNARE
FZH Lambda KB EERBE M,

WEHCHWEREBBN KT

- BRINZFAERNTENBREESRBRSERNZER. FH ExcludeCharacters SHHERZER .

o TENRBEAT , FHEEMAME : MAdescribe-secret #&&VersionIdsToStages,
Amazon CLI

« XIF Amazon RDS MySQL , ERXERF#i#RH , Secrets Manager 28| — N EHTEL 16 MNF
RNREAF, BAMSREREBUAATERAEKNAFRE. MySQL5.7 RESKRAXIFRS 32
NFZRMAF A |, {8 Secrets Manager 2 EAF B REM IN“_clone” ( ANFRF) , AAFRE&RS
MFURIFTE 26 DNERFLLA,

set_secret : ERHEED RS P EIE

J5% set_secret ERBIEESR RS F A EUELACE 2 4AH9 AWSPENDING hRA# Y FT24A B,
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HEHCHRRERNET

- MRFEAEZEEAMBEANRS (WBEE) , EEATZRSHIL. BXEZER , BHSH
OWASP M4 E#Y Query Parameterization Cheat Sheet,

. REBEBERNBRE , ERIF R MIE N Secrets Manager R B R ERANEFFEIE. NBHE
BENEERERTG  AEEBRREELEERZERBHRNEMER, EEHFEIEZH :
« KEZ4 AWSCURRENT MRAHFMEIIREE M. MR AWSCURRENT FiELH , BHFERRE
iHo
« ¥ AWSCURRENT #1 AWSPENDING Z4AERBEATRE AR, N TFHAFZMNEB  BE
AWSCURRENT #1 AWSPENDING AP EZ 2B HE.
- REBFRSRREEHEE. X TFHEIEE , ©ZE AWSCURRENT 1 AWSPENDING £HB =2 EH
o
s EMAOBBRT , ButBFENREEBENINERLZRINEE, flin , W TFREAFRH | Secrets
Manager B3 E#IE—MNAFHNEZETHEESHRAUEBERERAF, NRETEEZEM , IELR
FRERAFHNEYE , NEEEH set_secret HBFHREB,

test_secret : i FHY 2540 R4S

ARG , Lambda B REGFE R ZZARG RBTESRS , NN 2ZEAH AWSPENDING fraAs, &
F 203 B BUE AR M= A9 50 30 B BUE A SR ER U 1R AR BRI BT Y B4R

finish_secret : STk

R/5 , Lambda ¥ ¥ B EBIFARE AWSCURRENT N\ Z BTHI B4R R AR B B AR A |, iXF R 1ER — API
A AR AWSPENDING #5%, Secrets Manager 710 AWSPREVIOUS E1Z#R X BILARIHVAR A |, LUE
FREZHN X BB TR,

J 3% finish_secret £/ update_secret_version_stage fEFHRE AWSCURRENT MR EIZR4A R
B ENFHZBRAS, Secrets Manager £4F AWSPREVIOUS EEFHELBHZIFME| R ERA |, LUE
BRE LX B AR IFH R R,

wEHCHWREREBNKRT

« TELLAWSPENDINGZ RIAEREMER , B A ECEA LM AP BAFEMER , BAXATELE
Secrets Manager R IR AR IR . Secrets Manager 751 AWSPREVIOUS 1245 5E B LA BT B9 R
K DESREFRAN LR BB IFHRA
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RAriEmE

RINFEHRE , AWSPENDING EEHRE ] BEMT N ZEIES AWSCURRENT RRZA+HEAYARAS | th o] 8E & B o B{E
R4, R AWSPENDING EFEMRZIFEEBRMINE S AWSCURRENT AHEIBVRRAS |, NILA S XS5 HY
F48 A &R E XTI IE R MPEHRTH HIRELE IR, BTN , AWSPENDING & FFR& 1 8L

LM MBI ZRARE. BXESZER &

Amazon Secrets Manager He ¥ B $UE

S5 RIABRE,

X F the section called “Ei¥ Lambda B 1TH " , Secrets Manager 12 7T F SRR EHBIENR, &
EFAER , BZH

- BYRRBEEZER (EHE

)
- BYRRIEBEEEZR (EFHE )

X ERRR X Python 3.9,

EREBCHRREE , S Write a rotation function,

Bk

« Amazon RDS # Amazon Aurora

Amazon RDS Db2 # F F

Amazon RDS Db2 XE R

Amazon RDS MariaDB # F

Amazon RDS MariaDB XX & f F

Amazon RDS #1 Amazon Aurora MySQL # f
Amazon RDS F Amazon Aurora MySQL X &
Amazon RDS Oracle # i F°

Amazon RDS Oracle X & F

Amazon RDS #1 Amazon Aurora PostgreSQL # F F°
Amazon RDS # Amazon Aurora PostgreSQL 38 f F°

I 5% RDS # %k SQLServer B
T 5% RDS # %k SQLServer X&EH

« Amazon DocumentDB ( 5 MongoDB #%& )

Amazon DocumentDB /N
Amazon DocumentDB 3 & f F~
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* Amazon Redshift
« Amazon Redshift & f =
« Amazon Redshift 32 & f

Amazon Timestream for InfluxDB

« Amazon Timestream for InfluxDB £

« Amazon Timestream for InfluxDB X &

Amazon ElastiCache

Active Directory

» Active Directory ZiE

» Active Directory keytab

Amazon RDS 1 Amazon Aurora

Amazon RDS Db2 #

« HEIRBF . SecretsManagerRDSDb2RotationSingleUser
. REREE . RHREEEHRF,

« SecretString £&# : the section called “Amazon RDS #1 Aurora i,

« JRAREE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSDb2RotationSingleUser/lambda _function.py

« KX R : python-ibmdb

Amazon RDS Db2 X &

« EHRBF : SecretsManagerRDSDb2RotationMultiUser
o BHLEEE : the section called “XXER 7,

« SecretString £#4 : the section called “Amazon RDS #1 Aurora ZiF",

« JRAXHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSDb2RotationMultiUser/lambda _function.py
« {KHIX R : python-ibmdb
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Amazon RDS MariaDB # i/

« #EIRBF . SecretsManagerRDSMariaDBRotationSingleUser
o RMREE - RHRER 2R,

« SecretString & : the section called “Amazon RDS # Aurora ZilF”

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationSingleUser/lambda _function.py

o KK FR  PyMySQL 1.0.2, WRIRER sha256 ZB#THHRIE , WK PyMy SQL [rsal. BX
£ Lambda ETHRHRFERASHERZRENEZNEER |, BSH Amazon ZiRF0 AR NN E ERIZE=
Bt LR Python @R MBI TRV EBESD , HEIZEE Lambda A ?

Amazon RDS MariaDB X&

« #EIREB : SecretsManagerRDSMariaDBRotationMultiUser
o HHKME : the section called “XXER 7,

+ SecretString £ : the section called “Amazon RDS #1 Aurora Zif”,

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationMultiUser/lambda _function.py

. KX FR  PyMySQL 1.0.2, MRREH sha256 BZBE#THHRIE , WA PyMy SQL [rsal, Bx
£ Lambda ST R FEASHRBZRENELNEER |, F5H Amazon @iRH 0 AR NN EEHIZ=
&3 Python @R MBI RSB S , HFE1ZE5 Lambda A ?

Amazon RDS #1 Amazon Aurora MySQL # F

« EIREF : SecretsManagerRDSMySQLRotationSingleUser
o MEREE : the section called “B2 7,

« FHAMY SecretString £ : the section called “Amazon RDS # Aurora & iF”,

« JRAXHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationSingleUser/lambda _function.py

« KX FR : PyMySQL 1.0.2, MRREH sha256 HZE#THHRIE , WA PyMy SQL [rsal, Bx
£ Lambda ST R EASHFREBHENEES | 55 Amazon ARHAL AR TN EEHFZ
I SCHRY Python @R MBI BRNEES , H#EZBE Lambda & ?
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https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
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Amazon RDS #1 Amazon Aurora MySQL X & f

« #EIRB : SecretsManagerRDSMySQLRotationMultiUser
« RHLIREE : the section called “REHAF7,
« FAHAMY SecretString £ : the section called “Amazon RDS ] Aurora ZiF”,

« JRAHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationMultiUser/lambda _function.py

o KR : PyMySQL 1.0.2, WRIRER sha256 ZB#THHRIE , WH PyMy SQL [rsal BX
£ Lambda ZTR A FEASRBFABHEINELR |, BESH Amazon AiRH0 AR EERIEFEZ
T H A RY Python B RMEI RN IE D , HEXTS Lambda B 2.

Amazon RDS Oracle # A F

« HEIRBF . SecretsManagerRDSOracleRotationSingleUser
« RHLIRREE : the section called “# 7,
» FHAMY SecretString £ : the section called “Amazon RDS # Aurora &iE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationSingleUser/lambda _function.py

« {K¥IM : python-oracledb 2.4.1

Amazon RDS Oracle X & HA -

« EHRBFR : SecretsManagerRDSOracleRotationMultiUser
« RHLIRREE : the section called “RXEBAF7,
- FRHAMY SecretString £ : the section called “Amazon RDS ] Aurora &iE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationMultiUser/lambda _function.py

« KB : python-oracledb 2.4.1

Amazon RDS # Amazon Aurora PostgreSQL £ A

« HEIRBF : SecretsManagerRDSPostgreSQLRotationSingleUser
o ROMRREE . RERCERE  BAF,
- FRHEARY SecretString £ : the section called “Amazon RDS # Aurora iiE”,
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https://repost.aws/knowledge-center/lambda-python-package-compatible
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« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationSingleUser/lambda _function.py

« {KEKXR : PyGreSQL 5.0.7

Amazon RDS #1 Amazon Aurora PostgreSQL 33 & A

« #EIRB : SecretsManagerRDSPostgreSQLRotationMultiUser
o FHIRRE : the section called “REAF”,
« FRHEARY SecretString £#4 : the section called “Amazon RDS # Aurora iiE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSPostgreSQLRotationMultiUser/lambda _function.py
« KX R : PyGreSQL 5.0.7

I 5% RDS #%% SQLServer 2 A F

« HEIRBF . SecretsManagerRDSSQLServerRotationSingleUser
« RMAREE - the section called “BE 7,

» FHAMY SecretString £ : the section called “Amazon RDS ] Aurora ZiE”,

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSSQLServerRotationSingleUser/lambda _function.py
« KBIX R : Pymssql 2.2.2

T 5% RDS #%% SQLServer X & H

« EIREBF : SecretsManagerRDSSQLServerRotationMultiUser
« ¥R : the section called “XXER 7,
« FAHAMY SecretString £ : the section called “Amazon RDS # Aurora & iF”,

« JRAXHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSSQLServerRotationMultiUser/lambda _function.py

. {KBIXK : Pymssql 2.2.2

RIREBER 181
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
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Amazon DocumentDB ( & MongoDB #%& )

Amazon DocumentDB #4 f /=

« #EIRBF . SecretsManagerMongoDBRotationSingleUser
o RMAREE - the section called “BE 7,

- FRHEARY SecretString £#4 : the section called “Amazon DocumentDB Eiif”,

« JRREE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationSingleUser/lambda _function.py

« K#KXZH : Pymongo 3.2

Amazon DocumentDB 33 & f 7~

« #EIREBH : SecretsManagerMongoDBRotationMultiUser
o FHIRRE : the section called “REAF”,

- FHAMY SecretString £ : the section called “Amazon DocumentDB & ilF”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationMultiUser/lambda _function.py

« {&KBIX K : Pymongo 3.2

Amazon Redshift

Amazon Redshift 2 f

« #EIRBF . SecretsManagerRedshiftRotationSingleUser
« R EE - the section called “BE 7,
- FRHAR SecretString 44 : the section called “Amazon Redshift 1",

« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationSingleUser/lambda _function.py

« KX R : PyGreSQL 5.0.7

Amazon Redshift A& A~

« #EIREBH ;. SecretsManagerRedshiftRotationMultiUser
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« ¥R : the section called “XX &R,
« FHAR SecretString 444 : the section called “Amazon Redshift ZiE",

« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationMultiUser/lambda _function.py

« {KEKXR : PyGreSQL 5.0.7

Amazon Timestream for InfluxDB

EFAIXEENR 5250 (Amazon Timestream FF X A R T # Amazon Timestream for
InfluxDB 4047] 5 F 2248 o

Amazon Timestream for InfluxDB &

« #EIRBAF : SecretsManagerinflux DBRotation SingleUser
« FHAMY SecretString £ : the section called “Amazon Timestream for InfluxDB ZF4A 45437,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerinfluxDBRotationSingleUser/lambda _function.py

« {KFIN : InfluxDB 2.0 python & F i

Amazon Timestream for InfluxDB X & /=

EIRE# : SecretsManagerinfluxDBRotationMultiUser

HAY SecretString &4 : the section called “Amazon Timestream for InfluxDB ZF4R 45 44”,

JRACHES - https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerinfluxDBRotationMultiUser/lambda _function.py

I : InfluxDB 2.0 python & i

Amazon ElastiCache

EFEMALER , SR Amazon AFEE TR B35 ElastiCache A7 &3,

« #IRB : SecretsManagerElasticacheUserRotation
- FHEAHY SecretString 44 : the section called “Amazon ElastiCache EilF”

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerElasticacheUserRotation/lambda _function.py
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https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py

Amazon Secrets Manager ArfEm

Active Directory

Active Directory #EilE

- EWRELF : SecretsManagerActiveDirectoryRotationSingleUser

- FiHAK SecretString £#4 : the section called “Active Directory #EiiF”,

« JRARES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerActiveDirectoryRotationSingleUser/lambda _function.py

Active Directory keytab

« EIREBF : SecretsManagerActiveDirectoryAndKeytabRotationSingleUser

- TRHAMY SecretString 443 : the section called “Active Directory i,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda _function.py

o {KBIA : msktutil

Hib B4R E

Secrets Manager IR I EREN B R EMX B ZH AU BRIREHE S,

« EHRBF : SecretsManagerRotationTemplate

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRotationTemplate/lambda _function.py

Lambda ¥R E AT ABNXR Amazon Secrets Manager

¥t F the section called “@id Lambda BIEu# 175 #” , & Secrets Manager £/ Lambda B IRER
438 , Lambda A IAM #1T A & FH X L EUF R4S Lambda EEREE, BXx MR E B3kt
iEER |, ESHE -

- BIRBRBEERSA (2FH8)
- BIRRIEBEERS (EHE)
« B31E# ( Amazon CLI)
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https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
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UTRBIERTERT Lambda B EBMITHACHAEKERE, EQERNTACHHMNERERE | &
2% Amazon Lambda i iTAE,

w4 -

o EAT Lambda B EHEINIT A BRI ERE
s ERATEFREEZRPNEREN

s BRATREAPRBENEIRER

BT Lambda ##%R EBIAIT A R KEE
BT RIS A VPRI

* 21T Secrets Manager HiEESecretARN,
- BIEIEB,
s MRBEESRSE VPC Hi21T , WREFENEE. S HEE Lambda BEHUEATE VPC Y

spa s
pr N
f‘://\o

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"
1,

"Resource": "SecretARN"

"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPassword"

]I

"Resource": "*"

"Action": [
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"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

]I

"Resource": "*",
"Effect": "Allow"

ERTEFREERANREER

MEBEZRAMEH Amazon FEE R F4A aws/secretsmanager USH KMS Z4ABITINE | NEEED
Lambda U iTABR FEAZZANNR, BALUER SecretARN INEE L T 37 3 PR Hil ff 25 B B 58
A, NTAREHEEEACRERFZHAREENEH, UTRAERTERMERTHARKRES |, M
£/ KMS AN ZHABRBNIED,

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,

"Resource": "KMSKeyARN"

"Condition": {
"StringEquals": {

"kms:EncryptionContext:SecretARN": "SecretARN"

}

ENEATFREZANBENS N RACRAERESYE , SAMNOT RGN EGTUARTRITACHER
ZEH

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
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1,
"Resource": "KMSKeyARN"

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"

BRATREAFRENRIEIED
EAXREBAFPREBIWEESR , 155 the section called “Lambda EREE IR KL,

XN TFEE Amazon RDS ZiEM 4 , MREFEANERREBAF KR , HEBRAFZEHH Amazon
RDS B , MZESFAFRIEEITE APls Amazon RDS LU REARFA |, XH TS seRIERIEE
MIEEER. BIMNENEM L Amazon & BR Amazon RDSRead OnlyAccess,

U R B SR B e VR BR K

* 11T Secrets Manager Hig{ESecretARN,

- EREAFZRPEPRERZIL, Secrets Manager 2 FABRAFZHPNEIIETRRFHAPHE
iF,

° ﬁ“@%ﬁ‘?}ﬁgo

- MEBEERRSE VPC a7, MHREFFENEE. BXEZEE |, BHSHEE Lambda EELA
iAE VPC R AR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"
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RAriEmE

"Resource": "SecretARN"
I
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "SuperuserSecretARN"

},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPassword"

1,

"Resource": "*"

I
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

1,

"Resource": "*",

"Effect": "Allow"

}

Amazon Lambda 3 ZhEERY P L& 1E A

¥t F the section called “@id Lambda BIE# 1T5#” , & Secrets Manager f£A Lambda B IR ER
£ArY , Lambda BB EBUNMEER G E 1228, MRENZHITEEI , M Lambda B EIE AIEEH

T BX LEAEUF R SRR | Bl BUEE SRS -
15 R % 4R

Lambda ##2 ThREAMABEM 15 18] Secrets Manager . MRIEH Lambda BRI RIEERF |
MAUFERAAHRALRE TR, BEEERKS , HZH the section called “Secrets Manager i 5",

WREH Lambda RBEFEZBEBRMIGRNERN VPC FiE1T , RIBWEE VPC AELE
REERHAN
HEEQILELHETR. BXEZER , B2 VPC ixns ( Amazon PrivateLink ) o

Secrets Manager RFMBELHT R, ARG, B8 VPC AT EH R FAHKELIRT

Amazon Lambda ¥ IhaEHY R & 32 A
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W& , WA LUBE @ VPC RN NAT XA BMMx ( XFAFRBE VPC WRETFRIAE IR
K ) , A Lambda EEIF R Secrets Manager A8 R, X< VPC HIf—EHXEKE , BAN
KH IP it ATRE S ZEIR B AF Internet I B o

(A ) HRBEEFE SRS

XNTi#EM APl B2 KN FH , TERBHAENREEFESRS.

MBSV BIBERRSZE VPC B8 Amazon EC2 324l Ei51T |, BRATEB IS HEH Lambda B3k
BERNER— VPC Hiz1T. ARRRNENUEESEENRFERE. BXESEE , FSHAEE
VPC 518,

E 1 Lambda ¥ R BIEESRRS |, BT ERMNE Lambda BREBHN L2 H R TFERIE
FEARSSHY HuhiE SR ABARM MBI BEFERRSHL LA LR E Lambda 2R EEHIT
AVEEEE,

BEBR Amazon Secrets Manager ¥ [

N TFH#FZARS , Secrets Manager £/ Lambda BRI ZH. BXREZEE , S H the section
called “J@3d Lambda EEUHITHIR", Lambda RIREBERERANBIEED RS UK Secrets
Manager R B, HRRTEZEMBHITH , NEKRZER CloudWatch &o

® Note
RERKUUNECEER K SHEEEAIREHE, EXEZEL |, 155 the section called
“RERH,

EEF Lambda K CloudWatch BHE

1. 3TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o

2. ®ELENFR , REEIFMAEETE LM Rotation configuration ( #IREE ) T , i%£# Lambda
BHEB, Lambda #4A T F.

3. AP kWL &R R, RRIER ‘BEFEFEE” CloudWatch,

CloudWatch ##| & T F H E RIEEREM B &,

fRiz A&
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https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html#vpc-configuring
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https://console.amazonaws.cn/secretsmanager/

Amazon Secrets Manager A5
‘ERETERRIEIE ZE&EED

“createSecret’ Z [ & BIE D

R PAFIER KMS”

i : “Key is missing from secret JSON ( 43 JSON R #40 ) ”

% : “setSecret: Unable to log into database ( setSecret : ToiEEFHIEE )~

 “TES AR lambda_function™

T AR ERBMAM Python 3.7 #4E| Python 3.9

Amazon Lambda M Z##PutSecretValue & K

i

i

i

i
%ﬁ

ERETRP R 2 EREED

MREERETERRIEI 2EREED , HEESHFLEMBREK , HlEERIA Lambda #At 7 30000
Z%® , Il Lambda BB AIgE2E =5 A Secrets Manager i & B AT,

Lambda ##2 ThREAINEERS 15 18] Secrets Manager i S, R EH Lambda BB T LATH R EEXK |, N
AUERANHARE TR, BEEERKS , IS H the section called “Secrets Manager i@ 5",

MREH Lambda @?&ETE%EE*HW@*KFEE’J VPC HiE1T , %MEDU’U’VE VPC AELE Secrets
Manager RS FB LT Ko ?’U‘ B VPC A EB R FARXRBARTRANBERANEEESE
MELAETR. BXREZEER , 1821 VPC i ( Amazon PrivateLink ) o

mE , WA LUBE @ VPC 70 NAT M 3< 3k B Bk M R < ( JZ‘ AR BEE VPC R E RN B iK
/), AT Lambda BE 15 [A] Secrets Manager 2B iR, XE VPC Hig—ERIXEE , B MXH
IP th 3t ATRE R EIR B F Internet I,

“createSecret’ 2 [a;& BE3)

LA BB AT BEA TE createSecret 2GS BRI
VPC W& ACLs A HTTPS g H,

BXEZEER |, B55H Amazon VPC FAF 18r ACLsH Y fiE FA W &8 2 &l + MR £
Lambda REENEENE , TEHRITES.

BXEZER |, 2 (Amazon Lambda FF R A RIEME) PWEE Lambda BEUETL,
Secrets Manager VPC CIDRs Z&im 11 R F A 1F VPC A D BN T L4,

BREZER , H5 KR (Amazon VPC BFiER) PHERAZSAERHEIR RN RE,
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Internet_Gateway.html
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https://docs.amazonaws.cn/lambda/latest/dg/configuration-function-common.html
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Secrets Manager VPC i R BT L Lambda £ /4 VPC iw Ko

BREZER , 2 H the section called “VPC % 5 ( Amazon PrivateLink ) 7,

ZERACAREAFRRERR , QAT B H Amazon RDS B |, } H Lambda BT L1 ]
RDS API,

NFHEEAFPWEREM Amazon RFEENIEASRIR |, Lambda 3R EBAT % 8 A RS
i RSB EEEZEES. BINBUENBEERSEE VPC kK. BXEZEER , BESH .
{Amazon RDS FF#E8) #H# Amazon RDS API #l# 0 VPC i K.
{Amazon Redshift EE1Em) FRIEA VPC kK,

Hix - “NARVFTEE KMS”

MRMEEER ClientError: An error occurred (AccessDeniedException) when
calling the GetSecretValue operation: Access to KMS is not allowed , M3
BERERZAMBRAN KMS BEAKNZARE., NREBIPUREFESNEZELTXRENFESR
FHNERG, BXRFTENEBEHNER , B2 the section called “ER TEF IEERANERIE D,

£i% : “Key is missing from secret JSON ( Z4A JSON HER D Z34H ) ”

Lambda 3B ERZRAEX AR ERN JSON &1, MR ZE RILEEIR |, N JSON maERR DRI
ZiRGRINZHE, BXBHHHALER JSON £EMMEER |, FS 5 the section called “Z4A#Y JSON
&,

21% : “setSecret: Unable to log into database ( setSecret : ToE B FREIEE )~
AR R AT RE S BRUL 4R IR -
RIREBT LR R BEE.

MEEFSEFLEMNEE K , flaEE 5000 28 , Il Lambda ##5RE AT 8ELTEB N M5 B iR
=8

MRIEHVBIBEESR RS E VPC B8 Amazon EC2 324l Eiz1T , RATE WG EM Lambda &R
BEEANER— VPC Hi21T. ARRRUIEANEEELENRSERE. EXEZEER , BSHALE
VPC 58],

E 21 Lambda ¥ R BIBEBEZRRS |, BATEERMNE Lambda BREBNW L LA R TFEHIE
FESARSSHY HuhiE . BRI ARM MBI BEFERRSFHL A R E Lambda 2REEHIT
AVAE,

RRABHE o


https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/redshift/latest/mgmt/enhanced-vpc-working-with-endpoints.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html#vpc-configuring
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ZHPHELERIR.

MRFESFLEREERE , N Lambda REB L EERAZAPNEIERTEHRIUE, £FH
Amazon CLI &£ Z4AAWSCURRENTRHIAWSPREVIOUSHR A FIIE B Fah & F , REE R get -
secret-value,

WIEFEMFE A scram-sha-256 ARG,

MREBEIERE = Aurora PostgreSQL M4 13 RESIRA , HBEEA scram-sha-256 &
B ERMEBERTXF scram-sha-256 B 1ibpq R4 9 SLE IHARA |, NIRRT EIEE
BIBEE,

WEMLEHIEERFFEA scram-sha-256 %

-  ESHEE RDS for PostgreSQL 13 ) SCRAM B4 IF KK EEHIE SCRAM HiBH
B,

T E SRR BERA B 1ibpq RAE

1. EET Linux WitEHN L , 7 Lambda #£#1& LSMBIEHNRBEEBA THTBE, Fzp X
HRRERDTEE FP,

2. ‘E@HITLE, EIEBFRHIET:

readelf -a libpg.so.5 | grep RUNPATH
3. WMREIFME PostgreSQL-9.4. x HAMET 10 WEERAE , WEREHRT<F

scram-sha-256,

XX scram-sha-256 BWEHBREEH @ E

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/1lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

«  X¥ scram-sha-256 R EBNHE L
0x000000000000001d (RUNPATH) Library runpath: [/

local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
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DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

(® Note
WSRIRIE 2021 £ 12 A 30 HZHNRE T B RP R |, NEWERRINEEHELSLibpgiy &
BAMR AR X #Fscram-sha-256., N T X scram-sha-256 , BEEEH O EEBHRIREK
.

BEEFEE SSL/TLS HRINR.

MREHBIEEFE SSUTLS iE#E , BRBEBER T RMBOIERE , WRREET LEZETH
. EAT Amazon RDS ( Oracle #1 Db2 BR#\ ) 1 Amazon DocumentDB Y53 BB B 3 fiE
AZ+EEFRE (SSL) AR RS MM (TLS) REZIHEE (METH ), BN, Mi1E
FRIMZAERE,

® Note

WMREE 2021 F£12 A 20 B2RRET B RARKR , WRRDETEREETIZENR
HAtEARSSL/TLS. To support connections that use SSL/TLS , M EEF#H €I E R E K,

T8 TE SR Y B 1R B T Y B 2 B )

1. 7E Secrets Manager ###l & H https://console.aws.amazon.com/
secretsmanager/ , T REIZ4H, 1E Rotation configuration ( 3 EE )
B Lambda rotation function ( Lambda $#E# ) T , &K EF| Lambda
function ARN ( Lambda BK¥{ ARN ) , f5l#0 , arn:aws:lambda:aws-
region:123456789012:function:SecretsManagerMyRotationFunction . TER
5l SecretsManagerMyRotationFunction ® , M\ ARN KEEHIEHBEFr.

2. 7& Amazon Lambda 2| & “BE¥C T https://console.aws.amazon.com/lambda/ , fF#&#Y

Lambda BREIB A REIE BB RAES | & “m A, RF1ER Lambda B,

3. HEERBFMEERMEAF , £ Configuration ( BLE ) &I F LM Tags (7L ) T, E#lig
aws:cloudformation:stack-name Zil I {E.,
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4. 7£ Amazon CloudFormation %l #& https://console.aws.amazon.com/cloudformation &Y
Stacks T , FMEAEKLIBRESD , AFERE Enter,

5. HERIIRFGHTHE , EREREIE Lambda B EEA H%, 7 Created date ( 812 H
H) 5h , EFHRNAEBH, X2 Lambda #IREHHNAIE B H,

Hix  “TTES AEBR lambda_function™

MRBZITH R BEIMRAH Lambda BE , BiZEEEM Python 3.7 Bah AR B EHARAHK Python
0, NIAEBRLA R, EfRILEIR | B LY Lambda B8R A K E Python 3.7 , fAJF the
section called “FII A W R EEARAM Python 3.7 A% F| Python 3.9°, ETHEZER , HSH
Amazon re:Post By 1+ AFKH Secrets Manager Lambda B ¥4 #0 5k MH H IS R B pg R
ix?o

MBI EBURAM Python 3.7 #4 F Python 3.9

2022 F 11 Az BRI B9 AR Python 3.7, EMATF Python B Amazon HiFF AT ES
F 2023 £ 12 Af=1EX# Python 3.7, BXEZEE , HSH Python ZFBEREFH Amazon SDKs
FMIE, EYIREIFER Python 3.9 MFTRIREE , AN EARARREBFRIMESITHREBEHRNERN
BRI,

B FEH Python 3.7 9 Lambda ## B

1. %&3% Amazon Web Services Management Console 3 $T7 Amazon Lambda ##&1& , Mt
H https://console.aws.amazon.com/lambdal/.

2. HEE¥IIKRF , ik SecretsManager.,
3. EMEFMNEBIIKRD , EETHRET , £ Python 3.7,

4% %) Python 3.9 :

 JEIN 1 : §5F Amazon CloudFormationE i 8 2 ## E EK

« &I 2 . EAEMINAREEHIZ1T8E Amazon CloudFormation
« T 3 : XTF Amazon CDK AiF , A%k CDK EE

&I 1 : £ Amazon CloudFormationZ # 6l 2 50 i BI #k

HI&E A Secrets Manager 2 H| & FF B H R IEERT , Secrets Manager 26 H Amazon
CloudFormation 8@ % BRI , 23E Lambda R EH. MREFEARFEFERGE , REER
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Amazon CloudFormation 4% 872 7 hiedkThae , M A LAEAHEA Amazon CloudFormation 4% E#
RIREEH BB RN, FERBCNEARITRAH Python,

B IR HERE BRI Amazon CloudFormation 4k

« 1 Lambda REHFAESENENEERIF L | &FEFRZL, BF aws:cloudformation:stack-id
ZH ARN,

HRBHERMATE ARN B, T BIFRR,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

. H B : SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda

EHOIERIEEE ( Amazon CloudFormation )
1.  #£% Amazon CloudFormation , &M E R | RFEEREH,

MR HNBNVEE BRI ERE |, FRBRRIRER , REEEEFR.

2. HEEMERAELHNESERT  EZRENAEFRERTEE  RSEENREFRESRTRE
BT  ERENAREFRERPRERZRE,

3. ENARERHmEESET , ITUTERE
a. TEEMHRMKBE , £ SecretRotationScheduleHostedRotationlLambda # 34

"functionName": "SecretsManagerTestRotationRDS" HI{EE N HFTIWEHEBH
f5lan1E JSON # "functionName": "SecretsManagerTestRotationRDSupdated"

b. EHREHEMNR.

c. TEMEEEA Amazon CloudFormation X iFHER |, EFBHEIAFH L F A Amazon
CloudFormation,

4. LT Amazon CloudFormation iR T/ERTE | REERIER,

EIN 2 ; FERAEHI AR R IZ 1T E Amazon CloudFormation

L I&fEH Secrets Manager 2% & FF B3R INEERT , Secrets Manager &£/ Amazon
CloudFormation 8|S EM AR , ©1& Lambda BiRE, MREFEAEHATFEREHR , EEH
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Amazon CloudFormation 4% 812 7 iEd% B , W AT A AMERERY Amazon CloudFormation ¥R E
FTHE R ThRERYIZ 1T B [E] o

B IR HERE BRI Amazon CloudFormation 4k

« f£ Lambda HEMWIFHAEETEHMNEEEIF L | EBHFL, &BF aws:cloudformation:stack-id
3/ ARN,

HRBHERMATE ARN B, T BIFRR,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

. H B : SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda

BB BAIZITEI RS ( Amazon CloudFormation )
1. £ Amazon CloudFormation , I AME R , ARIEEBEERN,

MR HNBNVEE BRI ERE |, FRBRRIRER , REEEEFR.

2. HEEMERAELHNESERT  EZRENAEFRERTEE  RSEENREFRESRTRE
BT  ERENAREFRERPRERZRE,

3. ERAEFRBERT , MITUTERE
a. TE#EMR JSON # |, ¥ F SecretRotationScheduleHostedRotationLambda , 7
Properties TH) Parameters TJ5 , il "runtime": "python3.9",
b. EEFEEFEN,

c. TE#ZE{EA Amazon CloudFormation X iFMES |, ERHEIAFBLEFE A Amazon
CloudFormation,

4. LR Amazon CloudFormation itk T/ERTE , REEFRIER,

&I 3 : 3 F Amazon CDK BF , #4¢ CDK &

WMREMEA v2.94.0 Amazon CDK Z BT RA N BEARERKR , WATLUBE AR E v2.94.0 HESRAE
RE# Lambda B, BXEZER , i3 M Amazon Cloud Development Kit (Amazon CDK) v2 Ff
BEARIEE,
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Amazon Lambda #Z % #iPutSecretValuek K

MR EIE Secrets Manager FERARAB BRI EK R , HEHE AWS FEIL T —4 CloudTrail %
A LLTE B RotationFailed B4 : LAMBDA_ARN.Lambda K812 Secret 3B Z4HSECRET_ARN
WRAVERSION_ID BBREBFMHRIHEFRER , MFEEEH Lambda EE T BEFEAAWSPENDINGZS
¥, RotationToken

E ¥ Lambda KedkEELA2FE RotationToken
1. T &k Lambda B

 $TFF Lambda & &
- ESMBEBRD , EFEK
- NEBBHIEFREN Lambda ZHARIREEK
« WFTE, EBREBEATE . zip. Amazon SAM X#, FHEHH—
- ER AE RZYERFEARMITEN L,
2. Y% Lambda_handler

EBEIKF M create_secret ZEH M A rotation_token S :

def lambda_handler(event, context):
"""Secrets Manager Rotation Template

This is a template for creating an AWS Secrets Manager rotation lambda

Args:
event (dict): Lambda dictionary of event parameters. These keys must

include the following:

- SecretId: The secret ARN or identifier

- ClientRequestToken: The ClientRequestToken of the secret version

- Step: The rotation step (one of createSecret, setSecret, testSecret,
or finishSecret)

- RotationToken: the rotation token to put as parameter for
PutSecretValue call

context (LambdaContext): The Lambda runtime information
Raises:

ResourceNotFoundException: If the secret with the specified arn and stage
does not exist
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ValueError: If the secret is not properly configured for rotation

KeyError: If the event parameters do not contain the expected keys

arn = event['SecretId']

token = event['ClientRequestToken']
step = event['Step']

# Add the rotation token

rotation_token = event['RotationToken']

# Setup the client
service_client = boto3.client('secretsmanager’,

endpoint_url=os.environ['SECRETS_MANAGER_ENDPOINT'])

# Make sure the version is staged correctly
metadata = service_client.describe_secret(SecretId=arn)
if not metadata['RotationEnabled']:

logger.error("Secret %s is not enabled for rotation"

raise ValueError("Secret %s is not enabled for rotation

versions = metadatal'VersionIdsToStages']
if token not in versions:

logger.error("Secret version %s has no stage for rotation of secret %s." %

(token, arn))

)
S

raise ValueError("Secret version %s has no stage for rotation of secret
." % (token, arn))

if "AWSCURRENT" in versions[token]:

logger.info("Secret version %s already set as AWSCURRENT for secret %s." %

(token, arn))

return
elif "AWSPENDING" not in versions[token]:

logger.error("Secret version %s not set as AWSPENDING for rotation of

secret %s." % (token, arn))
raise ValueError("Secret version %s not set as AWSPENDING for rotation of

secret %s." % (token, arn))

# Use rotation_token
if step == '"createSecret":

create_secret(service_client, arn, token, rotation_token)

elif step == "setSecret":
set_secret(service_client, arn, token)

elif step == "testSecret":

[J

[J
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test_secret(service_client, arn, token)

elif step == "finishSecret":
finish_secret(service_client, arn, token)

else:
raise ValueError("Invalid step parameter")

3. #YmiBcreate_secretftig

&M create_secretBHBAEZ HEA L Frotation_tokenZ#k :

# Add rotation_token to the function
def create_secret(service_client, arn, token, rotation_token):
"""Create the secret

This method first checks for the existence of a secret for the passed in token. If
one does not exist, it will generate a
new secret and put it with the passed in token.

Args:
service_client (client): The secrets manager service client

arn (string): The secret ARN or other identifier
token (string): The ClientRequestToken associated with the secret version

rotation_token (string): the rotation token to put as parameter for PutSecretValue
call

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage does not
exist

# Make sure the current secret exists
service_client.get_secret_value(SecretId=arn, VersionStage="AWSCURRENT")

# Now try to get the secret version, if that fails, put a new secret
try:

service_client.get_secret_value(SecretId=arn, VersionId=token,
VersionStage="AWSPENDING")
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[J

logger.info("createSecret: Successfully retrieved secret for %s." % arn)

except service_client.exceptions.ResourceNotFoundException:

# Get exclude characters from environment variable

exclude_characters = os.environ['EXCLUDE_CHARACTERS'] if 'EXCLUDE_CHARACTERS' in
os.environ else '/@"\'\\'

# Generate a random password

passwd = service_client.get_random_password(ExcludeCharacters=exclude_characters)

# Put the secret, using rotation_token
service_client.put_secret_value(SecretId=arn, ClientRequestToken=token,
SecretString=passwd[ 'RandomPassword'], VersionStages=['AWSPENDING'],
RotationToken=rotation_token)

logger.info("createSecret: Successfully put secret for ARN %s and version %s." %
(arn, token))

4. LFEEHFEH Lambda AR

FH A Lambda ERARBIE | 9E £ IRIEH B,

FeiRit X

Secrets Manager 27 BiE EN RN B NZERITRHRENZH, EREITRIFTE , EEA cron()
= rate() i%)I‘U«X&NEQﬁﬁNIHL Secrets Manager R R AENLIRER, BAUEEE—
NV R IR BT R A B /D R IR — IR B4R

ESARKR , FSH

« the section called “}EE 5 #”
« the section called “BZI 5 EIEERR ( BHE )
« the section called “BEIB{IEBIRERA (12FHE )

”

Secrets Manager ¥## 1t XA UTC X,

At ER

Secrets Manager 2Rt R S L T ERFE L, HEEERRZAN |, ATLLURERERAME |, Secrets
Manager 2 E3 IR AT ER A B/ NET R RGN 240
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Secrets Manager 3B EBIR/NINFFHR. XN FEA rate() REX ( AXHIEA ) HEIRITR
BRRNBMNFERIF B, BALUEA cron() RENRERRTBRNVITHRINE, BXTRH, FSH the

section called “Cron &ERX",

ARNBRT , W TFEDFITENRRITY , RRERE—/PEEXA ; §TRRXITENERITY , ik
B ERTE — REERATK .

EEQRMABHKE , BIRENRIFENE. SRR BRIRENEE—/if, ZERRIFERTE
HEMHERT - MR R, RYFR , W TN R RVHRRITR  FHANRRNRNTRETRRZ
EEY /DA N TFRRNEMHRRITR , FEINER /DR BN L RSFERNENTRET 24 T

Rate &KL

Secrets Manager mERIAXKAUTHER , HHbValue N EBFKhour , Unit T LARhoursday. .
Mdays :

rate(Value Unit)

BRI /NRRR—IXEH, RRRBREHN 999 X, =6 :

/"'&'{
« rate(4 hours) EREZRFABU/ NN —IR,
- rate(1l day) EREZRHFATREHR—IX,
« rate(10 days) ERERHAE 10 REHR—IX,

Cron FRiA T

Secrets Manager cron RIZXEBLUTHE :

cron(Minutes Hours Day-of-month Month Day-of-week Year)

SENPFIEEMN cron REXNBRBLERE, HIW0 , cron(0 4/12 * * ? *) Ri]ES 400, TF
4:00 , RBERE-KREE 4.00, T4 4:00, Secrets Manager #£#1tXIFEH UTC X,

X Expression
/UM =R, NFEITLE. cron(@ /8 * * ? *)
/UM —IX , NE L 8:00 FF %A, cron(@ 8/8 * * ? *)

Rate &A= 201
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AN e Expression
BtH/hat—IX , NER 2:00 FEo cron(Q 2/10 * * ? *)

R BOFM 2:00, 12:00 M 22:00 74, A
FEEZXKH 2:00, 12:00 A 22:00 # 1T,

#XLEF 10:00 cron(@ 10 * * ? *)
BEHSTF 6:00, cron(@ 18 ? * SAT *)
BA%E 1 XLEF 8:00 cron(@ 8 1 * ? *)
B=NMAE-—1NEHRZER 1:00, cron(@ 1 ? 1/3 SUN#1 *)
BA&E—XTF 5:00, cron(@ 17 L * ? *)
EH—FNEHA L5 8:00, cron(@ 8 ? * MON-FRI *)
BAE 1 XME 15 XT4H 4:00 cron(@ 16 1,15 * ? *)
BAEF—1MEHMBFR. cron(@ @ ? * SUN#1 *)

MN—BHBHE, B 11 NANE—NEHR—MWF cron(0 0 ? 1/11 2#1 *)
@O

Secrets Manager Y Cron FRiAT EK
Secrets Manager X B] LA F cron RiZXHANEE —LPRH|, Secrets Manager 9 cron FTRiAZ K 7 £

FERMHAIEE 0, HH Secrets Manager IRINBREEQTT R, HFEHFRMLIIEE * |, AH Secrets
Manager X #FMHEBE—F U LR RITX. TRERT JUAEARED

FE =] BT
Minutes AR 0 7c
NN 0-23 R/ (ERMT) BEEEE, 4

m, 2/10 BEREMNER 2:00
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FE =1 BEARF

TTeaE 10 Mt —IR, BRI LE
9/ HR — IR B

D ay-of-month 1-31 A, (85 ) 3sHMWE. 6
m, 1,15 YRHAME1 X
ME 15 Ko

£/ - (EX% ) BEEEE. #
W, 1-15 RRHANE 1 X
E% 15 Ko

A (25 ) B8%ZFRIHN
FiEE. flwm, ~ RRIHAM
B-X,

?2(R5) BEFATEE—
®E N BIZEER— cron
FKEXHF R Day-of-month
M Day-of-week FEX[EIR
EEE, MBREREEP—AF
BHREETE, USNES—
NFERAEA? (FF ),

£/ ( ERHL ) EERE,
plan , 1/2 RIRME 1 RFT8A
BRX—IX , SAEHR , 5 1
R, B3IXR, B5X, #RILE
#o

A LEESANERE—Xo.

5/ DAYL B EZBAHRE—
Nen B BHA, a0 , SUNL &
TYEANERE—INEHE,
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FE

At

(=}

1-12 =% JAN-DEC

BEARF

5/, (5 ) 3sHME, i
@, JAN,APR,JUL,OCT =X
~—A, MA. tA#Mt+A,

£/ - ("% ) BEETE. A
wm,1-3RF—FNE11MA
EEINMA

A (25 ) B8k FRYF
WEE. flm, * RRg)H
EO

£/ / ( ERHL ) EERE,
plan |, 1/3 RRB=1NA—
R, NE1NRTTEE , BISE
1. 4, 7TH 10 1M A,
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FE

D ay-of-week

Year

(=}

1-7 2 SUN-SAT

WIRE *

BEARF

FR#EEENMNARN—RANE
HA 1L, a0 , TUE#3 RRZA
HNE=ANEH=,

£/, (25 ) 22 HftbE, F
W, 1,4 RE—ANE-RM
%%0

/- (EXE ) BEEBE, 4
wm,1-4 R—FBEWNE1XE
L4 K,

A (ES) IeRFERPH
FREE. fit, * RE—AN
ﬁ_%o

?2(\5) BEFATEE -
®BE—P. BEZEER— cron
FIERXAF R Day-of-month
M Day-of-week ZFEREAT
EEE, MBEREEP—AF
BYPEETE, USNES—
NFEPFERA? (BT ),

A/ (ERHL ) EEEE, f
wm,1/2 R —ANER-—X
, NE—RF i |, BIZE 1 X,
B3R, BEERMET X,

£/ L i E—Bi&E—X.

I
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3 B5#: Amazon Secrets Manager 4R

BREXKRECRE TRRNZH, EREFRSCRENRR , BERFESHEFEHAHB T RIS E
Rotation configuration ( ##ELE ) E82, R Rotation status ( 2 ¥IRZ ) 73 Enabled (B ) , M
FHRENRIR, MRTE , FZRARGR BH,

B ARG (245 )
$TFF Secrets Manager #£#|& , Mt R https://console.aws.amazon.com/secretsmanager/o
ERIEN R,

1
2.
3. HEHRAGENEL A HREEETS , ERUEREN.
4. HERRBAXFESD , EREHR,

Amazon CLI

Example 3 Bl5#: % 4R

AR rotate-secret RBIRF BN FFta5Hr, BRAMXTMEE BRI,

$ aws secretsmanager rotate-secret \
--secret-id MyTestSecret

ERARERNEZHA

IEAILAE A Amazon Config SRIHMEERN 4R | LEBCIIREFSEBNIRE, B LUER Amazon
Config MLNE X HNZHABLEMENEER, AFE Amazon Config B BUIR B R FF& VRN B 54
o HE M LRERNZATKIE. RREE. ATEHAMEN KMS 43, Lambda BREBUARER
FAXRBIRSERHITHER,

MREHELAHREZA Amazon Web Services Ik Z4 , MIAURESZEEMSAELIE. Amazon
Web Services X8 BXREZE LR , S H# Multi-account Multi-Region data aggregation.

TN EARBERRHR

1. BEMEMAmazon Config SN FEFR PRV AR ITIRE , AMATHANRRITIER

« secretsmanager-rotation-enabled-check — R&ERE N 1FMTE Secrets Manager HHY
FEAME T IR,
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+ secretsmanager-scheduled-rotation-success-check— K2 EXBRIINEHRERE
BENRRIMERN, RENZREMENERX,
« secretsmanager-secret-periodic-rotation —REREECERENKEARLIRTH
£,
2. ("% ) B E Amazon Config N EZATEMBHNE, BXEZEELR |, i5S 1 Amazon Config
KI3EZE Amazon SNS EFRYEH,

£ Secrets Manager FEUE B3 # i

MRNEZPERET BBk , HEEEELERER , WA BUEER,
HUH B35t

1. 3TFF Secrets Manager ##|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EEENER.

3. EEBARMAGENLMRKREET , ERERELR,

4., HEHRBERHREENEED , XAERKR  RAEERRT.

Secrets Manager 2R EBRREEEFE , WMELAERRATEH S ARKRNATUEAT,
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https://docs.amazonaws.cn/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.amazonaws.cn/config/latest/developerguide/notifications-for-AWS-Config.html
https://console.amazonaws.cn/secretsmanager/

Amazon Secrets Manager ArfEm

Amazon Secrets Manager HE Ml Amazon fRZEEMN I

¥ % Amazon BRS1E 176 FE A YL Amazon Secrets Manager, EREEBFERT , XERFARKE
4 XEREVEBXEZANBRSTLUBHEECH], N, —EREFPBRAERE , AETR
VECEERR. RERSETRERHEESEREHNER TERZHRMEREN] , XBB TR LLF
W, A RFEERSKBTE4A.

@ Note
REFRHREHERXLRAN Amazon k5 61E.

REZACERATEEERS ID B AERBERBI TS,

Secret name: ServiceID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3

IDs B TEEHNBH RS

» appflow - the section called “Amazon AppFlow”

* databrew - the section called “Amazon Glue DataBrew”

+ datasync - the section called “Amazon DataSync”

* directconnect - the section called “Amazon Direct Connect”

¢ ecs-sc —the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “Amazon Web Services Marketplace”

* opsworks-cm - the section called “Amazon OpsWorks for Chef Automate”

* pcs —the section called “Amazon H1TITERE”

* rds - the section called “Amazon RDS”

* redshift - the section called “Amazon Redshift”

+ sqlworkbench - the section called “Amazon Redshift Zif) R85 v2

BERMEM Amazon RS EEN R | BSHERTEEE.

BREAZANBRSNTRIIK , B0 E£AFHNKRS.
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RAriEmE

Amazon 8 Amazon Secrets Manager ¥l Z I RS

FREVE X LT84 Amazon Web Services RS I{A1 5 Secrets Manager S HI1E B.o

#n4a Amazon App Runner £ Amazon Secrets Manager

Amazon App2Container Z1{AIE /A Amazon Secrets Manager

7047 Amazon AppConfig £/ Amazon Secrets Manager
MU 5 #h a04a] AppFlow £ Amazon Secrets Manager

Zn4al Amazon AppSync £ Amazon Secrets Manager

Amazon Athena ¥l Amazon Secrets Manager

MU 53 Aurora 52 #01A £ FA#Y Amazon Secrets Manager
#n1a] Amazon CodeBuild £/ Amazon Secrets Manager
Firehose RN4AIf5E A I & #h & Amazon Secrets Manager

1A Amazon DataSync £ Amazon Secrets Manager
I 5 #h 4047] DataZone £ Amazon Secrets Manager

Zn4al Amazon Direct Connect £ Amazon Secrets Manager

#n4al Amazon Directory Service £ Amazon Secrets Manager

Amazon DocumentDB ( with MongoDB compatibility ) #04a]f€ F§ Amazon Secrets Manager

4n4al Amazon Elastic Beanstalk £/ Amazon Secrets Manager
Amazon # AR EMEBMFEA S Amazon Secrets Manager
Amazon Elastic Container Service

I 5 #h 4040] ElastiCache £ Amazon Secrets Manager

tn4al AWS Elemental Live £/ Amazon Secrets Manager

e AWS Elemental MediaConnect £ Amazon Secrets Manager
e AWS Elemental MediaConvert f#F Amazon Secrets Manager
w4l AWS Elemental MedialLive £ Amazon Secrets Manager
A AWS Elemental MediaPackage £ Amazon Secrets Manager
tn{ AWS Elemental MediaTailor £ Amazon Secrets Manager
Amazon EMR #0{a] £ Secrets Manager

I 5 b 3040] EventBridge £ Amazon Secrets Manager
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« T 5#hin{a] FSx £ Amazon Secrets Manager #Hl1%¢

4047 Amazon Glue DataBrew £ F§ Amazon Secrets Manager

+ Amazon Glue Studio #i{AIf£ A Amazon Secrets Manager

- Bn{a Amazon loT SiteWise f£/H Amazon Secrets Manager
o W 5# Kendra 2RI A K Amazon Secrets Manager
» I 5% Kinesis Video Streams 2 #1{A £ FA B Amazon Secrets Manager

 404A Amazon Launch Wizard £/ Amazon Secrets Manager

« Amazon Lookout for Metrics #1{i £ Amazon Secrets Manager

« Amazon Managed Grafana 2 #0{a{# Y Amazon Secrets Manager

+ 3048 Amazon Managed Services £/ Amazon Secrets Manager

+ Amazon Managed Streaming for Apache Kafka #01a]# Fl Amazon Secrets Manager
+ Apache Airflow f9i 57 £ E TERE L WA £/ B9 Amazon Secrets Manager

* Amazon Web Services Marketplace

 404A Amazon Migration Hub £ Amazon Secrets Manager

+ 304A Amazon Panorama £ Secrets Manager

« Amazon F{TIHE RS M{AEA Amazon Secrets Manager

3047 Amazon ParallelCluster £ Amazon Secrets Manager

« Amazon Q 1A A Secrets Manager

« 048] Amazon OpsWorks for Chef Automate 8 F§ Amazon Secrets Manager
YIS an4a] QuickSight £ Amazon Secrets Manager

« Amazon RDS =Z A K Amazon Secrets Manager

« W 53#h Redshift B9 H %5 3 Amazon Secrets Manager

« Amazon Redshift Eif)m#ET v2

« W 5#h A SageMaker | #01AIE AR Amazon Secrets Manager

4047 Amazon Schema Conversion Tool £ Amazon Secrets Manager

« SEAT InfluxDB B 3 Timestream 2 3{AI £ A H Amazon Secrets Manager

+ 404A Amazon Toolkit for JetBrains £ Amazon Secrets Manager

« hn{a] Amazon Transfer Family £ Amazon Secrets Manager # %
 404A7 Amazon Wickrf ] Amazon Secrets Manager #%%
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Al Amazon App Runner £ Amazon Secrets Manager

Amazon App Runner 2 —I1 Amazon RS , CREMAT —fiRE, BEBELFRENSR |, HRAB
RARMBREEILET Amazon ZF AT BEZ S Web NARF. BLEFIFEAR, REFEHH
MitERS , BFEEMENATENEE Amazon &R,

£/ App Runner , A ERIERFS A EMBRSHEEMFZANEESI ANRSHFHIFREEZE, B
XEZEER , 55 (Amazon App Runner F R AR EREE) RIS ARELZEMEERINETE,

Amazon App2Container #01aA{#A Amazon Secrets Manager

Amazon App2Container @ — R FTLE , AIRBERAMEBRER B EE P ORE U LEZ1TH R
BfERF , FHEH Amazon ECS, Amazon EKS SE K A 83 %= 1T Amazon App Runner,

App2Container £ Secrets Manager X EEA TN ITHITEVEEIIN AR RSBJ|WEILE , XU
FEETZREMS. BXEZER |, 155 App2Container AFEE P EE Amazon App2Contain
Amazon er B %4,

#n{a Amazon AppConfig £/ Amazon Secrets Manager

Amazon AppConfig 2 —f A AT a2, EEMREFENAZEFEENIEE. Amazon Systems
Manager Bt & Al ‘2 & 7% £ Secrets Manager P I HESHMBBER. HENEZEHEN

Fe & XA, AT LAIEE Secrets Manager fENELEHIERIRIR. BXEZER , BZH (Amazon
AppConfig AAF#EmM) FHOIZBEHEXEE . BXUWME Amazon AppConfig & IBFF 8 B 3 R ik
TheE M ZEAMEE |, i3 @ (Amazon AppConfig AF#8R) H MY S ecrets Manager 247503,

NI Sy gn4al AppFlow £ Amazon Secrets Manager

I 53k AppFlow R —TELEENERRS , EEREBERGEIRS (SaaS ) NARER ( fil
Salesforce ) 5N S E £ 77 BRS ( Amazon S3 ) Hl Amazon Web Services R Amazon Redshift
ENARFZ AT L ATIRBIE.

£ Amazon H AppFlow , Z#fF— SaaS MARFEEN R ERE , BROIET —NEE., X
BIEEEE SaaS NABRFAENEE , flUNSARIESIE. AFRSNEB, LN ENEERE
AppFlow F £ B ZRKY Secrets Manager £ & # £ appflow,. FEZEANZACS TS EL IR
FH® AppFlow, BEXEZEE | 52 H T % AppFlow F 1§ AppFlow B SR EIER T
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https://docs.amazonaws.cn/apprunner/latest/dg/env-variable.html
https://docs.amazonaws.cn/apprunner/latest/dg/env-variable-manage.html
https://docs.amazonaws.cn/app2container/latest/UserGuide/manage-secrets.html
https://docs.amazonaws.cn/app2container/latest/UserGuide/manage-secrets.html
https://docs.amazonaws.cn/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-free-form-configurations
https://docs.amazonaws.cn/appconfig/latest/userguide/appconfig-security.html#appconfig-security-secrets-manager-key-rotation
https://docs.amazonaws.cn/appflow/latest/userguide/data-protection.html#encryption-rest
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#n{a Amazon AppSync £/ Amazon Secrets Manager

Amazon AppSync IR ABRFFAARRHE T —1NEX, AI¥ &M GraphQL #O , AT&HXKEZN
SERMVEIE | 248 Amazon DynamoD Amazon Lambda B #l HTTP, APIs

Amazon AppSync £/ Secrets Manager Z4A R R EIEE#ET 5 RDS f Aurora, BEXEZEE.
EZ# (Amazon AppSync FF A AR ERE) PHIHIE : Aurora Serverless.

Amazon Athena 0{a]f£ A Amazon Secrets Manager

Amazon Athena 2 — IR EXEHRS , ILEREEBENEARE SQL B2 # Amazon Simple
Storage Service ( Amazon S3 ) FEVEIE,

Amazon Athena ¥ #ERIE#ESS 7 LU Athena Bx & B TIEES Secrets Manager ZRALE SR , M
MERKE. BXEZEL , H5S5 (Amazon Athena AF1ER) FHER Amazon Athena Bx& &
o

M S Aurora 2 20{a]fE£ A BY Amazon Secrets Manager

Amazon Aurora  —15 MySQL # PostgreSQL # AN T E XWX RBIEESIZE,

EEIE Aurora WEFFEIL |, Aurora AIA RN BRI BT E R, BEENNZHAZAHTRA. Aurora
HREEXEEIFN R, BXEZEER |, i55H (Amazon Aurora AF1EE) FHIFEH Amazon
Aurora #l Amazon Secrets Manager& B %3,

BXREAM Aurora RIEWER , BSH BIBEH.

@A Amazon RDS Data API B , 2] LAEF Secrets Manager HV B4R EERIEENEIL, BXE
%55 , B2 (Amazon Aurora AAF1EME) HRIEA Aurora Serverless & AP,

£ Amazon RDS &iflfmEanE I HEREN , TLURHBIEENEILFM# T Secrets Manager ¥, &
REZER |, 5 Amazon RDS AFEETHNFERAERRER.

#fal Amazon CodeBuild £/ Amazon Secrets Manager

Amazon CodeBuild REiH T2 EMERES . CodeBuild HiIFENERE | ST8 TR |, HERK
HZIEBN TH,
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https://docs.amazonaws.cn/appsync/latest/devguide/tutorial-rds-resolvers.html
https://docs.amazonaws.cn/athena/latest/ug/connect-to-a-data-source.html
https://docs.amazonaws.cn/athena/latest/ug/connect-to-a-data-source.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/query-editor.html
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] LAE A Secrets Manager F# B EMREILE. EXEZER , S (Amazon CodeBuild A
$8r) CodeBuildFFAE EM =& E Amazon Secrets Manager =4l

Firehose 2055 A I & i 3 Amazon Secrets Manager

A LAE A Amazon Data Firehose 2B REABEAHEI SRR E R, YENFEZILELE
£Art |, Firehose 27EIZ{TATM Secrets Manager K RZANEEEIBiR. BXEZELE , B3R L
S BIEE Fireh Amazon Secrets Manager ose FF X E1E5f) PHFER L S EIE Firehose # 1T &A%
iF,

#n{a] Amazon DataSync £ Amazon Secrets Manager

Amazon DataSync @ —WELHFEER MRS , T, BaLAMEFEREMNERS 2 BHNBER
31, DataSync Discovery A]#BIZ R EHE E Amazon,

ANTWEBEXKHFHRAMNE L , DataSync Discovery EREMREERREMNEIE, DataSync
XL EFEFETET IR Secret s Manager FEEZE AP datasync, BEENMFAZINAER. B
XEZEE , i5ZHAmazon DataSync A P15/ PRV A b 7 R4 A 1E| DataSync Discovery,

NI 5% 40l DataZone f£ /A Amazon Secrets Manager

Amazon DataZone 2 —THEEERS , TiLENBEHTHE, £I. BE. HEN9H. BT
£ A5k B S AESIMEE Amazon Redshift EEEHFHRMAE PR BIER™. Amazon Glue JEFZF
EiEiE D% Redshift , IMEETE Secrets Manager Z4A P12 T i# DataZoneZif. BEXEZE
B |, B3RS % DataZone A F 15 #Y % Amazon Glue iE## 7 Amazon Redshift Zi#EFE 62
BIREIRo

A Amazon Direct Connect {8 Amazon Secrets Manager

Amazon Direct Connect J&8I3 ¥r/H LA K P e £F 58 451 I8 By 9 2R 4R 45 432 B > Amazon Direct Connect
NE, BEIIERE , S0 EEAIZEHM 2 H Amazon Web Services IREHE#IEEO,

Amazon Direct Connect RHEZX B Z A B HAEEXBKR BN ( CKN/ICAK X ) FHETHIRNIT
EEHAP, directconnectMENRA S B EHETAH Amazon Direct Connect, ZEFF4 |

W FfEF Amazon Direct Connect i A2 Secrets Manager. BXxE%Z{EE , 5 HAmazon Direct
Connect AAF SR HRF MACsec CKN/CAK 5 LAG Bk,
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https://docs.amazonaws.cn/codebuild/latest/userguide/sample-private-registry.html
https://docs.amazonaws.cn/firehose/latest/dev/using-secrets-manager.html
https://docs.amazonaws.cn/firehose/latest/dev/using-secrets-manager.html
https://docs.amazonaws.cn/datasync/latest/userguide/discovery-configure-storage.html
https://docs.amazonaws.cn/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.amazonaws.cn/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.amazonaws.cn/directconnect/latest/UserGuide/associate-key-lag.html
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#n4a] Amazon Directory Service {£/H Amazon Secrets Manager

Amazon Directory Service 21t 7 Z ¥ Microsoft Active Directory (AD) S E 4 Amazon RS —

RERNSGE, B ERZIERES Amazon EC2 ZHIMALKNE R, BEXEZER , F5H
{Amazon Direct Connect AAF#E/) PWUUTHE :

« f¥ Linux EC2 SEHIFT4E M AREY B 3X AD Amazon EE B &

« JF Linux EC2 E#IFc4& i A ¥REY AD Connector B &

 f¥ Linux EC2 SKHIFTC48 MM AYREY Simple AD B %

Amazon DocumentDB ( with MongoDB compatibility ) 214r] £ A
Amazon Secrets Manager

I 53 DocumentDB ( #&%& MongoDB ) 2 —H £ E N X EBEERS , X¥F MongoDB IE
#o. Amazon DocumentDB & Secrets Manager £/ , AIUEBREFNEAFZFE , AiEZ S
HELEREE,

Amazon DocumentDB 4 Z 1 |, fFHFME1E Secrets Manager # , AREBEZRHIRE., RIAE
T, Amazon DocumentDB Bt X — X #F4 , BETLUREZTESRRBRITN. BB XK
Amazon DocumentDB S8t |, 8] LL7E Secrets Manager FiEECNEBTAF#1E, BXEZE
B |, 5T 5% DocumentDB FF X EIBEHHIE A S DocumentDB #1TZIBEEF S ec rets
Manager.

un{al Amazon Elastic Beanstalk £/ Amazon Secrets Manager

& Amazon Elastic BeanstalkB , A LURIEFH BN EE Amazon minMARR , MAYL T HIZITIX
N RARFIERZEN, Elastic Beanstalk BB 4 X Dockerfile A 3R 1Y BR R = 12 BUZE Docker
UGRS3 Docker 3/ 8, 7 T AREERBFHENEL TMERHEITH MR , Elastic Beanstalk i
F Secrets Manager 41, BXEZEE. , {52 (Amazon Elastic Beanstalk 7 & A 31§/
#9 Dockerfi &,

Amazon ¥4 RJIREM TR EH T Amazon Secrets Manager

Amazon Elastic Container Registry (Amazon ECR) Amazon 2 —H% 4., AV BREATHMNIEESR
BEBIEMBRS . EALAER Docker CLI i EEE P MM E#EHENRERNE S, X TEELELE
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ad_connector_seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/simple_ad_seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/single-container-docker-configuration.html

Amazon Secrets Manager ArfEm

Amazon ECR A EMKRPEFHNRENZN LMK , EXTREBREFREFN. R THEESH
WU LR |, BB Secrets Manager Z4A 7 i, &R BAFE Amazon ECR B Secrets
Manager 2% & 8% Secrets Manager 4. EXEZELE , HZH (Amazon ECR AFIEm) #F
B Creating a pull through cache rule,

Amazon Elastic Container Service

Amazon Elastic Container Service (Amazon ECS) 2 —fZ£ R EXNNAREIERS , U ER
WHE, EBNY BASCNARR. BALUEN 5| A Secrets Manager Z4 BRI EA RS,
BXEZEER , 551 (Amazon Elastic Container Service F & A R #6/8) R TRE :
- HiE . (£ Secrets Manager 4018 & BUREIE
BIMARFUARES AR REH
NIMEFER EZHH
- REAFIEEHEENZH

Amazon ECS FSx XA 21 Windows X #5888 . Amazon ECS A Ff&7E Secrets Manager
PR R EIESRINASES) B FHM I FSx 5EA T Windows XHRE /X HERE, AXEZER

S (I DpaMERERSTRARIER) 'ZF'EI’J%I& : Fl FSx FSx F Amazon ECS E# Windows I
HBRFH|NXHERENMA T Windows XHRRS RS

B B A 'ﬁi‘ﬁ&ﬂﬂﬁ‘*ﬁﬂ’] Secrets Manager 24X 5| AZEES B RIENFAB EM RPN AR
B8, Amazon BEXEZEE , 5 M (Amazon Elastic Container Service FF & A R1ER) FHES
MFB MK S BRI,

L& 4E M Amazon ECS Service Connect i , Amazon ECS £f#f Secrets Manager £ & %k 7

fi# Amazon Private Certificate Authority TLS iE$. 7 Z AWK A2 E1E Amazon ECS WZEAF,

EFHUFRA |, BAFER Amazon ECS I Secrets Manager, BEXEZEER |, 1525 (Amazon
Elastic Container Service FF XK A R #§F) HHISZHF Service Connect #J TLS,

NI S 4n4a] ElastiCache £ Amazon Secrets Manager

£ |, ElastiCache ZAIAFERAENETAEMNIHRIES (RBAC) WINEERRIF £, EALUTXLERE
IEf7f%7E Secrets Manager H, Secrets Manager X fhX R BZEAR B IRER. BXESER
#FZH Amazon AFIEEHH B3k ElastiCache A &3,
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https://docs.amazonaws.cn/AmazonECR/latest/userguide/pull-through-cache-creating-rule.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/specifying-sensitive-data-tutorial.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-app-secrets-manager.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-envvar-secrets-manager.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-logconfig.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/wfsx-volumes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/private-auth.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/private-auth.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/service-connect-tls.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html

Amazon Secrets Manager ArfEm

un{a] AWS Elemental Live £ Amazon Secrets Manager

AWS Elemental Live @ —TUSERSNARS , AiLER T BAREEZ WA EEAH,

AWS Elemental Live fEF#1% ARN M Secrets Manager SREVE & NZ 4K F 40, Elemental
Live SEAINZRZARMBZ/BZEMIN, BXEZEL , i55H Elemental Live A B R HIM AWS
Elemental Live EIf9 X 371217 8F MediaConnect #) TR,

4] AWS Elemental MediaConnect £ Amazon Secrets
Manager

AWS Elemental MediaConnect 2 —I RS , /B M E LR M STIRHRE A LR A £ E
BOSMBEAES | Amazon Web Services = HFHE D X BN EPRINZBHNZNE B, Amazon Web
Services ==

B EABSERAMNERRPIR,. RENRN , HENEZLAFHEE Amazon Secrets Manager
F, BXEZELR , H5H (AWS Elemental MediaConnect I FF#5R) 1 # Static key encryption in
AWS Elemental MediaConnect,

el AWS Elemental MediaConvert £ Amazon Secrets Manager

AWS Elemental MediaConvert & —ME T X4 RMLAERS , A AHEETARBREEENAR
IEENZTHERTT BENMMLIE, MediaConvert BEEAHEKENFTHRB |, fRATLER
Secrets Manager KF#IRNHYERILE, BEXREZER , BSH (AFEE) BH “FHAKantar® AWS
Elemental MediaConvert i it F7 775 10 & 577K ED”AWS Elemental MediaConvert

Al AWS Elemental MediaLive £ Amazon Secrets Manager

AWS Elemental MediaLive & — TSR IARS , AILLE R BAREAE RO ZSER R E, 0
RIEFALAFERA®HE AWS Elemental MediaLive 29 AWS Elemental Link %% AWS Elemental
MediaConnect , M| A THBRBEHEERE. BEXRXESZER , H5H (MediaLive AFERE) MR
B Medialive JJ A[{E3E 4%,
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https://docs.amazonaws.cn/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
https://docs.amazonaws.cn/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
https://docs.amazonaws.cn/mediaconnect/latest/ug/encryption-static-key.html
https://docs.amazonaws.cn/mediaconnect/latest/ug/encryption-static-key.html
https://docs.amazonaws.cn/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.amazonaws.cn/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.amazonaws.cn/medialive/latest/ug/device-iam-for-medialive.html
https://docs.amazonaws.cn/medialive/latest/ug/device-iam-for-medialive.html

Amazon Secrets Manager ArfEm

Al AWS Elemental MediaPackage f#f Amazon Secrets
Manager

AWS Elemental MediaPackage & — I FE1TH just-in-time# 3713 2 €14 Amazon Web Services
=hR%. f& MediaPackageBh , B EEHBHRZZNANERTRNERHEEERZS, T BTSN
MM (CDNs ) o BEXEZEE |, 258 (AWS Elemental MediaPackage A #55) H# Secrets
Manager access for CDN authorization,

Al AWS Elemental MediaTailor £/ Amazon Secrets Manager

AWS Elemental MediaTailor = A ¥ BH/ £AAMIEBAZERS , =171 Amazon Web
Services ==.

MediaTailor 323X #REIRIRALE # 1T Secrets Manager 1585 & A 1iF, &id Secrets Manager %
6] 5 hE 5 4 I8AE , MediaTailor £/ Secrets Manager Z4AX & F I8 KR BFRH#ITE ORI, AX
EZER |, i55H (AWS Elemental MediaTailor A #8R) HHBELE Amazon Secrets Manager 18]
THEE BRI,

Amazon EMR f{Al £ Secrets Manager

T5# EMR 2 —1M¥A& , AL AEIEEZ (6l Apache Hadoop #l Apache Spark ) B9iE1T ,
Amazon HAEM o T AEHIE, FEHXLEERMMBROFRIE (20 Apache Hive F Apache Pig )
B, SN ERTOMNBENELERE T AR, SETUER Amazon EMR ¥ X E#HiERKiR
NEMBEEENRIEE  FHEBANB HE M Amazon BIEE#FBIEE |, H10 Amazon S3

Amazon DynamoDB.

T S Eiz TR S# EMR 21fa EC2 £/ Secrets Manager

£ Amazon EMR H 8l SR T , BT LAEA Secrets Manager P Z4AMERHERNARFREER
. BXEZEE , 5[ Amazon EMR EE 158 R ML Secrets Manager 171 BUR Bl E IR,

A, YHE6IE2 EMR Notebook B , AT LAfE A Secrets Manager EE T Git WRAAE TMREILE. &
XEZEER , 825 (Amazon EMR EE{ERE) PHFET Git WFMEERINE Amazon EMR,

EMR Serverless WA {£ A % Secrets Manager

EMR Serverless R TRSBF[STHEUARC O MEARFNRE , ALELFRE. L. R
RIREER
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https://docs.amazonaws.cn/mediapackage/latest/ug/setting-up-create-trust-rel-policy-cdn.html
https://docs.amazonaws.cn/mediapackage/latest/ug/setting-up-create-trust-rel-policy-cdn.html
https://docs.amazonaws.cn/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
https://docs.amazonaws.cn/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
https://docs.amazonaws.cn/emr/latest/ReleaseGuide/storing-sensitive-data.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-git-repo-add.html
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BA LU B IR EM#ES , Amazon Secrets Manager SA/51E EMR Serverless Bl FE A iZ %4 ID,
X BRFSUA AN A RBBOEERIREHTEREL NI APIs,

EXEZEER , 152 Amazon EMR Serverless P8RRI £ H EMR Serverless # 1T 8IE R H
Secrets Manager,

NI Sk a04a] EventBridge £ Amazon Secrets Manager

Amazon EventBridge R —MELTHRFF/EHLL RS , TATRNARFSXREBSHRENEEEREE
Ko

L& 8)22 Amazon EventBridge API B #58Y , & Hi%E# EventBridge FEET B BIRM Secrets
Manager £ E Zf Hevents, FHUBZHNKATESERER API BN ERAY. EFHUERL , BH
£ A EventBridge M3F Secrets Manager. BEXEZ{EE. , 1§25 Amazon EventBridge A5/ F
B API B BYith,

I b 204a] FSx 5 Amazon Secrets Manager #1%%

I 53k FSx AR Windows M IRF IR M T L E M ME Windows XH RS 2R , BT 2 R4 Windows
NHRGREXEF, QIBRNEEXHFLER , EAL4EIER B Amazon Secrets Manager Z 47 R iiE

F. BXREZEER , H5H (LS# Windows XHRFE|AFIER) FSXxPWXHHREMGIHHAE
EEFBETLI# FSxX .

Al Amazon Glue DataBrew f£H Amazon Secrets Manager

Amazon Glue DataBrew 2 — R AL BIEER TE , TERETARBEAERAEKREE
MirELEIE. £+ DataBrew , —HHIFEHRT RIS AB S, Amazon Glue DataBrew 121
TDETERMINISTIC_DECRYPTDETERMINISTIC ENCRYPT. FICRYPTOGRAPHIC HASHELH R |
ATXNHBEEFHNMNABHER (PI) ITHELE , XEEEFEHAFEMTE Secrets Manager Z 48 #Y 10
BEW, WREFERA DataBrew BIANZAREFM MNE R , U DataBrew 2| E—NEERRNIEE
#4databrew, FHEBHANZATSELATATF DataBrew, MRECIEFTZAREFEMBES |
M| DataBrew £ 81— NEA IR Z4HAwsGlueDataBrew, BEERH M ZRAIFEH,

Amazon Glue Studio #1{a{£ A Amazon Secrets Manager

Amazon Glue Studio 2 — MNRFERE , IR ERAIE, STMNKEZRER, BRMME (ETL) #
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JSON

{
"Resources": {
"CloudFormationCreatedSecret": {
"Type": "AWS::SecretsManager::Secret",
"Properties": {
"Description": "Simple secret created by Amazon CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \'"saanvi\"}",
"GenerateStringKey": "password",
"PasswordLength": 32
}
}
}
}
}
YAML
Resources:

CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by Amazon CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32
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{FF 8|2 Amazon Secrets Manager 248 #13L I 1#b 3244 B 38 e <451
Amazon CloudFormation

WRBIFoIE - MR HERAZREFNEIEENAF B , 212 —1 Amazon DocumentDB 3
fil, ZHEACHMATIREETUFRBHANET RIRNRE, ZERE TN RIREBUER 012
Lambda #IREH , HEREZRENDBERANESAE —XLSF 8:00 F 10:00 2B Bz %, EAR
EHREXR |, Z=HILTF Amazon VPC H,

W RBIER T Secrets Manager BJLA R CloudFormation %R :

« AWS: :SecretsManager: :Secret

« AWS: :SecretsManager::SecretTargetAttachment

 AWS::SecretsManager: :RotationSchedule

B A2 ERIE S Amazon CloudFormation , i52 % < Amazon CloudFormation A IEREE) &
B 23] E AR E A AR,

JSON

"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS::SecretsManager-2020-07-23",
"Resources":{
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"TestVPC": {
"Type":"AWS::EC2::VPC",
"Properties":{

"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames":true,
"EnableDnsSupport":true

I
"TestSubnet@1":{
"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.96.0/19",
"AvailabilityZone":{
"Fn::Select":[
"o,
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

iy
"VpcId":{
"Ref":"TestVPC"

iy
"TestSubnet02":{

"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone": {
"Fn::Select":[
nyn
{
"Fn::GetAZs": {
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

JSON
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}

iy
"SecretsManagerVPCEndpoint": {

"Type":"AWS::EC2::VPCEndpoint",
"Properties":{
"SubnetIds":[

{
"Ref":"TestSubnetol"
},
{
"Ref":"TestSubnet2"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",
"ServiceName": {
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
},
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

},

"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{

"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ssIl\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"
I
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"
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I
"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{
"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"
I

"MasterUsername": {

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :username}}"
iy

"MasterUserPassword":{

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :password}}"

1,
"VpcSecurityGroupIds":[
{
"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"
]
}
]

I
"DocDBInstance":{
"Type":"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.1large"

1,

"MyDBSubnetGroup": {
"Type":"AWS: :DocDB: :DBSubnetGroup",
"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{

"Ref":"TestSubnet0l1"

JSON
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}I
{

"Ref":"TestSubnetd2"

3,
"SecretDocDBClusterAttachment": {
"Type":"AWS: :SecretsManager: :SecretTargetAttachment",
"Properties":{
"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

},

"TargetType":"AWS: :DocDB: :DBCluster"

1,

"MySecretRotationSchedule":{
"Type":"AWS: :SecretsManager: :RotationSchedule",
"DependsOn":"SecretDocDBClusterAttachment",
"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda":{
"RotationType":"MongoDBSingleUser",
"RotationLambdaName" : "MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join": [

n n
’ ’

L

"Ref":"TestSubnetol"
1,

{
"Ref":"TestSubnet02"

JSON 233



Amazon Secrets Manager ArfEm

}
]
]
}
},
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
}
}
}
}
YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet0l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone: !Select
-0
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone: !Select
]
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
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SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
SubnetIds:
- IRef TestSubnet0l
- IRef TestSubnet02
SecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
VpcEndpointType: Interface
ServiceName: !Sub com.amazonaws.${AWS::Region}.secretsmanager
PrivateDnsEnabled: true
VpcId: !Ref TestVPC
MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager::Secret
Properties:
GenerateSecretString:
SecretStringTemplate: '{"username": "someadmin",b'ssl": true}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: '"@/\'
Tags:
- Key: AppName
Value: MyApp
MyDocDBCluster:
Type: AWS: :DocDB::DBCluster
Properties:
DBSubnetGroupName: !Ref MyDBSubnetGroup
MasterUsername: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}::username}}"
MasterUserPassword: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"
VpcSecurityGroupIds:
- lGetAtt TestVPC.DefaultSecurityGroup
DocDBInstance:
Type: AWS::DocDB::DBInstance
Properties:
DBClusterIdentifier: !Ref MyDocDBCluster
DBInstanceClass: db.r5.large

MyDBSubnetGroup:
Type: AWS: :DocDB: :DBSubnetGroup
Properties:
DBSubnetGroupDescription: ''
SubnetIds:

- IRef TestSubnet0dl

YAML
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- IRef TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
TargetId: !Ref MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule
DependsOn: SecretDocDBClusterAttachment

Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
HostedRotationLambda:

RotationType: MongoDBSingleUser

RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds: !GetAtt TestVPC.DefaultSecurityGroup
VpcSubnetIds: !Join

1 1
’

- - IRef TestSubnetdl
- IRef TestSubnet02
RotationRules:
Duration: 2h
ScheduleExpression: cron(@ 8 1 * ? *)

Secrets Manager B8 75 =\ Amazon CloudFormation

LIREREE A F BRI , Secrets Manager 26/ Amazon CloudFormation S| Z2%# %R,
BEZEETRET HOREEERELE , MAAWS: :Serverless: : FunctioniBEH# M A B E Amazon
CloudFormation 12 — MR # R EHENR, A Amazon CloudFormation & & RotationSchedule
THERRERREHBILRAN, FF/EB3hHEHE , Amazon CloudFormation %A LU £ #1E
%R EEHR REFHK,

BXERBERRNENER , ESH R B9,
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EH 812 Amazon Secrets Manager %48 Amazon Cloud
Development Kit (Amazon CDK)

EZ COKRAERFRDOIE, EBNREZA , B LIEA Amazon Secrets Manager ¥J1&
B , HPBE T ResourcePolicy. RotationSchedule, Secret, SecretRotation Hl
SecretTargetAttachment ¥4,

# COK NARFHEAZAN —MNIMEREEAZEF AF CLI SIREH , REFEHAST AT CDK
RIARFH,

BXRRH, B -

- BT EAZHNE
< RRBIEEZH
- HEASHEH X

BHX CDKHEZELR |, i35 Amazon Cloud Development Kit (Amazon CDK) v2 FF & A R &,
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¥ #2 Amazon Secrets Manager #1%

Amazon 2ti53E T E | T %M Secrets Manager WZ4R , E B AR # TIRE , HAEELHR B
B REUERE, MREZFZERETMENNEARER , ZAUFEARE , HERTEENER, £iET
PUR B B R E T 2 6 A Z4A 0L H A= = R 4R e ALl

E&A

+ {123 Amazon Secrets Manager =4 Amazon CloudTrail

+ Amazon Secrets Manager /A Amazon #1T## CloudWatch

- }¥%& Amazon Secrets Manager &5 Amazon # 17 Lt EventBridge

o Wit RIMIBREY Amazon Secrets Manager %348 o B 4% 177 i3

« ERAUT HZEKIE Amazon Secrets Manager Z4AM &M% Amazon Config
+ Y532 Secrets Manager B4

£/ Amazon % &R GuardDuty

{5 FHi2 3% Amazon Secrets Manager =4 Amazon CloudTrail

Amazon CloudTrail ¥ Secrets Manager FIFfE APl A RicZ N EH , BFEFRK B Secrets Manager
HEMNRBEAR , UREMILNATRENBBRZARAEANEMS, BX Secrets Manager it & AE
B%I&k , E3H CloudTrail %8,

B LAEA CloudTrail ##| A EFHKILE 90 RiEFNEH, ERFLILREH Amazon IKF PS4,
‘& Secrets Manager WE#4 |, BRIE—MNREER , LMER BEXH CloudTrail &% %) Amazon S3 7
. BESRNEH Amazon IKF AIERER. BHALELE CloudTrail #EWKRE 2> Amazon Web
Services ik~ F#Y CloudTrail B &3 #Amazon Web Services X1,

ST LABL B B Ath Amazon BRSS , B — S 2 MALE CloudTrail SR IRENHE, EFE
CloudTrail BEMAmazon BREERK. Y& M Amazon S3 F# 4 CloudTrail X/ 8 B E X4t |, &
B LA EEH, BXEE , BSHEBEE Amazon SNS EXl, CloudTrail

M CloudTrail BEH# 3R Secrets Manager B4 ( #£#14 )

1. 3T CloudTrail ##l4& , Wit A https://console.aws.amazon.com/cloudtrail/o

2. BREVGEODRESHOXE, EHENEREMEXSRRENBLESH, NEFHEELAN
THFIRPIEFXE,
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3. TEEMSME®KS |, %# Event history (BHH Fi2%K).
4. % Filter (k) &RM4M/H Time range (B ESEE) BB EREET RO EH, Hl

a. EBEFEFTE Secrets Manager B4 , W TFEKEM , BEFESHIR. A5 , XIT Enter event
source (I ASBHIR) , #%#® secretsmanager.amazonaws.com,

b. EERERANMEEMH  NTEREM , TERREFEEW. RAF , N TRAREFEEN , AR
B,

5. EEFFEZFMAEGE , BEBREHSZHINEREL, EEFMETHEERE , iH1ER View event (B
BEEMH).
Amazon CLI

Example M CloudTrail H&EAF# % Secrets Manager E#

AR lookup-events RFEIR Secrets Manager 4,

aws cloudtrail lookup-events \

--region us-east-1 \

--lookup-attributes
AttributeKey=EventSource,AttributeValue=secretsmanager.amazonaws.com

Amazon CloudTrail Secrets Manager K92 Z&4Em

Amazon Secrets Manager f$77& Secrets Manager {EA R E SR IEFMBRMEXHEHNEZEBEA
&8 Amazon CloudTrail B&. BXRXMNXEEHNITRENER , 1BSH F Secrets Manager &z 5

EventBridge.

BE&BRE

- Secrets Manager #/EH HERE
- BXMIRRIENBERE

- TRATEHMNBEERE

- EXEHRBENBEERE

Secrets Manager #{EF BERE

B3R Secrets Manager IREEKNEHEE "detail-type": ["AWS API Call via
CloudTrail"],

Amazon CLI 239


https://docs.amazonaws.cn/cli/latest/reference/cloudtrail/lookup-events.html

Amazon Secrets Manager ArfEm

® Note

£ 2024 £ 2 B2 81 , —% Secrets Manager 2 ERENEHHRITE “arN” M AR arn“ R T #
B ARN, BXxEZEER , 555 Amazon re:Post,

UTREFRRSES API, SDK = CLI A Secrets Manager #&4ERf £ K Y CloudTrail & B,
BatchGetSecretValue

HBatchGetSecretValuelREE K. EXRRFFANEER |, BHSH REHH,

CancelRotateSecret

HCancelRotateSecretiBE4E K, BXREMNEZER | BESHE ik %,

CreateSecret

M CreateSecretiR K. BXCUIBREZHANER , BSH EEEH,

DeleteResourcePolicy

HDeleteResourcePolicyBREE K. BXINRHEL , 1S the section called “ 5 1735 1iF H 177 7] 2
7o

DeleteSecret

HDeleteSecretiBEE K. BEXMEBRZIEAMER , ESH the section called “MiIERZ4R",

DescribeSecret

M DescribeSecreti@E4 Ko

GetRandomPassword

H GetRandomPasswordig&E4 KX .

GetResourcePolicy

H GetResourcePolicyi2E4E K. BXINRHEEL |, 551 the section called “ & 19 3 iE 1/ 7] 35
"o

GetSecretValue

H GetSecretValuefMBatchGetSecretValuelEE K. BEXARZZIANER |, BHSH FKEZH4H,

ListSecrets

HListSecretsi#BEE K. BXRIHBHHNWEELR , iB5S A the section called “EHK %417,
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ListSecretVersionlds

HListSecretVersionldsi&E4E K .

PutResourcePolicy

HPutResourcePolicyREE K. BXNEBHER , BSH the section called “ 5 131 1iE F 177 (7] 12
#l”o

PutSecretValue

HPutSecretValuelREAE K., BXREFAFHNEE , 5S A the section called “1EHZF 47",

RemoveRegionsFromReplication

HRemoveRegionsFromReplicationREE K. BEXEFFPNEZEE , BSH BEXEEFE
o

ReplicateSecretToRegions

M ReplicateSecretToRegions##EE L. BXEFHBANEZFEE , H2H BXEHEHEA,

RestoreSecret

HRestoreSecreti#fEE K. BXIEERECHBRZEAMELR |, 1S the section called “Ift S 4R,

RotateSecret

FMRotateSecretiREE K. BXREMNESEE , FSMH Bk B,
StopReplicationToReplica

HStopReplicationToReplicalR £ K. BXEFFANEZFEER , B BEXEEFEH,

TagResource

M TagResourceREE K., BXRIFCHIAMEER , S the section called “¥ric Z4A",

UntagResource

HUntagResourceBEE K. BXEUHZIAMREMNEE |, S M the section called “Fric 477,
UpdateSecret

HUpdateSecretBREE K. BXEFMBHWEELR | S the section called ‘1€ %47,
UpdateSecretVersionStage

M UpdateSecretVersionStagel@E4E K. BXRRAEAMBHNEZER , S H the section called “%&
AR,
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ValidateResourcePolicy

A ValidateResourcePolicyREE K. BXINRHEER , iHZH the section called “ & 17 5 i A /7 1]
2,

BRI BERE

BR T £ 5 Secrets Manager I#EBRIWEHIL , Secrets Manager E&4E KA T SHIBRBERNE
#, XLEHER "detail-type": ["AWS Service Event via CloudTrail"].

CancelSecretVersionDelete

B Secrets Manager [RF4E K. MREEFRANZELA LA DeleteSecret , REHREA
RestoreSecret , M Secrets Manager 2 Wit RN B NBREARA IR EH, BXERSHERE
$ANER , ESH the section called “IkE %47,

EndSecretVersionDelete

eI BR A MR ANET BB Secrets Manager RS £ K. BRELEE , 15 the section called “fil Bk
=,

StartSecretVersionDelete

£ Secrets Manager ¥ 241 Br 2348 iR 2~B¢ i Secrets Manager BRS 4 K. BXMIBRZHANES | &
21 the section called “MilBRZ348",

SecretVersionDeletion

£ Secrets Manager HilBR 2F AW Z R AR H Secrets Manager RSER. BXEZER |, S
7 Z A AR AN o

JRATEFNBAESRE

BR T £ 5 Secrets Manager #1EBRNWEHIL , Secrets Manager B2t T EEHIBERNE
#, XLEEHER "detail-type": ["AWS Service Event via CloudTrail"].

ReplicationFailed

FEEFIXMATH Secrets Manager RF4E K. BXEHZANESER , BSH BEXEHEFEH,
ReplicationStarted

£ Secrets Manager FF 145 #4083 Secrets Manager [RE £ K. BEXEHIZANEZER |
2R BEXEEHEH,
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ReplicationSucceeded

TR ZhE H B AR B Secrets Manager BRSSE M. AXEHFHBANESER , F5H BEXEEHE
ﬂo

BREHRRENBERE

BR T £ 5 Secrets Manager I #EEXREHIL , Secrets Manager ELE KA T ERBERNE
o XLEHEHR "detail-type": ["AWS Service Event via CloudTrail"],

RotationStarted

£ Secrets Manager FF A% 4Rt B Secrets Manager (REE K. BEXEHRNEZER , BSH
B Z1,

RotationAbandoned

£ Secrets Manager A RRZHH NEPH N ENI B R EBR AWSPENDING ¥r¥&ATH Secrets
Manager RS 4E R, ZEEREREECIEZAMFRAE , Secrets Manager 2 A F R, BXE
BRNEZER , BSH Bk B,

RotationFailed

ER R KR METH Secrets Manager RFEK. BXRERNEZFEER , S the section called “%
R FEHE,

RotationSucceeded

£ R HBART H Secrets Manager RS54 M. BXRBNESEL | H5H ik B4,
TestRotationStarted

FETF R M IR F R I A 1 R 1t R 3 BN Ry 2 4ARY B Secrets Manager BRSSE MK, BXREBMNESZE
B, B2 Bk BH.

TestRotationSucceeded

RSO IRFe R AN R TR S BN R # B 2 4A R B Secrets Manager RS E K. BXEHRNESZE
B ESH B B8,
TestRotationFailed

ENR IR EN AR ITRIZENF R B HA BRI K MET B Secrets Manager BRFERK . BREHRH
EZ{ER | {55 the section called “Eir A FHEE",
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V A

Amazon Secrets Manager £ /A Amazon # 1T ¥ #%2 CloudWatch

{8 Amazon CloudWatch , & AT LA Amazon RS H A B EIR , SLEEEREET LB HNE,
CloudWatch fFiX £ & 1T ¥ IERE 15 N , RBLERIABRIFALEEHE T T # Web M AREF R
SHIERE, 3T TF Amazon Secrets Manager , ] LA I2MK R Z4AE | 2RISR EZE |
AR Secrets Manager 9 API A , BiFEIEHIAHTHWER. BXNAKERERNER , BS
¥ CloudWatch A8 B £ A CloudWatch $5%%.

&, Secrets Manager 57

1. 7£ CloudWatch #ZHEI BB T , EFEFIEER.

2. HEEREBZREDR, WA secret,

3. HITUAT#H%E
EREEKF R RARE | Fi%ER Amazon/SecretsManager , g% #SecretCount, Itk
BR8P EMA—IR.
EWEEXY Secrets Manager B API A , @B EHASH#HTHRA , HER “EABR >
“4% Amazon ®R" , AREREKEMN APl BH. BX Secrets Manager B%13k APIs , &5
¥ S ecrets Manager HYIR1E,

4. WITATH®RE
E6|BIEIREREK , H23 5 Amazon CloudWatch A P8B4 I ERE R,

ERNFE , 25 A ma CloudWatch zon AAFEBEH K ER CloudWatch FE/ I,
EIREIEMRMNSITEHIE |, 2 Amazon CloudWatch AP IEE P HIREUERM S 1TE R,

CloudWatch 23R

BRI LB — CloudWatch BiR , HERBERETCHSHERRSKETLN , ZBRAKE
Amazon SNS JHE., BALAX Secrets Manager #§#¥5 ResourceCount i BER , ZIEREEK, R
WERAKE, BULIREERRRBEEENNEREZRENMER , ARBZIEREE TREREXN T
SLERENERTRE, BRNENBFLEMWRSTCAAEE. CloudWatch BIRF XA R 114k
FRERSHRARRE ; RSV NEERHRE TIEENR A,

BXREZEE |, EZRCloudWatch FAF#EEH A Amazon CloudWatch CloudWatch ZiRF1E T
FERNCIZER,

HRa R ERERERINER , RN NRERXEENREXET. BEXEZER |, 55H
Amazon CloudWatch B/,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_Operations.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/graph_metrics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
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F# %€ Amazon Secrets Manager £5 Amazon 3 1TIEHE
EventBridge

£ S # e EventBridge , & A LAPLEL CloudTrail B &% B $#) Secrets Manager 54, &7 LAE
& EventBridge MNIRERXLEH , ASEHERNEHRLET BFRARXEITE. BX Secrets

Manager 12 %H# CloudTrail % B %% , 2 M CloudTrail % B, BXxi&E i EventBridge , 5
{EventBridge FAFF1§F) EventBridge®# “Al 7%

MR EREEEZHTE

@ Note

BT H L Secrets Manager 2R B %47 ARN XK/NER[E , FrUATE CHE S MRENEHE
XF , B EERRZE %4 arn M aRN FEEESE ARN EEEZRH. BXEZER | FS
%] Amazon re:Post,

AR RBIERT —H EventBridge BHER | ZEXNSZAE NN B EZ B HITE,

"source": ["aws.secretsmanager"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {

"eventSource": ["secretsmanager.amazonaws.com"],

"eventName": ["DeleteResourcePolicy", "PutResourcePolicy", "RotateSecret",

"TagResource", "UntagResource", "UpdateSecret"],
"responseElements": {
" ["arn:aws:secretsmanager:us-west-2:012345678901:secret:mySecret-

arn":
alb2c3"]
}
}

ERRZHEN RS

LTREIERT —F EventBridge EHEN , ZEXSRFHENS BB MR ENTZEE SN
CloudTrail B&E%&BHE ., ATFELEHRE Secrets Manager 1 , HLNIH Secrets Manager
BRSERK , HitFHERSLMETE detail-types
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-get-started.html
https://repost.aws/knowledge-center/secrets-manager-arn
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{
"source": ["aws.secretsmanager"],
"$or": [
{ "detail-type": ["AWS API Call via CloudTrail"] 3},
{ "detail-type": ["AWS Service Event via CloudTrail"] }
1,
"detail": {
"eventSource": ["secretsmanager.amazonaws.com"],
"eventName": ["PutSecretValue", "UpdateSecret", "RotationSucceeded"]
}
}

Y5 211 XM BRAY Amazon Secrets Manager 2248 17] B 480177 7]

B LA & £ A Amazon CloudWatch A &L 5 i#h & 8 38 &R S (Amazon SNS) Simple Notification
Service RAIEZER , BALSEMAAE LR SHRAZANITN. Amazon CloudTrailil REU F &
WIBA , BUREEEECERBRER , UABCESHERKBERAHBIENHEBR. ENAEELS
BEAPNE , RAZMATEE, 3F , CUREEFRAFMANTBANTAEEXREFHAF.

UTERBIHET HiEKRGetSecretValuelRES B EHIREEEB A CloudTrail BEIHFR , 204

WEEA, ATNBRARTEM APHREMFA2MASE, It CloudWatch BRI Z ATRERAFA
INAEFERTHEIINERRER.

EFRXEISEC A, BAREEKE Amazon Secrets Manager APl 3K Amazon Web Services
X iz FMK F~ CloudTrail FFF 8. BXxi%8 , S Amazon CloudTrail (AAFER) R EXBIZER

ﬂ'_:.ll_;o
S8 1: BE CloudTrail B EXH4& 5 El CloudWatch BE

BB E N CloudTrail A & X% EE| CloudWatch B, X#E##27 T ik CloudWatch Logs A BA
e 1REE Secrets Manager API &R LA ZEMIBRA 24

fti& CloudTrail B EX &%l CloudWatch B &

1. FTFF CloudTrail #&l4& , Mt A https://console.aws.amazon.com/cloudtrail/,

2. EMHFHSMEL , %$F Amazon Web Services XiF B2 %4,

3. EEMSMERT  &F Trails , REEREHNHEEERRERA B CloudWatch,

4. 1E Trails BEETE L , @ TR3E “CloudWatch BE” #8490 , AR EFREEIR
Cd
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://console.amazonaws.cn/cloudtrail/
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5. XtF New or existing log group (MM BN AELH) , BABEANET , Hl0 CloudTrail/
MyCloudWatchLogGroup,

6. XFIAM B , EALIEAE R CloudTrail_ CloudWatchLogs _Role BIERIAAE®, tAEEEER
INABXKE  ZRBEARHEHAEZE CloudTrail EHFTERIER,

7. %% Continue (#4£8) MR EENE B

8. fEAmazon CloudTrail & &K F & API JE3) < Bk CloudTrail BIE4 &£ F| CloudWatch B &
EETELE | EEALT.

S 2 : B2 CloudWatch21R

E £ Secrets Manager GetSecretValue APl #4EE R 5 R FMIBRAV ZEART KN EIE A |, BATEIE
CloudWatch BiRH B E&E .

f1Z CloudWatch 23R

1. &3 CloudWatch ##|& , it A https://console.aws.amazon.com/cloudwatch/o
2. EMHSMEL  EREREZRHAH Amazon XiF,

3. EEMSMBE®ES , % Logs.
4

EHEAIRD , P EEL—NIBPOIEN ARAZIWEIEE , HI20 CloudTrail/
MyCloudWatchLogGroup, &iZ8IEIEFRIHFILES,

5. WTFHAEN , BARKBUTAR

{ $.eventName = "GetSecretValue" && $.errorMessage = "*secret because it was marked
for deletion*" }

1% Assign Metric (2 BL1E#R).
6. 1E Create Metric Filter and Assign a Metric WE L , }UITA T IRE :

a. XF Metric Namespace (E¥ran & Z=E]) , £ A CloudTraillLogMetrics,
b. XtF Metric Name ( E#5& %5 ) , B A AttemptsToAccessDeletedSecrets,
c. EBRETEREFRE , MEKE , BHR Metric Value (EHrH) £ A 1,
d. 1%#% Create Filter,
7. TETRIESRAES |, 1% Create Alarm,
8. 7t Create Alarm B , HUITUA TR :

S| 2 : 82 CloudWatchZik 247


https://console.amazonaws.cn/cloudwatch/
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a. XWFEH, A AttemptsToAccessDeletedSecretsAlarm,
b. 1 Whenever: (BZ:) T, Nis: () &E >= HEA 1,
c. 1E Send notification to: 35 , ITA T REZ — :

- ERIEHAEAFM Amazon SNS & |, FEFHEIR , ARBAFMEIENER. X T
Email list: , @ AZD— B FER4it, BANEASNEFEHHFbU  HERAEZSHE
kEF .

- EAIAE Amazon SNS =& , FEREFANTIENEN. WRIIKRAFRE , HEEF
Select list ((£#E 5| &K).

d. EFEER.

£ 3 & : Mlid CloudWatchZ3R

ENRAEE  FOERA , A FERNER. A5 SHLRENE, CESETREN i RREK
B —HeE 7k, TRELIZTIMBRNBRANERARBR.

FERL T A E%$E Amazon Secrets Manager Z4AI &M%
Amazon Config

& LAMEF Amazon Config SRiIHEEHNZ4 | LEBECIREFELENIRE, EBALUER Amazon
Config MNE YR NZH AL EFEAEER, RS Amazon Config B BUR B FRF & RAL N HY #
B, R LURENZAKE. RREE. ATEHAMEN KMS 41, Lambda RBREBUARER
PRSI ERHITHER,

B LABLE Amazon Config A EHRBHE, BXELELR , HZFHAmazon Config &35 ZE Amazon
SNS EFAYE A,

MREHELAHPEZA Amazon Web Services Ik 24, M UAR S ZEEMSAELIE. Amazon
Web Services X8 HXEZE L , S H Multi-account Multi-Region data aggregation.

TNFERES

o REEAAmazon Config M N4 7R P AV B 1TIRME |, ABEEUTHANZ — -

« secretsmanager-secret-unused —RERBEHEIEBENRENIGR T EH,
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https://docs.amazonaws.cn/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.amazonaws.cn/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.amazonaws.cn/config/latest/developerguide/aggregate-data.html
https://docs.amazonaws.cn/config/latest/developerguide/evaluating-your-resources.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-secret-unused.html
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« secretsmanager-using-cnk— REZARBFEALESTCIRNEF IEER Amazon £E
N4 aws/secretsmanagerHE A EE N HEAHITINE Amazon KMS,

+ secretsmanager-rotation-enabled-check —KRERB N FMTE Secrets Manager FHY
RARE TR,

« secretsmanager-scheduled-rotation-success-check— B #E LXKMW EHRERE
EEMNRIRMER, RENFEMENERXR,

+ secretsmanager-secret-periodic-rotation —RERBEERENKBANLHRTH
£,

Y42 Secrets Manager R A<

& T LAME A Amazon CloudWatch 337 iy Amazon Secrets Manager . BEXEZEE | S
% CloudWatch Fi /= #5m H #Y 6 22 1K &2 2 4R DUE #2 B Fl{d Amazon & A

BIERAN S —fERE Amazon KARERN, BEXEZEE |, 55H (Amazon RAEEBRAFIE

) A Detecting unusual spend with Amazon Cost Anomaly Detection,

B R U2 Secrets Manager EAERNEE. , S the section called “fE A ¥ W5 CloudWatch”
the section called “f§ i & 5 Amazon CloudTrail ",

B X Amazon Secrets Manager E#MMHIE R , 152 Fthe section called “E",

£/ Amazon #: M B GuardDuty

Amazon GuardDuty & —TEMEN RS , AIHBERFENK,. B85, TEMAZEF Amazon IFE
FRBIE., BIFEAVEEY (ML) BEREURRENMEBLNIIEE , GuardDuty HFE£EEFRN AE
R, URBMRE AN BERENEFBEEN HBEHLMLESR. W0, GuardDuty IR e N EET
EC2 Kflgzh A% Amazon EHICIZEEENEFHEMIKSEANIES , MaRUEEEZR
B, Bl ZNFERTRGRARZIEHE. AmazonBEXxEZEELE , H5H Amazon GuardDuty
AFEE.

BINN S —NREERZERFETN. HlE0 , 28R Amazon Secrets Manager &% & Java SDK
MEfElist-secretsiZE. . MAA , AFSB —PNEHEFFH Amazon CLI M VPN AEBiEAbatch-
get-secret-valueflget-secret-valuefA , M GuardDuty AJAIRE XK IME - NRMAKEER
FIH. create-secret get-secret-value describe-secret APIsSEXEZER , F5H
GuardDuty IAM & 3K & CredentialAccess : IAMUser/AnomalousBehavior,
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https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-using-cmk.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://docs.amazonaws.cn/cost-management/latest/userguide/manage-ad.html
https://docs.amazonaws.cn/guardduty/latest/ug/what-is-guardduty.html
https://docs.amazonaws.cn/guardduty/latest/ug/what-is-guardduty.html
https://docs.amazonaws.cn/guardduty/latest/ug/guardduty_finding-types-iam.html#credentialaccess-iam-anomalousbehavior
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EH M UE Amazon Secrets Manager

BEFEH Secrets Manager VS RERR T ENBENRRBE. RATNEABHRURERANE
BFEM. Amazon R T AT RIFERABISZIEHME -

- ZEMEEHAMREATEEZEMESEAMREANTERE - REFBEETISTREESIT , ¥}
RMTHE Amazon L EE TR MNMEAMNEHKEIMEN SR,

« HPAA L& 5EHRMEED — AEBEPERT AR WA AR Amazon IERFE HIPAA FRAR
RRARERF,

- EAAR — ITHEBNERmETEERTEANTLANMEMX,

« Amazon Config @t R REEFEANTRE, TULEEFNEANER. BXEZEE , BSH the
section called “BEZRHARN SR,

 Amazon Security Hub##t T BN Z RSN LEWE Amazon , AIEBEREHCSRENEL LT
R ESEER . BXEA Security Hub 14 Secrets Manager BIRWEER , i5ZH (Amazon
Security Hub AF$8R) ## Amazon Secrets Manager 24,

* 1AM Access Analyzer 27 A FAEBRALRIZAR K , SREREFNOEZHFED. BEXEZE
B | &5 RE A Access Analyzer T 17 8] I R o

« Amazon Systems Manager 1 Secrets Manager 2t 7 HiE LT F M. BRESZEL | ES
Bi& B F Secrets Manager B9 Systems Manager B3{tiz1TFMHSE.,

o ZALMERATHE=SHITRE Amazon Artifacte. BXEZEL , BSFAHH “THIRE" Amazon
Artifact,

BIEIRAE

Amazon Secrets Manager E&A A THRAENTIT |, HEFERBEMNMEIAUR , BN EHNERRS
EN—F5.

« HIPAA — Amazon BE¥ XH (BERERBSREER) (HIPAA) &MitXl , FH5I Amazon
Secrets Manager I RFSHIPAAR&E RS, MREEZIT 7 A £ (BAA) Amazon , T AT
£/ Secrets Manager KRB EIHER S HIPAA FRERNNARF. Amazon HEXBH —F 7 1M
FNAREEENEMEENEFEHRT —HLL HIPAA Amazon NERWHE R, BXEZELR | iF
S8 HIPAA &#11%,

« PClI 2544 — Amazon Secrets Manager i RFREEHR A 1 WS F1TU (PCl) BIEL L
# (DSS) 3.2 IREMIAIE. A Amazon = mMRS 7. LEBEIRRAFFABENEFATNES
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https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://docs.amazonaws.cn/securityhub/latest/userguide/secretsmanager-controls.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-preview-access-apis.html
https://docs.amazonaws.cn/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
https://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/hipaa-compliance/
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EBHCOHK PCIDSS MM IAER £ Amazon Secrets Manager . H< PCIDSS WEZEER , 2
B ERE PCI Compliance Package B &EIZ , 1§55 Amazon PCI DSS 5 1 4.

* 1SO — Amazon Secrets Manager 2 55t A ISO/IEC 27001, ISO/IEC 27017, ISO/IEC 27018
M 1SO 9001 HIEMMINIE, BXEZEE , HZH 1SO 27001, ISO 27017, 1SO 27018, 1SO
9001,

« AICPASOC - REFH LS (SOC ) MERMIUME=FKERE , A TR Secrets Manager
IASKIRBEHA RSN B 7. XERENENZREENENFITII THRAIZIBEZENEAME
MK Amazon #ZHEE. BXEZEER , 2 H SOC 2,

« FedRAMP - BXFX e ERNEE 1T ( FedRAMP ) E—IMBFEEMN TR , SiRE—FirtElLs
ERNEFRANERSHTLREEITN, BRURFLEER, FedRAMPITXIZE R ZR TS GovCloud
BRES Mt X AR ERABAREERFERM T IR RN, BXEZER , HZH FedRAMP &#L1,

- EfER — EBAER (DoD) =it E L2 ERIER (SRG) W=RS IR (CSPs) 121 T Hr LB iF(E
BORE , LREETHNIGRN , LEMIIEBENETEFRUEERS. BEXESER , F5H
DoD SRG ®&i&.

« IRAP - BEEEZEFMEER TR (IRAP) |, BAFTBREFEBRIIELSNEFEERS
B , HEEESNREER , FERARNIMERLHOEEN CRAFLBFMEEREFM)
(ISM)HIEXR (ACSC ), BXEZEE , BZH IRAP &R,

« OSPAR — Amazon Web Services (Amazon) 3X18 7T A BRFIBMUEW FitkE (OSPAR) AL,
Amazon S IFEAETIHHS (ABS ) B {ANBRFREFESBRNEFIER) (ABSEM ) REF
—¥ , XAEFRE , 4] Amazon O FHEEHMEERBEIZTULNZRFREFRENSH
B, BXEZEER , 5 R OSPAR &R
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https://www.amazonaws.cn/compliance/pci-dss-level-1-faqs/
https://www.amazonaws.cn/compliance/iso-27001-faqs/
https://www.amazonaws.cn/compliance/iso-27017-faqs/
https://www.amazonaws.cn/compliance/iso-27018-faqs/
https://www.amazonaws.cn/compliance/iso-9001-faqs/
https://www.amazonaws.cn/compliance/iso-9001-faqs/
https://www.amazonaws.cn/compliance/soc-faqs/
https://www.amazonaws.cn/compliance/fedramp/
https://www.amazonaws.cn/compliance/dod/
https://www.amazonaws.cn/compliance/irap/
https://www.amazonaws.cn/compliance/OSPAR/
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Z 4™ Amazon Secrets Manager

L2t Amazon RERZE. N Amazon BF , BRI UZRTENREASHRLZEHRABALANE
SR T A4 2 RY 2R O M R 45 2R K

BB Amazon HEERBEZEFR[E, TELEEIFEHBERAICNZEHINFNZT SN -

« =EE — Amazon TR E Amazon =HIETT Amazon RS EMEEH, Amazon &R IERHE
A ZEFERANRS. ERN Amazon M ITRIN —&% , E=ZFFERZARFEHNXMNBIELZSE
HNERE. ETHEIANESMITRI Amazon Secrets Manager , BEREREAT XX D HSEE AR

Amazon R .

« DIREE — B Amazon RFSREENTE. EEFTENHMERNAR , SHENBIEN BB,
BN RINERURERBREREN,

BTHMEZRR , HSE %L EHE — Well-Architect Amazon ed Frameworko

FH

« BRKAEF 4% Amazon Secrets Manager %48 Amazon CLI B X &
s W HRRIEFIERIES Amazon Secrets Manager

- FEEIERI Amazon Secrets Manager

« PRI INZ MR Amazon Secrets Manager

- AW ERIZHEZE Amazon Secrets Manager

« f£/A Amazon Secrets Manager VPC £ im {7

- A IAM R E API 3[R

« RJEM™ Amazon Secrets Manager

- ERTF TLS

B K55 B 726 Amazon Secrets Manager %48 Amazon CLI B9 X\ &

LREEA Amazon Command Line Interface (Amazon CLI) ¥ Amazon R | IRREEEHTIHAFR
R AX LGRS, Fla, RATSER Windows a5 SRR Windows PowerShell , 2% £ Bash
% Zshell &, EFMRZES Shell BEEHERB TEXNEMNIIAE, BEHMATRESFERIZINEETE
BN, Bl ERZE Shell &b |, A LIEH LEFKBEERERAANG S, HRTZRIPNELE
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https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/welcome.html
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MAEMATRSFAGTALIERIIE, B4, EREITFENEMIARFTRENERNENG TS
¥, RESHEERBYLESRHIITES. N TRBLUEXE , FRENITUTSR

- EBEIFIHENARLIEEBIEITEN.
- HERBEATFERTBEANEHEXARER.
« 4R Shell ZRLREF (MREEEAEF 22— ) FTRREFBANSD T,

- ERA—LLHEMRIE Shell TR LIERARBIRNS . LA R4 B8 204ADRF 28 308 A SR B TR S 4
B, REFZ L% Amazon Secrets Manager @ H 3 BI85 8% 304, IXEBRE A M Shell
R EFARBRBLEA K,

AT RIS REAE Linux 895 ({1B2H shell AJREEERETRANGS )

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword/D
# Everything the user types from this point up to the CTRL-D (~D) is saved in

the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter

from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

TXERSE , AEADLNE TR TALEZNRFLKEER[A—THEIBEAXSF

/A Important

BIAERT , TEETE Windows FERAXREAR | BRIFBEFRTH LIEFMHEF XK PMEN
A1,

F Windows TS IRATHREN 1 ROGTRE 1 XRGTWALIERKEFAX

1. NEERSHTTRTRRNT (UEERAFMET) .
2. ERELANER , REEE BiE

F&AK{E 12 Amazon Secrets Manager 248 Amazon CLI B3R & 253
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3. ERIEDFL , FEARXKDPNBPXBITREN 1, AFEFEE,
4. BREVPRATHERBEFTLLEZPHGSHN , FEEREZGTTEEHBAS &5, filw

echo.

XA ARG R BB R T,

3t F Windows S SR RAFIATR |, IRATLA T #1ZSysInternals SDelete TE | REFEREXLUTFUTABH

DA
ApT .

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORDAZ

# Everything the user types from this point up to the CTRL-Z (AZ) is saved in the
file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from
the contents of the file
C:\> sdelete secret.txt
# The file is destroyed so it can no longer be accessed.

iy B 475 iF M5 842 %] Amazon Secrets Manager

Secrets Manager i Amazon Identity and Access Management (IAM) SRR Z4B M5 RIARBR, 1AM 1B
HT EHARIEFIGEES, FHRIERIANABERNEMB., Secrets Manager FHZEE., HRIBHAZT R
HRENMZESHRIE (MFA) SEXRIEAFSM. B2FEFE Amazon, HRIEFIERIAEGRER
AN AT BEXT FEAE Amazon RIFRMITIRIE. Secrets Manager i F 5% B Sk XE S i B A5 0] R L %
R, AR S5 A X LR RINITHLERME, SH 1AM P EY R FIPR

F&

- BIXBRZS#E Amazon Secrets Manager
« Secrets Manager B A X R

- HEZANNR
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https://docs.microsoft.com/en-us/sysinternals/downloads/sdelete
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
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+ Lambda %3k B ¥R A IR

o BBANR

o

- ET SRR

- ETRRIER

- FAETEMNTHERRES (ABAC ) #ZEIX ZHARI R

+ Amazon BYFEE KB Amazon Secrets Manager

« BEHEAERIAERE Amazon Secrets Manager # %3

« MNEfbIK F 157 Amazon Secrets Manager %4

« ARG T E 2 4R

HI X PRSZE Amazon Secrets Manager

Secrets Manager X RS & Al £ RS BN SE H Y Actions, resources, and condition keys for
Amazon Secrets Manager R %,

Secrets Manager B2 G X [R

MR ERF Secrets Manager BEE AR , HRIE A D0 BR IAM 5 40X BRF T FIKBEHE1TIRE -

» SecretsManagerReadWrite

* |AMFullAccess

RINBWETERRALAFBRFEEANR. BEAXATFENAFCIEZMNERMIINZRL , BERARHR
FrERIPR (IAMFullAccess) BF A EERAAFNEENR,

177 7] 23 45 R A BR

BERA IAM R, SRR EBRLE R P RS ARG RSN ZH, RERRMBEHER T B AT B
X R LE B IR AT MR LL R, SBTTBL ¢

« the section called “E T &4 H K"
« the section called “EF &R K"
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_awssecretsmanager.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awssecretsmanager.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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Lambda % ¥ B E IR

Secrets Manager £ Amazon Lambda BBk %40, Lambda RBIML T EEN BHAURZHITE
ERNBEFESRS N ERER. HSH RHRNR,

hnER# e PR

Secrets Manager £ Amazon Key Management Service (Amazon KMS) 2483k INZ#1%, Amazon
KENF aws/secretsmanagerBE EB EHMNNIR. WREFERATEH KMS F4 , Secrets
Manager EEX ZZ AR, &S the section called “KMS ZZHAIIR,

£ FIPR

BEMEA IAM XRKRE |, SR R FIHL AP SRS I UNENBASFHEEMXE, BSH the
section called “By L E #l”,

ET B eV RE

STRERHME AV 56, B Araffe, EETSH0RRS | LEERSHTNGAD
ETHANRES D TANBARTRLRIE, EXESEL , BSEBNABE AV 55T,

FU U EARREMRSPORARFIAFNACRFNR. Hla0 , £ Amazon EC2 k4l LiZ1THI R
FARFUREEETRREE, EUEM N EC2 2B B 4N IAM A€ | REFEANERE
AZAERFHRAISERFEFELIPNZANNE. BXEZEL , BEHAEH IAM A€ EE Amazon
EC2 4l EETHNARFRE FINRE. B LAMinE G kS 23F Amazon Redshift, Amazon
Lambda 1 Amazon ECS,

B3R A LUBIE BR IAM AN HM S B RERIENAFR TR, a0, B IAM Ae56EH
Amazon Cognito B2FMBINAEFAF XK, ACONAEFRTEEA N IER PR IEAT
EiE. A, EALUEANRRER FHAGNBANGRNER, BEXELSER , TSRS HREEFEK
S H5HRIL,

R TERET B DRI REER

- BFNSANBHAN S0 ENR,
o PREIERE AR AGIE AR, WA B A R e R B
- BF IAM AXZAN B ENR,

~
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=

 RRENMWBENNR

=

; BRERA R A A AR

=

B R —ARAENNR

=

- BELAF

=

: BIERZPARR

=

B4 E A E Amazon KMS ZHRMEE

R BB EERNR

ERTFREZAENNR , B LUGREHM MBI ZARSH L. ERBRECANRBERE | FSHE
TEMHRBENME T HREKE, BXUMHMEKEHNER , 155 the section called “E T &IRAI K

B&” # the section called “BF F BRI KM,

HEBEFLERTX IAM AR HRINERRN |, W REIEEER. ERFEMLE API BRAPRR—EHARZTH
PR , &S the section called “/RHl : #tEKR TR —HRFEBENINE,

Example IEUEAE - B T EERZH MBI 4

MREAFEFEENBAXNZARITNG , WA BUBT R ST RIS & 42 KR FiREZ 2 AR 15 R
R

{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"

I

"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "KMSKeyARN"
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A SREA RN A AR PR
Example BV — /N2 4R

B FATREM MBI &4 , B URFEANILENR,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": "SecretARN"

o HERR-ARAENNR
Example #t2i5=E— A %40

BT LB A T RS M AN E) B0 KT F AL E AP AP RR—ARFNHERR, ZX
BEPREI TRAS , RAEHERA TS HMES SecretARNISecretARNZ |, fifi1tE REER
KSecretARN3, MIEEWZEH. MRBAFEEHLE AP BAFEREMWE |, U Secrets
Manager FA2REE(], BXEZEER , HSWBatchGetSecretValue,

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"”

1,

"Resource": "*"

}

{
"Effect": "Allow",

"Action": [
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RAriEmE

"secretsmanager:GetSecretValue"
1,
"Resource": [

"SecretARN1",

"SecretARN2",

"SecretARN3"

]

B BEAF

LU ERBEFERKTRFEE —4E.
Example i/ 8] 3§42 H #Y FiT 8 23 4A

UTRBBFREEMI “TestEnv/” FF LM A BHMNR.

{
"Version": "2012-10-17",

"Statement": {

"Effect": "Allow",

"Action": "secretsmanager:GetSecretValue",

"Resource": "arn:aws:secretsmanager:Region:AccountId:secret:TestEnv/*"
}

}

Example 7 RIFT B Z 40 TR

AT &RBE#ZF DescribeSecret FMMNPREF LN List : ListSecrets
ListSecretVersionIds.

{
"Version": "2012-10-17",

"Statement": {

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"

1,

"Resource": "*"

}

ET 085w
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}

Example ITELZ 40 & #r

TR B BRF RN FTE Secrets Manager fX PR, EFEHIZERE , 1§23 the section called “&
THHHER

ERBREAEN , ABEDFXE, K/ ID, YIEBHMBEHRA (?) KE—EXREREMNEVFR,
MR Z4ABIE ARN, Secrets Manager &< FENLFZ /T INE R A B FRERN ARN B9 —E5

E B LAEA BB AR CH XL FRF, WREA "another_secret_name-*" &% , Secrets
Manager X EEEE 6 PMNEHFFNTIHIZ4A , MBIETHE "another_secret_name-
<anything-here>alb2c3",

REZEHHNRRTFAETFENRH, BEER , WRNBRZHAFUERBSHRERCIE , BIFE6
NEFRERL , APt BREFHHNNR,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": "secretsmanager:*",
"Resource": [
"arn:aws:secretsmanager:Region:AccountId:secret:a_specific_secret_name-alb2c3",

]

- BIEZEARINPR
ENAFRTNRAUEZR , BMNBNUBHNERBHMEAFPEN IAM 4, EZH IAM AF4,
Example &2 %54A

UTRBERTOUERANEETZATNRNNR, BERAIZEKE , HSH the section called “EF S 7Y
KB

{
"Version": "2012-10-17",
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"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:ListSecrets"

1,

"Resource": "*"

}
]
}

Rl ELERKE Amazon KMS ZAXRIMEZENE

/A Important

EE4EFEEEERERY  BINBWEEAZABERZRR FREFIGENE. BXES
E8 , 21 (Amazon Key Management Service Ff & A R $55) H# Authentication and
access control for Amazon KMS,

Example E4: Amazon & % 4H aws/secretsmanager

DTRBIELFEARCUBREFEEH. Amazon HEXF4A aws/secretsmanager b BURERfFEH
EFEENBAXNNEZHTNE, ZRBEISHRIED :

1. B—RBAELFEALRREFZHANIER Amazon BRERH4H aws/secretsmanager, Sid:

"RequireCustomerManagedKeysOnSecrets"

2. BEZRBAELVETTE KMS ZRANFLMIER , EH Secrets Manager 2B IAEA Amazon

KENFH aws/secretsmanager, Sid: "RequireKmsKeyIdParameterOnCreate"

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "RequireCustomerManagedKeysOnSecrets",
"Effect": "Deny",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:UpdateSecret"
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1,
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"secretsmanager:KmsKeyArn": '"<key_ARN_of_the_AWS_managed_key>"

}
}
.
{
"Sid": "RequireKmsKeyIdParameterOnCreate",
"Effect": "Deny",
"Action": "secretsmanager:CreateSecret",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:KmsKeyArn": "true"
}
}
}
]
}

BT HIRA K

EETHRFNRES BT EE AL RZESR , LRI X ZAMITHLERE, ERUERE
TRRREER

* AZNRAFHAERTENZANTRNR,

« EEA Amazon KRR AP RA SR T IHRRR,

LHIBFETRRNREM INEIZRF & R BR4AR |, Secrets Manager £ B #IE 5|2 Zelkova 1 API
ValidateResourcePolicy , BFILZ @& IAM ZREARFI RN ZHA T RINR, &t LAFH
# A B8 CLI 2 SDK BlockPublicPolicy Z¥# PutResourcePolicy AP,

/A Important

RIFRREEWUEN BlockPublicPolicy S#lid fH 1k R A B H2/ AN 2 I8 09 22 4R Y BHR SRR 1%
FRHAGRMNR , REPERFEOER, BRTEAXLENRERZI  EEFARENTRE , X
BINEMNARTFLBHRMNR

o FhnE|<BX Amazon ZEA ( Hlf0 |, IAM A€ ) WET B HKE
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o MEMBIRERFIRMET Amazon FIRAIEKRREE ( flE0 , Amazon Key Management Service
(Amazon KMS) %48 )

EEEXNENFANNR , H200 BEEBNRE RGN BH,

EE. EXIMEBRBANTRER (2F45 )

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
MNZRIFRE | EFEENER,

HABAFMAEENESE , EBRET R ERNRBO T , EEFEEENR,

ERBFEF , WTUTREZ— , RAREER’F :

o EMMITUSKRIRKEE | WA XK,

- ERIRER , FRABFER,

w0 D

Amazon CLI
Example ¥ R %R K1

BAF get-resource-policy R R MBI ZANE T HEIRNKRE,

aws secretsmanager get-resource-policy \
--secret-id MyTestSecret

Example il BR 8% R 58 B

LAF delete-resource-policy RBIFHIBRES INBI AR E T R IR KB,

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example 7808 R 58 B

BAF put-resource-policy R RIZRANMNBERE K BERBZREBESTRENZZANS
ZIHF R, ZEBEMEFIREN, BXEZEL , 52H ( Amazon CLI AFIER) RN
%Nk Amazon CLI S,
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aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json AR :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"
1,
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
Amazon SDK

ERRMMEIZAN K , iHEA GetResourcePolicy,

EERET B Z AR K BE |, iBEA DeleteResourcePolicys,

BRI E 24 |, B PutResourcePolicy, MREZMM TR , BT FHBIRNITR
ffo REEATHERILN JSON LEHLNA, FSH JSON R L,

BXxEZEELR |, i§5¥ the section called “Amazon SDKs”,

=

R~

. T RRENHBREHNR
« 0l : XBRF VPCs

o TBl: RS EE
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R RRENWRERINR

ERTREFZHAENNR , BULUFRBEHR MBI ZARS M L. ERBRECANRKEER  BESHE
TF M REMNE T RRNERE, BXUMHNEKENER , 155 the section called “E T FIRAI
B&” A the section called “E T 5 #I K #E",

HEBHZERZMNAFRACKRFENFZANTRNRN |, LREEEERH. ERFEMLE APIBAA
FE—AWMBNNIR |, 53 H the section called “R=4l : #tEH FE—HZAEHKE .

Example EEL— %4
BENUTREHMBEIZS , RAUURTFEHANIHRNR,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :AccountId:role/EC2RoleToAccessSecrets"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

R BXBRA VPCs

MREBEETE VPC NERSE Secrets Manager , B LUBES ENRRIEH I E KM KBRS Secrets
Manager BJiEKk B VPC, BEXEZEE , BZHAFEH VPC in S & HRHIER Mthe section called
“VPC i = ( Amazon PrivateLink ) "o

BEEARMNEAM Amazon FRFSTHRIZAMNIERERE VPC , BN REFEL 4115,
Example X iEREX VPC xR

DT ERBNATAFEERET VPC 4LinT RBTHIT Secrets Manager &4E
vpce-1234a5678b9012c.,

{
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"Id": "example-policy-1",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "RestrictGetSecretValueoperation",
"Effect": "Deny",
"Principal": "*",
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-1234a5678b9012c"

Example ERiER%k B8 VPC

LT ROIZEARBENAGTRE vpc-12345678 N SOIEZMNEEZ4H., A, REEBRRET
vpc-2b2b2b2b B , ZREET AT ER G RIZANMBENIRE, WREE— VPC RIZTRARE
F,BERAE-IRERN VPC LUIRHEEIEE , MRS ALK,

{

"Id": "example-policy-2",
"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:Create*",
"secretsmanager:Put*",
"secretsmanager:Update*",
"secretsmanager:Delete*",
"secretsmanager:Restore*",
"secretsmanager:RotateSecret",
"secretsmanager:CancelRotate*",
"secretsmanager:TagResource",
"secretsmanager:UntagResource"

]I
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"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-12345678"
}
}

"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",
"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "*",

"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"
}
}

™ BRSS E &

A0SR AR Z A B IR R BB Amazon FRFEFEA , BATEWIEEERA aws: SourceArn #l aw s:
SourceAccount £B&F M4 F, XHBERRMNS —U Amazon Bk &% 2| Secrets Manager Bt , ARN
MEFEFTRXGEERNLETXXH, IHMFHENLEESERSR TEENEEREBR.

MRFR ARN BERBREFFRAFFERNES , WFEEE aws:SourceArn R EHNEFFEHZ
%R ARN , HER aws:SourceAccount &8, BXESZER , H3H IAM ER,

EM MBI ZNRED  BRESERABETRAEZREA , BHE Amazon BEFHFEE. BXBFEX
M MBI Z AN RFRENES , BSRZRFHI XA,

Example VRS A RS E 45 7] % 4R

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
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"Principal": {
"Service": [
"service-name.amazonaws.com"

]
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:service-name::123456789012:*"
}

"StringEquals": {
"aws:sourceAccount": "123456789012"
}

}

EAETEER RN RIZES] ( ABAC ) 2 HIXS 2 4RI U7 ]

ETEMENGRNREZES (ABAC ) B—HRLERE , BREFEAF ., BUIRSIME (FIWMERIT, WHE]
FARPERNERNEMEE ) HEESTFERE LURR. £+ Amazon , XEBEMERHIIRE,

ERAFSEFINREREZKNNEFIIERRA , AERMEELTSEBMMNER T I URMHH

Bh. ABAC NI REZETHA[ITMEN , XERBFEAFXNNARFNBENHRIAR A FNRELXRES
BEREPNLETXRZESHE, fim, MRAFERET, WiHRNR2E3AE  MEFEFN
RKERFTAR. BXESZEE , 50 : ABAC B4 Amazon ? |, BIEFREE i/ R Z A X
R, ,ABERATE IAM SH 50 ABAC X B Secrets Manager IR ER.

~ R BRI EARERSN RN

AT BE fLiFDescribeSecretifRli B BZ4AServerName MIEM R EM W FServerABC, HRF I
REEMTMBIENG G |, NZBHENHRKF PHEZASHNEAZH,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret",

"Resource": "*",

5 FAAR SR I3 B AR 15 1) 268


https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://www.amazonaws.cn/blogs/security/scale-your-authorization-needs-for-secrets-manager-using-abac-with-iam-identity-center/

Amazon Secrets Manager ArfEm

"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName": "ServerABC"
}
}
}
}

R AR AFHRRESBHANREEN S 5

LA SR IR P R R B XK B8 AccessProject W& 54K AccessProject #x
ZEEHRENEMZHHAESR GetSecretValue HENER,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
.
"Condition": {
"StringEquals": {
"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
}

Amazon BIFEE KB Amazon Secrets Manager

Amazon EEXHERVENESE I ERE Amazon,. Amazon EERKEENFZE N AHIEM
R, MEZROUFBIAF. AN8e9BNERE,

HigfE , Amazon HEERB AT N ENEEASRTFRENERNR , BN EMNAHEAE Amazon
EREM. RNBUETIEXRETENERZSNES EER KR -SRI NR,

BT EE R Amazon EEFEBPENHNR., R Amazon B Amazon FEE KB E XKRE , 1
BN MZREBAMRXBNMEZERASS (AP, AFA® ). Amazon RREFREEBIIEHH API
KA RS 7] LAE A # Amazon Web Services RS B9 AP| #24ERE # Amazon IEE K,

Amazon I E XK 269


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies

Amazon Secrets Manager ArfEm

BXREZEE , F50 (IAM AF#ER) PR Amazon FEE R,

Amazon ¥EE KR : SecretsManagerReadWrite

ZBURIR 152/ B PR Amazon Secrets Manager , ‘83& iR ¥ RDS, Amazon Redshift
Amazon DocumentDB &EIREVIXERE , AKX Amazon KMS B T INZ M B Z 2 Z AR, 1ZRIEIE 1T
#12 Amazon CloudFormation ZZE ., MNHEEMN Amazon S3 FEMREEIRENR Amazon, FIH
Amazon Lambda BIE IR Amazon EC2 VPCs, B HIEFEEXENRTEFERAINENRREIIRE
B,

ENEBINRHREE |, SRS E 222 Amazon CloudFormation 4 f Amazon Lambda i{T& &
IR, AT LA EEIAMFull R B KB, HSH RIRAUR,

RRFAE R

ZERBIE U TR,

 secretsmanager - RFEHHITATE Secrets Manager &4k,

« cloudformation— ARFZEFE A S| Amazon CloudFormation #tk, X2 HER , LLMEFEHEE
BT BRI AEN EIEA T LUE T ik 612 Lambda 2 #:8%X Amazon CloudFormation » HXxE %
{£8 , 27 the section called “Secrets Manager B /53X Amazon CloudFormation”s

© ec2— AWRKHERIT S# EC2 VPCs, XRULFNFRM , IHERARHENEATRESEIFM#
EEZATFHNEIEBEEMRN VPC P elRE R R,

s kms— AFZEEAEH Amazon KMS &%ﬂl_ﬁbl]{nhfﬁo =M FENZRMY |, X#¥ Secrets Manager
FTREMBRNMBEZRZA, BXEZELR , BS M the section called “Z4A MZ AR,

* lambda - A E43FH Lambda %?ﬁé@%&o RUENFME , SMEEAZF AN EETOIEEINR
YRR B B

e rds — RFFMEIEIR Amazon RDS RRVER KA, XERLTENSRME , MEFREE S EART L
%1% Amazon RDS £ & 534,

« redshift - A FEMAIER Amazon Redshift FHYER, XESLENRYE , MEEHZHEHIS W E4A
A LLi%E ¢ Amazon Redshift 52&%,

« redshift-serverless - fFEMAHEHIR Amazon Redshift Serverless AR E ZEH, X HE
By, LAMEREREE A /B 4T LLEER Amazon Redshift Serverless f5& ZE[H,

« docdb-elastic - fAiFFE &R Amazon DocumentDB RV MER, XENENRYE , LUEF
A& & 1 4T LLUERE Amazon DocumentDB 2t &£ 8%,
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RAriEmE

* tag - AVEARREUKS FrE SRR R,

« serverlessrepo— RFZEHE ARIZE Amazon CloudFormation Eii&E, XENENEY | LUE
FERESEN EETLUEE Lambda IREE . BXEZEE , 12 the section called “Secrets
Manager B9 75 = Amazon CloudFormation”s,

« s3— ARFEFEAMAE AmazonBE IR Amazon S3 FHEBF RIS R, F#FEEZE Lambda
RHREBIER, WNBRRSEN  XEFEAESH AN EASEERBEFZEREPHEREE Lambda

RBREK. AXESZER,

CloudFormation”,

BEEFZEK , #

B2 8 the section called “Secrets Manager B 53 Amazon

2 # SecretsManagerReadWrite JSON 5 B 3T,

Secrets Manager % Amazon £ & K EEHY B #7

& & H < Secrets Manager Amazon T E R EFNIFAEE,

B

SecretsManagerRead

Write — X I E K REHY
B

SecretsManagerRead

Write — 31 I B K B&HY
B

iR Sy

LR EH , 1
R A\ Amazon
Redshift Serverless #Y
R, AEEFEA
F R E8]2 Amazon
Redshift 2740 B 1%

## Amazon Redshift
Serverless & & Z=

=18

2024 £3 A 12 H

WEREEEH , 1
YR 5 Rl Amazon
DocumentDB 3# 1%
SRR , UEE
HlERFAIERE
Amazon DocumentD

B ZiART R R

o

2023 9 A 12 H

IS

v

v4

Amazon £ & F
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RAriEmE

EK

SecretsManagerRead

Write — X I B K REHY
B

SecretsManagerRead

Write — XY I K REHY
B
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