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/I'-.ﬂ}-Secret
- AWSPREVIOUS

-.. My Ulser

passwordA

.

PR, scurwca |

... MylUser_clone

passwordB

~

J

BTIRH - R EHN R I8 AP D,

//r-_d}-Secret
) AWSCURRENT |

... My Ulser

passwordC

.

- AWSPREVIOUS

-.. MylUser_clone

passwordB

~

J

BZIRRHR - BB EN RPN,

/r-_.ﬂ}-Secret
- AWSPREVIOUS

-.. MyUser

passwordC

T

... MyUser_clone

passwordD

~

RERF
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FH

+ £ Amazon CodeGuru Reviewer AR R T Z R K R4
o GEmISH A 3N E Amazon Secrets Manager

o [HRE4mEE N BIE FEEIE B 3 B Amazon Secrets Manager

+  Amazon Secrets Manager iR E X & f P it

+  Amazon Secrets Manager & & % F F° it

£ Amazon CodeGuru Reviewer &% {415 A Z R 1Y 574R

Amazon CodeGuru Reviewer BRSSERRF 2 MM Z I REMF XA B LRI BIERE |, 3
R Java M Python REBHIE I, CodeGuru Reviewer 5 Secrets Manager £/ /5 , TAEHR A
BRTZRFNEH. BXTRKXINZEHRXRE | HS5H (Amazon CodeGuru Reviewer Al F15F)
I CodeGuru Reviewer T/ U By ZREA AL,

REBREBNERAE  FUAFESR

+ the section called “B #1718 4w 15 0 BB FE ZALE
+ the section called “B ¥R iE 1D HY 2348 ~

FHE 4w A5 1Y 2240 #3h B Amazon Secrets Manager

MEREFEERAXER , RINBIHHRIRHF# ) Secrets Manager ., FZ 40830 E| Secrets
Manager /5 , BHRIBFEEM Secrets Manager PR R4 , NTTAER T EAFIRBHOALXEE
REANRE, RREASFHINERENES , FETEER.

RTFHEFEESUZRR , TSN GERDE N BIEEFE SIEB 3 E) Amazon Secrets Manager,

HFtacn , BREBZAEHFTERRZER. BNBUEAFD IAM ABRERRANNR

- AREBALAFHNZHENACR., BEXESZEE |, 5 #the section called “Secrets Manager B &
R, BEFERALARMENRIRER,

o —ANAIBATEEITH ( BIINEREIEF RN RoleToRetrieveSecretAtRuntime ) fERAZAN A,
EHRBERARABCBUERF, EAKED , BHOZABNETFRE—NBAENNR , H&
FEAZANRBRREER TR, BXHEMBNRGZE , S Hthe section called “FLTS R,
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HIR

- B9 HBREH
- B25 . EHARB
- E3Y . EFMEH
- RESR

E15 SEER

F—S RN EERBIZIAEHT Secrets Manager HHIZ4AF, MEFHAEE AN Amazon FIFRHE
X, NMNFEFHESZRREENXEH, & , BHEHEHEN TENEARGIMS ERKEHEX
=,

BIRZE (#2FHE )

1. BX https://console.aws.amazon.com/secretsmanager/ 3T 7 Secrets Manager &%l &,
2. i&#%E Store a new secret (TZEH%4A).
3. 1E Choose secret type ( EBRZHAXE ) ME L , MITUATRE :

a. XITF Secrettype ( Z4AKE ) |, iBIEF Other type of secret ( HthZH4AERH ) ,
b. A Key/value pairs ( 8EXS ) & Plaintext ( BBX ) X AFH, —LRH .

AP| ZRREXS :

ClientID:my_client_id

ClientSecret :wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
FULREXS :

Username : saanvis

Passwoxd : EXAMPLE-PASSWORD
OAuth B :

AKIAI44QHS8DHBEXAMPLE

B4 tERN 18
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AP| 4R RBEX -
ClientID:my_client_id
ClientSecret :wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

HFUEFH B

FBEZEHAAE

----BEGIN PRIVATE KEY ---
EXAMPLE
---- END PRIVATE KEY ----

c. XITF Encryption key ( tZ %4 ) , & aws/secretsmanager £/ Secrets Manager Y
Amazon TERXZH. FALBAFT~ETMER. flH , BEUERECNEREER
AR 1>k B H At Amazon Web Services Ik W ZH. BXEAZTFREZHNRENE
B, #ZHE EN.

d. &EENext( FT—%),

4. 7E Choose secret type ( IR ZFAXRRE ) WEHL , ITUATERE .

a. WA—MNERMR Secret name ( A& # ) M Description ( %88 ) -

b. 7 Resource permissions ( ZIRXPR ) F , % Edit permissions ( wENXRE ) . HWELATE
B ( f21F RoleToRetrieveSecretAtRuntime KRR ) , ARFER Save (R17F) -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :AccountId:role/RoleToRetrieveSecretAtRuntime"

.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

B4 tERN 19
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}
]
}

c. HERHEIKED , & Nexto
5. %t Configure rotation ( BtE%#t ) WE L , FRRER., EEFE Next( T—F ).,
6. 7t Review (%) MLt , "&ENZHAFMES , AFEE Store (7).

E2%  E#ME

BHRBULFRA IAM B RoleToRetrieveSecretAtRuntime F e BB 4R, BXESER
BES I IAM A€ ( Amazon ) .

RE , WA LAFEA Secrets Manager K REIRIBEHEH K , LI E Secrets Manager FHI %
£,

EHRRHIRE

1. BHE https://console.aws.amazon.com/secretsmanager/ ¥ 7 Secrets Manager %l &
2. EERIKRA L, EELENER.
3. M[ETR3NE Sample code ( R ) . EFRENEREES K AREFRBRER,

BRNARFHFNERDZAAEBERBLE R, BEARBESNTE , KR EERRPRNNE
B FEERN AR

FEARARBEERLZS , IRXEHONAERFRERFSTHE,
3% EFRE

RE—SRPEAENERDNEZN. FEABANNRKFUERPENERRANGERA, flm , Bae
FEFRYNERAFAER —MEN.

R EENZH

1. @i https://console.aws.amazon.com/secretsmanager/ T 7 Secrets Manager 2%l &
2. J%&$F Secrets ( B ) , REEFIZZER,

3. 7t Secret details ( BEAFMELR ) RE L , @ TR3NH1%E#HF Retrieve secret value ( ¥R % 4R
B) , RFIER Edit (RE) -

®25% EFAB 20
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4. EHFEARGEE Save (&R7F) o

R WG B R 12 R A AR E (5 PR 3 24
R
MRBHBREFBHZAE  ETREDIEATER :

- E7£ Java M Python R AREFHRIEREBNELS , RAEWEEA Amazon CodeGuru Reviewer,

- BALBYERFRARRESMEAREBRE, BXESER , BZRARLEREN,

« NTFNSAMXFFRINEZR , BEREFHZAURDLER. BXEZESR , S Hthe section called
“TEAEH D H X,

o ERHEF , BN E RoleToRetrieveSecretAtRuntime MF R RZZPENNIRE, EaHE

BRTFEZNR (HIARRNAXRBANTHBERETEHIIR ) , iS5 Mthe section called “fX R K s
R

« ERHESD , B ERABANARERM RoleToRetrieveSecretAtRuntime BF R, HXxF
TR E A 5% | 1§53 Hthe section called “IF PR K BE M 11 ZE & 27

FHRE 4w 55 Y 3R FE ZAE B 30 2l Amazon Secrets Manager

MERBHEEAXBEEEIE , BIMNBWWEREIEZNE Secrets Manager , AR ENFHR R, F
EIEB 3 F Secrets Manager f5 , BN EZEM Secrets Manager F1 ZREUE , MR T A
BIRBEHNALFIRIENRE., RRFEALCENED  ARRHIERENESE , FETFEER.

5 F Amazon RDS. Amazon Redshift #1 Amazon DocumentDB HIEE |, FEAAT PSR IGFE 5
BHEIEB I E Secrets Manager, X FEMRBWEZIMERMEMZRER |, S Hthe section called “E#
WmBI R 7,

EFEzE , EEERTEFTEHRZFEH. BMNBWEAFRN IAM AEREEZHANNR !
- MREBALAPNZHANAC, BXEZEER , S Hthe section called “Secrets Manager B 5
R, R ERLLAGLRMNEHRES,

« —/NAILAEIZ{TH} RoleToRetrieveSecretAtRuntime ERAHETHNEIINAE., EFHNARBEE
KA AL EFH,

S
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- $£15; RBE4
- £2%  EHNRY
o HI] 3 IR

- BRESR

E15 SEER

F—SRNINEERBOEIES$F Secrets Manager RHIZAF, N T RIKIER |, G R4PFMH
EEBEFEMERNXEH,

elfe o

1. 1E https://console.aws.amazon.com/secretsmanager/ ¥TF Secrets Manager &#l &
2. i&#%E Store a new secret (TZEH%4A).
3. 1£ Choose secret type ( R ZHAXE ) ME L , MITUATRE :

a. X{TF Secrettype (BHAKE ) H |, FEREFHNBBEERIIRE .

 Amazon RDS #iE &

« Amazon DocumentDB ##E&E

« Amazon Redshift £,

- BXHMEBENEL , FSRAERERESHNEH.
b. WNTFEIL , FRABEENEVERDEIL,

c. XIF Encryption key ( tIZE%47 ) , i%&# aws/secretsmanager £/ Secrets Manager #9
Amazon EERZ. FARBATFETMER, fln , BEATUFERECHEREER
AR [R5k B H At Amazon Web Services IKF W#EH. BXEAZFREZHNRENE
B, BEZH 2N

d. X{F Database ( ##EFF ) , BFEBRENEBERE.
e. ﬁj:%-lt_io
4. 7t Configure secret ( BLEZ4A ) WH L , HITATRE !

a. HWA—/NHERME Secret name ( 4R ) F Description (WA ) o

b. 7 Resource permissions ( FIRXPR ) F , % Edit permissions ( EBXRE ) . FHUELATER
B ( A RoleToRetrieveSecretAtRuntime R4 ) , ARE%ERER Save (REFE) o

F15 AERH 22
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::AccountId:role/RoleToRetrieveSecretAtRuntime"
1,
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
]
}

c. HERMHEZD , EF Nexto
5. & Configure rotation ( BtE#i#%t ) RE L , ErYRRER, BEESRHEBAH. & T—%.
6. 7t Review (%) MLt , "&ENZAFMEE , AFEE Store (7).

E25 ENNAE

BHRB XA IAM B RoleToRetrieveSecretAtRuntime TR R4, BXEZEER
ESRERE IAM A€ ( Amazon ) .

RIE , B LAERA Secrets Manager 2 REIRBEHMEHNNKB , IR FE Secrets Manager FHI &
R,

B R HICEE

1. 3#TFF Secrets Manager ###|& : https://console.aws.amazon.com/secretsmanager/o
2. EFEPIRAL , EELHFH,
3. M@TR3E Sample code ( RHIREE ) . EREENES , AREFRBHE,

BERNARFFHEEDEZIEAEBERBL R, RERBESHTE , KURFEEHRPRNNE
e ITEN M.

EARARBERBREL , NLEHNNRARFRENETA.

®25% EFAB 23
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HIR 3 RRWE

BE—S$RELRNRBERBETRIDHEIL, Rotaton EEHEHRANERE. BRiRZRAN |, B4
R EHZAMBIBEBEDHEIE, Secrets Manager AJ AR BBIEIREN TR B3 N I&R R Z4A,

RERRIIEER Lambda $H#RE B AT LLGE Secrets Manager FMEWEIEE., BH B3Rk

J& , Secrets Manager 258 BIEEMER VPC 42 Lambda £IREE , LBRECHEHREEN
P& 15 R PR, Lambda ¥ BBIE A A A Secrets Manager AE# # 40, HANEIWIEZ VPC
K82 — Secrets Manager i & , SAfM Lambda X Secrets Manager K B A2 B Amazon &
g, BXEHA , ESHE VPC K.

BRER

1. 3#TFF Secrets Manager ###|& : https://console.aws.amazon.com/secretsmanager/o
2. EFERIKRAL , BEENER.

3. 1£ Secret details (Z4HF4EE) 71 LK Rotation configuration (3R E &) B0+ , iE£F Edit
rotation (4REFHR),

4. HERBEREEXNEED  HITATRE

a. B Automatic rotation ( BZh%#t ) .
b. % Rotation schedule ( ##it%] ) T , A UTC Bt X#& X A LRV 1K,

c. 1%3#% Rotate immediately when the secret is stored ( EEEFARN IR ) , LWEREFEE
AR E A,

d. % Rotation function ( #¥E¥ ) T , 1%# Create a new Lambda function ( & #THY
Lambda E% ) , RERFEEM A —NEF. Secrets Manager ¥ "SecretsManager" 71l
R R B BB BRRYTT K

e. XTRMEE K ERERF,
f. ﬁj:% Save ( 1%# ) °

REZHARTERKR

1. ¥ https://console.aws.amazon.com/secretsmanager/ 3] FF Secrets Manager ###|&
2. 1%3#F Secrets ( %A ) , ARERIZZEH,

3. 1f Secret details ( WERFMELE ) WEHL , @ TR3NH1%EE Retrieve secret value ( K EWE
BH).
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MEBEZPAERE , MHPRLRELZK,. MRERBELKERT , FEEREBZRHEREN
CloudWatch B& , LU TR B EHEE,

i 2800 ST P AR P SR TR AR A 1 2 A SR B MO 40
RS R
MRBHBBRERBNEAE  ETREZEEUTER -

s BWOULIBSEFHARBEESUEHRERET, EXEZER , BSRARERZES,
o BALLEBRTRNEIRITR. BXESZELR , S M[the section called “ItRIFR KR
« E1£ Java Hl Python NARFHFKEERBOZH , BAEWAEA Amazon CodeGuru Reviewer,

9 Amazon Secrets Manager IRE X & F it

EAHKES  BREINARNITEHREESIINRFIEEREAF L, Alternating users

rotation ( XEFAF IR ) B—MEIRKREE , E1XRREF |, Secrets Manager FREAF , RAEERE
BEFRHBLERAFEIE. MREFENTAASTHYE , MERBEE—NTENEE , EAEP -
BRAFREREENSENEIL , M3 —MIEEZEH. BXEZEER , i5ZMthe section called “3X &
AP

EREXBAFRHR , BFERIMUE

- HF - MBI SEBRHRNEIE.
- BEAEEAZUENE-INESR.
LAFAREE-MAFAERE-—NMHAFNED, EXAHED , £fFik Amazon RDS HEE

BAFBEREA, Amazon RDS R4 EHEE ARBRIR, BXEZEEL |, iHSHthe section
called “FEERH,

THENE—BIABRERENBUNAMEEERTE, I TOLRERBRRNTIERE , APEFEAT -5
5l Amazon RDS MySQL #iEFE. I TRLEN , HEENLTRHAMERMIAEE VPC F, E@d
BEERMMA BEZEIBIERE , BEAEL2EY , ©R2 VPC A UEEIIBEENRSSS , BtEA
FMNEBM# T SSH iE#E, ZHEFNELEHE Amazon EC2 K4 , ZRFIMNZ A AMHIEEM

ERAHER , BNBVUEEFEHETNRF,. BOEEFHEFERAEN.
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Secrets Manager 2 /A Amazon Lambda BBk EF Z AN BIEE. BXEA Lambda BHEHI K
TWER , BSH EMN

T

- R

- EREMH

« B, 1 : 82 Amazon RDS ¥%iEERA
- SR 2: FAPKIERIENE

. W3 MR ERIRME

S 4 ERTR
EE5R
PR

BN EREHER , BEESX Amazon Web Services K NWEENE, BE~HED  HEIER
NENSBREATEANAE, fln , EEREEESEANENAEFNZE Amazon RDS 3iEE , &
EMEEEANRHNACRFRE VPC ZedH, ERITHESERN , RIMNEBWEKEFERAMEES 7

BXMAEEFRETRENROEER  H50 5 BRIEMTERH,
FRFAF

FE#HEF  BEEUTHE :

o FRZH A Amazon VPC

o SER%ZM B : Amazon EC2 SE4l

s 5ER%ZM C : Amazon RDS ¥UEEHEIE 5 EUEMY Secrets Manager # 4R
o FREFM D AFARMITENEES EC2 K4

FREH A : Amazon VPC

FEFZRP , SRR AIEET S5 Amazon RDS B#EER Amazon EC2 £6I#y VPC, ERESR
B, EREATENETERMEEIE24 , AREZIGESEF , RILEFEARKRE VPC IR
. At , Amazon VPC 2FF EERMMXEREE| VPC HERMBARPAIMEEE , UFRE VPC SAERH
MEBRIEFNEBRMMK,

R 26



Amazon Secrets Manager ArfEm

£ VPC & | A L8| E —/ Secrets Manager i = A — Amazon RDS 2. EHEEN LS ES

RiE Bt |, Secrets Manager 278 VPC W12 Lambda 3 E , LUEE AT LG RIEE

FE. Lambda 2R EEUE LA Secrets Manager kK EFZ4A , H 1A Amazon RDS RIREUEKIEBEiE
EEE, BYE VPC REIEBRR , BRI LIAMAEM Lambda E$ZE] Secrets Manager #1 Amazon RDS
WAATSEIF Amazon EftliglE, MK , XEEAFHEEBE VPC ARNHR.

B2 VPC

1. BELATMuITH Amazon VPC ##l& : hitps://console.aws.amazon.com/vpc/o
2. i&#E Create VPC ( 812 VPC) ,

3. % Create VPC ( 8|2 VPC ) WE L , %% VPC and more (VPC %) ,

4

£ Name tag auto-generation ( BFFrZBEN4ERK ) TH Auto-generate ( BEIER ) T, A
SecretsManagexTutorial.

5. XF DNS options ( DNS &3 ) , i5[EA11%£#F Enable DNS hostnames #l Enable DNS
resolution,

6. %&$% Create VPC ( 812 VPC) .

£ VPC 812 Secrets Manager 5 R

1. £ Amazon VPC ##|&# Endpoints ( wR ) T , 1%£$F Create Endpoint ( 81ZIHR ) o

2. 1£ Endpoint settings ( WSRIZE ) T , 1 Name ( &%) A
SecretsManagexTutorialEndpoint,

3. 1£ Services ( B%5 ) T , i A secretsmanagexr BAHiE%IK , REELEM Amazon Web
Services X1 Hi%#F Secrets Manager i R. Bl , EEERE ( FZFRILILE ) |, &F

com.amazonaws.us-east-1.secretsmanager,
4. FF VPC, %&# vpc**** (SecretsManagerTutorial),

¥tF Subnets ( M ) , i&IZFFTE Availability Zones ( TAMXY ) , AEXNTEINXE , EEE
‘FEH SubnetID (FM ID) o

3 F IP address type ( IP #3t3ER ) | #%4F IPv4,
XtF Security groups ( E&4 ) , ERERINLLH,
Xt F Policy ( RE& ) , 1%3#¥ Full access.,

%% Create endpoint ( BIZHw R ) -

o

© ® N o
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1£ VPC R0 Amazon RDS i &

1. £ Amazon VPC ##|& 8 Endpoints ( R ) T , 1%£$F Create Endpoint ( 81K R ) o
2. %&£ Endpoint settings ( W SIZE ) T , 8 Name ( %5 ) #i A RDSTutorialEndpoint,

3. 7t Services (RS ) T, #iA rds UAiFiESI%R , AFEEH Amazon Web Services X5 #
1%£3#% Amazon RDS iR, Bl , EEXERE ( FFELILER ) , %&#HF com.amazonaws.us-
east-1.rds,

4. F¥F VPC, i&#¥ vpc**** (SecretsManagerTutorial),

33 F Subnets ( FM ) , EFFTA Availability Zones ( TAMRKIE ) , RAERNFEANXE , EBRE
‘FEH SubnetID (FM ID) &

33 F IP address type ( IP #3it3EH ) | %R IPv4,
XtF Security groups ( E&4 ) , ERERINLLH,
¥t F Policy ( k8§ ) , %&# Full access.

%% Create endpoint ( BIEIH R ) -

o

© © N ©

SRS B : Amazon EC2 SE4

RS TRF 2R Amazon RDS BIEFERNL T VPC F , AETGRTE , EFEELEH. ZE
2FH T VPC H , BERRIRY , EFEE—IMLE4E , UATARITEYER SSH &E#E
Z22FH,

NELFH6IZ EC2 K

1. BNLATMULITH Amazon EC2 ##|& : https://console.aws.amazon.com/ec2/o
1%3% Instances ( 3£61 ) , RF1EF Launch Instances ( Bz313EH1 ) »

3. 1£ Nameandtags ( BMFFEEL ) T, X¥F Name ( B# ) , @A
SecretsManagexrTutorialInstance,

4. 1 Application and OS Images ( NAREFMRERSMRE ) T , ;REBIAE Amazon Linux 2
AMI (HMV) Kernel 5.10,

5. 1f Instance type ( SRIZERE ) T , REFIAE t2.micro,
6. 7E Key pair ( Xt ) T , i%£3F Create key pair ( RIEZHAX ) o

N

£ Create key pair ( BIZZHAXT ) NiEEF , X TF Key pair name ( ZHAXNEF ) , WA
SecretsManagerTutorialKeyPair , AA/51%#E Create key pair ( BIZZHX )
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LEEt & B3 FEEAN
7. 7E Network settings ( FI&EZE ) T , %8 Edit (w5 ) , ARHRITUTRE .

a. XTF VPC, i£$#8 vpc-**** SecretsManagerTutorial.
b. XF Auto-assign Public IP ( B3I 7 EAE IP) , i%3#F Enable,
c. XITF Firewall ( BFX3E ) |, i%£3F Select existing security group ( EFNELZEL4AH )
d. ¥F Common security groups ( ELZ£4H ) , %## default,
8. 1%#% Launch instance (Bz13EHl).

FEARZM C - Amazon RDS BIEEMEIE R ZIULHY Secrets Manager Z4A

FEUPSED | EFEE— AmazonRDS MySQL HIEFEH N H#HTEE , LAE AmazonRDS |23
EERZIENEH. AT, Amazon RDS 2B N EEBEBAZTHNER. BXEZER | S
FIEEREE,

EORBEEIRY , FEESEL - SHOENELEY., RfF , Amazon RDS 2REZEAH , U
EHFEFENEPIRBEETL R, S0 EEZESKGINZEARMMMAN , LAVFEN A1 1T E ) tiEED
Z3KB

FREESEERZIIMN Secrets Manager Z4A 81 Amazon RDS #iEE

1. 7£ Amazon RDS ##|&H , % Create database ( B|EEEEF ) .

2. 7E Engine options ( 5|Z3i&I ) #49 , F Engine type ( 5|ZRE ) %&#F MySQL.
3. 7 Templates ( 11 ) 3% , 1£$F Free tier,

4. 71E Settings (RE ) 2 , AT TRE .

a. XITF DB instance identifier ( BIEEZFIFFIRAF ) , B A SecretsManagerTutorial,
b. HEEIFRET , B EE Amazon Secrets Manager FHI £&Eil,

5. 1£ Connectivity ( iE$# ) #% , X¥F Computer resource ( itEHEIR ) , i%£# Connect to an
EC2 computer resource ( E#E| EC2 tT&EHEIR ) , AEXTF EC2 Instance ( EC2 3£ ) , i&
& SecretsManagerTutoriallnstance,

6. %% Create database ( BIEIIEE ) .
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FREZM D . AFARMITEHEREES EC2 K4

FLHFZERD , BREFREZMY B"FOIEMN EC2 SKOIEE RN A FAH T EVEERZEE. At ,
&1 4m % Amazon RDS £ ERGEM C'HRMNESAE , FHITE AVFENITENHN IP it 5 SSH
BN, ZAN R FAMITE (B HE P #ubiRA] ) B Internet £/ SSH EHEFELE
Hlo

AR ITEAEEES EC2 K4

1. BELATMuLITH Amazon EC2 ##|& : https://console.aws.amazon.com/ec2/o

2. 71E EC2 3£l SecretsManagerTutoriallnstance £ , 1£ Security ( &% ) £~ Security
groups ( &4 4 ) Tk sg-*** (ec2-rds-X).

. T Input rules ( BAMN ) T , EFEdit inbound rules ( wEAWLFN ) .
4. %&#F Addrule (R ), REFTZAUHRITATERE

a. XFERHE  %# SSH,
b. X¥F Source type ( RERE ) , EFE My IP,

S 1 : 812 Amazon RDS iEER

B, SFE-THP  ERIEHRERERES, ZCI2AF  BEAEER KRR Amazon
RDS ?&EJE NEREER  EEAHES , CRUREAREFTENRNAS, BEFHER , XH#
, BUUSE BB REN,

EERIBIEE , BEFEA MySQL %Fﬁﬁ”ﬁl,\o EAHEY , BEEAET GUI R ARZERF MySQL
Workbench, EZ % MySQL Workbench , 2 T £ MySQL Workbench,

EEZEIBIERE | 57 MySQL Workbench 8|2 EEZEE, X TEE , BFEEIREXE Amazon
EC2 1 Amazon RDS Wy —LEE.,

£ MySQL Workbench A& 2 3 ¥z FE i 52

1. £ MySQL Workbench A , %3 MySQL Connections ( MySQL %1 ) Zi 8 (+) R4,
2. £ Setup New Connection ( i BE#iERE ) XiFEER , FITUTIRE -

a. XIF Connection Name ( E#Z&#5 ) , Wi A SecretsManagerTutorial,
b. X¥F Connection Method ( E# 7% ) , 1%#F Standaxd TCP/IP over SSH.
c. 1f Parameters (S ) &I+ L , AT THRE -

S 1 : 812 Amazon RDS HiEER 30
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V.

¥ F SSH Hostname ( SSH £#1% ) , % A Amazon EC2 SKHIRYAEH IP #udit,

& B LU £ % 35 45) SecretsManagerTutoriallnstance , £ Amazon EC2 #24|& E&#
% IP #udk, &4 Public IPv4 DNS ( A% IPv4 DNS ) T& IP #udit,

*F SSH Username ( SSH A& ) , #iA ec2-user,
T SSH Keyfile ( SSH Z4A3 ) , ERBEZEHERF4 P THNBHAXN X4

SecretsManagerTutorialKeyPair.pem,

*F MySQL Hostname ( MySQL E#1% ) , %A Amazon RDS i R ik,

& LATE Amazon RDS #2%I& il & F B3E K6l secretsmanagertutorialdb & 1% i
aibit, &% Endpoint (A ) FEI ok,

¥tF Username ( AF & ) , B A admin,

d &EHEOK(HE).

KREE QARG

1. 7 Amazon RDS ##§|&/F , SMEEBHIERE.,

2. 1 Configuration ( BZ& ) £+ Master Credentials ARN ( E4EiF ARN ) T , #%# Manage in
Secrets Manager ( £ Secrets Manager H E®# ) .

I EPRITFF Secrets Manager %14
3. EFAFMEENMEL , 1% Retrieve secret value ( K ERZHE ) .
4. BB ERTE Secret value ( Z4AE ) o+,

BIRBIEFEA P

1. & MySQL Workbench A , i%#Fi%$# SecretsManagerTutorial,
2. WMANBHRFIRZRINEERZSE,

3. %&£ MySQL Workbench # , £ Query ( &if] ) EOH , AU TH S ( BERZE ) , RAEEE
Execute ( 117 )

CREATE DATABASE myDB;
CREATE USER 'appuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT ALL PRIVILEGES ON myDB . * TO 'appuser'@'%';
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£ Output (i ) EOH , BLBIXLERTHRITHI,

S 2 : AT IRRE

BTk, SH0BNE K BTEH#ENCENAFKILE. RENERRNUR. SRERKR , B
TREMAFRE , ENER—NMRIMVBERAFHE , ENAENRERE —TRAFNED,

1.
2
3

£ https://console.aws.amazon.com/secretsmanager/ ¥ FF Secrets Manager 2% &
1% Store a new secret (TZf&#H%4A).
£ Choose secret type ( EFRZAKE ) mEA L , AT THRE :

a.

C.

d

3t F Secret type ( IR ) | % Credentials for Amazon RDS database ( Amazon RDS
BIBESEIL ) -

¥ F Credentials ( ZiE ) , WA H appuser , LA &R A MySQL Workbench #17
NBEERFRANEB,

Xt F Database ( #i#EFE ) , &% secretsmanagertutorialdb.

TR Next ( T—%F ) o

£ Configure secret ( BLEH4A ) WE L , X F Secret name ( ZEEH ) , WA
SecretsManagerTutorialAppuser , REEE Next ( T—% ),

£ Configure rotation ( EBE%#t ) WHEH L , ITUATRE -

a.

b.

e.

/8 A Automatic rotation ( B3I %## ) o

X F Rotation schedule ( ##tit%] ) , RiEitXl Days ( X#¥ ) : 2 X, BAK Duration ( 54
Bf1E ) : 2h, fF Rotate immediately ( M EN## ) 4 F B BRES,

%t F Rotation function ( ## %k ) , 1%£3% Create a rotation function ( 8B REEK ) , A
EXFEBEH , @A tutorial-alternating-users-rotation,

WNFRRKR , EBRXEAF , AGEEEAZIERAT , &EE R rds!cluster... ,
HEHRIEBERHIE secretsmanagertutorial FrFBIEBIBEEMNE M
A#40 , N Secret associated with primary RDS DB instance:
arn:aws:rds:Region:AccountId:db:secretsmanagertutorial,

EE Next (T—%),

£ Review ( & ) WH L , %48 Store ( FfE )

SR 2 NAPFKIERIEWE 32
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Secrets Manager S REIZIMZFHAEENH., BAUUEZNTAMTEFLREEIRS. Secrets

Manager £ CloudFormation 8IZ2&JR , #1 Lambda #£# R M =17 Lambda BRI ITA
., 3 CloudFormation ERJE , #MENE R Secret scheduled for rotation ( #% 21t X%
ﬁ ) o %_;K%ﬁa%ﬁjzo

SR 3 NEH SRR

EZARGRE , AAUREZFARTEEERNEIL. MWETNEBENRBEEIXEER,

MBE PR ZHBG

1. 1 https://console.aws.amazon.com/secretsmanager/ 37 Secrets Manager #Z#| &

2. 1%3%F Secrets (MWF ) , R %EEMWE SecretsManagexrTutorialAppuser,

3. 7 Secret details ( WBFRFMER ) WEL , @ TR3NHiEF Retrieve secret value ( 1 RME
BH).

4. 7E Key/value ( /& ) &9 , 7 password £ %l Secret value ( WEE ) .

i FEE

1. 7£ MySQL Workbench A , 58 % £i%E# SecretsManagerTutorial , RJ/5%#F Edit
Connection ( REEIERE ) o

2. 1£ Manage Server Connections ( BB IRFEERE ) NFEER , XJF Username ( AF R ) , A

appuser , A/51%$F Close ( XM )
3. IRE MySQL I# , &FiE#E SecretsManagerTutorial,

4. 7£ Open SSH Connection ( ¥T7F SSH iE# ) XiEHEH , X T Password ( 18 ) , B NWE

FRZINED  RFIERE OK (BE ),

MREZIEFM , W MySQL Workbench FTH EHIEEMNRITRE

XRABBRREXDN, WEPNRILECEH , eRATEEIBEENERED.,

S 4 FEER

MBEFEZRA T —MRHRREERA AR | BRUIEERRE , RFEET the section called “$£ HF#

EO

HPR 3 WA B RRH LR
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BN, ATHRBEERR , AWEBRERGRIERME EC2 K4 , BRI BREERAERHELERFZEH
BOUTHRR

+ Amazon RDS ##EERHl, XM , EZH (Amazon RDS AF1ER)  #YMIBREUE E L6,

« Amazon EC2 34, HXEAA , 35 GERAT Linux SEHIA Amazon EC2 AF1ER) FRILKIESE
i

« Secrets Manager ## SecretsManagerTutorialAppuser., BXii8 , S H the section
called “HBRERER",
+ Secrets Manager R, BXUEHE , 555 (Amazon PrivateLink 1558) H#IMIBR VPC i,

« VPC &, BXiHE , 55 (Amazon PrivateLink ¥§5) R rIMIEE VPC,

EESR

« THRNFAEEHNAERFFEREENA.
< THREMRBRIT,

79 Amazon Secrets Manager i% &% f F # i

EAYMEF BN NMARNETEHREZINFAERELRFRE, ERAFRHEE —MRBERRE
FEIZRMF |, Secrets Manager FRINEZANBBEEFEFTAFANEIL. BEXEZEER , HS5Mthe
section called “® A",

ERAHEE  BRNBUESFEHEFNHR. BOEEFHRHERAEN].

Secrets Manager 3 # £ Amazon Lambda BB REMZAMEBIERE . BXEMA Lambda BERY B
TNER , BSH Ef.

Bx

- R

. HREZH

- $% 1: 6812 Amazon RDS BiEERF

- SR 2 ABEEA-EIULEER

- FI 3 MRBRNED

- SR 4 EBRR

- BESR
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https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_DeleteInstance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/terminating-instances.html#terminating-instances-console
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/terminating-instances.html#terminating-instances-console
https://docs.amazonaws.cn/vpc/latest/privatelink/delete-vpc-endpoint.html
https://docs.amazonaws.cn/vpc/latest/userguide/working-with-vpcs.html#VPC_Deleting
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PR

BN ERZHR , BLEESX Amazon Web Services Il WEENE, EE~HED | HFEIERRE
ABNTBREATENAC, flill , EEHREEEERNRN AR A2 Amazon RDS #iiEE , M&
ENEEEANBRHNACIRE VPC MZedH, HRITHESERN , RINBWEHEFERMERE 5,

BXMAEEFRRTRBENROEER  H50 5 BRIEMTERM,
FRFAF

R o RZMH 2 the section called “REAF R, HE—MNHBLERN , BAEBFERR, £1Z
HEZE , BEHEE—MUXHE | EPEE—1 AmazonRDS BIEEM— I NESRIEEETE R &I
# SecretsManager 41, BEES M BHLEREFEAFPNEIL , BEEEABERTFEAZENA.

38 1E MySQL Workbench FELE T —&iE#E , IUFEAEE A KIDEEIIBIEE.
S 1 : 812 Amazon RDS iEERA &

Bt , BFE-ITAF AR ERERES, BCEAPF  BEATHREZRATHERAKILR
% Amazon RDS ##EFE, AEEEN , EXHEFR , BHUBRERGEETENRIAF. BEFH
B XHFER , BiUEERRENRE,

KREERRG

=i

1. 1E Amazon RDS ##|& 7 |, SMEEHBIERE.,

2. 7 Configuration ( L& ) £+ Master Credentials ARN ( E£&ZiE ARN ) T , #%# Manage in
Secrets Manager ( 7 Secrets Manager & ) ,

BT FF Secrets Manager $2# A&
ERAFMEEREL |, %% Retrieve secret value ( RERZF4AE )
BB 8 /RTE Secret value ( B4 ) To o

BIRBIEEM P

1. 7£ MySQL Workbench A |, H 8% 5% # SecretsManagerTutorial , R/F%EF Edit
Connection ( REIEE ) o

2. 7 Manage Server Connections ( B2 RFGEFERE ) XiFEDR , XY F Username ( AF B ) , A
admin , AfF1%#% Close ( <M ) .

3. IRE MySQL I## , &FiE#E SecretsManagerTutorial,

R 35
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4.
5,

MANZHRTRRINEEREZB,

£ MySQL Workbench # , 7£ Query ( i) ) EOH , AN TH S ( BEEBE ) , RAEERE
Execute ( 117 )

CREATE USER 'dbuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT ALL PRIVILEGES ON myDB . * TO 'dbuser'e'%';

f£ Output (% ) BOF , BLBRXEGSHITRI.

S 2 ABEEAF R EZRH

BTk, #F0E—IMNBHATERENVEZNAFPNEL , AENEAEIRR (2FEILAR
¥t ) . Secrets Manager 2R EH , XEREZBRURESNERN , REAFTIT XN HEB,
SN ENF Rt A USSR ERIRIEERST LR,

1.
2.
3.

£ https://console.aws.amazon.com/secretsmanager/ ¥ FF Secrets Manager 2§ &
%% Store a new secret (TZEH%4A).
£ Choose secret type ( EFZEAKE ) mEA L , AT TERE :

a.

C.

d.

3 F Secret type ( WFER ) | #%$F Credentials for Amazon RDS database ( Amazon RDS
BIRESIE ) .

3 F Credentials ( &Zif ) , AR/ dbuser , ARIERNEA MySQL Workbench B2 #)
BIEFEAFMANEB,

Xt F Database ( BIEE ) , i&#F secretsmanagertutorialdb.

:\lij::% Next ( -F_i ) o

£ Configure secret ( BLEH4A ) WE L , X F Secret name ( BB ) , WA
SecretsManagerTutorialDbuser , A/Fi%EFE Next ( T—%F ) .

£ Configure rotation ( EBE%#R ) WHE L , ITUATRE -

a.

b.

d.

/8 A Automatic rotation ( B3I %## ) o

¥t F Rotation schedule ( ¥##itXl ) , iIREitX Days ( K¥ ) : 2 X, LAK Duration ( 48
Bf1E ) : 2h. ff Rotate immediately ( M EN##t ) & F B BIRS.

¥t F Rotation function ( 32# B %K ) , i£3* Create a rotation function ( 8|2 #HEE ) , A
BN FEREEN , WA tutorial-single-usexr-rotation,

X TRHREE  EEREAF
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e. EENext(T—%),
£ Review (% ) WH L , %$* Store (7 )

Secrets Manager JIREIZIMZFMEENH, BUUEZNERPEETLEEBIRA. Secrets
Manager £/ CloudFormation €22 %R , 10 Lambda ##EEFIZ1T Lambda EREHINITA
., ¥ CloudFormation SERJE , #EIERFE XN Secret scheduled for rotation ( & 21t X%
). F-RBBRETKo.

SR 3 NiAFRHBRE

EE-XBARKR (TEFE/LVE ) 25, BUURERMERENIEEREIL. WETHEBEMN
FRpFIEREE R,

MR P8 R D

1.
2.
3.

f£ https://console.aws.amazon.com/secretsmanager/ 37 Secrets Manager 2%l &

%32 Secrets ( W# ) , RFEFEHF SecretsManagerTutorialDbuser,

£ Secret details ( MZFMER ) WE L , [ TR3)Hik#F Retrieve secret value ( 1 BWE
BH).

£ Key/value ( $8/{8 ) &7 , 7 password £l Secret value ( WHE ) .

A= UL

1.

£ MySQL Workbench & , A4 ¥ ti%E1% SecretsManagerTutorial , AF1%#% Edit
Connection ( fREEE ) -

£ Manage Server Connections ( EERF2FEE ) XiFESP , I F Username ( AFHR ) , #BIA
dbuser , R/F1%E$E Close ( %I ) .

IRE MySQL T##H | 1EFiE#E SecretsManagerTutorial,

#£ Open SSH Connection ( J7F SSH iE## ) XiEESH , X F Password ( B ) , BUEENUE
P RENED , AFEEFEOK (HBE ).

MREFUEFAR , W MySQL Workbench T ZEHIEFRIRIT REH,

S 4 BFEER

NBREERZR , EHREEARBESQNENOWE, BRI , HSH the section called “Mil BrZ2477,

HPR 3 AR IHRAYERRD 37
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RAriEmE

EEFEFREBIET RN ER , 53 ¥ the section called “F 1 4 : BFEE;

”
M O

RELR

s THROAEENNABRFFRERE. FSARREH,
- THHMEIRITX, BZHthe section called “ITXIFRIEH",

38
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Amazon Secrets Manager BJ & 738 iF #1175 5] 22 1

Secrets Manager i Amazon Identity and Access Management (IAM) SRR Z4BRY 5 R ABR, 1AM 1B
®T BHRIERIGRES, FHORIEBIANABERNEM. Secrets Manager R HE, FRIFHER
HRENZESHRIE (MFA) SEXBIEAF M. B2FHEFE Amazon, HHEEHBRIBERE
HERD AT BEXN A E Amazon BIRNITIERVE, Secrets Manager £ F 3R BE >R TE X1 B £ i77 [7] L&
BR, AR EHTUNXERRINITHERE, S0 IAM P H KB FR,

T LAE A Amazon Identity and Access Management Roles Anywhere 1 IAM FIREUIG IS Z £ &
i , LA TF&E Amazon ZAZ1THIRS . REMNARFEIEAR. ENIHEARAIUFERS
Amazon N AEFHEEH IAM policy F IAM BE&3ki5[R Amazon &R, &8I IAM Roles Anywhere
&R LA R Secrets Manager k176 FMIEEBEIUE , LAME Amazon RN AEF RS EFEAREE LK
HBIREERHE, BXREZER , BZH IAM Roles Anywhere i P 1R,

Secrets Manager &2 5 1R

MR ERF Secrets Manager BEE G AR , iHREFE R INFMIER IAM B G EREF T 5 RBEH 1TIRE -

» SecretsManagerReadWrite
* IAMFullAccess

BINBEUETENRAAFRRTFEERANR. REXHEAFPALUCIERNEER |, B3 ARMRATENN
BR (IAMFullAccess) 2R F R EEREAAFHNEENR,

177 5] 23 45 R A PR

BERA IAM R ERKRE |, &R LR G BRLE R P SRR ARG RSN EH, RERRBEHER T WL AT L
X R LE R INAT MR L SR 4B, SERTBA

« the section called “FFAX FR 3k & it 10 5 & 197
« the section called “FFAX BR 3 B& Bt 10 I 23 4R”

Lambda ¥ #R B 2RI R

Secrets Manager £ Amazon Lambda BE#5IR %40, Lambda BBAMEENZALURFZHETEE
FEWBEERRSHIFRENR. 525 LRNR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/secretsmanager/latest/userguide/rotating-secrets.html
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hnz = A PR

Secrets Manager £/ Amazon Key Management Service (Amazon KMS) 3k 3J 2 €A 3 17 il
o, Amazon EERXZ4 aws/secretsmanager BB EBHNNR, WREFEATREN KMS 2
A , Secrets Manager EEX ZZ AR, 1HZSH the section called “KMS Z AR,

R AX PR 2R Be& B 10 E & 42

HREMH B AM 54, B, AFrEaNse, 2ETHONRED |, B8EZS 5 7 A5 E 5
EZAURZE B TUANBANTHRERE. BXESER , ESRFMAMER IAM S HER.

B LR REMBESPFHINARFSIAFNAGKR TR, flf0 , £ Amazon EC2 3= LiZ1THY
NMARFUREZEHRHIERE. SR ME EC2 EHIR B4 IAM A , REEANREER
BREFZACNIERFEEZIUENZANHRNR. EXEZELE , BSREA IAM S5 Amazon
EC2 4l LETHNARFRE FINRE. B LM inG G MRS 21E Amazon Redshift, Amazon
Lambda 1 Amazon ECS,

B LB BR IAM AR EHMA S HRERIENAFR TR, a0, B IAM A€ 56H
Amazon Cognito B2FHN B NAREFAFXEK, ACONAREFRTESA SN IERE P NRANIEET
EiE. AR, BUUEANRRER FAGHNZBANTRNE. BXELEER , TSRS M REEE MK
a5 MK,

BBPERET & 0B RBEK

- BFNSANBHAN S0 ENR,
o PREIWRE ARG AR, WA B A R e R B
- BF IAM AXZRAN B RENR,

BXEZELR |, F5fthe section called “tX R FK B R4,

TN PR SR BE Bt AN Amazon Secrets Manager Z4A

EETRBENERES |, BALUECH AT RIZRA , U RN A B4R T WL R4E, BAUERE
TFHRIREEREFR -

c AZENAFRACRTEANRBANIGBNER,

« BFEM Amazon tk P FHA PR A B TH RN,

IR ZANR 40


https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/redshift/latest/dg/c-getting-started-using-spectrum-add-role.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-permissions.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-permissions.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html
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&2 fthe section called “tX PR K HE =B,

LIRHETREN R INEIRSE PR ZAR |, Secrets Manager £ Bz # I 5|2 Zelkova # API
ValidateResourcePolicy , BFILEE & IAM ZFEA R FI BN ZHANFRINER, St L@H
AR E CLI 5 SDK BlockPublicPolicy ¥ PutResourcePolicy API,

8. EXIMEBRBANTREKE (254 )

1. @i https://console.aws.amazon.com/secretsmanager/ T 7 Secrets Manager #2#| &
2. MEPHIIRL , EFENEH,
3. HABHAFAGENERE , EHREMFHERNRITS P , EFRRENR.
4. ERBFERD , WTUTEREZ—  AREERRE
o EMMMTSSRRKREE | WA XK,
- EMERRRE , BRABFER,

Amazon CLI
Example & 3R % R SR B
LA get-resource-policy ROGHR R INEIZ A0 E T R IRAKEE,

aws secretsmanager get-resource-policy \
--secret-id MyTestSecret

Example il B 5% R 3K B%
LA delete-resource-policy I BRE N B R 4A R B T 5B IRA K EE

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example 77 507 iR 5K B

BAF put-resource-policy RAIFREZBARMNRRE , EEREZEREESTREENZZANS
PR RINBR, ZEREE RN FRIEEMN, BEXEZELR , 25 (Amazon CLI AF#8E) MM
h0#k Amazon CLI 2,

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \

Amazon CLI 41


https://www.amazonaws.cn/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/get-resource-policy.html
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/delete-resource-policy.html
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/put-resource-policy.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-parameters-file.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-parameters-file.html
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--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json %A :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"
.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
Amazon SDK

ERZEMINEIZARIKRE | iEEA GetResourcePolicy,
E BRI N EIZZ 4R A SR RE |, EF A DeleteResourcePolicy,

ENERREHINEIZR4E |, BER PutResourcePolicy, MR EBZMMTRE o NEBRNTER
B&, REGAAEINILH JSON £M{L XA, FSH JSON FKrE LR, A the section called “iX
PR BE R )” T a4 B I8 BY SR BR o

BEXEZEE , 5 the section called “Amazon SDK”,

Amazon Secrets Manager #J Amazon & R

Amazon EERX KRR H Amazon SIEMEENILIKE, Amazon HTEX R EERNTFZENAH
RENR , UEERALUFHRAIBARF., ANBRDENRER.

FHiEE , Amazon FEXRBART 2N ENBEEALRETFRENR , RN EMNAHAE Amazon
ERER, RNBUESERETENERZRNES EEERE KT — SR NR,

BT EE W Amazon FEEREHENWNR, R Amazon EFHE Amazon FEE R KB E L AR
IR, WEHMAEFMZREFTMMENMEEZEEHR (AR, AMN/E ). ZHFH Amazon Web Service
BIREFH AP BETRHTFNEIRSEET , Amazon 58 T 8EFE # Amazon IEE X FHE.
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies-introduction
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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BXREZEE , 750 (IAM AF$ER) PR Amazon FEE AR,

Amazon £ E KB : SecretsManagerReadWrite

ZRBE IR MY Amazon Secrets Manager BYi%R/B 1A RIXPR , BIEHIR Amazon RDS, Amazon
Redshift 1 Amazon DocumentDB #RIVINR , AR EH Amazon KMS INZ MR HZANNR. 1%
REEIE R TR : 812 Amazon CloudFormation Ei%E , MH Amazon BEH Amazon S3 7Zfi%
WIREVECHRAEAR , S Amazon Lambda B ¥A R iR Amazon EC2 VPC, 12#IA & EiX NIRRT EE
FERANENRREBIRERIR,

ENEBINRHREE |, SRS E 222 Amazon CloudFormation 4 f Amazon Lambda i{T& &
KPR, BRI LA DB IAMFullAccess BRI, HSRELHRNE,

RRFHRER

LRI EE U TRR,

+ secretsmanager — AT EEKHITFIE Secrets Manager # 1k,

« cloudformation - X462 Amazon CloudFormation H#tk, XENENSMY , LUIEFEHE
H AT BRI E A 47 LUET Amazon CloudFormation #6813 Lambda # ¥k, EXEZ

{§8 , 2 [@the section called “Secrets Manager ¥ £ Amazon CloudFormation”s

© ec2 - AW EMAHIR Amazon EC2 VPC, XRULFNFRM , IHERRH ENERTRESH @
EEZATFHNEIEBEEMRN VPC P elRE R R,

« kms - RFEMAEFEA Amazon KMS BT INBIRIE, XRMUFENSRH |, iX#E Secrets Manager =
REMZENMBEZZR. BXREZELR , 1S Hthe section called “ZA MEBFFEE,

 lambda - RFEMHFIH Lambda iREEH, XRLFENRYS , UECRAEHENEATLUEENE
RYRCIR B B

o rds — RFFEMIEIR Amazon RDS HHVERFH KA, XERSLENRM , LMEFREH A EARTLL
i%3# Amazon RDS &£ 85324,

« redshift - AFEMEIER Amazon Redshift FRIEE, XEXNEMRYE , MEFEHAEZHIAMNEH
Al LLi%E$R Amazon Redshift 528,

« docdb-elastic - A FE IR Amazon DocumentDB HRyEMER, XEVENSY , LIEE
A& & 1 40 LLUERE Amazon DocumentDB M E£E%,

 tag - AT EMARRIIKS PFATE ECHRIEH IR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/IAMFullAccess.html

Amazon Secrets Manager

RAriEmE

. serverlessrepo- A ¥FE 612 Amazon CloudFormation B, XX EMNRMG , LUERE

RAEH AN EATLLIE Lambda RIRE K. BREZEE

Manager #201a /A Amazon CloudFormation”,

HZ Hthe section called “Secrets

« s3 - AWEMM Amazon S3 FHEBIKEN R , ZEFEMMEE Amazon BB, LhEFHEIS
Lambda #IREHIER. WNRRLEN  XEEAEFHANEASEREFERBPHERCIE
Lambda ¥ E, BXEZEL , H5S@the section called “Secrets Manager #{a £ Amazon

CloudFormation”,

EBEEFIZXKM , 52 SecretsManagerReadWrite JSON 5 BE T4,

NSecrets Manager E#E| Amazon & K&

BEEF B XX Secrets Manager E#E| Amazon £ E R FHE S

B

SecretsManagerReadWrite —

EHMI AR

SecretsManagerReadWrite —

EHMB AR

SecretsManagerReadWrite —

ERT R A R g

L

WEREBEEERH , AITFHERIEN
Amazon DocumentDB 3# 14 &
BONE , AEZEFSIEAFT
£ 8|2 Amazon DocumentDB
FEART IR R R,

WREEEEH , AFHERH
i@ Amazon Redshift #J#X
R, MERE AR EeE
Amazon Redshift Z34A B & %
Amazon Redshift &, ItE
FERMFANR , AFXN7F
fif Lambda 1% B BUE AR

Amazon EE# Amazon S3 7

f& W Bt 1T IR EL | o

LR EEH , AITFHERE
@) Amazon RDS £ & HIX
R, UMEREAEBAFIELE
Amazon RDS AR IEIEEE
B,

B

2023 9 A 12 H

2020 £ 6 A 24 H

2018 £ 5 A 3 H

REEEH
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RAriEmE

EK

SecretsManagerReadWrite —

R BE

i B3

Secrets Manager 8127 —4
K, ATRFERAEGAM

B

20185 04 A4 H

FHNPR , HITETFXT Secrets
Manager B PTG 1%2/E 1/ [A]11X

PR o
Secrets Manager FF iR IRIRE Secrets Manager J & 2018 £ 04 A 4 H
h Amazon BRI RIBERE

X

¥ E i BRI R &K Amazon Secrets Manager %4A

FgERT , IAM B LN RIFRIZE . RNIGEZHAR , Secrets Manager 2 1 EBHAE T RIRHN
REUARKEERN IAM ARRABNFTE SR, NIt , Secrets Manager £ 5 IAM A 18
EPREEREATERELPEASELRCNTE,

ZANKWER A TiERET , Secrets Manager &1 f/E X & ##= HIR R -

1. MREARBEFEFEAREANFTIEBERFEMEIR deny T :

ERXNKEX deny BEHMAAERNBHHE LRE
2. MRZKBEERKZERN deny , BFAEXRERN allow SERBENEIRTHE :

EAKRER allow BFFHRPHIRMETEE T ERANR.

MREHNBHERNTEOKS R, EEA TR NE & DR REFLIE allow , BN
Amazon 4 ZER, BXEZER , FEN BKS HHENR.

CMBEEFERNRER allow SiERBEMRIFAELE
Amazon EFRIER FELFER , HABRNEL,

w

EEZAET RIRHREE
BRI TIREZ—

FEML https://console.aws.amazon.com/secretsmanager/ L3TFF Secrets Manager ##|& .
EENBAFMAEERED , ERRNRITSD , ERRENR.

BEEERRITFEHN ZH 45


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html#policy-eval-denyallow
https://console.amazonaws.cn/secretsmanager/
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« £ Amazon CLI 8/ get-resource-policy , & EH Amazon SDK B
GetResourcePolicy,

BEMLEATUESE T S ORI REEITIHR

- {£/ IAM policy simulator, &M IAM policy simulator JUiz IAM KB

T EKF & B P X Amazon Secrets Manager 2348 #9177 [R] £ FR

—NKFRBAFABE RS —NKS R ESR (BKSTR ) SATAVER RN S 40 K $
HITH R, XERTFHRAMEKS PN S B ERERE,

IR AR G EABAMBEN KMS Z4, XE2RRNETEEEA Amazon TEXNZEH (aws/
secretsmanager) #1TEMKF AR, Mk , BLNERAECIEN KMS ZHMBZH , REHEHEH
KEg, B2 KMS ZHREXIHH. EERNFHANMBER , 1§25 the section called “1GEHEE",

THIRGIREERE S Account! RARFAMMBEEZS , ME Account2 M & 3 FEH T A ZAEAIN
PR o

SEB 1 HERRBEMINE Account! REYE4R

«  THIKEAY Account2 B8 ApplicationRole B Accountl R4, BFEMIZKE
&2 the section called “JF4% BR 5% B& B hN B 22477,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
]
}
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https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/get-resource-policy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_testing-policies.html
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SR 2 : FiBARIME Account!  KMS B4R M 2240 K B&

o LDUTRPBBEFBAY Account2 ) ApplicationRole fEF Accountl HE KMS F4AK
fR% Accountl, BEFAMED , HFHHERFME KMS ZAMNRAXRKDP, BXEZER , FS
74 5B SR AR BUK

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"

1,

"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "*"

PR3 NEHREMINZE] Account2 R & 17

o LATERBEAY Account2 B ApplicationRole ifilﬂ Accountl H Z47 , A BEIER
Accountl R INEZFEARMBE R, EFAZKE , 1525 the section called “fF X R 5 B Ffi o0
251", EAILAFE Secrets Manager E%‘Jﬁﬂ’ﬂéﬁ‘%ﬁﬁéﬂﬂa,ﬁﬁﬁﬂ’ﬁé%ﬁ ARN T 1 & EZr =4
ARN, Lts , B LA A describe-secret,

{
"Version" : "2012-10-17",
"Statement" : [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"
3,
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:Region:Accountl:key/EncryptionKey"
}
]
}
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https://docs.amazonaws.cn/kms/latest/developerguide/key-policy-modifying.html
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/describe-secret.html
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i& i F Amazon Secrets Manager Y Lambda #iEEIAITA BN
PR

Secrets Manager £/ Lambda BE# R ZE4H. 71217 Lambda BE , Lambda £18F IAM 1T A
X LEEIERMLS Lambda BREBIREB, BXNFAREEHRRNER , FSH -

- BRBBEESS (BFHE)
- HIRHR (EFHE)
- Bz%# ( Amazon CLI)

LUTREIERTERT Lambda BRI TACHRNEER, ERERMTAGHMMNRERE | &
2% Amazon Lambda 1T & &,

-

+ AT Lambda R EEIITACR KRR
s EATEFPAERPHNEIKIED

s EATREAPEBNEREIEIED

BT Lambda $e#EBINITA BRI K
PREEL PN S

«  SecretARN i=1T Secrets Manager &1E,
® ﬁu@%ﬁ%ﬁgo

- MEHBBEBEDRSE VPC HE1T , IEEFFENEE., BHSREE Lambda BRELAE R VPC Y
B

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",

RIR 48


https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html
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RAriEmE

"secretsmanager:UpdateSecretVersionStage

15
"Resource": "SecretARN"
"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPassword"

]I

"Resource": "*"

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

15
"Resource": "*",
"Effect": "Allow"

ERTEFEERHNERKIER

MERZ4AEH Amazon F£E X F4A aws/secretsmanager UASH KMS Z4ABTINE | NEEE[D
Lambda #TABRFERAZBANNR. BALER SecretARN 1% £ T 3 RERFIFFZEE BN E
A, NTTEREREEACRERZHARRBENBHR. UTREAERTERMERTAGKES , I
£/ KMS BN Z4AMENED,

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,

"Resource": "KMSKeyARN"

"Condition": {
"StringEquals": {

"kms:EncryptionContext:SecretARN":

"SecretARN"

ERTEFRAERANERIEY
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}

ENEAEFREERANEN SN BRAEARREYE , HRNNT RO RIEIAARFRITAREER
ZEHA

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "KMSKeyARN"
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"

BERATXEAF RENREIER

EAXREBEAPRIREKBWEES |, 1§35 the section called “BH#FERE",

X FaE Amazon RDS ZiEM &4 , MREFEANERREAFRRKEH BBR AR E4HH Amazon RDS
EE , WERAFEREBIAA Amazon RDS EHRE APl , SIEHREIBEENEZES . BUUE
Ff N Amazon & X KB AmazonRDSReadOnlyAccess,

BT R SR B S VR B K

« 71 SecretARN i&1T Secrets Manager &4E,

- EREAFZRPPRERZIL, Secrets Manager 2 FABRAFZRHEPNEILIETRRFHAPHNE
iF,

® ﬁ“ﬁ%ﬁ?ﬁ‘ﬁgo

- MBEBBERRSE VPC Ris/T , URBFENRE. BXESEL , WSHEE Lambda HH
Wi VPC H 80
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonRDSReadOnlyAccess.html
https://docs.amazonaws.cn/lambda/latest/dg/vpc.html
https://docs.amazonaws.cn/lambda/latest/dg/vpc.html
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "SecretARN"

"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "SuperuserSecretARN"

"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPassword"

1,

"Resource": "*"

"Action": [
"ec2:CreateNetworkInterface",

"ec2:DeleteNetworkInterface",

ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

1,

"Resource": "*",
"Effect": "Allow"
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Amazon Secrets Manager BJ1X R 3 B 7R 4

PR K2 JSON LHLXA . S JSON R AL,

B AN E B R A & 3 EAVPRRBEIEE AR L. EHRZANREHN - LRI

« Principal : BFHENEBEHAF. S0 IAM AFEETNEEZRA. BES M LMK ,
KEPFLRLEE Principal T,

« Action : f1AT LAt 4. EZS I the section called “Secrets Manager #4E7,

* Resource : ffi1A] LG RIEBLE 4R, 1ES Hthe section called “Secrets Manager %R,

RIFEW MR |, BES () EETRANE X
- EMINBZANREF | * RFZRBEER T RS,
« EHMESHNRES , c RFZREERTERSFNAERE (BEFH )

ENEBH MBI ZR4AP |, 1§55 the section called “fF4% bR 5 B B i 2 23477,

EEEK B4R S |, 1§51 the section called “fF R FE K NE F 47,

£

- T~ RRBENHBREHNR

- #ELR—ARBRENLR

o =l BEA

o B BIERARER

- 6l : IR VPC

o T ERARE IR AR A

« 16 BREXIIRE S RAIRE TR NIRRT E
o T RS EE

R KRB EERNR

ERTFREZAENNR , B LUERBEHMNEIBARSH L. ERBRECEHANKRERE  FSHE
FEANERMNETHRNER, BXUNMAMKINKEBHNER , B2 5 the section called “fFXFR 5 BE B
INZEI2243” H the section called “FX PR FEBEHI NEI 547,

AR BR S R 451 52


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies-introduction
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html#Principal_specifying
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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R RBIEBE TR FNZAHENRAFRRE SR F—NREIZET LM INE 2R EWE T RIRN
Kb, HEFLQSNMNAFPIAERTFENBANHENREN , K REEEER. E-ANROIRET S
PHERRE | EULUNEMME IAM FRNAFRAR, HYEFERTFX IAM AR5 RINRE | tREIFE
EEH. ERTERLE API BADPRE—HMZENR , ESH the section called “HEHK T —HM
HENR,

Example BN —NE24R ( Y INE —NEE4R )

BT R IR A | RO AR FHANHRNE. EFERZER , 2R the section called
“IF X PR 2R B& B3 hn E B4R

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::AccountId:role/EC2RoleToAccessSecrets"
.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

Example BB —NEH ( MBI —NE14D )

BT REHINE 54 , SR THANHRNE. EFERZERE , 23 the section called
PR R INE B9, I RFURBEMIMEBIA® EC2RoleToAccessSecrets £ |, FEFEZH
RS HE =] BV BUBR o

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"
}
]
}
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Example ZREMEAZEF BT ERMZAMBHOUE (HMEIFH )

MREFEAEFEBENZATZRAFITNE |, WA UBS LA T REEM IR B 4 KR FiEEZZ AR
R, BEFEAIZER , 21 the section called “SF R KB KM INZEI 5157,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"

},

{

"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "KMSKeyARN"

HER R —HWZENIR
Example #t 2iEE— AW ( MMEIS 4 )

BT LB A TR RE M B B2 RIBFEMAE API FAFRR—AMBHNIHENR, ZEEIT

AAE#HITTRE , HEEHERAISHMME , Sl R8ERE SecretARNI, SecretARN2 M
SecretARN3 lEENHE, NMRARAHTERLLIE API HHDIEREMIE | M| Secrets Manager ¥
FeREEf],. BXEZEL , 2 Mthe section called “#LER RWE", EFEAZKRE , ESH the
section called “IFX R R E& MY I E &F 1375

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"”

1,

"Resource": "*"
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}I

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"SecretARN1",
"SecretARN2",
"SecretARN3"
]

R BEARF
EAERBRAERRTRPEE A,
Example Vi FIBA & WFATASREA (MM )

AT EBEET B TestEnv/ F kM B AR RATVE BB R, SMEAIZEK , #5H the section
called “SFHAR PR S BA B AN E) 5 437,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:Region:AccountId:secret:TestEnv/*"
}
}

Example T RIFT A Z AN THEE (MMESH )

AT RBERF DescribeSecret FXPRFF L List : ListSecrets
ListSecretVersionIlds., EfAZEKE , SR the section called “RF X R 2R B i 11 E & 147,

{
"Version": "2012-10-17",

"Statement": {

w0l BRA %
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"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"

]I

"Resource": "*"

}
}

Example IEELZEAR R ( T MBI &4 )

DT RBEIZBMBR T ZEMWFTE Secrets Manager fXfR. EFEF KR , 27 the section called “ff
R BE T NI F 47

ELBRFEAEHN , TMEDFEXE, K/ ID, IZRSHFBEA (?) HE—EXREHRENENER,
MR ZHLIE ARN, Secrets Manager A NENFRFM MBI ZBBFEN ARN W —F 5,

F @B AEA L BERAFRCEXEFR, WMRFEA "another_secret_name-*" &% , Secrets
Manager ™Y EELEE 6 MNEVZRFNTAHZ , MBAKEEE "another_secret_name-
<anything-here>alb2c3",

REZEHHNRRETFAETFENRH, BEEE , WRNBRZHAFUERBSHRERCIE , BIFE6
NEFREZL , APt B REFHHNNR,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "secretsmanager:*",

"Resource": [
"arn:aws:secretsmanager:Region:AccountId:secret:a_specific_secret_name-alb2c3",
"arn:aws:secretsmanager:Region:AccountId:secret:another_secret_name-?????77"

]

}
]
}

R Bl R AR R

ENAPETRREEZZS  BNBUEHNRREHRMBIASAES IAM A, FS5HE 1AM A4,

0 OERANRE %6


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
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RAriEmE

Example BIZ2Z:40 ( MiNE 517 )

UTEHEBERFURRANETEZHIRHONE, EFEAZEKE , 1§5H the section called “fF1% fR R B

B A0 E) & 457

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:ListSecrets"”

1,

"Resource": "*"

}

T~ XEEF VPC

MBHEETE VPC NERIHE Secrets Manager , A LUE S E N PR KR IE D EE %M RERI Secrets

Manager BJiERk B VPC. BXEZEE , BZH VPC LlmT 2 &M M VPC v <.

BHERBERIGRIK EHM Amazon RStk E VPC , BN REESIEL SIIMNER,
Example &R MEN VPC KinT 2 (EZEZFH )

L TFEBNAFAFPEERET VPC KiFT S8 1T Secrets Manager ##4E
vpce-1234a5678b9012c, BERZEKEE , S the section called “IF X R R B i N EI 25 47"

{

"Id": "example-policy-1",

"Version": "2012-10-17",

"Statement": [

{

"Sid": "RestrictGetSecretValueoperation",
"Effect": "Deny",
"Principal": "*",
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",

R R VPC
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"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-1234a5678b9012c"

Example &R B3k B VPC ( E#HZEIZ4 )

TR RBIZPARENAGEFRE vpc-12345678 B RIEMEEZH., A, REEERRXET
vpc-2b2b2b2b B , ZREEST AT ER G RIZANMBENRE. WREEZ— VPC RIETHNARE
F,BEAE-/REN VPC URMHEEIEE , WARESEALLLRRE, EERAZERE , B5H the
section called “IFX R R B& MYt 2 25 4R

"Id": "example-policy-2",

"Version": "2012-10-17",

"Statement": [
{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",
"Principal": "*",
"Action": [

"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:

]I

"Resource": "*",
"Condition": {

Create*",
Put*",
Update*",
Delete*",
Restore*",
RotateSecret",
CancelRotate*",
TagResource",
UntagResource"

"StringNotEquals": {

"aws:sourceVpc

": "ypc-12345678"

R R VPC

58



Amazon Secrets Manager ArfEm

"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",
"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "*",

"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"

M E AR R I B AR T

A B AR SRR BB . ERRERHRRERREKOAETERER  FERRER
TEEHNHER T UNRERY, —RRRDIFFEMMIZA L | ARERHLEBEREN B
B TR

Example ¥ 15 HAREIRICHNE (HINBISH )

AT KRE AF DescribeSecret X FHEZANIRZL R4 "ServerName" M{H "ServerABC", EfE
HiZER , 27 the section called “SHXFE K BEMENEI 5157,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret",
"Resource": "*",
"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName": "ServerABC"
}
}
}
}
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I BREINS AR S ZE AR L LA RYARIRAY 175 (8]

— MR RFFEMIMBIZAN IAM 54 L, RE , EAILGIENRER , €5 0NREERHAMNR
LILER R VFRIF, BXRTENHE | BSRAREREE L R ZHE R,

FERARSEFNREREEKNAETIEEER , HEXKREETSEHNER T T LUREAIB, B
EZEER , BSHRMTALRERT Amazon By ABAC ?

Example R ¥ 15 R SZAEFHEBRFRENAE ( HMBIZA )

NHHFRZ AccessProject N TRANACEGHRWER , LU TRET @K, 123456789012
¥ GetSecretValue R, EFMAZEE , 5 # the section called “fF R 2R BE B i E 22407,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
.
"Condition": {
"StringEquals": {
"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
}

T~ RS EAK

Z0 SR ANE 2 LAY BIR KBS I8 Amazon lRF EA& , RATEDUEER aws:SourceArn
aws:SourceAccount £FFM4E, NHFEREMNS —I Amazon RS K% E Secrets Manager
i, ARN MIKFEFTRGEERNLETXH, XHMEFHENHASES TEEZNEEREBR,

MREBFE ARN BERBRREPFRAGFERANZESR , MIFEETE aws: SourceArn BN ERFERZ
%R ARN ., HEMA aws:SourceAccount &8, BEXESZER |, H3H IAM ER,

RS EHREETRERMINEZRANRBEPNES , BRLE Amazon BFEBERERER, AXBSERE
MBI RAN T RRBAESR |, FSHIZRS I,
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Example S ¥FBRSS (£ ARSS E 4T R 2 4R ( By NEIER4R )

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"service-name.amazonaws.com"

]
.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:service-name::123456789012:*"
.

"StringEquals": {
"aws:sourceAccount": "123456789012"

Amazon Secrets Manager FIfX RS #&

EEFHRNREBNTE , HSH JSON KX AELE A IAM JSON KEETES A,

EFREmELBSHNXRER , B2 the section called “f R R BE R H1",

Secrets Manager &£

B’IE iR WRKS BRERE RHR MEXRIRE
(* Rt
%)

CancelRot R F IR LABUH B 1T # By 2247 Write Secret*

ateSecret i
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£/ BlockPublicPolicy k4P LE Xt B 4AMY T~ iZ 15 (8]

£ /A F#R4E PutResourcePolicy B E A RIEH , RATEWEMEA BlockPublicPolicy: true,
XHERERERBERBAATF  ZHENERT , AP RIREREM MNEZEA,

Secrets Manager £/ Zelkova B EXR DM RBRRE , LAERBFEERZHRNERB, BX
ZelkovalEZEE |, i5S M Amazon Z£18F LK Amazon 20A 6 B30 {b #E 2 A B &SI K HAERY
ZHRRR .

DT RAIERT A BlockPublicPolicy,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:PutResourcePolicy",
"Resource": "SecretId",
"Condition": {
"Bool": {
"secretsmanager:BlockPublicPolicy": "true"

}

IP it 31k S

EARFRIEL H R Secrets Manager FIRESB A IEE IP b ZFEE /5 aws :Sourcelp 4§
B, ESFHB/N0. BN, REF— KB MBIZR , NTRGEIMLDBRME 1P k56 E 15 RZE
A8 Amazon B4 , NI IAM AF AN ATINEHBEANBERTUEETIE, B2, IR AFHAM
fRERREFRIZL |, Hlan , HEH Lambda BEEUS ARIRET |, ZEEEM Amazon HEH 1t Z2 8]
Fl Secrets Manager €. ZiZFBEWHER IP i FFERNERTSEK,

LA, HiFRE B Amazon VPC KT mAt |, aws:sourcelP 4B FRER, BERFIXNEE
VPC KT S/IER , B FE M the section called “VPC &k S 547,

VPC Kig¥ 2 %&H4

EATFRIELIIKRBISE VPC 5 VPC LinT SUMVERIIGE , EEH aws:SourceVpc REEHIXY >k
HiEE VPC MiERMIFR |, 3 aws:SourceVpce REHIFIKBIEE VPC KifgT KB iERMFE,
&2 Fthe section called “7R~4l : PEF VPC”,

BlockPublicPolicy % 85
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* aws:SourceVpc FiHRERIRFIFFKBEE VPC iERK,
 aws:SourceVpce FFiFFRIBRHFIAKBIEE VPC KinT LHVER,

MEREARFHIEL 5E] Secrets Manager AN RRRIEIBUPFERAXLEEZHR | AeaTERIEL
HERRIEER Secrets Manager HRIZANARS . RE—&2 Amazon RS AT LAER VPC ML
W RIE1T. MRFFHANBERESIR VPC F;H VPC KixTa , MMNARHTZBSEBNRSFREA
Secrets Manager AJgE& kM,

BESFVPC i Ko
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Fi Amazon Secrets Manager |2 & 12 % 4A

WEAURER, —HELE (WAFBNEB ). OAuth TEZMER X7 Secrets Manager
P E R E R,

£

« ]2 Amazon Secrets Manager 33 E %4

+ Amazon Secrets Manager 24889 JSON 4514

+ 82 Amazon Secrets Manager %4
+ B ¥ Amazon Secrets Manager #Z M {E
+ B Amazon Secrets Manager 32 i 22 %340

+ {&% Amazon Secrets Manager 248

+ £ Amazon Secrets Manager F & # 248

+ MiIBx Amazon Secrets Manager %4

+ k& Amazon Secrets Manager %4

* $ Amazon Secrets Manager Z A& | E| H it Amazon Web Services X1
« FERIAZAAR N Amazon Secrets Manager F #9337 2 4R

+ ¥%i2 Amazon Secrets Manager %4

£]# Amazon Secrets Manager ¥iEE %47

#£ Amazon RDS. Amazon Aurora, Amazon Redshift 8 Amazon DocumentDB F&IZRAF G , &7
J«J\EHEU\TLF?%HE ZUL %7 SSecrets Manager F., A Amazon CLI & FE/ SDK K77 %
HAnt , BAPBAEFE JSON £HIRHIZ%A, HBEREHERFHENBIEEZRHBR , Secrets
Manager éﬁﬂJLXIETlﬁE’J JSON #8122 Z%Z4H,

® Tip
¥F Amazon RDS WERFEIL , BRMNBUEEAKEEZH. BUUBEIEE RS Amazon
RDS tIEEE®A , ARAUFERAEERLR,

eilfed e aaatss 87
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L@ EHIEXENRBEENREFESILN , BARISRBEENERER. REEFHES
i, BARRRRANEL , HEESHENERESR . SAUERATRINEREX ISR XEE

E{E ,§\ o

BB , BEE SecretsManagerReadWrite Amazon & F B ZF R,

IR EZ4ART |, Secrets Manager 24 X CloudTrail BE% B, BXEZEE , HZlthe section
called “Ef Amazon CloudTrail i3 "

BIRZE (#2FHE )

1.
2.
3.

4.

B https://console.aws.amazon.com/secretsmanager/ 3] FF Secrets Manager ###|&
1% Store a new secret (TZ&#H%4A).
£ Choose secret type ( EFRZAKE ) mEA L , AT THRE :

a.

d.

e.

X4 F Secrettype ( ZHARE ) b , FAREFMHNBEEZIERE

- Amazon RDS ¥#EE ( ‘835 Aurora )

« Amazon DocumentDB ##E&E

« Amazon Redshift 528

¥tF Credentials ( FiE ) , H#H AKRBEENEIL,

X F IR | i%£1F Secrets Manager A T IIZZ4AER Amazon KMS key, BEXEZE
B | BSREHAMENER,

ERZBERT , B%$#F aws/secretsmanager LUF Amazon &R %48 AT Secrets
Manager. EALBAR=EFEMER,

MREBEFEEMNFE — Amazon Web Services Ik 417 R Z4H , REMREEFEHECH
KMS Z41 , UERRBHAINENAZHRE , BMNIRPEREFAREEZH , IEFLE

£ Add New Key ( FINFEE ) UBIEZA, BEXERAZFRERANKANESR | B

S5 EMN.

BB E the section called “KMS Z4AHINE". BXREKFIARINEZEER |, 5
¥the section called “EEM /= i ) & PR” o

¥t F Database ( #i#5fE ) , BEBRENEBIERE.
ﬁj:% Next ( -F_i ) o

# Configure secret ( BLE®4A ) WE L , AT TRE :
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https://console.amazonaws.cn/secretsmanager/

Amazon Secrets Manager A m
a. WA—NMERMER Secret name ( EEAE# ) M Description ( %A ) . BEABMLNITE
1-512 4 Unicode F%Ff.
b. (®&) EHRZHLHF , EENBRAPFIM—IHZMEL, BXFICEKE , ESH the
section called ‘#7512 Z41". BTENBRBREEFHENREHR , ARElIRMNE,
c. (W) EXENR, ENEREBPMNEEHNZAF  BERRENR, BXEZELE &
2 [{the section called “YFHXBR 3 BE M M EI 2540”7
d. ( A[i% ) 7 Replicate secret ( EFIZ4H ) B , EFEHEFIE| 5 —4 Amazon Web Services
X3 A, i§1%$F Replicate secret ( EF|Z4 ) . BRI EEFZN , Lt JUELBEH,
BEXEZER , BANEHAEHIHMXE,
e. EENext(T—%),
5. ( Ali%& ) % Configure rotation ( BEE%®#: ) ME L , B UE A BRIk, SHAURAEREX
At  REHRETHITH., BXEZEL , BSERHR B, &8 Next (T—% ),
6. 1 Review (%) MLt , "&ENBHFMAEE , AFEE Store (FFE).

Secrets Manager fFiR[E E|Z4A5 R, MREWFMBLARE T , BI1EF Refresh ( FlFT ) =,

Amazon CLI

HIBEW S shell PRAGSHN , FEFRGSALREZRHZARFANGEAEZGESSHEANK, FS
[Fthe section called “B&{KEA Amazon CLI 77 Amazon Secrets Manager Z I X",

Example 18#& JSON 34+ #Y FE 6 2 2 A

BATF create-secret RO REXHFNEIECNERHB, EXEZEEL |, ESH (Amazon CLI A
P18 BRI INE Amazon CLI S,

Eff Secrets Manager BEB R ZR4A | BWATHER JSON FEZ4AR JSON 44,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json FAA :

"engine": "mysql",
"username": "saanvis",

Amazon CLI 89
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"password": "EXAMPLE-PASSWORD",

"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",
"port": "3306"
}
Amazon SDK

EESFERAES— Amazon BEF AT EQCIERZE4 |, EFEH CreateSecret BF, BXEZE
B #Z#the section called “Amazon SDK”,

Amazon Secrets Manager Z4A#7 JSON 4

IR A LAE Secrets Manager Z4A R BT AR S —#t HIE#E, MRE R Secrets Manager 445 A
Baifeik , NEXFERAEWREN JSON &1, £ EHE , Secrets Manager 2FAZAPWERE
BEIFIERH ERHEPHEIL,

BEEE , Y FEREHAXREFEHENRIEERHR |, Secrets Manager £ B3 LLIEHAY JSON &34
BZz#FH.

BB ZARNESREN (FMEREEZAT ) , LEBSEMXETREABEFNEEEE.

F&

« Amazon RDS Db2 MZ 41

« Amazon RDS MariaDB B4 #

« Amazon RDS #1 Amazon Aurora MySQL &4

« Amazon RDS Oracle B4

« Amazon RDS #] Amazon Aurora PostgreSQL M &4
« Amazon RDS Microsoft SQLServer 244514

« Amazon DocumentDB #4045 ¥4

-« Amazon Redshift A4

« Amazon ElastiCache 44

Amazon RDS Db2 R4

X¥F Amazon RDS Db2 34| , HFRFPLZEXRECHEFE , AtBAMER AP RFZHIRHEER

Fik,
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RAriEmE

{
"engine": "db2",
"host": '"<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": "<TCP port number. If not specified, defaults to 3306>"
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS MariaDB Z34A &

{

"engine": "mariadb",

"host": '"<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"port": "<TCP port number. If not specified, defaults to 3306>"
}

EFH the section called “X &R, MEEEITERZH-EX ;

"masterarn": "<the ARN of the elevated secret>"

Amazon RDS # Amazon Aurora MySQL 345

{

"engine": "mysql",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"port": "<TCP port number. If not specified, defaults to 3306>"
}

EFH the section called “RERF” , MMEEEITEBZH-EX :

"masterarn": "<the ARN of the elevated secret>"

Amazon RDS MariaDB #4345
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Amazon RDS Oracle R4 4513

{

"engine": "oracle",

"host": '"<required: instance host name/resolvable DNS name>",

"username": '<required: username>",

"password": "<required: password>",

"dbname": "<required: database name>",

"port": "<optional: TCP port number. If not specified, defaults to 1521>"
}

E M the section called “XEHF” , A FEEZEZH-EX :

"masterarn": "<the ARN of the elevated secret>"

Amazon RDS F1 Amazon Aurora PostgreSQL #2453

{
"engine": "postgres",
"host": '"<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'postgres'>",
"port": "<TCP port number. If not specified, defaults to 5432>"
}

E M the section called “XEAF” , MIAXFEEIEZH-EX :

"masterarn": "<the ARN of the elevated secret>"

Amazon RDS Microsoft SQLServer 234045 #3

{
"engine": "sqlserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": "<TCP port number. If not specified, defaults to 1433>"
}

Amazon RDS Oracle 44513 92
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RAriEmE

E M the section called “XEAF” , IAFEEIEZH-EX :

"masterarn": "<the ARN of the elevated secret>"

Amazon DocumentDB ZR4A 4

{

"engine": "mongo",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"port": "<TCP port number. If not specified, defaults to 27017>"
}

E M the section called “XEHF” , MIXFEEIEZH-EX :

"masterarn": "<the ARN of the elevated secret>"

Amazon Redshift 2240 4 #3

{

"engine": "redshift",

"host": '"<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"port": "<TCP port number. If not specified, defaults to 5439>"
}

E(FH the section called “XERAF” , WEEEISEZH-EX :

"masterarn": "<the ARN of the elevated secret>"

Amazon ElastiCache B4R 4

"password": "<password>",

Amazon DocumentDB 4R 454
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"username": "<username>"
"user_arn": "ARN of the Amazon EC2 user"

}

EXEZER |, 251 (Amazon ElastiCache A IERE) TN A B3R EBRE,

@12 Amazon Secrets Manager #4A

E7E Secrets Manager 17t API 48, FRIGH., FATHRIEENEZIEUAREMERS | HEEBUT

SR, XTF Amazon ElastiCache %40 , MIREGEEF 1o , ARG Z4AF#EETER JSON
£ 2 o

BERER4Y | BEE SecretsManagerReadWrite Amazon £ & % I % F R R,

LRG| B Z4ART | Secrets Manager 24 & CloudTrail B&E$%BE. BXEZELR |, B2 Mthe section
called “F Amazon CloudTrail id3k "

Bl (A )

1. BHE https://console.aws.amazon.com/secretsmanager/ ¥ 7 Secrets Manager &%l &
2. %% Store a new secret (& FTZ4A).
3. 1£ Choose secret type ( B FHAXE ) WE L , MITUATIRE :

a. XITF Secrettype ( Z4AKE ) |, iEIEF Other type of secret ( HfthZHAXRH ) ,
FEREXF , IF5L JSON BEXNEXMATE , FFEFAXETF , ARUEAEXEA
%, BANERAFFEREERES 65536 NF 10,
c. XFIZEZER , 1% Secrets Manager AT MHBZEAEMN Amazon KMS key., BXEZE
B, BSRABENENREE,
«  BERZBERT , E%#R aws/secretsmanager LUF Amazon B R %48 AT Secrets
Manager. A2 AT=EFEMTEA,

. WMBREBEEMNES— Amazon Web Services I &5 R4 , RENMREEFEHECH
KMS Z41 , MERRBAINENAZARRE , MNIRPEREFAREEZH , IEFE
£ Add New Key ( RINFTZ4E ) UBIBFH, BXFERAZFRERHANREANESR | &
S5 EMN.

BB E the section called “KMS Z4AHINR”, BREKFIHRNEZER |, 5
#the section called “B&MK /= i [a] X PR

d. #EENext( FT—%),

BIEZ4A 94
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4. 7f Configure secret ( BLEH4R ) WE L , MITUTRE :

a. WA—/MNERMR Secret name ( 4B %5 ) M Description ( %8 ) » BEABMLITEE
1-512 4> Unicode FfF,

b. (®&) EHRZHLHF , EENBRAPFIM—IHZMEL, BXFICEKE , ESH the
section called ‘471 240", BAEGHBREEFMEERZIH , BREfERNE,

c. (Wit)ERFENRE  ENFRERINIENZHD  BEBREENRE. BXEZER B
2 fthe section called “FF X BR 3R B& B H1 B ZR 47”7,

d. ( Ali% ) 7£ Replicate secret ( EHZ4H ) & , ENRHAEHF S —4 Amazon Web Services
Xig & |, i51%E$F Replicate secret ( EFIZ4 ) » BUUIMEEFZL , LA AELBEH,
BXEZER , BERERHAEH B HAi X,

e. EENext(T—%),

5. ( Ali%& ) % Configure rotation ( BEE%®#: ) ME L , B UE A BRIk, SHAURAEREX
st  REBREFETH. BEXESELE  BSARK B4, BB Next (T—% ),

6. 7£ Review (F#%) Mt , F&ZENZAFHAELR , RF%EE Store (77%).

Secrets Manager fFiR[E E|Z 475 R, MREWHBLARE T , B1EF Refresh ( FlFT ) =,

Amazon CLI

HBEWS shell PRAGSH , FEFRAGSALEXHEARFANGEEZEGESSEAONK, FS
[Fthe section called “BE{KEA Amazon CLI 77 Amazon Secrets Manager Z I X",

Example #7224

LA create-secret R"OFRIEREERMNEENHNZR,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

Example 183 JSON 34+ 9 ZiE 812 % 4R

LA create-secret ROPFAEBESHFHNEILCIEZR4E, BXEZELR |, B5SH (Amazon CLI A
FIE) TN H g Amazon CLI S,

aws secretsmanager create-secret \

Amazon CLI 95
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--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json AR :

{
"username": "diegor",
"password": "EXAMPLE-PASSWORD"
}
Amazon SDK

EBEIFEAEP N Amazon BHA XTI EIRERE , A CreateSecret ., BXEZE

B | {52 #the section called “Amazon SDK”,

E ¥ Amazon Secrets Manager #Z &

EFENENREE , A ERAEF A, CLI = SDK, HEBEHWFER , Secrets Manager éﬁﬁﬁ E1
FFRZE AWSCURRENT BIEMBH IR, AR LG RIFEERZL AWSPREVIOUS M IBARA, &b
LURINB RS, BXEZELR , 25 Secrets Manager kA2 l,

EXMWERE (2F8)

1. BH https://console.aws.amazon.com/secretsmanager/ ¥T 7 Secrets Manager &%l &,
2. MZHHRLE  EFRENZER,
3. HAFZRFHAGEENEE , EBREMFHFNEAESRS , ERREWEE , ARERERE.

Amazon CLI

EFH MW EE (Amazon CLI)

«  HEBEWT shel PHMAGTEH , FEFRIGTALIERKHEZARF A ABEZGESSHNEK,
&S #the section called “BE{KfEH Amazon CLI 7Ff% Amazon Secrets Manager Z 4RI X",

LA put-secret-value HAIEBERMNEEXNWHIRAZ,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
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--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

LA put-secret-value Bl T —NHE BENE EMRSHIIRAR, FREAFETERE
MyLabel 1 AWSCURRENT,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

Amazon SDK

BAVENEERAA PutSecretValue & UpdateSecret BUFERENE 10 25— £, w0
Ri1BA PutSecretValue =% UpdateSecret E#FZ4A{E , Secrets Manager 1§ | 2 25 4R K FT AR AR,
LRRAHET 100 MNET , Secrets Manager M BRARAFICHIARA , EF2MIBR 24 /et A BIEZRIARA, 0
RE10 08 EHF—RZHAE , NEIEMWRAZ T Secrets Manager il BREVARZAS |, K B B4R iR A9 B
o

EEHMWEE , BHEAUTERME : UpdateSecret = PutSecretValue, BXEZEER , 5 Hthe
section called “Amazon SDK”,

¥ i Amazon Secrets Manager #% 89 1122 2 4A

Secrets Manager £ AEEH NZE UKk Amazon KMS B MBEZARRF BN REE, N TEIMNH
=, BOLUEREFERN KMS 241, B LA Amazon & X 240 aws/secretsmanager , 1 7]
DEREFBEEXERRERH, KSHERT , B aws/secretsmanager , FBFERA TR =%4F
AKA, MREEFEMNSE — Amazon Web Services Ik~ HEMEF , REMREEFEHE DK KMS
B, UERREZAINENAZAERR  BERA BERREXEHR. EBXHEF the section called
‘KMS MR BXERATFREEBHANKEINEER , BSH EN.

B ERMENNEZRR, fln, MREBMNEMKSFRRE , FEZBBELR 2£M Amazon
FE®H aws/secretsmanager HITMME , MAUAYRE EREEXER.

® Tip
MBHAERIREFIEERZE | NEEFEA Amazon KMS B B4A%H, BXEZEE
B F % Amazon KMS 4R,

Amazon SDK 97
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LEFRARZNMZZHN , WBANEREITZEM, AEEBAEERNENTIRAS SERH
M INZEZRABITINE, ( HE—HIZ 2 AWSCURRENT, AWSPENDING #1 AWSPREVIOUS KA , Secrets
Manager &XiX ERAHRITEFHNEZ |, UBPHERETLBEPERZT 2N, )

MRERALEIRINEZEZ4E |, MIBRT AWSCURRENT, AWSPENDING #1 AWSPREVIOUS 24\ , &R L8R
PUEMWZRE, NRBAEREN HMRERSH B AN G RN , MEEFER the section called
“Amazon CLI” B FHM NZZAEFH OB IX LR,

ERRBNNZZSR (ZFHE )

1. @i https://console.aws.amazon.com/secretsmanager/ TFF Secrets Manager %A
2. MEHIKRL  EFEHEH,
3. EMBEFMAGENHLNRZFAGEHI R , ERRE , AREERREMNEER,

Amazon CLI

MEFUAMFNMNZRZH , ARERTUGIN NS , WERT AWSCURRENT, AWSPENDING #
AWSPREVIOUS 24 , G EMBEMMBRA, MREBERBX HAPRE IR B2 MR A8 175 1) X
FE , MEEMEH the section called “Amazon CLI” @i H #1123 22 40 B #1701 B X LE R X,

B ERINEZ4A (Amazon CLI)

1. BUF update-secret ROMGEHA TMEZAEN KMS B4, % KMS BAXBN S NEREA L
a:lﬁl_lziiqu:o

aws secretsmanager update-secret \

--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. (HiE) MREHBBRATEEEGRE , NEERHBAXNEERMNE  WLAEFBXL
AR AR

LEEDD shell PRAGTSE , FEHEGSALERBEARF TG RIZGSSHBREE,
&2 fthe section called “BE{E# A Amazon CLI 24 Amazon Secrets Manager Z4AHI X BE”,

a. REUMBERAME,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \

Amazon CLI 98
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--version-stage MyCustomLabel

I T HWEE,
b. GIEZE/ZEMNIRA,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

£ Amazon Secrets Manager %4A

BRI ECIRZAGEREAKE  EAERTRANGESE. X THAEMRSENRN , EURFE
EFEAHMRSREFTHIERE,

EREHEERY  SULEEZEHAEN. HHMBESEENZPALUZRSH ID EATR. HE , £
Amazon CLI Fi A describe-secret , AFEEFF B OwningService. BXEZEER , B HAHM
RS EBN A,

NTREENEZSR , EUTNERBANER, ETHRVRE, NBRZHMIRC. EETUERMER
AEGR , ERMNEBEVUELREFTLEXIUENZAE, LIRS ER Secrets Manager HEI R A UR I
RERRS LNER. X2EHRERSXERA  UEEEFRERBHAEN , RARZE—HAERET
ENEILE. BXESER , BSHRHR B8,

YIRS ZR4ART |, Secrets Manager &4 /X CloudTrail B&E%H. BXEZELR , H5@the section
called “f£F Amazon CloudTrail 123 "

EHMEEENER (BFHE)

1. @i https://console.aws.amazon.com/secretsmanager/ T FF Secrets Manager 2%l &
2. MEPHIIRL , EFRENEH,

3. EERfAFMAGENHEL , MITUTREZ—

BFEE , BT EER ARN RELHAM B,

- EEFHER  EBRHAFACEHoP  EERRE , ARERERBHER,

- EEFMER , SR the section called “ERMFNMBHEZFE

- EEFRE , BERSETFH , ERRERE. 12 Hthe section called “4ric %47,
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Amazon Secrets Manager ArfEm
EEHWHEE , 1S5 the section called “EFWHE",

EEHRPENR | BFEBRETFFIERRENR, 1§25 Mthe section called “IF YR 5 B
B pn B 25 4R

- EFHRANEHR , FERRATFERRBRER. FSREHR BH.
- ENENFHEHIEGXE B2 SEHEH R E WX E,

- MBREWZFAFREAR , NETUERBI RN INZRZR, EEFETFd | EREIAI R RIER
H, REEREXES  ERREENHZHH, 155 @the section called “ZF4A N M FEZ,

- EEFARAUEEAEMRSEER , SREEZRSTEMCRZN. FSRBEBRSEE

=4,
Amazon CLI
Example E# %5415 88

LR update-secret ROMEEFHHLANHEIR,

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

Amazon SDK

RINBWEEEAA PutSecretValue & UpdateSecret UBFEEERNFT 10 78— L, W
KRR PutSecretValue =% UpdateSecret E##4A{E , Secrets Manager {5822 22 A B #T R AN
LRAET 100 MNAT , Secrets Manager £l BRARAFFICHIARA , BFMIBR 24 ot BB ARA, 0
REB10 08 EHF —XFZHE , NEIBPMRAEZ T Secrets Manager Ml BRETARAS |, ik B B 4A IR AR B B
o

EFEHWER , BEAL TR : UpdateSecret 5 ReplicateSecretToRegions. BXEZE
B, &2 Athe section called “Amazon SDK’,

£ Amazon Secrets Manager & %4

WREBRZANKRIREBIFIESRMY , Secrets Manager 2L Z4AET. HIR, HREBAMIRZEPHX
BF, RREMERFNEBRIXSANE , ZHZEK, [, _. = # FHERFH , FERNERRF
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MERBHITER, ETMEABERGNER THITEERR |, Secrets Manager 2 2 #T18 R F /FH LAY
HEGRNEMNER, IELERBINABENE, NFEIBFINEF/FRERLFTSHEM

Bk ITOM, Bla | #AEEKIF credsDatabase#892 NAEREN., HRNRZBMESTH
creds., Database #1892,

LRG| HZ4ART |, Secrets Manager 24 M CloudTrail BE%B. BXEZELE , HSHthe section
called “#F Amazon CloudTrail i23 "

SR T E RN AEER
B

LEZABMIITL ; Ko KDNE, Hlan , FF : Data 2IREE )} DatabaseSecret &4 ,
FREE 7N databaseSecret = MyData H&4H,

BN
EEZAERFHERE , FXDKNE, HlW, #Hik : My Description K EF U THEH
BE
* My Description
* my description
* My basic description

* Description of my secret

RERS

EEEERS ID BIRKNFTX , FXOARNE, Fla, my-ser HRFEENBHHASHR my-serv
M my-service #TE., BXEZEE , BERAEMBRSEENESA.

EEHIHEHA

B ATRRERH, BIABARREFNEH.
R

CEREEBHNITL  KoKNE, Fli0 | 55Z¥% : Prod 21RE#H X Production M Prodl #Y
#4 , TIRE R prod 5 1 Prod B#4,

REE

CERZENTTL  RoKNME, Fli0 , 55ZE : Prod £REIHHRZE Production 1 Prodl #y
Z4 , PRE®HHRZEE prod 3 1 Prod B4,




Amazon Secrets Manager ArfEm

Secrets Manager @ — M XS , fOREIEE XE AN ZHA.

Amazon CLI
Example %I &k /= /R &9 2248

BAF list-secrets RHIZRER T 80K~ RV 2R 4R Il ko

aws secretsmanager list-secrets

Example Fi& &K 7 H#y 240 51 5=
LA list-secrets RAREVENKF P EHRETE Test WEHAIR, BEMTEX D KNE,

aws secretsmanager list-secrets \
--filter Key="name",Values="Test"

Example £ HH it Amazon RS EEN

BLF list-secrets RAIREURS EERNZRATIR, & ID EERS. ARESREE , FSRBEM
RS EENEH,

aws secretsmanager list-secrets --filter Key="owning-service",Values="<service ID
prefix>"

Amazon F AT EQA

BEAHEFP - Amazon FRTEQERRN , FEM ListSecrets. AXREZER , HZ5Hthe
section called “Amazon SDK”,

s

fl Bk Amazon Secrets Manager 4

MTZAEFEEE , Amazon Secrets Manager R1REE EMERZEEAMN . Secrets Manager 72 37 BN
Br#24H. T RSecrets Manager & BIEXLEFATLERLE , HiTRERENE (&2 H7X) Gl
BRixezdH, EMENBRLERE , B ERE AR ZHR, FRi2H SHIBRE 4 T IEEA R A,

NMREBREFHEHFNIHEGXE , WEEFEBBR. SXBEREIAR , RAEMEREZH. FERREIAR
B, ZEI ARSI ENMER .
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BT EEEMBREANZEARAE , MEA Amazon CLI 5 Amazon SDK BBRRAFMNFTEE FFRE. X
SFZRARIE N EFA , H A Secrets Manager /5 & B3Il BRiZ AR

MREBFRHMENAEFNEFERAZS , WA LLEIZE Amazon CloudWatch &2 LUIRERIGE R E R ERE
AZRHEABHNTH. BXEZEL |, HSREH Amazon CloudWatch ¥ #2 it X BREY Amazon
Secrets Manager %4,

EMERZREA |, B EE secretsmanager:ListSecrets fl secretsmanager:DeleteSecret

R,

L IR BR 23 4ART | Secrets Manager 24 B CloudTrail B&E$%B. BXEZELR , 2 Mthe section
called “f£F Amazon CloudTrail 123 ",

IERZR4R (2HIA)

1. BH https://console.aws.amazon.com/secretsmanager/ ¥ 7 Secrets Manager &%l &

2. BEEPIIRP , EREMBRNZESR,

3. EEREAFAGEENSH , EEEE , ARERRERER,

4. EZEAZANMITIBEBRNERES , EFSHET , WAKAMERZATZFFHREH. Secrets
Manager ffin—& 5 DeletionDate WFE , FRFHIRE N L 51 B HAMeT @ LR IRE T RIS
EN R,

5. EFEITRIMER.

EF EM RN A

1. ¥ https://console.aws.amazon.com/secretsmanager/ 3] FF Secrets Manager #Z#|&

2. EFfANHEL , &SR RE
(& Yo
3. EBEIUNEES | ERERITRIMBRNZRA | RARERRE

il R Bl A4S 22 4R

-

£ https://console.aws.amazon.com/secretsmanager/ 3] FF Secrets Manager 2§ &
2. B‘EEEEH,

3. EEFBARARD , EREEENR

4. M Actions (1E) & kiR Delete Stack (il BREIZA),
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Amazon CLI
Example il Bk 2348

AR delete-secret RHIFMIBRZR4R, BUILAEA restore-secret IEVE , EF)
DeletionDate M FER Y B AT A, EMERE B HEMXBNERE , EEER remove-
regions-from-replication MIEREEIAR , R/FAA delete-secret,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7

Example 37 BNl Br 2% 4R

AR delete-secret RO ENMBRZARA KB MERT R, BT EIREMZL,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery

Example ffl Bk 8l 4~ 2348

BAR remove-regions-from-replication RGIFFHIER eu-west-3 R EIARZREE . EMIRESIZE
H XMW EZEE , BEBREIE , AFEA delete-secret,

aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
--remove-replica-regions eu-west-3

Amazon SDK

EMIRER4A |, B DeleteSecret i f. EMBRREAMRA | BEH
UpdateSecretVersionStage . EMIREIA , A StopReplicationToReplica W,
BXEZER , 55 the section called “Amazon SDK”,

X & Amazon Secrets Manager %4A

Secrets Manager it XIBBRNZAANEFTR K MABERHR ZER. ERENBRI G |, Secrets
Manager K A BR1Z %40, £ Secrets Manager MIBRZ4A/E , BT EMEZZEH. EMERERLE
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Z8l, WA LREZAHBREAETHITHR, X2MER DeletionDate FE , MMBUHITRIFI KX
i BR o

EERFEPMEZHNMALIE , BUMEE secretsmanager:ListSecrets #
secretsmanager:RestoreSecret X[R :

LIRS B4ART |, Secrets Manager 24 M CloudTrail BE%B. BXEZELE , HSHthe section
called “f#F Amazon CloudTrail id3 "

EMEFRA (BFE)
1. @i https://console.aws.amazon.com/secretsmanager/ T Secrets Manager #2#|& .

2. HEERIXRYF , REERENEHBN.

MRZHAHIRDPARE MR ZEE | BFERRE
(& Yo
EEIEIVNFEES | EBRERITIMERNZE |, REERRTF.

3. ERPAEAEERD P , EEEUEMIER.
4. HEHUEZAMRBIANIEES , EEBUEMER.

Amazon CLI
Example k& 2 81 i BR &Y 2248

LA restore-secret R"HIMRE 7 5caiit XM BRAY B4R

aws secretsmanager restore-secret \
--secret-id MyTestSecret

Amazon SDK

EREMICHBRIIZR4E |, B RestoreSecret . BXEZEER |, i§SHthe section called
“Amazon SDK”,
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£ Amazon Secrets Manager 24 & #IZI H M Amazon Web
Services X1ig
B LAEZ A Amazon Web Services Xif, FE#I%4 , MBEXLEXBHWNARFRESE , UFERE

XS BRMEERER, RUEEFE , BUREARAARNMUEZR  AEFHRENELE
#o Secrets Manager I BABSHEE X E 8 Bl N2 R ABIRM T AT | HIA0PRE M GRS

BRI |, BIARZEEAN ARN SEEZ4MRE , Fia

- E®4H : arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-alb2c3

- BIAR®E4 : arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-
alb2c3

BXRBEXRZANENER , 152 Amazon Secrets Manager E o

HERESH I EGXENRBEENBEFESILN , 2T RBEENEREE. RAREHENR
i, BIARERBANELR , A RESHRNERES . KRN EZATRRNEGREX LiICRXEE
BEER.

MBEREFEE ALK |, Secrets Manager FHEEXFAHRITHRARGR , INFAELEEBEMEX
RONBEIAFH, ELEEEMEEFMARIASZHANRHR,

BALATEEFTE BB M Amazon XiBE#IZ4H. B2 , MRESHMN Amazon XiFEA Secrets
Manager , # Amazon GovCloud (US) sk E# X , BMRAGER EEIXLE Amazon XigH I Z4A T &
X, BEENEEAN Amazon KEHNZFHREFBFTIXE , IFE X 240 E 525l XiF,

ERZRAEFRT S - Mz , EEAEAZEE, BXESEE , TSR EE Amazon X,

B AR FEEANXIERE Secrets Manager iR, M EFEHZANAESNMNXFREAER,
Bx KiFT RHFIK |, FSHthe section called “Secrets Manager in .. EERAEHIRS TEAEN
B, ESMAmazon FHRERE (DR) AREH , £ 1 B . ZHIRERE,

HEBEFIZART |, Secrets Manager 2% K —* CloudTrail BES&B. BXEZEE , HSH the
section called “f£ F Amazon CloudTrail i2 3% ",

ERZASFHIEMBX (2FE)

1. BHE https://console.aws.amazon.com/secretsmanager/ ¥ 7 Secrets Manager &%l &

2. MNBHAIRLE , EERENESR.
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https://console.amazonaws.cn/secretsmanager/

Amazon Secrets Manager A5
3. EEAFMAGEENENEHZEIFF , MITUTEE —TERE

MBAREHIFL |, ik Replicate secret ( EFIH4 )

MRS EH#Z4E |, i57E Replicate secret ( EFIZ4A ) T , %E#F Add Region ( AINX1E )
4. 7E£ Add replica regions XiEES , UITATRE :

a. X Amazon X1 , HERERHAEFRG X,

b. (Hi%)NTMERAT , EFARNEZHAN KMS 240, BAKAN TRIAXZF,
( Wik ) ERMEAMXIE , % Add more regions ( RIMEZX1 ) .

%% Replicate ( &4 ) .

o o

A AIRE 4R IFMES T E. Replicate secret ( E41%47 ) 202 ERENXEH
Replication status ( E#IRE ) -

Amazon CLI

Example 1§ %40 & $ 2 H 1 X 15

BAR replicate-secret-to-regions RBIfFEEAEFIE eu-west-3, Bl Amazon & #4A
aws/secretsmanager 1%,

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

Amazon BFHF AT ES

ES 440 , 6 ReplicateSecretToRegions %, BXEZELR , i3 H the section called
‘Amazon SDK”,

B BR

BAT R B B B S M — TR R

®EXEPFERMHRNESR.

HUERE RS TAESEARSFNESEHES. ERXEH  AREEREHTEES  4EE

=

I o
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KMS 248 L& B o] AR R E R E &l

Secrets Manager B AR EZZ R4 , AEFEARARXEHEH KMS ZAEHMNER, WREFEEZXEH
RBMZZRAM kms :Decrypt R , MLBERHEEIR. EFH aws/secretsmanager A KMS
AN EH N RRHITIND | BEEXB4ARIT kms : GenerateDatakKey M kms:Encrypt. 3
Fthe section called “KMS Z#4AHIIXPR”o

KMS Z4iEZ A ERKE

MR FEXFARNNBRZAWZHRMBER , W Secrets Manager FFTEE HiZHWEZR, BFEEERT N
ZE MRBEFEEEFEACEADMBRHOMEBEZRAMEZN BEXIRERAE , hAIgEREME IR, BX
Secrets Manager IMAINZHE LR , S the section called “ZAMNBZMFER", BEfERILEB | &0
DIEF I BB , LAE Secrets Manager FRASHBIMEZRARNEH TR, EXEZER , ES
FEAMENNEZEZR, REERES,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

&R B AEE B X,

BXRNABAXENEER , BZH Amazon KFEESEREPHEE Amazon XiF,

FRIAZAHR A Amazon Secrets Manager H #1934 37 %47

Bl ABARM S —1 Amazon Web Services XiF PN EZAEFHMKNEH. CEFEETRHAARMN
BRENTHE , EXENMBATUEATEN KMS B[, TN TEZAEMAIAZESN , BEEM
ZERARN. BABAARHTARAZAEETRANERE , AERFNERN ML EZR. FERHAB
ERT2E BRI FH,

EEZATARANBERT , BURFENBABAARNMURE , UHFEAREREHRRS R, R
Z, MRENRABAERAREHR , BUEZSENRERZRAARNINIER.

MEARBNARZR , BELERENNNAEFRER ML ZH,

LIRIEFZ4ART | Secrets Manager 24 & CloudTrail BE%B. BXEZELR , 2 Mthe section
called “fF Amazon CloudTrail i23% "
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AERBIAER (£HE)

1. B FF Secrets Manager https://console.aws.amazon.com/secretsmanager/o

2. SMERARXE,

3. 1f Secrets ( 40 ) FIFRIA L |, EFBEIXREA,

4. FERIAFHEFEMAEFEETNEL , %2 Promote to standalone secret ( AR BRI FH ) o
5

£ Promote replica to standalone secret ( HRIRAR NI EFER ) NEFEP , WAXE , RFE
## Promote replica ( HEIAX ) o

Amazon CLI
Example HEIAZEARHA N EHEH

LA stop- replication to-replica RAIHBREIAZASEFHACANERE., BIAFHERR
Xigh#RA N TR0, BUANBARXFREA stop-replication-to-replica,

aws secretsmanager stop-replication-to-replica \
--secret-id MyTestSecret

Amazon SDK

EFNFIARBARRNIRIZ4 , BFEH StopReplicationToReplica #H. BATMEBEIARZRA X
WAL S. BXEZELR |, 55 Mthe section called “Amazon SDK”,

¥ric Amazon Secrets Manager %4

Secrets Manager FH#rEE LN BEE LN ZRMEELARNIRE, BUUERARSIKENER, 8
KMFEE Amazon Ik AR FZHAMEMER. HRicBRAN , BEMERRPERANESTELR, BX
EZEE |, 55 Tagging Best Practices ( FricE{EXRE ) HE .

BH R EK B ZHANRE | URFRIEL ZZBNIHRNE, BERXEZEE |, S Hthe section
called “Rfl : {FHAIRZIEFIX Z4ARHRE,

B BN EH A, Amazon CLI MIF A TESHMIREERFEH. Amazon BRM TR RATEUE
ZORBAENESAE , NTIRERFNRIEESEERR, EERTERERSENES , BSH the
section called “E# 4", Secrets Manager T X E FIREM A D E -
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D AENREPFRERBZANHBES

BXRHERFMGERE , S0 Amazon —RSEEEHNFICH RS EH. HmEXDKNE,

HIEFRICHBUBIR I AT |, Secrets Manager 24 5 CloudTrail H&E%& B, BEXEZER , S
Ethe section called “f£ F Amazon CloudTrail 2% "

FUTANRE (255 )

1. @XM https://console.aws.amazon.com/secretsmanager/ T Secrets Manager $2#| & .
2. MEPIIRLE , ERENEH,
3. ERAFAGENHEHNFRLET Y , EREERE, HEREMHNEX S KNE | RSB LT

o

Amazon CLI
Example @2 4R R MNIRE

BAF tag-resource NIRRT a0fAT {58 AR 1S B A BT INAR

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue

Example [ Z4ARMBZNMRE

BAF tag-resource R @ZLAHMANMRERE,

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",
"Value": "SecondValue"}]'

Example M 2548 il BRAR &S

BAF untag-resource ROIFNZHPRBRAMEIEL. N TFEMRZE , BHNERHHBIER,

aws secretsmanager untag-resource \
--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

Amazon CLI 110


https://docs.amazonaws.cn/general/latest/gr/arg.html#taged-reference-quotas
https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/tag-resource.html
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Amazon SDK

EEREHNBANRL | BHEA TagResource 5 UntagResource, HXEZEER |, B2 Hthe
section called “Amazon SDK”,
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M Amazon Secrets Manager H1# 3R %4

5

0N

é/

AR REBHRE

ERBAF
EHMRSH

£ Amazon CLI
£ Amazon #Z# & F

B RZ4ART |, Secrets Manager 24 CloudTrail BE%B. BXEZEE |, {55 the section

called “F§ Amazon CloudTrail i23% 7

ARG

ERNARERFRG | S LUBE A AEM Amazon SDK FH) GetSecretValue =
BatchGetSecretValue REMWE, BxHl , HSE (Amazon SDK B RHIE) FHIIRENZ4A
B, T, RMNEVUEZBEIFEAZFHEFTREFENZAE. EESHTIRSRE HBEBR,

XF Java AR :
. MBEEHIFEEZEFEHEERPD , BEM Secrets Manager SQL E 2 FEBZBHHE
IEE R BUERE,
s WFHMERPYRE | BEA Secrets Manager £ F Java W EFHARERZME
A GetSecretValue @A SDK,
3 F Python IR , B Secrets Manager EF Python B EF4H AR B
get_secret_value = batch_get_secret_value @A SDK,

3F NET HFARF , A Secrets Manager £F NET WEFAGRERZEH
GetSecretValue = BatchGetSecretValue A SDK,

XTF Go MR , BB Secrets Manager EF Go WEFHNRBEZEMEM GetSecretValue
BatchGetSecretValue A SDK,

3t F JavaScript MRAREF , HEZEMEA getSecretValue B batchGetSecretValue #H
SDK,

SF PHP AR , BEEMEA GetSecretValue 5 BatchGetSecretValue i@ SDK,

F Ruby NFAREF , B EEMFH get_secret_value 5 batch_get_secret_value A
SDK.,
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« B3 GitHub #4E , F3 4 the section called “GitHub ",

EEHMERESH Amazon BRE

BEALETIABTFRRFN !

« XJF Amazon Batch , B AEEFENXH 5| AZEH,
« XfF Amazon CloudFormation , %X A] LA 82 %44 }# 7 CloudFormation ik H 5| A % 4A,
« XF Amazon ECS , &R LIER SR E XL 5| A%,

+ XtF Amazon EKS , &R LAEH Amazon ZEAFELBIRIETEF ( ASCP ) , SRR EAERN UHFHER
Z| Amazon EKS &,

o XF GitHub , A LAfEA Secrets Manager GitHub 2 {EFZAER R ETERINEERH GitHub /E
W,

« XfF Amazon loT Greengrass , A LATE Greengrass A 5| A %4,
« XF Amazon Lambda , &R LA7E Lambda B# 5| B %40,
« XF Parameter Store , BEAESHH 5| HEH,

Amazon CLI

Example # B2 AN A ZAE

LR get-secret-value REIFREVY B Z4AE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

Example ® & 2 BIH Z4£AE

LAF get-secret-value REIFRELZ BIHY B4 E,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOUS
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Amazon &5

RRER (EFHE )

1. $TF Secrets Manager &5 : https://console.aws.amazon.com/secretsmanager/o
2. EMEIRF , ERERZENWE.
3. EERPERIP  ERERREAE.

Secrets Manager & R ZRH Y BTARA (AWSCURRENT), EEFWHWEMRZA | Hlin
AWSPREVIOUS Zi# A BENFRZHMRA , B the section called “Amazon CLI",

M Amazon Secrets Manager #t B4 3R — AW Z

Secrets Manager 121t 7 #t4:3# API BatchGetSecretValue , BAEE—/ APl A iR —HMWE,
EXRRERTNBE , BUURERN ARN BEEMZSIR , B UFERAKIES. IREZERERT
BT |, Secrets Manager BEI4E1% ( I8N AccessDeniedException ) , M4&T] LATENE R HY
Errors FEHE4HEIR

HERZWRHNR

BTN ERZNENRBREIME secretsmanager:GetSecretValue MR, ik 407

A secretsmanager:BatchGetSecretValue R, MREFEATEILES , NESLMBE
secretsmanager:ListSecrets. AXNRERMH R , i EZSH the section called “HtERFT—H
MERBENR,

/A Important

WRIEH VPCE FIELE R EERZENHFHATRRENRZHNE , N
BatchGetSecretValue AF&REEMMEFRE , H ALRE4EIR,

Amazon CLI
Example ®FZRB I HHN —ARBFHRRE

LR batch-get-secret-value REFRE=NBEZHNHZE,

aws secretsmanager batch-get-secret-value \
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--secret-id-1list MySecretl MySecret2 MySecret3

Example K &L S5 EF N — AR BENREE
LAF batch-get-secret-value RAIFREER B N Test' RSN M BN W EE,

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",Values="Test"

£ Amazon Secrets Manager Z 4 PRV EULEZ T SQL ¥iEE

£ Java R AREFH , ATLAEH Secrets Manager SQL EERFITEF. {EBITFME Secrets Manager
FEVAEIE | EEF MySQL. PostgreSQL. Oracle, MSSQLServer 1 Db #%#zFE. BN RaEFEH2
BEEK JDBC BT , B ATLAER JOBC AR GEKEE. B2 , BFALNEEZREAF
BNZE K MERHRPBW ID, WHIEFIFEA Secrets Manager R RZFHAE , RAEEAFRHAFH
FIEEZIBEE, BRIBFLEEA Java BERIGETFEXREFEL , IERRNEZERTIZFTERA
Secrets Manager, BINER T , EESE/PHRBIF—X , WAERRZANELRH, EREERE ,

&2 #the section called “SecretCacheConfiguration”s

BT BAM GitHub FEIRMRE,
EF A Secrets Manager SQL EERFHEF :

- BHNARFXILT Java 8 RESRAEH,

- BRBAMLTAUATZ2— :
- FEI JSON £ HBEEZH. ERERK , 51 Secrets Manager 1##| & P EF HHAHIEF
Retrieve secret value ( R %4AH ) » ¥ , &£ Amazon CLI HiH get-secret-value,
« Amazon RDS HEZH. NTWRENR , BTN ERVEENEERIMKO,

NRENBEEFEHINHMXE  BEEIS M XEPNEIRGESF | FEUERERNEEX R
MimHo BAILNEENTARENNZRAP, SSM SREFESHINBEE 7 XEEERES.

ENERAERFNNBDE & |, BE Maven WEXH pom. xml RRZEZIRFRMA T KRBT, HX
B %{EE , 2 Maven Central #f& FE M E#Y Secrets Manager SQL E# .

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>
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</dependency>

R BFEARANEZIREEFE, NMREE Amazon EKS LETRHEF , © s SREUEEIETT
W RNEILE , MARXKREBRSKFAE, EFRIFA , 5% com.amazonaws: aws-java-sdk-
sts WARZ 1 EREKBIBURINE Gradle 5% Maven T B X 44,

E7fE secretsmanager.properties X#Hi%E&E Amazon PrivateLink DNS %R URL M[Xig , &
TUATRE -

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

EESEXI , iH1%E AWS_SECRET_JIDBC_REGION HEZE 3T
secretsmanager.properties XH#HTUTEX :

drivers.region = region

Pl

- BYSHEENERE

- BIEIEER MG OB IEE

{5 c3p0 EFMEE TR

- £/ c3p0 E MBI 5 E ik A ik O KRB EE

B ERFEEFENERE

THRGERT MAEABRATNEIENEREERLERIEFNERE, BUEEE , BEH
JDBC AKX R#HIEE, BXEZER , FS5H Java XM ERY JDBC EAti AliA,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Retrieve the connection info from the secret
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret
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Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln
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// Retrieve the connection info from the secret
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret
Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

B 8 E v S 1 3 SE R
ST RBURR T 90T 6 A 2840 R 0 S A RIS TE Y B R R 0 B2 ST S IR R D B

Amazon RDS HEZ AT BIEHIEEN RS MEOD., EFHAH Amazon RDS EEMZ AT EEILE
EIWEE  BERBHIEEXEEIL,

SH B Ea XA Z AU RREZRIIXEHRIBEENER  EEFNRANTEEERBRHTRMNERE
EE, BN EIABMERZAHEE, EFXEEZEEE#EIRATD | BHFNEZRBENKEMEXEH K
HMiwOEE,

BIAEEE , B0 #EH JDBC AR RIBIERE, EXEZEE |, BSH Java XML LA JDBC &
it /IR,
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MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";
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// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the IJDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

B 5 R v = M O 2 S 120



Amazon Secrets Manager ArfEm

£/ c3p0 ERME MV

TR RBEERT WAEA c3p0.properties MHEVEREN , R4 EARIEFNERIREE
EFEEEFER. XT user M jdbcUrl , EH AR ID U EEZED. RE , BAUMNZ PR ZRE
B, ANxSEEREEMEGBEEEE. BXEZER , 5 Java XML LR JDBC Eit Al

BX c3p0 WEZEE , 1§59 Machinery For Change M4 £ c3p0.

MySQL

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=secretId

PostgreSQL

c3p0@.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=secretId

Oracle

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=secretId

MSSQLServer

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=secretId

Db2

c3p0.user=secretId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=secretId
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£ A c3p0 EEMBEN 18 E in [ M um O SR E L%

T RBERT W{AER c3p0.properties XHFEMEEM , ZXHFERARIEFBEIIEEN IR
MmEORRBAFHNEILE, AE , BUUNZEPRRERE , HEXEEZAETAEMEERERE,
BXEZEER |, BSH Java XML LR JDBC Bt AR,

Amazon RDS HEZATBIEHIEEN RS MEOD., EFHAH Amazon RDS EEMZ AT EEILE
EIWEE  BERBHIEEXEEIL,

SHEEa X ZA T URREZRIXEHRIBEENER  EEFNRANTEEERBHATRMNERE
EE, BN EIAMERZBAHEE, EFXEEZEEEEIRATD | HHFNEZRBENKEMEXEH K
HMiwOEE,

MySQL

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle

c3p0@.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer

c3p0.user=secretId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433

Db2

c3p0.user=secretld
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c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=jdbc-secretsmanager:db2://example.com: 50000

¥ & Java R AREFHH Amazon Secrets Manager 24

ERRZAN , BULUER Secrets Manager EF Java WETFHHREER , UBERFEH. RE
BREFZH LM Secrets Manager PR RZHMNEEEMR ., BT A Secrets Manager AP &7= 4 5%
A, AtERARTFAURERE. BEXREZZANMELZE , BSH REEH.

BEERNBERSER (LRU) , ALY EEAAEREITAN  CAZAREEARONE,
REQET , BEAS NAF RS, CUNRBESFHRFTANAE | bUEHIBH0
RHLURMES AL,

—BRREFSIA  FEETIHETEFNRER, EEXRETELRFEFLIAN. EEXINETERE
5 MARMEMNBZEUFIURZEMNER. MREFEFNNZ M (HIONREZEFFH|E ) |
FEARENEONBRG E,

EFRAZEH , BYXTHEEATRE -

« Java 8 LESMRANTF K E, ES R Oracle Wikt LB Java SE FHi,

» Amazon SDK 1.x for Java. A BA7E11 B B8t E A Amazon SDK for Java BB MERE. BXES
f§8 , 2 Using the SDK for Java 1.x and 2.x side-by-side ( H#{TE A& SDK for Java 1.x Hl
2xHRHEFRIES) .,

ETHRNAB , F2 5 GitHub LA Secrets Manager & F Java HWEEFEFiwd .

ENZAHRINEBZNIE & |, {57 Maven pom.xml XA BIELL KB, HXx Maven WEZ(E
B, 155/ Apache Maven Project Mt £ (A1) o

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-caching-java</artifactId>
<version>1.0.2</version>

</dependency>

FREMNER :

» secretsmanager:DescribeSecret

Java B AR 123


https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/migration-side-by-side.html
https://github.com/aws/aws-secretsmanager-caching-java
https://maven.apache.org/guides/getting-started/index.html

Amazon Secrets Manager

RAriEmE

* secretsmanager:GetSecretValue

BREZER

e

» SecretCache

» SecretCacheConfiguration

» SecretCacheHook

Example # R %40

FSANESE,

UTRBRAETRTRRBATHEN Lambda Bl CEEEEILBRFZASCECNRE
S, BHMREERAMZ Lambda B , ©REMEFERZ APL,

package com.amazonaws.secretsmanager.caching.examples;

import
import
import

import

public

com.amazonaws.
com.amazonaws.
com.amazonaws.

com.amazonaws

services.lambda.runtime.Context;
services.lambda.runtime.RequestHandler;
services.lambda.runtime.Lambdalogger;

.secretsmanager.caching.SecretCache;

class SampleClass implements RequestHandler<String, String> {

private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context) {
final String secret = cache.getSecretString(secretId);

// Use the secret, return success;

SecretCache

BT M Secrets Manager #ERNWFRANWNEFERFE, EEA the section called “getSecretString” =
the section called “getSecretBinary” NEFHKRFEH, EAIAEREZ AREERBPH the section

called “SecretCacheConfiguration” 3 R KE & E1FRE.

SecretCache
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BEXBERBENNEZEELR |, S the section called “Java N AREF",

public SecretCache()

EAT SecretCache W RMERIAEIE R,
public SecretCache(AWSSecretsManagerClientBuilder builder)

£/ Secrets Manager & i ( FEHRMER AWSSecretsManagerClientBuilder #12 ) #3i&
FiEfE, FRMERT BE N Secrets Manager /% , SIIEARE —HBEXERLIHET 2o

public SecretCache(AWSSecretsManager client)

BEEFARMM AWSSecretsManagerClient WG ZAERF., FHLMERET BEN Secrets
Manager & F i , flIEAE —RFEXEHLiHT Ko

public SecretCache(SecretCacheConfiguration config)

BEARMHN the section called “SecretCacheConfiguration” ¥MiEH ZBEEF

FE

getSecretString

public String getSecretString(final String secretId)

M Secrets Manager & RFRFHEHH, RE String.

getSecretBinary

public ByteBuffer getSecretBinary(final String secretId)
M Secrets Manager #1# %& —# 240, IR[E ByteBuffer,

refreshNow

public boolean refreshNow(final String secretId) throws
InterruptedException

BEIRFET. WRFFTHOREER , FRE true , BNREE false,
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close

public void close()
KAERF
SecretCacheConfiguration

& AT the section called “SecretCache” WEFEEIEI , INHEAEFEX/ NN EEEFEZANEERE
(TTL)o

public SecretCacheConfiguration

BT SecretCacheConfiguration S RMERIAIE R,
FE

getClient

public AWSSecretsManager getClient()

REZEFENFRRZHM AWSSecretsManagerClient,

setClient
public void setClient(AWSSecretsManager client)

RESENFRRFZHM AWSSecretsManagerClient EF o

getCacheHook
public SecretCacheHook getCacheHook()

RE A THEHERFREHM the section called “SecretCacheHook” # 0O,

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

BB A TEHEFEHRM the section called “SecretCacheHook” # 0,
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RAriEmE

getMaxCacheSize

public int getMaxCacheSize()

BREIFAREFARN. BINMERN 1024 NEH,
setMaxCacheSize

public void setMaxCacheSize(int maxCacheSize)
REFREFXRD, BIMEN 1024 MEH.
getCacheltemTTL

public long getCacheItemTTL()

BEEEFEHNEN TIL (UEVNEN ), YEZFZAEIL TTL &, ZFHM

AwWSSecretsManagerClient PR RZZHHANFEIR, BRINER 1 Dot ( AZR LN ) o

ETTL zBERFBHN , EFEHRSHFH . WREAIRIFHEN , EFEHRET R Z4,
setCacheltemTTL
public void setCacheltemTTL(long cacheItemTTL)

NEEFTERE TTL ( AZEWHEN ) . SEEFFHELL TTLE , Z2EFHMN

AWSSecretsManagerClient R ZRZZAMFEIR, BIAERN 1 /het ( UZERNEN ),

getVersionStage

public String getVersionStage()

BREGEZFNEANRE, BXESELR , BEREBHRA, RIAMEHN "AWSCURRENT",

setVersionStage
public void setVersionStage(String versionStage)
RELEZFENERANRE. BXESZELR  BSREHARAE, LA "AWSCURRENT",

SecretCacheConfiguration withClient

public SecretCacheConfiguration withClient(AWSSecretsManager client)

®iE AWSSecretsManagerClient AN RZEH, BREEEHRENEFEH
SecretCacheConfiguration XK.,

SecretCacheConfiguration
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SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)
REATEHANTFHREFNEQD., BREEEMRENEHGHW SecretCacheConfiguration K,
SecretCacheConfiguration withMaxCacheSize

public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)
REFAEFAD. BEEEHREMNERH/GW SecretCacheConfiguration MR,
SecretCacheConfiguration withCacheltemTTL

public SecretCacheConfiguration withCacheItemTTL(long cacheltemTTL)

NERFWMBERE TTIL ( UAEWNEN ), HEETFEHEIN TTL &, EFEEM
AWSSecretsManagerClient FRRIZFHAVFHEIR, BIAER 1 /Mot (LB REN ), REE
AR BIWEHEM SecretCacheConfiguration MR,

SecretCacheConfiguration withVersionStage

public SecretCacheConfiguration withVersionStage(String versionStage)

REZLEZENEZANRE. BXEZEER , BZRBHRET. BROEEHRENEHRGH
SecretCacheConfiguration ¥R,

SecretCacheHook

BT the section called “SecretCache” RELEN Fi T EFEH M RARITIRENEED,

put

Object put(final Object o)
EEXNRUF#IEEDR,
BREZFHEEZFFINR.

get

Object get(final Object cachedObject)

MEZFERRITREN R,
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BREZEMNEFFIREEI R

¥ 3 Python B AR A HY Amazon Secrets Manager % 4A

ERRZAR |, B LUER Secrets Manager EF Python WEFAHGREER , LB NREH. B
RERTFEBLEM Secrets Manager P ZEZFANEEER, HT A Secrets Manager APl 274
A, AEASEUURERE. BXREZANVMELZE , 550 REEH,

BHEERNBEROEMA LRV , RSB EXAEEEATEN | CaZARIEARONHS,
REQET , BEAS I NRAF RS, SUNRBEEFHRFTANAE | A EHEH0
FEHFINES AL,

—BRAEFSIA  EEETHTEFNRER, EEXBETLREFLIAN. EEXRINETEFE
5 A MARMEMBEZEEIUAREMNER, IREFEZFHANZEM (FMMNBREFFNHE ) |
FEARHKNEONMBRSG E.

EFERAZEH , BYXTHEEATRE -

« Python 3.6 S E &S,
« botocore 1.12 HE /A, HZ & A T Python F Botocore By Amazon SDK,
- setuptools_scm 3.2 EFA, &S H https://pypi.org/project/setuptools-scm/o

ETHERNRE , HSH GitHub £ Secrets Manager EF Python EEF P imd 4,

ERRAN  BEANUTH .

$ pip install aws-secretsmanager-caching

FREMR :

+ secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BREZEER , BERANRSE,

SE
» SecretCache

» SecretCacheConfig
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* SecretCacheHook

* @InjectSecretString

* @InjectKeywordedSecretString

Example 1 &R #4H

THHNREIERT MAIRENE N mysecret MERANZHAE.

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()

cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')

SecretCache

EA T M Secrets Manager ® R ZEANAFEPEF. B the section called “get_secret_string” 2
the section called “get_secret_binary” NEFHFKRRZR, BAAELE AIEERBFH the section
called “SecretCacheConfig” W RFKEEBEEFIRE.

BEREBERIIEANESZEE , 2K the section called “Python B ATEF",

cache = SecretCache(
config = the section called “SecretCacheConfig”,

client = client

LTRITRTGE :

» get_secret_string

» get_secret_binary

get_secret_string

RRBAFTEE,
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BEREE

response = cache.get_secret_string(
secret_id='string',
version_stage='string' )

e

« secret_id (F#F&H) - [ F] FHAMNBFH ARN,

« version_stage (FfFH) - EERENZANERE, BXEZEE , BSREHERE. RIAME
H“AWSCURRENT”,

REIRHE

FREH

get_secret_binary
KRBEHZHSIE,
R
response = cache.get_secret_binary(

secret_id='string"',
version_stage='string'

S8
« secret_id (&) - [ F] BN B ARN,

« version_stage (FfFH) - BERENZHANERE, BXEZEE , BSREHRE. RiIAE
H“AWSCURRENT”,

REIRE

base64 4B F P

SecretCacheConfig

ER T the section called “SecretCache” WEFBLEEI , flNKEXEFEX NN EEFRHANEERE
(TTL)o
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B
max_cache_size (int)

RREFARN. RIAMEN 1024 NEH,

exception_retry_delay_base (int)

BIRERERERCHFZEZESENVH. KA 1.

exception_retry_growth_factor (int)pur

RATUHEERAMIBER 2 BFFHENERIE. BRIAH 2

exception_retry_delay_max (int)

ERMBERZEBFESFHRRETE ( ABREN ) . BIAH 3600,

default_version_stage (str)

BEEFENZIANRE, BXEZELR , BSHEZHAMA, BRIAHN 'AWSCURRENT ',

secret_refresh_interval (int)

RIFEZFRAGECHEESTEFNRH. MIAN 3600,

secret_cache_hook (SecretCacheHook)

SecretCacheHook HIREM XK, ERIAE RN None,

SecretCacheHook

B TFHEH T the section called “SecretCache” # LAMEX 74 T EF P ZHARITIRENEQD,

UTRAARE:

* put

+ get

put
EXNRNEREERTF T ER,

BEREE

response = hook.put(

SecretCacheHook
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RAriEmE

obj='secret_object'

* obj (WR) - [XF] BRATBHHXNR

REIRE

object

get
MNEZEFERRIREX R

BERIEE

response = hook.get(
obj='secret_object'

« obj (WR) - [&F] BARTEEZHANIR.

REIRE

object

@InjectSecretString

LM EE —/NZR4A ID FHFE M the section called “SecretCache” ER BRI NS, ZE MBS IFIR

ERAFHHRE BALNETE —NFEHH,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,

InjectSecretString
cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2,

@InjectSecretString
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@InjectKeywordedSecretString

HEIMGEEE—NBR4A ID R PER the section called “SecretCache” ERNBIA NS, HEBTEY
CAXHBP NSRS 24 H JSON 8, BEARTEBE— JSON &N FEFE,

NFaELt JSON W&

{

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"

}

THEHHNRAFERT AN ZEAFIRE username l password #9 JSON &,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache ,
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):

print( 'Do something with the func_username and func_password parameters')

¥R NET MARERFPFH Amazon Secrets Manager %47

ERRZAN , BAILEA Secrets Manager EF NET WEGBHEHREEFERE , ULBFREA, BEK
EEFEHALEM Secrets Manager 1 RZHAMNEEER, BT HAA Secrets Manager API 274 %%
A, BERAERTFAURERE. BEXREZHANMESZE , BSH REEH.

ZFEBEANROKZVER (LRU) , ALSZFLAEAENBAN , e2EFREERAZIOHESR,
FERET , EFEEPHRH —XAWE, EUUEEEEFPRMZANIE ST NEHIFAL
FHLURINE Z hEe.

—BRAEFSIA  EEETSHTEHFNRER, EEXRTELREEFIAN. EEIINETEFE
B A MARMEMNBEZEMIUALZEMNER, IREFEFANZEM (FMNBEFFNTE ) |
FEARHKNEONMBRSG E.

EFERAZEHN , BYXITHEEATRE -
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« .NET Framework 4.6.2 S{EE S hx A , 50#& .NET Standard 2.0 RE H k4, &S % Microsoft .NET
Pk EB R E.NET,

« Amazon SDK for .NET, i5Z[#the section called “Amazon SDK”,

ETERNAB , HSHE GitHub EWERAT NET HEFEEF Ko

EFERARTF , BENEBTEGML , ASEM GetSecretString 3 GetSecretBinary &R
H. HEZRRN , EEFREZANEZFRIS

RBEFE
« BHRITTIIIREZ—
«  EEHTE BRPETTF NET CLI &%,

dotnet add package AWSSDK.SecretsManager.Caching --version 1.0.6

- NTIFHITSIARMBESN csproj XHFH,

<ItemGroup>
<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /

>

</ItemGroup>

FTENER :

* secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

BXEZEERE , REANRSE,
2=

» SecretsManagerCache

+ SecretCacheConfiguration

» |SecretCacheHook
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Example % &4

THNABREVER TRREBZN MySecret NBRAN ST E,

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{

string MySecret = await cache.GetSecretString(MySecretName);

// Use the secret, return success

Example Bl B £ FATE (TTL) EERIFTEFLLR A

TR ROER TREEN MySecret BN TTL EERIFIFENEIREN 24 NBIEE,

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName = "MySecret";

private static SecretCacheConfiguration cacheConfiguration = new
SecretCacheConfiguration

{
CacheItemTTL = 86400000

};

NET NARERF
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private SecretsManagerCache cache = new
SecretsManagerCache(cacheConfiguration);

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache

EA T M Secrets Manager iR ZEEANAFEREF. B the section called “GetSecretString” 5,
the section called “GetSecretBinary” W& F K RFEH, EAIABEREZ AREERE P H the section
called “SecretCacheConfiguration” X RRKEBEFIRE.

BERAERFENNESZES |, ESH the section called “NET N HEF",

¥ B 3K
public SecretsManagerCache()

BT SecretsManagerCache X RHIER A& BB

public SecretsManagerCache(IAmazonSecretsManager secretsManager)

£/ Secrets Manager & i ( £ 1RHAY AmazonSecretsManagerClient 812 ) H&EMEF. &£
R HEEE R B E X Secrets Manager &% , flaNfE AR — B EXHHLIHT Ko

e

secretsManager

ENFREZRAM AmazonSecretsManagerClient,

public SecretsManagerCache(SecretCacheConfiguration config)

AR the section called “SecretCacheConfiguration” ¥i& ¥ Z 40 E 17, M L F91E BBk i
BEE7F , fINEEFNEHRRERERIFME,
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5%

config

— the section called “SecretCacheConfiguration” , EF 2 EEZFNERERE S,

public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)

£ A Secrets Manager & i ( EAIRMHM AmazonSecretsManagerClient # the section called
“SecretCacheConfiguration” 812 ) FEMH EF. FERALLHEBRTA BEX Secrets Manager & F~
W, fINEAR —RBEXHRLETRURRESZE , SINERFHNEABERERFTIMNE,

e

secretsManager

ENFKRFEAMW AmazonSecretsManagerCliento

config

— the section called “SecretCacheConfiguration” , Eh B EEEZNEBE L.

FE

GetSecretString

public async Task<String> GetSecretString(String secretld)
M Secrets Manager F1 R F & £ %40,

e

secretld

ERRNEZEH ARN HE o

GetSecretBinary
public async Task<byte[]> GetSecretBinary(String secretlId)

M Secrets Manager 1 3 Z# H1 %40,
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https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/SecretsManager/TSecretsManagerClient.html
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5%

secretld

BRRWEZEH ARN Ao

RefreshNowAsync
public async Task<bool> RefreshNowAsync(String secretId)

EM Secrets Manager BRZE , AERAEAEREFER. WRXBIENEERE , HolE—
MEFFRE. WRRBIFAZ , NRE true,

B
secretld

ERZMNHHAN ARN B,

GetCachedSecret

public SecretCacheItem GetCachedSecret(string secretId)

REEERANEFTSRE (MREFHPEFEEZEH ) . &N, M Secret Manager FiZKREZEH , H ol
B— I HEE%B,

S8
secretld

BRRWEZEH ARN HE o

SecretCacheConfiguration

&R T the section called “SecretsManagerCache” BWEFE EEI , NG XEFX NN EERFEH
W& RT R (TTL).

Bt

CacheltemTTL

public uint CacheItemTTL { get; set; }
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ZEEMENTIL (UZERDREMN ) . BRIAER 3600000 M 1 et RAER 4294967295 ms
“R 49.7 Ko

MaxCacheSize

public ushort MaxCacheSize { get; set; }

BRAEFKRD. BIAER 1024 MNEH. FKREN 65535,

VersionStage

public string VersionStage { get; set; }

REZFNRANRE, BXESEE , BTSREHRE. RIAN "AWSCURRENT",
& i

public IAmazonSecretsManager Client { get; set; }

ENPRFREAM AmazonSecretsManagerClient, 1R =2 null , EFFEFL— B iR, BHiA
ﬁg null,

CacheHook
public ISecretCacheHook CacheHook { get; set; }

— the section called “ISecretCacheHook”,

|ISecretCacheHook

B F#E4% the section called “SecretsManagerCache” FEAMEX 174 T EF W ZAMITIRIERNEE
Ho

FE

Put

object Put(object o);
HEBNRAF®IEFF.
BREEFREZFFHANR.
Get

object Get(object cachedObject);
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MEZERRIMEN R

BREZEMNEFFIREEI R

¥ E Go R AREF M Amazon Secrets Manager Z4A

ERRFZAN , B LIER Secrets Manager EF Go WERFHHREFTZER , UBFEXREA. BRE
BEEFFE LM Secrets Manager P REFEAMNEEER, BT HA Secrets Manager APl &7 4 %%
A, AtERASFAUURERES, BXARRZANMELZE , TSR REEH,

BHEERNBEROEA LRV , RSB EXAEEEASAN | CoaZARIEARONHS,
REQET , BEAS I NRAF RS, CUNREEEEFHRFTANAE | baUUEHTH0
FHFINES AL,

—BERNRERFSIA  EFETFSHTRERFUREN, EEXETLREFAN. EFXINETEEFE
5 MARMENBZEUFIURZEMNER, MREFEFNNZ 2K (HIONRERFFHIE ) |
FEARENEONBRG .

EFRAZEH , BYXTHERATRE -

- SEATF Go B9 Amazon SDK. &2 [fthe section called “Amazon SDK”,

ETHRENRE |, iH5SH GitHub £# Secrets Manager Go EHF & F o

EiRE Go FF AL |, S Go Programming Language M4 ERY Golang Al
FrEERR -

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BREZEER , BEANRSE,

2

+ type Cache
» type CacheConfig

» type CacheHook

Go HAER T
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Example % &4

DUTRBRAAERTHREZRLAW Lambda B,
package main
import (

"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache"

var (
secretCache, _ = secretcache.New()

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)
}

type Cache

EA T M Secrets Manager is SR ZHANAEFEREF. B the section called “GetSecretString” 5
the section called “GetSecretBinary” M\ EFH K EZ4H,

THRGERT MAEEZFRE.

// Create a custom secretsmanager client
client := getCustomClient()

// Create a custom CacheConfig struct

config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheIltemTTL: secretcache.DefaultCacheltemTTL,

// Instantiate the cache

type Cache 142
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cache, _ := secretcache.New(
func( c *secretcache.Cache) { c. CacheConfig = config },
func( c *secretcache.Cache) { c. Client = client 1},

EXBERAIENMNEZEELS |, 1S5 the section called “Go B AEF",

FE

New

func New(optFns ...func(*Cache)) (*Cache, error)

New FRIHEE A AERAERE , BNNFERAERINE, EFLFHPIHKIL SecretsManager & F i,
f¥ CacheConfig #1281t A ERINE. FAERIAZRAK MBI LRU &7

GetSecretString
func (c *Cache) GetSecretString(secretlId string) (string, error)

GetSecretString NEFHIREAEEZER ID WRAFRHEE, BREZAFHFER , IRBEEXMIRELE

®o
GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretId string, versionStage
string) (string, error)

GetSecretStringWithStage NEFHFIREVEEZR ID MREM BN BAFTRHEE, REZHAFHE,
MR FER MR E 4R,

GetSecretBinary
func (c *Cache) GetSecretBinary(secretId string) ([]byte, error) {

GetSecretBinary NEFEHIREAEZ ID WEHAZHEIE, REZHZHEE , RBEXKNR
B4R,

GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)

type Cache 143
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GetSecretBinaryWithStage \EFHFIREVAEZ ID MM B FRA ZHEIE, REZH -
B, MRBEXKUERELEIR.

type CacheConfig

ERTEFNEFRERD , SINEAEFAD,. BINEEKE , AR EEFZANFENE (TTL).

type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is
// 3.6e10712 ns or 1 hour.
CacheItemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".
VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

type CacheHook

ATEHINZFPUENFE TEEINERRITRENED,
FiE

Put

Put(data interface{}) interface{}
EXNRNFERERFP T ESZ,

Get

Get(data interface{}) interface{}

MEZEFERRITREN R,

type CacheConfig 144
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1£ Amazon Batch F{£H Amazon Secrets Manager %A

f&Bh Amazon Batch , &8 LAfE Amazon Web Services = Lz fTHIANBITE TEH1 %k, £8) Amazon
Batch , & A] LU BUR B IEIZ 5 7E Amazon Secrets Manager 47 |, AR EEZ EN 5| HiX LR
8, NTHBRBIEIAES. BEXEZELR , B2 HEH Secrets Manager 8 E BB HE,

#£ Amazon CloudFormation Z JR F#0 Amazon Secrets Manager

f&Bh Amazon CloudFormation , & 7] LAt RE AN 243 LA F H b Amazon CloudFormation iR,
ENiZRRE%FEH Secret Manager £ RN ZRBEIEFRR , RAEMNZBHFRERAF B NEFD |
LURAEHBIEENEIL. BX#M Amazon CloudFormation 12 Z4AFMELE |, 55 @ Amazon
CloudFormation,

E#FE Amazon CloudFormation P ZEH , BREEFEADIDEIH. SIEHKRN , IS5 ALEE
£A{E1RELE| Amazon CloudFormation ZREH , R EFT AT RAE R R TERB. Hk , BUTLES
EW ARN R5|FZH. EAUETMEREEPEANZBANSEIH. BTEERRITEE (H
N AWS: :CloudFormation::Init ) FEAXNZANNSEIA , ENBRELERAEEEFS AT
Mo

RANPASIAERWT -
{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

secret-id

ZHAN A ARN, EiFEEN Amazon K FRVRE |, BAIERZABR. B Ei
Amazon Ik REVELR | IBREEZ A ARN.

json-key ( AIi%E )
ERREENBENNRENR. MRETIEE json-key , Amazon CloudFormation 21 REAN®H
XK, kBT BEEESFH(: ).

version-stage ( A1t )
EFANBAMMRA, Secrets Manager ERRE B P EAL FIROERBIRTEMNMRA, NREME

A version-stage , W R EIEE version-id. MREBLRIEE version-stage , hREE
version-id , MFEEIREFH AWSCURRENT A, LD BFRBEBEESFR ().
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version-id ( A& )

B AN FHARARNOE RO, MREE version-id , MFEHE version-stage, MRE
BEARIETE version-stage , tHR¥EE version-id , MEEIZEFF N AWSCURRENT hRAS, th%
BTABEEESFR ().

BXEZER , BSRFEASSEIAIEE Secrets Manager #%,

(® Note

BAREGIERZFEARMT (\) ERARE—MENZIASZE, Amazon CloudFormation o3& 4T
XES A, X&SHERKIM,

£ Amazon Elastic Container Service F /£ H Amazon Secrets
Manager 4R

Amazon Elastic Container Service ( Amazon ECS ) R &£ REN R mEEIRS , " # B SR it 57
E, EEBENY BRASRARER. B LUBN 5| A Secrets Manager BB I AR, BX
EZEE |, 551 (Amazon Elastic Container Service F & A R #6/8) TR TRE :

- HIE : £ Secrets Manager 4038 & BUREIE
- BIRNARFUAREEARRREY

- BERETERRER

- REAFIERRENZED

£ Amazon Elastic Kubernetes Service £ Amazon Secrets
Manager 4R

MR EfF Secrets Manager R #Y#4A & R W EEIE Amazon EKS Bes I X |, A LAE
Kubernetes Secrets Store CS| Driver £ Amazon Z4AM B ERHEFERF (ASCP ) . ASCP 5z

1T Amazon EC2 17 4/ Amazon Elastic Kubernetes Service ( Amazon EKS ) 1.17+ BB& R, ©
¥ Amazon Fargate 7 R4, fEF ASCP , A LLfE Secrets Manager FZ§ H EER4 , AEE
I Amazon EKS LETHW IERERKR R, NRFHITESN JSON BRAWR/EX , BULUEREE
Amazon EKS F#EE K% 4A/ExT. ASCP £ JMESTath 1B £ REHFAPHE/EX . ASCP EER
F Parameter Store S,
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-app-secrets-manager.html
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BELER IAM ABNRER T ENZANEFHHHIEE Amazon EKS BERAM L RMRR.

A THIRELE Amazon EKS BesAFIEMEXHUARBEHFRABLEZE , BFEECNE— the
section called “SecretProviderClass” YAML X4, SecretProviderClass #M5iZX 45| H
8 Amazon EKS AU TR —BF#Z=E,

MREFEAFAE Amazon EKS £ , FRARIZERFTEN VPC EBSecrets Manager i &, Secrets
Store CSI Driver f A% A Secrets Manager. X7 VPC HeIBmRNER |, B H VPC ik

/AN 0

MRXZ4AE A Secrets Manager B3t , i& A LA Secrets Store CSI Driver ## i BEF
IhEE , B4R Secrets Manager PR RHINFEE, EXEZEE , BFZHELENARNEIH
Kubernetes Secrets B B 31 5,

BXUNMER ASCP HWEEBHIE , i5SH the section called “ZFE”,

%% ASCP

ASCP £ secrets-store-csi-provider-aws 174 FEH# GitHub AT, EME T E A TRIBNEEZHAN
YAML X #R51,

&% ASCP

«  ZEFH Helm &% Secrets Store CSI Driver #1 ASCP |, i5EAU T $. NERZEEERDR
B X , i A helm repo update.

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

helm repo add aws-secrets-manager https://aws.github.io/secrets-store-csi-driver-
provider-aws

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

HE  EEANBEFZPHN YAML XH#HTRE , BEANUATHT.

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver
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kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/deployment/aws-provider-installer.yaml

B, RETHAEE

EFZFIEH Amazon EKS B34 1718 Secrets Manager FHI AR , BAZTECIE —
MIUBREKEE |, PN BREAEEHRINZIEM secretsmanager:GetSecretValue #
secretsmanager:DescribeSecret R, BXTHIKE , HSH NREEE A,

ARLHUE— N RSIKSH IAM BEIHTRBEMNIZAG. AXESELR , WSHBSKS K 1AM
A,

ASCP REBBITAHFTHRIEN IAM A, ASCP BERRN IAM A& |, FHEER HEERNNE
o BRIFFEES IAM AEXE , BNEMBRBRLELREZER.

SR 2 BEBEHNES

EE ASCP WL FAEN XU RS LN XHESE Amazon EKS /| BEEQE—1
SecretProviderClass YAML X #, SecretProviderClass YAML 5 T EHEHEMNZAURE
HH X LEZAM 4R, SecretProviderClass #ME5iZX 45| AR Amazon EKS B2V TR —
BAMZEE,

AT RBIERT AIERA SecretProviderClass R R EHEZH K 40 LUK Ao & L2 £ Amazon
EKS BEEFTN Y, BXEZEER |, 55 Mthe section called “SecretProviderClass’s

Ol

- TP REAS ARN EREH

- B NERESREX

- Tl NBXEEATENEBEB X
- Tl EREESNANEBRES

R~ BB FE ARN HEHE 2%4A
LLTFRBIERT SecretProviderClass , 97 Amazon EKS FiEg =4 -

1. AT ARN EENEH,
2. HBMIEENESA.
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https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
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3. ZHANBEMRE,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret2-
dse5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecret4"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"

T~ NBRESR/EY
LLTFRHBIETRT SecretProviderClass , ©FFf Amazon EKS AFEZ =/ -

1. B E ARN EENZ4.
2. username #/{EX X B[R —NEH,
3. password ®/{EXIRBE—NEH,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-
alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
- path: password
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objectAlias: dbpassword

R h B XEBRAE LKA X

AT EEEPHEREAE T AN TREREEE , ASCP XIFAKRMEBIIEE , UANEHBIXEK
REH,

LT RBIERT SecretProviderClass , HREZEEHBZANXBWEH. FEHTRHBIF , ASCP
1M us-east-1 M us-east-2 PR ERFH. WRE—XEHIRE 4xx FiR ( HlW0F 0KIEH

) , ASCP R LEREM—MNE. MRKIIM us-east-1 FREFIZE , Il ASCP £ERZ
FHAE. MRRKIM us-east-1 FRRFE , BEKIM us-east-2 KR4 , W ASCP
LEZZEZHRE,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "MySecret"

M EBREESHN KRB ESA

ATFRBIERT SecretProviderClass , EEEEAMEBNEEZR MM 2. RUEBEZHRAT
REIAR, ELRFIF , ASCP ZiRK &K objectName IEEMNHNFH. MEEM—MNERE 4xx iR

(Bl EBEIEEBE ) , ASCP BAXEHREM—NEH. MRMIIM us-east-1 FREFIZEH , I
ASCP £ ZZ4AE, MBARKIIM us-east-1 FRFFIZR , BERIM us-east-2 hKRE|
4R , Il ASCP £E#H1ZF4AE. Amazon EKS HEFH M XHE N MyMountedSecret,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: aws-secrets
spec:

provider: aws

parameters:

region: us-east-1
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failoverRegion: us-east-2
objects: |
- objectName: "arn:aws:secretsmanager:us-east-1:111122223333:secret:MySecret-
alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:111122223333:secret:MyFailoverSecret-d4e5f6"

A BB E

BB AR RDERERTASHER.

ERERBENHIRHER

1. AUTHTRIMBRENIIR, WREXEERAMIUANDEZME , BEA -n <NAMESPACE>,

kubectl get pods

2. EHERRE , BEUTHSHR <PODID> FHAEL—SHERINAES ID. MBEREFERERINAG
AZEE , EEH -n <NAMESPACE>,

kubectl describe pod/<PODID>

EE ASCP 4R

- EERMEFRALEPEREZER , BEUTWSHHR <PODID> fEH csi-secrets-store-provider-
aws A28 ID,

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/<PODID>

#I2 . £ Amazon EKS B854 ( pod ) H 812 H E&, Amazon Secrets
Manager Z4H

ERHER , B 1E Secrets Manager FEIE —NRBIZER , AAFFTE Amazon EKS R ERFH
BITERE

EFFH 28, L% ASCP : the section called “%& % ASCP”,

FBHE =
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Bl MER R

1.

¥ Amazon Web Services XiF MIBENZFFRE RN shell TE |, UERTLUE bash tp R HE
B, EAT<REGION> , #Hi AAmazon Web Services Xi8 Amazon EKS E&={THLE, EA
F <CLUSTERNAME> | B NSRRI EREF B o

REGION=<REGION>
CLUSTERNAME=<CLUSTERNAME>

BIENARH, BXREZER , FEHLENEERH,

aws --region "$REGION" secretsmanager create-secret --name MySecret --secret-
string '{"username":"lijuan", "password":"hunter2"}'

DIRAB[EREKRE , RE L —ShelBORARANER. FRT <SECRETARN> , RERZHAH
ARN, fF%E# ARN R shell TEH,

POLICY_ARN=$(aws --region "$REGION" --query Policy.Arn --output text iam create-
policy --policy-name nginx-deployment-policy --policy-document '{
"Version": "2012-10-17",
"Statement": [ {
"Effect": "Allow",
"Action": ["secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"],
"Resource": ["<SECRETARN>"]
11
)

WMRERE | FEIESEHWN IAMOIDC REEF. RREZELR , BERNENEFHEIE IAM
OIDC =#EF,

eksctl utils associate-iam-oidc-provider --region="$REGION" --
cluster="$CLUSTERNAME" --approve # Only run this once

SIRRB[EANRSKS , FAFELSR 3 PRIV FRKBE S ZRSK S ERE, EAHEH ,
N FERS MK AR, LA LUEA nginx-deployment-sa. BXEZEE , BS 1 RSK- 62
IAM B,

eksctl create iamserviceaccount --name nginx-deployment-sa --region="$REGION" --
cluster "$CLUSTERNAME" --attach-policy-arn "$POLICY_ARN" --approve --override-
existing-serviceaccounts

iz
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6.

Bl SecretProviderClass EEEERHBPEIMWNEH. U TS EH ASCP GitHub
Fi%FE R 5| B &M ExampleSecretProviderClass.yaml REFHEESE 2 Z el
BHNZH, BXREIBEEHCH SecretProviderClass 58 , 12 the section called
‘SecretProviderClass’,

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleSecretProviderClass.yaml

WEBENASE AT SR ASCP GitHub EIER4| B FF# ExampleDeployment.yaml K
/mnt/secrets-store REEF 4R,

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleDeployment.yaml

ERERACERERES , BEANTASABURTE REAE.

kubectl exec -it $(kubectl get pods | awk '/nginx-deployment/{print $1}' | head -1)
cat /mnt/secrets-store/MySecret; echo

= REHAE.

{"username":"lijuan", "password":"hunter2"}

SecretProviderClass

R

Ch

AT LA{E A YAML #RZE A ASCP £ Amazon EKS HEE L4, BXxRAl , HSE BEEHE

HHVEHA,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: <NAME>

spec:
provider: aws
parameters:

region:
failoverRegion:
pathTranslation:
objects:
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FE parameters @EERIBERWIFHE L.

X1

( 3 ) Z4AH Amazon Web Services Xifi, MMBERERA L FE , ASCP N T R LR ERGE
®XE, ERACEMERBEROTE , RERMNBUAEAAERSENFERHXSE,

MREEIEE failoverRegion , ASCP £@ZHMH N XER ZFR, WMRME—XFHIRE 4xx £
x (BlaNSHRIEEE ) , ASCP BF2ERHEMT—1NEH. WERKAIM region PR ERFIHA |
N ASCP &R IZFAE. MRRKIIM region PR FEFIR4A , EEKIIM failoverRegion
hiRFZH , N ASCP 2aERZBHE.

failoverRegion

(it ) MREEBEWFER , ASCP 2%t M region FEN W XML FERE EZRH, WRE—
XigRE 4xx $5i% ( flin S HKIEER ) , ASCP MASEHEM—NEH. WRKIIM region
FRREFH , N ASCP £EHZFHAE. WRAKKIIM region FRERFFH , BEERTIMN
failoverRegion F#FRE|4A , Il ASCP £ERZFHAE. BXNAEAKFERNTE , S
7 AZXEFAELRBERXE,

pathTranslation

( A% ) fR Amazon EKS X4 E T EBR RS RBANECANENZFRZR , 40 Linux £
IR (/)o ASCP TTEBIETERR T RANER M. R , ASCP E£ATENFRSRE
BoRE/F. MRTERALFR , SRFHANTUEL (), Bk, Fl20 My/Path/Secret EH N
My_Path_Secret,

EpLFHESR  BRAFHS False,

objects

TEEEHZAN YAML FHZERFR, RIMNBWER YAML Z1TFERFRHEL (|) F5F

objectName

HEAN BN TE ARN, RFEH ARN , ATLLEE objectType. BRIEIEE objectAlias,
LR BL A Amazon EKS BRasAFBHAN A, WREA ARN , I ARN i XE S5
FE& region ILE, MREHE failoverRegion , M FEREXRE objectName,

objectType

MRTFIF Secrets Manager ARN AT objectName , EEIXMRIE WLLR secretsmanager
= ssmparameter,
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objectAlias

( @i ) Amazon EKS BT RN H R . MBETEERFE , Il objectName R4 A

B 7Ro

ObjectVersion

( AL ) BEAMMRAE ID, T#E , ANBAXERZANEBLINEFRRAE ID. BIAERT , £A
BHFRA . MRBIE failoverRegion , M FEFRTRE objectVersion,

objectVersionLabel

(&) AN BB, REREREZIMA AWSCURRENT, BXEZER |, B
Zfthe section called “Version”, MR @FE failoverRegion , MtFERERRE
objectVersionlLabel,

JMESPath

( Wik ) ZR4AP RS B EE Amazon EKS hEHN 4, EFEARFER , RAESXAXAE
JSON R, MRFEALFE , HTBEFFE path # objectAlias,

path

Z4AE JSON R B/MEN TR, IRZFRIABEFTH , BEARSISHHEBMTERL, 4
i : path: '"hyphenated-path"'

objectAlias

EEHE Amazon EKS RPN XHE. IRZFRIEETH , BEALSISHHEHAITE
X, I : objectAlias: '"hyphenated-alias™'

failoverObiject

(WiE ) MREEERFER , ASCP 2ZHKEE objectName FIEEH ZA M
failoverObject objectName FFERHPIEEMNEH, MREM—NERE 4xx ik ( Hlan S
BRIEFI ) , ASCP T aESEM—NEH. MRKIIME objectName HiZREIZ4 |
M| ASCP £ERIZFAE. MRRKIIME objectName PR RFIZ4A , BEKIIM KM EL
¥ objectName FRREIZE , Nl ASCP £EHZFHAE, NRTERFE , RUANTEFE
objectAlias, BXUMAIFEALFENRG , BSH EREEETNARERLER,

HARMEBZATREAR , BREEALFR. AXNMEERLRNRS , HS6H HSXEE
HELKRHEB X E,
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objectName

ABEBZANBHRTE ARN, MREA ARN , I ARN R XEHAEFER
failoverRegion Tf,

ObjectVersion

( Wik ) BEAMMRA ID, %5 X objectVersion BB, F#E , RASREFHZAN
AR EFIRA ID. BINERT |, FEARIFARA

objectVersionLabel

(A% ) IRAERAE. RERERZENRAE AWSCURRENT, BXEZEE , HSMthe

section called “Version”,

£ GitHub E)ML ffEF§ Amazon Secrets Manager %4R

& Z1E GitHub B {ERA A |, B LUER GitHub B4EM Amazon Secrets Manager PR REE
FHRZABMA GitHub TERPHIFERINELTE, BXx GitHub BRIEMNEZEER |, 1S GitHub X
R4H A Understanding GitHub Actions ( T # GitHub #4E ) .

FREEARINE GitHub SRR |, ZEA AR T GitHub fFL PV B H AP 3R, B Security
hardening for GitHub Actions ( GitHub Actions Z£581t ) FEVIER , BB TR ILE AR E RN ZEH,

REFENTRERCZPENGBRERE™E , ALLBRELARBRRABN , UBRXLEER, fln,
ZREFIENEFRERNAETE, HTEMNER , A NREERLATEEEHEN B 6
m , &7 “MySecret’fy A M B F “‘mysecret’ W ZAEI RN BN MYSECRET'HIMETE, HXME
BT, BEFAK , RARBETENEMLTNEETH -4, MRk , BXREEEATHRETENEN.

BAHZHETHNEZNFRHRRENNMRZEE , AENRFREHN JSON , M AT JSON , B
A8 JSON BEXMRERMNNERE, RFAER-HG , WRESFBRABRRNFRHS,

EEEEMNEHUENKETE  FEARRBEERIER. BXEZER |, HSH GitHub XEHH
Enabling debug logging ( BRI AEXIEF )

BEAREENTAURNAATE , 28 (GitHub X4 hHWFHETE,
TERFAF

EEFANERE , FEEFEERE Amazon FifE , AFEA configure-aws-credentials SBRE
GitHub #EHZE Amazon Web Services X13, &RV GitHub EEHE Amazon FiFIEERRR
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BB E A GitHub OIDC RHEFARAA R, XiLEEBFEREHEI |, BRTE Secrets Manager 2
INFHEEIMI T B B4R,

BEFRIERN IAM ABXTERTHIRE :

. BEREMNZIAM GetSecretValue R,
- IEZ4AM ListSecrets R,
- (W% ) MRBRACH BRREEXNEH MFE , N Decrypt £ KMS key £,

BXREZER BRSO RIEMNT A ZH,

A&

HEEAZRE , BETERER RN —MEARTIEEN SR,

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@vl
with:
secret-ids:
secretldl
ENV_VAR, secretlId2
parse-json-secrets: (Optional) true|false

secret-ids
#4540 ARN, BHMBFER,

RINBERT , ZTBRMNBHABNUESINNBETERN , AERANEBEAREFZE, HFEANTX
% , BHEBMUBFL, BEEREFRETEEN , FEBH D AAZER , AERAES,
a0 | ENV_VAR_1, secretId M#4H secretId F8|E& N ENV_VAR 1 WIMETE, FET
ENBMRALUNEENERZE, BHFMTRL,

BEEANR , BRAZELZAFTH  ARRAES, W, dev* EEE#I dev FF kKRB R
e RZWLKRER 100 MEEZA, MRERETEEEN , HANRES NI RATE , NRER
KW

=
2]
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parse-json-secrets

( "k ) Eﬁi}\'f%ﬁ'lt ZERENTETEERENZABEFTHNEN JSON F/RFE, I parse-
json-secrets REN true , LAH JSON B NMBMEXNCIRIMETE,

BEE , R JSON FAX S K/NEWNER ( Hlin“name’M“Name” ) , M ZREFENEEN A
MohR, EXHERT , B parse-json-secrets ®RE RN false HHIWEMN JSON Z4AE,

ANl
Example 1 2% ¥ ARN FREUE 4R

THRGIAEZBTHM ARN PR BRI RIMEELE,

- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secretsevl
with:
secret-ids: |

exampleSecretName
arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3
0/test/secret
/prod/example/secret
SECRET_ALIAS_1,test/secret
SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3

EElENTETE

EXAMPLESECRETNAME: secretValuel
TEST1: secretValue2
_O_TEST_SECRET: secretValue3
_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValue5
SECRET_ALIAS_2: secretValueb

Example 2 SREXFRTE LA BT B IT LKV 22 4R
THRBIRBFI beta FANFERHACIRRETE,

- name: Get Secret Names by Prefix
uses: aws-actions/aws-secretsmanager-get-secrets@vl
with:
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secret-ids: |

RAriEmE

beta*

EEIENIEE

= .
X B .

BETASECRETNAME: secretValuel
BETATEST: secretValueZ2

BETA_NEWSECRET: secretValue3

Example 3 £ A f#i##7 JSON

rEo

TORGIES AT Z A PRI JSON KREIERIMFZE

- name: Get Secrets by Name and by ARN
uses: aws-actions/aws-secretsmanager-get-secretsevl
with:
secret-ids: |
test/secret

parse-json-secrets: true

#4A test/secret EETHR4AE,

"api_user": "user",
"api_key": "key",
"config": {
"active":
}
}

Iltruell

ERIZA R

8 .
= 8B .

TEST_SECRET_API_USER:
TEST_SECRET_API_KEY: "key"

TEST_SECRET_CONFIG_ACTIVE: "true"

Iluserll

# Retrieves all secrets that start with

'beta’

£ Amazon loT Greengrass A {#£/H Amazon Secrets Manager % 4A

Amazon loT Greengrass R =HEET BEI A IRENRE, XER
SWMBE , BEORARBES | FNERBRLE EHER S EE,

Amazon loT Greengrass

SiRE A LAEFIE BIRRKEM
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A LAM Greengrass RENRSHMNARFHTHEHRIE , MEAEFTXNZERE, THIEMFHAHRITER
B, &R LLA Amazon Secrets Manager E =P 2 £ 7 MEEZ 4], Amazon loT Greengrass ¥
Secrets Manager ¥ &2 Greengrass &/ % , MM EE RSN Lambda B AT LA A At 2248 5 AR
SHMNARFEXRE,

ERNRALEKE Greengrass B , BFEECIE — 15| A Secrets Manager ZEANA R R, LEEARIR
£RAXEK ARN 5| I =%, ETHRUOMCIE, EENERABARIR , BS6 Amazon loT FRARE
AP EABA TR,

2 4A B E Rl Amazon loT Greengrass W% , ESF I E A 3E 2| Amazon loT Greengrass &/

£ Amazon Lambda B## £ Amazon Secrets Manager 4

B LAE A Amazon M % 4R Lambda ¥ REF KK REMEF Lambda BEEEHEY Amazon Secrets
Manager 40 , MEAEFEAFLAIED., RRESEFHEHALLM Secrets Manager e RZHEANIEE
ER, HTRA Secrets Manager AP| 274 %A , AtFEAZFIURERE, ZT RAUKRE
Secrets Manager %431 Parameter Store 28, B X Parameter Store FI{E & , S (Amazon
Systems Manager FIFP$88) ®#) Parameter Store integration with Lambda extensions ( Parameter
Store & Lambda ' B&E&K ) »

Lambda ¥ BREE#H#T]E , HEMNT Lambda KNI YEE, BXEZELR , 50 (Lambda FR AR
™) FH Lambda extensions (Lambda ¥ /& ) « BAXERFRBHERY BRNEE , BB HERS
BGEH Lambda MY E. Lambda 8 Amazon CloudWatch Logs 12 FkA X EHMITEE L
REH. RABRT , ¥ B¥RLENFE SRR CloudWatch, EERFZREZSHMAFEE , HIEHAEE
% PARAMETERS_SECRETS_EXTENSION_LOG_LEVEL iRE&E R debug,

FEAATFSHNBZANRNEFEST , Z¥ EM Lambda SRBELAFF 744 HTTP #% 4 , Bl localhost # O
2773, BRI LB IREIEZ E PARAMETERS _SECRETS_EXTENSION_HTTP_PORT XREE# O,

Lambda &Rt EEBAAENH X RAIEXN NN RIMKG, BNIKGIEHRIGVIHN , HEFESH
EEREARMETF, X Lambda ZEFMHENEZER , 58S (Lambda FRARIEE) 1
Managing concurrency for a Lambda function ( B Lambda EHEH X ) .

EERN ARM NI & , B4 ER Lambda BEK armes £, BXEZEELE , i5ZH (Lambda
FEARIERE) M Lambda instruction set architectures ( Lambda 8§52 ) . ¥ BX¥ ARM £
UTXEAA  TA#X (&K )., ZERE (HBZEBMN ). BONEX (FRZ ), KX (EZZR
/). BN (ARE ), BRI (FERLMILER ) . BNX (£ ). BN (BT ). TX
WX (FR), ZETES (BBXM ), DX (FHNK ). TA#SBKX (BEHE ) AL AKX (&
).
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=EZMF A Amazon S #4A Lambda ¥ &

1. W THEREZ— , SEFMEEYK

«  3TF Amazon Lambda ##&l& , #it : https://console.aws.amazon.com/lambda/,

a. EEREBHERE , & Layers (F ) , ABEE Add a layer ( HIE ) -

b. 7 Add layer ( #fN/E ) WELE , XF Amazon layers ( /& ) , #%&# Amazon
Parameters and Secrets Lambda Extension ( S8 # %4 Lambda ¥ & ) , REIEEF
Add ( 0 )

« T35 Amazon CLI s S E&AEMHXHEY ARN —E2FEH. BX ARN 5%k , ESH
{Amazon Systems Manager AAF#§/) K Amazon A B Z Lambda § & ARN,

aws lambda update-function-configuration \
--function-name my-function \
--layers LayerARN

2. £&F Lambda ITABHEZEHANNR :

- AW secretsmanager:GetSecretValue PR, &S Hthe section called “RHl : B3R
BAMBRENNR,

(W) MRFRAFEAEFREENZHAMTE Amazon EEXF4A aws/secretsmanager
= NHTABEEE KMS 4K kms :Decrypt PR,

o BAULLEETEMMTRIPRES ( ABAC ) 5 Lambda ABEESFER , LATFRKF FRHER
PARITERBANIGER, BXEZEELR , {52 the section called “R4l : EHAFRZEEEIXT 24A
K5 18)” M the section called “R4l : BE%UR?*%%'%%"%H%%Eﬁﬂﬂ’\]ﬁﬂﬂﬂ’\]lﬁIlﬂ :

3. f£A Lambda MEEZEFREETF.

4., BENMNT BEGTRERI  BEAEEN X-AWS-Parameters-Secrets-Token FNEER
FRkH, M MRIRERN AWS_SESSION_TOKEN , Lambda AFFE EHEETHERBIEHRLLSE, £
FAtFrk R RBH B E Lambda SREA,

T %I Python 745115 BB 204AT 378 0 AR 2k o

import os
headers = {"X-Aws-Parameters-Secrets-Token": os.environ.get('AWS_SESSION_TOKEN')}

5. HEX Lambda HHFRRZH , FEMA T HTTP GET #Rz—:
- ERERFHA , T secretld, BIEEZBHAMN ARN B,
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https://console.amazonaws.cn/lambda/
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https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
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GET: /secretsmanager/get?secretId=secretId

- ERNEERERRLTHNBHAERIIERSE , X TF secretld , BFEAZEHN ARN REH
3F versionStage , EFEAEEHRZ,

GET: /secretsmanager/get?secretId=secretId&versionStage=AWSPREVIOUS

« EET IDRRBEBHARAE , T secretld, FEHAZHAN ARN HEH , JIF
versionId , iEfERRA ID,

GET: /secretsmanager/get?secretld=secretId&versionld=versionId

Example ¥ % %348 (Python)

T3 Python RAIEBAMNAIER json.loads RERFAHBINLE R,

secrets_extension_endpoint = "http://localhost:" + \
secrets_extension_http_port + \
"/secretsmanager/get?secretId=" + \
<secret_name>

r = requests.get(secrets_extension_endpoint, headers=headers)

secret = json.loads(r.text)["SecretString"] # load the Secrets Manager response
into a Python dictionary, access the secret

Amazon S M %4H Lambda ¥ B ETE
A LMERATIRNEZERET B,

AXMAFERARETENESZES , 5% (Lambda FXEHKM) M Using Lambda environment
variables ( £ Lambda S EZE ) ,

PARAMETERS_SECRETS_EXTENSION_CACHE_ENABLED

RIERN true , LEBFSHHZ, IRENRN false , ATHITEF. BRINRE R true.
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PARAMETERS_SECRETS_EXTENSION_CACHE_SIZE

EEENZANSENREABE, EX4TNT 03 1000 2H, B0 XRRELERF. IR
SSM_PARAMETER_STORE _TTL # SECRETS_MANAGER_TTL ¥R 0, NFZBHTE, BRIAR
1000,

PARAMETERS_SECRETS_EXTENSION_HTTP_PORT

A3 HTTP BRSS8RAVIR A, BRIAN 2773,

PARAMETERS_SECRETS_EXTENSION_LOG_LEVEL
FEMBAFIEREKSN : debug, info, warn, error = none, REN debug AEFRFH
Eo %ﬁi}\ﬂg infOO

PARAMETERS_SECRETS_EXTENSION_MAX_CONNECTIONS

¥ B AT [ Parameter Store = Secrets Manager & HHiERH HTTP B IR R EER, XEF
NEFHPNEE. BIAR 3.
SECRETS_MANAGER_TIMEOUT_MILLIS

Xt Secrets Manager BB REA ( AZRWREM ) . B 0 RFXBEHERN. BRIAMER 0,
SECRETS_MANAGER_TTL

ZEPZHANTIL(URDREN ), BOXRTIETERE. RAER300H, R

PARAMETERS_SECRETS_CACHE_SIZE H 0, NN ZBEILETE, ERIAHR 300 ¥,
SSM_PARAMETER_STORE_TIMEOUT_MILLIS

Xt Parameter Store FYiERER ( LZR RNEN ) ., B 0 RTEEHBR., BIAERN 0.
SSM_PARAMETER_STORE_TTL

BEYSHNTIL( AW REN ), BEOXRRELEF. RAEN 300, 1R
PARAMETERS_SECRETS_CACHE_SIZE RN 0, NFZARLTE, ERIAN 300 #,

£ F Parameter Store F#Y Amazon Secrets Manager % 4A

Amazon Systems Manager Parameter Store Rt 222 E7FMH , ATHRERFEEENZHEE,
WA LU L, BEEFZFEMFIEREEREE#NISHE, ™ , Parameter Store T2 RN EM#
HRPRE B RIRS . #KR , Parameter Store SLiF#&ETE Secrets Manager R 1Zf& 240 , RFLL
Parameter Store SR 5| H1Z% 1A,
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£/ Secrets Manager Eti& Parameter Store i , secret-id Parameter Store EEEBMFHFHRZ
BIE A ERAT (/)0

BXEZEE , S Amazon Systems Manager i F 8B # Parameter Store Parameters Z 4
Amazon Secrets Manager 5|
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¥ Amazon Secrets Manager Z4A

Rotation REHEHMFHMNERE, YRHEFHAN , CANEHFZRANBEEIRSHHER. &£
Secrets Manager & , BRI LA FEAIRE B3 R,

B

- RN ITERE

« Amazon Secrets Manager Z4AH T E#H #

o {HEH¥EHIA N Amazon RDS, Amazon Aurora, Amazon Redshift % Amazon DocumentDB #Z31%
B B3 i

o {EMEEIA , I Amazon Secrets Manager Z4ARE B3 #t

« {#H Amazon CLI , 5§ Amazon Secrets Manager Z4Ai1R B B3 5 #t
« M ED%#2 Amazon Secrets Manager % 4R

« Amazon Secrets Manager %3 B EE Hx

+ Secrets Manager 0 /A #9 1+ Xl Rk =

» Amazon Secrets Manager 528 @&

R THFRE

® Tip
NFHEE HEMRSEENS  JEARERR, EfFH AERL , FELEIEERS
XKEIZZR4E,

Secrets Manager ¥ 8 FlAmazon LambdaB Bk B B AU R BIEEL RS . BXEA Lambda &
BHRANEER , H2H 2N,

N TR |, Secrets Manager 2 RIFE R ER BB FREA Lambda B, BRSO ITRIRENE
— Rt R e |, i 30 R — ) |, AT BABIE cron RIXR ., BSAITRIREN, MRER
B Bohiietth T EFHF4AE |, W Secrets Manager FEITE T —X## AN SIANX2E M5
#,

HFZ£Z[E , Secrets Manager X L Lambda f# BB R FH, RRERBTEZARE=-/
Lambda ¥R IR ZH,
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BimIES |, Secrets Manager AE TR EBANTRERAE, ERERIZEH , Secrets Manager
BWRILRE—EKE , BXERATENSE. Secrets Manager A EALLT JSON ERSELEHIEK
-

{
"Step" : "request.type",
"SecretId" : "string",
"ClientRequestToken" : "string"
}

RREBTRERBAN T, RREBENANTR , WA T5 Lambda FREH PR EANFER
1. BIBZAMNFIRA ( createSecret )

RN E -T2 ERHAN —NFMA, £ Secrets Manager IR HIEELHERF , Lambda
RMEBANFREAERKERN 32 N FRHNZB, FRATUNESEHZRE, MAFGNEZEBRES
HZE B . Lambda BIREB IR ICHTMRZAS AWSPENDING,

2. ERBIEEDSRIRS ( setSecret ) FHEIE

ARG , Lambda RREBSERBIBESR RS HHEIUL |, LLPCEZ34A M) AWSPENDING KA, LT
ALCEZENEAFEEHRNRNFAF , EABURT BN ER,

EATF Amazon RDS ( Oracle #1 Db2 B&#k ) #1 Amazon DocumentDB BV BB B ER L £
EETFRE (SSL) SEHEZTE MM (TLS) REEBIBEE (WMRETAH ) . BN, fA1FERA R M
BHEE,

(® Note
WRIETE 2021 F£ 12 B 20 HZBNRE T B ZARHR , WENRREBAEET AR
SSL/TLS MRIAKR. FZSRAEEENERELECIZERE., MRERE 2021 F 12 A 20
BZAItlEr , AN T XIF6EMA SSUTLS ik , SEEENCIELNRIREE,

3. MHFHIZEARA ( testSecret )

AR5 , Lambda ®MEBCRER ZBAR TR BBEESRRS , MU LA AWSPENDING RA,
ET RHREHIER N i 895150 B B A SR EUE B AR S 2. RIE\EN AR FATERN RS
B, SuLUEREBAEEEMBRNR , SIEAGRRR,

4. SEREH ( finishSecret)
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B&Jg , Lambda 53 BB FRZE AWSCURRENT N\ Z BT B4R IRAB S B AR A |, XN R FER —
APl BB AWSPENDING #r&, fELbZ 8l , AR E AWSPENDING , th AR 23k 4y
APl ARG EBBR , B RIXAT8E[E Secrets Manager REAR AR INTHK . Secrets Manager 7l
AWSPREVIOUS EF/REEIBIMNRAE , UELREZZHN LREHN R EFHMRA,

ER#EE , Secrets Manager 2@ XA REBRRSNEL, EXREZEE , S the section called
“fi£ | Amazon CloudTrail i3 "

MR H LR AWM | Secrets Manager 2 Z X EiXRBENRIRTE,

R Ih¥IRfE , AWSPENDING EFFZE A8k NZEI 5 AWSCURRENT RRZASAB R I RRZS |, b o] BE R iy b E4E
fAIRRZA, 1R AWSPENDING EFREFEERM MNE S AWSCURRENT AHREIVARZS , M BAEXTHHRE
R AEBERE L a N ERIRERDEH TP HEBREHEIR, RIRTHINE , AWSPENDING EFHRE A8
LSMMBIZREARET, BREZSER , FSH BRRREHEE,

B INE , M Secrets Manager Bl ) Amazon Secrets Manager H# & %40 BN ARRF B3R
MEFWERE. BEXRXEMNERIBRHNITERENEZFAEFEE , S H the section called “H iR EEUE
R

Amazon Secrets Manager Z4A K IE E iR

BoRSEEEERGR , RSAECEENEERR, FHARKERKR , LI EFEH Amazon Lambda
HEBCREHBEEFTNZANEIL,. UTRSERIEERKR

-

BXRABHEMRENTYS , B30 ik BH,

REMENEREERE—DHATHR. ERRAE , RRWENFIEZTEIIRE LIREN T,
ENARFS  BNBENEWGERERUEHNARFAENRENRIZHBIEEHFH&ESX
&k, K MAREAERF. NTRRABFAF , ATREESTAMY , JEAER - RIRER,

EREERRNITR (2FE)

1. 7f Secrets Manager ZHI &R T A REZHR. BRI LLFRIEERS HHIEERE , B BUE Secrets
Manager 2% & P2 E %40,

2. £ Rotation schedule ( ##tit%] ) T , £ Schedule expression builder ( itXIFERNEKET ) =
Schedule expression ( ITXIFRER ) # , 2L UTC RIXER AR ITR], Secrets Manager &

RERR 57
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FEMITRIFER rate() = cron() ®EX. RRNBIGBINFERITIR , BRIEEIETE Start
time ( FFIARTE ) o BANEN/NNRR—AZH. EXEZEE , TEH itREK,

3. ("% ) XTF Window duration ( BfERIFEERTE ) , EFEF L Secrets Manager £ H AR IR E
ANRERKE , Sl 3h RR=EANDPRONE, ZNBRFSEMET —NERNER, WRKREE
Window duration ( BY BR3F£Ead(E ) , M FLUDE R REMHERITR , RESE—PHEB3IX
o WFURFBMMWRRITK , NEBFE—RERNBIRHA,

4. EBERE.

BERHEERRIITXI (Amazon CLI)

« @M rotate-secret., LAT/RHIFEFA 1 HF 15 B UTC 16:00 £ 18:00 2 A4, AR
EZEER ,BSH itFRERX,

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-rules "{\"ScheduleExpression\": \"cron(® 16 1,15 * ? *)\",
\"Duration\": \"2h\"}"

ERE4E N Amazon RDS. Amazon Aurora. Amazon Redshift
= Amazon DocumentDB #Zi% & B sh ik

Rotation EEHEHRIAN TR, BB , FARNEHRRANBIEEDINEIE, £ Secrets
Manager # , BRI AN BIEFE AR E B3R,

Secrets Manager £/ Lambda B## %40, BXBR , FZSHthe section called “BHH TIER
7,

® Tip
NTFELE AHMRSEENSS , EARERRE, EFA RERHR , FELEYEERRS
X224,

EFARFARERR  SREELERRHREK, ARREBHUHTER , MREEZE Lambda
HRE , XFEIE— Lambda BIRE., BFEEESLHF Lambda HBHITACRENR. RE—
=R Lambda $IREE A LUBE M & 17 8] Secrets Manager FEHEE.
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ESAEDRR , BXTNEFCE IAM BTACH O EM MR RERHNNR, BFEERE
iam:CreateRole # iam:AttachRolePolicy B PXPR,

/A Warning

B F 51 iam:CreateRole M iam:AttachRolePolicy MR AT EHEEHCEFE
AR PR

HIR

- ST ERRRERT (L) CIBBRAFRES
- W2 MERRHCIERREEK

- 3% (W) ARBREBRETNNRBERMYE
- S|4 ARBREBIREM LT

- S|S5: (Wik) BENRIEEEK

- BESR

SR RBRRMREREEI (VIR ) QIBRBRAF B

3 F Amazon RDS. Amazon Redshift #l Amazon DocumentDB , Secrets Manager 12t A T Hfp58
RS

B R PR R

HREE—NBHAPEF—PMAFHEIL. XX T Amazon RDS Db2 56l , B TAFLEEHRBC
MEE  FEESAESMNERFRUEEARIE. XREHENBRHRER , ERTASHER
R, BAME , BWEN —XME (ae ) ARSHXEXAFNEIEER LR,

RWBZAN , T2MBRITTNEEFERE, £HTRERN , EREEFNEBEIE —/NREE ,
MNHNZRS 2EH, FUHHAE , BEEFEARENXRELERLRTIENER, ETUERES
MEHRBEREEXR, BRE , MERFERATTIL,

RERAF R R
LERBEE-—IBHPEFTHINRAFNEIL. SEF-T A5, RRES —RRRHR , RREK

FHITREUGEE-ANAF. BXRRZHAN RN BEEHEEFTNAFRZE, BT
REHAFPER=EED , ALEXTES —NEBEHP N superuser BHEILE, MRBIFEBEHH

SR RBRREEI (TR ) MIBRBRASER 169


https://www.amazonaws.cn/blogs/architecture/exponential-backoff-and-jitter/
https://www.amazonaws.cn/blogs/architecture/exponential-backoff-and-jitter/

Amazon Secrets Manager ArfEm

REAFPERERAFEANNERARE , ELSR - (G ) ARFSIRXREXAFNEILE , RI1NE
WEER 2 A PR3 R R,

HWEREEATEENRERNHKERE , HF—1"ACHEREER, M3 —1NACEFTHRKIERE
RONR. HEUZATEESTAMNMARR. IRNARFERRBRKERZSA , MZNAR
FNaRE—HBERNEI, B#E , user M user_clone FiFHEM, EXFPRIEAF KT
B, NARFRGELNTREEEZRLLEAFRRREELNVAEMEED, MRBEEREETRS
J|TH BB EREENEMEERIERSSE  WFEREFEELFERAMESIENARBXK, &7
LA A 5E Y B i SR B SR BRAR XU B

Secrets Manager FA|ENRSREAFHERN=ERF. IREEVNEREBAFREEXRTRHEH
FHRIRR |, NIE A0 5 b A P B BR o

/A Important
IR i%E$F alternating users strategy ( RERAFKREE ) |, BX40 QI EBEEZS A EHD
FRBEEESAFZILE. ZEE-NOSESAFRRIUENES , IR REE-—NA
P, MASBAFEEZNR,

S5 2 - BRI O R EY

& AT Amazon RDS ( Oracle 1 Db2 B\ ) 1 Amazon DocumentDB MR B FRAZEE
EFE (SSL) siftiE R &MY (TLS) SRIEEEFIBIEE (MRETH ) . BN , IS ERARMEN
EE,

7 Amazon RDS. Amazon DocumentDB % Amazon Redshift 240 /8 & #r

1. FJFF Secrets Manager %A : https://console.aws.amazon.com/secretsmanager/o
2. EBRHANRAL  EFENEHA.

3. 1 Secret details (FHFME L) W LA Rotation configuration ((IRELE) Fo H |, EF Edit
rotation (4R 5HR).

4. HERBEREEXNEED  HITUTRE

a. B Automatic rotation ( Bzh%#t ) .

b. 7E Rotation schedule ( ##:1t%l ) T , 7 Schedule expression builder ( Tt X FRERNE K
2% ) = Schedule expression ( ITXIFTA ) # , 2L UTC R XAER 5 A BRIt R, Secrets
Manager £fF &M TR F#E A rate() = cron() TiEX. RGNBEFEINFEITE | B
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SEBIETE Start time ( FTHAETE ) o EREN/NRR—RER. BXESER , HEHIT
XRER,

c. ( A[IE ) XTF Window duration ( BYERIFEERTE] ) , EFEEHE Secrets Manager £ H A FEHR
AN RKE , 6110 3h RR=ADEWEER, ZERABEMRET - MNERE R, RK
$EE Window duration ( BYERIFLEATE ) , WX FRUMRT R B ARRITR |, BBOSE —/ et
BEBZIXA. MTFUXRAEMNEIRITR , HRFE-XRERB3IKHA,

d. (A% ) &% Rotate immediately when the secret is stored ( £ 126 Z4ART M B3 HR ) |
DERTFEURNBRER, WREERZEIEE , NE - XRRFRBERENITRIFH,

MERIREAW , BILR R LSE 3 F 4 #KR5EK , Secrets Manager 2 Z X ERXFRTRE,
e. 1E Rotation function ( ¥IRE¥ ) T , ITUATREZ— !

1%$% Create a new Lambda function ( 82 #T#Y Lambda B% ) , AEH AFEEN
& Mo Secrets Manager 2¥F SecretsManager FMEIEHBBHHIF L, Secrets
Manager & THMNERIEE AN Lambda HITABIREXEZNNR.

1%£3#% Use an existing Lambda function ( f£AIE Lambda &% ) , LEEFEARTS —
NZPBMLERE . 7 Recommended VPC configurations ( 21X H VPC Bi& ) T3IH
WRRES , SEEEEEMEEN VPC MZ£4 , ABTEREFRIBEE.

f. XNTRHXE 6 SEERAPIXBAFXE, BXEZEER |, ESHthe section called “F I
1 EEBREEREH (AL ) QIEBRA P ZE

5. %&# Save (RE)

B3L: (Wik ) ARREBREFANNREAF

RINBWEERREBNERREE P EE LT XHF4A aws : SourceAccount , BABs1E Lambda
WRERERE, N TFEL Amazon RS , I TEARBERERR , Amazon BIWERfE

F aws:SourceArn Hl aws:SourceAccount £R&HFH. ENRLHEEBKREDIIE
aws:SourceArn &4 , MFEREHBREA TRIRIZ ARN EENER. RINBWENEHPEELT
X8 aws:SourceAccount , AMEXR ZANBAFEALITREI

EHRREBRRER
1. 7£ Secrets Manager ##l & PEFRZNZH , AREIFAEETTEFH Rotation
configuration ( ##EE ) T , #%4F Lambda £ #E$. Lambda & AT

2. B Using resource-based policies for Lambda ( HEF &R KEE BT Lambda ) &Y B3 70
aws:sourceAccount &4,
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"Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"

}
iy

MRZAFEH Amazon EE R H4A aws/secretsmanager BAAAHI KMS Z4A3 1T 0% |, M Secrets
Manager 26 Lambda 11TA R FEAZZHANNER. BLAEH SecretARN HN% £ T 32 KR &l
BERBNER , NTTARRREKACREREHARTERNESNR.,

EHMRREENTAE

1. M Lambda BIREBPERRE A ARERTACT , EEAREN.
2. BB ERACKNIERE RN kms :EncryptionContext:SecretARN &4,

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"

+

S|4 ARBREBIREM LT E
T EEBRIREA | Lambda BB MA ALY 1515 B4 N BUEE RS
1513 %48

Lambda ¥ ThREXAMAER 15 18] Secrets Manager 2. RGN Lambda BREAT LA TG R EBCM |
MAAFERAARKRET R, BEERWR , S M the section called “Secrets Manager iR

MREH Lambda BRBEFEZ EERMIFENRN VPC 21T , RITEWEE VPC HEE
Secrets Manager [RSFABARBT R, RE , 8 VPC AIUEB R FARXFLRT SMERIE
HEEMIRBLETR. BXESZEE , BEZHVPC K.

HE , BALUEE M@ VPC AN NAT WX BBMM X (IXFAFRBE VPC HRER B ARIRK
&) , fo¥F Lambda E¥Xi5 8] Secrets Manager A B wR . X VPC HIE—EMXEE , BH K
K IP bt ATRES Z FREAF Internet BT,
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B B SRS

MRBIEFED RS E VPC FHY Amazon EC2 26| £iz1T , BUUCH Lambda BB ELE N EE] —
VPC HIiz1T, RERMNETUNERELNRSERE. AXESER , FSHEE VPC HH,

E R Lambda REUGRIBIEERRS , BANEERMINE Lambda BRI Z €A R T EEHE
EHRSH B INERE, BELMBERENBIBEESRSHNEZ LA R FRE Lambda SRR 1T
AVRIEREE,
FNFERAFRWEZEHREM Amazon REZEEN R ERAF# , Lambda 2R MeE% 8 RS
R R EBEEEEEE. RINBVUEABEERSEE VPC iR, BXEZER | B3R :
{Amazon RDS A8 FH Amazon RDS AP| #1310 VPC % &
{Amazon Redshift E¥21Er) RHERH VPC ims.

|5 (k) BENEREK

EMOBBERT , BUREEAENERHEHR, Al , W TFRXERAFRHR |, Secrets Manager &3 & #l
F—-MNAFHNETHEESHRCERERAF, NRESESEZEY , EAEBFRERAFNEMYE , I
EEFEH set_secret HHHPHKB,

BE—NMIF , X¥F Amazon RDS MySQL , EXRERAFHRIRF , Secrets Manager 2B —NEHF
B 16 NFHNRERAF, BAUBREREBUATEAERKNAFR S, MySQL 5.7 RESMHRAEX
BHR%Z 32 /MNFRAMWAFA |, {8 Secrets Manager @A F B REM IN“_clone” ( ANMNFERF) , HitA
FARZSUAREGE 26 N FRHUA,

$TH Lambda BB LAR 1TRE

1. 7£ Secrets Manager #£#l& 7 , EFEN R,

2. 71 Rotation configuration ( ##tElE ) &84 T#Y Lambda rotation function ( Lambda ¥R B %X )
o IRBRRREE.

Lambda #2 &RF$T 7o
HEERHHPHNE , FO TR ERBFEED .

XF MySQLS5.7 REGKRA , NTRERFRHKR , EESXAFBNRAKE , BEHRER
B T ¥ USERNAME_CHARACTER_LIMIT,
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RELR

&2 fthe section called “® ik [ AHEE",

ER#EEIA |, A Amazon Secrets Manager 401k & Bah ik

Rotation REHEMZANTRE, RREAR , KENERZAUARBERANSEEFIBRSHHE
iE,

Secrets Manager £/ Lambda E#R 4. BXRBR |, FSHthe section called “HIERH TER
I,

B AT LAEA Amazon CLI R ERIR, BXREZEER , F2H B3R (Amazon CLI) ,

EFARFIARERR K BEAEREBAUHTRR, EZPRY , BEFE -2 Lambda
WMEH, BTR , BRARREHA Lambda HITABRRENR. RAE , RERREHBRB. KE5—
PR Lambda R E B A LUBE M 45158 Secrets Manager MEIEE RS -

BXRBEEFAWEE , BSH the section called “B R R BURERA (BHE ) 7%

ESHAEmRR , BXTERLE IAM RITACH B HM MXRRENNR, EFERE
iam:CreateRole # iam:AttachRolePolicy B PXPER,

/A Warning

RFE iam:CreateRole # iam:AttachRolePolicy BIMIRAFE R BB R FE
AR

- SR BERANHTRR

- F]W2  NERHBRENR

« PR3 (Wik ) AERREBOREFNNREHSF
« B4 NBRREBIREM ST

- RS RERREHAE
- BESR

i
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SR 1 BERHARITER

ERISRD , ERABRARERRITHACEZEREY, CHNFHIERREBEETKERTE
B, MRBEFRERREBAHTRER , REATEMRELRKY , Secrets Manager 2% X E i
R

BLERHRI IR IR

1. $TFF Secrets Manager ##|#& : https://console.aws.amazon.com/secretsmanager/o
2. EEBfANKRIL , ERENER,

3. 1£ Secret details (Z4H1F4EE) 71 LK Rotation configuration (3R E &) B0+ , iE£F Edit
rotation (4B IR). ERBLREENEEF , ITUTRE

a. B Automatic rotation ( Bzh%#t ) .

b. 7E Rotation schedule ( ##:1tXl ) T , 7 Schedule expression builder ( it X TRANE K
2% ) = Schedule expression ( ITXIFRER ) # , 2L UTC RIXE R ALK 1T, Secrets
Manager &R &M ITRIFEM# A rate() = cron() RER, RENERFEINFRFE |, B
IEBIEE Start time ( FFIARE ) . BANBN/PINER—-AFH. EXEZERE , BFESH it
KFRER,

c. (A& ) XF Window duration ( BYERIFEERTE] ) , EFEHE Secrets Manager EH AR
BEANNBKE |, fl0 3h RR=NPERER, ZNBEFABEMRET —PMNRBRAER, RK
$E7E Window duration ( BYERIFLEATE] ) , WX F RNt R B HRRITR |, B8 BFE —/ et
BEBZXA. ITFURNEMHERITR , HEFE—XERINB3IKA,

d. ( Hi% ) &% Rotate immediately when the secret is stored ( TE176& ZF4ART S ENES#R ) |
DERTFERNBREZ, MREFRZERE , NE X ZERBREBIEENITRIF S

e. £ Rotation function ( 2¥ % ) T , & Create function ( BIZEEE ) ., WEFPHEHREOQH
$TFF Lambda #4154,
« 1£ Lambda #Z#| A # Create function ( 8IZE% ) REL , ITTHREZ—
- R E R Browse serverless app repository ( M LRSI/ FARFEEE ) |, B
IR BL IR,
A, EAHNARR THIEZREDH ASecretsManagerRotationTemplate,

1%£$# Show apps that create custom IAM roles or resource policies ( &~ %

BEX IAM B8R RREHNAER ) .
C. i%&#&J5 SecretsManagerRotationTemplate3®,
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D. £ Review, configure and deploy ( &&. EEMEZPE ) TWHEHM Application
settings ( NAREFIRE ) Bts , EEREFE | R/F1%EE Deploy ( HE )
Bx KRIHTH RHFIK |, FSHthe section called “Secrets Manager i@ 5.

- WR%HEE R Browse serverless app repository ( X B LIRS BN AREFT
& ) , IR Amazon Web Services X i3 AJHEF 2 Amazon Serverless
Application Repository, % MLFF 5814,

A. 7 Function name ( BEEKEFF ) B , MARBREEN B,
¥ F Runtime ( 2178} ) , 1&#F Python 3.9,

C. FTF#H Lambda B/ , @ TRz Li%EHF Configuration ( BLE ) , REEL
M i% ¥ Permissions ( 1XBR ) o

D. B TF&R31E| Resource-based policy ( EF & RAKEE ) , REIEE Add
permissions ( A HI4XPR ) LA[E] Secrets Manager % F 8 ARBHNR, Ef[F%
IRERBEHINE] Lambda ¥ , B2 FHE T HRAEE AT Lambda,

al

F

LAUR SR BE 8 R 0] St iF Secrets Manager 1@ A Lambda BRI,

"Version": "2012-10-17",
"Id": "default",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "secretsmanager.amazonaws.com"

.
"Action": "lambda:InvokeFunction",
"Resource": "LambdaRotationFunctionARN"

}

f.  tD#R[E Secrets Manager #£#1& , DURFETRYRC R B 2R B I 2 25 4R
g. XTF Lambda rotation function ( Lambda 3#:%k ) , EBRIFRA. RAEERBEIRS |

pri e N OE TR
h. &HER7F.
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HIR 2 . ARREHBLIRENR

Lambda ##: B EEMNR T AETH B Secrets Manager HHVER4R | H B EENBR T 85 R IS BIEE
RREE. ERSTRF , @ Lambda HITABR FXENR, MRZFHER Amazon REXEH
aws/secretsmanager BB KMS Z4A# 1T |, NEEE[D Lambda ITABKR FEAZZFHN
PR, AT LA SecretARN 1% £ T X RIRFIMBREBNVER , NMARBRHRREACRERZH
ARBBRNEH. BXRETRO , 558 BRIENR,

BXiEA |, 55H (Amazon Lambda FF X AR ERE) FH Lambda HITAE,
FEI: (%) WERREBIREFTNNNESRM

BNEBNUEERREHN T REE P IIE LT XHEH aws : SourceAccount , BAPs1E Lambda
WRERERE, WTELE Amazon k% , A TEEEERERR , Amazon BUUEENfE

F aws:SourceArn # aws:SourceAccount £BHRHFH, BEMRLREBERBEHIIE
aws:SourceArn & , WHRHREKHBREATERZ ARN EENZEH. RINBUENXEESPITRELT
X4 aws:SourceAccount , SAMEX ZNR4AFEHRIREE

FEAR R R BR R R R
1. 7E Secrets Manager %18 P B ENZH , RAEEIFHAEERNEFH Rotation
configuration ( B¥EE ) T , % Lambda ##EKH . Lambda % & FTHF,

2. ¥&F& Using resource-based policies for Lambda ( HE T &R KA T Lambda ) #F A% B3 78 0
aws :sourceAccount &4,

"Condition": {
"StringEquals": {
"AWS :SourceAccount": "123456789012"
}

S 4 NEREBOIREM SR

NTREBEHRES , Lambda RREBMLAMEER T FZFEH. MREHNBHAILEREIE , N Lambda &
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Lambda ##2 ThREATMAER 15 18] Secrets Manager . MREH Lambda BRI LA RI EBXR |
MAAFERAARKET R, EEERIHKR , S H the section called “Secrets Manager @R

MREK Lambda BB EREZEBRMIFRNEN VPC FIizfT , BRMNEBNERE VPC A E
Secrets Manager [REFABLARBT R, RE , 8 VPC AIUEB R FARXFLRT SMNERIF
HEEQIAELHETR. BXEZER , BZH VPC iHg.
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(A ) RBAEE SRS
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E 1 Lambda E#G R BIBEESRRS |, BLATEERMNE Lambda BREBHW L L AH R TFERIE
FEARSSHY HuhiEE, SR AFBARM MBI BB FERRSHL LA LR E Lambda 2REEHIT
AVEEEE,

SR 5 mERREHBAE

BESE 1 FRENRREBREZRBENER, BUUANBENFERARARERE, TR
% ElastiCache Z4ARIERER , BATLAM Secr ets Manager 12 £E#9 #H RIAE Ay &b & #1188,

WERKE , HEEAFARSETIERIEG. XEFAATELSSHENHETPNEEREEA Amazon
CloudWatch , At B FBEEBHRAEFFTEESFAIBHRENTEABBER,

HFZ£ZE , Secrets Manager X L Lambda f# BB ER R FH, RRERBLTEZARAE=/
Lambda ¥R IRZH,

EXBFEANTRA , 535 the section called “B#r B HHENR" BB,

Bl MREERNEB R FIXHEMEREERR , WEEEEEINREZEN]. up-to-date

BXRIFREY , FSRAN AN F LTRSS FNAERF.
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-nat-gateway.html
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$TH Lambda R EBAHITRE

1. 7E Secrets Manager ##I& 7 |, EFENZH,

2. 1£ Rotation configuration ( & & ) &8 F# Lambda rotation function ( Lambda 3 # %K )
B EBRERER.

Lambda = §| & &7 F o
- FEFUHRBHHARE , BoTRIBRBIFEILD .

« AT MySQLS7 REGSHRA , HTREBEAFRHR , EESIAFBNRAKE , BEFIER
B T ¥ USERNAME_CHARACTER_LIMIT,

MREHWEREBEEE , BMNPEH KB SecretsManagerRotationTemplate,

RMBATEENSR , 23X M Lambda FIREEAY LT MF 5%,
Bk

e create_secret
» set_secret
» test secret

» finish_secret

create_secret

£ create_secret H , FEABEIE AN ClientRequestToken M get_secret_value
RREERFERA, NRRXEF , BFHEM create_secret BIE— /4R |, S EE

A Versionld, REETLUER get_random_password £RFNZIAE, BLANBRFTH
FHAENITENBEERRSERNFER, #H ExcludeCharacters S¥HHRFR., BH
put_secret_value LUFEEEEFHRZL AWSPENDING —i21FfE, FFHHB4AEIZM#E AWSPENDING
TFENTHARSM, NRHTEARRLHRAN , BUNERLARFSIRZEHAE, ESHNMEE
ZH Lambda KB EEEE M,

Mt EREEt |, 6B Amazon CLI EFRAMER : A describe-secret H&EH

VersionIdsToStages.

set_secret

£ set_secret B , ERHIBEERBSHHEL , LUICHE 2240 AWSPENDING MR F HYET 234AE,
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MRFEAERLEBEESFEURERS  BEAEASHIL. BXEZFEER , 555 OWASP W
W ENERSHILESE,

BRHREBENRNARE | BRIARFEN Secrets Manager BN BHRRRFHNEFF KL, APEHE
EREERERSE , EREBRUGELEZERZHRBRIEMETR. EEHRTIEH

« KWER4] AWSCURRENT IRAFHEIFREEE R, R AWSCURRENT EIEEN |, HHRFERREIR,

« ¥ AWSCURRENT #1 AWSPENDING Z4AERBEATRE—AF. X THAFZMNEB  BE
AWSCURRENT #1 AWSPENDING AF & 2B HE.

- REBMFBRSEEREHEE. NTHIEE , £ AWSCURRENT 1 AWSPENDING £Hl& =E+EE,

test_secret
£ test_secret F , B FEAHAR AWSPENDING MRAS R BIBER RS |, LA EB#TNH,
finish_secret

£ finish_secret & , ff/ update_secret_version_stage I EFFRZE AWSCURRENT B
R AR B B F N ZAMA, Secrets Manager 2% AWSPREVIOUS & Z#rZ B3 AN E) £ Hi iR
K DEERE EXBH BTN RA R,

RSB R

&2 #the section called “®#t A T HEZE",

£ Amazon CLI , ; Amazon Secrets Manager Z40i% & B3h ##t

Rotation R EMEMHANTRE, RREAR , 2RNEFZAUARBAEZANEEEIRSTHE
iE,

Secrets Manager &£/ Lambda B IR EE, BXBR , S Hthe section called “H#H T/ER
I,

BB UERAER A RERR. AXESER , BSH B (28 ),

E& A Amazon CLI RERR , MREBELEEAZ Amazon RDS, Amazon Redshift % Amazon
DocumentDB #4f , B & E Bk the section called “HH#FRE”, GRI%E#F alternating users
strategy ( REFAF KR ) , BATFH —NEMES  HPISBEFEBLAFAEIE. #TX , &
ERHEHBNATE, Secrets Manager 212 HENR , MU LEFZERCIEERE. RE , FANRBEE
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ERBE—PNBAPEHF—MNHPHEIUL, XF Amazon RDSDb2 324 , BETFRAFPELEERED
2L AEANERMAREPRHEEAZII. XREREANRHREKRE  ERTAZHER
s, BAME , BUER—XM (G ) APRPERERX AP WEIESE ALK,

RWBAR , T2RBRITFNBEFERE, ERHTRRN  EREFEFHNBRDERE—/NREE

MENRDS 2EH, FHHE , BEEFEARENXRELERALRTIENER, ERUERED
HEIRRBEREENR, $RE  MEESERFEIL,

REMHFRRERE

EREE-—NBHAPEFTAINRALNEIL. SEFE- A5, RRESE —RXRRHR , RREK
HHITREUGRE-NAF, SRERFHAN  RRENABLXBEMEEFTNRAFZE, BT
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REZHAFPER=EED , ALEXRMES —NEHP N superuser BHEILE, MRBIBBEHH
REAFSEREAFEENNRTR , RESKR—XHE (k) ARPIREXAFNELR , RI1E
WHERAERAFRREKE,

WEREEATEENRERNKERE , HF—1"ACHEREER , M3 —1NACEFTHREIKIERE
RNR. HZATEESTAMNNARR. IRNARFERRBERERZSR , WiZNAR
FNaRE—HBERNEIU, B/ , user M user_clone FiFIEM, EXFPRENF KT
B, NARFRGELNTREEERLLEAFRRREELNVATREMEED, NMRBEEREETRS
J|TH BB EREENEMEEIERSSE  WFEREFEELFERAMESIENARBXK, &7
DA A E S Y B s SR R SR PR ERUBS o

Secrets Manager FHOIENRERHBEAFMHENRERAF, MREECAERERAFEEXRTRER
FEER | NIk A% 8 52 b A P B9 A BR .

/A Important

IR % alternating users strategy ( RERAFKREE ) , BX40 QI EBEEZS A EHD
FRBEEESAFZIL. ZFE-1NSSBESAFREIUENES , INReamEE—NA
P, MASBAFEEZNR,

TR’ 2 . mERBREBNRBE
ERMR | BEERREE., BRI Secrets Manager H R ZF4AM A AR Lambda BEEK

Xt F /] A% #: Amazon RDS. Amazon Aurora, Amazon Redshift, Amazon DocumentDB
ElastiCache I D ZZ4ARYERER , B AT LAM Secr ets Manager 2 H9 48 R AE R & KT,

NFPEHMERNZR  BEAEALEERENREECWRRERNES,
TR IR B BUE R FT |V KB I — RRTF1E ZIP XX my-function.zip H,

FERHE , FEESRRARSN AR EREY. XEFUTE2SHENEHBPNEFEEHEE A Amazon
CloudWatch , Rt &R EHR B EHFFEET RSB RENEABRBER.

HFZ£ER , Secrets Manager X 2 ¥ Lambda BIREKEZERRZH, RREKRLTZHAAE=-N
Lambda BECRE IR Z4A

BEXBEEAINRB , S the section called “BHEHFIEHR BB,
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Bl , MREERNIB R FIHEMEREERR , WEEEEEHNREZEN]. up-to-date

AXEREY , BSENRNBRERS BRAES.

$TH Lambda iR LAH 1TRE

1. 7£ Secrets Manager #£#l& 7 , EFEN R,

2. 1E Rotation configuration ( ##REE ) #F% TH Lambda rotation function ( Lambda ##RE% )
B ORBREREH.

Lambda 2§ & &7 F o
EEEFUHHBHHIRE , FoTRIBRBFEDLD

XF MySQLS.7 REGSKRA , NTRERAFRHKR , EESXAFBNRAKE , BEHRER
B T ¥ USERNAME_CHARACTER_LIMIT,

MREHWEREBEEE , BMNHEH KB SecretsManagerRotationTemplate,

RMBRASEENSR , 23X N Lambda $IREEAY LT MR 5%,
FE

» create_secret
* set_secret
» test secret

» finish_secret

create_secret

£ create_secret H , FEHABEIE AN ClientRequestToken M get_secret_value
RRERRGFEERH. WRKEFH , BEMEMA create_secret SIE—/MNHH4 , HNSEE

N Versionld, REERLUEER get_random_password RN FAE, ELANBERTH
FHENTENBREESRSERNFR. A ExcludeCharacters SHHRFRF. BH
put_secret_value BUFEEEFHRE AWSPENDING —Ff, I ZRAEFME AWSPENDING
PEBTERARRESE. IRATEARRRKRAY , BAUERLFEATSIAZEHRE. ESHENAE
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https://docs.amazonaws.cn/serverless-application-model/latest/developerguide/serverless-test-and-debug.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_secret_value
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.create_secret
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_random_password
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.put_secret_value
https://www.amazonaws.cn/premiumsupport/knowledge-center/lambda-function-idempotent/
https://www.amazonaws.cn/premiumsupport/knowledge-center/lambda-function-idempotent/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/describe-secret.html
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set_secret
£ set_secret 7, ERHIEEDR RS TPWEIE , LUPCE 2347 AWSPENDING hx A< & fY 37 22 4R B

NRFEUERABBEESTEIRRRS , BEAERSHIL. BREZELR , §5H OWASP ¥
W ENERASBILE SR,

RMEBENRBERRE , BAEFEH Secrets Manager Z4AM B IR RRPNEFEIE, NBHEE
EWEERERTE  SEERRNEELEFEAZEEAREMER, EEMEIEZH :

« WEZ4H AWSCURRENT MRAHMEIEREE M, MR AWSCURRENT FiELM , EHFERHEZR,

« ®BZE AWSCURRENT #1 AWSPENDING ZAERBEATEA—RR. N TRAFEMZRE  RE
AWSCURRENT 1 AWSPENDING A& 2EHE.

- REEFRBRSRRRESHERE. X TFHIEE , £&F AWSCURRENT 1 AWSPENDING EHEREHE.
test_secret
£ test_secret A , B FEAZ4AH AWSPENDING MRA V7 MIEIEES RS , LA E #1701,

finish_secret

£ finish_secret # , {# update_secret_version_stage fHEFHRZE AWSCURRENT ME
HZRA R B BIF B4 RAS, Secrets Manager &5 AWSPREVIOUS 245 B 31 1N B £ Hi ki
R, LESRE EREHAEBHFHNZRARA,

S 3 : Bl Lambda AR ITAE

Lambda #1TA® 2 Lambda A AR IEEN A G,

212 Lambda BREHENHITAE

1. A Lambda #iTABRIEREERKARHEEFN JSON X, BXRAl , BSHAERNR, Z=EK
BE AT
- ATAEXZEHAIAA Secrets Manager 1k,
- MRFAMA aws/secretsmanager AN ZRAHTME , WA FHEEH KMS 4,
- AT AeEREERANRS.
2. B Lambda HTABHET @A iam create-role MABEERS.
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https://cheatsheetseries.owasp.org/cheatsheets/Query_Parameterization_Cheat_Sheet.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.update_secret_version_stage
https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.amazonaws.cn/cli/latest/reference/iam/create-role.html
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RAriEmE

aws iam create-role \
--role-name rotation-lambda-role \
--assume-role-policy-document file://trust-policy.json

3. (®i%)XFIE Amazon RDS = Aurora FiFWZH , MREFERANRRERAFRKHAR
LA WEB Amazon RDS B3 |, MM A FHIREE A Amazon RDS L R AP,
DEHREBEENERZES. At , FBEIEA , FAmazonitE B AmazonRDS KN
ReadOnlyAccessZl Lambda BEEINITHA B, iam attach-role-policy

aws iam attach-role-policy \

--policy-arn arn:aws:iam::aws:policy/AmazonRDSReadOnlyAccess \
--role-name rotation-lambda-role

4. BEITEA lambda create-function M ZIP X813 Lambda B %K,

aws lambda create-function \
--function-name my-rotation-function \
--runtime python3.9 \
--zip-file fileb://my-function.zip \
--handler my-handler \
--role arn:aws:iam::123456789012:r0le/service-role/rotation-lambda-role

5. 7 Lambda RE LR ERREKEE , LA Secrets Manager B A lambda add-
permission XAAZRRKM, THIGH R EBIE source-account , HABhLE Lambda #
EEBERE,

aws lambda add-permission \
--function-name my-rotation-function \
--action lambda:InvokeFunction \
--statement-id SecretsManager \
--principal secretsmanager.amazonaws.com \
--source-account 123456789012
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonRDSReadOnlyAccess.html
https://docs.amazonaws.cn/cli/latest/reference/iam/attach-role-policy.html
https://docs.amazonaws.cn/cli/latest/reference/lambda/create-function.html
https://docs.amazonaws.cn/cli/latest/reference/lambda/add-permission.html
https://docs.amazonaws.cn/cli/latest/reference/lambda/add-permission.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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SR 5 BLERHHUARITER

ERNRPF BB RIRTIEE , HA rotate-secret. BAILMEMA cron() = rate() itKHFRER
RERIITR , B LHRER R RISFERE, BaSN/ MR- ZRH, BXEZEE , BS
it RIRIER

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-lambda-arn arn:aws:lambda:Region:123456789012:function:my-rotation-
function \

--rotation-rules "{\"ScheduleExpression\": \'"cron(@ 16 1,15 * ? *)\", \"Duration\":

\I'Zh\"}"
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html#vpc-configuring
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
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https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/rotate-secret.html
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31 F Rotation configuration ( ##REE ) 5. R Rotation status ( ##IRZ ) 7 Enabled ( /5

A) , WRARERNER, HEE Amazon CLI FiA describe-secret, MRWHEHR
RotationLambdaARN # RotationRules , MZFAFE RN FR, WREE , BULLREB IR

- B RBRBEEZS (BFE)
- BRI (EFE)
- B35# ( Amazon CLI)

B EIRIREE (2HA )

1. 7E https://console.aws.amazon.com/secretsmanager/ ¥T 7 Secrets Manager &l &
2. EBREHER,

3. ERPAHAGEREL , #RERETH , BRUNRKRRHN,

4. HERMBAXNEES , EERHR,

Amazon CLI
Example 3 Bl5# % 4R

BAF rotate-secret RHPFIEIFFREER, MHEI R TEIRECIZNFTZHBMAN Versionld, %
AT E B BRI,

aws secretsmanager rotate-secret \
--secret-id MyTestSecret
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+ Amazon RDS MariaDB XX & f F

« Amazon RDS #1 Amazon Aurora MySQL £
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« Amazon RDS Oracle X &

« Amazon RDS #1 Amazon Aurora PostgreSQL £ f F°
» Amazon RDS # Amazon Aurora PostgreSQL X & f
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o RIRRRE . BT  £AF
+ SecretString &4 : the section called “Amazon RDS Db2 #Z45#”,

R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsDb2 /lambda_function.py SecretsManager RotationSingleUser

« KX R : python-ibmdb

Amazon RDS Db2 XE A

« #IREB . SecretsManagerrdsDb2 RotationMultiUser
« RHLIRREE : the section called “REBAF7,
« SecretString £ : the section called “Amazon RDS Db2 M 4E13",

« JRAHES : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsDb2 /lambda_function.py SecretsManager RotationMultiUser

« &KX R : python-ibmdb

Amazon RDS MariaDB # f
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Amazon RDS MariaDB 3 & /A
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o BHIRRE : the section called “XERAF”,

« SecretString £&# : the section called “Amazon RDS MariaDB 4519,

« JRA : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsmariaDB /lambda_function.py SecretsManager RotationMultiUser

. KEKZR : PyMySQL 1.0.2

Amazon RDS #1 Amazon Aurora 189


https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
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Amazon RDS #1 Amazon Aurora MySQL 2 F F

« #EIREBM : SecretsManagerrdsmySQL RotationSingleUser
« RHAZREE : the section called “E A7,
- TRHAMY SecretString 4543 : the section called “Amazon RDS #l Amazon Aurora MySQL # & 45

”
o

« JRA : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsmyS SecretsManager QL /lambda_function.py RotationSingleUser

o KEKZR : PyMySQL 1.0.2

Amazon RDS #1 Amazon Aurora MySQL RE R/

« #EIRB : SecretsManagerrdsmySQL RotationMultiUser
« RMEE : the section called “RER .
« FiHAK SecretString £#3 : the section called “Amazon RDS #1 Amazon Aurora MySQL %45

”
o

R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsmyS SecretsManager QL /lambda_function.py RotationMultiUser

« KX R : PyMySQL 1.0.2

Amazon RDS Oracle 2 A

« #EIRBF . SecretsManagerRDS OracleRotationSingleUser
« RHLIRRBE : the section called “# 7,
» FAHAMY SecretString £ : the section called “Amazon RDS Oracle Z4A45#,

« JRAE : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
RDS /lambda_function.py SecretsManager OracleRotationSingleUser

o {k#iIXE : cx_Oracle 6.0.2

Amazon RDS Oracle X R~

« #IREB : SecretsManagerRDS OracleRotationMultiUser
o BHKEE : the section called “XXER 7,
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
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« FAHAMY SecretString £ : the section called “Amazon RDS Oracle Z4A45#9

R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
RDS /lambda_function.py SecretsManager OracleRotationMultiUser

o {k#ixF : cx Oracle 6.0.2

Amazon RDS #1 Amazon Aurora PostgreSQL £ f

« #EIRB : SecretsManagerrdpostgreSQL RotationSingleUser
- ROMRREE . RERIERE  BAF,

- FREARY SecretString £#4 : the section called “Amazon RDS #] Amazon Aurora PostgreSQL ##%
BN,

« JRAHES : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/ rd
SecretsManager spostgreSQL /lambda_function.py RotationSingleUser

« {KHixFR : PyGreSQL 5.0.7

Amazon RDS # Amazon Aurora PostgreSQL 33 & F

« B . SecretsManagerrdpostgreSQL RotationMultiUser
« ¥R : the section called “XX &R,

- FHAMY SecretString £ : the section called “Amazon RDS #l Amazon Aurora PostgreSQL ##%
BE,

« JRA : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/ rd
SecretsManager spostgreSQL /lambda_function.py RotationMultiUser

« KX R : PyGreSQL 5.0.7

Amazon RDS Microsoft SQLServer 2 A

« #EIRBF . SecretsManagerRDSSQ L ServerRotationSingleUser
« FHLIREE : the section called “B 7,
« FAHAMY SecretString £ : the section called “Amazon RDS Microsoft SQLServer Z4A45 17,

« R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
RDSSQL /lambda_function.py SecretsManager ServerRotationSingleUser

. KR : Pymssql 2.2.2
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
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Amazon RDS Microsoft SQLServer 32 &~

« HEIRBH : SecretsManagerRDSSQ L ServerRotationMultiUser
« RHLIREE : the section called “REBAF7,
« FHIK SecretString £ : the section called “Amazon RDS Microsoft SQLServer 224845437,

« JRAE : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
RDSSQL /lambda_function.py SecretsManager ServerRotationMultiUser

o KX R : Pymssql 2.2.2

Amazon DocumentDB ( & MongoDB #%& )

Amazon DocumentDB BN

« EIREZF : SecretsManagerMongoDB RotationSingleUser
« BB : the section called “B 7,
« TAHAMY SecretString £ : the section called “Amazon DocumentDB Z4A 45137,

 JRRE : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/ DB /
lambda_function.py SecretsManagerMongo RotationSingleUser

« fKEKXZR : Pymongo 3.2

Amazon DocumentDB X & fH

« BIREBF . SecretsManagerMongoDB RotationMultiUser
o FHIRRE : the section called “RE A",

« FAHAMY SecretString £ : the section called “Amazon DocumentDB 2474519

« JRAHE : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/ DB /
lambda_function.py SecretsManagerMongo RotationMultiUser

« KB K : Pymongo 3.2

Amazon Redshift

Amazon Redshift 8 A 7

« #EIRBF . SecretsManagerRedshiftRotationSingleUser
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
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« ¥R : the section called “S£ A7,
» FHAMY SecretString £ : the section called “Amazon Redshift Z24A 454",

R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lam
SecretsManagerRedshiftRotationSingleUser bdas/tree/master/ /lambda_function.py

« KPX R : PyGreSQL 5.0.7

Amazon Redshift X & MA

« #EIREBH : SecretsManagerRedshiftRotationMultiUser
« BHKEE : the section called “XXER 7,
+ FHAMY SecretString £ : the section called “Amazon Redshift Z24A 454",

« JRA : https://github.com/aws-samples/ aws-secrets-manager-rotation-lam
SecretsManagerRedshiftRotationMultiUser bdas/tree/master/ /lambda_function.py

« {KHixFR : PyGreSQL 5.0.7

Amazon ElastiCache

EFEMALER , F5 R Amazon AFEEHH B35 ElastiCache A/ &3,

« BIRBF . SecretsManagerElasticacheUserRotation
« THIK SecretString £ : the section called “Amazon ElastiCache Z43 45137

R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lam
SecretsManagerElasticacheUserRotation bdas/tree/master/ /lambda_function.py

Hih 4K R
Secrets Manager IR ILEREN B R EAR B ZACNERIREBHE R,

« EIRBF . SecretsManagerRotationTemplate

« JRA : https://github.com/aws-samples/ aws-secrets-manager-rotation-lam
SecretsManagerRotationTemplate bdas/tree/master/ /lambda_function.py

FERHE , FEESRARN AT ERIEY. XEFUTEXSHENEHBTINEFEEHEEA Amazon
CloudWatch , At @R EBR ASH T EEF AIBF BENEAHRAER.
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
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HFZEZIE , Secrets Manager X 2 1F Lambda BB ERHRFH, RERBETEZRAAE=AN
Lambda EECRE R Z 4R,

BxBEEANRH] , FSH the section called “B ik B EER" TR,

PIm | MBAEGERAADHHTHREREEAR , WBEBERENANREEN. up-to-date
EXRARY , FSRNAAALEBS ELAER,

RMRBRABSENSR , 23X N Lambda $IREEAY LT M5 %,
PP

e create_secret
» set_secret
» test secret

» finish_secret

Ccreate_secret

£ create_secret F , FEEABEIE AN ClientRequestToken M get_secret_value
RREREEERH, MBRERY , BMEMA create_secret BIE—NHTHA |, FTSEE

A Versionld, AREETLAEER get_random_password £ERFHRIAE, EBANEBRFTH
FHRENITENBEEIRSERNFER. #F£H ExcludeCharacters S¥HHRFR. BH
put_secret_value LUFEEEEFHZL AWSPENDING —i21FfE, FHHB4AE1Z4E AWSPENDING
FEPTHARESME., NRATEARREREAN , BUEELRAAFSIAZRAE. ESRNAE
Y Lambda KB EE R E M,

M EREEt | 6B Amazon CLI EFRAMER : A describe-secret H&EH

VersionIdsToStages.

set_secret

£ set_secret B , ERHIBEERBS HHEL , LUICHE 2240 AWSPENDING WA & Y T 234 E,

MRS EAERLEBEESFEURERS  BEAERASHIL. BXEZEER , 555 OWASP W
W ENERASBILR SR,

REERBENRBRRRE , A E A& N Secrets Manager Z4AM B iR R RPNEFEIE, ABHEE
ENEERERTG , CEERARNGELLEFEAZERAREMRR, EEHEIEZH :
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https://docs.amazonaws.cn/serverless-application-model/latest/developerguide/serverless-test-and-debug.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_secret_value
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.create_secret
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_random_password
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.put_secret_value
https://www.amazonaws.cn/premiumsupport/knowledge-center/lambda-function-idempotent/
https://www.amazonaws.cn/premiumsupport/knowledge-center/lambda-function-idempotent/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/describe-secret.html
https://cheatsheetseries.owasp.org/cheatsheets/Query_Parameterization_Cheat_Sheet.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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« KEZ4 AWSCURRENT IR EZIER BTN, MR AWSCURRENT EiELM , BHFERHRZE,

« & AWSCURRENT #1 AWSPENDING Z4AERBEATRE —&R. N THFENEDB , RE
AWSCURRENT #1 AWSPENDING A& BAHE.

- REBGBSEEREHEE. NTHIEE , £2 AWSCURRENT 1 AWSPENDING £Hl& =2E+EE,

test_secret
£ test_secret # , B {FEAZ4AM AWSPENDING MRA A B EBUIBER RS , LA EH BT,
finish_secret

£ finish_secret 1 , f/ update_secret_version_stage JHEEZH#Z AWSCURRENT ME
R BH BT BRAMRA, Secrets Manager & AWSPREVIOUS 245 B 31 11 B £ Hi kR
K DESRE EXEANREFHNZAREK,

Secrets Manager 2 H it XIFRIER

ERRasRket |, ATEAEA cron() = rate() RIEXKIEELRZRPBWNITR]. £ rate RiEX , T
PEIZLUN SRR A RIREENLHRITR], FA cron RIERX |, ATLGZ LR AIREIFAN IR
Xl, Secrets Manager #¥# it XA UTC I X, EAAFHE/ R — X4, Secrets Manager
TR BN BT R R 24

ERRARR , H5H

« the section called ‘B3R HIBEEZRR (BFH A )
« the section called “Bzh# ( 2FHA )
« the section called “Bz%##: ( Amazon CLI )"

Rate RiA =

Secrets Manager rate RIAXRAU TN , HPh#REEH , ##78LR hour, hours. day =
days :

rate(Value Unit)
B BN/ Nt — IR ZH. R~HI -

,l-'&-:\
« rate(4 hours) EREZIATN/DETRITE—IX,

THRER 199


https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.update_secret_version_stage
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- rate(1l day) EREFHATREHR —IX,
« rate(10 days) ERERAE 10 REHR—IXo

TN BV RR | RIARRETBRNFRITSE , AE—/DEEXRMA, EAIBIRIE Window
duration ( Bt Ex#F4EatiE ) LERRRET R, ZRMERTEEMET —MERETR. XNUHHTREN
— M ERBEINRRE B/ THET R ZE R /N,

MNFURNBEMWRR | BRINRRNENFRITE | FE—REREKMA, BAIBIRE Window
duration ( BB #F4EATE ) LE R R, ZRREBRFFEMAET—1 UTC B, NUHITRER
— M7 ERE N e E N R RIFEN B RENTRET 24 Mt

Cron XL

Cron RIZXFXAUTHER :

cron(Minutes Hours Day-of-month Month Day-of-week Year)

GENPFIEEN cron REXNBRBLEE, HIW0 , cron(0 4/12 * * ? *) Ri]ES 400, TF
4:00 , RERE-KREE 4.00, T 4:00, Secrets Manager #£#itXIEH UTC X,

XF LN A RAITR] , BIARIRE B E — /DX, &LAILRE Window duration ( BY B 4L
BE ) AE BRI, ZERAERFBHAT —MERINER, SN/ EER—IRER,

R [IER

B/ =R, NFRFFH cron(@ /8 * * ? %)
g/\hat—X , NF L 8:00 F k. cron(@ 8/8 * * ? *)
B/t —X , NEE 2:00 FF 4, cron(@ 2/10 * * ? *)

BHRATEM 2:00, 12:00 F 22:00 FFi4 , R
FEE =XKMW 2:00, 12:00 A 22:00 #1T,

X LEF 10:00 cron(@ 10 * * ? *)
BEHATF 6:00, cron(@ 18 ? * SAT *)
BA%E 1 XLEF 8:00 cron(@ 8 1 * ? *)

Cron FRiE= 196
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R RIXR
B=NAE-1EHHER 1:00, cron(@ 1 ? 1/3 SUN#1 *)
BAKRE—XT4 5:000 cron(@ 17 L * ? *)
ER—INEHHEEF 8:00, cron(@ 8 ? * MON-FRI *)
BA%E 1 RFE 15 XTF 4:00, cron(@ 16 1,15 * ? *)
BAEF—1MEHBFR. cron(@ @ ? * SUN#1 *)

Secrets Manager Y Cron RIEXER

Secrets Manager 3 AT EAA T cron RIAXHARE — LR H|, Secrets Manager # cron FRik 0 HY 2 4
FERUIIEE 0, A7 Secrets Manager BB EB IR, HFEMFRULIIEE * | EH Secrets
Manager T %R —F U EWERITR. TRETRT TERANIED,

FE =1 BEARF
pika IRA 0 7
NS 0-23 £/ /( ERHL ) EEBE. fl

M, 2/10 BKEMER 2:00
A 10 M —Ro BALE
fNTES SR

H HA 1-31 £/, (25 ) 3sHME. 4
W, 1,15 HeHAME1 X
FME 15 X,

£/ - (BY% ) BEEEE. #l
wm,1-15 RRFANE 1 X
F5E 15 Ko

R (25 ) B8ZFRIN
FREE, flm, * RRHAN
B-X

Cron FRiE= o7
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FE =1 BEARF

?2(R5) BEFATEE—
RNE—Ne BIEER— cron
FixHXH A Day-of-month
# Day-of-week FEXEIR
EEE, NREBHEEFBP—IF
BHREETE, USNES—
NFERPER?2(FF ).

£/ ( ERHL ) EERE,
Bl | 1/2 RR-ME 1 XFF A
BHRX—R , AEHR , 5 1
R, B3XR, B5X, fRILE
#o

£/ LEES AN&E—X.

5 DAYL s EH ARG —
MNin& BHA, fl , SUNL &R
YANRE—/NEHR,

B 1-12 3% JAN-DEC £/, (25 ) 3sHME,
@ , JAN,APR,JUL,OCT =X
~—H. MA. tAM+A,

A - (&Y% ) i8EBE. 4
wm,1-3 kR"—FWE11MNA
EE3MNA,

A (25 ) B8%FRYF
WAEE. flm, * KRRSH
EO

A/ (ERUL) I8EBE,
il , 1/3 XRRB=1NA—
R, NEAANAFFE , BNE
1. 4, 7HM101M A,
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RAriEmE

FE

E/JL

)

(=}

1-7 2 SUN-SAT

WIRE *

BEARF

FR#EEENMNARN—RANE
HA 1L, a0 , TUE#3 RRZA
HNE=ANEH=,

£/, (25 ) 22 HftbE, F
W, 1,4 RE—ANE-RM
%%0

/- (EXE ) BEEBE, 4
wm,1-4 R—FBEWNE1XE
L4 K,

A (ES) IeRFERPH
FREE. fit, * RE—AN
ﬁ_%o

?2(\5) BEFATEE -
®BE—P. BEZEER— cron
FIERXAF R Day-of-month
M Day-of-week ZFEREAT
EEE, MBEREEP—AF
BYPEETE, USNES—
NFEPFERA? (BT ),

A/ (ERHL ) EEEE, f
wm,1/2 R —ANER-—X
, NE—RF i |, BIZE 1 X,
B3R, BEERMET X,

£/ L i E—Bi&E—X.

I

Cron FRiE=
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Amazon Secrets Manager 5 i# [ @i HE &

XN TFH#FZARS , Secrets Manager £/ Lambda BRI ZH. BXREZEE , S H the section
called “®IH) TIE[RE", Lambda RREHRESHE RPN BEEDIRS AR Secrets Manager X H.,
HRBTEEME# TR , B ER CloudWatch &,

(® Note
RERBRKUUNECEERY K SHEEEAIREHE, EXEZEL |, 155 the section called
“RERE,

&£ F Lambda E#HY CloudWatch BE

1. $TF Secrets Manager #&l& , Wit A https://console.aws.amazon.com/secretsmanager/o

2. EBEBHFA  REEIFMAEERE LM Rotation configuration ( 3B E ) T , i%£# Lambda
R¥E, Lambda & A& FHTF.

3. ®EREATFE , ®EAE, RFiEE “EFEFIER" CloudWatch,

CloudWatch ##=#| &R T H EREHHREBHN B E,

fRxRB&

 “ERRTEPRIEE ZEEEED

+ “createSecret’ 2 JG & B &

- BiR  “TAFIER KMS”

8% : “Key is missing from secret JSON ( %34 JSON iR %R4R )

+ 45iR : “setSecret: Unable to log into database ( setSecret : ToEEFEIEE )~
- 8IR  “TES AER lambda_function™

FME WL IREBIRAM Python 3.7 A% %I Python 3.9

FET B B R R BRI 2 R EE

MRERRTEFRIEE 2EEEEY , HEFSEENERK , Hl0EKIA Lambda A3 30000
Z%® , I Lambda B AIgE2E =5 A Secrets Manager i & B AT,

RIRFBHE 200


https://console.amazonaws.cn/secretsmanager/
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Lambda ¥ # ThREXAMAERE 15 18] Secrets Manager iR, MREH Lambda BRE AT A HRIEBK |, N
AILEALNRHLRET R, BEEEKXKIKR , IHSH the section called “Secrets Manager i 5”6

INRIEK Lambda M EFT EREBEMIFRINERN VPC FiE1T , BRITENETE VPC AELE Secrets
Manager RERABLEmT R, RE , M VPC IIUEBA T ARXELET RN ERHFHEEEM D
AELRFETR, BXESZEE , HSH VPC Ims.

WA , WA LUBEE VPC RN NAT xR A BMMx ( XFAFRBE VPC WRETFRINEIRK
R ) , o Lambda B ¥R Secrets Manager A8 iR, X< VPC HIG—ERXEE , FRMXH
IP bt ATRES Z EIR B A F Internet I,

“createSecret’ 2 G & B &3
AT BB a e 1E createSecret Z e SR E L :

VPC M4 ACL A RIF HTTPS g,

BREZER , 5K (Amazon VPC AIF1ER) HRIEAMLE ACL EHIHEE FMERE.
Lambda F_JTI%IEE'J‘EE T8, TENTES

BXREZER , 551 (Amazon Lambda FA AR IERME) HMEE Lambda EEGET,
Secrets Manager VPC i RF AT E S BN EZ2HAADLEA VPC CIDR,

BEXREZER , 5Z2H (Amazon VPC AAFERM) PHEAZSARF RN RE.
Secrets Manager VPC i SR B /01 Lambda £/ VPC i Ko

BXREZEE , F5H VPC imK.

ZRAEAXERAPRRERE , BRAFPZ4H Amazon RDS &% , 3 H Lambda BT LA
RDS API,

NTBEAFUBEEM Amazon RS EENRZEATRE , Lambda $HREE B EER 18 A BRSS
i RUREUBIEFEZES . BRINBWENBEFRSEE VPC IR, AXESZER , H5H

« {Amazon RDS AF#Em) FH Amazon RDS API ## 0 VPC i &,
« {Amazon Redshift EE5r) RHFEH VPC I 5,

Hix | “PRFTEE KMS

WMREEF ClientError: An error occurred (AccessDeniedException) when
calling the GetSecretValue operation: Access to KMS is not allowed , MI%HREK

“createSecret’ Z Ja & B IE 201


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-network-acls.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-function-common.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/redshift/latest/mgmt/enhanced-vpc-working-with-endpoints.html
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BERERAZANBZFTAN KMS ZRAKRGERABT, NRREPUEFESNR L TXRENBFER
AN, BXMENRNEELR |, 52 the section called SEATEFIEE RN ERIZD,

Hix : “Key is missing from secret JSON ( 40 JSON HEt D #4H )

Lambda BB ERZAEXARSERN JSON £8, MRE RILEIR , N JSON meER DR ERE
X B RN ZH. EXBRHZAXEN JSON £HNEE |, 1S the section called “Z4A#) JSON
gEry,

21% : “setSecret: Unable to log into database ( setSecret : ToiEEFZEIE
Jﬁ ) ”

LA R AT RE S BRUL 4R IR

BIREBTITE T RIBIEE.

MRESHFENEEK , FIAET 5000 2 , M Lambda ¥R B AIRETTE BT W 4% 175 7] #1457
FEo

MRBIEES RS E VPC F 8 Amazon EC2 =4l Eiz1T , B Lambda BREELBE R 1ER —
VPC 21T, RERBRIEEAUNERSENERSEE. BXx<EZER , BSHEE VPC 17,

E AW Lambda BB RIBIEESR RS , BLAERKMNE Lambda RREBHNZEE R TFESEHE
FERRS M HIhERE, BEXABARMMEBEERRSHNELLAATRE Lambda BIREBGH T
AhERE,

RPN EIEFIR,
MRAFEFFHENEERE , N Lambda RRE K AIRELEERABAPNEIEHITH ORI, HEEY
Amazon CLI i85 get-secret-value EAZ4AH AWSCURRENT F1 AWSPREVIOUS RAH 1S
EFHER, URESEIL,

BIEEE A scram-sha-256 MNHZER,

MRIEHBIERE = Aurora PostgreSQL A 13 EFEIRA , HBEEMA scram-sha-256 INHH
B ERMEBERTXF scram-sha-256 B 1ibpq R4 9 SLE IHARA |, NIRRT EIEE
BIBIEE,

HWEMLEBIEFEAF#A scram-sha-256 %

BEZH1EE RDS for PostgreSQL 13 F#) SCRAM &4 F I & IE SCRAM HZEH
B,
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https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html#vpc-configuring
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/get-secret-value.html
https://www.amazonaws.cn/blogs/database/scram-authentication-in-rds-for-postgresql-13/
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HE

1.

BRI E B E R WA Libpq AR

FET Linux WitEYLL , £ Lambda #4188 LS MBI SN RBREEH THBBEE. Fzip X
HRERE TEE R+,

EwmeTL, ETEBEFRPET:

readelf -a libpqg.so.5 | grep RUNPATH
MRBZFRFE PostgreSQL-9.4. x FAFET 10 WEERA , NBRREHRT L

scram-sha-256,

« A X%3¥Fr scram-sha-256 WEREBNHE L -

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

«  X¥f scram-sha-256 WEHREBNHEE

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

(® Note

WMREE 2021 £ 12 A 30 HZARE T B EPRGR , WHRIREBUBAS T FXKF scram-
sha-256 BIIBKRAS 1ibpg. A T X#F scram-sha-256 , BEEEFH O E BN RIRE K,

BIEEFEE SSL/TLS HRINR.

LUES
PR

FBHBIEEFE SSUTLS & , BRBRERMER T RMBHNIERE , WRREBT LEETIK
» AT Amazon RDS ( Oracle #1 Db2 Bx#\ ) 1 Amazon DocumentDB Y5 BB B 3 fiE
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RAZE£EEFRE (SSL) EREZ MM (TLS) REEIIBEE (MRTAH ) . BN, MBI1FE
FIRINE Y E L

® Note

WMRIBE 2021 F£12 B 20 HZENRKE T B BHRE |, WENREEBAEETAIXE
SSL/TLS W IR#EMR. N T XFEH SSL/TLS Wikl , BEEZHMOIB LN B,

T8 TE SR Y B0 1R B T Y B 2 B )

1. ¥E Secrets Manager ###l#& https://console.aws.amazon.com/secretsmanager/
IR B4R, £ Rotation configuration ( 2 #RELE ) FHY
Lambda rotation function ( Lambda 3R &% ) T , &FEFE Lambda
function ARN ( Lambda B%¥k ARN ) , 40 , arn:aws:lambda:aws-
region:123456789012:function:SecretsManagerMyRotationFunction . TR
5l SecretsManagerMyRotationFunction ® , M\ ARN KEEHIEHBEFr.

2. 1 Amazon Lambda ##l#& https://console.aws.amazon.com/lambda/ 1 #J Functions ( B
B) T, HEH Lambda BB LB RED |, 3% Enter B , RABEFMHENA Lambda B
.

3. HEERBFMEERNMEAF , £ Configuration ( BLE ) &I F LM Tags (7L ) T, E#liEg
aws:cloudformation:stack-name il 1B,

4. 1£ Amazon CloudFormation #&#l| & https://console.aws.amazon.com/cloudformation A #Y

Stacks ( 3tk ) T, FREMWERRES , AERK Enter §,

5. MERFIRFGHITHIRE  LEREREIE Lambda R EEH AL, £ Created date ( 812 R
B ) S EFHKRNCIERR, X2 Lambda RIREHHNGIZE B H,

Bix  ‘“ToES AER lambda_function”

MREBZTHREHRAR Lambda Bk , BZEEEM Python 3.7 B3I AR FEHMRAH Python
0, MBI IR, EfRILEIR | B LUF Lambda B8R4 K E Python 3.7 , A5 the
section called I AN LI EEBIRAM Python 3.7 #HZ Python 3.9, ETHREZEL |, HST
Amazon re:Post B#Y 1+ AFKH Secrets Manager Lambda B ¥4 #0 5k MH H I A B pg R
=2

iR | “ToES AR lambda_function” 204


https://console.amazonaws.cn/secretsmanager/
https://console.amazonaws.cn/lambda/
https://console.amazonaws.cn/cloudformation/
https://repost.aws/knowledge-center/secrets-manager-lambda-rotation
https://repost.aws/knowledge-center/secrets-manager-lambda-rotation
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R AR EBRAM Python 3.7 A4 Z| Python 3.9

2022 F 11 A2 BRI BN R EAEA Python 3.7, EEA T Python BAmazonB#-F AT ES
F 2023 F 12 A5 1L FF Python 3.7, BXEZEER , B2 Python support policy updates for
Amazon SDKs and Tools, E{J#ZIFE A Python 3.9 R EE , AT A ENERREE B R INEIT
NREBMREHMLUBRIREI.

B FEH Python 3.7 B9 Lambda 2B

1. &% Amazon Web Services Management Console , SR /@33 2L T M1t 3T Amazon Lambda
B H| A : https://console.aws.amazon.com/lambda/,

2. TEE#IIFRF , ik SecretsManager,
3. EMEENEHBIIKRSP , EETRRET , IR Python 3.7,

F4E| Python 3.9 :

« JEIN 1 : 5F Amazon CloudFormation 8l 23 B K

- %I 2 : £/ Amazon CloudFormation B ERIREBNEZITH RS
« 1£IN 3 : Amazon CDK AIF 4 CDK B

EIN 1 : 5 Amazon CloudFormation E #7625 B ¥k

HIRE A Secrets Manager 12§ & FF B H R IIEERT , Secrets Manager £ Amazon
CloudFormation 8|S EHRIR , 215 Lambda BRIREH, MREFEREFHAFZRMRINEE , HEME
F Amazon CloudFormation 42 812 T 3R EEK , W o] LAEAMEREE Amazon CloudFormation 3#4%
ENMCIZEEEMBMHRHREE., HEBNERARITRAR Python,

BN T R IA Amazon CloudFormation 4k

« 1 Lambda REMFMAEENTEMNEEIETF L | EFHFL, BF aws:cloudformation:stack-id
Z/ ARN,

HREZHEHMALE ARN & |, D FBIFT R,

« ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagerRDSMySQLRotationSingleUsex5c2-

SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-
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https://www.amazonaws.cn/blogs/developer/python-support-policy-updates-for-aws-sdks-and-tools/
https://www.amazonaws.cn/blogs/developer/python-support-policy-updates-for-aws-sdks-and-tools/
https://console.amazonaws.cn/lambda/
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- B . SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda

EHIERE I ( Amazon CloudFormation )
1. 7£ Amazon CloudFormation /1 , 2B HIERMHK , REEREBEEHH.

MR BIBVEE RN EE |, FARRIRHER | REERER.
2. EEINHKAEL  ARERITSETREER  RAFERERITHFPES,

3. #AIRITEEFE , EEIRAT SecretRotationScheduleHostedRotationLambda H4F
"functionName": "SecretsManagerTestRotationRDS" HY{EE N HHWEEBH , Sl
1£ JSON 1 "functionName": "SecretsManagerTestRotationRDSupdated"

4. 5T Amazon CloudFormation ik TYE7 | RAEERRIER,

IR 2 : fFH Amazon CloudFormation EfF I BRI KM IZITII RS

L I&fFEH Secrets Manager 2% & FF B R INEERT , Secrets Manager &£/ Amazon
CloudFormation 8|4 EMRIR , BIE Lambda BIREE., MREFERBHETESHRIRINE , HERE
A Amazon CloudFormation ik 62 75 BEE , W AT SAE A ERY Amazon CloudFormation 3tk
EHRIREBNETR RS,

EHROIE T RREBH Amazon CloudFormation ik

« 1 Lambda REMFMAEENEMNEEIEINF L | EFEHRL, BF aws:cloudformation:stack-id
2/ ARN,

HRBHERMATE ARN B, T BIFTR,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

- B SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda

FEHRREBNIZEITI RS ( Amazon CloudFormation )
1. 1 Amazon CloudFormation # , I A E Rk , RAEEEEH.

I AR E B ARAM Python 3.7 #4¢ E| Python 3.9 206
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MR HI BB ERBHERONEE |, FERRIRER K REEEEN.
2. EEMHERAEL  ERERITSFEPEEER , ARERERITRFES,

3. HAERITEE , EEMHRKBP N SecretRotationScheduleHostedRotationlLambda BB M
70 JSON =X # "Runtime": "python3.9"

4. #HEE5ERK Amazon CloudFormation #ttk T4E7 |, RAEIEFRIRER,

1IN 3 : Amazon CDK AP #4% CDK E

MREFER v2.94.0 ZATARAH Amazon CDK IRE T ZRARHR , N A UBE ALK v2.94.0 EEK
ZAREFH Lambda EE. BXEZEL , HS M Amazon Cloud Development Kit (Amazon CDK) v2
FARARIEE,
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https://docs.amazonaws.cn/cdk/v2/guide/home.html
https://docs.amazonaws.cn/cdk/v2/guide/home.html
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B H A Amazon RS IEER Amazon Secrets Manager % 4H

#% Amazon BR$1E Amazon Secrets Manager R F#MEAZEH. EELERT , XERARKE
B, FERBVEXERANRSTUBHEEREEI]. fln, —LREFASFRLERE , ALET
VEHOCREBERR, RERSETRRIISEZEREHVER TEHRBAIMEREN , BB TR LEH
W, BN FEERS KB T 540,

REZAERATIEEERS ID B AERBENRBIE],

Secret name: ServiceID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3

EERHAMNRSH ID

* appflow - the section called “Amazon AppFlow”

* databrew - the section called “Amazon Glue DataBrew”

« datasync - the section called “Amazon DataSync”

* directconnect - the section called “Amazon Direct Connect”

¢ ecs-sc - the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “Amazon Web Services Marketplace”

* opsworks-cm - the section called “Amazon OpsWorks for Chef Automate”

« rds - the section called “Amazon RDS # Aurora”

e redshift - the section called “Amazon Redshift”
+ sqlworkbench - the section called “Amazon Redshift Zif) 4w %E 85 v2”

BEERHBHEM Amazon RS EENERN , FEREREEEH.

EXFERZHANBRSHTRINIEK , B2 Hthe section called “/# F Amazon Secrets Manager 248 #Y
Amazon R

Amazon AppFlow

¥ Amazon H AppFlow , H&F—1 SaaS RRAREFEEN RN BIRET , BREIET —MEE, X
BIEEET SaaS NARFAENGEER , fAlNSHRIESE. AF|NED, TR ENEZERE

Amazon AppFlow 208
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AppFlow 7 £ BIZXH Secrets Manager £ & Z4AHappflow. FHREANFRACTEELIHH
F AT AppFlow, BEXEZEE | 52T % AppFlow F 1§ AppFlow B SR BRI

Amazon Glue DataBrew

Amazon Glue DataBrew 2% DETERMINISTIC_DECRYPT, DETERMINISTIC_ENCRYPT Fl
CRYPTOGRAPHIC_HASH B A ZBMKZLMBFEFNMASHER (PIl) , ZBBEEERAFHEE
Secrets Manager Z4AF I MZ 4, MREME A DataBrew BRIANZ4ARF M INZH4A |, M DataBrew
2B NTFEIRNEEFHdatabrew, FHERNZAISEFEATAH DataBrew,

Amazon DataSync

NTREE XM RSEME S | Amazon DataSyncDiscovery i RS BB A ENER.
DataSync FiX L1746 7 51 2R HY Secrets Manager EE # 4 datasync,. BEERIFHAL
F#H. BXEZEER |, {55 HAmazon DataSyncH F 15 FF BV R A i 77 % R 48 78 1 2 DataSync
Discovery,

Amazon Direct Connect

Amazon Direct Connect fHE #Z xR B A MRFNEZ XK FHFT ( CKN/CAK 3t ) FEETEIR
directconnect WHE®HF. ZHMK AR T ETE Amazon Direct Connect IR AH, EEHULL
=4, B JER Amazon Direct Connect M IE Secrets Manager. BEXEZE LR |, 35 Amazon
Direct Connect i P8R #Y¥ MACsec CKN/CAK 5 LAG X Bk,

Amazon Elastic Container Service

H¢RfEMA Amazon ECS Service Connect i , I &3k ECS 8 Secrets Manager %45k 17 Amazon
Private Certificate Authority TLS if$., F&ZANZA T EE Amazon ECS AT, EEHE
4, BAFER Amazon ECS M & Secrets Manager. BXEZER , B R (I D4 REER
SHKREEE) PHH A Service Connect B TLS,

Amazon EventBridge

L2412 Amazon EventBridge APl B#REt , 23§ HiE#E EventBridge F#EEF B BIERH Secrets
Manager £ E & Hevents, FHUFHNK AT ESESER API EFHBRRAT. EFHUERR , B&
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https://docs.amazonaws.cn/appflow/latest/userguide/data-protection.html#encryption-rest
https://docs.amazonaws.cn/databrew/latest/dg/recipe-actions.DETERMINISTIC_DECRYPT.html
https://docs.amazonaws.cn/databrew/latest/dg/recipe-actions.DETERMINISTIC_ENCRYPT.html
https://docs.amazonaws.cn/databrew/latest/dg/recipe-actions.CRYPTOGRAPHIC_HASH.html
https://docs.amazonaws.cn/datasync/latest/userguide/discovery-configure-storage.html
https://docs.amazonaws.cn/datasync/latest/userguide/discovery-configure-storage.html
https://docs.amazonaws.cn/directconnect/latest/UserGuide/associate-key-lag.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/service-connect-tls.html
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JfE R EventBridge M3k Secrets Manager. BXEZEE. , 12 # Amazon EventBridge A i§m
8 API B B9ib,

Amazon Web Services Marketplace

HI&EA Amazon Web Services Marketplace Quick Launch B , Amazon Web Services Marketplace
L2FEN RG-S AER4E —#9 K. Amazon Web Services Marketplace &5 A[IE Z4A4ER
Secrets Manager R EMEBFRELNKF P, FHBBHRATEE Amazon Web Services
Marketplace BN %R, EFEFMILE , B2ATER Amazon Web Services Marketplace T 3F Secrets
Manager. BEXxEZEE , H5 (Amazon Web Services Marketplace SERER) FHIEE Quick
Launch,

Amazon OpsWorks for Chef Automate

U IR TE B 22 #7 BR %5 838 Amazon OpsWorks CM , OpsWorks CM £ iRE258Y1E B E 6K 7E Secrets
Manager B Z4AH , IR N B Ropsworks-cm, LLFAK KA B ETE Amazon OpsWorks K & F
., BXREZEE , 2 Amazon OpsWorks i FfER B E K Amazon Secrets Manager,

Amazon RDS F Aurora

EEE S Aurora FERHY Amazon Relational Database Service ( Amazon RDS ) WERAFE

if , Amazon RDS Al AN REIZIEERH, BEENURAZAHZAH. Amazon RDS R EE X LLE
FRH, BXRXEZEER , 525 (Amazon RDS AFER) HHEA Amazon RDS #1 Amazon
Secrets Manager EEZ B {Amazon Aurora AAF1§r) HEYEA Amazon Aurora 1 Amazon
Secrets Manager EE %1,

BExHftt Amazon RDS Zif , i52 ¥ the section called “BIEHIEEZ4R",

Amazon Redshift

EZE Amazon Redshift BB 7 i , Amazon Redshift TAR BRI B IEERR, BEEHNIHR
X 13%A. Amazon Redshift A EIRIXLEIENHR, BEXEZER , HZH (Amazon Redshift B
™) FHMEA Amazon Secrets Manager & Amazon Redshift BIE & %1,

A xH b Amazon Redshift £ , {5 the section called “BlEHIEER4A"., B HAHRE API Bt
MNEMEFEAWER | FHSREH Amazon Redshift #13#& APl, EE#H Amazon Redshift & 4x 523 1E
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-api-destinations.html
https://docs.amazonaws.cn/marketplace/latest/userguide/saas-product-settings.html#saas-quick-launch
https://docs.amazonaws.cn/marketplace/latest/userguide/saas-product-settings.html#saas-quick-launch
https://docs.amazonaws.cn/opsworks/latest/userguide/data-protection.html#data-protection-secrets-manager
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.amazonaws.cn/redshift/latest/mgmt/redshift-secrets-manager-integration.html
https://docs.amazonaws.cn/redshift/latest/mgmt/data-api.html
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BEIBEENERARE | B255 (Amazon Redshift E2ER) FHEAEAFRESSHEIEEM the
section called “Amazon Redshift Zif]47%E88 v2’o

Amazon Redshift Zi4R4ES v2

£ Amazon Redshift EiJ4wEET v2 EZZIBIEER , Amazon Redshift AR EULF M EH G 8l
% sqlworkbench B9 Secrets Manager £ E %4, FELZEANRA T EEMEA Amazon Redshift
WEAS, EFHMILLFE |, BS4MEEH Amazon Redshift M3k Secrets Manager. B XEZEL | iF
Z % {Amazon Redshift EX{ER) PH £HAEARES v2.
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https://docs.amazonaws.cn/redshift/latest/mgmt/query-editor.html
https://docs.amazonaws.cn/redshift/latest/mgmt/query-editor-v2-using.html
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£ Amazon Secrets Manager VPC & ix T &

BANBWEBELTENALERNEFRINE AME L2 TRAEZSHEMRRE, SoEIeIZEED

VPC %17 R7E VPC & Secrets Manager ZRIZE M FAEiERE, #Oixm B Amazon Privatelink
BEXE  ZRAZEFEEIFILEIEEE Secrets Manager APl , METERABEBRMMKE, NAT
1®%. VPN i#E#5 Amazon Direct Connect #E#, &# VPC EFEI’Jﬂ—ﬁlJT%E ‘A IP utEN AT 5
Secrets Manager AP| #1THBE, &8 VPC 5 Secrets Manager 2 BIFVREFT 2B Amazon M4,
BEXEZER , 52 (Amazon VPC AF#E®M) FHED VPC im A (Amazon PrivateLink)e

¥ Secrets Manager £/ Lambda 3 EHFHIREZH (NI ERFEERIUENZER ) i1, Lambda B
B RIBY M IEERM Secrets Manager X HiER, EEAZEFIEEAEIRIRE , Secrets Manager
HESENBTFEEHERBHN VPC FEI2 Lambda B, BIEER— VPC HEIE Secrets Manager i
&, BMEM Lambda 3 #:E ¥ [E Secrets Manager & HHIER T4 4E H Amazon M4,

MR NiHm LS AFAE DNS |, M AEARRERERN DNS EHAEXE A , [@ Secrets Manager
KL APl ER |, fflf0 secretsmanager.us-east-1.amazonaws.com. BXEZEL , 55
{Amazon VPC AIF{EmM) FIEEE Oim L5 RS

WA LB E RN R RIS P B S R RHRXT Secrets Manager BiERKEH VPC i, BXEZES
&35 the section called “/Rfl : BRF VPC’,

&% ] LAE A Amazon CloudTrail A &R T iHE&EE VPC LimT SERAMEZENER.
A Secrets Manager 12 VPC i =

1. EZ® Amazon VPC AFERMHPWAIEE DK ET R, FARSER

com.amazonaws.region.secretsmanager
2. ERHNKIRTRNGE , ESAEALET LRKIEEG VPC LinT S8 15 R R,

/\%Lalr]

BEEEEEAZN FRGE, EiR, SHIMER VPC xR, ER , B ESEAZHN FRHE
A VPC iR, BX VPC HEWELE , 2@ (Amazon Virtual Private Cloud FIF{ER) M S5HAM
JHKF —_JL VPCo

HEFW 212


https://www.amazonaws.cn/privatelink
https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.amazonaws.cn/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.amazonaws.cn/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-sharing.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-sharing.html
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£ Amazon CloudFormation #8612 Amazon Secrets
Manager %4

BT LAE R CloudFormation #4RHH) AWS: :SecretsManager: :Secret &IJRTE CloudFormation
MR AIERE , W SIEBYH BT

ZE 7 Amazon RDS & Aurora t|2EE R 240 , BIEEM AWS: :RDS: :DBCluster HH
ManageMasterUserPassword. A/ , Amazon RDS NiEGIEZAHEERI, BXEZEE | iF
SHEEREE,

¥ F Amazon Redshift ;1 Amazon DocumentDB i , i5 & 5 FF Secret Manager 4 R
ZHENEFR , AEFERAISSANZZERPIREAFBNEE , LAEFRKIEENEILE,

ETX , fEA AWS::SecretsManager: :SecretTargetAttachment ®FNEXRBIEE

I 4{E 2R INE Secrets Manager EERBRZANEH. Re , EEAERER , #FEH

AWS: :SecretsManager: :RotationSchedule BRHRBELIHLEIMITR] . BESFHUTRA

« {#F Amazon Redshift {Eiif Bl 2 334H
« {#F Amazon DocumentDB Eiif Bl 2 334

EFRRREMMBEHMWE , EEMA AWS: :SecretsManager: :ResourcePolicy &Ko

B {EH Amazon CloudFormation SIZ & RMNEE , 525 (Amazon CloudFormation A/ 1ER)
R T EERER AR, &t a]LAEH Amazon Cloud Development Kit (Amazon CDK), BXEZE
B |, i35 ® Amazon Secrets Manager 2 fE,

£ A Amazon CloudFormation €2 Amazon Secrets Manager % 4R

RSB E —/NE H CloudFormationCreatedSecret-alb2c3d4e5f6 4R, BIBERTH
) JSON , EF 388 — 1N 2 MNEFNEFE , ZEBERECEZHARERN.

"password": "EXAMPLE-PASSWORD",
"username": "saanvi"

R BIEHA LT CloudFormation &R :

elkedeanss 213


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-secret.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-rds-dbcluster.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-secrettargetattachment.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-rotationschedule.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-rotationschedule.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-resourcepolicy.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
https://docs.amazonaws.cn/cdk/api/latest/docs/aws-secretsmanager-readme.html

Amazon Secrets Manager

RAriEmE

« AWS: :SecretsManager: :Secret

B X fEH Amazon CloudFormation BIZ&RME LS , 1§50 (Amazon CloudFormation FAF¥EmE)
B 7 AR AR E A AR,

JSON

{
"Resources": {
"CloudFormationCreatedSecret": {
"Type": "AWS::SecretsManager::Secret",
"Properties": {
"Description": "Simple secret created by Amazon CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \'"saanvi\"}",
"GenerateStringKey": "password",
"PasswordLength": 32
}
}
}
}
}
YAML
Resources:

CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by Amazon CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-secret.html
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B B3 % Amazon Secrets Manager %48 , RAEEH
Amazon CloudFormation €12 Amazon RDS MySQL ##E = 3541

ZE 7 Amazon RDS & Aurora B|2EE 7 Z40 , BIEE A ManageMasterUserPassword , #0
AWS: :RDS: :DBCluster FHIRHIHN EZHMEBIE Secrets Manager Z4AFT R, A5 , Amazon RDS
NIEQBRBAHEERIR, BXEZEE , BSREERHE,

£12 Amazon Secrets Manager 41 , A EA Amazon
CloudFormation #|2 Amazon Redshift 28

=} Amazon Redshift BIZZEEB AWE , MNEBWEMER AWS: :Redshift::Cluster EHIRAHl, A
J& , Amazon Redshift J &S| ERFRHEERIR, AEXEZEER , BSHAERE,

2|2 Amazon Secrets Manager %48 , ARG EH Amazon
CloudFormation €2 Amazon DocumentDB 3545l

RGO — MR HERZREBEFNEIEENAF B , 4/2—1 Amazon DocumentDB 3£
fl. ZZAEMMATEEEALGRZANETRRENER, ZERETUN BREBIER 012
Lambda 3R EH , HERFRENMAHRANESAE—XRLSF 8:00 £ 10:00 2B Bz, EAR
SHRESRE | iZ=HI2F Amazon VPC H,

B RBIFFLLT CloudFormation IR A T Secrets Manager :

« AWS::SecretsManager: :Secret

« AWS: :SecretsManager::SecretTargetAttachment

 AWS::SecretsManager: :RotationSchedule

B X fEH Amazon CloudFormation BIZ&RME S , 1§20 (Amazon CloudFormation FAF¥ER)
B T RS AR B A AR,

JSON

"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS::SecretsManager-2020-07-23",
"Resources":{
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-rds-dbcluster.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-redshift-cluster.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-secret.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-secrettargetattachment.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-rotationschedule.html
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"TestVPC": {
"Type":"AWS::EC2::VPC",
"Properties":{

"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames":true,
"EnableDnsSupport":true

I
"TestSubnet@1":{
"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.96.0/19",
"AvailabilityZone":{
"Fn::Select":[
"o,
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

iy
"VpcId":{
"Ref":"TestVPC"

iy
"TestSubnet02":{

"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone": {
"Fn::Select":[
nyn
{
"Fn::GetAZs": {
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

JSON
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}

iy
"SecretsManagerVPCEndpoint": {

"Type":"AWS::EC2::VPCEndpoint",
"Properties":{
"SubnetIds":[

{
"Ref":"TestSubnetol"
},
{
"Ref":"TestSubnet2"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",
"ServiceName": {
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
},
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

},

"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{

"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ssIl\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"
I
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"
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I
"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{
"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"
I

"MasterUsername": {

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :username}}"
iy

"MasterUserPassword":{

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :password}}"

1,
"VpcSecurityGroupIds":[
{
"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"
]
}
]

I
"DocDBInstance":{
"Type":"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.1large"

1,

"MyDBSubnetGroup": {
"Type":"AWS: :DocDB: :DBSubnetGroup",
"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{

"Ref":"TestSubnet0l1"

JSON
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}I
{

"Ref":"TestSubnetd2"

3,
"SecretDocDBClusterAttachment": {
"Type":"AWS: :SecretsManager: :SecretTargetAttachment",
"Properties":{
"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

},

"TargetType":"AWS: :DocDB: :DBCluster"

1,

"MySecretRotationSchedule":{
"Type":"AWS: :SecretsManager: :RotationSchedule",
"DependsOn":"SecretDocDBClusterAttachment",
"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda":{
"RotationType":"MongoDBSingleUser",
"RotationLambdaName" : "MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join": [

n n
’ ’

L

"Ref":"TestSubnetol"
1,

{
"Ref":"TestSubnet02"
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}
]
]
}
},
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
}
}
}
}
YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet0l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone:
Fn::Select:
- 'Q"
- Fn::GetAZs:
Ref: AWS::Region
VpcId:
Ref: TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone:
Fn::Select:
- '1"
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- Fn::GetAZs:
Ref: AWS::Region

VpcId:

Ref: TestVPC
SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:

SubnetIds:

- Ref: TestSubnet0l

- Ref: TestSubnet02

SecurityGroupIds:

- Fn::GetAtt:

- TestVPC
- DefaultSecurityGroup

VpcEndpointType: Interface

ServiceName:

Fn::Sub: com.amazonaws.${AWS::Region}.secretsmanager

PrivateDnsEnabled: true

VpcId:

Ref: TestVPC
MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager::Secret
Properties:

GenerateSecretString:
SecretStringTemplate: '{\"username\": \'"someadmin\",\"ssl\": true}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: "\"e@/\\"

Tags:

- Key: AppName
Value: MyApp

MyDocDBCluster:
Type: AWS: :DocDB::DBCluster
Properties:

DBSubnetGroupName:

Ref: MyDBSubnetGroup

MasterUsername:

Fn::Sub: "{{resolve:secretsmanager:${MyDocDBClusterRotationSecret}: :username}}"

MasterUserPassword:

Fn::Sub: "{{resolve:secretsmanager:${MyDocDBClusterRotationSecret}: :password}}"

VpcSecurityGroupIds:

- Fn::GetAtt:

- TestVPC
- DefaultSecurityGroup
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DocDBInstance:
Type: AWS::DocDB: :DBInstance
Properties:
DBClusterIdentifier:

Ref: MyDocDBCluster
DBInstanceClass: db.r5.large
MyDBSubnetGroup:
Type: AWS: :DocDB: :DBSubnetGroup
Properties:
DBSubnetGroupDescription: ''
SubnetIds:
- Ref: TestSubnet0l
- Ref: TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretlId:
Ref: MyDocDBClusterRotationSecret
TargetId:
Ref: MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule
DependsOn: SecretDocDBClusterAttachment
Properties:
SecretlId:
Ref: MyDocDBClusterRotationSecret
HostedRotationLambda:
RotationType: MongoDBSingleUser
RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds:
Fn::GetAtt:
- TestVPC
- DefaultSecurityGroup
VpcSubnetIds:
Fn::Join:

n n
’

- - Ref: TestSubnetdl
- Ref: TestSubnet02
RotationRules:
Duration: 2h
ScheduleExpression: 'cron(@ 8 1 * ? *)'
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Secrets Manager #{A/§ A Amazon CloudFormation

LIREREE AT BRI INAER | Secrets Manager & H Amazon CloudFormation N e|ZEHF
BN ER, IREERSEDOIETHOEREE , I Amazon CloudFormation 2E F 15X W
REEBENR S8 — AWS: :Serverless::Function. ARG Amazon CloudFormation &1i%E
RotationSchedule , XL REFIAMNLIRE MR AN, TS BHRIRIIEET , BRI LUEEE
& View stack ( BEE HEtk ) LAEE Amazon CloudFormation #1%,

BXREAEDRRUENEE , BSH Bk BH.
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https://docs.amazonaws.cn/serverless-application-model/latest/developerguide/sam-resource-function.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-rotationschedule.html
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#£ Amazon Cloud Development Kit (Amazon CDK) | %
Amazon Secrets Manager # 48

E7Z COK RARERDOIE, EBNRERNA , B LER Amazon Secrets Manager #J1&
B , HPBE T ResourcePolicy. RotationSchedule, Secret, SecretRotation Hl
SecretTargetAttachment ¥4,

BXRRH, B -

- BT EAZHNE
< RRBIEEZH
- HEASHEH X

BHX CDKHEZEELR |, i3 Amazon Cloud Development Kit (Amazon CDK) v2 FF & A R &,
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https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager.ResourcePolicy.html
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager.RotationSchedule.html
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager.Secret.html
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager.SecretRotation.html
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager.SecretTargetAttachment.html
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#creating-json-secrets
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#importing-secrets
https://docs.amazonaws.cn/cdk/v2/guide/get_secrets_manager_value.html
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#grant-permission-to-use-the-secret-to-a-role
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#rotating-a-secret
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#rotating-database-credentials
https://docs.amazonaws.cn/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#replicating-secrets
https://docs.amazonaws.cn/cdk/v2/guide/home.html
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¥ # Amazon Secrets Manager #4A

Amazon 124t 7 W T B3kI512 Secrets Manager 47, £ BB IR FITIREHEEHWHEE S
WITIRE . MREFERETMENANEASER , EAUFERABE , HERFTTENE R, L&
RE B ET S 6 A ZA L E R E = M R 2R HLE

£

 f£/ Amazon CloudTrail i23% Amazon Secrets Manager

« ¥ Amazon Secrets Manager =45 Amazon EventBridge TH

« Amazon Secrets Managerf£ | Amazon # 1T #2 CloudWatch

- /A Amazon CloudWatch %521t XMl BR# Amazon Secrets Manager 4R

f#/ Amazon CloudTrail i3 Amazon Secrets Manager E#

Amazon CloudTrail 2 FiEX Secrets Manager #9 APl A AiEZ N EH , BIEM Secrets Manager
BHAERENEAR , UREXERANBAMRAERERN S NEMEH, HX Secrets Manager 1%k B
£H%HB%%K , S CloudTrail H,

B LAER CloudTrail BHIAEF &KL 90 XiERKNEH, EFLIEREMNAmazonkF HHEH
‘D5 Secrets Manager WS4 |, BRI —MNRER , UER BEXH CloudTrail £2%i %] Amazon S3 17
K. BSRANEN Amazon Ik BIERERISR, BHBAILEE CloudTrail WK B ZNMAmazon
Web Services Mk 7 F# CloudTrail B & 3X#Amazon Web Services X i,

&0l LAEL B HfbAmazon RS , LA —F 5 4L 2 CloudTrail B EHRIWENEIE. £EF S CloudTrail
HEBAmazonfRS5E K. ZH&[E Amazon S3 Fi&# CloudTrail & ¥ 8y B E 3R |, 83& v LA E
BH, BX{EE , HZ A E Amazon SNS &4, CloudTrail

M CloudTrail BER# & Secrets Manager B4 ( %18 )

1. 3TFF CloudTrail ##l& , Mt A https://console.aws.amazon.com/cloudtrail/,
2. BEREFEENXESHNXE, 2HENEREMEXEPRENBLEER, NMEFHELELAN
T RS &R PERXE,
. EEMNSME®KD | %R Event history (B4 £iEFH).
4. % Filter (k) MM/ Time range (R ESEE) UAEBBEEREET RN EHS. flw , BEEF
P& Secrets Manager =4 , X F Select attribute (£ E %) , £ Event source (BH4R). A
Ja , X¥F Enter event source (31 ASHIR) , % secretsmanager.amazonaws.com,
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://console.amazonaws.cn/cloudtrail/
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5. EEEESUMARGE  BEREAZLNREITFIXL. EEEMAARAEFE | HiiE View event (B
BEEH).

Amazon CLI

Example M CloudTrail B&E A 3R Secrets Manager ZE#

BAR lookup-events RBIFEK Secrets Manager B4,

aws cloudtrail lookup-events \

--region us-east-1 \

--lookup-attributes
AttributeKey=EventSource,AttributeValue=secretsmanager.amazonaws.com

Secrets Manager BY Amazon CloudTrail % B

Amazon Secrets Manager &7 Secrets Manager LK SR AM BREXN EMEFNSZE
E A Amazon CloudTrail B& ., BANXESHHBITRIENEER |, 18SH ¥ Secrets Manager E4 5
EventBridge PLEL,

=¥ = E3idl

« Secrets Manager /R BE%E
- BXMRBRENBERE

- AIATEHNBERE
- BXRHBRBRENBERE

Secrets Manager 24/ A &% H

B3 @A Secrets Manager #BEERNWEHEER "detail-type": ["AWS API Call via
CloudTrail"],

(® Note

£ 2024 F 2 AZHi , —% Secrets Manager #ERENEHF I SWE ARN B “arn” MF =2
“arn”s BXEZEE. , iHZ[ Amazon re:Post.

LU —RIB RS @S API, SDK = CLI i@ Secrets Manager & 4E8t 4 K # CloudTrail %& B,
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https://docs.amazonaws.cn/cli/latest/reference/cloudtrail/lookup-events.html
https://repost.aws/knowledge-center/secrets-manager-arn
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BatchGetSecretValue

HBatchGetSecretValuelREE K. BXRRFHANEER , BSH REZH,

CancelRotateSecret

HCancelRotateSecretiBBEAE K. BRXEMNEZER | HSR B B4,

CreateSecret

HCreateSecretiRfEE K. BXBIEZFANEE , BSH QBN EEZH,

DeleteResourcePolicy

HDeleteResourcePolicy# & EE K. BXNENEER , BZH S0 KIUEM AR,

DeleteSecret

HDeleteSecreti#fEE K. BXRMBRZFIAMELR , 1S the section called “MilBrZ54A7,

DescribeSecret

i DescribeSecreti&E4 X o

GetRandomPassword

H GetRandomPasswordig&E4E K .

GetResourcePolicy

i GetResourcePolicy@E4E K. BXANXBRNEER , BESH FHKUER A E 2 H,

GetSecretValue

HGetSecretValuefBatchGetSecretValuelR1EE K. BEXBRERFAMELR |, ES R REZH,

ListSecrets

HListSecretsiBEE K., BXRIIEZFHAMNEER , 1S the section called “E K #Z47”

ListSecretVersionlds

HListSecretVersionldsi#E4E KXo

PutResourcePolicy

HPutResourcePolicyl@E4E K. BXNRAVEER , BSH ORI A EH,
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_CancelRotateSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_CreateSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_DeleteSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_DescribeSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_ListSecrets.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_PutResourcePolicy.html

Amazon Secrets Manager ArfEm

PutSecretValue

HMPutSecretValuelREE K. BXEMBHAMNEE , BS M the section called “1EEH4R",

RemoveRegionsFromReplication

FRemoveRegionsFromReplicationREE K. BXEFZRMNEZFEE. , 1S the section
called “fF 240 & HI 2 H A X3,

ReplicateSecretToRegions

M ReplicateSecretToRegionsi#EE K. BXEHZRMNEZEER |, 1S the section called “FF &
SAEFIEIH X

RestoreSecret

HRestoreSecreti#fEE K. BXIEFRECHBRZAMELR |, S the section called “Iff S %477,

RotateSecret

HMRotateSecreti®E4E K. BEXHRBRNEZEER , BSH ik B,
StopReplicationToReplica

HStopReplicationToReplicalR £ K. BXEFIBHAMNEZFE LR , S the section called “FF 2
SAEFIEIHMXE,

TagResource

M TagResourcel@EE K. BXRIFCEANEER , 1IHZH the section called “¥5id 47",

UntagResource

HUntagResourcelBEE K. BXEUHZIAMREMNEE |, 55 H the section called “Fric 477,

UpdateSecret

HUpdateSecretREE K. BXEFHHHAWEE , 5SS the section called “IE iz 407,
UpdateSecretVersionStage

HUpdateSecretVersionStageBREE K. BXRMAMBNWEZELR |, i5S W the section called
“Version”,

ValidateResourcePolicy

HValidateResourcePolicy#BBE4£ K. BXNXEHNER , BZH SHKRIUER G RZES,
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_PutSecretValue.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_RestoreSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_RotateSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_TagResource.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_UntagResource.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_UpdateSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_UpdateSecretVersionStage.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_ValidateResourcePolicy.html
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BXRMEREENBESRE

BRT £ 55 Secrets Manager #1EBRIWEHIL , Secrets Manager &£ KA T SHIBRBERINE
#, XLEHER "detail-type": ["AWS Service Event via CloudTrail"].

CancelSecretVersionDelete

M Secrets Manager lRS4E K. MREEBREANZA LFA DeleteSecret , RAEHREA
RestoreSecret , M Secrets Manager 2 Wit RN B NHARF IR EY, BXERSHBRE
$ANEER , ESH the section called “Ik & %47,

EndSecretVersionDelete

e BR 2R A AR A BT BB Secrets Manager RS £ K. BREZEE , 158 the section called “fil Bk
A

StartSecretVersionDelete

£ Secrets Manager FF il Bx 224 iR A< B8 Secrets Manager RS 4E K. BXxMBRZANESR | &
2 the section called “MiIBRZ348",

SecretVersionDeletion

£ Secrets Manager HilBR 2F AW ZRARTH Secrets Manager RS %E K. BXEZER |, S
59 Z A AR AR

ATATEHNBEFRE

BR T £ 55 Secrets Manager #1EBRINWEHIL , Secrets Manager Rt KA T EEHIBRNE
#, XLEHER "detail-type": ["AWS Service Event via CloudTrail"].

ReplicationFailed

EEHIRMETH Secrets Manager RF4EK. BEXREFHBHNEZER , S the section called
A2 H B H AL X,

ReplicationStarted

£ Secrets Manager FF A& #2408 Secrets Manager (RS E K. BXEFHRANEZELE | B
27 the section called “FZHAEHIEH M XE",

ReplicationSucceeded

R E H B AR H Secrets Manager BRSSE K. AXEFBHNESES , FSH the section
called “Ff %347 5 I B EL 4t X5,

CloudTrail & B 229
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BREHRRENBERE

BR T £ 5 Secrets Manager #1EBRWEHIL , Secrets Manager Bt H AT ERIRBERNE
#, XLEEHER "detail-type": ["AWS Service Event via CloudTrail"].

RotationStarted

£ Secrets Manager FF A% 240 Rt B Secrets Manager [REE K. BEXEHRNEZER , BSH
B Z.

RotationAbandoned

£ Secrets Manager A RRZHH MNEANEN I B RAMER AWSPENDING ¥rEAtH Secrets
Manager RS 4E R, ST CIEZAMFRAA , Secrets Manager 2 A F R, BXE
BNEZEER , BHSH Bk B,

RotationFailed

ERERKRMETH Secrets Manager RF4EK. BXRERNEZEER , S the section called “%
R EHE,

RotationSucceeded

TR TR IR ART B Secrets Manager [RSEK. BXERNESZER , FSH Bk B,
TestRotationStarted

FETF R M IR Fe R AN 1 R 1 R 3 BN Ry 2 4ARY B Secrets Manager BRSSE K. BXREBMNESE
B, BSH Bik BH.

TestRotationSucceeded
E RN AN 8 R TR I B i) Z4ART B Secrets Manager RS E R . BXREHENEZE
B, BT Bk B,

TestRotationFailed

FEM AR EAN AR IR LB ZEAE R KM BT H Secrets Manager BRF4E K. BRIERH
EZ{ER | {55 the section called “EHr A FHEE",

¥ Amazon Secrets Manager 545 Amazon EventBridge Ptfit

£ Amazon EventBridge & , &7 LARHE CloudTrail B &%k B ILE Secrets Manager B4, &7 LAEL
& EventBridge MNIREBHR X LEH , RAEEMERNEHREZTENBIRURITRIE, B Secrets

fF Secrets Manager =45 EventBridge L& 230
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Manager i23%# CloudTrail % B %5k , 28 CloudTrail % B. BXxIX& EventBridge M58 , 5
% {EventBridge AAF{§r) Y EventBrldge Al

MARERSEEZHLTHE

® Note

BT E L Secrets Manager E4HIREIMZ4A ARN XK/NERE |, FrAERER S MRENSHE
AF , BAeEERR TS %4 arn M aRN FEEET ARN EEEZR4, XE—/CHEE ,
RINNEETFRIEERFUE 2024 £1 BELERE , UEFREEHEHSIRE arne BXEZE

B , &2 Amazon re:Post,

UTFRBIERT EventBridge BHER , AR SZHAEREXANWAERE

"source": ["aws.secretsmanager"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {
"eventSource": ['"secretsmanager.amazonaws.com"],
"eventName": ["DeleteResourcePolicy", "PutResourcePolicy", "RotateSecret",
"TagResource", "UntagResource", "UpdateSecret"],
"responseElements": {
"$or": [
{ "arn": ["arn:aws:secretsmanager:us-
west-2:012345678901:secret:mySecret-alb2c3"] },
{ "aRN": ["arn:aws:secretsmanager:us-
west-2:012345678901:secret:mySecret-alb2c3"] }
]
}

R ZAER A S
T RHIERT EventBridge EHER | KRS FHEH R APRRIHITHRAEERAR

CloudTrail B&%H., ATHLEHRKE Secrets Manager 24 , HLEN A Secrets Manager IRE 4
K, At EBSLMITE detail-types

"source": ["aws.secretsmanager"],
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"$OI": [
{ "detail-type": ["AWS API Call via CloudTrail"] 3},
{ "detail-type": ["AWS Service Event via CloudTrail"] }

1,
"detail": {

"eventSource": ['"secretsmanager.amazonaws.com"],

"eventName": ["PutSecretValue", "UpdateSecret", "RotationSucceeded"]
}

Amazon Secrets Manager{£Fl Amazon #1T#12 CloudWatch

#& ] LAAmazon Secrets Managerf£f Amazon #1712 CloudWatch , Amazon W& R EIEH &

HAbIEJ AlRAIE PSR B IEAR. XERUTBIESREFE 15N , NEEEBIHRIAELEE , HEE
BEiFih T fRIEH Web NABRFEBRSHHITHER. A, ILORERTHNSERENER , HEX

FMENRERNREBATNITERE, BXEZER , FSH Amazon CloudWatch A 3EE,

31 F Secrets Manager , H{RH APl EREXRH K- PP FRARERISEREN , FRRAUSER
CloudWatch 12EE{R, AR LA CloudWatch Y2 #Y Secrets Manager 3. BXxEZEE
BES 0 2 NK 2 B4R LS Amazon Fifh % A,

£l

« Secrets Manager ¥ M4t E

- BIEBREERISE Secrets Manager FE#xR

« Amazon S CloudWatch ynthetics il BB & &

Secrets Manager 18/ M4 E

AWS/SecretsManager fn & ZEBIELL T E#R.

1R iR
ResourceCount B RV RAR , SEFIEARBRNEZESR. ZERS DN RH—
LR

Secrets Manager 8R4,
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$HE iR
Service TEZERH Amazon IRFWE . X TF Secrets Manager , It

H#EMERN Secrets Manager,

Type EEREEABETR, X TF Secrets Manager , lWEERE N
Resource,
Resource EEETHWERRENER, 3FF Secrets Manager , Lt4EHE R

SecretCount o

Class Too

&R AR CloudWatch 38855158 #Y Secrets Manager AP 3R &
}EGetSecretValueDescribeSecretlListSecrets., . MEMiFR, BEEKIER , F&
CloudWatch &l & FIERERENR , AREEREPMAZNE R , flilsecrets,

BB L BRI Secrets Manager $E4F

BRI L2 — 4 CloudWatch B , HEMERERCASHBRRSREZLE | ZBRLRE
Amazon SNS HE ., HESEREEENNRREZEENMER , R\ ZERES THRREXN T4
ERENERITERE, BRREGNZFZMRBZLEAEE, CloudWatch BRF VXA N EMLTF
BERSHRBARE | ZRSVAEESRHRE T IEENRHE B,

EXEZEER |, 52 EH Amazon CloudWatch ZiRME TR ER N 612 CloudWatch 23R,

Amazon S CloudWatch ynthetics AN ABRIEE &

Amaz CloudWatch on Synthetics €24 # 2 ZITXZTH IEEMA , A THIZEEMNLET KM APL
S REFMHENBEANTEEFHENERE  XELEBFERIIZNEFEAR , IESHNNARE
FHRERERNEFRE,

BRWMALERL Secrets Manager HRHBI , S FFER Canary SEH A Amazon RF &Ko

Bl & BRI Secrets Manager 845 >33
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£ 8 Amazon CloudWatch %211+ X/l BREY Amazon Secrets
Manager 4R

BRI LA S A Amazon CloudTrail, Amazon CloudWatch Logs 1 Amazon Simple Notification
Service (Amazon SNS) keI EE , NERBRBAMENTAHEESR , ZEBOBRIEEHM, W
REWBEENELN , U EZBUERRES , MABCESHAKBER BB ENEMBR. Z£H
REARXSBEEZRARMRE , ENENAZTEE, IE  CUESEEAMANTERANFHAGERE
AR

AT 2R B el = 45 E4E 1R E B MY GetSecretValue BEMNERE ALK CloudTrail B&
XA EIE A, AT ZEARMITEHM API BRIEMT LA EE, Itk CloudWatch & M| 7] 8E 2R BA
ENMABNARRFEEASREIENFERER.

EEFRIXLESEER , KAEFTERZEESE Amazon Secrets ManagerAPI 3K # Amazon Web
Services X15 MK/~ F /5 A CloudTrail. XA , FZ50 Amazon CloudTrail {AF¥ERE) HHE
X2 IR ER.

HZB 1 . F CloudTrail BEMHELE N K& F CloudWatch Logs

IR AINF CloudTrail B ESXHFELE N KEF CloudWatch Logs. WWEERAIE KR |, CloudWatch Logs
AT LLEE XY Secrets Manager API &R S #8iX & BEX 4 , R REH BRI ZES.

EfE CloudTrail BEX #4342 CloudWatch Logs Ky Bk

1. 151 https://console.aws.amazon.com/cloudtrail/ , ¥TFF CloudTrail #&14,
2. EMHFHSMA=L | %&F Amazon KBS EA,
3. EEMSMERS , EFRIR , RAFEREENRN CloudWatch B & K BRERE #Fo
4, ERBEEEREL , @ TR E CloudWatch Logs 2% , REEFRHEERR
Cd )o
5. XF New or existing log group (VI BEWBEAH) , BABEALAMNER , 20 CloudTrail/
MyCloudWatchLogGroup.

6. XITF IAMrole (IAM &) , A LAEH B A CloudTrail_CloudWatchLogs_Role FWERIAAE, ZA
BEERINACREK K HPEE% CloudTrail E4£ X2 B EAMMENNR,

7. %$® Continue (#4£) MR EENE B,

8. 1£ Amazon CloudTrail &5k~ API SEZIXELH CloudTrail E4{%i% % CloudWatch Logs H
HSETELE , ®BAW,
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SR 2 : 612 CloudWatch &%

E £ Secrets Manager GetSecretValue API BEER TG R SHIBRZA TR EEL , BATEIR
CIOwaatCh = #EE%E%HO

#1Z CloudWatch iR

1. & FF CloudWatch ##l#& : https://console.aws.amazon.com/cloudwatch/o
2. EMBESMmEESd  ERELREZRHABN Amazon X,

3. EAEMSME®EST , %# Logs.
4

£ Log Groups (A&4) 5k , P BEL—NPIERQEN BEH (W0 CloudTrail/
MyCloudWatchLogGroup ) Zi I EIRE, EFRLIRIEFRIFIESR.

5. WTFHAEN , BARMBEIUTAR

{ $.eventName = "GetSecretValue" && $.errorMessage = "*secret because it was marked
for deletion*" }

1%£$E Assign Metric (2 ELIEFR).
6. 7E Create Metric Filter and Assign a Metric RE £ , $UTA T ig4E -

a. XF Metric Namespace (Efran & Z=E]) , A CloudTraillLogMetrics,
b. XF Metric Name ( #8#5BF5 ) , # A AttemptsToAccessDeletedSecrets,
c. EBRETEREIFRE , MBEKE , BR Metric Value (E#rE) # A 1,
d. %32 Create Filter,
7. TEIRERREF , EHF Create Alarm,
8. 7E Create Alarm BOH | ITUATIRE !

a. XNTEF, BA AttemptsToAccessDeletedSecretsAlarm,
b. 7 Whenever: (BZ:) T, Nis: (&) &&E >= HEA 1,
c. 1£ Send notification to: 3 , UITU T ®EZ— :

- EQIEHEAITA Amazon SNS FF |, FERFEIR K ARRBAFEENEH. XF
Email list: , @ AZD — B FopFitt, BB ASANE bt , HEAEZSHE
FEF,

« EfFHIA Amazon SNS =B , BEBEEFANTINEH. NMRIRTEFE , HER
Select list ((E£#FF5R).
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FF- 15T
d. i%&# Create Alarm ( BIEREE ),
S 3 : Mk CloudWatch &2
N E

, BOIERA , I RFERER. A5 FHLRENAE. SESETREN i RREK
W—ﬁ%%m#obhﬁﬁ&sﬁﬂ%%ﬂ&ﬁﬂﬁ%%&o

S 3 : MIid CloudWatch &

o
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Amazon Secrets Manager B4 M 18 IF

&£ A Secrets Manager WE MR EERTEBENHRE, RGNS BRURERANER
E#o. Amazon LT RIRRBENHEZ SN

- Z2MEEWM Quick Start IEFZE M EEM M Quick Start 157 - XERFERmEITIL T RIESE
I, FRME T E Amazon LHEETZ2MNESHMNE LR SR,

QRIS HPAA Z2MFEMMERNEN) BEPH - kB R BT E L B HAmazont)

& HIPAA FRER N AR R,

« AmazongMMERR - UL FSFMMEEES V@A TENTLRMVE,

 Amazon Config 21HERREENSN KK, TULERIEANRR. BXESZER , 5 Hthe
section called “EH it ZHMWEME",

« Amazon Security Hub £ TR # T &7 Amazon N Z2RA , BB ERERBFTARET IR
HENMBZEXEHNTE, BXEMA Security Hub i#1 Secrets Manager #RHELR |, S (Amazon
Security Hub AAF#88) ## Amazon Secrets Manager #44,

« 1AM Access Analyzer £ #f A FAZBRA LRI ZARNKE |, SERBEPNERHED. BXRESZE
B | &5 RE A Access Analyzer T3 17 8] IR o

« Amazon Systems Manager 1 Secrets Manager 12 T E X HNZTFEM. BEXEZER , F5
%i& F F Secrets Manager B9 Systems Manager B31{tiz1TFEMRSZE,

Amazon Secrets Manager B 7T A THEN &R , TR THEERIMSHAMIAMENBRERH,

4~ Amazon BV ETERERRITEMEERMTE (HIPAA) 2HH TR |, & Amazon Secrets

Q@M Manager @FEENFFE HIPAA EXRHES . WIREE Amazon FiT 7 AL F K I
(BAA) , M AT Secrets Manager #BI#ERFS HIPAA EXRWNAREF. Amazon 12
T —HBUHPAA REBHNEES , HEETHNATRA Amazon L EBEMFHBEEFS
HENEFER, BXEZER , 55H HIPAA &0,

Amazon Secrets Manager B8 X417\l (PCl) BIEZ £45/& (DSS) R4 3.2 — &R
vvvvvvvvvvvvvv e BEUEOHAAMINE. HTER Amazon = RRRE REME, LEREHZEALKE
HEF , EEEBCM PCIDSS M IAER |, ATEAEA Amazon Secrets Manager.
BEX PCIDSS WEZEE , BFEMMiER Amazon PCI Compliance Package BY &S |
52 % PCI DSS % 1 %o

237


https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://docs.amazonaws.cn/securityhub/latest/userguide/secretsmanager-controls.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-preview-access-apis.html
https://docs.amazonaws.cn/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
https://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/hipaa-compliance/
https://www.amazonaws.cn/compliance/pci-dss-level-1-faqs/

Amazon Secrets Manager ArfEm

& Amazon Secrets Manager 2 252 ISO/IEC 27001, ISO/IEC 27017, 1SO/
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ IEC 27018 #11SO 9001 HEMMHINIE, BXEZELE |, i5S [ 1SO 27001, 1SO

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

27017, 1SO 27018, ISO 9001,

REMALAES (SOC) IRERIMIMNE=FRERSE , ATi%EA Secrets Manager 2017
IR BEAMEHME IR XERENENESEENENFITABREEIRFEEN
SR Amazon B H#EE. BXEZER , HSH SOC &M%,

FNEFBAZREHITEEHITME, BRUARFEISE, FedRAMP itXIE H % B/d8 2B
Fedrave M GovCloud MRS M X IR M IGET R , AEEABFRLEERE. BXEZELR &
2 FedRAMP &# 14,

E BRABREERNERITX (FedRAMP) Z —BIEAFRHEM TR , BRAE—FIRAELT AR

EPB5ER (DoD ) ZIE L2 ERIEE (SRG ) ATRSRMER (CSP ) RET — MRk
LI BEBURE , SREEPERIEET R |, L&Y% N ERBES RS BXESE
E , #ZH DoD SRG # iR

%a BEEEREFMTERITX (IRAP) , BAFTBNEFEBRIEESNEGERS

P BRI, HBEEEHNREER , FRBRARNINEZEH O EHN CRAFTLBFER
Z2FM) (ISM)BHER (ACSC ). BXEZELR , HZH IRAP &R,

Amazon Web Services (Amazon) B T A BRSREEN & IHIRE (OSPAR) A

iF, Amazon SFTHE4RITIRS (ABS) X TSRS Mgz Hl B AR FRE =/ /EN (ABS
AN W—BHEREEFEFESR Amazon AT HEEFNE MBS TUN RS EEENS
HiE, BEXEZELR , SR OSPAR &R

O] LAGEFH Amazon Artifact FTEE=Z S FitikE. EXEZEE |, S T & Amazon Artifact Y

EiLE=g

£ Amazon Config & it Amazon Secrets Manager Z &M 4

&7 LAfE A Amazon Config iF&ZHAR EMNNNEBKE, T IERMMEANERER. BATLUFER
Amazon Config N E L HEAW AL LM ERAEER, Amazon Config 2 /5E AT LR B R RS &M
MK ZR. SEURERNBATHE. RREE. ATEHAMNEN KMS E43. Lambda fIREHIA
REZAXRBKNRSIERITHES,
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BT AR E] Amazon SNS ZEMEXRFHABENBER, Sl | S BEREXRREERENFANIER
B Amazon SNS B4l | XEREBHITH TREZFANZ 2 RERE,

WRIER I FE 24 Amazon Web Services Ik #l Amazon Web Services XiZ, A#E %40 |, META
UREMXEEMESAEEE,

NEZR N INFTAN

- ERBEEEA Amazon Config FEEHN R HEBA#TIRE  RARERUTANZ — -

« secretsmanager-rotation-enabled-check — KERA NEMIE Secrets Manager &
WELABLE T IR,

« secretsmanager-scheduled-rotation-success-check— R&EEAXARIINBIRES
ERENRIRIERRN, RENREMERNER,

+ secretsmanager-secret-periodic-rotation —RERBECEEENKEARLER T H
R,

« secretsmanager-secret-unused —REZBECERENRKEARIR T E4H,

« secretsmanager-using-cmk —RERMEA T Amazon FEXEH aws/
secretsmanager X2 H T ETE Amazon KMS FElEMNF P IEERAXN ZAMIT 7 i
#,

REANG , SXFHATBIELEENRH , Amazon Config #i& 1 EEHNER4A. E LU Amazon
Config BENE X EERMNBHE, BEXRESZEE |, 121 Amazon Config £1% %] Amazon SNS *
BB A,

B4 Amazon Web Services K/ 1 Amazon Web Services X1 Y 234

A LABLE Amazon Config ZIKF ZXEHRIFEBREEE , EF LN PFIEKS MX B RARE |
RAEEERREN SEHEERESRITHR,

ERIER G828l , 493 A Amazon Config AR FrE K 7~ F X5 P 45 E T 24 H Amazon Config 3£
BN, BXEZELR , S E A CloudFormation StackSets £ %> Amazon Web Services ik /=
X i3 3R R IR

AX Amazon Config REEMNESZEE , 21 (Amazon Config F & ARIERE) R ZKF 2 X
BERSNEARFHARERSEH.
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https://docs.amazonaws.cn/config/latest/developerguide/managing-aws-managed-rules.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-secret-unused.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-using-cmk.html
https://docs.amazonaws.cn/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.amazonaws.cn/config/latest/developerguide/notifications-for-AWS-Config.html
https://www.amazonaws.cn/blogs/aws/use-cloudformation-stacksets-to-provision-resources-across-multiple-aws-accounts-and-regions
https://www.amazonaws.cn/blogs/aws/use-cloudformation-stacksets-to-provision-resources-across-multiple-aws-accounts-and-regions
https://docs.amazonaws.cn/config/latest/developerguide/aggregate-data.html
https://docs.amazonaws.cn/config/latest/developerguide/aggregate-data.html
https://docs.amazonaws.cn/config/latest/developerguide/setup-aggregator-console.html

Amazon Secrets Manager ArfEm

Amazon Secrets Manager F I Z &4

Amazon EEEN L LM, N Amazon BF , BLNTRNFRASHLLBBREHALANERMITE
RO SR O G5 2R K 2 28

&M Amazon iR R/E, TEHEBEENEHRNZNZL2UNSPHREM !

« ZHEEM - Amazon TR E Amazon =HIZ1T Amazon RS EARZHE. Amazon & @ #R
MAZEEANRS. R Amazon EHHITRIN -2 , F=ZFFRARFEHNRNRIEILE
MHWEMRE. BT H#ERT Amazon Secrets Manager &M SR , HSEAMEITRSEERNE
Amazon &%

s THNZEM - B8 Amazon RERELNRE. EEFENHMRARAT , BELHBEN R
M, BLTNERUREANEEEN,

EXEZRR , FSHEE LM EHE-Amazon Well-Architected 14,

FH

« FBRKAEA Amazon CLI 26 Amazon Secrets Manager Z4A I X B8
« Amazon Secrets Manager B IE R

» Amazon Secrets Manager #9240 1l 2 f 7 5

» Amazon Secrets Manager FHYE MR L £ 4%

« Amazon Secrets Manager k& B

EEF TLS

fRKAE M Amazon CLI & Amazon Secrets Manager %3 4A B9 X\ f&

£ Amazon Command Line Interface (Amazon CLI) A Amazon R4ER , BATE®S Shell FiA
X&EwT, fl, AR Windows @ w12 RAF = Windows PowerShell , 3% Bash & Z Shell ,
REHMER, HPNRZHS Shell BEEERS TEXRENIRE. BHMATRESERIZIIEETE
BN H, Flan , ERZE Shell b, BRI LERA LK BEERERANDTS. HRTFTZRIPNEE
WEMATRERXFATSHLIERKINEE. 5, EREIENEGUSARFAIRERIGRENT TS
B, ESHEEBYLEESHHMITES. A THBELEXR , FRARRITUATIER

- EEFUENRLIEEHETEN.
- HRHBEATEBERTHERANEFESAERF.
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« R Shell FZRLREF (MREEEAREFZ— ) FLREFEANSD T,
« ER—EBELE Shell T A LIERARBRNSH, AT REIHA T MAEXARIFFHRARHAX

K REFZH1E# 4 Amazon Secrets Manager f5 H 3 BM45 SR, XERE BRI Shell 7
FIRFTEFREZH XA,

LU ROIE REEFE Linux &9 ({BEH shell TREZEERETANG S )

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword/D
# Everything the user types from this point up to the CTRL-D (AD) is saved in
the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter
from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

TRERTE , AEAD NG TEXRIBTALERNRFLKEE[A—THEIZEAXSF

/A Important

BIAER T , TEETE Windows FHEAXEKEAR | BRIFEEFRTH LIEFHEFXKPNEN
A 1.

3 Windows RERTHREN 1 ROPRE 1 ROHNFH LERERK

0N

NEBRRBRITAGTSRRFT (UBEBASHIEIT) -

®RA FANER , REEREM.

EETUET R £, FEFXKDHNEHPXBITEREN 1, AFEREE.
BREMVABATHERBENERBRZRFNGSHN , BEEREZHCEABAZ &S, i :

echo.
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XA AR ERIFHBBR T,

3 F Windows #4512 R%F Shell , A LA T8k Sysinternals SDelete TE | REFERAXLTENGS

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /[y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORD~Z

# Everything the user types from this point up to the CTRL-Z (~Z) is saved in the

file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from
the contents of the file
C:\> sdelete secret.txt

# The file is destroyed so it can no longer be accessed.

Amazon Secrets Manager I E IR R

Amazon= E & & F Amazon Secrets Manager F I BIRRY . WiZER AR | Amazon f1
RARPFIZE1TFTE Amazon Web Services = W2 EKEM g, BATLEPNREELHEMZE LHAR
WiREl, LLRNBSFBEFTERB Amazon Web Services WZ B EMERIS ., BXBERLNES
R, FZRABERMLELRE,

HFHFERPEH , BINBIUERS Amazon Web Services ik ZiE H £/ Amazon Identity and
Access Management (IAM) REZIHHWAFPIKF, ., XRXEOEMNAFRTFEITHEIEIRITAMENNE,
BNEBWUEBIUT AR EHEIE

- XK A multi-factor authentication ( MFA ) .

£ SSL/TLS 5 Amazon &RBt{TEE. Secrets EFMEXEX#F TLS 1.2 M 1.3, Secrets
Manager R X FXHEHEZRZE (TLS ) MEMBMWUERABESEEFEARRIET (PQTLS )

- FERAAEZE ID M5 IAM 4B T R Z AR URE S R @ Secrets Manager & H#YiE

R#TER, HF , BULAEER Amazon Security Token Service ( Amazon STS ) £RIfIfZ £ &
IERIERIITES,

« {5 Amazon CloudTrail i&i& APl 1A FPEs H&EiES. S Hthe section called “fEH Amazon
CloudTrail 123% 7,
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- MREBIBTITRER API 15 Amazon BFEEZT FIPS 140-2 BIERYNZERIR |, EEM FIPS
imRo 1HZ[Hthe section called “Secrets Manager i@ &,

- MR Amazon CLI 158 Secrets Manager , the section called “F&{KE Amazon CLI 174
Amazon Secrets Manager ZHI X",

A INE

Secrets Manager £ &1 Amazon Key Management Service (Amazon KMS) SRR B S EIEM
%, Amazon KMS REEHF%Z Amazon RS ERANZEHFEMMNZE RS . Secrets Manager F &=
NEPAEEAE - BEZANE., SMNESAHEHE— KMS E‘%ﬂﬁ?ﬂ 0] L% BRI K P (58
Secrets Manager Amazon £ E XN Z4H WEIAME , LA LFE Amazon KMS A& H EE’J%F‘ E
%, FATFREBATLLEX KMS ZEHITERANENEG . BXEZEER |, 5 Hthe
section called “ZF A INZE MR E"

& %8 R &

Secrets Manager H{E RPN INZHBEREAZLENABELETR. BIZEWABLEHET R , Amazon
A LAR# @ Secrets Manager X HH) APl iR TE M, Amazon ERBASEA X.509 iEH /=K
Secrets Manager MZ 150 24X APl AR ITE R, TR 4 LHAMIE (Sigvd) HER T LEER,

R & Amazon Command Line Interface (Amazon CLI) {Eff] Amazon SDK Zif A Amazon # |
BAUREEFRANGRZR. A, XETESBNFERFRIZANELEEER, S Hthe section
called “B&{K{EFH Amazon CLI 7% Amazon Secrets Manager Z4AHI X 87,

HEWERERTL

Amazon 4t T Z A THEEE B MR FAR M 433 B K EK R B 43 R AR IE T,

RS EARE S mNNA B AR E

FEENFEM LR Amazon Secrets Manager Z BB H M EREIEIN
« —/N Amazon Site-to-Site VPNiE#, EXEZEE , SR 42 Amazon Site-to-Site VPN ?
« Amazon Direct Connect iE#. BXEZER , 5S4 = Amazon Direct Connect ?

@ — X1 Amazon BIRZRIHRE

Q

MRERF Secrets Manager Fl Amazon FHY APl B imZ BHRE , IHiRE— Amazon
PrivateLink JAFA T 1518 Secrets Manager AP ¥ &
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M#ZAEE

¥ Secrets Manager EENZZ R BABIEIIFRA , Secrets Manager £3FF R &% Amazon
KMS £ KMS B4 4 R IR %348, Secrets Manager £ b IR R4 # 1TEE B, Secrets
Manager MZNBREZASMENZARELT -, ZAFTERER |, Secrets Manager 21

8] Amazon KMS REZHIEZ4H. RS , Secrets Manager A RN HIEZ4ARB R MBNZR

#8. Secrets Manager NFURIMZNFE X FHEBEZEDR , HRRMNNEFRBREHR, BXESZER,
S Hthe section called “FR4A IR MR,

Amazon Secrets Manager # #) 4R hn % & 2

Secrets Manager S MZ LK% Amazon KMS ZEAFHEZARRF BN RHE, SHFHP
B EABEFE XAT , Secrets Manager #4M Amazon KMS ER#HBZRHAURNEEHRRT . RE,

A KMS ZEAMEBERIEE  FREZHATBED. EFEBE |, Secrets Manager & & E£A Amazon
KMS ##y KMS A ZE E BN BIEER.

Secrets Manager A KMS EfXIZAENE. HR , EEA KMS ZARERNMMNE 256 L &5%K
INZFRE (AES) NMBIERY , AFEABREZHAXNBLHAEME. Secrets Manager £ A B X E %A
7 Amazon KMS ZAANBRAEME , ARFEMNRFFRER. ©REEZRANNZRSFEEZAN
TR,

BRI ZHET , BRI LLEER Amazon Web Services Ik P XS HWERNHNBREFEENZS |,
AILAEAE A T Secrets Manager B Amazon & X %40 ( aws/secretsmanager ) » MR&ik
7 Amazon EEXNF4 aws/secretsmanager , BB M FTE , Secrets Manager 28| € #
FHEZAXK, INEKFPHNENZAEAEEN KMS B8R KMS 40, LAgeHRE
FEATREN KMS 2N —HEAREFANEEINR , AENRELFLEFTITXILEZANBER

YE. Secrets Manager XXX HINE KMS F4H, MREBENSBZHAEFHEPER KMS 247 , WX
KMS ZEAMNZRETEFTEE KA, MAATEEMNBFAM KRR , BRHERBHE Amazon HAEB
&4,

EXEUMBNMNBZZANEER |, i3 M the section called “E R ZRY INZEZ4R7,

HEBERRBNNZZEAN  BRENNERATZE N, REERAENEUENTRAS SERH
AN Z AR TN, ( HE—BHIZAZE AWSCURRENT, AWSPENDING #1 AWSPREVIOUS RRAs , Secrets
Manager &3 IXERAHITEFINE , UBBBERETSEWPERZT 2. )

EERERAXREKN KMS %47 , BEEHAEPEFEZFAIH A ListSecrets 2#F DescribeSecret, 3
#4H5EH T Secrets Manager (aws/secretsmanager) B9 Amazon &40 KEE | XLEERE
F&IRE KMS Z4APRIREF.
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£

- HARME?

- INEBHFZERE

« KMS Z4AHR R

+ Secrets Manager 21 {§ F &) KMS Z24A

» Amazon ¥£& 3\ 248 (aws/secretsmanager) #2240 K #E
- Secrets Manager 1% £ T X

« ¥ Secrets Manager 5 Amazon KMS X B

ft 4R ?
Secrets Manager 2 NEEAE , BFX LTI TINE -

- BABHRAHER

- RRE

« SZAXEH KMS %45 ARN
o« {EEHINE Amazon ¥R

N Mg 2 m iz
RNTRBBEPNZABEME |, Secrets Manager R TIE,

1. Secrets Manager £ Fi %48 KMS Z4Af9 ID , B 256 i AES X #MZAMNERKIFA Amazon
KMS GenerateDataKey #4E. Amazon KMS IR E B XX #EZ4A AR R TE KMS 240 N2 iR %
FAWNEIZAR,

2. Secrets Manager £ A X HIFEBZ A M S R MZIRE (AES) BEETE Amazon KMS 2z 783t ZR4R{E 1N
%, AfF , ©RHRRMNNEFFMEREE A,

3. Secrets Manager FMENHBEHAFHEZANAREF , FETATHEZAE, B2, [
—\ Secrets Manager API 3FF 2R [ in 2 1Y 247 = i 2 F BB 240

NEMZNZAERE

1. Secrets Manager A Amazon KMS Decrypt & EH 15 A E INZ M HIE A
2. Amazon KMS £ A Z4AM KMS Z4ARMBEZHEZH. ©FRERXHEEZR.
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3. Secrets Manager £ H ZBAXBEZAKRBEZZHE, A , CaRRMNAEPHBREIEZSR.

KMS ZHB R

¥ Secrets Manager ENFREFFEH KMS ZHET , T2RRVEBSENZHENAPRITEE, &
A[BAZE IAM policy S EBEAB R P IRHEX LR, BLT Secrets Manager ##EEZE Amazon KMS X R :

* CreateSecret

GetSecretValue

PutSecretValue

UpdateSecret

ReplicateSecretToRegions

ENXATFN KMS A TIREB Secrets Manager FiER , ENPREREH |, 74F kms:ViaService 4
#4055 secretsmanager.<Region>.amazonaws.com EE& &M,

SRR INE LT X PRZATERER KMS ZHAA T MBIRENSMA. Sl , 717 IAM SHEH
REXEPERAFZEFAEEN , IEENPEARNYR. KMS ZARNEBRTREEREAD
HHEE, AXESEE , TSHLERD

Secrets Manager H1EI{E A& KMS 41

Secrets Manager £ &H KMS Z4AA LT Amazon KMS &1k,
GenerateDataKey

Secrets Manager i Amazon KMS GenerateDataKey #4ERIMB LA T Secrets Manager ##4E.

« CreateSecret — IR ZH T EF4AE , Secrets Manager FiE R FTBFEBR AR E IR,

- PutSecretValue — Secrets Manager & R#FTHIEZ LRI IEENRBRENE,

- ReplicateSecretToRegions — EMNZE HIKIME , Secrets Manager £ A BIAXIZF K KMS #
RER - BERA.

 UpdateSecret — tIREE X T ZAEDH KMS 47 , Secrets Manager FF1& 3K #7 5048 28 £ SR X4 #
REEME,

RotateSecret IR#ER 2 GenerateDataKey , RAECFAEXZAE, B2, MR
RotateSecret WAEXR 7T WZEEMN Lambda IR EE , MHIFA PutSecretValue BRIERE
% GenerateDataKey &K,
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Decrypt

Secrets Manager 8 Decrypt #4EXRIERILAT Secrets Manager #4E.

« GetSecretValue # BatchGetSecretValue — Secrets Manager LS ZHWZE , ARBFHIERE
BARB. AXMENZAERES , Secrets Manager fFi8A Amazon KMS Decrypt #1E , EEX‘J
ZEATHENMEBEREZARE, AT, CEAPRXBERFRNENEZAERS, X TitaE
T , Secrets Manager AILEEFAMZENEY , Rt HIEFMERAELT 4 Decrypt
Ko

« PutSecretValue # UpdateSecret - KZ# PutSecretValue # UpdateSecret ER AT afik
Decrypt #4E. 1BER , 3 PutSecretValue 5 UpdateSecret iHRZEHEXINE ZARAEH
M Z4AMERT , Secrets Manager NI EHAEREH TFHEBERPWBABLR , UEIARE
EAME. WIRETHR Secrets Manager RIENTBERE., A MEBENZHEREE |, Secrets
Manager & A Amazon KMS Decrypt #4F , RN ZHRTFNENBRFEZRBE, AR5, B
AR XBRERARS ENBRAERE,

- ReplicateSecretToRegions — Secrets Manager B £ & X XFHFHWHWEZE , RAEEABIAXE
R KMS B4 EF MZEWEHE.

Encrypt

Secrets Manager 8 Encrypt 84Xk LT Secrets Manager #4E :

« UpdateSecret — MRBE k KMS 40 , Secrets Manager & A ZHEFH MBER
3 AWSCURRENT, AWSPREVIOUS #1 AWSPENDING Z4ARx ASHI B 234A

« ReplicateSecretToRegions — Secrets Manager F E# 3B FFEARIAXFHH KMS ZHEFH
BB IEZH,

DescribeKey

ZHAEERBA DescribeKey BERBEERAETEREH P UEREEZANREH H KMS
o

WX KMS 4789177 )
HEBRIRE RS EHARKN KMS Z4ArT |, Secrets Manager fFAEEHN KMS 1§ A

GenerateDataKey f Decrypt ##. XLRAWABAAREEFZ KMS B A Tix LR
{E, Secrets Manager FHAXLIRENER ; ST ETAMZFRIEPFERAXLELE R,

B LURBIXEERA , BRXEERSP SecretVersionId BAMNE L T XWER
RequestToValidateKeyAccess,
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® Note

i % , Secrets Manager RiFAAFREZEMEZE LT X, EREH Amazon CloudTrail BEH
ARE K EEEME LT XHEA.

Amazon EE X %40 (aws/secretsmanager) HY 40 K #E

X Secrets Manager &R A XK HiEKREt , AT Amazon £E X ZF 4 for Secrets Manager (aws/
secretsmanager) WX I QAR TEH KMS ZHA TEERENNIR, BAXBTATEM
AP EEER KMS 4,

LA R SR Amazon EEXEH REERM , WA ZKRFKEL, BREAERNFHEKE , B
ERER. AXFMAEER , FEREEBHERK,

ZARBPHRBBAREEUTMN

« {X & Secrets Manager REXKFRPWA P A HBERE , TAFXLEAFFER KMS ZHRMITINERE
{E. kms:ViaService FHZ4A ]38 FIKHELLPR &,
« 7Y Amazon Ik~ 812 IAM policy A ATAFEE KMS B4 E NS RN.

- RE Secrets Manager 7 AR INKIKE KMS Z4ARIARIR |, B %K B E L Secrets Manager
RETAFCIE KMS RN , FHAFKF BT LT Secrets Manager £/ KMS ZHB RN
X Amazon EERZH W XENIRETER,

TH =2 Secrets Manager 9 Amazon £ &R Z40 RO Z4AKEE,

{

"Id": "auto-secretsmanager-2",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {
"AWS": [
nakn
]
},

"Action": [
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"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333",
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
I
{
"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {

"AWS": [
nin
]
}I
"Action": "kms:GenerateDataKey*",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:CallerAccount™: "111122223333"

3,
"StringlLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"
}
}
},
{
"Sid": "Allow direct access to key metadata to the account",

"Effect": "Allow",

"Principal": {
"AWS": [

"arn:aws:iam::111122223333:ro00t"

]

I

"Action": [
"kms:Describe*",

Amazon B X4 (aws/secretsmanager) K B4R KB 249
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"kms:Get*",
"kms:List*",
"kms :RevokeGrant"

1,

"Resource": "*"

Secrets Manager 1% £ T X

MEETY R-—AESEFFNBRENREN, EERPIESNE LT XUAMBZEHSEN , Amazon
KMS BAn& 520 e £ T XREZMEZEN KR, EMBRE , B450F AMEBRME LT3

£ X% Amazon KMS B9 GenerateDataKey # Decrypt &R & , Secrets Manager £ E&8 %A
FHRRBARERANEHR-EXNNME LT, AT REFAR. EHFTF2T , BEEHASHMNE
L TR BHAEMR.

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
}

B AEAMNE £ XEFITHERM B EPIRIRIX L NZEE ( HlE0 Amazon CloudTrail M Amazon
CloudWatch Logs ) , 3% £ T X AEERBMTNPHITENOEHE.

Secrets Manager & £ T X 3EHNEH-EI

+ SecretARN — E— PN B H—EXNFRIRZR4H, Z4AR SecretARN, Z{ERZ4AM Amazon Resource
Name (ARN),

"SecretARN": "ARN of an Secrets Manager secret"

flan |, IRZEAK ARN 2 arn:aws:secretsmanager:us-
east-2:111122223333:secret:test-secret-alb2c3 , MB L TFTXCHBELU T,

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3"
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https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKey.html
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RAriEmE

Amazon Secrets Manager
« SecretVersionld — £ =N EH-EXNFRIRBHANRAE, HHR SecretVersionld, ZENRAE
ID,

"SecretVersionId": "<version-id>"

fBlgn | R Z4LABIMRA ID & EXAMPLE1-90ab-cdef-fedc-ba987SECRET1 , M& £ T aE
LT X,

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

WIRE N S E R P M KMS Z4A8T |, Secrets Manager £4F GenerateDataKey # Decrypt &R &%

F Amazon KMS , LUBIEFAF REERE KMS A TIXERE, BFRFWEA , HEFNEHA
EERX LN,

EXLRUFERF , SecretARN WERZHIEER ARN , {B SecretVersionId A
RequestToValidateKeyAccess , SIA R MNE L T X RBIPFIR. L4FERE T HBBIETE B EM &%

BRER AR UEE R

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "RequestToValidateKeyAccess"
}
® Note

£33 % |, Secrets Manager BiFiER T BN LT, H£REH Amazon CloudTrail HZE
AREESREEE MR ETXHEM,

9% Secrets Manager 5 Amazon KMS R E

&TI LAE R Amazon CloudTrail #1 Amazon CloudWatch Logs 3RER ¥R Secrets Manager X RIEKIEHA
Amazon KMS BJiER, BXRENZACANESER , B0 KEEA,
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GenerateDataKey

LEERAPRIELEXZLAMEA , Secrets Manager ¥[8 Amazon KMS %
% GenerateDataKey &R , N Z4EE KMS £,

2% GenerateDataKey BENEHSUT RAISHEL, ZBERH
secretsmanager.amazonaws.com M. SHIFEELHAN KMS 40K Amazon Resource
Name (ARN), FEE 256 {v %4019 240 5 B RF A R AR IR B4R MR AR B9 122 T 32

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:23:41Z"

}

1,

"invokedBy": "secretsmanager.amazonaws.com"
1,
"eventTime": "2018-05-31T23:23:41Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:us-

east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

iy
"responseElements": null,
"requestID": "a7d4dd6f-6529-11e8-9881-67744a270888",

1542 Secrets Manager 5 Amazon KMS X & 252


https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#encrypt_context

Amazon Secrets Manager ArfEm

"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c2led36",

"readOnly": true,

"resources": [

{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"accountId": "111122223333",
"type": "AWS: :KMS::Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Decrypt

BHLRNBERZ AN ELAER |, Secrets Manager &£ @ Amazon KMS &% Decrypt 3K |
X E R BIER AR ITHRE, N THAEGS |, Secrets Manager IAEEFABRENENR |
R HIEFF B R AEHL7 % Decrypt K,

123% Decrypt BENSHELUT ROIEHEL., AR REM Amazon IKF R IEFEHRIKRNEF
Ao SHBIEMBRRZR (ENEX blob ) ARFRIRFZH Amazon kP HI % £ T3, Amazon
KMS N\ 18 H KMS #4A ID,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"

I

"invokedBy": "secretsmanager.amazonaws.com"
I
"eventTime": "2018-05-31T23:36:09Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
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"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"

iy

"responseElements": null,
"requestID": "658c6a08-652b-11e8-abd4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46b1-b985-cbdal3719611",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type": "AWS::KMS::Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Encrypt

HIBE RS HEAXIKN KMS Z4A8t , Secrets Manager [ Amazon KMS %&3% Encrypt iR , E
SRAE A Z4A EH B AWSCURRENT, AWSPREVIOUS 1 AWSPENDING ZR4ARRAS, HENZRAE
#1255 —NXEET , Secrets Manager £ [6 Amazon KMS & 3% Encrypt 3K

B Encrypt BENSEHEUT REIEMHEL. A/ RER Amazon IKF R IEE T RIREFRE
AO

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"sessionContext": {
"attributes": {
"creationDate": "2023-06-09T18:11:34Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "secretsmanager.amazonaws.com"
I
"eventTime": "2023-06-09T18:11:34272",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa0@71ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-
east-2:111122223333:secret:ChangeKeyTest-5yKnKS",
"SecretVersionId": "EXAMPLE1-5c55-4d7c-9277-1b79a5e8bc50"

I

"responseElements": null,

"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",
"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa071lddefdcc"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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RS AR Amazon SR B RHWEE |, 55 W Amazon zEZ €, BERBEMIZELZ S HKESSEK
RI1HER Amazon 3835 | 52 (£ X Amazon Well-Architected Framework) ## EAHZHE
R

I M 47518 Secrets Manager 2i#id Amazon A TLS K APl #4TH . Secrets Manager API
AN EMMENERA. A , Secrets Manager XEFE TR RENIHEEE  HPALEZEETE
P it BYPR &, 8k B] LAfE ] Secrets Manager BIRREERIZFIRBISFEELMFEE (VPC) Imash
HE VPC MR THE, KBRL , XFBE T Amazon REFNMEEE VPC EIAEZHANMETHR,. &
XEZER , BZHAVPC i<,

Amazon Secrets Manager # Y1k & 8

Amazon B %% Amazon X F Al A XHELKEMIEHE, AmazonXFREZSNEYE LS TFHNRER
AX , ETARBEIRERE. SFHERESARENRMERE—E. FATAHK , B LUg M
EETARXZELEHHt BRI HEEBNNAEFNBERE, SEENENRSNBEHOERIE
WAL TARAEZRETESHTAY. BEISENTT EX.

BXRIERDMREMENIFMAEE , BSR A M- Amazon Well-Architected AEZE,

BXRAmazonXIFMAARNEZELR |, FS@AmazonE EREM L,

JEEF TLS

Secrets Manager XX & HELZE (TLS) MEMBZEMUERAEESFE FRARIRET, HEEET
Secrets Manager APl &35 bt , ATBAEA L TLS i, BANEMECEETFEELZZHIRME T I
BE | RIS AT BATF 2R it ix 26 B2 4R 33 iU 3T Secrets Manager AW E N, XEBEERETR
AZHITHEER TR , ELERNBEHERAN TLS B —#%e , A EETRSEHFANT &K
B, T3, EEMERANEEZARRIMUEL , SiIS¥MERMNEHEMEE,

ATRPSKRMZALHE , EXEBBEERREZTRENKE , Amazon EERRSERBHX , —&
FENEFEBEEREETEZE. BI1BL 71 Secrets Manager is R BXHE T RE B E TR
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Secrets Manager £ EXF 2 AN E XEE L F PQTLS,

BERBSRBEF TLS

1. & Amazon 2 HZITHE P iRAINEER Maven KBTI, BIMNBUEERAZHTARE. B
W, U E AR IR A 2.20.0,

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<version>2.20.0</version>

</dependency>
2. ¥ Amazon SDK for Java 2.x ANEITE A H#1TH®IL. EHTTP BRI LELBERAREREET
RBEMH,

SdkAsyncHttpClient awsCrtHttpClient = AwsCrtAsyncHttpClient.builder()
.postQuantumTlsEnabled(true)
.build();

3. B2 Secrets Manager & & F o

SecretsManagerAsyncClient SecretsManagerAsync = SecretsManagerAsyncClient.builder()
.httpClient(awsCrtHttpClient)
.build();

M7E , HIZAA Secrets Manager API ERT , B AANBYBEEEF TLS &5 %l Secrets
Manager i &

EXERAREEETFTLSHESEER , H25H .

- Amazon SDK for Java 2.x FF R A fi #§# #Amazon SDK for Java 2.x E X & F
* s2n-tls &, FFFIR TLS SKHEMBEA s2n-tls.

- XEERFHEMEARHAZEE (NIST) WNEEFEBZ,

. BAEBELS 1.2 (TLS) WBAGER F RS % (PQ KEM),
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« Amazon KEIEEEH K Ensuring Consistency When Using Amazon S3 and Amazon EMR for ETL
Workflows
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£ )22 M #Z it U E “Cannot generate a data key with an asymmetric
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Secrets Manager A 5B HAXBKOTFMNE KMS ZEAXRANEBNBHEERBIEZRH. TeeERAER
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Secrets Manager 2 EBABMARERMANENFR , UHBIFARE ARN HE—14, tRMIBR
TRBZS , ARERAERNEHAETHZD , UVHTXEZFNER , XANSHEETEN
ARN, HIF ARN @ , B E IBBANAFR T2 BREFBHANHRNR,

Secrets Manager Al N Z4A1ZE ARN , EP X, kP, BAEN , EREFHFNANER ., W
TR :

arn:aws:secretsmanager:us-east-2:111122223333:secret:SecretName-abcdef

MRAZHBMUEFRNANTRERE , YENEA—52 ARN BY , 7 Secrets Manager & kI&LLF
EETTEMN ARN, fltn , BAageEF — N8B H MySecret-abcdef WEH , EARN T :

arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-abcdef-nutBrk

HERWAUTRME ( WBRERER—E5 %4 ARN ) Y, Secrets Manager AJBE2 R N EI# 4,

$ aws secretsmanager describe-secret --secret-id arn:aws:secretsmanager:us-
east-2:111122223333:secret:MySecret-abcdef

2244 H Amazon IRFERE , BUIMER LIRS EHMER.

MREEZHIERBZATERES , WRARERAEEPIHNERRSREFTRH. AXESER,
BFSAHEBRSEENZH.

ERTHEERZY  BUNEEEAEN. AHMBRESEENZAUZBRSH ID ERER. & , &
Amazon CLI F8H describe-secret , REEEFE OwningService,

KA Amazon BEEE | BAAEREHRE BN EH. 0


https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/describe-secret.html
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Secrets Manager E=E APl EEREH TPS [R& , MAEBAEGIER AP 8y TPS FREUIIRIK,
BNBWEREUEBEE 10 28— XWERFLEEA PutSecretValue % UpdateSecret, SR
WA PutSecretValue 3 UpdateSecret EF & 4A{E , Secrets Manager 0 Z AR, =
WA 100 NE , Secrets Manager £ BRARFRIZEIARA |, B R MIBR 24 DEt A BRI R, R
F10 PHEF—IRZAE , NEIBHRAZ T Secrets Manager MIBREIRRAS | 3% B 2340 R A< B B
o

BRBEENKFPEITESNXE , FESMRARKE T8I XER,

% —4 Amazon Web Services Ik PR NAEFERAEMKSHENRERN | XM ABKSFER, X
FEMKFiER |, Secrets Manager FRHI A HERNWFBHKST , MASREZWEAKS,, Hla, @
RWF AFHE—SOEAKS B ARNE—#E , NZRZNFERSMNEA TR, A PEEH.

Secrets Manager Bt &

B ERiIAE Cl) iR
1]
24
DeleteResourcePolicy, GetRes BIAZENXE: & DeleteResourcePoli
ourcePolicy, PutResourcePolicy B8 50 cy. GetResourcePoli
ValidateResourcePolicy AP| i5RHIA & cy. PutResourcePolicy
pr =3 F ValidateResourcePo
licy API ERAEHN BB
BAREFH.
DescribeSecret 1 GetSecretValue APl S8 MXEFENXE: & DescribeSecret #

BHROVAESER s¥1 AN GetSecretValue APl &R
HENEVWBRAESH.

PutSecretValue., RemoveRegion BIAZENXE: & PutSecretValue, Rem
sFromReplication, ReplicateS g8 50 oveRegionsFromRepl
ecretToRegion, StopReplicati ication, ReplicateS

onToReplica, UpdateSecret ecretToRegion, Stop

ReplicationToRepli
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B2 ERINE A iR
13
4
UpdateSecretVersionStage API i53R#Y ca. UpdateSecret #
HERR UpdateSecretVersio
nStage APl EREAEHNE
VERASBFH.
RestoreSecret AP| &R 4H G IEZR BN EFEAXE: B RestoreSecret API 53R
¥ 50 N BOBRREFH.
RotateSecret #l CancelRotateSecret BAXENXE: & RotateSecret Hl
APl ERHASER 2% 50 CancelRotateSecret AP
BRAEGHWEBVRERES
o
TagResource 1 UntagResource APl & B/ X#EFEHNXE: & TagResource #

KRB EER ¥ 50 UntagResource AP i&3R
HENBUVERASBFH.

BatchGetSecretValue API iF3R KRR BN RHOX - B BatchGetSecretValue API
¥ 100 N BRWNBVERAESE.

CreateSecret AP| &R )RR BN ROX : B CreateSecret AP| iR
/8 50 BWBABESH,

DeleteSecret AP| &Ry E= BN EFHX - i DeleteSecret AP| &R
/8 50 BWBABESH,

GetRandomPassword API &R By iR =R BN EFHX - & GetRandomPassword
F# 50 APl BERNBWERKRES

o

ListSecretVersionlds AP &R YR = BN EFENXE i ListSecretVersionlds API
/¥ 50 BRWBRERAESH,

ListSecrets AP| &R iR R BN EFHNX - & ListSecrets AP| i83REV &=

&% 100 WHRAEFH.
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* RequestTimeout
* RequestTimeoutException
* PriorRequestNotComplete

e ConnectionError
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https://docs.amazonaws.cn/general/latest/gr/api-retries.html
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e HTTPClientErrorx

RS RMRFERERE

Throttling

* ThrottlingException
 ThrottledException

* RequestThrottledException

* TooManyRequestsException

* ProvisionedThroughputExceededException
* TransactionInProgressException
* RequestLimitExceeded

* BandwidthLimitExceeded

* LimitExceededException

* RequestThrottled

* SlowDown
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