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Flambda:InvokeBE K~ X BRIV AE € : Amazon Service Catalog

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
I
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-
east-1l:account_id:function:ServiceCatalogTerraformOSParameterParser"
}
]
}

XRiZRENERIEFEZ{TAI4 Amazon Service Catalog EHIME— R, B2 , B LA
aws:SourceAccount XEEE L TN ERH—SXNHRH, mMixXLBA% Amazon Service Catalog
RFEHER |, EAEEKFH ID Amazon Service Catalog R4, YBITEESTREASHES X
FRAFEHRREBERFEALZNSIZN , X—BXH.

Blgn | & e] LAE A A0 PR B9 SRS S8 9 51 2B BR &1 X A2 IR B 000000000000 1 111111111111 BY
B3R :

FRIRBEFINENER Terraform kL& 5| ZE A 12
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-
east-1:account_id:function:ServiceCatalogTerraformOSParameterParser",
"Condition": {
"StringLike": {
"aws:SourceAccount": ["000000000000", "111111111111"]

mREHNRERBELTXHAATRT sqs:SendMessage REMTF RN R

B Amazon Service CatalogfR iy 5| ZeIZN B EHRES|I A Amazon SQS BAFIRY 1A [F] SR ER{R @ AR SS E
#H&RTFEKFF sqs: SendMessage ( M<BkHY KMS ) PR : Amazon Service Catalog

"Version": "2008-10-17",
"Statement": [

{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
1,
"Action": "sqgs:SendMessage",

"Resource": [
"arn:aws:sqs:us-
east-1l:account_id:ServiceCatalogTerraformOSProvisionOperationQueue"
]
},
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions when
sending message to queue",
"Effect": "Allow",

FRIRBEFINENER Terraform kL& 5| ZE A 13
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"Principal": {

"Service": "servicecatalog.amazonaws.com"
},
"Action": [

"kms:DescribeKey",

"kms:Decrypt",

"kms:ReEncrypt",

"kms:GenerateDataKey"

]I

"Resource": "arn:aws:kms:us-east-1l:account_id:key/key_id"

XRiZREHERIEEIZ{TAT4 Amazon Service Catalog ERME—R, B2 , EBaJ LA
aws :SourceAccount fAIEEE E T XEAH — SN EHRSl, miX LRSI Amazon Service Catalog
RFEHEER |, EAEEMK S ID Amazon Service Catalog EE#Z 4, YBTEESTRASHRES X
FRAFEHRRERERFEALNSIZN , X—R/BXA,

Blgn | & el LAEE A A0 PR B9 SRS S8 Y 51 2B BR &1l 9 X A2 IR B 000000000000 1 111111111111 BY
B3R :

"Version": "2008-10-17",
"Statement": [
{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
},
"Action": "sqgs:SendMessage",
"Resource": [
"arn:aws:sqs:us-
east-1l:account_id:ServiceCatalogTerraformOSProvisionOperationQueue"
1,
"Condition": {
"StringlLike": {
"aws:SourceAccount": ["000000000000", "111111111111"]

FRIRBEFINENER Terraform kL& 5| ZE A 14
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"Sid": "Enable AWS Service Catalog encryption/decryption permissions when
sending message to queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
},
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ReEncrypt",
"kms:GenerateDataKey"

1,

"Resource": "arn:aws:kms:us-east-1l:account_id:key/key_id"

FREBERBERMNINEER Terraform Tl B 5|2 H 15
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Al]

BRI LAME R AT E"R — N B mEMRTT 1R A Amazon Service Catalog , tB AT LURER AT
HREDPNSRHITERE,

EXRHREH  BHUEZREBANRLAFRPNEORTEL, EFREREER , B SEFREAS
REBVE~R. FANRLKAF  RERITIBCRSVWHRNRLAFPBHAEHBI =R, “@RIUURUT
F£—1n :

« —H7E Amazon Linux LETH=FRXHE , HEMEE LR ITLERAS Amazon FIRH
Amazon CloudFormation #&4X,

o —H7E Terraform BLESIZ LETHHRHE  EF targz BEXH , ZXHEXN T=RULERDN
Amazon &R

® Note
Figeal , FRREE T IRE Amazon Service Catalog FHI S,

"
> B

i1 FE
« Amazon CloudFormation =@ A

o FFEAER Terraform =G

AIIE

Amazon Service Catalog 2t 7 —1MNB SR WERHFN ™ RERMBATTE , RETLUIREAT, &7
BN ANEFREESPNEA~REFZZBECSHKS, , RAERELNERFTEE L.

B

. RREH

- THREZ

Al'E 16
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FRFAF
EEAAVEFWERZ S FRREEEUTARE :

« f£A Amazon CloudFormation #RiRFIEHNNIR, BXEZER , ESHAFEAEFIHRINE Amazon
Identity and Access Management,

- B Amazon Service CatalogFTEHNEEANR. EXEZELR , BSH the section called
“Identity and Access Management’,

THES
EXEMTENELRNESZER |, 53 Amazon BHRE,

Amazon CloudFormation =@ Al’]

BAILAE R AT R — N R I B9 7= m AR AR 18 £ Amazon Service Catalog , 2 AT LAIRER AT
BRI S RIITIRE,

EARHED , ENUBREEANRELAFRPNSAHMITEL, ENEREER K SFECEB-m4A
&, REOEFR. ENRLKAF  BERITIBECRATHRGXAFEHAHBIT™R. ZFE M
—ANE Amazon Linux LETHEFRHE , EETEN=m A AFERAB Amazon #IRE Amazon
CloudFormation g,

(® Note
Fraz el , BHBREEEEK ’E Amazon Service Catalog FHI SRR,

|.|.|/
i
Q‘Fl'

. & Amazon CloudFormation 1 x
 DIEBRAX

 BE mAE
 EmAEFOIER M@

. AN DB AR £ 3R A BR #2451 K/
AMBEFHARASE IAM AT
MRLAPETFERA SN EXE

¢ |
% [=

\‘\\'Fl'
;‘ﬁ

N
B
~ o o | fw v

\‘\\'Fl'
;‘ﬁ

Nil
S

Nil
B
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/using-iam-template.html
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- SR8 NHAFZLAF KR

£ 1 4 : T# Amazon CloudFormation & 4%

& E] LAE A Amazon CloudFormation 4Rk >REL & FELE = m4A S ™R, HEikZE JSON = YAML
BREXHWXAEXHE R TEFEMEENRR. EXEZER , 3 https://docs.amazonaws.cn/
AWSCloudFormation/latest/UserGuide/template-formats.html i F#§8 A #YAmazon CloudFormation
BARE R, BOLUER B CEER Amazon CloudFormation %5855 X A %1825 R B B MR ZE AR
EAHESD , RINBHT —NMEEEMRKRBBEA T, WERSFZ3IH SSH HE Ml EAE A/ Linux
=6,

(® Note

5/ Amazon CloudFormation #iREEFHINR, EEF B 2E , BREHEE EBHNR,
BXREZEE , BSE AI'E FHERSH,

B T8

R AR IR K RHIENR T4 development https://awsdocs.s3.amazonaws.com/servicecatalog/-envir
development-environment.template onmenttemplate %%,

ERIT RN
RPUEARE IR M T PR :

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Description" : "Amazon Service Catalog sample template. Creates an Amazon EC2
instance
running the Amazon Linux AMI. The AMI is chosen based on the
region

in which the stack is run. This example creates an EC2 security

group for the instance to give you SSH access. **WARNING** This

template creates an Amazon EC2 instance. You will be billed for the
Amazon resources used if you create a stack from this template.",

"Parameters" : {
"KeyName": {

SRR TEIER 18
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/template-formats.html
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"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"

I
"InstanceType" : {
"Description" : "EC2 instance type.",
"Type" : "String",
"Default" : "t2.micro",
"AllowedValues" : [ "t2.micro", "t2.small", "t2.medium", "m3.medium",

"m3.large",
"m3.xlarge", "m3.2xlarge" ]

}I

"SSHLocation" : {

"Description" : "The IP address range that can SSH to the EC2 instance.",
"Type": "String",
"MinLength": "9",
"MaxLength": "18",
"Default": "0.0.0.0/0",
"AllowedPattern”: "(\\d{1,3})\\.(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,3})/(\\d{1,2})",
"ConstraintDescription": "Must be a valid IP CIDR range of the form x.x.x.x/x."

}

1,

"Metadata" : {
"AWS: :CloudFormation::Interface" : {

"ParameterGroups" : [{
"Label" : {"default": "Instance configuration"},
"Parameters" : ["InstanceType"]

1A
"Label" : {"default": "Security configuration"},
"Parameters" : ["KeyName", "SSHLocation"]

1,

"ParameterLabels" : {
"InstanceType": {"default": "Server size:"},

"KeyName": {"default": "Key pair:"},
"SSHLocation": {"default": "CIDR range:"}

}
}I

"Mappings" : {
"AWSRegionArch2AMI" : {

SRR TEIER 19
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"us-east-1" { "HVM64" : "ami-08842d60" 1},
"us-west-2" { "HvVM64" : "ami-8786c6b7" },
"us-west-1" { "HVM64" : "ami-cfa8al8a" },
"eu-west-1" { "HVM64" : "ami-748e2903" },
"ap-southeast-1" { "HVM64" : "ami-d6elc584" 1},
"ap-northeast-1" { "HVM64" : "ami-35072834" },
"ap-southeast-2" { "HVM64" : "ami-fd4724c7" },
"sa-east-1" { "HvVM64" : "ami-956cc688" 1},
"cn-north-1" { "HVM64" : "ami-ac57c595" },
"eu-central-1" { "HVM64" : "ami-b43503a9" }
}
},
"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1,
"KeyName" : { "Ref" : "KeyName" },

"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref"
"AWS::Region" }, "HVM64" ] }

}
},
"InstanceSecurityGroup" : {
"Type" : "AWS::EC2::SecurityGroup",
"Properties" : {
"GroupDescription" : "Enable SSH access via port 22",
"SecurityGroupIngress" : [ {
"IpProtocol" : "tcp",
"FromPort" : "22",
"ToPort" : "22",
"CidrIp" : { "Ref" : "SSHLocation"}
11
}
}
},

"Outputs" : {
"PublicDNSName" : {
"Description" : "Public DNS name of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicDnsName" ] }

SRR TEIER 20
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},

"PublicIPAddress" : {
"Description" : "Public IP address of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicIp" ] }

}

}
}
AR IR

BIRFRERD =R CENRR. 88U TS :

« AWSTemplateFormatVersion ( AliE ) -F T el ttAmazon BERVIEREXVRE. HITWERE
HARAZ 2010-09-09 , HEE R BRI —HNERE.

o IR (WIE ) - BARMER.

- BR (W) - AFZAEENATREI=RHNSH. T8I S, BREIE—PRE , EFEA
HELITHEREHNAR, BRARNEZER , 55 £H Amazon Service Catalog £J 3R,

ZKeyNameZ B A F B8 EHRL AP EMEMA Amazon Service Catalog /5 31 %89 7= fa B 247U 1R ALY IZ
DMt E R (Amazon EC2) BEAXN B h. LREETRNLSRP OIBZEHX,

o THIE (WiE) - BHAXREBERHEMERNITIR, Amazon::CloudFormation: Interfac e BE X T
BARAFPEHA0RNME RS, ParameterGroups B M E X MAIF S8 5 4A LA K X e 48 FIFR
W, ParameterLabels BMENAZILENSHEN. HAFEESEREHE T HERN ™M
i, RERAFPEHAMBEBERE Server size: TETRFREHN Instance configuration 5
B, HEFRE Key pair: FERHREHN CIDR range: # Security configuration S,

« BRES (k) - AAKREERMSHENBZHANIBENMRSE , SERKREL. SRLUER &R
Mg o HH Fn FindinMap RS RBNREMNNERITER. EFENERIFBXFIIRIA
EE8 Amazon XXt R Amazon R (AMIl). Amazon Service Catalog 1 i bt BRET R &
AP EFIEEREN Amazon XEREEZEFERK AMI Amazon Web Services Management Console,

- BB (LF) - #ERBRREEM. S| ABERNERENRETsPHRIR. ZLEERS &
fHEE 7 —1N=1T Amazon Linux B EC2 SRR — ¥ SSH i RIZSEFIMN T £4EH., EC2 KfIH#
B B o ERAAFBANEEREESSHIRE SSH 7RI ZLA B .

Amazon CloudFormation £ 281 Amazon XM L8 E XL HWIRET LR AMI ID HOoHEo B Z £
H, ZLEEBEENATFIKAO 22 LREBAFIEERN CIDR IP #iBE A A TEHE,

c W (TE) -EHRAFTFRBYITRNNBENXA, RENERREBEEIHIZFINLE DNS B
HHEEREAEBAF, AFPEEL DNS E# k£ H SSH iE B2 4,
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/format-version-structure.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-cloudformation-interface.html
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EXRERIAFTENEZEES , 25 (Amazon CloudFormation AAFIEmM) FHEHRSZE,

HIR 2 IEBRPEX

EfENRAAFREB B ETARETRHERN R , BLI6IE— Amazon EC2 key pair. %A
Rﬂ%ﬁﬁ?ﬂﬂ%"ﬁ?&ﬁﬂ’\]’&ﬁ%’?‘fﬂﬁﬁﬁ?ﬁﬂ@?&ﬁﬁ’\]ﬂxﬁ?ﬁ‘fﬂﬂ’]éﬂ.:.o BEREZPEXNNESZER , BHRKEE
&% Amazon B4lA , AREF T Si# EC2 AFEEP I L% EC2 Z4AX,

REFEHR Amazon CloudFormation #1x ‘@& L TKeyNameZS# : development-
environment.template

"Parameters" : {

"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"
3,

R4 AP EME A Amazon Service Catalog Z4AX 3 30 B THE AR MY 7= GBS A IE E B A BV & 7o

MRIENKFHFER - NEFLEEANBAX , MALBE $]R3 : 612 ~mda. BN, FHMN
hEZ

REZAX

1. ITFLSE EC2 ##lA , Mk A https://console.aws.amazon.com/ec2/o
ESMBE KT H Network & Security T , i%# Key Pairs,

2
3. 1E Key Pairs W L , i£#% Create Key Pair,

4. YT Key pairname , B AZ TiEMEH , RFERE Create,

5 HERFIAREBESAREFEAEBAXHN , BRZNARFIRE2VE

/A Important
XRERELEBANMHNE—N L

B2 QIERAN 22


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/template-reference.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://console.amazonaws.cn/ec2/
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SI|3: 0IE FmASs

ENAFRHTR , ARBENREFREUEFREAS.
tEFmAS

1. $TFF Service Catalog ##|& , ik https://console.aws.amazon.com/servicecatalog/o
2. EEMNSMERT , EFF-mEE  RARERCIE~RAS.
3. BALUTHE:

- FRHAEEH - Engineering Tools
- FRAEHEIR —Sample portfolio that contains a single product.
- #1EH%& - IT (iteexample.com)

4. EEHE,

B4 EFEmAESHEERFT R

REFREASRE , ERUTNETRAGHOETR T . EAKESD | BFIESE R Linux Desktop BI7=
M, ZFmET Amazon Linux EEITHZHFEARE N TFIBIEFRAEN.

ErmAShelErm

1. WMREBEERL—FR , WFE TR Portfolios WH. &N , iEITFF https:/
console.aws.amazon.com/servicecatalog/,

BEANAEESR 2 POIBNIRIE~RAS.
3. &EEL&EHF~R.
4. HEFREAGESINCESmAEL  WANUTRE

N

@A - Linux Desktop

FmiEiX - Cloud development environment configured for engineering
staff. Runs Amazon Linux.

- PEE-IT
- DHEHE- (ZF
5. EMRAFMAEER
WMALTHEA :

S]3:HEFRAE 23
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THE L |, %&F A CloudFormation i, RFIEFEIEE Amazon S3 #4x URL



https://console.amazonaws.cn/servicecatalog/
https://console.amazonaws.cn/servicecatalog/
https://console.amazonaws.cn/servicecatalog/
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- %£$Z1EIR - https://awsdocs.s3.amazonaws.com/servicecatalog/development-
environment.template

o RAFRE -v1.0
« ¥R — Base Version

6. EXBFHEAEEID  WAUTRR

o BXXRE TP — ITSupport@eexample.com
o Z 8 - https://wiki.example.com/IT/support

- X#FHiR - Contact the IT department for issues deploying or connecting
to this product.

7. EEGIE M.

BT 5 AN IIAEAREY SR A PR I S5 K/

AREFREASEINRMN RS — B2, ARTURHFRNEHI LT (BFHAR) , B7
LA N7 b0 E) Amazon CloudFormation 4R ( BRAR ) . BXEZEE , S £H Amazon
Service Catalog 4R,

FERLFANIE Linux Desktop =R AIRIEAFERB S AHER KB KLFIXRE, MAFEAEER , B
FEEBM 6 NRFIEBAHITIER | YRS FEERWEHILBERENFNR/PER : t2.micro
M t2.small, BXREZEELR , HSH Amazon EC2 AF¥gmEF M T2 =4,

FHEARL RN IE Linux Desktop 7= i

1. EFRAEFHAEENEL , ERAR , ARERUBAR,

2. HFERIBARTEP , ¥TF=mil , &#F Linux Desktop, RJg , N TLARKEID | EFER,
3. HEERARIBD , mBEXERERS.

4. FUATABTHEIXARRESRT

"Rules": {
"Rulel": {
"Assertions": [
{
"Assert" : {"Fn::Contains": [["t2.micro", "t2.small"], {"Ref":
"InstanceType"}1},

S5 RMERA R 24


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/t2-instances.html
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"AssertDescription": "Instance type should be t2.micro or t2.small"

5. HEHERMEAT | @A Small instance sizes.,
6. EERBIE,

FSIR6 . RINBHARUDE IAM AE
B REEERL AP B3 mA Amazon Service Catalog #ER IAM A6,

FHSTRE | B/ @ Linux KE~maNEs1BRE , LAE Amazon Service Catalog A LA F ¥3 B
Amazon CloudFormation R IAM &R,

BE=maENERNBHLRE IAM BELMEFL TR

1. Amazon CloudFormation
2. B Amazon CloudFormation & #x & 9 BR &%
3. EIREHER Amazon S3 i F1EHL Amazon CloudFormation #& 4R Y 175 18] % BR .

EHARLESEAAFAUES =0 , AERZEHEENTRESRHETERE. BXESZER | #F
2% Amazon Service Catalog BE14I %,

RERBHARN , BFREELEFTINAN IAM RBFENRKLAF , A41F8EE A Linux Desktop 7=
fmo. 5l , %ServiceCatalogEndUserAccessE B F 47 Amazon Service Catalog &4& P12
# A& E A ENRE IAM R,

BEERBHAR , BAILUEME IAM RIEREK , HHRLRAF IAM RRBERERE. BXESE
B, S AM AFERE PR TRIERR,

=R EAES

1. EBRIAM BFEEHE JSON ST~ o 25 KA 5 A,
2. 7£ JSON REEM#HH , ML TR

« cloudformation— fFGIE, BEEL, FH. MBR. FIHFFRiE Amazon CloudFormation 3
# K Amazon Service Catalog T2 X PR,
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https://docs.amazonaws.cn/servicecatalog/latest/adminguide/constraints-launch.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
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- ec2— AFHIE, EE, BEA, BEMFRIZEN Amazon Service Catalog =R — 2L S
e it E = (Amazon EC2) & JREY Amazon Service Catalog T2 R, RIFEEIEM
Amazon iR , LR AIBES K ETL,

NIEH Amazon Ik BTV IEE R , H U EENRERKHMIIEEN IAM BE,

- s3— AFHEHFER Amazon S3 FfE#E. Amazon Service CatalogEZPEF= M , Amazon
Service Catalog FZ i/ 8] Bl E X Ko

 servicecatalog— ftif Amazon Service Catalog KEXFZLAFFIH, W, BEA, RicH
B &R,

« sns— AFREFFRBIFIH., EH. EAFIRIE Amazon SNS £BH Amazon Service
Catalog B R,

e ec2

® Note
BRESHBHEMER , LTLESBEYRR JSON H.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:GetTemplateSummary",
"cloudformation:SetStackPolicy",
"cloudformation:ValidateTemplate",
"cloudformation:UpdateStack",
"ec2:*",

"servicecatalog:*",
"sns:*"
1,
"Resource": "*"
},

{
"Effect":"Allow",

SR 6 IMMBFHAR 26
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"Action": [
"s3:GetObject"
1,

"Resource":"*",
"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"

BERET—F , 7%,

EET—F , ¥,

EEEFEXKAEL , WA linuxDesktopPolicy R EZ .
LR OB KR,

ESMERT , ERAG, AGERCUEAGHMITUTERE

N oo o MW

a. T “EEAERA F , EF “Amazon RS, AFTE “Hitt Amazon BRFHIAAFI” TEE S
ervice Catalog. 1%£3#% Service Catalog Afl , RFEET —%,

b. #ZKlinuxDesktopPolicyRlg , AFikHZEIRIE,
c. B‘EET—-F,
d XFABEF , #A linuxDesktopLaunchRole,
e. i%#% Createrole (BIEAR ),
8. 1E https://console.aws.amazon.com/servic e Amazon Service Catalog catalog 3T FF#Z=HI &
9. i%#% Engineering Tools = R4A S
10. EFRASHHAGENEL , ERARETF , AREFRIEAR,
1. F=f , % Linux Desktop , X FARER  ERZ3,
12. BEFRER IAM A6, ETRKER “linuxDesktopLaunch& & | SREER “BIE”,

ST : AIRAHFR T mA ST RN
A%, BEURFRASFNTR , TUEARLAF BT HERR,

TR
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MRBEZERARLAFRE IAM 84 | 1§58 [0 Amazon Service Catalog & P& FHER,

REN = mA SRR

1. EFmASHHASEREL , EEHRNRIETF,

2. EERTIHENR,
3. EEARTFL, EPBRLASHN IAM BASIRE,
4. IEFRIERR,

SR 8 MiARL M c Rk

ERITRAAFEERDBRRLAFZHEABRAEHENm , FUAKRLAT Amazon HHEF
FHATXERES,

BiFRL AP AT R &L AP 2E A8

1. EBR (IAM BFiEE) RHELIAM A7 54 2 FH 5 BE#RTERE,

2. HEXBERES  ERESEEngineering ToolsRAAAM Amazon XKiE, EARKES | %R
us-east-1 X1,

3. $TF Amazon Service Catalog # %% , https://console.aws.amazon.com/servicecatalog/&EE :

« m- AP AEAN R
- B~ - AP ERNEE™ M.

ERIERLAFALUS3) Linux Desktop = m
BHEE , ERHEDR , EF us-east-1 X1,
1. ERFHENFmEBS , %#F Linux Desktop.
2. E&ERITm, BEREFmAES,
3. 1E/E3) : Linux Desktop TWHA L , % A Linux-Desktop F{EFIEL &= Mm% Mo
4. EZHIEL, WAUTHRE , REEET—F :
- REBAD - %EF t2.micro,
« BEAX - RBEE SR 2 CIEFHAN POIENBREAN,
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- CIDR3BE - @A IP a9 E 3 CIDR SEE SUEZRISEH], BAILAEAERIAE (0.0.0.0/0 ) A
YFME IP b BT, B A LAREIR /32 B9 IP bt BUR SR IP bt iR |, siE R =
EZENENME,
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provider "aws" {

}

resource "aws_s3_bucket" "bucket" {
bucket = var.bucket_name

}
output regional_domain_name {
value = aws_s3_bucket.bucket.bucket_regional_domain_name

}
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SRS 0EEHAE

ESERA | BFHE—NIAM A (BAR) |, IBE Terraform BLESIZHERLAF B3 Terra
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BB E DL E Amazon S3 8 Terraform =mIENBHLURW IAM A& (BIAER ) XMEBUT
PR :

« HEIER Terraform & RHERE Amazon BiR. EAZHES , XBIEN
s3:CreateBucket*, s3:DeleteBucket*, s3:Get*, s3:List*
s3:PutBucketTagging Amazon S3 R ER 15 B R,

« 7£ Amazon Service Catalog B &/ Amazon S3 174 & IEET I T2k S3 #EARAY 1 8] 1 R
« X CreateGroup, ListGroupResources, DeleteGroup H Tag BREAREN L ENR, XL

#1E Amazon Service Catalog R FEBERRAFITE
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2.

NIER ¥ Amazon S3 17 M Terraform ™= melR K. KRBLAEERIAGZAIGIE
HREEATRR :

e s3— ARWFHIH, EEW, BEA, BEEMIRIE Amazon S3 =M Amazon Service Catalog £ &B1X
BRo

e s3— AWFIHRIMER Amazon S3 FEM. Amazon Service CatalogZZ &M , Amazon
Service Catalog & EFEL & 4BV 17 R AR o

« resourcegroups— Amazon Service Catalog SSiF8|Z, FIH. MERFFRIE Amazon
Resource Groups.

« tag— A F Amazon Service Catalog #Rig X PR,

(@ Note
REECERZFNEMTR , EAEEERE RS JSON KEE,

£ JSON SREEM S , ML TR

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:ExistingObjectTag/servicecatalog:provisioning": "true"
}
}
.
{

"Action": [
"s3:CreateBucket*",
"s3:DeleteBucket*",
"s3:Get*",
"s3:List*",
"s3:PutBucketTagging"
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d.

1,

"Resource": "arn:aws:s3:::*",

"Effect": "Allow"

I
{

"Action": [
"resource-groups:CreateGroup",
"resource-groups:ListGroupResources",
"resource-groups:DeleteGroup",
"resource-groups:Tag"

1,

"Resource": "*",

"Effect": "Allow"

I
{

"Action": [

"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

1,

"Resource": "*",

"Effect": "Allow"

}

-\lﬁﬁ#:%-lt_ie y *’j_":ﬁo
EET—% , &,

EEEXRBAMELE , # A S3ResourceCreationAndArtifactAccessPolicy R &
o

ik gnlke

4. ESMERT , ZEAR  RAGRERURASG,
5. WTREAEXRME  GRAENFERE , RE@MALLT JSON X :

"Version": "2012-10-17",
"Statement": [
{

"Sid": "GivePermissionsToServiceCatalog",
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"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"

iy

"Action": "sts:AssumeRole"

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::account_id:root"
},
"Action": "sts:AssumeRole",
"Condition": {

"StringLike": {

"aws:PrincipalArn": [
"arn:aws:iam::accounti_id:role/TerraformEngine/

TerraformExecutionRole*",

"arn:aws:iam::accounti_id:role/TerraformEngine/

ServiceCatalogExternalParameterParserRole*",

"arn:aws:iam::accounti_id:role/TerraformEngine/

ServiceCatalogTerraformOSParameterParserRole*"

‘EET—%,
FERBESIRSP | EFREN 81 H S3ResourceCreationAndArtifactAccessPolicy,
®ET—5,
HFAEREF , WA SCLaunch-S3product,

]

/A Important
B AEZHMLIMEL “SCLaunch” T3k , BRFIENAGRER.

10. & Create role ( RIEZA® ),
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Services fRSS HFXAEAEHIA Amazon CLI, API =8t Amazon SDKs, £ AL B HEN
XAEAZEDHANEABREDRTE2ATIHRIZH LS. MREQAIBRSSF[RMEMUE , BZENE
AEEMU P EEEIEBERBIEXNZRS B/ ER,

A b0 & SR AR B3R
AR

Amazon Service Catalog fEF AL B #EE N FHAHTERSMEZERN Amazon S3 i #8 I 5 #h
DynamoDB #iEFE, ETMEZE L , HS ¥ Amazon S3 1 Amazon DynamoDB £ K& < E A
ENEE.

&5 N
Amazon Service Catalog X FEIL & M 2 B2 HMEEFEAEZREZRZE (TLS) M Amazon®E Fiwm N,

BT LA 812 VPC L% = Amazon Service Catalog APls NG D@ EMME S (LS #
VPC ) #1TFAZ TR, M VPC LT & , VPC # Amazon Service Catalog VPN 22 [8] #9 3% H B
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FRAN&H—K VPC L% = Amazon Service Catalog H —I1 Amazon #ARE#HX#F Amazon
PrivateLink , iZ$ /R fE 58 4 M 442 O X Amazon BRE 2 BIMFAEERE | IR IPs BEMEKED
VPCs.,

Amazon Service Catalog# #Y Identity and Access Management

158 Amazon Service Catalog FEREIUE, XEUEHATMERF R Amazon FIR ( HlE1™=m Amazon
Service Catalog A& == fm ) BXBR. Amazon Service Catalog 5 Amazon Identity and Access
Management (IAM) 528 , fE&BEH [ Amazon Service Catalog B A R F 1812 M EE ™ RFFE
PR , H & F Amazon Service Catalog RAAF B R EEMEE = MATENNIR, XK
ELZHEBEANRALAFCRMNERE , E Amazon ZAHBEBERNRALAF2MGIBENERE, EBE5H
B PR | S EENIX LRI ANZI B F Amazon Service Catalogfy B/, A AR,

AR

#&3833 Amazon Identity and Access Management ( IAM ) $78 K9AXBR AT e BUR F &7 Amazon
Service CatalogF P /EN A€,

&8 Amazon Identity and Access Management ( IAM ) 78 KX BR AT e BUR F &4 Amazon
Service CatalogF P EN A,

S R -ER Amazon Service Catalog B & , FEEHEEERAEFHANELHRNEF IAM
R, XEEFERTENNENEE-REASN~R. EERFIUARAZLAFPRTHENRZENE
%o

BRARF-EENRARAFAUUERENFR2E , BEE@MA1R Fi5R Amazon Service Catalog &
KAPEFANNR, t1E A B3~ mMER A E ™ MmN R,

IAM B R - IMRER IAMEER |, BAEFE THNTEERIELAEEX Amazon Service Catalog
iE RN RN FAER . EEFHAE IAM RERB Amazon Service Catalog & F & 17 19 K B& 7R
f5l , HSH, the section called “Amazon F£& KB

BT 5 H R RG] Amazon Service Catalog

ES ]

- R4&H

ViR & U5 E AR
BY 7= fm 13 [F) £X R

g
S
H
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- EETNE S Y OISR

R4 R PR RS & TR AR

AWSServiceCatalogEndUserFullAccess #l AWSServiceCatalogEndUserReadOnlyAccess
KBER F 3 Amazon Service Catalog AR F#EHAMBEMN G ENERE, YAEEFE—KRBHWEF
Amazon Service Catalog £ 3 171£4% 8 Amazon Web Services Management Console , &4 i F#%
FANENE RMIERE N~ m.

ERAAFPBRIBHERFHRNBRNZRZE , BAAE MR EE M IAM R |, AR F16E R
7= & Amazon CloudFormation iR R ENKE Amazon &R, Amazon Service Catalog %0 , 0
B miEREE Amazon Relational Database Service ( Amazon RDS ) , N4 AEBFREZEFRTRE
7= M Amazon RDS R,

ETHRUOANATRALRFPEZ TR , FAEGHITY Amazon BRNHEFENRE , §SH. the
section called “fEALFR”

MR A AWSServiceCatalogEndUserReadOnlyAccess K , MEBHW AP NEERLAF S
AWIEREINR , B E R~ RN EEMEE - mATEHNNR. SRUER IAM BEEORLAF
RFIXLNR , B2 MREERE KL Amazon BRI RINR , N SR Z KM INESE 3 A
&, RE , B LIER Amazon Service Catalog FENAGNAT=RNBIAR, BEXNABHA
&, BHAGRINTHEHEBHNESZEESR |, H3 M Amazon Service Catalog 3 5 R &l

(@ Note

MR &6 A % F Amazon Service Catalog EXE G/ IAM R , MAHRHNEREE R BH A
NE. RICHEFRAAFEEEEARHESURMNIGRNE , EUFER FA1X LR,

B £8P B9 7 mm 13 R A R

ERAAFPAUERERFHENBRNFRZE , B4AE bR EE M IAM R |, A F16E R
7= & Amazon CloudFormation iR ENEE Amazon BiR. flin , R~ REREBE Amazon

Relational Database Service ( Amazon RDS ) , &5 A~ & F A T B 37~ ®mi Amazon RDS
PR o

ME R AWSServiceCatalogEndUserReadOnlyAccess XBE , MEHAFSESRLAFEE
EUENFENRE , BT ER - mNERMEE ™ mATRNNR, BALE IAM AEZR L
APEFXENR  BRUIREERFZTLALX Amazon FIRATHRIER | N R i% 5w NS
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HBEE, AE , BILUER Amazon Service Catalog FEFARNAT~RNBIIAR,. BEXNAR
BB, BACRIFNTAABSHACHNESZELR , S Amazon Service Catalog &z BR .

EETEE ™ fm Ay RO R

BU LRI B E SR REHRZALNZEER, UTRANBNAEELESMRENTHTRIRS ,
L}{Eﬁ'—tFHF" BENKFEXE, EANOAFRRTES. Ef. KLENEBRLTMEE ™m0 15 E R

) HZAFRENTEE m ; 2) BEEHEAFERAZAFNAGUENTMEE M ; = 3) HiZA
Fﬁ%ﬂ’uﬁ?ﬁﬂﬁﬂ’ﬁﬁﬁﬂ%?nno XMFRERXNESEN - RF K RFRNRAN2ENRFHAEERH
APRRFRNER , ANASKEFRNXBENSRFAFRFRNER , EF2RFEKARFRNER, EATE
1EZRBE JSON H{EH Condition $RY#ER accountlLevel, rolelevel = userlLevel RIEE LR
R

X L R4t 3& F§ F Amazon Service Catalog APl B AR/ER 15 | K

7l : UpdateProvisionedProduct®TerminateProvisionedProduct ,
AR 2HUE4E : DescribeRecordScanProvisionedProducts,
FMListRecordHistory., ScanProvisionedProducts Ml ListRecordHistory APl #
YEfEA AccessLevelFilterKey fER&A |, ZEMNEX M T AL HLH Condition R 5!
( accountLevel ZEF“Account’ty AccesslLevelFilterKey B, “Role’® roleLevel &
M“User'® userLevel ) . HBXEZEE |, 55 (Service Catalog FF & A RIEE) o

il

- MBEE~mAEER T2 RNR
- MBELE mAVERL R 1A RXER

- MEE~ mAVEE R F D 15 FIXER

MEETmNEER T2 ENR
THRNREATEHREKSRE RPHTREE™mMiER.

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":[
"servicecatalog:*"
1,

"Resource":"*"
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"Condition": {
"StringEquals": {
"servicecatalog:accountLevel": "self"

ZREENRESE T THAKE

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicecatalog:*"
1,
"Resource":"*"
}
]
}

REEAIK M S Amazon Service Catalog AEECondition XHREMH 5
E"servicecatalog:accountLevel"iFEIXPR, EE , accountLevel HRINBRITE
roleLevel Ml userLevel PHEIXER,

T & 7= m Y B 48 F P 15 (R AR BR
THRNRERRA SN RRRERG N RERE A C 2R TE B mMKXEKIZ R,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:DescribeRecord",
"servicecatalog:ListLaunchPaths",
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"servicecatalog:

"servicecatalog:

"servicecatalog:

"servicecatalog:

"servicecatalog:

"servicecatalog:
1,

"Resource": "*",

{
"StringEquals":

"Condition":

ListRecordHistory",
ProvisionProduct",
ScanProvisionedProducts",
SearchProducts",
TerminateProvisionedProduct",
UpdateProvisionedProduct"”

{

"servicecatalog:userLevel": "self"

TE B~ MBI A 32 V5 RN R

MRFTHEHHRNRENARER-—NEF , AFERMEEER RS HRMERHIGRRE - BlRETS

32 =

RXE=

MR RBENBRNBEATR,

K& A SRR ERKS K E ZPNEMATEE~ mEKkBkicR , 8

TR AT %A P A AR A TRES B f S iE R MATEMRE.

E-IEBAVRASNEBCERNMEES RRTEARE , EFATNEMAS QIZNEE R
TEARE. F-IMEBATAPNAARS. AGZKS OZTE B MmnITIREURAE,

"Version": "2012-10-17",
"Statement": [

{
"Effect":

"Action":

"Allow",

[
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:

1,

"Resource": "*",

{

"Condition":

DescribeProduct",
DescribeProductView",
DescribeProvisioningParameters",
ListLaunchPaths",
ProvisionProduct",
SearchProducts",
TerminateProvisionedProduct",
UpdateProvisionedProduct"”
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"StringEquals": {

"servicecatalog:userLevel": "self"
}
}
}
]
}
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicecatalog:DescribeRecord",
"servicecatalog:ListRecordHistory",
"servicecatalog:ScanProvisionedProducts"”

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"servicecatalog:accountLevel”: "self"
}
}
}
]
}

Amazon BIFEE K& Amazon Service Catalog AppRegistry

Amazon £ E KR : AWSServiceCatalogAdminFullAccess

& AT LAMf ilAWSServiceCatalogAdminFullAccessEIE/ IAM R4k, AppRegistry 355 1t 58 BE Fff
hn AppRegistry | AF R REMITRENRSZ AL,

HRBEEFATEEHEERERRFEMEBNadninistrativeR , AR FRIEMEE ™ mA™m
AENNR,

RRFAE R
ZERBIE U TR,
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« servicecatalog— ATERAREEEAEHFHAUNENSINR , URCIENEE~RAEH
Fm. BERG. ORLAFRTFIHRANERAREEFRITHMEEERESZHEESD. Amazon Service
Catalog

« cloudformation— AFHIEH. ®E, EAMFRIZ Amazon CloudFormation ##&#) Amazon
Service Catalog SE £ X FR.

« config— AFIET Amazon Configif A= @mAS. ~mMFEE™mA Amazon Service Catalog
BRXR,

« iam— AT FHHEEEFEN RN EE~ RN~ RdEMENRSAr. AFEZiAENEE
R

+ ssm— Amazon Service Catalog Amazon Systems Manager Jt i/ % H #1124 57 Amazon JiK F°
M Amazon X1 ##) Systems Manager 3(#4,

EEF KB : AWSServiceCatalogAdminFullAccess,

Amazon L E XK : AWSServiceCatalogAdminReadOnlyAccess

&AL fiAWSServiceCatalogAdminReadOnlyAccessZEI&H IAM 354K, AppRegistry i35 5%
BB A0 AppRegistry Bl A F R EREHITRIENERS A E,

RBEEFATRLTREERA R EUENread-onlyR R, WRBEARFOUEREE™ A ™m
AERITERIR,

RERFAE R
ZERBEBEU TR,

« servicecatalog — AT EAHHEEE A ZEF S UEMN AENE,

 cloudformation— 7% H FiEE Amazon CloudFormation #£4%#) Amazon Service Catalog &
BRAX PR,

-« config— AFEN Amazon Configif B~ @A S, 7 mMMEE = mA Amazon Service Catalog
BRI,

c lam— AT EHERVNBRNEE RN~ RAEMENRSAF. 4AENERNR,

« ssm— Amazon Service Catalog Amazon Systems Manager St i/ I i #1EE 24 87 Amazon Ik /2
M Amazon XiFH# Systems Manager 314,

BEEH KB : AWSServiceCatalogAdminReadOnlyAccess,
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Amazon £ E XK . AWSServiceCatalogEndUsexFullAccess

& BT LAMf ilAWSServiceCatalogEndUserFullAccessE&H IAM 3E4K, AppRegistry &/ It KBS
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RBEEFATELTFRKLAFPEHEUNENcontributorXR , AR FR=RMNEEME B
YA PR

NRFHER
ZREEEUTR,
« servicecatalog- AT FANRLAFRHEUBNEENERARES = RNEEMEE™ R

R

« cloudformation— fAFFIH. EEH. EAFHRIE Amazon CloudFormation 4% # Amazon
Service Catalog SE£ R,

- config— A1 Amazon Service Catalog &R FRET Amazon Configh| i MFERBEXR=RAS.
FmAmEE~miiFEAER.

« ssm— Amazon Service Catalog St i1 Amazon Systems Manager EXZ 5] Amazon i = #1
Amazon XigH# Systems Manager X4,

EE X . AWSServiceCatalogEndUserFullAccess.

Amazon £ E XK : AWSServiceCatalogEndUserReadOnlyAccess

&AL fnAWSServiceCatalogEndUserReadOnlyAccessE&E M IAM 354k, AppRegistry &4
LR BE B 0 AppRegistry El R F R REHITEREN RS B/ E,

LRER TR read-onlyRRAFNZAAFEHEMERTIARTGR. LRBEFRTEIFRIE
EWMEE™ AR,

NRFHER
ZERBIEUTR,
« servicecatalog— AFEHMEHEIZL R EH A TNEN RIRNR,.

 cloudformation— fiF %I MiEH Amazon CloudFormation #£4#%#) Amazon Service Catalog &
BRAX BR

 config— /i Amazon Service Catalog B R PRET Amazon Confighl i MFEREXR~=RAE.
FRATEE~ RN FEAE R
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« ssm— Amazon Service Catalog 721 1% Amazon Systems Manager EX= 8] Amazon ik /=
Amazon X H# Systems Manager X4,

EE KB : AWSServiceCatalogEndUserReadOnlyAccess.

Amazon L E X : AWSServiceCatalogSyncServiceRolePolicy

Amazon Service Catalog fFtt 5K & ff i1 ZAWSServiceRoleForServiceCatalogSynclRE XA
& (SLR) , /t¥F Amazon Service Catalog 7\ &8 77 f& B W 4R 4Rk [E] 25 2| Amazon Service Catalog 7=

Mo

Lt R BE 3R F BV BR /2 XY Amazon Service Catalog #24E ( #1420 , AP @A ) ME M Amazon Service
Catalog k¥t #Y Amazon BRFBREFH TERIVIA R,

PR FHER

ZERBIE TR,

« servicecatalog— ¥ Amazon Service Catalog T#E % & &3} Amazon Service Catalog 234
BATERVIF APIs.

« codeconnections— /i Amazon Service Catalog T#[E % & &3 CodeConnections 22 X3 1T
BPRRiGE APIs,

+ cloudformation— 53 Amazon Service Catalog T#[E % & &34 Amazon CloudFormation 222k
BITHREE APIs,

& EH KB : AWSServiceCatalogSyncServiceRolePolicy,
REHEXABFR

Amazon Service Catalog ¥ FIRXRIFHE S A TERAF QL EMHE AR Amazon Service Catalog
CodeConnectionsy= f A 8| B BIAWSServiceRoleForServiceCatalogSynclRSHEx A, &
AILAEF Amazon CLI, Amazon API &3 Amazon Service Catalog 2% &St Kk, BRI
A6, FENRRESHEXACHESER , BSHEARSHEXAE (SLRs)s Amazon Service
Catalog

AwSServiceRoleForServiceCatalogSynclRG XA BRI EM IR Amazon Service Catalog
ARTFRKREFFITUATERE,

« servicecatalog:ListProvisioningArtifacts— f2if Amazon Service Catalog T# RS A

&5 E L B 1F 6 E PRSI 4A E Amazon Service Catalog 7= I ELE T 4.
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« servicecatalog:DescribeProductAsAdmin— i Amazon Service Catalog TH R A€
£/ DescribeProductAsAdmin APl 3REX Amazon Service Catalog /= @ & H X B T El & T 4
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« servicecatalog:DeleteProvisioningArtifact— /2 Amazon Service Catalog TH#ES

AERBREERNNR.

« servicecatalog:ListServiceActionsForProvisioningArtifact— /i Amazon
Service Catalog WREFZ A CHERFSRERETEEENRAXEK , ABREXKRSRERNT2
MEREZ I R

- servicecatalog:DescribeProvisioningArtifact— f2i¥ Amazon Service
Catalog THREZF B M DescribeProvisioningArtifact APl FERRFMAEE , 2
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« servicecatalog:CreateProvisioningArtifact— RN B/ EB1E6E E P HIRERSIH %
ETER (Bl , BIEXK git-push ) , W fiF T Amazon Service Catalog #E 4 & &6 2 HHI FREL
ETH,

« servicecatalog:UpdateProvisioningArtifact— ftif Amazon Service Catalog T # @

AEENEEEICRI~mNERENR.

« codeconnections:UseConnection— /¥ Amazon Service Catalog T#EL AR EFAMNEIE
BXREFNEL = m.

« cloudformation:ValidateTemplate— 51 Amazon Service Catalog X RE L AN ERT
[ X PR Amazon CloudFormation 3 iE S5 17 6% BE R E A VR ARV E AR & X |, HRIER S Amazon
CloudFormation B] LA #$iZ &R

Amazon £ E XK : AWSServiceCatalogOrgsDataSyncServiceRolePolicy
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« organizations— ftif Amazon Service Catalog ##EE % & &3 Amazon Organizations 23 X3t
ITERVIF APIs.

EEF KB : AWSServiceCatalogOrgsDataSyncServiceRolePolicy,
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Amazon Service Catalog ¥ LR X [R* 415 5. A FEMAF B A Amazon Organizations £ Z=mAE
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SHXAR, B LEH Amazon CLI, Amazon API 833 Amazon Service Catalog % & 15K
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AWSServiceRoleForServiceCatalogOrgsDataSynclRZHx AP EHNPR Amazon
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« organizations:DescribeAccount— 7 Org Amazon Service Catalog anizations Data Sync

AR REXEEKFH Amazon OrganizationstBX{E B,
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JHEEEEERALALMHRE KPNMBEHAREMN (UOs) ik,

« organizations:ListParents— ftif Organizations Data Sync & %|HiREH xR OUs T
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Organizations Data Sync S8R ERAF AT EHALERHN Amazon RS 5K,
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UTREXRKEHEA -

- ServiceCatalogAdminFullAccess— AWSServiceCatalogAdminFullAccessZi A,
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Catalog %#&7E. = Amazon API CodeConnections H1% 37 fR %5 #H< & &2 8¢+ Amazon Web Services
Management Console , @ Bz R8I RFZHEXA B, Amazon CLI

/A Important
MREGEHMEALABXISENINENRSPEREMRE , RS HEXAGTUEN
EENKF R, 248, REE 2022 & 11 A 18 B Amazon Service Catalog FREFF
BEFRSEXBEZEERZES , WEERIKSF Amazon Service Catalog B2 T
ZAWSServiceRoleForServiceCatalogSyncffa, ETHMEZEL , BSHERH IAM K
FHRERMAEE,

MREMEBRZBESHEXAR , RAEFEBXRCE , ZUUFEAHEREEKFFEFVELAR, HB
# M PR% AT CodeConnections , Amazon Service Catalog 2BIX NIEBIEBREHEXA R,

& LAER IAM 2% & el2 BB R E Amazon Service Catalog 7= & F 51 #9 AR

EMXA, £ Amazon CLI 5 Amazon API & | FARZBMEIZRSERA

., sync.servicecatalog.amazonaws.comBXxEZEL , BHSH IAM AFEE RHBIERS
HXRAE, MREMERTHBRSHEXAR , JUFERARENESERRCIEZAR,

AWSServiceRoleForServiceCatalogOxrgsDataSync FV RS H XA ER

Amazon Service Catalog T EA B NWRSHEXAR
AWSServiceRoleForServiceCatalogOrgsDataSync— Amazon Service Catalog AR FEE It AR
SHEXABRTEEZRIERSL. Amazon Organizations

AWSServiceRoleForServiceCatalogOrgsDataSync REHXAREFEUTRSARAZAE

* orgsdatasync.servicecatalog.amazonaws.com

BR T AwSServiceCatalogOrgsDataSyncServiceRolePolicy £E X
B&S\ , AWSServiceRoleForServiceCatalogOrgsDataSync RFHEXABEEREEAUTE
ERR

EABRSAXAS &
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "orgsdatasync.servicecatalog.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}

B R A BNREBEAWSServiceCatalogOrgsDataSyncServiceRolePolicy Amazon Service Catalog

AN IEERBRTHATERSE

« #4E : DescribeAccount, DescribeOrganization. BAXTE Organizations accounts A
B ListAWSServiceAccessForOrganization

« #4E : ListAccounts, ListChildren, BAK 7% Organizations accounts #H#)
ListParent

BYMEENR , £V IAM K& (AR, AFAR ) 012, FEIMBRBRSHEXAG, BXESE
B, B2 (AM AFER) PRRSEXABNR,

#J2 AWSServiceRoleForServiceCatalogOrgsDataSync RZSHHx<A R

BEEFHBIEAWSServiceRoleForServiceCatalogOrgsDataSynclRE X AT, Amazon
Service Catalog FEHTRU A A FEHZ Amazon OrganizationsB E Z7= RA SR FEBRREESR
A#l2 SLR, Amazon Service Catalog

Amazon Service Catalog £ & Rt =E Amazon Web Services Management
Console, EnableAWSOrganizationsAccess@ Amazon APl CreatePortfolioShare FEzIH
BRI 2RSS MEXAB, Amazon CLI

/A Important

MREHEEAER LA BIFHNRNERS FERENMRE | WRSHEXAETULIELHN
P, BETHREZER , FEARN IAM KSR HIHAG.
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MREHRZBESHEXAE , AEFTERXCE , B lEAMRREERKFPFEFUREAG., X
#&1E3K EnableAwWSOrganizationsAccess % CreatePortfolioShare Bf , Amazon Service
Catalog FHEXREEERSHEXAE,

79 Amazon Service Catalogér#E RS HEXAE

Amazon Service Catalog F 2 4w HEAWSServiceRoleForServiceCatalogSyncDk
5AwWSServiceRoleForServiceCatalogOrgsDataSynclREHxMN AR, AIEBREZHEXARE
ERTEERACHNEN , ENTREESHEGHSIAZAR. ERAUER AM FEABHER, BX
BZEE , B#ZH (AM AFER) PNEERSHEXAE,

f#l B Amazon Service CatalogfyfRZ < H &

BT LAGER IAM #2 %14, Amazon CLI 5 Amazon API Fzh
BRAWSServiceRoleForServiceCatalogSyncsg
AWSServiceRoleForServiceCatalogOrgsDataSync SLR. itk , M5 F Ml RFTA & AR
SHRXAGWEIR (Hlm , FAE25 2 AEHFM#ER Amazon Service Catalog 7=fn ) , REFEEFD
RIBRERSHEXAE,

Amazon Service Catalog RS X BN Z XX

Amazon Service Catalog XIFERMUBRSHWAIEHXERERSHEXAG, BXEZER , H5H
Amazon X1 # i Ko

X i & #5 XigFRIR Support in Amazon
Service Catalog

EERI (HFFRLMILE ) us-east-1 =
XERIP (HE3BEBM ) us-east-2 3
ZEAEI ( MAERILILEE ) us-west-1 =
ZEEI (HEBRM ) us-west-2 =
IEM (FTER) af-south-1 =
TA#BX (FE) ap-east-1 =
0 A X ( FEDDE ) ap-southeast-3 =
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X i & #5 XigFRiR Support in Amazon
Service Catalog

TA#BX (&X) ap-south-1 =
WAHKX ( KPR ) ap-northeast-3 =
TA#X (BR) ap-northeast-2 =
0 A X (03 ) ap-southeast-1 =
TA#X (FE ) ap-southeast-2 =
TA#X (FRE) ap-northeast-1 =
MEX (HE) ca-central-1 b
BN (EXRAE) eu-central-1 B
RRMih X ( F/R=) eu-west-1 =
ROt X (23 ) eu-west-2 =
RO (K=) eu-south-1 =
RO (B2 ) eu-west-3 =
RRoM i X (BT ERRE ) eu-north-1 =
FR (BH) me-south-1 o
EEMN ( ERT) sa-east-1 =
RE (JER) cn-north-1 B
HE (TE) cn-northwest-1 B
Amazon GovCloud ( ZEZFRER ) us-gov-east-1 =
Amazon GovCloud ( ZEFER ) us-gov-west-1 =
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¥t Amazon Service Catalog & 3 4 B 2t 17t FE HERR

F AL TE B REBEYE LM FIE S E A Amazon Service Catalog F 1AM B A 8538 2 69 & 0L 8] &,

£

- BERXEUTERITRIE Amazon Service Catalog

- REBIIT iam:PassRole

« BB AV Amazon IKF 2 K ATAEFEB Amazon Service Catalog B iR

BIEREL T LEHNITERYE Amazon Service Catalog

&R Amazon Web Services Management Console & iF BT ITEIURE |, N A TEXREE
AFREY, EEARAEREAEREIENA. X mateojackson AFZXFEREH AEEFTEM my-
example-widget#& JREViIF S BB BEEMNRER , MAHIMUT RFI4EEIR, aws:GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aws:GetWidget on resource: my-example-widget

EXHERT , Mateo BRI EE R EFHERME , LA FMER aws:GetWidget BAEHE my-
example-widget &R,

R LA 1T iam: PassRole

MREWRRIRFR , BREFLINIT iam: PassRole BRE , NMAABRRENEER T RHEE. B
ERARERHUAFENEBHAR, BRZIAREMEHRE  DELTENABREIELS Amazon

Service Catalog,

L& Amazon RS AERIAARERAIZRS  MARCIBRHNESACIRSHAXAE, K
e, AR EBRAEEEDRSHNR,

L &R marymajor B A 221 F A #54] A £ Amazon Service Catalogh#fTigER , 2K £ LT R
iR, B2 , RESMXMEERSACHTR FHNES ATHITRIE. Mary TEENARLIE T RS HIN
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , Mary ERthhY = A EH A K EE S A i 04T iam: PassRole #1E,
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LA AT Amazon Ik 2 MBI AT B FKEY Amazon Service Catalog &R

ZAaOR—1MAE , UMEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BUEEEESEY , AURAAG, X TXHETRIFAREIRTRZEH IR (ACLs) WARS , BT
158 P IX L5 SR BE (0] ATV HR T 173 (R A8 B9 BER A A PR

ETHREZER , BZRAUATREA :

- ETHRE Amazon Service Catalog X FFIXLEIhEE , 2 (Amazon Service Catalog B F 15
) Amazon Identity and Access Management Amazon Service Catalog$ i,

- ETHUOMABIEZEEN Amazon KA REXNERNIAENR , F5H IAM AREEFHNOEHEE
5 — Amazon K~ Y IAM A P R T RIXR.

- ETHUOMAM@E=R Amazon IKFREXNEWEFRNIARENR , F5H IAM AREEFHNEE=S
Amazon Ik 7 124 175 A AR

- ETHUMABERE FARIEREIHFENER , H5H (IAM AFERE) FHRALENE S HRIERN
AP (BRE&5H/RRIE ) REHRNR,.

- ETHRERACNETRRNRBEHAITERSFRZENZS , 25 (IAM AFERE) $8 IAM
AEEETHRENEREMTE,

122 81175 1R £ R

Amazon Service Catalog = mAENENEE R RH T NFLAFPAR T —ERBINTHEEG . &
RAPRARMEEAN=RAERE  XEAPTUNEHBEHEPNEM~m. BXEZELR , SM the

section called “BE~=mRASE",

£93R

ARZEFHEMNBEFRASEI =M NATRARFHRAN, SERALYRX=mATRE , SUEHRTT
EERRERE, BEXRXARNEZER , IS H the section called “FEALIR",

Amazon Service Catalog BaIREIFEZ AT UEFHIFHKZELAFFENNER, YENERERANTRE
EFHNFREAUBREHARN , BHIARFERAALPNZFREEREH~ERNFEANAE ARN X
BRo AR , B LEGHEIX Amazon BRGIEMIAENER, BEXREZEER , HZH the section
called ‘B R,
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Catalog API 8 31§ B & X & X RS IEEM Amazon S3 FiEfE. BXEZER , FSHAMEHICHE
Amazon Service Catalog API i CloudTrails

BRI LEABAARFKIEBA X HKREHM Amazon SNS B, BXxEZEERE |, 55 the section
called “BEILY K",

B & HMERIE Amazon Service Catalog

Amazon Service Catalog fEA ZNMNEMITXIN —8B2 , F=FFiHMIEHHN L LM Amazon &M
M BE

- REFALAIRE (SOC)

o ZEFRTUBIEREAE (PCIDSS)
- BBPRBRERNEERTE (FedRAMP)
- BERERBEREZER (HIPAA)

BEXRBEAHITXEE AN Amazon FRFFIK |, ESR. ZEEMitXIX 2 H Amazon Web Services
SBEBEX—MRELR , EZKAmazon M itXAmazonEMitEl,

O LA TEE = FFitRkE Amazon Artifact, BEXEZEE |, iS5/ T3 Amazon Artifact YR

o

|of

BEE RS HIEE Amazon Service Catalog BUR FEIEHBUEME, RLTNEABRUARERKN
EEFNZEM. Amazon BH T T ERRBENZIES MM

s ZEEEHMREANTERE — XEPBEEIHETRETIESN  ARETELFEULREHNE
HMERNESWEERENS R, Amazon

« HPAA Z£ 58 EMBEED — AR BHERT AR WA AR Amazon BI2AFE HIPAA FRAR
N AERF,.

« Amazon EMMEREIR - Bt FSFMANERESTER TEMNTLFVE,

« Amazon Config— 1% Amazon [RFIFEEN B REEEZ AEE LFERNIERER, TUESHEHH
EM,

« Amazon Security Hub— tt Amazon fRF A2 H T BB L 2IRE Amazon |, BHIERER S
T2 T FRENRESR,
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Amazon Web Services £ ERE At 22+ £ E 52 Amazon Web Services X1 o] i X#EH . Amazon
Web Services KiFRAESAMNEYE M VERENTAX , XETHAXBEIERK, FHESAEAR
MHENMEEEE B, MATAK , LU MREETAXZETH Eih B 31 KM KRR EBI
RAEFNBREE, SEENENRZSIABBEHOEMEREL  TAXEEESHNTHAE, BEMEMNT
R,

B} Amazon Web Services £EKE R ZR ¥4, , Amazon Service Catalog 32 Amazon Service
Catalog BB RS #RE., B BBIRSRE , ERAUNELEBREFNKELAFZI , BNRFESHEA
BFZeER. FIABBRSERE , EAEER , BRI A TFHRLHFE Amazon Service Catalog
WITREES , flln , FHMNEE, HFERE, STLIENTONERNRE. ETHESERS , 1B
2% Amazon Service Catalog RS2 1E.

A Y B AL 1% % £ Amazon Service Catalog

ER —IFEE RS Amazon Service Catalog , 3 Amazon £IKMELZ 2RI, BHX Amazon Z£ R
S AR WM Amazon RFEMIZRENELR , B2 MAmazon €<, EFAEMRRELZENRESE
A% ITIRH Amazon 338 | i3 S Amazon ecurity Pillar Well-Architected Fram ework A #9 E 1%
R -

IBAILAE R Amazon EX A #9 APl 8 Amazon Service Catalog B RE#TIHR,, BEFHAMNTE
UTHEAE :
- RBBERZEMMN (TLS ) o HANERMFEA TLS 1.2, BIUEA TLS 1.3,

. BEEE2MAMEE (PFS ) WZEBEMH , HI10 DHE ( 158t Diffie-Hellman ) 3 ECDHE ( I &t 4% B g
% Diffie-Hellman ) « XKZEIRRE (WM Java7 RESRAE ) BIRFXLEEN,

Lo\, HAERG RIS ID M5 IAM EAEXBRAORZT B BHARNBERH#TZEE, HE , BUUER
Amazon Security Token Service ( Amazon STS ) £ K IfFt Z £ EIERNERHAITESR,

£/ Amazon Service Catalog , A LURHIFEBIENXE, ~RASN~RNEESR®EENHXE
A, BALAER CopyProduct API 7= & #I B H b X i3,
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Y %z & B 1328 Amazon Service Catalog

Amazon Service Catalog £ T ¥ Z 22 UaE , HEEFHENKEECHRERBINER., UTHE
THRE-RESHEUN  ATRKRTELZEHBRA R, IEEEIRAETEEHRREITHRIRER ,
FREANEANERRZEMTREH.

WA LLENHN | BREAFERH = RNEMANSHE, XEEHRANERAR , RACTARBE= MR
B Amazon CloudFormation iR AR, B LUERARENRERCVEERAR  ARNENARE
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N Mo

Amazon Service Catalog ZEEM = mBAEMESEEAN~ MmN ARSI, ENAEIHEN™ @O
BARYT , CRARARFIMSZEHNAOR, W, Ri&=RAFE3IFIE Amazon EC2 34 , H B
MASERNRE : —MNAFBIFTEIE GPU KEM EC2 K4l , Z—MBREMNAGFE 3 t1.micro #
m1.small EC2 34, 4RI , Amazon Service Catalog 5 5 =R HIEERAILI R ( t1.micro
M mismall)

HIT 1AM KB MBS AR , B LRHIRL A Amazon BRIIGRINE. AE , BRI
£/ Amazon Service Catalog BI2E3N R , UEESS~mEERZAE,

BT HRAXIEEFRBIE 258 Amazon Service Catalog , &2 R i Amazon £ & F k& Amazon
Service Catalog,
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EEMIEHIK - AP BR = mA S

1. ¥E s https://console.amazonaws.cn/ervicecatalog/ 3 FF I B #hfRSS B FEFH A&

2. WMREEXMER Amazon Service Catalog , &4 %& %] Amazon Service Catalog 1T, 1£1F Get
started ABIEFREES. RBRACNBRENE—N=REE , AEHREHA~RASTH.

£ Amazon Service Catalog Bt , AT LABERHRE = RASTHE , ERS AR Service
Catalog , REEF~RASEN T,

EEFRASFHARE

£ Amazon Service Catalog EEARFI &P , FRESHFAGETHIE T REAEMWRE, FAL
RANEEFRESHN~m. BFAFPX™mMiERINR K N A TagOptions FFRHl,

& F Portfolio details 7T H

1. $TF Amazon Service Catalog ###l& , Mhttps://console.aws.amazon.comitH /o

2. ERETENFmAS.

B2 MM BR™ mA S
EAFREATEENNG>RAE
DI RAS

1. WNEMSHmFEESD  EFFmdASa.

2. ERVEFRAS

3. HEOIEFRASHHEMARMERFE
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® Note
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AN

ERBRRBESZE , KAMEBREMET R, YR, #H4E, A6, A/, £ZM TagOptions, H
e, FHF N REAEGUNETRFRASHARER. RARERETFFEBER.

® Note
NBREIR | EEMBRER @M= mA S FMERA R,

1. NEMSHMRES  EEFRAS
2. EREMBRNFmAS,

3. EEMER, BREMBREEFREAS, MREEEZEZMBRSAN (HE ) ~RdAE , MRAERE
A Ao

4. HEWINEOH , EEMWER.
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UGB~ mER AN RESIFEXPNIE~RET RAS KRN mRn e~
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® Note

£12 Amazon Service Catalog = @At , &AL _E4£ Amazon CloudFormation 4R s}
Terraform BLE X #. % Amazon CloudFormation &4k 77 fi& 7 I & i#h {8 2 12 4% R 35 (Amazon
S3) FEfEiES |, FEEB I “cf-templates-” Fk, EFEE~ MY , BEXMEGNEME
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ERMMEE=m,

4. £ Version details WAL , AUTRHEA :

o EFEEMR — X F Amazon CloudFormation 7= , R E B CHENRIHEF, AipIiRzhEE+

# Amazon CloudFormation ##R =i 1E @ Amazon S3 FIE#HEIRA URL, IMAE Amazon
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Catalog RN~ RESENER M. X TF Terraform =@ , BIREERNSARE Tar B 17
PHIE Gzip FEHRPEAN X4,

fEAIE CloudFormation k-5 ATAE CloudFormation 4k ARN, tHEF X
Terraform =B~ Mo
o WRAHPRER - P RARAMBR (Hlm, v17, “v2beta” ) o FAGFERAZER,
o IR (%) - FRRANER , SFELREASEHREAN X5,
5. EFEGIE™RRE,

#&3& A LAE A CodePipeline I ZFMEEEE |, 7= miERIE R FEFMEH Amazon Service
Catalog , HEREM#EPFRAER. BXEZEL , BSHHE | 01EHEZE Amazon Service
Cataloghy Ei&



https://docs.amazonaws.cn/codepipeline/latest/userguide/tutorials-S3-servicecatalog.html
https://docs.amazonaws.cn/codepipeline/latest/userguide/tutorials-S3-servicecatalog.html

Amazon Service Catalog EERER

e mESL E GitHub, GitHub 1l AR = Bitbucket = B9 4R 324

Amazon Service Catalog A&~ mEZ FEI N BFMEERUEFEENERMHE. Amazon
Service Catalog FFEB X EHEEN MmN Git S m. FHEEEEIE GitHub “ GitHub 1l
hR” % “Bitbucket’s Amazon Web Services i £ RS EK P RING , &0 L6012 Amazon
Service Catalog = MR EFH NG~ RUR L B 7 EPWERH . HIERXGHITEHRHFRRRE
FaEFESRT ()20, EA git-push ) , Amazon Service Catalog & B Zh# U 3 i H 6 B %7 89 ™= M kR A
(%) .

£

- FrmELENPERHFTENE

- BIEKFIERE

- EFGtEASTFRIEE
- B Git S~ miEE
- Bk Git BE 7 miEE

 JF Terraform = mEL FK B GitHub, Enterpr GitHub ise = Bitbucket H91& 3 4+
« Amazon Web Services X137 ¥ Git R 7 m

N7 mE D ENEERAFFTENR

& LAME R LA Amazon Identity and Access Management (IAM) SRE&#E R 1 4R , £ Amazon Service
Catalog B A B~ mRAS BN FEEPNVERIH., LR TIE CodeConnections FH 245
PR Amazon Service Catalog. Amazon Service Catalog BiUEE 5 TEHERKEE | HEREREME
FEE %7 MmAf £ A Amazon Service Catalog AWSServiceCatalogAdminFullAccessiE & F k.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CodeStarAccess",
"Effect": "Allow",
"Action": [

"codestar-connections:UseConnection",
"codestar-connections:PassConnection",
"codestar-connections:CreateConnection",
"codestar-connections:DeleteConnection",
"codestar-connections:GetConnection",
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"codestar-connections:ListConnections",

"codestar-connections:ListInstallationTargets",

"codestar-connections:GetInstallationUrl",

"codestar-connections:StartOAuthHandshake",

"codestar-connections:UpdateConnectionInstallation",

"codestar-connections:GetIndividualAccessToken"

1,

"Resource": "arn:aws:codestar-connections:*:*:connection/*"
},

{
"Sid": "CreateSLR",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/
sync.servicecatalog.amazonaws.com/AWSServiceRoleForServiceCatalogArtifactSync",

"Condition": {

"StringlLike": {

"iam:AWSServiceName": "sync.servicecatalog.amazonaws.com"
}
}
}
]
}
I E s

T E RS E 25 E) Amazon Service Catalog 7= 2 Bl , #1618 H Z X — Xt account-to-account
EE, BULFERAREZEREETEMEERMNEEENTFAGE. EALERA Amazon Service
Catalog ##|#&. ##| CodeConnections &. Amazon Command Line Interface (CLI) 58 2 & 2
CodeConnections APls.

BINIEER , B LEA Amazon Service Catalog ##l&. Amazon Service Catalog API 3 CLI 3k
#I2Z [ 25 Amazon Service Catalog 7 fa. Amazon Service Catalog B R o IR B EF#EM D &
AR MR A BIZE#T Amazon Service Catalog =B EHINET~m. MREFHEFRERITEZR , N
Amazon Service Catalog £ B a1 & e H A B F ™~ M4, SR RARAIAR T 0l 3 # 7E B9 AR
ARSI, HEEEN EFARS

o | E 01 ERE S Amazon Service Catalog B3I Bl RFHXAE (SLR), Lt SLR /¥F Amazon
Service Catalog % #2217 EREMER X HE R, £ RHEHLIE Amazon Service Catalog /&1FH
MRS RBBFT MRA, Bx SLR XRFINEEMNEZE L , i3 M Amazon Service Catalog
WIRSHEXABE,
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EOEHWN Git BE ™~ m

1. BEENSHERT  EFEFRIIR , AREFUE~ M@,

2. WMAFmFHAEES.

3. TEMRAFMER B, % “FH AWS CodeStar IRHIEFIEERNRBEHE" , REEE 4
B3 AWS CodeStar £ 8,

4. GIEEERE  RFNEZEIR  RARERINEE. BEEEMEFAGE , BEEMEE. 2 XFMERX
TR,
BXREA Terraform BEEMHNEZER |, S H f Terraform = mEZF E5K B GitHub, Enterpr
GitHub ise 5} Bitbucket FItE R4
a. ( BIE% Amazon Service Catalog ™ m A REY AI1E ) 7 Suppor t Det ails 7 , AN~ mHAY

TTHIE.
b. ( BIZ$ Amazon Service Catalog 7= RE IR A[IE ) £ ‘45" o , EF RMFHRZL , A
EMA ‘B M E X

5 &EIEHTR.

EQEZA Gt RS~ m

1. 1£ Amazon Service Catalog ZHI A EM SMERAF , EEFmIIK , RAEEFCUES git £E
o

2. WMABAFmEFEHAEE.

3. TENEHEFMERF |, LB — AWS CodeStar iEE , REREFHEND o

4. TEDRNFRERD , MABERXHEBEN=@REN. RERNHFIE , RAEREZSERE RN~
Mo

5. WIFEmMErmE , EEHMEE™ @,

I 4E Amazon Service Catalog 7= & B B S\ SR 124

1.

£ Amazon Service Catalog # & & ZM SMERT , %EF TmIIK" , RAFER N mEED
HEBTFEEES

FEFEFmAUE L, EREERIARFRERENTR , REEET -5,

EHREERFHAFE WEL , EFIE AWS CodeStar E#E , ARIEEFHEE. 2 X MEMRHF
BRE,

jilll
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4, iij:%-lt_io
5. BEEEHRERNEL , RIEEZEFAGE A ARERN™mEEINBTFEE,

EE Gt AT miE#E

& T LAE A Amazon Service Catalog %A . APl 5 Amazon CLI REFF#EEENIFMAEE. X
FEEZFEMRXHR Amazon Service Catalog 7= , BRI UM “EXESRE" PR BEBEXRFMHEERE
DR R LR 5= mESH et EE R

(® Note
BRI LEF RN EEFEHECEM LRAELRS. ARFSREFHEE IAM IR
CodeConnections APls TREEEF#EMNIFMAER, BXIXLE IAM EMERKNEZE
B | 155 Amazon Service Catalog 7= &8 25 B8 xR L4 Fr B HY I PR o

EEFEENEHEENIFAEFER , B Amazon Web Services Management Console

1. NEMSMERF , ZE=mH&R.

2. MIIRAPIEEFESm.

3. #HrFmRUEL, SMEFREFEFAGEERD

4. EBERFRRFIVRRBMET ID , FEFELXOBMAERE, RAFAFEEREHDERRRBE
iT 1D,

EEEEENFEENFAFEE , iBEA Amazon CLI

M Amazon CLI , BTATH S :

$ aws servicecatalog describe-product-as-admin

$ aws servicecatalog describe-provisioning-artifact
$ aws servicecatalog search-product-as-admin

$ aws servicecatalog list-provisioning-artifacts
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B Git BZ - miE#E

& A LAE A Amazon Service Catalog ##]A&. Amazon Service Catalog APl S EF I A Ik /P iE
Git A&7 m. Amazon CLI

ET7HNAFIME Amazon Service Catalog = mEZFIERXH , HSRAEHDY Git BF = miE
#.

ERAETREHMN Git BF ™ m
1. EEMHSRERTD  &FFmIIK , RAEERAT®RIZ - :

- EEHEANT R, BERZT W, SMESFmREAGEES  REEREFEEFAER.
- EEHZANT M, BRERNTmERINRERE  ARES TN M , REEET -5,
2. EFGRFAEESD , BITUTER

- I8
- I8
- I8
- WHRER A
3. EERFREFER.

(® Note

N T REEFNBFEENTm , BUAEEREFREER™REERENIBRES SR
AY 12 B S\ SR 17 ek BE AR T

YRt E] LLEF Amazon Service Catalog ##|%& Amazon CLI
- J¥IME Amazon Service Catalog 7= faiZ % 2 HA ZB 17 & B P MO E AR S04

- EfiFRABE  SEFRENR. BRNRE,
- ENEE ( ENRAFUFEAEMEMEERIR ) S£81ERE Amazon Service Catalog = mkViE#E,
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£ Amazon Service Catalog 2%l & EfMEENEFHEFAEE

1. 7E£ Amazon Service Catalog ##| & EZM SMERT , RFEF@IIFK , RAEREFRYHEREIANISF
& FEY 7= Mo

2. ErFmEREFEHAERE EFERET MR
ErFmREAEEID | ?ai%ﬁﬁ’\]ﬁﬁ%ﬁﬁ%‘)fm
4. %$% Save changes (RFEEX )

EENEENFERENFMAER , BFEA Amazon CLI

MH Amazon CLI i217$ aws servicecatalog update-product®$ aws servicecatalog
update-provisioning-artifact@®@®.

M BR Git [[257= GiE$E

& A LA Amazon Service Catalog ###|&. CodeConnections API =il Bk Amazon Service
Catalog 7= i SR 2 B MY E$E Amazon CLI, YEHF~REERXHNIEREN , EES
Amazon Service Catalog = mAtIREENEENT™ R, MAF~RERERS , URERXGERHE
REETEZENFHES  IIXEFERT2RMER, EfF Amazon Service Catalog 7= fm E#IEEZ R
NEBFMEFEFERY |, BSREEFMEEFNE L Amazon Service CatalogF= fR o

RS AW Git B 7™ mrYiER Amazon Service Catalog

f£#F Amazon Web Services Management Console , NZEM S ER FIEE ‘= RIIEK,
MBIRAPEE R

EFERUEL , SMEFRREAGEHBD.

TR ER,

HINRYE , REEEMITERE,

o kM 0 bh =

EWFS Git AP~ RINER , BEEALTHS Amazon CLI

M Amazon CLI , &1T$ aws servicecatalog update-product&$. 7
ConnectionParameters WA , BRIEEMNIERE,

EfH CodeConnections API il BRiE$E |, 2#& Amazon CLI

1£ CodeConnections APl 2 Amazon CLI| , i21T$ aws codestar-connections delete-
connection®i$o
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EERES

& Terraform = mEZ 2K B GitHub, Enterpr GitHub ise 5 Bitbucket B R 3 #

£/ Terraform B E X4 EIE Git B met , MHRRNIER tar.gz B, FEXHREREDRTE

Terraform X R#ER

Amazon Web Services XiF %¥F Git BE 7~ &

B
B

Amazon Service Catalog X% Amazon Web Services XiF & Git @S K~ m , TR

Amazon Web Services X1 & F

XERE (HFRILMIEER)

KEREP (BEM )

XEAELR ( MAEEILILE )

EEMEE (BRBRM )
EM (FFER)
TA#X (FE)
T A3 (X ( HEDDE )
TA#X (&R )
WAH#X ( KBR )
TAMX (ER)
TP A3 (X (# A3 )
TA#X (& )
TAHMK (FKE)
MEKX (HEF)
BN ( E=ZRE )

Amazon Web

Services X5 &%

us-east-1
us-east-2
us-west-1
us-west-2
af-south-1
ap-east-1
ap-southeast-3
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1

eu-central-1

Wn RO AD WD WD O AD Dy I D RO WD KD KD

fm

%X

XEE Git BZH™=m
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Amazon Web Services X1 & F Amazon Web *EE GtESH~ M
Services X5 &%

BMibX ( ZB/R=) eu-west-1 =
Rt X (82 ) eu-west-2 =
B (K= ) eu-south-1 =
BRMib X (B2 ) eu-west-3 =
RRoMih X ( HTES/RE ) eu-north-1 =
PR (BH) me-south-1 B
South America ( Sdo Paulo ) sa-east-1 =
Amazon GovCloud ( EEZXREB ) us-gov-east-1 =
Amazon GovCloud ( EEEZB ) us-gov-west-1 B

I R ™=
Ml BR7= A&t , Amazon Service Catalog 2@ M\ BE %™ MM BN R4AE S P HIBRFIE = MR,

Amazon Service Catalog St iF#& £ Amazon Service Catalog 2 &l & il Bk ™ &= Amazon CLlI,
ERUMER @, BSAEBUERBRZ RN AIERIR. ~mBARXEKN RO BE~mASKEK
TagOptions, TMEMARFERE,

/A Important
Migc=mE , BREFERE,

£ Amazon Service Catalog 2% & il Br ™= fa
1. BMEFREASTE , RARERTEEMBRN~=RN~=R4AE,

2. EREMRRNSm , RAEEEFRESA LANMKER,
3. WTFRAXBKARNS=m , BEXFEDEARER , BWIAERBRN>=m , REEZFH R,
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NTFREBFRN=m , BRERITIR 4.

4. TEBER=R EOF  BF ‘KB RE , ZRERTZEmWAAEXEKEIR. Amazon Service
Catalog = &M BR™= mET , 2= M ERIX LT IR B,

5. EXAHESRAMBR , WINEER BRZ™ m ot BRE A R BT R.
6. IEFEHUEREHMER,

Amazon Service Catalog M1 R EMBBRFTET RERNXE , MF2MBRZ&~ M. BBRF-FREOSE
REUERBRAKBORBAR BN KM ER, BXREM R @ #RERBUEXRBR AR AIBNEZE
B, BT 70 BR= & e #2558 R BUE < B R MY (R #L,

EH

o fEFMIBRRS & Amazon CLI

o FRRIBRTE MR AR R EUH < B 2k Y (8] 3

{55 FA 1 BR 7 i@ Amazon CLI

Amazon Service Catalog St iF#& B Amazon Command Line Interface(Amazon CLI) MI&#I 7= @4

EFMEB~ M. Amazon CLI E—RFRIE K TJUHLEFEAGSTATTNGSE Amazon RE#H 1T
X H, Amazon Service Catalog 58 FIMiBRINBEFE EAmazon CLI 3|8 , X2EFALEFSIBHIRER
X , Amazon CLI AEELEFEAN GBS REA,

FRFH
- ZERMBEE Amazon CLl, BXEZEER , BSRLEREMBEITMAN Amazon CLI FEL & E 5t &l
7. BEFEARIK Amazon CLI ARZ 1.11.24 5 2.0.0,

- WIBR™= M CLI BB EEE bash RANLK KM JQ 51T JSON & EE, EXLEMTIT JSON &
BRENEZEE , HSETHE g

« B)% Amazon CLI 3% UA#t4LIE Disassociation APl A , B EE NS PMER™ Ro

ERIIMIBRT R, BUAEBUERRZTROAMERR. FmRABRXEKN RASE~RASKEK, M
B, mETAMRSERE. A CLI BIBR™ Mt , CLI force-delete-product & A iF&EEH
Disassociate API REUE<BR{EMSFHLE DeleteProduct API BYEIR, X% 0] BUE & 5 28 5 7 kR
REGHTIRM A
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® Note
UTHFRPERHNXHRBEAELEAE , EARBRTEARPITXERENRERS

212 Amazon CLI 5% LA Bk Amazon Service Catalog 7=

{5 F I Bk Amazon Service Catalog = m#it , CLI force-delete-product 518 A& A
Disassociate API REUHE<BX{E{I <P Ei%DeleteProduct AR, Amazon CLI

E&H Amazon CLI BLE XA tlEalias X #4

1. 7£ Amazon CLI ###H &% , SMBEIEEXH R, BRIAMBERT , BLEXHRERN ~/.aws/ ( Linux
2 macOS ) 5 SUSERPROFILE%\.aws\ ( Windows ) .

2. FEAXHSMBEEELHPHALTHRRUNEE N c1i BWFXHX

$ mkdir -p ~/.aws/cli

R cli XHRERIAERERN ~/.aws/cli/ ( Linux 8 macOS ) = SUSERPROFILE%\.aws
\cli ( Windows ) ,

3. TEWEM cli XHXHP , SIBFHY BEMNAN alias WA, BAIUERANXHSMHEE
BAmPRMALT B TR alias XK

$ touch ~/.aws/cli/alias

4. BEE—1THRA [toplevel],
5. RF&ENXM,

?&Tﬂ% &0 LAUB S F 354 force-delete-productall B AR ¥ M Elalias N , FEELKWBE O E
Ao R BB RINE ST,
F3fF force-delete-product| B R MBI EHWalias X HH+

1. 1£ Amazon CLI &A% |, S RE/ Amazon CLI BiE X HF HITHiZalias X,
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2. TEXHH [toplevel] TFABWARTRBRIE :

[command servicecatalog]
force-delete-product =
O {
if [ "$#" -ne 1 ]; then
echo "Illegal number of parameters"
exit 1
fi

if [[ "$1" !'= prod-* ]]; then
echo "Please provide a valid product id."
exit 1

fi

productId=$1

describeProductAsAdminResponse=$(aws servicecatalog describe-
product-as-admin --id $productlId)

listPortfoliosForProductResponse=$(aws servicecatalog list-
portfolios-for-product --product-id $productId)

tagOptions=$(echo "$describeProductAsAdminResponse" | jq -r
'.TagOptions[].Id')

budgetName=$(echo "$describeProductAsAdminResponse" | jq -r
' .Budgets[].BudgetName"')

portfolios=$(echo "$listPortfoliosForProductResponse" | jq -r
'.PortfolioDetails[].Id")

provisioningArtifacts=$(echo "$describeProductAsAdminResponse" | jq

-r '.ProvisioningArtifactSummaries[].Id')
provisioningArtifactServiceActionAssociations=()

for provisioningArtifactId in $provisioningArtifacts; do
listServiceActionsForProvisioningArtifactResponse=$(aws
servicecatalog list-service-actions-for-provisioning-artifact --product-id
$productId --provisioning-artifact-id $provisioningArtifactId)
serviceActions=$(echo
"$listServiceActionsForProvisioningArtifactResponse" | jq -r
'[.ServiceActionSummaries[].Id] | join(",")"')
if [[ -n "$serviceActions" ]]; then
provisioningArtifactServiceActionAssociations
+=("${provisioningArtifactId}:${serviceActions}")
fi

0

Tl Bk 7=

pl
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done

echo "Before deleting a product, the following associated resources
must be disassociated. These resources will not be deleted. This action may take
some time, depending on the number of resources being disassociated."

echo "Portfolios:"

for portfoliold in $portfolios; do
echo "\t${portfolioId}"

done

echo "Budgets:"

if [[ -n "$budgetName" ]1]; then
echo "\t${budgetName}"

fi

echo "Tag Options:"

for tagOptionId in $tagOptions; do
echo "\t${tagOptionId}"

done

echo "Service Actions on Provisioning Artifact:"
for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
echo "\t${association}"
done

read -p "Are you sure you want to delete ${productId}? y,n "
if [[ ! $REPLY =~ A[Yy]$ 11; then

exit
fi

for portfoliold in $portfolios; do
echo "Disassociating ${portfolioId}"
aws servicecatalog disassociate-product-from-portfolio --product-
id $productId --portfolio-id $portfoliold
done

if [[ -n "$budgetName" ]1]; then
echo "Disassociating ${budgetName}"
aws servicecatalog disassociate-budget-from-resource --budget-
name "$budgetName" --resource-id $productId
fi

0
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for tagOptionId in $tagOptions; do
echo "Disassociating ${tagOptionId}"

aws servicecatalog disassociate-tag-option-from-resource --tag-

option-id $tagOptionId --resource-id $productId
done

for association in

"${provisioningArtifactServiceActionAssociations[@]}"; do
associationPair=(${association//:/ })
provisioningArtifactId=${associationPair[0]}
serviceActionsList=${associationPair[1]}
serviceActionIds=${serviceActionsList//,/ }
for serviceActionId in $serviceActionIds; do

echo "Disassociating ${serviceActionId} from

${provisioningArtifactId}"

aws servicecatalog disassociate-service-action-from-
provisioning-artifact --product-id $productId --provisioning-artifact-id
$provisioningArtifactId --service-action-id $serviceActionId

done
done

echo "Deleting product ${productId}"

aws servicecatalog delete-product --id $productId

£ A L% & O fF force-delete-product B B R N EI &M alias XA
1. HALKRED , HAETUTHS

$ cat >> ~/.aws/cli/alias

2. MABMARBILIRED , A/FE CTRL+D B cat @ F,

¢ force-delete-product®l| % 3T BiF

1. HiRE ENRRE O HFSTUT o5 L E AR R R

$ aws servicecatalog force-delete-product {product-id}

0
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THENRHIERT force-delete-product B ana K H 4 B K IE 52

$ aws servicecatalog force-delete-product prod-123

Before deleting a product, the following associated resources must
be disassociated. These resources will not be deleted. This action may take some
time, depending on the number of resources being disassociated.

Portfolios:

port-123
Budgets:
budgetName
Tag Options:
tag-123

Service Actions on Provisioning Artifact:

pa-123:act-123

Are you sure you want to delete prod-123? y,n

2. WAy UHEINEERR™ &,

B> mE , KREHERNTER

Disassociating port-123
Disassociating budgetName
Disassociating tag-123
Disassociating act-123 from pa-123
Deleting product prod-123

H At 53 5R
A2 Amazon CLI{EF 5 & FMl Bk Amazon Service Catalog MmN EZELR , BEBUTER :

- 7£ Amazon Command Line Interface (CLI) AFERMP@@ BIZEFMEH Amazon CLI 515,
« Amazon CLI| 5| & F & FE git 7 FE.

MR Amazon Service Catalog 7= ffio

0

Tl Bk 7=

pl
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« Amazon re: Invent 2016 : {(BXHAEF) /5 Amazon CLI , YouTube

S R BR 7= s BN TR BT 5K Bk Sk TG B ()
MRBTHRFEEFXRREMSHEZHZ MR @AY , FEETANFEIRREBRA R,
(® Note

A0 SRAGTE W B 5 R A R 5K Bk Ok MOH B2 Bk ) 7 1 BR ™ , U AT BA 4R BR S e M B 7= mm 3B 0
FHNLTR-—E=BXITITZED,

R R R AR PR OR Bk R KR [R)
ERBRFmEAP , EEXRBRRAVRESS, BERMNARBRIKFENRVFERTE

REFERE R fRIR T B
Product prod-**** Amazon Service Catalog BRI R
ToEMBR~ &
I“'nn%ﬁ?’iﬂfﬂﬁfﬁ
& TagOptions ,

9‘75—4\Provision
ingArtifact EBzx
BRHVIRYE , FmMois
FRAs, FmEAR,

REFmBEAREN.
AP : username RIRBBRIAIT : =i BR = R A Amazon Service Catalog
PR BEBUEXRER ™ BUBRREHKSFER
R D ERBR A, THREXBUEXE

18 2 H T EUHE < BRRY
FRARNESEE,
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WMRZ<‘aE Amazon CloudFormation &4k, ¥R, #iR. RAFIE.
MR A 4R 2
—MERATLUE ZFREZ — -

« JED - EBRAHMEMRATIERS , F AR B ZRA,
« IEED - IEIMAMMATI R PR MERABHNAETNEE” AT XM,
o SHIER - B ERAY TSR AR MR A B 5= A I BR ﬂﬂﬂ@ﬁ&ﬁﬂ’ﬂ?ﬁfﬁ%iﬂﬁbﬁo

WA 1E R
B LREMRAIERE , MEASRLAFRHEXTRRENER. RAEEREEEI B mRE,
IRAEEAR A

« T -BMABRT , FRRARXBEAES. KL/ TAERZRAER NG TEE™ mo
- BRK-AFEEEREAANT RREBEHHNMEE>m. MRZABEFINMEE”REANZ
D ERARRRA , WA - 8L R TE RAN SRR A E# X TRE B ™ /o

ERHTARA

B AE G E 2B mARAE , LA SRR EHRA. AXREBTFmNESEER , BEALIES

—_
HHo

SR mR AR A

£ Amazon Service Catalog ##l&F , EE~m

MEmIIRF | EREEHMERAEN™ R,
ErEmEAEENEL , ERREAETF , AREREEMNRE,
ERAFAGSEREL , REFMERE , RAEERREENR.

0N~

#F Amazon Service Catalog £

A NRAR , UEFEKRLRAF BB EASTN~mAFTNANAN, SHRLAFEI~RE,
AT EIEEERYRNANAN, BTREFRERATRASERAREA T M. IR—2L06E
B AER , FEEMNENATERBIINmE A S BRA
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HR
« Amazon Service Catalog /5 3 PR #l

« Amazon Service Catalog i &1PR %

« Amazon Service Catalog ¥~ 5 # PR %l
« Amazon Service Catalog % 549 R

« Amazon Service Catalog #E#R£) R

Amazon Service Catalog /3 31 FR#l

BHAREBERALAF B, BEHMHLK L™ REFTIIER Amazon Identity and Access Management
(IAM) 2, Amazon Service Catalog IAM A2 fl =X Amazon BRS AT BAiE At &R EFH Amazon
BREVNRES. BXRNEETH , FSH -

 Amazon CloudFormation 7= mZEE:FIR 6 . FMEHARUDE IAM BE

o Terraform FFJRZX Terraform ZF=MEH . TR 5 AIEEHAE

BHAREATFRASFN =0 (F@-FREAEXK ). BHIIRTERTREERE , tFE
RTEmMAEFRASNENTR. BEREINREFRASTHMAETmEXE , BL4IRBHNRSD
B NATEAN=mo

MRREBIAR , BRAAPXNERBECH IAM ELEEHMNEE~R. At , IS ABE~RE
FA#) Amazon BREHIRBR , LAK& Amazon Service Cataloge Amazon CloudFormationi&id £ /B 3h &
& BURNERAAFPHNREERNMIINZ&=RAENR IR, EXELAFPNBERNESEE

# 2 ¥ Amazon Service Catalog® Y Identity and Access Management,

EOENSE IAM 6 , BLARBELT IAM EERR :

 iam:CreateRole

« iam:PutRolePolicy
* iam:PassRole

* iam:Get*

e jam:List*
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RESSAR

BEEROENENBINURN IAM BEX4TREFERA L TIANR
% F Cloudformation 7= i

e arn:aws:iam::aws:policy/AWSCloudFormationFullAccess Amazon CloudFormation ¥
BB
« 7= Amazon CloudFormation &4k 1 8 BR 5

- EREHEEM Amazon S3 Ff## #iEEL Amazon CloudFormation AR #Y 17 ] 1 FR .

¥ F Terraform 7= &

o PHB Amazon S3 #EiRPFEANERS
« BIRSZFEEM Amazon S3 F# M HiEEL Amazon S3 #EAREY TF R R,

« resource-groups:Tagf T Amazon EC2 EHIH# 174512 ( B Terraform ELE S| ZBEMITE E
BENRIR )

« resource-groups:CreateGroupA T RIRAIRIE ( 1% Amazon Service Catalog A TSI &R
HMDBAFRE )

IAM A & EER %9 Amazon Service Catalog AFRAZARB, EUTHTRF , HEEREFEAESE
B gt Amazon Service Catalog , Bz REFE R, MREFEAEFE , BSRNAITE IAM HE
PEAEEREFHARABBHN Amazon RFAIBEERKID .

@ Note
TEERIACH I
servicecatalog:ProvisionProduct. servicecatalog:TerminateProvisionedProduct
M servicecatalog:UpdateProvisionedProduct #X PR, EATEH IAM A€ , FF
Amazon Service Catalog F 4% F P X PR EB 5 H B N BX SR B 5 TR PR 7R o
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https://www.amazonaws.cn/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/getstarted-iamenduser.html
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/getstarted-iamenduser.html
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® Note

E 72 Amazon Service Catalog #£#l &R EEMEEH Cloudformation =mMEIR , RELAF
% = Amazon CloudFormation IEUX R, EEH AP EEMEE~mNRRTEAEHA
B,

tIREHAR

1. f#H https://console.aws.amazon.com/iam/ T FF IAM &1 &,

Terraform = REEBFNNEIACHE. BXEZEER , BEF Terraform FR~=RAITHH D
BR5:tEEHAE,

2. 1%E A,

3. ERUIBHAL,

4. WAABEMHIERE Next Stepo

5. 1 Amazon Service Catalog 551 fIAmazon fREAET , EFIER,
6. 1f Attach Policy TUHE L , 1%# Next Step,

7. ERIEA®  EEF Create Role,

HREHMMEFAE

1. ERZENACUEEACEMAEENH,

1%3% Permissions I+ , BFF Inline Policies $f%. A/F%$%F click here,
1%£3% Custom Policy , A% Select,

BMARBHEN , ARGUTAERKIEE Policy Document 4miEEsH -

H w D

"Statement": [

"Effect":"Allow",

"Action":[
"s3:GetObject"

1,

"Resource":"*",

"Condition":{
"StringEquals":{
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https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/getstarted-launchrole-Terraform
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/getstarted-launchrole-Terraform
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"s3:ExistingObjectTag/servicecatalog:provisioning":"true"

}

(@ Note
NEFARBESHACH , BUTERAUTFRAFSE : "s3:ExistingObjectTag/

servicecatalog:provisioning":"true",

AEmERANBNTNARSHREAIN—1T, Hl0 , EH Amazon Relational Database
Service ( Amazon RDS ) IR , B Action BIRFNBEE—ITHREBRAES , REHM
AT 9T -

"rds:*"
6. &R NARREE,
MRAREZLIR

LRERHACGE , B ZACENBHARSEE™ M. LRI Amazon Service Catalog £ &4
AFEs~RERAZAR,

HAEIELST

1.

2
3
4.
5

$TFF Service Catalog %% , P4k https://console.aws.amazon.com/servicecatalog/o
EREEFmNTRAE.

IR RIZTF FEFE IR R,

BEmAutErm , AGEARKETERRD, EEMLEE,

ERHAR By , EALMNEBSHIKFPER IAM B, HA IAM A€ ARN S ABBER,

MREEEACEN , SRKSEABIARES , FERAKSHFEFZENHN IAM B8, lLFEER
TEASKFEXNEIAGAR , ALEATUANEBNMNHEEKF REDH R IR,
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https://console.amazonaws.cn/servicecatalog/
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® Note
ERRBHARNIKS D , URFEALEHNAREH=mNAFRKSEF , BUAFEELEE
A EE M.

6. EEIAMBeRF , &&F tlE,

£ /5 3 BR | A iR R R

Amazon Service Catalog X FEARABBIER APIs BEILEIF R, FNEHLYRE |, B LUFEH
B ABEERKETM sourceAccount Ml sourceArn £4REB4IEF AR FRNE, ©ABERE
HABHTERFREA.

FELLT RHI% , Amazon Service Catalog RELAFETIK/ 111111111111,  Amazon Service
Catalog EE A N~ MBI LaunchConstraint i} , REAFTUERHACEERKPEEUTR
# , HEEAERFHAK, 111111111111,

"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:servicecatalog:us-east-1:111111111111:*"

1,

"StringEquals":{
"aws:SourceAccount":"111111111111"

}

£ LaunchConstraint MflE~ M AF XM EEHERN AccountId (111111111111 ) o &
n, A EEAESNAE , BEFEIN AccessDenied BiRH XM,

LA Amazon Service Catalog APls 21 T R#F/BELEVEIF :

* LaunchConstraint

* ProvisionProduct

* UpdateProvisionedProduct

* TerminateProvisionedProduct

e ExecuteProvisionedProductServiceAction

BHAR r


https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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e CreateProvisionedProductPlan

» ExecuteProvisionedProductPlan

Amazon Service Catalog XXt #sourceArn ¥ X#FEIR{L ARNs , il “arn:<aws-
partition>:servicecatalog:<region>:<accountId>:” EFRXIFEEMHIR ARNs,

KIERZLR

ERF Amazon Service Catalog FAABEH=mH K IEE =M , M Amazon Service Catalog
BHEBRTm. EENAREAMEGAPNE# TR BRI SHEFRHNNR~RAS , HE
Rz REENRY R,

B3

1. £ Amazon Service Catalog #Hl BRI EF | i&#F S ervice Catalog , REAF.

2. ERFRUTAFREFEAEENH, ERNETERP , BIAEE T"ACGH Amazon BREMN
(ARN ) ,

3. EEBIT M.
4. HERITEHIR , EAEAPRES
5. BINFmERWE,

=]
/CN O

ol

Amazon Service Catalog i& IR %l

@ Note
Amazon Service Catalog R # Terraform FFiR=} Terraform Cloud 7= fa B9 38 HIBR #l

BHAFRIETE Amazon SNS B LUIBEWA XK EHREA,
FERAUTIRENE SNS TEHITHT.
A% SNS =EMiITE

1. 7 v3/home EFTFF IS #h SNS £l A, https://console.aws.amazon.com/sns/
2. EEFEEH,

BHRILY R 112


https://console.amazonaws.cn/sns/v3/home
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3. BAXEEN , ARER QIEEH,

4. EFLIRITHE,

5 XNFHMY , HEREFEBH. T Endpoint , iR AZA TEBUBAM B FoR4rithut, EFRIE
T,

6. BHKE—HEEEBIT AWS Notification - Subscription Confirmation HHEINEF
BB, $TIFEBFHRM , ARFRBIEBRMENUSTHITHE,

BEATIREEREE E-IEPEIERN SNS TENRABHILIR,

[0 7= 8 2 A T8 AN 4Y 3R

1. §TF Service Catalog #£#|& , Mt Fhttps://console.aws.amazon.com/servicecatalog/o
2. EBRGEFmAFREAS.

3. EBFARAEFRRFMAR,

4. MNFmHPEFFrmANARKEREANBEM, EBRHE,

5. 1##E Choose a topic from your account , AFEIEERIE Topic Name BIZEH SNS &,
6. ERRR.

Amazon Service Catalog ¥~ 5 #7BR #l

(® Note
Amazon Service Catalog R Terraform FF iR~ PR Z EHBRHlo

BEREEHBRS , Amazon Service Catalog BB A A AT RBZB LKA AP EH SN E ™ BmKEK
WRRLORZL, MRATEHRL , M5~ RE~RA SRR RN ETE &~ R EHH 8 A
FEERNRRo

BRAFmAREERH

1. §TF Service Catalog #£#|& , Mt A https://console.aws.amazon.com/servicecatalog/o
2. ERGSEEFN~mHNTmAS,

3. ERAR EWMFHEFRRMAR,

4. FEAREHT | ERERSERH,
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https://console.amazonaws.cn/servicecatalog/
https://console.amazonaws.cn/servicecatalog/
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5. WEmiikFE=m , REERE%E,
6. ENEEFREL , EREAREEH,
7. EEREXR.

Amazon Service Catalog etk &£ R

@ Note

« Amazon Service Catalog F % # Terraform 1R i H R EL R,
- AutoTags B 81~ X# Amazon CloudFormation StackSets,

WREAR AT EERAR B~ RIPEILI Amazon CloudFormation StackSets, ZBAIAR = REBTNIE
EZNKFMXE, SARAFUUEEXERF , ABEF RSBV EMITEINF .

[6) 7 fm B EAR SR 40 3R

$TFF Service Catalog 2 %& , P4k https://console.aws.amazon.com/servicecatalog/o
EREEMEFBNTRAS,

RN RIET R H LR NEAR,

ErEmH, &E T m. BAREKES | EFHKRE,

NIEREREARBEK S, XEANR,

o & 0 bdh =

« ERFIREF , BEEEEP R~ mBOIKS
« EXEHRESF , AREFESmAEXEUAREXLEXFHEFEN T mEEIT

« EMRF , EE— IAM StackSet EERHEREBLENBEHFKST . IRETEESAE , N
StackSetsfE AN ARN, THEAXRIREHKENRNEZESR.

6. EEIE,

Amazon Service Catalog #E#x£J R

(® Note
Amazon Service Catalog A% # Terraform FFiJR=} Terraform Cloud 7= i B 18 Hx BR i,
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https://console.amazonaws.cn/servicecatalog/
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/stacksets-prereqs.html
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ERHFELAFERD RN ATANER , FRABKRAR, NABRARTARRLAFPTETRER
HAOAWESAMERNBER TERATR. BRI LUFERY R A T m Amazon Service Catalog A&
WM. FRASMAETE—NESZNT0R , AETEEE BRI R,

BARYRE—NHZANHNARL , XEHNLGE /T E~ mEAM Amazon CloudFormation 4R H E X
HNSHH A FE. Amazon CloudFormation xS HE X AP ECIEHRFNIEENENES. Fi
wm, SHALEN AP ERZELHIR MR AT LLUE R & Fh EC2 SEHISER,

MERBRFHSHEENT=RESHWERZIAKEARZ , MWAEERYFKREAFER
=M ANERNE. fl0, MRERSKITEN EC2 EHIZEEX FNRER/PNERHIFEE (4
mMt2.micromt2.small ) BWAFRIEAK , M A LURMERLD R IR B 8R4 A P 7] BUE R #3242
#, HX Amazon CloudFormation RSB EZEE , HZH (Amazon CloudFormation P18
) PSS,

BRARBET~mEAEN, IRFERIARMAT - RASHENTR , ARSFkTnEsx®
S—NFmAEH  UXEYRFRAENATE N~ mB SR m.

MRFERARNATEERAPAZNm , WARSVBNAREERINAE~mM~mB S
BRAH = mo

ETI LAE AN 4R 3B B3 S 7 E Amazon Service Catalog B R 2414 AN E K JSON XARKE WL E
AR, BEXMNNEZEE ( BR/EENTE ) , BSREERIRAN,

EEFORRAAEAFNERTINS , FoI22dMEFmBNR~md s , AERZTRESN R
B3R,

FHERY RN AT ™ m

1. #JFF Service Catalog %% , ML H https://console.aws.amazon.com/servicecatalog/o
2. EFmEETH, EREEENERARMATHEEN=mNFREAS.

3. RITHRERD HIEFERML R,
4

HRFFmMRBEEOF , WT7m , BREEENERARNTm. AF , FTLHRREM , &
BRI, EHEMER,

5. HEERAREKRTE , £H JSON YriE2m AN £ K25 R ERR/ELIRAN

- EREANN JSON RE | FRBHRIARRERET R, WIATF LRET SN REIKRFE B
18T 1R R AE
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/parameters-section-structure.html
https://console.amazonaws.cn/servicecatalog/

Amazon Service Catalog EERER
EFEAAMNERETEEEAN , FEFANERSFETF, EHETFLE , BALLEES MY
BERPEENERASE , AAUAZSBEEATE, RESHWERE | B ERELEPHNIM
B. EEHEREEESsRIIRPHN—AEREEATE,

EHESTANG , EFERMAN, AMN2ERERNERSFETF LENKRP. EEENRE
JSON il , BIEBRARN A RESRETF,
6. ERBETARNVANE  EFRER. EEFEIR , FHIFRASTFH(

o

B, RERITAOR,

BARLY RA N

#£ Amazon Service Catalog 7= R4 &P E L ERA RN HEIR T &L A P A6 o] LAE R ZENR
AR AT RIS A F el 2121 A 87~ MmEY Amazon CloudFormation 14 A 7= B3 B9 S 548 & %6
EE, ANATATHLESAARLTEREERRNE, flW , BELURM—ZANRBIERLAAFZ
BELAEVPCHEETERNFM , REREBEMAKRFEARFEA Tml. smallskfKE, Amazon
CloudFormation R~ meIEE R 28 , FRAMNKEIESHE,

BMNNBZERNEY : ANKH (L) NS (XF) . ANKHEBERN A ERTE, HSHER
APHARBESEIEENE. MREREXANEZYSE , WANBKSHBEER. EE SIS
S, UEABSETHANNAZEE , REEEREIRW Rules o P ERAIXLEERHE, BUURERNK , B
HN FA WS W RLLE RUIMA true = falses

Bl | BRIRIEIE Parameters S0 FFHT VPC MFMSE, &0 LABIE—MHNIREIELA
EFMEAMNTHEEN VPC H, At , HAFEE VPC i, 2ECIERFHHEHR 28 Amazon
CloudFormation iFti S AR EF S HERESEE VPC F. MRSHETIH , I Amazon
CloudFormation M BIFTC A GBS E Rk, MRAFKRIEE VPC , M Amazon CloudFormation 1
BETFHSHE,

Bx

BiRHIRules BB M/GIRE SN HA B Rules A, ATERNIFABEEEESE, MREFHS
AN, M AESFRENs BT ¥TEMHAN , E4HBFH-— A5 S5IRBRNEBEN , FRE
= LR R4 T S mERNES.

HMNUTATLL‘@E RuleCondition Bt , BB E Assertions Bit. XFE8NHN |, &0 LUMUE X
— AN ; O LUE Assertions BERAENL —NRZ NS, LB A4S E T HN A SR
BREE UHN KRS |, AT AERFTR

"Rules":{
"Rule@l1": {
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"RuleCondition":{
"Rule-specific intrinsic function"

},
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
I
"AssertDescription":"Information about this assert"
I
{
"Assert":{
"Rule-specific intrinsic function"
I
"AssertDescription":"Information about this assert"
}
]
I
"Rule@2":{
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
I
"AssertDescription":"Information about this assert"
}
]
}

WHERE REEFHE N2 5B R Rules # Ruledl BIMNE Ruled2 ZB2 - Ruledl BE—NMHNI%
HRFEMNTE. WEANZGFHOEBOITEERER true , WFITEMRNASMNIE PR, MENR
MR false , MBEAMTEER, BT Ruled2 ZEMANZH (XERBRKITENNAKS ) |
Rt EHREER,

EXATEMNHNEZHENHENEETHANNNERBEE |, 5 HAmazon CloudFormation (A F
@) FEIAmazon FM %,

R EEFARIESHE

UTRAAMNNKE InstanceType SHNE. BEHFESH ( test = prod ) WE , AFHXARN
ml.small SHIEE ml.large = InstanceType, MR —1EIRH InstanceType o H =8
Environment # Parameters $#,

BRI R 17


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-rules.html
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"Rules" : {
"testInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "test"]},
"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.small"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the test environment, the instance type must be
ml.small"
}
]
.
"prodInstanceType" : {

"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "prod"]l},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.large"], {"Ref" : "InstanceType"} ] },
"AssertDescription”" : "For the prod environment, the instance type must be
ml.large"
}
]

}
}

Amazon Service Catalog IRZ 124

@ Note
Amazon Service Catalog 7% Terraform FFJR=k Terraform Cloud 7= fa 89 RS2 4k,

Amazon Service Catalog SRR RO EBLEF NRELAFEZI , ANETFEALNZ2E R, FIA
RSIRE  EREEBR |, BULUARTFRLHAFE Amazon Service CatalogH U TIRIEES. BEEM
B, ETHENGSRBERNR, #H Amazon Systems Manager X #4E Y REBIE. XEEAmazon
Systems Manager X 14 S8 15 A 35/ Amazon &£ SRR TUE LIRE , #1400 Amazon EC2 Z1EFE
B, B LUE B EURE,

EXRHEF , BFAZLAFRMER Amazon EC2 SZHINEED, FMBEMINR , EXRSRE ,
FRSEEST @mRE , FRERATMEE™ mKRNA&RL A ER,
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FRF M

AHEBRIZEBHETEH Amazon EE AR , BEZXFE T Amazon Service Catalog , H BB EZR
HE—HEXNTR, FmAESFAF. MREFRZHE Amazon Service Catalog , BEFEALRHEZ
AERIEEMAITES,

E&
- IR BEKLRAFNE
- S}, 2: BIERSRIE

Nl
b

o
N
QA A A
N 5 %‘E 5 kXY
> o1 | W N

RS RES T AR KB
i RES i

- $] 5 FHEERSEIEE Amazon CloudFormation
- S, 6: FIHPE

S BEKARAFXR

BARAPXIBEELENNRT e EFNHITRERSRE. ZUTROIF  RLAFRPEEREHE
Amazon Service Catalog BRS1&EThBERI 1T Amazon EC2 E g IR,

EFTNR

1. 3#TFF Amazon Identity and Access Management (IAM) #2#|& , Wit A https:/
console.aws.amazon.com/iam/,

2. MXBREHhRIAFEA,

3. EBRLAFPFEABATIAE Amazon Service Catalog BRI EH, EAXRRMS  RINERKRLKAR
H, TLBCHIIHR  EREMEAREAAFFERANYA,

4. HEHMNFAEENEHNNREDFL , TR EBIE R, THRAP  BRIMNELIEERN
BAM BRI NRBIZEMN B ENKE , Amazon Service Catalog B34 5B 7 MR

5. EERMIEL , EREEREIUUSNMSENNR, SR AERATRICRESRD JSON REEKE
BRME, EARRGF , RAIER JSON RESRFMNNR, EAKEF , @MEBRMEL TR :

{
"Version": "2012-10-17",
"Statement": [

{
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https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
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6.

"Sid": "Stmtl1536341175150",

"Action": [
"servicecatalog:ListServiceActionsForProvisioningArtifact",
"servicecatalog:ExecuteprovisionedProductServiceAction",
"ssm:DescribeDocument",

"ssm:GetAutomationExecution",
"ssm:StartAutomationExecution",
"ssm:StopAutomationExecution",
"cloudformation:ListStackResources",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances",
"ec2:StopInstances"

1,
"Effect": "Allow",
"Resource": "*"

}
]
}

FERERZE , FEHRENRKENESR, KRARAFPATHNAFPIERBEEFINIT Amazon EC2
ERBREFMEMNPR Amazon Service Catalogo

SR 2 CIERS®RIE

BTk, BEE— MRS BEIERER Amazon EC2 E4i,

1

2
3.
4

$TFF Amazon Service Catalog &% , Mt} https://console.aws.amazon.com/sc/o

MEE | EERSRE.

ERFRETE L |, ERCEFTRE,

£ ‘Bl ME L |, EE—1 Amazon Systems Manager X#43KE X RS, Amazon EC2
EHIE FREH Amazon Systems Manager XHEENX , U HEIMRE TSR EABRIAEDT
BDYD B 52h 3244,

B FEHikE “Amazon-EFEC23 41" B4k,
BARERHE—IANENRENARNEENNBNANER, KELAFFEIILER | NMEFEAE
fuf1 T R IREER N A

EZHMBFERET , EFFERNREBRN SSM XS (fl , 6] ID) , REEESEHN
Bir. EERMSHEURME MBS I,

ENRT , &F—1NAG, BINEZLREAFERARKIAR, &7 EL T E ERTHE L EANR
A=

ST 2 SIERSERE 120


https://console.amazonaws.cn/servicecatalog/
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9. WEEREBZRE , ERBERE,
10. £ F—RL , RECIRTEREETAR , FHIAEIA,

S 3 FIRFEREST BRAERER
EMRIER | BB REE L RIEXE.

1. ERSBETEL , %F Amazon-EF B3 EC2instance , AFEFREKRE,
2. EXBEBRENEL K 2BEEHFLLENSAAFER LRITRISBRENTR. EERRGF , &Mk
FLinux £
. B RIRA, EEE , ST LUE RN SRR IR R FTE R
4. EFREBRBE,
5. ET—Lt, BER—FHIAEE,

BT E AL TE Amazon Service CatalogH 8|2 T lRFRE. AHEN T —FSR , URERAFHHFEH
ARS8,

SR 4 NAKLEH R

RARF A EREE™ m ENTRSERE. E2HEP  REAFELOSFEFT I NEES R, M
BB mNMEHE £ — S ERSRERBKN™mRAE 3.

L& R 514015 R RS 1R 1

1. LUBLAF 5% &% Amazon Service Catalog #2%|A .

2. 1£ Amazon Service Catalog 2 HIHRNSMER P , EETEREFRIIR, KIRFERIRL
FA P P T B Y 7= f o
EffES RYR TELE  ERCTE BN,

4. EMEEFRIFAGSEREL , EBELELANERE | RE%EE Amazon-EF /3 31EC2instancei®
£,

5. WIASENITEERE, BRIIRESRIENTHEIA,

S5 FHEERSEAE Amazon CloudFormation

Ba LB RSIBERHE S Amazon CloudFormation BRI XEK, BEXEZELR |, 55 (Amazon
CloudFormation AF1E®E) PHUTREA :

S 3 HRFBRIEST mMRARE 121
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« AWS::ServiceCatalog::CloudFormationProduct ProvisioningArtifactProperties

« AWS::ServiceCatalog::ServiceActionth&

® Note

MREEE RS R ES Amazon CloudFormation BIRHIXE | F A E&EN SR =Ml BR RS
#{E Amazon Web Services Management Console. Amazon Command Line Interface % 1&

WATHEMR ERTEY , &£ Amazon CloudFormation Z ZhXt AR 55 18 45 FIT i A9 4 1] 52 U8R R 4 B 4R

HIR 6 : MBHE

MR RS RENATRM , W AT AFEFRED B 7™ f U H L BRSSRAERAT B4 5 B3 0 P R F4R RO
Bo BALUETHRIERLBRESNEA,

(® Note
BIRHENBIINATRE2REER , HItENEREEREN B PITHLEFEARL
XA,

«

REBEE

Amazon Service Catalog J&%| T NERsEIR. FHEER. IRHERDEE , BEFLXEERR.
@A StartAutomationExecution #{E8t Hi &8 (ThrottlingException)

RS BRAFIIT R R URARSS (540 SSM ) RIBR I,

RABEREL T

Amazon Service Catalog TEBERFFEEENHIEEN AR, FHREATZACHNETREPHY
servicecatalog.amazonaws.com E s X% E & ( 40 servicecatalog.us-east-1.amazonaws.com ) 5l

ARTFIIR,

@A StartAutomationExecution #/ERT 48 (AccessDeniedException) : FiF TRER R
StartAutomationExecution E#1T:ssm:,

BEREELTIEENBEETNIA ssm: StartAutomationExecution., R ABEEE LM SSM X
PR,

S 6 REHE 122
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TargetType TEl &= m XA EMEMERE N EIR

B EF-mASEEMAE SSM XAFIEEN BIRRBEMETE M EIR , 6120 Amazon::EC2: Instances
KRELZSNTEE"RAEAEXERR , IRIAXHRERIER,

Document with that name does not exist (B8 1% & i X TZE)
ERFBREE L P IEER T EE,

Failed to describe SSM Automation document (o3& SSM Automation 3 4%)
Amazon Service Catalog =i R 1EE M HEESIR B SSM WARARE,

Failed to retrieve credentials for role (Fc3:# 3R & B i)

Amazon Service Catalog HE1EE A & 81 1&E F R F4E iR

EFERARNSEMWE InvalidValue  {ValidValuel}, {ValidValue2}
&4 SSM NS BEREXHN A TFEIRP, BARMNSHBEN , REER.
SHERER, NEHMNEParameterName T 2HE BN FERFH,

&k SSM NS HEN XA ERRB TN,

Parameter is not defined in service action definition (RERFIBRIEEN FENSH)

21245 S8 Amazon Service Catalog RERFREENLRENL, BREERAERSREELHENL
HSH.

SRENIT/BUERER KM, Error message. BXEZVUHNIFMER , ESH Automation RS H]
BHEERE.

SSM Automation M HFIRAW ., FSFHE S P E IR — SHERFIE,
TAWERAUTSHE , RAECNTEREE~RF : InvalidResourceld
AP BB RN T EMEE™ m PR RRIATERE,

TargetType &7 SSM Bl {L XRE X

RS IREEE SSM B3I XH4HEIT TargetType E X, BEEH SSM Automation 3T,

S 6 REHE 123
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¥ Amazon Web Services Marketplace = @R NEEH R EAE

& ] LA Amazon Web Services Marketplace 7= @R NEIEHN = RAEH , FXL™ @A Amazon
Service Catalog &KL AP EH,

Amazon Web Services Marketplace @ —RELMEIE , BAIUEREPER, TEHIEFHRERAKE
BEMERS. PR~ @mER Amazon Web Services Marketplace 2EHIEE. NARFRSEE. N
HRITE, UBETE AAEEBEIEMNMELEEHRM, Amazon Web Services Marketplace AT ELL T M
1t 3R B https://www.amazonaws.cn/marketplace., EEE , BREFRHENIRS (SaaS) ™= mM A
Amazon Web Services Marketplace | Amazon Service Catalog,

B A LU B Amazon CloudFormation #4% Amazon Web Services Marketplace #I7= f & #IZ|
Amazon Service Catalog &4 i Amazon Service Catalog , AE M%7~ @AME=RAEEH,

@ Note

Amazon Service Catalog Rz # A Terraform FFiR={ Terraform Cloud Amazon Web
Services Marketplace 7= f#&E#R[E Amazon Service Catalog &4 A F 2 &7 o

Amazon Web Services Marketplace 3% Amazon Service Catalog B8 i F 30 %117 59 F 7 =
M. BMNBWFEAET RN ZRITHITHEER N @ Amazon Service Catalogo.

FAEE Amazon Web Services Marketplace 7= Amazon Service Catalog

A LAE A B E LT B Amazon Web Services Marketplace 87 miE #2755 11Z] Amazon Service
Catalog » £ Amazon Web Services Marketplace 1 , 4% Service Catalogo BXEZEE |, i#
2% Amazon Web Services Marketplace #5 By . (8] & 7 & P B9 15 7= @ & # %) Amazon Service

Catalog.

FHEEFA I Amazon Web Services Marketplace 7= G

SERRAT S ERELIT B Amazon Web Services Marketplace 7= fa , 7 Amazon CloudFormation 4R # &
XizFEm , AR ZERRINE & Amazon Service Catalog A& H.

1T ¥ Amazon Web Services Marketplace 7= i

1. BI{¥ Amazon Web Services Marketplace https://www.amazonaws.cn/marketplace,

op

¥ Amazon Web Services Marketplace 7= NN BB IR EAE 124


https://www.amazonaws.cn/marketplace
https://www.amazonaws.cn/marketplace
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2. WEFRBPITERUERERIE Amazon Service Catalog = A S~ m. ERTRUESR
FRFEMAEETHE.

3. EBRMBLEBEZMNE , ARERFIEHETF,

BENHELWEESEXIFNILEREMITE R (Amazon EC2) 354128 Amazon Web Services
Xig, ZIFHERPIRBELUR=RESD Amazon XEFEANT SR REME (AM) ID, XE , &
Lk FIREAFPERER, ERESRYF , BFEEAHEEX Amazon CloudFormation EiR# 1T
BE X

4. 1E$E Accept Terms iTF™= fo

TR~ RE , B7EL Amazon Web Services Marketplace BERT 5 H 7~ REERE EWER |, HE
BIER EHRRMY , RBEEF @,

#£ Amazon CloudFormation Rk E & # Amazon Web Services Marketplace 7 mm

EXRUTSR , L5 FEHEH—4 Amazon CloudFormation REIERERNE R , REXNERFTE
EN, FEAREN Amazon Web Services Marketplace B . Eif R RAIENR , 5260 (Amazon
CloudFormation AIF#E/) I RAIER.

1. 1€ Amazon CloudFormation AP EREM RAIERTE L , RIEN~RIERE - Amazon X5, &
# Amazon Web Services Marketplace 7= &M X F Amazon Zit X, A LAE Amazon Web
Services Marketplace Y= MmN N H L EEZ X E,

2. EEFAEGZXEMNRS REAERNSIEK , BEFERSEE,

3. HALFERAREEERNE—TOMERNERS. KIBRPHNIREALTLHERFH Amazon
EC2 3:fil, EEFRAIENR , FiEE View , AREARFERNEIAR , LEEREEX HiH1T4H
B, R XHHTBBELMA template,

4. TEXARYmERRPITIFERHE,

BE RN R, EBHER TS AT REIZEM -

"Description": "Launches a LAMP stack from Amazon Web Services
Marketplace",

6. BXEMXInstanceTypeZ# , FHRXETELMN~mIHFHN EC2LHIZKE, MRENERTEFX
B EC2 SRfIRE | N MR ERENELAF B,

a. ENFREZETEL Amazon Web Services Marketplace , TEEMNMFEEE 0 EE X IFH EC2
o3l

b. HEEMNERP , FEIALGIREE I BIERH IFH EC2 LHIKE,

FHEBFARI Amazon Web Services Marketplace 7= f 125


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-sample-templates.html
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EERES

C.

d.

YmiEAllowedValuesdlR , EHNTEEMN™ mIFH EC2 KHIKE,
MAllowedValuesH|RHABRETHFLERL AT S ™ meTERAMNEM EC2 SHHIKE,

WEST InstanceType 38 , WS B ARERUTUTRHI

"InstanceType" : {

"Description" : "EC2 instance type",

"Type" : "String",

"Default" : "ml.small",

"AllowedValues" : [ "tl.micro", "ml.small", "ml.medium", "ml.large",

"ml.xlarge", "m2.xlarge", "m2.2xlarge", "m2.4xlarge", "cl.medium", "cl.xlarge",
"c3.large", "c3.large", "c3.xlarge", "c3.xlarge", "c3.4xlarge", "c3.8xlarge" 1],

"ConstraintDescription" : "Must be a valid EC2 instance type."

}I

7. EERAIMappingsZoH |, HEAWSInstanceType2ArchBkEt | LIEXRBEXIFH EC2 £41

KAEFZEH,
a. BEMERInstanceTypeZEFIER+PARITENFTE EC2 EKHIZEE K imEM

b.

BtAllowedValues’l &K,

REBFT EC2 EHIRBEWArchE , FERNEN~RIFHNREER, ERESE
PV64, HVM64 Fl HVMG2, ETH M BEWERWER | 155 % Amazon Web Services

Marketplace = miFMES TN H. E T #f EC2 ZAIRFIZIFWLELM |, HSH Amazon

Linux AMI 324528 BU 4B RE

RS AWSInstanceType2Arch BRETE , BLERGT ATRESR LT AT R4HI

"AWSInstanceType2Arch" : {

"tl.micro" : { "Arch" : "PVe4" 3},
"ml.small" . { "Arch" : "Pves4" 1},
"ml.medium" : { "Arch" : "PVe4" 3},
"ml.large" . { "Arch" : "Pves4" 1},
"ml.xlarge" : { "Arch" : "PVe4" 3},
"m2.xlarge" . { "Arch" : "Pves4" 1},
"m2.2xlarge" { "Arch" : "PV64" 1},
"m2.4xlarge" : { "Arch" : "PVe4" 1},
"cl.medium" : { "Arch" : "PVe4" 3},
"cl.xlarge" . { "Arch" : "Pves4" 1},
"c3.large" : { "Arch" : "PVe4" 3},

FHEBFARI Amazon Web Services Marketplace 7= f
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"c3.xlarge" . { "Arch" : "Pve4" 1},
"c3.2xlarge" : { "Arch" : "PVe4" 3},
"c3.4xlarge" : { "Arch" : "PVes4" 3},
"c3.8xlarge" : { "Arch" : "PVe4" }

}

8. EEIMRAIMappingsEBDH , HmEAWSRegionArch2AMI RS LA B Amazon X1 57 mEHE
RIZE¥AF AMI ID #H<Bk,

a. ENFRBEZEREL Amazon Web Services Marketplace , ZE &~ RIEED Amazon X
EHERK AMIID , M TRHIFFR :

Region D

US East (N. Virginia) ami-4 1
US West (Oregon) ami- I
US West (M. California) ami-%
EU (Frankfurt) ami-
EU (reland) ami-#
Asia Pacific (Singapore) ami-
Asia Pacific (Sydney) ami-
Asia Pacific (Tokyo) M- a———
South America (Sao Paulo) ami- -

b. HEZHNERP , MBRETFTZHNFTE Amazon XS],
c. RESXIZHIRRET LU BRT X IFHIZRH ( PV64HVM6E4, THHVMG2 ) R EXEXA AMI IDs,
d. XNFRTHEAN Amazon XFFEMME , FEPN~RIFEREPIEEMERNEG AMI ID

Amazon Web Services Marketplace,

YRI5t AWSRegionArch2AMI REE , BT R ATRER LT AT RHAI

"AWSRegionArch2AMI" : {

"us-east-1" : {"PV64" : "ami-nnnnnnnn"},
"us-west-2" : {"PV64&" : "ami-nnnnnnnn"},
"us-west-1" : {"PV64" : "ami-nnnnnnnn"},
"eu-west-1" : {"PV64&" : "ami-nnnnnnnn"},
"eu-central-1" : {"PV64" : "ami-nnnnnnnn"},
"ap-northeast-1" : {"PV64&" : "ami-nnnnnnnn"},
"ap-southeast-1" : {"PV64" : "ami-nnnnnnnn"},

FHEBFARI Amazon Web Services Marketplace 7= f 127
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"ap-southeast-2" : {"PV64" : "ami-nnnnnnnn"},
"sa-east-1" : {"PV64" : "ami-nnnnnnnn"}

DUE |, 48 7] LUGE AR AR ™ MR 0 E07™ @ Amazon Service Catalog A&, MREH#HITHME
%, S M Amazon CloudFormation AR T AR EIRMWEZE L,

&K Amazon Web Services Marketplace 7= @i iEI i@ Amazon Service Catalog A&

1. %&3% Amazon Web Services Management Console 3 $#1%] Amazon Service Catalog B 5 15
##& , Mtk Ahttps://console.aws.amazon.com/servicecatalog/o

ErERAARELE | REBER Amazon Web Services Marketplace &= R MBIH = mA S,
ErmisFAEEREL & ELEH~R.

BABRN @A FHAGE

£ Version details WHE L , kX% Upload a template file, Browse FI#EiR 4

B AR R

EET—%,

ERERIEL , BARERERN , AFERBIAN L4, FRERANEFREAE. FRIEXNE
RIGRF=mAENRLRAFTA,

© N o o bk~ D

£ Amazon CloudFormation StackSets

(@ Note
AutoTags B BI R~ %# Amazon CloudFormation StackSets.

& A LAE A Amazon CloudFormation StackSets 7£ % Amazon Web Services X135 10k = # & 1
Amazon Service Catalog 7= . &7 LAEE MTE Amazon Web Services XN EBHINF, EKF
ZE, FmeHTHEN., EEM , AR AUEERERIURATHENSRAKFY. BEXESZE
8 , 5 # A Amazon CloudFormation StackSets,

HEAKR B2 M AR K5

HHRE R TFEFERE Amazon CloudFormation # 4R £ Amazon XIEH Amazon MK /= &6 22 i
%o

f£ /) Amazon CloudFormation StackSets 128


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/template-guide.html
https://console.amazonaws.cn/servicecatalog/
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
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HE KB R Z Amazon XEIARY BARIKF PRy |, 7 BRE — M HEREMEKRE

BEXEZEER |, 185 StackSets #1=,
HWIREAR

f£# Amazon Service Catalog , #&A] LAfE F HEAR SR L9 SRR EL & 7= M EPBIE o

Amazon Service Catalog X 5™ f7= [ #Y &R &£ BR % Amazon GovCloud (US) Regions : Amazon
GovCloud ( EE®EZF ) M Amazon GovCloud ( ZEFRER ) -

BHXREZER , 55 Amazon Service Catalog % EL E,

EBEME

BRI LAE A Amazon Tl & K BR BR 8 HY AR 55 X A F 5 A 150% Amazon Service Catalog. &R LUNE S
Amazon Service Catalog 7= & f7= @A & HEX Bk,

® Note
Amazon Service Catalog X # Terraform JF iR~ mA T E .,

Amazon MEEEEBREBELTNE , LEEENRASHFEAEEL (RMIHEL ) MEESFTTE

BEIR, Bx Amazon MEME R , i§1HEhttps://www.amazonaws.cn/aws-cost-management/aws-
budgets.

5

- RRFH

- BIETME

- REKTE

- EEWE

« BUBXRETE

FRFZ M

A Amazon FE 28l , BFEE Amazon IKEERAERE BH & FHERADEFRE, BXES
5, HZ0 (Amazon IKEERAERE AFERE) FHEVER S E LB KA D BRE,

HERELR 129


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/stacksets-concepts.html
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https://www.amazonaws.cn/aws-cost-management/aws-budgets
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® Note
NERZEE 24 PR FEEBCE,

BREFEAVPREEAMEDENEMAFHEL TR Amazon IKEERAEE 2515, SUEY
71 R B2 3 SRR SR AT LLIRAF

EAT AFPQEME  ZEXTIATHAFEEKRKEEFE. MEERFA Amazon SNS BH , MAT AR A
F &1 Amazon SNS BHIBINEE |, W T EH K& RBIFTRo

BIERTAE KB

1. £ https://console.aws.amazon.com/iam/ $TFF 1AM 2 &1 &,

2. ESMERP  EERER,

3. ERNEERP , EFCIEX,

4. JEF JSON ETI+ , REEFILLT JSON REE AT XA, FIZXAKME JSON XA&EH,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Stmtl1435216493000",

"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling",
"aws-portal:ModifyBilling",
"budgets:ViewBudget",
"budgets:ModifyBudget"

1,

"Resource": [
nmin

]

"Sid": "Stmtl1l435216552000",
"Effect": "Allow",
"Action": [

"sns:*"

1,

TR 130
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"Resource": [
"arn:aws:sns:us-east-1"

]

5. ZTRjE , BREERE. RERIIEFFREGEAEEER.
6. EFEK RAEL K NENKHDHE, EERBPFEUETENRBERTHONR , AEEFCIEK
B SR Z R TR,

MR ETRERERRIIRT , HECEAREFHMAENAFRNE, BXEZER |, S
% {Amazon Identity and Access Management FIF38/) PR AIZF M % - EE R KL,

BIEME

£ Amazon Service Catalog EEARFEF , FRIIKNFREAETEIE TEXAET~ RN~ m4d
ENER , HATEXNHBMTRE, E0ENE  BABEENMESHN =R~ mESHEXEK,

EME

1. $TFF Service Catalog #H|& , Mk https://console.aws.amazon.com/servicecatalog/o
2. EEFBIRITMASE.

3. EREMMMEN~mIT~mAS.

4. FRERRE  ARERVIEWME,

5. EWHEGE NHL , F—HrERESENTEMERE,

FREEFMER ;. AutoTags M TagOptions, AutoTags BEHHZ RN~ RAES. “RANA
Fs Amazon Service Catalog BaFiX RSN AT EBREN TR, A TagOption EEERAE X
MREX , EHBHITEE, Amazon Service Catalog

RNTEFRAEGETmENTHEB RREXTE  eNXAMEGHENRS. HEE , BXEH
MR TEEEE 24 P FEEBE. BXEZER |, 551 the section called “5tRFH",

6. &R “FEPAIZE” Amazon Budgets, BB EQEREMENH. RBRLIENERIW S RMEH T
MEIRE,

B ETE 131


https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_managed-policies.html#step2-attach-policy
https://console.amazonaws.cn/servicecatalog/
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/budgets-create.html
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® Note
PIEMER , BLTREEF R~ mAEHEXEK,

RERFRE
MERAATRTUE —NEZXBENTE. SIAETAS SN = RASR=RHEKXK,

HERMEST RETMASHXEN SN ZT-RR - RE e FAEENEEREXMEN
ER. "NTEFRITRAS LN HEBRREMES , BLMNTAEN M mASXEKARMD

B,

)

(® Note

MR B ERTRE Amazon Budgets , |5 Amazon Service Catalog 7= m#l= mASHIE
REKRTFE. Amazon Service Catalog 2R RE X EMBRMENFEME S,

KETE

$TFF Service Catalog #2#l& , Mt R https://console.aws.amazon.com/servicecatalog/o
EEFEmIIRETRAE

ERERESMEXBKNTRI=mEAE

THREXE , ARERXBKME,

EMEXRBKIELE , ERUEME , AEERRE,

RS mASRIENSEENNR N E N BE.

o a0k~ w D =

EEME

WMRMESFmAXREK , B EFREFAERN~RIRNE LEFFEXMENER. RMESF
mASHXRE BN EFRASN~RdsFAGENEHLETEXMENER.

FRAEGNFRIKRNEE RAARRNAERFR. EUUFRINERINEMENTNSAEF,

HEEFRITmEASR R ENZTFAEENH, FRESFAGENTRFAGENEHRIE
—Ey  BRTERKEMENFEMAGEE, BUEEMEST. Y ZHAMUZH, BEaE
BREEMEFMAEEHREME,

KERTRE 132
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BUHXBME

BRI LHME 57 mE a3~ mBUEXEK.

® Note

R IEMTAE 1l BR Amazon Fi&E |, N5 Amazon Service Catalog 7= m# ™= RAESHI G X
BX{ISRTELE. Amazon Service Catalog FTEE REXEMBRTAE W EMER.

ERUHKRBRTE

1. §TF Service Catalog ##|& , Mt Fhttps://console.aws.amazon.com/servicecatalog/o
2. BEEF@IKRIFRASE

3. EBRERUHMEXBEN~mI=m4Aes.

4, EERBRME, NTHIRPERFUEXBKME, KNSE REIARE,

5. EEWAZRUEXBTRI-MmASNTMER , EEBHIA,

BUBRBRTIE 133


https://console.amazonaws.cn/servicecatalog/
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EEMEE™ m

Amazon Service Catalog £t 7 A T EEME B F D, BAUETHFRIEHNESE. EMNMLL
EHERHPNRENEE™ M. BXTOIRE , BZHTE/LY,

£

s UEEANSHEEMEE™ @
- FUHRE-mNAEE

- EATEE ™ @A

- BE  BERAFRRRDE

« B Terraform JFRE™ mRTEIR
« B Terraform JFRE™ mRS X4

LEEANSHEEMEE™ m

EEKFNFETMEE” R , BEEEL AWSServiceCatalogAdminFullAccess REMEE ™~
mEATFRNRNEZE IAM R, EXEZEER , FSH Amazon Service Catalog #) Identity and
Access Management.,

® Tip
NFBRASTMEE " mEE  CREEMEE M2 , BANE~ G ERFB S AMEE ™M
W, BXEZEERRA , BSENULNTHEA :

» AWS::ServiceCatalog::CloudFormationProvisionedProduct ( #£ Amazon CloudFormation

APiEES ).

 DescribeProvisioningParameters (ProvisioningArtifactOutputKeys) £ {Amazon Service

Catalog F X &) Fo

EENEEMEMEE

1. $TF Amazon Service Catalog %A , P4k https://console.aws.amazon.com/servicecatalog/s

MRE B L EFXE Amazon Service Catalog #£#l& |, 1% S ervice Catalog , RFERE “REH
7

NEEANSHEETERE ™R 134


https://amazonaws.com.cn/AWSCloudFormation/latest/UserGuide/aws-resource-servicecatalog-cloudformationprovisionedproduct.html#aws-resource-servicecatalog-cloudformationprovisionedproduct--examples
https://amazonaws.com.cn/servicecatalog/latest/dg/API_DescribeProvisioningParameters.html#API_DescribeProvisioningParameters_ResponseElements
https://console.amazonaws.cn/servicecatalog/
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2. WMEXE, O FRHEFAEE™mEBD.

3. EMBEEFmIoF , EREF X, AREBREEEFNHHLS - AR, S3KF, WRE
S2E REZRHPHMETEEF Mo

4, R ATEEFGBHITES. EFRKILL, XL EAEENELEL  ESHEEHMEES R

1:1 /CN O

EWE & mEVFT R &
CALENERRRE- RS, LREMEBRENFAEENASAAEH ARN.

ZRINERT , WLIhBe Al A AWSServiceCatalogAdminFullAccess HERBEHE
BRFMH, BALE Amazon Identity and Access Management (IAM) &4 A F &%
Fservicecatalog:UpdateProvisionedProductPropertiesiXfR , M #4113 AHiZIhEE,

EXMEESmOTEE

1. £ Amazon Service Catalog ##|AH , EEBEFEEF MoK,

2. RIEEFHNHEES R, ARERHEZINZARAEEEYITRES mAEE, SEAUER
BB~ mBFEERENREREPRIERAEELT,

3. EXEES K WMABREAFAEENAFPIAGEHN ARN, ARN B arn: ALAHITEEMER ,
XEEECEFASEHFMIOMR , 0 arn:aws:iam: :123456789012:user/NewOwner.,

4. EERX, EHMEER  LREI-RAMHE.
HESH

» UpdateProvisionedProductProperties

B AT B 1 7 am YRR AR

B LU TR & 7 m Y AR AR E SO H bR AR, Bl | R E Service Catalog #E—1 EC2 7=
m, WALE#HZEC2ERUARBHENTEE~m ID , BFERE RN S3 F& M.

EUFEE~mOAEE 135


https://docs.amazonaws.cn/servicecatalog/latest/userguide/enduser-viewstack.html
https://docs.amazonaws.cn/servicecatalog/latest/userguide/enduser-viewstack.html
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® Note

EFE B M Terraform FFRE Terraform Cloud = RAXIFEFHER, WMBEERME
Terraform = mERA TR ENR , WATMBRZ>=m , ReERAFEERANERET ™R

SERTTIEL B AR AR AR

1. MNEMHSEEPERENEE ™
fn

2. EFEESmYT , BEMEESm  ARRERE. EHf,

FAEE , BEUUENEET mFAEEREPERFRE. Eff.
3. (W) EFmEAGEESF , AEEI~m.

HER=mP , FESUATES
ERFmaMFUTEE” mEMNTRN>mER. XARERL LR IFFSIEZH R R,

BRI LLHME B mENEE -~ MmN E MR
4. (W) EFET  RREEMEEMAERNT R, REERER.

EEmiEAEES , BERUTES

[Product name] ¥ M [current template name] E#1 9 [new template name], B2 , BRI TAHL E =
@B B F5 [Provisioned Product name] A& E K,

BRI LCHME B mENEE - MmN E MR

5. HEFmIRATF , EEAENS mRA.

6. EZHH , EREINSH.

7. EEREHF
ERBEE~mFAEEP , EUNRIEFNEARGE, MEEN"mENFT2ER , BEEFHEM
BB~ mER T ENENR,

HE  BERFRARIE

A LAE A Amazon Service Catalog ZHI R RAIEE T mME %= mxBNERNAF . ~HEF
BEERZRRRNEECHN S ENEE™ M.

R BERFREIER 136
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EEEKSFNAEMEET R , BEEE® AWSServiceCatalogAdminFullAccess SxI i i & 7=
BHBEZEEAFRNE, BXESZEE , H2H (Amazon Service Catalog AFEr) M S5
B REE,

HETRE B 7™ m A A P MXERAY R R

1. T FFhttps://console.amazonaws.cn/fRS5 B F.
2. MNEMHNSMFELEFIEEMEE™ @,
3. HEHEFERETHRIEER , EEK,,

Service Catalog Provisioned products
Provisioned products (0) info | C || Actions ¥ |
Q Access Filter | Account a 1 {
User
Product Versi
Name v Created V¥ ID v roduc er5|o Status
name name
Role
4. ERFUEF  ERATAMEESmUAERHEFHARE.
Provisioned products (1/6) info
Q Access Filter | Account ¥
Name v Created v Product name Version name Status v

Thu, Mar 25, 2021, .
(o s3bucket-03252118 g s3bucket 2 © Available

BUEEMEE” miFfE .

g WEAFRRIE 137


https://docs.amazonaws.cn/servicecatalog/latest/adminguide/controlling_access.html
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/controlling_access.html
https://console.amazonaws.cn/servicecatalog
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Provisioned product details

Product description

Provisioned product ID

pp-

Product name

test

Created
Thu, Jul 15, 2021, 9:49:54 AM PDT

¥ More details

Product ID
prod-

Version ID

3 pa- ahirpy gl

Support description

5. MTRIESHED.
=88

Events (4) nfo

Q

¥ UPDATE_PROVISIONED_PRODUCT
Date created
Thu, May 27, 2021, 5:06:38 PM EDT

Record ID

rec-

Provisioning artifact ID

pa-
Output key

CloudformationStackARN

= Provisioned

User name

User ARN

arn:aws:iam:: $058:user/SCAdminAllow

Type
CFN_STACK

Product owner

14

CloudFormationStackARN
Copy to clipboard

Product name

ssmimport

Qutput value

arn:aws:cloudformation:us-east- stack/SC-
-11eb-b851-
0a8a0480d74d [4

Status
@ Available

Version name

Support email contact

Support link

product ID # CloudformationStackARN HJ

Sort by | Newest v 1 &

Status
@ Succeeded

Product version
1

Output description

The ARN of the launched Cloudformation Stack

6. FRAMBEN™m ID KRIRBIEARREHHEINMNE Amazon CloudTrail iIERHIRFERAF (&
T BERSSORIIHE S A S FERE ) . ARG , BRAFS R steve”s

"eventVersion":"1.03","userIdentity":
{
"type":"AssumedRole",
"principalId":"[id]:steve",
"arn":"arn:aws:sts::[account number]:assumed-role/SC-usertest/steve",
"accountId":[account number],

g WEAFRRIE 138
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"accessKeyId":[access key],
"sessionContext":

{

"attributes":

{
"mfaAuthenticated":[boolean],
"creationDate":[timestamp]

.

"sessionIssuer":

{
"type":"Role",
"principalId":"AROAJEXAMPLELH3QXY",
"arn":"arn:aws:iam::[account number]:role/[name]",
"accountId":[account number],
"userName" : [username]

}

}

I
"eventTime":"2016-08-17T19:20:582", "eventSource":"servicecatalog.amazonaws.com",
"eventName":"ProvisionProduct",
"awsRegion":"us-west-2",
"sourceIPAddress":[ip address],
"userAgent":"Coral/Netty",
"requestParameters":
{
"provisioningArtifactId":[id],
"productId":[id],
"provisioningParameters":[Shows all the parameters that the end user entered],
"provisionToken":[token],
"pathId":[id],
"provisionedProductName" :[name],
"tags":[1,
"notificationArns":[]
I
"responseElements":
{
"recordDetail":
{
"provisioningArtifactId":[id],
"status":"IN_PROGRESS",
"recordId":[id],
"createdTime":"Aug 17, 2016 7:20:58 PM",
"recordTags":[],
"recordType" :"PROVISION_PRODUCT",
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"provisionedProductType":"CFN_STACK",
"pathId":[id],
"productId":[id],
"provisionedProductName":"testSCproduct",
"recordErrors":[],
"provisionedProductId":[id]
}

.

"requestID":[id],

"eventID":[id],

"eventType":"AwsApiCall",

"recipientAccountId":[account number]

}

7. {#MiZCloudformationStackARN{E3RIRB| Amazon CloudFormation B4 , LEHREXE B
BRIFRER, Bt A#ER Amazon CloudFormation APl RXEVLEE., BEXxEZEER |, H5H
Amazon CloudFormation APl &%,

A LAE A Amazon Service Catalog API #1758 1 FRIE 4 . BXEZEE |, i5ZH Amazon
Service Catalog {FERARIEFE) o

EE Terraform R~ RIASE IR

Terraform Open Source ProvisionProduct #fESKHE TAINTED R , #mMATFENE B/
KL 1T UpdateProvisionedProduct, KAEXFERAT :

« UpdateProvisionedProduct F 2R HEMHEEFHFL , HF2ZH I BETIE R R IREL,

« UpdateProvisionedProduct FEREREMIFFEE T~ miRE N AVAILABLE = TAINTED
B, FAaZRAHEBREN KM,

Amazon Service Catalog X £ It HA 8] B A ¥R & ProvisionProduct, BT ProvisionProduct &
ERM TS BV EARIE K MEBT 2 B R,

RSB IR
5 1 : 7EHAA Amazon Service Catalog T2 &R4A ProvisionProduct

EUTHEF , MEREXFRRE , AN ERMNAEARE , SNEMEE™ LT
AVAILABLE k7.
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1. BHIBR4ERZ) ProvisionProduct.

2. Terraform B ESIEBAUTHEREREX ProvisionProduct i | B FRHE
Resourceldentifier,

ProvisionProduct TEREFRLCIEERA , HEFSTEEN ™ BIRASIRE N ERROR,
ARG , BUB3h UpdateProvisionedproduct #4E,
Terraform M ES|ZSMERRKINHEE,

Kt , UpdateprovisionedProduct T/EREFNTE B mAVIRASIZE N AVAILABLE , BEF
LHBRRE , T2 RNAEARE,

2 e

a5 2 . L H#AE] Amazon Service Catalog |2 #7 %R UpdateProvisionedProduct
EUATHES , BIEHERANAEMRE , ZNEMAEE™ ML T AVAILABLE R3S

1. &R ERB3N ProvisionProduct,

Terraform FAELE S| B MERR R WEIE |, HiRft Resourceldentifier,
ProvisionProduct T/ERECEFRAHNHRENATAE SRV TR
&3z UpdateProvisionedProduct — /NI &R FTHE4,

Terraform Bl E S| EMEHR R KIHNEE.,

UpdateProvisionedProduct T4 RBRIMA & mIRASIREN AVAILABLE , BEF =B
A HARE AT HER.

o o K W N

IRSHIRBRET R

Amazon Service Catalog R AFFEIZE N from WFE B~ melBEREA, TAINTED
ProvisionProduct#& Terraform ﬁEEEliiki’i@ResourceIdentifier RECRFRA
Amazon Service Catalog kM , MIFfL &= % E N ERRORIRA , IBERL L

&1 Terraform R~ RIRS 4

B Terraform FFRFME &~ mEE —MNERD X, MRE~RSERDIXHZBFE——FR*x
Ro MHFMHIERN sc-terraform-engine-state-${AWS: : AccountId}-${AWS: :Region}
B Amazon S3 TR, RAXHERIEE AccountID = ProvisionedProductID WRET.,

M ST R A BRIXBR F GetStateFile Amazon Lambda #1 Amazon EC2 Bzh# k. Amazon
Service Catalog B i oA B 15 R] Amazon S3 RHVRAS X4, B G AAEH Amazon i[RX L
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X EC2, BIAERT , Amazon Service Catalog B A T AB FIRSXMHFIER , B EZERFEA
XHHNB. RE Terraform MELE S| ZBAI LUERHZBEAXXHFRNE.
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EHEEFRZL Amazon Service Catalog

Amazon Service Catalog 2 T #5% , R @B A AN RIRH#HIT 0 R, HMEERMEE © AutoTags M
TagOptions.

AutoTags RFRRAFEEZRRRKFEEENFRZL , Amazon Service Catalog #BZINAFEER
Amazon Service Catalog B9 % R o

TagOptions 2 HFE K #EX Amazon Service Catalog , FI{ERIZE Amazon & HIER

£}

» Amazon Service Catalog AutoTags

« Amazon Service Catalog TagOption B 1E

Amazon Service Catalog AutoTags

(® Note
Amazon Service Catalog 7% #f Terra AutoTags form FFiR™ fm.

AutoTags —iRRAFEEZRRFRKFREENFRZ , Amazon Service Catalog ¥ BN ATEER
Amazon Service Catalog F &R

AutoTags BEFRASE. &m. AP, FRERANTEE ROE —FRRAFHORS, XEM®T 45
L XERERRTEFEEZFEEH Amazon Service Catalog £#3, AutoTags FEiT AERE
50 MrE LR,

(® Note
Amazon Service Catalog 7% % Terra AutoTags form FF iR fm.

Amazon Service Catalog AutoTags Al SAE B A IR BRIBE —BHMRE , XER=REAS. &R
RAFIRBEMERIEEER, BETLER AutoTags KiRFI AT B3 EIRE ( HlINi%E Amazon
Config MM ) W IR, AutoTags N TFENTEERR , TAEATEEN RS ( Hl20 Amazon
M Amazon EC2 S3 ) Wy “#5%" &80 &EH. Amazon CloudFormation
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® Note

Amazon Service Catalog AutoTags £ iE AutoTags EEERBETSEH. WRENM
BE-RERAIHMTR, MEENRIFHEHEE , WIAE~m AutoTags R E TR
=

AutoTag #1&

- aws:servicecatalog:portfolioArn - \H S Tl El B~ M~ mASH ARN,

- aws:servicecatalog:productArn - \H 3 ) Tl Bl B 7= mEY 7= MY ARN,

- aws: servicecatalog:-provisioningPrincipalArn | 2B E-mHEEZEFEA ( AP ) 9 ARN,
« aws: servicecatalog:-Fii B¢ i& provisionedProductAr&y ™= & AR N,

- aws: servicecatalog: provisioningArtifactidentifier- R ELE T4 ( = RIS ) B9 1D,

Amazon Service Catalog TagOption B$H1E

RNTUEBRESRWEBEEEE~MAFRZ , Amazon Service Catalog 1 T —4 TagOption
FE. A TagOption EEFEEHEEX . Amazon Service CatalogE®F = Amazon #5% , M2 AER
LI Amazon FFERIHER TagOption,

Amazon Service Catalog F % TagOptions Terraform FFJR=; Terraform Cloud 7= Ao
% TagOption FEFEREFIMITUTHNELEBEMNES :

- —HWoR
- IEWFRIEEIR Amazon Service Catalog
o NAWNHEE AP &R LD

‘B A AT LA TagOptions 5= mA M= mxl., E=mA&® (EE ) #[E , Amazon Service Catalog
SCERBRI = mA S M= TagOptions , AFENAFHEBN~ R , W TEF R
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EERESE

TapOptions
; for porfolio |,
y A
TagOption library /f/ _ AN

\K Product 1

Product 2

\\ \'\
., TagOptions 4
far products
e
—

[ Product 3

Portfolic

Haunch—7

Provisioned product 3
(with tags from the
portfolio and product 3)

Service Catalog administrator

)

Service Catalog user >

£ 1% TagOption & , #&AILUE A TagOptions MRBEMNES~mASH~mHNKEK , AEFTENERN

AR, XIMITETNNAMTHFFENTEMYE , ERTEE

BRI T ERBVE,

¥ TagOptions T Ag & &R 14 8 A AN 45

&) LA F #2%) TagOptions Amazon Service Catalog &8 TagOption fE APl #{TEE, BXEZE

B , 2 Service Catalog AP| 3%,

ES
- FAUTHE KX KM= m TagOptions
- E TagOptions

+ TagOptions 5 Amazon Organizations ¥ 5 B — k2 F

FERALLT AR K7 m TagOptions

AP B3 MmEt TagOptions , Amazon Service Catalog &8 RIEMITLA TIRE :

- WEFEMAEM=mEAESHWFTE TagOptions & &

- WREMEE™ mBOREFMNER TagOptions EA M —HHARRE,
K, EAFEE-—MERE , ©HRNTAEES m LN —MRE,

« VPR P TR E HR [ 7 A A SRR

A PFIRE—MERY ZIEE S

FEAUT AR KM m TagOptions
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LN RABIERT B3 HAA TagOptions MY TERE,

50 1 : HE— TagOption %4

S R 8|2 TagOption[Group=Finance] #}{FH 5 Portfolio1 Xk X , Product1 #8 Product1 M+
=, TagOptionsH¥AF B MEE™mAt , £/ @I TagOption T H#RZ [Group=Finance] , T

iR

Product 1 Product 1

X

Group, Finance

4 >

Portfolio 1

TERMINATE!

The tag becomes part of the
provisioned product at launch

The user may see the tag set at
Product 1 launch, but is not required to
perform any action

Rl 2 ;. BEAE E TagOptions EEHERIANES

EERAESmASHHRE T M TagOptions EFMERANTm , MAE X~ mAS HAVEM™m L&
%A TagOptions HENER. EEFIHA , AFLIERSZRAXBKNFMEz—. R, MEE
FmRHE R Z RN A SRR ERTRIC.
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Product 1 Product 1

CostCenter, 70
CostCenter, 72

v

Portfolio 2 TERMINATE!
The user picked 70 for the cost
center. This tag is part of the
running instance.

Product 1
The user is given a choice of two
cost centers and can pick one

T~ 3 —HEFRESIZTRESPIF R LA TagOptions EFHEREZEAH

EERRAEFMESFHRET £/ TagOptions EEHEIZBANE —NER , ERFRAESHERF/LD
TagOptions EAHERIZAM~=m L, Amazon Service Catalog IRIEHIR S (B AND 125 ) 8lE—
‘H{H TagOptions, HAFBF=mE , RSB IXABHNPERF., MEE” N ERZENA
FPIEFENERITIRIC,
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EERESE

CostCenter, 65

CostCenter, 70

CostCenter, 72

( CostCenter, 73
Portfolio 2

4

CostCenter, 70
CostCenter, 72

Product 1

Rl 4 . TagOptions EFHEZEA BEMHEHRHZD

mAEHHRE T Z4 TagOptions EFHEAZRANTm , EZ~mASEH , BH/LD

EERE

AND

AMD logic is used to
combine the values with the
same key from Portfolio
and Product tag sets.

Product 1

The user is given a choice of two
cost centers and can pick one

TagOptions EEH#HEIZF4AM~®m L. Amazon Service Catalog IRIEHNRE (25 AND iE ) 8lE—
A {8 TagOptions, MRREHKTEZEAME , W Amazon Service Catalog 81— NEBMHREREN
¥r&sc-tagconflict-portfolioid-productid , EER , FmAEportfolioid = mEINL

EMproductidfiE. ARNs XAIEHRMEE~mEAEBNBIUREE R JUKRIIME ENEHRIT

FRigo

CostCenter, 65

A CostCenter, 70
CostCenter, 72

( CostCenter, 73

Portfolio 2

v

A CostCenter, 327
CostCenter, 115

AND

Product 1

Product 1

CostCenter is not set on the
instance, but the conflict is flagged
in several locations. User still can
launch the preduct. Tag conflict
should not prevent products from
being launched.

ERANT AR KM= m TagOptions
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B2 TagOptions

EREER , /A LLTE TagOptions & TagOptions FITA FIREBITEE -

- B EMIBR

- BESEH

o REREEUHRER
© R

f£#2 %A TagOptions A A2

$TFF Service Catalog ###|& , Mk Fhttps://console.aws.amazon.com/servicecatalog/s
EEMSMEEA | EFETagOptions &R E
£ “$HE” b TagOption , M ARFE , REEEFE RN,

BIZ%T TagOption ARG , HEENNEATOE , AEIIRPRFIBIFFHF. TagOptions

E TagOption £ Amazon Service Catalog API |2 , 2 #CreateTagOption.

fE#2 4] A TagOptions FIBR

1.
2.
3.

$TFF Service Catalog &% , P4k https://console.aws.amazon.com/servicecatalog/o
EEMSMEER | 1EF “TagOptions FIRE" , AFIEE “BRIE"
I PR BR 3 B A M BR

FEf2 ) & BB SR — 45, TagOptions %4

1.
2.
3.

$TFF Service Catalog ###|& , Mk A https://console.aws.amazon.com/servicecatalog/s
EEMSHEES | &R “TagOptions BIRE" , REERE “RIE"

ERUE | 15148F TagOption BB ERIEFHNIRS . REERREANTHRERREZEYE , R
HINERIER

EFR , 1F1L8R TagOption FTRAVEUET, REEFREANTHREDEEREER , AEHIAE
YRR
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EEFE PR/ —NHZN=mASE TagOptions HIRAHEXRBKIEUEREK

1. §TF Service Catalog ##|& , Mt Fhttps://console.aws.amazon.com/servicecatalog/o
2. EEMNSMEED  EFFREAES , ARTHAEXRERIBUEXBRN=RASE.

3. %&#ETagOptionsit M+ , REEEFE—NHZA TagOptions EE R R H S REKHEUE XK,
4. EFRE. REEFRXERSEUEXBKABIAERNIERE,

EIRE A — K S m TagOptions 57= fa 5% Bk S EUH < Bk

1. 3TFF Amazon Service Catalog #&l& , Mk 9 :https://console.aws.amazon.com/
servicecatalog/o

2. EENSMERNEBRIT , EEF R, REHFEFERRIBUEXBRN™ M.
3. 1&#FETagOptionsiEW+ , RFEFE —NHZ /> TagOptions EEH R H SRR EUEREK,
4. EBRIBEE, RABERREKRBBUEREHFEIABIIEE,

(® Note

E A Amazon Service Catalog AP| TagOptions 57~ mA S~ m><Ek , EZ
%] Associate TagOptionWithResource,

E TagOptions f# /8 Amazon Service Catalog AP| B ( BUEXEK ) , H5

¥ DisassociateTagOptionFromResource,

o

£ %A TagOptions 4RI E

1. §TFF Service Catalog #£#|& , Mt 7 https://console.aws.amazon.com/servicecatalog/o
EEMSMEEH | %ETagOptionsBIRE,

1%4% a TagOption H$TFFZ{EH. (LETSEEE. ) RAEEREREE.
EEFRPRBLUEAERREENR,

w0 N

TagOptions 5 Amazon Organizations Fr& % B — 2 5 F

AREBEEBIR T TagOptions 1%t Amazon Organizations FEIFRZE K EE Amazon Service Catalogo
& X /4040 72 [B] B 5 X P AN T BE B B LEAR IS SRR H T 1

TagOptions 5 Amazon Organizations ¥7& 5 Bk — #2 {5 f 150
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TagOptions Amazon Service Catalog &M T B &= fm ( CloudFormation3ttk ) , MARZ KA
Amazon Organizations & F Amazon I FE LR HE 7 (OU) A LR E Fo Hla0 , MBEHGHREER
BEMIINE] OU , NIAHBEIMARERMNNA TZ OU FMEK, . MRERENERIXFHMIRICTIEE , 1
R EHTEE , B#RERETRE,

PR R

FRE KB R VFRIE Amazon OrganizationsH & X AIAIXE 1K 7~ A BY Amazon BRIRFERRZHMN, &7
DA VRS SR BE SR BI R M43 72 0K 7= 4 BI#R 12 Amazon BRI — 3 .

MERBRET —MEESE , TRRAFPNA —BWEE, FIHERCHERALF EBNERES
K, BETUUEMZLRENAELSRXNATHNE. flan, BEUUER—ANKFHHRE EC2 LI #&4
TR EEIRE N CostCenter R IZIFLEMEIRE NData InsightsZHMarketing,

EBARE R |, BT LUEEREA TR FIRITIRICH N A EDT | BFIERNIREH TR EANIRE , UIREEE
RiFREFIE A RRER, MEETEZRBHHTED , WRERBATEUNERERXTEANRE ,
BERHEPFERENFTEMN. Amazon Organizations

AXRIWMMANEEKFRBFRIZEFHITHEZEE | 551 Amazon Organizations F IR E R,
TagOptions

TagOptions & —H¥RIZIIAE , Amazon Service Catalog 5@ F CloudFormation 4% 4% 5l B9 TR L & 7=
m( MRXE=RMATFRE™Mm ). Amazon Service Catalog 2 7 —/ TagOptions & , & LA
EHDPENEESEM Amazon Service Catalog 7= xR #{EX. /331 Amazon Service Catalog 7=
B, BAH EZ RA SR RRBERMIIA TagOption Z4f%4% TagOption EF AEB 3%~ M. H
TFHREFRASHT MR FFHITIRE TagOptions , K bt AT LARE I F — B 20 3L RAR IS B K = # it
XWB=mAe s,

AR IA1E P TIR B MY 215 B TagOptions Amazon Service Catalog , &2 8 Amazon Service
Catalog TagOption &R

J# % Amazon Organizations #5 R kg 5 Z [AIfY ¥ 38 Amazon Service Catalog
TagOptions

MEBE N HA Y IK B B Amazon Organizations FrE R | RINBWEREUATIEHE :

- EE#TEE Amazon Service Catalog & m4AE M~ MmN EE R L EZX EMFRZ TagOptionsHIE K,

- ER[gEE R A7 m Amazon Service Catalog HEFm A AP M ENZLAFRHRENRLRAF
RENRLAFAZENEMARENER,
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EERES

RIZBEERF 3N Amazon Service Catalog iZ TagOption 4~ mcity , H BIRMIRSREE
ERFERPERcityXEHTHIREE , flWAtlantaSan Francisco, = Austin, Amazon
Service Catalog & A F &% B N7~ mFATE TagOption Z4AiE#E TagOption BEHIER T B3I~ o

EXERT , R TagOption Z4AKY TagOption HEcity@EREWH™ , HliIRio de
JaneirozBuenos Aires , Il Amazon Service Catalog T2 Bz1%Z = m. KR , BAHEL M EE
EFE—NIEXEH MM TagOption B , FERSBEE,

TREHRT —ER | XEGRER T MAERREE R IR R 7 g2 18 R MR P R A&,

TagOptions

=R

FEAR R B R AL 7 PR 58
W7, ATHREFRER , = m
TER.

mFRERANETEM ,
REERH.

Reason

TagOptions & F #& & AR R 0 2|
HRERBESATFHNERRZS
RPN BANEHRITIEE,

W T TS SRS KRG A
%k B E AR

£ TagOptions Z4AHIEEES
HRERBABEBRFIMUF—K
WRNE,

S

MREENRSRERIZHA KR
ERGIPRETRENAESR
¥3 , ERRIEH TagOptions
REZAMIEN BELIRZE
R ELRENRERBERIEEN
NE—H,

BEE , MRERSERETE
HEFRRSFA XN NERFIE
%HE |, MFTE NERERAE
AM , HBREH TagOptions
REZAMAEN B ENIRE
RASHLEREREPHER
—H (BHWMEHFRNE ),

IEE B KRR, MRER
EERSRANEEHAMY
MEINNIRZE R K NEGH
E,

LA, MRBREFRZ KRG
FIEENREFHRXNEEN
%, ERRFE TagOptions
FrEZ A2 E Amazon Service

TagOptions 5 Amazon Organizations #x% 5 B — 2 { F
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e Reason fRR T R
Catalog R/NBELUESFHEN
.,

WMRIEAE AR PRE R RS A
KNEEHME |, NIZIRER
X SFE N ERERUNE

Mo
HTHREETRE , "mELE HAFmAHEETE KBk TagOptions &K 7= m
B3, TagOptions HrEXMIRLEES FmAE , XEFmA~nd
MRV HRPVIREE, BHEEEIIRIRERIEHH
ERRZESAEANIRE

Ho
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S\EB51Z A F Amazon Service Catalog

f£#F Amazon Service Catalog , #\Z8 5| 2B EXTERNALF MEFE KRR, ZEXTERNALF= mEE /L iF
EME=FHESIZE , a0 Terraform, &AILAEAIEB5IZHF Service Catalog FIIHEET BEIR4
Amazon CloudFormation iz 4k , M\ o £ A H b E A% B (laC) TE,

ZEXTERNALF R A 8 A ZEM Service Catalog AEEEMIB AR , ERAATE aC T
B4 EIhRERIE &,

E7£ Service Catalog F/5 FHEXTERNALF R R | EMAMIEMK P P E N —AFRERE, XERRER
7 51%, Service Catalog E THEMMERIRENBENZFESERASIZE,

Fii& T 1S5k Service Catalog F7~=mWBFERAE , AT EEBENEE B ER.

HIENEXTERNALF mREHEEX RYA Amazon Service
CatalogDescribeProvisioningArtifacts}DescribeProvisioningParametersi##ERt , Service Catalog &1
FABIZHE— Amazon Lambda B¥. XREMNRMNER THHRIRSHIIRIHFHIRERFRLE
# Amazon Service Catalog, XXESHHEEHENRESIEN -2 EH,

L4881 B FAEXTERNALEL B % KR &F ProvisionProduct , Service Catalog & & 5t 1E N EF

T—LRE , ABEEIZHH Amazon SQS RAFIRIEHEER. ETX , 5| B ERMNED
Bl (BEABHARIEAT RN IAM A6 ) , REEMNEEMERERR , HEA
NotifyProvisionProductEngineWorkflowResultAP| 33k & & Zh =k & o

FtUpdateProvisionedProduct 1 89 FE AL L 2 75 2L 8L |, BN TerminateProvisionedProduct# & F
[ &I BA B H Notify APIs :

 NotifyProvisionProductEngineWorkflowResult

 NotifyUpdateProvisionedProductEngineWorkflowResult

» NotifyTerminateProvisionedProductEngineWorkflowResult.

£

- EEEW
- SR
- ME

 Updating
o IFTE4IE
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« rig

SEEEIN
SA OIS DA — B3|

S Service Catalog F/0\Ik P ReEfE A —NEXTERNALELE 512, Service Catalog hub-and-spoket&
BAFHOKFOBEEFRHARAEFREAS , MOXKF TS A=REASHFA> @,

LEFRFIR R NEXTERNALR BERR B — MK PR — 15|, MREEABRBRBSNIIINEEEIZE , NE
ERAMSREFRWHOKSPIRENFSIZE (UARFRASH™Mm ) -

A EMNZHREIRINEIAG

EXTERNALEEEXN RN X IEFEABRFEENSHACHITER. BHYRIEE Service Catalog
ERLAFEY. EFSRLKLFRENMEN IAM A€, EXBHRENEZEE | 55 @Amazon
Service Catalog Bz BR %,

SN

EXTERNALEEBEXN RAILLREMER, XEKRE , ECIZEXTERNALF REHE | 5IZFENREHNE
ZTHHPENSHIIRH N HIREZ Service Catalog. X 2B EEHIKF A A1 — Lambda B
RTERM , ZEBRTLIEZUTERER, LEBEEEWNB HRELTHAER,

/A Important

MR Lambda BB & B, ServiceCatalogExternalParameterParser

BEREE -

"artifact": {
"path": "string",
"type": "string"
1,

"launchRoleArn": "string"
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FEB xH HIE iR
B TR = ERBNTH THEIEH
(E=
TH/EER FrFE = BTES THIH
WAZE, Bl , X3
FAWS_S3 | XR2ILL
# S3 # URI,
TH/3E FRE = mmERRE, RTFHE
: AWS_S3,
LaunchRole FRE = T & EREN
B AEH Amazon
BIRBF (ARN), 0
RAREEDAG ,
N|{EA Lambda By
TAE,
M BRI 3%
{
"parameters": [
{
"key": "string"
"defaultValue": "string",
"type": "string",
"description": "string",
"isNoEcho": boolean
ip
]
}
FE xKH HIE iR
] L1 3 Service Catalog B3R
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P8 30 PR sk

= AT A B 7 am B
RENSHIIR, W
REMHRREE
S8, MiRE—»
ZEHIR,

e FRIEH

fim

SR,

defaultValue FRFE MRRLAFPREMH
B , WASEHERIA

=8

7|

type FRIR = SIZBSHENTER
., flin , FRKFE,
MRERBRE, RV
WERSNEIZMmR
- Service Catalog ¥
BNMNSBEENFR
ERiRELL B E,

description TR B SRR, BUIE
HEBENAPRRHEHR

[o]

isNoEcho mIR{E

7|

BESHERERE
BEFREE., RIAE
7 false ( SHELH
EE ).

il

¥4 FiZProvisionProducti®{E , Service Catalog &R LFREEZIXALEIE, 5 ZBAREER®RE
M laC ARG F ( Bl Terraform ) # O , UEETHHPENXHNRIR. 5IZBEATHLERBEA Service
Catalog.
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https://docs.amazonaws.cn/servicecatalog/latest/dg/API_ProvisionProduct.html
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Service Catalog &P B Bl & 1E R ZIXEERIK - & HH Amazon SQS BA
5|, ServiceCatalogExternalProvisionOperationQueue

BRIBE :

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",

"type": "string"

},
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
.
"parameters": [
{
"key": "string",
"value": "string"
}
1,
"tags": [
{
"key": "string",
"value": "string"
}
]
}
FER RE AR iR
token FRE = FRIRMIRERFRIC

TR IR =]
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EERES

FE

operation

provisionedProductld

provisionedProduct
Name

RS
provisioningArtifactld

recordld

launchRoleArn

mH

THERE

TH/RHE

identity

fim

fim

fim

fon  AD

fim

i

i

fim

fim

7|

iR
Service Catalog = #E

BHMITE R

It B
ZWPROVISION
_PRODUCT ATt

~mi 1D,
E& T4 ID,

LR VERY Service
Catalog i23%H ID,

ATEE®RIRN IAM
AN ZEHERE
# (ARN),

E MR IREE A
THHEFEAEER.

SIZBTEH I
uE, flam, xt
FAWS_S3 , XBIE
# S3 B URI,

Rk, RITFHE
: AWS_S3,

27 B B BIREA

o
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FE E¥il WAIE HiR

2 5l %k = A F % AR Service
Catalog EJ9 b1 1E
BWANSBREX S
e

tags LB = ERIREH AZ key-

value-pairs Service
Catalog WA F %% |
DNATFEEREN T

3
Do

THEREEREM

£/ NotifyProvisionProductEngineWorkflowResult AP i# 415 2 TUH L5 EH WX KiAA AP,

Updating

¥ FiZUpdateProvisionedProducti® 4 , Service Catalog &R SR EHEILASIZE, 5|18 HE
BEFEW 1aC FBRAR ( HlW Terraform ) #O , UEHFIHHPENNRIR. 5|BEATELERBEA
Service Catalog,

Service Catalog B EFMERKIXENEE NPKF PRI S# SQS BA
5|, ServiceCatalogExternalUpdateOperationQueue

BRIBE

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",
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Iltypell: Ilstringll

I
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
},
"parameters": [
{
"key": "string",
"value": "string"
}
1,
"tagS": [
{
"key": "string",
"value": "string"
}
]
}
FER - 3id] NHIE iR
token FrFE = FRIR IR ERFRIC
AITURE S IR B
Service Catalog = &
BAHRITE R
operation FRE = = B4
ZUPDATE_PR
OVISION_P
RODUCT ATt
(=
provisionedProductld ~ F#&F& = B E = me ID.
provisionedProduct TR = FREL & ™= m i B o
Name
Fmims FRE®B = Fmr D,
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EERES

FE
provisioningArtifactld

recordld

launchRoleArn

IH

THERE

TH/3E

identity

tags

THERELEREA

FRIEH

PUE

Lk

fim

fim

fim

fim

7|

i

i

iR
B & TR ID,

LLIRIERY Service
Catalog 1239 ID,

ATEERRHN IAM
ACHISHEERER
# (ARN),

ENHREIE S A
THRNEAER

SIZETHRIHM
LB, fln, Xt
TAWS_S3 , XTI L
# S3 #Y URI,

HERRE, RIFNE
: AWS_S3,

ZFER BRI AR LA

o

B F % A% Service

Catalog EH b1 14E
MANSHREXS
ﬁo

ERFRE R A Z key-
value-pairs Service

Catalog WA F 5% |
DN ATEERENR

3
WMo
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& A NotifyUpdateProvisionedProductEngineWorkflowResultAPI 1¥ 4015 B T E L 38 & #9 e 57 33 R i B
API,

IERELIE

3 FiZTerminateProvisionedProducti®4E , Service Catalog N '&RIEBRL I F XA EIZE, 5IERE
B#8%EEN 1aC fRF R ( Sl Terraform ) #O , ME LT HHPENNRIR, SIBEAFTHEREA
Service Catalog,

Service Catalog FAIBELX L ERRETEHKS A RNLDSF SQS A
5ll, ServiceCatalogExternalTerminateOperationQueue

BERIEEL -
{
"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"recordId": "string",
"launchRoleArn": "string",
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
}
}
FE xKH HIE iR
token FRER = FRR LR ERIFRIC
RIS IR E E
Service Catalog = &
BARITE R
operation FRE = = B4
MTERMINATE
_PROVISIO

EEAL =


https://docs.amazonaws.cn/servicecatalog/latest/dg/API_NotifyUpdateProvisionedProductEngineWorkflowResult.html
https://docs.amazonaws.cn/servicecatalog/latest/dg/API_TerminateProvisionedProduct.html

Amazon Service Catalog EERER

FER xKH I8 iR
N_PRODUCT ATk
B,
provisionedProductld ~ Ff&F & = B Er~mM ID.
provisionedProduct FrFE = Tl & 7= m i & Fro
Name
recordld FrFE = LLIRVER Service

Catalog i23%H ID,

launchRoleArn FRFE = ATEERRN IAM
A S RRE
# (ARN),
identity FRER = ZFE B e R ER
THEREBLERBEA

/8 Notify TerminateProvisionedProductEngineWorkflowResultAP| #4115 2 T HE £ 15 E /Y 1 B34 R
A AP,

Pric

E&ET Resource Groups BEEHRX , FNEHABEELTHMNREERA :

{

"Effect": "Allow",

"Action": [
"resource-groups:CreateGroup",
"resource-groups:ListGroupResources"”

1,

"Resource": "*"

I
{

"Effect": "Allow",
"Action": [
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"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

15

"Resource": "*"
}
(@ Note

BaACKREENE4PHERROFRICNIR , flilec2:CreateTags,
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¥ M= Amazon Service Catalog

BT LAE A Amazon %4819 Amazon Service Catalog &R CloudWatch , Amazon £ W& R A HIE
FHIFHALLE Amazon Service Catalog A AIiEE R, XEFITHRBLICEFHA , XEZMAILAFRF L
SEHEHM THRIENRS S M. Amazon Service Catalog ##58#E 4 CloudWatch £ 1 24N B 3)
KiEB|, BXRMEZELR CloudWatch , 2% Amazon CloudWatch FF#5R.

X RERMEENSIXR , B2 Amazon Service Catalog CloudWatch %%,

BER4F Amazon SRA RN T REM, TAMEMMENEZEMRIS. Amazon Service Catalog &
BiiZM Amazon R A RFIE IS WEKIZEEIE , LMEE HN S SRR A UE R M 3 TR
TEFF $R ¥ #2251 Amazon Service Catalog , BN iZBIE— NI ELATRBNERPLEZITR

- BEAMRMAL?

o SRS R RIR ?

o WEPRIXLE TR RAY IR A ?

N ERAWLSIETE ?

- EARMITHRES?

o HIEIRET OB AE ?

KT EH

Amazon 24t 7 & #ha F F U532/ T B Amazon Service Catalog, BB BHBPW — LT ERRKE
PITHEREES , BELETESEFHTH. BUERWENKEIZEESEIL,

BRI E
&R AR Amazon CloudWatch 23k % Amazon Service Catalog F#R & R RT1ER o

CloudWatch BiREZEEMN R EERNERENMER , HRBZERES N NRBAMEN TELEERE
WERIT IR ZSTURIE, ZBRERRETLDHE£EEH KRS (Amazon SNS) Simple Notification
Scaling AL S A EC2 uto Scaling BIERMEH], CloudWatch A 2XE A ML T
BERSHBRAARE  ZREXNEEXHREGE TEENRER, ETHRNACIEER , 55
#1% Amazon CloudWatch Bk, B%fF Amazon CloudWatch s 5B & EANEZEE Amazon
Service Catalog , 2@ Amazon Service Catalog CloudWatch E#x.
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Amazon Service Catalog EERER

Amazon Service Catalog CloudWatch $§#x

A LA E R S S R I8 M9 Amazon Service Catalog &R CloudWatch , T &b & & 3K B &2 AR
SEFNRBBIEE , ANHEHLENENER. XERTHRESRERE , LERFRAEEEHEH
T RS WIZITIE R . Amazon Service Catalog E#R#i#E4 CloudWatch £ 1 78 B3 KIXE,
BXMWEZEE CloudWatch , &% Amazon CloudWatch A F#§F,

FT
« B A CloudWatch E+r
- TJHIERM%EE

- && Amazon Service Catalog 1E#xr

J& A CloudWatch 45

HIABERT , LE# CloudWatch 1E/R4L T B AR,

AIREIR M4 E

THEE TILS# Service Catalog KX Si# CloudWatchBIIEFRF4 £,
Amazon Service Catalog $E%7

Amazon/ServiceCatalog @& Z=HBIELL T B4R,

BFR iR

Provision ERENNEBRERNAALAENTmAMEENE BN MEE=miHRE,
edProduct X L4 EIE N B i8R & £ CloudWatch BE&EH,

Launch

B4 : Count
BRETEEE - Minimum, Maximum, Sum, Average

R~ : State. PPState, ProductId . ProvisioningArtifa

ctId
ProductPr W= RREERITHERE R B provisioningArtifactIld . 4#E#HE
ovisionin CloudWatch BERERN —RKiIERE Mo

gOperation
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Amazon Service Catalog EERER

FEPR iR
B {I : Count

BREITEEE - Minimum, Maximum, Sum, Average

R~ : State. PPState., ProductId . ProvisioningArtifa
ctld

Amazon Service Catalog ¥E¥r4 E

Amazon Service Catalog I T R ZIE4A W S # CloudWatch,

HE DU

PPState 24 E RSN X — B ERS B WA TR &
miERVEE. IEFHTERBIRSEHED
e
o<

BRRS : ATA, B3R, #HiR

ProductId L4 BN TR SN EIRBINF~ M ID B ROEIE, X7
HENBERE BN S NEL =R,

ProvisioningArtifactId 4 EUFEE N ERBIMNTMEED R ID ERVEK
B, XAIE B AUER IR H M F B S L) = mAR AR,

State B E IR N BUX — i8R B 3 (VPR B TREL B 7™
mERNBE. IHEFHTERBEIRSEHED

e
o

BRHIRA : SUCCEEDED, FAILED

& & Amazon Service Catalog $§¥x

AL ELS@iEHEH AR EFRLTLE CloudWatch 1885 , iZ CloudWatch 25| A AT UARE A B 7] B E X ih
ERENTRUEBRESH EEEITHESHE.,

£}
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« FEM G CloudWatch &4l & F&E Amazon Service Catalog 3548

£ 3% CloudWatch 2 #| & & & Amazon Service Catalog 1E#x

IBALATETE 3% CloudWatchiZ#l& A& & Amazon Service Catalog #§#5. I Z# CloudWatch 3]
B1RMT Amazon Service Catalog #E/RHFANE , LA UREZFEEHFHIE. EXLDHNESE
& CloudWatch , #EZ#L 5% CloudWatch i P18,

£ Amazon CloudWatch 2% & & E SR

1. 3TFF Amazon CloudWatch ##14& , Pt A https://console.aws.amazon.com/cloudwatch/o
2. EEMSMBERWERTY , BERFEF.

3. EREEFWNER.

£ 12 Amazon Service Catalog APl i Amazon CloudTrail

Amazon Service Catalog 5 Amazon CloudTrail—IRFZERK , ZRFEHAF. AE® Amazon

BR S5 1E R AT RV IR /EAY 1B % Amazon Service Catalog. CloudTrail J¥Ff& API A3k Amazon
Service Catalog REH. #HIRHEAEHEFR B Amazon Service Catalog %14 B AR XY Amazon
Service Catalog APl #ENRIBEA, MRECIETRE , WA AR CloudTrail SHHL&H

B| Amazon S3 ZE4E , BIEMEH Amazon Service Catalog. MIRBAREBRER , BRI
CloudTrail ZEHI&EW “SHHELERK PEERFTNEH. EAKRENEE CloudTrail , 7] LA E & B
MNER K HH Amazon Service Catalog, & HiERM IP ik, #AH TER, A &ZHERAREMF
H1E R

ET#EZ{E L CloudTrail , 52 Amazon CloudTrail A FIEE.,

Amazon Service Catalog 1§ & 7£ CloudTrail

CloudTrail & 812 Amazon kPN EEENIKS EEH. ZHE3RKEEF T Amazon Service
Catalog , Z&3I &5 HM Amazon RE CloudTrall B4 —EBIEXREEBHARIERD, BOUERDS
) Amazon lkFHEE, BENTHRERENSH., EXELEE  FSRAEAEHTLIERESR
CloudTrail &,

ERFEZICRAE Amazon IKF AR EH | IEMEH Amazon Service Catalog , i8I RER, RERAY
CloudTrail ¥ A& X #4&#i 2| Amazon S3 FiEHE. TIRIER T , EEH &P OIZRERIZRN , IR
12N A T PTE Amazon Web Services Xif, BRERIEFK Amazon 7 XHFAEXENES , A FEE
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://console.amazonaws.cn/cloudwatch/
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/logging-using-cloudtrail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon Service Catalog EERER

HHEE T BIEER Amazon S3 R, oL, BRI LIECEH M Amazon RS , BAdt —H 9 T MALE
CloudTrail BERIKRENEHEIE. BXESZER , TSR TIIRE :

o BIZER IR ERiC FBLR
» Amazon CloudTrail XM RE FMERK
» A Amazon CloudTrailfit @ Amazon SNS &4

« EYCKBEZ M XH Amazon CloudTrail B &S FZWK B 24K F B Amazon CloudTrail B &
#

CloudTrail i23%Ff& Amazon Service Catalog 1. %0 , i
FACreateProductMUpdateProvisionedProducti®{E&TE CloudTrail BEXHHERSE
B, CreatePortfolio

BIMNEHHATREBESEXRERBFRNAREGR. SOEEAMTEHEUTRE !

« BHREFEARIEBER Amazon Identity and Access Management (IAM) AP EIE. H,
s BREGFEHACGKRKSAFPNENZEEIELXEN,
- BEREEHEM Amazon RS . H.

BXEZER , i35 CloudTrail userldentity T3,

7 #& Amazon Service Catalog B &% B

BERERE—MEE 6 AFTSHENBEXHEHEEEERN Amazon S3 71, CloudTrail B &34
BE—NEENMNAEZRE. BHRAKRKRBEARENEMER , B/ EXFRWIRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAH AP BANEFHKRRE , HILET2RE
M ERF I, AT REIERTER CreateApplication API B CloudTrail B&%H,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "account",
"arn": "arn:aws:iam::12345789012:user/dev-haw",
"accountId": "12345789012",
"accessKeyId": "keyId",
"userName": "dev-haw"

}I
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/servicecatalog/latest/dg/logging-using-cloudtrail.html
https://docs.amazonaws.cn/servicecatalog/latest/dg/API_CreateProduct.html
https://docs.amazonaws.cn/servicecatalog/latest/dg/API_UpdateProvisionedProduct.html
https://docs.amazonaws.cn/servicecatalog/latest/dg/API_CreatePortfolio.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventTime": "2020-09-23T21:07:58Z2",

"eventSource": "servicecatalog-appregistry.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",

"sourceIPAddress": "205.251.233.48",
"userAgent": "aws-cli/1.18.140 Python/3.6.11
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.63",
"requestParameters": {
"name": "hawTestCT",
"clientToken": "6f36d650-a086-47cf-810a-fbfab2f8ad33"
},
"responseElements": {
"application": {
"applicationArn": "arn:aws:servicecatalog:us-
east-1:12345789012:application/app-02ocuq2cie2328pv64ya78e22f",
"applicationId": "app-02ocuqg2cie2328pvb4ya78e22f",
"creationTime": 1600895277.775,
"lastUpdateTime": 1600895277.775,
"name": "hawTestCT",
"tags": {3}

I

"requestID": "1b6ad353-3b06-421b-bcb4-00075a782762",
"eventID": "Qa2ca224-cdfd-4c4b-a4ed-163218ff5e2d",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "12345789012"
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Amazon Service Catalog AW EE R NIKFIEEEZEF A mERT. EERWMEREH & mERNE
M RAMFIEELARBR, HIRRGUREENRR (IR ) B, EREANKKAAFEERARH A
BRI LR E L.

5 & m bR BRI A RIS AR A SRIL T B 45

- BIEEHENANINAERFZ RN TENSE
« X5 E—2 R A AR I E E BA fE A Y K P
« XBEANRE (BT R, EFEIES ) FHKS

@ Note
EEREKS RIS ERLF B mEE R,
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1. EEMSMEES  ERERI,

2. ERRE, BERCEADRECER R EIED,

3. LE#I, MARMEN , REEETEHENBEHRE,
4. EERE

B3 Amazon Service Catalog X EN mEN XK , FEEXN EV@EEAmazon Web Services
X X
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