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MR, REEE BR UERZERE,

@® Note
MRIEE Amazon IKF 2HELPKR A , BBAKZ A IAM Identity Center ik F SEHIAYBE
HAgE S Z EIBRE,

- WMREWHALTE 2023 F 11 A 15 BZEIE A T IAM Identity Center , N BRIATE IR
T, AP RIRIKF KA TERARS , HEXTBZELANEEK, S
38

- MREHALTE 2023 F 11 A 15 BZ/EBHA T IAM Identity Center , M ERIAER T
L2BERARAKF OIZEKFEGINIIEE. B2 , REEFREATATHLEEHA+TAE
IAM Identity Center B9 /2 3£ 41,

BXEZELR , 5 Hthe section called “ L ¥F7E B 5 K /= F I 22 K /- SK 6" Fthe
section called “SCPs F T 6 2K /= L6,

¥5ik IAM Identity Center H Y B 137K

#R7E |IAM Identity Center Y S HEEN T AR MANSEMLE, BA 1AM Identity Center f5 |, 5%
INEERANRERENG DR, BEEETENS MR , WUASEFER,

MREBEEEEERAFMELA Active Directory Xt FHAEB IdP , HRATEWIEES A 1AM Identity Center
HIERENHHRNZREZLLSMIR. EEIA Identity Center B F 5 6122 (F{a F 7 FE H B 1T4EM
DB, MR LERE,

MR EDZTE |IAM Identity Center PV —NSFHBRFERAFNE , WERNHMSBRATERXH
BRIZIE 1AM Identity Center FELEMNFIEAFMADE, MRXEXMER , FFERAF (2§ 1AM

WiAE R 22
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Identity Center FIIEIEAF ) & K EXH Amazon Web Services Ik F R AR 2B S EFKIHIE
R, BXEZER , BEH EXSHRNEESI,

To confirm your identity source

1. $TF 1AM Identity Center & &

2. HERFIERNTHNESFEESRISTH , ERRINFHR. BHTERIEREE K ARk
BEMREWF , HRILAE,

3. MRERREBESFTHENIHIR , WESHITEMESE, MREENHEMEESR , HEFEREE
REERERS DR,

BRI SUE R AT — NMETIER FHTR
Identity Center B %

BXJE A 1AM Identity Center f& , E2 B3ELE Identity Center B FERNEHEIAZ 1R
MR EREAHMAIE RS , WA T HAIBENAFRMEA | HoBEaixEmn
Amazon Web Services Ik~ MM AREFNHRIR. BEXFEALSMRERHNHRE , H5H £HAR
1A IAM Identity Center B Eti& F P i ] B R o

Active Directory

MBEBEREFEHERE Amazon Managed Microsoft AD B & HFMEEH , Amazon
Directory Service =& {# F H #) B B B 5 Active Directory (AD) , RITBWEEE A IAM &
B HOEHERZ B F. BZEBRIAN Identity Center B X QI HAFFLE, 1AM Identity
Center {£H Amazon Directory Service IREHEENAF . AR R REEEM Active
Directory F#9JR B &R 2| IAM Identity Center 3 Ffk. BXELZER , BSH EZ2
Microsoft AD B .

(® Note
IAM Identity Center 3z #fF SAMBA4E F#) Simple AD Eh & 3R

SNERE D 1R

T F NI HBIRER (IdPs) , Hl40 Okta = Microsoft Entra ID , S8 B] LLEF 1AM Identity Center
|dPs B Z £ MW SHIZES (SAML) 2.0 FrEXN F B3 TH B RIE. SAML MU TFREER
IdP AT P REMN F L, SRR XL AP AT EE IAM Identity Center , &£ 1AM

ik & H0IR 23
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Identity Center T XA FMA, £ IdP XFHNERT , BUUEAEE S A EE (SCIM)
v2.0 (MU REFAFPMANERM IdP BZITE ( [ ) El IAM Identity Center, IIRF X
¥ , BRI LLTE IAM Identity Center Fai AR F &, BFaR4ut A , FHTMERF~MA,

BRZEGHRFAMHER , SR IAM ldenter 59 REIE,

(® Note
MREITRIEAAT S HIRMERE |, EEEFHAE IdP ( A= IAM Identity Center )
EEZEFHRMIE (MFA) RE. TXIFNIEDRMAEEH IAM Identity Center FHY
MFA, BXEZER , 521 RT-AF TR MFA,

BT BA B R o< LA A2 15 18] Amazon Web Services 15 18] [T

Amazon Web Services 1R[] R A FRME 8 S & X5 E FTE Amazon Web Services Ik Fl& & F
W=RATEF |, #lin Office 365. Concur, Salesforce &, REEITF Fi%EE Amazon Web Services
kP SN AEFERETRES SN AR,

(® Note

Amazon £ E N AR S IAM Identity Center EXH A T HHRIEMN B ZRS , BrRgE R
F Amazon Web Services G R[TF# TR ARFHGE,

MEEEANEANRLIEBRER ( HlI0T —RBHAE (NGFW) HEE Web Wk (SWG) ) Kk
45 E Amazon 5 URL w2 AYEE , M AN SERE TP RBENERN URL maRFAFITEE,
Amazon Web Services

T HIREMR T ERNEEN Web ABTIEHERT RITF TR EPHEN URL IR

* [Directory ID or alias].awsapps.com
* *_ aws.dev

« * awsstatic.com

* *_console.aws.a2z.com

* oidc.[Region].amazonaws.com

« *_,SS0.amazonaws.com

B PEERIZES 24
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*.ss0.[Region].amazonaws.com
*.sso-portal.[Region].amazonaws.com
[Region].prod.pr.panorama.console.api.aws/panoramaroute
[Region].signin.aws

[Region].signin.aws.amazon.com

signin.aws.amazon.com

*.cloudfront.net

opfcaptcha-prod.s3.amazonaws.com

FEMN URL i /5 A AT SRV ES B

B T Amazon Web Services A TP IF I REERI , BEANEGRSINBAREFTREEAZTEN
Y AFARE,

EMNZREE Amazon Web Services ik 71 Amazon Web Services 58 Amazon Web Services
Management Console, 1 IAM Identity Center #2#|& , BAFFHAFIIAGFTEZE, B

< Amazon Web Services Management Console & %3k , 25 (Amazon Web Services
Management Console A T3Ef) PHSEERE

ENEHIEREITF Amazon Web Services 1[d] Amazon BN ARRF , BL4TNEE BRI GF
AgE, MEEXES , BSHMEMRS XM,

MRIEERNIEA | BlIAERE 4 IdPs (640 Okta BA K Microsoft Entra ID) , fREEHEFAIZE
RNAMIIREE

FHEM URL i[5 AVF AT BRI E B 25
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IAM Identer B 0B iE

Al Amazon Organizations BEMKF PR IE F B IREEZE IAM Identity Center FY4H A6, 1R
BUAESHIRME , TEEERIA IAM Identity Center EZFRIBHEERF, SMNMEAE—15H
o

AFHPHEEENBNAERE RS HRIZRE IAM Identity Center BYALASLH] | QIEEEAF |, U
ROlZHEENRE ( EEH IAM Identity Center EEiHRIAXR ) - Amazon Web Services I~ a1
U FF 1AM Identity Center A TR ARRFIGE |, MFEEEFANRE,

XLEEHEH RN BWMMIZE IAM Identity Center Ik 2 SE45l, 7] 5 F Ik P 3546500 B2 5 2 B A P H
4B BFEEFHEFIRBEATEEA X Amazon Web Services P HiFEIINR, BXxEZER | iF
2% |IAM Identity Center BYIK /7 3£ 41,

(@ Note

EFRIXEHREZH , B3 A IAM Identity Center BEXEZEL , 38 BEA IAM
Identity Center,

F&E

« £ Active Directory 4E7 545

+ Setting up SCIM provisioning between CyberArk and IAM Identity Center
. R IAM 55 R 0EZERN JumpCloud B &F A

+ BE SAML # SCIM Microsoft Entra ID 1 IAM & 3 # 8

» @33 Okta # IAM Identity Center Bl & SAML F1 SCIM

« £ |8%E SCIM EiE OnelLogin 1 IAM & 4 5 0

 f£A Ping Identity &8 IAM &4 5007 m

« {FEAERIA IAM Identity Center B & F P i 6] &R

« BRI

£ Active Directory 11 &R

MREEFEFEAEE Amazon Managed Microsoft AD BFHHAF , Amazon Directory Service 3% 1E
5 Active Directory (AD) BHEEX B RHPHAF , BAILAE N IAM Identity Center B9 F 4R , A

Active Directory 26
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FRAXLEAF. BIEIEEEA IAM Identity Center FHER SR , ZREZL DR, E3A
Identity Center B 5 & 2EM A/ ME 2 BIHATIHRERE B T8 £ E UG ERS R FIFHIA
BE.

EffH Active Directory ERN BHR , BNELEBATUHE B LT STREH

- MRKEIEZEFEA Amazon Managed Microsoft AD , M AZFEIRE Amazon Managed Microsoft AD
B %8R — 3 A IAM Iden Amazon Web Services [XiF tity Center, IAM Identity Center &% % &
BIREHEESEZERNXEH, EEE IAM Identity Center , BAIBEEE LN EE E IAM Identity
Center WX, A , EEE , Amazon Web Services 5 RIITTF A S1Z B ZMEREE R URL,

- EAREEEEKS B Active Directory :

EAMIERIZEEIAE AD Connector 3 Amazon Managed Microsoft AD B 3 Amazon Directory
Service , # BiZ B 4T FEH Amazon Organizations EEBIKF A, — X R BEFE Amazon
Managed Microsoft AD E#Z—“ AD Connector B R —1MNE F. NREBFELIHZNEIM , &
/8 Amazon Managed Microsoft AD, BXEZER , HSH :

« G fY B FiEEE Amazon Managed Microsoft AD % IAM Identity Center
- f¥ Active Directory F ) BT E X B RIE#ZZF IAM Identity Center
- FAREEZRIREERIKS R Active Directory :

MREIT XS A IAM Identity Center ZIREE R , HEA Active Directory ¥EJ1#2H) IAM Identity
Center F3R , M AT LAEAIMAE AD Connector 2 Amazon Managed Microsoft AD Amazon B ,
EHETEREEAKF N B FPREL B %,

MR EREN |IAM Identity Center & 2R MEAEALIRE K Active Directory , SEFFEM Active

Directory B AEAMEMIR , NiZ B A4 FE IAM Identity Center ZREE AR A, (MR
TE)HR (HZKFAE) ; &, BRIV TEERKS H,

AHEFIESET R Active Directory ¥E8 1AM Identity Center SR ERIZE,
S8 1 : E$E Active Directory FIEERF

MREBLEMFEA Active Directory , AT =B A #5 B 8 % 1% B FiE#F IAM Identity Center,

Active Directory 27
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® Note

MR IEITRIEEE A Amazon Managed Microsoft AD ctive Directory P B ZHBETEEE % |
{B &¥F RADIUS MFA Amazon Directory Service S#EBL R , &7 |IAM Identity Center F /3 F
MFA.

Amazon Managed Microsoft AD

1. BEF E#E Microsoft AD B & F KR,
2. BB Sy B FiEE Amazon Managed Microsoft AD Z| IAM Identity Center F 89 5 BRIR4E,

3. Bti& Active Directory MU R EmHE R FEENRAFEZ | 1AM Identity Centero BXREZE
B, #2R FEERAFRESE IAM Identity Center H,

Active Directory FHIB{TEE B %

1. BEF E#E Microsoft AD B & HHIERE,
2. %58 § Active Directory Y B1TE I B FiE#EZ IAM Identity Center #1935 BRIRE,

3. BtiE Active Directory MU A ERHIR FEENRHNAFEZL E IAM Identity Center, BEXEZ(F
B B FEEAF RS E 1AM Identity Center #,

S 2 FHEEAFREDPE IAM Identity Center F

FHER B FEREE 1AM Identity Center f , B EEEZRHBRFEENRNAL, , ARFZARMM
&8 B ZE S F 1AM Identity Center A1,

1. 3TFF IAM Identity Center &l &

ERIRE,

FRENEL , ERSFHFETF , NhiEFRE K RAEEREEED,

EEEBRSNEL , ERAFERTF , AFERRMAF L,

ERFETFHAFT , W ABYNAF & &R,

EERMAFFMATT , JITATRAE .

o o bk~ w0 DN

a. BACEELEQHERTFEENRNAS,.
b. EPZAFBEILNEIRE,

Active Directory 28
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C. ﬁ?%;IEEBEO
7. EEERSTET , ZEENAFNERERSBERNNAFRSIRS,
8. TESMBERKF , &EF Users (AAF ),

9. EAFTEL K SEENAFUREFSE-ENEFTL2HREIRF, EERFERUAERA,S
&Ko

teat , BHNAFERBRIEEKS, SUNES | BEENREF A, 2 ELZNRERREX Lk

FPHEBHRNR, BXEZEE , FE5H tIBZNRE.

Setting up SCIM provisioning between CyberArk and IAM Identity
Center
IAM B0 REFEFEE ([E ) REMWAFE R CyberArk Directory Platform 3 A 1AM & {3/

Do B FERAESSNEERS (SCIM) v2.0 1hil, AXEZELR , HSE WA EHEEEFH
SAML #1 SCIM B 9B & K1T,

BB LAE P EL & &3 CyberArk £ AZH IAM &350 SCIM LimT KM E T, EE SCIM [EF
Sat, THEREBAFEMRRS CyberArk Bl IAM B R LFHNGEEMN. XS IAM 545
O 2 B T HA R M ITEE CyberArk.

AIERET CyberArk B E 2021 £ 8 A, AW LRUEEMTE, AEREIs—LEXEY
SAML BB A F 54K UERY 18,

@ Note

HIT1REE SCIM 28l , BINBUEEAER EAEIMENIEST., REREERT I
DHHEMAERE,

F&:

- EREMH

« SCIM SEEEIM

« S 1: 7£ |AM Identity Center /5 AATRE
« SR2: EFEEFE CyberArk

e (Ak)SBRI: EFEEAFEM CyberArk AT IAM &4 05 B34 (ABAC)

CyberArk

29
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. (i) R BIRSIEY

FRF M

HEIT Rzl , BRFEUTRR :

 CyberArk iTFS®2HA. EXEMEREA , EiGE CyberArk.

« X% IAM Identity Center Wik ( 2% ) « BXEZEE , HZE A |IAM Identity Center,

- XBRHY SAML iE$#E CyberArk IKF | IAM H4 0, B FTR CyberArk IAM & 4 /0 XA,

« ¥ IAM Identity Center &322 5B 48 E /21517171 Amazon Web Services lKF A ®, AP FHEAME

xExo

SCIM =51

LA —2EAREEZZEI CyberArk IAM B3O MBS

- RENRAEFMESRS FRENAET 2RL E IAM Identity Center,
s BEMANERIANRATEXHE, —BEHR, SCIM AEATREL KM,

- RS —MBESBHEN , AR TEEE

- MRABMEITE CyberArk IAM B AU ARFEER , MItaHIAUTITR

- MRABZHEAEER—IAM Identity Center FRAZHT 2K EER,
- MMRALZHKRETEHR— /T IAM Identity Center P HIEFA |, IFAFRE , BREKR

« AN RIZERFESMEUEE B TR CyberArk IAM Identity Center N FAREF , BRAKRNALRE

TIEWMIT R, EALUERLA TR

« BE (RFEE ) ldentity Center BEXFP EEHBEEHRZHHAS,

- FAPMIAM S4FOBERE , M IAM F14 R O0BUEX AP WELE CyberArk &,
- BUHELE AP 1T Hh—ZAZMIBR,

F% 1 : 1£ |IAM Identity Center /3 ATRE

EE—Sh | EBER IAM Identity Center #2#| A B BEZITRE,

£ IAM Identity Center F I BZITE

1.

SER T REMHE , FTF |IAM Identity Center 25| A& .

TR 30
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2. BEEMSMBERPERIRE,

3. HREMHL , KEBFITMEFEE , AR ERBA, X2 HEITE IAM Identity Center F/Z A B
HIE , HERSERN SCIM A MiFESEER,

4. EAUVEFEEXNEES , E% SCIM mLKMBR T, BEE P PEERERN , EFEFH
LE

a. SCIM %= ——#%lan | https://scim. us-east-2.amazonaws.com/ /scim/v2
11111111111-2222-3333-4444-555555555555

b. WRITHE - ERERTEUEHZE,

/A Warning

— A LUREL SCIM s R 5F R TN NS, ERERIEZH  FSHXEFXLEE, &
YENEESREEMAXLE , SUEE P PFREBITE.

5. IEFEXM,

M7E , BMELTE IAM Identity Center BHAPIZE TEE , BEEFEATREIRBES CyberArk IAM
BHRBRLRARF. ATHREFHERT XESR,

HIR 2 EPBECERE CyberArk

ERERAU TSR CyberArk IAM B O ARER , BTEA IAM B O#ITEE, LEER
RIBEELARIMT CyberArk BH 1AM &350 R AT CyberArk Web RIARRF T EE AEFHIA,
MRERPITUHERE , FSH EREZNG  AETRUIRELUEE SCIM E.,

EEPEERE CyberArk

1. 3T CyberArk Z1EELE SAML BRI IAM BB O FARER CyberArk ( NARF > Web K
Fﬁﬁﬁ ) o 1ﬁ/|ﬂ%/ﬁ%'ﬁ:o

2. %&$® IAM Ildentity Center NFARRFHERTAE LD o

3. EHBRAUNARFIMEREHEZERINER,

4. FEFEHHOIESF , £M IAM Identity Center E#| 7 SCIM ImRE. FiZERHE SCIM BRFH
1t FERHHY CyberArk IAM Identity Center B 2 F S B ACE BR B N ARk,

5. FRARBERENFEESH,

SR 2 EPEELE CyberArk 31
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6. EL—REH , B£EH T IAM Identity Center P HE THE. FZE/RUE FEERT F&
H CyberArk IAM &4 0NAREF.

7. BEHEBIESINEMMNALRE,

8. HERMLEI” T , EFENPHTHUEEMNIERITH CyberArk ET/E, BALEREE (HT
Z& ) EFMLEEBMMBUEMET NRIIE IAM Identity Center AP,

9. & “AGKS” TZEMS CyberArk A , 7 IAM Identity Center AW EMHRFER T , EER
AT,

10. FERERATEEBHRE

1. ERIEAFREEKIELE IAM Identity Center , &R E IAM Identity Center 2% & HitE B
F. BSHAFXE CyberArk N ERE “AF” D’iEJ: NEAUNXLEAF o EELK, HATNAE
IAM Identity Center R {TIE$E,

(Tt ) W3 : EHREEHAFE M CyberArk AT IAM B4 AR /O 15 [R) 43
% (ABAC)
X2 —NAERRRF CyberArk BRBIEE N IAM B OB EREHLAEEX Amazon #IRAY B

R, BEHRENLKEM CyberArk SL SAML Wi S R1ZiE4 IAM B4 H 0. AfE , BRILE IAM
Identity Center FRIENPRE , UARBRFELEEZEHNEHEEE RN CyberArk.

EFFR SR cn , BL4MERBA HR2FEEME he. AXRURENEAER  FSH EAARE
173 (] 22 15 /& 1

EHEAFEEHAFEM CyberArk BT 7E IAM B3 H 031715 0] 2 &l

1. 3TFF CyberArk R 1EEE SAML R Z M IAM BB O AR CyberArk (‘AR > ‘MK
NMARF") .

2. 3¥Z SAML W R7EI,

3. EEMT , BBUTZEMNMEXEERNEIRS :

a. BUHEBAMEXRBNEREBEMERF CyberArk.
b. BHERE SAML #iE P &iEE IAM Identity Center FIJE M & #o
4. EERE

(Tt ) 8,3 EFEEAFEMY CyberArk AT IAM B4 0K 5 RIZEE (ABAC) 32
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( Wik ) RiEiGEEFIE T

BRI LUK R 1AM Identity Center FEY 177 8] 122 /8 1 ThEER/Z1%E Name BHIRE N https://
aws.amazon.com/SAML/Attributes/AccessControl:{TagKey} B9 Attribute Jt¥&, kT
ZAFENEMHEN SAML ISP 2ENREEZE, BERR2ERENESZER , 55H IAM AR
BIfE Amazon STSHHIEE S 1ERE,

ENBEMHENASENRELERE | FASEERZEMN AttributeValue TE, flI , E4ARRZEE
SfCostCenter = blue , HHEAUTE 4.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFEFMSNEY , BAEMIEEE — N EIHAY Attribute TH,

/8 1AM B4 INEESER JumpCloud B £F &

IAM SO0 FESEE ([EF ) RKEWAFEER JumpCloud BRE&#H A IAM 43 H 0, 1R
EfALZLMSIFICIES (SAML) 2.0 EXEZER , FSH INABEHRMEFEA SAML F
SCIM 5B &k,

RO LAE P L E & JumpCloud ERA ST IAM B H 4 SCIM LimT KR FMF RIS, BE SCIM
BLet , AIAEHSIEAFEEABE JumpCloud 2l IAM B LHFRmEEYE. XS IAM &
O Z B R TR 4 T B JumpCloud.

AIEFEETF JumpCloud B ZE 2021 £ 6 A, FfIRANSBUREEFMTE. AEmIE—EExET
SAML BB A F & 4K UE Y188,

LTEREEISETHNAEAAFNEANBZEE JumpCloud £/ SCIM B E] IAM &35 4,

(® Note

HEFT4AERE SCIM 28l , RMNBUEEHAES FHEITENEIESZT, REHREEFT 1
DHHEMAERE,

( AIE ) 23 T R 42 IR 4 33
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e
- EREM
« SCIM ZEEM
- S 1: 12 IAM Identity Center /3 FATRE
« PR 2 EFEERE JumpCloud
(Wik ) S®]3: EFEEAFLEM JumpCloud AT IAM B 12 A 1T i i 2 4l

o (T ) 4R ISR

FRFAF
EF 2 BREEATHR

« JumpCloud iTHE SRR IXA. EEMELRHLA , FiHRE JumpCloud.

« X#F IAM Identity Center Ik ( 2% ) « BXEZEER , 13 /E A IAM Identity Center,

- RB¥REY SAML iE# JumpCloud MK E IAM F 30 , H AR JumpCloud IAM 5 13 F /0N 32
[=B

+ ¥ IAM Identity Center E #2855 E 8 E 215517 Amazon tk B9 4H < BR

SCIM EEEM

BT R EAEEEEI JumpCloud IAM &4/ 0LHIERE.

« (NFEHE Amazon 8 QEFIERESFXBKANEEA JumpCloud F5 SCIM @,

- AR —MBFESHEY , MIAR TERE,

- HHAF JumpCloud B 4B ER FMEK , SMEEE SCIM BEEHE IAM FHH 0

« MR AFTE IAM Identity Center FEZEREMEFRBUE , ME ML FRESIRZE JumpCloud.

- B NBYEUEEPEEZERTN EARAFANEARASHER RKERNNAFESEBEASCIME
&

HPR 1 : 7£ IAM Identity Center /5 FATRE

EE—S | EBER IAM Identity Center #2B#| A B HBEZITRE,

TR 34
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£ IAM Identity Center HZ I B3I TE

1. SERGCRZFME , 377 IAM Identity Center 2# &
2. EEMSMERPRZFRE,

3. HRENHL, KEBFIMEFEE , AREREA. X2IEVFE IAM Identity Center /5 A B
HWME , HERSEMN SCIM ik JF i | S hEE B

4. FEAUBZEBNEEDR , £E5 SCIMImaSMiERISHE, BEE P FEBEER , REENH
MR E A,

a. SCIM %= ——#%ln | https://scim. us-east-2.amazonaws.com/ /scim/v2
11111111111-2222-3333-4444-555555555555

b. HETH - ERERTEIUEHIZE.

/A Warning

XEME— A LUREL SCIM If RE TG RSN le, ERERECH , SHEHXEHE, K
HENEESIREEMAXLE , SUEE P FREEBITE.

5. 1EFEXM,

E |, BB 27 |IAM Identity Center ?"“%'J“EF*&ET@EE , BEEFATERRRNES JumpCloud
IAM %ﬁqﬂlb\ EE%(} J‘)\T *EEEFI}'H-J\_ gﬂ;g;%o

HRR 2 EPEEH E JumpCloud

EHERAUTESER JumpCloud IAM &3/ 0ERSR , ATEA IAM P 0#THEE. HIRRIR
"‘E‘. PNJ[]T JumpCIoud 58 1AM B 5 05E#EES JumpCloud BE AT MEA., WREE RN
THRE , BSHE EREMG , AEEHLEEREE SCIM &,

ExPEERE JumpCloud

1. ﬂﬁwmmwmwﬁm%smmﬁfﬁmmmaﬁ¢w £3%8% JumpCloud ( AF &R RKIE >
IAM %ﬁq:/b\ ) o |5‘1—.| %I%XFFO

2. 1%&# IAM Identity Center iE#88 , AR EBRE=NEMFHHEE,
3. MRMEBFLLASCIMBES , BT EALNABRFFHNAFREANEARR BHEREEE,
4. BEHERE,

SE]2  EPEELRE JumpCloud 35
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5. FEL—XBEAH , BEH T IAM Identity Center ) SCIM ix LB, FZEXEE “BEAR URL” FE&
f JumpCloud IAM &3 A/ 0nE RS

6. EL—HEH , BEH T IAM Identity Center PR IH R TH{E. FZE/RWE “TRZEH FESP
JumpCloud IAM 513 A /UNE 28R

7. BEHECELANRAEE.

8. BREREBERZIDAE-—NMEBERFDHE.

9. BEFNNMEMFRAFAAREEMEM SCIM EERIE,
10. EERTRSBHRT

1. ERIEAFREEKIELE IAM Identity Center , &R El IAM Identity Center 2% & HikE A
F. BFZWAF%E JumpCloud £/R7E “AF” THE L, MEATLUFXLERF 2B Z| IAM Identity
Center HEV Ko

(AL ) Z] 3 : EHPEEAFE M JumpCloud AT IAM B4 01T
17 B] 42
X2 A%ERF JumpCloud BREBIEEFEN IAM B H O EERE M LEEX Amazon B RHY I 8] X

R, BEHENHIEM JumpCloud BA SAML M EMENZELSE IAM B 0. RE , BHLE IAM
Identity Center R BIZEXPRE , UBEZRLZENEHEEEHRIAR JumpCloud.

EF R Ren , B4ME LB A REZEGHDENEM. AXRMNARTIHEENFAGSE , BSRE
AMEE TS R ZEE M.

EEPEEAFEY JumpCloud A T7E IAM &4 H /Ot 4T 5 Rl 2 6

1. F#TFF JumpCloud ZEELE SAML 22K IAM B4 0GE#EES JumpCloud ( BF A RIE >
IAM S350 )

2. 1%&3#F IAM Identity Center iE#28, AfF , EHFEE =/NETIF IAM Identity Center,

3. HUWZETFES , EUEEAFBERE | RBERNFEYE  RBERTUTRE . BL4ANE
AR BNEATE 1AM Identity Center R A T REFIN B NEHEHITXES R,

a. ERZSEHBEMEBHFERT , WA https://aws.amazon.com/SAML/Attributes/
AccessControl:AttributeName. F AttributeName &if 7 &£ IAM Identity
Center HHAEHE MR Fr. HIW , https://aws.amazon.com/SAML/Attributes/
AccessControl:Email,

b. 7E JumpCloud ‘BB FE& , NEW JumpCloud B . Hltn , BFmp4 ( T/ )

(Tt ) B, 3 : EFEERFEM JumpCloud AT 1AM 515 0k 1T i/ [ i 4l 36
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4. EBRREF.

( Ak ) RiE T EEFIE A

A LUEER A 1AM Identity Center Y 177 [ 32§18 1 TheER4%21E Name BHEIRE N https://
aws .amazon.com/SAML/Attributes/AccessControl:{TagKey} By Attribute Jt¥&, Lkt
RZANEFGEMEERN SAML IS PR EREEE, BXQENRSHNESER , BZH IAM AFE
BI7E Amazon STSH &R S 1EIRS,

ENBEMHERNLERSER  BEERERSEMN AttributeValue T&E, flin , EEBRZRE
JfCostCenter = blue , HEAATE L.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFERMSNENY , FHAENMZEETE —NEIRM Attribute T,

ftE SAML 1 SCIM Microsoft Entra ID 1 IAM & 4551 /0

Amazon IAM Identity Center X355 Sec urition Assertion Markup Langue (SAML) 2.0 &£/ , A&k B
HEE ([P ) KB A S MAEE Microsoft Entra ID ( BABI#R Azure Active Directory 2 Azure
AD) EREE B HEERS (SCIM) 2.0 il A IAM BHHt. BXELZER , BSH YNAHE MR
HEEH SAML # SCIM B @ EBSKIE,

B R

EARHED , BFRE—NNEHXEE , AEMEZRAEE SAML E#EM SCIM B & Microsoft Entra
ID 1 IAM FBH 0, ERVNVAZSIRY , REERNSRBPUZE—MULAF ( Nikki Wolf )
Microsoft Entra ID JAK IAM F370 , S EATRMAIN @A SAML E#ZE, 85 , 7 SCIM FEK
W—Eo , BHE—NTREBNEBAF ( Richard Roe ) SRIBIEHE 14 Microsoft Entra ID IEE T
HIEES 2 1AM B4 H 0,

FRFAF
EFRASRLE , CEABEREATHE :

(A ) 1R3% T R R R A 37
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« A Microsoft Entra ID 87, BXEZEE , HSRFAWIREAN] : iIREFF Microsoft X#4AH ) .

« Amazon IAM Identity Center2 /8 K, BXEZELE , 52 Amazon IAM Identity Center F
FigEFHE A IAM Identity Center,

EE I

UTEATHENEEEZET Microsoft Entra ID X Al fE& & it R 1A E A SCIM v2 TN E L=
BREFRFER IAM BHRFOEREBEEE.

B fE

HEITHEE SCIM 28l , RINBWEERER EABIMEANEIESI,

5 ) 22 1 ) A

FF i EER R A TR | XEREERE T B0 H 4IRS B &8 Amazon &R
MEMNAF G EBERT EANE M Microsoft Entra ID , NiZEHEF2M IAM Identity Center A #9482
P HfiER. X2—1NEHHIBRE Microsoft Entra ID. MIRAFMNEANBUERNEM (FEZ=)E , I
ZEUCRE S ) IAM Identity Center,

BREA

XLEXIFHAE : Microsoft Entra ID AFBERS LA SENSEEHREATNAF . REENHBSEE
B E R A M P BEISEENAELE . Microsoft Entra ID AaLUEIHANBERBIZESENAFR
A (BB 7RNBEARANAFSEYEA ) WBEERARE. BXEZER , BSRHTPET EANE
E R E Microsoft XA ) , EF , WAL IAM Identity Center AJELE AD [EZ# 1T Active
Directory #8758 1AM B3 R/ URIBEA

HSE

XEXIHA : Microsoft Entra ID AF B ERS AT LS MEEN SEHFHNAF . BSE TERN R ,
ZRBIERERASENA P MALH LR S 1AM Identity Center FEIE R AR, XLERHFH
48 2 M FELRY Microsoft Entra ID J&3iE SCIM i# A IAM & 15 &0

f5l4n | a8 Microsoft Entra ID ZIAA MWLM TR :

1. A4 |, K& ual, ua2
2.B4 , & ub1
3.C4 , KA ucl

ARSI 38


https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-create-new-tenant
https://docs.amazonaws.cn/singlesignon/latest/userguide/get-started-enable-identity-center.html
https://learn.microsoft.com/en-us/azure/active-directory/app-provisioning/how-provisioning-works#assignment-based-scoping
https://learn.microsoft.com/en-us/azure/active-directory/app-provisioning/how-provisioning-works#assignment-based-scoping
https://www.amazonaws.cn/blogs/security/managing-identity-source-transition-for-aws-iam-identity-center/
https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-create-rule

Amazon IAM Identity Center ArfEm
4. KAMNBIE A, B, CHRRA
5 L4, #NTIEB HM CARA

&% B P A E B E Microsoft Entra ID &3 SCIM # A IAM &40 , ¥R NTRR :

1.A4H , BA ual, ua2

2. B4, B ub1

3.C4 , B A uct

4. K4 , B A val, ua2, ub1, uct
5. L4, B & ub1, uct

ERANSEAEEBNTMER , FILEATEEEI.

« IAEFLLEIEREWS, B , Microsoft Entra ID BEERSZ 2R FELTrREH, Hln , MREEL
T JLA Microsoft Entra ID ZhASHMEH -

- AAR BHAKIRA,
« AAF ual K.
B éﬂﬁ ub1 'ﬂzﬁgﬁiﬁo

BEEHANGREAFRIELANEERR (Bual) . EF2NEHRARTE BANKA.

- FRATHIEHMHSTEH, BXELSER , BSEPHIE RS Microsoft XREH ) ,

S 1 : % Microsoft 3/~

EAS RS | SN BNARENEEER Amazon IAM Identity Center 1Ml 7 FB 52 FF LA K 204a1 1y 3
IR H B 25 2 BL i | AR Microsoft Entra ID Ui A P

Step 1.1 >
$B 1.1 EHIZE Amazon IAM Identity Center 1l 5 A2 F Microsoft Entra ID

FEE IR | £ Amazon IAM Identity Center 1)l 51 A2 5 Z 25 1£ # Microsoft Entra ID. f8/5
BREERRARFFREEBEN SAML EE, Amazon

1. ZELURNARFEERAMN S M EF Microsoft Entra BEE H/0,

S 1 : HE Microsoft 8/~ 39


https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-rule-member-of#preview-limitations
https://entra.microsoft.com/

Amazon IAM Identity Center ArfEm

2. SMEISH>NARE > DUNARE , ARERFNARER,
3. TEHIE Microsoft Entra Gallery R E £ , E#EREHH A Amazon IAM Identity Center,
4. MERHi%EE Amazon IAM Identity Centero
5. &EFEOIE,
Step 1.2 >

S 1.2 FTEHRCIENR AP Microsoft Entra ID

YR E F 2 Nikki Wolf Microsoft Entra ID #3552 el 2/t A /.

1.

£ Microsoft Entra EE /0 Z2EE , SMBIBH > BF >FBHAF,

2. BEFAPF , ARLERBEMINCIEFTAS.

3. HEAFEHEMH , BA NikkiWolf , RAGEFREERHANYT B, Hla0 , Nikkiwolf@
example.org.

4. HEEREWNF , @A NikkiWolf,

5. EEBHPRASHEERDL 6 SUARBRHEEL  EREIERNED , AEEHIETE RN
=8

6. ZEEM , EEFHMA Nikki, EEKH , A Wolf,

7. B“EEHANE  REEECE.

Step 1.3

HPR 1.3 : 7@ Nikki 2 EXBRZET , &Mk Nikki B9 4% Amazon IAM Identity Center

FELEEAR | SFRAUE Nikki AT AR I & FKH Microsoft AV TP AR HLR R,

1.

ER—MHEBFPITAFRER , IERNKS IS EZRIE , AR A Nikki B TE B 7B
bk, a0, NikkiWolf@ example.orgs

HIVRRET , #A Nikki 258, AGERER, IREBREFHERN , REFRREER
=g,

EEEWTHRERE , ERBEERE , FIXxTHMZLHFENRET.
EENKFTTEHNEMSHERD , ERRVNARRE, FEE , RNEWMA , kNF2ER
EANARFE, 85—/ Amazon IAM Identity Center NFATEF , EHENL RS , 2
ERTELEAL,

S 1 : HE Microsoft 8/~ 40
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Step 1.4
S 1.4 : FEH M Nikki 2B BR Microsoft Entra ID

MELSRIUE Nikki TR FRIZRNKSTF , SEARIENEAF 2 EZE Amazon IAM
Identity Center R FATEF

1. %&£ Microsoft Entra EEFOEHE , SMEFH > NARF > UL NARE , REMNFIRAF
i%£$# Amazon IAM Identity Center.

TBEM , EFAFME,

EERAMAFIE, BAUZBRATTATOEAER. KBERNEAARTIE.
EAMSERE , FAF TERREREANR.

£ NikkiWolf |, REEEFE “®EFE

£ RMELL” RE L |, 3% “2B”. Nikkiwolf ZLFE I TE 2 Bl 44 i%Amazon IAM Identity
CenterM AR FHYA P FI&RF,

o a0 &~ w D

5 2% K Amazon IKF

HEWSERS | BFES THEUOMER IAM Identity CenterEE B iHRINPR (BSNRE ) , EFHeIE
FERZEY Nikki Wolf AP, HAtb D B EEH AmazonBRH A ENRR,

Step 2.1 >
SR 2.1 £ 82 RegionalAdmin X PR £E IAM Identity Center

LA BR &S A T 1@ Nikki B F 24 ER Amazon KPR , UENFHKFATTEEE X, Amazon
Web Services Management ConsoleBRINHEL HAFr B EFHEE Nikki ik - E b E{AE 28X
PR

1. F#TFF IAM Identity Center #2&l A

2. EZW®RPIRT , EENRE,

3. EEFENREE,

4. ERBENREXRENE , EEEENNRE , AREET—D,

5. ERHNEEE 6 FGHET , AREAUTIRANBELIRERE

a. EERFMFER , LEEREIED,

% 2% . H#& Amazon K/ 41
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b. HEHRBEAT , NIIRFEEKS , RGiEHUTEIEE.

* ListRegions
* GetRegionOptStatus
* DisableRegion
* EnableRegion
c. HERMERZEL , EHERM,
d. ERMFRRNENREFERET , REMERR , REEEMNTR. RIEERREEE M
TAR :

"Statement": [

{

"Sid": "Statementl",

"Effect": "Allow",

"Action": [
"account:ListRegions",
"account:DisableRegion",
"account:EnableRegion",
"account:GetRegionOptStatus"

]I

"Resource": [

"y n

}

6. ji;%-l:_io
7. EEENREFAFEENEMNNRESZNT , A RegionalAdmin , AF®RET—F,
8. HEHHZMOIENE , EFELE, BNZEENRESFKFRegionalAdminE R THE,

Step 2.2 >
HB] 2.2 FEHBIEHME Nikkiwolf B IAM Identity Center

BT SAML MY FREEH IdP B9#LE (Microsoft Entra ID) 3#7E IAM Identity Center R B3 €122
AP, EANLTERE IAM Identity Center RFFHRIEAF , ZAFEHK B Nikki Wolfs AP
¥/ & M Microsoft Entra ID.

% 2% . H#& Amazon K/ 42
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1. $TF 1AM Identity Center & &
2. EBAPF ,EFEFMAR  ARRHUTER !

a. NTAPEME it — MAZREERF BN B FapHbutat AR
NikkiWolf@ yourcompanydomain.extension Microsoft Entra ID FIF, i

|, NikkiWolf@ example.org.
b. WINEFEBMFbI - B A L — PRV B F R4 it
c. AF-HWANikki
d. K- %A Wolf
e. STRAM-MA Nikki Wolf
3. ERERMRT—F , RREFRFMAF,
4. EEXHA,

Step 2.3
$I 2.3 : fF Nikki 2B 48 FIREHR RegionalAdmin X FR IAM Identity Center

EiXE |, Amazon Web Services Ik EA[ LA B Nikki HEEHEE XIS , AR N5 BRI
Amazon Web Services 5 Rl TFFFERN A ENER,

1. 3TFF IAM Identity Center & &
2. HEZRFIRT , %&# Amazon Web Services K,

3. EAHPERT Nikki EEXEHNROKSE (HlISandbox ) BHNERE , RFEE DA
FRMEA",

4. HEZERFMNARE , EFAFIETF , HEHFIEF Nikki SUHNERE , REEET—F,

Example

<caption>On the %EZE N PRE page, choose the RegionalAdmin permission set created in
Step 2.1, and then choose T —#.</caption>

6. I HEHEX WAL , BEANLE  REER R,
SR 3 BEEMNMN A SAML E 4%

FEWETH | ERFERAPH Amazon IAM Identity Center )b S T2 FBLE SAML 3E# Microsoft
Entra ID BA % 1AM &4 H0HEIAE 1dP RiE,

S 3 BEFMMIE SAML E# 43
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Step 3.1 >

$% 3.1 . M IAM Identity Center WEFT EHI RS IR TR

FEUETRAE | &M IAM Identity Center BHI AR EXRENREOS , HERRTHEEXHMNEE
EENEEZEM AR Amazon $5E & % URL Microsoft Entra ID £ F—%H,

1.

£ IAM Identity Center 2 HI &/ , EFRE,

2. ERENHEL , ZERFHRETF , ARERRE-ERH DR,

3. HEERSMERNE , ERNBEMRMES , REERT -5,

4., ERENTSORMUEETENVBRSREFOBIET , EFRTHTHBIE M4 TH XML 304,

5. &ER—8&B% , ¥ E Amazon Web Services T5[A[ 1P Ex URL N{E , HEHIE., E T —FSHI
RAE, £FERAZE

6. FMUTNREFITIFRES , REHIT—F (Step 3.2), EHEE Amazon IAM Identity Center
1l B FAFEF Microsoft Entra ID, #8f5 , R E L TTE TR ZEE,

Step 3.2 >

$ 3.2 : EHBEE Amazon IAM Identity Center 1l 5 FA#2 & Microsoft Entra ID

ISR ERSE L —SREHO THFEXHMEF URL I{E , 7 Microsoft is T — ¥ #Y SAML iEHE

RiE,

1.

£ Microsoft Entra EEH/OEHIA , SMEIFH > NARRFE >t NARR , REESF
Amazon IAM Identity Center,

FEAEMER 2. REE REF,

FIRE SAML 2 R B3RXIH , EF SAML, RREFR LETBIEXH , EEXHXER , &F
BELE-SHTENERFSREETHRIE XM , AREEFERN,

£ BEARSAML BiE” TWH L , ®if “xiRAF M “BE& URL” BEIE RS EE [ AF L Amazon
https://<REGION>.signin.aws.amazon.com/platform/saml/&imT =,
EEFZURL (AL ) T, B EL—F (Step 3.1) E#IH Amazon Web Services i d]
&R URLE , 2BRE , RRERE X XHAED,

MR RS IR RE AN IR 8 2B F Amazon IAM Identity Center |, &£ “&” , RBEFBENR,
BB EREN SR ITHLIURE,

S 3 BEMNIE SAML E## 44
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7. TEIRE SAML 2 SEZRTUEA SAML IEBE D |, EERKEFHRIETEHE XML Z0HWTE
FABEXHREINENRSES, E T —SHIRERN , BFE £ XH,

Step 3.3 >
¥R 3.3 : Bti& Microsoft Entra ID 44 &B IdP %i A Amazon IAM Identity Center

FEXE |, Z4IRE R IAM Identity Center ##H AN ERXFMRES , STHK Amazon® SAML EER
BNE¥ID.
1. IREfE Step 3.1 F , &7E IAM Identity Center 25| & FRE AT FFIRSHF KR L1E,

2. EEENSHFORHAENENSHRHEETBIES DM IdP SAML THIET | EFERE X4
H, RBIEFRENP TERN S DR E THIEH Microsoft Entra ID £ E—F 5 |, RFIERE
“j:-_l-ﬂ:”o

3. iij:¥-|:_$o
4. BEFRERTFAAEZHLERER , B A ACCEPT,
5. EREXRSMIR , ANAEBHNEN,

Step 3.4 >
S 3.4 : M Nikki 2B EE B E Amazon Web Services @[T

FEWIREP | BOFER Nikki BYEIEEF Microsoft WERMIKF T |, ik SAML &E#E, B35
BRIESE |, &R R Nikki EXE[ZE Amazon Web Services 751871 B Amazon IAM Identity
Center N,

1. BIERMIKS IS BRTE , WA Nikki T2 E FB4iit, 0 , NikkiWol fF@
example.org.

2. HIMEBRE , @A Nikki BWEB , REREER,

3. EEMNKFIEMNEMNSHERD  EEBRNNARRF,

4, ERWNARFE , %HFE R Amazon IAM Identity Center IR BTEF. XRiZ &R RE#
TN F BRI,

5. EMBMERIMEL , &ZFRHM NikkiWolf £3F, MRBARREHTEHRIE , FEXER
&Y NikkiWolf £, XM iZ2 B R EE[E Amazon Web Services TR,

S 3 BEFMMIE SAML E# 45
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® Tip
MRERKIWEEM , HFHTRE , BREL Step 3.2 FH AH Amazon Web
Services BT &S URL WESEIE Step 3.1 FEHIMNEHETE,

6. MWIAEE Amazon Web Services Ik & RR.

® Tip
R TE N ZE HAK Amazon Web Services I SR , i5#IA Nikki 2 I 9o B
{ARegional AdminfXPRE ( iEZH Step 2.3 ),

Step 3.5
S8 3.5 : JliE Nikki 3 FEEHE Amazon Web Services K #9175 18] £ BR 4% 51

EWLTES | BHTRE , LUBE Nikki X FEEHE Amazon Web Services Ik X131 & #Y 17 7]
BBRE B, Nikki HiZRENFEHNEERANERE , INKFTHEEREXSE,

1. 1€ Amazon Web Services TR H | EFEKFIETMFUE RKF YR, FERSEEEN
PR E M E A ik 7 X BXAV K = & IDs. 1K 7 1 &8 F BB 44 3k

2. EBRERANRBRENIKFE (FliNSandbox ) (ESH Step 2.3) . XHEFNRES
&, Nikki ATAMAFIERE | SIEEBHIKS,

3. T kRegionalAdminiEF EE & & KA A B ERegionalAdminiX REFEX AR, X&
FHREE [ E Amazon Web Services Management Console £,

4. EERFENELS  ERENKFEN , AREEKS. @F#HAKFAREH, B, LAE
FHMBEREMH s HR2ER—FER , HALXEEFIABAXLRENLENR,

5. EWFWE , @ F&R3IE Amazon KiZi#5 . R REPEM TR KBNS EE, EE Nikki
BXHEAEXENNR , TERTBIEKSEASZEAXEI%,

® H5TEE !
SR 1 BDR 3 HEERNEREFNIR T SAML i, E , RNBUEREHITIR
4, KUY BHAE , LTERAHE,

S 3 BEFMMIE SAML E# 46
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FB 4 BEEMNIHK SCIM B

FFTRP , CREXRBNWAFPEENBEIEE (FF ) Microsoft Entra ID £/ SCIM v2.0 st
A IAM B H 0, A LAE P ELE EERE Microsoft Entra ID EREH IAM &4 H 08 SCIM KixT
KA IAM B4R 0EIRENTIER B

& SCIM BE&eT , ATATE R BIZFFE A RS Microsoft Entra ID | IAM B LFNSBEE .
XS IAM B4 H 0 Z 8 8 TR E t TH Microsoft Entra ID.

UTLBRESISETHRNAAFTEREFEUATNENAF B A B3 EE Microsoft Entra ID EFAFH
IAM B4 508N ARFE IAM B4 50 Microsoft Entra ID.

Step 4.1 >
S 41 ERRNEE =ML A/ Microsoft Entra ID

HFNRXEH , REFEFRIZE—/NFAF ( Richard Roe ) Microsoft Entra ID, f8/g , Ei&E&
SCIM B fE , BN XA MAEHEXELERES ERIE L E IAM Identity Center,

1. TE Microsoft Entra BEE L EEHEIE , SMBEISH > AP > MEAF,
2. EEFAF K AREBRRENIIVCIEFTAF,
3. EAPEMHENT , #iA RichRoe , AFEFEERNEMYT E. M0 , RichRoe@

example.org.
4. HEETREBWF , @A RichRoe,

5, HEBTRMASBERD  SUERRERE , ERAFERNED , AFEFHETE RN
=8

6. GEEREM A6 ARBRRERHUTE:

- &F - # A Richard
- #K - %A Roe
« B{UE - % A Marketing Lead
- &BI7 - # A Sales
« AT ID-% A 12345
7. BEBEEANE  REEECE.

Step 4.2 >

$, 4.2 : 7£ |IAM Identity Center B A B3IE

SR 4 BREFMNE SCIM BF 47
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FEHERED |, EFAFEA IAM Identity Center #5155k Bzh Bl &k B 89 A 7~ MBF4H Microsoft Entra ID
BEA IAM B4 H D,

1. #TFF |IAM Identity Center 2%l & , EEMSMBERPEFRE

2. ERENHNEHREDNFT , BEEMERZERENFI.

3. RIBIMBELEE , REERBH, X&IEME IAM Identity Center FE A BEZITRE , HE
TARAER SCIM ¥ KR [E] 7 E4E B

4. EAULEZMEXFES , EFUTERIVENME. ET—FTHREREN , FFENXLER
AR E T — 25 Microsoft Entra ID.

E

a. SCIM %= ——#%lan | https://scim. us-east-2.amazonaws.com/ /scim/v2
11111111111-2222-3333-4444-555555555555

b. WRITHE - ERERTEUEHZE.

/A Warning
XRME— A BUREY SCIM I RE T RSN la, ERERECH , FSHEHIXL
=88

5. IEFEXM,
6. EHOFETFT , FEEMER EINEREN SCIM.

Step 4.3 >
SB 4.3 EHEE BB E Microsoft Entra ID

DI , BELRE T RichRoe Mif A F # 27 IAM Identity Center R/ZH T SCIM , &R LA EE1E
fiE SCIM [[@£1% & Microsoft Entra ID.

1. 7 Microsoft Entra BEH /U0 ZEH A , SMBEH > NARF > dULNAERRF , AREE
Amazon IAM Identity Center,

2. EBWME K EEEBT , BOEEmE

3. EMEERXT , EFEBI,

4. EEBAZIUETHAF URL AP, B ZHIE Step 4.2 FEHFIA SCIM I = URL B,
ERASEYT , MRS EAE,

SR 4 BREFMNE SCIM BF 48
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5 EENREEZ, BNZLFEH-—FEE , RPELINMENEZESRIIBERN , ATLS AM
o
6. EERTF
7. EBEET ,EBAFN4A , RABRERRNMAF/A,
8. HEAMPEINE , FAFR TERREREANR,
9. i%#E RichRoe , AF&E &1,
10. EARMDERE , EFESHE.
1. EEBR , RARERFETFHME,
Step 4.4

|44 RUERBEHTEAL

BEART P | BRI Richard WAFREBERITE , FHPMEREMEE TR IAM Identity Center

o

1.
2.

£ IAM Identity Center #HI & , EFEAF,

AP REL , SNZEEFERENRChRoeAF, HEE , HOIEES , EFREN
SCIM,

%R “BLE X T 5 RichRoe , BN T EMRMNHBEFE Microsoft Entra ID.

- B¥F -Richard

« K - Roe

-« EBi] - Sales

 BA{¥ - Marketing Lead
« AT4S - 12345

IFE , Richard B9 A F B1E IAM Identity Center 812 | B LUNE S B AEMINRE | X
AR ] AR St 33 42 Amazon BIREVIGRIPRE Al Bl , &7 B2 ELRichRoets 2 B fE
F#YRegionalAdmintXPREE , &R F Nikki EEXIFHNRE ( iFSH Step 2.3 ) , AEE
Astep 3.5MHAE BB A,

SR 4 BREFMNE SCIM BF 49
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M

© HESL

RE I 1E Microsoft #1 Microsoft Z B2 7 SAML iE#2 , Amazon HERIE B3I EL & [
LERERNBRRERS, ME , EULEAMERINGZE , EIRFMIREEFTNE,

S 5 : BB ABAC - Wik

D& , CERIEE T SAML M SCIM , ATLLEREIER TE A5 R R 2% (ABAC), ABAC 2 —

METEME U RERURE

With Microsoft Entra ID , & 0] LAE R LA T B fh 5L R VT —F kB E ABAC 25 IAM B4 AFRLEES

E%O

Configure user attributes in Microsoft Entra ID for access control in IAM Identity Center
FEHEE A E M Microsoft Entra ID T 7E IAM & 15 50033 47 17 18] 428

EUTSERS |, 8957 EBFLEE 7 Microsoft Entra ID BIH IAM B4 50 SR EE X R 1Y
Amazon FRHFRINE. EXJG , Microsoft Entra ID @33 SAML ¥ S X LE ML IXZ IAM
FHHd. Rig , BEECEMRELE IAM Identity Center IR IEIE4E1% K& 14 SR B2 1A (6] AR
Microsoft Entra ID.

EFmpUEREc  CEAFTERA HREFEY het. ARUERENEAEES , HSH BRAM

BLE i HEFE M.

1. 7E Microsoft Entra EE LB FE , SMEISH > NARRE > DU NARE , AR%EFE
Amazon IAM Identity Center,

2. i&# Single sign-on ( 2 REFE ),
3. EERMNMFERIY , EREE.
4. EEMNFHATE , hITHUTRE

a. EERIFHEH

b. XNFE#H , FHA AccessControl:AttributeName, AttributeName &R &
IAM Identity Center PHAEHI BRI B 7o HI20 AccessControl :Department,

c. XFap&ZEME , iE@w A https://aws.amazon.com/SAML/Attributes,
d XFR, HEREM.

S5 BE ABAC - Ali%

50
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e. XNTXREREBEM , A THFIKIER Microsoft Entra ID AP E M. #la0

user.department,
5. JEEE SAML i E FKIEEF IAM Identity Center WE/MNBMHEE E—%,
6. ZEFERF.

Configure ABAC using IAM Identity Center
£/ IAM Identity Center Ei& ABAC

BEMAE , @BaJLUER IAM Identity Center B 15 (7] 32 # /&8 14 ThRESRZ1%E Name B 1%

BN https://aws.amazon.com/SAML/Attributes/AccessControl:{TagKey} £y
Attrlbute xio B ERAL TRGEMEN SAML i E PR RIERIEEIE, BRSTFEHREN
BZEE , S IAM AFEmEE Amazon STSHHEIE X EIRE,

ENEMERSERSESE  BFESEENRSEN AttributeValue THE, fl , EABREE
B3} Department=billing , BEAUTEX :

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/
AccessControl:Department">

<saml:AttributeValue>billing

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFERMENEY , BAEMIEEE - MR Attribute T,

55 R PR 2 BE 48 Amazon Web Services Ik 2

REBFIHERENFTEERITUTESE, Amazon Web Services MK #F Amazon R RATEF 814K
[RAEEXLELE,

(® Note

EZRUTR , BFEE—NIAM SHPOHWALSEG, BEXEZEER , S IAM Identity
Center BY4H 22§k 7~ 241,
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SE 1 IAM 550 #F Microsoft Entra ID B P X5 K 7 #9175 [l £ FR

1. IR[E IAM Identity Center ##I1&, 7£ IAM Identity Center S BEHRHNZIKFNBET | &
Amazon Web Services Ko

2. 1£ Amazon Web Services I/ TUH , HRLEWNETRENEARARE R , BNKF NS ELER S
FHTAH, RHPEBEKFNNNEIRE  AREESBEAFRA,

3. WNNERIEAFNEAIERE. EBE=AIR

a. NTSB1: RBEAFNE , BEFERTERR TRRENAS. RELET -5,

b. MFHW2: EHENRE  EREURNBE  UIFFORER , ©H3ISERRRTRE
FHRH =T SR,
L HTSWARBRRERR | WRAN TR

- ENPREXRB A | ERETENNRE,
« EFENNPREMNKIEH | EFEAdministratorAccess,

ﬁ?%jt_io
i. WFHFR2: EENREFAGE , REKIANRE , HEET D,

BINRBALBEZ NAdninistratorAccess, SEFERENEE N — /DTN RE,

i. WF“S®3: EFHONE , FRIFNEELRBMERFEH Amazon FHEEFE
B&AdministratorAccess, %EFESE, NRETHALEREAN , FHENRECHE, &
AT LATE &3 B BR R R AL AR K T

iv. EPEAFPMARKSERZER , BNLTER 2 EBRNRE , BNEXEZHCIERNE
ETHERRE.

v. FERRBREXSE , ERFIFHRE, SolZMWAdninistratorAccessiXREFHINEIR
F, RBRZNBRENEIRE K ABREET—%,

c. NFLTRW3: EFARRK , FEBAENAFANRE  RABERRER.

NHEMNEER—FHEE , FHE Amazon Web Services Ik EEEREF. FFZTET
Bo

IR [E F)iZ Amazon Web Services IKF TTH, RESETR—FREBAEHE |, & HIE Amazon
Web Services i EEFEELNNRRE , HACKAERNNRRE, HAPEREN , 1]
A LAkFEAdministratorAccess A,
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2 2 %5 : Microsoft Entra ID: #1iA Microsoft Entra ID A3 Amazon &Ry 5 [al i R

1. IR[EFE| Microsoft Entra ID¥2#| & ¥ S EIE T IAM Identity Center SAML )& Z R AEF.

2. EEBERCAPMNBE , RARER AIMAPREA, REERMRELRBENSE 4 oI A RN
B Microsoft Entra ID M ARFHEIT. EXRMAF |, BFEAFMIIEFR, AmazonBREES
BAFBIENAF, MBRREBXNTRIEE , BB ERichardRoe,

o BXET, BSRANLZIEAERN IAM B4 506 58S K Microsoft Entra ID

HEHEER

BXx—i%H SCIM 1 SAML #EHEER Microsoft Entra ID , IS B TEY

- WREIZ R Microsoft Entra ID 1 IAM & 4 &4

- BERAFPFTEMNINE SCIM RREtE R E| IAM Identity Center
« 5 1AM Identity Center 8|Z# SAML #i S A BB KK B

- FANSSOREENMEASNANENESEATHAR IR

BB A B Microsoft Entra ID 1 IAM &4 #0»

MR EEEI LA T [EE Microsoft Entra ID AP REIZE IAM HAH40 |, XATBERHE T IAM Identity
Center £ @ IAM 5 17 5007 N A 2 B4R 18 78 E R 8, f@TLJ\JEL*AE5EEﬁlAL—)?—:T\ Microsoft
Entra ID XME4MNE&ZAE |, 20 Export'. WE4HARSRERE S HE

{"schema":["urn:ietf:params:scim:api:messages:2.0:Error"], "detail":"Request is
unparsable, syntactically incorrect, or violates schema.","status":"400"}

BT LA E Amazon CloudTrail A M EH, XALUESE ‘SHHRIERK BHAEHER
CloudTrail S fERLA T IERRRTRK -

"eventName":"CreateUser"

CloudTrail E4F BRI HBUATHE :

"errorCode": "ValidationException",
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"errorMessage": "Currently list attributes only allow single item”

ARER , INMNREEREEH —MERM Microsoft Entra ID 2 ENELTHNES, BRAR
EEFEFRFWEM Microsoft Entra ID , BREE—1MNBSEENE. EEEN—NMNELTRH
2, BRRBFE (FUFH., TEBEFENRE ) FESME. REREUNE , EElHaELREMS
phoneNumbers T{%i% % IAM Identity Center,

BX SCIM — i EBHENRT , BSHEEHE,

Microsoft Entra ID 15 &K~ B %
R RAEREFIRM Microsoft Entra ID i518] IAM B4R O0WFERF | 53U THE,

Microsoft Entra ID 17 & A P H &8 Faf 43t R B F Microsoft Entra ID A, X ERSSHEHES
B HER B Microsoft Entra ID #848 IAM B OHNIEERF, i, EFFEAFP AT B FaB4is
3t

exampleuser_domain.com#EXT@domain.onmicrosoft.com.
IAM Identity Center % 5 F° Y &8 F iRt it R B EiZEXT@domaini& =\,

1. %&3%%E| Microsoft Entra B0 , SEIGH > NARRF > L NEARER , ARIiEE Amazon
IAM Identity Center

2. SMIENERNE[LB TR,
3. EREREAFEMNFHZLNRE.
4, HRERXEFHANKE—RAFRRAT (ZE D).
5 BN ESCIERNEBSEH Microsoft Entra ID AP MIGZERAF
a. XTF Microsoft Entra ID Ff7 , AKREEMERENIKAGERFRE
user.userprincipalname,
b. ¥F Microsoft Entra ID &R, , NAMBHEFLEZAFEKE , ARFEEMRE
Huser.mail,
c. BEE“‘RE, REEIXLLE B %R Microsoft Entra ID HEAF,
H Aty 3R

« BX SCIM — M EBEHENR T , ISR HPEZE IAM Identity Center [E]&,
« XF Microsoft Entra ID £2¥#FZ |, 53 Microsoft X4,
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- BETHREXRBEZERAEMEZE S Amazon Web Services Ik |, iEZ % Amazon Web Services ik
F ERR$ Azure Active Directory Federation.

LA 33 °] SA RS By S8 12 A et AT MU BERR Amazon ¢

« Amazon Web Services re:Post-&# FAQs FH 8512 ZI B b & R LA S B IS iR )R A &L,
« Amazon Web Services X - FKBH AR X

B33 Okta # IAM Identity Center Bti& SAML 1 SCIM

A LAVERBE S HEERS (SCIM) 2.0 HICRAFMARFEM Okta BITAERE L E] IAM
Identity Centero BXEZEER. , FSH MG E HEHEEH SAML 1 SCIM & B & KIE,

E7£ Okta PELEIIERE |, EALUEEA IAM Identity Center B9 SCIM ¥ S A IAM Identity Center B zh 4
BWEEESH, BE SCIM BErt , &7 Okta REIZEAFEHEl IAM Identity Center FHIHEE
MERYBRET, LLBRETTE IAM Identity Center #1 Okta MK /= 2 8 PL B2 7 H 69 F P I 1o

Okta &3 SCIM #E#2Z] IAM Identity Center B X35 LA T B THAE -

- Bl FP—7F Okta F 2 B4 IAM Identity Center N 2719 F 7 2 7E |IAM Identity Center FFRE
Mo

- FHAFBEY—E Okta F B4 IAM Identity Center S T2 /F 1 A F B 4 E O E IAM
Identity Center AR E #,

- EFAAFP——7% Okta F M IAM Identity Center N T2 FBUE 7 Bi#Y A F 7 IAM Identity Center #

ZH.

- HHEIE—Okta PIVA ( RE A ) @ E IAM Identity Center,

(® Note
N T HBRAREMRE A Okta H IAM Identity Center WE B4 , RMNBWWE o B AMHEIXAT
FREMNAF,
B R

EAHRES | BFELIREE Okta IAM Identity Center B9 SAML &, g , S48 SCIM M
Okta AFRAF. EiZARTF , BLALNERE Okta PFWATEAFMNE, AFEE Okta [NFER, AT
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BiIF—VREER K ExXKEESRE , LFUOKktaAFRSHEF , HRIEXN Amazon BIRHY B
PR o

® Note

IEAILUEM %% T Okta's IAM Identity Center RIFAF2F Y Okta K ( %A ) o N TFHHE
Okta 7= m , B REFE EWINEH Okta W AIEXIFE WA EEREMMTIEE , AEIHIET
B, & SCIM M Okta EtEZ IAM Identity Center A 8EFE EiX L Ihae,

WMRE RS A 1AM Identity Center , 1§25 /g A IAM Identity Center,

FEEM

- 7£ Okta 1 IAM Identity Center 2 [RIELE SCIM B2 8l , BNEAEE FAEIMBEREESETL,
- BMENEH Okta AFEEEF. K. AFENEREHE.

- #{L Okta AFMBMNKERMY (MEFHAUHBESH ) RE-—ME. FAFESZME, X
ERL, MRAFNEMTESME , EANKREENEY , AEBZRE IAM Identity Center H
MERF. i, RAERL -1 RESHEME , RARMANBESHEER THEERE" , FTABIER
FREFSHERERESHEIABIBESE , tHEA THFEFTEEFRERESE,

« Okta 5 IAM Identity Center 2 Fr} |, IAM Identity Center BETE Okta FEE AR AREF. X#EAD
A IAM Identity Center W ZANEBIBMBRN ZNMNNARRE , A XFEEA Okta P iGRZA
Amazon A4,

- TXENENAGEY , LR EFERZLE IAM Identity Center,

- BEITNXBFERAMERER Okta At 1T BELMAKIE, E1E Okta M IAM Identity Center Z [B{R¥F— 3K
WA BT , BB — N A S HEE E N F4A#IEE IAM Identity Center,

N2/

18 1 : Okta : M Okta I 3REN SAML JT 33

1. &% Okta admin dashboard , BN AERF , RAEEENHAREF.
2. ENARERFTHE, EBXNENARERFEB XK.

3. EEZEESEA Amazon IAM Identity Center , 3£3F R FAFEF LUK DN IAM Identity Center B %2
Fo

4 HEBFETME.
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5. £ SAML ZRBIUEBT , LBRE , REERES IdP THE. RIF I FHXNKEEDT < , &
R XML XY SRS, &R M <md:EntityDescriptor> # </md:EntityDescriptor> By
FrE XML , FFHEHIEI XA 4,

6. FFXANXHRFEN metadata.xml,

ik Okta admin dashboard RIFHFFIRES , RAEESRABEFHILEFE,
£ 2 : |AM Identity Center : 3 Okta B & IAM Identity Center B 5 1275

1. LEEEENRHAF ST IAM Identity Center 515,
2. EEMSMERS , EFRE,

3. HRENH, &FEME K AREREXASFHR.

4. HEEBRBHRTERNBEOREE  REEET D,

5. EEREENDBHHRMHET , ITUTERAE .

a. ERFSREREBAKET  ERETHRITBIEXH , LATE IAM Identity Center TTEIEXH | FH
FHRFEENRSGF., EXYHEF , £7E/5 M@ Okta 1214t IAM Identity Center SAML JT#
B,

MUTHEEHEXAXH , LETHR :

- 1AM Identity Center # S £ A& BRS (ACS) URL
« 1AM Identity Center %% #& URL

FYEHE2AEXEHE,

b. EBHRMEETEIETH AP SAML TEHIET , B EERXH K RAEEBREEL—FEIEN
metadata.xml X4,

C. ii?%—lt_io
6. FAXRFRFAHERURERER , BAES,
7. EEREEHRH DR

¥ Amazon EEZH ERFEANTITRES , AT - LREFEALEFE,

8. 3iR[EOkta admin dashboard#i%4% Amazon IAM Identity Center B T2 P Y “BF” %I+~ , RfE
EF RE
9. EEREBEFERET , MAUTHA :

SR 2 1 IAM Identity Center :  Okta &} IAM Identity Center B9 & 1377 57
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Amazon 1AM Identity Center AP s
. 1£ ACS URL & , # AR 518 1AM Identity Center ¥ = 5/ % BRS ( ACS ) URL &
- EEAME URL # , I AZEHH IAM Identity Center £ & URL {B
- ERAEFAFERASR , EEXEDHN—MNET,

HREEBENENSMNAFPREHIME -, EXRHEF , %F Okta AF B
10. EERE,

MAE , B LU AP M Okta FE E IAM Identity Center, ik Okta admin dashboard RIFITFFIRES |
JR[E IAM Identity Center #2#1& |, UITF—%,

4% 3 : |AM Identity Center 1 Okta : Fii® Okta A F

1. 1E£ IAM Identity Center #Z2HIAMNRENHE , REEFIMEFRE , AFEEEH. X&2E IAM
Identity Center F/Z A BZIFE , HERHSER SCIM i LGRS HEE R,

AU EHMENEES , EF A TETYEME :

N

a. SCIM i ——fl#n | https://scim. us-east-2.amazonaws.com/ /scim/v2
11111111111-2222-3333-4444-555555555555

b. HRITHE - ERERTEUEHZE,

A Warning

EME— A LUREL SCIM iIs R BT TS, ERSRECH , SLEHREE, &
%&&H’J)ﬁ&fﬁ%ﬁiﬁik XLEAME , BAMEFE Okta EF'EE%QZ#JTH%O

R,

IR[E] Okta admin dashboard , #%l IAM Identity Center M=o

£ IAM Identity Center IR TUHE , EEMEET~ , AREEMNSMENIRE T EFER.
ERRE , AREFER API EREINEIEE , LERABmME.

OktafE 1R S T IE AR L B M E ) Amazon IAM Identity Center B SCIM fIBEE & :

N o g bk~ ow

a. EEZRURLZFE , @A SCIM im={E,
b. 7£ API SHEZFE , @ AGRSHEE,
8. EEMIR AP EIE LRI AN EITLIREE N,
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$F.2 R Amazon IAM Identity Center iERZh | SE S
9. LEBRRE. BNBERELNY , ERAEFRS.

10. #RET , BBENAREF  RAENESI I ECANMEENRAEFYREARSASRE. E48HE
B, HEEEE,

1. EBRE,

M7E , B LUFER B Okta B 5 IAM Identity Center R T

I 4 : Okta : 3k B Okta B 7 5 |AM Identity Center [&25

RINERT , RRMERIASAF 2 B4 B Okta IAM Identity Center R FREF., BIFEA , ZAMW
BRAAFE2EME. THATLSR , SRLSAMAF Amazon IAM Identity Center.

1. % Okta IAM Identity Center NARFREY , EFIEETF, BALRARNASTEE IAM
Identity Center M FTEFo

a. ESEAR :

- ESPERE , ERSE  RREEIEEAR

- ERERENHDE IAM Identity Center NFATEF 15 RIMXRAY Okta AAF, EHEDE | &
BREHED , AREETK.

X B FREZR IAM Identity Center BYI3 72,
b. EXHE4A :

- EPERE , RS E  RRERIBESE

- EREBLERNHSE IAM Identity Center ARG R RRY Okta ., EFDE , EFRR
FHIRE , REERTHK.

B FAHEPRAFMEZ IAM Identity Center BII 2,
(® Note

MRFEAFIEERHPMRXAZEANEY K BURFENZAEEHEE M. NEEE
BN E R RINEENE,

SPR 4 : Okta : ff5R B Okta WA~ 5 IAM Identity Center [&25 59
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2. EBRHRAAEITF, EBEE IAM Identity Center FZH) Okta A, EFRF.

FFA M H AL R #E3% R 1AM Identity Center & , ARANERNED.
3. REZDBEEIFR,
4. E[@ IAM Identity Center {4 A Okta AF , BHITUTHE -

a. EXERE, &FIE , REERIEE AR,

b. EHREBENHSE IAM Identity Center BIFHFEF 7 B FRAY Okta A7, B DE , EHER
FHERE , REERFETKo

XM FENAFREZR IAM Identity Center BY3 72,

® Note

&t LRI T2 FH) Amazon IAM Identity Center N T2 R A F4E 2 B
z"JJ"'JEHEF'Okta admin dashboard, EX##f , BXFREEIR , AR ERDES A
FPERoESA , REREAFH4A,

5. iREl IAM Identity Center #B#l &, EEAEMSMEF | EEREAF  BNZE2FIAFNREANTE
# Okta AF.

© HREL
IEE RIDFEOKtaFl 2 B SAML E$#E , Amazon HRIET BB FERE T, £WMET
LATE IAM Identity Center P XERAF P EAKFFNNAER. EAHENT—F , BIFE
—ZAF B TFEHNEEKFNEENR , FHEKHN IAM Identity Center EXE R,

&% 5 RIHEHIE M — [k

B LUEERE A 1AM Identity Center FREY 175 B2 518 1% ThEER{Z1%E Name BMEIRE RN https://
aws .amazon.com/SAML/Attributes/AccessControl:{TagKey} By Attribute Jt3&, Lkt
RATEBFEMERN SAML ISP 2FEIRSEE, EX2BENRENELZER , BZH IAM AFE
B7E Amazon STSH &R S 1EIRS,

ENBMUENLENRELER | FAESBERZEMN AttributeValue TE, fll , E4ARFZERE
SfCostCenter = blue , HHEAUTE 4.
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<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFERMSNEYE , BREMIEIE - EIM Attribute T,
7 B X BR 5 B 4s Amazon Web Services Tk

NEFIHENENFTERITATEE. Amazon Web Services = #£F Amazon N AR F 17 AR
TERITXESE,

(@ Note

AT EHRUESER , BEE— IAM Identity Center WAL, BEXEZER , ESH 1AM
Identity Center BY4H 2 S0 7= SEH1,

£ 1 : IAM Identity Center : [&] Okta B & F K /= 75 =] fX bR

1. 1E IAM Identity Center SM BB ZK A RRT , 1£#F Amazon Web Services I,

2. 7 Amazon Web Services i TH , HLREMFERENALARB R , ENKFHUDBES)
FHTA, #HEBKSNNWEIEE  REERIEAFSE,

3. WRNERIEAFPNAIERE. CEBE=ZASE

a. NTFLZR1: ZFEAPNE  ERFENTEER THEIRENAF. RREET—F,

NFHE] 2 ERNRE , ERCUBNRETAFNRER , ZARE TN 5| ST R EIENR
ERERN=ZNFIR,

i NTFEE1 EENRERE  FERATERE

- ENPRERB A | RETEUNRE,
« EFENNPREMNKIEH | EFEAdministratorAccess.

J\i*%-l:_io
i. WFHPR2: EENREFAEE , REKIANRE , HEET D,
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RINZELQBB - NBNNNPRE , AdninistratorAccessHAFRFERERE N —
NN

i. WFLEH3: EFHCE , FRIENRERBREFEH Amazon E R
Bt AdministratorAccess. EF0E., NERENH2EREH , FHENRESE, &
A LATE P 48331 B0 B8 FP oS PR L AR S T

EPBEAPHNARBEFER , BTSSR 2 EBNEE , SFEXESHAENEET
EFRTE,
ENREXE , EERRIHFIRM, BOEMNAdninistratorAccessREFHMESERF,
BRI RENEIRE K REEET—F,

c. NTFLRI: BEEHER , FEEFLAENAFPANNRERE , ARERERER.,

THAEH , ST —%HEE , 4 Amazon Web Services Ik MBI EERE, ZHZT3RT
Ao

IR [E] B Amazon Web Services IKF TMHE, —RBAEESEHE , Amazon Web
Services lKF EEHTE TEN , HREA TEFHUNRE, HAFPEREN , 11T LERA

8, AdministratorAccess

IR 2 : Okta : #iA Okta A X Amazon &R I 7] X bR

{55 A Mt AR P K P2 & 5% Okta dashboard,

2. EBRMBARFT , % Amazon IAM Identity Center B#x.

3. LA EEE E| Amazon Web Services Ik Btr. BIF1ZE: , EF A A RIN SR,
Amazon Web Services Ik EAHEF , BREAT —NKF , EEEFEHRRER—NKF,

4. ERIKF , LETAFPATANNRE. EXHEFR , L4012 T AdministratorAccesstX REE.

5. NREZ LR ZNRERAIHENREEWERE, IENRER , BEIEE Amazon Web
Services Management Console F/mIETHRINPR., EFEEEH S , 3777 Amazon Web Services
Management Console,

6. AP E%E%E Amazon Web Services Management Consoles

Easm

M7E , B|ETE IAM Identity Center §F Okta BELE N P24 , AMETHF , &AL
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o BFiHENBR Amazon Web Services I |, &S50 B P 5814 2 Bl 15 7] FL R Amazon Web
Services Ko

s BFNoNARFNIGEIER , i§35H £ IAM Identity Center 26| & #9 F F 2 Bl b AEF R 175 [
R

- RETHFRERENRR , HFZRHUENRE.

R HEER
B A Okta 3} SCIM R SAML #T— BRI EHSE , BN TR -

« EHEEM IAM Identity Center il ErEY I P~ F14H

Okta HHY B 3) il E 45 ix

BEAFTZEMNAE SCIM R4 E 2 IAM Identity Center
5 |AM Identity Center |22 #) SAML ¥ E N BB <K 8 &
FERASSHREEMEAARENEASTERAF~FLEIR

EFHEEM IAM Identity Center il EREY R~ F4E

. MBZAF R Okta FEFL G XM IAM Identity Center FHIBRAI A FHA |, M TJEEATE Okta 134
AFWEIATHIRER !
* Automatic pro Jane Doe visi Amazon IAM Identity Center oning of user
profiledjane_doe@example.com: No user returned xXxXXx-XXXXXX=XXXXX=XXXXXXX

« R REREIERLE Amazon IAM Identity Center, Change the linked group to resume pushing
group memberships.

o XN FERZSFMBREY IAM Identity Center A R4A , R ATEETE Okta WR G AEF KRBT HIRE
B

» Okta Error: Eventfailed application.provision.user.push_profile xxxxx-Xxxxxxx-XxXXXxX-
XXXXXXX

» Okta Error: application.provision.group_push.mapping.update.or.delete.failed.with.error:
Linked grou Amazon IAM Identity Center Change the linked group to resume pushing group
memberships.

P HERR 63



Amazon IAM Identity Center ArfEm

/A Warning

meE#E A SCIM [ Okta # 1AM Identity Center , W SiM Okta M3 IAM Identity Center H il
FREAF A,

HEE S HIEREY IAM Identity Center F F° 8] &

EMRREMERE 1AM Identity Center AP #YIX —[B]& , AIM Okta PHIFRIXLERF, MBAXE |, &
%=1 Okta FEMBBEXLERAF, £ Okta FEHMUEAFK , E2BS SCIM FHEFHMEEZ IAM
Identity Center. BXBIBRAFNESZEER , 1S Okta X,

(® Note

MEBBR Okta A XY 1AM Identity Center BT RIAXFR , MR e HE M A HIE" P B , B
HM Okta WL EA DB, X AR IAM Identity Center G AP MNKERA R R FIEFE
BRo AXHEIXRBHEENESZER , 56 Okta X1,

HEE S MIBREY IAM Identity Center 4 8] 7%

ERREMBREY IAM Identity Center ARIX —[F# , AFM Okta FIERE, WEMXE , EFEFE
FA“4BH#E3X"fE Okta FEFAIEIXLH, £ Okta FEMABAFE , ELET SCIM FEEHTEZR
IAM Identity Center, BXMIBRAMEZEL , S Okta LR,

Okta FHY B ZITE R IR

MR Okta FIRFILLTHIRER -

Automatic provisioning of user Jane Doe to app Amazon IAM Identity Center f
BXESZEER , BSH Okta M4,

H At 55 R

« BX SCIM — M EBEHENR T , ISR HPEZE IAM Identity Center [E]&,

THMEXTRETEREFRABRIBEERZ Amazon :

« Amazon Web Services re:Post— &1k FAQs H &I Ha 7R | HBEEHEERH,
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« Amazon Web Services & # - JREFRZF

£ 2 [Bi% & SCIM BLi& OnelLogin 1 IAM & 135 s

IAM Identity Center XFEEE ( @F ) RENWAFMEFAESR OneLogin FABEHSHEERS
(SCIM) v2.0 fMLBt A IAM B3, BXREZEE , TSR YN EMIREEFER SAML #1 SCIM
FHRBRERIE,

& 0] LATE A B & b iE 3 Onelogin , fEAEH IAM B4 F /08 SCIM LT 2 FH IAM B4 H 0 B3
BN TIEBE T, BE SCIM BAZE , A ERIEA P BHEANRS OneLogin El IAM &4 50
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2. RPFNEER, EAFMET 6 ERTEEEUASHIEZENAFCMELE.
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</saml:AttributeStatement>
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Bx—HH SCIM M SAML HEHEER PingOne , iIBZ R TET :

- BERAFPFTEMNINE SCIM RREtE R E IAM Identity Center
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BAF, ZEEAFABRNERAFRNYE , ABEINRER T Amazon HER, £ T RS R
B, BEAEUTARS

- ENNEEAF Nikki Wolf

o« —NENMEEA Admin team

- BRWRPRE AdminAccess

ERITIFMEARHEERERE  LEEEZHEEEEAAFNZB, TRAHRERS , BULlERAERE
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RE, MREQAFPRTNARFHRNE , WA RBRSENS R 1 BENARERFIHBER,
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Identity Center B & 81


https://docs.amazonaws.cn/signin/latest/userguide/how-to-sign-in.html
https://docs.amazonaws.cn/signin/latest/userguide/how-to-sign-in.html
https://console.amazonaws.cn/singlesignon

Amazon IAM Identity Center ArfEm

3.

35 E A P4

o

BEWmE , EEUTER

- APA-XNTAHE , TR Anikkie

SIZAFN , BEE S TFiCZWAFRE, SHNAFXMIZFERF & F8EE S Amazon Web
Services TFR[ , BUABETENEHBITER,

- B - EROZAFRKELEBBREVANE TG (HE)

kI £ [ B &% — 3k B Amazon Web Services BB FoB4F |, TBITHE
B MA IAM Identity Center, EB-FHi# & H no-reply@esignin.aws = no-
reply@login.awsapps.com, IFiXLL e Fap4 bt R INEE TN K4 ATIERF,

o BFHERHFMAE - WA R B FER A |, BALURE Zithut W B TR, RiE , BRI AL

o BANFFHY BT R4 3 31 AIFUIE —

c BF-BARPHNET. BEAHER , B8 A Nikkio

MR- ARPHE. £REED , FAA Wolf,

« EREN-MAENAFNEZNER, IRBERETREN , ALBATRNER. EREH

SERERRITFMAFFIERSD,
WMRTFE  FEEWRES. FHMEF2AIE] , EUMUHEER,

EET—F, ERHISAPMNEARTE, RMNFE-ITMHARSEEENR , MARERE
BRTEERNRNIkkI,

EEIEA,

SEEPRHTIT — N AN R Bt I+ |, LEReIEATE.

a.

b.

C.

EAFMAEETHABRHY , M AANER. RIMNBUEMA—MERPA/EMNARH. EX
HIESD , BEWMA Admin team.

R CIRA,
KA BRI |, R E A R R ERIET -+

AR , EERIFIRE. ZAdnin teamBFAHIMETIRS,

EPEBNEIEEADNIn team , RFER “T—%,
EEEHAMNMAFRTE , BIAULTEER :

FEERLRENTHE R

“H"ERENNEIECIEZNATRAF

Identity Center B & 82



Amazon IAM Identity Center ArfEm

MRFEHRITEN , BEERE. MRAEFAGEEHER  EEFMAS.

RER—FBAER , HFHEAF 2R,

BTK, B8R 1ZAdnin teamBRMEBRNRNI kI , EEEBER U5 F IR

SR 2 AMEENR

/A Important
REEZERT IAM S5 FOEELASKOIE |, o AT BURR LT STRIRE,

1. 1£ IAM Identity Center S BHRHNZIKFARXERT , %&HF Amazon Web Services K/

2. 71£ Amazon Web Services & TUH , HREWNETREBHER | BRKP U EEWHTEHT
o AEEKFXNNNEIRE  REERSERFH4A,

3. WPRERPEBEAFPMAIERRE. E28FE=ATE
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1. BINFIERBR LOFERERMERDenyHR , RINKLEH 2 E LA - W REN N B R,
2. ¥8Faws:useridslidentitystore:userid& 4,

E |, ST LAGE R AR S5 15 I SR B O A P Y AR R AR AR R I R Y T R AR BR o

Example SCPs #UH 1 8] X fR

{
"Version": "2012-10-17",
"Statement" : [
{
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:UserId": "*:deleteduser@domain.com"
}
}
}
]
}
{
"Version": "2012-10-17",
"Statement" : [
{
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"identitystore:UserId": "DELETEDUSER_ID"
}
}
}
]
}
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@® Note
IAM Identity Center A3 #fF SAMBA4E F#Y Simple AD Eh &R

&

- BERSHRNEESW

- FRENERER

- EEMESHRXENERNEENER
« 7£ IAM Identity Center B & 17

« EHE| Microsoft AD B &

- EEARSHIRMEE

ERENREEEEM
RECTLHENERS DR , BRNBUSEBUERLNAHNELFHHE,

MREBEEKE—NFMHRERPEERAFLNA  NESYEHM SR TESBERET 1AM Identity Center
FEREENMEAFANASE., IREEXTER , MERAF ( 2% |IAM Identity Center PR EE
F ) #fFkEITE Amazon Web Services Ik F N A2 F R 2 & K7 RINER,

FEE X IAM Identity Center ISR 2Bl , BREBUTEESEM , ARBHYE, MREBVREFR
BOR , F5H EQENEHR THRESEER,

£ IAM B0 B FMES) B F 2| Yk

MREBLTE Active Directory FEEAF A , RIBUETES A IAM Identity Center Hi%£F 5 4R
& RIE A B %, £ERIA Identity Center B RHAIBE A AR MEF#HITE Ao BE 28 , BT
LE#ERE,

MRESERIA Identity Center BERHPEEAFNMA , BERUTEIM

- EMERDE AR EMIBREY A S ME—F 5 M0IRE NN Active Directory M Identity Center B &+
RBRENAFFA, HWESELXRMBREN B, EXTIERT , RN Active Directory f5 , S H
Active Directory A F FA R L Z Identity Center B , REEFNAH P B

MR EBEFETEA Active Directory , M| %RFE Identity Center B ZHFSIBZAF A , REHTH
[
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o JIBR & 12 B S M BR 0 BL——4 1E Identity Center B MRS 48T , N2 B a7 IAM
Identity Center fifiBR, {E2 , £ Active Directory & , ZffliBr &3 ( 7 Active Directory RE RIS
6% ) 5, TMERAE R 2B

- FHITHIEES APIs — MRZFER Active Directory fER SR , BATEIZEE APIs A A
B, EFAMER. IAM Identity Center X FHIEES , HEN S HRFTBRBENEAXLERNR
WAFRBEAFT RN EHREEH APIs,

- FRINP I AEZL — £ IAM F43 70 H Active Directory Z BIE AR F B KR LE R
Amazon Web Services 17817/ #9 B it

- WRMEA Identity Store £ IAM Identity Center 2 & & PHBRREZAAF APIs , M EEESSFEH A
FPRAIASEFRERNREARFENKS . BEXFARIEISFFENBNAFTANGES , BSHIAM
Identity Center # f) & 13 31F .

A< 1AM Identity Center fAEE A F FARNER , HS 5 i£# 2] Microsoft AD B .

M 1AM Identity Center B2k 41 EF IdP

WMREFHDIEM |IAM Identity Center BN AT H G 1RHE (IdP) , HTERUTEM :

s FENAABREEAEEONE — REH AP KX EBROES (i1 SAML &%) , BHAFRS
B, NMOBEMNMKABRERSBERER, IDsIXLRTE XA IAM Identity Center FEIHF &
LA THE,

- THREY - IAM Identity Center A X FHIEEY , HEHAE 1dP T2 B EFHEE IAM
Identity Center H x4 Al P F4H FT AV B Ko

« SCIM & - NHEN B IRMEERXLERLIEE IAM Identity Center [ , X B IREEFRNAF
MAMNE R T 2 RRTE IAM Identity Center B, BSREA B TABEHEEET,

B3R — &) LARE R B 2R E R £ 1AM Identity Center, 1S FIMIER IdP E 8 IAM Identity
Center .

- EAFPSENESERENBEEHNEE - B0 REXNNTERRMEES | BFRAFXEY
EEHAEPRENREKSFFENBINRRINERNGEFE, flm, R Amazon Web Services 17
F1FEFENERERN/ VMY, MEEENNMIRERT HHR , WEIAFSBEEBEHFENAD
Met, EREEAF A, S EMIBR Amazon Web Services 1518177177 # Amazon SRR T2 F R
AP &iE,

- WREEHA Identity Store 7 IAM Identity Center ###| & PRI EZA A/, APIs , W EFEZHLEFEN
RAPAIUSLHRERNNARFNKS. BXFHRISESENBNAFTINGER , #S
% IAM Identity Center Y B 13310 o
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® Note
BIBRAFTE , BRFTEM IAM Identity Center 2 A B AR 21,

AX IAM Identity Center MAEERAFFANER , BHSH EENH G HIRHE,

MHER 1dP E R 1AM Identity Center

MREF G RN S B REE (IdP) Ek8 IAM Identity Center , FZRIATEM :

« 1AM Identity Center 2R BEWFIE 2B

- BEIFEBEE— IAM Identity Center PIHEZEBHN A~ T USLEER ABBEER, TS IdP
F{EFRE IAM Identity Center PR, , EXE A XTI RAFHEEZ,

- EAFAEFESEFENREIHNEE - F5HREHRN IAM Identity Center 5 , SEERAF
LERERHEPEREENZRKALEFEN BN RIRIERNIFEFEE. Hl, 20R Amazon Web
Services THRIITF SFFLEMNBIR/ VN, MEBEEENINERT SR , MEIRAF & T4
SHEETEANNE, EREAF &, B2 HM B Amazon Web Services 1718171 #1 Amazon &%,
B ARFHES S &

- MRAEA Identity Store 7 IAM Identity Center # &l & R HIBRHEZA A APIls , N EBEH X EN
RAPAUSKHEERNNARFNK . BXFHRISEFENBMAFTINGE , B2
®1AM Identity Center AR Y B 311l .

(® Note
MIBRAFE |, B8 TEM IAM Identity Center 352 & & 8 B P &1F.

BX |IAM Identity Center MAIEE A~ MAMEE , FZH £ |AM Identity Center EE H 15,

M—DEB 1dP B 5 — S8R 1dP

WMREEEAINER IdP 459 1AM Identity Center B & 43R H BESUN H ML IdP , iEE R IATEM :

- PEMKGE S0 EERNESESERA—IAM Identity Center 2R EBENAME D EL. REHH IdP X
EEBNME (S0 SAML &5 ) , AF2E., BASENHEARARRRIBELEN. IDs
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LR AP B EHAES IdP # 1T BRI |, XM S 405 1AM Identity Center FEY A& T
[T

. SCIM TR - ti2 A SCIM FAEZ IAM Identity Center & , BB B AIEREHET IdP BB
% 1dP 2EEH TR | BRE A SCIM B #TiR & se EHITE A M4,

- EAFPSERESEREANRESNESE - SR REXNEMABEHREES , BHKAS
2EFERHEPEENZREKLEFENBNRRNERNFEEFEET. W, 2R Amazon Web
Services FRITF REFEFLMNEIR/ VN, MEBEEONMNERT HEMR , WEIAFR2EEE
BEMANNE, EREAFP 2 , S FMBER Amazon Web Services 1181717 #1 Amazon £ % 5 F
EFRNEIAFSE.

- MR Identity Store £ IAM Identity Center 2% & AR EA A, APIs , N EEEFHLIEN
APAUSZHEERNNNARFNKS . BXS0RISERFENBMAFITINGE , 5
1AM Identity Center &Y & 3110,

(® Note
MIBRAFE , B8 EM IAM Identity Center 34| & 88 B P &F.

AX IAM Identity Center MAERERAFFANER , BHSH EENH S HIEHE,

£ Active Directory F1F\E8 IdP z [BI# 1TE X

M RIET F 3 FERMINER IdP ek Active Directory , M Active Directory EUR/AEB 1P , IEE R
TEm :

- AP, AN EERBR—TFTERF. A2 BEEFM IAM Identity Center FfilBR. FAEF IdP =X
Active Directory FH AP RAFEIIFT2ZEE M,

- MEAF—WNREEHR NI 1P , N ATBE IAM Identity Center RFERBWAF, RE , B
MAEFH AN IIP REAFMNAE , RARTREREDE.

- BIESEMA—WMRE RN Active Directory , M A {E A Active Directory B & A~ MACIE
gl

- WRMEA Identity Store £ IAM Identity Center 12 & PRI EZAAF APIs , N EBES 2 FER A
FAUSEIERERNNAEFNEKS. 8X5ARIEISERENEMNAFTINEER , BSHIAM
Identity Center # #9 B 13 381F .

A< IAM Identity Center H{AE B AR FMANER , HS 5 iE# 2 Microsoft AD B .
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BERENE DR

AR SBA B M IAM Identity Center 324tHY B & ( BRIA Identity Center B & ) By Active
Directory A B 1RMHE  RER 2R, EREIRECH , BEE EXEDFRIVEIEET B
BE. ExXAERE , BEE—NIAM FHFROHNELLSE, BEXEZER , FSH 1AM Identity
Center BY4H 22 M 0K = L4,

/A Warning

BIEENFHEE | LEREHBRETE IAM Identity Center FEEWNFTAE A MBH DB, It
FUUE MBI PRE IAM BB HEBER Amazon Web Services i, Hit , BRI EEEH
BRER , ANBRXTADHET Amazon KMS 248 Amazon EKS £8Mi5E. ETH
FRZER , BSRERREE. Amazon EKS SEEE B S Amazon KMS Z4AKEE 5| B
RS

REXMERR , FAERAPMEE (24F IAM Identity Center FHIEEA, ) B AEXH
Amazon Web Services Ik FB AR FH £ L EFHRINFR.

MEEXREN S HIR

1. 3TFF IAM Identity Center 2 &lA o

2. EERE,

3. ERENEL , ERSFHRET <, EFRE  RAEEREXHDR.
4, HEEBRBHRIT , EBREEINR , REEET -5,

MRBEF RN Active Directory , IEMN T —TIHELEHEFETHE %o

/A Important

TR B0 RE R Active Directory M Active Directory Bl F 13RS M Identity
Center BXFHIBRAF A, thFESUE M BRETE IAM Identity Center BLE I P 2 BLo

MREVRAINBEARMEE , RIMNBWUERR EZINT S HRER PARN S RIRE
5. FARGERFHIERFHRET , A ACCEPT,
6. EBREFEXRFMDR. MREFHMHREERN Active Directory , BHREMIT T —F,
7. FENSMRESRN Active Directory RUBHFRENH, A RENEL , FITUATE—&RE :
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M

- EEBFYEISARE. AXRUMTHSISNRERENEE , HZH 515 RE,

- EERFERD , FRERE  RAGEREERS  URELNR S CE AR ER DS A/ MET

&Ko

EEMBESORRENZEFZNEERER

IAM Identity Center &2 5 £ 2 %] Amazon Web Services 518 [ TP #IER , 3 Amazon Web
Services HRITFRFMENNARFPHNAF RESFTFENE , URFERABEMIHITIHRES, XLEI)
BEfEF Identity Center B RHRA T & M RMUEERNEN B BIR.

IAM Identity Center X #589 F F~ M4A

EHRERZENEE , ATHEBEAENFIMRENMNAFPHANR , HlE0 name, email =
members. |IAM Identity Center XIFHERNEMY , TeXEEMEREAFEBRFIRMAN , &
REERAELSEIZE (MEHEHEERRS (SCIM ) HSBHFENHN] HIIFMEN,

- BXBEHSHEERRS (SCIM) BN EZEER |, 5 https://tools.ietf.org/html /rfc7642,
- BXRFHANEIFRENEZER , FSRAIZALKRBEINE IdP BB ITE,
- BEXBEUHMANESZEE , FSHEIAM Identity Center NI 5 13124t B F 2 B BB M5,

BT IAM Identity Center x#F SCIM BaifRiRE A REHI , E itk Identity Center B kX #F SCIM #3E
RHIHENAAEMERAFPMARY , SELBBHIA. UTETNET IAM Identity Center TR IFHLER
.

AP &R

IAM Identity Center & 31Zf& X3 SCIM F FF £#3 (https://tools.ietf.org/html/rfc7643 #section -8.3) AR
WATEREM , B TEMRRA

* password

e ims

* photos

* entitlements

e x509Certificates

XBRAPHABETELE , BUATEMERI
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- ERZEEMN 'display' FEM (HM0 , emails =% phoneNumbers )
« 'meta' BMM 'version' FEMH

AR

¥ SCIM A 2R (https://tools.ietf.org/html/rfc7643 #section -8.4) FEIFTEE 1.

XBANFETFEY , BUATEMERN
- EAZSERME (HW, X7 ) K 'display' FEM.
ES ]

- BLi& Amazon Web Services 1181717 Al IAM Identity Center 58 5% B FA T2 5 B & & 15 L2 At 1)
« MIBR Amazon Web Services 17181717 #l Amazon SER M AREFIES A F

BLi& Amazon Web Services 158177/ # IAM Identity Center 52N AR FHN S FIF4E
B (8]

IAM Identity Center B 5 7] LA 7 5 |AM Identity Center #1 Amazon Web Services 58] £ KB &
AREFEESIEFLRE. X Amazon Web Services 1R/ H IAM Identity Center £ N A2+
HITEORIENSEFENEARAFTEEMET AR U TERMNRK A K, |IAM Identity Center
B R A LS RBEME Amazon Web Services TFRINTF R , XFEBAUERERNAEFNXE,

RN FFLERTERN 8 MAt, IAM Identity Center B G AT LUEE R R IFLERTE , MK 15 24
Bl&K 90 XTE, BENFENREXAUSHAENEA , HENT 15 F 10080 28 (7 X ) 2
B, BEXSORIISFEFENBMAFTHANESEE , BSHIAM Identity Center FEY F 4RI,

® Note

&2 Amazon Web Services 17l []F 25 FFLEAT R F 4 3R Amazon Web Services R[]
LEFRLEMEENREFE XLE Amazon Web Services Management Console &5 #5420t
8]

LR EBRME T HXBEE Amazon Web Services 11817 # IAM Identity Center SER N ARRFHAE
BEn RN ER.
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FRFHEMEEEM

LAR 23 Amazon Web Services 1717 %1 IAM Identity Center S£5% B 2 5Bl B & 15 42T R0 56
REHFEESI,

ARMEHREE

IAM Identity Center £/ SAML BiS F# SessionNotOnOrAfter B A BB ESFESKNAEA
B,

« fRSessionNotOnOrAftersk7E SAML BiEH & , M Amazon Web Services 18] 17 2 1ERY
B AR ZAE IdP & FFEANEE, Fl , MRERN IdP &iFFEntER 24 /et , AR
£ IAM Identity Center FIRE T 18 /MY RERTE , MIEW A7 AL 18 /NEt/FHE Amazon Web
Services 1R[] R EH#H 1T H B RIE,

- WRE SAML S H151% , SessionNotOnOrAfter| & iFHE At EMERF R E N Amazon Web
Services FRITF RERFLN RIFER SAML IdP £EFENEHPREN —1. MRETE IAM
Identity Center FIRE T 72 MR SERK , HBEH IdP WSEFFLREN 18 /Mt , NEK A
PR A ARS8 RY 1dP R E LAY 18 /MY TG Rl Amazon B R

. MRIE AP WAFIFLERTEKT IAM Identity Center & BHIIFLERTE , AT & AP WEZRLED
AEW , AR LTEEHRRMAZIERN B3 #HY IAM Identity Center &1,

Amazon CLI fl SDK &i%

MREFER Amazon BT X EH (SDKs) Efh Amazon FF & T ELARIEHF X 15 E Amazon BRS
M| AZ5H B LA T e R FZ 4 BER Amazon Web Services 118717 1 IAM Identity Center S£FX N A2+
RESEFENRE, Amazon Command Line Interface

o RAMAE IAM Identity Center ¥ 51& R ELE Amazon Web Services T8 &iEFLERE.

o BHATMEHRE Amazon BEEXHH N ELIEFIRETE LEEX 4, i EXHHTiEEZE Amazon
Web Services IRl , BIMNBIWEFEA SSO TERBMHEFIE, FHKEE , £H Amazon
SDKRXRTEMUEHRERFTHERRIETHE. EXEZER , HSHAmazon SDK MITESEE
MR SSO TEREMEEE.,

- APMUMETEZEHATFTEEMNIAS Amazon CLI 5 SDK,

TEHAFEERN Amazon CLI HEMRA

UTREBFLEEBNRIERE, Amazon CLI
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« Amazon CLI V2 2.9 S E S x4
« Amazon CLI V1 1.27.10 RE & x4~

BERMALEREHEH Amazon CLI IRAEAWEER |, FSRZEREHNFHRAH Amazon CLl,

WMREZH AP EEZ{T Amazon CLI , M Z1RETE IAM Identity Center £i51% & 9 B HA 2 &1 Bl #1X R
& HEXERFERENRENR 20 /Net , MAREFLENEIRERN 12 /6t , I Amazon CLI £iFH &
KIZ{TATE S 20 /et an 12 /e, Eit 32 /het. B3k IAM Identity Center CLI NEZER |, 55
Amazon CLI i 53 &,

X IAM RO EEENRERA SDKs

LR 2% IAM Identity Center 2EEBWRERA, SDKs

SDK RIKhR A

Python 1.26.10

PHP 3.245.0

Ruby aws-sdk-core 3.167.0

Java V2 Amazon & T Java B SDK v2 (2.18.13)
Go V2 BN SDK : 2022-11-11 IRAF4FER Go &

3R : 1.18.0 credentials/v1.13.0, config/v

JS V2 2.1253.0

JS V3 v3.210.0

C++ 1.9.372

NET v3.7.400.0
EF&

. MMEENBARERFSIEFERE
« WAHEK Amazon Q FF & &R S E LR R
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WAATE B N AR S 1E AT A

IAM Identity Center B2 & ] URIE B4R SERERKF RS E , Fla085E MR REETHES M
RARE#ED R ERHTEHRIENER.

FERUT S BREE Amazon Web Services 517717 H IAM Identity Center 5% N AR F Y 21 40T
8]

3TFF IAM Identity Center 2 %14,

ERIRE,

FIRERNEL , EERSFHBRILETF,

EEMRIUIEN THRIEREZY , EREE. INQER—PMERERXFREN FE,

EREERFRENEES , RRETHEANENAFEREKSERFERNE (A28, DEAXNA
B ) . BERENK , AREEREF. RARLEQXREIRERHE.

o & 0 bdh =

WA EE+ Amazon Q FF & & REY & iE £ AT A

MBFEAREERRNTTFLXRE (IDE ) B4EEH Amazon Q FFAE R , M AT LAF Amazon Q F 4 &
IRE S FRFLERTEIRE N 90 X, BRIFEZ A IAM Identity Center BB |, BRINEIR FAIBEL S A
Amazon Q FF R BRIV EKSEFLENE., HEKSFRSEMM Amazon Web Services 1Rl HE
ft 1AM Identity Center &£ N AR FH X iEFLLRTE,

(® Note
Amazon Q Developer A[iB & E 7% H Amazon Web Services XiF, B ERIAS F Y 413
1TiF R, TSR IAM Identity Center SR F X8I Fo5E 1A B Amazon Q FF & & RR#Y X3 , M
BHA 0 REKSFERFEMBFTRBERINRE, XEWKE , TREEEH 90 REKSE
BFEEntE |, 2EFENEESREFITE, BXEER , 551 Supported Regions for Amazon Q
Developero

71 Amazon Q FFREMRERAREM 90 RIEK S EFLEAH,

1. $TF 1AM Identity Center & &

2. E“RRE,

3. EREMNEL , &R EHRILERF,

4., ESHRIUED THXFREZY , ZEREE. XNSHA - IMEESFRENEHEE.
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5, HEEBRFEREMNIEES , EHHN Amazon Q FRERERALERKLFEEEE, BUHEPZEIRE
A ERAEREFENE,

6. EERFLREIRERH,

I E& Amazon Web Services 581 1 Amazon RN ARRFHES AP &1E

IAM Identity Center B 5 A LAMIBRERA F 218, MBRAF A EFEEEREBEAFRPTEHEER TN
ZREEYIENRIPRS (FNA ITEFALARENBREEEHRES ) 85, B8 B PR FHMBR kM
o

RRT 5 BRES FMMIBR IAM Identity Center Fi P RIEIR&1E,

(® Note

il B IAM Identity Center f P B9 E B EF <M Bk Amazon Web Services Management
Console = ETERE IAM & £1E Amazon CLI,

f#l B Amazon Web Services 51871/ IAM Identity Center £ N IR FHIEZI & 1F

1. 3$TFF IAM Identity Center #£#| &,

2. &EEBAF.

3. EAFNHEL K ZFEEBHEQXTNAFNAFRE. ZQULREZTIEAFEENTHE.

4. ERAPREL , EREHRAFEETF, EHRAEZLRESPRRFRTZAFL AL TEHRESH
SEH

5. EHPEMBRNSEZLNEIEE , ARERRBRAE, XRNSHI—NEE , BWIAZRELERBRZ
AFRESRIE, HIENEERNER , IRESE  BEERHBREE,

6. BFEEIAFNAE. HAFERKEEK , RRFMIERIE S KIMER.

BEXEREFARIESENTAINESEE , BZREHRIEATE,
£ 1AM Identity Center B2 & 5
IAM Identity Center N &H A - FARE AT THEE -

- BIEER A/ A,
- FENRFENRARMEIAS,
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« WA B Amazon Web Services I MR AREFFIENHRIR 5,

77 EE IAM Identity Center FEF AP MA , Amazon # Ident ity Center BVEF 5 HHEY API 3%
1E,

LA TF IAM Identity Center B #1778

LHIZEETE IAM Identity Center FRIZAFMAR , 2HTEHTNE. XESHAMEATHITYD
B, ARNARFER. AXESEER , 20 A-NATIEE,

BERENZ R

MREFHEEHDEE A Amazon Managed Microsoft AD , #& 7] LABE RS 2 1 68 B 488 Identity
Center B3% , MR IAM Identity Center E#Z & 7E Microsoft AD H#Y B 3% Amazon Directory
Service, BXREZEER , 85H £ IAM 54 H0 B ZFED B R 2B FEEI,

MRIEHLEENTEMRERE (dP) FEEAF |, BT LU IAM Identity Center EZZIEH 1dP H 5 B
BB, BEXEZEER , 25 M IAM Identity Center Bk 7y /A &6 IdP ST EEI,

£

« FAFPARME Identity Center B &

« FAERME Identity Center B 5

- FAPFMEA

« MIBR IAM Identity Center FAY4H

« MIBR IAM Identity Center &Y F 2

- NEEPBRBRAF

+ 7£ IAM Identity Center 22 F§ F§ " 3 Amazon Web Services Ik HM BN FAEF
* Ym%E dentity Center BEZAFBY

- EERAREFH IAM Identity Center i 7 225

- MfEA API = CLI BN AR ZIABFHfH— X MR
+ 7£ IAM Identity Center R EE 5 {1 HI B E R

FFH P NE Identity Center B 3

&£ |dentity Center B kH 812K B F FAHXFE IAM Identity Center A, FRUTIESEFR
INEVZRM 1dentity Center B &, H¥E , LA LLEA Amazon API #4ECreateUserEiR A~
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Console

AT I A P

1.
2.
3.

3TFF IAM Identity Center 2 %14,
EERAF
ERAMAPARMUTSXEESE

a.

B P& ——%&3% Amazon Web Services IFRIINFEEWAFE , HBUEFEEER, ©
HANTF 1 E 100 NERF2IH,

R

BRUAE-HISBRLREGEANE FERM ( XBIRIUED ) RER —RMER

B, MREZNBREERAFHERLIEB ARG | BHERIEE AL B A9 8B F a4t it

B P ZESEFRBIEE N HNE T4 LT e @A P KX — XK

B Amazon Web Services BB FHB4F , BT HEIFEIMA Amazon IAM Identity
Center, 1% FHBH k2 BEE A 7 1518 IAM Identity Center Amazon Web
Services TR |, FHEMEBBE, BFHEBRBERXELRXEIH,. MRBELH , &
ALEREERSE  AREEOAFPRE—HOSEEREHBANE R4 , ULE
MEEE TS, ERAFPESBECH , BB A XB THHRIE4ERE | 28
ATRIEAFHNE R4, i3, WAESR , REAFPES BB EMED
fEER.

(® Note
EXELEERT , IAM Identity Center 23 1TE X185 APl BRARBAF RIXHEF
BB, BXIAKESRFEHNES , HSH F£H Amazon SES X EBE X
B, F Mo
IAM Identity Center BR$5 X =K FTE B FHR AR Bt no-
reply@signin.aws.com 5 no-reply@login.awsapps.com. BHAIE
WERE B FEMHRS , LETESZRBIXLE R M A B F R4 i1t 5 B F iR
#, ABTFeIMER SRR AL IE,

A RASZAFPHEZN —IXMERE — L&D RS Amazon Web Services 17
|77 URL MIZBFAEFER , B USENEN B FaiHiut Fah RiEGRHF . A
FEERIIE B FERAitat, R SUENIER K E B FHARIEEZERZY
2, BFHHRIISEAEERESH, MREEIH , BUUEREERD , AE
ERER—RAUEBBHAERAFRZERD , LW EHAIED FHR AU AR,
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c. EBFHRMihh— 8 FHR M thhk AR ME—RY
d. WA FERFHat

e. AF—UAEMMARBTEFEENTNEEN. EXEZER , BFSH FH SCIM F
NEBE B IREETEER IAM Identity Center H,

f. MER—SREHEWAE TEEEITEEN.
g ETREW

® Note

(% ) MRER , BULEEREMEMENE , flE0AF~H Microsoft 365 R A
ID , LAFSBh N A P IRt LR L 55 i R FE 9 B B e i (R AXBR o

4, iij:%-lt_io
5. MREAR, EF—NNSANERAFRTMENE , RAREERT—F,

6. BEELNSR1 . BEEAFFAGENSR 2 . SAFAMIA—AEEENER. EFE
F-IREBUHTEMNER. BANXRNSREET EBNERRE , BEFMAF,

Amazon CLI
e A -

LA Fcreate-user@ S EZER Identity Center B X BIE—NFTAF,

aws identitystore create-user \
--identity-store-id d-1234567890 \
--user-name johndoe \
--name "GivenName=John,FamilyName=Doe" \
--display-name "John Doe" \
--emails "Type=work,Value=johndoeeexample.com"

W
{
"UserId": "1234567890-abcdef",
"IdentityStorelId": "d-1234567890"
}
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® Note

£/ create-user CLI @3S = CreateUserAP| B{ERIZA R , AFRERB, BRI
E# IAM Identity Center FEYIZE | LXEEEEFHF%A—;&W&%FF’WMI]&& HIIE
BT R4 | lflﬁﬂﬂﬂ‘]—luiﬁlﬁgﬂo MERZHKIZE , MSTER — X EBEHEHFH#
2., BXEZEE , EZH @A APl 5 CLI Bl A S R %%HSIWF R

R 7 02| Identity Center B %

AT I RBAFARIMEIER Identity Center B %, H#E , Bt LLEA Amazon API 12
YECreateGroup# N4 4.

Console
pyiIE |

1. 3TFF IAM Identity Center &l &
2. %FA,

3. EERBIEEA,
4 ’iﬁl‘)\ﬁﬁﬂﬁf"\ﬁ?‘”t —Iiio BRRREEXES BT I EA ZENNRNFHER. EFA
FAmE EIERMARENAF. RAREPHEHABNMNAFZLHNEEE,

5. ERCIEEA,

Amazon CLI
yilIE ]

LA Rcreate-group@m S 1EEM Identity Center B X812 —NTEE4AH,

aws identitystore create-group \
--identity-store-id d-1234567890 \
--display-name "Developers" \
--description "Group that contains all developers"

i

"GroupId": "la2b3c4d-5e6f-7g8h-9i0j-1k213m4n506p",
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"IdentityStoreId": "d-1234567890"

T AR INE Identity Center B Jg , BUREAZA S BERBRHRNR. BEXEZELE , ESH
R P EEA 2 B i R AR Amazon Web Services IKF,

’ AP A IEA

FERUTIERE RN ZETE [dentity Center B ZHSIENANRKR. & , B LliEA
Amazon API #4ECreateGroupMembership A PR IMAERK R

Console
FRAPRMAANRKR

$TFF IAM Identity Center #2414,

ERE,

ERBEBERMVAE N,
EHFAGENELNEAFHNALT | EEFAFFMEIL,

ERAFAMEAREENEMRAST , RAEFMARAWAF . R, RPSNEREDL
HY S IEHE.

6. EFERNMAF,

o & 0 bdh =

Amazon CLI
HRAFRMAAHR R
LA Fcreate-group-membershipn & A PR INEEH Identity Center B R H4H,

aws identitystore create-group-membership \
--identity-store-id d-1234567890 \
--group-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--member-id UserId=alb2c3d4-5678-90ab-cdef-EXAMPLE11111

i

"MembershipId": "alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
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"IdentityStoreId": "d-1234567890"

fHIB% IAM Identity Center HREY4E

S &M BR 1AM Identity Center B VAR |, FRE H R IZA KRB AFX Amazon Web Services ik F
MBI AR AR R b2 MBR. AMBRETERBE. FERHMUTIEMRER Identity Center B RHFH
4,

/A Important

AR EAER T Amazon IAM Identity Center, EN1RER T Amazon Identity and Access
Management(IAM). |AM Identity Center 7, AMAFKUERET IAM AP, A IAM A
FPEIE, MREBEEIHRERE IAM FHIEBRAKEEE , FSH Amazon Identity and Access
Management F P58 RIMIER IAM AP 4,

Console
I BR <A

1. 3TFF IAM Identity Center &l &
2. 1ER4A,
3. LB A MBRA

- HARH , BRUERSNMARTHER. REERROARH , REEEMERE.
- EREERROVAER., FAFAFEREL , EERIERE.
4. RERLEREHIANNBRZANERE,

o MRE—RMBRZANE , FEIERBRAX FEFRA Delete REINEHNER,

- MREHBREEATNENE | BB EM EREAX EAE & A ZM RV A A B BRI AR/
=H.

5. IEEMIBRA. MREEERBRSANA , HERERER # M.

Amazon CLI

i BR4E
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L TFdelete-group@ s MER Identity Center B XAl Bris ERIBFA,

aws identitystore delete-group \
--identity-store-id d-1234567890 \
--group-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222

fBI B IAM Identity Center H1 Y FR =

L2 MIBR IAM Identity Center B FHH A BT , X Amazon Web Services = 5 A 51 177 8]
Rt MR, MBRAFE , B ERELRE. FERUTIEMER Identity Center B ZHH A
Fo

(@ Note

L IRTE |IAM Identity Center R EF A F Sl BR A P B, 1% A P {9 32 BR4% BR 1E & % Amazon Web
Services HAIITF , HELZBBFHNERLTF. BXEZER , H5H SHRIELE,

/A Important

ATV BAE A F Amazon IAM Identity Center. ©1F3i&MAF Amazon Identity and Access
Management(IAM). IAM Identity Center A/, AMAFZIERET IAM AP, 4H IAM A
FEIE, MREEEFREXE IAM HRIERAFEEA |, 1525 Amazon Identity and Access
Management f P15 FRIMIER IAM AP,

Console
il BR AR P

1. $TF 1AM Identity Center & &
2. ®EAF.
3. BEWMMEERUMBRAS

- EFAFTEL , BULUEERBRS NS, EREMROASE , RBEERERAS
« RREENROAFE, ERAPEAGSETNEL  EERRAS.
4. MBL-DXBERSARFS , FESERBRASNEEPRA Delete KBINEHNEE,
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5. IEEMIBRAF. MREEFMERZANAFT , BERERBR # MBS

Amazon CLI
IR A

AT delete-usermm S AP MNEW B 450 B FH MR,

aws identitystore delete-user \
--identity-store-id d-1234567890 \
--user-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

MEE R BERAF

FERAUTEEMNASRRBRE R, & , & LLAR Amazon API #4EDeleteGroupMembershipF A /2
MEA R BER,

Console
MNE R IEBRA P
1. 3TFF IAM Identity Center & &
2. ®IFEA,
3. EEEFHHA,
4., EHFAEETHLNLAFHART , ERERERNAEF,
5. EENBARBRAEAF.
6. £ “BRAF XMFED , ER NBEPBRAF , LBINZEBRAFPX 2 EAZAN K,
I RL A2 P B9 1 B X PR
Amazon CLI
MNERIEBRA P

LA\ Fdelete-group-membershipan & MEFAHBBRK R F1&.

aws identitystore delete-group-membership
--identity-store-id d-1234567890 \
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--membership-id alb2c3d4-5678-90ab-cdef-EXAMPLE33333

£ 1AM Identity Center 2 B P X Amazon Web Services I/ 5 A2 F

LHIRTE |IAM Identity Center B XFEAAFHRINRE , BLEZFEHAFFHAEE. EEHERB.
FAPANAASKEFEHARATIE. ZAAFHRNERESBELEAFE% Amazon Web Services 8]
P, #FBRAP N EBIFRIFF2 B/ Amazon Web Services I 18 AREF .

B EATERE , B IAM Identity Center 13 & 2 Identity Center B XA P HRIXR,

(@ Note

HI&1E 1AM Identity Center REEF A P Sl BR A P B, %A P f9 a2 B4 PH LE & % Amazon Web
Services THEI[TF , # ELEZRBEFTNERRE, BXEZEE , #5H FHRIELSE,

£ 1AM Identity Center ZE A F P i [A]

1. 3TFF IAM Identity Center &l A

/A Important

ATHYHBAER F Amazon IAM Identity Center, 1B F5&MF Amazon Identity and
Access Management ( IAM ) o IAM Identity Center A, AMAFZIEFRRETF IAM
AP, A IAM AFR&EiE, MREEEIKREXE IAM FERAFNIRE |, 555
Amazon Identity and Access Management FIFISREHFHEE IAM P,

EERRAF

RREEZAETRNRNAFBAF R,
EEZABRNRHAFHAFETA , A—RIESH T PEEREMAFHENER.
EEAAFBRXEES  ERERAF R,

o & w0 DN

Y% |dentity Center B XA EY

FERAUTIRESRE [dentity Center BRFHAFEM. E , BH I LEA Amazon API #§14E
UpdateUserE A & M.
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Console

£ 1AM Identity Center R4REA B

1. $TFF IAM Identity Center 2% &

2. &EERAF.

3. BEREERENAS

4. ERAFEEXMHTHEHENEEXHFRAESSD  ERRE.
5

ERBEEXHFAEENHEL , REZSEFHEM, AKBER Save changes ( REFEE
E& ) o

(® Note

(A& ) BRI LS HME M |, flan R T45 M Office 365 Immutable ID , AFBYRF
IAM Identity Center FHAF SO ERFZEXANEL S NARFHITIRS,

® Note
BRI EY R — N AIREFR  CRENELTEE -1,

Amazon CLI
£ IAM Identity Center R4RERFE M

A Rupdate-userap & EH A WM,

aws identitystore update-user \
--identity-store-id d-1234567890 \
--user-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111 \
--operations '{"AttributePath":"nickName","AttributeValue":"Johnny"}"'

EEBLXAFH IAM Identity Center i 215

WEERERATEEEE IAM Identity Center BERHRHAFZBHNEERR . B[FEA 1AM Identity Center
BREHAEEBFEB,
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BOREBMNAFRENEEEM

« Microsoft Active Directory SR/ ERIR 5 —— N R&4F IAM Identity Center i£3%%] Microsoft Active
Directory SRAAERIZ AT , M ATMM Active Directory SiABRHEBARLTHAFZBEE, XEKE
Fo3EM 1AM Identity Center 2 #| & EEX LA EE,

+ 1AM Identity Center B &I HFP—REZ IAM Identity Center AP , BAILIEER B2 1AM
Identity Center %5 , 28 Ei& Amazon Web Services 171771 P %1,

E& |IAM Identity Center &4 P H 1

/A Important

ATHIHBEEA F Amazon IAM Identity Center, E41FR&MAF Amazon Identity and Access
Management(IAM). |AM Identity Center 7, AMAFKUERET IAM AP, A IAM A
PEIE, MREBEEIEERENR IAM AFZBHIEA |, i35 Amazon Identity and Access
Management AFEEHRHNEE IAM AP EE,

1. $TF 1AM Identity Center & &

EERAF.

ERECESEHFBNAFNAFRSE.

ERAFFAGEREL  EREEEB,

EEEZBXEESD , BEUATEIAz— , RAEEREERD :

o A 0N

a. MRAFPRKZEZSSEEFBUHBNE FBHF—IIETS B3RP XiE—F¥K B Amazon
Web Services VBB FHp4F |, IS MMM EEZFT,

/A Warning
FRALRLHRERK  BEERKET 2RI ZAFNE FiiHibiut REER, MR
BB EE B FER M4 KA BN EESEEH ROV E FER At |, EERG A TTRELF
e RZEBZRHE LK Amazon F3E,

b. ER—XMEBHASHPAERB —URINGREBRBEAES  EULRENENETF
BB ¢ b 31k F B R IEL R
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[B6EF API 3¢ CLI 812/ A 7 RiE B F o — X2

£ CreateUserAP| I #/E=k create-user CLI S 8IZRAFE , AP EZRE, BALIEH IAM
Identity Center FHVIRE , UEAEXLEAF ERAZHEFZE R M LE —HRIUL B 74 |, siiR R8T
BIEAFRAMITEET B Fob 4, WRIEBEFEHE , AP SIRBZRE T EE R,

MRAFRHAMKRE , MAMER — X MEZBHASHIEER CreateUser APl 5 create-user CLI i
SREBNAF,

b fE f CreateUser APl B create-user CLI S5 8IZH P & 3% 8B 7o 4 b 1F 16 UF 88 7 R 4

1. 3TFF IAM Identity Center &l A

2. EERE.

3. HREBWEL , &FHFHRILETRF,

4. FEMMESHRIENS , EREHRE.

5. & ‘BEMASORIE WMFESP , EF “REBFERY4 OTP” BEEE. RE , EBRTF. RENE
RAEHNEA.

£ IAM Identity Center & 5 17 8JHY 5 E K

@ Note

XL ESRIVE A T 1E Identity Center B R OIENAF . MREEE T IAM Identity Center
LASAE B 2R3 1T B0 RIE |, HI40 Active Directory SRAMVEE S B 1R1EE | AP N BB KRG
EXLEREHTMFRTE IAM Identity Center FE X FEHE, MR FHIR2 Amazon Managed
Microsoft AD , &2 5 M anage password policie s Amazon Managed Microsoft AD for T &%
ZER.

LHIRER 1AM Identity Center {fEN SRR , AR XIUEFUTEBERIEREFEXELED :

- BBXDKNE,

- BBKEXTE 8 E 64 NFERZEL

- BERANIE TIMFEFPEHEINED —NFR
- NEFE (a-2)
- REFH (A-2)
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Amazon |IAM ldentity Center AFER
- BF (0-9)
- EFFBRFFH ~@HS% & _-+="\){]:"<>,.?/)
TRESHREFEAN=AEBBES.
TREFEABEE =S HENBIEE L TR,

iE 2| Microsoft AD B &

J&3d Amazon IAM Identity Center , #& 7] LA Fii%E 3% Active Directory (AD) B ITEE B RHFH
Amazon Managed Microsoft AD H%. Amazon Directory Servicellt Microsoft AD BEXENX TEERA
FEfEA 1AM Identity Center 2% & 2 Bl 3 2 B3R5 RN PRET AT UM PR ENEY & 35t BN AR B F
ZE#EE IAM Identity Center f5 , BRI AR FEH AD AP HAX Amazon Web Services k. RARE
Fr =R 5 & B 1 R A BR

Amazon Directory Service FBIEIREMEZTHRERE PRI Amazon Managed Microsoft AD B 3
Amazon Web Services =, #&3i& A LU Amazon Directory Service &8 Amazon BRSIEMN H
TEE AD E#E#EX, EfE Amazon Directory Service AEB{TEE AD BiAFER , BX4MAE X RE
BEXRUFHEHRIET BRI =,

IAM Identity Center { A2t A9i%E # Amazon Directory Service X1/R AD EfIHTEE & 3 R1E,
HIEEA Amazon Managed Microsoft AD 47 & 43 JREY , IAM Identity Center ATLAS 3R B Amazon
Managed Microsoft AD 83 AD SEEENTMENAFEE. IREEEENNREZEHHKRE
AP, NAFEZSF IAM Identity Center B 4 DOMAIN\user EEZEREAF B,

© &

« ERGRSER , BFEREM AD Connector 5 Amazon Managed Microsoft AD #1#J B 5
Amazon Directory Service i F## Amazon Organizations B~ K,

+ 1AM Identity Center Tz E F SAMBA 4 # Simple AD #ERE# B %,

B XMEMA Active Directory 73 IAM Identity Center & RIS FEAER , EYouTubeML B LTI

£ F Active Directory #£59 Amazon IAM Identity Center | Amazon Web Services #5115

{5/ Active Directory B3EZE I

MREFEA Active Directory fER HHR , NEWE B LFUR BT £RFMH
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- MRKEIEZEFEA Amazon Managed Microsoft AD , M AZFEIRE Amazon Managed Microsoft AD
B %8R — 5 A IAM Iden Amazon Web Services X1 tity Center, |IAM Identity Center &5 % &
BIREHEESE ZERNXEH, EEE IAM Identity Center , BAIBEEE LN EIE E IAM Identity
Center FIXig, A , iEFE , Amazon Web Services a1 A E5Z B ZMEREMIHE URL.

- EAREEEEKS M Active Directory :

BAMIERIZEEIAE AD Connector 2 Amazon Managed Microsoft AD B 3 Amazon Directory
Service , # BiZ B R4 FEH Amazon Organizations BEIKF A, — X RAEETE AD Connector
B&ZH—1HE%., Amazon Managed Microsoft AD M RIEZEEXFHLZAMEHHM , FAEH Amazon
Managed Microsoft AD. BEXEZEL , BSH :

« S5 HY B FiEEE Amazon Managed Microsoft AD E| IAM Identity Center
« f¥ Active Directory F ) BT EE B RIE#ZZF IAM Identity Center
- FRAREEZEREERKS P Active Directory :

MREIT RIS A IAM Identity Center ZIEEE 7 HE A Active Directory £ E# 1AM Identity
Center B3R , WA LAEAIMAE AD Connector 2 Amazon Managed Microsoft AD Amazon B 3 ,
EHETEREEAKFHNE ZPREL B %,

MR ERER |IAM Identity Center S RMEAEABIRE KA Active Directory , SEFEM Active
Directory Bt AEAMEMIR , NiZ B FAMEFE IAM ldentity Center ZREERAKAMKS (R
TE ) (RZKFAE) ; B, B4T TEERKS $,

iE3Z Active Directory #}18E A F

MREELEMFEA Active Directory , AT =B Al # B 8 % 1% B FiE#F IAM Identity Center,

& T LASF Active Directory 89 Amazon Managed Microsoft AD B &= B{TEE B &5 IAM Identity

Center E## 3k,

@® Note
IAM Identity Center A3 SAMBA4E T Simple AD Eh & #17R.

Amazon Managed Microsoft AD

1. BEF E#Z Microsoft AD B F RIS,
2. ¥R [ B FiE$E Amazon Managed Microsoft AD | IAM Identity Center Y BRI 1E,
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3. Bt & Active Directory AR EQHIR FEENRHNAFEZL E IAM Identity Center, BEXEZ(F
B, BZH SEEA RS E IAM Identity Center #,

Active Directory R BTEE B %

1. BEF E#F Microsoft AD B & F ISR,
2. 1288 1§ Active Directory F Y B1TE I B FiE#ZE IAM Identity Center RIS ERIE/E,

3. Bti& Active Directory MU EAERH KR FEENRHNAF B E IAM Identity Center, BEXEZ(F
B B FEERAF RS E 1AM Identity Center H,

SAER 1dP

1. FEE EENEHREHRE FHERE.
2. IR MAEEFINE S D IRHE RS TRIEE.

3.
BE R 1dP LA A FFRE R IAM Identity Center A,

(® Note

EREFMBEAISGHNETANBSTRAEE ( M IdP ) IAM Identity Center ) Z 81 , E{1E
WEANEQERTFEENRN — AP EZE IAM Identity Center #,

FEERF RS E IAM Identity Center §

& Active Directory %] IAM Identity Center /& , BRI EEOERFERNRNAF , RENZ
AP MNER B R L E IAM Identity Center A,

1. 3TFF IAM Identity Center & &

ERIRE,

HRENEL , ERSFORETF , N\FERRE  RAREREEESD,

EEERSREL , EEAFPETF , REEFHRMAFFA,

ERFEDFWAPIT , WABYNAFEHERRM,

EERMAFFMATT , FUTUATRE

L T

a. BACEELEQERTEENRNAS,.
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b. EHZAFBLLHNEIEE,
c. BEERRX.

7. EEERSAEY  FEENAFNERERSEERNARSIERS,

8. HESMBERTF , &EHE Users (AF ).

9. HEAFMEL , SEENAFTRFEE-—LENEFSHIETIRD, EERIFERAEFRAF3
&Ko

teEt |, RS ERGRERKS, SrEY 6 REENREF TR S DELS ZNRENRIREX Lk
FHERBRANR, BXEZER , FSH ENEE.

L A3k B Active Directory B 1TTE

IAM Identity Center fEFRRREHEEFAF. AN A TS EM Active Directory FHR B RE L F
IAM Identity Center 372, Amazon Directory Service ZiB{E BT 2E % E IAM Identity Center |
KR AP HHRIEEREES Active Directory FRVREE Fi#1T. NMARFASALSAREHENARE
FRANER., ERADMEZS , TEN LDAP SE51&5%E Active Directory FEVR B .

BRMEBNEZERE , 2N A AATAR.

FH

- R B FiEHE Amazon Managed Microsoft AD E IAM Identity Center
« fF Active Directory F K BTE B RIE#EF IAM ldentity Center

« 1AM Identity Center M\ & 1247 B F 2 8 8B MRS

« |AM Identity Center AJEZE AD [E%

TR Y B FiE# Amazon Managed Microsoft AD Z| IAM Identity Center

FERAUT S EEH Amazon Managed Microsoft AD FHEE Y B FiE# Amazon Directory Service Z|
IAM Identity Center,

%42 Amazon Managed Microsoft AD E| IAM & 4370

1. $TF 1AM Identity Center & &
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® Note

EHITT—H 280, EHEMR IAM Identity Center $5&| & [EE £ A K Amazon Managed
Microsoft AD B FAEMNXiZZz—,

HERIRE,
HIRENEL , ERFHREDF , REEREE-EXSFGF,
HEESORT , BFEHER , REEAET-F.

EEEEHBERET , MFIRFH Amazon Managed Microsoft AD FikE—1MNE K , REERET—
&,

6. HEBILEXRT , EFEE , EZFRERBAES  RARAREXRSFOF,

o &~ 0D

/A Important

EfF Active Directory FEI A FEE R IAM Identity Center P ERAF |, B4ME £ N
EQERFEENRAAF M Active Directory E2E IAM Identity Center, H it |, iF&
RS EE A RS2 IAM Identity Center i By SR 3ETIR 4,

¥F Active Directory FEY B 1TEE B FE#Z] IAM Identity Center

Active Directory (AD) BREE X B FHHAFIE T X Amazon Web Services Ik~ F 518 71 H#Y KL
RAREF#1THE K5 % Amazon Web Services 1hRl, ERNXLEAFERESLQIERKHR , BAUKITUT
E—184E -

- BIEXN@EEFEXR 24 Amazon Managed Microsoft AD 1 AD FHETEE B ZZBeIENEE
EXRE , AD PEITEERERHPNWAFL TUEAREARZIERERET Amazon BRSNS ARE
F. 2REEFETEAT IAM Identity Centero

Amazon IAM Identity Center EEN@EE , AEEERNEWERERA - NAEFEEUEDT AF A
TCEHE. |AM Identity Center £ D BLX X RESI N AR FR G RN R FEA L THIE. NARREE
RAAFMATHERTHIME , SlNHEEHMA S KA HLZMRMRET, Microsoft Active Directory Xt
BRI EE T IAM Identity Center E1E& /Y133 1T & 45 E Amazon Directory Service R
6 B9 (S 1E 1% F 1 EUR 7 A4 TR/ Amazon fXUBR,

AXRIZFENEEENIFMAEE , 2% Amazon Directory Service B ISP HAR Sl B E{Ex
Fo
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® Note

AT £/ IAM Identity Center 2 Amazon K A2 FiEEK B A5 E# Amazon

Directory Service B &M , Amazon Directory Service I~ EEZHAN AE AP
userAccountControl/& IR, MR ZFILEMAIREUNR , Amazon NARFREEH
ERBRACRERTZKF,

BIREEN , RASRMUXN ZEEMIREPR, MREIELX BN IHRINER ( T

# ) , &1k Identity Center ERNABRF L EZEMAEAF, BRARRLZIREITR
Amazon 8 OU ( BI4& 8 Amazon_) T Amazon BRIk FuserAccountControl B4 /Y
BV PR

« #1% AD Connecto——AD Connector 2 — M B ZMXx , (fEERIEREEQRZNBITERE
AD A MEFEHERFMER, EXFHMEER , 55 H Amazon Directory Service EEIERH
MiEEZIBE ., LLTEBE AD Connector BB EZEI ;

- IR IAM Identity Center E#2F] AD Connector B 3 , WE{AI KRR H FH P 218 EE &R MIE
AD R, XEWREHFFTEM Amazon Web Services 17 1R EBEH BB,

- WMREFEH AD Connector fF Active Directory H RS E 2 IAM Identity Center , T IAM Identity
Center (XG5 A AD Connector i NEHWEMIMWAF L., WREFEX S MNIEDIM | 18
X Microsoft Active Directory 8 Amazon Directory Service o

(® Note
IAM Identity Center 73& A F SAMBA4E T Simple AD B B %,

IAM Identity Center F4\Z8 & 171247 B FZ BIRYJE AR5

J& MERR S A A T/F IAM Identity Center P EME 4R E 5 Google Workspace., Microsoft Active
Directory (AD) 1 Okta S/ E G R PR LB HFH 1TSS, IAM Identity Center A B3R B ZK R
BAFEMEHFEBSE IAM Identity Center A F &%,

WMRER 1AM Identity Center B2 £ A & 31247 (IdP) ( flaiGoogle WorkspaceOkta,
% ) PingtEh SR , WEETE IdP RIRFZHE 1.

IAM Identity Center ZEHELE N H LRI EHMRFIET < T HETIETX —HEM. 1AM Identity Center &
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TREZXLEAFEME. BMNUARFHLBENTRIERNEQE R , HFFEN SAML 2.0 BH45I%,
BXEZER , S SRAEFPHEMEBS R IAM Identity Center & 1.

MR FF Active Directory FAEF HIR , 1AM Identity Center X £ 7 A ctive Directory Bt & 7 [ # /& MR
s THEEE-ARBME. AXEZER , 3 M 7 IAM Identit Microsoft AD y Center 2 [A]BR 51 F
FPRE.

XENASRSHRUBEEMYE
TR T PrA 2 X% B v LIRS EI 4272 1AM Identity Center 17 R #2518 4 P ELE R AT SAERNE K
HIAER & 1D 1R AL (1dP) B, A SAML MiS et , WA LMER 1dP IRV EE 4.
IdP 2 EFRYE 1%

${path:userName}

${path:name.familyName}

${path:name.givenName}

${path:displayName}

${path:nickName}

${path:emails[primary eq true].value}

${path:addresses[type eq "work"].streetAddress}
${path:addresses[type eq "work"].locality}
${path:addresses[type eq "work"].region}
${path:addresses[type eq "work"].postalCode}
${path:addresses[type eq "work"].country}
${path:addresses[type eq "work"].formatted}
${path:phoneNumbers[type eq "work"].value}

${path:userType}
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RAriEmE

IdP PR E M
${path:title}
${path:locale}

${path:timezone}

${path:enterprise.
${path:enterprise.
${path:enterprise.
${path:enterprise.
${path:enterprise.

${path:enterprise.

employeeNumber}
costCenter}
organization}
division}
department}

manager.value}

IAM Identity Center 1 Microsoft AD

T&RFIH T IAM Identity Center 89 F 77 )& M 2] Microsoft AD B KA FE M ERIARET, 1AM
Identity Center {X 3235 IAM Identity Center I #9 A B P RV E M5 Ko

IAM Identity Center F B9 F F° /B 1

displayname

emails[?primary].value *

externalid
name.givenname
name.familyname
name.middlename

username

BRES BIRAYSESD B FH XN E &
${displayname}

${mail}

${objectguid}
${givenname}

${sn}
${initials}

${userprincipalname}
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* 1AM Identity Center RV EE FEB B HETE B FH A2 HE—I,

IAM Identity Center BR ST 2RIV E SN B KRR XANE
externalid ${objectguid}
description ${description}
displayname ${samaccountname}e@{associat
eddomain}
AEEM

- MREBEEATEE ABZERE , MFEARLRPIERIARS . BXxA B ESOX LS E
B, BN REATRASHWE RS,

« XL |AM Identity Center BT EE R , AN EMNRTAER , FHERIARFE4FER Microsoft
AD BERE M,

f5lzn , username 2 IAM Identity Center B4 EE M, MR username MHE F{ENZER AD BXE
£ , IAM Identity Center 4F windowsUpn B username HERIAE. MREMN HFIBREPER

username KB MBS , BEERZ B IAE username FEMKB<RZH IAM Identity Center 2L
HEIRTHIZTT,

IAM Ident Center 3z F#Microsoft ADJE 14

TRIHETAAEZS X FHATME R IAM Identity Center 1 EY I P J& 1Y Microsoft AD B & 1.

Microsoft AD B ZXiFHE M
${samaccountname}
${description}
${objectguid}
${givenname}

${sn}
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Microsoft AD B ZXiEHE M
${initials}
${mail}

${userprincipalname}

${displayname}

${distinguishedname}
${proxyaddresses[?type == "SMTP"].value}
${proxyaddresses[?type == "smpt"].value}

${useraccountcontrol}

${associateddomain}

EEEIM
. A BB E H IS Microsoft ADE ZE MM I EH S LS T IAM Identity Center PRI EANAIZEE
M,

& HIAM Identity Center Microsoft AD

TEHRIIE T Z X235 B AT LS E] Microsoft AD B R WA FEMEMATE IAM Identity Center B, 18
BNAREFEMBEE , B LA RXLHEER IAM Identity Center B MRS B ZNARFERAN
SLBRIE Mo

IAM Identity Center 3588 1

${user:AD_GUID}

${user:email}

${user:familyName}
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IAM Identity Center X35 /E M
${user:givenName}
${user:middleName}
${user:name}
${user:preferredUsername}

${user:subject}

£ IAM Identit Microsoft AD y Center Z BB & B PP iE 4

WA AE A LT EEIEE 1AM Identity Center HF Y F 7 & 1% Bz 20 aT AR 5 E Microsoft AD B sk H X M H &
38

£F 1AM Identity Center FHIE MRS E B FHWE %

1. $TF 1AM Identity Center &l &

2. EERRE,

3. ERENEL , ZERFREFNEMLEDF , AREREEEML,
4

EEEFRZEEEMETEL |, £ IAM Identity Center PR EGEMENEY , RAEENXKEHE
AfE, i, BETREFH LN IAM Identity Center Fi B email BRETE| Microsoft AD B XE M
${mail}.

5. ERFREFER.

IAM Identity Center AJELE AD G5

IAM Identity Center AJ &g B #Y Active Directory (AD) B E & #E% & N ELE Microsoft Active Directory
FRER , XEEH2 B3RS E IAM Identity Center H 12 &I E ST 18,
- EBEIZERE
- B EXE X Microsoft Active Directory R B3 [E 2 E IAM Identity Center B9 F 7 F14H 1% &l 2 2
BR, EWRILABER A0 AE S BR A P FA U E R ESSEE,
- ARISAFMA DB Amazon Web Services i F #9280 53 & F 17 8] £ PR 2R X3 51 A 72 B B 175 [7] #X
R, XENARFAUE Amazon HEMNNARRF , LA UAREFRENNARERF.
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- BIRBEFELENNEFSS REFHFDI LR, XAAURBBERETES RSN

FRFZFHGHREEEM
EFEATEEN AD @S 28, EEEUATERZHNEEEM .
- ¥87E Active Directory FERFZWAF M4A

£ 1AM Identity Center AFTAF A BN MIEENNARFHET Amazon FENNARERF
WA RN R 28I , BUMIEE Active Directory FERZWAFMA , RN HER L E IAM Identity
Center ., Amazon Web Services ik F

- AEER AD [@2——IAM Identity Center T2 BZEHEHSRPERAFRNA, Mk , B408
EEEERSHAFNANIIR, BAUBIUATHFRZ —RELIEK (LR ARLSEE ) , B4
BHRTFENAFMAREEREZLE IAM Identity Center , REZEFAFAMAREXRERATEEMN
AD EZ#1TRS .

- EAFANYE  MRENAFFMACRES R IAM Identity Center , N ATEE AD BS HHESE
ENMAERXERAFRNANIIR. EPEFALIE , BL4ATTRENANERSEE. &
REZER , FZH FALNARNEENRSEE,

- MAFNA  MREBERNFAFFHLADEX Amazon Web Services Ik F B A F 8 15 ]
R, BAMEAEERN AD B HIEEERMEIRSCENAFRTA , RAETEFEA IAM
|dentity Center #1708, AXEZELR |, HSE FHAMNEAFNIENELSTE,

2B 2 Active Directory FHIHREAR

FERNHMARANAHRNREL (HNTFEH) .

- AEE AD B% - EATEE AD FE% 2 & Active Directory HEEMREAMNA , AlgeLT KEN
151" Amazon Web Services Ik /= SN ARFHAFEE, EXMERT , S EREATHREA
P, aEREAPNAF,, flm, mREEE A DBEFENR, MABRAEANKRA , M4ABH
X Bt S g b T R A R

- EFEBLTERRE

MREH B THERRE , HEM IAM Identity Center 513 174# API #24EF 1AM Identity Center %
Bt API R4Sk 2 B #T A 7 FILE X ik 7= 0 B2 F 2 /7 B9 1 (R X PR FE S EL [E1 25 2 IAM Identity Center , #8424
TBESUATHFRNARXLETERRE : 2022F 4 A 158, UETIEITEREN AD B ZTHE
7. JEEMN AD AL AERAFNESBENTMERENIRFARRKITEANAR,
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- AEREMN AD BF—BXHITME , HET2BHINIT. R , B4 E LB /A MAR
RS CEKRAEFHAFMATMNE S B FE. BXEINTRASEHENARITEE AD RFHE
WHRNER , FSH B PTERIEEASIAEERN AD BF.

£}

- AEE AD IFH I HERE

 EXHF Active Directory [@25 Zl IAM Identity Center B &
- BAFNARNEENESTHE

- NRIZSEEFMBRASFA

- EENRERS

- BERTESHE RS

- BIITRISHEUSINAEREN AD @5

AEE AD FEZH THERE

IAM Identity Center SEFIA TR RERIFE B EEFET AD NEAHE. ETHREXXLELERRHNE
ZEE , BSRARAZHTEESI,

ek

¥ Active Directory H i B1TE B X HEE M Amazon Managed Microsoft AD B FiE$## Amazon
Directory Service £l IAM Identity Center f& , & A LABHAE E E [R5 E IAM Identity Center & 13 17 #
fy Active Directory AP 4., FLEEN S DRE=NNIEARLE IAM Identity Center & 1317 4&
B, BEEFAKD , S IEAEEEEKNETHE,

ERHEHMEARRNE (MABREASTH ) h2EAFBREMR,
B RBEEF AP RAR S E IAM Identity Center B 31265 /5 H 2 B 5 R AR,
B

B3 EHM Active Directory FEYIR B FiZEUEIE , IAM Identity Center B 13 126% R 9 B B EIREREE
¥, IAM Identity Center BRIASTER L BAHIN S/ NEtREIZP K B Active Directory FI¥IE. 1R1E Active
Directory I K/ , BRI RERE 30 7 ¥ E| 2 /Mt F BERI S E IAM Identity Center,

ELBERNNAFRMANREER R B IAM Identity Center R EHEH , LABSTE] Active
Directory JR B FHWHBIN R, XX THAFEM , XIE IAM Identity Center I & #9 17 [=] 12 Hil & £ 20 2
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H 5l BV B 1 F &2 7E |IAM Identity Center RE#T, #&1E Active Directory FATHEVEAEHEESR , |
REEE—MEL AT s RRTE IAM Identity Center #,

&k A LUE T [E 25 2] 1AM Identity Center S 37T AFMEFE, ERILUERNH AP SERm
Bt FES , SUFEHMER. SRMBEMEGHLET —RITNNESNEL. EMNFEFRRNY S
4512 1L 7E IAM Identity Center &3 Z & R EF. &1 28 KRB Z I A - EFFE IAM Identity
Center S F#PHEEH. E T —NELSEHEE , MAKNAFXNSFE IAM Identity Center F37F
P EHNER , RICNBETNETESEEN S —NEAN -2,

i B

= M Active Directory FEVIR B F I BRME A A P RAX REt , AP MEFM IAM Identity Center &
BEEFRER, & , &ALERA IAM Identity Center #2414 M IAM Identity Center & 13 174 R EB T
BIBRA X R, MREFEA IAM Identity Center #E#1& |, BELTANBLBEFRERAF , AR
MNET—1TMRSZAPAFT2EFHE L E IAM Identity Center,

BEAUENEENRERS, MREEERSVEET 28 X , NIMEAFESHER,
B X Active Directory E25 F IAM Identity Center BYi% &

MRZE AP FMAM Active Directory B2 2 IAM Identity Center , FIRBLU TS RIRE, HE
B R BR A BLRK SR E R 5 5 R S F R M 1AM Identity Center 23 Active Directory.

5| S NRIE

1. FTFF IAM Identity Center &l & o

® Note

EHTT—F 280, FHEMR IAM Identity Center #24| & IE#E £ B Amazon Managed
Microsoft AD B 3% Amazon Web Services X5 FFEHN 2 —-

2. EERE.
ERENBHBEIERS |, £EEH5SNRE,
EIRA—ik : BERERSEF , EERANAFNAEERS ., MRTEFBRER , HEET
—F, MRFTEER , FHRITER , RAREERREFER

5. ®FRW2—E : BEERSTEET  EBAFGERF, RAE, AAZEFMIESTENAFNE
IRAFE , REEERM, BTR , &F A RTF. AARRTMRESEENANBIAENR ,
RIBIEFERM, REEET—F, NREBEERAFPNEARNIELSEE , FARTEMERH
BET—F,
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6.

ESRI . EFEHRFEEDR , BAANSER 1 BHERFFPHNEEMRFNURSR 2 . AL EEHPHNA
F#4A, % Save configuration, XFHEHAEERL NHE,

AP MARNEENE L EE

BRBEULT HBRAF Active Directory A F14L 75 NZ] IAM Identity Center,

ANH0A P

1.

$TFF IAM Identity Center ## & o

2. ERRE.

3. ERENHEL , EBEFHFETF , NPERRE , RAEEREERD,

4, HEEEBESTEL , ERAFETF , AEERIMAFA,

5. EAFEBFHAFIT | WABYN A S ERRM,

6. EERMPAFMAT , EEERNBNAF.

7. ERREX,

8. HESMERT , %F Users (AFT ) . MRIRFARERBIEENAF , BRERFTEREFAF
N

i yIIEE]

1. 3TFF IAM Identity Center &l &

2. ERRE.

3. ERENEL, ERSHRETF , NhERRE , ABEREERYS.

4. EEERSTEL , RERARTF , REEEFMAFMA,

5. ERAETF, EAT , MAEBNASTHRIFERRM.

6. EERMNAFNMAT , EEERMNAE,

7. EERER,

8. ESMBEKT , ER H, MRIRPRERTEENE , BEERFERENASIXK,

MBI SE Bl I BR A P A4

BARAMNBSZEEFRBRAFNANSREFLABRNFEMESR , FEH ARE AD BFH THEFRE,
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i BR AR

1. $TF 1AM Identity Center & &

2. EERE,

3. BERENEL , EFSFHRETF , NFEFRE , AREREERY,
4, EBRRAFEIF,

5.

EERSCENNAST  EHERBRNAFZUNERE. ERBRAEAS , BEFAFEZIHN
kMg,

6. ERBE.

BERA

3TFF IAM Identity Center 2 %14,

EEIRE,

ERENEL , ERSGRETF , NPERRE K REEREEED,
ERAET <,

EELSBEANAT , EFERBRNAFZINEEE. ENRMEL  BEPABHZULNEIER
o

6. EEBE

o M 0N =

EENRERD

LERSGEMBERKNELZ AR , HBHLEEXT Active Directory ##Y A = F14H AT Y 4E 471 5 S Bk
£ IAM Identity Center 1, RERFE , BZ AR/ T RN ELS PRI LEE X,

TR

1. 3TFF IAM Identity Center &l & o

2. ERRE.

3. HARENHEL , EFSFMRETF , N\PERERE , RAREEEERS,
4. EBEERST , EREERD.

3 ACE7

1. 3TFF IAM Identity Center #&lA o
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2. EEIRE.

3. HERENEL, ARSFHRETF , NFEERE  RAEEREERS,

4. EEERST , BRMERD,

® Note

MREEINGEFERATMARMERL , MFRAM Active Directory £l IAM Identity Center
WRZEMRE.

BEA T RS HNE RS

BEXEHNEZEER , 5[ IAM Identity Center M H A RMEEE R BN EERS,

£ 1AM Identity Center HEL & 22K B RV E MRS

1. $TF 1AM Identity Center & &

2. EFRE.

3. HREWEL , ERSFHFETF , NhiEFRE K REEREEED,
4. HEEFDIT  EBEEFRMEMRS,
5

£ Active Directory AP EMT |, Bt & IAM Identity Center & 3174 /& £ Active Directory f F
B, flan , BAIEHESF IAM Identity Center H1377 & E 1 email BRETE| Active Directory F
FEREM ${objectguid}.

® Note
FEABMT , TTEE X IAM Identity Center 5 1777 % & M F Active Directory A8 1.

6. ERRFER. XFEREERLTMH.,

B TRSEEBASKIAEER AD RBE

ANTHEREVEDCTEREES ATEEN AD BEEMBATHE , RINBWERTUTSRRENLE
SEIE
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EHIMTRSEEAXIAAEEN AD @5

1. £ Active Directory # , I — 1" REFZ AU T EEEER D ) IAM Identity Center BIFTE A -
H, plan , |E LR iZ4A @ B IAMIdentityCenterAllUsersAndGroups.

2. 7£ IAM Identity Center F , FRESHFMBEN TEREBR S HIKRF ., IAM Identity Center FF[E %
RXEFSHPITEWRER,., 4. FAURFEBEANK R,

3. A Microsoft f2t#y Active Directory AP FIAEE API BREERE S A 7R =il Br A 7
4,

BENBEMRES

f&Bh 1AM Identity Center , A LUBNE Z 2 Wi SHRIZES (SAMLIAPs) 2.0 MEiE & M EE RS (SCIM)
L, EEKBATFHRMUED ) WIAERIHH. XEEHVAFEYERAELRFEIEE R Amazon
Web Services iR, R, TS NEIENKS,. AENEEEATNNARERF
IdPs.

Bl | SEE]LGERESNER IdP |, 440 Okta 2 Microsoft Entra ID , E| IAM B3/ RE , BHWEAFT
DAEREIE AP &% Amazon Web Services 1781 Okta 3 Microsoft Entra ID iE$., Zi#2&IA P
BRBAURNITHIRE , BAIUEF N5 E Amazon AR PRENK S M AREFHFRNE, 1
S, FEARREFERAEINEZIUE S Amazon Command Line Interface (Amazon CLI) , ENIATME
4R R BRI 2 25,

MEEFERK R Active Directory R #Y B EE B 5 Amazon Managed Microsoft AD , ESFEEZE|
Microsoft AD B 3k,

@ Note

SAML AR ER IdP L THAFPMANFZE, Bt , BXMEIFXLERAFMEREE
IAM Identity Center 3k f IAM Identity Center 7 ##iX L F F14H

HAFKBENE IdP B#HITRE

ERSNE IdP B, XTEFEFIEERN AP FMEAEET IAM Identity Center 1, REF 8EXT
Amazon Web Services Ik~ SR AEREFHITEADE. Nt , BALUFAFMAERE £H SCIM ¥
NEBE P IREETNEZE IAM Identity Center &, AR FfE. LB MAEERF , IAM
Identity Center B NHSTRAMNAREFEHRIIEEMEIEMIAEL 1P, Amazon Web Services
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Management ConsolefRf5 , IAM Identity Center 1RIE&RTE IAM Identity Center #8122 AV R BE R FXFiX
ERRANIFRNE, BXMENESZEEL | BHSH ACNATIRE.

£

- MAEEIN TS DR

 H{AI1E |IAM Ildentity Center F S iRHNER B 0 1R 4 & L5
- NAEBHMIREEFER SAML M SCIM BB SR

« SCIM BLE X1 SAML 2.0 3£

AN I B D R P

MNFXEFEAATER , EFRINERSME, FEZUMEERR IdPs. BJLH step-by-stepZ g AJ i
1%$# IdPs :

» CyberArk

* JumpCloud
* Microsoft Entra ID

* Okta
* Onelogin
* Ping ldentity

B X IAM Identity Center X#FHIIER IdPs A ESBTMEZFER , BSHAXNNT S HRMAEFEHR SAML
# SCIM B @ ExERil,

THERTARENSS D RAFEANTE.
EEZINA DR

$TFF IAM Identity Center #&1A o

EFRIRE,

FRENEL , ERFHRETF , ARERRE-EHSHR,
EEFESHR T , EBABSHREERF , RAREET -5,
ERENSSOREET , AT T®RE

o K~ w0 Dd =

a. ERFEABIHEET  EBTEABEXHUATEABEXHHATEREELENRE L, &
A EB B IR EE IAM Identity Center SAML JTEiE X
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b. EHORHEBABFETERBEEXHS , RERIMNESORHEE TR THES. REL
BaX . WABBEXHEERTEEMN IdP RIEAERATERN 2 x509 IE+H,

C. iij:%-lt_io

/A Important

HRE YA Active Directory M Active Directory ESURAMIBRFTEI AR AR A5
fil. RBEARKRRRE , ELAFHEFNASE.

6. FRGERFHAAEIDAZRERS  MAES,
7. EREURFHF. REEEFBEANE , BERDEXSBR.

n{aI7E£ IAM Identity Center FE A S S PR & TEIE

A LA E B2 B iR 4E IAM Identity Center WA S B IREEN TR, XEFRLFMENAFBE
& IAM Identity Center ZF 158 Amazon BRIEEN . THLBWNA T WMAIEFFMHEIE IAM Identity
Center FHIHER IdP W TEiE. ETRUIRE , BFEE— IAM BOFONALRSEH, BEXESE
B, 53 1AM Identity Center B4 22 F 0K F° 32451

ERARE B REEN TR

1. FTFF IAM Identity Center #2&IA

2. ®EFIRE,

3. HARENHEL , EFSMRETF, &FERE , AGERFEESHRIE,
4

EHDRHETBIERSD | EERE P TdE, S TE EERIER IdP /Y 1dP &%
URL /= IdP x##& URL, TRFAIBELENERE , RREREEL.

A FHIREEEHA SAML 1 SCIM F P EREIE

IAM Identity Center SEFELA T B F R M 5 B BLS IRIETHY

- ATRAFSH/BREIER SAML 2.0
- AFMER SCIM
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EAISE e IX LR Y B 2 1R 447 (1dP) #RE 2 5 IAM Identity Center B IV EIRE , BFEIEUT
BEPREI

+ SAML

* |AM Identity Center 23R &8 F i 4 ttb 11t 5K A1 SAML NamelD &= ( EJ
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress ).,

« WIS & namelD FERWELMERFS RFC 2822 (https://tools.ietf.org/html/rfc2822) addr-spec (*”)
FRFE (/rfc2822 #section -3.4.1), name@domain. com https://tools.ietf.org/html

o BB XMHTEERET 75000 NFER
s THEHLMBE EntitylD, X509 iE$ , H SingleSignOnServicetEH B FMutH —
s FXEMEZR.

+ SCIM

+ |AM Identity Center SCIM BIEEE F SCIM RFCs 7642 (https://tools.ietf.org/html/rfc7642), 764
3 (/rfc7643) #1 7644 (https://tools.ietf.org/html/rfc764 4) , JAK 2020 F 3 B EZK https:/
tools.ietf.org/htmISCIM Profile 1.0 E 3 (#rfc .section.4) FHEMN EREMER, FastFed https://
openid.net/specs/fastfed-scim-1_0-02.htmliX £ X #45 1AM Identity Center H 24 5l 35 e 2 [8] B 4E {7
Z=R197E |1AM Identity Center SCIM EiEFF & A RIEFMMI 2151 AP BRIEZB D 31T 7 iR

ldPs AXFAFE LR ENTEEINANE. BRREN 1P, THRAXHSREANESXLERE
MEBETH EEEB.

WRETERF IdP EHEE] IAM Identity Center BHERMEMIEE , BINBWERE :

« Amazon CloudTrail 33 i % =4 & #5K 12 % H & L ExternalldPDirectoryogin
° |dP ﬁ}rf H /L;\*H/jﬂﬁt H 7oA
+ HE& IAM Identity Center 8] 7R

® Note
BL |dPs=m ( A FRLE ) LLE R 1AM Identity Center #9228 “RATEF" = “E#EER 1

FX A 1AM Identity Center 12t T B {LWE E A K. 1AM Identer B RHZMREM 1dP 12
HibEm | BAMNBUUEERE , H/POEBRET R IAM Identity Center R INE ., HibE R
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“Amazon”, “Amazon EX&” SRELHEA “Amazon” EFE I B o] pEfE A HMER S 552 F/HA
W R, FEEETEZETEE IAM Identity Center £121T,

SCIM EeE X4 H SAML 2.0 EHE
SCIM #1 SAML #2& & IAM Identity Center RN EEEZERH X,
SAML 2.0 =i

IAM Identity Center X5 SAML ( Z£ M SHRICIEE ) 2.0 #HITHMHBHRERIE. XA IAM
Identity Center X33k B /A28 & 13 1R ARG #Y & 103 1T F 0 I E (IdPs). SAML 2.0 @ — A TLZ &R
SAML i S FF AR, SAML 2.0 £ SAML &1 ( R FHRMEEE 1dP ) M1 SAML A& (K
NIRSRMERER SP ) 2 A& EEXAFHNELE. |1AM Identity Center RS FE AL EEREREKESFH
RIFERBFRK, EREFATHAPRERIEN B MIREEEESREIE R Amazon Web Services ik~ &L
ER AR,

IAM Identity Center 3 &89 IAM & 173 0 fZ % Amazon Managed Microsoft ADZE /A S8 & 17 1R 4t
w0 SAML IdP Theg. RS , AR AR R B8R X HF SAML WARS , @3 Amazon Web Services
Management Console M2 =4 R ARERF , Hl#0 Microsoft 365, Concur , AR Salesforce.

B , SAML il FiRMER IdP U THAFMAN FZE. Hit , BXFEIFXERAFMATEE
IAM Identity Center 3K f IAM Identity Center 7 #iX L F4H

SCIM &34

IAM Identity Center h EiH & B EE RS (SCIM) v2.0 FrERH ., SCIM FEEH IAM Identity
Center 55 |dP W B MMRIEEL, XE$E IdP 1 IAM Identity Center Z B AFTE., EFHM
BUETRE .

BHXRWMAERE SCIM WEZELR , HSR /A SCIM NS5 MIREETEZE IAM Identity Center
., BX IAM Identity Center SCIM £V E ZFMER , 1S |IAM Identity Center SCIM SEHEFF &
AREE

FB
- 5 SCIM Fi B G iR HtEFEZE IAM Identity Center §
« B SAML 2.0 if$
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f , X IAM Identity Center A3} Amazon Web Services Ik i RIFK B, MRENEER R T
BIZ T 1AM Identity Center AAF® , BEERMAIAERMUL G ENR. BEXREZELR , ESHE AAF
=R B4 90 BE 177 1A X PR Amazon Web Services K F o

« Amazon CLI B &% EFAIREHEE | BX% %% Amazon CLI, Bx#% |, 2@ Amazon
CLI AFIERPNZEREFRIRAN Amazon CLI,

EBEI
ESER I IAM Identity Center AP REUGRTRIEMN S T2 AT , HiLEU T EREM

« 1AM Identity Center 812 IAM & f——24 25 IAM Identity Center B F 2 BLANRER |, IAM
Identity Center MIXPREFSIZRMERH IAM B, BYNRECIENIAMA RS Amazon Identity
and Access Management FEIZHIAMABE UL TFRE :

* IAM Identity Center HiEH R HNRECIENAE. 2B IAM Identity Center ATLMEBIX LA
&,

- 2B IAM Identity Center PR A P FREAREEE BN N REMN NN AR, BT EGNRER
B RDELLA 1AM AP, IAM BRE AP SRS 1Ko

- BRAEBIXLEABHHBRFERKUAFIFE IAM Identity Center FMEFEY E 144,

BXRUMMAIREUETE IAM FEIZHN BN IR EIEREE | 2% Amazon Identity and Access
Management F 38R BV A Im it Z £ & 1F Amazon CLI,

o WA LLREBN R EN SFIFLER A ——&F Amazon Web Services BRI E , BEK 1AM
Identity Center AR 7B REFE RN TAAE, IAM Identity Center 1 Ltk A & A2 — /N £ I4EY
RiF, WRFAER 1 E 12 /06t , EABRTANREREEN X FFENE, RIAXESERBER
—/Nit, BXEZER , 555 i8E Amazon Web Services I 7 1 & F 4L 01 A

SR BN il 387 13 B A ALE
B LA BB F s IRERFRIET 1AM Identity Center F P B9 I B X AIE
FB
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- BIRIFELE (#EF)
- FHEERF

BRI (#5F )

B3 RI#FEUEE A Open ID Connect ( OIDC ) REREBENIF K, ZHE=REA Amazon CLIFH
aws configure sso R EEXKEHE, EAAFEA LGS B3R SENEMA Amazon Web
Services K7 2 BRI R EX BT A&,

EiFRIAER IAM Identity Center PRI AR , aws configure ssolEE{Tan® , AE
Amazon CLI \XIBEE8E O XN, RERK Amazon Web Services 158 TP &iFL4 FEIRS |
Amazon CLI $i£ Bzh# R G et ik 3 B 3h Bl#F .

AXEMESR , iHS 9 Amazon Command Line Interface AiF 5 #Y aws configure sso
wizard BB SR ELE .

FRER A] B 3h %7 89 e B £ E

1. FHEERIREMISERF URL BF Amazon Web Services 1hEI[TF, IRECIET IAM
Identity Center FAF? , & Amazon KX —H B FE4EE K HPIELHNER URL, BXRESZE
B ESE (BRFAPEE) 98 Amazon &F Amazon Web Services 518 [T,

2. HEMKFEI+FHHEIZE Amazon Web Services IKF° MR ZREILH, HEERKSIER , 2ETRE
Zk P BBV P B FR, k7 ID R FRR 4R Hb it

@ Note
R HE 25 HHEM Amazon Web Services K, NI B] 1 & 7 itk 7~ 2 B AR
£, EXBERT , BRRAEHNEE R HERMBMAERMLEFRNE. EXEZEE

B AR SEAE 5 E A RIAR Amazon Web Services IKF

3. HEWRFEBHRTH , DEAER IAM Identity Center AFHNRREE R ATHAAR, i, MES
# IAM Identity Center F /= 4 % Bt E1% 0K 7 9 PowerUserAccess X R , MiZ A &1 Amazon
Web Services 517717 # & 7~ 59 PowerUserAccess.,

4. REAGEMZUNGED , EFHRZARKHEERGSITREELM,

5. 1 “FREUVESRE XFEES , 1% macOS # Linux, Windows = PowerShell , E4HUR F IR L2 %M
B®ERS, Amazon CLI

6. 7 Amazon IAM Identity Center £iE ( #%F ) T , WEREH SSO Start URL M SSO
Region., f#/3F IAM Identity Center B ELE X4 sso-session BLiEJ Amazon CLIE
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EXLEE, ERMMEE , HIRER Amazon Command Line Interface AFIERFHER aws
configure sso wizard BiEBHELE X RV A TR,

18HE Amazon CLI EEHEXEMER , Amazon Web Services Ik~ EEZEIFRIHA,
FHEERE

B u] LA B F a3 EERIET A 3R RIKEVS 435 E Amazon Web Services Il F S ENREXBN AR
IGEEIE, At , B LEF HEWNIE EEMENG S, FALAE | BAMF 3 RIFIEREIE,

EIRHEERIE 281 , B LLETT Amazon CLI 86,
IREUE F h Rl F BV SEAE

1. FHEERIRMEMNISEZF URL &% Amazon Web Services 1 EI[TF . MIREQIET IAM
Identity Center FiF° , & Amazon £3X—H B FER4BE , HFIEENER URL, BXESZE
B, #5H (BFAFERE) P Amazon &%F Amazon Web Services HE[ T

2. EEFIEDFH , HEIZE Amazon Web Services Ik MNFRZIHRIZILERN , HEFKF ER IAM
ABBN (HINEESR )., RIE IAM ACZMZHAED , ZRHEZFARRRERGTITRE
EiFME,

® Note
MR EEHE 25 HHEM Amazon Web Services K, NI B] B & 7 itk 7 2 B AR
£, EXMERT , EFHRRALEHEERHERMII SR FRNERE. BEXEZELR

ESR NAP SR EEE 9 B 1A EIAREE Amazon Web Services Ko

3. T£ “FREUVERE WIEES |, %EF macOS H Linux PowerShell, Windows = , B4R T ELERN
BERS, Amazon CLI

4. BEBLATE—ED :
o EIN 1 : i%E Amazon FMETE

R BEFIEEILIRE , 818 credentials X HM config XHFHWEMEE. &
REZEL , 182 Amazon CLI AFEBEP A ELZERE Amazon CLl,

EFERLED , BT EHIRIBEMAR , FaSIEE Amazon CLI KigE A , AKX Enter &
REMENNETE,
o RN 2 : FBEESXHARNE Amazon FiE X4
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EERWET A ERATRNEIERESTH S,

EFAED , BT TEFEBELR , ASEm ST HE Amazon credential sX#HHF
DR EFNGEREX . BXEZEL , BFSRANIESZEERETHHZE EAmazon SDKs
MERE M. BEFEALEIE , 1 Amazon CLI S HIEE- -profileitl, X406 fH4H
REIE XN FTEIRE,

« &I 3 : £ Amazon REEFIwPERENME

EFIET A M Amazon RSB FikiG Rl Amazon BiR., BEXEZERE , BZRAATE
Amazon b 1THENIE,

EFEALER , FRHEEF RN FXEEREIRET  AERESBELSESEN SDK
HAENZEE, BXEZER  FZHEE SDK API B3 H,

2218 [ Amazon Web Services Management Console B FREYHR$#E T = 51

7£ Amazon Web Services 8] [ 17 A2 RES K228 IAM Identity Center A5 SZEHH
BEBR (HEEESENRE ) MEFEFHISE B H8 Amazon Web Services K.  Amazon Web
Services Management Console

REFRERTUNBESMIMEET ErtE., BLFBETZNITMH Amazon Web Services
Management Console ( ‘@3 Amazon Web Services TH[R[TF ) S E R FTEN B & URL ( 40
Amazon S3 FEBEFIRE ) , MEUUFERARESXNFEZEHERIIE —NB iR,

REETT T EEE B ARt I

MEFNFEZE=ERED , HAREERIIE -
( ik ) BREEH N EEEED Amazon Web Services Management Console 18 E R 1 B 4E4T B #& URL.
530 , Amazon S3 FEFESEHITTHE.

(it ) EERANERNBEERE BN DPHLIRS URL, BRIZFBFHRESNESZER , FSRIEET
PR A LUE RIE 5 1] Amazon Web Services Management Consoles

« Amazon Web Services Management Console K. K18 B ¥roJ#YERIA B #Ro
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® Note

REYEES IAM Identity Center #1T BB IUEH BN Amazon IKFF B8 URL 2B 7 HE
MR PREERY |, FRER T B2 S EI B4R,

Amazon Web Services TR @& —MNEIZREANIZM , BB EZABTHRENRES N EEE,
MRITEREBI URL ( E—NFIRFPHE—ET ) |, WAL Z URL EFEIBIER#FITHE,

1£ Amazon Web Services 1518717 R 2 REH N 5%

1. &3 Amazon Web Services R TP fE , EBKF R+ , AREREBRES IR,
2. BEXEES :

a. 1%&#F Amazon Web Services IKF FERAKF ID KK EH. BARBKR , THEELERT
LLIARIR CE K IDs M. BREERESEGFRINIKS

b. (A& ) NTHIIRPIEE IAM AR, RERIBEAEREKSHNRE, MRELHERS
&, NEEARESEEN  RESRTAFPAEKFEE - BRAEMENNEE,

(® Note

BITEBIRED XNEER THOLANR. REFXBRENEATESTBRERTH
NRE, WRAFZKENKFMEIR URL DEHNLENRE , NESWELILF,

c. ( ®& ) %A Amazon Web Services T [8[ 178 B ¥ URL, IREEREH A URL , MESE
FtiER Rt | FREIERIMIRES X454 B /RIET B 31 E B 7.

d REHEANS , REAXNGESCENFERIPER. EFES URL R, NE , ERLUER
SHNREFRNEZVUEPE | tAIUASEGHEENRESH 2 BN RE L F E — Nk
WIMEEHRHZERZ,

A URL RIBHEZ 2K Amazon Web Services Management Console R#E 75 = 5% 2
URL WFrESEE , 2EKF, ID. NEEEMMBIR URL , BHSMELT URL 4B,
RiEFRXEZLFERAUTEZY B Amazon Web Services 17187 URL :

/#/console?

account_id=[account_ID]&role_name=[permission_set_name]&destination=[destination
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PEXEHNTE URL BEATER :

https://start.[region].home.awsapps.cn/directory/[directory _id_or_alias]/
#/console?
account_id=[account_ID]&role_name=[permission_set_name]&destination=[destination

UTE2—MriEAREEERA , 8 S3FullAccess NXRELLAFA B F 123456789012 K/ |, 4%
i1 S E S3 H4IAEX :

* https://start.cn-north-1.home.awsapps.cn/directory/example/#/console?
account_id=123456789012&role_name=S3FullAccess&destination=https%3A%2F
%2Fconsole.amazonaws.cn%2Fs3%2Fhome

EAZ R H 1T MFA
1£ Amazon Web Services iR TP ARER U T I BRFMITZRZURITZE G HRIUE (MFA),

(® Note

BINEWELAREIN S HRIERNAREF THILHRE L RARBEFHERITHLEFRND
R, AXAILE MFA RE LERANNARFNIIR  FSR ENSHRISENAER.

EMERIRE , BAMETE MFA LfEM

1. EFKEH Amazon Web Services THRITF. BXEZELR |, BSH &5%E Amazon Web
Services AT .

2. EREALAMIE , EF MFAER,
3. EZESHRIL (MFA)RERE L , EFFMER.

® Note
WEREM MFA IRZIETUE R ARG , FERRENEE R DIRBUEMHR £ AR,

4. 1EEM MFAREREL , EEUT MFA REXH2 —  RAERBHBETERE

- BORIRNARER

1. ERESHRIEFNAREFAE L , EURLIEEIH MFA RZFNEERFE , 25 QR K13
B, ZEARTAEFZE QR BHRE L FHRANESR,
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2. (EAYIE MFA 2% , TUUTRE .

a. ;I #HBEWN MFA BRRIER[NAREF. BXTLUE MFARR LERNKLI NN HAE
FHHR  BSH EXEHRIESENARERF. R MFA RAXEZMEF ( 249 MFA
®E ), BEECEFK, (FH MFARE ) BIETL

b. B MFARARFREXIF QRS , RARHERESNRIIFNARFAELHNTUTER
Ez—:

i XBRERQRARE K AEEAZNARFEE QR B, fl , SRR ELERS
R R LLTF Scan code ( HIFHARR ) M , AEFEAEENBEELABEHAB,

i. EBREREZ , AR ZBHBATEHN MFA MRARRFES,

/A Important

187 |IAM Identity Center BLiE MFA 8% 8} , RATE AT QR B EHANE
TREETLZENNVE, MREEZXFINIMLMEFTLE MFA SHRIEENARE
F ., X2BmHE. IREIALERE—BR , BAREEFRENARER ,
FEHEAMERN MFA BE,

. EREFHNRIUISENAEFNEMNSHRIISEABT , MASTE REYE MFARZE LN —
R,

/A Important

ERAREZBILERRENER, MREERNRD , RAEFFAKMNEFTRERER ,
N MFA RZERIIEENAFXRE , B MFA RBTRL ., XREANETHREIN—
RUEZE (TOTP ) RREIH, MRREXMER , BUUBRESRE.

4. EESE MFA, MFA RZIETUTFHRER —XMED , MEAUEEREEAT. Amazon

« REBPATNESHRIER
1. EEMAFNZEZANE L , BRI R[EF S RENRHARITERE,

® Note

HERSRINGH[HLFEMR. KWEMREE , EULREENE REMREFEME
REXRBKEKR, ZEEREN , FERESRS , WAFTEN , AEERRE

EMEZHIT MFA 157



Amazon IAM Identity Center ArfEm

B E X Amazon Web Services iF 8 [~ URL

BINBERT , EBALAEAERFE L T XA URL Amazon Web Services 177
F? : start.home.awsapps.cn/directory/d-xxxxxxxxxxo. EALZEMTHERBEENX
URL : start.home.awsapps.com.cn/directory/your_subdomain.

/A Important
WMREEHT Amazon Web Services i5E[T1F URL , MAERTERNEHRTRE.

B & I M it

1. #TFF Amazon IAM Identity Center ##l& , Mty https://console.aws.amazon.com/
singlesignon/,

2. 7 IAM Identity Center 2| & 7 , EFSMEKFNEHER , AEKRIREBED D

3. % Amazon Web Services 1817 URL 7 , &#F B E iR,

® Note

MRARERBENIERA , MR Amazon Web Services iFRTFERBEEN . BENX
Amazon Web Services 15817 URL 2 — X MHEE , TEEH

4. WMAFTENTFHBALRERET.

WE , BRI LMER BE X URL @iE Amazon Web Services 17171 & F Amazon #2454,

Identity Center ARV Z E & 1R 1E

IAM Identity Center EF BB ZEFHRIE (MFA) , REtFRFERFPKRT AR BMNBBI |, BELHAER
MFA &%, X AR AP AP 6 AL TN E #EE R Amazon Web Services H R[] -

- HAFBNEB, XREB-ITREXR , WRAF AR,

- IURER. Z2FARENYRG. IREF-NEE , WRASAEA (58 ) IESFFE (EWR
A ) MEZ, E-AMREARERAFNBRBERNSHRID, ERIHTENNZL2EZATA
PR EYDIR BT,
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BRIEFLT TERL B A MFA $BE |, & NIX 2% R 3= ] BARS 1L RZ RN 5 R ERY Amazon BIR , NTIRRS
Zatt,

BNAPRZULEMANEUSORIEENARZER (REEEN B REFAFREM EH—IXHE
REEHRIISFNARRF ) , URADFIDO BARKIES (SERNESHRIISMEZEEA ) , BATE
H\A MFA &%, TH#EAEX ERT IAM Identity Center YA | MFA X & NEZES,

F&:

« &M T IAM Identity Center B &] F§ MFA 38!

- £ IAM B0 EE MFA

« EMASH MFA 8%

« EWmABSMBR IAM Identity Center FEY MFA &%

$EF T IAM Identity Center B8] F| MFA 288!

ZESORIE (MFA) R—MEEMARNIE , IEBAFRNZEYE. AFNE—1NEE (4]
ERE ) REMNZENRR WA ARER, HERZETUARSERE (ZRENEY , flNL2E
) RERREE (LHNED , HINMEYRNEAHE ) . BARTEEE MFA | BUERNERYIK PSS 0
_%R*Fo

IAM Identity Center MFA X#FATIRZ LR, FIEMN MFA KB FE TR KENEH A FRIARE
F Amazon CLI v2 1 IAM & #

- FIDO2 5#p%iEzE , BFENEN S HRIIENLL A

- BRI GHRRIEENAERF

- {RECHRADIUS MFASRILE LA T 77 % Amazon Managed Microsoft AD

— NAPRZAUEBENS MFA &% , ERERESHIMNEL FHRIEEFENARR NS FIDO 54
WUEEs , FMEI—1. Amazon Web Services i /7 #&3& 7] LU MFA i% BB iE W & H i 1Z BN Fi%
ZHAN BB BEFHMNARA IP it B FAFHEE MFA, BXIMANAFEE MFA RENESZEE | 1§
SRGRERPSHRIEEAN MFA KB M, BE MFARESEH

FIDO2 & 330Uk 25

FIDO22—/N3#E CTAP2 WebAuthnFIEF N MBI IRE, FIDO FILEGHMEHNEINEE , B
AR AEEIENMIEFTIRER , a0 Amazon,
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Amazon ¥ FIDO B RIISEMNFHREERNAEAE - NESHRIISENELZERH, BEXEELN
FIDO B RIISEXHNEZER , FSHET X,

=

g
- NESHRIER

- REEH

- BIEER BHREBMEM FIDO S KIERE

NE & BRI

ZANMRACITTENNB B FEENE S HRIEST , /0 Macbook £A TouchlD =& Windows Hello
RENBBY. NEENRZEERAFIDO WRNESMRIESS , AT AFERESN. EHIZE PIN
BEARE-IHEE,

R EH

REBARESR FIDO WASEH S MHIRIULES , BRI LUES USB., BLE 5 NFC 3K HiE 2| &
Mig%, BWE MFA BRTE , RAEFAZANERSETRNFRT, ZR&FAN—ER602F
YubiKeys ¥ Feitian 248 , ¥ LM R 2 F4AL0RHEIREM FIDO Eif, HXFAEA5 FIDO AIE
NEZERAMHIEK , FSHELE FIDO AR ™ @o

ZEEER. ZPRRMPMAEM FIDO FHRIER

SANEZFREBIEBHINAEFHH FIDO HHRIE , PIMNZBERERTAINEE,. H8 FIDO B
R ERE-FUREMAT G, XLERR FIDO MiIREALLE IAM Identity Center BB &R |, B
WIRTEN MFA B RILIETUZ B12E B FIDO &3 KIEsR.

® Note

AL FIDO 5 WIFSSAIUGIZ AT XM FIDO &EiE , A4, FA AU ER 6248
WiR%E , B NRESHEZREI =R, B0, B LAE X EH Macbook £ Apple Touch

ID EMER , AEEBEZNERE LR RER Google Chrome , £ iCloud F{EAZEAM
Windows e A BB FM L, BXMLREZIHFIETBHAURBRERZNR K LS 2B =50
R EREMNESZELR | 1§28 passkeys.dev LR & X EHFR , Z&RHE FIDO BREHM
T4 MEXEE (W3C) fast 44,
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LS DRI ARERF

FORRIERNARFARLRET —RMEB (OTP ) NE=ZSFARIIR. EUNLEEBHEE
HFREN LB HRIERNAREFBERNKN MFA R&, E=550RIUERNARFSANE RFC
6238 , X B —MirHEMNE TRE/ —XMES (TOTP ) 8% |, BB ERANUES BRI,

RABITZESOHRIIN , AFLAEESNAAEFRARBEESORIIRNARFNERNE, 2
BLERAFNES MFA RELTRE—N, INESELERFEMANSORIEFNARER.

ZNH 5 HRIERNARF

RIS TOTP R EN N ARFE T ER IAM Identity Center MFA, TRIIHELNWE=H HHRKIE
22N AR R A HIERE,

BRIERS £33N AL H DI RN ARF
Android Authy, Duo Mobile, Microsoft Authenticator,

Google Authenticator

i0S Authy, Duo Mobile, Microsoft Authenticator,
Google Authenticator

RADIUS MFA

T2 5 PRI AAF RS (RADIUS) 2 —f TR AN E P is-RSEHiL , CRESHRIE, R
MK ERE , AP TUEEEIMEIRS . Amazon Directory Service @& — RADIUS & F
i, ZEFIRIEZEEEET MFA fRARE RADIUS REE5. BXEZELR |, BSHHF Amazon
Managed Microsoft AD/E i £ & 5 B RilE.

& A LATE IAM Identity Center R fEFl RADIUS MFA 2 MFA R&ZRAFIIF , EFERIRERME
MREAEE[FH Amazon RENRRAEZFHRIERFEITF |, IAM 4 FR0HFH MFA 2 RADIUS MFA
HERA R,

&7 1AM Identity Center /Z A MFA &Y , BRI FEE— & MFA R&Z T 828 % Amazon Web
Services iETF . MREZFFEAN RADIUS MFA |, IFE IAM B H 0 EHA MFA 2R LB =
EFiFEITTF AP # RADIUS MFA, Amazon Web Services B2 , HAFPERRMEEMATSZE
EFERANMNARRE (HIERT SQL Server # Amazon RDS for SQL Server ) B Amazon Directory
Service , RADIUS MFA & 4#4E [ fib {148 R £
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REH MFA % IAM B4 02H & EHER |, 7 BEEHN RADIUS MFAEE X , Il Amazon
Directory Service RADIUS MFA F#2%li5 [ 1P &%, Amazon Web Services iIXE ki , IRZEH
MFA , IAM Identity Center f$[E1RE| RADIUS MFA BLiE,

£ IAM &5 OB E MFA

HENSHREET IAM FH P08 4 F#I AD Connector Bt , Amazon Managed Microsoft
ADZ R LATE IAM SO0 BE MFA TheE. B Al , /5 5 1R & T X#F IAM Identity Center HHY
MFA,

BTR MFA B —#REW , EABURTEN IAM F4 7 0IREMALRET.

- FEAFAERAN MFA XEEMSANZ G ORI, XFMECE TSR LEE MFA RZE IR
R B B 2k R T RN BR

- WMREH P X0%F Amazon Web Services 17817 F 8EF RIMBAIN B FoR4E |, BAEREF ‘B
RAUATIR BN B FoR - ZIEH — IR MRS &, Bl , By P AT LAE Amazon Web Services
1A 71 Microsoft 3659 f A Sk F it 1 W B F iR, EXMBERT , AP BEERRKIEE , B
& 3 Amazon Web Services iR 17, BXREZER , H5H EE MFA RZ X,

- MREBBREFREER RADIUS MFA Amazon Directory Service , M TTEE IAM B LR EH
MFA. 3fF IAM Identity Center B9 Microsoft Active Directory FIF® , IAM Identity Center FREY MFA
A EMER RADIUS MFAYEBRAER. BXEZER , FZH RADIUS MFA,

« LA YouTube #USABLA T MFA 1 1AM B4 -

IAM S50 FKRBINZES BRIERINME

F&:

- RTAFZTH MFA

- EERFEHRIEERN MFA X5
- BE MFA 8% XK

- ATAPEMESH MFA 8%

RRAFPER MFA

BALUERAUTSRRBEATAFESHEZHE NSRRI HITZSESHRIE (MFA) BRE,
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/A Important

A ER 5 Y BAE B F Amazon IAM Identity Center, 4 1F&EAF Amazon Identity and
Access Management (IAM). IAM Identity Center ., AFMAFZIEFRETF IAM AP, AF
IAM AP &EIE, MRHREEITHREXRN IAM AFER MFA i8R |, 15 % Amazon Identity
and Access Management Al P8P HEH MFA &%,

® Note

MREFERANRAIL AP |, MZEEHRRIEEFFAAAH, BHAEE IdP EE MFARE , M1
2 IAM Identity Center BIEiX iR E,

L& MFA

1. $TFF IAM Identity Center #2#| &,
EEMNSMERS | &E&F RE,
FRENEL , EEFHRILETF,
EZEHHRIERS |, EREE.

ERESZESHRIENEANRRAFEE MFATLT , REENLSENRZERIEEATHH
BirE 2 — :

o A 0N

o« IR RE (IRATR )
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* sso:PutApplicationAccessScope
* signin:CreateTrustedIdentityPropagationApplicationForConsole

* signin:ListTrustedIdentityPropagationApplicationsForConsole
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- REENETF (RFC 8628 )

(® Note

X LR R QAL A T XI5 L ZhBE Amazon Web Services BRS HRFRE, XLERS ATRE

HIEFEFFE Amazon Web Services XIF R & XSt R, XX ER , Amazon Web

Services RS BS R XM,

SAML 2.0 1 OAuth 2.0 IR

187


https://www.rfc-editor.org/rfc/rfc6749#section-4.1
https://www.rfc-editor.org/rfc/rfc7636
https://datatracker.ietf.org/doc/html/rfc8628

Amazon IAM Identity Center ArfEm

OpenlD Connect (OIDC) 2 —fE T 2.0 LN FHRIEMNI. OAuthOIDC $EE T t{a £ A OAuth
2.0 #ITHHRIE, BT IAM Identity Center OIDC RS APIs , BiFFERF M —/ OAuth 2.0 BF i ,
HEAHF - NRERIHESHE , ZTEAIZRFH IAM Identity Center I2EXR, APIsR AT
2IBEIFRSEE , FHREMEBN API AF. &L IAM Identity Center BB R S HRBEBESHBRZE |
BARFRLAAFYATHAERERE (MRMITERXAY ). AE , REAFLRATRE , T8
AR ARFHT API A, XX AP BAARERRAFWXBRHEITH, ERMEL , IAM Identity Center
LEANARFRE—NjESE , HYa3AFRENHESERE,

5/ OAuth 2.0 #FH2

OAuth 2.0 R R RAEEN X F R LHM Amazon EENARFIKEB. EFH OAuth 2.0 Hifg , &

# IAM Identity Center 325 & F BV 1E{T Amazon X FNRENARFBLIATBELENRSES
1 Amazon Web Services X1, HZHEMNNARFRIXA , Amazon Web Services fRS ABE
Amazon &N AREFH XE 0 AR EEF A 1AM Identity Center L4,

EEAER OAuth 2.0 RENNARRF , RELAF- LMH ANARFEEN URL , FEERN IAM
Identity Center SE6IE M, RTFEMAREFNTRE , EREERNE L5 @A FRME Amazon Web
Services T EI[TF URL = IAM Identity Center SEHIHY K& URL, &R ELFE IAM Identity Center 2
HEWRENEHERIXAME. EXEEEFHNABRFHNEMEES  BSAENNNARRFX
N

BARFBREARFNATHENFRIATLARFEANE 85 PKCE WENRBET | ER
BEBRET,

855 PKCE M ERRABEF
IERERERANERNRE LIETHNARFER.

1. I RREEE O,
2. MERPER#THHRIE , NAR[SEE@AFRTHAF FHRIE.
3. T EBRIE , AF2BI—IEERFRE , EFERUTER
- NAEFNER
- NAEFEREEEANTHRIEE
4. AFAIUECEEERE , HAGTEE  RAENARFSRERAF O REEHITIE R,

REENERT

LREZAREAERARREINLRNREZ LETHNAREFER, SNABRFEHZRN , NARFS
RE— N URLA—NAFPNRE , AFAAEEERFNERITRIE. AFRKBRLEN , RABFIR

SAML 2.0 1 OAuth 2.0 AR 188


https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/API_Operations.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#scopes-oidc
https://console.amazonaws.cn/singlesignon/
https://console.amazonaws.cn/singlesignon/

Amazon IAM Identity Center ArfEm

ENNARFATRESZEAFEATRAENRE LET. ZRBAIBRAFREMENES -8 RELED

KR,

® Note

MREEFEFEMEHAdevice.sso.region.amazonaws . com , N A EHFHRBURES AL
ARBRRRYE (PKCE), BXEZEER , BZHEHAAmazon Command Line Interface A
15/ Amazon CLIFHELE IAM &4 505 HKiE,

1. SRENEANRRNRZRIN , ST F—MRRHFEO. IREMNRENRENIRZEIET
RPBRES—BR& EITTTRKEE  RAENENARFRHAN URL.

2. ZERBHER , MRAFEKRBETEHNRIE , WRRLEE@MAFSRTRAS FHRIE,
3. B OBRILE , AF2FF—IMEERF , EFETRUTER :

- NABRFHNER

- NARFERESERNEEEE

- NAEFRASAFHAFKSE
4. AFAIUECEEEREE , HAlE TEERS  RAENAREFRREAF O RESEHTIEH,

RS E

YERIEE XL T /@Y OAuth 2.0 RETFRINARS WL RINR. ERABRERS (MM RFERSSE ) X
SRENBRSRREMEXONREHETIEN -GN , ©1EE T OAuth 2.0 &/ in AT LU RV E
#B®1E, OAuth 2.0 FF¥w[E IAM Identity Center OIDC FREZEMAT | ZFFinats ESeE LA EBHE T
B AFXTREES ERITIXERE,

OAuth 2.0 EFimfEA OAuth 2.0 5 3.3 7 ( RFC 6749 ) HE X B scope BRI E 7R hEE RN
BR, EiERFETHEN , ERHHRZSIUUEE 25 NMNEE., YAFEXA PKCE HENBRFRERIK
ZENEFRIEHRATEER , IAM Identity Center 25F e B RBEHIRE RSP,

Amazon fHEERINE IAM 519 023K 15 %3 Amazon Web Services BB, TRIIE T EMAHRE
FimAt , IAM Identity Center OIDC RS Z#FHIEHE

SAML 2.0 1 OAuth 2.0 AR 189


https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-sso.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-sso.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/Welcome.html
https://www.rfc-editor.org/rfc/rfc6749.html#section-3.3

Amazon IAM Identity Center

RAriEmE

EM AR ZFFIE , IAM Identity Center OIDC BRES X #EH0 15 958 E

SEE

Sso:accou
Nnt:access

codewhisp
erer:analysis

codewhisp
erer:comp
letions

codewhisp
erer:conv
ersations

codewhisp
erer:task
assist

codewhisp
erer:tran
sformations

codecatal
yst:read_write

verified_
access:ap
plication
:connect

redshift:
connect

datazone:
domain:access

iR

118 IAM Identity Center B & ik  FNPREE

BAX Amazon Q FF & & RIS DAY 18],

BAX Amazon Q WEXRTBBER WA,

B A Amazon Q Bl R4 E],

Bai3x AT EHETF A/ Amazon Q FF & & R{K
BRERFNIEME,

Baix AT RABERN Amazon Q FF X ERK
BREFNIHE,

EEFE AZH Amazon CodeCatalyst &R |
AW RIENFIEIE RIR.

/B A Amazon Verified Access

B D5 Redshift

BB K DataZone HERITAE

> FH RS

IAM Identity Center

Amazon ¥ % ID
IAM 5 15 =0

Amazon ¥#%& ID M
IAM & 15 # 0

Amazon &% ID #
IAM & 15 =0

Amazon f3# % ID
IAM 5 15 =0

Amazon ¥ % ID M
IAM & 15 =0

Amazon 3% % ID

IAM & 45 H1 0

Amazon Verified
Access

Amazon Redshift

Amazon DataZone

SAML 2.0 1 OAuth 2.0 AR

190



Amazon IAM Identity Center ArfEm

B iR X ENRS
nosqlwork B2 FiRE SR R NoSQL Workbench
bench:dat

amodeladviser

transform BEAX Amazon ¥ A 15 7] PR LA 1748 Amazon %
:read_write Bk

REZFFEER SAML 2.0 NAREF

MERFERANEFRENARFEIHE SAML 2.0, NATLUEE SAML 2.0 $4£8 IdP 5 1AM Identity
Center BR&#23K , H A IAM Identity Center B FP XX LN AREFHN IR, &7 LLFE IAM Identity
Center BHIAFNEANARFEFRFEEZE— SAML 2.0 NAREF , LA LLEEHSH SAML 2.0
BARRF.

(® Note

MBEBERF OAUth20 WEFRENARRF , HAENWAFEENXENARFHITIHRE
Amazon Web Services fRS , N AT LAE A AE & &, BYAESMERE , AP UERN
BRERF , ZNBARF A EER G R IER %1% B - 8 54 Amazon Web Services RS o

ES ]
. g

3k B IAM Identity Center N AR B XN ARERF
LA SAML 2.0 AR

=1
 IRE

REX B IAM Identity Center N AREFEXNNARRF

B A LAE A 1AM Identity Center 2 #l & PN AR R B RAMFZ A5 1AM Identity Center Bt & £/
ME A SAML 2.0 B RER. flan , E#@#E Salesforce. Box H Microsoft 365,

REZBRARFHLREFAEE , NAWMMIRE IAM Identity Center SN AR FREIREE 2B K
EE. EEFHPEENARERFE , BSUENARFVEENHESPHRIILER. BENARERFE , B0
BIFEE | [ IAM Identity Center B A P SR 2 Bl 5 9] B FR o

& L33 2 7E |IAM Identity Center N AR A RSFSIRME 2 B1ZE SAML 2.0 FFx R,

SAML 2.0 R ARRFZE 191


https://wiki.oasis-open.org/security

Amazon IAM Identity Center ArfEm

FHRPITHERE 28, RERFSREUENVTHREIREFRERE , IEAIULEEFNHIRERS
F. MRERBUXH , DAILERALESEFHEEFE.

EMIABRENRERFBRTHNARERF

1. $TF 1AM Identity Center & &

ERENARRF.

EREFREEDF,

EERMNARE.

EEFENARFRENH , ERREFEN THRENEZPERENAER

ENARFERET , THRERREPRAZRNNNNHAEFSE W

HNARFHAEERERPE , MIIRPERZNABRFNER , REEET—F,
ERENAREFIH , EREMNERFRAMAERTNARFNEXFARFE. BTN REXLE

1% =|
(=R Ye)

9. 1£ IAM Identity Center TEIET , HITLA TR -

© N o o M~ w b

a. 7t IAM Identity Center SAML THIEXH T , EFE THUATHR S T IRHERE THIE.
b. 7E IAM Identity Center iEH T , %&F THRIEB A TR S HRMERIES.

® Note
BEEIRSEEPMNNEEENARFN , Z2RARXLEXH, RRBIZIBHEEHEAR
T84k

10. (AL ) ENARFEMT , BuULEENAEFBZ) URL, AHRTMNSFTFLELNE, BXE
ZELR |, BSH T |IAM Identity Center B EATHNBAREFE M.

1. ENABRFBET  MITUATREZ—

a. WMREERBENMHG , FEFELEANARE SAML THEXH. RE , EREREXHFUER
FRF TBIEN M

b. MRLKBERBFENMN , FEEFHIRBATKEE  ARREHENARERF ACS URL MINARERF
SAML ZAR1E,

12, TR, SR ANINZR I8 N AE R FAE R TE.

o

SAML 2.0 R ARRFZE 192


https://console.amazonaws.cn/singlesignon

Amazon IAM Identity Center ArfEm

ERECH SAML 2.0 NAERF

AL BEITREAFERA SAML 2.0 #1TEMBKRERIENNARER , RBF/EFME IAM Identity
Center, EIREBCH SAML 2.0 NARERF , HXEHFTTHRESTE IAM Identity Center 12§l & 1% & M
RAREFBEFHH SAML 2.0 S AREFHERE. B2 , BEX4HABESH SAML 2.0 N AR FRHFNN
SAML B MRS, XLBREFHE IAM Identity Center N IR R AR F EFIER SAML 2.0 i§. &7
DEBERIRERN ARFZ AL SAML BHMRET, &3 BA7E IAM Identity Center 3 &l & B R F
BFFAESNELRME SAML 2.0 B HEBS,

E AL T2 7E IAM Identity Center F14&HY SAML 2.0 R ARRFREBERE 2 HRE SAML 2.0 51F
KR, FHRPTHEREZE , FEREAERFSEMENIEPNABBER R Y , UEEAZHETHNIR
&,

EZBHRECH SAML 2.0 R ARF

1. F#TFF IAM Identity Center &I Ao

EREMNARRF.

EREFREETF,

EERMBARRF.

HERENARFRETH , ZRREGEN THREERENTIAERF.
ERARFEET , &EHE SAML 2.0

EET—F,

ERENAEFIELNEENAERFT  WMANAEFNEREN , 6120 MyApp, RE , @
AR

9. £ IAM Identity Center TTEIET , HITLATIRME -

© N o a0 M~ w b

a. 7t IAM Identity Center SAML THIEBXH T , EE THUA TR S D RERE THIE.
b. 7£ IAM Identity Center WEH T , EFETH , A THF BIRMEFIES,

(® Note
MErEBIRSREABNMGRERELNARFR , BaHEXEX .

10. (W) ENARFEMT , BEUEENARFES URL, PHRSMNSFEFLMNE, BX
EZER , 55H 7 IAM Identity Center &1 A TN AREFE .

SAML 2.0 R ARRFZE 193


https://console.amazonaws.cn/singlesignon

Amazon IAM Identity Center ArfEm

1. ENREFAHET  EREFIRALCHTBIEE. A , RHENARESF ACS URL MINARERF
SAML Z AR 1B,

12, EFRRER, R ANIRZR 06 N AR FRERTE.

{5 & & BELR

AE B 1951 2 IAM Identity Center B9 —IZheE , A EEBRABREAFEMY ( FIMBEAXE ) RFN
BR. Amazon Web Services BRS B AIE B 0% , LM IAM B3NS M LT3, BURBIER
18 Amazon BROAF. b ETX&EEE E M Amazon Web Services fRE £ T3,

54 LT XaEEMIIKEHBEERE Amazon Web Services BRSE AT HMHEBIURRWER, XEE
BEaFERANERE (B0, IAM SHFOHAF ) . BRIGRNEHTEHRE ( H20 Amazon Redshift ) F
WIESEE (Flin , RiEMNER ) WTEkdE. Amazon Web Services RE U5 Amazon Web Services
BRS EAL LT XA KRS B4 AP AR RERZRG R E R IR,

A= &R BRY T AL

AESREEAYERER AR IH Amazon Web Services fRS il AR T3 &R ( HIINEIE )
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BERAUESNEBNSESEUTRANSER
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® Note
MREBHAGISRE=ZFREFFRONAER , WTABIENNARFAF#TEHRIE
#5125 IAM Identity Center Z BB EFEEXRR KRB AE S HEE. XELNNARE
FrBE% R A BT E R I 5 B LB RE
BEXEZER , BSH BN ETHAGREFEANAER.

1S & L B TFRE

TEERTAGEEMEENSRITERE

@ authenticates </ > Jane IAM role with Jane context E

(1ol 1)
——
Jane Client-facing application®, e.g. AWS service, e.g. Data
Amazon QuickSight Amazon Redshift

1. {40 QuickSight , AR FERAERBE P ini NAREFHTH AR,

2. EREFHNBARFIERIGRREUER Amazon Web Services iRS RERHIE , A28 EXH
FHEER,

® Note

— S AE 5 EBABS RS Amazon Web Services IR EARSESREHITRAEN
TE, BuLlEAfERS THRXERERTENAHA.

3. f#M IAM Identity Center Amazon Web Services fR$5 RIEAF &4 , AP EY ( flandidx
B ) BERAENBERITHR, REAFREAEEXENNR , #4 Amazon Web Services
RS &5 15 RIABR

4. Amazon Web Services IR AN B P FRRRFIE R ERS BHE S Amazon CloudTrail MRS B
Eh, BXFEMAER  FEERS XM,

TESRTAEEAABIEREBTIEERN SR
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CEN.
(oo Trust &=

Identity provider, e.g. Okta IAM Identity Center

Look up user, compare user attributes, e.g.

group associations, to required for access
f) < / > Jane

° a nl]
as
IAM role with Jane context ° N
(/1)
—————— o

Jane Client-facing application, AWS service, e.g. Data
e.g. Amazon QuickSight Amazon Redshift

Authentication

« AREFHNEZEM]
- IEEREENRATSR
- NECRENNRAERFEAAES HER

TRFHFNEEEM
ERBUESHEEZS , BASEUT ERFHATIESI,
)

. BREMH
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- BUEA IAM Identity Center AR SE45I-HRAB WA FE AN EEK S /8 AR IAM Identity
Center A423:f5l Amazon Organizations. A LURXS IAM Identity Center ARSI EREE
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& HFLERAFPBYIESHEBFRINFTE RS HBLAMTEZ A IAM Identity Center Amazon
Web Services Ik Bttt 5, BXREZEL |, iS5 |IAM Identity Center B 7 SEHI,

- FEUENEOREEERS IAM BHF0 , HRENAFPNBARESR IAM BHRF L. BXE
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- AIEEHREBTEERRESKS,NE (NRE ). BULUZHA IAM Identity Center , {CREAT
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o, hEAEFEERESHEEERE
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FERFZFHAEESM 197



Amazon IAM Identity Center ArfEm
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« Amazon Web Services RS BLt A F EiHETE MG R EIE 2
« B Amazon Web Services BRS =05 B 2k3E 2

EERATSRE=ZFNRABRFIEELT RNRARFNEESOEERGLE , ENRRER

1. BA 1AM 8450,
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$# Amazon Web Services fR% SN ARFNEBRRANSRENNAFER , URELENRSEBER

(=]
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EERASRE=ZANABFREENTFRXNNARFNAESOEEBRAMNAIE , EHNACTESHEREY
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1. BELN S HRERE (IdP) EE=ZFHEF T RN AR FIER,
2. £ IAM B UBEBIRBE=ZARERTF RN ARRF

3. 7 IAM SR HOFEH 1dP BB N AIETHMAE. BXESZER  FE5H BEIUETHATEE
ANAERF.

FMEENAEFINEER Amazon Web Services IR NS RMEMAIAFIER , LREBL2EANRSHEE
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« W5 Redshift-BXxIES , 55/, FH Amazon Redshift B 1T A {E B 05 1&
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H 2 A

B LAE R LT M INThEES B 1AM B4 /0 1] 5 B 194518 Amazon Web Services RS :

+ Amazon Q Busines s-BXE% , 5 :

- £/ IAM BP0 NARFNEER TERE.

- £/ IAM B F 0B E Amazon Q Business MAREF o

- A IA@Q@ M B4 H 0 A1E 5 HEEEE Amazon Q Business.
« Amazon OpenSearch [RF-EXES , BZH :

« |AM Identity Center AI{E & 134& #&  F Amazon OpenSearch BR5 .

» Amazon OpenSearch JRFHEF X OpenSearch AF RHE ( BHIER ) o
+ Amazon Transfer Family-BX1E% , 51 :

+ T@@ ransfer Family P 4& RN ATEF o

F&

« {#/ Amazon Redshift #17 A{E § 1315 15
£/ Amazon EMR #{TAl{E B 131518

« {£/ Amazon Athena #1T A5 B 21518
- BRERS

£ | Amazon Redshift 31T {E & 9 1& 1%

ERAESOEENSIREATENAFRERENABRFRELEREEF Amazon REN N ARERF
HITRXE, TEERTHOEFHWEAER ( XL Amazon EENERINIH ) WAIE S 01&
BEE , XENARERFETAmazon Redshifts BARS ( flaAmazon S3 ) 1= AR 7R 12 HIkEH
Amazon Redshift #1#, Amazon Amazon Lake Formation Access Grants
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https://docs.amazonaws.cn/amazonq/latest/qbusiness-ug/how-it-works.html#admin-flow-idc
https://docs.amazonaws.cn/amazonq/latest/qbusiness-ug/create-application.html
https://www.amazonaws.cn/blogs/machine-learning/configuring-amazon-q-business-with-aws-iam-identity-center-trusted-identity-propagation/
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/idc-aos.html
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/application.html
https://docs.amazonaws.cn/transfer/latest/userguide/web-app.html
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Client-facing Applications Query Engine Access Control Storage

45 1AM Identity Center |
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— 0 Ld i — Nl L |
] S | i - 1
| Customn Application ' d i : : ! !
User [ | | ! 1 | 1 1
i Amazon ! ! 1 | |
T T . L. Redshift : | | i
Third-party app I 1 - ] : F :
| : | — ! —_— -
’ | E =
| | 1 I | |
] ]
: ﬂ'l = : 1 1 ! Amazon Redshift '
| irtobleay | 1 Amazon 1 ! Storage .
! ; i Redshift | ! :
i i ' RBAC ' e -
] ] ] 1
| EI | I I
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FOREAEERNFHIRMHR |, ¥ Redshift BEMEZ IAM SR ORHEAE | HERAET Redshift
A 1 0 IR FiH R AR

XENEBEFHNNARR
Amazon EENHARERF
LT HERZEFE Amazon T B AR X E Amazon Redshift ZBAIE 54 :

* Amazon RedshiftQuery Editor V2
* QuickSight

® Note
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https://docs.amazonaws.cn/redshift/latest/mgmt/redshift-iam-access-control-sso-autocreate.html
https://docs.amazonaws.cn/redshift/latest/dg/r_tutorial-RBAC.html
https://docs.amazonaws.cn/redshift/latest/mgmt/redshift-iam-access-control-sso-autocreate.html
https://docs.amazonaws.cn/redshift/latest/dg/r_tutorial-RBAC.html
https://docs.amazonaws.cn/redshift/latest/dg/r_tutorial-RBAC.html
https://docs.amazonaws.cn/quicksight/latest/user/redshift-trusted-identity-propagation.html
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UTEFEENNARRFEXER Amazon Redshift ‘5B AI{E5 4 :

+ Tableau'@#ETableauDesktopTableauServer, # Tableau Prep
- ERNNAFBRYUES M EETableau , B2 Amazon ABBPBEEHRWFER IAM HHFHLE
Amazon Redshift £ Tableau#Okta5 Amazon Redshift &£,
+ SQL & Fi% ( DBeaver#DBVisualizer )
- =} SQL EFi% ( DBeaverfDBVisualizer ) AF B AIE S 7% , B R AKBEEEREA
IAM Identity Center 5 & 131217 (IdP) 5 Amazon Redshift ZEifl4wiE2T V2 M SQL B inER
DRI T4 2B R, Amazon

£/ Amazon Redshift Efl4m%E2T V2 iR E O[S B P& &

LTS m &N EmAsE I M Amazon Redshift Zif47%885 V2 Z| Amazon Redshift B 7€ & #31%&
%,

FORFAF
EFBFEIRHREH , REEHTUTRE :

1. BAIAM 5H7F0. BWERA@Q@ HL%6l, BXEZEER , B0 LRFENEES,
2. Fo@ Z£MEHkEFRHAF-MEAREE IAM Identity Center,

BRAUEEMEESIE IAM AR OEERE IAM 40254 DI ITHES LR B Amazon
Redshift & & £ Amazon Redshift ¥4l & R ITHES

B IAM BHFRLEERRNITHES
LUTRESEER IAM BHFOLEBERTHK :

1. FAUT@@ XEXMKIE Amazon Redshift R LRFERRFIFMENKSPOIZE IAM A€, &
XEZEER , BZH AM BE0E,

DT RBROISIETHABEMENNR. EFEALBER , BN ROIKRMKitalicized
placeholder textHhWBRANBECHER, BXxHMEERA , FSRAERKEREER
%O
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https://www.amazonaws.cn/blogs/big-data/integrate-tableau-and-okta-with-amazon-redshift-using-aws-iam-identity-center/
https://www.amazonaws.cn/blogs/big-data/integrate-tableau-and-okta-with-amazon-redshift-using-aws-iam-identity-center/
https://www.amazonaws.cn/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://www.amazonaws.cn/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://www.amazonaws.cn/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-edit.html
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowRedshiftApplication",

"Effect": "Allow",

"Action": [
"redshift:DescribeQev2IdcApplications",
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetWorkgroup"

]I

"Resource": "*"

"Sid": "AllowIDCPermissions",

"Effect": "Allow",

"Action": [
"sso:DescribeApplication",
"sso:DescribeInstance"

1,

"Resource": [
"arn:aws:sso:::instance/Your-IAM-Identity-Center-Instance ID",
"arn:aws:sso: :Your-AWS-Account-ID:application/Your-IAM-

Identity-Center-Instance-ID/*"

]
}
]
}
EEBER -
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"redshift-serverless.amazonaws.com",
"redshift.amazonaws.com"

},

"Action": [
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"sts:AssumeRole",
"sts:SetContext"

2. EBA@@ 7T IAM Identity Center B9 Amazon Organizations BEKF FRIZNRE, RFEET
—LSRERERAFERSE AP ER Redshift B V2.
a. BIfE IAM Identity Center #2#1& , £ ‘KR T , %&& “NXRE",
b. EEGIENRE,
c. EEHEN NRE, RAFEE T-F,
d. fEAmazon EEXBET , £¥AmazonRedshiftQueryEditorV2ReadSharing,
e. T “MERREE" T , WINAT KB

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Statementl",

"Effect": "Allow",

"Action": [
"redshift:DescribeQev2IdcApplications",
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetWorkgroup"

1,

"Resource": "*"

}
]
}

f. B®’ET-F , ARRUNREZEHHNEMN. Sl Redshift-Query-Editor-v2,
g. HEHERET T — 1k, FAUATHEINRRNPHRSRENENRERR V2

URL : https://your-region.console.aws.amazon.com/sqlworkbench/home,
h. BEFREFEFCE,

i. S#E 1AM Identity Center #ZHIEMR , ABM “REME" 582 8 &l Amazon Web Services i
|7 URL,
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RAriEmE

Q Search

[Option+S] D @ @ Unitedstates (N. Virginia) v

e IAM Identity Center > Dashboard

1AM Identity Center

Managing instance
ssoins-

Dashboard
Users
Groups
Settings
¥ Multi-account permissions
AWS accounts

Permission sets

<

Application assignments

Applications

Related consoles
CloudTrail [2 Recommended
AWS Organizations [2

1AM [2

Dashboard

IAM Identi

Central management

=

ity Center enables you to manage workforce user access to multiple AWS accounts and applications. Learn more [2

Use service control policies (SCPs) to prevent instances of IAM Identity Center from being created, or isolate the

\_/\  member accounts that are allowed to create account instances.

JAN

1AM

Learn more about service control policies [2

£ 1AM Identity Center allows member accounts of an organization to enable AWS applications that are
i of the ization instance with self- ged, account instances of IAM Identity Center.

Learn more about account instances [

y Monitor activities in your instances of IAM Identity Center
With AWS CloudTrail, you can monitor and audit activity in your organization instance and account instances of 1AM
Identity Center.
Learn about monitoring IAM Identity Center [2

Identity Center setup

. AR SN ERE O H R URL,

Prevent account instances

Go to settings

[ @ Specify a unique name for your instance. J

Settings summary

Instance name - Edit
Identity source
External identity provider

Region
US East (N. Virginia) | us-east-1

Organization ID
o-

AWS access portal URL - Edit
I8 https://111122223333.awsapps.com/start [2

Issuer URL

XFH & Amazon Web Services #ATHETF , BREEAKZ IAM Identity Center i &

Ko

aws

<> access portal

Accounts

AWS access portal

Applications

AWS accounts (1)

Q Filter accounts by name, ID, or email address

-sandbox-main

Redshift-QEV2 | Access keys £

Create shortcut

EXANRENEZELR |, S Amazon Web Services I~ {FERAMNEEHITEE,
3. AWEAAFIER Redshift Ef)4wmERT V2,

a. 7t Amazon Organizations BRI~ |, T IAM S0 EH &,
b. ESMERPHZKFNRT , %EE Amazon Web Services I,
c. T& Amazon Web Services Ik TUHE £ , %32 Amazon Web Services Ik B H 5 B 5 [H X

BREY,

d. GEEZEAFHE,

e. EPRAPNA AEL , £RENLORRBENALA/RE, RASRET—5.
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f. E‘OENRE THL, EREEL—SHOUENNRE, AREET—F,
g EEFEHEIMELREL K EFEMNERHERER,

Ml 5 Redshift B & HITHES

J& FAE Amazon Redshift B9 A1 {5 & 312 B B E I 5k Redshift £ & 5 5 Amazon Redshift 7o AR
SREERELDE Redshift BHEHAEFRITZIES. BXEZER , BERAAKREZEERER IAM
Identity Center 55 5312275 (IdP) 5 Amazon Redshift Zifj4RiE2E V2 A SQL & imE R ASEI 48
B B %, Amazon

£ Amazon EMR #1701/ & & 18

TEETRT Amazon EMR Studio WAl E BB &BEE , ZEEFRA LS EH AMAZON EMR |, i5[H]
¥4 A EC2 Amaz Amazon Lake Formation on S3 24, Access Grants

Client-facing Applications Access Control

(Q IAM Identity Center E !

———————————————————————————————————————

1

1
! e , IAM Identity Center ! : ! 1
@ : i &Q IAM Identity Center! i A : | - :
! i i ! : o x | I \ I
Y | (Egﬁ N el R\ P E '
(1o 1) | : | @%@ B - e ir :
' ' : T l

H 1
! I 1 1

1
1
1

User | Amazon EMR

I 1 i S3 Access !
| Studio Workspaces | | Amazon EMR \AWS Lake Formation |

Glue data Catalog Grants |

onEC2(Spark) ! = rrrmmmmmmememmSmmmmmmeme——-eoofl TS mSmm——es

XBHHE@ESHNAEF

o 5% EMR Studio

ERRAUEEMMEE, BITUATESR

* f¥ Amazon EMR % EStudioNHEZEFHNILS# EMR £8NARER,
- FRELDH FIRETL# EMR £8, EC2 Apache Spark

« % : Amazon Lake FormationEA & Amazon S3 Access Grants , B3 S3 FIREHIFENLE
Amazon Glue Data Catalog FJE/Z Zx L & H B4 177 (1 122 5l
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https://www.amazonaws.cn/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://www.amazonaws.cn/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://www.amazonaws.cn/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-idc-start.html
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£/ Amazon EMR Studio i%& & (S 5 71518

TR 5| S8 5EKIZE Amazon EMR |, StudioAE X IEEIZ1TH Amazon Athena TE4A R
Amazon EMR &t {TE I # 1T 7§ & 104% 3. Apache Spark

FRFA
EFRFITHREZH , REEH#RTUTRE

1. BAIAM 56830, BUEA@@ £4%6l, BEXEZEER , B5H LRFZAREIESIL,
2. Fo@ Z£MEHXkEFRHA-MEAREE IAM Identity Center,

E5E M Amazon EMR Studio iR E 115 & 91 #% , EMR Studio B G A ITUT TR,
% 1% : N EMR Studio BIZEFIEMN IAM B&

EHEEF | Amazon EMR Studio EE R A EMR 8I2Z—4 IAM RESABF—N IAM AP A&
&, Studio

1. #12 EMR Studio fR% £ ©-EMR Studio 181F1lt IAM BERLZ£MEE THEZEMEIZAK, EiE
FERNVERIERE,

a. SME IAM 2#|A (https://console.aws.amazon.com/iam/) HEIE IAM A€,

b. i&#Amazon Web Services FRFERN AIER4E |, AR EEFE Amazon EMR, K INEA R EEEAE
YAENNRMEEXRR,

BEFHIXEHE B RAIFEMitalicized placeholder textHhHERANEECHIE
Bo. BXHEMEE , FSHACERRIHEELR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ObjectActions",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,

"Resource": [
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https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-studio-service-role.html
https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-edit.html
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"arn:aws:s3:::Your-S3-Bucket-For-EMR-Studio/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "Your-AWS-Account-ID"

}

"Sid": "BucketActions",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::Your-S3-Bucket-For-EMR-Studio"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "Your-AWS-Account-ID"

}

BRABERSABNRNSE , SR EMR Studio AZS5 A EMIR.

2. AIAM S 05HEIUEAIZE EMR Studio AR A6—ZAFBEE IAM SRR OEREBTHE
Z2jH), EMR $£8 ., 1, git F#EER , EMR Studio FiEE kAR, WACGRATEIESHE
BIERRE.

(@ Note

EMR Studio BF AT EEE S5 A B F+ Amazon Glue &I Amazon S3 i & K1Y
PR, Amazon Lake Formation PR FISEAMHY 4R B 5 A T IR B IEETER,.

UTRAIEBALEABRER , £1F EMR Studio WAF A Athena THEAFRIZITEH,
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https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-studio-service-role.html#emr-studio-service-role-permissions-table
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-studio-user-permissions.html#emr-studio-create-user-role
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RAriEmE

"Version": "2012-10-17",
"Statement": [

Iltruell

"true",

{

"Sid": "AllowDefaultEC2SecurityGroupsCreationInVPCWithEMRTags",
"Effect": "Allow",
"Action": [
"ec2:CreateSecurityGroup"
1,
"Resource": [
"arn:aws:ec2:*:*:vpc/*"
1,
"Condition": {
"StringEquals": {

"aws:ResourceTag/for-use-with-amazon-emr-managed-policies":

"Sid": "AllowAddingEMRTagsDuringDefaultSecurityGroupCreation",
"Effect": "Allow",

"Action": [
"ec2:CreateTags"
1,
"Resource'": "arn:aws:ec2:*:*:security-group/*",

"Condition": {
"StringEquals": {

"aws:RequestTag/for-use-with-amazon-emr-managed-policies":

"ec2:CreateAction": "CreateSecurityGroup"

"Sid": "AllowSecretManagerListSecrets",

"Action": [
"secretsmanager:ListSecrets"”

1,

"Resource": "*",

"Effect": "Allow"

"Sid": "AllowSecretCreationWithEMRTagsAndEMRStudioPrefix",
"Effect": "Allow",
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"Action": "secretsmanager:CreateSecret",
"Resource": "arn:aws:secretsmanager:*:*:secret:emr-studio-*",
"Condition": {
"StringEquals": {
"aws:RequestTag/for-use-with-amazon-emr-managed-policies":

"true"
}
}
1,
{
"Sid": "AllowAddingTagsOnSecretsWithEMRStudioPrefix",
"Effect": "Allow",
"Action": "secretsmanager:TagResource",
"Resource": "arn:aws:secretsmanager:*:*:secret:emr-studio-*"
1,
{
"Sid": "AllowPassingServiceRoleForWorkspaceCreation",
"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam: :Your-AWS-Account-ID:role/service-
role/AmazonEMRStudio_ServiceRole_Name"

1,
"Effect": "Allow"

.
{
"Sid": "AllowS3ListAndLocationPermissions",
"Action": [
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
.
{

"Sid": "AllowS3ReadOnlyAccessTolLogs",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::aws-logs-Your-AWS-Account-ID-Region/elasticmapreduce/

1,
"Effect": "Allow"
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}I
{

"Sid": "AllowAthenaQueryExecutions",

"Effect": "Allow",

"Action": [
"athena:StartQueryExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:StopQueryExecution",
"athena:ListQueryExecutions",
"athena:GetQueryResultsStream",
"athena:ListWorkGroups",
"athena:GetWorkGroup",
"athena:CreatePreparedStatement”,
"athena:GetPreparedStatement",
"athena:DeletePreparedStatement"”

]I

"Resource": "*"

"Sid": "AllowGlueSchemaManipulations",

"Effect": "Allow",

"Action": [
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetTable",
"glue:GetTables",
"glue:GetPartition",
"glue:GetPartitions"

1,

"Resource": "*"

"Sid": "AllowQueryEditorToAccessWorkGroup",

"Effect": "Allow",

"Action": "athena:GetWorkGroup",

"Resource": "arn:aws:athena:*:Your-AWS-Account-ID:workgroup*"

"Sid": "AllowConfigurationForWorkspaceCollaboration",
"Action": [
"elasticmapreduce:UpdateEditor",
"elasticmapreduce:PutWorkspaceAccess",
"elasticmapreduce:DeleteWorkspaceAccess",
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"elasticmapreduce:ListWorkspaceAccessIdentities"
1,
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {

"elasticmapreduce:ResourceTag/creatorUserId": "${aws:userId}"
}
}
I
{
"Sid": "DescribeNetwork",
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"
1,
"Resource": "*"
I
{
"Sid": "ListIAMRoles",
"Effect": "Allow",
"Action": [
"iam:ListRoles"
1,
"Resource": "*"
I
{
"Sid": "AssumeRole",
"Effect": "Allow",
"Action": [
"sts:AssumeRole"
1,
"Resource": "*"
}

LT E1ER®E A 1F EMR Studio BEZAE :

"Version": "2008-10-17",
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"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "elasticmapreduce.amazonaws.com"

I

"Action": [
"sts:AssumeRole",
"sts:SetContext"

]

(@ Note
EXA EMR Studio T/EZE A 1 EMR Notebooks , * EEH MR, BEXxEZELE , 5
3 EMR Studio F F 6|2 X PR K A&,

BA GBI AT HERIESEER -

- BAECERREREEXEHEX IAM R
* EMR Studio % A &R

8 2%  IRNEESR EMR Studio

LS TRP |, £ EMR Studio 26| & F 812 S EMR Studio , FERZKEF QIR IAM A
. £ 1% : 7 EMR Studio BIZEFEN IAM BE

1. S E EMR Studio ##14& , %8 “GI2 Studio” M “BEMIRE” £, AR S3 Fk
W, A ERINENFER. SUEPEAECH KMS B MEZ TEZE X4 E%E. BX
EZEE , H5 Amazon Key Management Service,
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Q Search [Option+S] L @ S United States (N. Virginia) ¥

= AmazonEMR > EMR Studio: Studios > Create Studio

Create a Studio i

Setup options info

[ O Interactive workloads ] [ O Batch jobs ] [ O custom ]

Studio settings info
Studio name
(studio_1 )

Use up to 256 characters (alphanumeric, hyphens, or underscores).

Description - optional
The description below will be visible to your studio teams.

Describe the Studio

256 characters maximum

S3 location for Workspace storage
Specify an Amazon S3 location where Workspace work will be saved

© Create new bucket
O Select existing location

We'll create a new bucket and use the location s3://: tudi 1 t-1/1735848818523.

() Encrypt Workspace files with your own AWS KMS key
EMR Studio automatically uses the S3 location's encryption configuration. Choose this option if you want to override the $3 location’s encryption configuration with your own AWS KMS key. This key information will not be editable past Studio creation.

2. E‘RSAE® T, it Studio HRIZEHEIR , £ 1% : N EMR Studio BIEFTER IAM BENER
FERERCIENRS AR,

3. E“‘BMHRIE TE&EE NAM BHFPL, EREFCIZNAFAGE 15 . 7 EMR Studio 8I1ZFf
Z=WIAM B,

Q Search [Option+S]

= AmazonEMR > EMR Studio: Studios > Create Studio

Service role to let Studio access your AWS resources

(AmazonEMRStudio_ v J @

View permission details

v Authentication o

Authentication
Choose an authentication method for your Studio.

(O AWS Identity and Access Management (IAM) © 1AM Identity Center (AWS Single Sign-On)
Authenticate with single sign-on using IAM identity federation or 1AM credentials. Authenticate with single sign-on using 1AM Identity Center (recommended to centrally manage access permissions for
multiple AWS accounts).

User role
Each Studio will have a default set of user roles. You can further refine user permissions once you have created a Studio. To create an additional set of permission use AWS 1AM [
[ emrstudio-userrole-idc v J @ ( Create IAM role [2 )

Connect EMR Studio to IAM Identity Center
instance of 1AM Identity Center
Manage access to EMR Studio by assigning users and groups from your Identity Center directory.

arn:aws:sso:::instance/ssoins-

4. &P AEEOER SRE. £ NARFHEANR B AR “ROBAASMNEAL , XFR
TR TFERA - MBEA BRI THEZNNR.

5. (W% )-REF Studio 5 EMR £#EAMA , MALEE VPC MTN,
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Q Search [Option+S] B 4 (@) e United States (N. Virginia) v

= AmazonEMR > EMR Studio: Studios > Create Studio

Trusted identity propagation info
Control and log the access that a user has across connected applications.

Enable trusted identity propagation
When users make requests to applications that are connected through Identity Center, share their user identity information from EMR Studio. This setting applies for the lifetime of the Studio. You can't turn it off later.

@ The following features aren't supported from a Studio with trusted identity propagation: creating EMR on EC2 clusters without a template, using EMR Serverless applications, launching EMR on EKS clusters, using a runtime
role, and enabling SQL Explorer or Workspace collaboration.

Application access info
Choose who can access your application
Specify whether only assigned users and groups can access your application.
© Only assigned users and groups
Only the users and groups that you specify from your Identity Center directory can access this application.

O All users and groups
Any user or group from your 1AM Identity Center directory can access this application.

¥ Networking and security - optional

VPC  Info
Select a VPC for your Studio to use when it communicates with EMR clusters. To use condition keys like those in the example service role policies for Amazon EMR [?, you must tag the VPC with the for-
use-with-amazon-emr-managed-policies key and value true. To manage tags, use VPC Dashboard

( Select a VPC v J @

Subnets  Info
Select the subnets m at your Studio can use when it communicates with EMR clusters. To use condition keys like those in the example service role policies for Amazon EMR [2, you must tag each subnet
with the f ged-policies key and value true. To manage tags, use VPC Dashboard [2

6. EBEMMBEIFHAE R HEESE Studio,
7. EiE Athen WorkGroup a 2 EMR &£# /5 , 5% 3 Studio 89 URL , 3L :

a. ERAZERRESFEIT Athena Eifl,
b. fERAJupyterZid ARE TEXHIZIT Spark #Elk,

{8 Amazon Athena ¥ 1T 0] € & 191518

ERAEEMEBNSRERTENAFESRENARFREERREEF Amazon REWR AR
HITRE, TEERTHREFHWNARERF (X1LR Amazon TERNARFERATNARER ) W
A{E B & BEE | iZELE A Amazon Athena 33 Amazon Lake Formation Fl Amazon S3 12#Y
18] #2 415k Amazon &if] Amazon S3 ¥#&., Access Grants

(@ Note

£/ Amazon Athena B{TAI S B MEBFBEMEH Trino.

A% #Fi@is ODBC # JDBC R zhfEFriE 2L Sk Athena B Apache Spark 1 SQL & F~
o
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Client-facing Applications Access Control Storage

IAM Identity Center E

mvn ' Amazon EMR | ' < !
H Studio | ! e n
! Query Editor | !

| "
User ; ' ! AWS Lake Formation S3 Access |
' [ Amazon Athena ; |: Glue data Catalog Grants |1

| ]
! | U,
: E IAM Identity Center ) I i
@ ' ' IAM Identity Center R ! !
: : | . . ol | E |
™p ! :
1

]
S3 storage 1
]

1 [ S— |
| Custom Application

Amazon EENARF
LT HEMEZEF N Amazon BN ARF BT Athena #H1TAIE B 19EHE :

« I 5¥ EMR Studio

EERATESHEE  BRITUTEER

* J¥ Amazon EMR i%EStudio N[ Athena WHIBEFHNARERF. BATESHEEE , BEEFE
A EMR Studio FHIEHmEITKIEZE1T Athena Eif,

« i%{& Athena IT{E4H,

+ i%{& Amazon Lake Formation 3 #£3& IAM Identity Center B F R E#4A 3 Amazon Glue KB
4R AR,

+ 1®&E& Amazon S3 Access Grants A3 Xt S3 RIKEBIE L E /Y It 8 15 R A BR o

® Note

Lake Formation 1 Amazon S3 Access Grants #EEX T T # S3 FH) Athena Ef4E R #H 1T
R %], Amazon Glue Data Catalog

ERRENNARR

ERNEBEMNFEANNARFNAFBATESHEE , $5HAmazon Z£BEHWERAE S PEE
Amazon Web Services BRS UwiEFH X iFEl,

EIEESY) 215


https://www.amazonaws.cn/blogs/security/access-aws-services-programmatically-using-trusted-identity-propagation/
https://www.amazonaws.cn/blogs/security/access-aws-services-programmatically-using-trusted-identity-propagation/

Amazon IAM Identity Center ArfEm

5 / Amazon Athena T/EH % B OJE B 01518

LUTHERERSSERER T AE 5 5%E %R Amazon Athena T4,
SR
EFRZIARZEEZH , REEHTUTIRE :

1. BAIAM BHFRL, BUERQ@ AE%E0l, BXRXEZEER , TSR ARZHEMNTFEEI,
2. M@ £ EHREHE A FEHEE R IAM Identity Center,
3. WEEZEZETI# EMR Studio $1 Amazon S3 i58#%f, Amazon Lake Formation

fEA Athena IREB A E B 015 1&
EFH Athena RE A E 51015 #% , Athena B IE 5 M :

1. BEFFEABHA IAM 54500 Athena T/EAHEZET MR,
2. BIBZBHAT IAM B3O8 Athena T/EA.,

BRARS
EFTE 2 M SR M O | 7 SUE A T 77 &SRB 1 424

« Amazon Lake Formation -Bx¥% , i§Z ] Amazon Lake Formation {5 IAM &4 HO0#HTIRE,
+ Amazon S3 Access Grants-EXx1ES , BZHEFEH IAM 54 /0% E Amazon S3 15 R #% Y,

Amazon Lake Formation £ IAM B /OB TIRE

Amazon Lake Formation2 —I3iEE RS , AIfEMt EHIE QIR EE Amazon, ERAILAEZIHIT
BIEWE, REMNZS , W EHANO T SHBUERRERT —NEFFEME, Lake Formation 1214
BN GREEIHSEM Amazon 2 TIRFSERK |, FAHLARBESMIRE, RIPBIENHNHIRER
fi&,

BB T SRR | ik Lake Formation B8 EA IAM S FOMAIESOERETRFSHRTHRE
R

FREM
HIFRZFIRNHR2E , MRBEEHRTUTIRE :
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RAriEmE

ERIAM B#HH L. BUER@@ A4%KHl. BXESZER , FEH ERZFAMIESI,

REFEHOEENSR

1.

Amazon Lake Formation#ZBB@@ ¥+ Lake Formation 5 IAM B3 S/ OEEHR IS S B 1TER
IAM 51350

/A Important

WMRIE%HE Amazon Glue Data Catalog 3= , WA A =T 8EE A Amazon Lake
Formation [ IAM Identity Center FiF MBA R FiIHRINR, BXREZELE , Amazon
Glue Data Catalogig S 5 Y 812X Ko

P € N AT RS

SEMERE Glue REIEM S3 LB, iX¥ , Lake Formation HEZEHRITIBHENFFIE S3 ZEW
ISETiERIAER , NMEEERSARDEE S3NR (Fln , LEEMN Athena RS AR )
WorkGroup

a. SM%E Amazon Lake Formation 2 #| & S EE+H “EE” Ho THHRIEHRNLE., EBFMT

o

=

XfF 21 Lake Formation Bt E A 1518 S3 BN EFFEMNRMIGET IAM IE$,

B 8 @ @ | United States (N.Virginia) v

[Option+S]

= AWS Lake Formation > Data lake locations > Register location

Register location

Amazon S3 location
Register an Amazon 3 path as the storage location for your data lake.

chor on 53 path for your data lake.
[Q 53://awsids-aibi-sandbox-storage X] @
vi

() Enable Data Catalog Federation
Checking this box will allow Lake Formation to assume a role to access tables in a federated database.

Permission mode
i use to manage access.

xist with 1AM permission policies for AWS Glue and 3 actions to manage access.

Cancel Register location

b. 7 Amazon S3 R FERTF % A Amazon Glue RWEIBBALER S3 B,
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C.

IAM Beily , MRERRBSKKAGATUEE0EE , BTELERZAR, R
BUTRRNERAE,

EFAXEER  FRALECHNERERRflitalicized placeholder text¥HIEK
B, BXHEMEE , FSRUERRIAEELRRE. NRREMRFIRFRIEEN S3 LEH
T RAXBR

i.  XPRZRHE :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "LakeFormationDataAccessPermissionsForS3",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::Your-S3-Bucket/*"

"Sid": "LakeFormationDataAccessPermissionsForS3ListBucket",
"Effect": "Allow",
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::Your-S3-Bucket"

"Sid": "LakeFormationDataAccessServiceRolePolicy",
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource": [
"arn:aws:s3:::*!
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}
i. EEXER: XNEBFEsts:SectContextAEHHEBRMLEN.,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "",

"Effect": "Allow",

"Principal": {
"Service": "lakeformation.amazonaws.com"

},

"Action": [
"sts:AssumeRole",
"sts:SetContext"

]

}
]
}
(@ Note

OSeIEN IAM ABRREZFMEXAR | FE8fEsts:SetContext,

d. Sl IAM BefF , MR,

£/ Lake Formation # 1T 1] {5 & 171 #& Amazon Web Services ik

Amazon Lake Formation 5 Amazon Resource Access Manager (RAM) £Z %K | ¥ BFEK
7 Amazon Web Services i~ F#H RN E MK 4 F4HE Amazon Web Services X5, 1R BH =4
[E# IAM Identity Center tA43 3K+ Amazon Organizations , © A LAB 1T 715 B 0 151&., BXESZE
B , 2 Lake Formation FHIEKFHIERLE,

5 IAM B H 0% E Amazon S3 15 8] %X

Amazon S3 Access Grants 27X S3NERTFE T EHNBA L RIEFHN REME, BRI LAER
Amazon S3 E#Access Grants[a &l i F FBF AR F Amazon S3 FEEIHENR, REBUTS
B3 A S3 # Access Grants IAM B 9 #0323 7] 5 B 945 18
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TR

EFFRFIARNHEZH , REERTUATRE
- BAIAM B4H0. BUEA@@ 4480, BEXEZEER , B5H TARGTEESI,

B S3 AEENR , EEE IAM 550 0MERTAES 5
MREELPEEMLER Amazon S3 Access Grants Sl |, FIRBLUT S RIE/E -

1. XEEH IAM 540861,
2. BIEIBE.

IR & Access Grantsid & 8|2 Amazon S3 , RUTSRIEE -

1. #% S3 Access Grants SEfI-#& A LA FMAccess GrantsSEfI 612 — N S3 3245 Amazon Web
Services Xig, €12 S3 Access Grants SR | iFHSAE AR IAM B 15 F /O S FI S8 4E H iR 4
BB 1AM B 068 ARN, BT —%,

THEE7RT Amazon S3 Access Grants 12 &l & PRI €I7 S3 Access Grants SKHITAE

[Option+S] B3 LQ @ @  UnitedStates (N. Virginia) ¥

Step 1
@ Creates3 Access Grantsinstance~ Create S3 Access Grants instance
When you create your $3 Access Grants instance, you can use identities from your corporate directory or you can use IAM users and roles. This Access Grants instance serves as the container for your individual

Step 2
<P grants.

Register S3 Buckets or prefixes as
locations.

ctens S3 Access Grants instance info
ep
Create grant Aws Re g jion
eate one 53 Access Grants instance per AWS Region per accoun t
Step 4 US East (N Virg gna) us-east-1
Review and finish
Add 1AM Identty Center instance in US East (N.
n 1AM Ident ttyC nter instance to specify
you(anaddon e after creating your SZA s Grants

us-east-1 - optional
m corporate directories. If you don't have an existing IAM Identity Center instance,

1AM Identity Center instance ARN
You can find the IAM Identity Center instance ARN in the |AM Identity Center consol

e [2

[ Enter IAM Identity Cent

Format: arn:aws:sso:instance/<instanceldentifier>

[ (@ Choosing Next will create the S3 Access Grants instance and proceed to the next step. ]

Cancel Next

2. SEME LS -FE R IK F 562 Amazon S3 Access Grants £ f5 |, BRI £ 1Z 3251 #E i — 4
S3 # &, Amazon Web Services X135 S3 Access Grants L EfFERIA S3 X1 (S3://). FMERE
o Bl ZRAR ST E] IAM ﬁ@, S3 Access Grants fRi&lt Amazon S3 £ &6 iF A% 4% E (U B Y %Y
HIRBIRRHER, BHSMATE S3 Access Grants SEFIFEMEDL —MUB |, REFRECIBIF AT
o
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NFNUEBECE , BIEES3://, AP 8ELEZXBNMEE#ER. X TASHAA , X2
HENNVETE, IREEERHREEAS , WAL ESERENFZFEETHNRER
#HEs3://bucketsBi&s3: //bucket/prefix-with-pathe BXEZELR |, BHSH
{Amazon EI £ F#ERFSAFER) FHEMb S,

® Note
BIREER FIHRINEMN Amazon Glue &£ S3 U BSEELRES,

ZEBREREBAZVNERE IAM A6, KAENIFEHEUEBENNER, KA LAER S3 124l
AOSKEEAG, BFERL IAM AEHNEBPIEELRMN S3 Access Grants 3Kl ARN, #&#
S3 Access Grants 3£f5] ARN BWERIAE N . arn:aws:s3:Your-Region:Your-AWS-Account-
ID:access-grants/default

LT RGN PRERE N Amazon S3 BFE0EM IAM BENNR. HEHN RAGEEERERE ALY S3
Access Grants [RFZ X ABE IAM A€,

a. MPRZEH

EfAXEEEK  FREECNERBRRflitalicized placeholder textHHIK
B, BXxHMEE , FSHUERBHRE R,

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ObjectLevelReadPermissions",
"Effect":"Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetObjectAcl",
"s3:GetObjectVersionAcl",
"s3:ListMultipartUploadParts"
1,
"Resource": [
"arn:aws:s3:::*!

1,
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"Condition":{
"StringEquals": { "aws:ResourceAccount": "Your-AWS-Account-ID" },
"ArnEquals": {
"s3:AccessGrantsInstanceArn": ["Your-Custom-Access-Grants-
Location-ARN"]
}

"Sid": "ObjectlLevelWritePermissions",
"Effect":"Allow",
"Action":[
"s3:PutObject",
"s3:PutObjectAcl",
"s3:PutObjectVersionAcl",
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:AbortMultipartUpload"
1,
"Resource":[
"arn:aws:s3:::*"
1,
"Condition":{
"StringEquals": { "aws:ResourceAccount": "Your-AWS-Account-ID" },
"ArnEquals": {
"s3:AccessGrantsInstanceArn": ["Your-Custom-Access-Grants-
Location-ARN"]

}
}
.
{
"Sid": "BucketLevelReadPermissions",
"Effect":"Allow",
"Action":[
"s3:ListBucket"
1,

"Resource": [
"arn:aws:s3:::*'

1,
"Condition":{
"StringEquals": { "aws:ResourceAccount": "Your-AWS-Account-ID" },
"ArnEquals": {
"s3:AccessGrantsInstanceArn": ["Your-Custom-Access-Grants-
Location-ARN"]

EIEESY)

222



Amazon IAM Identity Center ArfEm

}
}
},
//0ptionally add the following section if you use SSE-KMS encryption
{
"Sid": "KMSPermissions",
"Effect":"Allow",
"Action":[
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource":[
" n
]
}
]
}
b. EEXRE

£ 1AM BEEEXEEH |, [@ S3 HRINPREIERS (access-
grants.s3.amazonaws.com)EARFXECIELN IAM SENIHENR. At , EBAT el
BE—1MNEEUTEAN JSON X4, ENEERBFMNEENK,  BSAEHAEENERT
ERAUBRAE,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Stmtl1234567891011",
"Effect": "Allow",
"Principal": {

"Service":"access-grants.s3.amazonaws.com"
I
"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity"
1,
"Condition": {
"StringEquals": {
"aws :SourceAccount" :"Your-AWS-Account-ID",
"aws:SourceArn":"Your-Custom-Access-Grants-Location-ARN"
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}
.
//For an IAM Identity Center use case, add:
{
"Sid": "Stmtl1234567891012",
"Effect": "Allow",
"Principal": {

"Service": "access-grants.s3.amazonaws.com"
},
"Action": "sts:SetContext",
"Condition":{
"StringEquals":{
"aws :SourceAccount" :"Your-AWS-Account-ID",
"aws:SourceArn":"Your-Custom-Access-Grants-Location-ARN"

},
"ForAllValues:ArnEquals": {
"sts:RequestContextProviders":"arn:aws:iam: :aws:contextProvider/
IdentityCenter"
}
}
}

B2 Amazon S3 i [E]#E4X

WMREBH—NEMLER Amazon S3 Access Grants 324l , F BEEIFEH IAM B4 0 EH| 5%k
BB |, MTATBABIE RN, 1£ S3 BH AW “CIERA WEF , SERATIRE :

AR EN

1. EREL—SHABNNE., BB FNFIISKRE DR FHEE, FRRATUREMED
Mbucketbucket/prefix, XK. BXEZELR , HZH Amazon B R FERSAFEETF
H F B B

2. TE“NEMFMENE T , BEEEEEFR 9EE M BN
3. 71t Granter &t M IAM 4R OLPEREBE RS D,

4. RMIAM FHPORAFREFE ID. LA EE IAM Identity Center #2 & &/ “A - MEFH IDs " 85
THREZASCMEL, EET -5,

5. E“BEHTHR TEL , &F S3WIRE , Access GrantAFiE R BIZE T,

155 F 22451 224
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TERERT Amazon S3 Access Grants 24| &8 “QIZEELBN TH :

B & @ @  unitedstates(N. Viginia) ¥

= Amazon S3 > AccessGrants > US East (N. Virginia) us-east-1: default > Create Grant

Create Grant o

Grant info
Grant a user or role a specific level of access to your §3 data.

Grant scope
The grant scope is a combination of the location and the subprefix. Choose a registered location or registera new location. To narrow the scope, specify a subprefi.If you use the default s3:// locaton, you must specfy a subprefix

Location ID Info 1AM role Info
s3accessgrants_role_for_location_for_awsids-aibi-sandbox-storage (2

Permissions and access
Grant a user or role a specifc level of access to your 3 data.

[ £\ The 53 console can't be used to access the data specified in the grant scope. To access the data, the grantee must do so through the AWS CLI, the application, or other AWS services. ]

ermissions

etype | Info
identity from IAM Identity Center
ipal

f accessto. You can find the I in the 1AM Identity Center consol e [2

Xt & I E R B AR R GE A RIS B 0 4E 1B

IEHREABEESFRENNRARFEBARATERIEFA Amazon RS FHHE. NHEHFENE
BETRAPES , At , EERATMUBREAFHNIBEHAFPNARRATR , RTFTBEANRR,. AFNEH0,
RRAMNNITRREAR H S A IS RERSHEN BEM CloudTrailE# .

BEAEEMERE  ARFUUEXREFEENNARRF , HEZNARERF TLEE R R BIEREE A
F I &% Amazon Web Services RS »

/A Important

EiFRIEFEFIEENNARERF Amazon Web Services RS , %M IAM Identity Center SAZBEY
AETHRAITEBERNCE., IETERITERMUELSETEMN OAuth 2.0 BIURSER. X
Lo R R AR & 217 R11ER Amazon Web Services RS ( ERNARERF ) WNARF. 5
RELZER , F2H BIAESEANEERANARERF.

ES}
- REFFHEE OAuth 2.0 NAEFUXIAAES HER
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- BEEAUGEHNNARRF
- BRAETHERAECANAER

REZFFIEE OAuth 2.0 NARFURIANEF &7

ENTEESMEBRERZEFEE OAuth 2.0 NARR , LTS FERIE IAM Identity Center, {58/ LA
THENENNARFRE IAM Identity Center,

ES}

c BRI EBNAEFRE

- FR2  EENAEFEFAEE
- ]R3 BEESHRIRE

- R4 EENAEFEIE

- FR5: "ERAEE

SR EBRNAREFRE

1. 3TFF IAM Identity Center &l Ao

ERENARRF.

EREEFREERTR,

EERMNARER.

HEEFENARFRAENH , 2R REGEN THREERENTAERF.
£ NRARRER T, &#F OAuth 2.0

EET—% #AT-—R: SR 2 EENRAEFFHAEER.

N o g M b

|2 EENARFEARE

1. EEENABRFRAGENEHNNARFAENNERT , HANARFNEREN , 2 MyApp.
KRG, WAL,

2. ERAPNAZEGET B TIETZ— :
- FESE - RATDESL LN AREFAY 1AM Identity Center A AT R ZNAREF
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NARFERTAM-REEERESHA EsEENAEFNARIEERRNFPFHREERN
ARFER , 522 NMARFE Amazon Web Services 7 8[17 B # Amazon Web Services
ATMIRER AT,

s FEESH - AFFIERNE IAM Identity Center AP FMAH RN BARERF.

NRAEFERE N M-FRIEN ARRFIE Amazon Web Services iFEI TR R A WIRER A
7, BNEFK Amazon Web Services 15 1R] [ JFWATE AR H U E RN AR ER,

3. 7TEAmazon Web Services FRI[TF T , m AR URBRNARERFN URL , HIEENARERFEIR
1£ Amazon Web Services iR [ TP R RAINERT AN, MREFEATN , NEIFEE 2 EWAF
W EEENRAEFRE

4. FERRZF (WEE) T, BERNHEE  RRAENE (7L ) EEE.

BXTENEE |, B2H N FEFHMNFZ Amazon IAM Identity Center,
5, BET—F HAT—R : TR 3 BEESHRIFEE,

|3 BEESHRIERE

BN X% OAuth 2.0 NEFREENAEFRIE IAM Identity Center , BARIEEATETHEMRE. 7
FEHRETERUELZR T OAuth 2.0 RIS, XETHATXIREIERATE Amazon
ENAER (BERRNAERF ) MNARERF (IBERENRAERF ) #ITREN

1. EEESORIIRENENATETHEEABET , BITUTE—BE:
- ERAUNIAENAESHERTE

EEFEANAESTHRTENENSEL  BRESERE,
o DIFRAMETERAE
1. R BUETERERTE,

2. T F—DEAVN T RARLE T, R WA [E IAM Identity Center #Z2H| SRR ETERTE
HHLSR 5 EHR 8 Bk,

3. ERXESRE , REGLEATRENAEFNIERED , RREERIRRINB ATESHE
&,
4. ERfETHRERMESIRST , EPNIRRMNETETBRETE RS LN EIRE.

REAETEANER  SHIEERENTETREAMELND.
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2. EEBEENAETHERHET @A Aud 5B, Aud FRATHEANETHATELERNTHE
HBERER (EWRE ). BXESZEE , B5H Aud 8,

3. EHURFECALNABRFNTEENRITEHORIE , FERBERARFSHR T, EFRE , kMR
R 60 D HRIF —XKBENHRTE , ERSEIHHAFERRE,

4. EET—F HAT-—T: IR4: BEENAEFEI,

S|4 BEENAEFEIL

SERLESEFHNLIR  ANAERFEECATSUENAEFNT TR RIRIBENEIL, XEZIEFE—
AEFRENFERDER, ZFERERBIEE—NEIH , ZEEATENNITZERPIEENRE, B
FEAENARFEATE— Amazon Web Services Ik AR | BB SRFIEE — N E MK,

® Note

EEARBRENRN , BREFHITESHAENNR, Nt , EREE L EHESRHSE T A
NEERFRITHERE , BINRENRRFA,

ZEMEEMA sso-oauth:CreateTokenWithIAM #4E,
1. ERENBAEFEZIRE , ITUTE—BRE

- EREREE—IHZN IAM A
1. ERWA—IRZD 1AM A&,

2 EHAIAM BET , $EHE IAM A& Amazon BREH (ARN), EHE ARN , HEM
BTFiEs. BT IAMBRRLRAR , Bt , ARN XS5 R2H.

arn:aws:iam::account:role/role-name-with-path

BXEZEE , 55 R®Amazon Identity and Access Management i FF 5 ARNsH Y
ETHRNEBHITEKS HFEIF IAM,

- EFPRERME (DWREEIFAmazon TF , MHLED ) |, FRITUATERE
1. IR YRE N AEF R,
2. 7 JSON X AMERRBASMU XA | BRKREE

3. BMARMBIUIRF~ENEARLESE, BRAFANESE. BXEZER , B5H
Amazon |dentity and Access Management A 18RI BV IE IAM K EE
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2. BEET—FH #AT-—RN:FR5: FEAEE,

SB5: ERMEE

1. EFENEBEREF , FELFTHEER. EHTER , FERMENERES S , EBEE , AF
HITAENE R,

2. EHE, ERRNNARR.
RN ARFNEREREFRENNARRIIRS,

4. 7£ IAM Identity Center FiZREE F BRI N AEFE Amazon Web Services BRS , #IBE —1
REMNATEOERBHNZEENNARER. X8, AFPREBEREFRENNARR , HiERT
ENRAERPHNEE.

BREZER  BER EEIENNARER .

BEEAEHNRARERF

REFECFHEENNAERFE , 0N FOEEBEE 1S A{E Amazon BERAGNARRF. B
E—U Amazon RS , ZBRSEERFRENABRFNAFZERRNEE. SENAFRERREFR
ENNAERN , ZNRARFSNAFNSHERAAENNRAERF.

ERUTERERRES K RRENZBRSEEEEENENINAERF.

1. $TF 1AM Identity Center & &

2. EBRNARER.

3. EREBFFREERIF,

4. EEFEBENNARRIIRYP  ERERBIHMERN OAuth 2.0 NARERF. XRAFEERHN

RRARERF.

EHAGENHNATESOEREBNAUGENARERT  EREEVENARR.

6. EREXET , ERENMNNABRFHEEFTRANR , RFEET -5,

7. HEEBBRSTE , &FWEEMENAEFN Amazon RS , ERFRENNAEFR T UEEX LN
RAERFHITESOERE  RAREET -5,

o

ERNBRSENL T TUAEENNARF. SFET MRV EENAER.

8. HERNAREFIH , ERENNARREF , ASMNTUEBHEERNEARFERSIEE , A5
ﬁ?%jt_io

9. HEEBVLRANBRIEMNEEBSTET  MITHUTE—RE:
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- EESIMNARFNEANR - 2RGETTAEINNARFEETRNTANRER . ZRE
NEBEETENRENNEAERF  RAREREETRNERE. EENANTERRRER G , RE
FEFTRHENREH , REEFRRFER.

- NFFENARERFNARBRNTGRRERRD - MRFREHNEINNARFEERRNRES |, &
IR,

10. BET—F,
M. EFERBENET , FEEMMRANERE, BERTER , FAEFENEER D , EREBIH RN

R, REHITHAENER,

12. ERfE , BEAENAER.

BEAETHATECRANARERF

AESHRITEEEEBENBEITEORIENNAEFFEATESHERE. AmazonBI AESHE
RATHR , BAUERXENARFAREAFRETER Amazon £8 NARFHER,

UTEBNETUETHEAENIELR , HRETIEEES.
£}

- AIESERMERR

« HNAESHEAMENERZAETEESI

- JTI FRRFHER

- AIETHATENERBIRE

- REAGESHEANE

- BipERAE IAM AGLE

AESEERMERR

AESOEBRMT MG , ATFEATHTEGRIEN Amazon NABRFERAAESEMAER
REAPRHER. JEFTHATERVUESATHEMN OAuth 2.0 BIXRS S, XETERNAL R
#iER (BERNARERF ) LLiFR Amazon Web Services BRS ( WM AREF ) WRARF. B5RiKM
AERFAREIAGETHAMERIEISMNVAFLRBIGRER. IESEAMEMN IAM Identity Center
ERAEIX L,

Amazon Web Services RS W ERWAFBBESGFOERZPFERNAFRMBAK R BTIRKREER
HEROBMEZEN, Amazon Web Services fRS TREEZFERARBENA BRI LXITENRT.
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R T ERFRIXANER , IAM Identity Center J1E KRim N AREF R iERimNAREFFEAN Amazon Iz
BFEEMET—®5ZE, SUETHATERMN SRR IAM Identity Center £ T, 1AM
|dentity Center 4 BB hE3E @A RZHY IAM Identity Center BF, BRIGNAERFRRIBFFEAFTS
EmEERENARFARER. BTHSESIAT IAM Identity Center FEVAER A , K IbiEURIR B
PR A AR HE 1AM Identity Center R ERH AR REA K AR, WiERF R ERN

/A Important
EFE— OAuth 2.0 BRURSH/AMAAETHRITER I EEFHAERNETLRE. Uk
REFENTETERBENITUTES
- XTEFPEENRAFRTEORIE,
- BRZAFREBRNAER.
o £ —NTH , ik IAM Identity Center AJ UG © 3 # K IAM Identity Center 812K T &,

HX A ETEAMENTRFENEZEN
HEREAETEAMEZN , BAEBTUTERFAIEZEI,
c IETHARTENEE

I&LRELE OAuth 2.0 RINBRS R ( IEREIAE ) . REUGETERAMEERERERE IAM
Identity Center SRR F M RME , B FEREMIBER. BXRUMAREAETERATENER , i
SHEX H R AE R T,

(® Note

BHRZULUEE 10 MNIETERAAE , Feil5 IAM Identity Center BB R , Ak , &
REFUETHERAEFENAFN SO E IAM Identity Center HEYAE R 2 BI AT,

- BIESHEMN OAuth 2.0 BXRSFEE ( IEFTHEMAZE ) 4IEE OpenlD Connect (OIDC) & M i
&, IAM Identity Center AIAERAZL BT RRRBATRIESESEAN N, BEXEZER , BS
8 OIDC £ A URL ( £%% URL ) o

« AAETHRERBEMNRNTHE

KEAETHRRTENTELTREATER !

THEUIER RS256E E# TEE H XA JSON WS (JWT) B,
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- TRAMBEUTER

« RInE (iss ) - MR TEHRE, MELAMEAESHEAMEN OIDC XKAKI (KK E
URL ) FECERYEHITEL,

. T (sub) - B ERBIEMAL,

« ZAX (aud) - THEMTHZERE. Amazon Web Services B X ZEM IAM F 4GS HE
RMATHEEN RN, BXEZEL , S Aud B,

o EIEAET[A] (exp ) - BHESIHMEE,
- SHEANREHTE , EAURHESE,
- TRMANEE—NE5—F IAM ldentity Center BF EBHE—TNKXRNE tE.

® Note

RZ#1E from JWTs HMicrosoft Entra IDEH B E X LR %4A., ZE#F K BMicrosoft
Entra IDAIE A TEN T , BFREFEHEENZZFH,

. AL

IAM Identity Center X#f RFC 7523 FENMMBAIEFER, BXELZESR , FSHL RFCHE 3
:ﬁ- D JWT *ﬁﬁﬂ]ﬁfﬂg*o

plan , SRETNES JTI(JWT D) F#H, hHER ( MREFE ) I EERHERE JT WETHREES
ATHEXM. BXJITIFHNESER , B30 JTI FHREHAEE.

- f# 1AM Identity Center SRE S A M ENE TENEE

1838 273 B 1AM Identity Center , 3 IAM Identity Center RE B3R , ABSAESE AR EE
FHRHNAFRXNNBAF,

A, BATIRATATE—BE

- FRAEESMHEEBRS (SCIM) 2.0 L , A FEZZ IAM Identity Center,

- [BZ7E IAM Identity Center I F,

JTI FRFAER

R 1AM Identity Center R THEMIER , MiZTHEE L4 IAM Identity Center ¥ , ZiEK
R, ERNHAPLEEEFATEIATRIR , BELURM JTI FH, 1AM Identity Center AIRIE T hE
FREE , B SRS ER.
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FIEFRA OAuth 2.0 IR /E @RI JTI FBH, FEL OAuth 2.0 RIRSS 2R ATRET VIR
B JITI RN BENFH, OAuth XFEFER JTI FEAR 2.0 BINIRS 25 A sE 2 UL FFBALURINE & 13
TR, XMREEASHIFERMAZ. BXEZELR , FZH OAuth 2.0 RIIRS 278V X4,

BXUEXRTENNARFES , 28 IAM Identity Center APl X#4, BXEERFRENARERF
VIHRBNRREBCENER | B2 HZRMARRN Y,

AESTHRAMENERERE
UTETHRTRENEAAETHEATEMENIRE.
£

- OIDC A¥iwmS URL ( K##E URL)

o B MHERRGY
« Aud FFHA

OIDC % &S URL ( %% # URL )

[@ IAM Ildentity Center 2 & AR MAIESE A A ER | HHMIEE OIDC XWiwSR URL, Itk URL BER
FEHHMX URL , B /.well-known/openid-configuration. 7£ IAM Identity Center $2#l4& , it
URL %X & URL,

(® Note
AFRENE X P iw R URL HEZE .well-known/openid-configuration BIEKERD . R
.well-known/openid-configuration @&%# URL # , NI AJE A A EE BN TR
. ER IAM Identity Center R&WIFL URL , FTAA , 218 URL AR FEH , NS S
EBEMNREFAMN , BEF2KHBEA,
OIDC x#im < URL Ree@dim M 80 M 443 #1TIH A,

IAM Identity Center fEF It URL SRERE X AIMES A M ENHEHMES ., B0 , IAM Identity Center f&£
At URL SREVFTEMER , URIEAIESEAMBELERNSE. @ IAM Identity Center R HN A5 T k&
RmERN , BIIEEL URL, EEHK URL , EZHAATHANARRFERTEMN OAuth 2.0 B ARS R
RERNY , IEEERRREMEI R,
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J& MEBR 5

IAM Identity Center BE F B MRS , MAFETRAMERTNTEMKEKNAFE IAM Identity
Center Y EANAFHTE, @ IAM Identity Center FINAIE LM ER |, BAFMIEER RS,
HEMMREATAETEAMEBELERNTEPNFH, FHPNERTER IAM Identity Center, 18
REEAEENE KK IAM Identity Center FEVEANAF | ZA P BEAE AmazonF AP, &k
BEHE XIS E] IAM Identity Center 37 P TABMEEES RPN —NEME. B SUEER
T IAM Identity Center SR FHEEMEZ2— : AF&. BFHHENAL ID. I FE8MNAF/ , B 1AM
Identity Center & E K B B L FE—,

Aud 78R

Aud FEREE SN ERZER (BERE ) . SERTRNRRHINARFEIARKSE IAM Identity
Center M H R RHAHTH ORI , XFRFZFDRHABRENTESERHE, BRIHFRFERD
MRAERF (ZBRNARRF ) X AETEATEERNTEES IAM Identity Center £ K T 1R
8

BRIARIEN RN AEFETETERAMELIMOZRFHE , FERAETHRAMENY ,
FRRAETHRATEEER T KA.

REAETHRNE
ERTE IAM Identity Center AHTHBRIINNARFERAIEH0EE , LTH—BHSEEE
RRBEAETHATE. AIETEMAER OAuth 2.0 BIURF R , EAXKEERNNARE (BEXR

NARRF ) RBTHE. TEERXENAREFRKEAFOERNAREREIEFR (a Amazon Web
Services &%),

£

- MAEEAGTIR

- RETETHAMENTES

« 0{AE IAM Identity Center £ HEI A RMAETHERAE

* H0{AI1E IAM Identity Center EH AP EERRBAIETHEATERE
- FANESHEANENNARFNZEEIENBERRE

MAEEABMIRR

EREERRAT , —REERATRSIITREAGETERATEMZNMELERES. IREZREER
MITXERES  WEBERVME, TRERT SANEERNAMERETFESHERITEFEE Amazon
AR S5 LA A % A
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RAriEmE

® Note

ZN AR A L2 EME IAM Identity Center S£5% 3 215 15 & 1045 &/ Amazon BRS-

BXEZEER , BZH

y=:h=:)

IAM Identity
Center B R

SR 1P ( ATES
BEmE)EBR

Amazon IR B
Il

REAETERTENES.

AT EAESS

FFAEB 1dP ER A ET XM ER
HnZEl IAM Identity Center &1 &

#BH1E IAM Identity Center F15A&D
IdP Z A& & [E ¥k & AR 5,

O ETHEMAERNME IAM
Identity Center 2% &/ , BXI
Amazon [REEE R

EESI IDP , LU AT .

#BH1E IAM Identity Center F1FAEB
IdP 2 [Ali& & [E ¥k & AR 5,

B Amazon RFEEBRREZIRA
ﬂl_\ ( Aud EEH ) o

K ZE Amazon RFEFEFRE
EEZEAENSHERITE. &£ 1AM
Identity Center &3 & fF H R ZE|

IAM Identity Center ##|&f5 , A5
ThEM A EFE Amazon BRI

AFRAER,

R’ Amazon BRSEENERATES

BETE.

AN R
AEIdP ( AMETHERTE ) EERA

Amazon RS EE R

IAM Identity Center B &

Amazon RS EE R

IAM Identity Center & &

AEBIdP ( AIETHEARTE ) EER
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REAFETHRRABENES

BEREUETHEARME , IAM Identity Center EXE R, H& IdP ( AIESHEATE ) EEANNARRF
B R MBRMTERA TS

(® Note
ZN AR A L2 ETES IAM Identity Center S£5% 3 X 15 1] (5 & 104& #&#Y Amazon BRSS

1. Fo@ TESHMEERINE IAM Id entity Center — IAM B OLERRFEH IAM B9 g
FlARMAESHEMNAESRAPIs, KEBEEREUTHE :

- AIEREXMENE .

« OIDC X¥ix R URL ( £ 1AM Identity Center # &l & |, bk URL AKX MHE URL ) » ZETIHR
REe@idis 0 80 F 443 # 1T,

- HAFEANEMERT. KEERFATAGSERAMELERNNSHPNESH, FHTNERT
# % IAM Identity Center, BEFERIEENEMERE IAM Identity Center FHIENAF,

2. @@ Amazon R E#EE| IAM Identit y Center — Amazon FREEIE [ HE AN ARF SR
ARFWEH &SR ARFEER IAM S48 H 0 APIs,

PR E M A ERIME IAM Identity Center #2F| A5 , EE4TE Amazon RFIEFHIEHF TR |
Al it Amazon RS EE Rk,

3. BETHXHRMNER-£ Amazon REEZEHAH |, Amazon REEE G Amazon RSB ENIES
AESREAITERITHSE., XESHENE IAM Identity Center £ R SRR, XEBRES
B1PZEENRTEITENER , LR EZ Amazon RS RIHYER TR IEE,

ZEENRTATEEERTHATHARERTEREE , URAZKTITEMRZ Amazon RSFE
M. BERBULE , BEHRRAGETHANESER,
#n{al @ IAM Identity Center 2 HI &R MAIETH AR E

EREZEZEERANARS | ESH IAM Identity Center B R #1T. MRER IAM Identity Center
BER , NXTUERERABNAL AP ERNAESHEAHRE,

=g IAM Identity Center #HI AR MAETE LA E

1. F#TFF IAM Identity Center &I Ao
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o bk~ ©

10.

EERE.

HRENEL , EESFHRIBET R,

ERETHERHET  RERUETRRTE,

FIRESNE IdP LR A ETHRAENATESHRATERAEET , T TRAE

« EWRE URL B, BERNAIESHERENRTEALE IdP 89 OIDC &3 URL, HHUEE

KHiwS URL FEZE .well-known/openid-configuration BIEHIERD . SAER IAP BB
B AT R URL,

® Note
ER b URL RSN AR S HHEEMRN TP ATE (iss) AT URL LT
BLo

- EAETHEAMERNT , MA—NEF , LMETE IAM Identity Center MM AR FZEF A iR
AZAETHAME,

ERSFEMET , MITUATIRE -

- T ERRMUBEM , NIIRPER—INEM , LABRSZ| IAM Identity Center 3 F# P HE
38

« XF IAM Identity Center B , NE R GHEFMENIE K,

ERE (W) T, RERANMFRE , FENE ( Tk ) BEE,

BXFENEE , BZH N EBFMNFFZE Amazon IAM Identity Center,
ERCEAESERETE,

BIEEAETHANER , BRANARFEERR , MM ESEREAAENEN , UEMIT
DA ETEAMEEERANEHEF TR,
BARFEERMNEEANEHEPEREAGETEATE , TRATHAF NN TES OEIEER
BERNARFRRIAREMNARER

W{AI1E IAM Identity Center B FI AP EERFBEAETHRAMERE

FAETEEMERME 1AM Identity Center #2&| 8 /5 , LA UEFENEFEEMEXRE,

MREHNFBAESMEHERE | WL, ZSRBTELSBAFTEHACAREN EATES
A HENNARE, DEETHASTE , RNRUCEREREZN  SRENEATES LS
#0098 EE R ETHE,
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E 7 |IAM Identity Center EHI AP EERREBEAETERAERE

1. $TF 1AM Identity Center & &

2. ERRE.

3. EREBEMEL , EFFHRIEETF,

4., HEAETHEREAET  EREEFIRENITESTEATE,

5. EFRRE, ARERRE.

6. EFBEUGETHAMENR , BEEEEEIREBRE. EUUREAGETHAMESNR, BHER
FAMIRZ,

7. EBRREFEY.

8. HERBUETHAMENEED K REQRTEBARBTEHRITER. EEHEIA,

ERTETERRTENNARFNREIEMERRE

ANNBEATETHRABTERTUIEEOEABHNARFNRESEMBERRE. TRRETIHIRE
HY BRI

7
Requesting (NS
» application {option) - 1013001
User 2 10

AW servioe

Receiving
application

Resource

A 4

Trusted Idantity
¥ : (e Center
token isswer OAuth 2.0 =5
authorization > Trusted token Bsuer:
DIDC Discovery URL,
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« 1AM Identity Center F§ F7£ IAM Identity Center Z3 8 N A F & %,
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BT, BXEZEER , HESRMEX Amazon 1TE B AR FH T,

. IAM Identity Center £/ OIDC A% 2RI A T RIESEESMN N, A5 |, IAM Identity
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o WA EEHBNS KRN ARF. RS Amazon EENARFRENERGALM
ArEES , VARSI NARFHRHITERZR?ERETHAN D E ; SNEREGHEIEL, R
Amazon TFENARBRFEENTZTEAFPNADE , NGB HREHTT,

@ Note
Amazon RFEERINRERE , ATHERESZENAFNARITOE. WREITIR
XENARFATAGEMEE , BRNENTEBCREINETESERE. BIFEERE T
AAFPFRSENARFRRNANENRE , BREEIBREEAERLXSHEINMT
N, SEPAP XX ERIRNIGE,

« RUERHAERNNARFREEEENERZER Amazon HENREFNERERE.

. MRBIEMNBRIELS TR |, IAM Identity Center I — NS, MTHEE—FTEHR (MER)

ke, Eda$E IAM Identity Center AN AP &4, B Amazon EFENHARFHZ A
(Aud) , AR BRI N AREFEREWR Amazon FEENAREF A HBERSTLAERANEE,

CERENAEFRECRANERREFOZRENRAREFRERFIER , 7K IAM Identity Center £

FRRY T AR b 4R IR R R AR T o

BRI ARFEA IAM Identity Center ZREVA F S H ME TP RIDAEE. ©RERBEFERMN

Identity Center Bk IREVAFBEMHERAFWHR R BHK.
BYWinMARFERERNEEXBERAFRE/IEMN , WiHEATE RN AERFER.
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MAPNEG, KAREMNHMTHRELREME4SICRERRHNARRF BEM CloudTrail 4
B, BRXEEFRNEALTARNAREFMR.

B iEEE AM AB2E

Amazon Security Token Service(STS) EN AR FEBIRESHIERE IAM AE2TE, FHEREA
BRFEEFE—NMNNEH LT, ZLTXHAPRRFHTEIE T Amazon Web Services RS A
B, Amazon Web Services BR55 B EATE IAM Identity Center FER AP HWEAR 2 AE B |
HEATCIRERAFPFRBRR.

Amazon R FATEFEiE M Amazon STS AssumeRoleAPI 4% HiE K H £ 15K
BProvidedContextsZS ¥ 15iE+H AP FRRAF (userId) B £ T XH S RIRENS 1738758
HABLIE, AssumeRole L T E—RMMABERMWEIRIidToken&REHIRFHISSO

0IDC, CreateTokenWithIAMZ Amazon NARRFFEASMIEREACKFHERERN , &
CloudTrail ieFuserIld. BaI&EMRBNRE. BEXEZEL , FSR SHERE AM AELF
18 %o

ES}
- SHERE IAM ABE2FEHNRE
- SHEREY IAM AELFILR

SR EBEE AM ACSFEMNRE

Amazon STS AJUABIZFHFRIXHEN S HEEE IAM ACAE , EABRTAERERN LT
XHiE. AssumeRoleM IAM Identity Center 3REX ID =K R AR F AT BA[E 1AM A& SiER M
sts:identiy_contextsts:audit_context ( #% ) = ( XEEERE ). 5HiERE IAM AE
L2ERETEHP—PLTXHE , TEANIERE,

B sts:identity_context S|ZEMN & HiEEE AM ARLSE

LHEMIEENARLEESsts identity_context#iAA &R , LA Amazon Web Services RS
BERRBENZETAGXFEHRRERNAF, , ERETABRKRN. Amazon Web Services fi% X#FE
TRPFHERAINARZFEEARM T AP SR EE 5 B 77 B R BRAY =4

Amazon Web Services I TXHETHPHRNXY , 528, sts:identity_context
CloudTrail i23% IAM Identity Center AFHAF ID URIZABXMNFEERE, BEXELZEE | BS
] B4ERE AM BEAEIET,
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ENFIREULE B AR E A B SE Amazon STS , MARFFEHAssumeRolei K
SHEERDIEMZsts:identity_contextFEMIProvidedContextsfB. M
arn:aws:iam::aws:contextProvider/IdentityCenter #£7 ProviderArn f{E,

BARUTHANESZEE |, HSREW Amazon Web Services BRS 314,
B sts:audit_context SIZM B{71EEE IAM AR AE

T *£sts:audit_context , AF/E A Amazon Web Services RS iR 5% , MARAEXRMH
BPURE. Amazon Web Services fRSS IEsEBERAE — L T X-sts:identity_context-&K3EI
X—BERHBMERPRE, EiMBWsts:identity_contextfEFTE HHZEH FEH TS 5 11L&,

SHEEE IAM AE2FIER

@] Amazon Web Services fR% A S5 1ERE IAM BE2AFNAFPXEERN , BN IAM 545
DuserIdfF & FZE|iZ0nBehal fOf L E CloudTrail f, EHMEFH R CloudTrail B Amazon
Web Services BR%. HIEFTHE Amazon Web Services RS #4Li2% onBehalfof t&,

LA 21| Amazon Web Services RS £ H B 71858 B & 215 & BV IE R & F M R~Hl, CloudTrail

"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLE:MyRole",
"arn": "arn:aws:sts::111111111111:assumed-role/MyRole/MySession",
"accountId": "111111111111",
"accessKeyId": "ASIAEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLE",
"arn": "arn:aws:iam::111111111111:role/MyRole",
"accountId": "111111111111",
"userName": "MyRole"
.
"attributes": {
"creationDate": "2023-12-12T13:55:227",
"mfaAuthenticated": "false"
}
},
"onBehalfOf": {
"userId": "11111111-1111-1111-1111-111131113211",
"identityStoreArn": "arn:aws:identitystore::111111111111:identitystore/
d-111111111"
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F Amazon Web Services Management Console , [G& =2 — A TEE Amazon BRNRFEH &,

BIENRER , BREINREEENEBHXENATABEHIE Amazon Web Services THEITFH,
FA &35 Amazon Web Services TR |, £#FE—4 Amazon Web Services Ik , REEEAE,
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FHEUE A mTE S G [R Amazon BRSS .
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4. $RiE , AP i&E Amazon Web Services Ik = 18 EE A,
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{
"Sid": "ExplicitlyBlockIdentityStoreAccess",
"Effect": "Deny",
"Action": ["identitystore:*", '"sso-directory:*"],
"Resource": "*"
}
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N | &5F7E 1AM Identity Center FIBE R DB MR EANNREMNN AER

FERAUTESERMBE — NSRS IMMUPRE | iXBELHL Amazon Web Services Ik RIER AR T ZEB#E A
XL PRE,

/A Important

o BN RENE B MEA , TieEHA Amazon Web Services - R4 |, #8 L
EEE R, EEFEUERAPMANIHRINER |, ESREEMERNRE,

M BRA PR EE Amazon Web Services i/

1. $TF 1AM Identity Center & &

2. EZWHRPNRT , EENRE,

3. EBREMBRMNRE , AFIEE Delete (MER).

4. TERBRRENEREF , WANRENBRAEIARER , AEEERR. ZEHXDSKNE,

B ENPRERE M
£ IAM Identity Center | EB R A UBEERA TR ENEBISKIZF AP HRNBERSERFE
B[] o

Task THREZ

S [ A LLREE IAM Identity Center 517 1% & Amazon Web Services Ik F° ) & & 4L /e
Amazon FIRE AP 21 H & KLt E, 121

EEATMMUBENAFERIEY IAM Identity  ®EFRRIRS SUERIE R Amazon Web
Center 1T HEARIEEEINEZRNE, Services Management Console
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Task THRES

BRA P ENREEEEFTEBTR Amazon 156 P 45 40 SR B HR A R R P AR
BRo

%8 Amazon Web Services ik F° Y & & 1420 18]

NFEN NRE |, BB ESFFLERE , LUZE G| A - a1 &% Amazon Web Services K F ik 7 B9 B
BKE, HSEENFEENBRYE , AP Amazon FHRHLE,

BB NRER , RFRFEFBERINRERN 1 /Mot (AR EN ) . RESEFEMNER 1 /08T,
ZHRERN 12 /P, 1AM Identity Center 2 EB MNP EHN KR ABMUIREEFCE IAM A6 | #
FxEAEREENZFEKLFZREMER 12 Mt

HAFPBKEHEE Amazon Web Services ik ### & 5 H Amazon Command Line Interface
(Amazon CLI) B} , IAM Identity Center 2 ANRE LN SFFEMNERERZEH S 1§E’J$-ra;kH‘IIEﬂo
ZRIANER T , 1AM Identity Center I PRELERKH IAM A& XEEH IAM Identity Center FAF181E
A {R58 HSEHE IAM Identity Center fXPREAF 15 BRI S iE LT A,

/A Important
FERNREREME , RINBUSRENSFHFENAKETEETMITAGHENE,

BIENRER , B LUNERTEFUNATNSERFERE, FRAUTIRIEHZNRENSFIFLE
AR E,

RER GRS

1. $TFF IAM Identity Center #£#1 &,

EZKFRRT | ERNRE,
ERENHERSFRFENRINNREN B,
ERRENFAEEREL , EEARE B RBENEN , EREE.
FEREEANREZENEL , HRFFERE®RERE - NHE,

WMRUMEMAREE T NPRE Amazon Web Services Ik~ |, Ntk A ZFFERETE , Amazon
Web Services I MEEHEHFER. NEENLSBERFEREEENE , FEFEEMEFER

o a0 &~ w b
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Amazon Web Services IKF ZIXBRENAF ., XERBWMIZENFHFENSNATREEA Amazon
Web Services I ZIXFBEENAF,

7. EBRREEWR
8. Amazon Web Services Ik WAL E R—FBA,

o MRE—NPHZA Amazon Web Services Ik ARELE T PRE , MBEHSHIA Amazon Web
Services Ik ERIEFHEE , HEEFHMHWNREENA TR,

. MRAEDEENPRE Amazon Web Services Ik |, @A HEIAEENIRE S E#H,

RE AP AIR S SEPIETEE] Amazon Web Services Management Console

BIABERT , HH P& Amazon Web Services 1H[E[ 17 , Rk, , REEFRESTHNREE
Amazon B|EZH A& , IAM Identity Center 2 AR KEBREEMEl, Amazon Web Services
Management Consolef& A LB fF P AR[IRE AN T EIRVEES A& URL RERITH

B REPHRS , FEBENAFEUNRESHACHENSMWRIERT R, o, BELUFH R
AIRIE N Amazon EC2 ##|& URL (https://console.aws.amazon.com/ec2/) , SAMEEH ik
# Amazon EC2 EE A ACMNFHEEQ R ZEHA. ZEEMEIERIA URL PR URL IR
&, IAM Identity Center & B F BYX ¥ 23 8¢ 1 B A P £)X Amazon Web Services X1 fE VIR E &
KT R, Bl , MRAFPERTERMN ( IEFRE ) XiF (eu-north-1) &G —REHELE , I
ZAPEHEEQR Zi XMW S# EC2 BF A,

EfiE 1AM Identity Center SURF AP EE @ E4E Amazon Web Services X i3 H 1y #2 #l
B, FXEHATITEE URLH, fl , EFAFEEMEIEZERI (BXZEBM ) X (us-
east-2) WL S#hEE EC2 & , BEEZXEF EC2 LB iEH A ML (). https://
us-east-2.console.aws.amazon.com/ec2/MREEEEEZ (BERM ) (us-
west-2) B AT IAM Identity Center , H BZFEFAFEMEZXE , £ https://us-
west-2.console.aws.amazon.com,

BLE RS
ER LT SR AN REE EF LIRS URL,

1. 3$TFF |AM Identity Center #£#1 &,

2. EZHRPNRT , EENRE,

3. EBREANHEEH LRSS URL WREMN B,

4., ENRENFHAGSENEHL , ZENRE BoENAEN |, ERRE,
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5. E“REEANRERE WHEHH PHRE T , BAEMA Amazon BRFHIZEEIE URL, #il0

https://console.aws.amazon.com/ec2/

(® Note
FARIRZS URL 11E Amazon Web Services Management Console™,

6. WMBRLUEMAREE T XPRE Amazon Web Services Ik |, Ntk Z# N ERETHE , Amazon
Web Services Ik MEBHEHMER . NEENPLIRES URL B/ , FIEEA Amazon Web
Services i ZNRENAFBEENERZ. XERB M RENFERSATFEMEA Amazon
Web Services Ik~ X BRENAF,

7. EBRREER.
8. 7£ Amazon HATMHEMNINHXE R —FEA,
o MRE—NHZ Amazon Web Services Ik P EE TIXRE , MEHMSHIA Amazon Web
Services Ik ERIEFEE , HEEFHWNREECNHA TR,
- WMRMNPRERTE Amazon Web Services IKFAHELE , MBEHSBHIARBENRE S EH,

(® Note
BRI LAE A Amazon API,  Amazon SDK =% Amazon Command Line Interface(Amazon CLI)
BT EE, BXESEER , H5H :
« |IAM Identity Center APl ZZHH) CreatePermissionSet 3 UpdatePermissionSet
BRyE

« Amazon CLI if 5 5EH sso-admin E5 K create-permission-set = update-

permission-set @ %o

{58 4B 48 SR B T BH & BR A P AR

% |AM Identity Center Fi F° IE1E £ FAfXBREE Amazon Web Services Ik B |, Rl REEEMEE Z A F
G RENR, BANREEAFKEIELERR" , ANBUEHERREER IAM A22ENNR ; ARE
FENTUUERIELERR , BEERLEHFRNBEHAF, XREBEENAOMCIEIEL R UK
B EEEAEREIL,
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EZRHEBHNRECZNIER IAM AR SE

FAI OB S ARSI SRR IS E A P N A2 SR SR |, LALLPE 1 A P 65 A AT (SR BRAE A Y
IAM B8 iTRE, BETUEECERBB2aEEAFEREANRE | X T ABERIERK L A
WEREIENEETAE, WEXCEIELRIHELRFEF#E AN RERHEEMNRE , B
FRIERPIGRR , £1E5EBR# Amazon Web Services HRIITTF&iE , AEARAFER. BSAHS
HAREQIEZNERR IAM BE4E , THROMEFIELRE SHMREESSER , NI XI5 RRE
HWesEE,

B 448 SR %

B LAE R4 RIS | HE M5 IAM Identity Center 312 A UserID Pl , LALLEHIEAF
FEAMIEFREARN IAM BERITH —SHIRME. FHLRRETTLUR G B IE4L K1 T RE 5 A
HENBRENEMAFEREE, WREF SRR, IDAdd user ID here ATHENBELEREH
R PREYA P ID #{TEHM "identitystore:userId",

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
nan
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"identitystore:userId": "Add user ID here"
}
}
}
]
}

BARTLUFEHEMEZERE (HI “aws:userId” ) , 1B “identitystore:userId” EHEN , B
NEREENMNAREBXNLBHE—E, EXRGPEA “aws:userld” A2 ENSHRRELZAFE
MHAEXEE , AENMRAFNAF BB FER it R ET(L , MATgEX R ET,

£ |IAM Identity Center #HI&H , BALNBISMEAF, RAFPEERAR. B —RERBoH
SEHAF IDRKEHKAF identitystore:userId, ¥ EAF ID &, FIEAF# Amazon Web
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Services HRIIF B HEZERAMINER —FoMEZHRNBEERLE, ELLEIERNEHEFEFHR
REAFHAF ID, N B3I SI2IE4 KL APIs,

ERE R SR

BT LMER TR SRS ID (I ) Add user ID here , {ERMIINE Amazon Web Services
TP AP AR AN R RS IEFIREE (SCP) IRAIEPBIEL KL, HEFRAL S L , RNREME,
MR, FERELRIE SR PN IEEARE | SEBEREZER  FESVFAF ID Bifh 2/
HiGRNBRZ AP 1D, XA BB IEA P EREK I SCP M &K Fik B W EA I R ERTEM
B, ENERA P ERAERE Amazon Web Services iR TR 2ESMETEKF HARATEAE |, t
TEHITRE, Y SCPELRBTHAFNHARMNERE , BUUBREZEEZAMIMNNER., BUES B
{1t Amazon Web Services 518717 &iEHI ThEE

BRT BRI Z5\ SCPs |, #EE AT LURF 448" SR 2 2 FE AN BREEAY M BR SR A A P W] LA R AR R &R G2 AR
HEFEERET,

MRLBIBEZ AN BENR , WAl ERERBPERESIFR , HlI0

"Condition": {
"StringEquals": {
"identitystore:userId": [" userl userId", "user2 userId"...]

}

/A Important

ZeXAAMGE , BFREUEMEL EEE , AEREDERERSHAS ID ED 12 70
o 2f5 , ARFRANEAACEHNIH  REEATLHERAFT ID N EL K HBER.

ERFERE, Amazon EKS E£&E EM S F Amazon KMS Z4A KBS
5| PR EE

L&\ Amazon K 2 B PR EERT |, IAM Identity Center 2812 — N EFAFF L A
AWSReservedSSO_,

ABNTEAHM Amazon BIREH (ARN ) ERAUTHER :
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RAriEmE

=1

AWSReservedSSO_ permission-set-nam
e_unique-suffix

MRIEE IAM B0 B 45IRITEE us-east-1

A ARN FERAUTHER :

=g

AWSReservedSSO_ permission-set-nam
e_unique-suffix

ARN

arn:aws:iam:: aws-account-
ID:role/aws-reserved/sso.amaz
onaws.com/ aws-region /AWSReser
vedSSO_ permission-set-nam

e_unique-suffix

&, W ARN $35%F, aws-regionBBHNTER

ARN

arn:aws:iam:: aws-account-ID :role/
aws-reserved/sso.amazonaws.com/
AWSReservedSSO_ permission-set-nam
e_unique-suffix

flgn  MREGERT OBFEEFEEER R T Amazon IKF I RNRINRE , WaEALLTE#M ARN

SIRMENNAE

=1

AWSReservedSSO_DatabaseAdmi
nistrator_1234567890abcdef

R IEMBR Amazon K P HR 3T iZ X BREEAYFR A 2 B

ARN

arn:aws:iam::111122223333:r0le/
aws-reserved/sso.amazonaws.com/
eu-west-2/AWSReservedSSO_Dat
abaseAdministrator_12345678
90abcdef

, T IAM Identity Center 812948 5 & & th & 4

BR. MBREBHBENRE—NREHITH I , IAM Identity Center 2R ZNRECE— AR, FAE
HEMH ARN SETENE—FR. ELREID , H—FH=2 abcdef0123456789,

5| ARE
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B ARN

AWSReservedSSO_DatabaseAdmi arn:aws:iam::111122223333:role/

nistrator_ abcdef0123456789 aws-reserved/sso.amazonaws.com/
eu-west-2/AWSReservedSSO_Dat
abaseAdministrator_  abcdef@12
3456789

AGNFHEHM ARN WERE NS BT AREBEHF ARN HWREEHIL , M\ EEER out-of-
dated R PRENMARTGRIRE, FHlan  MRELUTEEHSIAER ARN , NIAE ARN WE G+
WIS BRER PR iHE -

« WMfEA aws-auth ConfigMap TARIEEE , MI7E Amazon Elastic Kubernetes Service ( Amazon
EKS ) ££8# aws-auth ConfigMap X# .,

« 1£ Amazon Key Management Service (Amazon KMS) Z4AME T RRN XKD, ZBEHLEHANR
SABCER,

(® Note

BiER Amazon EKS 1785 B BEX Amazon EKS B ARINERE. XS UER
IAM X PR EE A G E Amazon EKS &M E K, BEEA Amazon EKS 1R E |, BFLE
BX%& Amazon Web Services X#ZEN A EH EH Amazon EKS fRHY IAM =4 EFHIKEBITEE
9 177 [R] A BR o

REBUUEH ARSI Amazon RENETRRNERE , LENESNREEN NN A E5| A ARN ,
BEXTIMETE IAM for Amazon EKS FEIEWNZAAE , Amazon KMS HHINR ARN thi?iﬂﬁ
XF Amazon EKS , &1 IAM B &%MFET aws-auth ConfigMap H. B Amazon KMS ,
DREETENZARER, MRBEEENEHaws-auth ConfigMapzi Amazon KMS E“f’ﬁ%ﬁ%
& IAM B | EBER Amazon Web Services X3 LA EFHIRE 31X L& RAY U7 R PR

3t 52 173 7] 7 BT B 2R 1
7 TBRESRREN NN AEH ARN ERTSHGEFE , RITRUERITA TR
- BPED—TURESE.
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K2 EE1E Amazon EKS A5 A®, FHaws-auth ConfigMapXEKMEHE M Amazon
Web Services IREZE T H RN FKIEH Amazon K Amazon KMSRZ It 2B .

Blan , REBIEEKSAccessPREFH M Amazon Ik F 5| AHEMNAE® ARN111122223333 , N
FEBAXKADEAZKF,FHNBE, BTOEEKAMER , IAM Identity Center 7l B 48 R 89
At MNMHRTEGBENK, EBANRLERFHRNE , MEEEOMMUBHRANEE,

- XWFEHaws-auth ConfigMapFH Amazon EKS 58 Amazon KMS : BE1E IAM 8| E N A
B,

W RIETE for Amazon EKS & ARNs aws-auth ConfigMap AXRESIHAAR  RELE
Amazon KMS ZiREEHRAZHASIAAE , RINNBWEZELEE—NE IAM FRIBNAER, 28
B AT AR B Amazon EKS S EE Amazon KMS 40K RS, NERELIMEEBRIBLL A
B, X, MRNRENAE ARN REEXR , M TJAERZLAREPEHF I ARN Baws-auth
ConfigMap5|fA. Amazon KMS T —# 75124 T 2R IAM FEIZEN A |2 EE RN =,
ZABREEH AdninistratorAccess fREREHRIE,

B E S E R R A

LT RBENEEREHNRE , ZREEM AdninistratorAccess XRE , AL EIFE IAM 4l
BRAG., ZRBHXBERDSE

 WEAKRBHNERXATEREET Amazon IKFEIE A, ELFREF , Amazon K/
F111122223333#Bsts:AssumeRoleN RN EIEATMUKATE IAM REIEN AR,

o WWEFEKIEM Condition element IEE T AILAEETE IAM R ERN AN EAMMER, £
WEES  EFUTA® ARN W REFLIEEZAE,

arn:aws:iam::111122223333:role/aws-reserved/sso.amazonaws.com/eu-west-2/
AWSReservedSSO_AdministratorAccess_*"

(® Note
Condition JTEEFE ArnLike XU ZERF , HENREAE ARN REFEHBESR , M

TRE-—NER, XEWKE , MENRENSE ARN REER , REtBAFNRERXAE
IAM el RN A6,
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
o

"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/aws-reserved/
sso.amazonaws.com/eu-west-2/AWSReservedSSO_AdministratorAccess_*"

}
}
}
]
}

MBZHNMBRHEHUE T RERN ZNRENFIESE , NELEREHIERE IAM HElE
BB e R ERIREXTEE Amazon EKS £8 5 H Mt Amazon BRI ESFMEMNE. Amazon KMS
keys

E TR REH]

ETEMNIAMIZES (ABAC ) B —FRACER , ZRBETEMREUNR, EAILAFER IAM
Identity Center Amazon Web Services Ik~ £ >k B £ IAM Identity Center & 3R AP ESEXRE
B3 %A Amazon BRAIGENR. £F Amazon , XEBMMAIRL., EHREAAFBEEIRE
Amazon B] AR BB L E PRI MM ENRAVIETE , Amazon HHEREN A T REEH AT E TEHR
ZH Amazon &R,

filan | AT LAk B AT RIFA RN FF & A 5 Bob 1 Sally Bt 2 IAM Identity Center & B 48 R4
BRE , AREREAN BB I TIHRIES, 2 Bob M Sally EFAM{18+ Amazon Web Services ik
F= , 1AM Identity Center &7 Amazon iFHR ZIXMIIWEARRBMEY , it , SEYMINEB A
MEM S Amazon T B &R L H BB AR S LHLAT , Bob # Sally F g4 E T B ®IR. 1R Bob ¥
k¥ E Sally WHBA , BRFELT B FHEFMAERA R MR AN IS Kb BN R. = Bob T
IRBFEE, i BEhIREXIFH BRI B IR RNR , MAHEEE Amazon EHEMNR,
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A EE BB TR A EFEE IAM Identity Center FRIZMERENTENRNHE , RNV EHEENR
EXBENAFINEAUREEESERAR—NR, &AILIE IAM Identity Center fXPREME T R IR
REEPEAXLERFEMX Amazon RIREHE ABAC H KAER{LREE,

LE

LR 27 IAM Identity Center £/ ABAC By EH b i74k,

« ABAC ZEFELHNRE - AT EFLRNT RN T/ERECI BT REMNKE , R ECZNNBRESE
D, XBRETNREEENS RN,

- /A ABAC , FIRA AT SURIBZL A - HRFENENEELRICH , RESBEBRHEEHRT
FRRE R

- it ABAC EAATRIBERHHATEM - B LR IAM Identity Center Bl ERVETH BIRFH
WA R IEME Amazon i H 15 B R HIRE,

- REEETRRERE —Z2EERATUBREERPNAFPBMRBEPVAFES , Amazon
CloudTrail N2 E X ER & 5 Amazon,

BXREMA IAM Identity Center 13| & t{AELE ABAC WER , B2 HEEHEE. BxX
WEER IAM &4 505 AMEE ABAC HER APIs , iS5 | AM &4 H .0 API & 15
FCreatelnstanceAccessControlAttributeConfiguration Y,

FB
« 58 . Amazon EH IAM B4 F O BELE ABAC
o iRl M

B8 . Amazon £ IAM S H 0B iE ABAC

IE R B ERIEH Amazon BIRFIZE IAM Identity Center LA 1T ABAC FRIFFEMEBEES . &
ISR EERINES, HSEHBETEHFERENETEIRN , FRERZER , SUESRTTUSKERITI
BREPHNHEHRES.

$B,  Task 5&

1 EE AR A Amazon BRARMEL, EE IAM o NEFRIMFRZ Amazon
|dentity Center F135HE ABAC , R A EE B EXHE
ABAC WIFTH Amazon BFRNMNFZ,
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RAriEmE

e

2

Task

EFNAERSHEMETPHXEKAR S5 ME T IAM
Identity Center R EL BRI F10R. 1AM HH 0 R
BEPRFER ABAC WEAXZEFN IAM F4 705 4R
HAFEM. Amazon

RIBLATARAE | T8 7E E 55 P R LE I 14 Sk A 1 ) 428 16 R
R, REFELZEER IAM | Amazon dentity Center,

- MREBEANBESMORME (1dP ) , BREREFEA
M IdP 1&iE B8 MR 2 M IAM Identity Center ik
k.

- MRBEFL 1P REBEMY , HF IdP BRENE
SAML Wi S RERE M. FSHASE IdP HEFY

Optional ZB% .

- WMREMEA IdP 1ER & IR HIEFETE IAM Identity
Center HIEREMY , EHRNMAEE SCIM UEEMH
EXBEN 1dP, WMREFTEN SCIM 5 1dP — &
A, W{EA 1AM Identity Center 241 & A P~ TUE 7 0
APRREEM.

- WMREMEH Active Directory = IAM Identity Center
EREMDIR , EFEH IdP HiERTE IAM Identity
Center FEEEM , MEFEATLUREN AR .
AREVLEKZESER 4 , FFREA IAM Identity Center
BH A EEER ABAC B,

£/ 1AM Identity Center 2%l & 5 Y 7 [7] 43 /B TUE
EEREEZERAT ABACHE M, BEETEYP , BRIUMNS
R2HEENSHRPERGRZEHEYE. EENSH
RERBEMH A IAM Identity Center 5 , 4B B E
X (BRG) |, XEREXRMZRELSE L Amazon Web
Services i AT iAEEFIRE,

sE

- EEENSHIR

« Al

- ERAARESHREEENS
3R B R B R 1

« |AM Identer & 2 R%kiE

« £ SCIM FNE 5 51
HEFEEF IAM Identity
Center H

- XENNERSHIRAHREREY

- {5/ IAM Identity Center 4

NEHRNEREEM

« A Amazon Managed
Microsoft AD ¥E9 & 12 i
EEREM

+ |IAM Identity Center
Microsoft AD

- BAAEBEEREHEEME

&% . Amazon £/ IAM S OEE ABAC
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S8, Task 5&

5 ENREFCIZBENNRER , HEAGREHEME - 7 IAM Identity Center £
£l ABAC #Ll , MEAF REELRIER EERFEHN R ABAC B 2 PR 5% &
R BESR 4 PEENAFEESAE Amazon #
RIPR SR A G R $R R, BRI BAEA aws :Princ
ipalTag/key %5 AINPRERE PV HRIIEHE
:

6 BN EFPREH Amazon Web Services i F | FH  « N A REA 2 B 5 R AR
FOBRAEESE 5 PRIENNRE, XEMATUAR Amazon Web Services Ik f°
LB S H 15| Amazon FIRET | i R EERTE
LB (AR S IR B IH RN PR o

SERIXLSERE |, BkE Amazon Web Services P FHE R E XN AP SREBECEMEMHRHE

Amazon &iR.
T a) 42 &I 8

U5 R42HIE £ 2 IAM Identity Center #2H| & PRI RE R , BN EEPERBZERBEHEANAS
BRI BIN IRV AR . &R EL Amazon REAFHHFRFNAEREFAF 2L PN THER
;o

flgn , BIREEEREFEDIIEHS B S3 HHIHRNE. EiFREEFEEREL , BSUEERIA
FEEUSETEMNIARMNRZESG (ABAC ) £&&EMA. AF , B LT IAM Identity Center X
REDHEE—NEE , MU TBEEEESE LA S3 MNP IRSEENFTRFAFHRNER, 1AM
Identity Center SF A FHEITBMHABLEEHRINKS, RE , ZEEATREEBBEILR., BX
ABAC WERER , BSRETEMENHRIES,

Al

MAF HREHIZHEERATEEAN I HR. TRELEBRIOR  ELRELE  CHRE
IR R GEIR LR, X ERATIET A §4315A Amazon FREYALE.

£ 8 1AM Identity Center ¥E7 & 3 RATIERE

LT 1AM Identity Center BLE RN R , BEEFMAFPHEEEE M. BTXK , SMEIHEE
HHNEMTH K AREEREEXRKPEANEN. &5 , $iE Amazon Web Services Ik T E A€l
BHimENRELFER ABAC NE 4.
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£ Amazon Managed Microsoft AD 15 5 3R AT %1% 8 1

LA 1AM Identity Center BLiE Amazon Managed Microsoft AD 7 & B3R , B %X BN Active
Directory Y —4H & LS E] IAM Identity Center VA FE M. TR , SMEHRZEHNEMER
H. ARG , BIEM Active Directory BETHIIIAE SSO B EEFREMLE ABACEEHFEANE M. &
B, EEFEANBRERNIHRZEFEMRSEE ABAC RN , LURFAF 543 Amazon &R I A
BR. &< IAM Identity Center i F°J& 5 Amazon Managed Microsoft AD B &/ f F° & 4 #9 R IABR
53R , S HIAM Identity Center 1 Microsoft AD,

ERNERE B REEEN B ORIEREM

HEERNL S HRMEE (1dP ) EN F B IRECE IAM Identity Center BY , BEFM 5 A A LAEA ABAC
;0] =R

o BATLUF IdP BB N IEE SAML i E RiERE M. EXMER T , IAM Identity Center 24%i%k 5 IdP
Y B M B MR A B A 1T SRR 11

(® Note

SAML ISP EMAEL RREEERE LN ER TN, BXATURE 7THXEEN , HE
HEERIFEIIRMBGEHREAN G, MREREESEIND IdPs WEM , BBAHAF
&%) Amazon Web Services Ik B , iX LB MG HRA&HEZIE, EHERE BT SAML #
SCIM £ A 1AM Identity Center BJ1ER S , SAML BHEEHRIZEFIREREERER

« SBTATLAM IAM Identity Center ZHI AR FZHEM N HEEZERANEL, SEULEENEGE
ERNBRELHERE IdP WIEATEEMNE. REEREMEM SCIM , FERUTEM :

- WMRFEH SCIM , IdP £ Bz FE M ER L F IAM Identity Center, SCIM BHSIRF AIGER1E
FEHREFIFENEMEE. EXMBERT , BERE P HPW ITEERAEGE , FAMEN
https://aws.amazon.com/SAML/Attributes/AccessControl: BIZES SAML BF S
X B £ % 2 IAM Identity Center, A< IMAIE IdP HEE# T EZEN AP EEES
SAML Mi§ REMEE. , IS IdP IAM Identer & 3 RH7E.

- WMREFER SCIM , MARFZHRMAFFZEHEM , BEBEA IAM Identity Center fER F 4
B—B, ETXR, SMEGRZHFHNEERNE  RAEEREERKPEANEM.

A} IAM Identity Center FEYAFBHESAEAF BRI IFEETRIIR IdPs , SR IFHI
e RHEE M.

EFFR7E IAM Identity Center FRfEEF ABAC , BT &,
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FH
- BRAFBEEIEIZESEMY
- 7£ |IAM Identity Center 3 ABAC Bl 21X R K B%

B R FHEE T RS E M

EFEAETEMEMNIERIES (ABAC) , BHAE IAM B ORE AN B RESR IAM FH 50
APl P HE . TIRHMFIRWM |, &7 SIBER M & 1317 P ELE A P B A 7E ABAC FER,
FEEFEF , BAUBEISME RE TELHN HREGES EMFRERLERE MREFERA
DHMIRERE (1dP) R FHIR , MR LUERTE SAML B S PEBCRE B IdP WE . EXfHE
T, BREEREINI AP UK EFTENEM. R IAM Identity Center 4§ SAML i E FHE
MEE R ABAC B , | IAM Identity Center FEEZMNFZEBEENRERSENEL T REHLETS
%, Amazon Web Services Ik f

@ Note

BT EM |IAM Identity Center R HEI AL ERFIBEHRNEEFNE IdP BBEM X ENE . 0
REERBIEB 1dP B9 SAML B & &G RIEHIEY , NYAFRH#TRE FHRIER |, X
B MEfF B &% 2] Amazon Web Services Ik , iXLEE M 1E IAM Identity Center FARAT AT
AR &Y,

ES ]

- BABREZEHEY
- R REFIE M
- ZERBREFEM

I3 7 a] 43 U 1
FERALULTIEEZETER IAM Identity Center #2#| & /8 15 B & M4 (ABAC) 2 #IThae,

(® Note

MBEEEIENPREBRITRITE IAM Identity Center 3565 /5 ABAC , NIFIANH Z 2 REIER
BB %A iam:UpdateAssumeRolePolicy FiE, MREEEEKF PRIBREMNRE ,
NMAEEXLEHNANL 2R,
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JB R R e R

1. $TF 1AM Identity Center & &
2. ERRE
3. ERENEL , RIEFREFEMEE, AREREA. #ERTT—INERUNEH#ITEE.

R B4R FE

REELLTEE N ABAC ELBIRE ABAC BLERE M.

£/ IAM Identity Center &l 81 R BN EM

1. $TF 1AM Identity Center & &

2. &EERE

3. HREWHEL , &EFFREFHNELEDF K REEEEERML,
4

FEHRESHNEEREL , ERFNEEHEABANENFAERS. EXE , BULUERE BN
S RHE RS E] IAM Identity Center 8 & FEREEBIE 4.

Key €) Value (optional) € Remove
Department ${path:enterprise department} ®
CostCenter 5{path.enterprise costCenter} »

BRRTENZBEERENEY , WEERKEFER, SUUREEEHN , BEFEENHRE

FIRENREPIEE XY EM. FlM , RREEAOKta (S & IdP ) ERHMHIR , HEFERN

HLANRAFOBEEN QX ERSEIE, £ Key B, BA LU A 5240 B KL CostCenterfy [T
BEH. FSELENR , TREEHLEREBNEN , EBYUAEEM aws:PrincipalTag #

## ( B) "ec2:ResourceTag/CostCenter": "${aws:PrincipalTag/CostCenter}" ) &
HWEHTEMEE,

@ Note

SN ZRAAER R ERE M |, HI%0 Manager, IAM Identity Center A% ABAC HWZEE
¥ , /20 Managexr, IT Systems,
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BEXTREZLRENSNHRNEERNS. BLELLH ATE IAM Identity Center F1FAEB
SRMHEEE R ZENEERS P HAMENSHRERPNEME. flm, FHALRRE
FIRENETY , BUUEEZIIEN P EHIIR , AAESIFEMENRIZIL TR
${path:enterprise.costCenter} , AEHAEEFEY. BZH LEARENREFBE A4
2E, BEE , RIEBFEABET SAML B SEREMMETT , FUTREEER ABAC FI&RZ B
=B 1dP B {8,

5. ERRFER.

NELCKABRE TIHEEEHEENBRE |, ETREETK ABAC BLETRE, At , BEHIEEHN ABAC
AN HFEFMEEONRE and/or ETHRFENRRED, X2MLFEN , XEESERDAFFHRTX
Amazon BIRMIGRINR. BEXEZER , BSH £ IAM Identity Center 5 ABAC BIZEPRIERE,

B R R 12 5 1

AT IEER ABAC TheeHMIBRATE BBl ERYE MRS,

BRI REHINEY

1. 3TFF IAM Identity Center &l & o

2. ERRE.

3. HERENEL , ZERFREFNEMLEDF 6 AREREEEML,

4. EEBBREFNEMY nEL , &E EA

5. E‘ERAFREHFHEY NEEEOR , EEEE , EEMEEMADISABLE , AFEREIA,

/A Important

Amazon Web Services Ik T/ 5 HRIZHEEN SAML S FREEETMAEM |
WS BRELBBRFIE B EHERSNE L ERE SR> T RZRE,

£ 1AM Identity Center 7 ABAC Bl 22 X PR 2R B

A BRI RER |, RIBEENE EEREE AT AL REIEMN Amazon BiR. H&E A ABAC HiEE
J& BT , IAM Identity Center &£ T S HRIEMNAFPNEMEEZZE IAM , UEERBETEPER,
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aws:PrincipalTag 44

BT LME A BRE TR IF RSB M |, HEM aws:PrincipalTag &4 F4A GBI REZEEHN, 5
m, EUTERES , B LUFALRNFMERFREAZEBENRAEP O, BIETEREMURER
RFAEARBEERERPLERAINR, NE , BEARARERAEIEZRERAERPLEENKS
HITERE FHRIER |, 1 ReEmREFERAFRLFHNER. BEARBDEIB RAMEZTF XA ZTE
R, BRECAEBHIRARPOFRIERREAT, A, IFEXAAKEH A Amazon Web Services
Frt , A LES Amazon FHREBERAFMER, Eit , MALABBARPORINFERRMFRAR
i, FRARAUUEBREERARL—BHNER , METHETANREER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeInstances"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"ec2:StartInstances",
"ec2:StopInstances"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/CostCenter": "${aws:PrincipalTag/CostCenter}"
}
}
}
]
}

BAXEZELR , BHS5 1AM AP EE S/ aws:PrincipalTagfl EC2 : BIELE N ZEFE AN ERIFZE
B RAZ LR

MREEOFAPIETHEY , MRBEFARFRMA BBRFRIEL, AXESRER  F5H A
ZHEAAR S B RHEZZINE RBRERS HABAEIR

5 [ 422 15l R 4 298


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_examples_ec2-start-stop-match-tags.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_examples_ec2-start-stop-match-tags.html

Amazon IAM Identity Center ArfEm
B8 IAM 5 RHE

W AR AN B F T | R BT Amazon Web Services IlKF , IAM Identity Center 27 &4 Amazon
Web Services Ik FBIE—1 IAM B3 1RERE, IAM 54124 E a4 B & #4R Amazon Web
Services ik &2 , ANETF X ENABRFP I EIMAKBLEELE (WIFRIZESA ) .

WMREMBRHER T HHREE  WAHFHEFRRAFNATE,. EFNRAEHNAFNASESE
MRS ORME, BXESEE SR

« Amazon Web Services M/ i8]
- NEARFIHE

7 % I1AM Identity Center YIRS XA R

RS A< A ERTENH IAM RBR , LAY IAM Identity Center Z iR F158 17 R LE A 72 X3 181
Amazon Organizations 940 4R A Y45 XE Amazon Web Services Ik itk F 35 8 S B K7 RINR.
ZRFSBEEEHALR Amazon Web Services ik RN ENELAHEE —MNSRFZHEXNAERKEINL
Ihie, RE , ZRFATFEM Amazon BRS ( 170 IAM Identity Center ) F|iX A BRNITERS
HXWES, BEXEZEE , S5 Amazon Organizations RS X B E,

4% 3 F 1AM Identity Center B , IAM Identity Center £ Amazon OrganizationsH B4R 42 R Y FF S
ik P PRI RS XA, IAM Identity Center 3 7E /5 7R INE BB A LB Mk 2 F I 48 R 49
REMEXAE, AT IAM Identity Center RREZTFEBMKFHRIF. BXEZER , HS3H
Amazon Web Services ik 11,

EENABTAENIRSEXAE® Amazon Web Services Ik ##fdr & AWSServiceRoleForSS0.
BXEZER , B3 £H IAM Identity Center BIRE X H

® &k

« WMREBEFT Amazon Organizations EEKF , N ZKHEALIEHERNAR , MF
BRESHEXAG, XA IERBRA R,

« 3 JAM Identity Center #£ Amazon Organizations &2 F~ U ITEA IAM B4ERT | FRER
EEIFEA IAM ZREAMIER# T, X8, B CloudTrail AT EFHEEEKF PHITT
FIE R E X,
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IR T A XIWAT

IAM B LRERTEREN , FHASETHMBZEAN Amazon RS , #5120 Amazon S3 1 Amazon
EC2, A THRALETMAXF A T , IAM Identity Center 52N A i X217,

& W] LATE Amazon Organizations B REH IAM S0 H 0. X2SFEN , BUE IAM Identity
Center AJLAESREIFTE Amazon Web Services lKF HEE. BUEREMENAE. FA IAM Identity
Center Bf Amazon Web Services XiF, , T2 EFHFIEEN ., MREBLEIZEFHEN Amazon
Web Services X1 , &7 /3 B IAM Identity Center 2 Bl B i X ik %,

(@ Note

IAM Identity Center {XR#Z2#Ik B E X EXFHN HENREFNBARFNIHLR . RMNBNEER
IAM Identity Center £ 8N XiH 21T B 517 [F] 42 51 <RI KB

RE& IAM Identity Center FE R B 2 /8 ARS8 XA 5 R AR , 1B Amazon Web Services Ik 2
2R, XEWKE , AFRER IAM S4F0J3 , i1 Amazon Web Services ik~ B IAM & 17
DIFRIET , A A AR X 1T E. BR , KZE Amazon RER ARER ( Bl SageMaker
Amazon Al ) #MELZRES IAM S0 O0HBERNXE , AP FEEXT X LR AR F#H TS 08I 2 E
HRINPR, BXFMARFE IAM Identity Center £ FEARNXERENEE , BSRNARFHN
X4,

I&ETTLAGE R IAM Identity Center X AT EE 20 URL 5 RIFNE T SAML B R AR F 31T & (0 RIE A%
RIGR, TeNARFHETHBANEAS T L.

ENTEWER IAM Identity Center K SEBIEAKABRENFER , RARXSEES —NEHRAX
BIFT R BR AV AL 2 3 Ko

73 A B 14 T A

THREMT IAM Identity Center SERIAAT A, XEEHFRRBSKFHTARIE , 2R
iRt BRRYRE, TAME S LENRXNBERNENTHRER , MARERFAL (Fla , HFEHK
HRE )
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BRS¢ AR B AR

2 HIE AR 99.90%

REZ21H MR Amazon Web Services Management Console

IAM Identity Center EF S E 7 A Amazon EMiZENE , HEATHXELEREREIHE. R
THE— %% |IAM Identity Center 5 Amazon Web Services X5 a2 AR | BRMNEBW
BgE — A A FRE I RN RAVELE Amazon Web Services Management Consoles

Amazon fFEIRgE

- FEWE=7 IdP E#EF IAM Identity Center,
o FHET SAML 2.0 WEXE BRI EZNE=A IdP EZEMN A Amazon Web Services IKF

MREEH 1AM Identity Center , M AT AERAXLERERBIZBUT H D PR ER T RIEE, ShE
EFREBER IAM 54 F 0 MEHR Amazon Web Services P 15 EHLHl, 2018 IAM Identity Center
Rl SHESRERAPAUERSIHREKSHEMNIES , Amazon Web Services Management
Console B EEZBKA BN RIIE S, % IAM Identity Center 7AI A , 1B IAM B EARM L & 1742
79 (1dP) ATARY |, tEEREA K.

/A Important
BNBULEREPMAHZHEE , ANMRECIEME IAM SET R B |, 855
TERIBZEE, A, EEPHNALEE , SBEREER T #E IAM Identity Center i
B 1% B A A

ES}

- ZRREELE

« WMRITKBREAS

o ALK SRAY U R AR Y

« WARITESAE, K MARS
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R R EEC)
REZ2AEEZRUTES -

1. £ Amazon Organizations F AL FRIE—NESBREKS . ZRF RN EI2THEKS,
2. ERAET SAML 2.0 WEKE B RIENEN |dP EER'E2RMEKF,

3. ERREBMEKFH  NE=ZFEHREEKRESHRIICIEAS. W, EENTHEREKS H
BESRFEAR  ARAMENNR.

4. NEEZRZBREKS POIER IAM ABERN THEARKSHHERR, ERNGRIEHNESRE
MK/, BELRY IdP P RIE— MR ER AN RRREL.

5. BN TE IdP &I F A SAML 2.0 Bk & 54 RIETE R Amazon Web Services Management Console
AN, 6 1dP PN ESREHEBFERESREASR,

EEBRERR , RBEATUHRIZESBEKS , B IdP PN ESRELAIBERRA. R IAM
|dentity Center i , EEAEHN IdP FZEENAFRME IdP PR ESREALA. AF , XEAFT
LAB BB 1dP , $#1%E) Amazon Web Services Management Console , H1E' & 21Tz K H1EE
Z2TaAR, MR , XEAFTUNACURIZSENTREIENIEARKFAFFNEIHE A
=8

g it < BIREAE
BEXMigit , S LB E — MBS IAM # TSR 2 Amazon Web Services Ik A, MERAF T

U#ERBREAG, XBERFACEAEERR  EAFEBELFARK/SFIEEHENNAR, T
FEREIKF PR AERHERAFMITERTERFHRR,

LUREpBIpEN: DRV LR - Eic)

EREZRSFEZE , BATREENTESAFEITL. AR TIERCIZL TR,

1. Eﬁi Amazon Web Services Ik 1£ IAM Identity Center FRETHAR] , ‘& SUR/E R 5 7] HRLL 3 75 2 24
LW, Bl BHEFKFATRERMEN , BENTF RNk~ TR LEN,
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RAriEmE

2.

MARITER A, 1K/ MARS

TEERIRESVFRERFINZIFRAKSINAE, ZBEERTEKSABEERR , REX
REZRVGRKS ARSI R TERBKSPHNENAR. RINBIUEN RS0 RIR TR X LR
R R

f

el

Account 1 Roles
EmergencyAccess RO

EmergencyAccess_Ops

EmergencyAccess_Grp1_RO

t———3p EmergencyAccess_Role1_RO

Emergency Account Access Roles

EmergencyAccess_Grp1_Ops

EmergencyAccess_Grp2_RO

EmergencyAccess_Grp2_Ops

_) EmergencyAccess_Role2_RO

pe—Jp EmergencyAccess_Role2_Ops

P EmergencyAccess_Role1_Ops

Z
<

Account 2 Roles
EmergencyAccess_RO

EmergencyAccess_Ops

\

&

Y

e K

Account 3 Roles
EmergencyAccess_RO

EmergencyAccess_Ops

IdP Groups

MEeI R R EE

ERAATRFRGZZIVAESE, RERRT MY, HPSFETELEEKSFHRINAE - Qi
(RO) MiR1E (Ops) URMENMMNEERBHNNRKE, FSERBERSVRKSACREBHRSNIITHE

o

S

Account 4 Roles
EmergencyAccess_RO

EmergencyAccess_Ops

NFEEES  BECNKS P RENBEXRAE, EREKS S | EE LA ST UM L5
REE— B, XEL T GERBHRKS POREKSBEH T RNRUEMELEKP B HFHA
TRAGFH | Rik (RO) MRIE (Ops). MERE , LALNRES A EHHXLACRTIEE
h B R

CTE 1P FRFIF MR ERSARA, ARAREAEZRES TR ASHRNRHAS

CENXEATUERIRIKS FRBEBESE, it , FE IdP FEXHAN , BLAERSIHZAT
BRI AGHNER, RE  XEARMABEEZRIBRAKS PN R FRESE, BLXLE
A6, i UEEN TEASKS FIEEHANNEE,

WARITRSAG. kFEMARS
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NEKFAEE, SN IEARKFARKEEEXTAGIUEKF FRITHIRENNRKR, NRKE
A LAR Amazon BEERE R AZT - EE AR,

i = ZoENAE EERRS PR K B

Account 1 Emergency Emergency arn:aws:iam::aws:p
Access_RO Access_Role1_RO olicy/ReadOnlyAccess

Account 1 Emergency Emergency arn:aws:iam::aws:p
Access_Ops Access_Role1_Ops olicy/job-function/

SystemAdministrator

Account 2 Emergency Emergency arn: aws: iam:: aws:
Access_RO Access_Role2_RO policy/ ReadOnlyA
ccess
Account 2 Emergency Emergency arn:aws:iam::aws:p
Access_Ops Access_Role2_Ops olicy/job-function/

SystemAdministrator

K215 E Mk Emergency IdP AssumeRole ATk
Access_Role1_RO R AERIR
Emergency

Access_Role1_Ops

Emergency
Access_Role2 RO

Emergency
Access_Role2_Ops

FEHMEITRP , ZE2FRAKFIERNIEHCNRANMNREARG, XEAGRETEN P, B 7
SHREACGEZEMRBIEMBNEEENATFTRAR, THERAE Account 1 R Account 2 FEXTRIKY
RiEMREAR, W FIERAZKF 1, EmergencyAccess_RO AAEFTHEZEZR LMK, HH
EmergencyAccess_Rolel_RO A, ZKRIEE T TEAEKSF R ENREACSHMENERHEA
B2 ENELEEER,
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NEERTHE

EHEZESVARE , RNBUEEEIRRREZHHITUTES

1. EEH IdP PIREER IAM BREFORIENARERF. BAXESZER B3N —AMKREERE IAM
B & R A Oktao

FEEHHBE A LA B E 2 R S P el 1dP EE,
WMEERNBERPATR  EFERWRKFPAEESHRAR,
EBNITHEARKF PEIZEFEENNREREN IR RIEAR,
£ IdP PRl IReIREL, AEFFERT IR RIEARN B,
MR ERE IAM B & B R RIE,

M IdP FH 1dP BRE SR RIEN AR F U LR EFEA,

N o o bk~ w0 N

REMERBRE

2 |AM Identity Center 35457 0] A 3 B R E L TIREI Amazon BEERHEI AW E SRR |, &
MNEWERITUT HERBRE,

1. IdP EEREZRW IdP FEAEE IAM KRG 5HARIENARERF.

2. AR BINENHEREGE G RED |, Fl0E FoB4iER. Slack BEREMEANWBEE,

3. AMBRSVRANRA/ER AP, REIFRKS , RAGAFEREERSWRKS P EANA
8, BIXEFE  UUEEERKSAEREEEKSEENENTARERKSPETAG.

MEEEEZEE

& Amazon Health Dashboard A#g1A IAM Identity Center RS HIZ TR AR IRE ., EMEIEFER
£, BRITUT SR,

1. Z |AM Identity Center FRFHVRSBIRE R ZIRFETEET , EF IAM Identity Center,

2. WRE R LA Th & % IAM Identity Center , EEHME LR A S IAM Identity Center AT, ERIX
L X8 H A Amazon Web Services 51771 E#%& % IAM Identity Center,

3. FMEERFHAFEHEE , £ I1dP 2 EA IdP kA BN RIENAREF. RMNBUEETHEFRTILE
£
4. M IdP 1 & 2518 4A I BRFrE B P
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BHERVGRACEMRENENZBDHRITIERE , EREEA.

—XMIREERE IAM BRE N AHERF Okta

1. BXERE Okta AEBFEENRHNAF S TKS

2. 1 Okta £ “EEEZ&HEE" M ‘MNAREFE T , &R ‘NAEF"

3. EBNKENARREBFR. BRHIEE Amazon tkFBRE F BRI, REEFRMEK.
4. EBW{ATH Amazon IKFEXSELE SAML 2.0 FFRIE B E#E IAM Bx4& Amazon .
5

HEEFIRTUETF L |, &% SAML 2.0 AR AAREFANACERNRE, A5 BREARE
RT IRE B E SR

Group Filter raws\#\S+H\#(A{role}}[ w\—]+)\#(?{d+)$
Role Value Pattern arn:aws:iam::aml~

provider/Okta,arn:aws:iam::${accountid}:role/${role}

ELEYF , role ZEFATENZIFRKFPFHESLIREARG, i, WREEH
fl#EmergencyAccess_Rolel ROA® ( tNBRETRFFTIR ) Amazon Web Services
WK/ 123456789012 , ¥ BEMEAMERREREN LEAT , NENEFABHRN
Haws#EmergencyAccess_Rolel_RO#123456789012,

6. TEHEMB X (It , Active Directory FHE R ) R , SIBES A RAHIEEBFKEW (AW,
aws#EmergencyAccess_Rolel_RO#123456789012 ) ., ERIM BN TEN T EM A F 2B
EiZ4H,

7. EERFEKSS , REEENEERE  ZREREAEEPHHARABEIERASHAENNER.
LA 2Mf 0% EmergencyAccess_Rolel_RO A BEXNEERBHNRHEG, =~EESL
IMAEITES AR, KFMABRS TERHRHNEIKS,

"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Federated":"arn:aws:iam::123456789012:saml-provider/Okta"
},
"Action":[
"sts:AssumeRoleWithSAML",
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"sts:SetSourceldentity",
"sts:TagSession"

1,

"Condition":{
"StringEquals":{

"SAML:aud":"https:~/~/signin.aws.amazon.com/saml"

}
}
}
]
}
8. LAT2MKMEl EmergencyAccess_Rolel_RO AEMNNRRIEH OB, ROFESI WM&
TESAG, kP FARS TRHFHNESK,,
{

"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":"sts:AssumeRole",
"Resource":[
"arn:aws:iam::<account 1>:role/EmergencyAccess_R0O",
"arn:aws:iam::<account 2>:role/EmergencyAccess_RO"
]
}

}

9. EIENEKFL K BEEHEXEEXR. UT2MMNE EmergencyAccess_RO BBMWEER
BEE RBIE A, EARBIF , thkF 123456789012 RERFEIKS . BXHA , HSH WMRIT
Z2A6. KEMARN TERPHIEAREKS,

"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::123456789012:roo0ot"
I
"Action":"sts:AssumeRole"
}
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RESHRIENARFLATERRS  ERFERSWR NI,
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Z 2™ Amazon IAM Identity Center

=EE Amazon REF2E, fEN Amazon BF , ROl Z R TENFEASHEZHRBBEALANE
SR A 2 Y BRI R B3R R,

ZE2 RN HEEE Amazon BFEE. TEXABEENREERASHN 22N NS

- ZR%E — Amazon AR E Amazon =HIETT Amazon RS ERZEN, Amazon B RRH
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FH
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1. 2 E T IAM B4 5032 4%]A Amazon Web Services Ik A FBIBRINE, BXEZER
BSH B a2 FIARPR Amazon Web Services K,

2. 1£ 1AM Identity Center BHIAHF AL R T 7THANRE S , LAAFHEHHRIX L Amazon Web
Services Ik, BXxEZEE |, HSH 012, EEMMPIBRNEE,

LT & HBEENESE R MMZEEIXS IAM Identity Center #2524 & 8915 8] £ BR =% 24A M IAM Identity
Center #2#|&H day-to-dayfEE EiREE 1 RN FR.

- BRI
o piEEE

QLA

T #1018 Amazon A8 IAM S B3T .

i [B) 422

T DA P RO SEAE SRR B SO BRI AT BRI | B SR B R R S AEQIR 51 1AM

Identity Center &R, Bt , EABAE NIRRT 8ELIE IAM Identity Center iE$# B %,

TEJLTHANAEE 1AM Identity Center BIX R, FATEUE THIRER,

- & |AM Identity Center %R 1Y 7 8] £ BRABE A
« 1AM Identity Center BF & 13 1 5K & =45
« £ IAM Identity Center B RS AEX A

B |AM Identity Center #RAY 7 7] A BR B

B Amazon &E#IA AFTHE Amazon Web Services I , Bl 15 8 & RN RZ N EREMNY
R, ATRMHENER , kP EBRA TG IAM B4 (BIAF., AFMA€ ) HFINNER, FLRS (4l
2 Amazon Lambda ) & 3 3@ % RR IR o

(® Note

KEEER (NEEAMAFS ) REFEEANENAF. BXEZER , B30 IAM AR
EHH IAM SFEXEK,
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£

« |AM Identity Center R IR

- THRRFMER

- EEX FIRHNIEHE

- EERBITE | BE. BE, BRENEHE
- ERMPEERN

IAM Identity Center % R A8 4
£ IAM Identity Center F , TERRRNARFEA, BEENXHFNRE,
THRBERPTAEN

RIRFTE & Amazon Web Services Ik RRIZR R A, tEBR21 , BIRATEE =2 Amazon Web
Services Ik J I B RNIBERFITEHRIENVNEZIXASZE (KF, AP IAM A& ) . LT RAEI
BTENITERE

« R Amazon Web Services iR AP #2122 T IAM Identity Center BR |, 5140 51 F 2 7 3= 6l 54X
PREE , Amazon Web Services Ik N EF 2 Z B RNFIEE.

« WREE Amazon IK 7 FEIZ AP F EZA PR T 62 IAM Identity Center BIREVPR , W% A~
RE /5 AT LA 22 IAM Identity Center %R, B2 , ZAFPFIBHEHN Amazon Ik FHEX LR IR,

- MNREE Amazon K FEIZEEFE IAM FHFHRORRHNEREN IAM B | NEFEBRAZA
BHAFALGER IAM &R ORR. ZABMER Amazon Web Services Ik #4E IAM Identity
Center %R,

BEX HRNEE

PREMEMEE LB RIPLERR, T —T 97T E 6 BN R KBS HY A A&,

(® Note
AT IR I{AITE IAM Identity Center SEEIRERA IAM, XEFRMEEX IAM RFHIFHAEE.
BXRTERN IAM XY, 528 IAM AFREBEFHNH LR IAM? . BX IAM KEIEE M3
B2 , B2 IAM AFEEFH Amazon IAM KBS E,
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HEnZ 1AM SRR EBHERE T SO EE (IAM policy). MMEIERNKEHIERE T RR X
B, IAM Identity Center R XZFE T 7 AV KEE (IAM KBE),

E3-
- ET5MHHKREE (1AM KB )
- ETRFEHRE

HETB5HHER (IAM KR )
AT LA 1AM B RMAR, Flin | AT SR IT AT IRME -

- Ho@ XERRBEH T EH H - S84 Amazon Web Services IkF? — IKFEB AT UFERASHE
BB P R BREY A BR SR B [8)1% FB P2 42 F % 00 1AM Identity Center &5R ( Bl AT ) IR,

- AASKMNRER (RTEKSNR ) - EALE IAM SR NET S H0NRER , URTE
K = B9 A PR o

BXREAR IAM EZERNBRNESFELR , H25H IAM BFERERRNIERINREE,

UTHBRRENAFRFNRUEIT List FLXAFMERE. XLBRES TR T EX IAM Identity
Center BIR ( MINARFEHIHNBRES ) WEE. HEE , Resource TEHRWBESRF () RTINS
Zik P AR FTE IAM Identity Center & IRILITIRMAE,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"sso:List*",
"Resource":"*"
}
]
}

BXXS IAM Identity Center FRE T HE N RN EZEE , S H IAM Identity Center ET 541
FRRGl, BXAF, A, ABNNENEZER , B3H IAM AFEETNEH (AP, AFA
&),

BXREEFRIMBLR 312


https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html

Amazon IAM Identity Center ArfEm

ETRIRH R

HMARS (10 Amazon S3 ) X HE T RIRNNEREE. Hl , BRI SUFREEH INE S3 FHEUE
B ZEEEIIERIMNPR. IAM Identity Center A X FE T RRHFKHE,

BEEREITER  BF. R, BRNESK

3t F&F IAM Identity Center &I ( S IAM Identity Center BIRAIRIE ) , ZREZHBENLT —A
APl 4E, REBEFIXL API RERRER |, IAM Identity Center EX T — AT LUTE R BE P 18 E VIR 1E,
BFEE , WITREI AP RETREFZEERITS MRENNR,

UTRERWRIEITE :

o WR - ERREP , BULAERA Amazon BIRBH ( ARN ) #RIRZREE B A BIM R IR.

- B BRUERREREFHRREATRIEL N T REME. HI
W , sso:DescribePermissionsPolicies PR 1T IAM Identity Center
DescribePermissionsPolicies &{EH A F PR,

s MR EBALEEIAFBEREERE (T UARAWHIESL ) MR, IREBEXET (AF)
X RA T RNPR , MERNIELF R, Se]EXIELX TRV ENE , XEATEERAFLEHRZE
R, IEEHMERRIRT THRNENER T 2t

X -EETESMHKRE (IAMKREE ) P, MMTREHNAFERXEE. XTETHEROFRE ,
FBAUEEERERNBRHNAR, ke, REFHMEE (NEATETRRENERE ) . IAM Identity
Center A& TR RN K,

BX IAM REEEZNERNEZELR , BSH IAM AP EREHH Amazon IAM RS2,
EREEFIEESRMAF

SR TR , AIEA TR REGE S RIEEMNERBERB M4, flU , EAEHERBENERE A
HENAH. AXEARBESEERMNESER , H5H (AM AFER) FHvEMt.

BERNRM , BULMERTE LB 4R, RBRBET IAM Identity Center RIS, BR , &AL
BIEFEEA L Amazon 4. BX Amazon BN TEIR , FS6 IAM AP BTN TS
B&HES.

IAM |dentity Center &F & 1389 5K #& 'R~

REBRMET IAM KEERE| , LA SSIBRXERBERRTASNARERE IAM Identity Center B4X
PR o
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/A Important
BMNBWEBEAREATNEMESR , XEFBHE T EE IAM Identity Center BIR TG RIFE
ABESMET, BXREZEL |, 55 & IAM Identity Center R R 1 8] SR BER

REFNENMBDBEATAR

. BEMER B
« {EF IAM Identity Center 2| & Fr R BR

B E X R R

&4 izs{ TEEZEBEN IAM policy WERABIRAEl, XERFAXBEETSHNER , FIEEEH

TR, FRANFEAET EHNRERN , BLFREREGNRAEH, HR , LR ME E4E, @
IAM ﬁx@[ﬁﬁbn%?%ﬁﬁﬁmﬁﬁﬁmﬁf‘ ZABWETEREPIFRN EETRENR, EAAE IAM F

BIEE T HHMREANEXEKIEA,, and/or BEANAE, HET IAM Identity Center B ZEXFR
S0, SR LUIX LR BE M AT 1AM Identity Center AP,

=]

(® Note
EAENIMEQEREAEAXE RS , HEREEFMRPHEXERB ZNHER (&
FinE” ) MAE (“ELFE” ) MLAG BRUE IAM XRENEZEFEE , BSHE IAM AF
R HYER IAM policy simulator Uik IAM SR,

| 1: RERFESE |IAM Identity Center

2 . AR Amazon Web Services Ik £ IAM & 14 /0 B AR
« 3 3 RFAFEE IAM ldentity Center Y R AR F

| 4 : RFFAFEE |dentity Center B XK AP A

w1 RFAFER IAM Identity Center

AT PREERE [0 FH P 4R F RiEEABR |, AMEM1 T LAEE |IAM Identity Center RELEMFIEIRERME X

1= /N0

ETBRHERE (1AM KB ) 314


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon |IAM ldentity Center

RAriEmE

® Note

AEBNESE, EEFHRED , BRIABUEMSEA IAM Identity Center #ViewOnlyAccess

Amazon £ E KRE,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@o",

"Effect": "Allow",
"Action": [

"ds:DescribeDirectories",

"ds:DescribeTrusts",
"iam:ListPolicies",

"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

DescribeOrganization",
DescribeAccount",

ListParents",

ListChildren",

ListAccounts",

ListRoots",
ListAccountsForParent",
ListDelegatedAdministrators",
ListOrganizationalUnitsForParent",

"sso:ListManagedPoliciesInPermissionSet",

sso:ListPermissionSetsProvisionedToAccount",

"sso:ListAccountAssignments",

sso:ListAccountsForProvisionedPermissionSet",
"sso:ListPermissionSets",
"sso:DescribePermissionSet",
"sso:GetInlinePolicyForPermissionSet",
"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups"

1,

"Resource": "*"

ETHMHER (1AM KA )
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RAriEmE

T~ 2 : AP Amazon Web Services 1K £ 1AM &9 O BB R

LT RERBEEEF AR RIEH Amazon Web Services K Bl 2,

"Version":
"Statement": [
{

"Effect":
"Action":
"sso:

SSO

"sso:

1,

"Resource":

"Sid":

"iam:
"iam:

]I

"Resource":

"Sid":

"iam
na
na
"iam
na
na

"2012-

sso:
"sso:
:DeleteAccountAssignment",
"sso:
sso:
"sso:
sso:

SSO:

iam:
:DeleteRolePolicy",
iam:
iam:
iam:
iam:

10-17",

"Allow",

[
AttachManagedPolicyToPermissionSet",
CreateAccountAssignment",
CreatePermissionSet",

DeleteInlinePolicyFromPermissionSet",
DeletePermissionSet",
DetachManagedPolicyFromPermissionSet",
ProvisionPermissionSet",
PutInlinePolicyToPermissionSet",
UpdatePermissionSet"

"y

"IAMListPermissions",
"Effect":
"Action":

"Allow",
[

ListRoles",
ListPolicies"

Wi n

"AccessToSSOProvisionedRoles",
"Effect":
"Action":

"Allow",
L

:AttachRolePolicy",
iam:

CreateRole",
DeleteRole",

DetachRolePolicy",
GetRole",
ListAttachedRolePolicies",
ListRolePolicies",

EE MBI REAIINER
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"iam:PutRolePolicy",
"iam:UpdateRole",
"iam:UpdateRoleDescription"

1,
"Resource": "arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"
.
{
"Effect": "Allow",
"Action": [
"iam:GetSAMLProvider"
1,
"Resource": "arn:aws:iam::*:saml-provider/AWSSSO_*_DO_NOT_DELETE"
}
]
}
(® Note

F” "Sid": "AccessToSSOProvisionedRoles" #% THIHAI"Sid":
"IAMListPermissions"H X R{X A T 7 BEB1E Amazon Organizations B~ H
BIEES., EELEERT , BAEEEEERM iam: UpdateSAMLProvider ZiXL£EB5

w3 RFAFEE IAM Identity Center YR AR

AT PR R F AR A A EEMEE IAM Identity Center YN FATEF , 2% IAM Identity
Center B & TEKH SaaS NHERF.

(® Note

EENARFNARPNAPREEUT KRB ROIRFERARN sso:AssociateProfile #1E,
Bk AP ERANENRED Amazon Web Services Ik EoBAF A, MR AP SN
£ 1AM Identity Center & Amazon Web Services K HER , # EEEEENRER
EWRER , ESE R 2 . AFFAF Amazon Web Services i 72 IAM § 5O EEXER,

BZE 2020 F10 A , HEPFSBREREET Amazon 2HI B #1T. LWREIRMISIFREICERE , it
Pk, RBMMER  XERESRHIPEHEHTHRBERR.

{
"Version": "2012-10-17",
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RAriEmE

"Statement":

{

"Effect":
"Action":

1,

L

"sso:

SSO

SSO

SSO

SSO

"sso:

"sso:

"sso:
"sso-
"sso-
"sso-
"sso-
"sso-

SSO:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:
Sso:

Sso:
"sso:
Sso:

Sso:
"sso:
Sso:
"sso:
Sso:

"Allow",

[
AssociateProfile",
CreateApplicationInstance",
ImportApplicationInstanceServiceProviderMetadata",
DeleteApplicationInstance",

:DeleteProfile",
"sso:

DisassociateProfile",
GetApplicationTemplate",
UpdateApplicationInstanceServiceProviderConfiguration",

:UpdateApplicationInstanceDisplayData",
"sso:

DeleteManagedApplicationInstance",
UpdateApplicationInstanceStatus",
GetManagedApplicationInstance",

:UpdateManagedApplicationInstanceStatus",
"sso:

CreateManagedApplicationInstance",
UpdateApplicationInstanceSecurityConfiguration",
UpdateApplicationInstanceResponseConfiguration",

:GetApplicationInstance",
"sso:

CreateApplicationInstanceCertificate",
UpdateApplicationInstanceResponseSchemaConfiguration",
UpdateApplicationInstanceActiveCertificate",
DeleteApplicationInstanceCertificate",
ListApplicationInstanceCertificates",
ListApplicationTemplates",
ListApplications",
ListApplicationInstances",
ListDirectoryAssociations",

ListProfiles",

ListProfileAssociations",

ListInstances",

GetProfile",

GetSSOStatus",

GetSsoConfiguration",
directory:DescribeDirectory",
directory:DescribeUsers",
directory:ListMembersInGroup",
directory:SearchGroups",
directory:SearchUsers"

"Resource": "*"

ETHMHER (1AM KA )
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RAriEmE

]

w4 . RFAFEE Identity Center B XA A
LUR R BR RS R F AR LA o ¥F FH P 7E IAM Identity Center RE122, &EE., SHFMMBIERAFFMA,

FERELEERT , X IAM Identity Center P - MEAMN EEIENZ RIPRE, Hlan , ZHik#F Active
Directory S/l T Bai B A F B REREER & 0IR,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso-directory:ListGroupsForUser",
"sso-directory:DisableUser",
"sso-directory:EnableUser",
"sso-directory:SearchGroups",
"sso-directory:DeleteGroup",
"sso-directory:AddMemberToGroup",
"sso-directory:DescribeDirectory",
"sso-directory:UpdateUser",
"sso-directory:ListMembersInGroup",
"sso-directory:CreateUser",
"sso-directory:DescribeGroups",
"sso-directory:SearchUsers",
"sso:ListDirectoryAssociations",
"sso-directory:RemoveMemberFromGroup",
"sso-directory:DeleteUser",
"sso-directory:DescribeUsers",
"sso-directory:UpdateGroup",
"sso-directory:CreateGroup"

1,

"Resource": "*"

ETHMHER (1AM KA )
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RAriEmE

{EF 1AM Identity Center 2| & Fr BRI R

RNTHERAFEBIEFER IAM Identity Center #2# & , FETANNR. MRLIZEH IAM policy Lt
FrENRENRE™ & , NG AT ERFEAZRBNAFNMEBIEZET. U TRO5IE TR IAM
Identity Center I8 P EERBRIETREZENNRE,

"Version": "2012-10-17",

"Statement":

{

"Effect":
"Action":

L

SSO

"sso:

"sso:

SSO

"sso:

SSO

"sso:

"sso:

"sso:

"sso:

Sso:
"sso:
Sso:
"sso:
Sso:

Sso:
"sso:

SSO:

Sso:
"sso:

Sso:
"sso:
Sso:

SSO:

Sso:
"sso:
Sso:

Sso:
"sso:
Sso:

"Allow",
[

:DescribeAccountAssignmentCreationStatus",

DescribeAccountAssignmentDeletionStatus",
DescribePermissionSet",
DescribePermissionSetProvisioningStatus",
DescribePermissionsPolicies",
DescribeRegisteredRegions",
GetApplicationInstance",
GetApplicationTemplate",
GetInlinePolicyForPermissionSet",
GetManagedApplicationInstance",

:GetMfaDeviceManagementForDirectory",
"sso:

GetPermissionSet",
GetPermissionsPolicy",
GetProfile",
GetSharedSsoConfiguration",
GetSsoConfiguration",

:GetSSOStatus",

GetTrust",
ListAccountAssignmentCreationStatus",
ListAccountAssignmentDeletionStatus",
ListAccountAssignments",
ListAccountsForProvisionedPermissionSet",
ListApplicationInstanceCertificates",
ListApplicationInstances",
ListApplications",
ListApplicationTemplates",
ListDirectoryAssociations",
ListInstances",
ListManagedPoliciesInPermissionSet",
ListPermissionSetProvisioningStatus",
ListPermissionSets",

ETHMHER (1AM KA )
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"sso:ListPermissionSetsProvisionedToAccount",
"sso:ListProfileAssociations",
"sso:ListProfiles",
"sso:ListTagsForResource",
"sso-directory:DescribeDirectory",
"sso-directory:DescribeGroups",
"sso-directory:DescribeUsers",
"sso-directory:ListGroupsForUser",
"sso-directory:ListMembersInGroup",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers"

1,

"Resource": "*"

Amazon IAM B3RO FEE R

EQE IAM B SR KR O EHE AR EMAIPTENNE , EERMEME AR, EHEA
7], AT LAEA Amazon EERKEE, XERHREENFERARG , ATEEH Amazon Web Services
KPR EA, X Amazon IEEXREFXKHBNESZER | H2H (IAM BFPEE) 9/ Amazon IEERE
B

Amazon fRF 41 FMIE# Amazon FEE R, BT EEN Amazon EEXBPHNR. RFEBRE
[ Amazon EERXN KR MAARAZHFHFL. WEEFSHWMMKBENMESH (AR, 4
MAR)., YEIFBUERFRETHN , RERETELXEH Amazon FEXKE. RSTaM
Amazon EERBEHPBRNIE , B REEFRTLBIRENINENE,

Bt |, & Amazon XHBEZ MRS TERENIEE R, #l20 , ReadOnlyAccess Amazon & &
B MXIFTE Amazon BRFS M BR RN RiRHENR. HRS B3 —IFHNEER , Amazon S AFERE
MEFARMZIRNR. X TEREERENIIRMEE , HSH IAM AP ERmPHER T T/EIREEN

Amazon EERIKEE,

F B2 identitystore-auth TIRHT AW/ASH MM AL 2 FHFRIE. HHBZEATH
AR AR R TE EE 5. QIRAES IAM EHE | #BEAE identitystore-auth
BEA Y, RAXEAT YNSRI RS S ZE R EN A RIE.
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Amazon FEEHKBE : AWSSSOMasterAccountAdministrator

AWSSSOMasterAccountAdministrator RO EMREMENETERE, ZBEERATIEE
Amazon |IAM Identity Center EEB R TEARNZEIT A, BENENER K FARENBREIRELE
1, LAPTEL IAM Identity Center I B TheE LA KR B A FTE AR E,

& LA AWSSSOMasterAccountAdministrator REEKI MR IAM B3, %H&
FFAWSSSOMasterAccountAdministratorREEK INE| & 4 6¢ , BN FEE Amazon IAM Identity
Center IR, WA LBUERMZE L AT LLTE Amazon Organizations BRIk FFFE K A K F 5 1AM
Identity Center, ZE AT LT EEA IAM Identity Center #24E , B¥ERIZ 1AM Identity Center
26, AP, NREMDEMNEEND, ZIEALTUEEAN Amazon HEARK G MK PERHICIXLESE
F#1£ Amazon Directory Service ¥ & B % IAM Identity Center Z BRI E#E, EEFSEINEN L
o, KPP EE R AIREXLENR,

R4

L REERIFERHVNRED NS MEA

« AWSSSOMasterAccountAdministrator—— i IAM Identity Center fF a5 & 79
AWSServiceRoleforSSO MRS & &4£i% 45 IAM Identity Center , AEBE AR AZE®HF
RFMBNNITIEREE, BPMADNARFZIRE A IAM Identity Center B |, X HEMN, BXEZE
B, %28 Amazon Web Services K F il8lo

« AWSSSOMemberAccountAdministrator— ftif IAM Identity Center 7£ 2 ik F°
Amazon SMEHRHITIKFEERRE. BEXEZELR , H5H Amazon HEEXE :
AWSSSOMemberAccountAdministrator,

+ AWSSSOManageDelegatedAdministrator
AMEREER,

f1F 1AM Identity Center J9 #8694 4353 Aft A EUH

EEENRKREHUNR , 2 Amazon £E KIS EAWSSSOMasterAccountAdministratorH A9,

BRIREEHNHMES

BX S A 1AM Identity Center Bt , IAM Identity Center %5 £ % Amazon Organizations B2 ( LA
BN ERS ) PEIE—NRSXEKAE |, iIX# 1AM Identity Center i Al LB IR IRIK PP RV &R, FRF
ERIRER iam:CreateServicelLinkedRole M iam:PassRole , MILA T A R Ro

{
"Version" : "2012-10-17",
"Statement" : [
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RAriEmE

{
"Sid" : "AWSSSOCreateSLR",
"Effect" : "Allow",
"Action" : "iam:CreateServicelLinkedRole",

"Resource" : "arn:aws:iam::*:role/aws-service-role/sso.amazonaws.com/

AWSServiceRoleForSS0",
"Condition" : {
"StringlLike" : {
"iam:AWSServiceName" : "sso.amazonaws.com"

"Sid" : "AWSSSOMasterAccountAdministrator",
"Effect" : "Allow",
"Action" : "iam:PassRole",

"Resource" : "arn:aws:iam::*:role/aws-service-role/sso.amazonaws.com/

AWSServiceRoleForSS0",
"Condition" : {
"StringlLike" : {
"iam:PassedToService" : "sso.amazonaws.com"

}
},
{

"Sid" : "AWSSSOMemberAccountAdministrator",

"Effect" : "Allow",

"Action" : [
"ds:DescribeTrusts",
"ds:UnauthorizeApplication",
"ds:DescribeDirectories",
"ds:AuthorizeApplication",
"iam:ListPolicies",
"organizations:EnableAWSServiceAccess",
"organizations:ListRoots",
"organizations:ListAccounts",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAccountsForParent",
"organizations:DescribeOrganization",
"organizations:ListChildren",
"organizations:DescribeAccount",
"organizations:ListParents",
"organizations:ListDelegatedAdministrators",
"sso:*",

Amazon £ & F
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"sso-directory:*",

"identitystore:*",

"identitystore-auth:*",

"ds:CreateAlias",

"access-analyzer:ValidatePolicy",
"signin:CreateTrustedIdentityPropagationApplicationForConsole",
"signin:ListTrustedIdentityPropagationApplicationsForConsole"

1,

"Resource" : "*"
I
{

"Sid" : "AWSSSOManageDelegatedAdministrator",

"Effect" : "Allow",

"Action" : [
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"

1,

"Resource" : "*",

"Condition" : {

"StringEquals" : {
"organizations:ServicePrincipal" : "sso.amazonaws.com"
}

}

I

{

"Sid": "AllowDeleteSyncProfile",

"Effect": "Allow",

"Action": [
"identity-sync:DeleteSyncProfile"

1,

"Resource": [
"arn:aws:identity-sync:*:*:profile/*"

]

}

Amazon FEEEKBE : AWSSSOMemberAccountAdministrator

AWSSSOMemberAccountAdministrator REEE EMAEIREFFENEEIRE, ZFEBERTHIT IAM
Identity Center B2 R TEA RN /A, FEENENKEE  FAEENBRENRELET , LUTE IAM
Identity Center NI B ThEE A R B A PR B VIR 1E,
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& LAY AWSSSOMemberAccountAdministrator REEKIANE IAM B 15, Hi&
fFAWSSSOMemberAccountAdministratorKEEFI tNEI & 46t , BNIR FEE Amazon IAM Identity
Center X R, HBELHBEMNZEIT AT LLE Amazon Organizations B 2K/ M ArA K R K F 158
IAM Identity Center, ZEA AT L EEFAE IAM Identity Center I£4E , BIECIZAF. NEREM
SEHIRESD . BFEARTUIEEA Amazon HLER K F K HEFLX LS E , HFE Amazon Directory
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"Version":"2012-10-17",
"Statement": [

{
"Sid":"IAMRoleProvisioningActions",
"Effect":"Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:CreateRole",
"iam:DeleteRolePermissionsBoundary",
"iam:PutRolePermissionsBoundary",
"iam:PutRolePolicy",
"iam:UpdateRole",
"iam:UpdateRoleDescription",
"iam:UpdateAssumeRolePolicy"
1,
"Resource": [
"arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"
1,
"Condition":{
"StringNotEquals":{
"aws:PrincipalOrgMasterAccountId":"${aws:PrincipalAccount}"
}
}
},
{

"Sid":"IAMRoleReadActions",
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"Effect":"Allow",

"Action":[
"iam:GetRole",
"iam:ListRoles"

]I

"Resource": [

"

"Sid":"IAMRoleCleanupActions",
"Effect":"Allow",
"Action": [

"iam:DeleteRole",
"iam:DeleteRolePolicy",
"iam:DetachRolePolicy",

jam:ListRolePolicies",
"iam:ListAttachedRolePolicies"
iF

"Resource": [
"arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"

"Sid":"IAMSLRCleanupActions",

"Effect":"Allow",

"Action": [
"iam:DeleteServicelinkedRole",

jam:GetServicelLinkedRoleDeletionStatus",

iam:DeleteRole",

iam:GetRole"
1,
"Resource": [
"arn:aws:iam::*:role/aws-service-role/sso.amazonaws.com/
AWSServiceRoleForSSO"
]
},
{
"Sid": "IAMSAMLProviderCreationAction",
"Effect": "Allow",
"Action": [
"iam:CreateSAMLProvider"
1,

"Resource": [
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"arn:aws:iam::*:saml-provider/AWSSSO_*"
1,
"Condition": {
"StringNotEquals": {
"aws:PrincipalOrgMasterAccountId": "${aws:PrincipalAccount}"

"Sid": "IAMSAMLProviderUpdateAction",
"Effect": "Allow",
"Action": [
"iam:UpdateSAMLProvider"
1,
"Resource": [
"arn:aws:iam::*:saml-provider/AWSSSO_*"

"Sid":"IAMSAMLProviderCleanupActions",

"Effect":"Allow",

"Action":[
"iam:DeleteSAMLProvider",
"iam:GetSAMLProvider"

1,

"Resource":[
"arn:aws:iam::*:saml-provider/AWSSSO_*"

"Effect":"Allow",

"Action":[
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListDelegatedAdministrators"

1,

"Resource": [

i n

"Sid":"AllowUnauthAppForDirectory",
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"Effect":"Allow",
"Action":[
"ds:UnauthorizeApplication

1,

"Resource": [

i n

"Sid":"AllowDescribeForDirectory",

"Effect":"Allow",

"Action":[
"ds:DescribeDirectories",
"ds:DescribeTrusts"

]I

"Resource": [

"

"Sid":"AllowDescribeAndListOperationsOnIdentitySource",

"Effect":"Allow",

"Action": [
"identitystore:DescribeUser",
"identitystore:DescribeGroup",
"identitystore:ListGroups",
"identitystore:ListUsers"

1,

"Resource": [

i n

"Sid":"AllowDeleteSyncProfile",

"Effect":"Allow",

"Action":[
"identity-sync:DeleteSyncProfile"

1,

"Resource": [
"arn:aws:identity-sync*:*:profile/*"
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BTEFHCERESHXA®, BAK , IAM Identity Center ¥4 Organizations 54243 (X §9 i A i =
F Amazon Sl —PMNIRFHEXAE, IAM Identity Center ‘S TEBE G R INEI B H L Z MK P A 4
EHENBRSHEXA®, LARAIYF IAM ldentity Center R TR F BTNk BB TR,
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- MREEFT Amazon Organizations BEEMKS , MZK A FEALLNERIHNAE , mMF
ERSHEXAE, XA ERRA R,
« 2 |AM Identity Center £ Amazon Organizations B MK~ B ITEM IAM B4ERT | FrER
EEFER IAM ZRAWIER# T, X# , BF CloudTrail BT EFHEEEK S PHITT
FRIE I BRE X,

/A Important
WMREIE 2017 F£12 A 7 BFBXIFERSHEXBEZEEAR IAM SR O0RS , B4 IAM
Identity Center 27EEHI K F 812 AWSServiceRoleForY SSO A, ETHMEZEE
SREN IAM kPP HANFAE,

WMREMERT WRSHEXACAEFTEBRCET , JERMEERREZEEANKS HEH LA
1=

%%%& IAM Identity Center IRSZHEX AR

IAM &30 R IF B AWSService RoleFor SSO lREZ <A, SIBRSHEXARE , B8
EE&@@E’J%*"\ AN EZHREs5I R ZACR, BERULEA IAM REAGHER, BXEZE
, BZH (IAM AF1ER) PN RERSHEXAE,
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JHIBR 1AM Identity Center FIRSSHEKR A

BTTHEF oM BR AWSService RoleFor SSO &, M Amazon HLAFBERE , IAM | Amazon Web
Services K= dentity Center & BaEEERHA MNP BERRFZHEXAE, Amazon Web Services Ik

AT LAGEF IAM 8 %]&. IAM CLI 2 IAM APl FahIBRIRS X B, NItk , XMEFIHERRS
HXRABHER , RETREFIIMER,

(® Note

RSB M BRFRAS IAM Identity Center RS EEFERZAE , MMBRTESA K. MR
REXMER , BEF/LoHRER,

I BR AWSService RoleFor SSO AR IAM B4 0 ER

1. BBRAFPMAER Amazon Web Services K F7 #9175 18] X BR & B F ARG 1B Amazon Web Services
Il Rk D D

2. B Amazon Web Services M REXEY BER IAM B 5 H /0 IURE,

£/ IAM Fah M BRIRS X B &

5 IAM #4154 . 1AM CLI = IAM API BlB& AWSService RoleFor SSO [REHExA®., BXEZE
B i#ESA (AM AFERE) FHMIBRIRSMEXAE,

IAM Identity Center 2|5 F API #=1X

A IAM Identity Center & & APIs XIEFENERZN , X AFIBTE APIs BFH API iR/ET] RSk
EAIEMN AP 1246, MBEEIAEH IAM Identity Center SEFIZFE 2023 £ 11 A 15 BH 2020 £ 10
A 15 B2t , S MERATRETIEWLE AP BT LAMETB5X L B H 2 5 & B AP
B’1E,

E3-

« 2023 £ 11 B2 58 API 24
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2023 £ 11 B2 /GH APl #1E

RESEHRBIELTMIERIE , 2023 F£ 11 A 15 H2Z B 812/ IAM Identity Center Sl & R RS ST #EHT
|B APl 24, 2023 £ 11 A 15 B2 GIEM SR RHE API 2/EFE 1AM Identity Center 32 &1 &

TR N

2023 £ 11 A 15 A2 BIfEAMNEREI S BRERN
AssociateProfile

CreateManagedApplicationinstance |
CreateApplicationlnstance

CreateManagedApplicationlnstance

DeleteApplicationinstance | DeleteMan
agedApplicationinstance

DeleteSSO

DisassociateProfile
GetApplicationTemplate
GetManagedApplicationlnstance
GetSharedSsoConfiguration
ListApplicationlnstances
ListApplicationTemplates
ListDirectoryAssociations
ListProfileAssociations

UpdateApplicationInstanceDisplayData |
UpdateApplicationlnstanceStatus | UpdateMan
agedApplicationinstanceStatus

2023 F£ 11 A 15 BZ /5 fERAK APl #1F
CreateApplicationAssignment

CreateApplication

PutApplicationAuthenticationMethod

DeleteApplication

Deletelnstance
DeleteApplicationAssignment
DescribeApplicationProvider
DescribeApplication
Describelnstance
ListApplications
ListApplicationProviders
Describelnstance
ListApplicationAssignments

UpdateApplication

2023 £ 11 B2 /e API ##1E
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2020 £ 10 B 2G589 APl ##1E

REGERBEIELTIRE , 2020 £ 10 A 15 B 2 HIBIEH IAM Identity Center 2515 & BBt 5T
|B APl 24, 2020 € 10 A 15 B 2 G2 MGl AR HE API Z/EFE 1AM Identity Center 32 &1 4

FRFEATRN

Operation name

AssociateProfile

AttachManagedPolicy

CreatePermissionSet

DeleteApplicationinstanceFo
rAWsAccount

DeleteApplicationProfileFor
AwsAccount

DeletePermissionsPolicy

DeletePermissionSet

DescribePermissionsPolicies

DetachManagedPolicy

DisassociateProfile

GetApplicationlnstanceForAW
SAccount

GetAWSAccountProfileStatus

API actions used before
October 15, 2020

AssociateProfile

PutPermissionsPolicy

CreatePermissionSet

DeleteApplicationlnstance |

DeleteTrust

DeleteProfile

DeletePermissionsPolicy

DeletePermissionSet

DescribePermissionsPolicies

DeletePermissionsPolicy

DisassociateProfile

GetApplicationinstance

GetProfile

API actions used after October
15, 2020

CreateAccountAssignment

AttachManagedPolic
yToPermissionSet

CreatePermissionSet

DeleteAccountAssignment

DeleteAccountAssignment

DeletelnlinePolicyFromPermi
ssionSet

DeletePermissionSet

ListManagedPoliciesInPermis
sionSet

DetachManagedPolic
yFromPermissionSet

DeleteAccountAssignment

ListAccountAssignments

ListPermissionSetsProvision
edToAccount

2020 F 10 B2 /e API #2#1E
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Operation name

GetPermissionSet

GetPermissionsPolicy

ListAccountsWithProvisioned
PermissionSet

ListAWSAccountProfiles

ListPermissionSets
ListProfileAssociations

ProvisionApplicationinstanc
eForAWSAccount

ProvisionApplicationProfile
ForAWSAccountinstance
ProvisionSAMLProvider

PutPermissionsPolicy

UpdatePermissionSet

Amazon STS IAM & 3 /0B &4 £ T X E4H

API actions used before
October 15, 2020

GetPermissionSet

GetPermissionsPolicy

ListApplicationinstances |
GetApplicationinstance

ListProfiles | GetProfile

ListPermissionSets
ListProfileAssociations

GetApplicationlnstance |
CreateApplicationlnstance

GetProfile | CreateProfile |
UpdateProfile

GetTrust | CreateTrust |
UpdateTrust

PutPermissionsPolicy

UpdatePermissionSet

API actions used after October
15, 2020

DescribePermissionSet

GetlnlinePolicyForPermissio
nSet

ListAccountsForProvisionedP
ermissionSet

ListPermissionSetsProvision
edToAccount

ListPermissionSets
ListAccountAssignments

CreateAccountAssignment

CreateAccountAssignment

CreateAccountAssignment

PutlnlinePolicyToPermission

Set

UpdatePermissionSet

HZEFRABEREHERN Amazon , £FERE LR Amazon WEFER ETFTXH , ZETXAHFTME
MBLEFE R, ERLAER JSON KEEHY Condition TEFMBERL T XHHNRELERBHEENR
EHRETHR. FRESHTENRFERME , BRAHBERNES, FRATHORFRUARBRERETS
HTHE. RSBENZHEARNEEN Amazon RS —EERAMENLH.

Amazon STS IAM B 13 F 0B S 44 32 47
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PIRITHE , RIEFZT BRI 1AM Identity Center FREY T .

XERBEASAUEFOECEEANNARFER, £REERT  UREFERE , NWWNAERLCE
HY IAM KBS FR RV IX LR SR R R R L AR,

flan | BATREMERYE UserId WERMN BRNFZETFFE, LERTE IAM Identity Center A F
FEFEAAR, REAIELTFER Sourceld, ER , 5 Sourceld FEIMRZ , Userld WERXRREH
FHPELIRITINBERF. WEFETNRAERFRE%IELS Amazon STSHSEAR, HIETUE
EEEENERAF/AS,

FB

- B{1F46 - Userld

- B E4M : IdentityStoreArn

« B4 ApplicationArn

« B : Credentialld

« B ; InstanceArn

B 317 : Userld
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WESE, ETXHSZRIELS. Amazon STSER LA IR & B RPTERH IAM Identity Center
AW Userld 58ERBHIEENAFRRRFH#HITHER.
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BEHPERK identitystore:UserID HEMN B R FHE. SR ERBEPEALLBEE
identitystore:UserID 2&XR BN & 4 F 6 ARN,

- AR — FiREH IAM Identity Center K HEYV E " XME 2/ , H{EMA Amazon CLI 2 Amazon
STS AssumeRole API #24EFHI{E{M Amazon STS assume-rolemSHRABBE , WZ4AFEE
EERETXH,

C BEXE _Am, PHE
. EXE B

F 4 ; ApplicationArn

It T8 2 IAM Identity Center AIE A E T X SHNARFH ARN, EA]AEREE £/ Lt
¥E identitycenter:ApplicationArn &R BMHINNARERF. FALEBEM T IEEARNA
BFIHE IAM B2,

- A AM-Z4AA 27 Amazon STS AssumeRole API BEMER ETXH, ZiERLETXEE IAM
Identity Center X HY £ FXHI S,

- BIERE - A, FHE

- BXH-HBE

B4/ : Credentialld

W ETXRESHHUBRATENEN D, RATIER, BTLRETTEN , BUFEFEAT
HWEeRE LT XIS

- ATAM-tkZR4A DB Amazon STS AssumeRole APl BBERER E TXH, ZiFERLETXEE IAM
Identity Center X H £ FXHI S,
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W ETXH#RN identitystore:UserID &4 L TFXH S IAM Identity Center SR8 ARN, &
AL L E identitystore:UserID M E TS 2ARBTHH IAM Identity Center 3=45i
B ARN,

- ATAM-LEZR4AEEE Amazon STS AssumeRole API BBERER ETXH, ZiERETXEE IAM
Identity Center X HY £ FXH S,

o BIEERE - A, FHE

- BEXB_BE

IAM Identity Center Y H 18 3% k512

REMERKEELANALANBRICRKENR, KEAHEDEABERAUBEEAEAEXHBRIZTENE
@o IAM Identity Center B Bl XM I Amazon fRSs , AIEBIRGERENALR AN R ENTED
Amazon CloudTrail 1 Amazon EventBridge.
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- FEAIEE IAM 4 API A Amazon CloudTrail

£ Amazon CloudTrailid 3 IAM Identity Center SCIM AP i

- FRARFAHS Amazon E#EEK EventBridge

- IERAEREN AD RIS IR

FEAIEE IAM B4 APl B Amazon CloudTrail

Amazon IAM ldentity Center 5 —IN k55K Amazon CloudTrail , ZRFSRMAF. AEH Amazon
BRS57E |IAM Identity Center HREXHVIRIEM 2%, CloudTrail £ IAM &4 508 AP BRBRASE
. HIRWAAITIEXRE |IAM Identity Center %1 & #978 AFIXS IAM Identity Center API #R/ER XS
BWH. MRECIZERER , WAL ARYFF CloudTrail S458&&H 2 Amazon S3 Fik#E , 25 IAM &
BHRLNEYS, IREBREERE , ZMATLTE CloudTraill BH AN EHFLIERPEERHNE
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., #RETER, ARREHBERAREMEFEAESS.
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tory.amaz
onaws.com
, identitys
tore.amaz
onaws.com

SS0.amazo
naws.com , SSo-
oauth.amazonaw
S.com

SSO0.damazo
naws.com

FEAIEHE IAM F4 50 APl A Amazon CloudTrail

352


https://docs.amazonaws.cn/singlesignon/
https://docs.amazonaws.cn/singlesignon/latest/APIReference/welcome.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/welcome.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/Welcome.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/Welcome.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/Welcome.html

Amazon IAM Identity Center ArfEm

b\
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AR, BAMBAR s.com
R#EE. BSHAER
Amazon CloudTrailid
% |IAM Identity Center
SCIMAPI R TE
ZEE.

Amazon & RB LN AP Amazon HAF HME signin.am
IEMBRE B AKX azon.com
&% CloudTrail &
%, HEA IAM B9

’l\_u\o

FB
« CloudTrail IAM 5 147 U By A 45
. |IAM B MEELTF CloudTrail

CloudTrail IAM & 15 =0 Y B 451

IAM Identity Center & i CloudTrail WE433 T & AHIKIE ATeEREM{E. Organizations ] LAfE A
XEE4ARREENTZAFEH Amazon SIREHRWFRIAEZ . XEBTFERAAL , BRBEES
FIRG R WEAE U7 B WL F TR A R AT A E M iFAEE . BET ERX L CloudTrail BiE# TE4 1
B, NTiERARREB 2 TAFTRAHABRERITRTH. A, EHHLERUTUNRESRIERES
¥, N T fRBEE B R A9 HERB 3T A P AX PR A B i T A9 B8 2o

UT&TNHRT AT, BHEENHESRETERBREKEBENESRASL,
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7 1AM Identity Center A K EHEHFIRBI A/ CloudTrail M&if

IAM Identity Center & & HF A CloudTrail B , & 8% 1R 5] CloudTrailE#E B/ IAM &4 50
B, flnEx IAM 54508 Amazon CLIEA Amazon Web Services 15 iRI[TF |, 2FEEE MFA
W&

« userId— 3K B IAM Identity Center SSf5IlH) & 3 F &I — B R AT R AP IRIRA
- identityStoreArn— @ERAF N BB EMEIT ZEERBZF (ARN),

userIDMidentityStoreArnFRE RE#HEEonBehalfOfTERMuserIdentitytER |, U
LT REIFTR. WRHIERTuserIdentity & A “IdentityCenterUser” EH LHXHNF
B, Bk MfEuserIdentityZRE R “Unknown” A S &4 IERY IAM Identity Center Fi P IS4
PEEXLEFER, BN ITERENEMNEZXANRIEE,

"userIdentity":{
"type":"IdentityCenterUser",
"accountId":"111122223333",
"onBehalfOof": {
"userId": "544894e8-80cl-707f-60e3-3bab510dfacl",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"

o
"credentialId" : "90e292de-5eb8-446e-9602-90f7c45044F7"

(® Note

BNEBWEFEAuserIdfidentityStoreArn3kil s IAM &3 A CloudTrail E45 EH
AP, EREEFHNMER Amazon Web Services 17817 #9 IAM Identity Center F PP BV iR 4E
i, BB R EHFRuserNameHuserIdentityt&EprincipalId Fh. MREHN TIER
B (plumFitREHmEAN ) BT RN Rusername , N BRI

o WHATR , N IAM BRFLEFRPREAFBEFZZEH CloudTral PR F &,

o 1£ “%F” UserName WadditionalEventDatatETIRE IAM 4R LEXENASE. Lt
EMAEZGME IAM SRR 0E R, BXEZEER , BSH B FE4 CloudTrail Py A
Ho
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ERRAFNEAGE ( B¥BusernameF ) , BAUMERAF ID MG 40776 ID EASHKRER
B3 17tE. B LB DescribeUser APl E3RE CLI i iTHIRME, TR CLI S REl. MEEH
IAM 506 TF CLI BRIAXE , M A& ZregionS .

aws identitystore describe-user \
--identity-store-id d-1234567890 \

--user-id 544894e8-80cl1-707f-60e3-3bab6510dfacl \
--region your-region-id

EWREFE ST CLI i P E 0 FM ID B , AIlMZidentityStoreArnEF RIS 176 1D,

f£”%] ARN Farn:aws:identitystore::111122223333:identitystore/d-1234567890 ,
B7FM@ ID N, d-1234567890T % , E A LB SMEl IAM Identity Center #2HAH “RE” &80

0y “B D7 LT R B & 40774 1D

0 RETE 1AM Identity Center B R AFHERAS |, RINBUEHER S ERIAE | $E8 AV
\dentity Center Xt 543124 API BIRSIFR 5], EERRTINASEETUBEREERSEA.

Zicredential IdEIRE N A FiERIEER IAM Identity Center AR &1EH ID, &7 LAE A LB SR
RAER—NET HHRIERN IAM Identity Center A 2iEH /E 30 CloudTrail WEH4 , BEFZEHRK
o

(@ Note

BEFEHDPEREHMAuthWorkflowIDFE SLF1E IAM Identity Center A P 21 FF 18 2 BT IR ER
52X FHIMERXMATE CloudTrail E,

£ 1AM &3 RO T SNER B ez 8 < Bk A P

IAM Identity Center Rt THANAFEY , EAUEAXEEMFEBERPNAFREATEZPNE—
AP RERER R ( HlaMicrosoft Active Directory®Okta Universal Directory )

« externalld— IAM S350 P WAEBIRIARF. BATEWERUIRRRFRSE ZISNEEE RP AT
KA FRIRR, BER , IAM SRR OF2ERREE, CloudTrail

- username— BEFIRMENE A6 AFRBEFERZEER. ZETENR ( Hlwm , BEE SCIMEH ) .
BEE , YEMERNE Amazon Directory Service , IAM Identity Center X HIWBAF B 5B AMITE
BRIEMmm ANA S & CloudTrail #HEE ., A& 2%5 IAM Identity Center BERFHAFET L
Ui
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MR EHNIFE CloudTrail E4E3&HE IAM Identity Center B FEI 15 RIAR , M ATLAfE
A& %xifadditionalEventDatatEZz TN AETWAF B, BXFHAFPBNEZEMAE
BadditionalEventData , HZREFEH CloudTrail P AF &,

HEORAN  XENAFEMEEAHBE XPHEAEAFEMENBREE IAM Identity Center FE X
Amazon Directory Service, BXfEE , HZ . |IAM Identity Center MIA I F B IR HEHE F2ENE
MRS 1dPs FESNER , £ SCIM AR EBCHWMRE . ENESEEFER 1AM Identity Center B F4EH & 4
R, LA AEAZexternal IdBHRNZ L ERARX G| AEEBHATE F.

AT ER D MBI IELL E A P username M 18R T &K IAM Identity Center AP externalld,
BYAFEM externallD EEF IAM B350 AP

AT LAM IAM Identity Center B X RZSHAFBNAFEY , B2 %userIdEA
GetUserIdAPI ERERMMWAFE , AFAH DescribeUserAPI &K , MBI EM RBIFTTR. A
T REIERI{Tuser IdM Identity Store R RASEAF B, HREH IAM Identity Center K F
£/ CLI WERIAXSE , M AT A& BEZregionZ .

aws identitystore get-user-id \
--identity-store d-9876543210 \
--alternate-identifier '{
"UniqueAttribute": {

"AttributePath": "username",
"AttributeValue": "anyuser@example.com"
}
'\

--region your-region-id

EIRE , YREAER , RATUEAEREN N Slexternalld. FEHexternal IdEE#H L — P REFHE
HRE , FHEEZENE Eexternal IdEEFHE M E,

TE %X Active Directory (AD) # externallD A& F F F I Z£FRIREF (SID)

EEEBERT , IAM Identity Center £7F CloudTrail B4 principal IdFERFAHAFH SID , Hlin
Amazon Web Services 78] 171 OID APIs C X itV EH., XERHEEZRSEIL, HSEBFEXHE
AD KM — A F#riRffobjectguidht , BRATEWEHN TEREZEER AD B, BUUE IAM S50
H&MWexternalIdBMHKREILE, B2, MBELNIERTBEEFEA SID, M AD PR RIZE ,
RN ZETEES IAM Identity Center 3818 APIs,
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£ IAM SR O0HMASE FRZ2BEXEAF L T i AexternalIdfMusername F & IAM
Identity Center AP S/ B ZH M TE AP XEBKER, BIABRT , IAM Identity Center R
Hexternalld®l AD F#iobjectguidEt , HEUMHZEEMN. IAM Identity Center R FEE R
RiEtbAusername R RIS RN BRETE| AD userprincipalname FEYBRIABRST,

BRBE IAM B R OEFIEHERRLERT . SME RE" W FHR ETF+ , ARk BRE X2
ik EERD . £ EERD o, iR EFEMERE B,

BRETLUER IAM Identity Center RIRMEHEME— AD A FPHRRRFE AD REHRAF, , B
BB WUEEEHobjectguidh A , RATCRTUENIRREF. AT REI1%8 aa6E A
Powershell &if] Microsoft AD LAEF A F#objectquidERZEAF, 16809ecc-7225-4c20-
ad98-30094aefdbcaXf Lt E K L ThIM R 2IEA F /Y SID,

Install-WindowsFeature -Name RSAT-AD-PowerShell

Get-ADUser °
-Filter {objectGUID -eq [GUID]::Parse("16809ecc-7225-4c20-ad98-30094aefdbca")} °
-Properties *

IAM & 5/ ME B LT CloudTrail

CloudTrail ZE& 810K 7 Amazon Web Services Ik~ B EEZMIKS LS A, 2 IAM Identity Center
RAEFEDN | ZEHEEEHM Amazon BRS CloudTrail B#—RiIERESHALIERF, B LTE
hEE, BEMNTHRIAXENEH Amazon Web Services Ik, BXEZEE , BSRFERAEHR
$&EF CloudTrail B

@ Note

AKX CloudTrail B4 AFIRGIMAFRERENAEENESEES , HSHAmazon 218
Z i IAM Identity Center CloudTrail B4R EEE K,

ESZ I REMNEH Amazon Web Services Ik , ‘B35 IAM Identity Center WS4 |, BRI IRER, R
ER SoF CloudTrail 3% B EX & E] Amazon S3 7. TURERT , EiEH & P AIZRERA , IR
ERRLFFFTE Amazon XiF, BRERIZR Amazon 7 XAMEXENEN , HF A EXHEETEEE
B Amazon S3 ZE#. A , BB B H M Amazon BRS , L — 5 2 4L CloudTrail B&
FIRENEHEIE, BXESZELR |, 25 (Amazon CloudTrail AFIER) R TER :

- SIERERICFEBR
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://www.amazonaws.cn/blogs/security/modifications-to-aws-cloudtrail-event-data-of-iam-identity-center/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html

Amazon IAM Identity Center it
« CloudTrail X ¥ RS &AL

+ BZi& Amazon SNS JEH CloudTrail

o BBCKEZA XM CloudTrail BEXHMERK B Z K #Y CloudTrail B & X4

EENF B A CloudTrail BARIEHE Amazon Web Services K/ |, 97 B & X RIS IAM
Identity Center ##4EB1THY API M. IAM SR LIEFREHM Amazon RFiEER—EEARE
. CloudTrail 1R $ErS 8 ERF X4 K/ REM S SIEFNE AT X4,

CloudTrail X#FH IAM B4 H/0HEH APIs
LTFETRE T 5 IAM Identity Center XiFHI LT AR APIs #85% CloudTrail WE4MER

« IAM B33 AP

. B1FE API

+ OIDC API

« Amazon Web Services ¥ [@ 17 API

CloudTrail IAM & {3 F/0 API R ERV S 4

LTRHFRTELH IAM Identity Center #4EiEE sso. amazonaws . conEHREKX B E4,
CloudTrail BX AT IAM HHH 0 AP BENEZEER , F3H IAM 5650 API ZE,

IR T REATE CloudTrail #4 & FRAKHEIAY IAM Identity Center $#|& APl 2EFRIIEMEH, XX
BRI ANEZER APIs , 38 (REENSE) .

AttachCustomerManagedPolicyReferenceToPermissionSet

AttachManagedPolicyToPermissionSet

CreateAccountAssignment

CreateApplication

CreateApplicationAssignment
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/welcome.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsiamidentitycentersuccessortoawssinglesign-on.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_AttachCustomerManagedPolicyReferenceToPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_AttachManagedPolicyToPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreateAccountAssignment.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreateApplication.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreateApplicationAssignment.html

Amazon |IAM Identity Center

RAriEmE

Createlnstance

CreatelnstanceAccessControlAttributeConfiguration

* CreatePermissionSet

* CreateTrustedTokenlssuer

* DeleteAccountAssignment

* DeleteApplication

» DeleteApplicationAccessScope

» DeleteApplicationAssignment

+ DeleteApplicationAuthenticationMethod

DeleteApplicationGrant

DeletelnlinePolicyFromPermissionSet

Deletelnstance

DeletelnstanceAccessControlAttributeConfiguration

DeletePermissionsBoundaryFromPermissionSet

DeletePermissionSet

DeleteTrustedTokenlssuer

* DescribeAccountAssignmentCreationStatuss

DescribeAccountAssignmentDeletionStatus
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https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreateInstance.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreateInstanceAccessControlAttributeConfiguration.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreatePermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreateTrustedTokenIssuer.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteAccountAssignment.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteApplication.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteApplicationAccessScope.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteApplicationAssignment.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteApplicationAuthenticationMethod.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteApplicationGrant.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteInlinePolicyFromPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteInstance.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteInstanceAccessControlAttributeConfiguration.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeletePermissionsBoundaryFromPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeletePermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteTrustedTokenIssuer.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeAccountAssignmentCreationStatus.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeAccountAssignmentDeletionStatus.html
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DescribeApplication

DescribeApplicationAssignment

DescribeApplicationProvider

Describelnstance

DescribelnstanceAccessControlAttributeConfiguration

DescribePermissionSet

DescribePermissionSetProvisioningStatus

DescribeTrustedTokenlssuer

DetachCustomerManagedPolicyReferenceFromPermissionSet

DetachManagedPolicyFromPermissionSet

GetApplicationAccessScope

GetApplicationAssignmentConfiguration

GetApplicationAuthenticationMethod

GetApplicationGrant

GetlnlinePolicyForPermissionSet

GetPermissionsBoundaryForPermissionSet
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https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeApplication.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeApplicationAssignment.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeApplicationProvider.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeInstance.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeInstanceAccessControlAttributeConfiguration.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribePermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribePermissionSetProvisioningStatus.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeTrustedTokenIssuer.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DetachCustomerManagedPolicyReferenceFromPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DetachManagedPolicyFromPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetApplicationAccessScope.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetApplicationAssignmentConfiguration.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetApplicationAuthenticationMethod.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetApplicationGrant.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetInlinePolicyForPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetPermissionsBoundaryForPermissionSet.html

Amazon IAM Identity Center ArfEm

ListAccountAssignmentCreationStatus

ListAccountAssignmentDeletionStatus

ListAccountAssignments

ListAccountAssignmentsForPrincipal

ListAccountsForProvisionedPermissionSet

ListApplicationAccessScopes

ListApplicationAssignments

ListApplicationAssignmentsForPrincipal

ListApplicationAuthenticationMethods

ListApplicationGrants

ListApplicationProviders

ListApplications

ListCustomerManagedPolicyReferencesInPermissionSet

Listinstances

ListManagedPoliciesInPermissionSet
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https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListAccountAssignmentCreationStatus.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListAccountAssignmentDeletionStatus.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListAccountAssignments.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListAccountAssignmentsForPrincipal.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListAccountsForProvisionedPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListApplicationAccessScopes.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListApplicationAssignments.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListApplicationAssignmentsForPrincipal.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListApplicationAuthenticationMethods.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListApplicationGrants.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListApplicationProviders.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListApplications.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListCustomerManagedPolicyReferencesInPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListInstances.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListManagedPoliciesInPermissionSet.html
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ListPermissionSetProvisioningStatus

ListPermissionSets

ListPermissionSetsProvisionedToAccount

ListTagsForResource

ListTrustedTokenlssuers

ProvisionPermissionSet

PutApplicationAccessScope

PutApplicationAssignmentConfiguration

PutApplicationAuthenticationMethod

PutApplicationGrant

PutlnlinePolicyToPermissionSet

PutPermissionsBoundaryToPermissionSet

TagResource

UntagResource

UpdateApplication
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https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListPermissionSetProvisioningStatus.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListPermissionSets.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListPermissionSetsProvisionedToAccount.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListTagsForResource.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListTrustedTokenIssuers.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ProvisionPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_PutApplicationAccessScope.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_PutApplicationAssignmentConfiguration.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_PutApplicationAuthenticationMethod.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_PutApplicationGrant.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_PutInlinePolicyToPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_PutPermissionsBoundaryToPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_TagResource.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_UntagResource.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_UpdateApplication.html
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Updatelnstance

UpdatelnstanceAccessControlAttributeConfiguration

UpdatePermissionSet

UpdateTrustedTokenlssuer

CloudTrail & 1317 AP| BRIENEH

AR 5IRBE /N # Id CloudTrail entity Store ##4EfEidentitystore.amazonaws.comEHFE—E£ %
HOSEM4., BX/HE07FH API RIENESEER , BSHASHFM AP 5%,

BB EF B ESEHIREMEX CloudTrail B9 Identity Store #2 %148 APl #EN HMsso-
directory.amazonaws.comZE#, ©1] APIsZ##2H & F Amazon Web Services GRIITF. W
REFERNRERENRE | flmBARMERA | RNBNERRERAFIRENEEE AP 2
B, BXIXLEEHANELZER APIs , 3R (BEENSE)

» CreateGroup
» CreateGroupMembership

* CreateUser

+ DeleteGroup
* DeleteGroupMembership

* DeleteUser

» DescribeGroup

» DescribeGroupMembership

» DescribeUser

* GetGroupld

* GetGroupMembershipld
+ GetUserld

* IsMemberlnGroups

* ListGroupMemberships

* ListGroupMembershipsForMember

* ListGroups
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https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_UpdateInstance.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_UpdateInstanceAccessControlAttributeConfiguration.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_UpdatePermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_UpdateTrustedTokenIssuer.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/welcome.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsiamidentitycentersuccessortoawssinglesign-on.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_CreateGroup.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_CreateGroupMembership.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_CreateUser.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_DeleteGroup.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_DeleteGroupMembership.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_DeleteUser.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_DescribeGroup.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_DescribeGroupMembership.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_DescribeUser.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_GetGroupId.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_GetGroupMembershipId.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_GetUserId.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_IsMemberInGroups.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_ListGroupMemberships.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_ListGroupMembershipsForMember.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_ListGroups.html
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e ListUsers

 UpdateGroup
« UpdateUser

CloudTrail OIDC API & {EHNE4

AT FIRBE2 4 OIDC #EA H CloudTrail WE#. HXAF OIDC API RENESELS , H5H
0IDC API %,

- CreateToken ( EFRsso.amazonaws.com )

- CreateTokenWithIAM ( E#Rsso-oauth.amazonaws.com)

CloudTrail Amazon Web Services i8] 17 APl #{EMEH

LA R 5I15R‘2E Amazon Web Services 51771/ APl 4B sso.amazonaws . comE#R—E &% HH
E#, CloudTrail 2% API ¥R A Y API #24EX# Amazon Web Services 17181 BV R 1E,
£ Amazon CLI ATgE £ S B & 2 Amazon Web Services 15871 APl #2/EF N API EF'T—I
FA#YIR4E CloudTrail B4, BHX/H Amazon Web Services 15RI71F° APl RENEZER | 5
F Amazon Web Services ¥ E [T APl &,

- Authenticate ( 203t API AT A, R4t Amazon Web Services THE [ TFHERER. )
« Federate (TEH API RAATAH, ANABRFREMHARKS, )

e ListAccountRoles

» ListAccounts

- ListApplications ( EA# API AT A, NAFRMHIEREIRAE RE Amazon Web Services
HEFAH, )

- ListProfilesForApplication ( £ API FARATA, RENARF THEIEE RE Amazon Web
Services WHEI[TFH, )

» GetRoleCredentials

 Logout

IAM &8 H 0 CloudTrailiEz RIS HER
BINEHFIAERXEHEEEXRERBERNWARER. BHEEEMTEBREUTHS :

- BEREZFEARAFIEE Amazon Identity and Access Management (IAM) A FiER % Ho
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https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_ListUsers.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_UpdateGroup.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_UpdateUser.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/Welcome.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/API_CreateToken.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/API_CreateTokenWithIAM.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/Welcome.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_Logout.html

Amazon IAM Identity Center ArfEm
- FREEAACGKERRSEAFNIENZEEIERLEN,
- FREESHEM Amazon RF K H.

- BRREHIAM BHFOAFAH. WRRE , W CloudTrail E#H
MuserIdMidentityStoreArnF &R A ANRIRAIKEERH IAM Identity Center AF. BXES
E8 , BZH £ IAM Identity Center AP K EIWEHHIRBI A, CloudTrail M1 &iE

BXREZER , iS5 CloudTrail userldentity T3,

@® Note
B &l , IAM Identity Center F& R A T #84EA H CloudTrail E4 :

- AP OID C APl &% Amazon EEMZN AR ( 120 Amazon SageMaker Al
Studio ) » XEMERARFRE ZHRARRF P —E 2 the section called “Amazon £
ERNARER , HPESEIIEMERARER , fliAmazon Athena SQLFIAmazon S31/ A%
o

- Amazon BN ATEFEA Ident ity Store AP #3R A F FEHAE %,

T # |1AM B350 CloudTrail B4

BERE—MEE , THTNE4EEIEIEEN Amazon S3 Fi#EE. SHERRKBEMARFENE
MER , BREBEXERWEE, BRENBHFNNE, BRSBENFELE. CloudTrail BHFFEAH
APl BRAMNEF#KRE , AENTaREABENINFEHI, £ (CloudTrail AF1ERME) + T #
CloudTrail iI2FH AR,

AR RBIE R T £ |IAM Identity Center ##H 2 P AL EE R CloudTrail HERKHE
(samadams@example.com) :

"Records": [
{

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDAJAIENLMexample",
"arn":"arn:aws:iam: :08966example:user/samadams",
"accountId":"111122223333",
"accessKeyId":"AKIAIIIM2K4example",
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/Welcome.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/welcome.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html

Amazon IAM Identity Center ArfEm

"userName":"samadams"
.
"eventTime":"2017-11-29T22:39:437",
"eventSource":"sso.amazonaws.com",
"eventName":"DescribePermissionsPolicies",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",
"requestParameters":{
"permissionSetId":"ps-79a0dde74b95ed@5"
.
"responseElements":null,
"requestID":"319ac6al-d556-11e7-a34f-69a333106015",
"eventID":"a93a952b-13dd-4ae5-al156-d3ad6220b071",
"readOnly":true,
"resources":[

1,
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

LT RHIERT Amazon Web Services 15E TR AR EMNRL AP (bobsmith@example.com) E#4EH
CloudTrail BE% B :

"Records": [
{
"eventVersion":"1.05",
"userIdentity":{
"type":"Unknown",
"principalId":"example.com//
S-1-5-21-1122334455-3652759393-4233131409-1126",
"accountId":"111122223333",
"userName":"bobsmitheexample.com",
"onBehalfOof": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84775435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
},
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"credentialld" : "cdee2490-82ed-43b3-96ee-b75fbf@b97a5"

.

"eventTime":"2017-11-29T18:48:287",

"eventSource":"sso.amazonaws.com",

"eventName":"ListApplications",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",

"requestParameters":null,

"responsekElements":null,

"requestID":"de6c@435-ce4b-49c7-9bcc-bc5ed631ceds”,

"eventID":"e6elf3df-9528-4c6d-a877-6b2b895d1f91",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

AR R IR R T £ IAM Identity Center OIDC R R 4EMZL A (bobsmith@example.com) ##EH
CloudTrail BE% B :

"eventVersion": "1.05",
"userIdentity": {
"type": "Unknown",
"principalId": "example.com//S-1-5-21-1122334455-3652759393-4233131409-1126",
"accountId": "111122223333",
"userName": "bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84775435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"

b
"credentialld" : "cdee2490-82ed-43b3-96ee-b75fbfob97a5"
b
"eventTime": "2020-06-16TQ1:31:152",
"eventSource": "sso.amazonaws.com",
"eventName": "CreateToken",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",
"userAgent": "Mozilla/5.@0 (Macintosh; Intel Mac 0S X 10_11_6) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",
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"requestParameters": {
"clientId": "clientidl234example",
"clientSecret": "HIDDEN_DUE_TO_SECURITY_REASONS",
"grantType": "urn:ietf:params:oauth:grant-type:device
"deviceCode": "devicecodel234example"

iy

"responseElements": {
"accessToken": "HIDDEN_DUE_TO_SECURITY_REASONS",
"tokenType": "Bearer",
"expiresIn": 28800,
"refreshToken": "HIDDEN_DUE_TO_SECURITY_REASONS",
"idToken": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"eventID": "09a6ela9-50e5-45c0-9f08-e6ef5089b262",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "IdentityStoreId",
"ARN": "d-1234567890"
}
1,

"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

T % |1AM Identity Center & FE4

_code",

Amazon CloudTrail i23%Fi & IAM Identity Center H 3RV T M KM B FEH, 1AM Identity Center
H Active Directory ( AD Connector 1 Amazon Managed Microsoft AD ) RIRE & B BR 7 Z4S EXIE

RIFERORESN , FEEERRTAFBRRABESTDAREENBROEMEIEZSG, REEAF
ERFIELENELERAE , ARPFT28%% , XFSHIER UserAuthentication B4,

TRIZEXZTEA IAM Identity Center &5 CloudTrail B4 &, HENWURKNTAESHRNER

o
EHEWN SEBI B W
CredentialChallenge AT &4 IAM Identity Center

B3R AF RS ENZKIER
WHIEEMEM Credentia

SRER M
R4 IAM B0, AD

Connector 1 Amazon
Managed Microsoft AD
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RAriEmE

EHEH SESI B 5 RE A4
1Type ( %5l PASSWORD
§R1TDTP) °
CredentialVerifica ATEBHAFEZEBREE FRE IAMBHFALHAF, AD
tion CredentialChallenge Connector # Amazon
BRABEZEZIERKINERZ  Managed Microsoft AD
KM
UserAuthentication ATEARAFEIRNFE S5 e B MR
RiFTEREER TR A
AFREmRINE R, AP REE
X Th 52 BT 35 B9 S A
SHRIEFKAET UserAuthe
ntication %4,
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REEXREASR1-8HK , ERTHAFENEREZIREFNISR. 1AM Identity

Center IR EPASSWORDH “” , IAM Identity Center HZFiEHRiIAMNEE |, 8
FuserIdentity.additionalEventData.CredentialTypeFEER,

TERBBMRTFEZRENZEEFEZRESHRIE (MFA), FIBESELSH=FEA CloudTrail
B4, AURD BRI FSIUserAuthenticationE R, BB EHRIIEIRAKES BH i
CloudTrail E# , ER IAM Identity Center 2 E i A fiCredentialChallengeEM & B HIE
MFA ( Z1REA ) BB RIE,

BREZRELTIEEMA CreateUser API EAFTOIZEH IAM Identity Center AP A — X EEE
(OTP) BEFWER. EXMERT , FIUEXEE N “EMAIL_OTP”,

BER 1a. 2a M8 HAMNBREERABERTHRESNRILETFNEESR , Hh SAML i S
HEMREBIRME | B IAM Id entity Center I3 |, 18R KD , MAEK. UserAuthenticationlAM
Identity Center T &ELE 3 — 7 hHFAKIE MFA BHRRBIEFS , RANSEKES SR REFASRME
P EIE 5 HKIIE,

B FEH CloudTrail PR, &

FRINESR IAM B4 H0HF |, 1AM Identity Center #i&fEadditionalEventDatatE T HAH—
RUserNameFE, UTHNRERTBEERNNANEREN, , URAUTEAEXTHERNSZG, SAFRE
=i, RE—NERHEATAKIL,

* CredentialChallenge

 fAlBtCredentialTypey “PASSWORD” — i& A T Amazon Directory Service St 17253 & 2
I8 IAM Identity Center B 3o

« Wh CredentialType e EMAIL_OTP n 3 “ — &M FCreateUseri®S API A BIZEM A
BRZRERX , HEZAFKE —RMEBTERAZBEBEER—IXNER. IAM Identity Center
A%

 UserAuthentication

 {AEfCredentialTypey “EXTERNAL_IDP” — ERA FEASED IdP # 1T 5 HRKIE,

I ITHHRIENUserName B TR :

« UHMRENT AP B, ZEZTE AN SAM nameID L IS PHME. HEZTHMUserNameF
E% IAM Identity Center H %,

o HHMENE IAM Identity Center B , K HWEZETZB P M UserNameF B,
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« ¥ HMHRAB Amazon Directory Service , X B ES T A F £ 5 710U 2 6 A B H
P&, o, HERFENAFIERanyuserecompany . com, =i 1T HBRIE
anyuseranyuser@company.com , &5 R T company.com/anyuser , i AR {EHF
CloudTrail %5l & o

® Note

RINBWEEAuserIdfMidentityStoreArnKiR 5] IAM B3 # 4 CloudTrail EHEE
WAF. MREAFEEFEAZuserNameF & , RINBIEFEHAadditionalEventDatait
FuserName FHFMFE , HB R FEHZuserIldentitytE T userNameFER.

BRUOMAFEA ZUserName FERMNEZEER , S HE IAM S HF OB F2BREAF,

IAM Identity Center E Rz SH RHIEH

UTRBIERT ARIBFIZRATNHE CloudTrail E4IRF

EH

s NEAZBEH#HITSHRIEENTRIIER

BUAS S RIREEHTEHRIENEINER

FAZEMN TOTP SHRIISENARFHITEHRIENKIIER
FRBEHTEOMRIEAFEERS MFA SEMEKIIER
REERABBHTHEHRIEBERAK

£ A B85 21T 5 40 W UL BI A B Zh B 5%
UTEHFIHIR T REBRNEFZN R,

CredentialChallenge ( %8 )

{

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",
"arn":"",
"accountId":"111122223333",
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"accessKeyId":"",

"userName":"bobsmitheexample.com",

"onBehalfOof": {

"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"

},

"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
},
"eventTime":"2020-12-07T20:33:582",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,
"responseElements":null,
"additionalEventData":{

"AuthWorkflowID" :"9de74b32-8362-4a01l-a524-de21df59fd83",

"UserName" :"bobsmithe@example.com",

"CredentialType" :"PASSWORD"
},
"requestID":"5Sbe44ffb-6946-4f47-acaf-1ladebd4afead”,
"eventID":"27ea7725-c1fd-4355-bdba-d0e628e0e604",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"serviceEventDetails":{

"CredentialChallenge":"Success"

FX2h CredentialVerification ( %% )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arn
"accountId":"111122223333",
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"accessKeyId":"",

"userName":"bobsmitheexample.com",

"onBehalfOof": {

"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"

},

"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
},
"eventTime":"2020-12-07T20:34:09Z2",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,
"responseElements":null,
"additionalEventData":{

"AuthWorkflowID" :"9de74b32-8362-4a01l-a524-de21df59fd83",

"CredentialType" :"PASSWORD"
I
"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",
"eventID":"c49640f6-0c8a-43d3-a6e0-900e3bb188d4",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{

"CredentialVerification":"Success"

X Ih UserAuthentication ( {XPRZFE )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arr]II:IIII'
"accountId":"111122223333",
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"accessKeyId":"",
"userName":"bobsmitheexample.com",
"onBehalfOof": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
},
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
},
"eventTime":"2020-12-07T20:34:09Z2",
"eventSource":"signin.amazonaws.com",
"eventName":"UserAuthentication",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"9de74b32-8362-4a01l-a524-de21df59fd83",
"LoginTo":"https://d-1234567890.awsapps.com/start/?
state=QV1BQmVGMHFiS@wzW1lp1lSFgrR25BRNFobU5nQU1lnQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
BshlIc50BAA6ftz73M6LsfLWD1fOxvi02K3wet9461C30f_iwWdilx-
zv__4pSHf7mcUIs&wdc_csrf_token=srAzW1jK4GPYYoR452ruZ38DxEsDY9x81qltVRSnno5pUjISvP7TqziOLiBLBUSX
east-1",
"CredentialType" :"PASSWORD"
},
"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",
"eventID":"e959a95a-2b33-478d-906c-4fe303e8a9f1",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"UserAuthentication":"Success"

BB S IR R T S PRI KT & R
LTEHFHIFERT ERNSEHREAREN SAML FMGH 1T 5 453610 i B Th & M R Fl,
X2 UserAuthentication ( AR &P 1R AR )
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"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
.
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

.

"eventTime":"2020-12-07T20:34:09Z2",

"eventSource":"signin.amazonaws.com",

"eventName":"UserAuthentication",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a01-a524-de21df59fd83",
"LoginTo":"https://d-1234567890.awsapps.com/start/?
state=QV1BQmVGMHFiS@wzW1lplSFgrR25BRnFobU5nQU1nQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
BshlIc50BAA6Ttz73M6LsfLWD1fOxvi02K3wet9461C30f_iwdilx-
zv__4pSHf7mcUIs&wdc_csrf_token=srAzW1jK4GPYYoR452ruZ38DxEsDY9x81qltVRSnno5pUjISvP7Tqzi0LiBLBUSKX
east-1",

"CredentialType" :"EXTERNAL_IDP",

"UserName":"bobsmitheexample.com"

1,

"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",

"eventID":"e959a95a-2b33-478d-906c-4fe303e8a9f1",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{

"UserAuthentication":"Success"
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}
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CredentialChallenge ( 15 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {

"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/

d-1234567890"
iy

"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

.
"eventTime":"2020-12-08T20:40:13Z2",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,
"responsekElements":null,
"additionalEventData":{

"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3ach790729",

"CredentialType":"PASSWORD",

"UserName" :"bobsmith@example.com"
I
"requestID":"e454ea66-1027-4d00-9912-09c0589649el1",
"eventID":"d89cc@b5-a23a-4b88-843a-89329aeaef2e",
"readOnly":false,
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"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"CredentialChallenge":"Success"

B Zh CredentialVerification ( Z#3 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
.
"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

1,
"eventTime":"2020-12-08T20:40:207",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType" :"PASSWORD"
},
"requestID":"92c4ac90-0d9b-452d-95d5-728487612f5e",
"eventID":"4533fd49-6669-4d0b-b272-a0b2139309a8",
"readOnly":false,
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"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"CredentialVerification":"Success"

CredentialChallenge ( TOTP )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
.
"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

b
"eventTime":"2020-12-08T20:40:207",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType":"TOTP"
},
"requestID":"92c4ac90-0d9b-452d-95d5-728487612f5e",
"eventID":"29202f08-f240-40cc-b789-cOcea8a27847",
"readOnly":false,
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"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"CredentialChallenge":"Success"

B Ih CredentialVerification (TOTP)

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",

"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/

d-1234567890"
},
"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

},
"eventTime":"2020-12-08T20:40:277",

"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType":"TOTP"
},
"requestID":"c40a691f-eebl-4352-b286-5e909f96f318",
"eventID":"e889ffld-fcaf-454f-805d-7132cf2362a4",
"readOnly":false,
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"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"CredentialVerification":"Success"

FX 20 UserAuthentication ( % + TOTP)

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
.
"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

1,
"eventTime":"2020-12-08T20:40:272",
"eventSource":"signin.amazonaws.com",
"eventName":"UserAuthentication",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"303486b5-fcel-4d59-bald-eb3ach790729",
"LoginTo":"https://d-1234567890.awsapps.com/start/?state
\u003dQVv1BQmVLeFhWeDRmZFImMmxHcWYwdzhZck5RQU1nQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
\u0@026auth_code
\u@03d11FirlmCVI-4Y5UY6RI1QUCXVRePCHd6195xvYglrwolPj7B-7UGIGlYUUVe31Nkzd7ihxKn6DMdnFf0@108qc3RF
Sx-pjBXKG_jUcvBk_UILdGytV401u97h42B-
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TA_6uwdmJiwldcCz_Rv44d_BS@OPkulW-5LVIyloeP1HOFPPMeheyuk5Uy48d50f9-c\u@026wdc_csrf_token
\u@@3dNMluis4guoVnxRdOqu2tYIIdyyFPX6SDRNTspIScfMMOAgFbholnvvCaxPTghHbgHCRIXdffFtzHAsL1low419Bobr
\u00260rganization\u@03dd-9067230c03\u0026region\u@d3dus-east-1",
"CredentialType" :"PASSWORD, TOTP"
},
"requestID":"c40a691f-eebl-4352-b286-5e909f96f318",
"eventID":"7a8c8725-db2f-488d-a43e-788dc6c73a4a",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"UserAuthentication":"Success"

£ AT H ORI H FERS MFA MR &R
UTEHFIRHIRT RO ERBBERN RS , BERAFFEREETHEZZAKIEM MFA 8%

CredentialChallenge ( Z#3 )

"eventVersion":"1.08",
"userIdentity":{

"type":"Unknown",

"principalld":"111122223333",

"arn":"",

"accountId":"111122223333",

"accessKeyId":"",

"userName":"bobsmith@example.com",

"onBehalfOf": {

"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"

I

"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
I
"eventTime":"2020-12-09T01:24:0272",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
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"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
"CredentialType" :"PASSWORD",
"UserName":"bobsmitheexample.com"
},
"requestID":"321f4b13-42b5-4005-a0f7-826cad26d159",
"eventID":"8c707b0f-e45a-4a9c-bee2-ff68638d2f1b",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"CredentialChallenge":"Success"

B Zh CredentialVerification ( ZH3 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
.
"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

3y
"eventTime":"2020-12-09T01:24:0972",

"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",

"awsRegion":"us-east-1",
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"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responsekElements":null,

"additionalEventData":{
"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
"CredentialType" :"PASSWORD"

},

"requestID":"12b57efa-0a92-4479-91a3-5b6641817c21",

"eventID":"783b0c89-7142-4942-8b84-6ee@delb992e",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{

"CredentialVerification":"Success"

B3 UserAuthentication ( EEZ + MFA JEA )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
.
"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

},
"eventTime":"2020-12-09T01:24:147",

"eventSource":"signin.amazonaws.com",
"eventName":"UserAuthentication",

"awsRegion":"us-east-1",
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"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responsekElements":null,
"additionalEventData":{
"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
"LoginTo":"https://d-1234567890.awsapps.com/start/?state
\u003dQV1BQmVGQ3VqdHF5aW9CUDdrNXRTVTIUaWNNQU1NQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
\u@026auth_code
\u003d11eZ80S_maUsZ7ABETjeQhyWfvIHYz52rgR28sYAKN1oEk2GO7czrwzXVEOHL1IN2K9De8LYyBEV83SFeDQf rWpkwXf
FJyJgkoGrt_w6rm_MpAnQuyrVq8udY EgU3fhOL3QWvWiquYnDPMyPmmy_qkZgR9rz_ BI
\u@026wdc_csrf_token
\u003dJIih9U6205LQDtYLNqCK8a6xj@gIg5BRWq2tb175y8vAmwZhAqrgrgbxXat2M646UZGp93krw7WYQAHIgi50YI9QSc
\u003dd-9067230c03\u@026region\u@@3dus-east-1",
"CredentialType" :"PASSWORD",
"DeviceEnrollmentRequired":"true"
.
"requestID":"74d24604-a365-4237-8c4a-350795494b92",
"eventID":"al5bf257-7f37-46c0-b67c-fea5fablebbe",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"UserAuthentication":"Success"

RIEAZBITH DRI Z R KK
LT E4FHEIR T BB EF KM R

CredentialChallenge ( 1 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",
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"userName":"bobsmith@example.com",

I

"eventTime":"2020-12-08T18:56:157",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialChallenge",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responsekElements":null,

"additionalEventData":{
"AuthWorkflowID":"adbf67c4-8188-4e2b-8527-fe539e328fa7",
"CredentialType" :"PASSWORD",

"UserName" :"bobsmith@example.com"

I

"requestID":"f54848ea-blaa-402f-bf@d-a54561a2ffcc",

"eventID":"d96f1d6c-dbd9-4a0b-9a45-6a2b66078c78",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialChallenge":"Success"

%M CredentialVerification ( Z#3 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arl.]II : mn
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmitheexample.com",

1,
"eventTime":"2020-12-08T18:56:217",

"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
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"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"adbf67c4-8188-4e2b-8527-fe539e328fa7",
"CredentialType" :"PASSWORD"

I

"requestID":"04528c82-a678-4alf-a56d-ea2c6445a72a",

"eventID":"9160fe06-fc2a-474f-9b78-000ee067a09d",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{

"CredentialVerification":"Failure"

£ Amazon CloudTrailid 3% IAM Identity Center SCIM API i@
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 CreateGroup
* CreateUser

 DeleteGroup
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/creategroup.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/createuser.html
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* DeleteUser
* GetGroup
* GetSchema
» GetUser

» ListGroups

» ListResourceTypes

+ ListSchemas
 ListUsers

» PatchGroup
« PatchUser
* PutUser

» ServiceProviderConfig

Al
LA 2 —¥ CloudTrail 48R0,

1 RIWAA CreateUser AN EH,

"eventVersion": "1.10",
"userIdentity": {
"type": "WebIdentityUser",
"accountId": "123456789012",
"accessKeyId": "xxxx"
},
"eventTime": "xxxx'",
"eventSource": "identitystore-scim.amazonaws.com",
"eventName": "CreateUser",
"awsRegion": "us-east-1",
"sourceIPAddress": "XX.XXX.XXX.XXX",
"userAgent": "Go-http-client/2.0",
"requestParameters": {

"httpBody": {
"displayName": "HIDDEN_DUE_TO_SECURITY_REASONS",
"schemas" : [

"urn:ietf:params:scim:schemas:core:2.0:User"

]I

f5F Amazon CloudTraili2 3 IAM Identity Center SCIM 388


https://docs.amazonaws.cn/singlesignon/latest/developerguide/deleteuser.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/getgroup.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/getschema.html
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https://docs.amazonaws.cn/singlesignon/latest/developerguide/listgroups.html
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"name": {
"familyName": "HIDDEN_DUE_TO_SECURITY_REASONS",
""givenName": "HIDDEN_DUE_TO_SECURITY_REASONS"
.
"active": true,
"userName": "HIDDEN_DUE_TO_SECURITY_REASONS"

},
"tenantId": "xxxx"
},
"responseElements": {
"meta" : {
"created" : "Oct 10, 2024, 1:23:45 PM",
"lastModified" : "Oct 10, 2024, 1:23:45 PM",
"resourceType" : "User"
},
"displayName" : "HIDDEN_DUE_TO_SECURITY_REASONS",
"schemas" : [
"urn:ietf:params:scim:schemas:core:2.0:User"
1,
"name": {
"familyName": "HIDDEN_DUE_TO_SECURITY_REASONS",
"givenName": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"active": true,
"id" : "c4488478-a0el-700e-3d75-96c6bb641596",
"userName": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"requestID": "xxxx",
"eventID": "xxxx",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"

Ml 2 AFRADBEESLS B Missing path in PATCH request $&iREEH PatchGroup HHY

E,
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"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "123456789012",
"accessKeyId": "xxxx"
I
"eventTime": "xxxx",
"eventSource": "identitystore-scim.amazonaws.com",
"eventName": "PatchGroup",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "Go-http-client/2.0",
"errorCode": "ValidationException",
"errorMessage": '"Missing path in PATCH request",
"requestParameters": {
"httpBody": {
"operations": [
{
"op": "REMOVE",
"value": "HIDDEN_DUE_TO_SECURITY_REASONS"
}
1,
"schemas": [
"HIDDEN_DUE_TO_SECURITY_REASONS"
]
I
"tenantId": "xxxx",
"id": "xxxx"
},
"responseElements": null,
"requestID": "xxxx'",
"eventID": "xxxx",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"
}
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O3 HFFEZRBNFAEANER , RBCreateGroupAANEH L5 BDuplicate

GroupDisplayNamefgsizH &,

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "123456789012",
"accessKeyId": "xxxx"
3,
"eventTime": "xxxx",
"eventSource": "identitystore-scim.amazonaws.com",
"eventName": "CreateGroup",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXXx'",
"userAgent": "Go-http-client/2.0",
"errorCode": "ConflictException",
"errorMessage": "Duplicate GroupDisplayName",
"requestParameters": {
"httpBody": {
"displayName": "HIDDEN_DUE_TO_SECURITY_REASONS"
3,
"tenantId": "xxxx"
3,
"responseElements": null,
"requestID": "xxxx",
"eventID": "xxxx",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"

T~ 4: 253 List attribute emails exceeds allowed limit of 1 error &iREER

PatchUser AN EMH. AP REER -8B TRk,

"eventVersion": "1.10",
"userIdentity": {
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"type": "Unknown",
"accountId": "123456789012",
"accessKeyId": "xxxx"
I
"eventTime": "xxxx",
"eventSource": "identitystore-scim.amazonaws.com",
"eventName": "PatchUser",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "Go-http-client/2.0",
"errorCode": "ValidationException",
"errorMessage": "List attribute emails exceeds allowed limit of 1",
"requestParameters": {
"httpBody": {
"operations": [
{
"op": "REPLACE",
"path": "emails",
"value": "HIDDEN_DUE_TO_SECURITY_REASONS"
}
1,
"schemas": [
"HIDDEN_DUE_TO_SECURITY_REASONS"
]
},
"tenantId": "xxxx",
"id": "xxxx"
I
"responseElements": null,
"requestID": "xxxx",
"eventID": "xxxx",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"
}
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NEREE

LA 24&1E 1AM Identity Center SCIM API 8 CloudTrail B4 aJsEIXEIH E IS4 IRE B -

« List attribute email exceeds allowed limit of 1

« List attribute addresses allowed limit of 1

1 validation errors detected: Value at ""name.familyName™ failed to satisfy constraint: Member must
satisfy regular expression pattern: [\\p{L\p{MPMNp{SI\\p{NN\\p{P\t\\n\\r ]+

2 validation errors detected: Value at 'name.familyName' failed to satisfy constraint: Member must
have length greater than or equal to 1; Value at 'name.familyName' failed to satisfy constraint:
Member must satisfy regular expression pattern: \\p{LNp{MPNp{SIp{NN\\p{PI\t\n\\r ]+

2 validation errors detected: Value at
'urn:ietf:params:scim:schemas:extension:enterprise:2.0:User.manager.value' failed
to satisfy constraint: Member must have length greater than or equal to 1; Value at
'urn:ietf:params:scim:schemas:extension:enterprise:2.0:User.manager.value' failed to satisfy
constraint: Member must satisfy regular expression pattern: [\p{LNp{MPMp{SP\p{N}\\p{PA\t\n\\r ]+",
- 3REBH JSON RequestBody

* |nvalid Filter format

B X IAM Identity Center SCIM T E4E IR EBEHENEZEE , 1S Amazon Web Services re:Post
NE,
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HEA, BIEENAS , S LUEXEEHEHE Amazon SNS BB HERE G S H Amazon
LambdaStep Fun ctions =X & . EventBridge 32 ) Bk &5 A B B 31k

iERAEER AD B 4EIR

RO LATE AT EL B AV Active Directory (AD) RIS BB LB AERINEE , WBKWEBERLSHUBEF TR EN
FREENAEE, MAXEARE , EUNKEAEREN AD S REFERA , H7EE A XEE K,
B AR B E KA BT T CloudWatch AE4A, T #2145 RS (Amazon S3) Service 1F#
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https://repost.aws//knowledge-center/iam-identity-center-provision
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
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BXEF., NEMATFHENESZER ZFEMH Amazon Web Services BB B A BEiEH,
® Note
BEBRHHRILEMNEH. EXEZEELR , 12 Amazon CloudWatch E 47 E £ K4
£B8%,

ERTEEN AD FZH#HiREE

1. EFEF 1AM Identity Center &l &

HERIRE,

HRENEL , EESFOFETF , NhEFRE  RAREEREEHIC,
EFRAR B EERMAATEANBIRER,

N

a. 1% “UeE| Amazon CloudWatch B&”, BikZERmA B BEA,
b. %#Z| Amazon S3, HBikF M A BIRFHEM.
c. 1%&#F| Firehose, BEFIMA A B IREZHR,

5. ERRX.

BERAAEEN AD RFHEIRAE

1. %&3%E IAM Identity Center 25| A

ERIRE,

FRENEL , ERFHRERF , N\PEFERE  RAEEREEERIC,
JEMIBREY B FRIEERIIBR

EFER R,

o M w0 DN

E.I-EE H’J AD HL)F%H'L?EE/ \?Eﬁ
BZHENTIR , THRUENEIRAEFER.
sync_profile_name
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://www.amazonaws.cn/cloudwatch/pricing/
https://www.amazonaws.cn/cloudwatch/pricing/
https://www.amazonaws.cn/cloudwatch/pricing/#Vended_Logs
https://console.amazonaws.cn/singlesignon/
https://console.amazonaws.cn/singlesignon/

Amazon IAM Identity Center ArfEm

error_code

RARET BREIRREVERNE,

error_message

BERRTREERNFAGEN—FER.

sync_source

BLXRREENPRILSZANMLE, XI IAM Identity Center 1S , iX23EH Amazon Directory
ServiceB IR Active Directory (AD ) » BIFZREEZH B FHEHM ARN,

sync_target

BXENRREEREEMEHNEIRME, X IAM Identity Center S , X2ESHEM. BLEIRE
EZFNN 50D FH ARN,

source_entity_id

S HEROAEHHE—FRIREF, X IAM Identity Center TS |, X21X4H SID,

source_entity_type

SHBHEIRAIEMRE, ZETELRE USER 5 GROUP,

eventTimestamp

iR HI AV A E B

AEERN AD BF 1R B ARG

A1 AD BREZBIHNEIREE

7/

"sync_profile_name": "EXAMPLE-PROFILE-NAME",
"error" : {
"error_code": "InvalidDirectoryCredentials",
"error_message": "The password for your AD directory has expired. Please reset
the password to allow Identity Sync to access the directory."
1,
"sync_source": {
"arn": "arn:aws:ds:us-east-1:123456789:directory/d-123456",
"domain": "EXAMPLE.com"

}I
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"eventTimestamp": "1683355579981"

w2 AFRAP R T -BEIRAE

{
"sync_profile_name": "EXAMPLE-PROFILE-NAME",
"error" : {
"error_code": "ConflictError",
"error_message": "The source entity has a username conflict with the sync
target. Please verify that the source identity has a unique username in the target."
1,
"sync_source": {
"arn": "arn:aws:ds:us-east-1:111122223333:directory/d-123456",
"domain": "EXAMPLE.com"
1,
"sync_target": {
"arn": "arn:aws:identitystore::111122223333:identitystore/d-123456"
I
"source_entity_id": "SID-1234",
"source_entity_type": "USER",
"eventTimestamp": "1683355579981"
}

IAM Identity Center B9& M £ 1R UE

ERBNEAITRIN—EB5 , E=HFFiTHL1¥H Amazon Web Services fRS #& Amazon IAM
Identity Center ZtRE M Z 2 Amazon HEFIEH .

ETHRESETEESMITRNNEE , 5 HAmazon Web Services BRS “” Amazon Web Services R
% ) “LEMITRIR 2 HEE” , RFEREBMYBHEMITRI. Amazon Web Services RS Bx
—REEE , FSRAaMIT,

O LAE R TEE = 1T#RE Amazon Artifacte BXEZEER |, BHSHEHPM “TH kT Amazon
Artifact,
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« Security & Compliance : X RF REEIEREITIE T RBEERE , HIRETHERELHEMEN
HINEERI SR

EMMERAE 396


https://www.amazonaws.cn/compliance/services-in-scope/
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https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.amazonaws.cn/guardduty/latest/ug/what-is-guardduty.html
https://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
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IAM Identity Center 2B 1Tl (PCl) BiELZ2inE
(DSS) WA 3.2 —RIRFREEH SN,

» éf‘”;'t”d - - 5/ Amazon = m MRS FMHE. LEBEIEEEFFABEN
o = P A UE A IAM Identity Center HEY T S 4EREE S
PARTICIPATING ORGANIZATION ™ =89 PCI DSS &M INIE :

 Active Directory

- HNEBEHRHE

IAM Identity Center & 3R Z & F&F& PCI DSS,

BHX PCIDSS WEZER , BIFEWMAEEF PCl Compliance
Package BEIZA , &5 Amazon PCI DSS # 1 4,

REFMALES (SOC) MERIMIMNE=ZFRERE , E
7~ IAM Identity Center ZI{A/SEFI R B MR HIM B 5, X
iR E AR ENENFEITA THRESERNATXZFEE
B, SOC RED N =FpRA .

« Amazon SOC 1 R&E——EA Ar ti Amazon fact FE

« Amazon SOC 2 : Z%, A MM ZMIRE—1FR
Ar ti Amazon fact T

« Amazon SOC 3 : Z£ ., ATAMMIZRMIREG

IAM &4 08T Amazon SOC 1, SOC 2 #1 SOC 3 #&
H’J/BEO E;&E%{n/m y y |§| SOC é;ﬂ"lvlto

IAM Identity Center BY3# M

Amazon £IKE MR ERE S Amazon XM ATAXEEN, Amazon XFRMUSNMNIERENEE
WAAKX , XETHXEBEIREERE, SEHENSERTROMEHEE., FATAKX , B LUEITFIRE
EURAXzBLHE B RN AREBNNARFIREE. SREENENE SN REPOLERMEY
Mk, TAXEEEENTAY., REENTT B,

BX Amazon XM AXWEZELR |, 55 Amazon £ EREMIZHE,
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= 7 ##485% Amazon IAM Identity Center RN EZEL , BSRBE MR ITAXEIT R,

IAM Identity Center BV E R iIZEZ £

YR —IHEE RS Amazon IAM Identity Center , 3 Amazon £EMELZ LR, HX Amazon &
2 RS AR M Amazon RFEMIRENFEL , B2 HAmazon =z€£, EFAEMRERENRE
SKERRIR TR/ Amazon 3h48 | 528 S Amazon ecurity Pillar Well-Architected Fram ework F#Y &
B R

&R LAER Amazon EXRHY AP FABEE MR IAM B H 0. BEFRSAXFUTRE

- RREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLMAERE (PFS) WHRIBEH , N DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 [ 4
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) R IFXLEER,

A, RIERFREZES ID N5 IAM EERBRHUBZFRIBARITBERFIITER. HEF , EALUEA
Amazon Security Token Service ( Amazon STS ) £ K IREt Z & F RN BFERFITEE,
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NEIRAIFRZE Amazon IAM Identity Center

HRER—MBAENEMRE , BALLREBME Amazon BIRF , LETIRE, ALANERER. B
MrEEFR N

- FRE® (Bl , CostCenter, Environment = Project ) ., HERBAKET R 128 MNEH
BFRSKDE,

- FREME (B30, 111122223333 = Production ) . MEENRAKER R 256 NFEF , SHIE@
—EXSKNE, IEREHNERAZHFTHS , ERTHESHEIZE, EBRNSESERAET
FEREMER,

FRE A H B IR B I EEE Amazon BIR. F% Amazon BRSEXZ iR , B EAUARBETERS
HERSBEMERNRE , UEAXERR2EAN. S, EULUFHRNRE S EL IAM Identity
Center EHIFHFEMRE, BXRIFCKBNEZESR , 52 HAmazon Web Services —Z# 15
I HIFRIE Amazon IR RFRIC RESRE,

BRTEARZIRE, ALMEREREH Amazon BIRI | BIEATLER 1AM REE IR KA B2 &
WANEEENBERASZRE, ETHREXEAGZIEFGRNBEHNESZER , 56 IAM AFE
AP EAREESX Amazon BIRE RN, Fla , &8 LAY AP EE 1AM Identity Center £
BR& , {E81ER =2 IAM Identity Center REREEBFFTHZAF BMHEM owner 7%,

BRI ENATNRE, BIEFRER AT IAM Identity Center £ A2 MR A€ Amazon
Web Services I, ZRELAER IAM S #0332 %| & Amazon CLI 2 IAM B4 H 0 APls AIXPRER
. REEMBRIRE

LA #2248 5% IAM Identity Center iRENEZE L,
E&A

- FREPRF

« f£/ IAM Identity Center 24| & EEIRE

« Amazon CLI ¥
« ff IAM Identity Center AP| EIERE

PR BR I

LA EABR$IE A F IAM Identity Center &R LR -
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- BRREKERN 128 4 Unicode FFFo

- RREKENRN 256 4 Unicode F&o

- MERNENBERFHN .

a-z, A-Z, 0-9, ZIRHAUTER: _, /=+-A @
- BNEXD KNE,
« BREMA aws: IFRARBIBIE ; ©HREHH Amazon FH

£ IAM Identity Center & A EEIRE

A LAE A 1AM Identity Center #EI &R0, 4r%E R BR 528 KO RN PR BRI AR
EE |AM Identity Center 25| & IR EIRZ

1. $TF 1AM Identity Center &l &

2. EBRNRE.

3. EREELEEENIRSNNRENE .

4. ENRFRETMFENFRET , MITUTHREZ— , RARRERITT—F .

a. WMREAENRESEIRE , BRBRETRS,
b. MEXENESEAUNRE | FEREBEFINRZL,
5. XNTFE|ANFHRE , ERBNE (Wit ) IPRAE. TG, ERREFER.

EHIBRIRZ |, 1F1E EMIBREVIRZ 5518 B9 M BR 5 AP £ Xo
EEHE |AM |dentity Center SEHIIPRE

1. 3TFF IAM Identity Center &l & o

2. ERRE.

3. EEHFRZETF,

4. WNFBARZ , ZBNE (L ) FRPRBAE. TG, ERRNFIRZIEE.

EBRIE | FREEBRNIREZHBERRY.,
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RAriEmE

Amazon CLI 5]+

Amazon CLI Rt T AT A TEE D EANRENIRZEN T,
palli W7o

FEAUT S HRE S EAENIRE,

Example tag-resource fRERS

£/ sso mPEHRM tag-resource FRZEDELANIRE :

aws sso-admin tag-resource \
--instance-arn sso-instance-arn \
--resource-arn sso-resource-arn \
--tags Stage=Test

vV V V &

W SEEUTSH

« instance-arn——FFEHETIETERAEMN IAM Identity Center SEI#9 Amazon BIREBF: (ARN),

« resource-arn—EFEHHFREMWEIRA ARN,
 tags - FREWREX.

BE-ROBEZIME , BTUESTRNIRFEREEE]

$ aws sso-admin tag-resource \
> --instance-arn sso-instance-arn \
> --resource-arn sso-resource-arn \
> --tags Stage=Test,CostCenter=80432,0wner=SysEng
— A
EERL

ERAUTHREEEE S BRATRENITE,

Example 1ist-tags-for-resource fNREH T

FH sso MPEHMW list-tags-for-resource EF LB

$ aws sso-admin list-tags-for-resource --resource-arn Sso-resource-arn

LEREAIRE

Amazon CLI ¥
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i BRAR

{52 A3 LA a5 5 AR BR &= R I BRAR 25

Example untag-resource X RERS

BEE sso mHEFMFEA untag-resource MXREFRIBRIFE :

aws sso-admin untag-resource \

--instance-arn sso-instance-arn \
--resource-arn sso-resource-arn \
--tag-keys Stage CostCenter Owner

vV V V &

XTF --tag-keys ¥ , EE—IMRSMrER , EFTEHEHE,
BN BREE N N AR E
EOENRENEAUTH T ERFE,

Example cxreate-permission-set i S A RIRE

£ create-permission-set R RIENRERN , JUUBEE --tags SHIEERZ .

aws sso-admin create-permission-set \
--instance-arn sso-instance-arn \

--name permission=set-name \

--tags Stage=Test, CostCenter=80432,0wner=SysEng

vV V V &

£ IAM Identity Center APl BIBFRZ
FEALT APl BEXR DB, &EFMMIBRIXBREDR IAM Identity Center SEIRIFRE

« TagResource
ListTagsForResource

» UntagResource

* CreatePermissionSet

* Createlnstance
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¥ Amazon CLI 5 IAM B H 0 ER

Amazon iR {TRE (CLI) 2 2 k5 1AM B LHEREL T EZIE, FAARTUERBEEH
F % IAM Identity Center 9 Active Directory 5 IAM B3R OEIFEEE SR |, F 52 B A A8k
FHMA, Amazon CLI 0 , B G fF IAM Identity Center Bt &7 £ Active Directory 3 1T & 131
iEfE , FRARABAERE Active Directory ZiE Amazon CLI E#& %,

Amazon 5 IAM B0/ CLI ERREB U T4 :

« B A Amazon Directory Servicef IAM Identity Center #E3ZZI|H Active Directory , b A BAiE
HEF X AR EARE IAM Identity Center 5% Active Directory B & UEH 1T & %,

o FFRARAEM CLI ZFLUINR T [FEE

« FFRAR TS H A E 2 B 5 R R AT K = M B @ F E ez BT %R,

« FRARALE CLI BEEFBEHERNREFHEACEREXM , F7E CLI 5| BEMNAEM R
FRAEREITHET.

- CLI Bz EREHRIE , RItTARARTUTEMEREERHEEE CLI |, FSTRINEEST
RIS,

WA Amazon CLI & IAM B3 A UEERR

EF A Amazon CLI 5 IAM B FLHER |, E T8, REMBE Amazon Command Line Interface
MR 2, BRI TEH Amazon CLI 5 IAM SR OERNFEMAL TR , S HAmazon Command
Line Interface A FIEE M ELE Amazon CLI BAER 1AM 547 D

W{AF Amazon CLI 5 1AM B3 0 ERL 404


https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-sso.html

Amazon IAM Identity Center ArfEm

Amazon Web Services Management Console FAE 15 [R5E =

E W

MRIEHH LA EH Amazon Web Services Management Console A8 7[RI ZhEE |, NI R & B P
wn{ar & % IAM Identity Center,

VPC LinT SR RHEEFEREEH A , XS IEEH AP &S Amazon Web Services K~ 4]
TRiFR, BXREZER , 5/ (Amazon Web Services Management Console Getting Started
Guide) # Y Amazon Web Services Management Console Private Access,

VPC K7 SR IEEF IAM 54 F 0

BEYEE , FH VPC KinT SO LEER IAM BHF 0. HAFELEN VPC AHTREREE
EiEH A, MeREXMER. FEFRTULEDZF IAM Identity Center , AP A A Hik M
=& VPC xR & Amazon o
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RAriEmE

IAM I|dentity Center A &Y B¢ &1 F BR &

TRERT IAM Identity Center NV ECE. BHEMBERSAKRBERKFREREERAKS, . Eif

INECER | SR ESRIE A,

(® Note

MBEFWAEREIE 50,000 MAEF, 10,000 MNEEA 500 MURE |, RMNBWIESER Amazon
CLI #1 APIs E# IAM B35, BX CLINEZEER |, 155 & Amazon CLI 5 IAM &4

FOERK. BXEZEE APIs , BSENILRE IAM B0 APl 52,

R R 2 Fr BL &
B SRAR R

RZIZMRS SAML IE B X 2KB
K/ (XA PEM #3)

SAML B S BR &l 50000 NEHF

%) IAM Identity Center 89 2500 (UTF-8) NEFF
|dP i $ /9 324 K/ PRl

BAONARFNGRSEE 25

Amazon Web Services Kk it #i

=R ARIABCE

IAM Identity Center & fo 1 #Y 2000
NIREEH

BAARTWEEENREHE 500
Amazon Web Services i F°

RES B 0

a

7|

AEZS B H0
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=
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406


https://docs.amazonaws.cn/servicequotas/latest/userguide/request-quota-increase.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/welcome.html

Amazon |IAM ldentity Center

RIR
BMRES AR BR R B

BINBRER Amazon EEXR
BAEFEERERE

BIMURES FABERKH R
AR

FA AR EHN IAM &
( XPREE ) WWEE Amazon
Web Services M~

AFiEm
S SN BEA T8N
1 &
20" &
32,768 £, &

BAONRENNERRBE P IEZ
BFRFHHZRAKRNDA 10,240 F
o

1

7|

'Amazon Identity and Access Management (IAM) ABANEGBIRE 10 MNEEERNESR. SFHL
FLEN , i57E Service Quotas Z#I& PRI EBNEZBENEE Amazon Web Services Ik K ith 5 15 18
DNz 1AM AR IAM B8 E SRR,

@ Note

Amazon Web Services ik # AN REFH1TEE Amazon Web Services IKF /E IAM B &

HITHRE  KEEPFEAIE IAM A1 Amazon Web Services K/~ , EIESE IAM Bt#l, &
X5 IAM ABXBNESTNESZELR | ESHE IAM ] STS B,

Active Directory Bt

IR

BRI AR EE R RXH

/I
=
=28

AR IABCE REZ B AN
1 )
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IAM |dentity Center & 13 7Zfi% Bi &1

TR FRIAELE BEA 18N
IAM Identity Center & X Y 100000 =
AR
IAM Identity Center # 3 ##Y 100000 S
HE
ATA TG AR ME— 4 1000 )
HeE
IAM I|dentity Center 1757 FR %l
RIR B
IAM 513 #/2 APIs IAM Iden APIs tity Center BV BR &I N 8 20

ER5 (TPS), BAURRZFHFRFINERE
in. BYEKZECreateAccountAssignmentZEH
15 NARERNFHZ A , REIFTERS,

5377 APIs ldent@@ ity Store APIs BISERRR & E# 20
ERX5 (TPS), HAILRRZHRAILLERE
b,

SCIM APls SCIM APIs NESRFIZRANER 20 EX S

(TPS)o EAILAR R X #FZHILAE RN,
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H b g £
TR HRIAGLE AEA 18 0
A LAELiEH Amazon Web 3000 .3

Services ik SN HARERFEE

*k%*

MK H IAM Identity 1 &
Center 2 &2

AETHERMERY 10 -

*plan, SEESAELE 2750 MK/ A 250 MR ARR WS HEE 3000 MK M AERF.

** ProvisionPermissionSetAP| BE&Z A LA 3500 Amazon Web Services Ik /= #9i%
TIALL_PROVISIONED_ACCOUNTSREEPREE, MREFEFNRERE N AT 3500 Amazon
Web Services I , MATLAEA ProvisionPermissionSet APl #4#EHMAmazon_ACCOUNTIE
I , EN7E# 4 Amazon Web Services IKFRREFEBEZNRE, BRZALUERNIRIT =T

IProvisionPermissionSet,

HAbE

409


https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ProvisionPermissionSet.html

Amazon IAM Identity Center ArfEm

HEZE |IAM Identity Center [A] 7R

UTARABUBEHETREDEA IAM Identity Center 12§ & AJEXBEIRY — L F W RI=,

£122 1AM Identity Center M P 32451 Bt H B0 Y (5] 25

f% IAM Identity Center Ik SEHIAT AT gE 2B E — LLPRF, RETTEES IAM Identity Center 2l
BRIEK/FES , ELEZBLZHFN Amazon RENARFWREFRRKIEKSEH , BEIENR
TR :

« Amazon Web Services X138, Amazon Web Services Ik EE =X EK A LFItEEHMb, 840
Amazon Web Services Ik X BR 8122 — 4 IAM Identity Center 35, BEERAZNARRF , Bk
F| Amazon Web Services Xig #H IAM B4 H0R6|0 |, SEIRESEE IAM B4 /0SS5 H9 K
Fo

« MRALTE 2023 F9 A 14 H2BIBA T IAM Identity Center , B & AJEE Bk 1Z /5 A IK 7 3241
BEIhee, BEENEBRAESE , EEEKF HES IAM Identity Center #2414 /5 F K 7 35451 6 2
INEE,

- BHEE R WRERIE T IRSIEEIREE | LRSI IAM Identity Center Ik P2 BRI B2, BEENEIE
REE , BENKFANE A EFTIRSD,

ZREFOHAEENS IAM Identity Center £&FERAN =N AR
5l ZR B W B£8R B B

LIRREE LiFsso: ListApplications{B R A FHAE IAM Identity Center BY , AR EU T Hix
APls, EEHRRE , LUFRRILEIR,

ZlListApplicationsfXBRZENZ/ APIs :

« ListApplications APl,
« —/NE |AM Identity Center #2 &I A FEHR ListApplicationProviders API LB A ER API,

NTHYHREERD , LkNE API IE B 2RINMEM ListApplicationProviders #®1,
EATAHE ListApplications API, BIELAEZB API , B REELFTMA—FKFER , AXKEL
ListApplicationProviders &E :

B2 IAM Identity Center Tk /= SE 451 s HH E §9 ] 73 410
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"Statement": [

{
"Effect": "Deny",
"Action": "sso:ListApplicationProviders",
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "sso:ListApplications",
"Resource": "<instanceArn>" // (or "*" for all instances)
}

EARTFRNE APl , BIE4 ListApplications , ZEXRBEEXR AW
ListApplicationProviders., MR KA AW , ListApplications API IR,

"Statement": [

{
"Effect": "Allow",
"Action": "sso:ListApplicationProviders",
"Resource": "*"

}

MIEHWBEREHG , HBKE Amazon Web Services ¥ UEUE L E3IEHE,

5 1AM Identity Center /2 SAML B S AA B x<H B &

% M5 E Amazon Web Services Ik [T 51R SAML M FAEFAS , IAM Identity Center 73 1AM
Identity Center S| FAIZH SAML Wi E ( @EXLEMSHPHEMY ) BEHET Web iR 4%,
Amazon Web Services E& & |IAM Identity Center £X K SAML BiSWFAELR , BERAUTIER.

1. &3 Amazon Web Services 1@,

2. ‘EBBFRIFRE , &I Shift @ , EEMENHNRAREREL , REWFT Shift &,

3. ®KEHN You are now in administrator mode (RY I FEEAER) WITELNEER, ERBIX
EESUENRSE  BEBRES XML, RAEFABTKUE Hibith s,

4. EREREE <BARF>SHE, ETUTHE X XARSIRERSE,

5 |AM Identity Center 8122 SAML B S NA B XK FZE 411
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® Note

BERREREENRERETERATZFH IR, BELE Windows 10 L Firefox, Chrome
F Edge JEEIXT S TIIT T Wi

BERFTZEMINES SCIM IR rERE25 El IAM Identity Center

MRSHRMEE (IdP ) BEEERNFEA SCIM B /A~ MEZS IAM Identity Center , MIEZEAFMEL =
RARER R ERT KM, XATEERHA IdP FHAFEES IAM Identity Center ERTHRB ., KREXH

1558 , IAM Identity Center SCIM APIs fHiREIfRIRE S , BEXN RIBRARRNLEE, BELE IdP
M BEED Ul PR ENXLEEREE, BT LE Amazon CloudTrail BEFRIBEXTEB XMW E S1¥
=R

B IAM Identity Center SCIM EHHELZEE. , LEAFLPNRNAE, AENTZRHSHREEN
3B , S (SCIM Developer Guide) ## IAM Identity Center SCIM Implementation Developer
Guide

UTRSHERNILANERRR :
1. IdP FHAFRRRD BT, ERA/FERE N
EIRHE RNEB 2 NRIELSIR B 'name. givenName ' REEH BAR : K57 AF0% 2 EN X

ERES N\ p LN p (MM p {SI\ p N\ p {NWt\ n\ n\ r] + ; "name.givenName ' Tc3EHRH
REMGWE : RANKEXTKRTRET 17

BRIE  NAPNRAMEF, ERMERER. A, FEER AP FRAFNRH SCIM
TAERFAEEN REFTEX LR TR IERE,

2. EEMAFRERNEMENSZME (BHRANSEEMR) . flI0, AFAIEEE IdP FENEET T
FRESBMRERESE K HEFSN B FERAHISEREL |, HEEWN IdP BEENEHEL Z
BHNZS N HEEE,

BIRHE  “FIREEemailsEE R FRIRS 17
« RRFEREM

i  EHIdP FAFNRH SCIM MBI RS , RRELERMENEME. Hlm, BERK
EEMNAF TERIESDARS,

BEAFPTENINES SCIM 1R FERE 5 Z IAM Identity Center 412
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i. MBADZEM AP PFRAFNRBREMEYN WA ABKREME , NAFNZE
HRE I HENME

i. MEAWEMBRESBTEEZEM Amazon , iHM IdP BN RE SCIM B EME H &
BRIZE MR BR ST,

3. ZWIdP EEZHBESNEMEHE B4R ( EAHIF R IAM Identity Center ) FEIAF. BATRIE
RAFPBELERN IAM Identity Center SEFIFF ZEE—# , RLBRFIEE username 67 A FIEE
HE R,

RRAE  BRER IdP FH SCIM BEEXFEAENEME IAM Identity Center HEY A 7 it
TIEEL, Hig0 , F 1dP HH username = userPrincipalName BRE1ZE| SCIM R A TR
ELZE] IAM Identity Center B userName B H 2 IEHE , HEARZLUBERE RS BRI ER,

ERANBESHRHETERN AN HNES A/ HAEIR

MRENBESBREE (1dP ) PTRER - HARTIEER IAM Identity Center E& & , FJaERE 7 SN ER
ldP AP SEREHE—NEME, EARSENAT IdP FRBILTHIRESR !

ELEEFTNEERR
BARSENATER FES R

« AR

« WIEEMFRANE IdP FHYEENEKE—E M , #£59 IAM Identity Center R ATE—HEM . NE
# IAM Identity Center P RATZES IdP A,

« AER?2
- BRHOEEREERMNAF , BIXLEE T IAM Identity Center A2 HE— K,

- flmn , BRIBRHEPE—NMNEBUTEMMN IAM Identity Center AF :
- FAF % : Jane Doe
o X FERHHAE : jane_doe@example.com

« RiE, B HENS AP FRIES —NEBLUTESENARF .
- AP & : Richard Doe
o TEHFHRMLL : jane_doe@example.com

« S\EF IdP ZiR7E IAM Identity Center FRIZMAIEAF. it , XERELEIK , EARH
MNAFWEBFHA4BUNEREEN , Biztbut XIS —E,

FEANBEREEEMEAF AN ENESE AP RAEIR 413
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AFPA., B FopHtutF externallD A2 —H |, BEVSEE IdP AP FEERZHE 25 E IAM Identity
Center, B , HEMAMEHE—H | S0 IdP HFBERThEZ EI IAM Identity Center,

BRERRFESFHRNBEEABREERE -1,

HHAFAXHA UPN B35t , ARPLERER

BREAFEERZIELAARAFENER |, A58 L% F Amazon Web Services 15[ 17, FEX
ZHERT , APAUERAEZERFA. THERA (DOMAIN\UserName) = UPN &% () BF
AP, UserName@Corp.Example.comfBIAER 2 , 2 IAM Identity Center fEAE/E A MFA B
RIFEXEREN L TNRARBAT SNEZE RN, EXFERT , ARXAERAERTERS
(DOMAIN\UserName) &%, BXEZER , i8S H Identity Center AFNZESHKIE. BXAT
& Active Directory WA P ER AW —MRIEE , BS R Microsoft IR EM A AR,

fZi IAM AR I 7T TENZRP BB BHRITREHIX

EEEKFHH IAM S5, B EETI L “AWSReservedSSO_" Ak AR EN., XLEABR
IAM Identity Center RS EMKF P EIENAE , EMRE@IKT 2EMRE. ZiM IAM ZH & H1E
HXEABRSBUATHEIR

'Cannot perform the operation on the protected role 'AWSReservedSSO_RoleName_Here' -
this role is only modifiable by Amazon'

Xt REEEE 1AM Identity Center BB BB AR TSR , ZEF AL THEEKS S Amazon
Organizations. TR/ , &7 LU E I F) 2 B Y Amazon K,

HRAP LT EEERD
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"errorCode": "InternalFailure",
"errorMessage": "An unknown error occurred”
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