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"Statement": [
{

"Sid": "Statementl",

"Effect": "Allow",
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]

}
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LAT 817 4R Microsoft Entra ID 453 :

- AHE BHAWKRA,
« ABB ual KA,
- B éﬂﬁ ub1 'ﬂzﬁgﬁiﬁo

BEEANHSAFNEEAANEEZRA (Bual) ., EFRLUBRAARNEE B AHNKR.
- BIBETRETEHMHTH. BXESZFEE , HZH Microsoft Entra ID X TRl o

Microsoft Entra ID 37


https://learn.microsoft.com/en-us/azure/active-directory/app-provisioning/how-provisioning-works#assignment-based-scoping
https://learn.microsoft.com/en-us/azure/active-directory/app-provisioning/how-provisioning-works#assignment-based-scoping
https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-create-rule
https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-rule-member-of#preview-limitations

Amazon IAM Identity Center ArfEm

HEZ Microsoft Entra ID B9 SCIM [a]1 &

MR B E Microsoft Entra ID B R E25 2] IAM Identity Center By [a) & |, ATgE 2 B F7E[ IAM
Identity Center A INETF F B , IAM Identity Center EZ4RICHEE R, BRI LB K ZE Microsoft
Entra ID @ BEHRHKBEH (HIW0 'Export' ) R\IAX— =, WEHHRSERFFHA :

{"schema":["urn:ietf:params:scim:api:messages:2.0:Error"], "detail":"Request is
unparsable, syntactically incorrect, or violates schema.",'"status":"400"}

IR T LA E Amazon CloudTrail SREHR AXMEH, XAILUBN FEA L TYIESRTE CloudTraill WS4
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FHRAFEENRER, BEERYHED , B E ™M Okta 214 IAM Identity Center SAML JT#
B,

MUTHEEHEXAXH , RETHR :

- 1AM Identity Center M S f &R (ACS) URL
« |IAM Identity Center %% #& URL

rYREMEAEXEE.

b. E‘BMEMEAKE T, £ IdP SAML THiET , & “EBEXH K REEREEL—S
FalZMmetadata. xml3 &,

C. iijaxl:-l:_io
6. FRFRFHAFERUREIRER , M A ACCEPT,
7. EEEHRHMDIR.

REF Amazon ZHI B4 THTRS , T—HHEFREERZEHE,

Okta 42


https://console.amazonaws.cn/singlesignon

Amazon |IAM ldentity Center

RAriEmE

8.

9.

10.

IR [ Okta admin dashboard , #%#¥ Amazon IAM Identity Center B A2 FHI B FZET+ , Ri5E

YRR,

EEREBEFRET , MAUTHEA :

« £ ACS URL # |, i ASRE A9 IAM Identity Center #T S £/ & k3 (ACS) URL &

« EAXMWE URL #F , i ABEHIHY IAM Identity Center X & URL &

- ENARFAFRERRP , EBTHNEEHH —NET
BREEZENENENIFPRGHZE -, EAKESD |, %] Okta AF A

EERF

IE , LA LATE |IAM Identity Center FliE Okta B 7. #R¥%rOkta admin dashboard¥] FFIRAS |, AR fE
IR[E IAM Identity Center 2 H| AT T —%,

S 3: fAE Okta WAF

1.

£ IAM Identity Center #HANIRENH , K BIMEFEE , REEFEEA. X&%E IAM
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3. BWEEZFRITF HALLEZEZ Amazon Web Services Ik B¥r, B ZBWRAIEE AP TG RN
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EIRtdEcn , B4MERBEA HRZGEENE he. ARURENEAES  FSH BAALRE
5 Rl IR o

E7£ OnelLogin FEEAFEM , AT IAM Identity Center #91f [a] 2 %l

1. E3x Onelogin , AESMENAERF>NAERF.

2. ENARFRAEL , BREZHCENNARELUS IAM Identity Center FE5 SAML E#E, &#F
T, RENEMNSMERERSH.

3. EXFESEHIH , NEEHE IAM Identity Center PEANBNEERITUTIRE !
a. &E+,

b. EFEREMH , WA https://aws.amazon.com/SAML/Attributes/
AccessControl:AttributeName , }#iF AttributeName £ 71 &£ IAM Identity

( T3k ) 8= : #£ Onelogin IAM Identity Center FE & A F° I8 13 17 17 (B 452 41 50
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Center FHAZEH B M B #R. #l , https://aws.amazon.com/SAML/Attributes/
AccessControl :Department,

c. HEHET , EFITEHE SAML IS HFELWE , RAEERRE
d. HEEFERF , EATHFIXRERE Onelogin AFEM. #la, &,
4. EERREF.

(Al ) BB IG AR FIE

A LUK R E A 1AM Identity Center FEY 177 8] 122 /8 1 ThEER/R1%E Name BHIRE N https://
aws.amazon.com/SAML/Attributes/AccessControl:{TagKey} B9 Attribute Jt&, Lkt
ZATEGEMERN SAML ISP EREEE, BXLENSHNESER , BSH 1AM AFE
BI7E Amazon STS AL iE S 1EIRE,

ENBEHERNLERSERE  BEEEERSEMN AttributeValue TE, flin | EEBRZRE
JfCostCenter = blue , HEAUTE L.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFBRMENEY , BHEMIZEITE—NEMM Attribute TE,
R HEBR

AR A T AR Bh A& R R IEEF Onelogin & & B3 TRE AT AT REIB ZIHY — L& I ([ X
A AR B EZ) IAM Identity Center

BRIANBRT , AATRETTEM Onelogin ELE 2 IAM Identity Center, H{REE1E OnelLogin £ IAM
Identity Center SIFARRF B AATE. At , FEZR OneLogin EEEHA , HREUBRKRE IAM
|dentity Center M FTEFHIE I ( 1AM Identity Center NARF > S >4 ) TERTEEERFM
B LI, BXUME OneLogin FRIZBEMNEZFMES , BIEWATE SCIM #4F OnelLogin A&
FSHA , BZH Onelogin Mk,

REMBIREFLER , BXBEEMAREM OnelLogin 25 E] IAM Identity Center
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BRY LEAEXEBEAMARNERZA BT EEMNANRRN TREETSHEENER. XAUE
NARERF > NARRF > 1AM Identity Center AR > ESREFKE, BALUIE OneLogin #EF
REBBRENEFMAEENBE , BIFEFY > EHTHRSES,

B EMPBRSEZA OneLogin R —NE |, BEMHAEILTE IAM Identity Center F

OnelLogin B Bl A X 4K SCIM DELETE #4E , XEWEZHMLEZE T IAM Identity Center 1, &
I, BAEEEM IAM Identity Center FRIBRIZ4AE |, LAFARMIBR 1AM Identity Center FRiZ4H B 1EfAI4E
BRI BR

K7L IAM Identity Center RIER T —NA | {BIZ B M OnelLogin AR E , MERER T HAF/AR

AR

ERFXTER , B EBREEE OneLogin FHEMATRATEANLEE. FlM , EESEELERN
AREFNAURAXAEIR—ANHAN, BETEK , HBR IAM Identity Center FEMAEEMA, &FE ,
£ OneLogin # , BIFIFRE ( IAM Identity Center L AAREF > ME > R ) , REEFHANXRRS

( 1AM Identity Center TR > EZRE ) . A TEHATEREINBEE , FEEHTERUEFLTE
Onelogin FHI4AH , AEM IAM Identity Center Sl BriZ4H

¥ Ping Identity 7= 5 |AM Identity Center &&fF

AR Ping Identity 7= &2 23833 IAM Identity Center iz,
F

« PingFederate

« PingOne

PingFederate

IAM Identity Center X$F&3I Ping Identity ( A T E#“Ping” ) ¥ PingFederate ™= m ™+ H AP MAE
BEHFME (@ ) 2l IAM Identity Center, LLTRESERAEEHHEERS (SCIM) v2.0 Hill, EAH
£/ 1AM Identity Center SCIM £ i1 S MG [F S L PingFederate PELE IiERE, BEE SCIM @5
B, R 4E PingFederate F &2 8 £ 2 IAM Identity Center RV Er & B VST, XSS IAM
Identity Center 1 PingFederate 2 [8) &9 7l H /& 14 LB o

AIEFE T PingFederate version 10.2, EMARANLZRAIEREAM AR, EEKR Ping , T#EXWMA
N HAMRAE PingFederate & IAM ldentity Center I ZE L.,
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UTESRNEISETHRNAFER SCIM tHhiCF AP FLEAM PingFederate Bz FE S IAM Identity
Center,

(® Note

HIT1EE SCIM 25l , BINBUEBEAER EABIMEN IS, REREERT &
SN EAMEEET,

FH

- EREH

- FIEEEM

« B 1 : 1£ IAM Identity Center # /5 FFlliE

« ]2 : £ PingFederate FE B &

o (®% ) & 3 : £ IAM Id PingFed entity Center 2R EH & A /& A3 1715 B 124

(Flik ) i E SR

FRFH
EFmea , BFEEUTAS :
- —RIEEIZITH PingFederate fR%5 88, WMRAEEIMAE PingFederate IR5538 , & A EAM Ping

Identity PISAFRERSE 521X R AR ST R A RIK P o %I AR 238 VF ATIE RN ER 40 T A R A 5K 324

« ZIEIEIEH PingFederate RS588 LB PingFederate IAM Identity Center SE 88 S EIA, BXM
AREZEHHNE ZE R |, 5314 Ping ldentity M4 £/ IAM Identity Center Connector,

« X#F IAM Identity Center WK ( 2% ) « BXEZEER , 13 /E A IAM Identity Center,

+ M PingFederate 34 Zl IAM Identity Center B9 SAML iE3%, Bx M B iEENIEA , FSH
PingFederate 3(#4, R EFTR , #HEHMEERZMEH IAM Identity Center Connector £ PingFederate
REE Y 5EEF SSO” , MAMImM - TE"M“S A" THIEIh8EFE PingFederate A IAM Identity 22 B 3
B SAML TTEEE F D

FMINEREM

AR 2% F PingFederate WEEXEEI , 1WA IAM Identity Center SEETRE R /5
o
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« MR M PingFederate FELEMNHTEZ#FANWAFBIBRENEMYE (HIMEFESTHE ) , UWFSM IAM
Identity Center VMR - A #IBRiIZE %, X2 PingFederate’s B EFXIMHPH — N EHR
Hlo MEAFHNEMERNTRN (FZE ) E , NiZEXFRE L E IAM Identity Center,

£® 1 : 7€ |AM Identity Center /58 A&
KEE—Sh | BER IAM Identity Center 24| A B A BEZTE.
£ 1AM Identity Center R/ A BZITAE

1. SERERFME , $TFF |IAM Identity Center #2515,

2. EEMNSMERTERRE,

3. BEREWEL , REBIMERFEE , AGEREMA. X2 B IAM Identity Center H/iE A B
HME , HERLEN SCIM KiFH K MFESEER.

4. HEAUEEHTMEXNFES  EFRATRIANEME. BEE P PEEMEN , BFEEHWXL
K&,

a. SCIMigs
b. ihESHE
5. EEXM,

MELRETE |IAM Identity Center B HI & FIRE THE , BLAEH PingFederate BEEZHI A TREIR
£S5, UTHEFERTIXLESE,

2 : 1 PingFederate HELETE

£ PingFederate BB 12 H| & P EA LTI E A IAM Identity Center F1 1AM Identity Center E #8582
BHER, ISR RIRED L% IAM Identity Center Connector ¥4, MRIEE RMITIIRE | HSHE
FREFH , RETALETEREE SCIM &,

/A Important

MR IER PingFederate BRS5 8 2 Al I AR ET XS H ik SCIM BEE# TELE , LA REF E 8 i
BEXHIEEAME,. BXEZEER , H5H Ping X1, B2 , B0 pingfederate-
<version>/pingfederate/bin/run.properties X4 H# pf.provisioner.mode ®EEH N
OFF ( BIAE ) BIAKME , AEFHBIRFEE (WRHEERET ). flin , mMREHTEE
PingFederate I A] FMEE , & LA%EE A STANDALONE,
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E £ PingFederate FE BT E

1. &3%Z% PingFederate B2 H A

2. MWIEMBEENARRF , AFHETE SP EE,

3. KEEZECIZENATE IAM Identity Center JER SAML &N AR , AL TEEEN.
4

M ETRERHHLH B ShirB P FERRE, SNZEIENZHTH SAML B EHIEEFE T3
8% SSO., MRRE , BYMETRIXES RS BEYREL,

5. EHHILTIESIEME , E£#F IAM Identity Center Cloud Connector fER KR | R HRE.
IR IAM Identity Center Cloud Connector R & R AIED , RS E Z% IAM Identity Center
Connector B E #1831 PingFederate k5585

6. EEREELT—F , EFFRHUETMERE , ReRhthEMERE,

7. ELE—X8E9H , #5847 IAM Identity Center ) SCIM LK ixH S E, HFiZEXHILEE
PingFederate & & F# SCIM URL FEH ., #RMIBR URL KENEIPERML, o, £2H
WEEF , BEH T IAM Identity Center F A E THEE. FZERME PingFederate ##1 & H
WiFESEFED, EHERT.

8. THIMERE (EEHE) NHL , 2HAE,
9. WALFMEBIEMNSTESZM ( Hlan AWSIAMIdentityCentexchannel ) , RFRET—%,

10. FERRE L , EBRERAFIERET IAM Identity Center BSEZIBIEERE , RERTET—F. HBIE
7, ARG T —F,

(® Note

MR AREEHRIERR , WA EEE, BXWMEE PingFederate Hi%#F M fi & 2
FEXRERNER , HZH Ping 7= @3,

M. HRRENEL , BANRRNWFIEEYER , AEEET %,

12. ERVEREL , AEEEHNBERFENIRE , RARREEFT %, Hlm , mREH Active
Directory 468 LDAP B % :

a. WA AD MEYEZ DN ( #i0 DC=myforest,DC=mydomain,DC=com ) .

b. EAF>4ADNH , EE—NEIELEREZ IAM Identity Center WFFERAF A, MEFR
FHEXHENENE | BE AD RFEIBZ4A | REZIRE , AEH AR DN,

c. HEERBERTH (BREER)UREM[AEN LDAP HiEFMAF,

d HFH>HEDNH , EE—NE , HPIELREBREE IAM Identity Center IFTE4H, EIFZ
BRT , XUESEBERFESS FIEEN DN HE. BEEEMAREERMNFIERMGE.,
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13. EEMMARNEL  BRAZUTHMS , REEET—F .

a. userName FEX A7 BR &Y B4& 0 BB F o4 (user@domain.com) WE M., BESMERAF
BAF &% Ping WELH, ZESEKSSHRIEHAIERE SAML nameld FBHF |, HH
F & IAM Identity Center FEIFA . 620 , ZfEMA Active Directory B , B LUERIEE
UserPrincipalName #ERFF &,

b. HLL * NERWFRLIMRE N EN AP RREIEZHNE M,
14, ERENRERE L , FHERSRENED , AEERFEERMAFHES.
15. BIAE LWAAEEESER , REETHZK.
16. EEEHENE L , #H&F.

17. LB, EFBT . BRIAES , BRI LLEE Provisioner.log X4 |, ZXH BRI T
PingFederate AR5 85 £V pingfederate-<version>/pingfederate/log B .

18. ERIFAFMAREBCEKIIE L E IAM Identity Center , IR El IAM Identity Center 2% & ik
EHRAF. k8 PingFederate WREIZAFAEREAFPRE L, BEAUELANTEHEERLSHWA,

( 7Ti% ) % 3 : £ IAM Id PingFed entity Center AR IRIEZR T B F 7 B 4 A 1T 15 (R 42
i

MR ZIEFEBEFTE 1AM Identity Center F{EANEMEREEX Amazon ZIRIVIER , BBAX R
PingFederate W AT &2, #&1E PingFederate FE X HEMFE SAML i S F1%2i% E IAM Identity

Center, RfE , &£ IAM Identity Center R OIE — MRS , URIEE MM PingFederate &% & 1+
REBIFRE,

EIRt R cn , B4MERBA HRZFEENE het. AXRURENEAEE  FSH BAARE
3 R HIE o

E 7 PingFederate FELERAFEM , AT 1AM Identity Center Ky 8] 2 %l

1. &% PingFederate BB #2# A,

MIEMEERENARRF , AL ESP EE,

KEE 2 HIRIEZNATE IAM Identity Center 25, SAML NN ARRF , A2 HEEEN.
MITETEBHHILRE S MR P IEFRE S8 SSO, AR HEE N K88 SSO.

EREN NS SSOM L |, RS 0RE AL HRENS 0.

EREHSLERL  EEEMEER.

EEMERNHEHNEKERTS T , BERMITUTSRAMFEYE

N o g &~ 0N

PingFederate 56



Amazon IAM Identity Center ArfEm

a. TEXAES , WA https://aws.amazon.com/SAML/Attributes/
AccessControl:AttributeName , f¥ AttributeName & 7 &7 IAM Identity
Center PEIZEMEMHE B M. B , https://aws.amazon.com/SAML/Attributes/
AccessControl:Department,

b. NFEMBHLR , & urn:oasis:names:tc:SAML:2.0:attrname-format:uri.
c. EEBARM, RE®REBET—%
8. HEEMRIDFRMEREL , EERERESHNNBEFEENEE I,

9. EEMEREETREL , EEEMERE https://aws.amazon.com/SAML/Attributes/
AccessControl:Department iR ( BiiEfEM ) ME (HEFEREM) .

(® Note

MREBEHABEBER , WEEVH#HTERE. BXUMIE PingFederate FIEZE AL
BIERRNER |, 5SS Ping 7= mX &,

[

10. EEEET—F , ERRABENRERNE , ARRERT

( Alik ) fRiE T R 2R HIE

BALLUEERE A 1AM Identity Center FREY 175 (B2 518 1% ThEENR{Z1%E Name BHEIRE RN https://
aws .amazon.com/SAML/Attributes/AccessControl:{TagKey} By Attribute Jt3&, Lkt
RATENEMERN SAML IEFN2ENRERE, BX2ERSINESER , H5H IAM AFE
BI7E Amazon STS FHEIE S FERZ,

ENBEMHENSERELER | FASBERZEMN AttributeValue TE, I , EARRZRE
SfCostCenter = blue , HEFEAUTE M.,

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFERMSNENY , FHAENMIEETE MR Attribute T,
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PingOne

IAM Identity Center X4 Ping Identity Y ( LA T &I #“Ping” ) PingOne = mi A FE R B3hiARE

( @25 ) & IAM Identity Center, WtTIEEAEE S HEERS (SCIM) v2.0 thil. ZEAILAER IAM
Identity Center SCIM & 3% =15 B S 1E PingOne B E LbiE#E, BE SCIM REH , BFE
PingOne A &2 A~ B E] IAM Identity Center PR ar & B MRS, X253 1AM Identity Center
F PingOne Z [E1HY T HAJE M T EL o

AIERETEHE 2020 F 10 BAH PingOne, MIRANLS R AIBEEFITR, HBR Ping , 7#AE <
NEAMRAE PingOne Fii& IAM Identity Center WE Z{E 8, AiEEEEE—LHXEN SAML & E
B ERRIER A,

DTRSBRESISETHOMAFER SCIM AP M PingOne B FE 2| IAM Identity Center,

® Note

HEIT1EE SCIM 25l , BINBUEBAER EAEIMEN IS, REREERT &
SN EAMEEED,

£

- RFH

- BNEESIM

- S 1: 1£ IAM Identity Center /3 AFE

« ]2 : 1£ PingOne Bl EF B
( 7Ji%k ) £=2% : #£ PingOne IAM Identity Center H it & F3 F° & 3 1T 5 (A 32 4
(Al ) /RS HE R SR

TEIRFZAF
EFBZE , CRBEUTAS

 PingOne TR & RIHXA , EAREFHRIENTERE, BXWNAREEFEEA , 525 Ping
Identity P,

« X # IAM Identity Center B9k ( %% ) . BXREZEL |, S HE A |AM Identity Center,
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« PingOne IAM Identity Center R T2 & 2R MEIEH PingOne B[/, BRI MM ARSFE X+
FREX PingOne IAM Identity Center PingOne NAREF. BXx—MEE , i5ZH Ping Identity M5 £
WRAERFBFPAIMNARERF.

M PingOne 3£#IZ] IAM Identity Center B SAML i&E$#, #F PingOne IAM Identity Center B T2
WINERE PingOne B[/ G , BX4IERA ©XREEMNEH PingOne 3EfIZI IAM Identity Center
H SAML E$#E., EAMRNTE NS A" THIEIEETE PingOne F 1AM Identity Center Z [B]1 33k
SAML t#iE. Bx il E L iEREN IR | iS5 PingOne X#4,

A EEEWM
T RXTF PingOne WEEXEEW , BT EMEH IAM Identity Center SRHETREH A o

- H 2020 F 10 A#2 , PingOne A% #F@F SCIM fiB4H ., BXX Ping 3RHX SCIM 4 X3 PingOne #Y
BHER.
. Ti ngOne BRPFHEZEARER , AP THEM PingOne B{TE B, MREEEAIL LT
, IEMIBRHEX SCIM IFEE T , M/=FE IAM Identity Center A BEafE,

« WIEM PingOne HFELEH B FM P HIERAFHEM , WA 2M IAM Identity Center H B9 #H 57 3
FPriBRiZE 4. X2 PingOne's EZFREFZIHPHN—NEHRF, MRENEMYE , EXFRTE

IAM Identity Center,
« LLFRXTF PingOne # SAML Bt EMNEE X EEW :

* 1AM Identity Center XX #F emailaddress ¥ NameId &R, XEWREFEZFEN PingOne
FEY SAML_SUBJECT BR5Hi%#E —NE PingOne H Y B i — 3!5 ® B %R B F iR
UPN ( %30 , user@domain.com ) (WA FE M. BFoR4 ( THE ) A T#HAEPingOne AEE
HM R BB W S E,

 PingOne &8 FER it B E + FRMA S AJEETEE F 1AM Identity Center , F I # 40

'SAML_215"' = 'Invalid input' Z2EWHEIR. EFRLEBE , B PingOne 1 E R
5 HRH SAML_SUBJECT MRETERSHETN, REEFTHXERNELRIZE SP: KA ID #
IR IE N urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.

£ 1 : 7£ |IAM Ildentity Center /5 T E

KEE—5 | B4 IAM Identity Center 24| A5 ABEFHME.

£ 1AM Identity Center R /Z A EZITAE

1. SERERFMT , $7TFF IAM Identity Center 251 &
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2. EEMSMERPERFRE.

3. HREWEL , RIBAFIMERFSIE , RBEREM. XL IAM Identity Center F/E A B
HME , HERSER SCIM KiiT K MiFRSEER.

4. EAUBFTMEXFEF , EFUTRANEME. HEE P PEEMEN , £FEREXL
K&

a. SCIM i s
b. HRTHE
5. &EBXH,.

MEZEETE |IAM Identity Center 2 HEFRE TTIE , BEZEAFEA PingOne IAM Identity Center 51
BEFEERERES. ATIEHERTXLEDSER,

FIR2 : £ PingOne FELETE

# PingOne IAM Identity Center RIFiFZF R EA L TEEXRE A IAM Identity Center ITIE ., LI E
RIREE ™ PingOne IAM Identity Center B AR F AR NE| PingOne BI|1/7, MRE R RMITICE
£, BS ZREH , ARTHIEEEREE SCIM fiE.

E7£ PingOne HEETE

1. $TFEIERN PingOne BB SAML B Z %M PingOne IAM Identity Center NIRRT ( MARF >
BHNARR ) . BSRLEREL

2. RHENHEHES. TAFMET  EETBEEUSHIEENAAPMERE,

3. EMBHAREL , ERHET—%,

4. EE—TREH , EBEHT IAM Identity Center H#Y SCIM KimT LB, FiZEHNEZ PingOne
IAM Identity Center NFAFEFH# SCIM URL FEH, #RMIBR URL KEMNESPERML, Lo,
E2RINERES |, BEH T IAM Identity Center RV B B HEE, FZERMWZE PingOne IAM
Identity Center R FAfE & # ACCESS_TOKEN FEH,

5. XF REMOVE_ACTION , &ZECZAHCHER (EXEZFMAER , FSHTHE LEMNIHAX
),

6. EEMMHTEL 6 REBATHAEHN F/FTEET AWES | &EA T SAML_SUBJECT
(NameId) %ﬁ%ﬂgﬁo %Eiﬁ?¥ﬁ*_{?§@?—*ﬁo

7. 1 PingOne M AREF BEMX - IAM Identity Center WA L , HITEAFMENBEENER (1
%), ReRERET—D,
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8. HHWFRMNENEL , EFIESECLESGHANAFE , UMEMERN L IZF IAM Identity Center,
ﬁj:%éﬁ‘_‘gi-lt_io

9. RHFMEER , REERETK , FHME.

10. ERIEAFREEKIELE IAM Identity Center , &R E IAM Identity Center 2% & HikE A
Fo kB PingOne WEIZAFNEREAFTTHEL, MEATUFXLERF 2HLS% |IAM Identity
Center NI K MM AREF

#idfE , PingOne A" Z#F&Eid SCIM MBARAR A B, BxFR Ping LIREEZE L,

( A[i% ) 5=% : 7£ PingOne IAM Identity Center &l & A F° )& M3 1715 18] 2 4l

MR EEIREE IAM Identity Center BB MESREIEX Amazon &R EE , BBLIX R PingOne 1]
AR, B PingOne FE X KB MF1E SAML B S 1% E] IAM Identity Center, A5 , BT 1AM
Identity Center I PRE | LURIEEM PingOne &2 B M & B 15 RR.

EI Rt dE e , B4MERBEA HREEZEGEEME het. ARURENEARES  FSH BAAGRE
5 R HIE o

E7% PingOne HFELERAFEM , AT 1AM Identity Center BYi5 [A]12

1. $TFEIERN PingOne BB SAML BFZ %M PingOne IAM Identity Center MR ( RARF >
BHRNAER) .

2. %ERE, ARERRET—F , BEHABMHBRFTE,

3. EEMMHER L, EBRAMFEM , ARRITUTERE, EATANERMNENEERITXLES
® , LMETE |IAM Identity Center A {F F LA 1T i A1 #2241,

a. TENAREFEM FERTHA https://aws.amazon.com/SAML/Attributes/
AccessControl:AttributeName, AttributeName E#: R &1E IAM Identity Center
FEIENE M B F, HI , https://aws.amazon.com/SAML/Attributes/
AccessControl:Email,

b. EHMNXKEMHIXAEFERS , M PingOne BRFEFERAFEM. fl, BFEf4 (T
) o

4. EET—HJLR, REEETKo
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( Alik ) fRiEr R R HIE

BRI LUK R E R 1AM Identity Center EY 177 8] 122 /8 1 ThEER/R1%E Name BHIRE N https://
aws.amazon.com/SAML/Attributes/AccessControl:{TagKey} By Attribute Jt¥&, kT
ZAFENEMHEN SAML ISP 2EREEZE, BRRERENESER , 55H IAM AR
BIfE Amazon STS HIf{£iE S EIRE,

ENBEMHERNLERSER | BEERERSEMN AttributeValue &, flin , E£BRZRE
JfCostCenter = blue , HEAUTE L.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFERMSNEY , BHAEMIZEE N EIRM Attribute T,
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IAM Identity Center REVE IESF Al

MRER IAM Identity Center WHTAF , IBIU TEERTEREFRERZES :

1.

MREFERAHZ IAM Identity Center B4 LASEA |, HFMREEAMZ IAM Identity Center B K
2f] , Amazon Web Services Ik~ EEREBKFHNEFE , RFSHE IAM Identity Center 2
=

. M IAM Identity Center #2H| &8 ERATEHEAF S HNEAS O EFK. BIABRT , IAM Identity

Center 2N ERE—ANARTEEASHRNENE F, MREFLEFEAEMS R , ATLUERE
RYES) B RN S HIREE,

N TALARE] , BEFEAL[TNIKS , AEMNEZPEREAPHAURERFHMNONR , FAS

2 EXT Amazon Web Services T P 8935 B R .

 EBEATAXNRAFRENNARFNTHRNR

a MRNARFEZRDERE—IMERNNARER , SUAMBECH SAML 2.0 NARRF , LREEF
HEK SAML 2.0 AR,
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o B hn 2K 7 SE I A9 B AR PR AR A B DN BN Z K 7 S5 , ERERIRZNARFRERIFEN L,

o TP SEfIARAR BB 1E BIZERY Amazon Web Services Ik FREERILE

« WRLERF 1AM Identity Center SEIEF BRI ANE X ( BUIAMBR T TEARS ) HELR | NECIE
A LA /5 Amazon Web Services X35 , K/ SEAIRY 2 FHM A 1L, B KBPFAEZET,

XM Amazon FEEN AR

LT B — XK KB Amazon NARERF. EREH Amazon F£E N RAREFRIE 12K K5I8
A

* Amazon Athena
* Amazon CodeCatalyst
« Amazon EMR

» Amazon Lake Formation

* Amazon Redshift

£ 7 /3 ATk PP 35451 Amazon Web Services Management Console

WMERIETE 2023 F£ 11 A 15 B2 BB A T 1AM Ildentity Center , IBFEL B T IAM Identity Center
HASEH , ETKF I K SKBIRZhRERRIAK A . &R LUEE £ Amazon Web Services
Management Console/g FIlK FSEBITHRE , &R A MK 24 AT SARI 2K - 3241,

® Note

TieERE HH I |, REEME KIS IAM Identity Center SEHIEF B2 ik XiF ( BIABR TLTF
BERRE ) WHLAmazon Web Services X35 , B 5 AT SABIERIK = 32461, B EEF N
AL X EER IAM Identity Center FERIZALRSKBIE Amazon Web Services Xi3 fFH 1F 612
KFEpl,. BXxXEBHNESZEEL , 52 Amazon IAM Identity Center th X 7] F 1,

EAVFAL A G 620K SL 5

1. F#TFF IAM Identity Center &I Ao
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2. ERRE , AREREEEDT,
3. 7 IAM Identity Center Ik SEHIER 7 |, &S A IAM Identity Center i 3245l

4. FEEA IAM Identity Center WIK 7 SRBIX FES , EEER , LBIAEHFEATARTHIR A K
PR K 7 3k,

/A Important
N R G /S A 1AM Identity Center BTk P S5 2 — XM IRE, XEWRBE IRETER
H, BRAE , BB IR RS EHIRE (SCP) RIRHIK/SERAIMNGIE, BXUA | &
SR ER RS E BRI HIK S KA 61

IS Bl 55 42 I SR B 122 4RI K SR 4B Y B 22

AP eI 24 E R IAM Identity Center BJ 24 Amazon Web Services MK /= ik 77 S2 189 IAM Identity
Center £, 7] SUBIE BR S5 12 FI SR B (SCP) 12 HINK = SEHIH B

1. $TF 1AM Identity Center &l &

2. HEERFIERNPREEIS , EFMELEKF AR,

3. 7EBfthn SCP LARH L GIZZ K PSR BIXTEEH , @RERME—4 SCP, E#liZ SCP , Hi&Fwl#E
SCP # 4|k, &4 2] Amazon Organizations %A , LAGIE SCP |, S H 4R =Rk
InEIMER SCP,

PR 12 4 SR B = B9 — I Zh A€ Amazon Organizations, B<HiiN SCP HiiEA , 5 Amazon
Organizations Fi /= 3558 7 #Y M h0 A0 0 B8 AR 55 12 1 SR o

SR AT UMK PSS B4 B 22 BR &1 9 4B 42 Amazon Web Services I WEVASEMK S |, T =2 F8 Lk K 2 S2 451
Bz -

Example : #2#I£5I16|2H SCP

{
"Version": "2012-10-17",
"Statement" : [

{
"Sid": "DenyMemberAccountInstances",
"Effect": "Deny",
"Action": "sso:CreateInstance",
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"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalAccount": ["<ALLOWED-ACCOUNT-ID>"]
}

£/ 1AM Identity Center & F 35451

ALAHIRE A IAM Identity Center WEBEFEMBEFES . BFERRENAGIIFQIEIKS M, H#
BETHEIEEW,

B ALK G K E38 3 Amazon Web Services Tk P 6122 Ik 7= 32451
1. BERITLULTE—E%E , & Amazon Web Services Management Console,
« Amazon (root AP ) #1F — UIKFAFIEEN B BB R , HER%ERE Root A Hi ALK
Amazon Web Services Ik~ BFif#Hibit, £FF— L , WABHNESE,
- BEMEA Amazon (IAMIE$ ) — FRAEEEENREN IAM ZiEE %,
2. $TF IAM Identity Center 2% A,

3. £ /EH |AM Identity Center T , &2 F .
4. ERRECIEKFNM , REERBRE,

(@ Note

IR ZTE IAM Identity Center A4ASRHl , FRFREBHAHIFEZEH IAM Identity Center
MFEfl, MRAFE , BEFEUEHERAELEH,

5. Wk, ANIMEE LK KHIRERIIRE,

BEHAEF2EREBH , RPKFXFIEQIERY , HEEXH ID, BALEREHEF S I,
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@® Note
WKPRBIERIAE AZESHRIE (MFA), HAFHIRE. NEFIUERETE , RE2R
TEEA MFA 2%, EARESENRESE , RITEZIBZNEFEA MFARIEATISH, T
fi# #£ IAM Identity Center F &I MFA &%,

BWIABHFER, ARZEEGHRILRENFIN Amazon TENARFEEEINEESME IAM Identity
Center #ZH| & T Ko

BIERIK P 345 82



Amazon IAM Identity Center ArfEm

gL oAl

AP ERER P& %35 Amazon Web Services 1517, AFPMITLIERMER |, IAM Identity Center &
BIE S F B FEp it ik X BRE B B REE@E IAM Identity Center 3 RIEES . 23 540K

iEfE , AP AL QBRI E TP ERPEM Amazon Ik F2E =75 software-as-a-service (SaaS)
MAREF , MAFHMERRT,. XERKEAFTBERERRMEMNSRXEANZHMESE Amazon K

ARFNZNKFEIL,

S HRIF21E

IAM SRR OEFNSRRIERXEERHRE . —HRKRAFERK IAM FHFL , B—RKLKRALK
Amazon B NAREF ( %0 Amazon SageMaker Studio 3% Amazon Managed Grafana ) B[R4
BR. AP &IX%&F IAM Identity Center B , #X BB —NEFZ L , FLATEHN IAM Identity Center
PEENRFERE , &KAE 90 X, BXEZEER , BHZREE Amazon Web Services (A~
H IAM Identity Center £ N ARRFHEN K. AFESRGRINAREN , #LA IAM Identity
Center R ERIREVZNAREFH IAM Identity Center B2 F21&. IAM Identity Center K1 F
BFFENEGEABRRN 1/, tH2R , AEREBXLLIFEN IAM Identity Center BFRLXENRA
A , IAM Identity Center R AR FL2ERSE/ N EFRF—R. BAFPER IAM B4 5005
Amazon Web Services Management Console 5 CLI & , fF#E /A IAM &3 /0B F 4 1ERIRE IAM
£3F , MMM IAM B 5P ORREFNR ( EEMABE | IAM B4 507 BARKS F18E IAM A& |
B IAM SHH0ER ),

L IR1E IAM Identity Center R SR ER A 7 A |, S BNPE L Z A P B FEABIEFHH IAM Identity
Center &xX 2%, IAM Identity Center BRRXERWERF — /MY , XEKRE , HEBEAFH 1AM
Identity Center B FR21EL T /AN RSN ZERA MR IZAF BT, t41IEH IAM Identity Center E3f
LEFEHERE NI, EABRT LARFHERATENRE, EEE , AR TSN 1AM
Identity Center AR IAM A &1F,

IAM Identity Center 2 FZFEEIHE , AR LEZBEHFH IAM Identity Center NARREF IAM A

BaiE. B2 , |IAM Identity Center NARFRE R AT EFKE—NNET , iX# | £ IAM Identity
Center 2R 2EFME , AR ALLRNARFRHRNBREAREBKE NI, EAHEH IAM A6
2EEFFARIEE 1AM Identity Center RIREH B E M IFER B HALH T (EEATRE , &K 12 /D
B ) o
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RAriEmE

AP FR/RETH

AP EB%E % IAM Identity Center ; AR T5%
IR HY 1AM Identity Center B2 F&1E

AP ZEBES IAM Identity Center /B 3h #THI R
AREFDH IAM B&4FE

APTEEREANARE (FENARES
FHELL )

FA P 7ci& B Amazon Web Services ik @i
IAM 5 13 05 FHER AR

BXCENESER , FERARELERFENE,

F P #2271 BR 5 B RF ]

7o ( MBEIAER )

&K 1 /et

& 2 /PEt (1AM Identity Center B FZ & 1EEIH
BfE &+ 1 /De , p0_E 1AM Identity Center &2
AREFSEZIHNERE 1 /M)

B 13 /08t ( RIFRREM IAM Identity
Center 21EFLERTHZE , IAM Identity Center
BRAFINHNEREK 10t EEAREN
IAM A2 FEFHRE&RE 12 6T )
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BEEATEND

Amazon Identity and Access Management(IAM) A] # B 8 2 £ it B & 4 LA KX Amazon IR FE IR
W5, YER —I IAM BR%S , 7 Amazon IAM Identity Center & |, #E B LAEFH Amazon — X 4Bl
EELNRTIEH , HEFEENZ/ Amazon Web Services I FN AREFHIHE,

X1 F IAM Identity Center & , EHREEX 24 Amazon Web Services i SN ARBFHIFRIE A
L& BEZ. T IAM Identity Center FIFTEF , BELARJE#HF IAM Identity Center BLE N 5 1AM
—EZ{THEL E — Amazon Web Services K F R EE,

FH

- NAYE

- AP, AR

- EBENSHIR

- f5F Amazon Web Services 1 8[7]F
- ldentity Center AF N ZEFHRIE

NRAGE

LLTRBIRRT WA 1AM Identity Center KHEZ REM I ER,
FB

o BRAXEN Amazon BNABRFHNESERHR (MARFEERAE® )
o BRAXER Amazon EC2 Windows SE{5#Y 2 3 B i/ (7]

B R EH Amazon NARFNERERFR ((NARFEERAAR® )

MREREE Amazon £ENAEF ( 41 Amazon SageMaker = Amazon loT SiteWise ) IS AR F
EER , HEMTNAFRHEQIEBZHENR , NLAGRETES.

HEFFtRZm , FERATREE

- &3 7E Amazon Organizations #9253t 4H 43 Fp I @M R AEF=IREG ?

- BHHELATRREEZA IAM Identity Center ? B2 EHIXFE Amazon Organizations I EEK - /5
A IAM Identity Center ?
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BEEUTES  RELSERBERLIRK,

£33 Amazon Web Services Ik R ELE KK Amazon N ARERF

MR EATIRMHIT Amazon NARFHEQLUBFZIFRINE , BHEZRR IT I RERA IAM Identity
Center , M AT 8EE E A2 Jh 7 Y Amazon Web Services Ik FeEFBER. RIAMBERT , HECER
o # Amazon Web Services Ik Bt , ZFHAECIENEE B S Amazon ALAFFENNR. ESHA
IAM Identity Center , &% Amazon Web Services Ik PR P HR.

IAM Identity Center 1 Amazon Organizations ] SAfE £ £& Amazon R AFEF ( 5170 Amazon
Managed Grafana ) WiRESEFEHIEHA. MREHN Amazon MARFARME AIXLRSFHIE
M , M4 5’ E Amazon Organizations Al IAM Identity Center , R FREN N AR FIREE 2B FK
A AXBR

FEAVE LA KREE IAM Identity Center

ERNRAEFREERR , BT EB A IAM Identity Center , E4EURF RN PR, IAM Identity
Center % E Amazon Organizations EEKF FHHFENR, EXTERT , BRAENNEER , N
AL ERIK S S A IAM Identity Center,

WMREEEBHNEREA IAM Identity Center , EARITUERE , AERZRENARF. BXESE
B , #3 |IAM Identity Center FHIE MAES Al

EHVALF B eI 2B E IAM Identity Center

EXMIERT , B ABKELRRE Amazon NARERF , MARREUEMEH — T RIRE,

(® Note

MREHALT 2019 F 11 A 25 BZeiEEEKFHR/EA T IAM Identity Center , & 470
EEBKFAHPLUR (A% ) KRR HPEA Amazon HENNARF, NMREIESEK,
FEATN, WEETUERAKSREATl]. EEAXENARRF , §811E IAM Identity
Center ZH|AHIZEERNE , £ Amazon RENNARF 2 EREAGRINER. BXEZE
B, #31 B & IAM Identity Center ARZEMEE

BAX K Amazon EC2 Windows SE5llHY 8 3 B i8]

MEBEZREE |dentity Center B F ( 1AM Identity Center FIERIA B KR ) I FWALL S HIREE
(1dP ) AAFHNARFEER , NATLUZ AX Amazon EC2 Windows SEHIfY 8 S & FihE |, #H
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A Amazon Fleet Manager #2 &1 & [ IAM Identity Center 122X Amazon EC2 Windows S E Y
T A AX R

FALEE , @UUAERAREN LN RZEIEL LG RZH Amazon EC2 Windows £6l, BEFHE
EEARKIU., ZRAAEIESEEZRHREFRRE. SRLE SN Amazon Web Services 1K/
SRR FHEEX Amazon EC2 Windows SEFIH AR A FRR. Fla0 , tnREMNER IAM Identity
Center ER S M RRFHERE T , A1 B3I K EXNFTE Amazon &R ( ‘@3F Amazon EC2 Windows
25 ) B9 B AXBR

BXEZER , BHSRENMAMER IAM Identity Center /8 X Amazon EC2 Windows Sy &£ Fbs %

REF,

BXRWMEE IAM Identity Center SUE AL ThEERER , S F A 1AM Identity Center J5 AT
Amazon EC2 Windows Y # o & &,

P, AMfEE

L3 |1AM Identity Center R AP FAR |, HIEEUATEEREI,

FH = 2 1 8 HB 4 3 1k B9 ME — 1%

IAM Identity Center B9 PP % E B — AR EIH, IAM Identity Center RFAMAFBRENAFNE
BRI, REASBAGTRAFBRENAFWE THi 41t , {8 IAM Identity Center 1 SAML 2.0
FREATERXHEM, B2 , WZET SAML 2.0 KI5 AR F N B FoB 4kt uk 45 A P #9 M —FRi8 5,
XLERAREFM SAML 2.0 B IRHEESHRITHELAENHEPREBILER, RNABFKEE
MR B FER bR —#, Eitk | IAM Identity Center 2R F P2 B 535 TE BR BB F BB 44 3t 11k LA S
WEMRE. IAM Identity Center EREWAFHNAME A, B M B FHR4FibutianIEzZ B2l —1,

H

HRBAEENHMAFRNEZEAS., BUUCBRAH AP RMEZAD, IAM Identity Center R X354
EARIBIE (HREH ) . 2 EX Amazon Web Services Ik~ MM ARRFHF RIS , AFEEER.
SEHRSMNAFPERIBEHENER , FTORERTFNR. B , SBEADRINIBRAFN , ZAF
2 BHRBAREF B ELAZAR K R AR RR,

FA P FI4H T B

FRiAE 26/ AEE 2 T4 IAM Identity Center 2A% Amazon EEN N ARFREFEENNARE
FERANERE, B E#EE IAM Identity Center RAIEZAFFA , b A BAEA BT Active Directory
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ARG RRUEEFHEENAFP A, EEER IAM Identity Center J3 A F #14H % Bt Amazon Web
Services IKF° R E R Z 8T , IAM Identity Center &% 7 X LA MA, B , Amazon 3£
ENNARFNEFIEENNARF LS IAM Identity Center T AR A —EFEH,

IAM Identity Center PV TIABR RS FERN S HRMT. BXEZER , HSR EEEZN S R,

BEEN S IR

&1 IAM Identity Center PV EMRENL THAFNEANEENE, TREMREEBRE , BUUERA
FPRA , RAEEEEFE S5 FIH A Amazon Web Services Tk F/3% 5 A2 F B R

#£ Amazon Organizations , ML REE —NFBIR. BALLUERNUT —MNETER FHIR

- BRHOE R - HEEXRB A IAM Identity Center B , & B34 Identity Center B XEE R EHER
AGMR. EVER , BAZAFMNE , HoHE D BEXEH Amazon Web Services K~ i F F Az
RARFHIERIRR.

« SETHE F - MBEBHKEEF A Amazon Directory Service B Active Directory (AD) RV E EE R &
EIRIEH Amazon Managed Microsoft AD B A AP |, kR IiET,

- ARERIRME - WREBEEFENLGHRMEE (I1dP ) ( H10 Okta = Microsoft Entra ID ) YA
P, EE R,

(® Note
IAM Identity Center T #FE T SAMBA4 #9 Simple AD E/ & 1R

£

- ERSHORFEESM

- BEREHNEHIR

- EEMESOREENBFNELENER
« 7£ IAM Identity Center B & 17

- HE#£ZF| Microsoft AD H %

- EEINTSHRED
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B EMKIENEESIM
REBULERNERSMGRER , ERINBINEEE I E RS I &8 2 g f 28

MREBEEE—NEMHRERPEERAFNA , NESCHYEM S HRTESBERETE IAM Identity Center
FERENMEAFNASE, MRAXEXMER , FIERF (21 IAM Identity Center P EEA
F ) #¥9 K £ E Amazon Web Services Ik FIR FAREFR 2 2 & FiHRINR,

EE X IAM Identity Center W B DR 8l , BAERFBUTEIEEM , ARBHE, NREESKEEFNR
MR, BSR EAEN SRR THRESER.

£ IAM Identity Center # Active Directory 2 [A1# 1T E X

MR B AT Active Directory FEEAFMA , HATEIETEE A IAM Identity Center FHi%EF H 173R
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F{ERE IAM Identity Center R, , BEXE A ST RFHEEZ,
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@® Note
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o g~ W DN

a. WACEELZEQHERTFEENRNAS,

b. EHZAFEELHNEIRIE,

c. BEERREXR.
7. EEERSAEF  BEENAFRERERSEEANAF RS,
8. HESMBERKRP , EREAF,

9. HEAFREL , SEENAFUREFE-—ENAFTSHAEFRF, RERIFEIRAERHA/S
&Ko

teat | BAFERGRERKS, SrUBE 02 EENREF AP D ESIZNRERRE N K
FHERBLRANR, BXEZER , BEHLUENES,
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L A3k B Active Directory B {TE

IAM Identity Center fEFREREET A, . B MK R BEE S M Active Directory FEVR B X[RE2P
B 1AM B A0 B 13124, Amazon Directory Service B {E BT 2R E| IAM Identity Center |
NAFBHRIEEEBEN Active Directory FER B R 1T, MABRFAFEAL S HRIEHENARER
ANER, BRXAMMESR SR | TES LDAP SE311%i% B Active Directory VIR B o

BRMEBENEZERE , B2H A AATIAR.

FH

« f% B FiE$#E Amazon Managed Microsoft AD E| IAM B 13 #/x

« f% Active Directory FH) BEE I B FIE#E IAM Identity Center
« Amazon Managed Microsoft AD B FHJE 45

« M Active Directory it & Fi F° #l4H

FF B Fi£3E Amazon Managed Microsoft AD F| IAM & 7 51 /0

FERUT S EEH Amazon Managed Microsoft AD FHEE#Y B FiE# Amazon Directory Service %
IAM Identity Center,

H#E$#2 Amazon Managed Microsoft AD E| IAM &3 H0

1. $TF 1AM Identity Center & &

® Note

EHITT—H 280, EHMR IAM Identity Center $2&| & [EE £ A EH Amazon Managed
Microsoft AD B FAEMNXiZZ—,

HERIRE,

FRENEL , ERSFHFRENF , AEFRE-ERIHR.

EEBRBHRT , i Active Directory , RFEBRT—%,

EEEEHERT , MHIEXRFH Amazon Managed Microsoft AD FIEE—1NB F , RAREET—

ZVo

6. EWIANEHRT , EERFER  HIRLAGRBAER A ABERERFOR.

o A 0N
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/A Important

EfF Active Directory FEI A FEE RN IAM Identity Center FHIERAF |, B4ME £ N
EQERFEENRAAF M Active Directory E2E| IAM Identity Center, H it |, iF&
RS EE A RS2 IAM Identity Center Ff AR EY SR 3ETIR 4,

FF Active Directory FHI B E X B FiE#Z IAM Identity Center

#&7£ Active Directory (AD) F B{TEEMN B RHPHAF~ LA LUBE £ L BFKIA[E Amazon Web
Services Ik ™R 171817 18] Amazon Web Services TP AN ARRF. EAXERAFEELE SRR
WA, B RITUA T E—84E -

« BIENES{EXFK-TE AD F Amazon Managed Microsoft AD 5 B &2 H X B SIBZXNEEERR
i, AD FEREEEZPNWAFATUAERELREREREM Amazon REFMULZRARRF. #£0
EETER T IAM Identity Center,

Amazon IAM Identity Center EENEEE , UMETERNEWHPEBRAFMBLHER , NTIES
AFMEHTHIE. |IAM Identity Center FE 2 ELXI RSN AR R G R PRAT AL THIE. N
RREFEERRAF A TEEHITIHE SN EsSEaAFPREXZNERMRE . Microsoft Active
Directory X{RIVIBRIEE RV IAM F 4R OEERAE#H 1T H MK IUE, Amazon Directory Service
HRFONEELRTFERASMNEFATHEN Amazon R,

AXRIZFENEEENIFMAEE , 2% Amazon Directory Service BRI R Sl B E{Ex
Fo

« /% AD Connector——AD Connector 2 —MNE FMx , LN EBE XREREEQEEZHERER
AD , MEEECHEFEMELR, BXiFHAEER , iS5 Amazon Directory Service BEIEIERF
REEET B %o

(® Note

MR IAM Identity Center 3% %] AD Connector B & , M{EMARRP A HBEEH X
MTE AD RERK. XEWKE AL ZEM Amazon Web Services 15817 EB B,
mREFEA AD Connector ¥ Active Directory 18 iR S5 E#Z] IAM Identity Center , Tl IAM
Identity Center {RE X% [E] AD Connector Mt EIMN ENBWAF L, MREFEXRHS
MM, EX Microsoft Active Directory £ Amazon Directory Service o
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® Note
IAM Identity Center F& A T&F SAMBA4 # Simple AD B 3%,

Amazon Managed Microsoft AD B &# /& M BT

J& MRS A TfF 1AM Identity Center R B XK E 5 Amazon Managed Microsoft AD B & H)
LB MR ITIHRE, IAM Identity Center MIEHY Microsoft AD B KR ZERF B MG EMRE 2 IAM
Identity Center AP B, XL IAM Identity Center F F° B MEBRETIE T I8 B AR F 4K SAML
2015, BNMNNARFHLWEN TRNEINE BT , HFFEMN SAML 2.0 BHESIR,

IAM Identity Center ER ARREFEERNH LHNEMRGIET T HETER —AE M. 1AM Identity
Center FAXEAFBMHREXLIZEINAREFN SAML IS (XN SAMLEM ) . RIEX , RE
MIEH Microsoft AD FZRXLEAFEY. BXEZER , BSMANNAREFTHEMERSE IAM
Identity Center J& .

IAM Identity Center R Z B REERNEHNBEEMRHA B THEEE-HEY. BXESERE , BZHAE
IAM 53 505 B & R 5 B Amazon Managed Microsoft AD B FZHHE %o

XENWEEEMEREM
T&RYIE TFAEXIFERN Amazon Managed Microsoft AD B RE M , X LB 4 T LS E IAM Identity
Center R B M.

Microsoft AD B X iFHE %

${dir:email}

${dir:displayname}

${dir:distinguishedName}

${dir:firstname}

${dir:quid}

${dir:initials}
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Microsoft AD B XX #FHE 1+
${dir:lastname}
${dir:proxyAddresses}
${dir:proxyAddresses:smtp}
${dir:proxyAddresses:SMTP}

${dir:windowsUpn}

B LA E 2 XK Microsoft AD B FE MM EZH S LRSI ZE] IAM Identity Center Y B /NTT3E
B, Hlan , A LUER IAM Identity Center IR AFBMTH subject B, ABEHHBRSE
${dir:displayname} = ${dir:lastname}${dir:firstname } EMENZIEHHNELERZ
ZEBEMENEEASE. BX IAM Identity Center AP BN BRINRFRIFIEK |, FSH FRIABS,

/A Warning

F L5 |AM Identity Center BT EEH , EREMNRFAZEN , A BERIARFEISEN
Microsoft AD B & .

flan , “AFRE" 2 IAM B HRONXERYE, RSN AFE BABEENZEN AD BRE
%, IAM Identity Center ¥ iZwindowsUpnfBE#l N ‘AP &” BWERIAE, MREEBM 2 BERES
FENAFE NEMMES  BEHTERZHEIAMKE T “A/&” 8 IAM Identity Center
NSRS ETHIET,

mREAE A ListUsersDX ListGroupsAPI = list-usersHl list-groups Amazon CLI &5 5
AP MEH D EH R Amazon Web Services i MG RN AREFNER , MATFHELE
EAttributeValue’ FQDN, ZEXTEAUTEI : user@example.com, £ T RHl
B, AttributeValue iZEHN janedoe@example.com,

aws identitystore list-users --identity-store-id d-12345a678b --filters
AttributePath=UserName, AttributeValue=janedoe@example.com
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F#H IAM Identity Center & 14

TRIIE TAAEXEN IAM Identity Center B , X LEE 14 AT AR F E 2K Amazon Managed
Microsoft AD BXHFHAFEM. RENARFEMMS G , B UFERAXLHERR IAM Identity
Center & 14 5RBR ST 2% B1 F 12 = 52 F 19 SE BRI 1

IAM Identity Center Z3FH &t
${user:AD_GUID}
${user:email}
${user:familyName}
${user:givenName}
${user:middleName}
${user:name}
${user:preferredUsername}

${user:subject}

XENNABE O RIBEEY
TRFIH T PE 2 255 B T RS BB 1E IAM Identity Center RELE 15 R I2 5B MR NEANEY
A MR (IdP) BE. A SAML iSet , BRI UER IdP XN EREM.

IdP R E

${path:userName}

${path:name.familyName}

${path:name.givenName}

${path:displayName}

${path:nickName}
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RAriEmE

IdP F X E M

${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:

${path:

emails[primary
addresses[type
addresses[type
addresses[type
addresses[type
addresses[type

addresses[type

€q

€q

eq

€q

€q

€q

€q

phoneNumbers[type

userType}
title}
locale}

timezone}

true].value}
"work"].streetAddress}
"work"].locality}
"work"].region}
"work"].postalCode}
"work"].country}
"work"].formatted}

eq "work"].value}

enterprise.employeeNumber}

enterprise.costCenter}

enterprise.organization}

enterprise.division}

enterprise.department}

enterprise.manager.value}
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AR A BR 5

T3&5IH T IAM Identity Center i P& 145 Amazon Managed Microsoft AD B F# F P E /9 ER 1A
BRET, IAM Identity Center {X X3 IAM Identity Center FIF AR BHEFHNEETIER,

® Note
MREEZATEE AD R 817 IAM Identity Center & B R EH AP MA# TEMDE ,
NFEATRPNIRKIARS, BXUAEEXERFNES , HSH BEATEFZHEMLER
5,

IAM Identity Center A B9 i /B 1% BR &1 E] Microsoft AD B FH X /NE
AD_GUID ${dir:quid}

email * ${dir:windowsUpn}

familyName ${dir:lastname}

givenName ${dir:firstname}

middleName ${dir:initials}

name ${dir:displayname}
preferredUsername ${dir:displayname}

subject ${dir:windowsUpn}

* 1AM Identity Center PV EB FERHBEMHEE RPAARK—W, BN , JT BZIBATELX LK.

B LBIEECHER , ERBIAME M SAML 2.0 i S AMEZE M. Fla , BiRENN AR
FFEETE User.Email SAML 2.0 B RMUAF B FiffFtbit, BE5 |, RIZE FER U647
Microsoft AD B FH windowsUpn BiEH . ESRINLLARE , BABIE IAM Identity Center 12| & Y
UTAMIBHITER :
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1. £ Directory (B ) TUHHR Attribute mappings (BHMRS) T2 TF , BEEFAFLEM email IR
58] ${dir:windowsUpn} B (1 F Maps to this attribute in your directory (BR5 2 B FH X
MNE ) 51)

2. ENFARFTEL  MNRPEBRNARRF. EREMHMEETF, RGN User.Email BB E
${user:email} B ( EMR5TE IAM Identity Center BRItk ZRFRESRBFBEMEF ) -

BEAEE , BT ${dirAttributeName} WEXREBNMNERKE M. HII0 , Microsoft AD B &
AR firstname BTN ${dir:firstname}. EEMWE , FNE ZBEHHELIKEB —/ /R
B, ${dir: cEREXENEENSHAF,EXBE,

1AM H 4 50 Y E MRS E Amazon Managed Microsoft AD B &H &%

WA AE AL T EEIEE 1AM Identity Center H Y A 7 & 14 B2 a0 aJ AR 54 2 Microsoft AD B XHXY M A
&t

£F 1AM Identity Center FHIE MM EI B FHWE %

1. $TF 1AM Identity Center #2& &

2. BEERRE,

3. ERENEL , ERFREFNEMEDF 6 AREREEEML,
4

EEEHREFHEMERE L |, £ IAM Identity Center PR EIZEME B , RAEEXTEPE
AE, flan , BE]EH L IAM Identity Center I B M email BRETE| Microsoft AD B FE
${dir:windowsUpn}.

5. & REENR

M Active Directory B¢ & A 7~ F4H

IAM Identity Center 324t L R fhM Active Directory Tl & F F FA K 75 5%
« |AM Identity Center A ELiERY Active Directory (AD) B ( ##EF ) —ERAKRLS HE , BRI HIT
AT 84 -

- Bt £ E X Microsoft Active Directory F Bz @25 E| IAM Identity Center 89 F = F14H k12 HI 238
BR, EWRILABER A A SMBRA S FA A ERRELSBE,

- REFAFMALBEX Amazon Web Services K PRI 8 51 B 515 (A1 A BR 5 X B2 72 = 19 175 131 X
R, XENARFAUE Amazon RENARFSEFEENNARER.

- BIRBEFELENNREFS REFEDS LR, XAUBBERETES RSN A
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« IAM Identity Center AD B ——B lkEH H % , BRI LAFEA IAM Identity Center ¥ Active
Directory F Y F14A 2 Bl 44 Amazon IKF MM ARF. FIE2EN S HHEL B3RS E IAM
Identity Center,

IAM Identity Center AJEL & AD [E%

IAM Identity Center AJELEHY Active Directory (AD) B2 £ 288 & N ELE Microsoft Active Directory
PR EH , XESH2BE3IRDSE IAM Identity Center HiE RS T,

UTEBRENEESECESEENEETEEN AD BF,
£

« RRFHNEEEM

- AIELE AD FIFZ R TIERE

- RENEELENRESEE

FRFZFGREEEM
EFEATEEN AD @S 28, EEEUATERZHNEEEM .
- ¥87E Active Directory FEREZWAFM4A

EEH IAM Identity Center AFTAF MBEA S B Amazon HENARFREFFXENARFNS
R BRZ 8 , BAIFE Active Directory FIEEERZHAF MEH , ASFERBLSE IAM Identity
Center ., Amazon Web Services M F°

- AD BF&F——Z& R 1AM Identity Center #H| & AKX 2B AP RERNFTAF MA BT 2B
Bt , IAM Identity Center REEEBEHFZHREREENAFNE , Tl7E , AREHEFZAF
F ST EIE 2 A E IAM Identity Centers

- AEER AD [@2——IAM Identity Center T2 BZEHEHSRPERAFRNA, Hk , B408
EEEERSHAFNANIIR, BAUBIUATHFRZ —HRELIIEK (LR ARLSEE ) , 4
BRTFENAFMAREERELE IAM Identity Center , REZEFAFANAREXRERATE BN
AD EZ#1TES,

- IAAFNA : MRENAFMEACELSE 1AM Identity Center , M ATELE AD RFZHRIE ST
EFMAERXERFNANSIR. EFEFTAFNE , B4R NFENRMEIRLSEE. &
*XESZEE , FEARASNMARNNEENRSTEE.

FEZ] Microsoft AD B % 117



Amazon IAM Identity Center ArfEm

- MTAFPNA : MREEERNFHAF A D EX Amazon Web Services Ik F AR FHI 5B
WR , BAMETEEN AD ASHEEERNZELSBENAFFMA , REFEEFER IAM
Identity Center #1778l BXEZER , BSHNALNERNMEEHNELSEBE,

2B 2 Active Directory FHIHREAR

BETHMBEARANBAMANRERE (RNFEHYE ), H&EME Active Directory P EEBREHENE
PAPBESH , PENNALSRBRTEFEANR SEASERAEEN AD @5,

- AD A% — X #&[a Active Directory P EREFANFA S EESH , AEZFANEZERAT
BETFEZMK . Bl , MREBFHRNESESAEELAA, MABREAAWKR , WREAAWERE
FR R B BATG RIZMK o B 4B IE R 5 # T & 4k 7 (R AR o

- AJEEMN AD B — FERATEREN AD RS FHES D ELE Active Directory P S BRERFHMNE
B, ATRES Y KBEMIGR Amazon Web Services i RiFRINARFNAFEE. EXMER
T, 2BEERTMEAR , SEHRELADPNAF,, fl0 , MREEA A 2EHENER , A B =2
HAMBR , NI4A B KRR th &R 5 RN R

- EFEBLITERE

MREH BT THERRE , HEM IAM Identity Center 513 174# API #24EF 1AM Identity Center %
B API BR1ER 2 BoHT A P FA XS K~ F N ARG R R S EE S E IAM Identity Center , #8424
TBESUATHFRNARXLETERRE : 2022F 4 A 158, UETIEITEHREN AD B ZTMHHE
7. JEEMN AD AL AERAFNESBENMERENIRFARRKITEAN AR,

- AD @F—B R REDEIRE, BN AFMEA S G E Amazon Web Services Ik~
MiGE N ARFNNR. AAFMESBEHRNRERE , EM1483EE ( @S 1AM Identity
Center ) . MREFEHILITIERE , XEWBE HEEH AP ARME Active Directory B |, IRV B
HE TERETLUER B 176 ListUser APl #R4E2Ef Active Directory FHIAF |, REEH

IAM Identity Center 2Bt i G RIMPR B APl ##1E, R TRAFPES R , A ZAFLB3EE
Z IAM Identity Center,

- AEREN AD BF—BaXRTME , HET2BHNIT. ik , BL4HE TED /A MAR

IELSEENRAEFATNATMNI S HFE. BXAFIHTRSEEUSIAIEE AD BFHNE
WHRNER , FSMH B PITEIEEUSSIARERN AD BF.

AIEE AD B TERE

IAM Identity Center fEFA A T RRERIF S B EHEPE T AD 0 5 HEIE,
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ek

$F Active Directory 19 & Amazon Managed Microsoft AD B &= HEE B FiE#E Amazon
Directory Service Z| IAM F 470G , EANEXEEERSE IAM H4 055 F#PH Active
Directory AP MEfAH ., BEFENFOREB=/NIRIELRZE IAM Identity Center H B 7FEF. BRIE
BERHOAD , ASERAIESEEKNE,

BETHMEBE (MNREHARTFHE ) MANBEABSBEAGHEM. &M@ Active Directory 1
DEREFANBHEIEESN , 2ENNALSNBRTEEANE SRSERIEEN AD @5,
BXREZER , 52 FMaking assignments to nested groups in Active Directory,

/R I
AN

BREN AP SARS E 1AM Identity Center H 475N H 2 BLiHRINR,
EX

B EHIM Active Directory FHYIR B FiEEUEIE |, IAM Identity Center B3 1Z4E T B A HIBERER
. BRIAEIRT , 1AM Identity Center 2B BB RS/ NN ED X BENES B XHNBIE. RIFEEN
Active Directory FI R/ , BIBTREEE 30 28 E| 2 /PRI EERIZE B IAM B3 H D

EZBEANAFPMANREER R BB IAM Identity Center I B EFH , LABSTE] Active
Directory JRE FHHMENN R, X FAFEM , X7 IAM Identity Center 2| & K917 8] 12 Hl /8 £ ZB
f 5l Y B 1% FE S 7E |IAM Identity Center FEHT, &£ Active Directory H AT Y E 10 /& 1% %7 7] 6
FE— N ELAHFERBRE IAM BB FOH,

BRI LAE#E L 2 IAM Identity Center A F#PHWAFLMEAFE, S SUEERFH AR AR
BlfbF&EF , IFEMER. SRMNEASFHBLET —RITKNESHREL, EMNFEFRBRNG S
4512 L7 1AM Identity Center 3 F & F E#. it 28 XKREZ WM A - E[FTE IAM Identity
Center S 7P HEEA. E TN RELSEAHRERE , MAKNAFXRFHE IAM Identity Center F 4317
PEHEA , RICINBETNETRALSBENS —MEN—EB2.

i B

M Active Directory FEVIR B F I BRME A A P RAX RET , AP FMEFM IAM Identity Center &
B EEFRIER, & , &ALERA IAM Identity Center #2414 M IAM Identity Center & 15 174 R BB
BIBRA X R, MREFEA IAM Identity Center #E#I1& |, BELTANELBEFRERAF |, AR
MNET—1MRAZAPANFT2EFHRE L E IAM Identity Center,

R TLARERTE F MR ER L, MRELEFRSHNEEY 28 X , WA AFEREER.
BENEEENELTHE
BABEEATE-FRAEERSEHE
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- IBEXRE  MEELREXNAFPFAM Active Directory R E] IAM Identity Center , EIRE 5|5

NiRE PSS REERSEE. TXEISNIRER , BAUENRBRAR, pNEMAEIRERFD

SEE

- MREEZLHB/ELE IAM Identity Center WAFMA , RELABERE|SNIRERITRE |, Hik

ﬁ

REERS., hIs|ISANREIE , BEFERRATIPNECIREENEERS BE.

=

- 5|1§$AIRE

- RAFMARNEENELEEH

« MEIZSEE H M BR A = A

- SENMRERS

- REATERDHE MRS

- BIITEISEREUXNATESH AD @5

51 §XRE

1.

3TFF IAM Identity Center 2 %14,

® Note

EHAT—H 280, EHMR IAM Identity Center 2% & # A # £ EH Amazon Managed
Microsoft AD B &FrERZEH A. Amazon Web Services X

EFRIEE,

ETHEHMSNEIERS , EFB5SFNRE,

ESBRA ik BEEEMMS R , EERIANNAFNAEHMRE, MRFFEEFN , FERT
—%, MRFEER , BHITER , RAREBRREFENR.

ELSR 22—k RERSBEF , EBEAFETF, AT, AAETMIRSCENAFRNE
TRAFA , RAEERERM, BTX , &F 4 EUF,. AAERNERPSCENHANBIALAERR,
RBIEEBERM. REEET—%., UREBBENAFLPNARNIELSEBE , BRHTEAESRHF
ﬁ?%jt_io

ESRI . EFEHRFEEDR , BNSER 1 BHRFFPHNEERFNURSR 2 . IS EEHPHNA
F#4A, % Save configuration, XFHEHAEERL NHE,
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AP MARNEENE L EE

gl

1. $TF 1AM Identity Center & &

2. EERE,

3. ERENEL , EFSHRETF , NFEFRRE , AREREERY,

4, HEEBESNEL , ZEEAFPEDF  REEEFNAFNA,

5. ERAFEIFHART , ABINARBHERRM,

6. EEFANNAFMAT , EFEFNNAF,

7. ERRXR.

8. TESMERP , EFEAF,

9. EAFNEL K ZEENAFITEREE—ENAFQHIAEIRT . EERFTEIRUERASS

&Ko

yIIEE]

1. $TF 1AM Identity Center & &

2. EERE,

3. BERENEL , EFSHRETF , NFEFRE , AREREERY,

4. EEBRSTEL , EFEET+ , REEFRMAF A,

5. BEBARETI+, BAT , WAKEBNARIIHEREFM,

6. EERMNAFRMAT , EFERMNA,

7. ERRXR.

8. ESMERTP , EF 4,

9. EHANEL , SFEENAEATEFSE-LENET2EREIERP, ERRFEFAEHMAI XK,

MEZ B B I BR A P A4
BRMELEEFRERA S MAN SR EFARANFAEE , BHSH AJEE AD BF 8 TEFRE,

i BR AR

1. 3TFF IAM Identity Center &l Ao
2. ®EFIRE,
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3. HARENHEL , EFSFMRETF , NPEFRRE  RABFEEREERS,

4. EBRAPEDFR,

5. ERASEBEAMART , &SP ERRNAFSZSINEEE, ENRFTERF , BiEPRAFPEZLN
SR,

6. EEFEBRR,

BERREH

1. 3TFF IAM Identity Center &l Ao

2. EERE,

3. ARENHEL , EFSFMERETF , NPEFEE , AREEREERS,

4, EBRABRIF,

5. ERASEBEAMNAT , EHPERBRNAFZLNEIRE. EMRMAEYL , BEPHERZLNEE
.

6. EIZFEBRR,

ZENRERD

LERLSGEMBERKRNELZ A , HBLEEX Active Directory ##Y A F= F14H AT Y 4E 471 5 S i BR
£ 1AM Identity Center 1, RERFE , BZ AR/ T RN ELS HREXLEE R,

TERS

1.

2
3.
4

$TFF IAM Identity Center 2 &1A o

ERIRE,

HFRENEL , EESFOFETNF , NhiEFRE K REEREEFED,
EEEBRST , EREEFRY,

RER L

1.

2
3.
4

3TFF IAM Identity Center 2 %14,

HRIRE,

HRENEL , ERSHRETF , N\FERRE  RAREREEESD,
EEEBRST , ERRERY,
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® Note

MREEINGEFERATMARIMERL , MFRAM Active Directory £l IAM Identity Center
WRLEMRE.

BiEA T RL R RS

BEXEHENEZER , B2 Amazon Managed Microsoft AD B FH & MRS,

£ IAM Identity Center FELE ZIEHY B ZHE MR ST

1. $TFF IAM Identity Center #2#|& .

2. EERE,

3. ERENHEL , EREFHFEDF , NPERRE , RAEEREERD,
4., EEBEST , EEEFEMEMS,
5

£ Active Directory AFEMT , Bl & IAM Identity Center & 13124 /& £ %1 Active Directory i F°
B, Fln , BT sEHE N IAM Identity Center H 0% E M email BRESZ Active Directory A
FEXEM ${objectguid},

(® Note
FABMT , TEEX IAM Identity Center & 1377 /& M F Active Directory A8 1.

6. GEE REFER. XFHEREEFDSTHE,

B NTRSEEBASSIAEER AD BE

NTHERENBICLTHEREES ATEEN AD AL BB THE , RNBWERITUATIRKREZLE
SEIE

EEHRTRSEEBASSIAEERN AD BE

1. £ Active Directory A , SIZ2— P REF AU TS EBER D F IAM Identity Center BYFTHE A -
H, Flan | B EATE N IAM IdentityCenterAllUsersAndGroups.

2. 1£ IAM Identity Center F , R EFZHFMB BN EER L FI RSP IAM Identity Center JF =5
RXERLSEFBENMERF. 4. FTHURFEEANK R
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3. M Microsoft 24ty Active Directory Fi F FIAEE API BREE R EH A 7 =il Br A - A
4,

IAM Identity Center AD [E5

33 IAM Identity Center AD E25 |, &I LAMER IAM B H2F Active Directory 89 i  Amazon
Web Services Ik~ F# A DB Amazon RENARFREFRENARFNHENE. BN S
B #4831 E S 2 IAM Identity Centero
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a. LMK , RAERMAZMMIREMRBEN B, EERHS ERRENFTFNIK
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« BIFRERGE , & Amazon HREHEFFHEER IAM BRI NN PRE R H ARG 7 S
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FHNRIL R, ERFEFERLRE , N\ IAM FIRE—MHEWENLEYF N REERN
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c. MREFAMEMRENEKR  BEAREARARTER, ERTAHEENANKESE ,
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REEHRFAGE NEP , BFRITUTRE
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ENZMMERNTRABEIIE Amazon Web Services iHEIITIAH, AP &% Amazon Web
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Web Services 518 [T H,
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FAIRZS URL 4J#E Amazon Web Services Management Console®, a0 :
https://console.aws.amazon.com/ec2/

5. BITHRE (A&t ) , BHIRE  RENBHNE ( Wik ) BEEE.

BXRIFZEWELR , HS1 N Amazon |IAM Identity Center ZRRIIRZ
6. iij:¥-|:_$o
7. EEEHOUENEL K EFEFBMNIEER  AGEEREMIE,

8. EINBRT , HEBOENREN , ToBEZNRE ( ATEANXERE Amazon Web Services K
F) . EEFREENBRE Amazon Web Services K |, AR Ik P /B9 A F M BEA 2B 1AM
Identity Center T RIMXER , RN ZNEBENATXLEAFANELE, EXESEE , FZRELE
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ZERNREEE
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HSBAHCE, HIENNPREDEL AL Amazon Web Services Ik AT | IAM Identity Center &6
#—“ Amazon Identity and Access Management (IAM) £ & 3 3FEH IAM FREH B Z AR,

(@ Note

SR 1AM policy DERRE 2R , BLTERZIFENRAMKS . SRR KS Y 1AM
policy BMHLMELNERK S FHREBEMX D K/NE, MREHNKAKS P AEFENR

£ | IAM Identity Center N7 E 0 Bl PR EE,
RER FHNRTSHIEKS 2B T2 TR,

$F IAM policy D BELLAINPRE
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2. [@ IAM policy DB BR. BALAERRHKF RO EFEHXE. HTRE—BHNER | FE
BNINRBEAEENEFHEBNNR, SR B31{LRIR , #l20 Amazon CloudFormation

StackSets EHNMNKAKF HRIZEEHBBMAMNEN IAM REHNEIAR, BEXRNESZE
B CloudFormation StackSets , {52 % {Amazon CloudFormation FAF1E®) Amazon
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BIBF N RER | 2ERFEMBEIRINRER 1 Mt (AR REN ) ., RESEFEMRARN 1 /D6, &
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FERBEREME , RNBWERENSERFRENAKETSEZESNITAGAERAHE,

BIBNPRESS , LU ERTERANAFTN X ERFRNE, EANTIRBRZNRENERFLE
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4. ENRENFAEEREL , EENRE BoRENAEN |, EF&HE.
5. ERBEIANREERENEL , haFFENEIEEFE — M E.

6. WMRIUFEMAREE T NPRE Amazon Web Services Ik, Ntk F ZE# N ERETHE , Amazon
Web Services Ik MEEHEFHER. NEENSEFENBEENG , FEFEREFMESEA
Amazon Web Services Ik ZXREMAF ., XEWRB M RENFENNATAAEER Amazon
Web Services Ik~ ZIXPREWAF .

7. &R REENR.
8. Amazon Web Services Ik RENZLE R—FBH,

o MRE—NPHZA Amazon Web Services Ik ARELE 7T PRE , MBEHSHIA Amazon Web
Services Ik ERIEFEE , HEEFMHWNREENATKS,

. MRAEDEBENPRE Amazon Web Services Ik |, M@ A HEIAEENIRE S Ei#H,

REPYHIRE

FINBER T , H A/ %% Amazon Web Services TH R[] , IEEBEKF , REERBRRESBHNRE
Amazon BN A EE , IAM Identity Center 2fFFAF R BREED@ME, Amazon Web Services
Management Consolef& A LB P ARBIRE N T RINES A URL RESRLLITH. BERE
hYORTS , BEBHNAFRHNSESEHACHEH AN RERE, fla0 , BAUFHHRTEE

# Amazon EC2 ##)& URL (https://console.aws.amazon.com/ec2/) , LAMEEAFERE
Amazon EC2 EE R AGMNEAFEER R ZEH A, EEEMEIBIA URL HLKIRS URL B2
H , IAM Identity Center < F /7 #9355 2828 R EI A 7 £IR Amazon Web Services X1 EFMVIEGHIA
KIHT R flan, MRAFERTRMBX ( HTESRE ) (eu-north-1) WE&E—MEFIARE , WX
APREEE@EIZXIEHH Amazon EC2 BFI&,

ERLE |IAM Identity Center SUF AP EE @ EHFE Amazon Web Services Xig Y12

HE , BXEMEETEE URL 1, fln , EFAFEEQREXERI (BZBEBM ) (us-
east-2) FHY Amazon EC2 #2414 , I EZX1EH Amazon EC2 ###|A# URL (https://
us-east-2.console.aws.amazon.com/ec2/), MBEEXETIL (BREXM ) (us-
west-2) B T |IAM Identity Center , # B ZHLEFAFRE@EZX1F , 8% https://us-
west-2.console.aws.amazon.com,

3 7 LU T2 0 A PR 4T B+ AR TS URL.
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2.

3
4.
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EZRFPERT , EENRE,
ERENHGEHRPLIRS URL BIIPREN B .
ENREMNFMAEENHL , EEHRE BorENAN | EFRE,
E“REEANRERE THH “PHRRE T , BAEM Amazon BRFHIEFH A URL, a0 :
https://console.aws.amazon.com/ec2/
(® Note
FARIRZS URL 211E Amazon Web Services Management Console™,
MR LMEA A REE T XPRE Amazon Web Services Ik~ , Mk P Z#HFERE THE , Amazon
Web Services I AMEBNEFHER. NEENPMIRS URL EF/E , FTIEER Amazon Web
Services Ik ZNRENAFHFEFNESR. XEREM RENHTESNATFTREFEH Amazon
Web Services Ik iZIPREN A
ER REENR.
£ Amazon AL TTHNWINEH S E R—FEH,
o MRE—NHZ Amazon Web Services Ik P EE TIXRE , MEHSHIA Amazon Web
Services Ik ERINEFHFRE , HBEEHFHWNBREECNATIKF,
« MBREPEERFEE Amazon Web Services I |, NIE G IARENRE D EH.
(® Note

&I LAE A Amazon API,  Amazon SDK =% Amazon Command Line Interface(Amazon CLI)
BT EE, BXESEER , H5H :

« |IAM Identity Center APl ZZHH) CreatePermissionSet 3 UpdatePermissionSet
BE

« Amazon CLI if 5 5EH sso-admin E5 K create-permission-set = update-

permission-set @i %o
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S|ARBEREAPNNELE. Amazon EKS fl Amazon KMS

L&\ Amazon K 2 ELIXPREERT , IAM Identity Center 2812 — N EFRUAF LA
AWSReservedSSO_,

AENWTEZEMH Amazon BREM (ARN ) FAUTHER :

A ARN
AWSReservedSSO_ permission-set-nam arn:aws:iam:: aws-account-
e_unique-suffix ID:role/aws-reserved/sso.amaz

onaws.com/ aws-region /AWSReser
vedSSO_ permission-set-nam
e_unique-suffix

fign  MREGET OBFEEFEEER R T Amazon IKF B RENRINRE , MaEALLTE#M ARN
SIRMENNAS

4N ARN
AWSReservedSSO_DatabaseAdmi arn:aws:iam::111122223333:ro0le/
nistrator_1234567890abcdef aws-reserved/sso.amazonaws.com/

eu-west-2/AWSReservedSSO_Dat
abaseAdministrator_12345678
9Qabcdef

WREMBR Amazon K= 5T IZIPREMFIAE 2B , N IAM Identity Center 2RI 5 £ € th 24
BrRo MREMEEXE—NREH#ITHDE , IAM Identity Center 2R EZNREVNE—NHTAG, AL
&M ARN S EFENME—FR. FIREID , E—F5=2 abcdef0123456789,

B ARN
AWSReservedSSO_DatabaseAdmi arn:aws:iam::111122223333:role/
nistrator_ abcdef0123456789 aws-reserved/sso.amazonaws.com/

eu-west-2/AWSReservedSSO_Dat

SIAEREREFHNBRE. Amazon EKS #l Amazon KMS 185



Amazon IAM Identity Center ArfEm

A ARN
abaseAdministrator_ abcdef012
3456789

ABHNHBHN ARN NEREXHFSFBUEMSIARHEZ M ARN RUREEHIL , MTHREEER out-of-
date AR REM M AW TTRIR. Hlan , MBELTEEHRSIAKRLKE ARN , NIFE ARN NESCRH
X BREE A P RV 5 1R

« 1£ Amazon Elastic Kubernetes Service (Amazon EKS) B aws-auth ConfigMap X#

» 7£ Amazon Key Management Service (Amazon KMS) AN EF BRI RSP, ZRBEBHEFR A X
BRRAE,

REBUUEH RS Amazon RFHNETRRNER , LENESNREEN NN BB A ARN ,
BERXTIMETE IAM for Amazon EKS FEIZNEAMAE , Amazon KMS #} HINR ARN K41,

*F Amazon EKS , &1 IAM B SMEFLETF aws-auth ConfigMap #. XF Amazon KMS , ©
DRBEETENZARET, NMREBEXHPERTEHELERZHD 1AM A€ | WATER Amazon Web

Services Support,

3k S 17y (8] 7 BT Y R

ATBERSRBEN NN AGH ARN ERMHSHRGE FH , RIRBERTATRIAE,
- BFED—TUIBED R,

K2 EE1E Amazon EKS F5| A A®, FHaws-auth ConfigMap XK E M Amazon
Web ServicesE T &RHVKEEH Amazon Ik Amazon KMSR & It 2 &

Blan , REBIEEKSAccessPREH M Amazon Ik F 5| AHENAE® ARN111122223333 , N
FEBHKADBAZKTPFHINRE, HTPERKAMER |, IAM Identity Center <1l BRHE B89
At MNMERTEGEXK, EBRANBKRKLEEHRNE , MEEEONBEAROXEE .

« EAT Amazon EKS 1 Amazon KMS : G31F& IAM Ha|EN A E,

MBIEE Amazon EKS &M aws-auth ConfigMap B E7E Amazon KMS Z4AHI B 4A K #E b
SIANRENAE ARN , RIMBUEEZEDTE—NE IAM FRIEN AR, ZABXARTERA
[/l Amazon EKS &&= EE Amazon KMS Z4AK R, NIRELTEBARBLAG, X, MR
NRENAE ARN REER , NAIAERFARBEFEHX ARN Haws-auth ConfigMap5l
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Bo Amazon KMS T—EoiRMHE T MMARH IAM H8|2N A EAIBEEREHN RS, ZA®REEH
AdministratorAccess WPREEHKIE,

B E XS E R R A

UTREENGEERBHTA , ZRERA AdninistratorAccess fRE , ATLAFEIFE IAM H
BHAG, ZRBHXRERSE

 WEEEKNW ‘ERA TEIEET Amazon IKFEE A, FELFEBEFR , Amazon K/~
111122223333 Bsts:AssumeRoleiX R EIXATUKATE IAM REIEHN A,

« WEEREEHN Condition element $EE T ATLIEERE IAM FHIZNAENEENMMER, &
teREEHR  EALUTAE ARN IXRETUEBERZAE.

arn:aws:iam::111122223333:role/aws-reserved/sso.amazonaws.com/eu-west-2/
AWSReservedSSO_AdministratorAccess_*"

(® Note

Condition JtEEHE ArnLike XU ZERF , HENREAE ARN REFEHBESR , mMF
EH—NER. XEWkKE , IENRENAE® ARN REER , FREFAFNRERIBRE
IAM FREIZHN A,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
1,
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/aws-reserved/
Sso.amazonaws.com/eu-west-2/AWSReservedSSO_AdministratorAccess_*"
}
}
}
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4. TEWEARTE L Amazon Web Services I/ |, i RN PREIXRIN K,
5. AR EBRINBRESZINERE K REEEBK.

6. EBRNRENEES , WINERT EBNNRE , B Delete UBINBER , REEEBER
Rl A BR

FEAUTESBRMBR — NSRS MMUBRE |, iIXBELHL Amazon Web Services I FHER AR T ZEBEA
XL PRE,

® Note

o RENFIE A MEEL , TTiefER Amazon Web Services Ik W24 , BT
EHEERR, EREBEVNEAFPNBANHRINE , ESHEER-MELE D,
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3. EREMRBRINRE , RIFIERFE Delete (HIER).
4. TEMBRIRENEREF , WANRENBMRAEIARER , AEEERR. ZEHXD2KXNE,

ETRMENIEREZES

ETEMNFENRIZS (ABAC) R—REMNEKE , ZXBETEMRENNR, ZEAIUER IAM
Identity Center Amazon Web Services IKF* £ > B4E1T IAM Identity Center &3 RIAFBEBMHERE
B3 2 Amazon BRHFRNR. £+ Amazon , XEBUMANRE, EREAAFPBEENRE
Amazon A S # B R E{LE PRI AREN R , Amazon HHEEREH A T REEih R E TE AR
ZH Amazon &R

flan |, BE LR BE AT REERARFF & A 5 Bob H Sally 2 ELZ] IAM Identity Center AR Y48 [E4X
PRE , REERBRHNBMEMERITIHRIZES, 2 Bob # Sally EFAt{18+ Amazon Web Services
F , IAM Identity Center 27 Amazon &iFFRKIEZMIINVERRBHEM , Fit , REHMMHEAN R
ME S Amazon Il B ®IR LHFA R B FRZELHEAT , Bob # Sally FgeiGEL B &®iR. R Bob fF
¥ E Sally WHBA , BRAFEL T B FHEFMYFRARME AN S Kb T ENR. = Bob T
IRBRE, B REXFARNIE BRNIARENER , mMAEERE Amazonh EFHFEANR,.

WHEEETFRAEBEELRE IAM Identity Center HRIEZFNEBEN RN RNEE , BN SHENE
EXBENAFNETUREEEHIRAEE -, E1LE IAM Identity Center I PR EME T &R
REEPFERXER B M Amazon BIRSEHE ABAC H AMEFELINREEE,

%
LAUR 27E IAM Identity Center £ ABAC K E At iF4b,
- ABAC EEFELHINIRE - A THEFT M ATRN THEREABTRNER , RLECIEBNNREE

Do XERETNREENE RN,

- f£f ABAC , AIRATTLUREZ LR K K - HRFEEQERBELHIRICH , RESREREEIRT
R REHIBR,

- BT ABAC AL RIEZRHW A TEM - EA LA 1AM Identity Center A it & 89 1F47 & 137 R 1Y
A A IEHE Amazon i 5 AR DR,

- RBEHEDRRE —ZeEEATUESEETNAFBEERREFNWAFES , Amazon
CloudTrail NI B E &5 B 1 Amazon,
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BXfEA 1AM Identity Center 2% &5 1A/l E ABAC WER , B2l HEFIEME. AX
wmEER IAM B350 APl B AFIEE ABAC MEE , HZH IAM B H 0 APl 3E5
B CreatelnstanceAccessControlAttributeConfiguration Y,

FB
« &% . Amazon A IAM & @O EE ABAC
o TRl

B8 . Amazon £ IAM B3 0EiE ABAC

A B SRR IR Amazon BIRFAIZE IAM Identity Center SL# 1T ABAC EIFFEN B BES. &
G FSERLE R RES . YSEFENETIENTHN , FREEZEDR , SUEERTUSENITIL
BRBHNERES,

F| EF sE

1 EE AR A Amazon BRAMIEE., EfE IAM o NEFRMFRZ Amazon
Identity Center 135 ABAC , BB X EE M EXHE
ABAC BIFTH Amazon RN IMNFZ,

2 EENMAEASOFRPOXBEAF-SHNELE IAM - - EEZNSHIR
Identity Center B E &K F 1378, IAM Identity Center
RFBIEDER ABAC F1 AmazonfE M XK IAM & 45
RO SR AP B,

3 BEFUTHRE  BEEFEAMLEMERMEHRZEGR  « FHRER
%, REFHEKEE IAM | Amazon dentity Center

- MREFEAANTESMREME (IdP) , FREREMFEHA FEANSBERREEENS
M IdP &3E Y 8 Mk = M IAM Identity Center FRIE$F 0 IRE R E M
Eﬁo

o MRMERILE IdP XKIEEM , B IdP BB RN TE
SAML BiEHFEREYH. FSRBEREXRENEE
IdP By0ptionalEHi,

AlT#HGE

- WMREEA IdP RN & IR HIERETE IAM Identity - BEfE
Center FIEEE M , BHISMMEE SCIM SAERE K TR S B IR HEE
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- WMRIEFEH Active Directory 2 1AM Identity Center
EREMDR , EFER IdP HiEZETE IAM Identity
Center FiEEEM , WEFEATLUEREN AR .
REMUEBKESER 4 , FFFAERA 1AM Identity Center
EHAEEEN ABAC B,

£/ 1AM Identity Center 2%l & 5 #9177 7] 4% /B M TUE
EERERAT ABACHE M, BEETEYF , BRI LUMNS
R2HEENSHRPERGRZEHEYE. EENSH
R EHE M3 A IAM Identity Center f& , &AM BI1EEE
X (BRGY) |, XEREXRMZRELSE L Amazon Web
Services i AT iAREFIRE,

ENREFLEBEUAPRER , FHER TGRSR
B3 ABAC #il , MEAF REEH R EB EEFEHN R
R BESR 4 PEENAFBEMENAE Amazon #
MR R B RRFIRE. BRI AER aws:Princ
ipalTag/key 45| ANXBRKEE PR IGEIZSE
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A2 HI/E 1 =2 IAM Identity Center #HA PN REEN , BALEEPEREERBREANAS
B MESRIE I R A, AL Amazon RIEAF SMRTPHNIEREENAFR 2 BETRHN ITER
o

i, RIREEERBEI B EX S3 WAV HRMNR. EHREFEERE L , S0 UERIA
FRUEASETREMENIERNRES (ABAC ) E&EM. AR , B LIE IAM Identity Center X
REDEE IR NP IEEELSELS S3 BNHIIFETENFTRFAFHENR, 1AM
Identity Center FRAFMETEME RS EELRNKS,. RF , ZEERATRERBEELR. X
ABAC WEZER , BSRETE ML RES,

FraaE M

WMAFREERREHEEERRTEERNSHR. TREEEBHEHR  HEEEMLRE  EHER
PR S RmENRERR, XERBLARTRAS SH5E Amazon BIRAIER.

{8 1AM Identity Center ¥E B3R IERE

LIRSF IAM Identity Center BEE N BRRN , BEXRFMAFPAEREEE S, ETX , SRBHEE
HOBEERE K AREREEXRBIEANEM. &E , $ME Amazon Web Services Ik TUE A€
BRRENRELFER ABAC B .

£ Amazon Managed Microsoft AD 15 5 3R AT k1% /8 1%

IR IAM B3O8 B Amazon Managed Microsoft AD F & 3RAY , & % E/ Active Directory #
f —EE RS E IAM Identity Center VAP EM. #TX , SMBHERFNELETE. AE
RHEM Active Directory RFHIE SSO BMEEEFER ABAC EEFFANEM. &F5 , FEEH
NEREFWIAFEGEMEREE ABAC AN , UEFAF 4% Amazon ZIRHIGFRINE. BHX IAM
Identity Center & f /& #£5 Amazon Managed Microsoft AD B & AFEEHNRINRFIE | ES
E BRIABR ST o

ERANERE B REEEN B DRAIEFRES

LIRFERANIRERIRMEE (I1dP ) RN BHIREE IAM Identity Center B , HF #5550 LLEEH ABAC
B 1,

o BAILUR IdP BEE N IEBE SAML B E RiEE . EXMER T , IAM Identity Center 4%k 8 IdP
Y B 1 B B AN B BAHE 1T SRR 1T A

T 1] 428 #1 J& 1 192



Amazon IAM Identity Center ArfEm

@® Note
SAML i EFMEMEHEEHEMERE LN ER TN, SAFTIRE THXLEEYE , HE
HEFEBITFEIIRMBF RSN B, MRERESEINE IdPs EM , BBLAHAF
Bt & F) Amazon Web Services Ik P Bt |, X LB MG HRAHZE, EHEREMHET SAML #
SCIM &£ A 1AM Identity Center By1ER S , SAML B EEHRIEFREHEFRER,

« JET B 1AM Identity Center 2 H &R TR ZHIEENHEEEZEANENE . SELLEFNESE
ERNBRELHERE IdP WIEATEEMNE. REEREMEM SCIM , FERUTEM :

- WRAEH SCIM , IdP & B 505 /E M AR L2 IAM Identity Center, SCIM B 5l &$ A 4R 17
EiFEZEFMENEMREY. EXHERT , BERS P 41 IT EERAEHE , £AMEN
https://aws.amazon.com/SAML/Attributes/AccessControl: BIZ&ET SAML M S
T KB RIEE] IAM Identity Center. BXAMAIE IdP HELE A T 7 EE SR A P B 08
SAML i E REMEER , BZRAER T AIHESN IdP /Y,

« MREBRMER SCIM , MARAFEZHFMAFHEEREMY , B EH |IAM Identity Center 17 5§ 12
B—H, TR, SMEGEEFHNELENE , RAEEREEREFFEANEML.

AR |IAM Identity Center PR BHEEASBAFBHENIFEENTRIIR IdPs , HSRIEFRH
BEHREEE M,

EFFR7E IAM Identity Center A ABAC , iBZF T &,
£

- BRAXEEHREFEM

* 7£ IAM Identity Center F17 ABAC Bl PRRBE

8 R ELE U5 R HI/E 15

EEFEER TER ABAC , B4 E 5% IAM Identity Center 2% & = IAM Identity Center API
JBF ABAC, MNREIEZRMER IAM Identity Center IEZRE M , M LA 1AM Identity Center 21 &
5 IAM Identity Center API RV R4R G MR E. WREEAABSHREE (1dP ) ENFBIRH
EFREN SAML WS ZXEME , ML IdP BEE N ZE2E M. MR SAML iiS&i%E TiXLEEMP
BE{T— , IAM Identity Center J${£ 8 IAM Identity Center Identity Store HEZEREEE. HH
FXEEKF#TRE S ORIERN , REKIETE IAM Identity Center FPEL & #Y & 14 S8 175 18] 4% R
%o

3 R R R 193



Amazon IAM Identity Center ArfEm

® Note

BITTEM 1AM Identity Center #Z2HI A HRZRFIBEEREERIND IdP BEEM K EHNEME. W
REERBIEB IdP B SAML B &S REZE G RIEHEMYE , NHAFRH#TRE ORI |, X
JB M B &)X E| Amazon Web Services Ik o iXLE[E M 1E IAM Identity Center FARAI AT
AR &Y,

JB R R R

FERALULTIEEZETER IAM Identity Center #2#| & /8 15 B & M4 (ABAC) ##IIhaEe,

® Note

MREBEIANRE BT XIE IAM Identity Center 32515 /Z A ABAC , NIFISH R 2R EIER
&5 %388 iam:UpdateAssumeRolePolicy KB, MREEEEKF FEIZREMNRE
NMAFEEXLETIANL LR,

& R R I

1. FTFF IAM Identity Center & & o

2. ®‘EERE

3. HARENHEL , REHEZEFEE E , RAEEREH. #ERITT—IMNTRUANHEH#TEE,

ERIEHNEMY

BRI TERERN ABAC ELERIE ABAC ELEJE 1.

£ /8 I1AM Identity Center 24| B X BRIEHNE M

1. FTFF IAM Identity Center & & o

2. &R RE

3. HEREMMEL , ERHREFNEMELETF , ARLEEREERENY.
4

EARZEFNEEREL , EFFNEMEHBABANENFHAEE. BXE , BULUKRE SN
SR E tEBRETE] IAM Identity Center fE R S EFREEENE Mo
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Key €) Value (optional) € Remove
Department ${path:enterprise department} ®
CostCenter 5{path.enterprise costCenter} »

BRRTENZBEERENEYS , WEERKEFER, SUUREEEN , BEFEENHRE

FIRENREEPIEE X EM. FlM , RREEAOKta (HEB IdP ) ERHMHIR , HEFERN
HALANRAFOBEEN R ERSEIE, £ Key B, BA LU A 52488 KL CostCenterfy [T
BEH. FSELENR , TREEHLEREBNEN , EBYUAEEM aws:PrincipalTag #
## ( B) "ec2:ResourceTag/CostCenter": "${aws:PrincipalTag/CostCenter}" ) ¥
HWEMTEMEE,

@ Note

SN ZRAER R EREM |, HI%0 Manager, IAM Identity Center 7% ABAC HWZEE
¥ , /20 Managexr, IT Systems,

BERTKELHRENSDRENELERNS. B LE L% ATE Amazon Managed Microsoft

AD B FHE MRS PHIHNMEN S B RRPOEME. flm, £R LRRAFRE

WETX , RALEEZZHN IIP BHIIR , HEEZ XSE N RIEILTETZ
${path:enterprise.costCenter} , AEMAZEFERY. HZH L ARENEEEEUH
2Z, FEE , RIFELEFERBEY SAML W SEA BB, BN FBEEA ABAC FIFR 2 HAHH
B 1dP & 1B,

5. &R REEX.

NELECLBEE T HREGHEENRE | BT REETHK ABAC BLETE., At , F6IE ABAC #;
MAGERMBEONRENHIETRRNEREP, XESEN , IEET QAP FHRTX
Amazon BRI FRINER. BEXEZER , BZHE IAM Identity Center 19 ABAC Bl ER R R B,

ZRTREFEE

ERAATIEER ABAC ZhsEH M ERFIE B Er R MRS
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ZRREHNESE

1. $TFF IAM Identity Center ##| &,

2. &R IRE

3. HREMHEL , &RFREFNESELETF 6 RAREREAR

4, HEEZERABEZEEHEEINEES  EBEE , HZREER A DELETE , REEEBIA,

/A Important

LSRR AECEENEME. WERE , NS ORERNETMEMEUREZEENE
B E LB BT 2WEE,

£ 1AM Identity Center H9 ABAC BIZ R K B

BRI L B ENRER |, RIEEREMNE M EBEE T LUF RSN Amazon BiR. HES A ABAC Hi8E
B MRS , IAM Identity Center 22 S ERRIENAFNBEMHESZED IAM , MEERBITEFRER,

aws:PrincipalTag s %

B LAMERANBREH R IFRIIZEIE MY , HEMH aws:PrincipalTag £ ZFA QIR G RIEEFN, 5

m, EUTEERRS , BUUFERAEZENREARMRICHATNIIERR. BETUERAREMURE
REFFARAZFREFLERPOLRRONR. IE , SBEYFRAAEALEQILEFREBARPORE XK
SHITRE FHRIEN , 1 REEHEZEERADOLPNRIR. EEARBEBERMESZF EARFM
BR, BRECEHEROKARPOREEREIY, AR5, YFRXAGZBKREH A Amazon Web Services

MBS, WA BAFE S Amazon R EZERARPOMER. Bt , HALQ AP ORMIFTRRMITFEA

A, FAARTUEEBREERARPL—BWER , MEFEMANRERR.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"ec2:DescribeInstances"

1,
"Resource": "*"

},

{

"Effect": "Allow",
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"Action": [
"ec2:StartInstances",
"ec2:StopInstances"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/CostCenter": "${aws:PrincipalTag/CostCenter}"

}

BXEZEER , H5H IAM AFPiEETMaws:PrincipalTagfl EC2 : RIEICE M 4N B RIFZE 3
S Z LK,

MERBOZAPESTHEL , WRBRERAWA BHRREEL, AXESFEE , FSHIAS
ZHEAAR S B RHEZZNE RERES HABNEIR

IAM B RHt &

ARG IR R B FK U B B FR AT Amazon Web Services IKF , IAM Identity Center £ &4 Amazon
Web Services Ik FEIE— IAM S RMHERE. IAM F 4Rt E TH B EFER Amazon Web
Services IKF WZ4€ , ANBRA YV ENAEFFIESIMAKPRRLELR (WHRIESA ) .

B8 IAM SRR E

MREBAMBRIERT FORHEE , WLAFHEMNARAFNEASE. ENNAENAFNASE
SEMNESNRME. AXESEFER , BZH -

o EIBXRYIG A FE Amazon Web Services ik
- EENNARERFNIEN

REHExAE

RS A< AEEMENR IAM R |, LA IAM Identity Center Z5 M58 #3017 B LE A = X 8 7
Amazon Organizations H I 4H 42 A4S TE Amazon Web Services Ik K F 8 8 S B FZ i RINR.
ZHRFBEIEHLALR Amazon Web Services i AR B NALFEE —MNSRFEXNAENREI LT

IAM & R #E 197


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_examples_ec2-start-stop-match-tags.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_examples_ec2-start-stop-match-tags.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html?icmpid=docs_iam_console#iam-term-service-linked-role

Amazon IAM Identity Center ArfEm

Ihee., ARE , ZRS AFHAM Amazon RS ( 1#0 IAM Identity Center ) FIF XA ERRNITERS
HXWES, BEXEZEE , BSH Amazon Organizations RS X B E,

L4833 A 1AM Identity Center B} , IAM Identity Center £ Amazon Organizations A #9£H 43 P (9 7T 8 ik
FHeIZRFHEXAER, IAM Identity Center R EREF R INE B A RN ENKS P OIZERN RS
MxAE, LA’ AR IAM Identity Center RERBIFRIBNKFHRR. BXELEER , BSHEE
X3 8917 1B X BR Amazon Web Services 1Ko

EE ABTAENIRSEXA® Amazon Web Services Ik ##f i & AWSServiceRoleForSS0.
BXEZELR , BHS £H IAM Identity Center BIRE X A,
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BEXNNAREFNER

£/ Amazon IAM Identity Center , A AR FIH AT LR QB RHREVNARERF. AREARERE
EBRRE , AL EHRIXERARRF.

IAM Identity Center &3d IAM Identity Center SR AR FHNRFRAF 2BV AEXREXENAER
ZEMBE. RENARFHNER  XEETUESFRENFREL,

IAM Identity Center X#FF iR HFEFR A . Amazon HENARFMEFIEEN AEF. Amazon 1
ENAREFUUEEMIXONARFRGSSPHTERE , tTUABSINARRF API HTEE. &FF
RENNARZERFLPURINE IAM Identity Center ##|& , 379 IAM Identity Center FRFiRMHErEEE
SENTHE.

FRARFEENE IAM Identity Center thEIEASE , BAUEERLRAFHH AT LFRIX LN ARE
F. BIATF2ONAEFRSBREAAS.

& a] LAm & T &% F Amazon Web Services Management Console 4042 Amazon Web Services I
P HREEARNBRNR. BXESZEE , FSHAEENIHFRE Amazon Web Services IKF o

FH

« Amazon RENAEF

s ERFRENNARER

- BNARFNAESHEE

« & |AM Identity Center if

 7£ IAM Identity Center &P ERENAEFE M

* 7£ IAM Identity Center ZHI AR N AF 2 BN AREF T ENER
« 7£ IAM Identity Center ¥ & /P il Br A P 17 (R4 BR

- NNAEFRTHEMEBSE IAM Identity Center B4

Amazon T EN ARERF

Amazon £ENAREF S IAM Identity Center ££5% , AILUFEA T 5 HRIEFN B RS-

Amazon £ENAREFE IAM Identity Center WEKFEER AT UERW b S BEAF HRINIE , MEFERN
EMNNARFREANMNBKARAFNBLARS ., BREEE-XEATEHRIENE MR , BIAIK
BAFNEASRNE—NE. BRAUESHEENNARFNEERATURERAFSIAFNEARA
BRENHNERNENARFRROHENR , MEEFEBRSE IAM BE,
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Amazon TENFARFREMET —IMNEEAFAE , BULFERZAEREENNARFRRN T E
PR, HlE , QuickSight EE R ATUREAFNEHARZARBRNETEIHENRRHRNR. KSHK
Amazon EENAEFEREATENAF 2 ES MAREFH Amazon Web Services Management
Console &%, XN AEFNEFHAAREFITUERBSXHRIEE  FRAPPENESEENAER
BIRF RN RNEELE SRR,

Amazon 5 IAM S FUERNIEENAREF2HE
Amazon 5 IAM & HUERNEENRAERF

Amazon EENAREF 5IAM BHFL  5IAM BHFL BE IAM B4F
RELEHIER KPP EGIER LBATESR

I 5% Athena SQL

m
m
pil

Amazon CodeCatalyst

m
m

POOEOOO
PO®OOO
PPOPP®O:

Amazon CodeWhisperer

T 5 EMR €12 258 il

™
iy

m

T5# EC2 LIS % EMR

m
m
il

Amazon EMR Studio
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#m
#m
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Amazon EENAREF 5IAM B BEIAM BfHHs B8Y IAM B4
RAREHIER KPS EHER OBSHARNESH

Amazon Kendra

m

Amazon Managed Grafana

m

Amazon Monitron

wm
™
17|

Amazon Nimble Studio

Amazon Pinpoint

m

Amazon QuickSight

#m
#m
o

Amazon Redshift

#m
#m
fim

D5 S3 17 1R 24X

Hm
Hm
i

POPEOOOOO
PP ®
PPPPAPE®®:
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Amazon EENAREF 5IAM B BEIAM BfHHs B8Y IAM B4
RAREHIER KPS EHER OBSHARNESH

I 5 # SageMaker Studio

m

Amazon WorkSpaces Web

m

Amazon CLI

™

POPPAP®E® ®:

wm
iy

Amazon loT Events

m

Amazon loT Fleet Hub

Amazon loT SiteWise

wm
™
17|

Amazon Lake Formation

#m
#m
fim

Amazon Supply Chain

POPEOOMONO
POPPA®O®

m
™
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Amazon EENAREF 5IAM BHFL  5IAM BHFL BE IAM 45
RELAEHIER KPP EGIER LVBATESR
1E1E

Amazon Systems Manager

Amazon Verified Access @ ® ®

E

FH

o PRI E AR

- WAEEES

« BLE& IAM Identity Center A ZEMHEE

. EFHEZESMHERNEESEI Amazon Web Services Ik /2
« BR#l Amazon EENAEFNER

« &F Amazon EFENNAEFNEHAEE

« 2/ Amazon TENBREF

322 &1l i (] £ PR
B A R EN Amazon EENAREFHIGE

s NABRFWHHEAD - 1AM Identity Center BIN M ARFHN S EXN EHITEE, RIAMBERT ,
Amazon RENAREFEESE,

- X RIRRE SRR VT RIAR IR - B AR T ELR O M 3T B R T B T
A EEES
NRERNARFERR  THAEREBEHNNARFRITIE. IRBESIR , NLAF B

Amazon Web Services 7RI AR, AEEESBES Mo sBEENAEFNBAFRIEETNARE
FHM, & K MEFEELE , B£ILLAYFA IAM Identity Center AFH#ANARF, X5
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MT , NAREFEENERATE RN , 7518 Amazon Web Services 1B TP HFFE R P E A LLEE
NMARFER,

MRER IAM BERHRLEER |, WA LER IAM Identity Center 32 &) & 1IR3 Amazon EE R AREF
MWOE. EMBRS B2 , RIMNBWEENARFERERM#THE, URETIEIREREETEHIT
PEMRE , KFUHNEITHNARFIE , ENZENAEFERRA#ITHAE,

BLiE IAM Identity Center AHZEFHER

IAM Identity Center 2t 7 5% , EhIEAFNAEY , EFSREEREIL. BUFERUTE
—FEREHER 1AM Identity Center B3 F# T AP A -

- f£M IAM Identity Center BB FEHEERNENEFHIR. WREEZFISE , MATSM IAM Identity
Center #%|& 5 Amazon Command Line Interface (Amazon CLI) A EBEN A, tIINERE
EMBHE, BXREZEER , HZHE |AM Identity Center EXE 517,

« FREUTE—SORNAFMATIAEL ([ EF ) FIEH 1AM Identity Center F 13176
« Active Directory - BXEZEE , BSH EZE Microsoft AD B F.
- AEEHRREE - EXEZELR , BTSN EENBEHIRER.

MBEERXFITBEE S ZE , WA MABRENEHNFHREPEREENAFANE  XEEXFRLE
IAM Identity Center & 1377 fi#

TR EFE W F 4 KR , 1AM Identity Center FRI LA S Amazon EERMAREFXZAFMBEFAE

B, X, RN S B TRERE IAM Identity Center —)&X , AJ&5 Amazon Web Services =HH
ZNNARFAZEMER. IERELTENEINNABRFEMEERS FARIEN S AR, HHAE
Theeik o] Lk F 2 B ¥ 5 BRI [E Amazon Web Services i = Vi 2 N AREF

EHhHEZ HMHEENEEEM Amazon Web Services i/~

IAM Identity Center XFE&MNARFHFREANENE, SEEMHSEREFNER, BIESE, BT
friat, FEUNERES. FFAZSEBENAEFNBLK S AIUERAXENAFGBER.

BRI B A FE— B R EEHIX X EE RREME,. &A LUEER{XFE Amazon Organizations B K
RERHERER , BRI LUEREFNAEK S F /S AGRNPR Amazon Organizations, =& , & A
LAfE A AR S5 12 I SR B (SCP) 3= IR LE N A #2 & o] LA [/l Amazon OrganizationsH BRLETK - 15 B, 61
w, MRENFE Amazon Organizations BB /S A THRIER |, WK &M F RN AR NLER
FIER. BER , MREEFAEK,FEAHENER , WATLAER SCP Z1EREBER TR NARE
F2z AR B RN AR ATIGR.
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PR Amazon EENAEFIER

BXJ3 A |IAM Identity Center Bt , Amazon AT EFRWNATEKS P B3 A Amazon EENAERF
Amazon Organizations., ZEPRFINARFAE , BIXHA SCP, EALAER SCP XS IAM Identity
Center AR FAFEMNHE , HELEREEKSUANKS B2 NARER.

BEF Amazon FENNARERFNFHAEFEE

FRANARFESIED® AP Amazon F£E N AR FEREE IAM Identity Center 5 , ZNAREF
£ 1AM Identity Center 5/, NARRFEMEI IAM Identity Center /5 , #AILE 1AM Identity
Center ZBHAEFBAXRZNARFNFHAER.

£ IAM B3R E SR EREERX Amazon RENARFHER

1. $TFF IAM Identity Center #2#|& .

ERNARR.

1%# Amazon EEM N ARFIET,

ENRARFIIERY  EREEEHFAEENNARREY.

ATHABFNEESRREERESIRAFNE , MREA , TEFEIENAFNE , URATS
DEBNAERRAERF. AXUEFNEBNER  FSHN BENAEFNAES HERE,

o M 0N

2H Amazon EENRARER

ERFIEAFPX Amazon BENARFHITEHRIE , BT LTE IAM Identity Center 218 P EHZN
AERF.

/A Warning

ERHNAREFR2MBRZNAREFNFTERFXE , Wi iZNARERFS IAM Identity Center BY3E
¥ AEZNARFLERE. MRER IAM Identity Center B 7 |, BRATEWEERITIAE
e ENAEFERABITHA,

2/ Amazon TENFAREF

1. F#TFF IAM Identity Center &I Ao
2. “ERMARER.
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3. HENAERFRELE Amazon RENNARRFT , EREZANNARER.

4. ERNAERRE , ERERE, AGREEEA,

5. BEEENARFXEESD , EEEE,

6. 7 Amazon REMNARFIIRTD , NABRFNRELERNIFE,

EFRENNARR

f&Bh 1AM Identity Center , A BB EEATAS, , HEFEEMINIXAAE AT Amazon Web
Services Ik /= MM FARRFH B, 1AM Identity Center F R M P REM RS , WAL EETE
BHRIEARN. MREEKXFERT B41RMERE (IdP) , IAM Identity Center T LA IEHY 1dP SE5X , LAE
IR MATRE R IAM Identity Center , HEREH IdP ¥ 1T 5 BRI,

R RE R E S B R ARF S SAML 2.0 , M ATLUE SAML 2.0 548 1dP 5 1AM Identity
Center BXE 23K , H M IAM Identity Center EXEA XX LR AR FHHE,. IAM Identity Center
BETEFE SAML 2.0 WERANARERF B F , EFE#E Salesforce M Microsoft 365 &, It B FZA@EN
IAM Identity Center #2#| &% E|, St LLUREBHCH SAML 2.0 NAEF.

(® Note

MREEXRE OAuth 2.0 WEFRENARSF , A AENAFTENXERAREF TR
Amazon BRS5 , WA AMER AIE & M &1E. B AEH0EE AP UUERRNRAER , 2N
ARFAUERRPEEASNEH , LHE Amazon RSHHEE. BEXESER , 75
FANESFEENNAERFERTES D ERE,

hY

EFH
« SAML 2.0 1 OAuth 2.0
- REEFFIEEN SAML 2.0 AR

SAML 2.0 1 OAuth 2.0

IAM Identity Center {##&AE45 9 A 243 SAML 2.0 5 OAuth 2.0 RIAREFH 38 S B FIFRINE, LU
TEFRM T SAML 2.0 # OAuth 2.0 R EBIR,

£}
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« SAML 2.0
« OAuth 2.0

SAML 2.0

SAML 2.0 R— A TFZ £ SAML BiSHT AR E | ©7F SAML A ( A BHIRMEER IdP ) 5
SAML 2.0 FA%E ( MARFRMER SP ) 2BEEZEAFHHEXESR. 1AM Identity Center XL
EERENEHRIIFHERANRARERNAFPIRMERE 2 L& Amazon Web Services 15 R fUBR .

OAuth 2.0

OAuth 2.0 P AT NABRFEFTHEZBHNER TZEBRMAZRAFHEE, XTIEERT —#
Z2, MELHER  LAPANARFHRERR, BEREH OAuth 2.0 RFRE , HTHRES
EMEFR. OAuth 2.0 RFWEXRELSRAF. MATFRNNARESF. RURSHNERKRSER.

IAM Identity Center @33 OpenlD Connect (OIDC) MRS X FE T OAuth 2.0 W B R EXERE

i, OIDC REAFEWM RN AREFEMLHE OAuth 2.0 EF iR, Amazon CLIEXEZER |, &
£ Amazon |IAM Identity Center OIDC APl 2%, XEEMNE i AEA BN &4 RIENR
g, FAZXZEN OAuth 2.0 BFREVARI S , FEMRER , EURERFH . A5, &
TR o LA A i E 5 A R A P iR 2 OAuth 2.0 R BI IR |, 640 IAM Identity Center ££RX Y
APl in R, BL OAuth 2.0 RFERMRIF I , RIFTHNERAFGHERK , AR TEAFHE GBS
HA 5 4 BT R 1 18] 5 R

EXENERT

OAuth 2.0 EZRAERH T FRINR FRE , UXBERE K , ARETUZEELR TFRENN
B RFRERENABRFRIGRTEBNIGRN. IAM Identity Center B I XIFUL TR FRE,

REENERT

IAM Identity Center B 873 OAuth 2.0 8% BB T (RFC 8628) KIE5 M7, OIDC RS A iF R

BFIMA OAuth BFis , HERARBERNERFRELK GRS , LAiAE 32 IAM Identity Center 41

H AP, EFEALIZETF , NARFSMER IAM Identity Center OIDC RESEM A HF ik, MARE
FiEftiE , OIDC RSN NARFREMEFR ID MEFHZY , EUUFEAXEEF T ID MEF K
FABTRERNEBETFERTE,

MRNARFEREZFTRAZRFPHVER , ©2M OIDC RFREBFERUABHEZRN LIFREIR
B 36UF URL MR & AMB. B IAM Identity Center SR RIFMAFEEFALIEZRE , HABRF
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A BAE R AV ERAE,

OIDC BREFFimfERA OAuth 2.0 (RFC 6749) 5 3.3 TTHHE UK scope ERIEBEERN H RIS HEER

BRLE 5 R AR . S i E 5 hEXBREERERE T WL RBEER T HRZARP AR ( 50 1AM Identity
Center S£HIARSS API ) BY AT Ao

HiERTRTEEN , B8&RZSATLIEE 25 MNEE,

SEM A HE IR |, 1AM Identity Center OIDC BRES X #ZFH 15 RISEE
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BHRZULUEE 10 MIESHAME , FHEANS IAM Identity Center #EEM , At , &
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R 1AM Identity Center AR THEMER , MZTEEL4 IAM Identity Center R |, %iFRK
FEW. ERNHFLEESFEASHH#ITRIR , BALURN JTI F8#, 1AM Identity Center AIR1E T
R |, B IE DS ER
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KA EZRNME] IAM Identity Center
BHAeE, IETHRRMERE
Amazon fRFEFIEH HI,

R’ Amazon BRSEENERATET
BRITE,
REAGETERRHENES
BREWETHEAME , IAM Identity Center EXE R, S & IdP ( AIESHEATE ) EEANNARRF
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AESEREATERTHSE., XESENE IAM Identity Center £ SRR, XFEEES
R1HPZEENRMRITENEN , UK 5% Amazon BREX MR TREE,

AETHREAAEEEMRNTHARE Aud FHE , IRB\ZSEME Amazon BRSEMH. EIRE
E , BRRAGTERTEEER,

Z{AI[E IAM Identity Center 2| & RN AE TR H &

EREZREEAMNALH | S H IAM Identity Center BE A H1T. MREE IAM Identity Center
BEEA , WAIEZRERABNAL AP ERAIERERAE,

E @ IAM Identity Center 2 & &R MAETEXSE

1.

2
3
4.
5

FTFF 1AM Identity Center 2 &I A

ERRE.

FRENEL , EEHFHRILETF,

EAETHABET , ERCETNETHERAE.
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BRAESIRETE.
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10MRAFBNGRIAMBERVNARFERR , #UB0HRNARFR X 1E KM L R,

MAFN ST, RREBTHREUAREMSHICREZRSNARFN BERM CloudTrail E4H,
ERXEEENEGAFRNENARFTR.

E |AM Identity Center iE$

IAM Identity Center £ FHiE 7 IAM Identity Center RGN AR F RS IBERS 2 W ZE I SAML 51
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i = Z0ENAG EERRS R BR K B
Account 1 Emergency Emergency arn:aws:iam::aws:p
Access_Ops Access_Role1_Ops olicy/job-function/

SystemAdministrator

Account 2 Emergency Emergency arn: aws: iam:: aws:
Access_RO Access_Role2_RO policy/ ReadOnlyA
ccess
Account 2 Emergency Emergency arn:aws:iam::aws:p
Access_Ops Access_Role2_Ops olicy/job-function/

SystemAdministrator

K215 E K Emergency IdP AssumeRole ATk F
Access_Role1_RO R AERIR
Emergency

Access_Role1_Ops

Emergency
Access_Role2 RO

Emergency
Access_Role2_Ops

FEHMEITRP  E2FRAKFIERNAEACNRANMNREACG, XEACRETEN P, B 7
SHREACEMRBIEMBTNEEENATFTRAR, THERAE Account 1 R Account 2 FEXTRIKY
RiEMREAR, W FIEAZKF 1, EmergencyAccess_RO BBEFTHEZEZ2 LMK HH
EmergencyAccess_Rolel_RO A, ZREE T TEAZEKSF R RNREACSHENERHEA
B2 ENELEEER,
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MNBYERITUATHEEBERE,
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2. AP @I AYEERIFE G RMAESR | Flins Faf4iER. Slack BERHEMERXMNIEE,
3.RIMBIZERVRANAFRER AP , ERE2HEKF,  AERFEREEZ2HRKFHERANA

&, Blxtae TN ESEakrAe Bk EENEN TEASKS hEEaE,
REEEEE

® & Amazon Health Dashboard SA#g1A IAM Identity Center [REHETIRR AR IRE ., EMEEFER
£, BRITUTH R,

1. Z |AM Identity Center [RFHVRSBIRE R ZRFZETEEG , EF IAM Identity Center,

2. WRE R LA Th & % IAM Identity Center , EEHE G R A S IAM Identity Center AT, ERIX
L X5 H A Amazon Web Services 518 [ E & % IAM Identity Center,

3. FAERSLRAFEHE , £ IdP HER IdP R S RIENARERF. RINEBUWEETHENITI
5.

4. M |dP I E 25 R A MIBRFIE A P

BHERBRACEMRENFENZBDHRITIERE , BREEA.
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2. % Okta EEREFIAHPHWNARERFT , EENARER,
3. EENKNARFER. BRHEEFE Amazon tkFEBRE SR, REEFRRMER,

4. RBUMAHN Amazon KBS B HIKIEAE SAML 2.0 L E | iRBS Amazon Nt {TERE
IAM Bx& B3 11,

5. EEFRIVETF L | %8 SAML 2.0 AW AARERGNAGERENRE, AFBFNEABH
RT EB BRI,

Group Filter raws\#\S+H\#(A{role}}[ w\—]+)\#(?{d+)$
Role Value Pattern arn:aws:iam::aml~

provider/Okta,arn:aws:iam::${accountid}:role/${role}

ELEF , role ZTEFATENZIFRIKFPFHNEIIREARG, N, WREE
Amazon Web Services i 123456789012 F#I2# T EmergencyAccess_Rolel_RO
A (MMMHRPAR )  HESWAREREN LEPAREE , WERHNAEZHRRHN
aws#EmergencyAccess_Rolel_RO#123456789012,

6. EZKBEZ (0, Active Directory FHIE R ) 1 , QIBZRHRAHIEER FRBH (HlW
aws#EmergencyAccess_Rolel_RO#123456789012 ) ., ERAIMAENTEN B A F 2B
EiZ4A,

7. BEEIFMEKSF  BEEENEERE  ZERBREEPHBRABEZESHEACHENNER,
LA 2M 0%l EmergencyAccess_Rolel_RO BB EEXNEERBEHN RHIEG, ~AESL
MR ES AR, KPP AABS TRHHESK,,

"Version": "2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Principal":{
"Federated":"arn:aws:iam::123456789012:saml-provider/Okta"

},

"Action":[
"sts:AssumeRoleWithSAML",
"sts:SetSourceldentity",
"sts:TagSession"

1,

"Condition":{
"StringEquals":{
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"SAML:aud":"https:~/~/signin.aws.amazon.com/saml"

}

8. LAT2MKMZEl EmergencyAccess_Rolel_RO AEHNNRREHN RHIED, REIESN WfiE
TESAG, KFFARS TRPNESKS,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"sts:AssumeRole",
"Resource": [
"arn:aws:iam::<account 1>:role/EmergencyAccess_R0O",
"arn:aws:iam::<account 2>:role/EmergencyAccess_R0O"
]
}
]
}

9. EIkAEK,L K BEBENEFERRE., LT 2 NE EmergencyAccess_RO BBHEER

B REES, EAFH | KFP 123456789012 B ESiFRIK, ., AXxiHEA |, iH5HE {ai&it
Z2/A6, kP MAMRS TERBHNIEATEKF,
{

"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :123456789012:root"
1
"Action":"sts:AssumeRole"
}
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HEnZ 1AM SRR EBHERE T SO EE (IAM policy). MMEIERNKEHIERE T RR X
B, IAM Identity Center R XZFE T 7 AV KEE (IAM KBE),
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- ET5MHHKREE (1AM KB )
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HETB5HHER (IAM KR )
AT LA 1AM B RMAR, Flin | AT SR IT AT IRME -
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BB P R BREY A BR SR B [8)1% FB P2 42 F % 00 1AM Identity Center &5R ( Bl AT ) IR,

- AASKMNRER (RTEKSNR) - SALE IAM e NET S H0NRER , URTE
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BXREAR IAM EZERNBRNESFELR , H25H IAM BFERERRNIERINREE,

DTFRBRRENAFRTFRRUZEITU List FFAWAIERE. XEBREZ T T HX IAM Identity
Center BIR ( MINARFEHIHNBRES ) WEE. HEE , Resource TEHRWBESRF () RTINS
ZIk A FTE 1AM Identity Center & IRFITIRAE,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"sso:List*",
"Resource":"*"
}
]
}
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/A Important
BMNBWEBEAREATNEMESR , XEFBHE T EE IAM Identity Center BIR TG RIFE
ABESMET, BXREZEE | HSHEE |IAM Identity Center FRE 17 B X PR BER

REFNENMBDBEATAR

. BEMER B
« {EF IAM Identity Center 2| & Fr R BR

B E X R R

&R 4 ?zd TEEBENXN IAM policy WERABITRE, XLERFARBRETIHNER , FEEEXHK
nHR, FRANFEAET ORI  BLFEEREGNRNEAK, HR , LFREMMEIE4K, @
IAM ﬁ@ﬁﬁﬂ%?%ﬁﬂ’]ﬂl‘ﬁ%%)‘ ZABNWETREPIFRN EAFRENE. ERIUE IAM A
SIRETSONRBFFEMMIAS., AF/HAE, HEE IAM Identity Center I E N FREERT |
1838 ] LA X L SR BE B A T IAM Identity Center AP,

=]

(® Note
EAENIMEQEREAEAXE RS , HEREEFMRPHEXERB ZNHER (&
FinE” ) MAE (“ELFE” ) MLAG BRUE IAM XRENEZEFEE , BSHE IAM AF
R HYER IAM policy simulator Uik IAM SR,

| 1: RERFESE |IAM Identity Center

2 . AR Amazon Web Services Ik £ IAM & 14 /0 B AR
« 3 3 RFAFEE IAM ldentity Center Y R AR F

| 4 : RFFAFEE |dentity Center B XK AP A

w1 RFAFER IAM Identity Center

AT PREERE [0 FH P 4R F RiEEABR |, AMEM1 T LAEE |IAM Identity Center RELEMFIEIRERME X

1= /N0
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® Note

AEBNESE, EEFHRED , BRIABUEMSEA IAM Identity Center #ViewOnlyAccess

Amazon £ E KRE,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@o",

"Effect": "Allow",

"Action": [
"ds:DescribeDirectories",
"ds:DescribeTrusts",
"iam:ListPolicies",
"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

ListParents",

ListChildren",

ListAccounts",

ListRoots",
ListAccountsForParent",
ListOrganizationalUnitsForParent",

sso:ListManagedPoliciesInPermissionSet",
"sso:ListPermissionSetsProvisionedToAccount",
"sso:ListAccountAssignments",
"sso:ListAccountsForProvisionedPermissionSet",
"sso:ListPermissionSets",
"sso:DescribePermissionSet",
"sso:GetInlinePolicyForPermissionSet",
"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups"

]I

"Resource": "*"
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T~ 2 : AP Amazon Web Services 1K £ 1AM &9 O BB R

LT RERBEEEF AR RIEH Amazon Web Services K Bl 2,

"Version":
"Statement": [
{

"Effect":
"Action":
"sso:

SSO

"sso:

1,

"Resource":

"Sid":

"iam:
"iam:

]I

"Resource":

"Sid":

"iam
na
na
"iam
na
na

"2012-

sso:
"sso:
:DeleteAccountAssignment",
"sso:
sso:
"sso:
sso:

SSO:

iam:
:DeleteRolePolicy",
iam:
iam:
iam:
iam:

10-17",

"Allow",

[
AttachManagedPolicyToPermissionSet",
CreateAccountAssignment",
CreatePermissionSet",

DeleteInlinePolicyFromPermissionSet",
DeletePermissionSet",
DetachManagedPolicyFromPermissionSet",
ProvisionPermissionSet",
PutInlinePolicyToPermissionSet",
UpdatePermissionSet"

"y

"IAMListPermissions",
"Effect":
"Action":

"Allow",
[

ListRoles",
ListPolicies"

Wi n

"AccessToSSOProvisionedRoles",
"Effect":
"Action":

"Allow",
L

:AttachRolePolicy",
iam:

CreateRole",
DeleteRole",

DetachRolePolicy",
GetRole",
ListAttachedRolePolicies",
ListRolePolicies",

EE MBI REAIINER
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"iam:PutRolePolicy",
"iam:UpdateRole",
"iam:UpdateRoleDescription"

1,
"Resource": "arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"
.
{
"Effect": "Allow",
"Action": [
"iam:GetSAMLProvider"
1,
"Resource": "arn:aws:iam::*:saml-provider/AWSSSO_*_DO_NOT_DELETE"
}
]
}
(® Note

F” "Sid": "AccessToSSOProvisiondRoles" #% T3IHA"Sid":
"IAMListPermissions"H X R{X A T 7 BEB1E Amazon Organizations B~ H
BIEES., EELEERT , BAEEEEERM iam: UpdateSAMLProvider ZiXL£EB5

w3 RFAFEE IAM Identity Center YR AR

AT PR R F AR A A EEMEE IAM Identity Center YN FATEF , 2% IAM Identity
Center B & TEKH SaaS NHERF.

(® Note

EENARFNARPNAPREEUT KRB ROIRFERARN sso:AssociateProfile #1E,
Bk AP ERANENRED Amazon Web Services Ik EoBAF A, MR AP SN
£ 1AM Identity Center & Amazon Web Services K HER , # EEEEENRER
EWRER , ESE R 2 . AFFAF Amazon Web Services i 72 IAM § 5O EEXER,

BZE 2020 F10 A , HEPFSBREREET Amazon 2HI B #1T. LWREIRMISIFREICERE , it
Pk, RBMMER  XERESRHIPEHEHTHRBERR.

{
"Version": "2012-10-17",
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"Statement":

{

"Effect":
"Action":

1,

L

"sso:

SSO

SSO

SSO

SSO

"sso:

"sso:

"sso:
"sso-
"sso-
"sso-
"sso-
"sso-

SSO:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:
Sso:

Sso:
"sso:
Sso:

Sso:
"sso:
Sso:
"sso:
Sso:

"Allow",

[
AssociateProfile",
CreateApplicationInstance",
ImportApplicationInstanceServiceProviderMetadata",
DeleteApplicationInstance",

:DeleteProfile",
"sso:

DisassociateProfile",
GetApplicationTemplate",
UpdateApplicationInstanceServiceProviderConfiguration",

:UpdateApplicationInstanceDisplayData",
"sso:

DeleteManagedApplicationInstance",
UpdateApplicationInstanceStatus",
GetManagedApplicationInstance",

:UpdateManagedApplicationInstanceStatus",
"sso:

CreateManagedApplicationInstance",
UpdateApplicationInstanceSecurityConfiguration",
UpdateApplicationInstanceResponseConfiguration",

:GetApplicationInstance",
"sso:

CreateApplicationInstanceCertificate",
UpdateApplicationInstanceResponseSchemaConfiguration",
UpdateApplicationInstanceActiveCertificate",
DeleteApplicationInstanceCertificate",
ListApplicationInstanceCertificates",
ListApplicationTemplates",
ListApplications",
ListApplicationInstances",
ListDirectoryAssociations",

ListProfiles",

ListProfileAssociations",

ListInstances",

GetProfile",

GetSSOStatus",

GetSsoConfiguration",
directory:DescribeDirectory",
directory:DescribeUsers",
directory:ListMembersInGroup",
directory:SearchGroups",
directory:SearchUsers"

"Resource": "*"
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RAriEmE

]

w4 . RFAFEE Identity Center B XA A
LUR R BR RS R F AR LA o ¥F FH P 7E IAM Identity Center RE122, &EE., SHFMMBIERAFFMA,

FERELEERT , X IAM Identity Center P - MEAMN EEIENZ RIPRE, Hlan , ZHik#F Active
Directory S/l T Bai B A F B REREER & 0IR,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso-directory:ListGroupsForUser",
"sso-directory:DisableUser",
"sso-directory:EnableUser",
"sso-directory:SearchGroups",
"sso-directory:DeleteGroup",
"sso-directory:AddMemberToGroup",
"sso-directory:DescribeDirectory",
"sso-directory:UpdateUser",
"sso-directory:ListMembersInGroup",
"sso-directory:CreateUser",
"sso-directory:DescribeGroups",
"sso-directory:SearchUsers",
"sso:ListDirectoryAssociations",
"sso-directory:RemoveMemberFromGroup",
"sso-directory:DeleteUser",
"sso-directory:DescribeUsers",
"sso-directory:UpdateGroup",
"sso-directory:CreateGroup"

1,

"Resource": "*"
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{EF 1AM Identity Center 2| & Fr BRI R

RNTHERAFEBIEFER IAM Identity Center #2# & , FETANNR. MRLIZEH IAM policy Lt
FrENRENRE™ & , NG AT ERFEAZRBNAFNMEBIEZET. U TRO5IE TR IAM
Identity Center I8 P EERBRIETREZENNRE,

"Version": "2012-10-17",

"Statement":

{

"Effect":
"Action":

L

SSO

"sso:

"sso:

SSO

"sso:

SSO

"sso:

"sso:

"sso:

"sso:

Sso:
"sso:
Sso:
"sso:
Sso:

Sso:
"sso:

SSO:

Sso:
"sso:

Sso:
"sso:
Sso:

SSO:

Sso:
"sso:
Sso:

Sso:
"sso:
Sso:

"Allow",
[

:DescribeAccountAssignmentCreationStatus",

DescribeAccountAssignmentDeletionStatus",
DescribePermissionSet",
DescribePermissionSetProvisioningStatus",
DescribePermissionsPolicies",
DescribeRegisteredRegions",
GetApplicationInstance",
GetApplicationTemplate",
GetInlinePolicyForPermissionSet",
GetManagedApplicationInstance",

:GetMfaDeviceManagementForDirectory",
"sso:

GetPermissionSet",
GetPermissionsPolicy",
GetProfile",
GetSharedSsoConfiguration",
GetSsoConfiguration",

:GetSSOStatus",

GetTrust",
ListAccountAssignmentCreationStatus",
ListAccountAssignmentDeletionStatus",
ListAccountAssignments",
ListAccountsForProvisionedPermissionSet",
ListApplicationInstanceCertificates",
ListApplicationInstances",
ListApplications",
ListApplicationTemplates",
ListDirectoryAssociations",
ListInstances",
ListManagedPoliciesInPermissionSet",
ListPermissionSetProvisioningStatus",
ListPermissionSets",
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"sso:ListPermissionSetsProvisionedToAccount",
"sso:ListProfileAssociations",
"sso:ListProfiles",
"sso:ListTagsForResource",
"sso-directory:DescribeDirectory",
"sso-directory:DescribeGroups",
"sso-directory:DescribeUsers",
"sso-directory:ListGroupsForUser",
"sso-directory:ListMembersInGroup",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers"

1,

"Resource": "*"

Amazon IAM B3RO FEE R

EoE IAM FF EE RN SN AN REEIIFIENNR , EEREMTWAIR, BEHREA ,
EOLAEF Amazon BE R, XLERBEEEFENEARA , JEZE Amazon Web Services i A
A, BXx Amazon FEEXBNWEZFEER , B5H (IAM AF#ERE) B8 Amazon T E KR,

Amazon fRF 41 FMIE#T Amazon FEE R, BT EEN Amazon EEXBPHNR. BRFEBRE
[ Amazon EE R RKERMBAARAZFHINEE, EEHSHWMMKBENMESH (AR, 4
MAR)., YEIFDERFRETHN , RERETELEH Amazon FEXKE. RSTaM
Amazon EERBEHPBRNIE , B REEFRTLBIRENINENE,

Bt |, & Amazon XHBEZ MRS TEREENIEE R, #l%0 , ReadOnlyAccess Amazon & &
B MEXIFTE Amazon BRI BR RN RiERHENR. HRS B3 —FHEER , Amazon S AFERE
MBFRMRENR, BRITERERBENSIRMEA , FSH (IAM BFER) BPER T IER
BERY Amazon FEE K

FHBZEM identitystore-auth TR T AVESIHAMERAS 2 FHHFRIE. LHEEHHH
R AR RESE S E . SIEEEN IAM %R | B %7 identitystore-auth
BEA*, BRXERT Y NRERGE 2 E P RN G RE
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Amazon FEEHKBE : AWSSSOMasterAccountAdministrator

AWSSSOMasterAccountAdministrator REEE EHIBMHAMENERRME, ZBRERTHEE
Amazon IAM Identity Center EXE R TEACHNERA. BENBINHER , FIRRUHNRIEIRYESE
1, SAPTEL IAM Identity Center I B TheE AR BB A FTE R RE,

IBAT LU AWSSSOMasterAccountAdministrator REEKTIIE] IAM &4
FFAWSSSOMasterAccountAdministrator REEHI iNEI & 48t , BlRFEE Amazon IAM Identity
Center /BB, HAEIBEHZEFE A TLUE Amazon Organizations B~ MFrAE K &2 K~ 56 1AM
Identity Center, ZEAT LT EEFTA IAM Identity Center #24E , @3E 8|2 IAM Identity Center
B, AR, REMDENEESD, ZREAETUEEAD Amazon AR 5K R SEFI{LX LS E
FH £ Amazon Directory Service ¥£& B 5 IAM Identity Center Z B E#E, MEEFNEEINEN L
L, KFEEREANEIREBXENR,

R 74
LR RIFRHNVNRED NS MED

« AWSSSOMasterAccountAdministrator—— i IAM Identity Center fF a5 & 7y
AWSServiceRoleforSSO B RS A& B15i% 45 IAM Identity Center , AMEFRE LR AZAR®H
RFAMMNHITERE. SPMABRARFZIEE A IAM Identity Center B , X2 S EMN, BXEZE
S, B REEXNKFEMNE Amazon Web Services o

« AWSSSOMemberAccountAdministrator— f¥F IAM Identity Center £ Z K
Amazon SMEFHITIKFEBRBE. BXESELR , 5 HAmazon FEE KR
AWSSSOMemberAccountAdministrator,

- AWSSSOManageDelegatedAdministrator——7iF IAM Identity Center J9 #8940 £25F Mt M EUH
AMEREER,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AWSSSOCreateSLR",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/sso.amazonaws.com/
AWSServiceRoleForSS0",

"Condition": {
"StringlLike": {
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RAriEmE

"iam:AWSServiceName": "sso.amazonaws.com"

"Sid":"AWSSSOMasterAccountAdministrator",

"Effect":"Allow",

"Action":"iam:PassRole",

"Resource":"arn:aws:iam::*:role/aws-service-role/sso.amazonaws

AWSServiceRoleForSS0",
"Condition":{

"StringlLike":{

"iam:PassedToService":"sso.amazonaws.com"

"Sid" :"AWSSSOMemberAccountAdministrator",

"Effect":"Allow",
"Action":[

"ds:DescribeTrusts",
"ds:UnauthorizeApplication",
"ds:DescribeDirectories",

"ds:AuthorizeApplication",
"iam:ListPolicies",

"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

"sso:*",

"sso-directory:
"identitystore:
"identitystore-

EnableAWSServiceAccess",
ListRoots",

ListAccounts",
ListOrganizationalUnitsForParent",
ListAccountsForParent",
DescribeOrganization",
ListChildren",

DescribeAccount",

ListParents",
ListDelegatedAdministrators",

auth:*",

"ds:CreateAlias",

"access-analyzer:ValidatePolicy"

1,

"Resource":"*"

iy

.com/

Amazon £ & F
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{

"Sid": "AWSSSOManageDelegatedAdministrator",

"Effect": "Allow",

"Action": [
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "sso.amazonaws.com"

}
}

}

]
}
BRI RIEHEMER

BOXJS A 1AM Identity Center Bt , IAM Identity Center %5 £ % Amazon Organizations B2 ( LA
BN EKF ) PEIE— MRS KEAR |, X#E 1AM Identity Center i AJ A B IRIEMK -~ R FR. 7R
ERIRER iam:CreateServicelLinkedRole M iam:PassRole , LA T A BRI Ro

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AWSSSOCreateSLR",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/sso.amazonaws.com/
AWSServiceRoleForSS0",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "sso.amazonaws.com"

"Sid":"AWSSSOMasterAccountAdministrator",
"Effect":"Allow",

"Action":"iam:PassRole",
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"Resource":"arn:aws:iam::*:role/aws-service-role/sso.amazonaws.com/
AWSServiceRoleForSS0",
"Condition":{
"StringlLike":{
"iam:PassedToService":"sso.amazonaws.com"

}

iy

Amazon IEE X : AWSSSOMemberAccountAdministrator

AWSSSOMemberAccountAdministrator KREEE FHEIBMFTENEEIRE, ZEBKER TIT IAM
Identity Center BB R TEA RN T4, EENBNHEE  FIRENREIRELESR , LUTE IAM
Identity Center NI B ThRE A R B B PR B VIR 1E,

BT LU AWSSSOMemberAccountAdministrator REEKIIE] IAM B3
FAWSSSOMemberAccountAdministratorREEHI NZEI & a7 , BIRFEE Amazon IAM Identity
Center &R, HBEMBEMNZEIT AT LLE Amazon Organizations B 2K/ M FrA K R K F 158
IAM Identity Center, ZEA AL EEFAE IAM Identity Center I£4E , BIECIEAF. NEREM
PENBEN. BREAETIEEAN Amazon HLRK R K P SRFl{LiX L5 B , H1E Amazon Directory
Service ¥£& B %M IAM Identity Center Z B2 EE, BMETNEEINEN LM , kR EER B3RS
X LERPR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSSSOMemberAccountAdministrator",
"Effect": "Allow",
"Action": [
"ds:DescribeDirectories",
"ds:AuthorizeApplication",
"ds:UnauthorizeApplication",
"ds:DescribeTrusts",
"iam:ListPolicies",
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization",
"organizations:DescribeAccount",
"organizations:ListRoots",
"organizations:ListAccounts",
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1,

"Resource": "*"
I
{

"Sid": "AWSSSOManageDelegatedAdministrator",

"Effect": "Allow",

"Action": [
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"

1,

"Resource": "*",

"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": "sso.amazonaws.com"
}
}
}
BXRIIERBHHEMES

"organizations:ListAccountsForParent",
"organizations:ListParents",
"organizations:ListChildren",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListDelegatedAdministrators",
"sso:*",

"sso-directory:*",

"identitystore:*",

"identitystore-auth:*",

"ds:CreateAlias",
"access-analyzer:ValidatePolicy"

IAM Identity Center B R B2 H Identity Center B &% (sso B ) #FMAF., AMNFG, kFE
BERAGSEUTRENNR :

"sso:*"

* "sso-directory:*"

IAM Identity Center B A FZE X LL T Amazon Directory Service REMNBRXR T BEMIT A EES

"ds:DescribeTrusts"

Amazon £ & F
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* "ds:UnauthorizeApplication"
* "ds:DescribeDirectories"
* "ds:AuthorizeApplication"

» “ds:CreateAlias”

XL R 27 IAM Identity Center EXERIRBINEBZHEENARR , WMEAUNEIRENS
IAM Identity Center —E2 A, BXBMREMNEZEER , iS5 Amazon Directory Service API X
R : B, BRENZHESE,

IAM Identity Center £/ IAM ZKB&[E IAM Identity Center FAF B F PR, IAM Identity Center EIE 5
BB PREE I [ EL B iR RE . IAM Identity Center B3 B A ERF HIM B KRG , LUE AT AT LUE RSN
MERBSMHMNEECRLEHRANRE—EERA, ERETLMIENR , IAM Identity Center ‘&2
RAMIERIZIT IAM Access Analyzer SREEIIIE,

 "iam:ListPolicies"

* "access-analyzer:ValidatePolicy"

IAM Identity Center B2 f EEHR15E LA T Amazon Organizations VEF RENIT A EES :

* "organizations:EnableAWSServiceAccess"

* "organizations:ListRoots"

* "organizations:ListAccounts"

* "organizations:ListOrganizationalUnitsForParent"
* "organizations:ListAccountsForParent"

* "organizations:DescribeOrganization"

« "organizations:ListChildren"

* "organizations:DescribeAccount"

* "organizations:ListParents"

* "organizations:ListDelegatedAdministrators"

* "organizations:RegisterDelegatedAdministrator"

* "organizations:DeregisterDelegatedAdministrator"
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
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XL PRBE IAM Identity Center B R BEB FEAELR TR ( K/ ) KIMITEZA IAM Identity Center &
BES , TR :

REIE THRANE=E K,
REIETHERAWE A K,
7K S A Amazon ARSI AR
RENEEEREER

BXBES IAM Identity Center FAZEREEINEZFER , HSH ZREE. BXNRXLERR
BT EZ{EE Amazon Organizations , 2R 5 E b Amazon Bk Amazon Organizations — 2 f&f
Ho

Amazon £E XK : AWSSSODirectoryAdministrator
IBA LU AWSSSODirectoryAdministrator REEKINE] IAM B4,

LR BEIR FX IAM Identity Center AR MIA RN EENPR, B bnit K EEH £ &7 LAXT IAM Identity Center
RAPMARTEAERH. TENRBRERT HERBEFHNNE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSSSODirectoryAdministrator",
"Effect": "Allow",
"Action": [
"sso-directory:*",
"identitystore:*",
"identitystore-auth:*",
"sso:ListDirectoryAssociations"
1,
"Resource": "*"
}
]
}

Amazon ¥EE XK : AWSSSOReadOnly

& T LA AWSSSOReadOnly SKEEHIANE IAM B 17
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IR F RIENRER , RAFAFEE IAM Identity Center FHER . MMLEFEBNEET EEEZEESR

IAM Identity Center FA PS040, BNl REEH T ETE IAM Identity Center R AT EH, fl0
BEXENRNEMATLAESE IAM Identity Center iR , ELEEREMIKEE, TANKRBRER

THEBREHANAR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSSSOReadOnly",

"Effect": "Allow",

"Action": [
"ds:DescribeDirectories",
"ds:DescribeTrusts",
"iam:ListPolicies",
"organizations:DescribeOrganization",
"organizations:DescribeAccount",
"organizations:ListParents",
"organizations:ListChildren",
"organizations:ListAccounts"”,
"organizations:ListRoots",
"organizations:ListAccountsForParent",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListDelegatedAdministrators",
"sso:Describe*",
"sso:Get*",
"sso:List*",
"sso:Search*",
"sso-directory:DescribeDirectory",
"access-analyzer:ValidatePolicy"

1,

"Resource": "*"

Amazon £EE XK : AWSSSODirectoryReadOnly
& LA AWSSSODirectoryReadOnly REEHANZE] IAM B 15,

LEREEIR T RIEMNR , RFAFEE IAM Identity Center FHAF A, MMERBEHEARTEIER
IAM Identity Center 2Bt XPRE. NABRFIHRE. MiMLREH EMAETET IAM Identity Center Ff
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BHATEREH. il , EEXENRNEATLAESF IAM Identity Center A F
APEMRSE MFA 8%, TENRKBRERTHREFHANAS,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSSSODirectoryReadOnly",

"Effect": "Allow",

"Action": [
"sso-directory:
"sso-directory:
"sso-directory:
"sso-directory:
"identitystore:
"identitystore:

"identitystore-
"identitystore-

1,

"Resource": "*"

Search*",

Describe*",

List*",

Get*",

Describe*",

List*",
auth:ListSessions",
auth:BatchGetSession"

Amazon FEEFKEE : AWSIdentitySyncFullAccess

IBAT LU AWSIdentitySyncFullAccess REEKINE] IAM &3

, BT EE M

B At RS EARBETEHRNR , TUGZNBBRESEEXH., REALSEEXHSES BIRKEK
HEH. QE. FHMBEREDS RIEFRG AR B TFEILRD,

RERFMER

R B2 FE 5 E Active Directory B HI A TR,

* ds:AuthorizeApplication

PR,

* ds:UnauthorizeApplication
B A% PR

THHRBERERT HRBFHANRNE.

AU SRRSERSIEEXHEIETR TN NRAREFITF

AW F RS ERESEE 4R ERERE PR RN NARFN T
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ds:AuthorizeApplication",
"ds:UnauthorizeApplication"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"identity-sync:DeleteSyncProfile",
"identity-sync:CreateSyncProfile",
"identity-sync:GetSyncProfile",
"identity-sync:StartSync",
"identity-sync:StopSync",
"identity-sync:CreateSyncFilter",
"identity-sync:DeleteSyncFilter",
"identity-sync:ListSyncFilters",
"identity-sync:CreateSyncTarget",
"identity-sync:DeleteSyncTarget",
"identity-sync:GetSyncTarget",
"identity-sync:UpdateSyncTarget"

1,

"Resource": "*"

Amazon ¥EE KR : AWSIdentitySyncReadOnlyAccess
B LA AWSIdentitySyncReadOnlyAccess SREEHINE] IAM 513,

BRERTRENR , AFAFERERXGARSEENH. MAEFANMBIFRENES . MR
NEATENRLSRERITEMEH. Sl , EEXENBRHNEATUEESHNELRE , BREENK
EMEEXHFRIFEFAE, TEHNKBRERT KEREFHNAR.

"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [
"identity-sync:GetSyncProfile",
"identity-sync:ListSyncFilters",
"identity-sync:GetSyncTarget",

1,

"Resource": "*"

Amazon £EE XK : AWSSSOServiceRolePolicy
IEAR T LU AWSSSOServiceRolePolicy REEMIMNEE IAM & 15,

LLSRBEKT MBI RS MEX AR , AiF IAM Identity Center ZRFEFIMITHERF EE L IBEFG

B A BRAV45E Amazon Web Services Il FiF.  Amazon Organizations/@ A IAM & , FE4ALR
Amazon Web Services Ik WHAIBEXEH IR - NSRS ERWAER, |IAM Identity Center &
ERERMEENAHLNENKFPRIRMERENRSHEXAR, ABAN IAM Identity Center X
REBFRBNEKFHRER. EENACHOIENIRSHEXAE Amazon Web Services K~ #B# an
FAWSServiceRoleForSS0. BXxEZEE , HSREA IAM Identity Center RS <A,

Amazon I E KB : AWSIAMIdentityCenterAllowListForldentityContext

£ IAM Identity Center &3 L T X FRIEBEHEBR , Amazon Security Token Service (Amazon STS) &
H3FAWSIAMIdentityCenterAllowListForIdentityContext K& MBI ZAE,

L REE R T HEXIFE IAM Identity Center &7 £ T X HIBENSEER AE S OERR |, PR
BRETIR, Ft ETFTXXHEANAEMREESRHEELL, 540 L TX#N ProvidedContext &
B, TEHNRBRERT HREFHENRNS,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "TrustedIdentityPropagation",

"Effect": "Deny",

"NotAction": [
"athena:BatchGetNamedQuery",
"athena:BatchGetPreparedStatement",
"athena:BatchGetQueryExecution",
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"athena:CreateNamedQuery",
"athena:CreatePreparedStatement”,
"athena:DeleteNamedQuery",
"athena:DeletePreparedStatement”,
"athena:GetNamedQuery",
"athena:GetPreparedStatement",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryResultsStream",
"athena:GetQueryRuntimeStatistics",
"athena:GetWorkGroup",
"athena:ListNamedQueries",
"athena:ListPreparedStatements",
"athena:ListQueryExecutions",
"athena:StartQueryExecution",
"athena:StopQueryExecution",
"athena:UpdateNamedQuery",
"athena:UpdatePreparedStatement",
"athena:GetDatabase",
"athena:GetDataCatalog",
"athena:GetTableMetadata",
"athena:ListDatabases",
"athena:ListDataCatalogs",
"athena:ListTableMetadata",
"athena:ListWorkGroups",
"elasticmapreduce:GetClusterSessionCredentials",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetTable",
"glue:GetTables",
"glue:GetTableVersions",
"glue:GetPartition",
"glue:GetPartitions",
"glue:BatchGetPartition",
"glue:GetColumnStatisticsForPartition",
"glue:GetColumnStatisticsForTable",
"glue:SearchTables",
"glue:CreateDatabase",
"glue:UpdateDatabase",
"glue:DeleteDatabase",
"glue:CreateTable",
"glue:DeleteTable",
"glue:BatchDeleteTable",
"glue:UpdateTable",
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"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

1,

"Resource'

BatchCreatePartition",
CreatePartition",
DeletePartition",
BatchDeletePartition",
UpdatePartition",
BatchUpdatePartition",

DeleteColumnStatisticsForPartition",

DeleteColumnStatisticsForTable",

UpdateColumnStatisticsForPartition",

UpdateColumnStatisticsForTable",
"lakeformation:GetDataAccess",

"s3:GetAccessGrantsInstanceForPrefix",
"s3:GetDataAccess"

Te Hxn

IAM B3 503 Amazon IEE KB B

TRIERT BIZRESFARBERXEEHREEKXS IAM Identity Center Amazon £ E RN EH ., AKXt
MHEXRNBEZIRT , HiTH 1AM Identity Center XA icZ R E LA RSS Ko

B

AWSIAMIdentityCenterAllowLi

DU

stForldentityContext

AWSIAMIdentityCenterAllowLi

LR BEIMIE BHE s3: GetAcc

essGrantsInstanceF

orPrefix #l

s3:GetDat

aAccess #&1E.

stForldentityContext

AWSSSODirectoryReadOnly

BEERBEIR A T =

X TE 1AM

Identity Center &3 £ T X

BHENAGER

W, A VAR

1= & H1E %
(EIE S

LRI EREER/HNR

WA ZEE identitys

tore-auth

HARELE

, AR VR 5

B

2023 £ 11 A 26 H

2023 11 A 15 H

20232 H21H

Amazon £ & F

286



Amazon |IAM ldentity Center

RAriEmE

EK

AWSSSOServiceRolePolicy

AWSSSOMasterAccoun
tAdministrator

AWSSSOMemberAccoun
tAdministrator

AWSSSODirectoryAdm
inistrator

AWSSSOMasterAccoun
tAdministrator

DU

LRI E AT EE K #
1T UpdateSAMLProvider
B’IE,

R EITIEEBTFHINR
A ZEE identitys
tore-auth |, LAY EER

BI| 5 A BR A P Y 2

RN EDIEEEFHNE
A ZEE identitys
tore-auth |, AAYEER

5 A ER A PR 21

LRI EBIEEBHNR
W& ZEE identitys
tore-auth |, UAGFEER

51| H A BR A P Y 2

RN SIERN
EListDelegatedAdmin
istrators AXBR Amazon
Organizations. LtEREEI
EEBIENR AWSSSOMan
ageDelegatedAdmini
strator ¥&% , HHPEHER
A RegisterDelegatedA
dministrator #

DeregisterDelegate
dAdministrator MY
BRo

B

2022 £10 A 20 H

2022 £10 A 20 H

2022 £10 A 20 H

2022 £10 A 20 H

20228 A 16 H
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RAriEmE

EK

AWSSSOMemberAccoun
tAdministrator

AWSSSOReadOnly

AWSSSOServiceRolePolicy

AWSSSOServiceRolePolicy

DU

LRSI L B IERTRY
EListDelegatedAdmin
istrators AfXBR Amazon
Organizations. ItZRE&I
R BN AWSSSOMan
ageDelegatedAdmini
strator &, HHEHER
A RegisterDelegatedA
dministrator #

DeregisterDelegate
dAdministrator MR
BRo

LRI EITETE ListDeleg
atedAdministrators
# 8 A Amazon Organizations

HYFT A PR o

LRI SRR A

DeleteRolePermissi

onsBoundary #l

PutRolePermisionsB
oundary MR,

WRBIESEARTFRAA
Amazon OrganizationsH 9
ListAwWSServiceAcce

ssForOrganization

and ListDeleg
atedAdministrators

HYET AR

B
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https://docs.amazonaws.cn/IAM/latest/APIReference/API_PutRolePermissionsBoundary.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_PutRolePermissionsBoundary.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_ListAWSServiceAccessForOrganization.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_ListAWSServiceAccessForOrganization.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_ListDelegatedAdministrators.html
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RAriEmE

EK

AWSSSOMasterAccoun
tAdministrator

AWSSSOMemberAccoun
tAdministrator

AWSSSOReadOnly

AWSSSOMasterAccoun
tAdministrator

AWSSSOMemberAccoun
tAdministrator

AWSSSODirectoryAdm
inistrator

AWSSSODirectoryReadOnly

AWSlIdentitySyncFullAccess

DU

7 H0 1AM Access Analyzer X
R, A EAEAREREH
TRIE,

L REEIEARTAE IAM
Identity Center Identity Store
RS #1E.

& IAM Identity Center
Identity Store BRSSHF ] FH iR 1E
MES , B2 IAM Identity
Center Identity Store APl &
=

LRI R VFPE 1AM
Identity Center Identity Store
AR5 ] 1AE

LRI R FPE 1AM
Identity Center Identity Store
RS54,

LB IER FX IAM Identity
Center Identity Store BR$iE
BURER G RIINR. FE

T E A BR F BEM 1AM Identity
Center Identity Store FRE K &
BPRMAEER,

LR RV R 2 TR & B RS
R

B

20224 A28 H

20223 A29H

20223 AH29H

2022 3 A 29 H

2022 £ 3 A 29 H
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BX iR B
AWSIdentitySyncRea WEREERFRIENR , AFE 2022%F 3 A3 H
dOnlyAccess HEFFHRDSEE,
AWSSSOReadOnly WEBRBTRENE , AFE 2021 E8 A4 A
{52 & IAM Identity Center Bt
BiZE,
IAM Identity Center FABRE 1AM BB HOEFRRE 2021 £ 8 A4 A
R Amazon FEE RN E X,

f# M IAM Identity Center BIIRZ <A E

Amazon IAM Identity Center f8f Amazon Identity and Access Management (IAM) RS XA, R
SHEXACE —MMFREY IAM AE , BEEHEEE IAM Identity Center, E H 1AM Identity Center
MENL , BIEZBRSREKERAEHM Amazon REFAENFIENR. BEXELELR , BSHBEIHEX
Ak,

RFAERAEMFMEIRE IAM Identity Center TR EMABR S , ANEBEFEFHRMBENNE, IAM
Identity Center E X HRFZHEXAEHWNIR , BRIESEEN , EUIRE IAM Identity Center AJ LAEEH
A, EXHNRETEESTRBEMNRRE , M ENRREREM MEEMAET IAM E4,

BXXERSHEXAGHEMRSNES , FZH5 1AM SEEAAmazon S5 , AERRSEX
ABIPERANRNERS., BER , ARINEFTZRSHRSHAX A ST EEE,

IAM Identity Center BY AR5 485 A AR

IAM Identity Center £ & AWSServiceRoleForSSORNMRFHEXRAEBERTF IAM FHFLRKREBEE
Amazon BRHNRE , 2FE IAM B, KEFM SAML IdP,

AWSServiceRoleForSSO lRZSHXBEBEFEUTRERRAAZAE :

« IAM Identity Center

AWSServiceRoleForSSO RS 1H% A PR KB /2 1F IAM Identity Center X 3§ & “/aws-reserved/
sso.amazonaws.com/” E BZ MBI > WA BRI T®E | AWSReservedSSO

« iam:AttachRolePolicy
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Amazon |IAM ldentity Center

RAriEmE

« iam:CreateRole

iam:DeleteRole

iam:DeleteRolePermissionsBoundary

iam:DeleteRolePolicy

iam:DetachRolePolicy

iam:GetRole

iam:ListRolePolicies

iam:PutRolePolicy

iam:PutRolePermissionsBoundary

iam:ListAttachedRolePolicies

AWSServiceRoleForSSO AR < A B X PR KR 21T IAM Identity Center EB FRBIZR N “AWSSSO_”
B9 SAML 2475 ESER A TIRE

e iam:CreateSAMLProvider

e iam:GetSAMLProvider

« iam:UpdateSAMLProvider

e iam:DeleteSAMLProvider

AWSServiceRoleForSSO AR5 1< A BN PREKERE 21F IAM Identity Center EFFBHR E TR TR
£ -

organizations:
organizations:
organizations:
organizations:

organizations:

DescribeAccount
DescribeOrganization

ListAccounts
ListAwWSServiceAccessForOrganization

ListDelegatedAdministrators

AWSServiceRoleForSSO RS 1< A & BR K B /2 iF IAM Identity Center FEFFE IAM B (*) £/
AT R1E -

iam:listRoles
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AWSServiceRoleForSSO AR5 HE< A B BR KB /21F IAM Identity Center £ “arn: aws:: iam:: *: role/ /
sso.amazonaws.com/” EFERR LA T E4E : aws-service-roleAWSServiceRoleForSSO

e iam:GetServicelLinkedRoleDeletionStatus

e iam:DeleteServicelLinkedRole

AN PRER L IAM Identity Center X1 &R TR T R4E,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"IAMRoleProvisioningActions",
"Effect":"Allow",
"Action":[
"iam:AttachRolePolicy",
"iam:CreateRole",
"iam:DeleteRolePermissionsBoundary",
"iam:PutRolePermissionsBoundary",
"iam:PutRolePolicy",
"iam:UpdateRole",
"iam:UpdateRoleDescription",
"iam:UpdateAssumeRolePolicy"
1,
"Resource":[
"arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"
1,
"Condition":{
"StringNotEquals":{
"aws:PrincipalOrgMasterAccountId":"${aws:PrincipalAccount}"
}
}
b
{

"Sid":"IAMRoleReadActions",
"Effect":"Allow",
"Action":[
"iam:GetRole",
"iam:ListRoles"
1,

"Resource": [

"y
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]
I
{
"Sid":"IAMRoleCleanupActions",
"Effect":"Allow",
"Action":[
"iam:DeleteRole",
"iam:DeleteRolePolicy",
"iam:DetachRolePolicy",
"iam:ListRolePolicies",
"iam:ListAttachedRolePolicies"
1,
"Resource": [
"arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"
]
I
{

"Sid":"IAMSLRCleanupActions",
"Effect":"Allow",
"Action":[
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus",
"iam:DeleteRole",
"iam:GetRole"
1,
"Resource":[
"arn:aws:iam::*:role/aws-service-role/sso.amazonaws.com/
AWSServiceRoleForSSO"
]
I
{
"Sid": "IAMSAMLProviderCreationAction",
"Effect": "Allow",
"Action": [
"iam:CreateSAMLProvider"
1,
"Resource": [
"arn:aws:iam::*:saml-provider/AWSSSO_*"
1,
"Condition": {
"StringNotEquals": {
"aws:PrincipalOrgMasterAccountId": "${aws:PrincipalAccount}"
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}I

{
"Sid": "IAMSAMLProviderUpdateAction",

"Effect": "Allow",

"Action": [
"iam:UpdateSAMLProvider"

1,

"Resource": [
"arn:aws:iam::*:saml-provider/AWSSSO_*"

"Sid":"IAMSAMLProviderCleanupActions",

"Effect":"Allow",

"Action": [
"iam:DeleteSAMLProvider",
"iam:GetSAMLProvider"

1,

"Resource": [
"arn:aws:iam::*:saml-provider/AWSSSO_*"

"Effect":"Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListDelegatedAdministrators"

1,

"Resource": [

"

"Sid":"AllowUnauthAppForDirectory",

"Effect":"Allow",

"Action": [
"ds:UnauthorizeApplication"

]I

"Resource": [

"
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},
{
"Sid":"AllowDescribeForDirectory",
"Effect":"Allow",
"Action": [
"ds:DescribeDirectories",
"ds:DescribeTrusts"

1,

"Resource": [

i n

]

"Sid":"AllowDescribeAndListOperationsOnIdentitySource",

"Effect":"Allow",

"Action":[
"identitystore:DescribeUser",
"identitystore:DescribeGroup",
"identitystore:ListGroups",
"identitystore:ListUsers"

1,

"Resource": [

"

]

BYMEENR , £ IAM XSG (AR, AFNAR ) 012, FEIMBRRSHEXAG. BXESE
B, B2 (AM AFERE) PRRSHEXABNR,

7 1AM Identity Center I RZHXBE

BTEFHCERESHXA®, BAK , IAM Identity Center ¥4 Organizations 54243 (X §9 Fr A ik =
F Amazon Sl —PMNIRFHEXAE, IAM Identity Center E S TEBEE R INE BN A LN ZNIKF 4
BHENBRSHEXAR®, ABAY IAM Identity Center K ERETH B ENKF AR,

@ EEEW

o MRFEEFT Amazon Organizations BEEKS , MZK A HEAZLHERIHNAE , MT
ERSHEXAE, XA B ERRA R,
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« 4 |AM Identity Center £ Amazon Organizations B2 F° R ITIEM IAM B4ERT |, FRER
EERSGEF 1AM ERAMIE BT, X8, % CloudTrail BRI EEHEEEK S PHITT
FIERBRE X,

/A Important
WMREE 2017 £12 A7 BRABXIERSHAXBEZAER IAM S H GRS , BBA 1AM
Identity Center & 7E&HI K F #8132 % AWSServiceRoleForSSO Afe, ETHMEZER |, &
BN IAM KF R AE,

MREMBRT RS HEXACAEFTERTRCET , IAERARNREEENIK, hEMHCIZLLA
&

%%& |AM Identity Center RS HEX AR

IAM B3 0 R84 AWSServiceRoleForSSO lRESHEx A, BIEZRSHEXARE , BFE
EE&@@E’J%*"\ RAATeEZHL4s|HiZAR, BERUUER IAM REAGIER, BXEZE
, 55 (IAM AFER) PRNERERSHEXAE,

fHIBX IAM Identity Center HIERSHEX AR

BT EF oM BRZ AWSServiceRoleForSSO &, M Amazon AR FBERE , IAM | Amazon Web
Services K= dentity Center 2 BahEEERHA MNP MBRRFSHEXAE, Amazon Web Services K~

EIETLAER IAM #41&. 1AM CLI 5 IAM APl F3IBRIRSHEXE R, At , XMEFIHERERS
HEXABHER , RABTEFIIMER,

(® Note

tﬂ%&"""“‘ﬁﬂﬂﬂl‘?ﬁﬁﬁ'} IAM Identity Center fRFIEEFEAZAE , MIRBRATES KK, MR
REXMER , BES/LoBHEER,

T BRE I B9 1AM B 13 AR O R R AWSServiceRoleForSSO

1. BEBRRAPFMARRNERE &EBTFAENFE Amazon Web Services i HIFFE AP F4.
2. 5 Amazon Web Services ik P < EcrY il BRIFRE,
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£/ IAM FaRIRESHEXAE

A IAM #414& . IAM CLI 5 IAM API il Bx AWSServiceRoleForSSO REHEXx AR, BEXEZE
B, #ESL (AM BF1EmE) FHRIRESEXEE,

IAM Identity Center 2| & F1 API %X

A IAM Identity Center $2#| & API XIFRERN , KL SR API J A , BT AREFEH
AR API 21, MREIEH IAM Identity Center SEHIRTE 2023 & 11 A 15 BHH 2020 £ 10 A
15 B2 BiIZ2H , B SR T REEIEL AP RET LIRS BX L A B2 B A M IERHT API 12
(=

FB

- 2023 £ 11 B2 /5K API B1E

- 2020 10 B2 /a8 APl &1k

2023 £ 11 A2/ APl 1#E

RELERBEIELTIRE , 2023 £ 11 A 15 B 2B IE# 1AM Identity Center 2515 & B8t 5T
|B APl #24E, 2023 £ 11 A 15 B2 G EM 2SI AR HE API Z/EFE 1AM Identity Center 32 &1 &
TR

2023 £ 11 B 15 B2 RifE MMVl RERT 2023 £ 11 B 15 BZ/EEAN API R14E
AssociateProfile CreateApplicationAssignment

CreateManagedApplicationinstance | CreateApplication
CreateApplicationlnstance

CreateManagedApplicationlnstance PutApplicationAuthenticationMethod

DeleteApplicationinstance | DeleteMan DeleteApplication
agedApplicationIinstance

DeleteSSO Deletelnstance

DisassociateProfile DeleteApplicationAssignment
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2023 F 11 A 15 Bz el fE AAVIRH B BRAEBH
GetApplicationTemplate
GetManagedApplicationlnstance
GetSharedSsoConfiguration
ListApplicationlnstances
ListApplicationTemplates
ListDirectoryAssociations
ListProfileAssociations

UpdateApplicationlnstanceDisplayData |
UpdateApplicationlnstanceStatus | UpdateMan
agedApplicationinstanceStatus

2020 £ 10 B 2589 API 1#1E

ListApplications

2023 F£ 11 A 15 BZ /5 fERAK APl #1F
DescribeApplicationProvider
DescribeApplication

Describelnstance

ListApplicationProviders
Describelnstance
ListApplicationAssignments

UpdateApplication

REREREIELTMERE , 2020 £ 10 B 15 HZHISIZ# 1AM Identity Center 32457k & B A X IE5T
I8 API #4E, 2020 § 10 A 15 B2 G RIS HIEARFH AP I24EFE IAM Identity Center 2% &

TN

API actions used before
October 15, 2020

Operation name

AssociateProfile AssociateProfile

AttachManagedPolicy PutPermissionsPolicy

CreatePermissionSet CreatePermissionSet

DeleteApplicationinstanceFo
rAWsAccount

DeleteApplicationinstance |
DeleteTrust

API actions used after October
15, 2020

CreateAccountAssignment

AttachManagedPolic
yToPermissionSet

CreatePermissionSet

DeleteAccountAssignment

2020 F 10 B2 /e API #2#1E
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Operation name

DeleteApplicationProfileFor
AwsAccount

DeletePermissionsPolicy

DeletePermissionSet

DescribePermissionsPolicies

DetachManagedPolicy

DisassociateProfile

GetApplicationlnstanceForAW
SAccount

GetAWSAccountProfileStatus

GetPermissionSet

GetPermissionsPolicy

ListAccountsWithProvisioned
PermissionSet

ListAWSAccountProfiles

ListPermissionSets

ListProfileAssociations

API actions used before
October 15, 2020
DeleteProfile

DeletePermissionsPolicy

DeletePermissionSet

DescribePermissionsPolicies

DeletePermissionsPolicy

DisassociateProfile

GetApplicationlnstance

GetProfile

GetPermissionSet

GetPermissionsPolicy

ListApplicationInstances |
GetApplicationinstance

ListProfiles | GetProfile

ListPermissionSets

ListProfileAssociations

API actions used after October
15, 2020

DeleteAccountAssignment

DeletelnlinePolicyFromPermi
ssionSet

DeletePermissionSet

ListManagedPoliciesInPermis
sionSet

DetachManagedPolic
yFromPermissionSet

DeleteAccountAssignment

ListAccountAssignments

ListPermissionSetsProvision
edToAccount

DescribePermissionSet

GetlnlinePolicyForPermissio
nSet

ListAccountsForProvisionedP
ermissionSet

ListPermissionSetsProvision
edToAccount

ListPermissionSets

ListAccountAssignments
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Operation name API actions used before API actions used after October
October 15, 2020 15, 2020

ProvisionApplicationlnstanc GetApplicationInstance | CreateAccountAssignment

eForAWSAccount CreateApplicationlnstance

ProvisionApplicationProfile GetProfile | CreateProfile | CreateAccountAssignment

ForAWSAccountinstance UpdateProfile

ProvisionSAMLProvider GetTrust | CreateTrust | CreateAccountAssignment
UpdateTrust

PutPermissionsPolicy PutPermissionsPolicy PutinlinePolicyToPermission

Set
UpdatePermissionSet UpdatePermissionSet UpdatePermissionSet

IAM Identity Center Y H & IE R LR

BRITALABITIER BRIV ERHTICE , IRREXR, XUUEBBEBARTLAEERMAZE
AERHERTEENEHR, Amazon IAM Identity Center B B SZ3FH M Amazon RS , AI&HEHEIA
BIERERAR ERNIBEENED,

FB

« FEAIZHE IAM &% 30 APl A Amazon CloudTrail

« 5 CloudWatch &3S

« 183X AD RIS HMIEEMN AD BF IR
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=4, FRKRENEE CloudTrail , A LAFAEE IAM Identity Center X HEViER, K HBERN IP ib
., #ARHTIER, ARXKEHBERAREMBIEFEAEE.

ETHEZEE CloudTrail , &R Amazon CloudTrail A F &/,

F&

+ IAM B HAME BT CloudTrail

« 7% IAM Identity Center BEX#H % B
« T## |AM Identity Center B FE4

IAM B 1550 E B AL F CloudTrail

CloudTrail ZE& 810K~ Amazon Web Services Ik B EEENIKS LS. 3 IAM Identity Center
REETEDN |, ZEFSESEEHM Amazon BRS CloudTrail B# —RBIERESH AR ICFEF. BUE
FEE, BEMNTHRIEKENEH Amazon Web Services K. BEXEZER , BSRERAEHR
$ & & CloudTrail B4

ERFZ D REMNEH Amazon Web Services Ik , ‘235 IAM Identity Center WS4 , BRI RER, R
ER L CloudTrail 3 B &34 & #E| Amazon S3 Zf#i@, FURBRT , BRI AT EIRRERS | LR
RN T A Amazon Xig, BRERICFE Amazon ZXAMEXEBNESH , N B EXHEEREIEE
B Amazon S3 Fi&iE, M, B LBl E H M Amazon BRS , ULt — L R CloudTrail BE
FIRENZEHGEE,. BXEZEE , BZRTIRNEA :

o 2R ERICFELR

+ CloudTrail MRS MERK
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s BEWRBESZANXER CloudTrail BEXHFMIZWR B ZNKF# CloudTrail B &34
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RAriEmE

2H & AP 2

AssociateDirectory

AssociateProfile

BatchDeleteSession

BatchGetSession
CreateApplicationInstance

CreateApplicationInstanceCe
rtificate

CreatePermissionSet

CreateProfile

DeleteApplicationInstance
DeleteApplicationInstanceCe
rtificate

DeletePermissionsPolicy

DeletePermissionSet

DeleteProfile

DescribePermissionsPolicies

DisassociateDirectory

NE APl £

AttachManagedPolicyToPermis
sionSet

CreateAccountAssignment

CreateInstanceAccessControl
AttributeConfiguration

CreatePermissionSet
DeleteAccountAssignment

DeleteInlinePolicyFromPermi
ssionSet

DeleteInstanceAccessControl
AttributeConfiguration

DeletePermissionSet

DescribeAccountAssignmentCr
eationStatus

DescribeAccountAssignmentDe
letionStatus

DescribeInstanceAccessContr
olAttributeConfiguration

DescribePermissionSet

DescribePermissionSetProvis
ioningStatus

DetachManagedPolicyFromPerm
issionSet

GetInlinePolicyForPermissionSet
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2H & AP 2

DisassociateProfile

GetApplicationInstance

GetApplicationTemplate

GetMfaDeviceManagementForDi
rectory

GetPermissionSet

GetSSOStatus

ImportApplicationInstanceSe
rviceProviderMetadata

ListApplicationInstances

ListApplicationInstanceCert
ificates

ListApplicationTemplates
ListDirectoryAssociations
ListPermissionSets
ListProfileAssociations
ListProfiles

ListSessions

NE APl £

ListAccountAssignmentCreati
onStatus

ListAccountAssignmentDeleti
onStatus

ListAccountAssignments

ListAccountsForProvisionedP
ermissionSet

ListInstances

ListManagedPoliciesInPermis
sionSet

ListPermissionSetProvisioni
ngStatus

ListPermissionSets

ListPermissionSetsProvision
edToAccount

ListTagsForResource

ProvisionPermissionSet

PutInlinePolicyToPermissionSet

TagResource
UntagResource

UpdateInstanceAccessControl
AttributeConfiguration
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ZHlEa APl B4E NE API BE
PutMfaDeviceManagementForDi UpdatePermissionSet
rectory

PutPermissionsPolicy
StartSSo

UpdateApplicationInstanceAc
tiveCertificate

UpdateApplicationInstanceDi
splayData

UpdateApplicationInstanceSe
rviceProviderConfiguration

UpdateApplicationInstanceStatus

UpdateApplicationInstanceRe
sponseConfiguration

UpdateApplicationInstanceRe
sponseSchemaConfiguration

UpdateApplicationInstanceSe
curityConfiguration

UpdateDirectoryAssociation

UpdateProfile

B X IAM Identity Center B2t API RIEMNEZEER |, 1525 1AM Identity Center APl ZE 15,

TEUT IAM BEH 0541746 CloudTrail ##1E :

* AddMemberToGroup

* CompleteVirtualMfaDeviceRegistration
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RAriEmE

CompleteWebAuthnDeviceRegistration
CreateAlias
CreateExternalIdPConfigurationForDirectory
CreateGroup

CreateUser
DeleteExternalIdPConfigurationForDirectory
DeleteGroup

DeleteMfaDeviceForUser

DeleteUser

DescribeDirectory

DescribeGroups

DescribeUsers
DisableExternalIdPConfigurationForDirectory
DisableUser
EnableExternalIdPConfigurationForDirectory
EnableUser
GetAWSSPConfigurationForDirectory
ListExternalIdPConfigurationsForDirectory
ListGroupsForUser

ListMembersInGroup

ListMfaDevicesForUser
PutMfaDeviceManagementForDirectory
RemoveMemberFromGroup

SearchGroups

SearchUsers
StartVirtualMfaDeviceRegistration
StartWebAuthnDeviceRegistration
UpdateExternalIdPConfigurationForDirectory
UpdateGroup
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305



Amazon IAM Identity Center ArfEm

* UpdateMfaDeviceForUser
* UpdatePassword

* UpdateUser

* VerifyEmail

XFELT IAM &35 4 OIDC CloudTrail #4E :

* CreateToken
* RegisterClient

» StartDeviceAuthorization

TELT IAM B4 50071 F MG CloudTrail #4E :

* Authenticate

* Federate

* ListApplications

* ListProfilesForApplication
* ListAccounts

* ListAccountRoles

* GetRoleCredentials

* Logout

BANEHRALECKRBEHBEEERERBERNAREGE. SOEEEBTEHEUTRR

- BHERZFEHRAFER Amazon Identity and Access Management (IAM) B FiEB & Ho
- FREEAACGKERRSEAFNIENZEEIEREN,
- HREREBHHEM Amazon RF A -

BXEZER |, B2 CloudTrail userldentity T3,

T 1AM Identity Center BEX 5B

BERE—MEE 6 ATSSE4ENAEXEERHEERIEEN Amazon S3 F##. CloudTrail BEXXH
FE—NIBZNMNAELRE, EHARRKBEMFKFRHNEMNER , BHEAEXRBEROVIRE, BREN BB
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Amazon IAM Identity Center ArfEm

B, BHRSWEFENELR. CloudTraill BEXHFFRLH AP HANBEFH#EKRRE , AtENT2ERE
A4S EIRF H.

LR RIS R T 1 |IAM Identity Center 2 H AP X ERNEE R CloudTrail BERKHE
(samadams@example.com) :

"Records": [
{

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDAJAIENLMexample",
"arn":"arn:aws:iam: :08966example:user/samadams",
"accountId":"@8966example",
"accessKeyId":"AKIAIIIM2K4example",

"userName":"samadams"
1,
"eventTime":"2017-11-29T22:39:4372",
"eventSource":"sso.amazonaws.com",
"eventName" :"DescribePermissionsPolicies",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",
"requestParameters":{
"permissionSetId":"ps-79a0dde74b95ed@5"
1,
"responseElements":null,
"requestID":"319ac6al-d556-11e7-a34f-69a333106015",
"eventID":"a93a952b-13dd-4ae5-a156-d3ad6220b071",
"readOnly":true,
"resources":[

1,
"eventType":"AwsApiCall",
"recipientAccountId":"@8966example"

AT RHIERT Amazon Web Services 518 [ TP PR ENRL AP (bobsmith@example.com) #E1EH
CloudTrail BE% B :
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"Records": [
{

"eventVersion":"1.05",

"userIdentity":{
"type":"Unknown",
"principalId":"example.com//

S-1-5-21-1122334455-3652759393-4233131409-1126",

"accountId":"@8966example",
"userName" :"bobsmith@example.com"

.

"eventTime":"2017-11-29T18:48:287",

"eventSource":"sso.amazonaws.com",

"eventName":"ListApplications",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"requestID":"debc0@435-ce4b-49c7-9bcc-bc5ed631ceds”,

"eventID":"e6elf3df-9528-4c6d-a877-6b2b895d1f91",

"eventType":"AwsApiCall",

"recipientAccountId":"@8966example"

AR R"AIE R T 7 |IAM Identity Center OIDC R R E&RLAF (bobsmith@example.com) &4ER
CloudTrail BE%E :

"eventVersion": "1.05",

"userIdentity": {
"type": "Unknown",
"principalId": "example.com//S-1-5-21-1122334455-3652759393-4233131409-1126",
"accountId": "@8966example",

"userName": "bobsmith@example.com"
},
"eventTime": "2020-06-16T0Q1:31:15Z2",
"eventSource": '"sso.amazonaws.com",
"eventName": "CreateToken",
"awsRegion": "us-east-1",
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"sourceIPAddress": "203.0.113.0",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6) AppleWebKit/537.36

(KHTML, 1like Gecko) Chrome/62.0.3202.94 Safari/537.36",

"requestParameters": {
"clientId": "clientidl234example",
"clientSecret": "HIDDEN_DUE_TO_SECURITY_REASONS",
"grantType": "urn:ietf:params:oauth:grant-type:device_code",
"deviceCode": "devicecodel234example"

},

"responseElements": {
"accessToken": "HIDDEN_DUE_TO_SECURITY_REASONS",
"tokenType": "Bearer",
"expiresIn": 28800,
"refreshToken": "HIDDEN_DUE_TO_SECURITY_REASONS",
"idToken": "HIDDEN_DUE_TO_SECURITY_REASONS"

.

"eventID": "0@9a6ela9-50e5-45c0-9f08-e6ef5089b262",

"readOnly": false,

"resources": [

{
"accountId": "@8966example",
"type": "IdentityStoreld",
"ARN": "d-1234example"
}
1,

"eventType": "AwsApiCall",
"recipientAccountId": "08966example"

T % IAM Identity Center &R EH4

Amazon CloudTrail i235%Ff& Amazon IAM Identity Center & REI K I M A MEFEH, FEE SSO
A Active Directory ( AD Connector 1 Amazon Managed Microsoft AD ) KRE & 3 2EEXER
APRBEERIEIERZNBRNEMERSH , URZEFEZERIEERORS. REEAFE

BRI EYENEIEREE , BRI 2%% , XNSBIE% UserAuthentication £,

TRIZEXZTEA IAM Identity Center &5 CloudTrail B4 &, HENWURKNAESHRNER

38
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EHEW SESI B R SRER M
CredentialChallenge AT &A IAM Identity Center RE IAM &4 0HF, AD
EERAFBREENEIER  Connector Ml Amazon
WHIEEFTEMN Credentia Managed Microsoft AD
1Type ( i1 PASSWORD
% TOTP )
CredentialVerifica ATBARAFEZEZHBRABE RE IAMBHFLAF, AD
tion CredentialChallenge Connector 1 Amazon
BRABEEZEZILERKIZER  Managed Microsoft AD
N
UserAuthentication BATEAAFHEIGHNFEST FIESHRR
BIFERYERITRHAE
BAFRERNE R, AP KEE
X Zh 52 B FIT 5 B 5 AE 5T 1)
SHFIEFET UserAuthe
ntication E#.
TRERTHEERFREHPIENHMEH CloudTrail EHHIEFE.
EHEN EHEW BREHERAM lE
AuthWorkflowID AT RERENERF Credentia “AuthWorkflowID” : “
SR & BT B EH 1Challeng 9de74b32-8362-4a01-
o NTFEXAFRER e ,Credentia a524-de21df59fd83”
, IAM Identity Center  1Verifica
AR XHZINEHS tion , UserAuthe
o ntication
CredentialType ATEEZE Credentia CredentialType*:
) [A] Y EUE S 1Challeng “REET T R
%, UserAuthe e ,Credentia B, TOTP” (|

RENERE &
B, TOTP, WE

ntication ZE# 1Verifica

NERERPERF
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EHER

DeviceEnr
ollmentRe
quired

LoginTo

SHER

SR RN R E
CredentialType
=18

ATEERAFRER
ZRBEDEM MFA 1%
%, FERAFEAY

FERIZER.

ATEERNEFT
JIENEE[ME.

IAM Identity Center Z Rz SH ROIEH

BEREMHEAN

tion , UserAuthe
ntication

UserAuthe
ntication

UserAuthe
ntication

LTRAERT FRZEFZ RN CloudTrail E4HIRF,

ES ]

< REABBHIT S W UEED A AL B R

BN S B R R 1T 5 IR R Ih B R

EAZBN TOTP SORIERNAEFHITEHRIURKIIER

ERZBHITH BRI HFERH MFA SEMETKRIIEF

RERZBHITH BRI ERAR

REEAZBIITHDWUERN AT BT B F

UTEHFFIHR T BB E RN RO,

CredentialChallenge ( &1 )

{

"eventVersion":"1.08",

"userIdentity":{

"type":"Unknown",

~IE

BAUTHN, EX
TERNAL_ID

P. RESYNC_

TOTP ) CredentialTyp
e

“DeviceEnrollmentR
equired”: “J&48”

LoginTo"” https://m
ydirectory.awsapps
.com/start/...”
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"principalld":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"userl"

I

"eventTime":"2020-12-07T20:33:5872",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialChallenge",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a0@1-a524-de21df59fd83",
"CredentialType" :"PASSWORD"

},

"requestID":"5Sbe44ffb-6946-4f47-acaf-1ladebd4afead”,

"eventID":"27ea7725-c1fd-4355-bdba-d0e628e0e604",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialChallenge":"Success"

FX 28 CredentialVerification ( Z%5 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName" :"userl"

}I

FEAIEHE IAM F4 50 APl A Amazon CloudTrail 312



Amazon IAM Identity Center ArfEm

"eventTime":"2020-12-07T20:34:09Z2",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialVerification",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responsekElements":null,

"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a0@1-a524-de21df59fd83",
"CredentialType" :"PASSWORD"

},

"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",

"eventID":"c49640f6-0c8a-43d3-a6e0-900e3bb188d4",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialVerification":"Success"

FX 2 UserAuthentication ( {XFRZZ%3 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName" :"userl"
b
"eventTime":"2020-12-07T20:34:0972",
"eventSource":"signin.amazonaws.com",
"eventName":"UserAuthentication",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",

FEAIEHE IAM F4 50 APl A Amazon CloudTrail 313



Amazon IAM Identity Center ArfEm

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"9de74b32-8362-4a01l-a524-de21df59fd83",
"LoginTo":"https://d-1234567890.awsapps.com/start/?
state=QV1BQmVGMHFiSQwzW1lp1lSFgrR25BRNFobU5nQU1lnQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
BshlIc50BAA6ftz73M6LsfLWD1fOxvi02K3wet9461C30f_iWdilx-
zv__4pSHf7mcUIs&wdc_csrf_token=srAzW1jK4GPYYoR452ruZ38DxEsDY9x81qltVRSnno5pUjISvP7TqziOLiBLBUSX
east-1",
"CredentialType" :"PASSWORD"
},
"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",
"eventID":"e959a95a-2b33-478d-906c-4fe303e8a9f1",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"UserAuthentication":"Success"

BEIN S B REBRITE BRI KD EF
UTEHFIIHIR T ERINSS HRARET SAML thEE1T & KU BT B FAY R B

FXZh UserAuthentication ( J\ZB &2 1R 1547 )

{

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",
"arn":"",
"accountId":"111122223333",
"accessKeyId":""

.

"eventTime":"2020-12-07T20:34:09Z2",
"eventSource":"signin.amazonaws.com",
"eventName":"UserAuthentication",
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"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"9de74b32-8362-4a01l-a524-de21df59fd83",
"LoginTo":"https://d-1234567890.awsapps.com/start/?
state=QV1BQmVGMHFiSQwzW1lp1lSFgrR25BRNFobU5nQU1lnQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
BshlIc50BAA6ftz73M6LsfLWD1fOxvi02K3wet9461C30f_iWdilx-
zv__4pSHf7mcUIs&wdc_csrf_token=srAzW1jK4GPYYoR452ruZ38DxEsDY9x81qltVRSnno5pUjISvP7TqziOLiBLBUSX
east-1",
"CredentialType" :"EXTERNAL_IDP"
},
"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",
"eventID":"e959a95a-2b33-478d-906c-4fe303e8a9f1",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"UserAuthentication":"Success"

ERAFRBN TOTP HHWIERNAREFHITHORIER KRR

UTEHFIRHIRT -6, EREXHRAFEEZESHRIE , FARAFERZEBEMN TOTP 54K
UE 28 N A B Zh B %o

CredentialChallenge ( %15 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName" :"userl"
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},

"eventTime":"2020-12-08T20:40:1372",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialChallenge",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{

"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3ach790729",

"CredentialType" :"PASSWORD"

I
"requestID":"e454ea66-1027-4d00-9912-09c0589649el1",
"eventID":"d89cc@b5-a23a-4b88-843a-89329aeaef2e",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"CredentialChallenge":"Success"

FX2h CredentialVerification ( 23 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"userl"

1,
"eventTime":"2020-12-08T20:40:202",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",

"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
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"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{

"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3acbh790729",

"CredentialType" :"PASSWORD"
I
"requestID":"92c4ac90-0d9b-452d-95d5-728487612f5e",
"eventID":"4533fd49-6669-4d0b-b272-a0b2139309a8",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"CredentialVerification":"Success"

CredentialChallenge ( TOTP )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"userl"

1,
"eventTime":"2020-12-08T20:40:202",

"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",
n n

"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{

"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3acbh790729",
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"CredentialType":"TOTP"
I
"requestID":"92c4ac90-0d9b-452d-95d5-728487612f5e",
"eventID":"29202f08-f240-40cc-b789-cOcea8a27847",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"CredentialChallenge":"Success"

FXIh CredentialVerification (TOTP)

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName" :"userl"

},

"eventTime":"2020-12-08T20:40:272",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialVerification",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType":"TOTP"

1,

"requestID":"c40a691f-eebl-4352-b286-5e909f96f318",

"eventID":"e889ffld-fcaf-454f-805d-7132cf2362a4",

"readOnly":false,

"eventType":"AwsServiceEvent",
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"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"CredentialVerification":"Success"

X Ih UserAuthentication ( 2% + TOTP )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"userl"

},
"eventTime":"2020-12-08T20:40:272",
"eventSource":"signin.amazonaws.com",
"eventName":"UserAuthentication",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3ach790729",
"LoginTo":"https://d-1234567890.awsapps.com/start/?state
\u003dQVv1BQmVLeFhWeDRmZFImMmxHcWYwdzhZck5RQU1nQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
\u@026auth_code
\u@03d11FirlmCVI-4Y5UY6RI1QUCXVRePCHd6195xvYglrwolPj7B-7UGIGLlYUUVe31Nkzd7ihxKn6DMdnFf0@108qc3RF
Sx-pjBXKG_jUcvBk_UILdGytV401u97h42B-
TA_6uwdmJiwldcCz_Rv44d_BS@OPkulW-5LVIyloeP1HOFPPMeheyuk5Uy48d50f9-c\u@026wdc_csrf_token
\u@03dNMluis4guoVnxRdOqu2tYIIdyyFPX6SDRNTspIScfMMOAgFbholnvvCaxPTghHbgHCRIXdffFtzHOsL1low419Bobr
\u0@0260rganization\u@03dd-9067230c03\u0026region\u@@3dus-east-1",
"CredentialType" :"PASSWORD, TOTP"
b
"requestID":"c40a691f-eebl-4352-b286-5e909f96f318",

"eventID":"7a8c8725-db2f-488d-a43e-788dc6c73a4a",
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"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"UserAuthentication":"Success"

FEAZBEHRITEORIEHEZERTF MFA EMHRIIER

UTEAFIEIRT KD ERBBERNRE , BERAFFEETHEFZAKIEMR MFA 8%

CredentialChallenge ( 1 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName" :"userl"

},

"eventTime":"2020-12-09T01:24:02Z",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialChallenge",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7)

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
"CredentialType" :"PASSWORD"

I

"requestID":"321f4b13-42b5-4005-a0f7-826cad26d159",

"eventID":"8c707b0f-e45a-4a9c-bee2-ff68638d2f1lb",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

AppleWebKit/537.36
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"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialChallenge":"Success"

FX2h CredentialVerification ( 23 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"userl"
b
"eventTime":"2020-12-09T01:24:09Z2",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
"CredentialType" :"PASSWORD"

},

"requestID":"12b57efa-0a92-4479-91a3-5b6641817c21",

"eventID":"783b0c89-7142-4942-8b84-6ee@delb992e",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialVerification":"Success"
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FXZh UserAuthentication ( FEEZ + MFA JE#f )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName" :"userl"

},
"eventTime":"2020-12-09T01:24:147",
"eventSource":"signin.amazonaws.com",
"eventName":"UserAuthentication",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
"LoginTo":"https://d-1234567890.awsapps.com/start/?state
\u@03dQVv1BQmVGQ3VqdHF5aW9CUDdrNXRTVTIUaWNNQU1NQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
\u@026auth_code
\u@03d11eZ80S_maUsZ7ABETjeQhyWfvIHYz52rgR28sYAKN10EKk2GO7czrwzXVESHLIN2K9De8LyBEV83SFeDQf tWpkwXf
FJyJgkoGrt_w6rm_MpAnQuyrVq8udY EgU3fhOL3QWvWiquYnDPMyPmmy_qkZgR9rz_ BI
\u@026wdc_csrf_token
\u003dJih9U6205LQDtYLNgCK8abxj0@gIg5BRWg2tbl75y8vAmwZhAgrgrgbxXat2M646UZGp93krw7WYQAHIgi50YIOQSc
\u003dd-9067230c03\u@026region\u@d3dus-east-1",
"CredentialType":"PASSWORD",
"DeviceEnrollmentRequired":"true"
},
"requestID":"74d24604-a365-4237-8c4a-350795494b92",
"eventID":"al5bf257-7f37-46c0-b67c-fea5fab6l66be",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"UserAuthentication":"Success"
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}

{RGE A BRI T B DRI B R AW
UTEHFIHR T REBEFZRUN A,

CredentialChallenge ( &1 )

{

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",
"arn":"",
"accountId":"111122223333",
"accessKeyId":"",
"userName":"userl"

},

"eventTime":"2020-12-08T18:56:15Z2",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7)

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"adbf67c4-8188-4e2b-8527-fe539e328fa7",
"CredentialType" :"PASSWORD"

b

"requestID":"f54848ea-blaa-402f-bf@d-a54561a2ffcc",

"eventID":"d96f1d6c-dbd9-4a0b-9a45-6a2b66078c78",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails": {

"CredentialChallenge":"Success"

AppleWebKit/537.36
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%M CredentialVerification ( Z#3 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arn":
"accountId":"111122223333",
"accessKeyId":"",

"userName" :"userl"

1,

"eventTime":"2020-12-08T18:56:21Z2",

"eventSource":"signin.amazonaws.com",

"eventName":'"CredentialVerification",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"adbf67c4-8188-4e2b-8527-fe539e328fa7",
"CredentialType" :"PASSWORD"

.

"requestID":"04528c82-a678-4alf-a56d-ea2c6445a72a",

"eventID":"9160fe@6-fc2a-474f-9b78-000ee067a09d",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialVerification":"Failure"

I 3% CloudWatch &3
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"sync_profile_name": "EXAMPLE-PROFILE-NAME",

"error" : {
"error_code": "InvalidDirectoryCredentials",
"error_message": "The password for your AD directory has expired. Please reset

the password to allow Identity Sync to access the directory."

.
"sync_source": {
"arn": "arn:aws:ds:us-east-1:123456789:directory/d-123456",

"domain": "EXAMPLE.com"

I
"eventTimestamp": "1683355579981"

w2 AFBRTE—NEREE

{
"sync_profile_name": "EXAMPLE-PROFILE-NAME",
"error" : {
"error_code": "ConflictError",
"error_message'": "The source entity has a username conflict with the sync
target. Please verify that the source identity has a unique username in the target."
b
"sync_source": {
"arn": "arn:aws:ds:us-east-1:111122223333:directory/d-123456",
"domain": "EXAMPLE.com"
b
"sync_target": {
"arn": "arn:aws:identitystore::111122223333:identitystore/d-123456"
3,
"source_entity_id": "SID-1234",
"source_entity_type": "USER",
"eventTimestamp": "1683355579981"
}
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B PR E IR HI3 Amazon BIREVIFR, Hlan | EAJ LA F B P E#H IAM Identity Center fXFRE | B
BIIZ = IAM Identity Center NREEBFHHZAF BMHEN owner #5%,

Bl , BREEIFZINATRRE, B LFHFZNAE IAM Identity Center £ Amazon Web
Services K~ HOIEMEN AR, BILFEA IAM Identity Center #%]& Amazon CLI 2 IAM
Identity Center API 70, 4RI BRIXBREMNIRZ,

AR ER 9 128 55 IAM Identity Center s S EZE L,

Fr % BR
LA EABR$IE A F IAM Identity Center &R EHIHRE -

« BAUSEARIFENRAIREREN 50,
- BREKERN 128 4 Unicode ZfF,

- RAREKENRN 256 4 Unicode F&o

- MERNENBERFHN .

a-z, A-Z, 09, ZBRAUTERF: _, /=+-FT@

PR BRI 331


https://docs.amazonaws.cn/general/latest/gr/aws_tagging.html
https://docs.amazonaws.cn/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_tags.html

Amazon |IAM ldentity Center

RAriEmE

- BNEXD KNE,
« BAEMEA aws: EFNRIEIER : ©RE N Amazon EH

£ IAM Identity Center 2 #l] A B EHRZ

SETLAER |IAM Identity Center #2H &7 0. YmiE MM BR S EAYSEHIHNPRERBRVIRL

EEHE IAM Identity Center 2§ & B PRERZ

1

2
3.
4

3TFF IAM Identity Center 32 #1548,

ERRE,

EROELEETENIRSWINREN B,

ERRED~ EWRET |, T TREZ— , RESEMITT—5 ¢

a. WREAENRESEIRE , FRBRETRS,
b. MEXENRESEALNRE | FERBEFINRZ.
NTENRE  £RANE (TR ) FIFRAE, EXKE  ERRFER.

EMBRIRE | FEEMBRAVIREZ DM RS iz X

EEHE |AM Identity Center SEHIEIPRE

1

2
3.
4

3TFF IAM Identity Center 32 #1548,

HERIEE.

EERLIET o

NFBMrE , ZRNE (T ) FRPBAE. TG , EFFMFTHREEE,

EBBRIE |, FRREBBRNIREZHBEREY,

Amazon CLI ;R4

Amazon CLI 24T i T B H RARRENREN S,
7 EARE

AN TSRS BA ERHIRE,

ERESAEERE
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Example tag-resource fRERS

£/ sso MPEHRH tag-resource FHRZEDEANIRE :

aws sso-admin tag-resource \
--instance-arn sso-instance-arn \
--resource-arn sso-resource-arn \

vV V V &+

--tags Stage=Test

ST EEUTSH

« instance-arn——FEHE TIZ1TER/EM IAM Identity Center SEI#9 Amazon BIEBF: (ARN),.
« resource-arn—EFEFHWIREW RIRN ARN,
* tags - FREWREN.

E-ROBENME |, BUESITRNIREREEEL]

$ aws sso-admin tag-resource \

> --instance-arn sso-instance-arn \

> --resource-arn sso-resource-arn \

> --tags Stage=Test, CostCenter=80432,0wner=SysEng
EENZ

ERUTHTEELRE I BANRENIFE,

Example list-tags-for-resource FEEH T

£ sso M REHM list-tags-for-resource BFE P BANREMNIFE :

$ aws sso-admin list-tags-for-resource --resource-arn Sso-resource-arn

i BRAR 2
R AT S IR RS I R AR 45

Example untag-resource X RERS

BIE sso mHEFEA untag-resource MXRERRBRIFE :
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aws sso-admin untag-resource \

--instance-arn sso-instance-arn \
--resource-arn sso-resource-arn \
--tag-keys Stage CostCenter Owner

vV V V &

NF --tag-keys 28 , EE— I HEMrER , EFREBEHEE.
BN BREEN N AR E
EOENRENEANTHTOERE,

Example create-permission-set i S ARIRE

£ create-permission-set R RIENRERN , LB --tags SHIEERE :

aws sso-admin create-permission-set \
--instance-arn sso-instance-arn \

--name permission=set-name \

--tags Stage=Test, CostCenter=80432,0wner=SysEng

vV V V &

£/ IAM Identity Center APl BIRFRZ

& LATE IAM Identity Center APl F{E AL T IRERE BN REMNIFZL,

IAM Identity Center SEHIFREHY API 24E

FEALUT API R¥ER DB, EF MMPIBRNBRED IAM Identity Center SEIRIFRE

« TagResource
ListTagsForResource

» UntagResource

» CreatePermissionSet

» Createlnstance

BIEIRER B AR 334
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& Amazon CLI & IAM Identity Center £/

Amazon @ {T5RE (CLI) BRZA 2 5 IAM Identity Center £ fEI{L T B FHE, FEXARTLAERE
% BT &3 IAM Identity Center B948[E Active Directory 5 IAM Identity Center i B ##%& % Amazon
CLI, A FRESBENKS AR, Hlm, EERAN IAM Identity Center B2 3 £ Active Directory
HITHHRIES , FRARTLEZFERE Active Directory & iif &% Amazon CLI,

Amazon CLI & |IAM Identity Center E X EB LTS -

« B A Amazon Directory Service ¥ IAM Identity Center 332 H Active Directory , {l ATBA1E
HEF X AR EARE IAM Identity Center 5% Active Directory B & UEH 1T & %,

o FFRARAEM CLI ZFLUINR T [FEE

« FFRAR TS H A E 2 B 5 R R AT K = M B @ F E ez BT %R,

« FRARALE CLI BEEFBEHERNREFHEACEREXM , F7E CLI 5| BEMNAEM R
FRAEREITHET.

- CLI Bz EREHRIE , RItTARARTUTEMEREERHEEE CLI |, FSTRINEEST
RIS,

AR Amazon CLI & IAM Identity Center ££/5

E{EA Amazon CLI 5 IAM Identity Center §£5 , BEFEET & . Z&EMEE Amazon Command Line
Interface ARZAS 2, Bx A T3 Amazon CLI FHIFHE IAM Identity Center EFRBViFME R |, ESH
Amazon Command Line Interface AP #§MHRIELE Amazon CLI BAfE A IAM Identity Center,
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Amazon |IAM Identity Center b [X 7] f 1%

IAM B3 F 0 E Ui E B RA Amazon Web Services X8, X fhal A FE ST U E R E &

AP ZANBARERF Amazon Web Services i Ml FMARFHNIHENE. YENAFRER
Amazon Web Services TG [A[T1F R, 41 AT SLERMAERERB , RE1HE Amazon Web Services
Management Console. Amazon Web Services Ik B IAM 40X IFHTESIFR Amazon
Web Services X3 , EZ 1 | AM B4 /0L imT m M EE,

IAM Identity Center X2k

BX 3 F IAM Identity Center B , #&7E IAM Identity Center PE B FIEBENERHELEECHX
Hf, XERFECEEREE. NERE. NAREFEHIRXT Amazon Web Services Ik N AR FH A
Fobt. WRELARZ IAM Identity Center H 3176 , MR TE IAM Identity Center R RIEBHIFIE A
FPHBAME#EER — XigP, RIEBVER IAM Identity Center ZEETE& 1T X[ A P FF HH X |
MARERESEZANKXE,

Amazon Organizations Amazon Web Services X1 — X REEXF—1. EEHMXIEHFEH IAM
Identity Center , 2470 5CHlBR 24 5189 IAM Identity Center BB, Y0¥ EIE h[X g th & F X Amazon Web
Services HRIITFH URL , BAMEFHEEFTENREM DB

¥ X8 A

URRAEH—IRERE (OTP ) EAE AN EHRIIERZERN , URELAEREGHNEIIERE
EH (HIuBERFPRENRER,. RIEEFER4muMEEZRE ) i, PE (IR ) XKEH 1AM
Identity Center 2RIFE ( TE ) XA HE X APl AKX E FHi4, EXEEXESHFRS , B
FEMHaE .

- BB FHR{FHbE

- B

3

« Amazon Web Services IK/™ £ Amazon Organizations
« Amazon Web Services (7] Mk

- AFA

- BXID

AP 1D
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EAEXE (RMIABER TEANXE ) PEE IAM H 43 H 4

BIANERT , FTE Amazon BRSS HHIR4E Amazon Web Services X3 #/5 F 7 A28 IhEE. FED
BUEIX L X LUEE IAM Identity Center £/, LA™ Amazon Web Services XiF 2 AliEX 1 , &4
TMFEEBA
« 3EM (FFER)
- TAR#X (FHE)
« WAHX (HEIE )
M 3 X (R =
R (73R )
- Bl (Rhu4x )
- PR (BM)
o IR (PUERE )

MIBIEEFR AR REEIKF Z A 1AM Identity Center Bf Amazon Web Services X1 , £ & Ik 7~
HYELT IAM B4 H O iR a2 X P,

- IKF ID

- IKFAER

o 0K/ e FHERHF

« 1AM Identity Center £ 5 S i = R A1 2K IAM A &K Amazon BIRE# (ARN)

M REEH B R % IAM Identity Center B[X1 , IAM Identity Center b 22 A, EENMNXEHEA
IAM Identity Center f& , ZXIF M A P28 S &R 15 R Amazon Web Services ik~ MM ARE
F. Amazon &K IAM AP OBEEFHBEREREED 10 X, NREEXERNREANEHRSA IAM
Identity Center , S&EY IAM Identity Center Bt B HIE N E Z it X T,

EEEBRMAERITEHE A IAM F4 50 Amazon Web Services X1 , 4 MEFH B AZXE., B
F IAM Identity Center AN EFH AL EFAEEFENEH , RLEH S A IAM Identity Center AJREFE —
LEBf (A,

EAEXE (RABER TEANXE ) FEE IAM F4H 0 337
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® Note

IAM Identity Center REEE IR /o 1F7£ R £ A KV 5 R HX PR Amazon Web Services X1, Amazon
Web Services Ik EEBALADFEKS,VIHBINIE , FEEEKS H/Z A 1AM Identity
Center , ZIKF £ BEEIELLS IAM Identity Center B2&#H. Amazon Web Services X i3

EXxBANEZEANEZEE Amazon Web Services X1 , 2 (Amazon —fixZ#) Amazon Web
Services XigH R “EE”,

fHIBRIZEY IAM Identity Center Bt &

fiBR 1AM Identity Center L& f5 , Bl BRI AFTERTBEEHFHEBIRE T EME ., THRIER TRTFEZHE
£ IAM Identity Center RELE R B R B BR 7 BRLE BIE,

W3R L 250 4F 2 15U BR BEZENE R IAM Identity Center Identity

Store
( Amazon Managed Microsoft

AD =f AD Connector )

BREBENFIERRE v v
Amazon Web Services

#&7E |IAM Identity Center i v v
BENFTENARF

BRERENMERF 28 v v
Amazon Web Services K~
NARERF

BRIAFETNFAERASNE FEA v
4

LMIREEMBR L FIH IAM Identity Center ELER , FIRUT S RIRE,
I BR IAM Identity Center Bt &

1. FTFF IAM Identity Center &l & o

MIRRZZE 1AM Identity Center BB 338
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2. EEMSMERF , &F RE,
FRETE L EREE R+,
fE“HI B IAM Identity Center BL & Z0 70 , £ ZF MR,

FE“M B IAM Identity Center BE B X iFMES , EFENEIEE , S IAZHE B 2K BIEFHH
BRo TEXAAEFHRAIEM IAM Identity Center 561 |, ARFEFHIN .

o bk~ ©

MIBRZE 1AM Identity Center Bi & 339
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Amazon |IAM ldentity Center B¢ &l

TRERT IAM Identity Center NHVECE. BHEMBERSAKRAERKFREREERA K, . Eif
NECER |, B2 5 RIE B

(® Note

MEEFERN 50,000 NHF, 10,000 MEFA R 500 MUPRE , FATRIUEER Amazon
CLI #1 APl, HX CLI WEZ{E R , iS4 J¥ Amazon CLI 5 IAM Identity Center £, B>x
APl NEZER |, ESRXDAFEHA IAM Identity Center APl %,

N ARERFEE
BIR ZRIAPR &N BEAR 8N
BREIEMRE SAML IEBHXHE 2KB &
K/ (XA PEM #3)
SAML B S BR &l 5 ANFERF B
T IAM B IdPIE 2500 (UTF-8) A& &
19 S K /NBR
BN ARERNIGRESEE 25 &
Amazon Web Services K/~ EL&h
BIR ZRIABR &N BES &N
IAM Identity Center & fo 1 #Y 2000 =
NRESH
BAATHERENREHE 250 7

Amazon Web Services K~

NARFES 340
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RIR
BMRES AR BR R B

BINBRER Amazon EEXR
BAEFEERERE

BIMURES FABERKH R
AR

FA AR EHN IAM &
( XPREE ) WWEE Amazon
Web Services M~

AFiEm
ZRIAPREN BEA T8N
1 &
20" &
32,768 £, &

BAONRENNERRBE P IEZ
BFRFHHZRAKRNDA 10,240 F
o

1

7|

'Amazon Identity and Access Management (IAM) ABANEGBIRE 10 MNEEERNESR. SFHL
FLEN , i57E Service Quotas Z#I& PRI EBNEZBENEE Amazon Web Services Ik K ith 5 15 18
DNz 1AM AR IAM B8 E SRR,

@ Note

M BRE Amazon Web Services Ik /ER IAM A E#TERE K KEEREHINE IAM &
Amazon Web Services IKF |, &S IAM Bidl. BXE5 IAM BEXBNEFINEZER

FZH |IAM # STS Fi#f,

Active Directory Bt

IR

BRI AR EE R RXH

/I
=
=28

ARIABREH REZ B AN
1 )

Active Directory Bt &1
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IAM |dentity Center & 13 7Zfi% Bi &1

TR BRIABRER REZ N
IAM Identity Center & X Y 100000 =
AF#
IAM Identity Center # 3 ##Y 100000 S
HB
AATIFEAFNRAKE—4H 1000 &
BE
IAM I|dentity Center 1757 FR %l
TR ERIABRER
IAM Identity Center API IAM Identity Center API By SE4&T5 7 PR HI & K H

8# 20 NES (TPS), MICreateAccountAssig
nment Rk EXFZEANZAERRT 10 P, X

LERIE N BEE Ko

H b i &
BB ZRIAPRET RER 8N
Al LAELiEHY Amazon Web 3000 =
Services Ik SN AR L
FNK B 1AM Identity 1 B
Center 324l 2.3
AESTEEATELK 10 &

IAM Identity Center & 1717 Bt 81 342
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* B %X ¥F 3000 4 Amazon Web Services i SN AR ( Bit ) . Hl , EAgEBEE T 2750 4
TP 250 M ARRE , EiE 3000 Nk FMMNARER.
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HEE IAM I|dentity Center [B] &

LUTARAHEHEEEIRERER IAM Identity Center #2#| A8 AT RELIBEIHY — L F IR &,

#1722 1AM Identity Center M P S5 451 B H B0 Y 7] &

B2 1AM Identity Center i SEFIAT ATRERIB R — LR &, MRETEBEN IAM Identity Center 12l
BRFHEFHN Amazon RENARFHNEEARAIEKFSS , BRIERSFEUATERAER !

o TEZIR BB SEHIRY Amazon Web Services Ik 1, Z&EH ftt Amazon Web Services X1,
FFEA Amazon Web Services IKF , IAM Identity Center SIS E B REIN — 1 BB BZMN
BRERF , BUIREIEE IAM Identity Center SEIHY Amazon Web Services X1 , &I EEE
IAM Identity Center SEHIRIIKF

- MREHHALRTE 2023 F£9 A 14 HZAI/BA T IAM Identity Center , BN EE R A EEEE R H
Tk PSRRI B IhEE, BSENERREHE , EEEKF HET IAM Identity Center %] & /5 F Ik
KB BIZIhEE,

- BHNEE R TRERE T IRSIEEIREE | LRSI IAM Identity Center IKFP2FIN G122, BEENEE
REE , FEOKFRME ALFHIR,

2R EEEE NS |IAM Identity Center B S AN =N ARFSI
xET , WRIEHIRHER

MREHKEE LT sso:ListApplications , EFRAFHAM IAM Identity Center API , fFR4ELL T
Ro EEMEM , SRR,

ListApplications fR&FENZA API :

* ListApplications APl,
« 1£ IAM Identity Center 241 & R ERKINEE API |, fl40 ListApplicationProviders APl,

NTHRBBREERBE , NI API IEBEA ListApplicationProviders B{E#H 1T
B, BEAGTFLNHEM ListApplications APl , {BIE4AE API , BRI REAMNETEIEL
ListApplicationProviders #R#EHTFEA :
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"Statement": [

{
"Effect": "Deny",
"Action": "ListApplicationProviders",
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "ListApplications",
"Resource": "<instanceArn>" // (or "*" for all instances)
}

EARTFWNIL API , BIE4 ListApplications , REEFER ALF ListApplicationProviders,
MRKEAW ARG |, [FIEL ListApplications APl

"Statement": [

{
"Effect": "Allow",
"Action": "ListApplicationProviders",
"Resource": "*"

}

IEBWBEEH G , B3R Amazon Web Services Support , BRI E 3.

5 1AM Identity Center /2 SAML B S AA B x<H B &

M Amazon Web Services 178171 517l Amazon Web Services ik M SAML B AREFAT , IAM
Identity Center 9 IAM Identity Center SIZFAIZH SAML i S ( BIEXLHSHPNEY ) REET
Web BB, EEF IAM Identity Center £R A SAML B EMFMER , BEAUTSE,

1. &% Z| Amazon Web Services 577,
2. EZBEFRIFE , #1F Shift 8 , REMNHONARRFEN | AR Shift 8.

3. ®KEHN You are now in administrator mode (RY I FEEAER) WITELNEER, ERBIX
EESUENRSE  BEBRES XML, RAEFABTKUE Hibith s,

4. EBRREE <NRABRF>ME, RIS RIAG RS RS,

5 |AM Identity Center 81 SAML # E WA B XM [E&E 345
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® Note

BERREREENRERETERATZFH IR, BELE Windows 10 L Firefox, Chrome
F Edge JEEIXT S TIIT T Wi

BERPFZZEMINES SCIM R R E| IAM Identity Center

MEEEH 1dP FEE N TRAEZ IAM Identity Center FEI—EB2 A # SCIM B R , B
H AP SCIM B KM , NETTESBRELT B HIRHEE 'Request is unparsable,
syntactically incorrect, or violates schema' H%ix. #&iETLAFE Amazon CloudTrail

REIFANTMREXBOER.

HRBEE RBLEHN IdP FRAFHNEE S X R IAM Identity Center FI R XM, B IAM Identity
Center SCIM XHEN ZEBFMEES , SIEALNRKRNLE, TEMNZLESHNRENNT , FS5H
IAM Identity Center SCIM EEF £ AR ER. BHX SCIM ERHEE , SCIM F X A R ISR A
REMERE, B2 , ATRSBUERNLNELRR :

1. 1dP FAFXRRDEF. HEN/BERBR.

BRAE  NAPNRAMEF, ERMERER. A, FEER AP FRAFNRH SCIM
TAERFAEEN RS EX LR SN IEEE,

2. EEMAFRERNEMENSME (BHASEEM) . fltn, AFAIEEE IdP FENEET T
FRESBNRELEFSH  NEFSN BTSRRI |, FEEN IdP BEEN=HES Z
BN SN HEEHE,

fRRTF RIEIN -
i. FEFIdP FAPXRE SCIM FUAE RS , NEEATEEBHMNENME, Hlln , BBENK
EEMNAP IERESEBE,

i. MBABZEMM AP PFHAFNRBREMEYN WA ABKREME , NAFNZE
HRE I HENME

ji. Z0R Amazon FHVEMRERMTFTEIZEM , BM AP FAFXIREY SCIM Tl i Fi AR 54
FRBBRZE R ERET,

3. ZWIdP EEZHBEZSNEELTE B IR ( EXFIH R IAM Identity Center ) FEIAF . HTRIE
AP AELER IAM Identity Center SEHIFR RMHE—H , HBRAFIEE username EA AT EE
BRI,

BERPIEMINE SCIM RA4tFEREIZ 2] IAM Identity Center 346
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RRFR  BRER IdP FH SCIM BEEXFEAENEMES IAM Identity Center H#Y A 7 it
{TIEBE, i |, F IdP F#Y username = userPrincipalName BREE| SCIM & A F A
ELE] IAM Identity Center B userName BMHF2EWE , HEARZLUSR RS HEHHFE R,

SAFEXA UPN #8X8f , AR TEER

BREAFESZIHLHAAFBNER | A TEETEEF Amazon Web Services IR,
REBBERT , ARAUERAEEBERAFE. THERHE (DOMAIN\UserName) SE UPN & & H&
(UserName@Corp.Example.com) BFAF1F. HISMERZE , & IAM Identity Center EH E /3 A
MFA BERIEEXEBREN L TXRARBLITENEZE RN, EXMERLT , ARSXAERAE TR
& 3% %& (DOMAIN\UserName) &%, BXEZELR , 5 Identity Center BFHNZESHRRIE, A
< F &% Active Directory WA F B —MRER , S5 Microsoft XML EE A - B

B IAM e HIl T BENZRFNABRITREEIR

EEEKFHH IAM A, B EETILLAWSReservedSSO_"FAMNAEREN, XLEABR
IAM Identity Center (RS EKF P EIENAE , EMREBAKS 2EMRE. M IAM 2H & H1E
HXEABHSBUTHEIR

'Cannot perform the operation on the protected role 'AWSReservedSSO_RoleName_Here' -
this role is only modifiable by Amazon'

XL & R BEM IAM Identity Center B3 G 1R Hl & #1718 K , ZIEH AL F Amazon Organizations
MEREKF P, BHRERE , BN ERHEE 2B Amazon K.

XA EEERD

Y EFAPFEASIERD ? R ZF Amazon Web Services R FHIE EEHZBE |, IINEHER
B AFESFERIABID R | 10 78 IAM Identity Center &R S G EHHBESR R,

MEAFMATHARBHNZEEREHEIRES We couldn't update your password , HRZE
Amazon CloudTrail @Fidx 7T HE, XALBEEER U TIEIRSEE CloudTrail WEHF RidRkEFE
R RKTER

"UpdatePassword"

MEREERERUTARE , WARFERRAIFAR !
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"errorCode": "InternalFailure",
"errorMessage": "An unknown error occurred”

S—ANAERERAENREENATARRENGRRE, dEREALTERBFIENES | 4l
f“surname.givenName”, B2 , BEAFBEUEREK , RETERHRFTH , XUESSH AP BA
PEEFH , NTTSHER. EUEFESHURENAXBEINAFREERB , MRIEIRERXHN
18R

WMREBKIBEFEE , BBHR Amazon ZFF D,

BRAPENRERHEIH , BELEREDENKS SN AER

MREFERABEHSFHEERS (SCIM) BN SHREEHTESITALE , WS HILEE, &
HwmE , SRBRAFPRZAFFENG , ARESORMEPERAEENARE (XTAR ) HER

( XFA ) EFCIER |, F1E IAM Identity Center 8 1 F F SR4A 812 — NETHIME— N EPFRIREF. B
= , IAM Identity Center (VI BREIBFEFNHEX IBFRRFHEIA , AAFRPSENEBERPEREAFRR
| Ul)#, BirEKLK, X2EF U SIANKERAFH4A ID ERFE.

EXFERT , EE Amazon Web Services Ik A RIXFR , S AN &A@ B A - 24 2 & i 84X
BREY Amazon Web Services lK~ FBRIFRINIE , RAEFHRNREFRIELZAFRE, X2FEA
FAFPRANEBRRRAESRNRE. @& , ENREMNARFHENER , ETUMNZMARFHNE 2B
RAPHIRPHBRZAFSHANGRNE , RAEEFHFMZAFRRA,

IR T LATE CloudTrail BRERFERS|IHHEXAFRABHN SCIM AL EH | LEFERE Amazon
CloudTrail i3 7 #E,

BEENEHEENNARER B RPRUENNAER

MR EEI IAM Identity Center W ARFBZRMT NARRF , I8 , 8—REFRERHEESBREGE
T ECHFMSIRY, BAEE IAM Identity Center #BFIAF |, B %N AREFWEBIET 175 RIX T

=B
(=R Ye)

MRRBE SRS REFNAEFS 1AM Identity Center ZRIREFEAX , BSLSHHAF M+
MR HEBR S TR

SAFZEHERAABSFHREEZERNE B RER HIARINER

HIAEE RN ER TGS ZM , BHP—PMELRER SAML HRFPHAFEES |IAM Identity
Center PV A FE R T TEL,
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71k IAM Identity Center AR EEAIEE IdP fER B MR RN ER , DTUHB AT &4 -

- SAML NamelD #&=X ( 2N HREELEE ) DTN BFH4E
« namelD B4 MRERIEH (RFC2822) HFAFEH (user@domain.com)

« namelD EXH15 1AM Identity Center FIIER AP BT L EE ( 1AM Identity Center RV F
U RECREATEE , RNAECEETRAFE )

« SAML 2.0 Bx& F B RIERY IAM Identity Center SEfE{X X 35 & 1712 & 5 IAM Identity Center Z [BI#Y
SAML IR Y 1 NS . BEARXZFMERN SAML IS,
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