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BHER,

IR EEEEZ A IAM Identity Center B9 0K 7~ 35451,

4. MWMEER Amazon Organizations R A MK EER , EEZ A IAM Identity Center I 35
BT, &R RS SEH6,

5. f£E/2H |AM Identity Center BWIKFSEBITNE £ , EFELE , FLERPNES K - 3546 < Bk
MR, REEE BR UERZERE,

@® Note
MRIEE Amazon IKF 2HELPKR A , BBAKZ A IAM Identity Center ik F SEHIAYBE
HAgE S Z EIBRE,

- WMREWHALTE 2023 F 11 A 15 BZEIE A T IAM Identity Center , N BRIATE IR
T, AP RIRIKF KA TERARS , HEXTBZELANEEK, S
38

- MREHALTE 2023 F 11 A 15 BZ/EBHA T IAM Identity Center , M ERIAER T
L2BERARAKF OIZEKFEGINIIEE. B2 , REEFREATATHLEEHA+TAE
IAM Identity Center B9 /2 3£ 41,

BXEZELR , 5 Hthe section called “ L ¥F7E B 5 K /= F I 22 K /- SK 6" Fthe
section called “SCPs F T 6 2K /= L6,

¥5ik IAM Identity Center H Y B 137K

#R7E |IAM Identity Center Y S HEEN T AR MANSEMLE, BA 1AM Identity Center f5 |, 5%
INEERANRERENG DR, BEEETENS MR , WUASEFER,

MREBEEEEERAFMELA Active Directory Xt FHAEB IdP , HRATEWIEES A 1AM Identity Center
HIERENHHRNZREZLLSMIR. EEIA Identity Center B F 5 6122 (F{a F 7 FE H B 1T4EM
DB, MR LERE,

MR EDZTE |IAM Identity Center PV —NSFHBRFERAFNE , WERNHMSBRATERXH
BRIZIE 1AM Identity Center FELEMNFIEAFMADE, MRXEXMER , FFERAF (2§ 1AM

WiAE R 22
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Identity Center FIIEIEAF ) & K EXH Amazon Web Services Ik F R AR 2B S EFKIHIE
R, BXEZER , BEH EXSHRNEESI,

To confirm your identity source

1. $TF 1AM Identity Center & &

2. HERFIERNTHNESFEESRISTH , ERRINFHR. BHTERIEREE K ARk
BEMREWF , HRILAE,

3. MRERREBESFTHENIHIR , WESHITEMESE, MREENHEMEESR , HEFEREE
REERERS DR,

BRI SUE R AT — NMETIER FHTR
Identity Center B %

BXJE A 1AM Identity Center f& , E2 B3ELE Identity Center B FERNEHEIAZ 1R
MR EREAHMAIE RS , WA T HAIBENAFRMEA | HoBEaixEmn
Amazon Web Services Ik~ MM AREFNHRIR. BEXFEALSMRERHNHRE , H5H £HAR
1A IAM Identity Center B Eti& F P i ] B R o

Active Directory

MBEBEREFEHERE Amazon Managed Microsoft AD B & HFMEEH , Amazon
Directory Service =& {# F H #) B B B 5 Active Directory (AD) , RITBWEEE A IAM &
B HOEHERZ B F. BZEBRIAN Identity Center B X QI HAFFLE, 1AM Identity
Center {£H Amazon Directory Service IREHEENAF . AR R REEEM Active
Directory F#9JR B &R 2| IAM Identity Center 3 Ffk. BXELZER , BSH EZ2
Microsoft AD B .

(® Note
IAM Identity Center 3z #fF SAMBA4E F#) Simple AD Eh & 3R

SNERE D 1R

T F NI HBIRER (IdPs) , Hl40 Okta = Microsoft Entra ID , S8 B] LLEF 1AM Identity Center
|dPs B Z £ MW SHIZES (SAML) 2.0 FrEXN F B3 TH B RIE. SAML MU TFREER
IdP AT P REMN F L, SRR XL AP AT EE IAM Identity Center , &£ 1AM

ik & H0IR 23
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Identity Center T XA FMA, £ IdP XFHNERT , BUUEAEE S A EE (SCIM)
v2.0 (MU REFAFPMANERM IdP BZITE ( [ ) El IAM Identity Center, IIRF X
¥ , BRI LLTE IAM Identity Center Fai AR F &, BFaR4ut A , FHTMERF~MA,

BRZEGHRFAMHER , SR IAM ldenter 59 REIE,

(® Note
MREITRIEAAT S HIRMERE |, EEEFHAE IdP ( A= IAM Identity Center )
EEZEFHRMIE (MFA) RE. TXIFNIEDRMAEEH IAM Identity Center FHY
MFA, BXEZER , 521 RT-AF TR MFA,

BT BA B R o< LA A2 15 18] Amazon Web Services 15 18] [T

Amazon Web Services 1R[] R A FRME 8 S & X5 E FTE Amazon Web Services Ik Fl& & F
W=RATEF |, #lin Office 365. Concur, Salesforce &, REEITF Fi%EE Amazon Web Services
kP SN AEFERETRES SN AR,

(® Note

Amazon £ E N AR S IAM Identity Center EXH A T HHRIEMN B ZRS , BrRgE R
F Amazon Web Services G R[TF# TR ARFHGE,

MEEEANEANRLIEBRER ( HlI0T —RBHAE (NGFW) HEE Web Wk (SWG) ) Kk
45 E Amazon 5 URL w2 AYEE , M AN SERE TP RBENERN URL maRFAFITEE,
Amazon Web Services

T HIREMR T ERNEEN Web ABTIEHERT RITF TR EPHEN URL IR

* [Directory ID or alias].awsapps.com
* *_ aws.dev

« * awsstatic.com

* *_console.aws.a2z.com

* oidc.[Region].amazonaws.com

« *_,SS0.amazonaws.com

B PEERIZES 24
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*.ss0.[Region].amazonaws.com
*.sso-portal.[Region].amazonaws.com
[Region].prod.pr.panorama.console.api.aws/panoramaroute
[Region].signin.aws

[Region].signin.aws.amazon.com

signin.aws.amazon.com

*.cloudfront.net

opfcaptcha-prod.s3.amazonaws.com

FEMN URL i /5 A AT SRV ES B

B T Amazon Web Services A TP IF I REERI , BEANEGRSINBAREFTREEAZTEN
Y AFARE,

EMNZREE Amazon Web Services ik 71 Amazon Web Services 58 Amazon Web Services
Management Console, 1 IAM Identity Center #2#|& , BAFFHAFIIAGFTEZE, B

< Amazon Web Services Management Console & %3k , 25 (Amazon Web Services
Management Console A T3Ef) PHSEERE

ENEHIEREITF Amazon Web Services 1[d] Amazon BN ARRF , BL4TNEE BRI GF
AgE, MEEXES , BSHMEMRS XM,

MRIEERNIEA | BlIAERE 4 IdPs (640 Okta BA K Microsoft Entra ID) , fREEHEFAIZE
RNAMIIREE

FHEM URL i[5 AVF AT BRI E B 25
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IAM Identer B 0B iE

Al Amazon Organizations BEMKF PR IE F B IREEZE IAM Identity Center FY4H A6, 1R
BUAESHIRME , TEEERIA IAM Identity Center EZFRIBHEERF, SMNMEAE—15H
o

AFHPHEEENBNAERE RS HRIZRE IAM Identity Center BYALASLH] | QIEEEAF |, U
ROlZHEENRE ( EEH IAM Identity Center EEiHRIAXR ) - Amazon Web Services I~ a1
U FF 1AM Identity Center A TR ARRFIGE |, MFEEEFANRE,

XLEEHEH RN BWMMIZE IAM Identity Center Ik 2 SE45l, 7] 5 F Ik P 3546500 B2 5 2 B A P H
4B BFEEFHEFIRBEATEEA X Amazon Web Services P HiFEIINR, BXxEZER | iF
2% |IAM Identity Center BYIK /7 3£ 41,

(@ Note

EFRIXEHREZH , B3 A IAM Identity Center BEXEZEL , 38 BEA IAM
Identity Center,

F&E

« £ Active Directory 4E7 545

+ Setting up SCIM provisioning between CyberArk and IAM Identity Center
. R IAM 55 R 0EZERN JumpCloud B &F A

+ BE SAML # SCIM Microsoft Entra ID 1 IAM & 3 # 8

» @33 Okta # IAM Identity Center Bl & SAML F1 SCIM

« £ |8%E SCIM EiE OnelLogin 1 IAM & 4 5 0

 f£A Ping Identity &8 IAM &4 5007 m

« {FEAERIA IAM Identity Center B & F P i 6] &R

« BRI

£ Active Directory 11 &R

MREEFEFEAEE Amazon Managed Microsoft AD BFHHAF , Amazon Directory Service 3% 1E
5 Active Directory (AD) BHEEX B RHPHAF , BAILAE N IAM Identity Center B9 F 4R , A

Active Directory 26
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FRAXLEAF. BIEIEEEA IAM Identity Center FHER SR , ZREZL DR, E3A
Identity Center B 5 & 2EM A/ ME 2 BIHATIHRERE B T8 £ E UG ERS R FIFHIA
BE.

EffH Active Directory ERN BHR , BNELEBATUHE B LT STREH

- MRKEIEZEFEA Amazon Managed Microsoft AD , M AZFEIRE Amazon Managed Microsoft AD
B %8R — 3 A IAM Iden Amazon Web Services [XiF tity Center, IAM Identity Center &% % &
BIREHEESEZERNXEH, EEE IAM Identity Center , BAIBEEE LN EE E IAM Identity
Center WX, A , EEE , Amazon Web Services 5 RIITTF A S1Z B ZMEREE R URL,

- EAREEEEKS B Active Directory :

EAMIERIZEEIAE AD Connector 3 Amazon Managed Microsoft AD B 3 Amazon Directory
Service , # BiZ B 4T FEH Amazon Organizations EEBIKF A, — X R BEFE Amazon
Managed Microsoft AD E#Z—“ AD Connector B R —1MNE F. NREBFELIHZNEIM , &
/8 Amazon Managed Microsoft AD, BXEZER , HSH :

« G fY B FiEEE Amazon Managed Microsoft AD % IAM Identity Center
- f¥ Active Directory F ) BT E X B RIE#ZZF IAM Identity Center
- FAREEZRIREERIKS R Active Directory :

MREIT XS A IAM Identity Center ZIREE R , HEA Active Directory ¥EJ1#2H) IAM Identity
Center F3R , M AT LAEAIMAE AD Connector 2 Amazon Managed Microsoft AD Amazon B ,
EHETEREEAKF N B FPREL B %,

MR EREN |IAM Identity Center & 2R MEAEALIRE K Active Directory , SEFFEM Active

Directory B AEAMEMIR , NiZ B A4 FE IAM Identity Center ZREE AR A, (MR
TE)HR (HZKFAE) ; &, BRIV TEERKS H,

AHEFIESET R Active Directory ¥E8 1AM Identity Center SR ERIZE,
S8 1 : E$E Active Directory FIEERF

MREBLEMFEA Active Directory , AT =B A #5 B 8 % 1% B FiE#F IAM Identity Center,

Active Directory 27
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® Note

MR IEITRIEEE A Amazon Managed Microsoft AD ctive Directory P B ZHBETEEE % |
{B &¥F RADIUS MFA Amazon Directory Service S#EBL R , &7 |IAM Identity Center F /3 F
MFA.

Amazon Managed Microsoft AD

1. BEF E#E Microsoft AD B & F KR,
2. BB Sy B FiEE Amazon Managed Microsoft AD Z| IAM Identity Center F 89 5 BRIR4E,

3. Bti& Active Directory MU R EmHE R FEENRAFEZ | 1AM Identity Centero BXREZE
B, #2R FEERAFRESE IAM Identity Center H,

Active Directory FHIB{TEE B %

1. BEF E#E Microsoft AD B & HHIERE,
2. %58 § Active Directory Y B1TE I B FiE#EZ IAM Identity Center #1935 BRIRE,

3. BtiE Active Directory MU A ERHIR FEENRHNAFEZL E IAM Identity Center, BEXEZ(F
B B FEEAF RS E 1AM Identity Center #,

S 2 FHEEAFREDPE IAM Identity Center F

FHER B FEREE 1AM Identity Center f , B EEEZRHBRFEENRNAL, , ARFZARMM
&8 B ZE S F 1AM Identity Center A1,

1. 3TFF IAM Identity Center &l &

ERIRE,

FRENEL , ERSFHFETF , NhiEFRE K RAEEREEED,

EEEBRSNEL , ERAFERTF , AFERRMAF L,

ERFETFHAFT , W ABYNAF & &R,

EERMAFFMATT , JITATRAE .

o o bk~ w0 DN

a. BACEELEQHERTFEENRNAS,.
b. EPZAFBEILNEIRE,
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C. ﬁ?%;IEEBEO
7. EEERSTET , ZEENAFNERERSBERNNAFRSIRS,
8. TESMBERKF , &EF Users (AAF ),

9. EAFTEL K SEENAFUREFSE-ENEFTL2HREIRF, EERFERUAERA,S
&Ko

teat , BHNAFERBRIEEKS, SUNES | BEENREF A, 2 ELZNRERREX Lk

FPHEBHRNR, BXEZEE , FE5H tIBZNRE.

Setting up SCIM provisioning between CyberArk and IAM Identity
Center
IAM B0 REFEFEE ([E ) REMWAFE R CyberArk Directory Platform 3 A 1AM & {3/

Do B FERAESSNEERS (SCIM) v2.0 1hil, AXEZELR , HSE WA EHEEEFH
SAML #1 SCIM B 9B & K1T,

BB LAE P EL & &3 CyberArk £ AZH IAM &350 SCIM LimT KM E T, EE SCIM [EF
Sat, THEREBAFEMRRS CyberArk Bl IAM B R LFHNGEEMN. XS IAM 545
O 2 B T HA R M ITEE CyberArk.

AIERET CyberArk B E 2021 £ 8 A, AW LRUEEMTE, AEREIs—LEXEY
SAML BB A F 54K UERY 18,

@ Note

HIT1REE SCIM 28l , BINBUEEAER EAEIMENIEST., REREERT I
DHHEMAERE,

F&:

- EREMH

« SCIM SEEEIM

« S 1: 7£ |AM Identity Center /5 AATRE
« SR2: EFEEFE CyberArk

e (Ak)SBRI: EFEEAFEM CyberArk AT IAM &4 05 B34 (ABAC)

CyberArk

29
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. (i) R BIRSIEY

FRF M

HEIT Rzl , BRFEUTRR :

 CyberArk iTFS®2HA. EXEMEREA , EiGE CyberArk.

« X% IAM Identity Center Wik ( 2% ) « BXEZEE , HZE A |IAM Identity Center,

- XBRHY SAML iE$#E CyberArk IKF | IAM H4 0, B FTR CyberArk IAM & 4 /0 XA,

« ¥ IAM Identity Center &322 5B 48 E /21517171 Amazon Web Services lKF A ®, AP FHEAME

xExo

SCIM =51

LA —2EAREEZZEI CyberArk IAM B3O MBS

- RENRAEFMESRS FRENAET 2RL E IAM Identity Center,
s BEMANERIANRATEXHE, —BEHR, SCIM AEATREL KM,

- RS —MBESBHEN , AR TEEE

- MRABMEITE CyberArk IAM B AU ARFEER , MItaHIAUTITR

- MRABZHEAEER—IAM Identity Center FRAZHT 2K EER,
- MMRALZHKRETEHR— /T IAM Identity Center P HIEFA |, IFAFRE , BREKR

« AN RIZERFESMEUEE B TR CyberArk IAM Identity Center N FAREF , BRAKRNALRE

TIEWMIT R, EALUERLA TR

« BE (RFEE ) ldentity Center BEXFP EEHBEEHRZHHAS,

- FAPMIAM S4FOBERE , M IAM F14 R O0BUEX AP WELE CyberArk &,
- BUHELE AP 1T Hh—ZAZMIBR,

F% 1 : 1£ |IAM Identity Center /3 ATRE

EE—Sh | EBER IAM Identity Center #2#| A B BEZITRE,

£ IAM Identity Center F I BZITE

1.

SER T REMHE , FTF |IAM Identity Center 25| A& .

TR 30
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2. BEEMSMBERPERIRE,

3. HREMHL , KEBFITMEFEE , AR ERBA, X2 HEITE IAM Identity Center F/Z A B
HIE , HERSERN SCIM A MiFESEER,

4. EAUVEFEEXNEES , E% SCIM mLKMBR T, BEE P PEERERN , EFEFH
LE

a. SCIM %= ——#%lan | https://scim. us-east-2.amazonaws.com/ /scim/v2
11111111111-2222-3333-4444-555555555555

b. WRITHE - ERERTEUEHZE,

/A Warning

— A LUREL SCIM s R 5F R TN NS, ERERIEZH  FSHXEFXLEE, &
YENEESREEMAXLE , SUEE P PFREBITE.

5. IEFEXM,

M7E , BMELTE IAM Identity Center BHAPIZE TEE , BEEFEATREIRBES CyberArk IAM
BHRBRLRARF. ATHREFHERT XESR,

HIR 2 EPBECERE CyberArk

ERERAU TSR CyberArk IAM B O ARER , BTEA IAM B O#ITEE, LEER
RIBEELARIMT CyberArk BH 1AM &350 R AT CyberArk Web RIARRF T EE AEFHIA,
MRERPITUHERE , FSH EREZNG  AETRUIRELUEE SCIM E.,

EEPEERE CyberArk

1. 3T CyberArk Z1EELE SAML BRI IAM BB O FARER CyberArk ( NARF > Web K
Fﬁﬁﬁ ) o 1ﬁ/|ﬂ%/ﬁ%'ﬁ:o

2. %&$® IAM Ildentity Center NFARRFHERTAE LD o

3. EHBRAUNARFIMEREHEZERINER,

4. FEFEHHOIESF , £M IAM Identity Center E#| 7 SCIM ImRE. FiZERHE SCIM BRFH
1t FERHHY CyberArk IAM Identity Center B 2 F S B ACE BR B N ARk,

5. FRARBERENFEESH,

SR 2 EPEELE CyberArk 31
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6. EL—REH , B£EH T IAM Identity Center P HE THE. FZE/RUE FEERT F&
H CyberArk IAM &4 0NAREF.

7. BEHEBIESINEMMNALRE,

8. HERMLEI” T , EFENPHTHUEEMNIERITH CyberArk ET/E, BALEREE (HT
Z& ) EFMLEEBMMBUEMET NRIIE IAM Identity Center AP,

9. & “AGKS” TZEMS CyberArk A , 7 IAM Identity Center AW EMHRFER T , EER
AT,

10. FERERATEEBHRE

1. ERIEAFREEKIELE IAM Identity Center , &R E IAM Identity Center 2% & HitE B
F. BSHAFXE CyberArk N ERE “AF” D’iEJ: NEAUNXLEAF o EELK, HATNAE
IAM Identity Center R {TIE$E,

(Tt ) W3 : EHREEHAFE M CyberArk AT IAM B4 AR /O 15 [R) 43
% (ABAC)
X2 —NAERRRF CyberArk BRBIEE N IAM B OB EREHLAEEX Amazon #IRAY B

R, BEHRENLKEM CyberArk SL SAML Wi S R1ZiE4 IAM B4 H 0. AfE , BRILE IAM
Identity Center FRIENPRE , UARBRFELEEZEHNEHEEE RN CyberArk.

EFFR SR cn , BL4MERBA HR2FEEME he. AXRURENEAER  FSH EAARE
173 (] 22 15 /& 1

EHEAFEEHAFEM CyberArk BT 7E IAM B3 H 031715 0] 2 &l

1. 3TFF CyberArk R 1EEE SAML R Z M IAM BB O AR CyberArk (‘AR > ‘MK
NMARF") .

2. 3¥Z SAML W R7EI,

3. EEMT , BBUTZEMNMEXEERNEIRS :

a. BUHEBAMEXRBNEREBEMERF CyberArk.
b. BHERE SAML #iE P &iEE IAM Identity Center FIJE M & #o
4. EERE

(Tt ) 8,3 EFEEAFEMY CyberArk AT IAM B4 0K 5 RIZEE (ABAC) 32
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( Wik ) RiEiGEEFIE T

BRI LUK R 1AM Identity Center FEY 177 8] 122 /8 1 ThEER/Z1%E Name BHIRE N https://
aws.amazon.com/SAML/Attributes/AccessControl:{TagKey} B9 Attribute Jt¥&, kT
ZAFENEMHEN SAML ISP 2ENREEZE, BERR2ERENESZER , 55H IAM AR
BIfE Amazon STSHHIEE S 1ERE,

ENBEMHENASENRELERE | FASEERZEMN AttributeValue TE, flI , E4ARRZEE
SfCostCenter = blue , HHEAUTE 4.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFEFMSNEY , BAEMIEEE — N EIHAY Attribute TH,

/8 1AM B4 INEESER JumpCloud B £F &

IAM SO0 FESEE ([EF ) RKEWAFEER JumpCloud BRE&#H A IAM 43 H 0, 1R
EfALZLMSIFICIES (SAML) 2.0 EXEZER , FSH INABEHRMEFEA SAML F
SCIM 5B &k,

RO LAE P L E & JumpCloud ERA ST IAM B H 4 SCIM LimT KR FMF RIS, BE SCIM
BLet , AIAEHSIEAFEEABE JumpCloud 2l IAM B LHFRmEEYE. XS IAM &
O Z B R TR 4 T B JumpCloud.

AIEFEETF JumpCloud B ZE 2021 £ 6 A, FfIRANSBUREEFMTE. AEmIE—EExET
SAML BB A F & 4K UE Y188,

LTEREEISETHNAEAAFNEANBZEE JumpCloud £/ SCIM B E] IAM &35 4,

(® Note

HEFT4AERE SCIM 28l , RMNBUEEHAES FHEITENEIESZT, REHREEFT 1
DHHEMAERE,

( AIE ) 23 T R 42 IR 4 33
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e
- EREM
« SCIM ZEEM
- S 1: 12 IAM Identity Center /3 FATRE
« PR 2 EFEERE JumpCloud
(Wik ) S®]3: EFEEAFLEM JumpCloud AT IAM B 12 A 1T i i 2 4l

o (T ) 4R ISR

FRFAF
EF 2 BREEATHR

« JumpCloud iTHE SRR IXA. EEMELRHLA , FiHRE JumpCloud.

« X#F IAM Identity Center Ik ( 2% ) « BXEZEER , 13 /E A IAM Identity Center,

- RB¥REY SAML iE# JumpCloud MK E IAM F 30 , H AR JumpCloud IAM 5 13 F /0N 32
[=B

+ ¥ IAM Identity Center E #2855 E 8 E 215517 Amazon tk B9 4H < BR

SCIM EEEM

BT R EAEEEEI JumpCloud IAM &4/ 0LHIERE.

« (NFEHE Amazon 8 QEFIERESFXBKANEEA JumpCloud F5 SCIM @,

- AR —MBFESHEY , MIAR TERE,

- HHAF JumpCloud B 4B ER FMEK , SMEEE SCIM BEEHE IAM FHH 0

« MR AFTE IAM Identity Center FEZEREMEFRBUE , ME ML FRESIRZE JumpCloud.

- B NBYEUEEPEEZERTN EARAFANEARASHER RKERNNAFESEBEASCIME
&

HPR 1 : 7£ IAM Identity Center /5 FATRE

EE—S | EBER IAM Identity Center #2B#| A B HBEZITRE,

TR 34
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£ IAM Identity Center HZ I B3I TE

1. SERGCRZFME , 377 IAM Identity Center 2# &
2. EEMSMERPRZFRE,

3. HRENHL, KEBFIMEFEE , AREREA. X2IEVFE IAM Identity Center /5 A B
HWME , HERSEMN SCIM ik JF i | S hEE B

4. FEAUBZEBNEEDR , £E5 SCIMImaSMiERISHE, BEE P FEBEER , REENH
MR E A,

a. SCIM %= ——#%ln | https://scim. us-east-2.amazonaws.com/ /scim/v2
11111111111-2222-3333-4444-555555555555

b. HETH - ERERTEIUEHIZE.

/A Warning

XEME— A LUREL SCIM If RE TG RSN le, ERERECH , SHEHXEHE, K
HENEESIREEMAXLE , SUEE P FREEBITE.

5. 1EFEXM,

E |, BB 27 |IAM Identity Center ?"“%'J“EF*&ET@EE , BEEFATERRRNES JumpCloud
IAM %ﬁqﬂlb\ EE%(} J‘)\T *EEEFI}'H-J\_ gﬂ;g;%o

HRR 2 EPEEH E JumpCloud

EHERAUTESER JumpCloud IAM &3/ 0ERSR , ATEA IAM P 0#THEE. HIRRIR
"‘E‘. PNJ[]T JumpCIoud 58 1AM B 5 05E#EES JumpCloud BE AT MEA., WREE RN
THRE , BSHE EREMG , AEEHLEEREE SCIM &,

ExPEERE JumpCloud

1. ﬂﬁwmmwmwﬁm%smmﬁfﬁmmmaﬁ¢w £3%8% JumpCloud ( AF &R RKIE >
IAM %ﬁq:/b\ ) o |5‘1—.| %I%XFFO

2. 1%&# IAM Identity Center iE#88 , AR EBRE=NEMFHHEE,
3. MRMEBFLLASCIMBES , BT EALNABRFFHNAFREANEARR BHEREEE,
4. BEHERE,

SE]2  EPEELRE JumpCloud 35
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5. FEL—XBEAH , BEH T IAM Identity Center ) SCIM ix LB, FZEXEE “BEAR URL” FE&
f JumpCloud IAM &3 A/ 0nE RS

6. EL—HEH , BEH T IAM Identity Center PR IH R TH{E. FZE/RWE “TRZEH FESP
JumpCloud IAM 513 A /UNE 28R

7. BEHECELANRAEE.

8. BREREBERZIDAE-—NMEBERFDHE.

9. BEFNNMEMFRAFAAREEMEM SCIM EERIE,
10. EERTRSBHRT

1. ERIEAFREEKIELE IAM Identity Center , &R El IAM Identity Center 2% & HikE A
F. BFZWAF%E JumpCloud £/R7E “AF” THE L, MEATLUFXLERF 2B Z| IAM Identity
Center HEV Ko

(AL ) Z] 3 : EHPEEAFE M JumpCloud AT IAM B4 01T
17 B] 42
X2 A%ERF JumpCloud BREBIEEFEN IAM B H O EERE M LEEX Amazon B RHY I 8] X

R, BEHENHIEM JumpCloud BA SAML M EMENZELSE IAM B 0. RE , BHLE IAM
Identity Center R BIZEXPRE , UBEZRLZENEHEEEHRIAR JumpCloud.

EF R Ren , B4ME LB A REZEGHDENEM. AXRMNARTIHEENFAGSE , BSRE
AMEE TS R ZEE M.

EEPEEAFEY JumpCloud A T7E IAM &4 H /Ot 4T 5 Rl 2 6

1. F#TFF JumpCloud ZEELE SAML 22K IAM B4 0GE#EES JumpCloud ( BF A RIE >
IAM S350 )

2. 1%&3#F IAM Identity Center iE#28, AfF , EHFEE =/NETIF IAM Identity Center,

3. HUWZETFES , EUEEAFBERE | RBERNFEYE  RBERTUTRE . BL4ANE
AR BNEATE 1AM Identity Center R A T REFIN B NEHEHITXES R,

a. ERZSEHBEMEBHFERT , WA https://aws.amazon.com/SAML/Attributes/
AccessControl:AttributeName. F AttributeName &if 7 &£ IAM Identity
Center HHAEHE MR Fr. HIW , https://aws.amazon.com/SAML/Attributes/
AccessControl:Email,

b. 7E JumpCloud ‘BB FE& , NEW JumpCloud B . Hltn , BFmp4 ( T/ )

(Tt ) B, 3 : EFEERFEM JumpCloud AT 1AM 515 0k 1T i/ [ i 4l 36
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4. EBRREF.

( Ak ) RiE T EEFIE A

A LUEER A 1AM Identity Center Y 177 [ 32§18 1 TheER4%21E Name BHEIRE N https://
aws .amazon.com/SAML/Attributes/AccessControl:{TagKey} By Attribute Jt¥&, Lkt
RZANEFGEMEERN SAML IS PR EREEE, BXQENRSHNESER , BZH IAM AFE
BI7E Amazon STSH &R S 1EIRS,

ENBEMHERNLERSER  BEERERSEMN AttributeValue T&E, flin , EEBRZRE
JfCostCenter = blue , HEAATE L.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFERMSNENY , FHAENMZEETE —NEIRM Attribute T,

ftE SAML 1 SCIM Microsoft Entra ID 1 IAM & 4551 /0

Amazon IAM Identity Center X355 Sec urition Assertion Markup Langue (SAML) 2.0 &£/ , A&k B
HEE ([P ) KB A S MAEE Microsoft Entra ID ( BABI#R Azure Active Directory 2 Azure
AD) EREE B HEERS (SCIM) 2.0 il A IAM BHHt. BXELZER , BSH YNAHE MR
HEEH SAML # SCIM B @ EBSKIE,

B R

EARHED , BFRE—NNEHXEE , AEMEZRAEE SAML E#EM SCIM B & Microsoft Entra
ID 1 IAM FBH 0, ERVNVAZSIRY , REERNSRBPUZE—MULAF ( Nikki Wolf )
Microsoft Entra ID JAK IAM F370 , S EATRMAIN @A SAML E#ZE, 85 , 7 SCIM FEK
W—Eo , BHE—NTREBNEBAF ( Richard Roe ) SRIBIEHE 14 Microsoft Entra ID IEE T
HIEES 2 1AM B4 H 0,

FRFAF
EFRASRLE , CEABEREATHE :

(A ) 1R3% T R R R A 37
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« A Microsoft Entra ID 87, BXEZEE , HSRFAWIREAN] : iIREFF Microsoft X#4AH ) .

« Amazon IAM Identity Center2 /8 K, BXEZELE , 52 Amazon IAM Identity Center F
FigEFHE A IAM Identity Center,

EE I

UTEATHENEEEZET Microsoft Entra ID X Al fE& & it R 1A E A SCIM v2 TN E L=
BREFRFER IAM BHRFOEREBEEE.

B fE

HEITHEE SCIM 28l , RINBWEERER EABIMEANEIESI,

5 ) 22 1 ) A

FF i EER R A TR | XEREERE T B0 H 4IRS B &8 Amazon &R
MEMNAF G EBERT EANE M Microsoft Entra ID , NiZEHEF2M IAM Identity Center A #9482
P HfiER. X2—1NEHHIBRE Microsoft Entra ID. MIRAFMNEANBUERNEM (FEZ=)E , I
ZEUCRE S ) IAM Identity Center,

BREA

XLEXIFHAE : Microsoft Entra ID AFBERS LA SENSEEHREATNAF . REENHBSEE
B E R A M P BEISEENAELE . Microsoft Entra ID AaLUEIHANBERBIZESENAFR
A (BB 7RNBEARANAFSEYEA ) WBEERARE. BXEZER , BSRHTPET EANE
E R E Microsoft XA ) , EF , WAL IAM Identity Center AJELE AD [EZ# 1T Active
Directory #8758 1AM B3 R/ URIBEA

HSE

XEXIHA : Microsoft Entra ID AF B ERS AT LS MEEN SEHFHNAF . BSE TERN R ,
ZRBIERERASENA P MALH LR S 1AM Identity Center FEIE R AR, XLERHFH
48 2 M FELRY Microsoft Entra ID J&3iE SCIM i# A IAM & 15 &0

f5l4n | a8 Microsoft Entra ID ZIAA MWLM TR :

1. A4 |, K& ual, ua2
2.B4 , & ub1
3.C4 , KA ucl

ARSI 38
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4. KAMNBIE A, B, CHRRA
5 L4, #NTIEB HM CARA

&% B P A E B E Microsoft Entra ID &3 SCIM # A IAM &40 , ¥R NTRR :

1.A4H , BA ual, ua2

2. B4, B ub1

3.C4 , B A uct

4. K4 , B A val, ua2, ub1, uct
5. L4, B & ub1, uct

ERANSEAEEBNTMER , FILEATEEEI.

« IAEFLLEIEREWS, B , Microsoft Entra ID BEERSZ 2R FELTrREH, Hln , MREEL
T JLA Microsoft Entra ID ZhASHMEH -

- AAR BHAKIRA,
« AAF ual K.
B éﬂﬁ ub1 'ﬂzﬁgﬁiﬁo

BEEHANGREAFRIELANEERR (Bual) . EF2NEHRARTE BANKA.

- FRATHIEHMHSTEH, BXELSER , BSEPHIE RS Microsoft XREH ) ,

S 1 : % Microsoft 3/~

EAS RS | SN BNARENEEER Amazon IAM Identity Center 1Ml 7 FB 52 FF LA K 204a1 1y 3
IR H B 25 2 BL i | AR Microsoft Entra ID Ui A P

Step 1.1 >
$B 1.1 EHIZE Amazon IAM Identity Center 1l 5 A2 F Microsoft Entra ID

FEE IR | £ Amazon IAM Identity Center 1)l 51 A2 5 Z 25 1£ # Microsoft Entra ID. f8/5
BREERRARFFREEBEN SAML EE, Amazon

1. ZELURNARFEERAMN S M EF Microsoft Entra BEE H/0,

S 1 : HE Microsoft 8/~ 39


https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-rule-member-of#preview-limitations
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2. SMEISH>NARE > DUNARE , ARERFNARER,
3. TEHIE Microsoft Entra Gallery R E £ , E#EREHH A Amazon IAM Identity Center,
4. MERHi%EE Amazon IAM Identity Centero
5. &EFEOIE,
Step 1.2 >

S 1.2 FTEHRCIENR AP Microsoft Entra ID

YR E F 2 Nikki Wolf Microsoft Entra ID #3552 el 2/t A /.

1.

£ Microsoft Entra EE /0 Z2EE , SMBIBH > BF >FBHAF,

2. BEFAPF , ARLERBEMINCIEFTAS.

3. HEAFEHEMH , BA NikkiWolf , RAGEFREERHANYT B, Hla0 , Nikkiwolf@
example.org.

4. HEEREWNF , @A NikkiWolf,

5. EEBHPRASHEERDL 6 SUARBRHEEL  EREIERNED , AEEHIETE RN
=8

6. ZEEM , EEFHMA Nikki, EEKH , A Wolf,

7. B“EEHANE  REEECE.

Step 1.3

HPR 1.3 : 7@ Nikki 2 EXBRZET , &Mk Nikki B9 4% Amazon IAM Identity Center

FELEEAR | SFRAUE Nikki AT AR I & FKH Microsoft AV TP AR HLR R,

1.

ER—MHEBFPITAFRER , IERNKS IS EZRIE , AR A Nikki B TE B 7B
bk, a0, NikkiWolf@ example.orgs

HIVRRET , #A Nikki 258, AGERER, IREBREFHERN , REFRREER
=g,

EEEWTHRERE , ERBEERE , FIXxTHMZLHFENRET.
EENKFTTEHNEMSHERD , ERRVNARRE, FEE , RNEWMA , kNF2ER
EANARFE, 85—/ Amazon IAM Identity Center NFATEF , EHENL RS , 2
ERTELEAL,

S 1 : HE Microsoft 8/~ 40


https://entra.microsoft.com/
https://myaccount.microsoft.com/
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Step 1.4
S 1.4 : FEH M Nikki 2B BR Microsoft Entra ID

MELSRIUE Nikki TR FRIZRNKSTF , SEARIENEAF 2 EZE Amazon IAM
Identity Center R FATEF

1. %&£ Microsoft Entra EEFOEHE , SMEFH > NARF > UL NARE , REMNFIRAF
i%£$# Amazon IAM Identity Center.

TBEM , EFAFME,

EERAMAFIE, BAUZBRATTATOEAER. KBERNEAARTIE.
EAMSERE , FAF TERREREANR.

£ NikkiWolf |, REEEFE “®EFE

£ RMELL” RE L |, 3% “2B”. Nikkiwolf ZLFE I TE 2 Bl 44 i%Amazon IAM Identity
CenterM AR FHYA P FI&RF,

o a0 &~ w D

5 2% K Amazon IKF

HEWSERS | BFES THEUOMER IAM Identity CenterEE B iHRINPR (BSNRE ) , EFHeIE
FERZEY Nikki Wolf AP, HAtb D B EEH AmazonBRH A ENRR,

Step 2.1 >
SR 2.1 £ 82 RegionalAdmin X PR £E IAM Identity Center

LA BR &S A T 1@ Nikki B F 24 ER Amazon KPR , UENFHKFATTEEE X, Amazon
Web Services Management ConsoleBRINHEL HAFr B EFHEE Nikki ik - E b E{AE 28X
PR

1. F#TFF IAM Identity Center #2&l A

2. EZW®RPIRT , EENRE,

3. EEFENREE,

4. ERBENREXRENE , EEEENNRE , AREET—D,

5. ERHNEEE 6 FGHET , AREAUTIRANBELIRERE

a. EERFMFER , LEEREIED,

% 2% . H#& Amazon K/ 41
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b. HEHRBEAT , NIIRFEEKS , RGiEHUTEIEE.

* ListRegions
* GetRegionOptStatus
* DisableRegion
* EnableRegion
c. HERMERZEL , EHERM,
d. ERMFRRNENREFERET , REMERR , REEEMNTR. RIEERREEE M
TAR :

"Statement": [

{

"Sid": "Statementl",

"Effect": "Allow",

"Action": [
"account:ListRegions",
"account:DisableRegion",
"account:EnableRegion",
"account:GetRegionOptStatus"

]I

"Resource": [

"y n

}

6. ji;%-l:_io
7. EEENREFAFEENEMNNRESZNT , A RegionalAdmin , AF®RET—F,
8. HEHHZMOIENE , EFELE, BNZEENRESFKFRegionalAdminE R THE,

Step 2.2 >
HB] 2.2 FEHBIEHME Nikkiwolf B IAM Identity Center

BT SAML MY FREEH IdP B9#LE (Microsoft Entra ID) 3#7E IAM Identity Center R B3 €122
AP, EANLTERE IAM Identity Center RFFHRIEAF , ZAFEHK B Nikki Wolfs AP
¥/ & M Microsoft Entra ID.

% 2% . H#& Amazon K/ 42
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1. $TF 1AM Identity Center & &
2. EBAPF ,EFEFMAR  ARRHUTER !

a. NTAPEME it — MAZREERF BN B FapHbutat AR
NikkiWolf@ yourcompanydomain.extension Microsoft Entra ID FIF, i

|, NikkiWolf@ example.org.
b. WINEFEBMFbI - B A L — PRV B F R4 it
c. AF-HWANikki
d. K- %A Wolf
e. STRAM-MA Nikki Wolf
3. ERERMRT—F , RREFRFMAF,
4. EEXHA,

Step 2.3
$I 2.3 : fF Nikki 2B 48 FIREHR RegionalAdmin X FR IAM Identity Center

EiXE |, Amazon Web Services Ik EA[ LA B Nikki HEEHEE XIS , AR N5 BRI
Amazon Web Services 5 Rl TFFFERN A ENER,

1. 3TFF IAM Identity Center & &
2. HEZRFIRT , %&# Amazon Web Services K,

3. EAHPERT Nikki EEXEHNROKSE (HlISandbox ) BHNERE , RFEE DA
FRMEA",

4. HEZERFMNARE , EFAFIETF , HEHFIEF Nikki SUHNERE , REEET—F,

Example

<caption>On the %EZE N PRE page, choose the RegionalAdmin permission set created in
Step 2.1, and then choose T —#.</caption>

6. I HEHEX WAL , BEANLE  REER R,
SR 3 BEEMNMN A SAML E 4%

FEWETH | ERFERAPH Amazon IAM Identity Center )b S T2 FBLE SAML 3E# Microsoft
Entra ID BA % 1AM &4 H0HEIAE 1dP RiE,

S 3 BEFMMIE SAML E# 43
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Step 3.1 >

$% 3.1 . M IAM Identity Center WEFT EHI RS IR TR

FEUETRAE | &M IAM Identity Center BHI AR EXRENREOS , HERRTHEEXHMNEE
EENEEZEM AR Amazon $5E & % URL Microsoft Entra ID £ F—%H,

1.

£ IAM Identity Center 2 HI &/ , EFRE,

2. ERENHEL , ZERFHRETF , ARERRE-ERH DR,

3. HEERSMERNE , ERNBEMRMES , REERT -5,

4., ERENTSORMUEETENVBRSREFOBIET , EFRTHTHBIE M4 TH XML 304,

5. &ER—8&B% , ¥ E Amazon Web Services T5[A[ 1P Ex URL N{E , HEHIE., E T —FSHI
RAE, £FERAZE

6. FMUTNREFITIFRES , REHIT—F (Step 3.2), EHEE Amazon IAM Identity Center
1l B FAFEF Microsoft Entra ID, #8f5 , R E L TTE TR ZEE,

Step 3.2 >

$ 3.2 : EHBEE Amazon IAM Identity Center 1l 5 FA#2 & Microsoft Entra ID

ISR ERSE L —SREHO THFEXHMEF URL I{E , 7 Microsoft is T — ¥ #Y SAML iEHE

RiE,

1.

£ Microsoft Entra EEH/OEHIA , SMEIFH > NARRFE >t NARR , REESF
Amazon IAM Identity Center,

FEAEMER 2. REE REF,

FIRE SAML 2 R B3RXIH , EF SAML, RREFR LETBIEXH , EEXHXER , &F
BELE-SHTENERFSREETHRIE XM , AREEFERN,

£ BEARSAML BiE” TWH L , ®if “xiRAF M “BE& URL” BEIE RS EE [ AF L Amazon
https://<REGION>.signin.aws.amazon.com/platform/saml/&imT =,
EEFZURL (AL ) T, B EL—F (Step 3.1) E#IH Amazon Web Services i d]
&R URLE , 2BRE , RRERE X XHAED,

MR RS IR RE AN IR 8 2B F Amazon IAM Identity Center |, &£ “&” , RBEFBENR,
BB EREN SR ITHLIURE,

S 3 BEMNIE SAML E## 44
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7. TEIRE SAML 2 SEZRTUEA SAML IEBE D |, EERKEFHRIETEHE XML Z0HWTE
FABEXHREINENRSES, E T —SHIRERN , BFE £ XH,

Step 3.3 >
¥R 3.3 : Bti& Microsoft Entra ID 44 &B IdP %i A Amazon IAM Identity Center

FEXE |, Z4IRE R IAM Identity Center ##H AN ERXFMRES , STHK Amazon® SAML EER
BNE¥ID.
1. IREfE Step 3.1 F , &7E IAM Identity Center 25| & FRE AT FFIRSHF KR L1E,

2. EEENSHFORHAENENSHRHEETBIES DM IdP SAML THIET | EFERE X4
H, RBIEFRENP TERN S DR E THIEH Microsoft Entra ID £ E—F 5 |, RFIERE
“j:-_l-ﬂ:”o

3. iij:¥-|:_$o
4. BEFRERTFAAEZHLERER , B A ACCEPT,
5. EREXRSMIR , ANAEBHNEN,

Step 3.4 >
S 3.4 : M Nikki 2B EE B E Amazon Web Services @[T

FEWIREP | BOFER Nikki BYEIEEF Microsoft WERMIKF T |, ik SAML &E#E, B35
BRIESE |, &R R Nikki EXE[ZE Amazon Web Services 751871 B Amazon IAM Identity
Center N,

1. BIERMIKS IS BRTE , WA Nikki T2 E FB4iit, 0 , NikkiWol fF@
example.org.

2. HIMEBRE , @A Nikki BWEB , REREER,

3. EEMNKFIEMNEMNSHERD  EEBRNNARRF,

4, ERWNARFE , %HFE R Amazon IAM Identity Center IR BTEF. XRiZ &R RE#
TN F BRI,

5. EMBMERIMEL , &ZFRHM NikkiWolf £3F, MRBARREHTEHRIE , FEXER
&Y NikkiWolf £, XM iZ2 B R EE[E Amazon Web Services TR,

S 3 BEFMMIE SAML E# 45
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® Tip
MRERKIWEEM , HFHTRE , BREL Step 3.2 FH AH Amazon Web
Services BT &S URL WESEIE Step 3.1 FEHIMNEHETE,

6. MWIAEE Amazon Web Services Ik & RR.

® Tip
R TE N ZE HAK Amazon Web Services I SR , i5#IA Nikki 2 I 9o B
{ARegional AdminfXPRE ( iEZH Step 2.3 ),

Step 3.5
S8 3.5 : JliE Nikki 3 FEEHE Amazon Web Services K #9175 18] £ BR 4% 51

EWLTES | BHTRE , LUBE Nikki X FEEHE Amazon Web Services Ik X131 & #Y 17 7]
BBRE B, Nikki HiZRENFEHNEERANERE , INKFTHEEREXSE,

1. 1€ Amazon Web Services TR H | EFEKFIETMFUE RKF YR, FERSEEEN
PR E M E A ik 7 X BXAV K = & IDs. 1K 7 1 &8 F BB 44 3k

2. EBRERANRBRENIKFE (FliNSandbox ) (ESH Step 2.3) . XHEFNRES
&, Nikki ATAMAFIERE | SIEEBHIKS,

3. T kRegionalAdminiEF EE & & KA A B ERegionalAdminiX REFEX AR, X&
FHREE [ E Amazon Web Services Management Console £,

4. EERFENELS  ERENKFEN , AREEKS. @F#HAKFAREH, B, LAE
FHMBEREMH s HR2ER—FER , HALXEEFIABAXLRENLENR,

5. EWFWE , @ F&R3IE Amazon KiZi#5 . R REPEM TR KBNS EE, EE Nikki
BXHEAEXENNR , TERTBIEKSEASZEAXEI%,

® H5TEE !
SR 1 BDR 3 HEERNEREFNIR T SAML i, E , RNBUEREHITIR
4, KUY BHAE , LTERAHE,

S 3 BEFMMIE SAML E# 46
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FB 4 BEEMNIHK SCIM B

FFTRP , CREXRBNWAFPEENBEIEE (FF ) Microsoft Entra ID £/ SCIM v2.0 st
A IAM B H 0, A LAE P ELE EERE Microsoft Entra ID EREH IAM &4 H 08 SCIM KixT
KA IAM B4R 0EIRENTIER B

& SCIM BE&eT , ATATE R BIZFFE A RS Microsoft Entra ID | IAM B LFNSBEE .
XS IAM B4 H 0 Z 8 8 TR E t TH Microsoft Entra ID.

UTLBRESISETHRNAAFTEREFEUATNENAF B A B3 EE Microsoft Entra ID EFAFH
IAM B4 508N ARFE IAM B4 50 Microsoft Entra ID.

Step 4.1 >
S 41 ERRNEE =ML A/ Microsoft Entra ID

HFNRXEH , REFEFRIZE—/NFAF ( Richard Roe ) Microsoft Entra ID, f8/g , Ei&E&
SCIM B fE , BN XA MAEHEXELERES ERIE L E IAM Identity Center,

1. TE Microsoft Entra BEE L EEHEIE , SMBEISH > AP > MEAF,
2. EEFAF K AREBRRENIIVCIEFTAF,
3. EAPEMHENT , #iA RichRoe , AFEFEERNEMYT E. M0 , RichRoe@

example.org.
4. HEETREBWF , @A RichRoe,

5, HEBTRMASBERD  SUERRERE , ERAFERNED , AFEFHETE RN
=8

6. GEEREM A6 ARBRRERHUTE:

- &F - # A Richard
- #K - %A Roe
« B{UE - % A Marketing Lead
- &BI7 - # A Sales
« AT ID-% A 12345
7. BEBEEANE  REEECE.

Step 4.2 >

$, 4.2 : 7£ |IAM Identity Center B A B3IE

SR 4 BREFMNE SCIM BF 47
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FEHERED |, EFAFEA IAM Identity Center #5155k Bzh Bl &k B 89 A 7~ MBF4H Microsoft Entra ID
BEA IAM B4 H D,

1. #TFF |IAM Identity Center 2%l & , EEMSMBERPEFRE

2. ERENHNEHREDNFT , BEEMERZERENFI.

3. RIBIMBELEE , REERBH, X&IEME IAM Identity Center FE A BEZITRE , HE
TARAER SCIM ¥ KR [E] 7 E4E B

4. EAULEZMEXFES , EFUTERIVENME. ET—FTHREREN , FFENXLER
AR E T — 25 Microsoft Entra ID.

E

a. SCIM %= ——#%lan | https://scim. us-east-2.amazonaws.com/ /scim/v2
11111111111-2222-3333-4444-555555555555

b. WRITHE - ERERTEUEHZE.

/A Warning
XRME— A BUREY SCIM I RE T RSN la, ERERECH , FSHEHIXL
=88

5. IEFEXM,
6. EHOFETFT , FEEMER EINEREN SCIM.

Step 4.3 >
SB 4.3 EHEE BB E Microsoft Entra ID

DI , BELRE T RichRoe Mif A F # 27 IAM Identity Center R/ZH T SCIM , &R LA EE1E
fiE SCIM [[@£1% & Microsoft Entra ID.

1. 7 Microsoft Entra BEH /U0 ZEH A , SMBEH > NARF > dULNAERRF , AREE
Amazon IAM Identity Center,

2. EBWME K EEEBT , BOEEmE

3. EMEERXT , EFEBI,

4. EEBAZIUETHAF URL AP, B ZHIE Step 4.2 FEHFIA SCIM I = URL B,
ERASEYT , MRS EAE,

SR 4 BREFMNE SCIM BF 48
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5 EENREEZ, BNZLFEH-—FEE , RPELINMENEZESRIIBERN , ATLS AM
o
6. EERTF
7. EBEET ,EBAFN4A , RABRERRNMAF/A,
8. HEAMPEINE , FAFR TERREREANR,
9. i%#E RichRoe , AF&E &1,
10. EARMDERE , EFESHE.
1. EEBR , RARERFETFHME,
Step 4.4

|44 RUERBEHTEAL

BEART P | BRI Richard WAFREBERITE , FHPMEREMEE TR IAM Identity Center

o

1.
2.

£ IAM Identity Center #HI & , EFEAF,

AP REL , SNZEEFERENRChRoeAF, HEE , HOIEES , EFREN
SCIM,

%R “BLE X T 5 RichRoe , BN T EMRMNHBEFE Microsoft Entra ID.

- B¥F -Richard

« K - Roe

-« EBi] - Sales

 BA{¥ - Marketing Lead
« AT4S - 12345

IFE , Richard B9 A F B1E IAM Identity Center 812 | B LUNE S B AEMINRE | X
AR ] AR St 33 42 Amazon BIREVIGRIPRE Al Bl , &7 B2 ELRichRoets 2 B fE
F#YRegionalAdmintXPREE , &R F Nikki EEXIFHNRE ( iFSH Step 2.3 ) , AEE
Astep 3.5MHAE BB A,

SR 4 BREFMNE SCIM BF 49
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M

© HESL

RE I 1E Microsoft #1 Microsoft Z B2 7 SAML iE#2 , Amazon HERIE B3I EL & [
LERERNBRRERS, ME , EULEAMERINGZE , EIRFMIREEFTNE,

S 5 : BB ABAC - Wik

D& , CERIEE T SAML M SCIM , ATLLEREIER TE A5 R R 2% (ABAC), ABAC 2 —

METEME U RERURE

With Microsoft Entra ID , & 0] LAE R LA T B fh 5L R VT —F kB E ABAC 25 IAM B4 AFRLEES

E%O

Configure user attributes in Microsoft Entra ID for access control in IAM Identity Center
FEHEE A E M Microsoft Entra ID T 7E IAM & 15 50033 47 17 18] 428

EUTSERS |, 8957 EBFLEE 7 Microsoft Entra ID BIH IAM B4 50 SR EE X R 1Y
Amazon FRHFRINE. EXJG , Microsoft Entra ID @33 SAML ¥ S X LE ML IXZ IAM
FHHd. Rig , BEECEMRELE IAM Identity Center IR IEIE4E1% K& 14 SR B2 1A (6] AR
Microsoft Entra ID.

EFmpUEREc  CEAFTERA HREFEY het. ARUERENEAEES , HSH BRAM

BLE i HEFE M.

1. 7E Microsoft Entra EE LB FE , SMEISH > NARRE > DU NARE , AR%EFE
Amazon IAM Identity Center,

2. i&# Single sign-on ( 2 REFE ),
3. EERMNMFERIY , EREE.
4. EEMNFHATE , hITHUTRE

a. EERIFHEH

b. XNFE#H , FHA AccessControl:AttributeName, AttributeName &R &
IAM Identity Center PHAEHI BRI B 7o HI20 AccessControl :Department,

c. XFap&ZEME , iE@w A https://aws.amazon.com/SAML/Attributes,
d XFR, HEREM.

S5 BE ABAC - Ali%

50
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e. XNTXREREBEM , A THFIKIER Microsoft Entra ID AP E M. #la0

user.department,
5. JEEE SAML i E FKIEEF IAM Identity Center WE/MNBMHEE E—%,
6. ZEFERF.

Configure ABAC using IAM Identity Center
£/ IAM Identity Center Ei& ABAC

BEMAE , @BaJLUER IAM Identity Center B 15 (7] 32 # /&8 14 ThRESRZ1%E Name B 1%

BN https://aws.amazon.com/SAML/Attributes/AccessControl:{TagKey} £y
Attrlbute xio B ERAL TRGEMEN SAML i E PR RIERIEEIE, BRSTFEHREN
BZEE , S IAM AFEmEE Amazon STSHHEIE X EIRE,

ENEMERSERSESE  BFESEENRSEN AttributeValue THE, fl , EABREE
B3} Department=billing , BEAUTEX :

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/
AccessControl:Department">

<saml:AttributeValue>billing

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFERMENEY , BAEMIEEE - MR Attribute T,

55 R PR 2 BE 48 Amazon Web Services Ik 2

REBFIHERENFTEERITUTESE, Amazon Web Services MK #F Amazon R RATEF 814K
[RAEEXLELE,

(® Note

EZRUTR , BFEE—NIAM SHPOHWALSEG, BEXEZEER , S IAM Identity
Center BY4H 22§k 7~ 241,
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SE 1 IAM 550 #F Microsoft Entra ID B P X5 K 7 #9175 [l £ FR

1. IR[E IAM Identity Center ##I1&, 7£ IAM Identity Center S BEHRHNZIKFNBET | &
Amazon Web Services Ko

2. 1£ Amazon Web Services I/ TUH , HRLEWNETRENEARARE R , BNKF NS ELER S
FHTAH, RHPEBEKFNNNEIRE  AREESBEAFRA,

3. WNNERIEAFNEAIERE. EBE=AIR

a. NTSB1: RBEAFNE , BEFERTERR TRRENAS. RELET -5,

b. MFHW2: EHENRE  EREURNBE  UIFFORER , ©H3ISERRRTRE
FHRH =T SR,
L HTSWARBRRERR | WRAN TR

- ENPREXRB A | ERETENNRE,
« EFENNPREMNKIEH | EFEAdministratorAccess,

ﬁ?%jt_io
i. WFHFR2: EENREFAGE , REKIANRE , HEET D,

BINRBALBEZ NAdninistratorAccess, SEFERENEE N — /DTN RE,

i. WF“S®3: EFHONE , FRIFNEELRBMERFEH Amazon FHEEFE
B&AdministratorAccess, %EFESE, NRETHALEREAN , FHENRECHE, &
AT LATE &3 B BR R R AL AR K T

iv. EPEAFPMARKSERZER , BNLTER 2 EBRNRE , BNEXEZHCIERNE
ETHERRE.

v. FERRBREXSE , ERFIFHRE, SolZMWAdninistratorAccessiXREFHINEIR
F, RBRZNBRENEIRE K ABREET—%,

c. NFLTRW3: EFARRK , FEBAENAFANRE  RABERRER.

NHEMNEER—FHEE , FHE Amazon Web Services Ik EEEREF. FFZTET
Bo

IR [E F)iZ Amazon Web Services IKF TTH, RESETR—FREBAEHE |, & HIE Amazon
Web Services i EEFEELNNRRE , HACKAERNNRRE, HAPEREN , 1]
A LAkFEAdministratorAccess A,
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2 2 %5 : Microsoft Entra ID: #1iA Microsoft Entra ID A3 Amazon &Ry 5 [al i R

1. IR[EFE| Microsoft Entra ID¥2#| & ¥ S EIE T IAM Identity Center SAML )& Z R AEF.

2. EEBERCAPMNBE , RARER AIMAPREA, REERMRELRBENSE 4 oI A RN
B Microsoft Entra ID M ARFHEIT. EXRMAF |, BFEAFMIIEFR, AmazonBREES
BAFBIENAF, MBRREBXNTRIEE , BB ERichardRoe,

o BXET, BSRANLZIEAERN IAM B4 506 58S K Microsoft Entra ID

HEHEER

BXx—i%H SCIM 1 SAML #EHEER Microsoft Entra ID , IS B TEY

- WREIZ R Microsoft Entra ID 1 IAM & 4 &4

- BERAFPFTEMNINE SCIM RREtE R E| IAM Identity Center
« 5 1AM Identity Center 8|Z# SAML #i S A BB KK B

- FANSSOREENMEASNANENESEATHAR IR

BB A B Microsoft Entra ID 1 IAM &4 #0»

MR EEEI LA T [EE Microsoft Entra ID AP REIZE IAM HAH40 |, XATBERHE T IAM Identity
Center £ @ IAM 5 17 5007 N A 2 B4R 18 78 E R 8, f@TLJ\JEL*AE5EEﬁlAL—)?—:T\ Microsoft
Entra ID XME4MNE&ZAE |, 20 Export'. WE4HARSRERE S HE

{"schema":["urn:ietf:params:scim:api:messages:2.0:Error"], "detail":"Request is
unparsable, syntactically incorrect, or violates schema.","status":"400"}

BT LA E Amazon CloudTrail A M EH, XALUESE ‘SHHRIERK BHAEHER
CloudTrail S fERLA T IERRRTRK -

"eventName":"CreateUser"

CloudTrail E4F BRI HBUATHE :

"errorCode": "ValidationException",
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"errorMessage": "Currently list attributes only allow single item”

ARER , INMNREEREEH —MERM Microsoft Entra ID 2 ENELTHNES, BRAR
EEFEFRFWEM Microsoft Entra ID , BREE—1MNBSEENE. EEEN—NMNELTRH
2, BRRBFE (FUFH., TEBEFENRE ) FESME. REREUNE , EElHaELREMS
phoneNumbers T{%i% % IAM Identity Center,

BX SCIM — i EBHENRT , BSHEEHE,

Microsoft Entra ID 15 &K~ B %
R RAEREFIRM Microsoft Entra ID i518] IAM B4R O0WFERF | 53U THE,

Microsoft Entra ID 17 & A P H &8 Faf 43t R B F Microsoft Entra ID A, X ERSSHEHES
B HER B Microsoft Entra ID #848 IAM B OHNIEERF, i, EFFEAFP AT B FaB4is
3t

exampleuser_domain.com#EXT@domain.onmicrosoft.com.
IAM Identity Center % 5 F° Y &8 F iRt it R B EiZEXT@domaini& =\,

1. %&3%%E| Microsoft Entra B0 , SEIGH > NARRF > L NEARER , ARIiEE Amazon
IAM Identity Center

2. SMIENERNE[LB TR,
3. EREREAFEMNFHZLNRE.
4, HRERXEFHANKE—RAFRRAT (ZE D).
5 BN ESCIERNEBSEH Microsoft Entra ID AP MIGZERAF
a. XTF Microsoft Entra ID Ff7 , AKREEMERENIKAGERFRE
user.userprincipalname,
b. ¥F Microsoft Entra ID &R, , NAMBHEFLEZAFEKE , ARFEEMRE
Huser.mail,
c. BEE“‘RE, REEIXLLE B %R Microsoft Entra ID HEAF,
H Aty 3R

« BX SCIM — M EBEHENR T , ISR HPEZE IAM Identity Center [E]&,
« XF Microsoft Entra ID £2¥#FZ |, 53 Microsoft X4,
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- BETHREXRBEZERAEMEZE S Amazon Web Services Ik |, iEZ % Amazon Web Services ik
F ERR$ Azure Active Directory Federation.

LA 33 °] SA RS By S8 12 A et AT MU BERR Amazon ¢

« Amazon Web Services re:Post-&# FAQs FH 8512 ZI B b & R LA S B IS iR )R A &L,
« Amazon Web Services X - FKBH AR X

B33 Okta # IAM Identity Center Bti& SAML 1 SCIM

A LAVERBE S HEERS (SCIM) 2.0 HICRAFMARFEM Okta BITAERE L E] IAM
Identity Centero BXEZEER. , FSH MG E HEHEEH SAML 1 SCIM & B & KIE,

E7£ Okta PELEIIERE |, EALUEEA IAM Identity Center B9 SCIM ¥ S A IAM Identity Center B zh 4
BWEEESH, BE SCIM BErt , &7 Okta REIZEAFEHEl IAM Identity Center FHIHEE
MERYBRET, LLBRETTE IAM Identity Center #1 Okta MK /= 2 8 PL B2 7 H 69 F P I 1o

Okta &3 SCIM #E#2Z] IAM Identity Center B X35 LA T B THAE -

- Bl FP—7F Okta F 2 B4 IAM Identity Center N 2719 F 7 2 7E |IAM Identity Center FFRE
Mo

- FHAFBEY—E Okta F B4 IAM Identity Center S T2 /F 1 A F B 4 E O E IAM
Identity Center AR E #,

- EFAAFP——7% Okta F M IAM Identity Center N T2 FBUE 7 Bi#Y A F 7 IAM Identity Center #

ZH.

- HHEIE—Okta PIVA ( RE A ) @ E IAM Identity Center,

(® Note
N T HBRAREMRE A Okta H IAM Identity Center WE B4 , RMNBWWE o B AMHEIXAT
FREMNAF,
B R

EAHRES | BFELIREE Okta IAM Identity Center B9 SAML &, g , S48 SCIM M
Okta AFRAF. EiZARTF , BLALNERE Okta PFWATEAFMNE, AFEE Okta [NFER, AT
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BiIF—VREER K ExXKEESRE , LFUOKktaAFRSHEF , HRIEXN Amazon BIRHY B
PR o

® Note

IEAILUEM %% T Okta's IAM Identity Center RIFAF2F Y Okta K ( %A ) o N TFHHE
Okta 7= m , B REFE EWINEH Okta W AIEXIFE WA EEREMMTIEE , AEIHIET
B, & SCIM M Okta EtEZ IAM Identity Center A 8EFE EiX L Ihae,

WMRE RS A 1AM Identity Center , 1§25 /g A IAM Identity Center,

FEEM

- 7£ Okta 1 IAM Identity Center 2 [RIELE SCIM B2 8l , BNEAEE FAEIMBEREESETL,
- BMENEH Okta AFEEEF. K. AFENEREHE.

- #{L Okta AFMBMNKERMY (MEFHAUHBESH ) RE-—ME. FAFESZME, X
ERL, MRAFNEMTESME , EANKREENEY , AEBZRE IAM Identity Center H
MERF. i, RAERL -1 RESHEME , RARMANBESHEER THEERE" , FTABIER
FREFSHERERESHEIABIBESE , tHEA THFEFTEEFRERESE,

« Okta 5 IAM Identity Center 2 Fr} |, IAM Identity Center BETE Okta FEE AR AREF. X#EAD
A IAM Identity Center W ZANEBIBMBRN ZNMNNARRE , A XFEEA Okta P iGRZA
Amazon A4,

- TXENENAGEY , LR EFERZLE IAM Identity Center,

- BEITNXBFERAMERER Okta At 1T BELMAKIE, E1E Okta M IAM Identity Center Z [B{R¥F— 3K
WA BT , BB — N A S HEE E N F4A#IEE IAM Identity Center,

N2/

18 1 : Okta : M Okta I 3REN SAML JT 33

1. &% Okta admin dashboard , BN AERF , RAEEENHAREF.
2. ENARERFTHE, EBXNENARERFEB XK.

3. EEZEESEA Amazon IAM Identity Center , 3£3F R FAFEF LUK DN IAM Identity Center B %2
Fo

4 HEBFETME.
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5. £ SAML ZRBIUEBT , LBRE , REERES IdP THE. RIF I FHXNKEEDT < , &
R XML XY SRS, &R M <md:EntityDescriptor> # </md:EntityDescriptor> By
FrE XML , FFHEHIEI XA 4,

6. FFXANXHRFEN metadata.xml,

ik Okta admin dashboard RIFHFFIRES , RAEESRABEFHILEFE,
£ 2 : |AM Identity Center : 3 Okta B & IAM Identity Center B 5 1275

1. LEEEENRHAF ST IAM Identity Center 515,
2. EEMSMERS , EFRE,

3. HRENH, &FEME K AREREXASFHR.

4. HEEBRBHRTERNBEOREE  REEET D,

5. EEREENDBHHRMHET , ITUTERAE .

a. ERFSREREBAKET  ERETHRITBIEXH , LATE IAM Identity Center TTEIEXH | FH
FHRFEENRSGF., EXYHEF , £7E/5 M@ Okta 1214t IAM Identity Center SAML JT#
B,

MUTHEEHEXAXH , LETHR :

- 1AM Identity Center # S £ A& BRS (ACS) URL
« 1AM Identity Center %% #& URL

FYEHE2AEXEHE,

b. EBHRMEETEIETH AP SAML TEHIET , B EERXH K RAEEBREEL—FEIEN
metadata.xml X4,

C. ii?%—lt_io
6. FAXRFRFAHERURERER , BAES,
7. EEREEHRH DR

¥ Amazon EEZH ERFEANTITRES , AT - LREFEALEFE,

8. 3iR[EOkta admin dashboard#i%4% Amazon IAM Identity Center B T2 P Y “BF” %I+~ , RfE
EF RE
9. EEREBEFERET , MAUTHA :
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Amazon 1AM Identity Center AP s
. 1£ ACS URL & , # AR 518 1AM Identity Center ¥ = 5/ % BRS ( ACS ) URL &
- EEAME URL # , I AZEHH IAM Identity Center £ & URL {B
- ERAEFAFERASR , EEXEDHN—MNET,

HREEBENENSMNAFPREHIME -, EXRHEF , %F Okta AF B
10. EERE,

MAE , B LU AP M Okta FE E IAM Identity Center, ik Okta admin dashboard RIFITFFIRES |
JR[E IAM Identity Center #2#1& |, UITF—%,

4% 3 : |AM Identity Center 1 Okta : Fii® Okta A F

1. 1E£ IAM Identity Center #Z2HIAMNRENHE , REEFIMEFRE , AFEEEH. X&2E IAM
Identity Center F/Z A BZIFE , HERHSER SCIM i LGRS HEE R,

AU EHMENEES , EF A TETYEME :

N

a. SCIM i ——fl#n | https://scim. us-east-2.amazonaws.com/ /scim/v2
11111111111-2222-3333-4444-555555555555

b. HRITHE - ERERTEUEHZE,

A Warning

EME— A LUREL SCIM iIs R BT TS, ERSRECH , SLEHREE, &
%&&H’J)ﬁ&fﬁ%ﬁiﬁik XLEAME , BAMEFE Okta EF'EE%QZ#JTH%O

R,

IR[E] Okta admin dashboard , #%l IAM Identity Center M=o

£ IAM Identity Center IR TUHE , EEMEET~ , AREEMNSMENIRE T EFER.
ERRE , AREFER API EREINEIEE , LERABmME.

OktafE 1R S T IE AR L B M E ) Amazon IAM Identity Center B SCIM fIBEE & :

N o g bk~ ow

a. EEZRURLZFE , @A SCIM im={E,
b. 7£ API SHEZFE , @ AGRSHEE,
8. EEMIR AP EIE LRI AN EITLIREE N,
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$F.2 R Amazon IAM Identity Center iERZh | SE S
9. LEBRRE. BNBERELNY , ERAEFRS.

10. #RET , BBENAREF  RAENESI I ECANMEENRAEFYREARSASRE. E48HE
B, HEEEE,

1. EBRE,

M7E , B LUFER B Okta B 5 IAM Identity Center R T

I 4 : Okta : 3k B Okta B 7 5 |AM Identity Center [&25

RINERT , RRMERIASAF 2 B4 B Okta IAM Identity Center R FREF., BIFEA , ZAMW
BRAAFE2EME. THATLSR , SRLSAMAF Amazon IAM Identity Center.

1. % Okta IAM Identity Center NARFREY , EFIEETF, BALRARNASTEE IAM
Identity Center M FTEFo

a. ESEAR :

- ESPERE , ERSE  RREEIEEAR

- ERERENHDE IAM Identity Center NFATEF 15 RIMXRAY Okta AAF, EHEDE | &
BREHED , AREETK.

X B FREZR IAM Identity Center BYI3 72,
b. EXHE4A :

- EPERE , RS E  RRERIBESE

- EREBLERNHSE IAM Identity Center ARG R RRY Okta ., EFDE , EFRR
FHIRE , REERTHK.

B FAHEPRAFMEZ IAM Identity Center BII 2,
(® Note

MRFEAFIEERHPMRXAZEANEY K BURFENZAEEHEE M. NEEE
BN E R RINEENE,

SPR 4 : Okta : ff5R B Okta WA~ 5 IAM Identity Center [&25 59



Amazon IAM Identity Center ArfEm

2. EBRHRAAEITF, EBEE IAM Identity Center FZH) Okta A, EFRF.

FFA M H AL R #E3% R 1AM Identity Center & , ARANERNED.
3. REZDBEEIFR,
4. E[@ IAM Identity Center {4 A Okta AF , BHITUTHE -

a. EXERE, &FIE , REERIEE AR,

b. EHREBENHSE IAM Identity Center BIFHFEF 7 B FRAY Okta A7, B DE , EHER
FHERE , REERFETKo

XM FENAFREZR IAM Identity Center BY3 72,

® Note

&t LRI T2 FH) Amazon IAM Identity Center N T2 R A F4E 2 B
z"JJ"'JEHEF'Okta admin dashboard, EX##f , BXFREEIR , AR ERDES A
FPERoESA , REREAFH4A,

5. iREl IAM Identity Center #B#l &, EEAEMSMEF | EEREAF  BNZE2FIAFNREANTE
# Okta AF.

© HREL
IEE RIDFEOKtaFl 2 B SAML E$#E , Amazon HRIET BB FERE T, £WMET
LATE IAM Identity Center P XERAF P EAKFFNNAER. EAHENT—F , BIFE
—ZAF B TFEHNEEKFNEENR , FHEKHN IAM Identity Center EXE R,

&% 5 RIHEHIE M — [k

B LUEERE A 1AM Identity Center FREY 175 B2 518 1% ThEER{Z1%E Name BMEIRE RN https://
aws .amazon.com/SAML/Attributes/AccessControl:{TagKey} By Attribute Jt3&, Lkt
RATEBFEMERN SAML ISP 2FEIRSEE, EX2BENRENELZER , BZH IAM AFE
B7E Amazon STSH &R S 1EIRS,

ENBMUENLENRELER | FAESBERZEMN AttributeValue TE, fll , E4ARFZERE
SfCostCenter = blue , HHEAUTE 4.
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<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFERMSNEYE , BREMIEIE - EIM Attribute T,
7 B X BR 5 B 4s Amazon Web Services Tk

NEFIHENENFTERITATEE. Amazon Web Services = #£F Amazon N AR F 17 AR
TERITXESE,

(@ Note

AT EHRUESER , BEE— IAM Identity Center WAL, BEXEZER , ESH 1AM
Identity Center BY4H 2 S0 7= SEH1,

£ 1 : IAM Identity Center : [&] Okta B & F K /= 75 =] fX bR

1. 1E IAM Identity Center SM BB ZK A RRT , 1£#F Amazon Web Services I,

2. 7 Amazon Web Services i TH , HLREMFERENALARB R , ENKFHUDBES)
FHTA, #HEBKSNNWEIEE  REERIEAFSE,

3. WRNERIEAFPNAIERE. CEBE=ZASE

a. NTFLZR1: ZFEAPNE  ERFENTEER THEIRENAF. RREET—F,

NFHE] 2 ERNRE , ERCUBNRETAFNRER , ZARE TN 5| ST R EIENR
ERERN=ZNFIR,

i NTFEE1 EENRERE  FERATERE

- ENPRERB A | RETEUNRE,
« EFENNPREMNKIEH | EFEAdministratorAccess.

J\i*%-l:_io
i. WFHPR2: EENREFAEE , REKIANRE , HEET D,
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RINZELQBB - NBNNNPRE , AdninistratorAccessHAFRFERERE N —
NN

i. WFLEH3: EFHCE , FRIENRERBREFEH Amazon E R
Bt AdministratorAccess. EF0E., NERENH2EREH , FHENRESE, &
A LATE P 48331 B0 B8 FP oS PR L AR S T

EPBEAPHNARBEFER , BTSSR 2 EBNEE , SFEXESHAENEET
EFRTE,
ENREXE , EERRIHFIRM, BOEMNAdninistratorAccessREFHMESERF,
BRI RENEIRE K REEET—F,

c. NTFLRI: BEEHER , FEEFLAENAFPANNRERE , ARERERER.,

THAEH , ST —%HEE , 4 Amazon Web Services Ik MBI EERE, ZHZT3RT
Ao

IR [E] B Amazon Web Services IKF TMHE, —RBAEESEHE , Amazon Web
Services lKF EEHTE TEN , HREA TEFHUNRE, HAFPEREN , 11T LERA

8, AdministratorAccess

IR 2 : Okta : #iA Okta A X Amazon &R I 7] X bR

{55 A Mt AR P K P2 & 5% Okta dashboard,

2. EBRMBARFT , % Amazon IAM Identity Center B#x.

3. LA EEE E| Amazon Web Services Ik Btr. BIF1ZE: , EF A A RIN SR,
Amazon Web Services Ik EAHEF , BREAT —NKF , EEEFEHRRER—NKF,

4. ERIKF , LETAFPATANNRE. EXHEFR , L4012 T AdministratorAccesstX REE.

5. NREZ LR ZNRERAIHENREEWERE, IENRER , BEIEE Amazon Web
Services Management Console F/mIETHRINPR., EFEEEH S , 3777 Amazon Web Services
Management Console,

6. AP E%E%E Amazon Web Services Management Consoles

Easm

M7E , B|ETE IAM Identity Center §F Okta BELE N P24 , AMETHF , &AL
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M

o BFiHENBR Amazon Web Services I |, 55 [0 7 548 2 Bl BR LA 1A 18] Amazon Web
Services Ko

s BFNoNARFNIGEIER , i§35H £ IAM Identity Center 26| & #9 F F 2 Bl b AEF R 175 [

R
- RETHRERERR  BSHURREE,

R HEER
B A Okta 3} SCIM R SAML #T— BRI EHSE , BN TR -

« EHEEM IAM Identity Center il ErEY I P~ F14H

Okta HHY B 3) il E 45 ix

BEAFTZEMNAE SCIM R4 E 2 IAM Identity Center
5 |AM Identity Center |22 #) SAML ¥ E N BB <K 8 &
FERASSHREEMEAARENEASTERAF~FLEIR
AR

EFHEEM IAM Identity Center il EREY R~ F4E

. MBZAF R Okta FEFL G XM IAM Identity Center FHIBRAI A FHA |, M TJEEATE Okta 134

ABFRREILTHIRER

* Automatic pro Jane Doe visi Amazon IAM Identity Center oning of user
profiledjane_doe@example.com: No user returned xXxXXx-XXXXXX=XXXXX=XXXXXXX

« R REREIERLE Amazon IAM Identity Center, Change the linked group to resume pushing
group memberships.

o XN FERZSFMBREY IAM Identity Center A R4A , R ATEETE Okta WR G AEF KRBT HIRE
B

» Okta Error: Eventfailed application.provision.user.push_profile xxxxx-Xxxxxxx-XxXXXxX-
XXXXXXX

» Okta Error: application.provision.group_push.mapping.update.or.delete.failed.with.error:
Linked grou Amazon IAM Identity Center Change the linked group to resume pushing group
memberships.

R
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/A Warning

meE#E A SCIM [ Okta # 1AM Identity Center , W SiM Okta M3 IAM Identity Center H il
FREAF A,

HEE S HIEREY IAM Identity Center F F° 8] &

EMRREMERE 1AM Identity Center AP #YIX —[B]& , AIM Okta PHIFRIXLERF, MBAXE |, &
%=1 Okta FEMBBEXLERAF, £ Okta FEHMUEAFK , E2BS SCIM FHEFHMEEZ IAM
Identity Center. BXBIBRAFNESZEER , 1S Okta X,

(® Note

MEBBR Okta A XY 1AM Identity Center BT RIAXFR , MR e HE M A HIE" P B , B
HM Okta WL EA DB, X AR IAM Identity Center G AP MNKERA R R FIEFE
BRo AXHEIXRBHEENESZER , 56 Okta X1,

HEE S MIBREY IAM Identity Center 4 8] 7%

ERREMBREY IAM Identity Center ARIX —[F# , AFM Okta FIERE, WEMXE , EFEFE
FA“4BH#E3X"fE Okta FEFAIEIXLH, £ Okta FEMABAFE , ELET SCIM FEEHTEZR
IAM Identity Center, BXMIBRAMEZEL , S Okta LR,

Okta FHY B ZITE R IR

MR Okta FIRFILLTHIRER -

Automatic provisioning of user Jane Doe to app Amazon IAM Identity Center f
BXESZEER , BSH Okta M4,

H At 55 R

« BX SCIM — M EBEHENR T , ISR HPEZE IAM Identity Center [E]&,

THMEXTRETEREFRABRIBEERZ Amazon :

« Amazon Web Services re:Post— &1k FAQs H &I Ha 7R | HBEEHEERH,
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« Amazon Web Services & # - JREFRZF

£ 2 [Bi% & SCIM BLi& OnelLogin 1 IAM & 135 s

IAM Identity Center XFEEE ( @F ) RENWAFMEFAESR OneLogin FABEHSHEERS
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Example SCPs & 177 R £X FR

{
"Version": "2012-10-17",
"Statement" : [
{
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:UserId": "*:deleteduser@domain.com"
}
}
}
]
}
{
"Version": "2012-10-17",
"Statement" : [
{
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"identitystore:UserId": "DELETEDUSER_ID"
}
}
}
]
}
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Active Directory A F FA R L Z Identity Center B , REEFNAH P B

MR EBEFETEA Active Directory , M| %RFE Identity Center B ZHFSIBZAF A , REHTH
[
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o JIBR & 12 B S M BR 0 BL——4 1E Identity Center B MRS 48T , N2 B a7 IAM
Identity Center fifiBR, {E2 , £ Active Directory & , ZffliBr &3 ( 7 Active Directory RE RIS
6% ) 5, TMERAE R 2B

- FHITHIEES APIs — MRZFER Active Directory fER SR , BATEIZEE APIs A A
B, EFAMER. IAM Identity Center X FHIEES , HEN S HRFTBRBENEAXLERNR
WAFRBEAFT RN EHREEH APIs,

- FRINP I AEZL — £ IAM F43 70 H Active Directory Z BIE AR F B KR LE R
Amazon Web Services 17817/ #9 B it

- WRMEA Identity Store £ IAM Identity Center 2 & & PHBRREZAAF APIs , M EEESSFEH A
FPRAIASEFRERNREARFENKS . BEXFARIEISFFENBNAFTANGES , BSHIAM
Identity Center # f) & 13 31F .

A< 1AM Identity Center fAEE A F FARNER , HS 5 i£# 2] Microsoft AD B .

M 1AM Identity Center B2k 41 EF IdP

WMREFHDIEM |IAM Identity Center BN AT H G 1RHE (IdP) , HTERUTEM :

s FENAABREEAEEONE — REH AP KX EBROES (i1 SAML &%) , BHAFRS
B, NMOBEMNMKABRERSBERER, IDsIXLRTE XA IAM Identity Center FEIHF &
LA THE,

- THREY - IAM Identity Center A X FHIEEY , HEHAE 1dP T2 B EFHEE IAM
Identity Center H x4 Al P F4H FT AV B Ko

« SCIM & - NHEN B IRMEERXLERLIEE IAM Identity Center [ , X B IREEFRNAF
MAMNE R T 2 RRTE IAM Identity Center B, BSREA B TABEHEEET,

B3R — &) LARE R B 2R E R £ 1AM Identity Center, 1S FIMIER IdP E 8 IAM Identity
Center .

- EAFPSENESERENBEEHNEE - B0 REXNNTERRMEES | BFRAFXEY
EEHAEPRENREKSFFENBINRRINERNGEFE, flm, R Amazon Web Services 17
F1FEFENERERN/ VMY, MEEENNMIRERT HHR , WEIAFSBEEBEHFENAD
Met, EREEAF A, S EMIBR Amazon Web Services 1518177177 # Amazon SRR T2 F R
AP &iE,

- WREEHA Identity Store 7 IAM Identity Center ###| & PRI EZA A/, APIs , W EFEZHLEFEN
RAPAIUSLHRERNNARFNKS. BXFHRISESENBNAFTINGER , #S
% IAM Identity Center Y B 13310 o
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® Note
BIBRAFTE , BRFTEM IAM Identity Center 2 A B AR 21,

AX IAM Identity Center MAEERAFFANER , BHSH EENH G HIRHE,

MHER 1dP E R 1AM Identity Center

MREF G RN S B REE (IdP) Ek8 IAM Identity Center , FZRIATEM :

« 1AM Identity Center 2R BEWFIE 2B

- BEIFEBEE— IAM Identity Center PIHEZEBHN A~ T USLEER ABBEER, TS IdP
F{EFRE IAM Identity Center PR, , EXE A XTI RAFHEEZ,

- EAFAEFESEFENREIHNEE - F5HREHRN IAM Identity Center 5 , SEERAF
LERERHEPEREENZRKALEFEN BN RIRIERNIFEFEE. Hl, 20R Amazon Web
Services THRIITF SFFLEMNBIR/ VN, MEBEEENINERT SR , MEIRAF & T4
SHEETEANNE, EREAF &, B2 HM B Amazon Web Services 1718171 #1 Amazon &%,
B ARFHES S &

- MRAEA Identity Store 7 IAM Identity Center # &l & R HIBRHEZA A APIls , N EBEH X EN
RAPAUSKHEERNNARFNK . BXFHRISEFENBMAFTINGE , B2
®1AM Identity Center AR Y B 311l .

(® Note
MIBRAFE |, B8 TEM IAM Identity Center 352 & & 8 B P &1F.

BX |IAM Identity Center MAIEE A~ MAMEE , FZH £ |AM Identity Center EE H 15,

M—DEB 1dP B 5 — S8R 1dP

WMREEEAINER IdP 459 1AM Identity Center B & 43R H BESUN H ML IdP , iEE R IATEM :

- PEMKGE S0 EERNESESERA—IAM Identity Center 2R EBENAME D EL. REHH IdP X
EEBNME (S0 SAML &5 ) , AF2E., BASENHEARARRRIBELEN. IDs
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LR AP B EHAES IdP # 1T BRI |, XM S 405 1AM Identity Center FEY A& T
[T

. SCIM TR - ti2 A SCIM FAEZ IAM Identity Center & , BB B AIEREHET IdP BB
% 1dP 2EEH TR | BRE A SCIM B #TiR & se EHITE A M4,

- EAFPSERESEREANRESNESE - SR REXNEMABEHREES , BHKAS
2EFERHEPEENZREKLEFENBNRRNERNFEEFEET. W, 2R Amazon Web
Services FRITF REFEFLMNEIR/ VN, MEBEEONMNERT HEMR , WEIAFR2EEE
BEMANNE, EREAFP 2 , S FMBER Amazon Web Services 1181717 #1 Amazon £ % 5 F
EFRNEIAFSE.

- MR Identity Store £ IAM Identity Center 2% & AR EA A, APIs , N EEEFHLIEN
APAUSZHEERNNNARFNKS . BXS0RISERFENBMAFITINGE , 5
1AM Identity Center &Y & 3110,

(® Note
MIBRAFE , B8 EM IAM Identity Center 34| & 88 B P &F.

AX IAM Identity Center MAERERAFFANER , BHSH EENH S HIEHE,

£ Active Directory F1F\E8 IdP z [BI# 1TE X

M RIET F 3 FERMINER IdP ek Active Directory , M Active Directory EUR/AEB 1P , IEE R
TEm :

- AP, AN EERBR—TFTERF. A2 BEEFM IAM Identity Center FfilBR. FAEF IdP =X
Active Directory FH AP RAFEIIFT2ZEE M,

- MEAF—WNREEHR NI 1P , N ATBE IAM Identity Center RFERBWAF, RE , B
MAEFH AN IIP REAFMNAE , RARTREREDE.

- BIESEMA—WMRE RN Active Directory , M A {E A Active Directory B & A~ MACIE
gl

- WRMEA Identity Store £ IAM Identity Center 12 & PRI EZAAF APIs , N EBES 2 FER A
FAUSEIERERNNAEFNEKS. 8X5ARIEISERENEMNAFTINEER , BSHIAM
Identity Center # #9 B 13 381F .

A< IAM Identity Center H{AE B AR FMANER , HS 5 iE# 2 Microsoft AD B .
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BERENE DR

AR SBA B M IAM Identity Center 324tHY B & ( BRIA Identity Center B & ) By Active
Directory A B 1RMHE  RER 2R, EREIRECH , BEE EXEDFRIVEIEET B
BE. ExXAERE , BEE—NIAM FHFROHNELLSE, BEXEZER , FSH 1AM Identity
Center BY4H 22 M 0K = L4,

/A Warning

BIEENFHEE | LEREHBRETE IAM Identity Center FEEWNFTAE A MBH DB, It
FUUE MBI PRE IAM BB HEBER Amazon Web Services i, Hit , BRI EEEH
BRER , ANBRXTADHET Amazon KMS 248 Amazon EKS £8Mi5E. ETH
EZER , ESH5 ARRE. Amazon EKS £ config BRSTH Amazon KMS A B+
R BREE

REXMERR , FAERAPMEE (24F IAM Identity Center FHIEEA, ) B AEXH
Amazon Web Services Ik FB AR FH £ L EFHRINFR.

MEEXREN S HIR

1. 3TFF IAM Identity Center 2 &lA o

2. EERE,

3. ERENEL , ERSFHRET <, EFRE  RAEEREXHDR.
4, HEEBRBHRIT , EBREEINR , REEET -5,

MRBEF RN Active Directory , IEMN T —TIHELEHEFETHE %o

/A Important

TR B0 RE R Active Directory M Active Directory Bl F 13RS M Identity
Center BXFHIBRAF A, thFESUE M BRETE IAM Identity Center BLE I P 2 BLo

MREVRAINBEARMEE , RIMNBWUERR EZINT S HRER PARN S RIRE
5. FARGERFHIERFHRET , A ACCEPT,
6. EBREFEXRFMDR. MREFHMHREERN Active Directory , BHREMIT T —F,
7. FENSMRESRN Active Directory RUBHFRENH, A RENEL , FITUATE—&RE :
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M

- EEBFYEISARE. AXRUMTHSISNRERENEE , HZH 515 RE,

- EERFERD , FRERE  RAGEREERS  URELNR S CE AR ER DS A/ MET

&Ko

EEMBESORRENZEFZNEERER

IAM Identity Center &2 5 £ 2 %] Amazon Web Services 518 [ TP #IER , 3 Amazon Web
Services HRITFRFMENNARFPHNAF RESFTFENE , URFERABEMIHITIHRES, XLEI)
BEfEF Identity Center B RHRA T & M RMUEERNEN B BIR.

IAM Identity Center X #589 F F~ M4A

EHRERZENEE , ATHEBEAENFIMRENMNAFPHANR , HlE0 name, email =
members. |IAM Identity Center XIFHERNEMY , TeXEEMEREAFEBRFIRMAN , &
REERAELSEIZE (MEHEHEERRS (SCIM ) HSBHFENHN] HIIFMEN,

- BXBEHSHEERRS (SCIM) BN EZEER |, 5 https://tools.ietf.org/html /rfc7642,
- BXRFHANEIFRENEZER , FSRAIZALKRBEINE IdP BB ITE,
- BEXBEUHMANESZEE , FSHEIAM Identity Center NI 5 13124t B F 2 B BB M5,

BT IAM Identity Center x#F SCIM BaifRiRE A REHI , E itk Identity Center B kX #F SCIM #3E
RHIHENAAEMERAFPMARY , SELBBHIA. UTETNET IAM Identity Center TR IFHLER
.

AP &R

IAM Identity Center & 31Zf& X3 SCIM F FF £#3 (https://tools.ietf.org/html/rfc7643 #section -8.3) AR
WATEREM , B TEMRRA

* password

e ims

* photos

* entitlements

e x509Certificates

XBRAPHABETELE , BUATEMERI
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- ERZEEMN 'display' FEM (HM0 , emails =% phoneNumbers )
« 'meta' BMM 'version' FEMH

AR

¥ SCIM A 2R (https://tools.ietf.org/html/rfc7643 #section -8.4) FEIFTEE 1.

XBANFETFEY , BUATEMERN
- EAZSERME (HW, X7 ) K 'display' FEM.
ES ]

- BLi& Amazon Web Services 1181717 Al IAM Identity Center 58 5% B FA T2 5 B & & 15 L2 At 1)
« MIBR Amazon Web Services 17181717 #l Amazon SER M AREFIES A F

BLi& Amazon Web Services 158177/ # IAM Identity Center 52N AR FHN S FIF4E
B (8]

IAM Identity Center B 5 7] LA 7 5 |AM Identity Center #1 Amazon Web Services 58] £ KB &
AREFEESIEFLRE. X Amazon Web Services 1R/ H IAM Identity Center £ N A2+
HITEORIENSEFENEARAFTEEMET AR U TERMNRK A K, |IAM Identity Center
B R A LS RBEME Amazon Web Services TFRINTF R , XFEBAUERERNAEFNXE,

RN FFLERTERN 8 MAt, IAM Identity Center B G AT LUEE R R IFLERTE , MK 15 24
Bl&K 90 XTE, BENFENREXAUSHAENEA , HENT 15 F 10080 28 (7 X ) 2
B, BEXSORIISFEFENBMAFTHANESEE , BSHIAM Identity Center FEY F 4RI,

® Note

&2 Amazon Web Services 17l []F 25 FFLEAT R F 4 3R Amazon Web Services R[]
LEFRLEMEENREFE XLE Amazon Web Services Management Console &5 #5420t
8]

LR EBRME T HXBEE Amazon Web Services 11817 # IAM Identity Center SER N ARRFHAE
BEn RN ER.
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FRFHEMEEEM

LAR 23 Amazon Web Services 1717 %1 IAM Identity Center S£5% B 2 5Bl B & 15 42T R0 56
REHFEESI,

ARMEHREE

IAM Identity Center £/ SAML BiS F# SessionNotOnOrAfter B A BB ESFESKNAEA
B,

« fRSessionNotOnOrAftersk7E SAML BiEH & , M Amazon Web Services 18] 17 2 1ERY
B AR ZAE IdP & FFEANEE, Fl , MRERN IdP &iFFEntER 24 /et , AR
£ IAM Identity Center FIRE T 18 /MY RERTE , MIEW A7 AL 18 /NEt/FHE Amazon Web
Services 1R[] R EH#H 1T H B RIE,

- WRE SAML S H151% , SessionNotOnOrAfter| & iFHE At EMERF R E N Amazon Web
Services FRITF RERFLN RIFER SAML IdP £EFENEHPREN —1. MRETE IAM
Identity Center FIRE T 72 MR SERK , HBEH IdP WSEFFLREN 18 /Mt , NEK A
PR A ARS8 RY 1dP R E LAY 18 /MY TG Rl Amazon B R

. MRIE AP WAFIFLERTEKT IAM Identity Center & BHIIFLERTE , AT & AP WEZRLED
AEW , AR LTEEHRRMAZIERN B3 #HY IAM Identity Center &1,

Amazon CLI fl SDK &i%

MREFER Amazon BT X EH (SDKs) Efh Amazon FF & T ELARIEHF X 15 E Amazon BRS
M| AZ5H B LA T e R FZ 4 BER Amazon Web Services 118717 1 IAM Identity Center S£FX N A2+
RESEFENRE, Amazon Command Line Interface

o RAMAE IAM Identity Center ¥ 51& R ELE Amazon Web Services T8 &iEFLERE.

o BHATMEHRE Amazon BEEXHH N ELIEFIRETE LEEX 4, i EXHHTiEEZE Amazon
Web Services IRl , BIMNBIWEFEA SSO TERBMHEFIE, FHKEE , £H Amazon
SDKRXRTEMUEHRERFTHERRIETHE. EXEZER , HSHAmazon SDK MITESEE
MR SSO TEREMEEE.,

- APMUMETEZEHATFTEEMNIAS Amazon CLI 5 SDK,

TEHAFEERN Amazon CLI HEMRA

UTREBFLEEBNRIERE, Amazon CLI
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« Amazon CLI V2 2.9 S E S x4
« Amazon CLI V1 1.27.10 RE & x4~

BERMALEREHEH Amazon CLI IRAEAWEER |, FSRZEREHNFHRAH Amazon CLl,

WMREZH AP EEZ{T Amazon CLI , M Z1RETE IAM Identity Center £i51% & 9 B HA 2 &1 Bl #1X R
& HEXERFERENRENR 20 /Net , MAREFLENEIRERN 12 /6t , I Amazon CLI £iFH &
KIZ{TATE S 20 /et an 12 /e, Eit 32 /het. B3k IAM Identity Center CLI NEZER |, 55
Amazon CLI i 53 &,

X IAM RO EEENRERA SDKs

LR 2% IAM Identity Center 2EEBWRERA, SDKs

SDK RIKhR A

Python 1.26.10

PHP 3.245.0

Ruby aws-sdk-core 3.167.0

Java V2 Amazon & T Java B SDK v2 (2.18.13)
Go V2 BN SDK : 2022-11-11 IRAF4FER Go &

3R : 1.18.0 credentials/v1.13.0, config/v

JS V2 2.1253.0

JS V3 v3.210.0

C++ 1.9.372

NET v3.7.400.0
EF&

. MMEENBARERFSIEFERE
« WAHEK Amazon Q FF & &R S E LR R
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WAATE B N AR S 1E AT A

IAM Identity Center B2 & ] URIE B4R SERERKF RS E , Fla085E MR REETHES M
RARE#ED R ERHTEHRIENER.

FERUT S BREE Amazon Web Services 517717 H IAM Identity Center 5% N AR F Y 21 40T
8]

3TFF IAM Identity Center 2 %14,

ERIRE,

FIRERNEL , EERSFHBRILETF,

EEMRIUIEN THRIEREZY , EREE. INQER—PMERERXFREN FE,

EREERFRENEES , RRETHEANENAFEREKSERFERNE (A28, DEAXNA
B ) . BERENK , AREEREF. RARLEQXREIRERHE.

o & 0 bdh =

WA EE+ Amazon Q FF & & REY & iE £ AT A

MBFEAREERRNTTFLXRE (IDE ) B4EEH Amazon Q FFAE R , M AT LAF Amazon Q F 4 &
IRE S FRFLERTEIRE N 90 X, BRIFEZ A IAM Identity Center BB |, BRINEIR FAIBEL S A
Amazon Q FF R BRIV EKSEFLENE., HEKSFRSEMM Amazon Web Services 1Rl HE
ft 1AM Identity Center &£ N AR FH X iEFLLRTE,

(® Note
Amazon Q Developer A[iB & E 7% H Amazon Web Services XiF, B ERIAS F Y 413
1TiF R, TSR IAM Identity Center SR F X8I Fo5E 1A B Amazon Q FF & & RR#Y X3 , M
BHA 0 REKSFERFEMBFTRBERINRE, XEWKE , TREEEH 90 REKSE
BFEEntE |, 2EFENEESREFITE, BXEER , 551 Supported Regions for Amazon Q
Developero

71 Amazon Q FFREMRERAREM 90 RIEK S EFLEAH,

1. $TF 1AM Identity Center & &

2. E“RRE,

3. EREMNEL , &R EHRILERF,

4., ESHRIUED THXFREZY , ZEREE. XNSHA - IMEESFRENEHEE.
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5, HEEBRFEREMNIEES , EHHN Amazon Q FRERERALERKLFEEEE, BUHEPZEIRE
A ERAEREFENE,

6. EERFLREIRERH,

I E& Amazon Web Services 581 1 Amazon RN ARRFHES AP &1E

IAM Identity Center B 5 A LAMIBRERA F 218, MBRAF A EFEEEREBEAFRPTEHEER TN
ZREEYIENRIPRS (FNA ITEFALARENBREEEHRES ) 85, B8 B PR FHMBR kM
o

RRT 5 BRES FMMIBR IAM Identity Center Fi P RIEIR&1E,

(® Note

il B IAM Identity Center f P B9 E B EF <M Bk Amazon Web Services Management
Console = ETERE IAM & £1E Amazon CLI,

f#l B Amazon Web Services 51871/ IAM Identity Center £ N IR FHIEZI & 1F

1. 3$TFF IAM Identity Center #£#| &,

2. &EEBAF.

3. EAFNHEL K ZFEEBHEQXTNAFNAFRE. ZQULREZTIEAFEENTHE.

4. ERAPREL , EREHRAFEETF, EHRAEZLRESPRRFRTZAFL AL TEHRESH
SEH

5. EHPEMBRNSEZLNEIEE , ARERRBRAE, XRNSHI—NEE , BWIAZRELERBRZ
AFRESRIE, HIENEERNER , IRESE  BEERHBREE,

6. BFEEIAFNAE. HAFERKEEK , RRFMIERIE S KIMER.

BEXEREFARIESENTAINESEE , BZREHRIEATE,
£ 1AM Identity Center B2 & 5
IAM Identity Center N &H A - FARE AT THEE -

- BIEER A/ A,
- FENRFENRARMEIAS,
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« WA B Amazon Web Services I MR AREFFIENHRIR 5,

77 EE IAM Identity Center FEF AP MA , Amazon # Ident ity Center BVEF 5 HHEY API 3%
1E,

LA TF IAM Identity Center B #1778

LHIZEETE IAM Identity Center FRIZAFMAR , 2HTEHTNE. XESHAMEATHITYD
B, ARNARFER. AXESEER , 20 A-NATIEE,

BERENZ R

MREFHEEHDEE A Amazon Managed Microsoft AD , #& 7] LABE RS 2 1 68 B 488 Identity
Center B3% , MR IAM Identity Center E#Z & 7E Microsoft AD H#Y B 3% Amazon Directory
Service, BXREZEER , 85H £ IAM 54 H0 B ZFED B R 2B FEEI,

MRIEHLEENTEMRERE (dP) FEEAF |, BT LU IAM Identity Center EZZIEH 1dP H 5 B
BB, BEXEZEER , 25 M IAM Identity Center Bk 7y /A &6 IdP ST EEI,

£

« FAFPARME Identity Center B &

« FAERME Identity Center B 5

- FAPFMEA

« MIBR IAM Identity Center FAY4H

« MIBR IAM Identity Center &Y F 2

- NEEPBRBRAF

+ 7£ IAM Identity Center 22 F§ F§ " 3 Amazon Web Services Ik HM BN FAEF
* Ym%E dentity Center BEZAFBY

- EERAREFH IAM Identity Center i 7 225

- MfEA API = CLI BN AR ZIABFHfH— X MR
+ 7£ IAM Identity Center R EE 5 {1 HI B E R

FFH P NE Identity Center B 3

&£ |dentity Center B kH 812K B F FAHXFE IAM Identity Center A, FRUTIESEFR
INEVZRM 1dentity Center B &, H¥E , LA LLEA Amazon API #4ECreateUserEiR A~
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Console

AT I A P

1.
2.
3.

3TFF IAM Identity Center 2 %14,
EERAF
ERAMAPARMUTSXEESE

a.

B P& ——%&3% Amazon Web Services IFRIINFEEWAFE , HBUEFEEER, ©
HANTF 1 E 100 NERF2IH,

R

BRUAE-HISBRLREGEANE FERM ( XBIRIUED ) RER —RMER

B, MREZNBREERAFHERLIEB ARG | BHERIEE AL B A9 8B F a4t it

B P ZESEFRBIEE N HNE T4 LT e @A P KX — XK

B Amazon Web Services BB FHB4F , BT HEIFEIMA Amazon IAM Identity
Center, 1% FHBH k2 BEE A 7 1518 IAM Identity Center Amazon Web
Services TR |, FHEMEBBE, BFHEBRBERXELRXEIH,. MRBELH , &
ALEREERSE  AREEOAFPRE—HOSEEREHBANE R4 , ULE
MEEE TS, ERAFPESBECH , BB A XB THHRIE4ERE | 28
ATRIEAFHNE R4, i3, WAESR , REAFPES BB EMED
fEER.

(® Note
EXELEERT , IAM Identity Center 23 1TE X185 APl BRARBAF RIXHEF
BB, BXIAKESRFEHNES , HSH F£H Amazon SES X EBE X
B, F Mo
IAM Identity Center BR$5 X =K FTE B FHR AR Bt no-
reply@signin.aws.com 5 no-reply@login.awsapps.com. BHAIE
WERE B FEMHRS , LETESZRBIXLE R M A B F R4 i1t 5 B F iR
#, ABTFeIMER SRR AL IE,

A RASZAFPHEZN —IXMERE — L&D RS Amazon Web Services 17
|77 URL MIZBFAEFER , B USENEN B FaiHiut Fah RiEGRHF . A
FEERIIE B FERAitat, R SUENIER K E B FHARIEEZERZY
2, BFHHRIISEAEERESH, MREEIH , BUUEREERD , AE
ERER—RAUEBBHAERAFRZERD , LW EHAIED FHR AU AR,
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c. EBFHRMihh— 8 FHR M thhk AR ME—RY
d. WA FERFHat

e. AF—UAEMMARBTEFEENTNEEN. EXEZER , BFSH FH SCIM F
NEBE B IREETEER IAM Identity Center H,

f. MER—SREHEWAE TEEEITEEN.
g ETREW

® Note

(% ) MRER , BULEEREMEMENE , flE0AF~H Microsoft 365 R A
ID , LAFSBh N A P IRt LR L 55 i R FE 9 B B e i (R AXBR o

4, iij:%-lt_io
5. MREAR, EF—NNSANERAFRTMENE , RAREERT—F,

6. BEELNSR1 . BEEAFFAGENSR 2 . SAFAMIA—AEEENER. EFE
F-IREBUHTEMNER. BANXRNSREET EBNERRE , BEFMAF,

Amazon CLI
e A -

LA Fcreate-user@ S EZER Identity Center B X BIE—NFTAF,

aws identitystore create-user \
--identity-store-id d-1234567890 \
--user-name johndoe \
--name "GivenName=John,FamilyName=Doe" \
--display-name "John Doe" \
--emails "Type=work,Value=johndoeeexample.com"

W
{
"UserId": "1234567890-abcdef",
"IdentityStorelId": "d-1234567890"
}
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® Note

£/ create-user CLI @3S = CreateUserAP| B{ERIZA R , AFRERB, BRI
E# IAM Identity Center FEYIZE | LXEEEEFHF%A—;&W&%FF’WMI]&& HIIE
BT R4 | lflﬁﬂﬂﬂ‘]—luiﬁlﬁgﬂo MERZHKIZE , MSTER — X EBEHEHFH#
2., BXEZEE , EZH @A APl 5 CLI Bl A S R %%HSIWF R

R 7 02| Identity Center B %

AT I RBAFARIMEIER Identity Center B %, H#E , Bt LLEA Amazon API 12
YECreateGroup# N4 4.

Console
pyiIE |

1. 3TFF IAM Identity Center &l &
2. %FA,

3. EERBIEEA,
4 ’iﬁl‘)\ﬁﬁﬂﬁf"\ﬁ?‘”t —Iiio BRRREEXES BT I EA ZENNRNFHER. EFA
FAmE EIERMARENAF. RAREPHEHABNMNAFZLHNEEE,

5. ERCIEEA,

Amazon CLI
yilIE ]

LA Rcreate-group@m S 1EEM Identity Center B X812 —NTEE4AH,

aws identitystore create-group \
--identity-store-id d-1234567890 \
--display-name "Developers" \
--description "Group that contains all developers"

i

"GroupId": "la2b3c4d-5e6f-7g8h-9i0j-1k213m4n506p",

1£ 1AM Identity Center B2 & {7 106


https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_CreateUser.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_CreateGroup.html
https://console.amazonaws.cn/singlesignon

Amazon IAM Identity Center ArfEm

"IdentityStoreId": "d-1234567890"

LB INZE Identity Center BRJE , BUUEZEASBHEREXHENR. BEXEZEL |, BESH
B A s 4E 2 BL A BR A 15 18] Amazon Web Services Ko

’ AP A IEA

FERUTIERE RN ZETE [dentity Center B ZHSIENANRKR. & , B LliEA
Amazon API #4ECreateGroupMembership A PR IMAERK R

Console
FRAPRMAANRKR

$TFF IAM Identity Center #2414,

ERE,

ERBEBERMVAE N,
EHFAGENELNEAFHNALT | EEFAFFMEIL,

ERAFAMEAREENEMRAST , RAEFMARAWAF . R, RPSNEREDL
HY S IEHE.

6. EFERNMAF,

o & 0 bdh =

Amazon CLI
HRAFRMAAHR R
LA Fcreate-group-membershipn & A PR INEEH Identity Center B R H4H,

aws identitystore create-group-membership \
--identity-store-id d-1234567890 \
--group-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--member-id UserId=alb2c3d4-5678-90ab-cdef-EXAMPLE11111

i

"MembershipId": "alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
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"IdentityStoreId": "d-1234567890"

fHIB% IAM Identity Center HREY4E

S &M BR 1AM Identity Center B VAR |, FRE H R IZA KRB AFX Amazon Web Services ik F
MBI AR AR R b2 MBR. AMBRETERBE. FERHMUTIEMRER Identity Center B RHFH
4,

/A Important

AR EAER T Amazon IAM Identity Center, EN1RER T Amazon Identity and Access
Management(IAM). |AM Identity Center 7, AMAFKUERET IAM AP, A IAM A
FPEIE, MREBEEIHRERE IAM FHIEBRAKEEE , FSH Amazon Identity and Access
Management F P58 RIMIER IAM AP 4,

Console
I BR <A

1. 3TFF IAM Identity Center &l &
2. 1ER4A,
3. LB A MBRA

- HARH , BRUERSNMARTHER. REERROARH , REEEMERE.
- EREERROVAER., FAFAFEREL , EERIERE.
4. RERLEREHIANNBRZANERE,

o MRE—RMBRZANE , FEIERBRAX FEFRA Delete REINEHNER,

- MREHBREEATNENE | BB EM EREAX EAE & A ZM RV A A B BRI AR/
=H.

5. IEEMIBRA. MREEERBRSANA , HERERER # M.

Amazon CLI

i BR4E
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L TFdelete-group@ s MER Identity Center B XAl Bris ERIBFA,

aws identitystore delete-group \
--identity-store-id d-1234567890 \
--group-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222

fBI B IAM Identity Center H1 Y FR =

L2 MIBR IAM Identity Center B FHH A BT , X Amazon Web Services = 5 A 51 177 8]
Rt MR, MBRAFE , B ERELRE. FERUTIEMER Identity Center B ZHH A
Fo

(@ Note

L IRTE |IAM Identity Center R EF A F Sl BR A P B, 1% A P {9 32 BR4% BR 1E & % Amazon Web
Services HAIITF , HELZBBFHNERLTF. BXEZER , H5H SHRIELE,

/A Important

ATV BAE A F Amazon IAM Identity Center. ©1F3i&MAF Amazon Identity and Access
Management(IAM). IAM Identity Center A/, AMAFZIERET IAM AP, 4H IAM A
FEIE, MREEEFREXE IAM HRIERAFEEA |, 1525 Amazon Identity and Access
Management f P15 FRIMIER IAM AP,

Console
il BR AR P

1. $TF 1AM Identity Center & &
2. ®EAF.
3. BEWMMEERUMBRAS

- EFAFTEL , BULUEERBRS NS, EREMROASE , RBEERERAS
« RREENROAFE, ERAPEAGSETNEL  EERRAS.
4. MBL-DXBERSARFS , FESERBRASNEEPRA Delete KBINEHNEE,
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5. IEEMIBRAF. MREEFMERZANAFT , BERERBR # MBS

Amazon CLI
IR A

AT delete-usermm S AP MNEW B 450 B FH MR,

aws identitystore delete-user \
--identity-store-id d-1234567890 \
--user-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

MEE R BERAF

FERAUTEEMNASRRBRE R, & , & LLAR Amazon API #4EDeleteGroupMembershipF A /2
MEA R BER,

Console
MNE R IEBRA P
1. 3TFF IAM Identity Center & &
2. ®IFEA,
3. EEEFHHA,
4., EHFAEETHLNLAFHART , ERERERNAEF,
5. EENBARBRAEAF.
6. £ “BRAF XMFED , ER NBEPBRAF , LBINZEBRAFPX 2 EAZAN K,
I RL A2 P B9 1 B X PR
Amazon CLI
MNERIEBRA P

LA\ Fdelete-group-membershipan & MEFAHBBRK R F1&.

aws identitystore delete-group-membership
--identity-store-id d-1234567890 \
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--membership-id alb2c3d4-5678-90ab-cdef-EXAMPLE33333

£ 1AM Identity Center 2 B P X Amazon Web Services I/ 5 A2 F

LHIRTE |IAM Identity Center B XFEAAFHRINRE , BLEZFEHAFFHAEE. EEHERB.
FAPANAASKEFEHARATIE. ZAAFHRNERESBELEAFE% Amazon Web Services 8]
P, #FBRAP N EBIFRIFF2 B/ Amazon Web Services I 18 AREF .

B EATERE , B IAM Identity Center 13 & 2 Identity Center B XA P HRIXR,

(@ Note

HI&1E 1AM Identity Center REEF A P Sl BR A P B, %A P f9 a2 B4 PH LE & % Amazon Web
Services THEI[TF , # ELEZRBEFTNERRE, BXEZEE , #5H FHRIELSE,

£ 1AM Identity Center ZE A F P i [A]

1. 3TFF IAM Identity Center &l A

/A Important

ATHYHBAER F Amazon IAM Identity Center, 1B F5&MF Amazon Identity and
Access Management ( IAM ) o IAM Identity Center A, AMAFZIEFRRETF IAM
AP, A IAM AFR&EiE, MREEEIKREXE IAM FERAFNIRE |, 555
Amazon Identity and Access Management FIFISREHFHEE IAM P,

EERRAF

RREEZAETRNRNAFBAF R,
EEZABRNRHAFHAFETA , A—RIESH T PEEREMAFHENER.
EEAAFBRXEES  ERERAF R,

o & w0 DN

Y% |dentity Center B XA EY

FERAUTIRESRE [dentity Center BRFHAFEM. E , BH I LEA Amazon API #§14E
UpdateUserE A & M.
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Console

£ 1AM Identity Center R4REA B

1. $TFF IAM Identity Center 2% &

2. &EERAF.

3. BEREERENAS

4. ERAFEEXMHTHEHENEEXHFRAESSD  ERRE.
5

ERBEEXHFAEENHEL , REZSEFHEM, AKBER Save changes ( REFEE
E& ) o

(® Note

(A& ) BRI LS HME M |, flan R T45 M Office 365 Immutable ID , AFBYRF
IAM Identity Center FHAF SO ERFZEXANEL S NARFHITIRS,

® Note
BRI EY R — N AIREFR  CRENELTEE -1,

Amazon CLI
£ IAM Identity Center R4RERFE M

A Rupdate-userap & EH A WM,

aws identitystore update-user \
--identity-store-id d-1234567890 \
--user-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111 \
--operations '{"AttributePath":"nickName","AttributeValue":"Johnny"}"'

EEBLXAFH IAM Identity Center i 215

WEERERATEEEE IAM Identity Center BERHRHAFZBHNEERR . B[FEA 1AM Identity Center
BREHAEEBFEB,
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BOREBMNAFRENEEEM

« Microsoft Active Directory SR/ ERIR 5 —— N R&4F IAM Identity Center i£3%%] Microsoft Active
Directory SRAAERIZ AT , M ATMM Active Directory SiABRHEBARLTHAFZBEE, XEKE
Fo3EM 1AM Identity Center 2 #| & EEX LA EE,

+ 1AM Identity Center B &I HFP—REZ IAM Identity Center AP , BAILIEER B2 1AM
Identity Center %5 , 28 Ei& Amazon Web Services 171771 P %1,

E& |IAM Identity Center &4 P H 1

/A Important

ATHIHBEEA F Amazon IAM Identity Center, E41FR&MAF Amazon Identity and Access
Management(IAM). |AM Identity Center 7, AMAFKUERET IAM AP, A IAM A
PEIE, MREBEEIEERENR IAM AFZBHIEA |, i35 Amazon Identity and Access
Management AFEEHRHNEE IAM AP EE,

1. $TF 1AM Identity Center & &

EERAF.

ERECESEHFBNAFNAFRSE.

ERAFFAGEREL  EREEEB,

EEEZBXEESD , BEUATEIAz— , RAEEREERD :

o A 0N

a. MRAFPRKZEZSSEEFBUHBNE FBHF—IIETS B3RP XiE—F¥K B Amazon
Web Services VBB FHp4F |, IS MMM EEZFT,

/A Warning
FRALRLHRERK  BEERKET 2RI ZAFNE FiiHibiut REER, MR
BB EE B FER M4 KA BN EESEEH ROV E FER At |, EERG A TTRELF
e RZEBZRHE LK Amazon F3E,

b. ER—XMEBHASHPAERB —URINGREBRBEAES  EULRENENETF
BB ¢ b 31k F B R IEL R
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[B6EF API 3¢ CLI 812/ A 7 RiE B F o — X2

£ CreateUserAP| I #/E=k create-user CLI S 8IZRAFE , AP EZRE, BALIEH IAM
Identity Center FHVIRE , UEAEXLEAF ERAZHEFZE R M LE —HRIUL B 74 |, siiR R8T
BIEAFRAMITEET B Fob 4, WRIEBEFEHE , AP SIRBZRE T EE R,

MRAFRHAMKRE , MAMER — X MEZBHASHIEER CreateUser APl 5 create-user CLI i
SREBNAF,

b fE f CreateUser APl B create-user CLI S5 8IZH P & 3% 8B 7o 4 b 1F 16 UF 88 7 R 4

1. 3TFF IAM Identity Center &l A

2. EERE.

3. HREBWEL , &FHFHRILETRF,

4. FEMMESHRIENS , EREHRE.

5. & ‘BEMASORIE WMFESP , EF “REBFERY4 OTP” BEEE. RE , EBRTF. RENE
RAEHNEA.

£ IAM Identity Center & 5 17 8JHY 5 E K

@ Note

XL ESRIVE A T 1E Identity Center B R OIENAF . MREEE T IAM Identity Center
LASAE B 2R3 1T B0 RIE |, HI40 Active Directory SRAMVEE S B 1R1EE | AP N BB KRG
EXLEREHTMFRTE IAM Identity Center FE X FEHE, MR FHIR2 Amazon Managed
Microsoft AD , &2 5 M anage password policie s Amazon Managed Microsoft AD for T &%
ZER.

LHIRER 1AM Identity Center {fEN SRR , AR XIUEFUTEBERIEREFEXELED :

- BBXDKNE,

- BBKEXTE 8 E 64 NFERZEL

- BERANIE TIMFEFPEHEINED —NFR
- NEFE (a-2)
- REFH (A-2)

1£ 1AM Identity Center B2 & {7 114


https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_CreateUser.html
https://console.amazonaws.cn/singlesignon
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/get-started/adac/introduction-to-active-directory-administrative-center-enhancements--level-100-#fine_grained_pswd_policy_mgmt
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_password_policies.html

Amazon |IAM ldentity Center AFER
- BF (0-9)
- EFFBRFFH ~@HS% & _-+="\){]:"<>,.?/)
TRESHREFEAN=AEBBES.
TREFEABEE =S HENBIEE L TR,

iE 2| Microsoft AD B &

J&3d Amazon IAM Identity Center , #& 7] LA Fii%E 3% Active Directory (AD) B ITEE B RHFH
Amazon Managed Microsoft AD H%. Amazon Directory Servicellt Microsoft AD BEXENX TEERA
FEfEA 1AM Identity Center 2% & 2 Bl 3 2 B3R5 RN PRET AT UM PR ENEY & 35t BN AR B F
ZE#EE IAM Identity Center f5 , BRI AR FEH AD AP HAX Amazon Web Services k. RARE
Fr =R 5 & B 1 R A BR

Amazon Directory Service FBIEIREMEZTHRERE PRI Amazon Managed Microsoft AD B 3
Amazon Web Services =, #&3i& A LU Amazon Directory Service &8 Amazon BRSIEMN H
TEE AD E#E#EX, EfE Amazon Directory Service AEB{TEE AD BiAFER , BX4MAE X RE
BEXRUFHEHRIET BRI =,

IAM Identity Center { A2t A9i%E # Amazon Directory Service X1/R AD EfIHTEE & 3 R1E,
HIEEA Amazon Managed Microsoft AD 47 & 43 JREY , IAM Identity Center ATLAS 3R B Amazon
Managed Microsoft AD 83 AD SEEENTMENAFEE. IREEEENNREZEHHKRE
AP, NAFEZSF IAM Identity Center B 4 DOMAIN\user EEZEREAF B,

© &

« ERGRSER , BFEREM AD Connector 5 Amazon Managed Microsoft AD #1#J B 5
Amazon Directory Service i F## Amazon Organizations B~ K,

+ 1AM Identity Center Tz E F SAMBA 4 # Simple AD #ERE# B %,

B XMEMA Active Directory 73 IAM Identity Center & RIS FEAER , EYouTubeML B LTI

£ F Active Directory #£59 Amazon IAM Identity Center | Amazon Web Services #5115

{5/ Active Directory B3EZE I

MREFEA Active Directory fER HHR , NEWE B LFUR BT £RFMH
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- MRKEIEZEFEA Amazon Managed Microsoft AD , M AZFEIRE Amazon Managed Microsoft AD
B %8R — 5 A IAM Iden Amazon Web Services X1 tity Center, |IAM Identity Center &5 % &
BIREHEESE ZERNXEH, EEE IAM Identity Center , BAIBEEE LN EIE E IAM Identity
Center FIXig, A , iEFE , Amazon Web Services a1 A E5Z B ZMEREMIHE URL.

- EAREEEEKS M Active Directory :

BAMIERIZEEIAE AD Connector 2 Amazon Managed Microsoft AD B 3 Amazon Directory
Service , # BiZ B R4 FEH Amazon Organizations BEIKF A, — X RAEETE AD Connector
B&ZH—1HE%., Amazon Managed Microsoft AD M RIEZEEXFHLZAMEHHM , FAEH Amazon
Managed Microsoft AD. BEXEZEL , BSH :

« S5 HY B FiEEE Amazon Managed Microsoft AD E| IAM Identity Center
« f¥ Active Directory F ) BT EE B RIE#ZZF IAM Identity Center
- FRAREEZEREERKS P Active Directory :

MREIT RIS A IAM Identity Center ZIEEE 7 HE A Active Directory £ E# 1AM Identity
Center B3R , WA LAEAIMAE AD Connector 2 Amazon Managed Microsoft AD Amazon B 3 ,
EHETEREEAKFHNE ZPREL B %,

MR ERER |IAM Identity Center S RMEAEABIRE KA Active Directory , SEFEM Active
Directory Bt AEAMEMIR , NiZ B FAMEFE IAM ldentity Center ZREERAKAMKS (R
TE ) (RZKFAE) ; B, B4T TEERKS $,

iE3Z Active Directory #}18E A F

MREELEMFEA Active Directory , AT =B Al # B 8 % 1% B FiE#F IAM Identity Center,

& T LASF Active Directory 89 Amazon Managed Microsoft AD B &= B{TEE B &5 IAM Identity

Center E## 3k,

@® Note
IAM Identity Center A3 SAMBA4E T Simple AD Eh & #17R.

Amazon Managed Microsoft AD

1. BEF E#Z Microsoft AD B F RIS,
2. ¥R [ B FiE$E Amazon Managed Microsoft AD | IAM Identity Center Y BRI 1E,
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3. Bt & Active Directory AR EQHIR FEENRHNAFEZL E IAM Identity Center, BEXEZ(F
B, BZH SEEA RS E IAM Identity Center #,

Active Directory R BTEE B %

1. BEF E#F Microsoft AD B & F ISR,
2. 1288 1§ Active Directory F Y B1TE I B FiE#ZE IAM Identity Center RIS ERIE/E,

3. Bti& Active Directory MU EAERH KR FEENRHNAF B E IAM Identity Center, BEXEZ(F
B B FEERAF RS E 1AM Identity Center H,

SAER 1dP

1. FEE EENEHREHRE FHERE.
2. IR MAEEFINE S D IRHE RS TRIEE.

3.
BE R 1dP LA A FFRE R IAM Identity Center A,

(® Note

EREFMBEAISGHNETANBSTRAEE ( M IdP ) IAM Identity Center ) Z 81 , E{1E
WEANEQERTFEENRN — AP EZE IAM Identity Center #,

FEERF RS E IAM Identity Center §

& Active Directory %] IAM Identity Center /& , BRI EEOERFERNRNAF , RENZ
AP MNER B R L E IAM Identity Center A,

1. 3TFF IAM Identity Center & &

ERIRE,

HRENEL , ERSFORETF , N\FERRE  RAREREEESD,

EEERSREL , EEAFPETF , REEFHRMAFFA,

ERFEDFWAPIT , WABYNAFEHERRM,

EERMAFFMATT , FUTUATRE

L T

a. BACEELEQERTEENRNAS,.
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b. EHZAFBLLHNEIEE,
c. BEERRX.

7. EEERSAEY  FEENAFNERERSEERNARSIERS,

8. HESMBERTF , &EHE Users (AF ).

9. HEAFMEL , SEENAFTRFEE-—LENEFSHIETIRD, EERIFERAEFRAF3
&Ko

teEt |, RS ERGRERKS, SrEY 6 REENREF TR S DELS ZNRENRIREX Lk
FHERBRANR, BXEZER , FSH ENEE.

L A3k B Active Directory B 1TTE

IAM Identity Center fEFRRREHEEFAF. AN A TS EM Active Directory FHR B RE L F
IAM Identity Center 372, Amazon Directory Service ZiB{E BT 2E % E IAM Identity Center |
KR AP HHRIEEREES Active Directory FRVREE Fi#1T. NMARFASALSAREHENARE
FRANER., ERADMEZS , TEN LDAP SE51&5%E Active Directory FEVR B .

BRMEBNEZERE , 2N A AATAR.

FH

- R B FiEHE Amazon Managed Microsoft AD E IAM Identity Center
« fF Active Directory F K BTE B RIE#EF IAM ldentity Center

« 1AM Identity Center M\ & 1247 B F 2 8 8B MRS

« |AM Identity Center AJEZE AD [E%

TR Y B FiE# Amazon Managed Microsoft AD Z| IAM Identity Center

FERAUT S EEH Amazon Managed Microsoft AD FHEE Y B FiE# Amazon Directory Service Z|
IAM Identity Center,

%42 Amazon Managed Microsoft AD E| IAM & 4370

1. $TF 1AM Identity Center & &
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® Note

EHITT—H 280, EHEMR IAM Identity Center $5&| & [EE £ A K Amazon Managed
Microsoft AD B FAEMNXiZZz—,

HERIRE,
HIRENEL , ERFHREDF , REEREE-EXSFGF,
HEESORT , BFEHER , REEAET-F.

EEEEHBERET , MFIRFH Amazon Managed Microsoft AD FikE—1MNE K , REERET—
&,

6. HEBILEXRT , EFEE , EZFRERBAES  RARAREXRSFOF,

o &~ 0D

/A Important

EfF Active Directory FEI A FEE R IAM Identity Center P ERAF |, B4ME £ N
EQERFEENRAAF M Active Directory E2E IAM Identity Center, H it |, iF&
RS EE A RS2 IAM Identity Center i By SR 3ETIR 4,

¥F Active Directory FEY B 1TEE B FE#Z] IAM Identity Center

Active Directory (AD) BREE X B FHHAFIE T X Amazon Web Services Ik~ F 518 71 H#Y KL
RAREF#1THE K5 % Amazon Web Services 1hRl, ERNXLEAFERESLQIERKHR , BAUKITUT
E—184E -

- BIEXN@EEFEXR 24 Amazon Managed Microsoft AD 1 AD FHETEE B ZZBeIENEE
EXRE , AD PEITEERERHPNWAFL TUEAREARZIERERET Amazon BRSNS ARE
F. 2REEFETEAT IAM Identity Centero

Amazon IAM Identity Center EEN@EE , AEEERNEWERERA - NAEFEEUEDT AF A
TCEHE. |AM Identity Center £ D BLX X RESI N AR FR G RN R FEA L THIE. NARREE
RAAFMATHERTHIME , SlNHEEHMA S KA HLZMRMRET, Microsoft Active Directory Xt
BRI EE T IAM Identity Center E1E& /Y133 1T & 45 E Amazon Directory Service R
6 B9 (S 1E 1% F 1 EUR 7 A4 TR/ Amazon fXUBR,

AXRIZFENEEENIFMAEE , 2% Amazon Directory Service B ISP HAR Sl B E{Ex
Fo
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® Note

AT £/ IAM Identity Center 2 Amazon K A2 FiEEK B A5 E# Amazon

Directory Service B &M , Amazon Directory Service I~ EEZHAN AE AP
userAccountControl/& IR, MR ZFILEMAIREUNR , Amazon NARFREEH
ERBRACRERTZKF,

BIREEN , RASRMUXN ZEEMIREPR, MREIELX BN IHRINER ( T

# ) , &1k Identity Center ERNABRF L EZEMAEAF, BRARRLZIREITR
Amazon 8 OU ( BI4& 8 Amazon_) T Amazon BRIk FuserAccountControl B4 /Y
BV PR

« #1% AD Connecto——AD Connector 2 — M B ZMXx , (fEERIEREEQRZNBITERE
AD A MEFEHERFMER, EXFHMEER , 55 H Amazon Directory Service EEIERH
MiEEZIBE ., LLTEBE AD Connector BB EZEI ;

- IR IAM Identity Center E#2F] AD Connector B 3 , WE{AI KRR H FH P 218 EE &R MIE
AD R, XEWREHFFTEM Amazon Web Services 17 1R EBEH BB,

- WMREFEH AD Connector fF Active Directory H RS E 2 IAM Identity Center , T IAM Identity
Center (XG5 A AD Connector i NEHWEMIMWAF L., WREFEX S MNIEDIM | 18
X Microsoft Active Directory 8 Amazon Directory Service o

(® Note
IAM Identity Center 73& A F SAMBA4E T Simple AD B B %,

IAM Identity Center F4\Z8 & 171247 B FZ BIRYJE AR5

J& MERR S A A T/F IAM Identity Center P EME 4R E 5 Google Workspace., Microsoft Active
Directory (AD) 1 Okta S/ E G R PR LB HFH 1TSS, IAM Identity Center A B3R B ZK R
BAFEMEHFEBSE IAM Identity Center A F &%,

WMRER 1AM Identity Center B2 £ A & 31247 (IdP) ( flaiGoogle WorkspaceOkta,
% ) PingtEh SR , WEETE IdP RIRFZHE 1.

IAM Identity Center ZEHELE N H LRI EHMRFIET < T HETIETX —HEM. 1AM Identity Center &
AXERAFEMREZXZEZNAREFN SAML S (R SAMLEMY ) . REXR , RELMNFHIR
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TREZXLEAFEME. BMNUARFHLBENTRIERNEQE R , HFFEN SAML 2.0 BH45I%,
BXEZER , S SRAEFPHEMEBS R IAM Identity Center & 1.

MR FF Active Directory FAEF HIR , 1AM Identity Center X £ 7 A ctive Directory Bt & 7 [ # /& MR
HEBD THEEE-HREM. BXRESEE , 52K £ |IAM Identit Microsoft AD y Center 2 [A]BR 54 A
FPRE.

XENASRSHRUBEEMYE
TR T PrA 2 X% B v LIRS EI 4272 1AM Identity Center 17 R #2518 4 P ELE R AT SAERNE K
HIAER & 1D 1R AL (1dP) B, A SAML MiS et , WA LMER 1dP IRV EE 4.
IdP 2 EFRYE 1%

${path:userName}

${path:name.familyName}

${path:name.givenName}

${path:displayName}

${path:nickName}

${path:emails[primary eq true].value}

${path:addresses[type eq "work"].streetAddress}
${path:addresses[type eq "work"].locality}
${path:addresses[type eq "work"].region}
${path:addresses[type eq "work"].postalCode}
${path:addresses[type eq "work"].country}
${path:addresses[type eq "work"].formatted}
${path:phoneNumbers[type eq "work"].value}

${path:userType}
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RAriEmE

IdP PR E M
${path:title}
${path:locale}

${path:timezone}

${path:enterprise.
${path:enterprise.
${path:enterprise.
${path:enterprise.
${path:enterprise.

${path:enterprise.

employeeNumber}
costCenter}
organization}
division}
department}

manager.value}

IAM Identity Center 1 Microsoft AD

T&RFIH T IAM Identity Center 89 F 77 )& M 2] Microsoft AD B KA FE M ERIARET, 1AM
Identity Center {X 3235 IAM Identity Center I #9 A B P RV E M5 Ko

IAM Identity Center F B9 F F° /B 1

displayname

emails[?primary].value *

externalid
name.givenname
name.familyname
name.middlename

username

BRES BIRAYSESD B FH XN E &
${displayname}

${mail}

${objectguid}
${givenname}

${sn}
${initials}

${userprincipalname}
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* 1AM Identity Center RV EE FEB B HETE B FH A2 HE—I,

IAM Identity Center BR ST 2RIV E SN B KRR XANE
externalid ${objectguid}
description ${description}
displayname ${samaccountname}e@{associat
eddomain}
AEEM

- MREBEEATEE ABZERE , MFEARLRPIERIARS . BXxA B ESOX LS E
B, BN REATRASHWE RS,

« XL |AM Identity Center BT EE R , AN EMNRTAER , FHERIARFE4FER Microsoft
AD BERE M,

f5lzn , username 2 IAM Identity Center B4 EE M, MR username MHE F{ENZER AD BXE
£ , IAM Identity Center 4F windowsUpn B username HERIAE. MREMN HFIBREPER

username KB MBS , BEERZ B IAE username FEMKB<RZH IAM Identity Center 2L
HEIRTHIZTT,

IAM Ident Center 3z F#Microsoft ADJE 14

TRIHETAAEZS X FHATME R IAM Identity Center 1 EY I P J& 1Y Microsoft AD B & 1.

Microsoft AD B ZXiFHE M
${samaccountname}
${description}
${objectguid}
${givenname}

${sn}
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Microsoft AD B ZXiEHE M
${initials}
${mail}

${userprincipalname}

${displayname}

${distinguishedname}
${proxyaddresses[?type == "SMTP"].value}
${proxyaddresses[?type == "smpt"].value}

${useraccountcontrol}

${associateddomain}

EEEIM
. A BB E H IS Microsoft ADE ZE MM I EH S LS T IAM Identity Center PRI EANAIZEE
M,

& HIAM Identity Center Microsoft AD

TEHRIIE T Z X235 B AT LS E] Microsoft AD B R WA FEMEMATE IAM Identity Center B, 18
BNAREFEMBEE , B LA RXLHEER IAM Identity Center B MRS B ZNARFERAN
SLBRIE Mo

IAM Identity Center 3588 1

${user:AD_GUID}

${user:email}

${user:familyName}
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IAM Identity Center X35 /E M
${user:givenName}
${user:middleName}
${user:name}
${user:preferredUsername}

${user:subject}

£ IAM Identit Microsoft AD y Center Z BB & B PP iE 4

WA AE A LT EEIEE 1AM Identity Center HF Y F 7 & 1% Bz 20 aT AR 5 E Microsoft AD B sk H X M H &
38

£F 1AM Identity Center FHIE MRS E B FHWE %

1. $TF 1AM Identity Center &l &

2. EERRE,

3. ERENEL , ZERFREFNEMLEDF , AREREEEML,
4

EEEFRZEEEMETEL |, £ IAM Identity Center PR EGEMENEY , RAEENXKEHE
AfE, i, BETREFH LN IAM Identity Center Fi B email BRETE| Microsoft AD B XE M
${mail}.

5. ERFREFER.

IAM Identity Center AJELE AD G5

IAM Identity Center AJ &g B #Y Active Directory (AD) B E & #E% & N ELE Microsoft Active Directory
FRER , XEEH2 B3RS E IAM Identity Center H 12 &I E ST 18,
- EBEIZERE
- B EXE X Microsoft Active Directory R B3 [E 2 E IAM Identity Center B9 F 7 F14H 1% &l 2 2
BR, EWRILABER A0 AE S BR A P FA U E R ESSEE,
- ARISAFMA DB Amazon Web Services i F #9280 53 & F 17 8] £ PR 2R X3 51 A 72 B B 175 [7] #X
R, XENARFAUE Amazon HEMNNARRF , LA UAREFRENNARERF.
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- BIRBEFELENNEFSS REFHFDI LR, XAAURBBERETES RSN

FRFZFHGHREEEM
EFEATEEN AD @S 28, EEEUATERZHNEEEM .
- ¥87E Active Directory FERFZWAF M4A

£ 1AM Identity Center AFTAF A BN MIEENNARFHET Amazon FENNARERF
WA RN R 28I , BUMIEE Active Directory FERZWAFMA , RN HER L E IAM Identity
Center ., Amazon Web Services ik F

- AEER AD [@2——IAM Identity Center T2 BZEHEHSRPERAFRNA, Mk , B408
EEEERSHAFNANIIR, BAUBIUATHFRZ —RELIEK (LR ARLSEE ) , B4
BHRTFENAFMAREEREZLE IAM Identity Center , REZEFAFAMAREXRERATEEMN
AD EZ#1TRS .

- EAFANYE  MRENAFFMACRES R IAM Identity Center , N ATEE AD BS HHESE
ENMAERXERAFRNANIIR. EPEFALIE , BL4ATTRENANERSEE. &
REZER , FZH FALNARNEENRSEE,

- MAFNA  MREBERNFAFFHLADEX Amazon Web Services Ik F B A F 8 15 ]
R, BAMEAEERN AD B HIEEERMEIRSCENAFRTA , RAETEFEA IAM
|dentity Center #1708, AXEZELR |, HSE FHAMNEAFNIENELSTE,

2B 2 Active Directory FHIHREAR

FERNHMARANAHRNREL (HNTFEH) .

- AEE AD B% - EATEE AD FE% 2 & Active Directory HEEMREAMNA , AlgeLT KEN
151" Amazon Web Services Ik /= SN ARFHAFEE, EXMERT , S EREATHREA
P, aEREAPNAF,, flm, mREEE A DBEFENR, MABRAEANKRA , M4ABH
X Bt S g b T R A R

- EFEBLTERRE

MREH B THERRE , HEM IAM Identity Center 513 174# API #24EF 1AM Identity Center %
Bt API R4Sk 2 B #T A 7 FILE X ik 7= 0 B2 F 2 /7 B9 1 (R X PR FE S EL [E1 25 2 IAM Identity Center , #8424
TBESUATHFRNARXLETERRE : 2022F 4 A 158, UETIEITEREN AD B ZTHE
7. JEEMN AD AL AERAFNESBENTMERENIRFARRKITEANAR,
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- AEREMN AD BF—BXHITME , HET2BHINIT. R , B4 E LB /A MAR
RS CEKRAEFHAFMATMNE S B FE. BXEINTRASEHENARITEE AD RFHE
WHRNER , FSH B PTERIEEASIAEERN AD BF.

£}

- AEE AD IFH I HERE

 EXHF Active Directory [@25 Zl IAM Identity Center B &
- BAFNARNEENESTHE

- NRIZSEEFMBRASFA

- EENRERS

- BERTESHE RS

- BIITRISHEUSINAEREN AD @5

AEE AD FEZH THERE

IAM Identity Center SEFIA TR RERIFE B EEFET AD NEAHE. ETHREXXLELERRHNE
ZEE , BSRARAZHTEESI,

ek

¥ Active Directory H i B1TE B X HEE M Amazon Managed Microsoft AD B FiE$## Amazon
Directory Service £l IAM Identity Center f& , & A LABHAE E E [R5 E IAM Identity Center & 13 17 #
fy Active Directory AP 4., FLEEN S DRE=NNIEARLE IAM Identity Center & 1317 4&
B, BEEFAKD , S IEAEEEEKNETHE,

ERHEHMEARRNE (MABREASTH ) h2EAFBREMR,
B RBEEF AP RAR S E IAM Identity Center B 31265 /5 H 2 B 5 R AR,
B

B3 EHM Active Directory FEYIR B FiZEUEIE , IAM Identity Center B 13 126% R 9 B B EIREREE
¥, IAM Identity Center BRIASTER L BAHIN S/ NEtREIZP K B Active Directory FI¥IE. 1R1E Active
Directory I K/ , BRI RERE 30 7 ¥ E| 2 /Mt F BERI S E IAM Identity Center,

ELBERNNAFRMANREER R B IAM Identity Center R EHEH , LABSTE] Active
Directory JR B FHWHBIN R, XX THAFEM , XIE IAM Identity Center I & #9 17 [=] 12 Hil & £ 20 2
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H 5l BV B 1 F &2 7E |IAM Identity Center RE#T, #&1E Active Directory FATHEVEAEHEESR , |
REEE—MEL AT s RRTE IAM Identity Center #,

&k A LUE T [E 25 2] 1AM Identity Center S 37T AFMEFE, ERILUERNH AP SERm
Bt FES , SUFEHMER. SRMBEMEGHLET —RITNNESNEL. EMNFEFRRNY S
4512 1L 7E IAM Identity Center &3 Z & R EF. &1 28 KRB Z I A - EFFE IAM Identity
Center S F#PHEEH. E T —NELSEHEE , MAKNAFXNSFE IAM Identity Center F37F
P EHNER , RICNBETNETESEEN S —NEAN -2,

i B

= M Active Directory FEVIR B F I BRME A A P RAX REt , AP MEFM IAM Identity Center &
BEEFRER, & , &ALERA IAM Identity Center #2414 M IAM Identity Center & 13 174 R EB T
BIBRA X R, MREFEA IAM Identity Center #E#1& |, BELTANBLBEFRERAF , AR
MNET—1TMRSZAPAFT2EFHE L E IAM Identity Center,

BEAUENEENRERS, MREEERSVEET 28 X , NIMEAFESHER,
B X Active Directory E25 F IAM Identity Center BYi% &

MRZE AP FMAM Active Directory B2 2 IAM Identity Center , FIRBLU TS RIRE, HE
B R BR A BLRK SR E R 5 5 R S F R M 1AM Identity Center 23 Active Directory.

5| S NRIE

1. FTFF IAM Identity Center &l & o

® Note

EHTT—F 280, FHEMR IAM Identity Center #24| & IE#E £ B Amazon Managed
Microsoft AD B 3% Amazon Web Services X5 FFEHN 2 —-

2. EERE.
ERENBHBEIERS |, £EEH5SNRE,
EIRA—ik : BERERSEF , EERANAFNAEERS ., MRTEFBRER , HEET
—F, MRFTEER , FHRITER , RAREERREFER

5. ®FRW2—E : BEERSTEET  EBAFGERF, RAE, AAZEFMIESTENAFNE
IRAFE , REEERM, BTR , &F A RTF. AARRTMRESEENANBIAENR ,
RIBIEFERM, REEET—F, NREBEERAFPNEARNIELSEE , FARTEMERH
BET—F,
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6.

ESRI . EFEHRFEEDR , BAANSER 1 BHERFFPHNEEMRFNURSR 2 . AL EEHPHNA
F#4A, % Save configuration, XFHEHAEERL NHE,

AP MARNEENE L EE

BRBEULT HBRAF Active Directory A F14L 75 NZ] IAM Identity Center,

ANH0A P

1.

$TFF IAM Identity Center ## & o

2. ERRE.

3. ERENHEL , EBEFHFETF , NPERRE , RAEEREERD,

4, HEEEBESTEL , ERAFETF , AEERIMAFA,

5. EAFEBFHAFIT | WABYN A S ERRM,

6. EERMPAFMAT , EEERNBNAF.

7. ERREX,

8. HESMERT , %F Users (AFT ) . MRIRFARERBIEENAF , BRERFTEREFAF
N

i yIIEE]

1. 3TFF IAM Identity Center &l &

2. ERRE.

3. ERENEL, ERSHRETF , NhERRE , ABEREERYS.

4. EEERSTEL , RERARTF , REEEFMAFMA,

5. ERAETF, EAT , MAEBNASTHRIFERRM.

6. EERMNAFNMAT , EEERMNAE,

7. EERER,

8. ESMBEKT , ER H, MRIRPRERTEENE , BEERFERENASIXK,

MBI SE Bl I BR A P A4

BARAMNBSZEEFRBRAFNANSREFLABRNFEMESR , FEH ARE AD BFH THEFRE,
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i BR AR

1. $TF 1AM Identity Center & &

2. EERE,

3. BERENEL , EFSFHRETF , NFEFRE , AREREERY,
4, EBRRAFEIF,

5.

EERSCENNAST  EHERBRNAFZUNERE. ERBRAEAS , BEFAFEZIHN
kMg,

6. ERBE.

BERA

3TFF IAM Identity Center 2 %14,

EEIRE,

ERENEL , ERSGRETF , NPERRE K REEREEED,
ERAET <,

EELSBEANAT , EFERBRNAFZINEEE. ENRMEL  BEPABHZULNEIER
o

6. EEBE

o M 0N =

EENRERD

LERSGEMBERKNELZ AR , HBHLEEXT Active Directory ##Y A = F14H AT Y 4E 471 5 S Bk
£ IAM Identity Center 1, RERFE , BZ AR/ T RN ELS PRI LEE X,

TR

1. 3TFF IAM Identity Center &l & o

2. ERRE.

3. HARENHEL , EFSFMRETF , N\PERERE , RAREEEERS,
4. EBEERST , EREERD.

3 ACE7

1. 3TFF IAM Identity Center #&lA o
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2. EEIRE.

3. HERENEL, ARSFHRETF , NFEERE  RAEEREERS,

4. EEERST , BRMERD,

® Note

MREEINGEFERATMARMERL , MFRAM Active Directory £l IAM Identity Center
WRZEMRE.

BEA T RS HNE RS

BEXEHNEZEER , 5[ IAM Identity Center M H A RMEEE R BN EERS,

£ 1AM Identity Center HEL & 22K B RV E MRS

1. $TF 1AM Identity Center & &

2. EFRE.

3. HREWEL , ERSFHFETF , NhiEFRE K REEREEED,
4. HEEFDIT  EBEEFRMEMRS,
5

£ Active Directory AP EMT |, Bt & IAM Identity Center & 3174 /& £ Active Directory f F
B, flan , BAIEHESF IAM Identity Center H1377 & E 1 email BRETE| Active Directory F
FEREM ${objectguid}.

® Note
FEABMT , TTEE X IAM Identity Center 5 1777 % & M F Active Directory A8 1.

6. ERRFER. XFEREERLTMH.,

B TRSEEBASKIAEER AD RBE

ANTHEREVEDCTEREES ATEEN AD BEEMBATHE , RINBWERTUTSRRENLE
SEIE
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EHIMTRSEEAXIAAEEN AD @5

1. £ Active Directory # , I — 1" REFZ AU T EEEER D ) IAM Identity Center BIFTE A -
H, plan , |E LR iZ4A @ B IAMIdentityCenterAllUsersAndGroups.

2. 7£ IAM Identity Center F , FRESHFMBEN TEREBR S HIKRF ., IAM Identity Center FF[E %
RXEFSHPITEWRER,., 4. FAURFEBEANK R,

3. A Microsoft f2t#y Active Directory AP FIAEE API BREERE S A 7R =il Br A 7
4,

BENBEMRES

f&Bh 1AM Identity Center , A LUBNE Z 2 Wi SHRIZES (SAMLIAPs) 2.0 MEiE & M EE RS (SCIM)
L, EEKBATFHRMUED ) WIAERIHH. XEEHVAFEYERAELRFEIEE R Amazon
Web Services iR, R, TS NEIENKS,. AENEEEATNNARERF
IdPs.

Bl | SEE]LGERESNER IdP |, 440 Okta 2 Microsoft Entra ID , E| IAM B3/ RE , BHWEAFT
DAEREIE AP &% Amazon Web Services 1781 Okta 3 Microsoft Entra ID iE$., Zi#2&IA P
BRBAURNITHIRE , BAIUEF N5 E Amazon AR PRENK S M AREFHFRNE, 1
S, FEARREFERAEINEZIUE S Amazon Command Line Interface (Amazon CLI) , ENIATME
4R R BRI 2 25,

MEEFERK R Active Directory R #Y B EE B 5 Amazon Managed Microsoft AD , ESFEEZE|
Microsoft AD B 3k,

@ Note

SAML AR ER IdP L THAFPMANFZE, Bt , BXMEIFXLERAFMEREE
IAM Identity Center 3k f IAM Identity Center 7 ##iX L F F14H

HAFKBENE IdP B#HITRE

ERSNE IdP B, XTEFEFIEERN AP FMEAEET IAM Identity Center 1, REF 8EXT
Amazon Web Services Ik~ SR AEREFHITEADE. Nt , BALUFAFMAERE £H SCIM ¥
NEBE P IREETNEZE IAM Identity Center &, AR FfE. LB MAEERF , IAM
Identity Center B NHSTRAMNAREFEHRIIEEMEIEMIAEL 1P, Amazon Web Services
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Management ConsolefRf5 , IAM Identity Center 1RIE&RTE IAM Identity Center #8122 AV R BE R FXFiX
ERRANIFRNE, BXMENESZEEL | BHSH ACNATIRE.

£

- MAEEIN TS DR

 H{AI1E |IAM Ildentity Center F S iRHNER B 0 1R 4 & L5
- NAEBHMIREEFER SAML M SCIM BB SR

« SCIM BLE X1 SAML 2.0 3£

AN I B D R P

MNFXEFEAATER , EFRINERSME, FEZUMEERR IdPs. BJLH step-by-stepZ g AJ i
1%$# IdPs :

» CyberArk

* JumpCloud
* Microsoft Entra ID

* Okta
* Onelogin
* Ping ldentity

B X IAM Identity Center X#FHIIER IdPs A ESBTMEZFER , BSHAXNNT S HRMAEFEHR SAML
# SCIM B @ ExERil,

THERTARENSS D RAFEANTE.
EEZINA DR

$TFF IAM Identity Center #&1A o

EFRIRE,

FRENEL , ERFHRETF , ARERRE-EHSHR,
EEFESHR T , EBABSHREERF , RAREET -5,
ERENSSOREET , AT T®RE

o K~ w0 Dd =

a. ERFEABIHEET  EBTEABEXHUATEABEXHHATEREELENRE L, &
A EB B IR EE IAM Identity Center SAML JTEiE X
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b. EHORHEBABFETERBEEXHS , RERIMNESORHEE TR THES. REL
BaX . WABBEXHEERTEEMN IdP RIEAERATERN 2 x509 IE+H,

C. iij:%-lt_io

/A Important

HRE YA Active Directory M Active Directory ESURAMIBRFTEI AR AR A5
fil. RBEARKRRRE , ELAFHEFNASE.

6. FRGERFHAAEIDAZRERS  MAES,
7. EREURFHF. REEEFBEANE , BERDEXSBR.

n{aI7E£ IAM Identity Center FE A S S PR & TEIE

A LA E B2 B iR 4E IAM Identity Center WA S B IREEN TR, XEFRLFMENAFBE
& IAM Identity Center ZF 158 Amazon BRIEEN . THLBWNA T WMAIEFFMHEIE IAM Identity
Center FHIHER IdP W TEiE. ETRUIRE , BFEE— IAM BOFONALRSEH, BEXESE
B, 53 1AM Identity Center B4 22 F 0K F° 32451

ERARE B REEN TR

1. FTFF IAM Identity Center #2&IA

2. ®EFIRE,

3. HARENHEL , EFSMRETF, &FERE , AGERFEESHRIE,
4

EHDRHETBIERSD | EERE P TdE, S TE EERIER IdP /Y 1dP &%
URL /= IdP x##& URL, TRFAIBELENERE , RREREEL.

A FHIREEEHA SAML 1 SCIM F P EREIE

IAM Identity Center SEFELA T B F R M 5 B BLS IRIETHY

- ATRAFSH/BREIER SAML 2.0
- AFMER SCIM
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EAISE e IX LR Y B 2 1R 447 (1dP) #RE 2 5 IAM Identity Center B IV EIRE , BFEIEUT
BEPREI

+ SAML

* |AM Identity Center 23R &8 F i 4 ttb 11t 5K A1 SAML NamelD &= ( EJ
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress ).,

« WIS & namelD FERWELMERFS RFC 2822 (https://tools.ietf.org/html/rfc2822) addr-spec (*”)
FRFE (/rfc2822 #section -3.4.1), name@domain. com https://tools.ietf.org/html

o BB XMHTEERET 75000 NFER
s THEHLMBE EntitylD, X509 iE$ , H SingleSignOnServicetEH B FMutH —
s FXEMEZR.

+ SCIM

+ |AM Identity Center SCIM BIEEE F SCIM RFCs 7642 (https://tools.ietf.org/html/rfc7642), 764
3 (/rfc7643) #1 7644 (https://tools.ietf.org/html/rfc764 4) , JAK 2020 F 3 B EZK https:/
tools.ietf.org/htmISCIM Profile 1.0 E 3 (#rfc .section.4) FHEMN EREMER, FastFed https://
openid.net/specs/fastfed-scim-1_0-02.htmliX £ X #45 1AM Identity Center H 24 5l 35 e 2 [8] B 4E {7
Z=R197E |1AM Identity Center SCIM EiEFF & A RIEFMMI 2151 AP BRIEZB D 31T 7 iR

ldPs AXFAFE LR ENTEEINANE. BRREN 1P, THRAXHSREANESXLERE
MEBETH EEEB.

WRETERF IdP EHEE] IAM Identity Center BHERMEMIEE , BINBWERE :

« Amazon CloudTrail 33 i % =4 & #5K 12 % H & L ExternalldPDirectoryogin
° |dP ﬁ}rf H /L;\*H/jﬂﬁt H 7oA
+ HE& IAM Identity Center 8] 7R

® Note
BL |dPs=m ( A FRLE ) LLE R 1AM Identity Center #9228 “RATEF" = “E#EER 1

FX A 1AM Identity Center 12t T B {LWE E A K. 1AM Identer B RHZMREM 1dP 12
HibEm | BAMNBUUEERE , H/POEBRET R IAM Identity Center R INE ., HibE R
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“Amazon”, “Amazon EX&” SRELHEA “Amazon” EFE I B o] pEfE A HMER S 552 F/HA
W R, FEEETEZETEE IAM Identity Center £121T,

SCIM EeE X4 H SAML 2.0 EHE
SCIM #1 SAML #2& & IAM Identity Center RN EEEZERH X,
SAML 2.0 =i

IAM Identity Center X5 SAML ( Z£ M SHRICIEE ) 2.0 #HITHMHBHRERIE. XA IAM
Identity Center X33k B /A28 & 13 1R ARG #Y & 103 1T F 0 I E (IdPs). SAML 2.0 @ — A TLZ &R
SAML i S FF AR, SAML 2.0 £ SAML &1 ( R FHRMEEE 1dP ) M1 SAML A& (K
NIRSRMERER SP ) 2 A& EEXAFHNELE. |1AM Identity Center RS FE AL EEREREKESFH
RIFERBFRK, EREFATHAPRERIEN B MIREEEESREIE R Amazon Web Services ik~ &L
ER AR,

IAM Identity Center 3 &89 IAM & 173 0 fZ % Amazon Managed Microsoft ADZE /A S8 & 17 1R 4t
w0 SAML IdP Theg. RS , AR AR R B8R X HF SAML WARS , @3 Amazon Web Services
Management Console M2 =4 R ARERF , Hl#0 Microsoft 365, Concur , AR Salesforce.

B , SAML il FiRMER IdP U THAFMAN FZE. Hit , BXFEIFXERAFMATEE
IAM Identity Center 3K f IAM Identity Center 7 #iX L F4H

SCIM &34

IAM Identity Center h EiH & B EE RS (SCIM) v2.0 FrERH ., SCIM FEEH IAM Identity
Center 55 |dP W B MMRIEEL, XE$E IdP 1 IAM Identity Center Z B AFTE., EFHM
BUETRE .

BHXRWMAERE SCIM WEZELR , HSR /A SCIM NS5 MIREETEZE IAM Identity Center
., BX IAM Identity Center SCIM £V E ZFMER , 1S |IAM Identity Center SCIM SEHEFF &
AREE

FB
- 5 SCIM Fi B G iR HtEFEZE IAM Identity Center §
« B SAML 2.0 if$
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£/ SCIM A H B RMEETEE IAM Identity Center H

IAM Identity Center 3z 568 B35 & 3 R4 (SCIM) v2.0 LR A /-~ MARE BN S DR (1dP)
BEFE ( @24 ) 2l IAM Identity Center, BLi& SCIM BE At , BRI LG B4R ERE (1dP) AFREM
2/ IAM Identity Center FREY a5 & B MEAYIRST, X 2T B IAM Identity Center MIERY IdP 2 B A TR
MITE, EATLLERA IAM Identity Center B9 SCIM 3% S FIR1E 1AM Identity Center FEIRHIEHEE D
&, ¥ 1P FPEE L IE L,

£

- EREDTRENEIZEN

o a5 IR 1R hRE B

- BREMHE

- ZFREDTE

« ERIGRTHE

o HBRTS R 5 R

- BRI TR

- FHWE

A B TENEEEM

HITIEE SCIM 25l , BINBUEBEREFUATHEXRELAS IAM Identity Center BL S EAMNER
EEBEW, AXEMMEEZESEM , FSHMEMN IdP EA/Y IAM Identer H3RHIE,

- MRBEME B FHRHFbat , MEERENTFEMNAFLARK -, EEL IdPSERT , £
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Identity Center AR 7B REFE RN TAAE, IAM Identity Center 1 Ltk A & A2 — /N £ I4EY
RiF, WRFAER 1 E 12 /06t , EABRTANREREEN X FFENE, RIAXESERBER
—/Nit, BXEZER , 555 i8E Amazon Web Services I 7 1 & F 4L 01 A

SR BN il 387 13 B A ALE
B LA BB F s IRERFRIET 1AM Identity Center F P B9 I B X AIE
FB
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- BIRIFELE (#EF)
- FHEERF

BRI (#5F )

B3 RI#FEUEE A Open ID Connect ( OIDC ) REREBENIF K, ZHE=REA Amazon CLIFH
aws configure sso R EEXKEHE, EAAFEA LGS B3R SENEMA Amazon Web
Services K7 2 BRI R EX BT A&,

EiFRIAER IAM Identity Center PRI AR , aws configure ssolEE{Tan® , AE
Amazon CLI \XIBEE8E O XN, RERK Amazon Web Services 158 TP &iFL4 FEIRS |
Amazon CLI $i£ Bzh# R G et ik 3 B 3h Bl#F .

AXEMESR , iHS 9 Amazon Command Line Interface AiF 5 #Y aws configure sso
wizard BB SR ELE .

FRER A] B 3h %7 89 e B £ E

1. FHEERIREMISERF URL BF Amazon Web Services 1hEI[TF, IRECIET IAM
Identity Center FAF? , & Amazon KX —H B FE4EE K HPIELHNER URL, BXRESZE
B ESE (BRFAPEE) 98 Amazon &F Amazon Web Services 518 [T,

2. HEMKFEI+FHHEIZE Amazon Web Services IKF° MR ZREILH, HEERKSIER , 2ETRE
Zk P BBV P B FR, k7 ID R FRR 4R Hb it

@ Note
R HE 25 HHEM Amazon Web Services K, NI B] 1 & 7 itk 7~ 2 B AR
£, EXBERT , BRRAEHNEE R HERMBMAERMLEFRNE. EXEZEE

BES I @ AP S4E 5 B PR LLiA Rl Amazon Web Services IKF

3. HEWRFEBHRTH , DEAER IAM Identity Center AFHNRREE R ATHAAR, i, MES
# IAM Identity Center F /= 4 % Bt E1% 0K 7 9 PowerUserAccess X R , MiZ A &1 Amazon
Web Services 517717 # & 7~ 59 PowerUserAccess.,

4. REAGEMZUNGED , EFHRZARKHEERGSITREELM,

5. 1 “FREUVESRE XFEES , 1% macOS # Linux, Windows = PowerShell , E4HUR F IR L2 %M
B®ERS, Amazon CLI

6. 7 Amazon IAM Identity Center £iE ( #%F ) T , WEREH SSO Start URL M SSO
Region., f#/3F IAM Identity Center B ELE X4 sso-session BLiEJ Amazon CLIE
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EXLEE, ERMMEE , HIRER Amazon Command Line Interface AFIERFHER aws
configure sso wizard BiEBHELE X RV A TR,

18HE Amazon CLI EEHEXEMER , Amazon Web Services Ik~ EEZEIFRIHA,
FHEERE

B u] LA B F a3 EERIET A 3R RIKEVS 435 E Amazon Web Services Il F S ENREXBN AR
IGEEIE, At , B LEF HEWNIE EEMENG S, FALAE | BAMF 3 RIFIEREIE,

EIRHEERIE 281 , B LLETT Amazon CLI 86,
IREUE F h Rl F BV SEAE

1. FHEERIRMEMNISEZF URL &% Amazon Web Services 1 EI[TF . MIREQIET IAM
Identity Center FiF° , & Amazon £3X—H B FER4BE , HFIEENER URL, BXESZE
B, #5H (BFAFERE) P Amazon &%F Amazon Web Services HE[ T

2. EEFIEDFH , HEIZE Amazon Web Services Ik MNFRZIHRIZILERN , HEFKF ER IAM
ABBN (HINEESR )., RIE IAM ACZMZHAED , ZRHEZFARRRERGTITRE
EiFME,

® Note
MR EEHE 25 HHEM Amazon Web Services K, NI B] B & 7 itk 7 2 B AR
£, EXMERT , EFHRRALEHEERHERMII SR FRNERE. BEXEZELR

ESR [ AP Sd 2 B BR LG R Amazon Web Services Ko

3. T£ “FREUVERE WIEES |, %EF macOS H Linux PowerShell, Windows = , B4R T ELERN
BERS, Amazon CLI

4. BEBLATE—ED :
o EIN 1 : i%E Amazon FMETE

R BEFIEEILIRE , 818 credentials X HM config XHFHWEMEE. &
REZEL , 182 Amazon CLI AFEBEP A ELZERE Amazon CLl,

EFERLED , BT EHIRIBEMAR , FaSIEE Amazon CLI KigE A , AKX Enter &
REMENNETE,
o RN 2 : FBEESXHARNE Amazon FiE X4
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EERWET A ERATRNEIERESTH S,

EFAED , BT TEFEBELR , ASEm ST HE Amazon credential sX#HHF
DR EFNGEREX . BXEZEL , BFSRANIESZEERETHHZE EAmazon SDKs
MERE M. BEFEALEIE , 1 Amazon CLI S HIEE- -profileitl, X406 fH4H
REIE XN FTEIRE,

« &I 3 : £ Amazon REEFIwPERENME

EFIET A M Amazon RSB FikiG Rl Amazon BiR., BEXEZERE , BZRAATE
Amazon b 1THENIE,

EFEALER , FRHEEF RN FXEEREIRET  AERESBELSESEN SDK
HAENZEE, BXEZER  FZHEE SDK API B3 H,

2218 [ Amazon Web Services Management Console B FREYHR$#E T = 51

7£ Amazon Web Services 8] [ 17 A2 RES K228 IAM Identity Center A5 SZEHH
BEBR (HEEESENRE ) MEFEFHISE B H8 Amazon Web Services K.  Amazon Web
Services Management Console

REFRERTUNBESMIMEET ErtE., BLFBETZNITMH Amazon Web Services
Management Console ( ‘@3 Amazon Web Services TH[R[TF ) S E R FTEN B & URL ( 40
Amazon S3 FEBEFIRE ) , MEUUFERARESXNFEZEHERIIE —NB iR,

REETT T EEE B ARt I

MEFNFEZE=ERED , HAREERIIE -
( ik ) BREEH N EEEED Amazon Web Services Management Console 18 E R 1 B 4E4T B #& URL.
530 , Amazon S3 FEFESEHITTHE.

(it ) EERANERNBEERE BN DPHLIRS URL, BRIZFBFHRESNESZER , FSRIEET
PR A LUE RIE 5 1] Amazon Web Services Management Consoles

« Amazon Web Services Management Console K. K18 B ¥roJ#YERIA B #Ro
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® Note

REYEES IAM Identity Center #1T BB IUEH BN Amazon IKFF B8 URL 2B 7 HE
MR PREERY |, FRER T B2 S EI B4R,

Amazon Web Services TR @& —MNEIZREANIZM , BB EZABTHRENRES N EEE,
MRITEREBI URL ( E—NFIRFPHE—ET ) |, WAL Z URL EFEIBIER#FITHE,

1£ Amazon Web Services 1518717 R 2 REH N 5%

1. &3 Amazon Web Services R TP fE , EBKF R+ , AREREBRES IR,
2. BEXEES :

a. 1%&#F Amazon Web Services IKF FERAKF ID KK EH. BARBKR , THEELERT
LLIARIR CE K IDs M. BREERESEGFRINIKS

b. (A& ) NTHIIRPIEE IAM AR, RERIBEAEREKSHNRE, MRELHERS
&, NEEARESEEN  RESRTAFPAEKFEE - BRAEMENNEE,

(® Note

BITEBIRED XNEER THOLANR. REFXBRENEATESTBRERTH
NRE, WRAFZKENKFMEIR URL DEHNLENRE , NESWELILF,

c. ( ®& ) %A Amazon Web Services T [8[ 178 B ¥ URL, IREEREH A URL , MESE
FtiER Rt | FREIERIMIRES X454 B /RIET B 31 E B 7.

d REHEANS , REAXNGESCENFERIPER. EFES URL R, NE , ERLUER
SHNREFRNEZVUEPE | tAIUASEGHEENRESH 2 BN RE L F E — Nk
WIMEEHRHZERZ,

A URL RIBHEZ 2K Amazon Web Services Management Console R#E 75 = 5% 2
URL WFrESEE , 2EKF, ID. NEEEMMBIR URL , BHSMELT URL 4B,
RiEFRXEZLFERAUTEZY B Amazon Web Services 17187 URL :

/#/console?

account_id=[account_ID]&role_name=[permission_set_name]&destination=[destination
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PEXEHNTE URL BEATER :

https://start.[region].home.awsapps.cn/directory/[directory _id_or_alias]/
#/console?
account_id=[account_ID]&role_name=[permission_set_name]&destination=[destination

UTE2—MriEAREEERA , 8 S3FullAccess NXRELLAFA B F 123456789012 K/ |, 4%
i1 S E S3 H4IAEX :

* https://start.cn-north-1.home.awsapps.cn/directory/example/#/console?
account_id=123456789012&role_name=S3FullAccess&destination=https%3A%2F
%2Fconsole.amazonaws.cn%2Fs3%2Fhome

EAZ R H 1T MFA
1£ Amazon Web Services iR TP ARER U T I BRFMITZRZURITZE G HRIUE (MFA),

(® Note

BINEWELAREIN S HRIERNAREF THILHRE L RARBEFHERITHLEFRND
R, AXAILE MFA RE LERANNARFNIIR  FSR ENSHRISENAER.

EMERIRE , BAMETE MFA LfEM

1. EFKEH Amazon Web Services THRITF. BXEZELR |, BSH &5%E Amazon Web
Services AT .

2. EREALAMIE , EF MFAER,
3. EZESHRIL (MFA)RERE L , EFFMER.

® Note
WEREM MFA IRZIETUE R ARG , FERRENEE R DIRBUEMHR £ AR,

4. 1EEM MFAREREL , EEUT MFA REXH2 —  RAERBHBETERE

- BORIRNARER

1. ERESHRIEFNAREFAE L , EURLIEEIH MFA RZFNEERFE , 25 QR K13
B, ZEARTAEFZE QR BHRE L FHRANESR,
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2. (EAYIE MFA 2% , TUUTRE .

a. ;I #HBEWN MFA BRRIER[NAREF. BXTLUE MFARR LERNKLI NN HAE
FHHR  BSH EXEHRIESENARERF. R MFA RAXEZMEF ( 249 MFA
®E ), BEECEFK, (FH MFARE ) BIETL

b. B MFARARFREXIF QRS , RARHERESNRIIFNARFAELHNTUTER
Ez—:

i XBRERQRARE K AEEAZNARFEE QR B, fl , SRR ELERS
R R LLTF Scan code ( HIFHARR ) M , AEFEAEENBEELABEHAB,

i. EBREREZ , AR ZBHBATEHN MFA MRARRFES,

/A Important

187 |IAM Identity Center BLiE MFA 8% 8} , RATE AT QR B EHANE
TREETLZENNVE, MREEZXFINIMLMEFTLE MFA SHRIEENARE
F ., X2BmHE. IREIALERE—BR , BAREEFRENARER ,
FEHEAMERN MFA BE,

. EREFHNRIUISENAEFNEMNSHRIISEABT , MASTE REYE MFARZE LN —
R,

/A Important

ERAREZBILERRENER, MREERNRD , RAEFFAKMNEFTRERER ,
N MFA RZERIIEENAFXRE , B MFA RBTRL ., XREANETHREIN—
RUEZE (TOTP ) RREIH, MRREXMER , BUUBRESRE.

4. EESE MFA, MFA RZIETUTFHRER —XMED , MEAUEEREEAT. Amazon

« REBPATNESHRIER
1. EEMAFNZEZANE L , BRI R[EF S RENRHARITERE,

® Note

HERSRINGH[HLFEMR. KWEMREE , EULREENE REMREFEME
REXRBKEKR, ZEEREN , FERESRS , WAFTEN , AEERRE

SEMRE# T MFA 156



Amazon IAM Identity Center ArfEm

B E X Amazon Web Services iF 8 [~ URL

BINBERT , EBALAEAERFE L T XA URL Amazon Web Services 177
F? : start.home.awsapps.cn/directory/d-xxxxxxxxxxo. EALZEMTHERBEENX
URL : start.home.awsapps.com.cn/directory/your_subdomain.

/A Important
WMREEHT Amazon Web Services i5E[T1F URL , MAERTERNEHRTRE.

B & I M it

1. #TFF Amazon IAM Identity Center ##l& , Mty https://console.aws.amazon.com/
singlesignon/,

2. 7 IAM Identity Center 2| & 7 , EFSMEKFNEHER , AEKRIREBED D

3. % Amazon Web Services 1817 URL 7 , &#F B E iR,

® Note

MRARERBENIERA , MR Amazon Web Services iFRTFERBEEN . BENX
Amazon Web Services 15817 URL 2 — X MHEE , TEEH

4. WMAFTENTFHBALRERET.

WE , BRI LMER BE X URL @iE Amazon Web Services 17171 & F Amazon #2454,

Identity Center ARV Z E & 1R 1E

IAM Identity Center EF BB ZEFHRIE (MFA) , REtFRFERFPKRT AR BMNBBI |, BELHAER
MFA &%, X AR AP AP 6 AL TN E #EE R Amazon Web Services H R[] -

- HAFBNEB, XREB-ITREXR , WRAF AR,

- IURER. Z2FARENYRG. IREF-NEE , WRASAEA (58 ) IESFFE (EWR
A ) MEZ, E-AMREARERAFNBRBERNSHRID, ERIHTENNZL2EZATA
PR EYDIR BT,
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BRIEFLT TERL B A MFA $BE |, & NIX 2% R 3= ] BARS 1L RZ RN 5 R ERY Amazon BIR , NTIRRS
Zatt,

BNAPRZULEMANEUSORIEENARZER (REEEN B REFAFREM EH—IXHE
REEHRIISFNARRF ) , URADFIDO BARKIES (SERNESHRIISMEZEEA ) , BATE
H\A MFA &%, TH#EAEX ERT IAM Identity Center YA | MFA X & NEZES,

F&:

« &M T IAM Identity Center B &] F§ MFA 38!

- £ IAM B0 EE MFA

« EMASH MFA 8%

« EWmABSMBR IAM Identity Center FEY MFA &%

$EF T IAM Identity Center B8] F| MFA 288!

ZESORIE (MFA) R—MEEMARNIE , IEBAFRNZEYE. AFNE—1NEE (4]
ERE ) REMNZENRR WA ARER, HERZETUARSERE (ZRENEY , flNL2E
) RERREE (LHNED , HINMEYRNEAHE ) . BARTEEE MFA | BUERNERYIK PSS 0
_%R*Fo

IAM Identity Center MFA X#FATIRZ LR, FIEMN MFA KB FE TR KENEH A FRIARE
F Amazon CLI v2 1 IAM & #

- FIDO2 5#p%iEzE , BFENEN S HRIIENLL A

- BRI GHRRIEENAERF

- {RECHRADIUS MFASRILE LA T 77 % Amazon Managed Microsoft AD

— NAPRZAUEBENS MFA &% , ERERESHIMNEL FHRIEEFENARR NS FIDO 54
WUEEs , FMEI—1. Amazon Web Services i /7 #&3& 7] LU MFA i% BB iE W & H i 1Z BN Fi%
ZHAN BB BEFHMNARA IP it B FAFHEE MFA, BXIMANAFEE MFA RENESZEE | 1§
SRGRERPSHRIEEAN MFA KB M, BE MFARESEH

FIDO2 & 330Uk 25

FIDO22—/N3#E CTAP2 WebAuthnFIEF N MBI IRE, FIDO FILEGHMEHNEINEE , B
AR AEEIENMIEFTIRER , a0 Amazon,
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Amazon ¥ FIDO B RIISEMNFHREERNAEAE - NESHRIISENELZERH, BEXEELN
FIDO B RIISEXHNEZER , FSHET X,

=

g
- NESHRIER

- REEH

- BIEER BHREBMEM FIDO S KIERE

NE & BRI

ZANMRACITTENNB B FEENE S HRIEST , /0 Macbook £A TouchlD =& Windows Hello
RENBBY. NEENRZEERAFIDO WRNESMRIESS , AT AFERESN. EHIZE PIN
BEARE-IHEE,

R EH

REBARESR FIDO WASEH S MHIRIULES , BRI LUES USB., BLE 5 NFC 3K HiE 2| &
Mig%, BWE MFA BRTE , RAEFAZANERSETRNFRT, ZR&FAN—ER602F
YubiKeys ¥ Feitian 248 , ¥ LM R 2 F4AL0RHEIREM FIDO Eif, HXFAEA5 FIDO AIE
NEZERAMHIEK , FSHELE FIDO AR ™ @o

ZEEER. ZPRRMPMAEM FIDO FHRIER

SANEZFREBIEBHINAEFHH FIDO HHRIE , PIMNZBERERTAINEE,. H8 FIDO B
R ERE-FUREMAT G, XLERR FIDO MiIREALLE IAM Identity Center BB &R |, B
WIRTEN MFA B RILIETUZ B12E B FIDO &3 KIEsR.

® Note

AL FIDO 5 WIFSSAIUGIZ AT XM FIDO &EiE , A4, FA AU ER 6248
WiR%E , B NRESHEZREI =R, B0, B LAE X EH Macbook £ Apple Touch

ID EMER , AEEBEZNERE LR RER Google Chrome , £ iCloud F{EAZEAM
Windows e A BB FM L, BXMLREZIHFIETBHAURBRERZNR K LS 2B =50
R EREMNESZELR | 1§28 passkeys.dev LR & X EHFR , Z&RHE FIDO BREHM
T4 MEXEE (W3C) fast 44,
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LS DRI ARERF

FORRIERNARFARLRET —RMEB (OTP ) NE=ZSFARIIR. EUNLEEBHEE
HFREN LB HRIERNAREFBERNKN MFA R&, E=550RIUERNARFSANE RFC
6238 , X B —MirHEMNE TRE/ —XMES (TOTP ) 8% |, BB ERANUES BRI,

RABITZESOHRIIN , AFLAEESNAAEFRARBEESORIIRNARFNERNE, 2
BLERAFNES MFA RELTRE—N, INESELERFEMANSORIEFNARER.

ZNH 5 HRIERNARF

RIS TOTP R EN N ARFE T ER IAM Identity Center MFA, TRIIHELNWE=H HHRKIE
22N AR R A HIERE,

BRIERS £33N AL H DI RN ARF
Android Authy, Duo Mobile, Microsoft Authenticator,

Google Authenticator

i0S Authy, Duo Mobile, Microsoft Authenticator,
Google Authenticator

RADIUS MFA

T2 5 PRI AAF RS (RADIUS) 2 —f TR AN E P is-RSEHiL , CRESHRIE, R
MK ERE , AP TUEEEIMEIRS . Amazon Directory Service @& — RADIUS & F
i, ZEFIRIEZEEEET MFA fRARE RADIUS REE5. BXEZELR |, BSHHF Amazon
Managed Microsoft AD/E i £ & 5 B RilE.

& A LATE IAM Identity Center R fEFl RADIUS MFA 2 MFA R&ZRAFIIF , EFERIRERME
MREAEE[FH Amazon RENRRAEZFHRIERFEITF |, IAM 4 FR0HFH MFA 2 RADIUS MFA
HERA R,

&7 1AM Identity Center /Z A MFA &Y , BRI FEE— & MFA R&Z T 828 % Amazon Web
Services IR, MBE2HIMEAE RADIUS MFA |, MFE IAM B4 508 H MFA SEER ELE
EEFZHEMAHAFH RADIUS MFA, Amazon Web Services B2 , YA EFZAEHM TS
Amazon Directory Servicez Bt &AM ARF ( HlaLS# ) &3 , RADIUS MFA S 4k& 51 {132
&k, WorkDocs
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REH MFA % IAM B4 02H & EHER |, 7 BEEHN RADIUS MFAEE X , Il Amazon
Directory Service RADIUS MFA F#2%li5 [ 1P &%, Amazon Web Services iIXE ki , IRZEH
MFA , IAM Identity Center f$[E1RE| RADIUS MFA BLiE,

£ IAM &5 OB E MFA

HENSHREET IAM FH P08 4 F#I AD Connector Bt , Amazon Managed Microsoft
ADZ R LATE IAM SO0 BE MFA TheE. B Al , /5 5 1R & T X#F IAM Identity Center HHY
MFA,

BTR MFA B —#REW , EABURTEN IAM F4 7 0IREMALRET.

- HIAFAPMER AN MFA REIMENRZHFHWIUESR. XML TR ETE MFA RZRAR
FRAER Y B B K K 1A RN BR.

- MNREH AP SHEF Amazon Web Services TG RITF T REA RN B Fif4 |, BFREEE “E
SRR EE S B F oA R IEN — XM &0, i, B A - AT &R Microsoft 365 £
Amazon Web Services 178717 PRI E FEE, BXTERT , ARNELTERRRIUED ,
BT EE K Amazon Web Services TR, BXEZEE , HSM KB MFA RE XK.

- MREBEKEFEHEEN RADIUS MFA Amazon Directory Service , MIEETE IAM B F0ABH
MFA. IAM 35 /0HE MFA 2 RADIUS MFA K& 75 2 Microsoft Active Directory IAM & 13
DHWAF. BXEZER , 555 RADIUS MFA,

« LA YouTube #USABLA T MFA 1 1AM B4 -

IAM S50 FKRBINZES BRIERINME

F&:

- RTAFZTH MFA

- EERFEHRIEERN MFA X5
- BE MFA 8% XK

- ATAPEMESH MFA 8%

RRAFPER MFA

BALUERAUTSRRBEATAFESHEZHE NSRRI HITZSESHRIE (MFA) BRE,
Amazon Web Services a2 8l , BAMNBWEE % 7 # EH T IAM Identity Center BY A | MFA 3£

2,
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/A Important

A ER 5 Y BAE B F Amazon IAM Identity Center, 4 1F&EAF Amazon Identity and
Access Management (IAM). IAM Identity Center ., AFMAFZIEFRETF IAM AP, AF
IAM AP &EIE, MRHREEITHREXRN IAM AFER MFA i8R |, 15 % Amazon Identity
and Access Management Al P8P HEH MFA &%,

® Note

MREFERANRAIL AP |, MZEEHRRIEEFFAAAH, BHAEE IdP EE MFARE , M1
2 IAM Identity Center BIEiX iR E,

L& MFA

1. $TFF IAM Identity Center #2#| &,
EEMNSMERS | &E&F RE,
FRENEL , EEFHRILETF,
EZEHHRIERS |, EREE.

ERESZESHRIENEANRRAFEE MFATLT , REENLSENRZERIEEATHH
BirE 2 — :

o A 0N

o« IR RE (IRATR )

FEHEX (BRINRE ) T, IAM Identity Center E3R A 23EM MFA iR & WA P B8R EFATH
2WEIR T, XRHRZENIRE , TERMIIETIRE R Amazon Web Services 18] [ ]/ B &R &£
A MFA , NTTBRENELAREMNBEB/RINIT. Bl , PCIDSS BIUEWEBRBRMNTK
MFA , iR EFEXNRZ AR ZHRARER.

- MEMMNWEBFRETXREZR(LE ( ETXRA)

ELERXT |, IAM Identity Center N AP RRM T EERHEGEEHRZNED, EAFRTE
FEEREIREZE , IAM Identity Center 2B TRAFPH#IT—IX MFA , RESHTEF LT ( Hlmig
%, NEBNNUE ) , UEAFPREER, W TREEES , IAM Identity Center 2TAERAF A
FALHEEN LETXESR, MRAFHNEZETXRESTL , BT HFH4 1t BB EIT
5%, 1AM Identity Center £ 32 /R F 5T MFA,
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6.

HEXANEENTEGAREREREMTONETBETNAFREE T ZRAE. RALAFNER
HEREZLE , FRETHAFEA MFA,

- \T (2EA)
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https://docs.amazonaws.cn/redshift/latest/dg/r_tutorial-RBAC.html
https://docs.amazonaws.cn/redshift/latest/mgmt/redshift-iam-access-control-sso-autocreate.html
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https://www.amazonaws.cn/blogs/big-data/integrate-tableau-and-okta-with-amazon-redshift-using-aws-iam-identity-center/
https://www.amazonaws.cn/blogs/big-data/integrate-tableau-and-okta-with-amazon-redshift-using-aws-iam-identity-center/
https://www.amazonaws.cn/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://www.amazonaws.cn/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://www.amazonaws.cn/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-edit.html
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowRedshiftApplication",

"Effect": "Allow",

"Action": [
"redshift:DescribeQev2IdcApplications”,
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetWorkgroup"

1,

"Resource": "*"

"Sid": "AllowIDCPermissions",

"Effect": "Allow",

"Action": [
"sso:DescribeApplication",
"sso:DescribeInstance"

1,

"Resource": [
"arn:aws:sso:::instance/Your-IAM-Identity-Center-Instance ID",
"arn:aws:sso: :Your-AWS-Account-ID:application/Your-IAM-

Identity-Center-Instance-ID/*"

]
}
]
}
EERE :
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"redshift-serverless.amazonaws.com",
"redshift.amazonaws.com"
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1,

"Action": [
"sts:AssumeRole",
"sts:SetContext"

]

2. EBA@@ 7T IAM Identity Center B9 Amazon Organizations BEKF FRIZNRE, RFEET
—LSRERERAFERSE AP ER Redshift B V2.
a. BIfE IAM Identity Center #2#1& , EZKFNET , EEFENREE,
b. EEGIENRE,
c. EEHEN NRE, RAFEE T-F,
d. fEAmazon EEXBET , £¥AmazonRedshiftQueryEditorV2ReadSharing,
e. T “MERREE" T , WINAT KB

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Statementl",

"Effect": "Allow",

"Action": [
"redshift:DescribeQev2IdcApplications",
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetWorkgroup"

1,

"Resource": "*"

}
]
}

f. BET-F 6 AERHENBREZNHNEN. HlM Redshift-Query-Editor-V2,
g. B PURE T — ik, FRAUATERXNIRNFLRTRENERRERR V2

URL : https://your-region.console.aws.amazon.com/sqlworkbench/home,

h. EFREAEFRCE.
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i. SMZE IAM Identity Center #HIER , AEMN “REFE" 582 £ % Amazon Web Services 4
@7 URL.

LQ @ @  UnitedStates (N. Virginia) v

e IAM Identity Center > Dashboard

1AM Identity Center < Dashboard

1AM Identity Center enables you to manage workforce user access to multiple AWS accounts and applications. Learn more [

Managing instance
ssoins-

Dashboard
Veers {5 Use service control polices (SCPs) to prevent instances of 1AM Identity Center from being created, or isolate the [ © S e OGP EETD J
\UZ\ member accounts that are allowed to create account instances.
Groups 2" | cam more about service control policies [2
Instance name - Edit

£ 1AM Identity Center allows member accounts of an organization to enable AWS applications that are
¥ Multi-account permissions i of the ization instance with self- ged, account instances of IAM Identity Center.
Learn more about account instances [

Identity source

Settings ’
External identity provider

AWS accounts

Permission sets
Region

¥ Application assignments US East (N. Virginia) | us-east-1
Applications 2 Monitor activities in your instances of IAM Identity Center Organization ID
== With AWS CloudTrail, you can monitor and audit activity in your organization instance and account instances of 1AM o
Identity Center.
pelated consoles Learn about monitoring IAM Identity Center [2 AWS access portal URL - Edit
CloudTrail [ Recommended [0 https://111122223333.awsapps.com/start [2
AWS Organizations [2 Issuer URL
1AM [2 1AM Identity Center setup

. AR SN ERE O H R URL,

XFH & Amazon Web Services #ATHETF , BREEAKZ IAM Identity Center i &
o

aWs  access portal

AWS access portal

Accounts Applications

R
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v -sandbox-main
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https://www.amazonaws.cn/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://www.amazonaws.cn/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://www.amazonaws.cn/blogs/big-data/integrate-identity-provider-idp-with-amazon-redshift-query-editor-v2-and-sql-client-using-aws-iam-identity-center-for-seamless-single-sign-on/
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-idc-start.html
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£/ Amazon EMR Studio i%& & (S 5 71518

TR 5| S8 5EKIZE Amazon EMR |, StudioAE X IEEIZ1TH Amazon Athena TE4A R
Amazon EMR &t {TE I # 1T 7§ & 104% 3. Apache Spark

FRFA
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1. BA IAM Identity B ERA@@ L4L%6l. BEXEZER , BEH ERZHTEESI,
2. Fo@ Z£MEHXkEFRHA-MEAREE IAM Identity Center,

E5E M Amazon EMR Studio iR E 115 & 91 #% , EMR Studio B G A ITUT TR,
%€ 15 : 6812 EMR Studio FFEM IAM B &

ESESH , Amazon EMR Studio B2 AN EMR BlZ—/ IAM RS AN —N 1AM BF A&
&, Studio

1. 8% EMR Studio fR55 & €-EMR Studio EE 1t IAM S EKEZ £ ERE TEZERMEIZAR, EE
BIEBHMGERERE,

a. SME IAM 2#|A (https://console.aws.amazon.com/iam/) HEIE IAM A€,
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YAENNRMEEXRR,

EFAXLERR BN RIKKitalicized placeholder textHMEBRNEEHCHIE
Bo. BXxHEMUE , FSHERKERERK,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ObjectActions",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,

"Resource": [
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https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-studio-service-role.html
https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-edit.html
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"arn:aws:s3:::Your-S3-Bucket-For-EMR-Studio/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "Your-AWS-Account-ID"

}

"Sid": "BucketActions",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::Your-S3-Bucket-For-EMR-Studio"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "Your-AWS-Account-ID"

}

BRABERSABNRNSE , SR EMR Studio AZS5 A EMIR.

2. AIAM S 05HEIUEAIZE EMR Studio AR A6—ZAFBEE IAM SRR OEREBTHE
Z2jH), EMR $£8 ., 1, git F#EER , EMR Studio FiEE kAR, WACGRATEIESHE
BIERRE.

(@ Note

EMR Studio BF AT EEE S5 A B F+ Amazon Glue &I Amazon S3 i & K1Y
PR, Amazon Lake Formation PR FISEAMHY 4R B 5 A T IR B IEETER,.

UTRAIEBALEABRER , £1F EMR Studio WAF A Athena THEAFRIZITEH,
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https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-studio-service-role.html#emr-studio-service-role-permissions-table
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-studio-user-permissions.html#emr-studio-create-user-role
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"Version": "2012-10-17",
"Statement": [

Iltruell

"true",

{

"Sid": "AllowDefaultEC2SecurityGroupsCreationInVPCWithEMRTags",
"Effect": "Allow",
"Action": [
"ec2:CreateSecurityGroup"
1,
"Resource": [
"arn:aws:ec2:*:*:vpc/*"
1,
"Condition": {
"StringEquals": {

"aws:ResourceTag/for-use-with-amazon-emr-managed-policies":

"Sid": "AllowAddingEMRTagsDuringDefaultSecurityGroupCreation",
"Effect": "Allow",

"Action": [
"ec2:CreateTags"
1,
"Resource'": "arn:aws:ec2:*:*:security-group/*",

"Condition": {
"StringEquals": {

"aws:RequestTag/for-use-with-amazon-emr-managed-policies":

"ec2:CreateAction": "CreateSecurityGroup"

"Sid": "AllowSecretManagerListSecrets",

"Action": [
"secretsmanager:ListSecrets"”

1,

"Resource": "*",

"Effect": "Allow"

"Sid": "AllowSecretCreationWithEMRTagsAndEMRStudioPrefix",
"Effect": "Allow",
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"Action": "secretsmanager:CreateSecret",
"Resource": "arn:aws:secretsmanager:*:*:secret:emr-studio-*",
"Condition": {
"StringEquals": {
"aws:RequestTag/for-use-with-amazon-emr-managed-policies":

"true"
}
}
1,
{
"Sid": "AllowAddingTagsOnSecretsWithEMRStudioPrefix",
"Effect": "Allow",
"Action": "secretsmanager:TagResource",
"Resource": "arn:aws:secretsmanager:*:*:secret:emr-studio-*"
1,
{
"Sid": "AllowPassingServiceRoleForWorkspaceCreation",
"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam: :Your-AWS-Account-ID:role/service-
role/AmazonEMRStudio_ServiceRole_Name"

1,
"Effect": "Allow"

.
{
"Sid": "AllowS3ListAndLocationPermissions",
"Action": [
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
.
{

"Sid": "AllowS3ReadOnlyAccessTolLogs",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::aws-logs-Your-AWS-Account-ID-Region/elasticmapreduce/

1,
"Effect": "Allow"
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}I
{

"Sid": "AllowAthenaQueryExecutions",

"Effect": "Allow",

"Action": [
"athena:StartQueryExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:StopQueryExecution",
"athena:ListQueryExecutions",
"athena:GetQueryResultsStream",
"athena:ListWorkGroups",
"athena:GetWorkGroup",
"athena:CreatePreparedStatement”,
"athena:GetPreparedStatement",
"athena:DeletePreparedStatement"”

]I

"Resource": "*"

"Sid": "AllowGlueSchemaManipulations",

"Effect": "Allow",

"Action": [
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetTable",
"glue:GetTables",
"glue:GetPartition",
"glue:GetPartitions"

1,

"Resource": "*"

"Sid": "AllowQueryEditorToAccessWorkGroup",

"Effect": "Allow",

"Action": "athena:GetWorkGroup",

"Resource": "arn:aws:athena:*:Your-AWS-Account-ID:workgroup*"

"Sid": "AllowConfigurationForWorkspaceCollaboration",
"Action": [
"elasticmapreduce:UpdateEditor",
"elasticmapreduce:PutWorkspaceAccess",
"elasticmapreduce:DeleteWorkspaceAccess",
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"elasticmapreduce:ListWorkspaceAccessIdentities"
1,
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {

"elasticmapreduce:ResourceTag/creatorUserId": "${aws:userId}"
}
}
I
{
"Sid": "DescribeNetwork",
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"
1,
"Resource": "*"
I
{
"Sid": "ListIAMRoles",
"Effect": "Allow",
"Action": [
"iam:ListRoles"
1,
"Resource": "*"
I
{
"Sid": "AssumeRole",
"Effect": "Allow",
"Action": [
"sts:AssumeRole"
1,
"Resource": "*"
}

T E1ER®E A F EMR Studio RAZAE :

"Version": "2008-10-17",
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"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "elasticmapreduce.amazonaws.com"

I

"Action": [
"sts:AssumeRole",
"sts:SetContext"

]

(@ Note
EXA EMR Studio T/EZE A 1 EMR Notebooks , * EEH MR, BEXxEZELE , 5
3 EMR Studio F F 6|2 X PR K A&,

BA GBI AT HERIESEER -

- BAECERREREEXEHEX IAM R
* EMR Studio % A &R

8 2%  IRNEESR EMR Studio

LS TRP |, £ EMR Studio 26| & F 812 S EMR Studio , FERZKEF QIR IAM A
. £14% : 8|2 EMR Studio FTEH IAM B&

1. S % EMR Studio 44 , %3 “6|2 Studio” M1 “BENERE” &M, Ea]LL0IERHH S3 176
B, B UERANEE#E, EUEFEABCH KMS BB I ETRXEEEIE, BXE

%58 , 52 Amazon Key Management Service.
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Q Search [Option+S] L @ S United States (N. Virginia) ¥

= AmazonEMR > EMR Studio: Studios > Create Studio

Create a Studio i

Setup options info

[ O Interactive workloads ] [ O Batch jobs ] [ O custom ]

Studio settings info
Studio name
(studio_1 )

Use up to 256 characters (alphanumeric, hyphens, or underscores).

Description - optional
The description below will be visible to your studio teams.

Describe the Studio

256 characters maximum

S3 location for Workspace storage
Specify an Amazon S3 location where Workspace work will be saved

© Create new bucket
O Select existing location

We'll create a new bucket and use the location s3://: tudi 1 t-1/1735848818523.

() Encrypt Workspace files with your own AWS KMS key
EMR Studio automatically uses the S3 location's encryption configuration. Choose this option if you want to override the $3 location’s encryption configuration with your own AWS KMS key. This key information will not be editable past Studio creation.

2. E‘RSAEB T, it Studio FRIEHEIR , £ 14 : 62 EMR Studio FTER IAM AN E
BREETRENBRS AR,

3. E“‘BHRIE FT&EE 9AM BHFRL, EREFRCIZNAFAGRE 15 . 412 EMR Studio FTE
1 IAM &,

Q Search [Option+S]

= AmazonEMR > EMR Studio: Studios > Create Studio

Service role to let Studio access your AWS resources

(AmazonEMRStudio_ v J @

View permission details

v Authentication o

Authentication
Choose an authentication method for your Studio.

(O AWS Identity and Access Management (IAM) © 1AM Identity Center (AWS Single Sign-On)
Authenticate with single sign-on using IAM identity federation or 1AM credentials. Authenticate with single sign-on using 1AM Identity Center (recommended to centrally manage access permissions for
multiple AWS accounts).

User role
Each Studio will have a default set of user roles. You can further refine user permissions once you have created a Studio. To create an additional set of permission use AWS 1AM [
[ emrstudio-userrole-idc v J @ ( Create IAM role [2 )

Connect EMR Studio to IAM Identity Center
instance of 1AM Identity Center
Manage access to EMR Studio by assigning users and groups from your Identity Center directory.

arn:aws:sso:::instance/ssoins-

4. &P AEEOER SRE. £ NARFHEANR B AR “ROBAASMNEAL , XFR
TR TFERA - MBEA BRI THEZNNR.

5. (W% )-REF Studio 5 EMR £#EAMA , MALEE VPC MTN,
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Q Search [Option+S] B 4 (@) e United States (N. Virginia) v

= AmazonEMR > EMR Studio: Studios > Create Studio

Trusted identity propagation info
Control and log the access that a user has across connected applications.

Enable trusted identity propagation
When users make requests to applications that are connected through Identity Center, share their user identity information from EMR Studio. This setting applies for the lifetime of the Studio. You can't turn it off later.

@ The following features aren't supported from a Studio with trusted identity propagation: creating EMR on EC2 clusters without a template, using EMR Serverless applications, launching EMR on EKS clusters, using a runtime
role, and enabling SQL Explorer or Workspace collaboration.

Application access info
Choose who can access your application
Specify whether only assigned users and groups can access your application.
© Only assigned users and groups
Only the users and groups that you specify from your Identity Center directory can access this application.
O All users and groups
Any user or group from your IAM Identity Center directory can access this application.

¥ Networking and security - optional

VPC  Info
Select a VPC for your Studio to use when it communicates with EMR clusters. To use condition keys like those in the example service role policies for Amazon EMR [?, you must tag the VPC with the for-
use-with-amazon-emr-managed-policies key and value true. To manage tags, use VPC Dashboard

( Select a VPC v J @

Subnets  Info
Select the subnets m at your Studio can use when it communicates with EMR clusters. To use condition keys like those in the example service role policies for Amazon EMR [2, you must tag each subnet
with the f ged-policies key and value true. To manage tags, use VPC Dashboard [2

6. EBEMMBEIFHAE R HEESE Studio,
7. EiE Athen WorkGroup a 2 EMR &£# /5 , 5% 3 Studio 89 URL , 3L :

a. ERAZERRESFEIT Athena Eifl,
b. fERAJupyterZid ARE TEXHIZIT Spark #Elk,

Amazon Athena # 1T A€ § & 1%

ERAEEMEBNSRERTENAFESRENARFREERREEF Amazon REWR AR
HITRE, TEERTHREFHWNARERF (X1LR Amazon TERNARFERATNARER ) W
A{E B & BEE | iZELE A Amazon Athena 33 Amazon Lake Formation Fl Amazon S3 12#Y
18] #2 415k Amazon &if] Amazon S3 ¥#&., Access Grants

(@ Note

£/ Amazon Athena B{TAI S B MEBFBEMEH Trino.

A% #Fi@is ODBC # JDBC R zhfEFriE 2L Sk Athena B Apache Spark 1 SQL & F~
o
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Client-facing Applications Access Control Storage

IAM Identity Center E

1 5 R
i i ‘ - IAM Identity Center ) I I
@ 3 ' IAM Identity Center, | n | X
‘ : - L : T E .
i R I I
Ay e 1
] ]
] 1

\/ 1 Amazon EMR E ' —_—n ?‘.‘;
M ! Studio ' E 2 i i =

Query Editor | ; :
| !/AWS Lake Formation S3 Access |
Amazon Athena | |! Glue data Catalog Grants |1

S3 storage

1 [ S— |
| Custom Application

Amazon EENARF
LT HEMEZEF N Amazon BN ARF BT Athena #H1TAIE B 19EHE :

* Amazon EMR Studio

ESRARES0MERE  BHRITUATESR

* J¥ Amazon EMR i%EStudio N[ Athena WHIBEFHNARERF. BATESHEEE , BEEFE
A EMR Studio FHIEHmEITKIEZE1T Athena Eif,

. i%& Athena T{E4.

+ i%{& Amazon Lake Formation 3 #£3& IAM Identity Center B F R E#4A 3 Amazon Glue KB
4R AR,

+ 1®&E& Amazon S3 Access Grants A3 Xt S3 RIKEBIE L E /Y It 8 15 R A BR o

® Note

Lake Formation #1 Amazon S3 Access Grants &8 Amazon S3 & Athena &4 R #Y1/ [F] 18
#| Amazon Glue Data Catalog 1 Amazon S3 B9 17 [RI3EHEIFF A ER

ERRENNARR

ERNEBEMNFEANNARFNAFBATESHEE , $5HAmazon Z£BEHWERAE S PEE
Amazon Web Services BRS UwiEFH X iFEl,
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£ Amazon Athena T#E4R1% B 11 B 01518

LT RN SRS NARE AE & 5E BB Amazon Athena THE4H,
FREM

EFBAHEZH , FEAFTERENUTHE :

1. BA IAM Identity B ERA@@ LA4%6l. BEXEZER , BEH ERAZHFTEESI,
2. FMo@ BB HREFNAFMEARET IAM Identity Center,
3. WEEZEET L% EMR Studio # Amazon S3 i5E1###X. Amazon Lake Formation

5/ Athena iR E W5 B 191518
EE A Athena IR E T[S B 101518 , Athena B [ AWM

1. BEERMFEHACEEA IAM Identity Center By Athena THEAREEEIHMPE#.
2. BIEEE A IAM Identity Center By Athena TE4,

R ARSS
HEFRA D M AMBIEHERA IR |, S AE R BT B ESSIAR MR 15 R4

« Amazon Lake Formation -%x{% , % Amazon Lake Formation £/ IAM 54 0#HTIEE,

« Amazon S3 Access Grants-BX1ES , EZHEH IAM Identity Center 1% &Amazon S3 7RI R E
.

Amazon Lake Formation £ IAM & /OB (TiRE

Amazon Lake Formation —EE RS , AL BB CIZMNEBHIES Amazon, EW LB 1T
BREWE, RENZE , N EENIOMERERBEBBERT — PN EPFKFMEE, Lake Formation 121
BN GREEIHSEM Amazon 2 TIRFSERK |, FAHLARBESMIRE, RIPBIENHNHIRER
fi&,

REBLUT SRR |, ik Lake Formation BEB A IAM HHHOMAIESHEEBETRFSOGERTHRE
R

TR
HEIFRAHEZH , CEAFTERENTHE :

EIEESY) 214


https://docs.amazonaws.cn/athena/latest/ug/workgroups-identity-center.html#workgroups-identity-center-considerations-and-limitations
https://docs.amazonaws.cn/athena/latest/ug/workgroups-identity-center.html#workgroups-identity-center-creating-an-identity-center-enabled-athena-workgroup
https://docs.amazonaws.cn/lake-formation/latest/dg/what-is-lake-formation.html

Amazon |IAM ldentity Center

RAriEmE

5 A IAM Identity B EA@@ A4%6l. BEXEZER , BEH ERAZHFTEESI,

REFEHOEENSR

1.

Amazon Lake Formation#ZBB@@ ¥+ Lake Formation 5 IAM B3 S/ OEEHR IS S B 1TER
IAM 51350

/A Important

WMRIE%HE Amazon Glue Data Catalog 3= , WA A =T 8EE A Amazon Lake
Formation [ IAM Identity Center FiF MBA R FiIHRINR, BXREZELE , Amazon
Glue Data Catalogig S 5 Y 812X Ko

P € N AT RS

SEMERE Glue REIEM S3 LB, iX¥ , Lake Formation HEZEHRITIBHENFFIE S3 ZEW
ISETiERIAER , NMEEERSARDEE S3NR (Fln , LEEMN Athena RS AR )
WorkGroup

a. SM%E Amazon Lake Formation 2 #| & S EE+H “EE” Ho THHRIEHRNLE., EBFMT

o

=

XfF 21 Lake Formation Bt E A 1518 S3 BN EFFEMNRMIGET IAM IE$,

B 8 @ @ | United States (N.Virginia) v

[Option+S]

= AWS Lake Formation > Data lake locations > Register location

Register location

Amazon S3 location
Register an Amazon 3 path as the storage location for your data lake.

chor on 53 path for your data lake.
[Q 53://awsids-aibi-sandbox-storage X] @
vi

() Enable Data Catalog Federation
Checking this box will allow Lake Formation to assume a role to access tables in a federated database.

Permission mode
i use to manage access.

xist with 1AM permission policies for AWS Glue and 3 actions to manage access.

Cancel Register location

b. 7 Amazon S3 R FERTF % A Amazon Glue RWEIBBALER S3 B,
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C.

IAM Beily , MRERRBSKKAGATUEE0EE , BTELERZAR, R
BUTRRNERAE,

EFHIXLERR  BYRAIFEMitalicized placeholder texthWBRANEEHCHIE
B, BxHMER K BFHHEIERKE I FERR. NREBNR FXNBERPIEEN SSLEMN
T RAXBR

i.  XPRZRHE :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "LakeFormationDataAccessPermissionsForS3",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::Your-S3-Bucket/*"

"Sid": "LakeFormationDataAccessPermissionsForS3ListBucket",
"Effect": "Allow",
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::Your-S3-Bucket"

"Sid": "LakeFormationDataAccessServiceRolePolicy",
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource": [
"arn:aws:s3:::*!
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}
i. EEXER: XNEBFEsts:SectContextAEHHEBRMLEN.,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "",

"Effect": "Allow",

"Principal": {
"Service": "lakeformation.amazonaws.com"

},

"Action": [
"sts:AssumeRole",
"sts:SetContext"

]

}
]
}
(@ Note

OSeIEN IAM ABRREZFMEXAR | FE8fEsts:SetContext,

d. Sl IAM BefF , MR,

£/ Lake Formation # 1T 1] {5 & 171 #& Amazon Web Services ik

Amazon Lake Formation 5 Amazon Resource Access Manager (RAM) £Z %K | ¥ BFEK
7 Amazon Web Services i~ F#H RN E MK 4 F4HE Amazon Web Services X5, 1R BH =4
[E# IAM Identity Center tA43 3K+ Amazon Organizations , © A LAB 1T 715 B 0 151&., BXESZE
B , 2 Lake Formation FHIEKFHIERLE,

£/ IAM Identity Center 1% EAmazon S3 5 R RE#Z

Amazon S3 Access Grants 121t 731 S3 MERFE T B BMILREHIMN R EM, BuLER
Amazon S3 E#Access Grants@l /a7 P MARF X Amazon S3 FHBHIFRINXE, BREUTY
F2/3 B S3 B9 IAM Access Grants Identity Center , S A {E & 15 18,
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TR

BT RA#HREZr , CEAFTERENUNTHE :
«  JEA IAM Identity BIUER@@ AREH, BEXESZEERE , TSR TARGTEESI,

B S3 AEENR , EEE IAM 550 0MERTAES 5
MBREEE —NEMLER Amazon S3 Access Grants Sl |, FIRBLUT S RIE/E -

1. 3x<Bx IAM Identity Center
2. BIEANEIZE,

IR & Access Grantsid & 8|2 Amazon S3 , RUTSRIEE -

1. #% S3 Access Grants SEfI-#& A LA FMAccess GrantsSEfI 612 — N S3 3245 Amazon Web
Services Xig, €12 S3 Access Grants SR | iFHSAE AR IAM B 15 F /O S FI S8 4E H iR 4
BB 1AM B 068 ARN, BT —%,

TEE7RT Amazon S3 Access Grants 2 &l & Y “B12 S3 Access Grants =4 TTH

[Option+S] B3 LQ @ @  UnitedStates (N. Virginia) ¥

Step 1
@ Creates3 Access Grantsinstance~ Create S3 Access Grants instance
When you create your $3 Access Grants instance, you can use identities from your corporate directory or you can use IAM users and roles. This Access Grants instance serves as the container for your individual

Step 2
<P grants.

Register S3 Buckets or prefixes as
locations.

ctens S3 Access Grants instance info
ep
Create grant Aws Re g jion
eate one 53 Access Grants instance per AWS Region per accoun t
Step 4 US East (N Virg gna) us-east-1
Review and finish
Add 1AM Identty Center instance in US East (N.
n 1AM Ident ttyC nter instance to specify
you(anaddon e after creating your SZA s Grants

us-east-1 - optional
m corporate directories. If you don't have an existing IAM Identity Center instance,

1AM Identity Center instance ARN
You can find the IAM Identity Center instance ARN in the |AM Identity Center consol

e [2

[ Enter IAM Identity Cent

Format: arn:aws:sso:instance/<instanceldentifier>

[ (@ Choosing Next will create the S3 Access Grants instance and proceed to the next step. ]

Cancel Next

2. EME i S-FEERE K H A2 Amazon S3 Access Grants SEfIJE , & AT AT 232 OE A —
A S3 # =, Amazon Web Services X18 S3 Access Grants {u BfFERIA S3 X1 (S3://). EfE
WIS E IAM A, S3 Access Grants fX Atk Amazon S3 & |, REi5EiZEENEN
#&E*X%?Eﬁll”ﬂﬂﬁ‘ IF, WAL S3 Access Grants SKHIFEMED —NMIE , RETEEQIE

|E.|$X|3E B :l:o
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NFMETE , FiEEs3://, HHEELEZXEBNMEE#ER. XRASHAGIHE
WEEE. MREEFSRHEEEAG , WL UETEREN FHEBPNISTERE
#s3://bucketSBi&s3://bucket/prefix-with-path, BXEZEE , FSH
{Amazon EI £ F#ERFSAFER) FHEMb S,

® Note
BIREER FIHRINEMN Amazon Glue &£ S3 U BSEELRES,

ZEBREREBAZVNERE IAM A6, KAENIFEHEUEBENNER, KA LAER S3 124l
ANStEARE, ZFERL IAM AENKKEHIEESRMN S3 Access Grants 354 ARN, #&#) S3
Access Grants 5%l ARN HIERIAE RN, arn:aws:s3:Your-Region:Your-AWS-Account-
ID:access-grants/default

AR RO PR K RS Amazon S3 IR FIEGIEMN IAM AR, FENRAGERE T S3
Access Grants fREE4B1F IAM B,

a. MPRZEH

EFAXLERR BN ROIKRgitalicized placeholder textHHEBRANEECHE
Bo. BXxHMEE  ESHERKERERK,

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ObjectLevelReadPermissions",
"Effect":"Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetObjectAcl",
"s3:GetObjectVersionAcl",
"s3:ListMultipartUploadParts"
1,
"Resource": [
"arn:aws:s3:::*!

1,
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"Condition":{
"StringEquals": { "aws:ResourceAccount": "Your-AWS-Account-ID" },
"ArnEquals": {
"s3:AccessGrantsInstanceArn": ["Your-Custom-Access-Grants-
Location-ARN"]
}

"Sid": "ObjectlLevelWritePermissions",
"Effect":"Allow",
"Action":[
"s3:PutObject",
"s3:PutObjectAcl",
"s3:PutObjectVersionAcl",
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:AbortMultipartUpload"
1,
"Resource":[
"arn:aws:s3:::*"
1,
"Condition":{
"StringEquals": { "aws:ResourceAccount": "Your-AWS-Account-ID" },
"ArnEquals": {
"s3:AccessGrantsInstanceArn": ["Your-Custom-Access-Grants-
Location-ARN"]

}
}
.
{
"Sid": "BucketLevelReadPermissions",
"Effect":"Allow",
"Action":[
"s3:ListBucket"
1,

"Resource": [
"arn:aws:s3:::*'

1,
"Condition":{
"StringEquals": { "aws:ResourceAccount": "Your-AWS-Account-ID" },
"ArnEquals": {
"s3:AccessGrantsInstanceArn": ["Your-Custom-Access-Grants-
Location-ARN"]

EIEESY)
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//0ptionally add the following section if you use SSE-KMS encryption

}
}
},
{
"Sid": "KMSPermissions",
"Effect":"Allow",
"Action":[
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource":[
" n
]
}
]
}
b. EEXE

£ IAM BEEFERKES |, @ S3 HRINBEEERS (access-
SIZH IAM AENIHENER, Rt , EELE)
,BSRACEABEENESE

grants.s3.amazonaws.com)E &% F 3 I&

BE—NEEUTEGN JSON X, EFEERBAIME

RKHAIEAG,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Stmtl1234567891011",
"Effect": "Allow",
"Principal": {

"Service":"access-grants.s3.amazonaws.com"

.

"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity"

1,

"Condition": {
"StringEquals": {

"aws :SourceAccount" :"Your-AWS-Account-ID",

"aws :SourceArn":"Your-Custom-Access-Grants-Location-ARN"

EIEESY)
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}
.
//For an IAM Identity Center use case, add:
{
"Sid": "Stmtl1234567891012",
"Effect": "Allow",
"Principal": {

"Service": "access-grants.s3.amazonaws.com"
},
"Action": "sts:SetContext",
"Condition":{
"StringEquals":{
"aws :SourceAccount" :"Your-AWS-Account-ID",
"aws:SourceArn":"Your-Custom-Access-Grants-Location-ARN"

},
"ForAllValues:ArnEquals": {
"sts:RequestContextProviders":"arn:aws:iam: :aws:contextProvider/
IdentityCenter"
}
}
}

#8122 Amazon S3 H R R B2 1Y

WMREBH—NEMLER Amazon S3 Access Grants 324l , F BEEIFEH IAM B4 0 EH| 5%k
BB |, MTATBABIE RN, 1£ S3 BH AW “CIERA WEF , SERATIRE :

AR EN

1. EREL—SHABNNE., BB FNFIISKRE DR FHEE, FRRATUREMED
Mbucketbucket/prefix, XK. BXEZELR , HZH Amazon B R FERSAFEETF
H F B B

2. TE“NEMFMENE T , BEEEEEFR 9EE M BN
3. 71t Granter &t M IAM 4R OLPEREBE RS D,

4. RMIAM FHPORAFREFE ID. LA EE IAM Identity Center #2 & &/ “A - MEFH IDs " 85
THREZASCMEL, EET -5,

5. E“BEHTHR TEL , &F S3WIRE , Access GrantAFiE R BIZE T,
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TERERT Amazon S3 Access Grants 24| &8 “QIZEELBN TH :

aws | i [ Q search [Option+s]

= AmazonS3 > AccessGrants > US East (N. Virginia) us-east-1: default > Create Grant

Create Grant o

Grant info
Grant a user or role a specific level of access to your §3 data.

Grant scope
The grant scope is a combination of

[ £\ The 53 console can't be used to access the data specified in the grant scope. To access the data, the grantee must do so through the AWS CLI, the application, or other AWS services. ]

antee type | Info
ory identity from IAM Identity Center
O 1AM principal

Xt & I E R B AR R GE A RIS B 0 4E 1B

IEHREABEESFRENNRARFEBARATERIEFA Amazon RS FHHE. NHEHFENE
BETRAPES , At , EERATMUBREAFHNIBEHAFPNARRATR , RTFTBEANRR,. AFNEH0,
RREFITHREUR EMSHEMICRERE T RS BEM CloudTrailE# .

B ESHERE , ARUUEREFREENNARERF , MZzNARFUUEERFEEAFNE S ,
LLiA 8] R B 3E Amazon Web Services RS

/A Important

E 1518 Amazon Web Services fRS5 , EFFEENNAREFSBIM IAM Identity Center SAEBHY
AETHEAMERERNMGE, IEFTHEANTERUTCELSETEN OAuth 2.0 BIURSF .

X LT RN & #2 15 Rl Amazon Web Services fRSS ( EWimNARRF ) B RONARF#H TR
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"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLE:MyRole",
"arn": "arn:aws:sts::111111111111:assumed-role/MyRole/MySession",
"accountId": "111111111111",
"accessKeyId": "ASIAEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLE",
"arn": "arn:aws:iam::111111111111:role/MyRole",
"accountId": "111111111111",
"userName": "MyRole"
.
"attributes": {
"creationDate": "2023-12-12T13:55:227",
"mfaAuthenticated": "false"
}
},
"onBehalfOf": {
"userId": "11111111-1111-1111-1111-11111113111",
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2., EENBIBRNRE
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FHER BERIEH S FEFEN A, YAFKERTSFFENEN , MiTFEHEHE , HEEREH
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EREW
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® Note
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Remove permission set from a user

MR R B ERIXPRE
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1. %3 Amazon Web Services Management Console 33T Amazon IAM Identity Center 12l
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2. &IAM SO T , EEAF,
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Setting
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Profile | Groups(1) | AWSaccounts | Applications | MFAdevices(0) | Active sessions (0)
AWS account access (1) C H = ‘
[ sty st 5 v | ®es  Viewonlyacces
D; D:
@ AWS account its (1/1) & Applied permission sets (1/2) ® Account access details
1AM [
I © AnyCompany I O S3-Test-Permission-Set & Assigned directly to Nikki Wolf

Yes [Remove

I@ ViewOnlyAccess I
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Remove permission set from a group
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Permission sets
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B[] o

Task THREZ

E1E A A LLZEEN IAM Identity Center (7] % & Amazon Web Services Ik I & &4 mt
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/A Important
FERNREREME , RINBUSRENSFHFENAKETEETMITAGHENE,

BIENRER , B LUNERTEFUNATNSERFERE, FRAUTIRIEHZNRENSFIFLE
AR E,

RER GRS

1. $TFF IAM Identity Center #£#1 &,

EZKFRRT | ERNRE,
ERENHERSFRFENRINNREN B,
ERRENFAEEREL , EEARE B RBENEN , EREE.
FEREEANREZENEL , HRFFERE®RERE - NHE,

MBEFAPEE T XBRE Amazon Web Services I |, kP BFFZRET , Amazon
Web Services Ik LB EFEE. EFNRENSFRENEERS  FEFLEFmMAEFER

o a0 &~ w b
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Amazon Web Services Ik ZNREN, XEWRE I IRENFEMNATAREEA Amazon Web
Services K ZIXPRER

7. EBRREEWR
8. Amazon Web Services Ik WAL E R—FBA,

o MRE—NPHZA Amazon Web Services Ik ARELE T PRE , MBEHSHIA Amazon Web
Services Ik ERIEFHEE , HEEFHMHWNREENA TR,

- WMRNPREREDEE Amazon Web Services Ik |, NBEHNA2HIABEENIRE S EH,

RE AP AIR S SEPIETEE] Amazon Web Services Management Console

BIANBERT , AP Z% Amazon Web Services R, &&BIKF , REEEN D EHNXRES
Amazon B|EZH A& , IAM Identity Center 2 AR KEBREEMEl, Amazon Web Services
Management Consolef& A LB fF P AR[IRE AN T EIRVEES A& URL RERITH

B REPHRS , FEBENAFEUNRESHACHENSMWRIERT R, o, BELUFH R
AIRIE AN Amazon EC2 ##|& URL (https://console.aws.amazon.com/ec2/) , AMEHEAF
% Amazon EC2 EE A ABMNFEAFEE@MEIZEFE. EEE@MEIFIA URL S LIRZ URL &
I8 , IAM Identity Center 55 F P #93x % 83 8& R EI A~ Amazon Web Services X1 i V& 5 R Y12 &l
BifmR. Bl , MRAFERTMMEX ( HTES/RE ) (eu-north-1) W&E—NMEHIESE , A
PREEEEQRZXEHPH Amazon EC2 #2##| A,

EfiE 1AM Identity Center SURF AP EE @ E4E Amazon Web Services X i3 H 1y #2 #l
B, XM TITEE URL ., flwn , EFAFREEEREIEZERI (BXBM ) (us-east-2)
FH Amazon EC2 $###|& |, IEEZXiHH A EC2 mazon A # URL () https://
us-east-2.console.aws.amazon.com/ec2/MREEEEEZ (BERM ) (us-
west-2) F A T IAM Identity Center , # AR HF LA EO R ZXT , #8E https://us-
west-2.console.aws.amazon.com,

BLE RS
ER LT SR AN REE EF LIRS URL,

1. 3$TFF |AM Identity Center #£#1 &,

2. EZHRPNRT , EENRE,

3. EBREANHEEH LRSS URL WREMN B,

4., ENRENFHAGSENEHL , ZENRE BoENAEN |, ERRE,
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5. HEEEANRERENELHNPYLRET , BAEE Amazon RSHIEHI S URL, Hla0 :

https://console.aws.amazon.com/ec2/

(® Note
FARIRZS URL 11E Amazon Web Services Management Console™,

6. WMBRETMHEE T PRE Amazon Web Services Ik |, kP ZEFRHERET , Amazon
Web Services Ik LB EFEE. EHMXRENPURS URL G , FEFEEMEEH
Amazon Web Services Ik Z X REN ., XEWREWRENFTEFNATAAEEA Amazon Web
Services K ZIXPRER

7. EBRREER.
8. 7£ Amazon HATMHEMNINHXE R —FEA,
o MRE—NHZ Amazon Web Services Ik P EE TIXRE , MEHMSHIA Amazon Web
Services Ik ERIEFEE , HEEFHWNREECNHA TR,
- WMRMNPRERTE Amazon Web Services IKFAHELE , MBEHSBHIARBENRE S EH,

(® Note

BRI LAE A Amazon API,  Amazon SDK =% Amazon Command Line Interface(Amazon CLI)
BT EE, BXESEER , H5H :

« |IAM Identity Center APl ZZHH) CreatePermissionSet 3 UpdatePermissionSet
BE

« Amazon CLI if 5 5EH sso-admin E5 K create-permission-set = update-
permission-set @ %o

{58 4B 48 SR B T BH & BR A P AR

% 1AM Identity Center Fi = IE1E;E BR th i FH AU PR & Amazon Web Services Ik/™ B , B REE ERM4H
ZAFWHENR, BEERNREEAFEREELER , IUBCEEERAEER IAM AELFENNR ;
REEFENATUEHMIELRE , EEEMLEBRANBRNAF, REEEENBNAGIEIELE
B AR SR B R AR E BN,
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EZRHEBHNRECZNIER IAM AR SE

FAI OB S ARSI SRR IS E A P N A2 SR SR |, LALLPE 1 A P 65 A AT (SR BRAE A Y
IAM B8 iTRE, BETUEECERBB2aEEAFEREANRE | X T ABERIERK L A
WEREIENEETAE, WEXCEIELRIHELRFEF#E AN RERHEEMNRE , B
FRIERPIGRR , £1E5EBR# Amazon Web Services HRIITTF&iE , AEARAFER. BSAHS
HAREQIEZNERR IAM BE4E , THROMEFIELRE SHMREESSER , NI XI5 RRE
HWesEE,

B 448 SR %

B LAE R4 RIS | HE M5 IAM Identity Center 312 A UserID Pl , LALLEHIEAF
FEAMIEFREARN IAM BERITH —SHIRME. FHLRRETTLUR G B IE4L K1 T RE 5 A
HENBRENEMAFEREE, WREF SRR, IDAdd user ID here ATHENBELEREH
R PREYA P ID #{TEHM "identitystore:userId",

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
nan
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"identitystore:userId": "Add user ID here"
}
}
}
]
}

BARTLUFEHEMEZERE (HI “aws:userId” ) , 1B “identitystore:userId” EHEN , B
NEREENMNAREBXNLBHE—E, EXRGPEA “aws:userld” A2 ENSHRRELZAFE
MHAEXEE , AENMRAFNAF BB FER it R ET(L , MATgEX R ET,

£ |IAM Identity Center #HI&H , BALNBISMEAF, RAFPEERAR. B —RERBoH
SEHAF IDRKEHKAF identitystore:userId, ¥ EAF ID &, FIEAF# Amazon Web

BENREEM 282



Amazon IAM Identity Center ArfEm

Services TR TP 2EHAZERAREER —SoNEZIHFRNRERAE, S LUETEH Identity Store
RIREAFHAF ID, N B3t LR Q12 RE APIs,

ERE R SR

BT LMER TR SNFAF ID (HIWAdd user ID here) , {ERMIINE Amazon Web Services
TP AP AR R RS IEFIREE (SCP ) RAIZPE LK, HEFALSE , ANRER
BONMMR, FRELKEEEAPNIBRNEN  SEERBIZER , FEUFHAF IDBHRAE
HEHBRNRZANAR ID, XA SRR EREK M SCP 1 &Nk F iR & Y E I PRI
TETIR4E, ENGEFA F EREERE Amazon Web Services 178 F 2B SMEITREKF HRATRE
AR, WLEEHTRE, ESCPE2MIETAHAFBREE , BUUREZEAEER, BEsAEL
Amazon Web Services 17l ] P &iFHTHEE,

BRT A Z5\ SCPs |, #85& A AFERPREM B K BE N A 7~ A A R AR AT A & - B E B KRS 4
A “HBLE R,

MRLBIBEZ AN BENR , WAl ERERBPERESIFR , HlI0

"Condition": {
"StringEquals": {
"identitystore:userId": [" userl userId", "user2 userId"...]

}

/A Important

ZeXAAMGE , BFREUEMEL EEE , AEREDERERSHAS ID ED 12 70
o 2f5 , ARFRANEAACEHNIH  REEATLHERAFT ID N EL K HBER.

S|AEIRKRE. Amazon EKS £Ef config B A Amazon KMS %
FABCR PRI PRE

YIBF N BRE D B4 Amazon tKFP B |, IAM Identity Center JS 8| — N BT LA
AWSReservedSSO_,

ABNTEAHM Amazon BIREH (ARN ) ERAUTHER :

5| ARE 283



Amazon IAM Identity Center ArfEm

A ARN
AWSReservedSSO_ permission-set-nam arn:aws:iam:: aws-account-
e_unique-suffix ID:role/aws-reserved/sso.amaz

onaws.com/ aws-region /AWSReser
vedSSO_ permission-set-nam
e_unique-suffix

WM RIETE IAM Identity Center F Y B3 RITEE us-east-1 1 , Ml ARN F3&F, aws-regionBA&H
SEEZHAM ARN FHAUTHER :

B ARN
AWSReservedSSO_ permission-set-nam arn:aws:iam:: aws-account-ID :role/
e_unique-suffix aws-reserved/sso.amazonaws.com/

AWSReservedSSO_ permission-set-nam
e_unique-suffix

filgn , MREGE - N EBEEEERETF Amazon kP HRINRNRE , MLERAUTAERM
ARN tIZHENHNAG

B ARN
AWSReservedSSO_DatabaseAdmi arn:aws:iam::111122223333:ro0le/
nistrator_1234567890abcdef aws-reserved/sso.amazonaws.com/

eu-west-2/AWSReservedSSO_Dat
abaseAdministrator_12345678
9Qabcdef

MR EMIBR Amazon Bk 3T LA REMFTE 2B , W IAM Identity Center B 22 AH 5. A & th 2 4 M
B, MBEBHEEXNRE—NREHRITHOE , IAM Identity Center &R ZNREVEZ—IM AR, HAR
HAEMHM ARN B ETRNE—FR. FLHRHIF , E—FRE abcdef0123456789,
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B ARN
AWSReservedSSO_DatabaseAdmi arn:aws:iam::111122223333:role/
nistrator_ abcdef0123456789 aws-reserved/sso.amazonaws.com/

eu-west-2/AWSReservedSSO_Dat
abaseAdministrator_ abcdef012
3456789

AGHNFEHMARN FHNEREIFSBEIAREBBFH ARN HEAREE LI , Wi RiEH
out-of-date M BIIXPREMN M AW TFIR, Flan , MRELTEEFSIAFEK ARN |, NIAE ARN B E ST
T PRE A Y5 1R

« WMfEA aws-auth ConfigMap TARIEEE , MI7E Amazon Elastic Kubernetes Service ( Amazon
EKS ) ££8# aws-auth ConfigMap X# .,

« 1£ Amazon Key Management Service (Amazon KMS) Z4AME T RRN XKD, ZBEHLEHANR
SABCER,

(® Note

BiER Amazon EKS 17185 B BE Xt Amazon EKS EEM A RN, XL AT AFER
IAM X PR EE A G E Amazon EKS &M E K, BEEA Amazon EKS 1R E |, BFLE
BX%& Amazon Web Services X#ZEN A EH EH Amazon EKS fRHY IAM =4 EFHIKEBITEE
B 175 8] PR o

REEAUEH AZSEH Amazon RFHE T RREHN K , U5 AENREN NN ACNH ARN , 8
R ARN REEX , BHXAAWAETE IAM 5 Amazon EKS Amazon KMS M8l ZHN &R AR, XTF
Amazon EKS , 17 IAM B4 F1FET aws-auth ConfigMap H. XF Amazon KMS , © 440
EETENZAREFR, ELENEHaws-auth ConfigMap= Amazon KMS Z4ABEMNZ A 1AM
Af  BEHRREHIRE Amazon Web Services #F F1X L& R EY 17 B PR

3t 52 173 7] 7 BT B 2R 1
7 TBRESRREN NN AEH ARN ERTSHGEFE , RITRUERITA TR
- BPED—TURESE.
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FEIEEIER for Amazon EKS F5|AN AL, PHHEARBEEEM Amazon Web Services RS HY
ETHRHKIEH Amazon B 1 Amazon KMS## It 5 #l, aws-auth ConfigMap

Bl | RERNE —NEKSAccessPREH M Amazon tk P 5| HENHAE

ARN111122223333 , NPEEA KA D ELEZKF PHNRE. BT EEKAMLRN , IAM
Identity Center TR AER K MNTERTEGEXNK ., EBENRAEFTHEANE , MEE
HOR B ALK

« XFEHaws-auth ConfigMapF#Y Amazon EKS & Amazon KMS : GETE IAM F I E N A
=

MR IRFE for Amazon EKS B ARNs aws-auth ConfigMap ARBRESIAAR® K REE
Amazon KMS ZKE P ARSI AAE , RINBWEEDSE—IE IAM FRIENAE, 1%
AU AR E Amazon EKS B EE Amazon KMS Z4ABR, NRESTEEBAIB
A, X, IRNRENAE ARN REER , BAUEHMBEABERP I ARN Haws-auth
ConfigMap5|lf. Amazon KMS T —ZB 1R 7 R IAM F AN A BRI BET RN RF,
ZABAEEH AdninistratorAccess fREHRIE,

B E S E R R A

LTREENEEEBON RS , ZFKIEM AdninistratorAccess fXPRE , AT LLiFEITE IAM F 4]
BHWAG, ZRBWXBEZTIE

s WEARBNWEATRIEE Amazon Kk~ E4, FLEREEF , 1111222233334
Bsts:AssumeRolefXBREY Amazon Ik Y E KA LAIEETE IAM REIZIN A G,

« LLEERBEMY Condition element 3EE 7 AJLAEEE IAM HAIEZN A EH EAMNMMER, &£
teREEHR  EAUTAE® ARN X RETUERZA R,

arn:aws:iam::111122223333:role/aws-reserved/sso.amazonaws.com/eu-west-2/
AWSReservedSSO_AdministratorAccess_*"

(@ Note
Condition 7t&RE¥E ArnLike KU ZER , HENXBREAE ARN REFRABEAF , M

TRE-—NER, XEWKE , MENRENSE ARN REER , KRB AFRRERXAE
IAM RN E 6,
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
o

"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/aws-reserved/
sso.amazonaws.com/eu-west-2/AWSReservedSSO_AdministratorAccess_*"
}
}
}
]
}

MREABIRHEF AR TNRESINRENFAELE , MELEERPTSEE IAM ROIEN A
YT R EREIT Amazon EKS 8 Amazon KMS keys, ZEAM Amazon &IREE 215 RINR,.

E TR REH]

ETEMMIGMAES (ABAC ) 2—fRINER , ZREETEMERENNRE. BAILEA IAM
Identity Center B Z X Amazon RIRH R , X LEik = Amazon Web Services kP AR BE
{i 1AM Identity Center SR AF B4, EF Amazon , XEBMUEMIRE, EFFERAFRBMHE
L Amazon A AR BRI E P QI Z MR ANRAYTRE , Amazon HBRREN AT REEHRESR
CEHREAR Amazon B,

filan | AT LAk B AT RIFA RN FF & A 5 Bob 1 Sally Bt 2 IAM Identity Center & B 48 R4
PRE , AREREANN BB I TIHRES, X Bob M Sally EFHAE Amazon Web Services Ik

F= , IAM Identity Center £ Amazon iFHRRIEHFABBZFEME , SUE Bob M Sally X HHHARAE#
BME Amazon Tl B &R LRV B RA B AR S ICELRY F RETG AT B BR. 20R Bob ¥k F| Sally KYE
RA , BRAFERLFIEFRPEHMMAEAERE R AS LAY G RINPR. % Bob TRERAE , ¥ H
IR G XS #TH AR I B ZRAV G RINPR , A HEEE Amazon BRTEAN R,
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WHEEETRAEEEE IAM Identity Center HRIEFNEENARNRWEE , BN EHENER
EXBNAFNETUBRREEEHHEEMH -, BT L IAM Identity Center X REFFE T &R
HEBPERXLEAFPEM , X Amazon &IRSEHE ABAC H AMERLINREE,

LE

LR 27 IAM Identity Center £/ ABAC By EH b i74k,

« ABAC ZEFELHNRE - AT EFLRNT RN T/ERECI BT REMNKE , R ECZNNBRESE
D, XBRETNREEENS RN,

- /A ABAC , FIRA AT SURIBZL A - HRFENENEELRICH , RESBEBRHEEHRT
FRRE R

- it ABAC EAATRIBERHHATEM - B LR IAM Identity Center Bl ERVETH BIRFH
WA R IEME Amazon i H 15 B R HIRE,

- REEETRRE —Z2EBEATUEBEEEINAFPBHERENMNBEESIEN S M , Amazon
CloudTrail LABRERAFHI A P& Amazon,

BXERA IAM Identity Center 12 & 2{AELE ABAC NER , S HEEFE
o BXIAEEA IAM Identity Center /5 A FEE ABAC M5 APIs , {55
CreatelnstanceAccessControlAttributeConfigurationlAM Identity Center APl ZZ 15/,

£
« 7% : Amazon £ IAM ldentity Center &t & ABAC
o T[R4 IR

JBH : Amazon £ IAM Identity Center EZi@ ABAC

IE R B ERIEH Amazon BIRFIZE IAM Identity Center LA 1T ABAC FRIFFEMEBEES . &
ISR EERINES, HSEHBETEHFERENETEIRN , FRERZER , SUESRTTUSKERITI
BREPHNHEHRES.

$B,  Task 5&

1 EE AR A Amazon BRARMEL, EE IAM o NEFRIMFRZ Amazon
|dentity Center F135HE ABAC , R A EE B EXHE
ABAC WIFTH Amazon BFRNMNFZ,
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RAriEmE

e

2

Task

EFNMERS G FEPHNXEKAR FHRNEMLE IAM
Identity Center & B &H F137R. 1AM Identity Center
RFIESFR BEA X H IAM Identity Center & 3 RHY
AFEMATHH Amazon ABAC,

BRIFUT MY, WESE WL R 72 5 [ 2
HRZE Amazon FHIFH &iAF IAM Identity Center,

- MREBEANBESMORME (1dP ) , BREREFEA
M IdP 1&iE B8 MR 2 M IAM Identity Center ik
k.

- MRBEFL 1P REBEMY , HF IdP BRENE
SAML Wi S RERE M. FSHASE IdP HEFY

Optional ZB% .

- WMREMEA IdP 1ER & IR HIEFETE IAM Identity
Center HIEREMY , EHRNMAEE SCIM UEEMH
EXBEN 1dP, WMREFTEN SCIM 5 1dP — &
A, W{EA 1AM Identity Center 241 & A P~ TUE 7 0
APRREEM.

- WMREMEH Active Directory = IAM Identity Center
EREMDIR , EFEH IdP HiERTE IAM Identity
Center FEEEM , MEFEATLUREN AR .
AREVLEKZESER 4 , FFREA IAM Identity Center
BH A EEER ABAC B,

£/ 1AM Identity Center 2%l & 5 Y 7 [7] 43 /B TUE
EEREERT ABACHE M. ZELIEF , BAUMNSR
2HEENFHRPERHRZEHESE. YENFHR
HEM{TF IAM Identity Center R J5 , R4 MBI EF4A
BX (RS ) , XERAENGEEEELH , Amazon
Web Services Ik~ AT #iH 5 R HDR K,

- EEENSHIR

« Al

- ERAARESHREEENS
3R B R B R 1

« |AM Identer & 2 R%kiE

« £ SCIM FNE 5 51
HEFEEF IAM Identity
Center H

- XENNERSHIRAHREREY

- {5/ IAM Identity Center 4

NEHRNEREEM

« A Amazon Managed
Microsoft AD ¥E9 & 12 i
EEREM

+ |IAM Identity Center
Microsoft AD

- BAAEBEEREHEEME

JBEH® . Amazon £/ IAM Identity Center EZi& ABAC

289



Amazon IAM Identity Center ArfEm

S8, Task 5&

5 ENREFCIZBENNRER , HEAGREHEME - 7 IAM Identity Center £
£l ABAC #Ll , MEAF REELRIER EERFEHN R ABAC B 2 PR 5% &
R BESR 4 PEENAFEESAE Amazon #
RIPR SR A G R $R R, BRI BAEA aws :Princ
ipalTag/key %5 AINPRERE PV HRIIEHE
:

6 & TP Amazon Web Services Ik , AP ZEEE - AS A D BRI
ESRS PRIBANRE., XEMATUBERIMMIXNE Amazon Web Services Ik f°
ik P 3 TER S 5 0 RIE FH 5 R Amazon BIRAT , 1R
BEAR B T EL PR IR B RN BR o

SERXLESIRE , Amazon Web Services IKF £ S B FXHITHRE B RIUEH AP SRR TE A
B AR E Amazon &R,

U7 9] 422 %1 18 4

U5 R42HIE £ 2 IAM Identity Center #2H| & PRI RE R , BN EEPERBZERBEHEANAS
B MR BIN IRV AR . &R EL Amazon REAFHHFEFNAEREFAF 2 EE P THER
;o

flgn , BIREEEREFEDIIEHS B S3 HHIHRNE. EiFREEFEEREL , BSUEERIA
FEEUSETEMNIARMNRZESG (ABAC ) £&&EMA. AF , B LT IAM Identity Center X
REDHEE—NEE , MU TBEEEESE LA S3 MNP IRSEENFTRFAFHRNER, 1AM
Identity Center SF A FHEITBMHABLEEHRINKS, RE , ZEEATREEBBEILR., BX
ABAC WERER , BSRETEMENHRIES,

Al

MAF HREHIZHEERATEEAN I HR. TRELEBRIOR  ELRELE  CHRE
IR R GEIR LR, X ERATIET A §4315A Amazon FREYALE.

£ 8 1AM Identity Center ¥E7 & 3 RATIERE

LT 1AM Identity Center BLE RN R , BEEFMAFPHEEEE M. BTXK , SMEIHEE
HHNEMTH K AREEREEXRKPEANEN. &5 , $iE Amazon Web Services Ik T E A€l
BHimENRELFER ABAC NE 4.
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£ Amazon Managed Microsoft AD 15 5 3R AT %1% 8 1

Zf&fEH Amazon Managed Microsoft AD 1E/ & 7R ELiE IAM Identity Center BY , B E &G —HEM
M Active Directory BRSIZ| IAM Identity Center FEYAFEM., #ETX , SMEIHEZEFHNEETE,
ARG , BIEM Active Directory BE YA SSO BHEEFEE ABACEEHRFEANEM. &5,
EFEANREPNIFREFEMERES ABAC BN , URFAF FH3 Amazon BRI IAFRNERE. B
X 1AM Identity Center Y F B M EIEH Amazon Managed Microsoft AD B & #9 A F B A BRI
METEI B |, ESHIAM Identity Center F1 Microsoft ADo

ERANERE B REEEN B ORAIEREM

LIRERANSERIRMEE (IdP ) R B HREE IAM Identity Center & , HF 55 LA ABAC
HIE o

o SEAILUR IdP BENBE SAML S RIEEM. EXMIZRT , IAM Identity Center 245X H IdP
HY B M B MR E LA AT R B 1A

® Note

SAML Wi E b EMEHEHEMRE LN ET TN, EUTIRE THRXLEEY , HER
EREANECATRMBGRZEHEANF, MRERESENTHEMYE , MLAHAFX IdPs
HITEHRE B MRIER | XLEEHERBRLHIEE, Amazon Web Services Ik F £ 8 [E B M@
& SAML #1 SCIM £ A |AM Identity Center B¥1E R+ , SAML B EEHLRIEHRERES
RER

« &AIBAM IAM Identity Center #ZH &M RZFIEENHEEZFEANES. SREILLEENELE
ERFBRELHERE IdP WIEATEEMNE. REEREMEM SCIM , FERUTEMR :

- WMRHEA SCIM , 1dP & B EFE AR E IAM Identity Center. SCIM B 5K AT LR 17
FEiAREFFENEMEYE, EXTERT , BEZRE 1P AW IT EEAEE , EAMEN
https://aws.amazon.com/SAML/Attributes/AccessControl: BIZXEN SAML i E
B MK IXE IAM Identity Centero A< {AIFE IdP #rELE 3 1T 77 B2 &0 A 7 B 1 LUB
SAML MiE RIEMEE. , 1S IdP IAM Identer & 3 IRE7E

s MREBRMER SCIM , MARAFEZFMAFHEEEEMY , B EH IAM Identity Center 17 5 17
B—H, TR, SMEGEEEHNELENE , RAEEREEREFFEANEML.

AR |IAM Identity Center REY A B HEMA K~ YA BN EENTRSIX IdPs , 55
FAXEFENNARSHREEE M.
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EFHRTE IAM Identity Center FRfEEF ABAC , iIBZF T &,

FH
- BRAFBEEISEZESEMY
- 7£ |IAM Identity Center 15 ABAC B X FR 3K &

B R E T RS E M

EFEAETEMENIHEIZEE (ABAC) , BB E %1E |IAM Identity Center 2] A RYi% B R E = IAM
Identity Center API| A HE A, T FHBFRMM , BEFAUENMNESOFEPEERFBEMEUE
ABAC HhfH, fE24lAD , BALUBELSHE &8 WHE LK HREEEM ST FRTRIE
£, MREFEANBHHREE (IdP ) EA SR , NETTLUERTE SAML B S P ML IdP U
B, EXMBERT , EFEEEENT IdP LARKEMENEM. R IAM Identity Center F ¥
SAML S B M EX R ABAC B , M IAM Identity Center SFEE ZA G H B R 176 P EE
NEERZRIEE, Amazon Web Services Jik /-

(® Note

BTSEM IAM Identity Center 12 H AR EFIBEMHNEEFTINE IdP BEEM X ENEME. W
REBTERBIEB 1P B SAML M S P& G RIESIE M , N HAF#HTRE MR |, XL
B B & IEE| Amazon Web Services Ik , XL M 1E IAM Identity Center FRAT AT
AR &Y

£}

- BRGREZEFEM
- EERREFIE M
- ZERREFEM

B R R HlE 1

FERALUTIEETER IAM Identity Center $#2#| & B 158 E 4 (ABAC) 3 #IThae,
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® Note

MRS ANRE HitXI7E IAM Identity Center 32619 5 ABAC , MIFAMN L2 R4IER
78 %388 iam:UpdateAssumeRolePolicy KEE, REEEIEN S P REMNRE
NAFEXLEHFHNN LR,

B R R I Y

1. 3TFF IAM Identity Center & &

2. ®‘EERE

3. ERENEL , RIFREFEMEE, AREREEA. #ERTT—IMNSRUNEH#ITEE.

R AR HE
RIBLLT 3R ABAC BLERE ABAC BELERE 1%,
£ IAM Identity Center &l 2R BN EM

1. $TF 1AM Identity Center & &

2. BERRE

3. ERENHEL , ERFREFNERLEDF 6 AREFEEEML,
4

FEHREFHNEEREL , ERFNESEHEABANENFAERS. £XE , BULUEREEW
BRI E RSS2 IAM Identity Center 4E N £ B FRZAE I E Mo

Key € Value (optional) € Remove
Department ${path:enterprise.department} »
CostCenter §{path.enterprise costCenter} »

BHRRTENZEERENERN  UEERKPER. XATUREEEN , BEFEENHRES
WENKBPIEEZRIEN. fla, RREEMOKta (A IdP ) EAEHIR , AEFER/RALR
B A OBIREN R EREEE, ERAD , B AKLUE R E 5 CostCenter , flN%
AEM. FEIENR , TREBEMLERBNENR , EHYIEBLR aws:PrincipalTag #
## ( B) "ec2:ResourceTag/CostCenter": "${aws:PrincipalTag/CostCenter}" ) ¥
WEMSTTLMEE,
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® Note

BN FAEHRERM |, §l20 Manager. |IAM Identity Center 73 ABAC W Z{ERE
¥ , 5130 Managexr, IT Systems,

ERRRKELRENSHRERNEERNE., ELAE LB ATE IAM Identity Center FZAEB
SHREME R ENEEBRS PIIHOENSORERFNEME. Fl, €5 LRRE
RRENETX , BUUEEZIZEN 1P BHIIR  HAEZXHEERMENRIZECERETZ
${path:enterprise.costCenter} , AEHMAEEFEY. BEZH LARENREFEBE A4
sE, HAEE , RIEEEHBEDT SAML i EEEBEMHED , BNTEEEA ABAC FIRZ /M4
I8 1dP & HE{E.

ERREFER.

NESCALME THREHEENMRE | ETREESTK ABAC BBEETLRE, Hit , F612E ABACHM
MHFEAIMBEZNRREN/LETRENRED, XRYLEN , XEESEAAFSHR T
Amazon BRIFREINE. BEXEZEL , B3R 7 IAM Identity Center 5 ABAC BIEE R B,

ZREEGEE

ERA AT I 2ER ABAC ZhaEH M ERFrE B & E M & RS

ZEREEENEY

1.

2
3
4,
5

3TFF IAM Identity Center 32 #1548,

ERIRE,

ERENE L , ERHEEHNEELEN < K AGEREEEM.

£ EREEHNEY TEL , &E EA

EZABREHEMNEEEOS , E5EE , £#EMESHADISABLE , RFIEEHIA,

/A Important

Amazon Web Services Ik TLiE /I 5 HRIZEEH SAML S HFREEETMAEY |
WS BRESBBRFIEE A ERSHELERABEERITHRZES,
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£ 1AM Identity Center Fy ABAC 6 2 X PR 2R B

A LRI NRER , RIBEBHNEEEREHE TS RIEN Amazon &R, H&F A ABAC #iEE
J& BT , IAM Identity Center £ FHRIEMNAFNEMEEZZEE IAM , UEERBETEPER,

aws:PrincipalTag &4 %

B LAMERARBREF R FRIZEEIE M , HEM aws:PrincipalTag £ F4ARIB G RIEEF N, 5
m, EUTEREF , BUUERSENRARUIRICHLATNFIERR, SRR UERAREMMURER
BRFARAABRHEEEAROLERONE, NE , BEAFRAAREARIZZREREAROEENKS
HITHRE FHRIEN |, I REEHRZEERAPFOLPNRIR. HEARREIB FMESH AARNE
R, BRECEAEEHEAPORFRIERRET, R, SFRXRARNHITRES FHRIEN , BUUE
Amazon £iFHREERAFLMEE, Amazon Web Services I E It | 244840 &) 5 A4S 1O INET R R
MIFEARE , FRARAUEESHRARL—HNEIR , MEBEANXRER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeInstances"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:StartInstances",
"ec2:StopInstances"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/CostCenter": "${aws:PrincipalTag/CostCenter}"
}
}
}
]
}
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BXEZEER , H5H IAM AP igETMaws:PrincipalTagfl EC2 : RIELEMNZEX AN T RITER
R IEEH,

MBRMORA TS TRESE , WRBRKIPTAU APABRIES. EXESEL , #SH 4A
PR BN HREE RN THREL HABAEER,

8 IAM B iRHE

LR IN B F 5 | R BT Amazon Web Services IlKF , IAM Identity Center ¥ &4 Amazon
Web Services Ik FRIE— IAM SR RMEE. IAM 54124 E TH B EFE{R Amazon Web
Services Ik &2 , ENETF X ENARFP S EIMAKBLEELE (WFRZESA ) .

WMREMBRIER T FHREE  WATHFHEFRRAFNASE. EFNRAEHNAFNASELE
MRS ORME, BXESEE SN

« Amazon Web Services M/ 58]
- RNAEFIARE

T # 1AM Identity Center R RSZ MK AR

RS A< ABEMENR IAM R |, LA IAM Identity Center Z5 M58 #3017 B LE A P X 8 7
Amazon Organizations F Y 4H 42 K BY4EE Amazon Web Services i/ ik #5 2 S B FKIF RN R,
RSB A EH AL Amazon Web Services IKFF AIENHPHIRSHEXAE , BRALLIIEE. AE , &R
£ R EM Amazon RS ( 20 IAM Identity Center ) RIAXEABRNITRESHEXANES. BEXES
{£8 , 21 Amazon Organizations FREZHEXHE,

4% 3 F 1AM Identity Center B , IAM Identity Center £ Amazon OrganizationsH B 4H 42 R Y FF S
ik P AR RS XA, IAM Identity Center 3 7E /5 7R INE BB 4H LBV ANk 7 F I 48 R B9
REMEXAE, AT IAM Identity Center RREZTFEBMKFHRIF. BXEZER , 35
Amazon Web Services Ik 11,

EENAETAENIRSHEXAE Amazon Web Services Tk #8# f5 & AWSServiceRoleForSS0.
BXEZEER , BSHR £H IAM Identity Center BIRFZHEXHE,

® &

o WMREZFXEF Amazon Organizations EEKF , RHEALINERNAR , MARKRS
HXAE, XA U LENREAR,
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« 4 |AM Identity Center £ Amazon Organizations Bk f° R ITIEM IAM B4ERT |, FTER
YEERE A 1AM =AM EUER 1T, XFEBRAEB CloudTraill Z REEEENK S PH#HT T FIER
BREE 2.

BREMEXAE 297



Amazon IAM Identity Center ArfEm

IR T A XIWAT

IAM B LRERTEREN , FHASETHMBZEAN Amazon RS , #5120 Amazon S3 1 Amazon
EC2, A THRALETMAXF A T , IAM Identity Center 52N A i X217,

& W] LATE Amazon Organizations B REH IAM S0 H 0. X2SFEN , BUE IAM Identity
Center AJLAESREIFTE Amazon Web Services lKF HEE. BUEREMENAE. FA IAM Identity
Center Bf Amazon Web Services XiF, , T2 EFHFIEEN ., MREBLEIZEFHEN Amazon
Web Services X1 , &7 /3 B IAM Identity Center 2 Bl B i X ik %,

(@ Note

IAM Identity Center {XR#Z2#Ik B E X EXFHN HENREFNBARFNIHLR . RMNBNEER
IAM Identity Center £ 8N XiH 21T B 517 [F] 42 51 <RI KB

RE& IAM Identity Center FE R B 2 /8 ARS8 XA 5 R AR , 1B Amazon Web Services Ik 2
2R, XEWKE , AFRER IAM S4F0J3 , i1 Amazon Web Services ik~ B IAM & 17
DIFRIET , A A AR X 1T E. BR , KZE Amazon RER ARER ( Bl SageMaker
Amazon Al ) #MELZRES IAM S0 O0HBERNXE , AP FEEXT X LR AR F#H TS 08I 2 E
HRINPR, BXFMARFE IAM Identity Center £ FEARNXERENEE , BSRNARFHN
X4,

I&ETTLAGE R IAM Identity Center X AT EE 20 URL 5 RIFNE T SAML B R AR F 31T & (0 RIE A%
RIGR, TeNARFHETHBANEAS T L.

ENTEWER IAM Identity Center K SEBIEAKABRENFER , RARXSEES —NEHRAX
BIFT R BR AV AL 2 3 Ko

73 A B 14 T A

THREMT IAM Identity Center SERIAAT A, XEEHFRRBSKFHTARIE , 2R
iRt BRRYRE, TAME S LENRXNBERNENTHRER , MARERFAL (Fla , HFEHK
HRE )

AR S5 A 4+ AR MR B R

HEER (BEER) 99.95%
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BRS¢ AR B AR

2 HIE AR 99.90%

REZ21H MR Amazon Web Services Management Console

IAM Identity Center EF S E 7 A Amazon EMiZENE , HEATHXELEREREIHE. R
THE— %% |IAM Identity Center 5 Amazon Web Services X5 a2 AR | BRMNEBW
BgE — A A FRE I RN RAVELE Amazon Web Services Management Consoles

Amazon fFEIRgE

- FEWE=7 IdP E#EF IAM Identity Center,
o FHET SAML 2.0 WEXE BRI EZNE=A IdP EZEMN A Amazon Web Services IKF

MREEH 1AM Identity Center , M AT AERAXLERERBIZBUT H D PR ER T RIEE, ShE
EFREBER IAM 54 F 0 MEHR Amazon Web Services P 15 EHLHl, 2018 IAM Identity Center
Rl SHESRERAPAUERSIHREKSHEMNIES , Amazon Web Services Management
Console B EEZBKA BN RIIE S, % IAM Identity Center 7AI A , 1B IAM B EARM L & 1742
79 (1dP) ATARY |, tEEREA K.

/A Important
BNBULEREPMAHZHEE , ANMRECIEME IAM SET R B |, 855
TERIBZEE, A, EEPHNALEE , SBEREER T #E IAM Identity Center i
B 1% B A A

ES}

- ZRREELE

« WMRITKBREAS

o ALK SRAY U R AR Y

« WARITESAE, K MARS
- MBI ESGRESE

- BERERTHE
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- ZRHERBRE
- REEEZE

—RHIREEE IAM Bk & NAREF Okta

R R EEC)
REZ2AEEZRUTES -

1. £ Amazon Organizations F AL FRIE—NESBREKS . ZRF RN EI2THEKS,
2. ERAET SAML 2.0 WEKE B RIENEN |dP EER'E2RMEKF,

3. ERREBMEKFH  NE=ZFEHREEKRESHRIICIEAS. W, EENTHEREKS H
BESRFEAR  ARAMENNR.

4. NEEZRZBREKS POIER IAM ABERN THEARKSHHERR, ERNGRIEHNESRE
MK/, BELRY IdP P RIE— MR ER AN RRREL.

5. BN TE IdP &I F A SAML 2.0 Bk & 54 RIETE R Amazon Web Services Management Console
AN, 6 1dP PN ESREHEBFERESREASR,

EEBRERR , RBEATUHRIZESBEKS , B IdP PN ESRELAIBERRA. R IAM
|dentity Center i , EEAEHN IdP FZEENAFRME IdP PR ESREALA. AF , XEAFT
LAB BB 1dP , $#1%E) Amazon Web Services Management Console , H1E' & 21Tz K H1EE
Z2TaAR, MR , XEAFTUNACURIZSENTREIENIEARKFAFFNEIHE A
=8

g it < BIREAE
BEXMigit , S LB E — MBS IAM # TSR 2 Amazon Web Services Ik A, MERAF T

U#ERBREAG, XBERFACEAEERR  EAFEBELFARK/SFIEEHENNAR, T
FEREIKF PR AERHERAFMITERTERFHRR,

LUREpBIpEN: DRV LR - Eic)

EREZRSFEZE , BATREENTESAFEITL. AR TIERCIZL TR,

1. Eﬁi Amazon Web Services Ik 1£ IAM Identity Center FRETHAR] , ‘& SUR/E R 5 7] HRLL 3 75 2 24
LW, Bl BHEFKFATRERMEN , BENTF RNk~ TR LEN,
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2. T ZKFES , AEENKSHRENBEXRRAG, EXEKF TS, EELA ST LR
REF—H, XELTEERSBRKSFEREKSSEHNTHE, RNBVENXLEKRS RHRA
TRAEITE : Rik (RO) MRE (Ops). MRFRE , LU LGIRESAEHNXLEHCRHFTRE
PEMSNESBRAFE,

3. £ 1dP FiRBIH A EZERENA, dRARERERRESVFRAASHENENAF,

4. EXXEATUERI RIS PEABEPLEAE, Nk, FE IdP FEXXHRM , LERFIHZAT
BRI AGHNER, RE  XEARMABEEZRIBRAKS PN R FRESE, BLXLE
A6, i UEEN TEASKS FIEEHANNEE,

MARITER A, 1K/ MARS

TEERIRESVFRERFINZIFRAKSINAE, ZBEERTEKSABEERR , REX
REZRVGRKS ARSI R TERBKSPHNENAR. RINBIUEN RS0 RIR TR X LR
R R

i Account 1 Roles M

/ EmergencyAccess_Ops

il
' Account 2 Roles N
mergencyAl R
Ly EmergencyAccess_RO
Emergency Account Access Roles
g > 4 EmergencyAccess_Ops

t———3p EmergencyAccess_Role1_RO %

EmergencyAccess RO

EmergencyAccess_Grp1_RO

EmergencyAccess_Grp1_Ops P EmergencyAccess_Role1_Ops

_) EmergencyAccess_Role2_RO

o
\ Account 3 Roles
pe—Jp EmergencyAccess_Role2_Ops \ L3 EmergencyAccess_RO

EmergencyAccess_Ops
3 »
i ™
IdP Groups Account 4 Roles

S

EmergencyAccess_Grp2_RO

EmergencyAccess_Grp2_Ops

EmergencyAccess_RO

EmergencyAccess_Ops

MEeI R R EE

ERAATRFRGZZIVAESE, RERRT MY, HPSFETELEEKSFHRINAE - Qi
(RO) MiR1E (Ops) URMENMMNEERBHNNRKE, FSERBERSVRKSACREBHRSNIITHE
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NEKFAEE, SN IEARKFARKEEEXTAGIUEKF FRITHIRENNRKR, NRKE
A LAR Amazon BEERE R AZT - EE AR,

i = ZoENAE EERRS PR K B

Account 1 Emergency Emergency arn:aws:iam::aws:p
Access_RO Access_Role1_RO olicy/ReadOnlyAccess

Account 1 Emergency Emergency arn:aws:iam::aws:p
Access_Ops Access_Role1_Ops olicy/job-function/

SystemAdministrator

Account 2 Emergency Emergency arn: aws: iam:: aws:
Access_RO Access_Role2_RO policy/ ReadOnlyA
ccess
Account 2 Emergency Emergency arn:aws:iam::aws:p
Access_Ops Access_Role2_Ops olicy/job-function/

SystemAdministrator

K215 E Mk Emergency IdP AssumeRole ATk
Access_Role1_RO R AERIR
Emergency

Access_Role1_Ops

Emergency
Access_Role2 RO

Emergency
Access_Role2_Ops

FEHMEITRP , ZE2FRAKFIERNIEHCNRANMNREARG, XEAGRETEN P, B 7
SHREACGEZEMRBIEMBNEEENATFTRAR, THERAE Account 1 R Account 2 FEXTRIKY
RiEMREAR, W FIERAZKF 1, EmergencyAccess_RO AAEFTHEZEZR LMK, HH
EmergencyAccess_Rolel_RO A, ZKRIEE T TEAEKSF R ENREACSHMENERHEA
B2 ENELEEER,
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NEERTHE

EHEZESVARE , RNBUEEEIRRREZHHITUTES

1. EEH IdP PIREER IAM BREFORIENARERF. BAXESZER B3N —AMKREERE IAM
B & R A Oktao

FEEHHBE A LA B E 2 R S P el 1dP EE,
WMEERNBERPATR  EFERWRKFPAEESHRAR,
EBNITHEARKF PEIZEFEENNREREN IR RIEAR,
£ IdP PRl IReIREL, AEFFERT IR RIEARN B,
MR ERE IAM B & B R RIE,

M IdP FH 1dP BRE SR RIEN AR F U LR EFEA,

N o o bk~ w0 N

REMERBRE

2 |AM Identity Center 35457 0] A 3 B R E L TIREI Amazon BEERHEI AW E SRR |, &
MNEWERITUT HERBRE,

1. IdP EEREZRW IdP FEAEE IAM KRG 5HARIENARERF.

2. AR BINENHEREGE G RED |, Fl0E FoB4iER. Slack BEREMEANWBEE,

3. AMBRSVRANRA/ER AP, REIFRKS , RAGAFEREERSWRKS P EANA
8, BIXEFE  UUEEERKSAEREEEKSEENENTARERKSPETAG.

MEEEEZEE

& Amazon Health Dashboard A#g1A IAM Identity Center RS HIZ TR AR IRE ., EMEIEFER
£, BRITUT SR,

1. Z |AM Identity Center FRFHVRSBIRE R ZIRFETEET , EF IAM Identity Center,

2. WRE R LA Th & % IAM Identity Center , EEHME LR A S IAM Identity Center AT, ERIX
L X8 H A Amazon Web Services 51771 E#%& % IAM Identity Center,

3. FMEERFHAFEHEE , £ I1dP 2 EA IdP kA BN RIENAREF. RMNBUEETHEFRTILE
£
4. M IdP 1 & 2518 4A I BRFrE B P

RISt THE 303


https://health.aws.amazon.com/health/status

Amazon IAM Identity Center ArfEm

BHERVGRACEMRENENZBDHRITIERE , EREEA.

—XMIREERE IAM BRE N AHERF Okta

1. BXERE Okta AEBFEENRHNAF S TKS

2. 1 Okta £ “EEEZ&HEE" M ‘MNAREFE T , &R ‘NAEF"

3. EBNKENARREBFR. BRHIEE Amazon tkFBRE F BRI, REEFRMEK.
4. EBW{ATH Amazon IKFEXSELE SAML 2.0 FFRIE B E#E IAM Bx4& Amazon .
5

HEEFIRTUETF L |, &% SAML 2.0 AR AAREFANACERNRE, A5 BREARE
RT IRE B E SR

Group Filter raws\#\S+H\#(A{role}}[ w\—]+)\#(?{d+)$
Role Value Pattern arn:aws:iam::aml~

provider/Okta,arn:aws:iam::${accountid}:role/${role}

ELEYF , role ZEFATENZIFRKFPFHESLIREARG, i, WREEH
fl#EmergencyAccess_Rolel ROA® ( tNBRETRFFTIR ) Amazon Web Services
WK/ 123456789012 , ¥ BEMEAMERREREN LEAT , NENEFABHRN
Haws#EmergencyAccess_Rolel_RO#123456789012,

6. TEHEMB X (It , Active Directory FHE R ) R , SIBES A RAHIEEBFKEW (AW,
aws#EmergencyAccess_Rolel_RO#123456789012 ) ., ERIM BN TEN T EM A F 2B
EiZ4H,

7. EERFEKSS , REEENEERE  ZREREAEEPHHARABEIERASHAENNER.
LA 2Mf 0% EmergencyAccess_Rolel_RO A BEXNEERBHNRHEG, =~EESL
IMAEITES AR, KFMABRS TERHRHNEIKS,

"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Federated":"arn:aws:iam::123456789012:saml-provider/Okta"
},
"Action":[
"sts:AssumeRoleWithSAML",
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"sts:SetSourceldentity",
"sts:TagSession"

1,

"Condition":{
"StringEquals":{

"SAML:aud":"https:~/~/signin.aws.amazon.com/saml"

}
}
}
]
}
8. LAT2MKMEl EmergencyAccess_Rolel_RO AEMNNRRIEH OB, ROFESI WM&
TESAG, kP FARS TRHFHNESK,,
{

"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":"sts:AssumeRole",
"Resource":[
"arn:aws:iam::<account 1>:role/EmergencyAccess_R0O",
"arn:aws:iam::<account 2>:role/EmergencyAccess_RO"
]
}

}

9. EIENEKFL K BEEHEXEEXR. UT2MMNE EmergencyAccess_RO BBMWEER
BEE RBIE A, EARBIF , thkF 123456789012 RERFEIKS . BXHA , HSH WMRIT
Z2A6. KEMARN TERPHIEAREKS,

"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::123456789012:roo0ot"
I
"Action":"sts:AssumeRole"
}
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£ IAM Identity Center F , TERRRNARFEA, BEENXHFNRE,
THRBERPTAEN

#RFTE & Amazon Web Services ik 2B RFRWA. RN , BRABERZEAZML (K
F. BFZIAM A€ )1, EEXNCIBRRNERETEHRIE. Amazon Web Services Ik B TR
THIHBE T ERN IERE -

- IR Amazon Web Services KB P €12 1AM Identity Center &R ( 4520 5 F 12 5 LI A PR
£ ) , Amazon Web Services Ik MW R IZBRBRHFEE

o WMREEEN Amazon K R EIER - H X XA EF 012 IAM Identity Centity Centity Centity
Centity Centity Centity Centity Cen 182 , ZAFFIEH Amazon IK P A X LF IR,

- MRIETEZH Amazon Ik F 612 B8 8]2 IAM Identity Centity Centity Centity Centity &R BREY
IAM &€& , NgBEEZAENEMAZTLALIE IAM Iden ZABFTER Amazon Web Services
K 7 #8748 |1AM Identity Center &iR.

BEX HRNEE

PREMEMEE LB RIPLERR, T —T 97T E 6 BN R KBS HY A A&,

(® Note
AT IR I{AITE IAM Identity Center SEEIRERA IAM, XEFRMEEX IAM RFHIFHAEE.
BXRTERN IAM XY, 528 IAM AFREBEFHNH LR IAM? . BX IAM KEIEE M3
B2 , B2 IAM AFEEFH Amazon IAM KBS E,
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HEnZ 1AM SRR EBHERE T SO EE (IAM policy). MMEIERNKEHIERE T RR X
B, IAM Identity Center R XZFE T 7 AV KEE (IAM KBE),

E3-
- ET5MHHKREE (1AM KB )
- ETRFEHRE

HETB5HHER (IAM KR )
AT LA 1AM B RMAR, Flin | AT SR IT AT IRME -

- Fo@ NXERRBEH T F AP H4E Amazon Web Services IkKF— IkF BB R A AFERERE
AP RBREI A BR 2R BE 9 1Z Al P % F % 00 1AM Identity Centity Centity Centity Centity ( 51 2n%7 5 2
F ) BIR.

- AASKMNRER (RTEKSNR ) - EALE IAM SR NET S H0NRER , URTE
K = B9 A PR o

BXREAR IAM EZERNBRNESFELR , H25H IAM BFERERRNIERINREE,

UTHBRRENAFRFNRUEIT List FLXAFMERE. XLBRES TR T EX IAM Identity
Center iR ( MNARFRHIHNRES ) WEE. FEE , Resource TEHWBEESR (*) RARAXN
Zik AR FTE IAM Identity Center & IRIFLITIRMAE,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"sso:List*",
"Resource":"*"
}
]
}

BXXS IAM Identity Center FRE T HE N RN EZEE , S H IAM Identity Center ET 541
FRERGl, BXAF, A, ABNNENEZER , B3H IAM AFEETNEH (AP, AFA
&),
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ETRIRH R

HMARS (10 Amazon S3 ) X HE T RIRNNEREE. Hl , BRI SUFREEH INE S3 FHEUE
B ZEEEIIERIMNPR. IAM Identity Center A X FE T RRHFKHE,

BEEREITER  BF. R, BRNESK

3t F&F IAM Identity Center &I ( S IAM Identity Center BIRAIRIE ) , ZREZHBENLT —A
APl 4E, REBEFIXL API RERRER |, IAM Identity Center EX T — AT LUTE R BE P 18 E VIR 1E,
BFEE , WITREI AP RETREFZEERITS MRENNR,

UTRERWRIEITE :

o WR - ERREP , BULAERA Amazon BIRBH ( ARN ) #RIRZREE B A BIM R IR.

- B BRUERREREFHRREATRIEL N T REME. HI
W , sso:DescribePermissionsPolicies PR 1T IAM Identity Center
DescribePermissionsPolicies &{EH A F PR,

s MR EBALEEIAFBEREERE (T UARAWHIESL ) MR, IREBEXET (AF)
X RA T RNPR , MERNIELF R, Se]EXIELX TRV ENE , XEATEERAFLEHRZE
R, IEEHMERRIRT THRNENER T 2t

X -EETESMHKRE (IAMKREE ) P, MMTREHNAFERXEE. XTETHEROFRE ,
FBAUEEERERNBRHNAR, ke, REFHMEE (NEATETRRENERE ) . IAM Identity
Center A& TR RN K,

BX IAM REEEZNERNEZELR , BSH IAM AP EREHH Amazon IAM RS2,
EREEFIEESRMAF

SR TR , AIEA TR REGE S RIEEMNERBERB M4, flU , EAEHERBENERE A
HENAH. AXEARBESEERMNESER , H5H (AM AFER) FHvEMt.

ERTERY  BULERATMEXHNFEE, ZBEHET |IAM Identity Center BI& 4, {EF Amazon
KHUEZR , EUUREZEFEH, BX Amazon BHNTESIR , H2SH IAM AFRERETHNTHES
FHEH.

IAM |dentity Center &F & 1389 5K #& 'R~

REBRMET IAM KEERE| , LA SSIBRXERBERRTASNARERE IAM Identity Center B4X
PR o
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/A Important
BMNBWEBEAREATNEMESR , XEFBHE T EE IAM Identity Center BIR TG RIFE
ABESMET, BXREZEL |, 55 & IAM Identity Center R R 1 8] SR BER

REFNENMBDBEATAR

. BEMER B
« {EF IAM Identity Center 2| & Fr R BR

B E X R R

&R 4 ?zd TEEBENXN IAM policy WERABITRE, XLERFARBRETIHNER , FEEEXHK
nHR, FRANFEAET ORI  BLFEEREGNRNEAK, HR , LFREMMEIE4K, @
IAM ﬁ@ﬁﬁﬂ%?%ﬁﬂ’]ﬂl‘ﬁ%%)‘ ZABNWETREPIFRN EAFRENE. ERIUE IAM A
SIRETSONRBFFEMMIAS., AF/HAE, HEE IAM Identity Center I E N FREERT |
1838 ] LA X L SR BE B A T IAM Identity Center AP,

=]

(® Note
EAENIMEQEREAEAXE RS , HEREEFMRPHEXERB ZNHER (&
FinE” ) MAE (“ELFE” ) MLAG BRUE IAM XRENEZEFEE , BSHE IAM AF
R HYER IAM policy simulator Uik IAM SR,

| 1: RERFESE |IAM Identity Center

2 : RYFFAFEE IAM Identity Center Amazon Web Services K F#IX fR
« 3 3 RFAFEE IAM ldentity Center Y R AR F

| 4 : RFFAFEE |dentity Center B XK AP A

w1 RFAFER IAM Identity Center

AT PREERE [0 FH P 4R F RiEEABR |, AMEM1 T LAEE |IAM Identity Center RELEMFIEIRERME X

1= /N0
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RAriEmE

® Note

AEBNESE, EEFHRED , BRIABUEMSEA IAM Identity Center #ViewOnlyAccess

Amazon £ E KRE,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@o",

"Effect": "Allow",
"Action": [

"ds:DescribeDirectories",

"ds:DescribeTrusts",
"iam:ListPolicies",

"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

DescribeOrganization",
DescribeAccount",

ListParents",

ListChildren",

ListAccounts",

ListRoots",
ListAccountsForParent",
ListDelegatedAdministrators",
ListOrganizationalUnitsForParent",

"sso:ListManagedPoliciesInPermissionSet",

sso:ListPermissionSetsProvisionedToAccount",

"sso:ListAccountAssignments",

sso:ListAccountsForProvisionedPermissionSet",
"sso:ListPermissionSets",
"sso:DescribePermissionSet",
"sso:GetInlinePolicyForPermissionSet",
"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups"

1,

"Resource": "*"
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RAriEmE

R 2 RFAFEE IAM ldentity Center Amazon Web Services I~ F R BR

LT RERBEEEF AR RIEH Amazon Web Services K Bl 2,

"Version":
"Statement": [
{

"Effect":
"Action":
"sso:

SSO

"sso:

1,

"Resource":

"Sid":

"iam:
"iam:

]I

"Resource":

"Sid":

"iam
na
na
"iam
na
na

"2012-

sso:
"sso:
:DeleteAccountAssignment",
"sso:
sso:
"sso:
sso:

SSO:

iam:
:DeleteRolePolicy",
iam:
iam:
iam:
iam:

10-17",

"Allow",

[
AttachManagedPolicyToPermissionSet",
CreateAccountAssignment",
CreatePermissionSet",

DeleteInlinePolicyFromPermissionSet",
DeletePermissionSet",
DetachManagedPolicyFromPermissionSet",
ProvisionPermissionSet",
PutInlinePolicyToPermissionSet",
UpdatePermissionSet"

"y

"IAMListPermissions",
"Effect":
"Action":

"Allow",
[

ListRoles",
ListPolicies"

Wi n

"AccessToSSOProvisionedRoles",
"Effect":
"Action":

"Allow",
L

:AttachRolePolicy",
iam:

CreateRole",
DeleteRole",

DetachRolePolicy",
GetRole",
ListAttachedRolePolicies",
ListRolePolicies",

EE MBI REAIINER
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"iam:PutRolePolicy",
"iam:UpdateRole",
"iam:UpdateRoleDescription"

1,
"Resource": "arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"
.
{
"Effect": "Allow",
"Action": [
"iam:GetSAMLProvider"
1,
"Resource": "arn:aws:iam::*:saml-provider/AWSSSO_*_DO_NOT_DELETE"
}
]
}
(@ Note
X 3 F P 8E% £ Amazon Organizations BE ik~ R RIZ 5 ERt , FEE"Sid":
"IAMListPermissions"., #"Sid": "AccessToSSOProvisionedRoles"#% T %I

HOBT ANAN PR, FERLEERT |, BAIBEEFEERI iam: UpdateSAMLProvider FiX&EE 5

R 3: RFAFEE IAM Identity Center YR AR

AT BRRIE R TR A VAP EEMEE IAM Identity Center RN FAREF , B3 IAM Identity
Center HXH LXK SaaS MAERF-

(® Note
EENARFNAFPNASBEEEUAT KRB ROIPERARN sso:AssociateProfile #4k.
ek AP ERIANRER Amazon Web Services Ik 2 EAFMA, MBEAFMBNE
 |AM Identity Center Y Amazon Web Services I/ 57 , H BEEEENRERTEN
R , FSRARG 2 . AFRFEE IAM Identity Center Amazon Web Services Ik # B
PR o

BZE 2020 F10 B , EPFZRERERET Amazon 2FI B #1T, LWREIRMIIERECEME |, Hil0
R, RBMAER , XERESAHIFREENEHREEER,
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"sso:AssociateProfile",

"sso:CreateApplicationInstance",

"sso:ImportApplicationInstanceServiceProviderMetadata",

"sso:DeleteApplicationInstance",

"sso:DeleteProfile",

"sso:DisassociateProfile",
"sso:GetApplicationTemplate",
"sso:UpdateApplicationInstanceServiceProviderConfiguration",
"sso:UpdateApplicationInstanceDisplayData",
"sso:DeleteManagedApplicationInstance",
"sso:UpdateApplicationInstanceStatus",
"sso:GetManagedApplicationInstance",
"sso:UpdateManagedApplicationInstanceStatus",
"sso:CreateManagedApplicationInstance",
"sso:UpdateApplicationInstanceSecurityConfiguration",
"sso:UpdateApplicationInstanceResponseConfiguration",
"sso:GetApplicationInstance",
"sso:CreateApplicationInstanceCertificate",
"sso:UpdateApplicationInstanceResponseSchemaConfiguration",
"sso:UpdateApplicationInstanceActiveCertificate",
"sso:DeleteApplicationInstanceCertificate",
"sso:ListApplicationInstanceCertificates",
"sso:ListApplicationTemplates",
"sso:ListApplications",
"sso:ListApplicationInstances",
"sso:ListDirectoryAssociations",
"sso:ListProfiles",
"sso:ListProfileAssociations",
"sso:ListInstances",
"sso:GetProfile",
"sso:GetSSOStatus",
"sso:GetSsoConfiguration",
"sso-directory:DescribeDirectory",
"sso-directory:DescribeUsers",
"sso-directory:ListMembersInGroup",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers"
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RAriEmE

]I

"Resource": "*"

4 . AP EE Identity Center B XA F4A

LA A% PR 5K e 4% F AU BR LA fo 1 FH P2 £ |AM Identity Center R8I22, &, SRMBIBRAS A,

ERLERRIT , X IAM Identity Center FHI A MANERIEXZRIRSE, Flan , ZH1EHE Active

Directory /3 A 7 B3l BRI A & MR KB & 0 IRE .

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso-directory:ListGroupsForUser",
"sso-directory:DisableUser",
"sso-directory:EnableUser",
"sso-directory:SearchGroups",
"sso-directory:DeleteGroup",
"sso-directory:AddMemberToGroup",
"sso-directory:DescribeDirectory",
"sso-directory:UpdateUser",
"sso-directory:ListMembersInGroup",
"sso-directory:CreateUser",
"sso-directory:DescribeGroups",
"sso-directory:SearchUsers",
"sso:ListDirectoryAssociations",
"sso-directory:RemoveMemberFromGroup",
"sso-directory:DeleteUser",
"sso-directory:DescribeUsers",
"sso-directory:UpdateGroup",
"sso-directory:CreateGroup"

]I

"Resource": "*"

ETHMHER (1AM KA )
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RAriEmE

{EF 1AM Identity Center 2| & Fr BRI R

RNTHERAFEBIEFER IAM Identity Center #2# & , FETANNR. MRLIZEH IAM policy Lt
FrENRENRE™ & , NG AT ERFEAZRBNAFNMEBIEZET. U TRO5IE TR IAM
Identity Center I8 P EERBRIETREZENNRE,

"Version": "2012-10-17",

"Statement":

{

"Effect":
"Action":

L

SSO

"sso:

"sso:

SSO

"sso:

SSO

"sso:

"sso:

"sso:

"sso:

Sso:
"sso:
Sso:
"sso:
Sso:

Sso:
"sso:

SSO:

Sso:
"sso:

Sso:
"sso:
Sso:

SSO:

Sso:
"sso:
Sso:

Sso:
"sso:
Sso:

"Allow",
[

:DescribeAccountAssignmentCreationStatus",

DescribeAccountAssignmentDeletionStatus",
DescribePermissionSet",
DescribePermissionSetProvisioningStatus",
DescribePermissionsPolicies",
DescribeRegisteredRegions",
GetApplicationInstance",
GetApplicationTemplate",
GetInlinePolicyForPermissionSet",
GetManagedApplicationInstance",

:GetMfaDeviceManagementForDirectory",
"sso:

GetPermissionSet",
GetPermissionsPolicy",
GetProfile",
GetSharedSsoConfiguration",
GetSsoConfiguration",

:GetSSOStatus",

GetTrust",
ListAccountAssignmentCreationStatus",
ListAccountAssignmentDeletionStatus",
ListAccountAssignments",
ListAccountsForProvisionedPermissionSet",
ListApplicationInstanceCertificates",
ListApplicationInstances",
ListApplications",
ListApplicationTemplates",
ListDirectoryAssociations",
ListInstances",
ListManagedPoliciesInPermissionSet",
ListPermissionSetProvisioningStatus",
ListPermissionSets",

ETHMHER (1AM KA )
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"sso:ListPermissionSetsProvisionedToAccount",
"sso:ListProfileAssociations",
"sso:ListProfiles",
"sso:ListTagsForResource",
"sso-directory:DescribeDirectory",
"sso-directory:DescribeGroups",
"sso-directory:DescribeUsers",
"sso-directory:ListGroupsForUser",
"sso-directory:ListMembersInGroup",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers"

1,

"Resource": "*"

Amazon IAM ldentity Center

EQE IAM B SR KR O EHE AR EMAIPTENNE , EERMEME AR, EHEA
7], AT LAEA Amazon EE R KEE, XERHEENFERARG , ATEEH Amazon Web Services
KPR EA, X Amazon IEEXREFXKHBNESZER | H2H (IAM BFPEE) 9/ Amazon IEERE
B

Amazon JRFATET MEH Amazon HE XK., BLEZEZE R Amazon TFEXNKEFHINRE. RS
BRE&M Amazon HER KR MANRUASZHFHFML. WEEFSXOMMRBENMES S (A
P, ANAe ). SR ERFRETAR , REHRETHSEH Amazon REXKEK. BRFT
2 M Amazon EEREHFHIRNIE , it X EHTT WA BN ENR,

Bt |, & Amazon X HFEBE SRS TEREENITE R, #l20 , ReadOnlyAccess Amazon & &
R MEXIFTE Amazon RS FE R RIRTHRINR. HRSBHFFER , Amazon &H FIREM
FRANINRENR, X TEIRERBHNIIRMIER , FHSH IAM AP ERmPHER T TEREN

Amazon EERIKEE,

F B2 identitystore-auth TIRHT AW/ASH MM AL 2 FHFRIE. HHBZEATH
AR AR R TE EE 5. QIRAES IAM EHE | #BEAE identitystore-auth
BEA Y, RAXEAT YNSRI RS S ZE R EN A RIE.
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Amazon FEEHKBE : AWSSSOMasterAccountAdministrator

AWSSSOMasterAccountAdministrator REEEFHEIBEFFENEBRE, ZXBERTINT
Amazon |IAM Identity Center EE A TEA RN T4, BENBNHR , FIEENREIIRELER ,
LAPCER 1AM Identity Center BVl B TheE A K B3 B PR BV IR1E,

BT LU AWSSSOMasterAccountAdministrator REEKIINE] IAM B3, Y&
FFAWSSSOMasterAccountAdministrator REEHI NI F A8 , BFRIZEF 7 EE Amazon IAM
Identity Center £ PR, EHILFKBEH EAT LA A Amazon Organizations B E ik - FPT A B & tk - A
B IAM Identity Center, ZEMAT LT EEEFA IAM Identity Center #1E , BIELIE 1AM Identity
Center 24|, AP, NEENMSEHEED. ZIEALTLUEEAN Amazon LK & ik 7 P EHl{Lix
78 , 77 Amazon Directory Service ¥£& B % IAM Identity Centity Centity Centity ( IAM FEE &
BUEENES , kP EERNEFHREXENR,

R4

L REERIFERHVNRED NS MEA

« AWSSSOMasterAccountAdministrator—— i IAM Identity Center fF a5 & 79
AWSServiceRoleforSSO MRS & &4£i% 45 IAM Identity Center , AEBE AR AZE®HF
RFMBNNITIEREE, BPMADNARFZIRE A IAM Identity Center B |, X HEMN, BXEZE
B, %28 Amazon Web Services K F il8lo

« AWSSSOMemberAccountAdministrator— ftif IAM Identity Center 7£ % ik
Amazon IMEHRIITIKFEERARE. BEXEZELR , H5H Amazon HEXE :
AWSSSOMemberAccountAdministrator,

+ AWSSSOManageDelegatedAdministrator
AMEREER,

f1F 1AM Identity Center J9 #8694 4353 Aft A EUH

EEENRKREHUNR , 2 Amazon £E KIS EAWSSSOMasterAccountAdministratorH A9,

BRIREEHNHMES

BXJa F IAM Identity Centity Centity Centity Centity Centity Centity Centity C Amazon
Organizations entity Centity Centity Centity Centity Centity Centity Centity FT BRI IRER
iam:CreateServicelLinkedRole #1 iam:PassRole , MIA TR K ERFF Ro

{
"Version" : "2012-10-17",
"Statement" : [
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{

"Sid" : "AWSSSOCreateSLR",

"Effect" : "Allow",

"Action" : "iam:CreateServicelLinkedRole",

"Resource" : "arn:aws:iam::*:role/aws-service-role/sso.amazonaws.com/
AWSServiceRoleForSS0",

"Condition" : {

"StringlLike" : {
"iam:AWSServiceName" : "sso.amazonaws.com"

"Sid" : "AWSSSOMasterAccountAdministrator",

"Effect" : "Allow",

"Action" : "iam:PassRole",

"Resource" : "arn:aws:iam::*:role/aws-service-role/sso.amazonaws.com/
AWSServiceRoleForSS0",

"Condition" : {

"StringlLike" : {
"iam:PassedToService" : "sso.amazonaws.com"

}
},
{

"Sid" : "AWSSSOMemberAccountAdministrator",

"Effect" : "Allow",

"Action" : [
"ds:DescribeTrusts",
"ds:UnauthorizeApplication",
"ds:DescribeDirectories",
"ds:AuthorizeApplication",
"iam:ListPolicies",
"organizations:EnableAWSServiceAccess",
"organizations:ListRoots",
"organizations:ListAccounts",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAccountsForParent",
"organizations:DescribeOrganization",
"organizations:ListChildren",
"organizations:DescribeAccount",
"organizations:ListParents",
"organizations:ListDelegatedAdministrators",
"sso:*",
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"sso-directory:*",

"identitystore:*",

"identitystore-auth:*",

"ds:CreateAlias",

"access-analyzer:ValidatePolicy",
"signin:CreateTrustedIdentityPropagationApplicationForConsole",
"signin:ListTrustedIdentityPropagationApplicationsForConsole"

1,

"Resource" : "*"
I
{

"Sid" : "AWSSSOManageDelegatedAdministrator",

"Effect" : "Allow",

"Action" : [
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"

1,

"Resource" : "*",

"Condition" : {

"StringEquals" : {
"organizations:ServicePrincipal" : "sso.amazonaws.com"
}

}

I

{

"Sid": "AllowDeleteSyncProfile",

"Effect": "Allow",

"Action": [
"identity-sync:DeleteSyncProfile"

1,

"Resource": [
"arn:aws:identity-sync:*:*:profile/*"

]

}

Amazon FEEEKBE : AWSSSOMemberAccountAdministrator

AWSSSOMemberAccountAdministrator REEE EMAEIREFFENEEIRE, ZFEBERTHIT IAM
Identity Center B2 R TEA RN /A, FEENENKEE  FAEENBRENRELET , LUTE IAM
Identity Center NI B ThEE A R B A PR B VIR 1E,
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& LAY AWSSSOMemberAccountAdministrator REEKIANE IAM B 15, Hi&
FFAWSSSOMemberAccountAdministratorKEEKNE| & 78T , BRIZ T 7 EE Amazon IAM
Identity Center IX PR, BB Ltk RB&H E 4T LA B Amazon Organizations &k F FFrE B & ik~ K
# IAM Identity Center, ZE/AT LT EEFTA IAM Identity Center #1E | BIECIZAF. NREM
SEHIEESD . BFEARTUIEEA Amazon HLR K &k 7 P2 Fl{LiX L5 E , HFE Amazon Directory
Service ¥£& B %A 1AM Identity Centity Centity Centity ( IAM FEEFEBIeEN A H , kA EER B
IRBIX LR,

EEFWRBEINIR , SR Amazon IE£E XS ZAWSSSOMemberAccountAdministrator Y,

BRILRBEHEMER

IAM Identity Center B A EE H Identity Center B %77 (sso B% ) FVAF., AMZB, kP E
EARAGIREUTRENNR :
 "sso:*"

* "sso-directory:*"

IAM Identity Center B A3 EE B HF LT Amazon Directory Service IREHI B RINR S BEHIT B EF

%o

* "ds:DescribeTrusts"

* "ds:UnauthorizeApplication"
* "ds:DescribeDirectories"

* "ds:AuthorizeApplication"

» “ds:CreateAlias”

XL PR 21T IAM Identity Center EXE RIRFIIMEEZHAEENARER , MEAUFENEENE
IAM Identity Center —E2 A, BXBMREMNEZEER , iS5 Amazon Directory Service API X
R : B, RRENEZHSE,

IAM Identity Center £/ IAM K B& 6] IAM Identity Center A F B F R, IAM Identity Center B2 &
BIRNPREH @ EL I MNZERE, IAM Identity Center B3 B AMENRF| LI B KR , E ] LUE R
MLRESHMNEEQANRIEHRANRE—EFEHA, ERELLMIEENR , IAM Identity Center B2
R A ERIZTT IAM Access Analyzer FREEIRIE,

e "jam:ListPolicies"
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* "access-analyzer:ValidatePolicy"

IAM Identity Center B & EEX LL T Amazon Organizations E#TER IR FREMITREES

* "organizations:EnableAWSServiceAccess"

* "organizations:ListRoots"

* "organizations:ListAccounts"

* "organizations:ListOrganizationalUnitsForParent"
* "organizations:ListAccountsForParent"

* "organizations:DescribeOrganization"

« "organizations:ListChildren"

* "organizations:DescribeAccount"

* "organizations:ListParents"

* "organizations:ListDelegatedAdministrators"

* "organizations:RegisterDelegatedAdministrator"

* "organizations:DeregisterDelegatedAdministrator"

X LENPRBE IAM Identity Center B3 A BEB AR TR ( 1kF ) KIMITEZ IAM Identity Center &
BES  MTAR:

- RBE TALNEENK S

- RBIETALHKA K,

- BRAKFH Amazon BREiAR

- RENEERZREER

BXEE IAM Identity Center FRZEREEANEZEER , BEH ZREE. BXUAHX LR
ATFHEZ{E S Amazon Organizations , &2 ¥ 5H it Amazon Bg% Amazon Organizations —j2 &
.

Amazon £E XK : AWSSSODirectoryEE &
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 iam:ListRolePolicies

* iam:PutRolePolicy

* iam:PutRolePermissionsBoundary

e iam:ListAttachedRolePolicies
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"Statement": [
{
"Sid":"
"Effect
"Action

lam

1,

lam:
lam:
lam:
lam:
lam:
lam:
lam:

IAMRoleProvisioningActions",
":"Allow",

e

AttachRolePolicy",
CreateRole",
DeleteRolePermissionsBoundary",
PutRolePermissionsBoundary",
PutRolePolicy",

UpdateRole",
UpdateRoleDescription",
:UpdateAssumeRolePolicy"

"Resource": [

"arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"

]I

"Condition":{
"StringNotEquals":{

"aws:PrincipalOrgMasterAccountId":"${aws:PrincipalAccount}"

"Sid":"IAMRoleReadActions",
"Effect":"Allow",

"Action
"iam
"iam

1,

Il:[

:GetRole",
:ListRoles"

"Resource": [

i n

"Sid":"IAMRoleCleanupActions",
"Effect":"Allow",
"Action":[

lam

lam

lam

lam

lam

1,

:DeleteRole",
:DeleteRolePolicy",
:DetachRolePolicy",
:ListRolePolicies",
:ListAttachedRolePolicies"
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"Resource": [
"arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"

]
I
{

"Sid":"IAMSLRCleanupActions",

"Effect":"Allow",

"Action":[
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus",
"iam:DeleteRole",

"iam:GetRole"

1,

"Resource":[
"arn:aws:iam::*:role/aws-service-role/sso.amazonaws.com/

AWSServiceRoleForSSO"

]

I

{
"Sid": "IAMSAMLProviderCreationAction",
"Effect": "Allow",
"Action": [

"iam:CreateSAMLProvider"
1,

"Resource": [
"arn:aws:iam::*:saml-provider/AWSSSO_*"
1,
"Condition": {
"StringNotEquals": {
"aws:PrincipalOrgMasterAccountId": "${aws:PrincipalAccount}"

"Sid": "IAMSAMLProviderUpdateAction",
"Effect": "Allow",
"Action": [
"iam:UpdateSAMLProvider"
1,
"Resource": [
"arn:aws:iam::*:saml-provider/AWSSSO_*"
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"Sid":"IAMSAMLProviderCleanupActions",

"Effect":"Allow",

"Action": [
"iam:DeleteSAMLProvider",
"iam:GetSAMLProvider"

1,

"Resource": [
"arn:aws:iam::*:saml-provider/AWSSSO_*"

"Effect":"Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",

"organizations:ListAWSServiceAccessForOrganization",

"organizations:ListDelegatedAdministrators"

]I

"Resource": [

"

"Sid":"AllowUnauthAppForDirectory",

"Effect":"Allow",

"Action": [
"ds:UnauthorizeApplication"

]I

"Resource": [

"

"Sid":"AllowDescribeForDirectory",

"Effect":"Allow",

"Action": [
"ds:DescribeDirectories",
"ds:DescribeTrusts"

1,

"Resource": [

i n
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{

"Sid":"AllowDescribeAndListOperationsOnIdentitySource",

"Effect":"Allow",

"Action":[
"identitystore:DescribeUser",
"identitystore:DescribeGroup",
"identitystore:ListGroups",
"identitystore:ListUsers"

]I

"Resource": [

"

]

"Sid":"AllowDeleteSyncProfile",

"Effect":"Allow",

"Action": [
"identity-sync:DeleteSyncProfile"

1,

"Resource": [
"arn:aws:identity-sync*:*:profile/*"

]
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Services K~

BRI LAER IAM $2EA. IAM CLI 5 IAM APl FERIBRERSHXA R, At , XAEFHERES
HXABRNER , REFTEEFIIMER.

® Note

MR EERZHMIBRERET IAM Identity Center RS EEFERZAE , MRERTESERAK, R
REXFER , BEF/LoHEER,
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fH Bk AWSService RoleFor SSO £ HY IAM Identity Center %R

1. BERREAFPMAX Amazon Web Services ik 7 #9170 X BR & B F A5 Amazon Web Services
Il Rk D I

2. 5 Amazon Web Services W7 < Bl £ R R BRINEE,

£/ IAM FahMIBRIRSHEX B E

ﬁﬁ? IAM #41& . 1AM CLI 5 IAM API #lB& AWSService RoleFor SSO lREHE*xA®. BEXEZE
,BS IAM AF1ER) REVHIBRIRSHE<A G,

IAM Identity Center 2| & F1 API %X

B 1AM Identity Center #2#| & APIs XENXNERN , AL HINEW APl RIET AR , BIh7 A4S
FERIA APIs B9 API #£1E, WREZIAEH IAM Identity Center K27 2023 & 11 A 15 B# 2020
F£10 B 15 B2 AiBIEN , BRI LMER TREENEBHL AP BETURF XL AP ERXTHR
T API 2 4E,

£33}

- 2023 £ 11 A2 /E/9 APl B1E

- 2020 £ 10 A2 /E/Y APl B1E

2023 £ 11 B2/ APl i#E

SR BRRIELEMEREME |, 2023 F 11 A 15 HZ B 8/EH 1AM Identity Center SEHIF & RIS X =5
IB API #&4E, 2023 F 11 A 15 B 2 /eI IR RFH APl IRYETE IAM Identity Center 2% &
AT RN

2023 F 11 A 15 B2 RIfEANEFISRERR 2023 F 11 B 15 BZEEAR API #14E
AssociateProfile CreateApplicationAssignment

CreateManagedApplicationInstance | CreateApplication
CreateApplicationlnstance

CreateManagedApplicationInstance PutApplicationAuthenticationMethod
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2023 £ 11 B 15 H2 RifE AR H A RERN

DeleteApplicationinstance | DeleteMan
agedApplicationlnstance

DeleteSSO

DisassociateProfile
GetApplicationTemplate
GetManagedApplicationlnstance
GetSharedSsoConfiguration
ListApplicationlnstances
ListApplicationTemplates
ListDirectoryAssociations
ListProfileAssociations

UpdateApplicationlnstanceDisplayData |
UpdateApplicationlnstanceStatus | UpdateMan
agedApplicationinstanceStatus

2020 £ 10 B 259 APl ##1E

2023 £ 11 A 15 B2 /5ERK API 84

DeleteApplication

Deletelnstance
DeleteApplicationAssignment
DescribeApplicationProvider
DescribeApplication
Describelnstance
ListApplications
ListApplicationProviders
Describelnstance
ListApplicationAssignments

UpdateApplication

RESHRBIELTMIERIE , 2020 £ 10 A 15 HZ B 812/ IAM Identity Center Sl & RS 35T
|B APl 24, 2020 € 10 A 15 B2 GBSl R R HE API 2/EFE 1AM Identity Center 32 &1 &

TR N

Operation name

AssociateProfile

API actions used before
October 15, 2020

AssociateProfile

API actions used after October
15, 2020

CreateAccountAssignment

2020 F 10 B2 /e API #2#1E
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Operation name

AttachManagedPolicy

CreatePermissionSet

DeleteApplicationinstanceFo
rAWsAccount

DeleteApplicationProfileFor
AwsAccount

DeletePermissionsPolicy

DeletePermissionSet

DescribePermissionsPolicies

DetachManagedPolicy

DisassociateProfile

GetApplicationlnstanceForAW
SAccount

GetAWSAccountProfileStatus

GetPermissionSet

GetPermissionsPolicy

ListAccountsWithProvisioned
PermissionSet

API actions used before
October 15, 2020

PutPermissionsPolicy

CreatePermissionSet

DeleteApplicationinstance |

DeleteTrust

DeleteProfile

DeletePermissionsPolicy

DeletePermissionSet

DescribePermissionsPolicies

DeletePermissionsPolicy

DisassociateProfile

GetApplicationinstance

GetProfile

GetPermissionSet

GetPermissionsPolicy

ListApplicationInstances |
GetApplicationInstance

API actions used after October
15, 2020

AttachManagedPolic
yToPermissionSet

CreatePermissionSet

DeleteAccountAssignment

DeleteAccountAssignment

DeletelnlinePolicyFromPermi
ssionSet

DeletePermissionSet

ListManagedPoliciesInPermis
sionSet

DetachManagedPolic
yFromPermissionSet

DeleteAccountAssignment

ListAccountAssignments

ListPermissionSetsProvision
edToAccount

DescribePermissionSet

GetlnlinePolicyForPermissio
nSet

ListAccountsForProvisionedP
ermissionSet

2020 F 10 B2 /e API #2#1E
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Operation name

ListAWSAccountProfiles

ListPermissionSets
ListProfileAssociations

ProvisionApplicationlnstanc
eForAWSAccount

ProvisionApplicationProfile
ForAWSAccountinstance
ProvisionSAMLProvider

PutPermissionsPolicy

UpdatePermissionSet

API actions used before
October 15, 2020

ListProfiles | GetProfile

ListPermissionSets
ListProfileAssociations

GetApplicationinstance |
CreateApplicationlnstance

GetProfile | CreateProfile |
UpdateProfile

GetTrust | CreateTrust |
UpdateTrust

PutPermissionsPolicy

UpdatePermissionSet

API actions used after October
15, 2020

ListPermissionSetsProvision
edToAccount

ListPermissionSets
ListAccountAssignments

CreateAccountAssignment

CreateAccountAssignment

CreateAccountAssignment

PutinlinePolicyToPermission

Set

UpdatePermissionSet

Amazon STS IAM Identity Center HI &4

HZEFRAMERHFERE Amazon , 2FFREE Amazon WEFER ETXH |, ZETXATITME
MAL TR, EALEA JSON KEEH Condition TEMBERLETXHHRBELERBHIEENR
EHHATLHER, BRESHFEANKFERE , S/RAHBERN IS, BRAHXNHHRURBERERRS
M THE. RSBEFRFRREN SR Amazon RS —BERMENLH.

IAM Identity C Amazon entity Centity Centity Centity Centity Centity Centity Center @& — Amazon
STS L TXR#E , AT XEBEIEHE IAM BEF, RERENABRFEMEESEMIEN
Amazon STS, NMARFER A TE—HFRNIKEE Amazon STS BiEN T :

- fF IAM Identity Center # 1T & 3 IIEH SRR,

- EEAUGETHEANERBRTEHRITAGEOEREZE. EXTMERT , NABRFANAESHERNE
RIRENTHE , REFZT IR IAM Identity Center FEY T,
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XERBEASAEFOECEERNNARFER, £REERT  UREFERE , WWNAERLCE
B9 IAM KBS AR RV IX LR SR R F R L AR,

flan |, BEEEAR EARIE UserId MEREXN BRNZHHE. LLERTREA IAM Identity Center A
FEFEAAE, ROIZELTEA Sourceld, ER , 5 Sourceld FEMR , Userld WERTEH
ERPELIRIENEFERF. WEFETRARFREIEZIELS Amazon STSHSES |, HIETE
EEEENBAFT/ASE,

ES ]

* identitystore : Userld

* identitystore : IdentityStoreArn
« 5 ApplicationArn

- 5% : Credentialld

- B0 : InstanceArn

identitystore : Userld

It E R38R IAM Identity Center AF#Y UserId , ZFAF 2 IAM Identity Center £ HI E TXH S
WESE, ETXHE2EELS . Amazon STSE A LA A MR & HiERFT X &R IAM Identity Center
AW Userld 5LERBHRIEENAFRRRFFHITHER.

- ATAM — MR Amazon CLI 2 Amazon STS AssumeRole API &4EA i F{F{A Amazon STS
assume-rolemSRAAE | LEBALTEIREHFH IAM Identity Centity Centity Centity ( IAM Identity
Centity ) R LT XMHERBEEERF,

- BIEERB-FHH

- BERB-REF

identitystore : IdentityStoreArn

I E TR EMINE L/ ET XK S8 IAM Identity Center SEBIY B A 1Z4E89 ARN |, th 27 4#
BEHDPER identitystore:UserID WEMN B A FEHE. SR ERBEPEALLBEE
identitystore:UserID 24X BN 5B 1F# ARN,

- T — WBRE Amazon CLI 5 Amazon STS AssumeRole API & 4E i F {1 Amazon STS
assume-rolemBTRAAE , LBLSEIZRE L H IAM Identity Centity Centity Centity ( IAM Identity
Centity ) K L T XS EBEEERT,
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130 : ApplicationArn

It E TR IAM Identity Center BIE &% L T XS WM AREFH ARN, &7 AT REE A 6 F L
¥E identitycenter:ApplicationArn REXREFTHNNAREF. FALKBEM THLEENANA
BFIEE 1AM A&,

- AAM — iBEE1E Amazon STS AssumeRole API BEMER ETXH, ZFERLETXEE
IAM Identity Center Xty E X T,

o BIEEH - A, FHH

- BEEB_BE

B4 5L : Credentialld

B ETXEERSMIEREAGSKIRMEY ID , RATIER. ATHREFTHN , EWFAEFEAT
REHH LTS,

- AAM — B9 E1E Amazon STS AssumeRole API BEMER LT X H, ZFERLTXEE
IAM Identity Center X H LT XS,

« BUERR - /R

- BEXB_BE

F4d0 : InstanceArn

Bt ETXERN identitystore:UserID X LXK EH IAM Identity Center 25y ARN, &
AILAEALLBBE identitystore:UserID M ETXHIERERE MM IAM Identity Center 354
# ARN,

- WA — I ETE Amazon STS AssumeRole APl BEHER L TXH, ZERLETXEE
IAM Identity Center X H E T XS,

o BEERE - A, FHREH

- BEXFE-BEF
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IAM Identity Center Y H & 18X 512

BRIFTALARTRE  BRNFAMHNESRHTIER , XEREXR, XEUTHRREEGAESEMESN
WER , HERTEEME R, Amazon IAM Identity Center B B X #&FH# Amazon RS , #EKE
AL ME R NEBAISES
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« fEFi25% IAM Identity Center Amazon CloudTrail

« £/ Amazon CloudTrailigd 3 IAM Identity Center SCIM API i A
- FNABRFAHS Amazon EventBridge

- IERAEEN AD BFHIX

{# Fid 5% IAM Identity Center Amazon CloudTrail

Amazon IAM Identity Center 58 Amazon CloudTrail , ZRZ5Z 4 IAM Identity Center FEYF 7.
A Amazon JREXEUMIEAEIEF. CloudTrail ¥ IAM Identity Center 89 API @ B ENEH HIRHN
A 25K B |IAM Identity Center $3 & & Y8 A M X IAM Identity Center APl IRER RIS TAA. R
BRI EIRER , WA LABE CloudTrail E4#F421%1% 2] Amazon S3 7 #8 ( ‘2$E |IAM Identity Center £Y
EH) ., MEREFEERE , MAHEFE CloudTrail #5| A Event history (BHA L I1ERK) PEERH
=, FRKREMNEE CloudTrail , BRI LAFE [ IAM Identity Centity Centity Centity Centity Centity
Centity Centity Centity Centity Centity Centity Centity Centity Centity (

ET#REZ{EE CloudTrail , 52 Amazon CloudTrail AFIEE,

THRLET IAM | CloudTrail dentity Center WE#. H CloudTrail E4RMEEER APls. ETHE
ZER , BSH IAM 5450 API ZZEHH APIs,

® Note

B —EMR “BF” CloudTrail FWEH , LA IAM Identit Amazon y Center FiF® Amazon &
BERNME, XESHEESEEERNLTFEH APIs , BHbR7E API SEFSIH,
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KA EEAE L R 3
Ko LI, BITEX
HEEAF MFA %
Bo

OIDC APIs X115
&%, URUE
B S RIERN IAM
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M IDE TEE,
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Wik , XFRAF
B3 Amazon Web
Services 8] [ TP 3k
Bk P ZiE Amazon
CLlI,
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CloudTrail E# \E APIs iR CloudTrail E4R
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& SCIM MY ELiE scim.amazonaw
AR, BAMBAR s.com
REK. BSHAER
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SCIMAPI B THE
EER.
Amazon &% BN E AP Amazon AP HHK signin.am

MBS B RIEA
% & F CloudTrail &
%, #AIAM B

o

azon.com

ES ]

« CloudTrail IAM Identity Center

* IAM ldentity Cen CloudTrail

CloudTrail IAM Identity Center

IAM Identity Center & i CloudTrail B SE434 T & fh A 5k % AT sERE M {E. Organizations A LAfEF
XEE4ARREENTZAFEH Amazon SIREHRWFRIFEZ . XEBTFEAAL , BREES
FIRE R WEAE Ty B WL F TR A R AT A E A iFAEE . BET BUERAXLE CloudTrail BiE# TE4 1
B, NTiERAREB DA FTRAARERITRTA. A, E4AFLRERUTUNHESRIERES
¥, N T R BEE B R A9 HERB 3T A P AX PR A B i P A9 B8 2o

UTEWHRT AFIT, SHRENSEHRELERBREKENERAH,
£ 1AM Identity Center A KR EHFIRBI A/ CloudTrail M&i&

IAM Identity Center £ & B CloudTrail B , 8% 1R 5 CloudTrailE#E B/ IAM &4 /0
B, HlinE s IAM &4 508 Amazon CLIfER Amazon Web Services 151R[1F |, BIEEE MFA
B
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« userId— 3K B IAM Identity Center S2f5lH) & 3 F &R — B R AT R AP IRIRR
- identityStoreArn— @&1ZAF #Mldentity Store #§ Amazon BIREF (ARN),

userIDMidentityStoreArnF &R E R E#REEonBehalfOftE AN userIdentitytEH , M

LT RBIFTR. WRHIERTuserIdentity & A “IdentityCenterUser” NEH LHXHNF

B, & B fEuserIdentity B “Unknown” FIZE & AR IER IAM Identity Center Fi P VS 4
FEEXLEFR, BN ITHERENEMNESXANRIEE,

"userIdentity":{
"type":"IdentityCenterUser",
"accountId":"111122223333",
"onBehalfOof": {
"userId": "544894e8-80cl-707f-60e3-3bab510dfacl",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"

o
"credentialId" : "90e292de-5eb8-446e-9602-90f7c45044F7"

(@ Note

RNEBUEFERAuserIdfidentityStoreArn3kil s IAM & 13/ CloudTrail E45 K
AP, EREEFHNMER Amazon Web Services 17817 #9 IAM Identity Center F P fY1R4E
i, BREMEHFERuserNamezRuserIdentityt&Eprincipalld T A, MREMH ITER
B (pumFitREHmEN ) BT RN Rusername , N BEFHFPIEE

o AR , M IAM SRR LBEFRHPREAFBEEREEH CloudTralFH AT #.

o £ “BF UserName WadditionalEventDatastETIREL IAM B O0KHB, kN
FEEILE 1AM Identity Center B ZHNR. BEXEZER , H5H BF 4 CloudTrailF
BAFA.

EREZEAFNIEAEER (BffusernameFER ) , B LUERAF ID MBHEM ID ERNSHEKREN
B EME., BRI LLUBE DescribeUser APl &R CLI # 1T LR, THERE CLI 5 Rbl. MREHN
IAM B O0RHIF CLI BRIAXE , M AT L&’ iZregionS K,

aws identitystore describe-user \
--identity-store-id d-1234567890 \
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--user-id 544894e8-80cl-707f-60e3-3bab6510dfacl \
--region your-region-id

EWENERGIF CLI s F 477 IDE , IMZidentityStoreArnEFIRENE 43776 ID.
f£”%] ARN Harn:aws:identitystore::111122223333:identitystore/d-1234567890 ,
B7FM# ID N, d-1234567890Th % , BRI LB SMEl IAM Identity Center ##H|&H “RE” B2
0y BRI LT~ R B & 4077 1D

MREET IAM Identity Center BRHP A EHRAF , RINBWEEERAFERME , AEZER IAM
Identity Center XI & #3771 API BIRRHIFR S, RERZRFINAFBUEAUBHEAREERFSEE A,

Zcredential IdEI&RE N A T ERIEEM IAM Identity Center BF £FH ID, BT LA LER
RBER —NEE & HBRIER IAM Identity Center AR £1EF E3) CloudTrail WEH |, BEFEH4BR
Ao

@ Note

EREHPERENAuthWorkflowIDFE SLIFFE IAM Identity Center Fi P &iFFF 18 2 BT IR ER
5&2ZFHHEXHFTE CloudTrail B4,

£ 1AM Identity Center FIAAEB B F 2z [E <A F

IAM Identity Center BRIt T ANAFEY , EANEAXEEMREBRPNAFEATBEZHPNE—
B PP <BRiE Sk ( linMicrosoft Active Directory®Okta Universal Directory ) o

 externalId— IAM Identity Center A I ABARIRRF. BATE W HLARRAFRF EISLEE B F
AT A P ERIRAF, BEE |, IAM Identity Center £ & Hitb{E, CloudTrail
« username— BEFRMNE , ARBECERZERS. ZERUER ( filwn , B&E SCIM B ) .
BEE , Y5 MERNE Amazon Directory Service , IAM Identity Center X HIWAF B 5B AMITEH
BRIETM#H AR AF R CloudTrail EE., AR EFL4E IAM Identity Center B XFHAFE TS
T,

MR EHNIAE CloudTrail E4E%HE IAM Identity Center B ZEI 5 RIAR , N ATLAE
B&%%rfadditionalEventDatatE T HETHNAFB. BXFTHAFPFBENEZFME
BEadditionalEventData , S EZRZEH CloudTraill P A B o

HHMEAR  XAMNAFBEESAEE ZPHENAFEERBRS 2 IAM Identity Center I E XY
Amazon Directory Service, BXfEE , HZ . |IAM Identity Center MIA I F AR UM E FZENE
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MRS |dPs 7ESAER , EF SCIM WA FE B HRET, BENERAEEA IAM Identity Center B XIER B %
B, L EA ZexternalIdB M NZEZEREARX G| AEIEHAZE .

AR ER N B UAELS E A P username ME1ER T &K IAM Identity Center FiFexternalld,
BHA P& M5EB ID £F IAM Identity Center i F

AT LAM |IAM Identity Center B R RZESHAFEBNAFEY , BiER fuserIdEA
GetUserIdAPI ERiERMENWAFE , AFAH DescribeUserAPI iE3K , taiEHY RBIFT R,
AR RBERIN{Muser IdM Identity Store PR ZFFEAF B, MREN IAM SO ORI TER
CLI FERIAXE , M AT A& B iZregionZ ¥,

aws identitystore get-user-id \
--identity-store d-9876543210 \
--alternate-identifier '{
"UniqueAttribute": {

"AttributePath": "username",
"AttributeValue": "anyuser@example.com"
}
'\

--region your-region-id

B, HEEEr , Ba A ERMARN N Slexternalld, FHexternal IdBEEH L—NROIFHE
HRE , FHAEEZENE Eexternal IdEEFHE M E.

TE %X Active Directory (AD) # externallD A& F F F I Z£FRIREF (SID)

ERLEERT , IAM Identity Center 27 CloudTrail E#principal IdFEF X HAFH SID , #ln
Amazon Web Services 7 8[ 17 OID APIs C X iV EH., IERFIEEZSER, SEBFEXHE

AD KM — A F#riRffobjectguidht , RANEWEN TEREZEER AD B, B LE IAM Identity
Center BXxH Hexternal IdBEFKEINE, ER , IRENITHEREZFELASID, HMAD H

KRIZE , ARNZETLEES IAM Identity Center 3X18 APls,

£ IAM Identity Center FIFAE8 B F 2 B <B A 1418 7 fAff Aexternal IdMusername F B
IAM Identity Center A S/ 3 B KR CE A P XEER, BIABERT , IAM Identity Center &R
Hfexternalld®l AD F#iobjectguidEt , HEMHZEEMN. |IAM Identity Center R FEE R
RiEtwAusername R RIS RN BRETE| AD userprincipalname FEYERIABRST,

A LATE |IAM Identity Center 2 HI AP EFX LM, SME RE" W ‘SHR ET+ , REE &
B Xk “EEEY, £ “EERS §0 , XF ‘EFEMRE" R,
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BAEA LA IAM Identity Center R EMMKE— AD AFP#RIRRFE AD RERAF , B
BABWEEE W objectguidh A , BN ERFUEMNIRREF. LT R 88 anfa £ A
Powershell &if] Microsoft AD LAfER A FfobjectquidERFEAF, 16809ecc-7225-4c20-
ad98-30094aefdbcaXf Lt EH K B ThIM N SIEA F#Y SID,

Install-WindowsFeature -Name RSAT-AD-PowerShell

Get-ADUser °
-Filter {objectGUID -eq [GUID]::Parse("16809ecc-7225-4c20-ad98-30094aefdbca")} °
-Properties *

IAM Identity Cen CloudTraill

CloudTrail & AI2MK = Amazon Web Services K/ B EEEMIKF E/EA. = IAM Identity Center
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REFE BUANEFES, ERMTHKIHEM Amazon Web Services Ik, BXEZER , ESHE
AEH4ALIEEESE CloudTrail .
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) PWUTER :
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U RIEF S A CloudTrail B &2 A+ Amazon Web Services IKF , % IAM Identity Center 43 1TH
APl B E B R H 3 TIRER, IAM Identity Center iI2ZA&EH it Amazon REiEZ—REABE
X#. CloudTrail & T &8 B3 K/ K E MBS QI EH B A X4,
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* 1AM Identity
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« OIDC API
« Amazon Web Services 58] 1/ API

CloudTrail IAM Identer Center API $&4E

LTRHREELH IAM Identity Center IR EE S sso. amazonaws . conBHRE A BB B4
CloudTrail H3< IAM Identity Center API #ENEZEE. , 12 IAM Identity Center APl &,

AT RE2TE CloudTrail #2 %1 & FTAKHEY IAM Identity Center 2| & APl B{ER IR I HMEH, HXiX
LREENESER APIs , B2 (RSERSE) .
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* CreatePermissionSet

* CreateTrustedTokenlssuer

* DeleteAccountAssignment

» DeleteApplication

+ DeleteApplicationAccessScope

* DeleteApplicationAssignment

» DeleteApplicationAuthenticationMethod

DeleteApplicationGrant

DeletelnlinePolicyFromPermissionSet

Deletelnstance

DeletelnstanceAccessControlAttributeConfiguration

DeletePermissionsBoundaryFromPermissionSet

DeletePermissionSet

DeleteTrustedTokenlssuer

* DescribeAccountAssignmentCreationStatuss

DescribeAccountAssignmentDeletionStatus

DescribeApplication
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DescribeApplicationAssignment

DescribeApplicationProvider

Describelnstance

DescribelnstanceAccessControlAttributeConfiguration

DescribePermissionSet

DescribePermissionSetProvisioningStatus

DescribeTrustedTokenlssuer

DetachCustomerManagedPolicyReferenceFromPermissionSet

DetachManagedPolicyFromPermissionSet

GetApplicationAccessScope

GetApplicationAssignmentConfiguration

GetApplicationAuthenticationMethod
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GetlnlinePolicyForPermissionSet

GetPermissionsBoundaryForPermissionSet

ListAccountAssignmentCreationStatus

fEAIE% 1AM Identity Center Amazon CloudTrail 358


https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeApplicationAssignment.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeApplicationProvider.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeInstance.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeInstanceAccessControlAttributeConfiguration.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribePermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribePermissionSetProvisioningStatus.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeTrustedTokenIssuer.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DetachCustomerManagedPolicyReferenceFromPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DetachManagedPolicyFromPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetApplicationAccessScope.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetApplicationAssignmentConfiguration.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetApplicationAuthenticationMethod.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetApplicationGrant.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetInlinePolicyForPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetPermissionsBoundaryForPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListAccountAssignmentCreationStatus.html

Amazon |IAM Identity Center

RAriEmE

ListAccountAssignmentDeletionStatus

ListAccountAssignments

ListAccountAssignmentsForPrincipal

ListAccountsForProvisionedPermissionSet

ListApplicationAccessScopes

ListApplicationAssignments

ListApplicationAssignmentsForPrincipal

ListApplicationAuthenticationMethods

ListApplicationGrants

ListApplicationProviders

ListApplications

ListCustomerManagedPolicyReferencesInPermissionSet

Listinstances

ListManagedPoliciesInPermissionSet

ListPermissionSetProvisioningStatus

ListPermissionSets
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ListPermissionSetsProvisionedToAccount

ListTagsForResource

ListTrustedTokenlssuers

ProvisionPermissionSet

PutApplicationAccessScope

PutApplicationAssignmentConfiguration

PutApplicationAuthenticationMethod

PutApplicationGrant

PutlnlinePolicyToPermissionSet

PutPermissionsBoundaryToPermissionSet

TagResource

UntagResource

UpdateApplication

Updatelnstance

UpdatelnstanceAccessControlAttributeConfiguration
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UpdatePermissionSet

UpdateTrustedTokenlssuer

CloudTrail B 1377 API RIEMEH

T 3I&REE LN H Id CloudTrail entity Store #{EfEidentitystore.amazonaws.comEHFE—EX
HNEH, Bxidentity Store API RIENEZER |, 2 H (ldent ity Store API &) ,

BB EF B ESEHIRMEX CloudTrail B Identity Store #2#1& APl RENHMsso-
directory.amazonaws.comE#., B APIsZ#F#ZH| &R Amazon Web Services iH R TF.
REFERNBERENRE , fl@BERMEA , RNEBNERRERALRENEEE AP B
B, BXRXEZEFENELELE APIs , HZSH (REBEVSE)

» CreateGroup
» CreateGroupMembership

* CreateUser

* DeleteGroup
* DeleteGroupMembership

* DeleteUser

* DescribeGroup

» DescribeGroupMembership

» DescribeUser

» GetGroupld

* GetGroupMembershipld
+ GetUserld

* IsMemberlnGroups

* ListGroupMemberships

* ListGroupMembershipsForMember

+ ListGroups
¢ ListUsers

» UpdateGroup
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« UpdateUser

CloudTrail OIDC API & EH B4

AT FHIRBE2 4t OIDC #EA H CloudTrail WE4#F. X OIDC API ARRENESELS , H5H
OIDC API %,

« CreateToken ( EFRsso.amazonaws.com )

- CreateTokenWithIAM ( E#Rsso-oauth.amazonaws.com)

CloudTrail Amazon Web Services i8] 17 APl #{EMEH

LA R 5K ‘2 & Amazon Web Services 51771/ APl 4B sso.amazonaws . comE#R—iE &% HH
E#, CloudTrail 2% API ¥R A Y API #24EX# Amazon Web Services 17181 BV R 1E,
£/ Amazon CLI ATaE £ S B & 220 Amazon Web Services 181 APl 24EM N APl R 7]
KR 4E CloudTrail BIE#, Bx2# Amazon Web Services 5E 17 API RENEZEE |, F5
F Amazon Web Services 8T APl &,

- Authenticate ( 23t API AR A, R4t Amazon Web Services 7E [ TFHERER. )
« Federate (1EH API RAATAH, ANARFREMHARKS, )

» ListAccountRoles

 ListAccounts

- ListApplications ( EA# API AT A, NAFRMHIEREIRAE RE Amazon Web Services
HEFAH, )

- ListProfilesForApplication ( £ API FARATA, RENARF THEIEE RE Amazon Web
Services WHEI[IFH, )

» GetRoleCredentials

 Logout

IAM Identity Center CloudTrail 54 #Y
BNEHIAEZEBIEEXRENERNARGRE. FOGEEEHTEBENATAR -

- ERREHBRAFEIEERZ Amazon Identity and Access Management (IAM) f P &EIER HEY,
- BREFHAACERKEAFNIGRNZEEEREHN,

. BREFHEAM Amazon BREZ X .
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- ERZEH IAM Identity Center HF & H. 2R 2 , N CloudTrail E4
E]’JuserId%l]1dent1tyStoreArn—?—E£_IFH§E1 15 & #21E R K9 IAM Identity Center B, AXEZ
85 , 2 £ IAM Identity Center AP REHEHFIRBIAF CloudTraill f1&iF .

BXREZER , 52 H CloudTrail userldentity T,

@ Note
B &I , IAM Identity Center T2 A T E¥EL H CloudTrail B4 :

- AFfEA OID C API &35 Amazon EE MR AR ( WJZIEI Amazon SageMaker Al
Studio ) » XEMENARFRE ZHNARERFH —E 2 the section called “Amazon £
ENAER , HPEBEEMNENAER , ﬁUﬂDAmazon Athena SQL#Amazon S31j 8] #%
o

» Amazon ¥ & N HATEF A Ident ity Store AP % 3R F FEHAE %,

T f# IAM Id CloudTrail enter Center

BERE—MEE , AT HE4EEDEIEEN Amazon S3 F#E, —MEHRTIRXEBEMTRH—
BEXR, @?ﬁﬁ?&)’ﬁlﬁﬁ?ﬂ’]hfﬁ BRENBHANE, HRSBESEMNER. CloudTral BHEFER
A APl HANERHERERER , AEENTFaREMBEIRFER. & (CloudTrail AF{EmM) + 7 #
CloudTrail i XN A,

AT RBIEZRT IAM Identity Center 5|5 R K ENEE R (samadams@example.com) B
CloudTrail HE%H

"Records": [
{

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDAJAIENLMexample",
"arn":"arn:aws:iam: :08966example:user/samadams",
"accountId":"111122223333",
"accessKeyId":"AKIAIIIM2K4example",
"userName":"samadams"

.
"eventTime":"2017-11-29T22:39:437",
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"eventSource":"sso.amazonaws.com",

"eventName":"DescribePermissionsPolicies",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_11_6)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",

"requestParameters":{
"permissionSetId":"ps-79a0dde74b95ed@5"

},

"responseElements":null,

"requestID":"319ac6al-d556-11e7-a34f-69a333106015",

"eventID":"a93a952b-13dd-4ae5-a156-d3ad6220b071",
"readOnly":true,

"resources":[

1,
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

AR RBIERT Amazon Web Services 18] [ TP R EERRLAF (bobsmith@example.com) ##4ER
CloudTrail BE%H8

"Records": [
{

"eventVersion":"1.05",

"userIdentity":{
"type":"Unknown",
"principalld":"example.com//

S-1-5-21-1122334455-3652759393-4233131409-1126",
"accountId":"111122223333",
"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84775435",

"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"

}I

"credentialId" : "cdee2490-82ed-43b3-96ee-b75fbf@b97a5"
},
"eventTime":"2017-11-29T18:48:287",
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"eventSource":"sso.amazonaws.com",

"eventName":"ListApplications",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"requestID":"deb6c@435-ce4b-49c7-9bcc-bc5ed631ceds”,

"eventID":"e6elf3df-9528-4c6d-a877-6b2b895d1f91",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

LT RBIERT IAM Identity Center OIDC R EEMRL R (bobsmith@example.com) & 1EH
CloudTrail BE%H :

"eventVersion": "1.05",
"userIdentity": {
"type": "Unknown",
"principalld": "example.com//S-1-5-21-1122334455-3652759393-4233131409-1126",
"accountId": "111122223333",
"userName": "bobsmitheexample.com",
"onBehalfOof": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84775435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"

},
"credentialId" : "cdee2490-82ed-43b3-96ee-b75fbf@b97a5"
},
"eventTime": "2020-06-16T01:31:15Z2",
"eventSource": '"sso.amazonaws.com",
"eventName": "CreateToken",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",
"requestParameters": {
"clientId": "clientidl234example",
"clientSecret": "HIDDEN_DUE_TO_SECURITY_REASONS",
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"grantType": "urn:ietf:params:oauth:grant-type:device_code",
"deviceCode": "devicecodel234example"
1,
"responseElements": {
"accessToken": "HIDDEN_DUE_TO_SECURITY_REASONS",
"tokenType": "Bearer",
"expiresIn": 28800,
"refreshToken": "HIDDEN_DUE_TO_SECURITY_REASONS",
"idToken": "HIDDEN_DUE_TO_SECURITY_REASONS"
1,
"eventID": "0@9a6ela9-50e5-45c0-9f08-e6ef5089b262",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "IdentityStoreId",
"ARN": "d-1234567890"
}
1,

"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

T #% 1AM Identity Center & FE4

Amazon CloudTrail i23%Ff& IAM Identity Center B RAKIIMAMEZEHN, BT ZBFEEIERIE
BERARASL , IAM Identity Centity Centity ( AD E3Z85 5 Amazon Managed Microsoft AD ) RiR#Y
SHAEBARTAFBREERILIAARREZNHROEMERSENH | URZBEZUERIEERHR
. REEAFPERMELENZILERARE , ARF2%% , XS HI2H UserAuthentication
=4,

TRBIRTEA IAM Identity Center &5 CloudTrail E4&#. ERARURNTE S RAER .

EH/EWR SEBI B W SHRAERM%
CredentialChallenge FAFEA IAM Identity Center Z#l IAM Identity Center FA F°

EERAFBREENSEIER  Amazon Managed Microsoft
WHIEEFEM Credentia AD

1Type ( fla1 PASSWORD

=% TOTP ) »
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SRENATEZRENESFEZREZSHRIE (MFA), FIHRIEALSH=ZIEA CloudTrail
BN, AURD B HRIENFSIUserAuthenticationdE R, BB EHRIIRIXAKASSEHEM
CloudTrail &4 , E# IAM Identity Center 2 E#T &k fiCredentialChallenge M & MK IUE
MFA (IREA ) SHRKIL.

FEBRFRELIEEH CreateUser AP| BB 8l Z# 1AM Identity Center B P i — R £ 2215
(OTP) BEMER. WHRHHNEUSREN “EMAIL_OTP",

MR 1a, 2a M8 ABRMBREBERRBER THEFARIELEFTNEESR , Hh SAML S

B SRR REM | B IAM Id entity Center 33 , 2R KD , M4 K. UserAuthenticationlAM
|dentity Center T &ESE 3 — 7 RiAANE MFA BEHRIEFS , RANSEKS S RREEARME
A& 5 RRIE,

B FEH CloudTraillFHI A, B

FRINEF IAM BHFOAF |, IAM Identity Center #i&fEadditionalEventDatatE T A K H —
RUserNameF . U TIRERTEENNANERSEH , URATREXEXMHBERINEZYE. SAFRE
xkbF, REER—NREATLKIL,

* CredentialChallenge

« {RfCredentialTypey “PASSWORD” — 5&F T A Amazon Directory Service Tt 17253 & 17
¥ F IAM Identity Center B %o

« Wh CredentialType e EMAIL_OTP n 3 “ — {UiEMA FCreateUseri®X API AACIEM A
BRZ2RER , A EZAFWE —RMEBTERAZBEBEER—IXNER. IAM Identity Center
BHx

 UserAuthentication

« {ARfCredentialTypey “EXTERNAL_IDP” — ERA FEAIED IdP #1THHRKIL,

B Ihi#t 1T B RIEMUserName BN AR :

- MBMHEENSE P B |, ZESTFE AR SAM nameID L IS HE, HEZFTFHHUserNameF
E% IAM Identity Center B .

- HHHIRAE IAM Identity Center B% , KHHWEZET1ZE XHP M UserNameFE,

- Y HHBENET Amazon Directory Service , X HWESTRAFESHARITHE M AN AE
F&. flan , HEAFBANAF L Manyuser@company . com, 31T & 4% 1iF
anyuseranyuser@company.com , E&#ER Fcompany.com/anyuser , # AWEHF
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® Note

BB WEFEAuserIdfMidentityStoreArnKiRE IAM &3 H 4 CloudTrail EH4EE
WAF. MREEFEEFEAZuserNameF & , RINBWEEHAadditionalEventDatait
FuserName FHHMFE , B RMFEHZuserIdentitytE T HuserNameFER,

BXxUMMEAZUserName ZERNEZER , FSHE |IAM Identity Center FH\EE F 2 B <B A,

IAM Identity Center ZFi7 SH ROIEH
UTFREIERTERTARAZEFZEMNTE CloudTrail E#F5,
£

s RERAEZBHITHEHRIERNAKIZZR
BEABEMIRERHTSORIENKIIER

FRZEEMN TOTP SHRIISFNARFHITEHRIENKRINER
FRABEHRITSORIEHFTERG MFA EMETKIhER
REAZEBHITHHRIENBREK

R GE A B R 1T S D WL BD AT B2 B 5%
LTS AR T XN AR 2h & R iy R Bl

CredentialChallenge ( %8 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
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+
"credentialld" : "8f761lcae-883d-4a3d-af67-3abf46488f71"

},

"eventTime":"2020-12-07T20:33:582",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialChallenge",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a01l-a524-de21df59fd83",
"UserName":"bobsmithe@example.com",
"CredentialType" :"PASSWORD"

},

"requestID":"5Sbe44ffb-6946-4f47-acaf-1ladebd4afead”,

"eventID":"27ea7725-c1fd-4355-bdba-d0e628e0e604",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"serviceEventDetails":{
"CredentialChallenge":"Success"

FX2h CredentialVerification ( %% )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arl.]II : mn
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmitheexample.com",
"onBehalfOof": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
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},

"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
},
"eventTime":"2020-12-07T20:34:092",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a01l-a524-de21df59fd83",
"CredentialType" :"PASSWORD"

I

"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",

"eventID":"c49640f6-0c8a-43d3-a6e0-900e3bb188d4",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialVerification":"Success"

X Ih UserAuthentication ( {XPRZFE )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arl.]II : mn
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmitheexample.com",
"onBehalfOof": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",

"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/

d-1234567890"
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+
"credentialld" : "8f761lcae-883d-4a3d-af67-3abf46488f71"

},

"eventTime":"2020-12-07T20:34:092",

"eventSource":"signin.amazonaws.com",

"eventName":"UserAuthentication",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a01l-a524-de21df59fd83",
"LoginTo":"https://d-1234567890.awsapps.com/start/?
state=QV1BQmVGMHFiS@wzW1lp1lSFgrR25BRNFobU5nQU1lnQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
BshlIc50BAA6ftz73M6LsfLWD1fOxvi02K3wet9461C30f_iwWdilx-
zv__4pSHf7mcUIs&wdc_csrf_token=srAzW1jK4GPYYoR452ruZ38DxEsDY9x81qltVRSnno5pUjISvP7TqziOLiBLBUSX
east-1",

"CredentialType" :"PASSWORD"

},

"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",

"eventID":"e959a95a-2b33-478d-906c-4fe303e8a9f1",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{

"UserAuthentication":"Success"

BN & 0 IR e 1T B A RIER B ITh B R
UTE4FYHRT ERANT S HRMEEET SAML U 1T 5 4 W IE A BRI B R R 61,
X2 UserAuthentication ( AR &P 1R RS )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",
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arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
I
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

I

"eventTime":"2020-12-07T20:34:09Z2",

"eventSource":"signin.amazonaws.com",

"eventName":"UserAuthentication",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responsekElements":null,
"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a0@1-a524-de21df59fd83",
"LoginTo":"https://d-1234567890.awsapps.com/start/?
state=QV1BQmVGMHFiS@wzW1lp1lSFgrR25BRnFobU5nQU1lnQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
BshlIc50BAA6Ttz73M6LsTLWD1fOxvi02K3wet9461C30f_iWdilx-
zv__4pSHf7mcUIs&wdc_csrf_token=srAzW1jK4GPYYoR452ruZ38DxEsDY9x81qltVRSnno5pUjISvP7Tqzi0LiBLBUSKX
east-1",

"CredentialType" :"EXTERNAL_IDP",

"UserName": "bobsmitheexample.com"

},

"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",

"eventID":"e959a95a-2b33-478d-906c-4fe303e8a9f1",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{

"UserAuthentication":"Success"
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CredentialChallenge ( 15 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {

"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/

d-1234567890"
Iy

"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

I
"eventTime":"2020-12-08T20:40:13Z2",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,
"responseElements":null,
"additionalEventData":{

"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3ach790729",

"CredentialType":"PASSWORD",

"UserName" :"bobsmith@example.com"
I
"requestID":"e454ea66-1027-4d00-9912-09c0589649el1",
"eventID":"d89cc@b5-a23a-4b88-843a3-89329aeaef2e",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",

AppleWebKit/537.36
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"serviceEventDetails":{
"CredentialChallenge":"Success"

FX X CredentialVerification ( 245 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
.
"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

b

"eventTime":"2020-12-08T20:40:207",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialVerification",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType" :"PASSWORD"

},

"requestID":"92c4ac90-0d9b-452d-95d5-728487612f5e",

"eventID":"4533fd49-6669-4d0b-b272-a0b2139309a8",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",
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"serviceEventDetails":{
"CredentialVerification":"Success"

CredentialChallenge ( TOTP )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
.
"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

.
"eventTime":"2020-12-08T20:40:207",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType":"TOTP"
},
"requestID":"92c4ac90-0d9b-452d-95d5-728487612f5e",
"eventID":"29202f08-f240-40cc-b789-cOcea8a27847",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
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"serviceEventDetails":{
"CredentialChallenge":"Success"

B Ih CredentialVerification (TOTP)

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
.
"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

},
"eventTime":"2020-12-08T20:40:277",

"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType":"TOTP"
},
"requestID":"c40a691f-eebl-4352-b286-5e909f96f318",
"eventID":"e889ffld-fcaf-454f-805d-7132cf2362a4",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
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"serviceEventDetails":{
"CredentialVerification":"Success"

X2 UserAuthentication ( 2% + TOTP)

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

Ilarnll:llll’
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
b
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
b
"eventTime":"2020-12-08T20:40:272",
"eventSource":"signin.amazonaws.com",
"eventName":"UserAuthentication",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"303486b5-fcel-4d59-bald-eb3ach790729",
"LoginTo":"https://d-1234567890.awsapps.com/start/?state
\u003dQVv1BQmVLeFhWeDRmZFImMmxHcWYwdzhZck5RQU1nQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
\u0@026auth_code
\u@03d11FirlmCVI-4Y5UY6RI1QUCXVRePCHd6195xvYglrwolPj7B-7UGIGlYUUVe31Nkzd7ihxKn6DMdnFf0@108qc3RF
Sx-pjBXKG_jUcvBk_UILdGytV401u97h42B-
TA_6uwdmliwldcCz_Rv44d_BSOPkulW-5LV]IyloeP1HOFPPMeheyuk5Uy48d50f9-c\u0026wdc_csrf_token
\u@0@3dNMluis4sguoVnxRdOqu2tYIIdyyFPX6SDRNTspIScfMMOAgFbholnvvCaxPTghHbgHCRIXdffFtzHOsL1ow419Bobr
\u00260rganization\u@03dd-9067230c03\u0026region\u@@3dus-east-1",
"CredentialType" :"PASSWORD, TOTP"
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},
"requestID":"c40a691f-eebl-4352-b286-5e909f96f318",
"eventID":"7a8c8725-db2f-488d-a43e-788dc6c73a4a",
"readOnly":false,

"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{

"UserAuthentication":"Success"

£ AT H ORI H FERS MFA MR &R
UTEHFIRHIRT RO ERBBERN RS , BERAFFEREETHEZZAKIEMN MFA 8%

CredentialChallenge ( Z#3 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

"aIn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
I
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
I
"eventTime":"2020-12-09T01:24:0272",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
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"additionalEventData":{
"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
"CredentialType":"PASSWORD",
"UserName":"bobsmitheexample.com"

},

"requestID":"321f4b13-42b5-4005-a0f7-826cad26d159",

"eventID":"8c707b0f-e45a-4a9c-bee2-ff68638d2f1b",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialChallenge":"Success"

B Zh CredentialVerification ( ZH3 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

Ilarnll:llll’
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmitheexample.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
b
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
b
"eventTime":"2020-12-09T01:24:09Z2",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
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"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
"CredentialType" :"PASSWORD"

},

"requestID":"12b57efa-0a92-4479-91a3-5b6641817c21",

"eventID":"783b0c89-7142-4942-8b84-6ee@delb992e",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialVerification":"Success"

B UserAuthentication ( EEZ + MFA JEAf )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmitheexample.com",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
b
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
b
"eventTime":"2020-12-09T01:24:142",
"eventSource":"signin.amazonaws.com",
"eventName":"UserAuthentication",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
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"responseElements":null,
"additionalEventData":{
"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
"LoginTo":"https://d-1234567890.awsapps.com/start/?state
\u003dQV1BQmVGQ3VqdHF5aW9CUDdrNXRTVTIUaWNNQU1NQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
\u@026auth_code
\u003d11eZ80S_maUsZ7ABETjeQhyWfvIHYz52rgR28sYAKN1oEk2GO7czrwzXVEOHL1IN2K9De8LYyBEV83SFeDQf rWpkwXf
FJyJgkoGrt_w6rm_MpAnQuyrVq8udY EgU3fhOL3QWvWiquYnDPMyPmmy_qkZgR9rz_ BI
\u@026wdc_csrf_token
\u003dJIih9U6205LQDtYLNqCK8a6xj@gIg5BRWG2tb175y8vAmwZhAqrgrgbxXat2M646UZGp93krw7WYQAHIgi50YI9QSc
\u003dd-9067230c03\u@026region\u@@3dus-east-1",
"CredentialType" :"PASSWORD",
"DeviceEnrollmentRequired":"true"
.
"requestID":"74d24604-a365-4237-8c4a-350795494b92",
"eventID":"al5bf257-7f37-46c0-b67c-fea5fablebbe",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"UserAuthentication":"Success"

RIEAZBITH DRI Z R KK
LT E4FHEIR T BB EF KM R

CredentialChallenge ( &1 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmith@example.com",

I,
"eventTime":"2020-12-08T18:56:15Z2",
"eventSource":"signin.amazonaws.com",
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"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responsekElements":null,
"additionalEventData":{

"AuthWorkflowID":"adbf67c4-8188-4e2b-8527-fe539e328fa7",

"CredentialType" :"PASSWORD",

"UserName" :"bobsmith@example.com"
I
"requestID":"f54848ea-blaa-402f-bf@d-a54561a2ffcc",
"eventID":"d96f1d6c-dbd9-4a0b-9a45-6a2b66078c78",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{

"CredentialChallenge":"Success"

%M CredentialVerification ( Z#3 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"bobsmitheexample.com",

1,
"eventTime":"2020-12-08T18:56:217",

"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
n n

"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
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"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"adbf67c4-8188-4e2b-8527-fe539e328fa7",
"CredentialType" :"PASSWORD"

I

"requestID":"0Q4528c82-a678-4alf-a56d-ea2c6445a72a",

"eventID":"9160fe06-fc2a-474f-9b78-000ee067a09d",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialVerification":"Failure"

}

{5 Amazon CloudTrailid 3% IAM Identity Center SCIM API &

IAM Identity Center SCIM & Amazon CloudTrail £/ , EEWRERAF. A XENRER

%o, Amazon Web Services fR%5 CloudTrail ¥ SCIM B API AABIRIEHN., FRKENESR
CloudTrail , BRI AW EFMERBENEXEE. BENBHNRE, HRS%% , EF, ETHREZE
B CloudTrail , {52 {Amazon CloudTrail HF1E®E) -

® Note

CloudTrail FE{& 812K Amazon Web Services Ik Bt S EHNKS LB A, BURENS
BR1E 2024 £ 9 A2 RN , WA REEERRIGE S , TEEEFFRKE SCIM HWEH,
BXREZEE , BSR RRipR S,

SCIM XA TREIEFR A F CloudTrail :

 CreateGroup

* CreateUser

DeleteGroup
DeleteUser

+ GetGroup
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/creategroup.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/createuser.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/deletegroup.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/deleteuser.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/getgroup.html

Amazon IAM Identity Center ArfEm
» GetSchema
» GetUser
+ ListGroups
» ListResourceTypes
» ListSchemas
» ListUsers
+ PatchGroup
» PatchUser
* PutUser
» ServiceProviderConfig
5l
LA 2 CloudTrail E4 885 R,
B 1: RIWAA CreateUser AN EH,
"eventVersion": "1.10",
"userIdentity": {
"type": "WebIdentityUser",
"accountId": "123456789012",
"accessKeyId": "xxxx"
.
"eventTime": "xxxx",
"eventSource": "identitystore-scim.amazonaws.com",
"eventName": "CreateUser",
"awsRegion": "us-east-1",
"sourceIPAddress": "XX.XXX.XXX.XXX",
"userAgent": "Go-http-client/2.0",
"requestParameters": {
"httpBody": {
"displayName": "HIDDEN_DUE_TO_SECURITY_REASONS",
"schemas" : [
"urn:ietf:params:scim:schemas:core:2.0:User"
1,
"name": {
"familyName": "HIDDEN_DUE_TO_SECURITY_REASONS",
""givenName": "HIDDEN_DUE_TO_SECURITY_REASONS"
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https://docs.amazonaws.cn/singlesignon/latest/developerguide/getschema.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/getuser.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/listgroups.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/listresourcetypes.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/listschemas.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/listusers.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/patchgroup.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/patchuser.html
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}I

"active": true,
"userName": "HIDDEN_DUE_TO_SECURITY_REASONS"

.
"tenantId": "xxxx"
.
"responseElements": {
"meta" : {
"created" : "Oct 10, 2024, 1:23:45 PM",
"lastModified" : "Oct 1@, 2024, 1:23:45 PM",
"resourceType" : "User"
.
"displayName" : "HIDDEN_DUE_TO_SECURITY_REASONS",
"schemas" : [
"urn:ietf:params:scim:schemas:core:2.0:User"
1,
"name": {
"familyName": "HIDDEN_DUE_TO_SECURITY_REASONS",
""givenName": "HIDDEN_DUE_TO_SECURITY_REASONS"
.
"active": true,
"id" : "c4488478-a0el-700e-3d75-96c6bb641596",
"userName": "HIDDEN_DUE_TO_SECURITY_REASONS"
.
"requestID": "xxxx'",
"eventID": "xxxx",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"

w2 BFHROBEERELEH Missing path in PATCH request 48

E A

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",

PatchGroup #H
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"accountId": "123456789012",
"accessKeyId": "xxxx"
},
"eventTime": "xxxx'",
"eventSource": "identitystore-scim.amazonaws.com",
"eventName": "PatchGroup",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXx'",
"userAgent": "Go-http-client/2.0",
"errorCode": "ValidationException",
"errorMessage": "Missing path in PATCH request",
"requestParameters": {
"httpBody": {
"operations": [
{
"op": "REMOVE",
"value": "HIDDEN_DUE_TO_SECURITY_REASONS"
}
1,
"schemas": [
"HIDDEN_DUE_TO_SECURITY_REASONS"
]
},
"tenantId": "xxxx",
"id": "xxxx"
.
"responseElements": null,
"requestID": "xxxx",
"eventID": "xxxx",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"

M3 ATHEEEEZRVENEANEN , 25 HDuplicate GroupDisplayNamefRiRiEE

BCreateGroup A MEH,
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"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "123456789012",

"accessKeyId": "xxxx"
.
"eventTime": "xxxx",
"eventSource": "identitystore-scim.amazonaws.com",
"eventName": "CreateGroup",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "Go-http-client/2.0",
"errorCode": "ConflictException",
"errorMessage": "Duplicate GroupDisplayName",
"requestParameters": {
"httpBody": {
"displayName": "HIDDEN_DUE_TO_SECURITY_REASONS"
.
"tenantId": "xxxx"
.
"responseElements": null,
"requestID": "xxxx",
"eventID": "xxxx",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"

Rl 4 £5B List attribute emails exceeds allowed limit of 1 error 4&i
PatchUser AN ENH, AP REEE —/N B FHbfibut,

{
"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "123456789012",
"accessKeyId": "xxxx"
},
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"eventTime": "xxxx",
"eventSource": "identitystore-scim.amazonaws.com",
"eventName": "PatchUser",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "Go-http-client/2.0",
"errorCode": "ValidationException",
"errorMessage": "List attribute emails exceeds allowed limit of 1",
"requestParameters": {
"httpBody": {
"operations": [
{

op": "REPLACE",
"path": "emails",
"value": "HIDDEN_DUE_TO_SECURITY_REASONS"
}
1,
"schemas": [
"HIDDEN_DUE_TO_SECURITY_REASONS"
]
},
"tenantId": "xxxx",
"id": "xxxx"
.
"responseElements": null,
"requestID": "xxxx",
"eventID": "xxxx",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"
}
}
NEREE

AR R T HETE |IAM Identity Center SCIM API A CloudTrail WE4HRKRFINELRIEHERER

+ List attribute email exceeds allowed limit of 1

» List attribute addresses allowed limit of 1
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» 1 validation errors detected: Value at ""name.familyName™ failed to satisfy constraint: Member must
satisfy regular expression pattern: [\\p{L\p{MPNp{SI\\p{NN\\p{P\t\\n\\r ]+

2 validation errors detected: Value at 'name.familyName' failed to satisfy constraint: Member must
have length greater than or equal to 1; Value at 'name.familyName' failed to satisfy constraint:
Member must satisfy regular expression pattern: \p{L\p{MMNp{SN\\p{NN\\p{PA\t\n\\r ]+

+ 2 validation errors detected: Value at
'urn:ietf:params:scim:schemas:extension:enterprise:2.0:User.manager.value' failed
to satisfy constraint: Member must have length greater than or equal to 1; Value at
'urn:ietf:params:scim:schemas:extension:enterprise:2.0:User.manager.value' failed to satisfy
constraint: Member must satisfy regular expression pattern: [\p{LN\p{MPMp{SP\p{N\\p{PA\t\n\\r ]+",

- KRB/ JSON RequestBody

* Invalid Filter format

A< |IAM Identity Center SCIM i & BHENEZELR |, 1535 Amazon Web Services re:Post
XE,

R ARERFHAHE Amazon EventBridge

&7 LAFF IAM Identity Center 5 A mazon 55X , EventBridge A5 X Bz EBBHNEN , HERHA
B3 THERZELNE R CloudTrail B4 IZRMRTE IAM &4 0RE,

f5lan | &7 LA B EventBridge AL kA& M FA 7= 107 5t BR B2 FA 72 7 28 IAM Identity Center {75 61 2
B, BEENVAS , BLUXEEHEHE Amazon SNS EFUABE A EE H HEA Amazon
LambdaStep Fun ctions =X & . EventBridge 32 ) Bk &5 8 AEA W B 31k

iERAEER AD EFEiR

&R LA G A AT ELE Active Directory ( AD ) RIZELER HEiERINeE , AABERIERSIEF IEE
REMEIREXEENEE, FAXERE , Sa4EAEE AD L EEFEEE , £8 R
KEUEHE, 8B Amazon S3 FEMEH Firehose XIFMIEBIK = &% , B LAY CloudWatch A& K%
B| Amazon Logs HE4, Amazon Simple Storage Service ( Amazon S3 ) 1Zf& 5 Amazon Data
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https://repost.aws//knowledge-center/iam-identity-center-provision
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-rules.html
https://docs.amazonaws.cn/step-functions/latest/dg/connect-eventbridge.html
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
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https://www.amazonaws.cn/cloudwatch/pricing/
https://www.amazonaws.cn/cloudwatch/pricing/
https://www.amazonaws.cn/cloudwatch/pricing/#Vended_Logs
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error_message

BEARMREBRRNEAEEN —FHEE.

sync_source

EXREREENPRESEZEHNME, 3 1AM Identity Center TS , iIX 238 H Amazon Directory
Service B Active Directory (AD ) , RIZRIEZEME ZHFH ARN,

sync_target

EX BRI EREFEIANEFRE, X IAM Identity Center ME , X255 P, BFEira
RN S5 7% ARN,

source_entity_id

S BB RNEHME—FRRRF, X IAM Identity Center TS , X 235468 SID,

source_entity_type

SHERNESHRE, ZERTLAR USER 3 GROUP,

eventTimestamp

EiRHIA R E,

AEE AD L H#Hix B E =B

Rl 1 AD BREBYHNHERAE

{
"sync_profile_name": "EXAMPLE-PROFILE-NAME",
"error" : {
"error_code": "InvalidDirectoryCredentials",
"error_message": "The password for your AD directory has expired. Please reset
the password to allow Identity Sync to access the directory."”
b
"sync_source": {
"arn": "arn:aws:ds:us-east-1:123456789:directory/d-123456",
"domain": "EXAMPLE.com"
b
"eventTimestamp": "1683355579981"
}

EXTEEN AD BFHix 393



Amazon IAM Identity Center ArfEm

w2 AFRAPETHE-BEIRAE

{
"sync_profile_name": "EXAMPLE-PROFILE-NAME",
"error" : {
"error_code": "ConflictError",
"error_message": "The source entity has a username conflict with the sync
target. Please verify that the source identity has a unique username in the target."
1,
"sync_source": {
"arn": "arn:aws:ds:us-east-1:111122223333:directory/d-123456",
"domain": "EXAMPLE.com"
1,
"sync_target": {
"arn": "arn:aws:identitystore::111122223333:identitystore/d-123456"
I
"source_entity_id": "SID-1234",
"source_entity_type": "USER",
"eventTimestamp": "1683355579981"
}
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= 7 ##485% Amazon IAM Identity Center RN EZEL , BSRBE MR ITAXEIT R,

IAM Identity Center BV E R iIZEZ £

ER —IREE R RS Amazon IAM Identity Center , 3% Amazon £ EREZ R, BHX Amazon &
2 RF UKW Amazon RFEMIZENEER , HSRAmazon =42, ERBEMEHREZSHKES
ERIZIT R Amazon B | 55 (R M HZEN Amazon TEMEZR) FHERIZ R

O] LAME A Amazon XY APl BB MG E IAM Identity Center, BFRAMTIFUTAR -

- RREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLMAERE (PFS) WHEIWEH , #lin DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 [ 4
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) R IFXLEER,

A, RIERFEREZES ID N5 IAM EERBRHUBZFRIBARITBERFITER. HEF , EALUEA
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NEIRAIFRZE Amazon IAM Identity Center

HRER—MBAENEMRE , BALLREBME Amazon BIRF , LETIRE, ALANERER. B
MrEEFR N

- FRE® (Bl , CostCenter, Environment = Project ) ., HERBAKET R 128 MNEH
BFRSKDE,

- FREME (B30, 111122223333 = Production ) . MEENRAKER R 256 NFEF , SHIE@
—EXSKNE, IEREHNERAZHFTHS , ERTHESHEIZE, EBRNSESERAET
FEREMER,

FRE A H B IR B I EEE Amazon BIR. F% Amazon BRSEXZ iR , B EAUARBETERS
HERSBEMERNRE , UEAXERR2EAN. S, EULUFHRNRE S EL IAM Identity
Center EHIFHFEMRE, BXRIFCKBNEZESR , 52 HAmazon Web Services —Z# 15
I HIFRIE Amazon IR RFRIC RESRE,

BRTEARZIRE, ALMEREREH Amazon BIRI | BIEATLER 1AM REE IR KA B2 &
WANEEENBERASZRE, ETHREXEAGZIEFGRNBEHNESZER , 56 IAM AFE
AP EAREESX Amazon BIRE RN, Fla , &8 LAY AP EE 1AM Identity Center £
BR& , {E81ER =2 IAM Identity Center REREEBFFTHZAF BMHEM owner 7%,

BRI ENATNRE, BIEFRER AT IAM Identity Center £ A2 MR A€ Amazon
Web Services I, ZRELAER IAM S #0332 %| & Amazon CLI 2 IAM B4 H 0 APls AIXPRER
. REEMBRIRE

LA #2248 5% IAM Identity Center iRENEZE L,
E&A

- FREPRF

« f£/ IAM Identity Center 24| & EEIRE

« Amazon CLI ¥
« ff IAM Identity Center AP| EIERE

PR BR I

LA EABR$IE A F IAM Identity Center &R LR -
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- BRREKERN 128 4 Unicode FFFo

- RREKENRN 256 4 Unicode F&o

- MERNENBERFHN .

a-z, A-Z, 0-9, ZIRHAUTER: _, /=+-A @
- BNEXD KNE,
« BREMA aws: IFRARBIBIE ; ©HREHH Amazon FH

£ IAM Identity Center & A EEIRE

A LAE A 1AM Identity Center #EI &R0, 4r%E R BR 528 KO RN PR BRI AR
EE |AM Identity Center 25| & IR EIRZ

1. $TF 1AM Identity Center &l &

2. EBRNRE.

3. EREELEEENIRSNNRENE .

4. ENRFRETMFENFRET , MITUTHREZ— , RARRERITT—F .

a. WMREAENRESEIRE , BRBRETRS,
b. MEXENESEAUNRE | FEREBEFINRZL,
5. XNTFE|ANFHRE , ERBNE (Wit ) IPRAE. TG, ERREFER.

EHIBRIRZ |, 1F1E EMIBREVIRZ 5518 B9 M BR 5 AP £ Xo
EEHE |AM |dentity Center SEHIIPRE

1. 3TFF IAM Identity Center &l & o

2. ERRE.

3. EEHFRZETF,

4. WNFBARZ , ZBNE (L ) FRPRBAE. TG, ERRNFIRZIEE.

EBRIE | FREEBRNIREZHBERRY.,
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RAriEmE

Amazon CLI 5]+

Amazon CLI Rt T AT A TEE D EANRENIRZEN T,
palli W7o

FEAUT S HRE S EAENIRE,

Example tag-resource fRERS

£/ sso mPEHRM tag-resource FRZEDELANIRE :

aws sso-admin tag-resource \
--instance-arn sso-instance-arn \
--resource-arn sso-resource-arn \
--tags Stage=Test

vV V V &

W SEEUTSH

« instance-arn——FFEHETIETERAEMN IAM Identity Center SEI#9 Amazon BIREBF: (ARN),

« resource-arn—EFEHHFREMWEIRA ARN,
 tags - FREWREX.

BE-ROBEZIME , BTUESTRNIRFEREEE]

$ aws sso-admin tag-resource \
> --instance-arn sso-instance-arn \
> --resource-arn sso-resource-arn \
> --tags Stage=Test,CostCenter=80432,0wner=SysEng
— A
EERL

ERAUTHREEEE S BRATRENITE,

Example 1ist-tags-for-resource fNREH T

FH sso MPEHMW list-tags-for-resource EF LB

$ aws sso-admin list-tags-for-resource --resource-arn Sso-resource-arn

LEREAIRE

Amazon CLI ¥
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i BRAR

{52 A3 LA a5 5 AR BR &= R I BRAR 25

Example untag-resource X RERS

BEE sso mHEFMFEA untag-resource MXREFRIBRIFE :

aws sso-admin untag-resource \

--instance-arn sso-instance-arn \
--resource-arn sso-resource-arn \
--tag-keys Stage CostCenter Owner

vV V V &

XTF --tag-keys ¥ , EE—IMRSMrER , EFTEHEHE,
BN BREE N N AR E
EOENRENEAUTH T ERFE,

Example cxreate-permission-set i S A RIRE

£ create-permission-set R RIENRERN , JUUBEE --tags SHIEERZ .

aws sso-admin create-permission-set \
--instance-arn sso-instance-arn \

--name permission=set-name \

--tags Stage=Test, CostCenter=80432,0wner=SysEng

vV V V &

£ IAM Identity Center APl BIBFRZ
FEALT APl BEXR DB, &EFMMIBRIXBREDR IAM Identity Center SEIRIFRE

« TagResource
ListTagsForResource

» UntagResource

* CreatePermissionSet

* Createlnstance
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¥ Amazon CLI 5 IAM B H 0 ER

Amazon iR {TRE (CLI) 2 2 k5 1AM B LHEREL T EZIE, FAARTUERBEEH
F % IAM Identity Center 9 Active Directory 5 IAM B3R OEIFEEE SR |, F 52 B A A8k
FHMA, Amazon CLI 0 , B G fF IAM Identity Center Bt &7 £ Active Directory 3 1T & 131
iEfE , FRARABAERE Active Directory ZiE Amazon CLI E#& %,

Amazon 5 IAM B0/ CLI ERREB U T4 :

« B A Amazon Directory Servicef IAM Identity Center #E3ZZI|H Active Directory , b A BAiE
HEF X AR EARE IAM Identity Center 5% Active Directory B & UEH 1T & %,

o FFRARAEM CLI ZFLUINR T [FEE

« FFRAR TS H A E 2 B 5 R R AT K = M B @ F E ez BT %R,

« FRARALE CLI BEEFBEHERNREFHEACEREXM , F7E CLI 5| BEMNAEM R
FRAEREITHET.

- CLI Bz EREHRIE , RItTARARTUTEMEREERHEEE CLI |, FSTRINEEST
RIS,

WA Amazon CLI & IAM B3 A UEERR

EF A Amazon CLI 5 IAM B FLHER |, E T8, REMBE Amazon Command Line Interface
MR 2, BRI TEH Amazon CLI 5 IAM SR OERNFEMAL TR , S HAmazon Command
Line Interface A FIEE M ELE Amazon CLI BAER 1AM 547 D

W{AF Amazon CLI 5 1AM B3 0 ERL 402
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Amazon Web Services Management Console FAE 15 [R5E =

E W

MRIEHH LA EH Amazon Web Services Management Console A8 7[RI ZhEE |, NI R & B P
wn{ar & % IAM Identity Center,

VPC LinT SR RHEEFEREEH A , XS IEEH AP &S Amazon Web Services K~ 4]
TRiFR, BXREZER , 5/ (Amazon Web Services Management Console Getting Started
Guide) # Y Amazon Web Services Management Console Private Access,

VPC K7 SR IEEF IAM 54 F 0

BEYEE , FH VPC KinT SO LEER IAM BHF 0. HAFELEN VPC AHTREREE
EiEH A, MeREXMER. FEFRTULEDZF IAM Identity Center , AP A A Hik M
=& VPC xR & Amazon o
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RAriEmE

IAM I|dentity Center A &Y B¢ &1 F BR &

TRERT IAM Identity Center NV ECE. BHEMBERSAKRBERKFREREERAKS, . Eif

INECER | SR ESRIE A,

(® Note

MBEFWAEREIE 50,000 MAEF, 10,000 MNEEA 500 MURE |, RMNBWIESER Amazon
CLI #1 APIs E# IAM B35, BX CLINEZEER |, 155 & Amazon CLI 5 IAM &4

FOERK. BXEZEE APIs , BSENILRE IAM B0 APl 52,

R R 2 Fr BL &
B SRAR R

RZIZMRS SAML IE B X 2KB
K/ (XA PEM #3)

SAML B S BR &l 50000 NEHF

%) IAM Identity Center 89 2500 (UTF-8) NEFF
|dP i $ /9 324 K/ PRl

BAONARFNGRSEE 25

Amazon Web Services Kk it #i

=R ARIABCE

IAM Identity Center & fo 1 #Y 2000
NIREEH

BAARTWEEENREHE 500
Amazon Web Services i F°

RES B 0

a

7|

AEZS B H0

=
=

=
=

NARFES
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RIR
BMRES AR BR R B

BINBRER Amazon EEXR
BAEFEERERE

BIMURES FABERKH R
AR

FA AR EHN IAM &
( XPREE ) WWEE Amazon
Web Services M~

AFiEm
S SN BEA T8N
1 &
20" &
32,768 £, &

BAONRENNERRBE P IEZ
BFRFHHZRAKRNDA 10,240 F
o

1

7|

'Amazon Identity and Access Management (IAM) ABANEGBIRE 10 MNEEERNESR. SFHL
FLEN , i57E Service Quotas Z#I& PRI EBNEZBENEE Amazon Web Services Ik K ith 5 15 18
DNz 1AM AR IAM B8 E SRR,

@ Note

Amazon Web Services Ik~ {FHMNPREEE Amazon Web Services IKF /ER8 IAM B &3 1T

BE K REERFEHINE IAM B Amazon Web Services Ik~ , HILESE IAM B, x5
IAM B XxBKNETMNEZER |, 155 IAM F STS B,

Active Directory Bt

IR

BRI AR EE R RXH

/I
=
=28

AR IABCE REZ B AN
1 )

Active Directory Bt &1
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IAM |dentity Center & 13 7Zfi% Bi &1

TR FRIAELE BEA 18N
IAM Identity Center & X Y 100000 =
AR
IAM Identity Center # 3 ##Y 100000 S
HE
ATA TG AR ME— 4 1000 )
HeE
IAM I|dentity Center 1757 FR %l
RIR B
IAM 513 #/2 APIs IAM Iden APIs tity Center BV BR &I N 8 20

ER5 (TPS), BAURRZFHFRFINERE
in. BYEKZECreateAccountAssignmentZEH
15 NARERNFHZ A , REIFTERS,

5377 APIs ldent@@ ity Store APIs BISERRR & E# 20
ERX5 (TPS), HAILRRZHRAILLERE
b,

SCIM APls SCIM APIs NESRFIZRANER 20 EX S

(TPS)o EAILAR R X #FZHILAE RN,
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H b g £
TR HRIAGLE AEA 18 0
A LAELiEH Amazon Web 3000 .3

Services ik SN HARERFEE

*k%*

MK H IAM Identity 1 &
Center 2 &2

AETHERMERY 10 -

*plan, SEESAELE 2750 MK/ A 250 MR ARR WS HEE 3000 MK M AERF.

** ProvisionPermissionSetAP| BE&Z A LA 3500 Amazon Web Services Ik /= #9i%
TIALL_PROVISIONED_ACCOUNTSREEPREE, MREFEFNRERE N AT 3500 Amazon
Web Services I , MATLAEA ProvisionPermissionSet APl #4#EHMAmazon_ACCOUNTIE
I , EN7E# 4 Amazon Web Services IKFRREFEBEZNRE, BRZALUERNIRIT =T

IProvisionPermissionSet,

HAbE
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HEZE |IAM Identity Center [A] 7R

UTARABUBEHETREDEA IAM Identity Center 12§ & AJEXBEIRY — L F W RI=,

£122 1AM Identity Center M P 32451 Bt H B0 Y (5] 25

f% IAM Identity Center Ik SEHIAT AT gE 2B E — LLPRF, RETTEES IAM Identity Center 2l
BRIEK/FES , ELEZBLZHFN Amazon RENARFWREFRRKIEKSEH , BEIENR
TR :

« Amazon Web Services X138, Amazon Web Services Ik EE =X EK A LFItEEHMb, 840
Amazon Web Services Ik X BR 8122 — 4 IAM Identity Center 35, BEERAZNARRF , Bk
F| Amazon Web Services Xig #H IAM B4 H0R6|0 |, SEIRESEE IAM B4 /0SS5 H9 K
Fo

« MRALTE 2023 F9 A 14 H2BIBA T IAM Identity Center , B & AJEE Bk 1Z /5 A IK 7 3241
BEIhee, BEENEBRAESE , EEEKF HES IAM Identity Center #2414 /5 F K 7 35451 6 2
INEE,

- BHEE R WRERIE T IRSIEEIREE | LRSI IAM Identity Center Ik P2 BRI B2, BEENEIE
REE , BENKFANE A EFTIRSD,

ZREFOHAEENS IAM Identity Center £&FERAN =N AR
5l ZR B W B£8R B B

LIRREE LiFsso: ListApplications{B R A FHAE IAM Identity Center BY , AR EU T Hix
APls, EEHRRE , LUFRRILEIR,

ZlListApplicationsfXBRZENZ/ APIs :

« ListApplications APl,
« —/NE |AM Identity Center #2 &I A FEHR ListApplicationProviders API LB A ER API,

NTHYHREERD , LkNE API IE B 2RINMEM ListApplicationProviders #®1,
EATAHE ListApplications API, BIELAEZB API , B REELFTMA—FKFER , AXKEL
ListApplicationProviders &E :

B2 IAM Identity Center Tk /= SE 451 s HH E §9 ] 73 408
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"Statement": [

{
"Effect": "Deny",
"Action": "sso:ListApplicationProviders",
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "sso:ListApplications",
"Resource": "<instanceArn>" // (or "*" for all instances)
}

EARTFRNE APl , BIE4 ListApplications , ZEXRBEEXR AW
ListApplicationProviders., MR KA AW , ListApplications API IR,

"Statement": [

{
"Effect": "Allow",
"Action": "sso:ListApplicationProviders",
"Resource": "*"

}

MIEHWBEREHG , HBKE Amazon Web Services ¥ UEUE L E3IEHE,

5 1AM Identity Center /2 SAML B S AA B x<H B &

% M5 E Amazon Web Services Ik [T 51R SAML M FAEFAS , IAM Identity Center 73 1AM
Identity Center S| FAIZH SAML Wi E ( @EXLEMSHPHEMY ) BEHET Web iR 4%,
Amazon Web Services E& & |IAM Identity Center £X K SAML BiSWFAELR , BERAUTIER.

1. &3 Amazon Web Services 1@,

2. ‘EBBFRIFRE , &I Shift @ , EEMENHNRAREREL , REWFT Shift &,

3. ®KEHN You are now in administrator mode (RY I FEEAER) WITELNEER, ERBIX
EESUENRSE  BEBRES XML, RAEFABTKUE Hibith s,

4. EREREE <BARF>SHE, ETUTHE X XARSIRERSE,

5 |AM Identity Center 81 SAML # E WA B XM [E&E 409
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® Note

BERREREENRERETERATZFH IR, BELE Windows 10 L Firefox, Chrome
F Edge JEEIXT S TIIT T Wi

BERFTZEMINES SCIM IR rERE25 El IAM Identity Center

MRSHRMEE (IdP ) BEEERNFEA SCIM B /A~ MEZS IAM Identity Center , MIEZEAFMEL =
RARER R ERT KM, XATEERHA IdP FHAFEES IAM Identity Center ERTHRB ., KREXH

1558 , IAM Identity Center SCIM APIs fHiREIfRIRE S , BEXN RIBRARRNLEE, BELE IdP
M BEED Ul PR ENXLEEREE, BT LE Amazon CloudTrail BEFRIBEXTEB XMW E S1¥
=R

B IAM Identity Center SCIM EHHELZEE. , LEAFLPNRNAE, AENTZRHSHREEN
3B , S (SCIM Developer Guide) ## IAM Identity Center SCIM Implementation Developer
Guide

UTRSHERNILANERRR :
1. IdP FHAFRRRD BT, ERA/FERE N
EIRHE RNEB 2 NRIELSIR B 'name. givenName ' REEH BAR : K57 AF0% 2 EN X

ERES N\ p LN p (MM p {SI\ p N\ p {NWt\ n\ n\ r] + ; "name.givenName ' Tc3EHRH
REMGWE : RANKEXTKRTRET 17

BRIE  NAPNRAMEF, ERMERER. A, FEER AP FRAFNRH SCIM
TAERFAEEN REFTEX LR TR IERE,

2. EEMAFRERNEMENSZME (BHRANSEEMR) . flI0, AFAIEEE IdP FENEET T
FRESBMRERESE K HEFSN B FERAHISEREL |, HEEWN IdP BEENEHEL Z
BHNZS N HEEE,

BIRHE  “FIREEemailsEE R FRIRS 17
« RRFEREM

i  EHIdP FAFNRH SCIM MBI RS , RRELERMENEME. Hlm, BERK
EEMNAF TERIESDARS,

BEAFPTENINES SCIM 1R FERE 5 Z IAM Identity Center 410
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i. MBADZEM AP PFRAFNRBREMEYN WA ABKREME , NAFNZE
HRE I HENME

i. MEAWEMBRESBTEEZEM Amazon , iHM IdP BN RE SCIM B EME H &
BRIZE MR BR ST,

3. ZWIdP EEZHBESNEMEHE B4R ( EAHIF R IAM Identity Center ) FEIAF. BATRIE
RAFPBELERN IAM Identity Center SEFIFF ZEE—# , RLBRFIEE username 67 A FIEE
HE R,

RRAE  BRER IdP FH SCIM BEEXFEAENEME IAM Identity Center HEY A 7 it
TIEEL, Hig0 , F 1dP HH username = userPrincipalName BRE1ZE| SCIM R A TR
ELZE] IAM Identity Center B userName B H 2 IEHE , HEARZLUBERE RS BRI ER,

ERANBESHRHETERN AN HNES A/ HAEIR

MRENBESBREE (1dP ) PTRER - HARTIEER IAM Identity Center E& & , FJaERE 7 SN ER
ldP AP SEREHE—NEME, EARSENAT IdP FRBILTHIRESR !

ELEEFTNEERR
BARSENATER FES R

« AR

« WIEEMFRANE IdP FHYEENEKE—E M , #£59 IAM Identity Center R ATE—HEM . NE
# IAM Identity Center P RATZES IdP A,

« AER?2
- BRHOEEREERMNAF , BIXLEE T IAM Identity Center A2 HE— K,

- flmn , BRIBRHEPE—NMNEBUTEMMN IAM Identity Center AF :
- FAF % : Jane Doe
o X FERHHAE : jane_doe@example.com

« RiE, B HENS AP FRIES —NEBLUTESENARF .
- AP & : Richard Doe
o TEHFHRMLL : jane_doe@example.com

« S\EF IdP ZiR7E IAM Identity Center FRIZMAIEAF. it , XERELEIK , EARH
MNAFWEBFHA4BUNEREEN , Biztbut XIS —E,

FEANBEREEEMEAF AN ENESE AP RAEIR 411
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AFPA., B FopHtutF externallD A2 —H |, BEVSEE IdP AP FEERZHE 25 E IAM Identity
Center, B , HEMAMEHE—H | S0 IdP HFBERThEZ EI IAM Identity Center,

BRERRFESFHRNBEEABREERE -1,

HHAFAXHA UPN B35t , ARPLERER

BREAFEERZIELAARAFENER |, A58 L% F Amazon Web Services 15[ 17, FEX
ZHERT , APAUERAEZERFA. THERA (DOMAIN\UserName) = UPN &% () BF
AP, UserName@Corp.Example.comfBIAER 2 , 2 IAM Identity Center fEAE/E A MFA B
RIFEXEREN L TNRARBAT SNEZE RN, EXFERT , ARXAERAERTERS
(DOMAIN\UserName) &%, BXEZER , i8S H Identity Center AFNZESHKIE. BXAT
& Active Directory WA P ER AW —MRIEE , BS R Microsoft IR EM A AR,

fZi IAM AR I 7T TENZRP BB BHRITREHIX

EEEKFHH IAM S5, B EETI L “AWSReservedSSO_" Ak AR EN., XLEABR
IAM Identity Center RS EMKF P EIENAE , EMRE@IKT 2EMRE. ZiM IAM ZH & H1E
HXEABRSBUATHEIR

'Cannot perform the operation on the protected role 'AWSReservedSSO_RoleName_Here' -
this role is only modifiable by Amazon'

Xt REEEE 1AM Identity Center BB BB AR TSR , ZEF AL THEEKS S Amazon
Organizations. TR/ , &7 LU E I F) 2 B Y Amazon K,

HRAP LT EEERD

YEFAFPER ‘“RICZE 2 EEREA EINEE S Amazon Web Services 518 [ EiiE | f41#Y
R AL TUEST BRINZ DR EE | AR FTTE IAM |dentity Center R EIE & 78 HY B 12 E 3Rk,

MERAFWATHFARBHZEEWREIEIRWe couldn't update your password , ERERRE
Amazon CloudTrail 2% T kM, XABEE “EHAHEIER" BHAPEER CloudTrail HEAUT
IEERTEA

"UpdatePassword"

WEREERERUTHRE , WARFEERRIFAR !
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"errorCode": "InternalFailure",
"errorMessage": "An unknown error occurred”

S—ANAERERAENREENATARRENGRRE, dEREALTERBFIENES | 4l
f“surname.givenName”, B2 , BEAFBEUEREK , RETERHRFTH , XUESSH AP BA
PEEFH , NTTSHER. EUEFESHURENAXBEINAFREERB , MRIEIRERXHN
18R

WMREBKIBEFEE , BBHR Amazon ZFF D,

BRAPENREREEIH , BELEREDENKSSNAER

MREFERABEHSFHEERS (SCIM) BN SHREEHTESITALE , WS HILEE, &
HwmE , SRBRAFPRZAFFENG , ARESORMEPERAEENARE (XTAR ) HER

( XFA ) EFCIER |, F1E IAM Identity Center 8 1 F F SR4A 812 — NETHIME— N EPFRIREF. B
= , IAM Identity Center (VI BREIBFEFNHEX IBFRRFHEIA , AAFRPSENEBERPEREAFRR
| Ul)#, BirEKLK, X2EF U SIANKERAFH4A ID ERFE.

EXAERT , EME Amazon Web Services Ik ARINFR , BIUMNRN D ESAIBAFPHARN
Amazon Web Services Ik P iF R RABRIFHENE , AR HRNEEFIELEZAFSIH, X2
FERAFTAPSEAN EBRMAENNRES. B, ENENAERFHRERNE , EIUNZNAREFNE
SEAFIIERPBERZAFRANHBRNE , AEEHANZAFRA,

R T LB 1E CloudTrail BEARE RS AMEXAFPRABZFH SCIM AL EHREEZS Amazon
CloudTrail id3% 7 # &,

BEENEHEENNARER B RPRUENNAER

MR EEI IAM Identity Center W ARFBZRMT NARRF , I8 , 8—REFRERHEESBREGE
T ECHFMSIRY, BAEE IAM Identity Center #BFIAF |, B %N AREFWEBIET 175 RIX T

=B
(=R Ye)

MRRBE SRS REFNAEFS 1AM Identity Center ZRIREFEAX , BSLSHHAF M+
MR HEBR S TR
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