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HEZEEEBERANEN IAM AF

B2 Amazon Ik Jg , AU TS ER B2 812 Amazon Identity and Access Management (IAM) A
P, RAERZAFRSNEEEEENRNEFH, HXMEAZ Amazon Identity and Access Management
PR 512 %l Storage Gateway HIRIGENRHNEZFE L , 2 Amazon Storage Gateway B & 13 815
[EEE,

£3% IAM B/

M S Amazon Web Services Il |, BB ZESHRIE (MFA) , AP ENEBERAF. BXiiH , 8
S (IAM PR # R IAM AP B AER MFA &% (BF& ).

ERFEMAF I RER Amazon Web Services IKF &R , 5612 IAM AP . A THRIPERN IAM B
P, 5B A MFA #XE IAM B FEFHITESFIENNR,

BXREGEMRP IAM AFNEZER | 55 (IAM BFER) FMUTER :
« Z{REY IAM A 812 Amazon Web Services T/~

« EHT Amazon &IJRH 8] R & 12

« EF IAM B IR ERHI

/A Warning

IAM AP EBEKHIZILE , XETREEXKR, NEBRBXPXE , BMNBUXEOXERFR
HRTESFHFRONR , AETEFTEXLAFTHEBER.
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IEfE 1518 Amazon Storage Gateway

AT LAE A Amazon Storage Gateway Z#l &R HPITEMMXBEEN LN TS , SR EPBHPBETLE
R Storage Gateway g% , Q1. EENBEBRFRXRENIM , 0|, EEMBERFES , U
R W12 Storage Gateway RS ENTENETRRAFTRS. ATHESH , AEBEANAFEH
Storage Gateway #Z#& Web RERINITES . ATLUET Web 3 %8815 7] Storage Gateway 2l
& , MutR : https://console.amazonaws.cn/storagegateway/home/,

MBLFENRESE , WA LAMER Amazon Storage Gateway N AR FHEREO (APl) RS 1T#E
O (CLI) RigEFMEE Storage Gateway ZpEFHIRIR. HX Storage Gateway AP WIR{E, BiESE
BMAFEEEMNEZE L | 1319 Storage Gateway AP| Reference, B> Storage Gateway CLI B9 E
%Z{S8 , 3% Amazon CLI Command Reference,

IR LAE AT &K 5 Storage Gateway XEH R AFEF. Amazon SDKs Amazon SDKs & F
Java, .NET # PHP K% 7 JKE# Storage Gateway AP , LUE{LIEHRIRES . BXT# SDK &
WEER , B35 H Amazon FFE A G H

AXENMWELR , H3 % Amazon Storage Gateway EHto

Amazon Web Services X13 ¥ Storage Gateway

Amazon Web Services X1F 2t R Amazon EEZNTHAXWYENE, TAXH—PMRZ/NEIL
Amazon WEEH LA , BMNBBEHPOLHEERRBIRE, WEMEE , A TFAEMNREF., XEK
BRI XIEEYE £ Amazon Web Services X8, #2 /Y , FHMY THMXE, XERESERE
Bh, REMMEY  EAALURDER, BRIFEBHBER Amazon RFRENEFIThEE , FUEE -
gt B0 E R FE TEMEMXE, Sl , Amazon S3 ML D# EC2 XFEXITE |, LRSS
( Amazon Identity and Access Managementf5lfll ) & B XFH R R, EAUEFRLFZTE RN RSB
Amazon &R, Bl , EAIEEFH L F3) Amazon EC2 SEHIYF#E#Y Amazon Storage Gateway R & E
Amazon Web Services XiF EFM , MEEZERONAF , SIFREERER, &AL Amazon Web
Services K7 REHFE RS XIS/ ML X AT IR A .

. FHEMR-BRZEFN Amazon XM A A F Storage Gateway BJ Amazon FRELXIRTI /K | &
2 H I Amazon Storage Gateway &1 S MELE. Amazon Web Services — i %

- Storage Gateway B IR ZF—B X EH R R I UAFEAK XIF Amazon XiF , FZH I Amazon
Storage Gateway /i % Xig, Amazon Web Services — 5%
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BRESMANER

RIS HRN , ENFAMERESESHEATER,
2

. BHEAFEER

. AATBXEER

. BEBHEERFNINER

. BRI iSCS| BHESF

EF M7 R

AT NEANMANHREFEGFENREER , AR AMEF#EIENZ/ P EETRE,
HNEHFER VMs

EEEMKE , BLAARBEMNKELDNEMEHEBIEUATHROER

« DL VM AN E L E R,
« NTFEMX , EHBEARER L THEN RAM :
- WFEEFEXDNTES 16 TiIB HIMx , E 16 GiB #5 RAM
- XFEFEKRNPMN16TIB E 32TiB HIMx , E 32 GiB ¥ RAM
- FEEFEKR/NN32TIB E 64 TiB HIMx , M 48 GiB ¥ RAM
-+ 80 GiB #W&E =M , AT ZEEUNRENREHIE.

BXEZER  F5H MILMAMEE. BXBAMMZBMMRX VM WIEEENES , HZH Amazon

Storage Gateway Ei &,

Amazon EC2 SEfIKRBNESR

ST E = (Amazon EC2) EEEM kAT , SEAIKNDRAIMED RN x large FTREFEMKRIEEE

7. BR , ¥ TIHERICEXFRS , KDBAEDA 2xlarge.
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® Note

Storage Gateway AMI R 5 Intel 5 AMD 2 EBESHE T x86 MRk E. TXEEH
Graviton & B2 E T ARM HIEHI,

¥tF Volu me Gat , &8 Amazon EC2 EH|MBFEIT XA TRARNEFRK N EUATHEN
RAM :

« WFEEFXNDNTES 16 TiIB HIMXx , E 16 GiB #Y RAM
s FEFEKRNPMN16TIB E 32TiB HIMx , E 32 GiB ¥ RAM
« FEFEKR/NPNRN32TIB £ 64 TiB BIMx , i 48 GiB ¥ RAM

R BRI MR RN U FRPI%E L —,
HERTEES

- BRABEXHIRS -m4, m5H m6 KAEIZE,

o TEMRICERKRBIRS —c4. b, c6 T c7 KPIKE, £#F 2xlarge KA R PHERBI KN, BUAR
FREN RAM EK,

o WIFRICEKBIRS| —r3, r5, 6 5 r7 KA,

« FRERACEXOIRT] —i3, 4 57 KHIKE,

FREFEXR
BT VM # 80 GiB B ZESN , BEREN MK R AR RA.
TRAFBEQMARE T AU TR,

RIRRE Z%7 (&) &7 (&K EEEHX EEEHX H At 4 FE R A
18) {g) (&/IME) (BKE) M B 2
REBMX 150 GiB 64 TiB 150 GiB 2TiB —
FEEM X — — 150 GiB 2TiB — =2,
AT E#S
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® Note

BULNEEN LEEARKEE - M HENMTESRATENA B
BIMEMRAMMNEFHLAZFXE |, FHAEEN ( EUHEERZEFH Amazon EC2 3Kf) ) &
DIEFMHE, MR CHHESBENEFRNLEEAX , BOEXIBHELIK D,

BEXRRMXBEMNEER , iS5 HAmazon Storage Gateway Btz

P 4% R By K 35 F 3R

BHMRFTEZEEN Internet, ML, HE MRS (DNS) BRS5aR. A, BERFNHEAN, &T
XA, BEURIAEXAMEBRONEE , HTHROARTREUAFESR K EMEEBARRETIE R,

(@ Note

EREERT , BOLLE Amazon LEBE Storage Gateway , EC2 =& {F F H K R ER
(A )  HMELZ KRB ARE Amazon IP #i5EE, EXLEERT , 2 Amazon
IPSEEERETE , ERMXAEEBERSEZRB., ZFEEMFHAMN Amazon IP tbik
SEEEN T EBEMXE Amazon XIEH Amazon RS TF&EH, BXxYaT IPBEE , 5
% {Amazon Web Services —f#Z%) HH Amazon IP #iit5EE,

(® Note

METREREAMR LEMTHNBEEMR. KB TR, HENEHRFNXELEE
100Mbps. EHBFEEHENIRESIBENITEASEMENTRT. EELEERT , £askEs
£ 5% 28 Storage Gateway EC2 =K fif f H b R 2B

£l

- IHOER

« Storage Gateway TE4Fi% % B W 4% M BH X & B R

o FVFIEISBH X 3% F & 223 17 Amazon Storage Gateway 1517
- AIEH Amazon EC2 MKl ER £ A
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4 A - 2

TCP 80 (HTTP - activation)

D _________________ TCP 443 (HTTPS)

Web Browser Amazon
Management Console

TCP 443 (HTTPS - data and control)
Tape Gatewa
TCP3260 (iSCS) B v | _ ToP22(supportchemne)
-OR -- Storage Gateway
Volume Gateway \ Service /
iSCSI
Initiator
o
TCP 443 (HTTPS - activation)
./
A
TCP/UDP 53 (DNS) | UDP 123 (NTP) Amazon
: CloudFront
|
|
DNS Server ! NTP Server
|
|

-

Storage Gateway 4% & YW EFBH X EER

F Storage Gateway BH R R EHEEUTNEZRS -

* Internet (A - B RS 2R LN EMMEREOZIE Internet B K A MM EIERE,
- DNS % - A TEH4IRE M DNS iRF 28 2B MBS DNS BRS.

- WEEL - XA B EER Amazon NTP B[ RS

 IP tthiit-2ELR) DHCP IPv4 i s EgStbit, B EES B IPV6 Hbilt,

Dell PowerEdge R640fRFZ2BMEEBEEMNENEHRD. NEEE (EXNRFH[EE ) , XLHOM
TAR :

1. iDRAC

2. eml

3. em2

4. em3

B & B M E M KR ER API k7 2013-06-30 20



Amazon Storage Gateway BRXAFERE

5. em4

B L E A iDRAC is OHTIERRSEEIE,

8080
—— HIP — 443 * aws-gw.<region>.amazonaws.com
(activation only) [ HTTRS ” $3.<region>.amazonaws.com/s3.amazonaws.com
L] 22 > 54201223107
‘? SSH eHeas
‘:L' ‘j _UDgr?ITP_) *.amazon.pool.ntp.org
St Gat
orage Gatewa
Corporate Network Hardwgre Applian?:e —D5r5138—> DNS server(s)
BEHREBFEUTHROTEEZET,

17308 i 0 paL SR B4R mfAIfEA

SSH 22 vk BHRE 54.201.22 XERE
3.107

DNS 53 o uh iR DNS Hr55a8 BT

UDP/NTP 123 ok WHigE * amazon. NEIEEZ
pool.ntp.
0rg

HTTPS 443 W ¥4 BEHRE *_ amazona BiEEW
wSsS.com

HTTP 8080 A¥h Amazon BEHRE BUE (X

G0 )

BERRITNANET , B RZFFETEA RSN X EFRE

- EREGERHEPREMAERNIMNSEED,
- BREMNEEOBLCTHE-FRE,
« NPRAE R PR O R AT LB A 5 L Y i RS HE s T R AR BR .
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c REED—AWMEBZOLUXZFEHRE, BXESEE , B2 REEHREMNEZ SR,

® Note
BEXETRSBETEAREKONER , BSANEZEBEHRE

B —M&#E O (NIC) LA IP tbit ( TIRRATRXEREN ) YA TRE—FMF, TEERT
SpWAE
@;Ie subnet \
.I
HostIP
(Configure on Hardware Appliance Console)

Lil

Service IP
Wﬁgure on Gateway Local Service Consoy

BREENEBRH RBENEZER , BSHFE A Storage Gateway B 1R,
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SV IBIS B K 35 M 3% BB 853 47 Amazon Storage Gateway 5 [d]

FBHIMAXEEHEUTRFSLET LTS ZBE Amazon, 105R 5 B K 3% 55 2% B 88 5k I 12 =X BR 1
BRE , WA E RS X IE M BB AR TFXERSRRE Amazon# T HIEERE.

(@ Note

WMRIEHA Storage Gateway ELEFAH VPC £ *”‘ﬂfF,“\L)\}ﬂ? AL HEEE Amazon , MR
MAXFEZHRANXERN, BXEZER |, 5SS RE Virtual Private Cloud #E5E R %,

/A Important
RIFMH Amazon XI5 , ERFLKXET [RregionFHRN EWHHNXEFRFSH,

FrE M X B2 &I B8 #Z (anon-cp. client-cp, proxy-app) FMEIERE (dp-1) BEEEELUTRS IR .

anon-cp.storagegateway.region.amazonaws.com: 443
client-cp.storagegateway.region.amazonaws.com:443
proxy-app.storagegateway.region.amazonaws.com:443
dp-1.storagegateway.region.amazonaws.com: 443

HA APl EEEA LT RX RS RS

storagegateway.region.amazonaws.com: 443

AT REIREEAEE (BERM ) X (us-west-2) FHIMXRSF KR

storagegateway.us-west-2.amazonaws.com: 443

Storage Gateway VM BLE AEA LT NTP BRS 2R,

.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org

NN R
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s FHMR-BXRZEFHN Amazon XiFF A F Storage Gateway #J Amazon RFLmT [FI&K |
Z#F I Amazon Storage Gateway L s T S FMELH . Amazon Web Services —ﬂx =

- Storage Gateway BH#RZF—BXAISEHREZE S FERAN X Amazon XiF , ESHHH Storage
Gateway 18 % Xig, Amazon Web Services —f§&&

NIEH Amazon EC2 WX HIELE L £ 4
S 4 EBBIAM Amazon EC2 X SAINTR. ERERSEAN | BUEHTHUTRE -

. REHEFRNATFFRBEIE Internet BIE ANEE, ERNAFRXZEHERNNEFHSMHTERF, W
REBFEZEATROINZZRLANNIBEZZIMX , RIMNBUER AFIRDO 3260 GEA T iSCSI E#E)
MiwO 80 GEATHUE) LriEs:,

- MREBMNFXZEHZIK Amazon EC2 ENBIEMX , BATFMNZENK IP bt B3 w0 80
HITEANERE, NMREETREBEEEINM IP ik | MATLITHED 80, BUEMX , REETHE
SERR< RO 80 EAIAIA,

- {RYEMEMH®O 22 Amazon Web Services X # #H{THEHERN , FAFHE. BXRESZELR |, B2
7] ¥R Amazon Web Services X #F 28& L HERR EC2 WX &,

o

ERELEERT , BRI LAEA Amazon EC2 RfIERN B3R ( BliEEEIZBEE Amazon EC2 LMK £
9 iSCSI B#5 ) o EXMEBERT , RITHNEHE—MIESHINTRNEE !

1. BNESMXERNZEAD R BHREFEH.
2. BNEEFENR , NMERHBFAISMXHITERE.
BXRENEHMXTFHRANRONESR , B3REO0ER,

EXENEERFMENER

& LAE AR 15 4F Storage Gateway fERNE AL (VM) iR R R EBEHIREZZ1T , BT LA Amazon R
Amazon EC2 £#liz1T,

(® Note

HHEHERNENEBERFRAN — A ZF0T , Storage Gateway #4545 R 1ZARAHY %
B}. BXIBFRERFAEEEFNIFHES , FSHRAFERN XY,
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Storage Gateway X FU T EEREFRAMEMN :

« VMware ESXi EE\WEEBRERF (RA 7.0 2 8.0 ) - FLi&E , @FE—/ VMware vSphere &FF°
i RIEZEE E W

« Microsoft Hyper-V BE#EF ( lxZ 2012 R2, 2016, 2019 = 2022 ) - Hyper-V & 323t 3 MR A< 7]
M Microsoft TEiFDIRE. X FHIEE , BLFEZE Microsoft Windows & Fiwit E 4l L Microsoft
Hyper-V Manager = REXE 2 £ o

« BT Linux AIELAL (KVM) - BT FFRERLEAR, Linux 2.6.20 RESHRARHIIET
KVM, Storage Gateway @ MR , HZF CentOS/RHEL 7.7, Ubuntu 16.04 LTS 1 Ubuntu
18.04 LTS RITHRMI X #F. EMHEHAMIR Linux RITHRATEER N , BT RERIETIAES HRE. MREE
ZBHHZITT KYMIREH BECLAE KVM B THERE | BAITEWEALIET,

- IS EC2 3£f] — Storage Gateway Rt B &Mk VM UKL 5t REREK (AMI), REETE
Amazon L HEBXH., EEENEFTMRER EC2, HXUNAIE Amazon EEENXHEE EC2 ,
BZHANEBMXEE B ENX Amazon EC2 34,

- Storage Gateway E# %% - W TFTEEERELNEMEMILE , Storage Gateway H2fit 7 ¥)IEE
g R RER AR h BB IETN,

(@ Note
Storage Gateway 3z 35 MBI H 4t [ 5% BE #2141 AY 1R BR = 5 P& A 2 BV EE BA ML S 2 BY Amazon
EC2 AMI HiREM K, MREHM VM HIVEPE |, RS MR T EH BIE R E 211%™
Ko, BXEZEFEER , TR MNERWLEAXAPIRE.
Storage Gateway T X #EHH AN FHEL AFHIE,

R XFH iISCSI EAERF
BREFBREESMAN , THUER% L IR ISCSI 7S,

T ERERIX L iSCSI 1% , Storage Gateway X#FLL T iSCSI B EF :

« #%k Windows BRZ88 2022
* Red Hat Enterprise Linux 8

» Red Hat Enterprise Linux 9
« VMware ESX Initiator , ERME T EEN B IBRERSTHEABHFNERSL R VMs
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BMXAFERE

Amazon Storage Gateway

/A Important

Storage Gateway T X #k B Windows & FiwfY Microsoft Multipath 1/O (MPIO),
MR EHFEH Windows Server kKB EE (WSFC) W15 E , Storage Gateway X%
NENER—1EKE, BR , ER6EH WSFC , NIFEEF SN ENERZRE—NE (Hln

HEZIEFE NTFS/extd XHREK).
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£ Fl Storage Gateway EH#i%

(® Note

K EFTHIEA - B 2025 5 A 12 A , FAERME Amazon Storage Gateway B4R %
£/ Amazon Storage Gateway BHZRZNIABEF - AT UBREFAHIREXIF , BEE 2028 F
5B, ERBRAR , BRI LA Z Amazon Storage Gateway RS A& it Ml =i B I F2 5 1R
HE33 )L F BRI =170 1Y 175 (B A BR

Storage Gateway BEH R R —MYEFEMHIRE , EEATRIEMNRSHEEFTE T Storage Gateway
B4, BRI LA Amazon Storage Gateway 12 HI AW EH RZ AT EEEBE PN EHIRE,

BHEEE—NESMHEN 1U RSSH  BUUNEREEENEER LI AEANREVE, £
WL HBCEEHREN | BEERANEMHIRR 54 Amazon Web Services i <8k, BEE , &
HERSHNERFHAPNEASEZBETTE L, ZULUSEFREZERERN S3 XHM*x, FSx X#H

PR, BTMXIEMRER, ATEBHRR LPBXERNXXBNIEEENTEE LNIEER.

B>k Storage Gateway & #1% % Al L BUE M £ A B X 3 Amazon Web Services X8 Xig5l&k |, 5
7 iy Storage Gateway 1% % X5 Amazon Web Services —#Z%&,

FEUUTLA o, AR BB < {A5) Storage Gateway B IR EZHITIRE, YIELTE, BH, BE.
BoE. B3, ERAFMIBRAY A,
£

 1RiE Storage Gateway ik &
- PEZEEHIRE

- BRIE#HRZEFS

- BEEHRZENESH

« BUE Storage Gateway ik %
- EEH#IRE LOIEMX

- EEHIRE LEEMX IP it

« NEHRZPBRMIERMY

« MIBR Storage Gateway B4k %
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R E Storage Gateway R R

@ Note

K1 EHIBA : B 2025 5 A 12 B , T HBERM Amazon Storage Gateway EH &%
£/ Amazon Storage Gateway BHREZBWIN BT~ I USRS FRAHREZE , EE 2028 F
5 B, ERBRAR , B LI A% Amazon Storage Gateway BRSS 1L &Y 25 it Fl = ik B F 72
Fih R )L F RN = 1F 6o

W F Storage Gateway Hardware Appliance & , &I LAERAEH R R R AREMSE , IRHE
REWNRATELIERE Amazon HEUERE . BIESFENRESEEIERFERAR Amazon k= HE%
B, BUBIREE , BRI LM Storage Gateway #H| & B30 S3 FSx MK, XHMx., Rt MR
BMX,

ZENEERHIRE

1. PRZERE K AEBEFEENBEE, AXESZER  FSH YELRBEHERZ.

2. NEHREZ (EVIPv4 ) REBBRMPIARE 4 () ik, BXESELR , B0 REEHIREN
B Wo

3. HEHIEEN Amazon KN ENEHRZHARNE EBEFEHRE. BXEZEE , BSH BE
Storage Gateway BH4i& & .

4. HEEHRZFBLUERX. RREZER , H5H QIEBMX,

EREHAIEE EIREM XIS N SEME Hyper-V VMware ESXi, ETF Linux AR M (KVM)
KU G FIREMXHNANMER. EC2

BnE A EF 7

LU LUSEARE LN T HAEEM 5 TB #BiNE 12 TB, XM LUREIER IH R P HIEREMETE AN
277 Amazon, MREITHMWRE 5TB BHE | MAIABEMER ) 1.92 TB SSDs ( ESEE ) FA A
FAEZEE MR 12 TB,

KRG, BAILEREREAIRZ 28N SSD AMEBEHRE., MRECHEBRFRBAFEFREZ LN
ATAFMEEME 12 TB , HRITAT®RE -

1. FEARBEENH RE, BXRIMARITIRERNUH , FEKR Amazon Support.
2. ERBAMEAN 1.92 TB SSDs HERE.,
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W 4842 O 4= 3% T
BESITHNEREES  ©HREARE 10G-Base-T RJ45 sA45 5, 10G DA/SFP+ M+,

« 10 G-Base-T M+EE :
. fE/ 10G Ky CAT6 8455, CAT5 (e) BT 1G W84
« 10G DA/SFP+ NIC B & :
- ERAKEK 5 KK Twinax AR EELLK
o BR/FERIRE SFP+ XFER (SR LR)
« AT 1 10G-Base-T #J SFP/SFP+ AT U % 8§ G-Base-T

YL R EHIR %

(® Note

LiFEFTHIEA - B 2025 5 A 12 Aig , FAERME Amazon Storage Gateway B4R %
£/ Amazon Storage Gateway BHRZNABEE - AIUBREFHHIREXIEF , EE 2028 F
5 B, ERBRAR , B LIE A% Amazon Storage Gateway BRSS Lk & #9753t F = ik B F 72
Fih R JL RN =76

BERZEF 1UAEAE  IREENSERBIZER 2 (IEC) FRAEMN 19 T HIRH,
FTRFM
BERFENEMREZ  FEUTEL

- BIRL%  BFEF-R , BUFEARR,

- XEFNMEMRE (BURTEARZPEIEHMEEZED R (NIC) ) » Twinax §Ait DAC., SFP+ X4
R (FRAEHIEER ) R SFP # Base-T AR LS.

- BANE RS, BE. WHRNER (KVM) TIRFRE R,

(® Note
ERITUTEF 28 , FRRIERE Storage Gateway FE4F1% % B9 W 4% 1 By A 15 25k AR #Y
Storage Gateway BHZ&WFIEER,
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VB L REHRE
1. FHEHRREE , AERENTESNHBERE , TR LRERSSE.
TEHERTEARZFNER , HisOATEZDRIR,. UAN, E7R88. USB &M iDRAC,
A MEN B REZESEMINEFRE—FH.
-ma'm"? e L | »
L.IJ<-T TTTT,I“ . T F*:'-:.&‘ 1 T
iDRAC em2 o4 ower ower
em1 em3 ConF;ection 1 ConPnection 2
wAEMEN B REZSENMEINEFRE—FH,
2. BLEIARNBEROBFRIERE, TG LB RiERE , ERMNENUE LXANERIEERREMT
Ko
3. FUARBLEA eml i A LUIRHBLTFBH Internet iEE, eml 4w O 2S5 ZBHY UMY M & ik
OMNE—N(MNEESR),
@ Note
BEHREF X VLAN R, AT EZBEHFRZNRR G DRENIEPL VLAN iR
Ho
4. HRENI RI[EABIR,
5. BERAIERLEMN Power (BIR) RAXRNRFI|/EL , 20 FE T,
WA BRZEFRSHWEHEZIEHR,
Power
button
WA BRZEFRSHNEHEZIEHR,
T—3%

pEEtREEE A
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mRIEFREEH S

(® Note

L EFTHIEA - B 2025 5 A 12 Aig , FAERME Amazon Storage Gateway B4R %
£ Amazon Storage Gateway BH R RN BT~ I USAEFAHREZE , EE 2028 F
5 B, ERBRAR , B LU A% Amazon Storage Gateway BRSS LE & #9245 it F = ik B F 72
Fih R )L F BRI = F 6 o

ITHAEHRENERE , ERFLAEREFRZEHAE, BHRZEHAERHT —NEHAT Amazon
REEEAZB, HEVBNESHEMNITH ZEREN AP RHE Amazon,

EFAEFREEHS , BEIEEMANEK , AFEA Up. Down, Right M Left Arrow #i%
ETHNARERELBS, A Tab BUERELEINFEAGBITE, N TFRELEE , EAUFEH
Shift+Tab BERIAFEEB3, £/ Enter BUREFEER , B EERRE LR,

BXHRNEFRZFEF AN  FERRERE , RESRTNENEERARFKFIRERD , REETHE
mEEE A
REEE R ZHD

ERREENEZEBRRL , FITUTERE

a. XF SetPassword (iR E#B) , WMAZ , ARSI Down arrow.
b. XtF Confirm (#1A) , EFMAZE , AKF%EE Save Password (R7FHE),

BREFZBE , SERE4EHEET., TS Reml, em2. em3 Ml emd MEFEOMWNKES , HE
BLUTHEHRER :

- BEEML

- RS EHE
- EREB

- EH

- X EFESE

T—s%

HREAIREEE A AP| WA 2013-06-30 31



Amazon Storage Gateway BRXAFERE

BEEHRZMESH

Be

ERFIREMESH

(® Note

KiFEFTHIEA - B 2025 5 A 12 Aig , FAERME Amazon Storage Gateway B4R %
£ Amazon Storage Gateway BHRZHNIABEE - AIUBREFAHIREXIF , BEE 2028 F
5B, ERBRAR , B LU Z Amazon Storage Gateway RS A b M =i B F 72 1R
3 L T BRI =17 6 B T A1 AL BR o

EEARBEDFACEEHEFHATRETEEARFBZE (WHRBEHARZEFHEHAR ) 5, £
RUTEEKREEMESH , MERAIRZ T UEEE] Amazon,

R B P 45 3 ik

1.

HEERS , EREEMNSG , REE Enter, FHIEENERNE, BEEMKZNEE REFRSE L
4 MM EEORFMEOWN IP M DNS 8 , ASFEATHEMEOEE DHCP JESHuAY K
BT

XTF emt1 #EQ , FUTUTREZ —

 1%$F DHCPEnter , AFREADSENEE NN (DHCP) FRESBF[ D ELWEMNLZE O IPv4 #Y
ok,

BiE T teibat | MEREEBELSRPFEA,
« ERBASHBETEnter AREEAS IPV4 i,

N em1 MEEOMABR IP ik, FMED, MK DNS RSS2t

SRR, EBRRE , REE Enter RRFEE.

(@ Note
BRT em1 24\, A AEALSEREEENEED, NREREEMED , ME/1X4M
NERBIHE Amazon im LR HERNBA ELERE.
B H %% 5 Storage Gateway T X FFMEBHEMEELR SEHIHIL (LACP ) o
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BUARBRER - N FREEEZ/MMEED , RAXAER S HEHRZ,

M2 &

1. &HBIRE , AFIKE Enter RIREE,
2. EEFEH , ABK Enter REREIXIERH,

T—%

BE Storage Gateway EHI8 %

BE Storage Gateway AR &

® Note

KIEEHIBA - B 2025 5 A 12 B , T HBRM Amazon Storage Gateway EH R %
£/ Amazon Storage Gateway BHRZHNINEE - AIUBREFHHIREXET , EF 2028 F
5 ., ERBRAZE , B LUEAZ Amazon Storage Gateway FRES LEIEHY 28 3t F = i K1 A 12
FiAE L F LR =EME.

ELE IP st f5 |, S8 T BAfE Amazon Storage Gateway 2 &I A8 “TE4” RE L ALt IP ik BUBSE &
WIEHIRE, BEIRSMEZEMEIELN Amazon K,

B LUERE M FNIREZ REE B EHIZE Amazon Web Services Xif, AXxXiFH5I&k
Amazon Web Services X1 , ISR HHY Storage Gateway FE#1% % X1 Amazon Web Services —
ﬂl %o

5E Storage Gateway BEHI8 %

1. #TFF Amazon Storage Gateway Management Console , fE S E A T RUEEARIIK P IR T2
o

(® Note
MR RAFCE , BIHBAT RS

- BHNKB/LNEENEHARENVNTR—ME L,
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https://console.amazonaws.cn/storagegateway/home
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o BHIBH R IE LM SLVFFE 8080 Im A EXFIRFE I AUERE T HTTP K El,

2. MREZENH SRR FERERS
3. EEBERZ.
4. T IP#bitd , MALBHEARZEEN IP it , REEREE,

BXREE IP it ESER , FEHERENESH.
5. EEMH , MABHFERRENENR. EMKERZH 255 MNF/H , HETHISRMIFH.
6. EEARFNXH , MAERMXKIBL TEABNEBNX  REERT -5,

B XIS A ER R LR EE |, BURR 2 QIERIITEFRRIN TR etE, BERRAT , mRet
KiREBIEH , MBIABRT , EFRERE THEBEQ2ARIT.

7. BEEEMARBFAGEHMINMESE. EUNEEL-PEOARBEFEHTER. B , F
R BOE A T BBUE
teat , A RFBBENE LI —MEE | BREA RSB ERSEE.

teEt , ZIRBEESENKS XK, T—FPREMRE LEEMNE3 S3 XHMX, FSx XHMx, ##
MR EEM K,

=%

EEHRE LOEMX

EBEHFRE LEIEMX

(® Note

K EHIEA - B 2025 F£5 A 12 A2 , T BERME Amazon Storage Gateway B8 % .
£/ Amazon Storage Gateway B R ZNIABEE - AIUBREFHHIREXIF , BEE 2028 F
5 B, ERBRAR , B LUE A% Amazon Storage Gateway BRSS Lk & H9 75 3t F = ik B F 72
Fih R JL RN 7.

& A LATE EB B P W 4E A Storage Gateway B8 % L6812 S3 FSx XM, XHMx., Rt MR
EMx,
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EREMiRE LOEMX

1. &3 Amazon Web Services Management Console 3 #Ehttps://console.aws.amazon.com/
storagegateway/Z F#] F Storage Gateway 2 &1 5,

2. 1RE Creating Your Gateway PRI TR |, RE., EEMEEEZE N Storage Gateway 3
#,

£ Storage Gateway #Z#| & RTR MK BIZESS , Storage Gateway LB ERHIRE LA BRZE
., MEEAHISENEEMNN (DHCP ) , MXAIGEFEE 5 10 S EERFEPFERNEL,
ENELENMX o EERS IP ik , 25 Configuring an IP address for the gateway.

EOELRENMRDE —NEES IP ik, ETREEHRBEMNKRHIMNEERD | UEEN R ARZRF A LE

AT,
T—s

R IRE LEEMX IP #hit

EEHFIRR EEEMx IP #hit

(® Note

KiEFTHIEA - B 2025 5 A 12 A , FAERME Amazon Storage Gateway B4R % .
£/ Amazon Storage Gateway BHRZHNINEZ - AAUBREFHHIREXE , EEF 2028 F
5B, EREBRAR , A LUEMA % Amazon Storage Gateway BRSS LE #9753t F = ik B F 72
FiERJLF RN =7,

EREEMHRZ2E , NEYEMKZZOSE - IP ik, BEBE R HEIRE LF3N T Storage
Gateway , IEBEENEEHIRE LiZ1TH Storage Gateway BN 2B S — 4 IP #tutt, EMEZR
REEMHER LMK D EERS IP itk , SMIZMXH AR ESEE P thut, NARF (W
NFS 2 SMB & i ) REZEZIL IP thit, AJUMNEHFRZZRSEERITHRSES S IETR RN
RAEMEE A,

FigZ LEE IP it UERNARRF

1. EEHEHEL  ERITHFRSESE , AFRK Enter RITFMXARtZF AN ERAE,
2. Amazon Storage Gateway A ZRF EB RN H LR T EZZUERAMEREMEMIRE,
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https://console.amazonaws.cn/storagegateway/
https://docs.amazonaws.cn/storagegateway/latest/vgw/creating-your-gateway.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/appliance-configure-ip.html
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ERIAK 7 admin , BRIAZEE A password,

@ Note
BANBINUEHRRIARE |, 5ERE Amazon IR % BUE - BLE X K8 A RS H 4 % A
N F , RIFIE1T passwd i H. BXIMAEZETZWTHEE , BESRAERMES & F
H A3 N K IEITIF P < 6T & B LAM Storage Gateway 24| A REZB, AXEZE
B , i3 M Storage Gateway £ #l &% B 13 ] & F13.

3. Amazon iXEFBE - ERHSFELA TR EIEI

« HTTP/SOCKS RGEEE
- MBEE

o MM REREME

- ERRGAFERE

- REATRIEE

- WHLEER

- BRI

(@ Note
RERTRE N ENMIRBHENF S E R

WMAMMNAOBEUSHEMEEERE,
4. WMITUTEREZ—REEMX IP bt :
- EFEAAHPIDENEEMN ( DHCP ) RS2 EA IP it | FHBEE DHCP i ARSI
F,RBET—R L@ ABRH DHCP BEE L.

- BESEEHS IP it , BN TEESS IPWAMNNKT , REET - LAABMHN IP it
# DNS 5 8.

(@ Note
IBTELLALIEER IP ik MRS IRE BV B AT IP ity TARAYF M F.
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IR M XA 12 H &

B Crtl+] (A7ES ) B, B4Rs AL,

(® Note
XRERER AR MR A2 H 58— 53,

EEREHRELNEFRRRRE , RENETERFIEP, IE , JLUE Storage Gateway 12 #| & H
SEHITRRMZENEEIR. BXHEHA , 55,

MR F PR X B4

® Note

KIEEHIBA : B 2025 5 A 12 B , T HBERM Amazon Storage Gateway EHE %
£/ Amazon Storage Gateway BHRZHNINEET - AIUBREFHHIREXT , EF 2028 F
58, ERBRAR , BULUEEZ Amazon Storage Gateway BRI #Y A ith Fl = 3 2 FA 12
FiARJLF LR =F6#.

MRIETBEECPEEEHIRZ LIS E Storage Gateway , N AT AMBHIRZ R BRI G, B
BRMXEMEE , TUEREREMNESRBHAIMK , 2E M Storage Gateway 2 # & F I BRIEHIE & A
H. ENEWEHFEZFRBRMXERG , EFEAUTISER,

MIE IR A BR M 5%

1. fEhttps://console.aws.amazon.com/storagegateway/Z R T FF Storage Gateway 12 #| &

2. MERENEEMNNSRERPERES  AEXNTENPBRMXRANREEREFRES
o

3. MBRETHXEH  EEBRMX.

oAt & B R IAXHEE.
4. WIEENEENBHRZPBRMNXRYE , AEEBIMEFRARE remove,
5. ERBERIKABRMKEML,
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® Note

BIBRM X fE |, TERBEZRE, W TREMKRKE | BT EM R EXEBHE |, 55
RETFBIE. BAXBIBRRINESELR , FSEM RN X T BRREKE 7R,

BRI X T MR FI B BIRESHRE . BHREZFRE U RETHXBE,

Bk Storage Gateway B4R &

(® Note

LiFEFTHIEA - B 2025 5 A 12 Aig , FAERME Amazon Storage Gateway B4R %
£/ Amazon Storage Gateway BHRZNIABEF - AIUBREFAHIREXIF , EE 2028 F
5 B, ERBRAR , B LUE A% Amazon Storage Gateway BRSS Lk 89 75 it F = ik B F 72
Fih R JL RN =7 #.

MREFTBEECDLXHIEN Storage Gateway BEHIEF , M AT LUFZIEEMNEH Amazon tkF H5ES
il B

(® Note

EFEE B EH M Amazon k2 Amazon Web Services X185, , AR EFERA U T SRS EB
B REHTITFMXN ZIFEE H B R Amazon Web Services X1 LBHITHEE, EXEZE
B, ESRAEN MK THEIERR,

T BR B 4 iR =%

1. MREEFRBLZTETWX , WLTEBBRMX , AT ERRZRE. BXOATMNEHFREHR
BRI X B 5B | HSEMNEFEZ P BRI R4,

2. £ Storage Gateway #ZHANBEHTE L , EREMERVEHIER,

3. XF Actions (3#4E) , #%£$% Delete Appliance (HIERi& %), AT AT RBEIAX B,

4. WNERBREENEFRE , AREBAMEPRART delete H1EEZMIBR.
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Amazon Storage Gateway BRXAFERE

ERBREMHIRER |, ELBERERE ERRNMRKXENABERR , EF2MBREHRE EASH
iz,

HHIBRIE iR & API iR 2013-06-30 39
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Bl M X

AT EMBLRET FENLA T Storage Gateway B BN EH THERE, BXFE M Storage Gateway #
HAEQEBERBIKH step-by-stepITE , BSHUTEA :

» Create and activate an Amazon S3 File Gateway
« BIZHBE Amazon FSx XM <

» Create and activate a Tape Gateway

» Create and activate a Volume Gateway

/A Important

Amazon FSx X#HMx A BRHEZFFFF M. FSx File Gateway FII A ZE o] LASKEE IE & 6F 1%
RS, BRE FSx XHMRELIWINEE , BHRLEEXE,

Rz - PSR ROE
M HE QIR B | FEEEE Amazon , ARBE BN RENBET,
RIE M X

Ei& & Storage Gateway , B ERECIBAMXKBURATETRREMRZENENFES. R,
BELAMMEFE A TEMXEMRZER , HHEBEINARINER, L& 7L Storage Gateway
HEANBELEEOIT A YEBEHRE , AETHIPE N Amazon ZIFEHH Amazon EC2 38
fil, BBMRIZEN , EEERIMCEN Lo B A YRR ZEE,

EEZ] Amazon

T—ZRFEMRIEREE Amazon, At , FEAEEFEATRXREMRZEE=H Amazon RS2 [H
BENERSHAER, JUMNLEERMIFRILHS , A LARSIH REEM Amazon VPC AR , X
BHERAUTLEFNELLEE. RE , BAEEMXH IP it FHBERS , BEEEIIMNX
RELHAREE S REXEEFER,
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https://docs.amazonaws.cn/filegateway/latest/files3/create-gateway-file.html
https://docs.amazonaws.cn/filegateway/latest/filefsxw/create-gateway-file.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/create-tape-gateway.html
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Amazon Storage Gateway BRXAFERE
K& HHE

LeEt , WU LREFMANMXMEZAT , IAFEE , AHTEN. REENFEREF—IZE , &
ALUBUERR, EFREREBENMX 2 , BFERE - LHIMREH B FE TR,

B - W< B iE

BUE Storage Gateway g , BFERT—LIANEE, EUTRD , 7EBEEMXENFE A L
BNYETME  FHAESEREFEIMREEN LEEANX, AFE , B LA Amazon CloudWatch
HZ&EM CloudWatch BiRELE 1R E AR BNEEMAWE TR , HIREEZRMFRZ AR BIRBI X,
EFREACRENESEENMX 2 , EEECEEFERR.

BR - 768 7R

BUEHELE Storage Gateway f5 , REEQESFREARKREEEA, REEIBNHMXER | BF
£ H Storage Gateway 2%l & 8%, ®H = Amazon S3 = Amazon FSx X HELEZ X8, &
TR BEMEAES BN ERRELEXKBNNEEHEMIZE , HEEEAHLDHNHEERE

Amazon =,

BIEBM X

HUE o , BRI AU TR, HBENHESMKRNEHA.

F&

- REBMX

« FEMXEEE Amazon
- REREHHEBMX
- BMEBMX

IREBMR
REH B MX

1. #TFF Amazon Web Services Management Console at https://console.aws.amazon.com/
storagegateway/home/ , ARFEFREBIEMKX Amazon Web Services XiF HILE

2. EFRGIEMRRITFFIREMKXTME,
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Amazon Storage Gateway BRXAFERE

3. EMXREHD , MITUATERE

a. XT Gateway name (MXE ) , MAMKHNEIR, BB RILEF , LAETE Storage
Gateway #2H| AW 5 R E LRI ERM X,

b. XNFMXEKX , EBREEEPEEM KA XA A8 X,
4. EMKEMZIoH , FFRRER  EBREMK  REEFLEORNXEFHPSET, TMNUATIE
A TIERR -
- BES - FHENEBIEFEMEE Amazon S3 |, HESREFTAMRELXEH R WERE , LUE
ERHbiEE,

- FHRE - NENEBREFEEEARN , BTt NBERLSZHE Amazon S3, FTJEE Amazon
FERBERLEEBAMNK EC2,

5. EFA&WMEFrHF , FITUTRE !
a. XNTENEE 6 EEEETHPHBEMNXHWES , AFIRR Storage Gateway #ZEHIETNH L E
THEEREHRARREENFEE, AIMNATERPHITER
« VMware ESXi-fEA T#. #BEMEcEMXEL M VMware ESXi,
« Microsoft Hyper-V - £ Microsoft Hyper-V T, ZBEFELE W<k LAHL,
o Linux KVM - £/ Linux KVM T8, 2B E M <EL .

« Amazon EC2-BIEH B3 —1MNATHRELHWMXHIL Zi# EC23R4l, Ltk &R T Fi#
EHR K,

- BHRZ-ITWE ANYEREAFIRSE Amazon RIEEERHIR K

b. NWTFHWINREMX , BFERERBANEENFTENENFEMTHRELSR, LTRTER
TREARZENFEE,

6. EET—HUMLE,

ME , FHRMXBIRETE , FEEERECEENMXIEZEMBE TN Amazon, BXiiHA |, EFS5H
Connect #&HY & WX EE S Amazon.

&M xiEREE| Amazon
R ER R IEEEE Amazon

1. MREERERREBNKXPIARHLSR  BEHAXLESR, THRGE , B#FT—F , 1 Storage
Gateway &l & FITFFE#EE] Amazon TTH,
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https://docs.amazonaws.cn/storagegateway/latest/vgw/create-volume-gateway.html#connect-to-amazon-volume
https://docs.amazonaws.cn/storagegateway/latest/vgw/create-volume-gateway.html#set-up-gateway-volume

Amazon Storage Gateway BRXAFERE

2. HEALRTREDMETH , W TRFLETR , BEMXFATERENART KEYXEE Amazon, 7]
MEUTIER TR ATIR SR

o AIAFFIAR-ENMBET A% Amazon EBRR S ZEF. MRERLED , BEACEH
FIPS Mk R EEERIEEEZR BN S IKIBESLEFRE (FIPS),

(® Note
WMREE Amazon BE S HITRESR AP #1TIHRINFEELE FIPS 140-2 BiEH b0
BER  BEEA/TE FIPS RENRR. BXEZER , BSREZEHKPEELERE
(FIPS) 140-2,
FIPS RS ik RAXER L Amazon XiFHATAH, EXEZER , HZ5H (Amazon Web
Services —fi%#5#&) HH Storage Gateway i 5= F ELE o

« VPC RE - BHIMXE LS VPC MALBEES Amazon BITERE , NTIEETTLRHE B/
MERE, MREFUED , WATIEERE VPC IR, FERBMNTHUREFEREH VPC i
K ID, HERME VPC i< DNS B#RE IP bk,

3. EMREEEIE D MIERETA | EFRIWMAE AmazonbriREHI M, ML TR A3 1Ti%
b2
o Pt - EHNFERAPEEMKH IP ik, tb IP it RMR AT |, HE AT UMNE L HIHI N
KrhipE |, HBEEBAMEEHIEN Web X 18 3HE R Z Mt
B UBENELNEBREFEF HE RN R AR E A HMIERN Amazon EC2 E4li#1E R
HEHIMX IP ik RIRELF < [P ok,

- BURERH - EHENFRPREMENKABIEZRN, S0 ERR KR A2 6 & R4ERBUEZEH.
WMRMKH IP it FEA | FEREFLIED

4. EET DB,

BARBEZERET MXKEEAR Amazon , BALREEREMNX. XA , BSHEFREFHE
ENEBMRK.

REREHBEEM K
BUEH B

1. MBEATRATERRRARNERF , BETRXERRF
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Amazon Storage Gateway BRXAFERE
- REBMX
- FENBMKXIEEE Amazon

STRE , BT —2% , 1 Storage Gateway #2#| A PITHAREHBETE,
2. EENHLESNBSNBEMXFEHAER.
3. MRENBLTEHIR , BFERREREEZHNMRENEHFITER,

® Note
BIEMXfE , B AR ET S IERERE,

4. EFHTEM AL,

BEZMETHX , IEFERTEARE , MEIEALEFRBENEE A TILR, BXEHA , BS
FEEEMK.

B IEB MK
T BRARITERE B
1. WRMAREATEBRENRE | §ETRKLERSF :

« BEEMXK
o FIEBHEMREREE Amazon
- REIREHBEENX

TG , BT —2% |, £ Storage Gateway #&EI AP FTHEE MK A M.

2. HEEEF#EHNS , FATHXEN CACHE STORAGE EL S E—1MNEEESD ) 165 GiB K
# , 1 UPLOAD BUFFER Z4 5L —IMNEEE AN 150 GiB WBiE . 215 F 51 H oY 25 3t B 2 >
B FEEENFE LRI BRI EEM,

3. 7fECloudWatch BEAE D |, EBUM1IZE Amazon CloudWatch Logs LA IE M XM E TR o
AT Bt 1Tk
- RIEFEEA - REFN B EARKZEHFR,
- FRUEREA - MBENM THELEREZRINENBEEA,
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https://docs.amazonaws.cn/storagegateway/latest/vgw/create-volume-gateway.html#set-up-gateway-volume
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https://docs.amazonaws.cn/storagegateway/latest/vgw/create-volume-gateway.html#review-and-activate-volume
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- EHBXRIEE-BEDER Amazon CloudWatch Logs R4 #2128 B <,

® Note

E# W Storage Gateway EITRIRBE , BEABRBREPLAFEEA TR, HE
#highlighted sectionREEREBM4EE HEL ResourceARN 5.

"Sid": "AWSLogDeliveryWrite20150319",

"Effect": "Allow",

"Principal": {

"Service": [
"delivery.logs.amazonaws.com"
]

}

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:eu-west-1:1234567890:10g-group:/foo/bar:1log-

stream:*"

REELREGNRERNATENBEAR , TEEFEH “Resource’ TE,

4. 7FECloudWatch ZiREB0 |, iR WEZE Amazon CloudWatch 23R , UEEMXIERREENLH
FRAIETE AR, ATMA TR AT

- f% Storage Gateway fI## CloudWatch BiR-SIZ MK B BI BB HENER. A<t
FERNEZER , 526 7 # CloudWatch iR,

(® Note

LtIhEEEE CloudWatch KSR |, MX LN RFRL/ERNTRBEEH Storage Gateway 58
LHRIRBH—H o BxR T, EXEHOEHE CloudWatch B 28l , FRRENZ
2RERTFUTNR :

« cloudwatch:PutMetricAlarm - S|ZEER
« cloudwatch:DisableAlarmActions - <A ZRiE/E
« cloudwatch:EnableAlarmActions - ITFFERiEE
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« cloudwatch:DeleteAlarms - HiIBRER

- BIEBENER-BEEHN CloudWatch BiHRLUBHEEXMEIBITNER, & “QIEER,
1£ Amazon CloudWatch 12| & R E VIERHIEE B IRIRE, BXIHHA , HSR (L Z#
CloudWatch A {5r8) &Y “GEAI 5 CloudWatch ZiR”,

« TER-TEEBERMXIEIRE CloudWatchE X,

5. (Hit) ERFRD , REFMFIREL , RERAX D XK NENREN |, hBIEFE Storage
Gateway £ #| AP R RMFEIIZTE LBIMKR. EERTR , REZFEMNEEHENITE,

6. EEREERTHMKHGIE,

EEFEHMXMIRE , iB1E Storage Gateway M < BLR T H E# TR,
BEZETRX , IELAFENE—MMNXFEANS. BXEE , BSHUES.

EFMS

ZHl, BEDEAME VM EFF#N LEEZFXN A HE, CHEENARFROERRANE
ABENF#ES, NXREEZFFERTFEAEFABESNROHRNEE , FFHERLSEZAE Amazon
S3. X FHF#ES , BELERME VM L& XA AR NARFRE.

(® Note

& LAE A Amazon Key Management Service (Amazon KMS) S EA B & H Z6E7E
Amazon S3 FHIBTFE#HITINE ., BaEl , BALIER (Amazon Storage Gateway APl &%)
RHITIHIRE, BEXEZER , 31 CreateCachediSCSIVolumes create-cached-iscsi-
volume,

BIES

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway £ &1 5
£ Storage Gateway #Z#l&H | RFBIEE,

£ Create volume (BI2%) XIFEEH , 71 Gateway (Mx) EFEM K,

WTFEFSE , EREPRABE,

N

X F L , MFIFKRAPIERE Disk ID (£ ID) B,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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https://docs.amazonaws.cn/cli/latest/reference/storagegateway/create-cached-iscsi-volume.html
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5.

NTERAR , ENERIRTEENHBZSHMKHIRE,
NTEFE , AR TR

- BIEHBZES,

« BT Amazon EBS RIBBIZES., MREFLLIED , &7 EBS snapshot ID (EBS 1R ID) 121t
_/l\{Eo

® Note
Storage Gateway X ##R#E Amazon Web Services Marketplace B IRFERAIEEF
%

« NEXRBMER/RE, MREFPIEIN , EH Source volume (RE) EE—1N& ID, MRX1F
FEEEASE |, MRS REIED,

X TF#EE , EAER L TED

- BIEFNZES,

- ETHRBAEE, MRIEFIED , 7 EBS snapshot ID (EBS R ID) £ —/ME,
- EHELRBIAEHIE

£ iSCSI B#REH P AR,

BEREHTEE/NEFR, HFAR () MERF (). KIF , LkEHRBHERR iISCSI
Microsoft Bz 2F Ul B B A&+~ HY iSCSI BRI RSB, fHlmn , B targetl FE RS
ign.1007-05.com.amazon:targetl, BWREFBMEFMEXEME (SAN) NEELF/MHE—
.

Wi Network interface (M&#0) RER B 21ERF IP ik , & Network interface (M &&#:0)
%R IP #it, 3F Network interface (M&#0O) , AWK VM BEEMENEESR 2 HE R~ —D
IP #rtib, ZORM*x VM BLE N EHR —MREEE SR , T4 E RNetwork interface (M £&#0)
THIK , RIRE—IP i,

1819 iISCSI B ESEENMEERR LT,

MREFMKXELNERASNMEERR: , FEARFRNARFNZATHRSEHN IP ik, BX
BEEZ I MEERRFNES , BSHNZIMKIEEMX NICs.
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® Note
EEMEERRERE , ST EBERRRE.

8. (Hik)XT Tags (5¥) , WARNELLFRERNIENS. RERFHEERE, HENER
BHX 73 XK NENEMEX .
9. LEEBIES.

MREBZHEHELRXFFRETE , MSFEEE Storage Gateway 2 Hl & H 5 H,

AR E R Configure CHAP Authentication (BiE CHAP B4 1IE) NiFHE, bt , Bl EBE
& EF 5 A RIENI (CHAP) , AT BUERBUEH BEEE CHAP, BX CHAP REME%
ER , BSRANENEEE CHAP 54 KIE,

WMRFEIRE CHAP , BHBERENE. BXESEER , F5H BEEEIE " .

NIRNAEE CHAP B HKIT

CHAP B ER#1THHRIEF 8ETH R 76 % B kM R ER &, 7 Configure CHAP
Authentication (Bt & CHAP &4 1iE) XiFEH , RUENHERUENENBEE CHAP,

BLiE CHAP

1. ERERE CHAP B%,

33 F Actions (34E) , 4% Configure CHAP authentication (it & CHAP &3 %1E),
NTFEHEFER , FRABIEFHET.

NFEFHEFER , BWARTRIE ISCS| BaEFFHHNER,

NF BB, BEARTRIENE CHAP B HHHE,
ERRIFRRIFENE A

2

BXIRE CHAP B RIIMNEZELR |, i5S[@ 7 iSCSI BFrfitiE CHAP B4 KL,

T—5%

MBEEINES IR
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MEEEIEF iR

ERAZEFIHPR ISCS| BIRFREETS, EUTHERE RN , XEBSREN B LRI
#o

/A Important
MR EHFEA Windows Server KB EEF (WSFC) hiETHE , LA LAE A Storage
Gateway HZ N EWNEZEBIE - B, BEREA WSFC , NARERSNENNEEIE 15 ,
1’;’]12!] JE ?—3Fg¥% NTFS/ext4 I'ﬁ:%é}bo

i
« E$#Z| Microsoft Windows & 7 i
2

 E#F Red Hat Enterprise Linux & F° i

& 1% Microsoft Windows & 7 i

UTFNREREEET Windows BFRNBREENSBRAE. SXESRFEL , HSH &8 iSCS| B3
EF.

E R Windows & i

1. B3 iscsicpl.exes

2. 1£iSCSI Initiator Properties (iISCSI X EFZEFE M) X iFEEF , % Discovery (KH) &M+ , A
Jai%#% Discovery Portal (XBUTF),

3. 7t Discover Target Portal (KB BARI1F) XHiEHEH , X F“IP address or DNS name (IP bk 55
DNS &%) , @A iSCSI BRI IP #uit,

4. FFHW BRI FEZIIMX ENEFES BT
5 &FBFIZBF , REIEF Connect (E#).

6. 7t Targets (B#5) &EW -+ , R BRRASHEN Connected (2iE#E) ( RREEEBIR) , AE
B OK (BE).
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BMXAFERE

%) Red Hat Enterprise Linux & F i

AT 372 & RiE#E Red Hat Enterprise Linux (RHEL) HEF i EEEBHNSHRRE, XEZE

N

H2 A EE iISCS| B ERF.

 Linux B FimiE#EE| iSCSI B ¥R

1.

% iscsi-initiator-utils RPM #4448,
FBAUERATEHNN S REEZD,

sudo yum install iscsi-initiator-utils
R iSCSI| SFHF#H R EEIZ T,
3F RHEL 5 5 RHEL 6 , AU T &%,

sudo /etc/init.d/iscsi status

S¥F RHEL7., 89, BEFERAUTHS,

sudo service iscsid status

BERAMKELNBH VIL ®RE B, EAUTRIAGT

sudo /sbin/iscsiadm --mode discovery --type sendtargets --portal [GATEWAY_IP]:3260

R e TR R B RS T Rl H AR

XFEMK . [GATEWAY_IP]:3260, 1 ign.1997-05.com.amazon:myvolume

M FREFEMX : iqn.1997-05.com.amazon: [GATEWAY_IP]-tapedrive-01

E#EE B ro

H{RTE connect S HIEEEWHI [GATEWAY_IP]H IQN,

ERAUTHT.

sudo /sbin/iscsiadm --mode node --targetname

ign.1997-05.com.amazon: [ISCSI_TARGET_NAME] --portal

[GATEWAY_IP]:3260,1 --login

i#3£%| Red Hat Enterprise Linux & F° i
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Amazon Storage Gateway

5. BWIISRACKHMIEETSRIER (B3RF). Akt , BEANTHS.

1s -1 /dev/disk/by-path

W EH A HARRRAMT ROEEHAR,

lrwxrwxrwx. 1 root root 9 Apr 16 19:31 ip-[GATEWAY_IP]:3260-iscsi-
ign.1997-05.com.amazon:myvolume-lun-0 -> ../../sda

REBIRFG , RIMNBIBWEIRBE ENERN Linux iISCSIEERNENARXBEN iISCSI &
=8

DB RIS
EREFHPN ISCS| RHRFERDEZE | FBUNBHLIHBR

E&
« 7£ Microsoft Windows E#1#a1t H &1t &
- 7£ Red Hat Enterprise Linux E#B{t H &L S

£ Microsoft Windows _E#181t H & HKLE
FERUTERERE Windows R#IB{LHBRILE.

MR H RN LIRS

1. JB%) diskmgmt.msc L 3TFF Disk Management (R EE) 245,
2. 7 Initialize Disk (¥1#a{LRiE) XNiEED , FHEEN MBR (Master Boot Record) (MBR (E/F3h12

%)) 2 X THEL, EEDXEAN , BN ZERFMEERSHNRE (ZFEIFHES ) , OITX
FiRo
2 XER AT TRER

MBR (£EB3i2%) -« MEMXER-IMEFHEBSAFEENANRSIN 1TiB.
c MEMRXEZ-INMEFEEFERENANNT 2TiB,

GPT (GUID 77 [X3k) MWMRMKHFESEN 2 TiB HEKNEK,
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3. BIERES

FEELTERIRS |, UHAIR. FIETANSHEE R EHAEESEEREH AT,
b. FAMEMLETX (AEEEH ) XL , AF%EE New Simple Volume (FiEH £ E),

0

/A Important

FiEELE  BRAERGTGEGEEERL. REHBREBEERCHRE TR S
PEAEMK VM AR REEE K/, HBEIRAS Unallocated (K2 ).

c. EBEHMEMBRAKN,
d. RNEPEEI[EFREE , REETIEE Perform a quick format (RITHREE L) KHFE
¥t
/A Important

BB ZNBNIEN B EEMER Perform a quick format (ITIRIEE R IL)o X HE M AT
DAE O, BIBERBRNHEERRTA, ehUEREEATEEN(CIREM
FEHARTFENE,

® Note
BXACBFENNRBRTSN KRN, ZREAMEREE/LD ST,

£ Red Hat Enterprise Linux ¥t H &KXt E

A LL N3 #2 £ Red Hat Enterprise Linux (RHEL) A#1#A{tL H &R L5,
L AR RIS
1. NBFREXRNR /dev X#HXK,

2. 1&1T sudo cfdisk fH.

3. FERAUTHTRINFTE, BERHS , BULIIESHNI XK R,

$ 1lsblk
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HFARDXHEFE , REALE R unrecognized volumes label”’(FTTEIRBIBIRE) (iR,
4. BB, EREDXBX , BRZEZEEFIEZESHADNRE (BFNFMHE) , WTRAT.

2 XER ATUTER

MBR (£B31i2%) -+ MERXR—NEEESEEESHAR/DESINR 1TB,
s MEMXE—NEFEEFHEBHKNNTF 2TiB,

GPT (GUID #X%R) MEMXHNEFEERN 2 TiB HH/EKRKDNEK,

F MBR 2 X , AL T® : sudo parted /dev/your volume mklabel msdos

WF GPT 2 X , AL T& S : sudo parted /dev/your volume mklabel gpt
5. FAUTHTAES X,

sudo parted -a opt /dev/your volume mkpart primary file system 0% 100%

6. ERAUTHTHD XS ERZR[REFHCIRIMMHRE,

sudo mkfs -L datapartition /dev/your volume

7. ERAUATHTERNHARL.

sudo mount -o defaults /dev/your volume /mnt/your directory

A izt R 2%
TEIRTUFES RN ABRXRE -

1. BB EAS.
2. HHERRR,
3. FRBZERE % — 1Mo

BRI VB X BT IRIRE 0 A RIBIFEE P RRIUEMKRAYIRE Amazon, AERIIR RIE R EIH#
Bo BHRMXHEERRBRPNETEEH Amazon BB F,
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@ Note
XM INZH Amazon Elastic Block Store (Amazon EBS) &i& Rz

£ Microsoft Windows Lt 812 F#&H Amazon EBS 1HRER
1. 1 Windows itE#l L | H—EHBEEFHIENMREFE#S L,

SHNBFEENTAREELXEE, — M XHIERBAXRERERIE.
2. 7 Storage Gateway AW “SIEKT , EEE,
3. EEANMXBENEFES.

HRXBNE —NFHE. EEEN , 2ERTHEM,
4. FITF Actions (#1E) , % Create EBS snapshot (812 EBS RHR) LIRS RE,

BEUE LNBEEAR EETFRH AN, TR RBURZEE/LDHNNE, IERENFLIEIRE
HBH ID. ZRFEMIZ ID REHRIZRE,

5. 7 Create EBS Snapshot (812 EBS RER) X iFHEH , EEIREBEH IR,

6. (A% ) XTF Tags (5X) , MARMELIHRERMEIRE, MEEBHEEE, HEFMERR
BHAX 5K NENREXN.

7. EFOIERE, BHREBEMS Amazon EBS R, BIZTEMWRE ID, REIIPETRAEHS
BIENRBEHE,

8. 71 EBS HRERFIA | FENHGIBRIBAVERGELEE | LUETE Ama EC2 zon #2# 8 LEREM
EBS R,

RMRBIERE S — N

FSH EFES.

=05

£ Storage Gateway & B TR £ Storage Gateway &# T=iH R 0 R Al & 5 A 12

. 1E Storage Gateway =, Amazon Backup™ , &AJ LAfE A A LR R it X T2 75k % 9 4t Storage
Gateway £, EXFHMER T , Storage Gateway B & 17 #LL Amazon EBS REF X F#E Amazon
Web Services H,
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F&
- fff Storage Gateway % %%
- Amazon Backup AT& B ENZE

£/ Storage Gateway & 194

BRI LA R Storage Gateway BEE#EH1A |, B 82 Amazon EBS R H R R £ Amazon
Web Services R Z T EBHE, BOJLEIE XM IRRHE 1% EH Storage Gateway EERREEIT
Xl BAILATE LA Storage Gateway 2 #l & RBIERE#FHE. BXWMAM Storage Gateway &
HBNEBZPNER , FSEANUTES :

I IEAEES

- BIEMERR

- NMEIERREEFES

Amazon Backup A TR A ENEE

Amazon Backup 2 —HEFRZ DRSS , TiLERW B Z5FEE#7E Amazon Web Services Cloud
Mty Amazon REHFERFRORNARFHE. XEMATUAEBEFRELSNEERHEAME
Ko Amazon Backup B — NI UBRITUTREN DR OUE |, R Amazon FEE, BEE
MXHRGEETBEE -

- BRENTZEZ DK Amazon &R,
- HXIBFEMG,

- REREEK,

- BEMAERENZONERES,

T Storage Gateway S8 Amazon Backup , Bt E AT & F £ A Amazon Backup &1 £/
Storage Gateway B# TN EFHEN AL FZRAEF. Amazon Backup XEFEFEBNEFHESE
NEPFIKE, BXREE Amazon Backup , i§Z[H Amazon Backup X145, BXxHKES Amazon
Backup , {25+ 42 Amazon Backup ? £ {Amazon Backup A F#ER) A,

& T LA ME ISR E T2 Storage Gateway &#I%Z 19 Amazon Backup Mk E#RE , TEVEBHEXBIA T
FHEE point-in-time®& 17, f& Amazon BackupBfi , #&i& 7] LUBIT &4 Amazon Backup X FAR 5 1%

f# A Storage Gateway & 194 AP WA 2013-06-30 55
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AR B %D AR =% Amazon B, EBEIEAEA Amazon Backup 81— X MZRERMD , LA LUEN
EPEENZ M ITX] Amazon Backup,

MHFRER Amazon Backup B Storage Gateway &% 01 L S # EBS R 17 7E Amazon S3 A,
& LAM Amazon Backup 14| A 3 Amazon EBS #2#|4 & & Storage Gateway B 17

A IR WAt @ EE K Storage Gateway B 1kE Amazon Backup EEAA M X H =AM K,
BB LTS R E R AT # EC2 24|89 Amazon EBS %.

{# & {7 Storag Amazon Backup e Gateway % 9§74k

£ Amazon Backup % {3 Storage Gateway BRI FALZE , BUUHEEEAMESR , BREREAEH
EFZMEE, Amazon Backup SRIFEMITUTIRME :

- REAEENWITHZARBRFEZENRZOER,

- RERMORENTHAN , IHERTBEZTEFXBELHASFHEEREN point-in-time & 17,

« NPRUEEENEZEESNMXMEM Amazon BIRHNE D,

Amazon Backup A TRIEZEHN &7

(@ Note
Amazon Backup ER&%&E—MEAK Amazon Identity and Access Management (IAM) &
& Amazon Backup . REERIEIXNAE , AR E Amazon Backup T2 HREIEH ., &k
% E 7 Amazon Backup Mt IAM A2 BRIEETXR. BXNARTHRENER , FS
% {Amazon Backup AAFIERE) . BXRIAMITHRENEES , HSH (Amazon Backup A
FiEm) PHAIER @ ITR.

1. 3T7FF Storage Gateway #2#l& , AEEENSMBEEPEES.
2. TEBRE PR FERAIERERMD Amazon Backup = “BIE Amazon & itXI",

MR E | Storage Gateway B IREZD , FEREAGIEIRFER M Amazon Backup,
5| 3 A Amazon Backup #4148,

MR EQEF Amazon Backup itXl , FiEFELIE Amazon Z141tXl. EF#E@E Amazon
Backup ##l &,
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https://docs.amazonaws.cn/aws-backup/latest/devguide/creating-a-backup-plan.html
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£ Amazon Backup #Z#l& £ , BAURIEZ R 1K, FZ2HiTRIDE Storage Gateway B LK
BEZR. BHAURITEEROEERETS.

M Amazon BackupZE & ik R &

AT LA Amazon Backup 3§ & K F H K E R 1 #Y Storage Gateway B, EXEZER , BZH H
F 1™, Amazon Backup BXEZEER , 55 (Amazon Backup AF1ER) FHIME <,

ERNERENS

1. $TFF Amazon Backup #Z#l& , IREIERE K Storage Gateway B& 17, &7 LA Storage
Gateway %% 193% R 2] Amazon EBS & Storage Gateway &, HBELNEREREERSFEN®
I,

2. WFRFEXRE  FEREFREEHERSEFM Storage Gateway & , HEEEHAEEE :
- NFFHSE , FRRM Gateway name (WX & #5). Disk ID (Bd# I1D) M iSCSI target name
(iSCSI BFRE ).

- NXFEES , HiRM Gateway name (WX &), Capacity (R£) # iSCSI target name (iSCSI
BARE ).

3. 1%$® Restore resource (& RER) AR REBHE,

(® Note
BT EME R Amazon EBS #2#| &l BrkE Amazon BackupBIZ2HY 1R &R,

BTRZMAL?

ERENENF , BEIENMEE TN , AFEVEED TRV FESE. LREERME T MKXH
iISCSI & , R THBHRR , FREEFRK T HE , ERINTHS , HERIETHEERERS L,

STRASG A, BERUATEM

« MRESURBEFEAMI , WNERENEFEIEABEEERIN LEZHAX K DPNEXART. &
XEZELR , F2H GXNERIEARBABRENXFHI KD,
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FIEENEMET N BUARITOTRE

- EFATHRFHREUARNAERXELES  BEREEEN X,

« MBEFTEREFERMK , FERBBEMIUBR=EFEMRM. AXESELR , HZH BET
LB FIRo

- WMEHRMXEE , §5 0 FFEMXE -,

« EMRALMX , ESEAILMKMEEE,

- E T % Storage Gateway 1EFR AR A5 12 M IZ1T1RR , BS RS2 Storage Gateway,

- ETBBEXEEMXHE iISCSI BRUFHBIENESEER , B3N Windows B iRiEETE,

BT RN EG THEARBRSMAFHOANEERTEENER , #SHAUTET.
T SRER TR E R RS M < 7 HY K

teEt  ERABT —PMALETHEEMNK, T, AKRGEMXHBREFEESREIEAR. MREF
MR AT RERTERE , MFEHRITHIURE

1. BHRE LEEHRXB RN,
2. MAEARN LEZFXIREYKE , FHRITRE.

WIS BT ROAXRXAMS. NROWEFEEBHNE  BEBEHXRF TERREES
BEEZEGAD,
TR W E R BERE LB X AEEEEEEHAN

EABEESEN EEEFXH AN FERNWATEE LEZFEARPMAN, RIBEIERIR
BELDDE 150 GB W EEZEAHX, MR EEZEFXLNKXBHT/NT 150 GiB KE |, BEM 150
GiB fEN & B R EEEP X,

LEZHARXAXNERTMANNAEFEINKHNELESMNMXE AmazonMx i E it & 2 A /Y £ 7 5k
BUETITEARER EE, fla , RESHNARFEX 12 NIt AEH 40 MB #YRE @ R
BEAXFBEHBENMEZELEN 12 MB B, REXABEESEREN 21, 2ARKIEE
BRAFES B 675 GiB By L& ZFXZEE,
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NEFRERERE L E 2P X KRN

R BEES BN EEEPXH AN FIFIEHAR, BMNBNBWEEDHE 150 GiB Ky L&
ZFX, MREEZFHPXANFH T /T 150 GiB B¥{E , B 150 GiB tEN &S EAY L& &
X,

LEZHARXAXNERTMNNAEFEIMNKNELESMNMXE AmazonMx i F it & 2 A /Y £ 7 5k
BUETITEARER EE, fla , REEHNARFEX 12 NIt AEH 40 MB #YIR E @ R <
BEAXAFBEHBENMEZELEN 12 MB B, REXABEERREN 21, 2ARKIEE
BRAFESE 675 GiB By LEZFXZEE,

MELEEN LEZHX

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway 2 #1 &

2. EEMXKETF , EFFAERIETF , ARERLEEFAXERABREFER , UEERAWHE L
EEHRRX,

3. RE—NMHSENEBRUENEERLEZEPXERAENEE.

A58 ZUEB WA TE Amazon CloudWatch A RIEZ— N Z N ELEEHXER, Hla0 , @BarLl
BEZEESEFHERE  HIEBLEFHEEMARENIRE., HRETESANES LEE
HXZEE, BRXEZER , B0 NEINH LEEHXIZE EFREZIR,

1 Virtual Private Cloud #805E M <

B BER X EZRMET N FHEEMIZE S BCIRFAEIER, B ERLEEBEENRX ,
HATHNBIEERBE Amazon F#RES , MEAFEIT 2K Internet #H1TIEE. A Amazon VPC Bk
& UL EBEENEMIAES (VPC) /331 Amazon #iR , BEMEMEZZEOLKIET 2. BALUE
A VPC RIZHIMERE , Hla0 IP pitSBE, 7M. BREARVIMEMR, BXEZER VPCs |, 55
71+ 42 Amazon VPC ? & (L 5# VPC AAFEME) H.

=% VPC RBUEZMMK |, BEA Amazon VPC ##l& 7 Storage Gateway 2|2 VPC i = H3REL

VPC iR ID , AREREMBEMXEIEEN VPC xR ID. EXEZEER , 5SR NEMKIEREE
Amazon,
(® Note

I&MMAE A Storage Gateway B2 VPC Ui s B PTAE B9 B — 4N X 13 RBUE M 5%
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FH
« 7 Storage Gateway 812 VPC i &

N Storage Gateway €12 VPC iR

FRIXLGHAME VPC KiFTR. MREBELXER T Storage Gateway #y VPC i, M AT AERE
SRBUEIRHI K o

A Storage Gateway €12 VPC % =

1. &% Amazon Web Services Management Console 337 Amazon VPC #2#l|& , it R https:/
console.aws.amazon.com/vpc/e

2. ESMBERKD , %EF Endpoints (KiwmTTR) , ARF1EEF Create Endpoint (B]EL KT K)o
3. ENEBIRSATEL , NIRFERERE Amazon RS

4. FtF Service Name (BREE ) , 32 com.amazonaws.region.storagegateway. 0
com.amazonaws.us-east-2.storagegateway,

5. XF VPC, %&FEH VPC HIERETHXHFM,
6. WiAKRi%k Enable Private DNS Name (/8 %, DNS & #5).

7. XTF Security group (Z£4) , EREERTF VPCHZLA, BMUESIRINZSH, RIFER
NE2APELAFTUTEN TCP IwA :

« TCP 443

« TCP 1026
« TCP 1027
+ TCP 1028
+ TCP 1031
« TCP 2222

8. EFHEBIHR. LR IMNDBERENR pending (FL ), BIELKIRT R, B TERISIEY
VPC £ S8 D,

9. TEBIRLIHT KA, £ Endpoints (RH T R) , REEZBHHN VPC KiHT

10. HEATEFEMXH [N FMAERET<H , £ DNS BT
ERAE—NMRIEETAXHK DNS £, £# DNS %ﬁée{un_
¥ : vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1.vpce.amazonaws.com
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WE, BAT VPCHARTR , TURGBENNX, BXESZER , BEHUENX,
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BEESMX

MIEM?@@%QE%%T?#%‘%M:%%/*E 2R, EABURBTENLEFELH. WREEKUEN
X , IS M AT Amazon Storage Gateway,

1742 Amazon Simple Storage Service (Amazon S3) £} iISCSI B AT A |, A LEAIX
LEFHMNARFRE. SUNETERIBEXRNANEFREFMMANBRENES. BETNZEIMW
A1E D B35 W > AR A B BRI T 7 3 44 K SR 47 4% (Amazon EBS) %, EC2

/A Important
NREFBFHENETEREREFE Amazon S3 1 , BN ZBREBNS LB EARBH
2. Blwn , RNBUAEERABREBNEZFENREBRRRG . LRBE (XERBRFRTE
REZEITRIINIT ) MLSHFME Amazon S3 FRIFIERE N TABEMATAL TR , NS
HETREAR, SULEAXMNBEEEE K MARETEERE  tRRN , ENEEBR
MHFEHEEFSEARREREHEREE.

ITRBEFHREEN D, BEERENSHAN , FREZBHNRE , ABNZRRBEEBFHEES.
MEAARTREFIMBIZNSE, BXERNABBRENLSR , ESHANERS. AXERNMARNBSNR
FORBENSR , BSRMRFES.

FIEEFEABENRBHIFEISEME Amazon S3 # |, HFEARSESHIMNE (SSE) #HITRAME, T
&, BT eeEA Amazon S3 API S EHM T & ( 20 Amazon S3 BEZH A ) HRIXLEHIE,

ETX, £ UKRIERNMAERENM R RIER,

F

o REBEARMKEL-THEIMMER Storage Gateway 2 HI A REITNENANERER , BEMKSE
. BTX#H CloudWatch BH&LH,

« DIMT RS THRNAEMXANESSE , RENMEENARFERBRMT RARFSHKN,

c NEERREEEFS : THRINMMNIESHMEREHE  ZNRERRB LABRE—RNREN
|\511§\O

- BEEEMFERER . THEWNAER Storage Gateway BH|AREES L EHNBIEE.

- MBREFRES : THROAEZARFERREZCAMERS (flW , MRETIBHRAEFREAERD
S ) o
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- RENSEBETENMX : THRNAIBENENEES , IREFEEUHEFIRREZLATHER

FHEEEBMX , XFFEEEM,

- BIEMERE  THMNAMNMXHEBREREMRERR | URELZEMRREHE Storage Gateway

%l & AV AIAL AT AR BIZ R R

- REREITR  THROMAEDSERRBERRKENERARRBRMER B EIRBITRI.
- MIBRFESHRE  THROMAETEEERBEMBERE].
o TERBIRSHE R . T ## Storage Gateway IRENEFHERDTE , UMHBBESRBETEE , R

&R T A B BRI .

- EREBEFAK  TREBRBIMEREROEK , RENRKSITBMXH Amazon B,

AIFEMX 2 BB,

REBEAMXESR

BRI LA A Storage Gateway B RBINBEMANEREFE , BEMXEBEM. XA CloudWatch
HE&ELH,

RBIAEMINERER

1
2
3.
4

fEhttps://console.aws.amazon.com/storagegateway/ZX F1 3] FF Storage Gateway 2 #| &,
EEMX , ARERENHEREEREENMX,

MBRETHXEF | EREEMXER.

X F Gateway name (MXER) , AMKN BN, AIIERLEF , B Storage Gateway
EHlePmIRAE LRI ENMX,

@ Note

PXBMBINTT 2 B 255 NFERFzE , ABFTREIERMI (\H /)
BB M R S M MR EMFTE CloudWatch BRIV IER:, EEMMERE
& , ¥E1E CloudWatch 2% & R GatewayName EF & N ERE .

NFMxEfX | EFEEHAERE MK i XA Bt X,
£ OEBRNMAIEEREA” B, EBIWAIRE Amazon L CloudWatch ogs LA ¥ 13 M < B9z TR0 o
AT T IR T AR BT IR

- QIEHBEESA  REHMK B EEARKZENNK,
- EATMANAEEE  MENW THIIRPIERIEHSE.
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- EHBXRIEE-BEDER Amazon CloudWatch Logs R4 #2128 B <,
7. TEREREERNRERN , ERREFEER.

AN RS

EENAEFERERK , TRFEQMXMNESS , I BUABH D, RS BB , BAE
BABEMNINEFFENLEZFXHAD, NMXBAEHRFSEANTREFXMNEFZR. BX
EZER , FEA BEES B EEE XK,

& T LAE A Storage Gateway #2#|& 3 Storage Gateway API KR N%&., H<EH Storage Gateway
BEHEIAAMEBNHEEA , SRR FMES. BXMEA Storage Gateway APl iFINBHER |, 55
¥l CreateCachediSCSIVolume,

ALMERRTE—FERT RUASHI AN
- HIREREY BNENRE , AREALRREBERNTES. EXNAIBRENEES , 55HE
BRERR. AXRIAFEARRBUEZFESNES , BEHLUEFES,

. EREREFRNEEFSXEEANTS. AXNARBENHES  WEANREASREES,
BAMTHREHES  FSHREES,

MNRERREEFS

&R BAME— Amazon KEIFHEARBEZFEFRERME. FMNEEENRHMIRESCIEHE. B
MERK B—IPENARBERRE-BNHEARK, ERES  FEUESXEEPEENLE-—MRE
REEED , REERERERNS.

502 Amazon EBS [REBHELE , NIEBRENFRRERRE, ELFaN. REEARENZN
ME R, HHTEMNES byte-to-byteZE #I T4, Storage Gateway 2 B N EEHVEIME <.
EEEREE—MIESNBIENE , EEE Amazon A TimeSincelLastRecoveryPointig#r
CloudWatch,

RENBBYTES. RN  EREEXNE—BNERXRF2EWE —NE., Hlm , MRERRIR
B, ATXNRENS, EUUEEFIEFEERBEEERANRERE. IHEMT2XMFEEHE
. AXRMAREENER , FSHLIEREFHES,

BT NERE S EPEREEER, SXESES  #2H SNEEMATEDE , £RERER
.
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UTRENBUAMNBIRE R=E— N EHERZS.

MTEE T R B R > 5 B2 5 F 5

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway 2 #1 &

2. 1f Storage Gateway F#H|AH |, EFQES,

3. £ Create volume (BI2%) XFESF , 7 Gateway (Fx) EZFEM X,

4. NWTHRE, K BABNRE, LAEXNEDSFRENKNEE,

5. 1%3% Clone from last recovery point , #R/&7 Source volume i%£3#F% ID. RETLARIEE Amazon
XEFPHNEARFS,

6. 9 iSCSI target name (iSCSI B#: & #5) B A B o

BNREMAEENEFRE. BFAR () MERA (). £IE , LBHRBHE RN iISCSI
Microsoft BzIf2/F Ul 9 B FRETI-F Y iISCSI BT 2B M. Bl , B targetl HERR
ign.1007-05.com.amazon:targetl, HWRBIRBEHEFMHXEBME (SAN) NEFLFHE—
.

7. I8IUE Network interface RB 2B WM< IP #biik , SKEF N Network interface 1%&#F IP #iit,

MBEENMAELNEAZINNEEERS , NIEBREENARFSATHREN IP ittit, AN
XENHNEINMEBEERB[ARE TR — IP thit,

WMEMX VM B2HTZAMNMEEEFREEN , MBS EENFRNEEAFER—NIR, 7
ZHERP , —NIP RN —MNAMX VM BLEREE R, RMX VM R8N —NMMEEB 85
BEN , IF2ERIEK , RARE—NIP i,

8. EEBIES, EPFE R Configure CHAP Authentication (B & CHAP B R11E) X iEE. EBE
AILABLE CHAP, BXEE , 5 M iSCSI BFFELE CHAP 4K,

T—HREBEERINEF K. BXEZER , BN BEEEIEM K,

EREBERARR

HIRGHEBAER , WLTE Storage Gateway EERHEFEES LFHNBEE. §1MNEH
Details it~ E "B FEARER,

EEBEAIESHHREE

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway £ &1 5
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2. TESMBE®ED , £$F Volumes , RERFEBNBHE,

UTFREHRBXENER :

+ Size : BN ERE,
« Used : BELEHNEBIEE,

(® Note
XEETEATHE 2015 F 5 A 13 B2l tlZNE | RIFELES L BIRE.

1l BR A 1

HNARFEERSEN (Hl, MREIBRNAREREAERNEESE ) , EUEEENRSE. MR
EANEH , FHERYMEBENABRFEEEAZS. 3/, FERZEZELEERENRRE. RIS
EXTHREITXI , M ATLATE Storage Gateway #H| AV IRBITXETF L#HITEF, EXREZEER
BSH mBEREIT.

BT LAE A Storage Gateway 34l A 5 Storage Gateway AP| kI Br% ., &< A Storage Gateway
AP| IBREHELR , BSHAMKRE. UTHERRUOMAFEREHE,

ERERSZE , FOENBBEIRBBHRENRR. N TE#S , ENREEET 2R, BERH
BRIEEMRE.

i BR &

1. fEhttps://console.aws.amazon.com/storagegateway/Z T FF Storage Gateway 12 #| &
2. ERE , RREE— NS IPMERBRHS,

3. HEBREDEZEBIRSE., LNSEREIATEE,

4. WINERRIEENS , AEEBRIMEPRAEIE delete HIEFMER,

MENBIBETRERIMK

BERENMESRNIEEK , ZUREFENEBRIETRNEME, ERMTIERE  BUUER
Storage Gateway #Z#| & APl 7 E MK IS

i Br 170 B API R4 2013-06-30 66
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BESEAMMNS , SRS -

- FENBIBIELFNENFERNEHE Amazon EC2 £,
- RIFTBRSBNREES
- ETREERFRECABIERE,

EDESN , MXxa EEABEENTHIEH F#ZE Amazonky Storage Gateway BRSH. Mg , &7
DR 7 BHERMBERAXENENES,

(® Note

ESBENSERIVESEFERRRIR  EZEHRE. AXNARLKENEER , TSRS
BLNTREFHE,

® Note
Mo EEE —LRE

« TESURFERKNNE. 7ESH , NX2EDES Amazon Z B ZE LN EHIE
LEFZE L, TR EERRNNEIRTREEZ LENBEEURENMNEE AmazonkyE
%,

- MRSBERS , WEREREFENFERESERMH M,

- MRSEBEF#ES , WEREREENEFEERMH M,

- ESENBEMRMBIMNK 2B T EER.

- EEKNEFESH  ZBRETEME /BT RN,

- ST s B  FESHFEZRFTK , AT EERAS,
- BEl, B API F &R GBI RS,

- MREEBEEMRNXFSBEMERERT ZMX , WLSBHEEL, BEHFEESIBRIE
TR, REBMERMX,

« MREHEMXEFEEEERRES , BEEMNEFTES

LT HZRERIAEA Storage Gateway 12 #l & 0 B NE, EXxFERH API ITHBRENESE
B , 2 Amazon Storage Gateway APl £# AttachVolume® By DetachVolumemko
HENETIBETRMIMX API W< 2013-06-30 67
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MRIX 55 B 5

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###1 &
2. ERE , RARER- ISP ESTENS,

3. XNFRHE, EFSFES. WNSEREIAXEE,

4. WAESTEEENSE , AREWAEPEAEF detach HEESE,

(® Note

NMREESBENEEARERE , WERSANEHMMRENEESE , EETKLERE
B, RE , REERNETE., NRRABLERE  BURLTEFIEEDIERS. W
RELRBHE , WRASMEMMNERNEDE,

DIE |, AT LURT LS N B E AR <,
RS B H0EI I <

1. fEhttps://console.aws.amazon.com/storagegateway/Z F1 3] FF Storage Gateway ##l &,
2. ESEMERP  ERS. ESBENEIBNRSERNESE.

3. MNEFESBIXRG , EREMMNE. —XR8EMM—1N5E,
4
5

X TFHRE |, RFEH IS,
EMIMENFES , EREEREHMMBINMX , Reh ARFBEESIR iISCSI BFr.

MREENNEFERS  FAE 1D WARBEIRAR,

6. EEMME, MREEZNS LHRERE , ME AttachVolume BERIIE , BRRSFHME
2 BN B,

7. EETHEE CHAP SHRIEASH  EEENETRHESIEFEN. BIERFERANMB
2, REERRE. BXEARAEFSHRIINI (CHAP) SORIINESER , HZHEA
iSCS| BArELiE CHAP &K1,

Bl IR E R IR

DUTEERAEZETINFXNEIRE SAIEZRERR , UREREIRRFIE Storage Gateway ZHl & H
R AR AT AR B R R ER ., AT — IR, et B IMERR , W LURERRITRI , AEREENERE
RIS EEIRE,
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NI MR B2 H E RS IR ERER

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###1 &
2. EEHFHATHAMNNSMERT , EEMNX,
3. ERENHGIERBHMX , AREFRFABSEETF,

FAFEEENFERPTIEMXNRERBER.
4. 1%&$F Create recovery snapshot LA3TFF Create recovery snapshot X i&4E.
5 METRNBIRY  EREMENS , ARERIERE,

Storage Gateway B3I IEESHNRBIRE, REBIBTK/G , 7 Storage Gateway #EH A HER
HLEEFEN , ATLUREMREB S5 HARER,

YRR R 1T X

M FE#IE , Amazon Storage Gateway SIS K — X BRIAREBIT X,

(® Note

BT ERBRBRIARBITR, FHREBFTEEL—MRBITH, ER , BULLESEERBEREA
£HRRF/RER (1, 2. 4, 8, 12 T 24 NPat) KRESREB TR,

N F&EES , Amazon Storage Gateway T2 BIZEIAMNRRITR, TotlZERIATR , RAEHEK
FEIFMTE Amazon S3 H , FTL , BLEERBIRBITKUA T REREEN . & , BAUEFER
PERT iR ERBITR. NETFTENERRBEMT S —HESENRERTFEN S E.

BEEANUATSER , B URESHIRBITR,
REBBRVIRIRIT

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5
2. HESMBERKF , %EF Volumes , REEZRENPAIBREBHE,

3. XF Actions (3&4E) , #%£$F Edit snapshot schedule (4% RBITR]).

4. £ Edit snapshot schedule XiF#EH , EekitXl , RFEEFE Save,
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I BR 17 fekk B RV IR R

A UAMIBREFEBHRE, Sl , HEE-—REARNBERT FHRENTFSREMTIBEZER B REN
B REEERRR R, ATRBREEZ S, RUBREMEBNRERXSBBREGIRBTZEENLL
=

E=3-3il

o FERAEAT Java B9 Amazon B8FF & T B2 BR iR BR
« FERAERT NET # Amazon 34T & T E S BRIRER
« £ Amazon Tools for Windows PowerShellffl B 1k B8

£ Amazon EBS #H|&F |, BRI LA —XMBR—/MREE, BRxuMMIEEH Amazon EBS 2§ & Ml BRIR R HY
E8 , BSRILO% EC2 AF 5 A BRI &% EBS HREE,

E—RBRZAMREE | EAILAE A H e — /X Storage Gateway RERIRB, Amazon SDKs Bx
B, ESHE FEAERT Java B Amazon BT A T EGIMIBRREE, FHAERT .NET 89 Amazon
HEFAETESRBRIRE F 48 Amazon Tools for Windows PowerShellffil Bk iR B8

EHERTF Java B9 Amazon B #4FF & T E SHIBRIRER

MERBRESRBENZS MR , BRI UERAEREL . AT REERNAEREA T Java B Amazon
HUEFETESHERRE, WEFEARGNRE , BRZAE Java BEIANARFNEZETHER. BXE
ZER , ES0 (EAT Java BWAmazon HHEF AT ESF EARERE) FHAT. MEEIEHBR
DEIRE , B HRTFESHIRE PrRFERES A,

Example : £ & A T Java B9 Amazon SDK il R &

BT Java KEBBRAIFIH T MXENBHRBURRBESRABREEEBHIERZE. EEAER
F Storage Gateway FIL & #:#Y Java Amazon SDK API EC2, Amazon EC2 AP| B#EF FAEBHRER
R

FHABUERBRSKRIRT R, BHMNXH Amazon FRBF (ARN) FEEERIFIRBAYE B KK,
E L BB AT RSN IR BEGEB R, SEFEREEMRE viewOnly , ZEXRAREEETEMN
BREY IR BRIE = SZBRIVIT IR BB MIBR. £ R view AT (BF viewOnly RE RN true) BTREE , BF
RIBLBIBRMT L. BXRALLE Storage Gateway B & EAH Amazon RELXwTRIEK |, BSHET
Amazon Storage Gateway £ w7 S M A& Amazon Web Services —f8Z%&,

import java.io.IOException;
import java.util.Arraylist;
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import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import

public

java.
java.
java.
java.
java.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

util.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

util.Calendar;
util.Collection;
util.Date;
util.GregorianCalendar;
List;

auth.PropertiesCredentials;

services.
services.
services.
services.
services.
services.
services.
services.
services.
.storagegateway.model.VolumeInfo;

services

ec2.
.model.DeleteSnapshotRequest;
ec2.
ec2.
ec2.
ec2.

ec?2

AmazonEC2Client;

model.DescribeSnapshotsRequest;
model.DescribeSnapshotsResult;
model.Filter;

model.Snapshot;

storagegateway.AWSStorageGatewayClient;
storagegateway.model.ListVolumesRequest;
storagegateway.model.ListVolumesResult;

class ListDeleteVolumeSnapshotsExample {

public
public
static
static

// The
public

// The

are deleted
// if viewOnly = false.
public static int daysBack = 10;

// true

the daysBack criteria

public static boolean viewOnly

static AWSStorageGatewayClient sgClient;
static AmazonEC2Client ec2Client;

String serviceURLSG = "https://storagegateway.us-east-1.amazonaws.com";
String serviceURLEC2 = "https://ec2.us-east-1.amazonaws.com";
gatewayARN

static String gatewayARN = "*** provide gateway ARN ***'";

number of days back you want to save snapshots. Snapshots before this cutoff

= show what will be deleted; false =

actually delete snapshots that meet

= true;

public static void main(String[] args) throws IOException {

// Create a Storage Gateway and amazon ec2 client

sgC

lient =

new AWSStorageGatewayClient(new PropertiesCredentials(

ListDeleteVolumeSnapshotsExample.class.getResourceAsStream("AwsCredentials.properties")));
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sgClient.setEndpoint(serviceURLSG);
ec2Client = new AmazonEC2Client(new PropertiesCredentials(

ListDeleteVolumeSnapshotsExample.class.getResourceAsStream("AwsCredentials.properties")));
ec2Client.setEndpoint(serviceURLEC2);

List<VolumeInfo> volumes = ListVolumesForGateway();
DeleteSnapshotsForVolumes(volumes, daysBack);

}

public static List<VolumeInfo> ListVolumesForGateway()

{

List<VolumeInfo> volumes = new ArraylList<VolumeInfo>();

String marker = null;
do {
ListVolumesRequest request = new
ListVolumesRequest().withGatewayARN(gatewayARN);
ListVolumesResult result = sgClient.listVolumes(request);
marker = result.getMarker();

for (VolumeInfo vi : result.getVolumeInfos())
{
volumes.add(vi);
System.out.println(OutputVolumeInfo(vi));
}

} while (marker != null);

return volumes;

}

private static void DeleteSnapshotsForVolumes(List<VolumeInfo> volumes,
int daysBack2) {

// Find snapshots and delete for each volume
for (VolumeInfo vi : volumes) {

String volumeARN = vi.getVolumeARN();

String volumeld =
volumeARN.substring(volumeARN.lastIndexO0f("/")+1).toLowerCase();

Collection<Filter> filters = new ArraylList<Filter>();

Filter filter = new Filter().withName("volume-id").withValues(volumeld);

filters.add(filter);
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DescribeSnapshotsRequest describeSnapshotsRequest =
new DescribeSnapshotsRequest().withFilters(filters);
DescribeSnapshotsResult describeSnapshotsResult =
ec2Client.describeSnapshots(describeSnapshotsRequest);

List<Snapshot> snapshots = describeSnapshotsResult.getSnapshots();
System.out.println("volume-id = " + volumeld);
for (Snapshot s : snapshots){
StringBuilder sb = new StringBuilder();
boolean meetsCriteria = !CompareDates(daysBack, s.getStartTime());
sb.append(s.getSnapshotId() + ", " + s.getStartTime().toString());

sb.append(", meets criteria for delete? " + meetsCriteria);
sb.append(", deleted? ");
if (!viewOnly & meetsCriteria) {
sb.append("yes");
DeleteSnapshotRequest deleteSnapshotRequest =
new DeleteSnapshotRequest().withSnapshotId(s.getSnapshotId());
ec2Client.deleteSnapshot(deleteSnapshotRequest);

}

else {
sb.append("no");

}

System.out.println(sb.toString());

private static String OutputVolumeInfo(VolumeInfo vi) {

String volumeInfo = String.format(
"Volume Info:\n" +
" ARN: %s\n" +
" Type: %s\n",
vi.getVolumeARN(),
vi.getVolumeType());
return volumeInfo;

// Returns the date in two formats as a list

public static boolean CompareDates(int daysBack, Date snapshotDate) {
Date today = new Date();
Calendar cal = new GregorianCalendar();
cal.setTime(today);
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cal.add(Calendar.DAY_OF_MONTH, -daysBack);
Date cutoffDate = cal.getTime();
return (snapshotDate.compareTo(cutoffDate) > @) ? true : false;

FEHAEAT NET 8 Amazon B4FF & T E S BRiRER

WMERBRESSRENZS MR |, BALERARERE, AT ROCEROFAERERT .NET B Amazon
RUFRTEEMRA 2 M 3 BERRR, MFEARHKRE  BRZAE NET 248 NARFNIZET
FRo BXREZEE , B2 (EAT NET Amazon BEF XTI EIFRARERE) PHAT, W
REAFMERDEBRR | H1R B FESHRE DR ERZEH S,

Example : £ H&EA F.NET B Amazon SDK il Bk iR B8

LT C# REBRHI% | Amazon Identity and Access Management F P A] A% X SN E 1Y
R, ARG, ZAFATUHHRBHERNBIEEELHN (REH) 2oiE'2E , FMBRIET
BHEIRRE, ZROIERER T Storage Gateway M L # A .NET Amazon F 4 T EQ API

EC2, Amazon EC2 API S¥EA T ERRINRHE,

LT RBRAEERERAT.NET B9 Amazon SDK M2 2 # 3, &R LURIBRAR NET EBRIHF R,
BREZEE , BSRNEENREIBREIHRAHN Amazon SDK for .NET,

FHABUERBRSKRIRT R, BHMNXH Amazon FRBF (ARN) FMERERIFZ R BRI E BRI
L& L B 2 sT RN RBE G MR, BEFEEEMR/RE viewOnly , ZERAREEETEM
BREY IR BRIE R SZBRIVIT IR BB MIBR, £ X7 view LT (BF viewOnly RE RN true) BTRE , BF
RIB MR L. BXRALLE Storage Gateway BL& A K Amazon FRFA T RINEK , BSHEF
#Amazon Storage Gateway £ w7 S M AL &Amazon Web Services —f§Z%&,

BT, Sl — MR AR IAM REEHMENZRA S, RENEHRXHIE B 3hRRIT R,
AT AR5 6122 7o VF A P I BRR R R /DM BR SR M. EARPIF |, SRIEAI B ) sgw-delete-

snapshot,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "StmtEC2Snapshots",
"Effect": "Allow",
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"Action": [
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots

1,

"Resource": [

i n

]
I
{
"Sid": "StmtSgwlListVolumes",
"Effect": "Allow",
"Action": [
"storagegateway:ListVolumes"
1,
"Resource": [
T
]
}

BT C# RBEREEMX P EREEMEE &L HITE 89 s tRIR R E R,

using System;

using System.Collections.Generic;
using System.Text;

using Amazon.EC2;

using Amazon.EC2.Model;

using Amazon.StorageGateway.Model;
using Amazon.StorageGateway;

namespace DeleteStorageGatewaySnapshotNS

{
class Program
{
/-k
* Replace the variables below to match your environment.
*/

/* IAM AccessKey */
static String AwsAccessKey = "AKIA................ ;

/* IAM SecretKey */
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Static String AWSSeCIetKey = "*******************************";

/* Account number, 12 digits, no hyphen */
static String OwnerID = "123456789012";

/* Your Gateway ARN. Use a Storage Gateway ID, sgw-XXXXXXXX* */
static String GatewayARN = "arn:aws:storagegateway:ap-
southeast-2:123456789012:gateway/sgw-XXXXXXXX";

/* Snapshot status: "completed", "pending", "error" */

static String SnapshotStatus = "completed";

/* Region where your gateway is activated */
static String AwsRegion = "ap-southeast-2";

/* Minimum age of snapshots before they are deleted (retention policy) */
static int daysBack = 30;

/*
* Do not modify the four lines below.
*/
static AmazonEC2Config ec2Config;
static AmazonEC2Client ec2Client;
static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

static void Main(string[] args)
{
// Create an EC2 client.
ec2Config = new AmazonEC2Config();
ec2Config.ServiceURL = "https://ec2." + AwsRegion + ".amazonaws.com";
ec2Client = new AmazonEC2Client(AwsAccessKey, AwsSecretKey, ec2Config);

// Create a Storage Gateway client.

sgConfig = new AmazonStorageGatewayConfig();

sgConfig.ServiceURL = "https://storagegateway." + AwsRegion +
" .amazonaws.com";

sgClient = new AmazonStorageGatewayClient(AwsAccessKey, AwsSecretKey,
sgConfig);

List<VolumeInfo> StorageGatewayVolumes = ListVolumesForGateway();
List<Snapshot> StorageGatewaySnapshots
ListSnapshotsForVolumes(StorageGatewayVolumes,
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daysBack);
DeleteSnapshots(StorageGatewaySnapshots);

/*
* List all volumes for your gateway
* returns: A list of VolumeInfos, or null.
*/
private static List<VolumeInfo> ListVolumesForGateway()
{
ListVolumesResponse response = new ListVolumesResponse();
try
{
ListVolumesRequest request = new ListVolumesRequest();
request.GatewayARN = GatewayARN;
response = sgClient.ListVolumes(request);

foreach (VolumeInfo vi in response.VolumeInfos)

{
Console.WritelLine(OutputVolumeInfo(vi));

}

catch (AmazonStorageGatewayException ex)
{
Console.WriteLine(ex.Message);

}

return response.VolumeInfos;

/*
* Gets the list of snapshots that match the requested volumes
* and cutoff period.
*/
private static List<Snapshot> ListSnapshotsForVolumes(List<VolumeInfo> volumes,
int snapshotAge)
{
List<Snapshot> SelectedSnapshots = new List<Snapshot>();
try
{
foreach (VolumeInfo vi in volumes)
{
String volumeARN = vi.VolumeARN;
String volumeID = volumeARN.Substring(volumeARN.LastIndexO0f("/") +
1).ToLower();
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DescribeSnapshotsRequest describeSnapshotsRequest = new
DescribeSnapshotsRequest();

Filter ownerFilter = new Filter();

List<String> ownerValues = new List<String>();
ownerValues.Add(OwnerID);

ownerFilter.Name = "owner-id";

ownerFilter.Values = ownerValues;
describeSnapshotsRequest.Filters.Add(ownerFilter);

Filter statusFilter = new Filter();

List<String> statusValues = new List<String>();
statusValues.Add(SnapshotStatus);

statusFilter.Name = "status";

statusFilter.Values = statusValues;
describeSnapshotsRequest.Filters.Add(statusFilter);

Filter volumeFilter = new Filter();

List<String> volumeValues = new List<String>();
volumeValues.Add(volumeID);

volumeFilter.Name = "volume-id";
volumeFilter.Values = volumeValues;
describeSnapshotsRequest.Filters.Add(volumeFilter);

DescribeSnapshotsResponse describeSnapshotsResponse =
ec2Client.DescribeSnapshots(describeSnapshotsRequest);

List<Snapshot> snapshots = describeSnapshotsResponse.Snapshots;

Console.WriteLine("volume-id = " + volumelD);
foreach (Snapshot s in snapshots)
{
if (IsSnapshotPastRetentionPeriod(snapshotAge, s.StartTime))
{
Console.WritelLine(s.SnapshotId + ", " + s.Volumeld + ",
" + s.StartTime + ", " + s.Description);
SelectedSnapshots.Add(s);
}
}
}
}
catch (AmazonEC2Exception ex)
{

Console.WriteLine(ex.Message);
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}

return SelectedSnapshots;

}
/*
* Deletes a list of snapshots.
*/
private static void DeleteSnapshots(List<Snapshot> snapshots)
{
try
{

foreach (Snapshot s in snapshots)

{

DeleteSnapshotRequest deleteSnapshotRequest = new
DeleteSnapshotRequest(s.Snapshotld);

DeleteSnapshotResponse response =
ec2Client.DeleteSnapshot(deleteSnapshotRequest);

Console.WritelLine("Volume: " +
s.Volumeld +
" => Spapshot: " +
s.SnapshotId +
" Response: "
+ response.HttpStatusCode.ToString());
}
}
catch (AmazonEC2Exception ex)
{
Console.WriteLine(ex.Message);
}
}
/*
* Checks if the snapshot creation date is past the retention period.
*/

private static Boolean IsSnapshotPastRetentionPeriod(int daysBack, DateTime
snapshotDate)

{
DateTime cutoffDate = DateTime.Now.Add(new TimeSpan(-daysBack, @, @, 0));
return (DateTime.Compare(snapshotDate, cutoffDate) < @) ? true : false;

}

/*

* Displays information related to a volume.
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*/
private static String OutputVolumeInfo(VolumeInfo vi)

{

String volumeInfo = String.Format(
"Volume Info:\n" +
" ARN: {0}\n" +
" Type: {1}\n",
vi.VolumeARN,
vi.VolumeType);
return volumelInfo;

£ F§ Amazon Tools for Windows PowerShellfl B& iR BR

MEMBRESRBENZSNRE |, BUUFERERES . AT REERMMAER Amazon Tools for
Windows PowerShellffii BriR 8B, B REIBA , BN Z2BNMZ1T PowerShell fiiA&, BXxEZ
§8 , B2 https://docs.amazonaws.cn/powershell/latest/userguide/pstools-getting-started.htm| A
9 Amazon Tools for Windows PowerShellA[], MMREIEFZERIRDERR |, Bk BIREESHIRE
RATREREFIE,.

Example : {8 Bl Br iR B8 Amazon Tools for Windows PowerShell

LT PowerShell FIZRBIZIH T MXBMNENRBURRBITBNEREEEBPZAERZE.
£/ Storage Gateway #l Amazon BJ Amazon Tools for Windows PowerShell cmdlet, EC2Amazon
EC2 API 2 A TA IR BAVIRIE,

BEEFHHAHREEHMXE Amazon BIREF (ARN) MIEEREFRBHWERE. BB
Z BT AR R B E GBI BR, BEEBRIRERRE viewOnly , ZERFAREEE EMRMREER
SSBRIITIRBBMIBR, 5 R%H view I (BIFF viewOnly iR B A true) 17K , EERBAM RS
Ao

<#
.DESCRIPTION
Delete snapshots of a specified volume that match given criteria.

.NOTES
PREREQUISITES:
1) Amazon Tools for Windows PowerShell from https://aws.amazon.com/powershell/
2) Credentials and Amazon Region stored in session using Initialize-AWSDefault.
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For more info see, https://docs.aws.amazon.com/powershell/latest/userguide/
specifying-your-aws-credentials.html

.EXAMPLE
powershell.exe .\SG_DeleteSnapshots.psl
#>

# Criteria to use to filter the results returned.
$daysBack = 18

$gatewayARN = "*** provide gateway ARN ***"
$viewOnly = $true;

#ListVolumes
$volumesResult = Get-SGVolume -GatewayARN $gatewayARN
$volumes = $volumesResult.VolumeInfos
Write-Output(" nVolume List")
foreach ($volumes in $volumesResult)
{ Write-Output(" nVolume Info:")
Write-Output("ARN: " + $volumes.VolumeARN)
write-Output("Type: " + $volumes.VolumeType)
}

Write-Output(" nWhich snapshots meet the criteria?")
foreach ($volume in $volumesResult)

{
$volumeARN = $volume.VolumeARN
$volumeId = ($volumeARN-split"/")[3].ToLower()
$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "volume-id"

$filter.Value.Add($volumeId)

$snapshots = get-EC2Snapshot -Filter $filter

Write-Output(" 'nFor volume-id = " + $volumeld)
foreach ($s in $snapshots)
{

$d = ([DateTime]: :Now).AddDays(-$daysBack)
$meetsCriteria = $false

if ([DateTime]::Compare($d, $s.StartTime) -gt 0)
{

$meetsCriteria = $true
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$sb = $s.SnapshotId + ", " + $s.StartTime + ", meets criteria for delete? " +
$meetsCriteria

if (!$viewOnly -AND $meetsCriteria)

{

$resp = Remove-EC2Snapshot -SnapshotId $s.SnapshotId
#Can get RequestId from response for troubleshooting.
$sb = $sb + ", deleted? yes"

}
else {
$sb = $sb + ", deleted? no"
}
Write-Output($sb)
}
}
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SOE LEZEFXBEAZNEAEHE ST FHEMRBE LEF

Amazon,

PR R ERESHARBRSZABEASWEMRRE. S84 THE
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—MERBTEHEIF. EXHIBERT , EFFEXRNIT. ENFES
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5l SRS EATRERE,

RIBRSBRURKTIN LEEFXEATENHEES RN BXREL
HRPRBRIARITHNES |, TSH FESRE,

BT EIRERESI SRS, HIAEERS, EXMHIBERT , &
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RS B
Restoring (& &) BEENABRBER, RSN EATFERSE. BXEZELE , BSH
B TERE,

NMRERERERNMES , WRNFREEHRETERRS. ENMFMH
BRECETRE BHRERNATRRES. BUUEFHESL TERRSH
N H#TREREHRBERR.

Restoring Pass ZEEEMNNERBIAR , HEBH T LEEAHAXRAB, WRSMNEAT
Through (&R &%) BB, BXREZER , BSH SMAWIERE,

£ 3 Restoring Pass Through (£ R{%iE) RSN —NMNEE R LMK E A
SEEEEHRXZTEE, HEEBL T Restoring Pass Through (& R4&i#) Ik
A, BRONARFUHREEHPIEERMEBEAZE. E2 , 7£ Restoring
Pass Through (& /R{&i%) IRAEE |, B ERBEESNEMIRE, BX
EHEREL LEEPXBEMA T Restoring Pass Through (3R 1%i%)
RS NXIURENEE | HSREESRH,

Restoring Pass Through (& J&4&i%) MAB/REAIEER T~ AN LEEHFX 2
BHHE AN, BXEUGEPNIBEARTHINEE , FSH ESR

.
Upload Buffer Not MTREFREBLAERR  ARETE0BRERS., AXnAHNER
Configured (L& EMH BREHHSFNLEEFRERNES  BSHREE LRI LS
XK E) R AD. AXMARNFEEREFNSFNLEEFREROEEL | 1§

SHBEED BN EEZP XKD,

TREERS
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B TERTHWERAUEZE, EANAGENTEIEN, SHHENEAE VAT,

iy BIRE

Green MXESITEE. BRSHNTH , REZRLZNT
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BHE BT HEERS , FRTFHESERBERE,

MRZRESRAT LEZPXZREFAH , BL
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Issue® Bootstrap Issue®

~ /)

-

i

PASS THROUGH

Key

Gateway < Temparary State
Operating or Recoverable |
Marrmally . Condition*

* e.g.run out of uplead buffer
** g.g. lost connectivity

® Note
BRBEREEZTIERPERNER, BR , X5 Storage Gateway 12§ & FVIRSAE P #Y 1LIR
SERH BT T,

T BRI BRI

BEATRESTEETHREENXPBERSCENZER KR, ELEFFATHRZTERMRERTRER
Mx, "ERARELFEFATHBSMINITEARANBERT , MERHEFEAEE.
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(® Note
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NEEEBEFNEREMX
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d.
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ESMERT , BEMNX K RAEEREFLNAEFSEMR. MXLT Running RE.

HRFERD  BEFIEMNK, BRIEXNFEEFHIMNK ID, REEFEFILEMK, HiEZMX D,
RAANERENSRAFEAER,

EIHNKELR |, BAEESFIETRMRRRSHEE, HIANXXEAR |, FAEERMFHE
ER—FHEHENBHIMKRRM, HMKKAR , MAIBWIREZR X,

FREEEFZEEXAIE VM, BxxHAT5% EC2 RFINEZELR |, H2R (LS

EC2 AF#EM) PHEILFENEBHES, BHRXH KVM = Hyper-V ERHHNEZE L
VMware , {55 G0 E D ERERF X,

BXREFLMINESER , FEHAEHNELEMNX,
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5. NAAHME (2RERUEE, EFHEN LAZPX#EE ) 5IHMX VM 78,

® Note

B TREANS ID UREZBRHMAXKNMX ID, BFERENSRPFILEE SHN
Storage Gateway EEEFIE. (BESHEASEK 11, )

MREERL D EC2 LHHENEFEMXHELY , FSRELS# EC2 AFERmPIE
Amazon EBS &5 Linux =610 8. XM KVM = Hyper-V ERNF 2 BHENER , B5H
EENERREF X, VMware

6. BIEFH Storage Gateway BEEEZF VM E4] , BEFEFEERNRMKBIE, BXOIEHH
Storage Gateway EXEEF VM HWEZEE , BZRRESEMX, XMNHMTFRAIBRXH F
%o

® Note
BZE#EF VM SIAEEEFESR LEEPXN#EE, Z0FH VM FEASIA VM HENERF
WEN EZRPXHEE,

7. BBV Storage Gateway BEEREF VM KHINFEASIH VM BRIV EZEE., Mo<iERIAMSEH
BRIIASENEE N (DHCP), £/ DHCP i, RESNEHNN< B3 28 IP ik,

MREFENH VM FHEERS IP i, BERRENKXME , TRESHFAER. IR
BRI MR ABER Socket Secure hixZs 5 (SOCKSS) RIBF EEZEBI B ERM |, 724t M X< &
SOCKS5 KEESH T EZFMES

8. Bz VM,

9. FMEELRS PMENEFENK VM R0 BEHHMEEZEIFNEFESMR, BRBEBEMNX VM
M E R IBF R e TE R R R VM,

FIEMEBLAERRRIETE, BVERBA)D , EAXLSBABEEEF—H.
10. BEEALLTHEAMN URL EEBFH VM , BIIMXIEBIRE,

http://your-VM-IP-address/migrate?gatewayId=your-gateway-ID

ERILAFMR VM EEEASIEMX VM HER IP ik, &/ URL BRI T AT 7RG,
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11.
12.

13.
14.

http://198.51.100.123/migrate?gatewayld=sgw-12345678

EXNRBRPHERTITFED curl REAL URL , BaIEBIRE,
RYBEHMXEIBLEE K L2FIUTHE !

Successfully imported Storage Gateway information. Please refer to
Storage Gateway documentation to perform the next steps to complete the

migration.
DEIAMXAREE  SESRS PIET T ZHENS D,
BEIMX,

BRUATSREIFNEFEMX :

a. fEhttps://console.aws.amazon.com/storagegateway/Z R $TF Storage Gateway Z=Hl &
b. ESMBERF , EEMX , ARERERINHMAK, MK4LTF Shutdown RS,
c. EBFFHAER , AREREBEBIIMX,

BREIMKRNESEE , BERAEIFELEMK,
n#E 1@%@%&%@1&ﬂﬂ@)ﬁ¥ﬁlﬂ% VM 8 IP b1k K15 R R B
BANEWBTHA , AEBBERIEMX VM. BXxMBIER VM WER | BSREEEFI X4,
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¥ 98 Storage Gateway

AN B A Amazon %32 Storage Gateway , BF SR E M < KEH E IR CloudWatch, &) LA
WEmKH EEERXMEFEM, FH Storage Gateway 24| A XKEEMXNIBIRNER, Hla
B LEFEREREFFEANFTTER, REREZZNRELARM Amazon Web Services =i REIE
FERNETE, EBEN , BUUREMXNESTRAHREER , MEE—IRZS/MNEREEE R
EiTBAHE,

Storage Gateway % #% 121t CloudWatch 3645, 2R N HAF AR Storage Gateway 3645, B fE
XS , BAILHEHEEEHFE T T HREHNMX BRI, Storage Gateway iE 1R i
CloudWatch iR , EE0HEBIRRI , TEFNTHE. B>< CloudWatch ENMWEZEER , HSH
Amazon CloudWatch Eft. BXxE%{E LR CloudWatch , i3 Amazon CloudWatch F FF 18/,

AXBETYRERENXREXBKERNEER , i35 Monitoring your Volume Gateway,

£

o TEMXIER

- BEFEEHRX

- BEZFFHE

« 7 #% CloudWatch 23R

- NIEHNMRBZEHEERN CloudWatch Bk
« NERNRKAIEBE X CloudWatch Bk
- BEEMX

ig: JZER =t

EAEFNLH , RIHMXERELNREEMCCEANER , BRRE , XEENEEN
ANEFEMERE. AT -IRNXEE TSNS, BERXBENERACRMX EORES, 6
3, CloudBytesUploaded E#r— MR ER ST MR REL N FTHNER, ZERSENX LB
BRER .

FERAMXERBIERN , NIEERFZEETHERNMXWE—RIR, At , BAEE GatewayId
GatewayName {H. HFEFEAMKMIEIRN , BEERGEZRFIEENXLEE , ZLEELTRNXTEN
BN EBEBRHNENRKSF. BXEZELR | HSH FH Amazon CloudWatch $#6¥5.
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® Note

REBERRERITHNEZRBRNER T HTRENF QIREHRES.

1R

AvailabilityNotifi
cations

CacheHitPercent

CachePercentDirty

CacheUsed

DU
M5 4 Y 5 o] A M R AYIE
TR B

TR E Sum KITBIEL S
FERATNEMXERER TE
AR AMEXHNSESG. BX
EHNEFEAEER | BEFLRE
B/ CloudWatch BE4A,

B BF

ZEFEENNRARFERE,
BHAEREEABE R RA.
By B8Ok

BEEZASIE P 3=/ C(d: TR
Bo . AmazonBEAEIREG
BELE R XA,

FRERSSUNFITBESES
i

BRABRT , ZERNREE
BIRKF

Bfy:Bok

MR EFEEPEEFERAN
FHEH, EXRERSEAHE
RETEA,
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1R

IoWaitPercent

MemTotalBytes

MemUsedBytes

QueuedWrites

ReadBytes

R
B4 FH

P 5< S 455 245 3t T 2% WE) RS2 FY Y [
Bk,

By Bole

AKX VM T ER RAM
B, UFTTREN,

By . P

Mx VM HeTEEEAN RAM
B, UFTREN,

By P

ZEHFEANFTE Amazon ,
TEIR & B B 45 SRAT X o< AR A
BEHTEH, XEFTHRET
EMX TEFHEZ=E A,

By 2P

REABARKFRIFRREEM
AN RARFRRNEFT
o

FMtIERS Sum ST HIES
EFEATNERUHE  FHE
Samples SiTHELEEFEAA
N E IOPS,

By FH

T R IERR
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1R

ReadTime

TimeSincelLastRecov
eryPoint

TotalCacheSize

UploadBufferPercen

tUsed

UploadBufferUsed

UserCpuPercent

DU

5 BHAMKFRIE BN
1 N A A2 PR 1T R BUR VR P AE
BNEZERDH,

FiZiE¥rE Average Sit#
BESFERATNEEER,

By B2®

B b B A B AR B
i, BXESEL , E5H £
WEERATLBE , £
W B

By B

LFEHREMHNEFELE RN,
BHAEREEABE R RA.

B4R

Mx EEZFXBERR, #
REREEE R RA,

By 8BS

MR EEEFXIEEERAN
BETH, #AEREAHE
RAEFEA,

BAFH

M4 PRTTE CPU BYRIRY B 2

b, #EE®KO LFEITE,
By BOK
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1R

WorkingStorageFree

WorkingStoragePerc
entUsed

WorkingStorageUsed

WriteBytes

WriteTime

DU

P 5< By T AF 17 i 22 ] P R A
MNEZRE, #AERSEHH
ZRET R

B4 FH

Mx EEZFXBERR, #
RIERE L RS RA

By Bole

MR EEEHXEEFERN
BETH, BARERGAPLE
E: P

By . P

HBEBHAMKPREEEA
BANRARFNEFZTH

MRS Sum SitHIEL
EFEATNERUHE  FHE
Samples STHBELEESEAA
MWE IOPS,

By FH

RERABAMKFREBME
o N IR 1T B A RAEFI3E
BN EEDH,

FiZiE¥rES Average S&it#
BEESERATTNEER,

By ZR

T R IERR
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Storage Gateway fS#rHI4EE

Storage Gateway BRS5H CloudWatch 3% ZE[8] R AWS /StorageGateway., HIETE 5 D HE A B3h
AR, TERE,

®E BN
GatewayId , GatewayNa XL E S FRBERNBTFERFIENFETNXNIER. ERILE
me & GatewayId =i GatewayName MEIMRET/EHMRK,

NMRAELFESFENNXBRNEEERN , MXWNEMKETE
£, MEREMA GatewayId o

MxELENERHZFEETNIWABEE. BXREAMNKER
MEE , BTZHEEMXSES Amazon BAYHEE,

VolumeId ZEEXFEERNBBERENBETSHER. BIEFEHN
7B H Volumeld EARRZF#E. BXREABSEIRNER
FZANENARFEMX 2B A,

B EEREPEX

SR BAE T E R B A o< anqa S5 2 R 5 By b 45 52 0 (X DA a0 1 22 B 4R BB S8 A2 2 ) (X L 48 T IR (B A U
IBANEE. BIEARTE , BAULEZPXF#EZRFFAF BFMNAREFFLEDE Amazon
G IZES/YIE-Sareca: »

EEFENHETMRBMEFLAEEN A RNER LREFAX, BXEZER , HEH BMXHNTEER
I,

® Note

£ Storage Gateway FHIREFBINEER

Bl , WorkingStoragePercentUsed, WorkingStorageUsed ] WorkingStorageFree
ENNEATE#EBSHN LAZPX, NE , BEASFRLEZHPXIER
UploadBufferPercentUsed, UploadBufferUsed 1 UploadBufferFree, iXLEFS4R
EA TR XEN,
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KA

LEEHXERE

a4 &

f¥ UploadBufferPercentUsed . UploadBufferUsed
UploadBufferFree ¥§#r5 Average SitBELEEFER. Hlm | F
UploadBufferUsed & Average &&EMA , A9 — BRI AM 1264 R
A%,

NEFEAN EEEPXNED L

o g K~ WD

$TF CloudWatch #Z&l& , Bk A https://console.aws.amazon.com/cloudwatch/,
1%£$# StorageGateway : MXIEFREE , RERIEFEHBHMR,

1%£#2 UploadBufferPercentUsed 1E#r.

3 F Time Range , iE%&E—ME,

% Average it iR,

X F Period , EIEFE 5 2 #hACE ERIAIR ZBT[E

SHNENAFFNBEREES LEEPKNEAR,

BRBLUTSE , B LUEH CloudWatch Z##H A2 Bk, ETHAXRBRNEENESZEE , B5H
Amazon CloudWatch AP #5812 CloudWatch iR,

WMEAMRE LR XIRE EREER

1.
2.
3.

$TFF CloudWatch #&l4& , Bt} https://console.aws.amazon.com/cloudwatch/o
%1% Create Alarm (RI2&#R) RIS 3 “Create Alarm (BIEER) @S,

NIENEREERET

a. & “QIBRER mSH ERER NWHEL Gatewayld , E#FEAmazon/
StorageGateway: , GatewayName4E , REH I EFEHBIMK,

b. 1%&# UploadBufferPercentUsed {E¥5. M Average ST HIEMN 5 2 #HHEH,

c. IRBRUMLR,

ENERES. #HENEIE :

a. 7TE“Create Alarm (BI2EIR)’ M S8 Define Alarm (E X ER) WE L , BiZ % 517E Name (B
#) 0 Description (i) £ H BV B RIB AL B AR BASRAR IR B IR

Wi EEEAX
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b.
C.

5. &tx

a.
b.

C.
d.

e.
6. KRE

a.

b.
7. HIA

a.
b.

ENEHRBRE,
IRk,
ZERE B B TR IR

EORBER MSHNEERERNE L , N EHRRSERER.

N EBE R 02 B a4

B B F R4 EFEREIRE Amazon SNS £F, XN S SNSHEZEE , HSHTL
D@ AFEmPRIZEL S# SNS, CloudWatch

X F Topic (E&) , TR EB M A —MNMEREER .

%% Add Action,

RS,
BRIRE , REQIEER .

f£“Create Alarm (B2 ER)' B S K Review (EF) TH L , EFBREN, EHRMNERITH
MXBE (Bl , REBFERH4EA ) o

KREZBIRWESRE , %£# Save Alarm,
BN EREBRIITA :

TFF B RIXENETE 62 T BAt 15 E R B FER 43t 1Y Amazon SNS BFHR 4.
BEEFER P AVEERE | BINERIT R,

HERITFEEIA,

BEREFTE

&) LAE
PRIl

)|
RS

THRIABRIMATEZEN XN EFFEURNACIRERAELEZFSHEIEERERK
ER. BEEALER , BT BN @MNXRNEFFE.

BEFESRNTNEERE. AXESEE  FEH EMNXN TEFRE,

KA puREpTE=s
BREEFERR #F CachePercentUsed # TotalCacheSize IE#r4& Average 48

TTHIEFE M, I , ¥ CachePercentUsed 5 Average ZitBIELE S
A, Uofm—RNEANEEFERAR,

ERETRRE
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KA LRGN

TotalCacheSize IMXELRMKAMEFERE,

MNEFHREMNIEE ¥ CacheHitPercent #8#55 Average SitEHiELESHEH.
BRWBES

BE , £% %L CacheHitPercent ®REFRF.,

ZEPMEMNBESE O CachePercentDirty 38455 Average ZitBBELESHER.
tLmER , E88 _ .
Wk FEBIMRE —RME , BFL CachePercentDirty H#REFRIK,

Amazon

NEMXREMBENEFERET S

o o &~ DN

$TFF CloudWatch ##l4& , Bk J https://console.aws.amazon.com/cloudwatch/o
1%£$F StorageGateway : MXIBIF4EE , RAERIEFHM X,

i%#® CachePercentDirty ¥#%.

*F Time Range , HEEFE—1ME,

% Average &It iR,

W F Period , EIEEE 5 2 ACE R IAR SETE,

SHNZNEHFNBERESS 5 28U LNNEANETERBER,

NESBNEFREBET L

1.

o o &~ w DN

$TF CloudWatch #Z&l& , Bk A https://console.aws.amazon.com/cloudwatch/
1%3% StorageGateway : X EEREE , AERIZECFANRZE.,

1% CachePercentDirty 1E#7.

¥t F Time Range , H&E—1ME,

%R Average &It EiE.

X T Period , 1HiEEFE 5 2 #AEE IR IAFR S BT E.

BHNZRNEHFNBERESS 5 7HULNNEANEERBER,
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T f# CloudWatch 23R

CloudWatch B BEEFRMREREEEXREBHNXNER . EAILIAMAH CloudWatch &
8 3+ 1£ Storage Gateway ZHEFEFHRS. BEXATHERENINEINESEE , B2HAT
FEM < IEFR M T BB IER. N TEANER , BUNEERHHERRANELE. ST ERIR
Bt |, Storage Gateway ZHIAFHERRSERFRXEHLE , ETEEIHEERS. BAUF
EREENRBASHEEZT(CESARBRE, BX CloudWatch BIRNWEZER , SIS %
CloudWatch A5 IR Si# CloudWatchZ1R.

(® Note
MRIEZEEFNPR CloudWatch , N T EEEER,

NFEMNBCENMK | BRINEVEBIZLLT CloudWatch 23R :

s SI0O&EEF . E15 0HANT 3NN BIESR , IoWaitpercent >=20
- RIFRBESL £ 20 28AXN T 4 MIIER |, CachePercentDirty >80

o BTPRORBEE : £ 5 2HANT 1 MIER |, HealthNotifications >=1, EiELLERET |, iF
FHR D BIELL IR IRE A notBreaching,

@ Note
{X= M F CloudWatch FAESHIAZITIRABHE , FRERESTRRENER.

FEBE HA 3 VMware BWENFEA WM | OEEUERLE CloudWatch 1R -

- AAMBEA: E5 AT 1 MIES , AvailabilityNotifications >=1, BiELLER
B, B RROBIELEIZRE RN notBreachings

TRER T BEREVRES.

RZ iR
W IR R R R E LR ESEE .
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RS DU

Bl ERSRE BN E X EE.

BETRE BHRRIES , EFEAATA , ERBESENY
T B IR TS

7 TaNMXBER. ZCIEZHER , FS5H

IR M x 82 B E X CloudWatch 1R,

Unavailable EBERMRESZRARAH, 1% Unavailable (R AT F)
LAZ&E & Monitoring (512) it FH M IRE B,

NIZHAI M <RI ZHEER CloudWatch Bk

{#F Storage Gateway ###| A BIERFT MR , JLUERENERESET B CIEFMEHEN
CloudWatch Bk, BEXEZELR , BSREESMNK, MRENNEMRRNINBEFTHEN
CloudWatch iR , iHRA TS REE,

NABEFRRINREH#EER CloudWatch B

® Note

LINEEFEE CloudWatch REERR , MIXLENBRFXENTRELER Storage Gateway T2 17 [R]
KN —22 BB T, BRI HEE CloudWatch B2l , TRFREHZLRHKZ T L
TR :

« cloudwatch:PutMetricAlarm- BI2Eik

« cloudwatch:DisableAlarmActions - XM EBIRR/E
 cloudwatch:EnableAlarmActions - 3] FF &RIR{E
 cloudwatch:DeleteAlarms - il BRE &

ERFITFF Storage Gateway ##l A& https://console.aws.amazon.com/storagegateway//o
ESMBEEF |, %£F Gateways , AFIEZEN HAZEHE CloudWatch BIIREIM K,
EMXFAFEEREL , EREREETF,

EERT , RREHEFER. BB HEENEIR.

A
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BHRIMo I E THEMKWAE CloudWatch BiR, HXE , BAILLUEEMMBIR— MRS NER.
FTTF Sk P B R IR 1E AR B #T AV B4R

NI x 6|32 B E X CloudWatch Bk

CloudWatch &£ AL & #h 2] 2 B A PR S5 (Amazon SNS) Simple Notification Service fE BIRIRBS K EE
LR REEBREBEAN, BRSBESEEN —BREBAN—NMER , HEREEN TEERENERES
fBE T/ BT [E AT — IS ZTURE, RIER [ Amazon SNS =B RAMBEH, B UEABER
B 17 Amazon SNS £, CloudWatch 3% Amazon SNS WEZEE , B2 (Amazon Simple
Notification Service FTF R AR IEFE) HHRITL=E Amazon SNS ?

£ Storage Gateway 12l & H 82 CloudWatch 23R

1. TERFITFF Storage Gateway ##l A https://console.aws.amazon.com/storagegateway//o
2. ESMERTP , EEMNX , AGERENHIBBERHMXK,

3. EMXHAGEEREL , EREEETF,

4. HEBIR T, &R “QIEBER LUITIF CloudWatch #2%15,

5. fE£A CloudWatch #H At 2 BBV ENBERKE, SULOETIRENER

- BAEEER  ETMAENRERENER. EENEIRENNERIEEREN TFHEH
B, BRFE RN BB RS.

EHEBAREER , 5 Amazon CloudWatch A IERF W E T8 A HE 62
CloudWatch 21§,

- FERNER  RERLNEZERLEZNERBEACIRTBERE, EUUNFRERNRERE—
ME , REEEESP CloudWatch fE A ZBERBEZERN "ER" EEEH. SHEBS , A~
SN ERENEEBA, SAMERNIERESTRHESE. BTRHMERE , L=
EER 2 — R BURER.

EQERERNER , 535 A mazon CloudWatch AP EEHRNETRER N 02
CloudWatch 21§,

s BENRBEREIRNER  ETREREIXPFEAN IR NMNEFNER, BEEXREN, REM
(L HA,

EHBIEHFRHFERERNER , 55 Amazon CloudWatch AP IERF W E TIERHFERER 6
2 CloudWatch 21k,
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- ERER  BINEHABRNBERRSKBELBRRSHER. EBRTURPEREE
REE

ESIEE A EIR , 155 H Amazon CloudWatch AP IER RG2S & Bk
6. 7t CloudWatch #5825 , IREZ Storage Gateway Z#l5 . ERSIBEHITUTE

e —BERER

« ESMERT , EBEMXx , REEFEEFHEROMNc. EFAFREMFHNERT , &
#CloudWatch 1R,

- ESMERT  EEMX  RREEEFHBERONX , RERFEZETF,
BRI 5 H THEMKXIFTE CloudWatch B, X2 , BRI UERNPEBR— MRS NE
], FTIF S P B R IR AR AR B 2R 5T B9 B 4R

- ESMERT , BEMNX , REEFRREFHBERINXHERRS

BXRNMARESIMBRERNEE , BSHEEDMER CloudWatch B,

® Note

L& fFEH Storage Gateway 2% & BRI <Y , 5iZMKXXERBFTAE CloudWatch B th & B
zh il BR

BB K

AFHFRETFRT MAEEEERFHBEERLEEMK , BBUEBEEMXRKNENLE L4 E
WX, A LAER Amazon Web Services Management Console R&E &M< 15FR, Hlin , B LlE
ERERETFEANFTTHR, REREEZNERM Amazon Web Services = REIEFE RV AT
B, EBNERR , BRIMREMXNIZSTRRHREER , WMEE —NRZNEFRE HE XK R ER B

=,

Storage Gateway & #& 12t CloudWatch 1645, iEFRHABMAER Storage Gateway $EH5, B fFHIX
LiEdR , BRI RN EEEHE T THRENMANEBH RN, BXFHEER CloudWatch , ESH
Amazon CloudWatch B FF 18§/,

£}
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« £ Amazon HEREUEMKIZITIRR CloudWatch HE-T #I{AI A Amaz CloudWatch on Logs
REVE X EM XX FRZTRZIHER,

« £ Amazon CloudWatch $E%5- T S a1 £ Amazon Web Services Management Console I,
CloudWatch API 3R ER ¥ 5 Y S5 3= B0 3=

- BELHNAEFMNMXENERE.  THRIAHERREFLE, BURERNMEVERER , RTHN
RRFMM >z BRI HEEE.

o BEMKXS AmazonB I HEE-FI MMM EREELE, BIRERMESMWIRERE , LT HEMNXH
Amazon = Z [A| By BE,

« THRBIES  THRMAEEER  XEERFRTRASMXKBRNSHHE.

£ Amazon BHEIREUEMKIZITIRR CloudWatch B &

& A LAE A Amaz CloudWatch on Logs SRIREXE X BMAXFMEXBRETRANER . BRI UFEAKX
R EREEMKBEINEIR. I, BEALUER Amazon CloudWatch 1T [ %k 25 KAt B ah 4L B
FEBE., BXEZEER |, 1§55 Amazon CloudWatch A 38R A @S 1T [ SEat4b 38 B AR,

Bl |, RIREWMXEBBELA VMware S ATAY (HA) BUEW SR+ , H BEFENEBEETMHEIR. &
A LAELE CloudWatch BHEERGIFEHIMK | A EMREFHIRNRBBH, B AEBERKETH
EBEMXAZTERESL, BXRNAEBEMXEAEE CloudWatch BEENER , BZREESW
KXo X CloudWatch B &AW —RELR , S Amazon CloudWatch AFEEEHHNERA HELF A

===
enJJIbo

BEXRMASFENEELRERNES , FEREES R,

TR BB M EBUEM X fFELE CloudWatch HE4H,

BLi& CloudWatch B 4R LAfE F & 19 5%

1. &% Amazon Web Services Management Console }#7Ehttps://console.aws.amazon.com/
storagegateway/Z F#TFF Storage Gateway 2 &1 5,

2. EEMSMERT , %&#F Gateways , RFEFRENHEE CloudWatch BEHHIM K,

3. TR H EBRENMXER, REBEE “FHAEFE EWFL , £ “Healthlog s” # “kEA”
T, % “BERARLA" LUITH CustomerGatewayName “Urig” XTiEFAE

4., WTFMRBSITHRRBEAL , HFEBEUTEIZ— :

- MREFBRFEHQ@ AEAKEMX , FEA CloudWatch AEXIER,
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- BRI A KA BIEFEY CloudWatch BE&A.,
- FRAYERAXRAMERBEFEN CloudWatch BEHA, MNIIBEBEAFRPEER—NDPEEL,

5. i&# Save changes (RFEX )

6. EEEMXNETRRABE , BHITUTERE

1. EEMSMEEF |, EF Gateways , AFIEFRENHEE CloudWatch HEHB M,

2. %R FMER EIMF |, RIFTE “Health Logs” T , #%E# “CloudWatch B&”, BEAFIERE
7 Amazon CloudWatch 2 &I& 3§77,

£ Amazon CloudWatch 15%x

&A LAE A Amazon Web Services Management Console 5 CloudWatch API JREU I 5% B9 M 2 3037
BEHIARIEFR B CloudWatch APl HRIEHFEE m—RIIE R, LHEALEEAmazon BEFTFAEH

(SDKs) sl #h CloudWatch APl TEfEf APl, CloudWatch RIEENERER |, EAEEME T FE
AEFEHTERNER , LAgEHfnTRES API WE R,

TEFEMM G EEREER , EMLABETIESR :

- EFANEREE., 45 2HEPENEERHITE RN B H/EX ., Storage Gateway V4 E
7 GatewayId, GatewayName F VolumeId., 7 CloudWatch ###H&H , BRI AEHAGateway
Metrics#Volume MetricsHIERBRMERBETNIANEENRBETENEE., EXRINES
f§8 , 152 Amazon CloudWatch AP EREHHR T,

- 845 B 5 , W ReadBytes,

TRELTEFEHK Storage Gateway IEFREIERIER,

CloudWatch @78 #E iR

Z2 ]

AWS/Stora GatewayId , X Lo 4 B IRk TR M x BN S E RV EER S E. S @

geGateway GatewayName B GatewayId #H GatewayName #EIMREFEAN
MK o

MR ELEEBMERHFEETRNXFNRES.
HEES sHBERNE TR, TERE.
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CloudWatch @88 4E iR
ZZ|g)
Volumeld ZHEERIEESTEBREMAEIE. BYEM Volumeld £ER
NEFERNS,

BFEES THBENEITAH , TERE,

Mx MEBIERWER SR U T HMRSIENR, B AE TEMIIM CloudWatch 4 F K E|—NEX
RESENWERESHITIE

- EFTAEMR

o JREUERRI IR

« B2 CloudWatch 3k

7 2 1809 R A A P A P o 8] B9 P BB

BEFLE, BREERNEVREBRRETAXRTHREAMXNWEARFEEEERXIN="EEE
ro HEAEBRNRESITHIER , BAIEA Storage Gateway E#RRERIXLEH,

SUBE RRENEEENBANES. EREFIERER CloudWatch , RS ITHRIER REIELER
(%) , FAAverage R IHHBERTBEFTULE (BRFTH ) , FASUNGITHIER "EREA/
W IRER (IOPS), SamplesBEXEZEER , 1525 Amazon CloudWatch AP 8PS 1t EdE.

TREETUARGENABRFNMNX 2 BNELE, LR IOPS WIEFRMAENS 1T HE,

RIE Zn4ar o £
FHE f% ReadBytes # WriteBytes #E#4 S Sum CloudWatch it EkiEE

M. plin , 5 28X FHAR Sum EFRHY ReadBytes {ERRIA 300 #A[
DEHSPFTHERNELE,

HER f ReadTime M WriteTime 38454 S Average CloudWatch 4iit#i#E
/A, i , Average 5458 ReadTime BN BREXFFHANNEN R
YERYHEIR B[] o
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FRET U
IOPS Ff ReadBytes M WriteBytes 3#E#54& Samples CloudWatch 4iit#k

TEER, Hln | 5 pEREBAM Samples #EFRMY ReadBytes fEBRIA
300 # A LAB H I0PS,

X T PHIERERMPEGANER , FHEBRTZMEAATHRAERE (ERRMHEA , LEATERREN
) BBITEEH,

EENAREFISHBETLE

1.

© N o o &~ 0w DN

$TF CloudWatch #Z&l& , Bk A https://console.aws.amazon.com/cloudwatch/
1E$E Metrics , Bk All metrics T+ , AR/FiE$E Storage Gateway,

1%£4¥ Volume metrics 4 & , ARKRIEFEANS.

1%3% ReadBytes Ml WriteBytes 1E¥r.

3 F Time Range , iEi%&#E—ME,

% Sum it EEE.

X F Period , 1EI%FEE 5 2 HREKAETE,

EfHNENEEFNBESREHR , (HP -1 T ReadBytes , 53— T WriteBytes) ,
FNBESBRUAR AR REN) SHRXRESYRNELE, ERHERZIMNRFHENH,

filgn , AR7E 300 WHAB AIRENEML &y 2384199680 FT7 , M ZHIES/MNIELEFLERNEH 7.9 K
FI,

AENNAEFIENEREW A HRER

1.

N o o &~ w DN

$TF CloudWatch #Z&l& , Bk A https://console.aws.amazon.com/cloudwatch/
1%3$%# Metrics , BiE$#F All metrics &I+ , A/F1%#F Storage Gateway.

1%4¥ Volume metrics 4 & , ARKRIEFEANS.

1%3% ReadBytes Ml WriteBytes 1E¥r.

3 F Time Range , iE%&#E—ME,

E$E Samples iR,

X F Period , 1EI%FEE 5 2 HREKAETE,
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8. EBHMENAHEFORIESET (Hh— /AT ReadBytes , B— AT WriteBytes) , F&
NEIE SR SVEE (B 1) B IOPS,

Hltn | INERE 300 WHEIEABABRENEBERN 24373 , MZEIESH IOPS AE® 81 X B AR,
HEWN>x5 Amazonla By M EE

BIESHE, BURERNESMWIRERETANREMRER Storage Gateway BN AR 7 HEERIRHY
=ANEEIENR, X=/MEY A Storage Gateway IR REE | XEBHRELEEALBNESS
TTHIE N ERESE, TREETHARGEMXH AmazonE N AEHE, ERMNEVHE A/MH HIRIEXK
(IOPS) KY3E+RFIHE B & it iz

KA Zn{Ar I &

FHE fF ReadBytes M WriteBytes I¥E#R4E Sum CloudWatch 4 it 8E R
. i, 5 28 REEENE Sum IE#-H ReadBytes {EFREL 300 A
DB FTHERNELE,

HER ¥ ReadTime M WriteTime ¥E#R% S Average CloudWatch 4iit iz
M. Bl , Average 1EFrH ReadTime BN RREARERAPANET N
YERYEER B B

IOPS f ReadBytes M WriteBytes 3#E#54& Samples CloudWatch 4iit#k

BTEM, Flan , 5 D EHFREBHANN Samples IE845HY ReadBytes {ERRIA
300 B AT LABH I0OPS,

HFH £ 2| Amazon #£Sum CloudWatch £3 it #i#z R £ CloudBytesDownload
ed MCloudBytesUploaded IE#r. fltn , 5 7 #REFHN
#CloudBytesDownloaded #E#RSumfBRREL 300 #18 HM Amazon W
KEMXNEHE , BUABHFETE

WIRIEIR R Amazon F CloudDownloadlLatency IE#55 Average RitHEESER. 5l
i , Average ¥#5# CloudDownloadLatency SitHBEBHERESE
{EHER,

MEMNR X B EEEBTREETE Amazon

1. FTFF CloudWatch ##|& , Pt https://console.aws.amazon.com/cloudwatch/o
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£ Metrics , B1E# All metrics I+ , AFEFE Storage Gateway,
1%£$F Gateway metrics #EH R B ZHFLEFANS,

i%£$# CloudBytesUploaded #E#%r.

3 F Time Range , iEi%&#E—ME,

% Sum it R,

X F Period , EIEFRE 5 7 EHHEKETE,

EBENENESEFNBEEIES  REMERRUBE (AW 24) REZHERBH
"rHE,

® N o g &~ w N

FAGBREEREA LRSS TEXZEERNESE , SEEHENLENFTHR, HiZERA
Period B (5 7%) SHRXHESYRHWELE, Hla , MRE 300 WAMNMXEIHNEFLE Amazon 79
555,544,576 11 , N8N ABEFELENTHY 1.85 KFT,

CloudBytesUploaded (Bytes) edi Statistic: Sum * Penod: 5Minutes -

500,000,000 Value: 555,544,576 (Bytes)
Time: Tue Aug 09 2011 21:33:00 UTC

4 Metric: B CloudBytesUploaded

0 MNamespace: AWS/StorageGateway (3 1

GatewayMame: EC2-08-JetStress-4
GatewayId: sgw-7FA44116

_________ Y -Axis: Left [swatch]

""""" * Create alam

MEEHEE MK BIRFEIER

$TF CloudWatch #Z&l& , Bk A https://console.aws.amazon.com/cloudwatch/,
1E$F Metrics , Bk All metrics T , AAJF1%E$F Storage Gateway.,

1%£3#% Gateway metrics #EH K FNBHFEEANE,

1% ReadTime f WriteTime ¥8#%.

¥t F Time Range , E&E—1ME,

% Average it EiE.

X TF Period , IHIEF{E 5 5 ¥ A TEER AR & BT A

N o g A~ N =
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8.

ESHNEAEFHNRESD (HP—NETF ReadTime , B—MNETF WriteTime) , EHEH AT
EEEARMBIES , UBHUEW R LM EIER,

M2 MR < BB BARHEIR Amazon

1.

2.
3.
4.
5.
6.
7.

$TF CloudWatch ##|& , Pt https://console.aws.amazon.com/cloudwatch/,
1%3$%# Metrics , Bi&$#F All metrics &I+ , A5 Storage Gateway.

1%£1#% Gateway metrics #EH KB EBHFEEANE,

i%# CloudDownloadLatency ¥#%.

*F Time Range , HEiEFE—1ME,

% Average Kt iR,

X F Period , EIEFRE 5 5 & A CE IR AR S BT [HE,

BSHNENRASFFNHBEREESUY N EMLNEER.

BERMRELEN EREEEHRIREN Amazon

1.
2.
3.
4.
5.
6.

7.
8.

$TFF CloudWatch ##l4& , Bk 7 https://console.aws.amazon.com/cloudwatch/o
1% Alarms,

%32 Create Alarm (BI2E3R) A1 /Fzh“Create Alarm (RIZER)’ @S,

1%£3% Storage Gateway #EH LI EFEHHIMK,

i%£3#% CloudBytesUploaded 4%,

EENER , 1B CloudBytesUploaded $EHR K T E T 15 ERT B ERAVIE EE R E LB
Ao, il | B LAE X CloudBytesUploaded ¥E#R7E 60 24 KXF 10 MB B YIRS,

HXNZERRSEEEZRINITE. fl , ARG EERIEN EFIRFEA,
EFREER.

NIRBBERE L RREER Amazon

1.

2.
3.
4.

$TFF CloudWatch ##l4& , Bk 7 https://console.aws.amazon.com/cloudwatch/o
1£$% Create Alarm (BI2E3R) A/ Z3h“Create Alarm (BIZEHR) @S,

1%£$# StorageGateway : MXxIEFREE , RERIEFERABMR,

i%# CloudDownloadlLatency 1E#¥r.
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5. BEXEMX CloudDownloadlLatency HEFREEEMBIRATRE THEEENNERRS , EXE
o Flan |, BATLAE X CloudDownloadlLatency 7£ 2 /MBI A TF 60000 ZEF B BIRIRES

6. SN ZERRSEEEZRINIT, HlW, AIREGEEKIEN B FHR4EA,

7. EROBREIR.

T BRBER

BEETHEHRIAXRBEMXNAR Storage Gateway EBIRHEE. MXNENEHYEEHXEKEY
—HIBHR,

—EBRENERERNELERNXBENERERNER, XEERAREAXREE  BEEBERTS ,
MIEMK, EFR TR , FREECAMNXEREREER. BAME K EEASERN , BHE
EEHENRNFREREES ID. BXEZFEEL , 55K £ Amazon CloudWatch $E#x.

@ Note
REERNERINERHRNER T HBEN S IR EHE S

TE&R#ER T 7] ARRENE X #BHIE S/ Storage Gateway 1E#x.

B iR ZEF5E F#ES
Availabil HEL AN T AME & =
ityNotifi HEHE,
cation

B TR

fim
iy

CacheHitPercent NMAREFNEPIRE
WEZR K BEFR
o HAREREGEH
LZRITRA

ERBENRAEFNE
BRELEY |, ZEAR RS
100%.

By Bk
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BMXAFERE

1R

CachePerxc
entDirty

CachePexc
entUsed

CloudByte
sDownloaded

fam 174

BEKREIEE Amazon I
Y % Z 0 B 4E
eI E S, #EAR
EREFPLRTE

Ao

ERAMXH
CachePerc
entDirty IE#RRE
& R&IEE Amazonty
M % B 17 BAR L,
BXEZER | HS
7 T M XIEFR.

B BOH

BNRMREFFHEZT
B SR ERAR S
o HAXRERGAHLE
RAETEA

fim

fEAM<H
CachePerxc
entUsed 1E#RXKE
EMXERIFFMEZH
MWESHERR, X
FLEL, BBH T

i APl
By Bk

M THIBHFT 35
;&o

By FH

S

o

7|

i

TSI
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1R

CloudByte
sUploaded

HealthNot
ification

IoWaitPercent

MemTotalBytes

MemoryUsage

ReadBytes

iR

ME EEZ RN FT
o

By 2
MA& R ENZTIRR
BARNKE,
BT

ZELEERAN
loWaitPercent B {7 K
Bk,

By Bot

BHBAMANEAE
B,

Bv:BOL
Sl A A FRY
Bt

Bv: B

5 ARG A AL

RRFERNEFT

FFLIEPRE Sum 4
HREELEEEAT
NEFHE  FHSE
Samples ST EIESE
AfEATNE IOPS,

By FH

EH
%%

x#F

*

fim

fim

B35

S

o

¥

fim

7|

7|

fim

TSI
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1R

ReadTime

UserCpuPercent

WriteBytes

WriteTime

fam 174

£ =R TAPAS Y] X
R ITIREURIE
FRFERNEZEDH,

FiZIE#RE Average
SITBEESFERA
M 2 HER

By ER

HYHFFAERANE D X
Bl CPU itE 2V A
alln i

BB

REBHABAZRZ 25
NN AEFNEFT
o

FRIERES Sum 5
HHEESEAT
NEFHE  FHE
Samples &1t #ESE
AfEATNE IOPS,

B Y

£ =R TAPIS Y X
RREFHRITEARE
FRFEZRHN EEDH,

FZIBHRE Average
SITBEESFERA
M 23R

By 2R

S

o

i

i

o

TSI
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1R

QueuedWrites

iR ZEE

EHEEANETH X%
Amazon , EIR&EHA

45 SRAT R
By 2

S

o

TSI
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4E3P PR

L BNXBENTES  NEFFHEN LEZPXZRFRABHUE XD NEER BEE, EEEN
MigEEMITY, EEFRER , ARELENRASMERMRMIBKNERE. XEEFREMAEMX
REWELES. IREEHRCERNX , FSHALIEMX,

e}

- EIE Storage Gateway VAR E%E | 7THMNAITNHZE R NER, FNEFEBREUREESTASE
MX AT EHhFEFEO RS,

- BEMNTE -7 BN H L& FEERS Amazon JEURFIRXFERANNET RE.

- EEMXERHN : THRUOAFBSRXALEFERH , UREHEMHLEF TERITR,

« RAMRED : THREFEXARERMXEDYVRIITEF HZELAM , HIENELHEERE
FRI AT B,

o BRI S5 A B BR o< BB R R - T SR IN{AI 5 A Amazon Storage Gateway 12 & A HIBRM X HFEHEXE
R, DAG R R £ A X e R TR 4R ML 3%

B Storage Gateway Y ith & &

RXE AL (VM) 5 IS IE A ith 0 B B AR s R B T E 0 M E% . £ Amazon EC2 3245l EBIZ BRI X
£/ Amazon EBS &4E R At HiE .

FB

- HEAMUEZFE

- MEFNN EEEPXNEFZFMH

REXRBHEFHE

EARXDENHEENHEN K DAHEZECRE, RBEBBHFEBRAR , MXFELTHNEF
fi& -
- BMX :

s FHRRXELTE—MUBERAELEERKX,

s BEERXELEERMEE. —MNAEEEF S 1MHAELEEFKX,
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TRANFTEHBOMKEE T A MEEFEOAD, EREMNKXFEUR THEAEEFEREAREN , EAT RN
BEZ AR FMH,

7N 17 e iR
EEEHRX A% 5 X7 M R R 8 E L& 2

Amazon S3 ZBI A BFERMHE T —1
EEXEH, ZHMXBEIMENR

2EEFE (SSL) EEFHEHRX

#IE L 1% F Amazon,

RETFH®ZEE EEFHERAESSENLEES
X E4£ %) Amazon S3 BYEIERY A
WIFAEWE. SRNARFNESRE
wWHAT 110 B, IXSFHRERE
BETFEMUEIRERGR, 4
& B AR KRB SR PR B
et , FXEM Amazon T8 EIE
HEREZFFHPHKE.

@ Note

MEMER , BARWETENABHETENERAERYEFRER (F—ME ) W ELEAE
HREXNEFEFHEZE, REVEFRETREPRTINBEFE VMware, FEMK VM & , &
AR AREME VM XN BEFE. MEEREHE (Pl , REEFFEZRN LA
X) B, EAILLARFENHMEFRHES VM MENBEF#ES , R EFEEEM®
HIEFMET,

MREBZSINBEEME  BABVUNEFFRZEALEE - REFE N EEEPXKERS
— N EFEE, N NMREVEHEXFNEEFREATRANXSEZFFRZEN L&
ZHFXNELERRTURSHERENE. WRFZHRMEEREN RAID BE (fla) , LEM
Itt. RAID1

RAREHHEMXG , LR UESRNSMIERA T &2 XOBERIBEAR M FME. &7
TEEFHEZENERE.
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HWEES B L& ZHPXH KN

FBAILRA LEEAXRNARBEES BN EEZFXH KD, BIEZNBWEEDLSE 150 GiB #Y
EEEFX, MRAKEE/NT 150 GiB B{E , B 150 GiB REESEL LEZHTXNERE, &
AUABIMKEESE 2TB N ELEEFXBE.

(® Note

WNFEMK , HEEAEAXKIHBER , ZHNBFHEANEFERS, BRSSP , RARRF
EANFHESREFESRK , BF2E) EEF Amazon . Et , BFEHEFRE, HLE
EEPXBRERKA , Z8F# A‘BOOTSTRAPPING’ (Bl &) IRA&. BEHRAT , HAEREE
i FTBIEE N LEE, Amazonik /g , ZBME RN TEN RS, A , Storage Gateway
2ME R FENBTESEEREPNEIEANEERS Amazon , REEF T AT HBRRITRE
To BREBRBNESZELR , HSH THSRSNER,

FEMEEIEN LEERNXNEE , BUUBEMENEANELHEERER  FRFEM@EAZNTR
o
R ABUIRRY IR R
IRRIENAEFAELE | FEIEN AN RAEFERERERRNFREEANXNER,
f& HBIR Ry R R

LEERREMEEFHE | IREVERY RO HIE L& 2 AmazonBd AR RIRIER, thERRBURTEH W
BREE, ERARURERBHETHRRE, ZRRNIZHNER/RATAR, FHE LA
Amazon , X &SR ARENABIEES. flin , MRENNABRFHRBERN XL , HALIREN 2:1
MAERESER, T2 WREEEBANG , NXARTERNEMBEES , ARTRFEES
RYRR A& &0 X

MBHRUATE—FMG , BABENEBENEEDLSE 150 GiB By EEAZHFXZEHE

« BHREARRSTHRERR,
« NIRE—MNNTF 150 GiB KIE.

Application MNetwork Combression Duration Upload
(Thmughput = Throughput X F:ctr.}r X of writes =  Buffer
(MB/s) to (MB/s) (s) (MB)
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i, BELENLSNARFFXR 12 NN EIEY 40 MB BYIRR @ M X B A AR B8R 4
FEHENEW 12MB. REXABFENERRHN 2.1, BHFEN LEEZFPXDHEL 690 GiB NZE
I8 o

Example

((40 MB/sec) - (12 MB/sec * 2)) * (12 hours * 3600 seconds/hour) = 691200 megabytes

A O IR SUERR SR ELF Lo BAMXEN LABPXZEWEE K. FA Storage
Gateway EHI B RBEAMEZH LEEHXZE, A, L& TEER Amazon CloudWatch Z2E 18
BRER FESPXNEABRIABEANANEEER, EXENRRRBEERNESEE  F2A K
BEEEFRX,

BEESENEFFHEIIAN

MR ERAREEFEERERNSIEERBENRERTGR,. EFF#ZEAAFESESEMNLEEFXE
&2 Amazon S3 BB A BFAFM. —KME , FEFEEZRANADEEN LEZHPEARDE
1.1 %, BXROAGCEEFERANINESEE , TSR BEZDEMN LEZEFXBI KN,

ERLCFILEUERRNSI N EFFHEZOTE E#ME. RS , LALERM Amazon CloudWatch 25
EREREFFHEZREABR , AEARFARREFEREESFHZTR. AXEABRNREER
MER  BSH KEREEFFH#,

BLEFA L& B XM E 1717t

FEENARFERNEZL , EUUBIMXN ELEEFXBEREFEREE, B NETPHIIIEEE
SHENNBERTARNXFNFEETE, PNESEFHEN , EFBEMX VM BER TR,

/A Important

EIMAMKFMEFR LERPXE | BHEMKENELAEZRERZFH Ama EC2 zon K4
LolEHEE, BORBRRERE RN EFR ELEEPXONBUEN KN,

NMKREEFAR L2 B XN EF &

1. HENMXENELDVEERZFR Ama EC2 zon £4|l LB E —MRBNHWE, BEXINAEE
ERFPTEEHMANGE  FSREERFNX . BN T E#HEHIEET S EBS BHE
B, BESHERT Linux EC2 SRHINT DMt EAFERmHPMIL S EBS B, EUTER
d o OFHHEERE N LEEPXHEFFME,
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2. fEhttps://console.aws.amazon.com/storagegateway/Zx T FF Storage Gateway 2 HI &
ESMERD , EEMXK,

BRENMIAMNIRPERE,

MREFXEPEREREFMH

KEEEF#SD  BELTEENHE, MRERFINENHE  FEARRIFBEIRREIFHIER. X
TE8AIHE MNCIBEATAREFER EEEPXHEFFMR.

o g kW

(® Note
LEEFXREFEEM K £ EH#E M — 7 BRI,

7. ERFREEARFRELENEERE.

EENTE T

IEATLARRE) ( HERH ) MR EBIF KM EEFHE Amazon EMM KX T E Amazon RANEFEHE,
FEAFRRHTUABHEREMNAANNETRE, RIABRT , EBENMXTN &R THHT
ERRH,

& O] LA R 38 IR ZE R #) Amazon Web Services Management Console , t ] LA Storage
Gateway API ( 21 UpdateBandwidthRateLimit ) 5, Amazon B4k F X EH (SDK) AR ARNIEE
ERRG, BIUERAXRGEFER , BN ER—XPRIRS (Fl , B EEESKE W

R)o

BHALARMRELETFITRAFRRS, BB EX —1NEZ 4 bandwidth-rate-limitig) bE 5k 22 HE
wRRE, BXEZER , 35 £/ Storage Gateway 54| &L EE T it R TR,

BETRRHINE —RBEYEE LERTEN —6TE bandwidth-rate-limitiE R “&X” KITE
xR, FFHAEEIN00:00 , &REFTEIN, 23:59

(® Note

A RS BHETHEMERNBME, EEE Amazon S3 WHRXNHTE | BEHEE
Amazon S3 HEMEMH T, Ama FSx zon SR B 317 S SRR 4,

m
[

s
i
3
st
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 {£ 8 Storage Gateway 12| & F i 7i BR %l

- {4 Storage Gateway ¥l & SKhE E T 11 X1 9 72 BR

- FEAEFMXTIELRG &EAT Java B Amazon SDK

- EAEMMXEIERRRE EAT .NET B Amazon SDK

s FEREHFMXT RIEERS Amazon Tools for Windows PowerShell

£ F Storage Gateway 2%l & 5 {7 7 BR %l
IR B MM Storage Gateway 2 &l & B oM < B9 7 52 PR %l
NEEfE A 5 il & BB S S Y i BT PR

1. fEhttps://console.aws.amazon.com/storagegateway/Z F 3] Ff Storage Gateway ##l &,

2. EEMNSMERT  EEMX , AREREEENMX,

3. XNTFRE, ERRETINERRG,

4, HERBERRRENEFED , MAFTHREE , AEEERT. ENESRFEREMXH Details %
-+,

£ F Storage Gateway 2 & K E T 11X 89 7 L BR
TR A M R Storage Gateway 2 &l & K it XX % 3t BR HI#Y E Ko
N DN A8 2 M 5% 7 BT BR i 11 X

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F1 3] FF Storage Gateway ##l &,
2. EEMSMERS  EENX  AREREEENMX,
3. XNFRME , ERRBETIERRFIITL,

M%< bandwidth-rate-limitit X E REHRETRRERF TR FEF. RIABERT , N
bandwidth-rate-limitit &7 Z=,

4. T RETRERZERSTR EEH | &R RINFHTE” LURIIFAIE bandwidth-rate-limithE.
HEA bandwidth-rate-limitE R AU T E LR :

c —@@ AHHJLR-ERAUNTHER (EH—ZEHA ). AR (EHRANERR ). —BFAHD
B-XH—AFH—PHZMFE B B¢l bandwidth-rate-limitidl b o

o FFARTE - A HH:MM %3 5 A P o< 2 b it (X 7 B2 (8] B B9 FF 2R BF 1) o
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® Note
&/ bandwidth-rate-limit/E FR M IR TE HL AL 38 E B 0 §h FF 2R 4L FF 24 .

o LZERESE-FEA HH: MM &35 | UK BI A it X A bandwidth-rate-limit[&] i 89 45 sk B El .

/A Important
|8l bandwidth-rate-limitf@7E b AL F8 E MY 0 $h 45 RATE R, B i RITE /B 45 SR A &5 R AT [H]
fm , E#A 59,
BT EMELZMER , EORFHRER  HEESNERBZERETRR , &
NE—NEPRIE RS A 59, X /G4LE BT iE 2 #hiE A 00,

o TEIER - ATHRRRE , LT/ (Kops) NEAL , HEERFTRBIKEA THAIERR
#lo THEERFRE/MEN 100 Kbps.

o ERER-HALERRRE (LA Kbps NEAL ) |, BUERERBIKREHA LENTRRS, £7%
EEHE/MEN 50 Kbps.

E (&K bandwidth-rate-limit/B1 & , a1 LA R B RS ARG E.
EMIER bandwidth-rate-limit/E F& , AT SRR EZMIEREY B PR A MY “HBR”.

ERERE , EBEFREF.

5. #RZE7 00 bandwidth-rate-limit[Efg , FERIER “ANMFME” , AEMA BH., FHRMLEReTE L
BTN EEERERE,

/A Important
Bandwidth-rate-limitBIf@ T eEEZE . (8] F@ &Y FF 28 A< 18] 240 DL AE 5] —/NE] PR AV 45 3R] =2
BRT —NE R TRt 8 2 8,

6. % APFTA bandwidth-rate-limitEfR/g , EBRRFE REAMRFEM bandwidth-rate-limit B 2 Z 8k,

B E#T bandwidth-rate-limitit %I/ , &R BAER BV FAE S ERPE R B0 T M LZERIR
#lo
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FEREHRMXTIRERE EHTF Java B Amazon SDK

BYUERAXNEFHRRRRE , B UE—BRNE A B EERS (Hlm, FARITRIMESHTE
B), UTRABERT WMAGER ERT Java B Amazon SDKEFH MK LIRERE, MEEH
RO |, BRIZEE Java BEIENARFNEZEITFR. BXEZER , BESH (EAT Java iy
Amazon SDK FF R A RIEm) FHIAlT,

Example : fEAEHMMXHFRIERRRH EH T Java B Amazon SDK

AT Java A3 R BISERT X B SRR RG] BRGNS , BLARBBSHI. FxH
Amazon BIRE# (ARN) LUKk EEMTERE. HXALLE Storage Gateway B & A Amazon R
FLRIFETRYIEK , S FHHAmazon Storage Gateway 451 S M EL & Amazon Web Services —fi%
2%,

import java.io.IOException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.PropertiesCredentials;

import com.amazonaws.services.storagegateway.AWSStorageGatewayClient;

import com.amazonaws.services.storagegateway.model.UpdateBandwidthRateLimitRequest;
import com.amazonaws.services.storagegateway.model.UpdateBandwidthRateLimitResult;

public class UpdateBandwidthExample {

public static AWSStorageGatewayClient sgClient;

// The gatewayARN
public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint
static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates
static long uploadRate = 51200; // Bits per second, minimum 51200
static long downloadRate = 102400; // Bits per second, minimum 102400

public static void main(String[] args) throws IOException {

// Create a Storage Gateway client
sgClient = new AWSStorageGatewayClient(new PropertiesCredentials(
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UpdateBandwidthExample.class.getResourceAsStream("AwsCredentials.properties")));
sgClient.setEndpoint(serviceURL);

UpdateBandwidth(gatewayARN, uploadRate, downloadRate);

private static void UpdateBandwidth(String gatewayARN2, long uploadRate2,
long downloadRate2) {
try
{

UpdateBandwidthRateLimitRequest updateBandwidthRatelLimitRequest =
new UpdateBandwidthRateLimitRequest()
.withGatewayARN(gatewayARN)
.withAverageDownloadRateLimitInBitsPerSec(downloadRate)
.withAverageUploadRateLimitInBitsPerSec(uploadRate);

UpdateBandwidthRateLimitResult updateBandwidthRateLimitResult =
sgClient.updateBandwidthRateLimit(updateBandwidthRateLimitRequest);

String returnGatewayARN = updateBandwidthRatelLimitResult.getGatewayARN();

System.out.println("Updated the bandwidth rate limits of " +
returnGatewayARN);

System.out.println("Upload bandwidth limit = " + uploadRate + " bits per

second");
System.out.println("Download bandwidth limit = " + downloadRate + " bits

per second");

}

catch (AmazonClientException ex)

{
System.err.println("Error updating gateway bandwith.\n" + ex.toString());

FHERMXTIRERRRES EHATF NET 89 Amazon SDK

BEAEEAFRXNEHTRERRS , BUAE—RNBEIN B AERS (0, ERITIMESHTA
), UTROIBRTIMER FHT NET &9 Amazon SDKEFH MK IRER S, WEEH
RIS, BNIZAE NET BHENARFNETHIR. BXESZEER , BH2H (EAT NETH
Amazon SDK FR A R IEm) RHAIT.
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Example : FRAEHMAHTIRERRH EHT .NET B Amazon SDK

BT C# RBRPIEFHMMXNHERRRRG, EFEALTEARDE  BLXTRMEBRES KR, M
Amazon #IRE (ARN) LAR EERMTERS, XML Storage Gateway B & A Amazon BR
ZRIET RHIR | S Amazon Storage Gateway L is 17 S M B & Amazon Web Services —fi%
&%,

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using Amazon.StorageGateway;

using Amazon.StorageGateway.Model;

namespace AWSStorageGateway

{
class UpdateBandwidthExample

{
static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

// The gatewayARN
public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint
static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates
static long uploadRate = 51200; // Bits per second, minimum 51200
static long downloadRate = 102400; // Bits per second, minimum 102400

public static void Main(string[] args)
{
// Create a Storage Gateway client
sgConfig = new AmazonStorageGatewayConfig();
sgConfig.ServiceURL = serviceURL;
sgClient = new AmazonStorageGatewayClient(sgConfig);

UpdateBandwidth(gatewayARN, uploadRate, downloadRate);

Console.WriteLine("\nTo continue, press Enter.");
Console.Read();
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public static void UpdateBandwidth(string gatewayARN, long uploadRate, long
downloadRate)
{
try
{

UpdateBandwidthRateLimitRequest updateBandwidthRatelLimitRequest =
new UpdateBandwidthRateLimitRequest()
.WithGatewayARN(gatewayARN)
.WithAverageDownloadRateLimitInBitsPerSec(downloadRate)
.WithAverageUploadRateLimitInBitsPerSec(uploadRate);

UpdateBandwidthRateLimitResponse updateBandwidthRatelLimitResponse =
sgClient.UpdateBandwidthRatelLimit(updateBandwidthRateLimitRequest);

String returnGatewayARN =
updateBandwidthRateLimitResponse.UpdateBandwidthRatelLimitResult.GatewayARN;

Console.WritelLine("Updated the bandwidth rate limits of " +

returnGatewayARN);
Console.WritelLine("Upload bandwidth 1limit = " + uploadRate + " bits per
second");
Console.WritelLine("Download bandwidth limit = " + downloadRate + " bits
per second");
}
catch (AmazonStorageGatewayException ex)
{

Console.WriteLine("Error updating gateway bandwith.\n" +
ex.ToString());

}

FERAEH M TIEER RS Amazon Tools for Windows PowerShell

BEUARESXNEFTIERRRE , BN E—RNEIRN B3 AERS (Fla, FRATESHITE
), ATRHIBZRT WA Amazon Tools for Windows PowerShell S #f 5% i i 5T 38 2 BR 1,
EFEARHIRE , BRZABWMAIZIT PowerShellfii &, BXEZEE , HZH (Amazon Tools for
Windows PowerShell AF1ERE) FHIAI T,

Example : R E#HM X FIEE R & Amazon Tools for Windows PowerShell

AR PowerShell BIZA RBIERT 7 MKXTRIRRRS. EFEALRAMAR , BATIRAMKH
Amazon ZRABF (ARN) Ak EE M TR &
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<#
.DESCRIPTION
Update Gateway bandwidth limits.

.NOTES
PREREQUISITES:
1) Amazon Tools for PowerShell from https://aws.amazon.com/powershell/
2) Credentials and region stored in session using Initialize-AWSDefault.
For more info, see https://docs.aws.amazon.com/powershell/latest/userguide/
specifying-your-aws-credentials.html

.EXAMPLE
powershell.exe .\SG_UpdateBandwidth.psl
#>

$UploadBandwidthRate = 51200
$DownloadBandwidthRate = 102400
$gatewayARN = "*** provide gateway ARN ***"

#Update Bandwidth Rate Limits
Update-SGBandwidthRatelLimit -GatewayARN $gatewayARN °
-AverageUploadRateLimitInBitsPerSec $UploadBandwidthRate °
-AverageDownloadRateLimitInBitsPerSec
$DownloadBandwidthRate

$1limits = Get-SGBandwidthRatelLimit -GatewayARN $gatewayARN
Write-Output(" 'nGateway: " + $gatewayARN);

Write-Output(" ' nNew Upload Rate: " + $limits.AverageUploadRateLimitInBitsPerSec)
Write-Output(" nNew Download Rate: " + $limits.AverageDownloadRateLimitInBitsPerSec)

B R R B

Storage Gateway HEEZRFAU MM RFHMGERK , BUUBEBEERBH Amazon ZHFHLE
# EC2 £fl L, IANAUHLEREH, ATPFHNETIHERTXLEEHATE, WANATIIAK
MAERHEFHOMR LRESEHRERNRE,
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/A Important
RI¥# Storage Gateway IREZFMARERNELN , A AFNZHUEM A X BRIFERHERE.
=i EAEE Amazon WX EF LB T E (Sl SSM HEMNEERRF TR ) RER
EHE ARG AESSEMNK HIBE,

EHTNEMIAITH

Amazon BEZFEEN=RSEHY , MAXNSBENMRER P, ESHPBOMKEEZRE AT 2R
©rEH. BALPENTREBERERENRGAHS. ATHRRREM. HENZEMENBERERNU
EXFTheeimmEl. FAIEEFBEINERREN , MAGSEMXARELaRE,. BEXRENEHMHIEM
BAEHRMWEELR , BS M Release Notes for Volume Gateway Appliance Software,

BRA4PEFUAELSBRSELETH. MXHW VM EHNEEFHRALTEER , BEMKIEEEHTN
EfEsHE , MXFEERBRNTITA, BB TE X ISCS| BaiEFNENENBMXEN S
HE BB ARFNEAPIHLERERK, BXEI Windows Hl Linux 8 X iSCSI B zh 2 7B E
WEZELR , HS5H BENER Windows iISCSI RE M BENER Linux iSCSI &E,

HEABEMKE , FREMANZEAEF N RITR. ATEBERME R4 I RITR, B UXAZ A%
PERH , BRNBICHFERFINTBRES.

(@ Note
BEEHEF EHEXA , AR ELPNRITNNARSER.

EREMAEHFNATEMNMIXZE , Amazon £7E Storage Gateway ###| A L RIX—FEEBHE
ARG IR Amazon Health Dashboard. HXEZEE |, 5% Amazon Health Dashboard, B %
REHEENNE FEE | FSE (kP EESZIEE) T “E35 Amazon Amazon K F Y&
ABRRE A

EEEFTAN , RXFAGELEMFL2EREFHE, TUEFMAEELRIF EEFENA LXK
FEFTHY B BB A8t A o

Tt IR Sk P 454 SE 3

FREFEHE , MXREEENEFNRITNEINAXLEER. AXEZER , HZH .

EHRERMTHTA API Rz 7 2013-06-30 132


https://docs.amazonaws.cn/storagegateway/latest/vgw/release-notes.html
https://www.amazonaws.cn/premiumsupport/phd/
https://docs.amazonaws.cn/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.amazonaws.cn/accounts/latest/reference/manage-acct-update-contact-alternate.html

Amazon Storage Gateway BRXAFERE

MRXALFER , IXFTEIRAXLEER , BETLBENER Storage Gateway #H1&, API
% CLI FHNAXLEEH . TR IRENW , AR ELEENEFNRANRA RS EN.

® Note

TR ABMEEA Storage Gateway 2 HI B B HKRFMKEFH. EFEMH API UEESF R
BB , ES W Storage Gateway APl £ZUpdateMaintenanceStartTime 1 #Y,

E{F A Storage Gateway BH AF B XALEPEH , BHITUTERE :

1. 7Ehttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5
ESMERT , EENX , ARERENERELT EFMHMXK,

ERRE  ARERRBEFRE.,

NF4EFEH , FEEFBHKA,

TRE , ERREEX.

o & DN

A] LATE Storage Gateway 2 &l & R ATEM XK FAE RETF ERIEEEHNIRE,
16 ok P o< 4E 37 B ER 1T X

MRFBETHPERH , MXRBEFNRITVBINAXLEEN . TREFERRENT , HLH
HE B4 T BRANA RS ER,

(® Note

T RBENEAER Storage Gateway 1251 & RS IR iT R, EFEA API IREEA R
FdUtigE , 1§25 Storage Gateway AP| 2 UpdateMaintenanceStartTime H#,

E{E R Storage Gateway 12| B SN BT RITR] , BT TR

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway 2 &1 &,
ESEMERTD , EEMNX , AGERENERELT EFHMRK,

ERRE  ARERRBEFRE,

EEPRBRTRNET , ITUTEE

w0 N
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a. XTFitkl , EEBAHBALNRELFHRTE,
b. MRERERE , FEXNEHNNENE , LURESE DL i BN AN B4 E =,

WMREESA , BERBBMNENE , LRESNAPEF BT BN EAE K.

® Note
ARAAGFHE-—XRRENZARENRN 28, TEFLEFITRRENNBE 20 ZAH
31 F o
MREEREHRENEIHR  WARERKEMIRECIH, ZREFIEFTHN
x , REaEl B B4 TR,

5. mAjE , BRREER.

A[LA7E Storage Gateway & FATEM X FAE &~ LRI EEHMNIRE,

FINHEN

MRMXETANREER , NWANRBRUTIEFINAZER. WFHEFTIESZBLEST R ERIT
XFMEINAER , AMEEF EfRSxABR M,

® Note

UTEBNAT m{AER Storage Gateway BHIAXRFHNAEH . EFEA APl UEEA K
TR | 53 Storage Gateway APl 2 #UpdateGatewaySoftwareNowH #Y,

E A Storage Gateway #H| 8 FEINAMKRGEEHN , FHITUATRE

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway 2 # &

2. ESMERL , G&ENXx , REEREEMHIMNK.

MRBUHER , BHARERNXFAFESENF LEREGBAEE  HhafENAZERIL
o

3. GERFRIENRI A SERT LA BN E TR <o
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® Note

WRESELZREHERPHMXIIEE, ELLHIA |, Storage Gateway 2 #I& A<
REBETHNEL, EFNTREERE , IXREEEET , ERESEX N EFEIZETT.

A LAEIE 7E Storage Gateway #ZH| A P EFMEMXHNFMAERIETF , REIUMMXHRHFESEMER
FTRR AR,

< A P o BB #0401

B EERNREFBELNI TS |, fINEREMYNEERFMANT . RAELWZHE ,
BRRMAEILERN*x, REAXTHRNBERE T F A Storage Gateway EEZEH A B FME LMK ,
BEBL A LMER VM 833 4] A 5 Storage Gateway APl BEFIE LM X, HEFBELNE | Fid
FEFBIMX,

/A Important

WMREFEH B EA IR FRA Amazon EC2 Mk |, MZMXFF K AL FELRS. KEX
MEANERRER TMEFEHA. LRBUKERRSGE, HE—HERRG EZWERMXHE
# EC2 K6 LEUE — TR,

(® Note

MR DR B AT HMET PRIFZBRFMFLEMX , WEASEBES TET
SR, EFELEMXZHE , BNHNEERTHEAESRERORENZ AT,

o WX VM At 12 EH A - BSHABEFIBMNALHIZF S,
- Storage Gateway APl — Z Il ShutdownGateway

BRI ME LEBM R
NI ES

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5
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2. ESMBERKD , EF Gateways , AFEFREFE LMK, MXx4TF Running R3S

3. XIF Actions (1E) , 1£$% Stop gateway (fZIEFX) HRIEXFEEABM K ID , RFEER Stop
gateway (f£1EMX),

EMXFLER , BARSBIETRMIORSHEE, HMAXAR , FAEERERNFHL2ER—%
HEMB MK EE.

HEFILR%E |, BRBAERAR , EECRHER. NREGLEMXNMXEELERIE , 435
M%ET , LERERIRE.
LIRS

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###l &
2. ESMBHKD , % Gateways , REEFRERHHMK, MX4TF Shutdown RS
3. 1%#% Details (FHER) , AF1EF Start gateway (B3HMFX).

R B P 5< 0 3 BR o< B 1Y B3R

MREFTEREFER BRI |, M ATSAEERBRZMR R EARR TR, BERER A8 RS E s
EANRR=ERAARBPBOENAEKENTA.

BIBRR TG |, ZMXHABHITE Amazon Storage Gateway BB #E#H A L , E5F3h888 iSCSI &
BHxA. MERENMXHBREEZEHER ; B2 , BRIBEEZMBEREI M XREURIZM X FE
EN , BRZRBIFERABRMEXEIR.

W] £ A Storage Gateway 2 Hl A HIARES RNMERM <, ERIAETEHKREE<MAER Storage
Gateway ZHI S MBEMXANER. MRELURZEHXMERM X , 53 H Amazon Storage Gateway
APl 3Z&,

£

« {#H Storage Gateway i & Ml Bx M >

o Z I EF 59 X P BR R R

- MEBETE Amazon EC2 3E4l LM Mx B BRER
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£/ Storage Gateway 12! & i B R ><

FIARENMNXRBRSERERE, B2 , RESEMROIMKNRBELURIZMIBEINEN , &9
RE LN ATEUINIVAESS F BEMI BR S RIS AR SR BV R M BRIX L5 5% IR M 5 Bl Sl 5 0 14T EAE R B B R4S
%

(® Note

X FEEE Amazon EC2 SR LMK |, ZSRAIRFREFE |, EEIBFEMBR,
NFHMBEELN (VM) LMK | EEBBRMXE , WX VM RFE T ENELLIRE
P, EBRBRELY , FFEH VMware vSphere & i, Microsoft Hyper-V Manager S & F
Linux A& ELAL (KVM) B REESIENHBERELN. HI8 AL EEEEACHR
HIM B VM RBGERT >,

i BRI <

1. fEhttps://console.aws.amazon.com/storagegateway/ZR F T FF Storage Gateway #Z#Hl &
2. EEMX , RREE NS NMEMBRHOMK,
3. XF Actions (#4E) , Fik#¥ Delete gateway (HIBRMK), LA 4 & REIAX FE,

/A Warning

EHRTHES Rz , FREYIDIENABRFEEAZIMNXONE, WRELEMKERHE
MERRISC |, WA REE R ERIE R Ko RXMIBREETTERE

4. BWAERBREENRMK , RAREBHINEFRA LT delete FEFEMIBR.

5. (k) mRESBREEXCHBRMRNREE , FERRENEE , REEFRER, &N , Hik
Bk,

/A Important

RBRMXE , EEFBXARHRER , BEELEF. Amazon Elastic Block Store (Amazon
EBS) HREBMIL Z#h EC2 EHIEHRMAFE, LFRERXLERFNAR. B LUBTEUH
T S 3#hiT ) SRIE R BRI D i#h EC2 SEHIFIL S EBS RB, EC2 MREBBFRFZEH LS 7
EC2 iT3 , W o] LA A T D izh EC24% 4 A M BRI 89 T % EBS 1RE&
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MR 3 582 Y P Sk AP ) R 28 TR

SRR T E R UM A BB MK BRI

MERBHE VM LRV ER xR RE IR

R BREY M BBIEERBA (VM) £, RITBREHIT U FRAERBRR ;

- MIERMXx, BXULEA , S H £ Storage Gateway 2l & il BRI 3%,

- MIBRTEEMNFTE Amazon EBS R, XA , BSH Z# EC2 AF B AIM ER Amazon
EBS RE&,

MEBBIE Amazon EC2 k4| £ K W< HBERE IR

R IEAE M BRIE Amazon EC2 K4 EEBHIM X |, BAVEEBFEA TiZMXM Amazon #IR |, 455!
=IO EC2 =4I, FiE Amazon EBS BUKHT ( MREMBB THTMR ) . SERIEEFETE
GEEIEMENERER,

MEBETE Amazon LN EFEHBRAIR EC2
NREBHBTHBEEESNMK EC2 , RMNBIVEREA TRERMBRM K H EEHRTR :

1. ¥£ Storage Gateway & & |, #={FEF Storage Gateway 2% & Ml B M >< & A R BRI 5%

2. MBEITRIBREHEH EC2 3541 , 1 Amazon EC2 ##|AHEIEZEH, BN , KI1EZESE
fil, MREITEMIRSE | BiC THMEZEHINREFRZFRZWRRF | ARHEL LZE6,
B EEX LR R IRER BREYS

3. MRBAITHBIRER , 1B1E Amazon EC2 #2515 I BRFT B Kt I EISEBIHY Amazon EBS £, &
KXEZELR | 2% Amazon EC2 AFEEFHBEEXMIMNE,
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fE A At 2 B AT HEPES

AFBEUTER , XEFFTRERMAEXMAEHAMKIZEZ R BEFERPITEFESNER, Kithiz
HEBEEEREMKEENELEENEES L1317, W TARBMX , BATLL VMwarel B Hyper-V 5%
Linux KVM E#UL EN BB AbiR4l &, 3F Amazon EC2 Mk |, AT LAEA SSH E#ET 5%
EC23RHIRIFEEH &, ASHESHTRANENFERGTEEHRY  BHEE—LER,

FB;
o HEMXAMZESS-THNABRIEERET Linux ARBELAL (KYM) VMware ESXi 5
Microsoft Hyper-V Manager £ & £ 89 75 i R < By A st 32 86 & 6

o EEDFIAMES S ERITES - THRNAERARBESERN T MRATERNRENSREE
5, GINEE HTTP RE, EERERBFREIETERD T,

« 1£ Amazon EC2 Zx#h 3§ & EHITES-T7 B EFZAR MRS E , I Amazon EC2 X ITEAR
RENSREERS , FINEE HTTP RE, BEEREARRSIETLRIFD T,

7 [R] P < 28 3 428 /6l &

E VM B AR tb 2 H &N A XBUR MK VM SEZNEBRFNERE, E48WH , (RYUKREE
RKIMAERAET Linux AZEERAL (KVM) VMware ESXi 1 Microsoft Hyper-V Manager i 7] EE #£1#1
bR H & HER.

e}

« A Linux KVM 17 8] B > 78 3t 122 i &

- EAFRIMXA#IZE S VMware ESXi

« £/ Microsoft Hyper-V i/ 8] B < 2 sth {2 4] &

A Linux KVM 7 [7] B < 25 3 122 41| &

REE KVM LETHELNG S EEETE , RETRTAERN Linux X171 AXNBSTIHRE
KVM BB TR 5 T AR, BIREM KVM 3L | 35 AT A2 B R R R .

£ KVM T3[Rk B A 3 2 16 &

1. FEAUTHSIE KVM AYEIaTANAS. VMs
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# virsh list

ZWTREE—MFIK , Hf VMs @281 FIRE ID. ERARSER. BTEANEBIRKXAE

HiEH A VM B Id,
2. ERAUT®SHRAREEE,

# virsh console Id

TdERNEE E—SPIE TREMHIH 1D,

Amazon EEMX R BRF A KR REERUEANEHREMEMIZE.
3. WMALZNAFRBNBBEUEZIMAEAZEFE, BXESEE , 12 H Logging in to the Volume

Gateway local console,

BFE , FHI Amazon REFE - BMERE, TUNRRRMPHTIEERIITMREEE

%, BXEZER , i35 Performing tasks on the virtual machine local console,

A5 R XA 2 El & VMware ESXi

EFERIBE MR A IEEIS VMware ESXi

1. 7 VMware vSphere P inH , IEFEEN MK EL L,
2. BWEMX VM EFE.

(® Note

WRMX VM BFFE , WEARFEOEMK VM X RE[ERPLHIA-—NHEE VM
PRZBEIKER, MRMNX VM RITE , MBS ERLTRARFEONIH TR
EENEZEFIEREETE.

3. ENRAEFECOANNEESERFIERREGERIF,

FHAZE , Amazon IREFMXAHIEFH A SR RERFUEANEER EMEMIZE,

ERE R M XA H & VMware ESXi API W8 2013-06-30 140


https://docs.amazonaws.cn/storagegateway/latest/vgw/LocalConsole-login-common.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/LocalConsole-login-common.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/manage-on-premises-common.html

Amazon Storage Gateway BRXAFERE

@ Note
MBRAIMEFEEOFBRRL , FR Cri+Alt,

4. WMALHRAFPBNEBBUERERMXAZES A, BXEZEE , 235 Logging in to the Volume
Gateway local console,

BXE , FHEI Amazon REFHE - BEXR S, WTUNKRIRTHRRTIRERNITHKREEF

%, BXEZER , 5 Performing tasks on the virtual machine local console,

{5 F Microsoft Hyper-V 1/ 8] X 5 2 #h 122 il &

T E < B A3 H & (Microsoft Hyper-V)

1. M Microsoft Hyper-V Manager N A2 & 0 Z M Y E LA E AR P EE MR IZE VM,
2. BERRXEIFE.

® Note

WMRMX VM BEFFE , NENARFEODEMNELHERT , VM RS F/E R
Running, #RMX VM RFE , MAILBRENARFE AN RESKPIEERES
FRFEIT R

3. MREERFIRFEE,

XAt , €87 Virtual Machine Connection (B #liE#) B0, IRETEMARIEED , FEAE
BEREFEE R OSRMNEREIL,
FHAZE , Amazon BEMX AR A LRREZRUETUANEZREMEMIZE,

4. WMALHWAFRBNEBEBUBRINXE MRS E, BXEZER , i5S 5 Logging in to the Volume
Gateway local console,

EXE , FHI Amazon IR ZBE - BEXR S, ATUNEEETA#TIERERNITMRE BT

%, BXEZER , 2/ Performing tasks on the virtual machine local consoles

& A Microsoft Hyper-V 13 [a] F 5< 2R it 322 ) & API fR4s 2013-06-30 141
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T ERYL ARG & EMITES

NFEEARMEBNERK , ATLERMELAENF BT RB XA 26 & KT TEFES
XEAES R MR Hyper-V ME T Linux AR ELL (KVM) ERNEERFNERLES. VMware

£}
« BRIBMALFMESE - THMMABRRIIMNIXARIZFE , AJELESEPEEMNKMNEREM
EUREIAEB,

o N WX EE SOCKS5 {LIE- T i I{afF Storage Gateway EtiE 7iBi¥ Socket Secure M2 5
(SOCKSS5) RE RS2 HATE Amazon I R E.

c BIEMKXMLE : 7RG RXEENEH DHCP S Bl EaZ IP i,
o AR o< B B B A9 IERE ¢ T B n4a] 655 B X S AN b 32 i) A S A B 55 A B BX R 2 B B E 2

o FEARMIEEIAS PR AP REITEEM R D-T BANAETAMIESERD , XEGSAFERT
HMES | fIREFERBER, EZEBBEKXE. Amazon Web Services X%

« EREBHNXRGEHTRS : THROARETHTMXIRZFNEL CPU A&, REXNH RAM,

BERIEMRAMIZH B

£EVM i B FERRN  BREENER,. IRXERZEREFA BRGNS  FEARIAEREIEX
BF, BUUFERAXLERIANBEREURGE — LY | XL T FREE M <M %1% E MM b2 5
BERFZB, Storage Gateway 7 FEM Amazon Storage Gateway 2#I AR B ECHNFE , MA L
MRt IRE A EREB, EEBHNERNBBRILNEEFREB, EXESEL , H309 M Storage
Gateway 2§l &% B IZH & F18,

BERMRH AR H &
« MREXREEXRBFRAMZEHSE , FEARANZILEESR VM. IABFER adnin , BB R

password,

BN, FEAENEIEER,

(® Note

BIBWERRINEZDE , HERE Amazon REBE - BLEEXE PR RRIEH &M AN
RIVEF , REIET passwd @i, AXRIMAETZRTHES , BSRELMES S F
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H A W R IETIFE M <t . AT LUEY Amazon Storage Gateway 2 #AREBT
NEWB, BXEZEER , S M Storage Gateway £ #l AR BEA IR H A BB,

/A Important

M FRIBARAFEM X HT M , AFEB RN squser , BB sgpassword,. MREE
B T7THB , HESHNMXERBEFHROBRE , MENAFZFERN admin , MBBREFT
T,

M Storage Gateway 12§l & 1% & A i#h 1% 5l & 25

HEBEREBEFRAMEFEN , FRARIAZIE (AFAR adnin , B password ) &FF VM. A
BUREREVNEHFMNXEILAEEFHZE. MREE | B LM Amazon Storage Gateway 12§ &
MARARMIEH B RENLFRB, BLFELNERABER T EEHRHSE,

1t Storage Gateway 2§ & Lig EA#h 1%l & 218

1. fEhttps://console.aws.amazon.com/storagegateway/Z F 3] FF Storage Gateway ##l &,
2. HESMER , &EF Gateways , RFERENHREFNEBRIMK,

3. XF Actions (3&4E) , 4% Set Local Console Password (i€ E A bR #] & H),

4

£ Set Local Console Password X iFHEAF , AT |, BINZZB |, AF%E Save, BIFER
BEBHRBIAZEB, Storage Gateway ToREFE , MENEZ AR E VM,

(® Note
ZH AL HERE FNEMFREAXR , KETUAN 1 £ 512 MNF5/

A A M KB E SOCKSS LI

B X BT P X T FEAR M < F 2 BB & Socket Secure iR 5 (SOCKS5) X Amazon,

(® Note
It —ZFHREEER SOCKS5.

AAHRXEE SOCKS5 R E API hz 7 2013-06-30 143
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BMXAFERE

MRMXBIERRERS RS Internet FHITEE

, WEERIMXEE SOCKS KEIRE, Nt , &7

UREZEITRENENEE IP it Mis 05, THRUIEER , Storage Gateway BN B E RS 2558

HATARE. BXMINMEZERNESR ,

B RN EM LIFER,

TR E RIS MR MiH MK EE SOCKS K,

NEMET MXEE SOCKS5 KIF
1. BFRIIMKAAIEH S,

« VMware ESXi — BXEZER
« Microsoft Hyper-V - EXEZEE |

, BSRMERE R MXx A S VMware ESXio

%2 1E A Microsoft Hyper-V 15[ WX &b iRl A,

- KWM-BXEZEER , FZHEA Linux KVM 158 XA #5325 5 .

2. 1£ Amazon Storage Gateway - BRE XX #F |, B AN FKIERE SOCKS RERE.,
3. 1 Amazon Storage Gateway SOCKS RIEEEXREH , MAHMHNBFERBITUTESZ— :

MATIAES

BLE SOCKS K&

EEHBIK SOCKS REEE

BBR SOCKS RERE

4. EFBZ VM KA HTTP BE.

EHATIHERE

i AE MR BT RIAFEE SOCKS RE,
BEERBRENBHNIRARTREE.

W ARV BRI R E R S8 SOCKS RIEE
B

MRKREE SOCKS RE , MKEREE
SOCKS Proxy not configured . @R
SOCKS REEEE , REMN TN E KM DR

28 Ro
i A HE BLAY B SRIEFEMIBR SOCKS RERE.

BB SOCKS Proxy Configuration Re
moved FH2ETR.

AAHRXEE SOCKS5 R E
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B i P o P 4%

PR EBRINMEEE RS ENEE NI (DHCP), f£/A DHCP &Y , RGN ENMKX B3I DE IP ith
it ARERRT , EURFEFHFENKHN IP 7EAHS IP ik , TR,

WEFENMREENERBRS P it
1. BEFIRRHABEH S

* VMware ESXi — BXEZER , BSHEA TR MEAHZES & VMware ESXio
« Microsoft Hyper-V - BXEZEE , SR A Microsoft Hyper-V i 8] < A i 32 H & o
« KWM-BXEZER , BZREA Linux KVM FHRIMX A2 E &,

2. %&£ Amazon Storage Gateway - BLE EXEH , WAHNABFRIERENEEE,

3. 1 Amazon Storage Gateway MEFREX 2 , ITUTESZ2— :

MATIAESS FHATIRE
HRM BB 2R

AR B B SO B R E B AR

4B RERIEMNIR  FERESETR
B A SEBES R, Hlin etho, MEEIEEN
BEEB[EEFERD  BXZERS[NWTIEER
28R

" KT (MAC) Mt
. IP i3k

| s

. W< IP 3k

" DHCP BT

BLEES IP ik iREM XA RINEE SR
{58 A LLE 4L 31 M Y SE L 25 B o
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MATIAESS EHATIHERE

i & DHCP
i A AR R R B RIEFELE DHCP,

RERREREFMEEOEE N ER DHCP,
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MATIAESS FHHATIRE

AMREEFAS IP #uk
AN B FRIEREEBRS IP,

REQRTEBEATIEEREESRS IP it
HE

R 4& B EL 2R B

" Pt
2 T
SRIAR %
TEHZHSE (DNS) Mt

% Fi DNS bk

/A Important

MEMKEBUE , MHBHM Storage
Gateway BHEXEHEBFMK , XH#F
REFT2EN, BXELER , F5H
KA RKE Ao

MBMRERAZSMMEED | AT FTEBCE
WEORENERA DHCP S#7 IP H#iit,

flan | BREZIMKX VM ERF BB DHCP
MEQ, IREWEF - M EORENBEDS P,
MEFERAS—NMED, EXMIBERT , BEREZ
2O, MR HRENES P,

i i 5% R & AP WA 2013-06-30 147
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BMXAFERE

MATIAESS

AMREEENH

RMXWFIEMEE EEEN DHCP

FHHATIRE
MRRMEOKYERENEAERS IP st B
B2 EFHMKIRERNEM DHCP , BAH M ED
#RF £ A DHCP,

MAMNNBFREREEENS

RERRECEEMNXRERAECEENHSE
& , E2EI DHCP = rDNS Bai3REREH
Ao

MREFBRS , WRGESRREREBRSEN
& , ffla0 testgateway.example.com
ﬁk Yy J’j\mﬁqmlﬁo

@ Note
MRAMKREEFRSENSE , FBAR
HOENBNCTFXMANE R, &5
/MFE DNS REH 61 A g , FRx
B IP it iEEEBSENR.

WA ERERESLIFEE SN DHCP,
FEMKEOYIRE N ER DHCP,

/A Important
WMEMXEBUE , WABM Storage
Gateway #ZEH|AXEHEFMX |, X
REFTRXEN. BXEZEERE |, BZH
KAMXE LA,

BB X 4%
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MATIAESS EHATIHERE

RIE M AV ER IS A E Bl 2R
AR B FRIERREBRINEESR.

RS RAHMXERNERSR , HERSES
RNEEFRER—NERER (I etho ),

EEMKHK DNS B E
WA FRIEEEE DNS B E.

et 2 E RE DNS M=Z A DNS BirBRSS 251
|P b3k,

EEREAXR
MAMNNRFRIEFEETRKA,

R Y RRIA RS B2 R TRo

A izt P o< B BB ) Y 1% 42

&R LAGE A MR B A3 #2 6) & RO Internet 32, HPFEMKXMIMEEER |, A HATESBREA,

iR M < F| Internet BYERE

1.

BRIMKHARIZH A,

* VMware ESXi — BXEZER , BSREA TR MEAMES & VMware ESXio

« Microsoft Hyper-V - BEXEZER |, SR A Microsoft Hyper-V 17 (7] < AR 32 & & o
« KVWM-BXESER , BSHREA Linux KVM 1/ R RX AR iEH &,

£ Amazon Storage Gateway - BLE EX £ H | i AN FHRIZFEN M EIEE,

MRENMNXELBE , NEEN RS R. N TERBBENMS , BLAAIEELR R LER
F Amazon Web Services Xig , A T AR,

MREHAMXEARBOE , B AENMABFRIEZEM XA HREE,
MREIER T AHAET /X | F@ AENBEFEE Amazon Web Services X1 E
MHH . BXZIEH Amazon FRE4LI%T R Amazon Web Services X133 BA% AT B 5 Storage
Gateway Bl &AM RSLXIHT R5I%K , HSRHPHAmazon Storage Gateway LK im 17 S A EL
#Amazon Web Services —fi§5 %,

34 ) S ) BB ) Y 2 4 1 API fR7s 2013-06-30 149
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EENHNZET , 8 MNERB2ER [BEBE] 3 [EXRAN] , BUTIREREZNRES

HE iR
[PASSED] Storage Gateway B M & iE#,
(<] Storage Gateway &8 M &iE#E,

FEAR#IZF B AR MR SITEEMRE T

Storage Gateway ) VM Kt 125 S BB TRE TR L HIMEREE 12 B M < BB, A2 i 1% &
BT , BULRITEFES , HlNRFHEBER Amazon Web Services X1, E#EE,

1. BRIIMNKOARMIEHE :
« BXEF VMware ESXi AR HI AN EZER |, HSRMERA B RN A iEE & VMware

ESXi,
« BXERE Microsoft Hyper-V At iZH 2N EZE L , S £ A Microsoft Hyper-V 1/ 5] ¥
RAEMEEE

« BXREFI KM T HERFHENESER , BSHEA Linux KVM 15 8] M X A #3256 5 .
2. T Amazon IRZHE - BMEERER , MAHNNERFZRIEEMKZH A,
3. EMXEHAEBTRIFLHA h,

BEHESERTHGTXE  HPIHTITANGS :

Gkl B

dig M dig W EE i i SR 33 4T DNS #PEHEBR
exit BREEEE L,

h ERAANTESIIR.

ifconfig EEIREMEED,
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Gkl BB

® Note
FAVE U Storage Gateway #2414
HEANRIIES A R IETORE E W
ERIPIREB, BXIEA , HSHEEWN
KM%

ip B RARERH, RE AR,

@ Note
FAVEIUEH Storage Gateway #2414
RE ARG A R IETORE E W
KX IPIRE, BXUAEHA , FSHEEN

ENGE: B
iptables AT IPv4 BIESRIIEN NATHEEITE,
ncport MR EME EFE TCP ik O M ERE,
nping M nping W& Hi i S 1T M B S EHERR
open-support-channel Connect to S Amazon upport.
passwd FH B RIS
save-iptables RE IP &,
save-routing-table RIFFAMABEHKFE

EARIRE AP R MNRIZITEENXTS API jizZ< 2013-06-30 151
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wme B
sslcheck IR [B]3iF 45 20 & & B
® Note

Storage Gateway &£ F i il & & i
iE, MAXE sslRE, MRLWSFIR
[l aws-appliance@amazon.com EA#k
AR E , WRATERNARFERIT
ssIRE, EXMERT , BRIMNEW S
Storage Gateway & &H ssl R&,

tcptraceroute WEAXRREEN#E TCP fREM traceroute
L7l o

4. EMXREBHAGTRIT  WAEERANDENENGS  RERREARTRE,

ETHGS , BEDSERST command name i A man +,
BEFLRAMKRSTRIRS

HEWMXBEEE , EEREREN CPU A%, BREBXNHM RAM. RfE , EEBEXERERFR
BEBUMKERZT, SUAERNKHABEH S EEFHRLENER,

BEERGRRELENRS
1. BEFIRRAABEHS

« HXEF VMware ESXi B#HIANEZER , FSRFEAHRIMNxA#I2E A VMware ESXio

« BXEXE Microsoft Hyper-V Kb 2 HI AN EZER , S EA Microsoft Hyper-V i 7]
XAEMEF A

« BXEBFI KVM EZihi2#lAMNESZER |, TSEMEA Linux KYM 178 N A b2 &) & ,
2. TEAmazon BRBEE-BMEEXTXED  WAHNNREREREEREZARRE,

BIRREBER [EFE]. [BE] R [KY] , RO TAARERERNRE

BEELENMXRER RS API fR7s 2013-06-30 152
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HE HR

[OK] ZREBBEE T RERFERE,

(&5 TRTHEEWNER , EMXAIUSZEET
fE, Storage Gateway £ R—5HE | IR AR
RENER

[FAIL] BRETHEREER, BHORETAETEEET
{E, Storage Gateway & R—KEE |, HRRIR
RENER,

EHaEERFREXRLRMELERERNEENHRE.

£ Amazon EC2 A #hin&l & L ITES

F L Storage Gateway #H{EFEREZHZREE Amazon EC2 24| L EBHM KM ARIZFI S, &
LAMERZ£H 5 (SSH) B w1 E 8K Amazon EC2 35| LMk A tingl A, AT hmETHRT
WA B F P AR 3R ] B HRITEFES

F&
« BEFEH Amazon EC2 Gateway At 326 &- T B MAIFEHA R £/ R (SSH) B ImEZEMER

Amazon EC2 £l R XA bz &l & o

« EC2 B3 HTTP KIERHESZEE LR MK-T B I{TE E Storage Gateway , £HET Sock
Amazon et Secure R~ 5 (SOCKS5) X3 AR 5525 5 P A i <. 7 2 % H 2 8 #Y Amazon EC2 BZ< 3k
filo

o MM ZIERE 7 R 0EIE A R O< 2R i 322 5 & Skl s R o< 5 4% T 9 4% 32 R 2 [ B P 4% 3% o
EELENMARERRRE  THROMAEAMXIBREEARRETH TR EZFHEL CPU K
¥, BEBX/DF RAM,

- ERMIEF|E FIZ1T Storage Gateway @i 5- 7 AT ABRFI AT S , XEWSATFERITH
eS| FINRIFHREBAR, EERBARE. Amazon Web Services X #

£ EC2 A2 H| & LMITES API hzZ 2013-06-30 153
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B FIEH Amazon EC2 Gateway A iZ#| &

B L MERZ £/ 5% (SSH) B FImERETEH Amazon EC2 3£6l, BXEFMAEE |, 55 H Amazon
EC2 FIF#EM* A Connect to Your Instance, BLLX A NiERE | BEEEBHXRHIREERN SSH
FHAX, AXIDE EC2 BAXNMWEER , HS R % EC2 AFEEHHIT Zi# EC2 BB X,

BRMRAEIRE &

1. BFRIEARpEHE, WRERM Windows ITENIEZEIEHN EC2 =61 , BUEER HFHEF
2. BXE , & E Amazon Storage Gateway - FEEF X% |, B UBE XM EERITERES,

TRRES BHS L ER

NIEHFXEE SOCKS R EC2 & HTTP RIERHIBE LMK
= PR 5 5% 52 1 st 5 5% P 485 #52

11T Storage Gateway &l &0 EAR IR E A £iz1T Storage Gateway @
EERGRRRE EELNMXRERIFRE.

EXAMX , FRA 0.
ERHEBEESE , HHA Xo

EC2 B HTTP RE A FE LAIMXK

Storage Gateway XIFEZPEEL Ltk EHIM < EC2 M2 AEBEEF L LA 5 (SOCKSS5) K12

Amazon,

WMRMKXARERNRERSRE Internet BIE , WEEANMKEE HTTP RERE., Ntk , BN
BITRENENEE IP it Mg OS5, THRIERIES , Storage Gateway 2B B IE RS 2K
FiiE Amazon S SR E. BIESER HTTP K32 , haMBMX MK R ZBHNERS.

B A ERSESEEMX Internet JRE

1. BREIMXHARMIZRFEE, BXEA , HSHE ZFEH Amazon EC2 Gateway A% H &
2. 1£ Amazon BREE - BMEEXER , M ABNNHFRKEREE HTTP K,
3. 1 Amazon REZBUE HTTP REREXEY , ASERITHNESHRNEKT -

BREH EC2 MXAthizHl & API fR7s 2013-06-30 154
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- BE HTTP KE - LREREIHN BN MmO RTEKEE

- EFEYH HTTP REEE - WRKREE HTTP RE , M&ERHEE HTTP Proxy not
configured, IR HTTP KEEEE , MaE RRENENEHNRO,

« BERHTTP REBEE - E~HE HTTP Proxy Configuration Removed,

A 3t P 5% ) 4% T 432
EANERRXN AR ARNEREERE, YFSMAOMEEET , KURTRARER.
i P R 32

1. BRI AMIEFE, EXIEA , HSH 2FEH Amazon EC2 Gateway AR Hl &,
2. T£ Amazon IBRZBUE - B E X R | i AN B B SRk BN i P 4R E 2

MREHMXELBCE , MEEN LS AR, N TREARBEHMX , BLRIEELH T /LER
F Amazon Web Services X3 , m1EA T IR,

3. MREHMXHEARBE , BaAHNMNBFREREM X HARE,

4. MREEFTAHKET KR | B AMMAEKTFLUERE Amazon Web Services X5 E
MRH . BXZIFH Amazon RS AL T R Amazon Web Services X8 SAR AT LA 5 Storage
Gateway Bl & AN BRFLIHT RIIEK , BHSH P BIAmazon Storage Gateway w17 S A EL
#iAmazon Web Services —fi§S %,

FEENHNZET , SMNERB2ER [BEBE] 3 [EARY] , BUTIREREZNRE

HE Bk
[PASSED] Storage Gateway & M 4% #,
[K ] Storage Gateway &8 M &iEE,

EREHMKXRE R FIRE

HENMXBEE , EaREHEEL CPU A&, REXNPH RAM, AF , ESBEXLERGRFR
BRBIUMKEREZT. BAUERNCN ARG S EEFURENER,
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EERGRROLERNRS

1. BRIIMHAMEG S, BXHEE , 525H ZFEH Amazon EC2 Gateway b2 H| &,
2. £ Amazon REZBE - MEERED , HAHMNBRFRERZEERERERE,

BOMRREER [EFE]. [BE] R [KM] , RO TAREREZENRE

HE R

[OK] ZRERBEE T RERFERE,

(B BRARREWNER , BMXAI UABEEFET
fE, Storage Gateway ZR—5HE |, R RR
RENER,

[FAIL] BRIHEREER, BHMXARELEEET
{E, Storage Gateway £ R"—FKEE , MR AR
RENER,

BEHEELERFRERREMEZLE RERNESNHE,

EAR I E & Eiz1T Storage Gateway 5

Amazon Storage Gateway 2 H| A BT HEENZHNX BB RHERLONE, FRARFAETS , &
AIABITHR TS , BlRER B RIEEREE Amazon Web Services X
ETRERZHGS

1. BRIMXHAHZEHE, BXUE , H2H Z2FEH Amazon EC2 Gateway A #1265,
2. £ Amazon RZRUE - BEEXXED , MAENBRFREEMXEGA.
3. EMXEFEWTRTFLHA ho

BHASCETTHAGTRE  AFIHTTRANGS :

we B ¥
dig M dig W EE i i SR 33 4T DNS PR HEBR
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BMXAFERE

4.

EARES L]

DA
AP T3

exit
h

ifconfig

iptables
ncport

nping

open-support-channel
save-iptables

save-routing-table

sslcheck

tcptraceroute

DA
AmTR

B &R
REZEERE.
ERAANRSIIR.

EEDEEMSEED,

@ Note

FAVEIUEH Storage Gateway #2414
HNE ARG A R IETORE E W

B IPIRE,

TRARERRE, REMBRE.

@ Note

HRABWEH Storage Gateway #Z#| &
=T AR AR E & 3 R TUR O E R

FBE P RE,

AT IPv4 BIEETIEM NAT HEETE,

Wik 5% L5 E TCP i O MR,

M nping W&t SRt 17 R BB BERR

Connect to S Amazon upport,
RE IP X,

RN MABREBEREE

K& SSL AU APEERM 4R,

WWEF XM B WA TCP FRER traceroute

o
R MAEERNENENGS  RERREARTRAE,

TEA 2 H] & LiB1T Storage Gateway @5
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BMREY EREM LA

AF N4 T Storage Gateway HEEE,

F&
« RIERKPERE

RIAZER e
HEERR KRS HFEE

NT FEEHRR K IEREMRE , Storage Gateway BB RENRZBZRAUTRKEE

« B 24 N ERAKYIE CPU B
« NTFEMX , BWEL4RERUATHEN RAM :
s WFREFEXNMNTHEE 16 TIB WM< , ZHFE 16 GiB 9 RAM
« WFBEKXDPAN16TB E 32 TiB M%< , ELHE 32 GiB # RAM
s WFEFERNMRI2TIBE 64 TiB MK , EALFE 48 GiB ¥ RAM
- W&, BENXEE , WTAR :
- £/ NVMe ZHIBNESELR,
- WiE 2, AEMX ELEASHAX , TR :
- £/ NVMe ZFIBHNESEER,
- BiE 3, AERX EEAEHAX , TR :
- £/ NVMe ZHIBHNESELR,
« EEBYIME 1 LEEMEEERS1:
« ERELHMLE 1 FI VMXnet3 (10 Gbps) S FHEL.
« EERBYIME 2 LEREMEEESS 2 :
- FEREREHLMLE 2 FHA0 VMXnet3 (10 Gbps) A FiE$#E, Amazon

£ M 5% AR AN DN B R

DT ARELENEREBLRARFESHE (BE Amazon ZWHH ) AT .
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« CPU &UH

- EFE/LEEPKEARLE

- RAM B &

. MEHTE Amazon

« NEZHREFEIFRH M LEH 5T

EFNBALACPREETM ATURMN SR, MK ARERFRSSRANERRX LR SHEM,
SERBMER AT — MRS M5 EE M F I E R AL R < AR
ERESHRRNHE

ZENEEEPXUEFTLEELMREMKCH EEMTHER, WRENFMRRIHNEEHPERT

M, FERBIUATHFXEEEEN LEAZAXMERTTE -
- EAKMEIL RAID ( 20 RAID 10 ) KIBEHAFHE | SIFEREL RAID #4858,

® Note

RAID (IR R TURMEES] ) HEA#EEZRT L RAID BE ( 40 RAID 10 ) NBEE
HR D RRARBERD FASNEHRZOILE. BEAN RAID R3S MEETLUA
AMBERENAEED. BEN 10 TEAZMA S MEE L, RAID RENEAE
HERETEAENKAMENETLE.

- EREREENSHRME

ERCMEMEEE , B LURINSMAEHE | FINESTEL (SSDs) MiE4I28, NVMe £&E Al LUE
ENEME XM (SAN) T A2 Microsoft Hyper-V NTFS SFE IR 2 E RS VM, ESREMY
REEAUTREANTUHENESHNESW @A /M LIRE (IOPS) X,

EMERUHE | HfFReadBytesHWriteBytesiE¥rS Samples Amazon CloudWatch 4t it#k
BESMER, flmn , 5 2EHHEXEEB AL Samples IEFRH ReadBytes SitHIEERIA 300 B
AILABH IOPS, — iK% , EFEMXMIXLIERE , MIEEEFELENE IOPS EH |, LIEE
REWAMEXHBRI. .
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(@ Note
CloudWatch }IEFIE WX EIRMEIER. BXMXIBIRNEE. , BS G Storage
Gateway,
WINEZ EERAXEE

EXYEESNEAFLE , TAMELANLEEFXHE, SBEEAMXE , REQSFEEA
FAAREFREE LEEPXBEL, 25, FANFLEN EZE AmazonW#EE P75 IREF#ENA
HEIE, ANES LAZPXUETURDNSMEERITHHR /0 BEE. XTLUE MM
EARHE,

{58 PR 3k 37 D B 2 ST R RE LR

EMEEMXEERN  RMNBNBUETENERAERERYEFRBEAN LEEPXNEFFHE
B EAMEE, Hl20 , T VMware ESXi , EEVEFHRBRER RN BERE. BEMXK VM
B, WALERARFE VM XHNBETE, EMEELEER (6l ERLEEHRX ) |, &7
DHENEEEEES VM HMENREFET , ST USHE#EETRENBIEE®E .

MREBZSINBEEME  WENEBICHEENEMNREN A FEEE - BEFEE. Xa—1
REERVEEEXFNRBEFEIRSSBME TR, Sl , EEMALREERNEFMRIREFH
ZFFHENELEEPXE, B , RAMETASH RAID B E ( #0 RAID 1 5 RAID 6 ) N#ifEfF
AR BMERE T I,

A i0 CPU R IREERIR R EH

MXxENNRFFNREZRZONEBIRS R, BRICMKMERE , FEINTELEMR VM WENE
WAL RIS RA - T AN CPU M. ot | BHEINEIRBBEITFEEHN CPUs BRS5 2747,

CPUs MM x EHRFSBFARMEMARE , TREMRBVLER D, BERITZERE , ERMX
A BAFHATAL IR B R AR P Y B 0E 17 2 A b 17 AR R Z 808 £ 4% 2 Amazon S3 BT 2. Hit
CPUs ZIRER BB THRENMXESHMA TR ZEVNREZHH CPU BIR VMs, RHEHES
HY CPU B E R e IS I & BAYRR

M < F Amazon =2 8] B H T
IR T Amazon FESH AM <M HE Amazon =il R AKIEERR, MEMEZE ML

EFHNRFIEE K MTARUAEREBIMXEIEFERTRATIRFEMER , BAXHEALURES
RS PERE
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® Note

HTEFELLFHONEMRFIRE (HINEF LEEPXEEELE, CPU A&

. RAM EEHEHRFMMK B ) , ENEIH WX EER TRSE T ENH
B WA, MXWEFESTERNRFBEMRNTHTSRE , XUERSSHURIIN
HRER T B W& H T,

EREEE

FNFEMX , MRERINEOMRAIMELSHFHEEBLREINNELE , WNERGFERNE 2
MHWMX, BEHME , MREATEEUHENARR , INZBRNSEHENARRFSTOIEN
Ko BE—MmME , BANZF—IMHXATHENSELENARRF , Z— I NXATHENES
HENAREF. ENEBHFULE , i5FH ReadBytes Ml WriteBytes 1E¥r.

BRXEENRNESEER , BSH GELENNAEFMMKEBPEE, .

1t iISCSI R &

B LAMEAY iISCSI B LR iISCSIRE , ASRIEFH /0 HEE, BIBIUR
MaxReceiveDataSegmentLength # FirstBurstlLength #%#% 256 KiB , 73 MaxBurstLength
1%#E 1 MiB, BXEE iISCSIRENESZEER , BZHBEEN ISCSI &RE,

(@ Note

XEZUNRERTRUEHLEBHNRMAIERE. BR , MILHREFFENEM ISCSI REREME
ANZORATmR. BXEAER , FSHAZHR4HE,

(6] Bz FA 72 Fr ER R A N B2 TR
BB R AR RS B AR 2 O # 3

iISCSI BEIBFMAX 2 BIEZETRESRHIZHN EEMTEHMRE, MRENMXNHERIET
il HEZEBRX1RS 7T CPURLHBENUMERTE  BF=EE
- ARMEXBRLY  FERIEFAMNRXZEAEEESHNT R

EMRACMRERE , FRRMABRFNMXZENRET R AT HEENNARFEER. EUUERN
XK ReadBytes M WriteBytes I/ RNEBEHRERFHE,
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WNFEHANAER , BRNEHNELESHENTHEHTHR.,. IRNSFHE/NTHHAEL
B, BAMEMEZZHET , RENAEFNMXENHERAIRES 4k, Rt S8 mn vm R
AR 2 BT R (MRENTFTREEEEN),

6] B2 72 B 48 B0 CPU R

WMRENBARF A UERFIN CPU BIR , BRARINEZ CPU R CPUs AI AR B BRI B AR
Fi RE /0 ],
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Amazon Storage Gateway I Z %

&% Amazon REF2E., BN Amazon BF , BRI R TEANREASHLLHBBEALNE
SR E BRI L LR,

L2 RN HEEE Amazon HFRE. TERXEENREHRNCHLZEENEPNR SN

« T&RE — Amazon fAFERIE Amazon Web Services =H Iz 1T Amazon RS ER iR HE,
Amazon RN ERHAI UL FERANERS. EAN—FHD , E=ZFFIHFEHNRZMBIERINZEH
M. ET#HERT Amazon Storage Gateway FEHITRI , ES R 2 HIBE A RS .

© TIREE-BHTEBREER Amazon RS RE. BEFENHMEARNT , SHEEN BRI
. BRANERANERREREN,

WX BB T & T EMAEE R Storage Gateway B AREHBER, AT EB 1A MAE B
Storage Gateway REIMEMN T2 MEMEHMM B IR, LEFZF S MAERA E ik Amazon BRSS KH BYE
Wi MR &M Storage Gateway &R

F&

« Amazon Storage Gateway & K i iE R

« Amazon Storage Gateway HJ & 3 f1j ) & 12

« Amazon Storage Gateway FJ&#H M 1E

« Amazon Storage Gateway F )38 M
« Amazon Storage Gateway FHI R IZELZ £

« Amazon ZE&&EXE

- BEFMEFE Amazon Storage Gateway

Amazon Storage Gateway A Y EIE{RI

Amazon 7 i@ T Amazon Storage Gateway N #IER . MAERFTR Amazon , ATRRIPIEIT
FRIEN AN RERZEH Amazon Web Services =, BRAREF N IEEELEMEH LHRN R E
H, BIEATTIEFIERAB Amazon Web Services IR WEZ 2B EMERES. BXBERLNESE
B, BFERABERLELRE,
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HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 2, Amazon Identity and Access Management (IAM) IRENMNA AP, X# , 8NP RRE
THIERRMAENNRER. CEWNEBIU T AR HE

- NBNMNKFERAZES BRI (MFA)

- £/ SSL/TLS ERIFEE, Amazon HITERFER TLS 1.2, BiIUEA TLS 1.3,

- ERAI&E API #A F5E3I B & Amazon CloudTrail, B CloudTrail IREREIR Amazon SEZHHY
£8 , 52 (Amazon CloudTrail BF 18 RHEAR CloudTrail %o

« A Amazon MEFRAF RUAKRE DA RRIAL 22 H Amazon Web Services RS

- FAERIEEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BIE

« WMREE Amazon BE G H1TRESR API #HITHRINFEEELT FIPS 140-3 RIEAVIMNEBRER | S
FIPS it R. BXAAK FIPS HRMNESEE , TR (EEKFIPESLLERLE (FIPS) % 140-3
R o

BB ENEEERBBER (MEBEFNE TRt ) MANREHEBBEERANEFTER
(MBMER) . XSTHEEFEREH A, API 5 Amazon Web Services BRS £ Storage Gateway
= H fth Amazon CLIM LAY Amazon SDKs, EATHMHRZD B AR XAFEPR# AN TAEHE
HAELATIH AR AL, NREOABRFSFRANU |, BBV EFTEENUHPTEEIEEFE
SR AIEX Z AR S 2RI Ko

fE A EIEINEE Amazon KMS

Storage Gateway £/ Layer Security ( SSL/TLS (Secure Socket Layers/TransportE &£ ) kKN
FEMKIZEF Amazon FHIRE ZEMERIVEIE. BRIAMBR T , Storage Gateway £ /4 Amazon S3
FEENINZ 4R (SSE-S3) M HEF M Amazon S3 H AT A BIEH TIRSGSRImMNE . B SLERE

P Storage Gateway API ¥ M ><fit & 9 £ A AR 55 85 im N2 A1 Amazon Key Management Service (SSE-
KMS) AN F M E =P BIEREITINE,

/A Important
£ Amazon KMS Z4AH 1T IRSS 2R INERRT |, MAUEENFR# 4, Storage Gateway T X
IEXNHEE, BXEZER , S M Amazon Key Management Service F & A R IERFHI £
AR IEN L.
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NFXHHE | EAILAER SSE-KMS FMXEE N EA Amazon KMSHEEZRARMEN R, BXE

FA Storage Gateway APl MEZEBAXHHLEZNHBTFENEE , 1S H Amazon Storage Gateway APl &
EZHRHBIENFSFile =,

pilIak

NTFEEMNEENS , BILER Storage Gateway API FF M KB E 7 A Amazon KMSHEE %4 N
REHESTHNEHE., BUUFEP—NMEERRAEERN KMS Ei, tIBEF , IXEZEXARTM
BN ZE . BXMFEH Storage Gateway APl INZEAZRFRFREESNHENEFER , ESH Amazon
Storage Gateway API 2 #Z CreateStorediSCSIVolume ™ B CreateCachediSCSIVolumes,

b0 R

XN FRERET , B LA Storage Gateway API M < ELE N £ Amazon KMSIEE 240 N % 174
EoPHBTHIE. SULLREP - MNEERAEEN KMS 247, 0IERTTE , L EZEXA TN
B BIEN . BXEMA Storage Gateway API I E A E RIHH W HIENE L , 125 Amazon
Storage Gateway AP| &% CreateTapes®¥ .

£/ Amazon KMS IIZ#ER , FIRENATILR :

- BNBRESPHTHESME, LHRW , 7 Amazon S3 FXNHE#H 1T,

- IAM AP 2 EFRA Amazon KMS API REFTEMNR, BXEZEER , 525 (Amazon Key
Management Service F R A R IE§@) HHF IAM KBS Amazon KMSE &,

- MREMBRHIEA Amazon Amazon KMS B BUERIN G , MTTEFRIBHET LWBE. B
XEZEER |, 205 (Amazon Key Management Service FF X A R ) FHIMIER KMS 245,

- MRMEA KMS MENEHROIERR , NFMERR, REFLEEN KMS F47,

- MRMEA KMS MEZENRBHCIEFSE , MFNES. IUAFBIEETRRN KMS B4,

@ Note
Storage Gateway T XM KMS mnZE = KMS MR BRVIRE SR INES

BXMEZEE Amazon KMS , 251 42 Amazon Key Management Service ?
NIENEBE CHAP BRI

£ Storage Gateway # , #2# iSCSI Bz F4EN iISCSI BFriE#EEIEMN %S, Storage Gateway £ 4
FUAEF H BRI (CHAP) X iSCSI ME s EFFEE# TR MK, CHAP B ER#TEHHR
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EFREFRIERBS BRI RERE. NT8MNEEF , BAUEN —1MNHZEA CHAP Fif, XTF
TEKNBHER , BELLTE“Configure CHAP credentials” 1 iE4E H & & MR HiX L EIL,

BLiE CHAP ik

1. 1E Storage Gateway #ZHl&H , EES , ARERENHEE CHAP RiEN S,
2. ¥TF Actions (#4) , #%4% Configure CHAP authentication (it & CHAP & %1E),

3. WTEIEFEN  BABRIEFNEN. ZBMWKELMEDLH 1 ANFEH , &S 255 MF
Fo

4. XNTEIEFEN , RHEEATRIL ISCS| BHEFNEB. BIRFBRBLAKIN 12 1NF
F,&BZH 16 NFH,

5. XTE#HEH , BREERATRIENE CHAP N BN EL, BREBLARIN 1217/, &S
N 16 NFEH

6. LERFEEFERRFENRAA.

EEFWRER CHAP Fil , BATRAB AFHITZRENLE IAM BENR,
EFNYRHE CHAP FiE

B LUCRABANAPRM. BBRIFELH CHAP Eif, BUTIBEEERHE CHAP S INXE IAM A&
WE , BEZER B4 INEIZEITEERNMX,

7N CHAP &EiE
1. 1E Storage Gateway ZE#HIAH , EFES , RFXFEZNHERFIM CHAP FIEHNE,

2. ¥TF Actions (3&4E) , #%$% Configure CHAP authentication (B & CHAP &3 %1E),

3. ®'EECHAPSHHEL , ®FBNEFRHEIEFEN. BIEFEANEREH , REL
BRE

R B& CHAP E3iE

1. 1E Storage Gateway #E#I&H , %kFES , AREBRERNHMIBR CHAP FiEHE,
2. JTF Actions (34E) , #%$% Configure CHAP authentication (B & CHAP &3 %1E).
3. BHEMRAEIESIN X, ARERERERE.
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E# CHAP &FiE

1. 7 Storage Gateway #ZE#Hl&H , EES , RARERENHEH CHAP %5,

2. ¥TF Actions (#4) , #%4% Configure CHAP authentication (&t & CHAP & %1E),
3. 1E“Configure CHAP credentials"TUE L , EREFEHHNEIENEKE

4. EERTF.

Amazon Storage Gateway K9 & 13 17 7] & 12

Amazon |dentity and Access Management (IAM) Amazon Web Services fRSS T &#BIEE A T2 #hid
H3+ Amazon FIRHVIAEINR. IAM EE ARG ETU#HITEHRIE (ZF ) RN (ANR ) FH
Amazon SGW &R, EAILAEEA IAM Amazon Web Services RS , TEXFHNEH,

£l

- BX

- FRASHHITEHRIE

- FRARBEEHE

« Stor Amazon age Gateway a5 IAM hHE

« &M T Storage Gateway WE T 551 KRB
« Amazon Storage Gateway 5 13 #1170 5& MR 2

Z AR
&#9E F 73 Amazon Identity and Access Management (IAM) 2 8FT R E , E4AEBURF & Amazon
SGW P fiEy T4,

RS A P-IREERA Amazon SGW RETH LA , MENEE R 2N ERHAENEIENNR, =
REFAEZ M Amazon SGW ThEERER TIERT , (RATEEEFNNNR, THENAERIGRINEREES

BTFERRAERRERESHNE. MREFLZETE Amazon SGW FEITHEE , S Amazon Storage
Gateway 513 #i5 FI EHEHEE,

RFEER — MREBHAFL T Amazon SGW &R , N ATEEIHEX Amazon SGW HY5E£ 1 RI14X
R, ZH THERBELNRS A, MiFE WL Amazon SGW IHEEMER. AR , B4ME IAM EE
ARXBERUEXBRSHAFHONR, BEEZNELNEEUTH IAMNEERES, EFATHERL
T M@AE Amazon SGW H{EH IAM , 2 #Stor Amazon age Gateway #{a5 IAM E,
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IAM BEER — NRER IAMEER , NTJREEEFHA THRINAHEREKEE Amazon SGW B E]
R, BEEFETLE IAM FEHAK Amazon SGW ET BRI RS , 535, EH T Storage
Gateway BN E T 5 17 Y KB =5

5 B 02 1T B A3 IR IE

SHRRIERE Amazon A BHEIEEFZMN AR, B4EL 1AM BF B4 58138 Amazon Web
Services Ik PR FE IAM A& 1T BB IIE ( &% Amazon ) o

WMEIE Amazon SARIEF R HE , N4 Amazon RIERHEFF X EH (SDK) MasH1THEO (CLI) , SUME
FERENERNERFTNBELE, NWREFEH Amazon TE , NIAMBECZEBER, BxEHHE
ENFEZETSEERNESER , 528 (AM AFER) RFHATEE APl iERWAmazon 4
AR 4,

ZRERAAMSHRIESE , EMUTRFERREMELZLER. HlW, Amazon BEWEERAZESH
KiE (MFA) RIEEKFNZEM, ETRESER , B5H (IAM BFERE) F8 IAM FiAmazon
ZEHHEIL,

Amazon Web Services = root FiF°

B2 8t Amazon Web Services ik , BEERF—NEREM , ZEAUURLHRIKSFHMERIR
Amazon Web Services RS F&R. B4 FH Amazon Web Services I root AP |, &6

B EANE Tt MZEBERETHRZE M. BUBNEATECARAFRITEEES.

R FRAFPEIE , AFEAXEZIERRTNEBAF T URITHES. BXRXEREUBRAFSHEZH
EESNERIIEK , BFSH IAM AFRERTPNEEZRAFEIENES.

RE &4

ERRESXRR , ERAXAHF (BREEEEATRNENAF ) S5 HRHEENES 5 ORI
Amazon Web Services IRF & I BHIE B 1T Ao

REGMRELNDILAFBER, Web B41RMHME. Identity C HEFEMAEMA Amazon Web Services
RS B & RBENERH#TIHRMNA/ . Amazon Directory Service 4Bt & & 141517 & Amazon
Web Services IKF7 , ¥ EAE , AGREMIGFHES,

IAM AP F84A

| AM A 7 2% Amazon Web Services Ik WEFRNMNARNARFEERENRN S M. FEITERNE
T, RIMNBWEAIGHEE , MARNEES K& (MFEBMFRZER ) W IAM AP, BER,
MBELE-—ERENERAZESESERHESIIUR IAM BF , BIUERIRIFRIZE, BXELES , F
SR (IAM AFiEm) FRNTEERPEZIENAS , MEZEEREHHRZEH.
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IAM AR —NEE—H IAM AP BB, BTeEEREANEHESR, BUUERAXR—XIERIZINMNAE
FEENR, MREXERF , FRAATUERAMEBRAFNR, flin , SaBE— 1 a2 INE
48 | IAMAdminsH B iZEAR FEE IAM BEHRER,

RPREAeTE. AFE—5EMARINARFXE K MAGSHEILFTECNEAARA. AFE
BRANKHEILE  MAGRHGNEILE. BETHRESER , 558 (AM AFERE) F1 IAM A7
REIEESVS

IAM B

| AM £ & RENIBEEHENR Amazon Web Services Ik B 517, B©EMLTF IAM AF , E54%E
ARFXRE, EEHIRETEME IAM B Amazon Web Services Management Console , &7 BAMF
FPE IAM &6 (#2484 ) . SR LUBI A Amazon CLI 5 Amazon API B#E=E A B EX URL
RRAAR. EXEAACGNAENESEER , B2H (AM AFER) PHRRABSEN S *.

BB EIER IAM SEEUNTERTRER !

- REAFER  EMRESHIENR , BUEACHNABGENN IR, HREFHHITESHRIE
i, ZEONSACHEXBEAERFHLELARGENHNNR. EXATHREEARIINACGHNER | &
ZH (IAM AFiEmR) FREXNE=ZF S REAMMUEAE (RREFHRIE)

o IRt IAM B FPAER - IAM AP AR IAM ARSI AR , LERRESHNBEESHTRNR,

- BIKFFE : B LAER IAM ACUATTEKFSPNENA (AIEES) HREHNIKS DT
R, ABERRTFEKFHRNENEELFR. B2 , W TRELREIR Amazon Web Services RS , &
ALV RS EZMMEIRR (MARERAARENRE ). ETHATEKRKSFHRNAGHNETRIR
MR ZBNES , ES6 1AM BFEESH IAM RV ESIK P 5R1G R .

- BIRFAE — BL Amazon Web Services fRSS A H ftt Amazon Web Services ARS5BRS HEYZh
g, BN , HEBERSHKRITRIFER |, ZRFEEXTE Amazon FiE1TNAREF EC2 I E Amazon
SIHFHINR. RFTELFEALXHRANEZANNIR, FRAKRSAGIEARSHEXABKIIT
LR AE,

- BERIFEIAE (FAS) — HEEA IAM AP A BEPHITIRIER Amazon , BHEARERE A
FEARLRSH , BUESHMIT—MNRE , ARLBREEEMGERS B S —MNMEIE. FAS #FHA
HWAZ AWK LA K Amazon Web Services fRSS @ NiFARS XA HiERMIER, Amazon Web
Services R RA LRSS WSIEES HM Amazon Web Services fRE B BRRXEFBETRHE
Kot , TLKH FAS FR, EXMERT , BL4AEERITXFIIRENNE, BXKH FAS &
RIS RBEIEE , FESRERTRSE,

- RFAE - RSACGRRSAREELWIKS PRITRIEM S R IAM A€, 1AM EE 5 AL
£ IAM eI, BRAMBRERSAG. BEXESZER , H5H (IAM AFER) FH6ER
Amazon Web Services fRFERXBEH A€,
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s REMEXAER-BRSHEXABE —FTEEIINERSA®, Amazon Web Services RS IRS AT A A
REBENITREN AR, RESHEXASEEIELN S Amazon Web Services IKF |, F BIHRSE PR
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RBFmARE , F5H (IAM BAF1ERE) FHY IAM JSON E#TES|I A,
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BROTE X FEEPHMNREENRR , RKEEESUSE EE T X ZFRHATHLEREARETAL
FHETIMIT, ELTEETHRRNRBPIEEEER, ZRATUZEKS. AP, A6, REAFH
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HRANR, tiTENET ORI MESEURFNR, B2, NRETFRRNRBRLE -
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Stor Amazon age Gateway 215 1AM tME API JR78 2013-06-30 174


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon Storage Gateway BRXAFERE

EIE R W LAEM Amazon JSON REEREEERMIARMT L, BB , WA EMAATL T LABTIRK
1THRE  UREMALAFHTNIT.

JSON ZHEEHY Action TEMAR A A THERE T AVFRIELILFAVRE, REREBREEXREKN
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"Action": [
"sgw:actionl",
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]

E&EF Amazon SGW ET SR RAI , 856, &M T Storage Gateway WE T B R HERE T
%

Amazon SGW HBIERER
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IR A LAER Amazon JSON REERIEEWANBRMT L. HFRY , BN EETT AR TR
1THRE  UREFLAFHTNIT.
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"Resource": "*"
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Gateway EXWHEIR, BT RS LERAMLREREESHRIRN ARN , S H Amazon Storage
Gateway & X BV 1E,

E&EF Amazon SGW ET B EEE RS , 525, EA T Storage Gateway WE T S EEE T
Bl

Amazon SGW YK BE 4425 4A

XEBBETRSHRBERMAR : B
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TERSHEXAG 2
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EETRERERSHEXAEHNER,

BXRUZEFEERSAXBENFAGE , FSHEY S IAM BEEAAmazon RS, ERHPE
BRIRSHEXRACITEE Yes IR, ERRERIUET ZRFHIRSHEX BB,

iEF T Storage Gateway HWE T BB K IE R 51

RINERT , ARFMARLNEIRRIEH Amazon SGW &BIR. fflteTcEERH Amazon Web
Services Management Console, Amazon Command Line Interface (Amazon CLI) 2 Amazon API
TES. ERFAFPXNMERBRRTRENNER , IAM EE R AJULIE IAM Kig, EERBAERNAGD
AHERMIAM XKt , AFRFATURABE,

BT RINAIEA X LR JSON REESUAAIZET IAM SRR |, B2H (AM AFER) $Hal
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Bx Amazon SGW EXWRENMGEREE (RSN EFRELENESX ) WIFAER , F5H (kSR
MNS#£) B Amazon Storage Gateway HIIERVE, BREMEZH %4, ARNs
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- RMREXE

- £/ Amazon SGW #Z#l&

- AAFEFEMIB SRR

REERIEREK

ETEMNERBRETEAREUUELHNIKSFEIZE, HE MR Amazon SGW BiR. XLERE
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™ e

- FaEA Amazon RERBEH ERRENRNE — EFBEAFMITEARR TR , EEART
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MBEEN E X B AR Amazon BEFREREK#H —DRINR. BXEZER , HS
7 <IAM AF#EmE) F 8 Amazon FEE X KR TEIRBEN Amazon FEE XK,

- NMARENR : E£EH IAM REERENRE | BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHERE , SR NRENRIEFTT, EXEH IAM BMANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B IR

« fEF IAM FKBE PR R4 — SRS E AR ;4807 LA 5K B IS4 SR BR #IX R R R R 7 8]
Bl | AR BRI R RIEESMER SSL A EFIEHER, NMRRSRERBEIHE Amazon
Web Services RSSHY ( Bl40 ) SEARY , M AT AR KRR FX RSIEERHBE PR Amazon
CloudFormation. BXxEZEE , HZ@ (IAM AR £/ IAM JSON FEITE | &4,

* £ IAM Access Analyzer BIEZRHY 1AM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEI , URBEHER S BEEMEN
Kk, BXREZELE , BH2H (IAM AFER) FREA IAM Access Analyzer KiiE KB,

- ZEEZEHHRWIE (MFA)-ZR Amazon Web Services I BMNIZREE IAM AFSRAF |, BB
AMFALREZ:2MH, BETRA API REREE MFA |, B MFA 4R NBEHRESR, BX
EZEER ,B85H (AM AFERE) RPOEA MFA &R API 1714,

BX IAM AR REIRNESELR , H2H (AM AFER) #1 IAM AR £ HEXEK,
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BMXAFERE

5/ Amazon SGW 24| &

Ej[8] Amazon Storage Gateway #2414 |

BERE

1T

3 F{XiA A Amazon CLI 5 Amazon API WA

RIEEZHHITH API &

NERAFNBENATER Amazon SGW ##1&

1R 1A

4 Ll\

MRE—

YENE ILEC Y R4

HReadOnly Amazon FE&E KM MNEIKE, BEXEZEE

BN PR

ARFAFEEMITE SRR

ZRBI B ER T S AN B R SRR

HBIRNR, X LR PR SIS
Amazon Web Services Ik # Amazon SGW #RFRMIFHAEE ., MEBIELLNLENFIENIR
EACKNET SRR  NTFHMNTIZREBNEE (AFEA®) |

BEFNHL

LIRS EAE

BRHaNEERMYPEREZ

REREEFENR. Hx , ARTFH

, ﬂgﬁ Amazon SGW ConsoleAccess

2 (IAM BFiEE) RN ASR

LAY IAM AP EEM MBI EAF S OHNRERMITEN R, LRK

AFEEEE A EHEHA Amazon CLI 3 Amazon API LURTEH R AR LR ERN R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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iam:ListGroupPolicies",
iam:ListPolicyVersions",

jam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

Amazon Storage Gateway B 19 #1177 [7] £ ¥ g 25
FERAUTEERSE LIS EEEA Amazon SGW 1 1AM B T 8282 F 0 (81 &,
£

o BRI TE Amazon SGW H#{TiRE

o BRILIINIT iam : PassRole
o RABAFRIIH A Amazon Web Services Ik~ 5 B1FRA Amazon SGW &R

EKITIE Amazon SGW i ITiEE
MREBRFEIRIER , ERELTUIITEMRE | W AME TR AR FRITIZIRE,

X mateojackson IAM AP ZHERARFAEERTXEM my-example-widget BRHNFHAEFE ,
BFRAEEWM sgw: GetWidget R , 2K ELUT RAIEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
sgw:GetWidget on resource: my-example-widget

FEHRBERT , BEH mateojackson AFKER , LAFER sgw: GetWidget BAETHE my-

example-widget &R,
MBBEEHE , BHRREW Amazon BEE R, ZHNEERRRMEREIEN A,
LTI IT iam : PassRole

MREWEEERBEE , BTRETNMITiam: PassRoleRE , MIAMEFRLENKBUA T RN AL
i# 45 Amazon SGW,
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B L Amazon Web Services f§S RFBNIIEAREZBRAIZRSE , MARUNEFTNERS ACSRSHE
XAE, Atk BAMEEFAGEETRSHNR,

=& N marymajor By IAM A=A EA RS & %& Amazon SGW HFHITIRIER , 2 R LT RHIEE
%o BR , RELMEBTRSACHRFHNRT AIMITILEE, Mary FTEBRAGBEZIE RSN
BRo

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXAERT , XMEH Mary BYREE S b 4T iam: PassRole #1E,
MBBREEHE | BFHRREHN Amazon BEE R, FNEEGRIEHAZEZEIEN A,
RAEARTFR NI A Amazon Web Services K 15 R KRB Amazon SGW &R

At 2—1Ae , MEAEMKSPNAFREALNNARTUERZAGKILREN TR, &7
BIEERESEY , AIURAAG, X TXHETRIFRA R EZEHFIXR (ACLs) WIRS , &R
158 P 3 L5 SR B 1) AAT1 4R T 1 ) S8 B9 BR AV AR BR

ETHREZER , BZRAUATREA :

« ET# Amazon SGW 2B EFXLEINEE , SR Stor Amazon age Gateway {5 IAM H1E,

. ETHRIMAEBRHNEBARNEERENIEEMPRE Amazon Web Services Ik |, &2 IAM AP+
89 [a) &8 HF Amazon Web Services K BV % —1 IAM A P15 R ER.

o BT MBINAIEE = HREIT S E IR R R Amazon Web Services I |, 55 IAM P18
BHEE=HREHRNR. Amazon Web Services I F°

- ETHRINABES BHBEASRITREHBNER , 558 (IAM BFEE) AL SN ERRIEN
AF ( BHRBRERIE ) BEFEINER,

- ETHEARACNETRRNRBEITERK,FRZBENES , F5H (AM AFER) 8 1AM
o Y B K P IR 18] 6

Amazon Storage Gateway B &I UE

ERZMERITRIN —2BD , F=HFITHLM T Amazon Storage Gateway F1Z £ Amazon &
M, HAPAEHE SOC, PCl, I1ISO, FedRAMP, HIPAA, MTSC, C5, K-ISMS, ENS High, OSPAR
F HITRUST CSF,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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BRBESAITUEE AR Amazon BRFFI%R , HSREBEEMAITRIN TN D EEERANRS. AX
—RER , FSREAITX.

O LAER TEE =S Ttk Amazon Artifact, BXEZER |, HSRFM “TEHIRE” Amazon
Artifact,

IR1E £ Storage Gateway NI EM RSN RBENBE M, BLRNESAME B RAREANE
BEMRE, Amazon REIUTRFERBEHZEAMER !

« ZEEEHMREANTEEZEEEAMREANTER — XEFBEBNRTREEESEM , F2
HTELRHBUAZE2HNEARNEINELARRN SR, Amazon

« HPAA Z2 E8HEMART — AARBHERT 2T WAERAR Amazon IZFFE HIPAA FRAER
NMRAERF

- EARE — WITHEBENERmETREER TEMENTLMAAEX,

 f£fAAmazon Config 7F & A & i85 F B AL E{4 %R — 1% Amazon Config BR5 iF4 &8 B IRECE
EZAEELFEHNIPEE, T ANEMR,

« Amazon Security Hub— Bt Amazon RS A2 H T BEN R LIRS Amazon , BHEREREBFE
T2 T EMRESRE,

Amazon Storage Gateway H Y 5# 14

Amazon £ EREfiZ i 2 E %5 Amazon Web Services X8, A XM

Amazon Web Services X RIEEBBEPUOREEH RSN YEVNE, SBHEEBBEHROLHAN -
AKX (AZ) . B4MXEEZELD Amazon Web Services Xif H=MEMIBEXIE AZs A4 BYE
MIHWARAR. SHttZRUEETE , ti1@8FF —MXEELIENBTER L, A Amazon
Web Services Xif BN LA AXRITHEFHRAENRLS . ENTHAXBERLNBIR, HHFY
B4  HBEITTR ultra-low-latency WM& # 1TiEEE. RSN EBEEENESNESTAML , WA
DRSS MEREENZAD , AZs LRUESHNRERED.

Amazon Web Services XiF HERSRIINEMEHNZ LM, SHMENBERF. 2ANMERE
AZs AT NZE, MBHERZAKINHAEZRNRELSES AZs, AZs B{tD XRFSMERUASZA ST
A, MRENTERDXMN AZs , WA LEFHRENRFENRREZEH, . L8N, i
EERBENEH, AZs EYME ST MEMTIRBMAER —EEE , REFTE I FISR M KL HEEE
FE 100 FX (60 HE ),

B X Amazon Web Services XiF M AXMWEZFEER , 5SS RAmazon £ ERER L,
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://www.amazonaws.cn/about-aws/global-infrastructure/
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BX T Amazon £EKEMZEMS | Storage Gateway IR M ST INEER B X F W HEIERENZHF
K :

« {£/H VMware vSphere & A AtE (VMware HA) BB RF 7 TEAR R ZEH. BV EEERFN
MEHENEM, BEXEZEL , B35 & VMware vSphere & ] 4 5 Storage Gateway Bl &1
i

- Amazon Backup AT& B ENEE, EXEZER , FEH &85,
- MEERREENE, BXEZER , BN MIESREEES,

Amazon Storage Gateway PR ZEEZ &

ER - ERS , Amazon Storage Gateway 2 L& RS : T4 REMIR A E P HIFEIREY
Amazon £ KM% Z = EFIRF,

BRI LAE A Amazon EXRMEY AP BRABE MG R Storage Gateway, BF SN X FERER
£ (TLS ) 1.2, BEFREMXMXZIFERTLMAIRE ( PFS ) WEBEH |, Hli0 Ephemeral Diffie-
Hellman ( DHE ) = Elliptic Curve Ephemeral Diffie-Hellman ( ECDHE ) » AZEHIMK RS ( 10 Java
7T RESRAE ) BRFXLEEX,

AN, BIERFEZA ID M5 IAM EEXBRARBIHRIZARNERETEE. RE , EAIUEH
Amazon Security Token Service ( Amazon STS ) £ R IEAf Z L FE USRI EFERH#ITZA,

® Note

&R’ Amazon Storage Gateway RZMAFEER UL , H BTN =R EA A X 1A E gk
HZRK, ZERFEAREEMNXEFNFIAAN G ZLZEAERGIEFTTARED , TESS
BRXHINHE , HAUEEMENZFRBEERXNEED,

Amazon EHiEE, 2 MK CVEs . ERNEERGEAMBAHN—Z0 , RO LR B
HMIEERFH A Storage Gateway F, XEBEEFBEEEZITXNEF NEBRNERNEEMX
EMEEN—BoNA. BXMNXEHFNEZFEER , BSHEMEAEFA. Amazon Storage

Gateway

Amazon ZE£ R {EE

Amazon R THZZ e , HEEHIENEZREECHEZE KRB EZE, XEKESERE —MBOEN |
HIARERXRZENZEMRAR, IEXRTEFTEESLENAESTHEENFEER | BREMNER
HNEEREMARBEG, BXREZEER , S5 Amazon T HFIERE,
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
https://d1.awsstatic.com/whitepapers/Security/AWS_Security_Best_Practices.pdf
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B FMEIE Amazon Storage Gateway

Storage Gateway 5 Amazon CloudTrail—I RS ER , ZRSRHAF. AEH Amazon RF#E
Storage Gateway F R EUHVIR/EMIEF, CloudTrail ¥ Storage Gateway BIFFE APl AR NE
#. HIRWAA T E%E Storage Gateway 12 A K AFAMXT Storage Gateway AP R ERN R EBE
B, MRECIETRE , MALUBER Amazon S3 17 @134 & % CloudTrail B4 , &3 Storage
Gateway WE#H, MREREEIRER , BHA AL CloudTrail #EHI A/ “SHH LR PEFESZWN
WEH, FAKENER CloudTrail , A LAFETE [ Storage Gateway K HHIER, K HERK IP it
., R TER, ANKHBERAREMIFEHER.

ETHEZEE CloudTrail , &R Amazon CloudTrail A F &M,

Storage Gateway 15 &/ F CloudTrail

CloudTrail fFEZ I 2K F Y |, FFEEH I D% Web Services Ik EiB5E, 2 Storage Gateway |
KEFDN | ZEHAEHM Amazon BRZ CloudTrail B4 —RICRESHAFLIEFEF ., BUUKE
Amazon Web Services IKFHEE, BENTHEHN BN, BXEZER , BSHACASHALIEE
& & CloudTrail &,

E&E 12k Amazon Web Services Ik PS4 ( 21F Storage Gateway WEH ) |, HEIRRIRIE
Fo BRIRAY CloudTrail £ B EXHE#El Amazon S3 . BINBERT |, YEEEH AP IER
EREY , ZERERERIA TATE Amazon Xig, BLERERIERAE Amazon 7 XA IBRFIEXEHNEL, , H
B EXHEIEZEIEER Simple Storage Service ( Amazon S3 ) &1, o, BB E H b
Amazon RS , Lt — 5 0 M ML IE CloudTrail BEPKNENEHEIE, BEXEZEL , HSETH
NE

o B R ERELA

« CloudTrail ZFHRFZFER

- BLi& Amazon SNS E%I CloudTrail

« BURKBESZAXEH CloudTrail BEXAMEEK B S IK/# CloudTrail B &AM #

FiE Storage Gateway BEH IR TR , HieREREETEH, fiw,
FfActivateGatewaylListGateways, FShutdownGatewayiR{ERHA ST CloudTrail B EX#
PERKEKE,

BIMEHHBETREBESEXRERBFRNARGR. BOEEEBTEHEUTRE !

« ERREMRIEHZER Amazon Identity and Access Management (IAM) A FEIEL H,
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_Operations.html

Amazon Storage Gateway
- BRECAACERKEAFNIRNZS
- FREEHEM Amazon RF K .

BMXAFERE

FIEREN

BEXEZER,
T #& Storage Gateway B EX %K B

BRE—MEE , AFNSEHEN BEHEREBIEE
BE—NMHEBZBNMNAELRE, BHRRKBEMFFRHEAN
B, ERSHBEWELE, CloudTrail BEXHEFENH

2 # CloudTrail userldentity JT¥&,

E’\J Amazon S3 Ffi§#, CloudTrail B &34
B3R, BEAXRERVERE, 2EHN BB
APl AR EFRHERRE  REEelTaRE

43 E IR F B
LT RBIE R TERZIZ/ERN CloudTrail BE%RE,

{ "Records": [{

"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
"arn": "arn:aws:iam::111122223333:user/StorageGateway-team/JohnDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JohnDoe"
},
"eventTime": "2014-12-04T716:19:00Z2",
"eventSource": "storagegateway.amazonaws.com",
"eventName": "ActivateGateway",
"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.6.2 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"gatewayTimezone": "GMT-5:00",
"gatewayName": "cloudtrailgatewayvtl",
"gatewayRegion": "us-east-2",
"activationKey": "EHFBX-1NDDQ-PQIVU-PI259-
DHK88",
"gatewayType": "VTL"
},

"responseElements": {
"gatewayARN":

"arn:aws:storagegateway:us-east-2:111122223333:gateway/cloudtrailgatewayvtl”

}I

T ## Storage Gateway BHE&EMX 4B
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"requestID":
"S54BTFGNQI71987UJD2IHTCT8NF1Q8GLLE1QEU3KPGG6FOKSTAUUR",
"eventID": "635f2ea2-7e42-45f0-
bedl1-8b17d7b74265",
"eventType": "AwsApiCall",
"apiVersion": "20130630",
"recipientAccountId": "444455556666"

3]

LAF RBIE R T &R % ListGateways#E 4R CloudTrail B&E%H,

{
"Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
"arn": "arn:aws:iam::111122223333:user/StorageGateway-
team/JohnDoe",
"accountId:" 111122223333", " accessKeyId ":"
AKIAIOSFODNN7EXAMPLE",

" userName ":" JohnDoe "

.

" eventTime ":" 2014 - 12 - ©@3T19: 41: 537 ",

" eventSource ":" storagegateway.amazonaws.com ",

" eventName ":" ListGateways ",

" awsRegion ":" us-east-2 ",

" sourceIPAddress ":" 192.0.2.0 ",

" userAgent ":" aws - cli / 1.6.2 Python / 2.7.6
Linux / 2.6.18 - 164.el5 ",

" requestParameters ":null,

" responseElements ":null,

"requestID ":"
6U2N42CU37KA08BG6V1I23FRSI1Q8GLLEIQEU3KPGG6FOKSTAUUG ",

" eventID ":" f76e5919 - 9362 - 48ff - a7c4 -
d203al89ec8d ",

" eventType ":" AwsApiCall ",

" apiVersion ":" 20130630 ",

" recipientAccountId ":" 444455556666"

]
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HEE M <[] &

BETX, AUEREXEMX., ENFEA. &, A%, HFERENRBHEXHREREKR UK BIBER
FEHERRIE R, R XHEHREERENBEIFNELIMLTE S LMK, &7 A MR B S EE
FR{E BB EE VMware vSphere & AT At (HA) & LE1THR 3,

ES]

o WREHERR - MXELRIR - T HRAMNIZ B A RES B X7 Storage Gateway ZHI AP E R ABLN
[}

- WREHERR - MXBUEHIEM AN EREIR - THRESEBUE Storage Gateway B U EI A B 55 1RE B 1E
M ZEAM.

o BEEZRHh 5K 6] - T #RTE 68 A AN i R S B AT RE IR B AV SR B (R RR , LA A04AT A2 ¥ Amazon Web
Services X #F I W LUAS Bh#t TS BEHERR

« HEE Microsoft Hyper-V 1% & : T R4 Microsoft Hyper-V ¥ & L Z}¥E Storage Gateway B A GEi&
FIRy B A E] &,

« Amazon EC2 Mk b B 5E iR B - B IR B X B E LA EE Amazon £ KM 5< B 7 8218 B 7Y 82 Y [7]
S5 EC2,

- HFEEMHEEEA - THROMAKBRETEBEIFN AKX Storage Gateway B4R R #Y BB,

« FESRE  EREXREEABHNATRBEINFAEREE | URBMNEIERIN B FRERNE

=

/B0

- BFES AR - T #E VMware HA 335 F 382 89 W 8 B 8] B BT % B A

HUEHERR : RXE L EE

FRAUTHEHEBRES , REEY Amazon Storage Gateway 24 A & R K<L FELRAZEA
o

MK AT T U T — MRS NMNRETE RN EL

« MXTEEX Storage Gateway RS R o
- MRENXHA,
« EMXRBRNEFHACHTEZESLIBNR , HHELHAKRE,

EEMXIRERL , FREABRSBEMRBELHFE,
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REXBRH B MIFHAE

MREEGRREEANFEARE  IEFMRETHAEEHE , FEEREBLHAEN BB, KE
o Bh A SR AR AL SR ) Storage Gateway FTEM MK im OMBRSZwmR. BEXEZER , 55H

Network and firewall requirements,

BEAEXMXHNREHLIT SSL RESRERFEIRE

MRLEFEENMK S 2B RERIT SSL REHIREERE Amazon , MEHMKXATRETES
FENRSRRBRE. BEEMXREEL , ¥AEARE,

REEDINEZEEFEIN RS LI FBREFHRIE

MxWELAEREFENHNEEHBEHRE , TE2SEMXBAXABTEL R, ERERRN
MaEERERE , NXFBRZERNAHE,

MRIREELE , L RBEREKMEHRTE. BXEZFELE , 27 Best practices for recovering
your data.

REXBNEFHEREREE

MREMRKBENEFUEBFELE - MBER, EXAIARAN , HECSHRAE , UMK TS
BERE.

MENERNEEEFENLBRT EETENERFHE

1. KHAMX,
2. EFAMIZEEE

@ Note
e PR oRF Bl 22 AN I B B — N T o

3. EFRIMX.

MREZEHETIR, WERTBEXD

1. REAMX,
2. EEETHE.
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https://docs.amazonaws.cn/storagegateway/latest/vgw/Requirements.html#networks
https://docs.amazonaws.cn/storagegateway/latest/vgw/recover-data-from-gateway.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/recover-data-from-gateway.html
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3. EXNREMEUNRTEEFME.
4. EHFBIMK

HUEHERR © WIoCEUE HE B A BB 4 1R

Storage Gateway BUEBERSLIAXMEBR R, BFHRENEABEERBEL KO 80 EEEIMNX
BRI (VM) RIS 3% it E = (Amazon EC2) £, MEBEMXEINKTBGERER , INXFE
Storage Gateway in RBERKZFWHERR. MEMKXTFTZEEIE Storage Gateway i = , M MKX 2B
— U P BB R 1R E B R R i o

FERAUTHEERESR , REEEZEREBE Amazon Storage Gateway R 3I 72 Fh U B A 2F 48 1558 B 8t iZ
EAM

(@ Note

- BREASFHELDHIRG AR SR HERME& (AMI ) iRABEHHMx, MREZE
BURERATE AMI RIS | & U BRI &R EE1RE B

« ETHAMI 28] , BELEREDENERWMXRE, SHMXEEN . ova XHEHRE , H
E.Z:E.I-Eﬁo AMIs

AR RAE P 2 8 Ui SRS P o< B HE BV £ 1R
BRREANEIR BTN QBEHR  BATUTRENER.
¥ B % B i O

FNFARBIBEHRK , BRERMGEHAE ENKORBERNITHRS. X FEBEE Amazon EC2 k4l £
BRX  BREXFZEELNHKORSBEITH. EBARORNITHAFRS , BMABRSH[ LN LGRS
1T telnet o RSB MLMERRM TR —FMA, Flin , LT telnet an SR 55w O 443 BIE
%

telnet d4kdg@yaxexbo.cloudfront.net 443

telnet storagegateway.region.amazonaws.com 443

telnet dp-1.storagegateway.region.amazonaws.com 443
telnet proxy-app.storagegateway.region.amazonaws.com 443
telnet client-cp.storagegateway.region.amazonaws.com 443
telnet anon-cp.storagegateway.region.amazonaws.com 443
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EWHIANXAGEEUUERRR , BHEMNXP AL VM Z2HE (EATAREHEHML ) . =
E , B LUBY SSH EEEIMXH LS (AR TEHEE Amazon LHWMX EC2) . ARfF , BT
EENR, BIANRIRE [PASSED], EXEZEE , S Testing Your Gateway Connection to
the Internet,

(® Note
MR HAENBRIANZZAFERN adnin , BRIAZEBE N password,

BROEXBRZEMF2MEBIMNNXRET 2N E R[SV BES

SSLKE, REHBEIREFIHEHEANPHAELZEH AR TFIRMRNXRENKES. R SSL it
PHERERSBERJAFFBNERARE , N SSL EF LK, ERIANEEEEHRITH SSLEE ,
BEERwO 443 J:E’\Jflﬂbﬁiﬁﬁm (anon-cp.storagegateway.region.amazonaws.com) £iz1T
OpenSSL i fo BAMNEMXMNUTFR—FRPHITEN LETHhHS

$ openssl s_client -connect anon-cp.storagegateway.region.amazonaws.com:443 -
servername anon-cp.storagegateway.region.amazonaws.com

® Note
HiregionAYRKY Amazon Web Services X1,

MK BEEH#TH SSLKRE , MZG S REREUT A TREHEA

$ openssl s_client -connect anon-cp.storagegateway.us-east-2.amazonaws.com:443 -
servername anon-cp.storagegateway.us-east-2.amazonaws.com

CONNECTED (00000003 )

depth=2 C = US, 0 = Amazon, CN = Amazon Root CA 1

verify return:1

depth=1 C = US, 0 = Amazon, OU
verify return:1

Server CA 1B, CN = Amazon

depth=0 CN = anon-cp.storagegateway.us-east-2.amazonaws.com
verify return:1

Certificate chain

@ s:/CN=anon-cp.storagegateway.us-east-2.amazonaws.com
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https://docs.amazonaws.cn/storagegateway/latest/vgw/manage-on-premises-common.html#MaintenanceTestGatewayConnectivity-common
https://docs.amazonaws.cn/storagegateway/latest/vgw/manage-on-premises-common.html#MaintenanceTestGatewayConnectivity-common
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:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
:/C=US/0=Amazon/CN=Amazon Root CA 1
:/C=US/0=Amazon/CN=Amazon Root CA 1
:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2
3 s:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2
i:/C=US/0=Starfield Technologies, Inc./OU=Starfield Class 2 Certification Authority

0w o0

-

MREEHIT SSLRE , NIEAHE RERNIERE , XKUTUTHE .

$ openssl s_client -connect anon-cp.storagegateway.ap-southeast-1.amazonaws.com:443 -
servername anon-cp.storagegateway.ap-southeast-1.amazonaws.com
CONNECTED(00000003)
depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-
southeast-1.amazonaws.com
verify error:num=20:unable to get local issuer certificate
verify return:1
depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-
southeast-1.amazonaws.com
verify error:num=21:unable to verify the first certificate
verify return:1
Certificate chain
@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.ap-southeast-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com

AR R RAEIR D SSLIEBAT S X SSL #F, XBHKE , NxEim K HIEREL AR Z ME DB
REBHRITHRE, XEREARER SSL *Aﬁ:\im‘rz‘ﬁ)%@ﬁ@

KEM XA EED

FERES KRS B SSL EFHiR. N TFABMNX , JEAMKBARME VM 2H A RREN
KWEREIES . HARENT AT 60 ¥, BEXEZER , S Synchronizing Your Gateway VM

Time,o

RS R EEIEIMEILETE Amazon EC2 ﬁ—ﬁIJJ:E’J M¥k EFRTAH, FHEIR Amazon EC2 MX<EE IE
HELetE |, E¥EIA Amazon EC2 SEHIAT LB i O UDP M TCP 123 EEZILAT NTP IRE88:t 5
x:
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https://docs.amazonaws.cn/storagegateway/latest/vgw/MaintenanceTimeSync-hyperv.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/MaintenanceTimeSync-hyperv.html
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* 0.amazon.pool.ntp.org
* 1.amazon.pool.ntp.org
« 2.amazon.pool.ntp.org

« 3.amazon.pool.ntp.org

R AREH Amazon VPC im SUBUE M o< B H B RY 45 1%

Ef#REE A Amazon Virtual Private Cloud ( Amazon VPC ) i sUBCEM X I BUE IR | BT
LTREMEE,

KREMENIRA

BERARMEE AL (N TFARBEIBBNMK ) REL4A ( XN TFEBE Amazon REIR X EC2 ) FEVFFE IR
O24TH,. FMxiEEZ Storage Gateway VPC s [T E K ik O 545 M < E 13 2 2 8 i LB P 35 19 %
AOAFE, #E#E Storage Gateway VPC i R EEL Tig A :

+ TCP 443

+ TCP 1026
« TCP 1027
« TCP 1028
+ TCP 1031
« TCP 2222

BREBEER , 152 M Creating a VPC endpoint for Storage Gateway.

A | B EERER Storage Gateway VPC if SR £ A, 3 ?% i RN R A TRETR XIS
WimO, Sl — NN EL4A | ILREMX IP iSTEMNREESFIERO. RE , FiZzReHERE
3| VPC i =0

(® Note

£/ Amazon VPC 25l & RIEE#EET| VPC Im RN R L4, NEHIAREE Storage Gateway
VPC iH R , REERFZEHEIEI <,

EWIAFSEiROLATFITFRE , _IJ«XE Storage Gateway VPC i = EiE1T telnet tn S, HTMSW
KNUTFR—FHARBRSHELESTXERS, ATUNE-—NRIEETHAXH DNS FFHE T,
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flan | LAF telnet @5 A DNS & # vpce-1234567e1c24a1fe9-62qgntt8k.storagegateway. us-
east-1.vpce.amazonaws.com JUiz T FE Y i O EH#E -

telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 443

telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1026
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1027
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1028
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1031
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 2222

BRFRIEZE MR SERMP KL IEF Storage Gateway Amazon VPC i R IR E

SSLRE, REBBEIREFIHEHEANPH A ELEM RS TMMRNXRIENBED, R SSL uT:

PERERSBERS[FTMEBNERTRE , U SSLEFLAK. EWHIANSEEEHITH SSLKRE ,

£ Storage Gateway VPC ¥ R L1Z1T OpenSSL @55, 4 \AM'%H?HAL?IE—?ﬂqﬂﬂ’ﬂl‘l‘ﬁmtzﬁ
B s. HXNBMMENRASITHS :

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1.vpce.amazonaws.com: 443 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1026 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1028 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1031 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-

east-1l.vpce.amazonaws.com:2222 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

MEKBEERTH SSLRE , MZSTRIRERUT A THENBAL :
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openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED (00000005 )

depth=2 C = US, 0 = Amazon, CN
verify return:1

depth=1 C = US, 0 = Amazon, OU
verify return:1

depth=0 CN = anon-cp.storagegateway.us-east-1.amazonaws.com
verify return:1

Amazon Root CA 1

Server CA 1B, CN = Amazon

Certificate chain
® s:CN = anon-cp.storagegateway.us-east-1.amazonaws.com

i:C = US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
1 s:C =US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
i:C = US, 0 = Amazon, CN = Amazon Root CA 1
2 s:C = US, 0 = Amazon, CN = Amazon Root CA 1
i:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN =

Starfield Services Root Certificate Authority - G2
3 s:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN
Starfield Services Root Certificate Authority - G2

i:C = US, 0 = "Starfield Technologies, Inc.", OU = Starfield Class 2 Certification
Authority

WMRIEEHIT SSLRE , NEAFE RERWIERE , XUTUATHE .

openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED (00000005 )

depth=2 C = US, 0 = Amazon, CN
verify return:1
depth=1 C = US, O
verify return:1
depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.us-
east-1.amazonaws.com

Amazon Root CA 1

Amazon, OU Server CA 1B, CN = Amazon

verify error:num=21:unable to verify the first certificate

verify return:1

Certificate chain

@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.us-east-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com
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AUER RXEIRD] SSLEBAI X SSL £#F . XEWE , WXBIMFROE VPC ik <8y HIER
ERZHEMNEHAERITHRE, XERLETRERE SSL REFRERFEIRE,

REM KA EED

RRRER KL S 3 SSL BF4EIR, FWTFAMME | ATLEAM A VM 2445 ki 2/
KWEtEIES, NERENFT AT 60 ¥, BXEZEE , 55 Synchronizing Your Gateway VM
Timeo

RENEEEETIEIEE T Amazon EC2 K| EHIMX ERATA, AHER Amazon EC2 M<BER IE
WELEE , E#IA Amazon EC2 SEHIRJ LB i O UDP M TCP 123 3E#FILUT NTP RS a5t3
*:

« 0.amazon.pool.ntp.org

« 1.amazon.pool.ntp.org

« 2.amazon.pool.ntp.org

« 3.amazon.pool.ntp.org

QB HTTP REHABIAXENZEHIRE

EEEZH , BREGESESR M ELIH L EC2 55 Amazon LB HTTP REERE N0 3128 +
B Squid KB, ERBERT , BIALLTEM :

« MtiNZE Amazon £ HTTP REMNZSH EC2 HMEBE AEMN|, AWM HHERD 3128 £X
BRBEMKX VM B IP #tit# Squid REBFRE.

« E#3F| Amazon EC2 VPC KT RN EZEAMNMEB AN, XL A uh# 0| LA o1 3k B 1 52
HTTP X IP #tb it Ay % O 1026-1028, 1031, 2222 F 443 FWIHRE. EC2

FRRAE AN B i SUBEM < EE — VPC A A& Storage Gateway VPC i s AT
H IR 45 IR

EffRTER — VPC ®8 Amazon Virtual Private Cloud ( Amazon VPC ) i R VB R THEA LG S
SEMRE ISR | BHRITUATRENEE.,
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#51iA Storage Gateway VPC iR L5 AFAE DNS BEMRERL T B ARS

WMRERAFE DNS BHAETEARS , MWEEBEMNZ VPC BB RN EMRX,
EZEH DNS BFAW , FIITEATRE

1.  3TFF Amazon VPC 24l &,

2. ESMERF , ERIRR.

3. i%#% Storage Gateway VPC W&o

4. EFERE,

5. EEEEFAE DNS B,

6. Xt FTERAFE DNS &% , BRI ILKRE .
7. EFENFAE DNS BEHRRFRE,
PEE 7 3 W 5% [A] &

&0 LATE T H 3% B8 < 1 68 A 2 3 ) o< Bt 0] 8238 B Y B2 8 ) 73 LA K 2] 3BE Amazon Web Services X
¥ LAESBhHEBR R PRV 15 B

TRIIH T BT A7 A MK o] 8EiE 2 /Y B2 (R

E BRI
SEHRAEIFKRH IP ek, FEAEEREFESRERETN , UMEEKRMX IP ik,

« XIF VMware ESXi , E#IALHY IP #hit °] BAFE vSphere & F iwHY
“WE” T+~ L& E,
« XF Microsoft Hyper-V , AIZRA#IEH R EK VM B IP thit,

MRIETARMELREIM K IP it

c REVM BREEHE. REVM EFENERT , IP it F 445
LA IR 5%,

c ZEHE VM ERET. NRERNFTFF VM , BBAMKAIEEE — L
BB F BEE BB F 5,
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BMXAFERE

e

IEEE T MRS KSR
Ao

L& 8 & Storage Gateway
BRSSPSR BRI
Hnt , MXxBBELRES K
Mo

BEEBRSEN LESZH
XZEpE, flm, &0
RER LR MK Y L& & H
XZE K/, REAEFE
BMEREMENRELE
Z XA,

ERERIR/E

ARFERATRXN®O.

SSL i Fvalidation/inspection should not be activated. Storage
Gateway utilizes mutual TLS authentication which would fail if any
3rd party application tries to intercept/signfE —iE$,

MRFERA XSS HFRIFENRFINERE , N BTEER K
EABHBAARTXERSIRKE Amazon#THILERFE. BXxMN
FRPAIEERNESFER , BSENEHHIIFER,

BEMX VM 2R ATBESMNEF iR ping B,

BRELZN VM BEEE Internet B MK ERE, N , BEERE
SOCKS K3, BXINITHBRENESZEE , BSH N4 M
B2 SOCKS5 R,

REFVHNNESEAR  THNLSECEEN 5 M B ML
(NTP) RS2 Ba1EE , UEMXx VM Wit BRI R B HEH, BxREE
ELRHEERFENOREMN VMsSHER , E3 M. & VM &
5 Hyper-V 8 Linux KVM E#LetEES

WITIXLESTRE |, A LAEA Storage Gateway 2 #| & MR B H+
BUEMX S EMEHMIETE,

SSL i Fvalidation/inspection should not be activated. Storage
Gateway utilizes mutual TLS authentication which would fail if any
3rd party application tries to intercept/signfE—iE$,

KEEZHN VM E4LHF 7.5GB B RAM, 1R RAM &F 75GB
MROBREEIM. BREZEE , FEZH RESMEHNER,

BXBROEN LEZPXOMER R | BSREMNMNK P BEREE

PEE AR it W 5% [7)
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e EXIVERE

BEERBSMXM Amazon HBALUREBRMNEZEIREN SEENARZEFMMX VM Amazon
ZEBH . R+ (NIC) 2 FF IR & EELZS (NIC) , M Amazon EMNM
KREIMXHTR, IREESHRER , Amazon FHEERESRE
whaeH , AERERBERBE , WRXAXMSERER. X
TEARHEITEARTER , B LER Amazon Direct Connect
EAR UMM AmazonBl B T AMSERE. ENENEHR X
IR EEH T Amazon , EEAMXMCloudBytesDownload
ed FMCloudBytesUploaded #E#5. BXEAFTBNELELR , &
SR BMEMNXS AmazonE W 1EEE. 1BE Internet EEMBER B T
RIBH LR SR X T HIER,

FHIREM X FLER/ R « 7f Storage Gateway 2 Hl| &M XIET~ £ , WIEM < E AL
=, B IP it RESFERELNEERFEFRRY ( Bl VMware
vSphere & F i3 Microsoft Hyper-V Manager ) &ZI#Y IP i 1it 48
B, MREM IP bt R —3 , BEM Storage Gateway #ZHI A EF
M, kMR ERILFFR, EF/E , Storage Gateway 12l
ARMSETRH IP k5 kPH it N SENEERREFEF K
BER MK IP bk AHPCE
« XJF VMware ESXi , EEHIHLAY IP H#bk A BATE vSphere & if
B RE R ERE
« XF Microsoft Hyper-V , A& FZA IR H A ER VM B IP it

ik
- RECHNXSHIERE , Amazon AR M B E B W A9
T,

- REMXHMNEERREE  BREPINMEMXEODGEH
o BREEMXMMEERRFEE , HEE KEMXME P
Ut B IR R RES BB W ok W 4R G B Y I T

A LAM Amazon CloudWatch 24l 8 EFH#H EM<NEHLE., B
XNEHFBEMXWELENEZEE Amazon , BSREBEN X E
Amazon8] B 1 BE .
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L EREIRE
£ Microsoft Hyper-V # EZH HEE Microsoft Hyper-V & , HFXTHEIE Microsoft Hyper-V
S A ( Z8%& ) Storage EFEHEBMRATBEIEE D E AN BBIH 1T T HA,

Gateway BEZ! 7 &,

BN —%HE |, BHE MREBHRRELINEMN B — N ELYIA T RES IR ESIZER |
EAMXETHNHEALZSE NEL2KSIIEEER, MRFAEXMIER , iHBKHR Amazon Web
1765 1E AmazonH”, Services X#.

A UFH B Amazon Web Services X #F X At 3£ B BY P < 3 1T U FE HEBR
Storage Gateway =t 7T — M ARibiRE & |, BRI AFERATRNITZSIEF TS , BIEEE Amazon

Web Services X #F LT R M < AR BH G A M X A&, BRINVERT , XY EHRXE Amazon Web
Services X # FR4FEARS, BB ENAARMEZES A RZDHE, ZE Amazon Web

Services X HEBHM X , FEBFZENN RIS S , S E Storage Gateway HIZEHIA , ARfE

EER LTRSS
fL¥F Amazon Web Services X i [l &1 R %
1. BFRIFNHARbESE,
« VMware ESXi — BXEZEE , BSREAF R MK AmZEE & VMware ESXi,
* Microsoft Hyper-V - EXE%E R , HZHEA Microsoft Hyper-V 5 A XA i 2 Hl & o
2. HERTFHmAMBNNBFREZEMESE,
3. WAhITATAGETHIIE,
4. BHRITUTEREZ—

- MRFMXFEANRLAEHER , BETHASSEDD , M A open-support-channel RiE#EZ|
Storage Gateway & X#F, AU TCP A 22 , ELET LTI AmazonI ZiFEE, £iE
EEE P Rt |, Storage Gateway FHE S B XIFHRS. Bie TENIHRS,

- MEMKXEANR VPC iR , BTE AVAILABLE COMMANDS & O |, %A open-support-
channel, MEFREEM* , FIRHEEEREE Storage Gateway FF XIFH VPC ix 25 IP #b
ft, FYF TCP 3w O 22 , BMEBRAILUTHF AmazonfI X FHEE, EiEEEEFF R, Storage
Gateway HHNEHBXFHRS. B TENXERS
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Amazon Storage Gateway

® Note

BEEFTT 2 (1&HZEH Protocol/User Datagram Protocol (TCP/UDP ) isO0&, fx , M
X4 5 Storage Gateway IRS585 2 31 Secure Shell (SSH) (TCP 22) iE# , HiIRHATIE
BENZEFBE,

5, BUXERER , BORHENXEZFRSSHE , Amazon Web Services X1F Amazon Web
Services X LAMEIRH M IEHEEREE B,

6. EXEFHLETRE , WA q LUFHL R, £ Amazon Web Services Support BEIE X F L FETK
28I, mAKAZEE,

7. W AexitBPUFHEMXIEFIA,

8. KRRIERBERHAMEEA,

BEE Microsoft Hyper-V 12 &
TE&R5IHE T &4 Microsoft Hyper-V ¥ & £ Z8& Storage Gateway B 7] G218 Bl #Y B 2 6] &,

E 2 ERERVIRE

BZ2HFAMKAWEIAT

HIREE

HI B E RN ERDT
- MREXBEOBRERMRFEXHNRE R, EESAEBIX

“FiR G AR BT & &R
SRR, FAKM, FEN
B [..] FRTEERENS A
X, XZHBEA Hyper-V 8
BANSHELIN , T8ES
AEEW,

FEEPFIEEMNENRE — 32 RiZet AWS-Storage-Gatewa
y o il :

C:\prod-gateway\unzippedSourceVM\AWS-
Storage-Gateway\ .

MREELHET MK , BRBES AELAHIERE FEE S HE
AL TN & HIPR A SR , W 7E B 48 49 M X XA PR (L B 6
BVM, AELTEBMNRXMIBS A, A TEELEE , BRI
RIAVEESEMXFEXARIAR , FREERIFNALE, A
BAESARE .

WRETHIMN—IPERERN R VECIRS MWK |, M Ak
BREFEUN , REES AELAIIERE &P & HIAE X HE

HE&E Microsoft Hyper-V & & Al
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BMXAFERE

e

B HASF AR AWBIET
HIRHEE

“Z185 ARE LB &R 4 AR
ZEEIR. FAKM. &

AESTEMNM[.] EFIX

% . XHFE. (0x80070
050 )~

B HAS AR AWBIET

+ 20 Bl .
=] lﬁ/ﬁ E\ .

“BEAFARELAE K
ERFB|ER. SAK
M, Import failed because
the virtual machine must
have a new identifie

ro Select a new identifier
and try the import again.”

BLZRBFRK VM H U1 E
BLTHEIRER

“2 15 /B 3 1% TE B9 RE L AL a
Heg, FoXAERRE
BERX7XTFTHE. ‘AWS-
Storage-Gateway' 7o ¥ 4
te (ERAHLIDI[...])"

ERERIR/E

NMRECELHEM R BXEEMNERFE T ESEE M E L
BLE M HAIRIAN R |, BASHBULEIR. BEELHEE , FFE
Hyper-V iR EX EE LM ERAY RS 88 T BB EMMLE.

SARXE |, FRAEES AR FEEPIERE G ELHEDTE
REHFTAEXHE , KA VM eI — 1D,

s IRATRER A TMXFFER CPU 5x41 CPUs EATA CPUs HY
CPU ZREKM. TR VMK CPU MNBERE T EREERFHNX
o

Bk Storage Gateway EXRNEZER , BZHREENAIANE

S
Sk

“JNo

HE&E Microsoft Hyper-V & & Al
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BMXAFERE

e

BB MK VM FH U E
BLTHIRER

“SE13 /5 B %k TE B RE B

Bf 48, ‘AWS-Storage-
Gateway T E#H{L. (&
BAID[.]) EEeIED
X : RERFETR , BER
RPTERIBRS . ( 0x80
0705AA )"

1 YR R P < 2R 4 E AT Y
HIlEtE 2 EMITHEET
o

EENMEERD
Microsoft Hyper-V Storage
Gateway XA EN X4
R&iH,

HEEEEERERFN , RG2S
RRER AL,

RS A Broadcom PL%
EHL 2R M Hyper-V EHLFF
BEMYLRAGI (VMQ) |,
N ATREFZBIM &M RER

%o

ERERIR/E

HEIRBARERZMXATRERN RAM FMEA EATAKN RAM Z R E
S EC L

B < Storage Gateway EXRMNEZER , BZHRESNAINE

-
SN
/j:o

M VM BB eh AT BE TR B SRRRAVETE] , XA AT ENER . FAZA
MXEE A RIEZIED , RE ML E VM BEfE, BXEZE
B, B2 ¥ VM iE 5 Hyper-V 5 Linux KYM AT E RS,

RER AR 223 Microsoft Windows FRS2H A X AR EH. Hia0, 40
RERNSZEEFENE RN hyperv-server |, MAFEALLT UNC
&% \\hyperv-server\c$ , ERBEEA#HTEM hyperv-se
rver , SFEASHE hosts LHFHE X T B Mo

LIRS R 1 856 H Sconfig.cmd TEAEERFENHMAF
E$o
BXRBRAENEELR |, 153 Microsoft 3X#4 : Poor network

performance on virtual machines on a Windows Server 2012 Hyper-
V host if VMQ is turned on,

Amazon EC2 M >k 7] B 5F Mk i 2

EUTE&Y S |, BaURIEFEHAIPEE Amazon EHMXR A8 TR a8 EC2, At
X HMEFEIE Amazon FHIMXxZ BN X BN EZEE EC2 , FSRANBNXEEHE Y Amazon EC2

KBl

£}

Amazon EC2 W% [a] B £k M iR &5
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Amazon Storage Gateway BRXFAIEE
« BT —2ILEBHRXHRBE

o BEXHFIRPETEELN EC2 WKL

- &8I T Amazon EBS & | BRANHEEEEIEN EC2 WXl

- BEEFRHHBEZIINKNEE R EC2

s BEZHBNFHESHKE —RESH T ARE

« BEEMBR— DRI EEEPXZERNEERBD EEAEPXZEH

- HHEC2RNAMNEHERES

« ¥R Amazon Web Services X #f B AU HERR EC2 M &

o &8 Amazon EC2 BT S & EER BN MK EH

& T —4& LB o< F R BUR
£ Amazon EC2 B#|EHRELUTHEA :

- EEERFIXBENEZLEPRHEFRD 80, BXRMEZLEHNNEZER |, i5Z 1 Amazon EC2 A
FEEPRRNELEEHAN,

« MARZHILFRIEAN “running”’s £ Amazon EC2 ##|&H |, EHIBVIRASE RN RUNNING,

o HWREM Amazon EC2 KHIRBHFERMEER , WHMREFMR TR,

WIEZMBE , BEHEHBEMX, Nt , iHHFF Storage Gatew ay #2#l& , EFEL S FEE
¥x EC2 , SRIEE 4 ASSHIRY IP i,

154 SR 5% R R BIBM EC2 352

MREZANEHNIPIE T HEFREL , ABRBERSIOIEESTT , WRESHBIXFIREBHN, EiX
MERT , ATRATU T RERERM KA

o REZIFIHFEIF LA Amazon R (AMI) BF5. BT Storage Gateway AMI #9345l 51 2L
aws-storage-gateway-ami XAFF 3k,

. MBREEJLNEFIET Storage Gateway AMI |, 152 F 32115 ) A 18] SR ¥ B IE Y SE I,
ZBIE T Amazon EBS % , (B EFHEEFEHN EC2 M<K A

REITLHH Amazon EBS BEREEMXXRHER—THAR S, MBEFTENAARK |, BHEEHEH
FRER O] A X A2 —1NET# Amazon EBS %,
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Amazon Storage Gateway BRXAFERE

B EFEREETIMXNEB R EC2

RESESIEHNFAEANTSEAETEEARFEAT ISCSI FRMIFEOMNMN, ZiFEABEIRERN
3260, BXEEIBNESZEER , BHSHEM Windows FFimiEiZ 2|45,

ERELRFMER SN KD — NS T T AR
RENFBENMXENSFM, EENSFMZE , LR EESELEMKX , LERE LR

XMEHPEMEZE. N THBINLIEAMK EC2 , Aihkt# iEEIZKRPIA Amazon EBS £, H
AXMERHERRAERRE N KB RNEHIE L Amazon EBS %,

BEENIZTMXRAVRBIFTE LB REFIRF, MRIAFERIMREREFRE (AMI IHFRMIARS) ,
BARZEMFE. BXRMITHBENESFER , S0 N BMXEEBE X Amazon EC2 54, 7
Bt ANE AN LH Amazon EBS B/5 , RIREMX LIRS FE,

IEFHEMBR— o B EEZPXZE R B E KR D & Z P X ZER

REBAEZE D B EE S XEH DRI SREE,

i EC2 WX EUHEBREES
WIFMXKHIREEET. fin, MRARFERREERTL T B IRY , BEFARHIRRER.

S5, WIEMX IP REHE, MRXEPIEFL  RAEEHMED , BAKXGIK IP hut TSR EE R
EXMERT , BBTHEREIRR

o] LAM Amazon CloudWatch #H| A EBH HMNIWEHE, BEXNEHERN N EHENEZER
Amazon , BESREEMN x5 Amazon Al B EE,

YR Amazon Web Services X #5 Z8FICHERR EC2 M x &

Storage Gateway 2t 7 — ARt H & |, B LUAEATCRKIITZSIMETES , EBSE Amazon
Web Services X LA [B] B < ARS BY S8 iR < [BI R, BRIATER T , XERM <K Amazon Web
Services X#F R FERRS. BAILUEE Amazon EC2 A4 AR AL RINR, HETLE
ST (SSH) &R Z| Amazon EC2 A2 Hl &, BEBN SSH RIhE R , BHNXRFINZ2AXMEFH
B TCP #w0O 22 ;MM
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® Note

MBFFHANFMBRELSA | )F"Jiﬁm)ﬂuaif}%?ﬁ)ﬂuuééﬂﬂﬁpﬁﬁﬂﬁuo BEXxL2EUR
WMARINEZ2EARANNEZES , F5H (LS EC2 AF1EE) F/ Amazon EC2 Z£
4,

E Amazon Web Services X EEEHNM X , MEE X EFK Amazon EC2 EHIMAMIZE A |, S
B EFEEMREEE , ARREB RN,

BUEXEF21E Amazon EC2 =4 EAIM < B Amazon Web Services Xz #r 17 R X R

1. BFREH Amazon EC2 EH|M A H &, BX1EE |, B ZE Amazon EC2 AFEEHH
Connect Z| & L4,

BRI MERAN T 585K EC2 SEHIMYAIZHI A,

ssh -i PRIVATE-KEY admin@INSTANCE-PUBLIC-DNS-NAME

@ Note

PRIVA TE-KEY%@%@J% F E3h Amazon EC2 =4Iy EC2 AN WA B IERH . pemX
H, BXREZER , 5250 (D% EC2 AFER) PHRERAXNH LA,
INSTANCE-PUBLIC-DNS-NAMERIZITMXH Amazon EC2 SEHIHNAFEE RS (DNS)
B, BULUEE EC2 #4]A Hik#R Amazon EC2 L3 8 ot “HR” £+ SRIREULE
/% DNS & .

2. ERRAFLL , WA 6 - Command Prompt k3#TF Amazon Web Services X #F BEEHI &,
3. %A h LA3TF AVAILABLE COMMANDS &0,
4. BHITUTEREZ—:
- MERMREANRLAERS , BETATSELF , A open-support-channel XiE#ZEZ|

Storage Gateway HWEF X#F, A TCP O 22 , ELET LTI AmazonfI ZIFEE, £
EIE P XER |, Storage Gateway A BPEZEFRS. Bl TENZHFERES.

- WMRMXFEANR VPC iwR , 1 AVAILABLE COMMANDS B |, #i A open-support-
channel, MRFRYEM* , FIRHEEEREET Storage Gateway FF XFH VPC ix 25 IP b
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e AW TCP RO 22 , BRI LT Amazonfy X iFEE., EEETEF XFRT , Storage
Gateway AN EDEXZIFHRS. Fic TENZHERES,

® Note

BEEFTT 2 (1£HEH Protocol/User Datagram Protocol (TCP/UDP ) isO0&, fx , M
X4 5 Storage Gateway IRS585 2 31 Secure Shell (SSH) (TCP 22) iE# , HiIRMHATIE
BENZEFBE,

5. BUXEEER , FORHESHXIZFRS S , Amazon Web Services X3 Amazon Web
Services X% LUEIRHHRPEHERREE B,

6. EXRLETHE , WA q LUFHEE R, £ Amazon Web Services 1% BHEZF LB ETXK
28, BOXALE,

7. A exit XIEH Storage Gateway #Z#l&,
8. BEXEHAFERRERIHE Storage Gateway £,

I&FEE M Amazon EC2 B1THE %] & B 1R ERY MR 3K 41

SETLAER Amazon EC2 &R{TiRH|AX B30, MEEEME MR BH THESERR. BXUAMBEL
BRiER , M (L DB#EMHTESASERE) T/ Amazon EC2 &1T#H &,

HEE 8 iR & A &

LTFEBNET EA8EEFIM Storage Gateway B4R 2 8] LA K HEZix L 8] A 1L,
IETERERS P bt

HRERIENRSE |, FRREEANRZERSH IP it , MARENHN IP ik, ERSEFE

hEERS IP it , AEESFEEHAPERETN IP i, BEERHEHRENEINEHIREE, B
MEGEH A ETRSES A |, E%#ER Open Service Console (3TH IRFEZEFHIA)o

wmHITH EE ?

MBEBBERE LRTHTER | WHR Storage Gateway B R EBARKALH , WEEN'S
1889 SR
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MARITIZERER ?

MREFBERRERRE , JSAEMA Dell iDRAC EEREHITIIRE, BEXEZEE , i3 Dell
Technologies InfoHub M4 E#Y | DRACY EHAEBRTEIS : iiZE S Dell EMC PowerEdge 5535,

IRTEMAL3R B Dell IDRAC XiF ?
/R PowerEdge RS S3E A B /RIDRACEE O, BRIMNBIINIT T HIRE

- MREFEH IDRAC BEERE , NNEXRRINFE, BXIDRACEINEZELR | 5511
PowerEdge B/R——iDRACHIBINEREREMHL? »

- BREHZE up-to-dateh T BHLEZ 2RI,

« J¥ iDRAC MEEZEOBHEEEMN (em) ix A AL S B AE R B FH LR & EFEE 1T,

BRI EHERRFIS
AI LA Storage Gateway #2#l & & Storage Gateway BH4HEZHF5F,
EREHRERFIE

1. #Ehttps://console.aws.amazon.com/storagegateway/Z F 3] Ff Storage Gateway #2#l &,
2. MIEZENM SR PIERES,

3. MIIRPEREMHRE,

4., ERFWFAGRENMFLRIEFISFE,

HEARREEFIRE I

Amazon ERRREHNEHIEZHNHEARTE , SR Amazon Web Services 35,

1% Amazon Web Services X#F HIATTRESEREBBUEXIFRE , UZBHRREWNKE B, BLET
Fribiwg QOB SEEI M XV IE FRE |, BEEHRTRBHERNEZEEITH, BuUUMNEHBEFHIABEZEE
B, I TENSERT.

BT H X FFERE Amazon

1. B HEE A,
2. EERBAESEETURIBVITAXIERE , AFEK Enter,
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MER B EERERP K ERE , DERYIR O S MIZE 30 WAHT, Fli

RS EiwO 19599 LITH
3. BTwmASHFEER-L Amazon Web Services ¥,

PEEB R

FAI R B BEXEERA BN T RLIB R & BB AR A B RX L E BRI EERINEENER.
£}

- BEHAS TENSARE

- BHAESRENSTERE

- BHEFEMXEELR , BHELRELE

- BHASTENSL T PASS THROUGH MR

- RERIISNZEMHSETEENEIR

- BHEBH iISCSI BHRARTE Windows A EERFAPER
- BEFEREH ISCSI BB

- BURNBREBROE

- BEEBRYEREIKENREE

- NNARFEBNEUHERNT

« BRXPHN—NEFHUEEBT T HE

« BRELT PENDING RASHY B 8] T i 2 61 [

s BAAMETRREA

BEHAEERENEREE

IR Storage Gateway #Z#l & ERENBL T REE LEABHPX"RE , BAEHMRAMEEZEHPX
FE, IRMNXNW EREAXEHREE , BRTEAMXFHRNAREFRE. BXESZER , E3H
NRXEEFNN LEBPXGEFFME.

2H e ERENETENE

FFE#SE , R Storage Gateway 2#| 8 ERENBLTF L ERERE , WEBTEBERALS,
A LLE R E Storage Gateway 12§ & FlkRiZE, MRZELEHRIE , B UE LIRS IRE
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Y AXRAEZEN VM Rih B E MEXLEHIE, EOIEMBAT , 51EF Preserve existing data.
BEREE , FEABBREBNSLERR. BXELER , B2H HRFHESHNIRE, MR Storage
Gateway 1£H| & FRIBRZETEER , BARNZB S ENEE T 2B RN VM BB, HBETE
MIEBEHBR,

FFEEFEL , R Storage Gateway 2 #14 ERENEBL T LEMERS , NWELEZBFERALE, W0
RELEHE , BULGIEBNRE , AENRBRERE , UM LE—MRESRES, BALE
MEBEEMRE, BXEZEE | SR BNEEMXTERN |, BFEMEHRIRE.

HTEHS  ATUMEATUREARENSNMAENS, AXESEL  #20 AREH
B, BXBRBWEL  B2ETHSREMER,

BHEREMXEELR , EHEREHRE
LB MK TBTEW N (Bl | EEXARKN) | BT LR NSRE S OIR KB EARRE

WHLUARMAEEN L MIERREH S, SOZREMAL K MNEME/REITRENERBEZRHF
B, BXREBNESER  BSAMNIERREEES.

Storage Gateway EZFEMARZHHRHAZNIENNER, BHRER R—IMEK , ZEELLA
B REFFERES -3, FELUTUNZRZREH=ES,

24l 5 ERIERBL T PASS THROUGH R7A

EELIBRT |, Storage Gateway 25l & AJgE 2 & RIENBL T ZRE" RS, BURERETRERRLAT
PASSTHROUGH k7S, WELFRFEXRIER , M5 —LUNFEFEE,

Blan | MMKXATT LESHRXEEEN , MRENSELTF PASS THROUGH IRE |, M ZR

g, ERIISEREBE T LEEHX | LA LUE Amazon CloudWatch 24| AHh&EF
#ZUploadBufferPercentUsediEfr ; BXEZER , BESHAEE LEEHAX, MREHMXHT L
FEAXZRAZMAETFEERS , WRNAMNXTBESH ELEEPXZEER, FNESEHPXZERS
B EENENEE HIRAERESS , REBEREN TR, SBLT EESISREN , MXNE
RORE & PR EREIRE | X LEHIE L2 Amazon S3 , RAERFEZEAZEIE, LMK FETHEH N
BEREREFE Amazon S3 f5 , BRSEERTA" , HEATBRBHRR, HIE , B4 T PASS
THROUGH = BOOTSTRAPPING RASH , MO AL EBHUE P EMAMEALE, BXRAMES L
FEPXZEZRNEZER , BN BEES BN EEZPXB KN,

WFEEE EEEPXZEFIREIITE , EUUANMIN LEZEAXREREER. BXESER  F
S MBEANFRN LEEAXRE EHEER.
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Mk , 84T PASS THROUGH MR TTEXRIERH — N ROIR | ZBEN S — NS BIEES
SHMBEAERSIS, MXER—NEBFE 1S,

PASS THROUGH RAB/RAIBER RO BN LEEFRXPHMEC RN, EHERT , BNIZBERE
#, BREZER , BSR FAENXGFE®HER. BXRXEBRANEER | BHSH 7 HEESIRASMEL,

BERIEER TBMHEE RN EIR
MRLEBRIESHZENFHEE THAHR | BEHMXER Microsoft Windows BZRFEZEIH
% , WA LU Windows CHKDSK A TERRIES M ZEMEFHEES EHEMEIR. Windows 1

KN B SRt 2 B30iz1T CHKDSK T |, B AL BITET.

R ASHY iISCSI BFRARTE Windows BB EIRIRE|I AP E TR

MRIERER iISCSI BFRARE Windows WHEEBRERHEPETR , FREERENIMIEET LEE
HX., BXEZER , B ANREEFNAN LEEFXREFFMHE.

IEEE WS iISCSI BIRAR

MRIEEEWBHY ISCSI BArEW , WAMBERIZEHEAMN BRENERAMNZE. WRIXH
iy, BB EREES L.

BT KB RERCE
MBLU MW BRBRELR | HFRECHBRELT PASSTHROUGH R , REMKH £
KR BE TR RIBITIH 2 STHAEH. T SUE Amazon CloudWatch #2414 & & M3

fUploadBufferPercentUsedigts , H A IZIERABER. BEXEFZER , FoRLERE LEEFTX
MMFERMKN LEEPXIEE EREER.

BEEBRIER NI EVHE

MELEEFHRHIBENEUENERTBEENS | NN LFEA Storage Gateway B #l & BR1Z
B, BXEZER , B HKRE, ARHEAEEEFRENRBREZNDEMS -

« T VMware ESXi , FIRFFIRBREZFHZRIMBBRFES,
« 3F Microsoft Hyper-V , BB X174
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IRRRFESHFLRENE

MRNNARFIENELERNT  BEHUTERE

- MREFEAIR VMware vSphere & Fin , IR EZNBHNEN IP bt 55 vSphere & Fimiy
“WE XD~ LE Rz —HTE, &FLTE Storage Gateway 2§l & R F#E BN IFHERiE
DFAREZENEN IP ik, HEWME , EEAMNXIEFNES IP utNBERT , TeEe k%
IP it YA —BUER. MRHIMA—F , BM Storage Gateway ##H A EREHIRK |, W< F MK
ERWLFATR, ERE , F#EH ISCSI BAAEREIMFHMEN IP thit RSP W ERIM+ L
# vSphere & Fim & /RHY IP bk 48 PTHC,

3R Host IP EFRBIZEH IP it , MXLATERIVAS. Sl , SEeIBNBSEEERA AN
LA EMER BRI MR P EANAMEEE RN IP it KB , eI ER. HEBRIEAFZ
BRI EB R , EH IP EFAEF2ER IP ik, BEFRX—FE , FERENEHREN
ER BEREREEMOE.

- RESHNARFERAN ISCSI BaiEFRAB ERMFRIZM#AEM iSCSI Bir,. BXEEIFES
NEZER | FS M Windows & imiEERE,

&AM Amazon CloudWatch #2#| A EB BN EHEH RER. AXNENAEFISNELEN
BESZEE , FEAEEENNARF MM KB, .

£ % R iy — METFRLE BT T R

MRMAPN—IRSNMEFHUEHIHRE , WZMXLEENELEERTRERE. EMEEED
e, BFRUNTAREREEMX :

« MREFWETEZHRARAATA , FMNRKEE B ERIZH#E
- MREFHEDATUATEMER | BREEMERIENMK,

® Note

WMRBBREFHE WX MEEEDEN , HETARENHTIE (AMEEEFHEF
HYBIEM Amazon S3 FHIEC AL ) RULETH. Sl , MRENMRE=NEFHE
TEMER T WA EFHE | N T 2NEHERSRET TAMRS, HMEsHENE[L T AR
ER7
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MREER G EEENNINEFHE N EFHERRI G EIEE |, WXAMXEERE
HWERER. EEFHMEN Amazon S3 REFRXANKLSFEBTEEKR. it , ZITE
WA IE e IR Bh 2R SR & o

EREEA T PENDING JAZSHY B 8] + T 79 HA B [E]

MRBIREREF PENDING RS EE T E , WFX VM AT B AR |, HERVRS T8
28 N PASS THROUGH = IRRECOVERABLE, IR 2N EE—1ER , NIREFFRIEF PENDING
REBERBF 2B TR, WRHIXERER , BEUERRRE, BXEZEER , B0 HRFES
RV R R

UBEE AVAILABLE RASHT , WHBOIRIRR. AXBRTHELR , BSHTRERSNER,
= A A ST E A

£ VMware vSphere & A (HA) ¥ & Li2TMxEt |, BABELKREZTIRREH, BXxETRRE
HHEZER , FoREES TAKRE,

HFES T AR

MREBRTAMERE , M E TEHEREXEXRDWERENESR.

£
« BITRREA

* Metrics

BT EA

LHIBTE VMware vSphere HA Liz1TRKE , FIEMX <@ A H ER Amazon CloudWatch HE&EH %
BRATETRABEH, XEBBHFEELZN AvailabilityMonitor B HERF,

- BA BB

« %1 : HardReboot

« X1 : HealthCheckFailure

« J@A : AvailabilityMonitorTest
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B ER

EEFHFRIMX VM I, BLRIERBH, BULER VM EERFEERS AW Storage
Gateway #ZHIEEFM B MK VM, BB A EMXL4EF BAMRERMXREKREFR S,

oy

MREFHEEMINEERELF T HEN 10 28R , WHBRTEREEN , HREREMEE
B, MREFREFELEFHNRZN , BREZEBEFHEFBIMNK,

B4 : HardReboot

LWx VM EAEFE , BL2UWE HardReboot BHl, WEEFAREREME, BHHESEMEH
SEHH, XTF VMware Mk , vSphere AN NARFSIENEE B ES,,

B

WIRI P K TE X BV IR E FRIZ (TR |, B BHealthCheckFailure BHIZERE , AEFEERIM
VMware HWE4 B,

B4 : HealthCheckFailure

¥ F VMware vSphere HA EHIMX |, HETRRKREBRMHERERZ ELIET , &
A A EIHealthCheckFailure@Al, WEHBLENRBRIAERGETRAM (H
AvailabilityMonitorTest BHIER ) o HIHIBERT , N2H HealthCheckFailure B,

@ Note
B ALGER T VMware B3,

B

MREHESRE , B%F AvailabilityMonitorTest BAl , BREZHN VM EMiRERERF
ERE (FHE. AEEF ), IREEEHMAB , i5EBR Amazon Web Services X #.

B4 : AvailabilityMonitorTest

X F VMware vSphere HA LM X , SEEFETAAMNNARFEERSENHE , &
£AvailabilityMonitorTestWZEEH, VMware
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Metrics

AvailabilityNotifications B/REHATFRAEMx, LIEFPRRM X4 RN ST AHMEXHNE TR
MBH, FH Sum ZITHEATUNEMKXERER TEMNETAMHEXNESH. BEXBHNIFAE
B BB WEEER CloudWatch BE4A,
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BRI R R EXE

AVEEUATER , XEFTHRMEXFEANK, AibidE, RENBEARESENEE. RIEIL
ZBEITARBRTHBRRNEE , HEREBEIXLIER , UE% Amazon Storage Gateway HIL R, &
KW HMBREEHBPARBINELRBNESIES , BSHEEERNXEH,

=

F
- REXREK  REHE

« BETZENRIR

- BB LN REFHE

BEXE  MEHE

SRRDEE , BENMXRNARIBE T ATIRENKIE, XHHETREEHELA (VM), XA
5, @S EMUERE, MRHIKE , RONBWERRUTHNE 2 F /Y5 A RE SRR

/A Important

Storage Gateway T HFEMNEHNELUYEERFLURNIRER EC2 L #HRSERE (AMI) 4R
SERMXEUN . WREHMK VM HIVHE | MBCEFHFMR , RAERTFEUT R B FENBTFEIR
SEZMX,

£}

« NEBHEARAPRE

« NEEMXE VM RS &1 HiE

« NTHMRESRE BRI IR

« NHIBENEFHE RE S HIE
« NERXARFIRE SN

o M1 R B #hE O iR E AR AT 2R
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MEBHEA XA R IRE

WMRERN VM BAKRA |, flmEFEEE , BHNXLEEFTER, SEINMXERRER , &
HIMXEEBEBILRATREREEST, THRLMNEEBRINAY TREREN —LIR

- MRMESHMBERZFE , SBUNRTHLRBERTHE. BRIV EZMZEZNEE , BS
(58 0 s ) > B B Bk Y B 2

s NXTEREFBRE , SENMKRAHRBGRN , BNBSLHEANERESISRES. WIHEE AT BRER 17
MBEAEERL Amazon, BRUWRENEZER | FEMH T EBSRENELR,

« MREHIMKREREHF BENBSHUFRBAXAMBIRD , BT UIRELHEIE. BRUAIX
ERENER , FEANATERTENERHNE.

MEBER X VM k8 &1 31

WNRAEHY PR SRR AL IR R |, AT BARE B E42 F) Amazon H 77 £ Amazon S3 HFEYE LRYEK
B WTEESMX , EUUNRERBIRERE. XN TEEEMX , BT UMNSHKIE— Amazon
EBS RREEMEHIE. N THWHEMX , B LU — MRS MIRE SRS 23 B R K.

MRENBEFEMREBAALR , BAIURAUTSRMNIRERRIRE SRR

1. £ Amazon Web Services Management Console , &2 HIMHEHN M , B EMENSE , AB
MBI 2R E R,

2. MEHBUEMBENK, HE , MRAESTEFNIABEMX , L0 UEAZMRKRRE LB EHR
&

3. BREGIBIRE  FEERIETERH MK LRHS.

4. FULF ALY ISCSI REREH AN R MARFBRSH L.
BXNANEERBREEESHEORMEL  BSHENEENXTERNE , £FLREHIE.
MAARE S RE LTS

MRBEHVIRSZ IRRECOVERABLE , BT HBEEBFEALS,

NTE#E  EAUERATIREBBENTEMENSIRERHS

1. NEE A TR T iIRE SHME SIZ — NS
2. HRpIEFEN , REABTHIE,
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3. BRI A AR E SN A ERRRES
4. Fe A AR E SR BR

NTFEES , RINBWER E—MREAREEH S,
BAMANEERENSREBREDFANEAES , BSNLHLERENSTERE.
M IS ERY & 72 ik S Ry TR

MREFHEHNYE , RNBUERBEEFBERRAUTIRIREHE

« MREHERFAFEFHUEMNEHENHBRSEW , WXAMX , ENANZHEE , REEFEIN
Ko

- MREFHASRATERE  UXANX  EEETUR  EFHETFHREUNE RIS
e
ME IR RE RS EN IR

MRXHRGEZH , BAUER fsck B TRENHRERTHIABRANERTEE, MRTMEE
NHRE , WABMZXHRSGELENEREHSE , WTAR :

1. XAEBHEL , AEEA Storage Gateway BEEERHI ARG ZIIMERE, LRBRREHEEPH
B HE Amazon,

(@ Note
MRXHRETREEERRUBIBTER TR , BALFHIRBENEE.

BXRIMAGIBRERBNEE , BERENEENXLERR , BFLEMEHE.

2. fER fsck I TRENHRERBHIABERAZHEE,

3. EM B ENMX VM,

4. HENEERRFENFTHEIIRT |, BT Shift @A GRUB B3I E,

5. NSRBI e HITHRE,

6. WENRKIT (F=1T) , REEK e HITHE.

7. MU TETM B A% HAT : init=/bin/bash. FAZEKE SR L —NEBS NI B IR EDT,
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8. MERF A console= 17 , WRMIER = FSFENAEE , SEAESFTRHNE.

9. % Return REEX,

108 b , EREINAREIME I ENITEN. ENUEVRBIIE bash# RRH

1% A /sbin/fsck -f /dev/sdal , NRREFAFIETHGS , LEREMNEELHNXHR
%, MRZHTE /dev/sdal BEFRIE , AT LAERA 1sblk RBE / B XHRZIRE H KA
ZHE,

NRYUXHRERENEETKE , EFMBIZEN, grub REFMENFRE , RXBEFENEESR
.

13EFNEBRMXTERIATRE | ARRIFRBHIE,

BRUSSREFERARSES , tUTUAERAETRERBRETKHVRBNFSE—IFHFMR,
EF , BULREZENEFAESTERRB IR —DFE.

MAS AT 13 [F] B9 B /DR B S8 R B8R

MREHNNMABBIEP OB TEMERLEGR , EALLUNBEREEMABER LN S —IMHK |, =
ZMEFIEEE Amazon EC2 24| LM x, MBEBTLHRIEMEBIEHLS | BATEETE Amazon
EC2 k4l LRIBM X, BRERTHITRERTEENFMERBEHM LR,

M BT 77 [ B B8iE R /0 R B B R oK R S B dE

1. 1€ Amazon EC2 H LSIBHBUEFHNEM X, BXEZEEL , FSR AENXHTEBEENL
Amazon EC2 =4,

(® Note
M f7 % BT EFEE £ Amazon EC2 K6l k.

2. BIEMBHERIZEC2 NXENEIFNK,. BREZEER , BEH BIEEF#ES,
ET Amazon EBS REBGIZH BN EEMENBH L —MIE IR,
MREETRE , HRMARE ID,

MREEMNRERRES , FIEFERS.
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BENMVENEIR

MREFENROGITNHGET MK , FERFHBRABRTEBNRTLENTZA.

BERTEEN TR

1. BEREMRRE, BXEA , HSHE BRFEESHRE,

2. BRIFETNBREFERAMK , BNEFEMER. BXEZEER , S8 HBRMXFABBRXEKNE
e

3. Mt EH A MR Storage Gateway VM, HIREFE Amazon EC2 3R] EBIEE T Mx |, EL1EZ
=61,

BOELWITRERE

MXHGRGEFRBRXETFT —ELNEEREFRERRBBEI OB LFHEOBEE. WREZEHD
BLNITREEE  RIMNBUATKREBEZEN XY , NN EREERZIHR/PDHEFRFHEE, Storage
Gateway ETERANFEBREEHAERA.

® Note
MREGERAMBRTE  ZTEABHIBERESS LNERE , NEHAETQRY. XEN
BENBIERT AT ES .
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H 1t Storage Gateway &R

AT NE Amazon ATHEBREESEEMKNE=F 4. TEMEIR , LK Storage Gateway
o

ES]

« HENEEMX VM EA : 7 EEIA X EBEMEEE AP EH.

s FREMXFEHAR-THRESEMXE#HETREXNER , HIUNBRAMEZMEE Amazon Mx
EC2 34 £# Amazon EBS %,

- REVMXHBEZE - THRIBHFNINAIUEBERIEZTERUENBETRA.

- EEISCS| BaiER : THRINAERENERM/NMETENRSEED (iISCSI) BIiRATFHNBZER
BT E (VTL) ’%&,

« Amazon Direct Connect & Storage Gateway —i#e2 £ : THRIAEA M X 5 Amazon =2 B ]
BT RAMKEE,

o FREUMFKIRZAY IP shak - TEHREBETURIIMRAELEN IP it , HEHMXFERMZ
ko

- 7% Storage Gateway FRFEIR IDs- 7 #2047 Amazon iR 3| Storage Gateway B2 #Y &R F %
Bo

- ¥ric Storage Gateway &R : T HRUAIFERATHERSKNERITOEHAEHES TEE,

- f# /3 Storage Gateway WFTIREAH : 7 #F A TR Storage Gateway ThaEVE =75 T EMIF A1,

« Amazon Storage Gateway Fi#l : T#EEMANRFIMEH , SH/EE XN NBENZ KRS , ARAK
o8 2 KNI

EEMBEEMX VM EH]

AT HRPEBN BUWMA B Storage Gateway RZFREMEBELNEN , BFETE Hyper-V =
Linux KVYM £ VMwareiz TR A #REUREZHIL S# EC2 L4l EiZ1THIRZE. Amazon

£}

o NEMKIEIRIA Amazon EC2 -7 B AIE AR AR EL S #5841t EH = (Amazon EC2) 3£
il LB MBER KB,

« NEMXIPEEE Y Amazon EC2 SE4I-TRIMAFER B ENRBEETL D##E 4T E = (Amazon
EC2) 26l L EBFBER X BEM K,
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« &2 Amazon EC2 L4t B dE iR I1- 7 #R I B B S8 Amazon EC2 MX3LHl |, EEEZFEA IMDS
W7 1 (IMDSV1) S ERFE T HIEFERBEMA IMDS FRZA 2 (IMDSV2) Hyf& A TEIEE R,

« ¥ VM Bt [E 5 Hyper-V 5 Linux KVYM A8 EIEZE : T #FMAEE AR Hyper-V 5 Linux KVM M
KELNEETE |, HFEED R ML R ( NTP ) IRS5E8.

« X VM B8 5 VMware /L84 [E] [ 25- 7 @ a8 & VMware < B EAETE |, HFEFEERHR
& AR R EHELE 9 B E At R 5 MRS R (NTP) RS ERES.

« EENEEBEFELE VMware - T BB A1A4F Storage Gateway %% VMware W EHFAEE N F
A¥EIMEEBRM/NE T ENRSGEO MY (ISCSI) IR,

« NMREEMLERES- T HAAERBEMKXUER VMXNET3 (10 GbE) M4ER R , HEASH
MEERER , ERTMNSA IP sk iGR MK,

« ¥ VMware vSphere & 7] A5 Storage Gateway Ei&# -7 @3 & & Storage Gateway
FHE5 VMware vSphere S AIAMEREEA , RFERIEMASREZTEYS, ERHEEEFIME
LA

HEMXIBEERIA Amazon EC2 41
AEFHH T ERABRIAFEEE Amazon EC2 EHH L IR,

BAILATE T B #ha2 4 it E = (Amazon EC2) 241 EEBMBIESM*<, Amazon Storage Gateway
Amazon REME (AMI) X AMI FZ X124,

(® Note

Storage Gateway #X AMIs B & # T2 X Amazon, fRATLAEEI XA E=Z— Amazon
K WA R AR,

1. EREBEIT S EC2instance , BEIL/ERENFE AR EMIB o ERT I EC2ENREFX A, AX
Bt & Amazon EC2 EHIHiRER |, BESREE I S EC2 EHIRIEE BRI EN X,

2. EBBFHEH, EL I EC2 4|4 3T FF Amazon Storage Gateway AMI 4R H B E L HAbi&
B, PIIEfIRE, MR RENEEFM.

3. WmEF , BELUE Storage Gateway #HI A PEFFEARINEERIBEGRIAEER Amazon
EC2 =41,

FEAERIARE BN Amazon EC2 SEHIE B U T ERIANAK -

« EHIKE - m5.xlarge
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- MRKRE
« XF VPC , BEREHLEEH EC2 EHEHEFIZITH VPC,
« WTFFW , BIRELRN EC2EHINEBNFMFA B3,
® Note
REEZEVPC EERFAEFHET Ao B IPv4 #hitiRESR , VPC FRF 2HIM
FETHF&RF,

- BISTEAB IP-EBUE

Efl& EC2 R2AHNHE EC2 KfixEk. REHBER/LT A kimOAN

(® Note
EMXBEHRE , KFETFRO 80, ERERILAXAZIKD. tE , REEEIATE
VPC H H i O 5 R &8 # EC2 3=,
Reg@BE EMKRTE— VPC FRENRIFEIM < LR iSCSI Br, MIRFEM VPC
ZAAEHIGR ISCSI Br , MNEHHENBZLAMN,
BRI L N REBREEE , HERSME Amazon EC2 E4iE#ERH , 2BEE , S
R22ARE , AREREZE24 D,

i O ISV NXHRG
I
80 TCP ATFEE
B HTTP
T 7] 1Y PR
3260 TCP iISCSI
- BLEFME
RIANRE AMIBE H28F BIEF
BEABWN '/dev/sdb'  '/dev/sdc'
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RANRE AMIBE L28F HBIERF

K 80 GiB 165 GiB 150 GiB
BRA gp3 gp3 gp3
IOPS 3000 3000 3000
KibetHl X = 2

53

2Nz & & &
AHE 125 125 125

NEMKEBEBBEE X Amazon EC2 L4l

WA LATE T B #ha 4 it E = (Amazon EC2) 241 EEBMBIESEM*X. Amazon Storage Gateway
Amazon REBRE (AMI) Ui X AMI FER 124,

(® Note

Storage Gateway #X AMIs B & # T2 X Amazon, fRALAEEI XA E=E— Amazon
Z3BIENRER,

BEMX AMIs AN THEAE. AMI BN RES KBS MRAN R B ME.
aws-storage-gateway-CLASSIC-2.9.0

Z8%2 Amazon EC2 IR E B AN x

1. FFIAER Storage Gateway #ZH|ARIZEFHIMK, EXWA , FERAREEMNK. HEBHAFE
BRI AT , &R Amazon EC2 ERENF A , ARKRBUT S REBINFREEMNE Amazon
EC2 =41,

® Note
Amazon EC2 EHlF ANXFHREE. FHEMKXTAREIEE EC2 Rl L.
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2.

R EG| , FELS# EC2 #4A 3 FF Amazon Storage Gateway AMI 4R , A LAEH A
BEHAMIRE,

FARERI B EERIAREMN Amazon EC2 34, B Amazon EC2 Quicklaunch ERIAM4E
NEZEER , FSRLE%, EC2Amazon EC2 WIREFHEEME.,

£ “BF B, BA Amazon EC2 KPRV E R, BRERHIE , BATBUIE R IL B FRELE Amazon EC2
EH B /Y5 R UE L%V KE

FERBIRE I D AIKBIRBI KD , NEHKRFEREFEE, EHFREXTRERERERERS
RERIFEMIM R, BAEWEE LMEA mbxlarge RHIRE | ©HEMXERSITAENREELS
BER, BXREZEER , FZ M Amazon EC2 LHIRE R ER,

MRFE , BALERERBEXRMNRN. BXEZEELR , 25 Amazon EC2 AAFEREHHY
HEXBI K,

® Note

Rt FRA | 452 i3 EC2, A NVMe SSD #ift, X WREAERBIHZILEN
KT SBEIMEE ; fltn , BAELEREFPFHEBIE. K12 CachePercentDirty
Amazon CloudWatch 845 , REEZSHR AN I BIREILRSE0, ETHEXMKKEE
BRI EZEER | 155 CloudWatch X#4H# Storage Gateway IEFRF4EE,

EZARN(BR) BN BANER -LFH , EREATLZL2EEIZMNZEN. WEXE,
BRI AR EFNZAXN . BXEZELR , B85H GEAT Linux £4618 Amazon Elastic Compute
Cloud AF1ER) M BIEZHN,

EMZEELD , REFHRENREH ERRERFEIUATFE :
a. XFVPC(&E) , BEBREEHESPFS Amazon EC2 £4I# VPC, B3 Amazon VPC By

EZ{EER |, 1§25 (Amazon Virtual Private Cloud A 38/) F# Amazon VPC B T/ER
¥,

b. (®&)NFFN , RFEELEEHFZ3N Amazon EC2 EHIHFM,
c. NFEIZTELEIP, EEFH.

ERAE (Z2E ) 72 , EEMEENIRE, MREEE | TUEHREREH Amazon
EC2 EHIBIBMNFHZLENRINBHAER | LA LUERNANBEL LA PP K EHN,
EAUZESARNFIHD R , AP AEANRITTFE AT EESFNRO. BXBMXME
WONEZEER , BZRABOER, BXRMBAERANNESER , FSH (GERT Linux £41
#) Amazon Elastic Compute Cloud B F¥ErE) FMZEAMNI,
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® Note

BW X EREMXBUERIE I AW RERN —RME HTTP HRIFTF TCP w0 80, BMUE/SE |
&R AR A It vw O o
WA | BAMITIF TCP 3w A 3260 F &EH A iSCS,

9. EEEAMKXBMEFHIH , REMBRENRE , LENHITELR.
10. EREFMEED , EERMNFS , FEERNIIMNKKH,

/A Important

BRTMEENREN , BEXNELHFIMN—NEBEED N 165 GiB #9 Amazon EBS BE
NEFEEE , HEDBRM—NPBEZELH 150 GiB B Amazon EBS B LEEHKX,
RNTRSHERE , BRINEBEWSEZ/ EBS BENEEFEE , BIMEEL R 150 GiB.

1. EEREFAEESRD  REMEEMNRE , PERNHITER.
12. EBFHRH] , FREENIRE S ENFT Amazon EC2 <L,

%
13. ERIEBHFRPIRERDED , HSME Amazon EC2 E#HIEFHRFINE , AGEENER
BRI R, BREPIRBSE RN EEZTEFTAZEERNE , HBFRSREESEREERE
BEIRRIC.

14. NEAEENEPERENIG. M EHARE FrEHaL IPvathit | R/FIRE Storage
Gateway #Z2HAEFHNIREMXNE , #LRELNEMK,

IETLAfE A Storage Gateway #4#| A =218 Amazon Systems Manager S8 F# KB ER TE3IEN
XxH AMI ID,

EWE AMIID , BRITUATE— R4

- JFt5fE A Storage Gateway #EHI AR IZREFH MK, XA , BSREESMK, HEHEAFE
BRI S e , EFRLDE EC2ERNENTES , RAFEFRBNRFIEL S EC21RHI A P ITH
Amazon Storage Gateway AMI 1R,

BEBREEMEE EC2 #X AMI TWE , &0 LAEMuL & BB E Amazon #XH# AMI ID,

- &f) Systems Manager S¥#Ff. BRI LAEA Amazon CLI 2 Storage Gateway APl EE 77
EMKXREFHEM X BZE/aws/service/storagegateway/ami/CACHED/latest FHY
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Systems Manager 215 #, /aws/service/storagegateway/ami/STORED/latestflan ,
FALLT CLI &5iR[E Amazon Web Services X135 #E35EH 2481 AMI 89 1D,

aws --region us-east-2 ssm get-parameter --name /aws/service/storagegateway/ami/
STORED/latest

ZCLI i T 2REEUUATHENBE

{
"Parameter": {
"Type": "String",
"LastModifiedDate": 1561054105.083,
"Version": 4,
"ARN": "arn:aws:ssm:us-east-2::parameter/aws/service/storagegateway/ami/
STORED/latest",
"Name": "/aws/service/storagegateway/ami/STORED/latest",
"Value": "ami-123c45dd67d891000"
}
}

&2 Amazon EC2 345 7t #h3E 1 10

S T ITERS (IMDS)  — N EHIA# |, AIRH3T Amazon EC2 EHITHIBEBN L L. WLARSE
BIEE N EZFEA IMDS MRAS 1 (IMDSv1) SRERFIE T HIFEEREBEA IMDS IR 2 (IMDSv2) Ky 1%
ATTEEER, IMDSV2 FAERBSENERAEZHE T /I TAT=IRHAGME IMDS Wi E. EXER
IMDSV2 , 2% Amazon Elastic Compute Cloud F F{sr HI LBl T BIER S AR AR 2 0 THEFRIE,

BATBWEER IMDSV2 FRE1EE Storage Gateway R Di#h EC2 3541, IMDSv2 BRINER T ,
FIEF BN MXEFHELEN, MRENINEXHMNEENES IMDSVI THIFEER , F5H
Amazon Elastic Compute Cloud I $85 IMDSV2HR M ESRE R |, 7 R a5 SIS Y 32451 o BhdE ik 1
DERFEH IMDSv2, NALERTEEEFRHM,

£ VM B8 &5 Hyper-V 3 Linux KVM 4168 [E) 25
X FEBEBE WM X VMware ESXi , iR E RE SN & X2 3 ALAT (B H 5 R AL A 8] B 25 E EAFR A

BRINBERE. BXESEER , 520 & VM A S VMware EHLETEIEZ . X F7E Microsoft Hyper-
V & Linux KVM EBEBHNMX , BMNBNEEA TENANIEREHRREREBALETFE,
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EF E WL ERE 7 WX E LAY e 2 E S B et E I (NTP ) BRSS 85

1. BFRIMXHAEEE
« BXEZFE Microsoft Hyper-V Kb 2 HI AN EZFER , S EA Microsoft Hyper-V i [7] F
KAMIEF A

. BEEFIET Linux WENERH (KM ) ARSI ANESES | H2HEA Linux
KVM 158 P R st R 4 o

2. 1f Storage Gateway BIEFXFXERF L , M AHNNBFUERREREIEE,
3. EREHNEEEREREL  AMNNERFLUEAREETENEDS RGN HE,

PXAIZE A S RYFRENE , FFEE NTP RSR[IRENVNEIRITHR , REURDNEN
& B E) oz B R ) = R

4. MRHNEZRAT60R , FEAy KRREMEE NTP HERL. B , F@A n,

FIEE S Ta B E— L,

5 VM BfiEl 5 VMware = #1653 8] @ 25

EERPHENX , EXTAR VM BHSENSARS , #EEHANHREER, £RTF , 45
SEN VM HESINNERS. A , SEREINNE , MREE , LAREINNE SN
RE) B SRARADY (NTP) BSBRS,

/A Important
ERBUEMX , MEERZD VM BRI E LA E

WHFR VM wHE S EA A EE S
1. BEZHN VM BtiE,

a. 1 vSphere HFixH , ENABRFEOLENMNERF , HREHZMR VM BB FRUIT I E
HBIREFR R  REEREBIRE.
“Virtual Machine Properties” 3} iE#E$T 7 o

b. &EF R EDF , RFNETY|RPIEEF “VMware TE”,

c. EFEDHBEUEXNEEANSRT s FHNEENNEZHERBELIED , AFEREE.
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VM BRI S EHHTRD .
2. EEEAAE,

FEE , BREERET ERNENNE, HREHKREEZHAE , T TISRBETREHF
HE NTP BRSS2RES

a. 1& VMware vSphere EFimH , M EARH%E#E vSphere EHT R , REIEFHEIED
+o
b. EHH4ERPERNERE , RAREREHEEE,

“Time Configuration”X} iF1E & 7Ro
c. TEBHHEMETET , ®E vSphere ALY B HAFIATE],
d. FEHEENBzFENEIS NTP RERED.
i EREREXNEEPEZRED , ASENTP #EFHFRERF (ntpd ) TN FEF , &8
EMERPE NTP RE.
i. & Add BURINFET NTP ARS 28

iii. 7 Add NTP Server JiEAESH , A NTP BRS52RRY IP bt £ REFME , RiFik#E
OK,

A LA pool.ntp.org A{EEA.
iv. 1ENTP #HBRFHER (ntpd ) BTN FER , ERENERFHER.,
v. ERS®HHT , ERBEIHRBIIKRS.
FEE , MREHEEIL NTP RFR/SELHFME — NTP RFHRSE , WEEER
AR5 = BEAE A # AR S5 2o
e. 1% OK LAXH] NTP Daemon (ntpd) Options 33 i&4E.
f.  i%&# OK LAXFA Time Configuration XJiE4E.

EEN LB EFELI VMware

LA 3N B Storage Gateway %% VMware W EHNFAEENFEAEELMLEBRMN/NRITE
MRSEEOMY (ISCSI) BFIgF. ¥EHRL iISCSI HRESHEFMIEHES  TUSHEEHERS
M CPU FHERK, XLEHBRHESSHREFMEME. ixTfrXEE iSCSI #2H|858T , Storage
Gateway ERIWF S EVRERGREER |, AL S A R B E7R N 5 DAVLAY E U4
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® Note
BEETRLIR , TeeBREMKES S P i E X SR e HI R R R B,

™ VMware EHF A EE N EH ¥ E LR EI=R

1. & VMware vSphere B/ irH , ENARFEO LMW SMER D AR EGRKELAIE RN
I RERE | REERRERE,

2. EELDWBEMENEES , BEBAFERIFR,

3. HEEMEIFLE , & SCSI #4188 0, RAFEREHRRE,

4. 7£ "B SCS| #2HIBRRE" MFEES , &EF P VMware aravirtual SCSI 2 HI8FRE |, RFI1ERE
EUREFEE,

3 P o< BE B M 4% SE B 2R

ERINER T , Storage Gateway BB N EH E1000 M EH 2K | BETTAHMAREHMEE N FEH
VMXNET3 (10 GbE) M4 5EEL 8T, & 0] LAFF Storage Gateway EiE R BB 2 IP bk KRG A,
Ak, BAILERKREE RN FH SN MEEEES.

E3

o FFMREE R FEHA VMXNET3M 4 E B 85

« AZMRKXEEMX NICs

FMxBERNFEHR VMXNET3IM &2

Storage Gateway EM & 1 # VMware ESXi % #F E1000 M EH 2K E , X FF Microsoft Hyper-
VERNEBRREFEN. B2 , RE VMware ESXi BN EERF X3 VMXNET3 (10 GbE) M4
EEEERAE, MREHMXILEE VMware ESXi BN EERF L, WA LLEN<EFRENFER
(VMXNET3 10 GbE) JAFEEEERE, AXAXLEERB[MEZER , iI5ZH Broadcom (VMware) Mk
R IANLIE IR P RIS B ER o

/A Important
ERTIERE VMXNETS , BN E P HRERGRE LR “HME Linux 647,

79 Mk B B 4% & i 2R API fR7s 2013-06-30 230


https://knowledge.broadcom.com/external/article/321259/choosing-a-network-adapter-for-your-virt.html

Amazon Storage Gateway BRXAFERE

LT REMKEENER VMXNETIEE SRAT RIS R

1. BBRERIAMY E1000 EELER
2. 70 VMXNET3 sEE 85,

3. EFRHEHIMR,

4. AMEEEAERS.

THRAEXNARITENSBNIEFMAEE.
BERERIA E1000 EELZFH M X B E N £ H1ZVMXNET3 & fl 25

1. &EF VMware , FIFAMXBN ETX (ARET ) XE , AEERRBIRE.
2. EEBNBEMECS  EEHIETIFR,

3. XF Hardware , #%&$% Network adapter, HEE , FEEESRE Y , HFHEEESHN E1000, &
M AER SRR VMXNET3 &l .

4. %&£ E1000 M ERER , REERE Remove, EATRHAIH |, E1000 M ERRR M EHRR 1o

® Note

REZ LR EMXFIZIT E1000 1 VMXNET3 MEEB S , BERITTFEBUVOX M ,
HRX AL S B EE

5. ERBNIRITIRMELEFo

6. i%&#F Ethernet Adapter , R/Fi%E#E Next,

7. E'MEREESH , NEER/REEER VMXNET3 , REEET —

8. TEEHHEM mSH , £ EEHFRRE HFohRiE HaEER" 21REN VMXNET3 , Rk
B H|E,

9. 7E VMware VSphere &P imH , XHAZEHMR,
10. £ VMware VSphere & FimH , EF B BHIR X,

EMXEFEDE , ENEEN RN EERAERE Internet M 4EE,
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H R E B E R

1. 7 VSphere EFirH , BEEF AR F AR A IRH &, EAREEST , FARURTEE
RPN A ZE S, BXROAEARUNFTILERZRNEES , FSHAEARATIEE FA 26
L

Ho

2. ERTHLEAMBENBFREEMZEE,

3. HERRFL , WAENNBERERSIBEREN DHCP , RABEG TR RTFLEBA Yy (RRR”)
LA EE S RE N ERSASENEE N (DHCP), FrE T AEEES9RE N FH DHCP,

MEMKEBUE , NHTM Storage Gateway EEERH AFHEXAHEFH B3, ENXEFHED
J& , AR Internet MRERE, BXRUMANNENEEZNEE , BSRNIEMKE Internet BYIE
.

NEANMKBLEMKX NICs

MRFGMRBEE RN EAZANMEERSR (NICs) , WA LEZSA P #hat5RIMK, BAEHEEATHE
DT HATICIRAE

- RAREMENELE - SNEEERFENRAN |, LARFERAREHEMRNIHELE.
- NABFXSD - EURFEXTNARFEARIMKBNENE N, M, ERIBLER LB 74N A
RFMAERANMXELH—MEEEB R,

- PERE - BN ARFHRETAEEEN iSCSI BirREZIXEBRNBHIRFREBE— NI
Eh | ZMERETMNXE Amazoni#t T BEHME,

RN ZERSAGS , B ERBFEENMNAEZBEEHEE Amazon ( BIBRIARX ) . BRT
XMNEEEZN  BHRFSAEELEMER ISCS| BN ERSEMNTFRA—NFMF, BN, AT8ET
EEMEBRBERF. WREFEBEEATEZBENE &R L Amazon , i B iISCSI &
M Amazon REFNRELR —MNEBER.

L E —MEBL BT IEEE Storage Gateway & , ABEARME ZNEBLEFAT , Storage Gateway &
B HREREEANCERAE - NEERSENTIERE. BXNAERELSEENER , BSHAUTE
o

« f£—#&A VMware ESXi FHl LB B SN W& & H 25

« 7£ Microsoft Hyper-V 4l t Ei & Z/NW & IEE 25
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£—& VMware ESXi EH LB B 2/ W& EE 25

LUTEEBEZEHNX VM ELXEX T —1MNMEEERS , HiER T iaE EmRINER S
VMwareESXi.

M X BLE N EVMware ESXi =4 A H fth X 45 FE B 2%

1. REAMX,
2. 1£ VMware vSphere B FimH , EFE/ WX E L.

VM TE IS 12 5 AT BRI B IR
3. EEFFIRP ,ITIAMX VMM LT (ARESE ) X8, AFIERE Edit Settings (RBIRE).
4. EEDNBEMEXFENEHEDF L |, EERNMFKRMZE.
5. & Add Hardware (S INEE4F) [6 SR BB 8T,
a. 7E Device Type (IR%ZEH) B+ , %£4F Ethernet Adapter (LAAMEELET) SURIEELET
RIFIEFE Next (T—2),
b. EMBARBERP K BRAIXBEERFNNEE  AREERT—F,
BB WERF VMXNET3 M4EER 2 5 Storage Gateway BL& . BXEBIRFIRP AEE
HIMER SRR BN EZFEL , IFSHESXi #l vCenter Server XA K M EIEFEFHKE,
c. % Ready to Complete (EHZHTK) BHEF , EFEE , AFER Finish (E/K).

6. GEE VM HEERT+ , RGk#F IP ik EZINEFEE, EOW IP it E O ERIEAT LA
KFFIMKXH2ER IP thk, HINEZA IP ik B4 X ZMRFIH,

® Note
ERRERERN VM HEEERIF AEEEDITRE,

7. 1£ Storage Gateway ###H|AH , ITFFMX,

8. 7t Storage Gateway #ZEHI AN SMEKTR , EFEMx , AFEREETHPRIMERI[HIMR, B
A Details (F4HER.) BT F<HFIH TE =/ IP #hilt,

AR Hyper-V ¥l KVM EHERLN A EFHSESHER , H5H VMware £ ERHLAIZRE & £
1TES
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£ Microsoft Hyper-V E#l LBt B ZNM & & E 25

TISREBEEHMX VM EEL T — ML EESE , FESFRIME-NEERSE, LEERERNMA
A Microsoft Hyper-V EHLFINEE 2R

W < B & 5 Microsoft Hyper-V EHH# B — W& EEEF

1. £ Storage Gateway #Z#I&H , XHAMXK,

2. 1£ Microsoft Hyper-V Manager # , M AW E R FIEZRR X VM,

3. WMERMX VM EARXE , BARET VM BMUTFLTXEE |, REERZBKA,

4, HEFEEHEMX VM BHRUTF LTS , ARERRE.

5. EREBMNEERHEMGT |, EERMEL,

6. EREMNEEGMARMEFERD , EEMNEERSE , AREFRFMKBIMNEE,

7. BMEMZEGD , AFEEFE Apply (RA) REARE,

8. TEREMNFEMNELHT , BIAFHONEEER[ENMIBEHIRT  REEEEE,

9. {# Storage Gateway #I&FF B M%<,

10. 7E Storage Gateway #EHI AN SMERD , EFEMX , REEFEHEHPRMN T EERFHNX, ¥

INFAFEREIFRIIETE=A P it

AR Hyper-V ¥l KVM EHE LN A MEZHEESHNER , H5H VMware £ ERHLA#IZE & £
T1ES

& VMware vSphere & A] 145 Storage Gateway Et & {5

Storage Gateway VMware #&33 —40 5 VMware vSphere & ] At (HA) £ERX K N ARFRETRRKE
ERMETAM. VMware b5 ZETRIPER TEABRZEYS. EERFIMNEHENTIE, ©
REB TR IERM4EIR | flINEEENAXHRZERETTA,

vSphere HA W THEREBER2FELUNREMEN EVCER —NEFHF USRI TR, EFHFNENEZ
BlEE  MRHIHE  SEFNLVELNSERAZIINLEFRES. B  IMESTRELRE ,
MASERBIE. BX vSphere HA WEZEE |, 5SS RXHEFH vSphere HA B T/EREE, VMware

(® Note
BN EINBENEOUVHAEREN LEHREL ISCSI EZEMENNEERRTESZRE | 4
MENBRERSZHERAR, WERE, WEEEUR SAN/ZHEMIZE, HHRARE
D RBEBEYIAE |, Xk Optimizing Gateway Performance HBEREY E 1L,
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EJ¥ Storage Gateway 5 VMware HA L&A , BRAVEBUERITUTIRE -

o {X1E VMware S8 — & £ LE BT S Storage Gateway EE#LHLAY ESX .ova A &
BnHa,

. EIE .ova BFEN , BN TEENAHNBERZE. MREA —NIHBENRE
FHFEOEEEE, IREEENEEVNAMBIEEE K MENKETHE , NEBFEHH
HF A AL E R R ZBER , HEURELER I BEEBE S —& .

- EEEREFRERERBEESEHE B RNTERE , FERHNENRERZENDN
iSCSI RiE. EHEXEBEHD , Mx VM EREEXBBEETNFENDEIN , FERSR
TR B L5 BV Rt El. Windows F Linux & FimiY 21 iSCS| BTN T TR BEER
BEMENNE, BXBEN Windows BEFIRHEMRENEZFER , B2H BENLEN
Windows iSCSI &, BXxBENX Linux EFImMBMRENEZFER , BZH BENLEN
Linux iISCSI & &,

- MAREL  IRER ova EFEBIHE  FERGEREXHFMETIEERE— B,
FELU T UERBEIFEFHENE,

LR EBNBUAE VMware HA 8 202 Storage Gateway :
£}

« BEBEM vSphere VMware & o] FI £ 8

- M Storage Gateway #Z#I1& T# .ova &

- BEMX

- (W) NER VMs EHEMARMEBEZIER

- BUEMX

o MiREH VMware BT AKEE

BLE &K vSphere VMware & A S8

B, MRERERBE VMware 8 |, BRIE—MNEH., BXx{I8I2 VMware EBENER |, 55 H
X R BIE vSphere HA 8, VMware

BTk, HEH VMware 8 ELE )1 5 Storage Gateway B &M,
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BB 8B VMware S8

1. 1£ VMware vSphere fJ “REBEFIZE TH L K BRAEDVNMNNAERFSEERE T ELUNL
2o At , BABMNETIRELTE :
o ENWFEER - EFE3H VMs
- ENRENREL - XIAHER VMs
- Datastore with PDL (E5& PDL Hy$#EZA) : Disabled (EZ )
- Datastore with APD (B8 APD HI##E#Z4#) : Disabled (EZH)
« VM Monitoring (VM ¥#%) : VM and Application Monitoring (VM F1 5 F 2 7 15 42)
2. BUFEUTERBASENERE

- WEER - ARG , IRRKE VM BUES  NFEHFE3 VM,

- REEEETHRE-ZE VM FREZE VM TENRNESZE , SEZSNEE.
« BNVMNBRAREBRY - ERERAEENRANER VM BB RREK

« RREERBHNE - TESN VM HERXEERBB K.

MRETAEERENE , FEANUTRAIRE :

« Failure interval (&R FE) : 30 ¥

 Minimum uptime (& EFIZ{THE) : 120 ¥

« Maximum per-VM resets (B4 VM WERRKEBXRE) : 3
« Maximum resets time window (XK EEBAER) : 1 /e

MREEER L VMs BTHAME , )"“JTﬁ%%%?l?ﬁﬁ?&ﬂ&%m“ﬁo M .ova ZBE VM 281 ,

FTEMITIIRME, BXEBXLEENESEEL 20 (T ) NER VMs FHEMAURMESE
T,

M Storage Gateway #2#|& T % .ova BR&
TEERATENMXH .ova B

# Storage Gateway ZHI A IREMXAE L , BEEWMXRRKENMENFE , REEREHS
PIRMAEEER T ova , MIREBMAKXHATR.
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G ASES
ECEREMNEST |, N ova BEHBINEHN N2 —,

EREB MK .ova &

1.} .ova REHBEINEFHINENZ—

2. BRABRBUENSFERNBTEFENERTNAEENTA. £ VMware RAMIFNE P EE
Storage Gateway .ova XA | X EERER HFIR N EE LML SCSI BiE ., ¥EEL 2—FER ,
FEHERXT , Mk VM FEAEVIRERSRILZG AFRERME VM B RIS,

MERF VM B ¥ E R 2 185
1. ¥ VMware vSphere & inH |, ITFMX VMW LT ( AT ) X8 |, RARERBREBER
B

2. 7 Virtual Machine Properties X iEH#EH , %&£ Hardware T+ , Fi%&# SCSI controller 0,
RE1E$F Change Typeo

3. 7 “EE X SCSI 2 HI2RRE" JFEF |, & “VMware ¥ EH SCSI BHIZRRE" , Rk W
E”O
( AL ) RER VMs LR EA A RINE ZIEW

MREMER L VMs EESTEHMELY , WAEZEEZIAEN VM REERE. XA , S
% VMware vSphere FE& XY B E L ENELL.

NEE VMs LR E A AN ZiET

1. 7E£ VMware vSphere i “BWE” ME L , AR ENEFLITHERTE , AREREE,
2. 1%&#% Configuration (BL&) T+ , ARFIEF VM Overrides (VM BE).
3. ARMEFH VM BRIETRERXEME.

7 vSphere HA - VM S5 T E/MNETNIR B TE -

- VM2 . EEHAZES - VM NN ARFKE

- VMEERRBE EEABE - VM AINARFEE
- VM2 : BENX

- MEERE: 30 %

- REIERETHRE 120 %
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« Maximum per-VM resets (B VM R RKEBEXE) : 5
- BRAEENE 1 /MR

E M 5k
EMEBERATMRE ovafa , BUEMX, BXRENMRRENTEZA A,
RS

FERRUT ZEERE S TRIRE

a. FHEMERNXIEZE Amazon
b. REGEHBEEMX
c. BESBMX

iR BH VMware & 7] B R &
BUEMKE , ENRENEE,
MR BH VMware HA BLE

1. *Ehttps://console.aws.amazon.com/storagegateway/Z F 3] FF Storage Gateway ##l &,
2. ESMBEKL , T Gateways , AEEFENH VMware HA IR X,

3. HEBE H,ER KIE VMware HA”,

4, EHIW WU VMware S AMEE" S |, 1EF BE

® Note
ik VMware HA BEE 2 E#TE3IMx VM P T EMxmERE, 2R E /L0 #
FRESE Ao

MR, WERFE & PRI FRFESETNFFRE TR Verified (ERIE) R
5. IFIE#E Exit (1BH ).
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&\ LA1E Amazon CloudWatch B EEF K EIF X VMware HA EHMNER. BXEZER , HSRME
A BEHIREL Volume Gateway i21TH% HE, CloudWatch

{52 FH B M < 17 IR

AT HHNEBNBUAATUERSEMXEZREEUENFEXBKNFERR, XSIEENEET
MAXELNEBEEFENFENYEBERE ZKNETR , LM v VMware Sp ESXi here, Microsoft
Hyper-V & F Linux AZHELL (KVM) B EN P BREZNEAREF. XEEER Amazon
CIRFEEEL D FHRXEEEESIMRHIT S# EC2 24|89 Ama EC2 zon EBS %,

F
o WM< BEREGE - T B UIREEMM KRB VMware vSphere, ESXi Microsoft Hyper-V = Linux K

BERDHL (KVM) ERMLENF & EBREERZELM , fINEYEEE DN REN,

o HE MK EEE Amaz EC2 on EBS -7 {18 =l 4> 2 B 44 FE E £ Amazon 24| LRI
XK EEEHXREFEF R Amazon EBS BHHE | EC2flin , IR EHNARFEFE#EER
RE & B B RO HERR T 38 iR 2

M FR 8 BRT 2

RERINFEBVWENRN A BRIEEWME , BETESFENMKHBIRRES | fln , HEELEHERN
&R,

MNIEER M <P BEREE VMware ESXi
B AERANLTSRM VMware BN EEREF ERENMXPBIREE,
BEROES LEZPXBEE (VMware ESXI)

1. 1 vSphere B IR | ITF L TX (BR%EE) ¥ | EEMX VM BWEH , REERF Edit
Settings.

2. EELWBMNEENEHEEREL , S RIBANLEEPXTEANRE K ASEEBR,
BAEBHBMN EETWELEE T AES 2 FHEMAR, X8R M5B R R EwARL
o

3. 7E Removal Options EMRAIERE —MET , RE%E OK UERBBREENTRE,
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MFIEE T Microsoft Hyper-V £ KW < &S BREL &

FMALTIRE , LA LUMFEETF Microsoft Hyper-V BIEREF LM WX P BREE,
BN LEREHRX D ENKZE#A (Microsoft Hyper-V)

1. 7E Microsoft Hyper-V Manager # , f§JF L "X (AR#£ ) X&£ , EBMX VM WERH , AFiE
% Settings,

2. HRENFENBEAHIIRS , EREBRNEE K RABEEBR.

WINEIM X B E S REEHSIRM SCSI 21885 E TH. #iA Controller (##28)  Location
(LE) BEEZHIEZWEMER, XEMUBHHABREBONEE,

#£ Microsoft Hyper-V Manager # & R#J 28— SCSI Controller 2 #I2% 0,
3. &R OK LARAE R,
MIEETF Linux KVM ERIMx B REEE

ERHEMNET Linux AZHNELL (KVM) EEEF LRENNXSE , AUEAXRLTUTHTH

virsh @Ho
$ virsh detach-disk domain_name /device/path
BXEE KM BENELFMEES , BSH Linux RITHRHIHE.
LS MX EEE Amaz EC2 on EBS %
R M<BE N ER Amazon EC2 EHlz1TR , £ 8 7 Amazon EBS BRELEEHAXMBERE
=R, ATRARFERSEENBERESTL , RS EHMIN Amazon EBS BREEL B .

&A@ M BR SAHT 0 BC B Amazon EBS BB A E 7 BN FiE. EXxLE# EBSHEZEE |, S
%) I % FA P #8 R A 93 & 5%k Elastic Block Store (Amazon EBS), EC2

HEEMRXRAMNESFEH , NRENARENNVEARFERFRE LEZHPXMEFFEBIRDN
A, FEABEEZSEN LEEFXN AN NBEES BN EFFEB KD,

AZEN LEEFXNBFEENRAEEFERHA. TSSO MATEHRERN Amazon EBS %
BR , IXEEREN LEZEPXNEFFHTZANSNEFTXEFHET, BXEZER , HSH
Amazon Storage Gateway Et#i,
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N Amazon EBS B MxitBi%E

1. 81 Amazon EBS &, BXUiH , TS HL 5% EC2 AFEEHHGIERIKE Amaz on EBS
%,

2. ¥ Amazon EBS BHf nEIEHIL S EC2 56l BXEA , HSHLS# EC2 AFEEPAE
Amazon EBS &k hn 2Ll

3. FAME Amazon EBS BELEN EEAZHPXREFFM. BXUHH , HSH EE Storage
Gateway B A B % o

AR, TRERRIAN LEEAXTENFEREXTEENFRE.

M E& Amazon EBS %

/A Warning
XESBNEATFOENLEEHXZEB Amazon EBS & , T EATOERNEEFENS,

1. BYBRBRAMXEDI—T RN ANITERE , KAMX,

2. '} Amazon EBS B5EMIL L% EC2 XFloE. AR , FSHILS#E EC2 AFEEHRF
Amazon EBS 53615 &,

. MB& Amazon EBS %, X< , S ELT#% EC2 A EEm T MIMBER Amazon EBS %,
4. BEZBXHAMKELUIN—FTRNBNGERE , BaIFX,

R B < B & = 4R

EEWMXHNEERS , FRMRELN (VM) ZE Web #HR, VM REIZEBEZHNEEMD , B
SERAYEN ActivateGateway API RENS Bz — &% , ATEEMNXNEE. BXEZER | B
S %) Storage Gateway APl 2 ActivateGateway® #

® Note
MRRER , MXBUSEARIE 30 FHEEH,

ZEMx VM R HERBIEBEREMN Amazon XiF, N EE[IREHN URL S EFHH
activationkey WEWFHESH, LERNFHRSHURENBEFH, LERWFHBHNHEOT
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Fi7R : http://gateway_ip_address/?activationRegion=activation_region. Lt&EIRHY
2R EBUE X E M2 4R,

URL 3:@3#E vpcEndpoint , BIfEA VPC i SR BEEZEAN MK VPC iw & ID,

(® Note

Storage Gateway FEHIX®., EILARGERM EC2 LI REM & (AMI) EFAEE T #K
MR AT FTIR P EERFTER HTTP RS FERBFEBWEMNX L RFETMHARS

F&

 Linux (curl

 Linux (bash/zsh)

« %% Windows PowerShell
- FRAXMEFE

Linux (curl)

T RGIEEERMEERA Linux (curl) SREUBUE 2 4R,

® Note
FREERHEEFRNEMRAEERE. TEZNEDTAR :

« gateway_ip_address-$&HIM>x IPv4 it | ila0 172.31.29.201

« gateway_type-LEBIERIMKIEE | HIZSTOREDCACHED, VTL, FILE_S3.
HFILE_FSX_SMB,

« region_code-BEBEMRMN X, EZH (Amazon —ixSEIEFE) PN XiEIK S,
MERIEELSH , SERENEHEERIEERXEFTE , WZam S FHERIAR us-
east-1 X1,

* vpc_endpoint-flil |, BHIMXH VPC LimT KB Hvpce-050f90485f28f2fdo-
iep@e8vq.storagegateway.us-west-2.vpce.amazonaws.Ccom,

BRI BR[EERS  SHRITUTERE
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curl "http://gateway_ip_address/?activationRegion=region_code&no_redirect"
EIREVPC in SKVEUER , BT T®RE !

curl "http://gateway_ip_address/?
activationRegion=region_code&vpcEndpoint=vpc_endpoint&no_redirect"

Linux (bash/zsh)

AR RBIE RINAEA Linux (bash/zsh) 3REX HTTP Wa Rz, 247 HTTP #53k LR IR BUEE 224R

function get-activation-key() {
local ip_address=$1
local activation_region=%2

if [[ -z "$ip_address" || -z "$activation_region" || -z "$gateway_type" ]11; then
echo "Usage: get-activation-key ip_address activation_region gateway_type"
return 1

fi

if redirect_url=$(curl -f -s -S -w '%{redirect_url}' "http://$ip_address/?
activationRegion=$activation_region&gatewayType=$gateway_type"); then

activation_key_param=$(echo "$redirect_url" | grep -oE 'activationKey=[A-Z0-9-]+')
echo "$activation_key_param" | cut -f2 -d=

else
return 1

fi

%L Windows PowerShell

LT ROIEER R T WA {EH Microsoft Windows PowerShell 3kEX HTTP IRz, ##4T HTTP #rkF13k
BUBCE S

function Get-ActivationKey {
[CmdletBinding()]
Param(
[parameter(Mandatory=$true)][string]$IpAddress,
[parameter(Mandatory=$true)][string]$ActivationRegion,
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[parameter(Mandatory=$true)][string]$GatewayType

)
PROCESS {
$request = Invoke-WebRequest -UseBasicParsing -Uri "http://$IpAddress/?
activationRegion=$ActivationRegion&gatewayType=$GatewayType" -MaximumRedirection @ -
ErrorAction SilentlyContinue
if ($request) {
$activationKeyParam = $request.Headers.Location | Select-String -Pattern
"activationKey=([A-Z0-9-]+)"
$activationKeyParam.Matches.Value.Split("=")[1]

}
}
}

FRALES A

AR RIS R T a0 fE A A i 6 & k4 M & RBUE R4,

M 1t 322 5 & FRER P 5% 19 BUE 2 4R

1. BFRIAREHE, MRERZM Windows ITENEEZIENIL S# EC2 K4l , FUABEER H 7
B %o

BERHAEE Amazon RBHE - BEEXXREE , %% 0 RERRIVEEZH,

i%## Storage Gateway 1EH M < R FIE I,

HIRRAE , WAZBCEMXH Amazon X,

NFABRK , WAL, XWF VPCIwA , WA 2 ERMERE,

HFiRfERS , WA 1, X TEERPESLERA (FIPS) I , A 2 ERiERER,

I

%E# iISCSI BahEF

HEEEMXE , ZRERENRN Internet MEITEA RGN (ISCSI) BIR AT VB E LT E (VTL)
R&E. WTHBMX , iSCSI BIrRB, WTHWHMX , BIRA VIL ikF. FALRITEN -2 , &F
PATUUTES « EEIIXEER, BEX ISCSIRE. M Red Hat Linux & im#t T IEZE AR BB R A
B F 5 ORI (CHAP),

F&
« M Windows &/ iniE#E S
o FEEED Linux B/ iR

A iR 4 & API R4S 2013-06-30 244
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- HEMN iSCSIiRE
- 7 iSCSI B#rELE CHAP S ¥ iE

iISCSI fRE R —METERMMMY (IP) EFEMENE , ZnERTEINEERET IPNEFRERES
ERimZARERE, THRENLT ARMER iISCSI EEMABRAMHFH —LERE,

iSCSI B fF

iSCSI MENZEFimBAH. BEFM iSCSI BRIXFER, AIUERGREGPHEEHE
. Storage Gateway X ZIFHHBHERF-

iISCSI B#r
iISCSI MER RS EAH , BUHMEREBHEBFHER. SNEBEER—ISCSI BHRLF,
X E/ iISCSI BFriERE—/N iSCSI B,

Microsoft iSCSI B & F
Microsoft Windows it &# LA RF , L ETUEEFHITEN (ETEFEREKEEA
MR ARFRITEN ) EZBET iSCSI KAIBRES (IR ) o EAEHAAAFMEE

BRI IERE, 5K iSCSI F3185 21 Windows Server 2022 L3 Storage Gateway 3 1736
i, BHFNEERERSTF,

Red Hat iSCSI Bz~

iscsi-initiator-utils ®RBEEE (RPM) BEF B RERME T EEA T Red Hat Linux 9%k
iR ISCSI BaIEF. ZESE AT iSCSI MM RS 8 FH#HE,

BHRBNMRER AT LOHERES] iISCSI 8% , MBALLEE X LEERE | TR,
M Windows & FimiE# 25

BRRFHEN WX BZRNBHER ISCSI BT, BXRXEZER , FHMHA HEBEEIEFE, K,

(® Note
EEEINEEN , BFMNXMIERE T LEAZHPX, MREENNXEE LEEFX , A
B EHREZFSE RN UPLOAD BUFFER NOT CONFIGURED, BEEF#BIRER N MX
BELZZFPX , BERANMXEETNN LEEFXIEFFE. BEREEFBREPAMX
BELEEFX , HZRAANMXEEFAN LEZPXHEFEFME.
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Amazon Storage Gateway

T B 7E Storage Gateway B ABHPRHEETRT iSCSI Bfr. BXEZER , BSH EMXWIE

Your Data Center

[
T Ea

N

Client

Volume Snapshots
Storage

A \
| INITIATOR

€—iSCSH
Cache Upload

Application
Server
Storage  Buffer
‘ Hypervisor / 8—)
Host /

Son
-A \olume Snapshots
Storage
Users
Storage Area Network, K /
Network Attached,
or Direct Attached Storage

O] LAM Windows = Red Hat Linux Z2FImiERERE, SUUAE—FFmEREE CHAP,

(p=

M E A ERIEEN BT ENEESN ISCSI BARLQFF , BFEIM
ign.1997-05.com.amazon:, B0 , MREIEE myvolume WEBIREH , BBALAKEZESIBHY
iSCSI B#rFh=2 ign.1997-05.com.amazon:myvolume, &< N{AE & &M R ATEFLMETE iSCSI
L RZERBNEZEFEEL , B M Windows EFIRIEZEIE,

B S
M Windows EZ IR A, & #% Microsoft Windows & F~ i
M Red Hat Linux iEZE| BN &, #E3£%| Red Hat Enterprise Linux & i

A Windows 1 Red Hat Linux Bt CHAP & 7 iSCSI B#rElE CHAP 535 iE
IF,
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 Windows & imE #2765

1. 7£ Windows BEFmITENMNFRIEE L | FEREFNXXHFEPHA iscsicpl.exe , FKEF|
iSCSI BaifigF , RABETE,

(® Note
HAEREFRITEN ENEERNPRS BEEIT iISCSI BaERF

2. MRBIERT , MEE Yes LS Microsoft iISCSI B ZF RS

3. 1 iSCSI Initiator Properties (iISCSI X iEF&E 1) X iFEH , %4 Discovery (KH) ET+ , A
Jai%#% Discover Portal (ZZRi71/).

4. EXRDMERIIFPNFEES , £ IP it s DNS EF 5% A iSCSI BFrY IP bt | A EBRBEE,
EREUMKRH IP itk , 5EF Storage Gateway B H| & EWMXIETNF, MREELLEH EC2
SEG| EEB T Mk, NATLET SiF EC2 25 AR AT <R ELNE IP = DNS b,

WE , RIET~ EN BRI FIRFLETR IP i,

/A Warning
X FEEBE Amazon EC2 3E6| LMK , X FEL LN HE BEMEZIFRIMNK, Amazon

EC2 SEfRy58 % IP it 6 A 1E B ARttt
5. MHHEMRITPEEIMX ENE#ERT
a. ZEEBRETR,

HERITPERKEBERS. ERMNERBMNIZELZELSE 1 P AFEEESIEENBHME
Gl

b. EBZB , AKIEE Connect,
MEREKEBABRESR , BEBIR 1 PAARAABREN. EEZETBRMNEES | &
BFIEREAMNNEEABRIEX , REERBE,

c. HEEHREDMFH K BREMRSHVENCERE (RTEEEER) , ABETHEE,

EIE LA Windows MIRLH IR IZFES |, MEFTHESPREFHRE. ETUER Windows
HWEEET BMITIERE.
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® Note

REN T ARG HIEMSE , BRI RZIBUGEESFRAENARFNBEEN iSCSI igE
W E E MR Windows iSCSI & B AR

FAEER Linux B iH

£ Red Hat Enterprise Linux (RHEL) B} , Rifff iscsi-initiator-utils RPM B F3EZEIN
X iSCSI B4R ( B VTL &E ) »

F Linux B imiE#ES] iISCSI B#r
1. MREARELENEFIKEZE iscsi-initiator-utils RPM BFE , BREREFE.
FAIUEATEHN GRS RLEZS.
sudo yum install iscsi-initiator-utils
2. HRISCSI FHHBEZIET,
a. FATUTGTZ—RIEISCS|I FHHERBIEEET,
XF RHEL8 9, BEAUTGHS.
sudo service iscsid status
b. IR status S KIRE running RZS , MEAR TGS —BIFTHERF.
NFRHEL8H 9, BEHEAUTGHG. BEEFEEEXEHZiscsidiRE
sudo service iscsid start
3. ERINAMXENNEERD VILRZBN , BEAUATRIAGTS.

sudo /sbin/iscsiadm --mode discovery --type sendtargets --portal [GATEWAY_IP]:3260

AMXH IP it R BB Ea S TH[GATEWAY_IP]Z &, #&TLUE Storage Gateway ##|A £
NEH iISCS| BAFEEBMPHRIIM X IP,

R TR A BTRCMT RO EHAR.
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FNFEMX : [GATEWAY_IP]:3260, 1 ign.1997-05.com.amazon:myvolume
FFREFM X : iqn.1997-05.com.amazon: [GATEWAY_IP]-tapedrive-01

51 iSCSI BREB M (IQN) ELEFRTR , BABNALHN IQN EFR. BirEHM2L80ES
FHEEM B M. £ Storage Gateway 12 #| & LEFERENER , hAILFE iSCSI BiREEBHEEK
R 3% E bk B FR B #Fo

4. EEEDN BN, BEAUTHS.

BEE , BFEER connect M T HISEEBM[GATEWAY_IP]HI IQN,

/A Warning

X FEETE Amazon EC2 4| ERIMNK | AXFEL LN HEBEMEZFRIMNK, Amazon
EC2 SEHlpy3atE |P bt Nee A /E B Ritbat,

sudo /sbin/iscsiadm --mode node --targetname
ign.1997-05.com.amazon: [ISCSI_TARGET_NAME] --portal [GATEWAY_IP]:3260,1 --login

5. EWANEEMMAIEFR (B3ERF) , BEANRTHT,

1s -1 /dev/disk/by-path

a9 B fan Hi 40 S TEL R AR AR

lrwxrwxrwx. 1 root root 9 Apr 16 19:31 ip-[GATEWAY_IP]:3260Q-iscsi-
ign.1997-05.com.amazon:myvolume-lun-0 -> ../../sda

BREBIRFGE , RINBIBWEIRE ENEMN Linux iISCSIEERNENARBEN iISCSI &
B,

BHEX iSCSIRE
RNBABWEERBEHRFE , BEN SCS| BB L BRI BRI

i 8 A T 5 S MABFRAY iISCS| BAHE , A MRS M AR EER K E NS ARAELR %
o EL A B RO AL IR AE
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® Note
BRCEMR , BRZEE— ﬁlx;iﬂﬂi%ﬂ’]%ﬁm]zlio BXRHMEZ D RIANE SR EREM
RETRHEREM Bt FEM0E |, FS 7 Microsoft TechNet FEF Y EM R FEH0E

£

- BENEH Windows iSCSI & &

- BENEH LinuxiSCSIi&E

- ABEMXBEEN Linux B BNIRE

B E &8 Windows iSCSI i &

£/ Windows & At , A Microsoft iSCSI B BFEEIEBHNXE, BXRUNMEEIESNIE
B | B RNAEEEIEF ik,

WE B E XIERR Windows iSCSI & &
1. REERIANEKE,.

a. RBaEMKREES (Regedit.exe)o
b. SMENEREFINE /M —FRAF (GUID) Z4H , HHPEE iSCSI Z4IRRE , TR

/A Warning
R E6E A B £ CurrentControlSet F# M A 2 H =44 | 5140 00 ControlSet1 =}

/Ch

ControlSet00 2,

HKEY_Local_Machine\SYSTEM\CurrentControlSet\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}

c. IEIBERISCSI| BoIEstNFH4 , MW FAR. [<Instance Number]

BRBMARTRR | 1M 0000,
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HKEY_Local_Machine\SYSTEM\CurrentControlSet\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}\[<Instance Number]

BEFETEN L ZEHNAR , Microsoft iISCSI BEIEFAIRET 2 FI 0000, 7 LUETKIEFAF
& DriverDesc 2/ EHE Microsoft iSCSI Initiator EFRWFIER T EWM FI,

d. EERISCSIEE , BikEF Parameters (38) ¥,
e. FFF MaxRequestHoldTimeDWORD (32 {1 ) B L TX ( GR%E T ) X2 , %EF g,
REFZEELN. 600

MaxRequestHoldTimelg EEBH L EEHZ 81 , Microsoft iISCSI 3 3188 M & B Z <8 8] }
ERARTH®B S Device RemovaliZfER R 600 BHIRIFATE,

2. BEEHUTSE , JUESHE iSCSI BESBFEENRARIEE -
* FirstBurstLengthZHIERZLBERNBEABBRPIUMERNFZABREE, FHEIREN 262144
o Windows BRERSWERIAE , UREE N K,

« MaxBurstLength3k {8l F FirstBurstLength , B Bi&E T £ 15 R8I B A F 5l & 7] LUE 5 B9 B K EUE
B, FIHEIRERN 1048576 = Windows BERSEHBINE , LRSS EHE R,

« MaxRecvDataSegmentLength#Z &l 5 £ MM EIEE T (PDU) KERHJABBEER AN, HitE
RIEN 262144 T Windows RERSEMEINE , UREE N,

(@ Note

TRNZFBRETTEATRER iISCSI REBRTRKBRFENR. EHINIIREXL
SHNETRREHREMNR , BSRZ ORI,

3. WAWEENE, TR
a. MREMKRBNEMEmRIES (Regedit.exe) , BFHEBD,
b. SME “BRE” FUARH “Bi&” FI CurrentControlSet , #1 R R,
HKEY_Local_Machine\SYSTEM\CurrentControlSet\Services\Disk

c. #I7F TimeOutValueDWORD ( 321y ) EMV LT ( GRET ) X8, &F "B, AEFHZ
HEXH. 600
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TimeOutValue§E iSCS| BaiSREZ HBEMA HEMBILEERIRERXEZH , FESH
RN Z D8, ZERR 600 HHETEE,

4. EWRFEENELEN , BFEHBIRER,

EMRZE , XTERFFH T NERHTHAEEARENEG R, EXHMN , BEER IR
SR B AL
B E &8 Linux iSCSI R E

AMKRRERHEFGE , BATENENEBEN ISCSI REUMLLEZHEFMNE RN, BEEAXT
EFREY ISCSI EBRHE , LA RENARFNEERKE RN E ARER WS HBaSFE
B EEBEN

(® Note
WO AEES Linux WEMA G SRBEBERE. LT REAET Red Hat Linuxe

WEBE AR Linux iISCSI i&E
1. REEREAN SRR E,
a. FIFF /etc/iscsi/iscsid.conf X# , REHRILLTET,

node.session.timeo.replacement_timeout = [replacement_timeout_value]
node.conn[@].timeo.noop_out_interval = [noop_out_interval_value]
node.conn[@].timeo.noop_out_timeout = [noop_out_timeout_value]

b. Y¥iZ[replacement_timeout_value]{EHiRE 600,
$FiZ[noop_out_interval_value]{EIREN60,
iZ [noop_out_timeout_value]EHIZEH 600,

X=FENEMEIAY.
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® Note

MHRIERIMMKX ZBIH 1T iscsid.conf RiE, MBEXIMMXM/BEZEFZENBFF ,
NaERAUATHEESNENBIBESRBIERZIN, RAEUUEHFAMHEZFRK , NEHIR
B4 W,

iscsiadm -m discoverydb -t sendtargets -p [GATEWAY_IP]:3260 -o delete

2. RETVESMNNPEENRABIEE.
a. ¥TF /etc/iscsi/iscsid.conf X4 , ARHRIUTEIT,

node.session.iscsi.FirstBurstLength = [replacement_first_burst_length_value]
node.session.iscsi.MaxBurstLength = [replacement_max_burst_length_value]
node.conn[@].iscsi.MaxRecvDataSegmentLength

= [replacement_segment_length_value]

b. TMNBWERLTE , URIEEMEE, ENFORGTUERATENERTRL , BiES
B3 % 0 B 3UAS T R AE R

FfiZ[replacement_first_burst_length_value]{EiZEN2621445, Linux IRIERSE
HERIAE , LRSS E N,

fiZ[replacement_max_burst_length_value]{Ei& BN 1048576 Linux RIERLEH
HiAE , UREENHE,

ffiZ[replacement_segment_length_value]fBEIRIEN2621445 Linux IRIERSHIERIA
B, UREENE,

® Note

TENZDHRMATERTER iISCSI RE#H TR HZERR, BERINDMARE
XESHWETREHREMNR , TSRZI ORI,

3. ERRGUBFRNEENEEN.

EMRZE , BERBH TNSHTHMEEARENER. At | SEEHNS 3 2o B
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BMXAFERE

MREFERNREMX , MERT £E—Th#ERRY iISCSIRES , B LLBE T Linux BEBHR
o

HENX Linux BEBIH&E
1. EFNSTH I8 K BRE,

a. WMREFERT RHEL 5 BaI#EF , B3I FF /etc/udev/rules.d/50-udev.rules X443
BEHRLLTIT,

ACTION=="add", SUBSYSTEM=="scsi" , SYSFS{type}=="0|7|14", \
RUN+="/bin/sh -c 'echo [timeout] > /sys$$DEVPATH/timeout"'"

AN #HH4E RHEL 6 5 RHEL 7 B3iEF A FE , R ESAERULTAMGIZRE,

ACTION=="add", SUBSYSTEMS=="scsi" , ATTRS{model}=="Storage Gateway",
RUN+="/bin/sh -c 'echo [timeout] > /sys$$DEVPATH/timeout'"

E1E RHEL 6 ESGERME , BEANUT ST , REFMNLERKET.

sudo vim /etc/udev/rules.d/50-udev.rules

ZE& RHEL 7 FECGERHE , BEAU TS , ARRMNLEEAMRHRBIT.
sudo su -c "echo 600 > /sys/block/[device name]/device/timeout"
b. FiZ[timeoutJERE 600,

ZIERT 600 HHVERE.
2. ERRGUARIMEENEEN.

EMBZE , BERBH TNSHTHMEEARENEGR. EXHY , FEERNHRF#S.
3. BALERANTHSNHAEE

udevadm test [PATH_TO_ISCSI_DEVICE]

WHSERTNAZT ISCSIE&H udev MM,
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71 iSCS| B#rELE CHAP &350t

Storage Gateway X &£ A RAIEF 5 HRIEMY (CHAP) EMXF iISCSI BaifEF 2 R#EHTH KR
if, CHAP Bid EHRIE iSCSI B RRFNEHREERHRSBFHRM VIL &% BRI ERMP &
EITE

(@ Note
CHAP ELE R ARy , {BRBAMEEHTIEER,

EiRE CHAP , 417t Storage Gateway 1## &l & M A TEEBFW iISCSI B EF RPN HH#ITE
B, Storage Gateway £FMJ5 CHAP , BlEziiEFX B TE 0 RIE , BN BaIREFHITEH

I,
N BFRREXX @ CHAP

1. 7 Storage Gateway ###l& LEE CHAP , 30 3y Storage Gateway 2% & 4 HArf & CHAP
AR
2. EEFmBEHEFHREF , 5T CHAP BE :

« EE Windows &% LB EMN @ CHAP , 2 # £ Windows & Fim EBLE X @ CHAP,

« E7 Red Hat Linux /i BB [ CHAP |, i§5E FEE Red Hat Linux & i £ il B XX
[ CHAP,

71 Storage Gateway %l & L#%E B ARELE CHAP

EASRS , BEEMNARNERTRENMNEARENLEZH, MM BHEARERSRPEE
ERmEHERF.

1. 1f Storage Gateway B HI AW S BEHKP |, EEFESE,
2. XIF Actions (#4E) , #%&$% Configure CHAP Authentication (Eti& CHAP & {331iF),
3. TEELE CHAP B RIINEEFRMERNER.

a. NFTEHEFEN, FRA ISCSI BIEFHNEMN. LLEME Amazon iSCSI RESB R
(IQN) , BIE L ign.1997-05.com.amazon: , FIRBEFEE#H. RmOIWOT :

iqn.1997-05.com.amazon:your-volume-name
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A LAMEA iISCS| B BFRGRIIBHREFEM. il , XF Windows B , ZEMHNH
iSCSI @z F# Configuration (BL&) &I~ LWE. BXEZEL , 5 £ Windows
P EBLEXNX @ CHAP, o

® Note

MEFUBIBRFENR , BUA%EEA CHAP |, £ iSCSI BaIBEFRGTERBHE
FEM , REERFHBHBIE CHAP,

b. NTRATXEHEFHTHORIENER , WAERNER,

HAREZANKERIN 121MNFEF , BEH 16 N2/, LERLEESR , BaiERF (B
Windows & /i) 4 AE XA EHHS S 525 BIRE CHAP 1,

c. NTRTXNEHRRITEHGRIENZRN (@ CHAP ) |, BAERNEH,
HAREZANKERIN 121MNFEH , BEN 16 M FH. BERLAAERET S E5IER
HIEFH CHAP H,

® Note
RARKIE B &N EBAMATETRARRIESHEFHIAEER.

d. &EERF.
4. %1% Details &I+ H#IA iISCSI CHAP authentication & true,

£ Windows & i £ B E X @ CHAP,

ERSES  BEAEESEPHNEERE CHAP FTAME — A Microsoft ISCSI BaEFPEE
CHAP,

1. MR ISCSI BERBFE KRB , IHHE Windows BEFIRITENMNFHREE L | EBET, #A
iscsicpl.exe , AFEREBWEREZTZERF.

2. ABRHEF (B Windows & F i) Bt EX @ CHAP ElE :

a. EERBEERT,
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® Note
Initiator Name X F 2N B BFMN LR ZH—1., SIHE THEMIEE Storage
Gateway #Z#| A KB E CHAP B AR IEXS iE4HE H 6 A E.
I E & PR B MUE RSB A&,

b. 1&#H CHAP,
c. 71 iSCSIEzEFME CHAP BAXEES , f AN E CHAP Z4HE.

ELUXNFES  WMABIIEF (Windows B iw) AKX B4R (FFiES) #ITHORIENLEER
e ZARABAATERERABARSEF. KBRASHEERE CHAP 50K IEX EERN A
T EHF#ITEORIENZESR (@ CHAP ) ERHMANZRAHARE. BEXEZEE , E5H
7 iSCS| B#rEiE CHAP S RIE,

d. MREMANBRLT 2 PZHFHET 16 MNFH , WLERBIHREF CHAP ZHRHEIRITE
o

BEBE  AREHRAZN.
3. FERABIEFNBRARTEE , THNE CHAP BE,

a. EFEBRETF,

b. MRLUFNEETERN CHAP BLEM B 5 , NIET LR Z B #rHi1%E# Disconnect KT FFiZ B
FRo

c. ZFEEN CHAP EEM B , REIEF Connect,
d. £ Connect to Target X1iF4#EA , % Advanced.
e. TE“Advanced Settings"X1iFHEH , EliE CHAP,

i. IEERBUE CHAP &%,

i. WMARLEBIEFAENEZER, LEASHEERE CHAP SORIENEENATNERE
FHRITEOHRIENZAEPRMANZAMEER, BXESREL , F5H J iSCS| BHREE
CHAP B33,

iii. & “Perform mutual authentication”,
iv. ENAER, HiEE OK,
f.  1E Connect to Target M iFEF , %E# OK,
4. MEBRENREEZHEBILIR , N BFRFETR Connected (BE#E) R
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WZETE Red Hat Linux & Fiw L E XX @ CHAP

FEHERED |, BEATE Storage Gateway 2 HI &P R EEE CHAP FTAKE— 437 Linux iSCSI B
iEFFEE CHAP,

1. WRISCSI FHHEBERETHALRDEEIBR,. MREMRERXARMES , FSHEES
Red Hat Enterprise Linux & F ¥

2. WFFHBREES NEEE CHAP W EHFNEAIREERE.

a. EERENRENHAREHAIENWEE , EEAUATHSIHRENEE.
sudo /sbin/iscsiadm --mode node
b. MEBE#REF,

AR a5 M Amazon iSCSI FREB# (IQN) FEXKIE F myvolume B B FRMTFFiEE, &RE
MERBREHXBHFEHH IQN,

sudo /sbin/iscsiadm --mode node --logout GATEWAY_IP:3260,1
ign.1997-05.com.amazon:myvolume

c. BERBINEE.

THHNGSBER myvolume BiRWEE,

sudo /sbin/iscsiadm --mode node --op delete --targetname
ign.1997-05.com.amazon:myvolume

3. Ym% iSCSI B i&EX#FKREE CHAP,
a. FRMBEFHERF (NEEEEANEFIR) HEM.

LTSN /etc/iscsi/initiatorname.iscsi FREVKEBEF B Fho

sudo cat /etc/iscsi/initiatorname.iscsi

ZHTHRAHARRUTUATRR

InitiatorName=ign.1994-05.com.redhat:8e89b27b5b8
b. 3¥TF /etc/iscsi/iscsid.confX 4.
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c. BUBXHHLUTEITHER , HAusername, passwordusername_in,
Mpassword_in¥gEIEHMIE,

node.session.auth.authmethod = CHAP
node.session.auth.username = username
node.session.auth.password = password
node.session.auth.username_in = username_in

node.session.auth.password_in = password_in

BAREEENENER , BZR T

BERE ]

username

BEKIEFH E—FHPRINEHIEFBEM. ZEMN ign FFk,
f5l#0 | iqn.1994-05.com.redhat:8e89b27b5b8 R—1F

MusernamefB.
password ATERIERF (BREEFERANEF K SSBERNBIEFHT
SHRRITNFEZR,

username_in

B#BH IQN, ZEMN ign FFk , LBHREBHER. f
# , iqn.1997-05.com.amazon:myvolume R—17F
WMusername_in B,

password_in

ATHEBER (8) ERIEFBENNBEFRTEHRIENLER
o

d REEEXHIOENR , AFXMAZXHEF.
4. RIUHZBFF B, Ak, FRBIEEEET Red Hat Enterprise Linux 2 i BV 2 R 1T R 1E,

Amazon Direct Connect & Storage Gateway —#2{&

Amazon Direct Connect fF &Y R E8 M & 454 2 I # Web Services =o #3i¥ Amazon Direct
Connect & Storage Gateway BL & , EAUAEFRESTEUHETEARERNERE , ANIELRL
M xF AmazonZ B & AR M EIER,
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Storage Gateway /A Bk =S, Amazon Direct Connect BIEEE |, B LI E— N HERE
O, AATFERERKHBE Storage Gateway Ui Ko ZAHEREOFSET BRI MR ZPH Internet
R RALRG, Storage Gateway R HI .~ H L uwT K AT LLE1Z Amazon Direct Connect & FF—
4 Amazon X35 , A LA FFREH Amazon XiF,

TE.E R T 247 Amazon Direct Connect £ Storage Gateway B R4,
P& ZE#E R Storage Gateway £ Amazon BEiZEEEEEI IR,

UTEERELCANEERSITHMX,
Amazon Direct Connect & Storage Gateway Bt & £

1. EEPAREIED O Storage Gateway L1 K2 B 812 H 2 3L Amazon Direct Connect i
#, AXUMEIBEEZENESZELR |, 55/ (Amazon Direct Connect AF1ERE) #H# Amazon
Direct Connect Al o

2. HEMIZARH Storage Gateway 1% % i%E#E| Amazon Direct Connect B H 28,

3. SR AHERED  ASMNEEESNAibEEBEEE. BIELEA Direct Connect , th A
F#I2 VPC 4Ki%¥ = HAProxy, AXEZE LR , 5519 (Amazon Direct Connect FIF#8E)
MeIEEED,

BXWFEHEE Amazon Direct Connect , 514 2 Amazon Direct Connect ? £ {Amazon
Direct Connect AF1E®E) #.

IREXP R IR Z /Y IP bk

EEBRENHBBEMR VM G, BRI LUEEHBER <, Atk , EEFERAMNK VM B P #ak, &L
MRIRBI A b3 5 S IREN IP bk, EAILAZ R B A3 E] & HMIEE A R ETRSPIREN IP Mok,

FNFARBEIBEHRK , BHEATUNEERFIRE P i, I FLEE EC2 Mk |, #&5& o] LML S #h
EC2E B H| S IREVAMIE Tk EC2 EHIM IP bk, BT BEN{AIRENM KA IP bt | FHSHEUTH
Bz—

« VMware E£#F A : FAHRMRAIZEF &S VMware ESXi

« HyperV 4l : £/ Microsoft Hyper-V i [&] B < A b 32 % &

« BT Linux ABIELA (KVM) 4 : /4 Linux KVM 1 8] X 5 Z< i 122 5 &

« EC2 £# A : M Amazon EC2 E#IREX IP ik
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HE IP it 25 , B2 TE. REIREE Storage Gateway 24| & HEZH APRBAZ IP it

/

M Amazon EC2 E=#1IKEX IP #hit

EREEBBM XM Amazon EC2 SEHIHY IP #htik | & F1Z EC2 SRHIMNAHIEF &, RENEFAER
HETNEPIREN IP thsit, BXxEE |, HSHE EFEH Amazon EC2 Gateway AR H & o

BHEA NI S EC2 BEERH AIREN IP sk, FAVBWERLE IP b #HTB0E. ERMAE IP
ut | EEARERF 1. NRBEREAEMY IP it |, FSRERF 2.

BF1: E£RRE IP b EESIRX

1. AL S# EC2 #F|& , Wik https://console.aws.amazon.com/ec2/,
2. HESMBERD , EERH , ARERHBEMKH EC2 =4,

3. ERIEEEY Description () kI + , ABFIET LA IP sk, BROTLAER L IP ik E#EEIM
X. IREIF Storage Gateway 12 #| A HEAZ IP Hbit,

MRIEEFEAEM IP u#ITHE , IERAUTRER.
BF 2 ERAEME IP it EERIM X

1. fIALS# EC2 #F|& , Wik https://console.aws.amazon.com/ec2/,
2. HESMBERD , EERH , ARERHBEMKH EC2 =4,

3. ERIKEEY Description (#iR) T+ , AFIET Elastic IP (1% IP) H. BAILAERALLEM IP i
HHEEZIM X, JREZ| Storage Gateway #2414 FHBAMM P #bit,

4. BUERRZE , RENREUERIRK  REEZRBEMRFH VIL devices (VTL iR%&) I+,
5. IREUEMIPRAE VTL REHE .
6. WNTEMEF, EBITUTwSUERE BT,

iscsiadm -m node -o new -T [$TARGET_NAME] -p [$Elastic_IP]:3260
7. JWFBNER, BITUTHSUERESR,

iscsiadm -m node -p [$ELASTIC_IP]:3260 --login

W& , EWMXEER EC2KAIRYE M IP ik ¥ 1TiESL,
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T & Storage Gateway FRF'ZIR IDs

£ Storage Gateway 1 , TERRRMx , MEMERERTIE : B, BEEH ., iSCSI BARH vtl 18
£, XEMAFRR , BRIFCMNEMXXE , BURIFTEE,

XEFRMFRREES 2 XBKME— Amazon BREZF (ARNs) , 1T RFTRo

FIRRH ARN #& =X

M%< ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-
id

% ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-

id /volume/volume-id

B¥r ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-
(iISCSI B¥r) id /target/iSCSItarget

Storage Gateway X #fEF EC2 3Kfil, EBS BFRMR, XLHFIFLT Storage Gateway A H
3 EC2 &R

FEARIR IDs

EZROIERENRIRE , Storage Gateway 2R ZERDE —NE— IR ID. LLHEIR ID REIR
ARN B —E 5. BR ID RAUATHER : BFRMAKEREFHR , RER SN FEERFTHWH—
HE, o, Mx ID B A sgw-12A3456B , HA sqw MK EFRIRREF. & ID HERXH
vol-3344CCDD , HH vol BB EIFRFIRFF.

NFRELES |, ATNRE IDEBN&S 4 FRAIR , AHBEBEHT,

Storage Gateway &R IDs A AEFH, HR , HEFXLRER IDs 5 Amazon EC2 AP — &£
B, WEi# EC2 FEMA/NE IDs WRIR, EXTRFRIR ID BERNNETRERE EC2 API FHEA. #I
| 7£ Storage Gateway 1 , B# ID ATEEN vol-1122AABB, £ EC2 API R{EA L ID B, AT
HEdNvol-1122aabb, &N , EC2 API AJREFL L RTHAIZE 1T,
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¥rid Storage Gateway &R

£ Storage Gateway # , LA AFEAGEREBR TR, FIARE , &0 L0 % R7% 0 7T g Fx &R
2K, UEERMEERTC]. BMISHFIELELHN —NB-BEX, BUUEMx, BFE LR
WP, BE LR R A AR S R TF 1 X L3R o

filgn | B LA AX EARERIRA LR ENEEAR Storage Gateway RIR, B ATEEN 21T EBE

AHRXFERMELF TEHFRL : (key=department # value=accounting). RJg , &AL

FERALREHTIE , UERAXITHERANMENXNSHEALGEEBENS. BXEZLEER , #
SREARED BRSNERAGERER.

MBAHT —MEARROEMES | WA AT RELRE, FR | MREFRE MR
BES—M%  WERREEHFKT,

REXBEMBELRNL , NEA FRBHITHEN,
LT RHER THE

- RERNEX D KPNE,

- BNRBHERAIFZHRZ 500

o REETRE aws: FFk, WEIERR TN Amazon ERAMME.

- BEMNERFHSE UTF-8 FEMBF. ZBRUREBHERFR+. - =, .. .. . /M @.

fE AR

& A LAE A Storage Gateway ##|#& . Storage Gateway API 5 Storage Gateway @517 5+ H (CLI)
WIEHRE, TEHNIERENBMAEZRESE LR, HKEMNBBRRE,

AR HNAPRE

1. fEhttps://console.aws.amazon.com/storagegateway/ZX T FF Storage Gateway #2#| &
2. ESMBERP , ERERICHEIR.

Flan | BFRIEM K | FiER Gateways , AFEMNRRFIRFIRBEIRICHN R,
%% Tags , AR/F1EFE Add/edit tags.
1 Add/edit tags XHiEHEF , £ Create tago

5. A Key AR , A Value BAE, i , BOJLIE A Department ERFH , HEBA
Accounting fER{E.
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https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.amazonaws.cn/ARG/latest/userguide/tag-editor.html
https://docs.amazonaws.cn/cli/latest/reference/storagegateway/index.html
https://console.amazonaws.cn/storagegateway/
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® Note
BRI LA Value 2B %2,

6. &R Create Tag AARIMEZHRZ, BRI UEFEFRFMBZMEZL,
7. HANERERE , %% Save,

REIRE

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###1 &
2. ERERBHNFINEIR.

3. 1&3F Tags LA$TFF Add/edit tags X i54E,

4. ERERBENIRZIZVHERRT , RRREZINE,

5. RETHERE , & Save.

T BRARE

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway 2 #1 &
2. EEREMRERZHN TR,

3. 1% Tags , ARFEE Add/edit tags LAITFF Add/edit tags X iEHE .

4. ERERRAOFEZBH X B, AFEE Save,

A Storage Gateway K9 FF R 4

AT NABRNER M Storage Gateway ZhEER FTAKE Y 58 = 5 T EFiF AT,

A[1E LA T Mk T & Amazon Storage Gateway {447 B9 5 LEFF R4 AR ACED -
« WFEHBE LEWMX VMware ESXi , ¥ N & sources.tar

« XY7E Microsoft Hyper-V EZFEBHIM < , i T sources_hyperv.tar
o MEET Linux AIE L (KVM) LB |, iF T, sources_KVM.tar

%= B ‘25 OpenSSL Project 17E OpenSSL Toolkit # £ A FF & B &4 (http://www.openssl.org/)e
BXABKRBNE=FTENHEXTIIL , HSHEE =5 1T 1L,
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https://console.amazonaws.cn/storagegateway/
https://console.amazonaws.cn/storagegateway/
https://s3.amazonaws.com/aws-storage-gateway-terms/sources.tar
https://s3.amazonaws.com/aws-storage-gateway-terms/sources_hyperv.tar
https://s3.amazonaws.com/aws-storage-gateway-terms/sources_KVM.tar
http://www.openssl.org/
https://s3.amazonaws.com/aws-storage-gateway-terms/THIRD_PARTY_LICENSES.txt
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Amazon Storage Gateway Bt &l

EAREEH | B EE X Storage Gateway WA M ES, BEMMAERFNER.
F

- BB

o AMREW A b E K

BB
TRIIE T EWEH,
DU RES 7%
BHBRAKRND 32TiB 16 TiB
(® Note

MENEEFELE T KPMEL
16 TiB MYTRER |, A U EE
JR%| Storage Gateway % ,
{BFH#EIE R | Amazon Elastic
Block Store (Amazon EBS)

%,
BRI R RS 32 32
MXxHArEEH E KD 1,024 TiB 512 TiB

M B WA A g & K

TRNFTERBOMKHEE T A HE FERI DN,
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B3] 217 (&) Z7F (&KX HEEFX HEEFKX H i HhER A
H) #) (&/ME) ( &XME) RS
Z1FEEMX 150 GiB 64 TiB 150 GiB 2 TiB —
EEERX — — 150 GiB 2 TiB — N ZA
BTE#S
@ Note

BAUNEFEN LEZPREE— MRS M TESRAREN A K2R,
EIMEMKXRNEFHLEZFXE , FSHEEH (ERUHEEREFH Amazon EC2 KA ) H
DIEFHE, MRZICHEEIBENEFRLEEFX , FOEXRI BRI D,
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Storage Gateway HJ API &%

BT EREEAN  EE T LUER Amazon Storage Gateway AP LA4RTE 5 R Bl B S BB R <,
AT 48 Amazon Storage Gateway 1€, BHRIFEREZMEIRE, HX Storage Gateway 7]
ANXEMiESNER , H5H (Amazon Web Services —f§2#) #H# Amazon Storage Gateway
Uity R AN B E

@ Note

EFF &R R Amazon SDKs B , tB A LAfEF Amazon Storage Gateway, Amazon SDKs
ERAT Java., .NET #1 PHP #J APl H#%E T IKE Amazon Storage Gateway API , \Tf&i{t 7
EHNRETS. BXTEFRIETENER , BSRTAREE,

FB

« Storage Gateway S EHERFRL
- NERH#ITER

o FRIRMB R

- BIE

Storage Gateway A ERE R IRk

RIS R IE IR A Storage Gateway &% POST i&EReT SMEAMIRL, BN HTTP IRk BEER
PURBIEXBERNEZAEE , BREHFERANERE. BROBHURKRTIEHEERREERNNE
B, BAXRDKRPNE | ERXAFFEE,

LUR RIS R T Activate Gateway 3 4 7 5 F U AR 3K o

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120425/us-east-2/
storagegateway/aws4_request, SignedHeaders=content-type;host;x-amz-date;x-amz-target,
Signature=9cd5a3584d1d67d57e61f1201f35102d6b3649066abdd4bf4bbcf@5bdof2f8fe2
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https://docs.amazonaws.cn/general/latest/gr/sg.html
https://docs.amazonaws.cn/general/latest/gr/sg.html
https://www.amazonaws.cn/code
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ActivateGateway.html

Amazon Storage Gateway

BMXAFERE

x-amz-date: 20120912T120000Z
x-amz-target: StorageGateway_20120630.ActivateGateway

LT RMMBETEE Storage Gateway KX POST ERAHIRL, THEHERII “x-amz” FFKHIFR
R Amazon$FENE, P M EAMFIERLITN HTTP ESHERANZBERL,

PR

Authorization

Content-Type

iR

BRFRKEEEXERNEMER | XEEETLIL Storage Gateway
EBERREANERENERRE, ZREWERXOTR (AETFHEE,
AN T RITH) -

Authorization: AWS4-HMAC_SHA456

Credentials= YourAccessKey /yyymmdd/region/storagegateway/aw
s4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-targ

et,

Signature= CalculatedSignature

HERIENIEZD |, B LS EYourAccessKey®E, AFAB (yyyymmdd),
Xig#, CalculatedSignatureIZRX IRk KIE I H Amazon V4 EHETEMN
ERRE, LENFMRELREER MiERH#TER PHTIHIL,

$# application/x-amz-json-1.1 F{EFTE &1 Storage Gateway
MIERWRNERE,

Content-Type: application/x-amz-json-1.1

Host FEREVRLEE@RZIZE RN Storage Gateway M Kim o i
W , storagegateway.us-east-2.amazonaws.com =XEBER
=B (BmEEMN ) XEM KSR, Bx Storage Gateway A Ais RN E %
§8 , 55 ® (Amazon Web Services —fi&Z %) H# Amazon Storage
Gateway i 5 F B 8 o
Host: storagegateway. region.amazonaws.com
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https://docs.amazonaws.cn/general/latest/gr/sg.html
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PR R
x-amz-date IRWAAE HTTP Date ¥R EiFRLH Amazon x-amz-date 12{ATE

B, (32 HTTP BEFRREXHFATFERIZEEDatetrk, ) HEE x-amz-
date #RkAY , Storage Gateway S7EiF R iF HA B 2 B&4E {7 Date #%
sk, x-amz-date BRAHAIZE YYYYMMDD'THHMMS'Z' #=XH 1SO86
01 Basic, tNRERfFEMADatefx-amz-date ¥ , N B PR
R#AH 18086 01,

x-amz-date: YYYYMMDD'T'HHMMSS'Z'

x-amz-target ZARLIEE API MR A LA R B EERVIRE, BFRFLEBEE S APl IR
AR APl B mEK , EERXUT,

x-amz-target: StorageGateway_ APIversion .operationName

BREBFE (B0 ActivateGateway “” ) AJBAM API 5+ #El, Storage
Gateway BJ APl &

X ERAITER

Storage Gateway BEXR B ER#ITZL , RIEFMEENENERNEHR, BEANZRESEHEITE
BFELE , NI ERER, MEREZRFEAANTREE -—BHEENERK. NEFHENBARNE
BIELNBERIANBBRL A ZH. BHERBRERFE , B ZETEEERT , EILER., ZZR
RIRMERM Authorization #RkM—E 5

EWREBIEHERE , Storage Gateway FERAEA TN ZERATIENR —BHFEREMNAAETRITE
LHE, MEMBZBEZERPHXZRMEMEE , N Storage Gateway LB iZiFER, BN , iFRGHKIE
“,

Storage Gateway X #fEfH Amazon LB A 4 HITHHRIE, HTESZENIBEUT2 N =ZMES :

- £5 1 BIEMEER

FIFERBTESR API fR7s 2013-06-30 269


https://docs.amazonaws.cn/general/latest/gr/signature-version-4.html
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A HTTP BREFHINAEHR. YREAATHR , BN Storage Gateway EEH T HE
B NS AR E M B R T BN A E — B,
. 152 HIREETHE

UE—NFHE  FRFHERAFEENNERFEERAETH -, ZFHFENNEFEFHE B
RHEEEEN, ERAY., FEBEFFRUARKA L-—ESHABHERNES, RIEEFNFF
RERBAH, KENMRFESNES.

- 15 3 BIEZE

FANEZERHFEBENENERCUELS  ZERESZIRMAAZHS  FEFRBARESH. ’KE
BANTEF ERMNENABFRIZERTS  ARERARITETEFHFRUE-—RIETHHFNES S
BIERS () HMACS,

KHILERITE

LT RBIEISET A ListGateways BIBZEMNFAEE . ZROIITAERELNSHITERENS
Z, HibsEiTE 5 E8E1E Amazon Web Services 1AL RNZEEZ A 4 N EHA,

TOIMBRELT &I

* 1ERAVETEIE N “Mon, 10 Sep 2012 00:00:00"GMT,
« IRRBERER (HEZHEM ) X

WA ERIEE (B JSON IEX) A :

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com
x-amz-Date: 20120910T000000Z

Authorization: SignatureToBeCalculated
Content-type: application/x-amz-json-1.1
Xx-amz-target: StorageGateway_20120630.ListGateways
{}

NES 1 BIEISTERITENFERIEEN N -

POST
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https://docs.amazonaws.cn/general/latest/gr/sigv4-create-string-to-sign.html
https://docs.amazonaws.cn/general/latest/gr/sigv4-calculate-signature.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.amazonaws.cn/general/latest/gr/signature-v4-test-suite.html
https://docs.amazonaws.cn/general/latest/gr/sigv4-create-canonical-request.html

Amazon Storage Gateway BRXAFERE

content-type:application/x-amz-json-1.1
host:storagegateway.us-east-2.amazonaws.com
x-amz-date:20120910T000000Z
x-amz-target:StorageGateway_20120630.ListGateways

content-type;host;x-amz-date; x-amz-target
44136Ta355b3678a1146ad16f7e8649e94fb4fc21fe77e8310c060f61caatf8a

ABERNKE—TREREXNKBHE. /A, EEIENTBERNE=ZITREZEN. XRRM
API ( S{E{T Storage Gateway APIs ) ;& B EHS .

EF 2 HEGEFHE NEEFNTER

AWS4-HMAC-SHA256

20120910T000000Z

20120910/us-east-2/storagegateway/aws4_request
92c@effabf9224ac752cal79a04cecbede3038b0959666a8160ab452c9e51b3e

ARZZBNFERNE—TREE , FTTRNAR , B=TRILEBEE , ZRE—TRES 1 #ILEHE
REVE FHE,

MNTF ES 3 BIEER  REBHARTN :

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120910"), "us-
east-2"),"storagegateway"), "aws4_request")

MR EFNFIHREZE , wlalrXUtnFEMI/KZTMDENG/bPXRfiICYEXAMPLEKEYfER |, MiTEHHNZ R
H

6d4c40b8f2257534dbdca9f326f147a0a7a419b63af349d9d9¢c737¢c9a0f4c81

BASBWENIME Authorization #isk. X TIERI 4 AKIAIOSFODNN7EXAMPLE , #58 (
TETFHEE, AMTHRITH) =& :

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120910/us-east-2/
storagegateway/aws4_request,
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https://docs.amazonaws.cn/general/latest/gr/sigv4-create-string-to-sign.html
https://docs.amazonaws.cn/general/latest/gr/sigv4-calculate-signature.html

Amazon Storage Gateway BRXAFERE

SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=6d4c40b8f2257534dbdca9f326f147a0a7a419b63aff349d9d9c737c9a0f4c81

R I R

FI;

=
o BRERRRB
o SEIRNE R

IR M B X Amazon Storage Gateway fFixSEFE R, XEHEIRAERBIFAFE
FEERRBRT, fl , MRBEREEFERE , BAXBEM AP I RHR B iR G154
InvalidSignatureException., {BR , ActivationKeyInvalid{UR[E ActivateGatewayAPI Y
BESRNKE,

RIFEREHMIER , Storage Gateway AIRERIREIBISN |, = F AJRERIATIR B GISA R LR R 8. &
i=NE R H R R T iR ZE 08 R R

RE

T &% T Amazon Storage Gateway APl %, % Amazon Storage Gateway
BEREEIRMBE , MEEXZTEEP—1RE, InternalServerError
InvalidGatewayRequestException REIREHIRNE RUESENREERABH BEESRNK
BOHERB) Z—.

VBN HE HTTP ARG

IncompleteSignatur EENEERTL, 400 £Bix1ER

eException

InternalFailure HTRELERANLBIR, FEIAHESBEE 500 AFRSF4E
SRALFR 5K K, S

InternalServerError —MRESRRIDEERESRNKE, 500 NSRS S

=
InvalidAction ERVIRIET R 400 £HiRER
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Amazon Storage Gateway

BMXAFERE

IE)N

InvalidClientTokenId

InvalidGatewayRequ
estException

InvalidSignatureEx
ception

MissingAction

MissingAuthenticat
ionToken

RequestExpired

SerializationException

ServiceUnavailable

SubscriptionRequir
edException

ThrottlingException
TooManyRequests

UnknownOperationEx
ception

UnrecognizedClient
Exception

h 74
HE

MW FRHPTEEIRMHR X509 iF
5 Amazon 58 Z4A ID,

BREERAE PHRERRNEER
Z_o

EMNTEHNBERLEZEEREEHNZEZ
FICHEE, RELEH Amazon 18 Z4H
MERF %o

BERPBERT —MREERETSH

\

BERUMBEEN ( EFMEY)
Amazon 7[R Z24A ID % X.509 iE$H,

FRES BRI ERTE (A 15
2 EIERN) |, BRRARIAFRAVESEIE
15 2%,

AL B iR, EH LR JSON
NBEHREBERY

BT BRSS 88 R A Im At UE T S BUE R &
Mo

Amazon 15 R %48 ID EEITFEZAR

%,
REOHE,
SES TS

FEE T KRHIRIE, Storage Gateway H

HYERAE BB T AR

BFRPEENRETHEER,

HTTP RS

403 ZE1E R[]

400 HHiRFER

400 fHiRER

400 fHiRER

403 ZE1E TR

400 fHiRER

400 $BiRER

503 fRSS A A A

400 £Hix1ER

400 FiRiBER
429 ERE %

400 #HiRFER

400 $BIRER

Ju
£
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BMXAFERE

IE)N

ValidationException

BRAEFEIRAT

h 74
HE

RMASBNETEBREBLTE,

HTTP RS

400 HHiRIFER

T %R E R T Amazon Storage Gateway 2EEIRB M ATLURE KT APIs & RKBZ AN
M5, REIFFEREERRE  SEFEPRAAN—MKRE ( InternalServerError M
InvalidGatewayRequestException) Z—,

BREEIRNBD

ActivationKeyExpired

ActivationKeyInvalid

ActivationKeyNotFound
BandwidthThrottleS

cheduleNotFound

CannotExportSnapshot

InitiatorNotFound

DiskAlreadyAllocated

DiskDoesNotExist

5% /%\

BEENMERHDY
o

EERREBRHTN

BT EENBER
Ho

KA REENTT IR
#lo

TESHEENRE,

BAEEENEE
FFo

EENHMEEDE.

EENBETFE,

iR E I £R IR A RD AV IR AE

ActivateGateway

ActivateGateway

ActivateGateway

DeleteBandwidthRateLimit

CreateCachediSCSIVolume

CreateStorediSCSIVolume

DeleteChapCredentials

AddCache

AddUploadBuffer

AddWorkingStorage

CreateStorediSCSIVolume

AddCache

BRAEEIRAE
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ActivateGateway.html
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddCache.html

Amazon Storage Gateway

BMXAFERE

BREHEIRNKD

DiskSizeNotGigAligned

DiskSizeGreaterTha
nVolumeMaxSize

DiskSizelLessThanVo
lumeSize

DuplicateCertifica
teInfo

EENHMEXRBL GB
NEEAL

EENEE N NET R
BERN.

EENHMEXMET &
BERN.

EENLHEEZE
ZiN

iR B b 55 IR RS AV R 4E
AddUploadBuffer

AddWorkingStorage

CreateStorediSCSIVolume

CreateStorediSCSIVolume

CreateStorediSCSIVolume

CreateStorediSCSIVolume

ActivateGateway

BRAEEIRAE
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ActivateGateway.html
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BRIEHRRE HE IR [E] bR IR B Y IRV
GatewayInternalError HH E P 5% R BB R 1R o AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateStorediSCSIVolume

CreateSnapshotFromVolumeRec
overyPoint

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage

ListLocalDisks
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListLocalDisks.html
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BRERIRKB SHE IRE PR IRRBRIRE
ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_StartGateway.html
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

Amazon Storage Gateway BRXAFERE

RS RN HE IR El £ IR B RV R4
GatewayNotConnected RBEEEEENMX, AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateStorediSCSIVolume

CreateSnapshotFromVolumeRec
overyPoint

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage

ListLocalDisks

BRAEHIRRD API jiZ< 2013-06-30 278


https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCache.html
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"errorCode": "VolumeNotFound"
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provided."
}

Storage Gateway HHYIR1E

B X Storage Gateway B{EM T , S (Amazon Storage Gateway APl &) HIIRIE,

51
T

API k7 2013-06-30 295


https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_Operations.html

Amazon Storage Gateway

BMXAFERE

(BMXAFER) NXHEAEIER

 API R : 2013-06-30

o XHYEFRILEFTETE : 2020 £ 11 A 24 H

T&RIERT1E 2018 F 4 ABEXR AT (Amazon Storage Gateway FAF1Em) RHTHEEEXR, E
REARXENEFBA , EALTE RSS Ko

TE
FSx X#HMx Al it Z EEA

FSx X#HMx Al it E EEA

NN T FF IS Sk PR e 3 EERTAY

prigdl

L

Amazon FSx X#Mx T
BRFEFFHK. FSxFile
Gateway FYIIE & 7 AT LA4R 4L
EFEFERAZES. X5 FSx
XHEMKELEE |, 5
E I EEXE,

Amazon Storage Gateway
M24 %10 A 28 B , #
EPRTBEM FSx File
Gateway, EfFAZRSE , &
MR Z A B ZAEM. FSx
File Gateway VIl B % A LA
HEFEFERAZRS. X5
FSx XHMRKLMTHEE |, 18
BRI EEXE,

Storage Gateway & E Hj U F
LI EH , Hh o aFRE
RENBREAR, ATF@BR
REM, MENZEMHNEE
BRFURI#TIEERN A, T
£, IUBEE-TRE , KA
HEFN BN LI KTT B
HKAAXLEEH, EXES
BE , BSHAERAREHEER

B #

2024 £10 A 28 H

2024 £9 A 26 H

202456 A6 H

API fR7s 2013-06-30 296


https://www.amazonaws.cn/blogs/storage/switch-your-file-share-access-from-amazon-fsx-file-gateway-to-amazon-fsx-for-windows-file-server/
https://www.amazonaws.cn/blogs/storage/switch-your-file-share-access-from-amazon-fsx-file-gateway-to-amazon-fsx-for-windows-file-server/
https://docs.amazonaws.cn/storagegateway/latest/vgw/MaintenanceManagingUpdate-common.html

Amazon Storage Gateway

BMXAFERE

Snowball Edge X3 & P ><
WEXEFEHEHR

BN THEAZE=SNAERN

M X IRE AY 15 B

B3 T HFEM CloudWatch 2

1#

Ok i P e e P D

L]

BH T HRBIBER

WX E#H ., Amazon Storage
Gateway

TEHEH 1 Snowball Edge %
& L REHEMX,

E , FRAE=AMNARERN
RRKRIEENRBERT 7E
RITROESHEMXERS
HRPTHITH. BXEZE
B, BZH,

Z CloudWatch HealthNot
ifications ERIMEEH
FREMXERFMENTS ,
HEWZERERATREMNX
EKHFMEHFEB. HealthNot
ifications #l
AvailabilityNotifi
cations WEWNEEBIZRED
EE#H. BXEZEER , B
¥ 7 ## CloudWatch BiRo

{Storage Gateway A F#g
) UEIEEH X MK
BRXKENER , AEDH

CEHMXAFER) M (B
MXxAFiEmE) , BMiEmE
RBEBX—TMREHNE
B. BXEZEE , BSH#
wRXAFEENSMXAFT
EE.

£/ Storage Gateway 2 #l
AOIEMEMXERNIREDS
EEH. BXEZEER , 2
7 I M <,

2024 3 A 14 H

202310 A 24 H

2023 10 A 2H

2022 3 A 23 H

2022 % 1 A 18 H

API hz 7 2013-06-30 297


https://docs.amazonaws.cn/storagegateway/latest/vgw/MaintenanceManagingUpdate-common.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/Main_monitoring-gateways-common.html#cloudwatch-alarms
https://docs.amazonaws.cn/storagegateway/latest/tgw/WhatIsStorageGateway.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/WhatIsStorageGateway.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/creating-your-gateway.html

Amazon Storage Gateway

BMXAFERE

AR O

X FE A TR MK Quest
NetVault Backup 13

S3 XM K EFE M M X

B M > 15 E M BR

R R PR X Windows
# Linux E&Y IBM Spectrum
Protect 8.1.10

FedRAMP £# %

Amazon Storage Gateway &
FlEFNEERARNEHEE
¥, BT EAvIE RMHIL
BE. N THIRFINEE , KIEm
PR EHEXEFEEER.
EXESEL  BEAESES
Ry B P>} o

BT P o< LT SRR R ER
Windows Server 2012 R2 =i #%
3 Windows Server 2016 tiz
1789 Quest B NetVault ackup
13. BEXEZER , BEH ‘&
F Quest NetVault Backup I
RIEMIRE",

NTEREFSEMKRRENE
FER 5 EREHTE M XM SN
XERAFER , BBRT —£F
HENEB,

BT M < L7 ST FFTE Microsoft
Windows Server # Linux £
iZ1T#9 IBM Spectrum Protect
8.1.10, AXEZER A 2
¥ IBM Spectrum Protect
MR BB

Storage Gateway IEFE
FedRAMP #rft, BXEZE
B , B35 Storage Gateway
SR,

2021 9 A 23 H

2021 8 H22H

20217 H21 8

2020 611 A 24 H

2020 611 A 24 H

API hzZ 2013-06-30 298


https://docs.amazonaws.cn/storagegateway/latest/tgw/managing-gateway-vtl.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/managing-gateway-vtl.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-netvault.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-netvault.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-netvault.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-tsm.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-tsm.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/storagegateway-compliance.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/storagegateway-compliance.html

Amazon Storage Gateway

BMXAFERE

ET I ReH RS

SEBNHTRNXTHEEE
fit 18 hn 4 %

MRIEE

X R R BB P write-once-
read-many (WORM) B R $"

Storage Gateway £ X #&
W EEH X M BM X ITE
FitRINHERE, BXE
%55 , BZHEM Storage
Gateway 24| 5 AE® KR

o

Storage Gateway I E N B F
BTN XZRFEIA 64 TB
WA EF  BERENEKR
TAEBESENRER 7 kiR
SR ARFN R, BX
BZEE , BSRANKHEE
A b R KD

Storage Gateway B X #4¥
REHEMKITBEIFHE I
M. BXEZEER , BSF
BEEBEFNETERXE
o

Storage Gateway 3%k il &
LT RENEN—XE
AZIRIEE (WORM), BT R
BHEIL B LIS ECERE
PEHF R EEXANER , M
M +3% 100 69 & E /T | B
PR B LE AR BRI LR . X BT
PRSI, AT 4% i m DA
BRET RIEXREBIRE, BX
BZEE , BEREATR
HYiE. 2&’E& WORM K EE
P HE R THRARLTEEER
BRBR R SR B P OB BN BT £
WEE. BEXEZER , B
7] —RBEAZIREEE (WORM)
BHE R

2020 11 A9 H

2020 11 A9 H

20209 A 10 H

2020 8 A 19 H

API hzZ 2013-06-30 299


https://docs.amazonaws.cn/storagegateway/latest/vgw/MaintenanceUpdateBandwidth-common.html#SchedulingBandwidthThrottling
https://docs.amazonaws.cn/storagegateway/latest/vgw/MaintenanceUpdateBandwidth-common.html#SchedulingBandwidthThrottling
https://docs.amazonaws.cn/storagegateway/latest/vgw/MaintenanceUpdateBandwidth-common.html#SchedulingBandwidthThrottling
https://docs.amazonaws.cn/storagegateway/latest/vgw/resource-gateway-limits.html#disk-sizes
https://docs.amazonaws.cn/storagegateway/latest/vgw/resource-gateway-limits.html#disk-sizes
https://docs.amazonaws.cn/storagegateway/latest/vgw/migrate-data.html#migrate-data-volume-cached
https://docs.amazonaws.cn/storagegateway/latest/vgw/migrate-data.html#migrate-data-volume-cached
https://docs.amazonaws.cn/storagegateway/latest/vgw/migrate-data.html#migrate-data-volume-cached
https://docs.amazonaws.cn/storagegateway/latest/tgw/CreatingCustomTapePool.html#TapeRetentionLock
https://docs.amazonaws.cn/storagegateway/latest/tgw/CreatingCustomTapePool.html#TapeRetentionLock
https://docs.amazonaws.cn/storagegateway/latest/tgw/GettingStartedCreateTapes.html#WORM
https://docs.amazonaws.cn/storagegateway/latest/tgw/GettingStartedCreateTapes.html#WORM

Amazon Storage Gateway

BMXAFERE

BERE AT MEFRE

EFHH Amazon X XiHEE

BRIBES

REIBAT A (FIPS) % 55

MRIEE

£ Storage Gateway 2% &

BET % CloudWatch 21§

X EFEEKRIPESLERE
(FIPS) i =

WiE , B LAEE Amazon
Storage Gateway 2% & 1T
BHRE, BXEZER &
2 ¥ A Storage Gateway &
iR,

DAL ERERER (HX%

HwM ) . XERS (HFEL
MAEEB ) . EEFEEB (dLinR

BRI )., XEAES (BHX
M) MMEX (PE) Xigi@
I FIPS im RBUEM K. BX
BZEE , BZH (Amazon
Web Services —fix5&) FH
Amazon Storage Gateway I

KRAMBE

Storage Gateway B X #4¥
B M F SRR EH
WEN. BXEZEEL &
SRAFBEBIFHMX.

W7z , BALAE Storage
Gateway #ZH|IEHEE

CloudWatch ik, BXxEZE

B, ES| 7 # CloudWatch
o

I

IIE , B LAE Amazon
GovCloud (US) Xig A&t
FIPS LimT KBUEMX. BN
BERMXER FIPS /R , 85
FIEREBRF R Eﬁﬁi“’ﬁ"lﬁl
KIEFE FIPS iR , BSH
B M EE S Amazon,

20208 A12 H

2020 7 A31H

20207 A31H

2020 5 A 29 H

202065 A 22H

API hz 7 2013-06-30 300


https://docs.amazonaws.cn/storagegateway/latest/vgw/hardware-appliance.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/hardware-appliance.html
https://docs.amazonaws.cn/general/latest/gr/sg.html
https://docs.amazonaws.cn/general/latest/gr/sg.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/migrate-data.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/Main_monitoring-gateways-common.html#cloudwatch-alarms
https://docs.amazonaws.cn/storagegateway/latest/vgw/Main_monitoring-gateways-common.html#cloudwatch-alarms
https://docs.amazonaws.cn/storagegateway/latest/vgw/create-volume-gateway.html#connect-to-amazon-volume
https://docs.amazonaws.cn/storagegateway/latest/tgw/create-gateway-vtl.html#connect-to-amazon-tape
https://docs.amazonaws.cn/storagegateway/latest/tgw/create-gateway-vtl.html#connect-to-amazon-tape

Amazon Storage Gateway

BMXAFERE

#7 Amazon Xi5

> # S3 Intelligent-Tiering 17
"

BT MR ERBMRERA T

&

X ¥ B o2

Storage Gateway IE1E3EMN 2020F 5 A7 H
(FFER) MM (K= ) X

i, BXEZER , S

% {Amazon Web Services —

fx5#£) FH Amazon Storage

Gateway ¥ = F B 8 o

Storage Gateway £ X #F S3
Intelligent-Tiering 173, S3
BREDPBRFHEETUET
HFFBEBERER AN S

{9 751 175 (8] /= SR AR 1L 776 BR

A MAXEMMERER=4EIZ
ERH. BXEZER S
% {Amazon Simple Storage
Service IFER) P A B3
HALEBFRMTELRNR
IR,

2020 4 A 30 H

Storage Gateway fFiZE## 20205 4 A 23 H
P 3c £ B RE VBT Y M RE IR

THERE , NTEREEB L2 8l

BRI ITEONER,. BX

BZER , BZH (Storage

Gateway AIF18F) FHETT

RESELEEEN

Storage Gateway UIE AT LL B
BB E LR . B W
< 7] LA B 30 A 22 5 49 R R
W, NTTEFERENK/NT
REHEE , ARNX LT
BATHEONARFSA ,
AT {55 22 404 55 REAE T~ (8] T
iz17. BXESFEE , B
) (Storage Gateway i F° 18
m) BRI

2020 54 A 23 H

API hZ 2013-06-30 301


https://docs.amazonaws.cn/general/latest/gr/sg.html
https://docs.amazonaws.cn/general/latest/gr/sg.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/storage-class-intro.html#sc-dynamic-data-access
https://docs.amazonaws.cn/AmazonS3/latest/dev/storage-class-intro.html#sc-dynamic-data-access
https://docs.amazonaws.cn/AmazonS3/latest/dev/storage-class-intro.html#sc-dynamic-data-access
https://docs.amazonaws.cn/storagegateway/latest/userguide/Performance.html#performance-tgw
https://docs.amazonaws.cn/storagegateway/latest/userguide/Performance.html#performance-tgw
https://docs.amazonaws.cn/storagegateway/latest/tgw/GettingStartedCreateTapes.html#CreateTapesAutomatically

Amazon Storage Gateway

BMXAFERE

¥ Amazon X5

SEET Linux RNZEE LA
(KVM) BEERF

% VMware vSphere & 0] F

3

Bés W< BT Amazon X35

Storage Gateway H 21
Amazon GovCloud ( EEXR
) mXHEH, BXEZE
2, #25/ (Amazon Web
Services —fi¥&&) Y
Amazon Storage Gateway I

KRAMBE

Storage Gateway TU1E AlF A
X EEBIE KVM E LT
AL, KVM L HBEHRKE

A A b W < BB M [E /Y Th S
Mg, BXEZEE , FS
) (Storage Gateway i F° 15
M) PHNEZEFNEDNEER

FHENER,

Storage Gateway MIEX IS
A M VMware , LAESBI{R
FEEIEABRZESY. B
BN B M &R &
[, BEXEZSER,
torage G ateway FiF#5/)
F Y i VMware vSphere &
ARAMSEERXESER.
LR A E T & e, BX
EZEER |, 55 (Storage
Gateway AP iEE) T

=1
BE,

BWHEMXIMEEEmEMN (X
®R¥ ) XEHEH, AXES
EE , 2% (Amazon Web
Services —fl¥&¥&) Y
Amazon Storage Gateway I

KAMBE

ESH (S

20203 A12H

2020 2 A4 H

2019 % 11 A 20 H

2019 9 H 24 H

API hzZ 2013-06-30 302


https://docs.amazonaws.cn/general/latest/gr/sg.html
https://docs.amazonaws.cn/general/latest/gr/sg.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/Requirements.html#requirements-host
https://docs.amazonaws.cn/storagegateway/latest/userguide/Requirements.html#requirements-host
https://docs.amazonaws.cn/storagegateway/latest/userguide/Performance.html#vmware-ha
https://docs.amazonaws.cn/storagegateway/latest/userguide/Performance.html#vmware-ha
https://docs.amazonaws.cn/storagegateway/latest/userguide/Performance.html#vmware-ha
https://docs.amazonaws.cn/storagegateway/latest/userguide/Performance.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/Performance.html
https://docs.amazonaws.cn/general/latest/gr/sg.html
https://docs.amazonaws.cn/general/latest/gr/sg.html

Amazon Storage Gateway

BMXAFERE

£ Linux £3X#F IBM Spectrum

Protect 7.1.9 , X TR M>x |

R AH™ A/NEHE 5 TiB

% ¥ Amazon CloudWatch B

oM

#7 Amazon Xi5

B} T 7€ Microsoft Windows
EET29 , M
EIE T Linux EiE1THY
IBM Spectrum Protect (Tivoli
Storage Manager) 7.1.9, &
XEZER , 82 H (Storage
Gateway AP iEmE) &
F 1BM Spectrum Protect Uiz
BHRE. A, XN TR
x , BRI RAKNDIE
M 25TiB 8% 5TiB, Bx
EZER , 5SS (Storage
Gateway AIF18F) FHETT
iR

WiE , B LAER Amazon
CloudWatch A4 & L4
Mx , BUIRBEXRERUAK
xRk EBRAETRREBE
H, BXEZEER , B5H
Storage Gateway f FFiERE
R IR BUE X M iz 1T 4R0R F T
b CloudWatch B &A%
HY B A,

Storage Gateway ¥ B £ &K
WX (&%) XL, Bx
BZELR |, BZH (Amazon
Web Services —fix5&) FH
Amazon Storage Gateway I

KAMBE

2019 9 A10H

2019 9 A4 H

2019 8 A14 H

API hzZ 2013-06-30 303


https://docs.amazonaws.cn/storagegateway/latest/userguide/backup-tsm.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/backup-tsm.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/backup-tsm.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/resource-gateway-limits.html#resource-tape-limits
https://docs.amazonaws.cn/storagegateway/latest/userguide/resource-gateway-limits.html#resource-tape-limits
https://docs.amazonaws.cn/storagegateway/latest/userguide/monitoring-file-gateway.html#cw-log-groups
https://docs.amazonaws.cn/storagegateway/latest/userguide/monitoring-file-gateway.html#cw-log-groups
https://docs.amazonaws.cn/storagegateway/latest/userguide/monitoring-file-gateway.html#cw-log-groups
https://docs.amazonaws.cn/general/latest/gr/sg.html
https://docs.amazonaws.cn/general/latest/gr/sg.html

Amazon Storage Gateway

BMXAFERE

¥ Amazon X5

% #1E Virtual Private Cloud
(VPC) HBUER <

X R E T M S3 Glacier
Flexible Retrieval #3) %l S3
Glacier Deep Archive

T4 Er Windows B SMB X

= ACLs

Storage Gateway ¥l 21
R(BM) XE#HE, Bx
BZELR |, BZH (Amazon
Web Services —fix5&) FH
Amazon Storage Gateway I

KRAMBE

M1 , BWAILAE VPC HBCEN
Ko WA LATE AR b 1% 2
ET=ME#EMIRRE 276
BABEEE, BXEZER,
2| 7E Virtual Private Cloud
FBUE MK

BIIE AT LURTE S3 Glacier
Flexible Retrieval 173
FHENEDRF BT S3
Glacier Deep Archive 73 |
PINTIE 2SR5 = W= S ) O
FEEE. BXELER , B
R 5g M S3 Glacier Flexible
Retrieval ¥# %] S3 Glacier

Deep Archive,

X FX4EMx , fRILFE A LAE
F Microsoft Windows i [A]#2
#%) & (ACLs) RIZHIX RS
EHEMR (SMB) XHHEMS
ml, BXEZER , BZHE
F Microsoft Windows ACLs #%
HXt SMB XHHZ/ 15 RIXER

o

2019 7 H29H

20196 A20 H

2019 5 A28 H

2019 5 A8 H

API hzZ 2013-06-30 304


https://docs.amazonaws.cn/general/latest/gr/sg.html
https://docs.amazonaws.cn/general/latest/gr/sg.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/gateway-private-link.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/gateway-private-link.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/managing-gateway-vtl.html#moving-tapes-vtl
https://docs.amazonaws.cn/storagegateway/latest/userguide/managing-gateway-vtl.html#moving-tapes-vtl
https://docs.amazonaws.cn/storagegateway/latest/userguide/managing-gateway-vtl.html#moving-tapes-vtl
https://docs.amazonaws.cn/filegateway/latest/files3/smb-acl.html
https://docs.amazonaws.cn/filegateway/latest/files3/smb-acl.html
https://docs.amazonaws.cn/filegateway/latest/files3/smb-acl.html
https://docs.amazonaws.cn/filegateway/latest/files3/smb-acl.html

Amazon Storage Gateway

BMXAFERE

5 S3 Glacier Deep Archive §
BX

Storage Gateway B4R & 1E
BRI HE

5 £ /X Amazon Backup

B M X5 S3 Glacier Deep
Archive £ TE—iE, HIE ,
& T LATE S3 Glacier Deep
Archive 7714 RE #L BT SR 38
NEPHBEETF. BXEZE
B, BZRAEEENET,

Storage Gateway BEH4i&Z I
EEMMEL, BXESE
B, &5 (Amazon Web
Services —fi¥&&) Y
Amazon Storage Gateway &
HigEXE. i, BIEE
AT LUK Storage Gateway W& 4
RE EMATAF#HM 5 TB N
12 TB , HHREWHERE M
FEHRF 10 Gb UAAM KL N
+. BXEZER , BZHIR
BEERNESHRR.

Storage Gateway S5
Amazon Backup., Tt , &
ATLAE A& 3£ A Amazon
Backup Storage Gateway &t
T FFY Tl B9 A5 3t b 55 B
RAERF. BXEZER , S
& B ENS,

2019 3 A 27 H

2019 2 H25H

20191 A 16 B

API Rz 7 2013-06-30 305


https://docs.amazonaws.cn/storagegateway/latest/userguide/managing-gateway-vtl.html#archiving-tapes-vtl
https://docs.amazonaws.cn/general/latest/gr/sg.html#sg-hardware-appliance
https://docs.amazonaws.cn/general/latest/gr/sg.html#sg-hardware-appliance
https://docs.amazonaws.cn/storagegateway/latest/userguide/appliance-quick-start.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/appliance-quick-start.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/backing-up-volumes.html

Amazon Storage Gateway

BMXAFERE

3 ¥ Bacula Enterprise &1 IBM

Spectrum Protect

> $# Storage Gateway BE#i%
&

BT M < P72 X #F Bacula
Enterprise 1 IBM Spectrum
Protect, Storage Gateway
ML B ARARY
Veritas NetBackup. Veritas
Backup Exec # Quest & 17
NetVault I , B AT LAFEAIX
EZONARFRBEZGE
Amazon S3 H E#EFHEM
¥l ( S3 Glacier Flexible
Retrieval % S3 Glacier Deep
Archive ) ., BXEZEE ,
BS A& O RN A
HRXIRE,

Storage Gateway B4 & S
RESE=SRFHELMLEN
Storage Gateway ., &1
BAM Amazon Web Services
Management Console & 1%
Bo ZIRZBAIBAAE M. ®
wHMEMX, BXEZSEER ,
B REH Storage Gateway
g%,

2018 £11 A 13 H

2018 9 A 18 H

API hzZ 2013-06-30 306


https://docs.amazonaws.cn/storagegateway/latest/tgw/GettingStartedTestGatewayVTL.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/GettingStartedTestGatewayVTL.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/hardware-appliance.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/hardware-appliance.html

Amazon Storage Gateway

BMXAFERE

5 Microsoft System Center
2016 Data Protection Manager
(DPM) YA M

XRS5 H BIR (SMB) %

TEXHHRE,
R b7

ZEFEMEL

B M X IEE Microsoft
System Center 2016 Data
Protection Manager (DPM)
RE, UE , BAILUMER
Microsoft DPM i 1E & 4
Amazon S3 HEEFHEIM
W6 ( S3 Glacier Flexible
Retrieval % S3 Glacier Deep
Archive ) ., BXEZE
B, BZHEA Microsoft
System Center Data Protectio
n Manager MiAERRE,

343 A SR T X
BRSS 3254 S8 (SMB) B %
B, EXESEL , LA
BXAHE,

WiE , B LAER Amazon
Key Management Service
(Amazon KMS) B A X #4#£
2. EESELDHTHHE
BITINE, BEl, AR
Amazon Storage Gateway API
mITIRE. BXESEER
BESHMERA Amazon KMSH#EIT
BEMNE,

2018 7 A 18 H

2018 6 A 20 H

2018 6 A12 H

API hzZ 2013-06-30 307


https://docs.amazonaws.cn/storagegateway/latest/userguide/backup-DPM.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/backup-DPM.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/backup-DPM.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/GettingStartedCreateFileShare.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/GettingStartedCreateFileShare.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/encryption.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/encryption.html

Amazon Storage Gateway

BMXAFERE

%f NovaStor DataCenter / A MRIIESF 6.4 5 7.1 2018 £ 5 A 24 H

Network B9 3%

FHAER

NovaStor DataCenter/Network
. You can now use NovaStor
DataCenter/Network X , BJfF
B BIER 4 F Amazon S3
HEZTFHBIBELEMW (S3
Glacier R 7ERZR D S3 Glacier
Deep Archive ) o BEXE%
88 , B2 H £ NovaStor
DataCenter /Network Ui, & Ay
BB,

TRIERT 2018 F£ 5 A 2 BIHIE Amazon Storage Gateway AF B ATHRTITNEEE X,

B

% #F S3 One
Zone_lA 1FfE3E 5

wEy X

¥ # Amazon S3
FHEBRFEEE
H., BiFEFESRM
FIACLs %,

DU

FNFXHMK |, BIEATLERE S3 One Zone_IA 4E

AXHHZNERINTFHE, EHLE#ESE  BUE

Amazon S3 A ENATAHRXPEFENREE. BXE
LZELE , BSRMEXHHE,

BHEMXAEEL A#X (#HMNEK ) XL, Fx
HMELR |, HS U Amazon Web Services X8 i
Storage Gateway,

ERAXHMx , ZIMEALAEMKRTH A Amazon S3
ERBRFEEEREBEH, BEXESER , BSH
Storage Gateway APl & H ) RefreshCache.html,

BB , RERRIRNE (M ARFREBAEA
%) NEREB N HRZEA,

BB MK, RIS MRE B NFS XHHEM
S3 FRBNAMAERFEEEHNR,

EX A

2018 F 4 A4 H

20185 4 A 3 H

2018 3 A1 H

FHEH

API hzZ 2013-06-30 308


https://docs.amazonaws.cn/storagegateway/latest/userguide/backup-novastor.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/backup-novastor.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/backup-novastor.html
https://docs.amazonaws.cn/filegateway/latest/files3/GettingStartedCreateFileShare.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_RefreshCache.html

Amazon Storage Gateway

BMXAFERE

EK

% #F Dell EMC
NetWorker v9.x

HE X

XX EEEH
A MIME 20750

Support #
VMware ESXi
Hypervisor iR Z<
6.5

5 Commvault 11
RE

MR X
Microsoft Hyper-V

EEERF

iR
BREZER , BERLIENHHE,

Hid 5 M X B TE X 3F Dell EMC NetWorker v9.xo BUIE ,
&T LAE R Dell EMC NetWorker vO.x 8 #E% 15 I
Amazon S3 , RAFEEEFEMFIELFM ( S3 Glacier &
SER R S3 Glacier Deep Archive ) » BEXEZER
BZHEEA Dell EMC MR EHY 1R B NetWorkero

Storage Gateway FIEZKMN ( BR ) XiE#EH, &
XiIFMELR , 525 Amazon Web Services X8 1%
Storage Gateway,

ME , EANFS XHHRENMEXHTIE LEE
Amazon S3 f§ , XX LmBRIEBEH, BXES
f§8 , 1527 Storage Gateway APl & NotifyWhe

nUploaded# #Y,

NHEMKRMEARBEXGHT BERHMNE LETRY
MIME X8, BXEZER , FEHEEXMHHE,

Amazon Storage Gateway I 7E£ 1% VMware ESXi
EENEBRREFRA 6.5, X2IMA 4.1, 50, 5
A, 55 M 6.0 XHRENWTE. BXEZFEE , B
] ZXENEEEFMENER,

BHEMXIES Commvault 11 8., IE , B
£ Commvault FF##E= 5 F Amazon S3 HEEF
REIBEA1E6% ( S3 Glacier Flexible Retrieval 5 S3
Glacier Deep Archive ) ., BXEZEE , BSHAE
A Commvault IR RHVRE

DE & T LAFE Microsoft Hyper-V BB F LB X #
Mx, BXREE , FERZIIENEERERFNENE

SV
“JNo

EXHH

2018 2 A 27 H

2017 £ 12 A 18
H

2017 £ 11 A 21
H

2017 9 A 13 H

2017 9 A 12 H

2017 £6 A 22 H

FHEH

API hzZ 2013-06-30 309


https://docs.amazonaws.cn/filegateway/latest/files3/GettingStartedCreateFileShare.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-emc.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_NotifyWhenUploaded.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_NotifyWhenUploaded.html
https://docs.amazonaws.cn/filegateway/latest/files3/GettingStartedCreateFileShare.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-commvault.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-commvault.html

Amazon Storage Gateway

BMXAFERE

EK

TEE=ZZERANN
AN ERPER
BT

HE X

NXHHZEREN
B

MNMHEHENEEF
R B9 32 85

X B X

Amazon E33 34
W< X1 EC2

5 Arcserve 17 Y
HAM

iR

NF#EHEMX , BIMEAURE=ZZEENPEANER
FHERE R . SR R LA TE M 10 B A AR P AR SR
B (VTL) EAZHFHBEE, AXESER | 5
FAERHMT ERARER.

Storage Gateway MEETL AKX ( F3X ) XKigi#H,
BXRIEFMEE , ES P Amazon Web Services XiF %
¥ Storage Gateway,

XHEMRIMEFEBETUR MBI R ZRE, BINE
A LA MR ZIZE squash MRIFET, BEXEZE
B BZHELEXHHRE,

AR <BIAE 7] LATE Amazon S3 FERPER B Mx
ERIBEEBABRHEFLERENMBMI BRI R,
BEXEZEER |, 555 APl 3#RefreshCache®H,

FNFEEFELEM*X , Amazon Storage Gateway MEX I
MNIESREENINEE. BXRERENESRFER  B5
FHRES,

Amazon Storage Gateway IR T £ Amazon #
B MK TIEE EC2, BAILERIEERHEKX
AM EC2 | 1229 Storage Gateway Amazon R & &
(AMI) TEX0 B30 /5 3 XIS, B < In4AT 1 22 3244 ) <
HEHILBE EC2 KHl LWEER , BSRAIERNZE
Amazon S3 MK = 8l E H BUE Amazon FSx X #
Mx. BXMAIBEHXHEMX AMI NER , BSHE
Amazon EC2 £l L#FE S3 XHMKXHKIE Amaz on
EC2 EH LB FSx XM X,

BHEMXIES Arcserve 17 8. SOEAER
Arcserve H#IEZ % 2 Amazon S3 HE#EFMEF S3
Glacier Flexible Retrieval. BEXEZEEL , HSHEA
Arcserve Backup r17.0 MR &R E .

EXHH

2017 5 A 23 H

2017 £5 A 02 H

2017 3 A28 H

2017 £3 A 16 H

2017 2 A8 H

20171 A 17 8B

FHEH

API fR7s 2013-06-30 310


https://docs.amazonaws.cn/storagegateway/latest/tgw/managing-gateway-vtl.html#tape-usage
https://docs.amazonaws.cn/filegateway/latest/files3/GettingStartedCreateFileShare.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_RefreshCache.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/managing-volumes.html#clone-volume
https://docs.amazonaws.cn/filegateway/latest/files3/create-gateway-file.html
https://docs.amazonaws.cn/filegateway/latest/files3/create-gateway-file.html
https://docs.amazonaws.cn/filegateway/latest/filefsxw/create-gateway-file.html
https://docs.amazonaws.cn/filegateway/latest/filefsxw/create-gateway-file.html
https://docs.amazonaws.cn/filegateway/latest/files3/ec2-gateway-file.html
https://docs.amazonaws.cn/filegateway/latest/files3/ec2-gateway-file.html
https://docs.amazonaws.cn/filegateway/latest/filefsxw/ec2-gateway-file.html
https://docs.amazonaws.cn/filegateway/latest/filefsxw/ec2-gateway-file.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-arcserve.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-arcserve.html

Amazon Storage Gateway

BMXAFERE

B
HE X

HE X

IR

Backup Exec 16

5 Micro Focus
(HPE) Data
Protector 9.x &

HE X

iR

Storage Gateway M EERMN ( £ ) XE#HLH, B
REMELR , HSH Amazon Web Services X8 Z#
Storage Gateway,

Storage Gateway FIEEMEX ( B ) XiFiEH, &
KiFMELR , 5P Amazon Web Services Xi3 15
Storage Gateway,

BR T M < FMEH WK< |, Storage Gateway IMERL IR
MXHEMK, XHEMIFRSMEDRGRZAESE—
R, R AT ALARAES DI (Bl , R4
%4 (NFS) ) #£ Amazon S3 FE#ERIKREXT R, FIH
3%, ATLARF Amazon S3 YT RIEN NFS EH R L
9 SR 1T IR R

BT M X< 5 Backup Exec 16 %%, D& , BRI LUE
A Backup Exec 16 F##ER 14 2 Amazon S3 HE#

EF BB ALIZ6 ( S3 Glacier Flexible Retrieval 5 S3

Glacier Deep Archive ) ., BXEZER , FZHAE

F Veritas Backup Exec JIi# 8HViRE o

BT M < BLFE 5 Micro Focus (HPE) Data Protector
9.x BB, BIERLUER HPE Data Protector % #E
%12 %] Amazon S3 HE#7F14%I S3 Glacier Flexible
Retrieva, BXEZEE |, S #EH Micro Focus
(HPE) Data Protector JUli##&BY 1% & o

Storage Gateway M1 EEEXE R ( B BM ) XE#
H, BXFMER , S Amazon Web Services X
15 X #F Storage Gateway,

EXHH

2016 £ 12 A 13

H

2016 £ 12 A8 H

2016 & 11 A 29
H

2016 £ 11 A7 H

2016 £11 A 2H

2016 & 10 A 17
H

FHEH

API fR7s 2013-06-30 311


https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-BackupExec.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-BackupExec.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-hpdataprotector.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-hpdataprotector.html

Amazon Storage Gateway

BMXAFERE

EK

Storage Gateway

2Hl A BRI

5 Veeam Backup
& Replication V9
Update 2 S E & iR
BHFRBM

EKNBNRE
IDs

HE X

XFEFHEHEK 512
TiB WS

Xt Storage
Gateway 7S ith 22
AN EM MK ER
Mig58

iR

Storage Gateway EEEFHI AL T EHIZIT , B
EmEMtEiE, EEMBGRENMNx, SMNELH
W, AFAENEREAUFBENUE , HRMHEQER
Amazon BR% ( Hl40 CloudWatch 1 Amazon EBS ) B9
BEEEE, EXEZER , HZH B S M Amazon
Storage Gateway,

W MRXIIE S Veeam Backup & Replication V9
Update 2 SRE S ARAS ( BN 9.0.0.1715 RE SMRA ) 3
B, D1 , B LAEA Veeam Backup Replication V9
Update 2 S E & IR A G IER 14 E Amazon S3 H B
FRBIBEHLE6 ( S3 Glacier Flexible Retrieval 5 S3
Glacier Deep Archive ) H, BXEZER , BZHAE
Fi Veeam Backup & Replication JUif#EHIRE .

Storage Gateway IDs ABFMRE 5| A T B AT
B, BALRSE, REMEAZFEN Amazon RIRE
EK ID BX, BXEZER |, S T f# Storage
Gateway FREFMEIR IDso

BEMXHEELAR (BR ) XE#HE, BXESE
B, 53 Amazon Web Services X35 X Storage

Gateway.

WNFFES , BFNERSTUME 32 NS , &
NEEBHRAN 16 TB , RRIFHEN 512TiB. &
REZER , B2 HATFHEEMFAmazon Storage
Gateway Bt &l

—NER R EPFTE#MTNER/DNEME 1 PB, B
KEZEER , 158 Amazon Storage Gateway BE#l.

&I TE A LATE Storage Gateway 134 & iR E R
VM i 2 HE BN EE, BXEER , B2 FM Storage
Gateway 2l &% EXRHIZH & F1E,

EXHH

2016 £ 8 A 30 H

2016 £ 8 A 15 H

2016 4 A 25 H

2016 £F3 A 21 H

FHEH

API fR7s 2013-06-30 312


https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-Veeam.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-Veeam.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/StorageGatewayConcepts.html#storage-gateway-stored-volume-concepts

Amazon Storage Gateway

BMXAFERE

BEX

B Dell EMC
NetWorker 8.x #Y
REAM

¥ 6.0 iR
VMware ESXi EE#
HMEBREFLE
)l Linux 7 iSCSI
=hrk

TEEERKX
1024 TiB W E1F%

¥ VMwareESXi
EHEEREFH
B9 VMXNET3 (10
GbE) P& iEH 2

=30

MERELER

Xt Storage
Gateway 7= ith {2 %l
AN STHUHFE
#

iR

B MAXIMIES Dell EMC NetWorker 8.x & %&., M
£, A LAEA Dell EMC NetWorker [N #E% 45
Amazon S3 , ARFEEEFEHFIELFM ( S3 Glacier &
sER 3= S3 Glacier Deep Archive Deep Archive ) o
BXEZER , BZHMEA Dell EMC MHEHNIRE
NetWorker,

Amazon Storage Gateway I X VMware ESXi [
BN EERERF 6.0 IRFILLIE L Linux 7 iSCSI B3
. BXEZEER  BZAZIENEEEFNINE
R MZTXEFH ISCSI BEF

HRAEE TS  ZNEAEITEES TAAMX
BRAENELEEESN EECHENMX AT .
ETXH , SRR ERNAEHEHBENXEE
BEMXNEE, BREZER , B5H EEBMX,

NFERFE , FNERZAUME R /)N EHESE , 8
NEEBRAN 32TiB , RAEFHEN 1024 TiB. &
RXEZER , B RERESEHMAmMazon Storage
Gateway B,

B EHNMKXIEERE VMware ESXi BN EERR
FL, Nl EMxEFHEE N FEREREFRE,
VMXNET3 BXEZEE | BSH M & M E&ER

&,

Storage Gateway W& = LEERESE 78 120
MB , && FEERRESE THF 20 MB.

Storage Gateway Z<ith#22 il & B 5 #7 H B B /L Th BEX
758 , NMEBTHITEN £S5, BXEZER |, &
SR BEMXME.

EXHH

2016 2 A 29 H

2015 % 10 A 20
H

2015 9 A 16 H

FHEH

API fR7s 2013-06-30 313


https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-emc.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-emc.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/StorageGatewayConcepts.html#storage-gateway-cached-concepts

Amazon Storage Gateway

BMXAFERE

B
XS PREEAY ST

5 Quest ( BI&H
#/R ) NetVault
Backup 10.0 #93&
N3

iR

Storage Gateway ME X FRIFIRIC. IE , BALR
Mx, BMEDEFTRINGL , LMEFRNHEERTE
fle. BXEZEE , BZH fric Storage Gateway &
R

B MAXIMEES Quest NetVault Backup 10.0 3 &,
MAE , YRATLABER Quest NetVault Backup 10.0 $F3k
EZ B E Amazon S3 , ARBEETFTHEIELFMH (S3
Glacier RE# &8 S3 Glacier Deep Archive ) o B3
FZEER , 55 RFEA Quest NetVault Backup Uizt &
WiRE,

EX A

2015 9 A 2H

20156 AH22H

FHEH

API fR7s 2013-06-30 314


https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-netvault.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-netvault.html

Amazon Storage Gateway BRXAFERE

B iR EREH

> #0416 TiB 176% Storage Gateway MEX T 16 TiB FEEH T 124 2015% 6 A3 H
BRTEHEENMNXx BRXIEE, BAERKRZALIEE 12/ 16 TiB 176
RiE & BRKE#HZBEHN192TiB. BEXEZER | 55

R F A EN,

¥ Storage

Gateway A2 dl IE , BALBERERR (EW CPU &L, RS

ALENRERFERL KDFRAM) BEEERBIUNMNXEEET,. BXEZE

& B, B2 EEEANMXRERBRESR EFELEHNN
XRERBRRS,

X # Red Hat

Enterprise Linux 6  Storage Gateway Il 1£ X #F Red Hat Enterprise Linux 6

iSCS| Bz~ iSCSI Bz F. BXEZELR , BSH RBEEMRW
EZR,

IR AEFELLT Storage Gateway it FIE T

£ Storage Gateway #Z#l&H , BIMETUEF LIX
RIS REEFRN AR MK ARt E, BXES
BE , BEH EERXEMN,

Storage Gateway FFEIRMH T APl , BRI LAEHZ
API R3IHEEZRFHEN ISCSI BaIEF. B
XEZER |, ESH (API &) HH ListVolum
elnitiators,

X #F Microsoft Storage Gateway M 7E X #F Microsoft Hyper-V &3 201544 A 30 H
Hyper-V BEBEF  FRZA 2012 #1 2012 R2, X2 Microsoft Hyper-V

MRAS 2012 12012 EEEFMA 2008 R2 XiFRHN T, BEXEZE

R2 B L BEZH ZXHFNEEREFANENER,

BHEH API fR7s 2013-06-30 315


https://docs.amazonaws.cn/storagegateway/latest/vgw/StorageGatewayConcepts.html#storage-gateway-stored-volume-concepts
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumeInitiators.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumeInitiators.html

Amazon Storage Gateway

BMXAFERE

EK

5 Symantec
Backup Exec 15
B

TFiESH CHAP &
BRI UE % #

Support X 5.1
# 5. VMware
ESXi 5 MRERIHLE
BRERF

F 1 Windows
CHKDSK tf T &

iR

BT M xS Symantec Backup Exec 15 &, I
£ , BAILAEA Symantec Backup Exec 15 M IER
3 E| Amazon S3 HEEFHEIFRAIEFEM ( S3 Glacier
Flexible Retrieval 5} S3 Glacier Deep Archive ) 1, &
KREZER , ESEA Veritas Backup Exec JIli# &

BiRiB .

Storage Gateway I X F N FH BB E CHAP 54
Kif, BXEZEL , BSRNBEE CHAP /K

i,

Storage Gateway I £ X % VMware ESXi EE#IH1EE
BRFRA 5.1 M 5.5, BRitbzs , £ VMware ESXi
LN EERFRAE 41 M50, BXEZER 5
F FXEFNEEEFNENER,

Storage Gateway Il 7£ X% Windows CHKDSK KA T
5, BUUFEARSSATERRIISNTEEAIEES
tHEIR, BXREZER , F2RAEES R,

EXHH

2015 4 A6 H

20154 A 2H

2015 3 A 30 H

2015 3 A 04 H

FHEH

API fR7s 2013-06-30 316


https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-BackupExec.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-BackupExec.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/GettingStartedCreateVolumes.html#GettingStartedConfigureChap-stored
https://docs.amazonaws.cn/storagegateway/latest/vgw/GettingStartedCreateVolumes.html#GettingStartedConfigureChap-stored
https://docs.amazonaws.cn/storagegateway/latest/vgw/troubleshoot-volume-issues.html#troubleshoot-volume-issues.VerifyIntegrity

Amazon Storage Gateway BRXAFERE

BX iR EchBAH

5£ K Amazon Storage Gateway Il 2 5 & 5 Amazon CloudTrail, 2014 £ 12 A 16
CloudTrail LA#3k  Amazon CloudTrail #3R#&H Amazon Web Services H

APl @ H Tk F° A B Storage Gateway = X% Storage Gateway

RHEAPLHERA |, R BSX M EaEEEENIT
D@ S3 7. AXEZER , BEH BRNKE

Amazon Storage Gateway.

AR AEFELLT Storage Gateway iU FIE T

DE , SNXEFHNRBB[REERN , FIREEE
FRETILESRHE (2SR EEE Amazon#y
NE ) NELHET. BXREZER , BSRNELER
SRR RS E LT

BHEH API fR7s 2013-06-30 317


https://docs.amazonaws.cn/storagegateway/latest/tgw/Main_TapesIssues-vtl.html#recovery-tapes
https://docs.amazonaws.cn/storagegateway/latest/tgw/Main_TapesIssues-vtl.html#recovery-tapes

Amazon Storage Gateway BRXAFERE

BEX iR EXHH
EEZ208BHN  HEMNXNESUTRHRERE 2014 11 A3 H
TRERBHFRE

lli L]

Symantec Backup Exec 2014

Microsoft System Center 2012 R2 Data Protection
Manager

Veeam Backup & Replication V7

Veeam Backup & Replication V8

BIE |, BADAE A X T A 249 3R 44 7= m 1 Storage
Gateway E IR FE (VTL) R ##ER 14 2 Amazon S3
HEFEFHIFRENEMS ( S3 Glacier Flexible Retrieval
=% S3 Glacier Deep Archive ) 1, BXEZER , H5
) 58 A & 0 B SR RSB R IR B o

Storage Gateway MERM T 5 —f A THRZ ARG
T ERESR,

R A 2 FEE M Amazon Storage Gateway it F1E
#o

FOMM# X (3£2£5%  Storage Gateway MEERGH ( ZZX7E ) XiFi#H, 2014 £ 10 A 23
&) X BXiFMEE , B2 Amazon Web Services Xif &= H
¥ Storage Gateway,

HEAR ECIENAAEMXBRGTRBANAITET, #FX 201455819 H
B, ALK EIBEXRTH, SBENHENN A, £
HENBEMXG , BUUSAERSERETFES. &
FEHENHTMXRENHE-—LSUHHA, BXEZER  F
SRR MK,

BHEH API fR7s 2013-06-30 318


https://docs.amazonaws.cn/storagegateway/latest/tgw/GettingStartedTestGatewayVTL.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/create-tape-gateway.html

Amazon Storage Gateway BRXAFERE

B iR EXAH

5 Symantec BT M < FE S Symantec Backup Exec 2012 3% 2014 £ 4 A 28 H
Backup Exec 2012 &, £ , LA LAEA Symantec Backup Exec 2012

RE FHFHEZ D2 Amazon S3 H B ZEFMBIENEME

( S3 Glacier Flexible Retrieval % S3 Glacier Deep
Archive ) H, BXEZER | HSRFEA Veritas
Backup Exec MR RHVRE

Xt Windows . 2014 1 A 31 H
Server S & MR EHAEEH Windows Server kBB EE
B L (WSFC) #8158 , Storage Gateway FEXF %

PMENER -SSR, BR , HAREHR WSFC, Il
TREFZANENER —NEXREK

Support ¥
VMware ESX 53] Storage Gateway £ R AT LB ZBEN ESX 4
A EEEMEE, XAERARZELSNVMsE R HLIRE

RETWEHRFREMAT —MHERL R,

X #7E Storage .
Gateway 2t & Storage Gateway I 7£ Z #F1E Storage Gateway Z<ih

& FHTERBES BHEERHRITHRETRS. BXERMTFHM LR
TREESNWER , HZR £ B AR#EG S L
PATHES = £ BRI ARG A ERITES. Bx
£ EC2 k4| L EEEHAMKX LHITERHEEFHEE |
BEZF1E Amazon EC2 Rt # & EHITESHE
Amazon EC2 AKih#ZHl & FHITES.

BHEH API fR7s 2013-06-30 319


https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-BackupExec.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/backup-BackupExec.html

Amazon Storage Gateway BRXAFERE

B iR EREH

¥ RE ARG B Storage Gateway F A& HF RZEET =N FMEE 2013%F 11 A5H
(VTL) 5|l A APl $Zi#ESR |, &AM IT FREES Amazon FEEMEE
FRZ8 2013-06-30 MER. RTBMX ( ZFENEF®SE ) 5\, Storage

Gateway MEEZHFEMXEURETE (VTL)o X FEN

X, ZRZ A REFRXEE 10 MELIRET RS8R,

BRI IRZIEF9 MR SCSI & , kA

WA ZPNAEFTERERENATIE, BXEZE

B | 55 (Amazon Storage Gateway A F{5) &

MMTEW

| ERmmER | BSERERAN TERE (%
).

BT RERBT X |, B R ERT MK,

3 # Microsoft Storage Gateway Il 7 A 7 it X >< ZBE £ Microsoft 2013 % 4 A 10 H
Hyper-V Hyper-V E#{L & £, £ Microsoft Hyper-V EE&

X ABER I EE ST AR A ib Storage Gateway 5
2£HE. EF A Microsoft Hyper-V S3EBMNx | 55
RZXEFENEEEFMNENER,

X ¥ Amazon £ Storage Gateway M ZREBEL S # M ItER (LS  2013F 1 A 15 H
EhE M EC2 #h EC2) FEBM X, BA LA FIRMEMN Storag EC2

e Gateway AMI £ &5k 5 /5 3 P < SE 45l Amazon Web

Services Marketplace, EF A Storage Gateway

AMI EBEM X , FHSFE HEMXEEEHE Amazon

EC2 241,

BHEH API fR7s 2013-06-30 320


https://docs.amazonaws.cn/storagegateway/latest/tgw/StorageGatewayConcepts.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/StorageGatewayConcepts.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/create-tape-gateway.html
https://www.amazonaws.cn/marketplace/pp/B00AZ4Q6MM
https://www.amazonaws.cn/marketplace/pp/B00AZ4Q6MM

Amazon Storage Gateway

BMXAFERE

BEX

SEEFEE M
H T API BRA
2012-06-30

iR

I RA S | Storage Gateway 5| A T XN EEEHHN X
¥, EESTRERLYT BA M FM#EM R , XEEER
FHNAEFRENLEHHENEERAGR, &AL
BIBBREEIA 32 TiB WEMS , NN AREFR
SEENHEZRRN ISCSI &%, BERFEBEANKEY
fZf%1E Amazon Simple Storage Service (Amazon S3)
P MRABEHEANERNBENEES 2BFHE
Kb ZEESHP, BEEEFES , BUUNEZIRERER
R (HIMAE BN EHEAE ) £ Amazon
S3, [ A ERKLIER G R W BIFEE AR E 7M.

TEbhR A A | Storage Gateway &S| A T —NETEY API
R ZARABR T XIFHBIIRIEZS | R BT ERE
REBFEEFS

BXF T Storage Gateway BERFRNEZER , S
5 EM XK THERE,

AR EHNHRE. AR |, B ELEET W

%,

EXHH

2012 10 A 29

H

FHEH

API fR7s 2013-06-30 321


https://docs.amazonaws.cn/storagegateway/latest/tgw/create-tape-gateway.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/create-tape-gateway.html

Amazon Storage Gateway

BMXAFERE

EK

API Fl IAM X #5

XEFBSIP

#ism

iR

TEbhR AN A | Storage Gateway 5l AT APl X3 LA K3
Amazon ldentity and Access Management(IAM) B9 3Z
o

APl X1 - GBI ET U REAXEENER
Storage Gateway &ifR. BEX APINEZEER , &
2% (Amazon Storage Gateway FF$88) S
Storage Gateway #J APl $&,

IAM %5 - R Amazon Identity and Access
Management (IAM) , & B] LA8I22 A - HiE IAM
REEREEF P X 2K Storage Gateway % IJRAY
HERR. BX IAM REEHRE] , EZH Amazon
Storage Gateway I & HiF R EE. Hx IAM
MWEZEELE , H5 M Amazon Identity and Access
Management (IAM) i#1& T H.

EMETUNREFXISESS P, GXESEL
S BEMXA%.

X2 Amazon Storage Gateway Fi FIEFEHY B NRAS o

EX A

20125 H9H

2012 3 A5H

20121 H24 8

FHEH

API fR7s 2013-06-30 322


https://www.amazonaws.cn/iam/
https://www.amazonaws.cn/iam/

Amazon Storage Gateway BRXAFERE

B MR 1R B RY A4 1 B

XERFHABRT EMRRENEMEAH TSN E RN EFTNRE, XHNBE. SMRIER
AER R H B B ME — MR SRR,

A LUBII 7 Storage Gateway 2 #| &P EFE MK FHAE EREKREEMXBNREFRAS , HEF
AELTF LT AREMN Amazon CLI e 58 DescribeGatewaylnformationAPI #4E :

aws storagegateway describe-gateway-information --gateway-arn
"arn:aws:storagegateway:us-west-2:123456789012:gateway/sgw-12A3456B"

WA S 1E API IR SoftwareVersion FEFIR[E,

(® Note
EUTRRT , IXT2BERFRAER

© PR TELRS.
* MXEEBTAIFRABSHIEERMSF,
- MXFEEF FSx XHMX,

A% T ateway V olume G ateway EFMNEZEL , SRS I RN ERINB S EF FNEFHITR ,
ESRERH Storage Gateway e Gateway 2 H AEE WX EH, Amazon

RITHH AR A b &Ll

2025-05-01 2.12.8 - EHTRERENRHET
Z, URSHFMRNANEN
KNEZEMEMMERE

2025-04-01 2.12.7 s BN TRERGNEMHT
Z  UREHMKXMNANER
RN EHEMMERE

2025-03-04 2.12.6 s BN TRERGSNE M
Z RS HMXMINER
R EHEMMEsE

API fR7s 2013-06-30 323


https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.amazonaws.cn/storagegateway/latest/vgw/MaintenanceManagingUpdate-common.html

Amazon Storage Gateway BRXAFERE

RITHH AR A KA

2025-02-04 2125 - EFTRERSENRM4 T
=, URSHFMRMINE N
RILREHMERE

« BRT B EREM K ATEE
FHER AR HY B &

2025-01-07 2123 - EFTRERGANR4 T
=, URSHFMRMINE N
RILZEHNERE

2024-12-06 2122 - BN TRERGANRHT
Z , URESHFMRMUNE N
KN BZEMENIERE

2024-11-06 2.12.1 s BN TRERGNEMHT
E RS HMXMNINER
RO EHEMMERE

2024-10-03 2.12.0 « BRTMXERRMXRHYF
E# 5 iSCS| BHRFL =
B 3) EFEES N EE
- ENTRERENERMG4T
R, UREEFRXMNANEN
R Z 2 HEFIMERE

2024-08-30 2.11.0 s BN TRERGSNE M T
Z, UREHMXMNINER
RO ZEMMERE

2024-07-29 2.10.0 - ENTRERENERM4T
R, UREEFRXMNNEN

KL LM ERE
- HEHRBENIEEANEE

API fR7s 2013-06-30 324



Amazon Storage Gateway

BMXAFERE

&1THE

2024-06-17

2024-05-28

2024-05-08

2024-04-10

2024-03-06

2023-12-19

2023-12-14

AR A R

29.2 . B TRERSHRMLET
% LUERBHRANAEN
MRS MERMRE

2.9.0 o BETHRGEFREAMX
EFAtE

c BOTRTHEEMSETRN
HiEEmE

2.8.3 - fRRT £ SOCKS5 AR
55 22 AT Y & B )

2.8.1 « BRRT 2.8.0 HE AN
55 F B &
« REITEH
- BUE T REEMAE

« B8 T MR R G5 AT i
Y (NTP ) A4 [E &

2.8.0 - B THRERGNERM4T
,UREFMRNZ LM
Mt re
- REWNTEH

2.7.0 - B TRERGSNEMS T
E,URSHMxNEZEH
Mikge

2.6.6 o« HEFRRA

API fR7s 2013-06-30 325



Amazon Storage Gateway BRXAFERE

AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,

API fRZX 2013-06-30 ccoxxvi



	Amazon Storage Gateway
	Table of Contents
	什么是卷网关？
	卷网关的工作原理
	卷网关
	缓存卷架构
	存储卷架构



	入门 Amazon Storage Gateway
	报名参加 Amazon Storage Gateway
	创建具有管理员权限的 IAM 用户
	保护 IAM 用户

	正在访问 Amazon Storage Gateway
	Amazon Web Services 区域 支持 Storage Gateway

	设置卷网关的要求
	硬件和存储要求
	的硬件要求 VMs
	Amazon EC2 实例类型的要求
	
	存储需求

	网络和防火墙要求
	端口要求
	Storage Gateway 硬件设备的网络和防火墙要求
	允许通过防火墙和路由器进行 Amazon Storage Gateway 访问
	为您的 Amazon EC2 网关实例配置安全组

	受支持的管理程序和主机要求
	受支持的 iSCSI 启动程序

	使用 Storage Gateway 硬件设备
	设置 Storage Gateway 硬件设备
	物理安装硬件设备
	访问硬件设备控制台
	配置硬件设备网络参数
	激活 Storage Gateway 硬件设备
	在硬件设备上创建网关
	在硬件设备上配置网关 IP 地址
	从硬件设备中移除网关软件
	删除 Storage Gateway 硬件设备

	创建网关
	概述 - 网关激活
	设置网关
	连接到 Amazon
	检查并激活

	概述 - 网关配置
	概述 - 存储资源
	创建卷网关
	设置卷网关
	将卷网关连接到 Amazon
	检查设置并激活卷网关
	配置卷网关

	创建存储卷
	为您的卷配置 CHAP 身份验证

	将卷连接到客户端
	连接到 Microsoft Windows 客户端
	连接到 Red Hat Enterprise Linux 客户端

	初始化和格式化卷
	在 Microsoft Windows 上初始化并格式化卷
	在 Red Hat Enterprise Linux 上初始化并格式化卷

	测试网关
	备份卷
	使用 Storage Gateway 备份卷
	Amazon Backup 用于备份您的音量
	从 Amazon Backup查找和还原卷


	接下来该做什么？
	针对实际工作负载调整卷网关存储的大小

	在 Virtual Private Cloud 中激活网关
	为 Storage Gateway 创建 VPC 端点


	管理卷网关
	编辑基本网关信息
	添加和扩展卷
	从恢复点克隆缓存卷
	查看卷使用情况
	删除存储卷
	将您的卷迁移至不同的网关
	创建恢复快照
	编辑快照计划
	删除存储卷的快照
	使用适用于 Java 的 Amazon 软件开发工具包删除快照
	使用适用于 .NET 的 Amazon 软件开发工具包删除快照
	使用 Amazon Tools for Windows PowerShell删除快照

	了解卷状态和转换
	理解卷状态
	了解连接状态
	了解缓存卷状态转换
	了解存储卷状态转换

	将数据移至新网关
	将存储卷移至新的存储卷网关
	将缓存卷移至新的网关虚拟机


	监控 Storage Gateway
	了解网关指标
	Storage Gateway 指标的维度

	监控上传缓冲区
	监控缓存存储
	了解 CloudWatch 警报
	为您的网关创建推荐的 CloudWatch 警报
	为您的网关创建自定义 CloudWatch 警报
	监控卷网关
	使用 Amazon 日志获取卷网关运行状况 CloudWatch 日志
	使用 Amazon CloudWatch 指标
	衡量您的应用程序和网关间的性能。
	衡量网关与 Amazon间的性能
	了解卷指标


	维护网关
	管理 Storage Gateway 的本地磁盘
	确定本地磁盘存储量
	确定要分配的上传缓冲区的大小
	确定要分配的缓存存储的大小

	配置额外的上传缓冲区和缓存存储

	管理的带宽
	使用 Storage Gateway 控制台更改带宽限制
	使用 Storage Gateway 控制台实施基于计划的带宽限制
	使用更新网关带宽速率限制 适用于 Java 的 Amazon SDK
	使用更新网关带宽速率限制 适用于 .NET 的 Amazon SDK
	使用更新网关带宽速率限制 Amazon Tools for Windows PowerShell

	管理网关更新
	更新频率和预期行为
	开启或关闭维护更新
	修改网关维护时段计划
	手动应用更新

	关闭网关虚拟机
	启动和停止卷网关

	删除网关和移除关联的资源
	使用 Storage Gateway 控制台删除网关
	从本地部署的网关中删除资源
	从部署在 VM 上的卷网关中移除资源

	从部署在 Amazon EC2 实例上的网关中移除资源
	从部署在 Amazon 上的缓存卷中移除资源 EC2



	使用本地控制台执行维护任务
	访问网关本地控制台
	使用 Linux KVM 访问网关本地控制台
	使用访问网关本地控制台 VMware ESXi
	使用 Microsoft Hyper-V 访问网关本地控制台

	在 虚拟机本地控制台上执行任务
	登录到卷网关本地控制台
	从 Storage Gateway 控制台设置本地控制台密码

	为本地网关配置 SOCKS5 代理
	配置网关网络
	测试网关到互联网的连接
	在本地控制台中为本地网关运行存储网关命令
	查看您的网关系统资源状态

	在 Amazon EC2 本地控制台上执行任务
	登录您的 Amazon EC2 Gateway 本地控制台
	EC2 通过 HTTP 代理路由部署在上的网关
	测试网关网络连接
	查看您的网关系统资源状态
	在本地控制台上运行 Storage Gateway 命令


	卷网关的性能和优化
	优化网关性能
	推荐的网关服务器配置
	在网关中添加资源
	优化 iSCSI 设置
	向应用程序环境添加资源


	Amazon Storage Gateway 中的安全
	Amazon Storage Gateway 中的数据保护
	使用数据加密 Amazon KMS
	为您的卷配置 CHAP 身份验证
	查看和编辑 CHAP 凭证


	Amazon Storage Gateway 的身份和访问管理
	受众
	使用身份进行身份验证
	Amazon Web Services 账户 root 用户
	联合身份
	IAM 用户和群组
	IAM 角色

	使用策略管理访问
	基于身份的策略
	基于资源的策略
	访问控制列表 (ACLs)
	其他策略类型
	多个策略类型

	Stor Amazon age Gateway 如何与 IAM 协作
	SGW 基于身份的策略 Amazon
	SGW 基于身份的策略示例 Amazon

	SGW 内部 Amazon 基于资源的政策
	Amazon SGW 的政策行动
	Amazon SGW 的政策资源
	Amazon SGW 的策略条件密钥
	ACLs 在 Amazon SGW
	带有 SGW 的 ABA Amazon C
	在 Amazon SGW 中使用临时证书
	转发 Amazon SGW 的访问会话
	Amazon SGW 的服务角色
	SGW 的 Amazon 服务相关角色

	适用于 Storage Gateway 的基于身份的策略示例
	策略最佳实践
	使用 Amazon SGW 控制台
	允许用户查看他们自己的权限

	Amazon Storage Gateway 身份和访问疑难解答
	我无权在 Amazon SGW 中执行操作
	我无权执行 iam：PassRole
	我想允许我以外的人 Amazon Web Services 账户 访问我的 Amazon SGW 资源


	Amazon Storage Gateway 的合规性验证
	Amazon Storage Gateway 中的弹性
	Amazon Storage Gateway 中的基础设施安全
	Amazon 安全最佳实践
	登录和监控 Amazon Storage Gateway
	Storage Gateway 信息位于 CloudTrail
	了解 Storage Gateway 日志文件条目


	排查网关问题
	故障排除：网关离线问题
	检查关联的防火墙或代理
	检查是否正在对网关的流量进行 SSL 检查或深度数据包检查
	检查虚拟机监控程序主机上是否出现停电或硬件故障
	检查关联的缓存磁盘是否有问题

	故障排除：网关激活期间的内部错误
	解决使用公有端点激活网关时出现的错误
	检查所需的端口
	确保防火墙安全性不会修改从网关发送到公有端点的数据包
	检查网关时间同步

	解决使用 Amazon VPC 端点激活网关时出现的错误
	检查所需的端口
	确保防火墙安全性不会修改从网关发送到 Storage Gateway Amazon VPC 端点的数据包
	检查网关时间同步
	检查 HTTP 代理并确认关联的安全组设置

	解决使用公有端点激活网关且同一 VPC 中有 Storage Gateway VPC 端点时出现的错误
	确认 Storage Gateway VPC 端点上启用私有 DNS 名称设置未处于启用状态


	排查本地网关问题
	允许帮助 Amazon Web Services 支持 对本地托管的网关进行故障排除

	排查 Microsoft Hyper-V 设置
	Amazon EC2 网关问题疑难解答
	过了一会儿您的网关并未激活
	您在实例列表中找不到您的 EC2 网关实例
	您创建了 Amazon EBS 卷，但无法将其连接到您的 EC2 网关实例
	您无法将启动器连接到网关的卷目标 EC2
	您在尝试添加存储卷时收到一条消息称“无可用磁盘”
	您希望删除一个分配为上传缓冲区空间的磁盘来减少上传缓冲区空间
	进出 EC2 网关的吞吐量降至零
	你 Amazon Web Services 支持 想帮忙排除 EC2 网关故障
	您想使用 Amazon EC2 串行控制台连接到您的网关实例

	排查硬件设备问题
	您无法确定服务 IP 地址
	如何执行出厂重置？
	如何执行远程重启？
	您在何处获得 Dell iDRAC 支持？
	您找不到硬件设备序列号
	在何处获得硬件设备支持

	排查卷问题
	控制台显示您的卷未配置
	控制台显示您的卷无法恢复
	您的缓存网关无法访问，您希望恢复数据
	控制台显示您的卷处于 PASS THROUGH 状态
	您要验证卷的完整性并修复可能的错误
	您的卷的 iSCSI 目标未在 Windows 磁盘管理控制台中显示
	您要更改卷的 iSCSI 目标名称
	您计划的卷快照未创建
	您需要移除或更换出现故障的磁盘
	从应用程序到卷的吞吐量降为零
	您网关中的一个缓存磁盘遇到了故障
	卷快照处于 PENDING 状态的时间长于预期时间
	高可用性运行状况通知

	排查高可用性问题
	运行状况通知
	通知：重启
	通知： HardReboot
	通知： HealthCheckFailure
	通知： AvailabilityMonitorTest

	Metrics


	卷网关的最佳实践
	最佳实践：恢复数据
	从虚拟机意外关闭中恢复
	从故障网关或 VM 恢复您的数据
	从不可恢复卷恢复您的数据
	从出现故障的缓存磁盘恢复您的数据
	从受损文件系统恢复您的数据
	从不可访问的数据中心恢复您的数据

	清理不必要的资源
	减少卷上的计费存储量

	其他 Storage Gateway 资源
	部署和配置网关 VM 主机
	为卷网关部署默认 Amazon EC2 主机
	为卷网关部署自定义 Amazon EC2 实例
	修改 Amazon EC2 实例元数据选项
	将 VM 时间与 Hyper-V 或 Linux KVM 主机时间同步
	将 VM 时间与 VMware主机时间同步
	在主机上配置半虚拟化 VMware
	为网关配置网络适配器
	将网关配置为使用 VMXNET3网络适配器
	为多个网关配置网关 NICs
	在一台 VMware ESXi 主机上配置多个网络适配器
	在 Microsoft Hyper-V 主机上配置多个网络适配器


	将 VMware vSphere 高可用性与 Storage Gateway 配合使用
	配置您的 vSphere VMware 高可用集群
	从 Storage Gateway 控制台下载 .ova 映像
	部署网关
	（可选）为集群 VMs 上的其他人添加覆盖选项
	激活网关
	测试您的 VMware 高可用性配置


	使用卷网关存储资源
	从网关中移除磁盘
	从托管的网关中移除磁盘 VMware ESXi
	从托管于 Microsoft Hyper-V 上的网关中移除磁盘
	从托管于 Linux KVM 上的网关中移除磁盘

	在亚马逊网关上管理 Amaz EC2 on EBS 卷

	获取网关的激活密钥
	Linux (curl)
	Linux (bash/zsh)
	微软 Windows PowerShell
	使用本地控制台

	连接 iSCSI 启动程序
	从 Windows 客户端连接到卷
	将卷连接到 Linux 客户端
	自定义 iSCSI 设置
	自定义您的 Windows iSCSI 设置
	自定义您的 Linux iSCSI 设置
	为卷网关自定义 Linux 磁盘超时设置

	为 iSCSI 目标配置 CHAP 身份验证

	Amazon Direct Connect 与 Storage Gateway 一起使用
	获取网关设备的 IP 地址
	从 Amazon EC2 主机获取 IP 地址

	了解 Storage Gateway 资源和资源 IDs
	使用资源 IDs

	标记 Storage Gateway 资源
	使用标签

	使用 Storage Gateway 的开源组件
	Amazon Storage Gateway 配额
	卷的配额
	为网关建议的本地磁盘大小


	Storage Gateway 的 API 参考
	Storage Gateway 必需的请求标头
	对请求进行签名
	实例签名计算

	错误响应
	异常
	操作错误代码
	错误响应
	错误响应示例


	Storage Gateway 中的操作

	《卷网关用户指南》的文档历史记录
	早期更新

	卷网关设备软件的发布说明
	

