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Amazon Systems Manager & Amazon B ARFHERNWREPL , R ESHZEHENL L
FlinEEMARA R , AIUAEHAMEN L LRE,

Systems Manager By T{EJRE

TE#ER T —L Systems Manager ThREINAI X MY ERIMITIRE, ZBREBREFEIIEE. ZEX
BB MNMEENRE#H#IT T %85,

1. Access Systems Manager ( 17718 Systems Manager ) — £/ T % 7] %3,z — /518 Systems
Manager,

2. Choose a Systems Manager capability ( #%£$# Systems Manager Zh&t ) — #E B it Th e 7] SAHS BH IR
RITEXNRFEHRITHRE, ZBRRABTT ITEELH DevOps AZATEERRANARFNERN—
LIh8E,

3. WAFMALE - Systems Manager HRIFEHAF, ARACRERERITERIEENWRIEMEN
Amazon |dentity and Access Management ( IAM ) IR, MRBEMBEHREREATR , MET
R _E121TH Systems Manager Agent ( SSM Agent ) $i1T#R{E, X FE LB EFIR , Systems
Manager 1T EMIRER S H M Amazon Web ServicesiBE LAX & Systems Manager #1171
(=

4. Reporting ( 8% ) — Systems Manager, SSM Agent F1E {118k Systems Manager $117 RS #Y
Amazon Web ServicesIR &R A, Systems Manager A BAURPIRZS #4145 B & 15445 H ftt Amazon Web
Services ( IR EBEE ) -

5. Systems Manager operations management capabilities ( Systems Manager IREEEIIEE ) - WS
J& A Systems Manager REEEIhAEE , 4]0 Explorer OpsCenter # Incident Manager , €154
REBRERFESIENYE , AN RPHE4RER. XETHOTFEREIER ( Opsltems )
=, Systems Manager EEERE A URENNARFNRENEZERR , ARTEIEER
RIAR , UHBBHERE,

THERE 1
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Amazon Cloud

VPC

=00 e
II;I Amazon CloudWatch
State Manager { L‘
Linux, Windows, and

Inventory v
MacOS instances

{\\' e Maintenance Windows Amazon Simple Storage Service
@ PR {:E:} “|I| ST (Amazon $3)

&
|
Amazon Management ||v
= Incident Manager gﬁa

Console Patch Manager OpsCenter, Explorer,
=00 ~ .
Session Manager Amazon EventBridge

Fleet Manager { j—)

Y

Systems Manager

Linux, Windows, and —:f—b
[ [ e [ ] MacOS instances Amazon CloudTrail
¥ ¢ B
Fleet of loT devices Corporate data center E Other cloud provider

Systems Manager Zh#g

Systems Manager fFZhEE D H R TH A, BEFESNEF TR FUATHREXENIENESZE
B,
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NARFER

Application Manager

Application Manager #58h DevOps T2 IME A 18 N AR FMEFF IR E DB EMFRMA]

#9 Amazon BIR[E, £ Application Manager # , NARBFRE—NEFLEHER - L

JUIZ{THY Amazon BIRHEEA, WEBANURTNARFNTRRAE, BEGWAE
PULRBFREARKEE, NASFERHD Application Manager 1% 8% Amazon Elastic
Kubernetes Service ( Amazon EKS ) 1 Amazon Elastic Container Service ( Amazon ECS ) &
£, Application Manager % Amazon Web Services#] Systems Manager JHEEMIZEEERE
F|# 4 Amazon Web Services Management Console™,

AppConfig

AppConfig #BiZtIE, EBURTENARFEEMINEENRIC. AppConfig XIFUZIEHFXEE
FMEEXRPHINARER. SR LU AppConfig & Amazon EC2 3l EEER M AREF. Amazon
Lambda &g, BHINABRFILEKRE—EFEH. A THLEEBRENAREFEN HINENE
ix , AppConfig @ERIFREF. RIIBFREAEEREIRE , LAREMBENVEEEE I/E,
EEREIBHIE , AppConfig MIENARFUHRIBERIT,. NMRREZEITHFERIDBEMEE

& , AppConfig FEIRE R AZARE R DX R AREF AP HRE,

Parameter Store

Parameter Store IRt Z M7 EFM#E K ATHRERREREENZAEE, AIANER, BEEFH
B8, Amazon Elastic Compute Cloud (Amazon EC2) 3241 ID, Amazon Machine Image (AMI) ID
MFAERBEREFERNSHRE, TLNETRENEXEAINERE. A5, TAEANESH
B4 TE B E— & Bk 5| XY RI{E.

TEEHE
TEEEE

Change Manager @ — M TEFEEEER , ATiEKR, i, XEMNESNAEFEENERM
RENIEETE, MREFEH Amazon Organizations , AINEANEREERA K, , EEZA
Amazon Web Services Xif %/ Amazon Web Services IkF° WEE, HE , BIFEH AR
WP, B LAEEE A Amazon Web Services IK~ B E, {#£H Change Manager 7] & XX}
Amazon BRMA i IPERFRNEE,

NARFER 3
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Automation

£/ Automation ( B3It ) ATEsIHITERNEF NBEBES. SRAERBLIBME R
Amazon Machine Images (AMIs), MAEKZHZEFFAIENER. £ Windows Server Ll L EER
B, 7 Linux 56| L EE SSH Z48 , HNA OS #h TR ARFEH.

E&RA

Change Calendar A] # By & E I EIREMIZE B BRIt ESEE ( S0 , Systems Manager E3)
1LZ1TF M ) BENAFBETE Amazon Web Services i H#14T. 7£ Change Calendar # , X L35
EMANEH, EELE Change Calendar BB, BfF0I1EK A ChangeCalendar #Y Systems
Manager XX 44 #£ Change Calendar F , SRS XA R 774 iCalendar 2.0 $i3E. &R MNE
Change Calendar & B WEHNHR N ZXEN —3 2. B LUE Change Calendar SLE A F 35
MEH , REFEA .ics MENZBENE=FBHSAEH,

AR

f£/ Maintenance Windows AJ A ERXERHINEABMITR , LESTEUNLZEITNEHREE
BES |, A2l S < B EReE,

TRERE
RETRAREEESNZZNEDPEENE Systems Manager — 2 B B9 EAT it E 4o
Compliance

£/ Compliance ( &Mt ) ATRMEWFEERT ANE , LT BHTSARNEET — K,
A LAMZ A Amazon Web Services 6 #l Amazon Web Services X1i3, FIREH R ESHIE |
RERATBIEANBERF. MUANBERT , EAMERERBEX Patch Manager 4 State
Manager <BXHI EMMELIE, FHEALEE ITRULSEREELRSHOUEBCHERAMRR,

Fleet Manager

Fleet Manager 2 —M&—WWAFRE (Ul) £% , I EEREEETR. A Fleet Manager ,
B UM — N EH B EFENMBENE TR MRS, B8 7 UM B MR E ML FI R ERE
DENZEFEHITERLNSEHRNEETS, XTEEFEBZMAXHEANE. Windows EMRE
B, B#ERGAFEES,

Inventory

Inventory AT BZIMITMIEERGIPIRERHFTERNRE, BUER Inventory WEB XN AR
FF. X, B, T SRR THIE.

TREE 4
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Session Manager

£/ Session Manager AI@E & T KM — XX H Shell I Amazon CLI KEE Amazon
Elastic Compute Cloud (Amazon EC2) 3k4il, Session Manager 12t Z 4 B 0] & it#i &% & M
SAIER  EEITAAMRO, #FEL2 N HEE SSH %4, Session Manager & 7] LR Z
BTFERIERENEFZRHRNBEN L TR, FRARZESIERARITEDLEIRZ LA E
HFHEENTLARITEL , ANEB LKA KAFENE —BXBEFLAHRZNL&KIREMN EC2
24, EfEMA Session Manager , XM ASREHER, EXRXEZEE , BSRITHASHEHE
=,

Run Command

f£A Run Command AILAZEE S XZ L, AHE#EERENTSMWEE, /8 Run Command
EILTANSEEENMNEEXT RN ENRE L RITIREER , HIINEHNAERFRIZ1T Linux Shell B2

F1 Windows PowerShell 5%

RESEERR

£/ State Manager AJBZ{LIMTERERN T RRFNMARERSH IR, BATLERA State
Manager R ENEERNT REBNERSERGHTSISES , MAEAD Windows 15 ( X PR
Windows Server T & ) REA BT ERGEFHFHITEBH

Patch Manager

£/ Patch Manager ATAABE R M HEXEMR AR BN ERBHNTEIEERNTRAHITE,
BRI LAE A Patch Manager KN AREREMBAEFN4NT . (£ Windows Server t , R ATE
FXEFNRFEH Microsoft XA N AREF. )

FALINEE , BAUEBERENTIRREEREANIT , RAELEIMNARKNIT SEARSHX
EITNABABIEERNT 24, Patch Manager AT EE | Hh ALl BERATFEIT XA
JLRA B AT AN , LR —RINEHIEMDHIELNINT . BRILUBSFHEINZHERESR
Systems Manager £# B BRESZKZT , EHRELZEMANT , T UBERZEERNFEERX T /BT
1B xh,

X F Linux BIERSE | BRI SUE LI EMIZENT 2EN -0 AT EIMEE. XH , Ttk
EATRLEENRALAFEE , EHUTUBARRLZESENFREPHERH. XT Linux , B&E
RBPEFMREATRENEAE , MFRRXEBRAXRNBEERERLETNE, EETUERER
EERIEFRR S3 FREBNINTIHRE. XTENMREXATR , HREDSEIUTENFREHHTHEAE
B RTAAREATRNRE , NEHRDS DI THRE.

TREH 5
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Distributor

£ A Distributor AIASIZRH4EHFEeMEHBBREERNTT K. FIA Distributor , HAIAFEEH
BT A5 ER Amazon BENRERHES ( &1 AmazonCloudWatchAgent ) , LA{EFE Systems
Manager RFER TR LZEK, HFEARERHIE , E A LLEA Distributor 13k M B REMEIEX
HIRRA | HENIT R E T ORI X R E USRI . Distributor R IR ( SINRHESD ) K
75 2] Systems Manager B R T =,

Hybrid Activations
ENEENZEIREAMNFEECZ HENRENRERNT R , BRIBESHE. THBER , £85I

B —/NBUERIEH 1D, LB H ID LA-53TheE (20 Amazon Elastic Compute Cloud (Amazon EC2)
M ID MAEZ] , ATRUENEENXEHXS Systems Manager FRE#H 1T L 251,

MREAFEA Systems Manager EEBB iR % , BT AR B &R CIRBCE,

EEEE
Incident Manager

Incident Manager @ — NE#EEEGH A , IKBAFSBINREFWHE Amazon RENAREFH
=4,

Incident Manager @3B AN & F 0, TEERMEABESRBEARRHIMETIEFRSZ G
HZ1T , NMREEBHMERF R, Incident Manager B AT LB ZhH TR THR] |, H 2108 5234 B RA
IR

Explorer

Explorer  —NA HE XA RERSIENR , ATHREBX Amazon RIFHES. Explorer AILE R
&9 Amazon Web Services Ik #F[E Amazon Web Services XiF F IR EHIE (OpsData) #Y
REWE., £ Explorer 1 , OpsData @& 48X Amazon EC2 3£, T AMHEFAEENIRET
YETR (Opsltems) B9 TTEIE. Explorer £ EAEXMMAELZ B VKN HAREF A2 E Opsltems, &
fMBERtE LB UR N MAERBIE LN E T, BALLFE Explorer XS B 31T 0 AT
%, UNERRESEHEXNT B NSEXREENIE £, EERSHERBZR , B EH
OpsCenter ( Systems Manager B —fIhgE ) 1217 B 3Lz 1T F M H R RIX L[|,

OpsCenter

OpsCenter Rt 7 — M OMIE , SEIRIIMIT ZLARTEZVEESE,. REHBRE
Amazon IR < BVIRIET/ED (Opsltems), OpsCenter E 4858 $ 11 Amazon %R #Y 7] B Y

T}
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TR RATE, Lk Systems Manager ThEEES IRES R & ¥R &ML Opsltems , FRHEHEXEAN
Opsltem, #B3% Opsltems X E RN LT REHIE. OpsCenter b2t 7 A A F#FR[BE A
Systems Manager BaI{LiZ21TF M. BALLHNEA Opsitem IEEAIERNBEXEIE, BIET
BRSMREE BNEKK Opsltems HHAFHERE.

CloudWatch Dashboards

Amazon CloudWatch #Z#|E 2 CloudWatch ##lAFWAIBENTE , A FEEMNUEF K
2RR , ERRSAERBXE , haex H#tTi51E, B LA A CloudWatch 33 &I E AR 612
Amazon BFRHIERNERNBEENME.

Quick Setup

£ Quick Setup LAELE % FA#Y Amazon Web ServicesfIZhaE , HIRMBB UMW RERR, BUUEN
5 Amazon Organizations £ 1E £/ Amazon Web Services it 7% Amazon Web Services
K /= # Amazon Web Services XiF 2z B £ Quick Setup. Quick Setupl@E Bz ITE N RHEE
MES , Bt T IRSHRE ( BFE Systems Manager ) » fili | XEFSBIECIERAER Amazon
Identity and Access Management (IAM) S EX A NRREZERESRK , fINEIT HHE
MERKE,

l— \,—' \\
HERFIR
Documents

Systems Manager 3244 ( SSM 3 #%4 ) & X Systems Manager U {THIR/E, SSM M #4KH IR
State Manager 1 Run Command £ Al i & X F B Systems Manager Bai{LERAN Ba1{LIE
TF M. Systems Manager BFE/L+ M FEEEN X , B UBESEETRIEESHHITHER.
XHSE LKA JSON & YAML R , HEBELEENT RS,

718 Systems Manager
BRI B A N EA AR EA Systems Manager :
Systems Manager $2#| &

Systems Manager £ & RE TR EHFMNAE , BT HEIMFER Systems Manager.

Amazon loT Greengrass V2 2% &

BT LAE Greengrass #2455 REFMEE N Amazon loT Greengrass Bl BB &% %o

Quick Setup 7


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://console.amazonaws.cn/systems-manager/
https://console.amazonaws.cn/iot
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Amazon ST E

AILAEA Amazon i RITIE , EREMNBTITH R E G HEKINIT Systems Manager FH At
Amazon {£%%, X% T B Linux , macOS, # Windows £ % #, £/ Amazon Command Line
Interface (Amazon CLI) AJRELLIRBIAER, BEHE. MREMEINIT Amazon EFHHAE , @6
TIEdw&St+98A,

Amazon BEFHBSITIE : Amazon Command Line Interface #1 Amazon Tools for Windows
PowerShell, BXZEMFERA Amazon CLI HEZEE. , 2 # Amazon Command Line Interface
AFiEE. BXRZEMER Tools for Windows PowerShell K{E & |, i§5 % Amazon Tools for
Windows PowerShell i F#57,

(® Note
1£ Windows Server 3241 £ | EE A Windows PowerShell 3.0 S E S R4S IE TR LE
SSM 32#4 ( g0 , [H=X AWS-ApplyPatchBaseline 344 ) . #iA Windows Server

X 41iZ1T Windows Management Framework 3.0 S{E S A, ZHEZRBFE Windows
PowerShell,

Amazon F XTI ESQ

Amazon R TH AT ES (SDK) , HHZEEMEFERESNTENEMRGINRE , 4

@, Java, Python. Ruby. .NET, iOS #l Android , M\REE%, FXITEST (SDK) RETE
EBHWAR , BRI Systems Manager B 4217 R, BHX Amazon F X TEGWEE ( SHEWMA
TERZE) , HSEERT Amazon Web Services BT E,

Systems Manager lRSBF AL

Amazon Systems Manager (Systems Manager) ELBI#5J3 “Amazon Simple Systems Manager
(SSM)"F1“Amazon EC2 Systems Manager (SSM)”", BRE“SSM"H R84 B & ¥R BRIE & Amazon
TRF , BfEEM—ERFESNE, —LRE

« Systems Manager Agent : SSM Agent

- Systems Manager 2% : SSM 3k

 Systems Manager fRF %< : ssm.region.amazonaws.com

« Amazon CloudFormation % JR3EH : AWS: :SSM: : Document

Systems Manager RS B#HAE 8


https://www.amazonaws.cn/cli/
https://www.amazonaws.cn/powershell/
https://www.amazonaws.cn/powershell/
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/sdk-for-python/
https://www.amazonaws.cn/sdk-for-ruby/
https://www.amazonaws.cn/sdk-for-net/
https://www.amazonaws.cn/mobile/resources/
https://www.amazonaws.cn/tools/#sdk
https://www.amazonaws.cn/tools/#sdk
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« Amazon Config MLM#RIRAEF : EC2_INSTANCE_MANAGED_BY_SSM
« Amazon Command Line Interface (Amazon CLI) @5 : aws ssm describe-patch-baselines
« Amazon Identity and Access Management (IAM) FE & K E& B # : AmazonSSMReadOnlyAccess

« Systems Manager & J& ARN : arn:aws:ssm:region:account-id:patchbaseline/
pb-07d8884178EXAMPLE

¥ 3% Amazon Web Services X1

Systems Manager £ {Amazon Web Services —fx5%) #J Systems Manager service endpoints %
H# Amazon Web Services X3, A, FEF ¥ Systems Manager Bl B2 81 , BiIARZERS
EZ/NEFEHATH Amazon Web Services X3 197 A,

NFREEMZEIMEFPHIE EC2 HEN , BNBUEEREENBER ORI EREREIEN X,

XENRERGSMITENEE
£ Systems Manager 281 , BRIEEBHRERS (0S) . BERGEMAMITENNRERE X
ERIREXT R,

£
- Systems Manager X IRIERS
- BEENMSEHERENITENRR

Systems Manager XFMRERS

LLTRE&F5H T Systems Manager X FHIRERSEMIBIERZRAK,

(® Note

MR EITRIERA Systems Manager EEFMELE Amazon loT Greengrass &4 RE , X
LG & HAUHE BB ESR Amazon loT Greengrasse BXEZEE |, 55 (Amazon loT
Greengrass Version 2 FF & A R1EFE) FHIRE Amazon loT Greengrass /D% %o
MREITRIEEFEE Amazon loT JEAmazon B &g % | NiX LR R ATUH B AL 5 HHY
ERHEE N Systems Manager WAIEET R, BXEZELE , BSRANLEEREE
Amazon Systems Manager,

% # Amazon Web Services X 15 9


https://docs.amazonaws.cn/general/latest/gr/ssm.html#ssm_region
https://docs.amazonaws.cn/greengrass/v2/developerguide/setting-up.html
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/A Important
Patch Manager & Systems Manager B —IIhgE , JRER XA EBH I HM AT ERERSE
( 0OS ) WA, BX* Patch Manager Z##) OS liRZAMFIXK , ES I Patch Managerst iR
o

BRIERGRE

e Linux

« macOS ( X Amazon EC2 3£4l )
« Raspberry Pi OS ( J& Raspbian )

* Windows Server

Linux

AlmaLinux
TS x86 x86_64 ARM64
8.3-8.7 ; 9.0-9.2 v v

Amazon Linux 1

TN x86 x86_64 ARM64
2012.03-2018.03 v v
(® Note

MARZAR 2015.03 FF 18 , WSk Linux 1 BZMRA K . x86_64
IEtNAmazon ¥TEEE LK (LS Linux E3) FAAEMMAREE , W@ Linux 1 F 2020
F12 A3 BERTHEHRESR | T 2023 F 12 A 31 AMI end-of-life A& 1L T HAE A
H, Amazon TE R IRERSIRM Amazon Machine Images (AMIs), Amazon Systems
Manager B2 , F#LE R IMEH Amazon Linux 1 SEHREZF,

Systems Manager XEFENIRIERSE 10


https://www.amazonaws.cn/blogs/aws/update-on-amazon-linux-ami-end-of-life/
https://www.amazonaws.cn/blogs/aws/update-on-amazon-linux-ami-end-of-life/
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Amazon Linux 2

7 x86 x86_64 ARMG64

2.0 MFFBESRAE v v

Amazon Linux 2023

TS x86 x86_64 ARM64
2023.0.20230315.0 A v v
PAESMRA

Bottlerocket

[ES x86_64 ARMG64
1.0.0 MAFTEE SR v v

CentOS
[ES x86 x86_64 ARMG64
6.x" v v
71 RESR 7.x RA v v
8.0-8.5 v v

" EFERX A, BATER 3.0.x FlRAHK SSM Agent, HAERNEMEAZEH A 3.0.x lRAHK SSM
Agento FXEFEEH SSM Agent B4 (3.1 R L),

CentOS Stream

TN x86 x86_64 ARMG64

8 v v

Systems Manager XEFENIRIERSE 11
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RAriEmE

Debian fR55 28

JIES

Jessie (8)
Stretch (9)
Buster(10)
Bullseye (11)

Bookworm(12)

Oracle Linux

7R
7.5-7.8
8.1-8.7

9.0-9.2

Red Hat Enterprise Linux (RHEL)

[
6.x"

7.0-7.5
7.6-8.8

9.0-9.2

x86

x86

x86

x86_64 ARMG64
v

v v

v v

v v

v v
x86_64 ARMG64
v

v

v

x86_64 ARMG64
v

v

v v

v v

" EERIXERA , BAAEA 3.0.x lRAH SSM Agent, BATENEFEARHF A 3.0.x RAH SSM
Agent, TXEFESH SSM Agent i A (3.1 /UL ),

Systems Manager X HIRERS
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RAriEmE

Rocky Linux
hixZ< x86
8.4-8.7

9.0-9.2

SUSE Linux Enterprise Server (SLES)
KRS x86
12 REBH 12.x A
15 REEM 15.x R4

Ubuntu Server

5N x86

12.04 LTS # 14.04 v
LTS

16.04 LTS 1 18.04
LTS

20.04 LTS A 20.10
LTS

22.04 LTS

23.04

macOS ( X Amazon EC2 34l )

KRS x86

10.14.x (M)

x86_64

x86_64

x86_64

x86_64

ARMG64

ARMG64

ARMG64

ARMG64

Systems Manager X HIRERS
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TS x86 x86_64 ARM64
10.15.x (=& FI5H) v

11.x (Big Sur) v v

12.x (Monterey) v v

13.x (Ventura) v v

14.x (Sonoma) v v

(® Note

macOS H IET £ X #F Amazon Web Services XiF, Hx Amazon EC2 X macOS XFHE
258 , %25 (Amazon EC2 A #E®E (EA T Linux 341 ) ) F & Amazon EC2 Mac 5=
£l

Raspberry Pi OS ( IR Raspbian )

KR ARM32

8 (Jessie) v

9 (Stretch) v
BEZER

« f£ Amazon Systems Manager & EHMERIZZ

Windows Server

SSM AgentEEWindows PowerShell 3.0 8 /5 F 8EEWindows Serverskfl ( 40 | |BMRIZH )
FiETH L Amazon Systems Manager X% ( SSM AWS-ApplyPatchBaseline X#% ) . ik
Windows Server 3£#iliz1T Windows Management Framework 3.0 i E SR A, LHEZRTFE Windows
PowerShell, EXEZEE , 5 HWindows Management Framework 3.0,

Systems Manager XEFENIRIERSE 14


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html
https://www.amazonaws.cn/blogs/mt/manage-raspberry-pi-devices-using-aws-systems-manager/
https://www.microsoft.com/en-us/download/details.aspx?id=34595&751be11f-ede8-5a0c-058c-2ee190a24fa6=True
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7 x86 x86_64 ARMG64
2008’ v v
2008 R2' v
2012 M 2012 R2 v
2016 v
2019 v
2022 v

1B 2020 £ 1 A 14 B , Microsoft HIZhaEH R £ E#H A B X F Windows Server 2008, Windows
Server 2008 F#1 2008 R2 #YIH= Amazon Machine Images (AMIs) IR B EFAL ZEH SSM Agent ki
7 2, {8 Systems Manager FBER X #F 2008 [ , H BFRBE N IX LR Windows Server EHT X
B, k5, SSM Agent iRZA 3 ATAEAR 32 A Windows Server 2008 #1 2008 R2 LA R#E, EAT
Windows Server 2008 MR & f& [E T\ 2 5 SSM Agent M7 2.3.1644.0,

BENMZEMER I IENITEN R

Systems Manager X5 ZRITENXBEIRERNTR. FEXATRAREERATE Systems Manager
— AN ERITE.

AAPEEERARENSE—EARESEUATITENREEERHSNIE !

« Amazon Elastic Compute Cloud ( Amazon EC2 ) 34
- BAERIRSER ( AHRSER )

« Amazon loT Greengrass #& /& &

« Amazon loT #3EAmazon B &R %

- BRI, SEEMGSIEFHNELAL

BEXNEBETHNZEINEN Amazon XENER |, B HES=MZ=Amazon R R

BEMSRIMEPIFNITER 15


https://www.amazonaws.cn/hybrid-multicloud/
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% & Amazon Systems Manager

SERAT HHES , I Amazon Systems Manager REMNBEE AR, AFKF., NRUARMNBER.
AT RN BHESIBEEH Amazon Web Services Il FIRAEE AT, TRXESERE , il
WA @A LAEA Systems Manager REE, EEMFRIZHIEERNT R, RETRAREBEESNZ
EHEFEE S Systems Manager — & 52 F B E AT 1T & Lo

® Note

MRETRIEESMZESIMEFRFER Amazon EC2 SEHIMENITERIR , BKRB H EC2
£ & Systems Manager RS BRIBIE, ZEBNAH EC2 EHIFIE EC2 itEHTEK
Systems Manager i& B &EIRF 55,

MRESFEAEM Amazon Web Services , IR REBETHXLELTRFN—F 0, B2 , HMPR
R ET Systems Manager B, FHit , RINBWEZREFEZATRHER , MBRECHEZFFERE
Systems Manager Zh#E,

F&

« Amazon Systems Manager H EMi% &

N EC2 EHligE Systems Manager
NREHMZTHIRIRE Systems Manager
NN %1% i&E Amazon Systems Manager
« 7 Systems Manager i EZREE R

Amazon Systems Manager B EH IR E
TR ARFITIHIRE | FHEM Amazon Web Services K H oI EERF,
SEMF Amazon Web Services K~

TR IBE % B Amazon Web Services Ik | FERA TS BRENE—1,
M Amazon Web Services i

1. #TFF https://portal.aws.amazon.com/billing/signup,

EMRE 16
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2. RERFLNEBARITERE,
FOEMET , FHER —BHE  EREARERENA — MRS,

H IR F M Amazon Web Services Ik Y , REF2AIE — Amazon Web Services i 18 A
Fo. BRAPAENGEZIKS FPHFTE Amazon Web Services MR R, ENLZERESLR , BHE
BERAPSEEEHRNE , HERERAEAFPRTEERAP HRNBRENES,

SEMSRTERE , Amazon £EEBKIE—HEIAB T, EEMAME , BEAILUBRF ZE htps:/
aws.amazon.com/ FEBRBENKFREF LGN KB HEBRENIK,,

£3% IAM B/

JEft Amazon Web Services Ik J& , BRAZESHRIE (MFA) RIFEHNEBRAF, XA , HS
5 <IAM BF#8r) SN IAM AP B RAEL MFA 8% (248 ) .

EEFHMAFHEIER Amazon Web Services Ik P& RHINER |, E0I1E IAM BF. A THRIPEWN
IAM B/ |, 58 A MFA F{XE IAM AP EFRITESMENNR,

BXREYUENRY IAM BAFNEZER , B30 (AM BFERE) PHUATER !

. E&H Amazon Web Services Ik 62 IAM B/
« EAT Amazon &R 6] & IE
« EF IAM B 7K R BE R

79 EC2 E4i& & Systems Manager

SER M ER D FHIES |, F Amazon Systems Manager REHNEEBEHE, NRURDBER. AFTHN
B FSSEE B Amazon Web Services IkF MIRAEBE AT, TRXELSRE , RLLFHAF
AILAfE A Systems Manager RKEE. EE M5 Amazon Elastic Compute Cloud (Amazon EC2) 3&
il

(® Note

MREITRIEA Systems Manager REBNMEEAITEN , FREB NESHZEHERE
Systems Manager FHIE BESRIRE, WREUNEESTZHREHREM Amazon EC2 3£
BIFIE EC2 iTEMN , BARBTISRIBRE, XATUBWURFNE—LEIR , XETREEE
8 H Systems Manager B¥EFEANAER,. AF. NRMDHBER.
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https://docs.amazonaws.cn/singlesignon/latest/userguide/getting-started.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/getting-started.html
https://docs.amazonaws.cn/accounts/latest/reference/root-user-tasks.html
https://www.amazonaws.cn/
https://www.amazonaws.cn/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-iam-user
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
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MRZEFEAEM Amazon Web Services , IR REBETHXEST RPN —H 5. B2 , HMPR

24 ETF Systems Manager 9, At , BNBWEZTEREATRE , LBRECHER T ERARE
Systems Manager Zh&E.

B
« % 1. Systems Manager Bt & L5 R
- ST 2: 8l VPC KR

H 1 : 7 Systems Manager Bt & 3= HIHpR

ZRIANER T , Amazon Systems Manager & B X BRX B H K HIHITIRIE, EAILAEEA Amazon Identity
and Access Management (IAM) A& 10K = 5 B3R A2 FIARBR |, 7] LA A SEBIEL & 3412 S5 4 B
RESBGINER. MRENNAZEART , BNBUERARAZNERRE KRR T IHRERNRE,

BUMNEE

‘AN EEEE" 1T Systems Manager B3I EEEH Amazon EC2 3k, FRBIIRESR , FiE
15 3 L4 T BB AR S AR AR 2 (imdsv2) Amazon Web Services X138 f1Z&ERZA 3.2.582.0 HE = SSM
AgenthxZx Amazon Web Services Ik HEHIMBIH I EEES. “RIAENEEBRE TXHFR
Bl THTBRSZRA 1, BXIEER IMDSV2 WEE |, 28 GEAT Linux £HI8 Amazon EC2 A/
B P ERIFEASSA T BIERSEA 2, BXRELEHNEH] ELKH SSM Agent lREHEER
BSH EERE SSM Agent i ZARES, BXREFH SSM Agent WEER , BSH B3I E#H SSM Agento
REXGIEBUTHA :

- AILAEF Session Manager &£ #biE 2 &K K4,

- ALAERA Patch Manager W4T B304 T 134,

- ALAfERA Systems Manager /52 EFBHXEHRFNFHER.
« ALAfEA Fleet Manager JBERFEE LS,

- ABLEZRIF SSM Agent &b F HEFRAS.

Fleet Manager, FEfFPatch Manager, F1Session Manager&f /Y80 Amazon Systems Manager.

‘RATHNEBRRE" AT ETEASZFIREXHNER THITEGERE , HAHR Systems Manager
ENEEMNXEMKF PR EES, MREHONBRTRZUAREENNAGRER , BETH
EEBRIAENEEEE CIZNEIA IAM BEFMEKE, SE , WREFTFERIA IAM BERHENE
THEEMINER , T B ZECMBEN AR, MR RIAEIERE B EZEN IAM BB N E
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fAIE R , #R3E A TR X MK - P RFTEIEE Amazon EC2 3£6l, BXRBRINEHEBER B FTAE
BHNEZEER , S H Amazon FEE E R : Amazonsmanagedec? InstanceDefaultPolicy, &<“ER1A
FNEERBENELELE , BSRARAZIERELRES,

/A Important

FERRIANENERE BETMOEHEAE /1ib/amazon/ssm 2 C: \ProgramData\Amazon

BRAXRMFHEIMES. IRBRXLEEFIEFPH MY , BREHEFTEEARAZINE
B EIREUER S Systems Manager FTEMEIE, EXLEBRT , BAHEE A S HIE E X
NEAKRGIRHFMENNR , EEHMIESH,

@ Note
HEENHEERRNT. EAFMARESEXRAZTINEERERE N , ERKIENERIEE,
EHHEEER Amazon EC2 3245l , Amazon Web Services X5 & %M 1E N EL & F §T 7T 2R
INENEBHRE,

TARAENERREERE

BRI LAM Fleet Manager #2# B T A BIAEVEEEE". EF A Amazon Web

Services Management Console REMV HEMTITTERITRUTRE |, B4TA

B GetServiceSettingResetServiceSetting, H UpdateServiceSettingAPI #EMRXR, LA , &
X AFENIRE AWSSystemsManagerDefaultEC2InstanceManagementRole IAM A &K
iam:PassRole PR, AT RRHIKRE, FENMasnnstBRNEEESHWER.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ssm:GetServiceSetting",
"ssm:ResetServiceSetting",
"ssm:UpdateServiceSetting"

1,

"Resource": "arn:aws:ssm:region:account-id:servicesetting/ssm/managed-instance/

default-instance-management-role"

}I
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{
"Effect": "Allow",

"Action": [

"iam:PassRole"
1,
"Resource": "arn:aws:iam::account-id:role/service-role/

AWSSystemsManagerDefaul tEC2InstanceManagementRole",

"Condition": {

"StringEquals": {

"iam:PassedToService": [

"'ssm.amazonaws.com"

EFBZ A, NREC I SEHIE E S INEERE Amazon EC2 3Rl , BB AT Z
ssm:UpdateInstanceInformation BREMNEMNIR. EEARINENEERE "X
BRZ &1 , SSM Agent fF% = FASSHIEL B SR, R BELHIE B XM+ A iFiZ
ssm:UpdateInstanceInformation &% , MZEGFFFAERARIAZNEREE NIR.

1. $TFF Amazon Systems Manager ###|& , Mt https://console.aws.amazon.com/systems-
manager/o
2. HESMBERKT , & Fleet Manager,

HE-

MR E % 3TFF Amazon Systems Manager £ , FHiE R & B

(=
LT HSMERE , RAEES M BEKFleet Managerd #t 1Ti£$%,
3. ERFEETHNIRFEZFEERIAEVNEERE.,
4. ITABARIANEZHEEEE,

5. %&FEAT HEREHIZ A Systems Manager ThEERY IAM B, RINBWERRINEHEEER
ERENRINA®, © 22 Systems Manager B2 Amazon EC2 3LHIFTER KK R
£4, MRZEERFHAEENAR® , NiZAGHWETREAMAEF Systems Manager E7 T 5
SRR,

6. EEBEEUTKIRE.
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EAFRMANENEREE R , EHNXRFITREERK 30 7T RREAMEACHEILE. BL4MEE
B3 EE Amazon EC2 XAINENXEHIT T RIATHNEERE",

ERERE

& A LAE A Amazon Identity and Access Management ( IAM ) SEHIELE X4 KR F RN ZHIRFNE
HENR, RAREXHE—NEEE , AIERIET IAM AEE E&i%E4 Amazon Elastic Compute
Cloud (Amazon EC2) £6l, &AILUE— N ZMNEXFTENRE IAM policy M INEI#H A €SN 2 I
AL | LUMER Systems Manager 23251 f & 34

@ Note

& 7] LAfE A Quick Setup ( B9 Amazon Systems ManagerZh &€ ) 7 # BY FiT A 3o 451 L 1RER B B Sk
I B X Amazon Web Services I, Quick Setupi2 &8I —/ IAM RS AE ( HARA
AE ) , XAW Systems Manager KRB LLMELRNIH LZTHS. EEA Quick
Setup i , MU U ZTE]R (LR 3 ) MPR 4. BXEZEE , iHSHAmazon Systems
Manager Quick Setup,

FEBUATAEXRGE IAM XHIEEXHHFAREE

- MRBHEBENZ SRR N Systems Manager ELEIF EC2 it EH , WEFNEMNCIESFIERE
X, R, BLTRBRSHN VM BERNEAR IAM BSHE. BXESER , BZRNESHER
B IAM RS A6,

« MRER IAM KHIEEXH , EHFIEATRFEE —LErTEFEERIF. FIFE , SSM Agent F 24 E
FR, BMRFIFLRE , LA LLEFH B SSM AgentSH E# /5 31K 6,

BRELZRNZHEEXHLRFTACERNNEACGRIMAENR , BEAUATEREZ—®.
9 Systems Manager & L4 8|2 R B B X4 (#EHE )

1518 : https://console.aws.amazon.com/iam/ , ¥ IAM 12414,
ESMERD , ERAG , RARERUEAG,

3t F Trusted entity type ( AIfES24A3KE ) |, & Amazon Web Service.
£ Usecase ( NAHE ) T , BB EC2, REEE Next ( T—% ),

£ Add permissions ( ARINIR ) WE L , FHATUATERE !

o K~ w0 Dd =

- A EBFR FREK AmazonSSM B ManagedinstanceCore, & HE B #RE0 M EIEE,
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Filter policies v Q AmazonSSMManagedinstanceCore Showing 1 result
Policy name « Used as Description
V) » AmazonSSMManagedInstanceCore Permissions policy (6) The policy for Amazon EC2 Role to enab...

RN I e oy A i BN S RN

BB REMER |, EH 5 UaRBLEENNE.

c MREEL-IEPCETBEN S3 FMEREE (AUt ) ) S3 FHEIE A 62 B E LR
FRRZRBFEPEEANZUNERE,

« WREITRIFFIMAREEMN Active Directory Amazon Directory Service , iE# %
AmazonSSM DirectoryServiceAccess H it P H B M EZH N EIEAE,

« WMREiTXIER EventBridge = CloudWatch BEREE SR MG KA | B2
FCloudWatchAgentServerPolicy 7%k 7 B & #1350 1 £ % 4E .

0. ii#%jt_io
7. XFRole name ( AEEWH ) , BWAFNEHIEEXHHEH , fln SSMInstanceProfile,

(® Note
BTAREH. ELIEFHLEMEH Systems Manager #{TERNFEHIRT | kR ZH
B,

8. ( Hi% ) XTF Description ( iR ) , EHLLEFIE B XHH IR,

9. (Wik)XNTF Tags (HE) , M-I RBNMRZREX , AR, RIRSEHLACKIGR ,
RIFIER Createrole (RIEAR ), REFIUELIEREE A6 TH.

f# Systems Manager LBl E X4 NXRAMBNEAER (EHE )

1. 4@ : https://console.aws.amazon.com/iam/ , TF IAM 2 #| &

2. ESMERT  ERAG , AFERES Systems Manager B EXRBRIVEHIBL B X 4RI E
A,

3. £ Permissions ( IR ) itWF L , i%£# Add Permissions, Attach policies ( ¥ IIXPR , Mf L3
B ) o

4. 7E Attach policy ( Fft E5REE ) TWE L , SRITUATIRE -

- A “BER FEREHK AmazonSSM B ZEManagedinstanceCore, & HEZ ¥ 3ZiH M EEE,
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Tt
« MREELOETHEN S3 FRBERRE , FRRZRBHAETEENZUNERE, BXRXH
BLEXMHAYEEN S3 FHBEMNES , B30 (7t ) v S3 FEME IR 6IE 8 E LK,

o MEREBITRIFFSSHI A HEER Active Directory Amazon Directory Service , 512 %
AmazonSSM DirectoryServiceAccess Hit P HBZ BN EIEE,

- WMREiTXIEEH EventBridge 5 CloudWatch B &R EE RIS IBIBHSF] | FHi8
FCloudWatchAgentServerPolicy 7%k B & #1351 1 £ % 4E .

5. IEFEMIINRES,

Amazon Systems Manager

BXAMAEHAGUBSEERARE - SRAUBANES
(‘ATik ) v S3 fFfEE IR €12 B E SR B

R B Systems Manager B¥EFER VPC Kin T [REEALECH S3 FMEEY , THFEN Amazon
SIHRIAIEBE K., SN REHME B RIANENEEERE IZNRIAIAM AR | REE
Z AR 2 S A B A S HIE B 32

BZH IAM AP EREPRERAE,

BREEUTRBEHP R ENERN Amazon £E S3 FHRENEE.
£E S3 FRMmHTERE.

EZHSSM Agent 5 Amazon

1. 158 : https://console.aws.amazon.com/iam/ , ¥TFF IAM 12415,
2. HESMBEHKD , %&#F Policies (KB) , AAFF1%E# Create policy (BIERKEL),
3. 1%&3F JSON &I+ , HEREREXABRAIUTHAR,

"Version": "2012-10-17",
"Statement": [

1
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [

"arn:aws:s3:::aws-ssm-region/*",
"arn:aws:s3:::aws-windows-downloads-region/*",
"arn:aws:s3:::amazon-ssm-region/*",
"arn:aws:s3:::amazon-ssm-packages-region/*",
"arn:aws:s3:::region-birdwatcher-prod/*",
"arn:aws:s3:::aws-ssm-distributor-file-region/*",
"arn:aws:s3:::aws-ssm-document-attachments-region/*",
"arn:aws:s3:::patch-baseline-snapshot-region/*"
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iy

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject",

"s3:PutObjectAcl", ©

"s3:GetEncryptionConfiguration" @
1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET/*",
"arn:aws:s3:::D0C-EXAMPLE-

BUCKET" ©

}

' OBEEH VPC KT AN, TEEMFHE— Statement TE,

2 Q51 Systems Manager 12 1ER A GIEH S3 FHEBN , TEEHFEAE =/ Statement
%,

P RAEESITE RN RS P S3 EHBIRMARIKS RSN , T EEEA PutObjectAcl
77 [ 428 31 51 AN PR

* B S3 EMAEE BN EAMS |, N GetEncryptionConfiguration TEEMEM.,

> MRBH S3 EEMEBAEAME |, N S3 FAER (HIM arn:aws:s3:: :DOC-EXAMPLE-
BUCKET ) %R RS . EHAF. AZABLIEERNENFRIRFER.

MREREFER VPC KIRT R, BHITUTERE

EE—/ Statement TER , FE M ENRFBR N GERZKEE Amazon Web Services X1
MFRIRRF, fBlm , W FEERS (HxB) X , BFEH us-east-2, BXXIFMW region BN
Flz% , S {(Amazon Web Services —fixZ%) H# Systems Manager service endpoints #J
Region %l
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/A Important
RNBWEBREEZREPFERABEAS () ABREBEXE, flw, £H
arn:aws:s3:::aws-ssm-us-east-2/* MAER arn:aws:s3:::aws-ssm-*/*,
FRBERAUESRENEBTITER T IHRMNRN S3 FHFWIHR, MEEFEFEE
XHERATZ2AMAKE , BINBUE/NMNXEESEFEHE—1 Statement TH,

B

MBEEREFTFER VPC KT R, B LUHERSE — 4 Statement T,
5. MR Systems Manager REFFERALECH S3 FEM , BHITUTRE .

EHE =/ Statement JTTEH , IF DOC-EXAMPLE-BUCKET B RIEHIKF i S3 FEH
B F7E Systems Manager BIEHRFEHZFEM. ©fF "arn:aws:s3:: :my-bucket-
name/*" fERBRIR , LERNFEBPONREBEHENR . BXNFEBIFEBPRX KRB
FRNEZELR , 25 Amazon Simple Storage Service Fi PR B #) Amazon S3 BEEH |
BAK Amazon 8% X E |IAM policy, F##ERREH ACL ! Oh, My! (Controlling Access to S3
Resources)o

(@ Note
WREERASMERRT , FRESMEHBN ARN, BXEHBORR  FSHUTR
Blo

"Resource": [

"arn:aws:s3:::D0C-EXAMPLE-BUCKET1/*",

"arn:aws:s3:::DOC-EXAMPLE-BUCKET2/*"
]

S E -
IR Systems Manager REHFEREB DK S3 7R , BAILUMBERE =1 Statement T
e

6. EET—F : K%,

7. (WE ) BITEE Add tag ( FHIIFRES ) HE A KBS HY ENERERIF IR
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8. &E T—% ¥

9. 7£ Name ( B# ), AR THRIRLEBEHNEF , Hl20 SSMInstanceProfileS3Policy,

10. E#F DIBRKHE,

REXRHINEMREEZEDN

AEHNET — LR, BOLUFXLERERNMEB B RINENEER B "HEHN Amazon Systems
Manager SSBIEL B S CIEZ R BRI IAM B H, EREHIF Systems Manager API 2 [B] FY B {E 12
R, RIMNBUECEBERMREZTRNLZLERNBEENL KR, BESNREITN , EUEFEERFE
Ht KB — N SN KB PR TEINR,

2R E& : AmazonSSMDirectoryServiceAccess
REEZITE R Windows Server B9 Amazon EC2 E4I0A Microsoft AD B FitF EE,

It Amazon FEERKBESSM Agent L& Amazon Directory Service 183 & 15 7] £ & S5 45132 49 40
ABHiER, BXEZEE |, 551 Amazon Directory Service BEIEEH M T4 0 A Windows
EC2 324,

RE& : CloudWatchAgentServerPolicy

N H BT RITE R B EZEFiZ1T CloudWatch A LUEERSE 6] E A IEFRF HEBEHFGEEA
Amazon Bt | FEEMITILIRIE CloudWatch, BATRIARBY RIS, 247 B = Amazon BIRZE
B SE e

REYBEFEA Amazon = Amazon EventBridge Logs ZIhAERT , HEVIAEHI EEE EHLHIE
BEXHAIZNERIA IAM B EE R CloudWatch g, (&t o] LA PR 14 ER A REE | 4l
m | PR&EIXS4EE CloudWatch BERMWBE AR, )

® Note
£/ EventBridge # CloudWatch A&IheE—R &R, B2 , MREBRECAXLIIEE , &
B BBTEFF 18I0 1T Systems Manager Bt EN B RIEBIXLEINEE, BXEZEL , HS
¥ I 5i# EventBridge AF#§R) M I 3i# CloudWatch BEBAFIERE) .

EBEHB HM Systems Manager ZhEERBRAY IAM policy , ES U TEIR :
« £/ IAM policy FR#IXT Systems Manager #9177 7]

S, 1 : A Systems Manager Bt & 3£ 511 R 26


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/

Amazon Systems Manager ArfEm
- REHZL
o SR 2 WIFR A0 Session Manager B35 454X BR

1% Systems Manager S HIE B X M IFISSH (2514 )

1. %% Amazon Web Services Management Console 3} $TF I S# EC2 %14 , MutH https:/
console.aws.amazon.com/ec2/,

ESHBEEPH Instances T , %38 Instances.

SMEHMNINRFERERN EC2 R4,

HRERES  BERE, X IAM AL,

T IAM role (IAM A) , ILREER BREE FHERECIRNKAIEE X,
%32 Update IAM role ( 37 IAM B ) ,

o o b~ w0 DN

BXRF IAM SEefNIXFNESER  BEREATREZ - , EFERTRERNBERSGRE .

« SEAT Linux SEI8 Amazon EC2 AAFIER AR IAM A &kt i Sc 4]
« EAT Windows SEfI# Amazon EC2 AAFIER KR IAM £ & Mt 102245

G SIR 2 Bl VPC v K.

HE 2 0l VPC Iw R

JE JEE Amazon Systems Manager A AL S EFAE = (Amazon VPC) FEY#E O VPC LimTi

WAL ERET R (BREECNZIMERRIIE EC2 ITEN ) NESRR. BIERED
VPC &imTi & ( #&Dé{liﬁ‘ﬁ'ﬁ R ), B LUEETHEM T FN RS Amazon PrivateLink, Amazon
PrivateLink @ —f AT EEATLE IP it B AL D34 T E = (Amazon EC2) #l Systems
Manager APl B3R o

Amazon PrivateLink & IEE XA, Systems Manager 1 Amazon EC2 2 [BI 9 Fff 8 W 4% 57 £ BR % 2
TR, XEWREBNITEXRGITEFRE Internet, NRESE A Amazon PrivateLink , I R EER
BRI ™%, NAT &%:mmu%m P

{'19:;1&{]@3% Amazon PrivateLink , B 2R XM, B>x Amazon PrivateLink f VPC LixT =
MNEZEE , 5 Amazon PrivateLink 1 VPC & imT &

HE2: BE VPC iw R 27
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@® Note
£ VPC ARG ER , EIESH L AT HL Internet 8, EXMIERT , IEESE
BIESRMAF LT RIET S HTTPS (350 443 ) HMERE :
O ssm.region.amazonaws.com
O ssmmessages.region.amazonaws.com

* ec2messages.region.amazonaws.com

SSM Agent HEZ=H B IFTE S Systems Manager [REWiERE, FHt , BFEXER Systems
Manager B¢ & By A3 AT AR ERIR SR E 6,

BXRWXELET RN AANESER , H5H 22 : ec2messages. ssmmessages FlH At
AP 21k,

*F Amazon VPC

& A LAE A Amazon Virtual Private Cloud (Amazon VPC) E2 BB BB XiFHhENL — M EEN
& Amazon Web Services = , N EEFAE = (VPC), AIE VPC HE3IEHIE Amazon BiR. &K
VPC E& g EHCWBIFEBROFEITHEAENEZRAEL , BNZEEFEARKE Amazon HAT BE
MR ILE . BRI EESRN VPC ; B LUEAREWN IP thitSeE, sl FMAERERAR. Mx
MELRE, EALUFERN VPC RHSEFIEZTIMG, SR LLN VPC EZFEZE SN BTEH O
Amazon Web Services = , NTi# BENBEES L. ERFPENFRHINER , BUUFASHLS
R, BRz2ANMKXHREHE SR BXESER , 28 Amazon VPC AFIER,

&

 VPC &im i S BR &
« 73 Systems Manager #]2 VPC KT &
- BIEED VPC LinT S KRS

VPC &7 RPR %l
B E Systems Manager B VPC Lim T 228l , EEELT RS,

5 X iER

SR 2: BlE VPC IR 28
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VPC AT RAXEFEXFEER , BHRESEMEE Amazon Web Services X3 tHEIMN AT =
FOIELRT R, BRI LA Amazon S3 12 & 3 £ A get-bucket-location s 5 R % Bl F & FE RV 1L
B, EAXESEN Amazon S3 KinT LG E 748 ; Bl , DOC-EXAMPLE-BUCKET .s3-us-
west-2.amazonaws.com, B3 Amazon S3 HETXENHINEZFEE , 2 (Amazon Web
Services —fi%¥Z#%) HH Amazon S3 endpoints, IMREFEAE Amazon S3 K HiER |, HFRIAXE
RENSTFHBHERNXE , RFEBERFFEH--regionZH. Amazon CLI

VPC X g

VPC # QLT A SUBE KA MXEE VPC WEERELE . X VPC ERRKRK VPC HHE
BEERNEZEER |, 3 Amazon Virtual Private Cloud A 8RS/ VPC X FiE# (Quotas).

TER VPC Mxim RUEET BE VPC 29, VPC Hf) VPC WEEESE —m B REFEFEAMRKL
W REMXLRET RARFPFHRRHITERF. BX VPC MXin i VPC NEFEEBERNESE
B |, 2 Amazon Virtual Private Cloud P8R HH VPC %R (Quotas)

& A

i nEl VPC LinT RN ZEALAANREERFINILE FNBET RO 443 HITHEAEE, RTR
Y AR WREERFIFTEEREES SSM M EC2 LimT Ko

DNS &4

MREFERBEN DNS RSEE , MATURFEXT amazonaws . com M {ERIE R K45 & 2378 N E|
VPC #J Amazon DNS R85,

S3 FK
VPC LinT SR MM A TR B EADLLT Simple Storage Service (Amazon S3) 1

« SSM Agent 5 Amazon & S3 F#EHTEEPRIIHM S3 FHME.

- Patch Manager AT Amazon Web Services X i3 4 T BEARER S3 F#F. XEFERBETE
HiNT BEERSBRRHESRM LZTHRB. 81 Amazon Web Services X1 #H5 B S 4T B
BREGHE , BTHTEEXENANPRERB. MRELTETHZAE , W TEEGTTFLAK,

® Note
U0 R AEAE B AR sth By X 3% H it R 6E A Patch Manager , B AR IZB KIS R E YW T E

Ll ==

HELIRT Ko

SR 2: BlE VPC IR 29
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EREXN BN FEBH A ENPE Amazon Web Services X1 , EEZLHNL T RREEFEEU TN
PR o

arn:aws:s3:::patch-baseline-snapshot-region/*
arn:aws:s3:::aws-ssm-region/*

re gion k7R Amazon Web Services X1 X #FH#RIRRF Amazon Systems Manager , f5l#lus -
east-2EXERZP (BXEM ) HXHIRRARF, BXXEFWN region EMIIXK , FHZHE (Amazon
Web Services —fig5&) H B Systems Manager service endpoints B Region %l

BESRUT R,

arn:aws:s3:::patch-baseline-snapshot-us-east-2/*
arn:aws:s3:::aws-ssm-us-east-2/*

(® Note

XEFHBFNEFR ( BM ) X8 (me-south-1) FEAEMGFEAE. Amazon Web
Services XiF XAk , FHAUTHEMNEER :

* patch-baseline-snapshot-me-south-1-uduvl7q8

* aws-patch-manager-me-south-1-a53fc9dce

Amazon CloudWatch B&

WMRIER R IERISEBIAE Internet , iR CloudWatch BEBIE VPC KigTa , MEAB BEX
J% CloudWatch BEMThEE, BX N CloudWatch A EBIBLK BT mWEZER |, 55 Amazon
CloudWatch Logs FiF#§RH#Y9 CloudWatch HERIE VPC Lifm T Ko

BENMZHERR DNS

BEXEE DNS UEEE EMZ =HEH A Amazon PrivateLink KT SfE R , i3 Amazon
VPC AFEEHHNEOAXET RFAE DNS, MEEEFHAEHCH DNS , a[LE A Route 53 T2
Fo. BXEZEER , 155 Amazon Route 53 FF X A R IEE R R #HT VPC SR 2 A HY DNS &Eif],

HPR 2 8IE VPC v R 30
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7 Systems Manager €12 VPC ZKipT =

FERUTEE TR Amazon Systems Manager 812 VPC #OMMXLKiHT R AFEBHEEE
Amazon VPC AAFEEHHERE.

7 Systems Manager 812 VPC LixT R

EHERNE—DSHh , BALR Systems Manager S| EZ=NMAFENM— N ENREL T
Ro Systems Manager EE R =ML IFT KA EEE VPC FiE1T. XEMEA Session Manager TEERT
EEHE M com.amazonaws.region.ssmmessages &ixTi =,

EEZANTED | BIEFIENMNXLIET R , MELL Systems Manager 58 Amazon S3,

(® Note

re gion &7~ Amazon Web Services X3 X#FHHRIRRF Amazon Systems Manager , i
Mus-east-2EXERI (BXBMN ) XHORRAFTF. BRIZFMN region EMNIIEK , S
% {Amazon Web Services —fxZZ£) H# Systems Manager service endpoints B Region
5,

1. BREEBENGELSPHIRIRE , QIBUTEOKK

- com.amazonaws.region.ssm- Systems Manager BRFEY % R o

« com.amazonaws.region.ec2messages — Systems Manager £ f Ltti% =M SSM Agent i
A% Systems Manager RS

- com.amazonaws.region.ec2 - MR EEH Systems Manager 812/3 A VSS RE | NE
ERREEEEED EC2 REMWIKR, MRREN EC2 v , BEK K Amazon EBS BH
BAFAM , X5 Systems Manager @5 & Ko

+ com.amazonaws.region. ssmmessages 1X;—L|"“EFH Session Manager B Z £ ¥ iE&

BEETXRM , TEERRR. BXEZEER , S H Amazon Systems Manager Session
Manager fl % : ec2messages, ssmmessages %ﬂﬂﬂﬂ AP| B1E,

« com.amazonaws.region.kms — ltin AR AIEHN ., HR , MREXISession Managers
Parameter StoreZ#f£ A Amazon Key Management Service (Amazon KMS) %% , N 7T LA

Be,
« com.amazonaws.region.logs - ltiF [ AIEMN, B , BIREEF Amazon CloudWatch
H& ( B&E ) AT Session Manager, = .CloudWatch B &Run Command , M 8] BL81E1ZSSM
Agent H o
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2. BEROEMXinSPHDSEREE , N Amazon S3 8B T XK.

-+ com.amazonaws.region.s3 : Systems Manager £ F ltix R EEH SSM Agent FHITIEXME
Y€, Systems Manager }E AR RMITHETS , flin , EREFMHE S3 FEEPAIERE
MWAaHBEE K REFHEEEMTPTOMASEM M-S, WRSEMEHISERE 2 4H PR HI H ik
RE , WEAFRM—FAN |, LAFRERE Amazon S3 WHIRIIK, BEXRESZEE , S
F Amazon PrivateLink ¥ 8B {ERZ £ 4,

B XRSSM AgentAIEER 5B BY Amazon & S3 FHEMNEE , S HSSM Agent 5 Amazon
LB S3 FHEEHITIEE. WREIEK Systems Manager REFFERAELFES (VPC) KR |
M| ABAE Systems Manager B EC2 EHIBENHHHEEENZEHEFRNIEEC2 RERT R
MRS AT RAEXNR,

Bl O VPC LiHT SR EE
BA[ LA VPC #E N K IHT S 8lZE KB Amazon Systems Manager , B[ UIEEHFIETE :

- AHITIRENES
« AHITHRAE
o AHEPITRENRR

BEXEZEE |, 5 Amazon VPC AFERAMER VPC Kim 1 226X IR S5 8 15 B AR

NRENZINIKEIRE Systems Manager

I&TLAE A Amazon Systems Manager & Amazon Elastic Compute Cloud ( EC2 ) 2 % 3k
EC2 IitEHEE, AN NBKRFMNRAEEEANEES N ZHREREA Systems Manager EE I
EC2 TEHMMITHIREES . TRIXEDSRE , 23RS Amazon Web Services Ik~ B G R FX
BREY A AJ LAfE A Systems Manager RELE M ERHHALMIE EC2 iTEWL

EMEEENE Systems Manager —2EFNITEVEBHRRITET 2o

@ Note

« BULEASHMIEEC2 TEVEENESRELSE , FISERZFIAMARERNT A, XL
KRB ZIEZBIE Amazon loT iZE M Amazon loT IZZUNNIEZ . FREAEDIHER
SBKIREIX LD R HKA,

REBEIE 32
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Systems Manager & %358 Amazon loT Greengrass Core E{F il 418 %, Amazon
loT Greengrass #%/OVREZFNRETEEER , FETF Amazon B 4ix& LLIAH Amazon
loT DL FZRWIREESER, BXEM Amazon loT Greengrass %% A E S Systems
Manager BEFEANEER , 2 H Hin5%iRF1RE Amazon Systems Manager,

+ Systems Manager JBE& M Z=IHEFZFFIE EC2 macOS it &,

MRIEITRIEEA Systems Manager 3 Amazon Elastic Compute Cloud ( Amazon EC2 ) &4l , S#&
EREBEMZ=HERFEH Amazon EC2 SKHIMIE EC2 iHEMN. , EEIRE 71 EC2 EHi%E Systems
Manager FH S BRIEE,

£ 79 Systems Manager B REMZZHIRG , BRI UMITUTRE .

- SIE—F—HELXLNFR , FAHENIESHAN-—MEZEEERENZEITEAR.

« @33 E A Amazon Identity and Access Management (IAM) £ & B T £ S I EH L ITHIRED
[EzE N

- BIEE Amazon CloudTrail FiZFEM API &3 , AT R ERZETTEN EIRITHERE.

BXEA CloudTrail ¥ Systems Manager EWE S , HSH £H Amazon Systems Manager
123 Amazon CloudTrail APl .

« B Amazon EventBridge 1 Amazon Simple Notification Service (Amazon SNS) Bt &1 %% &
KIRSHMITRIBEE , NTTSEIEF IR,

BxfEH EventBridge ¥ Systems Manager S4MEE. , S £4 Amazon EventBridge ¥ 1%
Systems Manager &4,

XTREATR

EEREBAT TR RN Systems Manager Bt EEIF EC2 itEMNE , BHREEEITEYIFE Amazon
Web Services Management Console RHHAHMARERN TR, ERFEP , BEHEREXTR
Y ID EEBHIR ‘mi-"# Amazon EC2 EHIE X 5], Amazon EC2 341 ID £ A B i-"s

FREXT KRN Systems Manager BEEMEMAITEN. HEX T RUBTEHHHRAREES. TE ,
5l —1A{N 38 EC2 =6, FEMRIBERZ A , deregister-managed-instance TP MEB W B o

KT RblE
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Systems Manager NIEEMZEMFEFNIE EC2 RERXN T REMIMESHEZENSREFER, B
FRESRBIER |, 89 Amazon Web Services X5 FHI S Amazon Web Services I~ &% A BUE
ft 1000 ’Eu‘;E's BENITEN. MREFETENKSMXEHFEMEY 1000 B1HEN , FEASHR
SHEE, BISHREH , BE AR Amazon Systems Manager Session Manager E3##ZI3F EC2
T &L, Session Manager R FEERX TR ET Shell G,

BXREZER , BERELERGESE,

£

- SB1: REANSEHESE IAM RS AR
« B2 NBEMBSHECEESBE

- S|, 3 NBEHNSEIRERS SSM Agent ( Linux )
« ST’ 4 NBENWSEIRERS SSM Agent ( Windows )

S| NBENSTHRLE IAM BSAE

BAMZEEFMIE EC2 ( Amazon Elastic Compute Cloud ) it E#HEZE —4 Amazon Identity

and Access Management ( IAM ) lRES A &S 885 Amazon Systems Manager fREEE. tAER
Amazon Security Token Service (Amazon STS) AssumeRole FXf Systems Manager BREZHIE
£, WFREMNZSEHIE | BRERE Amazon Web Services Ik SI2— XS AR, BNMRES
MEERBEFNITENZTETRNNR , WA LEENTRNESBEUNESNMNRSAE,

LTEBN B Systems Manager BHIAREETRITIERCBAENRSAE,
22 1AM RFSAE (3HE)

FRUATEENEASRENERSAG, It &EFH Systems Manager &0 ZhBERY
AmazonSSMManagedInstanceCore K, BT EMRSABRMEMEKRE , SUEAHITE
BEf% 1 18] A ThBESR Amazon Web Services , %HR)J&?"J‘E’\JFHQ%,%O flan | R FTEFRIFTERN
Amazon ¥£& = Amazon Simple Storage Service (Amazon S3) 21§ , Patch Manager {§4MR/ES
2RM,

BIERSHE (#FHE)

1. 158 : https://console.aws.amazon.com/iam/ , ¥TFF IAM 24| &
2. ESMBHKT , % Roles (B®) , ARF1EFE Create role (BIEAR),
3. XTF Select trusted entity ( EFRAFEEME ) , TRATIESE
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1. X F Trusted entity type ( AIERMAER ) |, %$#F Amazon Web Service,
2. X FHA Amazon Web Services BRI 7R , 1§%# Systems Manager.

3. #£4% Systems Manager.
4, ii?% Next ( -F_’ﬁ ) o
5. £ Add permissions ( AR ) WE L , BIHRITUATRE -

FAERFRER AmazonSSMManagedinstanceCore g, &P HEBZZILNEEIE,

Filter policies v Q AmazonSSMManagedinstanceCore Showing 1 result
Policy name « Used as Description
V) » AmazonSSMManagedInstanceCore Permissions policy (6) The policy for Amazon EC2 Role to enab...

RN I e oy A i BN S RN

BB REMERE , EH 5 UaRBLEENNE.

MREERIE (AL ) ) S3ERBIHRCEEENER FETBEN S3 FHEXRE |, &
BRZRBHEPHEHENZ LN EEE,

WMREITEFIE EC2 iTEHLIIA Amazon Directory Service B2 Active Directory , i5E &R
AmazonSSMDirectoryServiceAccess H ik i H & #7550 19 S iEHE

MR IEITEFE A Eventbridge 5 CloudWatch Logs SREB R KIEEMNAET = , FEXR
CloudWatchAgentServerPolicy }i% Fr H & #7550 B S % 4E,

6. EHENext( T—%F),
7. WNTAGBER , BAMN IAM RSH[ARHMAEN , fli0 SSMServerRole.

8.
9.

® Note

BTAREH. EEMHLFER Systems Manager #1TERNFITENN |, HERZA
B,

(k) N THR , EEHZ IAM RS8R HER.
( AL ) # Tags ( #7% ) RRM— RS MRERAEX |, AR, RERSIEFIL A S5 RN

PR o
10. %3$F Create role ( BI2AE ) . REFLLEREZ] Roles (Af) TTH.
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I IAM RS HAE (FTH1T)

FEAUNTEIRAEBEREARRSAC., LIEERA Systems Manager #/0:ZhBEHY
AmazonSSMManagedInstanceCore KB, ZAREFEMRSACRMEMER , LEEEHZ

SIERAIE EC2 THEN BB IR M ZhRESL Amazon Web Services , E4ABUR T AW R AR,
S3 FEMRMER

MEHIAUTE—BER , ELRNETTH LT R ZE N Amazon Simple Storage Service (Amazon S3)
EFEBAREE N IAM NXPREE !

« BR 1 BT — VPC im RUAFAE H M VPC E#EIZ M Amazon Web Services , 2
K B Amazon PrivateLink 24X #F# VPC in 2 RS-

- 18R 2 - BitRIEATE Systems Manager #/ER[E G H Amazon S3 7F## , 2 Run
Command 5 Session Manager 1iFH i L F M E S3 FEMP, EHRE 2w , BFEREBIEHIE
EXHOEBEEN S FRERBTINSRETRE, ZETEPEX SIFHBERBNEERLERT
REAE,

Amazon CLI
NBENZEHELE IAM [REA® ( Amazon CLI )
1. ZREHEE Amazon Command Line Interface (Amazon CLI) ( ZNR i RITZERE ) ©

EXREER , BSHLTESHERH Amazon CLI HEHIRA,

2. EAMITENLELEAUATEERBRE —NXAXH , XHBFHEL T SSMService-
Trust.json., WREM . json XU4T RBREFZXMY . BESHIEELREHPUBRESRE
B ARN Ay Amazon Web Services i~ ] Amazon Web Services X3,

"Version":"2012-10-17",
"Statement": [
{
"sid"."",
"Effect":"Allow",
"Principal”:{
"Service":"ssm.amazonaws.com"

.
"Action":"sts:AssumeRole",
"Condition":{
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"StringEquals":{
"aws :SourceAccount":"123456789012"

I
"ArnEquals":{
"aws:SourceArn":"arn:aws:ssm:us-east-2:123456789012 :*"

}

}

3. #TF Amazon CLI , #E8I221% JSON XHM B T |, 1217 create-role T UBIERZ A, iZ
Bl —/NE N SSMServiceRole AR, MREE B oJbUEREMBR,

Linux & macOS

aws iam create-role \
--role-name SSMServiceRole \
--assume-role-policy-document file://SSMService-Trust.json

Windows

aws iam create-role ~
--role-name SSMServiceRole ~
--assume-role-policy-document file://SSMService-Trust.json

4. BT HRIBIT attach-role-policy T H , AR FENCENRSARLIELFSHE, LaES
BRaEET LB FEMA Systems Manager BT TR,

(® Note

BRBRENZEHREFRERNT RPN RSEE XA RKE S AT A Amazon
Elastic Compute Cloud ( Amazon EC2 ) ?‘—@Uﬁﬂ@%@ﬂ@ﬂﬁi#ﬂ’ﬂ%ﬁﬁﬁlﬁlo B

T SHERAN Amazon REEHNEZE L , SR Systems Manager i & =514
R

( XF ) BITUTHSUATFRET KEH Amazon Systems Manager lRS5#%0Th &k
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Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Windows

aws iam attach-role-policy #
--role-name SSMServiceRole A~
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

MERNRFZAGAUET BEN S3 FHMER , HETUTHS , LA T Amazon Systems
Manager Agent (SSM Agent) 15 RITE % R IE EMFEW. & account-id Ml my-
bucket-policy-name E#t &K Amazon Web Services Ik ID F1F A Fro

Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::account-id:policy/my-bucket-policy-name

Windows

aws iam attach-role-policy ~
--role-name SSMServiceRole #
--policy-arn arn:aws:iam::account-id:policy/my-bucket-policy-name

( ATk ) BITUAT @B LA SSM Agent R & 15 18] Amazon Directory Service , A EBIEE
TRMABHER, REEST A Microsoft AD B &t , RE AT EEMH LK,

Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess
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Windows

aws iam attach-role-policy #
--role-name SSMServiceRole ~
--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

( ik ) BT AT RS RAT CloudWatch REERER TR LET. BEFEAKGS , 7
PUZE T R ERERHFHE A CloudWatch, {XHZE# A Amazon EventBridge 2 Amazon
CloudWatch Logs ERFE , RFEEX KT FEEA LK,

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

Tools for PowerShell
NEBENZHELE IAM BRF A ( Amazon Tools for Windows PowerShell )

1. WMBREEKRLZEMEE Amazon Tools for PowerShell ( & F Windows PowerShell 8 T
8) , BRITXLERE,

EXEER , S H %% Amazon Tools for PowerShell,

2. EAMITENLEAUATEERBE —NXAXH , XHBFHEL T SSMService-
Trust.json., BRER . json MY BBREFZX Y. BEFSSLEELEREPAUBRRESREE
B ARN ##y Amazon Web Services I/ 1 Amazon Web Services Xig,

"Version":"2012-10-17",
"Statement": [
{
"Sid".mt,
"Effect":"Allow",
"Principal":{
"Service":"ssm.amazonaws.com"
1,
"Action":"sts:AssumeRole",
"Condition":{
"StringEquals":{
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"aws :SourceAccount":"123456789012"

1,
"ArnEquals":{
"aws:SourceArn":"arn:aws:ssm:region:123456789012:*"

}

}

3. HEEE#EN T PowerShell , FEBIZ L JSON XHHE F+ |, LT HRIEIT New-
IAMRole ABIRRS A, ZRHIBIE—NEBHN SSMServiceRole WAR, MREE 6 £t
Al LLE R E A E TR,

New-IAMRole °
-RoleName SSMServiceRole °
-AssumeRolePolicyDocument (Get-Content -raw SSMService-Trust.json)

4. BT AHNEA Register-IAMRolePolicy , A A FEZEIBHRS ARIESFESE. KEES
MEEET S F A Systems Manager 21T SR,

(® Note
BARENEZEHREFRERNT RANERSEENG NN KB SHTH EC2 46141
BXHIRBEXHNREEE. BXUTHSPEAN Amazon RBEHNEZFER |, 55
15 Systems Manager Bt & 32511 R o

( XF ) BITUTHSUATFRET SEH Amazon Systems Manager BRS5#%0\Zh 8t

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

MENRSACGRET BEN S3 FHFEREE , FETUTES , LA SSM Agent 17 H £ 1%
REEFIEENE®ET. N account-id M my-bucket-policy-name ¥R EH Amazon
Web Services Ik ID F1F# A #ro

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
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-PolicyArn arn:aws:iam::account-id:policy/my-bucket-policy-name

( ik ) BITAT @B LAY SSM Agent X & & 15 B Amazon Directory Service , SALIBIEE
TREMAZSNER. LEEFT SMA Microsoft AD B i , RERARTEEIRE,

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

( Wik ) BT T T LAY CloudWatch REBAERER T A LiZ1T. BUEALSS , o
PUSRERT R EMERIHFEE A CloudWatch, XZHZE A Amazon EventBridge 3 Amazon
CloudWatch Logs RSt , RFEEX T FEF ALK,

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

élf_kéiﬂl]bﬁ ZFEE% 2 j]/tbl:l*u%Kﬂ;iRﬁUL/tbn/ /Eo
FR2 . NEENZEHRRAUEBEESEE

Eﬁ Amazon Elastic Compute Cloud ( EC2 ) SEFIUANITENREN EENZZHENIEERT
A, BREECEANAREBE. RUWTREERS , SN EMEEE A REN TR E — NEUER B
BUE ID. ERBAEMZEHEHHIE EC2 iHE N L% Amazon Systems Manager SSM Agent B , 3§
ELRBA ID LG, LARBMID BHEMNEERXT X Systems Manager fRSHZ £ 158,

/A Important
RIBECIEBEN AR , Systems Manager M EMFECERH ID BREEZEFHEITTELD. &
FILEEHANEFHERSNE. NREEFZEFAIXATTEND , TeaEXLER.
MREEINNEE , MBREIE—NFBE,

X T BUES HA AT H]

BB HA R A [ Systems Manager FEMA# i+ E AN ESEE . SHRBUEX ELLFI @ Systems
Manager ¥t RS2 RELANEEEMATM, MRBESH , NEEFERZSEBER Systems
Manager EMEZRFSHFREUN.,. BRAEQEFTHBE
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TR EDEM B SN A 1 BR 55 28 M E AWLBUE EM LA el |, B4R EEM S Systems Manager
RETR. B LAE Systems Manager & & Fleet Manager PV E R 11 kT~ L BUEE
MIEEXT R, FERMEMA Amazon CLI @5 deregister-managed-instance , SEA API
DeregisterManagedInstance,

ATHREATR

FET KRN Amazon Systems Manager Et & E{AT1TEHl. Amazon Systems Manager X #F
Amazon Elastic Compute Cloud (Amazon EC2) 324, B 4iZ & AR AR RSERFE LA (VM) , BFE
Hib RPN EL, BEXT/RUABEHRNEESRM, NE , K6 —17XE EC2 K6, A

BE R ZH , deregister-managed-instance SR ET Ro

KT RUERE

IR A Amazon Command Line Interface (Amazon CLI) 2 Amazon Tools for Windows PowerShell
BIREUE , MAILUEERE. HMEREIBEARFENETHE, RETILERTENATR (WRAZE,
REERHE ) WRFHTO R, UTR—NMESEAIERZN AN Linux THEHLLZ1TH Amazon
CLI RPl&F %o

aws ssm create-activation \
--default-instance-name MyWebServers \
--description "Activation for Finance department webservers" \
--iam-role service-role/AmazonEC2RunCommandRoleForManagedInstances \
--registration-limit 10 \
--region us-east-2 \
--tags "Key=Department,Value=Finance"

MRECBBENEETHE , BAEHEREATRE , REREFI N e B ERE,

BIEEINBRERRMBP RFE, WREFFEERBE BN ARt iR S 28 M E DY 2 BARZE , N
AIUBEEEFPRIMIRE, FEEMAME | &0 LITE A i fR S5 85 MR AN B )X E# E] Systems Manager

EMHEXERSEFNELN, EEER , BahelsRREET R ID, 37 Systems Manager 2§15
B HIXLE ID PHEE M- B RN RSB|/IELN. EXxNAEREARELIENER THRZRME
REATRNER , BR BiERERT o

(® Note

MREA Systems Manager #Z#I & QI BE , MEENHE D EIRL, SAFEA Amazon CLI
5% Tools for Windows PowerShell & 61l 2 85E .
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MREBFBHLEMEA Systems Manager EE AR fRFEHELYL (VM) , TLURHEBUEEM . BXE
B, BN EREENSEHREPEUEEMEERNT Ko

F&
- BIEECE (28 )
- BIBERET RS (51T)

BIBBUE (2FE )

BIRIEET QBUE

1. 1A https://console.aws.amazon.com/systems-manager/ , TFF Amazon Systems Manager 2
AN
Ho

2. HESMBEKD | %8 Hybrid Activations (E&EBIE).
HE.

MR B % 3T FF Amazon Systems Manager £ , & F KB R FR
(=
LITHSMMER , AREIEER Hybrid Activations (EEBUE).

3. EFEOIEBE
_HE_
MR EFE L8] Amazon Web Services X 13 B R i8] Hybrid Activations ( JREBUE ) Thee , BiEF
Create an Activation ( 81ZB0E ) -

4. (A% ) X T Activation description ( BUEIR ) , WANHEENHEIR, WREITRIBEXER
SERMELY , BMMNBIE M AR,

5. 7 Instance limit ( SEHIRRS] ) B, BEEEEBEI R IEME Amazon T L EH. BRIAMER 1
ANLBl,

6. XTFIAMrole (IAM B ) , EFE—MEATENERFZHBNELDNSZHH Amazon Systems
Manager # {TIBEHN RS A EEI
« JEI 1 : &R Use the default role created by the system ( EHA RS CIEZNERINAER ) LUERH

Amazon N A EFIEE XK,

« IEIN 2 : &R Select an existing custom IAM role that has the required permissions ( &£ —1

BEEMENRHNIABTAEN IAM AG ) MERLZCHCENTEEENAE. LABKINE

FEW2 : NEENSHRCIBESBE 43


https://console.amazonaws.cn/systems-manager/

Amazon Systems Manager ArfEm

}§TE "Service": "ssm.amazonaws.com" W{EEXREKRE, MREN IAM BEKESFEX
RERBEPIBELEN , NSWRIATEIR -

An error occurred (ValidationException) when calling the CreateActivation
operation: Not existing role:
arn:aws:iam: :<accountid>:role/SSMRole

BEXUBLEAECNESER , TSR IR 1 NESHNSTHELE IAM RFAE,

7. XITF Activation expiry date ( BUBREIHIEH ) , A iZBEREE—MEH A, FIH A BLMERK
WEANBE , HFETREEHARR 30 Ko BRINER 24 /At

(® Note

NRFEESHEMEIMESHREAT R, B4 BFNRE, TH BN E M
BIEEHEETHH OB EMZME,

8. ( ®i% ) 7 Default instance name ( BIASRBIEH ) FB& , BEENSHBEXEKNAERER
TRETRHIRIREME,

9. EBEBIEBIE, Systems Manager M EMFECER A ID REEZE A,

EEET SBUE (TIT)

LTFERENEB T WA Amazon Command Line Interface (Amazon CLI) ( £ Linux 2 Windows
Lt ) 2 Amazon Tools for PowerShell ]2 &1 RBUE.

B BE
1. ZREHEE Amazon CLI B Amazon Tools for PowerShell ( 218 & RHITIZIRE ) -

AXEL , WHHREREHR Amazon CLI HBHARA R K% Amazon Tools for PowerShell,
2. EFUT&HSUEE—NEE,

(@ Note

s ETEMNGSH , FF region B ABECHER. BXXIEMN region BEHYIE |, &
2% (Amazon Web Services —fixZ%) HH Systems Manager service endpoints Y
Region %,
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N iam-role SBIEENACHLMEFIEE "Service": "ssm.amazonaws.com"
WEEXRER, MREH Amazon ldentity and Access Management (IAM) & & K1
BEXRREPEELEN , M2WEIATER

An error occurred (ValidationException) when calling the CreateActivation
operation: Not existing role:
arn:aws:iam: :<accountid>:role/SSMRole

BEXUBEACHNESZER , B5H IR 1 NEESNSTHELE IAM RFAE,

« X¥F --expiration-date , FiRMHtatEIEENA BE ( Hla0
"2021-07-07T00:00:00" ) , LAERBUEB MR T H, &B&ZALARAT 30 RKIEEH
B, MRERRBHEBG A , BUEBNE 24 /MR HE,

Linux & macOS

aws ssm create-activation \
--default-instance-name name \
--iam-role iam-service-role-name \
--registration-limit number-of-managed-instances \
--region region \
--expiration-date "timestamp" \\
--tags "Key=key-name-1,Value=key-value-1" "Key=key-name-2,Value=key-value-2"

Windows

aws ssm create-activation #
--default-instance-name name *
--iam-role iam-service-role-name "
--registration-limit number-of-managed-instances "
--region region "
--expiration-date "timestamp" A
--tags "Key=key-name-1,Value=key-value-1" "Key=key-name-2,Value=key-value-2"

PowerShell

New-SSMActivation -DefaultInstanceName name °
-IamRole iam-service-role-name °
-RegistrationLimit number-of-managed-instances °
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-Region region °

-ExpirationDate "timestamp"

-Tag @{"Key"="key-name-1";"Value"="key-value-1"},e@{"Key"="key-
name-2";"Value"="key-value-2"}

LTRRH,

Linux & macOS

aws ssm create-activation \
--default-instance-name MyWebServers \
--iam-role service-role/AmazonEC2RunCommandRoleForManagedInstances \
--registration-limit 10 \
--region us-east-2 \
--expiration-date "2021-07-07T00:00:00" \
--tags "Key=Environment,Value=Production" "Key=Department,Value=Finance"

Windows

aws ssm create-activation #
--default-instance-name MyWebServers #
--iam-role service-role/AmazonEC2RunCommandRoleForManagedInstances *
--registration-limit 10 ~
--region us-east-2 A
--expiration-date "2021-07-07T00:00:00" A
--tags "Key=Environment,Value=Production" "Key=Department,Value=Finance"

PowerShell

New-SSMActivation -DefaultInstanceName MyWebServers °
-TIamRole service-role/AmazonEC2RunCommandRoleForManagedInstances
-RegistrationLimit 10 °
-Region us-east-2 °
-ExpirationDate "2021-07-07T00:00:00"
-Tag
@{"Key"="Environment";"Value"="Production"}, @{"Key"="Department";"Value"="Finance"}

MRETHRIZBUE |, RGO/ ENRE —MEUERB A 1D,
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S 3 NREMZEINELRE SSM Agent ( Linux )

KEBNBWMAEEESMNZEZHRERNIEEC2 (LT #HMITE S ) Linux it EH Amazon Systems
Manager SSM Agent L# TR %, MRETRERENMZSZIHREHRFER Windows Server itEHL , &
SRT—SR: TR4: NRENSZSEIHIERE SSM Agent ( Windows ) »

/A Important

ERERATRENZSEIAESD EC2 EHIAANMNITENEE, EEERT Linux B EC2 =41
ETEHRE SSM Agent , S FEEA T Linux By EC2 34l LA SSM Agent.

EFFEET , RBZHE TR 2 . NEENZEZHECNRESEE PREBRESBEEWEIMEERBM
BUE ID. BBRUTREREBERBA ID,

re gion 7~ Amazon Web Services X1, X #FH#RIRRF Amazon Systems Manager , f5l#lus-
east-2XEREP (BXEM ) XHIRRAF, BXXZFMN region EMFIER , HZH (Amazon Web
Services —fi#5Z) HH Systems Manager service endpoints #J Region %,

Flan , EMNEXERE (BXZBEBMN ) X3 (us-east-2 ) FEEA T Amazon Linux, RHEL, CentOS
SLES 64 ity SSM Agent , &AL T URL :

ERANZZIREHRRIE EC2 it EHl LR % SSM Agent

1. BREESNSTIRHRSR/IEL,

2. MR HTTP =5 HTTPS K& , NI XAMTE X80 Shell 21FFIRE http_proxy =
https_proxy SMELE, MEEREARE , MRS L SER,

NTF HTTP KBRS , BEGTITHFHAN TSRS

export http_proxy=http://hostname:port
export https_proxy=http://hostname:port

X HTTPS REHSE , WESHTFHAUTHS

export http_proxy=http://hostname:port
export https_proxy=https://hostname:port
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3. FUTwHRZ—EFIHEWLE SSH 1, FHUMNESRIENERET SBUER £
SEBABCE ID , UREMNP T SSM Agent B9 Amazon Web Services X1 #5712 AF , AFE
Enter,

(® Note

BEEUTEEFAEFR :

- MREFZBRAF , N sudo TRHEM,

« ssm-setup-cliMBIE B S BIERFTER Amazon Web Services X1 MR E T
#Ho

« ssm-setup-cli ¥ manifest-url &I , ZED AT ARBEREN THREF. BR
IEBALER , FNIE DA LIRS EFEATE,

o SEMEHIRT , FNFERAN ssm-setup-cli BHITHEE, ssm-setup-cli THSB
TEHRAENRER,

o SETDAE A AL R I AR IEN EH ssm-setup-clio

re gion &7~ Amazon Web Services X1 ZFHIFRIREF Amazon Systems Manager , f5l#us -
east-2EXERI (HBXHEM ) hXHIRIRAF. BRZEN region BERFIEK , i5SH (Amazon
Web Services —f#82#) HH Systems Manager service endpoints B Region ¥/,

A ssm-setup-cli @FELATIEIR :

- version -BRMIEN latest M stable,
 downgrade — ¥ SSM Agent BER N REIMRA, IEE true RERHMAHRE,
« skip-signature-validation - E THMEZENAER AL ZHERKIE,

RHEL 6.x # CentOS 6.x

mkdir /tmp/ssm

curl https://s3.cn-north-1.amazonaws.com.cn/amazon-ssm-cn-north-1/3.0.1479.0/

linux_amd64/amazon-ssm-agent.rpm -o /tmp/ssm/amazon-ssm-agent.rpm

sudo yum install -y /tmp/ssm/amazon-ssm-agent.rpm

sudo stop amazon-ssm-agent

sudo -E amazon-ssm-agent -register -code "activation-code" -id "activation-id" -region
"region"
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sudo start amazon-ssm-agent

Amazon Linux 1

mkdir /tmp/ssm

curl https://s3.cn-north-1.amazonaws.com.cn/amazon-ssm-cn-north-1/latest/linux_amd64/
ssm-setup-cli -o /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -code "activation-code" -id "activation-id" -
region "region"

Amazon Linux 2, RHEL 7.x, Oracle Linux 1 CentOS 7.x

mkdir /tmp/ssm

curl https://s3.cn-north-1.amazonaws.com.cn/amazon-ssm-cn-north-1/latest/linux_amd64/

ssm-setup-cli -o /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

RHEL 8.x 1 CentOS 8.x

mkdir /tmp/ssm

curl https://s3.cn-north-1.amazonaws.com.cn/amazon-ssm-cn-north-1/latest/linux_amd64/
ssm-setup-cli -o /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

Debian Server

mkdir /tmp/ssm

wget https://s3.cn-north-1.amazonaws.com.cn/amazon-ssm-cn-north-1/latest/debian_amd64/

ssm-setup-cli -o /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

Raspberry Pi OS ( J& Raspbian )

mkdir /tmp/ssm
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sudo curl https://s3.cn-north-1.amazonaws.com.cn/amazon-ssm-cn-north-1/latest/

debian_arm/ssm-setup-cli -o /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

SLES

mkdir /tmp/ssm

sudo wget https://s3.cn-north-1.amazonaws.com.cn/amazon-ssm-cn-north-1/latest/

linux_amd64/ssm-setup-cli -o /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

Ubuntu

- £ deb &

mkdir /tmp/ssm

curl https://s3.cn-north-1.amazonaws.com.cn/amazon-ssm-cn-north-1/latest/
debian_amd64/ssm-setup-cli -o /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-
id "activation-id" -region "region"

- £/ Snap &

BEFBNTEHIBE URL , ®H snap i< B3 M Snap MAMJE https://snapcraft.io TEAE,

£ Ubuntu Server 20.10 STR & 20.04., 18.04 1 16.04 LTS Lk , SSM Agent Z&EF X4 ( 2
REZHFIXHMEEXH ) HFEELTBE RS : /snap/amazon-ssm-agent/current/,
MREXN B FHANEAEEXGHITER , WATFFXLE 4N /snap BFREHIEF /etc/
amazon/ssm/ B, AEMEXHREH ( /var/lib/amazon/ssm, /var/log/amazon/
ssm) o

sudo snap install amazon-ssm-agent --classic

sudo systemctl stop snap.amazon-ssm-agent.amazon-ssm-agent.service

sudo /snap/amazon-ssm-agent/current/amazon-ssm-agent -register -code "activation-
code" -id "activation-id" -region "region"

sudo systemctl start snap.amazon-ssm-agent.amazon-ssm-agent.service
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/A Important

Snap Store F#) candidate BB B & &#THRAHK SSM Agent ; ifi stable BEHRRETE
MR ERER candidate BB LHY SSM Agent FRARE R , BEEZH Ubuntu Server 18.04 #
16.04 LTS 64 W EEX TR ELETHU TR,

sudo snap switch --channel=candidate amazon-ssm-agent

L TfF SSM Agent FEHZEKZBENMEZEZHERNWESBEITEN L, Jttﬁ% 2121k SSM
Agent , Rf5[E Systems Manager RS EMITEN. ZitENAEESREET K. F Systems
Manager Bt E# Amazon EC2 £t REER T K. {BE Systems Manager BEASD | BHES
ETREEARK M- Amazon EC2 EHIBERXH,

AN

REESIR 4 . NIREFMZIMERE SSM Agent ( Windows ) o

REMAERABIRKR

BT INBIEMZ 2R , B LAUF Amazon Systems Manager Agent (SSM Agent) Bt & B3I #£#E
EEMNZRINENFAH, EILUEEA SSM Agent M7 3.0.1031.0 RESMRARIH R IEE, FERAUT
J:I*EE}FFJH:IJJ BEo

¥ SSM Agent Bt E R HRIBES N Z =BG R
1. 7£ Linux T W ESME /etc/amazon/ssm/ , ETE Windows it EH ESHZEl C:\Program
Files\Amazon\SSM,

2. f¥ amazon-ssm-agent.json.template WA EHIZE|#E 7 amazon-ssm-agent. json
BT S, Saveamazon-ssm-agent.jsonfERI—B FH , Efamazon-ssm-
agent.json.templatefuFH,

3. # % Profile, KeyAutoRotateDays. #MAZRFEHHRIRIBEZHIBERERE
4. EFEZ SSM Agent,

BREHREER , FEH B3 SSM Agent,

BRI AR BAER A SR B EN SSM Agent I EIhEE, BXxTTAEER MR HEERIAER up-to-date %
& , 15 H Config BHEE Y,
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BUEEMEREFHFEMEET R

EAILUBS Amazon CLI 23& A F Windows 9 T 28 A DeregisterManagedinstanceAPI #/EREUH
SEMRESBENIEE T R, PowerShel A T2 —/NRfil CLI &% :

aws ssm deregister-managed-instance --instance-id "mi-1234567890"

EBRAREBENEREMESR , BB amazon-ssm-agent. json XHHH
IdentityConsumptionOrder #., RBETUTHS :

amazon-ssm-agent -register -clear

R SEBCHEME EFEMTEN. RBUTSRREFTEMITEN . TUXELSRE , BHEERX
TRFFEAEREATRIKRPET.

# 3F EC2 Linux T EH LEFEMIEET R

1. EEINENITE.
2. BITUTHS. BHSLFENANEZERNEURRET SBUERERNBIZBANEE ID , UKk
EMNFTH SSM Agent B X ARIRAF o

echo "yes" | sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-
code" -activation-id "activation-id" -region "region

F3E EC2 Linux 1T E#l LK SSM Agent Z2 353t 1T BEHERR

AU TERRFEPEHERESHE Linux ITEHEES NS SRR R R SSM Agent & H BLHY )

B,
YRULR| DeliveryTimedOut £5iRH &

B& : EF—AITEH AT Amazon Web Services Ik 7 — A BIMAFEE T =8+ Amazon Web
Services IKF° |, BEZTELRET BFRITENISSM Agent LRIt S DeliveryTimedOut/F AW E,

RRAR  EHFHFD |, DeliveryTimedOut BTN KB, EERT R LEZR% SSM Agent K
FTREUETANTRID. BFTRAID EEYR , FHAXEWMNBSHITRAK, SERNERNE
R R,

ToENE T RKRER

BB : BTREGDE , SSM Agent iz HEHERUTEEIR
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Unable to load instance associations, unable to retrieve
associations unable to retrieve associations error occurred in
RequestManagedInstanceRoleToken: MachineFingerprintDoesNotMatch:
Fingerprint doesn't match

HUEN ID ZEERRAFHEN , FE2EREHER.

BRER  BRRLFE , BETATHS. ke TESETEY D ZEERRREFE,

umount /etc/machine-id
systemd-machine-id-setup

B4 NRENMZEHERLE SSM Agent ( Windows )

AREBNBNAEESNZSZRERH Wlndows Server it &#l L% % SSM Agent, TNREITRITER
ENMZEHEPEM IEEC2Linux THEWN , BRI L—FR . PR3 NESHZEHIELE SSM
Agent ( Linux ) o

/A Important

WEEEATEBEMNZHRERMIE EC2 ( Amazon Elastic Compute Cloud ) it&E#l. EfE
& AT Windows Server By EC2 K65l £ FE M &% SSM Agent , 5 & A T Windows
Server By EC2 3£l LA SSM Agent.

EFFEET , RBZHE SR 2 . WEENZEHECEESEE FREBRESBEEWEIMEERBN
BUE ID. BBUTREREBENRBA ID,

ERANMZ=IREHRIE EC2 Windows Server it E#l E %% SSM Agent

1. BFRBREMZSTIMEPRIRS SRSE B,

2. MWMRMEAHTTP = HTTPS R , MIATE H & Shell 2FFIZE http_proxy =
https_proxy SREFZE, MREFFEHNRE , NI SR,

NTF HTTP RERSEE , BIRENUTEE :

http_proxy=http://hostname:port
https_proxy=http://hostname:port
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X F HTTPS RERRS 2R , BIRENTE

i

http_proxy=http://hostname:port
https_proxy=https://hostname:port

3. ERHA (EE ) EKXTHFF Windows PowerShell,

4. FUTHSREH IR E Windows PowerShell . &8 M###### BN EECHER. fi
W, BIEESBUER £ R BUEBREUE ID , A% Amazon Web Services Xi# ESSM AgentM
PR ERIRA,

(@ Note
BEEUTEEFHEE .
« ssm-setup-cli X#&F manifest-url &M , ZEWM AT ARBEREN TEH KRR, B
JEEMALER , BNED RN LTS EEAIE.
« SRR A REAI AR IER L ssm-setup-cli,

o SEMEHIRT , FMNFERN ssm-setup-cli BHITHEE, ssm-setup-cli TS
TEHRASNERER,

re gion 7~ Amazon Web Services X1, XM #RIRKF Amazon Systems Manager , f5l#lus -
east-2EERIP (BRBM ) W XWIFIRFF. BXXIEMW region ENFIFR , EZH (Amazon
Web Services —f§Z#) HH Systems Manager service endpoints B Region 1,

AL |, ssm-setup-cli BIELLTIEI :

« version -BWEN latest M stable,

« downgrade - FREIRE E F R,

« skip-signature-validation - £ TFHMELZEKEH B PIZHRIE,

64-bit
$code = "activation-code"
$id = "activation-id"
$region = "region"

$dir = $env:TEMP + "\ssm"
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New-Item -ItemType directory -Path $dir -Force

cd $dir

(New-0bject System.Net.WebClient).DownloadFile("https://s3.cn-
north-1.amazonaws.com.cn/amazon-ssm-cn-north-1/latest/windows_amd64/ssm-setup-
cli.exe", $dir + "\ssm-setup-cli.exe")

Start-Process ./ssm-setup-cli.exe -ArgumentlList @("-register", "-activation-
code=$code", "-activation-id=$%$id", "-region=$region") -Wait

Get-Content ($env:ProgramData + "\Amazon\SSM\InstanceData\registration")
Get-Service -Name "AmazonSSMAgent"

32-bit
$code = "activation-code"
$id = "activation-id"
$region = "region"

$dir = $env:TEMP + "\ssm"

New-Item -ItemType directory -Path $dir -Force

cd $dir

(New-0bject System.Net.WebClient).DownloadFile("https://s3.cn-
north-1.amazonaws.com.cn/amazon-ssm-cn-north-1/latest/windows_386/ssm-setup-
cli.exe", $dir + "\ssm-setup-cli.exe")

Start-Process ./ssm-setup-cli.exe -ArgumentlList @("-register", "-activation-
code=$code", "-activation-id=$id", "-region=%$region") -Wait

Get-Content ($env:ProgramData + "\Amazon\SSM\InstanceData\registration")
Get-Service -Name "AmazonSSMAgent"

5. ¥ Enter,

s S HITA T IRE -

o TEHEITEN LZREK SSM Agent.

- [ Systems Manager RS EM it E o
o RERLCUATAEHIERMTA :

Directory: C:\Users\ADMINI~1\AppData\Local\Temp\2

Mode LastWriteTime Length Name

d----- 07/07/2018 8:07 PM ssm
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{"ManagedInstanceID":"mi-008d36be46EXAMPLE", "Region":"us-east-2"}

Status : Running
Name : AmazonSSMAgent
DisplayName : Amazon SSM Agent

ZITENNEERRET R, IE , XEREXTRHEENR mM-ERRR, B lEAGSRER
API Amazon CLI f55describe-instance-informationfE A Y Fleet Managerf BT R NEI L EFRXET
K Describelnstancelnformation,

RELERH BEMR

R TEBENREWR , B L Amazon Systems Manager Agent (SSM Agent) ELE S B3l 5B
ECNEERENTE, BALER SSM Agent MR 3.0.1031.0 SEEEMRAKRIG R LIhEE, AT
ST S LTI,

FF SSM Agent ELE N RIBEENZ BB EH
1. 7& Linux T EH LS F /etc/amazon/ssm/ , HEFE Windows Server it E#Hl LS % C:
\Program Files\Amazon\SSM,

2. ¥4 amazon-ssm-agent.json.template WAAREFIZE|IHF amazon-ssm-agent. json
S ¥ H, Saveamazon-ssm-agent.jsonfER—B F% , Edamazon-ssm-
agent.json.templatefyF .,

3. #Z% Profile, KeyAutoRotateDays. #MIAZRFEBHHRIRIAEZHI BRI
4. EFEZ SSM Agent,

BREHREER , FEH B3 SSM Agent,

B AR BRI BE N SSM Agent BWEMIhEE, BXTHAEEREREBRIAERN up-to-date 51
x , 15 H Config BHEE Y,

HUHEM R EFEMIEET R

& A LUE IS M Amazon CLI 53& B F Windows PowerShell #9 T B+ A
DeregisterManagedInstanceAPI #ERBUEEMIEE T 2o A TR —NRHICLI &5

aws ssm deregister-managed-instance --instance-id "mi-1234567890"
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EBBRREBHOERIMESR , BB amazon-ssm-agent. json XHHHY
IdentityConsumptionOrder #. RBETUTHS :

amazon-ssm-agent -register -clear

R SEBCHEMEEFEMTEN. RBRUTSERRITENEFTIMHNEETR. TUXESRE
EHREAT B EREXTRIIRFETR,

£ Windows BEITEN LEFEMIEET R

1. EEIENITEN.

2. BIIUTHT. BSLRENANEERNEVUEBREHENERNBEBIEE D, AREMN
T & SSM Agent B9 XIZ#RiR Ao

'yes' | & Start-Process ./ssm-setup-cli.exe -ArgumentlList @("-register", "-
activation-code=$code", "-activation-id=$id", "-region=$region") -Wait
Get-Content ($env:ProgramData + "\Amazon\SSM\InstanceData\registration")
Get-Service -Name "AmazonSSMAgent"

NiB 5 ZIRE Amazon Systems Manager

EFNBAKFFREEE R NEH Amazon loT Greengrass BUMEENEEMEEMRITHIRERE
Ko ERIXEMESRE , B3RS Amazon Web Services Ik B & FrR F RV AH - Al EH Amazon
Systems Manager kEE R EEH LK Amazon loT Greengrass &R & o

(® Note

« macOS H Windows 10 7% #FiEH T Amazon loT Greengrass #9 SSM Agent, &R EEREH
Systems Manager IREREEREEFAXHMRERENBLERE.

- Systems Manager & X #KELE N Amazon loT Greengrass #ZMEE WL X%, EFEH
Systems Manager B ¥ Amazon loT &/ & & FMIE Amazon B 518 %E , BAFERRESBUEXR
NHHFETEHE, BXRELSER , BZHRANESHNSZEIMEIRE Systems Manager.

- ¥ Session Manager #l Microsoft B AfRF 4N T SERMNB G RZREMER , XABHAER
SHIER, BXEZER | FSRTASHEHEE,

FrEaaHER T
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WIAENLEREHEATER,

o BEIRRMATHE R NEBEE N Amazon loT Greengrass ZODRBWER, BXREZEL | BS1F
Amazon loT Greengrass JF & A i I8 BYIZE Amazon loT Greengrass Version 2 &/ &

. B&IREZ MHE Amazon Systems Manager Agent (SSM Agent) #%&. BXxEZER |, H5
¥ Systems Manager X FHIRIERS

s WHRBMIEEH S=HH Systems Manager fRFEE. Systems Manager £ ¥ 2T iEZEN A
Zig%,

KT REVLGZRZ

9 Systems Manager i% & Amazon loT Greengrass & FRIUTI1E,

(® Note

BXRMMBGRZFEIE SSM Agent BIEE. , S H (Amazon loT Greengrass Version 2 FF &
ARIEE) PHHE Amazon Systems Manager Agent,

SR NBERBCE IAM RSAE

Amazon loT Greengrass #%/7% % EZE Amazon ldentity and Access Management (IAM) RS A&
= 885 Amazon Systems Manager {5, LA [E Amazon Security Token Service (Amazon STS)
AssumeRole & FX} Systems Manager RS EE. BRFHNEA Amazon Web Services ik F
RIS AR —IX. R Amazon loT Greengrass ¥ Z Bl E R ZBE SSM Agent ARt , BER
RegistrationRole ZHIEELLAG, MREEREMNZEHERIREI  EC2 TRANEHELAR |
B BABKIS BE 53R

® Note

BARSWAMRERFEELLIREZ LA Systems Manager , W A7E IAM AR HR
T A Systems Manager API FYX PR,

S3 PRI ER

MREIRUATE—BER , BLRETHILTTEZEH Amazon Simple Storage Service (Amazon S3)
AR B E L IAM RXPRRRE
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RAriEmE

Amazon Systems Manager

« BN 1 BT — VPC in RUAFAE H N EMN VPC E#EIZ M Amazon Web Services , 2
X B Amazon PrivateLink 1228 VPC % 2 RS-

- BR 2 BITEFE AT Systems Manager BRI CIRH S3 F#4M , 20 Run Command @R

Session Manager 2 iEWH HF#E S3 FHEP. EHECH , FRENEHEREHAEEENL
S FRMEBPHNSRITERME. ZETBHEX SIERBEBNEELEATRFSAR,

(@ Note
MR EHIRE ZBHAE R BRI RIERA Patch Manager , TUBA A 3% A0 S X b T B i
R arn:aws:s3:::patch-baseline-snapshot-region/* #1715,
region &R Amazon Systems Manager X ## Amazon Web Services X15 BIFRIRAF |
fltn us-east-2 WREERE (BB ) XiE. BXXEFW region ENIIK , HSH
{Amazon Web Services —fi%#5#£) HH Systems Manager service endpoints B9 Region

EIJO

Amazon CLI
9 Amazon loT Greengrass 582 IAM RS A€ (Amazon CLI)
1. REHBEE Amazon Command Line Interface (Amazon CLI) ( f1R & R HMITIZIEE ) »

BXER , BSARERERH Amazon CLI B RFTRA.

2. HEABUENLEANTEERBOR - MXAXXHF , XHEBIRKLT SSMService-
Trust.json. HWRER . json XHF RERFZXM.

® Note
BRTHEM. BEET SSM Agent ZpEZ] Amazon loT Greengrass #/UMR & BTIEE
[l =g

{

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "ssm.amazonaws.com"
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3.

}I

"Action": "sts:AssumeRole"

}

$TF Amazon CLI , 8|2 1% JSON XHMEFET |, 21T create-role T UBIERZ A,
B tann i BBRANEECHER,

Linux 1 macOS

aws iam create-role \
--role-name SSMServiceRole \
--assume-role-policy-document file://SSMService-Trust.json

Windows

aws iam create-role ~
--role-name SSMServiceRole *
--assume-role-policy-document file://SSMService-Trust.json

BRINT B RZELT attach-role-policy 8% , AAFENCIENBRSACARLTFESH, Z2ES
& B SR B30 1R & 12 T A Systems Manager 12178 S B R,

(® Note
BN ID5RE W RSB & XA K KB 5 A T3 Amazon Elastic Compute Cloud
(Amazon EC2) 3£l I K Hifid B X REEME . BXUTHSHEA IAM policy
NWEZEE , HS N Systems Manager Bt & SEHIX R

( XF ) BITUTHSUATFBLEZEH Amazon Systems Manager lRS5#% 0 Zh &k

Linux  macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Windows
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aws iam attach-role-policy ~
--role-name SSMServiceRole A
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

MENRFZACUET HEN S3 FHAER , BETHUATHS , LA Amazon
Systems Manager Agent (SSM Agent) 5 R ZREEPIEEN F M. ™ account_ID M
my_bucket_policy_name B#: R &K Amazon Web Services K ID MEE BB o

Linux  macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::account_ID:policy/my_bucket_policy_name

Windows

aws iam attach-role-policy #
--role-name SSMServiceRole *
--policy-arn arn:aws:iam::account_id:policy/my_bucket_policy_name

( @ik ) BT TS AT SSM Agent X R& 5171 Amazon Directory Service , SAAEih
BARZ A ER. REEMBLLIRZMA Microsoft AD BXE , REARTEEFHILEK
B o

Linux 1 macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

Windows

aws iam attach-role-policy #
--role-name SSMServiceRole A
--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess
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( Wik ) BITAT @R LAY CloudWatch RIBFEID ik & EiE1T, BEMEALGS , AL

EEIRZE ENERIFNHEEA CloudWatch, XREEEFEA Amazon EventBridge 2 Amazon

CloudWatch Logs EREE , REACT FEFHILEKE,

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

Tools for PowerShell
79 Amazon loT Greengrass ¥} E 612 IAM RS A€ (Amazon Tools for Windows PowerShell)

1. WMRBERZEMNEE Amazon Tools for PowerShell ( & F Windows PowerShell #J T
8) |, #hiTixsRE,
BXEE , BSR%E % Amazon Tools for PowerShell,

2. EAMTENLERAUATEERBIR —NXAXH , XHBFHRELTF SSMService-
Trust.json, BREM .json X4 BBREZIM,

\

(® Note
BXTBEM. BEMI SSM Agent ZBEZE] Amazon loT Greengrass #/UMZ &K IEE
[l =E /18

{

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": '"ssm.amazonaws.com"

+

"Action": "sts:AssumeRole"

}

3. HEEE#EN TITH PowerShell , 7EBIZ Ltk JSON XK B A |, I T HRNIE1T New-
IAMRole ABI2RSZ A,
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New-IAMRole °
-RoleName SSMServiceRole °
-AssumeRolePolicyDocument (Get-Content -raw SSMService-Trust.json)

4. BWMTAHXFERA Register-IAMRolePolicy , MAFEESIEN RS ACHERLESHE, ZaED
& B SR B30 1R % 1% FE A Systems Manager 12176 S HI R,

@ Note
#£79 Amazon loT Greengrass RERB K IEZ RS ACRIMNKESH TN EC2 3£
5l I 2L HIFE B XA REEMERE, BRUTHSHERAN Amazon REHNEZEE.
BZ AN Systems Manager Bt & SEHIR R

(%) BITUATH S UAATLLIREFE A Amazon Systems Manager BR S #& U IhBE.

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

MENRFZACGAUET BHEN S3 FMMER , TETUTHS , UAYT SSM Agent HRITE 1%
RIEPIBEENEEW. & account_ID M my_bucket_policy_name E#tRIEH Amazon
Web Services Ik ID FIF & o

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::account_ID:policy/my_bucket_policy_name

( i ) BT TS AT SSM Agent X R &5 18] Amazon Directory Service , BALEin
BaRZ MABMER. RAEEMDEIEEMA Microsoft AD B i, REABFTZTEFAME
B o

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess
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( ik ) BT T B LAY CloudWatch REBELZIRR LiE1T,. BYEALGS , AT
EEIRZE ENERIFNHEEA CloudWatch, XREEEFEA Amazon EventBridge 2 Amazon
CloudWatch Logs EREE , R AT FEFE ALK,

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

£ 2 : iRi& Amazon loT Greengrass

B 5iRZiZE N Amazon loT Greengrass /0 ik %, RENESEBIAIXENRERENREE
K, URZEMBE Ei%R%Z LM Amazon loT Greengrass Core Bi#F, BEXEZELR |, 2 Amazon
loT Greengrass 7 & A R 1EEHFHYIRE Amazon loT Greengrass Version 2 # 08 % o

HI® 3 : E#H Amazon loT Greengrass TEXRABHELEIRE LRE
SSM Agent

£/ Systems Manager % E MEL & Amazon loT Greengrass R ORBNERE—FH , BEEEH
Amazon loT Greengrass Amazon ldentity and Access Management (IAM) i Z RS AR ( LA T
XA E ) | LLRSF Amazon Systems Manager Agent (SSM Agent) #82%F| Amazon loT Greengrass
®E, BRXEIENEER , FSHE (Amazon loT Greengrass Version 2 Developer Guide) ##J
Install the Amazon Systems Manager Agent,

F SSM Agent B E|i& % /5 , Amazon loT Greengrass 2 B3 [d Systems Manager SEfH &R % -
BRIbZ AN, TEHITHMEM . BULUFHEEM Systems Manager ThEEXR G E], EEFMEE Amazon
loT Greengrass %%

@ Note

BEIRE DT S HH Systems Manager fR$5E(E. Systems Manager 7315 2 M7 iE
B 5EE,

79 Systems Manager iIREZKE & &

#£ Amazon Organizations Hig EH QAT , B LA B EE K KN ITFTE Amazon Web Services
WAFEBEEBES., BEEKF AP REEAN Systems Manager 2 EZREZE RS , AT Change

S, 2 : iRiE Amazon loT Greengrass 64
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Manager, Explorer fl OpsCenter B E#{E%, Amazon Organizations & —UlK P EE RS |
BT A e keI B H LR H 5B Amazon Web Services Ik LIEEFR B IEIX LMK, B Amazon
Organizations W{EE , 55 % (Amazon Organizations A FF#EF) F K Amazon Organizations,

Change Manager, Explorer 1 OpsCenter ( Amazon Systems Manager B9 —1NI18E ) 5 Amazon
Organizations L&A , REHLWFAERAKS LHITES. BREERNFME Systems Manager I
REIE—BEREEA, EMEEAKFSARESEEINALNKA

E&

« Change Manager WEEEER

« Explorer WEREER

« OpsCenter WEIXEE R

Change Manager WZITEER

Change Manager @ — M T EEEER , ATiEKR, i, SEANRSNAEFEEMNEM IR
MIRIEEE,

MRIBEBNALHFER Change Manager , B0 EEREIE G MK REEFTE KA KW EE
R, HEFMRE. FERREIZRBIIEE , B LUF Change Manager RiE N 54H M — R FH HEFRER
EEAMKS, MRESF Change Manager 584 Amazon Web Services Ikf® —i2fEH , MFAEEE
TREE R,

FIAERT |, Change Manager EREMREE AR FIESEERXNES. BEXENHARRE
Change Manager B EZ REE AR , HSRFELLEE Change Manager ( EEIKF )

o

/A Important
MREBEBNALAFREER Change Manager , RNBWWBEANZREEAKF#HITER. 28R
BRI UMNELARPEMKFAHTER , EXEERTFTREZREEAK, PIRE , BRENZ
KREE,

Explorer WEREER

Explorer 2— N BEXWZERFER , A TIREE Amazon Web Services X3 # Amazon Web
Services K EE#IE ( OpsData ) WREME,
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BRI LA Systems Manager BEREZIREE A K, , UBI N REFEHIER L 5 Amazon Organizations
HLEFEAXRREZSNXEMKFH Explorer #iiE, ZIREE G LA Amazon Web Services
Management Console., Amazon Command Line Interface ( Amazon CLI ) 3 Amazon Tools for
Windows PowerShell 3%, FiEMER S Explorer H1E,

&7 Explorer FAZEMEE A/ , B LURFEE ABERSI —4 Amazon Web Services Ik
REWEE R W] L6022 S R 25 K 7= F XK 37 R .

& T LAfE A Explorer , BEA 40 B MYFTHE Amazon Web Services Ik P B SR ELRIE. BRMAM
Explorer P2 BEREZEANGEE , BZH LEZREER,

OpsCenter WZEHRXEE R

OpsCenter BB T —1MHOMIE , EEIRMA IT Tl AR ATELLGEES Amazon BIRMERH
=& LW ( Opsltems ) » MREIEFEA OpsCenter Bk &£ EHE Opsltems , N AFE Amazon
Organizations FiZ B,

£ A OpsCenter Y Quick Setup , A A2 B ZIREE A MK H B E OpsCenter REHEE
Opsltems, BXEZER , BSH ( 7% ) £4 Quick Setup L& OpsCenter LUK -~ B

Opsltems,

OpsCenter WELEER
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Amazon Systems Manager A|’]

FI A AZHFETF WA E A Amazon Systems Manager, [ %3 Wf/Z 31 B Systems Manager EIEH
Amazon Elastic Compute Cloud ( Amazon EC2 ) £41 , LARK iMiE I E X6,

BT Systems Manager @ ZfINEENES , TEBYE —MNELSRBERNBENMNRS . FHBENET
HLEThEE,

TR

Fazal , FREREEEMR N EC2 EHIi&E Systems Manager RIS,

FERA B ML L SSM Agent B9 AMI /B Zh 3451

EBAI AR L TS RBFTR £ Amazon Web Services Management Console /331 Amazon EC2 3%
fl, ZHREEHBYEREEHE-—NEERS , AT 2EEME AT RERTEDL

ISt

1. B LLTMuLFTFF Amazon EC2 #2#l& : https://console.aws.amazon.com/ec2/.

2. MEC2 ##A#4IEM+ , 7 Launch instance ( B313EHl ) |, %$F Launch instance ( B3b
261 ), RENE RIIEDTHEELaunch instance ( )B313%fl ) -

3. XNWTEMEHRENEN , NERSEHE A —MERES T
4. NTNABRFNRERSRE (TDRTHRER)  HITUTRE

a. EEWREFZ , REIEE Amazon Linux. X2ERA T ENEFINRERSE (0S).
b. MNFILZH=NIFESR (AMI) , iFIEEFE Amazon Linux 2 B — HVM kR,

5 XNTFTRFIZEE , NEFIKBFRD , NEWEHEFEHERE, EF t2.micro KHIEH | X
ERIABERTHIERE, t2.micro EHIKEER T Amazon RBREE, £ t2.micro FHHAK
Amazon Web Services XiF 1 , BRI LUFERARHEEZE"TH t3.micro X6l BXEZEE | iF
Z# AmazonFree Tier ( RBEE ),

6. XNTEHAX (BEF) WBHANEHN , BE-IBEHAX,

7. NTREFRE , ERFEE. NTRLAEN , FIRASEENEEHERTREA, E£RAUT
SR, BUNERALZEA  HEBTUEELHCIRNEZSA

a. 1%3#E Select existing security group ( EEFENELZ LA ) .

TR 57


https://console.amazonaws.cn/ec2/
https://www.amazonaws.cn/free/

Amazon Systems Manager ArfEm
b. M Common security groups ( BAZ 24 ) A , NIIEZ2ANRPEREHNZ A,

8. WMREBESBEFEARAENEERE , BRASHFHEES Dy , T IAM KFIBEXH |, EERER
£ B, 1. 7 Systems Manager B ESEBIINFR Hit 17 1% & AT 01 2 59 S I BL i XX 4

9. NWTEHRFINEMEERE , RERNERE,
10. AREERTD K ERELNTPRERE, ELEIRET  BRBIHXRH.

1. BEEIE R—NAINTTE , BHAEXHIIEES ). 1%#F View all instances ( EFFTBE = ) LAXA
WIATTEHIRE R A

12. EXRFIRT L, BUNEFRIRS. BHIXRFIRFRENE,

13. ATRERE/LDHATE , XEFRETHNERE , ACERFILEEETT, BERELHXFREE
B TREBRE , FERSREIFERREER.

ERE RS E LA
RIS R

1. 1FIA] https://console.aws.amazon.com/systems-manager/ , ¥JFF Amazon Systems Manager 2|

Ao

2. TESMEKTF , £ Fleet Manager,
&

MR B % 3TF Amazon Systems Manager £ , &R E 2B R

iiﬂﬁ—%ﬂﬁﬁ’l‘% REESME K FILERE Fleet Manager.
3. EBREMFH RDP EEMNEFIZHMZEE,
4, ETRBEXED  EEBHLRIRSTE.
5. 1%$® Connect ( £ ) .

N ERY

MREEZKEANRHRQEZNIEERFINRE | NIEL L ZKA KA K A R BR % SR 45 o
b= oo ]|

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

EEIENEE RN 68
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2. HESMERT , EEXH, EXEIFIRFEEKH,

3. HORIEFRROPRS. LKA

4. HRGREREWIAR | EHRLLE,

Amazon EC2 X H L ILEHKA|, EBRNRPIELIL 2R, ERERMEERFHE LT, RiE
ZRBREIMER, EFEEBACNEFEERPBEREL LKA

B BRIBH SR 69
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£/ SSM Agent

Amazon Systems Manager X3 (SSM Agent) 27 XL S# 3% * 1t &= (Amazon EC2) L4, 4%
%, ARiRFIJ|AME LN (VM) LIZITHL E#EH. SSM AgentfE Systems Manager ] LAE#,
EENEEXLEAR, REBEHLERE Systems Manager JRE-HIiER Amazon Web Services =
RERBERPWEEZTXLEER, SSMAgentREFEA ( RS FI%:ec2messages ) 5 Amazon
Message Delivery Service() SRS MMITE B KIEE Systems Manager fR%5. Amazon Message
Gateway Servicessmmessages

MREEIERE , BEBFIENIEET R 5ec2messages. *Hssmmessages . *&ix T RBEFE. BAX
EZEER , BHSRSZE : ec2messages, ssmmessages M E M AP 2/, HXxFFSSM AgentA &
}&%2| Amazon CloudWatch A EMEE , S % Amazon Systems Managero

AEN

+ SSM Agent RS %

- &% T SSM Agent ) Amazon Machine Images ( AMIs )
« EEAT Linux B9 EC2 £4I L SSM Agent

o 1E5& AT macOS W EC2 3£ L SSM Agent

» 7EXEFF Windows Server #y EC2 =4l £ SSM Agent
s FEiL%IRR LFEA SSM Agent

« IETERE SSM Agent RS H B E

« [EFEKE SSM Agent [RA =

« &%F SSM Agent H&E

« BX SSM Agent FREIX B R 5 a8 T #Y 15 H]

- B3I EHE SSM Agent

+ 1T SSM Agent B

+ SSM Agent & Amazon ¥£& S3 FMEE# TIEBE

+ HEBX SSM Agent KBS

SSM Agent RS #

FRAAREBHNE R BB TESHE Amazon Systems Manager Agent (SSM Agent) 7 T iZREHN T
ERE,
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£

+ SSM Agent A& 3.2.x.x FIE1TH

« SSM Agent ZiE{E 5t

« XF A ssm-user K

+ SSM Agent Hl Instance Metadata Service (IMDS)

« {&¥ SSM Agent up-to-date

« #1R SSM Agent T B FARBIE K, Bah kR

« & Amazon Web Services X135 #) SSM Agent ;R E#H
s £ VM FAE#h L5l ELE SSM Agent

- FREARSRIDESBIENITEN

« SSM Agenton GitHub

SSM Agent i 3.2.x.x FIE1TH

5 Quick Setup AR BRIAE N BB ELE M EHIRT , SSM Agent [ —AlE i FUEFAEE /var/
lib/amazon/ssm/credentials ( &M F Linux 1 macOS ) =X $PROGRAMFILES%\Amazon\SSM
\credentials ( &M F Windows Server ) , IR ZIEEFZARINTHEERBIEEN IAM A6
BEMNNR, £ Linux £, RE root Ik~ F8ETHRLX LEZIE, £ Windows Server £, RE SYSTEM
T P A A 1t B 3R B3 oF BB T [R)IX e XA,

SSM Agent ZFIE{E £ K

REBNBEXWMAE SSM Agent RF N B RHITRENNRHEEEE,

® Note

WiBGRENZIFBERE, DIFBEREBEENEA Amazon loT Greengrass Core X
# , BE—“ Amazon Identity and Access Management ( IAM ) [RE & , H A Amazon
loT Greengrass ¥ SSM Agent HBEiE%, BXEZER , BSH HiLZEEIRE Amazon
Systems Manager,

FitEN LZ%E SSM Agent [ , EEEHMNPRT LS Systems Manager [RS#HITEE.
£ Amazon Elastic Compute Cloud (Amazon EC2) k%l Lt | 5 4£ B i 2 32 51 #Y 35451 B & U4

SSM Agent iRAs 3.2.x.x FiIE{TH 71
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REIXLENR, £ EC2 itEH L , SSM Agent BE ML EHWEAE X4 P IREFFEHNR |
ML TF /root/.aws/credentials ( Linux 1 macOS ) 5 SUSERPROFILE%\.aws
\credentials ( Windows Server ) . FIEHNIXRFHEES B EIRPRME L4,

B2, BERDBHELT , HEVWNERATELSRMNESZMIE , SSM Agent TREXENERR
BENETHES

flan | BATEESF EC2 SEHIELE N B Systems Manager 1£8 . %8 B 2E M = FIE B4, B
=, ZEEBREEFZEFRATAEARASLRAFES , H1E LEXE Amazon Command Line
Interface ( Amazon CLI ) ., WREZELSIRFHEMRRRMZESKF L EIEH.

f£32 4l L1517 Systems Manager 38 , SSM Agent AJRE =X A S AL F AN EIETRMNE
iE , Bl anEE ST T RSB EL B X PRI, X RE R SSM Agent fFiZ BERIAE IR 27450
M E IR & R IEE

(® Note

£ Linux A macOS £ , SSM Agent ARAF 13217, ELt , SSM Agent FE I EHERH
RETEMEIEXHNETRAF ( /root/.aws/credentials ) » SSM Agent FEERE
iEHiE , FoEEXH LEMEMAF NIRRT EREIEMS

MNREEFERERUATIRFEREIE

1. SR8 ( AWS_ACCESS_KEY_ID Fl AWS_SECRET_ACCESS_KEY ) ( MBERE ).

2. HZEMEIEXH (XFF Linux # macOS , 7§ $HOME/ . aws/credentials ; XF Windows
Server , § SUSERPROFILE%\.aws\credentials ) AKBEEESR Amazon CLI ZEZFRHEN
R

3. f£% 1 Amazon Identity and Access Management (IAM) & | MMREFE— NN ARFER
Amazon Elastic Container Service (Amazon ECS) £55 & X 5 RunTask API #4E,

4. KtnZ®| Amazon EC2 SE45I# S5 Bl & ST 44
5. ARIAENEEEREERN IAM B,

BRER , FSAUTER :

- EC2 LBl RBIBEXH - Systems Manager Bt i& 35 51X fR
- BEEE  NESHRCIBRETRBE

SSM Agent FiE{E &% 72
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« Amazon CLI i - Amazon Command Line Interface B P15 P E F S XHEE
« BRIAZILIR TR F4E -Amazon SDK for Go Developer Guide H B E E FilF

@ Note

Amazon SDK for Go Developer Guide YA ERINE T SDK for Go HERIAR R 5% ;
B2 , iFft SSM Agent B UERT thEER — RN,

X F 2 ssm-user K

M SSM Agent 2.3.50.0 [rRFF1h , ZREBNE—NEN ssm-user WARAFIKF, , F[/FERM

£ /etc/sudoers.d BF ( Linux f macOS ) SEE A4H (Windows Server), 7 2.3.612.0 Z 8l
WARIERA L | lKF27E SSM Agent REFEXBHIRERSINOIE, ERZA 2.3.612.0 RESRAE
L, ssm-user P FELFEESXRS LEXBHEIE, HAiEE Amazon Systems Manager B
Session Manager HAER B L ERT |, iZ ssm-user BERIANRERZAF ., S LUBEIR ssm-user
B EINRBRENASEEN sudoers XHERESMNR, EEEH SSM Agent & , TRMNREHBER

ssm-user MK,

£ Windows Server £ , SSM Agent & B BN XEB X ssm-user KA BEBHIRE, Linux
REXH L&EFE N ssm-user REFE,

M SSM Agent 2.3.612.0 lxFF#5 , T2 AEFIEFIZZH Windows Server itEHl L B3I 81 ssm-
user Ik, E7E Windows Server 1312 #1285 L £ Session Manager , F3I 812 ssm-user K/ ( 40
REFFE) , AROAF 2 EEEERNR,

/A Important

N T BRI ssm-user K, B HNESSBIRYSSBIE B X H M TRELENNR. BXER,
BSRALSRE 2 . BIUEHR I Session Manager B E5IXER

SSM Agent # Instance Metadata Service (IMDS)

Systems Manager FEE 5 EC2 LHIxBIEF EEIEFEIZEIT. Systems Manager AILAEH Instance
Metadata Service 1 2% 2 kR ( IMDSv1FIIMDSV2 ) 15 BISEHI Tz, ZH9 SR AIMEER 5 17 3241 7T
BIEARS WY IPv4 b3k © 169.254.169.254, BEXEZEER , 1525 Amazon EC2 AF#EmM (EAT
Linux 3541 ) ARy o B3 A A 7 2R,

XF AR ssm-user Ik F~ 73
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R SSM Agent up-to-date

MEEFHIHEERIMZE Systems Manager HEXN I A ThEEH 1T 7T EH , N & H SSM Agent BIEFT AR
Ko TeeFERAREBNRIRATEESPHIEEER T XEHEFf Systems Manager ThEEF 451, Rt ,
BABNE B TRERYVEE LA SSM Agent IEFHEE. BXEER , 82H B3 EHE SSM
Agent. iTI “SSM Agent%{7i488” TE GitHub , KEVE%SSM AgentE ¥ 19 B 41,

@ Note
MR BEFMIHEERIME Systems Manager HEXN B IHEEFH 1T 7T EH , MK SSM Agent
NEFRE, TeeEARENSRAIRAATESELEEERT KEA B Systems Manager Zh
BERM4SME, At , RNEBWEBHTHEFRIEELH SSM Agent IRFWEE. BXEER ,
BSH B3 EHZE SSM Agent, 1T “SSM Agent& 1T BE” TWHE GitHub , 3REXEx<SSM
AgentEFTHYIB AL,
ZRIAEE SSM Agent B9 Amazon Machine Images (AMIs) B 8& & B K3k 5 J& B 18] 58 51 0 & 37
FRAE) SSM Agent, BATRIUET SSM Agent WEFEFHEE N E S HME,

R SSM Agent Z3% B FARBUIE N, B =MIBR

SSM Agent Z% 7t /var/lib/amazon/ssm/ ( Linux 1 macOS ) # SPROGRAMFILES%\Amazon
\SSM\ ( Windows Server ) £, iX&%&KE RIS SSM Agent A REXHR 4K |, flanE
EX ., #HERBE (IPC) BREMEIEH4R, FE5EH,. BIFIRBRZEERZRPIHNEANE. &
M| , SSM Agent AJEEFIEIEEE 1T,

¥ Amazon Web Services X1 B9 SSM Agent Rz E#

SSM AgentE#FEH GitHub FEF MG , ATREFEEKIAR AR AT E = 8EAmazon Web Services
XiBEARR B EAAE AR EEFRORAER, Hit , 2HEENSSM Agentit: X EPBFARAAS |, &7
e R “YHBT AT X = “EH amazon-ssm-agent Bl IBRAS |, FF B L FBERMBLE” iR,

EWRELEN A SSM Agent iR , ATLUZETT curl @ F,

EEELRTREEBTNTARERE , HETUATHT.

curl https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/VERSION

EEEREXFEFNTRAREBRAE , BETUTES , ¥ region BRI EREEFEANXSE , 40
NFEERI (BXHEMN ) XEFEA us-east-2,

%3 SSM Agent up-to-date 74


https://github.com/aws/amazon-ssm-agent/blob/mainline/RELEASENOTES.md
https://github.com/aws/amazon-ssm-agent/blob/mainline/RELEASENOTES.md

Amazon Systems Manager ArfEm

curl https://s3.region.amazonaws.com/amazon-ssm-region/latest/VERSION

EALAEETE X S BS P FTFF VERSION X , BTEMEA curl .
£ VM R #3245 E %3 SSM Agent

BXERBENZEHRERNIE EC2 itEN L% SSM Agent IEE. , BTSN EATZEHRELRE
SSM Agent ( Linux ) FESHIELRE SSM Agent ( Windows )

EREFESRIDREBENITE

LI EC2 iHEHA T EAMZEHREHRR , SSM Agent FIREWZREEY (HRIEHWKRE ) |, HE
AXLEEMITEIEYS. BEURNREBEIEALELE Systems Manager APl I REBRZR/F B, XThME—11s
S ARAAERERSRENREET AXRER, RENEINE4RFEEER A &l
FEWNLE,

HitEANEM N 5 Systems Manager —E2 AR , REXTTEBEHRHENEY. AF , EREBRE
RegisterManagedInstance A , fFIELQ{LEE Systems Manager Bk

f8/E , Y KRi* RequestManagedInstanceRoleToken s H Rt , RIBIFHE X HEHHW IS MEH
BFE , UARAFITENEESEENEGRHTE. NRIFITENEEBIEXXHEFFEES
WmAELE , WARBEFEREIPNX4HEZEE RegisterManagedInstance , NIRRT,

MREFITEVNEESFHONEAHRFZTLTE , SSM Agent FITEFIBL , HIWEHIEF T
EQFEBENHESF , REFHFIELSE®EL RequestManagedInstanceRoleToken, X &S H
RequestManagedInstanceRoleToken XM , 3 B REN T EIREUEZE Systems Manager RS
WAETHE,

HAMRHZRITH , SAERIESR , UBhZAMREXTRENR—REXTRE Systems
Manager RS # 1TIE(E.

FHATENEEEEXHEDFENEHARFHRHITHERN  RBEFERAUTZERBEIRRENTSESE
=R TE

- MR SID ( RZ/ATEN ID) FE , MRRFETHE,
« BN, IR IP #hutAE |, MR RITHE

- B RFURETENEENEREE L , FEAFEENEUMRERTHER , MBERESFEL
[
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MEEBREENEHRFN —B0 FEEXHES.

A SEEM KR BIEE R TR e w iR EA LML R E.

# Linux it &L :

sudo amazon-ssm-agent -fingerprint -similarityThreshold 1

£ PowerShell A T A A #IWindows Serverit E#l L :

cd "C:\Program Files\Amazon\SSM\" °
.\amazon-ssm-agent.exe -fingerprint -similarityThreshold 1

/A Important

MRATUHERINAGZ-—RETEY , MXAERSSBAERIR, 7T F B % HP X
KK , FRECERERENKE , Fl0 1,

SSM Agenton GitHub

KRR IZSSM AgentB1E LR | GitHub R B AT LA REBLUHE R BN ER, RINEHEHTES
SHERIRTIEEIER, {E2 , Amazon Web Services T X =TI B AN EEHEIA,

fiZ% T SSM Agent By Amazon Machine Images ( AMIs )

Amazon Systems Manager Agent (SSM Agent) EFI A ZEERE=F R Amazon AZEEHEL
Amazon Machine Images (AMls) L.,

o, ERAUTRERZEZ—B3IM AMI 812# Amazon Elastic Compute Cloud ( Amazon EC2 ) 3£
et , mATgES &K I SSM Agent ER % :

* AlmaLinux

« 2017.09 RESRAMIL 7 Linux 1 Base AMI

* Amazon Linux 2

« Amazon Linux 2 ECS {L{t &4t AMls

« Amazon Linux 2023 ( AL2023 )
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« Amazon EKS {£{thik Amazon Linux AMIs

« macOS10.14.x ( ERFHE ), 10.15.x ( FEWE ) . 11.x( KFHR ). 12x (REFEF ). 13x( XHE
1) M 14.x ( RiED)

« SUSE Linux Enterprise Server (SLES) 12 # 15

« Ubuntu Server 16.04, 18.04, 20.04 #1 22.04

« 2016 £ 11 A LAB A B Windows Server 2008-2012 R2 AMIs

« Windows Server 2016, 2019 F1 2022

(® Note

SSM Agent AT RE B i £ RAMISTE L SR P Amazon B E £, XBERAHIEME
Systems Manager TEEERE £ X IFRIERSE (0S )

SSM Agenttls 7] gE T < 7E #t X 776 BEE P AMIs 3% El Amazon Web Services Marketplace 34t X
AMIsTZfEEEH | 1B Amazon F X iFX EAMIs,

IEiF SSM Agent BYIRZS

ﬁﬁ*ﬂ#“‘flﬁﬂ’]ﬁ'ﬂﬂ MBITESIRAH AMI B 2K EFI AT aE& B L3 SSM Agent, L ATRESEHIETR
ERE , BREZREET. Hit , RMNBWUEBEEHXZHESSM LFEA Systems Manager Z B ERE
SSM Agent BVIRZS,

FRAUTIERIEENEH LEREHIEEEZETT SSM Agent, MRBEXIMARLZRNRE | AL
Linux. macOSH Windows Server 325 £ FzhZ3,

ERIFRf| EREBEBE R SSM Agent

1. BaFXblE , EEFLoH , MEETRAAL.

2. FERAEHEELEEZREA, flan , SARILAER SSHEEES Linux 3R4l , SiEAIZEREERE
2| Windows Server =4,

3. BEIFINRERSEEBEZETHS , LMEE SSM Agent BIRF

BRIERS Ciks)
Amazon Linux 1 sudo status amazon-ssm-agent
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BRERS CEED)

Amazon Linux 2 1 Amazon Linux 2023 sudo systemctl status amazon-ss
m-agent

macOS macOS L&¥ B A TEE SSM Agent IRZSH

W, BUUBRERMITHEREAEXH /
var/log/amazon/ssm/amazon-ssm-
agent.log XREFRS.

SUSE Linux Enterprise Server sudo systemctl status amazon-ss
m-agent

Ubuntu Server (32 1) sudo status amazon-ssm-agent

Ubuntu Server ( 64 {i - Deb ) sudo systemctl status amazon-ss
m-agent

Ubuntu Server ( 64 {i - Snap ) sudo systemctl status snap.amaz

on-ssm-agent.amazon-ssm-age
nt.service

Windows Server Get-Service AmazonSSMAgent

® Tip
%Eﬁéﬁ: Systems Manager XFH M BERIERGEKE L EF SSM Agent RSH WS,
% EERZE SSM Agent IR H B R IE,

4. A RA BT #H SSM Agent IR,
R EREHIEREETT
ERZHBELT o tRESRARBEREHELEZT.

AR RBIE R Amazon Linux 2 35| B %% HIE#151T SSM Agent,

amazon-ssm-agent. service - amazon-ssm-agent
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Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: enabled)

Active: active (running) since Wed 2021-10-20 19:09:29 UTC; 4min 6s ago
--truncated--

LA RBIE R Windows Server 3£l £ B2 %% B IE 1217 SSM Agent,
Status Name DisplayName
Running AmazonSSMAgent Amazon SSM Agent

KD EREERET

EREEBRAT , drHaRkAREBEELREBHRET,

LU Rl & 7R Amazon Linux 2 354 £ 2 %% SSM Agent B H# K217,
amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: enabled)
Active: inactive (dead) since Wed 2021-10-20 22:16:41 UTC; 18s ago
--truncated--

AT R BIE R Windows Server 345l £ B &% SSM Agent B 3 Ri=1T,
Status Name DisplayName
Stopped AmazonSSMAgent Amazon SSM Agent

MREREBELZREHRET , BUURERFINRERSXBEEAGT DS FHRENE,
BERS we
Amazon Linux 1 sudo start amazon-ssm-agent
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BRIERS wE
Amazon Linux 2 1 Amazon Linux 2023 sudo systemctl enable amazon-ss
m-agent

sudo systemctl start amazon-ssm-
agent

macOS sudo launchctl load -w /Library/
LaunchDaemons/com.amazon. aw
s.ssm.plist

sudo launchctl start com.amazo
Nn.aws.ssm

SUSE Linux Enterprise Server sudo systemctl enable amazon-ss
m-agent

sudo systemctl start amazon-ssm-

agent
Ubuntu Server (32 i) sudo start amazon-ssm-agent
Ubuntu Server ( 64 i - Deb ) sudo systemctl enable amazon-ss
m-agent

sudo systemctl start amazon-ssm-

agent
Ubuntu Server ( 64 {i - Snap ) sudo snap start amazon-ssm-agent
Windows Server EHIETA T a8 S PowerShell,

Start-Service AmazonSSMAgent

R RRE
HERELERERT  vhHaRAEERRE,

LARRABIE 7R Amazon Linux 2 354 £ R %% SSM Agent.
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Unit amazon-ssm-agent.service could not be found.

LAUR R AIE R Windows Server 35| E R %% SSM Agent,

Get-Service : Cannot find any service with service name 'AmazonSSMAgent'.
--truncated--

MRRZENRE , BALUBRERERERBECRABRFFIRE

o EEAT Linux 9 EC2 3£4l E F3h &% SSM Agent
« fE3EA T macOS M EC2 £4l £ Fzh &% SSM Agent
« 7EEA T Windows Server B9 EC2 E4I £ F3h %% SSM Agent

£5E A F Linux B9 EC2 324 £ SSM Agent

Amazon Systems Manager Agent (SSM Agent) i T4:# Systems Manager IR H ZRBRIERFHHME
BEITEN. FRAUTEBRNEFE Linux BERGK LRE, BEREFR SSM Agent,

£}

+ IUF SSM Agent £&

o FE5EA T Linux By EC2 =4I EFzh %3 SSM Agent

« Ei& SSM Agent SAEAXIE (Linux )

« M Linux E41E# SSM Agent

IiF SSM Agent £

ERATF Linux 324189 Amazon Systems Manager Agent (SSM Agent) deb F rpm ZZ&REF3X A M
BREE, BAUEALNARIUERERGFSREAREEINER S, WRXHEEARAHER , N
WA KM, BFLUER RPM 5 GPG RIFRERFIMNEE., UTEREMAT SSM Agent kA
3.1.1141.0 LEFRA,
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RAriEmE

/A Important

AEFTEEIE RN LAERNT 2025-02-17 (2025 F2 B 17 B ) B, EIHAER{A K

M2 Hl , Systems Manager FEAFBH XA FO LB EH RIONBWEITHLLEEBHN RSS

.

BEERE

re gion k7R Amazon Web Services X1, X #FHI#RIRRF Amazon Systems Manager , f5l#lus-
east-2XERI (HBXHEM ) b XHIRIRRF. BXRZEMN region BERIIEK ,

LAE R H A et @A

RYSEBIRIMIRERSN EREL XM |, 1§

ZHRT R,

Services —fi%#5#&) H# Systems Manager service endpoints #J Region %l

£

x86_64

x86_64

BRIERS

AlmaLinux , I &
# Linux 1, 5
# Linux 2, Y53
Linux 2023, Cent
OS. CentOS
Stream, , ,

, RHELOrac

le LinuxRocky
LinuxSLES

Debian Server,
Ubuntu Server

A X URL

https://s
3. region.amazonaw agent.rpm

amazon-ssm-

s.com/amazon-
ssm-region/
latest/1
inux_amd64/
amazon-ssm-
agent.rpm.sig

https://s
3.amazona
ws.com/ec2-
downloads-
windows/SSMAgen
t/latest/
linux_amd64/
amazon-ssm-agen
t.rpm.sig

https://s
3. region.amazonaw agent.deb

amazon-ssm-

s.com/amazon-
ssm-region/

KRBTSR

&2 % (Amazon Web

IE SSM Agent &4

82
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RAriEmE

R

x86

BRIERS

W@ Linux 1, I
S Linux 2, 5
# Linux 2023, Cent
OS. RHEL

LA XM URL

latest/d
ebian_amd64/
amazon-ssm-agen
t.deb.sig

https://s
3.amazona
ws.com/ec2-
downloads-
windows/SSMAgen
t/latest/
debian_amd64/
amazon-ssm-age
nt.deb.sig

https://s

RETHXMHR

amazon-ssm-

3. region.amazonaw agent.rpm

s.com/amazon-
ssm-region/
latest/1
inux_386/
amazon-ssm-
agent.rpm.sig

https://s
3.amazona
ws.com/ec2-
downloads-
windows/SSMAgen
t/latest/
linux_386/
amazon-ssm-
agent.rpm.sig

IE SSM Agent &4
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£ BRIERS L& X URL RETHXHAE
x86 Ubuntu Server https://s amazon-ssm-

3. region.amazonaw agent.deb
s.com/amazon-

ssm-region/

latest/d

ebian_386/

amazon-ssm-

agent.deb.sig

https://s
3.amazona
ws.com/ec2-
downloads-
windows/SSMAgen
t/latest/
debian_386/
amazon-ssm-
agent.deb.sig
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ZEF BERS ZE X URL RETHEHXHA
ARM64 55 Linux 1, Y https://s amazon-ssm-
S Linux 2, % 3. region.amazonaw agent.rpm
# Linux 2023, Cent s.com/amazon-
OS. RHEL ssm-region/
latest/1

inux_arm64/
amazon-ssm-
agent.rpm.sig

https://s
3.amazona
ws.com/ec2-
downloads-
windows/SSMAgen
t/latest/
linux_arm64/
amazon-ssm-agen
t.rpm.sig

GPG
I Linux BR$585 EAY SSM Agent 24+

1. EH5IUTLH , RARFHEHREZEIAR R amazon-ssm-agent.gpg B X,

Version: GnuPG v2.0.22 (GNU/Linux)

mQENBGTtIoIBCAD2M1aoGIE@FXynAHM/jtuvdAVVaX3Q4ZejTqrX+Iq8ELAMhxy0
GzHu2CDtCYxtVxXK3unptLVt2kGgIwNbhYC393jDeZx5dCda4sNk2YXX1UK3P461i
axuuXRzMYvfM4RZn+7bJTu635tA07q9Xm6MGD4TCTvsjBfViOxbrx0g50zWbJIdSw
fSR8MwUrRfmFpAefR1YfCEUZ8FHywaoU6jLeWt20/kqrZ1iJOAG]jGzXtB7EZkgKb
faCCxikjjvhFlawdEqSK4DQorC/0vQc4I5kP5y2CIbtXvX073QH2yE75IMDIIX9%
10sIRU0STK3UrWaOVuAnEEN5ueKzZNqGG1J1ABEBAAGOIINTTSBBZ2VudCA8c3Nt
LWFnNZW50LXNpZ251ckBhbWF6b24uY29tPokBPWQTAQIAKQUCZ00iggIbLwUIAsaY
gAcLCQgHAwWIBBhUIAgkKCwQWAgMBAh4BAheAAAOJELWTSVyX3QTt+icH/A//tIsW
I+7Ay8FGIh8dJIPNy++HIBjVSFAGNIFWNbwlZ8uZcazHEcUCH3FhW4CLQLTZ30VPz
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qvFwzDtRDVIN/Y9EGDhLMFvimrE+/z401WsJ5DANT6BNX8I5UNIcRt5d8SWH1BE]
2FWIBZFgKyTDI6XzRC5x4ahtgpOVAGeeKDehs+wh6Ga4Wo/K4GsviP1Kyr+Ic2br
NAIq@q@IHyN1q9zam3YQ+jKwEuUNmTj+Bjyzshyv/X8S0@JWwWoXJIhkexkOvWeBYNNt
5wI4QcSteyfIzp6K1QF8gllHzz9D9WaPfcBEYyhq7vLEARobkbQMBzpkmaZua241l
@RaWG5@HRvrgm4aJAhwEEAECAAYFAMTtIoMACgkQfdCXo9rX9fwwqBAAzkTgYJI38
sWgxpn7Ux/81F2BWR1sVkmP79i++fXyJ1KI8xtcIFQZhzeUos69KBUCy7mgx5bYU
P7NA509DUbwz/QS0ilCqm4+jtF1XOMXe4FikXcqfDPnnzN8mVB2H+fa43iHR1PuH
GgUWuNdxzSoIYRmLZXWmeN5YXPcmix1hLzcE2TOQn1mOKcu2fKdLtBQ8KiEkmjiu
naoLxnUcyklzMhaha+LzEkQdOyasix@ggylN2ViwVnlmfy@niuXDxW@qZWPdLStF
00DiX3iqGmkH3rDfy6nvxxBR4GIs+MGD72fpWzzrINDgkGI2i2t1+QAX/mps3aTy
+ftlgrim8stYWB58XXDAbOvad@6sNye5/zDzfr@I9HupJxrTzFhaYJQjwPaS1INto
LDInBXohiUIPRYRcy/k@®120FHDWZHT3H6CyY jKOUD5U1xA9H7dsJurANs6FOVRe+7
34uJyxDZ/W7zLG4AVGOzxibrUS0oalxwc0jVPVsQAlrwG/GTs7tcAccsIqgbI1Py/w
9AgJ18VU2qc8P0sHNXk348gjP7C8PDNGMpZFzr9f5INctRushpiv7onX+aWIVX7T
n2uX/TP3LCyH/MsTNJrJOQnMYFRLQitciP@E+F+eA3v9CY6MDuyb8ISx5HUGGUSG
S4bKBOcA8vimEpwPoT8CE7fdsZ3Qkwdu+pw=

=zr5w

gpg --import amazon-ssm-agent.gpg

3. WiEN, BEFYF key-value BN E—SHFME, BIMNEBENEFER GPG KRRIEELX ,
BNEZRER RPM RiIFRERF S L2 ML,

gpg --fingerprint key-value

Za T RRERCT AR,

pub 2048R/97DDQ4ED 2023-08-28 [expires: 2025-02-17]
Key fingerprint = DE92 C7DA 3E56 E923 31D6 2A36 BC1lF 495C 97DD Q4ED
uid SSM Agent <ssm-agent-signer@amazon.com>

BAMELATRELE,
DE92 C7DA 3E56 E923 31D6 2A36 BC1F 495C 97DD @4ED

BN, BONLZEZNRE, BRRIZXA] Amazon Web Services Support,
4. RFPEHFIRUMNBRERETHZE MG (MREERHBITHIRE ) .
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5. BRIIRERFIZR. BFYagent-download-FfilenamefEBIBIE T Er###MREBIIEE
WESHREEXHEN , AT EREDAT,

gpg --verify signature-filename agent-download-filename

40 | 33F Amazon Linux 2 £H x86_64 2R#3 :

gpg --verify amazon-ssm-agent.rpm.sig amazon-ssm-agent.rpm
Z B 2RERCU TR B,

gpg: Signature made Thu 31 Aug 2023 07:46:49 PM UTC using RSA key ID 97DDQ4ED
gpg: Good signature from "SSM Agent <ssm-agent-signer@amazon.com>"

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: DE92 C7DA 3E56 E923 31D6 2A36 BC1lF 495C 97DD Q4ED

MRBHEEEIE BAD signature , MIKEREEHNIT 7T HERE, MREHEKE LG

£ , B3R Amazon Web Services Support H AT ELZERE, BXEENBESHEATERE
ZEEN , AREHARBRIEAEZAMNE. REYEIBEENENMNANBHARTIZE | B

AFRUEN. MBEMHEEEEIE Can't check signature: No public key , M3iF

BT EHM R SSM Agent MR 3.1.1141.0 B R E SR,

RPM
I0F Linux BRS588 £BY SSM Agent B4+ 2

1. EFUTAH , AEFHEHREFEIR N anazon-ssm-agent.gpg I,

Version: GnuPG v2.0.22 (GNU/Linux)

mQENBGTtIoIBCAD2M1aoGIE@FXynAHM/jtuvdAVVaX3Q4ZejTqrX+Iq8ELAMhxy0
GzHu2CDtCYxtVxXK3unptLVt2kGgIJwNbhYC393jDeZx5dCdasNk2YXX1UK3P4611
axuuXRzMYvfM4RZn+7bJTu635tA07q9Xm6MGD4TCTVsjBfViOxbrx0g50zWbJIdSw
fSR8MwUrRfmFpAefR1YfCEuZ8FHywa9U6jLeWt20/kqrZ1iJO0AGjGzXtB7EZkqgKb
faCCxikjjvhFlawdEqSK4DQorC/0vQc4I5kP5y2CIbtXvX073QH2yE75IMDIIX9x
r0sIRU0STK3UrWaOVUuAnEEN5ueKzZNqGG1J1ABEBAAGOIINTTSBBZ2VudCA8c3Nt
LWFnNZW5@LXNpZ251ckBhbWF6b24uY29tPokBPWQTAQIAKQUCZ00iggIbLwUIAsaY
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gAcLCQgHAwWIBBhUIAgkKCwQWAgMBAh4BAheAAAOJELWTSVyX3QTt+icH/A//tIsW
I+7Ay8FGIh8dIPNy++HIBjVSFAGNIFWNbw1lZ8uZcazHEcUCH3FhW4CLQLTZ30VPz
qvFwzDtRDVIN/Y9EGDhLMFvimrE+/z401WsJ5DANT6BNX8I5UNIcRt5d8SWH1BE]
2FWIBZFgKyTDI6XzRC5x4ahtgpOVAGeeKDehs+wh6Ga4Wo/K4GsviP1Kyr+Ic2br
NAIq@q@IHyN1q9zam3YQ+jKwEuUNmTj+Bjyzshyv/X8S0@JIWwWoXJIhkexkOvWeBYNNt
5wI4QcSteyfIzp6K1QF8gllHzz9D9WaPfcBEYyhq7vLEARobkbQMBzpkmaZua241l
@RaWG5@HRvrgm4aJAhwEEAECAAYFAMTtIoMACgkQfdCXo9rX9fwwqBAAzkTgYJI38
sWgxpn7Ux/81F2BWR1sVkmP79i++fXyJ1KI8xtcIFQZhzeUos69KBUCy7mgx5bYU
P7NA509DUbwz/QS0ilCqmé4+jtF1XOMXe4FikXcqfDPnnzN8mVB2H+fa43iHR1PuH
GgUWuNdxzSoIYRmLZXWmeN5YXPcmix1hLzcE2TOQn1mOKcu2fKdLtBQ8KiEkmjiu
naoLxnUcyklzMhaha+LzEkQdOyasix@ggylN2ViwVnlmfy@niuXDxW@qZWPdLStF
00DiX3iqGmkH3rDfy6nvxxBR4GIs+MGD72fpWzzrINDgkGI2i2t1+QAX/mps3aTy
+ftlgrim8stYWB58XXDAbOvad@6sNye5/zDzfr@I9HupJxrTzFhaYJQjwPaS1INto
LDInBXohiUIPRYRcy/k@®120FHDWZHT3H6CyY jKOUD5U1xA9H7dsJurANs6FOVRe+7
34ulyxDZ/W7zLG4AVGOzxibrUS0oalxwc0jVPVsQAlrwG/GTs7tcAccsIqbI1Py/w
9AgJ18VU2qc8P0sHNXk348gjP7C8PDNGMpZFzr9f5INctRushpiv7onX+aWIVX7T
n2uX/TP3LCyH/MsrNJrJOQnMYFRLQitciP@E+F+eA3v9CY6MDuyb8ISx5HUGGUSG
S4bKBOcA8vimEpwPoT8CE7fdsZ3Qkwdu+pw=

=zr5w

2. FRASATNEHNBRMAKRF , AL TRERE.

rpm --import amazon-ssm-agent.gpg

3. RIEELY, BFYHR key-value BN L—SHHE, RIMNEBWEER GPGC KRRIEEL ,
BMEEER RPM RIFZEREF I B2 ML,

gpg --fingerprint key-value

Za T RRERCT AR,

pub 2048R/97DDQ4ED 2023-08-28 [expires: 2025-02-17]
Key fingerprint = DE92 C7DA 3E56 E923 31D6 2A36 BC1lF 495C 97DD Q4ED
uid SSM Agent <ssm-agent-signer@amazon.com>

BAMEULATRELE.,
DE92 C7DA 3E56 E923 31D6 2A36 BC1F 495C 97DD @4ED

BN, BONLZEZNRE, BRRIZXA] Amazon Web Services Support,
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4, RBIILZERBFEZLE., BHEMagent-download-filenameERBE T H####NMRERIEE
WESHREEXHEN , AT EREDAT,

rpm --checksig signature-filename agent-download-filename

40 | 33F Amazon Linux 2 £H x86_64 2R#3 :

rpm --checksig amazon-ssm-agent.rpm.sig amazon-ssm-agent.rpm
Z B 2RERCU TR B,

amazon-ssm-agent-3.1.1141.0-1.amzn2.x86_64.rpm: rsa shal (md5) pgp md5 OK

MEHMEFRD pgp , HEZLESALH , TSN REBHTZEE, WRAHITEEE NOT
OK (MISSING KEYS: (MD5) key-id) , MIKREREBEWEHNIT 7THERE , HRIEETEHN
5= SSM Agent ixAs 3.1.1141.0 R RESMRAE, MRELZWEHESE , FBR Amazon Web
Services Support H T EZ &R E,

1E3E AT Linux B9 EC2 324l £ F3 %% SSM Agent

HEILD##MITE S (Amazon EC2SSM Agent) Elastic Compute Linux 2ER % £ F3h %% Amazon
Systems Manager X3 () 28l , BEEUTER.

SSM Agent 2% X URL

BT LA R A FEE AT & P L2230 Amazon Web Services K38, SSM AgentIA & E 2 k7] A
#9 Amazon Simple Storage Service ( Amazon S3 ) FEFPIRE TR M , BULUEGHAEXHNE
AR E DR,

MELBE-ARFIRALTHRERE | WANEARNREORERERE RO UT A
Bl KR PR GAS St T SUB A P BIEAEH BSR4 Amazon EC2 6.

MBREEVNEMASERUBTESNEG LLRERE | BRIANBWEELEFTE Amazon Web
Services Xig BNV ERMIEFEHALZEXHF. W THEZE  XUURSTHREHBALEER, EiX
BERT , RINB U EALETTTIHNHEEEN L EGSERF.

B LR EMN Amazon Machine Images
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SSM AgentB Il £ Z £ 1 AmazoniZ2 I F LE Amazon Machine Images (AMIs) £, BXEER |, &
Zf) MiZ3E T SSM Agent B Amazon Machine Images ( AMIs )

HEHMAHERRE LR

NRFEEAMBFRHEUN (VM ) LRERE , S5 Systems Manager BB A , BSHALE
EATIEEHIE (Linux ) B SSM Agente BXRERLZRE LLZEREBNER , BSH NL5ERZRE
Amazon Systems Manager,

HABERBFEFTIRE

MEEFHIhEERIME Systems Manager HEXN I B ThEEH 1T 7T EH , N XA SSM Agent BIEFT AR
Ko TeeFERARBNRIRATEESPHIEEER T XEHEf Systems Manager ThEEF 451, Kt ,
BNBRNUEEHTHERIEE LA SSM Agent I EFHWEE, BXEER , BZSH B3 E#H 2 SSM
Agent, 1T “SSM Agent& {71 B3” W GitHub , JREREXSSM AgentEFHHIE A,

ERBRERS

EEEREERERE LFIHREK SSM Agent BT , EMUA TSI R IEEFE — Mk

(® Note
BXRTHBMRERENIFRATIE , FS 5 Systems Manager XEFHRIERS.

* AlmaLinux

« Amazon Linux 2 1 Amazon Linux 2023
« W5 Linux 11

+ CentOS

+ CentOS Stream

* Debian Server

* QOracle Linux

* Red Hat Enterprise Linux

* Rocky Linux
* SUSE Linux Enterprise Server

* Ubuntu Server
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£ AlmaLinux 3£l £ Fz &% SSM Agent

F A AT PR E B SRA BIETE AlmalLinux 356ISSM Agent E FEH R EREH L L,
FrIARIM AR THE
£ AlmaLinux SEISSM Agent L 2% 2 81 |, HEELUTILA :

- HBREM AlmaLinux £6] E 2% T Python 3, X2 SSM Agent IEE TEFFAEM,

« BXERATEMERET Linux WIBERZE LRE SSMAgent WEEE LS |, H55 £EA T Linux B9
EC2 4l EF 3 &% SSM Agento

F
« SSM Agenton HRIERZE AT AlmaLinux
o AYRFIER AlmaLinux XS B EURBLZER® T

SSM Agenton HJRIEZ A AlmaLinux

ERUTSBRIELNEH L F 3R SSM Agent, IR FERLRBTTANREIM,
FRBIR AR TH

£ AlmaLinux SEISSM Agent L 2% 2 81 |, HEELTILA :

- HBREM AlmaLinux £6] E 2% T Python 3, X2 SSM Agent IEE TEFFAEM,

ELHSSM AgentfE AlmaLinux

1. FEREMEIERSE ( Amalinux 630 SSH ) E R RAYEH,
2. SHRFIEREHNGSHEERFLETE

(® Note

RELUTHHPHM URL @& —Mec2-downloads-windows B , BXERFHENEE
L AlmaLinux.
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x86_64 4l

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

ARM®64 SE 4

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/

latest/linux_arm64/amazon-ssm-agent.rpm

3. (BW) AEAUATHSRIEIRERSERE

sudo systemctl status amazon-ssm-agent

ERZBERT , S 2RERBERET , W TENREIFAR.

# amazon-ssm-agent.service - amazon-ssm-agent

Loaded:
Active:
Main PID:
Tasks:
Memory:
CGroup:

loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
active (running) since Tue 2022-04-19 16:40:41 UTC; 9s ago
4898 (amazon-ssm-agen)
14 (limit: 4821)
34.6M
/system.slice/amazon-ssm-agent.service
##4898 /usr/bin/amazon-ssm-agent
##4954 /usr/bin/ssm-agent-worker
--truncated--

ERDBIERT , d v oREREBELRERET , WTFENREIFR.

# amazon-ssm-agent.service - amazon-ssm-agent

Loaded:
Active:

loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
inactive (dead) since Tue 2022-04-19 16:42:05 UTC; 2s ago
--truncated--

EEXEERTHERE  BETUATSH S,

sudo systemctl enable amazon-ssm-agent

EEMAT Linux B EC2 =24l EF 3 &% SSM Agent

92



Amazon Systems Manager ArfEm

sudo systemctl start amazon-ssm-agent

HNIRFRFER AmaLinux X2 B E U REBLZERT

U AR (E D A S AR ARTE 232 E %% SSM Agent BY |, RANEBWE B F#EEL TEFTER Amazon
Web Services X15 F L X4,

NTUTHS , BINRHETEXERS (HEZHEMN ) X8 (us-east-2 ) EAAILTTIER S3 7
Y =Bl

® Tip
SR T LAE A G FER B E X XiE URL A EFEIEAY SSM Agenton I RIRZ o+
AlmaLinux BFHFH 2B URL,

ETENSBSH , F region BRNEBCWER. BXXZEFW region EMIIXK , HZH (Amazon
Web Services —fig5&) HH Systems Manager service endpoints B Region %l

x86_64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

FSF LT RO,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.rpm

ARMG64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

FSEUT RO,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm
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#£ Amazon Linux 2 1 Amazon Linux 2023 &% L Fzh %% SSM Agent

/A Important

AREBIRMSSM AgentfE T Bi#h Linux 2 ML Si#h Linux 2023 £46| EEAMN T, Hp—La
©7E Amazon Linux 1 26l EFRZ X, EHRERECH , BRIUIZEEEENEIBARESE
HYSEBIRBINT R, BXEFE Amazon Linux 1 36| LZ1TH S , BSRESSM AgentTEil 5 i#h
Linux 1 561 EFZ BRI,

ERZHERT , Amazon RHEASEA T Amazon Linux 2 #1 Amazon Linux 2023 # Amazon
Machine Images ( AMIs ) BT BRIAIE IR T L &M Amazon Systems Manager X3 ( SSM
Agent) . BEXESZEER |, ESH %% T SSM Agent By Amazon Machine Images ( AMIs ) .

IR SSM Agent RFNLZLEEFH Amazon Linux 2 5 Amazon Linux 2023 3£ | SiEMREEEF
HEHFLZERE | HEALTE ENEEREBE,

Frigz 8l
#£ Amazon Linux 2 2 Amazon Linux 2023 324 L &% SSM Agent Z 81 , EXE LA TEIM :

- BEXERATEMAET Linux WIRERSE EL% SSM Agent WEEER |, 21 E5&EA T Linux B
EC2 3£ £ F3h %% SSM Agent,

- MREEREBEMHER SSM X4 AWS-UpdateSSMAgent RIWZREREF 2 EEA yum B HRE
FMHREEX TS LM SSM Agent , REAHELERUTEE : “Warning: RPMDB altered outside of
yum.” ( B4 : RPMDB £ yum 2 AR EE R, ) ZHERTMEEE |, RS2,

£
« Amazon Linux 2 5} Amazon Linux 2023 E#) SSM Agent HIRIEZEHRT
« NIEFFEXEH Amazon Linux 2 8% Amazon Linux 2023 SIZBENRBREGD

Amazon Linux 2 5% Amazon Linux 2023 £# SSM Agent B IRRZFE S
FERAUTSRIELANES EFH R SSM Agent. LEIRERAELRBETRANREH,
{5 Fl BRIE & H AR M5 895 7E Amazon Linux 2 3 Amazon Linux 2023 %% SSM Agent

1. EABEIRAE (0 SSH ) E#EFEH Amazon Linux 2 = Amazon Linux 2023 3241,
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2. EHIRFIEME ST HESS LEBITE,

® Note

ENELL TS H M URL B ec2-downloads-windows B & , Xt 2 Amazon Linux
2 1 Amazon Linux 2023 W IEHHE4 B L&,

x86_64

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

ARMG64

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_armb64/amazon-ssm-agent.rpm

3. (BW) BEAUATHTRIEREREBELET.

sudo systemctl status amazon-ssm-agent

EREBHERT , v 2BERBEEESTT , MTENREIFTR.

amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: enabled)
Active: active (running) since Wed 2021-10-20 19:09:29 UTC; 4min 6s ago
--truncated--

ERDBERT , a T ERERBELTEEREZT , WTFEHNROIFR.

amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: enabled)
Active: inactive (dead) since Wed 2021-10-20 22:16:41 UTC; 18s ago
--truncated--

EAEXEERTHERE  HETUATSH S,
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sudo systemctl start amazon-ssm-agent

F AT E XA Amazon Linux 2 3 Amazon Linux 2023 Sl Z2B EN RBREGS

U AR (E D A S AR ARTE 232 E %% SSM Agent BY |, RANEBWE B F#EEL TEFTER Amazon
Web Services X15 F L X4,

NTUTHS , BINRHETEXERS (HEZHEMN ) X8 (us-east-2 ) EAAILTTIER S3 7
Y =Bl

® Tip
B L ERERERN BE XX URL BRAEBEEA I Z# Linux SSM Agent E B RIE
ZEBT 1 BFPHNL/ URL,

ETENSBSH , F region BRNEBCWER. BXXZEFW region EMIIXK , HZH (Amazon
Web Services —fig5&) HH Systems Manager service endpoints B Region %l

x86_64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

FSF LT RO,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.rpm

ARMG64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

FSEUT RO,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm
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SSM AgentfEIL i# Linux 1 4 L Fzh =%

/A Important

IEtNAmazon $EEE LM (LEE# Linux E5) FAAEMRMARE , WS Linux 1 F 2020
F12 A3 BERTHEHRESR , T 2023 F 12 A 31 AMI end-of-life B4 1L T HA A
B, Amazon TH A IERERSIRM Amazon Machine Images (AMIs). Amazon Systems
Manager B2 , S RIEH Amazon Linux 1 SEHIREZEF,

AEBTIRME T E Amazon Linux 1 SEHISSM Agent EERM ST, EP—EHSTERT
Amazon Linux 2 1 Amazon Linux 2023 3£, EH#ERECH , TRIUFBEEEENETER
BEEENEHIRBEI N, BXEE Amazon Linux 2 3 Amazon Linux 2023 34l LiZ1TH 6
%, 55 & Amazon Linux 2 1 Amazon Linux 2023 3£ £ F3)Z % SSM Agent,

ERZHERT , #BEMNERATF Amazon Linux 1 8 Amazon Machine Images (AMIs) BRiATA%E T
Amazon Systems Manager X3 (SSM Agent), Amazon EXEZEE | S H L% T SSM Agent
# Amazon Machine Images ( AMIs ) o

WREFEEE Amazon Linux 1 EFHEHLZENRE | EEART LHWEERABEBE,
FFIREIR R T

£ Amazon Linux 1 SEISSM Agent L 2% 281 |, iHEELTILR :

- BEXERATEMAET Linux WIRERS EZL% SSM Agent WEEER |, 21 E5EA T Linux B

EC2 3£ £ F3h %% SSM Agent,

« M Amazon Linux 1 8| ZAMINFERARENEET R4ITUE1TiZPythonrequestsiEER Y R FTHR A S
BEXX FFPatch ManagerigfE, BEXEZEE , BZHEEARERSER Amazon Linux 1 £461 EFH
% Python iE3RHEH,

s MRBENRBEEMHEA SSM XY AWS-UpdateSSMAgent RIhZEREFH 2EER yum R RE
FRERT A LM SSM Agent , REAEES R R THE : “Warning: RPMDB altered outside of
yum.” ( B4y : RPMDB £ yum ZAKEER, ) ZHERTHHEE , T LA,

331
« WE% Linux SSM Agent ERVIRIRZEGT 1
o NEFEHXAE Amazon Linux 1 SIEZBENRBLERS
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I % Linux SSM Agent ERIRIEBERZEGS 1

FRAUTSBRELENLH EFFHR% SSM Agent, WIRRFEREBH T AN REH,
15 O & HI R FE NG 65 S SSM AgentfE Amazon Linux 1 &%

1. FREMNEIRERE (HI0 SSH) EEFEH Amazon Linux 1 3E41,
2. EHRFIEMNGESHESEFLETE

® Note

REUTHESFH URL B —Mec2-downloads-windows B , BixEXH42
Amazon Linux 1 WIE#E £ /LR,

x86_64

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

x86
sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_386/amazon-ssm-agent.rpm

ARMG64

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_arm64/amazon-ssm-agent.rpm

3. (HEFE ) AZRPIRMETHS , LMRIREREBEREIET,

x86_64 # x86
sudo status amazon-ssm-agent
ARMG64

sudo systemctl status amazon-ssm-agent
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ERZBERT , v 2RERBEEESIT , M TENREIFR.

x86_64 F x86

amazon-ssm-agent start/running, process 12345

ARMo64

amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled;
vendor preset: enabled)
Active: active (running) since Wed 2021-10-20 19:09:29 UTC; 4min 6s ago
--truncated--

ERDBERT , v 2BERBELTREREZT , WTFEHNROIFR.

x86_64 H x86

amazon-ssm-agent stop/waiting

ARM64

amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled;
vendor preset: enabled)
Active: inactive (dead) since Wed 2021-10-20 22:16:41 UTC; 18s ago
--truncated--

EEXEERTHERE  FETEMREHBT,

x86_64 F x86

sudo start amazon-ssm-agent
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ARMG64

sudo systemctl start amazon-ssm-agent

RNERE# XA Amazon Linux 1 Sl 2B ENRBRESGS

U A8 D A S AR ARTE 2325 E %% SSM Agent B |, RATEWE B EL TEFTER Amazon
Web Services X i3 R Z X 4,

NFUTaT , BRORBHTEXERE (BXBMN ) X (us-east-2 ) ERATRTFHIF S3 FERF
Y =Bl

® Tip
AT LAEREEENBENXE URL ARSI EM T Zi# Linux SSM Agent B IRIR
Z¥Eomo 1 BFHRNEE URL,

ETEHNGSP , N region BN EBECHER. BXXIEMN region EMFIEK , i3 H (Amazon
Web Services —f§2 %) HH Systems Manager service endpoints B Region 1/,

x86_64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

BSHEUAT R,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.rpm

x86

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_386/amazon-ssm-agent.rpm

BESFLT 6.
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sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_386/amazon-ssm-agent.rpm

ARM64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

FSHLUT =6,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm

£ CentOS 3£4l EF g =% SSM Agent

Amazon 2#HHEAF CentOS B9 Amazon Machine Images ( AMIs ) Tt ZRINEIR T Tl 25517
Amazon Systems Manager X3 ( SSM Agent ) » BXASEEHR EMZHNKEMN Amazon TER
AMIs B9%IR | ESF %% 7 SSM Agent # Amazon Machine Images ( AMIs ) o

FERATHRWER TR BEE CentOS =6l EFHREHEH T SSM Agent,
FHREIRHER THE
£ CentOS £ E %% SSM Agent Z 8 , X ZLLTEM ;

« BXERATEMEBET Linux WIRERS LZ% SSM Agent WEEF R |, 51 E&EA T Linux B
EC2 4l EF 3 &% SSM Agento

- MREBEREDHEH SSM X4 AWS-UpdateSSMAgent BRINZRREHZEER yum HHRE
FREERXT R LM SSM Agent , REFARERE R TEE : “Warning: RPMDB altered outside of
yum.” ( B%E : RPMDB £ yum ZAREEH, ) ZEERMHER , I LL 28,

N

F&

« £ CentOS 8.x =& % SSM Agent
« 7£ CentOS 7.x £ &% SSM Agent
« 7£ CentOS 6.x £ &% SSM Agent

TEEAT Linux B9 EC2 £ L Fzh %% SSM Agent 101



Amazon Systems Manager ArfEm

£ CentOS 8.x L& % SSM Agent

Amazon Machine Images 2{##5&H F CentOS 8 #9 AMIs ( Amazon ) Tt BRIANE R T Z &M
Amazon Systems Manager X2 ( SSM Agent ) » FFERAARTTHHE R THBEE CentOS 8 £l L&
KR EMLERRE,

FHuieE® T/E

£ CentOS 8 =4l E %% SSM Agent 281 , BEELLTEM :

- TRTEZM CentOS 8 324 &% T Python 2 = Python 3, X2 SSM Agent 1IE& TEFTAER,
FT

« CentOS 8 E#Y SSM Agent (W RIELZEHT

o RNEMEXEM CentOS 8 BIZBEENRBLERS

CentOS 8 £#J SSM Agent FyRIEZ %
FERAUTSRELNEH| EF3hR%E SSM Agent, EEBRFERA SR ATANRESH.
£ CentOS 8.x L% % SSM Agent

1. ERAEEREE (Bl SSH ) EHF|EM CentOS 8 K4,
2. EHIRFIEME ST HESS LEBITE,

® Note
ENELL TS H M URL B ec2-downloads-windows B & , X2 CentOS 8 1Y
FRLREREH,

x86_64 L4l

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm
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ARM64 sS4

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_arm64/amazon-ssm-agent.rpm

3. (BW)FEAUTHSRIEREREEREZ

sudo systemctl status amazon-ssm-agent

ERZBERT , v 2RERBEEESIT , M TENREIFTR.

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
Active: active (running) since Tue 2022-04-19 15:48:54 UTC; 19s ago
--truncated--

ERODBERT , s v 2BERBERREEREZIT , WTFEN RO R

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; disabled; vend>
Active: inactive (dead)
--truncated--

EEXERRATHERE , BETUATHT.

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent

NEFEXER CentOS 8 tIZEENRERZESRT

IR FA B A SR ARIE 243 4) £ &% SSM Agent B, BRATEWE B 12651 8 TEFTER Amazon
Web Services X 18 R RE T4,

NFUTaRE , BRIORBHTEXERE (BXBMN ) X (us-east-2 ) ERATRTFHIF S3 FEF
YR Bl
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® Tip
BRI LAEAEREN BENXXE URL B AEBRIER CentOS 8 EHY SSM Agent Y 1RI=E
ZEmT BFFHNLE URL,

ETEHNGSYH , § region BNEECHER. BXXEMN region EMFIEK , i§5H (Amazon
Web Services —fi§5#%) ™H# Systems Manager service endpoints B9 Region %1,

x86_64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

FSEUT RO,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.xrpm

ARM64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

BESRUT Rl

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm

£ CentOS 7.x &% SSM Agent

Amazon Machine Images 28 EHF CentOS 7 B AMIs ( Amazon ) Rt ERINE IR T L $E M
Amazon Systems Manager X3 ( SSM Agent ) » EAERTHHEE AR BIEE CentOS 7 EH LR
KR EHRZERE,

£
« CentOS 7 L#Y SSM Agent (W RIELZEGm T
« NEMEXKEHN CentOS 7 BIEAENREZESGD
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CentOS 7 LAY SSM Agent FIRIRRZE M

FRAUTHSRELNEH| EF3hR%E SSM Agent, IEEBRER SR ATANRESH,
£ CentOS 7.x E&% SSM Agent

1. ERBE&ERE (Hla SSH ) E#EEIER CentOS 7 L6,
2. EHIRFIEME ST HESH LEBITE,

® Note
ENELU TS P8 URL B2 ec2-downloads-windows B , X2 CentOS 7 B
FHLRREXH,

x86_64 L4l

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

ARM64 L4

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_arm64/amazon-ssm-agent.rpm

3. (BW)BEAATHSsRIERERSBERET.
sudo systemctl status amazon-ssm-agent

ERZHERT , v 2REREBERET , W TEN BT,

# amazon-ssm-agent.service - amazon-ssm-agent

Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: disabled)

Active: active (running) since Tue 2022-04-19 15:57:27 UTC; 6s ago
--truncated--

ERPBIERT , d v oREREBELRERET , WTFENREFR.

# amazon-ssm-agent.service - amazon-ssm-agent
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Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendor

preset: disabled)
Active: inactive (dead) since Tue 2022-04-19 15:58:44 UTC; 2s ago

--truncated--

EEXEERTHERE  BETATSH S,

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent

NEFEXER CentOS 7 BB EXNRERZESR T

U 185 F D A S AR AR TE 23245 £ %% SSM Agent B, RATEWE B ZEE 8 TEFTER Amazon
Web Services Xi8, A RE T4,

NFUTaT , BRIORBHTEXERE (BXBMN ) X (us-east-2 ) ERATRTFHIF S3 FERF
Y =Bl

® Tip
AT LAEAEHEN BENXE URL BAEBEIEA CentOS 7 LB SSM Agent BYIRIE
Z¥EmT BFPNEE URL,

ETENSSH , T region BRANEBCWER. BXZEFW region EMIIK , S (Amazon
Web Services —f§Z#) mH# Systems Manager service endpoints # Region %l

x86_64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

BESRUT Rl

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/

linux_amd64/amazon-ssm-agent.rpm
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ARMG64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

BFSHEUT =,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm

£ CentOS 6.x &% SSM Agent

Amazon Machine Images Z£#EAF CentOS 6 9 AMIs ( Amazon ) FH# ERIANE IR TR L K
Amazon Systems Manager X3 ( SSM Agent ) » EAZERTHHEE AR BIERE CentOS 6 £l L=
KR EHRZERE,

£

« CentOS 6 E#Y SSM Agent (W RIRZREH T

- NIEFFEXEN CentOS 6 BIBAENNREBREGD

CentOS 6 LH#J SSM Agent B IREZ i
FEHAUTSBRIELEANELF EFHRLE SSM Agent, IR ERAERATANREH,
£ CentOS 6.x &% SSM Agent

1. SEAERAE (Bl SSH ) EHEFIEH CentOS 6 K4,
2. EHRFIRBNGTHERFLETE.

(® Note
ENELL TS HM URL && ec2-downloads-windows B & , X2 CentOS 6
FRLBEREH,

LTS ERAEAER3.0.1479.0 , MA R latest HF., XRHE N CentOS 6 T
SSM Agent k7 3.1 RE ShRA,
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x86_64 4l

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/
SSMAgent/3.0.1479.0/1inux_amd64/amazon-ssm-agent.rpm

x86 £l

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/
SSMAgent/3.0.1479.0/1inux_386/amazon-ssm-agent.rpm

3. (BW) BEANATHTRIERERSEEET.
sudo status amazon-ssm-agent
ERZHERT , anoRERBEEET , WTFEN R,
amazon-ssm-agent start/running, process 1744
ERODBERT , d v 2BERBELTREREZT , WTFEN RO R,
amazon-ssm-agent stop/waiting
BEEXERRITHERE , BETUATHT.

sudo start amazon-ssm-agent

NEMEXEMN CentOS 6 RIEBHENRBRESGS

U A8 D A S AR ARTE 232 5) E %% SSM Agent B |, RATEWE B ZEELE TEFTER Amazon
Web Services X i3 R Z$E X 4,

NTUTHS , BINRHETEXERS (BEZHEMN ) X8 (us-east-2) EAAILTTIER S3 R
Y =Bl
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® Tip
IBE T LA E R EMEN B E X X8 URL B#AEFMEEA CentOS 6 LK) SSM Agent H1RIE
ZEmT BFFHNLE URL,

ETEHNGSH , § region BNEECHER. BXXEMN region EMFIEK , i§5H (Amazon
Web Services —fi§5#%) ™# Systems Manager service endpoints B9 Region %1,

(® Note

ATt EERAER3.0.1390.0, MA 2 latest BF., XEE A CentOS 6 T
SSM Agent fR7x 3.1 RESRA,

x86_64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/3.0.1479.0/
linux_amd64/amazon-ssm-agent.rpm

BESREUT =Bl

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-
east-2/3.0.1479.0/1inux_amd64/amazon-ssm-agent.rpm

x86

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/3.0.1479.0/
linux_386/amazon-ssm-agent.xrpm

BFSHLUT =6,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-
east-2/3.0.1479.0/1inux_386/amazon-ssm-agent.rpm
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1 CentOS Stream 36l L Fzh % & SSM Agent

Amazon REHEAF CentOS Stream B9 Amazon Machine Images ( AMIs ) Rt R IAE R TR Z
%1 Amazon Systems Manager X2 ( SSM Agent ) » BXAREEH EMLZENREN Amazon EER
AMis BI%I& , ESRMEE T SSM Agent B Amazon Machine Images ( AMIs ) o

FERAT i EE T HBIEE CentOS Stream £l E F I ZEREFH L SSM Agent.
FHARIRER T
£ CentOS Stream 3£ &% SSM Agent Z 81 , BEFELATEM :

« BXERATEMEBET Linux WIRERS LZ% SSM Agent WEEFE R |, 51 E&E/A T Linux B
EC2 £l EF 3 &% SSM Agent,

FH
« CentOS Stream L&) SSM Agent HIREZ R D
« REFEXER CentOS Stream SlIZBENREBLREGD

CentOS Stream £ SSM Agent Y IRIRLZ R H T

FERAUTSRIELANES EFH R SSM Agent, LEIRERLRETANREH,

FFIRETR R T

£ CentOS Stream 34l %% SSM Agent 281 , iHEELATEM :

- BRTEEH CentOS Stream 8 K| ER % T Python 2 = Python 3, X& SSM Agent 1E & T{EFT &4
==

£ CentOS Stream L% % SSM Agent

1. ERE®RAEE (a0 SSH ) EESIER CentOS Stream 3E4,
2. EHRFIEMNTSHESXRFLETE.

@ Note

ENELU TS 58 URL B2 ec2-downloads-windows B , X2 CentOS
Stream W IEB£ R L E 4,
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x86_64 4l

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

ARM®64 SE 4

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/

latest/linux_arm64/amazon-ssm-agent.rpm

3. (BW) AEAUATHSRIEIRERSERE

sudo systemctl status amazon-ssm-agent

ERZBERT , S 2RERBERET , W TENREIFAR.

# amazon-ssm-agent.service - amazon-ssm-agent

Loaded:
Active:
Main PID:
Tasks:
Memory:
CGroup:

loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
active (running) since Tue 2022-04-19 16:40:41 UTC; 9s ago
4898 (amazon-ssm-agen)
14 (limit: 4821)
34.6M
/system.slice/amazon-ssm-agent.service
##4898 /usr/bin/amazon-ssm-agent
##4954 /usr/bin/ssm-agent-worker
--truncated--

ERDBIERT , d v oREREBELRERET , WTFENREIFR.

# amazon-ssm-agent.service - amazon-ssm-agent

Loaded:
Active:

loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
inactive (dead) since Tue 2022-04-19 16:42:05 UTC; 2s ago
--truncated--

EEXEERTHERE  BETUATSH S,

sudo systemctl enable amazon-ssm-agent
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sudo systemctl start amazon-ssm-agent

HEFTE XA CentOS Stream BIZBENREBREGS

U AR (E D A S AR ARTE 232 E %% SSM Agent BY |, RANEBWE B F#EEL TEFTER Amazon
Web Services X15 F L X4,

NTUTHS , BINRHETEXERS (HEZHEMN ) X8 (us-east-2 ) EAAILTTIER S3 7
Y =Bl

® Tip
IB3E AT LA A SEHIE Y B E X HE URL B A EBEIEHR CentOS Stream £H SSM Agent
WRERENT BFEPHNLE URL,

ETENSBSH , F region BRNEBCWER. BXXZEFW region EMIIXK , HZH (Amazon
Web Services —fig5#&) m# Systems Manager service endpoints B9 Region %1,

x86_64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

BFSHLUT =6,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.rpm

ARMG64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

FSEUT RO,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm
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£ Debian Server 3£ £ F31 %% SSM Agent

Amazon =£##95EH F Debian Server B9 Amazon Machine Images ( AMIs ) R BRINE R T &2 %%
# Amazon Systems Manager {CIE ( SSM Agent ) » BXAgEEH EMZHAIEN Amazon EER
AMis BI%I%K |, BESRMEZEE T SSM Agent B Amazon Machine Images ( AMIs ) o

FAAT R E B AR BB TE Debian Server 325 E F B ZEREH L% SSM Agent.
FHAEIER T
£ Debian Server 3] E %% SSM Agent 281 , EEZLATEM :

« BXREHATEMEERET Linux WIRERZE LRE SSMAgent WEEEE |, HS3W £EAT Linux 19
EC2 k6l L F3h &% SSM Agent.

FH
« Debian Server E# SSM Agent B IRIELZ i o
« NIEFEXEH Debian Server BB EVRBREG T

Debian Server L#J SSM Agent (W RIELZE R
FEAUTSREENEH LF 3R SSM Agent. WIRRERAEFH AN REXH,
£ Debian Server £ %% SSM Agent

1. EABEIESE (a0 SSH ) E#EF|EH Debian Server =4,
2. BWANTaHUERS LeIZ2Ine B &,

mkdir /tmp/ssm
3. BITUTHSUEHIIEN B Fo

cd /tmp/ssm

4. EFEPIRMBBTHER LZTE.

(® Note

ENELL TS H M URL B ec2-downloads-windows B & , X4t 2 Debian Server
WIEHS R/ REH,
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%t F Debian Server 8 , Xz x86_64 £,

x86_64 L4l

wget https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/
debian_amd64/amazon-ssm-agent.deb

ARM64 =41

wget https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/
debian_arm64/amazon-ssm-agent.deb

5. BITUT&HS.
sudo dpkg -i amazon-ssm-agent.deb
6. (EW)BEAUTHTRIIRERBEREET.

sudo systemctl status amazon-ssm-agent

ERZHEERT , v 2RERBERET , MTEN RO,

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor
Active: active (running) since Tue 2022-04-19 16:25:03 UTC; 4s ago
Main PID: 628 (amazon-ssm-agen)
CGroup: /system.slice/amazon-ssm-agent.service
##628 /usr/bin/amazon-ssm-agent
##650 /usr/bin/ssm-agent-worker
--truncated--

EROBERT , d T 2BERBELTREREZT , WTFEN RO R

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor
Active: inactive (dead) since Tue 2022-04-19 16:26:30 UTC; 5s ago
Main PID: 628 (code=exited, status=0/SUCCESS)
--truncated--
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EEXEBRTHERE , BETUATHT.

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent

FIRFTE X 18R Debian Server BIZ B EN RIBLZEHS

U IR fE FA B AR SR ARIE 2354 E 2% SSM Agent B, BRATEWE R 651 8 TEFTER Amazon
Web Services Xig, R T X4,

NFATaS , BORETEZERE (BEXBMN ) Xl (us-east-2 ) EAAIATIHE S3 7
Y =Bl

® Tip
1836 AT LA G HIE Y B B X HE URL B A EBEIER Debian Server L) SSM Agent B
RELZETT BFPNLB URL,

ETHEHNGSH , F region B ANEECHWEE. BXZEWN region BEMFHIRK , 55 (Amazon
Web Services —f#§5#%) ™H# Systems Manager service endpoints B9 Region %1,

(@ Note
*tF Debian Server 8 , Xz #F x86_64 £,

x86_64

wget https://s3.region.amazonaws.com/amazon-ssm-region/latest/debian_amd64/amazon-
ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb

BFSHUT =6,
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wget https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/debian_amd64/
amazon-ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb
ARM©64

wget https://s3.region.amazonaws.com/amazon-ssm-region/latest/debian_arm64/amazon-
ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb

BSFELT =6,

wget https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/debian_arm64/
amazon-ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb

£ Oracle Linux 3245l £ Fzh %% SSM Agent

Amazon 2##5E B F Oracle Linux B9 Amazon Machine Images ( AMIs ) R BRIAE IR TR %
#9 Amazon Systems Manager X2 ( SSM Agent ) . BXAREER LZENREHN Amazon EEX
AMIs B9%|R | FSFTZL%E T SSM Agent B9 Amazon Machine Images ( AMIs ) o

AT 5 B o & BI & 1E Oracle Linux 356l E FE ZEHEFH L L SSM Agent.
FHREIHER THE
£ Oracle Linux SE#l L %% SSM Agent 28 , BEEELTEM :

- BEXERATEMAET Linux WIRERSZE EZL% SSM Agent WEEER |, B35 E5EA T Linux B
EC2 4l EF 3 &% SSM Agento

- MREBEREBEHER SSM X4 AWS-UpdateSSMAgent RIWZEREFH ZEEA yum R RE
FREERXT R LM SSM Agent , REFARERQE R TEE : “Warning: RPMDB altered outside of
yum.” ( % : RPMDB £ yum ZAKREE R, ) WEERMBER , TR E 28,
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FH
« Oracle Linux F#) SSM Agent B IRIEZEHD
« RIEFFEXEM Oracle Linux BIZBEENRBREG D

Oracle Linux E#) SSM Agent (W RIFRZ T
FERAUTHSRELNEH| EF3hR%E SSM Agent, EEBRFERAERATANRESH,
{5 F JORE FIFRENE 655 7E Oracle Linux £ %% SSM Agent

1. FERE%ERZE (Hlw SSH ) EZE K Oracle Linux <4,
2. EHUTHSHESRL LETZHT,

@ Note
ENELU TS 58 URL B2 ec2-downloads-windows B , X412 Oracle Linux
NERLBREH,
x86_64

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

3. (BW)BEAUATHTRIERERSERE

sudo systemctl status amazon-ssm-agent

ERZHEERT , ot 2RERBERET , WTEN RO,

amazon-ssm-agent. service - amazon-ssm-agent

Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: enabled)

Active: active (running) since Wed 2021-10-20 19:09:29 UTC; 4min 6s ago
--truncated--

EMPBERT , a v 2REREERRERET , W TEHN TRHIFITR.

amazon-ssm-agent.service - amazon-ssm-agent
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Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor

preset: enabled)
Active: inactive (dead) since Wed 2021-10-20 22:16:41 UTC; 18s ago

--truncated--

EEXEERTHERE  BETATSH S,

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent

HIEFFE XA Oracle Linux BIZBEENREBLREGS

U 185 F D A S AR AR TE 23245 £ %% SSM Agent B, RATEWE B ZEE 8 TEFTER Amazon
Web Services Xi8, A RE T4,

NFUTaT , BRIORBHTEXERE (BXBMN ) X (us-east-2 ) ERATRTFHIF S3 FERF
Y =Bl

® Tip
& LAE R ERER B E X X8 URL B AEBEIEA Oracle Linux £/ SSM Agent B R
ELEkwms BFEPHEE URL,

ETENSSH , T region BRANEBCWER. BXZEFW region EMIIK , S (Amazon
Web Services —f§Z#) mH# Systems Manager service endpoints # Region %l

x86_64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

BESRUT Rl

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/

linux_amd64/amazon-ssm-agent.rpm
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£ Red Hat Enterprise Linux 3£l L F 31 Z % SSM Agent

Amazon 12 #95& A F Red Hat Enterprise Linux ( RHEL ) # Amazon Machine Images ( AMIs )
FHH BRINE R T Z %/ Amazon Systems Manager X2 ( SSM Agent ) . BXTJREEHE L
MZHERER Amazon FEEX AMIs 51k , S E%E T SSM Agent B Amazon Machine
Images ( AMIs ) .

FERAAT P EETHEEE RHEL R4 L F o REREFHZE SSM Agent,
Frig 2 8l
£ RHEL 3:4l| L %% SSM Agent 2 &1 , i5EE LU TEM :

- BXREATEMERT Linux WIRERZE LRE SSMAgent WEEFEE |, HSH £EAT Linux B
EC2 24l L FZH L% SSM Agento

- MREEREBEHER SSM X4 AWS-UpdateSSMAgent RIWZREREFH 2 EEA yum B HRE
FRERNT R LK SSM Agent , REFREQE R TEE : “Warning: RPMDB altered outside of
yum.” ( % : RPMDB £ yum 2 AR EFH, ) HERTHER , TR 2B,

&

« 1£ RHEL 8.x 1 9.x £ &% SSM Agent
« 7£ RHEL 7.x £%&% SSM Agent

 7£ RHEL 6.x E%&% SSM Agent

£ RHEL 8.x 1 9.x &% SSM Agent

Amazon £ #5E A F RHEL 8 1 9 #9 Amazon Machine Images ( AMls ) R ZRINE IR T L /Y
Amazon Systems Manager X3 ( SSM Agent ) » AR HHWEE AT BIEE RHEL 8 M 9 3£l &
TR EMLENRE,

FrIaaTR R T
£ RHEL 8 = 9 3£l E %% SSM Agent Z 8 , iEEFEUATEM :
- BRTEEHN RHEL 8 = 9 24l E &% T Python 2 = Python 3, X2 SSM Agent IE & TEFF4E

B,

£}
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« RHEL 8 5 9 F SSM Agent (W RIELZE T
- NEMEXEM RHEL8 M 9 BIE B EN KRB LENWS

RHEL 8 =% 9 £ SSM Agent HyREZE S
FERAUTSRELEANISH EF3hRLE SSM Agent, IEEERFEALBITHNREXH,
£ RHEL 8.x 5 9.x =% % SSM Agent

1. ERAE®EREE (Bl SSH ) EHFEM RHEL 8 5 9 3541,
2. EHIRFIEME RS HESS LEBITE,

(@ Note
ENEUTHSHM URL @& ec2-downloads-windows B3 , X2 RHEL S8 f1 9
HIEREBEREH,

x86_64 34l

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

ARM64 L4

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_arm64/amazon-ssm-agent.rpm

3. (BW) BEANATHTRIERERSELET.

sudo systemctl status amazon-ssm-agent

ERZHERT , ot 2RERBERET , MTEN RO,

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
Active: active (running) since Tue 2022-04-19 16:40:41 UTC; 9s ago

Main PID: 4898 (amazon-ssm-agen)
Tasks: 14 (limit: 4821)
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Memory: 34.6M
CGroup: /system.slice/amazon-ssm-agent.service
##4898 /usr/bin/amazon-ssm-agent
##4954 Jusr/bin/ssm-agent-worker
--truncated--

ERMDBIFRAT , v 2RERBELZRERET , M TEN RO R,

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
Active: inactive (dead) since Tue 2022-04-19 16:42:05 UTC; 2s ago

--truncated--
EEXEBERATEERE  BETUATHS

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent

NEMEXEM RHEL8 M 9 IR B E N RERZESR T

IR fE M A S AR ARIE 2354 E R % SSM Agent B, BRATEWE A E S TEFTER Amazon
Web Services Xig, R ZEE X4,

NFUT@RT , BRINEHETEXZERS (BXBM ) X8 (us-east-2 ) EATRFILR S3 FER
YRl

® Tip
RN LAEAEEENBENXE URL B AT aEA RHEL 8 = 9 £ SSM Agent By 1R IE
Z¥EmT BFHRNEE URL,

ETENGSH , F region BRANEBCWER. BXIEW region EMNIIRK , S (Amazon
Web Services —f§2 %) ™H# Systems Manager service endpoints # Region %l
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x86_64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

BSEULT RE60,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.rpm

ARMG64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

BSHELT =6,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm

£ RHEL 7.x £ %&3% SSM Agent

Amazon £##5E A F RHEL 7 8 Amazon Machine Images ( AMIs ) R # BRINE IR TR L EH
Amazon Systems Manager X3 ( SSM Agent ) » AR HAHNEE AR BEE RHEL 7 =6l L 2%
REMETERE,

£

« RHEL 7 £ SSM Agent (I RIEZE D

- NEFMEXESN RHEL7 SIBEENREBERZESD

RHEL 7 £ SSM Agent By R ZE w5
FERUTSRELENEH EFHRE SSM Agent, IESREFEALBITHNTEH,
£ RHEL 7.x L %% SSM Agent

1. ERABEEAE (flan SSH ) E#EFIER RHEL 7 3546,
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2. EHIRFIEME ST HESS LEBITE,

® Note
ENELL TS HM URL B ec2-downloads-windows B & , Xt 2 RHEL 7 WiE
e BRI,

x86_64 34l

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

ARM64 L4

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_armb64/amazon-ssm-agent.rpm

3. (BW) BEAUATHIRIEIRERSERET.

sudo systemctl status amazon-ssm-agent

EREBHERT , v 2BERBEEESTT , MTENREIFTR.

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: disabled)
Active: active (running) since Tue 2022-04-19 16:47:36 UTC; 22s ago
Main PID: 1342 (amazon-ssm-agen)
CGroup: /system.slice/amazon-ssm-agent.service
##1342 /usr/bin/amazon-ssm-agent
##1362 /usr/bin/ssm-agent-worker
--truncated--

ERDBERT , a T ERERBELTEEREZT , WTFEHNROIFR.

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: disabled)
Active: inactive (dead) since Tue 2022-04-19 16:48:56 UTC; 5s ago
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Process: 1342 ExecStart=/usr/bin/amazon-ssm-agent (code=exited, status=0/SUCCESS)
Main PID: 1342 (code=exited, status=0/SUCCESS)
--truncated--

EAEXEERTHERE  HETUATSH S,

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent

NEFEXEMN RHEL 7 BIZ B ENREZEDD

U A8 D A S AR ARTE 2325 E %% SSM Agent B |, RATEBWE B FZ#EEL TEFTER Amazon
Web Services X i3, R Z X 4,

NFATaS , BONRETEXERE (BEXEBMN ) X (us-east-2 ) EAAIATIHE S3 FHE#H
B9 Rl o

® Tip
&35 B LA F S8 s 09 B T X 18 URL B AR BAIEA RHEL 7 £ SSM Agent By RiE % 3
BT BFHFHN2E URL,

ETEHNGESP , N region BN EBECHER. BXXEMN region EMFIEK , i3 H (Amazon
Web Services —fi§5#%) ™H# Systems Manager service endpoints B9 Region %1,

x86_64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

FSEUT RO,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.xrpm
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ARMG64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

BFSHEUT =,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm

£ RHEL 6.x £%% SSM Agent

Amazon £ #5E A F RHEL 6 8 Amazon Machine Images ( AMIs ) R # BRINE IR TR L EH
Amazon Systems Manager X3 ( SSM Agent ) » AR HAHNEE A BEE RHEL 6 36l L =%
REHMLERE,

£

« RHEL 6 £ SSM Agent Ry RIEZ Ewm o

- NEFMEXEN RHELG6 BIZBENREBRESG S

RHEL 6 L SSM Agent fIREL E S

FRAUTHSRELNEH EF3HRE SSM Agent, LEEBRER B AANRESH,
£ RHEL 6.x £ %% SSM Agent

1. SEAEESE (fla SSH ) E#EEIER RHEL 6 354,
2. EFRHIRHNGTHESRI LETE,

(® Note

EELA T &S5 H URL 88 ec2-downloads-windows B & , Xt 2 RHEL 6 WY 1E
W RERX.

DT HaEERAER 3.0.1479.0 , AR latest B, X2ZRH RHEL 6 FX#
SSM Agent k7 3.1 RE ShRA,
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x86_64 4l

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/
SSMAgent/3.0.1479.0/1inux_amd64/amazon-ssm-agent.rpm

x86 £l

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/
SSMAgent/3.0.1479.0/1inux_386/amazon-ssm-agent.rpm

3. (BW) BEANATHTRIERERSEEET.
sudo status amazon-ssm-agent
ERZHERT , anoRERBEEET , WTFEN R,
amazon-ssm-agent start/running, process 1788
ERODBERT , d v 2BERBELTREREZT , WTFEN RO R,
amazon-ssm-agent stop/waiting
BEEXERRITHERE , BETUATHT.

sudo start amazon-ssm-agent

RNEMEXEN RHEL 6 SIZBENRBLEGS

U A8 D A S AR ARTE 232 5) E %% SSM Agent B |, RATEWE B ZEELE TEFTER Amazon
Web Services X i3 R Z$E X 4,

NTUTHS , BINRHETEXERS (BEZHEMN ) X8 (us-east-2) EAAILTTIER S3 R
Y =Bl
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® Tip
&35 B LAGE F S8 09 B E X 18 URL B AR FAIEA RHEL 6 £ SSM Agent By RiE & 3
BT BFHFHN2E URL,

ETEHNGSH , § region BNEECHER. BXXEMN region EMFIEK , i§5H (Amazon
Web Services —fi§5#%) ™# Systems Manager service endpoints B9 Region %1,

(® Note

LTS EmREABER3.0.1390.0 , MAR latest BF., XEHE N RHEL 6 ~%#F SSM
Agent A 3.1 RE SR,

x86_64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/3.0.1479.0/
linux_amd64/amazon-ssm-agent.rpm

BSENLT RE6l,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-
east-2/3.0.1479.0/1inux_amd64/amazon-ssm-agent.rpm

x86

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/3.0.1479.0/
linux_386/amazon-ssm-agent.xrpm

BFSHLUT =6,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-
east-2/3.0.1479.0/1inux_386/amazon-ssm-agent.rpm
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£ Rocky Linux SE4I E F3h %% SSM Agent

Amazon E##5E A F Rocky Linux B Amazon Machine Images ( AMIs ) i BRIAE R TR %%
# Amazon Systems Manager X2 ( SSM Agent ) » BXAREEH EMLZEREN Amazon EER
AMis BI%I& , ESRMEE T SSM Agent B Amazon Machine Images ( AMIs ) o

AT R E B T FHBIEE Rocky Linux 241 E Fh 2R EFH L SSM Agent,
FrIaaTR R T

£ Rocky Linux 35| £ %% SSM Agent 281 , EEFZ LA TEM :

« BXERATEMEBET Linux WIRERS LZ% SSM Agent WEEFE R |, 51 E&E/A T Linux B
EC2 £l EF 3 &% SSM Agent,

FH
« Rocky Linux E#J SSM Agent (I RIEZFE®H T
« NIEFEXEH Rocky Linux Rl ZBENREBLREGD

Rocky Linux E# SSM Agent I RIELZ S

FERAUTSRIELANES EFH R SSM Agent, LEIRERLRETANREH,

FFIRETR R T

£ Rocky Linux 354l E %% SSM Agent 2 81 , EEELLTEI :

- BRIEEM Rocky Linux £ EZ% T Python 2 = Python 3, X SSM Agent IE ¥ TEFT4E
i

£ Rocky Linux £ %% SSM Agent

1. ERAEIEAE (HI0 SSH ) EEEREM Rocky Linux 341,
2. BEFIEFIEMNBEHESES EZETE,

@ Note

EMELL T @S A URL 28 ec2-downloads-windows B & , ixt# 2 Rocky Linux
MIEBSRREH,
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x86_64 4l

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

ARM®64 SE 4

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/

latest/linux_arm64/amazon-ssm-agent.rpm

3. (BW) AEAUATHSRIEIRERSERE

sudo systemctl status amazon-ssm-agent

ERZBERT , S 2RERBERET , W TENREIFAR.

# amazon-ssm-agent.service - amazon-ssm-agent

Loaded:
Active:
Main PID:
Tasks:
Memory:
CGroup:

loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
active (running) since Tue 2022-04-19 16:40:41 UTC; 9s ago
4898 (amazon-ssm-agen)
14 (limit: 4821)
34.6M
/system.slice/amazon-ssm-agent.service
##4898 /usr/bin/amazon-ssm-agent
##4954 /usr/bin/ssm-agent-worker
--truncated--

ERDBIERT , d v oREREBELRERET , WTFENREIFR.

# amazon-ssm-agent.service - amazon-ssm-agent

Loaded:
Active:

loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
inactive (dead) since Tue 2022-04-19 16:42:05 UTC; 2s ago
--truncated--

EEXEERTHERE  BETUATSH S,

sudo systemctl enable amazon-ssm-agent
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sudo systemctl start amazon-ssm-agent

NEFEXEM Rocky Linux Sl ZBEXREBEREGRT

U AR (E D A S AR ARTE 232 E %% SSM Agent BY |, RANEBWE B F#EEL TEFTER Amazon
Web Services X15 F L X4,

NTUTHS , BINRHETEXERS (HEZHEMN ) X8 (us-east-2 ) EAAILTTIER S3 7
Y =Bl

® Tip
1836 AT LA A SEMIE Y B B X HE] URL B A EBMEIE R Rocky Linux £#) SSM Agent B 1R
EZEDS BFEPHN£E URL.

ETENSBSH , F region BRNEBCWER. BXXZEFW region EMIIXK , HZH (Amazon
Web Services —fig5#&) m# Systems Manager service endpoints B9 Region %1,

x86_64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

BFSHLUT =6,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.rpm

ARMG64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

FSEUT RO,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm
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#£ SUSE Linux Enterprise Server 324l £ F3h %% SSM Agent

ERZEERT , Amazon =REHERF SUSE Linux Enterprise Server ( SLES ) # Amazon
Machine Images ( AMIs ) Mt BRIAEIR T L &K Amazon Systems Manager X3 ( SSM
Agent) . BXEZER , BSHMEE T SSM Agent B9 Amazon Machine Images ( AMIs ) o

IR SSM Agent RFREHNM SLES KH L, HEMREFEZEFHEMLENE , FEALLTE LAY
EEREBHE.

FHREIRHER THE
£ SLES =4l L %% SSM Agent 281 , iEEE L TEIM :

s BXERATEMBET Linux WIRERS L L% SSM Agent WEEFE R |, BSH EEAT Linux B
EC2 4| F FH R % SSM Agent.

FB;
« SLES E# SSM Agent RV IRIERZE S
- REFERXEN SLES SIBEBEENREBEREGD

SLES EH) SSM Agent I IRIEREZE GRS
FERUTSRELEANEH EFHRLE SSM Agent, IESREFEALBITHNREH,
FEARRE B RN 1E SLES L& % SSM Agent

1. FERAERESE (Bl SSH ) EFEFIEM SLES £46l,
2. &1 EH zypper H

« BITHAT®S

sudo zypper install amazon-ssm-agent

« By SACHETHR R H B AL

®EFE2 A rpm wH,
o 1E3Rf] LIS B Fo
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mkdir /tmp/ssm

- BERUNIER B o

cd /tmp/ssm

« BITUTHS (—XR—1) TEHEIT SSM AgentZERRF

(® Note
ENELL TS HM URL A& ec2-downloads-windows B & , Xt 2 SLES MY 1E
e RREH,

x86_64 34 :

wget https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/linux_amd64/
amazon-ssm-agent.rpm

ARM64 3£ -

wget https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/linux_armé64/
amazon-ssm-agent.rpm

sudo rpm --install amazon-ssm-agent.rpm
« (BW) BEEAUTHTRIIREREEREZET.

sudo systemctl status amazon-ssm-agent

ERZBHERT , v 2BERBEEESIT , M TENREIFTR.

# amazon-ssm-agent.service - amazon-ssm-agent

Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled;
vendor preset: disabled)

Active: active (running) since Mon 2022-02-21 23:13:28 UTC; 7s ago

Main PID: 2102 (amazon-ssm-agen)
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Tasks: 15 (limit: 512)

CGroup: /system.slice/amazon-ssm-agent.service

##2102 /usr/sbin/amazon-ssm-agent

##2107 /usr/sbin/ssm-agent-worker
--truncated--

EROBERT , T 2WERBELTREEREZT , WTFEN RO R

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; disabled;
vendor preset: disabled)
Active: inactive (dead)
--truncated--

EEXERITHERE , BETUATHT.

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent

NIEEXEN SLES SIZBEN R EBLERT

U A8 D A S AR ARTE 232 ) E %% SSM Agent Bt |, RATEWE B FZEELE TEFTER Amazon
Web Services X5 A #Y &5 304,

NFATaS , BORETEZERE (BEXBMN ) Xifl (us-east-2 ) EAAIATIHE S3 FHEE
=Bl

® Tip
1836 AT LA A S8 M)A Y B E XS] URL BHR A Bl Y I ik Linux SSM Agent £ Ry RIE
ZEmT 1 BFEPN£E URL,

ETENSBSH , § region BMRANEBCWER. BXXZEFW region EMNIIFK , S (Amazon
Web Services —fi#Z#) ™HH Systems Manager service endpoints B9 Region %/,
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x86_64

wget https://s3.region.amazonaws.com/amazon-ssm-region/latest/linux_amd64/amazon-
ssm-agent.rpm

sudo rpm --install amazon-ssm-agent.rpm

BESREUT Rl

wget https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/linux_amd64/
amazon-ssm-agent.rpm

sudo rpm --install amazon-ssm-agent.rpm

ARMG64

wget https://s3.region.amazonaws.com/amazon-ssm-region/latest/linux_arm64/amazon-
ssm-agent.rpm

sudo rpm --install amazon-ssm-agent.rpm
FSEUT RO,

wget https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/linux_armé64/
amazon-ssm-agent.rpm

sudo rpm --install amazon-ssm-agent.rpm

£ Ubuntu Server 324l EFzh %% SSM Agent

/A Important
£ 64 {ZhR Ubuntu Server %% SSM Agent 28 , FHEREEANZETELEH, NER
20180627 FriREVIE S LEFER 1% ( AMI ) FF%R , SSM Agent Ef£F Snap ZEBM L EEIMR
7 16.04 £, FEEILFH AMI BIERMSEH £, XTEA deb ZEREFBRE SSM Agent,
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BEXREZELR , BSHBEEZREE 64 14 Ubuntu Server 16.04 SE4I EAYIEH SSM Agent kR
Ao

ERZHIERT , Amazon E£EHEAF Ubuntu Server B Amazon Machine Images ( AMIs ) Fff 2R
INER T &%/ Amazon Systems Manager fRI2 ( SSM Agent ) . BEXEZEE , BSRAMEZET
SSM Agent B Amazon Machine Images ( AMIs )

R SSM Agent KU L FEHEHAY Ubuntu Server L6l £, REMREFEFHEHMLENRE |, 5EA
LEER 2 R V1S BRF BY A&

FFIARIM AR T
£ Ubuntu Server 4| %% SSM Agent 28 , HEELTEM :

s BXERTEMEET Linux WIRERSZ LR% SSMAgent WEEER |, H51 E5EA T Linux B
EC2 3£ £ F3h %% SSM Agent,

FR

» 7£ Ubuntu Server 22.04 LTS, 20.10 STR & 20.04, 18.04 #1 16.04 LTS 64 {4 £ &% SSM
Agent ( Snap )

+ 7£ Ubuntu Server 16.04 1 14.04 64 1 ( deb ) =& % SSM Agent

+ 7£ Ubuntu Server 16.04 #1 14.04 32 {1 £ %% SSM Agent

- WEEZREE 64 17 Ubuntu Server 16.04 3£ E A IEH SSM Agent AR

£ Ubuntu Server 22.04 LTS, 20.10 STR & 20.04, 18.04 1 16.04 LTS 64 {i £ &% SSM
Agent ( Snap )

FrEaaIRY ER T

£ Ubuntu Server 22.04 LTS, 20.10 STR & 20.04, 18.04 1 16.04 LTS 64 {Z ( Snap ) £&% SSM
Agent 28I , BFEENTER :

B Snap = deb ZEEFHITHRA 16.04 B3

#£ Ubuntu Server 16.04 £ , £/ Snap = deb ZEH 4T L% SSM Agent , E4XBURT 16.04
AMI BIRRZS o
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SSM Agent ZERF X HLE

1 Ubuntu Server 22.04 LTS, 20.10 STR & 20.04, 18.04 1 16.04 LTS ( %7 Snap ) £ , SSM
Agent ZREF Y (BRABIHEXHMEEXH ) BFEEUTBE RS : /snap/amazon-
ssm-agent/current/. WREX L E FHWEAEEXHHITER , MATFXLTHM /
snap BXEH|ZE| /etc/amazon/ssm/ B%. AEM-HBIXHEAKENR ( /var/lib/amazon/

ssm, /var/log/amazon/ssm) .

£/ Snap candidate #E&

Snap F PR IEBEST R RIMIRAH SSM Agent ( LEMEBRFTHEIRIEE ) ; MARRE
g, BETHAEXRABEENRERECANZRNESEE , FSAKKRRS ( MR https:/

snapcraft.io/docs/channels )

R BABRIZG R RIEBIER SSM Agent fRAEE |, I Ubuntu Server 20.10 STR &
20.04. 18.04 F 16.04 LTS 64 {3E4| LiIZ{TUT %S

sudo snap switch --channel=candidate amazon-ssm-agent

B 18.04 RESHRA LA Snap

% Ubuntu Server 22.04 LTS, 20.10 STR & 20.04 #1 18.04 LTS £ , BiU{VEMA Snap. B M isH
REH ERL2REHZTTREN—NEH, WRTHE SSM Agent 5 Snap —iE2EMA |, FEIE SSM
Agent, RFEIBAERTE Ubuntu Server16.04 Fl 14.04 64 i ( deb ) L& % SSM Agent B BH R
£ , ¥ SSM Agent 7 debian BB ZE, BELXEZH , BRRAZESEEN Debian BHEE
EENREDIREEBNEA Snap.

Maximum timeout exceeded f&ixEE

BT Snap E’JE%UI‘FHEE £ snap MR EELEFE Maximum timeout exceeded iR
MEBRKBIAERIR , FETUATHS (—RET—FST ) REIRE, FLEHREERS

sudo systemctl start snap.amazon-ssm-agent.amazon-ssm-agent.service

sudo systemctl stop snap.amazon-ssm-agent.amazon-ssm-agent.service

sudo systemctl status snap.amazon-ssm-agent.amazon-ssm-agent.service
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1£ Ubuntu Server 22.04 LTS, 20.10 STR & 20.04, 18.04 #1 16.04 LTS 64 %4 £ Z % SSM
Agent ( £/ Snap BF 3 )

1.

ERINER T , SSM Agent Z%1E Ubuntu Server 22.04 LTS, 20.04, 18.04 #1 16.04 LTS &
AMIs ( HFRIREF 20180627 ) ESRA L,

MREBEEELRHRF IR LLE SSM AgentREFZEEMLTERE , BAUERAUATHAE, B%
FERNTHIEE URL , B snap 82 BE3IM Snap MAEE hitps://snapcraft.io FEAE,

sudo snap install amazon-ssm-agent --classic
BITUTHTHE SSM AgentRETEIE1To
sudo snap list amazon-ssm-agent

MR F—%&®HIRE amazon-ssm-agent is stopped, inactive 5 disabled , MiEfTHA
TawsHBEa RS,

sudo snap start amazon-ssm-agent

RERERS,

sudo snap services amazon-ssm-agent

£ Ubuntu Server 16.04 1 14.04 64 4 ( deb ) %% SSM Agent

/A Important

£ 64 {ZhR Ubuntu Server E%&% SSM Agent 281 , HEREFEANRZETELE, WER
20180627 FRIRAVIL B h lL25ER 1% ( AMI ) FF3R , SSM Agent EfE£A Snap ZEBMRZEEIMR
7 16.04 £, EEIFIH AMI SIZZHEH £ | BER deb ZERFERE SSM Agent,
EXEZER , E2H BEELRE 64 1V Ubuntu Server 16.04 324 E# IE# SSM Agent kR
7K, HR SSM Agent 5 Snap —iE2ZEEIEFI £ | HEMEA deb REEFHHETLRESEHN
SSM Agent , 2%, SSM Agent ERETTBER K

ERZEERT , Amazon =2#H Amazon Machine Images ( AMIs ) Ubuntu Server 16.04 Fff# 2R1A
1B T Z %M Amazon Systems Manager X2 ( SSM Agent ) . BEXEZER , BSRAMEET
SSM Agent #) Amazon Machine Images ( AMIs ) o
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IR SSM Agent RIERRZ 20180627 ZBI TR LFEEFHY Ubuntu Server 16.04 34l £ , 84 Ubuntu
Server 14.04 L HTZERBNREAFTEFHENRZENRE , EEALTE LNERREREZ,

Ubuntu Server 16.04 #1 14.04 64 1 ( deb ) LH) SSM Agent IRIELZE T

FERAUTSRELNEH| EF3hR%E SSM Agent, EEBRFER SR ATANRESH.
{5 F HOR & I FRE L 655 7E Ubuntu Server 16.04 1 14.04 64 i ( deb ) &% SSM Agent

1. ERE®SE (HE0 SSH ) EEBIEH Ubuntu Server £4i,
2. WANTHSUESS LRI B o

mkdir /tmp/ssm

3. EdNIEEE .

cd /tmp/ssm
4. ETUTHT.

(® Note

ENELL TS M URL 28 ec2-downloads-windows B , X2t £ Ubuntu Server
16.04 1 14.04 64 AW EHS /L E K,

wget https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/debian_amd64/
amazon-ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb
5. (B ) BTUTaHT2—LUHAE SSM Agent REEE1T.

Ubuntu Server 16.04

sudo systemctl status amazon-ssm-agent
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Ubuntu Server 14.04

sudo status amazon-ssm-agent

ERZHBERLT , s oREREBELEET.

ERPBERT , v oREREBELTRKERET , WTFENRBEIFR.

6. WMRE—%ZHTIRE amazon-ssm-agent is stopped, inactive = disabled , MiE1TA
Ttz — BBz RS.

Ubuntu Server 16.04 :

sudo systemctl enable amazon-ssm-agent

Ubuntu Server 14.04 :

sudo start amazon-ssm-agent

NIEFRE XA Ubuntu Server 16.04 1 14.04 64 £ ( deb ) £#) SSM Agent BIBZBE XL REGH

U AR D A S AR ARTE 232 ) £ %% SSM Agent B |, RANEBWE B EL TEFTER Amazon
Web Services Xi3 A &% X 4,

NFATaS , BRONBETEXERD (BXBEBNMN ) X8 (us-east-2 ) EAALFFIHIE S3 Fik1E
=Bl

® Tip
&3 ] LA R &R B E X8 URL B A =B AT EAY Ubuntu Server 16.04 F 14.04 64
fZ (deb ) LK SSM Agent W IRIELZEW T BFEPHEE URL.

ETEHNGEYP , N region B NEBECHER. BXXEMW region EMFIEK , 5K (Amazon
Web Services —f§2#) H K Systems Manager service endpoints B Region 1/,

wget https://s3.region.amazonaws.com/amazon-ssm-region/latest/debian_amd64/amazon-ssm-
agent.deb
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sudo dpkg -i amazon-ssm-agent.deb
BESFUT RO,

wget https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/debian_amd64/
amazon-ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb

£ Ubuntu Server 16.04 1 14.04 32 { £ %% SSM Agent

ERZEERT , Amazon =EEH Amazon Machine Images ( AMIs ) Ubuntu Server 16.04 Fff# 2R1A
1R T L EH Amazon Systems Manager X3 ( SSM Agent ) » EXEZER |, BSEMRET
SSM Agent B Amazon Machine Images ( AMIs )

IR SSM Agent RTFEFTHI Ubuntu Server 16.04 3K Efi &% , MR1E Ubuntu Server 14.04 31T
ZEBENREEEFHEFZENRE , BEALTE LNERRIERE,

Ubuntu Server 16.04 1 14.04 32 {i (deb) = SSM Agent I IRIEZEH T
FEAUTSRELENEG EF3HRE SSM Agent, WWIEFER B AN REXH,
{5 F OR & I FRE L 855 72 Ubuntu Server 16.04 1 14.04 32 i ( deb ) %% SSM Agent

1. ERAEIESE (70 SSH ) EERZA Ubuntu Server SE41,
2. WAUTHSUERS LaBIae B .

mkdir /tmp/ssm

3. EdNIEEtE .

cd /tmp/ssm

4. BZIUTHS,

@ Note

ENELL TS+ M URL A& ec2-downloads-windows B & , Xt 2 Ubuntu Server
16.04 1 14.04 32 U EEaS B L E K,
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5.

¥

wget https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/debian_386/
amazon-ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb
(B ) BITUTHSZ—HE SSM Agent BB EIE T,
Ubuntu Server 16.04
sudo systemctl status amazon-ssm-agent

Ubuntu Server 14.04

sudo status amazon-ssm-agent

EAZBELT , a5 2RERBEEET.

ERDEERT , P 2RERBELEERET , W TENRAIR.
MR E—%HHIRE amazon-ssm-agent is stopped, inactive 2 disabled , MiEfTHA
TwesZz—FEz RS

Ubuntu Server 16.04 :

sudo systemctl enable amazon-ssm-agent

Ubuntu Server 14.04 :

sudo start amazon-ssm-agent

I&FF7E X Z A9 Ubuntu Server 16.04 1 14.04 32 i ( deb ) L) SSM Agent SIZBENZEGT

HEFERAMAREEREZSNEG ELE SSM Agent Bt , BRINBIERFHEEEITEFTER Amazon

Web Services X i3 R Z$ X 4,

NTFUTawE , BRIEHETEZERS (BXBM ) X8 (us-east-2 ) EATRFILR S3 FER
YRl
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® Tip
IR A LAE 8 MEN B EN X URL B A EBHIEA Ubuntu Server 16.04 1 14.04 32
i (deb) £ SSM Agent W RIELEWS BFFHLE URL.

ETENGSH , T region BRANEBECWER. BXIZEW region EMNIIRK , HSH (Amazon

Web Services —f§Z %) mH# Systems Manager service endpoints # Region %l

wget https://s3.region.amazonaws.com/amazon-ssm-region/latest/debian_386/amazon-ssm-
agent.deb

sudo dpkg -i amazon-ssm-agent.deb

FSEUT RO,

wget https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/debian_386/amazon-
ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb

HWEELETE 64 1 Ubuntu Server 16.04 3545 LAY IEH SSM Agent kA<

/A Important

£ 64 {ZhR Ubuntu Server £ %% SSM Agent 28 , HHEREEANZETELEH, NER
20180627 FriREVIE S LBFBR1& ( AMI ) FF%R , SSM Agent Ef£f Snap ZEBMEZEEIMR
7 16.04 £, EEIHIH AMI SIZHEH £ | BAER deb ZERFERE SSM Agent,
EXREZER , E2H BEELREA 64 1V Ubuntu Server 16.04 324 E# IE# SSM Agent kR

x

FER , WREH LEREZA SSM Agent ( Sl , — MR Snap BER , — N EEMH
deb ZEREFEEN ) , MREFEEERET.

BAILEA L TE—FENRIFSEHIER AMI ID SlZ B E, XLEIBMGERATF Amazon FEEW
AMIs,

EEMAT Linux B EC2 =24l EF 3 &% SSM Agent
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KIER AMIID g2 BH (#2815 )

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. EEMSMERLRT , %#F Instances (3£41).

3. B®‘E—-IXH,
4

EHAFEELETFL , KE AMI EHFRTHEFRREFHE YYYYMMDD #RiR%F, HI40 : ubuntu/
images/hvm-ssd/ubuntu-xenial-16.04-amd64-server-20180627,

KuER AMIID €12 B H (Amazon CLI )

S S Do
« EfTUTw%.
aws ec2 describe-images --image-ids ami-id

ami-id &R Amazon ZHE AMI B ID ( 170 ami-07c8bc5c1ce9598c3 ) o

WMEK , ZSHREELUTREANER , BULEEFRE CreationDate M Name FE&

PUREE B0
{
"Images": [
{
"Architecture": "x86_64",
"CreationDate": "2020-07-24T20:40:27.000Z",
"ImageId": "ami-07c8bc5c1ce9598c3",
-- truncated --
"ImageOwnerAlias": "amazon",
"Name": "amzn2-ami-hvm-2.0.20200722.0-x86_64-gp2",
"RootDeviceName": "/dev/xvda",
"RootDeviceType": "ebs",
"SriovNetSupport": "simple",
"VirtualizationType": "hvm"
}
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ELiE SSM Agent BA{E AL ( Linux )

Bt EBER B X HESXHFFMhttp_proxy., https_proxyHlno_proxyi®i& , ATLUF A
Amazon Systems Manager gent (SSM Agent) Bt E R @ HTTP REHTEES, WMREZREK SSM
AgentI BRI RREMA , BEXHELRERERE, AT EEHTE upstart F systemd HIE6IE
BEXUHHIRE, MREITEFEHSession Manager , iHEELR T HTTPS REBRSK 5.

® Note
M Amazon Linux 1 8IZAMIBEARENIEE T RALITE1TZPythonrequestsiER B #T
WA gE X ¥ Patch ManagerigfE, BXEZER |, BSHEFARERSEEH Amazon Linux
1 3£ £ F 4% Python & SRER

£l

- BlE SSM AgentLAfE KR (upstart)

- BlE SSM AgentSAfEFAAREE (systemd)

- EFERARERSEEH Amazon Linux 1 354 E A Python i&RiE R

BlE SSM Agent A ERARIE (upstart)
BIRBLUTEREN upstart IMECI BB ESB & X H-
£ SSM Agent Ei & 1 £ AR (upstart)

1. EETEZR% SSM Agent BWIEE L,
2. ITFVIM &2 gmiEss K RAERBL/EEFERANR HTTP A2 HTTPS RERSES , ANMEATHE
IEZ_O

NF HTTP CE MRS 25

env http_proxy=http://hostname:port
env https_proxy=http://hostname:port
env no_proxy=169.254.169.254

F HTTPS KBRS 27 :

env http_proxy=http://hostname:port
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env https_proxy=https://hostname:port
env no_proxy=169.254.169.254

(@ Note
¥ no_proxy iIRERMEXH , ABIBELAF|HEY IP ik, ©=F Systems Manager 9
KO TBERR. WRZAL IP H#ut | Xt Systems Manager 18 ALK,

3. fEFABF amazon-ssm-agent.override FXHREEUTME : /etc/init/
4. FRUTHSELMNEHRZZ SSM Agent,

sudo service stop amazon-ssm-agent
sudo service start amazon-ssm-agent

@ Note
B X1 Upstart SMEFFEHA .override XHFMEZFELR , S H init: Upstart init daemon job

configuration,

ELiE SSM AgentEAfE A (systemd)

ERAUT IR SSM Agent ELE N E systemd IEHFEAKIE,

(® Note
WEEPHNELES BRI EERT Ubuntu Server 241 ( FH Snap Z% SSM Agent ) BB
B,

1. EEFIEZE SSM Agentdy =4,
2. BERERGRE  STUTHRZ—H

- B Snap £% SSM Agent B Ubuntu Server 3£ £ :

sudo systemctl edit snap.amazon-ssm-agent.amazon-ssm-agent
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HEHAMRERSE L

sudo systemctl edit amazon-ssm-agent

3. I VIM & EmiER L AGRBELLEERANR HTTP &R HTTPS KERSER , MM TE
EZ_O

BWREER L AM A #4## Lines below this comment will be discarded “ B{EE. ,
MTER.

GNU nano 5.8 /etc/systemd/system/amazon-ssm-agent.service

| Enter new content in this area }

XF HTTP REMRS 25 -

[Service]
Environment="http_proxy=http://hostname:port"
Environment="https_proxy=http://hostname:port"
Environment="no_proxy=169.254.169.254"

XF HTTPS CE MRS 25

[Service]
Environment="http_proxy=http://hostname:port"
Environment="https_proxy=https://hostname:port"
Environment="no_proxy=169.254.169.254"
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® Note

F no_proxy RERMEXMH , RFEELASILHA IP thit, ©=2 Systems Manager K9
KA THIERR. MEBRB L IP ik , X4 Systems Manager 891 A KMo

4, REFLENER. REGREBRERZXBEBHCETIIXHZ—.
« EE2FE A Snap Z% SSM Agent B Ubuntu Server £l E :

/etc/systemd/system/snap.amazon-ssm-agent.amazon-ssm-
agent.service.d/override.conf

« 1 Amazon Linux 2 1 Amazon Linux 2023 £l - :

/etc/systemd/system/amazon-ssm-agent.service.d/override.conf

- EEHMBRERSL

/etc/systemd/system/amazon-ssm-agent.service.d/amazon-ssm-
agent.override

5. BIEANTHTZ—E#HE3 SSM Agent , EFEURTIRERGEE,

- EEMHA Snap % Ubuntu Server 41 L :

sudo systemctl daemon-reload && sudo systemctl restart snap.amazon-ssm-
agent.amazon-ssm-agent

- EHMRERSEL

sudo systemctl daemon-reload && sudo systemctl restart amazon-ssm-agent

(® Note

BXTE systemd IEHEA .override XHWFMELE , 5Z [ Red Hat Enterprise Linux
7T REEERAEEPNIESIEINE R T
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fEE AR IEIRS 25 Amazon Linux 1 3545 £ F+4% Python &5 3R#E3R

EgxMEA R E B M Amazon Linux 1 812 #3265 AMIPatch Manager , WEEEZ3R0| E Z&E&H
WRASHY Python requests ##R Amazon Systems Manager , iZEHIEEE ZRH] L 2 ERHFIRAHN
Python 3R, BATEWALEFARBIRIKITRA

ERRERZERTMRAL Python requests iR | HEBF/BUT SR :
1. &5 Amazon Linux 1 3241 , Si#HAWS-RunShellScript®# Amazon Systems Manager Run

CommandX 4 ( SSM X#% ) ( ZhBEF ) Amazon Systems Manager , REEZEH| LETUT

WHo
pip list | grep requests

- MRERELE , BREESUTRALLEE N FIEERAS
requests (1.2.3)

« MRERREZE , BEITUTHTRHITRE
pip install requests

« MRRZEpip A5 , BETUTHTHITER.
sudo yum install -y python-pip

2. MBERELE K BIHNRARET 2.18.4 (HWE—SFERN1.2.3) , BEITUTHS
HRBHZFIRAH Python requests &R :

pip install requests --upgrade

M Linux E451EIE SSM Agent
£ LA T &S 1% Amazon Systems Manager Agent (SSM Agent),

W55 Linux 1, Y5E# Linux 2, Y5# Linux 2023, CentOS # Oracle Linux Red Hat Enterprise
Linux

sudo yum erase amazon-ssm-agent --assumeyes
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Debian Server

sudo dpkg -r amazon-ssm-agent

SUSE Linux Enterprise Server (SLES)
- zypper N & :

sudo zypper remove amazon-ssm-agent

c IpmWHRE :

sudo Irpm --erase amazon-ssm-agent

Ubuntu Server
« deb RHFBRE :
sudo dpkg -r amazon-ssm-agent

« Snap S BEE :

sudo snap remove amazon-ssm-agent

£5&Z AT macOS B EC2 =4l EfEH SSM Agent

Amazon Systems Manager (SSM Agent) Fi T4 2 Systems Manager &R HZBBIER P EEH 5B
EitEN, RBLTEERN macOS R, BEHHEH SSM Agent.

@ Note

BRIATE Amazon Machine Images (AMIs) £ macOS £ &% T SSM Agent, &R
Amazon Elastic Compute Cloud (Amazon EC2) 3= £3 macOS %% SSM Agent , BRIEEN
HEE,

HYRACHESSM AgentE & LR # |, GitHubR L& AT URRAE LUK Z BV ER, BRI EHNESD
ENERRREIER. ER , Amazon FXEFETHERH4H EBHEIZ,
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® Note
EEFEXRTEMRA SSM Agent WiFMEL | BSEATIHE,

£ macOS #BERS L F L% SSM Agent 28 , BEFUTEE,

« SSM Agent BRIALEELLT EC2 3L Amazon Machine Images £ :
* macOS 10.14.x (Mojave)
+ macOS 10.15.x (Catalina)
* macOS11.x () BigSur
+ macOS 12.x (Monterey)
*+ macOS13.x (Ventura)
« macOS14.x (RiE3)

FoFEE macOS EC2 3=l EF3h &3k SSM Agent , BRIFEFHEIH,

« H#3EFTH Amazon Web Services X1, #x3F macOS #J EC2 3£, Hxx#F macOS HE T x86
F1 M1 EC2 BEfIfY X155 3% |, 15518 Amazon EC2 B R B AZE PR B macOS TEME.

- WMRBFHWEEHRIZE Systems Manager HEXN I B ThEES 1T 7 FH , NIF R SSM Agent B E#T
R, TREFEARBENRITRATERMELEEERNT LAFEA ST Systems Manager THRER 45, X
I, RINBWE B TRBERVIES LA SSM Agent IR EFHETR, BXER , H5H B EHIE
SSM Agent, 1TB “SSM Agent&x1Ti1%B3” TWIHE GitHub , JRERE <SSM AgentE# A E A,

£

« TE3&EAT macOS iy EC2 24l £ Fzh &% SSM Agent
£ SSM Agent Ei & 7 EAKIE (macOS)

« M macOS E5IiEIE SSM Agent

£ERA T macOS B EC2 £4| L F 3 =% SSM Agent

EEZREE macOS =61, REHIT T HILZEEK R Amazon Systems Manager Agent (SSM
Agent). X EA Systems Manager iIZ{Tin T ENEFIRITIXLES TR, EEEPRERMENBSHEATI
B AP BIEENHARZIELS Amazon EC2 K41,
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https://github.com/aws/amazon-ssm-agent/blob/mainline/RELEASENOTES.md
https://www.amazonaws.cn/ec2/faqs/#macos_workloads
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£ macOS %% SSM Agent

1. ERAATHS THRRELZEEFX M.

ETHNGSH , F region BAEBBECHWER. BXIZEMN region BENFIXK , ESH
{Amazon Web Services —fifx5#£) HH# Systems Manager service endpoints 8 Region %I,

sudo wget https://s3.region.amazonaws.com/amazon-ssm-region/latest/darwin_amd64/
amazon-ssm-agent.pkg

LTRRRH,

sudo wget https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
darwin_amd64/amazon-ssm-agent.pkg

2. FEHALTHHZEIT SSM Agent ZEREFo

x86_64:

sudo installer -pkg amazon-ssm-agent.pkg -target /

3. REARERE.

EWE SSM Agent RERBEHEZT , BRENMNTUTNENREBAR : /var/log/amazon/
ssm/amazon-ssm-agent.log.

4. WMRAKEBEHTR “amazon-ssm-agent EF 1", METUTHSBIRSE

sudo launchctl load -w /Library/LaunchDaemons/com.amazon.aws.ssm.plist && sudo
launchctl start com.amazon.aws.ssm

/A Important
MR EFHEERINZE Systems Manager E NI B HEER 1T T EH# , MR SSM Agent By
B, TeeEAREBENRTRATESELEEESNT LEHAEZM Systems Manager IJJ
M, it , BANBWE B TRAEFRIEE LA SSM Agent IEFERE. BXEER
2 B3 E#E SSM Agent. EIRGHX SSM Agent EFHBEA , iE7 GitHub LiT [ M
Agent KR EATTE,
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¥ SSM Agent Bt & H EHKE (macOS)

AL Web X3, ££ Web RIS KEIRERIMZE macOS Amazon Elastic Compute Cloud
(Amazon EC2) 3£41 , ¥ Amazon Systems Manager Agent (SSM Agent) Bt & i@ HTTP RIEH 1T
BE. BXEZER |, i85 macOS AP X,

M macOS L4 E# SSM Agent

macOS At R X IFEEH PKG X, EM macOS #Y Amazon Elastic Compute Cloud (Amazon EC2)
245 E18k Amazon Systems Manager Agent (SSM Agent) , AT EAER LA TAIE FEY Amazon FEE R
K,

https://github.com/aws/amazon-ssm-agent/blob/mainline/Tools/src/update/darwin/uninstall.sh

f£5& B F Windows Server #9 EC2 34| L SSM Agent

BRIANER T , Amazon Systems Manager {X¥2 ( SSM Agent ) EFIZ %&£ H Amazon 28 Windows
Server 9 Amazon Machine Images ( AMIs ) £, ZEUTERERS (0S) A,

« 2016 F 11 A=RLAF A FH R Windows Server 2008-2012 R2 AMIs
« Windows Server 2016, 2019 1 2022

S BIRRAS B9 32 3515 AR
2016 F 11 B 2B %% #9 Windows Server AMIs f# f EC2Config BRSSAL IR % R HBLiE 324

BRIECHT R EREFEMEA EC2Config RS FEHIRAE SSM Agent k4L Systems Manager
BER , BNEBWEEESMZ=IREHR R Systems Manager B E# S Amazon Elastic Compute
Cloud ( Amazon EC2 ) K= 3F EC2 i1 EHl L TEH ZEZFMAH SSM Agent,

M 2020 &£ 1 B 14 BFF#4 , Microsoft "B} Windows Server 2008 B IhAERZ £ M EFHEEH T F,
&8 Amazon Machine Images (AMIs) for Windows Server 2008 1 2008 R2 i@ &L % #) SSM
Agent 2 hiR , 1B Systems Manager THBIER Z# 2008 ki , H BB XN EHIX L Windows Server
MRAREFHARIE, tIh , SSM Agent hiRZ 3 AIRERF&RZA Windows Server 2008 1 2008 R2 LHIFIE &
£, R T Windows Server 2008 MR #Y & Jjg IE X 2 #FHY SSM Agent B2 2.3.1644.0,

{R$F SSM Agent I BRFTIRES

MEEFHIHEERIMZE Systems Manager HEXN I A ThEEH 1T 7T EH , N XA SSM Agent BIEFT iR
R, TEEFERAREBNRIIRATEELHEIEEERNT ILEM BT Systems Manager ThEEF 451, Hit

F SSM Agent Eii& 73 £ (macOS) 152
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BIMNBWE B TRERYLEE LN SSM Agent IRFHERE., BXER , HSH Bz EFHE SSM
Agent, EIRBHEX SSM Agent BEFTHIIBEA |, E1E GitHub LT SSM Agent &4 1B T,

BEBEEEXTREMA SSM Agent WIFMAER | BSE L TIHH,
£

« 1E5&EA T Windows Server #J EC2 3£ £ F 3 Z % SSM Agent
 BLi& SSM AgentLA £ Windows Server SEfIRY X HE

#£5& A T Windows Server By EC2 3£l L Fzh %% SSM Agent

ZINER T , Amazon Systems Manager X3 ( SSM Agent ) EFiZ&EEH Amazon ZHEKUT
Windows Server #9 Amazon Machine Images ( AMIs ) Lt :

« 2016 & 11 AsRLAF A MHY Windows Server 2008-2012 R2 AMIs
« Windows Server 2016, 2019 1 2022

meSE | LA LI TISE7E Amazon Elastic Compute Cloud (Amazon EC2) k4 Windows
Server EFH TEHHARERZIFRAM SSM Agent, SLIREFREN TSt LUES AP BIEER A
1% 45 Amazon EC2 34,

SSM Agent FZE A Windows PowerShell 3.0 2 E S A+ 8E1E Windows Server 3£ Li=1T
Amazon Systems Manager X% SSM X #4 ( fl#n , B AWS-ApplyPatchBaseline X#%4 ) . WifF
&Y Windows Server 3£ 2 &7 Windows Management Framework 3.0 SiE S RA Liz1T, HHAESR
‘B3E Windows PowerShell, BXEZEE , i3 # Windows EEHEZS 3.0,

® Note
I3 #2358 A F 7 Windows Server By EC2 3£l E REFERE#H T3 SSM Agent, MNRFEER
#RE R RELA (VM) ELZERELLE Systems Manager BB& A , BSHLZEEATES
IRE (Windows) B9 SSM Agent,

£ Windows Server ¥y EC2 3£f| b Fzh RIERFRAHI SSM Agent

1. FERZEREKEE Windows PowerShell SEEEEHSHl, EXEZER , H5H (EAT
Windows 28 Amazon EC2 AP IER) P HERZIEHISEH,
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2.

3.

R AH SSM Agent TEEIEHISZHI, BT SAEA PowerShell S el B T B8R EEK# T T

o
PowerShell

EIRFiz 1T AT =% PowerShell (i %, ATEBENXLHS TE SSM Agent , TEFZE Internet
Explorer (IE) B RLRE , ARREREHBRELEXH.

64-bit

[System.Net.ServicePointManager]: :SecurityProtocol = 'TLS12'
$progressPreference = 'silentlyContinue'

Invoke-WebRequest °
https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/

windows_amd64/AmazonSSMAgentSetup.exe °
-OutFile $env:USERPROFILE\Desktop\SSMAgent_latest.exe

32-bit

[System.Net.ServicePointManager]::SecurityProtocol = 'TLS12'
$progressPreference = 'silentlyContinue'

Invoke-WebRequest °
https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/

windows_386/AmazonSSMAgentSetup.exe °
-OutFile $env:USERPROFILE\Desktop\SSMAgent_latest.exe

Start-Process °
-FilePath $env:USERPROFILE\Desktop\SSMAgent_latest.exe '

-ArgumentList "/S"
rm -Force $env:USERPROFILE\Desktop\SSMAgent_latest.exe

BT

https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/windows_amd64/

AmazonSSMAgentSetup.exe

E1T TE M AmazonSSMAgentSetup.exe XL R % SSM Agent.
£ PowerShell R RELA T T , S HREFH/F 31 SSM Agent :
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Restart-Service AmazonSSMAgent

E% SSM Agent

& ZM Windows =4I+ EE SSM Agent , 13T Control Panel ( #$|E4R ) . Programs ( 2F ) »
1%£$% Uninstall a program ( HIEERF ) £T, $TH Amazon SSM Agent (I E X ( AgEdE ) E¥ |
1%£$# Uninstall ( #1% )

BliE SSM AgentEAfiE B Windows Server SEHIRY I

AEBHHEEEATE 2016 F 11 AR2GIEETREA Nano ZE&EEIA Windows Server 3£
fl, INRIBITEFFHSession Manager , EEEA X HTTPS R E RS 5.

WMREEFIRAE 2016 F 11 A2 8IEH Windows Server 2008-2012 R2 541 , Il EC2Config
FF1EE I £4LEE Amazon Systems Manager 53R AT SR F R INE =51 LUE A & FTMRAH
EC2Config. fEMAE&#THY EC2Config R , AILAEA ec2Config £ Amazon Systems Manager
{RIE (SSM Agent) side-by-side . LIt side-by-sideifR A& S¥RESSM AgentFE H Windows Amazon
Machine Images (AMIs) F R8I KFIFHRE , A ITFIRER 2016 F 11 A2/ XMk Systems Manager
IheE, BXUMZEHZIMAN EC2Config REHEE , iBHSHEER T Windows E4I#Y Amazon
EC2 AFIERHP M ZERHRAR EC2Confige MERHAREIZFHMAHK EC2Config HFEFH
EC2Config 4:3 Systems Manager &K , M| #4707 EC2Config Bl EXEIRE, BXxEE EC2Config
DEARENEER , HZ AR T Windows 3EfI# Amazon EC2 AF MM ELE EC2Config FR5
WREBIRE,

(® Note

M 2020 £ 1 B 14 BFF % , Microsoft "EH Windows Server 2008 FITheE R Z £ M EFH iR
# %, FEH Amazon Machine Images (AMIs) for Windows Server 2008 #1 2008 R2 1288
LM SSM Agent 2 bz , {E Systems Manager FBIEX X 2008 Mk , H EFBHTEH
XL Windows Server IiRAEFHLE, LFL , SSM Agent IR 3 AJEEFR TR A Windows Server
2008 # 2008 R2 LW FrE &, EA T Windows Server 2008 IRV & /G ER X #FH SSM
Agent XA 2.3.1644.0,

B SSM AgentLAfE K E

1. FEAZEEREER Windows PowerShell , EZINER E R FEHARERSZH,
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2. EHBITUT @SR PowerShell, ¥ hostname M port BN EXRENELR,

$serviceKey = "HKLM:\SYSTEM\CurrentControlSet\Services\AmazonSSMAgent"

$keyInfo
$proxyvVariables
"no_proxy=169.254.169.254")

(Get-Item -Path $serviceKey).GetValue("Environment")

@("http_proxy=hostname:port", "https_proxy=hostname:port",

if ($keyInfo -eq $null) {
New-ItemProperty -Path $serviceKey -Name Environment -Value $proxyVariables -
PropertyType MultiString -Force

}

else {

Set-ItemProperty -Path $serviceKey -Name Environment -Value $proxyVariables

Restart-Service AmazonSSMAgent

BT LRRTE

2020-02-24

completed
2020-02-24

completed
2020-02-24
2020-02-24
2020-02-24
2020-02-24
2020-02-24
2020-02-24

R

AN

AILAEE SSM Agent BEUBINENAREBIRE, BEFHFEEUTFUTH
B, BX SSMAgent BENEZER , 55 H &F SSM Agent HE,

15:31:54 INFO Getting IE proxy configuration for current user: The operation
successfully.
15:31:54 INFO
successfully.

15:
15:
15:
15:
15:
15:

31:
31:
31:
31:
31:
31:

54
54
54
54
54
54

INFO
INFO
INFO
INFO
INFO
INFO

EE SSM AgenttI R BB E

Getting WinHTTP proxy default configuration: The operation

Proxy environment variables:

http_proxy: hostname:port

https_proxy: hostname:port

no_proxy: 169.254.169.254

Starting Agent: amazon-ssm-agent - v2.3.871.0
0S: windows, Arch: amd64

1. (FREZEEREEx Window PowerShell s EZ2 ER E/ISEH,

2. WMREEMATEREESE ,

HUEE R PowerShell 313830,

3. EHREBETUTHSHR PowerShell,

Remove-ItemProperty -Path HKLM:\SYSTEM\CurrentControlSet\Services\AmazonSSMAgent -

Name Environment

Restart-Service AmazonSSMAgent
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SSM AgentfRE 1% E L £ 4

£ Windows Server 34l £ 73 SSM AgentBL ERIBIRER , S 7 #1EF 3 SSM Agent Bt & 1P (41X L&
REFHFNECINNATREERE., &7 Windows Server EHIERERBREN AR TUBEEMRIERS
A VR IR R T HR R

/A Important

SSM Agent A HTTPS i TEE. Bt , BLTEATEHN —MREZETKEE HTTPS
proxy Z#.

SSM Agent R REMITEINFD T

1. AmazonSSMAgent jEfFFRIZRE (HKLM:\SYSTEM\CurrentControlSet\Services
\AmazonSSMAgent)

REELTE (http_proxy. https_proxy. no_proxy )
LocalSystem Atk FEREZE Ehttp_proxy , https_proxy , no_proxy )
Internet Explorer i%i& ( HTTP, secure, exceptions)

WIinHTTP fR¥2igE ( http=. https=. bypass-list=)

o & 0N

SSM Agent 21 E M Systems Manager fR%5

MREFEESSM Agent I EAKE |, H B IERFEAFEAEMRUN Command#Patch Manager,
PowerShell {1 Windows ServersE4l £#1T Windows Update & F i #9 Amazon Systems ManagerZh
g, FRLEHMAERE, N , BIETESLKXK , B PowerShell 1 Windows Update & F i F
R EEIR BT 2 MSSM AgentR IR B B 4 &Y

¥¥F Run Command , £ Windows Server 24| EBLE WinINet REIRE, [FERSIERM
[System.Net.WebRequest] i, ENXERENATFEHRZTHELEMNEHSRUn Command ,
XLy S F R —aws : runPowershellScriptiE#HH# A F R E At PowerShell 855 Z 8o

LA PowerShell s8R E Y BIMWinINet RIBIRE |, HIFEHWREREBEN A FWinINet,

[System.Net.WebRequest]: :DefaultWebProxy

$proxyServer
$proxyBypass

"http://hostname:port"
"169.254.169.254"
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$WebProxy = New-Object System.Net.WebProxy($proxyServer,$true, $proxyBypass)

[System.Net.WebRequest]: :DefaultWebProxy = $WebProxy

3t F Patch Manager , Bt B RSB BN IERE , LUE Windows Update F iR BEB M T E
o BWEMEA Run Command BT THT , EAXEGSELEREK, L1217, FEAXERES
NMATEANRSGTEE. LT netsh S REHFIRERE , HHECHRBRENATA MRS,

netsh winhttp show proxy

netsh winhttp set proxy proxy-server="hostname:port" bypass-list="169.254.169.254"

BXEH Run Command WEZEE |, SR Amazon Systems Manager Run Command,

L &% LFEA SSM Agent

Systems Manager X #F1E SSM Agent #/00i&% . Amazon loT Greengrass 13 Amazon loT loT &
& EZEFZE1T Amazon, I Amazon loT Greengrass &/ ig & ZHRMBEE SSM Agent FIERETR
EF Amazon loT F3E Amazon loT 8%, BXEZEE , BZHANB5IZRFIRE Amazon Systems
Manager.

@ Note

BRMNLERZFEE SSM Agent BIE 8. , S (Amazon loT Greengrass Version 2 Ff &
ARER) PR EE Amazon Systems Manager Agent,

IEERZE SSM Agent IR H B R E

AEBGIE T A FHRE Amazon Systems Manager Agent (SSM Agent) REES NI IFWIRIERSZ L
ZETNWS. BERETRATEIRE (WRREET) B S.

BRIERS FATF#HE SSM Agent IREMaw A TE3) SSM Agent N H
=)

Amazon Linux 1 sudo status amazon-ss sudo start amazon-ss
m-agent m-agent
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RAriEmE

BRIERS

Amazon Linux 2 1 Amazon
Linux 2023

CentOS 6.x

CentOS 7.x # CentOS 8.x

Debian Server 8, 9 # 10

macOS

Oracle Linux

B TF#E SSM Agent IRSH &

A
er)

sudo systemctl status
amazon-ssm-agent

sudo status amazon-ss
m-agent

sudo systemctl status
amazon-ssm-agent

sudo systemctl status
amazon-ssm-agent

KENMTF /var/log/
amazon/ssm/amazon-

R

ssm-agent.log

B &3

sudo systemctl status
amazon-ssm-agent

BT E3) SSM Agent &

sudo systemctl enable
amazon-ssm-agent

sudo systemctl start
amazon-ssm-agent

sudo start amazon-ss
m-agent

sudo systemctl enable
amazon-ssm-agent

sudo systemctl start
amazon-ssm-agent

sudo systemctl enable
amazon-ssm-agent

sudo systemctl start
amazon-ssm-agent

sudo launchctl load -
w /Library/LaunchDae
mons/com.amazon.aw
s.ssm.plist

sudo launchctl start
COm.amazon.aws.ssm

sudo systemctl enable
amazon-ssm-agent

sudo systemctl start
amazon-ssm-agent

EERE SSM Agent RISH B RE
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BRIERS

Red Hat Enterprise Linux(RHE
L) 6.x

Red Hat Enterprise Linux
(RHEL) 7.x #1 8.x

SUSE Linux Enterprise Server
(SLES)

Ubuntu Server 14.04 ( £%F )
1 16.04 ( 32 1)

Ubuntu Server 16.04 64 {i3E
5l ( Deb BFBEE )

Ubuntu Server 16.04, 18.04
#120.04 LTS, 20.10 STR 64
{21 22.04 LTS ( Snap % #+&
ZE )

Windows Server

B TF#E SSM Agent IRSH &

A
er)

sudo status amazon-ss
m-agent

sudo systemctl status
amazon-ssm-agent

sudo systemctl status
amazon-ssm-agent

sudo status amazon-ss
m-agent

sudo systemctl status
amazon-ssm-agent

sudo systemctl status
snap.amazon-ssm-ag
ent.amazon-ssm-age
nt.service

33 % PowerShell :

Get-Service AmazonSSM
Agent

BT E3) SSM Agent &

sudo start amazon-ss
m-agent

sudo systemctl enable
amazon-ssm-agent

sudo systemctl start
amazon-ssm-agent

sudo systemctl enable
amazon-ssm-agent

sudo systemctl start
amazon-ssm-agent

sudo start amazon-ss
m-agent

sudo systemctl enable
amazon-ssm-agent

sudo systemctl start
amazon-ssm-agent

sudo snap start
amazon-ssm-agent

£ PowerShell EE G#ER Ti=
1T

Start-Service
AmazonSSMAgent

EERE SSM Agent RISH B RE
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BEZER

« EEAT Linux B9 EC2 SE4I L SSM Agent

 1E5& AT Windows Server #J EC2 324 L SSM Agent

- IEERE SSM Agent IRAR &

IEE#E SSM Agent R4S

R Amazon Systems Manager THEEE B £ ARG M , BFEERET R LLZERKERAH Systems
Manager Agent (SSM Agent), #&AJLA{EA Systems Manager ##AHEZIEERAT R , REFEER
TR EHETZER SSM Agent iR,

DTEERNBNAERERNT S LRI ZREMN SSM Agent RS,
BREEREAT R LZEMN SSM Agent RS

1. 3TFF Amazon Systems Manager ##l& , Wit https://console.aws.amazon.com/systems-

manager/o
2. HESMBEET , %F Fleet Manager,

B

MR E %&£ FF Amazon Systems Manager £ , HiEF XK 2 EFR

(=
LITHA SMER , RAEESME #&Fleet Managerd it 1T1£F,

3. 71£ SSM Agent lRA5ld | 2 EFREREES,

MBRERS PRI S 51 REH SSM Agent ir 4
R TR+ 2 —REURER G P HFIREMN SSM Agent Fr A,

Amazon Linux 1, Amazon Linux 2, and Amazon Linux 2023

@ Note
nrJ T .Eﬁ'ﬂz%\dbEﬁEA1q:@MIE%§ﬁﬁ#o

1- / jﬁﬁ’]ﬁﬁﬁ / \o
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RAriEmE

2. BITHAT@®S.
yum info amazon-ssm-agent

Za B RIREIRMUL T AR,

Loaded plugins: extras_suggestions, langpacks, priorities, update-motd

Installed Packages

Name : amazon-ssm-agent

Arch : x86_64

Version : 3.0.655.0
CentOS

1. BFRENFEERT .
2. XF CentOS6 M7, ETUTHD,

yum info amazon-ssm-agent

Za T RIEEEUU TR EH,

Loaded plugins: extras_suggestions, langpacks, priorities, update-motd

Installed Packages

Name : amazon-ssm-agent
Arch : x86_64
Version : 3.0.655.0

Debian fR55 28

1. BFRENEERXATR.

2. BEITUTHS,

apt list amazon-ssm-agent

Za B RIREIRMUUL T AR,

apt list amazon-ssm-agent

EERZE SSM Agent A&
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Listing... Done
amazon-ssm-agent/now 3.0.655.0-1 amd64 [installed,locall]

3.0.655.0 is the version of SSM agent

macOS

1. FENFEEXT R,
2. Jg )\T ap 'I'-'o

pkgutil --pkg-info com.amazon.aws.ssm

RHEL

1. j&ﬂﬁﬁﬁ_ﬁw/“\o
2. FRHELG6, 7. 8§19, ETUATHSH.

yum info amazon-ssm-agent

Za T RIEEEUUL TR E .

Loaded plugins: extras_suggestions, langpacks, priorities, update-motd
Installed Packages

Name : amazon-ssm-agent
Arch . x86_64
Version : 3.0.655.0

XF DNF BFEXHAIE | ETUTHR.

dnf info amazon-ssm-agent

SLES

1. ZENEERT R,
2. XF SLES 12 M 15, BITUT @S,
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zypper info amazon-ssm-agent
Z B 2RERCU TR B,

Loading repository data...
Reading installed packages...
Information for package amazon-ssm-agent:

Repository : @System
Name : amazon-ssm-agent
Version : 3.0.655.0-1

Ubuntu Server

® Note

EREER Ubuntu Server 16.04 3Kl 2 £ Deb BHBER Snap BH2 , BZH &
Ubuntu Server 324l £ F 3 &% SSM Agent.

1. BRENEERNTS.
2.  XF Ubuntu Server 16.04 #1 14.04 64 {x ( £ Deb REREFE ) |,

N—

rﬂ

NN
i
N2
-
Bp
P

apt list amazon-ssm-agent
ZH T RBRERCST AR,

apt list amazon-ssm-agent
Listing... Done
amazon-ssm-agent/now 3.0.655.0-1 amd64 [installed,local]

3.0.655.0 is the version of SSM agent

*¥F Ubuntu Server 22.04 LTS, 20.10 STR #1 20.04, 18.04 LAK 16.04 LTS 64 {354l ( fi£
A Snap BF3 ) , BITUAT@®R

sudo snap list amazon-ssm-agent
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ZETRIRERCTRENEH,

snap list amazon-ssm-agent
Name Version Rev Tracking Publisher Notes
amazon-ssm-agent 3.0.529.0 3552 latest/stable/.. aws# classic-

3.0.529.0 is the version of SSM agent

Windows

1. ZEAREEAT Ro
2. 1=Z1TLLTF PowerShell 5o

& "C:\Program Files\Amazon\SSM\amazon-ssm-agent.exe" -version
Zw S eREERCUTHENHE,

SSM Agent version: 3.1.804.0

BB WA ERARFRAK SSM Agent , AMEZR TSR THUWREHTNINEE. NARENITESH
WRLIZTTHRH up-to-date ARAEISSM Agent , BRI LA BB MITEFH I FESSM Agent, EXREZEER
BESH B3 E#HE SSM Agent,

EE SSM Agent BE&

Amazon Systems Manager Agent (SSM Agent) B X1T. 5. ITRIRME. HSRMNSTRRINE
BEEASNMNREXTRLWARX 4D, BUUBESFHEZIRETIREFTEEXXHS , BALLE
4% A E &K% E Amazon Lo CloudWatch gs. B3<[@ Logs &i% CloudWatch AENEZER |, 5
# ¥ Amazon Systems Manager,

BUNEUATHNEFEERERNT R LK SSM Agent B,

Linux and macOS

/var/log/amazon/ssm/
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Windows

%PROGRAMDATA%\Amazon\SSM\Logs\

XF Linux TEX TR , SSM Agent stderr f stdout XHFBEALLTER : /var/lib/amazon/
ssm/o

3 F Windows FEER TR , SSM Agent stderr M stdout XHFHFEALLT B % : SPROGRAMDATA%
\Amazon\SSM\InstanceData\,

AXE A SSM Agent it A EICEZMELR |, HSE A1F SSM Agent it B &1,

BXcihub/seelogBl BN EZER , HS R LM Seelog Wikis GitHubBxcihub/seelogft EHY
R, ESH LK cihub/seelog RIFEM#E. GitHub

A SSM Agent @i H Eid R
BREUTEIRERERXT KR LA SSM Agent i B &id .
Linux and macOS

£ Linux # macOS £E X T = L o 1F SSM Agent ik &I F

1. fEF Amazon Systems Manager #) Session Manager WS EEEIE S AR A SiIERWIEE
ANTR, IBREEXATR. BXEZELE , 21 £/ Session Manager,

2. ¥, F seelog.xml.template X #

Linux :

ERZH Lnux TERTREH L | ZXHEMT /etc/amazon/ssm/
seelog.xml.template B ™,

#E Ubuntu Server 20.10 STR & 20.04, 18.04 1 16.04 LTS t , XX #f FB % /snap/
amazon-ssm-agent/current/seelog.xml.template #, FFXHM /snap/
amazon-ssm-agent/current/ BxE®#|E| /etc/amazon/ssm/ B , ARBRTEMAE
G

macOS:

£ macOS £HIRB F | ZXHNTF /opt/aws/ssm/seelog.xml.template B FZHF,
3. MXHBM seelog.xml.template EXA seelog.xml,
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® Note

1£ Ubuntu Server 20.10 STR # 20.04, 18.04 & 16.04 LTS Lk , AT H F /etc/

amazon/ssm/ FHIEXH seelog. xml, AJABEETUTHSREIZEL B R
.

sudo mkdir -p /etc/amazon/ssm

sudo cp -p /snap/amazon-ssm-agent/current/seelog.xml.template /etc/
amazon/ssm/seelog.xml

4. Ym%E seelog.xml XHLAEHBRIABFRIZFITH. & minlevel BIEM info B debug , 2
TENRBIFTR.

<seelog type="adaptive" mininterval="2000000" maxinterval="100000000"
critmsgcount="500" minlevel="debug">

5 (W& ) EAUTHSERZ3 SSM Agent.

Linux :
sudo service amazon-ssm-agent restart
macOS:

sudo /opt/aws/ssm/bin/amazon-ssm-agent restart

Windows
£ Windows Server &R 11 & £ L SSM Agent @i B&Ki2%

1. f#H Session Manager EEZEGAFZALTIEZENREERATR , RBEFREXTR. BXE
%EE , 5 £ Session Manager.

2. 4R seelog.xml.template XHHEIZAR, FEIERBMERN seelog.xml, EXHNLFLUTHEZR
#,

%PROGRAMFILES%\Amazon\SSM\seelog.xml.template
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3. 4% seelog.xml XHLUELERIABFIERKITN. & minlevel BI{EM info Bk debug , 0
TENRBIFTR.

<seelog type="adaptive" mininterval="2000000" maxinterval="100000000"
critmsgcount="500" minlevel="debug">

4. WEILAT%HE,
filename="{{LOCALAPPDATA}}\Amazon\SSM\Logs\{{EXECUTABLENAME}}.log"
FHEFBEERXAFERAUTEEZ,

filename="C:\ProgramData\Amazon\SSM\Logs\amazon-ssm-agent.log"

5. ®&EILLT%B,
filename="{{LOCALAPPDATA}}\Amazon\SSM\Logs\errors.log"
FHEZEEXNFERAUTERREZE,

filename="C:\ProgramData\Amazon\SSM\Logs\errors.log"
6. EEERABXTSSM AgentfEALLT PowerShell in S EFTE 3.

Restart-Service AmazonSSMAgent

T SSM Agent FR HIXS 4B 4 Bl a5 7 B9 7 (]

Amazon Systems Manager X3 ( SSM Agent ) £/ root fXPR ( Linux ) 2 SYSTEM R ( Windows
Server ) /B & Z =M EH I Amazon Elastic Compute Cloud ( Amazon EC2 ) SEHILA K Efthit &

MEH EZET. BTEEESAFINREHRNE , EXM@ SSM Agent KX S EAIAERHI5E
BERBRGENR, (7E Amazon #F , ATLATE Amazon FIITIREH TH R B IR AT ESEHN 4, x
T LR Amazon Web Services IKFRAF, AFRFZRAE®, )

FAEEFEERIFRIR BT EER SSM Agent KX RIXEY Systems Manager @55 , EAE T LARIA SSM
Agent FHREMEERERESTEENRE,

BAlR , B/ HBREZETH S SendCommand # StartSession IR, F—FLRAB N HEZFN
ERALPHEREANNIR,. B2 , BENELIRHZEREATERE LETXEGSHREERTRXKE—D
HEZRRRR. ATAESELA EAER IAM policy FIITILIRIE, £ IAM policy # , B[ AEFE— MK
# ATEAPRHNRECEAREREIREHESHTHRIENEER TR LETH .
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Bl , RIREEMBERSSE , —MNATUR , —MNATEF. ENATALRIEZIMEY IAM policy
B, ATLUEEMAI REEE A ssm:resourceTag/testServer ¥RiEMISEH| LETamT. EXNTF
NMERIFRIMERFN—/IEERFEIREM , AAIRTFXIFEH ssm:resourceTag/testServer M
ssm:resourceTag/productionServer ¥xid#Y S 1 BRI BR

FALKSZE , IRVEAIRMEREEFEH LETHS , WEBEEE , BAEIER IAM policy
FRMFIEH ssm: resourceTag/productionServer #RiCHISEFIH 8 =X 15 B AR

BRESEERRA , BSHAUTER

o BIEFRZERE Run Command i8]
« ETEHIFRZERFISFTR

B3I E#HE SSM Agent

LRI EH Systems Manager IhEERT , Amazon & A —MNFTARAHY Amazon Systems Manager
Agent (SSM Agent), INRERERTRFEAIBREAHVNRE , WETEFEATNEIMNERNIEF Z
W, HTFXERE , RIMNBWEAFAUATEE—MALZEITRREERNTT KR LK SSM Agent EFT I

=o
Bottlerocket ER S F VR IBEH

Bottlerocket {EFR 4 LY SSM Agent oA Systems Manager #5384 AWS-UpdateSSMAgent
#ITE#. EHTE Bottlerocket EHIBJ/HHEE, BEXEZEER , 1521 GitHub LY Bottlerocket
Control Container # Bottlerocket update infrastructure,

macOS KA ER

MR EHZ1T macOS MR 11.0 ( Big Sur ) SRESMA |, MiZEHI 4 EHF SSM Agent iR
3.1.941.0 E FRAF BEIZ 1T AWS-UpdateSSMAgent X#4, MR EFIZEIT 3.1.941.0 2B &K
SSM Agent ixZ , M AT LB IZ4T brew update Flbrew upgrade amazon-ssm-agent @5 3K
E# SSM Agent , \TIIE1T AWS-UpdateSSMAgent,

PP HAER

FIERERXTR LN BB EH ( EI) A LARFHERY Amazon Web Services K R EYFR
EREATREREN BIREH TEHIRAH
SSM Agent, Bt , IEFERY Fleet Manager H
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RAriEmE

FE

EREEREEHN

HXHIMEN E REUE R M EH

HAHEE

IR BRI+ LiEF B3I EH SSM Agent , 0
AREBEHER,

&R LAE R Amazon Systems Manager B State
Manager ThEERIE — KRBk , UEREXT
R EBTEHZE SSM Agent, HTRER
X TR P, B LA6IE Systems
Manager 43 B ER1E 38 E R B B R AT &

¥, BYXFmAE , BUUNRERERATR
PELRENEE , AEFEFEFHMEREENN
4l, <42 State Manager XBEXHEER | i&
SR E% : B3I EH SSM Agent (CLI), BXE
R4FNBNER , B2H ES A%
EXSRE #1 SSM Agent (Amazon CLI) # &4k :
BIE 4 it ER LB B EH SSM Agent ( H&
Do

MEREFEER Systems Manager , B
A Amazon Systems Manager B Quick Setup
IhREH /Y Update Systems Manager (SSM)
Agent every two weeks [ZFHEE#H Systems
Manager (SSM) Agent] &3, M Quick
Setup , BAUNMERERNTREBRLBEN
BE K SEFEREREEFNREERNT R,
BXEZEER , HZHAmazon EC2 FHEE,

MBELFLEFHEFHERNTT R LM SSM Agent , AT LT R R IEBIRA % 8 Amazon X HE
H, BXEE , 2 115 SSM Agent BAH, EITFEBEHAG , LA AEA Run Command Fa1f§—

MEENMNRERXNTREHARTRAE, BXELZEL , S HFEH Run Command E# SSM Agent,

B3I E# SSM Agent

BT LU Systems Manager Bt & R B3I E# Amazon Web Services IKF FFFEE T Linux METF
Windows FIIEE R TR LH SSM Agent, 1R /EAZIEI , Systems Manager BREBIRE — X2
BEEFRAHVRE, MREFEEHRAE , U Systems Manager ¥ BEH AWS-UpdateSSMAgent Y

B E# SSM Agent
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SSM X B FREBEEH N A FNRETIRA, BWEERZIEN , MBARENEEXNTRBLETR
FTHRASHY SSM Agent,

(@ Note

MREEREBEAA SSM 3044 AWS-UpdateSSMAgent BN ZERBEFHZEFEH yum 55
KREHIEERT R LA SSM Agent , REATRES S RUTHE : “Warning: RPMDB altered
outside of yum.” ( % : RPMDB £ yum ZAREE R, ) ZEERMEES , IUL£ZR
B o

B3I E#H SSM Agent

1. 1A https://console.aws.amazon.com/systems-manager/ , ¥TFF Amazon Systems Manager 1%l

Ao

2. TESMBEEF , £1F Fleet Manager,
B E-

MR E %&£ FF Amazon Systems Manager £ , B ERIR

(=

AT SMER , RARESMBE KD IER Fleet Manager,
3. 1%&$® Settings T+,

4. EREEHDEHFXES , EFE B EH SSM Agent.

EFRHBFHEEFEIM SSM Agent fixAS |, IEFE Settings ( RE ) %I+ L Agent auto update ( KE
B EHT ) TR Edit (4R ) . AE , ESHTHREAFHAEZEHEN SSM Agent AR5, R
KRIBE , RENEFHNEIFRA

EFIDNEHGH SSM Agent IR B HBEZK - FHAAERERT R , B Settings (1IRE ) £
+ £ & Agent auto update ( RE BN EH ) TiE$E Delete ( HIER ) » WIRENHBRERERT LB
M EH SSM Agent B State Manager X< Bk,

T8 SSM Agent &4l

Amazon Simple Notification Service (Amazon SNS) B LA#E & Amazon Systems Manager Agent
(SSM Agent) FTARATEHAZR, FRAUTIRITRAXLEL,
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® Tip
1&E ] LUEIS 1 GitHub L& & SSM Agent & 75 1% BA I E R 1T BE A

1T SSM Agent B4

1. B LT MuEiTFF Amazon SNS #%|& : https://console.aws.amazon.com/sns/v3/home,

2. MNEMENXE®REZESRY , EEXER (HFRLIE ) (WRERERF ) . BHLTUERI
Amazon Web Services XiF, , B R EITHH SSM Agent Amazon SNS & &Y FE I X 35 5 A4 K o

3. ESMBERT , 1% Subscriptions,

4. 1%3$E Create subscriptiono

5. XNTFRIRBITHE , BT TERE
a. XF Topic ARN , EEALLT Amazon Resource Name (ARN) :

arn:aws:sns:us-east-1:720620558202:SSM-Agent-Update
b. XFEML, & Email 3 SMS,

c. XTF Endpoint (%R ) , REFEFBEL—SHIEFEHNRE Email B2 SMS , AR TEVEXKN
B F iR ib it X5 K BiESHE,

d. %&$® Create subscription ( 8I21TH ) .

6. WMRBEET Email , MLKWHEREWINTHENBFHEHES, ITZHEE , RERRETRT
BT 59

4 SSM AgentI#FTRA L MmEt , BilemiTAFAEEH, MREFHFEBREIZLERN , EEIUT
JFBﬂ?HylﬁlTlﬁ.lo
BUHE1T B SSM Agent B4

1. 3¥TFF Amazon SNS #Z4I|&
2. ESMBERD , 1%£$F Subscriptions.
3. EBRZITH , RGERE Delete (MR ) « HRERREITEIAR |, %8 Delete (HIBR).
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SSM Agent 5 Amazon & S3 F#BHITEE

EMITE T Systems Manager #2/Ei3#2 7 , Amazon Systems Manager Agent (SSM Agent) $5 5 [a] i
% Amazon Simple Storage Service (Amazon S3) 7. X& S3 FREB AT R , BiIAER
T, SSM Agent & HTTP 18 i 12 515X L7 5K

BR , REIETHE Systems Manager BEFERAELFER (VPC) ins , MAIFE Systems
Manager B Amazon Elastic Compute Cloud ( Amazon EC2 ) S:fIE E X HHRHERXNNR , HE
ERENZEHEHRNIE EC2 TENMWRSACTRM, BN , RELEFTRXELNBEEER.

EAEMER VPC AN B TFXEFHEBHEEATRBRANR , LFELE—NBEX Amazon S3 R
R , AEFEHMNIENNPIREXH (ERT EC2 R4l ) IRFAR (ERTIEC2 HERXT
K)o

B X1t Systems Manager RIEFFERAEMRAE R (VPC) mRMEER , BZHGIE VPC iR,

® Note

XER R EXS SSM AgentFr B Amazon REF#ERBNGE, EMNFREEM Amazon
S3 RIEFTFHINIR. EMNEFRHEECH S3 FREBHNR.

BXREZEE , ®SAUTER

« y Systems Manager B¢ & SE 51 R
- NEEHEME IAM RS A

B
- PRENFEENR

« Tl

PRE R 17 A IR

TRNABTX T Systems Manager #4E SSM Agent ATREE R HEIM B S3 FHE.
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® Note

region &R Amazon Systems Manager X ##) Amazon Web Services X13 H#RIRAF , fil40
us-east-2 MNEEKR (H%HB ) Xifl. BXRXEFMN region EMFIXK , HZH (Amazon
Web Services —f8Z %) mH# Systems Manager service endpoints # Region %l

SSM Agent FrEE# Amazon S3 R

S3 F#4% ARN iR
arn:aws:s3:::aws-windows-do FE X% Windows Server IERSEH
wnloads- region/* SSM Xt AEE—LHFEFAEZEE, Hilm

AWSEC2-ConfigureSTIG

arn:aws:s3:::amazon-ssm- region/* E ¥ SSM AgentZ =T AEN, XLEFERT
2 SSM AgentZE=H M4 , LAK AWS-Updat
eSSMAgent NMHEFMEHSIANZEEE,
MR KRIBAIX LR , W) SSM Agent &% H

HTTP AR T & E#.
arn:aws:s3:::amazon-ssm-pac £/ 2.2.45.0 ZBIHY SSM Agent MRZANIZ 1T
kages- region/* SSM X #4 AWS-ConfigureAWSPackage &Y}

WEo
arn:aws:s3::: region-birdwatcher- REITHRA 2.2.45.0 RE SHRAH SSM
prod/* AgentfE A 2 R AR5 KI5 B AXBR. LEARS AT

BT H4 AWS-ConfigureAWSPackage

LA BR 2 FFE Amazon Web Services X1 #Y 44
TR, IEM ( FFER ) X1 (af-south-1) FIEK
M (K= ) X3 (eu-south-1) ERFk,

arn:aws:s3:::aws-ssm-distri REITHRA 2.2.45.0 RE SHRAH SSM

butor-file- region/* AgentfE MY 7 KBRS HIE RIMXBR . LEARSS A
Fi=1T SSM X4 AWS-ConfigureAWSPa
ckage

TR AR 174
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RAriEmE

S3 7#fi#H ARN

arn:aws:s3:::aws-ssm-document-
attachments- region/*

iR
LERBRA S FIEM ( FER ) X1 (af-south-1)
FIRM (K2 ) XiF (eu-south-1) R AENR,

REX S3 MmN AENER , HPaeH
Amazon FiE# Amazon Systems Manager HY
Distributor ZhBEE ER {42

LT
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RAriEmE

S3 7#fi#H ARN

arn:aws:s3:::patch-baseline-
snapshot- region/*

RN ST EARKR S3 FEBATIL RN
R, MREFEA TS SSM X5, NIXBHFER

AWS-RunPatchBaseline
AWS-RunPatchBaselineAssocia
tion
AWS-RunPatchBaselineWithHooks

AWS-ApplyPatchBaseline ( R SSM
X1 )

(® Note

RIEHR ( B ) X5 (me-south-1)
B, bk S3 FEAMEERAEMmEN

Eo XX F Itk Amazon Web Services X
5, AT FER.

* patch-baseline-snapshot-
me-south-1-uduvl7q8

RFEIEN ( FFER ) X1 (af-south-1)
o, bk S3 EBFERAEMGEIE,
{34 F Itk Amazon Web Services X1 |
WA T FERE,

* patch-baseline-snapshot-
af-south-1-tbxdb5b9

728 10 R AL BR
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S3 7#fi#H ARN

3¢ F Linux A Windows Server &R H

KR :arn:aws:s3:::aws-ssm- region/*

¥4 F macOS i Amazon EC2 3£
5] : arn:aws:s3:::aws-patchmanag

er-macos- region/*

DU

EEX S3 MmN IHENE  ZEEEEsE
H 5 Systems Manager X 44 ( SSM X84 ) &4
FEAENER, Hlin -

* arn:aws:s3:::aws-ssm-us-eas
t-2/*

* aws-patchmanager-macos-us-e
ast-2/*

%

JL Amazon Web Services Xi8 Ay S3 15
EEEMERTBHR2YE , L4118 ARN Ff
To WFXLEXIH , HALLT ARN :

« PR ( BM ) X5 (me-south-1) : aws-
patch-manager-me-south-1-
a53fc9dce

« IEM (FFER ) X (af-south-1) :
patch-manager-af-south-1-
bdd5f65a9

o BN (KX ) X (eu-south-1) : aws-patch
-manager-eu-south-1-c52f3f594

« WAMKX ( KFR ) XiF (ap-north
east-3) : aws-patch-manager-ap-
northeast-3-67373598a

aws -

SSM X 14

THRFEEXEEFEBTHN—LEEH SSM X
o
Inarn:aws:s3:::aws-ssm- region/:

e AWS-RunPatchBaseline

728 10 R AL BR
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S3 FfiE 1 ARN EEPUN
* AWS-RunPatchBaselineAssocia
tion
* AWS-RunPatchBaselineWithHooks
* AWS-InstanceRebootWithHooks
+ AWS-ConfigureWindowsUpdate
* AWS-FindWindowsUpdates
* AWS-PatchAsgInstance
* AWS-PatchInstanceWithRollback
* AWS-UpdateSSMAgent
* AWS-UpdateEC2Config

Inarn:aws:s3:::aws-patchmanager-
macos- region/:

* AWS-RunPatchBaseline

* AWS-RunPatchBaselineAssocia
tion

* AWS-RunPatchBaselineWithHooks

* AWS-InstanceRebootWithHooks

* AWS-PatchAsgInstance

* AWS-PatchInstanceWithRollback

]

LR ROFERT A REN EERE (BB ) X3 (us-east-2) & Systems Manager R EFTEM S3
EHEBNTHRNER, EAZEBELT , NNFERA VPC RN , TEEAXIREEXHBIRSARFTE
IR HIX LA PR,

/A Important
BNV R EZRE T ERABER () AERFEXE, Flm, £H

arn:aws:s3:::aws-ssm-us-east-2/* MAEM arn:aws:s3:::aws-ssm-*/*, A
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BERF A RER RN &

"Version": "2012-10-17",

"Statement": [
{

"Effect":

"Allow",

TITERF1HRINRE S3 FEENER, MRENXKFEEXHAT
ZAXE , RINBUBINXGESEFEHRE—/ Statement R,

"Action": "s3:GetObject",

"Resource":

arn:
arn:
arn:
arn:
arn:
arn:
arn:
arn:

aws
aws :
aws
aws :
aws
aws :
aws
aws :

L

s3::
s3::
s3::
s3::
s3::
s3::
s3::
s3::

:aws-windows-downloads-us-east-2/*",
:amazon-ssm-us-east-2/*",
:amazon-ssm-packages-us-east-2/*",
:us-east-2-birdwatcher-prod/*",
:aws-ssm-document-attachments-us-east-2/*",
:patch-baseline-snapshot-us-east-2/*",
:aws-ssm-us-east-2/*",
:aws-patchmanager-macos-us-east-2/*"

HERR SSM Agent BY &

MRLERERNTRLESTRERNBERIRA , AJaER Amazon Systems Manager Agent (SSM Agent)
HIM T RB, FRAUTELEUHBEESR SSM Agent B EXXHMIEEZREHN RIE,

FA
« SSM Agent B B

£ SSM Agent B &4

1T EBERR

KRB BEXHT LR (Windows)

Lr/£ *%EIJ SSM j#-'ﬁ/\\\

o M ssm-cli HEEHEE T

AT A 1 Y )

BEBR SSM Agent By BE
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SSM Agent B33

MEEFHIHEERIMZE Systems Manager HEXN I A ThEEH 1T 7T EH , N & SSM Agent BIEFT AR

Ko TeeERAREBNRIRATEESPHIEEER T XEHEf Systems Manager ThEEF 451, Rt ,

BB WE B TEHFERILET LAY SSM Agent ﬁﬁi%ﬁﬂ’\]i‘iﬁo BXER B B3 EHE SSM
Agent, EIRBHX SSM Agent BEFTHIEA |, IE1E GitHub LT SSM Agent & 4 14 B U o

&/ SSM Agent B & 43 1T EHERR

SSM AgentE TH BEXHHIERER. XLEXHH E’JE BB A B EHEEMB, BHX SSM Agent

BEXHNEZEE ( BRMAITARLARIER ) , HSH &F SSM Agent HE,
(® Note
MRBIEREER Windows MR REEREEFEXLEAR , BFLENHERENFATEERR
RS R RS
£ Windows L

* %PROGRAMDATA%\Amazon\SSM\Logs\amazon-ssm-agent.log
* %PROGRAMDATA%\Amazon\SSM\Logs\errors.log

£ Linux 1 macOS L

« /var/log/amazon/ssm/amazon-ssm-agent.log

« /var/log/amazon/ssm/errors.log

XF Linux BERT R , BAIEB AT BRM messages XHHEREZFEE. : /var/logo

BEXFEARBEEEHITHEIRNEZEES |, 555 (Amazon re:Post HliRH4) HFEYN{AEH SSM
Agent B EHERERHIFH SSM Agent [FIRE ? .

'f%IE H /u\j'ﬁ:T :ﬁib (WindOWS)

W RIBIE seelog.xml X#F ( 7 Windows Server FEX TR L ) PIEEET AW BEXHRIKR |, H
BERRKR |, HEE fullname=true 8, FTEHREET fullname=true S seelog.xml
B & S RY TR

SSM Agent B3 Bt 180
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<seelog type="adaptive" mininterval="2000000" maxinterval="100000000"
critmsgcount="500" minlevel="debug">
<exceptions>
<exception filepattern="test*" minlevel="error" />
</exceptions>
<outputs formatid="fmtinfo">
<console formatid="fmtinfo" />
<rollingfile type="date" datepattern="200601021504" maxrolls="4" filename="C:
\ProgramData\Amazon\SSM\Logs\amazon-ssm-agent.log" fullname=true />
<filter levels="error,critical" formatid="fmterror">
<rollingfile type="date" datepattern="200601021504" maxrolls="4" filename="C:
\ProgramData\Amazon\SSM\Logs\errors.log" fullname=true />
</filter>
</outputs>
<formats>
<format id="fmterror" format="%Date %Time %LEVEL [%FuncShort @ %File.%Line] %Msg
n" />
<format id="fmtdebug" format="%Date %Time %LEVEL [%FuncShort @ %File.%Line] %Msg
n" />
<format id="fmtinfo" format="%Date %Time %LEVEL %Msg%n" />
</formats>
</seelog>

o\°

o\°

ToEE#EE SSM Im =
SSM Agent A AT EIA Fim K8 HTTPS (4w H 443 ) HIERE -

* SSmM.region.amazonaws.com
* ssmmessages.region.amazonaws.com

* ec2messages . region .dMazonaws.com

® Note

region 7~ Amazon Systems Manager % #F# Amazon Web Services X 15 B9#RIR%F , 50
us-east-2 NEBERL (HBXMHB ) Xifl. BXZHFM region EWFIFR , FZH (Amazon
Web Services —f&Z %) mH# Systems Manager service endpoints # Region %l

FoEEEE SSM Im = 181
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IR SSM Agent TSR HNmA/LHRITERS , WHELEERIZIT , BMEAFER Amazon RAH
Amazon Machine Images ( AMIs ) , 17§|JZZD Amazon Linux 2 5% Amazon Linux 2023, &K MEHE
MEEFRPEBRRMFRINE , REEXMNEEBE X Virtual Private Cloud (VPC) iR ﬂﬂ%“"’fﬂ
EOEEEN VPCRmA , 1E$AE"\R\E’JEE9€WJWJ9€§E NAT W%, BXxI{AERE VPC mRNEZELR ,
B P& 2 AlE VPC i o

£ ssm-cli BFERET L7 A A&

M SSM Agent ks 3.1.501.0 FF2A , ATEAEH ssm-cli RBERXRERXT 2B HEH Systems
Manager EEMNEEER , HHINTE Fleet Manager P FEER T KFIFK, ssm-cli BBEE SSM
Agent ZEFHMIUGHITIE, SSATREMEGENMEEW S , ARBZZHECHINEREZ
1TH9 Amazon EC2 =4I 3E EC2 it EH KRBT E7E Systems Manager WIEEX T RIERPHER, X

LB ERIEE get-diagnostics IAHE T

BEXEZER , S REM ssm-cli SIBRAEET S Al MR #IE,

A ssm-cli BFERET QA ML EE 182
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Amazon Systems Manager Quick Setup

£ Amazon Systems Manager By Quick Setup ThEE AJ R RE W REKERIRER EF A Amazon
Web Services RS FIhEE. Quick Setup @ B MITE M RENUMES |, KE{L Systems
Manager ElRFMIRE. HlH , XEEFIFEOIELFEMN Amazon Identity and Access Management
(IAM) SEflEEEX AU RRERERMESE , SIMESRITHABEFFRKE., £/ Quick Setup
FoWBEMRA. B , RBEEZRENRSEBNEARS , TELKFERAE , BFREATEE
RS RS ZRA. EFFHBMEA Quick Setup , BT Systems Manager 4|5, ESMBE®KH , &R
Quick Setup.

® Note

MRIERE Quick Setup , SAREBY BT SEHIELE I B Systems Manager ¥£% , 5585 Amazon
EC2 FHEE AR,

Quick Setup BIIEB B A ?
Quick Setup EFLUATIEE -
- E{LARSMIhEERLE

Quick Setup FESLEREEREREIERH B BB XLEE., Quick Setup EHEIRE R E
B IRSHYERT A

- BENKF BaEERE
A3 5 Amazon Organizations £ 1E 24 Amazon Web Services ik 8 # % Amazon Web

Services Ik = 1 Amazon Web Services X1iF £/ Quick Setup. BZ MK~ A Quick Setup EBb
THRENALARE-RHNEE.

- HREEER

HAPNE5EY Quick Setup FATHNEF AR RS RIDGEHTERN , 2REBRERE®, Quick
Setup 2EHIRERBFERERBHZHBITEE.

Quick Setup HIEE 2T AL ? 183
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1 R iZfE A Quick Setup ?

MREEFELXEELHTRENBRSNEN —LEALRABFEMLELERELR K BUXEEFEH
Quick Setup. MRFTEEBIEFEEA Quick Setup BLER Amazon Web Service , BT IWIEEH LRA
THRZERS. FEAEEHEXAFEEPNAS , RAEBEFEAQuick Setuptl EHEE.,

Quick Setup £ Amazon Web Services X i 51 #Y 7] A 1%

# T 5 Amazon Web Services KigiH , ERAILUABNMEAHESEENALR K- MXEERRE
Quick Setup BLEZE ( 21 Amazon Organizations FFFELE ) . £t AT LAFEX L X5 H fSURF Quick
Setup AF—1MNIKF,

« EXERER (EKEM )

« XEFRH (FFRLIMILER )

- XEAEL (JLmRERL )

- XEAL (RBX )

+ Asia Pacific (Mumbai)

- TAMX (BR)

« WAHX (FIK )

. WAMK (EFE )

« TAMX (FR)

o NEX (HE)

- BMX (EZZRE)

- BNt X ( HiRERE )

- BMiX (ZBRZ)

« BN (£F)

- B (ER)

- BENM (ERF)

ETIXEH , REXNEERERBEATRATENKS :
- BMX (K= )

N ZEA Quick Setup ? 184
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- TA#MKX (FE)

« KR (BH)

RE (dER)

« China (Ningxia)

« Amazon GovCloud ( ZEHXZP )

« Amazon GovCloud ( ZE#EZP )

B X Systems Manager X#FHNAMBERXEMNFIEK , iHZH (Amazon Web Services —fig&%£) &
Systems Manager fRS5im = ZB7 Y X =51,

Quick Setup Al

FERAREEFHNESRBEHERFER Quick Setup,

£
« FLi& = Amazon Web Services X1
 EM Quick Setup B IAM &R R

Bt &+ Amazon Web Services X1

EF A A Amazon Systems Manager B Quick Setup Zhag, #4Mik#EE Amazon Web Services X
# , REFEA Quick Setup #175|F. EXHFH = Quick Setup | Amazon FIRNLE , XLLHFFRH
ATFHELNEE, TXEFEERELEER.

1. 148 https://console.aws.amazon.com/systems-manager/ , TFF Amazon Systems Manager 2

L
Ho

2. HESMBEHKP , % Quick Setup.
HE-

MR E % 3T FF Amazon Systems Manager £ , & F KA R R
(=
DITFAESMER , AEESMBEEPIERE Quick Setup,
3. 7 Choose a home Region ( EFEXE ) 1 , EFEFE Quick Setup AT BB ER
Amazon &REIZZIH Amazon Web Services X1,

Quick Setup A7 185
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4. EEFHRER.

EFFHRERA Quick Setup , A AEEXRE S| RPERRSHIIEE. Quick Setup F Y configuration
type ( BLEKE ) $¥E T Amazon Web ServiceSIhag, ERFEEREN , ATLUERENIZRS I
REBEAET, TIRBRT , BEXRE HEBENRSRIERENFERHENNRESRE,

FREERER , TUBALSNY OU) IRBEFEXRZEEREBERSNFAEFE. BIUEEE
B i State Manager }ERIRZS, State Manager & Amazon Systems Manager Y3188, EEEIFH(E

BEE®H |, AILLEF Quick Setup BLEHLE. LCEBEXREMEKS, HIFAE S AR B §F4T
BREZE®,

JEM Quick Setup B9 IAM & & FIXR
515 HiE , Quick Setup AR KRELIZELLT Amazon Identity and Access Management (IAM) & :

« AWS-QuickSetup-StackSet-Local-ExecutionRole - #F Amazon CloudFormation £ F{F
ATAE AR B9 AX PR

¢ AWS-QuickSetup-StackSet-Local-AdministrationRole - #F Amazon CloudFormation
B{E AWS-QuickSetup-StackSet-Local-ExecutionRole BIX PR,

MREEEEMEERIKS ( BT Amazon Organizations FEIZALKIMKF ) |, Quick Setup E&K
RIEQEUTAE :

« AWS-QuickSetup-SSM-RoleForEnablingExplorer - #F AWS-EnableExplorer Bz{b
Runbook fXPR. A AWS-EnableExplorer i=4TF M , AlfF Systems Manager B Zh&E Explorer
BE N ERZN Amazon Web Services 1K~ M Amazon Web Services X1 H1E ..

« AwWSServiceRoleForAmazonSSM - RFE&EAE , A TR T H Systems Manager EEFEH
# Amazon BRI R AR

« AWSServiceRoleForAmazonSSM_AccountDiscovery - [REHXAE , T @ Systems
Manager % £ 5% ¥ 38t Amazon Web Services3RZ&E# Amazon Web Services i {5 2 1Y
MR, BEXREZEER , BHSHXT AWSServiceRoleForAmazonSSM_AccountDiscovery £
1=

SIS EEIKF A, Quick Setup FF7E Amazon Organizations #1 CloudFormation 2 88 B ZEEH
FHEIER |, REBBENALM Quick Setup BLE, EFGAZEEHRNR , FNEEBKFXMEEER
AR, EXEREISE , EFTEEEEEANR. BXxEZER , HZHE A Organizations FEEH
AR

SEM Quick Setup B IAM BB FIX R 186


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/stacksets-orgs-enable-trusted-access.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/stacksets-orgs-enable-trusted-access.html

Amazon Systems Manager

RAriEmE

A< Amazon Organizations IKFEHNWEZER |

Amazon Organizations RiE =

@ Note

%25 (Amazon Organizations A #EE) FH

Quick Setup £ Amazon CloudFormation StackSets &3 Amazon Web Services ik #[X
HXRBELNEE, MR BFRKFAHERUXEHES 10000 , MEEIHBRK. BRIMNEWE
EERNAGHCRFERARDENEE , UENALRNIEK, HEXHT2BBRNHANER
KF., BXEZEER , B EEERSEENENERENAEESI,

WMRENAF, AHARERER TRPFIHA AP #4E , NERTLER Quick Setup WATEZHEE,
HAWN AP REETF , FE—NERAFAPMBEKRSARONER , E-MERFE82 DL EEKFFR

FHEAMNR,

Non-management account

"iam:GetRole",

"iam:PassRole"

jam:CreateRole’

jam:ListRoles",

iam:AttachRolePolicy",
iam:PutRolePolicy",

ssm:ListAssociations",

"ssm:ListDocuments",

ssm:GetDocument",

"ssm:DescribeAssociation",

"cloudformation:

"cloudformation

"cloudformation

ssm:DescribeAutomationExecutions",

DescribeStackSet",

:DescribeStackInstance",
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
:ListStackInstances",
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:

DescribeStacks",
DescribeStackResources",
ListStackSetOperations",
ListStackSets",
ListStacks",

ListStackSetOperationResults",
TagResource",

CreateStack",

DeleteStackSet",
UpdateStackSet",
CreateStackSet",

SEM Quick Setup B IAM BB FIX R
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"cloudformation:DeleteStackInstances",
"cloudformation:CreateStackInstances"

Management account

ssm:createResourceDataSync",
"ssm:listResourceDataSync",
"ssm:getOpsSummary",
"ssm:createAssociation",
"ssm:createDocument",
"ssm:startAssociationsOnce",
"ssm:startAutomationExecution",
"ssm:updateAssociation",
"ssm:listAssociations",
"ssm:listDocuments",
"ssm:getDocument",
"ssm:describeAssociation",
"ssm:describeAutomationExecutions",
"organizations:ListRoots",
"organizations:DescribeOrganization",
"organizations:ListOrganizationalUnitsForParent"
"organizations:EnableAWSServiceAccess",

"cloudformation:describe*"

£ Quick Setup

Quick Setup 2 Amazon Systems Manager E’J—If'iIiJ‘é"é , & Quick Setup ETTH Configurations ( &t
B ) M FPERSMNEENER. LR , WA LEES M ERENIFAFE , M Actions (
£ ) THHIRPMBREE , = Create ( ﬁlJE ) Eﬂn_o Configurations ( BL& ) RBEUTEE :

« Configuration type ( BLEXE ) - FRIEREErTERNEERE

« HBERA _BREZFBREATENELR (Organizational ) ER2MUER FENKF
(Local),

« Organizational units ( AR %1 ) - ETREEBEINNAR L (OVU) ( MREEFET —H
Custom ( BHEX ) B, ) ALRMH ﬁmXE*ﬂR:ﬁFﬁ TFHANEEKF, EEKFREATE
Amazon Organizations F | 24 LK o

R Quick Setup 188
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« Regions ( X1 ) - i ESB R X , siIRRZIEE T —4H Custom ( BEX ) B#s= Current
account ( HaIKFF ) WA B #5.

« Deployment status ( IR ) - BRI R Amazon CloudFormation 28 B IIERE B Frs#
#®3EHl, BIRRAIMERESESLEREEVNEIREPERNEEIET,

« Association status ( XECIRE ) - RECRARHECIZNWE BBV MMEXRBKIVIRES. DARINET
B BARRIRER | BRPRZSH Failed ( KK )

Quick Setup B2 H#1=175/ Bl B B #/R#Y State Manager <8k, State Manager  Amazon Systems
Manager 89 —fhIh&E,

BEFAES

Configuration details ( EEEF#AEE. ) THEREXEERHEEXKNIBENEE. EITESP , &
ALREE BT, ENEFIMBREE, EXETUEES EEHENIFMAEE , URIMARIX LR
BHWEZEER.

G

BIEREXE , RQERAT—IRSMREHE
BLEABRES

EREKIN. AW, EEETREENTEN. FBRXLEETESZHREXINT SMNIEEBRKF,
M,

BB XRBORES
EREKI, AMBFLER State Manager X<EXHIEE. Quick Setup EENEHBH REEHE
BRI A 2B < ER,

RERS
EREERBRITHRERER LTRSS,
WREAM
ERFEEREEERBHN T REE,
Configuration details ( BEE*HEE ) RETRAXEENENEE . BIERTERGIERE View

details ( EEFMED ) , ATUBEEXS M PENESFAEL. SIDENHAELAAI R
FHLDE BT RHKH

BEEFAEE 189
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Y 38 M I BREC B

BA LB E$E Actions ((3R4E ) RF%E$F Edit configuration options ( 4RI ELEETN ) 4t
Configuration details ( BB FHER ) REFPHWENEENVE EET, @EERMFTIETAE , Quick
Setup IZ1TEPEBH CIBRIHIER, MELEFMIBREDET , Quick Setup 1= 1730 E H Ml BRI AIAHHI X
Bk,

(® Note

A BERT 4RI P Y Quick Setup LB, ERBALNGE |, BERSHLINN Success ( I )
= Failed ( X )

#85& ] LUB I 1% Actions ( #4E ) 1 Add OUs ( %11 OU ) . Add Regions ( % 11X15 ) . Remove
OUs ( Ml OU ) =t Remove Regions ( MR X1E ) REHTLEEENEEF N BIR. MRENKF R
BEAEERKF, , FEXRANSKFUETEE , NWEEEHBHFAL LM (OU), MBRXE=R OU &
MIXLEX gk OU Al BR<BX o

B LB ®REE |, RSERE Actions ( #24E ) # Delete configuration ( #ilBRELE ) M Quick Setup
R BRECE ., % A BATE Actions ( 1#4E ) THL5IZR T i&# Configuration details ( EEEFAEE )
TH , RE1%$F Delete configuration ( BIERELE ) , MTMIBRECE. S , Quick Setup FRRE
Remove all OUs and Regions ( MIEFTAE OU MX1H ) , TRIIRETEEE—LatE, BiEREEE
SBIBRFIE MR XRER. RS HBRIBIMNRERS MXFHRRPIEEBBNRER , REHREE.

BESHME

& ] LATE Explorer 2 Compliance F&EZHN LR EREENEE QI ZHXE , ©11#2 Amazon
Systems Manager ¥ gk, ETHREXEAMNESZFEER , BSH £ Compliance, ETHAXE
& Explorer P ENMNEZER |, BSH Amazon Systems Manager Explorer,

> 3%H) Quick Setup BLiERH
TENEEXRR
Quick Setup XIFUATEERE,

« Amazon EC2 XH&EE
o AAMNEBIAZHEE

IR RRELE 190
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+ Amazon Config Bt & ic k&5

« Amazon Config— B G E

+ Patch Manager A& 3 B &

+ Change Manager A 41i% &

» DevOps Guru ELi&

- Distributor 23 E

« Amazon EC2 I & FRAE

+ OpsCenter A% &

« Amazon BRRER BE

Amazon EC2 = # &I

5 Amazon Systems Manager #J Quick Setup Zh8E# Amazon Elastic Compute Cloud (Amazon
EC2) £4l LB EBEXFN L ABTERK Systems Manager ThaE, "B 5 Amazon
Organizations SR TEEANIK F AR 2Nk~ 1 Amazon Web Services Xigi £ Quick Setup, X4
ThEe R B E B MR LHN TR | ReTRETF B ERPENRIENR,

MRIEFEHE Systems Manager FIIRFZFIhEE , BWERLEEE (Amazon Systems Manager fF
Brm) , AEBMEA Quick Setup BIREE. BX Systems Manager WEZEE , HSHR 142
Amazon Systems Manager ? .

/A Important
MRLATE—TBGERATFE , N Quick Setup TTREFR—ES EC2 BEEFEANEBIE

o BME—RZIRAVNE EC2 =4l , LAZEIHK Amazon ThEE,
o IRMARR EC2 LHGIEEMPTEF,

MR, BUENEUATARAR

« Amazon EC2 A[7]

« EMAT Linux £4I# Amazon EC2 A F 8™ W £ A #1)3 31 3£ 6l @ 5 /= 3 24
« EATF Linux E£6IH Amazon EC2 A F 18R *F W9 52 %15 3 3£ 6l [0 5 /= 3 SE 4
« FEATF Linux E£6IH Amazon EC2 A F 18/ W &2 A #1J5 3 3£ 6l [0 5 /5 3 24
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https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/ec2-launch-instance-wizard.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EC2_GetStarted.html
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MRBELHTE EC2 RHIEE , HEHRLEM/LZ N EC2 RHINEEMEE , iEFA Quick
Setup, TIREBMALBILTAN, BFNERKBEAA EC2 241 , ZAIBEA LT Quick
Setup IFE—XMEHNENEE ZNIED,

TR

EEHUATESZE , XMEIEE Quick Setup BWEXE,., BXER , BZH B & E Amazon Web
Services Xig,

® Note
BB BB A | BRI LN Amazon Organizations RE X WEBNELL, XERDHLA MK FX
HHEENKFIREZS Nk, HP—NMNEBIRSREAREHNA SSM Agent Efi. IRER
HAOAEER  MEAUEREARAZIEERREXE  SHAEH —XRKE , N\MEHALR
FHFFE EC2 £4l, BXEER , H2H ALNEIATHEE,

N EC2 A E FHEEEI
EREFHERE , & Amazon Systems Manager Quick Setup 24 & P HITUTES.

TAENEERERH

1. 1FIA] https://console.aws.amazon.com/systems-manager/ , ¥ FF Amazon Systems Manager 12|

Ao

2. ESMBEHKP , % Quick Setup.
HE.

IR E % 3T FF Amazon Systems Manager £ , i%&#F K 2 B R

(=
DATHASMER , RAEESME KD ERE Quick Setup,

3. EENEEFAL , EHGE,
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® Tip
MRENKFHRELE N ZNEE , BAEFRERINFHEE B0 8 AR R
EE&FH,

EiiE Systems Manager EHl & LI

EfE Systems Manager Zh&E , 7 “BLEEI” 885 , £ S ystems Manager AHFEFREHNEE
B FRYELT

S A EF Systems Manager (SSM) KB

AT Systems Manager B AKRE—XREREEMRE, MREFEFHRAE , Systems
Manager 2BaINRER TR LWREBEHR N A MO RIHRA, Quick Setup TREEFFE
REHES ERFEIAIE, AXBL AMIs i T SSM Agent HER |, S L% T SSM
Agent By Amazon Machine Images ( AMIs )

BATE R FE R LT |, LU R IBH T RIB K12 1T & up-to-date MRASEISSM Agent, Bk
SSM Agent WEZEE ( BEBEXMAFHLREZNRENER ) , BSH £H SSM Agent,

8 30 P HMNENKGINEER

Quick Setup A FELBEUA T RBEN THIENES -
« Amazon A - EC2 BhEF. REMRASE,
- NRARERF - NARFEN. AmEFRASE,

« TREFMEE - REBH, BERS (0S) BN, BERSRAE, LREFEE, DNS,
., THEANBRERSREE,

. MEHEE - IP #bht, MAC ik, DNS., FxXFFMEBE,
« B - B, EREH. RE, HXRS., BREEXBMBHEHRSE (R Windows Server

TE)o
« Windows B - 5%, EREH. BE, WERBENMLERESZF (XBR Windows Server 11
)

« Windows &4 - 4N T ID, REZEMNMZE HHE (XBR Windows Server 7K )
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A< Amazon Systems Manager 9 Inventory ZHEERNE ZE R , iHS 1 Amazon Systems
Manager & #£.,

® Note
BENEEUER T JLANT & |, Inventory collection ( SERUNEE ) M tb A REEE KX 10

7 # = BESE Ao

BRAHKOILUERRDEIFNT

/B8 A S Patch Manager ystems Manager B —TZh8E , S RPWEN T IHE “GHA% REF
ARG, ZIRERFBRIMITEEERFRAIT ST A, ZREFTE—OXTEN
TREREEAERTHIIE,

BRIEIMRERKNT BEHEMNER , ESH Amazon Systems Manager Patch Manager,

EEFWNTAEMNER , BHSH Systems Manager M T H,

BRE—MREFEIZAKFNXEHPNREET/NEL , 156 £A Quick Setup b T K
B& 1 Patch Manager A4REXNELE

/A Important

Systems Manager XFZf A ERFAFERET R , LUBRANT &0, ERNHITL
RFEFNZREE  BEININTEANEENARLRRKE—RAENER, LraH
WERGHEER. WRARFEZERATENMNTEE  ETRENRERN , LT &
MESTREAHINENTE, AXEZELR , FS0H BRENBESN T SIS EIE,

fit  Amazon CloudWatch 3 #1& I8 %I

EFE CloudWatch Ih8E , B “BLEIEIN” #F4 , £ Amazon CloudWatch A EERNEES
LD -
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ZEMBLE R CloudWatch E

EI8H Amazon EC2 34 E %% 45— CloudWatch KEHNEAREE, KEALMNEH Amazon
LI U ERIEAR RN B £ X CloudWatch, fF& HILERUREBEXZFINZETRIR. BX
CloudWatch REEARENEZEE |, BHSHCloudWatch {LIETE L HVIEIRE, AIRESIEM
BA&R, BXEZEEL , 5 Amazon CloudWatch Es

# 30 XE#H —IX CloudWatch K&

AF Systems Manager & 30 K& & —)X CloudWatch RIEBR BB FA, MREFEEFMA
Systems Manager £ B3I 356 EEFHRE, BINSEEERIED , ABRENZFIHRLIE
1T KZ ¥ up-to-date fxA<HY CloudWatch I,

Bl & Amazon EC2 Fah 2 A B LN

EFEE Amazon EC2 BaiRIEIIEE , BFHEBEIETERSD , £ Amazon EC2 B EBHFPERENR
Bl & 5 ARy IEIN -

8 30 XE#TEC2 BafRE—IX

AF Systems Manager # 30 KRR E—REBHEH LRBLERTHRANBRE. NRE
FhRAT A |, M| Systems Manager 276 EEFHAE, RASEEREFIIET , SIAKRE
HEFIBRIEITERBSRENRS up-to-dateik 2, XfF Amazon EC2 Windows 3= , itk
I & #F EC2Launch, EC2Launch v2 #l EC2Configo X F Amazon EC2 Linux &4 , 1tbi%
M*# cloud-init, ¥F Amazon EC2 Mac 354l , BbiETIZ#F ec2-macos-init. Quick
Setup FEXRENREEBIREFXISENRERSH AL2023 LR E R,

BXRXEBRIECRENESER , BSHANTER :
« f#/ EC2Launch v2 Bti& Windows 345

« M EC2Launch B & Windows 34l
- fH EC2Config RSB iE Windows SE4
« cloud-init 344

* ec2-macos-init
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https://cloudinit.readthedocs.io/en/22.2.2/index.html
https://github.com/aws/ec2-macos-init

Amazon Systems Manager

RAriEmE

EREHRFHEEBREERHAY EC2 K41

HBR EoF  aRERATHAEENRERENKS MXEHEE

® Note
ToiE I E L — Amazon Web Services XK Z 4 Quick Setup EHEEE &,

Entire organization

BB B CSBINFTELR S (OU) MEMHLAmazon Web Services XiEH,

® Note
REEEMNHALNEREKRFEEENEERN , BMLIEDTS A,

Custom

1. £ "B OU” #5 , MFEEHPHBRENNEEEEN OU,
2. £ “BREXE B0 , RRERBUHEVNEREENXHE,

Current account

EEER-MXENET , RFRRIZIETR SRt TRE,

LI X

3R A0AIRTE 2 B XA AR E SR

« FPERA-ENERERE 3N YR XSRS EC2.

o PRE-IEFRNI0F fa A AN 0 R B E AL BV KA B R M AR

- RRA-WNTHRFL , GRESEEMA EC2 KAINIMBHIRA,
« F) — £ XPI" BoF  EPBEENMHFN EC2 KAIWEIRE.
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EFEXE

BEEREA TR — , RBFNAEEEEN XS EMKS
« PARBI-1848 E X WA R SR ERRHE 7 B %o
o« PRE-EEFRANINH A BRI EE {2 /Y SEHIRY B4R M AR R,

i BARXED B0, aRERBHENERERENXE,

18 E SR BL B S A IETT
{RFREANERNBAE LB HRo
ERPIBEN LTI |, EEREFAEN IAM KB IS M 02 & /9L B H A S BIE E X
e, ERQuick Setup R FBIZ BB FTEE EFTENRAY IAM SR B M LB EL B S 4

EERARBLTUS | HE0R,
HANBMANEHEER

f&Bh Amazon Systems Manager 9 Quick Setup ZhgE , A LA &7 Amazon Organizations A 70
FIHANRER-S MXEBERIAENEERE, X UBERAELDPE Amazon Elastic Compute
Cloud ( EC2 ) SKfi| E#Y SSM Agent fr¥FE#7 , H B AT LLEREEI Systems Manager,

FEREINHER THE

BATHRBRIATERFTEER ALRE,

« EERUTES 2 , XMELIEE T Quick Setup WEXE, BEXELR , H5H EEFE Amazon
Web Services X1,

- PAREEEBNFIE EC2 X4 LECZHE T HRFTMAK SSM Agent,

- EEEMN EC2 EHIEANREHTBITERSFZRA 2 (IMDSV2 ) ,

- EHEEEERMNBRA Amazon Identity and Access Management ( IAM ) &3 ( B, A&
H ) BFALNERIKF ( W07 Amazon Organizations RFTIEE ) o

EAMIAEC2 pIEEAR
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RINENEEBEEHEA Systems Manager B default-ec2-instance-management-role fR
FRE, ZACGEELFERMUAALQPIAEKSHINER , MNMETEXRS LK SSM Agent 5 =ik
Systems Manager RS 2 BI# TEE.

MR REZE R update-service-setting CLI T RiREB T 1ZAE , RAXVEBEEEEEHZAEC,
MR KRIZE , Quick Setup FHEBEHNAZAE,

ERERBVELNENALQIBETIZAE , IBHEH get-service-setting HH.

B RERA B3I EH SSM Agent
BT IR EA Amazon Organizations 415 A“BAIAEH E BB & &I,
B REME B3 EH SSM Agent

1. 1A https://console.aws.amazon.com/systems-manager/ , $TF7F Amazon Systems Manager 2

AN
Ho

2. ESMBEHKP , % Quick Setup.
B

MR E %&£ FF Amazon Systems Manager £ , B LR IR
(=
DITHESMER , ARESMBEHRFIEE Quick Setup,

3. EMNENEEERERTA L, EEE,

® Tip
MRENKFHERE —NHZANEE |, B EIERERINF A E IR0 /Y0622 124 2L
EE&EFR,

4. ERBEIMIoF |, EFEHAESRAEAEZHEHRH SSM Agent.
5. 1&3%E Create (B8I2 ),
Amazon Config Bt & id & a5

f&Bh Amazon Systems Manager 9 Quick Setup ZhgE , A LURIZE I H Amazon Config X FHVEL
BiiRkeEE, FARBEEXFELANRREEFRNENR , HEXEEFRHRNEET, MREFHRE
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https://docs.amazonaws.cn/cli/latest/reference/ssm/get-service-setting.html
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Amazon Config , IR IEMEA Quick Setup BIEEE 2 BIEE (Amazon Config F X A RIERE) A
B, TBEXZBRENWESZER B Amazon Config WEZEE |, 52 (Amazon Config F X A&
B FH L2 Amazon Config ? o

FigERT |, BBidFKERAIERIEMEZIT Amazon Config B9 Amazon Web Services KIBIRFIEZ X
BHRR. EANBEENRE , MNIEREENRREE, BXELEFEL , HZH (Amazon Config
FEARIERE) FHEE Amazon Config 10 & H &R o

% Amazon Config FIRIEREER , IR EBRERSERAR, BXEMEER , iHSH Amazon
Config FEfte

(® Note

MRAECLOETEEICRST , Quick Setup FELEFLIBFRHN 2iIe R B RER B TEME
Ko WRBEEREFEA Quick Setup IBFHMEFRER |, MZBEFXF/EAMMBENENIEFK
24P, MIERQuick Setup Config iBFKELERER , BIERB/IF2F LI, FHREIERE
R, HBEFLEERRFZ2—ERNRFSEAR. ETHREXEEREICRKFNESE
B, BZ® (Amazon Config F Z AR IERE) PHEER &R,

TR

EERUATES2H , BAELRXHEET Quick Setup WERXIF, BXREL , HS1 & EE Amazon
Web Services X3,

Ei§ & Amazon Config 123 , {51 Amazon Systems Manager 2%/ & FHIT U TES,
£/ Quick Setup iR& Amazon Config 123%

1. 1A\ https://console.aws.amazon.com/systems-manager/ , TFF Amazon Systems Manager 2

L
Ho

2. ESMBEHKP , %EF Quick Setup.
HE-

MR & % 3T FF Amazon Systems Manager £ , %&F KA R R
(=
LITHSMER , ARESMBEREHIEE Quick Setup.

3. EEREREFRFHL , EFCE,
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https://docs.amazonaws.cn/config/latest/developerguide/WhatIsConfig.html
https://docs.amazonaws.cn/config/latest/developerguide/select-resources.html
https://www.amazonaws.cn/config/pricing/
https://www.amazonaws.cn/config/pricing/
https://docs.amazonaws.cn/config/latest/developerguide/stop-start-recorder.html
https://console.amazonaws.cn/systems-manager/
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® Tip
MRENKFHRELE N ZNEE , BAEFRERINFHEE B0 8 AR R
EE&FH,

4, HEREETHZH , EEEICEHN Amazon RREBEUKRREETELRAR.

5. &EF L Amazon Config EIE RN 2R AFRMBHNERNEAXE, REENERETE
Amazon Config WEBREF A X2 B R RHNEER API FRANMNE., N XEBSAEBEEE
RHEENXE,

6. ¥ Amazon Simple Storage Service (Amazon S3) i , AR ERMHE X XRERBHINE
R,

7. ERENBEEBHED, Amazon Config FfEH Amazon Simple Notification Service (Amazon
SNS) BHESEMN R RERXNEE Amazon Config B4, RERFEHIA SNS EFEm , NI
PMEEFEANIKF PRMEIE Amazon SNS EBH Amazon Web Services I~ ID B Fr. 10
REEMZ/ Amazon Web Services X1F , M| XE Y EBE HRLTHEE

8. HEITXIEZH , i Quick Setup BEXN R RFATMHITRE TEEN ERWAEHRE, MIAMEILED
BIT—IR. MRIEFFE Quick Setup BEXNRFAMBH AR TEENER , FEAEXL TEFE
BREREBE.

9. EBMEZH , EERF Amazon Config iLsxATEANALR, Hp—LHLNH Y (OU) ERERE
=4 0] 9l

MRIEFRNAR , MEARHTEER 12,

MREFRBEEN , WEERITIR 11,
10. FEB#r OU o= |, P EAEH Amazon Config iIBxZH OU FXE M & iE4E,
11. #%# Create (812 ) ,

Amazon Config— M2 &

— %32 Amazon Config LN FEEEREMNE S, A Amazon Organizations HEE Quick Setup
F—HHIEBRKF F Amazon Web Services KIS B MNALF N EANLEK, XEBTHERBRE
BHNITIERAHEEE Amazon BFENEESAMY , IMNKBE —BERFITFCERSE,

TR
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EXERUTESZH , XMELRIEET Quick Setup WEXI, HXELR , S EE=E Amazon
Web Services X1,

EXNEB—HMHE , 7 Amazon Systems Manager Quick Setup 24| & h#ITUATES.

® Note

M % IE A Amazon Config id% , A EHBENREE. EXEZEEL , HZH (Amazon
Config FFR AR IEFE) I — T,

f#F Quick Setup HFE—HHEE

1. 1A\ https://console.aws.amazon.com/systems-manager/ , TFF Amazon Systems Manager 2

AN
2. TESMBEKTP , % Quick Setup,
HE-
IR & 5% $TF Amazon Systems Manager £ , R F L RFR
(=
DATHASMER , ARESMBE KD IERE Quick Setup,
3. E—EMaEFRL, &EAUE,

® Tip
MRENKFHERE —NHZSANEE |, B EIERERINFSHEE 0 /Y062 1Z 4 2L
EEFR,

4. HEEBREBEESTHIH  EREIBH—IMHZ.

5. TEITXIER D , iE£$F Quick Setup EEXN B IRFIHHH TR T B BN E R FTENE, RIAEIE
BIT—IR, MBLRHE Quick Setup BEFNRFFIHNAETEENENR , BEEBEN T®kELE
A,

6. HEBRHEIH 6 ABRREN—HMHIHNBRENMNAL, HEi—L Amazon Web Services X3 i =2
LBIEFHIKS,

MBERBENAL | BEHITSE 8,
MBEEBRBAEN , #ERITEER 7,
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7. EZBHREXEIHSH , EPERFE BTN XIEBHEIEE,
8. 1%#E Create (BIE ),

Patch Manager (A4 {& % NEL B

& BhQuick Setup#IZhAE Amazon Systems Manager , &7 LA 612 A X #5890 T S B Patch Manager,
T HEBEE X T B384 Amazon Elastic Compute Cloud (Amazon EC2) SEHIFE At & St EE
ARt RRELE, EAE—WTRBEE , BAUARALPZA Amazon Web Services X1 FFTHE
MK P2 B B AN, ANAPTERI K P R X E LSRN | A BEANKS XEX E . BRINT KHBNES
8 , 2@ A Quick Setup #M T KB,

FRFAM

EEM Quick Setup AT REXAWT R , ZTRANERRETR. AXRXEETR/NESZER , F2H

i®E Amazon Systems Manager.

/A Important

T SRS E — Systems Manager X RFZHPABEET NN T MW S ZE. BE
RHIT ERSZRN ST A E , BEINITEAGENBRLRRE—RAENER, £a
ENERFHES. WRABFEERATENATEE  ETRRAETRN , BAT SHE
EMRESHNENTE, BXEZELR , BSHBERENBENT AN EEIE.
KREREMMERASIN T RBE-Z 3N T RBE THRE T S BQuick SetupfE4MRZ 5% S #Y State
Manager R BRBITIRASHTHE . MR XREBEHITIREB N Compliant , MxEL#RicCompliantit
EN RNEBAMAS . MRXBMITRARNon-Compliant , MES4RiENon-Compliantit
BT RIS,

X AT RESEE R X1
BAF X8 5 BT X 3 Quick Setup VAN T SRIEELE

« ZERZ (FEZBM ) (us-east-2)

« XERI (FBERILMILEB ) (us-east-1)
- EXEREIP (JMREREL ) (us-west-1)

- XEAEE (HEBRM ) (us-west-2)

« WAMKX (&3 ) (ap-south-1)
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- WA#KX ( H/R ) (ap-northeast-2)

« WAMX ( FHI3 ) (ap-southeast-1)
- IA#KX ( Z&fE ) (ap-southeast-2)

« WAMKX (ZRR ) (ap-northeast-1)

o INEX ( %8 ) (ca-central-1)

o BM#X (E==%E ) (eu-central-1)
o M X ( Z/RZ ) (eu-west-1)

« BM (2R ) (eu-west-2)

o BUM#X (B2 ) ( eu-west-3)

o BRMibX ( TS /RE ) (eu-north-1)
- MEM(ERF ) (sa-east-1)

#NT R S3 FREBANR

BIEXN T KBERY |, Quick Setup 28| —/ Amazon S3 FiM , EFEE—1ER
baseline_overrides.json B3, XX HFME TEXRAT REEIEENA T EENER.

S3 FM AL aws-quicksetup-patchpolicy-account-id-quick-setup-configuration-
id BRWEo.

f5l3n : aws-quicksetup-patchpolicy-123456789012-abcde
MREEHALDGNEIT KB , M FREBEEALNERIK, PO,

EHANAHIG | B4FAEER Amazon Identity and Access Management (IAM) SRE& @ E fth Amazon &
RIZEEFR L S3 FE MR

- BR1 REECHEAREENHIRSACERERATL—EEA , MR Quick Setup ALK SE
BIREXHBRFHEE
- 18R 2 : A VPC ir S iE# 2 Systems Manager

ZeWER , BFENNRREALT THEAY Quick Setup S3 171 18 HY KB ER.

BR1 HEACHIMIREXHIBRSALEREAT I -BER , MAR Quick Setup IRAHY KA
BEXHIBRSAE

HTEREEESIE LD, ATRAEN IAM policy A NEk T 2GR A K HIBLE X HH,
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MRIEFIEFRED , (B2 E Quick Setup ALY T REBHMEERAT R , MATERIBEATH

= .

- IAM F£E X KB AmazonSSMManagedInstanceCore 4K INEI A F RIEER T 2B # Systems
Manager X BRHEY IAM SEBIEL & 45 IAM RS A,

o BWATFIGRIANT KEEFE BRI IAM SEHIEE X4 IAM RS AN AEREKR, B
RMXNPFTE aws-quicksetup-patchpolicy F#BHBEERFIHBINE , AN EH LA 6l
ENBEEMMREMBEMAFRNRE , MeiEN KRB RO R,

- BYRIERUTRENFRE IAM RHIEEXHH IAM RF AR,

Key: QSConfigld-quick-setup-configuration-id, Value: quick-setup-
configuration-id

quick-setup-configuration-idRIANATHZRNSEE , % Amazon CloudFormation 3k
RATABNT REEE. ERZRI ID, EHITUTERE .

1. $TFF Amazon CloudFormation # &l & , Mk https://console.aws.amazon.com/
cloudformation,

2. EZEATREAT RN KRB, BN, Hl StackSet-AWS-QuickSetup-
PatchPolicy-LA-q4bkg-52cd2f06-d0f9-499e-9818-d887cEXAMPLE,

3. RS BIATI+,

4. £ “SE HIXRM “F4A” 5o | & B4 QS Configurationlds EETHWESIH |, HEIBE ID , 4
i abcdes

HRHREF  NTFTENATRIEEXHFSRSTAECNIRE |, B4 QSConfigId-abcde , &
7 abcde,

BxE IAM BEFRENEES , B2H | AM AP EETHH 1AM £ & 7R & 12 52 6 E 3
£+ ( Amazon CLI 5, Amazon APl ) FHI#RE,

1B 2 . A VPC i RiE#EE| Systems Manager

MREER VPC i RiE#EE Systems Manager , | S3 #Y VPC s R K B A0 ¥ 157 [A] Quick Setup
T RRBE S3 MR

BXN S3 K VPC in RIERMAMMNRNEE , S50 (Amazon S3 FIFIEREE) RV 8 R B2
VPC #iw SBY G Ao
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Quick Setup S3 171 i iV R BE X FR

B LR MY FRE aws-quicksetup-patchpolicy F#EBHNBERFHRIARR |, SR H AL MK
FRIZNBEEEREMBRALRNE. EATRAAMERERSENNR , BEAT—ER.

All patch policy buckets

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AccessToAllPatchPolicyRelatedBuckets",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::aws-quicksetup-patchpolicy-*"

Specific patch policy bucket

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessToMyPatchPolicyRelatedBucket",
"Effect": "Allow",
"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::aws-quicksetup-patchpolicy-account-id-quick-setup-
configuration-
id"@
}
]
}

"HRNTEREERS  SALE S3 BEATRIEMBNE SR, HII  aws-quicksetup-
patchpolicy-123456789012-abcde
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T REGRERVBENIANT EH ID

INT FEREEVEAMEVEEH AWS-RunPatchBaseline SSM Command X #4® ) BaselineOverride
S,

& EA AWS-RunPatchBaseline TE184MRRE 2 S 1TI84 MY , ATLAEA BaselineOverride
EEEEREHRFERNATEHEIR  XEEETRTEENRINELE, BEBN
baseline_overrides. json XA elZ 5% , HREEFIHHFMEEEEDN Amazon S3 F#
W, ERAEEESSE PATR,

BE , W FETFTHTEHENIEINREE |, Systems Manager £ B3I 8122 S3 FHEEHBEFR

I0 baseline_overrides.json X, R/E , X Quick Setup :Z1Ti&4ME/E ( ££A Run
Command ) ThEERY , REMANBNMNT EEER —NENL ID. X FEMN4MT REGIEAMEIE , 1 ID
HMEFREH , HEECRKXNITEERSTEEHIKF FEMEHGE,

Hit , BFF2EBIAEPEIREFEENAITEE ID, XBLERT Amazon REXHTEE | t
ERATETREENBENATEE, BETRENEE ID RN B ESIMREERNEE ID,

AL, MREZHE Patch Manager FEFEBXFEARYL ID £ T EAENFHAFE , REXERE
AT BERTFE. WATHTH , IUR£ 2,

BB T R HE

TR

EERUATES2H , BAELKRXHEET Quick Setup WERXF., BXREL , B2 W & EE Amazon
Web Services X3,

EOZEXNT KBS | IBTE Systems Manager 24| & RHITUATHES .
£ Quick Setup BIZE*NT KHE

1. $TF Amazon Systems Manager ##|& , MiEJ https://console.aws.amazon.com/systems-
manager/o

MREEERNALREESH , FRREECERIZALANEEKS, ELEAERAZREEZAKS R
B3R K P iR B SR

2. HESMBEKTP , % Quick Setup,

B
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MR & %4TFF Amazon Systems Manager £ , Fik BB B4R
(=

DITFFSMER , REESMBEKQuick SetupH#1TIERE,
3. 7t Patch Manager ( %N T B#88 ) Wi~ L , i%#F Create ( 8IE )

® Tip
MRENKFHRELE —NRZNEE |, BAEFERIFHEE B0 8 a2 R L
EEFH,

4. 7£ Configuration name ( BLE R FF ) i A B FRAAS BHIR BI A T SR B

5. #E Scanning and installation ( A %3 ) 2 # Patch operation ( 4N TH#R/E ) T , BRI T K
B2 Scan ( A ) EEBMREREIEEBHIR Scan and install ( A#EHRTE ) # T,

6. 7£ Scanning schedule ( F#1itXl ) T , 1%&# Use recommended defaults ( £ A #ERZRIAE )
=% Custom scan schedule ( BEXA#EITR] ) . MIARBIUTNFEHRIFENBEREZRE 1 /1
# B Fro

- MR%EHEF Custom scan schedule ( BEX A TR ) , E1E#F Scanning frequency ( 50
),

- MRE%ERE Daily (8B ) , B UTC AEMNLBAEZRHEBRREE,

« f1RiE#E Custom CRON Expression ( BEX CRON &&= ) , L CRON Rz WX
B AITXl, BXA Systems Manager i & CRON REXNWEZER , HSH & . ERT
Systems Manager B Cron H Rate Fix o

AL | iE$F Wait to scan targets until first CRON interval ( £ %/5 —“ CRON [EfEZF 134 B
FR) o BINERT , T SR BHREY Patch Manager 3 B3 Hi# 78 #,
7. MWRIEE Scanandinstall ( AEHZER ) , BERBERIEEBRZTREATREMSAR Installation
schedule ( ZZ&itX ) o MREERE Use recommended defaults ( FERAHEENERIAE ) , N
Patch Manager HEH R ERNE EPRER 2 RLEHT,

« MRi%EE Custom install schedule ( BE M ZREITXI ) , BIERF Installation frequency ( ZE M
£)o

- WREEFE Daily (BB ) , BRAENBIREMNZENE,

- WR%EFEF Custom CRON expression ( BEX CRON &iAR ) , iHLL CRON RiAXHFE R
B AITXl, HXA Systems Manager i & CRON RERXNWEZER , HSH & . ERAT
Systems Manager By Cron # Rate &&=,
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AL | 5EBR Wait to install updates until first CRON interval ( £ 2% —4 CRON EIRF ZEE
), UEETREAAERNLET R LREEH. RIAMBERT , Patch Manager &% % —
N CRON HREHIT 2LEKEN.

o BEIWTE , HEIE Reboot if needed ( EENEHED ) LEFBITR. BUERERERH
B3, BERESSHTAERE,

8. 7 Patch baseline (#NTE4 ) HoH , EFEAWNEHN BN EFEANNT EE,

ZRIAER T , Patch Manager EATUIE X HIANT B, BXEZER | B TE L E K,

MBBERBENAITEAE , BERTEFEATMELKN T EENBRIERSEHATE Amazon #h T E
o

TIREEA Amazon TIE XA T EEXRZBENANT EAH |, Quick Setup R T EERZ
RN EXEAA T EHE,

® Note
MRIEE A VPC % RiEES) Systems Manager , R S3 B VPC i R R BE 4B S 17 18]
It S3 FtfE. BXREZEER , SR T K S3 FHEBIUE,

/A Important

WMRAEIE Quick Setup FEMAINT KHELE , MRELT /Dt E Quick Setup @ —IXE
NBEEXAT EEFT M ER.

MEMBRT T REFSIANBEAT EAE , BBAKT EEEH Quick Setup
Configuration details ( BEEF4ELE ) TH L 2ER—MEIE, EEFEHZ , #bT
RESIANMNTEEEREFRE , BRENBIMRENAN, EXFERT , BE Quick
Setup Configurations ( Bt & ) TUHE , #%$% Patch Manager Bt & , AAF 1 Actions ( &
YE) , Edit configuration ( {REBEE ) . CHIBRMATEEEMPTREER , BXANZ
HIMIRERGIEBIAANT B A,

9. ( A% ) 7£ Patching log storage ( #&4h A &EF4E ) o # , %EFF Write output to S3 bucket ( F%i
HEA S3 FiEf ) |, F4h T REBFFZMTE Amazon S3 FEREH,
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(@ Note
MEFBBERALZBIT REE , NEHALNERIKS XRAEDEELFHERBH RSN
R, KEPFIENFMBELENELINEETERBHNEANR. BXATEKF R T F#
WiFRNRESR |, 52359 Amazon Simple Storage Service AP 8RR R R 2 : 1F4E
BATEERTEK. FHEBXER.

10. EFERIW S3 , UARBEGREEREFENT BERMENFEE, EEKS SIE RN 76 MR =
PR, % Targets ( B#5 ) B2 ERENFRFFEERKS M B RERLMEBNATRME S3 FEFEH
BEAMRBRT EHITIER.

11. % Targets ( B#r ) 80 H , @R TORTUZ — S E LA T RESRERY K P A X,

® Note

MBEBERE—IKF , ATAHLAMAL LN (OU) BETFR AT A, £0LLUER 2 [ILE
2 R AT Amazon Web Services X138 R FTE X1 , &2 CF I EE R A T 8%
B X35,

- Entire organization ( BMNALR )  ALRFHFEKF X,

« Custom ( HENX ) : XREEEN OU FX1F,
« 7£ Target OUs ( BARALRE( ) #80 , ERBREA T REEHWHL L (L,
* 1 Target Regions ( B#RXiH ) 885 , EEERE T REHXHE,

« Current account ( HEIKF ) : AELEHEBEZTNKAPEENXEF R BHRXE, EFN
THREZ—

« Current Region ( HalX1 ) : (NAEEHEFERHXFHNEET SR B .
 Choose Regions ( EFXig ) : EEEFANT R AZHNENXE,
12. XF Choose how you want to target instances ( &R B HLEMAEMES] ) |, FIRBUTIRTIZ
—RARC BB TR
« All managed nodes ( FTERET R ) : &E OU MIXEHMWAIERET <o

- Specify the resource group ( IEERRA ) : NIIKRFPERTRANBHRGHERERZRIENE
FRo
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® Note
Bal , NENMNKFEEXFERFTRA, EEISANAKFPHRR , TEFETEHN B IR
priRl 8

« Specify a node tag ( EEET RHE ) : AEFALEENRBEXNFIENT RS 2EEN B HRIK
FRXE P B E X,

* Manual ( F3) ) : NIIRPFHEEMEEEKSMEXBNEET Ko

(® Note
%0 B 514X 2 ¥ Amazon EC2 =4,

13. 7E Rate control ( IRE#2 & ) o , MITUATRE -

« X¥F Concurrency ( #% ) , MAERMNZTA T RENT RBER B2 L.

* X F Error threshold ( $8iREI{E ) , MAEAN T RBEAB A ATRRHIBE RN T RBERED
teo

14, EFRFTER IAM policy 7500 E B h0 2 KB B TR KB ES B S S IE4E

IR SR I Quick Setup Bt B &I 1AM policy M AT E M NS HIEE X4 ( EC2 3£ ) AR
SHAG (BARETR ) WT R, EENREXTRELMNEFREEXHERSAR , BEFTE
& Systems Manager FTEHFTENIR , BATHEIRRIZET,

BEALAE RSN A THE R T REEENANKS NIXEPEIZNEET Ko

/A Important
WMREFEP I EIEE , BRE Quick Setup AL T RBEIMEERNT R, NIAHH
REEUTHE :

B 4889 1AM SEBIELE TS IAM ARSS A @ ARIIRER |, AmR N4 T REE G2 R S3 FiE
ER S ER REXNFRIC IAM KFIE B X4 IAM RS A6,

BXRERE  BFZABR 1 REBCHXIREXHAIBSACEREAT R —EER |
A2 Quick Setup A EHBEEXHRBZTHAE

15. & BlE.

EREMNTREEEEEWNTIRRS , LA LM Quick Setup REHHEE.
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DevOps Guru BLiE

AEE E A Quick Setup tRIEHLE DevOps Guru T, Amazon DevOps Guru H#LEEF¥ S (ML) X
BHRS , BN RENARFNZETHEREM AT A, DevOps Guru 2K NFEEERERXNTRER
TR, AT RBIRFNEITRE , LEeEmES, DevOps Guru & H3IM Amazon N ARFIREUHK
7, ARME—2FER , BT URCETHEEFTNRIE, TEFFHRERELZVHFFI T UL ARENT
FFiaE A DevOps Guru , AR N AREF T AEMN T FE4%,

ATLATE LA Amazon Web Services X1 # £ H Quick Setup Eti& DevOps Guru :

. ZEFL (HZRITMNILLE )
. ZERL (RZAMN )

. ZEFEL (RPN )

- BMIBK (ELEE )

. BOM ( BRE)

. BMBK ( HFEIFRE )
. WAHX (#Hng )

- TA#BK (EE )
- TA#BK (FE)

BXEMEE , B2 Amazon DevOps Guru EHT.

FRFM

EXERUTES 2, XMELXIEE T Quick Setup WEXIF, BXELR , 55K B EE Amazon
Web Services X8,

Ei& & DevOps Guru , 7 Amazon Systems Manager Quick Setup 12 &1 & F T T IRE,
£ Quick Setup i%i& DevOps Guru

1. 1A https://console.aws.amazon.com/systems-manager/ , ¥TF7F Amazon Systems Manager 2 |

Ao

2. HESMBEHET , % Quick Setup,

B
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©

MR E %&£ FF Amazon Systems Manager £ , B E R IR
(=

DT SMER , RAEESMEEHIERE Quick Setup.
£ DevOps Guru *h £, & AE,

® Tip
MREZWIKFHAERE —NHZANEE |, BEIERE RN FHELE B0 MY B 6 2R 2L
EEFH,

EREERINZD , ERESHH Amazon FIRFEH LR B A HIEIA,

MRREFEDPNENALPRERKF NAWATE Amazon BIFED , N7 A /57E DevOps Guru
BH A PIEBRES T Amazon AR, DevOps Guru 20 FEH Amazon BIRFER ( 4

#n Amazon Simple Storage Service (Amazon S3) 7 # #]1 Amazon Elastic Compute Cloud
(Amazon EC2) 326 ) , XEFRFREFIEZANENARITOE, BFEENBNEIRRXLAES
HH Amazon FiF/PNEITER. NIRRE—DRALERIER,. SHHAFFENR , ZREFLTE
IR NFE Amazon BIREE X FHNMEEBURTFMEA,

MREF TS SNS BAED , NECAREEMNVHLE T (OU) S Amazon Web
Services ik F 8|2 Amazon Simple Notification Service (Amazon SNS) £, DevOps Guru
FERAZEBBEHNEZEER DevOps Guru B |, fINFEEER, WMRFEALED , WA HBEE
DevOps Guru $# &l &R INER,

IR %R F A Amazon Systems Manager Opsltems &30 , W #<# Amazon EventBridge
E#F Amazon CloudWatch 1R 8|2 4E T4 (Opsltems).

FEITXIED S | % Quick Setup EEX FIRFT A TR TE BH E XTI FEMR, BRINMEILT
BIT—Re. MRFHEL Quick Setup EENFFRFIBN TR TRENER , BEAENLTEER
Ao

HEEFRERD R, EER SV DevOps Guru S AT E R — LA QR {7 (OU) FHYER 2 5l B A K~
Y B R
MREFRBENL , BEHTLR 8,

MEERLFIKS |, HERTSER 9,
B OU MBFXEE D F , P EFA DevOps Guru Y OU FXIFH Eik4E,
TR YEIK P EMEH DevOps Guru B X i,
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9. 1&#% Create (I ),

Distributor 27 2388

Distributor & Amazon Systems Manager B 28, Distributor 322 Al LAEN £ SEREBE /Y
ARERGRETHES, AL Amazon Organizations B £/ Quick Setup ¥ Distributor %t
H2EREE| Amazon Web Services Ik F° #1 Amazon Web Services XIBsEANALRF, B, R
BERE A Quick Setup #¥ EC2Launch v2 X, Amazon Elastic File System ( Amazon EFS ) 3£
I E8H Amazon CloudWatch X3, &3 Distributor WE ZE LR , 5% Amazon Systems
Manager Distributor,

TR

EXERUTES 2, XMELXIEET Quick Setup WEXIF, HXELR , 55K BEE Amazon
Web Services X1,

E 2 Distributor 342 , i Amazon Systems Manager Quick Setup & & hHITUTES,
f£ A Quick Setup #B#& Distributor 342

1. 1A\ https://console.aws.amazon.com/systems-manager/ , $TFF Amazon Systems Manager 2

L
Ho

2. TESMEKTP , % Quick Setup,
HE.

MR & %34T FF Amazon Systems Manager £ 1T , i&Z K2 B #x
(=
LT HSMER , RAEESMBEKFIER Quick Setup.

3. EpRFRL, EFNE,

® Tip
MRENIKFHERE —NHZANEE |, BEIERERINFHEE IR0 MY 062 R 2L
E&FF,

4. EEELKAHI P  EREHBNRHFS.
5. EEHHDF , EREENRESHMEINBENMMLA, HP—LALH Y (OU) ERHBTEFKAKS,
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MREFRBENMELD | HENITHR 8,

MREFEBENL , RERTLR 7,
6. EEBEHROU o , EPEHFFHHETH OU MXIFHH S IEE.
7. 1%&$E Create (BRI ),

Amazon EC2 =4I&RiEAE

f&BhQuick Setup#9Ih&E Amazon Systems Manager , B LU B R AEREENEBEHMNELETS
M it E = (Amazon EC2) =461,

Itk Quick Setup BLE AIRFBRIEEMIT RIS MEFE LA, NTHEBEREZEERE. ZeEA#HEE
BREAFEEZMNSITROAM=ENTLERS. Flm, HBBEEAIELSHIFEET , BIEEI8EET
5XR. BRAET 10 MMt MR, BUNREXRFIBRTMEFLIZIT. ATESTETEM 168 /6t
BWAE 50 et , KOETHRARFTTE 70%, A Quick Setup FLKEE[FZA. BE , REFELRE
MARMERRSE , AT~ ERAR , EFKREATREEEN RS ZH.

£/ Resource Scheduler , A L% Amazon Web Services i/ IRIESRE X WITRIB s ELE
Amazon Web Services X135 F/Z31 Z =6, 1Z Quick Setup EiiE A EIEE NI ZZEAFE I
Amazon EC2 kIR BHr., BRRAERFRAGLBEHEEEREFIEENELTENIRIZHSEH,

BANREESMNXERZ AAE 5000 MR6l, RENAFIERELEXZFREERT 5000 MNEH
MBI EZSNEE, HANEIREKS  LESIMEERZEE 5000 MLfl. 2SN EREER
FF Quick Setup BCIERY , MAUSEFRINIREZAE. Sl , —MEE T SMERERN Prod” IR EH
HEnV', 5 —HEENEREN DevHIFRERHHENV’,

MRERBREE , FABRB\ELHNELNIUTRELNEZIEG, ERODBERT , BT APHEEX
W, ATRETTIERIF L EUE B SR

REYEHRENEGIL T stopped REH , BRBERFS 2BFIXLELE, B, REXRMILTF
running RS F 2F1E, HRFERFESHRIVER LZET , A AREESEENNESHHE
IES2Pl, i, BEIRT —NMELF 9 REFRFAWITR. RRAERFELF 9 REFAAESEE
ERREXRBKBL T stopped REWKH, MREFEFHELES , HREEEFHFILBREIE
MRE running RE. B , MREXFRUNELERITFIEY , WEREFERFT2BREF
%SRBI,

MRECIEZNITTRIF R R BT FLERE , RRAEEFRBREXRFIBRET. HlM, BET —Mt
¥, EFIRBHEM , LF 7 REFLRH, BRRAERFELF 9 REFIESEEENREXE
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BAT stopped RAESHIKA , HEEZ-REF 7 REFLSEH, N TERSTITR , FRERNERT
XEFHNBEH, BEFLERNBEANITIINE=X,

FREM

EERUATES2H , BAELRXHEET Quick Setup WERXE ., BXELR , B2 & E=E Amazon
Web Services X5,

EH Amazon EC2 EfIi&EitX] , {51 Amazon Systems Manager Quick SetupiZ#l& T TE

%o

{# A Quick Setup & E3:FEE

1. $TF Amazon Systems Manager ##|& , MiEJ https://console.aws.amazon.com/systems-

manager/o
2. TESMBEKTP , % Quick Setup,

B

MR E 5% 3TH Amazon Systems Manager 1T , HiIE B E B B4R

(_
DITH SMERE , ABESME #%Quick SetupPH1TiEE,

3. ERRAERFH L, EHEGE,

® Tip
MRENKFHFELE—NHZANEE |, BAEFRERINFHEE B0 B AR R L
EE&FH,

4. 7E Instance tag ( SEHIFRE ) #B49 , EEENA T 5T RIXBKRHEFINRZZEATE,
5. 1£ Schedule options ( TTREED ) o , EELRESHMELFIMNEX, BEMeTE,

6. 1£ Targets ( B#r ) 4o , EFER N Custom ( BEN ) AL HE A (OVU) ERIEEZFK Current
account ( HBETKF ) 1§|E1ﬂf£ ;

« Custom ( HEMX ) : 7£ Target OUs ( E*‘Riﬂmiu ) Ho , EREGEFNEENAREN,
5 , T Target Regions ( B#RsX1H ) 5 , EFEL El‘l‘k‘JE’JEﬂi

o HEIK/ - EFR Y X EEE X, ﬂﬂ%f&’?ﬁﬁ? Choose Regions ( EEXig ) , FERE
EHAIEERER Target Regions ( BARX1E ) -

7. WiE Summary (HE ) HoHBITRIEE.
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8. EEBIE,

Amazon BIREHEEE GlE

f&BhQuick Setupk9IhAE Amazon Systems Manager , & LURIERE B Amazon BIREHRZEST NIERH
KIIE Amazon Web Services Ik SE N Amazon ALFHWERR, BRI FEREH. HRZEMIDEx
BIEEREBR. Amazon RRIRRE FHRSIIRENM R ZHERER, Resource Explorer £ /& fth
BEFRCIBEM4EF Rl , MKEFXREHNEIRNEER Amazon Web Services K,

Quick Setupfor #REER T HINITREIBEELRE. BXNWEZER Amazon BRREES , S
BB 42 Amazon #HRIRZEES ? £ € Amazon BRIRRST AFER) &,

£ tbHAR Quick Setup , BRI BB SHITUATIRE -

« EYREYE Amazon Web Services XiF — /N 812 —/ 3 5] Amazon Web Services I
- EHRIEEANKFRAERSINXEFMWES,
- EREBRSIXFHCE—NRIANAE, WOBRERERYE , AEELREERSIFRIVMER

Bo
RNMXR
ERTTIRFANLSR , BLAEBUTNR :

« 84E : resource-explorer-2:* - FJR : TRERR (*)
« #BfE: iam:CreateServicelinkedRole - BJR : TRFERR ( *)

e I A R T

1. $TF Amazon Systems Manager ##|& , MiEJ https://console.aws.amazon.com/systems-

manager/,
2. TESMBEKTP , % Quick Setup,

B

MR B % 3T FF Amazon Systems Manager £ , FikBREE B4R
(=
LITHSMER , ARESMBEKQuick SetupH it 1TiEE,

3. BEBR-ANEXI , REER “FE,
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EREXNER/FH L, RRE,

EREREALIXERS , ERELERER[/RINXE, BRI ZERESAFHEVENXE,
(A ) EH ERER EEFMEXEUAN KSR AR EHFRE" ERE,

B #e  ARESERINFIRN BAIRAR PR EAL LA (OV).

EXEHs+  SREESEREFTHXE.

EERERE A REEFRME.

© © N oo o &

ERFNRERAE L , S S ZE EIRS.

Xt Quick Setup 45 R3t 1T FEHERR
B kW

R CloudFormation ik EEQEIEAR LN , NEHBLEK, FAUTITRBAEILE LM,

1. 5%l Amazon CloudFormation 5 4

2. EEFEEB Quick Setup ELERIERI MM, Stack name ( HR B ) BFE QuickSetup , &
BRCIERNBECESRS | 70 SSMHostMgmt,

® Note

CloudFormation & i &l BR & M BV R Z B . IR HEMR R IBMAE Stacks ( Htk ) &
o, BMFFIERMAHIRFIEE Deleted ( EMIBR ) o

3. B&EE Status (JAA ) M Status reason ((RBER ) » BXRERRSHESZER |, ESH
Amazon CloudFormation F F 3858 R BV HEAR IR S KRB

4, BTHEAIAMNBEYLSE  BES Events (B4 ) MM FHEEFSINEHHIRS.
5. i5#&E%E Amazon CloudFormation A 38 F B EHERR.
6. WMRETZEMEA CloudFormation HIEHRRD IRBREIBBEAM , BHREEHEFEHEE.

R 9 < BR

MRIEBLRBHETARBEEAK , NENE B Configuration details ( BEEBFMAELE ) RE LK
Configuration details ( BB i 4{E 8 ) FKFLE R Configuration status ( BLEIRZS ) F Failed ( %k
W) o BERAUTSERI R MM KB 1T FEBERR
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1. £ Configuration details ( EEEFAEE ) ®HP , FERAMAVEE , RE%EE View

Details ( EFFHEE ) -

8 HIREKE M.

S 1% State Manager , RAEFREBEMMIETIERFERSP,

B RER , RIF%#R Execution history ( {TH RIEFH ) I+,

AT ID TH , ERXBHXEKRIT,

Association execution targets ( XEXHITEHR ) TEIHETXENAAETR. ALEZITH
WATIE R iR,

7. ERHNEYT , ARSR-AHAESTROTHESZIRNERER. SMPRTELETR
TERNFERES. BEEMBSRNVEIRHEE UHEBARRFIZ,

o gk~ w N

MREFSRBHTEZRRAD |, BN HEH O ERER, BEEMOEXE , Bk State
Manager I BR K MATRER. MIBRXERE , B R B H ARG ERAVIET , AFiERE Update ( E
#)o

® Note

BRHEHARENRAUKE , LMERFERBKEKNIKS , REERALTRBKBRERE ,
WREIFTR. HEERBEEKSNSRE , KB ID FRERE B iRk B,

RERES

AEERENFAEENEEN , EUNEEFMIBENRERS. SRAFNEEE Quick Setup 3
TRERARRSHUEHRTERN , 2REBERE. WREDNHREEZERBERETER ,
NRFFER—NEEER , BERERENTERE. BB REFRBFERRLREEER
mERNERE,

£ State Manager R ERK<ERET , HABEQERREES. EEEHEE , BHREEEHEFEM
BROCEX A A BRAVIE T, E5%$R Update ( BHT ) HEFBBTHKo
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g

1

ZEBEEBRE—EIhEE , BBEEE Amazon BiR.

i
Inf}

ES ]

* Amazon Systems Manager Incident Manager

» Amazon Systems Manager Explorer

 Amazon Systems Manager OpsCenter

- M Systems Manager £&H# Amazon CloudWatch 3 il E 4k

Amazon Systems Manager Incident Manager

£ Incident Manager ( Amazon Systems Manager B9 —I1Ih&E ) SREE Amazon EENW N AREF+
KEMWEH, Incident Manager &€ TRHFSE, LR, BITFM. WAk, WRREMNSEHED
i, ARBENEANREREDRXREHHENAREFIRE EFRS. ETHEX Incident Manager E
%8 , 28 Incident Manager f ¥/,

Amazon Systems Manager Explorer

Amazon Systems Manager Explorer @ —/NA BEXWZEEEHER , AT REE X Amazon &R
2. Explorer £ Amazon Web Services XiF R & & REH Amazon Web Services Ik~ #Y
ZEEHIE (OpsData ) » £ Explorer 1 , OpsData B8 B X EEMNZ o EFRERNT RN T

&, OpsData EBIEHfh Systems Manager ThEERHHIE S , ©1F Patch Manager ¥ T &
State Manager XEx &M MEFEMER . F T —SELEIHE OpsData HIZ#E , Explorer 2 E Rk H
Amazon Config, Amazon Trusted Advisor, Amazon Compute Optimizer#l ( Amazon Web Services

Supportx ¥ Al ) X% Amazon FRFHER.

NIRSBRERHBESN , Explorer k2 & RIEMET /L (Opsltems). Explorer 24 7 Hx Opsltems 7£
WERNBEMARFZEN S MmAR. EIIERBEEHES , UREIIEXEITHARELT
X BAILATE Explorer PXE E#HTHEMMIE , FESRNESEMXWIT B NEZREUEHERN
mB L, EERSHAREB , BALAEEA Systems Manager OpsCenter 1217 Ba1{biz 1T F M H
POR R RIX LR B, BEFF AR Explorer , i$T 7 Systems Manager &4, ESMBERKT |, %&#F
Explorer,

TERERT —L2MNIREE (#NDEHE) , BT Explorer H,
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RAriEmE

Instance count Managed Instances Instance by AMI
Group By Tagkey:BUW 1>
1
AMIID Instance count
Groups Instance count ami-00eb20669e0990cb4 5
Financial 2 ami-027a14492d667b8fS5 5
Engineering 1 ami-b70554¢8 3
Support 1 ami-0b898040803850657 2
ami-0000000321 1
corp ! I & Managed instances
) ami-0000000458 1
I 17 Unmanaged instances
Open Opsltem summary Opsltems over time
Group By = Tag key: BusinessUnit ¥
Groups Total 0-30 days 31-60 days 61+ days Hint: Click on legend iems 10 toggle visbiiny of
I Cost Availability [l Performance [ Security [ Recovery [ Other
Marketing 4 0 0 4 o0
600
Retail 1 0 0 1
500
Logistics 1 0 0 1 400
300
200
'\
100 A Z\
/4 A\
0 —_—F e e —— e e e e e e e e e e e e e
N IS S S Al L0 0 o L O PP FFFPES PP
ISR MM M SR S SR RN P S S S S I I &

Explorer EE WL IHEE ?

Explorer ‘@& T IHEE

- AIRMEEENTTBENERAZR : Explorer 31FHEH/DNEH , ©11B31E REX Amazon BiRH
A[R1EE B, Explorer ERMERN/PMAKFERER.
- SEM/NEH - XLE/NEHSCE T KB Amazon EC2, Patch Manager, State Manager 13z 3514

Amazon Web Services ( 21 Amazon Trusted Advisor, Amazon Compute Optimizer 1 Amazon
Web Services Support ) BIE#E, XE/PMAGRMTEEN LTI, UEBIE T # Amazon %
REVRSFIRIEX RS, 5§ B4 RBIEHE Instance count ( EHITTER ) . Instance by AMI ( 1%
AMI X% #93=41 ) . Total noncompliant nodes ( FEMMITT L EE ) (&% ) . Non-compliant
associations ( TEHHIKEX ) M Support Center cases ( ZEFHLAH ) -
+ Opsltem /MR : Systems Manager Opsltem 25— %1 Amazon BRMEXIVIRIET/E

I, Opsltems 2 Systems Manager OpsCenter f§ —IIh8E, Opsltems AJEEE R DevOps TiE
MiAERE  HREAENYIEERE. FTRER Opsltems REIEHE : BEH Amazon EC2 3£4
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CPU %, % B Amazon Elastic Block Store (Amazon EBS) &, Amazon CodeDeploy B
EXRM , = Systems Manager Ba1{bL1TAM, Opsitem NAHH RHBIEFE : Open Opsltem
summary (3T FF 89 Opsltem #E), Opsltem by status (IR 2B Opsltem) , LAK Opsltems
over time (FERYAIZ{LHY Opsltem)s

« Filters ( TEESRMH )  BNDNAHERM 7 RIE Amazon Web Services K. Amazon Web
Services XIFFR LR IFIEE SN INEE, FRIESRM A SARS B IR IRIEL{L Explorer HERHER.

- Direct links to service screens (fEMRF RBHEREERE) . N T HBEEZE Amazon FiRHYE]
& , Explorer MAHBERAMXBRSEENEZEE, IRSMEEHBRSESE , NAT/ N4
MY Ik R PARE Mo

* Groups () : A THEETHARPRIRFERBNVRE | BRLUER - L NEFREKS, XEHM
RENBIEHIT DA

o WMERZR . EIRIE Explorer B , BAIIEERS 5 MR, XLERA LA BIES Explorer #1
MEERTOEMGE, MRIBEENBEERK Opsltem WEREHNBIE , NZENEFEIEHE
Opsltems &,

« Amazon Web Services ik 7 #1 Amazon Web Services X153 & R =f#E 3K : Explorer 2#E LA
TER#E , AT Amazon Web Services ik 7 Fl Amazon Web Services X #) OpsData &
Opsltems :

- BIRKF/REXE  XRRAAE. £ZEXT , AR TUES B CHIKS N80 X85 8y BiE

Opsltems,

- BIKF/BXI  ZERNEREFE A Explorer Settings (IRE) THSE—IMRZNMNRBEEERS,
BRBERSRE —NRBZNXFEAF M OpsData, ERIBERRHIBEBRL G , BRI LLfE Explorer 12
HER LR EFANRLS . RE , EUUREXENBEHRITIHFEM D A,

« Multiple-account/multiple-Region (ZMK /% X 1) : ERXEREWHL[H LT FEH Amazon
Organizations , # B $TFF All features (FTEZh8E). EEBNITERZEHRAEE Amazon Organizations
B, BN EEBRKFPREMEKFHE. ARG , EULRIERERERS | UEREXE
BIEHTIHRIERN 2 4H,. BX Organizations B All features (FTEZHEE) BXWEZFELR , TSHE
Organizations /5 AT G &L,

* Reporting (1R %) : &AL Explorer i FELES ZFRIE (.csv) XHMFER S HE Amazon Simple
Storage Service (Amazon S3) F# M. SHEMGE , BL2UWEIRE Amazon Simple Notification
Service (Amazon SNS) #J12R.
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Explorer #1{i] 5 OpsCenter #H< ?

Systems Manager OpsCenter 2t T — M UMUE , EEIRIIMIT ZELARTUEHFESE, FE
FMEE RS Amazon #FRH <K Opsltems BB, Explorer 2 —MR&EH L , DevOps KB AL EHPE
& [E Amazon Web Services XF K~ FHIREBIFEBHNRERWE ( =& Opsltems ) . Explorer A
DB AMEBEMER | HESLERNMER Systems Manager H31{LIE 1T F AHRIE AR R R B,

OpsCenter i EIE S Explorer RBEKE—#2, MRERE OpsCenter , Nl Explorer Bzh & RIEHE
B4E , BFEBEX Opsltems R E 1.:. B, MREAKRIZE OpsCenter , M B LAEA Explorer i% & LAFF 14
FERXHIIhEE, BXxEZER , HSHSystems Manager Explorer 1 OpsCenter Al7,

f+ 4 & OpsData ?

OpsData = Systems Manager Explorer #ZHIE R P E RNEMIZERIE, Explorer NAATRHHEE
OpsData :

* Amazon Elastic Compute Cloud (Amazon EC2)

Explorer F E RHBIEDIE - TREHK, REXNERENTREE , URFEASKE Amazon
Machine Image (AMI) B9 =i+ 3%,

» Systems Manager OpsCenter

Explorer & REVEIE R IE : Opsltems FIRZSITEL. Opsltems L™ EH 1T, Opsltems BHME
30 RETERHI AR L 1T B AR Opsltems — EX B8] 77 52 #0448

» Systems Manager Patch Manager

Explorer P E RHBEIFEFEATRNMXBLAEAT RN E.

 Amazon Trusted Advisor

Explorer FERHIBIESHE | X EC2 MFAKHIIRALIL, REM, BRERED. MEREMN RS PR FIH
B REIERRERS,

« Amazon Compute Optimizer

Explorer A & REYEIE S HE : Under provisioned (FIE T &) F Over provisioned (MEI E) EC2 38
BlRyitEh, MILRIMER, BREENHFE , URKXTROIRENNEHE,

« Amazon Web Services Support 7 4

Explorer F ERHNKIERHE : A ID, =EME., RE. CIEME, EB. RSN,

+ Amazon Config
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Explorer F E REVIESIE : AMF T EHE Amazon Config AN BARBE, SAMNTEAER
WEHE K UREXRBNERNEBEEEMAEE ( YBRATHRENTEANAN SR ERT ) o

» Amazon Security Hub

Explorer 1 £ REVEIEDHE © Security Hub ERMEARHE, BHEEMIEANBINERNEE , UK
BREXRNEFFRER.

® Note

E 7 Explorer & %E Amazon Trusted Advisor 1 Amazon Web Services Support F/0 T |
& AIFE B Amazon Web Services Support 32331& B 1l Ik /- 5 7 ol K P

BT LAM Explorer Settings (1RiE) REHEFMEE OpsData R, BXRREMEEFEA OpsData 1&
7t Explorer NEHMRFMEE | B REMEXES.

£/ Explorer @B FEEWEFZA ?

A, FEERRERE , HEITHAIE Opsltems BERIAF NI |, BB BIE

Opsltems HWiI18, MiRIES A IZE M Opsltems BHERZEHNIKF KR, TLRESAHRTH
GetOpsItem, DescribeOpsItem, UpdateOpsItem 1 GetOpsSummary API i Kk ko &89 ik
FPU2%, AL, AR SN EMRSZHNAE APIRA ( AFHERWIZHER ) AEKE, BXES
{£8 , 1§28 Amazon Systems Manager &4t

FA
 Systems Manager Explorer 1 OpsCenter A|’]

- I/ Systems Manager Explorer

M Systems Manager Explorer & i OpsData

« Systems Manager Explorer |8 @ E &

Systems Manager Explorer #]1 OpsCenter A|’]

Amazon Systems Manager &£ £ 1% & 45 5k A5 By & FF 12 £ A Systems Manager Explorer
Systems Manager OpsCenter, fEZAX 44 | Explorer #1 OpsCenter REMNERIRE, MREIRE
OpsCenter , BMAFEESERERZELURIFREFNIZT, R EKRIZE OpsCenter , W AT LAEAERK
REUFRER XA IhEE,
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® Note
ERIREXTE Systems Manager # & & PiRfit, BFEELURIES NIRE Explorer =
OpsCenter,

ERIRERITUTES :

- BEEACINE : ERZENEE— Amazon Identity and Access Management (IAM) A€ |
i Amazon EventBridge RIEZRIAMN B 31 812 Opsltems. EIREE , BAIA OpsCenter Bt iE A
. A8ABNR , mAEHS RATR

- SFAATAIE Opsltem KYERIAFLN : EFXIREFIE EventBridge HAIZERIAMN, XL N B 3h A
# Opsltems A BNEH, XLEEHHREIBIE . Amazon BRAVRATIL, ZL2IRBEER , RS
TERTHH,

« 71F OpsData R : £RIZRE N A FER Explorer N EIEIR,

- ATBEERENREE  ERRENATERZEE 5 MEHRZE , LB REATERERY
# % Opsltems,

EERERRER , RINNBWERIEE Explorer LLE RZAN X MK - h#IE#E, Explorer
OpsCenter B3l W IBETKEKIRER £ AR Amazon Web Services Ik~ F1 Amazon Web
Services X13 A% OpsData M Opsltems. &7 6122 FRHIER L RS H Atk = FXigH 5
OpsData # Opsltems,

® Note
& AT LARB R 7E Settings (IR &) NH LERRELR E

REMARERS

Amazon Systems Manager Explorer 1 Amazon Systems Manager OpsCenter 2 M Hftt Amazon
Web ServicesH Systems Manager WEEREFE , KETCINXRE. BINBUEEFEAERIREZ AR
BEAREXEEMARSHIEE.

TREBEES A Explorer 1 OpsCenter ME A Amazon Web Servicesl Systems Manager Zh &
PINERE , R5EMNRE,
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RAriEmE

()

F Systems Manager B 31t B BR

REBHEE Systems Manager Patch Manager

REHBE Systems Manager State Manager

$TF Amazon Config Bt & 12 %25

J& i Amazon Trusted Advisor,

=

P

f

i

Explorer # OpsCenter 72 #&EF Systems
Manager Bzh{Liz21T FMIEE Amazon BIR
WRE, EFEAKEEIRE , BXRBEEET
Systems Manager Ba1{LETFMBINR. B
XELZEE  BERREEI,

Explorer @& — NN ARHEXIT EMN
HHESR, B Explorer FEFUHKIE , MM
B EENIEE. BXEZEE , S HAmazon
Systems Manager Patch Manager,

Explorer @& —/1NNAH |, EAREHEAX
Systems Manager State Manager <Bx&#M 14
H{EE ., BT Explorer FEFIHKIE , MM
BLiE State Manager, BEXEZER , HSH
Amazon Systems Manager State Manager,

Explorer £/ Amazon Config Bt & ic %2512

M BEAE /N IBHFEFTE X EC2 KHIH
{£8., E7E Explorer FEFIWHIE | BITFHF
Amazon Config Bt i %eF. BXEZELR , &
SHEEREIIRET.

(@ Note

EATEEICRSE , Systems
Manager RZAREFE 6 NI FT 2E
Explorer /NA#H & REIE |, XA
HAILLE SR X Amazon EC2 EHIHVE

/BN O

Explorer 4 A Trusted Advisor 12t EE |
£ R Amazon EC2 &= BIERAMLIL. &
£, BEREN., MERER RS BR &l S 17 &
EFXERRERIRS. E7E Explorer FEF L

T 1E A
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() ==
7 SR aRml Sl ZFiTH. BXES

8 , 2 M Amazon Web Services Support.

/8 8 Amazon Compute Optimizer, Explorer £ | Compute Optimizer 12 2=
ERUTi#FMEER : Under provisioned (F1iE &
) F Over provisioned (Fi &3 E) B9 Amazon
EC2 SRHIMItER., ILER, REEMIFA
BE , URKTERHEEBEFMNENEN, =
£ Explorer FEF I EIE , EITF Compute
Optimizer, B XEZEER , 5 Amazon
Compute Optimizer Al 7,

/& A Amazon Security Hubo Explorer £/ Security Hub &M HIEENA
HHhEREXLZEERNES . E1E Explorer
hEFIEIE , BT Security Hub £, B
XEZEE , BS M1 4= Amazon Security
Hub,

79 Systems Manager Explorer BLiE & & F R

ERIZE R B3I Amazon Systems Manager Explorer 1 Amazon Systems Manager OpsCenter £
B R B & Amazon Identity and Access Management ( IAM ) &2, MIREBER TERIRE , WFEE
BPATEMEAMESLAE R Explorer EEBEMINR. T , B&AHH OpsCenter BLENR , A EH
JEEFTR,

A%

- XTERREVNENAE

« 79 Systems Manager OpsCenter fi & X R

XTERREVNENAE
ERREQNENMBEELTARUFER Explorer  OpsCenter.

« AwWSServiceRoleForAmazonSSM : {ftXH Systems Manager EE = A K Amazon & IRKIH
N

FriafE A 226


https://www.amazonaws.cn/premiumsupport/
https://docs.amazonaws.cn/compute-optimizer/latest/ug/getting-started.html
https://docs.amazonaws.cn/compute-optimizer/latest/ug/getting-started.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html

Amazon Systems Manager ArfEm

« OpsItem-CWE-Role : f2¥F CloudWatch Events # EventBridge £|2 Opsltems LAl R & B4,

« AWSServiceRoleForAmazonSSM_AccountDiscovery : o Systems Manager ¥ f HAth
Amazon Web Services , LAMETE B S EHIFERT £I Amazon Web Services IKF° 58, BEXZABH
EZER |, 558 XF AWSServiceRoleForAmazonSSM_AccountDiscovery S,

« AmazonSSMExplorerExport : ¥ Explorer  OpsData § HEiE 5 2 FE{E (CSV) X#-

XTF AwSServiceRoleForAmazonSSM_AccountDiscovery A€

R A Explorer Bt & 7 £/ Amazon Organizations 18 REIER 2 & R %N - F X5 5 Ay 3K
#& , M| Systems Manager 8| — MNRFHEKX A B, Systems Manager £ LA EFE Amazon
Organizations F3RERE > Amazon Web Services Ik IS8, iZA&FEH UL TN RRE,

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListChildren",
"organizations:ListParents"

1,

"Resource":"*"

A< AWSServiceRoleForAmazonSSM_AccountDiscovery ABHNEZEL | ESH FHAARNK
£ O0psCenterfl Amazon Web Services K #I1E E. Explorer,

A Systems Manager OpsCenter i & X R
EERERRER , BXARBEAF. AxACKER , LMEHFBETE OpsCenter FIRITIRE,
FRaIER T

& A LU OpsCenter BLi&E 7 Z MK P XN £ K F 2| FEE Opsltems, MREF OpsCenter
BENBEZNKFSIZMEE Opsltems , Nl Amazon Organizations &2 M /= 7] LA7E E ik /- =
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FHelR., EFHHE Opsltems, MRFE , BIE A LLEF Systems Manager ZEEEAKF |
PATERR B K P 022 FE 8 Opsltems, B2 , MREHEANIKFEE OpsCenter , MHREEE
B2 Opsltems KTk P A &EFH I Opsltems. ETEE Amazon Web Services Ik P L E & Hi
Opsltems, Hit , RAVE AT A Fi=1T Amazon TEAFHM Amazon Web Services Ik R
OpsCenter BLEMNR, AE , BRI EZKFHIBAFRRA, XHE—K , SASEIRME IT Tk
AR ERETER —/ Amazon Web Services Ik 122, &E& M4 Opsltems,

Explorer 1 OpsCenter fEA LA T API 4, MRENAF, ANASFHBHRXLERENNR , &7
LAfE B Explorer 1 OpsCenter BIFT A ThAE, EE AT ABIEE =R RINE , AT FEAR,

» CreateOpsltem

» CreateResourceDataSync

» DescribeOpsltems

» DeleteResourceDataSync

» GetOpsltem
» GetOpsSummary

 ListResourceDataSync

» UpdateOpsltem

» UpdateResourceDataSync

MRERE , B RUTRERRBEMIZENIKS, AEEREERRNR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:GetOpsItem",
"ssm:GetOpsSummary",
"ssm:DescribeOpsItems",
"ssm:GetServiceSetting",
"ssm:ListResourceDataSync"
1,

"Resource": "*"
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}

BHXRBIENMERE IAM policyWWEZEL | B2 (IAM BFEERE) T 612 IAM policy, BRI
KEEDES IAMANGEERE  BSFRERBEMHINE IAM 4,

ERAUATARENR , FFERBRRNBENAFT, AN/

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:GetOpsItem",
"ssm:UpdateOpsItem",
"ssm:DescribeOpsItems",
"ssm:CreateOpsItem",
"ssm:CreateResourceDataSync",
"ssm:DeleteResourceDataSync",
"ssm:ListResourceDataSync",
"ssm:UpdateResourceDataSync"

1,

"Resource": "*"

}
]
}

BESEAAFEANSORRARER  SrERATEMETKREER - 15 RNR,

ERHEBRANR , ERENRAS, ARAEFMNR

- BEHOREEE IAM RIEENAF
UIRERATENRERIENAE, HR (AM AFER) PAE=75HREBESE (KkEs
RIIUE ) BHBAREITERE.

- IAM AP :
- HIEENAFATUEEN AR, BR (AM AFERE) F3 IAM A el2 A SRR BERTERE.

(FTHECR ) FRBEZMMIA[AFIRAFFNERASA, 2R (AM AFER) FEAS
AN FR (#EHE ) AR BT IR,

FriafE A 229


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups_manage_attach-policy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon Systems Manager ArfEm

B fEAFRZEBR X Opsltems BY 15 (R

&5k v] LUB S 8 R 8 EAR YA BR IAM policy SRR #IXT Opsltems BV E, A TR —MEE
Department $rE%# Finance R EEM =, FIALKE , AR RsEBA GetOpsltem APl 84E |, 3k
EEF 282 A% Department B Finance #5i2#Y Opsltems, AP TEZEFEMH i Opsltems,

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [

"ssm:GetOpsItem"
1,

"Resource": "*"

"Condition": { "StringEquals": { "ssm:resourceTag/Department": "Finance" } }
}

UTR—MEERATEBFNESH Opsltems By APl BRIERRAI, LEREOEIEE T RARSE/ENT -
Department-Finance Hl Project-Unity,

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"ssm:GetOpsItem",
"ssm:UpdateOpsItem"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"ssm:resourceTag/Department":"Finance",
"ssm:resourceTag/Project":"Unity"
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}

BXM Opsltem FIRENEZER , FZH Fa6lE Opsltems.

FTIF R

£ A% E A £ Amazon EventBridge F B3I BLE LA T BRIAM M, X LHME Amazon Systems
Manager OpsCenter H |2 Opsltems., MRERFLE EventBridge F A TEHIE Opsltems , iH1E
ERIRERFRRILIET, MREE |, B LT OpsCenter 1EE 45 E EventBridge E4H B 5. BX
FZEE |, BHSHEE EventBridge N LABIE Opsltems, &7 LABERT1E Settings (% &) TWE LX<
PR BRIAFL I

/A Important

BT ERBEBIRRIAMN K Category (351) F Severity (FEM) B , B LATERIBERIAF N 62
#) Opsltems L4REBIXLEE,

Rule Category Severity

[E] CWE rules (11)

SSMOpsitems-Autoscaling-instance-launch-failure Availability 2-High
SSMOpsltems-Autoscaling-instance-termination-failure Availability 2-High
SSMOpsltems-EBS-snapshot-copy-failed Availability 2-High
SSMOpsltems-EBS-snapshot-creation-failed Availability 2-High
SSMOpsltems-EBS-volume-performance-issue Performance 3-Medium
SSMOpsltems-EC2-issue Availability 2-High
SSMOpsltems-EC2-scheduled-change Availability 3-Medium
SSMOpsitems-RDS-issue Availability 2-High §
SSMOpsltems-RDS-scheduled-change Availability 3-Medium %
SSMOpsitems-SSM-maintenance-window-execution-failed Availability 3-Medium
SSMOpsltems-SSM-maintenance-window-execution-timedout Availability 2-High

MWMMWM

Ft & OpsData JR

ERIRIE TBUE LA T EFE Explorer NMAH B BIER.
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« Amazon Web Services Support /0 ( B4R E S TR F REBUE R, )

« Amazon Compute Optimizer ( EAMME W FHR Bl THEITRIF BEBUE LR, )

- Systems Manager State Manager <B&# %

« Amazon Config Compliance

» Systems Manager OpsCenter

« Systems Manager Patch Manager ¥ T &M1&

* Amazon Elastic Compute Cloud (Amazon EC2)

» Systems Manager Inventory

« Amazon Trusted Advisor ( AT B AL F il ZTFIT R T EEBUE LR, )

» Amazon Security Hub

EERERE

f£i% & Amazon Systems Manager Explorer B} , R Z A IEE 5 MRERS R, XERIBNIZE
BFETEN Amazon BR L. EMNTRFNFER. TRHEAMIREE , B FERAXERSER
1% Explorer /Y Opsltems.,

@ Note
$8IE AT LAE Settings (IRE) RHE LIEERSIHER,

RE Systems Manager Explorer LA & /R3K B ZNK P # X8 89 3137

Amazon Systems Manager &£ F 58 5 1% & 436 5k 75 By &8 JT 1 £ . Amazon Systems Manager Explorer
F Amazon Systems Manager OpsCenter, EXERIZESE , Explorer #l OpsCenter ¥ B3R
BiE. EEAME  XEEN BN EETHERREREAKN Amazon Web Services Ik 7=
Amazon Web Services X18[E% OpsData # Opsltems. MREMN E bk~ FXEHER & OpsData
Opsltems , BARBN BT RHIER YL , MAREBHFTIR,

(® Note
BRERZEMNEZEER , 5 Systems Manager Explorer 1 OpsCenter Al 7,

X TF Explorer W& REIER D
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Explorer W RHIERSREANRSIEI

« Single-account/Multiple-regions (£ /% X15) : & B LAfF Explorer BiE AR &K H %2 Amazon
Web Services X139 Opsltems 1 OpsData ##E , EHIEEINR T =5 Amazon Web Services i
Fo

« Multiple-accounts/Multiple-regions (Z 0k /% X15) : & LAfF Explorer BB AR EXR B 2N
Amazon Web Services XK~ HIE#E, LEME RS ZREFMEE Amazon Organizations. &
REFHEE Amazon Organizations f5 , M AT SURA L AL (OU) RABNALRE Explorer HHY
BHE, Systems Manager FHEIER S Amazon Organizations B2 F , AAFS1E Explorer &
ERIXLEHFE, BXREZEL |, 5 (Amazon Organizations AF#8E) HHI(T A2 Amazon
Organizations ?

/A Warning

MR ST Explorer B & ¥ Amazon Organizations FR AR B W HEE  MRELEDL
NPT E R G IK P H /S A OpsData, #EFTE K&K /3 A OpsData JR& XS OpsCenter
API B8 ( tb#0 CreateOpsltem M GetOpsSummary ) WEE, BEE RN FHIXLE API BE
%%,

TEERTHEENFEA Amazon Organizations R RHIERS . ERERT , AP BE%E Amazon
Organizations FEXFANKF . FREHIER DS HIXHNKF M Z Amazon Web Services XiEH#Y
¥ IEER & % Amazon Organizations BEMKF H , RS TE Explorer A& RIXLEHIE,
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RFiERE
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" - Resource data sync
EEE
EC2 HEEN —\
instance
Systems Manager
|| 9 Resource data sync
| | EEE
< v EC2 e
s Paich instance
k=] compliance Systems Manager
i rl
: Patch
Opsitem : compliance
OpsData Opsitem
OpsData
; (il \
3 EC2
o instance
c
8 ‘ Resource data sync ‘
g == 2E. org
e F‘alx T 11 ] 1111 HON
compliance Systems Manager H
] Systems Manager Y g Systems Manager |
- Explorer Console i
Opsltem
OpsData
Member Account 1 Member Account 2 Main Account
in Organization X in Organization X in Organization X
Organization X

KT Z2NMKFNX BN T RBIER L

EF N EBXREA Amazon Organizations W ZNKFMZNMNXBHRBRBERSHEZFHAEE. &
R, IR IBTE Create resource data sync (BB ERHRIER D) REFIERTUATEZ — , &Y
RNERTER -

+ Include all accounts from my Amazon Organizations configuration (2¥& & Amazon
Organizations Bt &+ FTEIKF)

+ Select organization units in Amazon Organizations (3% Amazon Organizations H #4041 5 {3)

MREFTEERAX LR — , WA BRI AT,

£ SSM #ZH| A BT FRHIER LS , MRAIEE Amazon Organizations Wz — , N Systems
Manager £ B3 R PR EX B R FTA OpsData R FEMNELR ( RkELALREN ) FHFRE
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Amazon Web Services &P, flin , BIMER i RERE — XE R FTFF Explorer , INRE RN R FREHIER
$i1%£$# Amazon Organizations &I , N Systems Manager $ B3I \1Z X1t & OpsData., BEEF
AL1F OpsData R 1ER TRIEFRHER Y |, BELIERIER LS EnableAllOpsDataSources
IEEN false. BREZER |, 521 (Amazon EC2 Systems Manager AP| Reference) H1#Y
EnableAllOpsDataSources,

MR IEERE RN RREIEE L 1EE Amazon Organizations &Iz — |, N IEAMIE FE Explorer 18]
BIENESNKFPNX S hERERIZRE. BN , Explorer T& R K 5EHKERIZ B IKFMXEE R
OpsData #1 Opsltems.,

MREFE—FKPRINEIENELR |, Explorer F B3 R FFFE OpsData RAT K, . MREXRE
MABLDFBIER T ZFIKF , Explorer $F4K4E M iZ Kk 7 # Yt & OpsDatas,

MRIEEHEM Amazon Organizations LTz —HWI AR FHERYL , REQRREHERERZE
E MM Fr A K 7 M XA FTE OpsData JRo

RIS F RS 7 INE Amazon Web Services Ik, F B8 Explorer W& iZ RS HY

OpsData , Systems Manager & E3ifit & Explorer LAY 5% OpsData, #lfl , RIRELE LB RIERER
BUERLS R |, BRALEAER Amazon Trusted Advisor , {BERRYALTM T LIRS , Explorer & B
HEFENEFREERS , A& OpsData,

/A Important
BEEUTEXRZSNEKFAXENRRBBERSNEEEE .

- BIBREREBIER L T LTE Explorer 5% OpsData JRo

- EBEEFEZ/KFHH OpsData # Opsltems , E4HMITFF Amazon Organizations All
features (FTEIheE) X , H B 45% %% Amazon Organizations EIEIK .

BERRBIERS
£ Explorer BEE R RHERLH , FEEUTFHE L.

 Explorer % %% 5 NERBERD,

- EAE-RXEMNBRBFRHBERLE , BELEFRZESHIKFED. Fla0 , RETE us-
east-2 (%M ) KR BIE—NEL , HiERF Include only the current account (X B+ Z Bl
MK EI , NSLAET R REBZES |, H BT EIERE Include all accounts from my Amazon
Organizations configuration (‘233 Amazon Organizations Bt B FTEK ) &, K , &
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I REE —NRRBERE L , ARNEFTNEL. EXEZEE , BSH MR Systems Manager
Explorer #REIER L

« 1 Explorer R&EEHR OpsData = RiE/,

ATLAE A LA R38N Explorer 2 EREIERL
BB RBIER L

1. 1A\ https://console.aws.amazon.com/systems-manager/ , TFF Amazon Systems Manager 2

Ao
2. HESMBE®D , % Explorer,
3. %&#% Settings,

4. 7f Configure resource data sync (Bt E R R¥IERL) #oH , % Create resource data sync
RIBEFREERD),

5. XF Resource data sync name (RREIERLEH) , BRA—NE#.

6. £ Add accounts (RINIKF) o, EFE—NEDL,

® Note
Z A Amazon Organizations &I H I EMR — 4> , BAHE R E Amazon Organizations
BEKF , HELMERE Explorer EREEAKF, EXEREEAKFNESER ,
BEHH REZREER,

7. £ Regions to include (E@HFEMXIH) oA , EFEUTEIZ —,
- 1%&3$F All current and future regions (FT 8 = 81 MR HY X 15) BJ LA B 31 [E 2 Fr B 281 Amazon
Web Services X3 FIHF Sk £ £ B9 4r1 5T X 33 9 804 o
« % All regions (FIERX1H) AT B3RS FTE X 81 Amazon Web Services X 13 A Y 53
- BIERESENXE,
8. i&#E Create resource data sync (BIEFRIIERF).

ERBRRBERLE , REATWREE/L DMV ELAE Explorer FIEXRIE, BUUEERS , 5
E= R M Explorer REY Select a resource data sync (&R R BHIFER L) HRPERZES,
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REZREER

mRESE S ERHIERE L 5 Amazon Organizations &4 KRR 4 2 Amazon Web Services X
=K F F # Amazon Systems Manager Explorer #(#& , EATE IR R Explorer Bl —MNEIRE B

o

pail

EREERALAERES A, SDK. Amazon Command Line Interface ( Amazon CLI ) 5 Amazon
Tools for Windows PowerShell , £ LA Explorer #REIER 2 API :

» CreateResourceDataSync

* DeleteResourceDataSync

» ListResourceDataSync

» UpdateResourceDataSync

EREERTUNBMNALARELR VN FEVUBSESHENRBRIER S, ZREE L IENRREE
EHFREZREBRAKFHAA, BFEE Amazon Organizations EBKF HEERSHFERREH
.

BEXBRBERSHNELEER , S K %E Systems Manager Explorer JLE 7R3k B ZNK P # X154
¥#E. B} Amazon Organizations WEZEE. , FZH (Amazon Organizations FIF{E®) HEf
Z & Amazon Organizations ? .

F&
+ EiE Explorer ZREE R
« BUEEM Explorer ZREE R

Bl & Explorer ZREE 7
FERALL TSI EM Explorer EREER
SEfft Explorer ZREE A

1. BFRE|EH Amazon Organizations EEIK .

2. A8 hitps://console.aws.amazon.com/systems-manager/ , T Amazon Systems Manager 2%

L
Ho

ESMBEKT , #%EZF Explorer,
4. % Settings,
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5. 1£ Delegated administrator for Explorer (Explorer WEREER) &0 , RIIBRBCEEFEN
RS EABNRSHREI, WBENLE , FiEFE Create role (BIZA ) M Enable access (B A
RN PR) 12 61 SR B B X L3R T,

6. XF Account ID (MF" ID) , %A Amazon Web Services lKF ID, LK 24402 Amazon
Organizations YL G2 0K o

7. 1%3% Register delegated administrator GEFZEREE R ).

ZREERIMEWMEHRNR , oJLLE Create resource data sync (812 FREIER L) R
H E£H Include all accounts from my Amazon Organizations configuration (‘21F## Amazon
Organizations Bt & PAIFTE K ) F Select organization units in Amazon Organizations (1%£#F
Amazon Organizations R 4A 4R 8 {7) 1E T,

BUESEM Explorer ZREE R

R TS REEUE M Explorer ZREE R . 2B Amazon Organizations BB F = 8 BUEE
MEREERRAKS. BUCEIMEREBRAK,F , REOMMBRZZERERE R IENE Amazon
Organizations B REHER L .

BUESEM Explorer ZREE R

1. BFZEEH Amazon Organizations EEIKF

2. 1A https://console.aws.amazon.com/systems-manager/ , T Amazon Systems Manager i

B
3. ESMmBERD , %F Explorer.
4. 1%$F Settings,
5. 7 Delegated administrator for Explorer (Explorer WEREIE R ) 24 , % Deregister (BUHE

i), REFER—FES

6. HWAIKF ID, RE%E Remove (HIBR).

LIk = R ERABEX Amazon Organizations BIREIER L APl BRIEMTHRINPR. RGN BR Lk /= 61 22
B FFE Amazon Organizations FREIERE L

{# A Systems Manager Explorer

X—HBraeTEXRNAEINBHABMNEIFERFERPERHOEE , WM BEX Amazon
Systems Manager Explorer 915 &,
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Bx

* Y548 Opsltems BIERIAHL NI

Ym%& Systems Manager Explorer #3E R

BENETHABMERARIERE

B Systems Manager Explorer ‘& REIERE £

$ZE WK B Explorer #9 Amazon Security Hub BY &4 R

4m%E Opsltems BYERIAF N

EERERIZER , REFTE Amazon EventBridge F A+ 2N, XLEHMNFE Amazon Systems
Manager OpsCenter B3 8|2 Opsltems. A5 , Amazon Systems Manager Explorer £ REX
Opsltems R EE L.

FMNAN T ETRIZH Category (325) 1 Severity (FEM) B, EREMNEHFEIE Opsltems B , B
B3 2 B iR K Category (3£5) # Severity (P E M),

/A Important

BT ERBEBIAFINIE Category (5) 1 Severity (E M) E , B/ LAERIBEIAFN 62
#) Opsltems L4REIXLEE,
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Rule Category Severity

[E] CWE rules (11)

SSMOpsitems-Autoscaling-instance-launch-failure Availability 2-High
SSMOpsltems-Autoscaling-instance-termination-failure Availability 2-High
SSMOpsltems-EBS-snapshot-copy-failed Availability 2-High
SSMOpsltems-EBS-snapshot-creation-failed Availability 2-High
SSMOpsltems-EBS-volume-performance-issue Performance 3-Medium
SSMOpsltems-EC2-issue Availability 2-High
SSMOpsltems-EC2-scheduled-change Availability 3-Medium
SSMOpsItems-RDS-issue Availability 2-High i
SSMOpsltems-RDS-scheduled-change Availability 3-Medium %
SSMOpsltems-SSM-maintenance-window-execution-failed Availability 3-Medium
SSMOpsltems-SSM-maintenance-window-execution-timedout Availability 2-High

P N N T P Ui e W e T

4w T2l Opsltems BYERIAFI N

1. 1AE https://console.aws.amazon.com/systems-manager/ , TFF Amazon Systems Manager 2

=18

ESMBEKT |, #%EZF Explorer,

1%£$F Settings.

£ Opsltems rules (Opsltem #M|) T2 |, %R Edit (FREE).

B FF CWE rules (CWE #1),
BERETHLEEANANSZ LN EIEE,

8 Category (3 5) # Severity (T E M) IR UAEXMN B IZE R
1%£$F Save (R7TF) »

©® N o o bk~ Db

ERRERS TR Opsltem BHAERK.
Ym%& Systems Manager Explorer &R

Amazon Systems Manager Explorer £ /R TRIRHIEIE. B0 L4 Explorer 1R & S b=k i BR
BIER

* Amazon Elastic Compute Cloud (Amazon EC2)
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» Amazon Systems Manager OpsCenter

« Amazon Systems Manager Patch Manager # T &#1 14
« Amazon Systems Manager State Manager <Bx&# 4
* Amazon Trusted Advisor

« Amazon Compute Optimizer

« Amazon Web Services Support 534

« Amazon Config #I| % RS 4%

« Amazon Security Hub &8

® Note

« ZE7£ Explorer #&%& Amazon Web Services Support B 0FRHI | 2511EB) Amazon Web
Services Support & )l Ik P 5l S K,

« BT EBLE Explorer BAMZ1EE R OpsCenter Opsltem &,

FrEaaIRy ER T

BiFAARESREFTLE T ABIEER Explorer MHHRS . BXEZEER , BSHREHEXR

Fo

YR IR R

1. 148 https://console.aws.amazon.com/systems-manager/ , ¥TF7F Amazon Systems Manager 2l

Bo

ESMERKT |, % Explorer,

1%£$F Settings.

£ OpsData sources (OpsData J§) 24 = , i&# Edit (4%E8).
B FF OpsData sources (OpsData &),
AN BR — N NR

%1% Save (R7F)

N o o M~ b
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B E R R A A M E A IS4

& B LATE Amazon Systems Manager Explorer FEFA#EMIIEE B E /N H M B, & LA FIE
%4 B E M FE Explorer H.E /R#Y OpsData 1 Opsltems , IR EBTAF AR,

FrEaaIRY ER T

EEENEARBZH , BRIIEEENEHZHEIE RE Explorer 7, EEF Explorer FHF L4
( 5170 Amazon Config &M 4E#4 ) , 4IFE Configure dashboard ( BB 4IER ) TEELEHE
filo

RAFFE Explorer & R4

1. 1A8) https://console.aws.amazon.com/systems-manager/ , T Amazon Systems Manager 2 |

Ao
2. ESMBE®KD , %£$F Explorer,
3. J%&$® Dashboard actions ( #2#IE xR ) , Configure dashboard ( Bt EIZRHIER ) -
4. i%&# Configure Dashboard ( BfiE# &|EHR ) EH+,
5. 1&# Enable all (£88E A ) HITFF RN RBITERIR,
6. Ii%¥E Explorer EE W E N,
BE/NEBHERB

A LA LA RS #27E Explorer B E X/ NEER R
BEMNSHAR

1. 1A https://console.aws.amazon.com/systems-manager/ , T Amazon Systems Manager 2 |

Ao

2. HESMBEHKT , %&F Explorer,
3. ERERBRIN/PIBH.
4. BHEHZRFTIDIFHNER , AENHEIHNLE.
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5.

Open Opsltem summary
Group By = Ops Item Source ¥
Groups Total 0-30 days 31-60 days 61+ days

Opsltem by severity
EC2 12 7 2 3
SSM 1 1 0 0 I O critical (O High

Opslten 1 Medium 2 Low
Last Update Time: seconds ago
= LIE=J T
Unresolved Open InProgress

Last Update Time: seconds ago Last Update Time: seconds ago \J‘}

NTEBINENNEBYE , FEEEZEE.

MRBELTENRFWE , Hik1F Reset layout (EEHB) LURAE /N ESHBEBIRBVLE.

{55 F A S B 2 Explorer # & REVERIE

i

&1ER T , Explorer &7~ 28] Amazon Web Services Ik M X 5 XS iR, MREQE—IHZH

RRBFERL , BUUEAFEFAERBINELLTEIRS. RE , LT EREE REE XSS
BEXENEE, ST ERRRERETRERN Opsltem FMEIRERMH

{5 F I 1% S 4 B UE Explorer & REEIE

1.

15 18) https://console.aws.amazon.com/systems-manager/ , 77 Amazon Systems Manager 2 |

=

ESMBE®KT |, % Explorer,

£ Filter (FFiE54) 9 7 , . Select a resource data sync (EFEREIER L) FIRLIER —
EEZS

£/ Regions (Xi3) 5l &R EZ4EER Amazon Web Services X1 , =& %% All Regions (FIEX
1)

BEERRE , REREATHREBRENRSE,
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Filter

| EngineeringEU ¥ H All Regions ¥ ‘

Filter by Opsltem source, tag keys, or tag values i
Q | 2

Opsltemn Source

Related Resource Tag Key
Related Resource Tag Value

Opsltemn Status

Opsltem Severity

6. 3% Enter &,

WMBRXAHEFRFTFRE , Explorer R & LR 1Y 55 % &I,
Bk Systems Manager Explorer ‘&R EIERE £

£ Amazon Systems Manager Explorer f , & A LA G| 2R REER L UR & HAblk = XA EY
OpsData # Opsltems.,

BIEEZERERBBERSHKFIZIN, i, RETE us-east-2 ( BXZH ) KBHEIET —INEH ,
FHiZ#E T Include only the current account (X BIEZHFIMK ) &I , WEUETERBZES |, H

B 7c3£1%4% Include all accounts from my Amazon Organizations configuration (‘23&## Amazon
Organizations Bl B FHIFFENK ) M, MR , BATMRIZERBERS  REEFNES , m
LTI RF AR,

R R B AR R 2P

1. 1A https://console.aws.amazon.com/systems-manager/ , T Amazon Systems Manager 2 |

AN
Ho
2. ESMBE®KD , %£$F Explorer,
. & Settings,
4. 1 Configure resource data sync (BiE R RBIERE D) B0+ , EEERRN T RBIERSL.
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5. %3 Delete,

UK B Explorer F1#Y Amazon Security Hub BY 2 45

Amazon Security Hub A& MHE Amazon P L& RSN LEME. ZRFME Amazon Web
Services Ik, BRFEMEZFNE=A~RBREZLHE LR BAEXRIN, Security Hub FWREXRILA
HEERELNTERERREZETUNMENRESR, 2 MEXLBBEHBELLRFZTENZ BB,

Security Hub £ &% I %1% %) Amazon EventBridge , &R E4MAN X LRAELMKED
Explorer, BRASERE ( LA FTR ) |, BT LAE Explorer /NMA#FEE Security Hub WAE.LI |
H#7£ OpsCenter Opsltems FEFFERXINNFMEFEE. BEFEM , MMEHRMEAE Security Hub
RWERIHREE, Security Hub PHFTRERIBEEEQNEF /LR ANENAI1E Explorer F &,

/A Warning
FEIBRUTEERE

- Explorer 5 OpsCenter ££5% , /5& = Systems Manager 9 —IIh8E. 8 A5 Security Hub
#9 Explorer £/ /g , OpsCenter £ B3I Security Hub & %1 8|2 Opsltems, 1RIERH
Amazon 35 | BRHER LSS B AKEM Opsltems , HFIWE—EFEMA.

FEEEIRE B |, BIIEE X5 Security Hub OpsCenter ERHIEE ., ZEBTEEH XM
MERMEFHBAELI , LR MAMNER K R UEL Opsltems AN BEFHAER. B

REZELR |, S Amazon Security Hub, B> OpsCenter E#MEE. , 1S Amazon

Systems Manager EH'o

- MREBHEBZEE QK TE Explorer FRIBRRHBERS , MBI ANERANRL
WY PR B 2k 7 /8 A Security Hub 88X, B A& , OpsCenter £ B317 Security Hub A&
KIBIE Opsltems , HIWEI—ERH. EXUBRBFRBERALHNESLEFER , HSH RE
Systems Manager Explorer A& =~k B Z/Nik P M X5 # B 3E.

Explorer #2UH & RAVER

Explorer 12Uk B Security Hub WFTE 4% R, HEHTFF Security Hub ERINIZERT , TJFE Explorer
NMAGHEEETTFEMNBEE R, MIABERT |, Explorer 2 NEAMEEMNRELRICE
Opsltems, A LLFHELE Explorer , BN P EFETEH B ELIEIE Opsltems,

RE& Explorer TN EEMRAELINEIE Opsltems , {BIRTALATE Security Hub & X I
ENAHHEFEERERE (OpsData ) . TIR™ERE W , Explorer B2 AFTERAEXIN
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B2 OpsData, B> Security Hub EMLFINEZFER , iHS (Amazon Security Hub API
Reference) HHY Severity,

BR&EMX

AEBD BT 5 FAFNEL B Explorer LAFF #4$2UK Security Hub & X I,
FRBIR AR T

BERUTES , RieFRERLE Explorer FF#A#EUX Security Hub & &,

- BRAMEE Security Hub, HXEZEE. , i5ZH Amazon Security Hub FIFEERHHNIEE
Security Hub.

« & %% Amazon Organizations Bk, Systems Manager EEX Amazon Organizations B915
B AR , FBEM Security Hub &£ R 8|2 Opsltems, EEEFIEEK/FE , REFRREERE
Explorer Configure dashboard (Bt B2 #IE#R) £+ _L# Enable access (/8 AiAEER) , AT
SEHAR, WREREZEFE Amazon Organizations B |, NAREERWFIHE , 7 H Explorer
To3EM Security Hub 452 812 Opsltems,

FF 81U Security Hub £

1. A0 https://console.aws.amazon.com/systems-manager/ , ¥J7F Amazon Systems Manager 12
AN

Ho
ESMBEKT |, %EF Explorer,
®BIRE,

i%£$# Configure dashboard (Bt B2 #IER) EIF,
Select Amazon Security Hub,
1%£1% Disabled (22 ) B , LAITFF Amazon Security Hub,

o gk~ w N

HABRT , RETREANSEMNAELAI. ERANETRPENECEHZSMRELRN , &
EEFE, BEZUHNERZABR,

7. 1E Opsltems created by Security Hub findings (&3 Security Hub £ R 8122 #) Opsltems)
B H , 1% Enable access ()8 AFRINIR), IREEEERIRA , FEFRE Amazon
Organizations BEMKF , AGIRE Z 171 HBUEFRZZEE.

wm{a&E &K B Security Hub &R

LTRERBNEBT [ EHF Security Hub £ &R,
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# & Security Hub 4

1. 1A\ https://console.aws.amazon.com/systems-manager/ , TFF Amazon Systems Manager 2

L
Ho

2. ESMBERKD , %EF Explorer.

3. &3 Amazon Security Hub £ RME/NAMH, XFE R Security Hub £ R, BRI SUEFRTEME
Bl , LAEFE MR Opsltem HIIEMHE R,

mEEEERE R
LTERBNA T = 1E#EU Security Hub £ 8,
= 1E#Z U Security Hub £ 8

1. i5IA] https://console.aws.amazon.com/systems-manager/ , ¥J7F Amazon Systems Manager 3 |

Ao

ESMBEKT |, #%EZF Explorer,

ERRE.

i%£$# Configure dashboard (Bt B2 #IEHR) EIF,

1%#% Enabled (2/8 A) B A< Amazon Security Hub,

o & 0N

M Systems Manager Explorer A5 H OpsData

AT LAM Amazon Systems Manager Explorer £ 5000 4> OpsData Il B LUE S % FR{E (.csv) X4
=X , S HE Amazon Simple Storage Service ( Amazon S3 ) 1748, Explorer ¥ OpsData §H
2| S3EFLIEITFEMFK S H OpsData. S OpsData Bt , RELERBFETFEMIAE , EATEL
EHADIEEFMES , HI0 assumeRole, Amazon S3 FEE . SNS £ ARN MIES HMFIFE
&,

BHX AWS-ExportOpsDataToS3 BHa{Liz{TFMMEE. , S H AWS-ExportOpsDataToS3,

£ 4 OpsData :

« HB1: IEE SNS £&

- S|R2: (k) BEKESH
« P 3. F i OpsData

\
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S 1 IEE SNS £&

ELRERERES BT , BAFIEE — Amazon Simple Notification Service (Amazon SNS) £ , %

FREFTTER Amazon Web Services XIS ZES HHENXEMER, SHEHKE , Systems Manager
@ i% Amazon SNS B K EEH., BXx8E Amazon SNS TERER |, iS5 612E Amazon SNS

FH,

FR]2: (%) BERESE
BA AR B S F OpsData S %l S3 FRBNEEEHES HiRE.
M Explorer it EZ#E S H

1. 1508 https://console.aws.amazon.com/systems-manager/ , ¥J7F Amazon Systems Manager 12 %

AN

Ho

ESMBEET , % Explorer,

%32 Settingso

£ Configure data export (BLBEZIES H) o5+ , EF Edit (FE).

ERBIES XM LEFITBER Amazon S3 FEHE |, HikEF EERIAR S3 FH#E , REMNIIR
RIERZFER.

o > w0 DN

ERHAES H XX LR FIHTH Amazon S3 FMEM | IBIAFR G S3 FH#E , RAERARAT
ESIREAp ] ORI

(® Note

& L BE1E Explorer FE X BLE Amazon S3 4B # A Amazon SNS & ARN HI 7T
HIiRBXERE, WREMZENHIZE T Amazon S3 F##EHF Amazon SNS &
ARN , M ReEMNIRE N HE X LEIRE,

6. X Fik# Amazon SNS B ARN , R ELE S HEKBANES,
7. %3%E Create (8l ) .
HIRk 3 : §H OpsData

5 Explorer 8#&8t , Systems Manager 8|2 —~ & 7 AmazonSSMExplorerExportRole Y
Amazon |dentity and Access Management ( IAM ) B, lABEHALLT IAM policy.
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [

"s3:PutObject"
iF

"Resource": [

"arn:aws:s3:::{{ExportDestinationS3BucketName}}/*"

"Effect": "Allow",
"Action": [

"s3:GetBucketAcl"
1,

"Resource": [

"arn:aws:s3:::{{ExportDestinationS3BucketName}}"

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": [
"{{SnsTopicArn}}"

"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups",
"logs:DescribelLogStreams"

1,

"Resource": [

"y n

"Effect": "Allow",
"Action": [

& OpsData
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RAriEmE

"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:CreateLogStream"

1,

"Resource": [

i n

]
I
{
"Effect": "Allow",
"Action": [
"ssm:GetOpsSummary"
1,
"Resource": [
Hxn
]
}

ZHEITE U TEEEMR.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "ssm.amazonaws.com"

},

"Action": "sts:AssumeRole"

M Explorer & OpsData

RSN

1. 1A https://console.aws.amazon.com/systems-manager/ , 77 Amazon Systems Manager 2 |

Ao

2. ESMBE®KD , %£$F Explorer,
3. H‘EBEHRK,

& OpsData
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® Note
BIXSH OpsData Bt , REQNSHUBRAAR., BLEEXRMIANRKAAE,

4. FtF Amazon S3 FHEEN , REINEFENR. BB EFERZEVELAIZE Amazon S3 &
B, WREBTEER SIFHBEN , URTECNEETHRBEREEEH. BRENEER
HEXREEBEE.

(® Note
18 287 Explorer F EXELE Amazon S3 FEME ¥ F Amazon SNS & ARN T E
FRBEIXEIGE,

5. XIF SNS =& ARN , HEFEINER Amazon SNS E& ARN , LEE THEHN K HEH,

WMRIETEE N Amazon SNS £& ARN , MR REBEMIRE R HEE Amazon SNS & ARN,
BHREMNEENHERXRER ARN,

6. (HiE)XIT SNS AIER | EEMIN TS HET EE R INE R,
7. BEEREX, RESMI L -—TAHERHERTERFSHIRWRES. EERHAESR.

IBALLE R E B #4015 B LAE Systems Manager Automation F&&IZ1T F MRS E,

IMIE , BO LU OpsData M Explorer & H 2|38 EH Amazon S3 Z6EHE,

MBRETEFEALSESHERE  BRIIABRENAF. ARACTE
iam:CreatePolicyVersion #l iam:DeletePolicyVersion #E, BXMXLRERMEEHN
AP, AAENEE , B2H (AM BFERB) PI%EE IAM policy.

Systems Manager Explorer [a@H &
AEZIEHXWMAHEE Amazon Systems Manager Explorer & IL[a BHIE £,
£ Settings ( RIE ) NE L EHHRLFTETFIE Explorer FEY Amazon &R

WNRIEHE Explorer PEMITERJHAMBIBEIRE , REATRFERS 6 PHRBEENERFIHK
o
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Create resource data sync (812 # R IER ) IWE LR Amazon Organizations &I L&

N YRGB HBE T Amazon Organizations f& , Create resource data sync (812 & REIEE D)
TUE EH Include all accounts from my Amazon Organizations configuration (23 Amazon
Organizations Bt & PAIFTE K ) F Select organization units in Amazon Organizations (i£$%
Amazon Organizations FHVA LB Ay) TS AT A, WRIZKEHBZE T Amazon Organizations , I
Amazon Organizations ‘E¥ MK~ 5 Explorer ZHEEE A H AT IR X LRV R RBER L

BXEZEER , 551 Ri& Systems Manager Explorer LLE REK B ENKF MG HE M EBEEE

MEER

Explorer AR & REAEIE

- WINTEZRFLE Explorer HRIMERBEENENKFMXIGATRTEKIZE. BN , Explorer &
SRRFTHREMRIRE MK FX1HE R OpsData # Opsltems, HXEZELR , HSHSystems
Manager Explorer  OpsCenter Al

« E{EH Explorer E& Z MK M X E P EiER | B8 HBEREEFKE Amazon Organizations &
HBKF, EEEZ/MKFMXEHAE OpsData 1 Opsltems , BAMEFEZIKF

Bx Amazon EC2 L6y NAKTRE REIE

IR A% Amazon Elastic Compute Cloud (Amazon EC2) 34l , 5120 Instance count (354511t
). Managed instances (& 3:4l) M Instance by AMI (32 AMI /NE X2 B9S2 6B NA BT B R
7, WERIEHBRRIATHS :

- BINBEET)LoM, EERERIRER , OpsData AJREEE /L0 A BT E = £ 7E Explorer F &
o

- FIAZEIE T Amazon Config BLiE 12585, Explorer £ Amazon Config Bt & id &SR IV BIELE
NEBHHRIEEFRE X EC2 EHINER. BXEZELR , FEHNEERE RS,

- IUF H IR Amazon EC2 OpsData JRTE Settings (IR EB) R EH LA FiEZNIRS. WA, BERIEHE
RELBEEBIERFBIRFRTERXEECERTE 6 M, EERRMBEEEIZRESFRFTEH
L3 4TE SRS , Systems Manager Al EFE B % 5N/ NIY I BETE Explorer EC2 MAHAHE RK B
Amazon Config B $#E .

o EEE , MREEIEHLIEEH , W Explorer £ 24 N EFE LS RiXLEEHI,

o IF H RS T EFE Amazon Web Services Xigid |, B HAEE 7 Amazon EC2 32
$l, Explorer T& £ B XA #3254 Iz
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s MREBHNEANKFNXFBEE T —MNEREFERS , FRIEHEREZEFE Organizations EE MK
Fo

T NERE T B REIRE

Non-compliant instances for patching (& # SR H]) NAHRERBERTEHEI4NT =618 5
. MREFEMR , MiZPNBIHFETREMAHE. WREKFEEFEANZS , FRIEHBRERE
HELE T Systems Manager &4 , H#EH Amazon Systems Manager Patch Manager # &4 T &#
M., BXEZEER , i3 HAmazon Systems Manager Patch Manager.

HL 7] &

Explorer A & 4REHIEE Opsltems : B HXIFHEEFH Opsltems B RIER, REEMEKS
XiFhEHAEEEN.

Amazon Systems Manager OpsCenter

OpsCenter 5 Amazon Systems Manager B —TiZhgE , BIRM T — /OB , EEIRMMIT ¥
W A B ATE LA EE S Amazon BIRMEXMIZE T/ ( Opsltems ) o Opsltem BT AZEZREMN
EENIRERBH PN, FH OpsCenter , BAILLEFHRXRE Opsltem W ETAELRIE , 2FEH
X Opsltems FEXEIR, B EILUEIT Systems Manager Ba1{tE1TFM , LAER Opsltems,

1 Opsltem HIIEEREHFIENHEREL |, EMK Opsltem B9 Amazon HRHBFH 1D, 7EIR
& OpsCenter I ESH it Amazon Web Services £5ET , BI&E ATLA B3 812 Opsltems, MREE
XLERRFER , OpsCenter & Rk B Amazon Config, Amazon CloudTrail 1 Amazon EventBridge
MEE , UHBBEEE Opsltem, it , BEFES MR EAENEZESRENTHTIHE,

HEBE5 R Systems Manager BLEM A FEE RN T RMX , LAILUEA OpsCenter RIFEREIEX L
|, BXxH Systems Manager i EFMEEARFZHNELDNNEZFER , BSH HESHNZ I
Eik B Systems Manager.

A LUEIY Systems Manager 8 #]&. Amazon Command Line Interface (Amazon CLI), Amazon
Tools for PowerShell = &%F# Amazon 7 & TEGXEA OpsCenter, f£H Amazon Identity and
Access Management ( IAM ) policy , AT SURER AL LR FZ ATLAGIE, &F, JHMER
Opsltems, ZRAILUFIRE 2 B4 Opsltems , AEEIZE IAM policy , XL REEFRERZS @ AP AR
A7 E R

(® Note
£/ OpsCenter EEWEZEAH. BXEER , i5Z 1 Amazon Systems Manager .
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£ {Amazon Web Services —fif5Z&) F# Systems Manager service quotas A , A LA &E
EFTE Systems Manager DIEERIPREL. BRIES B , BN , ENRFRXIFFEN,

OpsCenter TH#E#

EiREMEA OpsCenter LMEE Opsltems , BRITUT SR -

1. 1®E OpsCenter, R AILLIZE OpsCenter , LABSK £ P EIE Opsltems,

2. f¥ OpsCenter 5 H4 Amazon Web Services £/, OpsCenter 8] 5 Amazon
CloudWatch. Amazon CloudWatch Application Insights, Amazon EventBridge. Amazon
DevOps Guru, Amazon Config, Amazon Security Hub 1 Amazon Systems Manager Incident
Manager £

3. A% Opsltems, &AL B3R F 3842 Opsltems,

4. BIRMEXIMEXEIR, X Opsltems FRMELIEN L T XAKBBRESH Opsltems , KEE
Opsltems,

5. f£R Systems Manager B3It 21T FMIEE Opsltems,

1% & OpsCenter

Amazon Systems Manager B] LA F SE X 1% & 436 5k &5 BY & FF 48 £ F OpsCenter F Explorer , 12
Systems Manager FYZh8E, Explorer 2 —NA] BE LR ERGER , A TREEXEHN Amazon &
RHER, FEAN R | Explorer 1 OpsCenter iX B HEKIRE.

RATRUE PR “SE AR iR B 1& B Explorer i% & OpsCenter, £ I&EIXTE Amazon Systems Manager 2l
B A, B EURERNIRE Explorer #l OpsCenter, BEXEZEE. |, {55/ Systems Manager
Explorer 1 OpsCenter A{ 7,

BEIRERARRIAN

®i& OpsCenter g , 47 Amazon EventBridge /8 & B3I 812 Opsltems WERIAFN, THRHE
RT B38I2 Opsltems BYBRIA EventBridge MM, &R LATE OpsCenter % iE N EAY Opsltem HNT
2 EventBridge #1,
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RAriEmE

/A Important

BRIKF FEENERRIAFN G ZH Opsltems ¥8, BXEZER ,

Manager EE#to

Rule name ( SLIZ %5 )

SSMOpsltems-Autoscaling-instance-launch-
failure

SSMOpsltems-Autoscaling-instance-ter
mination-failure
SSMOpsltems-EBS-snapshot-copy-failed

SSMOpsltems-EBS-snapshot-creation-failed

SSMOpsltems-EBS-volume-performance-issue

SSMOpsltems-EC2-issue

SSMOpsltems-EC2-scheduled-change

&2 Amazon Systems

DU

WA NYFFE /B 3 EC2 Auto Scaling 3= 5k WA
£]% Opsltems,

LA FFAE LKL IE EC2 Auto Scaling 35451 5k I B
£/ Opsltems,

AN E RS T EE #| Amazon Elastic Block
Store ( Amazon EBS ) {RERET 8|2 Opsltems,

AN ERETELIE Amazon EBS fRERAY
#1722 Opsltems.,

HHNRS B F Amazon Health BRERHLN, =
% Amazon EBS HHIMMEER A ( ETIRRE
¥ = AWS_EBS_DEGRADED_EBS_VOLUME
_PERFORMANCE ) B}, BtHR &R B2
Opsltems,

BEHL RS B F ER ERESMM Amazon RS AR

M EISNE4H Amazon Health BREEFI, 4
m, ERFSAEHEXRSHBESERNEZERZ ,
®E B EREEE AT RE B R BN EE
B, ZMN T8I Opsltems, 5140 | tE#H
N$F 7R T 5= #6012 Opsltem : AWS_EC2_0
PERATIONAL_ISSUE

L NFE R F Amazon Health IRER#HLN, Amaz
on A AEAFIITRIEXES , fIMESR. FLE
B EHl. ZANFEHN EC2 it RIEHBIE
Opsltems, BXITXNEHNESZEL , S
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255


https://www.amazonaws.cn/systems-manager/pricing/
https://www.amazonaws.cn/systems-manager/pricing/

Amazon Systems Manager

RAriEmE

Rule name ( SLIZ %5 )

SSMOpsltems-RDS-issue

SSMOpsltems-RDS-scheduled-change

SSMOpsltems-SSM-maintenance-window-e
xecution-failed

SSMOpsltems-SSM-maintenance-window-e
xecution-timedout

% & OpsCenter

EE AL T 3% E OpsCenter,

iR
% {Amazon EC2 AF#§m ( AT Linux 3£
Bl ) > By SN ITRIES.

LA N F R ER S0 Amazon RS SRR

K ZHNEHH Amazon Health BREEFN, 5
m, SRFEAEEXRSBRSERNZERE ,
NE B EREIEXRERERANRENBEE
B, ZHNF 62 Opsltems, a0 | Lt
N$F 7R T 5= 612 Opsltem : AWS_RDS_M
YSQL_DATABASE_CRASHING_REPE

ATEDLY . AWS_RDS_EXPORT_TAS
K_FAILED #1 AWS_RDS_CONNECTIVI
TY_ISSUE .

AN 3 R F Amazon Health BRERFHINI, ZM
NFF Amazon RDS it XIZE# 8|2 Opsltems,
TTRIEHRME T X Amazon RDS &REIF %
TNERNERE. REEHTRESEBNERT
BRELBRRRS T, HtS4N A2 B3
RE , TEEZBITEARE. ERITIHRINER
SESVHAE , BN ERTREER AT, flm,
FNPRE R T HIEH 612 Opsltem : AWS_RDS_S
YSTEM_UPGRADE_SCHEDULED F
AWS_RDS_MAINTENANCE_SCHEDULED o
BXITXNEHNESZFEE | 5ZH (Amazon
Health 8RR Y E#;@ﬂ%‘é%]

W NYFIE Systems Manager 437 B ER AL FE &
WAt 8172 Opsltems,

LEH N FE Systems Manager 437 B Bt 3 3 8 A
At 8% Opsltems,

% & OpsCenter
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1’ & OpsCenter

1. 1A\ https://console.aws.amazon.com/systems-manager/ , TFF Amazon Systems Manager 2

L
Ho

2. ESEMBEHKD , %EF OpsCenter,
£ OpsCenter M L , B FHBEA,

4. 7£ OpsCenter REBE L , £F /3 A& , LAMELL Explorer RIEE AN MEHEE
Amazon Config #1 Amazon CloudWatch Events , LB 31812 Opsltems, MRETEZRILiE
I , OpsCenter FREFZARS,

® Note

Amazon EventBridge ( 81 &7 Amazon CloudWatch Events ) £ 7 CloudWatch Events
WATETIREM — L eE , WAENSEHEL., E=FSHRMNEEMR,

5. i&%$F EnableOpsCenters

%1% 5 A OpsCenter Jg , AILAMIRERHITUATIRE

« {ER$TFF CloudWatch #Z&l &% 4812 CloudWatch 1k, BEXEZEE , 155 CloudWatch 2
R B E N 22 Opsltems,

- BRAEERR. BXESZER , B2 MEEREURL Opsltems.
- /G Amazon Security Hub £ R &Rk, BXEZEE , i5ZFAmazon Security Hub,

B
« (A% ) f¥ OpsCenter RE N EK - E P EIE Opsltems
« (A% ) i%E Amazon SNS LA < F Opsltems BB A

( /3% ) ¥ OpsCenter RE R Bk~ EHEE Opsltems

& LAE A Systems Manager OpsCenter f£3%E Amazon Web Services X1 F#I %4 Amazon
Web Services Ik~ FEFEE Opsltems, HIRFE Amazon Organizations g EHLAFILIHEER
Fl. Amazon Organizations = — Wk EERS , FEEBTZ Amazon IKF B S E|EIEHEF
EEMAL D, Amazon Organizations K EBEMESIKE IR , AIRAXLEIGEEFiHE D
WHTE, Z2UNERAMER. BXREZFEE , 28 (Amazon Organizations A 1EE) S

Z & Amazon Organizations ?
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J& T Amazon Organizations EEIKFHAF |, AILIEE Systems Manager HEREE A, . £
OpsCenter W ETXH , ZBIREEZAIUERAKFPCIRE,. /REFNEE Opsltems, ZMEEREA
LAfE A Systems Manager B3 1Li21T F Mt E#% R Opsltems HIEE 54 K Opsltems Y Amazon #
RAEH A,

® Note

BRREEIBE — MK ER Systems Manager WERER R, BXEZER , BSHEA
Systems Manager if EZREE A o

Systems Manager 2t 7 5L OpsCenter i &% , A TEZ A Amazon Web Services K Z B
FEE Opsltems.

- RIFIZEBEIhEE : RIFIRBIWAER Systems Manager B —ITIhEE , ©E{t T Systems Manager HhAE
MiEENEETS. BXEZEER , S M Amazon Systems Manager Quick Setupo

OpsCenter BYIRIE 1% & Zh 88 AT &5 BY IR SE S LA T 5K = & 3 Opsltems BYES -

« HKFEMNERERER (MREREEEREER )

- BIZEMHEH Amazon Identity and Access Management ( IAM ) SREEF AR

« ¥EE—/ Amazon Organizations A4ATHALE{ (OU ) , BREEATUEHPEKR-EE

Opsltems

BXEZER |, BSH (7ik ) £ Quick Setup Bl & OpsCenter LAEENK 7 & Opsltems,

® Note

HIEFTAE L AT Systems Manager A] FI#Y Amazon Web Services X i3 #B1R HHiRIEI% B Ih
fE, MRERRREBEREEXGATH , MEFEFEACEZXEEE OpsCenter M5
ZANKFEREE Opsltems , MATMERFHHE. BEEFHRRREIIEER AR Amazon
Web Services X35 5% , 259 Quick Setup ¥ Amazon Web Services X35 ##J 7] F
.

- FHRE  MRRERZEDEEEXFEFATAH , MEFLEEACEZXEEE OpsCenter MM
Bk EPEE Opsltems , MERAUERAFHLTRKIIM.,. BEXEZEE , BSH (AL ) F
OpsCenter RENBKFEFEE Opsltems.
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( ATi% ) £ A Quick Setup EliE OpsCenter LABE K - & Opsltems

Quick Setup & —I Amazon Systems Manager Zhag , H &1L T Systems Manager ZIRERY IR E M EL E
f£%5. OpsCenter B9 Quick Setup ZhaE AI&S BHIRSEA LA T Opsltems B ERES

- BEZREEAKF

- BIZEHFEH Amazon Identity and Access Management ( IAM ) SREER A&

« #E— Amazon Organizations ARFHKAKFHNFE , EREEZAIUEHFBEK-ERE
Opsltems

HIRFERAPRIRIEBEIEERLE OpsCenter SAE K - & Opsltems B , Quick Setup fFEIEE MK~
BIEUTHIR. XERFERTFIEEKSXRIUSEA Opsltems , HEABNLETFMRIES LN
Opsltems B9 Amazon &IRHIFE < B,

BIR Tk
AWSServiceRoleForAmazonSSM_ Amazon Organizations BEEIKF MEREE R
AccountDiscovery Amazon Identity and K =

Access Management ( IAM ) REHX<AR®

BXZABNESZER , FoR FAAGKE
OpsCenter®l Amazon Web Services Ik F° HI{5
£ Explorer,

OpsItem-CrossAccountManagem EREEAKF
entRole IAM B

AWS-SystemsManager-Automati
onAdministrationRole IAM B

OpsItem-CrossAccountExecuti Ffi& Amazon Organizations X & i F°
onRole IAM B

AWS-SystemsManager-Automati
onExecutionRole I|AM &
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RIR i =

ZRIA Opsltem 4AHY AWS: : SSM: :Resource
Policy Systems Manager &R & B
( OpsItemGroup )

® Note

MREZHEE T OpsCenter AMEFEAF3) 5 EE K- EE Opsltems , M| A7 BR7E %3 72
WS 4 LB 5 P |ER Amazon CloudFormation AR SRR &, MR ETTRIAT S EReT
IBHIK R EIE X EERIR |, W Quick Setup FoiE EFELEEIKF Opsltem B,

5 ORI E N AEELE OpsCenter , Ak~ & Opsltems

1. £ Amazon Organizations Bk~ & Amazon Web Services Management Console,

2. 1A hitps://console.aws.amazon.com/systems-manager/ , T Amazon Systems Manager ¥ i

Ao

3. ESMBERKD , %#F Quick Setup,
HE.

MR E %&£ FF Amazon Systems Manager £ , B E R IR

(=

LT SMER , REESMBEKPIER Quick Setup,
4. EEBEFEERIF,
5. RHBEZBH K E OpsCenter ELERIR, iEFF Create (BIE )

6. 7E Quick SetupOpsCenter MH LWEREERZH D , MAKFS ID. MREBTERBLFE , U
RREL N Systems Manager I8EETEREERIKF

7. 1E Targets THH , EFET, MREFEEN , MEFREEZHPEKSERE Opsltems HYHLRA
fiZ (0OU).,

8. 1%3#E Create (BIE ),

Quick Setup % OpsCenter Bl & HFFTE Amazon #RIBEEIEEM OU,
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® Note

MREFEEZSNKFEE Opsltems , ATLAM Quick Setup FHIBRECE . MIBRECERT , Quick
Setup MR E&¥ZBEE B SIZAI LT IAM policy MAE :

- REZREERAIKF M OpsItem-CrossAccountManagementRole

« REFFE Organizations X 5 MK # OpsItem-CrossAccountExecutionRole
SSM: :ResourcePolicy

Quick Setup NFIEA LR BN FHZHEBBEZEFTER Amazon Web Services X3 BRRELE

HEZE OpsCenter KY Quick Setup Bt & 6] &
AED DEWE BB B RESEA Quick Setup ELEE MK~ Opsitem EEATIBZIMY A,

F&
- MEBRXLHERE KXW : delegatedAdmin
* Quick Setup Bl ERASE KM

IPEFXLHKRE RN : delegatedAdmin

212 OpsCenter Bl &R , Quick Setup &7 Organizations E K R B Amazon
CloudFormation #f#k &, HREFRLUTHIZR : AWS-QuickSetup-SSMOpsCenter, &R Quick
Setup & RELT461% : Deployment to these StackSets failed: delegatedAdmin , i5fE
RAUTSRIEE R,

HEEHRE XM B : delegatedAdmin f&i%

1. WRETE Quick Setup EHIAMIEHEIERUEl Deployment to these StackSets
failed: delegatedAdmin ik , BERIZREEZ K, MIEERN Quick Setup E XFH
Amazon Web Services X1,

2. $TF Amazon CloudFormation 4| & , #iiit : https://console.aws.amazon.com/cloudformations

3. FHEBRER Quick Setup ELECIEMNHR, HEXRBEMIFEUTHE | AWS-QuickSetup-
SSMOpsCenter,
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® Note

CloudFormation & B il BR & M B R 208 . IR MR RIZMTE Stacks ( #tk ) £,
BEMNTFEIE TR P EFE Deleted ( EHIER ) -

4. EEFE Status (IRZ ) M Status reason (RBEEH ) . BXRHERRSNESZEER | BHSH
Amazon CloudFormation F F 8 ARV IR S K,

5. ETHRAMNBIILSER  BEEE Events ( Bl ) R FHEEFBNEHFNRS. EXEZEER
%2 (Amazon CloudFormation User Guide) H#J Troubleshooting.

(@ Note
WMRIBFEFE A CloudFormation (Rl BHEE L IR R IRERE KM A] R | EMBREE H B XZH,

Quick Setup Bt ERSE REK

NMREEFACEETHLINEEFAEERE REERSNA Failed , HEFZEIKXMA Amazon Web
Services ik X1,

HEE 82 OpsCenter Bt ERTHY Quick Setup kM a1 &

1. BFIKMKELEH Amazon Web Services I~ 1 Amazon Web Services X8,
2. 3TFF Amazon CloudFormation ¥ #|#& , #udit : https://console.aws.amazon.com/cloudformation,

3. BFEFEER Quick Setup ELEQIER R, HERBMIFEUTHSE | AWS-QuickSetup-
SSMOpsCenter,

(@ Note

CloudFormation B Bt il BR 2k W By AR E B . aN R fEdk RIBMHETE Stacks ( itk ) ¥
EMIFIE M5 R FIEE Deleted ( EMIBR )

4. EEF Status (KA ) M Status reason ((RABERER ) . BXHERRBNEZELR |, HSH
Amazon CloudFormation 18R H R IR,

5. ETBRAMNBEYISER , iFEF Events ( B ) BRI FHEEBINSHRS. BXRESER
%2 ® (Amazon CloudFormation User Guide) H#Y Troubleshootings
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X 5 I 7 Bt 8 & 7R ResourcePolicyLimitExceededException

MRHFEHRIRSE R ResourcePolicyLimitExceededException NERRZEFZEEFEAFE
J3EBAT OpsCenter BIKFEE, EFRLEE , BXTIMBREFHRARENSR 4 NSRS F
BI2# Amazon CloudFormation % sk 5 ﬁ?&ﬁéﬂﬁa@ , 520 (Amazon CloudFormation
User Guide) HHY Delete a stack set # Deleting a stack on the Amazon CloudFormation console.

( AIi% ) ¥ OpsCenter B RN EIKF~ EHEE Opsltems

AN BIUAE R EK P Opsltem BE FF)BELE OpsCentero E%ﬂ?ﬁi‘i?—iﬂtti_ﬁ BEeEeBER
Systems Manager Quick Setup H¥TH#HETER. BXEZER , S (A& ) £/ Quick Setup
Fii& OpsCenter SABEMKF & Opsltems,

BRI B — N RIK AR G K P F 51812 Opsltems , HEEHIEE XL Opsltems, A HR K~
A LA Amazon Organizations B IK~ , tH A L2 Amazon Organizations ‘&2 K~ 3% Systems
Manager ZREERAKF, RINNBIUEER Systems Manager ZREE AKFERFRIKF, EBREE
£ B & Amazon Organizations J& & F b Ih&E,

{&Bh Amazon Organizations , A LAFZ 4 Amazon Web Services Il BE B ESIBHEHEEN
HAR, RIS AP R SRR AT A EE R L 5 K 812 Opsltems HEEIX L Opsltems,

ERAT R I RELL FEA Systems Manager BR5E4 , HEE Amazon Identity and Access
Management ( IAM ) #XBR , AM{EESTK = £ A Opsltems.

£

- FHIRZ A

- ST BIEFERBERD

- IR 2 . 7£ Amazon Organizations HJ5 | Systems Manager R E 4

S 3 : 8l AWSServiceRoleForAmazonSSM_AccountDiscovery FRE X H

- ST 4: BERTEKSEH Opsltems R

¢

¢

- SRS BEATEKSFEHEXERNRR
(® Note

% 7E OpsCenter HEMKF T4ERT |, X /aws/issue EEH Opsltems,
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TR Bl

1EFF OpsCenter iRiB N EMKFFH Opsltems 28l , HFRRSREATHE :

- Systems Manager ZREEAKF. BEXELZEE , A BEZREER,

- BEALPRENGEET —NME, BXEZELR , H2H Amazon Organizations AP IEREH B
BHEEEN,

- 8%} Systems Manager Automation Bt & 1% %> Amazon Web Services Xi& 1 Amazon k1=
TEHETFEM. BEXEZEL , 85 £2 1 Amazon Web Services X3 #FIIkF~ Fi21T B 3h
1t

SR CERRBERS

®EMEE Amazon Organizations f& , A SUEN 8|2 R RHIER £ OpsCenter F HBNAAR
& Opsltems, BXELEE , BZH CUERREERS . QIZRDSH , HFLE ANtk 8450 H
%R “@IEFE B Amazon Organizationsiit B I FT A K 57 I,

IR 2 . 7 Amazon Organizations /3 | Systems Manager fRs5 £4&

EitAFsEBEIKF A Opsltems , #40FE Amazon Organizations #/3 Fi Systems Manager fR%%
Fh, MRELRIERAEMINERNZKF AREE T Systems Manager , N“AL"F A sEE R B E
Systems Manager BR$ 4, M ( Amazon Command Line InterffaceAmazon CLI ) iZfT A Fan R
BT, MBEE RN EHAMZIKS 5 REE Systems Manager , 52 T —1MH %, , BIE Amazon
Organizations /5 A Systems Manager AR5 E 4,

¥ iF Amazon Organizations A& B A T Systems Manager fRS £ &

1. ZREHEE Amazon Command Line Interface (Amazon CLI) ( MR RMITZRE ) - BXRE
B, SR %% CLI MELE CLl,

2. EAMITEN L, TEHEHFMAH Amazon CLI,
3. 37 Amazon CLI , REETUTHT , LUEELRMEIEM Amazon Web Services X1,

aws configure

REFRTEEEUTAR. BUTROS , "FE8Mr#trit#BRNEBCTHER.

AWS Access Key ID [None]: key_name
AWS Secret Access Key [None]: key_ name
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Default region name [None]: region
Default output format [None]: ENTER

4. BITUTHSLURIERA RN Amazon Organizations FF T Systems Manager fRSS E &,

aws organizations list-aws-service-access-for-organization

Z T RBRERLT REIHERNES,

"EnabledServicePrincipals": [
{
"ServicePrincipal":
"member.org.stacksets.cloudformation.amazonaws.com",
"DateEnabled": "2020-12-11T16:32:27.732000-08:00"

},

{
"ServicePrincipal": "opsdatasync.ssm.amazonaws.com",
"DateEnabled": "2022-01-19T12:30:48.352000-08:00"

},

{
"ServicePrincipal": "ssm.amazonaws.com",
"DateEnabled": "2020-12-11T16:32:26.599000-08:00"

}

#£ Amazon Organizations # 5 fl Systems Manager R E 4k

WMREBLLEI AR R HA"E E Systems Manager BRE 4K | FRBUTERINTIIRE, EXEHTH
EZEER |, 5 (Amazon CLIGESSE) enable-aws-service-access Y,

1. ﬁ%‘é%m% Amazon Command Line Interface (Amazon CLI) ( Z1R & RNITIZIRE ) . BXE
B, BSH%% CLI M E CLl,

Tj_:zlii&ﬁ%'MJ: , FESEFMAH Amazon CLI,
3. 37 Amazon CLI , RAEETUTHS , LUEELRMEIEM Amazon Web Services X1,

aws configure

REFRFEEEUATAR. BUTROF |, "E8Msariat#B RN EECHER,
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AWS Access Key ID [None]: key_name
AWS Secret Access Key [None]: key_name
Default region name [None]: region
Default output format [None]: ENTER

4. B{TEAT @A Amazon Organizations /5 i Systems Manager RS E 44,

aws organizations enable-aws-service-access --service-principal "ssm.amazonaws.com"

ST 3 : 8|2 AWSServiceRoleForAmazonSSM_AccountDiscovery [RESHEX<AE

RS H< A (10 AWSServiceRoleForAmazonSSM_AccountDiscovery & ) 2 —

5 ( Amazon Web Servicefll Systems Manager ) E1ZxBRAVIRSHREMN IAM A€, RSHEX
ACHBRSMEN , EERSK KL HE A Amazon Web Services FIERNFTENR, Bx
AwSServiceRoleForAmazonSSM_AccountDiscovery lRSHXABHNELZEL , S Systems
Manager ik = & I8 R S5 /B < A B R .

SEALLTERE , BIFA Amazon CLI 82
AWSServiceRoleForAmazonSSM_AccountDiscovery REHEX AR, BXUHIBPEANG S
HWEZELR |, BZH (Amazon CLIGESS#E) create-service-linked-role 1 #J,

#1]2 AWSServiceRoleForAmazonSSM_AccountDiscovery JRESHEX<AE

1. &% Amazon Organizations EEIKF .
2. BFALEERKRSN , ETURTHS

aws iam create-service-linked-role \

--aws-service-name accountdiscovery.ssm.amazonaws.com \

--description "Systems Manager account discovery for Amazon Organizations
service-linked role"

HR 4 BRERTEKF R Opsltems HIXIR

{# F Amazon CloudFormation #4612 OpsItemGroup BRKEM IAM HITAE® , LUETH
F B fEA Opsltems KIXR, B , B T #E OpsCenterCrossAccountMembers. zip
X, X EE OpsCenterCrossAccountMembers.yaml Amazon

CloudFormation 3 #. A LLRR O EHLER , CloudFormation £
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BZh1EK F F 8l 0psItemCrossAccountResourcePolicy & R & BE
MOpsItemCrossAccountExecutionRoleiTAE, BXBIBHKRENESZER , FSH
Amazon CloudFormation i F 18R Y Create a stack set ( BJZEHEIKRE )

/A Important
FEBRAXRLESHUATEERE !

« IRATAE B FE| Amazon Organizations BEEIK /- i 2B %tk &

o BURMEBFZICERENENNENKFARNEEREE  UEEK,. (SEZREEAK
F ) £/ Opsltems,

- MRELETREH Amazon Web Services Xi3, /58 HEKF Opsltems B2 , BHEERN
Specify regions ( EE X1 ) #2 F &R Add all regions ( FIMFAIERXIE ) . EZFMA X
AXEFEIKF Opsltem B,

S5 BRIERTEIKSEREXRRNR

Opsltem AT LA BIEEXZEWERNIFMELR , I Amazon Elastic Compute Cloud ( Amazon

EC2 ) =I5 Amazon Simple Storage Service ( Amazon S3 ) . BESE 4" FEIEMN
OpsItemCrossAccountExecutionRole RITHAER A OpsCenter M RIENE , UERAK,E
BHXER, BELTOE IAM A UREBEKFRUEEFHEXARNEZRENNR , S/FERE
S SER IR R,

B, B TEHME OpsCenterCrossAccountManagementRole.zip X, X
#8E OpsCenterCrossAccountManagementRole.yaml Amazon CloudFormation
B, HEERALERGIE#RE , 270K~ F CloudFormation B 3h#12
OpsCenterCrossAccountManagementRole IAM B2, BXBIEHIRENESER , S
% {Amazon CloudFormation FiF#§m) A HITE Amazon CloudFormation 2%l & E8IZEH%,

/A Important
FEBARUESHUATERREES :

o MEZBITRIBE—INKFIERN OpsCenter WEREE R |, HSHLELIEHEKITIEE Amazon
Web Services IKF,

o IBWAMIE B FE] Amazon Organizations EEIKFRHTHESRE | AEERIZRAEERK
FPERBRHBTHERE,
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( AIi&E ) RE Amazon SNS LUEIRKR T Opsltems #Y&E Al

& T LU OpsCenter BB W 1E RS 81722 Opsltem EFHTA Opsltem B , [ Amazon Simple
Notification Service ( Amazon SNS ) £ & X E X,

SERLUA T ZEREIEW Opsltems BYE A,

S 1 : BIEHITHE Amazon SNS £8
« SR 2 : B Amazon SNS 5 8] KB
« $ 3 : B Amazon KMS i8] R B

\|

® Note

MRIEEL R 2 F3TFF Amazon Key Management Service (Amazon KMS) R85k IN%3 |
M ABFERL IR 3. BN, AT SRR 37

« S 4 . FTFFERIA Opsltems FN LAE X FTEY Opsltems KixiE 4l

S8 1 BIZFHITHE Amazon SNS £

BB | BAMREHITHE Amazon SNS =B, BEXEZELR |, i35 Amazon Simple
Notification Service Developer Guide Y62 Amazon SNS F 1T [# Amazon SNS F i,

(® Note

MR B OpsCenterfE Z4 Amazon Web Services X5 ik~ FEF |, NS EEZU
Opsltemi@ Ky &Nt X =i ik 7 AP A1 22 H 1T % — 4 Amazon SNS £,

S, 2 : B Amazon SNS i 8] KB

IR AITF Amazon SNS £/ 5 Opsltems Xk Bk, AL TEEIRE Amazon SNS 15 R K EE , AE
Systems Manager &5 Opsltems B & 1 EIRTELS R 1 R OIZEH Amazon SNS £/,

1. &3 Amazon Web Services Management Console 77 I &k SNS ##l4 , Wit https://
console.aws.amazon.com/sns/v3/home,

2. ESMERKRT , EFEEE,
EREE SR 1"PRIENEE , ARERRE.
4. RBFF Access policy (5 R ZKEE),
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5. LT Sid HFERBFNBVMB K, R rantritBRNEBCHEER

"Sid": "Allow OpsCenter to publish to this topic",
"Effect": "Allow",
"Principal": {

"Service": "ssm.amazonaws.com"
.
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account ID:topic name", // Account ID of the

SNS topic owner
"Condition": {
"StringEquals": {
"AWS:SourceAccount": "account ID" // Account ID of the OpsItem owner

}

(® Note

i/ aws:SourceAccount £RFHRRBILEEREBY S, EFALIGR | BRE
REN Opsltem FTEENIKF, ID,. BXEZER |, 55 (IAM BFER) FHEER
=,

6. G“E REFEX.

WM , SRIELEH Opsltems Bt , RE LM Amazon SNS FBEIEBE A,

/A Important

MREBELSE 2 FEH Amazon Key Management Service (Amazon KMS) BR 3525 i % 2248
B & Amazon SNS & , HERL IR 3. BN , AT SR 37

$S 3 . EH Amazon KMS 7 [A] KB

WMRIERN Amazon SNS FEFF T Amazon KMS fRFZ 85w INE |, NIEXHMEFBEEE Amazon
KMS key iZE BT AR IH R KEE, FAUTIREEHGERE , LUME Systems Manager BEfF
Opsltem BAH L A RBESER 1”HEIEH Amazon SNS F &,
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8.

N o o bk 0w Db~

® Note

OpsCenter TX#F4¥ Opsltems XA E|EH Amazon TEXZ4H BLEAR Amazon SNS &,

$TFF Amazon KMS #4#|A& , MikA https://console.aws.amazon.com/kms,
EEk Amazon Web Services X1F , AR EA L AR XIFIEES,
ESMBERD , EREFEEENA.

EREECEETBEHERERN KMS Z4AH 1D,

£ Key Policy (B4R ) 200 & |, %£$F Switch to policy view (Y1 B RS E),
EE B

FUF Sid BBEBHRARMBNE R, N MitrBRANEBCSHNER.

"Sid": "Allow OpsItems to decrypt the key",
"Effect": "Allow",
"Principal": {

"Service": '"ssm.amazonaws.com"

1,
"Action": ["kms:Decrypt", "kms:GenerateDataKey*"],
"Resource": "arn:aws:kms:region:account ID:key/key ID"

ETHENRGIF , £E 14 TRAFTR,
Edit key policy

Key policy

"Principal": { ~
"arn:aws:iam::123456789@:root"
1,
"Action": "kms:*",
"Resource": "¥"
¥,
{
"Sid": "Allow OpsItems to decrypt the key",
"Effect": "Allow",

"Principal”: {

AA AN M A AN A N

"Service": "ssm.amazonaws.com"
I
"Action": ["kms:Decrypt", "kms:GenerateDataKey*"],
"Resource": "arn: rkms:us-west-1:1234567890: key/e888567c-a2b8-43da-9f3e-18b87d987ee8"™
1 v
Cancel Save changes
P .
itz X
T®E RIF 0
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FIR 4 FTFFBRIA Opsltems MM LTI FTHY Opsltems &iXE Al

M 552 9 BRIA OpsltemsH N EventBridge & B H L 5 SNS i@ AN E B T S #h 55 R B # (ARN). A
T 324 EventBridge FHIMMHF M A notifications R,

FBEARAMEIERIA Opsltem FNY

1. #TFF Amazon Systems Manager ##l& , Mk J9 https://console.aws.amazon.com/systems-
manager/o
2. HESMBE®ERD , HiEE OpsCenter,

3. 1%&3#F Opsltems T+ , ARFIEF Configure sources (ELEIR).
4., EFREFLEMEA notifications REENFEARNNBF , MU T REIFAR

Opsltem rules Edit i
. ¢
Rule Category Severity State g
SSMOpsltems-Autoscaling-instance-launch-failure Availability 2-High @® enabled )
SSMOpsltems-Autoscaling-instance-termination-failure Availability 2-High @® enabled
SSMOpsltems-EBS-snapshot-copy-failed Availability 2-High @® enabled
SSMOpsltems-EBS-snapshot-creation-failed Availability 2-High @® enabled
SSMOpsltems-EBS-volume-performance-issue Performance 3-Medium @® enabled

SSMOpsltems-EC2-issue Availability

2-High @® enabled

ZHN EFE Amazon H3TFF EventBridge.
5 FEMANFMELSNMEM Targets ( BAR ) EW+ L |, %3F Edit (HHE ) -
6. 1£ Additional settings ( HEfttiRE ) F4 , 1%£3F Configure input transformer ( Bl & i A 5085 ) o
7. EEMRES , FN—DPEBLUTHEIMN notifications R :

"notifications":[{"arn":"arn:aws:sns:region:account ID:topic name"}],
AT R Rl
"notifications":[{"arn":"arn:aws:sns:us-west-2:1234567890:MySNSTopic"}],

ERfizim ABH Xresourcesit , METEEREIP (BN ) (us-west-2) XIFK RBIFT o

"title": "EBS snapshot copy failed",
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"description": "CloudWatch Event Rule SSMOpsItems-EBS-snapshot-copy-failed was
triggered. Your EBS snapshot copy has failed. See below for more details.",
"category": "Availability",
"severity": "2",
"source": "EC2",
"notifications": [{
"arn": "arn:aws:sns:us-west-2:1234567890:MySNSTopic"
1,
"resources'": <resources>,
"operationalData": {
"/aws/dedup": {
"type": "SearchableString",
"value": "{\"dedupString\":\"SSMOpsItems-EBS-snapshot-copy-failed\"}"
.
"/aws/automations": {
"value": "[ { \"automationType\": \"AWS:SSM:Automation\",
\"automationId\": \"AWS-CopySnapshot\" } ]"
.
"failure-cause": {
"value": <failure - cause>
},
"source": {
"value": <source>
.
"start-time": {
"value": <start - time>
},
"end-time": {
"value": <end - time>

8. EEHIA,
9. BET—-F,
10. EET—%,
1. EEEHFHAM,

HRETRNBIAANAIZ Opsltem B , RE 2@ Amazon SNS B AR A E A,
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FF OpsCenter S H At Amazon Web Services £

OpsCenter 2 Amazon Systems Manager Y —IﬁIiJ"” , BRI LS %A Amazon Web Services &
B, AT WAIEE Amazon BRIRMEE, EAHEIRE Amazon Web Service , REFTEERHEES
OpsCenter &£ -

KRIMER T , 2L Amazon Web Services 5 OpsCenter &£5% , H 7 B3 812 Opsltems :

* Amazon CloudWatch
« Amazon CloudWatch R AEF %

* Amazon EventBridge

* Amazon Config

* Amazon Systems Manager Incident Manager

BTG LT BRSS S OpsCenter £/ , F8E B 3182 Opsltems :

* Amazon DevOps Guru

* Amazon Security Hub

LIX L BR SS R BR S A2 Opsltem B , ZEATLAM OpsCenter EEFEE Opsltem, BEXEZE
B , B3/ B OpsltemsH & & Opsltem [A&,

BHXEUW Amazon Web Service R {5 OpsCenter EXHNEZEE , BSHUT E-,
B

* Amazon CloudWatch

« Amazon CloudWatch R A EF A%

* Amazon DevOps Guru

* Amazon EventBridge

* Amazon Config

* Amazon Security Hub

* Incident Manager
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Amazon CloudWatch

Amazon £ CloudWatch ¥ 12 &M Amazon B R MRS , H & ~IEAmazon Web Servicef# B S0
BRIREFMIRSZ ISR, CloudWatch Opsltem % &Rt AB RS G2, flin Bl ESE | &
Application Load Balancer £ KK HTTP &% I IEER B 3 82 Opsltem,

LTRHRERT BRI LEFEE CloudWatch L8122 Opsltemsy — L& 4R -

« Amazon DynamoDB : BiEFESEIRMEARELERE

« Amazon EC2 : CPU R EXREIRE

Amazon K& : L5 AKX ERE

Amazon EC2 : SEfIREEBIRSRE

Amazon Elastic Block Store (EBS) : ##3 Z= 8] 5 Fi A B H &

BRI BB EHRBREBINEER , LB Opsltem, BEXEZEE |, HSH F CloudWatch ZIRELE
782 Opsltems.,

OpsCenterfE AR IZRE B AR , ©4 CloudWatch 5£ X OpsCenter.
Amazon CloudWatch R A2 F A&

{# /8 Amazon App CloudWatch lication Insights , A LA N ARFRRIREZSEMN SRS, UiF
SoWNBE  SRNBREFHINETWER, £ Application Insights FELE CloudWatch R FAREF
BIRES |, ATBAEROpsltemsTE R I R4 OpsCenter. M FEMARFHRRNBBESN EZA |, #He
£ OpsCenter &l & L8 — 1 Opsltem, HXELR , EZ 5 Amazon CloudWatch FAFERHHIE
E, RENEEATEENNAER.

(® Note

M 2023 £ 10 A 16 Hit2 , B App CloudWatch lication Insights Opsltems £ 2 B ¥R # R
NEFEAUTELE S ER -

OpsItem title: [<APPLICATION NAME>: <RESOURCE ID>] <PROBLEM SUMMARY>
OpsItem description:

CloudWatch Application Insights has detected a problem in application <APPLICATION
NAME>.
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Problem summary: <PROBLEM SUMMARY>

Problem ID: <PROBLEM ID> (hyperlinks to the Application Insights problem summary page)
Problem Status: <PROBLEM STATUS>

Insight: <INSIGHT>

AT

AWS Systems Manager OpsCenter [exampleApplication: exampleCluster] ECS: Network received bytes

[exampleApplication: exampleCluster] ECS: Network received bytes €

Set status ¥

Overview Related resource details

v Opsltem details: oi-aa11bb22cc33dd44

Description

CloudWatch Application Insights has detected a problem in application exampleApplication.
Problem Summary: ECS: Network received bytes

Problem ID: p-aa11bb22-ccdd-eeff-33gg-aal11bb22cc33dd44 [4

Problem Status: RESOLVED

Insight: Unusual network received bytes can indicate misconfigured networks.

Opsltem ID Status
oi-aa11bb22cc33dd44 @ Open

Title Source
[exampleApplication: exampleCluster] ECS: Network received bytes Cloudwatch Application Insights
Created Last updated
2023-09-26T17:39:31Z 2023-09-29T08:25:26Z
Created by Account ID
arn:aws:sts::112233445566::application-insights 112233445566

Priority Notifications

2 -

Deduplication string Severity
p-aal1bb22-ccdd-eeff-33gg-aal1bb22cc33dd44 3 - Medium

Related resources (1)

Q 1
Resource ARN Type

arn:aws:ecs:us-east-1: 112233445566:cluster/exampleCluster -
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Amazon DevOps Guru

Amazon DevOps Guru B ANEEE I RN ENZERRE. NARFESRTNARREES , LURBIR
BEEREERNNITHN. MREF A DevOps Guru &£ K —1Opsltem{sS B.OpsCenter , N &/ L& £8
2K — MR OpsitemL &, &I LAER OpsCenter SREE&HY Opsltems.

DevOpsGuru £ B3I 82 Opsltems. &AL /1 Amazon DevOps Guru i

17 814E OpsltemsQuick Setup , X2 Systems Manager B9 —IIhaL, REEA
AWSServiceRoleForDevOpsGuruAmazon Identity and Access Management(IAM) fRS M x B & 3H 1T
B2 Opsltems,

5 DevOps Gur OpsCenter u B4

1. A0 https://console.aws.amazon.com/systems-manager/ , ¥J7F Amazon Systems Manager 12

L
Ho

ESMBE®KS , Hi%E#E Quick Setup,

£ “BE X DevOps Guru BEEET” TUHE L , iE£F “RIRE" &I+,
1£ DevOpsGuru B , RF0IE,

3 FEEIED , %25 A Amazon Systems Manager Opsltems.
ERRER , ERE,

o a0 bk~ w Db

Amazon EventBridge

Amazon EventBridge 12 7 — R ¥|#ERAmazon &R ELHEH, OpsCenterFAEKRERH

B, ©4 EventBridge 5OpsCenterZRIAFL NI EE X F /5 FAERIA EventBridge #MI, RIFiXLEHN |
EventBridge ##Opsltems., EAMN , &7 LAk SE4HFHE B E OpsCenter , LU TRERE
£,

(® Note

I 5 EventBridge ( 815 Amazon CloudWatch Events ) £ CloudWatch E4HIFTE
BER— L ThaE | HIMNBENEHEL. F=HEHRNEREMER.

DTR—EaLEHEENMN EventBridge K BIEOpsltem :

« Security Hub : EXH&Z 2R
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« Amazon DynamoDB i i =4

« Amazon Elastic Compute Cloud Auto Scaling : 3 31354 %k
- Systems Manager : iZ1TH3I{L A

« Amazon Health : it X4 2R

« Amazon EC2 : KRS ENEITERNFLE

RFEHER | B LSIER NS REINEMNRKLIZE Opsltems, B x A4 EH N LA ]2 Opsltem
HER , 55 H ELE EventBridge F NI L8122 Opsltems,

Amazon Config
Amazon Config f] A2t F &8 Amazon Web Services i/~ & Amazon FRHE B EME L,

Amazon Config RN E#5 OpsCenter F£%. R , B LLEIE —% M Amazon KIXEHHIAmazon
Config#il | EventBridge , #1412 Amazon Configie I B R EMAVEHIET, A EventBridge RIEZE I
EH EventBridge MM iF4iZE44, RN THE , NFEH EventBridge #F# , OpsltemHFH
OpsCenterfEy B #rt2 5 El,

AL Opsitem , BAILIEBREFREMAR BN FAEE. BRBPERE , ARUN —REERAENHH
R

HXESR

it i& EventBridge NI LA 612 Opsltems

£ F Amazon Systems ManagerOpsCenter 1 Amazon Config 3t {Ta M 1415

Amazon Security Hub

Amazon Security Hub M# Amazon Web Services Ik~ FRFZHPRERN FERXNNZ L

#&. Security Hub A —AMAREMMERBELN , THBERRFIFERERRENLZLRM, BE
HREARHNEHTEE, BRBAEER , BLEHEMRSE , Systems Manager £ OpsCenter FH)
Security Hub A& & Il |2 Opsltems,

(® Note

OpsCenter 5 Security Hub 3TN EERK. XEWKE , IREEH T ELZLFERIEXN
Opsltem RS HTEMHFER , W RESFE RS Security Hub @, B , HFAERIANE
B i #R & B3 £ OpsCenter FEYFE R Opsltems R E o
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ERINERT , Systems Manager 2 W EAMS=EMNAERILE Opsltems, EBAIAFFHEE
OpsCenter , AEH X P ZFRE™ EHFER I 02 Opsltems. OpsCenter T2 RNEEMREXRI A
i Opsltems , BRXTEREEBEE, B Security Hub "FEMRFINESZELR , H5H (Amazon
Security Hub API Reference) A #J Severity,

FT a2 |l

TEBLE OpsCenter LAMEE T Security Hub WiAE X I 4|2 Opsltems Z 8 , BHEHIAERE T/ Security
Hub iR BES. BXEZEER , i55H Amazon Security Hub FAF8REF 1% E Security Hub,

H R Security Hub & OpsCenter S£E(EY , REFFHEA Opsltems IAM BRFHX A& 012
AWSServiceRoleForSystemsManagerOpsDataSync, BXZABNEZER , HSR FAAE
A Explorer 8% OpsData ] Opsltems,

/A Warning
BEEELLTHEXE Security Hub #1T OpsCenter ERXHENHEEEFE. :

- MREEBE OpsCenter M Security Hub S BT & % 2| Security Hub BERAIKF, , MRS
LSHNEEBRRANAERAKS, PHAELINBZE Opsltems, Opsltems HEEE & MK
RolE, RESMHEER , XAE2SEKEB Amazon WEHNEFIKE,

NMREEREERNBREHAKS , WRENANZNMAKS PN FAERI0IE
Opsltems, B Security Hub EXE K. HKAMKF X HE EventBridge EHIREXRNE
%55 , 2 (Amazon Security Hubf F1EF) EventBridge ) Sec urity Hub S (3E
B,

- XTI Opsltem HENMNBELXI , BFEEANEOEUKELIE Opsltem WA, W
REBYRE T Opsltem AL Security Hub FEH THNNFAERIN ( X2ftK Opsltem &
), MtbaF=E2RA,

BLi& OpsCenter LUME R Security Hub ZE % B 612 Opsltems

1. 158 https://console.aws.amazon.com/systems-manager/ , T Amazon Systems Manager ¥ i

=18
2. ESMBE®EF , HEEE OpsCenter,
3. ®EEFEIRE,
4. 7f Security Hub BEX B |, EFRRE.
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5, EFBRNEZERAERNERA

6. MREFLERZHNPEFEIE™EMRE LRI LIE Opsltems , HHIHRIX LETA,

7. 1% Save (IRF) UREELWEE.

MREFTEHFERS N Security Hub BEXIBIE Opsltems , EFEANUT TR,
= 1E#E W Security Hub & X IKY Opsltems

1. A0 https://console.aws.amazon.com/systems-manager/ , ¥J7F Amazon Systems Manager 12

=

ESMERKT , Fi1EF OpsCenter,
HERIRE,

£ Security Hub AEXRINIH , ERHE.

ERBEHRNCERAERNCER., MBELEMRBHR | NEEBEEH Amazon Web Services K 18
3 B Security Hub,

6. EBERFURTEMNEE. OpsCenter FEIRHE Security Hub HiBE X I 612 Opsltems.

o A 0N

/A Important

Systems Manager Zk#Y & & 5 st Amazon Organizations® E ik - Al LB £ F I &R

B HER £ Amazon Web Services Xi#i5ROpsCenteri Z/Nik F /g i Security Hub R4 R
Explorer. MIRERFF AT Sec urity Hub J& , ExplorerH BFEH X B2 A Security Hub £
FREIRE Rtk P RRBIERS | NEE R ERMNREM L. OpsCenterdt£E}y Security Hub
Opsltems A IMHITEIR, BEfF TR REIER L Opsltems )y B FR1Y BL 52 i 1 812
Security Hub BEREZR , BRRENEER , ERMWAINERETFER L P RIRENKS |, RNHF
FEHREA S ecurity Hub JRExplorer. BXEFESREME S Explorer , HZ R4 Systems
Manager Explorer #3E R

Incident Manager

Incident Manager 2 Amazon Systems Manager #—IZhet , CIRET —NEHEBEHE , IFH
B EME AN Amazon RENABRFNSHEHNTRE., SHRETAIANBRSHPHSIRET
b, EIREHEE Incident Manager & , RE¥1E OpsCenter 1 B3 €] Opsltems,
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HR LT Incident Manager FRIBZEHY , ©ixE 27 OpsCenter FEIE —4 Opsltem , FFZEHLE
RRMEXTE., MR Opsltem E27FF , N Incident Manager A& 8|2 Opsltem, 5 — Opsltem i
AR Opsltem, MRE-—SHNAENBET K, WEFALA@IMAE Opsltem RFMENEH, MRF

E |, BALLR Opsltem FohIBEMH, EEHRAKE , B LT Incident Manager R R8I 2047 , LUE

EFNMSGHACRENBERRE.

ZRINER T , OpsCenter 5 Incident Manager £/, MR KRZEEHEES , MiZ OpsCenter WMH
FER—FRRESHEERMEE . 2 Incident Manager 812 Opsltem B , BRI LLM OpsCenter B
F1EE Opsltem, BEXA Opsltem BIEEHHIREA , SH 7 Opsltem BIEE44F,

Create Opsltems

£ 2R B OpsCenter ( 'E 2 Amazon Systems Manager B —I12h&E ) HFEE Amazon Web
Services £ /& , Amazon Web Services fHRIEERIAFN, SHHEIRB 3N B2 Opsltems,

BRI LAEF B IA Amazon EventBridge ALNIFVRASHM=EMRH. MRFE , LR LM Amazon
EventBridge S22 S mEXLEMN, XA Amazon CloudWatch EEEIR , AR BIESREE
Ro ERAMUFMER , EAUEEENH BN ERK Opsltems HEH4,

U RSB Opsltem B, B FIHFFRD., BT Opsitem HAER |, AFPRASE W R EE#
17 ; £18E Opsltem 5 , PRFRSER N EMF IR, X T WMEI4E Amazon Web Services F B & Z4R MM
M LA8I2 Opsltems , AR MM F 5412 Opsltem WEZELR |, BSEUTEHE,

£l

- BLE EventBridge #MLAAIZ Opsltems

* ¥ CloudWatch ER & 1 €12 Opsltems

- F316lE Opsltems

BLiE EventBridge N LA8IE Opsltems

% Amazon EventBridge W EIZE4r , B RTEERIAFN SIZEFTH Opsltem, BRI LASIERMN R 4m4E
MAEHM , BUF OpsCenter i%EH EventBridge E4H B, BXRUMACIEEHMUNER , S
% {Amazon EventBridge A1) F 83 Amazon Web Service SIZHN,

BliE EventBridge M NI LL7E OpsCenter 8|2 Opsltems

1. $TF{LTF https://console.aws.amazon.com/events/ B9 Amazon EventBridge 2§ & .

2. HESMBEHED , %#ZE Rules (M),

Create Opsltems 280


https://docs.amazonaws.cn/eventbridge/latest/userguide/create-eventbridge-rule.html
https://console.amazonaws.cn/events/

Amazon Systems Manager ArfEm

© © N o

11.

12.
13.

14.

f£ Rule (#M ) TWHE L , X¥F Event bus ( BHEL ) |, %3 default ( BRIX ) -
XNFAN | B % AN PR35 AR SRE RN,
EREANNBHRUT AR FAGENEH. EANFAEEF , RIEIRREFRTRENECEA,

® Note
MRFE , CAUEAEZRER LANRERENRS.

R B RETF,
1t Targets (B #5) M+ £ , %&#F Edit (4%%38).
STFEFRER | % Amazon Web Service,

X F Select a target ( EFE—NBEFR ) , %&#F Systems Manager Opsltem,

. NFFZEMREE | EventBridge FENRUEFEHRIAT iR, EXLHERT , EventBridge

A LAz TN P E# Amazon Identity and Access Management (IAM) B :

- ZEBHCIE IAM A€ |, iHiE#R Create a new role for this specific resource (7 I 4FE R IR A
BHFAe).

- EFEAEIEN IAM S Eventbridge & F1E OpsCenter H 82 Opsltems WX R , 5%
#Use existing role ( FAIMERE ) .

EHMRESR , N TEEBEMRBA , HEEHNAKRSR,

& T LAGE P fl AR IRBRIE TN Opsltems EEESERENRFZHEMEMEREE , MArENTE
38

i%# Configure input transformer ( BL &% A ##85 ) .

EEMRAARRSED N TRAARE  FEEEMBREATETNE, fl, EMNAERZA N
SHP@EMTREE, SREBMEBERES  FER THER JSON.

{
"end-time": "$.detail.EndTime",
"failure-cause": "$.detail.cause",
"resources": "$.resources",
"source": "$.detail.source",
"start-time": "$.detail.StartTime"
}

XNF Template ( #1x ) , BEEEREZBIFNES. B0, A TEHR JSON fFEEZES
OpsCenter, LL{EEfFA T LI Opsltem,
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® Note

R AEARRA JSON £, MERPHNREFEIESIS. Hl, BIF, BER
R, KR, FFiaetiE M RedENERENASI SRR,

"title": "EBS snapshot copy failed",
"description": "CloudWatch Event Rule SSMOpsItems-EBS-snapshot-copy-failed was
triggered. Your EBS snapshot copy has failed. See below for more details.",
"category": "Availability",
"severity": "2",
"source": "EC2",
"resources'": <resources>,
"operationalData": {
"/aws/dedup": {
"type": "SearchableString",
"value": "{\"dedupString\":\"SSMOpsItems-EBS-snapshot-copy-failed\"}"
.
"/aws/automations": {
"value": "[ { \"automationType\": \"AWS:SSM:Automation\",
\"automationId\": \"AWS-CopySnapshot\" } ]"
.
"failure-cause": {
"value": <failure-cause>
1,
"source": {
"value": <source>
.
"start-time": {
"value": <start-time>
1,
"end-time": {
"value": <end-time>

BXRXLEFZERNEZEL , 200 (Amazon EventBridge AAF#8R) HRVEEHR B irf Ao
15. %% Confirm ( 1A )
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16. & Next ( F—F ),

17. EE Next ( T—%F ),

18. %3 Update rule (EFTHM),

ENEHEIE Opsltem 5 , B LUBI T Opsltem H B N R BB REBER S REEFSHEA
8. BXUMEE Opsltem FHETEER , FZ 1 B Opsltems,

¥ CloudWatch B1R i & 9 02 Opsltems

£ OpsCenter ( '© & Amazon Systems Manager By —IIhaE ) WERKIRES , BRI Amazon
CloudWatch #RB#EE N ER B3I Opsltems, BAISIEREIRFLFEBINEEIR , LLTE OpsCenter F
€12 Opsltems.,

IR EREE N 12 Opsltems BY , CloudWatch fF7 Amazon Identity

and Access Management ( IAM ) FEIZFPRSHEXAGB, ZHAREN
AWSServiceRoleForCloudWatchAlarms_ActionSSM. B3 CloudWatch [REHXxABNESE
B, #%H (Amazon CloudWatch A #ER) H#IJY CloudWatch EARSHEXAE,

% CloudWatch R4 K Opsltem B , Opsltem & 7R CloudWatch 1R -“alarm_nameib T ER:IR
=

7BN0

EEFEXRBE Opsltem WiFMELR , Bk Opsltem , RABEBRHRAFRIFMEE &R+, &1
LF 4w Opsltems , UERFMTEMRKFFHFMER, BER , HBRBERN ™ EMRES

Bt , Systems Manager 7 A B # 28 BR A2/ Opsltems W EMD LR, MRENEEQE
T Opsltem , #BZEE 7T EEHEMBRFFE , MEIFEHEE CloudWatch FREELREE , EEF4
BRI F /Y Opsltems, IR E7E OpsCenter Hfi#R T Opsltem B A , CloudWatch fF 61 —MNETHY
Opsltem,

BXRBEE CloudWatch BN EZEE , BSRUATE=,

£

 FiE CloudWatch ER A 612 Opsltems ( Z#I& )

« A CloudWatch BIRElE 1 €12 Opsltems (AmEFN )

ELi& CloudWatch iR LAGIE Opsltems ( #Z£HIA )

BRI LFH BB RIEFNEER , BAM Amazon CloudWatch #2 Opsltems.,
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#12 CloudWatch B3Rk 3~ Systems Manager Bt & 7 iZ ZR ) B 5

1. 5ER (Amazon CloudWatch Al #5E) HRFEFHFSEEEEZ CloudWatch Ef FIEEMN LR
1_90

£ Systems Manager #&{EZf 2/ |, 1E#F 750 Systems Manager OpsCenter #1E,
£ Opsltems,

NFEEMY , BE 15 4 2ABHTIER,

( Ak ) J¥F3E5 , 7 Opsltem EFE—NFEH,

5 {Amazon CloudWatch FAF#6F) HRFEESFECIE CloudWatch ZBiRHIEEN T T
11-13,

7. %&#FE Next (F—%) HEKES,

o g A~ W Db

BERENASE , HI9 Systems Manager iR B A LS BN BIR , BRITUTSER :

E4)
1. BELLTMuLITH CloudWatch #2#|& : https://console.aws.amazon.com/cloudwatch/s
ESMERKSP , &#F Alarms (BR).
BBREE | RBMKIKIERE Actions (IRE) # Edit (4R1R).
( @Ti& ) Bk Metrics (38#5) # Conditions (54) T2 HIIRE , RFIEFE Next (T—F).
£ Systems Manager 4 , 1%£1F Add Systems Manager OpsCenter #&1E,
Xt F Severity (FEM) , EE—IPHF,

o g A~ w b

® Note

FEMRRAFENHNE. ERENAATUBAESNEXRIINENES L AREEN =
E MR ARBRAEF RS FRDPL.

~

( ATk ) X F Category (3EH!) , kB — NI,
1% Next (F—2) AEKE S

©

I CloudWatch B EE 5 8I2 Opslitems ( UHEH )

& B LU¥ Amazon CloudWatch B3RELE 3 £/ Amazon Command Line Interface ( Amazon
CLI') . Amazon CloudFormation #&#R=% Java KB ER A mTE S X I Opsltems,

ES ]
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- FHREMNAERZTIHE

« ¥ CloudWatch ZiR & 5 12 Opsltems ( Amazon CLI )

« ¥ CloudWatch Z3R il & 7 822 = FE #1 Opsltems ( CloudFormation )

« ¥ CloudWatch E3R il & 7 822 = FE # Opsltems ( Java )

FHuieE® T/E

MREEUREARNFEINEEIRNVER T2 Opsltems BIER , M AMIEE Amazon FIRE

( ARN ) . Lt ARN ¥ Systems Manager OpsCenter ¥riR 7@ & 282 H Opsltems B#r, &AL
BEX ARN , B E&6IEMN Opsltems BEREFE , WEMHEKF. 8N ARN BETXRFH
REE R

S HAER

il

Region ( #4iH) HBFTER Amazon Web Services Xig, 4l
m : us-west-2 . BXUW{AIFE Amazon Web
Services XiF A OpsCenter WEZEE. |
25 Amazon Systems Manager i &= FEL
i

account_ID ( 441F) Bl & Zrt £ AR RE — Amazon Web Services
W ID, filEn : 123456789012 ., WKF™ ID 4%
MERES (:) MS% opsitem , MU R4

FiT 7Ro

severity ( 4418 ) HAFPEYHESSEEZ2H Opsltems ™= E
MR, BME: 1, 2. 3. 4

Category ( A% ) B S E6IEM Opsltems KI5, B

{E : Availability . Cost. Performan
ce . Recovery M Security,

ERAUT @A A2 ARN, It ARN T EIEIEM Category ¥,

arn:aws:ssm:Region:account_ID:opsitem:severity

LR R =B,
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arn:aws:ssm:us-west-2:123456789012:0psitem:3

EQEMEAIEN Category S8 ARN , BEAUT A% -
arn:aws:ssm:Region:account_ID:opsitem:severity#CATEGORY=category_name

TR RB,
arn:aws:ssm:us-west-2:123456789012:opsitem:3#CATEGORY=Security

FF CloudWatch B3R &l & 7 02 Opsltems ( Amazon CLI )

RS ERERN alarm-actions SHIEE ARN, BXUMAGIZE ARN WEER |, SR FIRaIHES
Itk

fF CloudWatch B3R ELE 5 82 Opsltems ( Amazon CLI )

1. ZEHEE Amazon Command Line Interface (Amazon CLI) ( ZNR i RITZIERE ) ©

BXEE , BZREZESFEH Amazon CLI BYSHRA.
2. BITUTHSUKREERENEENESR.

aws cloudwatch describe-alarms --alarm-names "alarm name"

3. BITUT®TUENEE. M8 rstrittBRNEECHER,

aws cloudwatch put-metric-alarm --alarm-name name \
--alarm-description "description" \
--metric-name name --namespace namespace \
--statistic statistic --period value --threshold value \
--comparison-operator value \
--dimensions "dimensions" --evaluation-periods value \

--alarm-actions
arn:aws:ssm:Region:account_ID:opsitem:severity#CATEGORY=category name \
--unit unit

LR R =B,
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Linux & macOS

aws cloudwatch put-metric-alarm --alarm-name cpu-mon \

--alarm-description "Alarm when CPU exceeds 70 percent" \

--metric-name CPUUtilization --namespace AWS/EC2 \

--statistic Average --period 300 --threshold 70 \

--comparison-operator GreaterThanThreshold \

--dimensions "Name=Instanceld,Value=i-12345678" --evaluation-periods 2 \
--alarm-actions arn:aws:ssm:us-east-1:123456789012:0psitem:3#CATEGORY=Security \
--unit Percent

Windows

aws cloudwatch put-metric-alarm --alarm-name cpu-mon A

--alarm-description "Alarm when CPU exceeds 70 percent" A

--metric-name CPUUtilization --namespace AWS/EC2 *

--statistic Average --period 300 --threshold 70 ~

--comparison-operator GreaterThanThreshold ~

--dimensions "Name=Instanceld,Value=i-12345678" --evaluation-periods 2 #
--alarm-actions arn:aws:ssm:us-east-1:123456789012:0opsitem:3#CATEGORY=Security ~
--unit Percent

#F CloudWatch B#R & & 1 812 E#H Opsltems ( CloudFormation )

RE D BFEZ A Amazon CloudFormation 4R , & 8] LA A iX 18 4R 4T CloudWatch ZiREE N B3
BB HEH Opsltems. BMERHLEREN AlarmActions SEHIEE ARN, BXM{AHIZE ARN By
EE ,BSH FHRaER T/E,

EEFRER - AT CloudFormation #8182 E# CloudWatch ISR Bk, LERPIEENERA
F 1542 Amazon Elastic Compute Cloud ( Amazon EC2 ) SRR R E, MREEI A ALARM RE |
NJ7E OpsCenter A AIZ Opsltem,

{
"AWSTemplateFormatVersion": "2010-09-09",
"Parameters" : {
"RecoveryInstance" : {
"Description" : "The EC2 instance ID to associate this alarm with.",
"Type" : "AWS::EC2::Instance::Id"
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}
1,
"Resources": {
"RecoveryTestAlarm": {
"Type": "AWS::CloudWatch::Alarm",
"Properties": {
"AlarmDescription": "Run a recovery action when instance status check fails
for 15 consecutive minutes.",
"Namespace": "AWS/EC2" ,
"MetricName": "StatusCheckFailed_System",

"Statistic": "Minimum",

"Period": "60",

"EvaluationPeriods": "15",
"ComparisonOperator": "GreaterThanThreshold",

"Threshold": "0@",
"AlarmActions": [ {"Fn::Join" : ["",
["arn:arn:aws:ssm:Region:account_ID:opsitem:severity#CATEGORY=category_name",

{ "Ref" : "AWS::Partition" }, ":ssm:", { "Ref" : "AWS::Region" }, { "Ref" : "AWS::
AccountId" }, ":opsitem:3" 113} 1,
"Dimensions": [{"Name": "InstanceId","Value": {"Ref": "RecoverylInstance"}}]
}
}
}
}

E5ER - EALLT CloudFormation BiRBIRREHESER, EESTERZNENREEALHK. MR
HEH A ALARM IRZ |, NFE OpsCenter A &% Opsltem,

"Resources": {
"HighResourceUsage": {
"Type":"AWS: :CloudWatch: :CompositeAlarm",
"Properties":{
"AlarmName":"HighResourceUsage",
"AlarmRule":"(ALARM(HighCPUUsage) OR ALARM(HighMemoryUsage)) AND NOT
ALARM(DeploymentInProgress)",

"AlarmActions":"arn:aws:ssm:Region:account_ID:opsitem:severity#CATEGORY=category_name",
"AlarmDescription":"Indicates that the system resource usage is high while
no known deployment is in progress"
},
"DependsOn": [
"DeploymentInProgress",
"HighCPUUsage",
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"HighMemoryUsage"

1,
"DeploymentInProgress":{
"Type":"AWS: :CloudWatch: :CompositeAlarm",
"Properties":{
"AlarmName":"DeploymentInProgress",
"AlarmRule":"FALSE",

"AlarmDescription'":"Manually updated to TRUE/FALSE to disable other

alarms"

1,
"HighCPUUsage": {
"Type":"AWS: :CloudwWatch::Alarm",
"Properties":{
"AlarmDescription":"CPUusageishigh",
"AlarmName":"HighCPUUsage",
"ComparisonOperator":"GreaterThanThreshold",
"EvaluationPeriods":1,
"MetricName":"CPUUsage",
"Namespace":"CustomNamespace",
"Period":60,
"Statistic":"Average",
"Threshold":70,
"TreatMissingData":"notBreaching"

1,
"HighMemoryUsage":{
"Type":"AWS: :CloudWatch::Alarm",
"Properties":{
"AlarmDescription":"Memoryusageishigh",
"AlarmName" :"HighMemoryUsage",
"ComparisonOperator":"GreaterThanThreshold",
"EvaluationPeriods":1,
"MetricName" :"MemoryUsage",
"Namespace":"CustomNamespace",
"Period":60,
"Statistic":"Average",
"Threshold":65,
"TreatMissingData":"breaching"
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fF CloudWatch BIRELE 7 I E# Opsltems ( Java )

AR ITEZA Java KB , BRI LFEAX LB CloudWatch BiREE N B QI EREH
Opsltems, BNMMBEREEREN validSsmActionStr SEIEE ARN, BXMAEIZE ARN B15
B, BN TR ERITE,

BEER - FALUT Java RIBERBIEREFH CloudWatch BiR, LHERFIEENETER TR
Amazon EC2 RHPIRAKE, MMREEFH A ALARM IRA |, NIFE OpsCenter H 8| Opsltems,

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;
import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.ComparisonOperator;
import com.amazonaws.services.cloudwatch.model.Dimension;
import com.amazonaws.services.cloudwatch.model.PutMetricAlarmRequest;
import com.amazonaws.services.cloudwatch.model.PutMetricAlarmResult;
import com.amazonaws.services.cloudwatch.model.StandardUnit;
import com.amazonaws.services.cloudwatch.model.Statistic;

private void putMetricAlarmWithSsmAction() {
final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

Dimension dimension = new Dimension()
.withName("InstanceId")
.withValue(instancelId);

String validSsmActionStr =
"arn:aws:ssm:Region:account_ID:opsitem:severity#CATEGORY=category_name";

PutMetricAlarmRequest request = new PutMetricAlarmRequest()
.withAlarmName(alarmName)
.withComparisonOperator(
ComparisonOperator.GreaterThanThreshold)
.withEvaluationPeriods(1)
.withMetricName("CPUUtilization")
.withNamespace("AWS/EC2")
.withPeriod(60)
.withStatistic(Statistic.Average)
.withThreshold(70.0)
.withActionsEnabled(false)
.withAlarmDescription(
"Alarm when server CPU utilization exceeds 70%")
.withUnit(StandardUnit.Seconds)
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RAriEmE

.withDimensions(dimension)
.withAlarmActions(validSsmActionStr);

PutMetricAlarmResult response = cw.putMetricAlarm(request);

EHFAER - FAUT Java KBREHFER Amazon Web Services Ik AR FTE CloudWatch

R, MEEZHRHE A ALARM RSB Z Opsltems,

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;

import com.amazonaws.services.cloudwatch.model.DescribeAlarmsRequest;
import com.amazonaws.services.cloudwatch.model.DescribeAlarmsResult;
import com.amazonaws.services.cloudwatch.model.MetricAlarm;

private void listMetricAlarmsAndAddSsmAction() {

final AmazonCloudWatch cw = AmazonCloudWatchClientBuilder.defaultClient();

boolean done = false;
DescribeAlarmsRequest request = new DescribeAlarmsRequest();

String validSsmActionStr =
"arn:aws:ssm:Region:account_ID:opsitem:severity#CATEGORY=category_name";

while(!done) {
DescribeAlarmsResult response = cw.describeAlarms(request);

for(MetricAlarm alarm : response.getMetricAlarms()) {

// assuming there are no alarm actions added for the metric alarm
alarm.setAlarmActions(ImmutableList.of(validSsmActionStr));

request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {
done = true;
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F o812 Opsltems

WIRRDIREEZRT |, ATLUEN Amazon Systems Manager B9 ZhaE OpsCenter F3h 82 Opsltem , 2L
EEMNBERIZEE,

MRENBEKFEEIRE T OpsCenter , | Systems Manager Z3E & & 5, Amazon Organizations
EEIKF LA R A K A2 Opsltems, BXEZER , 85 ( 71k ) fF OpsCenter 2 & 1 5K
£ EE Opsltems,

BAILAE A Amazon Systems Manager ##/&. Amazon Command Line Interface ( Amazon CLI ) =
Amazon Tools for Windows PowerShell 12 Opsltems,

£

- FZ8|E Opsltems ( 2HIA )

- F3 8% Opsltems ( Amazon CLI )
- Fzh8l2 Opsltems ( PowerShell )

F3h8l2 Opsltems ( #2#HIE )

&R LAE A Amazon Systems Manager 2% & F 31812 Opsltems, ZH&EGIE Opsltem B , EFER
2K OpsCenter Ik A, MNREHNEKFEEIRE T OpsCenter , M OpsCenter FHEREE RN
SRR RNEER R KF B2 Opsltems kT, BXEZEE |, S ( 7% ) fF OpsCenter
RERNBEKFEFEE Opsltems,

£ Amazon Systems Manager #2#|& /2 Opsltem

1. 1FIA] https://console.aws.amazon.com/systems-manager/ , ¥ Amazon Systems Manager 2%

AN
Ho
2. ESMBEKD , %&#ZF OpsCenter,

3. 1%&#F Create (8]2) Opsltem, MREZEEFEZIZHM |, 1HiE#F Opsltems W F , RFIEEF
Create Opsltem (8% Opsltem),

4. (WD) EBEHMKS  AREEEEHDEZE Opsltem BIKF .

(® Note
MBEBERNKAMKF I Opsltems , NEEHITIH SR,

5. XTF Title (F58R) , WA —NMER B FRAFBIE T ## Opsltem B A&,
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6. XTF Source (JR) , B AZ MM Amazon BRHXHFEMFRELR , SAHBIAF 7 # Opsltem
R

@ Note
B2 Opsltem /5 , BT E4m*E Source (R) FE.

7. (A& ) XF Priority (E5ELR) , EFMHRERRF

8. (Wit ) XTF Severity (EM) , EEFEEERI,

9. (W& ) XTF Category (E3l) , EEBE—NHEH,

10. X F Description (3&iR) , # AB XL Opsitem HEE , 2F (WMREAR ) BRLRBENS R,

(® Note

& A X OpsiteM A FERHHI AKZE Markdown X, BXEZEER , BSH
{Amazon Web Services Management Console A J{Em) HHEZRHIAFFEH
Markdown,

1. RTEEHREMBRFRFR , AARZAUATREESE Opsltems 81, BXxESBIEMBRFR
BENEZER , BSH EEEER Opsltems,

12. (W% ) NFBEH , EEEEHL Opsltem B EIF B AKX A Amazon SNS E& Y Amazon
HREF (ARN) . BAMIEE—E Opsltem i F [E— Amazon Web Services Xig F1#Y
Amazon SNS ARN,

13. (Wit ) N FAEXRR , EFRMAEES SR RAEMMEX TR ID 3 ARN,
14. 1%3F CreateOpsltem ( ]2 )

MR , ZWENE R Opsltem, HERXEERRNEEIKS, N%EEK 2K 82 Opsltem B, #HY
Opsltems FE RIEEE A MK R KB OpsCenter H, BHXRIMAEE Opsltem HHIEMESR |, &
S # I Opsltems,

F 382 Opsltems ( Amazon CLI )
LTSRN E T #£H Amazon Command Line Interface (Amazon CLI) €12 Opsltem K95 3%,
£ Amazon CLI £1% Opsltem

1. ZEHEE Amazon Command Line Interface (Amazon CLI) ( 21 R & R HITIZIRE ) -
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BXREER , BEHZEHEH Amazon CLI R FTHRZAS,
2. 37 Amazon CLI #E T T @5 LA 812 Opsltem, FEM#####1 BN EECHER,

aws ssm create-ops-item \
--title "Descriptive_title" \
--description "Information_about_the_issue" \
--priority Number_between_1_and_5 \
--source Source_of_the_issue \
--operational-data Up_to_20_KB_of_data_or_path_to_JSON_file \
--notifications Arn="SNS_ARN_in_same_Region" \
--tags "Key=key_name,Value=a_value"

B E XA R REBE

62 Opsltem B , A BUEE XM FRVRERIR. S H=2 JSON X, FRZXHHR
BYTER R TR,

{
"key_name": {
"Type": "SearchableString",
"Value": "Up to 20 KB of data"
}
}
TR R6Bl

aws ssm create-ops-item A
--title "EC2 instance disk full" 2
--description "Log clean up may have failed which caused the disk to be full" 2
--priority 2 ~
--source ec2 A
--operational-data file:///Users/TestUserl/Desktop/OpsItems/opsData.json ~
--notifications Arn="arn:aws:sns:us-west-1:12345678:TestUserl" A
--tags "Key=EC2,Value=Production"

(® Note

BXRMAEFREARBRERZNTSTPHEA JSON BXSHHNER |, iS5 Amazon
Command Line Interface A8 P HIE Amazon CLI R 5| S FZHFEESFEH,
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-~

"OpsItemId": "oi-la2b3c4d5e6f"

3. BITUTHHUEFEEXRECIEMN Opsltem HiEHEE,

aws ssm get-ops-item --ops-item-id ID

REFRERGTUATARENER.

{
"OpsItem": {
"CreatedBy": "arn:aws:iam::12345678:user/TestUser",
"CreatedTime": 1558386334.995,
"Description": "Log clean up may have failed which caused the disk to be
full",
"LastModifiedBy": "arn:aws:iam::12345678:user/TestUser",
"LastModifiedTime": 1558386334.995,
"Notifications": [
{
"Arn": "arn:aws:sns:us-west-1:12345678:TestUser"
}
1,
"Priority": 2,
"RelatedOpsItems": [],
"Status": "Open",
"OpsItemId": "oi-la2b3c4d5e6f",
"Title": "EC2 instance disk full",
"Source": "ec2",
"OperationalData": {
"EC2": {
"Value": "12345",
"Type": "SearchableString"
}
}
}
}

4. BTLAT T LLESR Opsltem, LRI M Open ( BRIAE ) Ek A InProgress,
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aws ssm update-ops-item --ops-item-id ID --status InProgress

ZmnikEHH,
5. BRETUTHSURIPRAREEE XN InProgress,

aws ssm get-ops-item --ops-item-id ID

#12 Opsltem #Y R4
LT RBRAIEEZSERINMAFER Linux BEEITF. macOS = Windows 1% Opsltem,
Linux BE[TF 5 macOS

LA R a5 5 7€ Amazon Elastic Compute Cloud ( Amazon EC2 ) SE#l## B %t 812 Opsltem,

aws ssm create-ops-item \
--title "EC2 instance disk full" \
--description "Log clean up may have failed which caused the disk to be full" \
--priority 2 \
--source ec2 \
--operational-data '{"EC2":{"Value":"12345","Type":"SearchableString"}}' \
--notifications Arn="arn:aws:sns:us-west-1:12345678:TestUserl" \
--tags "Key=EC2,Value=ProductionServers"

T a2/ OperationalData FH /aws/resources #812@=E Amazon DynamoDB 45
#IREY Opsltem,

aws ssm create-ops-item \

--title "EC2 instance disk full" \

--description "Log clean up may have failed which caused the disk to be full" \

--priority 2 \

--source ec2 \

--operational-data '{"/aws/resources":{"Value":"[{\"arn\": \"arn:aws:dynamodb:us-
west-2:12345678:table/OpsItems\"}]", "Type":"SearchableString"}}' \

--notifications Arn="arn:aws:sns:us-west-2:12345678:TestUser"

R f# £/ OperationalData Y /aws/automations & 8IE Y AWS-ASGEnterStandby
M HEIEE KRB B 31 {LiE1T FAEY Opsltem,
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aws ssm create-ops-item \
--title "EC2 instance disk full" \
--description "Log clean up may have failed which caused the disk to be full" \
--priority 2 \
--source ec2 \
--operational-data '{"/aws/automations":{"Value":"[{\"automationId
\": \"AWS-ASGEnterStandby\", \"automationType\": \"AWS::SSM::Automation
\"}]1","Type":"SearchableString"}}"' \
--notifications Arn="arn:aws:sns:us-west-2:12345678:TestUser"

Windows

LA R a3+ 7€ Amazon Relational Database Service ( Amazon RDS ) SE45I 7450 5785 82 Opsltems,

aws ssm create-ops-item ~
--title "RDS instance not responding" *
--description "RDS instance not responding to ping" #
--priority 1 »
--source RDS A~
--operational-data={\"RDS\":{\"Value\":\"abcd\",\"Type\":\"SearchableString\"}} ~
--notifications Arn="arn:aws:sns:us-west-1:12345678:TestUserl" A
--tags "Key=RDS,Value=ProductionServers"

LT85 OperationalData H# /aws/resources #8IEEE Amazon EC2 EHIHx &R
B Opsltem,

aws ssm create-ops-item A
--title "EC2 instance disk full" 2
--description "Log clean up may have failed which caused the disk to be full" »
--priority 2 ~
--source ec2 "
--operational-data={\"/aws/resources\": {\"Value\" :\"[{\\"""arn\\""":\
\"""arn:aws:ec2:us-east-1:123456789012:instance/i-1234567890abcdefO\\"""}1\",\"Type\":
\"SearchableString\"}}

AR a6 OperationalData /Y /aws/automations @612~ Amazon-
RestartEC2Instance E{TFMIsE N MHXBM B31{Liz1TFMH Opsltem,

aws ssm create-ops-item A
--title "EC2 instance disk full" 2
--description "Log clean up may have failed which caused the disk to be full" 2
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--priority 2 ~
--source ec2 A

--operational-data={\"/aws/automations\":{\"Value\":\"[{\\"""automationId\\""":

\\"""AWS-RestartEC2Instance\\”"",\\"""automationType\\""" :\\"""AWS: :SSM: :Automation\

\"""FIN\",\"Type\":\"SearchableString\"}}

F 3812 Opsltems ( PowerShell )

LTSRN E T A EH Amazon Tools for Windows PowerShell ]2 Opsltem,
£ Amazon Tools for Windows PowerShell ]2 Opsltem

1. FTFF Amazon Tools for Windows PowerShell , RAEZTUATHS , UIEEEWEIL,

Set-AWSCredentials -AccessKey key-name -SecretKey key-name

2. BTLAT&®S , LUMENR PowerShell £iF1&iE Amazon Web Services X1,

Set-DefaultAWSRegion -Region Region

3. BITUTHSUBIEIN Opsltem. FEMN####### BN EECHNER. K SEERATBLE

It Opsltem B9 Systems Manager B 31L& 1T F o

$opsItem = New-Object Amazon.SimpleSystemsManagement.Model.OpsItemDataValue

$opsItem.Type = [Amazon.SimpleSystemsManagement.OpsItemDataType]::SearchableString

$opsItem.Value = '[{\"automationId\":\"runbook_name\",\"automationType\":
\"AWS: :SSM: : Automation\"}]"

$newHash = @{" /aws/
automations"=[Amazon.SimpleSystemsManagement.Model.OpsItemDataValue]$opsItem}

New-SSMOpsItem °
-Title "title" °
-Description "description" °
-Priority priority_number °
-Source Amazon_service °
-OperationalData $newHash

MR, thas w4 H#F Opsltem B 1D,

THEHRFIIEE T ZHMH Amazon Elastic Compute Cloud ( Amazon EC2 ) 3=4I#9 Amazon &RB R

(ARN ) ,
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$opsItem = New-Object Amazon.SimpleSystemsManagement.Model.OpsItemDataValue
$opsItem.Type = [Amazon.SimpleSystemsManagement.OpsItemDataType]::SearchableString
$opsItem.Value = '[{\"arn\":\"arn:aws:ec2:us-east-1:123456789012:instance/
i-1234567890abcdefo\"}]"
$newHash = @{" /aws/
resources"=[Amazon.SimpleSystemsManagement.Model.OpsItemDataValue]$opsItem}
New-SSMOpsItem -Title "EC2 instance disk full still" -Description "Log clean up may
have failed which caused the disk to be full" -Priority 2 -Source ec2 -OperationalData
$newHash

& Opsltems

OpsCenter & Amazon Systems Manager By —IHIZI8E , & A[IEER Opsltems MHESIZ EIERAI R,
MREBHERFEEIRE T OpsCenter , M ZIXEEEANEEMKS AT LM Opsltems Bk~ HEEYE
1l BXEZEE , B85 ( 1k ) ¥ OpsCenter RE N B EHFEE Opsltems,

BRI LAE A Systems Manager #H 8 PR AT THEEE FMEE Opsltems :

- HE - ERITAMIEEHITH Opsltems BIiTE, WRFRHEIXI 28 Opsltems BitE , URIZETE
2=, A LURIRE R Opsltems IRASTEE Opsltems,

* Opsltems - &7~ Opsltems W%k , HPIELMEEFTER , WA, ID, xR, #EIR, Opsltem
IR , AR EXESR B AMEtE, EALTRE , BRI LF LI Opsltems, BEIR, BEX
Opsltem BVRES , AR IR EHIE L Opsltems, EAILUEEE — Opsltem , LLE RE Opsltems i#
MEETRE,

« Opsltem F4ELE - BHAILLATEE Opsltem WiIFHARMITE, Opsltems FHAEETNHEHEZE
TED+ :
o BN - B RMEXER, BE 30 RAESTHEITFM , URETUESTHARETFRBIIR, &
BRI LAEF ML Opsltems, FRINEERIE , LARABMIEX Opsltems,
s HXBRREFEMAER - EREXKRBEZN Amazon RFHRRENES. BIF Resource details (&
RiFMAEER) o , EERFTEERAEFEN Amazon BRERENEX L ERNELS, BT LA
Related resources (8% & IR) FIFTR LIRSt Opsltem #5< B H A8 %R

BEXRUIEE Opsltems WEZEE , HSRUATEE,

ES ]
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- &BF Opsltem WiFHER

Y% Opsltem

o FAEXBEBEFRIE Opsltem

+ Ff#Hx Opsltems A HNE Opsltem

o FHREBIEFIE Opsltem

« 7y Opsltem BIZEEH4

- EEEEW Opsltems

s DIIEERELE L Opsltems

+ &F OpsCenter B EMIRE

EF Opsltem WiFHAER

EIRE Opsltem WLHEME , BEEA OpsCenter H| & HH Opsltem FHEENH. BEREHNE

TUATEE -

* Opsltems F4EE - & RATE Opsltem B —fXE R,

« HEXBR - HXBRREZIHENER , RSB Opsltem WEHMEIR.

« 3% 30 KRBT - 3% 30 RKASTHEITEMIIE.

s BITFEM - BN AZETFEMIIKRFPIEERE-DNETFMR

« F{L Opsltem - X2 RS E K A RESEHRRIE I RER LB Opsltems MIFIR, 7 T ER L
=, REFE#EFTE Opsltems MIFRE M IR HIRE £ A AE{LL £ A H Opsltems,

- BERE - RERER-—TAENHE , ZBERHAEX Opsitem WEASERARER. Sl , &
ALEE BEXH, HIRFAR, TARA, REERETREMWAEREE,

« X Opsltem - B A LA E U E R 5K 5251 Opsltem <K Opsltems B 1D,

o MXBFRIFMEER - S REUEIRMHIER , 8% Amazon CloudWatch 1EFRFIEHR. Amazon
CloudTrail BH& , ARk B Amazon Config Bi# 405 5.

EFOpsltemBViFAE R

1. 1A https://console.aws.amazon.com/systems-manager/ , T Amazon Systems Manager 2 |

Ao

2. ESMBE®KD , %£F OpsCenter,
3. i&#E Opsltem UEFEHEFMELS,
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w48 Opsltem

Opsltem #4015 B 20 BIEA X Opsltem WEE , HFEFHIR, #5B. JR. Opsltem ID FRES,
BT LAURIB B Opsltem , B A LUEEZ A Opsltems , REREBUTFE : A, KER, E
M., EK5,

% Amazon EventBridge B2 Opsltem & , EfERFE., BMBERFE, S URERBNERF
B, BLERBRFR,

(® Note

B # A X OpsiteM HEIRAFER I KZE Markdown xR, BEXEZEER , 555 (Amazon
Web Services Management Console A[13E/) RS & £H Markdown,

BE , BA LA Opsltem BT A EL B 313E -

« #5@ - Opsltem BB . RGLIZE Opsltem KIHRE,

o IR - BRI Opsltem HER , B (WRER ) BIRBEHI R,

« IRZ - Opsltem KPR AT AR TH", “EEFHT R CHER,

« fEEL - Opsltem BIEER TN T 1 E 5 2H, BNBENREALBEEMELINENL , ARE
M 58 B 19 A8 B AR 55 4% B 1o

« JPEM - Opsltem W=EMAUNT 184 2R, Hfh 1 RRTE ,2&XK "G ,3XR"PEF 4 KT
Ko

« K5l -Opsltem MIXFIRT AR TTAME, KA, 4., MEREITZE M,

- BA - &4 Opsltem Bt , AJEBAFERFIEE Amazon Simple Notification Service E&EHY
Amazon BEBF (ARN ) , BEIEE ARN , BRI LABBRFTE FIZSHE X & L4558 Opsltem B UL E|E
o, BFERESER. BXREZEL , 25 Amazon Simple Notification Service 7 & A f 1/

/A Important

Amazon SNS A F & Opsltem #E# Amazon Web Services XigiH, @R FEHH
Opsltem L F AN XEH , REMREHE IR,

OpsCenter 5 Amazon Security Hub EEXREEK. HEBEHERL L RHXH Opsltem REM=E
M, IXEF U B3I &% 2 Security Hub , UBREBHRABISEHEATHNER,
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Ym%E Opsltem IE4E S

1. 1A\ https://console.aws.amazon.com/systems-manager/ , TFF Amazon Systems Manager 2

L
Ho

2. ESMBEHKT , %#F OpsCenter,

3. %&$#® Opsltem ID AT FFIFHAESTNE , iEFEZ/ Opsltems, MREEEFEZA Opsltems , R
BEREBIRES., AR, mEMRKH, MEREBREZ Opsltems , —BFIEER T HEVIRA, 5%
&, mEMHHET , OpsCenter AV ENEHHREE Ko

4. 7 Opsltem details (Opsltem F#4EE.) &7 , 1E#F Edit (%R1E).
BRIEALIEENERNIERmE Opsltem BIFHE S
6. STHAJT , & Save.

FFME < B IR A INE Opsltem

B/ Opsltem FBFE—MAXRRE D , ZZBHFH HABRERE Amazon BIREBF (ARN ) . Mx
BRI2EEFEZRAENZEMA Amazon BiR,

R Amazon EventBridge #l2 Opsltem , MIREF B3 FE AR IR ARN IEEF Opsltem, &AL
FoHIEEMRARRMN ARN, X FHLE ARN & | OpsCenter FEFBIEZ—NREHERE  ©FE
$Z7E OpsCenter BH AP EREXRIZERNFMELE, Bl , R Amazon Elastic Compute
Cloud ( Amazon EC2 ) SEfl#9 ARN $EE N MR BEIR , AL OpsCenter 21I2ENS 1% EC2 SEHIMEXH
FHER, XFELEBEFEEXZZINMN Amazon BENIEAELE , MEEEIF OpsCenter,

BEFMBEXRTRIFFMEXEFERNE Opsltem

1. 158 https://console.aws.amazon.com/systems-manager/ , 77 Amazon Systems Manager 2 |

Bo
2. TESMBEKTP , £ OpsCenter,
i%£$# Opsltems &I+,
4. &EFE— Opsltem I