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$ aws verifiedpermissions create-policy-store \
--validation-settings "mode=STRICT"
{

arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-16T17:41:29.103459+00:00",
"lastUpdatedDate": "2023-05-16T17:41:29.103459+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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1. ﬁ'ﬂi_/l\ RUStIJﬁEo
2. G Wmain. rsEANERBERANUTRES :

use std::time: :Duration;
use std::thread::sleep;
use aws_config: :BehaviorVersion;
use aws_sdk_verifiedpermissions::Client;
use aws_sdk_verifiedpermissions::{
operation::{
create_policy::CreatePolicyOutput,
create_policy_store::CreatePolicyStoreOutput,
is_authorized: :IsAuthorizedOutput,
put_schema: :PutSchemaOutput,
},
types::{
ActionIdentifier, EntityIdentifier, PolicyDefinition, SchemaDefinition,
StaticPolicyDefinition, ValidationSettings
},
i

//Function that creates a policy store in the client that's passed
async fn create_policy_store(client: &Client, valid_settings: &ValidationSettings)-
> CreatePolicyStoreOQutput {
let policy_store =
client.create_policy_store().validation_settings(valid_settings.clone()).send().await;
return policy_store.unwrap();

//Function that adds a schema to the policy store in the client
async fn put_schema(client: &Client, ps_id: &str, schema: &str) -> PutSchemaOutput

{
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let schema =
client.put_schema().definition(SchemaDefinition: :CedarJson(schema.to_string())).policy_stc
return schema.unwrap();

//Function that creates a policy in the policy store in the client
async fn create_policy(client: &Client, ps_id: &str,
policy_definition:&PolicyDefinition) -> CreatePolicyOutput {
let create_policy =
client.create_policy().definition(policy_definition.clone()).policy_store_id(ps_id).send()
return create_policy.unwrap();

//Function that tests the authorization request to the policy store in the client
async fn authorize(client: &Client, ps_id: &str, principal: &EntityIdentifier,
action: &ActionIdentifier, resource: &EntityIdentifier) -> IsAuthorizedOutput {
let is_auth =
client.is_authorized().principal(principal.to_owned()).action(action.to_owned()).resource(
return is_auth.unwrap();

#[::tokio::main]
async fn main() -> Result<(), aws_sdk_verifiedpermissions::Error> {

//Set up SDK client
let config = aws_config::load_defaults(BehaviorVersion::latest()).await;
let client = aws_sdk_verifiedpermissions::Client::new(&config);

//Create a policy store
let valid_settings = ValidationSettings::builder()
.mode({aws_sdk_verifiedpermissions::types::ValidationMode: :Strict
D)
.build()
.unwrap();
let policy_store = create_policy_store(&client, &valid_settings).await;
println!(
"Created Policy store with ID: {:?}",
policy_store.policy_store_id

);

//Add schema to policy store
let schema= r#"{
"PhotoFlash": {
"actions": {
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"ViewPhoto": {
"appliesTo": {
"context": {
"type": "Record",
"attributes": {}

I
"principalTypes": [
"User"
1,
"resourceTypes": [
"Photo"
]
},
"memberOf": []
}
I
"entityTypes": {

"Photo": {
"memberO0fTypes": [],
"shape": {

"type": "Record",
"attributes": {
"IsPrivate": {
"type": "Boolean"
}
}
}

I

"User": {

"memberOfTypes": [],

"shape": {
"attributes": {3},
"type": "Record"

}

}
}
}
}U#;

let put_schema = put_schema(&client, &policy_store.policy_store_id,

schema).await;
println!(
"Created Schema with Namespace: {:?}",
put_schema.namespaces

);
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//Create policy
let policy_text = r#"

permit (

principal in PhotoFlash::User::"alice",

action == PhotoFlash::Action::"ViewPhoto",

resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);
e

let policy_definition =
PolicyDefinition::Static(StaticPolicyDefinition: :builder().statement(policy_text).build().
let policy = create_policy(&client, &policy_store.policy_store_id,
&policy_definition).await;
println!(
"Created Policy with ID: {:?}",
policy.policy_id
);

//Break to make sure the resources are created before testing authorization
sleep(Duration::new(2, 0));

//Test authorization
let principal=
EntityIdentifier::builder().entity_id("alice").entity_type("PhotoFlash::User").build().unw
let action =

ActionIdentifier::builder().action_type("PhotoFlash::Action").action_id("ViewPhoto").builc
let resource =
EntityIdentifier::builder().entity_id("VacationPhoto94.jpg").entity_type("PhotoFlash: :Phot
let auth = authorize(&client, &policy_store.policy_store_id, &principal,
&action, &resource).await;
println!(
"Decision: {:?3}",
auth.decision
I
println!(
"Policy ID: {:?}",
auth.determining_policies
I
0k(())

3. BEEELUcargo runPRARETRE,
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"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyExamplePolicyStore": {
"Type": "AWS::VerifiedPermissions::PolicyStore",
"Properties": {
"ValidationSettings": {
"Mode": "STRICT"

.
"Description": "ApiGateway: PetStore/test",
"Schema": {

"CedarJson": "{\"PetStore\":{\"actions\":{\"get /pets\":
{\"appliesTo\":{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],
\"context\":{\"type\":\"Record\",\"attributes\":{}3}3}},\"get /\":{\"appliesTo\":
{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type
\":\"Record\",\"attributes\":{}}}},\"get /pets/{petId}\":{\"appliesTo\":{\"context
\":{\"type\":\"Record\",\"attributes\":{}},\"resourceTypes\":[\"Application\"],
\"principalTypes\":[\"User\"]1}},\"post /pets\":{\"appliesTo\":{\"principalTypes\":
[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type\":\"Record\",
\"attributes\":{}}3}3}},\"entityTypes\":{\"Application\":{\"shape\":{\"type\":\"Record\",
\"attributes\":{}}},\"User\": {\"member0fTypes\":[\"UserGroup\"],\"shape\":{\"attributes
\":{},\"type\":\"Record\"}},\"UserGroup\": {\"shape\": {\"type\":\"Record\",\"attributes

\": {33333}

}
}
},
"MyExamplePolicy": {
"Type": "AWS::VerifiedPermissions::Policy",

"Properties": {
"Definition": {

"Static": {
"Description": "Policy defining permissions for testgroup
cognito group",
"Statement": "permit(\nprincipal in PetStore: :UserGroup::

\"us-east-1_EXAMPLE |testgroup\",\naction in [\n PetStore::Action::\"get /\",
\n PetStore::Action::\"post /pets\",\n PetStore::Action::\"get /pets\",\n
PetStore::Action::\"get /pets/{petId}\"\n],\nresource);"
}

.
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

iy
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"DependsOn": [
"MyExamplePolicyStore"

I
"MyExampleIdentitySource": {
"Type": "AWS::VerifiedPermissions::IdentitySource",
"Properties": {
"Configuration": {
"CognitoUserPoolConfiguration": {
"ClientIds": [
"lexample23456789"
1,
"GroupConfiguration": {
"GroupEntityType": "PetStore::UserGroup"
},
"UserPoolArn": "arn:aws:cognito-idp:us-
east-1:123456789012:userpool/us-east-1_EXAMPLE"
}
},
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"
I
"PrincipalEntityType": "PetStore::User"
I
"DependsOn": [
"MyExamplePolicyStore"
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F K Lambda RIXA T ETE

SR APl KRERRBETFHIVIR B S |, B4 Lambda RIS M NEIEEY APL, IR EFE APl Gateway
BHIEFERARNRNG , NN RBEEENEMETRUECSIMEE AR, 5 AP REKHNREFM#
FXLEFRIBEMKT, Amazon CloudFormation

ERIENBRLE RN , ERIENBLKER—MIE “REDNE HEWEE, NIREELEFTUHRE
ERI{E CloudFormation %15 , EHRIEAHEXRFERAMBR NN AT . AVPAuthorizer-<policy
store ID> CloudFormation £k EFFMH H P RME T ERMWHEIRE R,

B X CloudFormation HEtk B FEHERRAVESBY |, S8 {Amazon CloudFormation B F18/)
CloudFormation ™ By # BE HEBR .

RH APl TFE VPC |, TRiEAENRS

ERIFAREAR @B VPC KT aifE Lambda B 5., BAMELEN AP FBERNAH
Lambda ¥z B FT F — MK KR,

BEEBNENERPLEBEREMA S EY

5 API XEXK R FEBREMAF TEPNFAFARREHLLRIENNRRE, EEHENREN
BROERAEMAFEY , BRXEBUEEKEEHNRET,

& 7] LU¥ Amazon Cognito APt EY ID Rk Rl 5 A BV 2 B RGT EB| 2 R U PRIBUR B, 5l
m, XRZHBAFW ID SEFEHEemail BB, BXFEORENFHARIMIEBENEZER , TSR
$F Amazon Cognito = FEBRET ZIZR ¥ R OIDC <+ hi ik &4 B 2844,

BAERNIFAVRE, BELTXEMEIAREME

5 AP| XEKH R E#EEREOZEMN Lambda BN AR —FEIR. point-in-time B4 1R T 22 API
VRS, RBEHEENTANBEEIBREMLTXEY , RN BRiAApplicationB RS EEM
JB MR,

6] AP AR HNIRAE ( BEEBHTE ) Bt , BIEM KRBT ELL T BHRE. LELMEHEN Lambda
R AL ERIRENRE R, BAIUERTEERATNREFE , A UERNENREFME,

EFHMUNANBRETME  FRIEHEE. REAHERNRBTNEE | FXEETERULEH
BE. BUERLETN. REREENEN , EHIEHNRENELE,

WEEHERR 38
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) B 5K & A

I&AILAE A Amazon Web Services Management Console Skl Bk Amazon B3 iE B BR KB P 5
Amazon CLI, HiEREREE 176 < K A M BRiZ R 49 F1 SR BE 1768 O P 3R %o

HBRER Y AT BR LE BAABIBR KR BE . B AIBRNFIE KRB EME S A 7 HERERT Amazon Web
Services Management Console, b2 T , @I API = SDK A A IR A R 1ZM& ENZAZ

AEo
HFEUTERERR |, & seFEERBRRBEFMHE

- BEXTASEXRBRAARKERNES. BXESZELR  H5H HREH.
« BEBXFZHEPNARFTHES , AU TBEEZRBFHE,

Amazon Web Services Management Console

T Bk 5K 1 i

1. fIFERIERREZES &, EHRENFREEE,
2. EEMBNSMESRSD  ERRE,

3. IEFEMIBRILREETFE,

4. BEXFEFBA delete , RFIEEMIBR.

® Note

MRERTHRGEY  WEELFEER K RGTRERE WR. BEREER , HiiE
“ZE R BRRIP

Amazon CLI

I B 5% i 1 i

BaI LA delete-policy-storelREMIBRRBEF M , PSEXAMPLEabcdefgll111118MNE
T BR &Y SR BE 126% 1D,

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefg111111

T BR B W 7 A 39
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MRKY , BT RE=EE MR,

@ Note
MRR I REEZMES A THBRET |, WA EIEITZupdate-policy-storelREHEH
T BRR

aws verifiedpermissions update-policy-store \
--deletion-protection "DISABLED" \
--policy-store-id PSEXAMPLEabcdefgl11111

T BR B W 7 A 40
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Amazon Verified Permissions K B& 174 28 #3

RN NARFENRERBEEHUARNARFERNBERFIRERNRENFH, ETHER
UEABRA Cedar ALERMM AN 2BBIXF] | FSHARMEZE.

BXREZER , F5H (Cedar REEESSEEE) FHY Cedar BT,

(® Note

B LA B kR 2B E Verified Permissions FEAEM |, ERIIBIIBIUEEESTREFE
AR, BIEFEKBEE |, Verified Permissions B] LAfE F 58 #3 5K 56 iF 56 | F 544 A 5| A B9 S48 A
B, MBREBRDPEHINTESHRAATHRINENFZHEIR, MREBUZEBERIE , WFT
AR LATEIZEN,

Amazon Web Services Management Console
BN , FERUTIRIEE

1. fIFERIERRIZHE &, ERENREREE,
2. EEMSMERS , ERERY,
3. EEBIEREN,

Amazon CLI
EIRXHEN , SfEMA Amazon CLIBEIEEN , BRUATSRIZE
ZA LB ZE TR AT AT RAIF Amazon CLI i &R BIE KB F .
ZRFEATELUT Cedar NEHIEM :

{
"MySampleNamespace": {
"actions": {
"remoteAccess": {
"appliesTo": {
"principalTypes": [ "Employee" ]
}

41


https://docs.cedarpolicy.com/overview/terminology.html#schema
https://docs.cedarpolicy.com/schema/schema.html
https://console.amazonaws.cn/verifiedpermissions/

Amazon Verified Permissions AriEE

},
"entityTypes": {
"Employee": {
"shape": {
"type": "Record",
"attributes": {
"jobLevel": {"type": "Long"},
"name": {"type": "String"}
}
}
}
}

BRI JSON BN N BEITERE , AEHEM EEBREERNFER : cedarIson, A TR
fIfEA schema.json XHEHRWELTRE , ZXHEE JSON K LA,

(® Note
ATETHERE, KA RHIRAHRRITER. BUTFBIXERE—TL , IFBTS
BEIEE,

{"cedarJson": "{\"MySampleNamespace\": {\"actions\": {\"remoteAccess\": {\"appliesTo
\n:

{\"principalTypes\": [\"Employee\"]1}3}},\"entityTypes\": {\"Employee\": {\"shape\":
{\"attributes\": {\"jobLevel\": {\"type\": \"Long\"},\"name\": {\"type\": \"String
\"}},

\"type\": \"Record\"}}}}}"}

$ aws verifiedpermissions put-schema \
--definition file://schema.json \
--policy-store PSEXAMPLEabcdefgl111111

"policyStoreId": "PSEXAMPLEabcdefgl11111",
"namespaces": [

"MySampleNamespace"
1,
"createdDate": "2023-07-17T21:07:43.659196+00:00",
"lastUpdatedDate": "2023-08-16T17:03:53.081839+00:00"
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}

Amazon SDKs

BRI LAEA PutSchema APl BB KRB 7F M, BXREZEE |, BZRPutSchema {Amazon B 1iF
PR APl SE1E=E) .

YR 4B R BE Tk 2R 7

L IR Amazon Verified Permissions 2§ & IR R /AR | & R KEREAEAEBFIRE, &0
DfEAAE R JSON X TEEMEREENEY, JHER A FEERS MO SRINFER R
£, NMEHFHEN, A JSON #H |, BATLUEEE JSON RESPIFHREFRREA JSON K18,

Visual Mode

A LR RERR A —RIIBRFTL , XEEAREATREREXRE2BANRR, &R B UK
RMEERAE, ERIERTA :

- BEE — REBRNBSIE T AERRERTEENEEALD, HNEERATHRELR
AV R R ATIRAE R0 AR, SRR 1810 SR PR S B8 40 B ) 038 703 HE A KT AR BUIR 45
MK, NELNRERRETHARAZANER  UBREECNZHRIHER , RE
THERKTATREAXIAR, RE—AREUSERLED , AR THRUEE 2B
AMER. HIF Hilk BRIE | AR | TEW) i BAENEGEE AR A S ERYR
.

- REARBE — REXDRNETERASARZANAR. NRMETRENFERNHRER
R, BEELE, SERBEEXRMA LS TRATREASAREH LR,

BRTHREMPRMERBENRENIRAE., SERBVNERRERFIZARENFAE
et JIRNEFERA. EREMAKEUEFTFHAEE.

EEAMER TR Verified Permissions 2883 |, iFR U TS RIRE -

1. fIFERIERREZHE &, ERENREREE,
2. EEMNSMERD , ERRW,

3. ERAUEN, EFXAXREFAITIENREHTHER, EAIUARE —NKEHIT
fEk , UIREHEHMSMENEMEE,

4. % Edit schema,

YRR 43
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10.
11.
12.
13.

14.

15.

16.

1

\l

EHAEERIP , RENRERMAREZEE,
FERGEREE DA, EFRIRRARRE,
a1 A SRAKEY B FRo

(AE ) EERMRE , USSR X KE. EMERERME SRR RRE |, Hik
2 QTR ST ul: o) ]38

ERAINEMY , RIZEERNES. WABMERN , RAEAZEECNENEMHERBEMHXRE,
BIEEWBIULRIEET |, Verified Permissions 2 AEENEME. EEBNMNEERB N MHE
I, EMIERE N IZEZMERMNEN | HIERIZE M50 MR,

IEFRNINRARRE | RSN IR R F o

HRESD B, EERIFIRE,

ARIERIB AR,

(AL ) EERNFR , FMZREEIANTRRE, ERERE N ZRERNONFTRER | &
ERIZ IR E A S LAV ER

(A ) EERMES , FMZREFANEMRRE, ERERE N ZRERMEMRER | &
ERIZFARRE R HRZ LRI R,

ERRMBEELURMADR MBI BEIGERFBELTXHNE Y. MABEBHANEINEHIER
BHER, BELEMRKILFERE | Verified Permissions @A ENBEMHE., ERE/MNEHRE
BERHIE, EMRERNIZIREFNNVEY , TR ZEEEZ DM ER.

R IRE
NIZRRMTFRESAFRBNRER | BEREFER

JSON mode

EHATEHME , BEEEF JSON FiESFLBIE JSON EERIEEHNRE |, FALELEFEMNR
AERMES , NMMEBA M RIELZIEE, i, BTFELC JSON X , AFEEHFRE
“B1L JSON” , AR E R ACE TR JSON K.

E £ JSON #E X T 448 Verified Permissions 2883 , FIRUT S EBRIE/E -

1.

2
3.
4

I ERIERREZH &, ERENREREE,
EEMSMERS , BFRA,
% JSON B | RFIERREEN,

EABRFERTHA JSON REHANE. REMRTEMBIEEER B EREFRYER, &7
BUEEE TN JSON |, fE A IAYE) BE R 48 K 9 2R F9HY JSON B ERER R,

YRR
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5. ERFREFEER.
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B A Amazon ERIFN R RIS IEES

&R LAFE Verified Permissions FiRERIIEE | LIZFIRERFEREFME PR RN IERIEE
%o

/A Important

BRRBRIEE , A tZRNEM KRB RBERNS AR RERE TR PORGHETE
E, MRBIERY , MERIENRIELFERZR. Hit , RMNBWUEEF ZRNRAEF TR
TRIE , FETFURTNIR , MENRARFLTEFRSEHFERET BRS.

Amazon Web Services Management Console
ENRBIFRHRERBRIER | HBRUTSRRE
1. fIFERIUENRES &, ERENREEIE,

2. EERE.
3. EXRBRIIEAINDH , EEER.
4. BWITUTREZ—:

« ERHURRBEIOUL 58 B A RS E S L IR ERWHTRIE , WRRTRK (#EE ) kiR
o

o BEXMRME R RBRU |, HRRXMEERE. WA confirm , BIARBEINFABER
FRICHVRARATRIE,

5. i%$% Save changes ( REFEEX ) .

Amazon CLI
ENEREFEHERERIIES , BRUTIRIEE

& 0] LUE X f8F Al UpdatePolicyStore i 4E H# H ValidationSettings SIS E R B E R E XK EH M
R,

$ aws verifiedpermissions update-policy-store \
--validation-settings "mode=0FF",
--policy-store-id PSEXAMPLEabcdefgl11111
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{
"createdDate": "2023-05-17T18:36:10.134448+00:00",
"lastUpdatedDate": "2023-05-17T18:36:10.134448+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"validationSettings": {

"Mode": "OFF"

}

}

BREZEER , 5K (Cedar REEESSERRE) FRIRBERIL,
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Amazon Verified Permissions & B

REE—MAFRZIEFAFTRFERN—IMHZTIRIENEG, STREHTGEIR L TRMAMAER
B, X Cedar REMEHMITEARXNEZER |, 551 (Cedar FHIESSEIER) TWEEL
38 E Cedar KB,

/A Important
EHRELIAEHE, BRIRMRERN Cedar KEEHT , BUUE LA TEN TEMNME—FRRFF. BA)
BB WEEREU T RESRE !
« XIPRAE AR IR ARG B A —#RR A (UUIDs).

Flan | MRAF jane BHLT , MEERIULEEMAER jane INEH , BL , ZFAF
FERBMEIA User: :"jane" WRBEFIR THFTERNBNFRINPR, Cedar BEX S
FRAPMIBAF, XENERTEEFRRFNERRALT. BS54 ERRIEM—BXKZFR T
EEFEANRAR , BARETQENKEBPEEIBRRATMELEP R T A B RINE,
FERNEMAEFERA UUID Y, BRANEWEEEEEML / FRRBARFNEENREF EH. XE
B FEENREES TEHK, HlI : R == A:: “a1b2c3d4-e5f6-a1b2-c3d4-" |, /IBE F
EXAMPLE11111

s BONETHHERNE —FRIRGFPIEPMARINELS, HBELRHBREL ., XEFRIELGS
‘€ 1£ Amazon CloudTrail RERHPHEZEN BESB H,

FH

- BJ# Amazon Verified Permissions 5275 & B%
- Y% Amazon Verified Permissions 5275 & B%
« AMETX

- A Amazon ER IR X F A

« Amazon Verified Permissions <55 B&

B2 Amazon Verified Permissions 587255 B&

BRI BRABRERSERE , UATRBLEMITNNARFONIEERRINTEERE, BAXKS
&principalresourceMW4FEME , FJLARER A FREURE,

BB ERASKEE 48
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Amazon Web Services Management Console

EOEBSRE  BRUATSREE

1.
2.
3.

10.
11.

THERIERREZEF &, EHRENFREEE,
EEMNSMERSD , EHRRE,
EROERE  REEFCIERBSRE.

(® Note
MREBERBERFER , BRELSR 8 FHFHZBERET — T8 “BEXR" 2.

ERBRRBS  BHELERSERCRN  EHLAWTRRL, MBELIESE Permit, NI
WHM AT EREATRATRA. MR, MBELRE R, R ARG AT R
HATIRAE,

EEATETRS | GEERTERNIATE,

C BEREEE  NEBSATRETA, HEATRRLRIRERREEORENEEALR
RSB AR IR

C EBEHEA  SEMNAT A, EXABRATREHATERAEH,

C BEBFATE , FEERER T R WA,
EARTETRS | EEERTERNARTE.

c RRBERR , FZEBNMATRERR. J1RELE AN RREESMAERBE NIRRT,
- ERARFA , FZEBEEAT -A%FR, ERRBFAFRTRARFRHARN,

« REFBRR , FZERBENA T R TP ORE R,

EEFECEND P , EREREREANTREE,

- ERBEREES  BZEBNAT —ARE, EFREZTUNERE , NAZERK,

- REFBRE  FZEBNR TR FRERE,

BET—F,

HERBEDF , EFER Cedar K, ERLLEAREBN | EHAEWABEMLEHKIRERKIE
ERRR. AXEZER , 525 (Cedar RHEESSEERE) PH Cedar FHIEAR TN

A=
Ho

HEIFMAESEDH , AR IR,

IR OE KA,

BB ERASKEE 49
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Amazon CLI
EOIEBHSEK | BRUTSRIRE -

&R LAfE F CreatePolicy R IF B2 B RM, LT ROIGIET —MIRABSKRE,

$ aws verifiedpermissions create-policy \

--definition "{ \"static\": { \"Description\": \"MyTestPolicy\", \"Statement\":
\"permit(principal,action,resource) when {principal.owner == resource.owner};\"}}"
\

--policy-store-id PSEXAMPLEabcdefgl111111

{
"Arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl11111/
SPEXAMPLEabcdefgl11111",

"createdDate": "2023-05-16T20:33:01.730817+00:00",

"lastUpdatedDate": "2023-05-16T20:33:01.730817+00:00",

"policyId": "SPEXAMPLEabcdefgl11111",

"policyStoreId": "PSEXAMPLEabcdefgl11111",

"policyType": "STATIC"

‘%8 Amazon Verified Permissions 87 5 B%

BRREBREFHETNIARSRE, CRREEENBIRE, EENSERKKRNERE , 40

EHREEER. BXREZEE , 55 H % Amazon ER PR REEER.

BRI E BRI AT TE !

- RBEFTS|IAM action,
« T4, Bl when M unless,

BEEEABSKBEHIUAT IR, BEEQXERZFNEM -, BFEMERAEHCRKEK,

o MEESRBEEEARCER R BE AV SR K

« RBpermitHHBSEEHM R forbid,
- BARBEPTSIAM principal,

- BARMEFTSIAM resource,

IRIER SR
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Amazon Web Services Management Console
BREBRSER  FIRUTIREE

1. fIFERIERREZES &, EHRENFREREE,

2. EEMBNSMERSD , EHERE,

3. EAPEREENBHSKEIULNRARE , REEFERE,

4. ERBEXHDP , EFMBHSKEN action EZxHFFA, BLEEMRBRR , URKHKHN

principal = resource,

5. EEREHEMK,

(® Note

MEERBEFEEPEHTRERIE , WERBRSKESSH Verified Permissions %4
REFEEPNELBRIERE, MREFEHFENHESKBRELRIE , NRENELEK , HE
FEREFEH

Amazon CLI
BREFRAER  FERUTIRIEE
&R LAE A UpdatePolicy R FRIBFR SR, AT ROIRE T — M HEAVHSKE,
ZRBIERA definition. txt XHREEKMEE Lo

{
"static": {
"description": "Grant everyone of janeFriends UserGroup access to the
vacationFolder Album",
"statement": "permit(principal in UserGroup::\"janeFriends\", action,
resource in Album::\"vacationFolder\" );"
}
}

LT ar w51 A T &3,

$ aws verifiedpermissions create-policy \
--definition file://definition.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

IRIER SR 51
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{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityId": "janeFriends",
"entityType": "UserGroup"
1,
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}

WiLET X

BIRRIESBEREERNER , EFRENEZRA, THARBRRSHN -2, HESEFHERLT
o BARERBAVTRE —AHIR IP thutiRE  RBENHENAFSEA MFA 2R T ATFHITER
o BN ARFIULGRLY ETXSERE , HEXIFHERIBENERS, SRIENBERGER
R E T XBTBEETERLHEA JSON K. contextMap

HEALL R B ROIR B R FEEFERHl. BREERAE , HELANIAIRR H 02 DigitalPetStore R R
R

AT £33 B IE R BlDigitalPetStore KB 7 N M AR FF S Cedar BIEERE 2 —,

"context": {
"contextMap": {
"AccountCodes": {

"set": [
{
"long": 111122223333
1,
{
"long": 444455556666
1,
{

"long": 123456789012

52



Amazon Verified Permissions AriEE

}
]

},
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"
}
},
"MfaAuthorized": {
"boolean": true
.
"NetworkInfo": {
"record": {
"IPAddress": {
"string": "192.0.2.178"

1,
"Country": {
"string": "United States of America"
1,
"SSL": {
"boolean": true
}
}
1,
"RequestedOrderCount": {
"long": 4
1,

"UserAgent": {
"string": "My UserAgent 1.12"

}
}
}
BN ET Xy EiERE
mRE

“#HtruesifalselE, FERHIH |, H/R{E f true or MfaAuthenticated R REFEIFRESE
TR ZHERITZRESHRIL,
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RE

FTXRENES. SERATURELHBIMNER (WMAXBFFR ) , BAURTRENER | IIE
BENES. E7R0lHd , BEF 5 3 N TRNKFMEXEK,

TR
HFE, BFIA/SERNFS , A"FHFEER, EROIP , UserAgent FRBR B AXKE
REFHITRERN K

KER
—NEH, ERHIF , RequestedOrderCount R TRUHBFEREZHTEFEREFHEIENIEMT L
7= 4 B #EX Y —EB 5

B3
BUENEES, BXNEBERLTXHPEAXLEEYE. FERUNERFHEXSAELEPIEZE

FEMZEERNEE, ERAIF , NetworkInfoldRIEAEXAFNERE IP, HEFIREENZ IP
By 3t 3B B LA R 4% far R A I RV 15 B

Entityldentifier
WMiERentitiestEZRFRAMNKENELNSIA. ER6F , AFMNITEERAE TH#/EBob,

E & RHIDigitalPetStore M A PN RAI LT, BAMEHEHERentities, KRIEFHEE
MFEEASEKRE | #A N Customer Role-Get Order,

IE E1& X DigitalPetStore SUEZENR LT X

&%) , DigitalPetStore T 2 —MNEEEFXN KK 7. ETTSEMTMRENRBRN LT XEMERZF
BN LT, EFAL ETXEETHROARIIER , BN ENRBEENBIERETUAT
B, BEXUFRTHREENEENLTXRS , ESFBS Amazon Cognito (R GEFBELS OID C
PRy

Schema

X G RS SR N A A T ERTBASIE T L T XXB . E#GetOrderactionsii T,

"GetOrder": {
"memberOf": [],
"appliesTo": {

"resourceTypes": [
"Order"

R ETF X 54
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RAriEmE

1,
"context": {
"type": "Record",
"attributes": {
"AccountCodes": {
"type": "Set",
"required": true,
"element": {

"type": "Long"
}
},
"approvedBy": {
"name": "User",

"required": true,
"type": "Entity"

.

"MfaAuthorized": {
"type": "Boolean",
"required": true

.

"NetworkInfo": {

"type": "NetworkInfo",
"required": true

.

"RequestedOrderCount": {
"type": "Long",
"required": true

.

"UserAgent": {
"required": true,
"type": "String"

}
}I
"principalTypes": [
"User"

E5|AEERETXNetworkInfofir B M recordiE R | EELEPEIE— CommonTyp

e &t , FiEREactionsEHFFMUTHE. commonTypefdE=R—

R A TR R SR,

AHENEN

AL

R ETF X
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RAriEmE

"commonTypes": {
"NetworkInfo": {
"attributes": {
"IPAddress": {
"type": "String",

"required": true
I
"SSL": {
"required": true,
"type": "Boolean"
I
"Country": {
"required": true,
"type": "String"
}
1,
"type": "Record"
}
I
Policy

UTREBRETSMEAN LT X ARLTARENRG, CEVENAHSBERNEM L | #1180

‘EFABRIITE, ZRERVIABRZRHBERNERARRRNAESE,

permit (
principa
action i
resource

) when {
principa
context
context.
context
context
context
context
context.
context

};

W, RONERERIT R HERLFUH B RAMNEE RPN E M £ T35

1 in DigitalPetStore::Role::"Customer",
n [DigitalPetStore::Action::"GetOrder"],

1 == resource.owner &&

.AccountCodes.contains(111122223333) &&
approvedBy in DigitalPetStore::Role::"Employee" &&
.MfaAuthorized == true &&

.NetworkInfo.Country like "*United States*" &&
.NetworkInfo.IPAddress like "192.0.2.*" &&
.NetworkInfo.SSL == true &&

RequestedOrderCount <= 4 &&

.UserAgent like "*My UserAgent*"

R ETF X
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1. AP BER MFA &%

2. AFH Web X8 User-Agent XM EE FRFEMy UserAgent,

3. AFRMMBERER 4 NHEDWITE,

4. AFHIKF B2 — 24 92111122223333,

5 AFW IP #hat Ak BEE , 458 FMBSFES , FHEMIIN IP k24550
BL192.0.2. .7k,

6. R IHMEHEMNNITE, ERNERNentitiesTER , BITHFH—NBEHHIBobMA
FEmployee,

Request body

EEAEYNEMANREEEREFEE , BUUE ‘BRIENR APP R2ER R ENE
KisAuthorized, HEEE , ZentitiesXKBEZE—MNABGNNAFNEXEnployee, Bob

"principal": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
.
"action": {
"actionType": "DigitalPetStore::Action",
"actionId": "GetOrder"
.
"resource": {
"entityType": "DigitalPetStore::0Order",
"entityId": "1234"
.
"context": {
"contextMap": {
"AccountCodes": {
"set": [
{"long": 111122223333},
{"long": 4444555566663},
{"long": 123456789012}
]
},
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"
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RAriEmE

}
.
"MfaAuthorized": {
"boolean": true
},
"NetworkInfo": {
"record": {
"Country": {"string": "United States of America"},
"IPAddress": {"string": "192.0.2.178"},
"SSL": {"boolean": true}

}
iy
"RequestedOrderCount": {
"long": 4
iy

"UserAgent": {
"string": "My UserAgent 1.12"

}

I

"entities": {
"entityList": [

{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
},
"attributes": {
"memberId": {
"string": "801b87f2-1a5c-40b3-b580-eacad506d4e6"
}
I
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Customer"
}
]
},
{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Bob"
I

R ETF X
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"attributes": {
"memberId": {
"string": "49d9b81le-735d-429c-989d-93bec@bcfd8b"
}
1,
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Employee"
}
]
I
{
"identifier": {
"entityType": "DigitalPetStore::0rder",
"entityId": "1234"
1,
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
}
}
1,
"parents": []
}
]

+
"policyStoreId": "PSEXAMPLEabcdefgl111111"

A Amazon ERUENENMRXEE

FAERIERRMR TS , B BRIV RREIZTRAUESR |, XiX L3R B3 170 M S FEHERR
ZNRFEFEAZEENSBRBESRN R FHPHN Cedar REEBXENIZIER, MABRIER
B, WA AE AT MERF JSON EEX 2 B# 1TH1#. BXx Cedar REMWEWMITEHEHFRANESER
BEZH (Cedar REEES S E1EM) P Cedar FHERFERUIE,
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®

Note

fE A Verified Permissions & HBEGERET |, Bl A K 4E 5 |, EiERPREETAENE
BIER, T, B EEEEXRBENFAEE, XLEEESNMELMPIEE , REMNEFRS
MBS H, BT ENREETEMSSEEH D,

BXNRFEENEMELRIER , 55 Amazon YouTube 538 EB Amazon 2 iF A fE——FK B4l
BN ( Primer &5 #3)

Visual mode

(® Note

EEANHAFENTAER | BLAIERBIFERENL—NRY,

EETHEXNTNRRE |, BRUTIRIBE

1. fIFERIERREZHE &, ERENREREE,

2. HEEMSMERSD , ZENHAF A,

3. EETHMEN,

4. HEEFBD  NEEWEERBEPEEFTRENEE, EXFEFRZEEHA—MRIR
Fo

5. (HIE)EEBRFMRE , NEEEHRNREME, ERRERMBZEFHRIESE , FEER
K AR R #5510 BV BR

6. NEEZHNSIEUHEERME. ZNHFAERARUENERPEENEMLE,

7. ERFRHDF , ERFEEERTHER. EXREFRNIZEREA—MRAR,

8. (WL )EBRHFMRE , NEERBRRMKEKME, ERERESRMEZHRNXKME | HiEFiZ
R SRAR R TR 1L B M ER

9. NEERRWBIMNEMEERME. ZNHFaEREMRNERPEENELEE,

10. HEAERSH , NEEE AN F RN BRIREIRFER T EEERTHRE,

1. NEERENESINEMHEERMEE. ZNAFEEREUARNERFPIEENESE,

12. (A& ) EEAMAXEISH |, EEFMSE , BURNERERBOR K RIS,

13. M\ TSR AR SKARPR AR H 50 A ZSRAEFR IR AT
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14.

15.
16.
17.

(AE ) EERMRE , NEEXERNREE, BRERESFNIZREHRXKE | HFiEFZ
R SRR RS L M ER

NEEXMFNFIMNEEEERME. 2N FaERREARNERPEENELEE,

ERBIA |, FZRERMENHEFEE,

EREITRNER , BERBEF#EP Cedar RBEAIERENIBER, NAFAELERAWHIEL ZE
REREK , U EREFAHRETITEHRBIINEHRBRNES,

JSON mode

E7 JSON X TNIARE |, RRUATSREF

1.

2
3.
4

T ERIERREZEH &, ERENREREE,

EEMSMERS , BENHAFE

1%£3$% JSON &=,

EBERFAEERBOH , MREET —MNEY , BN ZRUHNEMRRBEPERERITRENE
K, EXAERNZESRTA—MRIRF.

MRRENEN , FERTEREN EEXEE R AT

MREELT MY, EMNEZRUENRFRREFERERR. EXAERNZRFREA— DR
RFFo

WRARE IR |, BHERRXAAE R AZ TR

MREELT —MNRA , FMNEEZTENR RN BERRETIRFERRE,

WMRARTE LR |, BHERFEE R A ZRE.
EETXFERT , HABRELHERN LT, ZERETXRAATRIURRIHIESR.
EXEFED  MARNRRPETENZEREBENERREN.

BEERETRENER , RIURBEFEP Cedar REEHWENFR, MiAFESKERARTFHIELZE
REVRE , AR EREFHNRERITEREBINERERNER.

Amazon Verified Permissions =5l 55 B

LA B EN —ERERPIRERY Cedar KERH , FENRBE T ERIENRIRERG, EXRN
REEDCedarRES S ERmM , AZBESEME, BAX Cedar KT ENESZREER |, S (Cedar
RMESSEERE) PR Cedar FHEFRFKMIIE,

REE R
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R Eg B

o RWFIFEENEE

« RFIFEEEA

o AVEASEE#H TR

- AFIHFREARE M (ABAC)

- ELIHE]

- EFAAESRTEKRSIARTEMG
- FARKEXSIAEY

« BRI S5 Cognito ID T & E 4%

« KRB OIDC ID SHENEH

o RERIE 3 Cognito 17184 HE #Y &8 1
- RBLOIDC RIS EEY

ERABEERRERSIANMEME
ST R B B A0 RI E 75 45 5 R T A 5K B A MR MR SRR

BXRECRIENRPNREHEATHEEENESEE , HSHHF Amazon Cognito T h#BR 5 E 221 7
F OIDC T hERRETFIZRH,

permit (
principal in MyCorp::UsexrGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal has email && principal.email == "aliceeexample.com" &&

context["ip-address"] like "192.0.2.*"
};

AR ESXREIAREMGE

BUT R B3 BR 2l e 22 65 ) R AT 53K 5| AR M RV SR B o
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BRECRIENRPHRBEFEATEREENESEEL , 55 RN Amazon Cognito 5 h#BR 5T EI 229 7
R’ OIDC 5 h# BR 5 FIZR 4

permit(principal, action, resource)

when {
principal.cognito.username == "alice" &&
principal.custom.employmentStoreCode == "petstore-dallas" &&
principal.tenant == "x1llapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"
};

[ BRAE D% Cognito ID 5 hEJE M
AT RBIERT i) 2 5| B Amazon Cognito F#Y ID & &R R K,

BXRECRIENBRPHREPEATHBEENESEE , FS R Amazon Cognito T h#ER 5 Z 225 H]
¥ OIDC 5 W BR 5 FIZR 44

permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal.tenant == "x1llapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"

I

[RBR OIDC ID wHH &%
AT RAIB B AT HIR 51 A OIDC 1AM 1D HAEIE MY H K,

BXRECRIENRPNRBEHEATHEEENESEE , BS54 Amazon Cognito T h#BR 5 E 22 H9 7
R OIDC 5 h# BR 5 FIZR

permit (
principal in MyCorp::UserGroup::"MyOIDCProvider |MyUserGroup",
action,
resource

) when {

BRI B3# Cognito ID T HEEM 63
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principal.email_verified == true && principal.email == "alice@example.com" &&
principal.phone_number_verified == true && principal.phone_number like "+1206*"

i

[ BRIE 53 Cognito 585 & EY & 1
LR RBIERT {812 5| A Amazon Cognito 177184 HE & MY KB

BXRECRIENRPNRBEHEATEEENESEE , BSH0HF Amazon Cognito T h#BR 5 E 2219 7
R’ OIDC 5 h# BR 5 FIZR#

permit(principal, action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"], resource)
when {
context.token.client_id == "52n97d5afthfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI/mydata.write")

};

[BR OIDC 157+ h&J&
AT RIS B AT RIE 51 A OIDC $RAEFTHY Vi 18] % FR 0 SR,

BXECRIENBRPHREPEATHBEENESEE , FS R Amazon Cognito T h#ER 5 Z 225 A
¥ OIDC T M BR 5 FIZR 44

permit(

principal,

action in [MyApplication::Action::"Read",
MyApplication: :Action::"GetStoreInventory"],

resource

)

when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI-read")

};

RIS 3# Cognito 1181 M A E 1 o
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Amazon B3 U PR R BE R AR A 5182 A o< B Y BUR

EERIENES  KEEREHT Aprincipalresource, A& SUFHNRKE, TR KIKE
HRALERER, EAERGER , XAE T REERZSERTEROFRE, FBRERALTFRENL
— R, AREZ/NERANER—EFEH. IXBRERNEFTSRRESHZERNFTE RSP,
BEXEZER , 55 H (Cedar REEES S EIEm) HM Cedar FKEEIER,

Blan |, BUT SREEAEAR N £ A Z R ERN ZEREAM A RIZHReadEdit, M Comment IR,

permit(
principal == ?principal,
action in [Action::"Read", Action::"Edit", Action::"Comment"],
resource == ?resource

);

MREEGREditorETHERBBNRE , WAZTRAREENRERRNREERN , EONARE
FREZE—1RE , ARRARHFENR, KRENITRZERANR,

EBRSKBTE , BIRXKEBEDSH, SBIENTGIRE , 0REEMREEER M
BrCommentiRfE , MMEMEEZERZERHE T ZERNVRBEEFENER , FERBPEENETEA
R EBXN MR REERITIL,

BRESEERRBENEB RG] , $2H. Amazon BRI R R FIFE IR B BUEE

12 Amazon B 3 iF X R R BE & 4R

&AI LAE A Amazon Web Services Management Console, = , £ “BRiEMPR” & Amazon CLISIE
REEHEAR Amazon SDKs, REEERATFRENL —RER , RAEEZ I ERANRRE—EEH, tIEX
BERE , B UEESERXEKNER , MEFHAESREERANRRNREER, BXEZER
BZH AlE S Amazon B RERFT B BUR,

Amazon Web Services Management Console
BB R RE IR AR

1. fIFERIERREZES &, ERENFREREE,
2. HEEMNSMERTD , ERREER.
3. EERAIERBER,
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4. HEHAEEIRD , BARBRERBR,
5. HEXRMEMREXES , 8 50M% ?principal M ?resource A FEFIIERBIENF

BB ENERTFHNR, ERILUAREK | AR INAYEBEMAEERIREREERIEENE
o

6. EFEOIERBER,

Amazon CLI
EQERIER , BRUATIRIEE

& ] LAE A CreatePolicyTemplate i@ {ECIZ R EEER. UTROIBIER T —NFER ST REE
o

templatel.txt XHBEUTHE,

"VacationAccess"
permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access"
--statement file://templatel.txt
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-18T21:17:47.284268+00:00",
"lastUpdatedDate": "2023-05-18T21:17:47.284268+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

B2 5 Amazon I UEN BRE R < EXHY BUER

B LA, HOESEMRBENRERE T RBERR Amazon Web Services Management
Console B, Amazon CLI Amazon SDKsEMREEZER I SH RBEERRFREK, NREFHKEBE
AP EIERBE B |, MIMEAT 4542 2 Z A8 AR A SR B 1 B 30 58 F 37 75 BA Sk A HH M B — X2 i H Y PR B R AUR

Eo

DRI AR AR SRR 66
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BXRERRKREKAERBRA , $S55. Amazon BN R R HIERF<ERBE

Amazon Web Services Management Console
EEE KO REARR 0 2R ARG R | BRUATSRIRE

THERIERREZEF &, EHRENFREEE,

EEMBNSMERSD , EHERE,

IEFROERE | RFIEFCIREREERE,

EFEEANKBERSINEEEZER  REEET D,
MAZATHERSZERBEEXFNEEANTR. BEENEE RETRREETZRT.

o ~ w0 bh =

@ Note

FHEMBRENENSNSBRSKEER, Fln , ERHEHIEE AdninUsers 4 |, &
WA Group::"AdminUsers", MR&EH A AdminUsers , 2 & RBIFEEIR,

6. IEFCIEBRIREEER,
BV RREEIZ R R R REE T o

Amazon CLI
BB KON RBEERR O R EREEERR | FERATIRRE
IER LA — MEARBEEREE | 2RI S| RIIAEREENR , AN ZEREANEM SLFEEE,
THRGIGIET —MEREERRE  ZRBEAISSUTETHER

permit(

principal in ?principal,

action == PhotoFlash::Action::"view",

resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);

CERFERATHH definition. txt XHXKEM definition SHHE :

{
"templatelLinked": {

"policyTemplateId": "PTEXAMPLEabcdefgl11111",
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"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"

R R RMERPRENRBRNMNE LS HHIRE A

$ aws verifiedpermissions create-policy \
--definition file://definition.txt
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-22T18:57:53.298278+00:00",
"lastUpdatedDate": "2023-05-22T718:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "PhotoFlash::User"
1,
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "PhotoFlash::Photo"
}
}

YREE Amazon B8 UF X PR R BEHE 4R

BT LMER., =, £ “BRIEMNE” F Amazon Web Services Management Consoles %8 5t 58 57 5 B& 18
#R Amazon SDKs. Amazon CLI4RERBERNT B EMEZERKIKIE T ZERO KR , FikE
FEREBRERNEN , HARTLENASIASBINARFHNER,

IR E R EARRI AT T -

- KEEEMRFractions| A/Y
. ZMF4A , flIwhen® unless

BT EENRBERNVUT TR, BEERAXETERRWEM -, #FEZM R EH R RBEER,
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« KEpermitHAIREEEMRAIMR forbid

- REEEMNRFTprincipals| AW

- KEEEMRFTresources| AM

Amazon Web Services Management Console
ERBENKBER , FRUTIRRE

1. fIFERIERREZES &, ERENFREREE,

2. EEMNSMERT , EREREER, 25628 FEE SRR FE T ZNAERIKBE
*}io

3. ERRMERZIMNERRE , AEREXZIRBEERNFAEE , FINRBEERDCIZNE
HetiE , BN RBEER AR

4. EERE , URBENREENR, REFSEENRBEDNREEEN , REEREHNREE
*}io

5. BAILUERERREERZ UM REEE | REEFRERKM BRI ER, EFWEE , FBiAR
BRER B AR AR o

Amazon CLI
mERERER

&R LAfE A UpdatePolicy R F B2 B AR M. BUT R HIR A 34 o TE SCRY T 3R i B R 18 TE SR B4R AR
HY SR B E AR R E R IZER

templatel.txt XHMWAHA :

permit(

principal in ?principal,

action == Action::"view",

resource in ?resource)
when {

principal has department && principal.department == "research"
;

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl11111 \
--description "My updated template description" \
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--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl111111

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

Amazon B 58 iF X PR 7~ B 48 o< BR B R

B R OISR BE126% 75 7 1E Verified Permissions A8 RBEZMEE |, ENFEREE2FERATENHER
B, SREEEMRAFTIE RG22, LT Verified Permissions 14k §51Z 5 B8 =4I 7] A T =461
REEERESBMRE, RERERFMEY,

PhotoFlash R4

LAF 7RG 358 BR a0 Bl 2R R AR K BR SR S, XK EARBEERR TN EMARAFAENERERF MR
Ry B BR 15 E AR

® Note
Cedar FREGIBES XM A in BE, AL , principal in User::"Alice" £@EF
principal == User::"Alice",

permit (

principal in PhotoFlash::User::"Alice",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

LAR /R 6158 BA a0 Bl B R AR K BR SR S | XK E AR RERR TN EMAR S NEMRAZENERERS
Ry B BR 15 E AR

permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

AR R BR SR e R 451 70
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);

AT R B B T e AR R B SR S |, R RBEEARBERR TR ERRBFANNMARFINEREHRE
BANARTERNER,

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

AT R B 5EBA ] G AR AR R B SR S | X RBEE AR ERR TR EFRBFANEMAZNERER S
By A BR 5 E AR

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

TR RBIERT OAE A RBEER SR SERKIRV R | ZRBERR TN EFRFARZNELR
BAMNMARAB T2 ENR,

permit (

principal in PhotoFlash: :UserGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoFullAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

R RBIER T a0al £ AR SR BE AR AR “FELE A P A RIK 77 SR 62 S8 AR BRRY R RK

forbid(
principal == PhotoFlash::User::"Bob",
action,
resource in PhotoFlash::Account::"Alice-account"
)i
DigitalPetStore il ¥

DigitalPetStore Rl KEEF M ET DT RBEEIR, BIZEDigitalPetStore RPIKEE T4 /E , HAILUE
HEEMSMERPIEREBREERKFET ISR,

DigitalPetStore ¥ 71
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TinyToDo /R4l

LU R BIS B N 6 22 SRR ER RV KB | XSRS E R RESRR , WENMRHFPNESIRERERED
A1 PR

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [TinyTodo: :Action::"ReadlList", TinyTodo::Action::"ListTasks"],
resource == TinyTodo::List::"1"

);

T ROIERT A2 EEMRRERAVRES | R BE6E A SRR 2 P NES IR B HRRE TR
R,

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [
TinyTodo: :Action::"ReadlList",
TinyTodo: :Action::"UpdatelList",
TinyTodo: :Action::"ListTasks",
TinyTodo: :Action::"CreateTask",
TinyTodo: :Action::"UpdateTask",
TinyTodo::Action::"DeleteTask"
1,
resource == TinyTodo::List::"1"

);

TinyToDo R4l 72
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£/ & 0 RN 5 AP SN AR

#£ Amazon Verified Perm issions IR RN F DR ALE (IdP) WHHIR , MIRIERF EH A
BF. SOREHENEEREEAEENERTFHEEEXRZN P #ITHHRIENAF. BN
REFERARESHRANDSEAERGERN |, B REEFME T SURER B M 1 2] 5 R M H R AUR
Ko BAILAR N Amazon Cognito sk B E X OpenlID Connect (OIDC) IdP ¥E3 & 13 3R IR

PRATLAE R E B B RAEABRAY OpenlD Connect (OIDC) & 41247 (IdPs). &N ARSI LAERMF
& OIDC M B 1R P £ B HY JSON Web T 18 (JWTs) ERBRIER, SETHWAF SRR IERT
A D, £EA ID T , “ERIENRE SGEMFHMRAEAEZEABE. FRARACHE , XEFHSBRE
B LT, FAXARCEER B lgroupsHRLNBHMHNEZRAL , HEUETHETAE
#9514 (RBAC) HY R RE,

@ Note
ERIERRBHERE IdP TERNESMERIRE , EFSUEFASXEEE IdP X B,

B X APIsfE Amazon Cognito At OIDC & 42478 Amazon APl Gateway REST ¥ 1% X
BB step-by-stepi®ELk , 1S APIs £ Amazon Cognito BY I 5 I8 IE A FR F2AX APl X SR E R
2EELEABECHHARMEE. Amazon

£

- BREESENFHIRED

« £/ Amazon Cognito &1 KR
- £/ OIDC H§HXIR

EEEENSDRHED

BRATRIENNRERTEMHEHEN IdPs , BEREENARFDEHBMURE |, HE2ERUTIL
=

FEUT1ER T A Amazon Cognito :

- REREBIESHEMENNBERTHERTNNARER

- (REEEFRNELZSINEEM AmazonitE At
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- BEEEGHREHRMEE
- REEE{LNRTERE
FELUTER TR OIDC 12147
- REUBENEHEMZEN ( Auth0, Okta, Azure AD)
- BEERFEPHAFER
- BEEAHEMNER IdPs

£ Amazon Cognito & 13 3&KJR

LT BIFM RS Amazon Cognito AP Z 418 S. Amazon Cognito JWTs M2 AT, £
TR RALLRBIX ML , ANHPETENEEPREBEANRE. i, BALUEHR ID TEXR
HRSESNETABN RS (RBAC) BIER,

#T#Y Amazon Cognito AFMBHREZEUATEER :

« B Amazon Web Services X1,

- AP ID,

- Bl , BESHHRXBKNEFLASEHFLEMyCorp: :User,

o Blin , BESGHRERKNEZIRAASZAEEEMyCorp: :UserGroupo

- BRERNWAFM IDs PNEFIR , MEREHNREEEEL EER,

BT BRI BRLGE A FHEH Amazon Cognito A F i Amazon Web Services Ik , B L ET %
HEHEMKS RIEESDRIF, Bl | Verified Permissions &30 14R ( BEERT AP M EAKRIE
& h A B BB B RFRIRAT ) RE N A A ID. us-west-2_EXAMPLEEXFMER T , &0 LUK
ZAPMPHAF S5 Aalb2c3d4-5678-90ab-cdef-EXAMPLE222228 us-west-2_EXAMPLE |
alb2c3d4-5678-90ab-cdef-EXAMPLE22222

APt SHRERATLNIEREM. BE. 84 IDs. ERFMBEXHIE. Amazon Cognito BEBTE JWTs
ERIENNRTPEETREYTHEBIRARNEHES. XEESTSHE

1. HHcognito: BIRWAF B MBFHFEA
2. FRHEENAFEM custom: prefix
3. EETHAMT BENFH

4. OIDC WARAHEFE |, thaIM sub email
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https://docs.amazonaws.cn/cognito/latest/developerguide/amazon-cognito-user-pools-using-tokens-with-identity-providers.html
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BATHEPH ERIERRBUER 1% 491 4B 1X L5 75 B3 DR AN & IR IX L5 FS B Amazon Cognito 5 h# R 5T
B

/A Important
REETLATE Amazon Cognito T E|Ei 2 s H#E JWTs |, BEXESEFEMNEFHIZ
BANEMMENTIRSRF. &F4 JSON Web Token RFC 7519 WIRSEEZRRIITHE , £E
B R ERITRIL, XEWKZ , Verified Permissions B LAR$E & #4 =X & /5 SR 4 M BR &9 A F= 7
RO TERXRFIHENRE. I TREXBXE , RNBUECIBRERBRUERENTE , H#
ERERRRBENULR AR SENBERF . BXEZER , FSREIBESEELRA
P&

BUR R BIBR il 62 5| B 5 R HE AKX E L Amazon Cognito A it 3 %89 KB

permit(
principal,
action,
resource == ExampleCo::Photo::"VacationPhoto94. jpg"
)
when {
principal["cognito:username"]) == "alice" &&
principal["custom:department"]) == "Finance"
%

LUT RGIG BRI 6122 51 A Cognito At A N EFEA R RS, 5= , ZFEA IDWERX

A "<userpool-id>|<sub>",

permit(

principal == ExampleCo::User::"us-east-1_example|alb2c3d4-5678-90ab-cdef-
EXAMPLE11111",

action,

resource == ExampleCo::Photo::"VacationPhoto94. jpg"

);

HIIERIENRFHAFBEGIRN Cedar RENBEFBHFMTX

% () AN FROFHBMERBSRE L. XBESE  FRNAFMBE

78 , fflicognito:usernamefcustom:department, EHREH|
Fcognito:username=sicustom:departmentERMNREZMH | F2 3T
Hprincipal["cognito:username"]1ERK M, principal["custom:department"]
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https://datatracker.ietf.org/doc/html/rfc7519
https://docs.amazonaws.cn/cognito/latest/developerguide/token-revocation.html
https://docs.amazonaws.cn/cognito/latest/developerguide/token-revocation.html
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® Note

MRS EBEHcognito: Hcustom: BB FHFHE FH{Ecognitoy
FBZ#custom , N A MWTEERIsAuthorizedWithToken kW , HE R
AValidationException,

BEXRBMEEBANESZER , 535 Amazon Cognito T 2T EIZEH, BxI D% Cognito A F X
MWEZEER , SR Amazon Cognit o FF & & 15 §9 f55 F T 3 #h 36 1F A PR 3 1T 12 4o

£}

- BIEWSFEHIFX R Si# Cognito & 13R
« BT I UF BRI S# Cognito & 4R
« ¥ Amazon Cognito % h&R 51 I 5219

« M 5# Cognito M E P FZ RKAE

B2 S UE X PR IL &%k Cognito & 77R
DTN RAMEIIE R FHE P
EERIENRBEFEPCIEMPEREFHERN , BEATUANES DR, EIRED  BUUBINS 5

BREEPNFERASASEEEP, T 5ISHRE” H A API Gateway M & D RAHAEHTIRE" i&
T, 1XEIRTHE < 6 28R

(® Note

HEEBERBFE N  ENNSMERPF2ERFORE. LOENSHRKEELRNE
i 1 FE < BXo

£ Amazon CLI = CreateldentitySourceE B IEXBR API create-identity-source AR 81| 2 & 3R AT |
AUEBEXAZRALE, B, ZAXKKE LB EEI NN G HIRAnazon: :Cognito, LK
EEMERBIZHEMTIRE. BN Amazon Cognito SR EENERIZHEEMER , BLAFEFEA
SSARK AR B N RIS RIS F SRR,

BIE BB RE 76


https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.amazonaws.cn/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
https://docs.amazonaws.cn/cli/latest/reference/verifiedpermissions/create-identity-source.html
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Amazon Web Services Management Console

E 82 Amazon Cognito AP BES M KR |, FIRU TS RIEME -

1.

2
3.
4

10.

THERIERREZEF &, EHRENFREEE,
EEMWSMERS  EEFHRER.
ER 6 5 45 KIR.

£ Cognito APt S B & |, i%£$F Amazon Web Services Xig H i AEH B4R A F it
IDo

HABERET , T ERARE , AREZKFENERANERMALR, EEB Amazon
Cognito Fi F= &4 1 (9 5 19 1 BR 5 B Frik g9 E 4R L,

MREMS AP cognito:groupsF A |, HE “BFABIE" Pi%&#F “HA Cognito FFH”, &
BAER EAEE M XM RAFRE,

EEFmENARFRIETR  ZERERIEEFWNAHRERF IDso

- ERIFEFIRNARERF IDs , BIER ‘NEIERCEEEFRNARFHNTHE IDs; AN E
WM& iwN AR ID EFMIFEFmMARERF ID. EREREMNNESHNARERF
ID , HRFZEFIRNARERF ID ELHMER,

* IDsMREFBRIAEFFIWNARF , TERETRIEFFwNARF IDs.
EFROE S5 HKIR.

( ok ) MREBHREFHEGEN , WA EFEHEN |, ik Cedar MEBEZHN S HIROIENE
R | RIETEESIFAM Cedar REEHRW F AR ETHEPIRINE M. REPHHTERAEYS
MBERET Cedar KEEFSIFHMNEM. BXFF Amazon Cognito & E ST Z] Cedar 44
BUHMNEZEER | 2 H1¥ Amazon Cognito & hEMR 5T ZI 424,

(® Note
LIBBEES AP XEXH RIS 6 S E QI B R FME 0T 6EFH API Gateway M 5 012175
®ER , Verified Permissions 2B @ENAFPMURERAFREY , HEEZ-—NERAA
FPHEMERENEZIE ALY,

AEBRFERATETNEEMERDURRNER, EXEZEL |, SR 222 Amazon Verified

Permissions 875K,

BIE SRR =


https://console.amazonaws.cn/verifiedpermissions/
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U BERUNEBTEMR. EFNMTRUHMYETRE  BERACSRIEMN
MPBRIsAuthorizedWithTokenXRHERURE, EXEZEL |, HSH
IsAuthorizedWithTokenAmazon BRI R APl SZ 1.,

Amazon CLI
Z ]2 Amazon Cognito FAAFBE SRR , BERUTSRIEE .

#& 0] LA Fl CreateldentitySource iR ERIZ H 1R, U T RAIBIET — N FHXKIR , ATEAM Amazon
Cognito AP & iAREE & HBRIERN 545,

1. AIE—1N8& Amazon Cognito A A T iFAE S config. txt XX , Hag S HHY--
configurationcreate-identity-sourceZ¥fEMA,

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"
}

}

2. BT T &5 2lZ Amazon Cognito H4 .

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "Usex" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

3. (Hik) MREWRETFHEBEN , NAMAEEHEN |, it Cedar MEZRHN FHRAIENE
R RETEESIAM Cedar RBEHFHNEA LR THEPREINVE M. REFHITEARTLL
MBERETE Cedar REEFSIFAME M. BXFF Amazon Cognito T hEE ST | Cedar 4K
BENEZEE | BSHN Amazon Cognito % FEBR 5 B 2243,
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https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
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4.

® Note
LIEBIEES AP XEXHV RIS 704 S E QB R FME 0T 6 API Gateway M 5 5121475
RERS , Verified Permissions @& WENWAFMUREAFEY , HEE—NMEAH
PR MERENERALBEPEN,

BIREATHANEEMERNRRN KR, BXESEE , HZH 8122 Amazon Verified

Permissions 827 KB,

U BERUNEBTEMR. EFNMTREHAETRE  BERACSRIEN
MPBRIsAuthorizedWithTokenXRMHERTURE, EXEZEL |, HSH
IsAuthorizedWithTokenAmazon BRI R APl SZ 1.,

B X1 Verified Permissions FRZ H 4B EIER A F A Amazon Cognito 158 &M & 4 58
BZEE , BZH (Amazon Cognito FF R AR 1EFE) HEIEA Amazon Verified Permissions # 17#%

i

YRR D I I UF X PR &% Cognito & 4R

BIESMRE , BAUURESHRNELESH, BLEERSHROER | XABKREHRANE D
ey & 195 = 8E M Amazon Cognito £1#2 2] OIDC = OIDC #1#: %] Amazon Cognito, 1R EH KEETF
HEBREEZNERREEEATE , NEIE , B4R EHREGLURBRES &0 TRFT M E k.

Amazon Web Services Management Console

E 3 Amazon Cognito & 3R

1. THAERIENREEZEG S, EFRENRERNE,

2. EENNSMELRS , EFSHKR.

3. ERERENSHFREMN ID.

4. EREE.

5. 1£ Cognito AP tiF S 2 |, % Amazon Web Services XiZ HE A HHRN AP it
IDo

6. EZERAFHAGES , BULEFSHRNEILARE, EHH Amazon Cognito A &

B9 B 17 RFRR 5 B i 49 E 4R AL,
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https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.amazonaws.cn/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.amazonaws.cn/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://console.amazonaws.cn/verifiedpermissions/
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7. MREMSAFMcognito:groupsFH , B ‘FARE" ik “FH Cognito B, 1%
BENEZERBPHRIMAKEEE,

8. HEEFEFRNMARFRILF  ERRERIEFImNAHRRF IDso

- ERIEFEFIRNAERF IDs , BiER “REXERCEEEF RNABRFNTE IDs. AN E
Wi EFimN AREF ID ERRMIFEFHMAERF ID. ZREREMMOEFHNARERF
D, FEFZEFRNARERF ID ZL M ER,

* IDsMREFBRIEFEFIRNARRF , TEETRIEFFwMARZF IDs.
9. EERERFER.
10. MREERT ZEONRRWERKE | N BMEHRRE , WEBRREFEHEFRLE,

WMERBRSDRIER , BAILLER S HRIFZ DN REZRE , REEEREREHKEF, EXREPH
A delete , RFIEFMBRS BHRIR , BWIAMIBERZ S KR,

Amazon CLI
¥ # Amazon Cognito &1737R

& ] LAE A UpdateldentitySourcei@tEFE H R, AT REIEFH TIEENFHKER , AEATRE
#9 Amazon Cognito i PP 8%,

1. BIE—NEE Amazon Cognito AP A T IFEMAE S M config. txtX# , oS --
configurationupdate-identity-sourceZ¥EMA,

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"
}

}

2. BT T H T ELEE Amazon Cognito &Ko

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012
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https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_UpdateIdentitySource.html
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{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
}
(@ Note

MREEFRZSFORFNEARRE | KAEHRY , LUEBRRERGRIEAHRE,

£ Amazon Cognito 45 h& R 51 2 52 1y

B2 RNBEF S HRFNIREFED |, I eRRERAEFAS TR R EERYP, &
AL BEFMTUERE K FEREMASISARECNRTRSMRNREEMR K NETCURRBEFREFI
BN, HTERFERYG , BAILGIEE B el R,

RAPEmNX—Bo88UTEE -

- AR AT LA B BE T RS TR E
o WAELZNERIENRBEFFEA Amazon Cognito T h# 75 BA
o WMAH B BRFHTEEN

BE5SHNIZENEN AP XEEREFERNTESHRN KB FEAZTENSH (D) THEEMEF

MRETRIZEM, BUUNAFBINEHREREZSRIENNER  HOBEXZAFEHNEY, £IDS
BERF  ERIERBHFARFIERARENESE. EATERT , BAEEEF3HF Amazon
Cognito RS F RAIEH -

o BRREFETRAVNET —NENRBEEEXRREEEX,
- BEEFNHRSENEASET BEETAGKNILEEZES (RBAC) 25k,
« BALMEACRIFMIER REST APl, Amazon B 47 &% T EA S 6|2 KB 7# Amazon CDK,

BEELNERIENPR R4 A Amazon Cognito N B R , BN ERBSAETER
HEEYt. RUEREEN , YNMEREESTHEREHEPIEMNEMEIsAuthorizedWithTokensk,
BatchlsAuthorizedWithTokenAPI &R MEX B, MRECIEREEFEHNV SN2 EIM ID THEFHIRME
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https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
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EEREREN , MALBHR AT UARERE T . MRECIENRBFMEIRIE S OIREN , MA@ ZR K F
AINEER APl BREGZNXEHELTENRAERYE. RE , EUTUAERAREETETHNEERREE
KB,

BXECRIENBRHP AL HHRIENAHFEH Amazon Cognito ID MiFRISENESZEER |, H5H
Amazon Co gnito FF K E15FE Y E AT b I8 iE A PR#E TRV,

F&

« fF ID SHERFEIEN

o« BREYI BT AE

55 Cognito AT 5%
o RTHRURFIEEIM

RHFHNERTS

R 1D = hE ARG BSR4

Verified Permissions 5T hEFBEENAFWE R ITAIE | 12 ML4., BEARRTK.
RREE. ID SEEETEMNIFRES] (ABAC) RUERFHER, NREEILZIRIFHNRER
BiERHBERRD TN ERAHRIRR , BRENEHKFIERE ID T,

Amazon Cognito ID THLEER T AZEH OID C KA E, EiBETHMEEY B TOIDCHIZIEE. &/
N2 A BAEIE Amazon Cognito Pt BRI APl IRERAFBIEERF REN B FR#1TE 75
if, BEXEZEE , H5 % Amazon Cognito FF R BIEEFHER APl ML IHT =,

I B5# Cognito ID X R EYE A FEEA
cognito:username  preferred_username

Y=g

sub

FA PP RYME— A P #RRRF (UUID)

W custom: BIBRHI R IE

BENAFPBEMENEIZ , flfcustom: employmentStoreCode,
A

¥R OIDC E#rkflemail M, phone_numberBXEZEE , i5S ¥ OpenlD Connect Core 1.0
FEEENRE 2 WITEFH,

B RS EI A 82


https://docs.amazonaws.cn/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://openid.net/developers/certified-openid-connect-implementations/
https://docs.amazonaws.cn/cognito/latest/developerguide/user-pools-API-operations.html
https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
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cognito:groups

RAFHNEARARE, TETAGHNILEIES (RBAC) WERMUER D | WWHERARAM T B0 UIERK
PIHERN A,

e B 3R I

FRAARAFHN  BESTNAAFMAERSER Lambda A& SR, IHEtZRESIRERE
RO, BFREFREBER , fliitenantZHdepartment,

E5IBAFH : P RAFH Amazon Cognito B EKREEH | 5|ABNTINE
. principal["cognito:username"]A®FEHcognito:groupsELMN B, ERIENFR
FF L 75 B B PO A RS B A P SRAREY AOSRA,

B X%k H Amazon Cognito Atk ID TREMWNEZEER |, B2 Amazon Cog nito FF R EEEH
MIfEF ID S,

TR ID THEENMERNEM, 252 Amazon Cognito 4 ERS B cognito:username, H
E X custom: employmentStoreCode, #R/ESBH email MIEAT= B tenant,

"sub": "91eb4550-XXX",
"cognito:groups": [

"Store-Owner-Role",

"Customer"
1,
"email_verified": true,
"clearance": "confidential",
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"cognito:username": "alice",
"custom:employmentStoreCode": "petstore-dallas",
"origin_jti": "5b9f50a3-05da-454a-8b99-b79c2349de77",
"aud": "lexample23456789",
"event_id": "@ed5ad5c-7182-4ecf-XXX",

"token_use": "id",
"auth_time": 1687885407,
"department": "engineering",

"exp": 1687889006,

"iat": 1687885407,

"tenant": "xllapp-tenant-1",

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"email": "alice@example.com"
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https://docs.amazonaws.cn/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html
https://docs.amazonaws.cn/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-id-token.html
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}

HIEER Amazon Cognito A MBI S MR , BFEEERMERPRIENRERNEFLASADN
RE, IsAuthorizedwWithTokenfR/5 , FEAEZERN -T2 , LRI A ZEARRNE L,
BHRHEFHRNERARBENEY | REETLTE Cedar KEEHSIAEA],

ECRTIEEEM ID SHEAFBEARRENBFASSEPER, FRIERAP |, Verified Permissions &3
BN ARKANFERARS BNZBASSEER, ERES | B LU ZARAKSI BARAEEA,

LATF /RGBT 204AT#E Verified Permissions B R RIS R SEFHEM, BXFREEWNES
EE , BSRRERBEEEN, MRENBHRREERRE T EMHER User , BBL |, &0 LURIME
HLFATRABAR , EXLEMETHTF Cedar,

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": false
.
"custom:employmentStoreCode": {
"type": "String",
"required": false
.
"email": {
"type": "String"
},
"tenant": {
"type": "String",
"required": true

ARG UL R TIE MR IR |, ES BRI D Cognito 1D 18 i,
BR 5 17 18] 5 b

Verified Permissions &R ThEFRE R MARENBRERYR LT XEHWEAFH, BRTHAK
RAEIN , REEHW IdP WiF R SETREE S EEX APl HRINEE., HRTHRECERETAENH

B RS EI A 84



Amazon Verified Permissions AriEE

A2 %] (RBAC) WERMIER P REM, KBAKRAREUANTHRTEFANRERFTEERUEE
FEMNHFANE N,

Amazon Cognito HE FHEEE A TRNNER :
I 53k Cognito 7 RIFHEFHERAFEHA
client_id

OIDC I AMEFHNAEFN ID. FAZFE ID, ERIENRATUBRIFRIER2E R B FEE
F#EM AT EF iR, £ machine-to-machine ( M2M ) B F |, R RS MEAF F inZ A5 Rt
RN, HEMEF R ID FSEEER RLUERE.

scope

RERTEFFENHRNRAE OAuth 2.0 SEE,

cognito:groups

AFWBRERR A, EETRABNHNES (RBAC) WEMEAH | lHaRH T A7 LR
hIER A,
I R

RRIFRINREREZETRBAAF AR S EE Lambda il % 25N INAYE B, I B 3R IE S AR A RIS
E , BEREFREBERN , fliltenantHdepartment, BENXFRSHASEINELN Amazon Ik
B,

B X%k B Amazon Cognito AP MM R TREWNESEER |, 5[ Amazon Cog nito FF R EEE
HR Y 5 A T 18 5 R

Amazon Cognito 17 /8] ¥ k&£ 1%1% B Verified Permissions B} , 2B E| E T XF R, AL
A context.token.attribute_name RE|AHERTENEME, AT RAFEASERREE
client_id M scope FH,

{
"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"cognito:groups": [
"Store-Owner-Role",
"Customer"
1,
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"client_id": "lexample23456789",
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Amazon Verified Permissions

RAriEmE

"origin_jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"event_id": "bda909cb-3e29-4bb8-83e3-ce6808f49011",
"token_use": "access",

"scope": "MyAPI/mydata.write",

"auth_time": 1688092966,

"exp": 1688096566,

"iat": 1688092966,

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

AR R~ 88 7 a04al7£ Verified Permissions Z28¥ s R BRRBITF RS ETHNEMH. BRFEEREUNES

E5 , FERERERMEFMEN,

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"
1,
"resourceTypes": [
"Application"
1,
"principalTypes": [
"User"

},

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"

B RS EI A
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}

1,

"client_id": {
"type": "String"

}

}
1,
"type": "Record"

BRI L R M 1T BV SR BE R |, 1E SR R BRL S Cognito 57 5 M HYE Mo
5k Cognito AE S RN FHNERFTS

ERBERWIEN R , Amazon Cognito T HEERHEMRERIXLE S 2 RNFRF

B , cognito:groupsHfFHcustom:storeZRANERZFRHENBRREH DR . Fo XTEXR

RNEFFS, flin , FEMEKprincipal.cognito.groups® 2K cognito:groupsERT. RE
B USEFERAXMER , ERMNBUEEAES R RERNERYMNRE, EixfgXH , I8
ffcognito:groupsZEprincipal["cognito:groups"INENHE., NERIENRIEH A BFE
AP ID SREREREERFESRTE,

B AR LT F B ¥ B Amazon Cognito HRTRHEHMNRERFERALES. N T EMEMERN
OIDC IdP , BB ERM R PEAF R FSNEMH I FIRFFH.

RS REN . ZFNENEFHREN cognitoRcustomfN B E B FI , AT REIFTR :

"CognitoUser": {
"shape": {
"type": "Record",
"attributes": {
"cognito": {
"type": "Record",
"required": true,
"attributes": {
"username": {
"type": "String",
"required": true
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}I

"custom": {
"type": "Record",
"required": true,
"attributes": {
"employmentStoreCode": {
"type": "String",
"required": true

}

}

},

"email": {
"type": "String"

.

"tenant": {
"type": "String",
"required": true

}

}
}
}

BXRGHI LR TRIEH EARFSNEBRE , BSREARFESREI AR,
AT RUERFTHERSII
TEFR B E R S T

EHRSEENF , ERIERFRFFHRFE LT, % ID THRERT , ERIENRFFHARFEE
RAEM. ¥TEECRIENREH S FOZNREFE  REZRBRERNRIIRBEERE T 2EER
BHOXRR , AZEREGERYPERAFEEMENHRIT ID TEEN. HRTEERETETAGNE
[F]42 %] (RBAC) MEFAK R RBFER , T B3N HE b5 8 MRS B SR HE 74 284

BOREETRLEN

HEERIERREZEF AR OZS MR , FTRREABERICABERE. IFTURHIEERNRESH
BEMERPHRIEER. EUTURBEFTEFEEIREN required , BEMNLAFE THRAERRERS,

RBAC FEELRMHHEM

5 IR REUR T IRIE RN & R PR MR SRR R BR . B 0TFR — N AR B P SRk Sed
H— IR F AR, XENFRFRFNREENZ L. BTRXERINER , BRI
EETAGNERES (RBAC) EEFREEXHFEMFMAF TR THREANTRIURFEN K,
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EREPRNTEFATT BRRBFERNEICEE. KB ID THENAFEEESTUANETEMENT
[A]42 %] (ABAC) BB H TRV AT EE . TRTEN L TXEMEES®E M OAuth 2.0 FAEIZRNIE
B, EERURMHARERHEENTNLRZHEES , EFRERTHINNREEL,

ERIERRZH & P E “EH API Gateway MH G IRHEHITIRE” M 5|1 FNIRE” BT R 2 E
ID SHEFH, FRTEERNERFEML, ZERRYPFMIELATRTEFR , SBHE JSON EX
TREZRMFA ST CommonTypes BiE. AXESRER , B2 M BRE TR T,

ERAMRE

EHNRBEEFREFDREESNFREBRTEHREERHN —NRBRE | RLE ID ERFRITHE, £
Fi Amazon Cognito 31215 , LA AERIE S API XERH RS FHMTERTCEER, Q85 AP
KX REEFEMA , MTUERREN ID ERFRTHIEERN, LEESFMERIIRNATEN
RIS EEEMY , UREH API Gateway APl 8 Lambda #iIXHFMiE:, B RMREFENG
PEEFAEIRF I ERUNRREZEFHEFNESEPEZR , FEUESHRZARREREELENTE
KB, FUTHRAFZERHRAER I REWENRBNEN, UTEBNFNAEREFEPER
ID #1185 ko

Cedar B SR ERELFREAFES

REBEEURLNER I HEREEEprincipal.username, W FSHEEBEBZFFA]
BN A ZHBEEFRBEFFR: |, ., =/, Verified Permissions o3& AT H 21X

HH%RMHE. principal.cognito:username context.ip-addressf&H4MLN fE

Fprincipal["cognito:username"]=context["ip-address" 1AW HEBRRFERER L
XERH, TNLFH_RFABMPTHNERFR , tRZERNE—FEFEHBFHIA.

LERBEEEN I REIZRUW TR

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true
},
"custom:employmentStoreCode": {
"type": "String",
"required": true,
},
"email": {
"type": "String",
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"required": false

}

XFREH ETXEENEID ROIREU TR

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"

}
}
.
"principalTypes": [
"User"
]
}

}
BXRFE I LR ITRIEN R R , BSREAFESRERSIARTE M,
I 53k Cognito B9 F M Z AR IE

[6] 5% BE 170 RN BN B 49 JRAT |, Verified Permissions 28 AT RIE ID MR TERRRMBEANEE
I, XMPIIUE R 4ETE BatchIsAuthorizedWithToken APl 3R IsAuthorizedWithTokenf4k
BEES, FHSEMIARSEELE Amazon Cognito 1 OIDC S RNITAEMATRE. &S Amazon
Cognito AP iRt , £33 WU AR AT SARIE H 3 MiF RS EPNE SR ID. B OIDC =24
B, £33 WU AR AT SAIE ID SRR E iR ID MG RSP Z AR

Bl , BFim ID REENNARFERN S0 RMAESSFIXEKNIRAFlexample23456789, i
m, FARREHESENTEAE S B FRMEXERE URL 3&ZEhttps://mytoken.example.com,
FERFRTERN , audFHBASZ RHEXEK,
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S Cognito ID ThEMaudFBREIENAREFES N ID. HRSEMNclient_idFRABIESRARE
FEPiE 1D,

LEBESOHRPABZFHNMARFRIEH A — N ZAMER |, Verified Permissions 2t ARFE
i IDs 5IRE ID ShaudFBARIF RS Eclient _idFH#THER., ERIENBRARLEUE Amazon
Cognito S REI P4k T Z AP 4k,

K& P IR R JWTs

BARFEENRARFHLE JSON Web T FHFRALIEL CRIERIR , ™TTHEEHRBEFET
HiRe B LM JSON Web T h# (JWT) FERENSK AR 4 H [ H AT N ERUERIINER

e RBIEBAIAIER IWT MR AREFEA “ERIERR",

async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
};
let resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
let entities = {
entitylList: [],
};
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl11111"; // set your own policy store id

const authResult = await client
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.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourcekntity,
action: action,

entities,

b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp', 'jti', 'iss'];
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
retuzrn;
}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,
18
1);
attributes[key] = {
set: attibuteItem,
I
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,
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1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application needs to use the claim that
represents the user-id
}
i
return [entityItem];

}

T B RS R BIE A iZaws-jwt-verify BESRIRIEH OID IdPs C JWTs REBMNZH .

£ OIDC & 13 KilR

&t A LUHET S B OpenlD Connect (OIDC) IdP Bt B 1 R E& 1F 4 9 B 3R, OIDC Rt E
Amazon Cognito A3 - SMIRENSHRIEN JWTs FYERN. B3R OIDC Rt , &4
IR A LA URL

¥THY OIDC BEMREFEUTEER :
o RITAMUL, KFWIFHNPRAIMEEBEL URL L& .well-known/openid-

configuration&iH¥ Ko

- NI EBESTH CNAME i2F. 0 , a.example.comTo EBETE]* . example.net, #H
R, *.example.comZTEMGTE|, a.example.net

- BEERPERPEANTEERE, EXR60F , BEFET SO,
- Bltn , BESB4RR]EMN AP 4K EMyCorp: :User,

- flIn | BES G HIRXEEESEERMyCorp: :UserGroup,

« ID SHERH, R ID TREFFHENE L,

- ENATRAPMEAESENEIZ IDs. 7 CLI M API # | A LUERERILETR. 5l
WMyCorp: :User: : "auth.example.com|alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
EEMER ‘A APl Gateway M SR REEHITIRE” & ‘5| S NIRE" 110 2 #Y KB 17
B, Verified Permissions 7 Bl A &E BB Ehttps: //HEI.

BREM AP RERNKE OIDC KENFERNESFELR , F5H. A TERRW AP RE

/A OIDC &133kKIR 93
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TR RIS R TR THRIFAREMRE  ZREEFINZIRXBETEILEDLE
MR TR FLRES, SRIENBRMEEA ID THANFHPIRESI LR M.

FIER , EERARSIAER , KR InGEER/FS BEETIT( R,

permit(
principal in MyCozrp: :UserGroup: :"MyOIDCProvider|Accounting",
action,
resource in MyCorp::Folder::"YearEnd2024"

) when {
principal.jobClassification == "Confidential" &&
!'(principal.location like "SatelliteOffice*")

};

F&

B2 Amazon ERIEXFR OIDC 4R
Y% Amazon ERIEXFR OIDC SR
« £F OIDC = ERRF FIZRH

- OIDC REEMMNES/MZ XK

17 Amazon BRI R OIDC B4R
UTEHENEGRANBMEREEFEMTD,

EERIENREZF AP EFNRBEFEN  BHaNRS MR, EHERED , EUAEHFEH
BTRANFEESAKEESF, £F 5| RE” H £ API Gateway ME B IRHEHITIRE” &
Tl, XEIRTUE S 02 H IR KK,

(® Note

HEEGERBFE N  ENNSMERPF2ERFORE. LOENSHRKEELRNE
B 17 AE < Bk o

£ Amazon CLI = CreateldentitySourceE B IEXBR API create-identity-source AR 812 & 3R AT |
AUERERARALE, B2 , ZAXAKERBE LB EER NN FMIRAnazon: :Cognito, BE3E
EEMERBIZHEMTEE. BN Amazon Cognito SR EENERIZHEEHER , BLTFEFEA
SSARKRNR B N RIS R F SRR,
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Amazon Web Services Management Console

#I2 OpenlD Connect (OIDC) & 14R

1.

2
3
4.
5

10.
11.

12.

THERIERREZEF &, EHRENFREEE,
EEMNSMERSD , RS ORR.

LR OIE 55 HKIR.

%SNS OIDC RfitiE.

ERFHHME URL & |, S AEH OIDC 1T AH URL, flin | X2EERNESEE. T8 Z4H
DREXEBHEABHEMEENERSHAhttps: //auth.example.com, &M% FHH
URL #IEE OIDC KIM Y , MitH, /.well-known/openid-configuration

ETHERESD | EREFELENNARFRERXUHEITRMNA OIDC IWT RE, BXESZEER
2 fF OIDC T hERR 5 F 445,

ERTEERRG IR T |, W EGRERAFXENAFFR, AFXEREHNRER
fERH — Rk, BRES|IAKE OIDC REBHWRAS . AFFREEsubRRBEN F 4L
FHRTENRE , ZTEaESFITEXANE—IRAR. KEZEEM OIDC IdP K & 3R
SEEER EMHRRE,

(AL ) & “FTHEEHRAEIRAKE f, AEHREEHASENEHAFH, AXKRA
PRER R, FRRBRRIEZRE, HAFHEBERKRBEN ID RFETHENE
Bgroups , EF @SB MEN KA FAFE, JSON UZEIBHAFABMFRTH, X
EEE#EAY OIDC IdP KY B0 AR5 B IR E Y ER3REL

£ RIUE-NE” B, A URLs FEERNRBEREEERNERPEINES IDs HEAR (W
2E)o

EFROE 55 HKIR.

(k) MRENREEFEERRY , NLLEMEY |, ik Cedar MEBEEN FDREIZE
R RIEFRESIAM Cedar RPN F O RITE TP RIMVEMN. RIEHEIHIERE S
MBEER Cedar REEF 5| ANEM. X OIDC KTEMEMSE Cedar EHEMHMNE
ZER , B5H. & OIDC T IR B4R

HEFEATHEPHNEEMERIRENER, BXEZELR | HSH /2 Amazon Verified

Permissions 82 KB

U BERUNETEMR. EMTREHAYETRE  BERAESRIEMN
MPBRIsAuthorizedWithTokenRMHBRINARE. BXEZER , 5SH
IsAuthorizedWithTokenAmazon BRI R APl SZ 1/,
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Amazon CLI
12 OIDC EM®E

& 7] LAfE F CreateldentitySource iR ERIR H 1R, T RAEIGIE T A LM OIDC SR 4tE (1dP)
HRIZE 548K & 1450 55 R.

1. BIE—/18% OIDC IdP A TFEFEMEE M config. txt ¥ , HHHH--configurations
BfEM, create-identity-source

"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {

"identityTokenOnly": {
"clientIds":["lexample23456789"],
"principalIdClaim": "sub"

},

1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

2. BT THSEIE OIDC KR,

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "User" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

3. (k) MREHRBEEHEERREY , NATTEMEN , ik Cedar HELH HHFREIENE
KA | RIEFRESIAM Cedar RPN HFORIFE TP REMVEN. RIETIIHIERE S
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MEBELET Cedar REEH 5| AANEM. X OIDC KTEMEMRSE Cedar THEMHMNE
ZEE , BSH. F OIDC T HEHR 5 2 284

4. RQIBREATHRPHESMERNRRNEKRE, BXESEE , B2 812 Amazon Verified

Permissions 827 KB,

U BERUNEBTEMR. EFNMTREHAUETRE  BERACSRIEMN
MPBRIsAuthorizedWithTokenXRHERPURE, EXEZEL |, HSH
IsAuthorizedWithTokenAmazon BRI R APl SZ 1.,

YRE Amazon ERIFE OIDC B14iE

BIESMRE , BAUURESHRNELESH, BLEERSHROER | XIABKREHRANE D
ey & 135 = 8E M Amazon Cognito £1#2 2| OIDC = OIDC #l#: %] Amazon Cognito, 1R &K KEETF
HEBREZNERREEATE , NEIE , B4R EHREGLURRES &0 TRFT I E K.

Amazon Web Services Management Console
¥ OIDC &R

1. {FERIENREFE, RRENREBE,
EEMNSMERS  BEFHRE.

LR REER SRR 1D,

ERRE

# OIDC REFHHEAERF , REFEERRITE URL,

ERTHEERRGIRYESET , REEEEXAFNAFHEREFME AR 2R X
BRo BUKAREST , MNEM R MEBAE LN A TR A SKERE,

EZARWIUES , AN BRE R F AT R REFHEE.
8. EERRFEN.

I

~

WMERBRSDRIEF , BAILLERSHRFZ DN REZE , REEERERSHKEF, EXREPH
A delete , RFEZMERS B HKIR , WIAMBERIZ S KR,

Amazon CLI

¥ OIDC &R
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& v LAfE A UpdateldentitySourcei@EE#H & B3R, U T REMFEENSOREFHF NFERAEM OIDC
RAtE,

1. BlE—/NE% OIDCIdP A FiFMEE W config. txtX# , Han SR --configuration®
BfEM, update-identity-source

{
"openIdConnectConfiguration": {
"issuer": "https://auth2.example.com",
"tokenSelection": {
"identityTokenOnly": {
"clientIds":["2examplel@111213"],
"principalIdClaim": "sub"
1,
1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
}
}
}

2. BT THTERH OIDC HEHR.

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
}
® Note

MREFRZSORRNVERRE | KIERRY , LIEBERREREH AL,
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£ OIDC = HEBR5T EI 2R+

BURSRANEEFEFHRERNI R FRET , R RAEFAITEIMIREFERE T, &
AUBFHNITHERE , FEREASISARECBT RS ORNREESE  REEQRREEFEEFI
EHRN, FTERFFREE , EUNCIESIAElNER,

RAPEENX -8 U TER

et AL B BIE R R F RN E T
« WA B RF I REN

BEESHNIRECEN AP XEEEREFENTRESORN B FEIEENS M (ID) THREMEFIHIR
SEIRY, ERUNAFEPHEERHESIRIENNR , ACBREZTASBHENEY, £ ID vER
N, ERIENRGFHRFEZEASMENE M,

E#H OIDC FARME (1dP) ENERIENREREFH PN SR , BNELPXLNTE
REEEYE. RUREEN , XMERHEESEBEH P OIENEMKIsAuthorizedWithTokensg
BatchlsAuthorizedWithTokenAP| & RHEX B, MRERECEREFMENSXNREFIM ID SHEPHRM
EEREREN , BALRUTURERK T . NREQIBNREFMESESORENS , N A EEMH
WINEFER API BREUENZHMEERENREERE. AE , BAEARRESEPNEEREE
K,

=

oy
- 1D SRS EIEN

o BRSBTS A

- XTEMBFHEEENM

ZE|

R 1D & hR RS I 2R 44

Verified Permissions &S EBERENAFPNE MR ITLHE | A1 BZMNLE, BARR T,
BKRES, D SHMEETEMMNIGRES (ABAC) BRUERTHEER, MELHELLZZRIFHNNER
FHERHE SRR DX ERIGRIREE , BREN BB KFIERE ID T,

/8 OIDC R EEREN NS EREMEAITI% Cognito ID FEABMEE. XIETERE, B IdP
ATREESIIRER OIDC B , REEFBENEN, FERIENREH AP OERWREFME , I
LUR I B =G ID S OIDC 5 , LAl F NS ERRFEIAFES. AT ERIEANR

TEEZRN 1dP B MY , Rt B X TRHLER.
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EXEZEER , i35 02 Verified Permissions K B& 17

LT 2EHR OIDC & 173iR Ay KBS 17 Y RG22

"User": {
"shape": {
"type": "Record",
"attributes": {
"email": {
"type": "String"
.
"email_verified": {
"type": "Boolean"

I
"name": {
"type": "String",
"required": true
I

"phone_number": {
"type": "String"
1,

"phone_number_verified": {
"type": "Boolean"

}

BRI LR F TRV REE R P |, S HE MR OIDC ID TR E H.
BR &Y 15 (R 5 h

Verified Permissions 4B AR GHEEH , MARENREBEI L TXEENWFAEAFRA, RTHAK
BB, RBEW IdP WiFRISETEEZEEX AP HRINES. HETHEERAETACGHE
[[#E & (RBAC) ENERPRERA., MBAREBEUNANHTRGCEFANRNEREETRYRE
FEATHFANE B,

SREHE OIDC BEEH K ZE 5 H 5485 Amazon Cognito i RISHEIEE — B, EiE4 “BRIEN
BR” B , OIDC TR TS B E FMXX R, ATEAER context.token.attribute_name ¥5|H
BRSHENES. LR OIDC FESEaEEARFRE R,

{
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RAriEmE

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"groups": [

"Store-Owner-Role",

"Customer"
1,
"iss": "https://auth.example.com",
"client_id": "lexample23456789",
"aud": "https://myapplication.example.com"
"scope": "MyAPI-Read",
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

AR R~ 88 7 a04al7E Verified Permissions 28¥ s R BRRBITF RS EFPHNEME. BREEREWNES

E5 , FERERERMEEFMEN,

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"

.

"resourceTypes": [
"Application"

1,

"principalTypes": [
"User"

},

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {

B RS EI A
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"scope": {
"type": "Set",
"element": {
"type": "String"
}
.
"client_id": {
"type": "String"
}
}
}
.
"type": "Record"
}
}
}
}

BG4 X A TR R RG] | BB HR I OIDC 14 I i
KR T RS R EESFI
ENCTARRES AT o) T e

HEHRTEENS , ERIENBRFEFHARSE LT, # ID TEENRS , ERIERBRFGF ARG IE
RABM. ¥THEEERIENREHFHSPEIEZIREFE  REERBEEENROIRBEEES 2ERR
BHEOXRER , AEREERYPERASEEENHRIT ID TEEN. HRTEERETETAGHNT
[Fl42%] (RBAC) MBFA K R FIRFEER , T2 B3R E b BHR S B SR B 7 2240

BORBMETRLEN

EERIENRREF AR CZS RN , FTRRHEABURICABERME, IHTURHIEERNRES
BRERPWRIEHIR. EAUREFTEREMEIREN required , BENLAEFETABERNERF,

RBAC TEERMFHEM

B RN R EUR T EBE RN S R PRE MR SRR ER ., SRR — N FEHRE R A KAk |
— N EHRG R FARGRE, IEXCRARFHREENZ D, BTXERINEE , ERTUE
ETAGNERES (RBAC) EEHPEENBFER MRS AERE THREARTRIURENRE, @
EHPAMTEFATT BREEERNVRIICEE. KB ID THENAFEEEEBXAINEE , X&
EEAUNETEMENTRRS (ABAC) BERMHETRE, HRTEN ETXEEZEE M OAuth 2.0 /£
REZKNER , XEFEETURKRERFAENITNGREFES , BEEHRTHFINNREEL.
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ERIERRZH & P /A API Gateway MH G IRHEHITIRE" M 5|1 FNIRE” BT R E
ID SHEH. BESEERNERFENLL, ZERZEYPFMIEATRTEFR , LHE JSON EX
TRERMFHFI CommonTypes Bit. AXEZRER , B2 M BRE TR TR,

OIDC H#FE M IFZ MR

7NI0 OIDC R AT , WA LME ID HIFR T PR R BRI R FETRANFAKR RENEFA
B, ZTWIUFAYNR AT BURBI L & NAV B A =B

1. T H RN FRE : "groups": "MyGroup"
2. L= RIIFIR:. "groups": "MyGroupl MyGroup2 MyGroup3" SNMNFE&HFHEEBE2— N4,

3. JSON ( LLES %R ) 5%k : "groups": ["MyGroupl", "MyGroup2", "MyGroup3"]

(® Note
Verified Permissions fS A& D RN EAFHFNENZRHFERB N —NEIMWEA, BFT
EERFANAEZSBBAENE | EERIMERFAFNZERE, Flw , FE2AOHFHARE MY
GroupMy & MyGroup.

EFEAMHRE

VR TFHEIHREENAFRNEBRATEAREEFHN —NRERE : 2LE IDERHESHE, X

F OIDC RA4tr , BUMERME HRAIERCHEER, BALERE ID RFRIGHE , HEENEES

FRERODEELBDEREREFHETHVLETEZN. BHIRNREFENGHTEFH B3RS
FERIENREFHATNEMETZR  FELUNERSARZIREREELENCEER, FRSHER
FERRAERNREMEHNRBNENE, UTEENBNAERBEEMEFER ID FHRSE,

Cedar R BERELEZHEALTRES

REBEEURLNER I HEEEMprincipal.username, N FSHEEBEBZFF T
REHMNAZSBEEEZRBEZER/: , fln., 5/, Verified Permissions 7oi& AT & 21X

MRS MHE, principal.cognito:username context.ip-addressf&HAMN i
Fprincipal["cognito:username"]=scontext["ip-address" 1AW HIEERRERER L
XEZH, TNLFH_SFRABEBNPHNERER , R ZERNE—IFEFIEFHIA.

LRBE X EHN D REIZRMUWTAR

"User": {
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"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true

}I

"custom:employmentStoreCode": {

"type": "String",
"required": true,

},
"email": {
"type": "String",
"required": false
}

BERBE T B RN D ROIBREIM TR

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"

}
}
1,
"principalTypes": [
"User"
]
}

B RORFET XS b SR 4 3 17 30 IE A9 SR B TR A

, BERAERAATES R ERSIARXTEM,

B RS EI A
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OIDC RRHERY = F 2 AXKUE

[6] 5% BE 170 RN N B 49 R AT |, Verified Permissions 28 A TRIE ID MR TCERRRMBEANEE
EI, XMPIIUE R 4ETE BatchIsAuthorizedWithToken APl 3R IsAuthorizedwWithTokenfy4k
BEES, FHSEMIARSEELE Amazon Cognito 1 OIDC S RNITHEMATRE. &S Amazon
Cognito AP iR , £33 WU BR AT SARIE S MiF RS EPHNE SR ID. B OIDC =24
m, £33 WU AR AT SAIE ID SRR E iR ID MG RSP Z AR

fflan , B ID R EENNARREEAN S0 RARESSFI B IRIR Flexample23456789,
m, SRREHESEOTEKE S B FRMEXEE URL B&Zhttps://mytoken.example. com,
FERFRTEN |, audFBHBLEZ R HExEK,

OIDC ID $kthaudERGEE % IDs , i, lexample23456789

OIDC FRITHMaudFHEBETENZ XML ( Hlaihttps://myapplication.example.com)
MBEEFU IDs (0 ) Mclient_idABH, lexample23456789

RERBEFEN , FRA - PRSI ZIRRIEE , ENBREEERZERBIESEHIZ R

« ID T — ERIENRBEIREaudFH IDs FEDE-BEF AR 5 AKIEEEE R IES ik
1D,

- GRTHE — ERIERREIREaudFRAPNMNUEREEZ RARIHEARCEKRRIERZ X, HIRFE
EEMaud=ER , WA BAMEAcidSiclient_idFEARRKIEZ X, FERENSHRAHDE , THER
BYZ AR ERMER,

RV & P im iR JWTs

BRRFEENRAREFPAIE JSON Web T HHEFAZIEL CWIERIR , TTTHEEHRBEFER
HiRe &AM JSON Web & h# (JWT) FIREUSK KR 1 FF A AT H ERIER R,

WRGIEBRIAER JWT NN ARZEFER ‘ERIENFR",
async function authorizeUsingJwtToken(jwtToken) {

const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
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};
let resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action

type
};
let entities = {
entitylList: [],
I
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl111111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,
b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp',
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
retuzrn;

jti', 'iss'];

}
if (Array.isArray(value)) {

var attibutelItem = [];
value.forEach((item) => {
attibuteItem.push({
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string: item,
1)
1);
attributes[key] = {
set: attibuteItem,
I
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,

1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application needs to use the claim that
represents the user-id
}
I
return [entityItem];

}

T B AHB R BI6E A Zaws-jwi-verify EESRIRIEE OID IdPs C JWTs RBMNZZ .
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Amazon S UF X PRRY EE R

Amazon Verified Permissions S5 AJ & B & E N AR P SRIB AR |, Bt & AR E tF 258 H
EBREEETEENGESE®R, XEERERTHPEAGEAGNEAIE , N ENNARFSR2 TR
MR L8 E#2,

B, &AM

- /LD #HARIER

- EBRESETERNE RS

- B4 I

- RAREMREDEEN TS EMER
« TETULFEEMAZENE

AIMEEHNARFRE  SERESPITUTERE

1. BYBETERN PEFESEANER
2. NERAREERH RN ETX

3. EAERIEANRIEERPUREK

4. RIFERG RK e 15 7] 42 5l

ERIUFAYINPR B BT S iF LT HESR

- Express.js AT Node.js NFAEF

¥ Express 5 5 I6iF A PR EE X

Verified Permissions Expressions SR 2 # 7 —fhE T A8 4 #Y 75 55K 7E Express.js NAREF A X
B BEXFER , B UFEARHENRIEERFEN APl KR , MEFERAETHNRBHLERE
F. ZEKBIEBIER, BEESENWRBENEHTIIGHBRRAEENAFTEHRZRFAORR
RKELERINRE,

REBFES|FETHRIZE Express £ , MNBIER R FHE ISR RBZXPE M4, BEHITIXLES
B G GBRERLHRIEEREIA G Express N ATEFRINE KK RIS,
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REFHEIA T LT GitHubfF & =

+ cedar-policy/ authorization-for-expressjs-Express.js #J Cedar %X F 8] 4
+ veri@@ fiedpermissions/ authorization-clients-js-#9 2 3 % fR #Z X & F i% JavaScript

- verifiedpermissions/examples/express-petstore-f# i Express.js # 84 #J RIS

FRF M
TE3EHE Express SER 2 Bl , BFAREBEERZRUT &Y -

o BERG R ERIENRAIAmazon K
« Node.js M npm ZE 7T

« —“\ Express.js B AEF
« OpenlD Connect (OIDC) 531247 ( 4% &3# Cognito )
+ Amazon CLIELE 7 & H MR

REEK
S RIEREFME
ERUT B EQEREZ % Amazon CLI :

aws verifiedpermissions create-policy-store --validation-settings "mode=STRICT"

® Note
RIEFER FRE KRB ID, UEERFESRIER,

E2H BEMKHXR
EZH Express NARBRFHPREFMENIH4SS -

npm i --save @verifiedpermissions/authorization-clients-js
npm i --save @cedar-policy/authorization-for-expressjs

TR
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https://github.com/verifiedpermissions/authorization-clients-js
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BLiE R

%1 £ H L1& Cedar 2283

EMELTRNARFHNRNER  SEMARFAPNEELBENATFRAPRITHRE. BNEUAENS
ENGAZEE, FEWRFIF , HAIEAKR YourNamespace, ZUFLRHMIMHNEI S 310 IER R 5K B 13
B, MRS SRR |, ZRF 2 B BIERERIERRE,

#Z@cedar-policy/authorization-for-expressjsBH B DHEH N AEFE OpenAPI
M HLERK Cedar £, BEHFEMT , BENREEHNATTHFRYLEN.

WMRIE%H OpenAPI HI5E , M 1] LL#R BBexpress-openapi-generator i 4 B9 HRIE 51 B 4 X OpenAPI
M.

BIFLREY OpenAPI HISEAE K —NEW -

npx @cedar-policy/authorization-for-expressjs generate-schema --api-spec schemas/
openapi.json --namespace YourNamespace --mapping-type SimpleRest

ETER , Bt Cedar RHLUES—EER Amazon CLI, BEXFIERERANEZEE | &
SRRBIFEEN, MRRFERCRELENFELY , AUEZEER IR GitHub /745177 f&
FEprepare-cedar-schema.shiEA—NMNERNPEIAR, UT2XZMAEARE , ZBEIZA
f£v2.cedarschema.forAVP. jsonX i H BRI PRE AV,

./scripts/prepare-cedar-schema.sh v2.cedarschema.json v2.cedarschema.forAVP. json
RN EY LR BB RETFM® | policy-store-idERNEH KT ID

aws verifiedpermissions put-schema \
--definition file://v2.cedarschema.forAVP.json \
--policy-store-id policy-store-id

HIR 2 BIEBRDURES

WMRAREEETRREE , Cedar FHELFTAERNIER, Express HELRE KB BRI ool £ BB R £ BLUR
PIKRE KA B BB IR,

HEEFNARFREALERN , BRNBUERAEMIZEENRT (laaC) TEREBHFER, BXESE
B . i%%¥ 5 Amazon CloudFormation,

4 X Cedar KB RBI :
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https://github.com/nklisch/express-openapi-generator
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npx @cedar-policy/authorization-for-expressjs generate-policies --schema
v2.cedarschema. json

XRFE/policies B RHAERRHIKM, AF , LALURERD A B ESUX LR, .

// Defines permitted administrator user group actions

permit (
principal in YourNamespace: :UserGroup::"<userPoolId>|administrator",
action,
resource

);

// Defines permitted employee user group actions
permit (
principal in YourNamespace: :UserGroup::'"<userPoolId>|employee",
action in
[YourNamespace: :Action::"GET /resources",
YourNamespace: :Action: :"POST /resources",
YourNamespace: :Action::"GET /resources/{resourceld}",
YourNamespace: :Action: :"PUT /resources/{resourceId}"],
resource

);

B RBUAES —EEA Amazon CLl, BXFIBEKRANEZER , BSHSERRPH create-
policys Amazon CLI #NRRIEMENLKMEESFEH B , W LU verif iedPermissions/examplessions/e
GitHub xamplessionsfZf&E convert_cedar_policies.sh® T2 ZMAK AR :

./scripts/convert_cedar_policies.sh

XA HI K BE _E4£ 2 Verified Per policy_1.json missions , Eift R S4B EMpolicy-
store-idBMU KRB KBEF6 ID :

aws verifiedpermissions create-policy \
--definition file://policies/json/policy_1.json \
--policy-store-id policy-store-id

% 3 % : Connect B0 4

BRNBERT , @RI RBR P EH2IZE AP iERARRAR L PR AR JSON Web w1
(JWT) , BEREUAFER . BRTIMITRICGRIEITES | ERIERRE A AR IE S HE,

REER =


https://docs.amazonaws.cn/cli/latest/reference/verifiedpermissions/create-policy.html
https://docs.amazonaws.cn/cli/latest/reference/verifiedpermissions/create-policy.html
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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FERAENuserPoolArnFMBIEZ—NE NN B MREE X HFidentity-source-
configuration.txt , ZXH W T RclientId :

{
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:region:account:userpool/pool-id",
"clientIds": ["client-id"],
"groupConfiguration": {
"groupEntityType": "YourNamespace::UserGroup"
}
}
}

BEZETUT Amazon CLI S S RIE B MR , policy-store-idER B REEEM® ID -

aws verifiedpermissions create-identity-source \
--configuration file://identity-source-configuration.txt \
--policy-store-id policy-store-id \
--principal-entity-type YourNamespace: :User

SRINRAX A B4

BN Express MARFASERNPREYG, BRGF , RIIEAN AT , BEEAIUE
RAirRTHE, BXEZER , HSRauthorization-for-expressjs B GitHub,

const { ExpressAuthorizationMiddleware } = require('ecedar-policy/authorization-for-
expressjs');

const { AVPAuthorizationEngine } = require('everifiedpermissions/authorization-
clients');

const avpAuthorizationEngine = new AVPAuthorizationEngine({
policyStoreld: 'policy-store-id',
callType: 'identityToken'

18
const expressAuthorization = new ExpressAuthorizationMiddleware({
schema: {
type: 'jsonString',
schema: fs.readFileSync(path.join(__dirname, '../v4.cedarschema.json'),
'utf8'),
},
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authorizationEngine: avpAuthorizationEngine,
principalConfiguration: { type: 'identityToken' 3},
skippedEndpoints: [],
logger: {
debug: (s) => console.log(s),
log: (s) => console.log(s),
}
18

// Add the middleware to your Express application
app.use(expressAuthorization.middleware);

A= 5 X

BRMERTENAF TR APHRRARHFER , ARG RNEKI, RNPEFRREBEEEX
Ry R B B 3 T E N E R

i, MRERET EFTRANBRHAEAFA :

- BERA NAERFEMERNEN TS RNR
« AT : AEE, QIENEHMAR
« B RBEEERR

A BSEATENAFEZHAEREHIRERRIENREEREERTEIEIT. £ Express M AT
FHRRKRinS  EUEIEEEH  EPRHETEXBINRENEZFAEE,

R HEBR

MRBRRKM , FEIRATHEE -
- RIFENREDRE ID REER
- BERENSHIREEER
- REZHNEEBRARTIER
- BIEEH IWT SHEEEEX

JREL R

KUBEXERRE , BER :

s 82 X 113
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£ Amazon RUE A PR SR I ITAR

RIEREEFMH. KK, EiR, FHANRIURESS , SiUFBEFER Amazon Verified Permissions &%
BERT . EXHERIEMNNREN , BIFPRIKEEWEE Amazon SRARFHINERESIE
k. ENERIINRELHNNAREER , BRIMN— Amazon SDK H3RIiFHERIENR API H4t
IR R B 12 E R IBPURK B 1555,

ERZSRIENRRBITRERNN TRARFPH UX RN API RERIFEBH.
R P30 PR

BRHAPNEWRARRF UX WiHRNRE. BUURAATFAFEEMNEEHANBYIRE, &
H, BEMEMGRR, 6, SAPERN  SURFEREEKFPRSE “BIK £, 8&q
Bz AP A AR RAE, Bl EE—MRITRRAEFT  SURFERERBATENAS
ERRZ R,

API R

EHEIRAPXNBEANFENR. NARFEERIARAREGEN —3B0 , HMAIEIAFE APIs, £
RITNARFHRGIH | Verified Permissions &R “#0K” 24 , HEHAFP L EEKE | &4
I EERNRPURE. Verified Permissions AJ ARSI RS KA ETK B ARk # API 5
KR, ARG R F K #E3k B H A K P B9 18 Ko

WAL N ANROIR B R FEERA. ERERE , FEESNN AR LI DigitalPetStore /R il 5
R

BXREAHERNED UX IXENIRERROINARRF , 52 RAmazon Z218F L/ “FH Amazon
2 3 UF YA R 31T AR AR E B,

&

- ATATRINN AP R

s MHEBHNENER

- FENBRERSRNARFER

AT RXAY API 8R4

ERIENR AP BB TENIRE,
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IsAuthorized

IsAuthorizedAPI B#ERFEACRIENRHRIERNADOR, BUTIRRAEE, BF. &
B, ETXHMEMEITR, Verified Permissions 2 BRFEEFERN KR FEXPEA T ERPZENME
REEKITMH BB R,

IsAuthorizedWithToken

ZIsAuthorizedWithTokenigE/ERHE JSON Web T (JWTs) A AP BIBE K BENER, £
HRIFMAR A EES OIDC 247 ( 20 Amazon Cognito ) BE&ER |, HEENFREEFZFE DI
BXIER, Verified Permissions 2iRIEMAF ID RiFRSEFNFHERENBERFHELANFT
BEM. BB SMRETHAFBHERBAR R TR RBILUIREN TR,

AR BEEIsAuthorizedWithToken®E R B e EXBASIAF T HEBENELS, BLIERME
ZREABFEERIEEME JIWT &,

BatchlsAuthorized

#ZBatchIsAuthorizedBHEHEEN AP ERFLEBHN BN ZERARBRRNSNMRIORK, iR

ERERDARN BN ERE , NMBEARERBRDEFERAE  HIREKS 30 MEXHER

EFEMRENTRIUREK, BENENRRNMERN , S0 LIFFER P A A R IRIITHIRE,

BEXNENEIEANMEBRN , AL 70 B REUREN TR
BatchlsAuthorizedWithToken

ZBatchIsAuthorizedWithTokeniEEE—N API BRHANENZRALESNRNRE, &£
FABHEHWREFH MR ID RFRGCEEX RS, HBREFERIEANENMMLEREE , U
BEAREMRDERIFAFEAE , HFIREGRZ 30 MEENBRERPEMERVEDRAE, TEHNEK
B, B LUBYHBEMS A, B XP R KR T ERBE AT 75 R PR

5 —#IsAuthorizedWithToken , R gEfEBatchIsAuthorizedWithTokeni&ERFPBEF X
BHASAFPERALRBENERE., BXMNMEZRABRBERZGIRMEN JWT &,
M= B RIER

ET7HIBBRARFE Amazon ERIENRRPURENEE , B0 AEFIE R £ FEH Amazon
ER IR A & FMBF HTTPS REST API E3RX ERIENR# 1T M, Nk F &R T I HRE
Z4i&FE Y Amazon Web Services Management Console # i iER MW@MY T E,

fEESMNESEREONARERRIT , 2URIFMNNE REST APl @A AN T —%, 23 RIFAIN
FR API 2 i HlsAuthorizedlsAuthorizedWithToken, FBatchlsAuthorizedER 22X & ) Amazon API
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https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-signing.html
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[ X450 AR 55 48 i 17 SR BV IR SR BN N BRI RPER | & BAEREM APl FFimAERER |

HWIEENRERDRIEERPURE,

filgn | BELRBUT ZERIsAuthorizedE ROIK IS 4 Pt 7=

Test bench

1.

EERIENREFE LITFAERIENRZES &, EFABMMNREIRBERE P URREST
fi#DigitalPetStore,

2. EWRBEEFEE NWHAE
3. EERIENPR API ZZEIsAuthorized PEFRZHMIXFEER, U TFAELES T R~H 4 F
5| FiZDigitalPetStore Rl B 45 o
a. NEWLBRAIRK. BEUERKXEITH , HikEDigitalPetStore: :User H i
AAliCeo
b. FMEWLMABRENEF. & “RNMRXE”, %FEDigitalPetStore: :Role , AfF
WA B
c. PRBERENIAF “1234", WTERAEEZRENER , &
$¥DigitalPetStore: :OrderHH A1234,
d. ZDigitalPetStore::0rder®RFEFEE—ownerBM. FF Alice RENITENTE
#, %&$EDigitalPetStore: :UserH M A Alice
e. Alice BREFITE., W TERALEERBNTS , 1%
##DigitalPetStore: :Action::"GetOrder",
4. EFZTERER, ERLEBINREFETD , LBERSSHALLOWREK, EERIREIREH
HE” BUR,
5. MNEMSMFELESF | EEFERE, EFEHSER , fikh “ERAB-REUTE,
6. FEE A6 BTERAREFAGHARRENMEE , A2 RIERRAFIZEKR,
REST API
1. EERIENRERZEFAE LITHERIENEZEG &, EFABRMMNRERBEMR P OIEREKT
fi# DigitalPetStore,
2. BTENHRETFEXNERERM D,
3. IsAuthorizedE BRI R API Z&Er | &5 4 5| AiZDigitalPetStore RIHYE K IE X,
4. FTFEWN APl B , NEENBERFEUEXN XERFHANER. MRGIFR , ERRE,

Wit AE R
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https://docs.amazonaws.cn/general/latest/gr/verifiedpermissions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-signing.html
https://console.amazonaws.cn/verifiedpermissions/
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://console.amazonaws.cn/verifiedpermissions/
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
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5. MM RHIEREX , AEEMWpolicyStoreIdEE RN Z 2 viiE FTHEKEZEAM D,
6. RBXBERAEBEFELR, EEHIADigitalPetStore REEFM#H , iERSIEE —MALLOWRTE

BOLESON AR RS, EMAER , LERERHMEEERMREK,
1. BERERNARASETRERIENRIRE, Sl , HEWMLWAREHR NEmployeeHFHmT 1234
HownerBME XN, Bob

2. UEMIZPURKHN AN ERREE, fla  E3ERN ‘B AG-REUT R WEBER | UAMIBRUser &4
MRMEEWSRMY , Resource RIFIESUERUAEHBobBEEFRITE,

3. EUEMUATFREMEEEZZRNARE, EMBERFEM , LUE Alice IJLUREFHWER, #luw , &K
BiUser AR E R NActiveUsersEiIK A InactiveUsers,. BEFBER , MERGRKAFRS
BEEFEECWITE, FHFIEREM | £ Alice RAEKRAFPHRIEFZS AP,

MENENERSNRAREFEX

EELZN M ARFP IR Amazon Verified Permissions |, A E VIR FE N AR FEEIMITH R
FMEH, ERNEBEHRIAVHLIN G , T—PERMNBHRITHBER APl EXR, At , BATRE
NARFEZEURERFEEHFNEERTRIGERS,

B1 A2 Fr a0l 62 A 2 30 UE RY X BRI A 3K

1. WEEXIAFNER. BF , AFNFHAGEELISARIENSFENFHAEFEEPREM , Hlin
JWT =, Web £if Cookie. XL 7 EHE ATk B 881 2 B RS F M EERY Amazon Cognito &
137 , AT #ESR B EAth OpenlD Connect (OIDC) 24,

2. WERXAFAZTRNERNEES. BE , SR/ MEERENNARERFINEH A~ G Ee
EHNARFRBEIEXBRNER.

3. WEEMNAFBREXRMVEE,

4. ERNERIENRNZNGER , ERE3EAFPZRBRENZIEA, BIE. REMEZME, verified
Permissions 2R IE &M RS F68 P VRIS IT A ER HIRERBURE

5. BHNARFIEREKE ERIENRNAVFSHIELMA , H58HMITH AP IERRE,

ERIERR AP EERE T H Amazon SDKs, EENARFFIMALTRIEANIR , HRER TER
1&E S HY Amazon SDK EREINAREFEH.

ETHMEZEEHHITTE Amazon SDKs , i§Z % T E Amazon Web Services,

ENARFER 118


https://www.amazonaws.cn/tools/
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AR R & T B XU PR R IREY XA 4%4% Amazon SDKs,

« XEHATF NET #9 Amazon SDK

« XEHTF C++ 9 Amazon SDK

« @A T Go 9 Amazon SDK

« &R T Java 9 Amazon SDK

« &M TF JavaScript 8 Amazon SDK
« SEF T PHP # Amazon SDK

* Amazon SDK for Python (Boto)
« S&ATF Ruby # Amazon SDK
* Amazon SDK for Rust

LA 5&AF JavaScript 8 Amazon SDK RlIsAuthorizediR B £ F I 5 # 5 UF AR A Amazon

Cognito f&i{b 4% E B

const authResult = await avp.isAuthorized({

principal: 'User::"alice"',
action: 'Action::"view"',
resource: 'Photo::"VacationPhoto94.jpg"’,
// whenever our policy references attributes of the entity,
// isAuthorized needs an entity argument that provides
// those attributes
entities: {
entitylList: [

{

"identifier": {
"entityType": "User",
"entityId": "alice"

3,

"attributes": {
"location": {

"String": "USA"
}
}
}
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CreateldentitySource

CreatePolicy

CreatePolicyStore

CreatePolicyTemplate

DeleteldentitySource

DeletePolicy

DeletePolicyStore

DeletePolicyTemplate

GetldentitySource

GetPolicy

GetPolicyStore

GetPolicyTemplate

GetSchema

IsAuthorized

IsAuthorizedWithToken

ListldentitySources
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BE
ListPolicies

ListPolicyStores

ListPolicyTemplates

ListTagsForResource

PutSchema

TagResource

UpdateldentitySource

UpdatePolicy

UpdatePolicyStore

UpdatePolicyTemplate

UntagResource

CreatePolicy /EMNPR IAM KE& Bl

JSON

{
"Version": "2012-10-17"

"Statement": [

DU
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[ B IR AN PR Y R 4F

E T & D IREVIRAE

TR BE 7 TP ERT R BE RV R B
5B R W 17k PR AV 1R AR

R R AR AR B AR
MER P B IRIRE AV IRAE,

"verifiedpermissions:CreatePolicy"

{
"Effect": "Allow",
"Action": [
1,
"Resource": "*"
}
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RINERT , AFANARZESIESRIEH Verified Permissions BIRHIVIPR, fbi1tbT3EEA Amazon
Web Services Management Console, Amazon Command Line Interface (Amazon CLI) = Amazon
APl HUITES. IAM EERAMEIE IAM K , RFAFMASNEMETRNITRENNR, R
B, EERMSTNFEXEREE AP M X LR,
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o NMASERRNR-EA IAM REEZBENRE , (RBEFHRITESAENNR, Ht , BEIUENLES
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Kig, BXEZER , BSHIAM AFREBTHER IAM 5 R 2 TEsRIE R,

« EEZESHRIE (MFA)-TIR Amazon Web Services Ik EHNIZSEE IAM APSEBAF | 5
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E i} 8 Amazon Verified Permissions 12&l& |, UM EHE —HBEMNNIE, XN PRXMAIFESH
MEEFXPERIINRERRNIEMES Amazon Web Services 7, RN ENRENREE
AEENETEONERRE , N THMNTIZREBNEE (AFPSAE®)  BHAELEEMBIEEET,

St FIE A Amazon CLI 2 Amazon APl BB , BLERNEREZEZRHANER, #Hk , RATA
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NARAFNARDGATUEHACRIINRZEE S  EEENERITNN
BRConsoleAccessEReadOnly Amazon FEE R MNEISKE, BXEZEE , EZH (IAM BAF#E
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AFAFEEMIIE SR

ZRBIRER T BRI KRE AR IAM AR EER NI EAF BN ABRFMITERNKIE, LR
AFEEERSA LA Amazon CLI 5 Amazon APl BURTE A R T &K IR ER R,

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"
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AmazonVerifiedPermissionsFullAccessEERBZEFINERIENRNTLIHRNE, EFEHAE

F Amazon Cognito B 1378 , BEEZM L IRAIKEL , HIENZKEE, AmazonCognitoReadOnly

JSON

Amazon F£E KR : AmazonVerifiedPermissionsReadOnlyAccess

"Version": "2012-10-17" 0
"Statement": [

{
{
},
{
}
]
}

"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [

"verifiedpermissions:CreatePolicyStore",

"verifiedpermissions:ListPolicyStores"

1,
"Resource": "*"
"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",
"Action": [
"verifiedpermissions:*"

1,

"Resource": [

"arn:aws:verifiedpermissions::*:policy-store/*"

1

AmazonVerifiedPermissionsReadOnlyAccessEERIEIR FX S RIENPRA R LG ENFR,

L ZR B R F 3T Amazon Verified fXFBREYFT B IREURER IF BRI FR , SIERXRNEH APIs

IsAuthorizedfIsAuthorizedwWithToken,
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S AlEBatchIsAuthorizedM#¥EBatchIsAuthorizedWithTokenF AR PREY , & B3h

EF X IsAuthorizedfMIsAuthorizedWithTokentif a4 PR,

JSON

"Version": "2012-10-17" 0
"Statement": [
{
"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [
"verifiedpermissions:ListPolicyStores"

1,

"Resource": "*"

"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",

"Action": [
"verifiedpermissions:GetIdentitySource”,
"verifiedpermissions:GetPolicy",
"verifiedpermissions:GetPolicyStore",
"verifiedpermissions:GetPolicyTemplate”,
"verifiedpermissions:GetSchema",
"verifiedpermissions:IsAuthorized",
"verifiedpermissions:IsAuthorizedWithToken",
"verifiedpermissions:ListIdentitySources",
"verifiedpermissions:ListPolicies",
"verifiedpermissions:ListPolicyTemplates"

]I

"Resource": [
"arn:aws:verifiedpermissions::*:policy-store/*"
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
verifiedpermissions:GetlWidget on resource: my-example-widget

EWBERT , BAEH mateojackson AFHIEKRE , LAWER
verifiedpermissions:GetWidget $&¥ETFIRl my-example-widget &Ro
MRBEEFREE , FHRREH Amazon EER, FNEERREREZZEIEN A
FEFERINAT iam : PassRole

MBBINE|—MEIR , RIPLBTETHIIT iam: PassRole 1 , MIAMEFRBEUAR T BT ACIEIES
Verified Permissions.
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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* PutSchema
* GetSchema

» CreatePolicyTemplate

» DeletePolicyTemplate

+ CreatePolicy

» GetPolicy
» CreateldentitySource

* GetldentitySource

+ ListldentitySources

» DeleteldentitySource

® Note
NTRPBIERA , ENTOIFRERT —£F &,

IsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-11-20T22:55:037",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "IsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
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},

"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"

},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
},
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"additionalEventData": {
"decision": "ALLOW"
},
"requestID": "346c4b6a-d12f-46b6-bc06-6c857bd3b28e",
"eventID": "8a4fed32-9605-45dd-a@9a-5ebbf@715bbc",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data"

BatchlsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
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"eventTime": "2023-11-20T23:02:33Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "BatchIsAuthorized",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"requests": [

{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
},
{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
}

1,
"policyStoreId": "PSEXAMPLEabcdefgl11111"

iy

"responseElements": null,

"additionalEventData": {
"results": [

{
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"request": {

"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"

1,

"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"

1,

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

}
I
"decision": "ALLOW"
I
{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
I
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
I
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
},
"decision": "DENY"
}

},

"requestID": "a8a5caf3-78bd-4139-924c-7101a8339c3b",
"eventID": "7d81232f-f3d1-4102-b9c9-15157c70487b",
"readOnly": true,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
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}

1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"

CreatePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"validationSettings": {
"mode": "OFF"
}
},
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-22T0Q7:43:33.962794Z",
"lastUpdatedDate": "2023-05-22T07:43:33.962794Z"
b
"requestID": "1dd9360e-e2dc-4554-ab65-b46d2cf45c29",
"eventID": "b6edaeee-3584-4b4e-a48e-311de46d7532",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
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"recipientAccountId": "123456789012",
"eventCategory": "Management"

ListPolicyStores

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListPolicyStores",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"maxResults": 10
.
"responseElements": null,
"requestID": "5ef238db-9f87-4f37-ab7b-6cf@ba5df891",
"eventID": "b0430fb0-12c3-4cca-8d05-84c37f99c51f",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principallId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",

@Il’

T f# Verified Permissions B&EX % B

152



Amazon Verified Permissions AriEE

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-22T0Q7:43:32Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyStore",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "1368e8f9-130d-45a5-b96d-99097ca3077f",
"eventID": "ac482022-b2f6-4069-879a-dd509123d8d7",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
PutSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-16T12:58:5772",
"eventSource": "verifiedpermissions.amazonaws.com",
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"eventName": "PutSchema",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": {
"lastUpdatedDate": "2023-05-16T12:58:57.51344272",
"namespaces": "[some_namespace]",
"createdDate": "2023-05-16T12:58:57.5134427",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
},
"requestID": "631fbfal-a959-4988-b9f8-flas3ffsdfed",
"eventID": "7cd@c677-733f-4602-bc@3-248bae581fe5",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-25T01:12:0772",
"eventSource": "verifiedpermissions.amazonaws.com",
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"eventName": "GetSchema",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "alf4d4cd-6156-480a-a9b8-e85a71dcc7c2",
"eventID": "@b3b8e3d-155c-46f3-a303-7e9e8b5f606b",
"readOnly": true,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/

PSEXAMPLEabcdefgl11111"

}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicyTemplate

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

b

"eventTime": "2023-05-16T13:00:24Z2",

"eventSource": "verifiedpermissions.amazonaws.com",

"eventName": "CreatePolicyTemplate",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
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"policyStoreId": "PSEXAMPLEabcdefgl11111"

I

"responseElements": {
"lastUpdatedDate": "2023-05-16T13:00:23.444404Z",
"createdDate": "2023-05-16T13:00:23.4444047",
"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",

I

"requestID": "73953bda-af5e-4854-afe2-7660b492a6d0",

"eventID": "7425de77-ed84-4f91-a4b9-b669181cc57b",

"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-25T01:11:487",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
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"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"
1,
"responseElements": null,
"requestID": "5ff@f22e-6bbd-4b85-a400-4fb74aa05dc6",
"eventID": "c@e@c689-369e-4e95-a9cd-8dell3d4s7ffa",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '222222222222",
"eventCategory": "Management"

CreatePolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22T07:42:30Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b

"responseElements": {
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"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityType": "PhotoApp::Role",
"entityId": "PhotoJudge"
},
"resource": {
"entityType": "PhotoApp::Application",
"entityId": "PhotoApp"
},
"lastUpdatedDate": "2023-05-22T07:42:30.70852Z2",
"createdDate": "2023-05-22T07:42:30.70852Z"
1,
"requestID": "93ffal51-3841-4960-9af6-30a7f817ef93",
"eventID": "3Qab4@5f-3dff-43ff-8af9-f513829e8bde",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetPolicy
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b

"eventTime": "2023-05-22T07:43:297",
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"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetPolicy",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "23022a9%9e-2f5c-4dac-b653-59e6987f2fac",
"eventID": "9b4d5037-bafa-4d57-b197-f46af83fc684",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

CreateldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-19TQ1:27:44Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreateIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
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"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"configuration": {
"cognitoUserPoolConfiguration": {

"userPoolArn": "arn:aws:cognito-idp:000011112222:us-east-1:userpool/us-

east-1_aaaaaaaaaa"

}
+
"policyStoreId": "PSEXAMPLEabcdefgl111111",

"principalEntityType": "User"
I
"responseElements": {
"createdDate": "2023-07-14T15:05:01.599534Z",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-07-14T15:05:01.599534Z",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"requestID": "afccle67-d5a4-4a9b-a74c-cdc2f719391c",
"eventID": "fl3a4ldc-4496-4517-aeb8-a389eb379860",
"readOnly": false,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",

"eventCategory": "Management"
}
GetldentitySource
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
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"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-24T19:55:317",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetIdentitySource",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "7abecf79-c489-4516-bb57-9ded970279c9",
"eventID": "fal58e6c-f705-4al1l5-a731-2cdb4bd9a427",
"readOnly": true,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

ListldentitySources

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

b

"eventTime": "2023-05-24T720:05:327",

T f& Verified Permissions B &A% H 161



Amazon Verified Permissions

RAriEmE

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListIdentitySources",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "95d2a7bc-7e9a-4efe-918e-97e558aacaf7",
"eventID": "d3dc53f6-1432-40c8-9d1d-b9eeb75c6193",
"readOnly": true,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

DeleteldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-24T19:55:327",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeleteIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.
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"requestParameters": {
"identitySourcelId": "ISEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "d554d964-0957-4834-a421-c417bd293086",
"eventID": "fe4d867c-88ee-4e5d-8d30-2fbc208c9260",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

:policy-store/
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"verifiedpermissions:IsAuthorized",
"verifiedpermissions:IsAuthorizedWithToken",
"verifiedpermissions:GetPolicy"

1,

"Resource":"*"
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permit (
principal in ?principal,
action in [Action::"view", Action::"comment"],
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policyId: "policyl",
templateld: "templatel",
principal: User::"alice",
resource: Photo::"car.jpg"

}

TemplatelLinkedPolicy {
policyId: "policy2",
templateld: "templatel",
principal: User::"bob",
resource: Photo::"boat.jpg"

}

TemplatelLinkedPolicy {
policyId: "policy3",
templateld: "templatel",
principal: User::"jane",
resource: Photo::"car.jpg"

TemplatelLinkedPolicy {
policyId: "policy4",
templateld: "templatel",
principal: User::"jane",
resource
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permit(principal, action == Action::"view", resource == ?resource);

LT BAANRBIFE Cedar # Verified Permissions 398 , A7 principal M resource #HEFER
il &t

permit(principal == User::"alice", action == Action::"view", resource == ?resource);

permit(principal == ?principal, action == Action::"a", resource in ?resource);
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attrs Attributes
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iy
{

}I
{

"number": 1

"sentence": "Here is an example sentence"

"Question": false

Verified Permissions

"Set": [
{
"Record": {
"number": {
"Long": 1
}
}
.
{
"Record": {
"sentence": {
"String": "Here is an example sentence"
}
}
},
{
"Record": {
"question": {
"Boolean": false
}
}
}
]

Example -BUR ¥ 1d

LT RBIDBIERT Cedar M Verified Permissions A A T 144 12 iE R A SR BE B SE4E 2 & AL

B,
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Cedar
[
{
"uid": {
"type": "PhotoApp::User",
"id": "alice"
},
"attrs": {
"age": 25,
"name": "alice",
"userId": "123456789012"
I
"parents": [
{
"type": "PhotoApp::UserGroup",
"id": "alice_friends"
},
{
"type": "PhotoApp::UserGroup",
"id": "AVTeam"
}
]
},
{
"uid": {
"type": "PhotoApp::Photo",
"id": "vacationPhoto. jpg"
I
"attrs": {
"private": false,
"account": {
"__entity": {
"type": "PhotoApp::Account",
"id": "ahmad"
}
}
},
"parents": []
},
{

"Uid": {
"type": "PhotoApp::UserGroup",
"id": "alice_friends"
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iy
"attrs": {3},
"parents": []

"uid": {

"type": "PhotoApp::UserGroup",

"id": "AVTeam"

iy
"attrs": {3},
"parents": []

Verified Permissions

"Identifier": {
"EntityType": "PhotoApp
"EntityId": "alice"

},
"Attributes": {
"age": {
"Long": 25
},
"name": {
"String": "alice"
b
"userId": {
"String": "123456789012"
}
b
"Parents": [
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
},
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
}
]

::Userx",
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},
{
"Identifier": {
"EntityType": "PhotoApp::Photo",
"EntityId": "vacationPhoto.jpg"
I
"Attributes": {
"private": {
"Boolean": false
I
"account": {
"EntityIdentifier": {
"EntityType": "PhotoApp::Account",
"EntityId": "ahmad"
}
}
},
"Parents": []
},
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
I
"Parents": []
I
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
},
"Parents": []
}
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Console
=B EMIZAEER Cedar BRAS (12414 )

1. &% Amazon Web Services Management Console 3} $T# Amazon BIEfRIZ4IE |, Mt
Hhttps://console.aws.amazon.com/verifiedpermissions/.

2. ESMERT , ARRBFE  RAEERERENREFMH,
3. ESMERT , ZFRE.
4. HEWHREEED , KE Cedar REFER.

ZFERE RGN RIS FZM#CEDAR_ 2R EEM Cedar 2 , LAK ECEDAR_4REEA Cedar 4,
CLI

EERIEER Cedar fRZ (Amazon CLI)

1. REHBEE Amazon Command Line Interface (Amazon CLI) ( IR EARL%E ), BXEZE
B, B RTEREH Amazon CLIKI R EFTIRA,

2. f£R get-policy-store iifs. U RRAIF , policy-store-idERENRIEIFEEN
FRRRFER

aws verifiedpermissions get-policy-store \
--policy-store-id policy-store-id

WP M cedarVersionF B E REKBE T EFEE A BARAEE Cedar, fl20 :

"policyStorelId": "ABCDEFG12345678abcdefg",
arn": "arn:aws:verifiedpermissions::111122223333:policy-store/
ABCDEFG12345678abcdefg",
"validationSettings": {
"mode": "STRICT"

+
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"createdDate": "2025-06-03T13:09:47.752255+00:00",
"lastUpdatedDate": "2025-06-03T13:09:47.752255+00:00",
"deletionProtection": "ENABLED",
"cedarVersion": "CEDAR_2"

}
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