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Services iR%S Amazon Web Services IRSS

Availability Zone Availability Zone
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protocol://service_code.region_code.amazonaws.com
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https://monitoring.us-east-2.amazonaws.com

5/ Amazon PrivateLink , A LIERAMELHET ARRZEAERE. HEQEED VPCARFETR
B, BANS6IZEXEMXIE DNS B# , BA LU HIX L EZFR Amazon Web Services fRE MIER VPC
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XEZEER |, 1§54 the section called “DNS 477,

LA R describe-vpc-endpoints i 1 & R % O 4% T KA DNS %8,

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb0@0b40f00e22 --query
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"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZonelId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZonelId": "ZC8PGOKIFKBRI"

"DnsName": "monitoring.us-east-2.amazonaws.com",
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DNS g3 IP =& IR [E Ry RRE
IPv4 A

IPv6 AAAA

TR A T AAAA
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#rDescribeVpcEndpoints,
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ch. com.amazonaws. region. NARFES

com.amazonaws. region. NARERF N

Cho

CNno

CNno

Cho

CNho

CNno

Cho

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws.

region. BERM IS ER

region.internetmonitor-fies

region. i
region. M RE KM
region. MG RENEIRFRE

region. MG 2R

region.observability
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https://docs.amazonaws.cn/clouddirectory/latest/developerguide/getting_started_using_vpc_endpoints.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.amazonaws.cn/cloud-map/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services IR%

I 53# CloudWatch BE

Amazon CodeArtifact

Amazon CodeBuild

Amazon CodeCommit

Amazon CodeConnections

Amazon CodeDeploy

ARSS& R

CNho

CNho

CNno

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

region.rum
region.rum-dataplane
region. &R¥Y

region.sythetics-fips

com.amazonaws. regi on.oam

com.amazonaws., region.logs

CNno

Cho

com.amazonaws,

com.amazonaws.

region.codeartifact.api

region.codeartifact. 171 £

com.amazonaws., region.codebuild

CNno

com.amazonaws,

region.codebuild-fips

com.amazonaws. region.codemit

CNno

com.amazonaws,

region.codemmit-fips

com.amazonaws. region.git-{AF3IRR

Cho

CNno

CNno

com.amazonaws.

com.amazonaws,

com.amazonaws,

ons.api

Cho

CNho

com.amazonaws.

com.amazonaws.

commands-secure

CNno

com.amazonaws,

region, git-codecommit-fips
region.codeconnections.api

region.codestar-connecti

region.codeplo

region. codedeploy-

region.codeploy-fips
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.amazonaws.cn/codeartifact/latest/ug/vpc-endpoints.html
https://docs.amazonaws.cn/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.amazonaws.cn/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.amazonaws.cn/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/codedeploy/latest/userguide/vpc-endpoints.html

Amazon Virtual Private Cloud Amazon PrivateLink

Amazon Web Services g% AR S5 & #5

Amazon P CodeGuru rofiler Ch, com.amazonaws. region.codeguru-profiler
Amazon CodeGuru Reviewer Ch, com.amazonaws. region.codeguru-reviewer
Amazon CodePipeline Ch, com.amazonaws. region.codepilin

Amazon Comprehend Ch, com.amazonaws. region.comprehend
Amazon Comprehend Medical Ch, com.amazonaws. region.comprehendmedical
Amazon Compute Optimizer com.amazonaws, region. itE{t{tes

Amazon Config cno com.amazonaws., region.BiE&

com.amazonaws. region.config-fips

Amazon Connect cn. com.amazonaws. region.app K

cho com.amazonaws. region. 4l

cno com.amazonaws., region.connect-cam
cn. com.amazonaws. region. NABEE
ch, com.amazonaws., region.voiceid

Ch. cOm.amazonaws. region. HE

Amazon Connector Service Ch. COmM.amazonaws. region.awsiEiEss

Amazon £l B cn. com.amazonaws. region. 3EH|E R

Amazon Cost Explorer Ch, com.amazonaws. region.ce

Amazon B AE(LH /Ly ch., com.amazonaws. region. cost-optimization-hub
Amazon Control Tower cno com.amazonaws, region. FEFIE

Ch, com.amazonaws. region.controltower-fip
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https://docs.amazonaws.cn/codeguru/latest/profiler-ug/private-link.html
https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.amazonaws.cn/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.amazonaws.cn/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.amazonaws.cn/config/latest/developerguide/config-VPC-endpoints.html
https://docs.amazonaws.cn/connect/latest/adminguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/controlcatalog/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/controltower/latest/userguide/networking-privatelink.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services RS

Amazon Web Services Data
Exchange

Amazon Data Exports

Amazon Data Firehose

Amazon Data Lifecycle Manager

Amazon Database Migration Service

Amazon DataSync

Amazon DataZone

Amazon Deadline Cloud

Amazon Detective

Amazon DevOps Guru

Amazon Direct Connect

Amazon Directory Service

ARSS& R

Ch. cOom.amazonaws. region. HIERi

aws.apic region., bcm-data-exports

Ch, com.amazonaws., region. bcm-pricing-calcul
ator

com.amazonaws. region.kinesis-firehose
com.amazonaws, region.dim

Ch, com.amazonaws. region.dim-fips

Cch, com.amazonaws., region.dms

Ch, com.amazonaws. region.dms-fips
com.amazonaws. region.datasync

Ch. com.amazonaws. region.datazone

cn, com.amazonaws. region.datazone-fips
cho com.amazonaws. region. &lEBH, EE
cho com.amazonaws. region.deadline. BIEZHE
cho com.amazonaws. region. {liR

ch, com.amazonaws. region.detective-fips
ch, com.amazonaws., region.devops-guru
com.amazonaws, region. [BiEEE

Ch, com.amazonaws. region.directconnect-f

com.amazonaws, region.ds
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https://docs.amazonaws.cn/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/firehose/latest/dev/vpc.html
https://docs.amazonaws.cn/ebs/latest/userguide/dlm-vpc-endpoints.html
https://docs.amazonaws.cn/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.amazonaws.cn/datasync/latest/userguide/choose-service-endpoint.html
https://docs.amazonaws.cn/datazone/latest/userguide/datazone-vpc.html
https://docs.amazonaws.cn/deadline-cloud/latest/developerguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/detective/latest/userguide/detective-security-vpc-endpoints-privatelink.html
https://docs.amazonaws.cn/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud Amazon PrivateLink

Amazon Web Services g% AR S5 & #5
Ch, com.amazonaws. region.ds-data
Ch, com.amazonaws., region. ds-data-fips

Amazon DocumentDB Cch, com.amazonaws., region.rds

Amazon DynamoDB com.amazonaws. region.dynamodb

Ch, com.amazonaws. region.dynamodb-fips
com.amazonaws., region.dynamodb streams

A 5 EBS direct APIs Ch, com.amazonaws. region.ebs

Ch, com.amazonaws. region.ebs-fips
Amazon EC2 Ch, COm.amazonaws., region.ec2
Ch, com.amazonaws. region.ec2-fips

Amazon A EC2 uto Scaling cno com.amazonaws. region. BEIHEM

Ch, com.amazonaws. region.autoscaling-fips

EC2 Image Builder Ch. com.amazonaws. region.imagebuilder

Amazon ECR Cch, com.amazonaws., region.ecr.api

Ch, com.amazonaws. region.ecr.dkr
Amazon ECS com.amazonaws, region.ecs

com.amazonaws., region.ecs-agent

com.amazonaws, region.ecs-telemetry
Amazon EKS Ch, COom.amazonaws., region.eks

Ch, com.amazonaws., region.eks-auth
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https://docs.amazonaws.cn/documentdb/latest/developerguide/docdb-private-link.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.amazonaws.cn/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.amazonaws.cn/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.amazonaws.cn/eks/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services IR%

Amazon Elastic Beanstalk

Amazon Elastic Disaster Recovery

Amazon Elastic File System

Elastic Load Balancing

I S#haé 4 VMware RS

Amazon ElastiCache

AWS Elemental MediaConnect

AWS Elemental MediaConvert

Amazon EMR

Amazon EMR on EKS

Amazon EMR Serverless

ARSS& R

CNho

com.amazonaws,

region.eks-fips

com.amazonaws. Iegion.eKs-proxy

CNno

com.amazonaws,

region.elasticbeanstalk

com.amazonaws. region.elasticbeanstalk-health

CNho

CNno

CNno

com.amazonaws.

com.amazonaws,

com.amazonaws,

region.drs
region.elastic X R 5%

region.elasticfilesystem-fips

com.amazonaws. region.elasticload bal

CNno

CNno

Cho

CNno

CNno

Cho

CNno

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

region.evs
region.evs-fips
region. elasticache
region.elasticache-fips
region.mediaConnect
region.mediaConver

region.mediaConvert-fips

com.amazonaws. region.elasticmapreduc

Cho

CNhNo

CNno

com.amazonaws.

com.amazonaws.

com.amazonaws,

region.elasticmapreduce-fips
region.emr B85

region.emr-serverless

Ch, com.amazonaws., region. emr-serverless-ser

vices.livy
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https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.amazonaws.cn/drs/latest/userguide/installing-agent-blocked.html
https://docs.amazonaws.cn/efs/latest/ug/efs-vpc-endpoints.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/dg/elasticache-privatelink.html
https://docs.amazonaws.cn/mediaconnect/latest/ug/vpc-endpoints.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.amazonaws.cn/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services RS

Amazon EMR WAL

Amazon A B P EEHR

Amazon Entity Resolution #{#& ILE

5

Amazon EventBridge

Amazon EventBridge B2 Z#E

Amazon Fault Injection Service

Amazon FinSpace

Amazon Firewall Manager

Amazon Forecast

ARSS& R

CNho

CNho

CNno

CNno

CNho

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

region.emr-serverless.{¢ &R
region.emrwal.prod

region. £3EE

region. social-messaging-fips
region.entityresolut

region.entityresolution-fip

com.amazonaws., region. B4

Cho

com.amazonaws.

region.events-fips

com.amazonaws. region.pipes

com.amazonaws. region.pipes-data

Cho

com.amazonaws.

region.pipes-fips

com.amazonaws. region.schemas

com.amazonaws. region. scheduler

Cho

CNno

CNno

Cho

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

region.fis
region.fis-fips
region.finspace

region.finspace api

com.amazonaws., region.fms

CNno

Cho

com.amazonaws,

com.amazonaws.

region.fms-fips

region. TN
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https://docs.amazonaws.cn/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.amazonaws.cn/social-messaging/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.amazonaws.cn/scheduler/latest/UserGuide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/finspace/latest/userguide/infrastructure-security.html#connect-vpce
https://docs.amazonaws.cn/forecast/latest/dg/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services IR%

Amazon Fraud Detector

Amazon FSx

I 5% GamelLift fRSS25

I 5% GamelLift E1%

Amazon £ Bk 5 % [ o< 1Y R 4%

Amazon Glue

Amazon Glue DataBrew

Amazon Managed Grafana

Amazon Ground Station

Amazon GuardDuty

ARSS& R

CNho

CNho

CNno

CNno

CNho

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

region.forecastquer
region.forecast-fips
region.forecastquery-fips
region. BRVEHRNIZS
region.fsx

region.fsx-fips

com.amazonaws. region.gamelift

Cho

CNno

com.amazonaws.

com.amazonaws,

region.gameliftstreams

region. MEEESR

com.amazonaws., region. glue

Cho

CNno

CNno

Cho

CNno

CNno

Cho

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

region.glue.dash
region.databrew
region.databrew-fips
region.grafana
region.grafana-T{EX
region. HHI U4

region.groundstation-fip

com.amazonaws. region.guardduty

CNno

Cho

com.amazonaws,

com.amazonaws.

region.guardduty-data

region, guardduty-data-fips
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https://docs.amazonaws.cn/frauddetector/latest/ug/vpc-interface-endpoints.html
https://docs.amazonaws.cn/gameliftstreams/latest/developerguide/infrastructure-security-vpc-endpoints.html
https://docs.amazonaws.cn/glue/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/databrew/latest/dg/vpc-endpoint.html
https://docs.amazonaws.cn/grafana/latest/userguide/VPC-endpoints.html
https://docs.amazonaws.cn/guardduty/latest/ug/security-vpc-endpoints.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services IR%

Amazon Healthimaging

Amazon HealthLake

Amazon HealthOmics

Amazon ldentity and Access

Management (IAM)

IAM 173 [F] 3 #1 2%

IAM Identity Center

ARSS& R

CNho

CNo
ing
CNno

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

aging

CNho

CNno

CNno

Cho

CNno

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

ics-fips

CNno

Cho

CNno

CNno

Cho

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws.iam

region.guardduty-fips

region. dicom-medical-imag

region. BEEMK

region. runtime-medical-im

region.healthl
region.analytics-omics
region. analytics-omics-fips
region. control-storage-omics

region, control-storage-om

region.storage-omics
region.tags-omics
region, tags-omics-fips
region.workflows-omics

region. workflows-omics-fips

com.amazonaws, region. iR #E%

Ch, cOm.amazonaws., region. access-analyzer-fips

com.amazonaws. region.identitystore
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https://docs.amazonaws.cn/healthimaging/latest/devguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/healthlake/latest/devguide/vpc-endpoints.html
https://docs.amazonaws.cn/omics/latest/dev/vpc-interface-endpoints.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services IR%

IAM Roles Anywhere

Amazon Inspector

Amazon Interactive Video Service

Amazon loT Core

Amazon loT Device Management &

£RBE

Amazon loT Core Device Advisor

MFEE EE K Amazon loT Device
Management

Amazon loT Core for LoRaWAN

ARSS& R

com.amazonaws, regi on.rolesanwhere

CNho

com.amazonaws.

region.rolesanywhere-fips

com.amazonaws., region.inspector2

CNno

com.amazonaws,

region.inspector2-fips

com.amazonaws., region.inspector-s

CNno

CNno

Cho

CNno

CNno

Cho

CNno

CNno

Cho

CNno

CNno

Cho

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

tions.api

CNho

com.amazonaws.

tions-fips.api

CNno

com.amazonaws,

region. inspector-scan-fips
region.ivs.contive
region.iot.api
region.iot-fips.api
region.iot.data
region.iot.creditions
region.iot.tunneling.api
region.iot-fips.tunneling.api
region.iot.tunneling.data
region.iot-fips.tunneling.data
region.deviceadvisor.iot

region.iotmanagedintegra

region.iotmanagedintegra

region.iotwireless.api
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https://docs.amazonaws.cn/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/iot/latest/developerguide/IoTCore-VPC.html
https://docs.amazonaws.cn/iot/latest/developerguide/IoTCore-ST-VPC.html
https://docs.amazonaws.cn/iot/latest/developerguide/IoTCore-ST-VPC.html
https://docs.amazonaws.cn/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.amazonaws.cn/iot-mi/latest/devguide/interface-vpc-endpoints.html
https://docs.amazonaws.cn/iot-mi/latest/devguide/interface-vpc-endpoints.html
https://docs.amazonaws.cn/iot-wireless/latest/developerguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud Amazon PrivateLink

Amazon Web Services RS RSB FR
ch. com.amazonaws. region.lorawan.cups

Ch. com.amazonaws. region.lorawan.lns

Amazon loT FleetWise Ccn., com.amazonaws. region.iotfleetwise
Amazon loT Greengrass Ch, com.amazonaws. region.greengrass
Amazon loT RoboRunner Ch, com.amazonaws. region.iotroborunner
Amazon loT SiteWise Ch., com.amazonaws. region.iotsitewise.api

Ch, com.amazonaws. region.iotsitewise.data

Amazon loT TwinMaker Ch, com.amazonaws. region.iottwinmaker.api

Cch, com.amazonaws. region.iottwinmaker.data

Amazon Kendra Ch, com.amazonaws. region.kendra

aws.api. region.kendra-ranking

Amazon Key Management Service com.amazonaws., region.kms

Cch, com.amazonaws. region.kms-fips

Amazon Keyspaces (for Apache cn. com.amazonaws., region. ~R{EH
Cassandra)

Ch, com.amazonaws. region.cassandra-fips

Amazon Kinesis Data Streams Ch, com.amazonaws. region.kinesis-streams

Ch, com.amazonawsS. region. kinesis-streams-fips

Amazon Lake Formation com.amazonaws. region.lakefor
Amazon Lambda Ch, com.amazonaws., region.lambda
Amazon Launch Wizard com.amazonaws. region.launchWizard
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https://docs.amazonaws.cn/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.amazonaws.cn/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.amazonaws.cn/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.amazonaws.cn/streams/latest/dev/vpc.html
https://docs.amazonaws.cn/lake-formation/latest/dg/privatelink.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc-endpoints.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services IR%

Amazon Lex

Amazon License Manager

Amazon Lightsail

Amazon Location Service

Amazon Lookout for Equipment

Amazon Lookout for Metrics

Amazon Lookout for Vision

ARSS& R

CNno

CNhNo

CNno

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

region.models-v2-lex
region.runtime-v2-lex
region. YFA[EEHE 87

region., license-manager-fips

com.amazonaws., region. license-manager-linux-

subscriptions

CNno

com.amazonaws,

nux-subscriptions-fips

CNho

com.amazonaws,

er-subscriptions

CNho

com.amazonaws.

er-subscriptions-fips

CNno

CNno

Cho

CNno

CNno

Cho

CNno

CNho

Cho

CNhNo

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws.

region. license-manager-li

region. license-manager-us

region., license-manager-us

region. B
region.geo.maps
region.geo.places
region.geo.routes
region.geo.geofencing
region.geo BER
region.geo.medata
region.lookoutequipment
region.lookoutmetric

region.lookoutvision
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https://docs.amazonaws.cn/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/license-manager/latest/userguide/interface-vpc-endpoints.html
https://docs.amazonaws.cn/location/latest/developerguide/privatelink-interface-endpoints.html
https://docs.amazonaws.cn/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.amazonaws.cn/lookoutmetrics/latest/dev/services-vpc.html#services-vpc-interface
https://docs.amazonaws.cn/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services RS

Amazon Macie

Amazon Mainframe Modernization

Amazon Managed Blockchain

Amazon Marketplace Metering
Service

Amazon Managed Service for
Prometheus

Amazon Managed Streaming for
Apache Kafka (MSK)

Amazon Managed Workflows for

Apache Airflow

Amazon Route 53

ARSS& R

CNno

CNhNo

CNno

CNno

Cho

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

.bitcoin.mainnet

CNho

com.amazonaws,

.bitcoin.testne

CNho

Cho

CNno

com.amazonaws.

com.amazonaws.

com.amazonaws,

region.macie2
region.macie2-fips
region.apptest

region.m2
region.managed X 3Rk &1

region.managedblockchain

region.managedblockchain

region.metering-market

region.aps

region.aps-workspaces

com.amazonaws, region.kafka

CNho

CNhno

CNno

Cho

CNhNo

CNno

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

region.kafka-fips
region.airflow.api
region.airflow.api-fips
region.airflow.env
region.airflow.env-fips

region.airflow.ops

com.amazonaws.route53
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https://docs.amazonaws.cn/macie/latest/user/vpc-interface-endpoints-macie.html
https://docs.amazonaws.cn/m2/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.amazonaws.cn/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.amazonaws.cn/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.amazonaws.cn/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.amazonaws.cn/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.amazonaws.cn/mwaa/latest/userguide/vpc-vpe-create-access.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services RS

Amazon Web Services BIEiR&| &

Amazon MemoryDB

Amazon Migration Hub Orchestrator

Amazon Migration Hub Refactor
Spaces

Migration Hub ZRE&Z Y

Amazon MQ

Amazon Neptune Analytics

Amazon Network Firewall

i & # OpenSearch RS

Amazon Organizations

Amazon Outposts

Amazon Panorama

ARSS& R

CNno

CNhNo

CNno

CNno

Cho

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

estrat

CNno

CNno

com.amazonaws,

com.amazonaws,

region. ##l&
region. &x
region.memory-db
region.memorydb-fips

region.migrationHub-Orch

region.refactor-spaces

region.migrationHub-strag

com.amazonaws., region.mq

Cho

CNno

CNno

CNho

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

region.mq-fips
region.neptune-grap
region. neptune-graph-data

region. neptune-graph-fips

com.amazonaws. region. F&&Rs X i

Cn., com.amazonaws. region. network-firewall-fips

XEimRAHRSEE

CNho

CNho

CNno

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

region. A&7
region.organs-fips
region.outposts

region. 8%
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https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.amazonaws.cn/memorydb/latest/devguide/memorydb-privatelink.html
https://docs.amazonaws.cn/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/connect-to-amazonmq.html
https://docs.amazonaws.cn/network-firewall/latest/developerguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.amazonaws.cn/panorama/latest/dev/api-endpoints.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services IR%

Amazon X+ &%

Amazon PCS

Amazon Personalize

Amazon Pinpoint

Amazon Polly

Amazon B &

Amazon FABIE P MK .5

Amazon Proton

Amazon Q Business

Amazon Q FF & & kR

ARSS& R

CNho

CNho

CNno

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

region.payment-cryptograph
region.payment-cryptograph
region.pcs

region.pcs-fips

com.amazonaws, region. ME{L

com.amazonaws. region. MEILSEDY

N—

com.amazonaws. region.personalize =170

Ch, com.amazonaws., region. pinpoint

CNo
v2

CNno

Cho

CNno

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

region, pinpoint-sms-voice-

region.polly
region.polly-fips

region.pricing.api

com.amazonaws. region.acm-pca

Cho

CNno

CNno

Cho

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

region. acm-pca-fips
region, pca-connector-ad
region. pca-connector-scep

region.proton

aws.api. region.gbusiness

Ch, com.amazonaws. region.codewhisperer

CnNo COM.amazonawsS. region.q
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https://docs.amazonaws.cn/pcs/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/personalize/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.amazonaws.cn/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.amazonaws.cn/privateca/latest/userguide/vpc-endpoints.html
https://docs.amazonaws.cn/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.amazonaws.cn/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.amazonaws.cn/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services IR%

Amazon Q AT

REEH

Amazon RDS

Amazon RDS Data API

Amazon RDS HREIFIE

[B] 1 uh

Amazon Redshift

Amazon Redshift 23 API

Amazon Rekognition

ARSS& R

CNho

CNho

CNno

CNno

CNho

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

region.qapps
region.service.user iJ 5
region.quicksight-M i
region.rds
region.rds-fips

region.rds-data

com.amazonaws. region.pi

Cho

com.amazonaws.

region.pi-fips

com.amazonaws. region.rbin

CNno

Cho

com.amazonaws,

com.amazonaws.

region. 4%

region.redshift-fips

com.amazonaws. region.redshift FohRSSES

CNo
fips

CNho
CNno
CNno
CNno
CNno

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

ion-fips

region., redshift-serverless-

region.redShift-data
region. redshift-data-fips
region. rekognition
region.rekognition-fips
region.streaming-rekognition

region, streaming-rekognit
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https://docs.amazonaws.cn/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/pi-vpc-interface-endpoints.html
https://docs.amazonaws.cn//ebs/latest/userguide/rbin-vpcendpoints.html
https://docs.amazonaws.cn/redshift/latest/mgmt/security-network-isolation.html#security-private-link
https://docs.amazonaws.cn/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.amazonaws.cn/rekognition/latest/dg/vpc.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services RS

Amazon Resource Access Manager

Amazon ﬁ;ﬁ#ﬁ% an

Amazon Resource Groups

Amazon Resource Groups Tagging
API

Amazon S3

Amazon S3 % [Xigi5E &

Amazon S3 on Outposts

Al 5% SageMaker Al

BRS5 B

com.amazonaws., region.ram

Ch, com.amazonaws. region.ram-fips

Ch, Com.amazonaws. region.resource-explorer-
Ch, com.amazonaws. region.resource-explorer-2-fip
com.amazonaws. region. #IR4A

Ch, COmM.amazonaws., region. resource-groups-fips

com.amazonaws. region. tagging

Ch, com.amazonaws., region.s3

Ch, com.amazonaws. region.s3tables
com.amazonaws.s3-global.accesspoint

Ch, com.amazonaws. region.s3-outposts
aws.sagemaker, region. k¥
aws.sagemaker, region. EigZA
aws.sagemaker, region.partner-app
aws.sagemaker, region. TEZE

Ch, com.amazonaws. region. sagemaker-data-sci
ence-assistant

Ch, com.amazonaws. region.sagemaker.api

Ch, com.amazonaws. region.sagemaker.api-fips
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https://docs.amazonaws.cn/ram/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/resource-explorer/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/ARG/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/resourcegroupstagging/latest/APIReference/vpc-interface-endpoints.html
https://docs.amazonaws.cn/resourcegroupstagging/latest/APIReference/vpc-interface-endpoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.amazonaws.cn/AmazonS3/latest/s3-outposts/s3-outposts-privatelink-interface-endpoints.html
https://docs.amazonaws.cn/sagemaker/latest/dg/notebook-interface-endpoint.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services IR%

HEiH

Amazon Secrets Manager

Amazon Security Hub CSPM

Amazon Security Lake

Amazon Security Token Service

Amazon Serverless Application

Repository
BRS5 B

AR 35 Bo &t

Amazon SES

ARSS& R

Ch, COM.amazonawsS.
store-runtime

Ch, COM.amazonaws,
ore-runtime-fips

Cno COM.amazonaws.
CnNo COM.amazonaws.

Cho COM.amazonaws.

region.sagemaker.feature

region.sagemaker, featurest

region.sagemaker.metrics
region.sagemaker.runtime

region.sagemaker.runtime-fips

com.amazonaws.savingsplans

com.amazonaws, region.secretsManag

CnNo COM.amazonaws.

ChNo COM.amazonawsS.

Cno, COM.amazonaws.

CnNo COM.amazonaws.

ChNo COM.amazonawsS.

region.securityh
region.securityhub-fips
region. securityL
region.securitylake-fi

region.sts

com.amazonaws., region.sts-fips

com.amazonaws, region.serverlessiFfiE

Cno COM.amazonaws.

Ch, COM.amazonaws.
pregistry

region.serviceCatalog

region.servicecatalog-ap

com.amazonaws. region.servicequotas

Cno, COM.amazonaws.

region.email-smtp
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.amazonaws.cn/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.amazonaws.cn/security-lake/latest/userguide/security-vpc-endpoints.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.amazonaws.cn/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/ses/latest/dg/send-email-set-up-vpc-endpoints.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services IR%

Amazon SimSpace Weaver

Amazon Snowball Edge Device
Management

Amazon SNS

Amazon SQS

Amazon SWF

Amazon Step Functions

Amazon Storage Gateway

Amazon Supply Chain

Amazon Systems Manager

BRS5 B
Ch, com.amazonaws. region.mail-manager
Ch, cCoOm.amazonaws. region. mail-manager-fips

Ch, COm.amazonaws., region. mail-manager-smtp.
auth.fips

Ch, com.amazonaws. region. mail-manager-smtp.
open.fips

Ch, cCom.amazonaws. region.simspaceweaver

Ch, COm.amazonaws. region. snow-device-manage
ment

com.amazonaws, region.sns

Ch, COmM.amazonaws., region.sqs

Ch, CcOm.amazonaws. region.sqs-fips
com.amazonaws. region.swf

Ch, com.amazonaws. region.swf-fips
Ch, cCOm.amazonaws., region. states
Ch, com.amazonaws. region.sync-states
com.amazonaws. region. storagegateway
Cch, com.amazonaws., region.scn
com.amazonaws., region.ec2messages
com.amazonaws, region.ssm

Ch., com.amazonaws. region.ssm-contacts
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https://docs.amazonaws.cn/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.amazonaws.cn/amazonswf/latest/developerguide/swf-vpc-endpoints.html
https://docs.amazonaws.cn/step-functions/latest/dg/vpc-endpoints.html
https://docs.amazonaws.cn/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-create-vpc.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services IR%

EATF SAP B9 Amazon Systems
Manager

Amazon BE M &4 K85

Amazon Textract

Amazon Timestream

Amazon Timestream for InfluxDB

Amazon Transcribe

Amazon Transcribe Medical

Amazon Transfer for SFTP

ARSS& R

CNno

CNhNo

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

region.ssm-B4
region. ssm-incidents-fips

region.ssm-quicksetup

com.amazonaws, regi on.ssmmessages

Cho

CNno

CNho

CNho

CNno

CNno

Cho

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

region.ssm-sap

region., ssm-sap-fips
region.tnb

region.extract
region.textract-fips
region.timestream.ingest-cel L

region.timestream.query-cell

com.amazonaws. region.timestream-influxdb

CNo
fips

CNho
CNno
CNho
CNno
CNno
CNno

Cho

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws.

region. timestream-influxdb-

region. ¥
region.transcribe
region.transcribestreaming-
region. ¥
region.transcribe

region. %8

region.transfer.s
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https://docs.amazonaws.cn/textract/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/timestream/latest/developerguide/VPCEndpoints.html
https://docs.amazonaws.cn/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.amazonaws.cn/transcribe/latest/dg/vulnerability-analysis-and-management.html
https://docs.amazonaws.cn/transcribe/latest/dg/med-vpc-interface-endpoints.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services RS

Amazon Transform

Amazon Translate

Amazon Trusted Advisor

Amazon B P B 4RS

Amazon Verified Permissions

Amazon VPC Lattice

Amazon WAFV2

Amazon Well-Architected Tool

Amazon WorkMail

Amazon WorkSpaces

IJII/\'

Amazon WorkSpaces Z £} ¥ 8

WorkSpaces 7t A& 1% i

Amazon WorkSpaces & 7 #l

Amazon X-Ray

& T Apache Flink #91F &# 3 & AR

%

ARSS& R

com.amazonaws, region. #if

CNhNo

CNno

CNno

Cho

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

region, Bi#
region. {EBEHHYE A
region. BA

region. BAI-BRR A

com.amazonaws., region. BERIEBR

CNho

CNho

com.amazonaws,

com.amazonaws.

region.verifiedpermissions-f

region.vpc-lattice

com.amazonaws., region.wafv2

com.amazonaws. region.wafv2-fips

Cho

CNno

CNno

Cho

CNno

CNho

Cho

CNhNo

CNno

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,.

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

region.wellarchitected
region.workmail
region.workmailmessageFlow
region. TYEZE[g
region.workspaces-Web
region. workspaces-web-fips
region. N=ik
region.thinclient.api

region.xray

com.amazonaws, region. a3
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https://docs.amazonaws.cn/transform/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/translate/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/notifications/latest/userguide/vpc.html
https://docs.amazonaws.cn/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.amazonaws.cn/workspaces-web/latest/adminguide/private-link.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/creating-streaming-vpc-endpoints.html
https://docs.amazonaws.cn/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-security-vpc-endpoint.html
https://docs.amazonaws.cn//managed-flink/latest/java/vpc-internet.html
https://docs.amazonaws.cn//managed-flink/latest/java/vpc-internet.html

Amazon Virtual Private Cloud Amazon PrivateLink

Amazon Web Services RS RSB

Ch, com.amazonaws. region.kinesisanalytics-fips

#Z=E 1 A Amazon Web Services RS & F

& 0] LAfE Fdescribe-vpe-endpoint-servicesti B E & X VPC Kin T SRS B #o

LT RBIE R T X¥F Amazon Web Services fRS EEXFHMEOKHET R % --query ETUFH
i BR il 9 BR 55 & #5o

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query ServiceNames

TERRAGH., RERZBHH L.

"api.aws.us-east-1l.cassandra-streams",
"aws.api.us-east-1l.bcm-data-exports",
"aws.api.us-east-l.emr-service-cellQ@l",
"aws.api.us-east-1.freetier",
"aws.api.us-east-1.kendra-ranking",

aws.api.us-east-1.gbusiness",

"'com.amazonaws.us-east-1.xray"

EERRBSWER

RBIREBFE , BRI LAMEAdescribe-vpc-endpoint-servicestn S BB AR EF ML IHET R RSHEME

/BN 0

LT RBIERERIBEXEF Amazon CloudWatch O KT SHNEE,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
--region us-east-1
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https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud Amazon PrivateLink

TERRHHE. VpcEndpointPolicySupported R B XFiHAE
B&, SupportedIpAddressTypes RAZIFHL IP R,

"ServiceDetails": [
{
"ServiceName": "com.amazonaws.us-east-1l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [
{

"ServiceType": "Interface"

1,

"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",
"us-east-1f"

1,

"Owner": "amazon",

"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"

1,
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [
{
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"
1,
{
"PrivateDnsName": "monitoring.us-east-1.api.aws"
1,
{
"PrivateDnsName": "monitoring-fips.us-east-1.amazonaws.com"
1,
{
"PrivateDnsName": "monitoring-fips.us-east-1.api.aws"
} 1,

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
""ManagesVpcEndpoints": false,
"Tags": [],
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Amazon Virtual Private Cloud Amazon PrivateLink

"PrivateDnsNameVerificationState":
"SupportedIpAddressTypes": [
"ipve",
"ipv4"

"verified",

1,
"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

BRI KRR

ERITIREZSE2EXFLRIET 25K | 5B describe-vpc-endpoint-servicesin & H 1 2 #Y
{EVpcEndpointPolicySupported. AIBEHI{ERN true F false,

UTRAREREERSBREXSEEXFHNIRARK, --query TR 5 BRI
VpcEndpointPolicySupported BB,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

THERRPIH .,
True
AR R BI5H T Amazon Web Services B % 18 E XE X L in T SR, 1% --query IETUG 5

KRB N RSB, BEEM Windows S TiRRAFETIG T , BHBREAZHEEAENESS , FF
ITEEFZRMNNEIA A

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="true ].ServiceName'

THRRMEE, RERTENREL.
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https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud Amazon PrivateLink

api.aws.us-east-1l.cassandra-streams",
"aws.api.us-east-1.bcm-data-exports",
"aws.api.us-east-1l.emr-service-cell@l",
"aws.api.us-east-1.freetier",
"aws.api.us-east-1.kendra-ranking",

com.amazonaws.us-east-1.xray"

LT RBI5ET Amazon Web Services fRSS FEIEEX AR IFLIFT RN, 1Z --query %I
Fi HBR B N RSEH. EFEA Windows R IRRFFEITHG S , BERREAFFAREABRNELSS ,
HF/ITEEFZHFMN\EHR A,

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

THRRHEH, RERTEN@AL.

""com.

com.
com.
""com.

com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

BE IPv6 X

EEEFXN Amazon BREH IPv6 XiF , SR ZFMNAmazon RS IPv6, &t A LA LT describe-
vpc-endpoint-servicesii & & Amazon Web Services RS EIEE X1 IPv6 R A LAAEE, Z --

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

us-east-1.

appmesh-envoy-management",
apprunner.requests",
appstream.api",
appstream.streaming",
awsconnector",

transfer.server"

query IETURF 5 BR &8 BRSS B #ro

aws ec2 describe-vpc-endpoint-services \
--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \

EEF IPv6 X5
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https://docs.amazonaws.cn/vpc/latest/userguide/aws-ipv6-support.html#ipv6-service-support
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud Amazon PrivateLink

--region us-east-1 \
--query ServiceNames

TERRAGH., RERZBHH L.

"api.aws.us-east-1l.cassandra-streams",
"aws.api.us-east-1.bcm-data-exports",
"aws.api.us-east-1.freetier",
"aws.api.us-east-1.kendra-ranking",
"aws.api.us-east-1.gbusiness",
"aws.api.us-east-1l.resource-explorer-2",
"aws.api.us-east-1l.resource-explorer-2-fips",
"aws.sagemaker.us-east-1.experiments",
"aws.sagemaker.us-east-1.partner-app",
""com.amazonaws.iam",
""com.amazonaws.us-east-1.access-analyzer",

com.amazonaws.us-east-1.account",

com.amazonaws.us-east-1.xray"

2B AEXE Amazon Web Services RS

LUTRAESEXIE Amazon Web Services IR% £ Amazon PrivateLink, &A1 EOLET R
LAFAZR 5 EE R H A Amazon KIBHFWIXLERS K MEBENEEBECH VPC Fiz{T—#,

£ Amazon Web Services RS FIH I IZELUEFTRS XM, BRESEMITELEREEOLE TR
48 E MY R S5 & o

Amazon Web Services RS AR 552 #5
Amazon S3 Ch, cOom.amazonaws., region.s3
Amazon ldentity and Access com.amazonaws.iam

Management (IAM)

Amazon ECR Ch, com.amazonaws., region.ecr.api

Cch, com.amazonaws. region.ecr.dkr
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Amazon PrivateLi

nk

Amazon Web Services g% AR S5 & #5
Amazon Key Management Service com.amazonaws. region.kms

Amazon ECS

Amazon Lambda

Amazon Data Firehose

Ch, com.amazonaws. region.kms-fips
com.amazonaws, region.ecs
Ch, com.amazonaws., region.lambda

com.amazonaws, region.kinesis-firehose

E AT Apache Flink WL S##EEMR  com.amazonaws, region. &zh7

%

Amazon Route 53

Ch, com.amazonaws. region.kinesisanalytics-fips

com.amazonaws.route53

Z5 & 7] FARY Amazon Web Services RS & F

& 7] LAfE A describe-vpc-endpoint-services i S & & /3 A B XM RS .

LLTRBIERT Amazon Web Services RS Zus-east-1XEM A~ AT IBET EOKiET SifRiE

E (us-west-2) RSXEW, Z --query IETURN 4 PR H19 IR S5 B #ro

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \

--region us-east-1 \

--service-region us-west-2 \

--query ServiceNames

THRRMEE, RERTENRL.

com.
com.
com.
com.

com.

amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws.

us-west-2.

.us-west-2.

us-west-2.
us-west-2.

us-west-2.

ecr.api",
ecr.dkr",
ecs",
ecs-fips",

S3"
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]
® Note
A E A XM DNS., Amazon Web Services RS EEHME XSGR , TXIFXE
DNS., BEXxEZ{EE , 5 Amazon VPC AAFIEREHIEE M EF DNS B .
R FEEEW

« BIAERT |, IAM SE4RTSA A R H At Amazon Web Services fRS XiEifl, ERFEXEHEFFEN
PR, IAM B R A LA L iFvpce:AllowMultiRegionfX BRI PRIRVERT IAM K BE,

- BREMNIRSIEHKEE (SCP) T&E4{XFRvpce:AllowMultiRegionfX [RIVIRIE, BEFEH
Amazon PrivateLink % X Z3E 2 IhaE |, £ B MR SCP ZB4M AT LR,

o ERH IAM RS E VPC IR AT LUEE N RS XN X , EFEA
ec2:VpceServiceRegion &4,

« REEAZFELMEERMA—NERMAXE , AETEFEERNBERNRSXE, BRIMNEWURS
FAERMREMERXBNEEMIEE XIEEERFRIRS . XI8REETRAERNER MK,

o BATLABER IAM B9 %Taws : SourceVpcArn£ @& 4 F4A KRR A AN BRLE 5 X 5 7] VPCs 188 '&
iB. Amazon Web Services 1K/ 1t 248G B FSRIHTFER E M E T XAy 5 R F,

- ATRESTAM  BEEPANTARPUEZ M EIFBEXENEOLKETR, EXHERT , 2
HEERELEEAMERNTAX,

- BEBXEAE , AT Amazon PrivateLink B RS XS ME 5 Xig P ol A X2 B R EHE®,
CRERE XN AMER,

« UTHARAZIFERXEHRE : usel-az3, uswl-az2, apnel-az3apne2-az2, Hapne2-
azh,

« AL RN X 4 H Amazon Fault Injection Service 3 X#F XA MEXENZEOKET 2
NWHEZSHTER, ETHESZER , HZMHAmazon FIS X1,

plEIEmE X E Amazon Web Services JRE HEOKXET

Ef ARt AtIREOLET R, BSHALIE VPC KinT S#87.

£ CLI /|, =] LAfE A create-vpc-endpointin B I B A TR XEH VPC LigT K. Amazon Web
Services BRSS AT RHBIBIE T us-west-2MFH VPC Z| Amazon S3 WIZEO KT Rus-east-1,
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aws ec2 create-vpc-endpoint \
--vpc-id vpc-id \
--service-name com.amazonaws.us-west-2.s3 \
--vpc-endpoint-type Interface \
--subnet-ids subnet-id-1 subnet-id-2 \
--region us-east-1 \
--service-region us-west-2

Amazon Web Services k% EAEOHE VPC KLigT =

WO BN VPC KinT RREEHR HEHIFMNIRS Amazon PrivateLink , @fEFZ RS
Amazon Web Services fi%. BXBIA |, S F the section called “Bt=” F 158 Amazon Web
Services R,

N FEIE VPC HIEENEN TR, RITHEFFHSZE— N aMEED |, HAIESBE FRiUSEE
NFLAE IP #hit, IR MNEEOSHIBEREETENMEZED ; B AELZM Amazon Web Services
KrHhER , BLEETEE,

RE=

. BIERH

. 8l2 VPC I &
- HEFR

« ICMP

Bl FR SR

« E#&HK VPC Amazon Web Services iRE FEER T AR EIR,
- EEFERAFAE DNS , 418 VPC EH DNS £H1E M DNS f##tfr. BXEZEE , FSH
{Amazon VPC AAF#5r) FIWEFFEFH DNS B4,
. E|Pv6 HEOKXRET 2B A , Amazon Web Services RS S X ZFBIIH A IPv6, BXEZE
B |, i3 the section called “IP b3t H”,
c RiHEAMKZEOMNE—IMNELA , AFXRE VPC BREMNTHRE, Hl0 , F¥E{R Amazon CLI AT LA
[ &% HTTPS i&3K Amazon Web Services IRS , LB AT AT A HTTPS HE,

- MRLEHRFNLTEAME ACL BVFMA , BIRIEML ACL A AT VPC Mis AM & O P&
RZERRE.
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« &K Amazon PrivateLink BR BB, BXxEZEE , 52 Amazon PrivateLink Ei&,

B2 VPC R
AT IR IR EREES Amazon Web Services BRE KD VPC iw R,

H A1 O LIET = Amazon Web Services BRS

1. 3TFFELTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
2. ESMERYP , ERKEI

3. &R UBRER.

4. XFHKE , %#F Amazon RS

5

( /% ) 2R Amazon Web Services fi$ EHMXFAELIHT R , B+ ‘BABXEAHT
R EkE , RENTHRIIRPERRES X,

6. XITF Service name ( REEM ) , EEBRSF. BXEZEER , i5SH the section called “5... &5
BARSS "o

7. XF VPC , &FEEZLEMFIHE Amazon Web Services RS VPC,

8. WMRMBEEDSE S5 FikiF T Amazon S3 WIRE A, HEBERBEFE DNS 5, NIEEFHM
®E, FH DNS &5, HEMEIERN , HES B3R ARSEAFAE DNS, £R
829 Amazon S3 ME DK Bl ET A AU METEE I S FAHE DNS, MRZEE Amazon S3 KN
KR, HEERRXAALRHLZHAFAE DNS , WESHHBTEHEIENRE —SHLKREHEIRE

/BNO

MREFEDSER 5 P HBR Amazon S3 ZAMMMBERSEIEFETRFSEH , NKRADEE T HMR
B, 5 DNS B, BNUEREBRIAE. IEATUBBREALSKLBRFTXET RNER (Flmad
Amazon SDK K HHEYER ) BT EIEH VPC KimT Ro

9. WTFFW , BREXRHPUBEANEZEON TN, BAASNTARER—NFN, BLENE
—AAXPERZNFN, BXEZEE |, i5SH the section called “FMFAATFH X",

BHIAMBERT , RAVER T IP thutSEEHAH IP bt , HFESBELRANEZED, EACERE
IP #sib , EIRFIEE IP bk, EFE , F™W CIDR RPN IP #hit FE&E— IP #hik MR
BHARER , AKETEFENEER TR IMEEQ,

10. XIF IP address type ( IP k3R ) | AT MNBA TR A 1TEER -

« IPv4A— NI QAMEEODE IPv4 sk, NEFFAEIZERN FRERE IPv4 #hitSoEl F B RSS2
IPv4 E3REY , F FEFULIEDT,
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« IPv6— NimKAMEEO DE IPv6 ik, NIFFAIZER RN FMH BRS#EZ IPv6 IPv6
FERE, F IR,

« Dualstack — ¥ IPv4 F IPv6 it D ELA IR R MEED, NYUMBEEEN FRERESR IPv4 #
IPv6 b3S |, 3 B RSERES IPv4 § IPv6 iFRET | F i HI%ET,
11. XTF Security groups ( 224 ) , RBEEBEEREIMEFEOXRBKNEZLA, RIAVBRT , &Bilax
B VPC HERiNZ 2 4H,
12. WFEE  EEZLHRNRUATE EAESZEORKANAERRNITRERE. ZREIEH
PR, FEBRBENHBARRE, ZETMNERSXE VPC AKX A, BXEZER | iF
S5 i SRR

13. ( AIE ) HERRE | BERBEFFIREL | RERAZREHNRNE,
14, EFEEIE RS

ERABTITHREORSR

 create-vpc-endpoint (Amazon CLI)
« New-EC2VpcEndpoint ( &M F Windows ¥ T & PowerShell )

HETFR

BEEESHEAZNFNFRE, #HiR, BRIMER VPC KR, ER , BAUESELENFRFE
A VPC iR

ICMP

EOHBRAI ping BRGHEWEB, EAILUER nc & nmap S8 S RAH,

MEEOwRR

tlE#EO VPC iwRfa , B UERHEE,

F%

o NS BR F M

- XEK%Z424d

- Y% VPC if SRBE
- BF%.5E DNS &
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- BEERE

728 IS B £ B

BAIURAEARSNENTARERE—PNFN, MREEERNFR , RILELERNINN FMF 02 iRE
AMEED , HABNFR OB FRMUSTEINMFAE IP ik, MREBEBRFR , RTMSBBRERS
MEEO, BXEZEE |, i5SH the section called “FMHA AT FH X",

EREHAERTFM

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC %14,

2. ESMERP  ERIRR

3. EEEOWR.

4. HRRIESF Actions ( #4E ) . Manage subnets ( EEFM )

5. REFELRJEFHERETAHKX, Rﬂ?@A—IFﬁE EE—NFM, BRABERT , BADERF
M IP i iSEE R IP ik, FFEIBELRIMEZED, BRRQIMNEZOER IP it | Hik

BRISTE IP it | %Fiﬁ)\%lﬂlPMﬂhi& IEPE’J AN, IR SRS X IPv6 | B
A LA A F W IPv6 31k S8 A st

MRENEZLB W VPC I ANImRAMEZONFRERE IP #bit , RN AFB IR INEEOH
BizimRMEED, EERLXERET FM VPC n R EE.

6. %3 Modify subnets ( IEHFM ) o
FEABTSITERFH

« modify-vpc-endpoint (Amazon CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # T & PowerShell )

KEZEA

FBANERESEDRSNNERZEOEXEKNZTL2E., ZEERNPFEFITTUM VPC FH EIRKIEE
iR M EEANRE,

EREHERLRE4A

1. 3TFETF https://console.aws.amazon.com/vpc/ B Amazon VPC #4148,
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2. ESMERT , EFRES

3. EREORSR.

4. %$F Actions ( #4E ) . Manage security groups ( EEEZRZE4H ) .
5. REFSELARIECHERRZEA,

6. i&#¥ Modify security groups ( 8 Z£4 ) .
FRAWSITERLRES4YA

» modify-vpc-endpoint (Amazon CLI)
- Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )

4miE VPC im [ R B

2R Amazon Web Services fR%5 LT RRES | U AT BU4REBLIRT REVLRT QUREE. EEH T
WRRMEE , BN ERATRFZZ/LOHIREN. AREZEFER , SN hRE,

15 F 22 51 & 38 i SR g

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##| &,

ESMERD , ERHR,.

EFREORS,

fIRRE$R Actions ( #84E ) . Manage policy ( BEEREE ) o

1E$E Full Access ( T2 15 ) UAFXN RS HITELIFIR |, SEEER Custom ( BEN ) FEHi0
BE KB,

6. EERE.

o bk w0 Dbdhp =

158 A 85 5 1T B o USRI

+ modify-vpc-endpoint (Amazon CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # I & PowerShell )

/= FA%#,%& DNS &

BAITRBIERN Amazon Web Services IR H VPC 2 /8 FIFAE DNS B, XEE TSR (AL H AR
SRIHET RIER ( H120EE Amazon SDK & HEIER ) BT EIZH VPC KiRT Ko

YR8 VPC i SR 59


https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html

Amazon Virtual Private Cloud Amazon PrivateLink

ZEFHAFAE DNS BH5 , B2%4918 VPC JE A DNS E#1&H DNS ##47. /5 HAFAE DNS BFret , FA
B IPHUAEEEEL oM F T HAH. RIVELRSFATE DNS BFE T2/ DNS iEZFRIFEIR
. EIt , FAH5 DNS T aJ LT #4T,

fEF$2H & EXFHE DNS &R EW

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

ESMERT , EFRRo

ERE WA

fRIRIEE Actions ( #4E ) . Modify private DNS name ( #&t{#, & DNS &% ) -
BRIFEFEEERZHRERR Enable for this endpoint ( AltIHRBH ) -

MRRSEH Amazon S3 , MEL—FH | EFEHHIKLEALRNERRXIALRKLEALE
DNS. MREmIFEAIRHEFE DNS aE , MEFRR N Aim RS AFHE DNS, MREKRT
Amazon S3 B NiR R 24 , #5%%F Amazon S3 HIRXIHR , FRERXAANMEIRLEHAALE

DNS , NI E FT—S$REEXRH , AKIERHEE., BXEZEER , 3§ the section called “FAH
DNS”,

7. ERREFER.

o g K~ WD

FRBSTERFE DNS B FIEIM

» modify-vpc-endpoint (Amazon CLI)
- Edit-EC2VpcEndpoint ( 3&AF Windows B T & PowerShell )

EEIRE
FAI AN D m R THRE , AR RICHEBRBELALANETENHE#ITHE,
E RS & EERE

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#1&,
ESMBEED , ERIHR.

EFREORS,

fI R %E$R Actions (#4E ) . Manage tags ( EEBHFE )

BHERMRE |, iH1EF Add new tag ( RIMFTIRE ) , RERAGRSHWENE.
HEMBRARL | HEERENRANEALNE Remove ( BIER ) -

o g K~ w DN
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7. ii?% Save ( 1%# ) °

ERANTTEERE

- create-tags # delete-tags (Amazon CLI)

« New-EC2Tag# Remove-EC2Tag ( & F Windows B T & PowerShell )

Rz Nin REARVIREE

BRI EBHUERSEORRIMAXNEESHNVIREE, flm , S0 SUEEEE REEZ SR AR
B 88 F R4,

5

- B2 SNS EAH

o NP0 R SR

« DINEIAREE

22 SNS BA
EANTER N BEMEIE— Amazon SNS EHHTHZEH.
AR AN EORRRBL

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC ###1&,
ESMERP , ERHR

EREORR,.

£ Notifications ( B ) I+ £ , #%&$F Create notofication ( BIZEH ) .

X FEE ARN , BN EOIZER SNS E&i%EHE Amazon Resource Name ( ARN ) o
E{THEH , BM Events ( B4 ) ik,

o g k~ w b

« Connect (E# ) - RSEAECETENRS, X2MRSREMEAIZEZETR,
« Accept (R ) - RFRUHBEZ T EEZER.

- Reject ( 4 ) - RFRMUEIEL T iEEE R,

- Delete ( #ilBR ) - RS EAEMRR T EORR
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7. i&#E Create notification ( RIZEH ) .

ERABTITAEORICIEEL

« create-vpc-endpoint-connection-& Al ()JAmazon CLI

+ New-EC2VpcEndpointConnectionNotification ( 3& A F Windows Y T & PowerShell )

N D017 (8] 5% B

£ Amazon SNS 7R h1 Amazon PrivateLink R FRXREEZ A B G EIKRE , W TR,
BEXELZER , FSHAN{T4%% Amazon SNS =ZHHEFERE 2 8 aws :SourceArn
aws:SourceAccount £RFMEXR IEEEE AR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "vpce.amazonaws.com"

},

"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-1:111111111111:topic-name",
"Condition": {

"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint/endpoint-id"
}I
"StringEquals": {
"aws:SourceAccount": "111111111111"
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7N I3 4R SR B

MBEFEANZIMEZERN SNS F& , Ul KMS Z4AH R IR KBS LS 1E Amazon PrivateLink = 8218 A
Amazon KMS AP| #1E., LT R RHIZHARE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "vpce.amazonaws.com"
},
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-east-1:111111111111:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint/endpoint-id"
},
"StringEquals": {
"aws:SourceAccount": "111111111111"

il BRE O s =

F5E VPC i U5 AT LU ELMIBR . M BRI O im RO KM BR HL i R M 4842 06
158 F 422 %51 & D) B3 O 0 R0

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
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2. ESMERP , EFRR.

EFREORR.

1% Actions ( #4E ) . Delete VPC Endpoint ( #ilBx VPC i%2 )

HRERRHTHEHIAR , WA delete,

R BR

o o ~ w

£ Al ap & 1T BRI O i =

+ delete-vpc-endpoints (Amazon CLI)

+ Remove-EC2VpcEndpoint ( & F Windows # T & PowerShell )

P 5% i =

M VPC i 2 AT 325 Amazon S3 #l DynamoDB W A SEiE#E , MEFE R EH VPC REEBKM MK
H NAT li‘%o SHMEAR VPC LixT S FE Amazon PrivateLink , M<K ipT S F~EH,

Amazon S3 #l DynamoDB R X FMXim[/RAMZEORR. BXRFETVLER , BSRUATAR :

« & T Amazon S3 #J VPC a3k R
« &M T Amazon DynamoDB #J VPC i R K7

}

EM

ERAMX IR R/AT 2R EFEMFNZA

W% | o
p |H} |El?r

3

o IP HhytEH

- DNSigx IP EKH

« SEMATF Amazon S3 HIF Xk R

« @A T Amazon DynamoDB #Y ¥ < iif &
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1V
Ik

&R LAEE Amazon S3 #l DynamoDB I A B RS m /AR ImR LR ABRRBLR T XER E.
B B Bk R R 5k 1 )

TEERTE6MMESHAERS S R15E Amazon S3 # DynamoDB, M8 F M A B9 324157 6]
Amazon S3 = DynamoDB B REMNHEE VPC WEBRMMXx , REHHBEIERS. B FRHHEHE
71 Amazon S3 5 DynamoDB XERE , RARBEN , MEFREEBEERMMXNEH., &
EFEE TR EHIEES [ Amazon S3 5 DynamoDB X FRE , BEE M/ HE FMAI NAT i%
ZHGREFFHPERER BT NAT 8%, M@ Amazon S3 5 DynamoDB YR E&E S B Bk X M <
B, EFSEHFML, Amazon

Reqgion
Public subnet

Te— ﬂ}\ 5]
Private subnet
'

B MK i AT U5 R

TEERT R4 &N < im 51" Amazon S3 #1 DynamoDB. WM& VPC i@ Amazon S3 =
DynamoDB My RENEHEIMXIHER. 8N FMEHARBPLIAE —FKEH , ZEAHAEARSHRS!
KEUBRFSHENHNREREZTMXFKER. BXEZER , 55/ (Amazon VPC AFIEmM) P
AmazonE EW BI & 5K
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il
9

-

B EH

BIEMXImRR |, EREBEHANFMNE VPC R, UTEEFENRMNEEEERNENEHRK, B
Kb 2T A RSB I &5IR Amazon , BAREM XK T M.

B E B 5
prefix_list_id gateway_endpoint_id
RSB

- WAILEFERINNFAMBENBERPOELIAE , EFEERIRIREN]. EMEBRINESE
B, BNEEMXELSXEK, HZEUHR BRSNS CER M BRF iR S, BITSBRER
B

s EMXmRAXBKNEHERXEN FRPNERfSBaIFERAZMNXERISKGEZRS. REXLEE
HARXBEHNTFHNHPNEFERALERSHR , MARMXIBER.

- BBERBETLABE Amazon S3 WimSBEH , LA LAFEE DynamoDB Mim S B&H, BRI ES
NEHERBPIWEBEERE— RS ( Amazon S3 5 DynamoDB ) Hin S H. BFREE—NEAKXTIH
BBEER—BRS ( Amazon S3 5 DynamoDB ) #9% N if S o

s BAMEASRECE M SKATER B MBERNEEAN (REIREE), XN T8 w5
Hm&k , XEREUATHASA :
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- MREE—SXOEBRMMXLZIEFEEBKMNRE (0.0.0.00) AR , WAL LETFUHFX
BHHHI RS ( Amazon S3 % DynamoDB ) W BV RE, KAETR B RE Amazon Web

Services BRS5 EAEBRMM X,

o LARKXER RS ( Amazon S3 5 DynamoDB ) A Bt A RELRE EEBRMM < , B4 51
KEETENMNXH,

- MRER—XFHFEFEENEKRS ( Amazon S3 5 DynamoDB ) #§EBY] IP #hutSEEMEEH |, MiZ
B AL % T i S BE .

ZEMh

U AR S8 3T Y < i L 15 18] Amazon S3 8 DynamoDB Bt , EM1&ERAE AR KGR RS, Xk
RO ZEEHMAATFHHBRSHRE A T2HEANN =G, ©5lARSHEIZETIEM D,

B MVIE X ¥ 3B E

prefix_list_id TCP 443

XLEXH| ACLs BV F MM EE LM AR HRSHRE. UTREWANK R, EFEEMLE ACL
MNP 5| ARTRSIR , BT UMNEBIRSIRAPIREBRSHY IP # it SEH .

BB 17308 im QST E
service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443

IP thhb e A
IP 3t 5 3¢ B 7 AN BT B8 53R S5 10 40 B 1 RAR KR
IPV6 Jy R LT RS AR ER

o Mximam IP it KB AMERKiE SN FRBRER , MTATR :
o IPv4— FFRRSEY IPv4 BIZRBIR AN INEI RV EEHRF,
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« IPv6— fFARSHY IPv6 BIRFIRB MBI EHNEEART . RIAMBEEEN FMXAFMET , IPv6 =
X FFIED,

 Dualstack — RS H IPv4 BiBSIRFMBEMBBRTD |, HIEFRSH IPve BIRSIRAFINEE
WERBERT., RYUMEEENFMEREAR IPv4 F IPv6 thutSEEET |, X IHEi%Em,

DNS ig3x IP k&

RINBERT , MXKRET SARBEAANRSKET SEE DNS idFk. MREMFEH IPv4 RE LK
TR (fl0) BIEMXLIHT Rs3.us-east-2.amazonaws. com , Amazon S3 £ B E F iR
| AR, ABEHBRBERPOPME FMEER IPv4,

R, MREFEANRBRISLHET R (Hl0) SIEMXLHT R , Amazon S3 BN EF iRiRE
A Fl AAAA iB% , MIZMEREBRTHFMERAM, s3.dualstack.us-east-2.amazonaws.com
IPv4 IPv6

(® Note

Xt F B ZE#EMI S3 Express One Zone , HIEFHAI MK im [ fFs3express-use2-
azl.dualstack.us-east-2.amazonaws.com% 5/ s3express-use2-azl.us-
east-2.amazonaws.com#l,

DNS ig3% IP KB LY IMREXRMAIFFHRN TR, WRELA IPv4 BRSL T SO M XL iR
KR, REEA dualstack RFLET R, NERA AAAA BENREFFL2BEIMNXK KT [EHA, R
FRERARRE , WREBFEEFNHEHE IPV6RENBER L, MREEMARSENLH DNS i2% IP XK
B, FRREHRS T ERE SRS KRSV ATZER,

SERLLEE X DNS 1B IP REBUEAR N BFEL T QREPBLEIRS , MARIRS E LKA DNS 12
¥ IP REIRE, TRETRXZEFR DNS 23 IP REAMEREAIZFRE !

DNS 123% IP <3 RERYiERRR
IPv4 A

IPv6 AAAA

X% Al AAAA
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DNS 123 IP 383 IR [EIRY 18 F R E
RS E X IEFHUR T RS i R

ELFE DNS L% IP KRB | MFNLIRT QRS EAREN IP ik RB, TRERTNXLHTIE
M P iR B X #FRY DNS 183k IP RE .

|P ith ik S FY X5 DNS ig% IP K&

IPv4 IPv4 , BRSE >

IPv6 IPv6 , BRSSE XL *

X HEAR IPv4, IPv6, Dualstack, BREENX*

* FRERIA DNS 123 IP 3RE,

(® Note

EFAMXLET RIRFSENLAIAE DNS ig% IP KH | 845 7E VPCREFR R
HFenableDnsSupportfenableDnsHostnames/E .

BT EFE X DynamoDB M%< 4817 B9 DNS i23% IP 228, DynamoDB X X315k E X # DNS ig%
IP K,

EOmSH DNS ig%k IP RKBETHEMTE. BXEZEER , BSRAEDRSA DNS 183% IP £H,
EA T Amazon S3 B < ik &=

Ea LA MK VPC 2 M VPC 1518 Amazon S3, SIEZNXimR/E , BRI LURERIAN MNER VPC
Mm@ Amazon S3 FUREMN R AKX B #R,

ERAMXIRRXT 2R EEMFNEA,

Amazon S3 Bt X IFEMXxIm A MEAR R, EEIRXER |, &AM VPC 1518 Amazon S3 , ik
FHN VPC BEZEEBEMMXE NAT RE , B EEEMTFNTEH. BR , MXLKFT R Tf‘ti?MZIKi&M
. Hfth Amazon XX VPCs SR EZFHBEIEMMXHAITIHE, N FXLEZSE B4 EHAEND
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e, BEEBEMNAR, BXESEL , %55 (Amazon S3 FFIERE) HHEAT Amazon S3
1 VPC i S H,

AFS

- EEEWM

- A8 DNS

- BIERXIHS

- ERAEERERESE
- XEKREHEK

. Y548 VPC AR H

o I BR P 5% i

EREW

« MXim/ANELEBZGR[FENXETA, BELEEN S3 FHMBATEN XER 012 MK i

- MREFEHRE Amazon DNS BR$KE5 , W AR EK VPC ERE A DNS E41E 1 DNS @47,
RIZFERAB O/ DNS RS |, iHREF4 Y Amazon S3 BYiER EFERAT N Amazon4EF /Y IP
Hk,

o X FEE MR A G E Amazon S3 BISEAI | R4 4H Y UM I %0 2 i3 H Amazon S3 iR E.
R ATE R £AHN H 5| A Amazon S3 IR FIERM 1D,

. R‘H:JE:L_H* M58 Amazon S3 BISEHI , FMAIMLE ACL A i H Amazon S3 HIARE., &
BETEM 4% ACL M 5| AET4R5IR , (B BAM Amazon S3 #9514 %15 H3REX Amazon S3 #Y IP
i&iﬂ:,lzlilo

- RELERANEAEZEN M S3 F##B. Amazon Web Services BRSs Flin , EURS A aEEE 1717
SEBEXHNFER  AETESELCNEIEFIANE TEHIEN EC2 K6l, IRR , FHEK
"‘E]’J*‘i‘*”‘+F KRB ALYF Amazon Web Services BRS S8R FEAs3: GetObjectFEiHRlIX L1744
o

- NFEE VPC iR [E Amazon S3 RHIER , T E SRR FHBEB P FER
aws:Sourcelp &, HAEMR aws:VpcSourcelp %, HE , 0T LU B R SR I% 4 R Lt
EC2 £4IA LAEE VPC KT KA [E Amazon S3,

« Amazon S3 INEIMIR B Z g TR FEHIH — IPv4 RZBANR IPV6 it EEH) VPC RN LB
WERAFE UL, WG IIRMERRE , HEFITN TCP E#E, 2R HibuMEETS
ME, BWEECNERERRANTFEZTEAEELRS ; TR UBREORGEEZEFIE
A B3 EFEEZE Amazon S3,
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o TENRSIERT B VPC 25 VPN E#E, VPC NEiERE, FRMXZHER VPC F Amazon
Direct Connect i1 % —im RIR T L FE A M XL imT 25 Amazon S3 B1{E,

< BHKFNRANRFNENXE 20 MRXER , ZEFTFHR. 849 VPC BIR xR KREHN 255

M

o

.58 DNS
1£7 Amazon S3 B2 M >xin [RMIZE O iR KAt |, WA LAEEFAE DNS BUMEILR AR
Route 53 Resolver

Amazon H &K VPC 124 DNS fRZ8% , 8 Route 53 Resolver, Route 53 Resolver B 3 847 FA
BEREXEPHAM VPC HEMIEFK, BR , BFBEM VPC /A EBEEA Route 53 Resolver, Route
53 R AR 2RI S MR IR AL J«ME"\R—IM VPC 4\#84# A Route 53 Resolver, A k#4725 i s
Sk B AN &9 DNS &% % B Route 53 Resolver, ik ##4#7250% 2R3k B Route 53 Resolver #J
DNS &Eifj# & El A i R 4%

I8 Amazon S3 FY#E O IR RUELE N A MR ER iR S A FAHE DNS B , AT BIE AR

Ro X TF Amazon S3 B DNS &if] , AT S G ENARhFTEEORSNIE P i,
FEA11E5F Route 53 Resolver #Y ALIAS i ZFMNE] Amazon S3 B AR IEE XS , X#XKE VPC 1Y
DNS EfE 2 E Amazon S3 2AF IP ittt , MR £ 2% B 2 < ik R

#H DNS

WRIEN Amazon S3 B DR [RECIEFAR DNS , BH IR N )Kﬂiﬁ’#’*ﬁ%%"“ KREERE DNS , NRB
B A M ER VPC WEREEAE O WwKILE Amazon S3, Rt , BFRENREAZEDIRRAE
KB VPC HIRE , AR % LMK

/\\\0
On-premises Region

data center

Private subnet

Gateway endpoint /@
D\ / 53 bucket
}@

VPN connection Interface endpoint
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FAH DNS {UEM T A vh BT 851 =

WMREAXN AN EM BRI SECEFLAE DNS |, MK B SN ARt MENERSERE QKK Amazon
S3, Mk A VPC HNERALEAMXIH/TE Amazon S3, Eit , BAILMELEZA , RAELRENT
EERAMXIERNRE  fREAZEARK.

EHTHEE , MXKiET S/ DNS 2% IP XEAMEEORET oA thservice-
defined, Amazon PrivateLink FXiFEMEMEAES, BXEZEE |, i5S A the section called
“DNS ig3% IP £ #",

On-premises F Region

data center
Private subnet @\"\
Gateway endpoint >@
I:’ 53 bucket

o e

= & ~@)
VPN connection Interface endpoint

BLEFH DNS

B ATE B2 Amazon S3 MENRANHERIES , N HEEFAE DNS, BXEZEE , BSMH the
section called “BlZ VPC in " ( RIZHREE ) = the section called “/5 AFAH DNS &H#” ( BIEF
BiE ).

Bl 2 M < i =X
FEAUT IR REREE Amazon S3 BYM Xk Ko
EREE A B MK im R

$TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #4114,
ESEMERD , ERRR.

% ARBIRR

3 F Service category ( fRS2E5 ) , % Amazon Web Services RS
NFRS , AnLiERER = WX,

o > oD~
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MRER Amazon S3 BIEFHEBAEMENEF , BIEEFE com .amazonaws. region.s3.

WRIEE Amazon S3 BIFEFMEEE ZEFMEMWY |, 1H1E#E com .amazonaws,

region.s3express,
6. £ VPCEmF , EFEEQEIKSK VPC,
7. XF IP address type ( IP bR A ) | f ABA & #1TIEE -

o IPv4— RimaMEZEODE IPv4 Hbit, NHFTEEEN FREE IPv4 i SEE H BRS1ES
IPv4 &3RET |, F Rk,

o IPv6— Nin R MEEODE IPv6 thit, NHBEEMN FMNXA FMHBRSES IPv6 IPv6
BEREY, FXEFLED,

« Dualstack — ¥ IPv4 1 IPv6 it D B/ IR RN EEO, NHUFMEEREN FRERNESR IPv4
IPv6 #tutSE R , H ERSERES IPv4 M IPv6 BRE , F X #FIthikIn,

8. XITF Route tables ( BHFR ) , ERRAEFANKEAHAR, BIMFER/M—NEH , FUERSH
BN REBE MR /AMNEED,

9. XIF Policy ( ZKHE& ) , i%# Full access ( T2 RN ) LA FMEEHEN VPC R FiE
BRINTAIERIE, SN , %32 Custom ( BEX ) SAKI VPC ImRKBE |, Z KBS H E4ET
VPC i R BR AT IR ERI R

10. ( AliE ) BEERNGRZ | FEBRNFHRZL , ARR ARG ENE,

11. SRR IR S

AW TITURMXER

+ create-vpc-endpoint (Amazon CLI)
» New-EC2VpcEndpoint ( &M F Windows #J T & PowerShell )

158 A 1 1 48 SR B 422 361 173 /)

A ERAFEBRERIEFMNEELRT K. VPCs, IP it SEE M Amazon Web Services i/ 33
FREBNTER, XLEROBRIRER — M ATFENERRGIFTE RN RN KRB ED,

Example 5l : BRHIXT 45 E i = 89 17 8]

SET LAER aws:sourceVpce Sk ENROIZR BN I E R RN RIN FHEMBRE, FRIEFER T IEEN
MximR , BUATRELEAEENRFEELXEERNIL R, HER , LLRBEET Amazon Web
Services B {2 %] & £ F 15 E R R FE L I EBRY 5 H,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"
}
}
}
]
}

Example Rl : BR&HIXI4FE VPC K7 H]

BT LAE R a ws: Sour ceVPC &% 4ASI 2R &5 R4S E VPCs ZEEERRE, MRMEER— VPC A
BETZMNER , X2EEEM. BRIFFERKBEBEN VPC , BNUT KRB LERIEENRIERSR
EERWIEE, BXE , FEET Amazon Web Services BB 4] & & AIEENIRER LN IEER
#yiEEl,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
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"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-111bbb22"

Example Rl : BREIXHFE IP bk S E #1758

AT LAE A aws: VpcSourcelp AR AIZRFIFTIFE IP it BE LR R, BRIFBERKBEE
W IP ik, BN TREASERAEENRERENEERNIAN,. HEER , LREET Amazon Web

Services EER G| A A ENRER LI IEEMIIEMR .

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"NotIpAddress": {
"aws:VpcSouxrcelp": "172.31.0.0/16"
}
}
}
]
}

Amazon S3 Hix R
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Example =5l : BRHIXT 4 E 7 MRV IE R AR Amazon Web Services ik /2

BOLAE s3:ResourceAccount 4K CIZERKRE | AT RHIXI4FE Amazon Web Services ik
P & S3 FEENIEE. BRIE S3 @IHIEEM Amazon Web Services PR , BNILATREAFEH
FEERIREIRL X X ERFR G B,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-bucket-in-specific-account”,
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringNotEquals": {
"s3:ResourceAccount": "111122223333"
}
}
}
]
}
KERBEH R

BAUEREMRImQARBKNEHAR, SEXKRBERN , BIPFEIAMN—IEE , FURSHEN
R REERRRAMEED, SEBUHXBKIEHAREN , R % B30 M BE R B BRG R H .

EREH A XA R

$TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #4114,
ESMERT , EFRR.

EREMRImR o

1£$® Actions, Manage route tables,

BEFEERIEUHERERB R,

i%# Modify route tables ( S HE ) -

I
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AW STRIREEAR

» modify-vpc-endpoint (Amazon CLlI)
- Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

Y% VPC i SR B

SER BN Mk im [em B IR LR A, U RIEE IR R VPC X Amazon S3 #ATHY AR, FEEXT5Tim
,“%ﬂl%)‘ AN ERAREZEE/ LT REN. BARBATZ2TE, BXESER , B5H
Ui R B o

EAEEA E din /R

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. ESMERP , EFRR

3. EEMXmR.

4. X% Actions ( #4E ) . Manage policy ( BEEKHEE ) .

5. %3 Full Access ( T2 AR ) AA TR RFZFH TSGR , HFIEEFE Custom ( BENX ) FHE 0

B E R
6. EEFEF

TE 2158 Amazon S3 Him KB RG,
Example R4l : PRI 4 EFE BN ILR

B LABI B — N RSN AW BRI E S3 F#EE. WREN VPC Amazon Web Services RS 1 HE
HaufER S3 4@ , ML ThEEEER A,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Allow-access-to-specific-bucket",
"Effect": "Allow",
"Principal": "*",
"Action": [
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"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:: :bucket_name",
"arn:aws:s3:: :bucket_name/*"

]

}
]
}

Example Rl : BREIXFE IAM B BRI R R

BO L R REINTEE IAM Bl iER RN KRR, YEA aws:PrincipalArn EFE AR FiGR

R

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {

"aws:PrincipalAxrn": "arn:aws:iam::111122223333:xole/role_name"

Example R4 : FREIXT 4G EMK o R PR 15

18R] LA B 22 PR I3 45 TE K £ 49 13 R AR PR 49 SR B

Amazon S3 Hix R
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-callexrs-from-specific-account”,
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"
}
}
}
]
}
LEI S =y

RTEMXim R AU EBBR. SEMERMXmRE , RS FMER B R B BR iR RSB
WRFAE DNS BE A, WFTTEMI BRI X ik Ko
158 3 422 %1 & D B P9 K o 0

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBERD , ERIHR.

RN R IR R o

i%# Actions ( #4E ) . Delete VPC Endpoint ( HilB& VPC %5 ) -
HRARRHTHIAR , WA delete,

b= ] 8

2 T

{52 AR A 5 17 M BR P 5% o ).

+ delete-vpc-endpoints (Amazon CLI)

Amazon S3 Hix R 79


https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-vpc-endpoints.html

Amazon Virtual Private Cloud Amazon PrivateLink

« Remove-EC2VpcEndpoint ( & F Windows ¥y T & PowerShell )

& F Amazon DynamoDB HJ R i &

BRI L MERA MK VPC s _M VPC 178 Amazon DynamoDB, SIZMxis /G , Ea U E IR B
HERFWESR , ATMNEH VPC B[ DynamoDB B R E,

EAMXKER/T2REEMFNEA,

DynamoDB it XM xin R Om R, EBMXiER , BRI LM VPC 58 DynamoDB |, 7
TR VPC BBEZEEBRMMA NAT 8% , B EFEEMAHANAEH, BER , WXAHETKRTATFNE M
&, Hfth Amazon XFHX VPCs ERZ B IR MM TIHE, N FXEZR , B4RERED
WA, FEREFNIR, BEXEZER , 5% Amazon DynamoDB FF & A R ERHH DynamoDB
1 VPC g R,

AFN

- XEEM

o BIEMXIKS

« £/ 1AM policy # &l 7]
- KEREEHE

. YR VPC i 2R B

« BBRM xRS

p=c5_R=-B01

« MXimRREL R S0 [LAPMERN XE WA, B4RE DynamoDB R 1E#Y A8 [E X 35 M 12 M X i
&

/AN O

- MBEEHAR Amazon DNS IRSSES |, MMM RER VPC EREE A DNS E41%E 1 DNS #4r, 0
REERABCH DNS RS , BHRESF4HX DynamoDB K% R EHMEMT N Amazon4 1Y IP it
ik,

o X FBEMXiHRIE DynamoDB BYSEHI |, AN A0 o iF# B DynamoDB BRE, &1
LE L2 EMN 5| A DynamoDB BB 5 R/ 1D,

« XNFBEMKim KGR DynamoDB WSEHI , FREIMLE ACL &M S H DynamoDB HIRE, &
TREFEM & ACL #NI e 5| AHIZRIEK , 1B A BAM DynamoDB B 51 4% % 3% 3R EX DynamoDB #J IP
HUESEE .

E AT DynamoDB Ky i% & 80
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« WMEREFEH Amazon CloudTrail i DynamoDB 4 , N BENXHBEREERE VPC hLHK

EC2 35 IP bt AR BT L i1 RHUUT M E KRB MK L im T LB 1D,

« MximRNEEF IPV4 RE.
o RESZEIHFMASHIER IPv4 ik WA IPv4 #hik 28 5k B 88 VPC BFAE IPv4 Hidk, s

IR M EEE R |, HEFFIT I TCP &R, Z2BIfFEALE IPv4 thit NIEZETLIIRE, El)(""’(ﬂ':ﬁ']
BREANXIFERNTEZTEANEEES., & , #TNRUBREEZFMNZNRGEB B3
E¥TE$#EE DynamoDB,

TENRREET R IJVPC 2. VPN E#E, VPC MNEEE, LM< EH VPC F Amazon
Direct Connect iE# 3 —iw ) &R TT A FE A M XL in T R 5 DynamoDB B&EfE.

« BRI RARF N ENXE 20 MRS | ZEFT AR, F1 VPC HMXinRESN 255

™

o

Bl 2 M < s =X

£ AT I 2 82 E#EZE] DynamoDB K MK im Ko

E 425 & 02 M X ik R

1.

9.

N o o bk~ w0 DN

T FFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &

ESMERP , ERRKI

®E AR R

Xt F Service category ( BRSS! ) , %£$F Amazon Web Services fR%S

NFIRS , winidiEss KB = MX", ARfFi%EE com. amazonaws, region.dynamodb,
£ VPC UIH | iR EIRBIK KM VPC,

X F Route tables ( Bk ) , ERIH[LEFANERAK. RITFEaHHFMN—NEH , FURSH
B REEmmKRMEEO,

4 F Policy ( 2B ) , %% Full access ( R£HRINIR ) UATFAEEMAET VPC i ] FIE
BRINTAIERIE, BN , %% Custom ( BEX ) LK VPC it KB | Z KBS E4ET
VPC i 51 BR AT R R,

( Wik ) BEERMRE | FEFEFNFRL , REMAZRSHENE,

10. EEOEKS.
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ERABTITHEMXRER

 create-vpc-endpoint (Amazon CLI)

« New-EC2VpcEndpoint ( &M F Windows ¥ T & PowerShell )

fEF 1AM policy #1175 8]

] LB |IAM policy SRIZHIHRLE IAM E &R LAER 4 ER VPC ik R K15 E DynamoDB .
Example 7R : PR &% 45 E b = B9 15 8]

AT LAE A aws:sourceVpce A ERGIZA TRFIXEE VPC in SRR R, FRIEEREEN

VPC iR , BN AT REGFFIEL X MK~ F DynamoDB &R E, tREMBRIRERE —MATFENERR
BIrR IR U5 R PR AV R BEIE Ao

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-endpoint”,
"Effect": "Deny",
"Principal": "*",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:us-east-1:111111111111:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-1laa22bb"
}
}
}
]
}

Example il : RAFRBESFE IAM BB

B LA BIERE , UATEREE IAM AHRTIER. A TREFOEE IAM B8R T IHRRR,

EFF DynamoDB K% = 82
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalAxrn": "arn:aws:iam::111122223333:xo0le/role_name"

Example "4l : RFRBIFEMKFHVAIE
BRI BB —MXATFRBEBFEKRFNIFRANERE, LA TREOEEKSFHNAFRRFIHRNE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"sid": "Allow-access-from-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"

EFF DynamoDB K% =

83
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1

RERBRH &R

LU NEREM R QARBKNIEHAR, SEXRKBERN , RIFAAM—NEE , FURSHEN
HHRREBERRAMEED, SEBUEXBKIEHAREN , R4 B3 Mk BE R BBRR B,

EREH xR AR

TFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##| &
ESMERSD , ERHR.

R KRR R o

%32 Actions, Manage route tables,

BIEFEEFRIEUHERBRHRK.

%32 Modify route tables ( EBEHE ) -

2 e

EABTITREREEHEE

» modify-vpc-endpoint (Amazon CLI)
« Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

YR VPC i SR B

&R BN MK i AR IR IR SR A, DU 1R HIE T iR /M VPC X DynamoDB #{TH G, EE#H TR
REME , BN ERATRFE/LOHIRER. MARBATTL2HR. AXESEER , F5H
s R R B o

15 F 2 15l & 38 i SR g

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #4114,
EEMERD , ERIRER

1 W oK i

IR IE$E Actions ( #4E ) . Manage policy ( BEKEE ) o

1E$E Full Access ( T2 151 ) UAFXN RS HITELEHIR |, &% Custom ( BEN ) FEHi0
B E SR RE,

o K~ w0 Dd =

EFF DynamoDB K% = 84
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https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.amazonaws.cn/vpc/
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6. ‘&R

EA B TITI

Z MR IR

» modify-vpc-endpoint (Amazon CLI)

« Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )

TERE DynamoDB #Y i & 5 B R4l

Example Rl : faiF RiETE

ST LABIE — MRS R BRI RIRTG AV SRS, BAT SRBE R T 5 H M #38 DynamoDB &RHVX R

{

"Statement": [

{

"Sid": "ReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"

1,

"Resource": "*"

Example R4 : PRI 435 E A9 U5 R AR

&) Lol 2 PR &IX 4 E DynamoDB &RHY 15 R FRAY R BE o

LI

{

"Statement": [

{

"Sid": "Allow-access-to-specific-table",
"Effect": "Allow",
"Principal": "*",
"Action": [
"dynamodb:Batch*",

LAUR SR BE LTI 8 E DynamoDB XY 17

EFF DynamoDB K% =

85
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"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"
1,
"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"

il B PR o Ui =

RTEMX iR R TS EBIBR. SEMERMXmRET , RS F M ER B & BRim RS B
58 A 422 51 £ D BR P90 K o .

TFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##| &
ESMERSD , ERRR.

RN R IR R o

i%# Actions ( #4E ) . Delete VPC Endpoint ( #ilBk VPC iw5 ) -
HRERRHITHEHIAR |, WA delete,

b= ] 8

o a0 bk~ w D =

{55 F 5 5 17 1 BR R 5% i =

+ delete-vpc-endpoints (Amazon CLI)

« Remove-EC2VpcEndpoint ( & F Windows #J T & PowerShell )

EFF DynamoDB K% = 86
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https://docs.amazonaws.cn/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
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B3 Amazon PrivateLink 1517 SaaS 7= m
£ Amazon PrivateLink , A LAFABE HF XI5 SaaS =@ , EIXEFRHRELB DK VPC FIE1T

_#o
H3x
- BIEEDRS

s
n

& A LAES Amazon Web Services Marketplace 3. WX FFi &K Amazon PrivateLink 12t X £y
SaaS =M., BXREZER , BSWEMA Amazon PrivateLink Z4 BF.\ A #1518 SaaS N AREF.

& AT LAM Amazon ER £ R EIH Amazon PrivateLink 12X 35# SaaS = m. BXEZELE ,
#E2 8 Amazon PrivateLink &E{k £,

TERERTWNMER VPC In QEEE SaaS ™ m. RFREEFHCBE[URSHBEES R TR [KRS
HIFENR. ERRSERE , BALUGIEED VPC KR , ZRRELZN VPC FH— NS FH
Bin RBRS < B2 M EE,

Region

&y

VYPC endpoint Metwork Load
Balancer

BESE 87
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BIEE ORI

FEAUTEREMRIERET SaaS = miviEQ VPC Ko

R
T RS
BIBEES SERFRSHZEQR

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC Z#| &

2. ESMBEHES , % Endpoints ( mR ) o

3. ERBIEBIKS,

4. WMRIEM Amazon Web Services Marketplace MR 7 RS , BT TIR/E -

a. XFERHE  %#EF Amazon Web Services Marketplace RS
b. iﬁ#ﬁﬂﬁx
5. WREET Amazon Service Ready EEIT I T RS , BHITUTRE

a. XFRHE  #%4F PrivateLink Ready & E{K RS
b. WMARSHENR , RAEERRIERS

6. XTF VPC, &EEENFIHR>REE VPC,

7. WTFFW , EREEHPUBHAMEEON TN,

8. XITF Security groups ( Z£4 ) , RBRESHANEZEOXRKNEZ LA, AN A ARG
VPC F B RERKAMEEO 2 BHRE,

9. ( Wk ) BERIIRL |, FIEE Add new tag ( BINFTIRE ) , RERAZITZNENE.
10. EFEOIRKS

FEEORS
BEXxmEEORANEER |, 1§31 the section called “Bt B O =7,
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®)E Amazon PrivateLink 15 8] EE#¥Ii& &

BRI ERAMXABIERTRES BEBINBENRENT, ILERZFAATRERE, S0, KK
ERINMEMMNERS. SATNRERE VPC Iw[RIRSEEEMX AR HER, Ht Amazon 4B 6
B WX A& R iR R R R SRS

EM

BRRBENMNXAHEIERKEARESINTARMENS —/ I EEKERER, I BEFRBLENK
& GB ¥%., BXEZEE , iZ % Amazon PrivateLink 4/l

H %

o IP Hhyr3RA

i

- PIBRERGEANNKABESERIESES

« EARNXABITERERLTELERS

BXREZEER , FSAMXAEIGERS,

A5
Ak

TEEE T N ARF RS | MMIET Amazon PrivateLink B 2218 &, NMARERFRSSHERSEH
& VPC W FMHIETT, BER— VPC S — N FRPBIEMXATIIERHR. B BB MM
ARESERE VPC WATEREE E4RBINXATEESRER , MEHTRE , AEEEHIER
FH. A BEANAERFRSENIEREQERBHIIMXARTERRALUHRTRE , RAEETE
BX % X 5% 4% 3% 8 B BT L 2 7 AR S5 8% o

=
&
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Region l
— e’ —
2

w ( N | s T
] . ¥ ~ i '
— o B i 4 H — .
- d * @ L = 3 2 ' E
Application servers Gateway Load Balancer —

endpoint ! Gateway Load Security appliances '
Subnet Subnet — Balancer :

Endpoint service

MEEMEINARFRSSBENRE (EREX) -

1. REBE EBRMM X ARSERE VPC.
BEBHAREE , RE R X AT R
BERELRE , IREBREIINKXARIGEREUHITRE,
REZTRGE , FREAEE MK AT ITEEFIRK S
REBHREE , SREXAXINARFRSS.

.0":“.0-’!\3

MM RARFRS SR EBRMNNRE (RBEEX) !

1. REBHREE , FREREIMX AT ERIKR
BEZLRE , RREBREIMXARGEHERUHTRE,
RESTHE , FRERE RN 7 %35 R
REBBREE , FREKXEIEBRMMXK,

TRERER B E BB,

.0":“.0-’!\3

=
&

90
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A P4
|
|P b3S HY

RFRBEETEY IPv4, IPv6 = IPv4 #l IPv6 MRFERAEREERSHER , IFEZ2REZ2NEE
IPv4, MMBEBEANMERZET K NINEERAETHEMFER IPv4 HRENRS , HEFHNERETREFE
F/ IPv6 1B &M AR SS

MEMKXAEIGERIF /TR IPv4 , Mg /MEEOEE IPv4 thiit, MRMKR AR IGERiG [/
IPv6 , Mt A% EOEA IPv6 iilt, ToEMEBMIBEESMEZON IPV6 i, MEBLHER
IPv6 bt EiRiE S EED , BEEEE A denyAllIgwTraffic,

NimR[RBRS B A IPve ER

« WRMRSH VPC MFMLMEBXEKR IPv6 CIDR R
Ui AR S5 B PR P ok A B S T B8 AU R TR IP 3R B, REWRBFAFRERF IPV6 RE.

ARG =RIH K]S A IPve FER

mR RS SAMEETE IPv6 XM IP ik KA,

M A ERHSMN IP it RBAMERMAR AT ITER KR[N FNRE , TR

« IPv4 - ¥ IPv4 it D ELA IR RN EED, NEFMBEEFNEES IPv4 thiSEE R , FXiFt
EIN,

« IPv6 - ¥ IPv6 it D ELAm AN EED, NHMBEEFMIIRNR IPv6 BFMET , F X Fit
EIN,

- Dualstack ( X3tk ) — 4 IPv4 H IPv6 st DB R MEED, NEMBEEFNEEER IPv4
M IPv6 tbuESEEIRT , o RIFHLIED,

- lRSEAE VPC R 7R ERHERATERE IPV6 RE , MXLFRAIME ACL LIV IPV6 it

Eo

B EH

EENRERAIRSRS , BEAE ID B AFOEHSRRALIEENEHARTPHNER. ELEH
FFEEBARMEEEABERK , WTFAT R, A Gateway Load Balancer W RAEN BAREY , TREFBIRYIRE
EAEN, EXERP , THEREESTE IPv6 A,

B BRI > 19 8% FA &=
LEER RS EB R RENARF RS SH[NREREF MR ARDERIRIRVEEH,

IP iyt HY 91
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B E B 5
VPC IPv4 CIDR S
VPC IPv6 CIDR it
#A#### IPv4 CIDR vpc-endpoint-id
#u#### IPv6 CIDR vpc-endpoint-id

BENARFRS RN FRERER
It B% R AAME BRI B N ARF RS BR[O FTERERERIMX ARG E R R [HEEH,

BRI E B4R
VPC IPv4 CIDR 7R i
VPC IPv6 CIDR 2R i
0.0.0.0/0 vpc-endpoint-id
/0 vpc-endpoint-id

BEMX A BERH RN F AR HE

M%Eﬁ%@HM#gL mmiﬁLﬂ %EﬁﬂpoW%mixﬁﬁﬁw,$ﬁ%méﬂﬁ§ﬁﬁ
FNARFRSES. WRREXRENARFRSSS , WRINEFMERERER EBRMMXHEEH,

BirfLE B#R
VPC IPv4 CIDR i
VPC IPv6 CIDR R i
0.0.0.0/0 internet-gateway-id
::/0 internet-gateway-id
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BIEREREEAMR AT TR IR SRS

A LA B Amazon PrivateLink ( A mRBRS ) XIENEBEHRS. BRRFRMEE , MalE
SRS 2 AWEEN Amazon TERRRESERE.

i RARS EEMZ A ERMR AR GER, EXHIERT , LRERANX RIS ERR 021w
%o BREAMNZNBHERBR/IBRSNESER , SR B KRS,

B

- EEEWM

- RREH

- AR AARSS

« BN IES/IRS A

FEEM

- IR RARSEL ORI RS XA,

- HRSEAERREXBIRSHESN , MNREEIERSEHAEENTAHAKX, HRSREA
BERSEAEL TTARNKF FE | us-east-1a EATAX B ITEELME ZEE A Amazon Web
Services i PARREMNKFRATAX, S@AAEATAKX ID — iR RERESHATAX, BXESE
£ , 55 Amazon EC2 AAFEEH/ AZ ID,

« &1 Amazon PrivateLink BR E BB &, BXxEZEE |, 558 Amazon PrivateLink Ei&l,

N4/

FRFMF

- ENRBEBRSHTAXFZEFTEDHNFRNBRSRHED VPCo F—NFHATREREX
Bl m—PMRATHXAEEER.

- ERFSREMRE VPC RElEMX NG ESR. REUNERKIKRS LEA IPve X, NABREM
ANEBER EERANERZF, AXESEER , BEANXAHEEREAT,

- ERFREME VPC REFRERE |, R EMB 0B 9ER B R4A,

B iR LRSS

BRUTISR , EAMXABIIERER SRS
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-regions-availability-zones.html#az-ids
https://docs.amazonaws.cn/elasticloadbalancing/latest/gateway/getting-started.html

Amazon Virtual Private Cloud Amazon PrivateLink

e RS A ol 2w RS

1. i https://console.aws.amazon.com/vpc/ TF Amazon VPC #£#| &
ESMBEESF , % Endpoint services ( imRRS ) -

i%£$% Create endpoint service ( 812k 2RSS ) -

£ Load balancer type ( A5 #EFRE ) EIHi%EFE Gateway ( WX )

¥ F Available load balancers ( ATAAEKIGHR ) , EREH MK ARG HESR.

£ Require acceptance for endpoint ( FEEEZUFEARS ) ETAF |, %#F Acceptance
required ( FEET ) LERFHESIHNRIURFSHEZEER. N , FEHEZEN].

7. XTF Supported IP address types ( Z#FHY IP #hub KA ) | AT TE—B%E -

2 R

o %R IPv4 - BRIRKRIRS AEZ IPv4 B3R,

« %8 IPv6 - B AR RBRSUUIER IPv6 B3R,

« &R IPv4 A IPV6 - /5 AR RBRSS AR IPv4 H IPVE E3Ro

(Wi ) BEERMFFZ |, BiEE Add new tag ( RINFIHFE ) , ARRAZISHEMNE,
9. %&3%E Create (812 ) .,

®

ERWTITRERRS

 create-vpc-endpoint-service-configuration (Amazon CLI)

* New-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)

EEN: b I=: ST
RS REF AR ITU T IRIES BER RS A B IRERS
o BIXBUAAFENMNRGSFERAEEZEIECHNIHRRRS. BXREZEER |, SR the section called “B

BXR,

- NRSEAEFRELENRSEHNZFNATRAX , UEMIES G2 E DR SUERIEHNERS. &
*E%1E/u\ , Ea@TEE’J 1*350

TRESEAENHSEEER, BXEZEER |, 5 the section called “EZ H B4 EREEFR",

Amazon EHRLUET 6 2R X AR EH R K /UKL BEEIENRRIRS. BXESZER  FEH
B MR R ITEERIR Ko

EENR /RS TA 94
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EAMXAFEIERRRIATEARERS

A LA W ok A Bk 39 T B iim )R BUE S Amazon PrivateLink X ##9im 2RSS

N FIEE VPC FEEENENFN , RITEEFMHEIE—NMNraMEZED |, HAEDE FNisiut ST HE
ANFE IP ibit, wWEMEZEORHIBEREEENWMEED ; B LAEER Amazon Web Services
P hEE , BLEETEE,

EES

- XESM

- EREMH

- BlEIKS

- BERH

. BERZ

o HHIBR PR X S B3 T B ik =

RS

- BHEERSEAE VPC FER-—IMTHKX, WEMNEEERL TN, HEEZEREFMPEAMX
AEPERIRR , LA EIFHIR R ARG ERIRS .

s BWAILASMNRENENTHAXSIREANNXABTIERIKS , BEXTERERMX AT IEE R ZIFHNA
AX., ZRFREBERSEREL TAENK/ T |, us-east-1la FAAX BN AR E
8 Amazon Web Services Ik P ARREINKFFEATAX, SAIAEATAKX ID — iR iRRSH A
AX., BXEZELR |, 2 Amazon EC2 AFERHH @o

AEERFRMUEESEZERE  ETFEARRES. REELEET VPC in R REXEHN VPC
PR RIRNER. wROOREXBER VPC EFEI’Jﬁ/J?Fz;bEI’J FRERE R,

- BAMNTAXHBIMNMXAREERHRLAXZIESIE 10 Gbps BWHRH Bat @y BESiE 100
Gbps,

« MRHRBRSESANPRABIGERKE , BANTEMEENATRAX , MXAUBEERELJUS[NE
BTN - ABIEERNEILE,

- EFRERFER-—TARA , RMNBWEEFEHLERENZNTH X IR M X A E R IR

- HREBBTMXARDERFRISLITIRBAN , AXEMENBGERETS K IPRE , BEBREN
FAEBERNTRE— VPC IR ML,

N4/
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. ﬂﬂ%fﬁﬁﬁfﬂﬁ"%ﬁ%ﬂW%ﬁﬁiﬁﬁi%ﬁ\“)ﬁﬁﬂ:ﬁ—/l\-T-PW':F' , JU NACL HURHE X3 MR A 72 e AR

25 2 M ok S B 1 2R i [V R B 1T 1T

« MREFMRAFHERENREANERMMNX —EZER , U IPv6 REFEEF., Bk , NEA

BEMM <A A By A EHN,
&HY Amazon PrivateLink R E BB H#, BXxEZEE |, 2SR Amazon PrivateLink Ei&i,

FRF M

« EEFMNFHRBRSHATAXS S -—MEEEDFHNMNFRNBRSERE VPCo F—NFHAT

MRAEFERSSR , 5—MATRXAEIEERRR

- BEERITRARSIEFEMETARX | EFEAES A describe-vpec-endpoint-services & iR ik =

e

- MREHRFNLTEEME ACLHNFMH | TRIEME ACL REATFIRFAMEZEOS VPC %

RZERRE.

Bl 2w K

BRBUTHR , Q2 EEIRERS R KRS M X IS E R R R

£ 2 & 212 M X R E T 2R ik R

1.

© N o o bk~ w0 DN

BT https://console.aws.amazon.com/vpc/ TF Amazon VPC #1154,
ESME®KT |, %# Endpoints (KR ) o

TR R,

FFRE | EFRFEHA NLB M GWLB Hik <8

X F Service name , ARSI ET , REIERE Verify service ( RIEARS ) »
NF VPC , EFRE/MN 5 R RRSH VPC,

NFFM , EREEEFQBELIMEZEON—N TN,

X¥F IP address type ( IP #ab3E ) | A MEA RT3t 1TIEEF -

o IPv4 —FF IPv4 ihit D ELAIR R KEO, NHEEFHEER IPv4 it SEER | F X5tk

Uilo
* IPv6 - FF IPv6 bt DELL IR KM RO, NHIEE FRNXER IPv6 B FMAET , F itk
Wlo
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o Wit - FF IPv4 M IPv6 it D EIA IR R MEED, XNHEEFNEE IPv4 # IPv6 HiilkSEFH
B, X EFIEI,

9. (Wit ) BEERMFRL | FILE Add new tag ( RIMFHRE ) , REAANZRZHNBIE.
10. EFCIRBIRS. FHRIRESH pending acceptance.

EA B TITREMX A EERRR.

 create-vpc-endpoint (Amazon CLI)

* New-EC2VpcEndpoint (Tools for Windows PowerShell)

5% FH

BRBUTIRENRSEASE VPC BEERHBER. XELZLRZFEBNRAEINARFRSFZHALRER
TEZERE, BXEZEE |, 5SS the section called “BEH”,

EREHaEERKH

1. @X https://console.aws.amazon.com/vpc/ ¥TFF Amazon VPC &l &,
2. HESMBEKD | % Route Tables ( BHXK ) -
3. NEERMMXIEEBARK , HAMTUTERE:

a. MRIESE Actions ( ##4E ) . Edit routes ( 4mEEEKH ) .

b. WMRELFE IPv4 , EiEIE Add route ( RMMEEH ) o X T Destination ( B¥r ) , WARARE
FF RS 25 F MK IPv4 CIDR R, 7£ Target ( B#R ) &IAH |, % VPC if =

c. MWREXZFH IPv6 , Bi1EFE Add route ( AINEEH ) o XITF Destination ( B#x ) , MANAE

FHRSES 7 MEY IPv6 CIDR 3R, 1 Target ( B#7 ) WA |, i%3F VPC IS
d EEREENR.
4. NIBENFARFRSSH|NFMEREHRK , HFHITUTRE:

a. fRXIESF Actions (#4E ) . Editroutes ( &REHEH ) .

b. WMREXZF IPv4 , iF1EF Add route ( AMNEEH ) . £ Destination ( BARLE ) FE& , WA
0.0.0.0/0, £ Target ( B#5 ) =W |, % VPC w Ko

c. WREZHFIPv6 , FiE$E Add route ( FIMEEH ) o £ Destination ( B4R L E ) FE , WA
::/0, 7£ Target ( B¥5 ) &I , 1E£F VPC iwm Ko
d. EEREEI.
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5. NEEMXAHBERE[UNFRERRESR , FHRITUTERE

a. MXKIERR Actions ( #4E ) . Edit routes ( mEEH ) .

b. WMREXZF IPv4 , iF1EF Add route ( AMNEEH ) . £ Destination ( BARFLE ) FE& , WA
0.0.0.0/0, £ Target ( B#5 ) I |, EFEHERMM R,

c. WREBZHE IPv6 , FiE#F Add route ( RINEEH ) o 1E Destination ( BFRLE ) FE , WA
::/0, £ Target ( B#5 ) WA |, EEFEEFBRMMK,

d. GERFEEFEER.
ERARNSTEERKE

 create-route (Amazon CLI)

* New-EC2Route (Tools for Windows PowerShell)

BERE

IERBAN M X AE IS ERRm [RETIRS , USRI CHBRBALANTENHATO XK,
EREH e EERE

1. @XM https://console.aws.amazon.com/vpc/ ¥TFF Amazon VPC &l &,

2. ESMERT , ERiRR.

3. ®“EEOWR.

4. HORERE Actions ( #4E ) . Manage tags ( BEEB#HRE ) o

5. EERFMFRZ |, BikE Add new tag ( RINFHREL ) , AEMARSHREINE,
6. BHEMRFE , BEFRRIHNBMELNE Remove ( MIER ) .

7. %&$ Save (RE) -

EATTITERIRE

- create-tags # delete-tags (Amazon CLI)

« New-EC2Tag # Remove-EC2Tag (Tools for Windows PowerShell)
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1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC #£#| &
2. TESMBE®D , & Endpoints ( ImR ) HEBREN IR

3. {KIRIESF Actions ( #4E ) . Delete Endpoint ( MIBRIHR ) o

4. HEWHIANRED | % Yes, Delete ( 28 , B ) -

i BR R 5 S B H9 T B i R

 delete-vpc-endpoints (Amazon CLI)

* Remove-EC2VpcEndpoint (Amazon Tools for Windows PowerShell)
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- FRIEATAX

- BXEE
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HEIEERABTAY  BYSEEOFHATARX R IRERS.

DNS E#1%

LIRS RMELIE VPC KimT RBRSET , Amazon @R ZRFERL KT RIFERN DNS EH B, X
LEEMNEERDT

endpoint_service_id.region.vpce.amazonaws.com
LA 2 us-east-2 XigH VPC i SRS HY DNS EHE =B
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SRS ERAECEED VPC i REY , Mt ZXEN S X DNS £ , HIRSEAERT SRR
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endpoint_id-endpoint_zone.endpoint_service_id.service_region.vpce.amazonaws.com
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REREFER N Hin RS KREKTLE DNS BF , UERSERAEREFEREIER DNS BFHHE
2RSS . MRRSEMARFHFILE DNS EMEHE[ARSAXE , MRSEAETUANEZOKIEHA
8 DNS &%, MREBSREREBAREALEDNS , WRSEAETREEEFTENARERF , UER

VPC i QARSI 2 F DNS B85, AXEZER , 52 EE DNS & #5.
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BHRSBRSENNERSHEREANTHAXPRE, N TRESTALIEYE , RNBUEEED
ANATAXPERAASIEES  E8NCEANXIEHREE EC2 4] , H X LESSHIEM 2SN 8
BH#E7R EiRA,

Sl ABXiENE9E  UBRESANANTARFRERSERS. B2 , MRAER SRS HXEH
MBE , NEAEFSTEMNFMNXEFRRSERS. BiEEE , HEHN Network Load Balancer 5 &
X i3 £ et | FFUER EC2 R &M% A,

FAETUEREE SRSV TAXPSEEND VPC iR, BIPFEERERN VPC iRaBENEN
FRARE—NrRMEED, RIFRE VPC Ima IP itk E  AHFRPNE N m M EE
A28 P ik, HiFEREX VPC i RRSEAXEHEAN , RINSREBR—NSITEEN RS MEE
O, #EFEARAEZLZETATAXPHMEEOZETR, AE , BIISURERNIEERIME
FEOMW IP bt

MRNTEEARFKE , RIFPFREFRBER—NTARXA , NEREAEAXERIEN VPC i
&

/AN O

= X g i 8]
BREFRABRATUE—IMXEEERS , AE—AZTXFENXEFREZRS. RS EHE TR RS
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Permissions
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B o
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- B IAM XL BIRR/BRSHANEENXBXENXE , EFA
ec2:VpceSupportedRegion %48,

- EEEIAM EHIERE VPC i KB AT BUEE N RS XM X , iFEH
ec2:VpceServiceRegion &4,

EEEW
« RFREBATEERMA—MERMAKE , REFEEFERNN KRS X FXE,

« BNIHRRSSATUMEENXFERITIHRE. EREFENXINZFHXEERBER. ARTAT
R, BULESINMNXERBRSIURS  ANEBNRRIURSEREXETR.

« BRSEAELTREEMA—DMERMAXSE , RESFEEFRERNKINVRSXE, RINBWERS
e &R AT REE A X R EE M IS X ENEERIL R RS . XEREE T RAE R LR MR,

« MRBSRERABFEN XN ZHFNXFEPBER , WARS 6 A EE QIR K QTR R %X
FERRSXE, HFEE , XTI ER I XEEN RS XEHN ARG R R SRS .

- WREETAY , REEFLTERAZEIFHINTAK, BEXEBERAFEERHENERAEERAMEERNT
X

« UTAARFTLZEFBERXIEHRE : usel-az3, uswl-az2, apnel-az3. apne2-az2 #l apne2-
azh,

« BXEBEXEIAE , 7L Amazon PrivateLink B A X 2 BN HER#E, © T 5 EEXIEH0 k%t
%,

- 7 TCP ZHRENEEBE N ENREZATERTIFEXIFH IR,
+ UDP 7R A X FBE X HA,
- REMHE ST Amazon PrivateLink X ZH RS F X FE X 54,

IP tth ik S8 BY

RS REEATEY IPv4, IPVve=HM IPv4 ERMA 2@ RS EREREERS RS IPv6 , BMEAR]
K EImARSS BRI HF IPv4, MNREE AN ZE , MIAHERE TUREER IPv4 K5 RER RS
TRTHYH S & W BUERRER IPv6 KRiEREMN RS .

R VPC KT RXFMED IPv4 , IIKIET ANEEOESR IPv4 ibit, 1R VPC KinT R
KD IPv6 , MIKRIFT SMEIEOER IPve #hit, To3EET BB ME&ED IPve Ry Ht,
MREERA IPv6 it iR A MEED |, HEEZEOERdenyAllIgwTrafficA,
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IPv6 N & inT RIRS B AN ER

« KIRT RBRSTHY VPC MFMLMEBXEKR IPv6 CIDR R,

o U RARSS AV PR P 4% B ES E BR A A R AR IP bR B, BAR AR EXIM IPv6 &, MR
SAEREPIARAE 2 FREPRVR IP bk | WATALIE IPv6 ik,

IPv6 RIEOXiET 2B HANER

o BigT RIRSSMZHF IPv6 BER,
- EOWK/W IP ik RA MG OR[N FRRE , IR

o IPv4— NENIRKMEZEODE IPv4 dbit, NEFBERERNFRER IPv4 eUSTER |, F &
EEIED,

« IPv6— NEMNIRK/AMEEDO DE IPv6 ik, NIAFRAIEERN TN FMET , IPv6d XiFittik
Tlo

« Dualstack — ¥ IPv4 # IPv6 it P ELA IR R NEEO, RYUMEEEN FNEREE IPv4
F IPv6 #bitSEE AT |, F X IF IR,

EDim <K DNS 123k IP #hhb R H

BEONIRK XN DNS 2% IP b R BRE T HATIZEA DNS 12%, EOWSM DNS i2% IP it
HUREZEORSK IP it RAHFSR | TFFHR -

« IPvd— RFE, XFHX1E DNS FFEIE A iBFK, IP iR B AHREIPv4E, Dual stacko

« IPv6— AFE. XEMXE DNS 02 AAAA 1B3%, IP bk RB AR IPVE6E Dual stacko

« Dualstack ( Xtk ) - RFE., XEH 2 X DNS BF0IE A F AAAA iBF. IP it B UFR
Dualstack ( M%) o

BIER... REZIFAIRS Amazon PrivateLink
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BB SEBHRS 2 BEREN Amazon TERRESERE.

SRR RME M

i RBRSS BEMEZ A ERIMRNHIGER, ABIEREWKRERSERENE R FEREH
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FRZM

- EEINREBRSHTAXS , AiRQURSEIZEFTED - FRH VPC,
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# IPv6 CIDR 3R,
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M. AXRIBELERMAERED , BUEEZRKENZEDHNTRAXPRERES

- MREHMEZABIERELLE , WeHXAATREREF i IP it AERE, HE , BALX
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- EESNART RRFEBES IPv6 iR , HNB NS ER[LTERAXHEK 1P it kB, BHR

TEEXHER IPV6 B, AXESFEE , BEANEZAERDERAFIEETA P iR,
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« EENREHABRSHATRXAEHES , HREERIABEEREFE. IRERERBEEERANT
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IR RBRS
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5

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &
ESME®KS |, %# Endpoint services ( i RIRS ) -

i%£3$% Create endpoint service ( 8% RS ) -

X F Load balancer type ( TaiEI#aa2KE ) , i%&#HF Network ( L ) .

XiF Available load balancers ( ATA & I9HEE ) , EREESH KRS XEKH Network Load
Balancer. EEBENFMEARIIERRANTAK , BSHAMEARSERNFMAEE. TEANT
AKX, BNiRSRSHEXETAXSITA,

(W% ) EFEENREARSEREXFEUANXEGRTH , EMRFZSXEPERXLEXE, BXE
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£ Require acceptance for endpoint ( EEEZUFERARS ) ETAF |, %#F Acceptance

required ( FEET ) MERFHESIXNHELURFHEEBER. SNFEHESXLEER,

¥ F Enable private DNS name ( /3 Fi#A%8 DNS &%) , i%£# Associate a private DNS name
with the service ( f$F,%8 DNS BFERSE KBk ) UIBRIRSERAETA THRIERSHFAE DNS
B, REHMATAE DNS B85, &N , RSEAETUEARENLET SE A DNS B,
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AmazonfRSREEALMARIERSEAERTZE , RERSERETRERTLSE DNS &5,
BREZER , B5H EE DNS &k,
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. W IPV6-E AR SRS SUES IPV6 R,
o ERIPV4AF] IPve-ELIRT SRS BEH B AT123Z IPv4 F IPV6 B3R,
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11. %32 Create (812 ) ,
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ERAW ST RRRIRS

- create-vpc-endpoint-service-Fti& ()JAmazon CLI

« New-EC2VpcEndpointServiceConfiguration ( &M F Windows #J T & PowerShell )
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3. &EE BBES.
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RS- 8E3 IPv4 B3RS, o XFEFILIATL,

IPv6— Nim QA& O 2B IPv6 ik, XEFAIEEN FMMRN FRABLRIRT RIRSER
IPv6 1E3REY , IPv6H ZiFItiED,

Dualstack — ¥ IPv4 F1 IPv6 #bit D BLA IR R MKEO, NUMAEEEN FREREA IPv4
IPv6 b3 SE B H B L imT R RS ERES IPv4 M IPv6 i§3REY |, F &tk dn,
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IPvd— RFE., XiGFXIE DNS BF#EIE A i85, IP kSR MM R IPv4s, Dual stacks
IPv6— RFAE. XigfXig DNS BF#el22 AAAA 185, IP kR B UM ZIPv6ER Dual
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Dualstack ( Witk ) - AFE. XFHM2D X DNS BHREIE A Fl AAAA iB3%k, IP k3 A A
A Dualstack ( XUtk ) o

Service defined ( EEMRS ) - HFE., XEM2X DNS EHEE Ak , AXKENS X
DNS Z# 812 AAAA 1B, IP ik KB MR Dualstack ( MR ) -

XFF Security group ( Z24 ) , EBEEERIANEEOXBKNZ LA,
12. EBROIER S,

WETHREARR

« create-vpc-endpoint (Amazon CLI)

 New-EC2VpcEndpoint ( & F Windows By T & PowerShell )
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TR, AFIEZEEENEEEEFR,
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ARNSs ¥ F Amazon &+
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arn: aws: iam::: root account_id
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« MRERTFABAGRREKLURSHNR , AFRQURSEENEZIFBER , WEMEEN AFITERS
RERNE IP it , EHRRLAEN,
- MREBENR , WAL Win[A5RS 2 HEMNSEINNEEE,

EREH A ERRRRSHNR

1. 3TFFETF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
2. ESMBEHS , % Endpoint services ( ImRIRS ) -

3. BEBWARSE , ARF%ER Allow principals ( L EE ) I+,

4

ERMAPR , E%$#F Allow principals ( 2 E& ) o X F Principals to add ( ERMAERE ) | 4
AEMEH ARN. ERINSB —NEFEA , %R Add principal ( FINEFEAN ) o BINEMEE | Fik
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5. ERERIBR |, HIEFZER , REMKIEE Actions ( 1E ) . Delete ( #ilBR ) o RRFITHEIA
B, #iA delete , SRR EZEMER,

A 17N i R BRSS IR

« modify-vpc-endpoint-service-fX P& (JAmazon CLI
- Edit-EC2EndpointServicePermission ( 3& M F Windows ¥ T & PowerShell )
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ENE IP i, et EAEN,

HERBERGEZIRIELN , B2WBEH, EXEZEE |, S the section called “$2Wim = IR S5
EHIRE,
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1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESME®KT |, %# Endpoint services ( i RIRS ) -

B IRRBRS .

£+ Actions, Modify endpoint acceptance setting,

R HEBR Acceptance required ( EE#ES ),

i%4#& Save changes ( REFEEX )

2

« modify-vpc-endpoint-service-Bti& (JAmazon CLI

« Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows B9 T & PowerShell )

e 2H B X HIELEREFR

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBE®D , % Endpoint services ( i RRSE ) -

3. ERwRKRERS.

4. M Endpoint connections ( I RIEHEE ) EIF A |, EFIKEE,

5

EEZEEBER , fORIEREF Actions ( #B4E ) . Accept endpoint connection request ( %32 if SUE
EiEKR) . BRBITEIAE , B accept , RFERR Accept (EZ ),

6. EIE4ERER |, iHER Actions ( #21F ) . Reject endpoint connection request ( IE4 ik RIEE
BR) . BARHITHIAR | WA reject , RF%ER Reject (B4 ) o

EARTTEIHIELIERFR

* accept-vpc-endpoint-connections s reject-vpc-endpoint-connections(Amazon CLI)

+ Approve-EC2EndpointConnectiong, Deny-EC2EndpointConnection ( i&FF Windows B T &
PowerShell )
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3. ERIwRKRERS.
4
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« modify-vpc-endpoint-service-Bii& (JAmazon CLI

« Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows #¥ T & PowerShell )
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B, RERUHBLMERITIRSEAEREZE , ARRSEHAESTEMELAFLSE DNS B, BXEZ
E8 , B EE DNS & #5,
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1. 3TFZTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
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3. ERHRERS.

4. RR%E$F Actions ( #R4E ) . Modify private DNS name ( 1&ti#%& DNS &% ) o
5

1% Associate a private DNS name with the service ( f¥FAF8 DNS B EREXE ) , RAE@RMA
#.78 DNS &,

i ﬁﬁ% L%?ﬁﬁﬁﬁ /J\E-o
s BAESEPERABEES (HIW0 *.myexampleservice.com),
6. EFEREFEENR.

7. MRBUPRANA verified ( ERIE ) , MFE DNS BMAIHBSEAEER, MRRIERSKE
T, MEEBERGHIEL , ENEEETLZ RN,

EANSTE IR RIRSHE DNS BH

« modify-vpc-endpoint-service-BLi& (JAmazon CLI

« Edit-EC2VpcEndpointServiceConfiguration ( & A F Windows #¥ T & PowerShell )

EREH & BERIETRE

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBE®KT | % Endpoint services ( IwREE ) o
RIS ARS .

fRIRIE$E Actions ( #4E ) . Verify domain ownership for private DNS name ( ®iE#.%E DNS &
MEVRAT A ) »

5. RIRBTEIAR |, WA verify , REIER Verify ( RiE ) -

A w0 DN

XExFAH DNS & 113


https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.amazonaws.cn/vpc/
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ERBTTREIERIETRE

« start-vpc-endpoint-service-private-dns-verification (Amazon CLI)

« Start-EC2VpcEndpointServicePrivateDnsVerification ( & F Windows # T & PowerShell )

18 Y X 13

BRI RE ARSI EXEE, BH4TREREMA , AT RFMNEREMAXE . B EBRITEE
v AR S5 B9 X 8

BREEE , REEAELTEUEFEEENRSKENTRR. BREETFT2ZMFEEENRSX
HHMBRR. HEBRXEN , RMBEEL R B ZXKENE AR LEE,

12 SRRy i RUAR S5 S 5 Y X 830

ITF L F https://console.aws.amazon.com/vpc/ BJ Amazon VPC #41&
ESMBE®KT | % Endpoint services ( IwREE ) -

TR IR KRR

ERRE, BRZFNXE,

BIEEEEFEMBUE LR X,

ERRFER.

o 0 K~ w0 N =

BN IP R A
ST A S RS S 1P KA
ZREE

EFEENLIRT QRSB ES IPv6 BHR , HME A ER[LAEANMER P putkB, BHEA
FEXFRIP6 B, BXEZER , BERMENHERATIEETH P ik KA,

EREH B UEFN P it RE

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2414,

2. HESMBEHKT , %$F Endpoint services ( HRBEE ) -

3. i%&#¥ VPC wmaRS.

4. fRORERR Actions ((324E ) . Modify supported IP address types ( 1820 IP #hut3EH )

B3 X1 114


https://docs.amazonaws.cn/cli/latest/reference/ec2/start-vpc-endpoint-service-private-dns-verification.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Start-EC2VpcEndpointServicePrivateDnsVerification.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/network-load-balancers.html#ip-address-type
https://console.amazonaws.cn/vpc/
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5. X¥7F Supported IP address types ( Z##Y IP ik A ) | ITUATE—BRE -

o EF IPv4-E ALRT RIRSIES IPv4 B3R,

- E#F IPv6-IE AL IRT RARS LR IPV6 IR,

o« EFIPVAR] IPVE-ELIRT R ARG REW BT IPv4 A IPv6 B 3K,
6. EBRRTFEX.

FRGTTIERIEN IP KR

« modify-vpc-endpoint-service-Et & ()Amazon CLI
« Edit-EC2VpcEndpointServiceConfiguration ( & F Windows Y T & PowerShell )

BERE
ST AR ATARS | BB RS R SURIB A A BRA1T 2 %,
R A TR RS WIRE

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

ESMBEESF |, % Endpoint services ( iR ) -

%% VPC i RUBRSS

ORISR Actions ( #4E ) . Manage tags ( BE#HZ ) .

FHFENERMOIFE | HikF Add new tag ( RIMFHE ) , ARWANRSENIRSE,
BHEMBRTE | EEREFZNEANELNE Remove ( MIBR ) -

ERRT

N o o &~ 0D

E 25 & EIE iR RIEEAIRE

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC %14,
ESHMBEES |, % Endpoint services ( imRRE ) -

%3 VPC IR RS |, AR/F%$R Endpoint connections ( I sUEHRE ) R,

IR RIERE |, RFHOXER Actions ( #1E ) . Manage tags ( EERE ),
NFENERFMPIRL | H%RE Add new tag ( FMFHRE ) |, RAEWANRSEINIREE,
HEMBRARE | EERFZHEANELENE Remove ( MIBR ) -

o a0 K~ W DN

EEIRZ

115


https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/vpc/
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7. EERRRE.

ERZEH A TR iR RSN RARE

1. FFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

ESMBEET |, 1% Endpoint services ( 2RSS ) -

%3 VPC Im KBRS , R/F%EHR Allow principals ( 2 X4 ) T+,

EBEM , RFMHIKER Actions ( #4E ) . Manage tags ( EEFE )
FHFENERMOFE | HiEF Add new tag ( FRMFHFE ) , RAERANRSENIRSE,
BHEMBRTE | EEEFENREANELNE Remove ( BIBR ) -

ERRE

N o o bk~ D

{5 FA 8 55 17 78 D0 AN BRAR &5

- create-tags M delete-tags (Amazon CLI)
« New-EC2Tag# Remove-EC2Tag ( & F Windows By T & PowerShell )

EIE VPC in RS HY DNS &5

BSRAEB TN HIELABRSEEME DNS B, RXBFREFBEILFHLUFEBRSENRIRS
R, WRBRFSRERHUEEALFIRS]N DNS AMENRIARSHIFAE DNS &5, MRS ERELE
&R EN Al E AR Y 2 P i B R AR 5 15 18] 2 B i R R ,"—"'HE o MRBFERKBRSERE VPC , MF
H DNS RS2 FF DNS BB Nim KM EEOK IP iﬂzijto &N , 2278 DNS fRSFE2K DNS &

PR N DB IR R

LB TRITEHAERRIERERIEAEGREZE , AT RN ERIRSEERST DNS &k
EREW

. Jﬁﬁ‘ﬁﬂﬁ%/\ﬁgﬁ A*Aﬁ DNS g?_\o

- HEAFENEREDRINEZIENERSH , RINKELEREEXHNESRSFSFERE VPC X
Bo BIMNEMREREXHDEIE CNAME i8R , ZIEFFHR[URSHFAE DNS B E VPC v
WX DNS %, HEAEZEM@MRSZHAE DNS BMAIZERN , FAF DNS RF B ERBENE
IR MEEOMN IP ik,

- ERIE , BLARBLEREBHRILHE DNS REHHE

EIE DNS &% 116
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https://docs.amazonaws.cn/cli/latest/reference/ec2/create-tags.html
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https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2Tag.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Remove-EC2Tag.html
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o SBRTAILARE TR, B0, BT BASIE example.com , T A2 a.example.com. &/ DNS #rE &
Z0aE 63 MNEN , HREKEREBET 255 MNER.

MERMEAMFE | MARBUEFEHB . Fla0, RIREF .example.com HRKIE T example.com,
EIMIEZN I b.example.com fERAFAE DNS B#r. ERSEREUUAFERZEH A , BAMKIE

example.com = b.example.com,

« MXAFBERERILTZEFFLAE DNS B#5,

AT AR EIE

B 5 —AiE B RS ( DNS ) iBFRAEXE |, XEiZKRHEEN DNS ZHEEE, TXT iExX2—ft
DNS i2% , JiRHAEXEWEHNHEMER, HPIE—INEBHRT—NME. EARIESEN—BD , &
DTG TXT 1B RARINE A F A DNS RS ES.

HEMNMBIHA DNS REFFHE TXT iBxeY , ARSI ERKIE.

WINERIG , BAILER Amazon VPC 24| AR BRI IRARES. ESMEKT , £ Endpoint
services ( I RARS ) » EBRIFSRIRS , HE Details ( FMIES ) M~ 42 Domain verification
status ( HBIPIRES ) W{E. MRFRIFEETEFLE , FEF/L2H , ARRTRE. NRFE
BRI LFHEHRIETE, AORIERF Actions ( #4E ) . Verify domain ownership for private DNS
name ( WiEFA\%H DNS BHHEAMAEN ) -

WMRWUPIRA R verified ( BIRIUE ) , NFAHE DNS B A HBRSEREER, WRBIPRARER
1t , MAEEERGRIEL , BEONEEETLZIER,

MREUPIRZS A failed ( KM ) , iEZS[H the section called “f# R K B,

IRENE B AI{E

BN ERMEE TXT BRPEANBHAE, FlE0 , &£ Amazon Web Services EEZFI AR
HEE, ERIHARS , HERILRSEH Details (IFHMEE ) %EIMFHZEF Domain verification
name ( IHIIEZ 5 ) H Domain verification value ( HIRIEE ) » BEATLAERALT describe-vpe-
endpoint-service-configur ation Amazon CLI sin S RAXEBEEL W T RIRSHFE DNS BB E/

=W

aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration

A REAE 17


https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-vpc-endpoint-service-configurations.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-vpc-endpoint-service-configurations.html
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TEERAHE., 02 TXTicHEZet , BEEM#H Value $ Name,

[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@ERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]

Flan | BRIREIE B 2 example.com , # B Value #l Name MEIER RAIH HFTR. F&RE TXT ig
FIRER R,

Name Type (=]

_6e86v84tqgqubxbwi TXT vpce: 16p0 tt45jevfW ERxI OCp
i1Tm.example.com

BIEFER Name fERIERFE , EANEFRGEAREEEFERA+T. B2 , MREH DNS REET
#1F DNS BREHIETHIL , N T L8 _6e86v84tqgqubxbwiitm” , 3 B AEHE TXT iBFH
F“example.com”,

ERARIE 6e86v84tqgqubxbwiilm.example.com”Zfg , ARS8 & ] {# A “example.com” =} 735
( f5lEn“service.example.com”= “my.service.example.com” ) o

I TXT BN INEEREH DNS RS S

F TXT 2 ZAMEERITEA DNS IRSEMNTEEUR T N ZIRA DNS RERAL ., &/ DNS 1245
A ER Amazon Route 53 =R E g & X M,

Amazon Route 53
FRAENEREARBALNEREXVRIER. FAUTE

« XF Record name ( icZE&% ) , WAEHHFH,

« X¥F Record type ( IBFEH ) , &FE TXT,

« XF Value/Route traffic to ( E/RERHE ) , WAEHKIIE,
« 3¥F TTL (seconds) [TTL ( ¥ )], # A 1800,

I TXT B FZRE SR EE DNS JR5 e 118
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BEXEZER , 1§20 Amazon Route 53 FF R A RIEE R EA 25 & 01210 F.

— it

I DNS REEMEHF B RENKT . BERZTEAERHA DNS idxk. ERARMNRHNBHNE
AN TXT 125, DNS BREHBEKEE 48 MIEN , BEERATERNAERERS,

BREEAENUE , HEF DNS REFREMANXE. TREHRTEB/LNER DNS 4R XA
B, WIRATEE , hHFESHEHEEXELTRHENT mBRS

DNS/EERHEE BT E

GoDaddy R0 TXT B3k

Dreamhost i EE X DNS g

Cloudflare S8 DNS id%

HostGator 5 F HostGator /eNOM & DNS 123
Namecheap 0] I 9182 N AN TXT/SPF/DKIM/DMARCIZ 3% ?
Names.co.uk FE g DNS i &

Wix R Wix K PR IS E# TXT ik

KRE TXT EX2EBERM

WA AR T S REIE R HFAE DNS BFEFTERKRIE TXT iiX2E S 1EB XM E DNS REES.
21T nslookup % , B BIXHFHNFEEE Windows H Linux,

RERNENE R RMIRSAY DNS RS52R , RAX LRSS B[ EEME up-to-dateEE &S, EHE
EERE—ENES 2L EIHM DNS RS5ER.

RIEEH TXT iIERRE KM FER DNS BRSS58:

1. EAUATHSERENENE MRS,

nslookup -type=NS example.com

BETXT ERRECLT 119


https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/resource-record-sets-creating.html
https://www.godaddy.com/help/add-a-txt-record-19232
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RS EH TR TENENERESSE. ERET - TRPEAXLERFHEZ—-

2. FAUTHSRIETXT ERRECERAST , Hdname_server2EHE L —SHHRIINE R R
%%EZ_O

nslookup -type=TXT _6e86v84tqgqubxbwiilm.example.com name_server
3. TEL—LHHEH , Bl text = FEHNFHEERES TXT EEE,

EEMNWRGP , MREFEBES  WREESFEATAR,

_6e86v84tqgqubxbwiilm.example.com text = "vpce:16pOERx1Tt45jevFwOCp"

iR R IR UIE [F)

MRFRIEIRAWY , A TEE A B G R FE,

- REEH DNS REERABAYE TXT BXBMHPFEATRL, MREHN DNS BEHEFTAFFERAT
Rk , MEBTLAM TXT iEFHPE BRI IER TR ( Hla0“_6e86v84tqgqubxbwiiim” ) o

- REEW DNS BEEERNEEMINE TXT EFZMKRE. FL DNS BEEL B FE/EE MM
B TXT BEXWEHEMA, BREEEE , BELUE TXT EXNEHBREEFMAOR, WPRE
X1 DNS 28 AL ENE A MR TXT id%.

- BREEW DNS REERE N DNS BRESRNRNEANEFTRE, REYRITIZEENEMEESRA]
RENETLIEER , RINFTLRITENE., R DNS EEHEN TXT BREEXNREANEF
&8, BB RMIIIRENA B,

s BTFELXEZANXEHZ AP Amazon Web Services Il , EME A REEEZ AT ENE, R
DNS Rt EF AW EREZSZXEEHEEMEBMN TXT 2% , BREDNS REHEBREATFLEEZ
MEMEIELRE—% TXT id3%, #lin , 2158 DNS B Amazon Route 53 B |, NE AT LUIRBLUT
S ITRE
1. 7£ Route 53 ##lAH | ERERILSE —/NXiE A 12 TXT id%.

2. ¥F Value (B ) , BN EBHENRE , ARSI Enter,

3. MMM MXEHEMRE  RERFILEE.

23R DNS REBE A A EIE—5% TXT BRI EZME , WA LER TXT EXRNWEERHPHER
BiFE—R , Mm% —REANEEE M ERAERRIEE, BR  S£RENE—MEBRIERIX,

it PRI 56 A1 7] 120
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BEWIR RS B RV IRER

B ZBAUZERERIABSAXNBESHNRE, Sl , BRI UEERBREIEZHIEL R IR
F g F iR,

5

- B SNS EA
o IR R A

- ANINEBEAKK

2l SNS BAl

FERAUTIERNBHIE— Amazon SNS B H1THEZE,
FRZEFH AN SRS CIEBEL

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBEESF |, % Endpoint services ( imRRS ) -

E R SRS

£ Notifications ( BH1 ) I+ £ , 4% Create notofication ( SIZEH ) o

3 F Notification ARN ( BZI ARN ) , ERECIZMEATF SNS =FH ARN,
E{THEH , BM Events ( B4 ) ik,

I

« Connect (E# ) - RSEAECETENRS, X2MRSREMEAIZEZEETR,
* Accept ( ¥ ) - RFEHPEES TEEBT R,
 Reject (#E4 ) - RFIRMEIEL TiEEBER,
« Delete ( HiBR ) - RS EAERR T O WS,
7. %$% Create notification ( BIZE4 ) o

EABTITHRR/RSEEAN

- create-vpc-endpoint-connection-i& &l ()JAmazon CLI

« New-EC2VpcEndpointConnectionNotification ( & F Windows #J T & PowerShell )

BRI B R =


https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html
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N N7 (8] 5% B

£ SNS B H 11 Amazon PrivateLink RFRREEZ M BHNIHRIKE TR, B
XEZER | FSENMAY%E Amazon SNS =M IHEIFE 2 #H aws:SourceArn
aws:SourceAccount £RFMER ILEEE AR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "vpce.amazonaws.com"
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:111111111111:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint-service/service-id"
}I
"StringEquals": {
"aws:SourceAccount": "111111111111"
}

AN I HH R B

MBEFEANZIMEZER SNS £ , Il KMS Z4AH R IR KBS LS 1E Amazon PrivateLink = 8218 A
Amazon KMS API &4, T R REIZARE,

JSON

NI 1R 3R BE 122


https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": "vpce.amazonaws.com"

},
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-east-1:111111111111:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint-service/service-id"
},
"StringEquals": {
"aws:SourceAccount": "111111111111"

it B v = PR S5

ERHRRSE , B LUGEBIBR, MREEMRES ?% ZI4F available = pending-
acceptance MEBMIH KRS , METTEM BRI% A

M B R AR SS R MIBR X BRI AR ISR | LR WE ARG E R B RE TN N ARFRS .
152 FA 2 1 & I BR o =L BR 55

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
ESME®KT |, %# Endpoint services ( i RIRS ) -

EF R RIRS .

%32 Actions ( #4E ) . Delete endpoint services ( il Bris = IRSS ) o
RRHITEIAR , B delete , AFIEZFMER

o ~ w0 N

1 BR i AR S5 123


https://console.amazonaws.cn/vpc/
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15 A a5 = 1T M BRuim RUBR S5

+ delete-vpc-endpoint-service-Bti& (JAmazon CLI

+ Remove-EC2EndpointServiceConfiguration ( &M F Windows #J T & PowerShell )

I B % S BR S5 124


https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-vpc-endpoint-service-configurations.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Remove-EC2EndpointServiceConfiguration.html
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BEXi5E VPC &R Amazon PrivateLink

BRI LERRR VPC HmR ( RRWR ) AR EA VPC Al VPC BR. RRKHT R ATFEIR
ZaiifE VPC BIR , FIINEKIEE. Amazon EC2 k4], NARFLKET R, BB EIREH IP bt |
XLt ATRE T H M VPC A FRSEAIFER, MREERBRLIHET R , MAH @ VPC 7R
BERMM K , & FEH Amazon PrivateLink 1% 0 4% T [UF Network Load Balancer T [E] &R, %R
WmRAEEANFHES , RETLEE R VPC BF, VPC RREHAEREERRK. BREEEAR
P <R Bk,

EH

MG R RS REERN | IRBWME AR VPC eSS —/Petitdk. 1Ak, BSRRBIHEEReT
R IBHIERIE GB it 5. BXxEZER |, i5ZMAmazon PrivateLink B, & A& RE B R &R
W< B AN RRNIF R | FRBEEMNXLERN GB #iEitH. AXxEZEELE , 55 Amazon VPC
Lattice T

AES

- DNS 5

« DNS f##fr

- #,%5 DNS

« FRAMATAKX

o IP thyt KA

- BERIER VPC i KA 8] &R
- EERRRS

« VPC RIRHRIREE

« VPC Lattice A HY IR K

A5
Ak

BRILLG RPN RFRIRE S —NMNEFSEAZNEIR, ETHRRR , B EFIR VPC ik
R, ZmJAEAMEZEAE VPC RN FRER R AR ER, £/ DNS FREFRARERENTH
BRm[/MEEONIE IP ik, RfE , €8 VPC in /MR AMNERE , B HREMIFRER
EB B

i 125
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https://docs.amazonaws.cn/glossary/latest/reference/glos-chap.html#loadbalancer
https://www.amazonaws.cn/privatelink/pricing/
https://www.amazonaws.cn/vpc/lattice/pricing/
https://www.amazonaws.cn/vpc/lattice/pricing/
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TERIERTERAEKSFFHRRLXET R , ZHERES —NMNKFHABHFBEIUTIAHEE Amazon
RAM :

Consumer account Resource-owner account

RAM
" share
-
W - [P —
@ I i E
Resource Resource Resource Resource
endpoint gateway  configuration

« X# TCP &, %3 UDP HRE,

- BFNBEHERIKEKN VPC BaIMEERE  MARMATRIFEN VPC B31. BRIRK VPC TEED
SR VPC M EIEE,

M — XM ET ARN IR Amazon RDS &R,

VPC s RN B RMRXBAELE-—IMTAXEE,

DNS %

£/ Amazon PrivateLink , BAILIERMEXRIET REAIRREERE. HEGIERE VPC manrt | &
IR ETRATE VPC MA# FFRBEEHXE DNS B ( R EIA DNS &7 ) » RINBWEMEH
DNS MARLKiFT & IPs SRIEEEMRF. 7R VPC i LHIERIA DNS EFMEENT ;

endpoint_id.rcfgld.randomHash.vpc-lattice-rsc.region.on.aws

EREANESEREREENEEE VPC KT 26t ARNs , B S A#. 8 DNS, {#HFAH DNS |
BRI LAMER Amazon RS A RBREER DNS EM&LmARKXHIER , ArHBETRER VPC KT =
FMRAIBERE, BXEZEER |, BEZH the section called “DNS 7"

LA R describe-vpc-endpoint-associations&p £ & 7R R R L i 15 = A DNS %8,

EEEBW 126


https://docs.amazonaws.cn/glossary/latest/reference/glos-chap.html#AZ
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-vpc-endpoint-associations.html
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aws ec2 describe-vpc-endpoint-associations --vpc-endpoint-id vpce-123456789abcdefgh --
query 'VpcEndpointAssociations[*].*'

AT 25 FA#AH DNS A #5H Amazon RDS ##iE K 8 iR i [ R Bl. 55— DNS B2 IA
DNS £#, %=/ DNS &K EABBNLERERX , ZXE AN LH iR KA E R BTN iR RS
BEOWNFE IP it

"vpce-rsc-asc-abcdl234abcd",
"vpce-123456789abcdefgh",
"Accessible",

{
"DnsName": "vpce-1234567890abcdefg-

snra-1234567890abcdefg.xcfg-abcdefghl123456789.4232ccc.vpc-lattice-rsc.us-
east-1.on.aws",
"HostedZoneId": "ABCDEFGH123456789000"

}I
{

"DnsName": "database-5-test.cluster-ro-example.us-
east-1.rds.amazonaws.com",
"HostedZoneId": "A1B2CD3E4F5G6H8I91234"

+

"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890abcdefg",
"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890xyz"
]

DNS &4

ENRERRFE VPC w2128 DNS EZE2ELAEN. Al , XL DNS B A F . B2 , XK
H VPC #\ZBKY DNS iR N4REI R Rin A MEZOMWFLE IP #hit, LEHEALUET VPN = Direct
Connect 17 8] &R im 2 FTE/R VPC , BRI LA BIXLE DNS B #1175 18] 3R o

B DNS

MREAFMEANBEERFREERSHA T RIR VPC KixTI R FA%E DNS ARNs , }# BEK VPC E&tE
BT DNS =#1& # DNS 47 , NFAI2EHBE N DNS ZF N RIREE CIZRENFE AmazonEFA

DNS f#47 127


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
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--resource-gateway-identifier rgw-@bba@3f3d56060135 \
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aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-group \
--type GROUP \
--resource-gateway-identifier rgw-0bba®3f3d56060135 \
--domain-verification-identifier dv-aaaa0000000111111

LA create-resource-configurationis T8I 2 F R REEH FESEENFH B X
Btchild.example.com.

aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-child \
--type CHILD \
--resource-configuration-definition 'dnsResource={domainName=my-alb-123456789.us-
west-2.elb.amazonaws.com,ipAddressType=IPV4}' \
--resource-configuration-group-identifier rcfg-07129f3acded87626 \
--custom-domain-name child.example.com
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H, VERIFIED_AND_SELECTEDFE&E&%iﬁlﬁﬁgexample.com%ﬂexample.orgo VPC Lattice X
NAEMAR S RIER B Hexample. comBexample. orgRERLE L E X,

aws ec2 create-vpc-endpoint \
--vpc-endpoint-type Resource \
--vpc-id vpc-111122223333aabbc \
--subnet-ids subnet-001laabbcc2233445 \
--resource-configuration-arn arn:aws:vpc-lattice:us-
west-2:111122223333:resourceconfiguration/rcfg-07129f3acded87625 \
--private-dns-enabled \
--private-dns-preferences VERIFIED_DOMAINS_AND_SPECIFIED_DOMAINS \
--private-domains-set example.com, example.org
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ESABK/ER , SR UHENKSSEMBKS N AM XEEEAETRRNREINEE, B
XEZEERE , BEH (AM AFERM) P8 IAM HEYESIK P F R T

Amazon PrivateLink REZH—RETHRNVER , BLIET [LERK, kKB TEHIEL Amazon
FEALAER R R REERRS. BXEZEER |, S the section called “Uis SR BE”,

BB 173 Amazon PrivateLink
TRERRE: =2

EIE R W LAEM Amazon JSON REEREEERMIBRMT L. BB , WA EMAATLN T LATIRK
1TRE , UREMALAFZHTHT,

JSON KMEHY Action TEEARTATERBP AN RIELILRNRE, ERBEPISBREUR TR
ITRERRERV R,

ec2 tn B ZE[E HRYIRE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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K E L324E Amazon PrivateLink 21 3% EC2 APl 1 —3B5 . XLERBIREMER ec2 IR, BXE
ZELR , 2 Amazon EC2 APl &ZdfAmazon PrlvateLlnk B1E

vpce 8 A 22 (B P IR 1E

Amazon PrivateLink & 12#{XAllowMultiRegionBRIXREVIRVE, LLRBRIRIEMER vpce FIZ,
BB &R Amazon PrivateLink
TEHERBRER: 2

B R W LAEA Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAATLN M AIRR
1THRE |, UREALAFZHATHIT,

Resource JSON R TEIBEEMENAREN —NMHZ AR, FAZRESE , HFEHAE Amazon
HHREAW (ARN) EERR. WTFAZEBERERNEWIRE , EEABEA (*) RETLKBANAT
MERR,

"Resource": "*"

B SR B SR 2240 Amazon PrivateLink
YERBETRESWERBSRGERE : 2

B R W LAEA Amazon JSON REERIEEERNIGRMT L, BRRY , WA EMAATB LA TIRK
1THRE | UREFLAFHFTNIT.

Condition TEEEFE MR REELWIRERIT. BALGIRBERZEZEN (Fl0, FFTHN
T ) BEARER , MERBPHFAESERPNVEMEE, EEERA Amazon £RFMH4E |, S
59 IAM Al FiEE R Amazon £ B %4 £ T XEHA.

AT & 44 E T Amazon PrivateLink :

* ec2:VpceMultiRegion

* ec2:VpceServiceName

* ec2:VpceServiceOwner

* ec2:VpceServicePrivateDnsName
* ec2:VpceServiceRegion

* ec2:VpceSupportedRegion
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https://docs.amazonaws.cn/AWSEC2/latest/APIReference/operation-list-privatelink.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
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BXEZER , %25 Amazon W ZHEH EC2,

ACLs in Amazon PrivateLink
*# ACLs : &

mEEH SR (ACLs) ZHIMLERIEA (KFKA, AFZAR ) ARBRAR. ACLs SETRIFER
REEREL, REEANIAER JSON KRB HEER,

ABAC with Amazon PrivateLink
%# ABAC ( EBHIIRL ) : £

ETEMEHBERRIZH (ABAC ) R—HEREN | REMETHHIFENEERE R, ST
S ME IAM 4 Amazon 3R | BRI ABAC BB ATESIEANFES AR LIRS
U T R

EETHREEHEER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys REBERBNIZH TEPRUFZEER,

MRENMRSN TENRARREBIGAEX=A&MGE  WNTZRS , ZEAR. IRENRSX
N T Mo RBRREZFRAEX=ZAZAHRE , WZENTD.

BX ABAC WEZER , 5K (IAM A 1ER) FHVEM ABAC BRRNEXNR, BEEFIRE ABAC
S|OHE , FSH (AM AFER) FREAETEMA T RMREREZES (ABAC) .

F s BHIE 5 5 Amazon PrivateLink
Y HFIGEILE - 2

IS BHIE BRI Amazon BENEHIHFRINE , A ERELEAKSSARTRACKRBEIRIEN,
Amazon BWEBHSERIGHHER K MARERAKBIHRZEHA, BEXEZER , 558 (AM AFiE
M) HH IAM P IR Z £ EUEFAEE A IAM BYAmazon Web Services RS -

B 5 IR S5 = A BE Amazon PrivateLink
THEHERFRILXE (FAS) 2

HEIGEATE (FAS) 8B AR Amazon Web Services IR , B L Amazon Web
Services RS B TS A HiERMER, BXEEH FAS ERENVKEFEE , BSRERGRSE,
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonec2.html#amazonec2-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html
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KBRS & € Amazon PrivateLink

xBRSAR &

BREAEEH—TURSEE. RXREHITREN IAM A, IAM EERATLE IAM P22, SaFm
RIS AR, BXEZER , B (AM AF1ER) FMEI2E [ Amazon Web Services IR 55 Z kR
BRHAE,

B BRSSAH< A€ Amazon PrivateLink

XERSHAXAE B

RSHEXABR —MEEEINRSZAE®. Amazon Web Services fRS RS AT AKX AR KREMITEREN
A, REHEXASHRELNFS Amazon Web Services Ik, FEIRRFAE. IAM EERZAIUE
EETREERSKEKABHNR.

HT 51K RG] Amazon PrivateLink

RIAMERT , BRPHNAEEE0EF &R Amazon PrivateLink FRINE. EEFHAPANAERER
ITIREMBUR | IAM S R I LB IAM F1E,

ETRMAERXL RG] JSON REXHELIEET IAM HHHERE |, 55 (IAM BFiERE) Ri6)
2 IAM X (258 ) .

B < H Amazon PrivateLink E LI IREMEREE (SRS AREXENKER ) WFAEFRE , TSR
(REBNSE) EC27FH Amazon ##4E. BRMEM4HE4. ARNs

Bl

5% VPC i S B E A

- ETRSWEEERS VPC ih 82

» 2HAHN VPC i RRFSIEENFLE DNS B#H
« EFIFH VPC i LIRSS IEE R ARSS B W

| VPC v [UEY E

MANBERT , AFEREAKET R, ETNE-IMETHORNRE  MAFRTRE, SR, #
AN BRE RV R RBIEOT
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonec2.html
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"
}
]
}

BXMER VPC i 2 EIN RSB RINELR |, i3 the section called “ifs R B,
HETRZHEEEEZEF VPC in |22

A LAEA ec2:VpceServiceOwner {4 BBRIERFHEE (amazon, aws-marketplace K
FID ) kREBFIATLAGIZEN VPC Ims. AT RARFEAEENERFSHEELNE VPC maIN R, E
FALRS , FERXE., K/ ID MRSEEE.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:us-east-1:111111111111:vpc/*",
"arn:aws:ec2:us-east-1:111111111111:secuxity-group/*",
"arn:aws:ec2:us-east-1:111111111111:subnet/*",
"arn:aws:ec2:us-east-1:111111111111:xoute-table/*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [

ETRSHAEERS VPC In R 0IE 159
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"arn:aws:ec2:us-east-1:111111111111:vpc-endpoint/*"
1,

"Condition": {
"StringEquals": {
"ec2:VpceServiceOwner": [
"amazon"

ZHI A VPC im RBRSIEERFLE DNS B 15

IEAILAER ec2:VpceServicePrivateDnsName A EFRIEH AIRIES VPC if R RS X<BHNAE
DNS Z¥MENHBIEWLE VPC iR RF. U T ROIRFEAIEENFAE DNS B VPC in K iR
SHNR. EEALRA , FERXIE, K/ ID MFHE DNS &5,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointSexrviceConfiguration"

]I

"Resource": [
"arn:aws:ec2:us-east-1:111111111111:vpc-endpoint-sexvice/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName™": [
"example.com"
]
}
}
}

ZHEN VPC IR ARG IEEFLAE DNS & 160
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1

ZHI A VPC im RIS FEER RS B

BRI LA ec2:VpceServiceName &4 EIRHE VPC i SRS B #Rok 15 &I 7T LARI 2 H VPC I =

UTREIRTFERAEENRS BIIR VPC in RBVR. EfEM LR

%8 Mo

JSON

"Version":"2012-10-17",

"Statement": [
{

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource":

"arn:
"arn:
"arn:
"arn:

"Effect":

1,

aws
aws
aws
aws

tec2:
tec2:
tec2:
tec2:

us-east-1:111111111111
us-east-1:111111111111
us-east-1:111111111111
us-east-1:111111111111

"Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource":
"arn:aws:ec2:us-east-1:111111111111

"Condition": {
"StringEquals": {

"ec2:VpceSexviceName": [
"com.amazonaws.111111111111

tvpc/*",
:security-group/*",
:subnet/*",
:route-table/*"

:vpc-endpoint/*"

.s3"

, EEHREXE, KF 1D MAR

ZHEN VPC R RSEEN RSB
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55 PR ik AR AR EIRT VPC 3 R 9T )

LIRT QR —HETRRVKE , BULOFERINE VPC LR R, SUEHIBL Amazon A

A LAEAZL T Si5El. Amazon Web Services BRS

MRARBRFCBEESRARETEMNEBIETRRENKEE, i, IREFAEOKIFETR
Amazon S3 , MIA A LAEA Amazon S3 FEBREERIZFIMSELRIHT RHIFE VPCsLIw T 2 iGE

EREE

—

T,

&

N4/

EEEM

AR A Ui R B

% O I R BE

P 5K Ui L Y 4
E# VPC s SR g

FEE

« IRRREERER IAM policy FE S #Y JSON KM #, HPMMEBE— Principal TTH. H_ARKEH

KPMTREBEBYE 20480 MN=2FF (BEZERK ) -

ERAEEOFMELK T S8+ Amazon Web Services RS , AT LU BN KR ip™ = KBS M R %L
W R, BA LR EHE AR, MRETH NGRS , FRATSMINER AR 2 KB,

HIEFRE E Amazon Web Services RS ik S KB, MR Amazon Web Services IR X5
KT AR , WRMNATNZESHNENLGET RRTELHENR. BXEZER , S the
section called “E & im A R X,

W& i R IR SS T 3E Amazon Web Services IR 812 VPC w2 bt , IIAFRN Zim 2 TELH
@],

s NTEIARGEERMVITRTFNER LT X (Hltn, aws:PrincipalAccount %

aws:SourceVpc ) , BRREFEABES (*or ?) M FERHZER.
FERAFRHERMZERN , EXTEBNMNEERF 2R ZEEAZDANMNELFH.

HEERFHFM TEPIEE ARN B , ARN K-35 TS 2K, ID SBES , BT RN
LR

HEEMTHAUKRKE SRV ERATEER/ LD T LR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_Numeric
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
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N Lol

BR A Ui =R B

A /R BB R T3 im S8 T2 1 R PR

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*'",
"Resource": "*"
}
]
}

2 O im UK S

BRART KA =B Amazon Web Services RS , 55 #the section called “5... ER RS,
KRFPWE—5STEF Amazon PrivateLink X4 8E#2 Amazon Web Services fR%. IR Amazon
Web Services IR XFimaKug , M E XA IBFEiK LK RO,

P 5% i )Y E 4

NFMXimR , BIF Principal TRIRERN *. BEIEEEHR , iEMA aws:PrincipalArn &4
&,

"Condition": {
"StringEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:user/endpointuser"

}

MBRBEALUTEXIBEEAR , NiFRMNERRLEF Amazon Web Services lF BB F |, MIEZKF
WRrERFNAE,

"AWS": "account_id"
BXMRimRIE KRR, BSEUATRE -

« EATF Amazon S3 B =

BRIAIR R B 163
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« & T DynamoDB Hi% &

BE# VPC i SR B

BRI T HERER Amazon Web Services IR M i AR M, EEMTIm ARG |, BTN ERAIEE
FE/LDHIREENR

156 P #2216 & BB v AL SR

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. ESMERP  ERIRS

3. 1&#F VPC o

4. HRRIESFE Actions ( #4E ) . Manage policy ( BRI ) o

5

1%3% Full Access ( T2 11 ) AAFNRSHITE LM , HEEEF Custom ( BEX ) FHin
BE KR,

6. EEFF
£ a5 1T E M i R R

» modify-vpc-endpoint (Amazon CLI)

« Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

Amazon V& KB Amazon PrivateLink

Amazon EEXMERVENEENIL KR Amazon, Amazon EERXKK EE RN FZE N AHIEM
WBR , MEZRTLFRAAF. ANAEDENER,

FidfE , Amazon BERB U EETF NN EAHIR FRENBENE , BREedEmAE Amazon
BEFER, BIMNBVESENRETEARMNE - SEARKE — DR NR,

BT EE R Amazon EEFEBPENHNER., R Amazon B Amazon FEE KB E X KRE , 1
EHoEMZREBAMXBNMEZERASS (AP, AFA® ). Amazon RREFREEB K API
KA RS 7] LAE A Amazon Web Services RS B9 AP| #24E8E # Amazon IEE K,

BXEZEE , ESH (AM AF1ERE) FM Amazon & Kk,
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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Amazon PrivateLinkAmazon 3£ & F I E

Amazon PrivateLink

& & Amazon PrivateLink BiZIRESF R BERXLEHRLEK Amazon HERXRBEFMNFAEE ., BRSB
EXUHTEHEXRNBESEE , BT “ Amazon PrivateLink X447 Fi2%” TWE LK RSS feed,

B DU B

Amazon PrivateLink FF2888%  Amazon PrivateLink FF#8EE 2021 3 A 1 H
BEX H Amazon TE RN E X,
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B CloudWatch #§#¥rAmazon PrivateLink

Amazon PrivateLink £ 8 x#Z 0% 2. Gateway Load Balancer i 2 Mk R RS HWHIBER LW E
Amazon CloudWatch, A CloudWatch , A L R —H B FH BB FHIEEE ( FAIERR ) KREREX
FXEHBFBINRITHE. THEFRANEZEGEENTE K MEREIRNZTERENEECHE. BN
WIE SEBA B B B B Ak R U B 1,

EAMERERRRIERERBERIEZT, S, &I LLE1E CloudWatch BIRRIEIRIEERV ISR , &
EREHEN TEIUEN B EMRE (@B FERF I R IXBA ) .

FakmArEEORS, Gateway Load Balancer i S Ml SR F VISR ENIR 25X MK in S F
ABEXESIFRMNESRSERAE XM, MIRERT , Amazon PrivateLink 28— 240 [@ CloudWatch
KIZFEWR , AETAF=ETMANER,

EXEZEER , {52 Amazon CloudWatch B ¥/,

Bx

- WmRIERN4ERE

- mRRSIERNEE

« & & CloudWatch IEHR

- EFWER Contributor Insights #LMI

Ll e 4= s
s RIEMR A EE
AWS/PrivatelLinkEndpoints & ZH@EH *#E Ok =M Gateway Load Balancer i 28 T 515
FRo
fE¥R iR

ActiveConnections HEFNEENHE, XBELLT SYN_SENT f ESTABLISHED iRk
AHERE,

WEPRAE  MRE—DHAKRE T RE.

SiHHIE REANKITIER Average, Maximum 1 Minimums
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
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Amazon PrivateLink

1R

BytesProcessed

NewConnections

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

i AR KRR ZARXRNFZTH , REPCE. XRGERARTES
BENENFTH. KB GB HEMLERILE,

REFE  BRE—DHAKE T RE.
ST HIE  REANKITHIER Average, Sum, Maximum

Minimum,

HE

* Endpoint Type, Service Name, VPC Endpoint Id,VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

B R B WIEERE,
REFE  BRE—DHAKE T RE.
ST BIE REANSKITHIER Average, Sum, Maximum

Minimum,

HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id,VPC Endpoint
Id, VPC Id

I RIER M4 E
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EFR HiR
PacketsDropped HEKIERFNBIECORE, MERAUTRLERRMEES. EEMNA

BEARKRIWKARSETFER,

REFRA  IRRE—DHRKRE T RE.

SUTHIE - RERAMNSITIER Average. Sum # Maximum,
“E

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

RstPacketsReceived s SN EIM RST BIEEHE, EEMNTRERARKRBRZEITTE
Ho

REMAE  mRE—2HRNKETRE,
SUHHIE - RERANSITIER Average. Sum #l Maximum,
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

BEif X LR, BEARTEE,

HE EPUN

Endpoint Type Him R B FFIR IR EIE ( Interface | GatewaylLoadBalance
I )o

Service Name RIRSS B IR e bR R

Subnet Id BT Wik s iR iR,
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%
VPC Endpoint Id

VPC Id

iR
¥ VPC in RUIFIEEAREIRE
B VPC TRt fEPrEdR.

i RIRF R4 E

AWS/PrivatelLinkServices @& Z= 6 BIEE X in 2RSS H T F3ERR,

1R

ActiveCon
nections

BytesProcessed

£

iR

B wRQNEFIRE BN R AR EERE, EEMNTRAREREM

EmABISE RN BT,

BEE  EEINRRBSHRRE-—SHNKIEAT RE.
SitEIE - FEAMSITIERN Average l Maximum,
“E

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

T im RIRS ik R Z B SR FHE, MESCE

BEFE  EEFH/RSHIRR/E—DHANRETRE,
SITHIE  FEANSKITIAER Average, Sum H Maximumo,
HE

* Service Id
* Az, Service Id

* Load Balancer Arn, Service Id

IR IRS R4 E
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1R

EndpointsCount

NewConnections

iR
* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

BT RUBRSS IR R E,

REE - ERED B AEFREE,

SitEdE RERANSITTERN Average M Maximum.
HE

* Service Id

wmRAMNEFIREI BB NIERRE. ERNTRAKRFEERMNE

Fﬁ]ﬁﬁziﬂfﬁlﬁﬁﬂ’ﬂ B #%o
HRENE  EEIRIBESFHNRERE—SHARIETRE.
SitEIE - FERANSITIER Average. Sum #l Maximum,

HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

IR IRS R4 E
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1R

RstPacketsSent

EPUN
LiRRS KIXFIRR[H RST BEIHE, EEMATERRFESTFLE
EH B R
WEFA  EEIRRBRSNERE—IHARET RE,
SITEIE - REANSGITITER Average. Sum Hl Maximum,
HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

BEifEXLEER , EAUTHE

$E
Az

Load Balancer
Arn

Service Id

VPC Endpoint Id

iR
B A X FRE R SE.

B ARG AR IE i iR ER

Bim KBRS TRk iE R B R
# VPC i RIS PR B dE

& & CloudWatch E#r

Al Amazon VPC &l &

mT,

. CloudWatch #4&l& =% Amazon CLI & XL CloudWatch 1E#r , B4k

& & CloudWatch 3545
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£/ Amazon VPC ##H 8 EFEH

1. B https://console.aws.amazon.com/vpc/ $TFF Amazon VPC #Z#l&,
2. ESMBERKRD , REBIRS. EELWIKER , ABIEE Monitoring ( 513 ) £+,

3. ESMBEHET , % Endpoint services ( IRRS ) - ERZHNIRSRS , RABEIEE
Monitoring ( %18 ) &I+,

£ A CloudWatch 2 H| A EFIEIF

1. BELATMutiTH CloudWatch #2#|& : https://console.aws.amazon.com/cloudwatch/s
ESMERT , EEFEER.

1%+ AWS/PrivateLinkEndpoints 5% Z= 8],

1% AWS/PrivateLinkServices #5# Z2 8,

w0 N

£/ Amazon CLI ZEIER

FEALLT list-metrics @ % H$% 0% 2 # Gateway Load Balancer 3 S 89 7] F154F

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkEndpoints

ERALLT list-metrics ap R % Hix RRZ BT HIEHF -

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkServices

£ MAER Contributor Insights # N

Amazon PrivateLink J13% RIRSIRE T AER Contributor Insights FMI |, B RBEN ZFNZZHHN
PR S R & KAV iR = E%E%EM #EZ® {(Amazon CloudWatch A #§r) A # Contributor

Insights.
Amazon PrivateLink 2 T4 R -

* VpcEndpointService-ActiveConnectionsByEndpointId-vl — 3&ESNE B 1T =5k
Zo

 VpcEndpointService-BytesByEndpointId-vl — R4 B F T Bt Tim _BES

fEAMEH Contributor Insights H1M 172


https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/cloudwatch/
https://docs.amazonaws.cn/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.amazonaws.cn/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
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 VpcEndpointService-NewConnectionsByEndpointId-vl — RHEESH Tin S HER,

« VpcEndpointService-RstPacketsByEndpointId-vl — R &XXFwSA RST HiESHH 1T
iR BER .

EEANERANZET , XAEBAMAN. BRAANG , BFABRBERBERIE. HX Contributor
Insights ZZAMER , HZ [ Amazon CloudWatch E .

B ER LT RBRF 8EfE A Contributor Insights :

« cloudwatch:DeleteInsightRules — fiBk Contributor Insights N,

« cloudwatch:DisableInsightRules — ZH Contributor Insights HM,

+ cloudwatch:GetInsightRuleReport — FREUHIE,

« cloudwatch:ListManagedInsightRules — %IH AT A AY Contributor Insights F N,
 cloudwatch:PutManagedInsightRules — /g i Contributor Insights # M,

)
« J5 A Contributor Insights #1|
« ZF Contributor Insights #11I

« HIBR Contributor Insights #iM|

/& B Contributor Insights # 1|

BRIBLAT 3 , A Amazon Web Services BEIE{2#|A 5 Amazon CLI 5 &R F Amazon
PrivateLink B9 REM N,

£ A4 & 5 A5ER T Amazon PrivateLink B9 Contributor Insights #0

1. @i https://console.aws.amazon.com/vpc/ $TF Amazon VPC #H| &
2. ESMBEHKD , % Endpoint services ( ImRKRSE ) -

3. ERRmIRS.

4. £ Contributor Insights J£IiF £ , %3 Enable (BH ) »

5
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