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a. XIF Number of Availability Zones ( TAXEHKE ) , REEWFERERE 15 2

b. XF Number of public subnets ( 2B FREHE ) , BRENMNTAXE—NMNEFM,

c. XIF Number of private subnets ( FAEFRHE ) , BRENTARE—NMAEFM,
6. EZFBIE VPC,

H]|2: BRI
ERALE E—SH RN VPC , EAETRRRHELEN , FEREFRRREHLAL
SR M

- £ pem KR ABEZRAN . BHEB2ENMERHIT , BTUERBZAR,

c NELFHOE-IMRELE , LAWKRBITENA CIDR REY A SSH RE,
« AXRBIOIBR—IRELE , MATKREELZ2ENZLAMN AL SSH RE.

o B2 |IAM =4I B & 324 H M inCloudWatchReadOnlyAccess 5 B o

BHE2EN

1. ITFLS¥ EC2 #41A , Mt A https://console.aws.amazon.com/ec2/o
2. EREBEHEH,

3. XtF Name (&B#H) , MALHNELETHHER,

4. RBRAEGMEGIKE,

5. XTF Key pair ( #8X ) , BEBEHZRHAX,

SR 1 IEEFFME VPC 10
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6. X¥T Network settings ( NZIRE ) , HITUATRE :

a. XF VPC, EREM VPC,
b. XF Subnet ( M ) , EELXETFM,
c. XTF Auto-assign public IP ( BZI BB AE IP) |, #%$#F Enable (BHA ) -

d. XTF Firewall ( BFA3E ) , %48 Select existing security group ( BN ERELH ) , REHE
BFHEREREA,
7. EBREBEHEH,

=St

1. FTHLS@E EC2 #4|A& , Mt Jhttps://console.aws.amazon.com/ec2/.
R R R,

XTF Name ( &%) , WAL KHINAERR,

REBMRABGRAMEHIRE,

X F Key pair ( 83T ) |, “EFELWNZEHAX,

Xt F Network settings ( M&RE ) , ITUATRE :

2

a. XF VPC, EREM VPC,
b. XF Subnet ( ™ ) , EFEFLEFM,
c. XTF Auto-assign public IP ( BZI BB AE IP) |, #%$F Disable ( ZHA ) .

d. XTF Firewall ( BFA3E ) , %48 Select existing security group ( EBMELRELH ) , REHXE
fliEFET A,

7. RBJF Advanced details ( BRIFHMAFEL ) - XITF IAM instance profile ( IAM EHIELEXH ) , %F
2 1AM SEBIEL & ST

8. EEBREHH,
FHI2 3 : Mid CloudWatch 5 [ fX R

AT SBREIAZSEFI TS EIH A CloudWatch, #3454 A RiE Amazon CLI s ST IE/E
CloudWatch,

S8, 3 : it CloudWatch 1778 X BR 11
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iz 58 CloudWatch X PR

1. EENTENL , FAUTHTRBAXRIMNE SSH KE , Hikey. pemB & .pem XHHE
Fho

ssh-add ./key.pem

MREWR —FREREE , BIENBANONBRE THE , BETUTaw , RARER L—1

A
T o
chmod 400 ./key.pem

2. MNEMITEYEEIELEN, BXTIEE -A R, XHBFE (B0 ec2-user ) MBL2EM
HNAE IP #hit,

ssh -A ec2-user@bastion-public-ip-address

3. ME2FHEEISM, BLABEEXRGAFE (S ec2-user ) MEHIKFLE IP ik,

ssh ec2-user@instance-private-ip-address

4. BT AHRNIEEXPH LiZ1T CloudWatch list-Metric s @85. X F --region &M |, IEEEEHF 4
# VPC B XiF,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

5. JLoHE , ah 48, XKRBALTELE CloudWatch MEH Y57 VPC BB H S FI#1Tih 8.

Connect timeout on endpoint URL: https://monitoring.us-east-1.amazonaws.com/

6. REESLHNEHFINERE, 0E VPC imaE , BFBXRXZEIRI list-metrics 5o

SR 4 S|BEHEKN VPC KigT = CloudWatch
FEAUTSRAIBIEZEIMN VPC LiFT = CloudWatch,
SoREMH

RNARFREH AN VPC KiFT S tlEZEL24A CloudWatch, #l#0 , R iNAFRE VPC CIDR 3R
HTTPS ZREKH N,

SR 4 BIEEHEM VPC LiFT & CloudWatch 12
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Rl VPC KixTT & CloudWatch

1. FFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. ESMERP  ERIRR

3. &EER BRR,

4. YT Nametag ( BMHFE ) , BARKEN.

5. XITF Service category ( BRZ5Z 5! ) , %EF Amazon Web Services RS

6. X TFHRS , Bk com.amazonaws, region. ¥¥E,

7. XTF VPC, &EEEMH VPC,

8. XIF Subnets (M) , ERTAHAKX , REEEFELEFM,

9. XF Security group ( Z£4 ) , EFE VPC vV Z £ 4,

10. X F Policy ( KEE ) , 1%3#% Full access ( T2 AR ) LA FRMBEEAES VPC IR XFIE R
RINATET B R 1E,

11. (W% ) EERNRZ |, %2 Add new tag ( FIIFIRE ) , RERAZIFSHENE,

12. EFVBIRR *ﬂﬁé‘bﬁ?&ﬁ Pendlng( ), T£$§¢U_F—5Zﬁu , BHFIREER

Available ( TFH ) ) ﬁgg‘ﬁﬁ %:FEIJE-“E—JO

S5 MR VPC im R
BIUF VPC KinT R 2B EERERMNEH 6 %X E| CloudWatch,
i VPC i =

HEEHEF EZTUT 5. WTF --region &M |, EELREHD6IE VPC imSHXE,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

MREBWKEIE  BEE NZEMER |, MR RIESEREE CloudWatch 5 Amazon

PrivateLink.
mREBEEIUnauthorizedOperationfiix , FHRIZZEHIER AFHBEE IAM B CloudWatch,
MEFERER , FRIEATAE :

s RigTRNEZLEARTFREH A CloudWatch,
- --region RIEE T HEHFBIE VPC ik M X,

S5 Mid VPC im s 13
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5‘9%% 6 5% 7R
METBHEELNAYEVNENR L2 HLASAF , o] SO E MR,

2813261

-

TS EC2 #%|4& , Mt R https://console.aws.amazon.com/ec?/,
2. ESMERKRTR , EEXH,

3. EBHAMNREH , REMKXIER Instance state ( EHPAZ ) . Terminate instance ( &1k

Bl o
4. HRZRREWEIAE | ERLLL,

MRETBHFE VPC im R , AT LU EMER.

i BR VPC i =
1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. ESMERTP , ERRR.
3. &# VPC i Ro
4. i%&# Actions ( #4E ) . Delete VPC Endpoint ( #ilB& VPC i%& ) -
5. BRBTHEINR | #A delete , ATk Delete ( IR ) -

=

ES

SR 6 B
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Amazon Web Services R BI LA H X758 Amazon
PrivateLink

#& Amazon Web Services fr$ ALK IRT [iGE. BRIANBRSEIRAEED , REKH @ VPC
AINEBRMMKR | XBEREFEEM VPC FiE Amazon Web Services fRS . MR LEEBFRFEEHN
FREER | NATLAERFER VPC %3 Amazon PrivateLink E] , Amazon Web Services IRS #h &%
CEEN VPC h—# |, TEFRAERMMNX,

& O LA Amazon PrivateLink £/ VPC KT R RFRIS2ERHRNAE. Amazon Web Services AR
S BLTEFEAERMNMXETHERNEEN AREFHERNMER.

EM

REBEWIED VPC IR AEBNMNTARMENE — /Nt BB E A, A | BEFRBAEHWERE
GB 4%, EXxEZEE , i5ZEAmazon PrivateLink E4To

ok

B
-« DNS E#Hl54
« DNS f##T
- #AF DNS
- FRAATAKX
o IP ihhbRA
« Amazon Web Services RS 52z &K Amazon PrivateLink
« Amazon Web Services lrR55 FEAEOHE VPC KixT R
- BEENRS
- BREORSSHNRE
- BIBRENRKS
« FMXims

A5
Ak

& 0] LA Amazon Web Services RS BT 41892 H RS w2715 |, A1 B Amazon Web
Services IRE FAEED MWL IHET S Amazon PrivateLink, 2S8R R TixE 5%,

mll

o
o
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BE 2B RS m [T

THEE R 73R40/ Amazon Web Services B B A H RS LT /B TIHE. Amazon Web
Services BRF M\ FRFSZFIZEIRRERNREE VPC B Internet WM< , AEEHE] Amazon
Web Services RS, MWFAE TR HEISEHI57R B Amazon Web Services FRSS BIHRER BT NAT Rk |
AREHRBE VPC WEBEMMK , REBEEHEE Amazon Web Services S, YXEREBTHEBRN
Mxit , EFaBEFME, Amazon

oy
______________________________ A
Auvailability Zone Availability Zone
Public subnet ﬁ Public subnet
. O
4 . E
e~ S 0

BJ¥ Connect Amazon PrivateLink

THEERTKFIR 1 Amazon Web Services AR &2 1571 Amazon PrivateLinkf, B 5% , 82
O VPC KHT R, ATFEZEMN VPC F I FMH Amazon Web Services BRSS 1E1E 5 B HY P 48 43
OZBRBIEE, ZEH Amazon Web Services fR% REMFE A DNS SR LG S MEZEONFA
£ IP ik , ARJF Amazon Web Services RS A VPC Kix T R 5z M ERE X% ZE| Amazon Web
Services R

=
&
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S
"""" AwilabiiityZone

ﬁ Private subnet

Amazon Web Services IR BaiEZEEIFR, BRFLZEET VPC iR AEXN T IRIIER,

DNS E£4#1%
KZ¥#E Amazon Web Services i BEAAHXFHLIFET R , HiBZWOT,

protocol://service_code.region_code.amazonaws.com

570 | us-east-2 CloudWatch I L pY s AR WHT S T AT Ro

https://monitoring.us-east-2.amazonaws.com

£ Amazon PrivateLink , A AMERMELX BT RARSKERE, HEGIEED VPC KT A
B, BANS6I22XEMXE DNS B# , BA LU HIX L ZFR Amazon Web Services RS MIERY VPC
S#TEE,

0O VPC im R X1E DNS BMHEEMNT ¢

endpoint_id.service_id.region.vpce.amazonaws.com

2 [X DNS B#AVIEEMT
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endpoint_id-az_name.service_id.region.vpce.amazonaws.com

ERBIEED VPC KT 28t Amazon Web Services RS , LB B#. A DNS, E£B8)#H DNS ,
U L BREFERAE A HIFESA DNS EME RS A HIER , @@ ED VPC i F ARG ERE. &
XEZELR |, {5 the section called “DNS #4717,

LA R describe-vpc-endpoints s 5 £ R % O 4% T KB DNS %& B,

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb00b40f00e22 --query
VpcEndpoints[*].DnsEntries

LA 25 A% CloudWatch & DNS E#H) Amazon #O4KRT R BTG, F— I KEARMEXE
hRe ETRHN=AFRERMEIRRER. ZE—ITREXRBBBHLEREEX , ZXKERN L H R
REVEREM N IR RN EEONE P it

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZonelId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZonelId": "ZC8PGOKIFKBRI"

},

{
"DnsName": "monitoring.us-east-2.amazonaws.com",
"HostedZonelId": "Z06320943MMOWYGEMAVLS"

}
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]

DNS &4

BN EWED VPC i [ eI2M DNS iERR2 LA, it , XL DNS BME A LT TR, BER
kB VPC A &FH) DNS BRMESBEEin AMEEOMNIE P #huk , it , BRIFBELRILRE VPC |, &
XL P e uk A 8E A T 15 Rl i [UIRSS

#.8 DNS

MRERFENO VPC KinT RS AFAE DNS |, H HEM VPC ER/EA T DNS 418 F DNS f#47 |
B REBIE - REN AmazonEEREREXE . REXTERSHERIA DNS BFRIERE ,
BT BT REN VPC hili aMEEONFAE IP ik, Rt , MRENINENARRFE Amazon Web
Services BR% ﬁﬂwéi\liiié%“* EREER , WXEFRAELBESILFETRMEED , MEE
EI X L R AR R TR E

RANTEZIUE 7 Amazon Web Services BREH VPC % = /5 FAFAE DNS B#. XA RER AR
SR RMER (Fa0&T Amazon SDK X HEYIER ) BT TIER VPC LixT =,

Amazon &K VPC 124t DNS AR%8% , 18 Route 53 Resolver, Route 53 Resolver B3I &t fAHE
RE XA VPC ﬁ% Micxk, B , BT EEM VPC A ERE A Route 53 Resolver, IR EMNZAK
P 48 5 [B] S8/ VPC g s, M AT LAfE A Route 53 Resolver i S MARATESHIN, BXxEZER |, HS

) Amazon Transit Gateway 5 Amazon PrivateLink & 5 Amazon Route 53 Resolver,

F R A X

B LEE VPC KR , BMNTHARFE N FM, RINEELZNFRER VPC kS BIE—PNikEM
gEEO, ﬁmﬁifﬂﬁ VPC mRE IP iR AEHFHAPARNENRRMEZEOSE IP thit, wmaXN
LEOW IP it H VPC AN ER AR TLTE,

REFHRER , RS ATHENRYE | RITEVCRIBATERE :

c NEBNVPCAGKTREEESHNTAKX , HEXLAARX Amazon Web Services fRS HEE &%
iRy Amazon &R

- A VPC in R ELEFAHE DNS & #,

- {# /A Amazon Web Services BR% E[X1E DNS & ( bFh A H KT & ) #HITHR,
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TEE7RT Amazon CloudWatch B VPC KT R , ER T EAMNEEONTENTARX, 3 VPC
AT F X AR 4T &R CloudWatchE R E /A B KT aif| 'ﬂ Amazon B | A& RR E BT B L iR

TaAMEEOR IP thit, i @%%ﬁﬁﬂﬂ?%t%lﬂﬁ’ﬁ% BR A MBEAAX1ZH , NTAKX 2
YRR TS 15 8 Amazon CloudWatch,

@ |

| VPC endpoint | CloudWatch
Subnet | Subnet

'l

Ll

Availability Zone 1

............................................................................

Availability Zune}l

.....................................................

TEETRT Amazon B VPC K3 = , CloudWatch HA T SN EOMNTFRATAHAX, % VPC

FERF R AP ERERERE A B LK iRT RiGE Amazon CloudWatch Bt , ISR —NMEEMNA

mTHRMEED  FAREEZEEN AR, RE , RNSFREFMIEERMEEON IP
15571 8

FRMAAX 20



Amazon Virtual Private Cloud

Amazon PrivateLink

....................

CloudWatch

Availability Zghe 1

............................

Y
8]

MRECEEREHAH , MALEREAR - TAXPHRIAMNEED |, RRENEH ERLIEE

Amazon Web Services RS . At , BHFEARAMEZEONILE XSRS IP i,
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@ |

| VPC endpoint | CloudWatch

Availability Zone 1

..............................................................................

g
g

..............................................................................

IP ith it S8 BY

Amazon Web Services RS EMEMATFR X IPv6 Bl E A xS |, WAL IPve B HFA AR 124
Y, MRS IPv6 AT LAER AAAA iEFImRE DNS &iff,

IPv6 AEOLKIET REHANER

» Amazon Web Services fR% HMEERSZ®m ST A IPv6, BXEZEER |, 52 R the section called
“BE IPv6 X7,

o EOIRAW IP it RBMMEEORSNFNRE , TFHR

« IPv4A— NENRKSMEEODE IPv4 thit, NEFMEEEN FREE IPv4 ihitSuE et |, & i
LEIERIN
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o IPv6— NENm[/MEEODE IPV6 bk, NHMMEEEN FMNA FMET , IPv6 I XiFItik
M,

+ Dualstack — ¥ IPv4 1 IPv6 it D BLAEMNIR R MNEZEOD, NHEFMEEEN FRERER IPv4
F IPv6 #stSEERT | X RF IR,

R VPC KimTRAZEFNED IPv4 |, NIRRT SMEZOESR IPvatbit, 1R VPC KinT RAZEH
0O IPv6 |, M4 jﬁ%lﬁmiﬁﬁnﬁﬁ IPv6 Hitit, FoEBE BBM G EIm R ME#E O IPve Byttht, 0
REER IPve it ERB R MEED |, HEEZEOERdenyAllIgwTrafficA,

Amazon Web Services k% 525 Amazon PrivateLink

L TFRAE Amazon Web Services BRSS ££ X Amazon PrivateLink, & A LA8I2 VPC if = LAFA T iE#E
FXLERS , MRXERSMELBSH VPC FiE1T,

£ Amazon Web Services FREZ IV | EF 5 2 ER MRS Y X# Amazon PrivateLink., BRSS
BN BTELELEEND VPC A ENRSZEN , RERTZBRSERZKS.

Amazon Web Services RS BRS5& #h

eIl vig= cho com.amazonaws. region. iFIRlZ #7285
Amazon K538 cn. com.amazonaws. region. IKF?
Amazon API Gateway Ch, cCOom.amazonaws. region.execute-api
Amazon AppConfig Ch, com.amazonaws. region.appconfig

Cn. com.amazonaws. region.appconfigdat

Amazon App Mesh Ch, com.amazonaws., region.appmesh

cho com.amazonaws. region. appmesh-envoy-

management
Amazon N AREFIEZEITER Cho COmM.amazonaws., region.apprunner
Amazon App Runner k5% Ch, cOm.amazonaws. region.apprunner.requests
Application Auto Scaling ch. com.amazonaws. region. RFATEFBIIHEM
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Amazon Web Services RS

Amazon Application Discovery
Service

Amazon M RAREFIBRS

AL 5% AppStream 2.0

Amazon AppSync

Amazon Athena

Amazon Audit Manager

Amazon Aurora

Amazon Auto Scaling

Amazon B2B #iE Rk

Amazon Backup

Amazon Batch

Amazon Bedrock

Amazon Billing and Cost
Management

ARSS& R
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CNhNo
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CNno

Cho

CNno

CNho
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CNno

Cho
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CNno
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CNhNo

CNno
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com.amazonaws,

com.amazonaws.
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com.amazonaws,
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com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,
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com.amazonaws,.

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws.

region. XM
region.arsenal-disco
region.mgn
region.appstream.api
region.appstream.streamin
region.appsync-api
region.athena
region. FitEEER
region.rds

region. BRI A Mt X
region.b2bi

region. %13
region.backup-gatew
region.batch
region. bedrock
region.bedrock-agent

region, bedrock-agent-runt
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region.bedrock =17t
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region. freetier
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.amazonaws.cn/codeartifact/latest/ug/vpc-endpoints.html
https://docs.amazonaws.cn/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.amazonaws.cn/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.amazonaws.cn/dtconsole/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services RS

Amazon CodeDeploy

Amazon P CodeGuru rofiler

Amazon CodeGuru Reviewer

Amazon CodePipeline

Amazon Comprehend

Amazon Comprehend Medical

Amazon Compute Optimizer

Amazon Config

Amazon Connect

Amazon Connector Service

Amazon %l B &

Amazon Cost Explorer

ARSS& R

Ch, COM.amazonaws,
ons.api

CnNo COM.amazonaws.

Cch, COM.amazonawsS.
commands-secure

CnNo COM.amazonaws.
Cho COM.amazonaws.
Cno, COM.amazonaws.
CnNo COM.amazonaws.
ChNo COM.amazonawsS.
Cno, COM.amazonaws.
Cno COM.amazonaws.
Cho COM.amazonawsS.
Cno, COM.amazonaws.
CnNo COM.amazonaws.
ChNo COM.amazonaws.
Cno, COM.amazonaws.
CnNo COM.amazonaws.
ChNo COM.amazonawsS.
CnNo COM.amazonaws.

CnNo COM.amazonaws.

region.codestar-connecti

region.codeplo

region, codedeploy-

region.codeguru-profiler
region.codeguru-reviewer
region.codepilin
region.comprehend
region.comprehendmedical
region. ItEL{LES
region. BLE&

region.app &M

region. R4l
region.connect-cam
region. MR
region.voiceid

region. B8
region.awsiE#8s
region. 1B %

region.ce

5. &BHRS

27


https://docs.amazonaws.cn/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.amazonaws.cn/codeguru/latest/profiler-ug/private-link.html
https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.amazonaws.cn/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.amazonaws.cn/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.amazonaws.cn/config/latest/developerguide/config-VPC-endpoints.html
https://docs.amazonaws.cn/connect/latest/adminguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/controlcatalog/latest/userguide/vpc-interface-endpoints.html
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https://docs.amazonaws.cn/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/firehose/latest/dev/vpc.html
https://docs.amazonaws.cn/ebs/latest/userguide/dlm-vpc-endpoints.html
https://docs.amazonaws.cn/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.amazonaws.cn/datasync/latest/userguide/choose-service-endpoint.html
https://docs.amazonaws.cn/datazone/latest/userguide/datazone-vpc.html
https://docs.amazonaws.cn/deadline-cloud/latest/developerguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/docdb-private-link.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.amazonaws.cn/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
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https://docs.amazonaws.cn/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.amazonaws.cn/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.amazonaws.cn/eks/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.amazonaws.cn/drs/latest/userguide/installing-agent-blocked.html
https://docs.amazonaws.cn/efs/latest/ug/efs-vpc-endpoints.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/dg/elasticache-privatelink.html
https://docs.amazonaws.cn/mediaconnect/latest/ug/vpc-endpoints.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/interface-vpc-endpoint.html
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https://docs.amazonaws.cn/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
https://docs.amazonaws.cn/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.amazonaws.cn/social-messaging/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.amazonaws.cn/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/finspace/latest/userguide/infrastructure-security.html#connect-vpce
https://docs.amazonaws.cn/forecast/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/frauddetector/latest/ug/vpc-interface-endpoints.html
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https://docs.amazonaws.cn/glue/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/databrew/latest/dg/vpc-endpoint.html
https://docs.amazonaws.cn/grafana/latest/userguide/VPC-endpoints.html
https://docs.amazonaws.cn/guardduty/latest/ug/security-vpc-endpoints.html
https://docs.amazonaws.cn/healthimaging/latest/devguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/healthlake/latest/devguide/vpc-endpoints.html
https://docs.amazonaws.cn/omics/latest/dev/vpc-interface-endpoints.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.amazonaws.cn/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/iot/latest/developerguide/IoTCore-VPC.html
https://docs.amazonaws.cn/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.amazonaws.cn/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
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https://docs.amazonaws.cn/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.amazonaws.cn/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.amazonaws.cn/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.amazonaws.cn/streams/latest/dev/vpc.html
https://docs.amazonaws.cn/lake-formation/latest/dg/privatelink.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.amazonaws.cn/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/license-manager/latest/userguide/interface-vpc-endpoints.html
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https://docs.amazonaws.cn/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.amazonaws.cn/lookoutmetrics/latest/dev/services-vpc.html#services-vpc-interface
https://docs.amazonaws.cn/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/macie/latest/user/vpc-interface-endpoints-macie.html
https://docs.amazonaws.cn/m2/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.amazonaws.cn/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.amazonaws.cn/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.amazonaws.cn/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.amazonaws.cn/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.amazonaws.cn/mwaa/latest/userguide/vpc-vpe-create-access.html
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https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.amazonaws.cn/memorydb/latest/devguide/memorydb-privatelink.html
https://docs.amazonaws.cn/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/connect-to-amazonmq.html
https://docs.amazonaws.cn/network-firewall/latest/developerguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_security_privatelink.html
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https://docs.amazonaws.cn/panorama/latest/dev/api-endpoints.html
https://docs.amazonaws.cn/pcs/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/personalize/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.amazonaws.cn/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.amazonaws.cn/privateca/latest/userguide/vpc-endpoints.html
https://docs.amazonaws.cn/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.amazonaws.cn/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.amazonaws.cn/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html
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com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

ion-fips

region.qapps
region.service.user 1J [
region.gldb.session
region.quicksight-F 4
region.rds
region.rds-data
region.pi

region.pi-fips
region.rbin
region.redshif
region.redshift-fips
region.redshift 7o ARS5 85

region., redshift-serverless-

region.redShift-data
region., redshift-data-fips
region. rekognition
region.rekognition-fips
region.streaming-rekognition

region, streaming-rekognit
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https://docs.amazonaws.cn/qldb/latest/developerguide/vpc-endpoints.html#using-interface-vpc-endpoints
https://docs.amazonaws.cn/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/pi-vpc-interface-endpoints.html
https://docs.amazonaws.cn/ebs/latest/userguide/rbin-vpcendpoints.html
https://docs.amazonaws.cn/redshift/latest/mgmt/security-network-isolation.html#security-private-link
https://docs.amazonaws.cn/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.amazonaws.cn/rekognition/latest/dg/vpc.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services IR%

Amazon Resource Access Manager

Amazon Resource Groups

Amazon Resource Groups Tagging
API

Amazon RoboMaker

Amazon S3

Amazon S3 Z XI5 if 8 &

Amazon S3 on Outposts

I 5 SageMaker Al

ARSS& R

CNho

CNho

CNno

CNno

CNho

Cho

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

region.ram
region. ®iRA
region. resource-groups-fips

region. tagging

region.robomaker
region.s3

region.s3tables

com.amazonaws.s3-global.accesspoint

Ch, com.amazonaws. region.s3-outposts

aws.sagemaker,
aws.sagemaker,
aws.sagemaker,

aws.sagemaker,

region. 3R
region. £i8 A
region.partner-app

region. THEE

Ch, com.amazonaws., region. Sagemaker-data-sci

ence-assistant

CNno

CNno

CNho

com.amazonaws,

com.amazonaws,

com.amazonaws.

store-runtime

CNno

com.amazonaws,

region.sagemaker.api
region.sagemaker.api-fips

region.sagemaker.feature

region.sagemaker.metrics
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https://docs.amazonaws.cn/ram/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/robomaker/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.amazonaws.cn/AmazonS3/latest/s3-outposts/s3-outposts-privatelink-interface-endpoints.html
https://docs.amazonaws.cn/sagemaker/latest/dg/notebook-interface-endpoint.html
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Amazon PrivateLink

Amazon Web Services RS

TEITX

Amazon Secrets Manager

Amazon Security Hub

Amazon Security Lake

Amazon Security Token Service

Amazon Serverless Application
Repository

ARSs B *

Amazon SES
Amazon SimSpace Weaver

Amazon Snowball Edge Device
Management

Amazon SNS

Amazon SQS

Amazon SWF

ARSS & 75

Cno COM.amazonaws.
ChNo COM.amazonaws.
Cno COM.amazonaws.
CnNo COM.amazonaws.
Cho COM.amazonawsS.
Cno, COM.amazonaws.
Cno COM.amazonaws.
ChNo COM.amazonawsS.

Cno, COM.amazonaws.

Cno, COM.amazonaws.

Ch, COM.amazonaws.
pregistry

CnNo COM.amazonawsS.
CnNo COM.amazonaws.

Ch, CoOm.amazonaws,
ment

ChNo COM.amazonawsS.
CnNo COM.amazonawsS.
Cno COM.amazonaws.

CnNo COM.amazonaws.

region.sagemaker.runtime
region.sagemaker.runtime-fips
region. &t Xl
region.secretsManag
region.securityh

region. securityL
region.securitylake-fi
region.sts

region.serverlesstzfif

region.serviceCatalog

region.servicecatalog-ap

region.email-smtp
region.simspaceweaver

region. snow-device-manage

region.sns
region.sqs
region.swf

region.swi-fips
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.amazonaws.cn/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.amazonaws.cn/security-lake/latest/userguide/security-vpc-endpoints.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.amazonaws.cn/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.amazonaws.cn/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.amazonaws.cn/amazonswf/latest/developerguide/swf-vpc-endpoints.html
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Amazon Web Services IR%

Amazon Step Functions

Amazon Storage Gateway

Amazon Supply Chain

Amazon Systems Manager

Amazon 15 M &4 K 25

Amazon Textract

Amazon Timestream

Amazon Timestream for InfluxDB

Amazon Transcribe

Amazon Transcribe Medical

ARSS& R

CNho
CNho
CNno
CNno
CNno
CNno
CNno
CNno
CNno
CNno
CNho
CNno
CNno
CNho
CNno
CNno

Cho
fips

CNhNo
CNho

Cho

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws.

region. states
region.sync-states

region. storagegateway
region.scn
region.ec2messages
region.ssm
region.ssm-contacts
region.ssm-B4
region.ssm-quicksetup
region.ssmmessages
region.tnb

region.extract
region.textract-fips
region.timestream.ingest-cell
region.timestream.query-cel 1
region.timestream-influxdb

region. timestream-influxdb-

region. ¥%
region.transcribe

region. #%
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https://docs.amazonaws.cn/step-functions/latest/dg/vpc-endpoints.html
https://docs.amazonaws.cn/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.amazonaws.cn/textract/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/timestream/latest/developerguide/VPCEndpoints.html
https://docs.amazonaws.cn/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.amazonaws.cn/transcribe/latest/dg/vulnerability-analysis-and-management.html
https://docs.amazonaws.cn/transcribe/latest/dg/med-vpc-interface-endpoints.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services IR%

Amazon Transfer for SFTP

Amazon Translate

Amazon Trusted Advisor

Amazon Verified Permissions

Amazon VPC Lattice

Amazon Well-Architected Tool
Amazon WorkMail

Amazon WorkSpaces

Amazon T/EZE R Z 2N %K

Amazon WorkSpaces &% 7 #l

Amazon X-Ray

ARSS& R

CNho

CNho

CNno

CNno

CNho

CNno

CNno

Cho

CNno

CNno

Cho

CNno

CNno

Cho

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

#Z= % 1 A Amazon Web Services RS & =F

& 7] LLfE A describe-vpc-endpoint-servicesfi s

UTRBE
HH PR %1 9 BR 55 & #io

aws ec2 describe-vpc-endpoint-services \

BEEXF VPC L

7~ Y Amazon Web Services R HEREXBHA X FEALIFET R, 1Z

region.transcribe
region. ¥%
region.transfer.s
region, BI¥

region. EBEBHEIE
region. BRI R
region.vpc-lattice
region.wellarchitected
region.workmail
region. TYEZE[H]
region.workspaces-Web
region, workspaces-web-fips
region.thinclient.api

region.xray

TR \EI\JHE%% Mo

--query XTI

--filters Name=service-type,Values=Interface Name=owner,Values=amazon \

--region us-east-1 \
--query ServiceNames

=& A A Amazon Web Services BB & F

41


https://docs.amazonaws.cn/translate/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.amazonaws.cn/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-security-vpc-endpoint.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
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Amazon PrivateLink

THRRHEE

"aws.

aws.
"aws.

com.
""com.

com.

api.us-east-1l.kendra-ranking",

sagemaker.
sagemaker.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1.
s3-global.
us-east-1.
us-east-1.

EERABSWEER

RIBIRSBFG , B A LUE A describe-vpc-endpoint-servicesip S EE A X BMNR BT A RS MFMAE

/%\ o

LT REIE REXREERXEH Amazon CloudWatch # 0 4%

notebook",
studio",
accesspoint",
access-analyzer",
account",

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \

--region us-east-1

THRRFHEE, VpcEndpointPolicySupported RREE X iFin o %

TRIER.

B&. SupportedIpAddressTypes RRZIFHLE P kA,

"ServiceDetails": [

{

"ServiceName": "com.amazonaws.us-east-1l.monitoring",

"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [

{

]I

"ServiceType": "Interface"

"AvailabilityZones": [

"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",

EERXBRSWEER
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
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"us-east-1f"

1,

"Owner": "amazon",

"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"

1,
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [
{
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"
}
1,

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
"ManagesVpcEndpoints": false,

"Tags": [],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [
Ilipv4ll
]

1,
"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

BEE i AR

ERITIRSE2EEZFLmT KK , 1§18 Adescribe-vpc-endpoint-servicesin w H 1 & #Y
{EVpcEndpointPolicySupported., AREMIEN true M false,

AT ROIREREERSREXIRFEEX PR [EKMK, --query ETUR A HBREIH
VpcEndpointPolicySupported BB,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

THRRHHE S,

ERRARBE
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
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True

LT RHIZIE T Amazon Web Services BkS I8 E KB FLIRT QRN 1% --query TR

H R &N RS B M. EfEA Windows &%

TTEZFHFMNERR A

BRIETGT , BHREAZHFEARNESS , FF

aws ec2 describe-vpc-endpoint-services \

--filters Name=service-type,Values=Interface Name=owner,Values=amazon \

--region us-east-1 \

--query 'ServiceDetails[?VpcEndpointPolicySupported=="true ].ServiceName'

THRRHHEH,

"aws.

"aws.

""com.

aws.

com.

com.

api.us-east-1.kendra-ranking",

sagemaker.
sagemaker.

amazonaws

amazonaws.
amazonaws.

us-east-1.
us-east-1.
.s3-global.
.access-analyzer",
us-east-1.

us-east-1

notebook",
studio",
accesspoint",

account",

LT RBIZIE T Amazon Web Services RS FEIEEX AR ZFLIRT REREN, 1Z --query £

R4 H R & N RS B #5. EFEM Windows a7 %

HRITEEFHMNETR A

BRETeS , BHREAFZNEEAENESS

aws ec2 describe-vpc-endpoint-services \

--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

THRRHHEH,

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1.
us-east-1.
us-east-1.

us-east-1

appmesh-envoy-management",
apprunner.requests",
appstream.api",
appstream.streaming",

.awsconnector",
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EBE IPv6 X

EEEX Amazon BREH IPv6 X | BSH X FAAmazon BRS5 IPv6,

com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1.
us-east-1.
us-east-1.

cleanrooms-ml",
cloudtrail"”,
codeguru-profiler",
codeguru-reviewer",

.codepipeline",

codewhisperer",
datasync",
datazone",
deviceadvisor.iot",
eks",

.email-smtp",

glue.dashboard",
grafana-workspace",
iot.credentials",
jot.data",
iotwireless.api",

.lorawan.cups",

lorawan.1lns",
macie2",
neptune-graph",

neptune-graph-fips",

outposts",

.pipes-data",
.qll’

redshift-data",

redshift-data-fips",

refactor-spaces",

sagemaker.runtime-fips",
.storagegateway",

transfer",
transfer.server",

verifiedpermissions"

8] LAsE A LA R describe-

vpc-endpoint-services&r S & & Amazon Web Services fi$ EIEERXE IPv6 R LAFRIN, Z --

query &I 5 i BR H 9 BR S5 & o

aws ec2 describe-vpc-endpoint-services \
--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \
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https://docs.amazonaws.cn/vpc/latest/userguide/aws-ipv6-support.html#ipv6-service-support
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
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--region us-east-1 \
--query ServiceNames

THRRHREE

"aws.api.us-east-1.kendra-ranking",
"aws.api.us-east-1.gbusiness",
""com.amazonaws.us-east-1.account",
"com.amazonaws.us-east-1.applicationinsights",
"'com.amazonaws.us-east-1.apprunner",
""com.amazonaws.us-east-1.aps",
""com.amazonaws.us-east-1.aps-workspaces",
""com.amazonaws.us-east-1.arsenal-discovery",
""com.amazonaws.us-east-1.athena",
""com.amazonaws.us-east-1.backup",
"'com.amazonaws.us-east-1.braket",
""com.amazonaws.us-east-1.cloudcontrolapi",
"com.amazonaws.us-east-1.cloudcontrolapi-fips",
""com.amazonaws.us-east-1.cloudhsmv2",
""com.amazonaws.us-east-1.compute-optimizer",
"com.amazonaws.us-east-1.codeartifact.api",
"com.amazonaws.us-east-1.codeartifact.repositories",
""com.amazonaws.us-east-1.cost-optimization-hub",
""com.amazonaws.us-east-1.data-servicediscovery",
""com.amazonaws.us-east-1.data-servicediscovery-fips",
""com.amazonaws.us-east-1.datasync",
"com.amazonaws.us-east-1.discovery",
"com.amazonaws.us-east-1.drs",
""com.amazonaws.us-east-1.ebs",
"com.amazonaws.us-east-1.eks",
""com.amazonaws.us-east-1.eks-auth",
"com.amazonaws.us-east-1.elasticbeanstalk",
""com.amazonaws.us-east-1.elasticbeanstalk-health",
""com.amazonaws.us-east-1.execute-api",
""com.amazonaws.us-east-1.glue",
""com.amazonaws.us-east-1.grafana",
""com.amazonaws.us-east-1.groundstation",
""com.amazonaws.us-east-1.internetmonitor".
""com.amazonaws.us-east-1.internetmonitor-fips".
"com.amazonaws.us-east-1.iotfleetwise",
""com.amazonaws.us-east-1.kinesis-firehose",
"com.amazonaws.us-east-1.lakeformation",
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com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1.
us-east-1.
us-east-1.

us-east-1

us-east-1

us-east-1

us-east-1

us-east-1

m2".
macie2".
networkflowmonitor".

networkflowmonitorreports".
.pca-connector-scep",
.pcs",

us-east-1.
us-east-1.
us-east-1.
us-east-1.

pcs-fips",
pi",
pi-fips",
polly",

.quicksight-website",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.servicediscovery-fips",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.timestream-influxdb-fips",
us-east-1.
us-east-1.
us-east-1.

rbin",
s3-outposts",
sagemaker.api",
securityhub",
servicediscovery",

synthetics".
synthetics-fips"
textract",
textract-fips",
timestream-influxdb",

trustedadvisor",
workmail",
xray"

Amazon Web Services RS EHEOHR VPC KigT &

B LABIE O VPC LR RREHEHAHERMH T IEMNRS Amazon PrivateLink , @B F SRS
Amazon Web Services ;8. BXxBiR , iE5Z# the section called “#=" Hl 175I5J Amazon Web
Services %,

N FEIE VPC HEEENEN TN, RITHEFFHEE— N aMEED |, HAIESBE FR iU SEE
AWFE IP bk, IwWENEEARHBEREETENNEED ; BT LAERM Amazon Web Services
KFrHhER , BLEETEE,

AR
- REREH
. B2 VPC iR
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- HEFK
« ICMP

Bl R SR AF

« E&1 VPC Amazon Web Services fRS F A T i RN E IR,

- ZEMFAFE DNS , 4N VPC /5 A DNS £H.EZ M DNS . BEXEZER , B3R
{Amazon VPC AAFER) FMEFFEF DNS B,

. E |IPv6e IEOKRET 2B A , Amazon Web Services IR S F B IH A IPv6, BXESE
B, {554 the section called “IP ik A",

- NimANEZEOVNE—INLTLA , AFREB VPC BENTHEIRE, Hl0 , AR Amazon CLI AT LA
B &% HTTPS #&3R Amazon Web Services RS , ZEEAMAF A HTTPS HRE.

- MRELHWEBRNTEEMSE ACL W FRH | 1HE:,I_L'I-IE|X—.|2§ ACL 2B AW VPC Mis AMEEOPH R
RZEBRE,

« & Amazon PrivateLink ®R BB &, BXxEZEE , 52 Amazon PrivateLink Bl &,

B2 VPC s

FEAUT IR EIERES] Amazon Web Services FRE KD VPC i .
HEIBEOLKIHT & Amazon Web Services RS

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &

2. ESMERP  ERIRR

3. ERUBRR.

4. TE“KEB P | EFEAmazon BRE

5. XF Service name ( REEM ) , EEBRSF. BXEZER , iIHSH the section called “5... &5
XNF VPC , IEBREEMHIFE Amazon Web Services iR HI VPC,

7. WMREBESES kBT Amazon SRS B , FEREREFE DNS 5 , NFEEBRHAM
RE. SF DNS &%, HEMEIERER , HESBIEBMNN ARG AFE DNS, R
7] Amazon S3 WOk A i EW A AL ##HTe5is 2 FAE DNS, ZZD% 2% Amazon S3 FYH

mR, FEERNA )\ﬁE RIBAFEDNS, )”lJTf—Eﬁtmﬁltt BRENRRE -SSR BEIRHE
Eo

o
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MREELSER 5 PR Amazon S3 ZHAMAFTERSHER TRFEHN , WRADER T HMR
iE. /5F DNS B, BWEREMINE. IETUARREALAHERESLIRT RMER (flmEs
Amazon SDK &K HEVER ) T EIEH VPC Kim T K

8. XWFFW , BREHHPUERS Miﬁiﬁlﬂﬂ’]?@o WA RN TRHXIEE—NTFN. BTEM
B—AAXPEREZNFN, BEXEZEE , iHSH the section called “FMHAATFHX",

RINBERT , RINERFH IP - STEFM IP bt |, HFGESTLRAMEEND, EE2ER
IP st | EIEIR 487 IP #bat”, E3FE , F™ CIDR iiREF'H’JEﬁI/\ IP it F& G — N IP bk 57
REBERNIPER , B ENCEEATiRaMEED,

9. XIF IP address type ( IP #itZEH ) | AfMSATIET AP 1TiERE -
o IPv4— RiFRMEEOSE IPv4 thit, NYFRBEEEN FMEE IPv4 thibSBEH BRSES
IPv4 EREY , F ZHEFII%ED,

« IPv6— NimIAMEEODE IPv6 ik, NIHFRAIEER RN FMHBRS#ESZ IPv6 IPv6
HRAEY |, I FLIET

+ Dualstack — ¥ IPv4 1 IPv6 it D ELAIm R MEED, NHMBEEEN FRERESR IPv4 M
IPv6 31t SE. B H B RS ERT1EZ IPv4 1 IPv6 B 3RET |, = ZiFbikIn,

10. X F Security groups ( Z£4 ) , EBRESHINEZEOXRBKNEZLA, RIABRT , &Bilax
BEX VPC WBRIAZ £ 4,

1. W TERE , ERTAZRABSEZEORINAERFERITAARE , BEARTEHRNR, ER
FHRIRR | HiEFE B E SR ARK, ZETXERS XF VPC AR ATH, AXESE
B, B2 iR,

12. (A% ) BERIRZ | i§EF Add new tag ( RINFIRE ) |, REHAZISHNENE.,
13. EECBKR,

ERABTTUREORR

+ create-vpc-endpoint (Amazon CLI)

 New-EC2VpcEndpoint ( & F Windows By T & PowerShell )

/\?%l_,l

BEEESHEAZNFNFE, #HiR, BRIMER VPC xR, ER , BRUESELENFRFE
A VPC iR
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2VpcEndpoint.html
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ICMP

EOR SR ping HRMEBB, BELER nc = nmap o RkAE,

=4l g=\

tlg#EO VPC iImRja , B EFHEE,

5
o AR R T M
- XEkZz£4

. YREE VPC ik SFK
- BFR#.E DNS &
. EEIRE

N DS BR £ P

BRI LR EORINENTARER—NFN, IREEFNFR , RILELEZRNEN FM ol 2K
RMEED AN FROEFMUSEEANFIAE IP ik, MRERERF , RIILBBRE RS
MEEO, BXEZER |, 53 the section called “FMF AT AHX",

EREHaERTFH

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC 1414,

2. ESMERTP , EFRR

3. EEREOWRR.

4. {KIXIE$F Actions ( #4E ) . Manage subnets ( EEFM ) ,

5. BEFELRENEFICHERTAKX, R‘Iﬂzﬁ/\—lﬁﬁl: EE—NFW, BRIABERT , BRADERF
M IP bt SEE PR IP itk , HFEHSERARSMNEED, ENRSMNEEOER IP it | Fik

BRIEE P it |, ABRWAFM IPv4 iﬂzibalﬂlﬂﬂﬁ Mbit, MBARIFET SRS IPv6 , £
A LAt AW IPv6 it SE E R b ik

MRERELEM VPC mRNmRMEEONFNIEE IP it , MMNSBAFNBEANEEOS
izmaMEED, KERL2ERETFMM VPC ik a iR,

6. i%#¥ Modify subnets ( IEHFM ) o

ICMP
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ERARSITERTFN

» modify-vpc-endpoint (Amazon CLlI)
« Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )

KEZEA

FANEREEEDRR/NMNEZEOEXBKNLTLE., ZRLEMNPRFEZEFIFM VPC FH IR KX
i R B O AR E

EREHEERLE4A

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,

2. ESMERP  ERRR

3. EREORR.

4. %$F Actions ( #4E ) . Manage security groups ( BEXEZ£4H ),
5. BEFELRIECHERRZS4A,

6. 1% Modify security groups ( EZ£4A ) .
ERAGSITERRSA

« modify-vpc-endpoint (Amazon CLI)
« Edit-EC2VpcEndpoint ( & F Windows # T & PowerShell )

i VPC im 2R B

2R Amazon Web Services fR55 XL T RRES , W AT BUREBLIRT REVKRT RUREE. EEH 5T
mRRMEE BN ERATRFZ/LSIHIREN. ARESFER , F5H mRRE,

158 F 22 1l & 38 i SR g

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #1154,
2. ESMERP  ERIRR

3. EEBEORA.

4. HRRIERF Actions ( #4E ) . Manage policy ( EXEREE ) o
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.amazonaws.cn/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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5. 1%&$R Full Access ( T2 ) UA TN RS HTTEIHE , REIEEFE Custom ( BEX ) HH
BE KR,
6. EERE.

158 A 85 T 1T S i LR B

» modify-vpc-endpoint (Amazon CLI)
- Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )

/= FA%#.%B DNS &

EAVEBRWIE RN Amazon Web Services IR K VPC i /5 FIFAHE DNS B, X4 o] AR A 2 H AR
SARIFT RAIER ( HlIET Amazon SDK K HEViER ) BATREM VPC KixT 2o

ZEFHATE DNS 8F , BX%HN VPC B DNS £#1% # DNS #47. BRAFE DNS ZFret |, FA
BEIP it AfaeEE L0 FRET A AT A, RIELSHAFE DNS ZBFEFTRIZM DNS ik AFEIR
. AL , A5 DNS BFT Al A FF R4

fERZH & ERFA DNS BFEM

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
EEMERD , ERRR.

EFREORR,

fRIRIEIE Actions ( #B4E ) . Modify private DNS name ( {&t{#,8 DNS &#5 )
RIEFE E L F AR Enable for this endpoint ( AtiRSEA ) o

MERS A Amazon S3 , MEL—$ 7 | EFERERHK[BALRMNERRXIALRREATLE
DNS, mR&EmEFEARERT DNS Ihae , MEERMN A Athim =S AFAE DNS, MRKRT
Amazon S3 WiZENiR R 2/ , #£5%F Amazon S3 HIMKiHER , FEAEBRXAABRESEHEALE
DNS , MIE T —SREEHRN , 2NEIHEIRES. BXEZER , iHSH the section called “FAH
DNS”,

7. i%&3#% Save changes (REEX )

o a0 bk~ w N~

FRBTERRE DNS B FIEM

« modify-vpc-endpoint (Amazon CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # T & PowerShell )
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://console.amazonaws.cn/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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EIERZ

&y
£ H

N o o~ w0 Dbdhd =

£ H

BN m R TIRE , AR CHRFEALANFTENE#R TR,
BH s EERE

ITFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &
ESMERD , KRR/

EFREORR,

fI R %R Actions ( #4E ) . Manage tags ( EEBHRE ),

BEMIFRE | FIEFE Add new tag ( FIFIREL ) |, RE@ ARZNRNE,

& EZMERIRE | ERFREARNELNA Remove (IR ) o
iij::zp Save ( 1%# ) °

WRTEERE

- create-tags # delete-tags (Amazon CLI)

« New-EC2Tag#l Remove-EC2Tag ( & F Windows Y T & PowerShell )

BN R SRS REE
SERE AL S B O R ARX OB EEARE, AN, BT e B R RIS N

&m]
Feg

F%
.

FHR4Fo

E SNS BA

® //J

® //J

2 01 8] 2R A&
RGeS

2l SNS BAl

i
i

1.

LUTERRBEHE— Amazon SNS TBHITHEZEE,
EHlARNEORSIEEMN

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

EERL

%
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https://console.amazonaws.cn/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-tags.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-tags.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2Tag.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Remove-EC2Tag.html
https://console.amazonaws.cn/vpc/
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2. ESMERP , EFRR.

EFREORR,

£ Notifications ( B4 ) W+ £ , #%&$F Create notofication ( BIZEH ) o

FFBEA ARN , iEREGIEN SNS TBIERT Z#HEREEZH (ARN).

E{TREH , M Events ( B4 ) ik,

o o kW

 Connect (iE# ) - REEAZECETENRR, XLARFREBRXEEER,
 Accept ( #¥ ) - RS REBES TEEBR,
« Reject ( 4 ) - RFIRAEEIEL T iEEE R,
« Delete ( HiBR ) - RS EAEMRR T ORI,
7. i&# Create notification ( RIZEH ) .

ERABTITAEORICIEEL

« create-vpc-endpoint-connection-1& %1 (JAmazon CLI

« New-EC2VpcEndpointConnectionNotification ( &/ F Windows #J T & PowerShell )

7 DN [8) 2R A&

£ Amazon SNS 7% Amazon PrivateLink AR REEZ A BEAM G EIKRE , W TR,
BEXELZER , FSHAN{T4%%% Amazon SNS =ZHHEFERE 2 8 aws :SourceArn
aws:SourceAccount £RFMEXR ILEEE AR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "vpce.amazonaws.com"
I
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
I
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https://docs.amazonaws.cn/glossary/latest/reference/glos-chap.html#ARN
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html
https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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"StringEquals": {
"aws:SourceAccount": "account-id"

728 I3 4R SR B

MREFERANEMZR SNS £ |, Il KMS 489 'RIR KB 2415 £ Amazon PrivateLink F 8E1# H
Amazon KMS AP| ##/E., UL T R RHIZHERE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
3,
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
b
"StringEquals": {
"aws:SourceAccount": "account-id"

il BR 43 O i =

F5E VPC i U5 AT LU ELMIBR . M BRI O im RO R BR EL iw S M 4842 06
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152 FA 22 1 & 1 BR 5 O 0 R0

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESMERP , ERKR

EFREORS.

% Actions ( #1E ) . Delete VPC Endpoint ( #ilBk VPC iw5 ) -
HRSERRHITHEHIAR |, A delete,

R BR o

o g k~ w0 DD

{5 Al ap & 1T BR i O i =

+ delete-vpc-endpoints (Amazon CLI)

+ Remove-EC2VpcEndpoint ( A F Windows #J T & PowerShell )

P 5% Ui |

MX VPC im R a2t 5 Amazon S3 1 DynamoDB W A] fEiE#E , MEEREMN VPC RE BB M <
= NAT 8%, SHAMEEF VPC LixT [RT R Amazon PrivateLink , XL R RFAER,

Amazon S3 F DynamoDB FEIBt X FMXm K MEOK R, EXFETHNLER , HSHUTAHS :

« JEAT Amazon S3 #J VPC im R K H
- AT Amazon DynamoDB KJ VPC i S #

}

EM

ERAMXIRRXT 2R EEMFNEA,

L] L] L] 2-
W5 | o0
i B &5
=

Amazon S3 #Y M < ik &
Amazon DynamoDB B9 5% % &=

& H
& H

o |
H|H
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https://console.amazonaws.cn/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#types-of-vpc-endpoints-for-s3
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html#types-of-vpc-endpoints-for-ddb
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1V
Ik

&R LAEE Amazon S3 #l DynamoDB I A B RS m /AR ImR LR ABRRBLR T XER E.
B B Bk R R 5k 1 )

TEERTE6MMESHAERS S R15E Amazon S3 # DynamoDB, M8 F M A B9 324157 6]
Amazon S3 = DynamoDB B REMNHEE VPC WEBRMMXx , REHHBEIERS. B FRHHEHE
71 Amazon S3 5 DynamoDB XERE , RARBEN , MEFREEBEERMMXNEH., &
EFEE TR EHIEES [ Amazon S3 5 DynamoDB X FRE , BEE M/ HE FMAI NAT i%
ZHGREFFHPERER BT NAT 8%, M@ Amazon S3 5 DynamoDB YR E&E S B Bk X M <
B, EFSEHFML, Amazon

Reqgion
Public subnet

Te— ﬂ}\ 5]
Private subnet
'

B MK i AT U5 R

TEERT R4 &N < im 51" Amazon S3 #1 DynamoDB. WM& VPC i@ Amazon S3 =
DynamoDB My RENEHEIMXIHER. 8N FMEHARBPLIAE —FKEH , ZEAHAEARSHRS!
KEUBRFSHENHNREREZTMXFKER. BXEZER , 55/ (Amazon VPC AFIEmM) P
AmazonE EW BI & 5K
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https://docs.amazonaws.cn/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
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il
9

-

B EH

BIEMXImRR |, EREBEHANFMNE VPC R, UTEEFENRMNEEEERNENEHRK, B
Kb 2T A RSB I &5IR Amazon , BAREM XK T M.

B E B 5
prefix_list_id gateway_endpoint_id
RSB

- WAILEFERINNFAMBENBERPOELIAE , EFEERIRIREN]. EMEBRINESE
B, BNEEMXELSXEK, HZEUHR BRSNS CER M BRF iR S, BITSBRER
B

s EMXmRAXBKNEHERXEN FRPNERfSBaIFERAZMNXERISKGEZRS. REXLEE
HARXBEHNTFHNHPNEFERALERSHR , MARMXIBER.

- BBERBETLABE Amazon S3 WimSBEH , LA LAFEE DynamoDB Mim S B&H, BRI ES
NEHERBPIWEBEERE— RS ( Amazon S3 5 DynamoDB ) Hin S H. BFREE—NEAKXTIH
BBEER—BRS ( Amazon S3 5 DynamoDB ) #9% N if S o

s BAMEASRECE M SKATER B MBERNEEAN (REIREE), XN T8 w5
Hm&k , XEREUATHASA :

B&EH 58
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- MREE—SXOEBRMMXLZIEFEEBKMNRE (0.0.0.00) AR , WAL LETFUHFX
BHHHI RS ( Amazon S3 % DynamoDB ) W BV RE, KAETR B RE Amazon Web

Services RS A EBKMM X,

« UFREXEHEHRS ( Amazon S3 = DynamoDB ) N E Wit RESRE EBRMMX , AR EIRS
REFETEANMXE,

- MRER—RXFFEFEENEKRS ( Amazon S3 5 DynamoDB ) I§EBY] IP #hiutSEEMEEH |, MiZ
B L E TR H,

ZEMh

U IR B9 SE BT R < 3% R 1A 1) Amazon S3 5 DynamoDB Y , EM1&ERAE LA B R/ RIRS ., XL
S5 B 22 2 4R A bﬁlﬁﬁﬂb’z“ﬁﬁumgo DT REEMRMUB =6l E5ARSHEIZESIZRMN ID.

B #R X ¥ 3B E

prefix_list_id TCP 443

XLELH| ACLs B F MM EE LAV HRSHRE. UTREWANK R, EFBEEMLE ACL
MNP 5| ARSI , BT AMNEBIRSIRAPIREBRSHY IP kS,

B 45 7 % O
service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443

EA T Amazon S3 B < i &

O LAEA MK VPC 3% S M VPC 1518 Amazon S3, SIERximRfE , A LURE RN MER VPC
| Amazon S3 E’Jum;E’J%EEE%EFEI’J B o

EAMXIRRIT 2R EEMFNEA,



https://docs.amazonaws.cn/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
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Amazon S3 AN XHFMXxin LA MEORR. BEIMXiRS , B LM VPC i5[R Amazon S3 , M7k
=R VPC B BB MM K NAT ®R%E , &%wa&ﬂ%ﬁ%ﬁ’ﬁ& B2, Iﬂ%é‘;‘*”‘*'ETJLﬁMZIKi&W
&, Hfth Amazon XFHX VPCs R B IR BMMXIH TN, W FXEZR , BXRERAED
mR, EEFEETNIR. BXEZEL , $5H (Amazon S3 AF#Em) FHIER T Amazon S3
B VPC im R KA,

AFS

- EEEWM

- A8 DNS

- BIERXIHS

- ERAEERERESE
- XEKREEHEK

. Y548 VPC AR H

o I BR P 5% i =

EREW

« MXIFRANELECBIZEAFMENXETA, BFSSESEN S3 FEEATE R X8R 6 2 M <k =
- MREFEHAE Amazon DNS RS ES |, NIMAF R ER VPC ERtE A DNS E41%E 1 DNS 41, 0

RIZFEFABCH DNS RS88 |, EHRT4X Amazon S3 BYiER EHEEEITH Amazon4EH#Y IP b
Hk,

o XNFBESMKXIHRIGE Amazon S3 IS | 22 AR HuGH N XA A3 H Amazon S3 iR E.,
R ATE R £AHN H 5| A Amazon S3 IR FIFERM 1D,

o WFBEMKRIEERIFR Amazon S3 YK | FREYMLE ACL 40 o i3 Amazon S3 IRE, &
TEETEMLE ACL MM A 5| AaT4R5I5k , B SAM Amazon S3 #5425 5 HIREX Amazon S3 #9 IP
b EN

- RELERANEAETE M S3 7. Amazon Web Services BRSs flin , —TIRS A aEE E 1717
SEBEXHNFER  IETRESELCNEIEFIRNE TEHIEN EC2 KHl, IRR , FHEK
"‘E]’J*‘i‘*”‘+F KRB ALYF Amazon Web Services BRS S8R EAs3: GetObjectFE iR RlIX L1744
o

- NFEE VPC = [E Amazon S3 RHIER , T E SRR FHBEBPFEH
aws:Sourcelp &, HAEMR aws:VpcSourcelp 5. HE , AT LU DB R SR I% & R Lt
EC2 EHIA LAEE VPC KT KA [E Amazon S3,

o FXImEMNEE IPv4 RE,
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+ Amazon S3 W ZIKI Sk B Z 80 7 W A EFIRR IPv4 it WA B IPv4 ik B 3R 889 VPC Y FA
B IPv4 tbtit, SRACREIRMEREEH |, FHETFFITHH TCP ERE., <aiEALH IPv4 it HEETR S
ME, BUBECESBRRANFTESTEANEELS ; TN HUABRENRMEERZFEE
Al B zh E#FEZE Amazon S3,

TooE N im SR YT B IJVPC 25 VPN E#E, VPC NEiERE, FRMXZHER VPC F Amazon
Direct Connect i1 % —im RIR T L FE A M XL imT 25 Amazon S3 B1{E,

o BRI RIARF N ENXE 20 MRS | ZEFT AR, F1 VPC HMXinBRESN 255

M

o

#.58 DNS
£ 7 Amazon S3 BIEMxix /R MIEO KSR |, EALABLEFAE DNS LUEIL R,
Route 53 Resolver

Amazon R &K VPC 124 DNS BR%585 , #4 Route 53 Resolver, Route 53 Resolver B 31 47 FA
EREXEFHAM VPC HE MK, B2 , BFEEM VPC 4 EB#E A Route 53 Resolver, Route
53 IRt R AT R i SR R AT BR AL J«ME""_IM VPC #\ERfE A Route 53 Resolver, A V#4785 ik s RF
SRE AR MEH DNS &if3 % 2l Route 53 Resolver, H U5 4T850% =¥k B Route 53 Resolver By
DNS &ifj# &K El A i R 4%

L IRHF Amazon S3 WY1E O i [UELE RIS A UL #EAT 2R in S A FAE DNS B , AT BIZ A LRSS
Ko XfTF Amazon S3 #J DNS &if] , AT SRin S SN ENA T EZEOKINFAE IP ik,
A1 HF Route 53 Resolver #Y ALIAS 12 ZiAMNE| Amazon S3 I ARIEE X , X##XKE VPCH
DNS EifE 24 E] Amazon S3 AF IP itk , AT £ B ZI M % ik <o

#.%5 DNS

WMRES Amazon S3 N wmIEEFAE DNS |, BHIERX N AU BFETER IR B EFRE DNS , NIKE
B AR & F VPC 5 REME A O i% 215\ Amazon S3, At , BEENBFEHEO KL E
kB VPC BRE , M 25 %A MmN,
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. On-premises

data center

Gateway endpoint
D\ L 53 bucket
i) /

= i 0
VPN connection Interface endpoint

FAF DNS {UE M T A vh 47 25 i R

WMRIEAR A AN AT BRin RECEFAE DNS |, NIk B EH A M &N FRAERE O RKTE Amazon
S3, M*X B VPC MiEREAMXiIR KR Amazon S3, Eit , BAMEILEE , RNEBRERNT
5%@% M*Jﬁl\\\ﬁﬁﬁi 1—]-%@%?&['%/\\\0

. On-premises

data center

rt’ 53 bucket
) /
& @)

VPN connection Interface endpoint

BLEFHE DNS

&R LAE I Amazon S3 MENRRNRAECIES , NHEENSE DNS. BXREZFEEL , 55K the
section called “BlE VPC im K" ( BIZHABEIHAE ) =X the section called “/Z AAFAE DNS B#” ( BIRE
BiE ),

B 22 P o< Ui =
FERUTIEREZEREE Amazon S3 IR XH R
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Amazon Virtual Private Cloud Amazon PrivateLink

EREH A IR MK KR

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESMERP , ERKR

T SRR R

Xt F Service category ( lR552K 5! ) , %&F Amazon Web Services kS5

X FRS , AR KE = WX, RF%EE com. amazonaws, region.s3,
£ VPC &IH | R E4|Bis<H VPC,

X T Route tables ( BH&R ) , BRR[EFEANBEER, RIFEHHFM—NEEH , FARSH
B AR R E S [ i A & O,

8. X TF Policy ( ZKB§ ) , #%&# Full access ( T2 BN ) UAFFE EHES VPC IR FTE
BRIATAERIE. BN, %R Custom ( BEX ) SAMIN VPC iR KEE |, 2R IR H E4EN
VPC i 251 BRI AT IR R

9. ( Wk ) BERMFRZL |, FIEE Add new tag ( RIFHIRE ) , AR AZIFZNENE.
10. EFEAIE KR

N o g bk~ w0 b

£ A an B 1T B M X i =
 create-vpc-endpoint (Amazon CLI)

« New-EC2VpcEndpoint ( &M F Windows ¥ T & PowerShell )

158 P 17 A SR B 422 361 15 1)

Ba L EAEEREEREEMNEELR BT A, VPCs, IP #3tSEE M Amazon Web Services ik 3¢
FREENIFE, XERFBIRER —PMARAFENEARFFFEHENRENKKIEA,

Example R : FRHIXY 45 E v S BY U3 7]

A LAE A aws:sourceVpce AR AIERFIIFER SN LR N ZHEBRE. BRIEFEHATEEN
Mxims , BN TR SFEREENREELTIEERVIAME, HEE , LEREBEY Amazon Web
Services Management Consolef 15 E RV & EBR IE XS 38 ERBRY A 8] o

"Version": "2012-10-17",
"Statement": [
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{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"
}
}
}

Example Rl : BR&HIXI4FE VPC K7 H]

AT LAfE A a ws: Sour ceVPC &M Z4A QIR R FIF R 4E VPCs FHMER, MREER— VPC H
BETZMER , X2FEEH. BRIFEFERRBEEN VPC , BN TREBLEREENREELX
BEMNRE. HEE , IWEREET Amazon Web Services Management Consolef F 38 E Y12 /ERR
IEXHEERR A

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-111bbb22"
}
}
}
]
}
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Example Rl : FREIXH4FE IP bk S B Ay (8]

A LAE A aws: VpcSourcelp &4 R OIZRFIFT4FE IP i SBE N IH R K. BRIFBERKRBIEE
W IP that , BUA TR SEAEENREERENIEERNILN,. BFEE , LEREEY Amazon Web
Services Management Consolef£ F 38 E H R /PR LEXT 1B EARRY G,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"NotIpAddress": {
"aws:VpcSourcelp": "172.31.0.0/16"
}
}
}
]
}

Example Rl : PR &I 45 E 77 & 8 HY 17 [B] AR Amazon Web Services K /2

BOLAE s3:ResourceAccount 4K GIZERKAE | AT RHIXI4FE Amazon Web Services ik
P R S3 EEEMTEIR. BRIE S3 FEIAEER Amazon Web Services i TE , BN T EIEAFER
S ERIREIRL X X LR IH B,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-bucket-in-specific-account",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",

"Condition": {
"StringNotEquals": {
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"s3:ResourceAccount": "111122223333"

RERBE &R

BAUEREM R QARBKNIEHAR, SEXKRBERN , BIPFAIAMN—IEE , SURSHEN
MR REERRQAMEED, SEBUEXBKEEHAREN , R % B 3) BB R BBRm B,

£ 25 & X EREE &R

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2%l &,
ESMERSD , ERKR.

IEFEM KRR R o

1%£$# Actions, Manage route tables,

BEFEEFRIBUHERBHRK.

% Modify route tables ( EUEHE ) -

o g k~ w0 D

AW TITREREAR
« modify-vpc-endpoint (Amazon CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # T & PowerShell )

418 VPC U AR R

&R LN MR i AR IR IR SR A, DU RSB R KM VPC X Amazon S3 #ATRY AR, BRIAKES 7
2R, AXRESER , F5H HRRE,

158 F 22 1l & 38 i L SR g

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC 12414,
2. ESMERT , ERRR

3. EEMXImR

4. {KIXi%E$E Actions ( #4E ) . Manage policy ( EEXKEE ) o
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5. 1%&$R Full Access ( T2 ) UA TN RS HTTEIHE , REIEEFE Custom ( BEX ) HH
BE KR,
6. EERE.

THERi5E Amazon S3 B ik S K BE R,
Example "4l : BR&EIXT S EFEWAVIA R

BO] AR — N RBESRN A FIH R4S E S3 FME. WRER VPC Amazon Web Services IR R E
HifER S3 2458 , NILIhEEFEEE R,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "Allow-access-to-specific-bucket",

"Effect": "Allow",

"Principal": "*",

"Action": [

"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"

]

}
]
}

Example Rl : BRFEIXHFE IAM B BRY I R R

B LRI RHIX S E IAM B BRE R RH KR, YMEA aws:PrincipalArn @EAERFiHE
PR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
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"Principal": "*",
IIACtionll: Il*ll’
"Resource": "*",

"Condition": {
"ArnEquals": {

"aws:PrincipalArn": "arn:aws:iam:

Example 5l : BRHIXT4FE MK~ A PRV

18R] LA B 2 PR I3 45 TE K £ 49 177 R AR PR 89 SR B

"Sid": "Allow-callers-from-specific-account",

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount":
}
}
}
]
}
E Sy

RTEMXim R AT EBIBR. = &M ERR X iRk

"111122223333"

WRFE DNS BEE A, WFTER BRI X ik R o

£ A2 B BIBRF X im R

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

:111122223333:role/role_name"

RES, BTSN F MR B & 5 BR i

KREEH
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2. ESMBE®EP , ERHS.

11 P 5 i R o

i%# Actions ( #4E ) . Delete VPC Endpoint ( #ilBk VPC iw5 ) -

HRSERRFITEHIAE |, WA delete,

prig=a]

o o &~ w

{55 F 5 5 17 1 BR R 5% i =

+ delete-vpc-endpoints (Amazon CLI)

« Remove-EC2VpcEndpoint ( & F Windows ¥ I & PowerShell )

& F Amazon DynamoDB HY /<% &

B LAE AR VPC i =M VPC 5E Amazon DynamoDB, #IEMxisa/E , &S U ER IR B
HEPHEHR , ATMEHN VPC JiE DynamoDB B RE.,

ERAMX IR R/AT 2R EFEMFNZA.

DynamoDB it X FMXin R M OwR. EEMXEmS , @R LM VPC /58 DynamoDB |, 7%
=R VPC BEZEBMMAE NAT 8% , W EBEMTALRH, ER , MRLFE TR TJLI‘FMZM&M
2%\ Hth Amazon XX VPCs iR B ILMMXHITIHR,. XN TFXEHE , B4R FEAED

WR, EEEEINIR. BXEZFELR , S5 Amazon DynamoDB Fﬁkﬁ?ﬁ@qﬂﬂ’g DynamoDB
EI’J VPC iRk H,

AES

B M X iR <

EF IAM policy %17 8]
RERER &R

imiE VPC I SURBE

i Bk ) S i =,
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=80

o X QNELEEZE [T ENXE AT A, #RE DynamoDB 2R F1E /YA [E] X 5 A 1 22 M 5% i
=]

N\ O

- MBEEFR Amazon DNS RSeS|, NMABR R VPC EREE B DNS 412 F DNS 41, 0
RIEFEHABCH DNS REE | BHAFE X DynamoDB KIE SR IETEAEATR Amazon4EH #Y IP ib
ko

o XN FBEMKRim RG] DynamoDB BISEHI , 244 By N 40 5o iF 3 f DynamoDB BYRE, &1
ER £ AN 5| A DynamoDB K HI 451 &RH 1D,

. R‘H:El_lﬂi"é KI5E DynamoDB K=l , FREIM L ACL 440 foifF# H DynamoDB fIiRE. &
BETEM LS ACL MM 5| ARSIk , B A LAM DynamoDB B 5143 51 5k F3REX DynamoDB #J IP
ii’zth,BElo

« MRS Amazon CloudTrail i23% DynamoDB &4 , N BEXHEZEREERE VPC HLHIHy
EC2 FAH IP it SR BN A3 T SR ITHEME RN X L5 T 28 1D,

o Mxima{NZ#EF IPv4 RE,

. RESEMFMPZFRR IPv4 it MAE IPv4 it B Sk B8/ VPC WEAE IPv4 bk, %
RERMERRE |, HEFITIN TCP EE, ZRIEALH IPv4 it iEETAIRE, BIEE
BIBRERNKIFE AN A B TEANEEES, RE , HTNHUBREEEZEPES SN RAED B
B EHEEZI DynamoDB,

To &N in SEET R E VPC 25\, VPN iE#, VPC NEiEHE., RAMNXIERN VPC A Amazon
Direct Connect % 5 — i B9 5 R T3 A M X 4% 3 2.5 DynamoDB &5,

« BHKFNRIARF N ENXE 20 MHXER , ZEFT AR, 1 VPC HIMXinRESN 255

/l\

o

21 22 P 5% Ui =
FRAUTIEREEREE DynamoDB #I M < ik &o
FREHA BN XIS

1. ¥TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #4I&

EEMERD , ERRR.

T AR IR R

XtF Service category ( lR552K 5! ) , %F Amazon Web Services kS5

FNFRS , MRS KB = WX, AFIEE com. amazonaws, region.dynamodb,

o & 0D
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6. & VPCIEWH , R EIRBKKH VPC,

7. XF Routetables ( % ) , SR HREFANKAR, RIPEEHRM—1&H , FLRSH
B REE DR R MEED,

8. XF Policy ( KB ) , #%# Full access ( TEHRINIR ) ARFFIEEMAEN VPC w2 XFrE
BRINTAIEHRIE, BN , %3F Custom ( BEX ) SAKI VPC it KB | Z KBS S E4ET
VPC i X BRI AT R AERI PR o

9. (Wik) BEERMFRL |, FiLE Add new tag ( FIFHRE ) , REAAZIRZHNBNE.

10. EBRBIER R

ﬁﬁﬁﬁn T Ol 2 P 5% i R

 create-vpc-endpoint (Amazon CLI)
« New-EC2VpcEndpoint ( &M F Windows ¥ T & PowerShell )

fEF 1AM policy #1175 8]
A LARIE 1AM policy SR HIHRLE IAM AT AEA4SER VPC ii K%K i5 R DynamoDB &,
Example 5l : BRHIXT 45 E i = 89 17 8]

BRI AR aws:sourceVpce R EKAIEA TRFEIX4SE VPC im B GE RS, BRIEFERIBEN
VPC i & , BN LT KHRHELE XS MK & DynamoDB &M G, L RAIBRIREE —MAFENEAR
B P EE 15 R A BR B SR BE B Ao

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-endpoint",
"Effect": "Deny",
"Principal": "*",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:region:account-id:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-11laa22bb"

}
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]

Example =4l : RIFRBEE IAM BEAEE

ERLLBIRRE | LA ERRBE IAM Se#H{TER. UTREROEE IAM SR T HENR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"
}
}
}
]
}

Example 1l : RFRB4SEMKF B9 5E
BB - MUAFRBBER G RINEE. UTREEREEKS PHHFRFHRNR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"
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}

RERBE &R

BAUEREMRIm QURBKNEHAR, SEXRKBERN , MIFEIAN—IEE , SURSHEN
R REEERAMEED, SEBUEXBKIEAREN , B4 B3) Mk E &R BBRm B,

EREH A xEREAR

1. fTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
ESMERD , ERiKR.

RN KRR R o

%32 Actions, Manage route tables,

BEFEEFRIBUHERERAR.

i%£3$# Modify route tables ( EEEHEK ) -

o g A~ W b

ARSI RREAR
» modify-vpc-endpoint (Amazon CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # T & PowerShell )

YR8 VPC i SR RE

& AT LU I 5K Ui 12 4 BB s S, %ﬂlﬁ LAk 12 383 5% =M VPC 3F DynamoDB #4THI ARl BRIAZEEE /o
-Lq:?l::é-ljﬂﬁ.lo E*E%ﬂqzm\ y /lﬁ.l jﬁuﬁ/ﬁ";—ﬁmﬁo

{58 A #2  & BE oltm RUSR B

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. ESMERT , ERRR

3. EEMXER.

4. HRORIERF Actions ( #4E ) . Manage policy ( EXERE ) o

5

%32 Full Access ( T2\ ) AA TR RSH TSGR , HEEE Custom ( BEX ) FHin
BE K,
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6. ‘&R

EABTITERMXRER

» modify-vpc-endpoint (Amazon CLI)
« Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )

TERE DynamoDB #Y i & 5 B R4l
Example =%l : f£FRiEGE
A LABIE — AN IARIBRSIH RIRIG AR, AT RER TS| HFMHER DynamoDB RV IR,

{
"Statement": [

{
"Sid": "ReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"

1,

"Resource": "*"

Example R4 : PRI 435 E A9 U5 R AR

SR LA PRFIXT 45 E DynamoDB AV 7RI X RAV R, LA TR R 1FI$EE DynamoDB &KAY 1
LI

{
"Statement": [
{
"Sid": "Allow-access-to-specific-table",
"Effect": "Allow",
"Principal": "*",
"Action": [

"dynamodb:Batch*",
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"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"
1,
"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"

il B PR o Ui =

RTEMX iR R TS EBIBR. SEMERMXmRET , RS F M ER B & BRim RS B
58 A 422 51 £ D BR P90 K o .

TFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##| &
ESMERSD , ERRR.

RN R IR R o

i%# Actions ( #4E ) . Delete VPC Endpoint ( #ilBk VPC iw5 ) -
HRERRHITHEHIAR |, WA delete,

b= ] 8

o a0 bk~ w D =

{55 F 5 5 17 1 BR R 5% i =

+ delete-vpc-endpoints (Amazon CLI)

« Remove-EC2VpcEndpoint ( & F Windows #J T & PowerShell )
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S

B LA T AR A | SaaS = G Amazon PrivateLink

£/ Amazon PrivateLink , &AL AFAT AR SaaS & , MEBTIIELBECSH VPC FiziT—#,

P

. 15
e

- SIBEORK

s
as

BATLAKIN, MEFELE B Amazon PrivateLink BEE R X 1FM SaaS 7 f Amazon Web Services
Marketplace, BXEZEL , BSRFEAZ ST F M7 SaaS MAEF Amazon PrivateLinko

& T LA B Amazon PrivateLink Amazon S§1EK 1R H X FM SaaS ~m. BXEZELR | 5
%] Amazon PrivateLink &4E{N £,

TERERTWMER VPC In QEEE SaaS ™ m. RFEEFHCIBE[RSHBEETF R TR KRS
AR R, ERIRSERE , BALGIEED VPC KR , ZRRELZN VPC FH— NS FH
Bin RBRS < B2 EE,

Region

&y

VYPC endpoint Metwork Load
Balancer
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BIEE ORI

FRAUTIECEERES SaaS ~mMED VPC KR,

R
T RS
BIBEES SERFRSHZEQR

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &,

2. ESMERP , EFKES

3. ERUBRS.

4. MBERMNHEEIRSH Amazon Web Services Marketplace , EHITA TR

a. 1 “EH & | iEFEAmazon Web Services Marketplace fRE
b. &EERSE
5 WRETHE THRIRN “REFMLE” B Amazon RS , BHRITUTRE :

a. Tt “FEAE | % “PrivateLink Ready &MU EIRS
b. WMARSHENR , RAEERRIERS

6. XTF VPC, &EEENFIHR>REE VPC,

7. WTFFW , EREEHPUBHAMEEON TN,

8. XITF Security groups ( Z£4 ) , RBRESHANEZEOXRKNEZ LA, AN A ARG
VPC F B RERKAMEEO 2 BHRE,

9. (™% ) BERMIFL |, BIEFE Add new tag ( RINFIRL ) |, RAEEWA RN RNE,
10. EHEBIE IR
BB M im R

EXEEEORAMNELR , i3 the section called “Fit & 0% =
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BE AT ARG RELIIZE Amazon PrivateLink

BRI ERAMXABIERTRES BEBINBENRENT, ILERZFAATRERE, S0, KK
ERMEMMERS, SR ELE VPC mRRSHEEMXNHIGER, Eit Amazon EHE B!
B WX A& R im R R R SRS

EH

RBRENMXAESESERESNTARTMEN S —/ P REWERTER, LA, TRBAENHK
I GB +%., AXEZEEL , S @ Amazon PrivateLink EE4T

i

AR

15
d,

o IP Hhyr3RA
- BB

- BIBRERGENRMXATHERKRRS
- FRAMXARERRIIFRRERS

BXREZEER , FSAMXAEIGERS,

A5
Ak

TEERT NARFRSSBNMENGR Z£18% Amazon PrivateLink., RNARF RS SRS H
% VPC N FMHFIE1T. BER— VPC WS — N FRAAIEMX AR SRR S, BT BBk MM
ARFFERAE VPC WITEREE E2BAIINXAREHRER , WEHRHTRE , AEBERABEER
FW, E¥  BAFNAEFRSHNAMERESEBHRIIN XA IEHRIR[LAETRE , RAEEITE
BX P P < 452 % FR B N A R e IR S5 8o

=
&
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Region l
— e’ —
2

w ( N | s T
] . ¥ ~ i '
— o B i 4 H — .
- d * @ L = 3 2 ' E
Application servers Gateway Load Balancer —

endpoint ! Gateway Load Security appliances '
Subnet Subnet — Balancer :

Endpoint service

MEEMEINARFRSSBENRE (EREX) -

1. REBE EBRMM X ARSERE VPC.
BEBHAREE , RE R X AT R
BERELRE , IREBREIINKXARIGEREUHITRE,
REZTRGE , FREAEE MK AT ITEEFIRK S
REBHREE , SREXAXINARFRSS.

.0":“.0-’!\3

MM RARFRS SR EBRMNNRE (RBEEX) !

1. REBHREE , FREREIMX AT ERIKR
BEZLRE , RREBREIMXARGEHERUHTRE,
RESTHE , FRERE RN 7 %35 R
REBBREE , FREKXEIEBRMMXK,

TRERER B E BB,
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IP byt 28 B

RS REBUTLEY IPv4, IPVeTF IPv4 ERMAZHFHBRSHILUIRHRARSERE IPv6 , BIE
N R 2IRBNZE IPv4, MRETARKIRE , WIBERETAREER IPv4 KGR EHY AR
5%, MAMACERETLUERMER IPv6 KRG R ARSS

IR Gateway Load Balancer i /U2 IPv4 |, Mg S ME#EOEHF IPv4 #itit, W1R Gateway Load
Balancer i R X3 IPv6 , Mig A MEEO LA IPv6 i, FoE @S BB G R SMEED IPve Y
ik, MNREFEH IPv6 bt R QM ED | EEEZEOEEdenyAllIgwTrafficH,

IPv6 F&inT SRS B AN ER

o KIET RRSH VPC FMFR A0 EEXEBH IPv6 CIDR 3R,

« I RRSFHATEMX AEIIE R LMEANMEK IP HutRE, RLRETFEFEXH IPv6 RE.

9 Gateway L IPv6 oad Balancer &% 11 23 AW ER

- KIET [IRSHY IP #ut REMFIE IPv6 X
« WMXAFEER/HRRY IP it KRB ARG M X ABGER R LN FRRE , MTAR

« IPv4— NENRKMEZEODE IPv4 dbit, NIFMBERERNFRER IPv4 biSTER |, I &
EEIET,

« IPv6— NEMRK[/MEED DB IPv6 ik, NIAFFAIZERN FMRXN FMES , IPv6 F itk
o

« Dualstack — ¥ IPv4 # IPv6 it D BELA IR R NEEE O, RYUFMEEEN FMERES IPv4
F 1Pv6 it SEEIRT |, o X 3FLE %A,

- REFEHAE VPC F FRMEBRSIIEH IPv6 RE , FRXEFW ACLs FINE XM A IPV6

=
= =)

B EH

FENRERAIRLIURS , BEAH ID FRXAFERHEIUISENBBERPHER. ELEF,
REEHRNEBRAR , TR, HER , DKREEFZE IPV6 B,

B BRI > 89 8% A &=

LRV AMEEFRENARF RS R/OMERIEF MR QS ERIE [V,
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B E B 5
VPC IPv4 CIDR K ity
VPC IPv6 CIDR it
Application subnet IPv4 CIDR vpc-endpoint-id
Application subnet IPv6 CIDR vpc-endpoint-id

BENARFRS RN FRERER
It B% R AAME BRI B N ARF RS BR[O FTERERERIMX ARG E R R [HEEH,

BRI E B4R
VPC IPv4 CIDR 7R i
VPC IPv6 CIDR 2R i
0.0.0.0/0 vpc-endpoint-id
/0 vpc-endpoint-id

BEMX A BERH RN F AR HE

A RSP ERENRERILZRZLBRVE, WRRERBERN , NiRHASFHRERIE
INARFRS SR, IRREXRENARFRSSE  WANKFAERERET ERMMKXHERH.

BirfLE B#R
VPC IPv4 CIDR i
VPC IPv6 CIDR R i
0.0.0.0/0 internet-gateway-id
::/0 internet-gateway-id
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IERERGHFEN MR AR IR SRS

LA Lt E O BEERXENRS Amazon PrivateLink , Fi KR 2 kE. BEBRFEMHE 0 m
BEEMNRSEINIEEN Amazon ZEARRSEARAE.

i RARS EEMZ A ERMR AR GER, EXHIERT , LRERANX RIS ERR 021w

%o BREAMNZNBHERBR/IBRSNESER , SR B KRS,

&

- EEEWM

- RREH

- AR AARSS

« BN IES/IRS A

N4/

FEEM

- IR RARSEL ORI RS XA,

HRSEAERREXHIBRSHESN , MNRAEEISRSEHAAENTAHAKX, HRSREM
BERSEAEL TTARNKF FE | us-east-1a EATAX B ITEELME ZEE A Amazon Web
Services I AR EISEFRAT AKX, ERILAER AZ IDs RIBL M —tiRBRFHATAX, BXES
E8 , B2 Amazon EC2 AAF 18R IDsH M AT AKX,

- &K Amazon PrivateLink BR BB, BXxEZEE , 528 Amazon PrivateLink Ei&l,

FRFMF

- ENRBEBRSHTAXFZEFTEDHNFRNBRSRHED VPCo F—NFHATREREX

Bl m—PMRATHXAEEER.

- ERFSREMRE VPC RElEMXNFGESR. RSN ELET [RIRS LEA IPve i, MM

£ Gateway Load Balancer L5 XKk, BXEZER , HSHMXARITEHIEAT

- ERFREME VPC REFRERE |, R EMB 0B 9ER B R4A,

B iR LRSS

BRUTISR , EAMXABIIERER SRS
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e RS A ol 2w RS

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESMBEESF , % Endpoint services ( imRRS ) -

%% Create endpoint service ( I2iHRBRS ) -

£ Load balancer type ( a9 #253K A ) I A EEFE Gateway ( FIX ) o

¥ F Available load balancers ( ATAAEKIGHR ) , EREH MK ARG HESR.

£ Require acceptance for endpoint ( FEEEZUFEARS ) ETAF |, %#F Acceptance
required ( FEET ) LERFHESIHNRIURFSHEZEER. N , FEHEZEN].

7. XTF Supported IP address types ( Z#FHY IP #hub KA ) | AT TE—B%E -

2 R

« % IPv4-IE LT RERSAES IPv4 B3R,

o EFF IPv6-E AL R SRS ES IPv6 B3R,

o EFRIPv4AR] IPVvE-EL inTT RIRSF REW RIETHEZ IPv4 T IPv6 B3R,

(Wi ) BEERMFFZ |, BiEE Add new tag ( RINFIHFE ) , ARRAZISHEMNE,
9. %&3%E Create (812 ) .,

®

RS RRRIRS

- create-vpc-endpoint-service-Ft & ()JAmazon CLI

« New-EC2VpcEndpointServiceConfiguration ( &M F Windows #J T & PowerShell )

R = BRSS A A
RS IR EE AT IT U T IRIET BER RS A B IR E RS
o BIXBUAAFENMNRGSFERAEEZEIECHNIHRRRS. BXREZEER |, SR the section called “B

ER

« WRFEAERUENBSEHRNENTRAX , LEMRIEBUREORRISVERIEHRS. A
XEZEE , BEATHEHNERE.

 EERSEAENESEEER, BXEZEELR , 5 the section called “BEZ S IE4AIERIFR,

Amazon £ A ALUE T 82 Gateway Load Balancer i S AR EZE R BN R IFET SRS, AXES
BE , B2 AEMXATIIERRS.
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EAMXAFEIERRRIATEARERS

A LA W ok A Bk 39 T B i R BUEE EI B Amazon PrivateLink 2 3589 i < BR 55

3t F&1E VPC HiE EE’J%AﬁT BINEEFMHEIR—NMNERMNEED |, HHNESE FRHUTE
BRNFE IP i, KIETRAMEEAORBREEENNEED ; B EECHNEEZEOFESR
Amazon Web Serwces LKF' BT EBCEE,

AES

- XESM

- EREMH

- BlEIKS

- BERH

. BERZ

o HHIBR PR X S B3 T B ik =

RS

- BHEERSEAE VPC FER-—IMTHKX, WEMNEEERL TN, HEEZEREFMPEAMX
AEPERIRR , LA EIFHIR R ARG ERIRS .

s BWAILASMNRENENTHAXSIREANNXABTIERIKS , BEXTERERMX AT IEE R ZIFHNA
AX., ZRFREBERSEREL TAENK/ T |, us-east-1la FAAX BN AR E
8 Amazon Web Services Ik R FREIEFRAI A X, BAILAER AZ IDs RIF4 0 — iR 51 BRS
WX, BXEZELR , BSH Amazon EC2 FF#EF IDsH Y AT A X,

AEERFRMUEESEZERE  ETFEARRES. REELEET VPC in R REXEHN VPC
PR BRI ER, mROUREX HEHR VPC EFEI’Jﬁ/J?Fz;bEI’J FRERE R,

- BAMNTAXHBIMNMXAREERHRLAXZIESIE 10 Gbps BWHRH Bat @y BESiE 100
Gbps,

« MRHRBRSESANPRABIGERKE , BANTEMEENATRAX , MXAUBEERELJUS[NE
BTN - ABIEERNEILE,

- EFRERFER-—TARA , RMNBWEEFEHLERENZNTH X IR M X A E R IR

- HREBBTMXARDERFRISLITIRBAN , AXEMENBGERETS K IPRE , BEBREN
FAEBERNTRE— VPC IR ML,

N4/
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ﬂﬂ%fﬁﬁﬁfﬂ&"%ﬁ%ﬂW?&ﬁﬁiiﬁi&i%ﬁ\“)ﬁ{ﬁﬂzlﬁ—/I\-T-PW':F' , JU NACL HURHE X3 MR A 72 e AR
25 2 M ok S B 1 2R i [V R B 1T 1T

- MR Gateway Load Balancer SXFRH OK Internet Mx—i2EMA , M IPv6e REFNHEEF. 8
IR, R A B BRI o< R S B K SE AL

« & Amazon PrivateLink ®R BB &, BXxEZEE |, i5Z 1 Amazon PrivateLink Bl &,

FTRZM

- EERMNFTHRERSHTARS | g2 — NI EDFNFHBRSERAE VPCo F—1NFRAT

RARFRSEE , 53— MNATRXAESE SRR

ERITART RRSZEMLERT AKX |, FEAES A Hdescribe-vpe-endpoint-services i & iR 4 i
TRES.

MBEWERMNTEEMNE ACL 7R | FRIEMSE ACL REATFIRAMKZEOE VPC FHAE
RZBHRE,

2w S

BBUUTHR , Q2 EEIRERS IR LRSI MR AR ERIE S

fE R 5 212 M X R EHITE R iR R

1.

© N o o bk~ D

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC 414,
ESMBEERSD , ERIKR.

R ARBIR R

NFEH | EFEER NLBs ML inT R RS GWLBs,

3 F Service name , HARSHET , RFIERE Verify service ( RIEARS ) »
XF VPC , EEREEFMNF BRI LiET RIRFH VPC,

NFFM , EEE-NFRRGBRRIMEED,

XtF IP address type ( IP #ab38 ) | A MEA RT3 1TIEEF -

o IPv4d— RimaMEEODE IPv4 ik, NEFHETRESR IPv4 it SEEIR | o TRFIEIR,
« IPv6— RimaMEZEODE IPV6 thitik, NEHFTETFMEME—FME , IPve F Xk,

+ Dualstack — ¥ IPv4 1 IPv6 it D ELAIm R MEED, NHF®EFMERER IPv4 F IPv6
MabSEERT , F ZEFIIED
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9. (Wit)BEERMIRZ |, BikFE Add new tag ( FINFHRZ ) |, REHWMAZFEHNEINE,
10. EEFEHBIRN. HEIRASH pending acceptance,

EARTTREMXABSEHRES.

+ create-vpc-endpoint (Amazon CLI)
« New-EC2VpcEndpoint ( &M F Windows K T & PowerShell )

&% FH

BRBUTIEANRSEASE VPC BERHBER. XELZLRZFEBNRAEINARFRSFZHALRER
TEZEeRE, BXEZEE |, 5SS the section called “BEEH”,

EREHaEERKH

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
2. ESMBEED , £1F Route Tables ( BHE ) o
3. NEERMMXIEFEBRAR , AMITUTERSE

a. fRXIESF Actions (#81E ) . Editroutes ( &R EBHEH ) .

b. WMREXFF IPv4 , FERFFMEH, EERP , MANAREFERES SN FME IPv4 CIDR
R, £ Target ( BAR ) &I+ |, iE#F VPC i Ko

c. WMREXIFIPv6 , BEERMBEA. EEHP , MANARFRSSHENFHH IPv6 CIDR

R, T£ Target ( B¥r ) &I , 1%£F VPC IR
d. %4% Save changes ( RFEH ) -
4. NBENAERFRFJ|NFRERREBAR , HHITUTEE

a. fXIESF Actions ( #81E ) . Editroutes ( &REBHEH ) .

b. MBHZE IPv4 , BEERMEE, 7 Destination ( BFRIE ) ZE , ¥ A 0.0.0.0/0,
1t Target ( B4R ) &I+ |, E#F VPC /Ko

c. MWMREXZIFIPv6 , BERFBRMEEH, 7£ Destination ( BFR{LE ) FE& , WA ::/0, £

Target ( B#5 ) ®=IH , %&#F VPC im R,
d. %4% Save changes ( RFEX ) -
5. NBEMXAREERRAIUN FRIERKBR , HRTUTERE

a. MRIESE Actions ( ##4E ) . Edit routes ( 4m3EE&H ) o
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b. MREXZE IPv4 , BEERIMNEH. TEHRVUEFTR , WA 0.0.0.0/0, £ Target ( B
BRI , EREERMMX,

c. WREXFIPv6, BEERNMEH, EEHRNEFER, WA ::/0, 7 Target ( B¥5 ) £
o EREBRMMN X,

d. %4¥ Save changes ( RFEH ) -

£ A T ITE B
+ create-route (Amazon CLI)

« New-EC2Route ( AT Windows #J T & PowerShell )

BERZ

BRI BN M X A ERH[/LTIRIS , UBPERCHBRBEALNTENHATI R,
EREH A EERE

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC $#4I&,
ESMERD , EFRR.

EEEORS.

filRIE$F Actions ( #¥E ) . Manage tags ( BEHRZ ) .

BEMNIFRZ | HEFE Add new tag ( RIIFIIRE ) |, AERARZHNENE.
HEMBRTE | EEREFENREANEALNE Remove ( MIBR ) -

1%£$E Save (R7TF) -

N o o bk w0 DN

AR TITEERE

- create-tags M delete-tags (Amazon CLI)

« New-EC2Tag# Remove-EC2Tag ( i#&A F Windows #J T & PowerShell )

R B PR < D 3% 40 T 25 v IR

ARG , SRS EBIBR. BIBRMXABGERKRELMBREIMEED, NRBHRPFERE
(B3 AV BR B, T FESE R BRI X A B S T BR iR R
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Amazon PrivateLink

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBE®D , & Endpoints ( ImR ) HEBREN IR

3. {KIRIESF Actions ( #4E ) . Delete Endpoint ( MlBRIHR ) o

4. HEWHIANRED | %R Yes, Delete ( 28, B ) -

i BR R 5 S B H9 T B i R

 delete-vpc-endpoints (Amazon CLI)

* Remove-EC2VpcEndpoint (Amazon Tools for Windows PowerShell)
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B AT ARXNEZE RS Amazon PrivateLink

& A LA E B 28 Amazon PrivateLink 32{LRS ( AWM RRS ) , HE5HM Amazon BEFRHE,

NE

15
d,

- DNS F#%&

- #A%F DNS

- FRIEATAX

- BXEE

o IP3haFRE

- BlEH.. REZIZFNIRS Amazon PrivateLink
- BLEBiRRRS

- B3 VPC in S BRSSHY DNS &7

- BRI R RS EHRIRE

o M BRI% R AR SS

A5
Ak

TIJ_/T\T"‘ZZM_J Amazon SHAt Amazon BEF X ZRENRS , URIX LR - a16E 2 25 iR
%o EARSIREE , £Y%E VPC HRIEMEABEERENRS IR RE , BTELER VPC %
"—"'HE“EEEH'J‘ii?%JtI:ﬁEEi’:Jﬁi%EO RAE4FE Amazon EEFR TR , SUE 1A SUEEEIE AR
o ENRFERE , EFRTAEED VPC IFR |, RIHRSEMIIMNE VPC iERH F M &K %
,'f—:T\HE“ZIEﬂE_L R, ARYERBURERSFERAENERANEREHIEERRSH B IR,

=
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Reqgion

YPC endpoint Metwork Load
Balancer

HEIEERABTAY  BYSEEOFHATARX R IRERS.

DNS E#1%

LIRS RMELIE VPC KimT RBRSET , Amazon @R ZRFERL KT RIFERN DNS EH B, X
LEEMNEERDT

endpoint_service_id.region.vpce.amazonaws.com
LA 2 us-east-2 XigH VPC i SRS HY DNS EHE =B

vpce-svc-071afff70666e61e0.us-east-2.vpce.amazonaws.com

SRS ERAECEED VPC i REY , Mt ZXEN S X DNS £ , HIRSEAERT SRR
SHATERE. XEBMHEZNT :

endpoint_id.endpoint_service_id.service_region.vpce.amazonaws.com

DXBREERDT ¢
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endpoint_id-endpoint_zone.endpoint_service_id.service_region.vpce.amazonaws.com

& DNS

REREMEFET N EIFRRSXBKFLE DNS B# , UERSERAEHEFERAHINERN DNS B#HiGR
ZhRE. MRRSEUEGFAE DNS ENEHIRSRSHEXE , WRSFERAETUANEEZEORIE A
#.5 DNS &, MRBRFIREEFARSHAFLE DNS , MRS FEHAEVEEETHENARESF , LUEH
VPC it R REH N E DNS B#h. BXEZER , 52 H B DNS &,

F R AHX

B KR IRT SRS AT Network Load Balancer SR ATARXAER, N TIRESTHAMMNEM |
RINBVUBEZVPFNTARBEAAZF S  E8I B ANRKXIEHEE EC2 324 , HFixLsxt
BEM B R AR S E 2 B R4

B ABXIEAHEE K EFAESANATAREELAETRBRSNERAR, B2 , IREEALR
PTEBRESHWXEHNHEE  IEFEFLTENFNRIBRLRET SEBS. BiEEE | 4857 Network
Load Balancer /8 F 5 X g A& F#ed |, fSURE EC2 Bt mi#E A,

FEREATUESNLRT RUIRSTRANTAXFRIEED VPC KT R. BINEFERAEN VPC Lix
TREENENFRPCIE-—NLIFETRAMEED, BIEHRE VPC IHAW IP #hiutkE  HEFH
PR EMNERMEZEOSE IP i, HERER VPC KiFT SRS XBLIRET o6t , ZI1&%F
— MEENKRIRTRMNEED , FARAELZETRATAXENNEZEOZBTR,. A5, BMNSER
EMFTEEERSMEZOMN IP ik,

NREAERIFHIRERSER —NTRAXER , WEAXSLET RIMEN VPC LimT Ko

¥ X 15 17 [A]

BSRHUBEAINE-IMEHERERS , AR -EAZIIENOXEPREZES. BRSEAEEQURL KT
REDER RS X

PR

- RMIABERT , IAM RAEERESNXFRELHET RRESRBEXFIFELET /RS, ERFEX
HiAE T ERNR , IAM B A T8I A F{XBRvpce:AllowMultiRegionfX RERER IAM F
B o
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o EEH IAM EEEELIET SRS A MEENZFXEHXE , &F
Flec2:VpceSupportedRegion& .,

o E#EH IAM ZEEE VPC KT /RN ATUEENRFXEBHXE |, &
Flec2:VpceServiceRegionZ A4,

AEEIM

- RFEMEELTAIEFMAMTMIEXE , REFEEFERMAKRIET RSB ZHFXE,

- BRKETRARSSATUNEREXFHTHR, BLEFENXENIFHXEEFRBRR, /T
KUK, BAUESANXEHBLHET RS , HAENMNETIRSEABXEHR,

- RBZFFEAELMNAEBMATMEXE , RAETEFHERNLETRNERESXE, REEFTEE , &
BURSEAEFEAXBRNEEMFREXEEZEXGRARKRS. XEREETRAERNERMNER
)%\

- MRBEFREUFTSENMNENIFHXFEEFRBER , IRSEAEEZNERINKET RNELEERZ
XFENRSXiF, #FEE , XT2EM0EA L XEEN RS XEHNIELIET SR LT SR
%o

- ATHREBESTAY , RUBXIAERAZEIANTARX, BXEHRFAEEREHIEREEAMEEHN
AKX,

« BEEBEXEIE , AL Amazon PrivateLink BB AX 2 BINER%E, ©TAEEEXIENHERE
®o

- EERAFKRIFE DNS &F#H Amazon Web Services Marketplace RS X i X iE 58],

- A TCP ZREBNERE T BENENMEZAEITESRT X IFE XA,

- UDP 7 BB A #r XigiH A,

IP ith 31t 38 BY

ENEMIN R IRRE 2N EE , RFZIEEFEAILUER IPv4 IPv6, SFHE IPv4 3R IPveE 2 i H
RFimRIBRARSERE IPvd, MREBFRANKLE , WIEHEERETULEFER IPv4 SKiGRIEH
RS , MAFHHTRE TLLERER IPv6 K15 R BRI RS .

R VPC KiFT RXEMNED IPV4 , NIRRT AMNEIEOESR IPv4 ik, 1R VPC KimT RX#F
KD IPv6 , IKRIFT SMNEIEOER IPve #hit, To3EBET BEEBEMIG LM E&ED IPve Ry,
MREERA IPv6 it ERIFAMEED | HEZZEOEBdenyAllIgwTrafficHo

IP iyt HY 92



Amazon Virtual Private Cloud Amazon PrivateLink

IPv6 N & inT RIRS B AN ER

« KIRT RBRSTHY VPC MFMLMEBXEKR IPv6 CIDR R,

o U RARSS AV PR P 4% B ES E BR A A R AR IP bR B, BAR AR EXIM IPv6 &, MR
SAEREPIARAE 2 FREPRVR IP bk | WATALIE IPv6 ik,

IPv6 RIEOXiET 2B HANER

o BigT RIRSSMZHF IPv6 BER,
- EOWK/W IP ik RA MG OR[N FRRE , IR

o IPv4— NENIRKMEZEODE IPv4 dbit, NEFBERERNFRER IPv4 eUSTER |, F &
EEIED,

« IPv6— NEMNIRK/AMEEDO DE IPv6 ik, NIAFRAIEERN TN FMET , IPv6d XiFittik
Tlo

« Dualstack — ¥ IPv4 # IPv6 it P ELA IR R NEEO, RYUMEEEN FNEREE IPv4
F IPv6 #bitSEE AT |, F X IF IR,

EDim <K DNS 123k IP #hhb R H

BEONIRK XN DNS 2% IP b R BRE T HATIZEA DNS 12%, EOWSM DNS i2% IP it
HUREZEORSK IP it RAHFSR | TFFHR -

« IPvd— RFE, XFHX1E DNS FFEIE A iBFK, IP iR B AHREIPv4E, Dual stacko

« IPv6— AFE. XEMXE DNS 02 AAAA 1B3%, IP bk RB AR IPVE6E Dual stacko

« Dualstack ( Xtk ) - RFE., XEH 2 X DNS BF0IE A F AAAA iBF. IP it B UFR
Dualstack ( M%) o

BIER... REZIFAIRS Amazon PrivateLink

LA LB B O BEERXENIRS Amazon PrivateLink , #i 8 & i3 SRS
BB SEBHRS 2 BEREN Amazon TERRESERE.

SRR RME M

i RBRSS BEMEZ A ERIMRNHIGER, ABIEREWKRERSERENE R FEREH
FENRS. EXHERT , SREAMERHERBEIRS . BAXEAMXARDER IR
RBFNESEE , TS HRELNRZ,
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ks

© EEBI

© KRREM

. IR SRS

- i R RS A GRS R

« ERRSEREEZERSRS

FEE

- IWRBRSELERS[RSHXE AR, REEABEXEHILRHER VPC WEEESERHMX
JUI5H 2% & o] DA EL 4t X451 18] SR B9 BR 55 o

- HRSHEABERREXBRBRSHESN , MNRAEEFISRSEHABRENTAHX, HERSIEM
EERSERAELTARMNKS A |, us-east-1la EATARX B ARESBE E S Amazon Web
Services I P AR RN EERAT AKX, BRI LA AZ IDs RIBAM—tiRBIRENTHAX, BXEZ
E8 , H5H Amazon EC2 AF 58 IDsHH AKX,

- URSEAFEIEORANRELAERZERSN , aNARFRANR IP thit EAFHEEHRET S
WEAE IP it MR RRFZFEAEN IP i, MREBEMRIES LZHARERI , WA
AR PEREUR S E A Mt ik F 3 Ok S @bk, IDs BXEZEER |, 155 Network Load
Balancer AAF 15/ IV L,

s — MREAFEERRES — MR RBRSKE |, E—PMrRRZ 52 ANNE RS E T <K,

« MBR—NMNERBRFSEZINWMEAFEER[HEXE | NENsaMNEEODESE — NSRS ESFHExEK,
URBRANEZEONE —NMEZER N, BRISBVERESNEZEOMENE —TTAXFH—
W& BT, RENFERIMEEONMAEREERZERBEAFMEN ARG ER. RIMNBWER
WA RS AE RS ERERAEENMITSEMNBREARE , XELTOREWM NS ES K F£AF
EB AT LA BR Th 5 R s =UBR 55 o

« & Amazon PrivateLink ®R BB &, BXxEZEE , 52 Amazon PrivateLink Bl &,

N4/

FRZM

- EEINREBRSHTAXS , AiRQURSEIZEFTED - FRH VPC,

- EERSEAEREB N ENLRET /LIRS G IPv6 DO VPC KimTT R , VPC FMFM4HMEH KEX
# IPv6 CIDR 3R,

EEEM 94


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-regions-availability-zones.html#az-ids
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/load-balancer-target-groups.html#proxy-protocol

Amazon Virtual Private Cloud Amazon PrivateLink

« £ VPC RelEZMEZ R ESR, AENMNTHRKEE-—NFW , BZFHP , RSN ARERSERE

M. AXRIBELERMAERED , BUEEZRKENZEDHNTRAXPRERES

- MREHMEZABIERELLE , WeHXAATREREF i IP it AERE, HE , BALX

X @R R 2N A RS HM A EL Amazon PrivateLinke BXEZELR | 5 EM KA EIE
SRAFEEYNZ A,

- EESNART RRFEBES IPv6 iR , HNB NS ER[LTERAXHEK 1P it kB, BHR

FTEEXRFRIPV6 B, BXEZEER , BS5H (NERRERA/IER) Y 1P bk RF,

MR EL IR DPIARAS 2 FRLHHYR IP bk | BHINE AT AL IE IPV6 bt

« EENREHABRSHATRXAEHES , HREERIABEEREFE. IRERERBEEERANT

RAXHEZEH , NAEABEXENE9E  UXHEMASD X DNS EH B HRRSHIRSERE.
BEREXSNHGEE , TRRBESREFARER. AXESZER , BZRANEAHHEERATE
A B X A9

IR RBRS

BRUTESR , EAMNKZABIGERER SRS

£ RS A IR R R RS

1.

2
3
4.
5

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &
ESME®KS |, %# Endpoint services ( i RIRS ) -

i%£3$% Create endpoint service ( 8% RS ) -

X F Load balancer type ( TaiEI#aa2KE ) , i%&#HF Network ( L ) .

XiF Available load balancers ( ATA & I9HEE ) , EREESH KRS XEKH Network Load
Balancer. EEBENFMEARIERRANTAKX , BSHAMEARSERNEFMEE , SEANT
AKX, BNiRSRSHEXETAXSITA,

(Wik ) EFEENARETSRSEREXSUANXEFTH , EMNRSXFHIEEREXE, BXE
ZER , S the section called “BEXiF 58",

£ Require acceptance for endpoint ( EEEZUFERARS ) ETAF |, %#F Acceptance

required ( FEET ) MERFHESIXNHELURFHEEBER. SNFEHESXLEER,

¥ F Enable private DNS name ( /3 Fi#A%8 DNS &%) , i%£# Associate a private DNS name
with the service ( f$F,%8 DNS BFERSE KBk ) UIBRIRSERAETA THRIERSHFAE DNS
B, REHMATAE DNS B85, &N , RSEAETUEARENLET SE A DNS B,
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https://docs.amazonaws.cn/elasticloadbalancing/latest/network/network-load-balancers.html#cross-zone-load-balancing
https://console.amazonaws.cn/vpc/

Amazon Virtual Private Cloud Amazon PrivateLink

AmazonfRSREEALMARIERSEAERTZE , RERSERETRERTLSE DNS &5,
BREZER , B5H EE DNS &k,

9. XIF Supported IP address types ( Z#FH IP b 3KA ) | UITATE—BRE -

o BT IPV4-BE AR SRS SUES IPv4 R,
. W IPV6-E AR SRS SUES IPV6 R,
o ERIPV4AF] IPve-ELIRT SRS BEH B AT123Z IPv4 F IPV6 B3R,
10, (Wit ) BEFIRE | E%E Add new tag (RMIFE ) , AEW A ZHREH RAE,

11. %32 Create (812 ) ,

-+
T
-+
T

N
N\

S 3

Y

3t

ERAW ST RRRIRS

- create-vpc-endpoint-service-Fti& ()JAmazon CLI

« New-EC2VpcEndpointServiceConfiguration ( &M F Windows #J T & PowerShell )

fEim RARSS TR RSEREER

Amazon ZHAFLIEE eI2#E D VPC KiiT QA BEZIENART RS, REREELTIMIT
T RES sEm BRS A & IRERS .

o AMBBRUAATFBNRSFEABEBERIENERERS. EXEZEE |, 5 the section called “B
BRFR”,

s ARFSEAZERHENBSEHMIZEFNTHX , MEMITIESQRZEDRSSUEZIENERS. B
XEZEER |, BSH the section called “UEN RS E A EEERR LIRS

- ESBRSEAENRAEEER, BXEZER , {55 the section called “#EZ HIEL EEIFR",

1R BRS5 6E A A E 1R B im RUBR ST
AR 2562 73 2 DS BA T S5 IR0 B O 8 R BB S B R S5
RS A QRO A

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. ESMBERT , ERHS
3. &EE BBES.
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10.

11.

x4
£

FRA | EFFERA NLBs ML T KBRS GWLBs,
RESEBFP , MARSHEF (HIM0 , com.amazonaws.vpce.us-east-1.vpce-

svc-0el23abc123198abc ) , AR EERWIERS

(
7
7
7

x4

x4

ik ) EEZIAGETRXEUAANXFEHRATANLET /RS , BEERSXE , BABEXSE
Wh R, RFERXE, BXEZELR , 55 the section called “B X519,

F VPC , BB/ IHRL iR LIRS VPC,
TFR , R BREEEPLBHEIMEZZONTFM,
F IP address type (IP #ub3EH ) | ATMNBA TR A 1TEER -

IPv4— Nim QMO D E IPv4 ik, REFEIEENFRES IPv4 hitSEE HF B LR RT K
RS- 8E3 IPv4 B3RS, o XFEFILIATL,

IPv6— Nim QA& O 2B IPv6 ik, XEFAIEEN FMMRN FRABLRIRT RIRSER
IPv6 1E3REY , IPv6H ZiFItiED,

Dualstack — ¥ IPv4 F1 IPv6 #bit D BLA IR R MKEO, NUMAEEEN FREREA IPv4
IPv6 b3 SE B H B L imT R RS ERES IPv4 M IPv6 i§3REY |, F &tk dn,

F DNS record IP type ( DNS i3 IP & ) | A \EA T &I gt 1Tk #%

IPvd— RFE., XiGFXIE DNS BF#EIE A i85, IP kSR MM R IPv4s, Dual stacks

IPv6— RFE., XiEMEXIE DNS ZF#EIE AAAA 18K, IP it KR MM ZIPV6ER Dual
stacko,

Dualstack ( Mtk ) - BFE, XiFH2 X DNS BFEIE A 71 AAAA iEF, P it 3R MR
A Dualstack ( XUtk ) o

Service defined ( EEMRS ) - HFE., XEM2X DNS EHEE Ak , AXKENS X
DNS Z# 812 AAAA 1B, IP ik KB MR Dualstack ( MR ) -

F Security group ( 224 ) , EEEERAMEZEOXKNZE4YE,

12. EFECBRR

=4

WETHREARR

« create-vpc-endpoint (Amazon CLI)

 New-EC2VpcEndpoint ( & F Windows By T & PowerShell )
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B & um /AR SS

tIRIRRRS A BAAEFHEE,

5

- EENR

- ESRIELEEER

- BEEANEISHES

- XBXFAHE DNS &

- BN XE

- SN IP KA
- BEERE

BEMNR

RRMEZIRENAS THBSRHPLERSEAE (Amazon ZIEA ) ALHREHLRET LIRS
plan , AN EEENBEETERTNR , ABDEIMAERER ; EEAUUNEEE WECAR
TR, AFIEZEEENEEEEFR,

BIAERT , BNRRBRSHRSERET T, BLTURMNR , AFHEE Amazon ZEAQIEE
O VPC KinT K LUEEEIRNALIRT SRS . ERN Amazon ERARNINRE , EEEEHTLHERA
# (ARN), AT RIIFELZFMN Amazon £ ARNs AKRHl,

ARNSs ¥ F Amazon &+
Amazon Web Services Ik ( BIEKF RHFIEZIEA )

arn: aws: iam::: root account_id

y=h=]

arn: aws: iam::: role/ account_id role_name

User

arn: aws: iam::: user/ account_id user_name
FIARKE T H — Amazon Web Services T/~

*
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EREW

« MRERTFABAGRREKLURSHNR , AFRQURSEENEZIFBER , WEMEEN AFITERS
RERNE IP it , EHRRLAEN,
- MREBENR , WAL Win[A5RS 2 HEMNSEINNEEE,

EREH A ERRRRSHNR

1. 3TFFETF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
2. ESMBEHS , % Endpoint services ( ImRIRS ) -

3. BEBWARSE , ARF%ER Allow principals ( L EE ) I+,

4

ERMAPR , E%$#F Allow principals ( 2 E& ) o X F Principals to add ( ERMAERE ) | 4
AEMEH ARN. ERINSB —NEFEA , %R Add principal ( FINEFEAN ) o BINEMEE | Fik
## Allow principals ( SS¥FE ) o

5. ERERIBR |, HIEFZER , REMKIEE Actions ( 1E ) . Delete ( #ilBR ) o RRFITHEIA
B, M A delete , AAFi%IE Delete ( MIBR ) o

A 17N i R BRSS IR

« modify-vpc-endpoint-service-fX P& (JAmazon CLI
- Edit-EC2EndpointServicePermission ( 3& M F Windows ¥ T & PowerShell )

1S B IR

RERMEZ R EWES R BLERSERE (Amazon ZHEA ) AJBUEEERN LT KRS
g, TN EEENBETERTNR , AN EIMBEEZER ; EETUNCEE WEEEAER
FRR , AFHEZEEENREEEER,

BRI R RIRSEEN BRI EREER. BN, BLRAFHEITIELIER, MRETEZIEEF
X, RS ERBRETET R RRRS.

MBERFE AL RGBSR , R SRSEENIEZFAEER , NEFEENAREERT %
ENE IP i, et EAEN,

HERBERGEZIRIELN , B2WBEH, EXEZEE |, S the section called “$2Wim = IR S5
EHIRE,
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EREHSERERRE

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESME®KT |, %# Endpoint services ( i RIRS ) -

B IRRBRS .

£+ Actions, Modify endpoint acceptance setting,

R HEBR Acceptance required ( EE#ES ),

i%4#& Save changes ( REFEEX )

2

« modify-vpc-endpoint-service-Bti& (JAmazon CLI

« Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows B9 T & PowerShell )

e 2H B X HIELEREFR

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBE®D , % Endpoint services ( i RRSE ) -

3. ERwRKRERS.

4. M Endpoint connections ( I RIEHEE ) EIF A |, EFIKEE,

5

EEZEEBER , fORIEREF Actions ( #B4E ) . Accept endpoint connection request ( %32 if SUE
EiEKR) . BRBITEIAE , B accept , RFERR Accept (EZ ),

6. EIE4ERER |, iHER Actions ( #21F ) . Reject endpoint connection request ( IE4 ik RIEE
BR) . BARHITHIAR | WA reject , RF%ER Reject (B4 ) o

EARTTEIHIELIERFR

* accept-vpc-endpoint-connections s reject-vpc-endpoint-connections(Amazon CLI)

+ Approve-EC2EndpointConnectiong, Deny-EC2EndpointConnection ( i&FF Windows B T &
PowerShell )
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EEAFISHS

AN EE R QRSHEXRBNAREER. NREAR[EEIRIURS , WETEBUEXRBKNEE
728,

MRERAEHEREAEMTAX , NATHXFERE Endpo int RS R EMN AT EHSFETF T,
BER , EF2NALRTRBRFTEA , EFRELRET RRFSHIFMEBIET<H 5| H Amazon Web
Services Management Console, BEENFW TARXE ALHT KRS,

NHBERNTRAXSEARFSE/ LSRN LR RBRSMIT£&. NREEANE AL , RIE
WEREBFCREPANESRE , REBNFHTHXEALET SRS

EEARH S EER RSV ARSESR

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBE®S , % Endpoint services ( i RRSE ) -

3. ERIwRKRERS.
4

)X i%4% Actions ( #4E ) . Associate or disassociate load balancers ( < Bk 5 BUE < Bk 1 & 19
2o

5. BEFEENURARSEE. Flw -

A RNEEE , UEFEER RS XK.

BRARBERNEEE , UEFEERIBRFSEUEXREK. BXRNEDERE - NAZITER
6. i%# Save changes ( REFEEX)

X FERMBABIGERPNEAHFARAX , #REALET RRS. FNTAXIIELET RBR
SN NBBERETF N FMHERRTF T

MRENHWR]AUIMSFERATARX , MRS ERE TR ZTAXHHFRRNEEED VPC iR
EFEARTTENR RSN AR

« modify-vpc-endpoint-service-Bii& (JAmazon CLI

« Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows #¥ T & PowerShell )

EERENABEREANTARTFERRR/RS , EREEARSKRSH ID FARSEIT,
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XEXFAH DNS B

B LUK FAE DNS B 5in R RS KRBk, <BKFAE DNS B#GE , LA EH DNS RS 25 L%
B, RERUHBLMERITIRSEAEREZE , ARRSEHAESTEMELAFLSE DNS B, BXEZ
E8 , B EE DNS & #5,

{5 F 251 & & 3um RBRSSP.H DNS B

1. 3TFZTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

2. ESMBE®S , % Endpoint services ( ImRIRS ) -

3. ERHRERS.

4. RR%E$F Actions ( #R4E ) . Modify private DNS name ( 1&ti#%& DNS &% ) o
5

1% Associate a private DNS name with the service ( f¥FAF8 DNS B EREXE ) , RAE@RMA
#.78 DNS &,

i ﬁﬁ% L%?ﬁﬁﬁﬁ /J\E-o
s BAESEPERABEES (HIW0 *.myexampleservice.com),
6. i%#% Save changes (RFEX ) -

7. MRBUPRANA verified ( ERIE ) , MFE DNS BMAIHBSEAEER, MRRIERSKE
T, MEEBERGHIEL , ENEEETLZ RN,

EANSTE IR RIRSHE DNS BH

« modify-vpc-endpoint-service-BLi& (JAmazon CLI

« Edit-EC2VpcEndpointServiceConfiguration ( & A F Windows #¥ T & PowerShell )

EREH & BERIETRE

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBE®KT | % Endpoint services ( IwREE ) o
RIS ARS .

fRIRIE$E Actions ( #4E ) . Verify domain ownership for private DNS name ( ®iE#.%E DNS &
MEVRAT A ) »

5. RIRBTEIAR |, WA verify , REIER Verify ( RiE ) -

A w0 DN
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ERBTTREIERIETRE

« start-vpc-endpoint-service-private-dns-verification (Amazon CLI)
« Start-EC2VpcEndpointServicePrivateDnsVerification ( & F Windows # T & PowerShell )

18 Y X 13

B S RA T ARSI R KAE, EFMMEKA2 8 AMELEMA. BEEBBRTEEN
T R IRSS B K

MRS , REEAETEUBFEEENRSKANFTLET R, BRREFT2ZWFHEEEN R
SXENAFTLHETR. YEBREMXER , RMNBUEIELK A ZXENEARAE LR T RIEE,

BB RIRT RIRS N XE

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #4114,
ESMBE®KT | % Endpoint services ( IwREE ) -

TR IR KRR

ERRE | BRZFNXE,

BIEFZEFMEUHER ‘X8,

i%£$% Save changes (REE X ) »

o 0 K~ w0 N =

BN IP R A
ST A S RS S 1P KA
ZREE

EFEENLIRT QRSB ES IPv6 BHR , HME A ER[LAEANMER P putkB, BHEA
FEXFRIPv6 B, BXREZER , F5H (NENHBERATIER) PRI IP IR,

EREH B UEFN P it RE

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2414,

2. HESMBEHKT , %$F Endpoint services ( HRBEE ) -

3. i%&#¥ VPC wmaRS.

4. fRORERR Actions ((324E ) . Modify supported IP address types ( 1820 IP #hut3EH )
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5. X¥7F Supported IP address types ( Z##Y IP ik A ) | ITUATE—BRE -

o EF IPv4-E ALRT RIRSIES IPv4 B3R,
o« %R IPv6-JE AT RBRSIES IPv6 B3R,
« EFIPvAR IPVE-ELURT RIRFEB AT ES IPv4 F IPv6 B3R,
6. i%&$® Save changes ( REFEEX ) .

FRGTTIERIEN IP KR

« modify-vpc-endpoint-service-Et & ()Amazon CLI
« Edit-EC2VpcEndpointServiceConfiguration ( & F Windows Y T & PowerShell )

BERE
ST AR ATARS | BB RS R SURIB A A BRA1T 2 %,
R A TR RS WIRE

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

ESMBEESF |, % Endpoint services ( iR ) -

%% VPC i RUBRSS

ORISR Actions ( #4E ) . Manage tags ( BE#HZ ) .

FHFENERMOIFE | HikF Add new tag ( RIMFHE ) , ARWANRSENIRSE,
BHEMBRTE | EEREFZNEANELNE Remove ( MIBR ) -

1%£$® Save (R%E ) o

N o o &~ 0D

E 25 & EIE iR RIEEAIRE

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC %14,
ESMBEHKT | %$F Endpoint services ( IRBEE ) o

¥ VPC iR PRS , ARB %R Endpoint connections ( i SUERE ) T+,

IR RIERE |, RFHOXER Actions ( #1E ) . Manage tags ( EERE ),
NFENERFMPIRL | H%RE Add new tag ( FMFHRE ) |, RAEWANRSEINIREE,
HEMBRARE | EERFZHEANELENE Remove ( MIBR ) -

o a0 K~ W DN
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7. ﬁj:% Save ( 1%# ) °

ERZEH A TR iR RSN RARE

1. FFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

ESMBEET |, 1% Endpoint services ( 2RSS ) -

%3 VPC Im KBRS , R/F%EHR Allow principals ( 2 X4 ) T+,

EBEM , RFMHIKER Actions ( #4E ) . Manage tags ( EEFE )
FHFENERMOFE | HiEF Add new tag ( FRMFHFE ) , RAERANRSENIRSE,
BHEMBRTE | EEEFENREANELNE Remove ( BIBR ) -

1£$% Save (R%E ) o

N o o bk~ D

{5 FA 8 55 17 78 D0 AN BRAR &5

- create-tags M delete-tags (Amazon CLI)

« New-EC2Tag# Remove-EC2Tag ( & F Windows By T & PowerShell )

EIE VPC in RS HY DNS &5

BSREBUTNHIRQLURSEEME DNS B, RIXBFREFHET 2 HLRT OFERSEN LR

TRRFRE, IRRSRERABEALHLRT KK DNS BMENLinT SRSHIFE DNS 5,

MRS EAELRERNAERERNEFRNARF TR ABLET AL R T /RS, MRFERRK

QHE“{EFH% VPC , N#.%H DNS BRZ52R &1 DNS AT A RimT RO IP ik, B,
2% DNS RS2 FF DNS EMEM A A HLIRT R

LB TRITEHAERRIERERIEAEGREZE , AT RN ERIRSEERST DNS &k
EREW

. Jﬁﬁ‘ﬁﬂﬁ%/\ﬁgﬁ A*Aﬁ DNS g?_\o

- HEASCIERTERIECHRSHEDLFET RN , RMNEUB-IMEREXISHFREERS
£/H%E VPC XE. RIMNEABREXFFIE CNAME 125 , ZIEF L imT SRBRSHIFE DNS
ARG R VPC LipTi QAYXIH DNS B, HEAEMRSH LA DNS BMARIZFERN , FuA
DNS RG2S BERBMB LT RMEEOR IP it

- ERIE , BLARBLEREBHRILHE DNS REHHE
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o SBRTAILARE TR, B0, BT BASIE example.com , T A2 a.example.com. &/ DNS #rE &
Z0aE 63 MNEN , HREKEREBET 255 MNER.

MERMEAMFE | MARBUEFEHB . Fla0, RIREF .example.com HRKIE T example.com,
EIMIEZN I b.example.com fERAFAE DNS B#r. ERSEREUUAFERZEH A , BAMKIE

example.com = b.example.com,

« MXAFBERERILTZEFFLAE DNS B#5,

AT AR EIE

B 5 —AiE B RS ( DNS ) iBFRAEXE |, XEiZKRHEEN DNS ZHEEE, TXT iExX2—ft
DNS i2% , JiRHAEXEWEHNHEMER, HPIE—INEBHRT—NME. EARIESEN—BD , &
DTG TXT 1B RARINE A F A DNS RS ES.

HEMNMBIHA DNS REFFHE TXT iBxeY , ARSI ERKIE.

WINERIG , BAILER Amazon VPC 24| AR BRI IRARES. ESMEKT , £ Endpoint
services ( I RARS ) » EBRIFSRIRS , HE Details ( FMIES ) M~ 42 Domain verification
status ( HBIPIRES ) W{E. MRFRIFEETEFLE , FEF/L2H , ARRTRE. NRFE
BRI LFHEHRIETE, AORIERF Actions ( #4E ) . Verify domain ownership for private DNS
name ( WiEFA\%H DNS BHHEAMAEN ) -

WMRWUPIRA R verified ( BIRIUE ) , NFAHE DNS B A HBRSEREER, WRBIPRARER
1t , MAEEERGRIEL , BEONEEETLZIER,

MREUPIRZS A failed ( KM ) , iEZS[H the section called “f# R K B,

IRENE B AI{E

BNNERBEE TXT ERPFERANBMFE, HlE , £ Amazon Web Services Management
ConsoleF IR HtE 5. ERWmKIRS , HERK[IRSFH Details ( FHAER ) =T F<HEF Domain
verification name ( IHIRIEZ 5 ) 1 Domain verification value ( BRIEE ) . BETUERT
describe-vpc-endpoint-service-configur ation Amazon CLI sis SR RAEXIEELXKHET S RESHIE
DNS BE#MEEMNE L.

aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration
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TEERAHE., 02 TXTicHEZet , BEEM#H Value $ Name,

[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@ERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]

Flan | BRIREIE B 2 example.com , # B Value #l Name MEIER RAIH HFTR. F&RE TXT ig
FIRER R,

2% - 3i] =]
_6e86v84tqgqubxbwi TXT vpce: 16p0 tt45jevfW ERxI OCp

i1Tm.example.com

BIEFER Name fERIERFE , EANEFRGEAREEEFERA+T. B2 , MREH DNS REET
#1F DNS BREHIETHIL , N T L8 _6e86v84tqgqubxbwiitm” , 3 B AEHE TXT iBFH
F“example.com”,

ERARIE 6e86v84tqgqubxbwiilm.example.com”Zfg , ARS8 & ] {# A “example.com” =} 735
( f5lEn“service.example.com”= “my.service.example.com” ) o

I TXT BN INEEREH DNS RS S

F TXT 2 ZAMEERITEA DNS IRSEMNTEEUR T N ZIRA DNS RERAL ., &/ DNS 1245
A ER Amazon Route 53 =R E g & X M,

Amazon Route 53
FRAERENERBARENENLAREEXEMEICRK, FAUTE

« XF Record name ( icZE&% ) , WAEHHFH,

« X¥F Record type ( IBFEH ) , &FE TXT,

« XF Value/Route traffic to ( E/RERHE ) , WAEHKIIE,
« 3¥F TTL (seconds) [TTL ( ¥ )], # A 1800,

I TXT B FZRE SR EE DNS JR5 e 107
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BXxEZER , 25 (Amazon Route 53 FF R AR IER) FHEAESG & 62 ICFK,

— it

I DNS REEMEHF B RENKT . BERZTEAERHA DNS idxk. ERARMNRHNBHNE
AN TXT 125, DNS BREHBEKEE 48 MIEN , BEERATERNAERERS,

BREEAENUE , HEF DNS REFREMANXE. TREHRTEB/LNER DNS 4R XA
B, WIRATEE , hHFESHEHEEXELTRHENT mBRS

DNS/EERHEE BT E

GoDaddy R0 TXT B3k

Dreamhost i EE X DNS g

Cloudflare S8 DNS id%

HostGator 5 F HostGator /eNOM & DNS 123
Namecheap 0] I 9182 N AN TXT/SPF/DKIM/DMARCIZ 3% ?
Names.co.uk FE g DNS i &

Wix R Wix K PR IS E# TXT ik

KRE TXT EX2EBERM

WA AR T S REIE R HFAE DNS BFEFTERKRIE TXT iiX2E S 1EB XM E DNS REES.
21T nslookup % , B BIXHFHNFEEE Windows H Linux,

RERNENE R RMIRSAY DNS RS52R , RAX LRSS B[ EEME up-to-dateEE &S, EHE
EERE—ENES 2L EIHM DNS RS5ER.

RIEEH TXT iIERRE KM FER DNS BRSS58:

1. EAUATHSERENENE MRS,

nslookup -type=NS example.com
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RS EH TR TENENERESSE. ERET - TRPEAXLERFHEZ—-

2. FAUTHSRIETXT ERRECERAST , Hdname_server2EBHE E—SFHRIINBFIR
%%EZ_O

nslookup -type=TXT _6e86v84tqgqubxbwiilm.example.com name_server
3. TEL—LHHEH , Bl text = FEHNFHEERES TXT EEE,

EEMNWRGP , MREFEBES  WREESFEATAR,

_6e86v84tqgqubxbwiilm.example.com text = "vpce:16pOERx1Tt45jevFwOCp"

iR R IR UIE [F)

MRFRIEIRAWY , A TEE A B G R FE,

- REEH DNS REERABAYE TXT BXBMHPFEATRL, MREHN DNS BEHEFTAFFERAT
Rk , MEBTLAM TXT iEFHPE BRI IER TR ( Hla0“_6e86v84tqgqubxbwiiim” ) o

- REEW DNS BEEERNEEMINE TXT EFZMKRE. FL DNS BEEL B FE/EE MM
B TXT BEXWEHEMA, BREEEE , BELUE TXT EXNEHBREEFMAOR, WPRE
X1 DNS 28 AL ENE A MR TXT id%.

- BREEW DNS REERE N DNS BRESRNRNEANEFTRE, REYRITIZEENEMEESRA]
RENETLIEER , RINFTLRITENE., R DNS EEHEN TXT BREEXNREANEF
&8, BB RMIIIRENA B,

s BTFELXEZANXEHZ AP Amazon Web Services Il , EME A REEEZ AT ENE, R
DNS Rt EF AW EREZSZXEEHEEMEBMN TXT 2% , BREDNS REHEBREATFLEEZ
MEMEIELRE—% TXT id3%, #lin , 2158 DNS B Amazon Route 53 B |, NE AT LUIRBLUT
S ITRE
1. 7£ Route 53 ##lAH | ERERILSE —/NXiE A 12 TXT id%.

2. ¥F Value (B ) , BN EBHENRE , ARSI Enter,

3. MMM MXEHEMRE  RERFILEE.

23R DNS REBE A A EIE—5% TXT BRI EZME , WA LER TXT EXRNWEERHPHER
BiFE—R , Mm% —REANEEE M ERAERRIEE, BR  S£RENE—MEBRIERIX,

FR IR 35 36 I (7] B 109



Amazon Virtual Private Cloud Amazon PrivateLink

BEWIR RS B RV IRER

B ZBAUZERERIABSAXNBESHNRE, Sl , BRI UEERBREIEZHIEL R IR
F g F iR,
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- B SNS EA
o IR R A

- ANINEBEAKK

2l SNS BAl

FERAUTIERNBHIE— Amazon SNS B H1THEZE,
FRZEFH AN SRS CIEBEL

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBEESF |, % Endpoint services ( imRRS ) -

E R SRS

£ Notifications ( BH1 ) I+ £ , 4% Create notofication ( SIZEH ) o

3 F Notification ARN ( BZI ARN ) , ERECIZMEATF SNS =FH ARN,
E{THEH , BM Events ( B4 ) ik,

I

« Connect (E# ) - RSEAECETENRS, X2MRSREMEAIZEZEETR,
* Accept ( ¥ ) - RFEHPEES TEEBT R,
 Reject (#E4 ) - RFIRMEIEL TiEEBER,
« Delete ( HiBR ) - RS EAERR T O WS,
7. %$% Create notification ( BIZE4 ) o

EABTITHRR/RSEEAN

- create-vpc-endpoint-connection-i& &l ()JAmazon CLI

« New-EC2VpcEndpointConnectionNotification ( & F Windows #J T & PowerShell )
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R SN N
7 N1 8] R B

£ SNS B 711 Amazon PrivateLink RFRREEZ M BHNIHRIKE TR, B
XEZER |, BHSRNAI4%%E Amazon SNS R IHRI KR 2 F/ aws:SourceArn
aws:SourceAccount £RFMEXRP ILEERE AR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name"
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
},
"StringEquals": {
"aws:SourceAccount": "account-id"

7N INZ2 A SR K
MREFERANRINZR SNS £ |, ] KMS Z4A 8 & IR K B 24015 £ Amazon PrivateLink = &8E18 A

Amazon KMS AP ##4E, AT R RAIZHAREE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
1,
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https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"
}
}
}
]
}

il BR v < BR S5

SERRRIRS G, B LU EMIBR, Zlﬂ%ﬁﬁﬂlﬁﬁm T&zU&H: available = pending-
acceptance MW IR RS , WETTEM BRIK S

il BR i = AR S5 T 2 M BR X EX B A B SRR | L A2 m ARSE R B A M NARF RS,

£ A2 & & I BR ik R RS

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. E%ﬂﬁ%’*ﬁﬂlﬂ %3 Endpoint services ( %2 RE ) -

3. ERIRAR

4. 1EFF Actions ( 97%1’!5 ) . Delete endpoint services ( il Bris 2RSS ) -

5. BRHBTEINR , #A delete , ATk Delete ( IR ) -

158 Al a5 = 1T M BRim RLUIR S5

« delete-vpc-endpoint-service-fi & (JAmazon CLI

« Remove-EC2EndpointServiceConfiguration ( &M F Windows #J T & PowerShell )
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B LA T AINFR VPC &R Amazon PrivateLink

BELERRR VPC KT R (ARAHTR ) A TiHEEM VPC 8 VPC BR, BRALRT KA
B ZRREMIFR VPC FR , HIINEBIEE. Amazon EC2 324l, NARFA T 2. & B IP
b | XL ut ATRE FH M VPC MFAAE FRB AR EH, MEEERRELHE TR , MA@ VPC
AINEBRMM K |, & #FEH Amazon PrivateLink # 04 % ¥ 2 Network Load Balancer 1 8] &R
BRAGETRAFENTTESE , AHETNEREHR VPC B, VPC RRARREERTR. RIRHE
B 5 7R X,

EH

HIEFERRRARETRFEERN , FEEREERRE VPC KT SNE/DITR, BEFERE
BERETA A GB HIEHITITHR, BXEZEE |, {551 Amazon PrivateLink Eft. HEERAR

REERMBTRMXE A RRAAEE , FEERERMXAEY GB ##EiHHR, EXELER , B2H
Amazon VPC Lattice B

AES

- DNS 5

« DNS f##fr

- #,%5 DNS

« FRAMATAKX

o IP thyt KA

- BBEBEIR VPC KimT R ikE &R
- EERRRS

« VPC RIRHRIREE

- VPC Xd By RIRM X

A5
Ak

BRLGR B KA PN ERIMEMRKS EERAZNRF. BHERER , EFEQE—ER VPC
LFETR , ZABETRAEAMZEOE VPC FNFRERRZAEIUERE, REFTRRE-EM DNS
BT RRE M ZEONTAE IP #ut, RfE , BY VPC KT RERRENERE , BIREFEN
RIFRERIEENE IR

i 113

&


https://docs.amazonaws.cn/glossary/latest/reference/glos-chap.html#loadbalancer
https://www.amazonaws.cn/privatelink/pricing/
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TRERTERAEKFHHRRIER , W REFEFRABAEEKFHEEABIUATAIREZNRR
Amazon RAM :

m\
mwx
=}

Consumer account Resource-owner account
<o .
" share
-

W - [P —

g )=
Resource Resource Resource Resource
endpoint gateway  configuration

« X TCP Ri&., %% UDP RiE&.

MEGEZEXTNBERBLET RN VPC B3 , MARMNAEREN VPC B3, ®IRMN VPC &
B ELIET R VPC B EIERE,

M—ZFHET ARN HWEIEZ Amazon RDS %R

VPC LimT RABEFRMINEL—NAAXKNESR,

DNS %

{5/ Amazon PrivateLink , BAI A ERAAELET ROARRLERE, YEZEBRERE VPCABKTR
B, BAN&eIZ X8 DNS 24 ( FAERIA DNS £%5 ) , B AFERAXEZFHMEN VPC At 5%
FRFHITEE. BHARE VPC KimT S AVERIA DNS B RALTIEE :

endpoint_id.rcfgld.randomHash.vpc-lattice-rsc.region.on.aws

ERNFEANBERAREERAR VPC Lin1 it ARNs , LU AFAE DNS, FRAE DNS
BT L ER Amazon RE N RREER DNS BMBLEM AR A HIER |, FA@EITER VPC KigTT =
FMRAIBERE, BXEZEER |, BEZH the section called “DNS 7"

LA R describe-vpc-endpoint-associations&p £ & 7R R R L i 15 = A DNS %8,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-associations.html

Amazon Virtual Private Cloud Amazon PrivateLink

aws ec2 describe-vpc-endpoint-associations --vpc-endpoint-id vpce-123456789abcdefgh --
query 'VpcEndpointAssociations[*].*'

LT B JE F#AE DNS B#HY Amazon RDS BEER FIRL T S RGIH H. 55— DNS BHER
I\ DNS £#5, %=/ DNS EMKARENLEREXE , ZXEFN LA HLRT LIV ERBNT N K
KMZEONFAE IP k.

"vpce-rsc-asc-abcdl1234abcd",
"vpce-123456789abcdefgh",
"Accessible",

{
"DnsName": "vpce-1234567890abcdefg-

snra-1234567890abcdefg.rcfg-abcdefghl23456789.4232ccc.vpc-lattice-rsc.us-

east-1.on.aws",
"HostedZonelId": "ABCDEFGH123456789000"

}I
{

"DnsName": "database-5-test.cluster-ro-example.us-

east-1.rds.amazonaws.com",
"HostedZoneId": "A1B2CD3E4F5G6H8I91234"

Iy

"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/

rcfg-1234567890abcdefg",
"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/

rcfg-1234567890xyz"
]

DNS &4

RN REMEIR VPC KinT 2RI/ DNS BERZREATH . Hit |, XL DNS EHE AT A FFETH.
{ER , X8 VPC 5\ Z#) DNS B RMESRERFRALHET RMEEOMWIAE IP i, LELETLBEY
VPN =% Direct Connect i BI’'&RA 6T 2 FTER VPC , B Al AEAIX e DNS & #1581 &R,
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& DNS

MBERFER VPC KT S/EAFAE DNS , HBEE&H VPC BB AT DNS E#1% F DNS f#47 |, N
EINNE&EABEN DNS B AR REEIZRENIE AmazonEREFRXEXE ., KEXEBSS R R
A DNS E#WicHE , ZICFETMFEEN A VPC R RAKIHET aMEZEONFAE IP ik,

Amazon R &K VPC 124 DNS BR%585 , #4 Route 53 Resolver, Route 53 Resolver B3I T FAHE
REXEHH AR VPC A MIZR, B2 , BTEEM VPC /B A Route 53 Resolver, 1R EAEM
3 R 4% 5 A 8K VPC KRimTT R, WA SAEA BE X DNS &% , Al A Route 53 e 4%
TRMBETENAN, BXEZEELE | S Amazon Transit Gateway 5 Amazon PrivateLink R
Amazon Route 53 Resolver,

F R A X

EALEE VPC IR , BMNTHRPE N M. RMNAEFHPH VPC KT REIET -84
MO, R VPC LimTi KAy IP abSRA Sy | MFRATLA /28 BYEEO H 7R a9 54 58 1 R 45 45

A2 IP sk, IPVAEENFRAPSER IP ittt HEBRRTRREENHE , RIN2BREFE IPs

/28 NXIRPIARIMEME I, FEFRER , A TRESATRENEYE | BINEVNEN VPC Kin
TREEEDHANTARX , FAEEES IPs A

P byt 28 Y

BiRE A LI IPv4 IPve, SHWikibit, XM S IPve AT LA AAAA i2F MR DNS &Eif), &
R A/ IP it KB NFERBARAGET SN FMESR , TR ;

o IPv4— RIEMNIHmSMEZEODE IPv4 tbit, (XHFTEEREN FREE IPv4 tutSBE R , FXFit
« IPv6— RIEN IR R MEEO DB IPv6 bk, RYUFFEIEEN TN FME |, IPv6 = Z#Fitik
o

+ Dualstack — ¥ IPv4 F IPv6 it D ELABHNIR R MNEED, XYEFMBEEEN FRENER IPv4 H
IPv6 H#u3tESBEIRT |, F bk,

MRFR VPC KifgT m ki IPv4 , MK iET aMEEOER IPv4tthit, IIRAR VPC KixT R
IPv6 , MK ImT AaNEFEOER IPveibit, BT EBRMIGRIRSMEED IPv6 ftit, MRER
A IPv6 it fRm SN EED | HEEZEAERdenyAllIgwTrafficH,
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SEBRNFAEFENR, BETRART AN, BalisEs—, A= ARN EENRREE, —1IMNE
BimRRES —NEREEHERK,. REEREFTURRENRERSR —ARR,

FRFMF

BB RIRL IR , U BT R

- BUAREECHENTREE , NEBIEMKS QIEHSELE Amazon RAM,

- MENEMKFESAZSRERE K NSREEHESTEZRERENEREAZ, BXEZEE
E5 (Amazon RAM FAF#§R) MV EZ MIELEE,

ﬁ“@ VPC .ﬁ/ﬁég\ /\\
FRUTERENE VPC BRLImT Ko
B2 VPC BRLHT R

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #Z#1&,
EEMERD , ERIRR

EFE IR R

FBAIDEE—NEH , AMEERMERFNEBLIRT R

£ KRB R RIR

NTFRBERE , HERTREE.

EMBRESD , EEENFIHEFRB VPC,

WMREREFE DNS X , FiRHMIRE, B DNS B8, EFEMALLIIEE , TRANEN
VPC 5/ “/5 A DNS E£#1&” M “/5 A DNS X5 B,

9. MNWFFW A EREEHFUELRFET AMEZEANFM,

© N o o K w0 D

HEAFHEF , A TRESTAMENEYE , RNBUNEN VPCARARET/AEEZEDHANTRK,
10. W TZE£4 , FRE-ILE4,

MREREEREYH , HIPFHFXREK VPC WARIARE4A,
1. ERCBRR
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EARN SRR RER

 create-vpc-endpoint (Amazon CLI)

+ New-EC2VpcEndpoint ( & F Windows # I & PowerShell )

EERBRA
HEAFRAE CUNEHEES
%

« MIER MR
- EFIRR

I BR 3 o
FASE VPC 1% 5US BT SO ELMI B
ERRH A BRAHT A

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESMERSD , ERHR.

IR R o

% Actions ( #4E ) . Delete VPC Endpoint ( Ml VPC it )
HRBRTHTHEHIAN |, A delete,

E M BR

o o A~ W Db

5 i S 1T BRI =

 delete-vpc-endpoints (Amazon CLI)

« Remove-EC2VpcEndpoint ( A F Windows By T & PowerShell )

EETm S

WA LAEHT VPC KimT Ko
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EREHEEMRRT R

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESMERSD , BRI

R R

R EFAE N AT,

RREHESRIEXERN.

o H» 0N

* modify-vpc-endpoint (Amazon CLI)
« Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )

VPC #IRH FIRECIE

RFRERTEHFLEATHM VPCs MK/ HHNEFHRINERI—ATR. BIELRFEE

y /L:\

AL AFMNEAM VPCs KPR EF RIS VPC FNRFRNFE, T2, BOMIMKERE. 7R

BEESHRRMAIXE , B 2R RN EZRRE,

AEN

- RREERNKE

. BEREMX

- WwOSERE

A B

. SRFEMEERXE

- REMEHKR

- BEHZERIFEE Amazon RAM

. g

« £ VPC kBBl RAEE
- EEVPCHKIE B AR B/ KK

RREE

119


https://console.amazonaws.cn/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html

Amazon Virtual Private Cloud Amazon PrivateLink
RIRELERYZREY
BRREEAUE/LMEE, FTRANKEGHTRRTAXRENEIR, HREKBITFE

- B-RREE ; IPHusSEE, EUMABMYAE,

- ARFRRE  TARERENES, CAMMYHE,
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REERAUEE-MRFEMRKE, HEAM VPCs K/ FHEF T RER VPC R FIRE |, 2R IR

SBIKBAZ VPC RHIRMKXN A tRE,

RIREX
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B HAERREE Amazon RAM

HIRELE S5 MR Amazon Resource Access Manager, A LUE S SHMIKF £ ZEH0EREE
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FEAFHRBERRAZEAZHZRREE Amazon RAM,

£/ Amazon RAM B #IAEFZERNMBNERAZ, BulFHNAERRAREZAZERN
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- BXERFPR  ERBREEHIENR , BUEAEHNABGENUNIR., HKE5HHITEHRIE
B, ZE O NEEEHERBEHEBEFRHLEACGENHNE, EXATHRSENRIINEGNER | &
S5 (IAM BFER) AN E= R REFECEAR (KA 5HKIE ),

o I5Et IAM ABPRGR : IAM AR ERA IAM AFS AR |, LERRESHNESEESHNTENER,

- BKFER : BULER IAM ACUATFTRKF RHEMA (AIEEA ) HRIEHIKF FHE
R ABRBEFEKFIFRNBEHEELSR., EHR , HFRELEIR Amazon Web Services RS |, &
AR EEMNEER (MTRERAACENIRE ), ETHATERKFHTRNARNET AR
R ZENER , BESHE IAM AFPERDRH IAM FHEIKF &IREE .

- BRE IR — B Amazon Web Services BRSS £ Eth Amazon Web Services RS BRSE FHITh
BE, flan | HIBWERSZHRITEERN | ZRZEESE Amazon FizTR AR EC2 S Amazon
S3 HEFNR, REAESFERALAHBANEANNERE, FARSSEBFERARSHERACKRIT
gk,

- BRIFEIKE (FAS) — HE&EA IAM AP A BEPHITIRIER Amazon , BHEARERTE A
FEARLRSH , BUESMIT—MNRE , ARLBREEEMGERS B S —MNMEIE. FAS #EHA
HWAZ AR LA K Amazon Web Services fRSS @ T iFRS XA HiERMIER, Amazon Web
Services R RA LRSS WBIEES HM Amazon Web Services fRSE B BRRXEFBET R B
Kot , TLKH FAS #FR, EXMERT , BL4AEERITXFIIRENNE, BXKH FAS iF
RIS RBEIFERE , FESRERTRSE,

- RFAG - BFACRRSAREEENKS FITREMZS IR IAM B, 1AM EE R 7 2L
£ IAM eI, BRAMBRESAG. BEXESZER , H5H (IAM AFER) FH6ER[
Amazon Web Services fRFZERXBEH A€,

- REBEXRABE-RFHEXACRE —MEEIINRSHEE, Amazon Web Services FRFIRS AT AR A
RELEITRENAR, RSHEXASEIELEN S Amazon Web Services Ik, H BIFRSFr
B, IAMEEATUEFETREEERSHEXACHIR,
« £ A@Q@ mazon LE{THNARERF EC2 — BALAEA IAM AGEIEE EC2 R4l LETH A H
Amazon CLI 5 Amazon API iR AR FHIGEIER, XHH1E EC2 KBIPE#E AR ZEAER
B, EH EC2 Epl%E Amazon AGEHFEHAHHEMENARFER , £RFEZ0IE /M MEZ:
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PIBVEPIE B X+, RPIRBEXHIEZAE , FAVHE EC2 K6 LEITHEFREBIBMIES. A
XEZER , F2H IAM B EEPHER IAM A8 EE A mazon EC2 K4 EEITHNAEFER
TR

AR ERER

EA LA Amazon BN SR KBS HFEM INZE Amazon B8 ERFKZEH FHTHFRINER, KEILHEH
B— MR Amazon , Y55HREFXEKE , EAENENE, Amazon EZHA ( AF. root A
FRABRE ) REBERMTAXLER, REFHNRAERATERIEL B R, KSHBKREE
JSON X#4#9 Amazon FERFHEF . X JSON KEXHNLEHMNNENESZEER , H5H IAM A
F5rHH JSON FKREHEN o

EIE R W LAEA Amazon JSON REERIEEERNIARMT L, BRRY , WA EMAATL T LATIRK
1THRE , UREMALAFZHTHT,

RABRT , AFPNARRANR, ERTFAPNMERFENTRENKR , IAM EER T 02
IAM KR, EERABETUAEAENMIAM K , BRAIURABE,

IAM ZREEE IRENNR , TXFEFERABI G EZHITRE. fl0 , RIREF—N AW iam: GetRole
BRENKREE, HAIZRIEN AP TN Amazon Web Services Management Console Amazon CLI,
= Amazon AP| SRELA&E S,

ET BRI KRS

ETHOHNRBETMMNESE (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRE
EHAFNASAEMAMES T BLERFRITHLRE, BETHRNTEZETSHNRE , 5K
(AM RF$ER) FMVEAE - EERBE L EE YL IAM IR,

ETHMNRBEAUSH —SHXNAREERIEENRE. NREBEZERARNAR, 4865,
FERBIIMI AR , B LUHEHKMEIRHNSNAF, BHEFNAE Amazon Web Services K
REXRKDIE Amazon REXBNEFRERE., Z7HRNAEEE R ANEBRRR 2 E#HTIER

B2 (IAM AFER) PR ERERKSNERER ZB#H1TEE,

E T HRA K

ETRIFHRE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 MK, EXFETHRNKRBIRS T , REFEER JMERENREHXSE
BROTE X FEEPHMNREENRIR , RKEEESUSE EE T X ZFRHATBEREARETAL
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FHETHIT. BLAEETRENRBEFIEEEH. ZERATUNEEKS, AP, A, REAFR

Amazon Web Services BE%

ETERNEBENTZRSFHWANRER, ZTEEETERNEEFFER IAM AH Amazon £E
REE,

TR 5l 2k (ACLs)

REFIFIR (ACLs) 2HMLERFTEA (KFKA, AFRA® ) BNBRER, ACLs SETHIRM
REERL , RECMFEEA JSON MK,

Amazon S3 1 Amazon VPC # 2 XM RS R~Hl ACLss Amazon WAFE T#MEZEE ACLs , &5
F S fE 2 MRS A EIERE) PR ERES SR (ACL) Bk,

HAth SRR A

Amazon XIFHMAAERNARERE, XERBERBEALIREEE AN RERE G SR THRAR
PR o

« RRLA  NRLAR-IERBE, ATREETHORRBERLN IAM X4& (1AM AFHA
8 ) BFHNRANR, BANKBRENRLR. SEERNREXEET H M RERENRID R
MIR%E, 1 Principal FEEAFRAGHETHRNWRBAZINRLARS, F-—TREPNE
RNELFEZ AT, BRANRLANESEE , BSHIAM BFERPFH 1AM EEARI .

o PRFIEHIKREE (SCPs)- SCPs RIEEHAHALR L (OU) FWEAXFEH JSON KEE Amazon
Organizations, Amazon Organizations & —BA TX &Kl BRI Z Amazon Web Services i
P oI ANEFERNERS. MREBERAALFHMEIEE , WA LUFARS 125K g (SCPs)

M ATFENE KBRS, SCP RHIKAKFPHEME (BIEED Amazon Web Services ik 18
APPSR ) BIFR. B Organization SCPs s fINEZE R , 21 (Amazon Organizations f
FEME) FH RS EHIRE,

- RIRIEHIFKEE (RCPs) — RCPs & JSON KB , BuLERERIEBK - P RFENHRATANR ,
MEATBEFHMBEREN T NERN IAM KB, RCP RREIKAKFPERENNE , NS
B (2EEH ) WERNPE Amazon Web Services I FIRAF |, TIeXE SR ERE TENEALR,
A% Organizations ¥ Z{S 8 RCPs , 2% Amazon Web Services fR% ZXFH %K RCPs |, i&
Z % {Amazon Organizations FAF$E/) IR RZEFIFEE (RCPs).

« RERE  SERBRIEUEEAXNNAGTERESAF RIS 2ENMEN S BRSNS R K.
ZROFENNRRAFIACHET HONRBNSERBIRE, NREALUREETHRER
B, E—UURBHPHNENELFEEAN. BXEZER , B5H IAM AP ERMPHSERE,
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session

Amazon Virtual Private Cloud Amazon PrivateLink
N Sk FH
E - E ¥l

S MNRBEMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSR SRR
{7 Amazon ERE AWER , HSH IAM AFEEHHRBITEEE,

n4al Amazon PrivateLink 5 1AM it & &

EEH IAM BIEi5 | R 2 8 Amazon PrivateLink , &5 7 B WL IAM Zhag el A Amazon
PrivateLinko,

IAM 4$4iE Amazon PrivateLink X
EF 5 BH R =
E T RIRA R =
RERE =
REEHR =
KRR (BETHRS ) =
ACLs )
ABAC ( BRI ) =
EARR =
REAE B
RSHEXAE B

E4HETHAZE IAM ThEEM 8 A 5 X Amazon PrivateLink F1E #2 Amazon Web Services IR% Ih
ge  BFSE IAM APERTMNE IAM B4 F H#Amazon BRS.

HET 548 5%E B Amazon PrivateLink
YRETEOHERE : 2
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ETHONRBETMMNESM (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRK
ZHAFANASAEMAMES T BLERFNITHLERE, BETHRNTUERETSHNRE , F5H
(AM BFiEE) FEATT EEARRE L BE X IAM &R,

B IAM ET S HKRE | S USE R TFRELARENTRUR R IFRELEREENZHE. &
TEEETEONRBHEEETE , BN CERTEMMNAFHAE®, ET7HAE JSON K E
RWFrETE , F5H (AM BAFER) S8 JAM JSON KB TE5 A,

HT 558K RH Amazon PrivateLink

EEFE Amazon PrivateLink EF B AWK RG] , HSR, ET 5 HHEBE RS Amazon

PrivateLink

AEETF R IRHBIER Amazon PrivateLink
TREETHRENERE : 2

ETFTRERREEZMMNE SRR JSON KRB, ETARNEBN ROTE IAM BEEEEBM
Amazon S3 FEBEREE.,. EXRHETRENREBNESY , RFEERATUFEAECIIREFXNSGE
BRATER, NTFEEPHMMERBO TR , REEIEEEHEAI AN Z R RIRITHBLEREUREFA
KHETIT, EXNEETRENEBPEETR, ZERATUSEK,. AF. A€, KREAFRR
Amazon Web Services Bk,

EEABK/FHE , BULUEENKFREMKS P IAM ZEEENETRRNREFHESH, §
BkFEEFNEETARNRERARBIEERRIEN —¥ME, YERANERLEFFREMVER
Amazon Web Services i , TJEIkF HH IAM BEREXARERASE (AFRAR ) BFHE
FBRONR. 1B NETERNRBHMEEELURE TR, B2, MRETRRNRERRE—
KPR EARFIHRNRE , IFEEHANETSHNER, BXEZELE , B2H (AM AFE
) B IAM BV ESIK P SR IG R

Amazon PrivateLink JREXEF—HETERNRE , LT SR, maRrE o $ HLEL Amazon
FARALUERRRHRREERS. BRXEZEELR | H5H the section called “Is R K #E”,

BB E 1Tz Amazon PrivateLink
YRERBRE: B

B R W LAEA Amazon JSON REERIEEERNIGRMT L. BRRY , WA EMAATLN A TIRR
1TRE |, UREMALAFHATHIT,
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JSON REEH Action TEMRTA TERKPAVFTIEL B RINRE. RBREEREEXEKRN
Amazon API R B, B—LEHISMER | PIINRBIE AP RERNRNIR B1E, B8 —LRESE
EHERBPRITSMRE, XEMINRER NI AXRE,

ERBEPIEREURFRITRERIZENNR,
ec2 tn B ZEE HAVIRIE

B E .32 £ Amazon PrivateLink 21 Z# EC2 APl 8 — 25, XL FERIBIEFEAIec2BE, AXES
EB , i85 Amazon EC2 API ZZ& Ry Amazon PrivateLink ##4E,

vpce A ZE B PR 1E

Amazon PrivateLink &2 #{XAl1lowMultiRegionPRIXPRAVIRIE, LLRREIRIEFARIvpceKo
Y BUR R R Amazon PrivateLink

XERBER : 2

EE A LA Amazon JSON KEESRIEEEBRIGRIMT L, BRI , BANEMRT LN L RIRR
TI8E | UREAARBETHIT,

Resource JSON KB TEZREEQMHENAREN —IPHZ IR, BIHXHEBE Resource H
NotResource T#E., EANREXE , HFEHHE Amazon BEEF (ARN ) EARR. N TFXEFHE
BREE (MABRRENR ) BIRE |, BT LURITILRE,

XN T AXEFRRRNROERE (W HERE ) | EEAEEN () ENEANATHERR.

"Resource'": "*"

B 55 B 51422 4A Amazon PrivateLink
YEEETRSHORBKER 2

IR A LAER Amazon JSON SKEERIEEWARBRMT L, HFRY , BN EETN AR IFER
1THRE | UREFLAFHTNIT.

f£ Condition Jt¥& ( = Condition 3t ) # , TS EBAERMNEH. Condition TEETE
N, BUGIERERAZRGZER (i, FFHNT ) BEHRER , UERBPHNREEERPHE
HMTE,

ETT Y -
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
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MREE—MEAPEESZ D Condition THE , HEE Condition TEFEESNME , N
Amazon fE 2% AND ZHEIHEEA]. MRENENFKHREESME , MEHZBOREER
Amazon 1P %M, ERTEATRRR 28I LHUH BB RIS

EEESRMGR | Bt ER E'T.Lﬁxio flm |, REEFER IAM AP ERiE IAM APR , 88
HEFFHRRREONE, EXEZEL , H5H (IAM AFEE) K IAM FrETE : 7 E$H$T\_Lo

Amazon XELRFUHZHRNBETRSHZMEZH, EEFFE Amazon £REFHE |, ESH IAM
APERETRAmazon £ BE& 4G LE TR,

AT & 484 EF Amazon PrivateLink :

* ec2:VpceMultiRegion

* ec2:VpceServiceName

* ec2:VpceServiceOwner

* ec2:VpceServicePrivateDnsName
e ec2:VpceServiceRegion

* ec2:VpceSupportedRegion

BEXEZEER |, 5 Amazon BIFEH248 EC2,

ACLs in Amazon PrivateLink

X¥ ACLs : &

REFIFIR (ACLs) BHPLEREA (KFKA, ARRA. ) BNBRER. ACLs SETHIRM
REERM , RECAIAEA JSON R,

ABAC with Amazon PrivateLink

X5 ABAC ( REEHHIIRE ) : B

ETEMMIFRES (ABAC ) 2—FIRAGKR  ZKXBETEMRENNR. £+ Amazon , XL
BHEEMARE, Ea i@ IAM EE ( ARSAE ) MiFZ Amazon BRI NFE, FRiSEAEMNEIR
2 ABAC WE—%, REIRIT ABAC FHE , LITE AR S M2 17 8] 89 7 RAR S I A fo 1P 18
&,

ABAC EREBKWIAEFIEERR , HERBERTSEIUNITR T R HEF B,
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EETHREEE N , BEEFE A aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZUYRBERBHNZHTEZPFREFEEER,

WRENBREN TEMBERREBIFMAX=1FMER , IX T RS  ZEAR. NREMRSN
X T RARREZFRAEX=IFM4E , WiZENHD

BXx ABAC WEZEER , EZH (IAM AFERE) RHEA ABAC RIVENINRE, EEFIRE ABAC
SBROHE , BSHR <<|A|v| AFiEE) PHEAETEM I RIREREES ( ABAC) .

FF I BHIEF 5 Amazon PrivateLink
I et AR

YR A I B IE B B AT , L Amazon Web Services IR FE/EMA. BEXFEZER , SIFHL
Amazon Web Services RS EA T IRATIES |, HSHE IAM AFEREFA A Amazon Web Services RS
SEAMBEERANER.

MREGERBRAFPBNEBZANEMSEEEF , I Amazon Web Services Management Console £
AR RIEAIESH, Hla , HE&E Amazon FHLQ BN E QB (SSO) &M |, ZEES 838l

BinrtiEf, SEUAFRSHEREFE , ARVMRACRKH , X <BHRIRNEIL, BXURAES
NWEZEE , H26 (IAM AFERE) FHMAFTHRE IAM A (2HE).

O] LAE Amazon CLI 5 Amazon API FE 12 IGRHER, AFE , BALAERXEIRHEP#* 1T
B Amazon, Amazon BWEHARERKIGHHES K MAREAKBPIHAZH. EXEZELE , BS5HE
IAM 8y I B 22430,

1Y B8 AR 55 == A BR Amazon PrivateLink

XBRRIGFARE (FAS) -

LIRER IAM AP RABEDHITIREN Amazon , BEANEREA, EAEERSH , £8ES
BAT—MRYE , ARUBREERMRSFE S —NMEIE. FAS £RABAZEEANRBRIK Amazon
Web Services RS B FiFRS X HiERMER. Amazon Web Services RS REHRZBIEEES
H A Amazon Web Services RS RBERRE T B TRIERE , FS&H FAS R, EXHER
T, BXHEFRTXRIRENNIE. BXAKH FAS BRINWREEFE , BSRERXTRSE,

B BRE A Amazon PrivateLink
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BSAGRHA-MBSIEE. RRENTEREN IAM £, IAM EE R ATUE IAM F 42, S m
RIS AR, BXEZELR , H5H (IAM BF#EE) 1812 [ Amazon Web Services RS Z R
BRIV A,

H BRSS#H < & & Amazon PrivateLink

XBRSHAXAE &

REHEXABR —MEEEINRSZAE. Amazon Web Services fRS RS AT AKX AR KREMITREN
A, RESHEXASHINELND Amazon Web Services Ik, FEIRRFAE. IAM EERZITUE
EETREBRSHXA BN,

HT 591K RH| Amazon PrivateLink

RINERT , AR ANARZESIESIEH Amazon PrivateLink BIRHVPR, fbi1tbTEEA Amazon
Web Services Management Console, Amazon Command Line Interface (Amazon CLI) 2 Amazon
APl 1 1THESS . ERTRAPNAERFEHITRENNER , IAM EE R TSI IAM Kig, EERAMEE
AL EA BN IAM K, BFARKASE,

BT RNAERIXL RG] JSON REXHEGIEET IAM HHNEE |, 56 (IAM AFiERE) $iel
2 IAM KB (258 ) .

BxH Amazon PrivateLink E X VIREFM R RRE ( S R/BHHAREXENEN ) WFEAEE , FSH
(REERSE) EC2HH Amazon B1E. BRIRMEZHZE4H. ARNs

il

5% VPC m S B

- ETRFSIHEEERS VPC xS 02

» 2HAHN VPC I RRSEENFLE DNS B
« EFFHN VPC i LIRSS HEE YIRS B

¥ VPC i S HY 6

BRABRT , AFERERALENT R, SUNBR- M METHORRE  QRAFRTRE, Bd, #
ARA BRim REV AR, RAIANT

{
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"

}

BXBEA VPC s R B FIX RS IF R BEE |, 1S the section called “Uf S ZEBE”,

HETFRESHEEES VPC iR tliE

B LAEA ec2:VpceServiceOwner {4 BBIERSHEE (amazon, aws-marketplace K
FID) REZEFIALAGIERN VPC IR, AT RARFEAEENRSFHEEVNE VPC mIWNR, E
FEALTRA , EERXE., K/ ID MRSEEE.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [

"arn:aws:ec2:region:account-id:vpc-endpoint/*"
1,
"Condition": {

"StringEquals": {

"ec2:VpceServiceOwner": [
"amazon"

ETRSMEEES VPC i elE 145
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}

ZHIFA VPC iw RBRSEERFLE DNS B 15

WO LAMEA ec2:VpceServicePrivateDnsName &#H@REH TRIES VPC mR RS XEKNWFAE
DNS B ¥MENH LI EWLE VPC in RRSF. AT ROITRFEAEENFLAE DNS BFIE VPC in K iR
SHNR, EEALTRE , EERXE. K/~ ID f1%%HE DNS &#.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointServiceConfiguration"

1,

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint-service/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName": [

"example.com"

]

}

}
}
]
}

HI AR VPC im [UBRSS T ERY ARSS B R

BRI LA ec2:VpceServiceName &4 EIRHIE VPC i SRS B #Rok 12 &I 7T LARI M VPC i =
DT TRAIRFEAEENRSEMEIE VPC ISR, EFANTA , BEKRXE. K/ ID #MAR
F Ao

BH TR VPC i R RFIEENFAE DNS B 146
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"Version": "2012-10-1
"Statement": [

{
"Effect": "Al

7Il’

low",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:
"arn:aws:
"arn:aws:
"arn:aws:

"Effect": "Al

ec2:region:
ec2:region:
ec2:region:
ec2:region:

low",

account-id:
account-id:
account-id:
account-id:

"Action": "ec2:CreateVpcEndpoint",

"Resource": [

"arn:aws:ec2:region:account-id:

15
"Condition":
"StringEq

{

uals": {

"ec2:VpceServiceName": [
""com.amazonaws.region.s3"

vpc/*",
security-group/*",
subnet/*",
route-table/*"

vpc-endpoint/*"

55 PR ik AR BRI VPC 3 R 9T )

KimT AR EEHMNE VPC KigT SMETRENREE | A TEGIBLE Amazon 3 A A LU H %
KiEd S5, Amazon Web Services RS

MRARKBASBZIINRET HONRERET HRVKRE, Flm, R

Amazon S3 , &AL E A Amazon S3 FE BRSNS ELXRET S

T,

ok
. EEEW

N

R

R4\

EAEE O LR REED
HAFE VPCsL w17 /LG H]

Uiy R SR G
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« BEOWmSEKK

« WX S ESE

- E#f VPC i 2R BE

p=5_R=-BU1

- WREKEEFER IAM policy IESH JSON KBS, HAPXAMEE— Principal THR, WHRKEN
KPNTREBEE 20480 NEFF (BEZEHE ) -

. EROIEEORMNxL T ST Amazon Web Services BRSS , LU BN KR S FKBRMINEZ 4L
W R. BRI LARER s AR, WMRETH MG SR | BRAVFMINERIA IR 2 R B,

« H3EFTE#H Amazon Web Services IR w2 KB, R Amazon Web Services IR T
KR RREE , WERMNATNZBRSHEMLET RETELHRNR, BXESELR , HS5M the
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