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¥ EEMZ RS Amazon,
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M—AMHXHER. HTFRMNERTERMNX , AEBESERKBAE FRNRENEHIERN ,
EAHENNEERSEREREZFERMAMNX,

VPC  Hide details Subnets (4) Route tables (3) Network connections (2)

Your AWS virtual network Subnets within this VPC Route network traffic to resources Connections to other networks

example-vpc |—\ us-gast-2a /—| example-rtb-public e

10.0.0.0/16 0.0.0.0/0 routes to example-igw Internet routes to 2 public subnets
Amazon-provided IPvE \'—| example-subnet-public1-us-east-2a |—/ ::/0 routes to example-igw 0 private subnets route to the Internet
10.0.0.0/20
Amazon-provided IPvE example-rtb-private1-us-east-2a example-vpce-s3
Prefix list through example-vpce-s3 Gateway endpoint to 53
example-subnet-private1-us-east-2a
10.0.128.0/20
Amazon-provided IPvE example-rtb-private2-us-east-2b
Prefix list through example-vpce-s3
us-east-2b
\—| example-subnet-public2-us-east-2b |—/
10.0.16.0/20

Amazon-provided IPv6

example-subnet-private2-us-east-2b

10.0.144.0/20
Amazon-provided IPv6

B

« VPC fF¥H

« BRIAFMERRIA VPC

- HER

* 15 Internet

o HRIBA S REMSE
o EE VPC IR &

« Amazon FAE £ KM E
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. |IP Fit
* Virtual Private Cloud
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« the section called “ER1A VPC”
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BFE IR

BMRGE—AHNBEHAN , SNATREINERENEN VPC XL, ETUGTR
SHERRRENXEK. BN, FRRSERMRBRXK,

VPC M+ 6



Amazon Virtual Private Cloud AriEE

BRARTHESNMNEAREE T EFEHRECMIN IP tibEE ( MM ) AR AIEREFFET M
x. MBEOFEE (BHR) .

THEZER
- RERHK

1518 Internet
ETBRHITE VPC 2 M VPC A B B E I 5 =,

RERE VPC BE—MEBAMX , MASIMNREREFREIAETN. LERAFREEINE
ANEBIERE — N FAE IPv4 it I — AN ANE IPv4 sk, XEESEHIRTLAEE Internet W% 5 Internet &
F, BYEBRMMx , ERYSEHI @S Amazon EC2 M & RiE#EZR Internet,

RINBRT , BEDBIFERIANFRANENEFEE —NLE IPv4 it | BRELE IPv4 tbit | BR
FEEBHREERE—N , REBRFFOLE IP it EtE, XLEXFALEERE , BLEHR

Internet,

ERLVER AT AR NEIRRIAF A EFIRISEBIE A Internet 1517 R — AN BB R 5% B 40 2% 3K 451
By VPC ( 21RE VPC R2EIA VPC) |, REF— 5t IP #hut 52K IR ER.

®E , BET AR ML R (NAT) 8% , AAG VPC FRSESIZEEI BB WA L ihiEsR |, B/
IERBEBRMBARZEROALERE, NAT S NAE IPv4 HItRSTE| —NAF IPv4 tbiik, BATBL
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59 IP bt EIE RIS
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TFR—NNF 13 128 98 =, 80 : 2001:db8:1234:1a00::/56,

BEXEZEER  BSHEMTALRE CIDR?

AES

« LR IPv4 5 IPv6

o FAF IPv4 dk
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CIDRREE,

- MR VPC XEEZN pending-acceptance , MiEXRA VPC BB ETEER VPC iR MEM
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&I LUEUH IPv6 CIDR 35 VPC K< Bk, #£HUH IPv6 CIDR $3R5 VPC BIREXFEEFH KRB EAIR , T
—E2KREHER CIDR R,

IPv6 VPC CIDR #t 22



http://www.faqs.org/rfcs/rfc1918.html

Amazon Virtual Private Cloud AriEE

™ CIDR 3t
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IPv6 B9 F W & &Y

WMREE M@ VPC XBx IPv6 CIDR #R |, NI A LR IPv6e CIDR 35 VPC FHIIE FM<Bk |, SRIEBIEHT
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"ec2:GetManagedPrefixListEntries",
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{5 FA 22 %l & 31 [R5 4R 51 2R A9 LA BT MR A

1. BELLT®utiTH Amazon VPC ##l& : https://console.aws.amazon.com/vpc/e
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ERAXZERRYI=

e
Hin

25

25

10

10

f&Bh Amazon Resource Access Manager (Amazon RAM) , BIRFIRMNMEZETUEU TN REZH

Rk -

« Amazon HHE F 1l A EBHR I ZEY 45 E Amazon Organizations ik =

HEFRIIR
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https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/dns-failover-router-firewall-rules.html
https://docs.amazonaws.cn/vpc-lattice/latest/ug/security-groups.html#managed-prefix-list
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-managed-prefix-lists.html
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- FEFTE &L RERAY 4 8 47 Amazon Organizations
« Amazon Organizations Y B FTLE

ESZHENRIIRNERETUERNRIIRRERKE |, A BHEHAmazon &R+ 5| ARTR IR,

A% Amazon RAM WEZE LR |, 21 (Amazon RAM FAF#88) . hitps://docs.amazonaws.cn/
ram/latest/userguide/

[ ]
’ R il
SO
oo

psi ~Nu+ ‘|¢

[ ]
:l|_/
SH
o |
=
o

« Amazon RAM RV BR#A

HERRFIRN LREZH

- EHTHIRY|K , BXRREE, BLERHZEELHAZTNINRIIR. BFEHLXZAmazonEERFI
&5k,

- EEEH4IE Amazon Organlzatlons NI TRZRRIIEK , BLBAATFS Amazon
Organizations #%, BXEZEEL , §2H (Amazon RAM AFER) q:'ﬂ’\JJultF'—-_} Amazon

Organizations £ %,

HERRIIE
g \gjfﬁﬂﬁ y jgi ‘{ﬁ bf/ﬁﬂﬂ Uﬁlﬁxx?-o pu%jﬁlﬁﬁﬁlﬁ?\/\?- )n\lji%?ﬁﬁ%ﬁﬁﬁ Amazon RAM
EH & a1

MR &R Amazon Organizations FE LN —HoHBEEENEULPERARE , DUHNFERAES
BaiREXN L ZARIKNBENR, EN , FAEFWIMARRLAZNERE  AEESBEEER
1‘33?/\;%2;&5”%%15“:{'*25&0

A LAfE A Amazon RAM # 4] A 3K Amazon CLI fl B2 B R ZE AL ZLRBENRRYIR.
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https://docs.amazonaws.cn/ram/latest/userguide/
https://docs.amazonaws.cn/ram/latest/userguide/
https://docs.amazonaws.cn/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.amazonaws.cn/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://console.amazonaws.cn/ram
https://console.amazonaws.cn/ram
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£/ Amazon RAM 2| & 0|2 B IRHA EH HZ/RIIXK

5 Amazon RAM AP iEEH I 2 RFEHENSRIFE. X TRBHRRE | BEWRIIR , ARG
PR B RS RN ERAE,

£ Amazon RAM & &R R I KRAMBMERREHRE

EREGHRENREENZANIAFRRAE , HRR Amazon RAM AIFEEHREFN R EHLEN SR
fBo WTIRBHFRE | ZRERRIIK  RBEDENIRSIRNERE,

S

£/ Amazon CLI HEZEFEW IR YR

» create-resource-share

e associate-resource-share

» update-resource-share

HAHZEGFRYIER
WEEMEAETLAER Amazon VPC # 5| & F1 Amazon CLI RBI R ZFIRFI&K,
£ Amazon VPC &I 5R B R E /& 5k

1. BELT®utiTH Amazon VPC ###1& : hitps://console.aws.amazon.com/vpc/e
2. ESMBERDP , EREEIRIIK.

3. WNMHEIRERENIRIIRUAREZRENIRIIKR. HEE DI RARYIRBEEN
Amazon K ID,

4. EEFURIRNABFTHEZEE  BERZNRIIR  RARERETHERTHNLE,

£/ Amazon CLI iRBI X ZEHHIR IR

£ A describe-managed-prefix-lists . M FREESHBENIRIRAREELZNTRT
Fo OwnerId & REIZRSIFKMEER Amazon IKF ID,

RBIN H =/ R 5| RV 5 A

FIBET LRI EREREN S AR EZFRIIKRH TR
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https://docs.amazonaws.cn/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-create
https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
https://docs.amazonaws.cn/cli/latest/reference/ram/create-resource-share.html
https://docs.amazonaws.cn/cli/latest/reference/ram/associate-resource-share.html
https://docs.amazonaws.cn/cli/latest/reference/ram/update-resource-share.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-managed-prefix-lists.html
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£ Amazon VPC 2 H| & 1R 3 £ = /IR IR 5| A

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
2. ESMERF  EREENRIIXK.

3. EEBIRIIK , ARERTHERFHIREK,

4. BIABIRIIRMEREN ID FIERRID 3R, BENAEEINERRBEETEH,

£/ Amazon CLI iR5BIX £ =5 &5IRA 5| B

& get-managed-prefix-list-associations &%

Jﬁ/\;ﬁﬁfﬁﬂi’%ﬂﬂﬁ /\?-

BUHHERRIRE  ERAEFTBTUAEREKFAHEENRIIRIFKE , WX EEHFRT 5| ARIRS
®, MREECRAENTRFSIANRIR , WXL AFEZEEZET , H AL USAEEET X LS|
Ao WMRFRIRIIREM AR , W 5| FRE R &I RA

ERUEHELAEN S HEZNRSIK , XFEA Amazon RAM MR Z A B MR,
£/ Amazon RAM ##| A BUE R Z BB HZRRSIR

2% Amazon RAM AP RN EFN FRL =,

£/ Amazon CLI BUHA Z BN HERRIIER

EFH disassociate-resource-share an “Iéfo

HEFRFIRNIR
REENNR

REENREBHAEZNRIIRKEERKE, HEETUEFRSI ARSI RNAMmazonR IR ID, BRE , f
TR EEEE A E B AmazonF IR A NI BRX BT R 51 R 5 A,

MRECEAERANEFESRSIATHRIIER , WAEETEMBRZITRYIXR,
152 F & AR

ERETUEEHAZIRIIRPHFE , BT EHAmazonRF I AR ZRRIIR. BR , EAE
TEBH, ERERSMBREZRIRSIR
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/get-managed-prefix-list-associations.html
https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
https://docs.amazonaws.cn/cli/latest/reference/ram/disassociate-resource-share.html
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AR

HERBRI R XF-ETANTA,
Amazon RAM K9 PR &R

BXESEL  FERBSES.
EAmazon®iRH 5| BRI &5k

A LAE L R Amazon R A 5| A B & 5K
BB

« VPC &4

« TRWEHEE

o RERXKERK

« Amazon Network Firewall #1048

« Amazon Managed Grafana M £& i/ 5] $2 &l

VPC &£ 4
BB RFIREEN ABANBRKEEANN BB, BXESZER , BERHLE4A,
ERAEFEEZT2AAN B ARRSIR

1. B AT MuLiTFF Amazon VPC ##& : https://console.aws.amazon.com/vpc/e
2. ESMBERP , %&#F Security Groups,

3. ERFEEFNLZE4A,
4

fiRIE$F Actions (#4E). Editinbound rules (4B AMEMN) , =% Actions (#4E). Edit outbound
rules (4m%E HIEM M),

5. J&#¥ Addrule, WTRE  EEREBERE, YTR (AWM ) HEMM ( HEAN ) |, SRR
HIERAY 1D,

6. i%4% Save rules (REMM),

£/ Amazon CLI EZ £ AHMN A 5| A EI&5IR

TEAmazon iR+ 5| AR & 5I& 37


https://docs.amazonaws.cn/general/latest/gr/ram.html#limits_ram
https://console.amazonaws.cn/vpc/
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{8 A authorize-security-group-ingress # authorize-security-group-egress 8. X F --ip-
permissions 2% , &M PrefixListIds EEBIRIIKM ID,

TR BEE

BHLCREI RS RIEENBHRFENEN, TREMNXEARTSIANRIIR. ARBEARNES
E5 , BZREERHK,

£ AEF A ERBART 5| ARRSIR

1. BT MuLITHF Amazon VPC #%I& : https://console.aws.amazon.com/vpc/o
ESMERP , EEBRAR , ATERKRBERXK.

X% Actions (BR4E). Edit routes (4B H).

ERMEEH , HEERMEH,

NTF B, MATRSIRN D,

NF B, BEFE-NER.

ERREFER.

N o g M b

£ Amazon CLI £ HER 5| AFI%RYI&

£ create-route (Amazon CLI) @8 %, #/ --destination-prefix-list-id S¥HEETRIIEK
# 1D,

R X 5<% B R

A SRR RIS RN B B Wk, BXESEL | H25H Amazon VPC BEER% R EIASIES
#,

Amazon Network Firewall #1040

Amazon Network Firewall NI 2R BNV ENEREN — A EEFRANFE, MREE Amazon

Network Firewall R 812 5 Suricata RBENBRSHMNE | MATLASI ML FRPEIRIITK, BREZ
£E , i85 % Amazon Network Firewall F & A B IEFEHEI S| Amazon VPC BIZ5I &R MBI ZFIRS

A,

TEAmazon iR+ 5| AR & 5I& 38


https://docs.amazonaws.cn/cli/latest/reference/ec2/authorize-security-group-ingress.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/authorize-security-group-egress.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-route.html
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-prefix-lists.html
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-prefix-lists.html
https://docs.amazonaws.cn/network-firewall/latest/developerguide/rule-groups-ip-set-references.html#rule-groups-referencing-prefix-lists
https://docs.amazonaws.cn/network-firewall/latest/developerguide/rule-group-stateful-creating.html
https://docs.amazonaws.cn/network-firewall/latest/developerguide/rule-group-stateful-creating.html
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Amazon Managed Grafana M £&1j; [A] 2 i

34 F @ Amazon Managed Grafana TEX & HEER , BAILUEE — MRS N A RFIRER AN
M|, A% Grafana TEXMEFRIZFINESES ( SENASIARIRIIER ) , HSH (Amazon
Managed Grafana AP {E§m) FHEEM KL,

Amazon IP #ht3E E

Amazon L JSON XA HHIRIH IP iSEE. FAXLEREER , BAILHRZIRE Amazon K&,
W& AT AE A S B R VSR L R SR B FE L Amazon IREFHIRE,

® Note

« A9 Amazon RE IP #itSEEIE ip-ranges.json k% ; Bk B BERZEX
HPTH ORI RS HY IP thakSEE .

- RS AR IP huSEE SHMWARSIEE ( #120 , Route 53 EITRRKREARESEA EC2 IP
it SEE R E Web BRFBJ|RFINZEITIRRN ) , AERFSIEAXL IP BESEFNEE

1§ o

EEFLEEE , BTH . json X, BEPALIER , HRELREN . json XMHERFERS
Lo EWER LRAREXAURREREENR , FREYDXMHFHRBEE , FFEE LRREFXXMH
Y & A B R E AT LR

BB IP it (BYOIP ) 5| A%l Amazon #9 IP #itSEE A EETE . json XHR,

HE , RERSFEHA Amazon RERNAIRI KA M EHBUTBE, EXEZEE |, 5 #the section
called “AT FAH9 Amazon FEE IR FIR",

B

- T

+ B2

- BEESR

« Ui JSON X #
+ SEHEH O
- RIS
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https://docs.amazonaws.cn/grafana/latest/userguide/AMG-configure-nac.html
https://en.wikipedia.org/wiki/Egress_filtering
https://en.wikipedia.org/wiki/Egress_filtering

Amazon Virtual Private Cloud

RAriEmE

- THREZER

T E

T £k ip-ranges.json.

MBRIELRRE RBE R | 1

AN

BT8R
P72

ip-ranges.json BiBEWT,

"syncToken": "0123456789",

"createDate": "yyyy-mm-dd-hh-mm-ss",

"prefixes": [

{
"ip_prefix": "cidr",
"region": "region",
"network_border_group":
"service": "subset"
}
1,
"ipv6_prefixes": [
{
"ipv6_prefix": "cidr",
"region": "region",
"network_border_group":
"service": "subset"
}
]
}
syncToken

"network_border_group",

"network_border_group",

XA Unix 2 7oht B #& X8 & A At E o

o

. FRFER

il : "syncToken": "1416435608"

AERABRRRERDRIERSR[EHRN TLSIER2E , RABRFS

T8
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https://ip-ranges.amazonaws.com/ip-ranges.json
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createDate
A BEARETE |, A UTC YY-MM-DD-hh-mm-ss &=
KR PR

Rl : "createDate": "2014-11-19-23-29-02"

prefixes
IPv4 th it SEEIRY IP B4R
KA A
ipv6_prefixes
IPv6 ith it SEEIRY IP B4R
RE A
ip_prefix

i CIDR RREREMAE IPv4 #3tSEE ., EEE , Amazon AJEE EARISEE N2/ BT &
Flan | SRR BTER 96.127.0.0/17 AT 2% R 96.127.0.0/21, 96.127.8.0/21. 96.127.32.0/19
96.127.64.0/18,

KE : FREH

A~ mip_prefix": "198.51.100.2/24"
ipv6_prefix

A CIDR RNEEEMNLE IPv6 #itSEE. EEE , Amazon AJEEEAKSEE R LRI,
KRB FHH

Bl "ipve_prefix": "2001:db8:1234::/64"

network_border_group

M Ein RANEZF , X2 Amazon B4 IP #hit s GLOBAL BY A A X sk A i (X im 9 I — &
4o GLOBAL REFRE MBI S| BIHFKE Amazon NFESE IP it ZN ( HFZ£E ) TAK
A b X 35

KR ZHH

R~ : "network_border_group": "us-west-2-lax-1"
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X1

Amazon Xi# = GLOBAL, GLOBAL RFZRET KK S| EIHK B ZAN (HZ L3P ) Amazon X
o

KE . FREH

BME : af-south-1|ap-east-1]|ap-northeast-1|ap-northeast-2|ap-
northeast-3|ap-south-1|ap-south-2|ap-southeast-1|ap-southeast-2|ap-
southeast-3| ap-southeast-4|ca-central-1|cn-north-1|cn-northwest-1|eu-
central-1|eu-central-2|eu-north-1|eu-south-1|eu-south-2|eu-west-1|eu-
west-2 | eu-west-3 | me-central-1|me-south-1|sa-east-1|us-east-1|us-east-2
| us-gov-east-1|us-gov-west-1|us-west-1|us-west-2|GLOBAL

-l : "region": "us-east-1"

service

IP #uSEEFE, 7 API_GATEWAY ZIHM bt A H O IP #bit, 3EE AMAZON AIZRBATE IP
e ( XERES N FEMLE AMAZON FEH ) . B2 , BL IP #uSEEXTE AMAZON F5
B (( XERBENToBEsEEMTESF ),

KE . FREH

B3%{E : AMAZON | AMAZON_APPFLOW | AMAZON_CONNECT | API_GATEWAY | CHIME_MEETINGS

| CHIME_VOICECONNECTOR | CLOUDS | CLOUDFRONT | CLOUDFRONT_ORIGIN_FACING |
CODEBUILD | DYNAMODB | EBS | EC2 | EC2_INSTANCE_CONNECT | GLOBALACCELERATOR |
KINESIS_VIDEO_STREAMS | MEDIA_PACKAGE_V2 | ROUTE53 | ROUTE53_HEALTHCHECKS |
ROUTE53_HEALTHCHECKS_PUBLISHING | ROUTE53_RESOLVER | S3 | WORKSPACES_GATEWAYS

R~ : "service": "AMAZON"

SERESE

RS ABEERER IP i SoE B H AMAZON IRSFRBBIRE, Fif0 , B S3 RERBRENETE IP i
ST E B AMAZON BRE AR BBIR[E,

LRSS A FRAKBERS B WEERN , ZEHRAERS A #ES B WRSABIREM IP #hitSEE. A,
XL P e ENHRS A A, MAREHRS B #H. {’JJZZD AmazonS3 X B AmazonEC2
HRER  FEER S3 M EC2 RERBREMN IP ETSE., H2 , XL P thiutsaE{X B Amazon

BEESE 42
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S3EA. it , S3 BRERBALIRE Amazon S3 EIMEAWNAE IP #hiutEE . Ei2%) Amazon EC2
LIERN IP i oE |, HER EC2 RESKRE (MAR S3 REARB ) REH IP #iutSBHE,

ik JSON X

FBANTH ST IEUSYERELHBCMEERNER.

Windows

Amazon Tools for Windows PowerShell @& cmdlet Get-AWSPublicIpAddressRange SAMEZ#Tikt
JSON X, UTRBIRTRTHAZE, BXEZER , BSHEH Amazon B/AH IP B E M Get-
AWSPubliclpAddressRange,

Example 1. ZREX 6122 A H#A

PS C:\> Get-AWSPublicIpAddressRange -OutputPublicationDate

Wednesday, August 22, 2018 9:22:35 PM

Example 2. SREUF EXIHRIE B

PS C:\> Get-AWSPublicIpAddressRange -Region us-east-1

IpPrefix Region NetworkBorderGroup Service
23.20.0.0/14 us-east-1 us-east-1 AMAZON
50.16.0.0/15 us-east-1 us-east-1 AMAZON
50.19.0.0/16 us-east-1 us-east-1 AMAZON

Example 3. 3SREXFRE IP tbik

PS C:\> (Get-AWSPublicIpAddressRange).IpPrefix
23.20.0.0/14

27.0.0.0/22

43.250.192.0/24

2406:da00:ff00: : /64
2600:1fff:6000::/40
2a01:578:3::/64
2600:9000: :/28

5%k JSON 324 43


https://docs.amazonaws.cn/powershell/latest/userguide/
https://www.amazonaws.cn/blogs/developer/querying-the-public-ip-address-ranges-for-aws/
https://docs.amazonaws.cn/powershell/latest/reference/items/Get-AWSPublicIpAddressRange.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Get-AWSPublicIpAddressRange.html
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Example 4. 3RERFFE IPv4 Hhit

PS C:\> Get-AWSPublicIpAddressRange | where {$_.IpAddressFormat -eq "Ipv4"} | select
IpPrefix

IpPrefix

23.20.0.0/14
27.0.0.0/22
43.250.192.0/24

Example 5. 3REXFFE IPv6 ik

PS C:\> Get-AWSPublicIpAddressRange | where {$_.IpAddressFormat -eq "Ipv6"} | select
IpPrefix

IpPrefix

2a05:d07c:2000: :/40
2a05:d000:8000: : /40
2406:dafe:2000: :/40

Example 6. SREUSERFKIFTE IP it
PS C:\> Get-AWSPublicIpAddressRange -SexviceKey CODEBUILD | select IpPrefix

IpPrefix

52.47.73.72/29
13.55.255.216/29
52.15.247.208/29

Linux
TRl SER jg TEDH JSON XXHH At El4,

Example 1. ZREX 812 B &

$ jq .createDate < ip-ranges.json

5%k JSON 324 44


https://stedolan.github.io/jq/
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"2016-02-18-17-22-15"

Example 2. SREVFE X B E LS

$ jq '.prefixes[] | select(.region=="us-east-1")' < ip-ranges.json

{
"ip_prefix": "23.20.0.0/14",
"region": "us-east-1",
"network_border_group": "us-east-1",
"service": "AMAZON"

3,

{
"ip_prefix": "50.16.0.0/15",
"region": "us-east-1",
"network_border_group": "us-east-1",
"service": "AMAZON"

3,

{
"ip_prefix": "50.19.0.0/16",
"region": "us-east-1",
"network_border_group": "us-east-1",
"service": "AMAZON"

3,

Example 3. 3REXFRE IPv4 itk

$ jq -r '.prefixes | .[].ip_prefix' < ip-ranges.json

23.20.0.0/14
27.0.0.0/22
43.250.192.0/24

Example 4. 3RERFFE IPv6 Hhit

$ jq -r '.ipv6_prefixes | .[].ipv6_prefix' < ip-ranges.json

2a05:d07c:2000: : /40
2a05:d000:8000: : /40

5%k JSON 324 45
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2406:dafe:2000: :/40

Example 5. SREUS ERSHIFTE IPv4 it

$ jq -r '.prefixes[] | select(.service=="CODEBUILD") | .ip_prefix' < ip-ranges.json

52.47.73.72/29
13.55.255.216/29
52.15.247.208/29

Example 6. SREUSEX B WIS ERSFHIFTE IPv4 it

$ jq -r '.prefixes[] | select(.region=="us-east-1") | select(.service=="CODEBUILD")
| .ip_prefix' < ip-ranges.json

34.228.4.208/28

Example 7. SREUS EM ZL FRANER

$ jq -r '.prefixes[] | select(.region=="us-west-2") |
select(.network_border_group=="us-west-2-lax-1") | .ip_prefix' < ip-ranges.json
70.224.192.0/18

52.95.230.0/24

15.253.0.0/16

SKHE O 2

EAWMSEA U Amazon RS RIZH EIRMN A B HAi Amazon BRS , ATBAEH ip-ranges.json X
Y IP bt SEEE B RMATH O Fik. BERILSANN A FHMTRERE AMAZON FJ&k+# CIDR
i;{o ﬁééﬂﬁ&ﬁﬁ%»o *EE%AEﬂzEF |P iH_J,i.”:/E:E E’Jﬁi f g/\lzﬁ—.l-ﬁb%gﬁ% %/'\iééﬁo

(® Note

B Amazon RSZETF EC2 EHEH EC2 IP bt ZE 8], MR EFE /AR EC2 IP H#ikZ8 (8]
HARE , Mt FpE IEX L IE EC2 BRESHTRE,

SEie H ORI 46
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RAriEmE

&0 U5 B

TRNAT ip-ranges. json EHENEH . BIIESEHEHSNMXERFMHTHXELB,

DU

YT MEDIA_PACKAGE_V2 MR,

7HA1T CLOUDFRONT_ORIGIN_FACING fR%

KR,
YINT ROUTE53_RESOLVER MRS,
™INT EBS RS,

YSH1T KINESIS_VIDEO_STREAMS fR&R
B,

¥SANT CHIME_MEETINGS #1 CHIME_VOI
CECONNECTOR PR,

7SANT AMAZON_APPFLOW BRSKHEE,
7 XM &h RAN T
YINT WORKSPACES_GATEWAYS BRE R,

YT ROUTE53_HEALTHCHECK_PUBLISH
ING BREREE,

WINT API_GATEWAY MRS,

WANT EC2_INSTANCE_CONNECT
B,

R3S 1%

0T DYNAMODB BRE X,
% INT GLOBALACCELERATOR MRS,

#i0T AMAZON_CONNECT BRERE.,

RiTBH
2023 5 A9 H

2021 £10 A 12 H

202156 A 24 H
2021 5 H 12 H

2020 £ 11 A 19 H

2020 6 A 19 H

2020 F 6 A9 H
2020 4 A7H
2020 F3 A 30 H

2020 %1 A 30 H

2019 9 A 26 H

201946 A 26 H

2019 4 A 258
2018 £12 A 20 H

2018 % 6 A 20 H

b &L

47



Amazon Virtual Private Cloud AriEE

iR RiTHH

YiNT CLOUDY ARSSAHB, 2018 £ 6 A 20 H
¥iNT CODEBUILD BRFBAHE. 2018 4 A 19 H
AT S3 RSKRB. 2017 #£2 A 28 A
ARINT 3T 1PV toukSEE RN X, 2016 £8 A 22 A
BHIRKM 2014 £ 11 A 19 H
THEZER

+ AMAZON_APPFLOW — IP #h 3155

+ AMAZON_CONNECT — i& B&H M &

« CHIME_MEETINGS - B EHEAFES

« CLOUDFRONT - CloudFront i1 4R 28 E R IP bt SEE

+ DYNAMODB - IP #3155

« EC2-20F IPV4 #tbiit

« EC2_INSTANCE_CONNECT — EC2 Ll 5 RE M

+ GLOBALACCELERATOR - Global Accelerator i1 4 BRS525 B F IP #th it SEE
» ROUTE53 — Amazon Route 53 IR 85 IP thutSEHE

« ROUTE53_HEALTHCHECKS — Amazon Route 53 BRE 858 IP it 5B H

« ROUTE53_HEALTHCHECKS_PUBLISHING — Amazon Route 53 AR5 85HY IP #bitSE
+ WORKSPACES_GATEWAYS—PColP M % IR%5 25

£ VPC M IPv4 TR E| IPv6

MREHNIME VPC XX IPv4 HBEHFRAWNEREENXER IPv4 , NTREH VPC &R
B IPv6 X%, 88 VPC AIEXNHKRER TE1T | BN ARBERHEN IPv4 /5 IPve #1TES. IPv4
F IPve BE LRI,

BAREERN VPC MFMEH IPv4 X3 ; X2 Amazon VPC 1 Amazon EC2 HIBRIA IP SRS,
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https://docs.amazonaws.cn/appflow/latest/userguide/general.html
https://docs.amazonaws.cn/connect/latest/adminguide/ccp-networking.html
https://docs.amazonaws.cn/chime-sdk/latest/dg/network-config.html#media-signaling
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/LocationsOfEdgeServers.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/Using.IPRanges.html
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- WREIBELEE—NIELNENILEFMH VPC, BXOIEHH VPC LLAT IPv6e WEER |, 55
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« EXBRNGER IPv6 28 , FHERECS T Amazon VPC B IPv6 S HEITHEE | LI IPv4 5 IPv6,

EBEE

TRER T HER VPC B A IPv6 I EE,

5 R

%W 1 4% IPv6 CIDR SR 5458 VPC FIFM% 4% Amazon $2H5 BYOIP IPv6 CIDR R 54
B i VPC F1F M3k,

$W 2 EFRHE SR mEEH Pv6 RB. NTAEFN

BERE—NNFTE IPv6 REAMMIZ T REEHE
Internet MXWEEH. XN TFTREFM , BlE—
MNFFRE AEE Internet B9 IPV6 SREEBMIZF
& B BX H O Internet XA,

FR3I: BHMLTSEANN HRLEAFNER N TIE IPv6 AN, X
¥, &£ IPve REFALURAFBREEHNESH,
RECOIEBE ML ACL MMz H H A F
MERE , N XATEEE IPve TREFN,

HI] 4 NEBISHE IPv6 bk ¥ 1Pv6 ik 59 B B &R FRIRY IPv6 b3k SE R A
HYSE

R EERLXAMAEFRE VPC AEH IPv6

HEHRGIF | B VPC BELENALEFN, B FRHBE—NRIBESRYS | 1,<§-1§|J & VPC Y
NAT Wk & Internet #ITHIEBE. N8 FRHPE—NHEE LR Web fREEF , ©BE Internet Mk
A Internet, TERRTEHN VPC ZH,
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Security group A
1100l

-

—D

Internet

| LB
ECZ instance

Private subnet

Security group B
LLLLI

TTIT1
EC2Z instance

IEH) Web IRSE3MV R E4A (N , Z24 ID H sg-11aa22bbllaa22bbl ) EBFLLTAMAN -

Type i i 03B B i
FIERE All All sg-33cc44 RFE
dd33cc44dd3 sg-33cc44
dd33cc44dd3 %<

BREYSRBI ( BdR
FERfl ) B9FRE
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Type I im 0SEE iR e
TREHIT A
=18

HTTP TCP 80 0.0.0.0/0 RFES HTTP
89 Internet B9 A

=1
yl]j;)ilf:io

HTTPS TCP 443 0.0.0.0/0 RFEE HTTPS
B9 Internet A4

BE=
DMLER o

SSH TCP 22 203.0.113 R MBI A 3t
.123/32 THE LB T AU
SSH A8 ; 4l
m, EEEEE
IR SR BIRINAT
EEESH,

BIBEBFERHINELLAE (Hlwn , 2£4H ID H sg-33ccssdd33ccssdd3d ) EFLLT AWAN

Type il ¥ H 36 & iR Wie
MySQL TCP 3306 sg-11aa22 RTFE
bb11aa22bb1 sg-11aa22

bb11aa22bb1 <
BREYSEHI ( Web
fR&528S541 ) #Y
MySQL FREH 1T
AL,

AANREAHBARVFFIA LY IPv4 RENIAL AN | 2B H M HEAN,

B Web fRSF3 = t2.medium EHIZKE, BHBIIEEFERSEL m3.large,
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BEFELEEM IPv6 BA VPC MIRR , EECNENHKRER TizT ; aigH , FEEE VPC BARS
Internet ®IR 2 B EEH IPve M IPv4 S iit,

S8 1 IPv6 CIDR R5&/ VPC 1+ M Bk

&R IPv6 CIDR 385 VPC KBk , REFZEE A —1 /64 CIDR SREZANFMKEX,
fF IPv6 CIDR $#R5 VPC xBx

1. BILATMuLFTFF Amazon VPC | #& : https://console.aws.amazon.com/vpc/e
2. HESMBERKF , % Your VPCs ( 28 VPC)

3. &EEREH VPC,

4. EFBBRE, &R CIDR, REEZFMFH IPv6 CIDR,

5. EEUTEDZ— , REIERFEIEE CIDR :

« Amazon 2#tH IPv6 CIDR 3t : 5 Amazon B IPv6 #bititt Y IPv6 CIDR R, 3 FMEia
RA | %$F Amazon TN L IP a4,

« IPAM 7B IPv6 CIDR 3R — £ IPAM i #Y IPv6 CIDR ##R, i&# IPAM it IPv6 CIDR
o

- HKIAAEM IPv6 CIDR — fEFAEHY IPV6 Hitst ( BYOIP ) ®#4 IPv6 CIDR 3R, 4% IPV6 it st
1 1Pv6 CIDR #2,

6. %3 Close ( %M )

£F IPv6 CIDR R 5+ MK Ex

1. B AT MuEITFF Amazon VPC #%|#& : https://console.aws.amazon.com/vpc/e
ESMERKT , %EF Subnets (M )

HEEF M,

EFRIE. Y5 IPv6 CIDR , AFIEFERM IPv6 CIDR,

BIEFEESE CIDR & ( flfn , Bk 00) .

£ Save (R%E ) o

X VPC R AHE FMNESLERF,

N o o M 0D

BEXEZEER |, 53 HIPv6 VPC CIDR 3,
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HIR 2 ENBWAXR

H &R IPv6 CIDR RE&8 VPC XREkEY , N2 B3N % VPC WENEERFIMAMBERE , LAY
VPC AH IPv6 &,

HFAETFR , AUAEHBHER , SUESH (I Web [RSE ) 451 IPv6 RBEAEBMME,
HFRETH , CAREFBAR , UESH ( FIMEIRESH ) SEX IPv6 TR AN H O EE MM
x , BHF NAT MxF %% IPv6,

BERNRBTFREMBHEK

1. BILATMuLFTFF Amazon VPC & : https://console.aws.amazon.com/vpc/e

2. HESMBEHKTP , % Subnets ( FW ) o EBLNEFW, ERABARETFL |, EFEKAK ID LT
FEBHRWEFEMEETE,

%R B KR, 7 Routes (B&H) %I+ L |, %$F Edit routes (4B H).
. %&# Add route (RINER). M FBE¥R , & ::/0, EFRERTFERNEBRMMX ID,
5. i&# Save changes (RFZEX )

AAEFWEMBHRK

1. B AT MuEiTFF Amazon VPC #%#& : https://console.aws.amazon.com/vpc/e

2. ESMERP  ERNEOERMMNX, EFCRNEOERMMNX, M VPC HIEFEEN VPC ,
REEFECENE O BEERMM,
BEXRELZER , BHAFERANE O BEBRMMX AT HIE IPv6 RE.

3. HESMBEKF , &EF Subnets ( FM ) , EBRMEFN. EEBARENFL , EREBHK ID U
FRAXRNIFMAEENEH,

4. %F BBHBFR. 7 Routes (B§H) I+ £ , 1%£$F Edit routes (SmEEEH).

. 1% Add route (RINEEH). X TFBEFR , & ::/0, BHHERERNEOEBRMMXE ID,
6. i%#¥ Save changes (RFEEX ).
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SE]3 ENREERN
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EAEH ; KA sg-11laa22bbllaa22bbl WEATEBERIHANZIE IPv6 BIE.

EEMAKZTEAMRN

1. BELTMutiTH Amazon VPC ###1& : https://console.aws.amazon.com/vpc/e

2. ESERY , EZRRLA  HEEREHN Web RFBERE4A.,

3. EAWHMNED <L, EFEEALIN,

4. NTFEBEZAV IPv4 RENAN , HEFRMANFFZANEE N A TFHENY IPv6 RE, B
m, ERMAFMEESD IPv6 B HTTP REMMAN , XFRE | FERFHTTP, XTHRE , Fik
#::./0,

5 TEANRER , EEREHA,

EH IR AN

2 S8RF IPv6 CIDR 3RE VPC KEket , 128310 VPC MR LARM—KAWAHE IPv6 REMH
WA, B2, MREEH T REAMFREHIEAN , WRLEFHRMUERN |, EBHA IPv6 FER
INSE SR AT AR o

ERTERIM L ACL AN

WM IEFT IPv6 CIDR 3R & VPC REkA |, BN B3 N BIARLSE ACL AN MFAN |, AR IPv6 FE, B
2, REERTRIANS ACL , RECIERTEENXMSE ACL , NAMFFHARM IPv6 REMN, Hx
EZEE  BSEEAMS ACL,
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LA — R FTERPIRBEE R IPv6, MREBHNGIRBET R IPv6 , AT EEL B K/
HEAZFWEGIRE  AEEDE IPv6 thit, ZERANRE , DRTEMERNFTEHIXBRR
EYRXRFIRBERE, BXEZER , HZH G&AT Linux 261K Amazon EC2 AF1ERE) B E
BEEBIKRE, MRAFMNEF AMI FEFEFIKRZRF IPv6 , AT ERERP R EHSE IPv6 i,
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MREERAER T YRIRARERSH AMI F3) TR6] , NERNKGIEEHXT IPve #ITEE, MREL
EMERKBIAT IPv6 #3ERY ping #RAF , MBS RRIERSH XALREE IPV6.
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Virtual Private Cloud (VPC)

BB = (VPC ) 2% AT &K Amazon Web Services lKF HWEIM L, ©EZE LS Amazon
PN EMELRERL., EATE VPC AE3I Amazon &R , #5120 Amazon EC2 k4,

LK ZE S Amazon KIFHERIA VPC, £E ATLABIZ AR VPC,

Bx

« VPC E&fi AR

- BRI\ VPC

-« BlE VPC

- BE VPC

« Amazon VPC H1#§ DHCP &I &
+ VPC #1#9 DNS B

« VPC MM &bt &

- SHMKFHE VPC

- F VPC ¥ BE|ZA# X415, Wavelength Xig 3k Outpost
. HIBREH VPC

VPC Et AR

VPC E& —MKEFRMAE AR, E62 VPC 25 , BTUESINTARERRM—ARENT
W, BXELEL  H#SHTN,

B3

« VPC IP #th it SBH
+ VPC

+ VPC RIR

VPC IP i t5E

812 VPC it , BAINZEU T HENIEEH IP H#hit :
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« X IPv4 - VPC EF IPv4 CIDR 3R , 18588 IPv6 CIDR 3R,
o Xtk — VPC BT E A IPv4 CIDR $#F IPv6 CIDR R,

BXEZEERE , BZ0R VPC M FH o E IP it

VPC

TEERT —MNEEHI VPC BRIRH VPC, BX VPC RAIEE , ESH =l

Reqgion

VPC BIR

BN VPC cBIRHUTEIR :
o BRI\ DHCP &IN&E

o BRIAMLE ACL

- RNz E4A
- ERHBAR

BA AR IER VPC RIE T 5IRIR ¢
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- M4 ACL

- HENEHAX
. z2a

* Internet WX
« NAT Mx

ERIA VPC

LIEF B EA Amazon VPC B , 81 Amazon Xig#EE —MNREEIRER VPC, BEEIRE VPC
ESNTAXPHEE - INLEFRN, —NEERMMRURA TS A DNS @#iTigE, At , &
AILASI ENFE R ERE VPC H /33 Amazon EC2 24, AR AFEERIA VPC H{# A Elastic Load
Balancing, Amazon RDS 1 Amazon EMR &%

FREIRE VPC ERTREANMBI LERM (MNEFHRE AWML, BT IRFERENIRIA VPC
RS N

BRI LU FRRINEIREIRE VPC R, BXEZEE |, S #the section called “BIE F M,

H33x

« BRI\ VPC A4

« BIAFN

- BEEHEIA VPC FERIATH
- BIEBRIA VPC

- BIEIINFH

o MEREHIERIA F R AIERIA VPC

281\ VPC 44
LH(TRAZERIA VPC B, BITSBET U FIRIENBERIEE -

. BI% IPv4 CIDR R A/NJ /16 B9 VPC (172.31.0.0/16), R A1 65536 NFAKE IPv4 ik,

- ESNMNTAXACIEKRNA /20 WEIAFH, XFHENFMRMZIA 4,006 NMbuk , HpF—L&
WINE TRMEEANEA,

« QI internet WX HFFEEZI BRI ERIA VPC,

- EEXEHRBHERPRIMN—EAHRERE (0.0.0.0/0) BEEEBKMMKHEEH,
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- BIERMIAR2AFFESENIRIA VPC KBk,
- BIEBRERIAMLKHEEFFIR (ACL) , HFESEMNERIA VPC KBk,

« REXHERY Amazon IK /7R ERIERIA DHCP &I 5 &8 3k VPC,

@ Note

Amazon XFRER|ZE LIREIR. 1AM policy AR A EIIXEEE | IZUJ"RTMHJA‘“‘? H=s
fFlan | WERIEAE IAM policy $E4E 7 CreatelnternetGateway HIZhaE |, RGEE
CreateDefaultVpc , M{AXTEERIA VPC 012 5 B M M ><,

THEXRBTRIMNAIERIA VPC RERREAL

Availability fone A

Default subnet

172.21.0.020

Availability Zone B

Default subnet

172.3116.0/20

—D

Availability Zone C

Default subnet

172.31.32.0/20

172.31.0.016
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TRETREIA VPC NERBARPHVERH,

B E B R
172.31.0.0/16 PN
0.0.0.0/0 internet_gateway_id

B B EREMEM VPC —##EABKIA VPC :

o NIMEZIERIATFM,

R ER IR

WINE Z AR,

REREZZLA,

EHEBIAR AN,

« B0 Amazon Site-to-Site VPN £,
I Z IPv4 CIDR 3R,

&£ A Direct Connect XA RIZFEXIF AR VPC, B Direct Connect WXIETMEER |, 55
{Amazon Direct Connect A 1ER) H#Y Direct Connect M ><,

A BEREMEM T —HFERAKIATR ; AIRMEEXEARMIREMES ACL, BIERLIERS)
EC2 EHltiEE 4 ERINTF M,

A LLE RS IPv6 CIDR $REERIA VPC KBk,
BRIAF M

RIANBRT , MATRALE TN , AAETEARSFIEELT Internet B FRREXIEEF Internet N
Ko BATLAME Internet M<#Y B #x 0.0.0.0/0 FIBREEH , LAEBRIAFHERNFLEFM, B2, IR
EHATIRE | WA ZFRHEITHFTE EC2 EHIFE T LT R Internet,

FBEBINFRP B NSRRI ZEWAE IPv4 it FAE IPv4 i AR AN B RMFE DNS &,
FERRIA VPC HHEBRIA F RN B E YK BI TN E IPv4 it st DNS EHE, KA LAE & F MY
BUALNE IP FHTH. BXESEE , F3H ERFHHNLE IPv4 FuEM.

AR, Amazon ATEESEENMXERNFAAX, RSHBERT , RMNSEJLRREL TTAXH N E
BN VPC BN SIEFHRIN TN, B2 , MRENERIA VPC BT EMIENR , BBARMNT LRI
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MERIAFR, NREFEXNFHOTAXEARATH , WA LLBTOE -, BXESZEE , FS5HL
ERIAFM,

EEFEBMWEIA VPC MBI FH
B LAEA Amazon VPC 2 H| AR ST EE LR ERIA VPC F+M,

£ 2HAEERENIKIA VPC MFH

B3 AT R4t 3TFF Amazon VPC ##l4& : https://console.aws.amazon.com/vpc/o
ESMERT , & Your VPCs,

£ Default VPC 5lld , EEK/E Yes, 12 FEIA VPC B ID,

ESMBEKSF , %F Subnets (FM),

EERED , BARIAVPC W 1D, REWFM2EHEIA VPC HHFRM,
ERUEML M EBINF M , E1E Default Subnet 5IHFERKE Yes,

o a0k~ 0w bh =

LA TITHRERERIA VPC

- {#f describe-vpcs (Amazon CLI)
 fEA Get-EC2Vpc (Amazon Tools for Windows PowerShell)

M= 5 isDefault FMkRESERFFHEEKREN true,
£ a5 & 1T R B RV BRI 7

- 5/ describe-subnets (Amazon CLI)
« ¥/ Get-EC2Subnet (Amazon Tools for Windows PowerShell)

Fav S5 vpe-id FikssE S EAHNREEIRENBRIAVPC B ID, EiHA , DefaultForAz &F
BN BRIAFMIZE RN true.

B2IEERIA VPC

WMRIEMER T FRIA VPC |, WIATLABIE —NETRYERIA VPC. BT EME 2 ai B BRVERIN VPC |, A EFTE
FHIBIEERIA VPC FRIZHERIA VPC,

HEQIZERMIA VPC B , RERARIN VPC WiREAMCIRE (BRSMNTHAXFPHRINTN), BFLE
EELB AN, FRERIA VPC B9 FM CIDR RAgER 25 2 BRI VPC BEFEIF — AT A X,

EEZBRIA VPC FERIAFW 61
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RAriEmE

fGltn |, NREF CIDR R FM 172.31.0.0/20 RFEZHIHERIA VPC B us-east-2a FRIER |

NiZF M Al BEE T ERIA VPC B9 us-east-2b F6lEE,

MREEZXFHHELBERIA VPC , NFEEMES —NERIA VPC,

£/ 25 A el 2IA VPC

1. BILATMuLFTFF Amazon VPC & : https://console.aws.amazon.com/vpc/e

2. TESMMEEF |, % Your VPCs,
3. ffk)Ri%E#E Actions F Create Default VPC,
4. EFCE, XHABIARE.

AW SITRIERRIA VPC

BAILAE R create-default-vpc Amazon CLI 55, LSS EEMEASE,

aws ec?2

create-default-vpc

THERRAHE .
{
"Vpc": {
"VpcId": "vpc-3f139646",
"InstanceTenancy": "default",
"Tags": [1,

W®E , B LAF New-EC2DefaultVpc TE A TF Windows PowerShell @553 CreateDefaultVpc

"Ipv6CidrBlockAssociationSet": [],
"State": "pending",
"DhcpOptionsId": "dopt-61079b07",
"CidrBlock": "172.31.0.0/16",
"IsDefault": true

Amazon EC2 API &4k,

BIEERIA VPC
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BIZERRIA TN

FEABIERERNTF RO TARF R ANBRATN, fia , WRECHBRRIATM , 5E Amazon
SR TR X EREEHBRIA VPC R ZKEEHRBRATR  NETEES0IE - RIAT
R

BB TR, HERALNERIA VPC P T — NI RELZ RN KNA /20 B IPv4 CIDR 4l
Be. UTHRUEA :

- TEEETTIERE CIDR #,

« TRENRE EMIBREY = BT B BRIAF W,

- BMNTAKREE—MNRRIAFM,

« FTHETEIEBRIA VPC R BIZERINF M,

MRS ERIA VPC FEERTOIE AR /20 89 CIDR R EB btz |, NFERES KK, MBEHRE
EE Lt 72 A |, M ALUE IPv4 CIDR SRR INEIER) VPC,

WMREER IPv6 CIDR REEHWAIIA VPC KBk | NFTHIRINF M AT 2 B3h#EUR IPv6 CIDR R, &H
et hEeIZ—1 IPv6 CIDR RIEFESMIAFRXER. BXEZEE , 5 F IPv6 CIDR SRR
HFW,

B BEME A Amazon Web Services Management Console /2 ERIAF M,
{8 Amazon CLI BI1ZZRI\ T

A create-default-subnet Amazon CLI s S HIEEEEHFBIEFMMATAKX,

aws ec2 create-default-subnet --availability-zone us-east-2a

THEHRRHH,
{
"Subnet": {
"AvailabilityZone": "us-east-2a",
"TagS": []’

"AvailableIpAddressCount": 4@91,
"DefaultForAz": true,
"IpvbCidrBlockAssociationSet": [],
"VpcId": "vpc-la2b3cad",
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"State": "available",
"MapPublicIpOnLaunch": true,
"SubnetId": "subnet-1122aabb",
"CidrBlock": "172.31.32.0/20",
"AssignIpv6AddressOnCreation": false

FXRIRE Amazon CLIWEZEER |, 2 H (Amazon Command Line Interface AF M) o

®EF , B A LUEH New-EC2DefaultSubnet Tools for Windows PowerShell g5 E
CreateDefaultSubnet Amazon EC2 API 4,

1l B S B9 BRIA F P A BRIA VPC

180T USRI BR ELARAE AT 7 RS VPC — R BRERIA F AR IA VPC, B2, tREMI BRI N F P ERIA
VPC , MERFHKFINHBRERNEELZN— VPC FH—NFR, MRLREZS— VPC , N AT 4
BELE-NTAXAE—NFMB VPC, BXEZER , BZHGIE VPC,

WREMIBR T BRIA VPC , AT LA — N BRIA VPC, BXEZER |, B H QIERIA VPC,

WREMBRBRIAF R, MATLAGIE —NRIRMIN T, BXESEE , TSR IBMATN, N TH
RIENFRIAFMETMPEREESIT , BERXFREELFILE IP a5 B EZ FRFE K,
BREZER  FEMA BRAFNNLE IPv4 FitEM. SNATRAXREE-MRINTFM, TREEEMR
A VPC R el RN F M,

8lE& VPC

RBUTERAUBERNAESR (VPC) ., VPC XTBEFMANEIR , fla0FM, BERMMX , AT
BETE VPC H 82 Amazon %R,

Bx

+ VPC Bl BTN

- BlE VPC AR HM VPC &R

« {X8IE VPC

« A Amazon CLI 8|2 VPC

BEXRMAEFHEHR VPC WEE , 1S the section called “BLi& VPC”,

IR BRA 7 N ALBA VPC o
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VPC B & ik

BRI AR B VPC BT E L T ELEE DL,
ATHX

f£—/ Amazon XK EEURER. BKRAEZEN D BEER L. BIFERAZANTHAX |, &AL
RELBEANBFEFOLEEESTAML., FEEINTT BENEFRNARFNREE. BN
RAREFHITPX , EBETARHNFRAIET , IR EFNRENRY |, BhILER, EF. £S
K., thE R B R,

CIDR #t

BRI R VPC MFRIEE IP thiutSeEl. BXEZER |, BHZHEA VPC MFM D E IP #bil,
DNS &0

MBSREEEFMPEIIM EC2 SEHIFEHALNE IPv4 DNS 4L |, MAAE B AXH DNS i&
I, BREZEER |, BESRVPC F/ DNS B4,

« S DNS E#1# : % VPC HE3IH VPC KRR ESHLE IPv4 it 3 B AT 22 H DNS E41
‘o

- /3 DNS 47 : .58 DNS £#41&# DNS #4#TH BN Route 53 Resolver B Amazon DNS B
225 VPC 121,
Internet P 5%

FHEH VPC ERBEEMt, NB FMANKGFTIFREERN , B FREHERIS —FHED
EBRMAVRBREENERMMXHEHE, MRBRSHATEZERZMNEBEMIGE , WFRFHEIEE
NETFHF, BXREZER , F5H EBEMMX,

B

&R VPC MEAM VPC BRIEENBHEATRERH KL, NREFEARHASFHNEHIREEE
£ RIbEE , MARZENEIX N name-resources

NAT Mx

UAE T RPWEAES R IERBRETERR | B8 EHM LR RRERTIRA, £E7F
H9, RNBULESIEYTARPHE—A NAT P, BXESES , HSH NAT M,
L

BE—HEMARBANAN , AT RERBENFRNEMXHNEREFIEEAL, BEXESE
B, BZH BHEE.
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EiL

K VPC WY —N IP bk SB B, BRI BAE F M A B3 Amazon &R (10 EC2 356 ) » BANNFM
BrELUT—MNTAXZH, BIEZELANTRAXABZRA , NARFRIAZE - TAXKBE
A

NEFRE—FREQBERMMXNEZRHR, 28 FHPNRRALGRLEERM, B FHE
EREREBRMMXNEEREH, A FHPNERFEZEMS —MEMH (HI20 NAT RE ) FRE
RNt EERMN,

BXTLES , BSA 7M.

Tenancy

WIEIE BB E itk VPC i EC2 EHIRESH M Amazon Web Services i £ ZHEH L
BT, RRETHEERANES L21T, MREZEEF VPC IR Default , MFzhEt VPC
M EC2 XHIFERERERHRFINIEENHERE - EXEZEL , 28 GEAT Linux EHI8
Amazon EC2 AAF ™) R EAE LN S HE=H], MRE%EEFE VPC W N Dedicated ,
NXLELHIFHAEETHREERANESF LERNTAEMIETT. WREEMAZ Amazon Outpost ,
N&H Outpost EEFEIELE ; BHAHEMA Default HE,

812 VPC LR HAtt VPC &R

BRBUTIEME VPC URETRABRFAENHM VPC BIR , SlFM, BER, EHRMMXH
NAT M>x. Bx VPC RBIERE , HZH =6l

EREH A2 VPC, FRMHEM VPC HIR

1. BELATMuITFH Amazon VPC ##l& : hitps://console.aws.amazon.com/vpc/o
2. 1 VPC #£#HEiRL , &FE6IE VPC,

3. XTF Resources to create ( ERIEMEIR ) , % VPC and more (VPC % ) ,
4

RIFEP EBERBIRELN VPC BIREIEBHIREL | NEBRIIATI N VPC RIREHE
BB B IR,

5 F IPv4 CIDR 3R |, #i A VPC B IPv4 th3itS5E ., VPC HMEHR— IPv4 thitSEE,
6. (mik)EXHIPv6 RE , iHi%#F IPv6 CIDR 3R |, R/Fi%EE Amazon 12E# IPv6 CIDR 3R,

7. EEBEFIEW, ETUENEBEIL VPC R EC2 £H|2EESH M Amazon Web Services Tk
P HENEGLEZET , ERESTHEEANESG LIZ1T. MR EIEF VPC WHEE R Default

o
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NEa 2 VPC 9 EC2 R4 ERZERHRHINIEENEERYE - BXEZER |, BSH
(EHAT Linux 32618 Amazon EC2 AIF1Em) PHFEAENLHNSEHERHl, MREEEF VPC
WFE BTN Dedicated , MXLLFIFHBARAELTHECANEG LERN T AZHET. WREFEH
# = Amazon Outpost , &K Outpost FEFFIEE ;| BXFEA Default HFE,

8. NWTFHAKX (AZ)HE , BINBNEFARELERNTARBFAMEFN,. ERENFRERF
AAX , FRFEBEXTAK, BMALE Amazon &%,

9. EERETFN , BEBRLAEFANHENAE FRNKENE. ZERFEFHN IP ihuSE |, FE
FEEMXFM CIDR 3R, &N AL Amazon J&E%ERE,

10. (W% ) MBEAREFNIHNFRREEET IPv4 HRAEEEM | NIXF NAT WX | HEEREE
FEHPRE NAT AN T AXKE, EEFHED , BRINBWEESNTAXIE - NAT H
X, HPEEFERRLREEMNER, BEE , £/ NAT MXLFERE, BXEZELR

BEAEN.
1. (T ) MEREFRANAREEES IPv6 BRARERR | NFNEEOWERMME | i3
HERE,

12. (Tt ) MBELEFEEEEM VPC 158 Amazon S3 , Ei%#E VPC k&, S3 WX, iXfFH
Amazon S3 BB —/N®Xx VPC isR. BXEZEE , i55H (Amazon PrivateLink 18R) FHY
M%< VPC i m.,

13. (Wi ) 5T DNS %I , MM T , FAEE BIFATUIL T B ARE. NRRINEELEH
RENER , EUMBAXERT,

14. (Wi ) Bl VPC FIMFE | R HMFS | BEFMFRE  RERAGSRUFSE.

15. ERBEHRS | LANEN®E REFREEN VPC BRZ AWK, RERTERZHIHXR,
B&FRRIEME NAT M3, EBERREAMESSHWMEHRE. 12 VPC 5 , SaMER SRt
EETIF , BTSSR EN S R VPC WER. BXESEL BN T VPC FH%
e

16. BEX VPC J5 , 12812 VPC,

R &I& VPC

BRBLLTEE , £A Amazon VPC #5812 LH S VPC HIRH VPC,
EREF & 2 TH N VPC BIRH VPC,

1. BEUTMuITF Amazon VPC ##I#& : https://console.aws.amazon.com/vpc/e
2. 7 VPC £#|EMRL , EFEIE VPC,
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3. NTEUEMNRIR , %E#F X VPC,
4. (FE ) NFEHIRL , WA VPC B, XHEMACIZEESR Name BURBIEENENTE,
5. %F IPv4 CIDR block ( IPv4 CIDR#R ) |, ST TBEZ —

14 IPv4 CIDR Fahf A , RiEH ALK VPC B IPv4 #b3itSEEl,

12 IPAM % EH IPv4 CIDR 3R |, AJSi%EEH Amazon VPC IP i &= (IPAM ) IPv4

bkt R 4% #55, CIDR R AN IPAM it EM 5 B NFRHl. IPAM 2—3 VPC I

gt ALEERMMITR]. REMLE Amazon TEMSKMN IP i, BXEZEL | ESH
{Amazon VPC IPAM AF M) FHHLE IPAM?,

MBEER IPAM KREE IP it , RATBRIWBEFRMIET, &N , &5 VPC #8ER CIDR
RAEEE IPAM CIDR Bl ESE,

6. (T ) ERIEIUEE VPC , N IEM VPC 8E — IPV6 #hit5EE. T IPve CIDR
block ( IPv6 CIDR 3R ) , EHITAUAT®REZ— :

- WMREEH Amazon VPC IP it B 2E , HEAEEM IPAM & IPv6 CIDR |, Mk IPAM &
Bl IPv6 CIDR 3R, EaLUEHN A |, £ CIDR R TH VPC FiE—/ IP #utSE M

- MEBIBKE : EFHETATHN CIDR EFEMEEBKE. BHITTI®REZ—

- MRERN IPAM MR RBRIANEZEIDKE |, NTTLUERERIA R IPAM MEBBKE , LUEH
IPAM EE RN IPAM iR BRI BRIAME B KE, BX LR IAM KB KE 2 BN
TZELR |, E5 (Amazon VPC IPAM BFER) HAIEXE IPv6 i,

o WMRKRAN IPAM iR ERIAMEBHKE |, M%EFR—NLE IPAM i CIDR WK ERBKEE
BHEMMEBBEE, 0, &i& IPAM b CIDR 5 /50 , MATLAR VPC &FENTF /52 &
/60 Z BN MEBBKE, ATREMNMEBIBEENT /44 M /60 28 , BER /4,

« %1% CIDR : BRI ET A F i A IPv6 ik, &R ABEEZFLE IPAM it CIDR B E#EBK
EEEANMNEBBEE, fi , &% IPAM it CIDR 7 /50 , MATLR VPC &FENTF /52
Z /60 2 AWM EBBKE, AJHEH IPve MEBIBKENT /44 F1 /60 2|8 , BER /4,

« % Amazon =EEH IPv6 CIDR 3R , BAM Amazon B9 IPv6 #biit5thiEsK IPv6 CIDR 3R, X F
Network Border Group ( M&BFR4E ) , 1% Amazon NHES IP thit4H. Amazon =24
/56 EE XK/ IPv6 CIDR 3R,

- EEZEIEM IPv6 CIDR , LB R E 2% Z Amazon B9 IPv6 CIDR, BXx B IP ittt B EZ|
AmazonfIEZEER , 2 H (Amazon EC2 AF#8R ( AT Linux =41 ) ) FHTE Amazon
EC2 REREEHCH IP it ( BYOIP ) » A LUENH ML |, £ CIDR R TH VPC & —
NP S

« TR EFWRIETER /56 HMEBIBKE.

X 8lE VPC 68



https://docs.amazonaws.cn/vpc/latest/ipam/what-it-is-ipam.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
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o %1% CIDR : R HETI A F25 A IPv6 thiit | AR/F%IRHE BYOIP CIDR B A/NE BB
EIILKE, 0, fRi& BYOIP it CIDR H /50 , MATLAR VPC &N TF /52 & /60 Z[AIHY
MEBIBKE, T8RN IPve MEEBKEN T /44 M /60 28 , MER /4,

7. (W% ) ERBERIET, HIETELZEFEL VPC FH EC2 KHIRESH M Amazon Web
Services IKFF HEWEH LT , ERELTHEFERANEHR LZ1T. MREIER VPC WHET A
Default , M/Ez1Et VPC B EC2 SR EAZERHEFINIEENHEEYE - BXRESZE
B, #3 (EAT Linux 324189 Amazon EC2 AIF#ERE) FHERAEY NS EEFEH, W
RIEB%EE VPC SN Dedicated , MIXLELHIFRAETHEFERANESG LERTHAELIE
7. MEEEHAKZ Amazon Outpost , MEHK Outpost EEFFIERE ;| BH4MMEA Default 12
o

8. (HiE)Em@ VPCHAMFRE , FERBFAMFIEE , RAEWMARSEBNRSE.

9. i%&#¥ Create VPC ( 812 VPC ) ,

10. BIB VPC & , BOLURINFM, BXESZEL , ESRCIEFW,

5 Amazon CLI €2 VPC

UTEEEELE VPC BRHI Amazon CLI S S AREITNARFAIENEM VPC BiR, WIREEZ
THERHHRESGS , BFIE - VPC, —MEFH., — M RAEFM., HXNESNFREEH
&, —MNEEBEMMX, —MUBREONEBRMMXI—NAE NAT Mx, IRETFTEEMEXLR
B, WA A EREEEN RIS,

FREM

EFEzE , BLEHEE Amazon CLI, & Amazon CLI Bt , RE LB REH A Amazon &Eill,
ANEBFHRABRELCEEFRIAXE, &N , EASN GSARM --region £, BXEZE
B ESHLEREH Amazon CLIFIE & Amazon CLl,

Tagging

EORRIRGE , B LA create-tags T N EIRBMIFE, LETUEMTHRF --tag-
specification EBURMEI RN GIEWSH,

--tag-specifications ResourceType=vpc,Tags=[{Key=Name,Value=my-project}]

£/ Amazon CLI #|2 VPC UK E#t VPC &R

1. EATEM create-vpc S BIEZEHFIEE IPv4 CIDR 3RE VPC,

f# A Amazon CLI #]& VPC 69


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/dedicated-instance.html
https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-configure.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-tags.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-vpc.html

Amazon Virtual Private Cloud AriEE

aws ec2 create-vpc --cidr-block 10.0.0.0/24 --query Vpc.VpcIld --output text

EQIEXUHERK VPC , BT REIFTR , %0 --amazon-provided-ipv6-cidr-block &I
LA Amazon #RE8Y IPv6 CIDR 3R,

aws ec2 create-vpc --cidr-block 10.0.0.0/24 --amazon-provided-ipv6-cidr-block --
query Vpc.VpcIld --output text

XEGFSFRERH VPC B ID, AT RRHAl.

vpc-la2b3c4d5e6f1a2b3

2. [tk VPC] AT describe-vpes s B 3REVE VPC X Bk IPv6 CIDR 3R,

aws ec2 describe-vpcs --vpc-id vpc-la2b3c4d5e6fla2b3 --query
Vpcs[].IpveCidrBlockAssociationSet[].Ipv6CidrBlock --output text

THRRHHE S,

2600:1f13:cfe:3600::/56

3. RESNERZRUIE-IIHSNMNTFN, BEFHEF , RNBUEELERNTARFEFI R
R EATHNESE R TREESNFN.

e XIPv4 FW - EQ|ZEFHE IPv4 CIDR R FM |, i5EA TERM create-subnet a5

aws ec2 create-subnet --vpc-id vpc-la2b3c4d5e6fla2b3 --cidr-block 10.0.1.0/20
--availability-zone us-east-2a --query Subnet.SubnetId --output text

o MHERTFM - MREBE T XHER VPC , MET LM R HSFIR , £/ --ipv6-cidr-
block &I BIEXHEAE F Mo

aws ec2 create-subnet --vpc-id vpc-la2b3c4d5e6fla2b3 --cidr-block 10.0.1.0/20
--ipv6-cidr-block 2600:1f13:cfe:3600::/64 --availability-zone us-east-2a --
query Subnet.SubnetId --output text

e XIPv6 TM — MNRECIE T XK VPC , MR T &SRR , A --ipv6-native
LRI N IPv6 T,
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aws ec2 create-subnet --vpc-id vpc-la2b3c4d5e6fla2b3 --ipv6-native --ipv6-
cidr-block 2600:1f13:cfe:3600::/64 --availability-zone us-east-2a --query
Subnet.SubnetId --output text

XL TFIREH FME ID. AT 2R,

subnet-l1a2b3c4d5e6f1a2b3
4. WMREH Web FREEH NAT MXFELNEFN , BHITUTRE -

a. fERBLT create-internet-gateway i BRI EBRMMx, ZH S REHFEKMM<H ID,

aws ec2 create-internet-gateway --query InternetGateway.InternetGatewayId --
output text

b. fERABLLT attach-internet-gateway s SF A B M<K nE| VPC, /A L—FiREMN BB
M%< 1D,

aws ec2 attach-internet-gateway --vpc-id vpc-1a2b3c4d5e6f1a2b3 --internet-
gateway-id igw-id

c. fERBLLTF create-route-table B ALNE FMEIEBEIAR. %05 RHEE#HEEHRA
IDo

aws ec2 create-route-table --vpc-id vpc-la2b3c4d5e6fla2b3 --query
RouteTable.RouteTableId --output text

d. fEALLT create-route 5 , HHHARXRFPEE—FLNAE IPv4 FRE KIEZ BB M < i i
H, FALAE FMIEEHEZE ID,

aws ec2 create-route --route-table-id rtb-id-public --destination-cidr-block
0.0.0.0/0 --gateway-id igw-id

e. fERALLT associate-route-table i T ARIKIALNE TN, FHALAEFRWEBARK ID
NE M D,

aws ec2 associate-route-table --route-table-id rtb-id-public --subnet-
id subnet-id-public-subnet

f# A Amazon CLI #]& VPC 71


https://docs.amazonaws.cn/cli/latest/reference/ec2/create-internet-gateway.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/attach-internet-gateway.html
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5. [IPve] BRI LURIXBRE AN EBRRMMN X , AL E FRBASEHI o] LABE IPv6 iR BBk M
(Bl | SREVEKGEHT ) , (B EBRM L0 LT AT B BB =46,

a. fERLLT create-egress-only-internet-gateway an S RIZX R EOMNERKRMM X, ZnTHR
5% BBk B M <Y 1D,

aws ec2 create-egress-only-internet-gateway --vpc-id vpc-la2b3c4d5e6fla2b3 --
query EgressOnlyInternetGateway.EgressOnlyInternetGatewayId --output text

b. fEALLT create-route-table R AR EFREIZEENEARK, ZoHREFHEHRKN
IDo

aws ec2 create-route-table --vpc-id vpc-la2b3c4d5e6fla2b3 --query
RouteTable.RouteTableId --output text

c. fMEALLT create-route i , ERAE TR EHKRPEIE —FLFFIE IPV6 REXRIE
HOMWERRMXBER. £HLE—SHREMNEBR ID.

PR

/)

aws ec2 create-route --route-table-id rtb-id-private --destination-cidr-
block ::/0 --egress-only-internet-gateway eigw-id

d. fERLLTF associate-route-table ts S AR KEKBNFAE FM,

aws ec2 associate-route-table --route-table-id rtb-id-private --subnet-
id subnet-id-private-subnet

6. MRBEERNALEFRENEBRER NAT x| BFHITATERE
a. fERLLT allocate-address @i s NAT WxGlZE3# M4 1P #biit,

aws ec2 allocate-address --domain vpc --query AllocationId --output text

b. fERABLT create-nat-gateway 812 NAT Mx, A L—FREMNHE ID,

aws ec2 create-nat-gateway --subnet-id subnet-id-private-subnet --allocation-
id eipalloc-id

c. (Wik)UWNREEBREESSHRNMEFMNUBRTRAR , BHhEIx—F. &N , EEAT
HEH create-route-table SR N EBHFE TR EERA R, ZHSTHREHFEHRKRMN ID.
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aws ec2 create-route-table --vpc-id vpc-la2b3c4d5e6fla2b3 --query
RouteTable.RouteTableId --output text

d. fEALT create-route 8% , ERE FRNERAHARP LR —FLNME IPv4 REKRIAE NAT
MXHEREH, FRASEX—SHE S SHRREFHLRNBEHRKY ID,
aws ec2 create-route --route-table-id rtb-id-private --destination-cidr-
block 0.0.0.0/0 --gateway-id nat-id
e. (M%) WMREEHERE S THPHBARXKILDEFN , FHhIX—F. BN , FEATE
9 associate-route-table I IFHEHRXKELEFN, FREBEX-SRES TP IMRETF
P 0 22 49 B8 B R AV 1D,
aws ec2 associate-route-table --route-table-id rtb-id-private --subnet-
id subnet-id-private-subnet
flE VPC

REUTEEEENMEEELAMER (VPC) .

5

- 58 VPC WEHEER

« A1t VPC HEYRIR

- J¥ IPv4 CIDR $#nZEl VPC

« ¥ IPv6 CIDR 3% %l VPC

« M VPC F#E IPv4 CIDR R

« M VPC F#E IPv6 CIDR R

BXRMAIEZMER VPC WEZER |, 155 the section called “8l2 VPC” & the section called “Hl
BRIGH VPC,

EE VPC WFMAER

RETHEHNSREE , LEFBX VPC WiFHER.

B & VPC
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EREFIEES VPC HARGE

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
2. HESMERKF , &E VPC,
3. ®&EVPC, RARLEREFEFMAEE , IUEE VPCHEEFHER.

f# /A Amazon CLI iR VPC

{# /A describe-vpcs @

ERLERBXENAAE VPC

BN AT ML 3TF Amazon EC2 £ /A& & : https://console.aws.amazon.com/ec2globalview/
home, BXEZEE , 5 (Amazon EC2 AF#EM (&M T Linux 3EHIK ) ) F K /4 Amazon
EC2 £ B E 5| H i & & IR

A1t VPC Ry IR

BBUTHSR , FRAAREERTFES VPC RRFNAIAMLERTR. BREPAUAEIUTHR :

« VPC

. X

- BBHEXR

« Internet M%<

X O EBRM M X

« NAT %

« MxiwS ( Amazon S3 1 Amazon DynamoDB )

REERSER VPC ARARZEHRR , LEFREMEANFRFRE NAT Mo, BRI R 5 H X i
i

/AN O

BERFWE , SR TH VPC WREER  EFFNKE., BT WS HLER b R < B SR B
BREREGBE NAT M, BB R X F R X i /A H .

s, R T BY RREE I RYEREE , 5 NAT R EZNLEFN , HEFE
BEBEETEBRMMXOEHNLE TN, SAUERREEPERBREREFRAR  AREXERFRAE
B,

a1t VPC R 74


https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-vpcs.html
https://console.amazonaws.cn/ec2globalview/home
https://console.amazonaws.cn/ec2globalview/home
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/Using_Filtering.html#global-view
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/Using_Filtering.html#global-view

Amazon Virtual Private Cloud AriEE

AL VPC Y IR

1. B AT MuEiTFF Amazon VPC #2%& : https://console.aws.amazon.com/vpc/e
2. HESMERF , &EE VPC,

3. &#E VPC,

4. EFRIR#E R EN i & R IR,

5. ERERFAGE , LEFRRIAZ RIER ID FMXEAAN HAiFMER

* VPC : B4 VPC K IPv4 F IPv6 RiSEE .

- TR DELENFME IPv4 F IPv6 CIDR SEE.
- BHKX  FTRXBRNBHRTFNELERE.

- WEER  SEMEEREMEXHNTFARE

« MR VPC FERBFM , MFHEEBRMMXFIR , EH S HHE R EHEEBRMMKXH
RERRF M E RN,

- MEANHAEBRRMX , WEEXHAOERMRXTR  HPSSBHREARERXEHO
B BRI M 5X B9 2 AR R A B AR+ W,

« WRA NAT FX , MFE NAT MXBR , EhES NAT MBI MEEAKBLUIREMY IP
b3k,

- MEEMXIFHR , WFEEMXELFR , HPS2E T UER Zis LEEHN Amazon BRSS
( Amazon S3 2 Amazon DynamoDB ) #9% #.

6. NEMEHEFEARLAERRRIEHRR. RERTHRZEHRR, ELRTEDMEE
BAMERE,

¥ IPv4 CIDR 3RiA10E VPC

BRINERT , B8 VPC TR ZE 5/ IPv4 CIDR R , Bt REITJIARE, EXEZEL , S
i Amazon VPC Bii#i, B3 VPC B IPv4 CIDR RIR&INE R |, i§5@ VPC CIDR #t,

\

fEAEF A [ VPC 70 IPv4 CIDR 3t

1. BELATMuEITHF Amazon VPC ##&1& : https://console.aws.amazon.com/vpc/e
2. ESMEKF , %F Your VPCs ( #£# VPC ) o

3. %EFEFTEM VPC , ARF%E$F Actions ( #4E ) . Edit CIDRs ( 45%& CIDR )

4. %32 Add new IPv4 CIDR ( 3507 IPv4 CIDR ) o

7N h0 IPv4 CIDR 3t 75
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5. 31T IPv4 CIDR block ( IPv4 CIDR 3t ) , EHITU FigfEZ —
1%£3% IPv4 CIDR manual input ( IPv4 CIDR Fzh#A ) , ARG A IPv4 CIDR 3R,

%42 IPAM-allocated IPv4 CIDR ( IPAM % B IPv4 CIDR ) , SREM IPv4 IPAM St e i% 12
CIDR,

6. EEMFREF  REEEXA,

7. ¥ IPv4 CIDR SRIRINEIEH VPC J5 , BTGB EM Z# CIDR RV FM, BAXEZER |, B
BB T M,

£/ Amazon CLI ¥ IPv4 CIDR 3R%ExE| VPC

{# F associate-vpc-cidr-block B8 53o

X IPv6 CIDR RixinEl VPC

BRINBERT , B8 VPC ATLLEZHE 5/ IPv6 CIDR 3R , B RF AT HE, BEXFEZ(EL | iF
¥ Amazon VPC fit#il, Hx VPC B IPv6 CIDR RIR&IE R |, i§5 @ VPC CIDR #t,

o

ERES A @ VPC 70 IPve CIDR #

1. B AT MuEiTFF Amazon VPC %A : https://console.aws.amazon.com/vpc/e
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address.compute-1.amazonaws.com =X , M FHAMXE , MEXA ec2-public-ipv4-
address.region.compute.amazonaws.com JExX. Amazon DNS fRF 2828 DNS EH &
MR EZRBIEFMEMBIANAE IPv4 bt R EEFREMKZANIE IPv4 hit. BEXESEER | 55
#3& A F Linux XBIH Amazon EC2 A 18R HIVAE IPv4 #bit 2430 DNS EHE,
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VPC ##y DNS B

PR VPC BHERE T REW VPC 24K DNS X, MERUEMSEER , WHNRELZRN NE3E
VPC AHISEBIDE T AF IPv4 bRt 1P sk | MiZSEHl& KRN A DNS EH B, MBEEHZ
BIRBRAFRIEMLN VPC BRAXHIIEY , WELB3EiZ VPC HEHlFiEWK/%E DNS 418 (W
REMNBEALE IPv4 it s Y P it ) .

EREREBN VPC ERATRLERMY , FSHEFMERN VPC Y DNS EH.

B iR
enableDnsHostnames HE VPC BEXEE/NE DNS EHEBrEHAEELNE IP it
e

BR3E VPC BERIA VPC , BNILLEMRERIAEN false,

enableDnsSupport BE VPC REXIFEN Amazon EEH DNS BR$853 1T DNS
FRAT

MREBEMR true , X¥ Amazon £ DNS [RE BN EH K
M, BXEZER , 55 Amazon DNS %25,

LR RV RRINMEA true,

MU AEZSBI

- MRANBEMEFREN true , WEKREUTHER

- BEELE IP bt HSEFI W BRI BRI AF DNS £H15,

« Amazon Route 53 Resolver fz%5 28 A SAf##T Amazon RREEHFAE DNS &,
- MREDFEANBEMIREN false , FHIUTER :

- EERE IP it HSEFIF2UWEIXS R K28 DNS EHE.

« Amazon Route 53 Resolver o3& f##T Amazon REHFAE DNS £H15E,

- R DHCP &K FEEENESE , NSflalE B ENFAE DNS &8, MRERFER
Amazon Route 53 Resolver fR$585 , EBH B E H A RS SFLMEBBTENE.
- WMREFEATE Amazon Route 53 FHAAEREXBHENLNBEEN DNS BE , IEEAER
0 VPC Lix T K FAE DNS (Amazon PrivateLink) , W #4714 F enableDnsHostnames
enableDnsSupport BMIRENRN true,
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« Amazon Route 53 Resolver AISAfFFAE DNS A BT A atZ2 B AWFEE IPv4 it | S
& VPC By IPv4 it SEE R 7E RFC 1918 IEEMNFAE IPv4 bt SEEIAME R, B2 , MREE
2016 £ 10 Az aitlZ T VPC , HFH&EH VPC B9 IPv4 it ST B A EX L uSBE A , Nl Amazon
Route 53 ResolverF A MTAAH DNS EHlE . EXFXMIFR , BEKR Amazon Web Services
Support,

- WMREFER VPC XIF , MAFARN VPC #ERAXHNEMY , HELAAXFEREE A DNS #
o BRESEER , FSAXIN VPC X FiEEAY DNS #1f,

DNS B &t

N EC2 BT LA EH A ENMMEIE O [ Route 53 Resolver ( &35 .2 it |, 4l40 , 10.0.0.2
169.254.169.253 ) %3% 1024 MNKIES, RS HEM. B Route 53 Resolver X145 DNS &
ABEREREE, MK DHMFFADTR. BXAY E DNS EHMNELSEFEENEN , FEHER
Active Directory # Amazon ;84 DNS ¥R,

WMRIEHXFEE , Route 53 Resolver FHEAL TR E, AENEEARERS [RE AJ8EZ DNS BREIFRIE , &
= Route 53 Resolver W& ORKFI T HITEE M, BxUMA#ER VPC DNS RHE|HZES |
FSHENAEEXN Amazon =H4H) DNS FRS5224Y DNS E)RE M T VPC DNS R AR, BX3K
BITBERENESFEER , E5H (EAT Linux XAFIK Amazon EC2 AF1ER) FMRZREHI T
o

BEF LM EC2 £fIH DNS EHEWH

&R LAERA Amazon EC2 B H| ARBHITERZITRAIHMEREOR DNS EHE,

N ELFIXERE VPC BB T DNS i&IAt , 2448 DNS (IPv4) M#.%E DNS ZERA A, BXESZELR
{H2 ) the section called “VPC ) DNS B,

Instance
FEHEHAEEEFEHIN DNS EHE

1. B AT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,

2. ESMBEET , %#F Instances (3EHl),

3. MIIRAFEFRER 26,

4. EiFMESBEHRT |, Public DNS (IPv4) # Private DNS FE&E R DNS E41& (MEH).
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RAriEmE

AW TTEERRXAIN DNS EHE

BULERATE—2T, BXXEGTTREANESER , 5K £H Amazon VPC,

 describe-instances ( Amazon CLI )

* Get-EC2InstanceAmazon Tools for Windows PowerShell

R &40
EHRHAEEMEEONIE DNS HE

1. BT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,
ESMBEES , %R Network Interfaces.

MBIRPEEMEED,

EFMESE®RP , FA%F DNS (IPv4) FEE ~FAH DNS EH B,

w0 N

FRAGTITEEMNEEON DNS =43

BULERUTE-—®T. AXXEBRTITREANESEER , HSH £H Amazon VPC,

+ describe-network-interfaces (Amazon CLI)

» get-ec2 () NetworkInterface Amazon Tools for Windows PowerShell

EEMELH VPC B9 DNS BN

B LABE Amazon VPC B H| A EFH EFHEH VPC AEY DNS EFEE M.
R A FHRFNERH VPC By DNS X #F

1. BELATMutIiTH Amazon VPC ##&1& : https://console.aws.amazon.com/vpc/e
2. HESMBERKF , %EZF Your VPCs(#EH VPC),

3. &HiZ VPC HEIRAE,
4

EE Details (FAE L) PHER. ELRFIF , 2FEET/E A DNS hostnames (DNS E#H1£) H

DNS resolution (DNS #47).
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https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-instances.html
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Details CIDRs Flow logs Tags

Details

VPCID State DNS hostnames DNS resolution
vpc-e03dd489 (& Available Enabled Enabled

5. EEHXLIRE , iHiEE Actions ( B ) , AR/F1EE Edit VPC settings ( 4538 VPCRE ), &
FERIEY DNS Bt EiERRERR Enable ( B ) , RA/F1%E$F Save changes ( REEX )

FEABSITIHE VPC 8 DNS XiF

BULERUTE-—®T. AXAXESRTITREANESEER , HSH £H Amazon VPC,

* describe-vpc-attribute (Amazon CLI)

» get-ec2 () VpcAttribute Amazon Tools for Windows PowerShell

FRAMHITESR VPC 1Y DNS i

BULERUTE-—®T. AXAXESRTITREANESEER , HSH £H Amazon VPC,

» modify-vpc-attribute (Amazon CLI)

« Ym%E ec2 () VpcAttribute Amazon Tools for Windows PowerShell

IRREEXE

EFHABEN DNS HE (W example.com) MARFEAFE IPv4 tbit siAmazoniZ I FAE DNS
EHEKIFRERN VPC FRER , B LLE Route 53 FRIZ— M AEREXE., AERXEXEME
—NAgs  HPEsNEERBALFENAE—NEZN VPC A ENE R E FEEBAREN TR
KRR AFF R Internet, IEATLABIE Route 53 AIRICTKE , AR E Route 53 45 20 4a] M R7 X 849 13 K
HFmmEiR, i, MREFERNIT example.com B ¥ 8515 KRB A EE VPC FHEAD Web RS
2, IUELZNAEREXFHEE—FK A IBRHIEEZ Web FRSEFH IP Hitit, BXIERERE
XEWEZEL , 510 Amazon Route 53 FF A AR/ FHERAFLEILE X,
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EFABEN DNS BB B EER , BTUEETIRY VPC RsEfl, EERWEFP | B @isE

A ping B HRMHRETMMEREXFHHRIRN EE L DNS EFFREIZEIR ; #la0 , ping
mywebserver.example.com, (ZRAMERENEHIHZ AN ALF AL ICMP REF BERE ping
ALA nth M — /=

Ap T IE'%E{TO )

AEREXFHAXE VPC AMEERR ; SlA , BF LR RIR EE LA DNS B#M VPN EHE
BY 55 — Ui 13 [F) B o

/A Important

MR EEATE Amazon Route 53 FFABRE X E K BE L DNS 3F , M A5
enableDnsHostnames # enableDnsSupport BHI®E RN true,

VPC WM St A&

Mgt A& (NAU ) RNATRELME R ERAVERR , AT BEN X MEER VPC B RD, 1
NAU £ TERIT AR VPC K/ ER

ST BERIEL VPC BY NAU BTl , BB VPC RREI& R & VPC BRI R/
- MEZhuAE - £ VPC AILAEN SR A NAU £, BIAMBERT , 840 VPC RZALUE
64,000 ™ NAU 275, @A LLERFRERSE 256,000,

- WEMKUAE - VPC REMBEXNE VPC W& A NAU B, 1R—1 VPC 5EF—XEHHY
Hfth VPC 1% , MEZRKINERT , AEH VPC &ZAILE 128,000 N NAU # 7T, EALLERN
BRE#IESE 512,000, BFRRXFHNE VPC T2 &0 LR Hl,

A LB AT AR AEA NAU :

- EOIRELMEZE , iTE NAU BT UHBBERERE R/ TERE S HEZ VPC L,

- 812 VPC g , £/ Amazon CloudWatch ¥3# VPC B9 NAU EAER , FEFT LB NAU ELEIR
#l, BXEZEER , BS Y the section called “CloudWatch metrics ( CloudWatch 1845 ) 7o

NAU BT E 75N

T % NAU 01T & 75 XAl AR B 84T VPC ¥ Fa it %o
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TRUEA THA VPC B NAU TR EIR , LR SMERAERN NAU 2T, %5 Amazon &R
RTAENNAU £, BOERRTAZNNAU £, B ERZREK T # NAU HiITES K,

2

iR NAU # 7T

B4 VPC 1 EC2 RAIMMEEANEBNLERLE IPv4 IR EAD 1
IPv6 tth ik

By INE EC2 KABIAY H M 453 0 1
D ELAME O BIR 1
B AZ WM BRI E =R 6
ST AX KM% Load Balancer 6
B8/ AZ 19 VPC i R 6
Hh 3 ) S HEEE 6
Lambda BK%K 6
NAT F3% 6
B InZ EC2 =HIM EFS 6
NAU =4l

LTRBIGEEAT NAU B9t E AR,
APl 1 - A VPC NEEENFHA VPC
B —XFEPHXNE VPC &5 F NAU AERH,

+ VPC 1
c 2ANFRODHETHRUNTAXA , B 50 MNEHEIGHEER - 600 I NAU £T

« —NFRHH 5,000 NEH ( BNEHIERESF — IPv4 sk IPv6 ik ) , B —NFRFH 5,000
ANLB ( BANEPIEER IPv4 3R IPv6 it ) - 20,000 N34T

* 100 4> Lambda B4%k — 600 4> NAU # 7T
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« VPC2
c 2ANFRDHETHUNTAXA , B 50 MMEHREIGHESR - 600 I NAU #£T

. —ANFEHH 5,000 NEF ( BANEHIEES — IPv4 #HER IPV6 it ) | B —NFRFE 5,000
AN (( BAERBIFEESE IPv4 #i3b R IPv6 it ) - 20,000 A7

* 100 4> Lambda B4%k — 600 4> NAU # 7T
« X% NAU 221 : 42,400 MR T
« X% NAU RRIABRET : 128,000 M & T

| 2 - ER P EMKEZNTA VPC

5EX% VPC ~E , £AHEMEEN VPC T2 5H NAU A5 R,

« VPC 1
c 2ANFRDHETHRUNTAXA , B 50 MNEHREIGHESR - 600 1 NAU #£T

. —ANFEHH 5,000 NEF ( BANLHIEES — IPv4 #HtR IPV6 it ) | B—NFHFE 5,000
AN ( BANERBIFESE IPv4 3R IPv6 it ) - 20,000 A7

* 100 4 Lambda B¥% - 600 > NAU #7T
« VPC2
c 2NFRS A TFIHWTARXRA , B 50 MK EISESR - 600 N NAU #7T

. —ANFEHH 5,000 NEF ( BANEHIEES — IPv4 #utR IPV6 it ) | B—NFRFE 5,000
AN (( BAERBIFEESE IPv4 #i3b R IPv6 it ) - 20,000 A7

* 100 4> Lambda B4%k — 600 4> NAU # 7T
- 81 VPC By NAU E% : 21,200 N & T
« 81 VPC By NAU ERIABRER : 64,000 NE£ T

EHMIKFHE VPC

VPC £ZE R ¥FZ 4 Amazon Web Services Ik P H N ARFEIR [5120 Amazon EC2 324, Amazon
Relational Database Service ( RDS ) ##ZFE. Amazon Redshift £8#] Amazon Lambda B %K) 82
BHEWNEFEER Virtual Private Cloud ( VPC ) H1, EIER A | #HE VPC WK, (REE) 5
J& T Amazon Organizations FE— W EMBKS (5% ) HZE—IMHIZNFN, LZEFH2ZFE,
SEEANEE, A2, BRABBREMMNEENFRINNARFRER. S5ELEEE. SR
BRETHMS5ES VPC HEENER.
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BUUHEEN VPC , MENEESEREANTHENGETLRNNAARRF , A VPC AR
XEEH, XABDECIEMEERN VPC BE |, RN A RMAIKF I TIHRAG RS, SaLUEY
{FFAEREINAE ( B2 Amazon PrivateLink, A%< VPC I EEE ) HiEH£Z# Amazon VPC ¥
i —SEEMEIEIN. BX VPC HERIHWEZER , SR VPC = : ZIKFH VPC EEMNHA
o

- IEENSEENTENRR
« Amazon HEMHEZE VPC ¥
« VPC HERH

s HEREFFHALE FRE RA

£ VPC ML REH

BTN ULHEREKRKFEARRAEZE, BXBARREENEER , H5H (Amazon RAM AAF$E
&) FHYIEE Amazon Organizations & A=,

HEFW

BRI S AHAPEHMK A RZFRIANTFHN, EREZFRN , XTMEEFERAERZENFH, AmazonLK
P, tIlBENFBEECHEFRWENDLUSEZE—NMNEREEZ, EXUNBRREENER , BSH
{Amazon RAM AF#ER) BPHEIZTREE,

Eﬁﬁ?‘aﬂéu = /\?—%Ix—.l

1. BELATMuLFTFF Amazon VPC | #& : https://console.aws.amazon.com/vpc/e
2. ESMBEHKP , % Subnets (FM).

3. BEBRENFW , REERRE. HEFW,

4. BEBRENFERAE  ARERERAE TN,
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f£ A Amazon CLI %

{8 F create-resource-shareflassociate-resource-share

HEFH

A
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5 AT X AR 5 F
NERERDE

IXENEATRAX , R TAXMRE 2 SNKF AR Hla0

o

&M us-

east-la IKF M ATAHX Amazon A5 % — us-east-1a KB Amazon A ER—LE,

EBEKF B A XERTT VPC = |

VY EA
y DAY

NEEMA AZ ID ( AT XA ME—,

—HHRR ) o Bl

W, usel-azl 7 us-east-1 XiFHWEP—NATHRXH AZ ID, £H AZ ID BE—NKF R EIR

XTS5 —NKFRE.

O LATE Amazon VPC B H| &R EFE N FME AZ ID,

TERERTHIKS , eIEFTRNTAXABE AZ ID BVBRE,

us-east-1a Availability Zone ! us-east-1c
usel-azl !
‘ "' l* ‘
Pl us-east-1c ! ”"a”abq”3£f”e ! us-east-1b T
111111111 > ueels i 222222222222
‘ us-east-1b Availability Zone . |us-east1a ‘
usel-az3 !
> €
MHENFREBUERE
; / /\;o E / E ,‘“’\ A B
REERNTUNESEERAEZNTNEUERE, ERFERAENTRECERER , FHRAUTH
-

. i)uﬁ*'—“f%ﬁﬁ%ﬂ&&ﬁﬂﬂﬂﬁ tENFMHPIET. EFERLFEETER (Mauto F BT R

i ) B9 Amazon £E
MO

% (i

. BEEECEERENTINALEB R AR.
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- SEETLMENR., BAFMBEREMCTF FRPHER.

- MRSEEECECEAEN FHHRNERRR , MABELEZNBRAZFMIHZFN VPC, XX
SEENREBERENFNANRARR2E , BEESERBRFRIHZEFN VPC,

EREHABERAZE TN

1. BELLTRutiTH Amazon VPC ###1& : https://console.aws.amazon.com/vpc/e
ESMBERKSF , %EF Subnets (FM),

ERENTR , RAEERRE. HEFW,

RERBRE, FLEAE,

nal

£ Amazon CLI BUEHZFM

£ F disassociate-resource-share i85

BEAZFMHEESE

S5 ETLESER Amazon VPC BH AR R TIT IEREFTEEELAEZN 7M.,

EREHAREFMAEE

1. B AT MuLiTFF Amazon VPC #2#& : https://console.aws.amazon.com/vpc/e
2. ESMBEHKP , % Subnets (FN), FAEEIE TR FRFFE.,

5/ Amazon CLI BEFMAEE

£ describe-subnets H describe-vpcs @ F , MKW FTHH L PFSFEREEEN ID.

&I VPC AR
MEENSSENEREN VPC BBAR.
BEERRE

VPC HIEEMTREIE, EEMNMBREHRE VPC XM RF, HFSETFW, AR, WEZACL, X
ik, Mxia, O S, Amazon Route 53 Resolver g, BEERMMx, NAT Wx, ELFAE
X H Transit Gateway % ) -
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SEERR

SEETUERE VPC RelZ—AABRMN VPC HiR. fltn , SEETLUGEMEXEOMEZSA | It
AT HNEBENMEEOSA VPC RBE, S5&ECIEN VPC BFRFITASEEKSHH VPC IR
;M MARABEKSHRI. AXESEEL , HZH VPC HE,

REENZSEENITRNITE

s ERZEVPCH , BN SEERENARRFRRSE , @ Amazon EC2 £4|, Amazon Relational
Database Service #i#EE. Amazon Redshift £8£ ] Amazon Lambda E#l, S E5E&ZEXEXNER
AXEHFEAHERNBEAHER , URIEBES VPC JEERE, BB R M < M 5% 2 18] B I 3E 1%

% A, Amazon Direct Connect

- VPCHEEXZNE/NNEA (MRER ) , B NAT Mx, BERIFAAENX, HEMK, Amazon
PrivateLink 1 VPC LixT S BIELEBEMEBIBEELm BT A, i, = VPC REAMNAE IPv4 it
Em VPC FRIEEWT. BXAE IPV4 it EMNEZER ﬁ%wﬂ Amazon VPC BN TWHE EH 2
B IPv4 &R,

s ERE—NATARXSE (A AZ-ID #HITH R ) ABEAHERRN L MAZRBERRNIKFFT
B,

FBEENZEENTENINR

FEAHREZ VPC FMEt , L TFEEMNBREAT VPC BIR :

Sif
cht

i

H&E
- SEETEEFMIBEENRE VPC FRAPGIE, BIBRIERRAE.
- ZEETALUEMIFEBENRE VPC FMAP I, BIBRIERRBE.
* VPC B E L EHR MRS 5E CIRERE.

\»

BERRIM > MR H A BB R R

- ZEETLEEHAZ VPC FRFCIZE, MMEMEBRERMMXMREAERMNMNX, S5ETUEH
= VPC F I #5R B Bk R X < AR HH A BB R,

NAT M

- SEETLTEEHAZ VPC FRFGIE, BRI NAT WX,
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R imEEE 5I&R ( NACL)

- ZEETEEHAZ VPC FHH IR, BMERSER NACL, ZEZEFALUEHRE VPC FHH R VPC
FRAE &GI8 NACL.

M 4% 420

- SEETLUEHRE VPC FTRAGIENEEND ., SEELENEMEMIT K ( HIaMN, 2EHE
AMEED ) EHE VPC FHHER VPC TRERIEZNNEED, S5ETEMIENAE
VPC RS MBRMEEO, fl , S5E TR IP it 544012 A W &3 O XBR AR RRER,

« VPC AR EAILHRRE VPC FTRHSEERBENMEEND, VPC ATAETREAEMES X E
REEERANMEED , fIIERE, 2BREAHRE VPC FRHPSSERENMEED,

BRI 2%

- SEETLEERZ VPC FMAREREBEE (Hl0 , 218, MERSXKEREK ). S5ETMUERE
VPC FM = iR B& B ko

goge |
« SEETLUEHRE VPC FRHGIE, MR, #HR, BXRLE , WBRLAMNEZANEZHAN,
SEETLEUEMAEMBSNER VPC FIEECIEZNZ 24,

- ZEETUEMIMNBEENZ2APCENAN , XEHANSIAETHEMS5EY VPC MEEN RS
48 , I ~FR7R : account-number/ security-group-id

. SEETEEARM VPC FEERSSEMENRLARDRA. SE5ETEER VPC HRUR
LARPRG, BHARELARTHAE.

« VPC IEEALEHRE VPC THAHAHERSEECENZTEE, VPC ATEETRRUMEMEML N E
REEEMENREA, fitn, VPC MBELEERASEEUENT2HARBIEM,

EiL

« SEETFEERHAEZFNHXLEFMOEXEE. RE VPCFAEETL, S5HETLUEHRE VPC
TR PR M,

« VPC FiiE & REEEE Amazon Organizations 5@ — AL HMKAHAL LN HEZFM, VPC A
BELERZMNTERIA VPC I FH,
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REM X

« RBEVPC FREEAILLRHPEMXMHINEIHE VPC FH. SE5ETEE,

VPC

- 35ELEEN VPC 5 VPC WHXEM. RE VPC FIEETL, SE5&TLUER VPC, VPC B
M F DHCP &I &

« VPC REMHAE VPC AARNIREFTRESEEHRE,

Amazon RIEMALZ VPC ¥

LAR Amazon Web Services X#EFHE VPC FRAN AR, BXRZBRFUNMAXEFEHRLEZ VPC FRNES
EE | FiHM MRS U EEE,

* Amazon Aurora

* Amazon CodeBuild

* Amazon Database Migration Service

* Amazon EC2

* Amazon Elastic Kubernetes Service

 Elastic Load Balancing
- NHEFAEGESE
- XA ER
- MEREHGHER

* Amazon EMR

* Amazon Glue

* Amazon Lambda

* Amazon Network Manager
* Amazon Cloud WAN
- WMEIER D HER
* Reachability Analyzer

* Amazon PrivateLinkJr

* Amazon Relational Database Service (RDS)
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https://docs.amazonaws.cn/elasticloadbalancing/latest/gateway/getting-started.html#prerequisites
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/target-group-register-targets.html#register-targets-shared-subnets
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-clusters-in-a-vpc.html#emr-vpc-shared-subnet
https://docs.amazonaws.cn/glue/latest/dg/shared-vpc.html
https://docs.amazonaws.cn/lambda/latest/dg/foundation-networking.html#foundation-nw-shared-subnets
https://docs.amazonaws.cn/network-manager/latest/cloudwan/cloudwan-vpc-attachment.html#cloudwan-vpc-attachments-shared-subnets
https://docs.amazonaws.cn/vpc/latest/network-access-analyzer/how-network-access-analyzer-works.html#analyzer-limitations
https://docs.amazonaws.cn/vpc/latest/reachability/how-reachability-analyzer-works.html#considerations
https://docs.amazonaws.cn/vpc/latest/privatelink/create-interface-endpoint.html#interface-endpoint-shared-subnets
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_VPC.WorkingWithRDSInstanceinaVPC.html#USER_VPC.Shared_subnets
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* Amazon Redshift

« Amazon Route 53

« Amazon Transit Gateway

* Amazon Verified Access

 Amazon VPC
- NEFEE
- REBH

* Amazon VPC Lattice

T AT GE R BIFT A SIS £ = VPC & PrivateLink £/ VPC &% S Amazonfi%. XN

BR%5 513K PrivateLink , 2% Amazon PrivateLink}gEAmazon PrlvateLlnkﬂFEZEEZE’JAmazonHﬁ

Fo

VPC /\?lzﬁgﬁi

VPC HEHFHEMXNRHA. AXESER , 55H VPC £=,

HERNEFMNFLE F B RA

ZRLAR  BFE-NKF (/P A) REBEMRRE , @ VPC, M, AKX, MWXxHM CIDR
SEE , ARANENAERFERFROEMKAKS. KF D ENABRFEEEZIERM, K~ B M
KF C ENRAEFIAEEEZIEERM,

T A £ Amazon Resource Access Manager I FRBIBHRRHRE , HEKF D HELNAFN , 5
WP B FMIKF CHEREFM, BNMNKFREEESEHAZENFRIEFNCIERR. SMNKFEHAN
BEHleExEFMPelZNRIR (Fl, EC2 EHIMEL4H ),

HEFRNAFEFHNNEE , At , HEARSFAZFREBEHRMERE,

VPC HE[RET 102


https://docs.amazonaws.cn/redshift/latest/mgmt/rs-shared-subnet-vpc.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/hosted-zone-private-associate-vpcs-different-accounts.html
https://docs.amazonaws.cn/vpc/latest/tgw/transit-gateway-share.html#transit-gateway-shared-subnets
https://docs.amazonaws.cn/verified-access/latest/ug/verfied-access-endpoints.html#shared-vpc
https://docs.amazonaws.cn/vpc/latest/peering/vpc-peering-basics.html#vpc-peering-limitations
https://docs.amazonaws.cn/vpc/latest/mirroring/traffic-mirroring-limits.html#traffic-mirroring-limitations
https://docs.amazonaws.cn/vpc-lattice/latest/ug/create-target-group.html#target-group-shared-subnets
https://docs.amazonaws.cn/vpc/latest/privatelink/aws-services-privatelink-support.html
https://docs.amazonaws.cn/vpc/latest/privatelink/aws-services-privatelink-support.html

Amazon Virtual Private Cloud

RAriEmE

Orgs account B Orgs account C
"""""""" K_ A
4=}
o L KN
EC2 EC2 EC2 RDS

o

Orgs account A @) Public subnet

! b
Orgs account D ! p}p
i b

MAT gateway

L4

Internet
pateway

K A(111111111111) EIKF D (444444444444) K ZERNEFMW, P D BRI TFH , HEES
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< HE-EHAEREEKS ID ik,
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£ VPC B EIA#X1E, Wavelength XiF sl Outpost

B LUELKRSNMIBRE VPCER (WFW ) . XEMNBEHRXE, “ATAKX", “FibX
7" M “Wavelength XF"H . BNXEERE — I i X,

- TARRESMNXEANSIMIERENNLE.,

s KiXFATEESNINELARAFPRENNERBRR (MITENFE ) .

« Amazon Outposts AJfFA#l Amazon &S5, BEMZEFMEZEERXSIATLFEMABES O, EVREE
Z2 6] S AN i 1R HE o

« R A Wavelength Xig , F R AR AN 5G RBENHKRLAF T EEERIREEN RN ATRE
7. Wavelength A SURHR A Amazon iTEMF#RSF BN BEEZEEHH 5G ML 4.

AmazonZTEEAS TRAMN EHKEP L. BEPOLENSREZBREETE —LENFRERHIN
AAMNEE  SRAXTHERDRE, IREFMASFIBEEEIVELNHE —MIE , NEW
FRBESRBIER AT A,

EXREBREBHNILBHESHE , S Amazon Wavelength 7 IR B FE

Amazon Local Zones H Y+ M

Amazon Local Zones AFZERIERAFWNERERR , HEFERAREN API 1 TEELEEEZS
Amazon X R MRS, HEBEABXGHEIEFME |, BtafF VPC ¥ BB NZA M XiF,

E($H Local Zone , BEEEBR/UTHIEE :

« EEMA Local Zone,
s EXRMTRBXAVEFM,
« 1£ Local Zone FMH B RIR , LBRENNAEFFIEAF.,

TEETRHW VPC L TFXRERIL (BREXM ) (us-west-2) XiF , EEZANATAHRXM— Local
Zone,
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https://www.amazonaws.cn/wavelength/faqs/
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Reqgion us-west-2

| AvailabiltyZone i |  Availability Zone | ! Local Zone
! us-west-2a P us-west-2b i ! us-west-2-lax-1
Subnet Subnet Subnet

812 VPC Bt , A BLEERE R VPC 2Bl —4HH Amazon IREHAE IP tisit, BET AR IXLE#bHEE
BEMGBFA , DUt REBNZAE, REMGDRAR |, IP it FeEEMKLRAR B, X
BREREFEEHEALKRNRIFEAMSD (PoP) , THEEF A KFH R X , M\aEH 15 RMELER it
®. XT Local Zones R EMN R XFKTEII&K , FZH Amazon Local Zones AFERFH A AN
Local Zones,

LUTFINE R T A X

- A XETFNERSAAX FMARMNBEEAN  SFHRER, TL2AMMLE ACL,
« HIGEBRMREMA i X R ER A T o

- BUPMEENE IP it UEEAXEAFERH, sEbuA , BAIEEBRSHSP IP itz
B, RITHEMAIMBLRE , BULORELSH , FibutREBVE, ME IP itz , BFE
EAXEER Xz BEaxtmit (Hl , M us-west-2-lax-1a B us-west-2),

+ R Local Zone X# IPv6 , WA BAIER Amazon 12K IPv6 IP that , FFEEH VPC HIE
VPC WM &0 SRAE X B, BxZ$F IPv6 B9 Local Zones %3k , &5 Amazon Local Zones B F 8
EHREEEN

o IBTFETE Local Zone FMA B VPC i .

BXEM Local Zones WEZEE , 28 Amazon Local Zones FF ™.
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https://docs.amazonaws.cn/local-zones/latest/ug/available-local-zones.html
https://docs.amazonaws.cn/local-zones/latest/ug/available-local-zones.html
https://docs.amazonaws.cn/local-zones/latest/ug/how-local-zones-work.html#considerations
https://docs.amazonaws.cn/local-zones/latest/ug/
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BERMMXEEE S

EARXEPER ( KXEPH ) BERERMNXE , FERUATEER

B L ER XS EHEAMEM P ik Amazon B DB /AE IP it EEBKMMx, Hx
EXRUSE M 1P bt MM BFEA M XIBH M EBRE, BEXREZEELR |, 557 the section called “# 4%
IP th3t”,

BRRERBE N ZXFIRENHY P it

it X P AR RO SRE IP bt SXI A RS % IP it EEE LR, BXESEER , B30 the
section called “B 1 IP #hit”,

B ESAM X R RAKNEBRPEAERKNMNX, BXEZEEL |, 5 the section called
“BREEBEBRMNMX",

&£ A Direct Connect W% 1/ [a] 2% ih [X 1T

ZERE—TEHFZEXRMHBEFEF OHRARBT BXAHNERNER. BULEELMALAERNXATEER X
HRBKHY VPC , LUEREE] Direct Connect M%<, Direct Connect M <iE 2 X5 #J Amazon Direct
Connect ¥ 5, At ZPEBEHIEH /OB 5i%Z Amazon Direct Connect {Z E#) Amazon Direct Connect
ERE,

® Note
EXEEW , £/ Direct Connect K EZ#th X1 F M HY i & T 218 A ih XY R X5, 16
R, RESXAZERERIRAMXE, XALURDIER , #EBTIRES NARFNIERE
E.

NTUEE , AUEELTRR

s EXRMTBXFRKEN VPC WELFBENRK, &0 LATE Amazon Virtual Private Cloud Console

PR FRIFAEERELER FRH VPC , A LAER describe-subnets,

B MANRELAEMENES | H28 (Amazon Site-to-Site VPN B 155) ey fIz2 B 47 M
%,

« Direct Connect i1, N TIRBREIERMERE , Amazon BN FEAENFRT BN KRREIEA X

8 Direct Connect ¥4 5.,
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https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-subnets.html
https://docs.amazonaws.cn/vpn/latest/s2svpn/SetUpVPNConnections.html#vpn-create-target-gateway
https://docs.amazonaws.cn/vpn/latest/s2svpn/SetUpVPNConnections.html#vpn-create-target-gateway
https://www.amazonaws.cn/about-aws/global-infrastructure/localzones/locations
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BXRWMANTWEZNER , 5 H (Amazon Direct Connect AAF$ER) IR iR,

« —/N Direct Connect M%<, A< f1{A#|% Direct Connect MX<H{EE , &2 (Amazon Direct
Connect AF#Em) FHEIZE Direct Connect M%<,

« ¥¥ VPC ##£F| Direct Connect KB ERLFABE MK KB, BRUASIEZELFLEMRKRENEER ,
&5 (Amazon Direct Connect AAF#5R) Y <BX FEUHE < B E LFAE M <,

« M Amazon Direct Connect ¥ S B At TEBHIFH OMER ENWAEELZEO, EXU{AT4I2 Direct
Connect Mx<M{E L , 52 (Amazon Direct Connect FAF1ERE) B M 6|2 %] Direct Connect M3
MIEELIEDO,

RAR#Y B X FMEES P EMX

BITENFBXEPHN FREIZPEMXER, TEERTUMEEMS  BEREXEFHFMEY
RAUAXEETPEMRX, EABXETUIETN , AERXTHAXP IR TR, FRATHXEFE T M
EEIPENX  REEBRBERPHINEN VPC IEZ—NEH , ZEEFATHEM VPC CIDR KRER
BB R MR ERMEED,

(® Note
MARER S0 & E A1 X33 F R R B 8 B KX,

Amazon Local Zones 1 #)F M 107


https://docs.amazonaws.cn/directconnect/latest/UserGuide/Colocation.html#cross-connect-us-west-1
https://docs.amazonaws.cn/directconnect/latest/UserGuide/direct-connect-gateways-intro.html#create-direct-connect-gateway
https://docs.amazonaws.cn/directconnect/latest/UserGuide/virtualgateways.html#associate-vgw-with-direct-connect-gateway
https://docs.amazonaws.cn/directconnect/latest/UserGuide/virtualgateways.html#create-private-vif-for-gateway
https://docs.amazonaws.cn/directconnect/latest/UserGuide/virtualgateways.html#create-private-vif-for-gateway
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¢ Availshility Zon + Availshility Zone 2
subnet 1 subnet 2
h - B
ocal Zone A ' Local Zone B
subnetd i subnet 3

AHFROIBUTHRIR

BINRAARFHNFMN, BRXEZEELR , i34 the section called “BIE F /",
REMX, BXEZELR , B3 H Amazon VPC Transit Gateway F Y 622 MK,

FEAXTAXHNEAN VPC WHhEMXER, BXEZEER , 152 Amazon VPC Transit Gateway
R BIE VPC PN xER.

EhERXES KNP ENXEER, BXESZEER , 3% Amazon VPC Transit Gateway
P ERXEHER.

FEANVPC, £ VPC BHEXRFEIE—NKE , ZXBERFE—1 VPCCIDR R Bt , HfF
REMXEZPIMNEED ID EHER. EERPEMXERNMEED  BEMZZEONEASE
RPEMRERMN ID, BXEZELR |, HS M the section called “F M EEH",

B2 VPC 1 K RBIER &R,

BB B 45
VPC 1 CIDR ##
VPC 2 CIDR
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https://docs.amazonaws.cn/vpc/latest/tgw/tgw-transit-gateways.html#create-tgw
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-vpc-attachments.html#create-vpc-attachment
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-route-tables.html
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B E B 5
vpcl-attachment-network-int
erface-id

AR 2 VPC 2 IR R,
B E B 5
VPC 2 CIDR ##t

vpc2-attachment-network-int

M6 2t (G erface-id

UTRAEMXEHRRN R, 81 VPC 1 CIDR RIFABE R HEMXEH K,

CIDR Attachment BEER
VPC 1 CIDR VPC 1 ### &%
VPC 2 CIDR VPC 2 ### &%

Amazon Wavelength ##Y F X

FA Amazon Wavelength , F E A A ATURABHIEZNELXAFITEEGBEERHNNARE

F. Wavelength B LUF#R A Amazon ITERMF#RSHBEBEZEHEH 56 WKL %, FEA
ATLFELFAES (VPC) ¥ BE—1EZ/ Wavelength Zone , A/5EH Amazon EC2 LI
Amazon FRKZ1THEEREIER HEZESXEFH Amazon Web ServicestI M AEF .

EfH Wavelength X135 , AT B FCIEZBMAXE, #ETX , £ Wavelength Xl FR, &7
LAfE Wavelength Xig /i £]2 Amazon EC2 3£, Amazon EBS & Amazon VPC F£# Carrier
Gateway., Lth , ZEALAERBEY EC2, EBS M VPC & HEEEAMNARS , &1 Amazon EC2
Auto Scaling. Amazon EKS 5& . Amazon ECS £#&. Amazon EC2 Systems Manager, Amazon
CloudWatch, Amazon CloudTrail #1 Amazon CloudFormation, Wavelength I RS2 VPC B9 —EB
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7, CEBYAENSTRIEEE Amazon XiF , ERZYA15E]2$E Amazon DynamoDB 1 Amazon
RDS £ AK RS-

LAUT#HNSERF Wavelength X1

- YIRTE VPC HEIEFRHFEHE Wavelength XigikBkat , VPC ¥ B E| Wavelength XiF,

« RINERT , BEBBEA Wavelength X1Zi#) VPC F8IBZH BN FREBLHEE VPC BBHEK ,
BEAMIEEA,

« IR Wavelength XIEH FRH/F3h EC2 SEfirt , B A EDEIZER IP ik, EEEMKXFits
HATFMEOE Internet RBFZRRE. SEEMAFER NAT ittt |, AENRERERE
Wi, REEEZEMNENREBLZEEM<EEH.

o AL VPC BE R Wavelength KIHH FREBHRPWEIRRBAEEEMK , NTIATFRE
BEMNENZEFINEZNALRE , MREIEEFEMER Internet KX HILRE, BX Wavelength
KRN EZEE , 50 (Amazon Wavelength FF & A R IER) HHEEH.

« Wavelength XKIBHHNFMEATAXFHNFMNEGHBENMEAEY , BE IPv4 ik, DHCP I
FIMLE ACL,

« BT ER Wavelength XigiH#9 7™ €12 Transit Gateway &, EABEI R ATAXHH 7R E|E
M , REBET Transit Gateway FFRERBEIFIZEBE N, BXTA , BSHAT—T,

FHEZ D Wavelength XAt A ZEM

RAAFNTFRE— VPC HF[E Wavelength XiZiAH EC2 kPl RIEEEF. MREBEEETE
Wavelength XiZiZ BI#1TEE , Amazon BIWEFERAZ ) VPC , 1 Wavelength Xigi—14, &AL
AR IE X L VPC, BLELE A X Wavelength X i3 H #9324 2 (B #E EiB1E

Wavelength Xi#Z| Wavelength KB REEZ AL Amazon Xifl. BXEZEER , HSH
Amazon Transit Gateway,

TRERT AHEE M EUZIERDNTRE Wavelength KBRS FIEEBE. BHEMHmD Wavelength
XiF ( Wavelength X153 A #1 Wavelength X1 B ) » BEERBUTRREFREIFES -

o XFEA Wavelength X35 , SIZ—MITERXUTAXPHFR, EROIF , BEIZTFR 1 MFN
2, BXBIEFMMELR , 1§51 the section called “BIEFM", £ describe-availability-zones &
BRAAKX,

o RERK, FRMXEE VPC, AXUMEIEZEREMINER , F5H (Amazon VPC Transit
Gateway $5F) FHBIEZPEFM K,
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https://docs.amazonaws.cn/wavelength/latest/developerguide/how-wavelengths-work.html#wavelength-routing-overview
https://www.amazonaws.cn/transit-gateway/
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-availability-zones.html
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-transit-gateways.html#create-tgw

Amazon Virtual Private Cloud AriEE

« X¥FH/A VPC , VPC EHH Z| Wavelength X R Al X Transit Gateway ., BEXEZELR | &
Z % {Amazon VPC Transit Gateway 15F) H# VPC K Transit Gateway &,
- RERMXEBAXRFTEN VPC KB, BXRMAEIZE Transit Gateway BHNELR , ESH
{Amazon VPC Transit Gateway $8§88) H B M < H =z,

- WFEAVPC, £ VPC BAKXRTPOUE—15KE , ZXEBFNE—/1 VPCCIDR EN B , 4T
FEMX IDERNBER. BXEZEER , S the section called “PH M EEH",

ERFIH , VPC 1 WERAREIEUTRE
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Amazon Wavelength F#7F ™ 111


https://docs.amazonaws.cn/vpc/latest/tgw/tgw-vpc-attachments.html
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-route-tables.html
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Availability Zone 1 Availability Zone 1

subnet 1 subnet 2

i Wavelength Zone A | i Wavelength Zone B |

Amazon Outposts # Y+ M

Amazon Outposts N R EHEBEH Amazon BHEMEE. BS. APIAIITE  AFEREN=HY
BHEZTENNAREF. Amazon Outposts FFEEFESFEURER AR TR BNARFIREHT
ERE , UREEEARFENLCERIEN T/EMEK., BX Amazon Outposts WEZEER | HSH

Amazon Outposts,

VPC &% — Amazon X HWFFE AKX, &M Outpost EEBERXRXTE , B LAEZ VPC
R Outpost BRI FM , N iZXEHWFTE VPC 3 EEIEH Outpost.

LUR#E A F Amazon Outposts :

o TR T —/ Outposts L&,
« ER Outpost BIEFM , BEELIEFMAETIEE Outpost BIAmazon BEIREH (ARN ) ,

+ Outposts HZ - AARMMXALIE VPC SEXRMMEC AINMEERE, BXEZER , B3R
{Amazon Outposts FAF 1) K AR R ><,
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https://www.amazonaws.cn/outposts
https://docs.amazonaws.cn/outposts/latest/userguide/outposts-local-gateways.html
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« Outposts AR5 88 - AAMNEEOLE VPC ERNEZ ZBHNMEEE. EXESEER , B5H

{EFTF Outposts BR%-28H Amazon Outposts A IERE) Ry A0,

« MABRT , 8% VPC RelZH SN TN ( 2N ER Outpost BIZMN TN ) , MAERKE VPC
MERBARKEK, SBEATURAENKREARE VPC FHFMERXKE |, FRAMMRERER AU

MENPIEREN T — BB 47,

Fegion us-west-2

Availability Zone P Availability Zone
us-west-2a v us-west-2b

E Customer Premises

Cutpost

(e

Private subnet Private subnet

N -

Private subnet

N

il BR 4285 VPC
A% VPC R AR,
=R

EMIBR VPC 281 , BAELIEHMBRTE VPC Pl TIEREXREXAMEEONEMHR. Flwm, &

RAEL IE EC2 SEGI HIBR A1 EEE. NAT Mk, HEM>x VPC #HH MENQ VPC iwvR.

B &
o ERAEFEAMBR VPC
- FERABSITMER VPC

fi£ F #2231 & M BR VPC

WRIEFE A Amazon VPC 241 MER VPC , RITEARNIEMERUT VPC A4 :

B &8 VPC
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https://docs.amazonaws.cn/outposts/latest/server-userguide/local-network-interface.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/requester-managed-eni.html
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« DHCP &It

o {NHOEBRMMK

« PXiRR

« Internet M%<

- M4 ACL

- BRHX

- B24H

- X

EREH AMBR VPC

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. 1k VPC HFAERAl. AXESZER  HZHEMT Linux X618 Amazon EC2 A fEmH
AYLE IE SR B,

BN AT Mt 3TFH Amazon VPC ###l& : https://console.aws.amazon.com/vpc/o
ESMBEEF , %$#F Your VPCs ( & VPC ) ,
EBRERIBRE VPC , RIEHA0OKXIER Actions ( #4E ) . Delete VPC ( il VPC ) .

MRFHEELTE LMEBRIL LN EIR , RERMNFEMER VPC , MERMNSERXLERIR, HH
BRBLUEXERET , REER. BN, RIVFERE VPC 2 AEEMBRNE IR, ©ESIX , AF
BEHIT T —FERIF

7. ("Wt ) WREE Site-to-Site VPN iEHE |, M AT SUE R IIE TS EMIBR, MRBITRIES -1
VPC R{EARFPMX , RIMNEBIEIZE Site-to-Site VPN EZHM*, BN , EATECETH
Site-to-Site VPN E#EEFBARABEERF NXIRE,

8. BRBITHEIAR | #A delete , R/ Delete ( B ) -

o 0o &~ w

£ e = 1TMIER VPC

HEEMABTITMER VPC 28l , ALK ILHMERTE VPC FEIZ T ERERLE AMKEONEM[E
Ro BELAMBRH S BECIBNAAERR , fln+™, RE£4H, WL ACL, BBHEKR, EERMMXHM
REREANERMM X, BLEEMBRIRIAZSH, BRIABBHRIRIAMSE ACL,

UTRBERTATHEREL VPC HIR , AEMER VPC Wi T, BSIURRITINF R X L
To MREGIETHA VPC BIR , WEFEFEAHMNMBRS T , REFBEMER VPC,
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https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/terminating-instances.html
https://console.amazonaws.cn/vpc/
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85/ Amazon CLI & VPC

1. f#H delete-security-group WS HIBRZ 24,

aws ec2 delete-security-group --group-id sg-id

2. {£HA delete-network-acl Ts S HIEBRE NP ACL,

aws ec2 delete-network-acl --network-acl-id acl-id

3. {#H delete-subnet i S HBREANF M.

aws ec?2 delete-subnet --subnet-id subnet-id

4. fEH delete-route-table TR THIBREN B E L HEK.

aws ec?2 delete-route-table --route-table-id rtb-id

5. f{#M detach-internet-gateway 8 S EBKMM X5 VPC 2,

aws ec2 detach-internet-gateway --internet-gateway-id igw-id --vpc-id vpc-id

6. {# M delete-internet-gateway an <+ il Bk B Bk R B < .

aws ec2 delete-internet-gateway --internet-gateway-id igw-id

7. [MfEHR VPC] £ delete-egress-only-internet-gateway #55 Ml BRX PR H O B EBx MM %,

aws ec2 delete-egress-only-internet-gateway --egress-only-internet-gateway-id eigw-
id

8. f#H delete-vpc =R VPC,

aws ec2 delete-vpc --vpc-id vpc-id
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https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-security-group.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-network-acl.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-subnet.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-route-table.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/detach-internet-gateway.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-internet-gateway.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-egress-only-internet-gateway.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-vpc.html
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FM 1P ke E

ERIZEFMEY , BALURYE VPC WELEREEH IP thitt .

« X IPv4 - FHEH IPv4 CIDR 3R , {B)%%E IPv6 CIDR ., {X[R IPv4 B5 F R R & IRATBS IPv4
HAITEE,

- Xtk - FHEEH IPv4 CIDR 3R H IPv6 CIDR $, VPC &4[E6TEH IPv4 CIDR 3RH IPv6
CIDR 3R, etk M H R BHR AT LB IPv4 # IPv6 #1TEE
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« X IPv6 - FMEH IPv6 CIDR R |, {B5% 58 IPv4 CIDR #R, VPC #MEH—1 IPv6 CIDR #, {XFR
IPv6 BYF M Fh &R A8 IPve #{TEE.

® Note

PR IPv6 B FMHH ZREM CIDR 3R 169.254.0.0/16 45 H T IPv4 §ERAR i tthit, X
iy it AT 5EF T EBIERS (IMDS ) F VPC RFBE(E.

EXEZELR , BSH VPC MFMoE IP ik,

F 2%

FRRBEEURT AN FRE BB, 540 :

« NEFN - FREF-FERED BERMMNX WEERKH. 28 FRPRRRALIERAEEEK
2

« BTN - TRTIEREEEMNERMMXNERZEB, RETHTFHNERFEEM NAT RZ 68
HRAEEBRN,

« {XER VPN TN - FTREF-—PMBELEBLEMKIERRA Site-to-Site VPN I B9EEH. & TM
T EHE @ BB MM KB B,

- BEFN - FRRBEEREE VPC 2/ABRVMREH, BEFNPNRRIAEERE— VPC AHH
b B IR E — VPC Ry HAB BRG],

TRE

TEERTNF—IMXEGHFHHED VPC, 81 VPC HEELEMAEFRUR—NMEBERMXx, &0
LUERTE Local Zone R INFM , AR, Local Zone 2 —% Amazon E®MiREIE , "HITE,

EHENBEERSNETEFELRAFWME., £ Local Zone i , BNRARAFRBEITEES

PRILEMBARF. BXEZELE , 2 Amazon Local Zones,
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IEI Local Zone
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BN FRELFTRE—NMEHEEK , INMNEARTEEATHGRERET FRNATRAEH, LeEZNEN
FRE2 BBIKRE VPC WERHAR, BAINERXEK , URERFTRARNAET. BXEZEE
SR ER AR

FMRE

FMEFRBE— 1N THERAREZTFFHICIENNEZZEODELE IPv4 it Fl IPv6 thitk (1R E
B WaEtEs. XEYEEZFNRZIEHIT HEF BN EMNERED (eth0), FEFNEM
e BPAARAUEGS N BEE S ERFILIRE.

BIETFWRE , EAERFMAILTIRE !

- BYSEIPIRE : ATEREBNDE IPRE , AEALFRINHFNEEZEOBINERLE IPv4
5 IPv6 Hbiit,

- ETRFENAEF (RBN) RE : AFEALFMHAH EC2 RHIEEEHNAEEXE |, HEE DNSA M
AAAA BREBHWLEFR, BXREZEER , 52 H (Amazon EC2 AF#ER (&M T Linux 3£
%)) 9 Amazon EC2 LBl EH B ER,
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FMZLMH

N TR IER Amazon BIR , RMNBUEEARE TN, FHELEHH NAT RENBEFRNHPHE
R EERMEE |, flin EC2 k61,

Amazon B T ZH LA TIRE VPC R RZEMNIIgE. Z2ARTAFXREKAER (flw EC2
) AR EISRE, M ACL AT ATRIEL FRRFWALMEILRE, EASHERT ,
FRZSANTERENER, T3, WFER VPC BIFMANZ SR |, B LUEAME ACL, X
EZEER , HS@the section called “tbRZ £ A RMM L& ACL”,

BN FREZLTE—IME ACL KB, BRIZNESNFMIEEE VPC WREREBEME ACL X
BXo BRIAMILE ACL AFFTEALMEMRE, BUEHRBRIANG ACL , th A LABIE B E XML ACL
FRESENFRXEK. BXEZEE , FSRERAME ACL EHlEE F MY RE,

&R BAE VPC FM ERIER AL |, SMERHIRE ANZ HEN VPC HFNAHMEZANRE, &
EASESMIMEZED LEIBRAT, AXESEFER , BSREM VPC R BEIER IP &,

BIE 1K

BRELUTERANECHNEMLES (VPC ) IR M, BRIEFENERE  BWREFERNMKMELH
&Ko

EEREM

o WWAIE VPC SEEN A FMIEE IPv4 CIDR 3R, #18R VPC E2}EX7T IPv6 CIDR #R , NI AT LLIEER R
FMIEE IPv6 CIDR R, BXEZELR , ESF A VPC M+MoBE IP #ik,

- MRBIZMNER IPv6 TR |, BEELUTE, EXEA IPve W FMARSzhEY EC2 EHPFSIRE
IPv6 Htbilk | (B RAIRE IPv4 ibiit, IBENER IPve B FM R EIIREMASEH] , BAMEET Nitro
RS FIIRRISEH,

- EEARHXIFE Wavelength XigihelZEFN , XOEHZXE. BXELZES , BSREAT
Linux SEf5I#9 Amazon EC2 F MmN XIEMX,

NIEW VPC i+ M

1. BELATMutIiTH Amazon VPC ##&1& : https://console.aws.amazon.com/vpc/e
2. ESMBE®D , 1%£$F Subnets ( FM ) o

3. EERBEFN,

4. 71£ VPCID TEEZFMH VPC,
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5. ("% ) XTF Subnetname ( FHEH ) , MAFHHNER, XEBATCIZEESR Name BIUKRE
EENENTE,

6. XIF Availability Zone ( TAKX ) , BAURNFHERE—NTAX , B AREREIRE No
Preference ( TEIEW ) , Ak Amazon X&EE,

7. XF IPv4 CIDR 3R | B F M ATHATME IPv4 CIDR 3R (6l , 10.0.1.0/24) , =
Zi%#B T IPv4 CIDR, MREFEH Amazon VPC IP #i BEIEES ( IPAM ) MK, IRERFIME
Amazon T/ERAEK IP bt , WFESIEFMET , WA LUEEM IPAM 28 CIDR 3R ( IPAM-
allocated ) » BEXHANFM IP 2 EMXI VPC IP it ZEENEZELR , 28 (Amazon VPC
IPAM A F1ERE) HREVEIE - I F W IP 2 EHKI VPC IP itk 28 (8],

8. XF IPv6 CIDR #t , &FEFahim ALUEREEE P I FME VPC B IPv6 CIDR, LikIi{X1E
VPC B4 XEtT IPv6 CIDR 3RES AT A, R EEA Amazon VPC IP it EIEES ( IPAM ) MK,
IRERFIME 2 Amazon TEAEK IP et , WAERIE FMet , BATLUEEM IPAM 2Bt CIDR 3
( IPAM-allocated ) « BXAFM IP D EMK VPC IP it Z RNV EZELE , F25J (Amazon
VPC IPAM AF$ERE) RHHIE : I FW IP 2K VPC IP ik Z2 8],

9. &# IPv6 VPC CIDR 3%,

10. XIF IPv6 ¥M™ CIDR 3R , iFH FMikFE—15 VPC CIDR HHEHEE E4KHK CIDR, #lf0 , ik
VPC b CIDR 7 /50 , MATLAR FMiEFNTF /50 E /64 2B MEBILKE, ATREH IPv6 M4
BBEEKENT /44 /64 218 , BER /4,

1. BECEFR,

{8 Amazon CLI 3 VPC Hin+™

£/ create-subnet W

RESR

BIEFME , BANRETAXNEH#TEE :

- BRERH. A, BUMUNE-MNEBENKEARX ,, MRS REREEE VPC XEKHNMX ( fling
BMMx ) NiEH. BXEZER , B2ARERHR,

« BRFM IP bk, HXEZER |, 55 Hthe section called ‘B & F M,

- B IP FUTH. BULEERZFNREHINEGRFERAE IPv4 sk, IPv6 it ERE
#HiZzW, BXRESEE , FSRTMNIEE,

- BHETFTHRFENEMN (RBN)RE, BXEZEE , iHZH Amazon EC2 SKfIZEH,

- BIERHIEHME ACL, BEXEZFEE , BTSHEAMLS ACL #ZHliEm FMHRE,

- SHtIKFPHEFN, BXEZSER , B85H?277%
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« 3% IPv6 CIDR HR I E F M

« \FMHHER IPv6 CIDR 3R

s BRFRHLE IPv4 FHEY
- BT MM IPv6 FUEM

EF TN
ZRTHNSRRE  UBEEXTRNEAEEL,
EEARHAEETRIFAES

1. BELATMuLFTFF Amazon VPC | #& : https://console.aws.amazon.com/vpc/e
2. HESMBEES , % Subnets ( FM ) .
3. EHRZFMNEEESEREFM ID LTI FMEE RH.

£/ Amazon CLI iR F™

£ A describe-subnets 5 $o

EECHEFEKBNFE TR

BN AT Mt 3T Amazon EC2 £ /B#E &I & : https://console.aws.amazon.com/ec2globalview/
home, BXEZEE , HZH (Amazon EC2 AF#EM (&M T Linux EHIK ) ) F ) £/8 Amazon
EC2 2 B E 5 H iF & &R,

FF IPv6 CIDR R0 E F K

&I LA[E VPC HYELE FMREX IPv6 CIDR $R, 1t F P 2 5 240 14 R < BX{E{] IPv6 CIDR R,

3§ IPv6 CIDR 35 0%+ ™

1. BELATMutiTH Amazon VPC ###1& : hitps://console.aws.amazon.com/vpc/e
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ESMBEET |, % Subnets ( FM )
EREH TR | SRR Actions ( #24E ) # Edit IPv6 CIDRs ( 4%& IPv6 CIDR ) o
1% Add IPv6 CIDR,

1%£3$# VPC CIDR 3R |, # A+ CIDR 3t |, A/Fi%## 5 VPC CIDR RN EZEIE K EME = E B4
KM EBILKE, flan , /i VPC it CIDR /50 , MATLAR FMIERNTF /50 ZE /64 28I
LB KE, AIEEH IPv6e MEBHBKENT /44 F /64 28 |, BEH /4,

£ Save (R%E ) o

£/ Amazon CLI ¥ IPv6 CIDR 3R < Bk 2|+ X

5 F associate-subnet-cidr-block #%5o

MFRHEER IPv6 CIDR 3R

MRTBRFBEETNHTXE IPv6e , ERBEXRLER TRRGIE IPv4 BRHASZER , WALBER
IPv6 CIDR #R.

BATE TG0 B4 F M RS2l 4E{T IPve bt BUE 2 8L , ARG T EEFBER IPv6 CIDR R,

MNFRHEE IPv6 CIDR 3R

1.

2
3
4.
5

BN LT Mut3TH Amazon VPC ##l4A : https://console.aws.amazon.com/vpc/e
ESMBEKF , %$F Subnets ( FM )

ERZFM , REIEER Actions ( #4E ) M Edit IPv6 CIDRs ( 4%%8 IPv6 CIDR ) ,
¥ EiZ IPv6 CIDR 3RHi%#E Remove ( BBR ) o

1£$# Save (RTE ) o

£/ Amazon CLI BUH IPv6 CIDR 3R 5 FM#Y Bk

£ F disassociate-subnet-cidr-block 8%

BERFMB AR IPv4 FiuEM

RINBERT , FEBIATRE IPv4 NEFUHEMHIRENRN false , RIAFRHWHEMIZRER
true, Amazon EC2 BaIEHlm S CIZNEBRINTFNE THIN — ZOSSFUHBEHIREN true, &
AT LAEA Amazon VPC &l &St iE 4.
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ERFMAE IPv4 FHITH

1. B AT MuEiTFF Amazon VPC #2%& : https://console.aws.amazon.com/vpc/e

2. TESMBE®S , £ Subnets ( FM ) o

3. EEBEEBHNFW , ARFMIXIER Actions ( #E ) . Edit subnet settings ( FEFMIRE ) -
4

MRS |, N Enable auto-assign public IPv4 address £ i%4E & 7 1 FTIE 7 M 7 /3 3h B9 7T 8 32 451
BROE IPv4 Hisit, RTFEEZEPIERIZEEE , AFEF Save,

£/ Amazon CLI X FME M

£ modify-subnet-attribute 5o

ERFME IPve SHE M

BIANBERT , FTEFNH IPve SiBEHEEIRERN false, BAILUER Amazon VPC 24l && B
M, MBERNFEBAT IPve FHuEM , ML FR eI M EEDO SR I+ MEE RN IPv6
ik, FELFRARZHAEFSEEMEZED LT —1 IPv6 i,

&1 ML E B XERH IPv6 CIDR R,
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MREERNFMBRAT IPve SHuLIhaE , MR BELEHMEZEOHEH 2 A Amazon EC2
APl B9 2016-11-15 IRAHKESRACNENBR T , BN EZEOHEHF 23U IPV6 ib
#it, Amazon EC2 4| & EH&HFH API AR,

B FME IPv6 FHE1TH

1. BILATMuLFTFF Amazon VPC ##|& : https://console.aws.amazon.com/vpc/e
ESMEKF , %E$F Subnets ( FM )
ERENFW , RIFHIKIER Actions ( #4E ) . Edit subnet settings ( R FMIRE ) o

WMRiEH Enable auto-assign IPv6 address S1E4E , M NEFTEFRACIRNFIEMEEDE
R IPv6 ik, REFEEPHBRIZEEE , RFEE Save,
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FM™ CIDR T8 RETMEH IPv4 =X IPv6 #3itSEE , E itk Amazon Jo 75X L8 i 31t 55 B B R 1Y P 2% 43
O, XEEREBTERTREEON IPv4 5 IPv6 CIDR 3R ( tBFFEIZR ) -

B2 -7 CIDR &R , BRI LUSEMAIERTIE IP ik, ATRBATA

o I — Amazon [N IP tiSEEF Mt 2 BEBIMEEO, BEXEZER , B5H CEAT
Linux 24189 Amazon EC2 AF18/) H YN Amazon EC2 W 4% # O 2 BL B 4o

« EX — BULFIR IP o EEINEED,

LUFMNER T FM CIDR i & :

- D12 FM CIDR M&r , IP i SBE TR EEEANI, IR FMMEF2EUESD B E
FEERR IP bk,

« BALABNFMIITZ CIDRSEE. H&ER— VPC #ili] 24 CIDR SEE Rt , CIDR SEEF
RREE,

« MBETNPFANNRERANESNEE , AFIREREEN B TEN , RINEHNEFRESEE
MO IP it

- BIERFMIMESS , Amazon AILURARERAR IP it D BB EHIMEED ., BIBRFRNMERLBUED
BLE(TIEEERAY IP ek,

BXFLBIBEEE (CIDR ) RIENESREE , §5H P Fit.
B zs afEM T CIDR 8
EABEI T A X oI AEE TR CIDR ME

4B FW™ CIDR 1

B LA T ML 3TFH Amazon VPC #%|#& : https://console.aws.amazon.com/vpc/s
ESMERKF , %$F Subnets ( FM )

EFEFM,

1% CIDR MEET+ , SIIREEXEMIE FM CIDR B HER.
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- EJH0IPv4 CIDR T8 | i5i%#F IPv4, Add IPv4 CIDR reservation ( 710 IPv4 CIDR
B), EBEMERE  HmA CIDRSEE , AFIEE Add (7F0) .

- E7MIPv6 CIDR i , i§1%&#F IPv6. Add IPv6 CIDR reservation ( A0 IPv6 CIDR T
B). EREMEXRE , A CIDREE , A/FiEE Add (7F0) .

-  ZEfiBR CIDR 8 , i ¥ ™ CIDR T & ik #1 BR o

&3t Amazon CLI £ F®™ CIDR i

Ol LAfE A Amazon CLI 8l FEE 7N CIDR &,

%

- BIZEF™ CIDR &
- BEEFM CIDR fi &
- HiBRF™ CIDR Fi58

221 CIDR i &

BRI LAME A create-subnet-cidr-reservation #1322 %™ CIDR 18,

aws ec2 create-subnet-cidr-reservation --subnet-id subnet-03c51e2eEXAMPLE --
reservation-type prefix --cidr 2600:1f13:925:d240:3alb::/80

THRRHHEEH,

"SubnetCidrReservation": {
"SubnetCidrReservationId": "scr-044f977c4eEXAMPLE",
"SubnetId": "subnet-03c5le2ef5EXAMPLE",
"Cidr": "2600:1f13:925:d240:3alb::/80",
"ReservationType": "prefix",
"OwnerId": "123456789012"

EE 7 CIDR &

BT LAME R get-subnet-cidr-reservations && FM CIDR i ZHi¥AE R,
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aws ec2 get-subnet-cidr-reservations --subnet-id subnet-05eef9fb78EXAMPLE

i E&F ™ CIDR &

#R Al LLE A delete-subnet-cidr-reservation il B+ ™ CIDR T,

aws ec?2 delete-subnet-cidr-reservation --subnet-cidr-reservation-
id scr-044f977c4eEXAMPLE
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- FTHEEHK — 5EFMREBENEKBAR.

o R#EREH — VPC NEBEREIAKH,

o BB-MBRLSNELFAEMKIEEZE VPC HEAKEBEEE , RIS BE300F VPN EZHEBRRNE
FREEHBAR, XEWKE VPN BBEEEFHRMBMER, BEXEZER , HSH (Site-to-Site VPN
AFPiEE) F1 Site-to-Site VPN B H LD,

- MXEHK — EEBRMMXELTAE MR EEHBK.

o WX — ATHAY VPC RERAHIEZNEAR, CEFENKBARSEEMNMXIELILE
RRMXER , HHEZHNEZZEOEENR VPC REMN B,

o HIPXEEHERK - SRR EXBEKNEER,. BXEZER |, 2H Amazon VPC Transit
Gateway ™ B9 F 3 ¥ < B¢ A TR o

o KX EEH T — 5 Outposts At MK XK EHEEK, BXEZER , S HAmazon
Outposts A F1ER B2 s 5%,

FMEEER

VPC BARREEE  ATULEABEEREHMNERENRE, B VPC RIS T RAME—1
BARAK , BRAREHTRNES (TRRER) . CTURTRSHERARERNAK, BN
FRFSEHEERBAXYK, — TR KRS BEEXY , BETUNSA TSR —FME
EE3
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. BENESE
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RHANEBNMNERBEE—INENBI—PNEFR. Bl , EFEN FMEEH BT EBMM < E Internet
BERUTERBERMIZFREBERS, BEMENEN 0.0.0.0/0 , RRFIE IPv4 tbit, BirRiER
FRH VPC B BRI M %,
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IPv4 #1 IPv6 B9 CIDR SR 20 FF B, #lin , E4* CIDR 7 0.0.0.0/0 WEHTA B3I 3IEME
IPv6 Hrtit, RATURFTE IPv6 it Bl B4R CIDR 7 :: /0 A,

MRIBZRERE Amazon BIRFS|IHARE—4A CIDR#R , NA e BEFEEN BRI RTelNoAE—
B, ARG , BuLIERARSZE PN RYIRIEEN B,

BB RBELE—MNATE VPC AEBENAEKE, RIABRT , BB RANIFAERER
B, WREK VPC EZA IPv4 CIDR R, NIEAKAIEAN IPv4 CIDR REBE— MKtk H, MRE
E4¥ IPv6 CIDR 35 VPC Bk , M HEKA IPv6 CIDR B E— MK, BUUREZTESHR
HIRE TN HA B ARo

AN FEE B

- WA LESNEBARPPMEABEAEEANEE. BWHAMTE VPC FFRIEA IPv4 5
IPv6 CIDR R, B2 NAT Mk, MEEOFMXAFHIGEILET R

- MREHEARESNER , RMNEARBAXRPERECENZPERNER ( REKITRKRTE ) R¥H
RENEBAR.

o BAREEM IPv4 HERIMEU T EE 2R HE FEMNIKE : 169.254.168.0/22, LSEE v T 5
ARt ZeE N, REMHARSEA. Amazon Hl40 , Amazon EC2 fFitSEE A ik AT REEMN
EC2 IR RS , FlansSfl T iEARS ( IMDS ) 1 Amazon DNS BRS585. EAIUAER A F{E
‘EE 169.254.168.0/22 #J CIDR #t , ERRAT ¥ K IEM 169.254.168.0/22 ST E A b 1k By Ex 7
Do

« S&TEEM IPV6 MR NG TERE T LB SR H FEMIKA : fd00:ec2::/32, LLSEE L THE—&
iyt (ULA) ZEA , RE M Amazon RS EA. Hla0 , Amazon EC2 FItSEE N A ik A F R EE
M EC2 EHI5RIMARS |, B0l T IEARS ( IMDS ) 1 Amazon DNS R85, BRI MERA KT
B2 E fd00:ec2::/32 ¥ CIDR 3R , BERRGEF 2 KIEM fd00:ec2::/32 SEE A it Y B 2o

o BAILUFARIERZARME VPC WEEHERED, BXEZER , iHSH the section called “F &
RENEE.

=~

EUTRHIH , VPC EF IPv4 CIDR $RH] IPv6 CIDR $. IPv4 Hl IPv6 RER 2 FFAER , AT
B AT 7Ro
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10.0.0.0/16 Local
2001:db8:1234:1a00::/56 Local

172.31.0.0/16 pcx-11223344556677889
0.0.0.0/0 igw-12345678901234567
/0 eigw-aabbccddee1122334

« Local B &= T E% VPC (10.0.0.0/16) NERHEH IPv4 R E,

« Local BHEZE T E7 VPC (2001:db8:1234:1a00::/56) N EEHKY IPv6 FE.

- 172.31.0.0/16 MB& IR E KX BN EiEE,

- FTE IPv4 & (0.0.0.0/0) W HENRELAEZZEHRMMx, it , BRT VPC AMKERX EFiERE
HREIN , FIE IPv4 REHEBFEBRMM R,

- FiE IPv6 RE (::/0) MEBFRELAZIMNEOERMMx, Hit , BRT VPC A AIXRI &g
HRESN , FIE IPve REFHE B E OO EBKRMMX,

EEER

LB VPCH , ELBEREHRARK, FRRSERNBHRXK , UFIRELTERAER
MR, £ Amazon VPC ###]A H# Route tables ( BH %X ) WHE L , BIE Main ( £ ) Hdh&EHK
Yes ( & ) AEE VPC HWEEKHERK,

RINERT , HEBROEIEBIA VPC Bt , ERARNBEAREH, MRECIE VPCHIEE NAT M
X , Amazon VPC £ B FEHANMBIMKA EEEKRT,

LUTFANER T ERBERE

« BUILEERARTPRM, BERANE KR,

« BIEMBRER B R,

« BIEFMXBARRENEBBER.

- BULNESFEEARES FRXBRREREBHK,
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EHFLERENEBBHRORE , ERENITHERAE, SEERXAEEIBHERORE , E2F R HM
HMTRMIABEREEMEMBEAREXN XK FRNNRIANRE. BXREZER , SR EREHH
io

BEXBEHEK

BIABRT , BMNBERBIE— A TE VPC AIPBEHNAEEE, RELNE VPCHERLEF
M , Amazon VPC 28I BE X BAKXRFFMER EBRMMHER, —MRF VPC WEE2FER
HARAFRARIARS. AF , FERAUBNZ I N FFRELEAEZNBEENKAK 2 — XKk, X#
AR EEBHBEHEN FRORENEHRS X,

B BESXBRBERFAM, BBRANIESREEE, SRR R AR B E X BEHRK,
F P B B R < Bk
181 VPC BN FREH4ME — MRS ACL HXEK, FRAILEEEXRARENXEK , Bl

EXBmAXBAHERAXEK, BXRXEFFMNBHRIBENESEE , BSRBEER KR T A/
;Ko

5 Outposts XEXH) VPC R FM A AB AR i Mx BN B RK R, X2 53E Outposts F Y I — %
HER,

R BREAE R F R KRB

TERRTTREBRNMX, EHARBREMX, UR—1M2B8FRHAMNR VPN EZ1 M VPC BIEH.
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2 B ERBAR

ETRFLEATHMR, DBRNABEREATH  RNBWEEREAELBARN AR HE
B UEHBWHERZE , TUFEHERBRNTOAELRBE,

TERHERTHENFRMANEEHK. TWNASKEARA ( EBHEK ) BXAXK, T B EEHEARAR
AKX, BEHRB ( BHENBHEK ) EXFHENFMIEGRXEK,
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(A ) MREHERTN B 5 MR B WXE , £ 7 B EBEX B 2RAIRFERAXEK. NRE
TEHEERHAR A, TLUFERER,

Private subnet A Private subnet B

BESid=ES
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« FXAEEERES
- FRZRBFHMEEA

EERMFAEMI KB MREHARIIFEFUT BARAEH
« RUIAZH#EE% R

« FXAEEERES

- PESRFNVMEED

HEMRRMAABIIERLFET QEMEEON , AERLTER
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« VPC FFHEIEA IPv4 = IPv6 CIDR ¥, X2HERIARERHEFRBNIEH,

MREHMREERRPA#IEBHN BIRER N VPC REIMEED |, NS SUFEER A BRIA local
Bir. BXREZER , FSM BEMRIUEFA 1B H A B #Ro

R~
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VPC WNEEZERMA VPC 2 RIRIM TR , B thiEs , B UERALE IPv4 it EXF A VPC
ZEBERE, EA— VPC FRSEHIER AT AL EE , MEENE TR —MaE$ —1#,
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HREELTRF— NSRBI E FFEBEEK , DU RERHEEN VPC,

flan , WEEFUTERNHA VPC 2 HEHE VPC NEIERE (pcx-11223344556677889) :
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o
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M PHERRBITRE
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EURENEHFREHRES N FRFANEE , FREN FREERFM I RERBENEEMEED
MR, BN EAEESATRTAEAN BN, Hl0 , XFiRE Internet BIRE |, B BRI
{5 0.0.0.0/0 ( FTE IPv4 ik ) .

SR: ok B ¥R
VPC CIDR 2 i
0.0.0.0/0 ####a# ID

RE , EERZBFMXERNIRART |, BI0R R 8RB B BRI 5 5 E A8 WX Y BR

BB B#r
VPC CIDR it
0.0.0.0/0 igw-id

HFMERER B TRE

BRI RS E FNARERBIRBNMEED, EUAT RS , VPC EBE2R MMM —MR
&, BYRBETFMZRABBENRE,

LLLLL

TITTT

Appliance

LLLIL
LA

@ Subnet A Subnet B
el (-
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HEBITPREREETE FNFHNXF 2 AREREN , XFMEFN L2 ELRAAFREESHZ
FRs). BNMEFNZT2ALMEIAS —MEPINFAE P EtRNEE 5 — RPN FME CIDR SEE
AR, MRESIAE—IRONZEAERNR , NREEAFARFREESRSZBR,

B R

uT%%nAmam%mio%—¢§aﬁwwmmm§w&ww2ﬁﬁﬁﬁﬁo%:A%EWM%
5175 B WATE R B EIRE M PR .

BB B #r
VPC CIDR 7K i
## B CIDR #t#aat ID

LXTF':—:?M B W RPIEHK. F—NKE AT VPC FHEHIER L 2 B#HTEBE, F-NKBEMNF
HFNAWMERERBHINEZHAMSEZEO,

B E B #r
VPC CIDR 7K i
## A CIDR ##aat ID

RE , BALUF AR B ERAIEZANEED, SR THRELBRMERESKHEE
®E , SIEREELERMNE VPC B FRERE,

BFrUE B R
VPC CIDR #r#a#s ID
£ A AR5 RHEATER E

MRIELEE Amazon BIRF 5| AR —4H CIDR R , MR E - EEMN RS RFENTHE—
B, RE , BULNEBHRSKEPFILETRIIREEN BV, SR LEERMNSM BRITR SRS
B, MEAFEMBHK.
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Bl BEHE—-NEEZ VPC EENFENX, VPC XHMEEBSEFLLT CIDR R MNEE
VPC EZEHITEBE :

+ 10.0.0.0/16
+ 10.2.0.0/16

HERIEXMNRENBIRYIR, EFMEHRP , QB2 -FKEKMA , FAFIRIIREEN B , FH
HMXRIEEN B R

=]:op: B#R
172.31.0.0/16 PN
pl-123abc123abc123ab tgw-1id

BIRFIRNZAZEHRERARTHREBES.
B E8 B P Sk D BT 2R 48 i
xR ITE R ELRS T RE D BEIELIRZEAS , Sl K, ERIEY I VPC LinT SR

SERENABEERERENRS. ARG, B1E VPC REIBMXAFSEHRLRET K , N VPC E#E
2RSS

ENRERAIINAFKOESS (N, FTZeRE ) , FERARPERNRATYEHSRKET 25
E N B ¥ro

BERAMRAFYEREEMN LTS RENRA , 5 Hthe section called “FAZEIRERERE,

EERHARTE EM?&ﬁﬁiﬂﬁI%ﬁ%“* , BfEA VPC KinT S/ ID. flin , B 10.0.1.0/24 19
MERAT MR ARIGEHIF KSR , lﬁ;%\e\jJULXTE%EEo

B VIE B R

10.0.1.0/24 vpc-endpoint-id

BREZER  BERMXNBITESR.
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RAriEmE

EAEBER
2% 9 4B ARV 5 PR B o

&

- BETMEREE

< BEE KB T M /MK
- BIEBENRAR

« FEB% FA 2R 7S 0 A0 BR B E
- BRAREAREEE

« HTFRERBHRKERER
« ERFRBEREE

« BRBRT M SR H R KER
- BRIEER

« REMXEREE

« BUHMX 538 B R A KBk
o BiReE F A i B8 R AY B FR
- HIBRER HA =

HE MY HE R

A[@d £ Amazon VPC B #l &R EFE FRNFHAEE ,

WE T M AYEE R

1

2
3.
4

T8 % B 25 B Y 7 P A/ P 5]
ERABEBL FRRINRSHEREXRBUARFERFORE,

B LA T ITHF Amazon VPC #2418
ESMEKSF |, % Subnets ( FM ) o

EEFM,

M %2 7 P 5 A £ T B

: https://console.aws.amazon.com/vpc/o

1%£3% Route table ( BEHR ) MM FAEFRKAHRK ID REEBANEXER. NFHHRESERHE

REEXRBURRENEAXEK , BTSN BEE UK B T F /MK,

EABBER
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EFEHRTUBTEANBXFMXEK. BEXBEBARRABENXEK,

AEEMBEHRELEAXRKN FNBEERARATERAXK, EAUEFMEERARBDELERAX
BRo AXEURSXFMHRERNRA , FSRERERHK,

EREHAREE KRN FM

1. BELLT®utiTH Amazon VPC ###1& : https://console.aws.amazon.com/vpc/e

2. HESMBEED , % Route tables ( BEHXK ) o

3. RE Explicit subnet association ( X FMXEk ) SILAEEXXEKNFM , ©E Main ( £ ) 5|
DHAERABNEHHAR,

4. EBRIHKRFHER Subnet associations ( FMxEk ) IR,

5. Explicit subnet associations ( X FMXxEk ) T FMESEEHAKEXKE., Subnets without
explicit associations ( S BE XXM FMN ) T FREEARE TRE— VPC , BERSEAEH
RXE , Hikel5iZ VPC WERA KRR X,

£ A% & 7 E B R BRAY R X

1. B LT MuEITFF Amazon VPC #%|#& : hitps://console.aws.amazon.com/vpc/e
2. TESMBE®EH , £4F Route tables ( BEHE ) -
3. EEHAERHIERR Edge associations (B EKEK ) ET+F,

EARSTHE - MRS IEHERAEEEXEK

 describe-route-tables (Amazon CLI)

» get-ec2 () RouteTable Amazon Tools for Windows PowerShell

BB ENEHEE
AT LAE R Amazon VPC # #1557 VPC SI2 B E WA K.
FHRZEFACIEEENKAEX

1. BELATMuITH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e
2. HESMBEHF , % Route tables ( BEHE ) »
3. EERAERARE.
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https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-route-tables.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Get-EC2RouteTable.html
https://console.amazonaws.cn/vpc/
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4. (Wlik ) X¥TF Name ( B#5 ) , NEENBEHKRE AR,

5. XF VPC , &EEZM VPC,

6. (°E ) BERMIFZ |, BIEFE Add new tag ( RIFHIFL ) |, AW AGZRAREE,
7. EFRGIERAR,

ERANSTEREE AR

 create-route-table (Amazon CLI)

« £ EC2 () RouteTable Amazon Tools for Windows PowerShell

FE B% R 2= F 7 S0 A BRB% R
IETERR RPN, BBRAEREH, EREBRSHMVEEH.

BXfEH Site-to-Site VPN EENBRSEHNEZER |, 85H (Amazon Site-to-Site VPN A 15
) PR EE Site-to-Site VPN EEMNESKE R,

158 F 22 %1l & SE 57 B% FA R A9 B EH

1. BELATMutITH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e
2. HESMBEHT |, % Route tables ( AR ) , RAREBREHARK,

3. {KIRIESE Actions (4E). Edit routes (4w H).
4

ERMEE , BEERNMEA, XTEWNM  mABMM CIDRIR, B IP it a5k m
1D,

5. EEHEEH , X T Destination ( B ) , FERE A CIDRIRFEAN IP ik, I FEFR , &
EFE—NER.

6. EMBRIXE , Fi&F Remove (MR ) o
7. &R REFER.
AWM TITEHMRARNER

+ create-route (Amazon CLI)
* replace-route (Amazon CLlI)
+ delete-route (Amazon CLI)

* New-EC2Route (Amazon Tools for Windows PowerShell)
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https://docs.amazonaws.cn/vpn/latest/s2svpn/SetUpVPNConnections.html#vpn-edit-static-routes
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-route.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/replace-route.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-route.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2Route.html
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RAriEmE

» Set-EC2Route (Amazon Tools for Windows PowerShell)

« Remove-EC2Route (Amazon Tools for Windows PowerShell)

@ Note

MREERGSITIES API AMEA , MEKM# CIDR B EHERNERTEER, b
w, WREN CIDR RIEE 100.68.0.18/18 , BRITHGIEZ— /KR , HB#5 CIDR 3K
100.68.0.0/18,

B AR A B &R
BREA B AVTELNLEMX BB EERIKRAR. XEWE VPN BB TTEF RN ER.
EXRREERE , BLMEFEULEMNX,

EXEZEER , 5 (Site-to-Site VPN FIF¥ER) FH Site-to-Site VPN %I,

EFREH & 5 AR mEE

1. BT MuEITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/o

2. ESMBEKD | %8 Route tables ( BHAXK ) , AFEEKRAR,

3. fRRIEE Actions (34E) 1 Edit route propagation (448 HEE).

4, EHRERFAEMRZEZILH Enable (B ) E%E , REIERE Save (R1F).
FERAGHITE AKBERE

» enable-vgw-route-propagation (Amazon CLI)

 J3 A EC2 (VgwRoutePropagation) Amazon Tools for Windows PowerShell

EREH e MR E

N

B AT ML $TF Amazon VPC #%|& : https://console.aws.amazon.com/vpc/s
2. TESMBERTF , i Route tables ( X ) , RAEEEREHAX.

3. fRRIEE Actions (34E) 1 Edit route propagation (438 HEE),

4. FRERIZTAMKEILH Enable ( B ) Ei&4E , ARFEE Save (REF) -

ERABERE
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https://docs.amazonaws.cn/powershell/latest/reference/items/Set-EC2Route.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Remove-EC2Route.html
https://docs.amazonaws.cn/vpn/latest/s2svpn/VPNRoutingTypes.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/enable-vgw-route-propagation.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Enable-EC2VgwRoutePropagation.html
https://console.amazonaws.cn/vpc/
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EABTITEMARBEE

« disable-vgw-route-propagation (Amazon CLI)

« 2 EC2 (VgwRoutePropagation) Amazon Tools for Windows PowerShell

MM SR HERRBER

BHEXNERE TN AKBARIEH , BLFRARESFRXRK, —MTBERTAESNFHXEK, B
=, TR—XRAEE—ITBEARXEK. EARSEEREAXBKN FRNERAEEBBHREAREK,

EREH A HEERE TR

1. BELATMuLFTFF Amazon VPC | #& : https://console.aws.amazon.com/vpc/e
ESMBE®KS | %R Route tables ( BBHAXR ) , ARERKHERK.

£ Subnet associations (FMXEx) W+ £ , #%$F Edit subnet associations (4% T M <EX).
EHESRARIEKRN TN EIEE,

1% Save associations (fR1Z<Ex).

o bk~ 0N

EABTITRFMERBERIEK

 associate-route-table (Amazon CLI)

- JEfif EC2 RouteTable () Amazon Tools for Windows PowerShell

ERFMAVERA R

5B R F RO RY B F 2R K Bk

HIEE R R, RN ER F A IEEE |, REFBERDESHERESIE — BARRIHEH,
{8 A 22 5 & BB o F R B B R R B

1. BELLT®utiTH Amazon VPC ##1& : https://console.aws.amazon.com/vpc/e

2. TESMMBEEH , %£4F Subnets ( T ) , REEE TN,

3. M Route table ( I ) %INF , #%£$F Edit route table association ( 4RiEEHEKRFEK ) .
4. XF Route table ID ( 3H3 ID) , EFHMHBEE.

5. BEERF
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https://docs.amazonaws.cn/cli/latest/reference/ec2/disable-vgw-route-propagation.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Disable-EC2VgwRoutePropagation.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/associate-route-table.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Register-EC2RouteTable.html
https://console.amazonaws.cn/vpc/
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ERARNSTERES FMXBNIREAR

* replace-route-table-association (Amazon CLI)

+ set-ec2 RouteTableAssociation () Amazon Tools for Windows PowerShell

FR R F R 5 3% B R A9 R Bk
BT DARRR T W SRR RV KR, ERFREHMBERKEKN , E5EERARERAXRKN,
{58 F 2 5| & BUE 7 M 5 3% B R AT KBk

1. BILATMuLFTF Amazon VPC & : https://console.aws.amazon.com/vpc/e
ESHMBEEST |, % Route tables ( BAHEK ) , RAEERBREHRK.

M Subnet associations ( FM><Ek ) &I+ , 1% Edit subnet associations ( 4R FMKEX ) .
EBRF MR EIEAE,

1%£$# Save associations (fRTExEX),

o ~ w0 DN

£ A T ITEUE 7R 58 B R KB

« disassociate-route-table (Amazon CLI)

« BUHEM EC2 () RouteTable Amazon Tools for Windows PowerShell

BEREEER
BB A EREN VPC R ERBRMEHER.
EREHSERERBER

1. BELATMuLFTFF Amazon VPC & : https://console.aws.amazon.com/vpc/e

2. ESME®RTF , %32 Route tables ( BEHIEK ) , RAEEBRFNWERB X,
3. #%§¥ Actions ( #1E ) . Set main route table (REEXHHEEK ) .

4. RERHETHEINE , WA set , AFEER OK (HIN) .
FERWSITERERAX

* replace-route-table-association (Amazon CLI)
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https://docs.amazonaws.cn/cli/latest/reference/ec2/replace-route-table-association.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Set-EC2RouteTableAssociation.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/disassociate-route-table.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Unregister-EC2RouteTable.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/replace-route-table-association.html
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» set-ec2 RouteTableAssociation () Amazon Tools for Windows PowerShell

LT SRR AR R F N EEBEBERZANERXEK, SRREFRMERH BERBAXK, X
NSRS R F RS B RIS RAEE

M BR & = 8% FA RV B KR BR

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e

2. ESMBERKTF , 1%F Route tables ( BH*K ) , AFEFRAR.

3. M Subnet associations ( FMXEk ) &I~ , % Edit subnet associations ( 4m8FM<EK ) -
4. BRFMNEIEE,

5. %&$% Save associations (R 1FEKEX).

REMXERBER
BA R EBRMMXRELLBEMXREHREARIEK. AXESRELR  BSRMXEHSE,
£ 2 & M X 5B B R KB

1. BELATMuLITH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e

2. HESMBEKRD | % Route tables ( XK ) , RAFREKRARK,

3. M Edge associations ( i1%5<Ex ) &I , & Edit edge associations ( 4Rl & <Ex ) -
4. EHMRHEIEE,

5 &R REER.

EFMRSEBERXREK , BEH Amazon CLI

£ A associate-route-table i, AT REMFEEBRMMKX igw-11aa22bb33ccs4ddl SEAK
rtb-01234567890123456 XxEX,

aws ec2 associate-route-table --route-table-id rtb-01234567890123456 --gateway-id
igw-11laa22bb33cc44ddl

HUH Mk 5 8% i 2R B < BR

18R] LABUH ELBR M M 5% 5 RE L AL B Mk 5 8% A R AV KX BR o
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https://docs.amazonaws.cn/powershell/latest/reference/items/Set-EC2RouteTableAssociation.html
https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/associate-route-table.html
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£ R M X 5B BRI

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
ESMBE®KS | %R Route tables ( BBHEAXR ) , AREREKHRK.

M Edge associations ( i1%3<Bx ) &I+ , & Edit edge associations ( 4Rl & <Ex ) -
B BRI >k Y B EAR

R REER

o > DN

£ 88 T 1T BUE M X 535 B R AV X BR

+ disassociate-route-table (Amazon CLI)

« BUHEM EC2 () RouteTable Amazon Tools for Windows PowerShell

B EE R AN 2% R RY B AR

ST A AN R R RY B AR, MREBRAHIEA BAR , U SLFHIRENRMIA Llocal B
Ro MIREN VPC HEZA CIDR R, NARKBSNAMIEH , 1 CIDR R—1. EALIRET
EERIIRE FA M BH Y B o

15 F 22 5l & SEHT A b 3% R

1. BELATMutITH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e
2. ESMBERKTF , & Route tables ( 3K ) , AFEFRAR.

3. M Routes ( 3&H ) T , i%#F Edit routes ( {REKH ) o

4, FFARMIEEE , BER Target ( B¥r ) , RBEBR— N E R

5. 1%“E REER.

{56 P 22 6 & 3 JR 7S 3t % R Y B A

1. BT MuEITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
2. HESMBEHT |, %3 Route tables ( AR ) , RABEBREHARK,

3. {KIRIESE Actions (1E). Edit routes (4w H).

4. XFEEEH , 7BER Target ( B¥r ) , ARFER local ( Ak ) o

5. %“E REEN.

ERABERE 158


https://console.amazonaws.cn/vpc/
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https://docs.amazonaws.cn/powershell/latest/reference/items/Unregister-EC2RouteTable.html
https://console.amazonaws.cn/vpc/
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E A A BR R B B 5 Amazon CLI

£ A replace-route . AT REMGFAUEE B BIRERN eni-11223344556677889,

aws ec2 replace-route --route-table-id rtb-01234567890123456 --destination-cidr-block
10.0.0.0/16 --network-interface-id eni-11223344556677889

ERE AR E SR , BEEH Amazon CLI

LT RAERERR rtb-01234567890123456 YA i#h B ¥R

aws ec2 replace-route --route-table-id rtb-01234567890123456 --destination-cidr-block
10.0.0.0/16 --local-target

i BR & FA 2%

& 2] LA BR R SR F MBI BRI k. BREMBRER AR,

£ A 126l & i BRER &

1. B AT MuEiTFF Amazon VPC %A : https://console.aws.amazon.com/vpc/e
2. HESMBHET , % Route tables ( X ) , AFIEEREKHRK,

3. fRIRIERF Actions (#4E) M Delete route table (ilBRE& B &R).

4. EIRHITHEIAR , BA delete , RFIEER Delete (MR )

£ A a5 = 1T BRB& FA 3

+ delete-route-table (Amazon CLI)

- BBR EC2 RouteTable () Amazon Tools for Windows PowerShell

o B 2 3% E 6] %

MRBEEXHAREIT VPC BREMR BHREABAES (FlM , BIFREEHRSOIREIR
&) , WALMER VPC Z#Hl 6P RRIKRMAGE S, PEIHHGDSED 8301842098 HRNE
H (XK ) REDEREEFEENSORE.

FRERAHQSTUBEANUTZEREBERA
- FREXBIHPRERE , HlWN, BENZEIEEZH Amazon EC2 3£,
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https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-route-table.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Remove-EC2RouteTable.html
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c FFRERBAIMXABGERRR. BXESER  FERNXNBEERATER,

EXEZELR |, 5 Mthe section called “FEEZH =",

B

< RIS G S R
- EEREERE

< PRISKMAGSESEN
- FHEHR

B 2 8% F 6§ ST RS

B #the section called “HFEEZHHMSEEEN", RE , FRARESEFEATEERAOS 2 EBLL
TEE,

® VPCo

- REHE VPC AR , fla0 , BEBERMMx, EUFAEMXEMEED,
- HRIZEMKXEOZMKX AT TERIKR.

- REMNBE M FM,

EEREEKH
E &K B[S F Amazon Virtual Private Cloud Console H,

B %

- EAIE SR E S 02
« BERPEEKE

- EREHHESREAOSKEAR
« BB R B SR 6 S BB

158 A o ) 203 B 6) 5 B 2 B
158 A o ) 203 B 6) 5 B 2 B

1. BELATMutIiTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e
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https://docs.amazonaws.cn/elasticloadbalancing/latest/gateway/
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2. ESMBEMET , B Your VPCs ( 18 VPC ) ,

RFIRE VPC |, AAF1E$E Actions (#4E). Manage middlebox routes (BEE B ZHH).

i%# Create routes (B2 H).

£ Specify routes (JEERH) WEF , FITUATRE !

o bk ©

« X¥F Source (J]) , EERENFKIR. MREFELFAEMX , WX F Destination IPv4 CIDR
(B B9t IPv4 CIDR) , i AMEIAFAE R R# A VPC By ARt E/ CIDR,

« X F Middlebox (FREE) , B SENHPEZRFZXR]BEAMEED ID , REYEFEHMKRHAE
B EERm AR, % VPC KimT A 1D,

« XJF Destination subnet (B B9t &) , i£3F B B it F M,
6. (WAL ERMEMEBMNMFR , FikFE Add additional subnet (RINEM FM) , RERITUATIE
£ -

« XF Middlebox (FEIE) , EFEESEBNPRAZRZRKOMEED ID , RELEBEAMKAR
B Easis At | £ VPC KT A ID,

WFEANFM , BRTERAR— NP EERE,
« XfF Destination subnet (B Kyt FM) , 1&3F B/ tth F M,
7. (MR ) ERMEMIE , Bi%E Add source (FIR) , AREETHEN ST,
8. Z‘EENext( T—%),
9. 1£ Review and create (F#ZMBIE) WA L , RIFEKH , AFIEE Create routes (B H),

1& S P (8] 2 3%
BRLIBESERMKR, REEHE N FRRREERBERE.,
HATEE R , PRSKMEGE S BIHRITUATERE

« AMX., PEZNE KM F RO EHTHEER.

- NLEWERBNNIFEBARTP,

o BT AR E) 2BR R 6§ 5 R R X BRAY 24 51 B8 B R AV K ER.
« PRI A O S e BIVHRBARS R IFEEREK.

FRAYRERA[RSEXRPRERERH

1. BELATMUEITHF Amazon VPC & : https://console.aws.amazon.com/vpc/e

PEBREDS o


https://console.amazonaws.cn/vpc/
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2. TESHEMA | EI® Your VPCs (£ VPC ) .

3. IERBIEH VPC , ARAFIEIR Actions (#4E). Manage middlebox routes (B H B R H).

4. %# Edit routes (4REEFKH).
5

EFERMx , BT Source (R) # , B REBL ZR#H A VPC MK, MMRERELDFAEN
3% | W34 F Destination IPv4 CIDR (B #91t: IPv4 CIDR) , %A B #1t: 7™ CIDR,

6. ENRMEME BTN , FiEE Add additional subnet (RINEMFR) , REHRITUATIRE

« X¥F Middlebox (FEIZ) , EFESELNPRIERZXRKHMERED ID , FEIBFEAMKAE
B ERIR RE , %&F VPC LT K ID,
NFZNFR , BRAREAR— MR EERE,
« XIF Destination subnet (B Byt FM) , i&3F BB b F M,
7. ii;% Next ( -F_i ) o

8. 1E Review and update (FRMEH) TH L , ERFHTHERAESUENBREREERBAN
HiFk, WA , AREBIATIEED , 1%£3F Update routes (EFTBEH).

EFEEHEGSKEAR
EFEEHEGSKEAR

1. B LATMuLFTFF Amazon VPC 2%l & : https://console.aws.amazon.com/vpc/o

2. ESMEREF , 1% Your VPCs ( & VPC )

3. EFELZH VPC , AREIERR Actions (##1E). Manage middlebox routes (BEEF EIZEEH).
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RAriEmE

822X H O Internet W<

B A LAEF Amazon VPC 2% A W &K VPC B2 — MY E D BB MM X<,

B2 H O Internet M 3<

1.

2
3.
4

B LA T Mt 3T Amazon VPC #%|#& : https://console.aws.amazon.com/vpc/s
ESMMBEKF |, %$F Egress Only Internet Gateways.

1%£$8 Create Egress Only Internet Gateway.
( /& ) AN BRAR
[RIARE] SR INEHRE | RIEHITIA TR -

« WF Key () , WmABE,
« XTF Value () , WARE,

[ BRAR ] R AR R "M E" A AV ER o
EREEHEPOEMNEAQ Internet WA VPCo
T,

EFLZNNE O EBRMM <

B A LATE Amazon VPC B4 AHFEFE XN EOBEERNMKXHER,

BEEAFXNEO Internet KXW ER

1. B AT MuEiTFF Amazon VPC #2%|& : https://console.aws.amazon.com/vpc/e
2. ESMBEHKP , % Egress Only Internet Gateways.

3. EFEMNHA Internet MXUEFHMEEERFEFTHEE.

tIZBENBHEEK

ERARE VPC AR REREENEA Internet WX |, B4R —MEEERARFADINERELR
EEZMRHERE , RAEHEEENFMXEK,
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B2 B E LB HRARMEURE O Internet FI< A E&

1. B AT MuEiTFF Amazon VPC #2%& : https://console.aws.amazon.com/vpc/e
2. ESMBERKP , fkXIEER Route Tables (B R), Create Route Table (BIZEH &),

3. 1£ Create Route Table (R HRK) MNEFED , JLUEFETRENKAK , BEEN VPC , RE
% Yes, Create (B , 2IE),

4. ERENRCIENBEENREAR. FAGEBERPLEREDF , UESFEAERER, XEKMBL
%1%,
5. 1f Routes (B¢ H) T , %42 Edit routes (4m3EE§H) , £ Destination (B #9ith) EEHIEE

::/0 , M Target (B#R) &R %R HE O Internet W< ID , ARfF%E$F Save changes (REE
X)o

6. 1E Subnet associations (FM><Ex) T+ £ , % Edit subnet associations (4m% FMKEX) , R
BiERFRXN N EIERE, EF Save,

HEF , BETUREENFRRBENINERBRAPMNEHR. 2ELUENEARK , ARKBRLERSRS
F 6 FXHE A Internet MR INEE A,

EXBRBEENEZER , BSNEERHBE,
BRI H O Internet P5<

MBEEFBEFEEE—{XE O Internet Mx |, N ARG EMBIER, BHEFRPIEDSHBRANE O Internet W<
R R 8RR $F blackhole IRE , BEREF MR EF KA,

I BRAX HH O Internet B 5%
1. BT MuEITFF Amazon VPC #%& : https://console.aws.amazon.com/vpc/o
ESMBERP , ERENEOEBRMMNX , RAEEENEHOBERMMX,

2
3. 1&#% Delete,
4, TEWIAIEEAFIER Delete Egress Only Internet Gateway,

API A CLI #Ei

BRI LMERSSITH AP T TE LA ES. BXGTTRAENESE S UKL TA AP 24
Mk , ESEER Amazon VPC,

API # CLI #EiR 183


https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/vpc/

Amazon Virtual Private Cloud AriEE

B2 H O Internet M%<

» create-egress-only-internet-gateway (Amazon CLI)

* New-EC2EgressOnlylnternetGateway (Amazon Tools for Windows PowerShell)

IR H O Internet Mx

 describe-egress-only-internet-gateways (Amazon CLI)

» Get-EC2EgressOnlylnternetGatewayList (Amazon Tools for Windows PowerShell)

TR ERAX i A Internet M%<

» delete-egress-only-internet-gateway (Amazon CLI)

* Remove-EC2EgressOnlyInternetGateway (Amazon Tools for Windows PowerShell)

EM

NEOBBERRAXFTWEEMZER  BEREERNFERAEBRMMKHN EC2 KA HEEMmTERH, AX
EZEER |, 1§20 Amazon EC2 EBEEN,

B NAT R ZIERE| B B =i H i 5 4%

BT LAER NAT IR & AR FRANFRERIERMN, Htt VPC AN, LIRS
VPC SR BRSSHATERE | BENTERBARLE RNEEER,

Bl TRERTAEFMNER NAT 8% | ZRBEAWRLRE FNAN EC2 SEHIE S B B M W < iE 1
BEBM, NAT RZIFEH6RR IPv4 bt By NAT R0, mSEFLXETAFRER | NAT 18
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EEEM
« NATiIREZXRXEF IPv6 RE K MENANEAOEERNMx, EXEZEL , H5H FHNXH OB
W 5% F2 i HH b IPve e,

o RANVEARNHFER NAT 21 TEBBITH IT #CE , ™ NAT IR 2 89SBRE B S8 ik F# Fim O i
HH#E#R (PAT) B A HE.

NAT R &HIRE

AT S A B AmazoniR 9 FEE NAT 8% (#0 NAT W% ) |, B AL EC2 261 ( Fi9 NAT 5
Bl ) EOIRETH NAT 8%, RATRUEHEA NAT M2  BAENERTEFNTAMNSE | f
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NAT %

NAT PR 2 — M % it ik 3540 (NAT) BRSS . BRI BAER NAT R>x | BUERLE 1 W A Y SR 4 T BUE 2
2| VPC AEBEIBRSS | BANVERARSS Tk B 3 BIX LR BIHIE R

I NAT MXEY , BIEEL TEERE 2 — .

o BNFF— (BIN) REFRFAHEFITTEUEN 21 NAT FCEREIERRN |, ERaEEBRE BBRN
HARZBFERWAMIEE, BELAEFRHEELE NAT WX |, H EXAECIZERFEME IP it S5
NAT MXMERER. EALUEREM NAT MXEEHE VPC WEBRMMX, HE , BUUEALE
NAT REZEIEM VPC RAMIBEM L, EXMERT , &0 SAE B PR oE DA E W< 8
BB NAT X RE,

- NEFE—FEFHFAHEFTTLUBIFAE NAT H%Lﬁﬂﬂﬂﬂ VPC S A thERBM 4%, B LAE
B EMXRELFAEMXEEHRE NAT RXHRE. BFaeFsst 1P it SFAE NAT MxiEx
Bk, BALUFEBRMMCEZIIEFFAE NAT WX VPC , BUNREFHREMNFLAE NAT MK H
FEBRMMX , I EBRRMXSERZRE.

FEFNE NAT MA LG FIREREFAE IPv4 thhk ST NAT MXHFAE IPv4 bk |, B2 F24

B NAT Mk , EERFMKRFEEFLE NAT M FAE IPv4 ik BRET B 5 NAT Mo RBRBy s IP
Midt, N FREBRIXETSEGN , TiE2ERANEEEFAE NAT Bk , NAT MK ERS T b1t 30 6 R
R P #dk,

/A Important
BOAERABEIAE NAT RO RER BT &R MXHELFABRMX,
MREFERAFAE NAT FEEEZRMNXFELDRERX , NEFE NN RENSKRENE
NAT MK FAHE IP tbiik,
MREFERANE NAT FEEEERMMNXIELDFAERX , NBRFEEFEAEBRMM X | T\Dlu
FX B HARERN KRB AR NAT MXWFAE IP iiit, NEEERKMRXESERN , A8
NAT RxF&ERAHE EIP ERIR IP i,

AES

« NAT MxEmtFI1iR

o« PR NAT R<H R
- £/ NAT WX

- API F CLI iR
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« NAT M 265

- DNS64 #1 NAT64

« {8 Amazon CloudWatch 132 NAT B

« HEE NAT M<K R 3

- EM

NAT < & it iR

BN NAT MxHFEBETAXHSE , HEZTARHITIRSEE. BUUESNTARHBEIEN
NAT X EEHRELRT. BEXEZELR | ESHE Amazon VPC B,

MREESNTARXPREFRFBCNHZ—1 NAT FX , 1R1Z NAT R ATAXFATR , &
fb AT A X PR R TSR Internet. ARREHEMERES , BEBINTAXFEZE—I NATH
X, ARERHUBRILERRERB S THXPH NAT MK,

AT AEFFNSER F NAT Bx -

« NAT PIXZ#FA T : TCP, UDP # ICMP,

« IPv4 = IPv6 SREXXFF NAT X, X T IPv6 RE , NAT MFA1T NAT64, BT 5 DNS64 &
&/ ( 7 Route 53 Resolver EA[A ) , Amazon VPC FWHH IPv6 TERFHAUE IPv4 FiR
HITEFE. XL IPv4 RFTEEFETE— VPC ( ERIMFNAF ) i HM VPC, ARitbIFER KN
t,

« NAT MXX%%F 5 Gbps HRHASBZT RE| 100 Gbps, MREFEEANTIR , B LURFRIFRFD
SN FRE , AERNS TP EIE NAT MK,

« — N NAT WXBYRLE 1 BANEES , ERE3T RISV 1 THINEES. BHILRH
&, NAT IXFEFREE. IHEBREEX , BRERFIISNFHG  ARENFRF 4
EHIME NAT MX,

- NTFENE—BIR, B4 IPv4 it H{Z BT HE 55000 M RIEE, BB ER P thit, B
FRim O F MY ( TCP/UDP/ICMP ) B9 — A A FRIR, BRI LUESHHRZ 8 N IPv4 itk (1 MNEE
IPv4 ittt Fl 7 NFEBD IPv4 tbaik ) XBXE] NAT MXRIZBE LR, BRIAMBERT , A8 NAT WX R
BESREX 2 N IP sk, WU LUBRERBERFKRESHRS. BXELER , HSH EEIP
ok,

o WAILLUER S BELLA NAT MXHFAE IPv4 ik , BT BAAFREY IPv4 it SEE R B o 8. FEMIER

FE NAT MK 28] , TP ENFAE IPv4 it —BEE, BT E0EBIE IPv4 il | T EM L
HFA IPv4 thit,
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o THERN NAT FIRKBZ 24, BULUFREASIHIMEKRE , SIEBEABMNEETRE,

- BAILAERAMSE ACL #HI3 H NAT MXPTEFMRRE. NAT MXERwDO 1024-65535, BHX
EZER , BS FRAME ACL ZHlER FRINRE.

« NAT XS B - MEED, BUIERSTELEONIE IPv4 it | SN FREY IPv4 i
HWBEAREZ DB, BAILATE Amazon EC2 R #l5HEE NAT MxBWMEEOD, BXEZER | 18
SREEEXAMEZONFMAES. ERNEZEONBEETRTIER.

o ITEET VPC W&EiEHE, Site-to-Site VPN iE3# = Amazon Direct Connect FREMHE NAT M
Ko XEEES RN ERTBEER NAT WX,

« NAT RXZRFEAREHEN (MTU) 1 8500 WiRE , BEFSLEEUATILR :

« ATMHLEEFALE NAT RXBENERMERRBEGEHNTRALENBIEESEX , B EC2 =4l
B MTU IREF BT 1500 £, BXEXFLREMZE MTUNESZESR , #2358 (ERT
Linux 35|89 Amazon EC2 AF#E/) HH “7£ Linux S5 EREFIZE MTU,

« NAT M><i@)d FRAG_NEEDED ICMPv4 $iiE2@ 1 Packet Too Big (PTB) ICMPv6 $iiEE X 155
£ MTU %3 (PMTUD),

« NAT RXXNFIEHIESRFHITRAD BRI (MSS) REl, BXEZEER , H5F RFC879,

2 NAT RXEY A

RINERT , AFRTRER NAT Mk, BaL8IE—1N IAM A6 HEaZAGKN— 1 aAFRRT
NAT BB, FIRFMERNRAVERE, BXEZEER , 5 EA T Amazon VPC # Identity and
Access Management.,

£ NAT Mx
O] LAE Amazon VPC 2 45| & Sl 2ZMEE NAT MK,

5

. BIE NAT WX

- YREEHEED IP ik X EX
- #Ri2 NAT %

o MIBR NAT F5%

B2 NAT Mk

FRRUTIRECE NAT WX,
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- MREBEERDEAKF,W EIP ME |, NI ECIEALE NAT WX, A< EIP B&i LA Kt A Z &
HNWEZER , BSR #% P i,

« BB NAT MX&EZATUDE 8 NAR IPv4 ibiit, LERHIR AT,

« BIAMBERT , 88 NAT Mx REExER 2 Nt IP sk, BAILUE N ERIFE BRI KIZS LR F,
BXREZEER | BESR #ME P #bil,

BlE NAT <

—

BN LA T ML $TFH Amazon VPC # %A : https://console.aws.amazon.com/vpc/s
ESMBERF , EF NAT Fx,

EFRBIE NAT MK,

( A% ) FEE NAT MRV B, X/FEIE— ML , HFEKF Name , EREEENE .
EREREEPOE NAT MXH FM,

NFEERE  REMANNLBRETE |, BEEL/SE NAT Mx , EERERLR , elERE
NAT Rx, BXRXLNBMAMLE NAT MX2HERNESEE , HSHE NAT MX,

7. MREEFNE , FHTUTHRE ; BN, BRHEE 8 L .

o o kw0 N

1. ERHM IP 28 ID , H NAT X2 B EIP , REERBDEHM IP, ANE NAT WX Bz
Eis#t EIP, ERINBEIR T , 28 NAT Wx ReExEk 2 Ntk IP sk, Ea] LU B RIAER
FRIESLREH, BXEZEL | BESHE #HME IP #bil,

/A Important

LN 2B NAT WX E EIP &Y |, EIP IR RALRSEEFHLE NAT RXH A
AX (AZ) IRE D RAMITE., WMRATE , NAT MXHEEED. TUBLES
FRHNFAEERTHEFNAIAXNMELRA, B , TUELESR EIP itk 4H
FEERTHEP NIMELRA, BXNELRAANEIP NEZFEE , FSH DM
|P 3tb3ik,

2. (3% ) MBRHEMIRE , ABERE IP it - A% T |, 73 NAT MXHARE IPv4 ik, MR
R Al | Amazon 2 BzIM NAT BRFRERY FRH N NAT M<BEHL 2 B —NFAE IPv4 i
ks

3. BkEDIR 11,
8. WMRBEERENE , BPERHMRE K ARBELE Pt DEAET , EETIETHH—H
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- BEIPE : Amazon [ NAT RXIEREFE IPv4 sk, N FEHIIDENFE IPv4 it
B, BALLUERE R NAT WIS EHEIFAE IPv4 thHtBIEE, Amazon M NAT FX<H FM
FEMLIEIRIXLE P #rdik,

« HENX : HFEFE IPv4 bk | %&3F NAT MR EFE IPv4 ik, ST TFHEBIFAE IPv4
e, BATLLUER R NAT WXIEERZ 7 NEBIFAE IPv4 ol

9. MREBESBRSHEBETEHEN , BRI TER, NMREERTEFPE , BEEITENILE

IP i3t EB T |, EBREFE Amazon 2 EAIZFAE NAT MY EE) IPv4 kg, HFZ ALk

B7NIPv4 i,

® Note

Y IPv4 bt R ANERY , REH NAT MR TEAR S 2 B IR0 H L IEEZES
55000 ™ ( HHRIW B IP, Bérus ORI ) , NN ZH o EHED IPv4 tbiik, $HiBh IPv4 b
WA LB AR ORE , NMIRS T TEARERH NAT MBI IEZNH AEZR
2R,

10. MREELSROPEETHIIE , FHRIULTR. IREBERTHAEN , BRITUTRE

1. EXERE IPv4 b3t T , ATAE IPv4 itk
2. EHBIAE IPv4 b3t T |, W ABIAA IPv4 it , FEF 7 1

11. (A& ) BEE NAT FXANIRE |, FiEF Add new tag ( AR ) |, A8 A XAV
ME. &Z AL 50 MR,

12. EFEEIE NAT FX,

13. NAT FEREG#)IRA N Pending, RABEHR Available /7 , NAT MXEIARAMER . Ho5Y
BREMBHRK. BXRH , FSHthe section called “A B

R NAT WXEPIRSZE R Failed , WRTFECIBEETRET HiR. BXEZER , FSH NAT K
KB AW,

YRIBHED IP bk ] B

NFENE—EIR , 84 IPv4 il H S BT 55000 MNHEERE, H— BB ER P ik, BR
% O A ( TCP/UDP/ICMP ) it —4A&47iR, BAILUET RS 8 4 IPv4 itk (1 NEE IPv4
#hakF 7 NHEBY IPv4 tbik ) XBRE] NAT MRS LR, BRIAMERT , 28 NAT Mk ReexEk 2
AN P b, BALUBNERAERFKRESHRES, BEXEZEEL , BHSH #E IP i,
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IBATLABE A NAT 2% CloudWatchi#g#xErrorPortAllocationPacketsDropCount R E &) NAT Fx 2
S RFEODEERERERTHES, EMRRLEE , HFHE) IPv4 bR INE NAT %,

EREM

« BAULERIEIA NAT MXNRAEEA R S REEZE NAT MXEHFNEBIE IPv4 i,
RAEEERAED PRSREIE NAT MX/E , FReHE) EIP bR mE 28 NAT MK,

« NAT PxE&Z T LARER 8 N IPv4 thiik (1 NEE IPv4 b F 7 NHBD IPv4 etk ) o A% NAT W
KXERZULDHE 8 NFAE IPv4 ik, BRIABIRT , 08 NAT Mx REExEk 2 No#tE IP shuk, &7
LUBSERARBRIFRIESIES., BXEZER , SR #M% IP i,

RIEHED IPv4 Hbh bR ER

1. B LT MuLFTHF Amazon VPC ##&l& : https://console.aws.amazon.com/vpc/o
ESMERT , EF NAT Fx,

R EREEEER IPv4 ik BRI NAT MK,

RRRE  ARERRBERHE P ik XK,

MR EREBIE NAT W< IPv4 it kB | BERET |, RO EFH IPv4 it SEUE 2 B
A IPv4 ik, INRELHRELNE NAT MXiEED IPv4 ik R Bk | BEIRET |, B REFH IPv4
Mt HEUHXERILAE IPv4 ik,

6. WBHITUT®REZ—:

o b~ N

o MRBER D BEHKERET IPv4 sk | FRITUTRE
1. INSRALIE, BATUEERE—NEE IPv4 ik, EFFE IPv4 it 5 5%

« BZIHE : Amazon 2 EHZNERTERE IPv4 thit, MMBHRFE Amazon JFHZ 7 Nl
BhALE IPv4 i3t D BLLE NAT Mok |, MR LAUERIZIET, Amazon 2 BZIM NAT BIXFTE
B F R REYLE R AR ITOE.
« HENX  BBREDELS NAT MXWEEFE IPv4 it {2 7 NEBIFAE IPv4 Hbiit,
2. e M IP 2 ID T, EBRERMAEEE IPv4 ikl EIP, XANSBFAIEIR, BAFTUEE
—MNEIP AR —1NFAE IPv4 tusit, INRBAFE IP it DB S EZER T BENL , NEHMR
RIERMA BN EIP fm A —/NFAE IPv4 ik,

/A Important

HIEN LB NAT Mx 2B HB EIP &Y | iZ EIP FIM 40 RAMSMELNE NAT FX
FRIEATAKX (AZ) ML FRATE, MRFEE , EIP FELESE. TNBEZESE
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TR EASERTHEFNATAXHWMEDLRA, B , IAELESE EIP tiit#if
MESRTHEP MNEZLRAE, BXMBLRAEAN EIP WEZEE , BSH 2
S P i,

NAT PR Z AT AREL 8 N IP #biit, MRIXZNE NAT Mx | MEANXIEH EIP #8 2RIAR
FR%, BXxEZEL | HSH #MH P i,

« MREIRFEUHE D ESEUHRECHT IPv4 ik | TR TRE
1. EEBCHP BN EHE IP it T , EEREETUE 2 BCAYHEED IP ik,

2. (Wit ) AEEERFENAET , WAERDERTHBEGRR P il 2 5T KK EFF0TE
(ABREM) . MRTRAE , WERINEH 350 B,

7. EBRREER.

MR NAT WXHPRASER Failed , IR RECIBEEBPIEAETHEIR. EXEZEE , BSENATHN
RO KM,

FRi2 NAT B%

BRI LA NAT MR THRIE , SRR CREREALANEERNE#TOE, EXEANENE
B | #FZFEEAT Linux SE4]8 Amazon EC2 18R RRIFRIZER Amazon EC2 &R,

X TF NAT X XIFRADEAIRE, Bt , 58T AEAIREREE Amazon K2 H RIRE B S HIRA
g, BXEZER , B2 Amazon Biling AP EEHFNEAREA D EFE. AXREITEIREMN
BASEHRENESER , BSHXRT Amazon IKF KB A ERADERE.

FRid NAT B<

1. BILATMuLFTFF Amazon VPC ##|& : https://console.aws.amazon.com/vpc/e
2. HESMBEED , %R NAT Gateways ( NAT WK )

3. ERERFICH NAT Mx , AREFRE, AEEREERL,

4

5

ERRIFRE , HEMGRSHRBNE, KZALURM 50 MR,
ERRE
I B& NAT M%<

O LAMBR T B EEMN NAT Wx, MiERk NAT Mxzig , E%&BE—/itAZHE Amazon VPC #H| &
FREFTN  Ftz2E B3R, BT E8ClERESEKE,
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ER NAT MX 2 RBREM P bk XER , ERSNENIKSBRRIZIE, RMIBR NAT M , 1
NAT MXEEEHSREN blackhole A , EFIEM RS ERIX LR,

FHIBR NAT RI5<

1. BELTMutiTH Amazon VPC ###1& : https://console.aws.amazon.com/vpc/e
2. ESMBEED , %R NAT Gateways ( NAT WK )

3. %F NAT RXFTRIR S kiR |, REIEER Actions ( #21E ) . Delete NAT gateway ( Bk NAT &
X))o

4, EIRHITHEIAR , B delete , AFIEE Delete (MR ) o

5. MBHEFABEES/NE NAT MXXBEHEMY IP it , BWERKZbI, AXEZELR | F2
%) B RRGEME IP Hbit,

API 1 CLI #iik

A UEATSITR AP TR EENENES. BEXaSTREANEZERLURTA API 2ER
5k , ESH #FH Amazon VPC,

FFEE IPv4 st D ELAFAR NAT Mk

- assign-private-nat-gateway- it () Amazon CLI

« XMt EC2 PrivateNatGatewayAddress () Amazon Tools for Windows PowerShell
+ AssignPrivateNatGatewayAddress ( YL Gk EC2 &1f] API )

oM IP byt (EIP ) MIFAE IPv4 bt 508 NAT W< i< Bk

+ associate-nat-gateway-address (Amazon CLI)

« JEMf EC2 NatGatewayAddress () Amazon Tools for Windows PowerShell
+ AssociateNatGatewayAddress ( Y Zi# EC2 &if] API)

BlE NAT <

» create-nat-gateway (Amazon CLI)
« 2% EC2 () NatGateway Amazon Tools for Windows PowerShell
+ CreateNatGateway ( YL Bi# EC2 &if] API )
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RAriEmE

MR B& NAT M%<

» delete-nat-gateway (Amazon CLI)
+ Bk EC2 NatGateway () Amazon Tools for Windows PowerShell
+ DeleteNatGateway ( Y Bi# EC2 &if) API )

HIR NAT M<

+ describe-nat-gateways (Amazon CLI)

» get-ec2 () NatGateway Amazon Tools for Windows PowerShell

+ DescribeNatGateways ( Y B# EC2 &if) API )

@By IP itk ( EIP ) 5EF NAT MXBUH KB

+ disassociate-nat-gateway-address (Amazon CLI)
« BUHEA EC2 () NatGatewayAddress Amazon Tools for Windows PowerShell
 DisassociateNatGatewayAddress ( YL 5 EC2 &if] API )

FRid NAT B<

+ create-tags ( Amazon CLI )
* New-EC2Tag ( Amazon Tools for Windows PowerShell )
+ CreateTags ( L& EC2 & API )

MFAE NAT MREUH 2 Bl4@Bh IPv4 #thiib

* unassign-private-nat-gateway-i it () Amazon CLI
« BUE M EC2 () PrivateNatGatewayAddress Amazon Tools for Windows PowerShell
+ UnassignPrivateNatGatewayAddress ( Y &i# EC2 &if] API)

NAT M ><f5E A =41
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https://docs.amazonaws.cn/cli/latest/reference/ec2/create-tags.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2Tag.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_CreateTags.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/unassign-private-nat-gateway-address.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Unregister-EC2PrivateNatGatewayAddress.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_UnassignPrivateNatGatewayAddress.html

Amazon Virtual Private Cloud FIF 15T
« NABEFH R EEM

o MATSIHEY IP H3iki5 R R0 W&

- XNEBNEZEHNBEE

MILE F MR BB M

B LAMER A NAT WX, UEAREFRAHSES  FHERBREZERN , B LEERME
X LK I ERE,

A

= o}
s

g il
- IAAH NAT FI%

Bk

TERERTHREAR. ERINTHX , SMNTHXBERN T, M FHOBBERERE T REN
BHAAR. EAAXAFR X FMPHEHATUEY R EERMM XV ERHEIG R BEBRM , miE M
FHXRFR BN ERMNEHR, EAAXKBH , 2B FMEE— NAT MX , B FHAHRISKGI T
BB QA TP NAT MBI BEERGEEBRN. FAREMLE NAT FMXEBRKERRTLR IPv4
H 3t BRET RIFAR NAT XA IPv4 sk , BRX T LA NAT WX , BEERMMXBEERNAHE NAT
RXEIFAE IPv4 bk BRET B S NAT RISCRERAYEME P shait, FVARIREBAR XTSRS , TieRER
NEERTE NAT MKk , NAT xRt it 3RO R G R 1P it
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Auailability Zone A

Availability Zone B

ﬁ Public subnet Public subnet
- | b
L e 3

BIEE K NMETAX A PREFRNANSFAEEERRERRN , S UeEZNZTFRE AKX B
NAT MXBEEH, 5E , Bl EESFER R BEENNERNE/N AKX AZE— NAT MKXKIR
SWEMREEED, BXRRFEE , SN the section called “FAE RS-

B R

ATRUTAXAREREFMXENIEHESK, £ %E2AMIRH ; B©EFMPRISSHIEEES ERTL
B IP it 5 VPC HHMSSHIHTERE, FE-NMREFNMEEMFMREBREZNEERMMX , Nl
1557 M e A SR I BE R 15 1R ELBR M

B E B 5
VPC CIDR PN
0.0.0.0/0 internet-gateway-id
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UTRATAKX A RERRFRXREKNKAR, ZKEEANIEE , BETWPRXOREERALE IP
it 5 VPC PR EMKAIHATEIS, WFMAFyKREIT AT R BN,

BFRr V& B R

VPC CIDR i
UTRUAX BHAELAEFMRENEER. F—1&ERAXIEE , ©FEFMPISSHEES £FHAFA

B IP it 5 VPC W EMSIHI#TEE., F-IMREFMAEMTFMREREZEERMMKX , M
EF M AE NAT M<BER 15 B BB M.

B E B 5
VPC CIDR PN
0.0.0.0/0 internet-gateway-id

ULTRUTAKX B PERRFMXRENIEHAR, F— 1 %ERAMIKA ; SEFMPRSSHIEES ERTL
B IP 3t 5 VPC HHMSIHI#HTERE. E-NREFMEREMFMRERIEE NAT X,

B E B #5
VPC CIDR S
0.0.0.0/0 nat-gateway-id

BEXEZEER |, B35 the section called “EHBHE",

it 2N E NAT Mx

B2 NAT WX HEMBHRZE , BAUMNLE FFPRISEHIX EEK ping —E£izZ it IR E R
BREZIERM, BXUMHRITIREN RS , FS00 Uil BB MNEE,

MREEBERIEERMN , BTN R ERMREREET NAT MXHITHEH
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- REXRBLEFRAXFRRENEAER. Nt , EMREFMAE Linux XFIEIT

traceroute T, AP , BE— MR ( BERE-NRR ) P& NAT RXHFE IP it
ko

« MIEFRAMKHIEZE=FMEHTENR K EFZMEHTEE RR IP ik, JRIP it =2

NAT B<rysEtE 1P ik,

WMERXLN A LM |, FSH HEE NAT KA R,

A i, B Bk P % 3

AT ROGUE RN E T F R KB R E o LUEE I BB,

1.

ELNETMHRBEIEA (BERALEFERBRL2EN ) . EEFIESH , BREE— Amazon
Linux AMI , #RRBI9BAE IP thit, BRZEAMNN AFREARREZH P ik STE A L
SSH & , URAZFZEIFE FRE IP thutSTE MY HiE SSH RE ( &t SUE A X A U5 R H 5 SSH
FREMFEH0.0.0.0/0 FHTWR) .

 EENAETFRAEHRS, EREFEASH , WHREE - Amazon Linux AMI, &7 8 3K 61 2 B 2

B IPHhit, NEBRZEAHMNAFREELETFRNFZIFAEMIHFE IP thut 9 A vk SSH RE
EFFEHY ICMP g, #IUERBATELAE FMFAEIRFMMHEEZHAR,

CEAMITTEN EEE SSH REBRER , AEEILEFHPINEL2EYN., AXEZER  FEHA A

Linux 2% macOS Bti& SSH I & = £ X Windows & SSH KRB K,

CEEE2FHH  EEIRBTFNPAXE , RENLE FMPHIKENE Internet E#E, BXES

E8 , BSH N Internet E$#,

A Linux 5 macOS Bt & SSH KB %

1.

HEENAITEN L | FABRARNMNE 5 HRIERE,

FF Linux , BERAATHS,

ssh-add -c mykeypair.pem

FF macOS , BEFERAUTHT

ssh-add -K mykeypair.pem
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2. BUERM -ARTUS A SSH REHEEKEEI LB FMPRES , AEAZZFNLFLIL | 40
AR RBIFR R o

ssh -A ec2-user@54.0.0.123

X Windows BLE SSH RE# X

BRI A A Windows H12EHY OpenSSH & i , th Al AL REW E % SSH B~ iw ( 5l40
PuTTY ) o

OpenSSH

& B8 Getting started with OpenSSH for Windows —X AR #REE , Z%5&EMAF Windows Y
OpenSSH, REF/BHARMEFHRIERE., EXEZEL , B3 Key-based authentication in
OpenSSH for Windows.

PuTTY

1. WMREKRZE Pageant , iHM PuTTY TEHTE F&EH L% Pageant.
2. F[ENAEBAERN ppk BX. BXEZER , HZHER T Linux X618 Amazon EC2
AR FER PuTTYgen A G %40,

3. B3 Pageant , AR HESE LK Pageant B#r ( WTREC M ) , HiE#F Add Key ( K
) o EFRECEN ppk XH , MARE (WRFE) , REIEEFE Open (HFF) o

4. BF PUTTY £F , HEALE IP it EEINEFNHINEE, BEXEZER , BSRE
EEEH Linux 3261, 1£ Auth K37 |, Ba{RIEF Allow agent forwarding ( AFREBHE X ) &
I , }fF Private key file for authentication ( i FTRIEMNFAE R H ) EFZE,

iz Internet 3E 3

1. MNABFRHBHES , EARE IP i ERIAE FMPRSIH , DT ROIFR.

ssh ec2-user@l0.0.1.123

2. MREXRH , BIXNBAHT ICMP BMILZ1T ping SRR 2 A 0] LLUEEEZ Internet,

ping ietf.org
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https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
http://www.chiark.greenend.org.uk/~sgtatham/putty/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/putty.html#putty-private-key
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/putty.html#putty-ssh
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/putty.html#putty-ssh
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PING ietf.org (4.31.198.44) 56(84) bytes of data.
64 bytes from mail.ietf.org (4.31.198.44): icmp_seq=1 ttl=47 time=86.0 ms
64 bytes from mail.ietf.org (4.31.198.44): icmp_seq=2 ttl=47 time=75.6 ms

REE LM Ctrl+C LUEUHE ping . MR ping S XM , S =4F L1 Interneto

3. (k) MREABEFEEXS , BRELL, BXESEE , BZHAEAT Linux X4/ Amazon
EC2 AFEmPRIL LK,

MAFSIHEY 1P ik 17 R R P 4%

BRI LB A NAT X |, A AV HA i BRKI VPC EXRMENBERE., ERLELRLE
NAT Fx ( EBRB AVSIHAY IP i STEAY IP it ) KB RERNEHN FMPHRE , M
RABNROIDE—NREAVFFILED IP U STE R £ IE 1P #hik,

&

. Bk

TERERTRGIMAET Amazon VPN THRIA# R IR, R EXGIAVRERT VPN EEEE B I E L AL
BRX , BREFMX , REIEABMNEFRBIR. B2 , RIREFNAVFRBEE IP it EH
(#5120 100.64.1.0/28 ) YR E. XAIFHLER B XLEXFIRREZE A ML,

Private subnet On-premises

Tr—@ @ B A

192.163.0.016

ED)

10.0.0.0/24

10.0.0.016
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TRERTUZSEBNEEARID. VPC EEFRE IP thitSEE M AT IP thitseE, VPC H—
NRE AT IP it SEE 8 FMF— /\ﬂ\ﬁ NAT FX, REXFINE TR BRENRES KEXIEE
NAT W< , REBHRAT VPN E#, RibMEZKREEE NAT FMXE IP it (KGN RE | Xt
HSRE AR IP 3t SERE .

ey

Private subnet 1 Private subnet 2 On-premises
n s3+ AT
L] b
10.0.0.0724 100.64.1.0728 192.168.0.0116
Primary: 10.0.0.0/16
Secondany: 100.64.1.0/24

RIR
BT HRBIBRHERNEIR

« FAYTH IP #uSEEE VPC XEk,
o £ VPC RMAFH IP #u3tSBE G122 FM,
- FEFFWERIEFLE NAT MK,

- ERAXGIERFRNERAR , LFRESMENRERED NAT X, HEHFMIEFLE
NAT RXHy FRIERH R , ZMNXSFRES M ENRELETEUREM X,

B R

UTREFE-NFMXBENEHRK. 81 VPC CIDR #E — Mt FEH, ZihEHAE RN PR RIREE
BERAE IP a5 VPC FNHEHMFRHETERE, F=ANFKESFREFHNENRERETALE
NAT MK,

BRI E B R
10.0.0.0/16 R
100.64.1.0/24 2 i
192.168.0.0/16 nat-gateway-id
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RAriEmE

UTREE=AFMXEKNEHK. 81 VPC CIDR #E — AR H, 2452 H A 1 W 5§ 7R EE

BERTLE IP it s VPC PR HEMFRHETERS, F=IFEFREIF NI RERESEY

BEMX,

BAr B
10.0.0.0/16
100.64.1.0/24

192.168.0.0/16

KUNEBM L ZANERE

B#xR
R 3l
7 1ih

vgw-1id

ENEMEZEEESEN CIDRSEE , b A LAEAFAE NAT MxRSAME 2B ES. Hl , KRigk VPC
A RHSEHIEEE VPC B FEHIIRHMES .

Availability Zone

. Private subnet
L
I

10.0.1.0/24

Availability Zone

. Private subnet
I
In

10.0.1.0/24

10.0.0.016

&
o

N
ol

=
B
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Bk

TRERTUHZSEENTELARED. B, &0 1P EEANFTEREMLEMISTEAIUES (£
AR A UEEE ) WEMISTEETREER ( URANBUSER ) . IP EEEARRIEERMATRE
b 31k 35 BBl th P B 3 31E ST 25 BL 45 T B

N VPC HEEFRM IP S ( FAIEH ) URH IP EEFANSBRATH TRA IP #hitE

B, VPCAE—/1XRBABRHETENFMM—NFAE NAT WX, FAE NAT MAMNE FRIREE IP ib
it, VPCB E— " REARBEEN TR —INARFAESES. NSARFASEESAEFH
FREX IP tbiit,

KB VPC A IR A B FR A EFIMRE (NA%E VPCB WA BREFRHAHEE ) BIFAE
NAT MX K% , REBHIIPENMX, FEMXTRELEZINARFARSES  EENRERH
| VPCB AU BAFHFANEFR—NEHFES. NFERXINARFATOESNREEELE
NAT R<HR IP bk, Rt , REARIERNWRARESATE NAT RAXWituERNEB N,
MAREBFEAEFPHEMRK , REHEBEFE NAT WX |, ZMAFERERA VPC A WA BT
P AR SR,

Availability Zone Availability Zone

Mon-routable subnet Mon-routable subnet

e | |

10.0.1.0/24 10.0.1.0/24

Routable subnet Routable subnet
| B Ne—! | )
| @ | |

100.64.1.024 ! 100.64.2 024
Frimany: 10.0.0.016 Frimany: 10.0.0.016
Secondany: 100.64.1.0/24 X | Secondary: 100.64.2.0/24

BT
BMTARNBBREH AR
 FoEBMTKRE IP iuEE 5B/ VPC <Bk,
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« £ VPC A AN T EEERY IP iSRRI FM , REELH MNP LZEIE NAT FX,

« £ VPCB RMNAIBRHMW IP it BEEFN , AREEFTFNPLENARFARKITIESE. F1
A 3% B 7 M H 3 SEBE MR B S B B8R RY B R4

- BIEPEMRLUERE VPC, BRZEARBELE. FE8 VPC EEEIDEMXE , HEA VPC BT
B uSEE .

« EH VPCAPAROUEEFMHIEARK , AT VPC B WA HibISEENMEREREEIFE
NAT M, BE# VPC A RAEEHEFMIHARK , WA E VPC B WA AISEENIEREXR
BB EMK,

- EFH VPCB HFABHFMMEEHEE , LUNATE VPC A WA AEMUSEE N E REAIER P M
Ko

B FR

LT 2 VPC A RANTIRE R F MRV BR FR 5%

B E B#R
10.0.0.0/16 E:S .
100.64.1.0/24 7 i
100.64.2.0/24 nat-gateway-id

LR R VPC A Rl B B T MRV B B R

BRI E B 5
10.0.0.0/16 PN
100.64.1.0/24 it
100.64.2.0/24 transit-gateway-id

LT R VPC B RASAIBE A F MRV BR A %o
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B iE B #r
10.0.0.0/16 PN,
100.64.2.0/24 R i

LR R VPC B Al B T MRV B B 3R

BB B #r

10.0.0.0/16 7R 3l

100.64.2.0/24 7R Hh

100.64.1.0/24 transit-gateway-id
AT RPHMNREEEK,

CIDR Attachment BRHER
100.64.1.0/24 VPC A ### Bas
100.64.2.0/24 VPC B ### Bs

DNS64 # NAT64

NAT FIXZH=M IPv6 B IPv4 BIR Kt 5530 | IXIBEFN NAT64, NAT64 7] LAHS BHIRHY IPv6
Amazon BR5E— VPC s Eftt VPC., A#MEHEBKMBPH IPv4 BRHAITERE., Bk
Amazon Route 53 Resolver E4&E4 1 NAT64 1 DNS64 , th o] LA B 2 Y DNS64 fR5SE8,

AT64 ?

NS64 1 NAT64
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ft 42 DNS64 ?

£ VPC HIE1THIMX IPv6 THEME REERIZFIZEW IPve MEBIE T, WREHE DNS64 , MXF{X
IPv4 BRSSH) DNS EfFERK IPv4 B sttt fERMAE , M BX IPv6 RETESEHB#BTEE. H
THAX—EEHRO , LA LLAFME A DNS64 , ©EATIZFNFNFTE Amazon RiR. £H
DNS64 , Amazon Route 53 Resolver FEHFTERMIRSH DNS 185% , ARMITUTREZ—

- WRIZFKEE IPv6 it , NEFRERRISKHABYIERE , MT2EL IPv6 #ITEMER,

- U5 DNS i2FkHEESBIR<BE IPv6 ik | Ml Route 53 Resolver 1EiEFXAHY IPv4 tb it Bl H
N RFC6052 (64:ff9b::/96) FENMEH /96 B , UEAR— Mt X IPv6 BRE &M
FWEIREZEGHI IPv6 thtit, AE , BEZET NAT MXBALRE , ZMXENRERT
FrEMEG | LATFRFH IPv6 RS IHRIZFRAZBH IPv4 BRSS .

IETLAE A Amazon CLI 3@ VPC # & & £ modify-subnet-attribute ¥ W £ J5 A2 DNS64 , &
ERIERFMHIERRE > RETFWIRE.

ft 42 NAT64 ?

B A NAT64 , Amazon VPC HH#1R IPv6 FRSEEB 5E — VPC ( FEIFM e ) S BiE#EN VPC.
b P 422 B BR N PRV X IPv4 BRSFH#ITIEE.

NAT64 FEMAK NAT MAXREBIZNIEAE NAT WX EBZAH, £ EERARNZEALINEE,

/25 F DNS64 j5 , IRXEA IPv6e MRS ET NAT WX FMERBESRERERE IPv6 it
B, BREUTER :
« NAT PIXTES 64:Ff9b::/96 BIZIRA HIFEHBBEIRRZ IPv4 , HEAWN IPve BIESERNA
IPv4 |, HER :
. R IPve B NECHIE IP, iZ% IP MHEEBRMNMNKHERNEME IP ik,
« BEEMR 64:FF9b: : /96 B B 5 IPv6 B IPv4,
« NAT RXBEEBRMMK, EBINFAE MR ERFRGFEREN IPv4 BIEELEE B, REB3
ERE,
« X IPv4 EHFAE IPv4 R EIEE, BIERERE , NAT MR EZREASBEVN M IPv4 BiiE
a,

- IR IPv4 BIE SR BHRR NAT WX |, ZROFERBES , FEIFHE P ( B IP) BRAEN
H9 1Pv6 Hesik H 4 64: FF9b: : /96 RINEIR IPv4 i3t KEUE NAT. RfE , BIE S EERER
wEEH.
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BRERS , NAT FIXET MR REAIPYG 6 TIER RS 5T FASBH0RER IPvd HIBSRT
B

Bt DNS64 M NAT64

BRBATHHNSRAEE DNS64 A NAT64 , UMEEN IPv4 BRS#HITELE,

AR
« B3 Amazon CLI 5B N _ERR IPv4 BRSSH#1Ti81
o EERPAMINERFAESN IPv4 REZHEE

]l

B3 Amazon CLI 5 EEM AR IPv4 RS #1TEE

MREBE-—NEER IPv6 TEABHFN , EXEEESHENBHX IPv4 RSHITERE | AR EE
R RIALEIX £4X IPv6 RS S EBKR LRYX IPv4 RS HEATELRE

BRZEEELAETN ( EEEN IPv6 THEAEN FMDTT ) PEE NAT WX, Hla, 8= NAT M
KN FMNZE—0.0.0.0/05%EREBMMXHIERE,

SERUT SBREMEIX LN IPv6 WIRS BEB E BB LAY IPv4 RS EIERE -
1. FUT=MNEHRFMNEZTER IPv6e TEATHN FMIEEERT

- 15Mm NAT FIXEY IPv4 B8 (0RE )

« 151 NAT FIXHY 64:Ff9b::/96 B, XRATFET NAT RxEHREX IPv4 RS HIRX
IPv6 By TEREFRVRE.

« BEMNHEOBERMMX (HEBKRMMX ) /Y IPv6 :: /0 BEH.

FER N /0 BEREBRMMCR R FINEE IPv6 EHL ( VPC 5 ) BT IPv6 K iEE.

aws ec2 create-route --route-table-id rtb-34056078 --destination-cidr-block
0.0.0.0/0 --nat-gateway-id nat-05dba92075d71c408

aws ec2 create-route --route-table-id rtb-34056078 --destination-ipv6-cidr-block
64:ff9b::/96 --nat-gateway-id nat-05dba92075d71c408
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aws ec2 create-route --route-table-id rtb-34056078 --destination-ipv6-cidr-block
::/0 --egress-only-internet-gateway-id eigw-c@a643a9

2. EEEMIPve THEAEMNFM+E A DNS64 IhaE,

aws ec2 modify-subnet-attribute --subnet-id subnet-1a2b3c4d --enable-dns64

Wz, RETNFNRRITUBEISERMNS IPv4 M IPv6 RFEVYBRSHERE, EBHEEZ2AM
NACL , AT E 64:Ffob:: /96 REMWEOMAORE.,

HENABINE PSSR IPv4 RSHVER

Amazon Route 53 Resolver {FREEM R DNS EIIM VPC B X BIAR ML | R R. Ea LB
THEBREXMEARBR :

« &ALLE VPC H 81— Route 53 Resolver Hitiin R , F N E DB EFH L Route 53 Resolver &
THEAXERH IPv4 ik, X F A DNS @fRERF , X2 DNS EWREM IP ibak |, Fitk |, N
N 1Pv4 bk,

o BULBIE-NHS MM , ATEEEFE Route 53 Resolver ¥ R A ith i AT I2F#Y DNS &£if
RV, o, BEAIBUSEAR M EETZF R IPv4 ik,

- BEAREBIRE Route 53 Resolver Hihin =R , fA , BEEEZTEMN IPv6 TEAEHNFNLEEHA
DNS64 , AFEIT NAT F< B & F 41t B & 3R,

DNS64 04a]i&E F F 4 3t B 48 R B9 X IPv4 B #F :

1. 5 IPv4 b3t 5 EL 45 VPC H Y Route 53 Resolver H 355 5o

2. 3kH IPv6 RS DNS £i&iT IPv6 3 ZE Route 53 Resolver, Route 53 Resolver SR &AM
NIEHENR , HIREAMEEFTEFHN IPv4 ik,

3. Route 53 Resolver 2FEHWHIE M IPv6 N IPv4 , FRERRIHEKRR]. wIKIEFN IP
AR — ENI, BT REREKRE DNS @#TEFRA M IPv4 bt

4. AMBENEFEY IPv4 005 B3RS H s 2R E Route 53 Resolver,
5. RIZREWRXE ¥ DNS64 By FMit , M| Route 53 Resolver FaM 1T T HIURE -

a. REBREFBFEESHAR. NRIZEZFE PV i, ITSFRENRER  BNET 88
IPv4 2%, BESBEIME IPv4 #htiB N 64:Ffob: : /96 K&K IPV6 1B,

b. EFITERE, HBT IPv6 FERIEE VPC HHIRS .
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£ Amazon CloudWatch ¥53 NAT M ><

&R LAE A CloudWatch ¥ NAT Mk , i TE AN NAT MxFIREE R FHIZ TR, T-F3Kad
BV ISR, BRI BAME MRS AR NAT MR FHRITREEE. NAT MXERBIELS D # —IRAR R
it S HENCEHRHA 15 M A,

A% Amazon CloudWatch WEZ{EE |, 52 Amazon CloudWatch A ERE. BXENMNESE
B . i3 ¥ Amazon CloudWatch E1o

NAT RxiEIRE4E
LT HERRAT AT NAT Wk, iR 51 SE S MER R AR £V ME 1T 8dE.

FEFR iR
ActiveConnectionCount BT NAT MKBUER H & TCP E#MN B8,

SERRTKRET NAT FSBUREMERE,

BT ITE

Statistics : EBERAMNSIT TER Maxo.
BytesInFromDestination NAT WX M B EBRBFTHRE.

IR BytesOutToSource M{E/NT

BytesInFromDestination K& , XK

NAT MXAEBHEAREFEREERX , IfFE

W NAT MXEZFELEHRE.

B 2

Statistics : REAMNLITTER Sum,
BytesInFromSource NAT B M VPC T F im i A F 1R 2K

.

IR BytesOutToDestination HWENT
BytesInFromSource KY{E , Il NAT M4k
BEHETEEREEX.

By 2P
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EAR iR
Statistics : &BERAMNSITTER Sum,
BytesOutToDestination B NAT Mx RixE BN FTTHHE,

RFENEETEREMN NAT MXEH
HEFIm7RE Internet, 18R BytesOutT
oDestination HW{E/NTF BytesInFr
omSource B , M| NAT M54k 2 8 (8] 7] B8
BREEX

B2

Statistics : ZBERAMNSITIER Sum.

BytesOutToSource B NAT WX KEE VPC REF IR F TR
R,
ARFEHNEETEREM Internet 7@ NAT W
KEHNEFiwm, R BytesOutToSource
H{E/NF BytesInFromDestination #9
B, WRR NAT MXAEHE EFEERES
X, RIFEH NAT X EELEHTRE
B FH
Statistics : RBERAMEITTER Sum,.
ConnectionAttemptCount B NAT MXZHNEZRIH.

W ConnectionEstablishedCount #9
/N F ConnectionAttemptCount HI{E ,
NFRA NAT B EHEMNE /iR 8 i &
HE R M AERE,

B HE

Statistics : ZBERAMNSITITER Sum.
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FEPR iR
ConnectionEstablishedCount B NAT MBI RIEZNHE,

WS ConnectionEstablishedCount #Y
{8/ F ConnectionAttemptCount HY{E ,
NFRT NAT B EHEMNEF iR 0 e M
Y E 2 R ST FTE

By it
Statistics : ZBERAMNSITITER Sum.
ErrorPortAllocation NAT M2 7% 7 Bl R um B B9 R 5.

RTENERTET NAT MXITIFHH R iEHE
j\(%o

BT
Statistics : ZBEAMNSITITER Sum,

IdleTimeoutCount MEHRSHERNZERARSHIEZNRE, R
SEEEARIEEXAI B 350 WATLED ,
SR E N RN AR

AKFENEETREECTNERRSHERE, W
8 IdleTimeoutCount K{EIEHN , MIFTREIE
T~ NAT MxEENEFREEESFEATHE
1,

LR

Statistics : ZBRAMNSLITITER Sum.
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RAriEmE

1R

PacketsDropCount

PacketsInFromDestination

PacketsInFromSource

DU
NAT X EFRNBESHHE.

KF 0.01% B{ETTREFS R NAT WXIFLEFE
TRt B, MRLIEREY NAT Mx EER
EmM 0.01% , i§¥ZE Amazon Service Health

Dashboard,

B4 iR
Statistics : ZBEAMNSITTERE Sum,
NAT <M B iR BRESNRE.,

IR PacketsOutToSource MWENTF
PacketsInFromDestination H&E A X
I~ NAT XA EBEE TREFEREEX , 37
E# NAT MXEBNE LR ES

BT
Statistics : ZBEAMNSITITER Sum,

NAT <M VPC & im I B 3R S B 51

=
Ho

MR PacketsOutToDestination K&/
F PacketsInFromSource HI{E , M NAT
X < &b 22 HA 8] AT RE A BB =& 5Kk

B iHEK

Statistics : ZBEAMNSITITER Sum,
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FEFR R
PacketsOutToDestination BEiE NAT Mk &3 B R BIEENHE,

RTFENERETEREMN NAT RXEH

M ZE P imAE Internet, #1R PacketsOu
tToDestination MW{E/NTF PacketsIn
FromSource MW , M| NAT R>cib 32 HijE) 7]
BEABIEEX.

B4 iR
Statistics : ZBEAMNSITITER Sum,

PacketsOutToSource B NAT MX &%EZ VPC R EFIBNBEIESN
WE,

ATFENEETEREM Internet Fi

NAT MXEHENEFim. R PacketsOu
tToSource W{E/NTF PacketsIn
FromDestination HI{E , MIZRR NAT BX
WIEBHE AR FEREEXL , FEHNAT W

REFEIEHWRE,

BT ITER

Statistics : REAMNLITTER Sum,
PeakBytesPerSecond ZENMBRSEEIHNEVHN 10 W FTHRSTE

HiE,

BAT IR

Statistics : B AT TE R Maximum,
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B iR
PeakPacketsPerSecond WERE 10 DITE—XTFERESER (Y

REHHERL) , FE0W , REREANE
RANBRNE (XS FHRESTER ),

B it

Statistics : &ZBE AL 1T TEE Maximum,

Bl iEmnEdE  BEAATEE,

$#E iR
NatGatewayId # NAT M>x ID FEik s iR,

& & NAT M3k CloudWatch 1E#r

NAT RIXIEPRIR 1 2 8h A9 et ) B PR &% 2 CloudWatch, 1EFFMI S HE RKBRSwEZEE , AEHK
B A ZRATRNEEAS, BRURRUTHEESR NAT MXH&TIER.

/8 CloudWatch 124l & EE BT

1. B LT MuLITF CloudWatch %] & : https://console.aws.amazon.com/cloudwatch/o
2. HESMBEHKD , MfRIEER Metrics ( 845 ) . All metrics ( FTEEHR ) -

3. &# NatGateway IE#R&H B Z=E,

4. EFERELE.

5/ &EF E¥rAmazon CLI

EWTRREOT , FANTHS TS HART NAT MXRSHIER.

aws cloudwatch list-metrics --namespace "AWS/NATGateway"
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B3 CloudWatch iR LIS NAT 545

A L O B B R AR ASET KX Amazon SNS JEEH CloudWatch &R, B 252G ER BYE
BRANENMER. ©RRBEEREES N HERAAXN THERENFEIRE Amazon SNS B R EE
Ao

Flan | B AR BB IRR S ASEIF NAT MW FRE, UTEIREENMNEN VPC FNEFiRE
& NAT M%<4EE] Internet B HIEFHRE., MMRE 15 2N NBEERNZTHAZR 500 FRE , K%
B4,

BIEEE NAT FIXAY HGRER B R

1. AR https://console.aws.amazon.com/cloudwatch/ , 7 CloudWatch &l &

2. HESMBEHRT , MfORIERR Alarms ( B3R ) # Allalarms ( FTEER ) -

3. i%&$ECreate alarm ( BIREIR ) -

4. EBRIERER.

5. #%# NatGateway IEtran B Z=E , AEERFEREE., HRIERE , HiEP NAT Bx
BytesOutToDestination §#R 5 I EIEHE , A/F1E#EE Select metric ( IEIZRIEIR ) -

6. RUTAHATREEER 6 ARFEE Next( T—F )

« XtTF Statistic ( Zeit##E ) , 1EEFE Sum ( Bit) .
« XF Period ( EH ) , 1%#F 15 minutes ( 15 28 )

« XF Whenever ( 8% ) , i&#¥ Greater/Equal ( KF/&ETF , >=) , REH A 5000000 1ERH
=8

7. 3TF Notification ( BEI ) , EFIEH SNS £& , HikiZE Create new topic ( FTEEHE ) BIE—
/|\¥EE\E%EO 1%£$# Next ( T ) °

8. WMABRMEBMAER , RAEEE Next (T—F ),
9. EBEBREIRE , & Create alarm ( RIEER ) »

BA -G, BULSBZ—NERREEREODEAIR , HEEZEEZ/MNEL 5 2 REIERKN
AFE(0) RHEEEH,
BIEZIR LS 2% O 2 AR IR

1. 1A https://console.aws.amazon.com/cloudwatch/ , ¥TFF CloudWatch # &l &
2. HESMBHKD , FKOXIER Alarms ( B3R ) # All alarms ( FIEEIR ) -
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3. ik#Create alarm ( BIBREIR )
4. EFEBRER

5. #%#F NatGateway IEtrin A Z=E , AEERFIEREE, HRERE , HiEP NAT WX
ErrorPortAllocation #5551 BV &% 4E , AR/F1EF Select metric ( EFRIBIF ) -

6. RUTAREEER , AFEEFE Next( T—%)

« XJF Statistic ( Z1TE#E ) , EHF Maximum (&K ) o
« XF Period ( A ) , 1&£#F 5 minutes (5 2% ) -
« 3¥F Whenever ( 8 ) , i&# Greater ( KT ) , ARHA 0 EANRE,

« X}F Additional configuration ( EfELE ) . Datapoints to alarm ( BIRHHESL ) , @A
3o

7. ¥TF Notification ( BH1 ) , EZFIEH SNS & |, i%Z Create new topic ( FTIEEH ) BIE—
NEEB, EE Next ( T—F ) o

8. WMABRMBMMER , AFEE Next (T—F ),
9. BMEXTEIRRE , £1F Create alarm ( BIEER ) -

BEXEZER , 152 Amazon CloudWatch FAFIER K EH Amazon CloudWatch &%,

BEE NAT Mo<Hy [a] &

DT EB AR A EE R NMER NAT i AT s8R RIM E R A &,
[A] &R

« NAT RXBIE XK

« NAT HXEE

o SEM P Hb it Fl AR

- FEXFAAK

« NAT RXAHAR

« NAT MXA IR Ping 8 5

o EBIFEEEM Internet

- ZEFRH TCP EEAK

- BERE B HARE R NAT RXFAF IP iuk
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* Internet JE$ZTE 350 ¥ 5 I
ToEE I IPsec iE#E
ToER R EZEE

NAT P> 82 & K
[A] &
&R — NAT Mk |, BEERARRERN Failed,

® Note
HIER R NAT Mx 2@ BaMIER , BEEAL—DEA.

R &A
B2 NAT RxatHitE, REIRRAERREME T HIE RO ER.
FRIRT B

EEFHIREL , BT Amazon VPC #2#|& , AF%EEFE NAT Gateways ( NAT W< ) . 1E3F NAT
R3S Ry kR |, RIFTE Details ( iFHE R ) I+ LK ZE State message (RFTEE ) -

T&R5IH Amazon VPC #2Hl & iR R TR AKMER . T REAUESRZE , £UUBRE
AR NAT M,

RV R & BRI B

FRRARBHZABIERE EENFFREEMAZRAF RE T WA AR P hit#k

Bt NAT Mx B IP tthiit, NAT FIXTFEEM FERTE Amazon VPC 2§ &
FREESE 7THAE IP #utky  FBEI{E Subnets (M) WH,
R8O, BRI E F M FRE R A E

¥Hh&EF Available IP, BEF
PRI ZEREY IP ik |, AT

BIBRAREARNMERED |, HE

IEREEMH,

NAT M3 217



Amazon Virtual Private Cloud

RAriEmE

B RVHIR

P48 vpC-XXXXXXXX TR FEIZAE A
B ER R M >

M P #iit eipalloc-XXXXXXXx
B2 3x<Ek

NAT 5% Bi &

R &

HIREEE Internet MxH
VPC 2 NAT M>x,

EBERN®M IP thit E S H MR
RKRER |, TEE NAT MR
Bxo

REZHEIE NAT FREFIREI LT 8RR

FRIRTT R

BIZ Internet Wk |, HFHEHE
EREH VPC, BEXRESZE
B BFERERABEBRRMX,

REMPNE RS P ik if
KBk, BI{E Amazon VPC 2%l
A HH Elastic IPs (3#M IP) T
|, HEFNEH ID M &K
O IDEEWE. MRZFRT
FEZEM P #hh |, MR
BRAEM KB, TE , thA ML
[E R K = 2 BLRTRYSE 1% 1P b
i, BEXEZEE , BSHEE
RS P it

Performing this operation would exceed the limit of 5 NAT gateways

R &

LB LA XER NAT MXBEREH.

fRRTT R

MREEEFE NAT MXEKS RRVEH , MAIBHTUATREZ —

« £/ Service Quotas 2 &I B EREINEA 0] A XEH NAT WxBLE,

« K& NAT MXMIRAS. Pending, Available = Deleting RSHIMKH S AR, MREZKIE
BIBRT NAT 3% , BEF/ 108 , UEIRSM Deleting &R Deleted, REZHFHE—N NAT

R,

- MREERETARXPFFE NAT WX , BEHRERS DB T AXFHIE NAT WX,

BREZER &

25 Amazon VPC B &,

NAT 3%
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S|P it FRER

) &

BHEZRNOA NAT Mx 2B #HE 1P ik et R LT 8RR

The maximum number of addresses has been reached.

R &
BERFNZXEK R 1P it BB,
BRIRT B

IR EH T 1P bt B B R BIEE , N AT LAECHE M IP it EEMRIREA B |, E , B LER
Service Quotas & &iFRIG LM P BLEl,

ARETAX

7] &

EHEZHOE NAT MKRETIRE| LT 48R : NotAvailableInZone

&

BARSZHAESORNTARX (ERNVT BREDZLRIXE ) PEIE NAT R,

fRIRF =

BT EEXETAX PR NAT WX, BAINEFETAXPEE NAT MXHFEATEORK
BHNBE TN, EEAUHRERH I AIZARNAAX , LEEFFEN NAT ML TER-X
o

NAT Rx B R

7] &

ZBIE T — NAT M3k , {EE7E Amazon VPC #2HI& R AT W,

R &
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BIE NAT MSHIBRI ATREH4E | BB A, IRAN Failed B9 NAT M<FE Amazon VPC &l & PR %
Al KLY — /e, — NI ZEAH B SR,

PSS

EE NAT WX tZXK PREE , RE=EHGIER NAT MK,

NAT X FI@RL Ping i
[A] &R

MREEZAMNEEBN ( HIIMNREITEN ) M VPC R A EASEFIFT NAT MKSHIE M IP it FAE
IP #3017 ping B4E , MA UG R,

E&H
NAT FIXXMNFAE FR AR BEHIE Internet ZHRITTRE.
RRAR

ENR NAT WX 2B EEZT , B5H Wit A8 NAT MK,

KT ETE R Internet
&) &

BOIET —NE NAT MR HZRRSTAT TR | 8 ping B F XK , HEELEFHMPHSIHIE
SE R BB,

R &
HI R ENREATERATRRZ —

« NAT Rk RERFRERE

- BHRARKEIEBLE.

- BNZEEFME ACL BRLE A HIERE.
- BEANRTZZFNHINL

PSS

REUTEER :
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« BE NAT MX2ELTF Available RZ. £ Amazon VPC #2&|& 7 | # %) NAT Gateways (NAT
Mx) E , AREFAEEERPEFTRDBFEE. MR NAT MXLFEREBRES , URTECRE
RATRERE TR, BXEZER , BS R NAT Wl LK.

- REGREOEBRRE THRHEK !
o NAT RXFTAL A E FRATEEF Internet REEK B Z Internet M<K BB &K,
o EHIFTALNEAE FRATEEF Internet REK B ZE] NAT M<K B XK.
- REERSEHMBHARZBEFLHBEAES Internet REKBEEMIZEZMRE NAT FX,
- BRLEXFNZLAMN AV HIE Internet TREB, Eff ping BHEEEBIT , XEHNELMR AU
Hik ICMP R E.

NAT FIX 28 & VPR Hh R B AR MR H 3518 REF I EIMRE (Rt ERBREN).
- BREBBFHMLE FFXERMEE ACL XA LEAES H U Internet RERIMM . FEAE ping
WHEFIET , XEHRNELRAFA UGN ICMP RE.

AUEARBEUBZHETRE ACL RZ2AMNUMAMNERE, EXESEL , BSH £A
VPC it H&E1Ex IP RE,

- MRFEA ping BT, BEAEXNZ AT ICMP BEHHIT ping 21E, MRKFH ICMP , BF 4
WREINEHES, EXRITUR , ENEESITEN LGS TERIHERTHEEN ping 5.

- REXLFIRBRES X HALBIRRINNAT ping B |, flFAE FRPHNEMBF (RIEZEERN R
TFIXEEA)

- BHREHEZNER TCP, UDP = ICMP %

B ARH TCP EEAM

[A] &

BT NAT MAXMRE FRPREFEZSFEBRE , BE TCP EEaiY , BtBEEELX
MY

R &

HI RN ERATERATRRZ— :

- BMRIRTREREEADER TCP BUEE#H TMAL, NAT XA TCP = ICMP M IP B, BX
BEZEER |, BSH LB NAT M<F NAT 324,

- ZRERSF|LEBAT tecp_tw_recycle £ , I NAT REZFBEZSNEEN , BRZENASSEHH
B

NAT M3 221



Amazon Virtual Private Cloud AriEE

Solutions
BERTUTERE , RIS HEENKETARSEEFERA DR TCP SiiEa#t Tk

1. FREELH IP it AE FRPHSEHIkA L BZ® RNMAE , LFERBBELRT NS K.
2. £ tcpdump EA T ERIFLIRT R EBFEE D BREEE.

/A Important

BB TER LB FRPRRPIRATIERE, REE ARG ERERMAISZAI | SE NAT
M<K NAT KBl /RE AR F R F KA,

RIERFWAE ICMP BIEEINWZH TERREHEIE KX, W0, 4% ping -s 10000
example.com FARL1E NAT W< /FE T4,

3. MRLIRT KRRIEDE TCP HIEE , MAIEA NAT EHIRE NAT RX,

MREFRFRIZRERSES , WITBIHRTUATRERRIEREEEA tep_tw_recycle %N :

1. ERRSFLETUTHS
cat /proc/sys/net/ipv4/tcp_tw_recycle

mRmER 1, MKRASEA tep_tw_recycle EIL,

2. MREBA tep_tw_recycle W , BUCHHER, MREFTEEMAEE , W tcp_tw_reuse &
_A&jjﬁiEIJﬁIﬁo

MEBENIFELIERRSEE , WA BT ImZARE FRAREHF LA tcp_timestamps &K
IR, REEFMEEIERERSSE. WREERD , N DXEBEAMNRERRAIREEEZERS S
FERAT tcp_tw_recycle i&Tl, MRARE , EEZERFB|NRAEERR , URIEIRETEEALE
I, meEA , WERNHEER,

BERERHEEAS R NAT MXFAE IP #iik
&) &

BHISEEI AT LG ] Internet , (B 2 YB3 4T traceroute HET , MK E R NAT MAHNFE IP i
ik,
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R &A

ERRPIEEREMMX (FIMEBERRMMK ) HREKRN,
fRRTT B
HERBIFTALH FRERHRERTD  REUATER
« BREFEN Internet RERIEEF NAT MK ERH,
- BRXBEMIFER B Internet REBREFHMIRE (MEMFAEMKHE Internet MX).

Internet ZE#E7E 350 ¥ 5 ¥

[] &2

SRR SEBI A A5 B BB | {BE#RTE 350 R RMITT.

RR

MRER NAT MAXHEREZ R 350 BREKEE , NEEQBEN,

MREEER , NAT F3<@ NAT R EANEAREFRRE RST HiFE , ZRHAEHITERE (ETKE
FIN %#E2).

R B

ERpEEDE B MBI ZEERAEESZRE, NFE , B UESES LB RAE/NT 350 B
TCP keepalive,

T RE Y IPsec iEE

(] &

BTESBRE IPsec E#,
&

NAT F3X S8l 7 X #F IPsec il

fRRTT B
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BAILAE R NAT B (NAT-T) 7 IPsec TREIZETE UDP ( NAT M= ) 1, FRAEREESN
RIEH NAT-T M IPsec BLiE , AR EEF IPsec RE.

TERBEZERE

[A] &t

BABEE NAT MXEEHREVYNIAER BT EBEUESERE,
5 Y53

IEFREC AR NAT MXBY A REZBRE, BXREZER , FSH NAT FXEMAR, MRFA
BTMARNXOIGET REERE , NETRIKFZREH,

BRI
W TBIRIEZ—

o XXENARAXAE—N NAT RX |, AEXEXEEDHEF .

« ERBE TP EEES NAT MXHREFRFEDESILE TP (FEEFEBTRE NAT FXHY
B& ).

« PREIZ iR AIX B 8 i B 2R A E R,

« i CloudWatch #f9 IdleTimeoutCount IEFRAI IR RIEEN BN, XAZREZEURBRKE
=,

- BIEZEEZA P #titH) NAT MXREIMAER NAT MRRMEE) P #iit, SN IPv4 it %
A LA #% 55,000 M HEERE, BEXEZEER | 5 61 NAT Mx 5 4EHE) IP ik < Bk,

EM

LIZFTRE NAT MBS , NAT M ANE N R RELENEN GB BIEHEXNHEH, EXESZE
B &2 Amazon VPC EMTs

AT KBS AT 7 B R B K NAT M EREME A
o MREMW Amazon BRLBUAXKESERAERE , NIERAREEREES NAT WX TFE—7H
X K REEERFHEBNENTHAXFEIE—N NAT WX,

« MRBEE NAT R AZSHRERI T FEORKIFI MK )‘—"'E’J Amazon RS , NEZEE RN X LR
ZOEEOARAINRER, BRBEREATANESZEER |, 5/ Amazon PrivateLink B4
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NAT 45

NAT SEBIR M E it uk 42 ( NAT ) o &I SUER NAT KB AR FREFRINRRSEURLER
(VPC) 2K BHRBIE , FIANEERM A ML, 78 7 M H A9 BTR AT LA @) B BR P& Hi U IPv4 3R
B, BelTEEREERN LB AERE.

/A Important

NAT AMI 23 £ R FTHRARIE Zi#h Linux AMI 2018.03 W EAL £ | iZARAF 2020 & 12 A 31
BERTHESE , HT 2023 F12 A 31 BERTHPXH, BXEZER , FZRAUTHE
EXE : Amazon Linux AMI £ EHLLE,

MREFERIAH NAT AMI , AmazonBIUETEZE] NAT Mx, NAT MXAREESH A
H, EENTR , HAFMENERIEED ., BXEZELE , B5H LB NAT MH NAT £
i,

R NAT EHIEE NAT MXEESENERA RG], &R LR BB 5 Ak 65 24 51 AR A EY
Amazon Linux €12 B 2 # NAT AMI the section called “8J2 NAT AMI”,

AFS

« NAT S5 E R FIiR
71 NAT sE4l6I2 VPC
- ANAT EfhltIgE=R 4 A
. BIE NAT AMI

« B31 NAT 4l

- ZRR/BNRRE

- EFEAR

o MHEH NAT L4

NAT £ E 4t &R

TERETRT NAT RHIMNEREE. BAREAEFRXEK , HEREBAEFHFEHNERNTER
EEABFRBE NAT £6l, AR5 , NAT RO BFREREZBERMNMK, REH NAT EFHHLE
IP #b3t7=4, NAT EHIAMNIEET —MNEENHOE ; MAIRE G , NAT R4 REBNNKOS
FHEIEAFAE FRPEMENESH,
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NAT XHIBRAEEEBEMIGRNR , At 4T TAEFH (BEXRFESBEERMMKXHERE
BFM ) B, FEKAERRE IP ik sE%E P ik,

LLLLl
L LB

TTTTT \
EC2 instance ﬂ , {1—\3’)
E}D / Internet Internet
b gateway

MAT instance

Private subnet

L1l 1l

L1l
TI*IT

Trrnt
EC2Z instance

EFFARMEA NAT K61, BRI NAT AMI, 73 NAT SRBISIERE4E |, REN NAT £6IE 31 E &
VPC H,

B NAT EHIESER T R/EZXEHEFES, BXEZEER |, 5SH Amazon Web Services —
&5E F i Amazon EC2 IR BRE,

7 NAT =462 VPC

ERUTIERZERLBNRLE TR VPC,
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B2 VPC

1.

2
3
4.
5

B https://console.aws.amazon.com/vpc/ ¥ FF Amazon VPC #2#| &
% Create VPC(8I2 VPC),

Xt F Resources to create ( ZRIEM IR ) , % VPC and more (VPC % ) ,
¥t F Name tag auto-generation ( B¥ L BEZNERK ) , A VPC A B,
EEMEFMN , BIITUTERE

a. X¥F Number of Availability Zones ( TAXEHZE ) , REENEREER 1 5 2

b. XF Number of public subnets ( AEFRHKE ) , BRENTARXE—NMN2EFM,
c. XF Number of private subnets ( A FRHE ) , BRENTAXE-—MEFN,
% Create VPC(8I2 VPC),

A NAT EflgBL A

FERATRAPBERNANQIERL A, XERN A2 GFER NAT SE6IMNFAE F R 5 #Y S5 12Uk B B MSE
/)||_,EJ/X&§E§‘“E’JIX—XJ£§E’J SSH /)|[,E° NAT %{ﬁﬂﬁﬁ_ﬂd\lﬁl Internet kﬁ/}lbi , Eﬂﬁi?*Aﬁ%quﬂgg{ﬁu

IREVERHF E %o
LT REEMN,
N
P WOBE R
#### CIDR TCP 80 ARIFKRBEFE FMIRF I/ AL,

HTTP #3E%

##44# CIDR TCP 443 RIFRBILE FPRS A AL

HTTPS #3E#

Aty IP #iit TCP 22 AFNEHI WL B NAT EHIB A

¥ SSH 5 R (B EERMMX )
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i ¥k
B &Y ith 171 % OSEE AR
0.0.0.0/0 TCP 80 FFX Internet #1THIE HTTP 14
]
0.0.0.0/0 TCP 443 AR Internet # 4T H 85 HTTPS
]
tEL LA
1. BELATMuITHF Amazon VPC ##l& : hitps://console.aws.amazon.com/vpc/e
2. HESMBEED , % Security Groups ( Z24 ) o
3. %&$RCreate security group ( BIBZ£4H ),
4. WMARSEAMNBHIER,
5. XF VPC, &EZF AT NAT £4I8y VPC B ID,
6. FEAWEMNTRMAMRENN , MTFFAR :

a. EBHRMAN, ERERIEEFE HTTP , HERPHRARLE FHHN IP #itseE,
b. EEFMAN, ERHEFIEE HTTPS , HERFRMATLE T IP it SEE,
c. EEBRMMN, FEXEEDEIF SSH, HERTPAAMEN IP utSEHE.

FEH LN TR EFREMRN |, MTFAR :

a. EEFMAN, FEREGERE HTTP , FAEEBMHH A 0.0.0.0/0,
b. EENMAN, FEREGEE HTTPS , FAEBM % A 0.0.0.0/0,
EEELZEA,

BEXEZER , BZH 224,

B2 NAT AMI

NAT AMI # L B 9 1E EC2 26l LiE1T NAT., EBAMEHZE NAT AMI , RiGEHEH NAT AMI B35
NAT 324,

WMREITRIA NAT AMI 8 Amazon Linux A AAHIRERS

NAT, BHELREFRXLERE  MEEEXHER FRARETE.

, B RZBREREN T B UMEE
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=[]

3 Amazon Linux €]z NAT AMI

1.
2

B#Z1T AL2023 5 Amazon Linux 2 B9 EC2 4, HSHIETERN NAT S=FI6IEZN L L4,
E BRSO HESSF EZ T TS LS A iptables,

sudo yum install iptables-services -y
sudo systemctl enable iptables
sudo systemctl start iptables

EEF ERITUTREUSH IP®E  FHEERRNAEE
a. EAMATYwmERR (HIW nano 2 vim ) IR TEEXH : /etc/sysctl.d/custom-ip-

forwarding.conf,

b. FRFEATATAINEIE B X4,

net.ipv4.ip_forward=1

c. FREEEXH , BHXARER.
d. BETUTwTUNAEREXH,

sudo sysctl -p /etc/sysctl.d/custom-ip-forwarding.conf

EXPILETUTHS , FRTEMERANEH. SET—SHBEUREL.

netstat -i

ELUTREIGEEHS |, docker0 =2 docker BIEZMMKZEND |, etho EEMEKEND |, 1o BHEE
e

Iface MTU RX-0K RX-ERR RX-DRP RX-OVR TX-0K TX-ERR TX-DRP TX-OVR Flg
docker® 1500 0 0 00 0 0 0 © BMU
etho 9001 7276052 0 00 5364991 0 0 @ BMRU
lo 65536 538857 0 00 538857 0 0 @ LRU

EUTREBwES , EMEEONRN enX0,

Iface MTU RX-0K RX-ERR RX-DRP RX-OVR TX-0K TX-ERR TX-DRP TX-OVR Flg
enXo 9001 1076 0 00 1247 0 0 @ BMRU
lo 65536 24 0 00 24 0 0 @ LRU
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ELUTRA@mES , EMLKEO R ensb,

Iface MTU RX-0K RX-ERR RX-DRP RX-OVR TX-0K TX-ERR TX-DRP TX-OVR Flg
ens5 9001 14036 0 00 2116 0 0 © BMRU
lo 65536 12 0 00 12 0 0 @ LRU

5. EXFIEETUTHRUERRE NAT, IRENKEOLRRE etho , B etho BN EEL—F &
BTHEMLKED,

sudo /sbin/iptables -t nat -A POSTROUTING -o eth® -j MASQUERADE
sudo /sbin/iptables -F FORWARD
sudo service iptables save

6. AFE , M\ EC2 EHI8IE NAT AMI, BXEZEER , 551 GEAT Linux 3£4I# Amazon EC2
AFPER) i elZ2H Amazon EBS 8 Linux AMl,

B3 NAT =41

BRBUTSREAELIEN VPC, T4 NAT AMI JF31 NAT L4,
Bzh NAT =41

1. BT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,
FEEEERLE , EEE3HEH6

NFEH, WAL NAT E6IE K,

Xt F R ARFRIRERSREG |, EFEHN NAT AMI (EZEFEES AMI, EH AMI)
NTFRBISRE | EFEFE—DEFIRE |, BURM NAT EFIRENITTE. RAEMEERIR,
(L& ) X FEAX , EFE-PAEBRANIERCIEFTBRHAX.

X3 F Network settings ( MZRIE ) , ITUATERE -

N o o &~ b

a. EBIRE,
b. X7F VPC, &ZEERIEHN VPC,
c. NFFM , ERECENLNEFM,

d. X F Auto-assign public IP ( BZI DB AE IP) |, %$F Enable (BH ) - B EF3N NAT £
BlE , B —1 M P it R E D ES NAT 3241,

e. XTHAE, ERARIELLE , RARERECENZ 24,
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8. EEBHNH, EESH ID BT FRFFAERNE. FHENIRBIBRNEEET , HEFRS
KERKI.

9. ZA NAT XAIRUR/BERRE (SR ZAR/ERKE )
10. EFBEHRURERIEE NAT £6| (S50 EFBEHAR ) o

ZAKR/BERRE

B EC2 KAIEMLBMIANITIR/ B RE, XEWRAE KA M E 2SR BAEFRAR KT B #xo
B2 , NAT KB LMEER ERE B ArHAFERS R AEMBREER. Bt , BLMER NAT SEHI6Y
RIBRRE,

ZHRBNRE

1. B LT MuEiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
ESMEKR , EF Instances (E41).

% NAT 3461,

TRERRE, BN, EUR/BNRE,

NFR/ENRE , HFERFEL,

1% Save.

R NAT KOIBHBIMEED |, BMEBRMIETIF AR SEZORFZED, RFED ID LEREN
FEONHE, EERE EXFREFRE  BREA , RAREERRE.

N o g bk~ 0 DD

BB E &
A F M R RSE — N EBR MR ELRE NAT REIH A,
BRI T

1. BELATMutITH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/o
ESMBEET |, % Route tables ( BHZE ) -

EREFE MY E R,

FERR BIAT R ROIRRREIRE | RARIRERMEKH,

HEBRFRRAA 0.0.0.0/0 , FEBRPEA NAT KEIHKHAI 1D,
ERREER,

o g kM w0 D
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BREZER , R EKERBER,

iR R B NAT 2451

B3 NAT EPIATRA LBES R G , BRI LUNHALE FMHHXERE T LUEE R NAT SS61A
R 2RSS 2[RRI BB,

dr

£

Nii
B

. B NAT Efl= 44

 ERE F M HE 3 LA

. Ping 2 7 ICMP # Mk
B4:.8R

Nil
B

°
NG
Q] A
AN %‘a AN
EE N KSR )

Nil
B

HR 1 B NAT EhlR£4A

WMEAVFRE FRPEESIE NAT SZHIRIE ping RE , HHAM— DMK VA M ICMP 3
B, EAW NAT X BESLHKRSER , EAM— NNV HYE SSH REREAMLE TN,

EH NAT RflL£4A

1. BELATMuLFTFF Amazon VPC & : https://console.aws.amazon.com/vpc/e

2. TESMBE®RD | E#F Security Groups ( T4 )

3. &EEE NAT ZfIXBNZ AN S IEE,

4. £ Inbound Rules (A¥EFMN) &I+ L |, i%£$F Edit inbound rules (48 AEHN),

5. %32 Addrule, XTFEE | EEFE ICMP - IPv4, XNTFIR , EREENL , MALNRLEFRHN IP
haSEE. ERARFRN,

6. TEHMHMNETF L | ERHEHEHN,

7. % Addrule. FFER %R SSH, NTFEWH , EBEEN , HAAZHNILE FNE IP #hit
BHE,

8. & Addrule, X TFEHE | EZBFTA ICMP - IPv4, H Destination (B Byith) i%£# Anywhere - IPv4
(FEALE - IPv4), EFREFHN,

HR 2 BB THH BN IRASEH

HEENIEFMPEIEE, BV NAT 5613 1T SSH 15R , HFEAMER AT NAT KR
FMRZHAXS .
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ERE T BN KB

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. EEHEREL  EFEHE,

3. EERENIEFW,

4. BOEEEGIDEAE IP it

5. BRIERFINEZ LA RTFRBEEN NAT ZFRAEFME IP i SEEAI AL SSH 151 AR vk

ICMP i £,

6. EEAT NAT ZHINHERZEHAX,

HIR 3 : Ping BA T ICMP KM 15

ERUFFAE FM AR SEF R E T AE A NAT KOS EBRME(E |, 1§1E1T ping 1.

MIERIFLE SHIM i B BR W % 432

1. EXRMITEN L BE SSH REHER , BESTTLUT NAT SSHIRESL20 RS,
Linux and macOS

ssh-add key.pem

Windows

T & H %% Pageant ( TR EARZE )

R PuTTYgen BN E R RN ppk &R0

JB83) Pageant , BB HESE LW Pageant B#r ( TEEE R ) , HIABHFNFH, EFER
BRI ppk X, MARE (NREFEE ) , REEFITH.

2. MAEMITEYLEEIEN NAT £46,

Linux and macOS

ssh -A ec2-user@nat-instance-public-ip-address
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Windows

{5/ PUTTY EZFIZH NAT 6. W TFHHRI , ELAFTEEAFRBER , AENATE
BRATH TG AR 2

3. 1E NAT Efld |, iE9T ping 8% , IEERB A ICMP By® k5,
[ec2-user@ip-10-0-4-184]% ping ietf.org

EHEINER NAT KOIRTLAERI BB |, RRIEERERE T T HE , AF/RK Cr+C BUE ping
. BN , Wil NAT XFIRBELNEFNF ( HRAREEETERMMXHER ) o

PING ietf.org (104.16.45.99) 56(84) bytes of data.

64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=1 ttl=33 time=7.88 ms
64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=2 ttl=33 time=8.09 ms
64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=3 ttl=33 time=7.97 ms

4. MIEE NAT =241 , ERFE P #hibEZTEFAE F MR H =4,

[ec2-user@ip-10-0-4-184]1$% ssh ec2-user@private-server-private-ip-address

5. MEBHFERS , BTIZTT ping e RN IXER B AT LUERT EER
[ec2-user@ip-10-0-135-25]$% ping ietf.org

EWRIAEHFEZHITLUEE NAT SEAIFREBRR |, BRIFEREWE T T , ARFE Ctrl
+C HUH ping 55,

PING ietf.org (104.16.45.99) 56(84) bytes of data.

64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=1 ttl=33 time=8.76 ms
64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=2 ttl=33 time=8.26 ms
64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=3 ttl=33 time=8.27 ms

BrE R

MRMBLE FHHHRS IR N ping BB AM , BEANUTIRK#HTREHE !
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« BIEENERAT ICMP WML INIT T Ping B4, MRKRIIT , BHNRS [/ ERRNEHRES.
EX TN, FNEECIHEN LA STA JﬁﬁLﬁ*HﬂE’J ping &8 %o

« IUE NAT XOIMNZLARBANKAMRE FNIAL ICMP RE. MRFAY , NER NAT K45
TEMFAE P ping 5o

- RIFEX NAT RGIZATR/ENERE, BXELSER , $20 ZAR/EHRRE
- RITREWEE TIRAR. AXESER  F5H ENMBERE.

SR’ 4 BB

NRETEFELE FNPRNRIRS SR  FERLEEZXS , IRERTBENLNE. BXESERE 1§
2 GERT Linux KBI8Y Amazon EC2 AiF18F) FHL L6,

MREFBEE NAT X6, MATMMELESHELET  IHEERTIBRLAR, MRECIET - NAT
AMI, AT BATE B Z A BI#TEY NAT K61,

LEE NAT R A NAT 3545

J«L{THEEIJ& T NAT SEHIA NAT MR X5l. BATEWEER NAT Mx , RAEiRHE T EFNE
AENHR  MEEEITFMENIEEED,

B NAT W NAT SE4

A% SETH. SMNTHXHE NAT X ERMAEERG 2 RANHERE,
KATREE. EFMNTHXHEE -
NAT 5% B B4R R4 TR BT AT A X

R AU EH R 2 100 Gbpso HUR T RBIR BT

44 H... €& Amazon, BAEEHITEME HEERE , fINEREN KL ERHE
o MBRIERSHN T o

PEgE RUEZLZLCAELLE NAT RE BLERAT NAT &R AMI,

2t H ZREBURT AR NAT MXHBE, £ FRABURTEEARN NAT KEIHHRE.
R RGBT NAT WX RIERNBEE {5 A B DA R SR AU SR B M R

=
Eo
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RAriEmE

B

REHM
K

nEIP
1t 3

proimR=

220K

E2p -t

EEis
e

R

HEAETT
7

IP 73 B

NAT W

BERM , EFRERRREYTEE.

PIEATIEREM IP it , 5EAE NAT M
FKREKo

HIERIZEM K BRI FMEY IP i SEE
ik,

BT LA E NAT MXMEXER, &1
B E24E 5 NAT RMXERFIRREK , %
EHEAEMHERE,

ERA ML ACL 263 HIRH NAT MIXFR
EFMERE.

ERR B SRR E

3o

3 HFo

#F NAT WX CloudWatch 3E#r.

REREREET , NAT WX @ NAT RXEA
MR RIRE RST RS |, okt
TERE (BT KIE FIN BUEE).

X ¥R UDP R IP 9 BRBUIR 2o

A3 TCP M ICMP tHiX BRI 0 ER . SHIBR
X LMY 0 R BIR .

NAT 32451

RIFENTN TAERBEERE ZAISEHIK
BMA P

A NAT SEOIERAEMY IP it HAE IP
Hosik, SRBERY R LUEE TR AL P iy
W ERPIRERKER LA P i,

HEEBEHEGIE , ANFREY IP itSEHE
RN ESERNTLE IP ik,

5181 NAT SEHIF NAT =612 EH R IR
KER, DI R IR R E .

E M 4% ACL 126 488 NAT SK6IFR
EFMERE.

£ A B SRR

B

F3 BE B B X Fim A Ko

REE2LRSER,

BELHIK CloudWatch FE¥R,

WRFEEER , NAT SE6I@ NAT £6ij5
FHRBIRAIE FIN 8IS |, BLKRAERE.

X#E4H UDP, TCP Ml ICMP iKY IP
2 BREBIEZ.

B NAT &%
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M NAT 26IEBE NAT M>x

MREEEMEA NAT K61, RNNEBVCHFEERN NAT WX, BRI SIEEH NAT SSPIFFENRE —F M
Al — NAT Wx |, REFBARPIERZ NAT 26 EREERNERIZ NAT MXHEEH.
N NAT WX EER NAT SKOISBIFT AR E — Y IP bt | B HRRIZEMY IP it 5 NAT 5%
PIRYRER , RIFHEQIE NAT FXEPRiZib it 5iZ NAT FXKER.

WRIEFEE M NAT SEHIE RN NAT X |, 50E |, AIRMEREME IP sk 5 NAT KAIRYRER , AR
BHAEZERLPH , SMAEMEL. FRARBKBEMRBES (BB NAT EHIRMEMN H At
% ) EHIE{T.

R IP ik X ERE| VPC REY R IR

M IP iyt REMNATHITHSSUENHS, 28 IPv4 ibit, ETTSUREMYE IP it BEEIKS Y
E%= VPC FRVEISSHIS M 4552 QMR B, EBh58ME IP uk | &R BURIE R b it ERTARSE] VPC
B9 5% — NSRBI, M Bk iR PR

S P a8 A AL

EEARMY IP it , BLALFEIENELENKSPER. RE , EALLFES VPC FHYKAEIH
REEEOXRER, B IP it RIFIEEENAmazonIKF VRS , EEZHABRERRE.

M IP it EMEZEON—NEM., BUUBESEHMMBISEHIHNMERED | 4% IP it 5iZ 5546
RERER, F5t P it SMEFEOXKMAREZSZHIXBENERET , RE—F , EMRE
BOWFMEBRMN—IEBIBES —1. BXEZEFEL , FZHERT Linux X618 Amazon EC2 A

FigmPmE M &EO,

LLTHNER -

o B IP M —IRRAE—ANRAIH MO KREK.
o SETLUREME IP st A — NSRBI EEOET B S —PRAIIMLED,

o MEEEM IP it ERHIH eth0 MEEOXBKER , RESRNEYNTHLE IPv4 bt (IRA) B
ME EC2-VPC A% IP shutithrh, MNREUHEEM IP ik | REFBEZE/LDHA A eth0 MK
BEOSEBR—1HNAE IPv4 thit, MREBREHSEFMMM— P MEED , WFRAEARER.

- BBEZREAE 5 NEM P dbut, NABTEX LM , EAER NAT 8%, BXESZEER
BESH £ NAT REEEIERMFEEMMNE,

o R IPv6 RysEME P Hbiit,

s P bk 237
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o BAILLHEDERAT VPC RUGEME IP bR INIRE . T , T XEFEREADERE, MREIREH M4
IP #biik , FREFME

o MWMBRLEAFME ACL RIFRBIR IP bt MIFRER |, LALLM Internet 5 A3 1P bk, M VPC
AEBREIZE| Internet WEIEFREEE Internet Mk, BXEZER | 5SH 24 F WL ACL :

o BATDANYEME IP dhubE AR AT E— &I

1k Amazon M IP ik, EFUETUS |, SR LUREMY P it M40 R E XK, XERK
i@% CIDR RV B, REMBZILRELF CIDR RIEFHIFA,

- EABT IP Mit, BXBT IP it ELR |, S HERT Linux 24I8 Amazon EC2 F 8™
FE BT IP #ik (BYOIP) o

M P it EXE MR, XM Global Accelerator TIE £ F IP it EZE LS. |, {5518 Amazon
Global Accelerator F X ARIEEHNFEHASFES IP it A2 XEMEES IP i,

M P

AT ER R anqal {68 A 38844 1P sthit

%

o ZDFECEME IP Myt

o RERGEME IP Mt

- BEFEREM IP bt
o NEM P IR IR
 fRBRTEME P bk Ay R<EX
- HBHM P bt

o TEHGEME IP #hik

o REFM P Myt
 API M SH#E%E

o ECEM IP #utb
EEAEM P Mt | AT B — NN 1P ek BAE VPC R,
D ELEME IP ik

1. BELATMutiTH Amazon VPC #2#1& : https://console.aws.amazon.com/vpc/e

EREME 1P #huk 238
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6.

ESMERT , &FF Elastic IPs,
i%# Allocate Elastic IP address (7Bt 1% IP #biit),

(A% ) DECEME P byt (EIP) BY , BASIEREEHFPDE EIP WMEZLRE, MELR
HR—ATHKX (AZ) . Local Zones B Wavelength Zones ( Amazon AIMNFBEELELE IP ib
it ) o Local Zones 1 Wavelength Zones WM& RARESEXFEHFNTAXTRE , LR
Amazon MEEHEIXEXFHRFRNEF ZEREREERENFEVEERE,

/A Important

BB RF 5% EIP REREY Amazon FHRFIER M ZL REAH DB — EIP. — ML
A EIP RAREZMELRAPHXERES , MARERENLLRARRNE
AEAXEAES,

MR IEE A Local Zones 3 Wavelength Zones ( BXx<EZE L , ES R E A Local Zone S8 A
Wavelength Zones ) , MIAT AR ATA X, Local Zones % Wavelength Zones 1E#F M 418 R4,
BFEEERNEORA , @A EIP REXBKHN Amazon BRESFM FE— ML D FRAF, &
AT LAER EC2 ##lAEE AKX, Local Zones = Wavelength Zones FREMI M EIA A ( SH
Local Zones ) » BE , — M XBHHNMETRAXEETE—1MKZLFRE , M Local Zones T
Wavelength Zones JII[& F & B B M &a R A,

WREKRIFA Local Zones = Wavelength Zones , MIESE EIP B , RELFETE LR KEZX
WrRARAKX (M0 us-west-2 ) WREZRA , HELATENERITER. XERBELIEA
ZM &N AR EIP FELFEXENMETAXPRES,

NFAE IPv4 ntih | ERATIEDZ — -
« Amazon's pool of IP addresses (Amazon ¥ IP #biit5th) — tNEREM Amazon B9 IP ikt 4
Bt IPv4 Hdt,

« My pool of public IPv4 addresses (FRHI/AHE IPv4 #biik i) — 21 RGBT I EIAmazonlk F B9
IP Hbibith AR 5B IPv4 sk, WNREZEE IP kit | N ETUF R,

« Customer owned pool of IPv4 addresses ( & B/ IPv4 thiitith ) — R EMNE AR b &6l
BHttAh 5B IPv4 Hbik LA Outpost £/, LLIETIRTE 2 E Outpost BRI A,

( ATt ) AN BRARE
[DRIPRE] EBA ML , AERITUTRE
s XWF Key () , WmABEM,
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https://docs.amazonaws.cn/local-zones/latest/ug/getting-started.html#getting-started-find-local-zone
https://docs.amazonaws.cn/wavelength/latest/developerguide/get-started-wavelength.html#enable-zone-group
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* X¥F Value (1H) , WAR(E,

[ BRAR ] Ak R AR 0“5 F0“E” A M 69 1 B o
7. %&3#F Allocate,
XEcGEM P b
BT LUK S8 IP 5 VPC 1 IE1EE 17 9 S5 45 2 ) 48 452 O 4B < Bk

MRZAT DNS 4B |, NEELGHEM IP it S3E6IXB T |, 6N £3KEB2E DNS EH&. X
EZER |, 5 VPC 119 DNS B4,

TR 1P iyt B SEPIE M 45 4% O MR ER

1. BELATMutIiTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e
2. HESMBEHRKT , & Elastic IPs,

3. EEE/EAT VPC (SEEFIMERN vpc ) BN IP it | REAOERIREFRCEHEMY IP iy
ko

4. 1%#% Instance = Network interface , AA/FIEFE R ID HMWLIZE DO 1D, EFBEESHM IP it <Bx
MFE IP sk, 1%£$¥ Associate,

EEEHEMY IP it
BRI ERE DA EMNIKFAYEM 1P it
EELHBME P iyt

1. BELTMutiTH Amazon VPC ###1& : https://console.aws.amazon.com/vpc/e
2. HESMBEHKT , & Elastic IPs,
3. EMZEERNIR , BEEEREDEAZRY IP it —BoREHWENE .

N IP iR INPRE

BRI S IP AR, UBBERRAIECHRECLHEENEH#ITH R,

fEFEME 1P it 240
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N IP M3 F AR

1.

2
3.
4

B AT Mt 3TH Amazon VPC #%|#& : https://console.aws.amazon.com/vpc/s
ESMERS , %R Elastic IPs,

EEHM P it |, AFEERERZ,

EREERE , BEFEMANRSENE , ARERRE

FRRRTAME P bt B < BX

EEUEE M IP U PRV B IR | BT E 5L R B FIRBUE XK.

B e 1P thub A9 S<BR

1.

2
3.
4

BN AT Mt 3TH Amazon VPC #&l& : https://console.aws.amazon.com/vpc/o
ESMEKSP , & Elastic IPs,

WRZEM P it |, REMERIRE. BUEXEEM IP it

RER R |, EFERUHXREK.

BB P it

AT N B F 4 IP ik M —/ Amazon Web Services K BB IS — MK/, EUATERT ,
M P A sEARER

« (AMFHR — (FRAMM IP it E Amazon Web Services Il Z BIRIERH#B TENE, EBFRSE

SR IP ARSI AT A NACL FIRFR &,

« SR XLRLEE - FAKPR Amazon Z2KFRENRBEELS TSN EFENEM IP i,
« EME - EXRSHEHEEAEME P it | AERL R EBRN TERBRIEREHRRE IP.

HREM P it NIREEM A,

1%

- BAHEMY IP it R
- SN P UER
- EZEBHEML P it

fEFEME 1P it a1
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BRTEM P iR

AT BWAEZHRBAEM P i, HEBEUTERAEMY P thutEBARNRE

« SBATLURFSEE IP ik MAE{AT Amazon Web Services K ( RIKF ) # % 2I[E — Amazon XiEH{E
M E A Amazon kP ( EBIKF ) .

- EFEBEM IP HUEAS , Amazon Web Services Ik IKF 2 BIERSEBF. YRKFFREBN ,
EBIKF ALt RN ESRIEZ XN MY IP #itEE, EBLtR2H , NEKFITUEBSLEFH
BHARANEME (P sk | Ebdl - £ Amazon BHI&H |, B FE A describe-address-transfers X4
Amazon CLI s G EIAIE S, tRX2/E , BBNIH , mMB#EM IP hut AT E R EIR E 4L H IR A
Ko

- EEZEBEN=ZXN , RKFUUEECESHNER (W0, £ Amazon 2 &PHERA
describe-address-transfers Amazon CLI S S &E& )

* Amazon FLBEEBKSBHSFLENZREY IP it BEBER, FKSOMEELIBNEBIKS
FBE LTI HME P it HBER,

- BBRRGE , SETEBREMY IP it XN AERSEHISHEE.,

s BEEFGNBETHAE IPv4 ittt [BEM N B IP ( BYOIP ) tthiibith] 2 BpV M4 IP thit # B Z|
& H9 Amazon Web Services I/,

« MREZEHAEBSKME DNS iIDFZMEREKAEM IP it |, MAIUTFAR#ERTERE | BEREMBRREN
DNS id%z 8l , #BKFP L L ESIEE,

- MREBAHBE T Amazon Outposts , MZRATEEENEFIHER IP ittt ( ColP ) Ao E T3 M
IP ik, EFEEBM ColP D ECHISEM IP sk, (B2 , LA LEA Amazon RAM SE ik /-~
= ColP, AXEZER |, 52019 (Amazon Outposts A IERE) FHESHAR IP i,

« A LAER Amazon VPC IPAM BRER[E Amazon Organizations 443 A9 IK P 35 5558 14 1P st A9
BR. BREZELE , ESHEE Pt i FicF. B2 , MPF5M4 1P it B EHLDNIH
Amazon Web Services Ik~ , M5E%E IP ik By IPAM T L 1IEFFE K,

IX L5 25 B A DR IK P 52 - o
BB P i

1. BREFEANZIR Amazon IKF .
2. BELATMUEITFF Amazon VPC | & : https://console.aws.amazon.com/vpc/e
3. ESMBEBRTF , & Elastic IPs,

fEFEME 1P it 242
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4., EBR—ANHZANEQRAEBHEM P it | RF%ER Actions ( #1E ) . Enable transfer ( /8 %%
B).

5. MREHBZ/ M IP st , NE&EFEF Transfer type ( EHBER ) EI, HFEBUTE—IEI :

o MREFGHEM IP #but B F B/ Amazon IKF | i5i%$F Single account ( £ANKF ) o

o WREFIEMY IP it B EZ S Amazon K |, 5% Multiple accounts ( Z41NKF )

£ Transfer account ID ( B/ ID ) T , M AEQHEZHME IP #hut#y Amazon IKFH ID,
EXAEFHA enable AHIAER,

EERR,

EEESEE  BS0N SZRBNEME P i, BEEAKE , BTSN AR IP it B,

© © N o

AN P it B
EHNEUNAERSAEBERARMYE P £,
IX LS PR ER S A BRI P T K
BTN P dbht RS

1. BREEANRIR Amazon K/,

2. BELATMUEITFF Amazon VPC & & : https://console.aws.amazon.com/vpc/e

3. ESMERTP , & Elastic IPs.

4, TEEM IPERYIERD  BWRBHAT ER Transfer status ( BBIRES ) FINE .

5 EE—NHZA Transfer status ( EHBIRZ ) 7 Pending ( 154032 ) Hy58ME IP it , RFIEEF
Actions ( #1E ) . Disable transfer ( ZH#% ) .

6. HEXAXEARHA disable AHHIA,

7. EERX.

EZRBHEMY P it
AT BUAIEZ HBAYERM P #hit,

B IP #huksf , Amazon Web Services Ik IkF 2 RIERLEBF, HRKSFBREBN , &
BEKFE T RO RIREZ XN EMYE IP it #B, EBELRZA , NEKFAIUEBRLEFHBHAT
AN IP it |, Lb40 - £ Amazon #EHIEH |, B F A describe-address-transfers X4 Amazon
CLI TR EER, tX2E , #BEIH , MEMY IP thut AT B PUREIR EI4A H R BIK
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NEFL2MNFERE RS,

Parquet Z{1#E3E 8 : STRING

sublocation-id FERHIREIN FAERE : AJENESIE KK |8
| Ay BX, IRREFRKEFNUE , MiERKRL2WNEFERE
’-F - ﬁ’?o

Parquet Zi1#E3£ 8 : STRING

BEILEHERENMEZEON FALEN ID. IRFAEFTRRXRE FX
B, MieZRaeaNtFBRER TS,

Parquet Z{#E3£ 8 : STRING
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RAriEmE

FE

pkt-src-aws-
service

pkt-dst-aws-
service

flow-direction

DU

WRIER IP #hik AT Amazon BRSS , M9 iZpkt-srcaddrF &Y IP
i3S Bl FEER B R, ATASEYE/SIE - AMAZON | AMAZON_AP
PFLOW | AMAZON_CONNECT | API_GATEWAY | CHIME_MEE
TINGS | CHIME_VOICECONNECTOR | CLOUD9 | CLOUDFRON
T | CODEBUILD | DYNAMODB | EBS | EC2 | EC2_INSTA
NCE_CONNECT | GLOBALACCELERATOR | KINESIS_V
IDEO_STREAMS | ROUTES3 | ROUTE53_HEALTHCHECKS

| ROUTES3_HEALTHCHECKS_PUBLISHING | ROUTE53_R
ESOLVER | S3 | WORKSPACES_GATEWAYS,

Parquet Z(1#E3£ 8 : STRING

MR BAF IP it AT Amazon ARS , W39 iZpkt-dstaddrF EXBY IP
bt SEE FEMN B M. BXARENENSIZK , 125 pkt-src-aws-
service FE&,

Parquet Z{#E3K 8 : STRING

HEXTHRABRENEOMS KOS M. ATEERNESEE : ingress |

egress,

Parquet Z{#E3£ 8 : STRING

JIES
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FE DU TN

traffic-path FHREFEENHNEE, EHERBERENEZHRE , BRE 5
flow-direction F &, AIREMNEM TR, WRZEEMAEER , Nix
FERMEER -o
- 1-BEFE— VPC FHEMFIR , SFEEZ VPC FOIEMEZED

9 R
« 2 — BEEBRMMXEHM*x VPC Lin
- 3— BEELFAEMX
- 4 —BYXEA VPC N EFiEHE
- 5 —BIXEE VPC X EiEE
- 6 — B AR M
o 7—EIEMX VPC LimTi K (XPRET Nitroc HI3EH] )
- 8 —BIYHEBKMMX (XBRET Nitro KIKHI )

Parquet Z(#E3 8 : INT_32

i B EIE KRBl
LT REREERERN R BERICKH KA,

BEXRBEFRLCEZEANEE , BSH )ILH 0. BXRNMAIBIERBENELR , BSHR FRKEE.

B 3%
- EXNMELIRE
- ZHFEABIATISFHE
« ZREANMMLE ACL BN
« IPv6 RE
« TCP #r& 75!
« BE NAT MXHRE
S hEMNXHRE
RSB, REERENRD
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BERNNMELNRE

AT RN B ERIEK =B,

FERRBIF | SFM IP ik 172.31.16.139 B EBFE IP it KO SSH RE ( BirimO
22 , TCP thi¥ ) 73 172.31.16.21 , /UK 123456789010 FHY ID eni-1235b8ca123456786789,

2 123456789010 eni-1235b8cal23456789 172.31.16.139 172.31.16.21 20641 22 6 20 4249
1418530010 1418530070 ACCEPT OK

LRGSR | IELIEMIKS 123456789010 Y M4 O eni-1235b8ca123456789 #y RDP & ( B
Frim A 3389 , TCP tHil ) o

2 123456789010 eni-1235b8cal23456789 172.31.9.69 172.31.9.12 49761 3389 6 20 4249
1418530010 1418530070 REJECT OK

TR MBI /Y 12 %
J’/{TﬁEgﬁl}\ AL H n.»'LE'.iEI"J 7.]__\1§|Jo
HELRBIH | RERSEERFRIZSFEMTHE,

2 123456789010 eni-1235b8cal23456789 - - - - - - - 1431280876 1431280934 - NODATA

FELRBIAR | EREFNEEBARS T —EAEXIERK. HTBEIRNHEE , VPC RAESERESHEE
[REARI T ERHRAR B EHEN BT IC R, £NBI IR O LAKRRER S0 E 6 FEEiE M &8 0O R#E3R
V2N Mo

2 123456789010 eni-11111111aaaaaaaaa - - - - - - - 1431280876 1431280934 - SKIPDATA

LA MM ACL AN

MREEFERARAERZIHEITERIT TRV ZEAANHMHE ACL BN | HiEEXLERRAR
A, ZEERBERSH — XERBENFIATFREN TN bW ARG | BIEZSEPPAN TR FH
=k, K, W% ACL IEa:'lj(/L,\EIJ R A EREN NN EEEFME ACL #N,

Bl | SR AFRITENL (IP ik 203.0.113.12 ) FERISEH] ( MEELOWFLE IP thukh
172.31.16.139 ) £/ ping fF T . ENZLEHALMA LG ICMP RE |, BHEANT AT ICMP 5
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B, ATRZREEAREREN , AFMNEHEHIME ping. BN ACL R£IFAY ICMP & , BFR R
YFHIE ICMP RE. HTFME ACL RTIRASH |, MM Ping MEHR , T2EMEERFPHITEN,
ERIARBE , TETARMNRAFILER :

« B ACL MZ£AE AW (R A BERER M) B K #E ping B ACCEPT id%o
- M4 ACL 3E4LRIERL ping B9 REJECT i2%o

2 123456789010 eni-1235b8cal23456789 203.0.113.12 172.31.16.139 0 0 1 4 336 1432917027
1432917142 ACCEPT OK

2 123456789010 eni-1235b8cal23456789 172.31.16.139 203.0.113.12 0 @ 1 4 336 1432917094
1432917142 REJECT OK

MREHMLE ACL AFHYE ICMP RE , MEESETRH AN ACCEPT g% (—MHX &R ping , —
XS R ping)o MREBHZELIEL AL ICMP RE , RAFL2ER— REJECT 2%, AAREL
L ESprieiN: o

IPv6 =

UTEBRIARBERICTKH R, ELREF , M IPvo ik
2001:db8:1234:a100:8d6e:3477:df66:f105 Z|MK ~ 123456789010 FHIMEED
eni-1235b8ca123456789 HY SSH i & ( w22 ) o

2 123456789010 eni-1235b8cal23456789 2001:db8:1234:3100:8d6e:3477:df66:f105
2001:db8:1234:a102:3304:8879:34cf:4071 34892 22 6 54 8855 1477913708 1477913820 ACCEPT
0K

TCP #r&EF 5

AP DS BE T HIRFHIR T 57 B8 B E SR B S8R,

version vpc-id subnet-id instance-id interface-id account-id type srcaddr dstaddr
srcport dstport pkt-srcaddr pkt-dstaddr protocol bytes packets start end action tcp-
flags log-status

Z5F5 R4 R B top-flags FEX a7 B B #Y second-to-last R R, TCP (S O] HE BB EREBN A |
flan |, BahEEN RS
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® Note
B tep-flags BTN EZEEMEAN TCP HRENHEA |, HSH AAF R,

FEULTIER (MR L 7:47:55 FF3R , B b 7:48:53 53R ) |, 2171w O 5001 LN EFIRB3 TH
NERFB|NIEE. BEENEFLHELHORANTREO (43416 M 43418 ) WEIFH A SYN #5E (2).
MNFEA SYN , EXNNHHO EMRFEEEE S AKE— SYN-ACK (18).

3 vpc-abcdefab@12345678 subnet-aaaaaaaa®l12345678 i1-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 52.213.180.42 10.0.0.62 43416 5001
52.213.180.42 10.0.0.62 6 568 8 1566848875 1566848933 ACCEPT 2 0K

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 10.0.0.62 52.213.180.42 5001 43416 10.0.0.62
52.213.180.42 6 376 7 1566848875 1566848933 ACCEPT 18 OK

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i1-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 52.213.180.42 10.0.0.62 43418 5001
52.213.180.42 10.0.0.62 6 100701 70 1566848875 1566848933 ACCEPT 2 OK

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 10.0.0.62 52.213.180.42 5001 43418 10.0.0.62
52.213.180.42 6 632 12 1566848875 1566848933 ACCEPT 18 OK

EE-ARESHEERS , E—MRBEBRINERZ -REXM, FFRRERD 43418 EREEER
52 FIN *’Tl&,\ ( ) EUHE%%EO HE%%&EHT‘I‘ED 43418 _tjiﬁ FIN ;t'J%:F'uﬁﬁo

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 10.0.0.62 52.213.180.42 5001 43418 10.0.0.62
52.213.180.42 6 63388 1219 1566848933 1566849113 ACCEPT 1 OK

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i1-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 52.213.180.42 10.0.0.62 43418 5001
52.213.180.42 10.0.0.62 6 23294588 15774 1566848933 1566849113 ACCEPT 1 OK

NFEENRENEIEIBFITFMXANEERE (Fl, L¥) , XTLTHERBABNRER , &L
/J\’ff'%)luEl/uxlE'.%*ﬁHE’JﬁJ: SB. EUTTRAIP , EEREHERNRENEEBEAIELIMNTRK. EF—
1T, TCP FREERN I, IRTENEFIRAET RSN SYN M FINER, EHE =17, TCP {r&{E
N 19, i’zm*ﬁ‘})\ﬁﬁﬂ%ﬁk REEZE iR SYN-ACK # FIN SEE.,

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 52.213.180.42 10.0.0.62 43638 5001
52.213.180.42 10.0.0.62 6 1260 17 1566933133 1566933193 ACCEPT 3 0K
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3 vpc-abcdefab012345678 subnet-aaaaaaaa®l12345678 i-01234567890123456

eni-1235b8cal23456789 123456789010 IPv4 10.0.0.62 52.213.180.42 5001 43638 10.0.0.62
52.213.180.42 6 967 14 1566933133 1566933193 ACCEPT 19 0K

B NAT MXHVRE

EHREIH  HREFRNPRKGEBEI LT LEFRAH NAT x5 HE Internet.

ryrnnn
ECZ instance

[ .
Private subnet

LLLLL

LLLLL
LILBLELL!

TTTTT
ECZ instance

MAT gateway Internet

gateway

-G

Internet

NAT MxMEZANUTAEESURBS

SR 55 FF 483K T 5 7 B

instance-id interface-id srcaddr dstaddr pkt-srcaddr pkt-dstaddr

RAEETRREMNES 1P ik (10.0.1.5) B NAT X MEZEORE Internet LEYEH
(203.0.113.5)s NAT MXMEFZEOARBERFEENMEED , BHibRE AERIERA instance-id FERE

B Eg R A
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NS UTITERMIRESESIFRE NAT MXMEZEORRE. dstaddr A pkt-dstaddr FEHETR
B, dstaddr ZERE R NAT MxMEEOWFLE IP #ist | pkt-dstaddr FERE R Internet EEHHWH L
B#R IP Hbit,

- eni-1235b8cal23456789 10.0.1.5 10.0.0.220 10.0.1.5 203.0.113.5

BETERHETERM NAT MAMEZORE Internet L BFREVNRE , UEMNEVRIZT NAT Wx
MEREOWIRRRE,

- eni-1235b8cal23456789 10.0.0.220 203.0.113.5 10.0.0.220 203.0.113.5
- eni-1235b8cal23456789 203.0.113.5 10.0.0.220 203.0.113.5 10.0.0.220

LLTRATE M NAT Bx M &3 O R EREFIM MR RE, srcaddr # pkt-srcaddr FERIETR
B, srcaddr ZERE R NAT FxMEEOMWFLE IP it | pkt-srcaddr FERE R Internet EEHLHY IP
i,

- eni-1235b8cal23456789 10.0.0.220 10.0.1.5 203.0.113.5 10.0.1.5

BOEASL LERNFERECNES —MNEERBE. BRI RNFAE 7MY SR W &8O 2R
Fo EXMIFERT , instance-id FEIRE 5 M &4 O X BAISEHIAY ID , 7 B dstaddr 1 pkt-dstaddr =
5 srcaddr # pkt-srcaddr ZE&EFRE. 5 NAT H%E’JH%EDTH HREZEOFTZRER PE
M&EO,

1-01234567890123456 eni-111laaaa2222bbbb3 10.0.1.5 203.0.113.5 10.0.1.5 203.0.113.5
#Traffic from the source instance to host on the internet

1-01234567890123456 eni-111laaaa2222bbbb3 203.0.113.5 10.0.1.5 203.0.113.5 10.0.1.5
#Response traffic from host on the internet to the source instance

TAHREMXHRE

HEURHIH , VPC A R EFimiEd MK EREE| VPC B Rl Web RS8R, & imMARSS B8R4k
TAENTAXH, REEABEMSEED ID K& VPC B RFRVERSER (EAHH , RRZIDA
eni-11111111111111111 ) , A S —4 ID ( Bl eni-22222222222222222 ) EFF VPC B,
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Region

Ew] VPC A s] VFC B
@ Availability Zone 1 @ Availability Zone 1
s | B |
: eI : : Lilil :

LLLLL
TrenT
Lilll
LA
gl

T TITTT

@ Availability Zone 2 5 / \ @ Availability Zone 2 !
! ! Transit | '

; ‘/ gateway \

LR H : TITTT

LLLLL

LI LLL
TITTT

)
LiLlg
TITIT
g

ZAIEAU TR VPC B RIZBEENRABE.

version interface-id account-id vpc-id subnet-id instance-id srcaddr dstaddr srcport
dstport protocol tcp-flags type pkt-srcaddr pkt-dstaddr action log-status

KERBEILCEHWUTITERT Web REES ELRFBOANRER. F—1TEXEBZFFHENIERRE ,
BE—1TRXE Web RSN RE,

3 eni-33333333333333333 123456789010 vpc-abcdefab@12345678 subnet-22222222bbbbbbbbb
1-01234567890123456 10.20.33.164 10.40.2.236 39812 80 6 3 IPv4 10.20.33.164
10.40.2.236 ACCEPT OK

3 eni-33333333333333333 123456789010 vpc-abcdefab@12345678 subnet-22222222bbbbbbbbb
1-01234567890123456 10.40.2.236 10.20.33.164 80 39812 6 19 IPv4 10.40.2.236
10.20.33.164 ACCEPT OK

BLTFTR eni-11111111111111111 ERBERRE |, X2 FM subnet-11111111aaaaaaaaa P 3%
MW ER S ERBHMERED, Tk , AT BEIEEKR instance-id ZRER-"&F B, srcaddr FERE R
REMKXMEEONFE IP it | pkt-srcaddr FERE R VPC A R &P IRHYR IP bk,
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3 eni-11111111111111111 123456789010 vpc-abcdefab®12345678 subnet-11111111aaaaaaaaa -
10.40.1.175 10.40.2.236 39812 80 6 3 IPv4 10.20.33.164 10.40.2.236 ACCEPT OK

LATATR eni-22222222222222222 + §yia 57
MAEWERSEEBEHNMLED, dstaddr FERE
SR VPC A AEF IR IP ik,

B , X2 FM subnet-22222222bbbbbbbbb H i 14
TR KMEREONTAE IP #hit | pkt-dstaddr FE&

3 eni-22222222222222222 123456789010 vpc-abcdefab@12345678 subnet-22222222bbbbbbbbb -
10.40.2.236 10.40.2.31 80 39812 6 19 IPv4 10.40.2.236 10.20.33.164 ACCEPT OK

RSB E. FRERRENGE

THRAERBSIERNFERERM,

version srcaddr dstaddr srcport dstport protocol start end type packets bytes account-
id vpc-id subnet-id instance-id interface-id region az-id sublocation-type sublocation-

id action tcp-flags pkt-srcaddr pkt-dstaddr pkt-src-aws-service pkt-dst-aws-service
traffic-path flow-direction log-status

FEUTRBIG , lRER 5, RRIEFRBTERE 5 FB. EC2 EHIEA Amazon S3 fi%. i BEEE
SSHIRI MO LR, F—RICEKMNFEB R ingress , FE-ZITEMFE N egress, I F egress i2

% , traffic-path 1 8 , RARAEBR I HBEMM X, traffic-path REFRZIF ingress FE&. 2 pkt-srcaddr
5 pkt-dstaddr 2208 IP #itet |, FERESEHo

5 52.95.128.179 10.0.0.71 80 34210 6 1616729292 1616729349 IPv4 14 15044
123456789012 vpc-abcdefab@12345678 subnet-aaaaaaaa®l2345678 i-0c50d5961bcb2d47b

eni-1235b8cal23456789 ap-southeast-2 apse2-az3 - - ACCEPT 19 52.95.128.179 10.0.0.71
S3 - - ingress 0K

5 10.0.0.71 52.95.128.179 34210 80 6 1616729292 1616729349 IPv4 7 471 123456789012 vpc-
abcdefab012345678 subnet-aaaaaaaa®l12345678 i-0c50d5961bcbh2d47b eni-1235b8cal23456789
ap-southeast-2 apse2-az3 - - ACCEPT 3 10.0.0.71 52.95.128.179 - S3 8 egress 0K

it B Bl
EEARAE , CEETHRUTRA :

« BRENELEH VPC HEH VPC BRARARE , BRIFEEXF VPC EEHIKSH,

0N

B SRR
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- BIBRBRERE , BLEEREBREHERAFILRERER, W, BLEEFAEN IAM B€5RABE
xEX :E%T:T:umEl X APRINERBRFE . T , BT LU BRTR B & H A S FEWEE QI EHTH R
H'LI\O

- MEMKFOFZA IPV4 st | HFAREL AT HBIFE IPv4 ik | MR BELE dstaddr FE&
FEREENE IPv4 tthlit, EHRFEHR B IP itk | EFEA pkt-dstaddr FREIERBE.

s MBREXZIEANNMZZEOMBFRARMEED IP it EA— , MK BEELTE dstaddr
FERPEREEFE IPv4 bk, EHIREWBREBIR IP ik | EFEA pkt-dstaddr FERAIER

/N o

s MEXREBENMTNEZEONREMETREMNERED IP it PHEMAM— , MR BELE srcaddr F
BRPEREENE IPv4 thit, EEHIRFEWR IP it | iE#E A pkt-srcaddr FERAIERBE

- MEFREXEZIMNEZFZEOIMNREZEORE , RAEPH srcaddr # dstaddr FEREBLIERE
ENE IPv4 it , MAEHFEBSRI B R, ERRBFEQSRELBIR , BEA pkt-srcaddr #
pkt-dstaddr FEBIER A&,

o HEBPMEZOMMBIET Nitro 24l |, TREENRAREHBERAIZYD |, REntEEIRA
KRB 1 24,

REETRSRIRAE IP RE. UTHENRELRFUIEFE

« 36|55 Amazon DNS FRFREKRMEKNRE. MREEHA BCH DNS RS , NPRHEFREIZ
DNS RS =RNAERE

« Windows =473 Amazon Windows i I i BUE M4 R AR E.

« KBITEIEAR AL 169.254.169.254 HIRE.

 Amazon Time Sync Service B4 AR5 169.254.169.123 B E,

- DHCP #&.
BRERE

« BIREIA VPC BBHZRAVTIE IP iRV RE,
ImRMEEONMRABITERMEEO ZBANRE.

EM

EARAER , FUWMEHERENBREERNENTA, BEXAMTHERENENNESER , BT
FF Amazon Pricin CloudWatch g, & B& , ARKIHER S,

>
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FERBERMRASHFENEAR  ELERADEFRSENATBRBEIR. 5 , &8 Amazon
BAD RGN SFRXERZLCENEREMAAR, B ANARERILSERD ( FIANKARFO, N
BFENHARE ) WRE , UMEREBEENRE. BXESEE , FSHATIIRE :

«  {Amazon Billing AF{EFE) PRIEAKE D ERE

- E (U EERFIERE) B Amazon CloudWatch AZEF A CloudWatch B EARINIRE
{Amazon Simple Storage Service AF{Em) FHEAKAED L S3 FRBHRE

« £ {Amazon Data Firehose FF XA &Em) F@Q@ i EHEH R

FEARBAE
Al LAE A Amazon EC2 1 Amazon VPC B4 &4 B &,

(F

o EHIXRBESHER
- SIERAE

- EERAE

« RIEREE

« WIBRGR B &

« API A CLI bR

2 PP EA: ok

MANBERT , AFEREARBE, EaUNeZ—NIAM A6 | AN ZAeRTRESCRE, #
328 0 BR AR BR B SR e o

THR-NROKE , ZRBEOAFRTFOR, HANBERRBSHTENR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DeleteFlowlLogs",
"ec2:CreateFlowlLogs",
"ec2:DescribeFlowlLogs"
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]I

"Resource": "*"

BEXEZEE |, i3 fthe section called “Amazon VPC {5 IAM BL&E A",

SIER AR

WAL VPC, FHHEMEEOVNERAE, 2IERA N s VR BEIEEENM, BXES
1Ezm~ y IEJ?W—FEJW%‘ .

+ the section called “Bl% % % ¥ H E# 7 CloudWatch HE&”

« the section called “BIZ & % ) Amazon S3 By B &”

« the section called “B1%2 % % 2| Firehose BRI HE”

EFERAE

:{E:R\—.I-ijgéﬁ;&lﬂ%%u%ﬁlﬁm;ﬁ,H/l.a\'fn /Bh0 JLZ]_\EIJ'L: %@?ﬁl)lb /I.J\EIJ |D\ /JILH/L,\ Iﬁl’j\&ﬁ*ﬁ
ll.;\ EIJ 'H( EIJ 1E /B0

ﬁéﬁ* IL H /U\Eﬁ1n BN

1. BRITUTE®REZ—
«  BELATMUEITHF Amazon EC2 #£#|#A : https://console.aws.amazon.com/ec2/, FESE
B EEBEMNEED, &PZMEEONSIRE,

«  BIELLTMUEITHF Amazon VPC ##l4& : https://console.aws.amazon.com/vpc/o TS E
A, %3 Your VPCs(#&HY VPC), #HiZ VPC B EIEAE,

o BELATMULITFF Amazon VPC #8#l& : https://console.aws.amazon.com/vpc/o. TESMME
¥ | %&£ Subnets(FM). & TRV EIEIE,

2. %$% Flow Logs (EZE ) o
3. ( —.I-li ) Hgﬁgl)lb /u\?&ﬁ 'lﬁj:-.l—a:': H/u\E E’gi&o

FRIEAR A&

& 0] LARERY D937 B S A NS BRAR
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MIE mBE=E EH *T

1. BHRITUTHREZ—:

BN LA T ITHF Amazon EC2 ##|#& : https://console.aws.amazon.com/ec2/, ESiE
B, EERKED, ERIZNEZEONEIEE,

B AT ML 3TFF Amazon VPC ##lA& : https://console.aws.amazon.com/vpc/o TES M E
e | %8 Your VPCs(J&H VPC), iEHiZ VPC HEIRAE,

B AT M4t 3TFF Amazon VPC ##lA& : https://console.aws.amazon.com/vpc/o TESHE
¥ | %R Subnets(FM), TRV EIEIE,

2. & FlowLogs (#BEZE )
3. {KIREFF Actions ( ##4FE ) . Manage tags ( X ) .

4. BERNFIRZE | HEFE Add new tag ( FMFHRL ) , AR ARNE, ENERRE , BEER
BRo

AT BRTEARE G | & Save (RTF ) o

o

ﬂﬂ'] I}%IJIL H oA
O LA RER BRI B &, MBRRBEZE , TEEEE L9 FhatE F geE L IERTE.

BIERFRAEFTMNE N PHERAERE , 8 F2ENBE N RIR, BXAEAENBRFZESE , M
B § i EERIBRILE R B EIEHEE B i TR,

R B &

1. BRITUTEREZ—
«  BELATRUEITFF Amazon EC2 #2%I#A : https://console.aws.amazon.com/ec2/, £ &
B EEBEMEED, &PZMEEONSIERE,

o BELLTMUEITHF Amazon VPC ##|& : https://console.aws.amazon.com/vpc/. ESME
¥ |, %$% Your VPCs(#&HY VPC), EHiZ VPC B EIRAE,

o BELLTMUEITHF Amazon VPC ##|& : https://console.aws.amazon.com/vpc/. ESME
¥, 1%£$F Subnets(FM), EHFMHEIELE,

2. %42 Flow Logs (HEZE ) o
3. fRRIEZE Actions ( #E ) . Delete flow logs ( HIBR R B E ) o
4, EIRHITHEIAE , B A delete , AFI%ER Delete (MR ) o
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RAriEmE

APl 1 CLI #iiak

A UEABSITH AP TR EENENES. EXaSTRAENESZEE
5k , BSR #H Amazon VPC,

IR A&

+ create-flow-logs (Amazon CLI)

« &% EC2 () FlowLog Amazon Tools for Windows PowerShell
+ CreateFlowLogs ( XL 5i# EC2 &if] API)

}-H- By H 700

+ describe-flow-logs (Amazon CLI)

» get-ec2 () FlowLog Amazon Tools for Windows PowerShell

« DescribeFlowLogs ( XL 5# EC2 &if] API )

FRIETR B &

- create-tags # delete-tags (Amazon CLI)

AR AT A AP RERY

« New-EC2Tag # Remove-EC2Tag ( Amazon Tools for Windows PowerShell )

+ CreateTags#l DeleteTags ( Gk EC2 &if) API )

R B &

+ delete-flow-logs (Amazon CLI)

+ #PBR EC2 FlowLog () Amazon Tools for Windows PowerShell
+ DeleteFlowlLogs ( YL Bi# EC2 &if) API )

7R BE X E CloudWatch B&

B EA LR B SR E#E A F Amazon CloudWatch,

kﬁ lJ CloudWatch H /L,\H-.I- , lJIL /u\?&ﬁ%k*ﬁ lJ H /Lz\éﬂ ;FE-%AIX—J%EDE H /L/\éE.EF%BﬁHE E’J H

/:I:L,\;Jﬁ.o H /L:\IJIL@E IL H /L,\'La%o & TH@UEH?&E&E@J*HH H /o8 HE’J% | IJII..

o WRFR HEA R
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N— N Z/NR B EFEMEE M £& 452 O E':F'E'\)Eéﬁ —MNMAEBER. MBEBIEET —/NRAE FYVAER: ]
REELRE , MB—1MNRA Mr‘lziﬁiﬂi BESRE , N HEBERESBRIIERE,

£ CloudWatch BEH |, BRHRIBFEX N Tk A RIE K P HIRNFFBETE, Ingesti onTime FE&RRH
FWER B RIEFRHNE ,HJﬁl]E‘IIEﬂo CloudWatch 1t B (8] B B F 7257 B & 18 R P IR AV 45 SRt i)

B X CloudWatch BEWNEZEE. |, 1§51 Amazon CloudWatch BEA ISP A% Z
CloudWatch B &M B %,

EH

é S| /L,\ji*ﬁﬂ LOgS E-.t 2UYER E% H lLAE{]?&jEﬁHY*”ﬁ*é%% o CloudWatch 7 ﬁiE%’f%
B | B#TF Amazon P CloudWatch ricing , it BE , AERIHERE

AES

- ATHRBEXRME CloudWatch HER IAM A&

- BMEEXRMHRAEN IAM ZE AR CloudWatch
- B AW E BERR CloudWatch BE&

- BERBZIEE

- BRABEZIER

HESBRER CloudWatch HEIZR

AT R BAELXHE CloudWatch BEH IAM B

EENRBEREKN IAM BEXMEEEZBHNNRTENREELHEBEHRNIEE CloudWatch B
E4H, IAM ABXAHE T EH Amazon IKF,

AN EIIEHY IAM B/ IAM policy S E D BIFU TR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
https://www.amazonaws.cn/cloudwatch/pricing

Amazon Virtual Private Cloud AriEE

"logs:DescribelogGroups",
"logs:DescribelLogStreams"

]I

"Resource": "*"

BRENAGEBUTEERRE , ATPRATHRIAAZEE,.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "vpc-flow-logs.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

BB EH aws: SourceAccount Fl aws:SourceArn &R IE BIEERIEAEZ, fi

o, AU T R AR B AR EERE, RKFR2ABENEE , HER ARN 2HRAE
ARN, tIREFHMERAE ID, WAL ABER (*) B ARN WiZE2 , AEEERBEEEMR
KB,

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
},
"ArnLike": {

"aws:SourceArn": "arn:aws:ec2:region:account_id:vpc-flow-log/flow-log-id"
}

NRETLE IAM A

MERR , BALEHFANEAR, NE , EUUEAUTSIRUZATRASHFAC, SRFEIER
AEREEZAE.
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jj IJIL

1.

2
3.
4

9.

BEGZ IAM B

ITFF IAM #2%& : https://console.aws.amazon.com/iam/,
ESMERD , EEERK,

RO R R,

ELIERBEIE L , AT TRE -

a. 1%&# JSON,

b. FHEO E@W@%iﬁ&ﬁwtiﬁ“ﬁ%ﬂ’ﬂﬂﬁﬂﬁﬂﬁo

c. 1&#F Next: Tags ( FT—% : #5% ) M Next: Review ( T—% : B )
d. ’iﬁi)\"‘%ﬂlﬁﬂ’]%*"\ﬁ_lﬁ?*L RIG1E$E Create policy ( BIEKEE ) .
ESmERP , ERAG,

%E EAE,

XF Trusted entity type ( AI{SSE4KKEE! ) |, i%£3E Custom trust policy ( BENEERE ) . I TF
Custom trust policy ( BEXEEREE ) , F "Principal": {3}, BMRAUTHE , REEHF
Next ( -F_Z/F ) o

"Principal": {
"Service": "vpc-flow-logs.amazonaws.com"

}’
£ Add permissions ( FRINAXPR ) WE L , EHPEELIRP LB RS RE , RAEEE
Next ( -F_i ) )
WALNABNAET , FETNERREER,

10. i%&#Create role ( RIEZA® ),

F:T.I H /u\kﬁl)lb /L,\E’J IAM §ﬁ*ﬂ’]1‘2|ﬁ CIOwaatCh
BAPRZRENERSRBEREKN IAM £6H iam: PassRole #4E,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": ["iam:PassRole"],
"Resource": "arn:aws:iam::account-id:role/flow-log-role-name"
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}
]
}

B2 & 1 2 B EMR CloudWatch BE

ERILAR VPC, FREMEEOCER AR, MEUFEHEE IAM ﬁ@,E’JFHF%TﬁMﬂ'L‘”‘*ﬁ
Eﬁﬁl&ﬂ@ 8 ﬁﬁﬁﬁ iam:PassRole ]: ﬂEE,J*Xleo ﬁ*E%FE IFﬂI"'J H /b\kﬁl)lb H /L:\HIJ |AM
ZREAHBER CloudWatch o

FREM

« 10 the section called “FA T B E &/ 2l CloudWatch BER IAM A/ kR | 22 IAM B,

EREH A IRR AR

1. BWITUTE®REZ—
BN LA TR ITHF Amazon EC2 #2#|#& : https://console.aws.amazon.com/ec2/, ESE
B, EERKED, ERIZNEZEONEIEE,

o BEELTMuITF Amazon VPC ##I& : https://console.aws.amazon.com/vpc/s FESME
¥, E$F Your VPCs(#2HY VPC), 7% VPC HEIEIE,

o BELLTMUEITHF Amazon VPC ##|& : https://console.aws.amazon.com/vpc/. ESME
¥, 1%£$F Subnets(FM), EHFMHEIEIE,

2. i%#%E Actions ( #4E ). Createflow log ( BIBFHEZE ) -

3. Xt TFilter (HiEFH ) , BEELLRNWREMWEE, ERAI (23 ) FieREZFNELHNTRE ,
1%£$#8 Reject ( 34 ) 4%&13%7‘&?E2@,E’Juw§ 1EF Accept ( ¥ ) RMNIEREZHNRE,

4. XF Maximum aggregation interval ( R KRS EEIR ) , EBHERRHARET —MNHRALFIER
A B B KR R BR .

NF B, EEEKIEF CloudWatchB &,

WFEMRBEA | EFRIEEEABMIE ACIZLR AN BEHER,
NF IAM A | EFEEENE CloudWatch BE %1 BHEK A BINE .

¥t FLog record format ( BERIEFHER ) , EER B FEICFHER,

® N o o

- EFRABRIAMER |, HiEEAmazon default format ( L S#EH =R ERIAER ) o

- EFEABENER , HikEECustom format ( BEXER ) REMLog format ( BEER ) %#F
FE
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RAriEmE

9. (A& ) IEFAdd new tag ( RMFIRZ ) LUHRENA TR BE
10. 4% Create flow log ( RIEHRAE ) o

FEHBSITAERBE

FEAUTHESZ—

« create-flow-logs (Amazon CLI)

« £ EC2 () FlowLogs Amazon Tools for Windows PowerShell

LAF Amazon CLI REIBIERT —MRAE , ATHREEFFMNAMEEESIRE. RATHEHEIE
EWBEH, --deliver-logs-permlssmn-arn%%&?'aﬁiﬂiﬁ?éﬂ CloudWatch BEFTER IAM &

==

aws ec2 create-flow-logs --resource-type Subnet --resource-ids subnet-1a2b3c4d --
traffic-type ACCEPT --log-group-name my-flow-logs --deliver-logs-permission-arn
arn:aws:iam::123456789101:ro0le/publishFlowlLogs

ERERBEIER

jé}—.“’;{ﬁﬁﬁ H/U\?"“$UA§§ E’J\;)t CloudWatch El/u\'l‘a%o ﬁIJEIJIL /L,\ZF —.I- %gn %:F?_ T:T:j:f?

ﬁ%IJ =] I:PM?L/—J__\O
{EﬁﬁiﬁﬁuAggkﬁiu CIOwaatCh H/l_,\ IJIL IL,\]«E%

1.  FTFF CloudWatch #&|& , Wik hitps://console.aws.amazon.com/cloudwatch/o

2. ESMERP , FKKEE B SN HEEL

3. iﬁ?}F@%)}IL /u\E’J El 7oA Hg WL;{?T;:FE"L¥2H“§1§\_DEEO

4. ﬁ?%@%\;)ﬁ /u\lE%E’J El /u\l)lbg *ll_\o ﬁ*%%'ﬁ:zm i%%%lﬁ—.liﬁ E /:F:,\'\Laio
FAMRTESRAXME CloudWatch B EHFH BEIER

+ get-log-events (Amazon CLI)

» get-cwl () LogEvent Amazon Tools for Windows PowerShell
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BRRB/BAFIEH

jé}—_l-l’j\ﬁﬁﬁ H /p\?ﬁﬁul'\?%%ziﬁ@] CIOwaatCh H 7oA l)lb CIOwaatCh H /L,\]Eaio /u\—.l-l’)\ﬁﬁﬁ r;j‘-ﬁﬁ
%Jﬁﬁl)lb HEIER, MEZLEFAZEKD B,

/A B E#E#E A #R7R CloudWatch BE&i1E%

1. 3$TF CloudWatch #2#|& , ML A https://console.aws.amazon.com/cloudwatch/,
2. ESMBEHRKP , XEFEBEMAEALA,

3. ﬁl]%/mfu E?ﬁ%ﬂ’] Ix—x.léﬁ'g D izﬁEﬁj;¥@Aﬁ H /L/\EIJ H /L/\ %Flﬁ?% H /L/\IJII..o :R% Ji?%
Search log group ( ##%&BEA ), R Elluxéﬂq:'ﬁﬂ:%ﬂf%?%l] RERFELEFENNESTE ,
AREEE—LrfE,

4. XTF Filter events (IFIEEH) , BRMALUTZ/RR, XBERBFRICRKEARIAER,

[version, accountid, interfaceid, srcaddr, dstaddr, srcport, dstport, protocol,
packets, bytes, start, end, action, logstatus]

5. BEAFREEE , REFEBRFLSR. UTROREBENR IP it #HITiHE,

[version, accountid, interfaceid, srcaddr = 10.0.0.1, dstaddr, srcport, dstport,
protocol, packets, bytes, start, end, action, logstatus]
[version, accountid, interfaceid, srcaddr = 10.0.2.*, dstaddr, srcport, dstport,
protocol, packets, bytes, start, end, action, logstatus]

LT RBIBRERRED, FRRARRERSWELRTIHIL,

[version, accountid, interfaceid, srcaddr, dstaddr, srcport, dstport = 80 ||
dstport = 8080, protocol, packets, bytes, start, end, action, logstatus]
[version, accountid, interfaceid, srcaddr, dstaddr, srcport, dstport = 80 ||
dstport = 8080, protocol, packets, bytes >= 400, start, end, action = REJECT,
logstatus]

HEFRBRER CloudWatch HE1EF

RTATLUGALEE B AW E R R it B EE4 — 47 CloudWatch BEieF. BAx U A ERIENE
RGN EZER |, 53 Amazon CloudWatch B 18/ R RYE Z /5% B E5E,
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A RRBERE CloudWatch 145 Ik 25 A B 1R

EWRBIH  BE-NMERAT eni-1la2b3cad WREE, BEQE-NER , MR 1 PEAF 10X
S 10 B TCP ¥w M 22 ( SSH ) EEFEHILHINZHNEREL , ZBHRFOLERLRE, &
5%, BYBABE—MEMRFRFZM , ZEMRREFGENHGUBBRORENEXATE, RE , &7
AR ZIEPR IS SR A B R B 4R

NEELE SSHIRE BIBRIEIRIFEF M H N ZIFEF 44 02 BIR

1. 3#TFF CloudWatch #H|& , Mt A https://console.aws.amazon.com/cloudwatch/.
2. HESMBEHKF , fRXIEER Logs ( BHE ) # Log groups ( BEA ) -

3. AP HEEFEAXNNHEIRIE , REERE Actions (321 ) . Create metric filter ( B IEIRIFIESR
#®).

4. XTF Filter Pattern ( TESZHERN ) , MAUTFERSE,

[version, account, eni, source, destination, srcport, destport="22", protocol="6",
packets, bytes, windowstart, windowend, action="REJECT", flowlogstatus]

5. XI7F Select log data to test ( IEFEN XN BERE ) , ERELNNEEONMHNWBEER. (9
%) EEEESMARMENX RN B EHEIT , B%EER Test pattern ( MiHERX )
6. HBMER 6 EENext( FT—%),

7. WATERGENR. BRGAZRNEREN. FEREREN 1. TRE , %% Next ( T—
%) , RE%$F Create metric filter ( BIBIEFRIFIESRMG ) o

8. HESMBEHKT , MfXIERR Alarms ( B3R ) M Allalarms ( FTEER ) -
9. i%&$ECreate alarm ( BIREIR ) -
10. REBIEMNIEFRIFIERFIERG A ZE,

HENAIEEE/LoHS2ERHATETR,
1. EREQNENERBN , REIEF Select metric ( EHFIERF ) -
12. HOTFAIREERER , RAEEE Next ( T—F )
« X TF Statistic ( iHEIE ) , 1EHF Sum ( Bit) o XA SUIEEREIIRTE 6T R R R B8 Y
B¥,
« XfF Period ( B ) , 1&#F 1 hour (1 /18T )
« XF Whenever ( 8% ) , i&#¥ Greater/Equal ( KF/&ETF , >=) , RE#WA 10 ERRE,
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« XfF Additional configuration ( EtElE ) . Datapoints to alarm ( BiRHKELLK ) |, FERIA
EigH 1,
13. X4F Notification ( B%1 ) , EFIAR SNS F& , kR Create new topic ( FTEEH ) BIE—
NFEB, %EFE Next ( FT—F ) o
14, WMABHRNEBNAER  REEFE Next ( FT—F ),
15. BEETER/G , £ Create alarm ( BIEEIR ) -

7R BE X E Amazon S3
i B AR LU R B AR A F Amazon S3.

EARME| Amazon S3 &Y , it B EEIEF LA EEIEERNIAE Amazon S3 7. IEXERMEE
AR B SIEFFRAEFERBPFEN —RI BEXHEN R, WRF B SHIR VPC WEIE , RBE
'I"fk*ﬁﬁ}& VPC ':F'Fﬁﬁﬂiﬁﬁl] EIJ AL H /u\lE,%o

E0ZEATRBEN Amazon S3 F## , 2 (Amazon Simple Storage Service AF M) F
B Create a bucket ( BIRZMEH ) -

BEXZKFEHERLRENEZER | 55 Amazon SRS REFRWES HEIZHK,

B >x CloudWatch BENEZEE , 5 Amazon BERAFIEETH %1% 2 A mazon S3 #
CloudWatch BE.

EH

FRAEXRME Amazon S3 Bt , EAEHERENKESIANEEEA, ETRESELR |, B
Amazon P CloudWatch ricing , & HE , AERIEEBRE,

. J‘vbm HE X E| Amazon S3 B IAM EA R
. & 31% B EM Amazon S3 FH#E AR
- 5 SSE-KMS && A A ENHA R
« Amazon S3 HEXH R
« B A E Amazon S3 MR A&
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- EFRBZRIEFE
« 2 Amazon S3 FIYA B &2

i B &

VPC RBEWERBFTILE , BEMNEHBBEXH , REER 5 28F BEXHRH 2 Amazon S3
F#ER. SMESXHEEEL -5 S HBENIZEM IP REMR B SiEFK,

SRR A RNR 75 MB, MR AR 5 7 HE AR X4 RDRE , mAS2FLE
[ERIRBEEIERK. REFHEXRME Amazon S3 1F#1 , HEIE— MM AE XK.

£ Amazon S3 & | i BESHH Last modified ( EXIERETIE ) FERIE R E£E] Amazon S3 12
e BN R, tARERTXHETRHEREE , HETE T4 &2 Amazon S3 FiEREFT
TERHRTE

SE AL
BEARNBSXHEETIBRNz— BIXHBHEESNEA Gzip X

« Text- ANAE, XRRIAER.

- Parquet — Apache Pparquet 2 — M5 X #HFEERN. SNAEAXRBFEAER/MEL , XI Passic &K
BIEHTEREER 10 B 100 5. FH Gzip EFH Parquet &N BIE L Gzip E48 K 4 XA %
XNHBESANTFEZRD 20%.

® Note

WMEXA Gzip E4EH Parquet BN HIEEBSNRSBAHAN /DT 100 KB , M A F Parquet X
HREER |, L Parquet B EMEBIETRELL XA Gzip ERNWA IR ERAEZHZEE,

A &R LT
&t AT BAUE E LA IR I

* Hive &M S3 BIR - B A HiveRBMBIR , MARFHD XS A Hive RELEF, HEEH
MSCK REPAIR TABLE @i %5 , REBE{TEW,

c BRI X - MREFAEREF AERREAENIRE N , WA LBEL /MY BE#ITD
XRIRBERWLERATEEWRA
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BEX S3 IFERE

AERXHRRERIEEN Amazon S3 FM , FAEMBARASH ID. XE, €2 AR BRETURE
B9 XK &R

MIABERT , XHEEB AT VE

bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/

WRFA Hive REM S3 HIAR , NI XARHEEBI U TLE

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/aws-service=vpcflowlogs/
aws-region=region/year=year/month=month/day=day/

MREREIRDX , NXRHEER A TE

bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/hour/

WRE A Hive REN 2 XHAZG/PRXRAERTOX , WXAREERI AT VE

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/aws-service=vpcflowlogs/
aws-region=region/year=year/month=month/day=day/hour=hour/

SR & =g
BEXHFNXHRETRAES ID, XEUKkeIEBHANME, XHEBEALTHER.

aws_account_id_vpcflowlogs_region_flow_log_id_YYYYMMDDTHHmmZ_hash.log.gz

—Fﬁia—_\ T _/|\7)II.- /u\E’J H /ijﬁ:E'J /T\W -‘l«z\;}ﬁ H /u\EE Amazon )\KFI 123456789012 ﬁIJE FHH: us-
east-1 KB KRR , BIZZAFER June 20, 2018 16:20 UTC, ZXHEELERATENT 16:20:00 F
16:24:59 2 [B 837 B Fid Fo

123456789012_vpcflowlogs_us-east-1_f1-1234abcd_20180620T1620Z_fel23456.10g.gz

i EELEHE Amazon S3 By IAM E KR

AEFRAEN IAM TEXTEREFUTEN IAM A€ |, FRe R BELXHE B4R Amazon S3 17
&,
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreateLogDelivery",
"logs:DeletelLogDelivery"
1,
"Resource": "*"
}
]
}

#3357 B EB Amazon S3 FE @R

BINMBERT , Amazon S3 FEBUREFEENHNRBRLAN. REFEBAEES IR FHERS
MEPFHEROXNR, T3 , FEBAFE TLUERLHE 1R KR 0 H A5 RN A 5 & TR R,

MRGBREAENAFAEE#EBEHEXNEESA PutBucketPolicy  GetBucketPolicy R ,
MBEMNENFUAT R NEFEE. RGBS MBI FEBNTAINE RS,

&/, T?ﬁ%*ﬁ}ﬂﬁ%%éﬁHEb%Hﬁﬁbﬂﬂﬁﬁ%ﬁ':F' LUSER A ERIEEM Amazon IKF ID , BNHR
HEBZELEMK, BEXEZEE , ESH (Amazon Simple Storage Service FiF1ER) '*'E’Jﬁﬁﬁﬁﬁ%ﬁ
Ko

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
.
"Action": "s3:PutObject",
"Resource": "my-s3-arn/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": account_id,
"s3:x-amz-acl": "bucket-owner-full-control"

}I
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"ArnLike": {
"aws:SourceArn": "arn:aws:logs:region:account_id:*"
}
}
},
{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
},
"Action": [
"s3:GetBucketAcl",
"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::bucket_name",
"Condition": {
"StringEquals": {
"aws:SourceAccount": account_id
I
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:region:account_id:*"
}
}
}

BR my-s3-arn IEEMN ARN BURTEREFEA Hive REM S3 AR,

B WNCIE:

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/*

« Hive %&&H S3 GI&

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/aws-account-id=account_id/*

REMERGXENRRFHEEHMRSESE , MAREEAD Amazon Web Services IKF ARN & F
XENR, WA, RFR2EA aws: SourceAccount M aws:SourceArn FH4ERH LI HBIEER
BEAB#E, FikFRABENFTES , HER ARN 2 BERSHEESF (*) ARN,
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5 SSE-KMS & & AN AENHARE

BRI BUBEE /B A Amazon S3 HEXZHAN RS BFRINE (SSE-S3) = S3 F & L KMS &4
( SSE-KMS ) M BRSS 2Rim N2 (SSE-KMS) K4RH Amazon S3 FE BN EIE. BXHE , B5H
(Amazon S3 R HEEE) A (5 A BR 55 25 Ui 0 22 AR 4 B3R

WR%EEF SSE-S3 , A EEHMAWEE, Amazon S3 LB INZFEZFE,

MREIER SSE-KMS , NIXAEAEFBEEEERR4 ARN, REFEAZHA ID, NECERESER

Bt AT BE£ I8 % LogDestination To3£1% 3k iR, Mok , BESMEHE ﬁzﬁfiﬂﬁ’fﬂﬁ’]&%ﬂﬁ% :

DR B EERKS AT BE ALK S3 F#f. Bx5 SSE-KMS —EFEANFEZRHARKNESE
B2 A (L S# CloudWatch AERF1EM) FH Amazon S3 FHEERF SRWMNE,

Amazon S3 HE&E TR

BRTY MENFHEREE 25 , Amazon S3 ERAMEEHIFIFR (ACL ) BEXN TR A ERLIEMN B EHFH

HE. BMIAMERT , FHEBAEENSNMNBEEXHES FULL_CONTROL R, MRBEAHAETE
EF#EREETR , WXENR. AEEHIKS EH READ Ml WRITE X R, BXEZELR , BSH
{Amazon Simple Storage Service AIF1ER) P EYIHEIEH FIFR (ACL) Bk,

BIE KX ZE Amazon S3 WFHEBAE
EZEBENEE Amazon S3 FEEE , WUl AMEKEAQ, FRHM VPC SIE#R B &,
FEAEFEMNERAE

1. BRITUTEREZ—
B LA TR ITF Amazon EC2 #%I#& : https://console.aws.amazon.com/ec2/, ESE
B EEBEMEED, &P ZMEEONSIRE,

o BHELLTMUEITHF Amazon VPC ##|& : https://console.aws.amazon.com/vpc/. ESME
¥ |, %$% Your VPCs(#&HY VPC), EHiZ VPC B EIRAE,

- BEILUTRuITFF Amazon VPC #2#l A& : https://console.aws.amazon.com/vpc/o TES M E
¥, 1£$F Subnets(¥M), &R TR EIEE,

2. 1%&$% Actions ( #1E ). Create flow log ( SIZFRBE ) -
3. XITF Filter ( k%M ) , EEEZIZEW IP REHIENRE,

 Accepted ( E#F ) - NIEZEZHNRE.
+ Rejected ( BE4 ) - NI RIELHRE,
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« Al (FRERE ) - IEREINNELRRE.

4. FF Maximum aggregation interval ( X AR AREIER ) , ERBRAHREGI - NHRAFRIER
Y B KB R B o

5. XF Destination ( B ) , %3 Send to an S3 bucket ( XA E S3 7 ) -

6. X¥F S3bucket ARN ( S3 Zf&# ARN ) , IEEXEANIME Amazon S3 ZFENH Amazon
Resource Name ( ARN ) . B LLAREEFXXMHXK, Hlul , BEIEER N my-logs HFMEEH
AR my-bucket BWFXXHX , BEFEALLT ARN :

arn:aws:s3:::my-bucket/my-logs/
FHEMTEER A AWSLogs ERN FXHREMN , ANX2RED,

MREPEZERER , BRIN2EIUERRREATECH N ZEFEE. BXEZEER , BSHY
317 B ER Amazon S3 FEBIE,

7. 3F Log record format ( BEFRIZFRER ) , EER B FICRIER

- EFARIARBREFEER , BikE Amazon default format ( LS BHERHZBRIAER ) o

- ERIEBENER , HiEECustom format ( BEMNER ) » X TFLog format ( BEITHEN ) |,
EREQEERBFILERFNFER,

8. XITF Log file format ( BEXH#EN ) |, EE BEXHHEI,

« Text- fEX A, XREIAMER,

- Parquet — Apache Pparquet @ — 3 X TR R, EXAXAKTFEAEHAEL , X Passic 1
RNWEIE R TEREEMR 10 2 100 1%, FH Gzip E4H Parquet X EIEL Gzip EHRW
NI BESANTFEZELD 20%.

9. (Wit ) EFEA Hive 3AM S3 514 , 1E%$% Hive-compatible S3 prefix ( Hive & # S3 &f
% ). Enable (BHA )

10. (&) EFPIEXNTRAE 72X, Ei%E$E Every 1 hour (60 mins ) (& 1 /pet (60 %
#)),

1. (k) E@EGEZRNFRE | FiEE Add new tag ( FINFHFRE ) HEEERZEBNE,
12. #%# Create flow log ( BIZREE ) -

FRAGTITIESELHE Amazon SSHFHREE

FERUATGsZ—:
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« create-flow-logs (Amazon CLI)

« 237 EC2 () FlowLogs Amazon Tools for Windows PowerShell

BAF Amazon CLI REIBIET — MR ABE , ATHIRIEE VPC WAMERE R B EEREIEEN
Amazon S3 Ff& 8. --log-format SHIEERHEFICEKMWEE KR,

aws ec2 create-flow-logs --resource-type VPC --resource-ids vpc-00112233344556677 --
traffic-type ALL --log-destination-type s3 --log-destination arn:aws:s3:::flow-log-
bucket/custom-flow-logs/ --log-format '${version} ${vpc-id} ${subnet-id} ${instance-
id} ${srcaddr} ${dstaddr} ${srcport} ${dstport} ${protocol} ${tcp-flags} ${type} ${pkt-
srcaddr} ${pkt-dstaddr}’

ERERBETIER

j@ﬁ_l-l'j\ﬁﬁﬁ Amazon 83 ?E%Uéﬁ%) /L/\-LE%O ﬁ'JE JIL H /L/\ZJ: —.I- ;gﬂ.’ \lf-qu- E?E%UJET':F'MEJ'L
No

BE XK HE Amazon S3 K BEHIEH

1. B AT MuLiTFF Amazon S3 2% & : https://console.aws.amazon.com/s3/o

2. EREMEBNENUITTREFAGEERE.

3. SMBEEREXHNSHR, #####/AWSLogs/account_id /vpcflowlogs/ region/#/
#/ 1/ #

4. ERNHEZBHEIRE , RF%EEF Download ( T ) »

A3 Amazon S3 PR AERIEFE

BEXHRES . MREER Amazon S3 Z#HI AT XLEREXH , WFNERTHES , FE
'I*'fmUT\uu, H l&,\laio ﬂﬂ%ﬁf-rﬁkﬁ‘ébiﬁ: y I)_IJJ le\gﬁjqﬁi&‘?fﬁﬁ?ﬁgﬁ%;ﬁ H l&,\laio

!&EETL}{EFH Amazon Athena &) B EXHFHR B Ei2FK., Amazon Athena %—*ﬂlﬂs‘éﬁiﬁﬁiﬂﬂﬁ
% LB ERHEAFRAE SQL 94T Amazon S3 IR, BEXEZEELE |, F5H Amazon
Athena AIFF#8™ P HIZEH Amazon VPC i B .

-

7% BE & 2 Firehose

ﬁ H /L,\—.I-J’)\‘{V.f'ulb H /L,\gﬂlﬁ Eﬁ*ﬁﬂ Firehose,
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K%l Firehose B |, 7 B BB LAA X AE R L E Firehose £ 5o

EM

FUEPRERERNER TR, ETHEZEL |, B F Amazon P CloudWatch ricing , #FHE , &
ERIEERR,

AE

- ATEK,ERN IAM S8

- B X% Firehose R A&
« Firehose FHHiE HEIER

ATBEKFE@E IAM A6

HIR R E Firehose BY , (RATVLEREEZRENARE TE—NKS (FRKS ) , WA SUERHE MK
5 ( BRRKS ) WEER. EAWEWK, M Firehose ZHR AR , BLRNERK S HEIE— 1AM £
&, FERKFPEE— IAM A,

y=:h=:)
- BRKFAE
- BRIKF A

RIKF AR

ERKFH  QEBERTFUTHNENAE, EHROIP , AEMNEHRN mySourceRole , B
AU RN ZACEEREMEN, RE—REAATENHKFHINAEBRAZAR, XHEQ
HRZABGNILEAAEERERS , AENELRIEERRI{ZE, CIEREN , FAKER
iam:AssociatedResourceARN IEEEK#EM VPC, MEZEORFM,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::source-account:role/mySourceRole",

"Condition": {
"StringEquals": {
"iam:PassedToService": "delivery.logs.amazonaws.com"

% & Firehose 289


https://www.amazonaws.cn/cloudwatch/pricing

Amazon Virtual Private Cloud

RAriEmE

iy
"StringlLike": {
"iam:AssociatedResourceARN": [

"arn:aws:ec2:region:source-account:vpc/vpc-00112233344556677"

]
}
}
I
{

"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:GetLogDelivery"

1,

"Resource": "*"

I
{

"Effect": "Allow",

"Action": "sts:AssumeRole",

"Resource": "arn:aws:iam::destination-account:role/

AWSLogDeliveryFirehoseCrossAccountRole"

}

BRZAGERUTEEXRE , AFASEHERSAAZAR,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
3,
"Action": "sts:AssumeRole"
}

ERUTERNEKSHEIZAE,

% & Firehose
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HEFEKS AR

1. FTFF IAM $#2 &1 : https://console.aws.amazon.com/iam/o
2. ESMBERP , ERERE,

3. EFROIEEE,

4. HOIEEMUEL , FITUTRE

a. 1%&$# JSON,
b. FULEORABERNLLERD T LRI REK
c. 1%3%F Next: Tags ( F—2% : #:% ) f Next: Review ( T—% : 8 )
d. WAZRBEHBMHAAERER | RE1%E$ZE Create policy ( BIZERKEE ) o
5. ESMERT , EEAE,
6. %F CIEAE,

7. XIF Trusted entity type ( AIER43EE ) |, #%£4F Custom trust policy ( BEXEEREE ) o X TF
Custom trust policy ( BEEXEEEM ) | "Principal": {3}, BMALUTHE , UEERE
4%%5&%0 ii?%jt_j;_o

"Principal": {
"Service": "delivery.logs.amazonaws.com"

}’
8. 1E Add permissions ( AHNXPFR ) TWHEH L , P EELIEP LA ZNRIEEIERE L REEE
Next ( -F_Z/F ) o
9. MAZLMAGMNEN , FEJLUEERMERR,
10. #%&$ECreaterole ( RIEAR ),

BRIKF A6

EBHRKF T |, 88— NBIUUTFLH A BAWSLogDeliveryFirehoseCrossAccountRole, 1% A & 24
BFUTIR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Action": [
"iam:CreateServicelinkedRole",
"firehose:TagDeliveryStream"

1,

"Resource": "*"

}
]
}

BRZACEEUTEERE , AFSERKFHEENAERANZAR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::source-account:role/mySourceRole"
b
"Action": "sts:AssumeRole"
}
]
}

ERAUTSRMNENBKSPEEAG,
SIEZEMHIKF AR

1. 3TFF IAM #24I#A : https://console.aws.amazon.com/iam/,
2. ESMERP , EEFRE,

3. EERAIBRE,

4. HEQIEXRMIUMEL , AT TRAE

a. 1%&# JSON,
b. FHBEBONABTERN IS FFLHINREKE,

c. 1%3F Next: Tags ( F—2% : #:% ) H Next: Review ( T—% : 8 ) o

d.  HWALFF LK KBER FR AWSLogDeliveryFirehoseCrossAccountRole , SRFik R0 E K,

5. ESMERT , ZEAG,
6. EE tIRAG.
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7. 3TF Trusted entity type ( RAIE3R4A3EHL ) |, #%&# Custom trust policy ( BEXEEREE ) o XN T
Custom trust policy ( BEXEEXREE ) , & "Principal": {3}, B®AUTRHE , UEERK
Fﬂ@o iij:¥-|:_$o

"Principal": {
"AWS": "arn:aws:iam::source-account:role/mySourceRole"

+

8. 1 Add permissions ( AIXPR ) TWHE L , A EEIEF LTI ENRIEEIERE  REER
Next ( -F_i ) o

9. WMAZMAGHEN , FETLUERREMAHEIR,

10. #%$FCreate role ( RIEAR ),

B2 % 2 Firehose WK A E
WO LA VPC, FHEMEZEOMERAE,
SRF M

« B/# B #x Firehose £, £ Direct Put tERRIR. BXEZER |, BHS WA Firehose 1&i%
o

- EFFAERABETEKS, |, BRIEFMEN IAM B | 1 the section called “F T &K EHE 1AM
At RER,

B2 % % 2 Firehose B9 B &

1. BRITUTEREZ—
«  BELATRUEITHFF Amazon EC2 #2%I#A : https://console.aws.amazon.com/ec2/, £ &

B EEMKED, &P ZMEEONSIERE,
BN LA T Mt 3TH Amazon VPC ##l4A : https://console.aws.amazon.com/vpc/. ESMRE
¥ | %$% Your VPCs(J#&HY VPC), EHiZ VPC B EIRAE,
B LA TR ITF Amazon VPC #24I& : https://console.aws.amazon.com/vpc/. TESE
¥, 1%$F Subnets(¥M), EHFHHEIERE,

2. 1% Actions ( #4E ). Create flow log ( BIHRHEZE ) -

3. X TFFilter (&MY ) , EEEIERNREMNKE,

 Accepted ( B#% ) - XiEREZNRE
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« Rejected ( BIE4 ) - [RICKIELIRE
o Al ( FTERE ) - IEREZNIELIR

4. XF Maximum aggregation interval ( & ARGt EIER ) , EFHRRHARSE —NRAFRREZR
AR B KB 18] BR o

5. XIF Destination ( BEfitz ) , FRBETHETZ — :

Hlﬂlm

- FRH@@ B—MNKF %IEF Firehose — AT HRMEBYR BN ERBRMY TR —NKFF,
- FRHOQ@ TRIMNKF %IEF Firehose — RITRMBYR BN R BN TAREHKFF,
6. XIF Firehose &7 , FFECIENEZER,

7. MXBREK/-ZH] 3T IAMroles (1AM B€ ) |, BEMEAE (ESH the section called “A T &
K ERE IAM AR,

8. ( "k ) 1EFAdd new tag ( AIFHRZ ) LUHREMNATRAR,
9. i&#E Createflowlog (RIEHRBZE ) o

R T B2 &% F Firehose Wi BE

FERUATGHESZ—

« create-flow-logs (Amazon CLI)
« 237 EC2 () FlowLogs Amazon Tools for Windows PowerShell

BLF Amazon CLI RHIBIEZ T —NRBE , ATHIRIEE VPC WAIERE , PR B EEEEIRE—
K P~ R Y $8 € Firehose & 5.

aws ec2 create-flow-logs --traffic-type ALL \
--resource-type VPC \
--resource-ids vpc-00112233344556677 \
--log-destination-type kinesis-data-firehose \
--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream: flowlogs_stream

BAT™ Amazon CLI REIBIEZT —NRABE , BTHIREE VPC WFIERE , IR A SEEE T RK
FHRHIEE Firehose £ i

aws ec2 create-flow-logs --traffic-type ALL \
--resource-type VPC \
--resource-ids vpc-00112233344556677 \
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--log-destination-type kinesis-data-firehose \

--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream \

--deliver-logs-permission-arn arn:aws:iam::source-account:role/mySourceRole \

--deliver-cross-account-role arn:aws:iam::destination-account:role/
AWSLogDeliveryFirehoseCrossAccountRole

Firehose FHAIE B X%
BRI LM N A B EN B W IREUE B S8R,
£ Amazon Athena &7 B &

Amazon Athena 2 — MR EXEHIRS , iLBEBFERARE SQL 247 Amazon S3 HEVEIE |, AR
B, AL Athena 5 VPC RBEEAER |, LIBRERRBERREZ VPC WHEENYIERITHRL
&, Hla | WA LURBIELFAE = (VPC) AL RRRHRAREERE , IRBIELH TCP EEK
ZH IP #udit,

Options
o BULUBN & BRI R I Amazon FRERRATE L EW , NfE{LH B30 VPC RAE

Athen CloudFormation a £, RO LUEITIXLEERIRA T #BRELIEN VPC BRE.
o BOLAEM Athena BIEZ B ER, BEXEZEE |, 155 H Amazon Athena AFEREHHFEH

Amazon Athena &7 B EH.

EM

BITERN , BEEREBIRHE Amazon Athena W%, T FREARITRIMEBHT? X ( HEBIBED XN
SMRERIEEFRMER BT ) B9 Lambda B3 , BSEEABIRAHAE Amazon Lambda W%,

FEAMENNES

- fEA#ESIA 4K CloudFormation 4R

o« fERA4E MK CloudFormation #4x Amazon CLI
« BITENEN

fE A4 A £ K CloudFormation &4k

FE—#HRBEEEREN S3 F@HERE , B LUBE £ KRR HEHIZERC 2 ER K E Athen
CloudFormation a £/,
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B3R

o Pk ih X A Amazon Lambda F1¥E 5% Athenas
« Amazon S3 T AT T ik Xig A,
c REENBRLEEERAMNBTELEZTHREMENEHMERANFE,

8 R 2 & 4 AR

1. BFHITTIIREZ—

$TFF Amazon VPC #2#l& ., ESMMEES , i£8F Your VPCs ( 89 VPC ) , AFEEFEC
8 VPC.

$TFF Amazon VPC #2#|&. ESMEKD , 1%£3F Subnets ( FW ) , REEFZEHFM,

$TFF Amazon EC2 ###l&, ESMBEHKH , 1E£F Network Interfaces ( M&ED ) |, R/FiE
BEHNMKEQ,

2. 1E Flowlogs (AKX ) ‘M FL , EFEAME Amazon S3 R AL , RFHIRIERE Actions (1§
fE ) . Generate Athena integration ( £ Athena &£/ ) -

3. BEEDXMEMR, WRERE None (L) , WAAEAEIENAEEES XN BHNER
HHEf, mMRiERDaily (8 ). Weekly (8F ) = Monthly (A ) , Mo XEWFHE AL R
BHRAIERE,. MREREEFHRMERBE , M CloudFormationtE i & 812 — 4 Lambda
B, ZEHBRBBETTRIMERH 2 X

4. NERNERERSAE S3 FHEE , N ERNERERNQIE S3 FHE.

5. %&$® Generate Athena integration ( 45X Athena £ ) -

6. (A )ERIEESF , EFEFEUSMEEN CloudFormation BIRIEEMNF#AE , RAEBEXL
B

7. ERIEES | EFEBAIE CloudFormation#ik LATE Amazon CloudFormation & &l & H 3T 71 Gl & #
#®MES, £ CloudFormation R URL 1£ “#EiR” 0 FIEE. SEREIS AR BRERFIEEN

HRo

CloudFormation &R 6|22 1Y %R

 Athena BUEE., BUEESZ MR vpcflowl flow-logs-subscription-idogsathenadatabase< >,

« Athena T4, THEABIHHN < flow-log-subscription-id>< >< FF 4 B # >< 4 K partition-load-
frequency HHA >T {4
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- BEERARRERIRIINIE DX Athena k. "B N < flow-log-subscription-id>< >< FF 14 A #i
partition-load-frequency>< &R B & >,

« —4f Athena BN ENR, BEXESZEE , HSH MENEN,
« —/NLambda E¥ , IREENR AR (S0, BAIEAR ) FHsXNFERERH,
« ®Fi=1T Lambda HEHIRRH IAM B,

5 A 4 X CloudFormation #&4x Amazon CLI
FE—#HRBEEREREN S3 FHER , B AR HEA CloudFormation #1R5 Athena £ .

FEALLT get-flow-logs-integration-tem plate #5534 B CloudFormation 4R,

aws ec2 get-flow-logs-integration-template --cli-input-json file://config.json

LR & config. json XHHI RHI.

"FlowLogId": "f1-12345678901234567",
"ConfigDeliveryS3DestinationArn": "arn:aws:s3:::my-flow-logs-athena-integration/
templates/",
"IntegrateServices": {
"Athenalntegrations": [

{
"IntegrationResultS3DestinationArn": "arn:aws:s3:::my-flow-logs-
analysis/athena-query-results/",
"PartitionLoadFrequency": "monthly",
"PartitionStartDate": "2021-01-01T00:00:00",
"PartitionEndDate": "2021-12-31T00:00:00"
}

EFALLT create-stack e B £ KK CloudFormation #4822 HE4% .

aws cloudformation create-stack --stack-name my-vpc-flow-logs --template-body file://
my-cloudformation-template. json
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BITHENEN

4 KK CloudFormation #iRIEM T —HME XN EN , BRI LUETXEEHRRIEIRBFE X Amazon
MERENEEUNNE, CIEERHARIIMERREBCIZLEE , B lETEA—IMENXEN,

EREFEETHELEN

1. $TFF Athena #2414,
2. TESMBEHKP , %&EF Query editor ( EIYREESE ) o £ “THEA" T , REHERGIZEN THEAH,

CloudFormation

3. %&$® Saved queries ( RENENH ). RB—NEH. BEZFEEXSH , RAEETEHR, BXA
AMENEANIIR , FSRENLENR,

4. 7EQueryresults (BEHER ) T , EEEHER

LT R Athena i B EHAN TEIIK, ERERNREHHTAEXEAFRTRAEN B CEZBRRITE
WFR. Bt , BIRAIET2BEMEXERELEN,
« VpcFlowLogsAcceptedTraffic— RIBEH R L LA FMMLE ACL 2 UFH TCP iERE,

« VpcFlowLogsAdminPortTraffic— jREHZAKE 10 /N IP it |, HEEERKO LABERONARER
Frid %o

« VpcFlowLogsIPv4Traffic — I8 %H IPv4 RERN EF T,

* VpcFlowLogsIPv6Tra ffic — id &# IPv6 REMN B F T,

« VpcFlowLogsRejectedtcpTra ffic — 1RIBEHI T A KM L ACL BIEL R TCP E#E,
- VpcFlowLogsRejectedTraffic— RIFENZLHHE ML ACL HIELIRE.

« VpcFlowLogsSshRdpTraffic— SSH #1 RDP &,

* VpcFlowLogsTopTalkers— i2XREHKZH 50 4 IP tbit,

- VpcFlowLogsTopTalkersPacketLevel— i RREZRZH 50 NRIEIHR IP thit,
« VpcFlowLogsTopTalkingInstances— ie X R EHKZH 50 NEHIH ID,

» VpcFlowLogsTopTalkingSubnets— iE R EHRZH 50 N FRHY 1D,

« VpcFlowLogsToptcpTraf fic — 7R IP #hutid FREFTE TCP R &,

« VpcFlowLogsTotalBytesTransferred— 12 ZF T ¥ & Z Y 50 X R B 45 IP shit,
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« VpcFlowLogsTotalBytesTransferredPacket® 3l — iEFF W& ZH 50 NEHIBEBILBRME AR IP i
ko

* VpcFlowLogsTrafficFrmSrcAddr— R4 EIR IP ik it KR E,
* VpcFlowLogsTrafficToDstAddr— A 45 %€ B 891t IP bt 12 SRR R E

VPC i B E SRR

HREEEA R B ER AT 8EE 2 /Y [ &,
6] &
- RERWRBEIER
o MmABELTEHRS 1E/Qﬁ i B AR AEA
+ “LogDestinationNotFoundException” 2% “if [R] #{1E4E LogDestination” &1%

« HBH Amazon S3 17 18 5% #E PR 5l
+ LogDestination Fo3£3E iR

RITAATTR B EIEF
[A] &R

LHRBSEEFAZE , AEETBERHA,

7% B E4EEZE B & CloudWatch AERA AaEHIN A1 &3,

£ Amazon ECZ &&= Amazon VPC 2B #| A | i Flow Logs (A &) UIREMEXBIR. BX
FZEE , B EEREE, RAERETR Status ((IRE ) FIFMFAEHEIR, & , FAdescribe-
flow-logs 11#*ﬁéDellverLogsErrorMessage—?—EQEF' RENE, ATE2ERUTHIRZ—

« Rate limited : MERMNA T CloudWatch BEPRE , BINEIZEOM TR B Z12FZRHES T4 ERTE
SBERAATAKRAHNRZERICEE , WAL R E IR, RESESIATLLGIZM CloudWatch B&
AHENEHHT , BaRERER. BXESZER , H2H (L S# CloudWatch FAF#ER) #H S

CloudWatch ervic e Quotas.,
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« Access error : HIBERNERIUTZ— :
- BERAER 1AM ARZE EBHINRER B F12F KM 2| CloudWatch HEA
- IAM BeS5SRAERSEEEERR
« EEXRTEEAEZREANRBERS

EXEZEERE  BSHATERBELRME CloudWatch HER IAM B,
« Unknown error : i BE&ERS + HI N Z4E IR,

l)l /L,\La:/-ézjj’{j(/u 15 /Qﬁ IIL H /u\laiﬁi E /u\éﬂ
[A] &R

BEBIERBERE , #H Amazon VPC 5 Amazon EC2 B #I A& R BEZE RN Active, BR , T
lfT:E H I:F CIOwaatCh %EM&EH H Il_:\/)".: y m%TEU{QEﬁ Amazon 83 'T-?—ﬁ%ﬁq:'ﬁﬁ H IU\I{q:O

A REY R A

- REENEVEP, ERLERBLT , LN ECENBSHCBREETE AT ER T OHRE
KA S 2B REHE,

« BFRBBRAEHNMEZEOLRKEMRE,. BEFB CloudWatch B EANRFEIEKRER B,

BRI R

EF\oH , LERGUEATEH , FELERE.
“LogDestinationNotFoundException” 2 “I5 Al #3542 LogDestination” £&5ix
&) &R

LGB RBER , 2B Access Denied for LogDestination =
LogDestinationNotFoundException %o

A RERY R A

- SIEREIER B E Amazon S3 FREMAVR BER , HERRTEKAEIEEN S3 FERBIFHEBR
B SO VP R B SR A B R

- TEBIENEIEL  E Amazon Logs B3 CloudWatch BE&RT | thEiREKE IAM BE2FAFFAEER
EEAEH,
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BRIRTT B

« K% % Amazon S3 B} , IHHRREIEE TIE S3 FEEMN ARN , ¥ HiZ ARN Wi EH, mRE
THE SIF@E , FRIGHEXHBEGFENNR , H7E ARN REFAERNIKF ID ME#ESR

« X% % CloudWatch BE&RT , FRIE IAM BERBEEMENNE,

H HH Amazon S3 121 18 KB FR %I

[ &

EERZRMEFRBERWE T LA TR - LogDestinationPermissionIssueException
AR R A

Amazon S3 &R EEA 20 KB K K/NRH,

FRABEZAE Amazon S3 FHMBHNR BTN , RINEL B FIEENFHNE ARN ( BB XK
£ ) RINEFE MR P H Resource Tk,

EEHIE - EFEBNS MR AT TS BE L FEBRERS,
fRRTT B

- BURBRTBEREENR B SR B REEFHEBERE,
- BIEAATARBRENREERE , NBENFREBR TR,

arn:aws:s3:::bucket_name/*

MRERTFEANFREBARR |, WFHEYR B ST R < @176 18 5= BRI #H R

LogDestination 7&3&3%3%

7] &

FEERZAAER AEKE T LA T4EIR - LogDestination <bucket name> is undeliverable
ATREM R EA

B #r Amazon S3 1Z A A RS 853w N2 M Amazon KMS (SSE-KMS) #1TH1% |, e BRIAINZR
= KMS #4f ID,
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BRIRTT B

ZEXIN KMS 24 ARN. fF2RIA S3 MEEEM KMS Z4H ID Eh N KMS %43 ARN, BXEZ
f£8 , 21 (Amazon Simple Storage Service #4lAAFEE) hH BB ERIANE,

VPC B CloudWatch 1E#x

Amazon VPC £338 % VPC B##E %X Z| Amazon CloudWatch, A LUSAE X VPC &1t EkiE/E
N—ABEFRBEFFIHIE (FMERR ) #TRER, TEERINIENENTE K MEKRENRNZEZER
REZ{CHNE. BXEZEE , i5SH Amazon CloudWatch B F 18 .

B %

* NAU EfrE4E

- BASEM NAU %

« NAU CloudWatch &% Rl

NAU fEir 54 E

M &ibit A2 (NAU) BB TEUME P RROER , ATAREBEAXMEE VPC I KR/D, KiE
NAU T IEBEMZEA. % NAU EEER , RRMRERT VPC B9 NAU FREIZ X & NAU FRER , &
P EBTH EC2 EHIRTRBEHTHER ( HINMNE R &S, VPC ixks, Lambda Bk, Fik
R EEEE SR NAT BI3% ) 6

WERERN VPC B TMEHuAESTE , Amazon VPC 2335 NAU #BxmIEMR &K% F Amazon
CloudWatch, VPC B9 AR/NEURTF VPC B ERIME bt AE ( NAU ) B TH,

IERLAE AR LEIEFRR T #RIERY VPC KR, Tl VPC [ARTEEEA/NRE , HEEBEIHKNE
EfSIEEE.

AWS/EC2 tn & ZE Rl 'ZIE LA T A T U4 NAU BV IE#R.

EFR HR
NetworkAddressUsage £ VPC B9 NAU it#,
R & IR

. 7 24 /MY,
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RAriEmE

1R

NetworkAddressUsagePeered

« Z# : Per-VPC Metrics, {# : VPC ID,

VPC MEZ2XNEHFAE VPC B9 NAU it#K,
wRERE
© % 24 /J\HTJ-O

%EZ

« &% : Per-VPC Metrics, {& : VPCID,

AWS/Usage i & Z[HBE T AT NAU 18R,

1R

ResourceCount

ResourceCount

iR

B VPC B9 NAU 1+#,
£ =R

« 524 /et

“E

« B : Service, H : EC2
« B : Type, {E : Resource
« &% : Resource , f : VPC ID,

« B# : Class, & : NetworkAd
dressUsage

VPC MEZXFMNFTAE VPC B NAU 1T,
R EPRAE
® ﬁ 24 /J\qu

NAU $EfRE4E
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RAriEmE

1R

ResourceCount

ResourceCount

« B : Service, & : EC2
« Z# : Type , {E : Resource
« &% : Resource , & : VPC ID,

« &% : Class, B : NetworkAd
dressUsagePeered

¥ VPC #9 NAU HEAEME.,
REFRAE
S % 24 /J\E:.I-o

HE
« &% : Service, {E : EC2
« &% : Type, f : Resource

« Z# : Resource , {H : VPC

« &% : Class, & : NetworkAd
dressUsage

3% VPC 89 NAU AEHEME.
wRERE
> ﬁ 24 /J\E:.I-o

%E

« &% : Service, {H : EC2
« Z# : Type , {E : Resource
« Z% : Resource, {& : VPC

- &% : Class, & : NetworkAd
dressUsagePeered

NAU $EfRE4E
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ERSER NAU Y2

E 7 CloudWatch F&E& NAU 51 , B EEBNELEN VPC LERKE,

B RARERKE NAU

1. B AT MuLiTFF Amazon VPC ##& : https://console.aws.amazon.com/vpc/e
2. ESMBEHP , % Your VPCs ( &EH VPC )

3. &7 VPC HEIEAE,

4. HORERE Actions ( #4E ) . Edit VPC settings ( %% VPC iRE )

5 BEWITTRIIREZ—

- BRI fORIEER Network mapping units metrics settings ( P48 BRET 8 LIS FRIR
i ) , Enable network address usage metrics ( 5 AR &bt HEEHR ) o

- EERIE | EHEBKR Network mapping units metrics settings ( PSR 2 TISARIRE )
Enable network address usage metrics ( /8 AR &t HEIESR ) o

ERARSITEASERA LR

» modify-vpc-attribute (Amazon CLI)
+ Edit-EC2VpcAttribute (Amazon Tools for Windows PowerShell)

NAU CloudWatch & & =45l

& LAMERA LA Amazon CLI @85 FIRHI . json 812 Amazon CloudWatch B3R SNS &40 , LA
50,000 ™ NAU HRERE VPC B9 NAU FIAR, WRHIERETLEIE Amazon SNS £, BXES
f§& , 55 ® Amazon Simple Notification Service FF & A R #8REF A Amazon SNS Al 7,

aws cloudwatch put-metric-alarm --cli-input-json file://nau-alarm.json

LA 2 nau-alarm. json 8RB,

{
"Namespace": "AWS/EC2",
"MetricName": "NetworkAddressUsage",
"Dimensions": [{
"Name": "Per-VPC Metrics",
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-vpc-attribute
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcAttribute.html
https://docs.amazonaws.cn/sns/latest/dg/sns-getting-started.html
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"Value": "vpc-0123456798"

11,
"AlarmActions": ["arn:aws:sns:us-west-1:123456789012:my_sns_topic"],
"ComparisonOperator": "GreaterThanThreshold",

"Period": 86400,
"EvaluationPeriods": 1,
"Threshold": 50000,

"AlarmDescription": "Tracks NAU utilization of the VPC with 50k NAUs as the
threshold",

"AlarmName": "VPC NAU Utilization",
"Statistic": "Maximum"
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Amazon Virtual Private Cloud FfY &£

=Z4E Amazon REFZE, N Amazon BF , BAIUSRTENFEASHZsHRBAALNE
SR T A 2 Y BUAE AR O TN 4R 2R K,

RERMAHEEE Amazon BFTE. TEHBENREHRNZNRZEMENZPINR SN

« =TEZE — Amazon AFERIFE Amazon =HIZ1T Amazon IRFZHEMZEM, Amazon &N ERH
AUZEFERANERS. EFAIN—2 , FE=ZAFIHHEHN RN IERNZE2NER M. ETHER
F Amazon Virtual Private Cloud B9&#1tX] , TS HERSZE SN ITRIX 2 BB E N RS .

« TIREE-BWTEBREERD Amazon [RSRE. BEFENHMEARNTT , SHEENHIEAEUR
. BRANERANERREREN,

RS RS B8 T MR ANAIE £ Amazon VPC BRI ASHERBEN ., LT A M{AE E Amazon
VPC UEHMEHNREMMEMMEB IR, LENZI WAIFERAHAM Amazon RS KB G IE MR &
#9 Amazon VPC &R,

"B

+ Amazon Virtual Private Cloud B B IE R

« & T Amazon VPC # Identity and Access Management

« Amazon VPC HFHER R L £

- FRARLAES] Amazon BIERE

- FRAMEK ACL BFlIEERFRHRE

« Amazon Virtual Private Cloud 5 9% & &E

+ Amazon Virtual Private Cloud & MM RIE

« VPC HNZEHREXK

Amazon Virtual Private Cloud A B iz {R

Amazon 7 i& A T S Virtual Private Cloud R EIERY . MAEEFTIR Amazon , AFRFIE
TARER BN EIRERZEH Amazon Web Services =, ZAREF N IEEZHERMEN EHABHIE
#o BEATEFREAK Amazon Web Services WERE£BEMERIES. BXBERBLNESEFR
BSABERMENRBEE,
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HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 2, Amazon Identity and Access Management (IAM) IRENMNA AP, X# , 8NP RRE
TEHIERIMENNR, BMNERBUEBIUTARNRFHIE

- RNENKFFERAZSESHRIE (MFA),

- £ SSL/TLS 5E&REE. Amazon BIEREM TLS 1.2, BiUFEA TLS 1.3,

- EAIRE API M A&z B & Amazon CloudTrailo

- £/ Amazon INZFRF RUKREPHPMEBRINLZ 24 Amazon Web Services,

- FABRIEEZLRS (HlI Amazon Macie ) , ©EBIT XIMMRI Z4#1E Amazon S3 HEV U
B,

« MREE Amazon BE @B TITREH AP HTHRNFEEZY FIPS 140-2 BIEM INZEIR | HEH
FIPS i R. BXTA AN FIPS MRMNWEZEER , H5H (ZERPEELERE (FIPS) 5 140-2
R o

BATRRZIB ST D ENREERBRBER ( WEEFHNBEFIRHFibit ) RARSHBHRERNXEFE
(MEMRFER) ., XTELFEREHE. API HEHSFF AT EST Amazon Web Services £/ Amazon
VPC s Hftt Amazon BT X TEBMNER. Amazon CLIEA FRHMNRZHBEHEBRA XA FE S
MANTAHRESRTESATIHRIVHBEE, MREOATRSF[IREMRL | BB IUEFERLE it
hEEEIEE BRI ZREZNIER,

Amazon VPC Ry B Bx M &R ERRFA

Amazon Virtual Private Cloud 12t =% IhgE , B ARIESF KR Virtual Private Cloud (VPC) V%
=M

- T ZEAERFERS (Hl0 EC2 4] ) RAFBEABMHLRE, BIXpFnt , BHEE
—ANHZANZLAXREK, FEEN VPC AR EISEHIEBAEERE TARNZ2AES. NMREBEFHE
FletkBEELZSA |, NIKFLBEHE VPC WERINZ£AXKE, BEXEZEER , 558 244,

o MEIHMEEHFIR (ACL) : WE ACL EFREFNAFRIELIIENAUMBILTEE, BXEZE
B, B FAMSE ACL 2=4IERFNHNRE,

- REE : REEBREXRELN VPC FEAFEZEEMKEON IP RENEE ., &N VPC, F
M EZNMMEZOVNERAE, i BEHIELEHE CloudWatch BES Amazon S3 , & A LAH; B I&
PTHEFERIETTFREVNEZSAFME ACL H I, BEXEZELE , B5H FH VPC i HEIEH
IP RE,

« RESH : FB0 LM Amazon EC2 S MMNEEOEFHINERE, RE , BULUFRELRES
out-of-band ZE£FMEIRIEE, BEXREZELE , BSRREEFEHRIER.
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& AT Amazon VPC B9 Identity and Access Management

Amazon Identity and Access Management (IAM) Amazon Web Service A& BI &I 5 24 b= Hl33
Amazon HRIVIGENR, IAM BEEAEFETUBE SFMHRIE (ER ) RN (EBNR ) £H
Amazon VPC &R, e LAfERA IAM Amazon Web Service , TEXN#HNTE A,

0¥

A

- B

- FRASMHITHEHRIE

- EARKEERR

« Amazon VPC i 5 IAM L&A
 Amazon VPC K& =5l

« Amazon VPC 5 3 #1175 5] £ ¥ fif &

« Amazon Y 53 Virtual Private Cloud V3t & F .

Z AR
& E A3 Amazon Identity and Access Management (IAM) 28R E , E4AEURF & Amazon
VPC 9T T4

REAF - NREEHR Amazon VPC IRERERITE , NEBEASHBEMHENESIINNR, Ma
IBERE S Amazon VPC HAER TR T/E , BAIREEBFANIR, 7 £ 1] S 2 15 (A £ BR 7] #5 Bh 18 [5)
EERBFERESHNE, MBELTEIHE Amazon VPC FThEE |, ES@Amazon VPC B4 Fif 8] &
R,

BREEER - MREBELTREEE Amazon VPC AR , BA[EEXS Amazon VPC EBE 25 H
R, SERERELN R TRHEEL Amazon VPC WRERRIR, &M@ IAM EERIERERUER
BRESHAPHRERE, FEEZRAELNESUTHE IAM WELXES, BETHRAXENATNMAN IAM 5
Amazon VPC #EFERANEZEE , iHZFEAmazon VPC 15 IAM BL &£ A,

IAM BEER - MRER IAMEER , BB E TR U RERELEEN Amazon VPC BV 5 RI#Y #
MEE., EEFRHIK , 1S Amazon VPC KEE =G,

£ & 21T B IR AIE

BHRIERE Amazon EABHEIEEZRN AR, B4 IAM AF 59 EET 8 Amazon Web
Services Ik PR A FE IAM A& 1T BB IIIE ( % Amazon ) o
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MRE Amazon BURTEARIAE , M4 Amazon BEKGF X EH (SDK) MasS1T#0 (CLI) , LME
FERENERNERJITMEZLR, MRETMEH Amazon TE | NIXMECEBER, BXFERHH#
ENSZETEEERNESEER , 550 1AM AP HNEE Amazon API 53R,

TiEAMREHRRIESZE , RHUREEERHEMZSER, HlW0 , Amazon BUEFERZESH
BiE (MFA) RIEEKFNZEeH, ETHEZELR , BSH IAM BFERE B8 £ Amazon FERZ
B HWAE (MFA) .

Amazon Web Services &~ root FiF°

B2 8t Amazon Web Services ik , BEEERF—NEREM , ZEAUURLHRIKSPFHMERIR
Amazon Web Services M@ R, Itk HP#EF A Amazon Web Services I F root AF |, A& AIEK
FEtE Y B FEB 4R it MR B R BN TG RiZ 5 0. BAUBWTFEFRARAFNITREES. RFHF
BRAFEI , HEAXEEIRPTBRAFPTURITHES. EXFEELUBRAFR S HEINESH
TEIK , FSE IAM AFER PR SEZERAFEIIENES

IAM A = M4

| AM A 7 R4 Amazon Web Services lKF AENMASINARFEGRENRN M. EAIENE
BT, BWEARREIE , MARABEEKHEIL (NMFBHMERZES )W IAM AR, B2, W

RE-EBENERAZSSERHESIEUR IAM AR , RINEBENRRBTRZESR. EXESZELR S
F <IAM AF1ER) P XN TEEKBSITENFERZSEHRRRITRIZSA,

IAM AR —1MEATFHRE—4A IAMAFNE R, BTECERENSHEFK, ATAFERARAR—XMHER
SNAPEENRRE. IRAXEAF, , FHATUERMHEERAFPNE, fli0 , AfsEEE—1MNE R
IAMAdmins BB , H A ZEARFREUEE IAM &R,

RPREAeTE. AFE—5EMARINARFXE K MAGSHEILFTECNEMALELE. AFE
BRANKHEILE L MAGRHRNEILE. ETRESER , 558 (AM AFiERE) PHMA 612
IAM AP (MARAE ).

IAM B

| AM £ & RENIBEEHHENR Amazon Web Services Ik 1513, B©EMLTF IAM AF , BE54%E
AR T REk, &ALL Amazon Web Services Management Console @33 £ # & & 1F /1 I B 18 4E |IAM
A, ZALIEEEA Amazon CLI 5 Amazon AP B FRFEABEN URL RRAAR., BXERA
BNTENEZER , 2R (AM BFiEm) DiER IAM A,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-signing.html
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- Federated user access ( XA/ AE ) - ERBRE B2 ENIR , BRIZACH NAGE UNR,
HRESOHTIORIN , ZEATEACHEXRARR FHIEABGE LHNNR, BXRESHR
ENAEHER , H2H (AM AFER) 90 AE=S5 5 RERLIERE,

o IGEY IAM AR - IAM AP RASFTRA - IAM A6 |, LENREBHIBEESHTENR.

- BIKFTHR - SR UFER IAM BEUATFTRKFHPNENMA (IEERE ) HRKSFPHER. A
BEERTFTEKFFENBRHNEELSN, ER , ¥ TFELREIR Amazon Web Services , &7 LU R B
EEZEMMEER (MAREAACENIRE ). ETHATERKFHRANAEGNETRERENER ZHE
WZEF , BESHE IAM AFER B IAM BE5E TR RNEREFNTE.

- BIRSAR — BLE Amazon Web Services {# f E M Amazon Web Services RS F#IThEE, flgn |
MBEREMNRSHRHTREAN |, ZBRSEE S Amazon EC2 RE{THARRFHIE Amazon S3 F
FHNR, BREWELEAXHBRNEANRE, FARSACHFERARSHEXAERFKNITIE
1E,

- BERGEAE (FAS) — HEZEA IAM AR S ABEFRRITIRIER Amazon , BHEMAZIEA, £
RARELERSN , BRgEaT—MRE , ERERSEFTARSHEH S —MRE, FAS A
BAZEE AR K Amazon Web Service & T B $ & HiERIiER. Amazon Web Service
AEYRS KB EESH M Amazon Web Services SRR BT RESERMIIERET , T &% H FAS
BR, EXMERT , BURMEFRITEAMRENNR, BXKE FAS HRINVKRIEFRE |, &
SRAERILASE,

- RFAE - RSAGERSAREBELNIKF RRITEREM D IRN IAM A€, IAM B2 R T
£ IAM R el2, ERABEBRRS AR, BXEZER |, 551 (IAM AFER) F/ 6lZE[D
Amazon Web Service ZRIXFEN A E,

 REMEXAE-BSHEXABE —HERSHEXENERS AR, Amazon Web Service iR S5 7] LA H
FREREHITRENEA G, BRSHEXABHINELZNF Amazon Web Services i |, F EIRARS
FiE. IAM BB AU UEEFEETREEERSHEXZEHNR,

« £ A@@ mazon EC2 Lz1THNARERF — BRI LAEA IAM AREEE EC2 Kf| LE1TH A H
Amazon CLI 2 Amazon API &R B A F R IGRIEP . X5 TE EC2 KHlPEEiAEZER.
Em EC2 X675 E Amazon AEHFEHAHEMENARERER , £FZ I M IR Z 258K
BIEEBX 4, XPBREXHBEAR , HE EC2 14| LiZTHEFAEBIREIRREIL, AXES
EE , EZH (IAM BAF1ERE) #i FH IAM A€ Amazon EC2 £l EiETH R AREFE TN
PR

BETREER AV ABER IAM A, 25 1AM PR FREN0IE AV A6 (ITEA
F)o
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FRAREEETA

T LA Amazon B 82 K # H S E M INE] Amazon B4 & RERIEH PRI FRNERE, KHREHSF
B—NXR Amazon |, H55HRREREXEKN , EAENENR., Amazon EZFEA ( AF. root B
FHRAGSE ) RHERNIPTAXLRE, KEPHUNRBERATERIELER, KSEREEEL
JSON X #4#9 Amazon FERFHEP, HX JSON KR XHNEHNRNBNESES |, H255 (IAM
BAF1ERE) FH JSON FEHEK,

B R W LAEA Amazon JSON REERIEEERNIGRMT L, BRRY , WA EMAATBN A TIRK
1THRE | UREMFLAFHFTNIT.

BRINMERT , AFNAGEENE. ERFAFPNERRINTRENNR , IAM EE G AT UIE
IAM policy, EIERBERF A @ARR IAM policy , RERAFRITUARAAE,

IAM policy & REMINR , ok FIEER WA A EMITRE, Flwn , BRIEE - AT iam:GetRole
BRENKREE, HAIZRIEN AP TN Amazon Web Services Management Console Amazon CLI,
= Amazon APl SRELA&E S,

ET 508K

ETHSONRBEAMMISG (0 IAM AR, BF4EASAE ) B JSON RERREE Y, X LR
EHAFPNACAEAMEE THBLRRITHERE, ETHRUMACIEZETSONERE , B5H
IAM A8 /Y 82 IAM policy.

ETSONRBAUE —SHXRIANKRERIIEEN R, NREBREZERARNAF, 4864,
FERIIMI KRR , B LUHEKMEIRHNSNAF, BHEFNAE Amazon Web Services ik
REXREIE Amazon REXRNEFRERK. B 7HOMAETIEE KT AR 2 B3 Tk
g, BZH (AM AFERE) PHEREXRBSABRER 2 BHITEE,

ETRRAV K

ETRIFH RIS MR R JSON RN, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE, EXFETHRVRBHRS T , RSEE R JLMER ENRZHI 4 E R
FREVEE. N THEERM IR EIR |, REEE IS E M BN 2R RINATRLEREAREF LSRN
THIT. YFEETHROREPEEEH, ZERATUASEKS, AF. A€, K& Amazon

Web Services,

ETERNEBERMNTZRSFHWANRER, ZTEEETERNEEFFEA IAM AH Amazon £E
REE,
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HRIEE F|F ( ACL )

REFIFIR (ACL) BEMLEEA (KFKR, AFRAE ) ARBARF. ACL SE T HIRAYRE
RO, REENFER JSON RSB,

Amazon S3 #l Amazon VPC #2X#F ACL BWARFE ~¥l, Amazon WAFE T #BEX ACL NEZE
B , #2® (Amazon Simple Storage Service FF X A R FEm) FHIEEE HIE (ACL) B,

HREgRE

Amazon X#FHMAAENARERE, XERBRETLIREEE AN RERERR THRANR.

- RRLFA - BREURR—NERDEE , BT REETHHARM TN IAM £ (IAM AR A
&) BFHNEANR, TAXKRENRLR. XEERNREXZEET 5O KRR ENRD R
RE&, & Principal ZRHPEERAFHACHETHRRNRBEFZINRL ARG F—-TUREHH
EXELF/FBEART. BXNRILANESZER , F2H (AM BFERE) 8 IAM SSEHR R
5o

- FRSEFIZFKEE (SCP)-SCP 2 JSON KB , ATIEEHRHHLR L (OU) WHRANPE., Amazon
Organizations Amazon Organizations £ —B A TX &M L BB Z Amazon Web Services i
DT HMEFERNRS. WREHLANBSATETIRE , WAIXMEES 25K B A RS2
HZKBE (SCP), SCP PRI 5 Mk F° RV SE4E ( 2FF =4 Amazon Web Services iR P 3844 )
B BR, A% Organizations M SCP WEZE L , 5@ (Amazon Organizations I #EE) FH
SCP W TR,

« RERE - QERBELAEUREAANBCIBRSAF RGNS EMMENSHREZNSRE
B, FRLFNNREAFNALGHETHONRBENIERBHRE, NREATUKREETHFRN
R, F-URBPHNENELFBEEAN. BXREZER , H55H (AM AFiERE) PHLER
B

S RBERE

SN RBEWRBEA T —MERE , ERORREMERNENIRE, BT HRESRSHRBEE R
4 Amazon BERE AVER , HEH IAM AF BB REBITEEE,

Amazon VPC A& IAM BL & A

EER IAM EEX Amazon VPC BF R R 2 BT , B R1% T R ERLE |AM ZhEE R A F Amazon VPC,
E2M 7 ## Amazon VPC fME M Amazon RZFWNAS IAM BEER , 2H IAM AFEE+HES IAM
B&E A Amazon RS .
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AEN

- RfHE

- EF Amazon VPC &R I K RE
- ETHREHER

- IAM A

£/ IAM BT B OHRE , B UEEATHIELNVRIE, N THIBRE , BALUEERTHIELR
FEMER , ABEEFLRGETATRIELIRZE. Amazon VPC XEFRHENRE. BRIKGRE, B
T#R7E JSON REEFRERAMNAERTE , H2H (IAM AF#ErE) #1 IAM JSON KB TESE,

BRI

EIE R W LAEM Amazon JSON REEREEERNIBREMT L, BRRY , WA EMAATLN T LABTIRK
1TH]RE , UREMALAFZHTHT,

JSON KHEEHY Action TEMAR A TERPAVTIELILRNRE, RBRFEEEEXREKN
Amazon API R{ERE & . B—EFIAER , FlaNg B E AP BENRNREE. 27 - LEREFE
ERMPNITSMRE, XLEMINREN I HEREE.

H R T ELEREUR FHRATHERRENRR,

Amazon VPC & Amazon EC2 £EH API & & ZEH, Amazon VPC H i R BEIRVETE IR /E I E FE A
LUTRBIR - ec2:, fHltN , ERFHAFEN CreateVpc APl 2RI VPC IR , BREERFX
ec2:CreateVpc BEMHRINPR, KEEQWHLMEBE Action 5 NotAction TR,

BEERNMEAUFEESTURE , BEAESHENRIT , M6 R,

"Action": [
"ec2:actionl",
"ec2:action2"

]

W T MERBES (%) EESMRIE, fl0 , EIRELLRF Describe FFAMERAE , H2EUAT
B,

"Action": "ec2:Describe*"
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A} Amazon EC2 BENFIK , BZH (RFRNSE) $HY Amazon EC2 E LHVERE.

IR

EIE R W LAEM Amazon JSON REERIEEERNIARMT L, BRRY , WA EMAATB T ATIRK
1THRE , UREMALAFZHTHT,

ResourceJSON REETEIBEZE@EANAREN —INHZIANR, BAXMEE Resource T
NotResource JTHE., ENZEXE , HFEHAHE Amazon BEEH (ARN) BEERFR. M FXEFEBER
FRRE (R RBRRNR ) BVIRE | ITARITICIRME,

NTFAZERBRENRAIRE (W LERE ) | BEABES () BEREANATARERRK.
"Resource": "*"

VPC RIFEB T Al ERE ARN,
arn:${Partition}:ec2:${Region}:${Account}:vpc/${VpcId}

Flan | BEEEAHIEE vpc-1234567890abcdef0 VPC , EEHA LT RHIF ERE ARN,
"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc/vpc-1234567890abcdef0"

EEEEREXEPETREKSNAE VPC , BEABES (%),

"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc/*"

ToENHFE R RHITHRLE Amazon VPC #1E , il , AT RIERRAERME, EXEERT , BLHE
FIBEARF (*)o

"Resource": "*"
2% Amazon EC2 APl B ES R ZRMER. EEEMEATEESZNER , BEAES 2R ARN,

"Resource": [
"resourcel",
"resource2"
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A3 Amazon VPC BRAEE R H ARN M5I% | 521 (RSB|ISE) sty Amazon EC2 XL H
e

LR

EIE R A LAER Amazon JSON REERIEE AR BRMT L, HFRY , BN EETT AR TR
1THRE | UREALAFHTNIT.

£ Condition Jt%& ( =% Condition R ) 1 , AIEEEERAEMMNEH. Condition TERAE
N, AIRIBERAZEZER (i, EFTHNT ) BEERER |, UERBPNFZEEERPHEME
Ui

MREE—MEAPEESZ D Condition THE , HEEA Condition TEFEESNME , N
Amazon 2% AND ZEIFNEAN]. MRENENIFAREESME , NEAZBOREZEXK
Amazon 1Tt 5&M, ERTFIEARRR B LTUHEPRBRISZM.

EEESGN , SAIUERASUFETE, flln, REEFER IAM AFE5R12 IAM AP, FeERnET
FiHEFRINR, BXEZER , 555 (AM AFERE) BH IAM policy T& | TEMIRZ,

Amazon X#FERFHFHNBE TRSWEZHEH. EEEMSE Amazon £RFZHR , HSH IAM
AFfEESAmazon £ /& H LT XEA,

P8 Amazon EC2 #2/E&8 X #F aws:RequestedRegion fl ec2:Region &#H@., EXEZER , &
SR R~ A FFREBEXE.

Amazon VPC EXTEHCHW—A&MHE  EXFER—LLB&HR, EEEF Amazon VPC FH4EH
XK , FSHE (BESBNSE) M Amazon EC2 HI&H%, BT HRET LU M R/EN R REAS
#48  FS 5 Amazon EC2 E X YR,

ETF Amazon VPC &RH K

ETHRAVKEEZE JSON KEEXA , ©IHEE THEEZFEAAE Amazon VPC FiR EHITHERENK
EAAZHFTAHRIT,

ESABK/ER , SR CHEANKS S EMKS Y IAM SEEENE T RFHNEBTHEEA,
HEKSEARNIETHRNREARBUEEXRRIFN —F¥ME. SZXRANRRLTTER
Amazon K RS | RS EEFEARER TFIHRBRORR BEEFET S 4079 REEF 02 SL 44
RTFNR. BR , MRETREFENRBEEE—NMNKFFHEARTHRNE , WFAFEFANETSH
HREE. AXRESER , FSHIAM AFERHN IAM Be5E T HRNRBEATE,
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HFHREHWHEN

SERBUFIRE M I0E] Amazon VPC BIR , SERBRFEBERE. BEREFSEFHR , BFEER
BEHY SRUFTE PEAZRMEREMRIREEE. BXESZEERE |, H3HM (Amazon EC2 AIF1ERE) FHY
EeIZHERCRRE M ERRBEREEHX EC2 RIRR A

EEFETHHRE ( ATREFRR LARERBHXNZHRNTR ) BRH , FSHREEE VPC
R KA

IAM A&
| AM £ & 2ENIBEEIFEMNR Amazon Web Services T HISE4E,
A It A

A LAER IR ZIE#TERES EARIEES , 2k IAM B9 REKF A€, ST LB
FAssumeRole= Z K Amazon STS AP ##/ERIREIE it & £ i GetFederationToken,

Amazon VPC X £ A I ef & ik,
REHEXAE

AR5 A< A B A ¥F Amazon RS AR EMBARS PR ERURRETHIEE. REHEXABERE IAM
WKEd, FFZBRSE, IAM EERAUESETRERBERSHAXRABHRR.

REMXFRFHEXBE,
BEAe

HHREATRSAREEERSAE, LABARFRSHRIEMAERS FHFTRUARETHRIRE. RS
AEERE IAMKSH , ARZKFRE, XEWKRE , IAM EERAUERZAECHNR. B2, X
B T RE & P T AR S5 HY Zh RE.

Amazon VPC ZFHBENRES AR, BIERBER , KR AR B ERSGE CloudWatch A
EWAR, BXEZER , 15 Mthe section called “A T F7 B & & Z| CloudWatch HER IAM £
@”o

Amazon VPC & =45l

HIAMERT , IAM AEZE R8N VPC RIRHINR, ftfltF LA Amazon Web Services
Management Console Amazon CLI, B Amazon APl $i1T1£%. |IAM B2 R 4 elZ IAM policy , LA
FERAABRFNBRUNMENEERRINITEEN AP B1E, RE , EBERAMSTUNXERIEHNEE
EXLENRHN IAM A,
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B 7RI X LRl JSON SREESULBIZERET IAM B HRRKE |, E2H (IAM AFERE) $Mal
£ IAM policy.

AES

- RMREXE

- {#f Amazon VPC #£#l&

- BIEWAEFMH VPC

o« EAMER VPC BIR

- EEZSH

- EEREEAN

- EREFMFRE K

- EHE VPC HE31%EHl

- HH# Amazon VPC KB Rl

R R fE SRR

HETEMNEBBEEMNAZRSTLACIE, HR M EREK S HE Amazon VPC BiR, XLERIETEE
£{F Amazon Web Services IKFF=4E R A, SIERBEERE T BRI | HEBREUT ENFZEI :

- FaEA Amazon RERBHERRAKENRNE — EFBEAFMIEARR TR , EEARIT
ZENAFIRFNRAAMazon EEXKE, SIIERAMAF A Amazon Web Services Ik, &
MNBWEBTE LN EHN AN Amazon EFRFRERBEXFE —TRDNR, BEXEZER , FS
Z <IAM AF$8Rr) HEY Amazon FEE N KR 3 T/EEREERY Amazon EE XK,

- NASENR - EEM 1AM policy IRERFRET , BRRFHITESFAFHNR. Nt , TELE
BEZRH T AN SERRRTHRE , SN RENRTFT. BXREA IAM RRANRBRNESE
B, #FZH (AM AFER) S8 1AM R R AR,

« R 1AM KRE PR — SRR EITH B AR — 48 AT LA [ 3R B 7N BN 5 44 SR PR 41 3 R /E R R R AV 15
|, a0, TUREREZGRIEESAMFER SSL KIEFMEER. IRRSBRIESBEIBENS
NEAR , WA AR KRR T I RESBRIEN T EIMXPR Amazon Web Service , i1 Amazon
CloudFormation, BEXEZELR |, i55H (IAM BF#EE) T8 IAM JSON FBETE | &4,

 fM IAM Access Analyzer BiFZRH IAM KBS , IR RN Z 2R IhEEM — IAM Access
Analyzer 2 IFFREE M B KR , LHRXEAS IAM KEIES (JSON) M IAM FEXK, 1AM
Access Analyzer 12t 100 ZIR K EM ATRIENEN , UBHHERL BIEEMBENREE, BX
EFZEER , BH5RE (IAM AF#ErE) i IAM Access Analyzer R BERHIE,
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« EEZESHRIE (MFA)-#1ER Amazon Web Services K f° J’JiE’Ji%EEEE IAM AFRSRAF , &R
B MFA LIRS RS, EERAA APHREREZE MFA |, 5 MFA 4R INEIREH, E%E%
BE ,HZH (AM AFERE) #1 BEEZ MFA R H AP IEEL

BX IAMHHREIENESFER , 20 IAM AFERETH IAM AN Z 2 HETE.

£/ Amazon VPC 24l &

Ei7F Amazon VPC %18 |, BH4MER —HERKENNR, XERRLARTFEIIHNEETRRE
Amazon K 1 #9 Amazon VPC HIRHNVFMAER . NRECENETHHNRBLAENRENRE
&, MEZENEBZRBEAIES (1AM B8 ) ERETEHA

LTRBRTAGE VPC EHEPIHFRANER , BEFRFCIE, EMHMERXLR IR

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeAccountAttributes",
"ec2:DescribeAddresses",

"ec2:DescribeAvailabilityZones",
ec2:DescribeClassiclLinkInstances",
"ec2:DescribeClientVpnEndpoints",
ec2:DescribeCustomerGateways",
"ec2:DescribeDhcpOptions",
ec2:DescribeEgressOnlyInternetGateways",
"ec2:DescribeFlowlLogs",
ec2:DescribelnternetGateways"”,
"ec2:DescribeManagedPrefixLists",
ec2:DescribeMovingAddresses",
"ec2:DescribeNatGateways",
ec2:DescribeNetworkAcls",
"ec2:DescribeNetworkInterfaceAttribute",
ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeNetworkInterfaces",
ec2:DescribePrefixLists",
"ec2:DescribeRouteTables",
ec2:DescribeSecurityGroupReferences",
"ec2:DescribeSecurityGroups",
ec2:DescribeSecurityGroupRules",
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ec2:DescribeStaleSecurityGroups",
"ec2:DescribeSubnets",

ec2:DescribeTags",
"ec2:DescribeTrafficMirrorFilters",
ec2:DescribeTrafficMirrorSessions",
"ec2:DescribeTrafficMirrorTargets",
ec2:DescribeTransitGateways",
"ec2:DescribeTransitGatewayVpcAttachments",
ec2:DescribeTransitGatewayRouteTables",
"ec2:DescribeVpcAttribute",
ec2:DescribeVpcClassiclLink",
"ec2:DescribeVpcClassiclLinkDnsSupport",
ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcEndpointConnectionNotifications",
ec2:DescribeVpcEndpointConnections",
"ec2:DescribeVpcEndpointServiceConfigurations",
ec2:DescribeVpcEndpointServicePermissions",
"ec2:DescribeVpcEndpointServices",
ec2:DescribeVpcPeeringConnections",
"ec2:DescribeVpcs",
ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
ec2:GetManagedPrefixListAssociations",
"ec2:GetManagedPrefixListEntries"

]I

"Resource": "*"

5 F{XiAA Amazon CLI 2 Amazon API AR , BLEERNHEEHFEKIZEH AR, MARAFIHE
S5ZABFEERITHN AP| B/EMTE Y EE,

BIET A FMEY VPC

LT REAFAGBSE VPC, T, BMEAXRMEBRRMNX, AEERTUNERMMKIEREE VPC #
ERBARPEIERMB, ec2:ModifyVpcAttribute B2EARFAEN VPC BA DNS £HHB , F5E#E
VPC B8N K6 BML WK E — 1 DNS 45,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
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"Action": [

"ec2:CreateVpc",
ec2:CreateSubnet",
"ec2:DescribeAvailabilityZones",
"ec2:CreateRouteTable",
"ec2:CreateRoute",
ec2:CreatelnternetGateway",
"ec2:AttachInternetGateway",
ec2:AssociateRouteTable",

"ec2:ModifyVpcAttribute"

1,

"Resource": "*"

PR E R 2 F A BTE Amazon VPC #8414 a2 VPC,
& AMIER VPC RIR

B REEERHAGTLMERIM RN VPC &R, i, LTEREATFACERANBREEHRE
Purpose=Test WEHE R, ZREENELERERREBIRL Purpose=Test WEBKMMX, A
BREEASERRSHEBERRERMMK,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:DeletelInternetGateway",
"Resource": "arn:aws:ec2:*:*:internet-gateway/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/Purpose": "Test"
}
}
},
{

"Effect": "Allow",

"Action": [
"ec2:DeleteRouteTable",
"ec2:CreateRoute",

ec2:ReplaceRoute",
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"ec2:DeleteRoute"
1,
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/Purpose": "Test"

EEZLA

UTRBEATACGEERSE, F—NMEAATACHBREMATEIFE Stack=test WLREL4AH ,
HEBT AT AL Stack=test WEZLAMAHRMEBUEAN, F-MEAUERAGEARZ
Stack=Test RIFICHEENEMNZEH, F=MEAAFACELERLZLANGERL, FEMEME
AAFACEEEMAZS2ENZTE2ENAN., FEMEUIATFAGBE VPC HolERL4A,

® Note

% Amazon CloudFormation BRFZ T REE AL RIS RBIBH EMMENRENZ A, MREBR
FEHNRZM ec2:CreateSecurityGroup BENZMH |, NZRBEFFER,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:RevokeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:UpdateSecurityGroupRuleDescriptionsEgress",
ec2:RevokeSecurityGroupEgress",
"ec2:DeleteSecurityGroup",
ec2:ModifySecurityGroupRules",
"ec2:UpdateSecurityGroupRuleDescriptionsIngress"”
1,
"Resource": "arn:aws:ec2:*:*:security-group/*",
"Condition": {
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"StringEquals": {
"ec2:ResourceTag/Stack": "test"

"Effect": "Allow",
"Action": "ec2:CreateSecurityGroup",
"Resource": "arn:aws:ec2:*:*:security-group/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Stack": "test"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "Stack"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:security-group/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateSecurityGroup"

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroupRules",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups"

]I

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:CreateSecurityGroup",
"Resource": "arn:aws:ec2:*:*:vpc/*"

REE R
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}

EATABERSEHIRBKNZ A |, B ec2:ModifyInstanceAttribute BAERMEIKEEH,

EATACESEANEZEONTLY |, 5 ec2:ModifyNetworkInterfaceAttribute BIER
pIE L

BEZSAMNN

LTRBANAERTHMANER , AEEFMET2EAMZLAMN, AMABERESE VPC L2 A
RYASEM AN |, AR IEE VPC ESAMN R, E—MEFDEM ec2:Vpc FHBIFNREH
7 BE4%E VPC,

BENMEARTAGHEMAERSE, T2EMANNRENNR. XEACEBEEREANNUEN
H# TR

{
"Version": "2012-10-17",
"Statement":[{
"Effect":"Allow",
"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupIngress",
"ec2:UpdateSecurityGroupRuleDescriptionsIngress",
ec2:AuthorizeSecurityGroupEgress",
"ec2:RevokeSecurityGroupEgress",
ec2:UpdateSecurityGroupRuleDescriptionsEgress",
"ec2:ModifySecurityGroupRules"
1,
"Resource": "arn:aws:ec2:region:account-id:security-group/*",
"Condition": {
"ArnEquals": {
"ec2:Vpc": "arn:aws:ec2:region:account-id:vpc/vpc-id"
}
}
},

{
"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSecurityGroupRules",
"ec2:DescribeTags"

]I
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"Resource":

}
]
}

"

4 E F R B3 5K

LTRBATABERETMPEIRG , UREFRPEABERSE. ZRKELEEFM ARN
MEEA ARN R ERBEW, MRBAEZHEREMFNFEHRFIREARMNLEA , HRFX
W (BRIFEMREREFARTASHEANINR ) .

ZREERFEANEEZEORBHNE, EFMAFZ3IE , RunInstances HRESEBRIANBIE—NER
gEOD  AtACERHRFNEES LT RNNE,

"Version":

"2012-10-17",

"Statement":
"Effect":
"Action":

[{

"Allow",

"ec2:

"Resource": [

arn:
arn:
arn:
arn:
arn:
arn:
arn:

aws :
aws
aws :

aws

aws :
aws

aws

ec2:
ec2:
ec2:
:ec2:
ec2:
ec2:
:ec2:

RunInstances",

region

region:
region:
region:
region:
region:
region:

FEHRE VPC H /5 3hE 4l

::image/ami-*",

account

account:
:subnet/subnet-id",
account:
account:
account:
account:

instance/*",

network-interface/*",
volume/*",
key-pair/*",
security-group/sg-id"

UTREATABERE VPC FNESFRAERM, hREBEDIFFAZR (ec2:Vpe) NAT
FRRAFREZ EARBH

ZEREETABNERAEERE department=dev’#y AMI 551 LB FR,

"Version":

"2012-10-17",

REE R
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"Statement": [{
"Effect": "Allow",
"Action": "ec2:RunInstances",
"Resource": "arn:aws:ec2:region:account-id:subnet/*",
"Condition": {
"ArnEquals": {
"ec2:Vpc": "arn:aws:ec2:region:account-id:vpc/vpc-id"

"Effect": "Allow",
"Action": "ec2:RunInstances",
"Resource": "arn:aws:ec2:region::image/ami-*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/department": "dev"

}

"Effect": "Allow",

"Action": "ec2:RunInstances",

"Resource": [
"arn:aws:ec2:region:account:instance/*",
"arn:aws:ec2:region:account:volume/*",
"arn:aws:ec2:region:account:network-interface/*",

"arn:aws:ec2:region:account:key-pair/*",

"arn:aws:ec2:region:account:security-group/*"

]

Hth Amazon VPC S E& R4l

& LATE LA T XA B 5 Amazon VPC #5< 89 E AR 51 IAM policy :

« VPC &7 S M VPC KirTi KBRS
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https://docs.amazonaws.cn/vpc/latest/mirroring/traffic-mirroring-security.html
https://docs.amazonaws.cn/vpc/latest/tgw/transit-gateway-authentication-access-control.html#tgw-example-iam-policies
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints-iam.html
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« VPC i 2 SR B
- VPC X &iE#E

* Amazon Wavelength

Amazon VPC B 13 F 1 (7] £ M R 2
ALERAUTER , UBBE LW MNEEEFER Amazon VPC # IAM B AJsEEZIME B &,

(] &

« RFEMNIE Amazon VPC FIITIRIE

o EEINIT iam : PassRole

« BBV Amazon K 2 AR A5 E]E A Amazon VPC B IR

KT IE Amazon VPC FHITIRE

IR Amazon Web Services Management Console &iFEETRMITEIURE , M ATBKREBRF
RE, BEEREOERUBFZEITINA,

% mateojackson IAM AFZHEARHAEEEXENFTRNFHAEE  BZFRNETTER
ec2:DescribeSubnets X IEH IAM B &ET | WA K E LT REEE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:DescribeSubnets on resource: subnet-id

EXMBERT , Mateo EEFEREERAFTHRE , LA FMEIFREIZFW,
RILNIIT iam : PassRole

MR RIRE —MEIR |, RPBLBTHRINIT iam: PassRole B4 , MATMEHEBRUA T LG ABIERLS
Amazon VPC,

BL Amazon Web Services AT EFNAARBEELZRS , MARUEHMNBRSACRSHEXS
B, At , BLTERFA LRI RS HNR,

& A marymajor Ky IAM AR 2 E ARG A7 Amazon VPC F#ITIRIER , R R ELLT RAIEE
%o BER , REXMEERFACHRTFHNRT ATHITIHIRE, Mary FTEERAGRZIERFZHIN
PR
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https://docs.amazonaws.cn/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.amazonaws.cn/vpc/latest/peering/security-iam.html
https://docs.amazonaws.cn/wavelength/latest/developerguide/wavelength-policy-examples.html
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE S b 4T iam: PassRole #4E,
MRBEEHE | FHRREHN Amazon EE R, ENEEGRIERHAZEZEIEN A,
F A8 A F Amazon IKF 2 A9 AT RIFERY Amazon VPC &RIR

ZaR—-1MAe , MEAMKFPHAFREALANARTUERZAGKIGRIEH TR, AR
EERERSER , TURAAE, NTXEETHRIVRMEIILFRHE SR (ACL) WARSS , BRI
FIX 2SR B B A R 3R T3 SR B B IR B T R A

ETRESER , FZAUATRA :

« ET7## Amazon VPC BEXFIXLEIEE , 155 M Amazon VPC WA 5 IAM Bc & A

« BT HBOMAREXERARE IR R R Amazon Web Services Ik |, 2 IAM A FiER
Y @ 838 Amazon Web Services IKF B 5 —4N IAM A P REH IR,

o BT MRMAEE=FRAR S EREERINE Amazon Web Services IKF |, 1§55 IAM AF 15
BHHEE=FREGRNE. Amazon Web Services ik F

- ETHRIMABEIRE SORIERAFRNR , H55H (IAM BFERE) PR AL IS HKIERN
AP (BKEEHREIL ) BEHRXER,

- ETHREAACNETRRNREHTEK,FRZBENZES , §5H (AM AFER) F8 1AM
AESETHRRNEREATE,

Amazon Y 5 i# Virtual Private Cloud BV & FK B,

Amazon EEXBERAENEEM IR K Amazon, Amazon FEERKEE RN FZE N AHIERMH
R, UEZROUFBIAF., AMA36E9ENE,

HigfE , Amazon HEERB AT NENEEASRTFRENERNR , BN EMNAHEAE Amazon
EREM. RMNBUEBETEXRBETENERZSNES EERERBRE -SRI NR,

BT EE N Amazon EEFRBPENHNER. R Amazon EH Amazon FEE KR E XK E |, N
EHaEMZRBAMABENMEERASSD (AP, AFA® )., Amazon RETREERBIHH API
R A RS 7 LAE A #E Amazon Web Service B9 API 2 4ERTE# Amazon & KK,

BEXEZEER  BESH IAM AFIER 8 Amazon E£E K.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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Amazon £ EEEE : L 5% VPC FullAccess

A LURF AmazonVPCFullAccess REEHIMNEE IAM B4, LFEBEF RITFTLIAE Amazon VPC
HIBR o

EEEFNRRBEHNER , 55 (Amazon £E XS ZE) FullAccessHH AmazonVPC,

Amazon FEE X : L G% VPC ReadOnlyAccess

BB LASF AmazonVPCReadOnlyAccess REEHI SRl IAM H17, HEREEER T A EFX Amazon VPC
4T RIR A A AR

EEFHRBHNRE , FZ (Amazon EEXKEZE) ReadOnlyAccessH Y AmazonVPC,

Amazon ¥EE XK : W% VPC CrossAccountNetworkinterfaceOperations

BT AR AmazonVPCCrossAccountNetworkInterfaceOperations REEKINE] IAM &3, It
RERTFANR , A7 50012 EE DO EM MK 7R,

EEFHFBHNR , HSH (Amazon HE KBS ZE) CrossAccountNetworkinterfaceOperations
# AmazonVPC,

I 5% VPC EFT T Amazon £ E R

EEBIZRST 2021 £ 3 BFHRBRERXETE LK Amazon VPC Amazon & RN EFNA 4
E8,

B iR H 5

the section called “YE i vpC %0 T GetSecurityGrou 20242 A8H
FullAccess” - NI ERBEHWE  psForVpciR{E , RTFEIREA

# TEEHN VPC FEANRZEYA,

the section called “YW S i# vpC %0 T GetSecurityGrou 2024%2H8H
ReadOnlyAccess” — B 7 I psForVpciR{E , R VFEIRELA

BREg HEEHN VPC FEANREYA,

the section called “Y &# vpC %10 AssignlpvbAddresses Ml 2023 £ 9 A 25 H
CrossAccountNetworkinterfac ~ Unassignlpv6Addresses #
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonVPCFullAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonVPCReadOnlyAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonVPCCrossAccountNetworkInterfaceOperations
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonVPCCrossAccountNetworkInterfaceOperations
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RAriEmE

EK

eOperations” - EF THAEE
i

the section called “YI &3 vpC
ReadOnlyAccess” - B T
R

the section called “YI 53 vpC

FullAccess” — B 7T Il BRI

the section called “YI 53 vpC

FullAccess” - B T Il BRI

the section called “YI 53 vpC

ReadOnlyAccess” — B3 T
BER

EEPUN
B, R EEEEMS&EOX
EXHY IPv6 bk,

¥ INT DescribeSecurityGr
oupRules ##1E , IZEELZE4H
AN,

WINT DescribeSecurityGr
oupRules 1 ModifySec
urityGroupRules #1E , /& F
HMiEREZLEHAN,

AT HNEEEMR, IPV6
2t A 5% M 2 3 ) >k B E
REVERIE,

AT HNEEBMR, IPv6
. 23t 5% 2 3 ) >k B E
REVERIE,

Amazon VPC HVEM R EZ £

ER —TEE RS , Amazon Virtual Private Cloud Z %] Amazon £ W ELZ MR, BHX Amazon

2 RS LRI Amazon RIFEMEHEHNER |
ESSERIZITEN Amazon M35 | iF

BY E AR e R

O] LAEA Amazon E &M EY AP i REBN M4 iA R Amazon VPC, BFIRMAMZIFUTAR :

B

2021 8 A2 H

2021 £ 8 A2 H

2021 6 A 23 H

2021 6 A 23 H

- BRBEREMEMDIL (TLS) BAEREH TLS 1.2, BIWUEA TLS 1.3,

- EER2MQBIRE (PFS) WEBEH , #la0 DHE (Ephemeral Diffie-Hellman) = ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman)e KZHIMKRS (W0 Java 7 RESRAE ) HXZFXLEN,

BZHAmazon =z&%, EFAEMRIBERZLNE
Z[® S Amazon ecurity Pillar Well-Architected Fram ework |

Lo\, HAERGRIZEE ID M5 IAM EAEXBRAORZT B BARNBERH#TZEE, HE , BUUER
Amazon Security Token Service (Amazon STS) £ MK Gkt Z £ FIERFFERFIHITER,

Bz 2%
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https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html

Amazon Virtual Private Cloud AriEE

P& IR E

ERFA R (VPC) BUT Amazon zHEHCHWEZEBREXEPRHEMUME, WAEREMME VPC
BRI EARRAAT A IREEMIRE.

TFRZ VPC iy IP #tutSBE, ERa3EH6Iet , BB VPC L FMAZ311Z356], ATAER TN
fREE/N VPC HNARFZ (i , Web, NARFHEBIEE ) . WRFNEEM Internet 17838
B | EERFAEFMIFE,

& A LAEE - Amazon PrivateLink &8 VPC Y &IREE® Amazon Web Services fEFFAT IP bk
TEE , MFSEXERSEEREEEN VPC F—8, Hit , ELEFEHAEBRMMRE NAT i8&##
171h | Amazon Web Services,

122 05 P 48 e =

BFERERU T ERZESE VPC RRIR (a1 EC2 K6 ) WHERE :

- FF Z2E FEREENFIRESF VPC WMEHE, DERAIER W% ACL KSEI TR K HH B
FrRt, TLEREBRTERSBESMRE , URCIESIAEMZLANMAN , Rt EIhaEEM %
ACLEFE., [IME ACL ERHEBIEFENSE ( SIMELIBENRETFE ) , IEENSRINFF
BhirALElet |, thaTBEIEE BN, A, BTME ACL EATEANA TN , b LU H A defense-
in-depth X B EHEZLANER T BIIFIHER.

« MBFNMEEM Internet THEIKH , FEAREFRIGFR. EHELEHH NAT MXMLEFRH
HY 3K 451 173 [R) LBk XY

« REFMEHESE , EPNESRB IFEEFERNREMNEREH.

- ZRERAEMREAFIMEED MY TEANAREFRERZEHNFIT Amazon EC2 KHIEER
B, X#¥ , B LKA T E RG4S IAM policy , ANTTEB M T It XN 22 HMNHB3{LM
MM AR ITHER. A, FASAIAFERBEOTRE THANNEREZFEE , SFEB 02
ETENNEHREIAAET 2B FMEMEZEANE VPC FREEHAMN,

« f#F Amazon Virtual Private Network 3 Amazon Direct Connect 23 \ZHZEM L Z VPC B FA
BiEE, BXEZEE , BSHEAMEE Amazon VPC BYIE LD,

« £/ VPC Flow Logs ¥ BiAFIH R E,
« £/ Amazon Security Hub 8 &Rk B =S EAR KA,
« £ Amazon Network Firewall 3k{R#* VPC Y FM |, By LEF I &Y R 4% BB o
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https://docs.amazonaws.cn/vpc/latest/privatelink/
https://docs.amazonaws.cn/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://docs.amazonaws.cn/vpc/latest/userguide/flow-logs.html
https://www.amazonaws.cn/security-hub/
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HRELHMM LS ACL

TRERTREEMMEGE ACL ZHNEEXER,

gge 3 | P £& ACL

ERBIK BT £ FMRBZETT

1R 24 535 ) 3 Bk e oF B2 A F 1% 32 4 RIATHBF M SBBHREXM (NRRS4E
ML TF IR , MIREEINGBEE )

1R L35 A VN S A VAL ANE L L)

ERERT AT REINTEAERN ERERTAFREN , BWIRFITEAN , M
SHRIENFE

BRA  REHEFERBIAN , FZEMARY RS  RERE LT N A 27
Eﬂn

TERRRTHRESENMME ACL RENZEZ, Fl0 , KB BEBM M XY BIER S 66 BB R P
B, BHIEEN TN, 5FMXBENMEE ACL N A FHAFROBER. ERFIXBENRE
40 790 ) 422 31 78 VR E A SRRV BRI

HREZLAMMLE ACL 332
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= 172.16.2.0
|l Frivate subnet eorrsren
Security group ,.
Ll 1l
e - —— (p [E] q -
. = | | -—
TTTTT .
ECZ instance ‘ ACL
@ T 6]2)
i Internet Internet
Public subnet f gateway
Security group
LiLlLl i
3 - ' - |
- - e bI ﬁ|4
- C ! -
TTTTT AcL \
EC2 instance |
172.16.1.0
172.16.2.0
Route table B

BREEAZEARPENKSG, BR , ETSURMME ACL FRNFNNBHEE. BXREZER , F
SRRG)  EEXF PR SEHIR TR,

FEHZLAES Amazon BREE

ZEARHFHATIZNEFEEXRKRRNRE, Sl , BRRELAE EC2 KHIXKEKG , ©RFHEHIZ
KBIB ASEM VAR
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Bl VPC B , B A —IMBINT 24, £ VPC SIBFNNEZL24A , BN RLEMEFEHEH
AVEREUEAN . BTN BRAWEANEERR, s OBEND. SN ESFHEANEE
Bfith, IwASEE M.

TRHERT —MEE-NFN, —IMNEERFAMXA—1MEL4A/R VPC, FRNEE T —1 EC2 %£6l, &
ZEPHEAERS, T2ERIEUHXENER. BANFINE - RERSIZ2ENN AR
B, flm , MREZLAFTE —FRAVFNEHMERISZHIRY ICMP RERAN | WETLMNERITHEH
WIZSRBI#AT ping #BE, WRELLERIE AW SSH REMMN |, MBETEEA SSH EZEBEHE
B,

F Region

Public subnet

5

—®>—E

Security group
Ak
- Z2EABEKER
o BRI

« Z2AMN
- 8K VPC WRINR 24
- EHZEA

E A
ERARLATRRETHANRA,
ZEPEKXER

« BRENZEAMENE— VPC FRIZNBERIEZEA., BUUN—IMREITESIEE4A,
- tIEZ2EN , BXANEREEHMER, UTRNER
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- REHBZHIE VPC FAMEME—,
- BERAERNKERSZH 255 M2/
- EMABERREFERAUTER : a-z. A-Z, 0-9, ZHEM _-/0#.@[+=&:{}!$*.

- MREMEETEZEE , RINEREFENNMBRIX Lz, Hlan , WREH A Test Security
Group™ERN B , BTSN HEHEFE 7 Test Security Group”s

« BEHBMTEE sg- ko

- REARBREN. Hla , MBENEFIAEFER , WECAELZEEAN MM , FBAFIZIF RO
}_‘_/AL.EE'JL'LA*@Jo Zzﬂimjjﬂl']}"EJw‘FH’J)\u&im; )"'Uliﬂl‘]}*—ﬂ)\%ﬁf—ﬁﬂ Jttﬂ?fﬁlﬂ’mﬂlﬁﬁiﬁﬂ
m,

Z2PARHRRENRKAUATHLENRE :
« Amazon % kS (DNS)
- Amazon 37 EHEE i (DHCP)
 Amazon EC2 =4t 81z
 Amazon ECS F5 T #iiEin <
« Windows SE4I#9 ¥ AT UEBUE
* Amazon Time Sync Service
« MIA VPC BRERBRERANTE IP it

« REXNEAETN VPC BIBZMNZ LA, MBNZEARNHOANELUREMEEZEARBKNZ AR
REBF.,. EXEZEEL , 5 Amazon VPC B,

R{EXE

o NERPEE IAM EE4SIEFERZ 24,

- BIEFTENSRIBENZSYE , UREHERRK. FASIRLE , NEAEMLMENZEERNE
TREY I R X PR T E B

« ERURO 22 ( SSH ) =X 3389 ( RDP ) AANA SN LAE 58] EC2 EHIAT , {NIRIFE IP #hukSE
B, MREMEIEE 0.0.0.0/0 (IPv4 ) F =/ (IPv6 ) , MEIAERT LASE A 36 TE P EM IP bt i5(R]
NI

« BENRERABOTE. BREISMEONIFRNETEEHRNRSE Wi,

« BALIEREBIMNE ACL , FEMNEEHNLSEMNAEL , LUER VPC FMEANLZLE, BXZE
SEFME ACL 2RINEFINEZELR , SN LBRZSEHFME ACL,
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T4 A RpI

LT REEERTEERNZEEAMANFMAEY VPCo 7MW A FREHEBEHEENERER , BILX
EXpl5EREE 1 AxE. ¥ B FHXRGFIESHENEZER , AtXEXFEREA 2 BXEk.
ZRAANATFREEY , MTAAR :

 Z2E 1 HHNE-FARANAFMNEERUTEE (HM, EECHEHHTEE ) 2FN A PEF)
#Y SSH &,

« REE2 ANE-FAWEANARF TN A PESEPIER SSH 5EF M B FREYEFIFITESE
c IAREABERRNEWEARN , LR TFRBERE.

Subnet A Subnet B

RN NN

Source Protocol Port Source Protocol Port
198.51.100.0/24 TCP 22 Subnet B CIDR All All
Subnet A CIDR All All Subnet A CIDR TCP 22

Destination Protocol Port Destination Protocol Port
0.0.0.0d0 All All 0.0.0.040 All All
Security group 1 Security group 2
——
T AN

ZEANHANRFHAFRB S EZZEARKREKA RN AMRE, XLEHNEEZH o VBT SR AIR H AR

o

fim
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BRI R R £ AMN ( WA N RN HBE ARG ) o ERTAWBBER (A ) R
HIEEIER ( BIT ) BIAN, SRR FXHEEIRD B ARy T3 FER .

AN
« ZEAPANEXRES
« REEFNAYARKE D
- 5l HZE4A

« BRA KN

c RN ZEAAN

« ERAREAAN

« REIHEN

o FBRIRATEEE M B

)

}

ZEEHNEXER

« BEBEEEARTAN |, BRAEEELIN,

« HEERCERZ2EN , ERBAUEAN, Bt , ERAUEANBNILZEA 28 , TARFAWER
B,

- BRERLEAN  CEAATRBRRNAALIERERN HEMN, &7 SR BRZ AN HH A0 52
FREHWRENHEAN, NRENZT2ERBHEAN | WFRFHERE,

« YBPHZARLAE—NRFEHEREKRN |, RESNZ2ENANFNREER—EAN K BTRERS
AREFHE,

o NN, EFRBEBRANE  ECHNERLCBFINATELRLARBENFAERR. FEANTE~LENE
WA REABURTREREN AR, EXEZELR , TSFEAT Linux 248 Amazon EC2 A8
B REER R,

s RIEZEAHNE , 2RZHN Amazon 2B —/NHE— ID, HEFEA API 2 CLI &=k il BrE A N
B, Ba] LAERZHN A 1D,

v

BR 1

e AT ERK Route 53 TR ( AREHERA “VPC+2 IP #biit” ) ( 20 A mazon Route 53 FF
X &1 Amazon Route 53 Resolver) % DNS ) #9 DNS &3k, AmazonProvidedZi&i¥ Route 53
Resolver % DNS &K , ¥ A Route 53 Resolver DNS Firewallo
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#security-group-connection-tracking
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/resolver.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
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LA AN AYE R EB 5

. Y AWM. BERMHLN 6 (TCP). 17 (UDP) # 1 (ICMP).

- WwOSEE : XF TCP, UDP SBEXHN , AFHmOEE. EralisEEMNsOS (Hlan 22)
ik ASEE (£1aN7000-8000 ) .

 ICMP REMAKHE : WT ICMP , ICMP KEMKG, Hla0 , T ICMP BIRERERARE 8, X¢
ICMPv6 B & iFREMARA 128,

- BB : ATFHREMR (AWAN ) HEKR (HIERN ) . BETHWZ— :
o —AIPv4 thsit, BWUFER /32 BB EE. Flw, 203.0.113.1/32,
« —NIPV6 Htbilt, EATER /128 BIRKE. HIE, 2001:db8:1234:1a00::123/128,
- XF CIDR RR&XRZEH IPv4 #utSEE, Fln |, 203.0.113.0/24,
« XM CIDRRKRTZER IPv6 i3t SBE. B2, 2001:db8:1234:1a00: : /64,

- BIZRYIFRM ID. fltn , pl-1234abcl234abcl23, BEXEZELR , S Fthe section called “#E
ERRIEK

- ZEHEM ID, BN, sg-1234567890abcdefd, BXREZELR , S Wthe section called “5| F
T,

( Wk ) iR - B LURIMANEY R ; XA BBEEURIRIT. HRNKERZH 255 MNF

B, REFNEHAIE az. AZ. 09, ZHEA _-/O%@[+=0!$"

5IAZEH

HEBEE - REAENANREBIRE |, ZAN2FHEREAXRKNAAESES, SGTUERAE
AP u , BEREENPUMREREES A#ITERE,.

fltn , TEAWHABRIRRZESAMALEAN |, ZALFNSIA T LZ4£4H sg-0abcdef1234567890, LLFLNI
AR E T sg-0abcdef1234567890 3<BLHISTHIE A SSH .
SRR 1738 i O3B B

sg-0abcdef1234567890 TCP 22

EZEHEANP5|IALzedAr , TEEUTILR .

« ANR2ALTRETE— VPC Xt EF VPC,
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- TE[sIAREENZEARMSI AREEPHEAAMN,

s XFAWMHAN , ERZLEAREH EC2 RHITLUZRKRBE S5 AREAXREKN EC2 RHIMNFE IP #
M AETRE,

o WTHEMN , ER2EXEKN EC2 KAIT UM E5|AREAXREKN EC2 RAHMNE IP ik KX

HIERE

BR 1

MREFEHEEN BT ERZFETRFHANANEMZAZRLRE , N SABFRXFHDPEHINR
LHRREBERVIZER . BIEFNZEHAMMEIASE —NRHINFE IP it HEBE S — 3K
PlgyFME CIDRSERENR. NRESIAS —PMRPINELLEERNR , WREAFTARFRBERSI<
B3 o

il

TERHERT —MERNMNTARRAZH TN |, AERE - PEBRMMXHN — N ARF S EERN
VPC, BNMATAXEE—1HT Web RFHFN LB FRA—TRATHREERSFNLE TR, 0T
fae. Web RESB[NBFEEFERSHREEMNRZEE, SIBUATZ2AMNURTFRE

- MARGERLLARMAN , LLAFREEERMH HTTP F HTTPS R&E. XKIR=Z 0.0.0.0/0,

« [ Web RS2 ZEARNMAN | XA FREAFEEE M HTTP M HTTPS HKE. RKRERMAEK
BERNL L4,

- MBEERSF[OZLARTMMAN |, LARFRE Web RS J|[HBIREER. KIRZE Web RSFRH
&4,

TEEMN 339



Amazon Virtual Private Cloud

RAriEmE

Web server

Web server

Private subnet

Private subnet

T

Database sernver

Security group :: :

Database server

Availability fone

Availability Fone

ZEHKRN

R B R RERE T HEFANT AN RS ATURABN R AAN B ERN F K,

« 5|/ CIDR REYALN T — AN,

- BRs|ANZREAX/NNME , 5| AEtREENRMG TR —FAN,

- 5|AEFPREXTRYIROANITHARIIRWERAKD, 0, MBHRINRHOFERKNR 20,
05| At ETZRFIRMIFN T 20 HN,
+ 5| AmazonHEEBW I RZINROAN EEMRIIRONE, S0 , MRFRINRONER 10, N
Sl AL ETZRPIRFN TR 10 &N, BERXREZEELR , S Hthe section called “0] F#Y Amazon

EERMRIIR.

pOR:RY: Ve 1R

WMREN VPC EREHAM VPC B VPC XEFEE , RENREEAHEMKSHEM VPC |, NERY
VPC FZ2AMN A5 AEXNE VPC HHE VPC AL LA, X8 , 5EM5IATLAXKN TR
B E#T5IANESEXRBKNARTURERE.

MEBERT HE VPC iR £4A |, HEMERT VPC XFERE , MZ2AMNFLFIENITEN, 5E
AEMHNEZ2ANRN - , SRR INNZEEMRAN, BXESZER , HZH Amazon VPC XY
EHERETNEAKRIENZEEMRN,
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ERZEHEMAN

BTES U 7T A ER Z £ A M,
FRB AR

- EELZEEANN

()

« MBE2ERMAN

- BEHREEAN

« AREARNRIIRE
- BEREZ AN

[6) 22 £ 4 78 I AL U
HEmE2ERMANE |, X—FHAN2BHRATHZREAXRKNEMR R,

WMREE VPC WEERE |, NUMNNE VPC 5| LR HERNENZAHRN PR E IR, X
EZEE |, i55H Amazon VPC R EEZERPNENZ AL AXNE VPC Z£ 4,

BREEZLANNFMENRNER , FSH EELZEAHNN,

/A Warning

R IEEE Anywhere-IPv4 |, NG A FREFTE IPv4 it RE, WREIEE Anywhere-
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