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3 F Windows # Linux WorkSpaces , E11& WorkSpace 5—MNEIFE = (VPC) LAk —1H
TFEEMNEER WorkSpacesMAFEEM B FHEXE,. BXEZER , BZ N the section called
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Connector 5 Amazon Directory Service for Microsoft Active Directory ( t2#3 Amazon &K
Microsoft AD ) » BXEZER , 2% Amazon Directory Service EE 15,

WorkSpaces £ F#REY Simple AD, AD Connector SiAmazon¥E & Microsoft AD B ZX A F#1TH
BIE. AR WorkSpaces X iR%Z LN EFwmMAREFRFE ( X F Windows WorkSpaces
MIERA Web ¥EF ) RN , AEEAECHERERER., ERXEEBEREISHRIEMNX ,
ZMXFREFKRKEIN WorkSpaceB ., AFBRFHRIEE , RELBIRIARMMRIKE RN

RRRE,

EFWBMARFER HTTPS BYiRO 43 A BAESHRIEIRELERXNER , B HNARR
fERAH% O 4172 (PColP) i 0O 4195 (WSP) # TG ERR15% , A% O 4172 WorkSpace Fl 4195
HITNEZTRARE, BEXEZELE , 550 BTEF mNARFNIKRO,

BNEO WorkSpace BER NS 2 XEHBEMEMEEZED | —MNATEBENRESANMLIEZED (eth0)
— ANEMLED (eth1)o EMEFOM IP it VPC ( R FRNE B ZTAN FRAER ) 24, X&ET
LIRSk B B8R E WorkSpace A LABRMERZ B Fo. X VPC R &EIRAY 5 E PR B 2 B4 = M 4% %
OMZeAEH, BXEZER , 20 MEEOD,

TERERTHEM WorkSpaces.

~ NETWORK TRAFFIC LEGEND
§ (? k_._._’ Auth, session orchestration (HTTPS)
A @ ~—— PColP (tep/4172, udp/4172) Auth (LDAP, RADIUS)
p m . __ WSP (tcp/4195, udp/4195) - Streaming [PCoIP or WSP)

[’ 8 All other traffic
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Auth only
t 5 4 AD EC2
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BRI L ES IR ERS EFE R X3 WorkSpaces B9 Web %88 , FAXBRENEF RN AEFE
IR,

(@ Note
BT BEAE A P 4553 18 B E #8210 B3 Linux WorkSpaces,

ERmNARFARTHUATRE

 Windows 1t &#]

« macOS it &#l

« Ubuntu Linux 18.04 1+ &4

+ iPad

« Android 8%

* Fire FAx B

- BEEFIHIER ( RE PColP ¥ Teradici EFFiHig&E. )

BXEZEER , i55% Amazon WorkSpaces f F{ER P #IWorkSpaces &,
EH

SEMtiSAmazon , BAILMERA R B ELE ML E WorkSpaces R BEFAEH. WorkSpacesEXEZER
%2 HWorkSpaces EHo

£/ WorkSpaces , BRENERAE[ R, RIFRBINEZHHNERLE WorkSpaces @18
W, BIEHN WorkSpaces 215 Simple AD # AD Connector , B RN 3E#EFHAmazonit &
Microsoft AD,

WorkSpaces 12 #t1% B %/ itit 2% WorkSpaces., AR AT , BAILUALTREAZFEERA ,
XBES A WorkSpaces €U RFSMAF, FRBRDITSE  BRENESIRINLEERE A F
WorkSpace , Bl L&/ AtHY WorkSpace RN ETHRE, BEXEZER |, BHSHWorkSpaces Efo

BXAIENXEWEER , ESHEWorkSpaces EHo
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E 8| WorkSpace , BEIRUATHEZ— :

+ WorkSpaces RiFEZEEA[]

B3 HA Amazon Managed Microsoft AD #J WorkSpace
Bzh{E A Simple AD B9 WorkSpace

B3 AD Connector By WorkSpace

Bz ZEE1E /) WorkSpace

IR ATREE AR W LA R BIR LA 7 8B < Amazon FWE % {52 WorkSpaces :

s EHPHAREERE

« #FF Amazon B &{ESKER WorkSpaces

« Amazon WorkSpaces #R — BIFEEKR P, BEXE. MEHIT2H re: Invent 21
« 5% WorkSpaces & I 6] 5 25
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WorkSpaces R % E A|]

EARZIER |, 85 T B4 A WorkSpaces 1 Amazon Directory Service B & F = E#L
Microsoft Windows, Amazon Linux 2 Ubuntu Linux = ( t8#:J9 WorkSpace )

RHIEE A PIRE B RIS 31 B WorkSpace, REEZLMNKRZ 3T WorkSpace B iZiET = 7] A,
HE , BSH FH WorkSpaces B ELLEH,

® Note
LA Amazon X8| X RIEIEE :

. ZERD (FBERILMILLE )
- ZEFED (BRYRM )

- MK (BRE )

- WAMK (F % )

- TA#HK (ER )

- TAK (FRE )

EFERENXE , HFSHEEXE,

x5

- FRANERTHE

- RIFZBENAIE

- B, 1. Bzh WorkSpace

- HIR 2 : EEEF WorkSpace
- SRI:BHR (&)

. EESR

TTIRBIRY R T

HETTIR 2l , BREHEUTER :
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BRI E Amazon Ik BERIEZ S EE WorkSpace, A EENERHE WorkSpaces TEHE

Amazon K/,

» WorkSpaces }3FHEFAXEEAA, BF@IAZZFHXE , HHEH WorkSpaces &£ HE — X

Ho, BXREXBXENESZFEE , FZSHE Amazon XiEXl 5 # WorkSpaces EfTo

PEREZFARRAERUTNRBREFREL

« J3zh WorkSpace Bt , B4 i%EE—/ WorkSpace BRE 2. BEXEZELE , HS¥ Amazon

WorkSpaces #45f Amazon WorkSpaces Efto

- Jazh WorkSpace B , #FUEFRESIRH T —EE AR ( PColP = WorkSpaces Streaming

Protocol [WSP] ) » BXEZER , BZHAmazon 1 WorkSpaces,

+ MR WorkSpace Y, XAUSEAFNREXHES , QFAS SN TBAEL, A/ B

EEBERERBEX . 3% WorkSpace HEIFHESABRMER R, BXESEL  B3HA

TRIRIR B R IR

PRREEFRRETHIATES :

BIE—N IAM BB LA T WorkSpaces B 55 1 2258 M W 4& 382 O H 5| 5 88 WorkSpaces H . b
BRI Z AN workspaces_DefaultRole,

BIBELFE S (VPC), MREENAIA VPC , FHRFARELFE N L TUE E VPC WorkSpacesH
RENER , ARERBAER WorkSpaces Jg 31 EE#L £ H 5 H B H dh —NERE Y 25 Bt (TR 4K,
B EE A/ Active Directory RIS M A IR,

£ VPC HigE— Simple AD B X 4t3t Amazon WorkDocs B E. Itk Simple AD BEXATF
7% A P M WorkSpace § 8. B RIERECIZEHNZE— Amazon Web Services Ik RENE
¥ Amazon Web Services I, 1 ZBFEE—IMEEBAKF ., BXEZEE , i5ZH (Amazon
Directory Service EIE1EM) FHOIENNE,

B E Amazon Web Services M /= G ERINE B .

2% WorkSpaces. &4 WorkSpace #&WE —MaF IP it AREEERMGE, ETEXNR
AlwaysOn, BXEZEE , HSHEE WorkSpace 21T,

[EEER AP REBIE R TR, DRENAFXAREBIEE TG , BB R AEBIE B THR .
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EEEmE

1 B RIEIRE 222 58— Amazon Web Services ik P

=i

HEIE Amazon Web Services K,

18T 3= M WorkSpaces #2%|& B # itk Amazon Web Services I, 57 5EME M AL Z KPS
B. EBEHMAF A WorkSpaces , &Nt Amazon Web Services K/

FB 1 : B3I WorkSpace

FERAPRRIZE , ATE) LD B A B 3B EE —4 WorkSpace,

]8B35 WorkSpace

1.  FTFF WorkSpaces #£#|& , Wit : https://console.aws.amazon.com/workspaces/o

2. 1&# Quick setup (PRIFIRE), MRLEEFRLZE , WRALSE L XFHE 3 WorkSpace ,
FEESEFAZEREEENXE 2 —. EXTERT , HSHEH WorkSpaces B3 ELLE

&

Services v

Q

End User Computing

Amazon WorkSpaces

Secure, reliable, and scalable
access to persistent desktops
from any location.

Amazon WorkSpaces is a fully managed desktop virtualization service for Windows and
Linux that enables you to access resources from any supported device.

How it works

N. Virginia ~ Support ~

Create WorkSpaces

Quick setup

Launch WorkSpaces for an individual or small
group of cloud-based users in less than 20
minutes.

Advanced setup

Launch WorkSpaces using advanced options,
including your on-premises directory and
existing Amazon VPC.

Advanced setup

3. WTRIAF , MARFR, 8F. gRMBFHG4, REEET—F,

(® Note

WMRX &

BXfER WorkSpaces , W& B2 812 —/NA P LTI

S8 1 B3h WorkSpace
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Services v

Customer Account ~ N. Virginia ~

Support

WorkSpaces Get Started

Step 1 a
dentity users Identify users .
Add up to 5 users to your WorkSpaces.
Step 2
Create users
tep 3

Username First Name Last Name Email

Must contain alphanumeric  Must contain alphanumeric  Must contain alphanumeric and Must be a valid email address
and numeric characters. and numeric characters. numeric characters

@ Feedback (J English (US)

c. or its affiliates. All rights reserved Privacy Policy Terms of Use

NFEAD , NAFEFREBHENBIL ( PColP 3 WSP ) WSS (EHNHM4 ). BX

Amazon WorkSpaces I A E R N ERHBINELEEL , S H Amazon WorkSpaces R4
o

S8 1 B3h WorkSpace
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Services v Q and di ; yay Customer Account ~ N. Virginia ~

WorkSpaces Get Started

Step 1

Identify users

Select bundles ...

All Amazon Linux bundles come with Firefox, LibreOffice, Evolution, Python, and more. All Windows bundles come with Internet Explorer 11 and Firefox.
Step 2 You can install your own application and packages on your WorkSpaces after it has launched.
Select bundles

Bundle (10/90)

Step 3

All bundles v‘ ‘ All languages v| ‘ All software v‘ | All protocols v| ‘ All hardware ¥ 12 3 4 &

Bundle v Language ¥ Rootvolume ¥ User volume ¥

[+ Value with Amazon Linux 2

English 80 GIB 10 GIB
PColP
Standard with Amazon Linux 2 English 80 GIB -
TSI Frec tier cligible
Performance with Amazon Linux 2 English 80 GIB 100 GIR
PColP
Power with Amazon Linux 2 English 175 GIB 100 GIB
PColP
PowerPro with Amazon Linux 2 English 175 616 100 GIB
PColP
Standard with W\ndows 10 English 50GIB -
PColP
Value with Windows 10 English 80 GIB 10Gi8
PColP
Value with Windows 10 and Office 2016 PColP English 80 GIB 10 GIB
Value with Windows 10

English 80 GIB 10 GIB
PColP
Performance with Windows 10 English 80 GIB 10GiB

PColP

Cancel Previous m

@ Feedback (J English (US) 008 - 2019, A or its affiliates. Al rights reserved Privacy Policy ~ Terms of Use

5. BFENER. ARFEFELE WorkSpace,

6. &M WorkSpace KAFE 20 p¥FeeBsh,. ENBEHE K BHIELMNSMBERHERE R, &
FEI-—MEREEGE , HUHBIAD N REQUESTED , ARAFE N CREATING,

BROBTEBRRSERN ACTIVE 5 , BAUEELENSMEKR P %EE WorkSpaces , RIEE
WorkSpace Bz M # E. WorkSpace H#IIIRS = PENDING, BEIEER , KBKER
AVAILABLE , RAERSGQMENBNAFIEEN B FERH b it &%k —HBiE B FHi . WMREW
AF&BWEIRES FHR4 |, BSREIEZIE LT

S8 1 B3h WorkSpace 9
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B 2 . EEF WorkSpace

WEBEBFIHEE , BRI AEAMENEFiwmEEES WorkSpace, ExfE , LBEFIRKE TR
WorkSpace £,

HE$ZZ] WorkSpace

1. MREBERABLREREI , WITFBEBFIR4GPREE , RRERRE. CELEENES ,
H R EFEEkKiEREE WorkSpace,

(® Note
BBXSKNE , BKEXANT 8 B 64 NFRZIE (B 8 § 64), BHEMUAMELTEUN
TENENPH—NFR . NEFH (a-2), KEFH (A-Z2). BF (0-9) URFHE ~Q#
$%A&*_-+="|\O{}1:;"'<>,.?/o

2. && (Amazon WorkSpaces FIF18R) FH WorkSpaces & i , ¥4 THREBINEFHNE
K, REHITULT —TURE -

s BERGER, TH—1MNEFBNARRFZHE3 Web Access.

- MRRGARTEELHARRERFPIRNARER , B https://
clients.amazonworkspaces.awsapps.cn/ , ¥ T8 —NEFimNAEFH/B 31 Web Access,

(® Note
BT RERER Web X ¥ 25 (Web Access) #E1##Z] Amazon Linux WorkSpaces.,

3. BEEFI , MARBLTFHEPREMRE , AEI1EF Registero
4. HBRERTERN , MARIEL , AREREESR,
5. (W) ERERREBREZIER |, &3 Yes,

BXREREFHNARE (HIMEESZAERESIFEANERE ) WESEFEE |, 55 (Amazon
WorkSpaces FiFF1ER) H#Y WorkSpaces & Fim M /A E 1% & X i

S 2 : E#EF| WorkSpace 10
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Amazon WorkSpaces EEER
HIR 3 BR (TIE)

MREFEATHAHELER WorkSpace , AIfFHEHMBIBR, BEXEZEER , 5SHthe section called “fl
Bk WorkSpace”.

(® Note

Simple AD #t#8% % H , I F WorkSpaces, HRIELE 30 X&F —i#2 A WorkSpaces
5188 Simple AD B% , MRS FBaBUEFMZE xR , TEZBEHEA T Amazon
WorkSpaces , B ¥R #& Amazon Directory Service EH 57 B B UEZ B ZHIZR A
EfpRZE B 5 , 55 REMIER WorkSpaces Y B F. MREMERT Simple AD B , N HEAEE
It WorkSpaces BY , AT LABEAY 612 —/NETHY B %o

s LR

BT LAk B E BRI B 2 B WorkSpace, I | & AR H 4 | AR WorkSpace R8I EHE
VRS E, ZBIET LT WorkSpaces #l WorkSpaces B ZFITE M ERBAIS, BXRXEZELR , SR
PR 38,

- B2 B E Y WorkSpaces & &ML

- EEYREY WorkSpaces

- E WorkSpaces B &

E BB H M WorkSpaces , IHHITEA T —IURE -

o MREBYEEFE BT IRIEIREQEN VPC # Simple AD B , N A LUIRB“E A Simple AD B3h
WorkSpace” 2 % 2 : 82 WorkSpaceZBo RS E , I HALA P RN WorkSpaces.

- MRBEEFERHEMBE RKBEIFZEMFAIMEN Active Directory , FS R H WorkSpaces B3I k&
PR E R RE R R,

BXEMA WorkSpaces BEFIHMARR (HINEEZAEREREANERE ) NESER , FSH
{Amazon WorkSpaces AP #8/) H# WorkSpaces & in M/ B 1% % #F.

SR 3 BB (W) 11
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WorkSpaces 8 HIZEAl]

EAHES |, B[ T B[R WorkSpaces 1 Amazon Directory Service TR EL & T = /Y & #1
Microsoft Windows = Amazon Linux £H ( t8#:J3 WorkSpace ) »

AHEFEASRIRBEIETUS 3B WorkSpace,

@ Note
EFFEXiEH WorkSpaces X FERIRE.

£%
- FRBIHAERTIE
- FASREERS RN WorkSpace

FIaEI AR T

Fiae , TRAREGHEE—NTHATEEREE WorkSpace B Amazon i/, AP EZMNERE
WorkSpaces ~FEE Amazon 1K,

WS w |, FEFARRAEFUTES

« J3zh WorkSpace Bt , 4% E —/ WorkSpace BRE 2. BEXEZEE , H5¥ Amazon
WorkSpaces Bk S

- /a3 WorkSpace B , #FUEFRESIRH T —EE AR ( PColP = WorkSpaces Streaming
Protocol [WSP] ) « BXEZER , BZHAmazon i WorkSpaces,

- HEB3 WorkSpace i , XTIEEAFNEENHEE , SBEAFPSNE FER4ibiut, AFBEEE
EZBTHAEEEXH, BX WorkSpace IAFNES2E#ER XY, BXESZEER , BZHE
Ko

FRAERIZE R ER WorkSpace
FERASHRIRER 3N WorkSpace :

1.  FTFF WorkSpaces #£#|& , ML : https://console.aws.amazon.com/workspaces/o

FHRBIR ER T/ 12
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Amazon WorkSpaces EEER

2. BERUT-—MBEFRRE K RFEET-F .

* Amazon Managed Microsoft AD
» Simple AD

* AD Connector

WA B FRES
4. MNANTRNAARXERE VPC FHAAN TR, BXESZELR  FEREEERFLE THME VPC,
EREENBERER  ARERCER .

FERERIRE R ZER WorkSpace 13
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WorkSpaces By £& Fi7 (8] A FR

E} WorkSpace BEEE R , AWM T UL T BX WorkSpaces M 45 175 R REY WA

Bx

« Amazon ¥ WorkSpaces

« FLULTUEE VPC WorkSpaces

« Amazon KY A] A X 15, WorkSpaces

« B9 IP #b3kFiw O ER WorkSpaces

+ Amazon WorkSpaces & F i W 4 E R

« BR#IXI AI1E 1% %A WorkSpaces 7]

+ 3 WorkSpaces 5 SAML 2.0 £

- FAEEFRHITIHRIE

o RMEEH Internet 7 BHX PR WorkSpace

« BHZ 424 WorkSpaces

« SEFTEH WorkSpaces B IP i [a] 254
» 3 WorkSpaces i%i& PColP & F i

« JYRE Linux /3 Al SSH i WorkSpaces
- FENEENRSHHE WorkSpaces

Amazon ¥ WorkSpaces

I &% WorkSpaces XM : PColP 1 WorkSpaces FEEA ML (WSP), kR AL
BRFZARE , Fla0&RE P WorkSpaces NBIFIZ Z G RIMI1M% %, BERANRERS
WorkSpaces., &9 F S HE I R &R AR EN AR 2EFEN @R,

=K

AEHRUTREERS X WSP WorkSpaces
FHNREBEER :

+ Windows EHAAIEARA 2.0.0.312 HEFRA

Amazon ¥ WorkSpaces 14
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« Ubuntu EHAREBIRA 2.1.0.501 HE SR
« Amazon Linux 2 EHLREBRRZA 2.0.0.596 = FE S R4

EPIRER :
« Windows REZEFIimRA 5.1.0.329 SHE ShRA
+ macOS REFEFIHRA 5.5.0 HE S RA

 Web Access

BRIUAEE WorkSpace HEFIRBRAMENKRERANESZFES | BERENLRATHEZ,

Al E A WSP

- NMREEEESNRFEIERABERISENZEAPNERR. fln , BLERAFEELIK
WorkSpaces SBE N5 R AT Al EH M E,

- MRGEERAFEAERFHITESHRIRELFFEAEET .

« MRBESFEPEEMNERGLZFFIEE.

« MRIREFER Web Access 53%1F Windows Server 2019 # WorkSpaces 458 — .

- MRARFEMFEHA Ubuntu WorkSpaces.

- MRARFEFEHET Ubuntu GPU BV#4EE ( Graphics.g4dn #l.g4dn ) . GraphicsPro

- MRREERPAFELEHFER B HRIE WebAuthn 8% ( 120 YubiKey 3 Windows Hello ) #1T
4R,

o] B £ F§ PColP

« MBHEMFMEA iPad 5 Android Linux & F %o
« MREFEH Teradici BEEFHIRE

- MRAREEFHET GPU KB4 ( Graphics.g4dn, .g4dn. Graphics 5 ) » GraphicsPro
GraphicsPro

- MREBFEF Linux B IR TIEEEREAESH,
- WMREFEE WorkSpaces EHE ( TE ) KEFEA,

{ATes 5B A WSP 15
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® Note

« —MNEFRHBTYLUREER PColP M WSP WorkSpaces

« AR T LLER#AE PColP 1 WSP WorkSpace , 812 WorkSpaces 2 &M TAEM B
., B—1AFTEER PColP F WSP BIER —1NH % WorkSpace ., BEXx NAFAIEZS
Il WorkSpaces WEZER , TSR —1MAF 82 %> WorkSpaces,

o RO LABE R ER HREE T ML WorkSpace 2 [B] WorkSpaces iT% |, ZIhae EEEHWE
WorkSpace, BEXxEZEE , HZS 1T WorkSpace,

« WMRIE WorkSpace = PColP 43I , N AT LUE SRR SAE R MM Z [E
% MEEEE , ANREBEERE. BXEZER , BSHEHNIL

R TREFENUMSIAER | BRATE N EA Power 3 PowerPro #4484,

NLULTIE & VPC WorkSpaces

WorkSpaces WorkSpaces ZEEINFAE = (VPC) B3 ¥REV,

BE BRI —N VPC , EhEIERIMNE TFREEAFER , WorkSpaces HELNE FRHE|E—/ NAT
Mx, BE , BAILGIE—N VPC , HAIERMNAEFM , WorkSpaces #5814 WorkSpace ¥ M
KEE—ANRE IP ks34 1P ik,

Ax VPCRIIEZTMNEZEELR , 259 Amazon WorkSpaces &Y VPC 5k W S =L
FEpE £ X WorkSpaces -VPC i&it,

A

i

- MEEEGFEFMH NAT W< VPC
- BEANEFMEE VPC

=R

&/ VPC By F M AFUL T B E R WorkSpacesHI XM AR ATAX A, AT AXZHEIRIT N AJLUREE
Htt T AXNBEENTENE. BEXEMIAAXANSES , B lRFENNARFTIZE— (VB
HENZH, SN FRBEAATL2MT - MNTARZH , TEEESANTAKX,

VPC ER 16
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® Note

WorkSpaces Amazon T8N ZXHXEFHN B2 TAXPAIH, EiEESR T LURFHRL A A X5
RATFErFERK VPC #9FM WorkSpaces , 2 8 Amazon B9 7] A X138, WorkSpaces,

B EEBFE FMF NAT Mx<H VPC

R EAEA Amazon Directory Service K 8|2 Amazon £E# Microsoft AD = Simple AD , B
B— 2B FRAMBEANLE FREREE VPC, M B XE BN EFE 7MW WorkSpaces #1331 1&HY
B, BEEFE FM WorkSpaces FIRMEBEBMIFRIMNIR , FELE FRAEE NAT MK,

EEEFAE FHHM NAT K< VPC 17



Amazon WorkSpaces

EEEmE

Amazon Web Services Cloud

MAT gateway

Public subnet

WorkSpaces

Private subnet 1

ﬂ_

Router

-

L ™,
WorkSpaces
Private subnet 2
‘e A

=

\

Internet

N

/

HEER-PMBEFRAFBENILEFRE VPC

Custom route table
Destination Target
10.0.0.0M18 local

0.0.0.0/0 igw-id

& &

gateway Internet
Main route table
Destination Targat
10.0.0.016 local
0.0.0.0/0 nat-gateway-id

1. @XM https://console.aws.amazon.com/vpc/ ¥TFF Amazon VPC &l &,

w0 N

%% Create VPC(8I2 VPC),
EE 02/ Resources ( &R ) T , %# VPC and more (VPC & ),
¥¥F Name tag auto-generation ( BREBZER ) , N VPC A B,

EEEBMLE TR NAT MXH VPC


https://console.amazonaws.cn/vpc/

Amazon WorkSpaces EEER

5, BEBRETW , BHITUTERE:

a. X¥F Number of Availability Zones ( TAXEHZE ) , REENEREERE 1 5 2

b. BFEENAZ, RAREFRENTAX, &N , Amazon FALERTAX, EMHELMIE
# , 25 Amazon B 0] A X138 WorkSpaces.

c. XF Number of public subnets ( AE FRHE ) , BRENTHARXE—IMEFN,

d XNTFREFRHE A BERSIMNTARZEDE-—IMLEFM,

e. ABNFRHEA— CIDRR, BEXEZEL , 2K (Amazon VPC AFER) FHFH
NG

6. XF NAT Wx , BEREENAZ1 1
7. i&# Create VPC(8IE VPC),

IPv6 CIDR 3R

A LASE IPv6 CIDR 3R E&K VPC MFMXEk, ER , MREBFFREENBaEFNP S

I SEBI 5 BE IPv6 tbit , MIFEEMEA Graphics RS E. (1B , YRATBAEA Graphics.g4dn,
GraphicsPro .g4dn F#848. ) GraphicsPro WWRR#HISRB R IPv6 B L —REHIXBENEHIR
#llo

EffRICEB |, ATLAES3) Graphics #4022 BIE 2 A WorkSpaces M LR B3 2Bt IPv6 ith
HHigE , ARISEZ ) Graphics A IEEHMBALRE (NMRFE ) , WETAEMS X SEHEIRSE
FRER IP Hbiit,

RANBRT , ZABISE IPv6 #3HIRE. EM Amazon VPC 2HIEREHRIRE , BTESMERF
BEFN, EETFM , RAEROEERE, EXEDTELE IP,

BE A EFMEE VPC

MRBEE | BUUCEREEFRNLE TR VPC, ERLNE TRIBHEERM 7 RNIR , 518 X
BN Bz o i IP it HF S NEAD WorkSpace F R o B3t IP #iik, WorkSpaces

%

- ¥1% : 8l VPC

.I.J: .
« 2% AEN IP bt D E/AE IP #bik WorkSpaces

A\l

A\l
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https://docs.amazonaws.cn/vpc/latest/userguide/configure-subnets.html#subnet-sizing
https://docs.amazonaws.cn/vpc/latest/userguide/configure-subnets.html#subnet-sizing
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$£1%5 : 0& VPC
WTIMREIEEE —1NOBFMH VPC,

f2 VPC

1. @X https://console.aws.amazon.com/vpc/ ¥TFF Amazon VPC &l &

2. 1%4% Create VPC(8I% VPC),

3. TEENIE/ Resources ( BIR ) T , 1%# VPC and more (VPC & ) ,

4. 3F Name tag auto-generation ( B¥FRZEZIERK ) , 71 VPC W AB K,
5. BEMEFM , BIITUTERE

a. XNTAAXHE , &&F 2,

b. BFBEENAZ,, ARERENATRAKX, &N , Amazon FAHZEFETHAX, EMEHELNIE
# , 125 Amazon B A] A X143 WorkSpaces.

c. X¥FNumber of public subnets ( 2B FRHKE ) , &#& 2,

d. XF Number of private subnets ( FAE FREE ) , 1% 0,

e. HEMAEFMHA CIDR$R, BXESEL , 28 (Amazon VPC B ) HiyFM
KN,

6. 1%£$® Create VPC(8I% VPC),

IPv6 CIDR 3R

BT LR IPv6 CIDR $RE&H VPC MFMKxEk, B2 , MR FMEE N B 3hE F ™S sh#SE 45
B IPv6 tbiit | M FTSSEERA Graphics RS E. (1B , RAILAEA GraphicsPro #4542, ) LR
RKEFZE IPv6e By £ — SR HIZE B A TE 4 BR &,

EffRIEE |, ATLAES 3 Graphics 402 2 51 E 2 A WorkSpaces M L B3 2Bt IPv6 ith
HHZE , REEZ 3 Graphics A BEENBALIRE (WRFEE ) , WEFMAHMS X TEEERB
FRER IP i,

RIAMBRT , ZEHABE3 P E IPv6 #h3tiRE, EM Amazon VPC ZB#I AR ENIZRE , BESMBERT
BT, &R TN, AR FRE,. EXBITELE IP,

2% NEK P it 5B /NE IP #ik WorkSpaces

T L WorkSpaces B HFH RN EN S EAE IP #hit, EFEABEZOE , FSM@the section called
‘BEEDNE IP ", EFHOEAE IP it , BEAUTEE.
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/vpc/latest/userguide/configure-subnets.html#subnet-sizing
https://docs.amazonaws.cn/vpc/latest/userguide/configure-subnets.html#subnet-sizing
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WorkSpace Fah A DB AH IP it

1. ¥TFF WorkSpaces #H|& , Wit https://console.aws.amazon.com/workspaces/o

2. TESMBEKRSP , B, WorkSpaces

3. BIFXRHIIT (EZFETLEHR ) , WorkSpace #i2 T WorkSpace IP H{E, X2 EFE IP it
WorkSpace.

4. BNLATMULITH Amazon EC2 ##|& : https://console.aws.amazon.com/ec2/,

5. ESMERT , iL#¥ Elastic IPs, MRLIKBRAREM IP it | HRFSE RN IP it |, ik
£ Amazon B9 IPv4 it s AR IPv4 bt | AREEFR DB, 12 THFH IP it

6. ESMBEHET , % Network Interfaces ( M&E#EEO ) .

7. EBEESEHIMEED WorkSpace, EEHERIMLELEED WorkSpace , BEEREPRA
WorkSpace IP B ( #8282 TH ) , AAFIL Enter. WorkSpace IP EEREZEOMNEFIE IPv4
utAAPCE . EEE , MEEOMN VPC ID 588 WorkSpaces VPC # ID — 3,

8. MKIXi%ER Actions, Manage IP Addresses, &R D EH IP , RFIERER , EF. I THH IP it
ko

9. KX Actions. Associate Address,

10. TE}B3EME IP bt ME L, Mibit Pk — stk IP b, X FREXZIFAE IP oit | iBIEEH
HFE IP Mtk | AREEFRRE A,

Amazon 89 8] A X 13 WorkSpaces

LIRBEAT Amazon WEHIFAB = (VPC) B WorkSpaces , &8 VPC B9 ¥R AT F &S5
WorkSpacestith XY FRREIATAX A, TAXRERITAATUAREEMATAXNBENFERMLE, Bid
By AXANES B URPFENNARFFZE —VESEBNZN, BN FRBLTATLN
F—NMNIRAXZA , TREE#ESANTAKX,

AAXRBXIFEAREER - N ERRAFRT ; FlM0 , us-east-1la. NARETRSESIXEHNEA
AKX | BA1E A X0 RE 2 E/ Amazon IKF B E . a0 | B us-east-1la IKFW AKX
Amazon 85 % — us-east-1a K Amazon A ER— L&,

EBERFHBATRAX , BX4TER AZID ( TRAXKKHKE—, —HBRIREF ) . Hli0, usel-az2 & us-
east-1 Xi#K AZ ID , BEESA Amazon K P EHDHEE,

BYEEAZID, B BE—NMNKFHRHNEREN TS —NKF PN ERFTENNLE, Fln, RS
EAZID Ausel-az2 WATARFES—NMNKFHEZE—NFM , MIFE AZID t88 usel-az2 WATAKX
FiZk P EFEAX—FM. 814 VPC MFME AZ ID 15 E R Amazon VPC #£#l& .,

# A X WorkSpaces 1


https://console.amazonaws.cn/workspaces/
https://console.amazonaws.cn/ec2/
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EEEmE

Amazon WorkSpaces REZBNM X FXENH 2 TAXEF AR, TRIE T SNMXEFETUER
MATAX ID 3k, EERLK/FAAKX ID BARAXKNRE , F5H (Amazon RAM A #ER) &

Y SERY R IRRY AZ D,

X1 & #5
XERE (HFRILMIEER)

SERALR (HBRM )

TA#K (&R )

WABK (ER )
WA X (i H05 )
TA#K (ER )
WABK (FH)
MEX (FE)
B X (R4 )
B X ( BRE )

ROM X (123K)
EEMN (ERF )
JEM (FFER)

BL&3 (Fh4EX )

XA

us-east-1

us-west-2

ap-south-1

ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
eu-central-1

eu-west-1

eu-west-2
sa-east-1

af-south-1

il-central-1

XMW AZID

usel-az2, usel-az4, usel-
az6

usw2-azl, usw2-az2, usw2-
azs

apsl-azl, apsl-az2, apsl-
az3

apne2-azl , apne2-az3
apsel-azl , apsel-az2
apse2-azl , apse2-az3
apnel-azl , apnel-azé4
cacl-azl, cacl-az2
eucl-az2, eucl-az3

euwl-azl, euwl-az2, euwl-
az3

euw2-az2, euw2-az3
sael-azl, sael-az3

afsl-azl, afsl-az2, afsl-
az3

ilcl-azl,ilcl-az2,ilcl-
az3

# ] A X WorkSpaces
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https://docs.amazonaws.cn/ram/latest/userguide/working-with-az-ids.html
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X5 & XK X ¥R AZID
Amazon GovCloud ( B us-gov-west-1 usgwl-azl ,usgwl-az2 ,
=) usgwl-az3
Amazon GovCloud ( ZEZR us-gov-east-1 usgel-azl ,usgel-az2 ,
B ) usgel-az3

BXAAXMAZID MNESER , 58 GEAT Linux £6I# Amazon EC2 AFIER) HFHIX
., AR XA X,

By IP #but Fiiw O E 5k WorkSpaces

EEEFIEH WorkSpaces , &H WorkSpaces & /= Ui FTIE 1Y P 48 AR & i Amazon RS Y P b
WEE (BFESE ) FRELRO, XEuSEERE Amazon XiFF. XEHERROEXRER
P BB TREMP K3 LA FIFFIRES. BXFEXIEH Amazon IP i BENESEER , 55 H
Amazon Web Services —fixZ#& H# Amazon IP #iit5EE,

BREME |, SR WorkSpaces 21, BXxHMEWE |, HSHIE Amazon B HIEEE
WorkSpaces.,

AT &P inNRAREF O

WorkSpaces & Fin M AR F Ei@id A T ig AT H b G -

0 53 (UDP)
Ii% O AT i5E DNS REE5. © XA EH DNS RS 88 IP it F ik , AEREF IR BT AE
HE. REFER DNS RF|HTEHBHEN , MK OERIAIEN,

#% 1 443 (TCP)
WHEOATEFRNARFER., IMASHRE. SEEFHNARFXEEARERSSHLE
im0 443 (HTTPS) iE. EAWEARERSS  BHARTFRNARRF , fiXiERE Advanced
Settings 1 Use Proxy Server , I8 EREBRS[MNbuMiwO |, R/F%ER Save,
Bt O AT BAT 1P 41k SE R FF AK
- PRIEXEAFHIAMAZON WorkSpace F%5.
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.amazonaws.cn/general/latest/gr/aws-ip-ranges.html
https://docs.amazonaws.cn/whitepapers/latest/best-practices-deploying-amazon-workspaces/best-practices-deploying-amazon-workspaces.html
https://docs.amazonaws.cn/whitepapers/latest/best-practices-deploying-amazon-workspaces/best-practices-deploying-amazon-workspaces.html
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i% 0 4172 (UDP %1 TCP)

Iiw A B TR & % WorkSpace £HE M PCo WorkSpaces IP iE TR E, Ithix A 2456
PColP MXxRHFEXBMETRARERSEFF M. WorkSpace EXEZEER , 21 =T
R BERS M PColP MK IREES :

X F PColP WorkSpaces , REEFimNARF A XIFEANRERSH , BFXEF TLS BENRE
UDP #Miw O 4172 RE (A TRERE ) . EMNEEEREESIRO 4172,

¥w A 4195 ( UDP 1 TCP)
% O B TR & WorkSpace =SEHF WorkSpaces A& MY (WSP) WorkSpaces Kz

TR E, Ltis 4@ WSP M3x IP bkt B #ATE Xig 5 #E TIRR R & IR S 85 T i
WorkSpace EXEZER , FEH STRRKRERSEEM WSP W<k Es -

¥ F WSP WorkSpaces , WorkSpaces Windows B FIwMARF ( A 5.1 RESMA ) M
macOS BFiRMARRF (A 5.4 RESKRA ) XEFNiwO 4195 B TCP REFEA HTTP X
BRSE  BEFEUFEARE, T TLS BENRE, AXEZEE , BSH N Windows
WorkSpaces, Amazon Linux WorkSpaces 1 Ubuntu WorkSpaces Eti& A F BB M5 RIH R &K
BRFF|IRE,

® Note

- WMRBXEBERBRESTHERE , MBI FIEE (BHADE ) wA , LEAFREE
5. MRENPREERTIRSIIEINEE , WEBRBIT TGS iRA , LERFREESE
BEENEE  FEH NG EOSEERFRTE.

« UDP REFAXHREBREH[WEE, NESERFERARERSS  WEFENAREX
Amazon WorkSpaces R #TH APl AL &BRIE, API ARMEERESNEYE—
MERS .

ERME A FHIFREVER IP it

E{F WorkSpaces % F i B T2 F BE% 15 19] 1% WorkSpaces RS , HAUFLATEA IP sk 7S B &
me IR E R RS ME LB RFTIRP,
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https://docs.amazonaws.cn/workspaces/latest/adminguide/group_policy.html#gp_device_proxy
https://docs.amazonaws.cn/workspaces/latest/adminguide/group_policy.html#gp_device_proxy
https://docs.amazonaws.cn/workspaces/latest/adminguide/group_policy.html#gp_device_proxy_linux
https://docs.amazonaws.cn/workspaces/latest/adminguide/group_policy.html#gp_device_proxy_ubuntu

Amazon WorkSpaces

EEEmE

ERME AT ROEA P ak
5l
Bk B EH

EERE

EPFimiEds (&R T 3.0 BEL LK WorkSpaces
BEFRmNARE)

i IP ek
- EHFE (TE) XS

https://workspaces-client-updates, s3.cn-
northwest-1.amazonaws.com .cn

https://connectivity.amazonworkspace
s.awsapps.cn

13

* https://skylight-client-ds.us-east-1.amazonaw
S

* https://skylight-client-ds.us-west-2.amazonaw
S

* https://skylight-client-ds.ap-south-1.amazona
w

* https://skylight-client-ds.ap-northeast-2.ama
zonaws

* https://skylight-client-ds.ap-southeast-1.ama
zonaws

* https://skylight-client-ds.ap-southeast-2.ama
zonaws

* https:// skylight-client-ds .ap-northeast-1.am
azonaws

* https://skylight-client-ds.ca-central-1.amazo
naw

* https://skylight-client-ds.eu-central-1.amazo
naw

* https://skylight-client-ds.eu-West-1
.amazonaws.com

* https://skylight-client-ds.eu-West-2
.amazonaws.com

ZRME ARSI R IP byt
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Amazon WorkSpaces

EEEmE

K3

Hsk P ik

https:// skylight-client-ds .sa-east-1.amazona
WS.CO

https://skylight-client-ds.af-south-1.amazona
https://skylight-client-ds.il-central-1.amazona
£ Amazon GovCloud ( ZEES ) X1 :

https://skylight-client-ds, us-gov-we
st-1.amazonaws.com

£ Amazon GovCloud ( XEFRES ) X1 :
https://skylight-client-ds, us-gov-ea
st-1.amazonaws.com

EHE(TE) K& :

https://skylight-client-ds.cn-northwest-1.ama
zonaws.com.cn

ZRME ARSI R IP byt
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Amazon WorkSpaces

EEEmE

HAEERS (SEMAT 3.0 BLEA WorkSpaces
ERmNARRE)

1

o IP itk

5

https://ws-client-service.us-east-1.
amazonaws

https://ws-client-service.us-west-2.
amazonaws

https://ws-client-service.ap-south-1
.amazonaw

https://ws-client-service.ap-northeast-2.amaz
onaws

https://ws-client-service.ap-southeast-1.amaz
onaws

https://ws-client-service.ap-southeast-2.amaz
onaws

https:// ws-client-service .ap-northeast-1.am
azonaws

https://ws-client-service.ca-central-1.amazon
aw

https://ws-client-service.eu-central-1.amazon
aw

https://ws-client-service.eu-West-1.
amazonaws.com

https://ws-client-service.eu-West-2.
amazonaws.com

https:// ws-client-service .sa-east-1.amazona
WS.CO

https://ws-client-service.af-south-1.amazona
https://ws-client-service.il-central-1.amazona
£ Amazon GovCloud ( ZEEES ) X1 :

https://ws-client-service, us-gov-we
st-1.amazonaws.com

ZRME ARSI R IP byt
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%K 7l T IP ek
 7£ Amazon GovCloud ( ZEZHXRZP ) XiF :

https://ws-client-service, us-gov-ea
st-1.amazonaws.com

- EHFE (TE) XS

https://ws-client-service.cn-northwest-1.amaz
onaws.com.cn

BRigE EHE (TE) XE:
- BEFERRE :

https://workspaces-clients-properties, s3.cn-
northwest-1.amazonaws.com .cn

- BEFEFERRHIBKERENERUEBERY

https://workspaces-client-assets, s3.cn-
northwest-1.amazonaws.com .cn

« ATRITEFRAEA CSS X :

https://workspaces-clients-css., s3.cn-
northwest-1.amazonaws.com .cn/works
paces_v3.css

BTIRRKE (DRP) BR$S 85 BTN ERS S
AFREXTH https://warpspeed.cn-northwest-1.ama

zonaws.com.cn/

us-gov-home<directory id><directory id>.awsap
ps.com/directory// ( ZEF I ZEME )

ZRME ARSI R IP byt 28
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EEEmE

K3

ws K3

WorkSpaces API i &=

Hsk P ik

- HE ( TE ) X1 : https://ws-broker-
service.cn-northwest-1.amazonaws.com.cn

- FE (TE ) X1 : https:// workspaces.cn-
northwest-1.amazonaws.com.cn

ZRME ARSI R IP byt
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e Hsk P ik

LI

R

=
E

=

WorkSpaces SAML #£ &% (SSO) Y 5

PANSY

* https://euc-sso-sm.us-east-1.amazona
ws.com/v1/report-heartbe

* https://euc-sso-sm-fips.us-east-1.am
azonaws.com/v1/report-heartbe

* https://euc-sso-sm.us-west-2.amazona
ws.com/v1/report-heartbe

* https://euc-sso-sm-fips.us-west-2.am
azonaws.com/v1/report-heartbe

* https://euc-sso-sm.ap-south-1.amazon
aws.com/v1/report-heartb

* https://euc-sso-sm.ap-northeast-2.am
azonaws.com/v1/report-heartbe

* https://euc-sso-sm.ap-southeast-1.am
azonaws.com/v1/report-heartbe

* https://euc-sso-sm.ap-southeast-2.am
azonaws.com/v1/report-heartbe

* https://euc-sso-sm.ap-northeast-1.am
azonaws.com/v1/report-heartbe

* https://euc-sso-sm.eu-central-1.amaz
onaws.com/v1/report-heartb

* https://euc-sso-sm.eu-west-2.amazona
ws.com/v1/report-heartbea

* https://euc-sso-sm.af-south-1.amazon
aws.com/v1/report-heart

* https://euc-sso-sm.il-central-1.amaz
onaws.com/v1/report-heart

* https://euc-sso-sm, us-gov-west-1.amaz
onaws.com/v1/report-heartbeat

* https://euc-sso-sm-fips. us-gov-we
st-1.amazonaws.com/v1/report-heartbeat
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e Hsk P ik

* https://euc-sso-sm, us-gov-east-1.amaz
onaws.com/v1/report-heartbeat

* https://euc-sso-sm-fips. us-gov-east-1.amaz
onaws.com/v1/report-heartbeat

ERE PColP FFIRAVEM P iuk

K3 e IP sk
PColP 2R3 (PSG) PColP W3 RS 58
L1ERE (PCM) - FE (T8 ) X1 : https://skylight-cm.cn-

northwest-1.amazonaws.com.cn

BITRRERS 2R

WorkSpaces ZFis MARFET KO 4172 1 4195 HITETRRRE, XLERERIE TCP &R
UDP fRE =M WorkSpaces FRFBHRRAFFIRNARRF. ERNINTRIXLERE |, BHYFH A E KBS A0
AFEEUTXEETRRRERS SN IP it HIEHRE,

X1 BITRAREENS P b1k
hE (TE) drp-zhy.amazonwork 52.82.90.186
spaces.com
52.83.43.32

52.83.110.158

52.83.248.61

BITRRRERS 2= 31
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PColP M fis5 25

WorkSpaces £/ PColP Bl i A 4172 FREEXERXZBEF ik, X TH PColP WM<k EE |
WorkSpaces £ B Amazon EC2 AF IPv4 b, ix# | AL AT i5 B WorkSpaces HIi&
ZREFHNRBEMIBF NIERE, HEE , WorkSpaces &/ i B BI A X1 IPv6 it EREEIA,

X 15 N P b itSEE
hE (TE) 52.83.58.0 - 52.83.58.255

69.235.162.0-69.235.162.255

WSP M < ik 55 25

/A Important

M 2020 £ 6 AFFHR , BiYiKA 4195 A Riw A 4172 WorkSpaces ¥ WSP R HE & 1%
WorkSpaces &I EF ik, MREFEH WSP WorkSpaces , i5#&R%wO 4195 2B&B(E.

WorkSpaces JEH WSP WxREeEALBH Amazon EC2 A8 IPv4 bk, X8 |, BAILLAATIH
18] WorkSpaces B2 & 1% BEE N EABVPH N IBREE, EEE , WorkSpaces B F i B 81X #F IPv6 it
HEAE 79 38 R T

X 15 NE P kel
FE (TE) WSP A&t Xig,

WSP Wk i3 &

T&RFIHET WSP WorkSpace Mxig &, XL MHME A BRRH , WorkSpaces & F i N TR #E
518 WorkSpace WSP R

X2 i
FE(TE) WSP % £t X5,

PColP Mxhks5 a5 32
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P 45 4% O

B WorkSpace BB TR &#ED :

o EMKZENO (eth1) /—HESEH VPC A EBKMN L RFENERE , HAFMABR. WorkSpace

- BEMEED (eth0) BEFEFIZ 2 WorkSpaces BIEMN L, ©H T WorkSpace RE R BER & H
#| WorkSpaces & i , 7 WorkSpaces 2 FEHE WorkSpace,

WorkSpaces RIECIZEEMELZEONXE , NFRINbUESTE P EFEEMLED WorkSpaces #Y
P #esit, SEAE & , WorkSpaces iR & VPC CIDR FZH VPC FHERHEK , ABEIX Lyt
SEEREAERAR, MRXIFHNMET AR FERR , WEER—FKEFREE K MAERY
TiEEM. MREFEBFEIMEERT VPC RHERHEEK , NARELSBURR,

/A Warning

& 1% S S i BRZE 322 B B9 (AT X 48 42 0 WorkSpace, X AT aES S BT % WorkSpace 18]
NI EFRIERM, i, MREEERRANEHTHMYE PN ENZE , WaERFHME
P ik (SRETE Dz iR Attt ) WorkSpacelf 2 BEL4A R, B2 , MREFECHEN®
% 1P bt X BXE] WorkSpace , B X iZ3 % IP st S##BR< B WorkSpace , NI iZ b b4
WorkSpace EAHANE IP tbit , F EF 2B NI DR A P IREGRAY IP sk,
2T DBEHANRREETHNHLE IP it 54 XB WorkSpace , B4R EFHIE,
WorkSpace il RIETEEE WorkSpace , NI HFFEHEN S — N5t IP it SRERER
WorkSpace.

SEED IPSBE

TRIMTRATEENSGZORN IP HiuBH,

X 15 IP th it 35
FE(TE) 198.19.0.0/16
EEEOWRO

MEFMBANEEMEEO LT LT % 0 WorkSpaces :

PN 33


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-eips.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-eips.html

Amazon WorkSpaces EEER
- WwH 4172 LB AYL TCP, ATET PColP BRI EE.

- WO 4172 L ALE UDP, AT ETF PColP MR &M A8 A,

- WHH 4489 LMY AL TCP, XA FiBE Web & FiwiGEL

- Y% 8200 LM AYE TCP, XA TEEMBLE WorkSpace,

- %% 0 8201-8250 LW A YL TCP, XEiwmABA TR I ARIEZUKLET WSP thiSCR=1&% A F
Ao

- W0 8220 EMA YL UDP, bl AR FEIAIEZEURETF WSP iR 125w AP A
- 3L TCP ¥w 0 8443 F 9997, XA Fi&iL Web &FFimiflAl.
« W0 3478, 4172 M 4195 LR H L UDP, XA TFi@iX Web &EFiwifEl,

« ¥ A 50002 # 55002 LAY HYE UDP, AT RN, MREBHEEAIEERBERSTEE | W IGaTiw
A 50002 #1 55002 2 BT AU ARFREEE. WREHEFREFERTRASTRIE | WEEITFF e
%0 49152 E 65535 , LUME AP REEE,

- BIEEEEO IPBESWEN , w0 80 LAY HIE TCP 2 IP #isit 169.254.169.254 , BT k4]
EC2 THIERS . PELLEHNEM HTTP AEZE WorkSpaces %JHER 169.254.169.254.

- KO 1688 BT Kk TCP FHREAIER IP #hiit 169.254.169.250 1 169.254.169.251 , AR iF
HXEF A HHHEH Workspaces i3 18 Microsoft KMS KBUE Windows, MMRIRFERANEB
T ATE (BYOL) Windows WorkSpaces , M4 51417 B 2 B9 KMS BR$ 88 F BEBUE Windows,

- ¥wHA 1688 LAYH YL TCP Z IP #hit 54.239.236.220 , A FiHEIHEX KMS # 1T Office BUE BYOL,
WorkSpaces

mRRETH A — 4 WorkSpaces 2 B452 £ A Office , WA T BUE Office B Microsoft KMS
B IP Ut &BAARE. BEWEEZ IP it , HRINEEEOMN IP it WorkSpace , REF&RRE
AN A ER N, 64.25061a0 , N REEHEOR IP it 192.168.3.5 , M A FEUE Office 1Y
Microsoft KMS B9 IP sty 192.168.64.250,

« 4 WorkSpace E#1H & 7 AR EIRS 88 WorkSpaces Bt , WSP By TCP 3 IP st
127.0.0.2,

- JREXREH#U 127.0.01 BHBERE.

EEEERT , iZ WorkSpaces RS2 N & WorkSpacesBit EiX ik H, MRLZE TEALLSHHSR
B K &5 WorkSpace RPEEH R Eiw O , N WorkSpace AJREFLEEEIZITRITE M,

FEORO

TEEAMAMERYE F , BXLAEFABEEMEED LITFLATH®O WorkSpaces :
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- EHTHEBRMERE , ST ik OXAF KEIFFE B #9##Y H 3h % O FM WorkSpaces VPC A U5 B i
O, MREELBAIAESFRIEBMN , WorkSpaces NEEFIIHERMEEHNLEAD,

- TCP 80 (HTTP)
- TCP 443 (HTTPS)

- EEEXBHR[EE | XIFTFFEK WorkSpaces VPC F B FiZB#HIBR BN Tiw A, £
Simple AD B %™ , i3 Amazon Directory Service f| 2 Z A S FHEEXLRO, XF AD
Connector B , B REEEHE VPC WERINZ A FREFTFF X LK O,

« TCP/UDP 53 - DNS
- TCP/UDP 88 - Kerberos & {73 1iF
« UDP 123 - NTP

« TCP 135-RPC

« UDP 137-138 - Netlogon

« TCP 139 - Netlogon

- TCP/UDP 389 - LDAP

« TCP/UDP 445 - SMB

« TCP/UDP 636-LDAPS ( &3 TLS/SSL #J LDAP )
« TCP 1024-65535 - RPC 33w 0

MRLETHALRLBMHA S KA WorkSpace RFEEZEHFE[Ew O , M WorkSpace AIETTE
IEEBITRTET R

Amazon WorkSpaces & F~ i M 45 B 3K

#&H) WorkSpaces AF A EFAHEMZ X FEENE PN AREFKEZTHE WorkSpaces, ¥ ,
AT AT LA Web 331 855 2 3 15X 0 i R AL M WorkSpaces. % X3 Web 33 % 8517 A £
WorkSpaces B3R |, 558 E/imihR],. Web Access F P K56 R B9 “BFLE Amazon WorkSpaces
42 Web Access ? 7

(® Note
Web 3% ¥ 28 T 8E A F £ 3£ %) Amazon Linux WorkSpaces.
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/A Important

B 2020 £ 10 A 1 A , B R L EBER Amazon WorkSpaces Web Access & F~ il
& Windows 7 B X WorkSpaces = Windows 7 B 8 (BYOL) WorkSpaces.

ENAFREBHFH WorkSpace FAAR | FRITEFFIHKIZZRETEUTNEER :

« BERRRFLMERUTERMEZE. BUTXIANENENNE 480p MSEOHNRAFEDREHE 1
Mbps P&, BREFETAMOBRRNAFTREBER , TRFEESTR.

s WFEFRRRZEZEINMNERE P IRIRE EOEMPF AL | EELREOMXTXNEf Amazon RS
B IP #itSEE . BXEZEER , BHSHEM IP #hit MmO ZESRK WorkSpaces,

« AT PColP tEE , NEFimM 4 E| WorkSpaces F1E X i3 2 81 K9 F IR A8 (RTT) Bi/MF
100 E#. MR RTT T 100 EFH 200 EMW 2@ , WAF LR WorkSpace , BitgEe
ZEEM, MR RTT T 200 EWHM 375 EWZHE , NHsESREK, MR RTTEE 375 F
¥ , WorkSpaces & FimiERN L LE,

9 73R8 WorkSpaces Streaming Protocol (WSP) IR fEMAE , NEFimM 4 ZE] WorkSpaces
FREXEK RTT M/ F 250 W, R RTT tF 250 MM 400 E®H=zE , MWAF TG R
WorkSpace , B EES R,

EBENEMEMER SN Amazon XM RTT , @A Amazon WorkSpaces E = TR
&,

- EFMERELE WSP BEHER , BUSKE LEHFINEW 1.7 KK,

- MRAFBIEMNERAMLSE (VPN) 1F WorkSpace , MEEAMEZIFED 1200 FHHRAREHE
£ (MTU),

® Note

BT EBENEETE U ER(VPC) B9 VPN 518 WorkSpaces, EfEA VPN (A
WorkSpaces , EEHEBMIERE (BX VPN BIAF P #bik ) |, 41 @Y IP #bik Fim O E3R
WorkSpaces ikt

- BERIREEES HTTPS 5 1R HiZ RS A Amazon Simple Storage Service (Amazon S3) &K
WorkSpaces &R, BEFWAXBNAREFRINKEEED. HTTPS HRIZRZEN , LEAFH
LARK 3h 52 R EM H 15 17 B 2 B9 WorkSpace.
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. ERITFM PColP EEFIHIEZHJITIHR , BATERERTF WorkSpaces #9 PColP &, &ik
MIRTE Teradici /5 AR (NTP), BEXEZEER , 52 H 7 WorkSpaces & & PColP &
&P o

« XIF 3.0 R EIRAMEFEFIS , MREX Amazon WorkDocs i # R & 5 (SSO) , M AR ER
{Amazon Directory Service E¥E{EmM) T F L EFPHAEE,

ERNERATHARITEEHEERTHENEER,
WIE 3.0+ EF IR MEER

1. #T7F WorkSpaces B/ i, MIRZXBEBXITFAE i , WRESR R ERH ABFEFHFHR
HAVEM R,

2. BELEANERR , HITUTREZ—

MBEEBEANZ. ... BIRITZIRME
Windows 2} Linux 2 F i EEFENARFNELS

%42 Network (M£%) B4R

macOS & ik 1%3#% Connections (3E1%) # Network (F4).

EPIRNARFENASNAMEERE, KOUKRERRE , HREXEMNLHE R,
3. <F Network (P4§) 3 EHELURE B & F N H,

IUF 1.0+ 1 2.0+ BEFImHIMNLER
1. ¥TF WorkSpaces BF i, MRXREEXRTAEFin , WRELRTER A BRFBRFHE4HER
HEEMAT

2. EEFHNABFATA , &E Network (W), FEFRNARFHSNHMEERE, KAUKRE
REFE , FREXLENANER,

3. 1%&#% Dismiss (k) , LUREIEF M,



https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_single_sign_on.html

Amazon WorkSpaces -
PR &l %3 oI {5 1% % BV WorkSpaces 58]

KRINBRT , B LA WorkSpaces M EEZEBI BN Z X EZ#1THR. MRHF LR
AERE (A REERE ) RIS AHIE , N ARSI EEEREPI AIFE1REH WorkSpaces
Al

B ALLINEESS |, ¥ WorkSpaces EAE TIEHHN S HRIEKRBEREZEEEAFE. R WorkSpaces &
FPRmNARFLTERIEEERBAE , WP LEZHEFRMNZRR EHNEE.

WNFENEFE , BRZALUGA 2 MBIER, MRES AFHMEIEPR , WorkSpaces NIHFE41EBIR 3t
BEPR, ERRSBIE—MEEIEP —MRIEPHNEREE LB,

TENEF K
« Android , £ Android 55 Android 3#Z&#) Chrome B#ERS LT
* macOS
* Windows
/A Important

R EFim A I IhEE

« WorkSpaces &M T Linux = iPad W& F i AR
« F=HEFE , 2FBTBRT Teradici PColP, RDP ZEFRMNIZEEENARER.

£1%5: QBIIEB

LB BERMRBEMIEF : REREBF RN (CA) £ BRRIEH M —IERBRERIEF R F - uwiE
PBo

R

« RIEPLAZ Baseb4 mIBHYIEF X4 (KA CRT, CERT &% PEM #&=X),

o RUEPXIHFERZAT ENREIRER | XERBERZE 1T, BITHERBHKELTEHFH 64 1
ZFRF : -{5}BEGIN CERTIFICATE-{5}\u@@@D?\u@0@0A([A-Za-z0-9/+]1{64} \ud0OOD?
\UQ@OOA)*[A-Za-z0-9/+]1{1,64}={0, 2}\u@00OD?\u@@@A-{5}END CERTIFICATE-{5}
(\u@0@@D?\u000A),

KH
ain
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s RBULEPKHINBELRAR.

c RFIUEPMLIMBELUTY R : Key Usage: Digital Signature #l Enhanced Key Usage:
Client Authentication.

s NMERIEPEZEERIEPMANEVIEREFNOMBIEPBSUNREETFHIZE L.

- MEPEIFHNRAKEN 4,

« WorkSpaces B I F X #5& FimiE B IRZ RES , HlAUEPH BE 5K (CRL) RELIERRSH
I (OCSP),

- FRANEZEEL, BIUEAH RSA B SHA256, & ECDSA By SHA256, # ECDSA HY SHA381
# ECDSA B SHA512,

« X¥F macOS , MRBRIUBNLTREHARESD | RMNBWERN WorkSpaces & F im N A T2 714 8]
XLEIER, BN , AR SMEERFREMEREN , MARAEEIE,

28 NZEERZIHLBEF,RIED

EAFPAFEREL  BU4MLRIEBHBEHAD , HPSIEMZRZIEH B AIERUE DM A AAIHIES
HEFRNFAEILS, SUUEAEERRARFIEIPZES —#HEFIHIRE ; 0, System Center
Configuration Manager (SCCM) 5#z1i1& % B (MDM), iEEZE , SCCM 1 MDM Al BLER TR £
ABTE  LAERZERETEEBNLRFRBE, WorkSpaces

WorkSpaces & Fim M ARFRN T AR ERIES :

« Android - #EIRE , BTV E. Fif , ABEERM SD F&%&,

« 5 Android 3&Z&# Chrome RS - 377 Android REBH AR Z M E, Fif , RFEEM SD
LR,

« macOS - EFZ AP ERE P IRIEF,

« Windows - EAFMBIE B EHPEREFTFIRIEP,

E£3F  BERH

EZEERFLFBEARIERS , BAUEERESNSAZRIGFAMNE. XER WorkSpaces & F
N ARFEATRAFPERIZER ZERIEEE EMIE$H WorkSpace,

B & PR

1. ¥TFH WorkSpaces ##|& , WitH https://console.aws.amazon.com/workspaces/o

B28  NEEEREHBESIHILED 39
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Amazon WorkSpaces EEER
2. ESMERP  EEREFR.

R E R, REER Actions, Update Details,

FBFF Access Control Options,

AN EHIRRRE TERRERE | EEWLIREZ A LUK R WorkSpaces.

BEZSA 2 MRUEB. NTFEMBRIES , BHRITUTRE

o o ~ w

a. EES A,
b. FHEBNXAEFEIRES,
c. EESA,
7. (WE) IBEHAMRBEMNRZREENIAB WorkSpaces,
a. [ TR3NE Other Platforms (HfttF &) &85, BRIABER T , WorkSpaces Linux & imil T
BRRES , AP AB WorkSpaces M i0S &%, ZHi1R&E. Web Access. BEREFIRIRED
BEATo
b. ERERAMNRZFRAHEREZAMIRZEE,
c. EMLRBAMBEEREREFIENTE , HikF Block.
8. EEEFHHRH,

¥ WorkSpaces 5 SAML 2.0 &£

F SAML 2.0 5 WorkSpaces SR U#HITREAXESFHRIE , AT ATFENA BT HBRIA Web 53158
FEREIEHN SAML 2.0 H5ARME (IdP) FIEMBBRIES X, BIFEA IdP X WorkSpaces A /it
TEHMHRIE , BRLURA IdP ThEE ( MZ RS HRIUEMN £ TG RIRE ) RRF WorkSpaces,

B M8 TER

AT &3R8 7 B8 WorkSpaces & ik R FIf2/F. WorkSpaces Web Access #l SAML 2.0 S 1712t &
(IdP) B3I & 3 IE TR

- W IdP B3hEt. i, HAFEER Web JISEERTE IdP B g AREF,
 HfH WorkSpaces & inE a1t Hla , YRS EFmNARFHEF,

FEXLERBIF , AFP#A user@example.com BAE 3 IdP, IdP B3 WorkSpaces B XELE T SAML
20 REEMERARERF , HEAFBERBMER WorkSpaces SAML 2.0 N AEFHNEN. AFER
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A SAML 2.0 B RIFMB XRHFREAF L user 812 WorkSpace. Itt4 , AFEECHIRE &%
WorkSpaces B FimBARERF , EAFE Web J R EH Web Access.

HEDRAE (IdP) BIINE A IREARFR

IdP B R AR P EHRIEE L B3 EM WorkSpaces BEFisMAREF , ML FEH/ A WorkSpaces
EME, AFTAL6EH IdP B3R E FHE WorkSpaces. WorkSpaces & 133 iE A4AUR B 2 7 i M A
BF.

1. BAFPfERAE Web X KEEEE% IdP,

2. BFIdP B, AFMIdP AP Hi%&#E WorkSpaces MAREF

3. REHENKEHEPNRAFEE@ELLRE , HB3hFTFH WorkSpaces BEFImM AR

d4mMazon

bWorkSpaces

Open the Amazon WorkSpaces app to sign in and begin your
session.

Open Amazon WorkSpaces app

Download the Amazon WorkSpaces app
You can also use your Amazon WeorkSpace in the browser

4. WorkSpaces BFmMNAREFIETM , AP JAE EMHE TR WorkSpaces , AL E R,

B WorkSpaces & F i /8 3 U3

EFWBHNRATFRAFERZER AP FE&FH WorkSpaces.

1. AP B3 WorkSpaces BEFmNARF ( MR KREZIT ) , AR HEHEEF WorkSpaces.,

2. RESRFAFEEBIREIRIA Web RIR[ZEF IdP, MRAFELENKRFER AP, WFE
FHREF , JBRE IR,

3. BRIPE, RESFHAFEEMTHEHEN, RRERAEN Web X ERITHF - iwNHRE
FFo
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Open WorkSpaces?

https:// ™ M aws.amazon.com wants to open this application.
[0 Always allow m n ] u .Aaws.amazon.com to open links of this type in the associated app
Cancel Open WorkSpaces
amazon
W WorkSpaces

J

We're returning you to your Amazon WorkSpaces app. If the
app doesn't open automatically, return to your WorkSpaces app
and try again. If the problem persists contact your IT
administrator.

REFAFEEM@E WorkSpaces R imNARRF , LEHHE WorkSpaces &%, WorkSpaces
FF&1RHE IdP SAML 2.0 KIS Bz1iE 7. FRAETIEBNSHRIE (CBA) K, AF2EEXR.

AP B2&%H WorkSpaces,

®RE SAML 2.0

£/ SAML 2.0 B3R (IdP) ER/M BB RIESZE , BEFEA SAML 2.0 REBKES HHRIE , AE
# A P )8 A WorkSpaces &P in N AR F EMAEFK, WorkSpaces B SAML 2.0 REF KBS
IHE |
WorkSpaces B FHIRNR, PHRDZAF R EFREHE X EH WorkSpaces B ik R Amazon.

>

EEA IAM B R 4IRA URL REELHN IdP 3} /EH Amazon, XA FENERS B

=

ER

FREM

FB] 1. £ Amazon IAM F 8] SAML B 1R#HH
SR 2 . B SAML 2.0 BR& FHRIE IAM A6
ST, 3 HIAM ABRAKNBKER

S 4 BE SAML 2.0 S RHEE

S5 A SAML SR RIFMBNBIEKE
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Amazon WorkSpaces

EEEmE

- $R 6 RELNRE S HRIENPHRRES

« SR 7 : 1EIEH WorkSpaces BEZ EBAE SAML 2.0 BIER

3R

« UTXERHE SAML 2.0 HHRIE :
« XEFRH (AFEIMILER ) X
- XEES (HRBRMN ) X8

SN (FER ) K
TA#K (EX ) K

- TAMK (ER ) K

 Asia Pacific (Singapore) Region

TA#X (EE ) X
TA#HKX (RE) X

« MNEKX (FE ) X
- BiMueX (EZRE ) X8

RN X ( ZR=Z ) X3
RO X (1238 ) X3

- EEMN (ERFT ) XE
- Bed (fEhdEk ) X8

Amazon GovCloud ( EEEZP )
Amazon GovCloud ( EZEZRZP)

« EJ¥ SAML 2.0 B RIES—#2# A WorkSpaces , |dP A8 TR E 4552 B AR R TR 2R R AR =
URL X#FHARKZERHP IDP X2t SSO, KR IdPs @& ADFS. Azure AD, Duo # &%, Okta
M, PingFederate PingOneBEXEZEE , S H IdP X4,

« SAML 2.0 B UFRF/E A Simple AD WorkSpaces BaiBt#2/ERA , ERBUGXREM , AR

Simple AD && SAML 2.0 £/, IdPs

« LU WorkSpaces & i1 SAML 2.0 S RKIE, SAML 2.0 SHRIIFXIFHMEFHRA, T
FF Amazon WorkSpaces & /i N E A ERREFTRZA :

Windows & /=i B I #2 ¥ 5.1.0.3029 S E S RA

« macOS &% 5.x BE = R4

Web Access

RE SAML 2.0
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BRIEBRATER , BN HEHMEFImRAG T EEZE WorkSpaces /& A SAML 2.0 S R®IE, Bx
EFREE | BHSRE WorkSpaces B % £/ SAML 2.0 5/ KIIE,

step-by-step H< ¥ SAML 2.0 5 WorkSpaces £/ ADFS, Azure AD. Duo # K &%, Okta
PingFederate JA% PingOne 1l iR EE MBI BB OneLogin , i5& & A mazon WorkSpaces SAM L &
BRI fEIE R

TR

HEEE SAML 2.0 H 31247 (IdP) 5 B FMERE 2 , BERN T ERFEM. WorkSpaces

1. BEEMN P LEKE1ZB F—RBFEAM Microsoft SESNE ZFMAF 5, WorkSpaces 3 F &
BHW A WorkSpace , Active Directory FiFP# S aM AccountName F1 &8 F BB 48 14 LA & SAML
FEENIITE , AP 88 WorkSpaces £/ 1dP &%k, BX¥ Active Directory 5 1dP £ E
ZER | BSREN 1dP X,

2. BiE IdP L5 B EExFHAmazon

« BXEE Amazon BRESHRIINESER , BSRNE=F SAML BRAZRERE
Amazon £, HXRHIEFE IdP 5 Amazon IAM ERK LA B Amazon BEIEE A
o FEREH 1dP £HM THEKE FHRIETEES |, Z XX FENALRERR IdP, HZXH
XML XHEATFREAUGHFEEXRR, NEZXHRFEBETES IAM BHEHROVE,
3. A WorkSpaces EE##EH & WorkSpaces NBIBRZIME R, BEXEZEL , FEHEERER
WorkSpaces, AT B &EE X #F WorkSpaces SAML 2.0 H 3R :

« AD Connector
* Amazon Managed Microsoft AD

4. WorkSpace NAILAEAXIFHE FEHZF IdP WA FRIE, EuLAER WorkSpaces B2 4l
A5 WorkSpaces API #122, WorkSpace Amazon CLIEXEZEE | H#SAERABHENEE
WorkSpaces.,

S 1 : £ Amazon IAM #8122 SAML SR HE

B % , £ Amazon IAM F 8|2 SAML IdP, % IdP B AL IdP BEERK THER |, EX
THHLAH IdP 5 Amazon 2 AINEEXRR. BXESER , FSHLIENEE SAML SHRHEE

( Amazon Web Services EE#24|A ) » A< |dPs £ Amazon GovCloud ( EEEZB ) #1 Amazon
GovCloud ( £EZ% &8 ) A SAML K15 E. , i Identity and Access Managem Amazonen to
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https://d1.awsstatic.com/workspace-saml-guide.pdf
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https://docs.amazonaws.cn/workspaces/latest/adminguide/manage-workspaces-directory.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/manage-workspaces-directory.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_create_saml.html#idp-manage-identityprovider-console
https://docs.amazonaws.cn/govcloud-us/latest/UserGuide/govcloud-iam.html
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SR 2 6822 SAML 2.0 BRE B H KL IAM A&

ETORGE SAML 2.0 BREFHRIE IAM B, LIRE IAM EEHNARN IdP ZHEMFERR,
FHER 1dP 4ER ATE SRR 1TERE B RIL,

A SAML IdP Bl IAM At
B https://console.aws.amazon.com/iam/ ¥TFF 1AM 25l A&
ESMERT , EFAG > tEAE,

1

2

3. XF Role type , i%£3F SAML 2.0 federation,

4. T SAML RfitE | IR EGIE SAML IdP,.

/A Important

BEERA SAML 2.0 (FRIGZE ( RATREHBER A FHZELE M Amazon Web
Services EEEHE ATFR ) FHEMA—1,

5. XTF Attribute , % SAML:sub_type.

6. XTF{E, #A persistent., ZEFARHRNENERT SAML AR AR EZRiBER , HHhE
FE{E N persistent B9 SAML EBEBMTE ., MR SAML:sub_type H persistent , R BIFERF
BIFTE SAML &R , &89 IdP 27 NamelD TELEMHEREHIMKE—E. B>x SAML:sub_type Hf
SNEZER , BEAEAET SAML WERE S H K IUERX Amazon #4T API i [A] # A I —F71R
BT SAML WERE B HRIEPHAF.

7. RELEM SAML2.0 FEEE , MIAEBHN AIGERMEMNEZMY , RBIEEFE Next: Permissions.

8. 7t Attach permissions policies (M INIXFRREE) TWE L , i Next: Tags (F—% : #5%),

9. (W) ANERMHNEMEEMARNE, BXESZER , F2HAKIE IAM AFRFAE,

10. STERULIRESS | &8 Next: Review (T —% : 8), HEENTH LA ECIEHBRANEKEEE,

M. NTFAREH , RAGBTHRAKACKERANEN. BTSN ARSI AZAE , Hit, A6l
BRER , BREEREACEN.

12. (W& ) NTFAHER , AFTACHNEIR,

13. REABEMAER , RFIEE Create role,

14. FF sts: TagSession R FRIMEEHF IAM BAEHNEEIRET, BXEZEL | BHSHE Amazon
STS £ SERE, EF IAM ANFEAEES | EBEEXRIETF , AFERRBEMEIR
R Y “REEEXR RBRESFITIAT , 70 sts: TagSession * R , M TR :
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_session-tags.html
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Amazon WorkSpaces EEER

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Federated": "arn:aws:iam::ACCOUNT-ID-WITHOUT-HYPHENS:saml-provider/
IDENTITY-PROVIDER"

},

"Action": [
"sts:AssumeRoleWithSAML",
"sts:TagSession"

1,

"Condition": {

"StringEquals": {
"SAML :sub_type": "persistent"

fF IDENTITY-PROVIDER B NESE 1 HEIZEK SAML IdP &M, AREEREFEFHEERE,
SB3: N IAM A A NEREE

BETRANECEBNABHRANE IAM KB, RARNBKRREE | FEAFHNNRTEEADEALERNE
RRiR, NERRBE RS AP RME T X WorkSpaces B FH 15 RIR.

/A Important
Zworkspaces:StreamBEET X FAmazoniRIFR IP EE 15 B RAY IAM KEg, EEEN
IP i [R]#2 % WorkSpaces , i/ IP iR 24, ik , EEH SAML 2.0 S RKIERT , 40
RIEH SAML 2.0 IdP 24T IP T3 R4RHISREE , M ATLAGER IP i Rl HI SRR

1. HELZGEN IAM BENEAEESP , EENRETF , AEE1Z4E CHNRRERNINARE X
PR, BIZREESRE3.

2. 1f Create policy (BIZZKEE) F , %&#HF JSON ET .
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Amazon WorkSpaces EEER

3. LT JSON KEEEHIHMILE JSON EOH, AT , BIHM ALK Amazon XiFK1E, Ik
FID MBF D RERER. FELUTREEF , "Action": "workspaces:Stream"Z2[EH
WorkSpaces F 12 #t1E WorkSpaces B ZHEZINE S H L FN N R IRE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "workspaces:Stream",
"Resource": "arn:aws:workspaces:REGION-CODE:ACCOUNT-ID-WITHOUT-
HYPHENS :directory/DIRECTORY-ID",
"Condition": {
"StringEquals": {
"workspaces:userId": "${saml:sub}"

}

REGION-CODEE R &K WorkSpaces B EFTE#IAmazon[Xi%, DIRECTORY-IDE RN
WorkSpaces B3 ID , A[1£ WorkSpaces EE#ZEHI&F#El, XfTF Amazon GovCloud ( £E
PEEP ) = Amazon GovCloud ( EEXREZP ) PHEIR , FEAUTHEINW ARN : . arn:aws-
us-gov:workspaces:REGION-CODE : ACCOUNT-ID-WITHOUT-HYPHENS:directory/
DIRECTORY-ID

4. SERJE , % Review policy (F#&KEE), RERIIEFFREETMEEER.

S 4 BLE SAML 2.0 S HE

BETER , BRIEEH SAML 2.0 IdP , BAEFEFIHEH IdP , £ Amazon KA ZEEHRSE

it , FERS saml-metadata. xml X4 (L F https:/signin.aws.amazon.com/static/saml-
metadata.xml ) L& FEH IdP, W BREFEHEMN IdP W BIE, X TFEL AR IdPs , EF AT
ERMELT T, MRBXE , BRET—F,

WMRIEHY |dP R RECELER , FEREMN P BENXHE , THAEXNAERFTHENEE. —
LREBNGRE TRA URL FH IdP FREUF RIRIZAFAIET, 5 —ERHEPENEREMNZ URL
RETEEXM , REREER AR TR

RE SAML 2.0 27
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/A Important

BEB , #2E R LARA 1dP H Y A PG 481 IdP R ELE Y WorkSpacesR FAfEF. B iGHE
&1 B F WorkSpaces M AR A -T2 Bz R 4] WorkSpace 82—/, B , AH
WorkSpace 82K A - 8 T2 B3R B15 1A% WorkSpaces M AR FHNR, B IhiERE
WorkSpace £ SAML 2.0 4 11E , AP 4IRE IdP RN H B X492 WorkSpacet
B,

S5 71 SAML BB KIERE I 2MS

BTk, BRE-LEER , IdP SEEF O RIEME P RIXERFSEN SAML BHERELS Amazon, BIF
EHY IdP , tEECEE TR , BRI PR, ARENITIR 6 | BEBRS 50K IR RS,

WMREN IdP R AREBILES , FRHENATAR

« SAML & NamelD - 2F A —FRIRRF, ZEXIE WorkSpaces AF BMHICE , BER
Active Directory A #Y s aM AccountName J& .

« SAML B R ( {Hi&H persistent ) - FHEIRN persistent AIBRERBISERFWFTE
SAML #FRHF , 849 IdP £ NameID TEREREMENME—E, FEHREN IAM KBS —1N5%
# , XA SAML sub_type IREB N persistent B SAML 3K ( t15 % 2 : 62 SAML 2.0 Bx
S5 BRIE IAM BEHR ),

« I Name BHiZE N https://aws.amazon.com/SAML/Attributes/Role #J Attribute
TE-TEREE—IHZ AttributeValue tE , ATFHHER IdP A FBRETE
A IAM AR SAML IdP, BEF IdP IEENES 2R ARN X, FHIEN—NREIZ
arn:aws:iam: :ACCOUNTNUMBER:role/ROLENAME, arn:aws:iam: : ACCOUNTNUMBER:saml-
provider/PROVIDERNAME,

« ¥f Name EBMi&E N https://aws.amazon.com/SAML/Attributes/RoleSessionName HJ
Attribute TE - ZTEZE—1MH Amazon IfEHEIERHEIMAAFA AttributeValue TE | X
LAEIE R4 SSO M AR, AttributeValue TEHRWEKEXLTNT 2 F 64 NFER2E , R
REESFRRERR. TEMUTER . _ .1 /=+-@. ETHEEEER, ZEEERE T4
AP EESE (UPN), ZETRIEZER , MAFNERER.

X} Name EMiZE S https://aws.amazon.com/SAML/Attributes/PrincipalTag:Email
f Attribute T3 - ktRIE—NMEEAF B FHRFH UL AttributeValue TR, ZEX
M5 WorkSpaces B FHE X WorkSpaces fiF B FER ittt B ICEL, FRZETEETREFH,
BEM_ . /=+-Q FHNAE, AXEZELR , 525 (AM AFERE) BRI IAM B A
Amazon STS BIH NI,
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https://docs.amazonaws.cn/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html#external-identity-providers-grantperms
https://docs.amazonaws.cn/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html#external-identity-providers-grantperms
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_tags.html#id_tags_rules
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fF Name BHRE N https://aws.amazon.com/SAML/Attributes/
PrincipalTag:UserPrincipalName #J Attribute t& ( Tk ) -k TEEBE—1IH
EFAFEHE Active Directory userPrincipalName By AttributeValue T&E., SAXA
username@domain.com BXREHRZE, WSHSETIEPNEMRIEI—EER , ENKARAFIE
EFHRNEBRAEN. BXEZEE , BSHRETIEBNEHRIE,

¥ Name B 1RE N https://aws.amazon.com/SAML/Attributes/
PrincipalTag:0bjectSid #J Attribute TH& ( Wik ) - ktRBTE—NMHIBFAFREM
Active Directory Z£¥riRAF (SID) B AttributeValue THE, SHEETIEIPNEHRIE—iE
£/ , UG A E Active Directory AF BB ST, BXEZER , FSHRE TP 5B RIE,

FF Name BMiZE N https://aws.amazon.com/SAML/Attxributes/
PrincipalTag:ClientUserName fY Attribute ;T¥E ( A[it ) - W TEXITE— M EEHZAH
FHEEXH AttributeValue tH, NREHNABFFEZERFERR (Hlcorp\username,

I ) username@corp.example.com= 88 A WorkSpaces & i & Fcorp.example. com
\username , HEFERALEM, RIBNEAMUEIEFE., BF,. ZEUK_:/.+=Q@ - FHNEE
hE, AXREZER , 250 (IAM AFER) #H4R1C IAM A7 M Amazon STS #YFLNI, EFEA
corp\username 5 corp.example.com\username #&= , B SAML KIS K \ BiH /,

AttributeName/E 418 E 7 https://aws.amazon.com/SAML/Attributes/:Domain B T &
PrincipalTag ( % ) — W T REE — NN EFHAF R4 Active Directory DNS T2 REFH A
(FQDN) fyt&EAttributevValue., HAFH Active Directory userPrincipalName @& M5
Zut , WSBATETIEPNEHRIE, YIEMA domain.com #HiZE , BFEME FEE.

AttributeNameE i%E 9 https://aws.amazon.com/SAML/Attributes/ B9 Jt3&
SessionDuration ( A% ) — Wb TEBE —PMAttributeValuent®E , AT EEEREFIHIT
FHRIUEZH , AFNBKRERFAXETUREEN RSN R KINE, BHIAEH 3600 & (60 2
), BXEZEER , B3 SAML SessionDurationAttribute,

(@ Note
B SessionDuration R—NALEEM , BEEWENZEM I SHE SAML IR F, MR
BARECEHEY , NE&iEFLEAENIRE N ERIAE 3600 ¥ (60 247 ) « WorkSpaces SRiH
SEFE &R EERT 8 B HA 5 b FF E 82,

BEXMARBXLETENESES , HSH (AM AFER) P01 S HRIFRNEE SAML BS,
BX IdP WEABEEZERNESR , 5K IdP BT,
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Amazon WorkSpaces EEER

$UR 6 . MEENEKRE S DRI YIRS

BTk, FRAEH IdP FERENPURTEE N IEM WorkSpaces B FZHPHIRES URL, RINES & &
I8 E fFFAmazon , F P R4EE B E) WorkSpaces B iR , Z4& T RTE SAML 5 358 E e 57 E X
N HGRIRES,

AR R R 40RAS URL 483K

https://relay-state-region-endpoint/sso-idp?registrationCode=registration-code

RIFEH WorkSpaces B FEMB NGB B FATE XK B F YRS im SR SR P POIRFS
URL. RIBATE WorkSpaces B & A PRI EME,

HE , MREFERBXIEEZE R WorkSpaces , M A BUEHE M BN 5 XS MK EE R XiEH
BB FRREMNTLREHS (FQDN), BEXEZELR , B2 Amazon WEXIHEEM, WorkSpaces
FRAEBEXEEEDM SAML 2.0 SA KA %E{Eﬁﬁ'—iﬁ/\[t&%ﬂ%ﬂ’] PR IR R , I SAML

20 BRRIEIGAFERNMEERBER , HEH dP #TRIEE, XFAFHAFEERRINEMHE
WorkSpaces & = i N F #2561 IE#8ELE FQDN #JLI‘FFHFEHI‘E%%E#E@IQ&?‘T%@BML

T&R%IH T 7] WorkSpaces SAML 2.0 & 143 #9 X 13§ o R A R o

X ¥ WorkSpaces SAML 2.0 &5 5®iF#Y XI5

X 15 R IR A i R
EERI ( HFHFRLMILE ) X - workspaces.euc-sso.us-east-1.aws.ama
zon.com

« (FIPS) IT4EZE[H, euc-sso-fips.us-ea
st-1.aws.amazon.com

ZEAEI (HEBRMN ) X - workspaces.euc-sso.us-west-2.aws.ama
zon.com

 (FIPS) T4#Z A, euc-sso-fips.us-we
st-2.aws.amazon.com

IEM (FER) X workspaces.euc-sso.af-south-1.aws.am
azon.com
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EEEmE

X

TA#K (EX ) K

WAMK (ER ) K

WA X (FH0E ) X

LA (EE ) X

TA#K (R ) K

MEX (HEB) X

KM X (E=5RE ) X

R X ( TR= ) X

KR X (1258 ) X3

EEMN (ERF ) XE

Bed (fh4x ) X8

AR IR R

workspaces.euc-sso.ap-south-1.aws.am
azon.com

workspaces.euc-sso.ap-northeast-2.aw
s.amazon.com

workspaces.euc-sso.ap-southeast-1.aw
s.amazon.com

workspaces.euc-sso.ap-southeast-2.aw
s.amazon.com

workspaces.euc-sso.ap-northeast-1.aw
s.amazon.com

workspaces.euc-sso.ca-central-1.aws.
amazon.com

workspaces.euc-sso.eu-central-1.aws.
amazon.com

Workspaces.euc-sso.eu-west-1 .aws.ama
Zon.com

workspaces.euc-sso.eu-west-2.aws.ama
zon.com

workspaces.euc-sso.sa-east-1.aws.ama
zon.com

workspaces.euc-sso.il-central-1.aws.amazon
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X1 AR Iw R
Amazon GovCloud ( ZEFEZ ) + workspaces.euc-so, Uus-gov-west-1,

amazonaws-us-gov.com

« (FIPS) T/EZ=E[Hl, euc-sso-fips, us-gov-we
st-1, amazonaws-us-gov.com

(® Note

BXEZER |, HS Amazon
GovCloud ( %E ) AF{m
WorkSpaces® #J Amazon,

Amazon GovCloud ( ZEFRE )  workspaces.euc-so., us-gov-east-1,
amazonaws-us-gov.com

« (FIPS) T#EZ[H, euc-sso-fips, us-gov-ea
st-1, amazonaws-us-gov.com

(® Note

BXEZER |, HS Amazon
GovCloud ( %E ) AF{m
WorkSpaces® #J Amazon,

HB 7 . EIBH WorkSpaces B F EBRE SAML 2.0 V&R
& AT LAfE A WorkSpaces 2 %14 7 WorkSpaces B L8 H SAML 2.0 &3,

BHRAE SAML 2.0 FIER

1. FTFF WorkSpaces ##|& , Mt 7 https://console.aws.amazon.com/workspaces/o
2. ESMERP  EREFR.

3. EBREH “H X ID” WorkSpaces,

4. ESHRWIAET , EREE.
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EEEmE

5. %IR%mE SAML 2.0 BpiRMHE,
6. EHZHAH SAML 2.0 B,

7. XWFRAFER URL # IdP RE#EESHEN  WMABRATRIIP MIZES R 1 PEENNARERF
HE. MREEBBELSE , N dP REHEES KRB ERIAERelayStateh . TRIIE T NHAE

FHSM SO REEFMEENAF R URL MISBE K.

ERMEAFHIREOEH IP Hak

B R ME

ADFS

Azure AD

Duo Single Sign-On

Okta

Onelogin

S

RelayState

RelayState

RelayState

RelayState

RelayState

A F AR URL

https://<host>/adf
s/ls/idpinitiateds
ignon.aspx?RelaySt
ate=RPID=<relaying
-party-uri>

https://myapps.mic
rosoft.com/signin/
<app_id>?tenantld=
<tenant_id>

https://<sub-domai
n>.sso.duosecurity
.com/saml2/sp/<app

_id>/sso

https://<sub_domai
n>.okta.com/app/<a
pp_name>/<app_id>/
sso/saml

https://<sub-domai
n>.onelogin.com/tr
ust/saml2/http-pos
t/sso/<app-id>
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10.

B R ME e AP imE URL

PingFederate TargetResource https://<host>/idp
/startSS0.ping?Par
tnerSpIld=<sp_id>

PingOne ;& F 4l TargetResource https://sso.connec
t.pingidentity.com
/sso/sp/initsso?sa
asid=<app_id>&idpi
d=<idp_id>

BAFiER URL BEREHEHNYARZERN P K28 SSO EX. AP ILE Web R %

i AL URL , AE#ES SAML RARFEKE. ENE IdP WA FIER URL MISHE |, Fik
BN, E6MNE URL HHEAEM B HEx B Hanx MEBMAZED , WEEFTPITHE
Amazon BEEH & SiENER TN SAML 2.0 &%, 4 IDP FZ‘JJE’J;»L&?TJTHT &7 BUE A
&) WorkSpaces BF . BXEZER , BSH 5 HIRHEE (IdP) Ba iz,

BEERHECEEP AT AR SAML 2.0 WEFRER , EEERRE. SALKREATHENA
PR # WorkSpaces AT #F SAML 2.0 BV E P imR B HRAN L RNR , RENRAFFE
B 18] F+ 4% B & R B B P um AR A o

® Note
WIRE AR SEY SAML 2.0 MER IBRE S imEE B & & RIEHTHER.

R SAML 5 Web BFim—i2fEA , /5 A Web Access. BXEZER , BZHRERANRE

Amazon WorkSpaces Web Access.

® Note
Web Access T+ H SAML #Y PColP,

EERRIFE. 88 WorkSpaces BEXZIE/E A SAML 2.0 £/, B LAEA IdP BN RENEF
i R AR F B S R SEM WorkSpaces BFIwM AT H &S, WorkSpaces
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Amazon WorkSpaces EEER
ETEPHNE ORI

B LAERE TP 5 B RKIE WorkSpaces SRBBRF F % A Active Directory I Z B IR R, B
&Y Active Directory i A E TP F B KAE , EATX

- IKFEEH SAML 2.0 S RMEBN AP TS HRIE , HiRME SAML B S SAEE Active Directory #
HWAF,

- FRAELHAFPRTERRESBERAER,

- £/ SAML 2.0 SRt A X BB S HRIERE.

ETEBH 50 RIEFERE Amazon ik F# Amazon Private CA %R, Amazon Private CA fiF
BIBFBIUEP WA (CA) RIXEH , SERFMME CA. A Amazon Private CA , & LG

BCW CARBRXREN , HAFMAXNANBAF#HTEMRIENIER. BXEZELR , HSH Amazon
Private Certificate Authority Fi &R

& FiE ¥ Amazon Private CARI B RIER , WorkSpaces FELIESHRRITHE B3 N EHNAF
BRIUEH, FEATRREE T I+ A E LS 8E+X A F#1T Active Directory & 3 %HiE,

FERAHFH WorkSpaces Web Access, Windows WorkSpaces #l macOS & Fim N HERF
# Windows WorkSpaces FIEMA&D I (WSP) B4 isE FIE P F MK, ITHF Amazon
WorkSpaces & F it FE A ER RIS

« Windows & i 5.5.0 E mhRA

« macOS & i 5.6.0 RE ShRA

BXREMA Amazon BEEE T B HHRIEMNE ZE S WorkSpaces , BZHE W17y Amazon Bl EE
TiE B 5 B EIUE WorkSpacesf 2.0 RETIEPH EHRITESENENHRERNRITEEE,
AppStream WorkSpaces

TR

ERAETIEPHNEHRIEZA , BEEUA TSR,

1. £ SAML 2.0 &R EL B &K WorkSpaces B , UERETIEHNEORIE. BXEZER &
25 SAML 2.0 WorkSpaces £ /.o

2. £ SAML BiE B userPrincipalName B, BXEZER , S M N SAML 514510 I 51
BIEWE.
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https://docs.amazonaws.cn/privateca/latest/userguide/PcaWelcome.html
https://docs.amazonaws.cn/privateca/latest/userguide/PcaWelcome.html
https://clients.amazonworkspaces.com/
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/how-to-configure-certificate-based-authentication-for-amazon-workspaces/
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/how-to-configure-certificate-based-authentication-for-amazon-workspaces/
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/design-considerations-in-highly-regulated-environments-for-certificate-based-authentication-with-appstream-2-0-workspaces/
https://docs.amazonaws.cn/workspaces/latest/adminguide/amazon-workspaces-saml.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/setting-up-saml.html#create-assertions-saml-auth
https://docs.amazonaws.cn/workspaces/latest/adminguide/setting-up-saml.html#create-assertions-saml-auth
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3. £ SAML BiE FELE ObjectSid B, XN A& , AT X Active Directory A P 1TRRRRST, 40
RiZE S SAML_Subject NameID H1EEH A F Y Active Directory Z£4RIRAF (SID) A TEE , M
ETIEENERRIEFANR, BXEZELR , SN SAML SHRIFMMNSIEE.

4. fF sts: TagSession XRARMEIAF SAML 2.0 BLEH IAM BEEEERE (WRHKREFE ). FH
ETIERPHERRIENEZERNR, BXEZELR , HSHEE SAML 2.0 BRE FHRIE IAM &
1=

5. tREMW Active Directory FIE BB EFA B IE B M AN (CA) , BEA Amazon Private CA B2
—“No Amazon Private CA ERERETFIEBHNEMRIE, EXEZER , HSEMX Amazon
Private CA 208 , HEREFTNETIIPNEHARIIERE CA. UTRETIIENEHRIEMFERZRM
&% MK Amazon Private CA RiE :

a. CA KELEDN :
i. EHERER CA ERAER (MRENEM CAAETIERNFHRIEMEAFLAFIES , WEW
ERALER )
i. TER CANBERREN (FE K EFLEEIE CABRREHERNEREMNE CA)
b. ZEAE AL - RSA 2048

c. T U] WA FMEIN : FHEMIETIE ST Active Directory ZEEHBIE B M AN EM F125]
It CA

d. i MEEIE : CRL X%

@ Note

ETIEBPHEHNRIEFTE-NINKENZIZFR[RLRNEL CRL DRR. XFEXNH
#,\H CA CRL & EBEER Amazon S3 FRBHET AL FHNRIEM L RIMNR , HEMR
CloudFrontZ BCBELE A FF T3] , M Z 2 B ERIEE S3 Ff. ARRXERTNESE
B, FZEIT VS BHEIIR (CRL).

6. EAE N euc-private-ca WERIZENFE CA , MEEZ CA AT EUC ETIEBHN S 4K
if, ZBIAEEE, AXESZEL | ESHEELE CA NFRE,

7. ETIEPHN B ORIEEAELIERFHITE R, &I Active Directory FEAZE = HFIEBMARIEE
AERFEFNESEN , T THER

- FERAEEGERIEPRESESEE  UANEREFAP#HTEMRIL. WREE Active Directory F
Fli& T Active Directory iEF IRG0 CA , MRS < B FEH B A B 2RI IEMEES
2. WREZE Active Directory IEF RS , TS HXNE =7 CA WIEFHISRIEPHER, &7
LAfE A Amazon Private CA BIZIFIEHIZE$H. MRXEMY , BAEFEANERIIEPERENTAE
CA.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_session-tags.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/setting-up-saml.html#create-saml-iam-role
https://docs.amazonaws.cn/workspaces/latest/adminguide/setting-up-saml.html#create-saml-iam-role
https://docs.amazonaws.cn/privateca/latest/userguide/PcaPlanning.html
https://docs.amazonaws.cn/privateca/latest/userguide/PcaPlanning.html
https://docs.amazonaws.cn/privateca/latest/userguide/crl-planning.html#s3-bpa
https://docs.amazonaws.cn/privateca/latest/userguide/PcaCaTagging.html
https://learn.microsoft.com/en-us/troubleshoot/windows-server/windows-security/enabling-smart-card-logon-third-party-certification-authorities
https://learn.microsoft.com/en-us/troubleshoot/windows-server/windows-security/enabling-smart-card-logon-third-party-certification-authorities
https://learn.microsoft.com/en-US/troubleshoot/windows-server/windows-security/requirements-domain-controller
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® Note

R EH Amazon Managed Microsoft AD , T A SATE % B IF R SIBFEHERH EC2 3£

% EE B P RS . B>XAmazon Managed Microsoft AD#L &Amazon Launch Wizard T
Active Directory iEHIRFHEHERHI , 5SS . AmazonFAF CA AILAELE N Active
Directory iE iR%5 CA FIMNEB M , LAl AE AR HE E N B 2 B #RAmazon
Managed Microsoft AD,

Amazon Managed Microsoft AD 1 Active Directory iE PIRZ M B —TEBESE | 8
BMNEFIZE VPC Z2ARSTIERIRSFH EC2 SEHIR HIEMN , LAV TCP %A 135
# 49152-65535 F AMEH B3 EM. WA, EEEZITH EC2 EHIEXMAVFHEH (2
EEEFEE ) EXEMEENEO E#ITAWLHR, BXEHR Amazon Managed Microsoft
AD Z24HNEZER , FZHEE VPC TRMZ 24,

« 1 Amazon Private CA 12| & E=sEFH SDK = CLI , iR EM CA , AFE CAILBTHH
CARBIEH, BEXEZELR , BSRSHILEILESR,

-« fF CA X# %l Active Directory, BEFEIFHEFIFREMAFHNITEN. FFHE CAILEFHES
BEE <path>\<file> , ARUEHEERASHETUATHS. & , B UEHRAEREMN
Microsoft PKI Health Tool (PKIView) TE &% CA. EXEZEE , BSHEEHH,

certutil -dspublish -f <path>\<file> RootCA
certutil -dspublish -f <path>\<file> NTAuthCA

BRESTRIITR , REMBRILEIERXH. BIE Active Directory EFIRE , CA WREEE/LSD
SR oF B8 & T B AV 13048 I BR 0 = E SR 46

(@ Note

- Active Directory E3k Active Directory 7 WorkSpaces &R WM A B3 CA 2%
SLZEENRIEPMANEF A nTauth F6E X,

- Active Directory 12 HI2g A4 FRAER | IEPREFINTIREIFETIERN S5
i, BXEZEE |, {55 Microsoft Support X#4H# kb5014754 — Windows 13
EHlSE LETIUEPHN SRR IUEE R, MRERFEANRAmMazonEE Microsoft AD , &S
HEEERLZERETHRESEER,
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https://docs.amazonaws.cn/launchwizard/latest/userguide/launch-wizard-ad-deploying-new-vpc.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_tutorial_setup_trust_prepare_mad.html#tutorial_setup_trust_open_vpc
https://docs.amazonaws.cn/acm/latest/userguide/export-private.html
https://learn.microsoft.com/en-us/troubleshoot/windows-server/windows-security/enabling-smart-card-logon-third-party-certification-authorities#configuration-instructions
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_directory_settings.html
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BRETIEPHN S MKIE
ESAETIEBRNESHRIE , BERATIR,

$TFF WorkSpaces ##|#& , it 7 https://console.amazonaws.cn/workspaces.

ESMERD , EEE R,

%R IEH B = ID WorkSpaces.

EHMRIET , RS

BHEEETIEEN SRR,

EPEHAETIERN & BRI,

HWIAEWFAE CA ARN EXEREIFIRHF ., FAF CA N T E—Amazonlk ~ HAmazon Web
Services XiF , } B X40iERAENREIES R P I 4] euc-private-ca HITHRIC

% Save Changes (RFEX ) . ETIEPHEMRIEINEZ A,

B FREY Window WorkSpaces s WorkSpaces BE# i (WSP) A BUAFEEHRER, BXRXES
85 , B2 R ES a WorkSpace.

10. ERE , YAFPEAXENEFRES SAML 2.0 #iTE AR |, FABREH ASZRBIE
o

N o o bk~ w0 D=

@ Note

BERAETIRHNEHRIEERN , MFEEBERPEATZEFHRIE (MFA) WorkSpaces , 1
TERTAFPHTZEFHRIE (MFA), EAETIERHNSHRIIE , ATEY SAML 2.0 &
B IEEEE A MFA, A3 Amazon Directory Service MFA WEZE 8 |, FSHRZESHRIE
(AD Connector) 33 Amazon Managed Microsoft AD 5 i Z E & 1K1,

BEETIEBN S ORIE
CA iE#

FHAAMEES , A CAIEFNBRHN 10 F. AXRERIEBIHN CA REHM AR EFTHERHHN
CAMEZER , FEREELE CA LA,

R PAES

A WorkSpaces & FiFH# &% iEAmazon Private CATI MR N HRAKX AP P A EELIT R,
XEIFPREER . WorkSpacesT 24 /Nt HEIMAR —IXFIEH, XLKLRAFIEPBE R o
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# Amazon Private CA CRL 22 KWV EMHIE. Hitt , TERERALAAFIIES , XEIFPEFSHINE
CRL #,

TRIRE

LU eETERRE | U HENTIE CAEMRNBHENMBILES. AXESER RN FXIR
H5%8 CAEEFERA.

B RMEE

&) LA A Amazon CloudTrailki2 &%t by #9 API ifAmazon Private CA

Fd WorkSpaces. BXEZEE , HSHEHA CloudTrail, #£CloudTrail
EHHFIEFEHPGetCertificate , IssueCertificateRAUAEEH
WorkSpacesEcmAssumeRoleSessionfl P& acm-pca.amazonaws.comB|ZNEHRFHNEHS
Mo 8B/ EUC ETIEHMNFHARIEEREFiCFIXLESEH,

£ EaeFH1TH MR

WorkSpaces &F WorkSpaces FIEME L (WSP) B9 Windows 1 Linux EE AR ER R+
(CAC) MM A B HWIE (PIV) EEeF#1THHWIE,

Amazon WorkSpaces XFFEAEREFHITSFNSMRIENSERFENRIE,. RIENFHRIRERE
APEFNRITHERFSHRIE, WorkSpaces2iFHR FHRIFEZEBEZENITHN I HRIL,

flan |, FEFER Web XIMESMNARERFE , AP ALUSERAERFHITFEP S ORI, i1t ER
EEFHITEEEENRNIRE, oo, mEAFEEE Linux HEENPR WorkSpace , U t477] LA
f£iz1TsudoMsudo -idpHHEABRFHITHEHRRIL,

"N

W o
%

s

%
- BREE

- BRAERT Windows By E 8+ WorkSpaces
- BEERT Linux BB BEF WorkSpaces

yix
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https://docs.amazonaws.cn/privateca/latest/userguide/PcaAuditReport.html
https://docs.amazonaws.cn/privateca/latest/userguide/PcaAuditReport.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/privateca/latest/userguide/PcaCtIntro.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://www.cac.mil/Common-Access-Card
https://www.cac.mil/Common-Access-Card
https://www.idmanagement.gov/university/piv/

Amazon WorkSpaces EEER
=R

« &FERHHHPRILEE Active Directory Connector (AD Connector) B %, AD Connector fEfE T
TENEEAHEZSTHINE AR (HETLS) , BIETEHIRENELEFIEBX Active
Directory H i F# 1T S RiE, BXWMMEE AD Connector MIA# BEZNELFELR , BSHEX
[

« E1£ Windows = Linux EEAE 8L+ WorkSpace , A P %4 £ AL & # WorkSpaces Windows &
PURIRA 3.1.1 E S RA T mac WorkSpaces OS & 3.1.5 HE mhA, A< Windows
macOS BEF I EFAERFNESZER , TSR S# WorkSpaces AFEERHPHEE X,

- RCANMEBREFIEPBIHARRELER, BXEZEE , 52H (Amazon Directory Service B 15
B HHTE AD Connector /2 A mTLS B4 iIF LA T &8+ UK Microsoft XA MIEPEER,

BRIXEEZER S , AT ME Amazon #1TEEEF & B KUK A FIiEHiE WorkSpaces 4B E T E
%
« iF$ userPrincipalName (SAN) ZEH# AD B F subjectAltName (UPN). E1H A FHERIA
UPN Ml& B &ERiEHo

. BRBEHRIT (1.3.6.1.5.5.7.3.2) I REHHAEA (EKU) Bit.
. BELEBR (1.3.6.1.4.1.311.20.2.2) EKU [B 1%,

« WFLFWNEMRIE , EERLIT PRSI (OCSP) KR EIEH B, WTLEFREHARIE , B
WHEMA OCSP , BEFRSEMN,

BR 5l

- BHI{XZ$#F WorkSpaces Windows & F i M AR FRA 3.1.1 E SRR macOS & im B
BFRA 3.1.5 FESHRAHITERFHHRIL.

- RBTE 64 LARAH WorkSpaces Windows £i=4TEY , Windows B Fis AR 3.1.1 E SR
FTXEFEREF

« Ubuntu B &7 WorkSpaces *X e~ BRI,

- BEIR X AD Connector B F#TEREFEHBRIE.

- AEHEORITEMEXE WSP WXEHETA, UTXERELFENEHORIE
- TAMKX (&BfE ) XiF
* Asia Pacific ( Tokyo ) Region
- BUMN#X ( ZERZ ) XE
« Amazon GovCloud ( EEFZB ) X
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https://docs.amazonaws.cn/workspaces/latest/userguide/smart_card_support.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ad_connector_clientauth.html
https://docs.microsoft.com/en-us/windows/security/identity-protection/smart-cards/smart-card-certificate-requirements-and-enumeration#certificate-requirements

Amazon WorkSpaces HRIEE
« Amazon GovCloud ( EEAEZR ) X
- ZEERD (FEFRLMILER ) XiF
- XEAES (BBRMN ) XiF

« XF Linux 2 Windows EHI&iER 5B RIEMSER & KIE WorkSpaces , B Bl — X RAEMFEH —
KEBET

« NT2FEMHFHRIE , BAAXBERN-BFRLEANEAERFFORIENERES ORI,

« BRIMXZ#E CAC M PIV F, HMXBEETREATIRGNERFRAREER , BElHRELE
WSP Bl &R EEN L.

B X iE
EEREEFEHRIE , XIIRLUT A EE AD Connector B XA B %,
AD Connector B &t &

EFRZE , EEEREH AD Connector B3R EZE (Amazon Directory Service EEiEm) K AD
Connector B RZHEFMMAHITIRE, 332 , FRRECHEH AXIERITHALENKO,

E5E R AD Connector B XWELE |, &% 8 (Amazon Directory Service BEIE#58) R7E AD
Connector B2 A mTLS 5% WRIF LA E T &85+ iy B TR 4E,

® Note
BREFHHRIEEE Kerberos YRZEFH (KCD) FHEIEEIE1T. KCD E3R AD Connector iR%
WKENAFEH95E— AP SaM AccountName ABCEL, SaM AccountName FEEHBE 20
NERF,

it B FEE

BR T BLE AD Connector B &4 , A AR @A B RIS HEEMANIERIRE TKDC 4%
Py BZ4AER (EKU). Hlt |, i Active Directory 13iiR% (AD DS) ZRiA Kerberos & 31
BiR, B0ERSRFREPERSFEEHESARIIEPER , AAXEERTSESEEFEHRI

PRBHRE.
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/prereq_connector.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/prereq_connector.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ad_connector_clientauth.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ad_connector_clientauth.html

Amazon WorkSpaces EEER

/B A& F Windows B & &E+ WorkSpaces

BRUME Windows £ AEREF BRI —MRIER , SR Microsoft A4 58 = 5 UE B0
XU B REREFEFRIER.

M Windows 815 7 i 7T S 1& 1%

EATHAFPERBRHENSBYEATHREFXEINFHRIEN Window WorkSpaces s , I EERAF &
EH B A Windows BIREN . Z4ME Windows 8RR , WorkSpace £iEFMIF , AR TUAFERE
EHEF M WorkSpaces & Fim E#HERE,

§5I7

FBAIERARKIRE , B AEKRNE Windows BIRITIIF2EEE. BXESEE , BEZHAEA
ZH WSP & BER M 2 EEE,

BRSEARSENS ORI

ERIANER T , Windows WorkSpaces A X FFEA B FH TR FINRS TP F ORI, NREFE , &
A] LAfE A 4H SR BR 1R B 9 Windows WorkSpaces B AaEFMaFal SR, BXEZER , B85
/S A2 A WSP WEfEFEEM,

EFALBEIENRIE , BT EHARKIRBIA , LESFES AD Connector B FiRE R ALEH
BRI, BXEZER , BB (Amazon Directory Service B¥E1ER) W AD Connector H /3 F
mTLS SR LA T E e FP R A ITRE,

RFAFENRRPEAEREFR
WMRENAF R Chrome FRRIMER , WEFHITIHRE BRI EAEREF.

MREHAFER Firefox ERANKEES , NETLUBT A KRS L 1F &M B F £ Firefox B EH S8+,
B A fE R AIX L Firefox AR BEIER, GitHub

filgn | BE AL EE AT Windows B 64 fZhRA<HY OpenSC KX #F PKCS #11 , RAEEAUTA
REERE , HH NAME_OF_DEVICE RIEZERRFRR PKCS #11 WEIME , fla0 OpenSC , HAR
PATH_TO_LIBRARY_FOR_DEVICE & PKCS #11 R IRF. WFNIE@MT BEHR DLL WE |, 4
W C:\Program Files\OpenSC Project\OpenSC\pkcsll\onepin-opensc-pkcsll.dll,

Software\Policies\Mozilla\Firefox\SecurityDevices\NAME_OF_DEVICE
= PATH_TO_LIBRARY_FOR_DEVICE
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https://docs.microsoft.com/troubleshoot/windows-server/windows-security/enabling-smart-card-logon-third-party-certification-authorities
https://docs.microsoft.com/troubleshoot/windows-server/windows-security/enabling-smart-card-logon-third-party-certification-authorities
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ad_connector_clientauth.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ad_connector_clientauth.html
https://github.com/mozilla/policy-templates/tree/master/windows
https://github.com/OpenSC/OpenSC/wiki

Amazon WorkSpaces EEER

® Tip
MREFEAER OpenSC , B AILUENIZ 1T pkecsll-register.exe #F , ¥ OpenSC
pkcsll R NEF Firefox F. EZ1THRERF , XN C:\Program Files\OpenSC
Project\OpenSC\tools\pkcsll-register.exe FHNXH A RETHA S RRAFTEOH
BITUTEGS

"C:\Program Files\OpenSC Project\OpenSC\tools\pkcsll-register.exe"

ZEIIUF OpenSC pkcsll R Z R B INEE Firefox 1, THATUTERE :
1. R Firefox EEHIET , iHFRFHERHA,

2. 3TFF Firefox, EFE LAWK E IR

RIFIERFRIETL,
3. EXTBRTNEL, #EMNSMERTERERILEZS,
4. HIEBT , ERLZEIRE,

5, HIRBFEEBRNEES , BN ZEENSMEHEE OpenSC HEEFESR (0.21) , HBE
Ren, ENZERUTE :

R : OpenSC smartcard framework (0.21)

B&#%& : C:\Program Files\OpenSC Project\OpenSC\pkcsll\onepin-opensc-
pkcs1l.dll

MR HERR

EXRPEEEFRBMEE , 55 Microsoft 3XHS A RYE A Bl & 7] &L,

A RES BRI R — £ % MR

- ESIEBHRHTER,

- BRFLESANTUSAF TERNIES, EHEHUL TR TTR
- IEHHIR CA.
« EFH <KU> M <EKU> F B,
« WEBFEFHH UPN,
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https://docs.microsoft.com/troubleshoot/windows-server/windows-security/enabling-smart-card-logon-third-party-certification-authorities#certificate-and-configuration-problems

Amazon WorkSpaces EEER

o ZMEPHEFERRAEPFE <EKU>msSclogin,

BE  BFRE-TRATEERFSORIENIES  ZEPRFBEERFNE-—ME,

RATERERFLMEBNER (FIOMRIEFRGEBNZNR ) WTEATREFEENR. AXE
ZiEE , BEAERFHERRHANHE,

B RER T Linux By &8+ WorkSpaces

® Note
WSP WorkSpaces £ Linux B 8i1EE LA TR :

o FXETMR, SFM@A, WEmANNXEER,
- FEBESNMNETRSE
o PRATER WorkSpaces Windows & /i M A2 R iE 32 2] WSP WorkSpaces E#J Linuxo

E7% Linux L5 AE8E+ WorkSpaces , & ZE WorkSpace P 3 E PEM & HWIR CA iIEH X
#.

FREVAR CA iE$
&R BUBE LA TR LR 75 SUIREUR CA IEH

- WA LFERABRE=FIEPMANMHZENIR CAIEH,

o BOLAER Web EMMESHB SR CAED , ZMIEH http://ip_address/certsrv &
http://fgdn/certsrv , Ef ip_address M fqgdn 7 B 2IBIEH CA IRSEFH IP it x4
BREF A (FQDN), BXRFEMA Web EMMILHWEZEE , 12 Microsoft XA HY 1175 HARIE$

o BOULERUTESER , MiE1T Active Directory IEHBRSS (AD CS) B4R CA iEBIRF RS HAR CAE
., BXZEHE AD CS EE , iHS ¥ Microsoft X #%4H #Y 22 ZiE B a0 & 14,

1. FEAEERKFERIR CA RS,
2. 7 Windows W RE &S  THAGSRRFED (FFH > Windows R4 > B HRTA ) »
3. FAUTHSEER CAILERSHIF XY , Ho rootca.cer R XHNER

certutil -ca.cert rootca.cer
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https://docs.microsoft.com/troubleshoot/windows-server/identity/export-root-certification-authority-certificate
https://docs.microsoft.com/troubleshoot/windows-server/identity/export-root-certification-authority-certificate
https://docs.microsoft.com/windows-server/networking/core-network-guide/cncg/server-certs/install-the-certification-authority

Amazon WorkSpaces EEER
BXRIET certutil WEZE R , SR Microsoft X#&H M certutil,

4. ERALT OpenSSL an S HAR CA IEPEM DER X7 PEM KX , HA rootca &
IEHRIEF. BX OpenSSL WEZEE , 1A E www.openssl.orge

openssl x509 -inform der -in rootca.cer -out /tmp/rootca.pem

FHRRR CA EHRIEEE Linux WorkSpaces
RNTHBIEERERF , BRI1SHF enable_smartcard B4R INZIFKRATH Amazon Linux WSP #R45
S, LERI ARG HATATRE -

- JFIEWIR CAIEBEAME L2 RS (NSS) BIEFE,
o ZRAF[{ARIFER (PAM) FHKRIEHN pam_pkcs1l #EHR,
- MITBRIABLE , €457 WorkSpace E&pkinitHiEE A,

LTERBRBIA#EMAenable_smartcardilAF48 CA EH AR MNE Linux WorkSpaces LA K a14a -
Linux J3 A &85+ WorkSpaces,

1. SIE—NBHA7T WSP thHi WorkSpace BI#T Linux., EILS# WorkSpaces ###]& WorkSpace
REBIA | BESME ERELSE WHE LA DIGERE WSP |, ARAFIEE—1 Amazon Linux 2 2
biiip: SR

2. TEFTARAH WorkSpace , M root HBEITU TS , Hfpem-pathz PEM X HIR CA iEH
X4 R,

/usr/lib/skylight/enable_smartcard --ca-cert pem-path

@ Note
Linux WorkSpaces RiZ &8+ LWIEB 25X AP WA EEBF (UPN) AR |
flansAMAccountName@domain , EFdomainRE£REF B (FQDN),
EMFAEZA UPN B4 , 558 run /usr/lib/skylight/enable_smartcard --
help , THREZER. &/ UPN BRSNS R —, Bt , KHx
FAMNAF 2 IMBITIRE WorkSpace,
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https://docs.microsoft.com/windows-server/administration/windows-commands/certutil
https://www.openssl.org/
https://developer.mozilla.org/docs/Mozilla/Projects/NSS

Amazon WorkSpaces EEER

3

(k) BRIABERT , FTERSEH B BE Linux EERAEREF BB RIE WorkSpaces, EfFEREF
BRI BT ERS , 4% EE /etc/pam.d/system-auth, BUH pam_succeed_if.so
F R auth THER , HIRBEEERBRSYIx.

HUH auth ITHERRE , EATRSEAERFFORIE , KFFHFMEIIRFS, BERSNE
R H DRI , BIMFIR A EB R,

FHTEMEMBEE L. WorkSpaceflil , BAIBEFERM— N RECEMER , UA TR E
Firefox FEAEEEF. (Chrome AFA4MBCEEF KR LBRAERF. BXEZELR , SN
Amazon WorkSpaces AAFIEEHFNEE X, )

M@ F 6122 B8 E Y WorkSpace Mt {5 #4582 WorkSpace,
F R B E X HEE WorkSpaces RAF B3,

AV Firefox REAEREF

& A LATE Linux WorkSpace B 751 SecurityDevices 5RBE | iE&H A F e 1E Firefox REAERE
o AXM Firefox RMAREBERBNEZFER , HSH L Mozilla KEEER, GitHub

1. 7E¥R WorkSpace A3k t|# WorkSpace B&BH £ , 2| —NE Hpolicies. jsonWIF X/
usr/lib64/firefox/distribution/,
2. 1£ JSON X7 |, RINEAF SecurityDevices KB , EEFHNAME_OF_DEVICERIEE A RKFR
RpkcsEBRPWEME, Hlin , BOJEEEFER "OpenSC" XHFME :
{
"policies": {
"SecurityDevices": {
"NAME_OF_DEVICE": "/usr/1ib64/opensc-pkcsll.so"
}
}
}
H PEHERR

RNTHEBEE , BUHM pkcsll-tools TAITE, hXATERFEHRITUTIERE

- JHBKERET,
- FIHEKERF EWE,
« FlHEKE R LRI,
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https://docs.amazonaws.cn/workspaces/latest/userguide/smart_card_support.html
https://github.com/mozilla/policy-templates/releases

Amazon WorkSpaces EEER

ARES BRI —EHE IR

- BEILBHRSFIER,

- BEEFLESANUUEAFPEERMIES. EBERATRER TR
- IEBHR CA,
« IEFHRY <KU> M <EKU> FB,
« IEEBFEFHH UPN,

« ZMEBNEHRAEPRFE <EKU>msScLogin,

BE  BERE-TRATEEREFSORIENIES , ZEPRFBERFNE—ME,

ATEBEERFLAEBMESR (FINPBRREFRGFIEPSNZS ) WTETUERGEEmRE. ATAK
WEERFHEMBTEIE

* opensc-explorer

* opensc-tool

* pkcsll_inspect

* pkcsll_listcerts

* pkcsl5-tool

B AR AEIER
EHEE pam_pkcs1l M pam-krb5 BEEE , EAILE AR ARIZR,
1. 1& /etc/pam.d/system-auth-ac X#H , 4538 auth &4 , 3 pam_pkscll.so

nodebug Z¥E X debug.

2. 7& /etc/pam_pkcsll/pam_pkcsll.conf X#H | debug = false; EH debug =
true;. debug EWM % 5ER TEMMEEFER , Hit , BUgEEEEZEEpam_pkcsl11Zo T
FRMEBEREEFE D ( BRIAMBR T , XN mapper generic) F , WE#ITER,

3. 1£ /etc/pam.d/system-auth-ac X#H , &5 auth B4 , H¥F debug =
debug_sensitive ZHUFMZE| pam_krb5.soo

BARBAXAXZCERRE , RELEEEEHKRBPITEE pam_pkcs1l BiXHE. KEH pam_krb5 AYH
BiEid%f /var/log/secure H,
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Amazon WorkSpaces EEER

EREERFIEPRFZBAINAF,E , BEAUT pklogin_finder %% :

sudo pklogin_finder debug config_file=/etc/pam_pkcsll/pam_pkcsll.conf

REIR A , A BB+ PIN, pklogin_finder ¥ stdout £ NETBIOS\username B9 H
EEEFITIBHWAFRE, WAFPEBME WorkSpace A & ITEL,

£ Active Directory i fRSS (AD DS) A1 , NetBIOS 3% 2 Windows 2000 Z BIfiZ &, BE
({BHIEL 2L ) , NetBIOS =& 2iF B RS (DNS) HABAN FiF, Bl , 20R DNS HAE R
example.com , N NetBIOS iH&ZE& N EXAMPLE, #15 DNS &5 corp.example.com , M
NetBIOS & EH 71 CORP,

flgn | 3 Fi corp.example.com FEYAF mmajor , 3k B pklogin_finder B9%itHJ3 CORP
\mmajor,

(® Note

MREWEIEE "ERROR: pam_pkcsll.c:504: verify_certificate() failed" , NI
HWEHERR pam_pkcsll EEBREFLRE TRHEAFBIRENIED |, BiZIEBREZERT
EHIRBIMIR CAIER. REXFERN , pam_pkcsll €t EREE , REEEHT —
MEH, EREXRFSEAF A LE BEZEZITIRBMIR CAIERWIERN , TATHTEHR
iF,

EHEE pam_krb5s EERE , BULUERAUTHSERREXNTFESEA kinit :
KRB5_TRACE=/dev/stdout kinit -V

L E R R AL ThIREN Kerberos ZiER F ZiE (TGT), MREAM , F2REGSHFEXNRINERED
Kerberos E£&Z#, i , 3 Fi3 corp.example.com FHAF mmajor , FAUTH S :

KRB5_TRACE=/dev/stdout kinit -V mmajor

MR an-SIh , NEBE ATAEH EM WorkSpace Fi 7 & 2l Kerberos EEB A ME T, KE /
etc/krb5.conf X/ [appdefaults]/pam/mappings £B%

MREGEFRY , BETFHEBHN kinit HHIIT , BRE /etc/krb5.conf XHHH pkinit_
MXBEE, flon, MREEFIESMED , WATBEEEX pkinit_cert_match #ITE X,
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Amazon WorkSpaces EEER

RAEEA Internet T5E]AXBR WorkSpace

& WorkSpaces A EEH LR BERM |, XHEFRERREERENENHBENARER. ERALUEAN
Tk 2z —RAFEEEUFE = (VPC) WorkSpaces i/ 8] B EXM .,

Options

- WorkSpaces EFAE FRA B EH , HEEHW VPC B FRPEE NAT MK,
- WorkSpaces EAE FMFABZRHN , RFEIHF 3N IR WorkSpaces 7 BL/AF IP Hbiik,

BXXELETNEZER , 55H FUTUEE VPC WorkSpaces,

X LRI P P ER— , BELXNERENZ24H WorkSpaces B iFiw O 80 (HTTP) Fl 443
(HTTPS) LIS REZAFTE Bt (0.0.0.0/0).

Amazon Linux Extras &

MBEFERANRIL SE Linux F#E |, MIZRIEZE Linux WorkSpaces 2 BEW 15 7] B EXR | =& &4
TR 174 FEF E Amazon Linux ZERE VPC KinT 2. BXREZELR , S Amazon S3 i
KPHYRA : ZAX Amazon Linux AMI FEER L EERS . SMXEARH Amazon Linux AMI & B
#B = Amazon S3 F#N. MREFE VPC HHEFIBEN K KIF B ZFMHE | FAlEE KL AT
FXLEFEEH TR, AT RER T3 Amazon Linux 74 E 8 77 B PR

{
"Statement": [
{
"Sid": "AmazonLinux2AMIRepositoryAccess",
"Principal": "*",
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": [
"arn:aws:s3:::amazonlinux.*.amazonaws.com/*"
]
}
]
}
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints-s3.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints-s3.html

Amazon WorkSpaces EEER

18 Z £ 4H WorkSpaces

e 5E M B XA WorkSpaces , T2tIBZRANZE£4A , —MNATEREHSR , 5—1MAT
B % WorkSpaces #, B FZFIZZNRZELANBF N B FIRRF/FIR _controllers ( 4l
| d-12345678e1_controllers ) o HWRELHMBZFE B RIMRFAR , FHRE
_workspacesMembers ( 5140 , d-123456fc 11_workspacesM embers ) . WorkSpaces

/A Warning

BREH, MBERIDBE _controllers F _work spacesM embers 440, {EHHMIERIX LR S
ARENL , AAERIMERXLELSAFE , SNTEEFCIENEHRRMEN]. MXIFESE
BESEERT Linux E418 Amazon EC2 22 4A =& A F Windows E#I#) Amazon EC2 &%
4,

B LU ERIA WorkSpaces 2 AR MEIE RP., FHINWELLHE WorkSpaces B RxBk /5
WorkSpaces , ZRHHFHLLHRER WorkSpaces WIREZ LA FREFNRESH, BT
XNFWEBINEZ A RNBITELZELHEF , WorkSpaces MEAERNERTER , MAETEEAHR,

LHIEFZANZLHAE— WorkSpaces B FZXEKE , BNLZLEAMNHAN SBWERHRSUSIE—HMN
N, BIRATsEREBRNZEHMN,

EXLZLHEANEZEER |, 551 (Amazon VPC BAFIERE) RHER VPC E4L 4,

@] WorkSpaces B XHRtnZ &4

$TFF WorkSpaces ##l& , it} https://console.aws.amazon.com/workspaces/o
ESMERT , EEFA .

‘R B F , ARFIEER Actions, Update Details,

BJFF Security Group #}iEFE—MN&L24,

EREFIHIBE,

o K~ w0 Dd =

ENZ2ARMBINELZELHE WorkSpace MANH#ITEE , BHHFNRELAPELER elastic
network interface (ENI) WorkSpace.

mINBLZEARNINZ LA WorkSpace

1. BREEFHMNE WorkSpace 1 IP i,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-security-groups.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/ec2-security-groups.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/ec2-security-groups.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html
https://console.amazonaws.cn/workspaces/

Amazon WorkSpaces EEER

a. ¥TFF WorkSpaces #Z#|& , Wit https://console.aws.amazon.com/workspaces/o
b. REBIF&8 WorkSpace H#1i2xH WorkSpace IP thiit,
2. KIEE /MM WorkSpace HEFHHEHZ LA DB

a. BILATMuLITH Amazon EC2 ##|& : https://console.aws.amazon.com/ec2/,
b. EMBZSRLT , BEMEZEO,

c. BREEDSHE 1 PIERKHNE—IP bk,

d. EEEZIP ik XEM ENI, EERRE K REERERLL4,

e. BEERWRLA A6 AFERRE.

f. BESEXHMEAIEES IIITE WorkSpaces,

&R T &8 WorkSpaces B IP i8] &l48

Amazon WorkSpaces St i &2 §I a] LA BRLE 1P itk 5 R 2 #Y WorkSpaces. B FERAET IP thit#y
BEIE , BUUENFEERTE IP #hatd , HNAFAFEEZT UEMERHRIE WorkSpaces,

P iAEHEA YRR AE |, ZELXER T2 A TR MR iEEE WorkSpace #9 IP ik,
E5E CIDR #utssE , M IP GREHIERMAN , AEFZESENEFREK. BALLFENIP
HREFHAS —NEZNE FRXEK, BAURBNKEGHNEN Amazon Ik 8|2 &2 100 /N IP G R
FlH, T3, BREFHES 25 N IP HRIEFIESEANB FRXK,

BNEFBE - IP FREH AR, LERINABE—FKEBIARN , LA TR NE [tk iER
H WorkSpaces, BFTEEHEZHEIA IP HRIEFIE, WRESZEN IPiAEEHEASENERX
Bk, BEARIAL, MREF P iHREHASEFRKE , NBRIARY IP 17842 H A [0 iEE,

BERENZEEMEEELE IP it M IP #utSuE |, E@ IP HREFEHARMmAN, mRENHFBE
& NAT M3<=k VPN 7R E WorkSpace , 8412 L iF M NAT W<ER VPN 94 F P ik & H Y
TRERHN,

(® Note

o IPiFEHZEIAT YR NAT EAZIA IP ik, MMREER NAT , BEFEEENEAES
IP it M A RENA IP #hik, B4R NAT £ WorkSpace £iFHENER E —&74 IP it BB FT
B UDP %iE.,
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- IPiAREESIARTESAF THERS A HSEEREES WorkSpaces B IP ik, AF{BA
AJLAfE A Amazon WorkSpaces B9 /23t API MR IP bt T WNER., EE, XAEY

ok
BEo

BT LURF L ThBES Web Access, PColP E&F Fig&i&E B F macOS. iPad, Windows, 1 Android B9
BEFimBRARFESER,

B IP T5R 2 %14
AR FADA IR IP i 24IE. S 1P BEZHATUEEES 10 MR,
BIZ2 IP V5144

1.  FTFF WorkSpaces #£#|& , Wit : https://console.aws.amazon.com/workspaces/o
ESMMBHKT |, % IP Access Controls,

1%£$% Create IP Group,

£ Create IP Group (BRI IP L) XiEEH |, WAANBHAEIR |, AF %R Create (BIE),
EEMEE , REIER Edit.

FFEA IP bk |, %£3%F Add Ruleo XtF Source (RIR) , fi A IP #udib sk IP bS8, X Fii
B, WA, AMEMNGE , %EF Save.

o g A~ W b

& IP TrEZEFIE 5 B F Bk

BRI LUR IP FRHRHIA S B FRER , U RRXMZEER ML B WorkSpace,
WMRFEKEAMNE 1P HERSIAE B FKRE , M IEXSFTE WorkSpace WFTE LR,
P ipRIEEE 5 B FRE

1. 3TFF WorkSpaces ###l& , it : https://console.aws.amazon.com/workspaces/o
2. ESMERP , EEEF.

3. E&EBFR , AFIEE Actions, Update Detailso

4. R IP Access Control Groups , Fi&FE—MEHZA IP iHRIEEIEH,

5. B“EREHARH.

/I IP R1RHI4A 72
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% 1P T7E 2 HI4

&R AMERIIARY IP 5 RHRHIAEN QI 1P U7 R4 64 /Y &t

MIREW IP HREFIA IR — IP R HI4

1. $TF WorkSpaces ##l& , B#LR : https://console.aws.amazon.com/workspaces/o
2. TESMBEKSP , % IP Access Controls,

3. EBEMFEYH , REIEF Actions, Copy to New,

4

£ Copy IP Group (E#! IP 4B) XiFES , m AFEANBMANEIR , RE%EEFE Copy Group (£l
4),

5. (AIE) ERUMNRBATPS RN , HEFEHE , AGER Edite. BREFERM. EXSMERMA
)mJo ﬁj:% Save ( 1%# ) °

I BR 1P 15 7] 422 il 42

A SABBRT A 1P 5 R FI4E AP BR AR, 20 RIIBR — N T RFEZERIE WorkSpace HAM , WA
FY$51iZ WorkSpace HiFFiE$#E,

FERJEARIBR 1P 15 R4EHIA 2B , BT ESEM B FHEERXEK,
TER 1P 5 ) 4= 4R

1. $TF WorkSpaces ##l& , B#ER : https://console.aws.amazon.com/workspaces/o
2. ESMmERKRP , EFE R

3. WFBANE IPIHEEFIAEXKNE R, FEFZB R , RFERF Actions, Update Details, BFF
IP Access Control Groups (IP 5 RI#Z2HI4H) , 7EBR IP iF R FIH NS IEAE , RFIERE Update and
Exit (B 38 H),

4., TESMBEKP , %&#F IP Access Controls,
5. EEFTEA , AF %R Actions, Delete IP Group,

A WorkSpaces X & PColP & i

PColP EEF RN S A PColP tHiL# WorkSpaces 42 HEA.
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MREEHNEEFIHIEENEMHRN 6.0.0 RESHRA , BHAF LB EEEE WorkSpaces, &K
AFERASEFIREEBEFEZETE WorkSpaces B , BT EH WorkSpaces B XFEAZEF KK
if (MFA), BEXNEZERA MFANESZEES | BSRUT X

« Amazon Managed Microsoft AD - {Amazon Directory Service EIE5r) FH 7 Amazon Managed
Microsoft AD |5 A ZE & AR,

« AD Connector - {Amazon Directory Service E¥EIEm) H I AD Connector J5 A Z B 5 3 K LA
R ZE 5 MR (AD Connector)

- Z{E4E1H - {(Amazon Directory Service EXE1Er) H M Amazon Managed Microsoft AD J5 Fi %
ESHRIE

« Simple AD - ZE 5K IEX Simple AD RH o

H2021 ¥4 A13 BE , #£4.6.0 M 6.0.0 cANERFIRRBEEHFRAF , FTHEXFER PColP
Connection Manager, MRENTEE P imE4MRATZ 6.0.0 HE ShRAS , WAL R AT Wik @
Desktop Access iT FISRIRENE#FTE 4 : hitps://www.teradici.com/desktop-access.

/A Important

+ 7£ Teradici PColP & Web #0 (AWI) = Teradici PColP BE#&lA (MC) # |, FHRE
BT MERTE B (NTP)o XF NTP 41 DNS &#5 , A pool.ntp.oxrg , HIF NTP
EHIKORER 123, WEKFHA NTP , PColP BEF A AL W ENEB A MER |, f
WMREMNIERRTREEmER.

« M PColP KK 20.10.4 MRAFF 4R , Amazon WorkSpaces ZRIAZ B3 Windows JEf &
HITH USB EE R, HEWAFER PColP EXFIRRFIEZEEIH WorkSpaces Bt , bbiE
MERIEELF I USB AR REZNITH. BXEZEE , BSRUSB T EHYLAE M USB 4
BT EATF PColP B&F .

BXRZEENERE PColP EEFHRENER , HZ (Amazon WorkSpaces FIF#E®) H# PColP
EEFPif. BXA#EN PColP BEFIRIRZIIFK , 1S Teradici MiE EH PColP E&F i,

NARH Linux /8 B SSH i£1# WorkSpaces

MBEHEHN AP BEFE AR SITERESISRMN Amazon Linux WorkSpaces , M TT LS B SSH iE#,
&AL A 5 B 3% WorkSpaces FFTE AR SSH &E# |, th Al LUS S5 B % WorkSpaces R A K
SSH #E#,
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EFA SSH iE#E , BULGIEFNRZLASLENINERLE , RAEFMANAARF AL RERATILE
., REERAEMXSEBIRBAE , T’Eﬁ'—ﬁ]*&tﬂ?’“%ﬂ)\lﬁﬂtHAEEI’J%HEumO EEABEERREA
B, BNRAFMEMA TR Putty SiHE ML s NHIRZE R Amazon Linux. WorkSpaces
BXEZEER , 5SS Mthe section called “Z£ 4",

BXUMHIE , BSHEW WorkSpaces £ SSH E# KK Linux Amazon ? £ Amazon ZIiRH 4
Eo

AEN

« B SSH HEET D Linux B % R%ZH WorkSpaces

- BHAS5EB %A Amazon Linux WorkSpaces B SSH i£3%
« W5 Linux PE T ZBH B MRIE 2 WorkSpaces

- BRAEEETDH Linux B SSH £ WorkSpace

« WorkSpace £/ Linux = Putty 3E# 2 5 Linux

B SSH ERET % Linux BY %8R4 WorkSpaces

- BHAAY SSH & WorkSpace -ER AT AL SSH REFRE — M=%/ Amazon Linux
WorkSpaces BIHN | FRREHEEE SSH EZENIRZN LA HFLE IP ik WorkSpaces, 4l
m, BALEEEMAAESR (VPC) ZAMRZNLE IP il , REBESEMNTFRE— VPC FHHE
ft EC2 £H|#9FLHE IP it WorkSpace,

MR AT X WorkSpace N A thig &S , WA AZEEBRMYERPFEAEREE ‘BN IP thut 2
ft 4" HEA LTRSS : Check IP,

« JE3ZZ WorkSpace — B3I & & F Amazon Linux B9 SSH iEEEZELL T EE WorkSpace,
IBEREFH Active Directory 3iHY NetBIOS & #io
- &#) WorkSpace AF &,
« IREEEHM WorkSpace WA ASHFAE IP Hbit,

B MRER VPC EER A TN H BET LI RNIZME | M IEEZMENFAE IP it
WorkSpace.

N IRE WorkSpace BAE IP #hik , M AT LAEA WorkSpaces 2 HI A EKRAHE IP #hik |, 40
L/{T *EEFﬁ-Lo

B33 SSH 3E#T T3 Linux B9 %R 544 WorkSpaces 75
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https://checkip.amazonaws.com/

Amazon WorkSpaces EEER

E&EH WorkSpace R EIE#EM Amazon Linux B IP it B A F A

1.  FTFF WorkSpaces #2#|& , MiLH https://console.aws.amazon.com/workspaces/o
2. ESMBE®D , 1%£F WorkSpaces.

3. 1EFIFR WorkSpaces , 1%£3F WorkSpace E/3 i SSH E#ZM,

4, 1£BTERX Hd | #IA WorkSpacel RS R “7T A7,

5. B WorkSpace BMEMMETLUERITARE , A ETUTER :

- WorkSpace FliR™=f, XK FAE IP #hit WorkSpace,

EEAE IP Mt F sEIRENS X BRMY elastic network 310 WorkSpace, BEEMEKEATRER R
BMRLERE 2 RENAE IP itz KH1E 8 WorkSpace,

- FAF WorkSpace . X2&NEEMIBEEN B WorkSpace,

BN AT ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESmBERSD , EEMEZED,

EBRER , BALBELE 5 Hid TWorkSpace B IP,

£ 5 WorkSpacelP x<BrHIMKEZO,

10. WRE WorkSpace BLE IP ik , MZMuFERE IPv4 2F IP 5, i2 FiZtbit ( 20RE
A)o

© © N o

BHRIEEIZZIM Active Directory 15 NetBIOS & #7

1. TFF Amazon Directory Service ##l& , L https://console.aws.amazon.com/
directoryservicev2/,

2. HEBFRIRKRD , 2HiZHEFM B F ID §8# WorkSpace,

3. 7E Directory details (B FiFHER) 5+ , I8 T Directory NetBIOS name (H 5 NetBIOS H
o

B A5 H %A Amazon Linux WorkSpaces ) SSH % #2

EZ A 5B 3% WorkSpaces H778 Amazon Linux B9 SSH &E# | HHRITUUTRE,
FH AT AL SSH RER [ B XF A Amazon Linux WorkSpaces LN Sl EZZ 44

1. 3$TF Amazon EC2 ##lA : https://console.aws.amazon.com/ec2/,

BRAEEFF A Amazon Linux WorkSpaces #J SSH £ 76
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2. HESMERT , AERE4A,

o g kW

ERCELL4A,

BARSENEN (k) MER,

F VP C , iBiE$E WorkSpaces 2 EE/5H SSH E#EH VPC,

£ Inbound (AMh) &I+ £ , #%4% Add Rule (RINFN) , REHRITULTIRE

X F Type , #%£# SSH,
¥ F Protocol (M%) , FE#&i%F SSH & BBIIEE TCP,
34F Port Range (% A58 E) , &% SSH & BIEE 22,

FNF R, BERAPERATEENITEYNAE IP #it# CIDRSEE., WorkSpacesfilin |, 22
=) P& R REM L,

¥t F Description ($#iR) ( AliE ) , BAHN AR,

7. EE BE,

W5 Linux PETEBH 5 M EIUE 2 WorkSpaces

2023 & 11 A 10 B 2 # WorkSpaces # H#I I L Linux 2 BRINE A SSH BB IANIE, ERA T E#
Linux 2 , 7 11 A 10 B2 /5 WorkSpaces # i, BRIANER TEA SSH & 5 4RI,

£IA Amazon Linux 2 WorkSpaces 3245 77 2% F 2310 & 19 16 ilf

1. JB3h) WorkSpaces & f~ if 7 & X 2K WorkSpace.
2. AR WMEOD (NARRE>REIE >MATE LI ) .

3. HZWEAYF , ETUTHT.

sudo sed -E -i 's|A#?(PasswordAuthentication)\s.*|\1 no|' /etc/ssh/sshd_config

£ BIER Amazon Linux 2 WorkSpaces 32617 /3 i %18 5 B 1KRiE

1. J33) WorkSpaces & /= i 7 & F 3|42 # WorkSpace,
2. HAARED (NMNARRF>RSEITE>MATE LR ) .
3. HAWEAH , BITUTHS,

sudo sed -E -i 's|A#?(PasswordAuthentication)\s.*|\1 yes|' /etc/ssh/sshd_config

W55k Linux EFZBH 5 3 1IE 2 WorkSpaces 77
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5 Ubuntu @ , WorkSpacesAmazon Linux 2 WorkSpaces BRIATE B E N EE&FTRE SSH BB 5
HBRINZE, WMREIEIE Amazon Linux 2 FERIAGE BT B E LR WorkSpaces Bt iER SSH &3
SMRRIE , BRTEAFZBEHRILIN , BESAEHR/etc/cloud/cloud. cFg 4 LAMIBR €12 B & X Bk
Bssh_pwauthFf@EMIT,. EEH /etc/cloud/cloud.cfg X# , FETUTHS :

sudo sed -i '/A\s*ssh_pwauth:.*$/d' /etc/cloud/cloud.cfg

BRES%ELDE Linux BY SSH iE# WorkSpace

EZABEHE Amazon Linux 89 SSH ##2 WorkSpace , BT T g4k,
@B RELH RN 2T AL SSH RE#H A4FE Amazon Linux WorkSpace

1. BEUTMUEITH Amazon EC2 ##I& : https://console.aws.amazon.com/ec2/,

ESMEKT , £ Network & Security (NEE5R£M) T , %F Network Interfaces (M&&#0),
EEREHR | BAZEFH SSH iE# WorkSpace HEIFAE IP #hit,

£ Security groups (Z£4) 5mh |, BHREHWEER,

£ Inbound (AMh) T+ £ , %&$#F Edit (%R1).

1%4E Add Rule (GRIAMA) , REHITUTRE !

I

« XIF Type , #%&# SSH,
« XF Protocol (%) , &% #ZE SSH M BHBHIEE TCP,
« X}F Port Range (ix ASEE) , E&%EHF SSH N2 B3EE 22,

« XIF Source (JR) , & My IP (39 IP) = Custom (BEX) , AAFH CIDR RRZEHE
EBEA P #hut sk IP #utSelE,. Bl , REH IPv4 it h 203.0.113.25 , BIEE
203.0.113.25/32 , LAfEA CIDR RRAESIH B IPv4 thit, MREN QT ESERE—T
B tbit |, FIEEEANEE , i 203.0.113.0/24,

« XJF Description (#R) ( 7Jik ) , BAFN AR,
7. EERE.

WorkSpace £/ Linux 3 Putty E# 2 &# Linux

EZRBERERMLZLAHRBMAAEANGE , BAFMEMA TR Linux 3 PUTTY MNEIR&ERE
B BHi%%E. WorkSpaces

BRAS%ETLE# Linux B SSH 3%E$## WorkSpace 78
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@ Note
EERATE-—SE2H , FRREES

o IRERZZFIM Active Directory HHY NetBIOS & Ffo
- BAKEREMWAF® WorkSpace,
o IREEREMM WorkSpace A ARFAE IP tbit,

BXRWAFREULEERRER , ESRAEFHE B 32 Amazon Linux B & R%
# WorkSpaces’

WorkSpace £/ Linux ZE# 2T 5 Linux

1. LEBRSMOITHGPRREHBAUT®S. T NetBIOS ##. ###M WorkSpace IP ¥ , f
ANERKE.

ssh "NetBIOS_NAME\Username"@WorkSpaceIP

AT R SSH sa iy Rfl , B

« NetBIOS_NAME 73 anycompany
« Username A janedoe

« WorkSpace IP =& 203.0.113.25

ssh "anycompany\janedoe"@203.0.113.25
2. WHIRTAE , # A5 WorkSpaces & Fiwdt 1T B AU AN HERBZEB ( 8H Active Directory
BB ).
WorkSpace £/ PuTTY E# S# Linux

1. T PuUTTY,
2. £ PuTTY Configuration (PuTTY EZiB) MiFES , MITUUTRE :

WorkSpace A Linux =% Putty JE#EL S # Linux 79
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« X¥F Host Name (or IP address) (EHHB ( = IP #idlt ) ) , MALT @R, FXEESHRNERMN
HEHEMY Active Directory 13i#9 NetBIOS & ¥ WorkSpace, A FEENAFBUREEREN IP ib
ik, WorkSpace

NetBIOS_NAME\Username@WorkSpaceIP

- WF®O , WA 22,
« XF Connection type (E#E3EH) | #%$#F SSH,

BHX SSH an THI A TBREPHLZR 1,
3. &EITHF.

4. HIRRE , % A5 WorkSpaces & P it 17 5 WL £ AR ER 258 ( 28 Active Directory
1) .

FrER Bl E M BARSH 4 WorkSpaces

YE} WorkSpace B R , BUM THREXMBRENRSHGHNATHE,

« the section called “BRHREE”
« the section called “Windows 42~

« the section called “Linux 4B 4"

« the section called “Ubuntu A4~

VEBBAREE

RINBWEFEESANIRERSERIKAK, WorkSpaceiZ WorkSpaces [REEEIWRFFASLE BN
ARG ERZRSHNEFRGANH, NRENALEEETRRAR , BENATMNER KR
Amazon Support 2 Amazon & = H#BA,

Windows FTEM RS A4

£ Windows t WorkSpaces , RFHMGLREEZUTHE. TERBR, EX, HLESIFBEXLERR, W
RiX# , WorkSpace M EEEETT.

MR EZETBRBHMHS WorkSpace , FHEREFR2TIHEZEEUTNEN RIS AHE.
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* C:\Program Files\Amazon
:\Program Files\NICE

:\Program Files\Teradici

:\ProgramData\Amazon

C
C
* C:\Program Files (x86)\Teradici
C
C:\ProgramData\NICE

C

:\ProgramData\Teradici

32 {u PColP {3

B 2021 £ 3 A 29 AiE , HA 1 PColP REM 32 ML EHH 64 i, X TFEMA PColP LY
Windows WorkSpaces , XZE WM& Teradici XM ESMNEHR N, C:\Program Files
(x86)\Teradici C:\Program Files\TeradiciHFEAVEENLFRENELFH T PColP £
B EEDERSE , BEAFEH 32 MREMAE WorkSpaces A RELLE M A K,

MRESRE 2 MAEBENTERREE 7THAEAN, PBHAESHEHERDT (EFFRNENR ). 4
KEXIR (GPO) ®RE D Microsoft R /OBl EE ST (SCCM), Microsoft i < Fi & & E 87 KLU
BREEETEMIRE B NELIF 64 MREBNTEEZFMIXLZEEF,

MRBEFFIRTEM 32 L PColP AHHRE , BFLFHRFARMNE 64 VRAWAHKF., BT
WorkSpaces AIRER 2RI EFHAIERE , R BEFEN 32 BREERN 64 VKR, BUNEF—
LEEX X WorkSpaces AIRE LA IEE T4E, fltn , MREWHEBRTIHBELIREE T C: \Program
Files (x86)\Teradici\PCoIP Agent\bin\pcoip_server_win32.exe , Nk &AHH

B0 C:\Program Files\Teradici\PCoIP Agent\bin\pcoip_server.exe., RE# , 21R
B HERR M BE T EESE T C:\Program Files (x86)\Teradici\PCoIP Agent\bin
\pcoip_agent.exe , MEMAFURI C:\Program Files\Teradici\PCoIP Agent\bin
\pcoip_agent.exe,

PColP HERFZEHBRFZENR — FEE , SEHHNEA 64 (RER , PColP FHE RS (C:\Program
Files (x86)\Teradici\PCoIP Agent\bin\pcoip_arbiter_win32.exe) fF#HlEx,
WorkSpaces

PColP & i USB i&%& — M PColP XE# 20.10.4 flRAFF 2 , WorkSpaces T Li#hBRIAZE @
& Windows FMki##1THI USB EEM. HEWAFFER PColP BFFIRIRZFIEEET USB AAERE
B, HEMRIRELSE M USB AERENITH. WorkSpacesEXEZEER , S M USB $TEIHLA
Hh USB ABIE R TERAT PColP B Fifo

Windows 4 # 81
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EEEmE

Linux FTEMN RS A4

£ Amazon Linux WorkSpaces £ , REHEHFZEEUTNE. FERER., Fck. PALESREEIXLXT

R, WRXHM , WorkSpacelF L EEFEIZT,

(® Note

o E M S #TE R /etc/pcoip-agent/pcoip-agent.conf AJ§E4 WorkSpaces &
BEELETHE  HETEEELENHETCN], BXIEX /etc/pcoip-agent/pcoip-
agent.conf WEER , BSREERNITS# Linux WorkSpaces.

« /etc/dhcp/dhclient.conf

« /etc/logrotate.d/pcoip-agent

« /etc/logrotate.d/pcoip-server

« /etc/os-release

+ /etc/pam.d/pcoip

» /etc/pam.d/pcoip-session

+ /etc/pcoip-agent

« /etc/profile.d/system-restart-check.sh
+ /etc/X11/default-display-manager

« /etc/yum/pluginconf.d/halt_os_update_check.conf
« /lib/systemd/system/pcoip.service
 /lib/systemd/system/pcoip-agent.service
* /1lib64/security/pam_self.so

* /usr/bin/pcoip-fne-view-license
 /usr/bin/pcoip-list-licenses

* /usr/bin/pcoip-validate-license
 /usr/lib/firewalld/services/pcoip-agent.xml
 /usr/lib/modules-load.d/usb-vhci.conf
 /usr/lib/pcoip-agent

* /usr/lib/skylight
 /usr/lib/systemd/system/pcoip.service

Linux 4
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 /usr/lib/systemd/system/pcoip.service.d/

* /usr/lib/systemd/system/skylight-agent.service
 /usr/lib/tmpfiles.d/pcoip-agent.conf

* /usr/lib/yum-plugins/halt_os_update_check.py
* /usr/sbin/pcoip-agent

* /usr/sbin/pcoip-register-host

* /usr/sbin/pcoip-support-bundler

* /usr/share/doc/pcoip-agent

« /usr/share/pcoip-agent

* /usr/share/selinux/packages/pcoip-agent.pp

« /usr/share/X11

« /var/crash/pcoip-agent
 /var/lib/pcoip-agent

« /var/lib/skylight

« /var/log/pcoip-agent

 /var/log/skylight

« /var/logs/wsp

Ubuntu FTEM RS A4

£ Ubuntu £ WorkSpaces , RFEHLREEUTNE. TEMPBR, TR, EILESBEEXLENR, MR
XEEM , WorkSpace T £ EEETT.

« /etc/X11l/default-display-manager

+ /etc/X11/xorg.conf

« /etc/dcv

« /etc/default/grub.d/zz-hibernation.cfg
+ /etc/netplan

« /etc/os-release

» /etc/pam.d/dcv

+ /etc/pam.d/dcv-graphical-sso

« /etc/sssd/sssd.conf

Ubuntu A4 83
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EEEmE

/etc/wsp

/1ib64/security/pam_self.so

/usr/lib/skylight
/usr/lib/systemd/system/dcvserver.service
/usr/lib/systemd/system/dcvsessionlauncher.service
/usr/lib/systemd/system/skylight-agent.service
/usr/lib/systemd/system/wspdcvhostadapter.service
/usr/lib/systemd/system/xdcv-console-update.service
/usr/lib/systemd/system/xdcv-console.path
/usr/lib/systemd/system/xdcv-console.service
/usr/share/X11

/var/lib/skylight

/var/log/skylight

Ubuntu A4

84



Amazon WorkSpaces EEER

‘E I WorkSpaces B &

WorkSpaces £ B &R 7 MEE WorkSpace X AFHMRXER, AIFERAUTEIZ— :

« AD Connector - £ I B A1 28 Microsoft Active Directory, F -~ A] LAE FH H 4N it TR BEIF & F
WorkSpace H# M E WorkSpace 1 R A ith P8 &R

« Amazon Managed Microsoft AD - 8|2 1E Amazon £ & Microsoft Active Directory,

- Simple AD - 8|25 Microsoft Active Directory &AM B , ZHFXH Samba 4 ##HtX#F , H%&E
Amazon EHEE,

« Cross trust - f£2# Amazon Managed Microsoft AD B F&5 4 #hi5 < 8 f BEEX R,

BXRERIAZEIX L B F /S 3h WorkSpace WEIFE |, 1SR A WorkSpaces /& 3 iE L £ H o

@ Tip
EFATHREHTBHENERINELDIE SR (VPC) RITEFEEM , SR IE Amazon
WorkSpaces B & E X,

BIBZBFE , LRMER IR (W Active Directory B T B) {TKE 0 B REEES ., EAILUEH
WorkSpaces ZHl BT — L EREEES , FARKARTHMES. BEXEEAFPNEANESE
B | 2 REE WorkSpace i #3 WorkSpaces & & Active Directory EE T &,

® Note

« Amazon WorkSpaces BRI F X HFEXLZBEF—EFEA,

- WMREN Amazon Managed Microsoft AD B REENZXEFEH , M ReeFMEXEHH
B FLA{ETE Amazon WorkSpaces F M, =R EE S XEHEMZE FLLA T Amazon
WorkSpaces kM., &#IXiZAH Amazon WorkSpaces X/ Amazon Managed
Microsoft AD # 17% X i & #l,

« Simple AD # AD Connector #8522 E A , A AT WorkSpaces. fIRZELL 30 Xi&E —
# A WorkSpaces 54 #) Simple AD =% AD Connector B & , N R &N B BUHEMiZ B
x , TAEBREAT Amazon WorkSpaces , M Bff4#E#& Amazon Directory Service EE#1I5%&
MEEWEZ B &2
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Bz B, HS MR WorkSpaces #) B F., TIREMBERT Simple AD = AD
Connector B % , NI HEBEFHFF 15 WorkSpaces B , AT LABERT 612 —/NETHY B %o

Bx

+ [ WorkSpaces X/t B &

BB B FIFHEE WorkSpaces

E# Amazon WorkSpaces #J DNS R 25

il Bx WorkSpaces B9 B

& Amazon Managed Microsoft AD /5§ Amazon WorkDocs

53 WorkSpaces % i& Active Directory E¥E T E

6] WorkSpaces it B &%

ZE A WorkSpaces £ IlE Amazon Directory Service B & , &41[a WorkSpaces % B . &
Mm—NExE , BIA&EZ B FH /330 WorkSpace.

R
EXMETE WorkSpaces HERAMN B F , BTHEUATER :
. MREFEABE Amazon Managed Microsoft AD = Simple AD , N#ZH B R F&EAALE FH

o BT 2% B A LLiG R WorkSpaces FRTER VPC,

BHXxB M VPC ZITHNEZEER , BSREE Amazon WorkSpaces H&{ERE A KB,

(® Note

Simple AD # AD Connector 8 5% %&#£/A , A AT WorkSpaces, fIREL 30 K)gF —E£fFE
F8 WorkSpaces 5##) Simple AD 5 AD Connector B , RS FEECHEIMZER , T
EBEFE AT Amazon WorkSpaces , i Bi¥483& Amazon Directory Service T &5k [6 UL

EiZ B XM A,

EfpRZE B F , 55 REMBIER WorkSpaces B B F. MREMERT Simple AD 2% AD Connector

B, NYEBEHRITRMER WorkSpaces B, AJ LABERT 612 —/NETHY B Fo

FEM B R 86
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ET B %

1.  FTFF WorkSpaces #Z#|& , MitR : https://console.aws.amazon.com/workspaces/o
2. ESMERP  EEREFR.
3. EEBEF.
4

1%£3% Actions. Register,

® Note

« Amazon WorkSpaces BRI F X HFEXLZBEF—EFEA,

- IR Amazon Managed Microsoft AD B BB N ZXEHEH , N REEEMEX T
F#Y B FLLETE Amazon WorkSpaces FfEA, ZiH7EE 6 XEHFEM % B FLA
F Amazon WorkSpaces kM. & &IX18AH Amazon WorkSpaces T X &£ A
Amazon Managed Microsoft AD # 172 X & %,

5. EEXRBETRTTARXH VPC WHENFM, XLEFREH T BB WorkSpaces, BXEZE
B, i#5Z#Amazon # 8] A X8 WorkSpaces,

@ Note
MRETHBERFERLEFH |, FEFELEHIED.

6. WTFEHABBRESNE , FRUSEHFEEBERH WorkSpaces, BB K/, ITEEHMZT
B, BRRETEELEINEN Amazon WorkSpaces XNHIFEH. &N , BEESR,

7. XIFE A Amazon WorkDocs , E33 1 B ZEAME AT Amazon WorkDocs , iHiEiFE , &N |, Fik
BA,

@ Note

N Xig PR HE Amazon WorkDocs B#&A A Amazon Managed Microsoft AD &Y , =
SRR, WMREFERRE Amazon Managed Microsoft AD |, BRSEMBE K , RARE
&7 Amazon Managed Microsoft AD /& Fi Amazon WorkDocs,

8. 1%3#%F Register. Registered JUIM{ERE REGISTERING, EMTRK/G , IZEN Yes,

EME F 87
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STEBREFAT WorkSpaces Bt , AIBABUHEMZ B . HFEE , SRNEBUEEME R , RieT8E
MERe. MRZECHEIMHAMERE F , WATE LERARREIMEZE ZNMERARFNRS. B

XEZEER | 25 (Amazon Directory Service BB/ FRIMIKREH B .
BGEEM B &

1.  FTFF WorkSpaces #Z#|& , MitR : https://console.aws.amazon.com/workspaces/o

2. ESMERYP , EFEF

3. EEBF.

4. 1%$F Actions, Deregisters

5 HRZBEREEIAR , %E$F Deregister (BUEEM). BUEEM TR S , Registered BI{EH Noo

E TR B XiFH{E S WorkSpaces

&R LAE A WorkSpaces #ZHIE TR T BEREEES.,
£S5

- EFALHEN

- BEHNE IP #hit

- EHEZIHN

- EEARHEERANR

« 3T AD Connector K= (AD Connector)

- ZEHHRIE (AD Connector)

= AR v

WorkSpace 1T & #lik 7T WorkSpaces BFHBIALL B (OU) . &, iTHENIKF BHEEN
B &M “ItEA"OU # , = AD Connector E#EH B xH, QA SANEH B RHPTEZEN B FHPERFE—
NFRE OU , ELMHWBEMREFEE—OU, BEFE , £ MNEFHREEER—1 OU,

EFRFEY OU J5 , AT WorkSpaces @ Z2ERAVITE ALK, # R B EFEIER OU .
ERALN RN

1.  FTFF WorkSpaces #£#l& , ML https://console.aws.amazon.com/workspaces/o

BB FEAER 88
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2. ESMERT , BEEZR.

3. B“EEWEFR.

4. EBRENMARBEAMN T, &EF “RHE

5. EEROU, AL ‘BERMALEN" THKBREA OU WEHED , REEREERR OU,

6

7

8

(Hk ) EFE OUMKXSER , FABEN OU BEEEMN OU,
ERRTF.
( ATk ) ERIMAM OU WorkSpaces LE#H OU, BXREZEER , S EE WorkSpace,

BEEEILNE IP it

BREBFDELE IP #iitfF |, B33 WorkSpace B &/ 11k HF ML 5 57h 32 4 B9 23 48 11t Sth o 20 i
—NAE P ik, 28 FM WorkSpace Hf A IIRAELNE IP sk |, AT LAUE S B Bk W M 5% 75 9] B Bk
M. WorkSpaces EZEEA BN P M2 EELFEN L A EERER AT WS At

BEE , MBRBNVTFRETRA , HFERERFL WorkSpaces B (VPC) BLE T NAT Fx , ER
NFLAETFREHAESE 7MY IP it |, NEFSH BN DH L WorkSpaces Bitbiit, BXEZE
B, #ZN HUATIEE VPC WorkSpaces.

/A Warning

MR ECHEREME IP it XBXE WorkSpace , g XFiZ58 14 IP it 5 #7 BRI B
WorkSpace , Mzt 31t WorkSpace EAHAXE IP it , F EF 2B N\ S # R H R b
FRERHTEY IP thit, B SEMEMHMNEFRBPIF LA IP ik S <EB WorkSpace , 844
MEFE, WorkSpacell RIETIEERE WorkSpace , M| ATFEHEN S — N8 IP bk
5Bk WorkSpace.

BB IP #hit

1. 3TFF WorkSpaces ###l& , Pt https://console.aws.amazon.com/workspaces/o
ESMERSD , EEE R,

NYR%ERR B & WorkSpaces.

1% Actions, Update Details,

BRI Access to Internet , #%£$% Enable = Disable.

EREH

o o kA w N

BEEBZNE IP it 89
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HRZ T

BRI LU EE NG RIHIEZ XK WorkSpaces, B\ , BAILIREX AIEIRE (B AZTERE ) WiH
B, WorkSpaces

EHNE R AR R WorkSpaces

1.  FTFF WorkSpaces #£#l& , ML https://console.aws.amazon.com/workspaces/o
2. ESMERYP , EFE R

3. EERLMBEFR.

4. FE “FRBRFEDC T, %EE wE

5

FAERE T, R 2T AY, AIERR B EFIEL” | IEEMLIRZ R T LATRE
WorkSpaces . BEXEZEER , SN RFHX AlE1% %8 WorkSpaces 7],
6. 1% Save (REFE) .

BEAHEE RNR

UL EERAFRERE LM AEE R WorkSpaces , XEf{1seBEH L2 ENAREF SR
®E WorkSpaces, BIAMBERT , AFAXHEER, MESEBIZE , WERGFNATEAE
WorkSpaces BIFTE#FIRBEUREEEHNFTE WorkSpaces #iRiE.

18 A b B 38 R AR

1. FTFF WorkSpaces #£#|& , ML https://console.aws.amazon.com/workspaces/o
ESMERSD , EEEx.

EFREN B F.

EAWEERRRE" T , &E RE"

ERRAFPRAMERER  HER BATHEERERRE",

EERF

2 T

&% AD Connector ik f~ (AD Connector)

46 0] LASE 37 A TR EUA P M BE4R LA I WorkSpaces 1T E#LikK il A 4849 AD Connector B &9 AD
Connector K/,

BHRZE R 90
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E 3 AD Connector T /=

1.  FTFF WorkSpaces #2#|& , MiLH https://console.aws.amazon.com/workspaces/o
ESMERP , EEE R,

RBEENE R , AREE EERARR

£ AD EEBRIKF T |, EERE,

LD il O 32 A TS

EERF

o g~ W N

ZE 5 AR (AD Connector)

A LAt 3E AD Connector B XS AZE S MK, BXET Amazon Directory Service £ Z & & 7
BITMEZELR |, BSR4 AD Connector B ZE 5 UEA AD Connector %R 54,

(® Note

« 2 RADIUS RS523 T LA Amazon B1THRE |, A UL F A,
- AP & XBIE Active Directory 1 RADIUS BRS25 2 8] PEiL .

ERZESHRIE

1. 3TFF WorkSpaces ###l& , Bt https://console.aws.amazon.com/workspaces/o
ESMERSD , EEE R,

HBRIEHEF , RFER Actions, Update Details,

B FF Multi-Factor Authentication , #f51%%¥ Enable Multi-Factor Authentication,

%t F RADIUS server IP address(es) , B AZEH RADIUS RSe5mA IP ik , BUESFREFF |, =
B ALK RADIUS RSB SRAEBSERM IP #bit,

6. XF Port, A RADIUS FRF A RBERN RO, B &% BRIA RADIUS BRS85iR
M (1812) L3k B AD Connector B AR E,

7. XIF Shared secret code 1 Confirm shared secret code , # A& RADIUS JREZBHNHER
5,

8. XIF Protocol , &K RADIUS RS 851 BN,

o ~ w0 Db

ZE 5HRIE (AD Connector) 91
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9. XITF Server timeout , # AZF RADIUS RS 85 46 Hila S AY B (B] (AR J9 ), ZESHIE 1 5
50 Z &,

10. XF Max retries , B AZ=RHES RADIUS RB R BENRZ A, ZELMIE 0 F 10 2[E,
1. EEEFHHEL,

% RADIUS Status ¥ Enabled Bt , ZERIFATA, ERESZERSFMRIEN , ARELTEERBEEW,
WorkSpaces

E ¥ Amazon WorkSpaces B DNS R85

MR Z3h WorkSpaces [ EEE # Active Directory B9 DNS BRSSE5 IP stk | NIIE 240 6 F#T 89
DNS R85 B E # WorkSpaces.,

BRI LGB AT A E R A DNS i EFE #H WorkSpaces :

- TEE# Active Directory B DNS REZ 8l , 558 #T WorkSpaces £HY DNS iRiE&,
« ¥ Active Directory B9 DNS i & /5 , iFEZ WorkSpaces,

B EFH WorkSpaces L# DNS ®i& , AFHEEH Active Directory Y DNS i& & ( AT 32
WS 1 AR ) .

MRER N EE WorkSpaces , iEE# Active Directory FI#§— DNS FRS585 IP otk (S 2) , A
ERBREE WorkSpace I L IRE#E WorkSpaces., EZE WorkSpaces Jg , IR IR 3 AV IH AN
DNS BREEEH . TRZLSEE , 7 Active Directory FEH 5 =& DNS IRSE589 IP thit , REE
IXEE WorkSpaces, HFMAIERBIER 3 PRGN HEHE =X DNS RFF|EM. MHERETBD
g |, BUOR —ER#EM DNS FRS5 2% P thit,

REXRE
HLESH DNS RS BREN , BUEENTRERE

o RNBEEITEEMTEZTEEAR , BIEVEIFS R R45 BiE 1T DNS RS B|[EH.
« B E K DNS BRFJ[IREZBMZEH 15 2 H A B EAHFA WorkSpaces.

- %1 DNS RSGRREN , F—IREX— DNS RS8R P bt EEHE=A IP that 2wl , B
EE-—REFREER. BURTUTIR (LR 1. TR2MER3 ) MR, —REF—1NIP it
ko

FE# WorkSpaces B DNS 525 92
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HB 1 EIBH WorkSpaces L E#7 DNS R85 E

EUTERES , HATAETH DNS BRS5 8% IP NS EEM TR :

« M4H] DNSIP #biit : 01dIP1 , 01dIP2
« ¥TH9 DNS IP #t31k : NewIP1 , NewIP2

® Note
MBXEERERRITHERE , BEEA 0LdIP2 i 01dIP1 , (£ NewIP2 &t NewIP1,

E#H Windows WorkSpaces #J DNS AR5 851R B

MR EHZ /) WorkSpaces , N A LUEZ £ WorkSpaces B Active Directory OU Lt 57 F 4 SR & X4
R (GPO) MU T EMEREH B E WorkSpaces, BHxEHA GPO WEZEE |, FSHEEMNRN
Windows WorkSpaces.

A L E MR R EE RS S £ A Windows PowerShell #1TiXEEE#, O N BT XETLRE,

FEREMREEERFEH DNS FMKRZE

1. 1EIZH Windows WorkSpace L , 3TFF Windows #EZREH M A registry editoxr BT EAM
RIREET (regedit.exe),

2. HAMREAFHMANRAREHTERG?R , EER

3. HEAMRRESET , SMBUTEMRIN :

HKEY_LOCAL_MACHINE\SOFTWARE\Amazon\SkyLight
4. TFF DomainJoinDns Et&RM. A NewIPl EH 01dIP1 , REEFHEE,
5. XHEM&REmER.
6. EJ8 WorkSpace , & E #1331 k% SkyLightWorkspaceConfigService.

(@ Note
E#F B IBRS SkyLightWorkspaceConfigService & , WGBSR ZAREEE 1 284S
e R BRbE B 2

S, 1 1EEH WorkSpaces EE#T DNS RE 85k E 93
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7. BEWITLHER 2, 7 Active Directory FE#T DNS FRF R E |, FF 01dIP1 BN NewIP1,

£ PowerShell 3 DNS ¥R E

AR PowerShell 5w EFEM TR EHFH S 31 BRS SkyLightWorkspaceConfigService.

1. &K Windows WorkSpace A1, TFF Windows # ZEEH i A powershell, &RUEE R 514
E1T.

2. HWEYREA TN AXNRHIREHFTERL R |, &R
3. 71£ PowerShell EOF , T THRTURERIH M DNS fRSEE5 IP #uit,

Get-ItemProperty -Path HKLM:\SOFTWARE\Amazon\SkyLight -Name DomainJoinDNS

BRIZWRI TR @ .

DomainJoinDns : 0ldIP1,01dIP2

PSPath : Microsoft.PowerShell.Core\Registry: :HKEY_LOCAL_MACHINE\SOFTWARE
\Amazon\SkyLight
PSParentPath : Microsoft.PowerShell.Core\Registry::HKEY_LOCAL_MACHINE\SOFTWARE
\Amazon
PSChildName : SkyLight
PSDrive : HKLM
PSProvider : Microsoft.PowerShell.Core\Registry
4. 7£ PowerShell BOH , BT T®S , fF 01dIP1 EHRN NewIPl, BEHMHERRE 01dIP2 R
¥,

Set-ItemProperty -Path HKLM:\SOFTWARE\Amazon\SkyLight -Name DomainJoinDNS -Value
"NewIP1,01ldIP2"

5. BT THSLLEHF3 SkylLightWorkspaceConfigService BRS

restart-service -Name SkylLightWorkspaceConfigService

(® Note
B B3RS SkyLightWorkspaceConfigService j , ME BB B RZAEEE 1 24847
RER BRI E 2K,

S, 1 1EEH WorkSpaces EE#T DNS RE 85k E 94
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6. HEHITIHR 2, 7 Active Directory FEFT DNS IRFEFRIE , ¥ 01dIP1 BN NewIP1,

E# Linux WorkSpaces B DNS R 2% E

MBREE 1 ML EM Linux WorkSpace , BV FREEEEMARS RERD KM RIE, 5l
O] LAEA Amazon OpsWorks for Chef Automate, Amazon OpsWorks for Puppet Enterprise 2%
Ansible,

E# Linux WorkSpace £#) DNS RS 858 iE

1. 7E Linux WorkSpace L , §IHLXIRED (MARF > REITE > MATE 4% ) -

2. fERALLT Linux 5458 /etc/dhcp/dhclient. conf X#. EHXAEERAFNET sedmE
WX, ERABRA, , ATMER sudo -1 &9, LA LUETAIE® S , @ sudo FiR.

sudo vi /etc/dhcp/dhclient.conf

£ /etc/dhcp/dhclient.conf X#r | BFEFLLT prepend 5% , EFR 01dIP1 #
01dIP2 2 DNS BRZE5HY IP bk,

prepend domain-name-servers 0ldIP1, 0ldIP2; # skylight

& 01dIP1 Bi¥F 01dIP2 , H BERIF NewIP1 [R¥¥,

FERRFEl /etc/dhcp/dhclient. confo

&3 WorkSpace,

BEMITLS R 2, 1£ Active Directory FE#T DNS FRSEFIRE |, I 01dIP1 R NewIP1,

R

IR 2 . EH Active Directory 9 DNS fRE-251R B

L ST |, BIFEHT Active Directory Y DNS IRFFRIZE. MERESREIBO TR , BIUE—FEHE
B DNS BRS525 IP Hbit,

ZEE#T Active Directory B DNS fR$5881% & , 152 ¥ (Amazon Directory Service EEERE) FHIEL
Ty :

« AD Connector : E#T AD E #2851 DNS it

« Amazon Managed Microsoft AD : A ibigifit & DNS &3 kRS

« Simple AD : E¢i& DNS

S8 2 : BHT Active Directory B DNS RS 2R E 95
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E# DNS RS5|/IRET , BERTLR 3.

SR 3 MIAERHTH DNS RSS2 RE

TRIRANMIRE2 G, FRAUATLSREIEEHR/EHN DNS REH[IRERBETHIZET,

EUTEREF , SaIMETH DNS BRS5 8% IP utMNSEEM TR :

« MH] DNSIP #btit : 01dIP1 , 01dIP2
« ¥ DNS IP bt : NewIP1 , NewIP2

MBEXEERE_RRITHERE , BEEH 0LdIP2 i 01dIP1 , (£ NewIP2 &t NewIP1,

i EH B Windows WorkSpaces #) DNS R 2218 B

1. Xl 01dIP1 DNS fR% 28,

E % Windows WorkSpace,

£ Windows FFIA¥ % + | £ Windows R% , AREETH TR T

BITUATaT , & AD_Name RIZH Active Directory B9 ZF5 ( 30 , corp.example.com)

> 0N

nslookup AD_Name

nslookup HAIREA THE., (MRXEEERPTHIE , BREE NewIP2 IRT
01dIP2. )

Server: Full_AD_Name
Address: NewIP1

Name: AD_Name
Addresses: 01dIP2
NewIP1

5. MRBMHESTHAH  RERBEMER  FEESRE 1.
6. HF—Ne, BINEERSEAAF A&, BiE NewIPl REEAIRE DNS EHBHHES,

SR 3 MIAEHTHY DNS RS |/IRE 96
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7. WIAE—A DNS RES|[ETERER , EELSH 1 EFE_A DNS R85, XN 01dIP2 B
N NewIP2, REEESE 2 MPRE] 3,

MR EFHEH Linux WorkSpaces B DNS fRE251% B

1. XM 01dIP1 DNS R%5E5.
&3 F Linux WorkSpace,
£ Linux WorkSpace L |, ITHARED ( MARF > ZRETE > MATE K% )

DHCP Mo # iR E#Y DNS ARS585 IP ik B A WorkSpace EHIA# /etc/resolv.conf X
B, EITUTHRUESR /etc/resolv.conf XHEHAZR.

> WD

cat /etc/resolv.conf

EBRNHEEI N T ALY, (MRXZEEIRNITHERE , BREFE NewIP2 BT 01dIP2, )

; This file is generated by Amazon WorkSpaces

; Modifying it can make your WorkSpace inaccessible until reboot
options timeout:2 attempts:5

; generated by /usr/sbin/dhclient-script

search region.compute.internal

nameserver NewIP1

nameserver 0ldIP2

nameserver WorkSpaceIP

(® Note
WMREF /etc/resolv.conf XH#HITFHENR , WX WorkSpace EFiBaIAT , iXLE
B EK,

5. MRHmESMBAT , AFWIEAER , BEETR 1,
6. SEBRAY DNS BREE5 IP st 77 /etc/dhcp/dhclient.conf X#/, EEFHXHHA

sudo cat /etc/dhcp/dhclient.conf

BRNERIMTHEH, (MRXREFZRPTHERE , ENEE NewIP2 BT 01dIP2, )

SR 3 MIAEHTHY DNS RS |/IRE 97
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# This file is generated by Amazon WorkSpaces
# Modifying it can make your WorkSpace inaccessible until rebuild
prepend domain-name-servers NewIP1l, 0ldIP2; # skylight

7. AN BURERSEARSEE, BIE NewIpl REERE DNS SHHKEEE,

8. MWIAFE—A DNS RSB ETEER , EESE 1 EFE A DNS RS , XN 01dIP2 it
R NewIP2, REEELHE 2 MLEK 3,

fHBR WorkSpaces H B &

R WorkSpaces B FABHEHEM WorkSpaces EAM S ATREF ( 241 Amazon WorkDocs. Amazon
WorkMail 2 Amazon Chime ) £/ , METEEMER, EEE , DIEBCEEMB X , ARG 8eMIfR

To

® Note

Simple AD #1 AD Connector & =&EMA , ATAT WorkSpaces, MRELL 30 X)¥B—&£E
FA WorkSpaces 5##) Simple AD = AD Connector B3 , MIRSEFEECHEMZER , T
EBENHE AT Amazon WorkSpaces , 1 ELRF#R#E Amazon Directory Service E i 5 7 [ & UR
HiZ B &2 A.

MEEMERT Simple AD 2 AD Connector B % , NI X & EHF 1EEH WorkSpaces Bt , A
LARE B 61 2 — N FTRY B o

MER B Kt REMAA

fiB& Simple AD 5 Amazon Directory Service for Microsoft Active Directory B &&Y , FiE B ZEIEM
RIBERLMIBR , ABFTERE. MBRBEFRZE , MAZIBFHNAE Amazon EC2 EfI#REFFE, B
B, TR FRUETFXLELS, FEFEAXPIRAH Amazon Web Services i 7 B FkiX &3
B,

fl Bk AD Connector B kA& , A#th B ZRRIFFE, AR B FZHEM Amazon EC2 LHBRIFARZE |
HRFMARM B R, HALER B ZREIEEFIX LA,

EMIBRE F

1. MBRBE XFMFTE WorkSpace, BXEZEE , BHSRMIE WorkSpace.

HBR B 98
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2. BERHAMBREIMBIEZNFAERARENERS. BXEZEER , 525 (Amazon Directory
Service EXIER) HHIMIBREHN B Fo

$TFF WorkSpaces #H|& , it R : https://console.aws.amazon.com/workspaces/o
ESMERD , EEFEAF.

R B % , RFIEEE Actions, Deregister,

HRGIRTEWIAR | %R Deregister (BUEEAM).

BREEB X, RFiERE Actions  Delete,

HRGRTHITHEINGS |, 1% Delete ( MR ) o

© N o o

® Note

MERNARFDEA AREFEEBE LA E, MREKILTHERER , HBRREH
MRATERARFDE , F15 30 2160 74 , AGBEXZEHMERZAE X !

An Error Has Occurred
Cannot delete the directory because it still has authorized applications.
Additional directory details can be viewed at the Directory Service console.

9. (i) BIRELFBER(VPC) FATEWBE FNAERRE , AR VPC HBHAT NAT M
KESEM P ek, BEXEZEER |, B3 (Amazon VPC BF#EE) HEIMIBRER VPC MEH
M P bk,

10. (FIi&) EMREFCBEANEMEERAIMBRE , 555 BBk B E X WorkSpace #4825 #R
%o

3 Amazon Managed Microsoft AD /& F§ Amazon WorkDocs

R IEFE Amazon WorkSpaces # £ Amazon Managed Microsoft AD , I AT LUE S Amazon
WorkDocs 12 #l & 5 Amazon Directory Service %5 , &M B /8 A Amazon WorkDocs.

(® Note

Amazon WorkDocs F# IEFEFRT B 24t Amazon WorkSpaces # Amazon XiB# A . HXES
E8 , 2% Amazon WorkDocs E#to

3 Amazon Managed Microsoft AD /& Fi Amazon WorkDocs 99


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_delete.html
https://console.amazonaws.cn/workspaces/
https://docs.amazonaws.cn/vpc/latest/userguide/working-with-vpcs.html#VPC_Deleting
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J&i¥ Amazon WorkDocs ##I& B B WorkDocs

1. 3TFH Amazon WorkDocs #2#|& , Mk : https://console.aws.amazon.com/zocalo/.
2. %$% Create a New WorkDocs Site (82 #7# WorkDocs ¥ R).

3. 1£ Standard Setup (FR/EIRE) # , 1% Launch (JB3).

4. EFBEFZHCNEBENHRBER,

5. IEEFMEE WorkDocs hRHAF. BUUFERAEERANER XTI AENEMA,,

BXEZEER , 55H (Amazon WorkDocs EIE1ERM) FH# Amazon Managed Microsoft AD A,

#E33 Amazon Directory Service %4 /8 | WorkDocs

1. #TFF Amazon Directory Service ##l& , B : https://console.aws.amazon.com/
directoryservicev2/,

2. ESmERP  EREF.

3. 1f Directories (B %) WHE L , EFE/ B %o

4. 7£ Directory details (B FiF4EE) WE L , % Application management (R AR FE ) &I
+o

5. 1£ Application access URL (BRI AAFEF151A URL) #oH , IR R0 B Fo B 1HE URL , N
28 7R Create (812) &4, M AB XA , AE1ERE Create (BIR), EXEZEE , BSH
{Amazon Directory Service EXE{Er) FHEIEER URL,

6. 7E Application access URL (BRI Ff2Fi41E URL) 5 # , 1%$F Enable (J5 A) LAE Amazon
WorkDocs BRA# KRB R, BAXEZEE , HZH (Amazon Directory Service BEEIEFE) £
AE .

79 WorkSpaces 1% & Active Directory E¥E T E

G ER B REE TR (M Active Directory B T 8) H K WorkSpace B FHIT A0 BT
%, ™ , #f96EH WorkSpaces Z##H AR IT—EEB REXRNES, EXEZEE , BSHEE
WorkSpaces H .

MR I #MA Amazon Managed Microsoft AD 5 Simple AD fWE % , BEEFEERIHEZH
WorkSpaces , BIUEHE Amazon EC2 KB Lt {TRHAXNEE, RELA LU WorkSpace LZHFE F
EETE A Amazon EC2 RHI2—MEASENBERE R,
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% E Active Directory EE T E

1. BzI— Amazon EC2 Windows 32 , REEAUT —NEI , FHEMAEH WorkSpaces H
x

- MREEZBEIE Amazon EC2 Windows K5I , T AT LAE 3 3 K61 B Z 3261 i A S8 1Y B %
#H, BXEZELR , 28 (Amazon Directory Service BEIER) FHTLLEM A Windows
EC2 =4,

- MRBEZRE—NIE Amazon EC2 Windows K4 , M LAFFEMALZHE R, EXES
E8 , 2@ (Amazon Directory Service X158 R F 37510 Windows 3£4i,

2. £ Amazon EC2 Windows 3£ £ %% Active Directory B 2T E, BXEZEL | S
{Amazon Directory Service EIE{Em) FHI L% Active Directory EE T E,

® Note
Z % Active Directory EE T B/ , FEMEANERARKEERLZRARKER RESS
(gpmec.msc) TE,

ThEERETR/G , Windows BE T ETH Windows FF 8% & FIF1R it Active Directory T &,
3. REMTHIRUBREERASMIETIE

a. 7 Windows FFi#A¥# Lt | 3TF Windows EE I &,
b. EEShftE K EREGTLEFHNIERESR  REEBFURMAF BHIE1T.

c. WABBREREIL. XTF Simple AD , BAF &7 Administrator , ¥ F Amazon
Managed Microsoft AD , B & 7y Admin,

WIE , B LAERAZER Active Directory TEHITE XEBES, Hltn , B LAERA Active Directory
APMTENTIERMARS., BRAF, SAFRANEXEEAREEAFL BB, IR, BY4T
ENEBERRPAFPNAF SHERERN Windows 3£,
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MAPRANEREER

(@ Note

WEELGERTER Simple AD 812 E R , MAEAT Amazon £E AD. BXxEHR
Amazon ¥£& AD BRI B % , 52 (Amazon Directory Service BEE{ERE) FHE
Amazon Managed Microsoft AD &2 #M4H.,

$TFF“Active Directory AP FITEH' T E,
SMEEHNE THAFR XHRAERERANAS,
EERRE. Bit.

£ username BHIEER , EBRET.
RPN TIAFEREE,

o & 0 b=

+ Administrators

* Domain Admins

» Enterprise Admins

» Group Policy Creator Owners

* Schema Admins

AN DS R A

& R REME B3 WorkSpace BIIFEH M Amazon WorkSpaces B#|ARIEFAF , HELEES
Amazon WorkSpaces ZHIEMBRAF. AZHAFEETS (SEEERAFY ) BLABIEHE R
HATo

/A Important
EMBRASE 2, SAEMBRDELZAFH WorkSpace, BXESEL , B2HHB
WorkSpace.

RATERRAFNANSERRT EERNE FRE,

- WMREFE K Z Amazon Managed Microsoft AD , 2% {Amazon Directory Service BE1g
BY FHTE Amazon Managed Microsoft AD & 7~ f4H.,
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Amazon WorkSpaces EEER
- WMREFEAKZ Simple AD , S # (Amazon Directory Service B35 ) FHITE Simple AD
EEAFMAE,

- IR\ AD Connector S{E1Ex R A Microsoft Active Directory , M AT LAEF Active Directory #&
RREE P ME,

EERF®ED

ERNMERAFEBZEA , FEi&E User must change password at next logon. &M , B TTiEE
#EE/H WorkSpace., R , NASNMNAFPSE— N RLNRNER , ARERMWITETREZRMN
WorkSpace RN F s B HZ1E,

(@ Note
mREFEARZ AD Connector , &K A F LT Amazon GovCloud ( £EFEE ) Xig , N
BHRAPNETEEEBCWEE, (WorkSpaces RN ARFEXREE LN RIEHE 72 &
TR AA A, )
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£/ WorkSpaces BaIE#I £ H

f& B WorkSpaces , e AR MAERE T =8 E#. Microsoft Windows, Amazon Linux 2 Ubuntu
Linux =E ( #3 WorkSpaces ) »

® Note

RIFEZB3H WorkSpace & ( Amazon Linux, Ubuntu 2% Windows ) , Amazon
WorkSpaces %l & #7 WorkSpace & R it EHBMELXB AR, WorkSpace Bit&E#HL
BMALRAUT —fg

* Amazon Linux : A-XXXXXXXXXXXXX
o Ubuntu : U-XXXXXXXXXXXXX

« Windows : IP-Cxxxxxx 3% WSAMZN-xxxxxxx 3 EC2AMAZ-XxxXXXXX

¥ F Windows WorkSpaces , itENBMERNBEBEPLELBERE TN LAHBHIHETL
HREGH B E RS 612 A WorkSpaces , N B2 23 FLBR&HY B 8 R E o

M 2020 F£ 6 A 22 A2 , N H ST # HEY Windows WorkSpaces By it EHl & # X A
WSAMZN-xxxxxxx ¥&3, , MA R IP-Cxxxxxx =X,

NTFETFAHBGHBEE LRSI , MRAHBERTE 2020 F£6 A 22 AzaitlZH , Wit
HEHBMEA EC2AMAZ-xxxxxxx . MRAHMERE 2020 F£ 6 A 22 HEXFz /G0l
Br , Nt EH B XA WSAMZN-xxxxxxx &3,

NFBE®IFT (BYOL) #4502 , BRIABERT , TENBFEH DESKTOP-xxxxxxx
EC2AMAZ-xxxxxxx &=

MREEBENS BYOL HHABHAUTENBEMEETBENER , IEHNEENRANES
XERIAER, EEETEENER , BSRAEBE X WorkSpaces B ML

EERT - RBE T Windows REIREE KX WorkSpace HITEN B , NNEEBIHIR
WorkSpace,

WorkSpaces £/ B Xk F# MEE WorkSpace X AFHIMEXER. B URITUTERRE -

« /% Simple AD B %,

- 812 Amazon Directory Service for Microsoft Active Directory , t1¥58 Amazon & H Microsoft
AD,

- £/ Active Directory Connector E#ZII A Microsoft Active Directory,
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« 1£ Amazon £ E K Microsoft AD B F 57 i35 2 8 81 ZEEX Ko

® Note

« Amazon WorkSpaces B EIfAXIFSHEZRAF—EFEMH,

« WMREF Amazon Managed Microsoft AD BREE N ZXEHEF , M REEEM = XiF
B & LAE7E Amazon WorkSpaces H £, =iREE &l X EM % B FLAHATF Amazon
WorkSpaces kM., E#IXBHRH Amazon WorkSpaces T #H Amazon Managed
Microsoft AD # 172 X13 & #l,

- Simple AD # AD Connector #5252 /H , AT WorkSpaces., fIRZELE 30 K)&E—
#2 £ WorkSpaces 5417 Simple AD % AD Connector B & , MR &N B BUHEMZ B
x , TAEBFEAT Amazon WorkSpaces , 1 Bf$4R#& Amazon Directory Service EE#15&
MEEWERZ B RN A,

EMkzEE X , HS MR WorkSpaces # B F., SIREMBERT Simple AD = AD
Connector B % , N HEEEFHFT 15 WorkSpaces B , AT LABERT 812 —/NETHY B %o

AT #2018 R e fE A 32 215049 B K ARS5 1 TS 30 WorkSpaces

2

- B3R Amazon Managed Microsoft AD B9 WorkSpace
- B3 A Simple AD B WorkSpace

- B31EA AD Connector B WorkSpace

- BEhERZEEEM WorkSpace

B3 {EH Amazon Managed Microsoft AD 9 WorkSpace

f&Bh WorkSpaces , AN AP AEE T =M ERL. Windows M Linux £E ( %5
WorkSpaces ) o

WorkSpaces £ H &k F& MEE WorkSpace RAFHMEXER. W TFEMWBEF , LA LM Simple
AD. AD Connector 5 Amazon Directory Service for Microsoft Active Directory ( t2¥53 Amazon %
EH Microsoft AD ) AR, LI , BT EAIE Amazon FEE K Microsoft AD B RE A Mg v BRI E
FxR,

A Amazon Managed Microsoft AD F3h 105
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EAXRHRED | RIPEBEH Amazon FEER Microsoft AD B9 WorkSpace., B 7 ## £ F H i I 2L
2 , 55 HER WorkSpaces B EL\ R H.

%

- FFIRBIRER T

- ST 1. Bl Amazon £E R Microsoft AD H
- IR 2 . B WorkSpace

- % 3% ;. E#EZI WorkSpace

- RESR

JT IR BIRY R T4E

» WorkSpaces #3FHEFIAXHE A, BFEIAZZFHXE , HHEH WorkSpaces & E—MX
H., AXZXHXEMNESZER , BSHIZ Amazon XX 5 # WorkSpaces Eft»

« /33h WorkSpace B , BAFEE —/ WorkSpace IREE. REZTRIBERS, =6, TEMNRH
BRNWAES, BXEZER , HSH Amazon WorkSpaces RS

- £/ Amazon Directory Service £ B £ /331 WorkSpace Y , AT BIESFIEZFEST 1 M
HFRH 2 NAEFMBE B/ Virtual Private Cloudoe BXEZEE , BRI B LU THEE VPC
WorkSpaces.

S 1 812 Amazon IEEM Microsoft AD B &

B% , 81— Amazon &K Microsoft AD B %%, Amazon Directory Service &8/ 2 /N B %R
£33 , BN VPC NENMNLEFRFEZE 1N, BIE , BRRIKEEMAF. BFET—$E3
WorkSpace B3R I0A F o

® Note

« Amazon WorkSpaces B EIfAXHFSHEZRAF—EFEH,

o MRERF Amazon Managed Microsoft AD BREENZXEHEH , M ReeEMEXEHH
B FLA{ETE Amazon WorkSpaces F M, =R EE S X HEMZE FLLATF Amazon
WorkSpaces kM., &#IXiZAH Amazon WorkSpaces XA Amazon Managed
Microsoft AD # 172 X1 & #l,
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12 Amazon FEE M Microsoft AD B &

1.  FTFF WorkSpaces #Z#|& , MitR : https://console.aws.amazon.com/workspaces/o
2. ESMERP  EREXR.

3. 1%&#* Set up Directory, Create Microsoft AD,
4. BUTHARER X :

a. NWFAREN , NENERBA—NEEHE—MHHALEN (HlI0 , my-demo-directory ) .
ERHNFZHETELT 44, NBEFEBRFFIHNETH (), HUEFFUANEMETF
HHLBLERE,

b. XFEFXDNS, hNEFHA—NELRERH ( HIW0 , workspaces.demo.com ) .

/A Important

MRIBFEEES 3 WorkSpaces G E#1 DNS fR$F8E8 , BB EH Amazon
WorkSpaces #J DNS RS2 PRI S RIR(E , BREM WorkSpaces B E| EFE#H,

c. XfF NetBIOS &%, NEFKBMA—NEEMN (M0 , workspaces ) o

d. XF Admin ZBBHMBEINZR , GMAEBREEAKFNZR. EXEBERNESER , ES
%] {Amazon Directory Service EEiEm) P LIEEH Amazon Managed Microsoft AD B
Fo

e. (W& )XNFER, mABZHNER,

f. XTF VPC, EEFECNEN VPC,

g. XITF Subnets , IEFEHNAEFM (EF CIDRIR 10.0.1.0/24 F10.0.2.0/24),

h. %3 Next Step.

5. 1%&$® Create Microsoft AD,

6. EBETR. BERNWHRIRSRE Creating, BERBEBTER , RAALET RN Active,

FI] 2 : Bl WorkSpace
ME , BEELRET — Amazon FEEH Microsoft AD B & , # TR A LA 812 WorkSpace,
812 WorkSpace

1. $TF WorkSpaces ##l1& , BLR : https://console.aws.amazon.com/workspaces/o
2. HESMBEHES , % WorkSpaces.
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3. i%&# Launch WorkSpaces,
4. HEEFEERAEL , EFEUENBE R, RFIEET —F, WorkSpaces 23 MHEMN B .
5. 1f Identify Users WHE L , IBU TSRO B FAMFAF, -

a. 1&EE Username, First Name, Last Name Hl Email, &G 5R#9 B F B4 it
b. i%#% Create Users,
c. 1%&#E Next Stepo

6. £ Select Bundle WHE L , FRFZ I , AKFiEE Next Stepo

® Note

EENE MRS BEWNAENAE  UBPHREASEERRESAFNREAE, BXxE81N
FEAEMINEZEER |, 219 Amazon WorkSpaces #48a, BXBLIINIE, HERSR
MENMNWEZEER , 55 H Amazon WorkSpaces E o

7. 1 WorkSpaces Configuration WH L , i£#ZFiz1THE R , A/FiE# Next Step,

8. £ Review & Launch WorkSpaces T H £ , 1%#F Launch WorkSpaces., WorkSpace HI#1IHIR 7S
2 PENDING, BEIRER , RBLET N AVAILABLE , RERKELRENHF 5T B Fhb it
HE & IE — FEE B FHR

(® Note

MR A E1FE T Active Directory J”'JT%ZZ BiE B FER . MR , BF
AP REBEBFHRYE. BXEZEE , BSH L BIE B T4,

&t

9. (Wi%) MRKXE X Amazon WorkDocs , MIERI LA B K FTE B F BB Amazon
WorkDocs, BEXEZEE |, SR Amazon Managed Microsoft AD /& F§ Amazon
WorkDocs, B Amazon WorkDocs HEZ{EE |, 1§25 (Amazon WorkDocs BEIER) FH
Amazon WorkDocs Drive.

28 3 & : E#ZF WorkSpace

WEBE B TERAEE |, A SE AN R IER TS WorkSpace, BRIE , HEFIKEER
WorkSpace £Ho

% 3 & . E#E| WorkSpace 108
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HE$ZZ| WorkSpace

1. $TTFBESEFEREP R, RERGRETR , EEEBEABEAF., B1eEhER K RALR2EE
% WorkSpace A ZEIE,

(® Note
BRRHANE , BREXANTF 8 Bl 64 ANFH2H (2 8 M 64). BBAATLEE
UTBNEBNPH—NER  NEFH (a2). AEFH (A-Z). BF (0-9) UKk ~Q#$
%N&*_+=\O{H]:;"<>,.2/o

2. &% {Amazon WorkSpaces A $§F) B WorkSpaces & s , A THRENEFHHNE
R, REHATUUT —IRE -

- BERSRR, TH—IMNEFPHNARFRB 3N Web Access,

- MRRERRREBBEKRZEEFHMARRE , IBITIF https://
clients.amazonworkspaces.awsapps.cn/ , A T8 —NEFimNAREFH/B 31 Web Access,

(® Note
BT BEE A Web X588 (Web Access) iE#ZI| Amazon Linux WorkSpaces,

3. BIEFUE , WAEIE L FER4PHEMARE |, RF1EF Register,
4. HRERREZN , WMAAFPHNEREIL , AREERER,
5. (Wik) ¥YRERREREFEEIEN , &R Yes,

RS LR

] Ak SR B TE UIERI BB HY WorkSpace, Il , B LAREHH , RIS WorkSpace 812 H
ENRS B, BIETLAX WorkSpaces #l WorkSpaces B R ITERHEBTSH. #H5 WorkSpace
fm, AU EBIER. BXEZER , BN T X,

- B2 B E Y WorkSpaces & &ML

- EE{REY WorkSpaces

- & WorkSpaces B &

- MBX WorkSpace
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BXEMA WorkSpaces BEF M ARR (HINEEZAEREREANERE ) NESER , FSH
{Amazon WorkSpaces AP #E/) B # WorkSpaces & in M/ B 1% % #H.

Bz E M Simple AD B9 WorkSpace

f&Bh WorkSpaces , LA AFTBEE T =M EEL Microsoft Windows # Linux £HE ( #5
WorkSpaces ) »

WorkSpaces £ B &k F# MEE WorkSpace XAFHMEXER. W TFEHNEBEF , LALLM Simple
AD, AD Connector 2% Amazon Directory Service for Microsoft Active Directory ( t8#:8 Amazon ¥
&9 Microsoft AD ) iR, Bbo\ , BELAE Amazon FEEH Microsoft AD B 574 ibig 2 821 1E
EFxR,

FEARHES , RITFB36ERA Simple AD #) WorkSpace, B 7 f#FEAHMIETINHE , BSRER
WorkSpaces /& 3l kg # £ H o

x5

- FFIRBIMER T

« FB 1. 8lE Simple AD BH3X
- SR 2 . BlE WorkSpace

- % 3% : EEE WorkSpace

- BESR

FIaBIHY ER TE

« FFPMBEXEERME Simple AD, BFEBEZIIIFNXE , HERY Simple AD B FikE— X,
B Simple AD XIFHXFHNEZFEE , 5% Amazon Directory Service B X33 7] A 1,

- WorkSpaces ¥} IEEMEXEIETH, FWIAZIZENXE , HHEHW WorkSpaces EF—MNX
H, BXRELIBXENEZEE |, BESRIE Amazon XX 9 # WorkSpaces E

« J33h WorkSpace B , BA4FEE —/ WorkSpace IRE 2. RESRIBERS., 6. TEMRH
BRRMNEES, BXEZEE | 55 M Amazon WorkSpaces fRS o

- £/ Amazon Directory Service t3 B /331 WorkSpace i , B4 CIESHEFESY 1 M
BEFMHM 2 MAEFWEER Virtual Private Cloude BXEZER , TSR N L THEE VPC
WorkSpaces.
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Amazon WorkSpaces EEER
S 1. 82 Simple AD B %

£J2 —/ Simple AD B 3., Amazon Directory Service &8/ 2 NE ZR%EE5 , B8 VPC WEA A
FRFPEE—N, HEE , BXHVSEEMAAF. T —F 618 WorkSpace Bt , R MAF

(® Note

Simple AD #t#8 %% #E /A , AT WorkSpaces, HRIELE 30 X&HF —i#2 A WorkSpaces
5184 Simple AD B , WRANBEZEUHIMZE % , TEBNHEAT Amazon
WorkSpaces , T E ¥ #& Amazon Directory Service EH 57 BB UEZ B ZEIFE Ao
EffpRZE B 5 , BHSREMIER WorkSpaces 9 B F. MREMERT Simple AD B , N HEAEE
It WorkSpaces B , AT LABEAY 612 —/NETHY B %o

@2 Simple AD B %

1. FTFF WorkSpaces #£#|& , MR : https://console.aws.amazon.com/workspaces/o
2. HESMERKRF , EEEFR.

3. REFRIEER R, Simple AD fIT~—%,
4. BRUATHARER X :

a. NTAREN , NENEFRBA—NEEHE—HNHLAET (FlE , my-example-
directory ) o WEBMNZRHBFB/LT 41, REBEFRBUFEHNEZH (), HUEFEH
AN HEMFRFLSLR.

b. XWFTEXDNS E2% , IAEBFKNELEERN (Hl0 , example.com ) .

/A Important

MRBFEETEF 3 WorkSpaces G E# DNS fR$% 88 , BB EH Amazon
WorkSpaces #J DNS 55 g8 PR S RIRIE |, BIREH WorkSpaces 182 EHE#,

c. XIF NetBIOS B , NEFKBA—NERW (Hl0 , example ) »

d. XF Admin ZBNBEIAZE K AABXREEAKFNZE, BXEBERNESELE , 55
% {Amazon Directory Service BIEER) H YA 6] Microsoft AD B %,

e. (i) MTHR  HABZMER,
. RTFERAD, EEN,
g. FTF VPC , HiBEHIEM VPC,
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h. XF Subnets , IEEHNLEFN (EE CIDR# 10.0.1.0/24 #F10.0.2.0/24),
i. EEBNext(T—%),
5. ERIEEZR.
6. BXRMEIRAR Requested , AER Creating, BRBIBTERE ( XTHEFE/LDoH ) , K

AL N Active,

EREZEZBRARENER
WorkSpaces FRERETHATES :

o BIE— 1AM AL WorkSpaces AR S5 £ 2238 M4 W 4542 O 3 51| H 2 HY WorkSpaces B . A
BRI Z#AN workspaces_DefaultRole,

« £ VPC & & A T 124/  WorkSpace S 88 Simple AD B %, WEZNEEBRKFEFAF
£ Administrator 18 E I 1,

- BB 2A40R2E , —MATEFEHESE , 5 — AT B FRFH WorkSpace.

FIR 2 . 82 WorkSpace
MEE , BAILUZ 3h WorkSpace.
3 A 812 WorkSpace

1. ¥TFF WorkSpaces #H|& , WA : hitps://console.aws.amazon.com/workspaces/o
2. HESMBERKF , EF WorkSpaces.

3. 1%&# Launch WorkSpaces.

4. 7 Select a Directory TUH £ , 1T TIRE -

a. XF Directory , iR & 02N E .
b. WTFEHEBBRENE , EFERRE , ARw AER,
c. XIF Enable Amazon WorkDocs , %3 Yes.

® Note
X Y £ ik X332 Amazon WorkDocs B |, &I AT A,

d. i%# Next Step, WorkSpaces £EMEH Simple AD B %,

S, 2 : 8l WorkSpace 112
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5.

£ Identify Users ME L , IBUTSRE B ZRMFHAS

a. 1&EE Username, First Name, Last Name Hl Email, &G 5R 49 B F B4 it
b. i%#% Create Users,

c. 1%# Next Stepo

£ Select Bundle TWH £ , RS , RGF1EEF Next Step,

® Note

EENE MRS BEWNAENAE  UBHRASEERRESAFNREAE, BXxE81N
FEAEGINEZELR |, 219 Amazon WorkSpaces #4848, BXBLH AN, HERSR
MENMNWESZEER , 55 H Amazon WorkSpaces E o

£ WorkSpaces Configuration TUH £ , #£#BETE , R/F%EE Next Step.

£ Review & Launch WorkSpaces I H L , #%# Launch WorkSpaces., WorkSpace BI#I8IRFS
5= PENDING., BFZER (XHRZAREE 20 5% ) , RBLXE RN AVAILABLE , ARG LM
87 A F 15 TE R BB F R A b 1k & 3% — FH80E B F Bl 4

(® Note

MRAF E7FET Active Directory A, M A& RIABIFEL FERH, HR , BELFaM
AP REBEBFHRYE. BXEZEE , BSH L BIE B T4,

28 3 & : E#ZF WorkSpace

W EEBE B FHRE |, BRI LEAPMEN TP imEEEIZH WorkSpace, B%fE , WBEFHRKETR
WorkSpace £,

3% %] WorkSpace

1.

B EBRFIGPNEE, BERAER  AZEAREAF., BliEUEB  BERNELSER
& WorkSpace Bt ZEIE,
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® Note
FRXSKNE | BREXHNT 8 El 64 NERFZE (2 8 M 64), ZRWBHMELETE
UTFBNRINFPE—NFER . NEFE (a-2). KEFH (A-2). B=F (0-9) UK ~@#$
% N&*_-+="\){}]:;"<>,.?/o

2. && (Amazon WorkSpaces FiF{5R) HH WorkSpaces & i , ¥l THEES/NEFHENE
X, REHITULT —TURE :

s BRERSGRR, TE—IMNEFPIHNARFIE 3N Web Access,

- MRRERRREBBERRZEREFRNARR , BITIF https://
clients.amazonworkspaces.awsapps.cn/ , ¥ T8 —NEFiwmNAEF /B 31 Web Access,

(@ Note
BT BEME R Web 535285 (Web Access) i#£3£%] Amazon Linux WorkSpaces,

3. BEEFR , BARE B FHR4HAEMAE | REIERE Register,
4. HRGRTREBRN , MARPHNEREIL , ARERESR,
5. (&) HRGERTEREFFIN , &8 Yes,

8 LR

BRI LA EE B E L IBNI B Y WorkSpace, flin , BRI AR M |, R/G1E WorkSpace HEIER
ENREE, &AL WorkSpaces 1 WorkSpaces B 1T & EEES, FH%E WorkSpace
B, ATLUEEBER. BXEZEER  BSREUT X,

- B2 B E Y WorkSpaces & &ML

- EIE{REY WorkSpaces

« & WorkSpaces H %

- MBR WorkSpace

BXxEH WorkSpaces BEFRIERARRF (HIMNEELZ A ERB[RFEANE RS ) WESZER |, BSH
{Amazon WorkSpaces FF#58) F# WorkSpaces & F in M/ANE1Z & o
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B3 E A AD Connector #J WorkSpace

f&Bh WorkSpaces , LA AFTBEE T =M EEL Microsoft Windows # Linux £HE ( #5
WorkSpaces ) »

WorkSpaces £ B &k F# MEE WorkSpace XAFHMEXER. W TFEHNEBEF , B LIM Simple
AD, AD Connector 2% Amazon Directory Service for Microsoft Active Directory ( t28#:8 Amazon ¥
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6 NAXEEM—IR. BXREZER , HSFHEH ec2Config M ec2Launch,

RN
- EEIRH Windows WorkSpaces
o EERPIT D Linux WorkSpaces

« EEYRH Ubuntu WorkSpaces

« {1t Amazon WorkSpaces LASEI LA @S
« & WorkSpace B{THER

- EENARER

+ &K WorkSpace

+ BENX WorkSpace fh&

+ ¥ri2 WorkSpaces &R
+ WorkSpace 43

« IN#HY WorkSpace

« EJ3 a WorkSpace

« &3 WorkSpace

- &/ WorkSpace

136


https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/enhanced-networking-ena.html#ena-adapter-driver-install-upgrade-win
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/enhanced-networking-ena.html#ena-adapter-driver-install-upgrade-win
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/aws-nvme-drivers.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/Upgrading_PV_drivers.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/migrating-latest-types.html#upgdate-ec2config-ec2launch

Amazon WorkSpaces EEER

« F4% Windows BYOL WorkSpaces
« E# WorkSpace
- MBR WorkSpace

EERH Windows WorkSpaces

PRE]LAE LA SR IEIT &R (GPO) R R EREE Windows WorkSpaces /& T #REJ Windows
WorkSpaces B XHWAF,

® Note

Linux AT EFBAKEE, BXEEIL I Linux K155 WorkSpaces , TSR EE{RWIT S
# Linux WorkSpaces,

RAITEWIE N WorkSpaces iTEHFREIER—MNAL R |, H WorkSpaces FAF N REIE—NHHA
i,

EFASET Amazon BAFKREIRE WorkSpaces , 84N EEE AL EA KRB EEER |
it = PColP i& =2 WorkSpaces MY (WSP).

/A Warning
{HEEREIR B AT BE S B2MM WorkSpace AP 45 |, ST AR ¢

« RYREXEFHEUE REFEB AP LA, HEMAIIN. WorkSpaces WorkSpaces B
AR BEREREFHENARIKIZE,

- BYHARBREZAABRIFRSSHERAK , NTSHAFLBZRIEITNIFRESEE D Y
s B A P B i S 4

- BYARBERENAPNZESEAF A A PR SPE IEXER BT WorkSpaces & F°
WNARFHITHEHRIE. BRUARKRENESZEFEE , 1S5 Microsoft XM 01T
BlzEREESEX.

s MREM “ATFAMBR ZE2FXRPBBRNEAFEH , NEK PColP WorkSpaces A
PR FE £ WorkSpaces i3 WorkSpaces & 7 i N A 2 FiE#Z 2], &8 PColP
WorkSpaces 8 A2 E| PColP REBFHAHMES. PColP REEMAESRLBENH
AT |, REECANI e N BB RAH AL, WorkSpacesEXFRAILLZERBNESZEE |
B Z 5 Microsoft ISR 1T AN 5 %,

EEE O WorkSpaces 137


https://docs.microsoft.com/windows/security/threat-protection/security-policy-settings/allow-log-on-through-remote-desktop-services
https://docs.microsoft.com/windows/security/threat-protection/security-policy-settings/allow-log-on-through-remote-desktop-services
https://docs.microsoft.com/windows/security/threat-protection/security-policy-settings/allow-log-on-locally

Amazon WorkSpaces EEER

ARBIRETATRABIRLE . WRFARKRERENREXEZIR C HIEzp=R D
BYTAE , WA PP TS E TG BB WorkSpaces. ERsLEtbEBR & | EHRER A A A5
[FI3X 3 8% C MIKBI2R Do

WorkSpaces Z 5% ANAEE BN A A B FiF A RPR. WorkSpaceZRINEIR

T , Windows WorkSpaces B & AThaedl T8 RS, BR , MREMAH KR B PR H
T AP #9715 WorkSpaces , N F 35 AN TTEERIN L1217, WorkSpaces il Rl Br

ZARIZRE , W REFZEEEAZHM AR, WorkSpaceBXIL AR IEBEMNE
Z{ER , 15 Microsoft IR AY /o 1 A iy B 5%

BEXEARZAZTIMAEERNNESER , B2HRABASEA PColP WEMMAERE
msEARER WSP WEMmAEEM.

£ F A R BEFF Windows BIRITRIIRE N “F#” = “BEEKEN" , AJaES WorkSpaces & &
FEeiL TR BERSE3 ARERRS ., TA1EZUENEHHE KRN Windows BIRITXIRE
hEMEE. BXESELR , BSHEM Windows FERT S WorkSpace 3t A BERRIRAS .
REARBKEBECEARNSENMEEMBER IS, AREELLTANMENARER
WorkSpaces #B:RF <.

WSP WorkSpaces B BIF X #F “A TRz IR EL TFERRSHZERRHERS S FIZER
EPR&I’, WHRIE WSP 2EHRIFEAE , ARREEEESNELERLETFREBRS , taSH
T 2

BXMEA Active Directory EE T B4 GPO WIS L |, S WorkSpaces & & Active Directory
BEEIE,

A

%% WorkSpaces Y (WSP) B4R 5% B B B AR A S04

¥ WorkSpaces # i (WSP) B4 R B& 1% B

« 71 PColP ZictH RIEEIBER

‘B PColP FARMIRE

%8 Kerberos EIFMNHEEAHRE

- BERTEBRMBRNRENERSHRE

- REKRERE
s XTHEARERSSHZMNEI

J& Fi Amazon WorkSpaces for Zoom W EAE 4 215

EEE O WorkSpaces 138


https://docs.microsoft.com/windows/security/threat-protection/security-policy-settings/allow-log-on-locally

Amazon WorkSpaces EEER

« £/ Zoom for By & )R%ZH WorkSpaces
« 7£ Windows WorkSpaces E#_E 2 i R I
- tHREHERR

L% WorkSpaces Fi il (WSP) #y4H R r&E R R 4

EFEHSE T WorkSpaces £/ WorkSpaces MY (WSP) FAREKIZE , 900 WSP BARKE
EERwsp . admxFMwsp . adml XHFNE B FH IR HIZEH WorkSpaces FRF# X, HX . admx
M .adml XHEMWEZEL | BHSEHWN{AE Windows 62 FEE A R E EERN P REME,

LTFEBNBT NACIBRREEHABDEFRNERER G, £BREE WorkSpace I B FH
Amazon EC2 K| EHITUL TS E. WorkSpaces

7 WSP ZRAKMEBRRER M

1. FEEFEIZITHY Windows WorkSpace # , E#lC:\Program Files\Amazon\WSPH xH
Bwsp.admxHwsp . adml X #-

£ B B WorkSpace HE A WorkSpaces B &# Amazon EC2 3£l Lt | TF Windows X #
RREE:S  AFEiuEPM ARALNTLREE SR (FQDN) , fla0\\example. com,

$TFF sysvol XHX,

FTFEH FQDN BRI STHR,

#TFF Policies X#R., ZBIMEMNIZILTF \\FODN\sysvol\FQDN\Policies H,
MRBZXHERFE , BOE—NE R PolicyDefinitions BIXXHX,

$TFF PolicyDefinitions X#3X,

& wsp.admx XHEFIE \\FODN\sysvol\FEDN\Policies\PolicyDefinitions X#%k
Ci

# PolicyDefinitions X#HXHaIEE N en-US HXHX,
10. $TFF en-US X #3%K,

1. ¥ wsp.adml XHFEFIF \\FQDN\sysvol\FEDN\Policies\PolicyDefinitions\en-US
Xk,

N

© N o g &~ w

©

RIIEERRXHRAEEREE

1. TEBREE WorkSpace SN WorkSpaces B &# Amazon EC2 3£l b | THARKEETE
(gpmc.msc)o

7 WSP ZEEA KRG E BRI 139


https://support.microsoft.com/help/3087759/how-to-create-and-manage-the-central-store-for-group-policy-administra

Amazon WorkSpaces EEER
2. BITM (M :FQDN) .

3. BIFHE.

4. RITEH FQDN ( fltn , example.com) o

5

6

RITARBEIN R
IERMIAERE , A LT (ARET ) XE , RRERERE.

(@ Note
MR K HYiE WorkSpaces £ Amazon Managed Microsoft AD B 3 , W J& & 65 RN
KEEROIE GPO, R , BXMEEEERMN R AR T QI E MR GPO,
{ A 8172 B A&t Amazon Managed Microsoft AD , Amazon Directory Service &7E15i1R
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B (AR E)

1. EFEBE,

12. ARBREFIFENT —RAKRBEFH 25 WorkSpace JAK £ WorkSpace iFE#H B3I fa4%
M. ENAARKER , BRITTIIREZ—
- EJ3 WorkSpace ( £ Amazon WorkSpaces ###|&H , i%#F WorkSpace , RIGIERIRE , &

/8 WorkSpaces ) »

- EEEMTRRAL , WA gpupdate /force,

= ASE A WSP # i A EE 1

FIAMBER T , WorkSpaces XEFMN b IRGHEE QEHIE. R Windows FE WorkSpaces , &AL
A RMIRERE AL IR,

£ Windows /5 A AW A EE [ WorkSpaces

1. HRTE WorkSpaces B ZH IR FIZN P REFMFX P L& 7 HFHH WSP WorkSpaces KB EE
B,

2. TEHREE WorkSpace il A WorkSpaces B %K Amazon EC2 324l £ | THARKEETE
(gpmc.msc)o

RITHE (#K: FQDN ) o

BRI,

BRI &H FQDN ( 40 , example.com) .

BRI HEEN R,

ERRIAERE  TALETX (AREE ) XE  RAEEERRE.

N o o b~ w

(® Note

MR K #FHH918 WorkSpaces £ Amazon Managed Microsoft AD B 3 , W &6 A ERIA
HEREREE GPO, HR , kR yourdomainname OU ( RZALTHEM OU ) |,
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HFLETX (AREE ) ¥R AREREREFCIE GPO , HFHEETIL, Bx
yourdomainname OU (WEZER , S @ (Amazon Directory Service EXEIER) +
HEIENANE

8. THERMEBERESRT , KOERITENEE. RE, EEEMR. Amazon 1 WSP,

9. THBER/EZAMFMAEER[RE.

10. EEA/ZERUMBmAEEQNERES  EREAREA.

1. EFEBE,

12. AR REFICFENT —IREAREFH 2F WorkSpace LAk £ WorkSpace iEEH B EE
M. ENAARKER , BRITTIIREZ—
- EJ3 WorkSpace ( £ Amazon WorkSpaces ###| & F , %1% WorkSpace , RFERERE &

/8 WorkSpaces ) »

- EEEMTRRAL , WA gpupdate /force,

EARAA WSP WEMAAEEM

FIABER T , WorkSpaces XEFMN At E = XN EE REHIE. R Windows FE WorkSpaces , &AL
£ A RIRERZALLIhEE,

B A E A Windows B & §ii% A EE @ WorkSpaces

1. HRTE WorkSpaces B ZH IR FIZN P REFMFX P L& 7 HFHH WSP WorkSpaces KB EE
B,

2. TEHREE WorkSpace il A WorkSpaces B %K Amazon EC2 324l £ | THARKEETE
(gpmc.msc)o

RITHE (#K: FQDN ) o

BRI,

BRI &H FQDN ( 40 , example.com) .

BRI HEEN R,

ERRIAERE  TALETX (AREE ) XE  RAEEERRE.

N o o b~ w

(® Note

MR K #FHH918 WorkSpaces £ Amazon Managed Microsoft AD B 3 , W &6 A ERIA
HEREREE GPO, HR , kR yourdomainname OU ( RZALTHEM OU ) |,
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HFLETX (AREE ) ¥R AREREREFCIE GPO , HFHEETIL, Bx
yourdomainname OU (WEZER , S @ (Amazon Directory Service EXEIER) +
HEIENANE

8. THERMEBERESRT , KOERITENEE. RE, EEEMR. Amazon 1 WSP,

9. THABR/EZEASHMAEEMRE,

10. ERRA/ERASMBMAEEQONEESD , EREARER.

1. EFHE,

12. AR FZEFIRFENT —IREAREFH 25 WorkSpace ARk £ WorkSpace iEEH B3I EE
M. ENAARKER , BRITTIIREZ—
- EJ3 WorkSpace ( £ Amazon WorkSpaces ###| & F , %1% WorkSpace , RFERERE &

/8 WorkSpaces ) »

- EEEMTRRAL , WA gpupdate /force,

EARAA WSP WEMALERH

BUAER T , WorkSpaces 2 BIEEEME AR AT A, MR Windows FE WorkSpaces , & EL
A RMIRERE AL IR,

B A= E A Windows Y & §ii % i B 7E @ WorkSpaces

1. WRBHH WSP WorkSpaces A 5 &2 1 4Rk B 2% WorkSpaces B &HYH 2 515840 e 176%
X,

2. TEHREE WorkSpace il A WorkSpaces B %K Amazon EC2 324l £ | THARKEETE
(gpmc.msc)o

RITHE (#K: FQDN ) o

BRI,

BT 2# FQDN, 40 , example.com,

BRI HEEN R,

ERRIAERE  TALETX (AREE ) XE  RAEEERRE.

N o o b~ w

(® Note

MR F K EE WorkSpaces & Amazon Managed Microsoft AD B % , W F5& M ERIA
HEREREE GPO, HR , kR yourdomainname OU ( RZALTHEM OU ) |,
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HFLETX (AREE ) ¥R AREREREFCIE GPO , HFHEETIL, Bx
yourdomainname OU (WEZER , S @ (Amazon Directory Service EXEIER) +
HEIENANE

8. TEHEXRMEBRESRT , KOERITENEE. R, EEEMR. Amazon M WSP,

9. THABR/EZASHHHEEMRE,

10. ZERRA/EASMAHEERNEES , EREEARERA.

1. EBEEE,

12. AR IREEIFEMN T — IR ARBEERH 25 WorkSpace BA K £ WorkSpace iEEF B3 a4E
Wo ENAERBER , BT TIREZ—
- EFZ3) WorkSpace, £ Amazon WorkSpaces 2 #|& A , % WorkSpace , REIEZRERE >

EJ5 WorkSpaces.,

- TEEDTRTFL , #WA gpupdate /forxce,

ZH WSP W XEEM

BIAMBRT , TEXHNHRENRE N EGA TEZENEF RO X WorkSpace, WWiTHRBENXE
EMEEHN, BAREEXANXERNRERE S, fFli0

- BN ARFEMBEATIERENXP I (AIERLER THEHEMRX ),

« BT a FAITRIES WorkSpace |, XTSRS E R XK 4 E R BIZET.

- ZEHENAFHFETECE WorkSpaces £ —MNTX |, UREZF—BHENPAEF.

I8 Windows FEZE WorkSpaces , & 7] LAfiE i 4H SR RE R B SR F 1L ThAE,
A Windows BBt X & E @ WorkSpaces
1. WA{RTE WorkSpaces B RV F 1 HI 258 h R7ZE X P 25 7 &M WSP WorkSpaces 4 K B

B,

2. 1EBXEX WorkSpace i A WorkSpaces H 3 Amazon EC2 3£fl £ |, T HARKERETE
(gpmc.msc)o

3. BIFHM (M :FQDN),
4. RITHE,
5. BFEH FQDN ( fla , example.com) o
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6. RITARKXIR,
7. EERFNEERE  IFLETX (ARES ) XE , REIERES.

(@ Note

MR F R B WorkSpaces 2 Amazon Managed Microsoft AD B % , W7o & 6 ERIA
HEMERBE GPO, R , E%#E yourdomainname OU ( RiZALTHWEM OU )
HALTX (AEET ) X, ARERELREFLE GPO , HFHFEZIIL, BX
yourdomainname OU WEZE R , 5 (Amazon Directory Service EE1EF) #
Rl EE RN

8. HEARMEBEHFESRT  MONERUTENEE. XK. EEEMR. Amazon F WSP,

9. HFABR/EARXEEMKRE.

10. ZERA/EARXEERNFES , EEEA,

M. EEHEE,

12. AR ZEFICRENT —IRAREEFH 25 WorkSpace ARk £ WorkSpace EEH BN EE
W ENAHRKENR , BT TIREZ—
- B3 WorkSpace ( £ Amazon WorkSpaces #2#I&H |, %£$F WorkSpace , AEEFRIRE &

J& WorkSpaces ) o

- EEEMPRRAL , WA gpupdate /force,

13. BT X% E WorkSpaces HFATER X,

HBY X IFE WorkSpaces =&ESH , TEHRMEFHITENHNEX,
BLE WSP ££RiE

NTF WSP , R BEEM TLS 1.2 ME#HTMNE, RIABERT , AREAUTREZRBHRATMNE
& P i A AR 55 25 T 7 65 A TR AP 2R A

+ ECDHE-RSA-AES128- GCM-SHA256

+ ECDHE-ECDSA-AES128- GCM-SHA256

+ ECDHE-RSA-AES256- GCM-SHA384

+ ECDHE-ECDSA-AES256- GCM-SHA384

+ ECDHE-RSA-AES128-SHA256
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+ ECDHE-RSA-AES256-SHA384

Xt F Windows WorkSpaces , A LAEAARBEIRERE K TLS KLBEXUR BN EBEMH N L
RUZBEH, BERLREARENEEPRM T XERENIFNEBESGNEM LA,

BLiE WSP ££1KRIiE

1.

N o o &~

10.

11.
12.

#R7E WorkSpaces B &I IR FIZFHY P 1776 X 235 T &K WSP WorkSpaces AR EE
R,

£ B XEE WorkSpace m A WorkSpaces H XK Amazon EC2 Rl £ |, T A RKEETE
(gpmc.msc)o

BRITH (K FQDN ) o

BT,

BRI &# FQDN, #l40 , example.com,

RITARBEXI R,

ERBINEERR , T LT (ARET ) X8, AEERRE.

® Note

MR FFHEE WorkSpaces & Amazon Managed Microsoft AD B % , W7o ERIA
HEMKBE GPO, R , H%EE yourdomainname OU ( RiZALRTHWEM OU)
HALETX (ARG ) Xe  AREREHE P CE GPO , HFFHEEESIA, BX
yourdomainname OU HEZER , i§ZH (Amazon Directory Service EEERE) 7
WOIENAE,

EARREBRRENRP , fONERITENEE, XK, EEEMR,. Amazon Fl WSP,
ITHAGREZERE.

ERELZSIREXNFES , EESH. PNEATNZBESG  AHBRERKNBZEES, XX
EEBENFEZER , BSREERSREN FEPIRMHMN WA,

TR E,

ARBIEEFNREN T —REARBEN B URBEF B3I WorkSpaceiE 2 fFHE Ko
WorkSpace EN AR ER , BHIT FIIREZ— :

« EEJ3 WorkSpace , {51 Amazon WorkSpaces %] & Hi%£$## WorkSpace , RFLFRIE
£ , EJF WorkSpaces.
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- EEEMTRRAL , WA gpupdate /force,

N WSP BEY &

FHIABERT , X WorkSpaces § BB TERARS, MRFE |, B/ LUBEI LT X WorkSpace
FENEENERYT BERF -

- RFB[BAMEFIE - NRSBNEFRBERYT B

- (XPRIRSES - RANBRSEBEBERT B

- XBEREFK-RAEFHBRTE

¥ F Windows WorkSpaces , A AERARBKRERLET BEFHNFER,

HWSP BEY E

1. WRFFH WSP WorkSpaces H R B EEIER 2 RF1E WorkSpaces B kY12 HI 85 # H R 171
X,

2. TEHZEH WorkSpace = E A WorkSpaces B &%H Amazon EC2 26l L | ITHAFRKEET
B (gpmc.msc)o

BRITH (#K : FQDN ) .

BT,

BT &4 FQDN, #l0 , example.com

RITARBEXIR,

ERBRINERR , T LT (ARET ) X8, AEERRE.

N o o &~ e

® Note

MR LB WorkSpaces 2 Amazon Managed Microsoft AD B 5% , NI FCEE A BRIA
HEMRBE GPO, R , H%#E yourdomainname OU ( RiZALTHWEM OU )
HFETX (AT ) X8 ARERELREFCIE GPO , HFHEEIL, BxX
yourdomainname OU WEZER , S (Amazon Directory Service EXE1ER) *
WOIZENANE.

8. THHRMEBERES[TP , FONERRITEYEE, XK, EEEMR. Amazon F WSP,
9. fIAEET RBIRE.
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10. EEEY BNEEYF , EEEA , ARREMENIFET, ERENREF K, REF[MES
U SN BR AR 55 27

1. BEEE,

12. ARBIREBEFIFENT —XAKBEEH 25 WorkSpace AR IREFH F 3 WorkSpaceaiEZ G
W, ERNAEFHRER , BT TIREZ—

- EFZ3) WorkSpace, £ Amazon WorkSpaces #2#|& A , % WorkSpace , AREIEZEE
{E , E8 WorkSpaces,

- EEEWTRIARL , WA gpupdate /force,

FERYER WSP HERFEEM

ERIANEIR T , Amazon WorkSpaces T X FEAERFHITRENFNRIIIXFPFHRIE, 2iFH
BHRRIEIREEAFERNIITHNERFEMRIE. WorkSpaces2iEH MBI RIEEFZERITH S
BRAL,

MREE | S LUMEAAKREIZE N Windows WorkSpaces 5 AL ERI ML ER FHRIE, EHHR
5 F EnableClientAuthentication API #{E={enable-client-authentication Amazon CLI a5 =& AD
Connector BRIZEBEREAQFENSMHRIE. EXEZEE , B2 (Amazon Directory Service EIE1§
) BHR AD Connector 5 BB £ BB RIE,

® Note

E 7 Windows H £ E8E~ WorkSpaces , FEWMITHMI R, BEXEZER , BSHER
BT HRI,

B AE A Windows K& BE+<EE M@ WorkSpaces
1. HRTE WorkSpaces B ZH B FIZH P REFMH X P L& 7 HFHH WSP WorkSpaces H R B EE
EiR.

2. TEHRE WorkSpace S iIA WorkSpaces B %K) Amazon EC2 324l £ | THARKEETE
(gpmc.msc)o

3. EBIFM (M :FQDN) .
4. BRI,
5. EBFFEW FQDN ( flan , example.com)

HE WSP WA RMRE =


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ad_connector_clientauth.html

Amazon WorkSpaces EEER

6. RITARKXIR,
7. EERFNEERE LT (ARES ) e, REIERERES.

(® Note

MR FFH1E WorkSpaces  Amazon Managed Microsoft AD B 3% , M 7oA B ERIA

R SR A2 GPO, MR , E%$F yourdomainname OU ( ZAL THIEM OU )
HALTX (A82T ) X3 ARERELEFAE GPO , HFHEER L, BX
yourdomainname OU FEZER , i§ZH (Amazon Directory Service BEEER) 7
HOIEN R B

8. THEXRMEBRESRT , KOERITENEE. RE, EEEMR. Amazon 1 WSP,

9. THABR/EZAEREFEEMRE.

10. ZERA/ZERAEERFEERONEES , EREARERA.

11. EERHE,

12. ARBIREFESFES WorkSpaceiZFEF B aER. ENAHRERENR , FERF WorkSpace
( 7 Amazon WorkSpaces &A™ | i%£3F WorkSpace , RFIEFEIE , EF WorkSpaces ) -

7 WSP 5 A= E A WebAuthn (FIDO2) EE [

ZINER T , Amazon WorkSpaces A WebAuthn BRI FHITLEFNFHRIF, 2FRNT
B RAIE R IEZTZENITH WebAuthn SHRIE , HHRELIEFIZTH Web B ARFIERN & BRI,

=R
WebAuthn (FIDO2) WSP HNEERZEHZ AT RH :

« WSP EHARIEBIRA 2.0.0.1425 EFIRA
« WorkSpaces &F :
« Linux Ubuntu 22.04 2023.3 5 & & kR A&
« Windows 5.19.0 S E S kx4
« Mac %% 5.19.0 R E S iR A
« WorkSpaces IEFEi=1T Amazon DCV WebAuthn EE MY BEFI LM Web K25
- RIHEEE 116+
 $¥%k Edge 116+
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£ Windows /8 A2 A WebAuthn (FIDO2) EXE @ WorkSpaces

MREFE , B LEAARKEESAREZANEA S M WebAuthn KIEEFH# 1T Windows £1iE A & 14
I0F WorkSpaces X5, MMREBBEABAREEHIZE , NFFEH WebAuthn EXER , HEAF AL
TP ERAAL FHRIUEEE. WorkSpace

BRIZEES , 2FDPREARKEBNATE WebAuthn ERENEE @I AT iR, AP ER
Windows Hello Si A EZHN L £18 % ( W0 YubiKey EF4E FIDO2 ¥R B R IIEET ) REXK S 17
Wi,

£ Windows /8 =2 A WebAuthn (FIDO2) EZE @ WorkSpaces

1. WA{RTE WorkSpaces B RV F R HI2F M P R7ZE X P 2% 7 &M WSP WorkSpaces 4 KB B
B,

2. 1EBXEX WorkSpace A WorkSpaces H 3 Amazon EC2 3£fl Lt |, T ARKEETE
(gpmc.msc)o

RIFH (#K: FQDN ) .

B,

B IF&EW FQDN ( f5lzn , example.com) o

BRI HEBEN R,

ERRIAERE  TALETX (AREE ) X2 RAEEERRE.

N o g &~ w

(@ Note

R XM 1E WorkSpaces  Amazon Managed Microsoft AD B 5% , M7 & ERIA

HERIER A E GPO, MK , B%$F yourdomainname OU ( iZALTHEM OU )
HALETY (AEETG ) XE , AREREREPFLE GPO , FFHEESIL, BX
yourdomainname OU HEZER , i5ZH (Amazon Directory Service BXEER) 7
MEIENANE,

8. TEHEXRMEBRESRT , KOERITENEE. Rk, EEEMR. Amazon M WSP,
9. ITFF “BR/ZR WebAuthn EEE” & &,

10. & “BA/ZER WebAuthn EE@” XiEREF , &F “BR" = “BEA"

1. EFEHE,

12. ARBIREFERFES WorkSpace EEFMBIEENR. ENAARBEER , iHHZE Amazon
WorkSpaces #2414 Hik#E , EF S35 WorkSpace, WorkSpace R jg , ikiRigE , EFEI
WorkSpaces ) »
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2% Amazon DCV WebAuthn EE @Y &

B A% IhEE WebAuthn /5 , AP EE X% Amazon DCV WebAuthn EE BT BT e R ZINEE , HiE
ERITUTE—BE -

- RERRERENAFEEN LR ERRNKRT RERF

(@ Note
XR—RERNERRER. SR WSP RERAERE] 2.0.0.1425 HESRAE , EHIH
FREEEA, IRENFLAFPTEE WebAuthn EEM |, 1 REJEMR IR PHIBRT R
RFAT, SwaBERLT GPO KM LE WebAuthn EE @Y BEZERE T,

- BAILAMERALT GPO KN AFBRHLREERT BEF.
- YRS P RTLAEEA Microsoft Edge Add-ons 2 Chrome W £ N A EF B ZET BEFo

ERAARBEENZEINRRT RERF

& AT LAE A4 KB =% Amazon DCV WebAuthn EE@Y & , BERTUMNERNHERLEIMA Active
Directory (AD) BV EEN , LA EAR A RBEERLZEEN2FEN. LIRHRBEER
YR BRI AB ARl

& A T %k Edge

1. T EHZR% Microsoft Edge EE1E 1R,

2. 1EBXEX WorkSpace Sl A WorkSpaces H 3 Amazon EC2 3£fl L |, T FARKERETE
(gpmec.msc)o

RRFTHR (4K : FQDN ) .

B,

RIT4&# FQDN ( #l40 , example.com) .

RITHRBEIT R,

ERRAERR , T LT (ARETE ) X8, ARERRE.
ERITENEE. EEEMNR. Microsoft Edge My &

I ‘BESHNEERE", RHREN “BA"

10. & ‘BRESNEBRE" T, RAUTHEA :

© © N o o bk~ ©
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https://learn.microsoft.com/en-us/deployedge/configure-microsoft-edge#1-download-and-install-the-microsoft-edge-administrative-template

Amazon WorkSpaces EEER

11.
12.

© © N o o b ©

{"ihejeaahjpbegmaaegiikmlphghlfmeh":
{"installation_mode":"force_installed", "update_url":"https://edge.microsoft.com/
extensionwebstorebase/vl/crx"}}

EFRAEE,
HRBRIR BB UUFES WorkSpace IEEFE N EEN. ENAHARKEER , FHZE Amazon

WorkSpaces 241 & Hik# , EFH S35 WorkSpace, WorkSpace A jg , itBigE , EFEI
WorkSpaces ) »

@ Note

FZANBINANTREERREXE LT BREFNZE !

{"ihejeaahjpbegmaaegiikmlphghlfmeh":
{"installation_mode":"blocked", "update_url":"https://edge.microsoft.com/
extensionwebstorebase/vl/crx"}}

TERAZRATRRR[EEENR, WFETHFR , FSRELERMN LIRE Chrome I %2R K

£ B XE®E WorkSpace N WorkSpaces B H Amazon EC2 326l £ , I FFARKEETE
(gpmc.msc)o

BRI (K FQDN ) o

RITiH,

RFF&H FQDN ( f5l20 , example.com)

RITARBEXI R,

RN, T LT (ARET ) X8, AEERRE.
EE TENEE. “EEER. ‘ATNER N T ERER
17 RESNERRE , FEHREN “BA

10. £ BMESNEBRRE T, MAUTRE :
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{"mmiioagbgnbojdbcjoddlefhmcocfpmn":
{ "installation_mode":"force_installed", "update_url":"https://clients2.google.com/
service/update2/crx"}}

1. EEBE,
12. AR REFERFES WorkSpace FEFBHIELENR. ENAAREER , i ZE Amazon

WorkSpaces 241 & Hik# , EFH S35 WorkSpace, WorkSpace A jg , itBigE , EFEI
WorkSpaces ) »

@ Note
BANBENANTEEEREREXBELT REFNRE !

{"mmiioagbgnbojdbcjoddlefhmcocfpmn":
{ "installation_mode":"blocked", "update_url":"https://clients2.google.com/
service/update2/crx"}}

BERSEM WSP RRE8{E N T S iEE i

MRFE , JUAERNE Windows 8RBt #TFF A F# WorkSpaces £1if. EM WorkSpaces & F~ i
EWEE  APUUFERABECHEBR B FHITEMRIE , E4BURT I H WorkSpaces/z A 7 i ft
KM FHRIE,

RIANBERT , ZARBRELTEARS. MRFE , BUUFEHAAKKRERS AERMNE Windows
BT WorkSpaces FF & iFE R,

(® Note

- HAKMREERATEBSORIENSENERFFHRIENSE,

- & Windows RfEAERE WorkSpaces , EERTHMI R, EXESZER , BSHAE
AEEFHITE R,

EE WSP HARKRE 156



Amazon WorkSpaces EEER

B A E A Windows &8 E i T FFiE 2 1F WorkSpaces

1. BRTE WorkSpaces B R FIRHIBFH P 176 X P 2% T & ¥ H WSP WorkSpaces AR EE
R,

2. TEHXEE WorkSpace Sl A WorkSpaces B %K Amazon EC2 324l & | THARKEETE
(gpmc.msc)o

FRITH (# : FQDN ) o

B,

RFF & H FQDN ( f5l20 , example.com) o

BRI HEEN R,

ERBAERE , I LT (ARET ) X2, ARERERE.

N o o ~ w

(® Note

MR ¥ #FH1E WorkSpaces  Amazon Managed Microsoft AD B 3% , 7o 3: A ERIA

R R A2 GPO, MR , E%$E yourdomainname OU ( RZALTHIEM OU )
HALTX (A82T ) X3 ARERELEFAE GPO , HFHEZER L, BX
yourdomainname OU FEZELR , i§ZH (Amazon Directory Service BEEER) 7
MEIENAE,

8. HEARMEBEESRT , MONEFRUTENEE. XK. EEEMR. Amazon F WSP,

9. IHAER/EZEAREMENMTXEERERE,

10. EREA/ZAREHERMTXEEENEES , EEBEARNEA,

1. EEEE,

12. ARBREFIFENT —RARBEEFH Z2/5 WorkSpace JAK £ WorkSpace iFE#H B3I a4E
W ENAHRKEN , BT TIIREZ—
- EJ3 WorkSpace ( £ Amazon WorkSpaces ###|&H , i%#F WorkSpace , RiFiEERE , E

/8 WorkSpaces ) »

- TEEDTRTAL , #WA gpupdate /forxce,

BERZEM WSP wiH#E RIFEF (IDD)

EIABR T , WorkSpaces XA RAIEE REANZEF (IDD), R Windows FZE WorkSpaces , &
A LA FA4A SR BR IR B SR A L Th BE,
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B A EZ A Windows K [E#2E R BFEF (IDD) WorkSpaces

1. W4RTE WorkSpaces B FHVIHIRFIZTH P R7FM X L5 7 &K WSP WorkSpaces AR EE
R,

2. B FRXEM WorkSpace N A B % Amazon Elastic Compute Cloud SE6I £ |, TFARKERE
T B (gpmc .msc). WorkSpaces

¥ RFFM ( FRHMFQDN ) .

BRI,

B IF&EW FQDN ( f5lzn , example.com) o

BT HRBEX R,

EFE CBIAERE , AREEXETF LT, RAEERE “RE"

S L

(® Note

R X FHE WorkSpaces & Amazon £ E R Microsoft AD B , M EFERARIAE
REERBIZE GPO, MRERZE A THWyourdomainnamef R &y (OU) HE OU ,
LRELERRIF LT, RARERFELEPAE GPO , AT HEET L., Bx
yourdomainname OU HWEZ{EE , i§ZH (Director y Servic Amazon e EXIERE) +
HEIEANE.

8. HEARMEBEEESRT  MONEFRUTENEE. XK. EEEMR. Amazon F WSP,

9. #TFF “BH Amazon HiZEE REHER KE.

10. 7£ “B A Amazon BZEE REHEF WNiFED , EF BA RN EH

1. EEBE,

12. ARBREFICHENT —IREAREEF 25 WorkSpace ARk £ WorkSpace EEH BN EE
W ENAHRKEN , BT TIIREZ—
a. E#E3) WorkSpace ( 7 WorkSpaces & |, 1%#F WorkSpace , REERRIE , B

]85 WorkSpaces ) o

b. EEEWMTRTRMFL , @A gpupdate /force,

& WSP WERRE

WorkSpaces A EBREZHARNERRE , SFHEAMER, KRERGHRE, FAEKTEMN
YUV w8, REFEFMENEGRE. WANRIMBEABE  BAEXLERE,
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MINBERT , RADIRRERN 25, RAMRRER TEEATHRAERMEK (fos). H 0 RFTIR
#lo

RABERT , RIERBREEN 30, TUANRKERGREH TR , RERERGEMENHHE
B&RE, N TREREWNED BRI BRERE, BERERERE  FENKERE.

- REMMNBEHHEEENT 30 M 90 Z[H,
- RERENERENT 60 M 90 i,

RABERT , BRKEBREEN 80, BABRBGREFT2XNEGNBARNIITE , BELREKKE
LRGN EFERE,

RIMBERT , BEBREBIRERN YUV420, &R B A YUV444 w15 | IS A YUV444 RGBS EE
BE,

¥t F Windows WorkSpaces , A AFEAARBREREEZRANER, HFERGRENZKABGR
EE,

ELiE Windows B & RiZE WorkSpaces

1. WERZEFHH WSP WorkSpaces 4 KB EEE R B R WorkSpaces B Y12 858 & R 1764
X,

2. 1EBXE® WorkSpace =2 A WorkSpaces B %#) Amazon EC2 35| b | ITHARKEET
B (gpmc.msc),

RIFH (#K: FQDN ) .

B,

B IFEW FQDN ( f5lzn , example.com) o

BRI HEBEN R,

ERRIAERE  TALETX (AREE ) X2 RAEEERE.

N o g &~ w

® Note

MR FFHEE WorkSpaces & Amazon Managed Microsoft AD B % , W o3& ER 1A
HEMERKBE GPO, R , E%#E yourdomainname OU ( RiZALTHWEM OU )
HALTY (A8ETG ) X% AREREREPLE GPO , FHEESIL, BX
yourdomainname OU WEZE R , 55 (Amazon Directory Service EEErE) #
WOIENAE,
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8. THEXMEBERESTD , MXNERTEVEE. KB, EEEHEMR. Amazon F WSP,
9. IAFEEERRERE.

10. EEEERRENEES , RS , AEREAWER (fps), REEGRENZAEGREE
RENFENRA

1. EFEE,
12. ARBIREFSNENT —RARBEFH 2 /5 WorkSpace LA R B EH/Z 31 WorkSpaceRiEZ 5
. ENAEEHBER , BIRITTI®REZ—

- &S WorkSpace. Amazon WorkSpaces ##l& , %£3F WorkSpace , REEFERE , EF
WorkSpaces

- EEEMPRRAL , WA gpupdate /force,

71 WSP H9{X Amazon & Rz FEF B AE A vSync

FIAERT , WorkSpaces X #fF vSync ZhEEA TR Amazon Bl E RENEHEF. R
Windows % E WorkSpaces , #&0] LA F 4 SR B 1R B SR 22 A th Th B,

B A Z A Windows MREE &2 WorkSpaces
1. TAREZETH WSP WorkSpaces AR B ERIERT ZEHE WorkSpaces B A2 43519 R 174k
X,

2. 1EB B WorkSpace s il A B & Amazon Elastic Compute Cloud SE#i £ | T ARIEERE
T & (gpmc .msc). WorkSpaces

¥ RFFRM ( FHFQDN ) o

BT,

EFF &K FQDN ( f5l#0 , example.com) .

RITHRBEIT R,

EE BRIAERE , AREEREITIF LT, ARIERE “RE

S - R

® Note
R Z RV WorkSpaces & Amazon &R Microsoft AD B 3k , W7o E A RRIALE
REERBIE GPO, MRiEERZEE FTHWyourdomainnamef L& { (OU) SHAE OU ,
CREEREITF LT, AREREHE P AE GPO , A FHEREIIL., X
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yourdomainname OU HEZEE. , 5 (Director y S ervic Amazon e E¥EEF) F
WEIERNR,

8. THEXRMEBEESRT , KOERITENEE. RE, EEEMR. Amazon 1 WSP,
9. TF “XBR Amazon BHl & REBWHEF" REMN B vSync” ThEE,
10. £ “iX Amazon B\ & REBFWHEF" XN FEMN “B A vSync” TheEd |, %F “BR” R “BA
1. EFEBE,
12. ARBREFICFENT —IRAREEF 25 WorkSpace LAKk £ WorkSpace EEH B3I EE
Wo BENAERKER , BITUATERE
a. WorkSpace BEHITUTE—REEFHZD :
i. &I 1-17£ WorkSpaces #Z#I&H |, %£1F WorkSpace EEFHE I, Rfg , EFER
£ , EF/E3h WorkSpaces.
i. &I 2-EEEWSRIFT , Wi Agpupdate /force,
b. ENFI&E WorkSpace , HEEFERET,
c. BRERIHKK,

BLE WSP B ERAREE

ERINERT , WSP By BEREFEMEBiZE WorkSpaces H Info, BRI LU HER R E RN FMEE RS
( NBETEMBIRIFEA ) , FA LA :

- Hix - RTFA

« Warning

- 58 -BiA

« @R - HIFH

Xt F Windows WorkSpaces , & 7] LA A SR BE IR E KRB E H S F AL 5o

5 Windows Bt & HE1F 4K 5 WorkSpaces

1. TRZTH WSP WorkSpaces A KM ERIENR T T WorkSpaces B K9 Hi12 48540 th o7 6%
X,

2. TEHREE WorkSpace S iIA WorkSpaces B %K Amazon EC2 324l £ | THARKEETE
(gpmec.msc)o

HE WSP WA RMRE o
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3. BIFM (M :FQDN),

4. EBIFH.

5. EBFEH FQDN, i , example.com,

6

7

RITARBXI R,
IERMIAERE , I LT (ARED ) XE , RRERERE.

® Note

MR LB WorkSpaces 2 Amazon Managed Microsoft AD B 5% , M FEE A BRIA
HEMKOE GPO, Hk , H&EE yourdomainname OU ( RZALRTHWEM OU)
HALETX (ARET ) Xe , AREREREFLE GPO , FHERESIL, BX
yourdomainname OU WEZER , HZ @ (Amazon Directory Service EXE1ER) *
MO A A

8. TEARMEBREST , fOXERITENEE., KiK., EE#EIR., Amazon Fl WSP,
9. ITHAEREBXRFMAREIRE.,
10. EEERARFMAREEXNEFES , &EEH , ABRNBRFMARERIRERN IR, HiR. EERE

A
Ho

1. EEBE,
12. ARBREFIGFENT —RAKRBEEFH 25 WorkSpace AR IR EFH Bz WorkSpaceiFEZ G
W, ERNAERBER , BT IIREZ—
- EFZ3) WorkSpace, £ Amazon WorkSpaces #2#|& /1 , % WorkSpace , REIEZFE
fE , EJE WorkSpaces.,
- TEEDTRTAL , #A gpupdate /forxce,

7 PColP R AR ERER

E1£EH PColP MY WorkSpaces B £ 45 E F Amazon WA RREIZE |, BATURINER T 2K
PColP RERA (32 =R 64 1 ) AR EEEIR, WorkSpaces
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® Note

MELREEER 32 UF 64 ARE , MABR 32 MRBFERAEARKERER , HABHAR
BEIR BN R R AT 32 (v 64 R, WorkSpaces YFiE A WorkSpaces &EEF 64 {1
RER , AR EIER 64 MR ENEEER.

¥ WorkSpaces &AM Z 32 MR EKX R 64 VRE

1. B%ZF a WorkSpace , RAEBIERF “EF", “Kix Ctrl + Alt + Delete” AR L HEFEHERF
“‘EHEER RITFEFEES.

2. EESEESFEDR , REFHAEEEIF , GRELIIRE , REEFERS,

3. BERIXFED , EEFE , RARERBEE,

4. FEHMAEFEEMRIMFLE , X pcoip_agent.exe , REEFAVFREHME , LIFBE PColP RIE

B 32ER 64 . (EBAEELEER 32 M 64 { WorkSpaces AHHES ; XREFIUR, )
71 PColP ZRAFHEEEMR (32 17)

EFAE 32 i PColP RE—# 2 PColP i WorkSpaces B4SERARIEIRE , HMEL L% PColP
AR EEER, £8XEE WorkSpace A B F# Amazon EC2 =4l ERITUATH R,

BXREH.adm XHHNEZEL |, S Microsoft XA EEHA KR EEENR (adm) XHEIE,

7 PColP %3 4H KM E R

1. EIEEETTH Windows WorkSpace # , E#IC:\Program Files (x86)\Teradici\PCoIP
Agent\configurationB Z#Mpcoip.admX ¥,

2. TEBZEH WorkSpace = MA L WorkSpaces B %H Amazon EC2 SEfl £ | ITFFAKRKEERE
T B (gpmc.msc) , RESMEEWE P T EEH WorkSpaces iHEHM AL LA,

3. HFUHENKFEALALMNEN ETX (FRED) XE , RAEEREXNEHIE GPO HEiAL
HEEE.

4. & “FE GPO” MiEES , WA GPO WHRMET , fliWorkSpaces iTEHKRE , H4F S
ource Starter GPO IREN (& ) » EFEHE,

5. M GPOM LT (AEET )RR, RFIERE Edit (RE).

6. EARMERRESRT , MOERITENEE. KENEEER. WEREPEROERRENR
HO/m BRAEAR o
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7. ERIU/BBRENRIERES , BEFM, EFR I EHE pcoip.adm X, REMIRIERT
FMR Ao

8. XRMARKBEREESR. NE , BULUFEAZ GPO RIEHHETF WorkSpaces HYHFBKIZE o

RiIFEEERXHREEERTR

1. TEB RE WorkSpace 5 E A WorkSpaces B &K Amazon EC2 =26l £ | 3T FFAFRKERET
8 (gpmc.msc) , S EIEH WorkSpaces 1+ E LMK~ H & FHBH WorkSpaces GPO, fEEX
B ORERRENRE.

2. HEHERMEBEESRTD , MONER TENEE. XK, EEER, KUETEER M PColP
Session Variables,

3. I* , &EfEMA PColP WorkSpaces B , A LAEA Lt PColP 2173 &4 REE X RKME L B b 45
ENEERRIRE,

® Note
EATRAFBSELANRE , BERTUEENEEARE ; & , BERTIEENEER
eE,

J PColP R4 KM EEBER (64 11 )

EFEFAMFER PColP MY WorkSpaces B4 B AR IZE , ST PColP BV4H KIS EIEE
#RPCOIP.admxHIPCoIP.admlXHFINEI B RMVIFIEFIZFHN P REMX., WorkSpacesBx . admx
M .adml XHWESELR | HSENME Windows 56 22 F S 4 5K RE B B R A h R_ 176,

DUTEBENAT NAEFRFEHODEPRNEEERIH. £HFKEE WorkSpace 1A B
Amazon EC2 K| EHITUL T, WorkSpaces

7 PColP R34 REEE BRI

1. EIEEETTH Windows WorkSpace # , E#IC:\Program Files\Teradici\PCoIP
Agent\configuration\policyDefinitionsB FZHAHPCoIP.admxFPCoIP.admlX
. PCoIP.adml X#fTiZHBEEMW en-US FX XK,

2. 1EB B WorkSpace 52 A WorkSpaces B &H# Amazon EC2 3£ E | TF Windows (¥
RREES K AREuEHPRAREAANTLREESA (FQDN) , fla0\\example . com,

3. #TFF sysvol X#HXK,
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4. ITHHHE FODN BFRHI 4R,

#TFF Policies X#R, ZBIMEMNIZILTF \\FODN\sysvol\FQDN\Policies H,
MBZXHEHAFE , BRE—1EH PolicyDefinitions MIXHX,

$TFF PolicyDefinitions X#3X,

$F PCoIP.admx X#HEHIF \\FODN\sysvol\FQDN\Policies\PolicyDefinitions X#
X,

9. % PolicyDefinitions X#HXHOIEEN en-US BIXHK,

10. #TFF en-US X#H3%,

11. f¥ PCoIP.adml X4 & #Z \\FODN\sysvol\FQDN\Policies\PolicyDefinitions\en-
US X#HXe,

® N o o

RIIEERRXHREEEREE

1. TEB &I WorkSpace = 1A WorkSpaces Bt Amazon EC2 k4l & | ITHARKEETE
(gpmc.msc)o

RIFH (#K: FQDN ) .

B,

RFF &6 FQDN ( 520 , example.com)

BT AR R,

ERERIAERE  TALETX (AREE ) XE , REEERE.

o ok w N

(® Note

MR H91E WorkSpaces & Amazon Managed Microsoft AD B 3 , W Fc 3% 65 F ZR AT
REEKOE GPO, R , B4 EEEERN R AR T 0|2 MR GPO,

{# A 61722 B A&+ Amazon Managed Microsoft AD , Amazon Directory Service &7E15i1R
BR TR — MR 84 (OU), It OU MBAMETHRELEE R B AN NetBIOS
EMo MREKRIETE NetBIOS B, ML B FFFERIA S B % DNS B E—F2 (6
m , R EF DNS B#MA corp.example.com , M| NetBIOS Z#fFH corp ) »
EBE GPO , B NERBRINERE |, %4 yourdomainname OU ( SIZA L T BV EA
OU) ,IFLETX (HAEEE ) XE , AREFRELEFCIE GPO , HIFHEEETI
Ak,

Bx yourdomainname OU BWEZEE. , 12 (Amazon Directory Service B {5
M) PHBIENAE.
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7. HEARMEBRESRD , ONERITEYEE. KiK., EEERF PColP £iEFEE,
8. IE , BULEAL PColP £iFEEH RN KRB U PColP WorkSpaces B 455 HY 4 SR B

RE,
(® Note
EATAFESENRE  FERTESNEERRE ; &, FEEFTIEENEER
RiE,

EIE PColP AR E
FRAERKIZEREEAME A PCo WorkSpaces IP B9 Windows.
BLEXT PColP KYFTEN#L T3

FRIANBERT , WorkSpaces g AEARZZITH , SRUNITENIHEER , RAhCEEXINRERBRT
MR B2 7 R RITENFR A

Windows & /7 i Y & GUZ 24T EN L& W LAE R AT EDALV 4R EThRE ( IXNETED ) |, BEREEENHRE
FICERYFT NN B R T o

ZERTHXEANELBE. MREMBERER , ZBITHNLTEEELE,

¥ F Windows WorkSpaces , & AR IEZEFAARE IR ERE ET NP XF,

Bl 4T ENHL 3%

1. FBRELRESBHH PColP WorkSpaces HAFEEEEMR ( 32 {1 ) 5 PColP ( 64

i ) BWorkSpaces HRBEEEER (64 L)
2. TEHZREHE WorkSpace B ilA WorkSpaces B %H Amazon EC2 324l £ | THARKEETE
(gpmc.msc) H S E PColP 2iELE,
3. HABBEZBEITHRE,
4. 7f Configure remote printing (B EZ=ZEHT D) XiEEH , AT T HBREZ— :
ERABRRIRITN , HARERA , ABERT. Configure remote printing (B BiZ2 T
El) T , #$% Basic and Advanced printing for Windows clients (3&fF Windows & imiy &

ANESRITHN), EEHFEAZTFHITENR Z a1 BRIAFTENN , 1E#F Automatically set default
printer (B 371% BB IAFT ENHL)o
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EZATE , Ei%$F Enabled (B A) , AABTE Options (I£I), Configure remote printing
(BLEZAZFTEN) Ti%$R Printing disabled (EZ A $TEN),

5 &EEFEWE,

6. ARBEEFRNFENT —RAREERH 2 /F WorkSpace LAk £ WorkSpace EEHBIEE
Mo ERNAAREER , BHRITTFIREZ— :

- B3 WorkSpace ( £ Amazon WorkSpaces ##I&# |, 1%£$F WorkSpace , AREERIRE &
J& WorkSpaces ) o

- TEEDTRTFL , #WA gpupdate /force,

MNBRT , ATV B EEQWER, ST AERARKIRENRS AR  UESREZTR
HY 2 b 4T ENAJLBY BB RF A 09 25 3t #T ENHL IR IE 9 #RIAFT ED4L WorkSpace.

(@ Note
AR 3T ENALE E 6 73 A F L S % Linux WorkSpaces.

BRAITNN B EEM

1. BREZHERHH PColP WorkSpaces AR EEEM ( 32 17 ) = PColP ( 64
i ) BIWorkSpaces HRBEEEER (64 L)

2. B FEE WorkSpace HiNA WorkSpaces B %H#) Amazon EC2 k6l L | T ARMEETR
(gpme.msc) H Sl PColP 2FEE.

3. IFEEZRE HMRE,
4. EEER , RBEEN, BEEZRITHNT , EEUT—MNEM :

AT Windows & F iRk B AF & R ITEN
« EZRITE
5. EEENREMIAITEN , RAEERHEE,

6. AXRMBREFIFHENT —RARBEEFH2/E WorkSpace LAKk £ WorkSpace HFEH S E4E
W ENAHEREENR , BT IIREZ—

- B3 WorkSpace ( £ Amazon WorkSpaces ##I& # , 1£1F WorkSpace , REEBIRE &
J& WorkSpaces ) o

- EEEMTRRAL , WA gpupdate /force,
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BRREA PColP Bk E E 6

ERINER T , WorkSpaces B IREER, R Windows EE WorkSpaces , #& 0 LA A KB
REREZER L IEE,

ESAREAEEREEM

1. BRERERHH PColP WorkSpaces AR EIEEMN ( 32 17 ) =5 PColP ( 64
i ) BWorkSpaces HRBEEEER (64 L)

2. 1EBXEX WorkSpace Sl A WorkSpaces H 3 Amazon EC2 3£fl Lt |, T ARKERETE
(gpmc.msc) H S E| PColP 2iFEE,

3. #T7F Configure clipboard redirection & &,
4. EEREHMREEQOXNFES  EEEA  ARERUATREZ—UAEATHMIREE@N S
[, TG , EBEREHEE,
- XEEAH
« NXWEFEFUR ( WorkSpace Atrit &4 ) BHAKE
- NEAEFEFHENRE ( At EHLE WorkSpace )
- Mz
5. ARBEEFRNNENT —XAREEF 2/ WorkSpace LAk £ WorkSpace EEHB3IEE
W, ENALARBENR , BHIATFIREZ— !
- B3 WorkSpace ( £ Amazon WorkSpaces #2#I&# |, %£$F WorkSpace , AFEFRIRE &
J& WorkSpaces ) o
- EEEMPRRAL , WA gpupdate /force,

EHBR

B A5 4R E E [ /g WorkSpace , fIR#EM Microsoft Office S ARRFFEHIXTF 890 KB AR , NI
ZNARFURESTEHE KL 5 RSB MmEAL

7 PColP RE&iFIKE BT
W &E P TR |, BHVES) WorkSpaces B FIniEFM . WorkSpaces MR E—ER B AIKE T

M EIESRE , MEATF Windows #l macOS WEFIRMARFAZRBIENEZE LT, RIAHNLIER
SEREEE R 20 28 |, BETLUEHRIZE WorkSpaces , AN IZEREHIBHNARKRE RS,
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EREHFLFREENE

1. BRERERHH PColP WorkSpaces AFRIEEIEEMN ( 32 17 ) = PColP ( 64
i ) BWorkSpaces HRBEEEER (64 L)

2. & BXEX WorkSpace A WorkSpaces B %M Amazon EC2 SKfl £ |, FTFFARMKEETER
(gpmc.msc) H S El PColP iEEE,

3. #T7F Configure Session Automatic Reconnection Policy i%i&.

4. £ Configure Session Automatic Reconnection Policy XiE#EH , i%£3F Enabled , ¥§ Configure
Session Automatic Reconnection Policy TR E N FTEMNER AR EN) , RBEER OKo

5. HARBRISEFICNFENT —IRARBEEFH ZF WorkSpace LA& £ WorkSpace HEH B EE
B, ENALARBER , BHIATTIIREZ— :
- E/J3 WorkSpace ( £ Amazon WorkSpaces ###| & , 1%£#F WorkSpace , AFEFIRE B
/& WorkSpaces ) .
- EEEMTRRAL , WA gpupdate /force,

BRASEZR PColP WEMMmAEEM

ERIANER T , Amazon WorkSpaces X FMN A E R X EERHIE, R Windows EE
WorkSpaces , #&0] LA F 4 SR B& 1% B SR 22 A b ThRE.

(® Note

MRIREVARIEIREPR S| T P R4 #h B 5% WorkSpaces , BBA F 504 AR T EE LRI,
WorkSpaces 1 RMIBRIZAKREIZE , M N RXEF B EHE SN AINEE,. WorkSpace®
KILARIZFENEZER , S Microsoft TR HHY 7 VFAS i B o

ERASEZEAEHmAEED
1. BREZHERHH PColP WorkSpaces AR EEEM ( 32 17 ) = PColP ( 64
i ) BIWorkSpaces HRBEEEER (64 L)

2. TEHREE WorkSpace il A WorkSpaces B %K Amazon EC2 324l & | ITHARKEETE
(gpmc.msc) H S M ZEl PColP 2L E,

3. $IFERA/ZEA PColP 2FENEFMRE,
4. HERR/ZER PColP 2TEMNFHXEES , IEFEARNER,
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5 EEFEWE,

6. ARBZEFNENT —XAREEF 2/ WorkSpace LAk £ WorkSpace EEHB3IEE
B ENFAARRENR , BHRIT TR EZ—

- B3 WorkSpace ( £ Amazon WorkSpaces #2#I&H |, %£$F WorkSpace , REERIRE &
/& WorkSpaces ) o

- TEEDTRTAL , #WA gpupdate /forxce,

2/ PColP KR X EE []

RIMBERT , TEXANNERENEGA TEZNE P IHNE X WorkSpace, tiTHRBEFRXE
EmEHN. BrgEEXANXERQNRERRE S

- B LNAIFEMEATIERSENXPIE (IFERERATHERHMNKX ),

o IB1E a P EITXIES WorkSpace , XEFS AN E IS ERN X4 EREZT.

- FHENAFRFEN B E WorkSpaces E— N X |, UREF—HHERMMNAEF,

R Windows FEZE WorkSpaces , & ] LA A R REIR B R A 1L ThAE,

EANXEEM

1. BRELERHH PColP WorkSpaces AR EIEEMN ( 32 {7 ) = PColP ( 64
fiI ) B9WorkSpaces ARBEEIEEMR (64 11 ) -

2. TEHXEE WorkSpace Sl A WorkSpaces B %K Amazon EC2 324l & | THARKEETE
(gpmc.msc) H S E| PColP 2FEEE,

HAEBRENXEE@MRE.

ERENXEEMXNFEES , EEEA,

ERHE,

HERBEBEESHEN T —RAKXBEFH 2 /E WorkSpace A&k £ WorkSpace HEFH I EE
W ENAHRKENR , BT TIIIREZ—

o g~ w

- B3 WorkSpace ( £ Amazon WorkSpaces #Z#I&H , %£$F WorkSpace , REEFRIRE &
/8 WorkSpaces ) »

- EEEMTRRAL , WA gpupdate /force,
7. [ Xi&E WorkSpaces AT ER X,
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RYBS XBU1E WorkSpaces 285K , TBRMRE P init &AL X,

BLiE PColP ££RE

3F PColP , & EIEMEA TLS 1.2 1% H Sigv4 iEREZHITMNER, PColP tHilfEH NZRE
UDP REM AES MZRELRGE, FHIKO 4172 ( TCP M UDP ) RN £ iEEE T AES-128
AES-256 ZBHITINE: , BEMFZEBRIAN 128 1, BRI LAEAEE PColP Z£RELARIKIZE |, FFLLER
INMEE RN 256 i,

IR T MER A RBRERE R TLS Z2BXURBFBRIELZBEH . K& PColP Z2REAXRM
MIEEFRA T XERENZFNEBEFNEA A,

BLiE PColP ££RE

1. FBRERESHM PColP WorkSpaces HAFEEEMR ( 32 {1 ) 5 PColP ( 64
i ) BWorkSpaces HRBEEEER (64 L)

2. 1EBXEX WorkSpace =il A WorkSpaces H 3 Amazon EC2 3£fl L |, T ARKERETE
(gpmec.msc) H S E PColP 2iEFLE,

3. THEE PColP Z£iREIRE,

4. FEEE PColP RLRENIEREF , EEEA. ENRNERRENRIAMBREN 256 1L , Bk
F| PColP BB BB LI , AREIEFEMNER AES-256-GCM,

5 (W) FAETLS Z2BXRE , ARIHEFRNAMEEEESG., BXXERENE 21
BESREE PColP £ REX FEFIREAHA,

6. EEWE,

7. HARBEEBEERNNENT —IXAREEFH 25 WorkSpace SA k£ WorkSpace iE#EH B3I F4E
W, ENALARKENR , BHIATTFIREZ— !

o

/%\ y

- B3 WorkSpace ( £ Amazon WorkSpaces #Z#I&H , %£$F WorkSpace , REERIRE &
/8 WorkSpaces ) .

- EEEGTSRRAL , WA gpupdate /force,
% U2F 2 USB B YubiKeyR
(® Note

iV 5% WorkSpaces B B7{XZ3F YubiKey U2F #9 USB EE [, HME AR USB &% AlAE
WEER , BelFZXE , 4L EEEET,
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N U2F B A USB EE YubiKey [@
1. BRERERHH PColP WorkSpaces AFRIEEIEEMN ( 32 17 ) = PColP ( 64
i ) BWorkSpaces HRBEEEER (64 L)

2. 1EBXEX WorkSpace St A WorkSpaces H 3 Amazon EC2 3£fl L |, T HARKERETE
(gpmc.msc) H S E| PColP 2iFEE,

TF I8 F/ZF PColP £1E# USB & &,

REER , ARRERE.,

FTFBLE PColP USB AWM A ATFHNIRZANRE,

EEER , ARERA USB B KX (RS TN ) T, BEELMN USB REAWTFIRAM,

o o bk~ w

AN - 110500407, BE24ERE ID (VID) F7= S ID (PID) B94A &, VID/PID AAHHE
A Ixxxxyyyy , HA xxxx B TR#HEERE VID |, yyyy B T3 HENE PID, A
f , 1050 2 VID , 0407 2 PID, BX¥% YubiKey USB f& , #Z[® YubiKey USB ID &,

7. @A USBERR (JRZTHAN ) T, BELH USB RERHIIRAN,

X FHUERRAN , RE—NEFRFHE. XERERLTFRNFIRFH USB &%

@® Note
IBERZALLEN 10 % USB BRHANFEZEZ 10 5 USB BUEBRNAN, EHARL () =5
PRESANAN, BEXRBNECEERANNFAEE |, FSFERT Windows B Teradici
PColP tRiERE,

8. ERWE,
9. ARMEEFRNENT —XAREER 2/ WorkSpace LAk £ WorkSpace EEHB3IEE
W ENAERKEENR , BRITTIREZ—
- B3 WorkSpace ( £ Amazon WorkSpaces #2#I&# |, %£$F WorkSpace , AFEFRIRE &
J& WorkSpaces ) o

- EEEMPRRAL , WA gpupdate /force,

WEAENE , BRIFET USB REMNNEERE 7RSI , WorkSpaces BNFTE X EH USB R &Z & 0]
LEEME,

EIE PColP WAFRIIRE 172


https://support.yubico.com/hc/en-us/articles/360016614920-YubiKey-USB-ID-Values
https://www.teradici.com/web-help/pcoip_agent/standard_agent/windows/20.10/admin-guide/configuring/configuring/#pcoip-usb-allowed-and-unallowed-device-rules
https://www.teradici.com/web-help/pcoip_agent/standard_agent/windows/20.10/admin-guide/configuring/configuring/#pcoip-usb-allowed-and-unallowed-device-rules
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B Kerberos EifRKFEHAHR

IR AR E A Windows B9 “i21¥3K” ThAE WorkSpaces , N WorkSpace A A LAE A H
WorkSpaces BFmMARFFH “BAER R “UBRBEFIRD ELERREHER. LINEE
ARFAFEEF RN ARFRIFEIT WorkSpaceshit BMAEZER AIM, N ELIREEEE
Kerberos RiEH , 86 A HHKEAHR.

MRIE WorkSpace £ 4 AD Connector B 3 , N 7] LAE I 4H R & 1€ 2 WorkSpaces A F#Y Kerberos
SIEMREARERER , AERRBHE Windows X7 P Eif W KK EH G P S RFTIRE,

E5 A% E A Remember Me Th8E , 25 N &K AF B H BB WorkSpace B IIEE,
BEEATERMARNIEZFRERSSFRE

ZRIAER T , WorkSpaces ZFRimBAERFERAEIRZRERSIZESR RN HTTPS (w0 443 ) RE
EEWRERS 2. Amazon WorkSpaces & FimB AR EA HTTPS i OMTEH. M5 7%
{18

® Note
T HEEFABRFKELEHTEHRIUENKERS SR

& A LAIR BB Microsoft X EIB IR R KB BB PHIEBIZEE PP IR , WorkSpaces Bt AR
Windows fit EiR & RIEBRFR|IZE.

B K 7E WorkSpaces Windows ZEF M ARFHAEEREBIRENESZEE , H5® Amazon
WorkSpaces A FERHPHRIERS S,

B XL WorkSpaces macOS BEFinNARFHPEREERBRENEZEE. , S A mazon
WorkSpaces A FEEHPHRIERS SR,

B KX TE WorkSpaces Web Access ZEFimRARFHAEREERBRENESZEE |, S H Amazon
WorkSpaces A FERHPHRIERS SR,

RERERE

tF PColP WorkSpaces , RHEFIHNARFAXEEARERSSE , 67X TLS B#ENRE
UDP Hfiw O 4172 FE (A TRERE ) . SNEEEZEEEIRO 4172,

% & Kerberos Zif By &K FAHIR 173


https://docs.microsoft.com/windows/security/threat-protection/security-policy-settings/maximum-lifetime-for-user-ticket
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/configure-proxy-internet
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/configure-proxy-internet
https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-windows-client.html#windows_proxy_server
https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-osx-client.html#osx_proxy_server
https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-web-access.html#web-access-proxy

Amazon WorkSpaces EEER

¥ F WSP WorkSpaces , WorkSpaces Windows & FiwBARF ( A 5.1 RESMRA ) Ml macOS
BEFHNARF (A 54 RESHA ) XEFFERH HTTP RERFSH[ALERO 4195 TCP KE. X
¥ TLS BENRE,

WSP T FERARERAGERET UDP #HITHWRKERE. RE WorkSpaces Windows Hl macOS £H
ERimNARRUAR WSP &G X#FX TCP REFARE,

® Note

MREBERFERARERSS , WEFIwNARFX WorkSpaces lREH#1TH APl At 4%
B, APl AR SERERHNBEIRE —MERSESE.

KT ERARERSESHEIL
ENTBWEARERS S RAEE WorkSpaces RERE.

Amazon WorkSpaces REHRECSALTNE , AEREHTERERZEME, RERAKNEZBERPHEITIN
BLER , ERRERBEN S AERREMANAHRE. MRRENAKPNFEE , TELEBESEARNEHR
E, NRBHLIELEBEFLE, i, ASBREBFRIZFKAAIZIT WebSocket (TCP) E# M
RITHY |, ATRERFMEERENIRE M,

MRELTERRE iﬂ%ﬁﬁﬂﬁ“%ﬁﬂ—}“ 53T WorkSpace® i , &RF (U TR —M&H , LR
BN EEER | R X 7] 882 E 1B 5 8 M E B2 AR 0 7= A U R

/& i Amazon WorkSpaces for Zoom £ EAHEE X

#8748 Active Directory EEB AN RN AP TUAEAHEAREN R (GPO) £ EM R, XAFRFER
58 ) S8 BT E M R IUAE B & 18 WorkSpaces FHIFTE Windows, & , IEEEANBRHNZEF T
LATEH WorkSpacesE#Hl L # IR 2R IFM R,

5 Zoom for B & R4 WorkSpaces
X ¥ WorkSpaces & FimhRZ< : Windows : 5.4.0.xxxx B & R4,
£ Windows WorkSpaces F 1 t 812 &I

SERMATERE , £ Windows WorkSpaces F#l EBIZ MR, £ Windows EEA Zoom FEEEHR
RIM WorkSpaces.

1. UEIER F P Windows It R4mEERS,

& A Zoom Meeting Media Plugin & 174
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2. #Z%) \HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Amazon,

3. MRV BEHRAERE, BAREIHERNE > B , ARNHEWE N Extension,

4. EFHY RZBHAP , ABREEHIERHE > DWORD , RENHE®E R enable. BFATHA N
B,
B #H#FH DWORD , HFHFEERN 1.
BERUTENUER ZTEE,

7. 1EIEHI WorkSpaces EHlL , TEHAZREKEZRHH Zoom VDI BF ik, EEM WorkSpaces & F i
(54 REERAK ) £, THHLREERATII® WorkSpacesHI & # Zoom VDI BF iwiE4. B
XEZEERE , BZH Zoom XML £# VDI A M FHRNE,

B35 Zoom FF IR ATUEE
HPEHERR
SERA TS Windows LY Zoom #t 1T FEHEBR WorkSpaces.

o BINEMRIUBCEH S EBWMA,
« # 3% C:\ProgramData\Amazon\Amazon WorkSpaces Extension, &N&EE
wse_core_dll,

- BMRENNEFiH LHRAERBMEE,

MREPARERIEME , ¥ Amazon Web Services Support f#FHAmazon Web Services Support #1 /03B
Fo

ERILAER LT RO GPO NAN B REER,

WSE.adml :

<?xml version="1.0" encoding="utf-8"7?>
<policyDefinitionResources xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" revision="1.0"
schemaVersion="1.0" xmlns="http://www.microsoft.com/GroupPolicy/PolicyDefinitions">
<!-- 'displayName' and 'description' don't appear anywhere. All Windows native GPO
template files have them set like this. -->
<displayName>enter display name here</displayName>
<description>enter description here</description>

<resources>

/8 B Zoom Meeting Media Plugin % # 175


https://support.zoom.us/hc/en-us/articles/4415057249549-VDI-releases-and-downloads
https://console.amazonaws.cn/support/home#/
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<stringTable>
<string id="SUPPORTED_ProductOnly">N/A</string>
<string id="Amazon">Amazon</string>
<string id="Amazon_Help">Amazon Group Policies</string>
<string id="WorkspacesExtension">Workspaces Extension</string>
<string id="WorkspacesExtension_Help">Workspace Extension Group Policies</
string>

<!-- Extension Itself -->
<string id="ToggleExtension">Enable/disable Extension Virtual Channel</string>
<string id="ToggleExtension_Help">

Allows two-way Virtual Channel data communication for multiple purposes

By default, Extension is disabled.</string>

</stringTable>
</resources>
</policyDefinitionResources>

WSE.admx

<?xml version="1.0" encoding="utf-8"?>
<policyDefinitions xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://
www.w3.0rg/2001/XMLSchema-instance" revision="1.0" schemaVersion="1.0" xmlns="http://
www.microsoft.com/GroupPolicy/PolicyDefinitions">
<policyNamespaces>
<target prefix="WorkspacesExtension"
namespace="Microsoft.Policies.Amazon.WorkspacesExtension" />
</policyNamespaces>
<supersededAdm fileName="wse.adm" />
<resources minRequiredRevision="1.0" />
<supportedOn>
<definitions>
<definition name="SUPPORTED_ProductOnly"
displayName="$(string.SUPPORTED_ProductOnly)"/>
</definitions>
</supportedOn>
<categories>
<category name="Amazon" displayName="$(string.Amazon)"
explainText="$(string.Amazon_Help)" />
<category name="WorkspacesExtension"
displayName="$(string.WorkspacesExtension)"
explainText="$(string.WorkspacesExtension_Help)">
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<parentCategory ref="Amazon" />
</category>
</categories>

<policies>
<policy name="ToggleExtension" class="Machine"
displayName="$(string.ToggleExtension)" explainText="$(string.ToggleExtension_Help)"
key="Software\Policies\Amazon\Extension" valueName="enable">
<parentCategory ref="WorkspacesExtension" />
<supportedOn ref="SUPPORTED_ProductOnly" />
<enabledValue>
<decimal value="1" />
</enabledValue>
<disabledValue>
<decimal value="0" />
</disabledValue>
</policy>
</policies>
</policyDefinitions>

BB D% Linux WorkSpaces

5 windows —# WorkSpaces , W & Linux WorkSpaces 8 i0A T1%& , FHILIRATLAER Active
Directory F = FIEFLA K :

- EIE{REY Amazon Linux WorkSpaces

o RAFRAIXLLERNZE WorkSpaces #1777 X R

BT Linux 2R ERFEARRK K RLBNEERAREERERRARH#ITORANERE, Fla, &£aR
5/ Amazon OpsWorks for Chef Automate, Amazon OpsWorks for Puppet Enterprise  Ansible.

(® Note
AR 3T ENHLEE 6 F3& A F I S # Linux WorkSpaces.

EHE S Linux £# WorkSpaces FRIEEAITHIL (WSP) 173 WorkSpaces

WSP H91T 8% wsp.conf XHHHEBEREZRS , ZXHNTF /etc/wsp/ BxXHF, EXBMTHEX
KREANER , BEASE Amazon Linux HEEEEBRAIR, FAEXNERBBIBEER.
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https://www.amazonaws.cn/opsworks/chefautomate/
https://www.amazonaws.cn/opsworks/puppetenterprise/
https://www.ansible.com/
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® Note

s WMRENwsp.confXHHITTFAEBRRAZHNENR , IRKBEXAEFT2NATE
WorkSpace b #T2# 3 YiE #,

« WSP #4582 WorkSpaces £# Amazon Linux B BIFFE A TR :
« BHI{XFE Amazon GovCloud ( E£E##P ) M Amazon GovCloud ( ZERE ) £,
o FXEIIME Ao
- FPXEREHENMTRIEEE,

THEBSNATNAEARZEARLINEE,
4 WSP Amazon Linux B¢ iE BI 4k & 7 [a] WorkSpaces

EIABERT , WorkSpaces X#FBIMMIREEM, MRFE , WEER WSP BEEXHEE L IhaE, =
BT EEHAEEERN , LRERMSER. WorkSpace

EJ} WSP Amazon Linux & B354k & E [ WorkSpaces
1. BEUT@T , FARANNRESRERPITIF wsp. conf ¥

[domain\username@workspace-id ~]$ sudo vi /etc/wsp/wsp.conf

clipboard = X

X REENT -
enabled - AN EBMREER ( ERIA)
disabled - AN GBI Nk EE [0

paste-only - IiREEMERA , BEXATENE T FiRRZEF AT FEMMIIZEE
P RHE

copy-only - B REEMERA , BENAFENZERENRESEFINEFFEEE I AT~

18

53 WSP Amazon Linux Bt & B4R & E @ WorkSpaces 178
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73 WSP Amazon Linux /& s 2 A &% A EE [0 WorkSpaces

ERINBERT , WorkSpaces XFZEMBMAEEM, MRFE , JUUAEA WSP Bl & XHEA L IEE,
LIS EEAEMEZEIN , LIREMSEM. WorkSpace

B FA=RZE A WSP Amazon Linux #9355 A E % [ WorkSpaces

1. BEUTHT , EARANNREREIRFITIT wsp. conf X#

[domain\username@workspace-id ~]$ sudo vi /etc/wsp/wsp.conf

2. RETFTRMBXHRRE.

audio-in = X

XHWREENT :
enabled - GAEMBMAEER ( FRIN)

disabled - 2R E MM AEE

73 WSP Amazon Linux 8 A E A X EE [ WorkSpaces

MIANBERT , TEXANEEREN REHRA TEZNEF KR X WorkSpace, ITHRBINXE
ERZHEN, SARFEXANXEEANRERRESZM , SIATERRA

s BRLNRFLEMBAIERENXPIE (IFERELER THEREMNEX ),
« B a PHEITXMES WorkSpace , IXEES AR E R ERN XK 4 EN EIZTT,
- ZEHEWAFFESFESE WorkSpaces £ —MNTX , UREZE—HHNPIAEHF.

MREFE , LR WSP BLEXHELELLIIEE. WRBEEMT EEAEMEZEIEEN.
WorkSpace
B AZE A WSP Amazon Linux BJEF X EE [ WorkSpaces

1. BEUTHS , FARANNRERBESPITIF wsp. conf X,

[domain\username@workspace-id ~]$ sudo vi /etc/wsp-agent/wsp.conf

51 WSP Amazon Linux /3 FI 52 f &30 A E E [ WorkSpaces 179
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2. RETFTRMEXHRRE.

timezone_redirect= X

X TTREEMNT :
BRA-BERANXEER (#IN )
ZH - ZANXEEM

FREIE T Linux E# PColP X317 WorkSpaces

PColP REH1THF pcoip-agent.conf XHHHEEREEF , ZXHMNTF /etc/pcoip-
agent/ B&H., EHMENEAEX KW ER , FFEAXEE Amazon Linux NEEEEFRG R, F0
FURERERIELENR. EFRIRECELERAMEITANEEAENEHEOERES. ENATMAE
%, BIBWEHB3I. WorkSpace

(® Note
MREENpcoip-agent.confXHHITTAREBRFIZHFNENR , M AESS BT EETo
WorkSpace 1R & WorkSpace {F1E T4 , NI AJ8EFEE WorkSpace £ 4 SSH EEZIZR , KA
HREN , EREFEEEHWE WorkSpace.

THESSNMATNASARZEAREDE. EEFTHRENTESYIK , HEFE Amazon Linux
Eman pcoip-agent.confM& iz 1T WorkSpace,

74 PColP Amazon Linux Bt (& BI i ¥k &= %E [a] WorkSpaces

ZRINEIR T , WorkSpaces X#ZFBIMEREEM, MREE , /A PColP RIE conf ZF L IhAE, It
REREEERB T ER WorkSpace.

E ;N PColP ELEBNMEHREE [ Amazon Linux WorkSpaces
1. BEUTHS , FRRANNKBREREESSFITH pcoip-agent. conf X4,

[domain\username@workspace-id ~]$ sudo vi /etc/pcoip-agent/pcoip-agent.conf

2. FUTIRINEXHHRE,

I 5% Linux 8 PColP 1T WorkSpaces 180
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pcoip.server_clipboard_state = X

XBAEEENT
0 - Z£ A M o) B M A E 7E ]
1 - J3 FA XX [ B U A E %E ]

2- BRAEEREEG , BRENEFHHERRE ( RTFEH , BXRASEEFHIREZHEE
EREEYRE )

3-BAEMIREERD , BENEMNEBELIE K ( AFES , BNRMNZEEV LS EIA&
HEFIRIRE )

(® Note

BEREERZRENELBESXREN, IRZ2ATELBEE , NBEEIREEEHAEER, B
BRAERLEE |, 52/ Teradici XAH R PColP E#LEE,

73 PColP Amazon Linux /& FA s A & 5% A EE [ WorkSpaces

FRIANER T , WorkSpaces XEFHMBMAEER., MRFEFZE , A/FEH PColP K conf A ILINEE,
BEi% & N 1E R EH7J3 3h B 4 3 WorkSpace,

B A= Z A PColP Amazon Linux B & 5% A EE B WorkSpaces

1. BEUTEHS , FARANNRERESRPITH pcoip-agent. conf X,

[domain\username@workspace-id ~]$ sudo vi /etc/pcoip-agent/pcoip-agent.conf

2. FUUTTHRMEIXHHNRE,
pcoip.enable_audio = X

X ATRRENT

0- ZAFHMAEER

71 PColP Amazon Linux 8 52 A & 57 A EE 6 WorkSpaces 181



https://www.teradici.com/web-help/pcoip_agent/standard_agent/linux/20.07/admin-guide/configuring/configuring/#pcoip-virtual-channels
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1-BRAEMMAEEG

BRA=®ZHA PColP Amazon Linux B8 X E E [ WorkSpaces

MIABERT , TEXAERENREA TEZENE P IRAVE X WorkSpace, It{THRBYNXE
EREFN, SAURFERANXEEANRERESZM , SIMUTERERE :

- BN ARFLEMEAIERENXPIE (IEEER THEEMRX ),
- BT a FAITRIES WorkSpace , XTI AN E R XK 4 E R BIZET.
- ZEHENAFHFETECSE WorkSpaces £ —MNTX |, UREZF—BHENPAEF.

MR Linux FE WorkSpaces , fREJLAER PColP REASVCREALLINEE, WikBFELEN B3
43 WorkSpace,

3 PColP B A=Z A Amazon Linux B8 X EE [ WorkSpaces

1. BEUTGS , FRERANNBREREESSFITH pcoip-agent. conf X,

[domain\username@workspace-id ~]$ sudo vi /etc/pcoip-agent/pcoip-agent.conf
2. FUTITHRMEHENKRE,

pcoip.enable_timezone_redirect= X

XM REENT :
0-ZARXEEM

1- ERARNXEEM

[@ Amazon Linux WorkSpaces B R & F SSH 1R R

RINVBERT , REESEERAT DB A K- FEEMEA SSH E#Z| Amazon Linux
WorkSpaces o

FAVEIETE Active Directory B3 Amazon Linux WorkSpaces EERSIE— ML TNEE R A,

B A ZE A PColP Amazon Linux KAt X E % [ WorkSpaces 182
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EEEmE

A Linux_WorkSpaces_Admins Active Directory 45X 51 /8 Al sudo 5 [R PR

1. {#H visudo 4% sudoers X4 , WM T HIFTFTR,

[example\username@workspace-id ~]1$ sudo visudo

2. HRIEAT1T,
%example.com\\Linux_WorkSpaces_Admins ALL=(ALL) ALL
EZRBTHEERACE , FRBUTSRINENRABAER.

/8 A Linux_ WorkSpaces _Admins Active Directory A X 5 #9 & F

1. FERREANNESRSE /etc/security/access.conf,

[example\username@workspace-id ~]$ sudo vi /etc/security/access.conf

2. W7,

+:(example\Linux_WorkSpaces_Admins):ALL

BEXBH SSHEENESER , BZHIRH Linux /5 A SSH iE# WorkSpaces.

FIRIL S #h Linux BYERIAZL5T WorkSpaces

EZE Linux WERIAIAS WorkSpaces , RINBWERwBAF W~/ .bashrc X, fHlan , EFER Z

shell MA =& Bash shell , FFATTHMNE] /home/username/ .bashrc,

export SHELL=$(which zsh)
[ -n "$SSH_TTY" ] && exec $SHELL

® Note

HITHERE , YREFH B WorkSpace =544 WorkSpace ( M AR ZUTFIERE ) , RE

EMERTREERER.

BHRITI# Linux BIBRIAIATE WorkSpaces

183
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RIFBENFRELERENLR

ERSIN B ENFHENTE , BiEA Amazon Virtual Private Cloud (Amazon VPC) F R EH Z 4
Ihee , MAERAER, il , EAMZIHEZRGE IR (ACL) MEZLAH, BXRXXENENESEER | &
2% (Amazon VPC AAF{ERE) R Z £,

MR NMEAFBRERFFRE , BRRLUEZN yum FHEEE XXM , W1 Fedora X4 B 176
E M HFIR.
£ Amazon Linux Extras FEE1Z & &E

FFA Amazon Linux , A LAE R Extras E , FENEH L2 ENARFNSGEH. BXx<EH
Extras EWEELR , 2R (GEAT Linux =418 Amazon EC2 A F#8) F# Extras E (Amazon

Linux)o

(® Note
MREFEANRILDE Linux FEE , NEMITES# Linux WorkSpaces 2ARAER 1 0] B Bk
B, REBLTR ZIEMEEME Amazon Linux FREEREBEIFER (VPC) KImTH &, BX
EZER , HS N EHEHN Internet 15 R BE WorkSpaces

£ Linux EERAEEFR#H1THHBEIE WorkSpaces

Linux WorkSpaces WorkSpaces &Y (WSP) 482 AR E A 151+ (CAC) INMABHE
i (PIV) BREFHITEHRIE. BXELZER , BN FASRFHTHSHRIL

BEATEBRNGRNRZFAERSHFRE

ERINER T , WorkSpaces BEFRInNARFFERERBFRERGREF RN HTTPS (%A 443 ) RE
EENRERS 2. Amazon WorkSpaces & Fimh ARFER HTTPS im OB TEHH. M5 5%
iF,

(@ Note
TR FEREEAERRUERITE ORI KERS R

& 7] LA$Z BB Microsoft M EIERFREBAN BB MIEREZERHNLIE , WorkSpaces HBIJ A ZEHE R
Linux Bt E iR B RERFI|RE,

R B E L7 64 FE  E AR B A 4] 184


https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Security.html
https://docs.fedoraproject.org/en-US/Fedora_Core/3/html/Software_Management_Guide/sn-writing-repodefs.html
https://docs.fedoraproject.org/en-US/Fedora_Core/3/html/Software_Management_Guide/sn-writing-repodefs.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/amazon-linux-ami-basics.html#extras-library
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/amazon-linux-ami-basics.html#extras-library
https://www.cac.mil/Common-Access-Card
https://piv.idmanagement.gov/
https://piv.idmanagement.gov/
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/configure-proxy-internet
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/configure-proxy-internet
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B KT WorkSpaces Windows ZF M ARFHAEEREBIRENESZEE , H5® Amazon
WorkSpaces A FERHPHERS SR,

B XL WorkSpaces macOS BEF i NARFHPEREERBRENEZEE. , S A mazon
WorkSpaces A FEEEHPHRIERS SR,

B K TE WorkSpaces Web Access BEF M ARFHPEERBRENESZELR |, ESH Amazon
WorkSpaces A FERHPHRIERS SR,

REKERE

tF PColP WorkSpaces , RHEFIHNABRFAXHEEARERSSE , 67X TLS B#ENRE
UDP Hfiw O 4172 RE ( A TRERE ) . SNEEEZEEEIRO 4172,

*tF WSP WorkSpaces , WorkSpaces Windows &P xRN AR ( R4 5.1 REERZA ) # macOS
BEFIRBARRE (RAE 5.4 RESRAE ) €A HTTP KBRS F|LEiIRD 4195 TCP RE, TX
¥ TLS BBENRE,

WSP A X #FEARERLEET UDP #ITHWRERE. RE WorkSpaces Windows Fl macOS £H
EPRNAREFRUAR WSP REiHRIZEXN TCP REFARE,

(® Note

MRELEERFERARERSS  WEFIRNARRFEX WorkSpaces BREH#1TH APl Rt 4%
H, APl AENEERERNETRE —MERS S,

KT EARERSSHNEIL
BN BNUERARERSERAEEB WorkSpaces RHIRE,

Amazon WorkSpaces RERECELTNE , AtREXTRESZEM. REAKXRMNEZBRHPHIAN
Bk EK , CAREASEN S AERREW AN ERRE, ﬂu%'ﬁfiﬁgﬁ’b;ﬁéiﬁ TR B EEAR AR
E,NREBEtJRESBRESHE, kA , KSBREBRENZFKNEIZEIT WebSocket (TCP) E
WITH |, ATRES ¥ MEERENRE M,

MRELTERARE | BFAERSIHFRAEEREIE WorkSpace F i , REFBER —MMEH , U
RIBMMFIER | BN IXATRESXY BRI 8 M E 8L h ™= £ AE I,

BEEATEBRMGRARERERSFRE 185


https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-windows-client.html#windows_proxy_server
https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-osx-client.html#osx_proxy_server
https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-web-access.html#web-access-proxy

Amazon WorkSpaces EEER

EE{RH Ubuntu WorkSpaces

5 Windows # Amazon Linux —# WorkSpaces , Ubuntu WorkSpaces B i1 AZ & , FE L #R 0] LAfE
Active Directory Fi P MIBF4H X :

- EE{REY Ubuntu WorkSpaces
- NAPFREIXLERNA WorkSpaces B i A1 X fR

YRATLAE A AdSys BT A FREEE Ubuntu WorkSpaces « BEXEZEE |, 1§21 Ubuntu Active
Directory £ E N B, S JAFEREMEENEEBRSFR , HlE0 Landscape M Ansible,

##) U WorkSpaces buntu £ RYFREAE TP (WSP) 179 WorkSpaces

WSP 1T 3% wsp.conf XHHWEERERES , ZXHNT /etc/wsp/ BEFH, EIEMEHEXT
REEWEXR , BEAXE Ubuntu WEEEEMAFR, FNEXRERERIEEN.

(@ Note

MRETIwsp. confREME T A EBEIFAZIFNER , TR 2NMATSEH WorkSpace
W ERE,

THSBSNAT NS ARZEARELLEIEE,

7 Ubuntu /5 A Z A MR EE @ WorkSpaces

FIABERT , WorkSpaces X#FBMEiREEM. MRFE , ATUAERA WSP BB X HZEA LI,
7 Ubuntu /5 A ZEABIEMREE [ WorkSpaces

1. BEUTHT , FARANNREREIRFITI wsp. conf X#.

[domain\username@workspace-id ~]$ sudo vi /etc/wsp/wsp.conf

2. FUUTITRME [policies] AWKRE.

clipboard = X

X BVAJEEEINT :
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https://ubuntu.com/blog/new-active-directory-integration-features-in-ubuntu-22-04-faq
https://ubuntu.com/blog/new-active-directory-integration-features-in-ubuntu-22-04-faq
https://ubuntu.com/landscape
https://www.ansible.com/
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BRA - ERANEBEWEREER (#IA )

A - ZERAXNXE B MR EE [

s

¥ - IEIREERCER , ENAFENEBEFIFEZEESHNBFFEELIERENS@E

REH - HEREEGAEEA , ERATLENZEENKAEF AT HFEEEI AT A imigE

B RZSEZA Ubuntu B 555 A EE @ WorkSpaces

FRIABER T , WorkSpaces XEFZHBMAEER, MEFE , AfLMEA WSP BLE XHEZ A LIhEE,
B g Z A Ubuntu B & 1% A EE @ WorkSpaces

1. BEUTHS , FRRANNKBREREESFITH wsp. conf X,

[domain\username@workspace-id ~]$ sudo vi /etc/wsp/wsp.conf

2. FLAT4TARME [policies] AMIKE.
audio-in = X
X AREEWT ¢
B -BRAZEmMAEER (BIA)

ZH - ZRAFMMAEER

79 Ubuntu 5 B =2 AL 55 % A E XE [@ WorkSpaces
ERINBEIRT , WorkSpaces XHFMMMAEER, MRFE , JUAEA WSP Bt & XHEA L IhEE,
/B A EZ A Ubuntu By #1354 A EE @ WorkSpaces

1. BEUTHT , EARANNREREIRFITI wsp. conf X#

[domain\username@workspace-id ~]$ sudo vi /etc/wsp/wsp.conf

2. FUUTITRME [policies] AWKRE.
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video-in = X

XM REENT :
BR - ERMMMmAEER (#IA)

ZHR - ZRANMEAEED

BRAEZEA Ubuntu BB X E E @ WorkSpaces

MANERT IYEEWE’JHﬁl‘ﬂiﬁ%ﬁﬁ@ﬁﬁ?ﬁ%ﬂ’ﬂ%?ﬁ#ﬁﬂ’ﬂwz WorkSpace, L1THRBEINXE
EREHN, SARFEXANXEEANRERREZM , SINTERRA :

s BPLBAFEMERAIERENRKPIE (IFEELR THEREMNEX ),
« IB1E a PEITRIFES WorkSpace |, X $E4F 55 2N B 7243 E A X B9 435 2 B 1A 1T
- BHAPZRERIT , 5L MFM4118E WorkSpaces ERE— M X |, URF—HHEMMARF

MRFE | LA WSP Bt & 4Bl L ThEE,
BAZEA Ubuntu B AY X EE M@ WorkSpaces
1. BEUTEHS , FARANNRERESRFPITH wsp. conf X,

[domain\username@workspace-id ~]$ sudo vi /etc/wsp/wsp.conf

2. FFLATITAME [policies] AMIKRE,

timezone-redirection = X

X ATREENT :
BR - ERANXEER[ (#IN )

A -ZARXKEED
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B RAE A Ubuntu WITENHLEE [ WorkSpaces

FRIABER T , WorkSpaces XFITENEEM,. MRFE , JUAER WSP BlE X4 Z AL ThEE,

B A E A Ubuntu BIFTENHLEE @ WorkSpaces
1. BEUT@T , FARANNRESRESRPITIF wsp. conf X#

[domain\username@workspace-id ~]$ sudo vi /etc/wsp/wsp.conf

2. FLUATTARME [policies] AMIKE.

remote-printing = X

X ATRRENT
BR - BRTONNEER ( #RIA)
ZH-ZRITONNEED

BRI WSP R 8E R M IT & iFEsE

ERAREHMENMA2E , AFENAFERNE Windows 8R4 R WorkSpaces 1%, EM
WorkSpaces BEF wEHEE , AR UUFERAECHEBRERFHITEMRIE , EATBRTHE
WorkSpaces/g A 7 WK B H AR IE,

ERINBEIRT , WorkSpaces TXEREVENMTAXFTEE, RFE , A/ FERH WSP BEXHE
A LLIhgeE,

B RAZER Windows R & 81 E KT FFiE #4213 WorkSpaces
1. BEUTHS , FARANNRERESPITI wsp. conf X,

[domain\username@workspace-id ~]$ sudo vi /etc/wsp/wsp.conf

2. FELTI5ME [policies] HMIKE,

disconnect-on-lock = X

XM REEMT :
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B R - B REYER T ER
L3

ZH - ZRREEYENMITERE (FIN)

[@ Ubuntu WorkSpaces B R &R F SSH 15 RIX R

RIANBRT , REEEERAD S EMNAF Mtk P F8efE A SSH E#ZE Ubuntu WorkSpaces « E
AV HE A A MK~ WorkSpaces £/ SSH E# % Ubuntu , ZFATEIARTE Active Directory 5
Ubuntu B 5 122 —N% 18 WorkSpaces BE R 4.,

A Linux_WorkSpaces_Admins Active Directory A& & /8 A sudo 1 a4X R

1. £/ visudo %% sudoers X , M T HIFFR.

[username@workspace-id ~]1$ sudo visudo

2. NIEAT1T,
%Linux_WorkSpaces_Admins ALL=(ALL) ALL
EERBETHEEREACE , FRBUTSRAENRABAER.

A Linux_WorkSpaces_Admins Active Directory AY X 5 /8 FA & %

1. FERRANNRSEE /etc/security/access.conf,

[username@workspace-id ~]1$ sudo vi /etc/security/access.conf
2. WA,

+:(Linux_WorkSpaces_Admins):ALL
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£/ Ubunt WorkSpaces u , £ 7 SSH E#EEEAF BN LTERNEE , MARKIAER

T, BESHORIEL TERRS. BB SSH #1TiERE , fREZET Ubuntu $HOME/ . ssh/
authorized_keys £ SSH 4R MN/etc/ssh/sshd_configZl WorkSpace , & REBIRE N
PasswordAuthentication . yesBXx/EMA SSH EENEZEE , TSR EH Linux 5 A SSH E#
WorkSpaces.,

#Z & Ubuntu BYERIASL5E WorkSpaces

EZE = Ubuntu BWERIASLSE WorkSpaces , BINBWEBRBAF M~/ .bashrcX ¥, fHltn , BEFEH z
shell M= Bash shell , HFLATITHIE /home/username/.bashrc,

export SHELL=$(which zsh)
[ -n "$SSH_TTY" ] && exec $SHELL

® Note

HITHERE , XREFH B WorkSpace 55544 WorkSpace ( M AR EUTFIERE ) , RE
BB RITEFEERER

BEEATEBRMIGRRERNERSSHRE

ZRINER T , WorkSpaces HFinNMARFFERAERZRERSRER N HTTPS (K0 443 ) RE
EENKERSES. Amazon WorkSpaces B FmMNARFERA HTTPS IO TEH. TMANEF KK
iF,

(® Note
ITXFREEAERTUERITE ORI CERS R,

& 0] LAIR BB Microsoft X EB R R KRB EBRMEEZEFHIE , WorkSpaces Bid AR
Ubuntu BB R ZFRIBRFEFIRE.

B X1E WorkSpaces Windows EFimMAREFFEREERERENESFEE , iHZH Amazon
WorkSpaces AP ERHPHRIERS S
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https://docs.amazonaws.cn/workspaces/latest/adminguide/connect-to-linux-workspaces-with-ssh.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/connect-to-linux-workspaces-with-ssh.html
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/configure-proxy-internet
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/configure-proxy-internet
https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-windows-client.html#windows_proxy_server
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B X 7E WorkSpaces macOS BEFmNARFHEERERENEZFER , 5SS A mazon
WorkSpaces A FERHPHERS SR,

B X 1E WorkSpaces Web Access ZFPinNARFFERERBRENELEEL , i5ZH Amazon
WorkSpaces A FEEHPHERS S,

Tk-:IEiEIJILE

X F PColP WorkSpaces , REEFinNABFAXFHEANRERSSE , t7- X TLS BENRKE
UDP HMwO 4172 RE ( ATREHERE ) . ©MNFEEEERT®O 4172

*tF WSP WorkSpaces , WorkSpaces Windows & F i N FAREF ( R 5.1 RESRA ) F macOS
EFRNARE (A 54 RESRE ) XEER HTTP RERSH[LERD 4195 TCP RiE, FX
¥ TLS BENRE,

WSP A X #FEARERLAEET UDP #ITHWRERE. RE WorkSpaces Windows F macOS £H
EFPmMRARFEUR WSP REiF R Z#HX TCP REFANRE,

@ Note

MREEFEFERARERSSE , WEFPwmNARERX WorkSpaces BREH 1T APl A B &K
H, APl FENEERERNETE —MERS .

KT ERARERSESHNEI
ENTEBRWWERARERSZ KL EIERN WorkSpaces KHRE

Amazon WorkSpaces REHRECLTNE , AtREXTRHESZEMH. REARMNEZBRHPHIAN
BKER , EAREBY 5| AERREMARNZHRE. NRRKEN K NTFEE , TELEBEREARNEZHR
E, IREBEHLITELEBEFLE, i, KSBREBFRHNZFKMNEIZETIT WebSocket (TCP) E#
RitH , JEELENEERENREM.

MBEBAMFERNRE iaﬁ{%IEHE’*%%RT“ 5K WorkSpace &I , RIEFHMER —1NMEF |, LU
TP KIER , RAX AR EEREMN TR EE N =EREFM,

{1t Amazon WorkSpaces LASEIN LB @S

I 5 # WorkSpaces IRt Z i HE AR KEH 5K —EE (UC) NAREFNIPE , HlanfiEk
Teams, Zoom, Webex &, EHRMARFHEHR , KZH UC NAEBFHIESHUEE , 38—
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https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-osx-client.html#osx_proxy_server
https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-web-access.html#web-access-proxy
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—HIRE, WMERIE, TEXHEFENIXGR, BEEE. NEFtS, 77E XEARFLAENEZ
#, BIRARELFT/MGUE BEEINRE. HPRXSHINEEH AL WorkSpaces 1EAFRAEINRETLE E
A, ERETFANHANER, BR , EFEIENR , XNEBETE , LERE one-on-one FME
HPNARW, BEANBBIS, KINEIAMKIREREFEE WorkSpaces SR BT RN E RO M

TR

It X Amazon £33 UC B AR K SEET &S IhEERT WorkSpaces , 88 =f R EKEEE
(RTC) BEEER AT HiER, EMERIRTEITEOAFREN NSRS NMEFENARFUREITRIE
ANEFPIRER.

AXHELINBUMEMEIE Amazon FERELK UC MAREFHAF &K WorkSpaces, BXBIFET
WorkSpaces Core BIE1L , 1S F & VEK 45 E B 3T,

F&:

- BEKIEXER

- FAMM RTC RLER ?
« RTC fiftiEm

IRARAE (LR KRR
AT 27 A MR R AL B
I 1 FARELEYRRTBIE (B L{L RTC )

FERERT , £2=% UC M VoIP R ARFEZEREIIT WorkSpace , T H F 4442 28 NI 4% H 8 B 19
EFmETEEERE. LT UC RMARRFE Amazon LERIXH % WorkSpaces :

» Zoom Meetings

» Cisco Webex Meetings

EFEEAEMLH RTC BXEEEZEIT , UC NARFHRNER WorkSpaces A AT AN RHT XEH
(SDK) 2 — ( f5l#n D CV Extension SDK ) F A &R . WEXEREZFiHRE LLE UC A4,

BEXEEHLEXNESEER , BSHAEREREMLLH RTC,
W 2 : RIEPHRACHKETERE ( 2TERMLLH RTC)

EUHEXT , RERW UC MARRFE LiE1T WorkSpace , @33 WorkSpaces 7t iSCF 3 55 A1 90 5557
ERFIBEFHmIEE. REZRXN AR F SRR B MK RGKLH W4 EE [ E WorkSpace , UC
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https://support.zoom.us/hc/en-us/articles/10372235268749-Using-Zoom-for-Amazon-WorkSpaces
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wbxt/vdi/wbx-vdi-deployment-guide.html
https://docs.amazonaws.cn/dcv/latest/extsdkguide/what-is.html
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NRAEFSEBEEREN]. MEXRRAT I ZHNARFRENE  AEMEN UC NABRFNZEF
B1&i% WorkSpaceH| &M EFinF A, BXFNF UC NARFAKTBIET/WIRE,

BEXEBELEANEZFR , BSHEELEFLIL RTC,

LT 3 : [EEESKETE(E (1E# RTC)

HEHEXT , EHIZITH WorkSpace M AEFFEFINVTHAF KRENE M iRRERSE LN YESELL
BiEH. XK, FMRECEEMNAF THEENYEBSERERTFIRRE LETHEL BiEE AT
RN Fig, FUEEX T ETHNRAEFNEEZLFIHE

« #X LI FH Amazon Connect {£1t WorkSpaces

* Genesys Cloud WebRTC Media Helper

» Microsoft Teams SIP Gateway

* Microsoft Teams & X EBi&EM Teams B RE

- BE UC NARFMNEARRITENBIEDESEZTMRW,

EARBHEANESES  WSWEEER RTC,
5 FAERAP RTC {E1LIER 2

ALAEREATEN RTC HLEX , b UFHRENGEERNMEELN T, B0, aTAERA Cisco
Webex 215 A& RTC, LEE JHRMAF 7 WorkSpace B £ HZ& F it 17 177 (7] i A58 2
HILHBE, B2 , EMNHRZ UC I EHNHREZEEERMBEBIRS =1H1R Webex BER T , Webex
FRETERFPMRI RTC EXUREFIEE, HAFFEAZAN UC NARFR , RTC BLEEX AT
LB FEHBBIERMBEMATE,

TRIETERN UC RRAEFINE , AEXTHH RTC KERX AIRHERES R,

Thee E# RTC HARL1L RTC 2FEPRMLILR RTC
— X=X TEERTCERE
BHU= FEERTCEE
HAFHAW RiE =i %
AW % R %

fEF B RTC 1L 2 194


https://docs.amazonaws.cn/whitepapers/latest/best-practices-deploying-amazon-workspaces/connect-optimization.html
https://help.mypurecloud.com/articles/about-webrtc-media-helper/
https://learn.microsoft.com/en-us/microsoftteams/sip-gateway-plan
https://www.microsoft.com/en-us/microsoft-teams/across-devices/devices/category/desk-phones-teams-displays/34
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Thee E# RTC BRI RTC SUEPMLH RTC
— X —FEE R fE RiE %
— X — W IE 1E % RfE %
Bk TEERTCERE
MR ROERE TER % RiE
%
MHHRE FER HURT UC AR 1 gES
RREHZ M= FER BURT UC AR RiE
MEF N/ BE  TER % RiE
RTC {L{tism

BB FAELILEY RTC

UC NAREFHMREER Amazon RENBRHEF R TE® , EHEMAMLILH RTC BKXK N ATEE. &R
B3R UC A RBET UC MEASY BT FESEIE K.

ZEMHFF ZE T EEE DCV Extension SDK M BE LB RAE LT ATAMNIED , SERNIZITH UC K
FREFER WorkSpace MIEF RN EGHZBEIL TEFHBEE, 8% , EFBELEREFRT BX
BIEMAFL, BYIEFHTERLFWYE , UC BESBRREEZRXNMNF MK B NE RGN
Mm , AEFHEEEZRHET UC UM Fig, EANSTIMERBBER , MEMEZERT R U
Lt BEIEE R TEIEFEUAIRS,
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edia traffic

Amazon WorkSpaces BRI ZHFA T EFR AL RTC EXHWNARRF

« FHREW (&R T PColP WorkSpaces )
« BB Webex 21 ( LUERATF WS WorkSpaces P )

NREFERANNARRFAEIIRT , BNEENRAERFRHNEBRKRHERX WorkSpaces 1L
RTC WX #F. EmMPRLIRE , FEHEAIERR aws-av-offloading@amazon .com.

BARBERMEAHN RTC EX BB B E e H R ARE HH L WorkSpaceRRERAE , BEEHXEE
HLRE -

« UC B iRy RUMBZEEEFmIRE Lo

- UC B inl REZEMIUEENMER

- UC KPR RARERLEEFIHFELFTA , flBHFAR Web B i,

- EUEXT , EE UC NRAEFUEARSZ RS ; i, RBEAZTHARSEATE,
- ERAEFRY BURTESBWHIRE (BYOD) A ZAMRFFEFI=

MRFEERHN RTC BRXELJIEATESENHER  RERERAFTERREF R B, NERWHS
ERML RTC BXEIEN F&EET,
BLEXEFEIL RTC

ELFEFMHRIL RTCERT , UC MARRER WorkSpace TEF S REN AT LiE1T , NRHELIFA&
MR RIS . N R Z A MR E WorkSpaces 7Y (WSP) IR H LM E ik, £EF,

RTC {£{ti5E 196


https://support.zoom.us/hc/en-us/articles/10372235268749-Using-Zoom-for-Amazon-WorkSpaces
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wbxt/vdi/wbx-vdi-deployment-guide.html
mailto:aws-av-offloading@amazon.com
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EEEmE

i , =M (£ WSP M PColP £ WorkSpaces ) MM &Gk ( {NFE WSP L WorkSpaces ) E5#
iR, EE@EHTEEES UC RNAERF. WorkSpace

HEIENR  WERABRECHFEE  BIEERBRMAZFHRME , MTRAE

REVA P

B (XReNARFARENM ) . 2FRECEERT Web EFF iR

EUl] AWS Cloud
Remote Work Space Signalling
g gmm A .
Signalling

&
'SP
WorkSpa

evice )
O ork Spaces
clien E
W
or S
" services
Mic Mic Media traffic
User ) Remote peer

WorkSpaces S (WSP) £ B0 , U858 2 RTC XA tHeE. MILIBREIIE -

XL E

FMAET UDP WBEM QUIC &%

BARIER FHBRAE , BT HRRF M AN,

KELTEFHCNFTNEEDEE  UREFTIRE

MEREKEER , KM EREKRERN R

BB M 45 R ARk 0 PR LML RE

EREENE RRFEDSR A FHEENAXRE.
FEHHBRIE , RIERG NS 5L 8.

, BRES R BIEL @

, EIEtEEK CPU MM R AR,

FiEF

BB THEERE RTC EX TRHEREM RGNV ER

RANFREER

EAMZFZE RTC B , ¥M
EEEEENS

1R Amazon WorkSpaces fIiE HME, ZEF WorkSpace 0H
—iEfE (UC) NARFMNREAER, TREIARTEHR UC RARRF A TN E s iE

i X A RKES B M #E WorkSpaces BliE :
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WIFE 15 =B

NMARERF RTC M RTC M R HE= RIEXE = B&
RARERF BAEFH  WorkSpace WorkSpace WorkSpace WorkSpace
B CPU HREEXR

ER
Microsoft FEE24 4.0GB TEE PowerPro  14&E TEE Microsoft
Teams Nk, #  AF (47 (8N (27 (47 Teams B
F41MA vCPU, 16 vCPU, 32 vCPU,8 VCPU, 16 RBEH#HESR
¥ GB A GB A GB A GB A
=) 7) =) =)
Zoom FEE2/ 40GB TEE PowerPro 14&E TEE Zoom
A, HEF (41 (84 (24 (4 REE
Z41MH vCPU, 16 vCPU, 32 vCPU,8 VvCPU, 16 3R : Wind
% GB I GB A GB A GB A ows, macOS
7) F) ) 7) . Linux
Webex FEE2/ 40GB TEE PowerPro f4&E TaE Webex
A8 NE (49 (84 (24 (49> RFEFR
vCPU, 16 vCPU, 32 vCPU,8 VvCPU, 16 4£E3K
GB A GB A GB A GB A
7) 7) =) 7)

EEIENR , WMSEISNEBMBENER T AERE, EYVEBITENGREF  XEFSL9EH
B| GPU, 1£3E GPU # WorkSpaces , XS E CPU EEZEMUEBHTIT. Eilt , W FLE
HATHIRSRABUEFNAF |, BB IUERZ PowerProlt &,

REAZESHEHEARERR , 2HREs , AREERSEM, Ht , £33 GPU £ WorkSpaces ,
BEHEBEEMNRTRENBIRSE,

33 WorkSpaces FigE#iHil (WSP) RIAETF UDP 9 QUIC £

UDP ¥l E& &M RTC NARRF, N THRARELREENR , FHRMENMNERENBET
WSP £/ QUIC &%, 1EEE , 2T UDP M@ fUERA TAHEFin.
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https://learn.microsoft.com/en-us/microsoftteams/hardware-requirements-for-the-teams-app
https://learn.microsoft.com/en-us/microsoftteams/hardware-requirements-for-the-teams-app
https://learn.microsoft.com/en-us/microsoftteams/hardware-requirements-for-the-teams-app
https://support.zoom.us/hc/en-us/articles/201362023-Zoom-system-requirements-Windows-macOS-Linux
https://support.zoom.us/hc/en-us/articles/201362023-Zoom-system-requirements-Windows-macOS-Linux
https://support.zoom.us/hc/en-us/articles/201362023-Zoom-system-requirements-Windows-macOS-Linux
https://support.zoom.us/hc/en-us/articles/201362023-Zoom-system-requirements-Windows-macOS-Linux
https://support.zoom.us/hc/en-us/articles/201362023-Zoom-system-requirements-Windows-macOS-Linux
https://help.webex.com/en-us/article/fz1e4b/System-requirements-for-Webex-services
https://help.webex.com/en-us/article/fz1e4b/System-requirements-for-Webex-services
https://help.webex.com/en-us/article/fz1e4b/System-requirements-for-Webex-services
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ElE UC R A#EF WorkSpaces

EEmMMAERE D |, T SEN. ERER. REIEFEE TS , EBXEF GPU P F3£
B {EMHRE WorkSpace EXEE,

REZH UC NAREFEREM T ZA SR E LAREIE GP WorkSpaces U LH) CPU ERARIIE
=
BXEZER , BSEUTRR,

 Microsoft Teams : E#Mt S EEMZEI A Teams
« Zoom Meetings : EETFHAK VDI BHHNA S EFK

- Webex : B TEMNESEEMZEN (VDI) B Webex NREFEEIERE - EEERAT VDI 8 Webex
N AR HHEBRE R 8 [Webex B HEF]

« Google Meet : £ VDI

BRAREERNMERELEEM

FRIAER T , Amazon WorkSpaces 2 £ X @3 W05 A TEmm A, =i ENTHRIEE
[, B2 , MRHTEARFEREREZATXLEINEE , METNIZBREANIESENSREER, BXE
ZER , BH5HA (Amazon BEEIERE) FH N WSP ERARZEAMMEm AEEM". WorkSpacesiE #
B, AFEELAREREPFEANESL. BXEZEE , AFRPNSH (L 5# WorkSpaces A F
B PN FREEMEMWINIEE,

BRL 4 P £ S RSk B B A 0 B

X F A Power = PowerPro WorkSpaces # /TS A, |, 5BZUE R HIEE [0 N E H Gk
HERADHE, EXMIERT PowerPro , BN BRADHE N 640 BF x & 480 B-E, BMTEE
S, BUNRAKIHUERNT 320 %K , 5§ 240 &%,

ERATIR  BEMEZRBELNZAD PR,

-

$TFF Windows SEM R m1EEES,
2. SMBIATEFMREER :

HKEY_USERS/S-1-5-18/Software/GSettings/com/nicesoftware/dcv/webcam

3. BIB—/HEHN max-resolution WERFEE , HFHIREN (X,Y) BXMENIHER  HA X
RTRKEBEH (RE ) , YRTIEBGRZHR (SE ). #lm, i8F (640,480)) , URTEENR
640 1%, BERN 480 BEN D YR,
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https://learn.microsoft.com/en-us/microsoftteams/teams-for-vdi#teams-on-vdi-performance-considerations
https://support.zoom.us/hc/en-us/articles/4411856902285-Managing-the-user-experience-for-incompatible-VDI-plugins-
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wbxt/vdi/wbx-vdi-deployment-guide/manage-teams-vdi.html#id_138538
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wbxt/vdi/wbx-vdi-deployment-guide/manage-teams-vdi.html#id_138538
https://support.google.com/a/answer/1279090?hl=en#VDI
https://docs.amazonaws.cn/workspaces/latest/adminguide/group_policy.html#gp_video_in_wsp
https://docs.amazonaws.cn/workspaces/latest/userguide/peripheral_devices.html#devices-webcams

Amazon WorkSpaces EEER

BREZMACNENEE

HINBER T |, iIRE WorkSpaces I M WorkSpaces B Fimf&s 7.1 R EZM , NMBREBHNZF R
BHRE. B2 A MRENFEFARFSREFMBAMESW , WFZMEBRIBHRLEXHERNES
AL E R AT & CPU FIM & &R,

TERATER , HEMEEXHRENEBFTM.

1. $TF Windows ¥tk mEEES.

2. SMEIATEMREE
HKEY_USERS/S-1-5-18/Software/GSettings/com/nicesoftware/dcv/audio

3. BIEEN default-profile WFH&HE , HHHIREN voice,

FRAERELFHREBNH T MM NEE

ATRBERERALILEES  FHAESRENABRENEXEE, FAARIEFRTRSSBEE
AYIZ AR v Hi 2 [ 75 [R)

Bl EE# RTC

E# RTC X EERARTHENS —BE (UC) NAERF , TEEXNERERTEMENR,
WorkSpaces AT 5 R E £ 41F T X & i UC RAEFBLIL,

EH AWS Cloud
Remote WorkSp: ignalling
(L= pm——————— - +-=-=--
\ ignalling 1
1 1
1 1
I 1
A 4 1
Client device UC Application O O L) v
—
™| WorkSpaces L
client G
wsP
WorkSpaces
services
User Remale peer
1
ooo
ooo
ooo

Media traffic

* Microsoft Teams :
- MK SIP Gateway
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https://learn.microsoft.com/en-us/microsoftteams/sip-gateway-plan

Amazon WorkSpaces EEER

» Microsoft 365 Y F eI
o MK Teams EEZ MR E

* Zoom Meetings :
- BRASEAKEBEERASE
o R E BB AL A
- REBFEFEER
* Webex :
« Webex B AR | FAREBIFEERITHEIE
« Webex B ARERF | XFHNIBEFIEI

* BlueJeans:
s NMBERXBIFEE AR
* Genesys :

* Genesys Cloud WebRTC Media Helper

* Amazon Connect :

o §33F 5% H9 Amazon Connect {81t WorkSpaces

* Google Meet :
s EUMASWPHN FMEABIE

B WorkSpace iz1THER
WorkSpace HZ{THERN REHI ATAMMS TR AN (ZARZENDIT ) . EBIZE WorkSpace B , A
PUERUTETER !

+ AlwaysOn - XFEE B & A LA RIX A B WorkSpaces, ZE RN &iE ST WorkSpace fER E
SEREANAR,

« AutoStop - #&{E A WorkSpace Ky/NEtE(F8e, XWX T , EH WorkSpace £ 1EI8E W M TTiE#E
REEFELZET , MEARFIBENRST2RTF.

BREZEER , BEZH WorkSpaces Efflo
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https://learn.microsoft.com/en-us/microsoftteams/audio-conferencing-in-office-365
https://learn.microsoft.com/en-us/microsoftteams/cloud-voice-landing-page
https://support.zoom.us/hc/en-us/articles/360060920371-Enabling-or-disabling-toll-call-dial-in-numbers
https://support.zoom.us/hc/en-us/articles/4912628206477-Using-desk-phone-call-control
https://support.zoom.us/hc/en-us/articles/360049007912-Desk-phone-companion-mode
https://help.webex.com/en-us/article/5mgmmb/Webex-App-%7C-Make-calls-with-your-desk-phone
https://help.webex.com/en-us/article/xga73p/Webex-App-%7C-Supported-calling-options
https://support.bluejeans.com/s/article/Dialing-into-a-meeting-from-a-Desk-Telephone
https://help.mypurecloud.com/articles/about-webrtc-media-helper/
https://docs.amazonaws.cn/whitepapers/latest/best-practices-deploying-amazon-workspaces/connect-optimization.html
https://support.google.com/meet/answer/9518557?hl=en
https://www.amazonaws.cn/workspaces/pricing/

Amazon WorkSpaces EEER

AutoStop WorkSpaces

EiREBE LA | i51E Amazon WorkSpaces #2# & £ WorkSpace , fOXIERIRE, BK
EITEIEMY , AFRE AutoStop BYEl (/MEY ) « BRIAER T , AutoStop BY[E ( /MeT ) RER 1 /0
B, IXEMR#&E WorkSpace fF7 WorkSpace Wi FfiE#E— /Nt /g B E LLETT.

£ WorkSpace MfiFFiE# B AutoStop AYEJEREIEfS , WorkSpace AJEEFE /L0 T 8B FLLE
7. B2 , —H AutoStop B EREIH , it FL , HEFTRBURERE /A B TEA,

MR , KRENRSHEREES WorkSpace HI1R%E ., WorkSpace 2 EAFEXZMIRE ; FRIEHFF
WX EEZTHEFTFLRENHEREFNRS

AutoStop Graphics.g4dn, GraphicsPro.g4dn, Graphics H GraphicsPro WorkSpaces £ & 1EiZ1T
A REBBENREFIIRS. 3 FiXL Autostop WorkSpaces , BiUEEEXFERATEREFEHXA

X F BT A (BYOL) AutoStop WorkSpaces , REH X B XA a2 EE LK WorkSpaces #9 1] A it
B, MREMITSBEEZ AP ENEREN BYOL AutoStop WorkSpaces , 5B BN EF LB LR
B2

/A Important
AutoStop WorkSpaces X7 WorkSpaces HiFF EZR F & B3 F 1LIE1T,

REEUTERTF 2MFF WorkSpace HiE# :

- AP FHMFE WorkSpace HZE# IR Hf Amazon WorkSpaces & i M FAEF o
- BRWIEREXMA,
- BFimi% % M WorkSpace 2 [B’% BiEERI AT EIET 20 5%,

RIEMUER |, AutoStop WorkSpace AP RIEB XERA T WorkSpaces f5 , FaiiAHiERE, EF3
W FFZE$E | B FE Linux, macOS 5 Windows WorkSpaces % f= i 5 A2 F B Amazon WorkSpaces 3£
B EFETFF WorkSpace £ 5B H Amazon WorkSpaces. X F Android = iPad , Mlliz 23 &
H R T E
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AutoStop WorkSpaces A MER T A REFR R BEIELLIETT ¢

« MREFFIFZENETHERS., BERSHIEZNRS (Fl0, FiLXBHEEES L) TR
KHVIRA , MIZRBA WorkSpaces AR A IEEB81E1T. RE WorkSpaces M AREF 1=
1T , WorkSpace FiAIBETR W FFiERE , Btk WorkSpace AIgERL T2 B 3= 1EE 1T

« REYAFER WorkSpaces & it , WorkSpaces F 8E8 M BIMTFFiERE, RAFPERE=H
E U , W WorkSpaces A BETC AR M BT FFiE$E | Rtk WorkSpace AIREFR 2 BEIELLIE1T |, 1T5%
A BER S EA,

BBEITER
T LA RER ) S TR =

18 WorkSpace HIZ1THE

1. FTFF WorkSpaces #£#|& , ML : https://console.aws.amazon.com/workspaces/o
2. ESMBEHKT , %&EF WorkSpaces.

3. BEEEELH WorkSpace , RRMIERIRE, BRETEN,

4, BEEFNETER AlwaysOn 5 AutoStop , REEFRE,

£ Amazon CLI &4 WorkSpace iz THE

{# A modify-workspace-properties &%

=1 #1530 AutoStop WorkSpace

&M AutoStop WorkSpaces MiFFiE#ERt , BN EEENMAEZNEEBaELET , AR/
MitRtSERE, RTH-SEIRE , BULFHEEES AutoStop WorkSpace < BRAY IR /AT it
B A, WorkSpace E1L1Z21T , FTENARFMBENERTE , UEAF TIXEFXE WorkSpace
BERA,

HAFPENMEZFIEF LR WorkSpace i , ESMERH EXEIENWMAE , BFEE 90 ¥R,
BRI E B T A A T IRIRASH AutoStop WorkSpaces.
E{Z1t AutoStop WorkSpace

1.  FTFF WorkSpaces #£#|& , ML : https://console.aws.amazon.com/workspaces/o
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https://console.amazonaws.cn/workspaces/
https://docs.amazonaws.cn/cli/latest/reference/workspaces/modify-workspace-properties.html
https://console.amazonaws.cn/workspaces/
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2. EEMBEHH , 1EF WorkSpaces.

3. EEBEEFE IR WorkSpace , RIEHIIERIEME. 1=1E WorkSpaces.

4. HBRAERTEHIAR |, EFFLE WorkSpace,

EF3h AutoStop WorkSpace

1.  FTFF WorkSpaces #£#|& , MR : https://console.aws.amazon.com/workspaces/o
ESMERKSP , %&#H WorkSpaces,

R EFH WorkSpaces , ARE#ORIERRIE. B3h WorkSpaces.,
LRSEIRREHIAN |, EF S 3 WorkSpace,

H w DN

EMI 5 AutoStop WorkSpace #H<Bx B9 B E R BEREIRHER AN | iE1F WorkSpace M EHY MK 7 7 il BR o
BXEZER , BHSREMBIER WorkSpace.

£ Amazon CLI =15 3h AutoStop WorkSpace

£ A stop-WorkSpaces # start-WorkSpaces i

EENHER

B3 /& WorkSpace , ¥RA] LATE WorkSpaces 2 #|& WorkSpace L E R SR REWAMIENARFEZH
ESS

EEREBKRBRNENARERF 215K WorkSpace

1. 3TFF WorkSpaces ##l& , Bt https://console.aws.amazon.com/workspaces/o
2. MEMSMBE#FiEFEWorkSpaces,

3. %&# , WorkSpace REFER “EFFHMEE",

4. £ “RIARF T , HESH WorkSpacetB X< B AR IR R ERERS,

BRI LB AT B X EFH R WorkSpace NARFE :

- EEMIRE LRENARERFS WorkSpace
- NEWNAREFPEERAREFE WorkSpace
- ZRNAEFOHDSEENNARZFS LN S —ANFAREF S WorkSpace
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https://console.amazonaws.cn/workspaces/
https://docs.amazonaws.cn/cli/latest/reference/workspaces/stop-workspaces.html
https://docs.amazonaws.cn/cli/latest/reference/workspaces/start-workspaces.html
https://console.amazonaws.cn/workspaces/
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EEEmE

® Note

- EEHNARFS , HIRD WorkSpace 24 NAVAILABLEESTOPPED,
- BEEMNARERFMNERT Windows WorkSpaces,
- BENAREFGERTIES Amazon iT RN BAREF LS,

BENAREF RS

“EENAER ATSE LEREMHEL TR AREF WorkSpaces. Xf T Microsoft Office 2016 #E48=
F1 Microsoft Office 2019 ,

lm\/\ﬁgﬁpﬁo

* Microsoft Office LTSC Professional Plus 2021

* Microsoft Visio LTSC Professional 2021

» Microsoft Project Professional 2021

* Microsoft Office LTSC Standard 2021

* Microsoft Visio LTSC Standard 2021

» Microsoft Project Standard 2021
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/A Important
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VEEMERRAE. fla, EFReEfrENAEFETLNRAEFES

- XENARFSTOEREMEBINRA., fla, £7EEN 2019 NARRFE 2021 NARFRSE

Ed
- Value. Graphics F3B43 8 ZHFHEFR Office/Visio/Project 2021 ¥R/ & AR

GraphicsPro WorkSpaces
« YLRMAFEIESER T Microsoft Office 2016 B Plus N AEF 28 , SR EHEZTED

# WorkSpaces 4@ 2N T EaSEREFRA R

=, WorkSpacesil®

YR8

7N /0N

Lt

Amazon L fE SR R A R WorkSpaces , A LAfEAmazonthiiz £ #3h MK,
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https://www.amazonaws.cn/marketplace/pp/prodview-u2in6sa3igl7c
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« ERK/HE Microsoft 365 NARRF , ERESIAHCHIENZEERF , EENARFT
ERIET LT L/ EIE Microsoft 365 RIATREF .

- BTEERBT “EENARRE K% WorkSpaces KIS 25 012/ B E & | {8 A LUE
AEBENAER AZATHERNAREFSNBEENMEK, WorkSpaces

- KIS A DNS @BiT S seE A EENRAEF.

o XNTFEBMANXE , Hla0EM (FESH ) , H07E B FZHRF /B WorkSpaces BBk MiE
.

EE LEHMARFT WorkSpace

1. FTFF WorkSpaces ##|& , Mt 7 https://console.aws.amazon.com/workspaces/o
ESMBERP , %&HF. WorkSpaces
£ , WorkSpace AGkZERIE. EBNARER

EHRNARF T SFEICRETEURNARRF EMNAREF 85K WorkSpace |, £ &R
MARRF T, BAUNFEHER FRENNAEF 2SR, WorkSpace

5. E7t WorkSpace LRENARFD , BIITUTRE !

> w0 DN

a. HEEEEYN EZRANMARERFE WorkSpace , ARB%EEFE “XB”,
b. EEL—SURKHMNARFRLAS,

c. RENAREFBHgaN , SFEINNAREFTEREN , HIREN Pending install
deployment,

6. ENFHBENARFZ , HHITELTHLE WorkSpace :

a. ERBENAEFT A GERZHHENEAERFESS  RAEEEBUEXEK.
b. EE F—FLUHRHMNAREFBRHSS.

c. HENAEFRAEHASIN K SFELANAREFRTER TN, HIRAN Pending uninstall
deployment,

7. EMERHFTLERRFERS , HBIATUT —BURE,

« MBREM Pending uninstall deployment RAZEERBHE , BEABRELXRENNAREF ,

RIEIEFR XK,
« MREM Pending install deployment RSERBEHT , FEBREXRFRVNARER , R
IR BUE KB,
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8. HEERZEFHFNNARFESILTHLERSE  2RLENRAERF.

/A Important

R HENAERR E , RAARSERLL  HEERERHKNARFN
WorkSpaces T iE1H ]

9. EWMIAENRE , BRABIA, EFES , UREFHHL THRRSHNAREFESS.
10. BERNAEFRSTNRE

a. 3T7F WorkSpaces #H|& , Wik https://console.aws.amazon.com/workspaces/o

b. ESMBEED , %#F, WorkSpacesEAI LLERBS THEIRS , BEUTHE.

- FEEH - NAREFRSSEHPEHRITH,
- ATR/EEL-MARFEEHRS TR WorkSpace , HIRE B HFHBIRE.

c. EUNMNARFENZERHBIRS , Bk WorkSpace HiEFEFFMAEE, ENAE
FT , BAUERSTEEIRS , 8% Pending install, Pending uninstall
Installed,

(® Note

MREHAFRIMNESREENARF AL ENNRAREFERBUEVFANE , M AL F3)
WorkSpace EiR. BHAFTUEERREFBRERAXENAERF, MEHMXE , KR

Amazon Support,

A “EEBMNARRF B WorkSpaces AR
£ ERERHE N AEFEE WorkSpaces , L NRETREAE NI EEE.,

« WorkSpace Re@@ store a WorkSpace-{i&f5 , 2REZTEERSIEZNBEMNAFR BN KEIR
B EFCBRENMAFE. WorkSpace & 12 /MR — X 5T& WorkSpace R, BEXEZ(S
B | &S5RI E WorkSpace, BHREADEF 12 D EBIREFEH WorkSpaces “BENAREF"

BREBHHRNE. EAEENARFEHR WorkSpaces T T — PR IRBIIRE 2 i TERENS

BUTER

- WorkSpaces £ “EENAREF LEREREEENNARFS LHNNARFRSENENRA
EFSMBR , WorkSpaces BT AIIEME#EUE , 3 B WorkSpaces fF [ & Y BUX L& B A2 R BV
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https://console.amazonaws.cn/workspaces/
https://console.amazonaws.cn/support/home#/
https://docs.amazonaws.cn/workspaces/latest/adminguide/restore-workspace.html
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BH, EREXENHAREFE , WorkSpaces BEEFXETEBNARERF IERE , HENA
BFUEHBY K AREHZE.

« WorkSpaces £ “EBEMARER TEREMNEHWNAEZFHRBRONARFSTFEFEHINESR
WorkSpacesfy, B2 , XENARFHSTNLEEREZT , BRFTIEBIERL, EMBRIXL
NMAREFS , BMNPFHHEXLENARZEFE. WorkSpaces

- B a WorkSpace-E WorkSpace 2EFBIERE, EXELER , BFSRENNE
WorkSpace, BE#EfEH WorkSpaces “BEENMARF EHINAHNBHESHBUTER -

« WorkSpaces i “EENARF ITEREELLLZENNAERFRSSNINEHNNARF B
BRH =M. WorkSpaces i 7T REX LR FAFERF , WorkSpaces BEEBXIZT “BEENAER"
THERRE.

« WorkSpaces Bi¥ “EENARF TERENEN “EENARR TERETHRBRONAREFS
FL2EHBE. WorkSpacesEMNAFBIRIX LN FAFEF S WorkSpaces , BEEBREZTEENA
BRFIERE.

« Migr@@ ate a WorkSpace-EBIZEA BB TRER I RB IR WorkSpace &R HY
BE— N ARBHRNAFEREHGE, WorkSpace WorkSpace T ID 81 T — NI
WorkSpace ID, BEXEZELR |, HSHIT WorkSpace 1 i &2 B A2 515 X WorkSpaces #9iE
BESBUUTER
- RHPMFIERMARERFEE WorkSpaces BRI EH. #H B R WorkSpaces 4k B ¥r

WorkSpaces ‘@F KIS ATERF. IR WorkSpaces MARFHES T RIZE Ait%R , EEHRELaEF
Y B TR IR g iR EL Bl 1t 2R

& WorkSpace

BN & WorkSpace , B LLBE =f AN IEREEE :

o BOALUERERBREN KD (XNTF Windows , IIEFIEF C ; XF Linux , B /) REAFE (X T
Windows , AIKzh&R D ; Xt F Linux , ¥ /home )

- WAL ERHITERBLUERFTHBE T,

« MR WorkSpace 2 A PColP #4526/ , WA LAfEA Amazon CLI 2 Amazon
WorkSpaces API & 2B #E

EEF a WHBIMEDUURA WorkSpace , EEFEILUAE REXIZEBRNEZIEME S WorkSpace, IR
SHAREENEEEHITE,. EEEREEFTE,
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https://docs.amazonaws.cn/workspaces/latest/adminguide/rebuild-workspace.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/rebuild-workspace.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/migrate-workspaces.html
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MR EE W WorkSpace , M EIRAS S HAVAILABLESSTOPPED, BT EE E B RNMiTEZH
#,

B a B KR/NHITESER WorkSpace 5 5 i Y Ik 28 2% % WorkSpace,
EATEHNAFPBTBRSHNITERE  #SRNENASE A BB WorkSpace EXIhEE,
EEFN

A LR SR ARSI AR/ 2 51181l 2000 GB, WorkSpace WorkSpace root i F&&E F &
FRMREL, THNASHE

[#R (GB)., AF (GB)]
[80, 10]

[80, 50]

[80, 100]

[175 Z 2000, 100 £ 2000]

ZRREMBERAME , BWMALYT BRENAFS , FAEAUE 6 NtRT BEXANE—IR, B
=, BEEEARENESNRAFENRD, BXESZEER , BEREXEMNBH RS,

® Note

LRT B — 1B R WorkSpace , WorkSpaces & B3I 7E Windows = Linux 1§ BiZ&H 2
X, ZEBTEKE , DAEFHF3 WorkSpace = BEFE AR

NERBFBESURE , BaaTRER/NDMEERAFEM K/ WorkSpace, R , FHRES

P IEEX AN R/ K/ WorkSpace, BuILAE3) “HBE", ‘bR, “MEE". “Power’ , RE
PowerPro WorkSpace IREZE4H 80 GB , AFBZE4 R 10 GB. #RAILAF 3 Graphics.g4dn,
GraphicsPro .g4dn, Graphics , 5% GraphicsPro WorkSpace 8&Z 45 100GB , AF&ZELH
100 GB,
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1E38 0 WorkSpace ®#E K/MERIET , AR JUEHR ERITAKSEHES WorkSpace. ER |, 1%
¥t WorkSpace itE R, ¥ WorkSpace E1T#ER, EEHER ( ER ) it EKE WorkSpace,
WorkSpace

(® Note

R IBFHEBIBH A P REB ERLE K/ N WorkSpaces SREFFERAMAIN , BEEAERSH
“ WorkSpaces AVAILABLEM AR~ 2” , STOPPEDAR G B AR E A K/ WorkSpaces, R
WorkSpaces &STOPPED , M E#E X/ MEMTE PR T LB B,

ERZHERT , BN#EERXPIBRRSTREEERNNN,. B2, IREEBRKRENE K
WorkSpaces , MiZ S REEEE KIATE, RIEHF KE WorkSpaces EEE N , RIMNBIWWEEKR
LAAmazon Web Services Support3 R #Ef,

BRE MBS RS

- A BEIHE SSD B KD,

- 2318 WorkSpace , #4ME4F 6 /NI BEISNEHBRI KN,

- BIERNEMBREBMAFBH KN, BEENBE , BUTEHAFBERN 100 GB, #HITIHENR
&, BRI LUARBER N 175 R 2000 GB Z RIEME. EFRBERN 175 F 2000 GB ZEHY
FERE , EAR#E—SEHFAFLSE , LEH 7 100 F 2000 GB Z [AIHEI{E,

(@ Note
MREEMXFANE , MBAERF 20-30 D HULEE —MRIETK , REFTEFHE-MR
o

- BR3E WorkSpace =2 graphics.g4dn, GraphicsPro .g4dn. Graphics 5 , UM AFA
29 100 GB B GraphicsPro WorkSpace , 18&F 8N F 175 GB, Graphics.g4dn,
GraphicsPro .g4dn, Graphics JAK GraphicsPro WorkSpaces Al SAF R EFA R B &R E N HKE
100 GB,

- MRAFER 50GB, WELFIREEH N 80 GB UAMEMK/), MEREL 0GB, MAFSE
HgER 10, 50 5 100 GB,

E IR E WorkSpace

1. FTFF WorkSpaces ##|& , Mt https://console.aws.amazon.com/workspaces/o
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2. TESMBEKSP , B, WorkSpaces

%% WorkSpace HiEiZEE, BRRSE. -

ERBANT , ERBRPFEFEELUBMABENLSE KN,
ERREFER,

BBXNDEMTERE , YNEFHENTREEERENR. WorkSpace R EBIEE L |, FRHERAF
EEH B ZFIRFFEITH X4 WorkSpace,

o o A~ W

ZX a WA F & & WorkSpace

$TFF WorkSpaces ##l& , Mt A https://console.aws.amazon.com/workspaces/,
ESMERS , B, WorkSpaces

1£$E WorkSpace HikRIg#E, BRAFFE.

ERAPBKNT , ERBRPIERBENABAEBENLSB KD,

ERRIFER.

BEXNENTRE , DAEFEHFTREEERER, WorkSpace W BRHIEE X , FHRERAS
EEH B2 FIRFEFIEITH X4 WorkSpace,

o o M N~

EFT KR a WEE K/ WorkSpace
FA#RootVolumeSizeGibmsBUserVolumeSizeGibM B modify-workspace-propertiesfi$o
BRIt ERE

BRI LATE “bRofET, “TFET. “tEBE” M “ PowerPro itE” K& WorkSpace Z H i, AXRXLITERR
WEZEE |, H5H Amazon WorkSpaces #4852,

® Note

o PRATLURITERBM Graphics.g4dn BN .g4dn , =& M.gddn EXH graphics
GraphicsPro .g4dn, GraphicsProf&7c&%F Graphics.g4dn #1 GraphicsPro .g4dn By it &%
BERNEMHME,

« 2023 £ 11 B 30 H=2Jga , 7B X # Graphics #4818, HRNEUFRIER WorkSpaces Z
Graphics.g4dn ##8., BXEZEL , 85N &% WorkSpace.

- BRRENEENITTEREE N GraphicsPro N AHME,
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https://console.amazonaws.cn/workspaces/
https://docs.amazonaws.cn/cli/latest/reference/workspaces/modify-workspace-properties.html
https://www.amazonaws.cn/workspaces/features/#Amazon_WorkSpaces_Bundles
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HIBBEREHRITER |, 1 WorkSpace EA#FTHITEZEE WorkSpaces E#fiiE531. WorkSpaces R &
WIRERS., NARRF. BIENFMHIRE. WorkSpace

FRBEAUERENHFER 6 PIATRE—R , MFERBDMTERENHFR 30 RATUE—R, XTF
MBIt ERE WorkSpace , BU4MERF 6 NITFTEEIERE AW ITERE,

=% WorkSpace TtEEBEEch#Trt , A NS HEITERE WorkSpace , i1 EEAREXR
WorkSpace. WorkSpace it EEXABERIEF B EHMB .

/A Important

NBGEBIEBERX , BFRARAFEER WorkSpace 1T E R 2 FiRFAE T XX H K
AR Ao

TTEREERSREATEEE—NNIRIETE,
EF QN a WiTEERE WorkSpace

1. ¥TFF WorkSpaces #H|& , Wit https://console.aws.amazon.com/workspaces/o
ESMBERT , EF, WorkSpaces

1%£$E WorkSpace HikiRgME, ERITERE,

FEUERET , EF—MiTHERE,

ERRFER,

o K~ 0N

EF N a WiTEEREAE WorkSpace

5 i ComputeTypeNamel& M #Imodify-workspace-propertiesii o

&

(® Note
BB EFEXETTA.

R & WorkSpace =M PColP 433828 , MATLAEEA CLI &% Amazon AP Amazon | {82t H
BB, WorkSpaces iX# , &5 0] LATE R AT B T 8L WorkSpace #1552 A I A thH s
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1T WorkSpace T8, Xi& R F&E6EH WorkSpaces FiMY (WSP) H4EH EHEE K MEEEIR
WorkSpaces 2 EFHGIZEINE PColP,

« MRENDLEER PColP 482 IE WorkSpace BY , W REEME G,
o FEFHIUEH R WSP 28 , EHRRIE WorkSpace 5# 2 W WorkSpace SP FIIA T EK,
« &MY WorkSpaces & F i X WSP
.« 29 WorkSpace ZpE X X #F WSP
« WSP B IP i3t Mg AEREF M. BXEZFEEL , FSHE P #bik Mix O ER WorkSpaces.
- BREHWEYIE WSP FHA,
« NTREZENNMSWAEE , BIOEWNEEA Power 5 PowerPro #4882,

(® Note

o B8 2R WRTE T 1A 5 UM WorkSpaces 2 B i A 3E 4 7= PR 8 # 1T L

o WREFIMUM PColP 825 WSP , RS RISk E PColP , MIFFFEEET Web
Access #1TiE#., WorkSpaces

EFE X a W WorkSpace

1. [A%&] E#F/Z 30 WorkSpace HEF|HAVAILABLEA: TIRAE B I,

2. [Wik] fFAdescribe-workspacesan© %/t WorkSpace B, BREL T AVAILABLE RS E
H M4BT Protocol EHTiR.

3. fEMA modify-workspace-properties i = HfF Protocols BMM PCOIP {824H WSP , =%
Rk,

aws workspaces modify-workspace-properties
--workspace-id <value>
--workspace-properties "Protocols=[WSP]"

/A Important
Protocols B#X% K/INE, B{RMEM PCOIP = WSP,

4. EBTEGTRE , RKTEEEE 20 54 WorkSpace FREEFH B HZRULENEE.
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5. HBXRfEMiZdescribe-workspaces#n % WorkSpaceg i H BiF 2 E4 FAVAILABLER
AU K HEIProtocolsEM EE RN EHWM L

(® Note

* {8tk WorkSpaceM MU N L E#EH &M EL. BHRATHETLKER,

- R 20 9405 WorkSpace {34 FUNHEALTHYIRA |, B 1ERHIA WorkSpace I E#H
B3,

6. ZBIEALLEEEIZH WorkSpace.

B & X WorkSpace &

Amazon WorkSpaces R #&ER APl FA B RERF. IT XHFERE. SIEBBHENEFKHER
BENEFZTEMNAM , NTih AP elEREMN WorkSpaces 83, WorkSpace & # i £ A F 1Y
WorkSpace ExXRH P I REMA] , MA2ERIAR WorkSpaces mhéo

XEUATER R
* Windows

* Linux

* Android

* MacOS

« i0S

* Web Access

(® Note

EfEMAHH ClientBranding AP {52k & k& 7t £ Amazon GovCloud (US) Region , 1
WorkSpaces & ishx 4~ 5.10.0,

SABENmE

ESALNEFRIEmEEEN , BEASEU T TENEE InportClientBranding. BXEZE
B, #&2H® ImportClientBranding API &%,
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/A Important
ERmmEEEEED LR, BREFTIEHBRAEE.

i Amazon WorkSpaces X

Amazon WorkSpaces | Settings  Support a

amazon ||

2
& WorkSpaces

Please log in with your WorkSpaces g
credentials

Usemame

Password o

o Forgot Password?

[ ] Keep me logged in

Change Registration Code

1. ¥k

2. R

3. RicEDEEE
4. BFHEB
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EEEmE

BE X mhETE

8 TR

ek

HAR

S E DR

BFRHR

DU

R IEIEE T T o 6%
2, AP BRRUTREEY
WorkSpaces., &8 LA
SupportEmail EMEEMA
SupportLink EHEHER
B BT R

AVFEER Logo BEBENX
AL BT

ATEERARF R EBAT
BAij B89 ForgotPasswordLink
B Rt WorkSpaces

AT ERAERRRELN
LoginMessage BHBEENX
H B

BRABY
- HFEHTARE

SupportEmail #
SupportLink S¥AEEHE
Fo BULABHMFEAEE
EEENZSH , BT R
EERE,

ERIA B FHB it =2
workspaces-feedbac
k@amazon.com o

- KERS : RPKERN 1,

RAKENRN 200,

- E—ESHNEGRBEXEN

.png MR = G HE
POE B

- BURNDHR

* Android : 978 x 190

- BX#H:319x55

« iIOS@2x : 110 x 200
+ iIOS@3x : 1650 x 300

KERS & PKERN 1, &
RKENR 200,

- KERS : KETR? 0,

5 HTML #r&EM T EHF
BRNERNRAKE

7 2000 NFRF. WNTRE
HTML FRERRIAER | 2
BORFE 08 BRIFTE 600
FRUA.
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LY P OES DU BERMEW

o XEW HTML #57% : a,
b, blockquote, br,
cite, code, dd, dl,
dt, div, em, i, 1i,
ol, p, pre, q, small,
span, strike, strong,
sub, sup, u, ul

AR 2EERAR ImportClientBranding RIS H 5 B

Amazon CLI fRZ< 2

/A Warning

SABENmECESZEEZVYEPEAAENREREENEYE. CE2FEARNBE X mE
BHEBESLREENREY. E4NTETEBZNTAUEENEIE,

aws workspaces import-client-branding \
--cli-input-json file://~/Downloads/import-input.json \
--region us-west-2

S A JSON RIS T RAMEIDA, :

{
"ResourceId": '"<directory-id>",
"DeviceTypeOsx": {
"Logo":

"1 VBORWOKGgoAAAANSUhEUgAAAATAAAACCAYAAABYtgOkAAAACOLIEQVR42mNgQACAABIAAeRV jecAAAAASUVORK5CYII="
"ForgotPasswordLink": "https://amazon.com/",
"SupportLink": "https://amazon.com/",
"LoginMessage": {

"en_US": "Hello!!"
}
}
}
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EEEmE

LT Java BB BRI MR E BRI A base64 fRIGHVFRT&E ¢

// Read image as BufferImage
BufferedImage bi = ImageIO.read(new File("~/Downloads/logo.png"));

// convert BufferedImage to byte[]
ByteArrayOutputStream baos = new ByteArrayOutputStream();

ImageIO.write(bi, "png",

baos);

byte[] bytes = baos.toByteArray();

//convert byte[] to base64 format and print it
String bytesBase64 = Baseb64.encodeBase64String(bytes);
System.out.println(bytesBase64);

AR Python BB BR R BIFHBARE B3R N baseb4 miBHF AT -

# Read logo into baseb4-encoded string

with open("~/Downloads/logo.png", "rb") as image_file:
f = image_file.read()
baseb4_string = baseb64.b64encode(f)
print(base64_string)

Java

/A Warning
SABENMESE

2E IR

T 70N

HEZFPEPEABENBEEENENE. EEEARAEE L mE

BHEBSLREENREYE. E4NTETEBENTAUEENEIE,

// Create WS Client

WorkSpacesClient client = WorkSpacesClient.builder().build();

// Read image as BufferImage
BufferedImage bi = ImageIO.read(new File("~/Downloads/logo.png"));

// convert BufferedImage to byte[]

ByteArrayOutputStream baos

= new ByteArrayOutputStream();

ImageIO.write(bi, "png", baos);
byte[] bytes = baos.toByteArray();

SABEX mhE
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// Create import attributes for the plateform
DefaultImportClientBrandingAttributes attributes =
DefaultImportClientBrandingAttributes.builder()
.logo(SdkBytes.fromByteArray(bytes))
.forgotPasswordLink("https://aws.amazon.com/")
.supportLink("https://aws.amazon.com/")
.build();

// Create import request
ImportClientBrandingRequest request =
ImportClientBrandingRequest.builder()
.resourceld("<directory-id>")
.deviceTypeOsx(attributes)
.build();

// Call ImportClientBranding API
ImportClientBrandingResponse response = client.importClientBranding(request);

Python

/A Warning

SAHELmBELBEZLEZTEPEAEBELBEEENEE, CEFERAMRINEE L RIE
BUHEBRELREENEY. E4NTETRBEENTARMENEIE,

import boto3

# Read logo into bytearray

with open("~/Downloads/logo.png", "rb") as image_file:
f = image_file.read()
bytes = bytearray(f)

# Create WorkSpaces client
client = boto3.client('workspaces')

# Call import API
response = client.import_client_branding(
Resourceld="'<directory-id>",
DeviceTypeOsx={
'Logo': bytes,
'SupportLink': 'https://aws.amazon.com/',
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'ForgotPasswordLink': 'https://aws.amazon.com/',
'LoginMessage': {
'en_US': 'Hello!!'

PowerShell

#Requires -Modules @{ ModuleName="AWS.Tools.WorkSpaces"; ModuleVersion="4.1.56"}

# Specify Image Path
$imagePath = "~/Downloads/logo.png"

# Create Byte Array from image file
$imageByte = ([System.IO.File]::ReadAllBytes($imagePath))

# Call import API

Import-WKSClientBranding -Resourceld <directory-id> °
-DeviceTypelLinux_LoginMessage @{en_US="Hello!!"} °
-DeviceTypelLinux_Logo $imageByte °
-DeviceTypelLinux_ForgotPasswordLink "https://aws.amazon.com/" °
-DeviceTypelLinux_SupportLink "https://aws.amazon.com/"

EMBREFRRE , 53 WorkSpaces M ARRFR Web BEF R,

(@ Note
ERHZZARFE1 7HFT2E T

R B E X

EEELYSNHENT A mRmEEENLNEMEER , EEARYE DescribeCustomBranding, MR
R ERKRBIBIZA DescribeClientBranding. BXEZEE , 5 DescribeClientBranding AP 2

¢

aws workspaces describe-client-branding \
--resource-id <directory-id> \
--region us-west-2
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I BR B E X m b

ERRRENEFIRREBEN , BEMARE DeleteCustomBranding, LA 268 # RIS
DeleteClientBranding. HXE%{EE. , 52 DeleteClientBranding APl &,

aws workspaces delete-client-branding \
--resource-id <directory-id> \

--platforms DeviceTypeAndroid DeviceTypelos \
--region us-west-2

(® Note
ERHZARFE1 7T 2E T

Frid WorkSpaces &R

BALBEUREEX AN E RS EE SN T BRERALMEE WorkSpaces B EIR. AT AEME
LEER NE., B REEREXKEN—MER , flm“project”. “owner"=k“environment”, £
FREREE Amazon BIRFMALKE (BREKEHE ) W —HEREAEE I AR,

BIERFRAMFEN , XEFREEETNMNANE-—RTEHIAERESEIRE P, Hlin , WREBE7
A 15 BE¥A WorkSpace RFrE , MEZE 8 A1 H , XERZFTAHINERHNRAR D EIRE +.
BEXEZER , 521 (Amazon Billing AF#EmE) FHERRAEAD EIREZ,

(@ Note

E7£ Cost Explorer H & & & WorkSpaces BRFrE , HRE (Amazon Billing A F#8
) PHEUE AP E R A S BLARE F Y BR S E BB T WorkSpaces BIRIVARE
RERZLERE 24 MIEER , EEXERIXEKNETREEE 4 F 5 XRFEEE RE Cost
Explorer ., Btk , E7E Cost Explorer F & R KA ETE , EFR12H WorkSpaces %R
RMIE L BB =45 A, Cost Explorer {X E RS BUEN KA KA EIE, BB TRAN
L BHE

&R LA MNP AY R

o IROTLATE B LA TN RIRRT R B R INARE — WorkSpaces, S AKBREGH IP 7RI3EEI4H,

T BR B 2 S 222
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o BALUH U T RBEWIA RBRINIEE — WorkSpaces, SIMEIE &, BEHLE. BEGM IPiF
A3 4

PR PR

- BNRBEHREH LR -50
- BRRZHAKE - 127 4 Unicode =&
« BREKE - 255 4 Unicode =&

- RERNEX D KXNE, AFEANFHLETH UTF-8 BARTHNFR, ZRIKFE , URUT
BHRZN: +-=0 _1/ @. BAEEANSZRIEEZEK,

- BOENZBHBETER aws: = aws:workspaces: BI& , R EAE RN Amazon R,
BT R E R B X L B R L B B,

EAEH A ( B, WorkSpaces = IP 7R FI4H ) EFHIERREHIREZ

1. $TF WorkSpaces ##l1& , MitR https://console.aws.amazon.com/workspaces/o
ESMBEES  ERUTERERSZ— : B, WorkSpaces = IP i5a)#2#l,
EERMENERUITAEEMAE S NE,

PATUT — NS NMRE -

w0 N

- EEHHE , BRERNENE.,
« ERMIRE | HIRE Add Tag , ARE4REE Key # Value BB,
- EMRIRE | FEBRFEZIHOMRBRER (X)o

5. EREHFHLE , £ Save (IRF).

EREHAEMNARRNRE (ERIEH)

1. $TF WorkSpaces ##l& , Mt https://console.aws.amazon.com/workspaces/o
ESMERD , ERUATRRRE 2 —  AHIHERK.

EFRA N R R T I R EFAE R T

f£ Tags (#5% ) T , 1£4F Manage tags ( EB#HFE ) .

PATU T — NS NMRE -

o K~ 0N

- BEEHGE  BREBRNENE,
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Amazon WorkSpaces BRI
o ERIARE | FIRRARINFEE  RRRBERNENE,
« ERRRIRE | HIREIREZUAIMIER,

6. EHFIRLR , BRFEFER.

£ Amazon CLI EFI B R ENFHRZ

£ H create-tags M delete-tags i

WorkSpace 43

BB ER 4 WorkSpaces, WorkSpaces &7 #8#) WorkSpaces ZHEBRIA% BT ER, TE4EH BT R
A , WorkSpace £BIEEZEM Amazon WorkSpaces REEBEEHHER . NRERERSEHR , N
M WorkSpace BLE N FRAMNIRERAEFRFHFLRXILEEH, #HFIEFP , £H WorkSpace
ATRETTEEA,

BRINERT , BH Windows WorkSpace ELiE M Windows EFEWEH . EHR Windows BLEZR B
CHBEZEFNE , 558 Windows Server Update Services (WSUS) FEL B &2 25 1 XY,

R

&K WorkSpace A MEB BB A RINIE , AESNEFZEIRERGURBBNAERF. BX
BEZER |, 1§25 #the section called “EEXM 8],

AlwaysOn WorkSpaces BJ4E# B Ex

3 F AlwaysOn WorkSpace , 447 B ERFIRIERRIREBIRTE. BRIAFRTER N WorkSpace FRER XENE
HiR &R 00:00 £ 04:00 BYU/DNETETER . BRIATER T , AlwaysOn WorkSpace BYBY [X J91% WorkSpace
F7E Amazon XWX, ER , IRENS —MXEEZEERXEEOLA TERARS , REMTE
¥ , W WorkSpace #Y B XS4 58 7 9 #805% 182 0 PR 1 X3 B9 B (X,

A LAGE A SR 22 A Windows WorkSpaces BB X EE [, BAILAERA PColP REBEEZ A Linux
WorkSpaces BB X E 7€ [6] Zh&E,

¥ F Windows WorkSpaces , A AERARBEELF N ; HSREEARBZENAHRITENE
#o BT EEN Linux WorkSpace Bt B 44 B ER o
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https://docs.microsoft.com/windows-server/administration/windows-server-update-services/deploy/4-configure-group-policy-settings-for-automatic-updates

Amazon WorkSpaces EEER

AutoStop WorkSpaces B 43 B EX

AutoStop WorkSpace @A Bz Bz —IR , MERKEEEH . 4FNBREIRE=NEHR—FH , &
KAFAE , X 00:00 £ 05:00 , ¥ X 7% WorkSpace FFE Amazon KM AT X, AJLAE4E it
FEE — R4 WorkSpace., FELLRTEIERA , IREBEN 7 XH WorkSpaces.

£ WorkSpace #1743 BB AIER A , WorkSpace RIIRZSIZE N MAINTENANCE.,

REBTEERA T4 AutoStop WorkSpaces RIBTX |, BIEAI AR T A XA AutoStop
WorkSpaces W4 M Br. MREEALEFER |, B WorkSpace FFRLER BT A
MAINTENANCE RS,

ZEREFIEN

1. $TFF WorkSpaces ##l& , WitA https://console.aws.amazon.com/workspaces/o
ESMERSD , EEE R,

R E R, RFIEE Actions, Update Details,

B FF Maintenance Mode,

ESAEMEFH , HER Enabled, MEZBETFHEEEH , HikF Disabled,
EEREHMARE,

o o K~ w0 N

Foh 4

MBHBEE | BALIRBECHITRI4EY WorkSpace, LM ITHIPESAS , BIVES WorkSpace
FIRSERNEF, £ ERE |, ™ WorkSpace BPRBSER N T A,

% WorkSpace & F4EHFEXTH , 2 REUTITH :

- WorkSpace FaXNERF. £k, BIRERNBEREH T,
- APZTEEZRE WorkSpace,
« AutoStop WorkSpace T &K,
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{5 A2 41 & K WorkSpace FVIRZS

® Note

EE i WorkSpace FVIRZS , WorkSpace &4k F Al RS, 2 WorkSpace K& F o RS
i, SSCRRET T,

1. FTFF WorkSpaces #£#|& , Pt A hitps://console.aws.amazon.com/workspaces/o
ESMERS , 1% WorkSpaces,

1R EH WorkSpace , AR HORERBRIENEIURTS.

HEEURST |, EEATHRER.

EERF

o A 0N

£ Amazon CLI X WorkSpace FVIRZS

£ F modify-workspace-state %o

HN# B WorkSpace

WorkSpaces 5 Amazon Key Management Service (Amazon KMS) £, X# , &R LAEA Amazon
KMS 43k %% WorkSpaces B 7 &, &3 WorkSpace Bt , ATLAMZRE ( X4 F Microsoft
Windows , 1 C 3zh8§ ; X F Linux , B /) MAFE ( XF Windows , 7 D B85 ; X F Linux ,
A /home ) . XIHEMABHRBSTFHOBIE. SHEE /0 RIANELCIEZNRBEH B MNE,

B%

. REH

* Limits

+ {8 Amazon KMS B9 WorkSpaces f1Z R

+ WorkSpaces M# £~ X

« 3 WorkSpaces #FREREFEH KMS ZHARNIR

+ H1% WorkSpace

« BEFIZEH WorkSpaces
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FRF M

EFEMBSREZE , BEE— Amazon KMS %4, It KMS Z4A L2 AT Amazon
WorkSpaces B Amazon £& KMS %4f (aws/workspaces) , B AL 2 FRIEF L E KMS %4,

« Amazon ¥£& KMS 4 - BN EANXIEM WorkSpaces %14 B 31 R &K WorkSpace
Bt , Amazon WorkSpaces £ B £ &K - #8122 Amazon £E KMS Z4f (aws/workspaces)o
BT LR R 1Z Amazon FEB KMS Z4ARMNZRIE WorkSpace WA FE&MIBESE, AXEMAER , S
% £ Amazon KMS By WorkSpaces fn#Z#Lid

BRI LLEF I Amazon £ KMS 47 ( BIEERBMIZTMN ) , H A LLFE Amazon CloudTrail B&
REHFERER , BRTEFEALEEL KMS 244, Amazon WorkSpaces #2 H &3tk KMS &
48, RAB Amazon WorkSpaces = AJLAfE A itk KMS %248 , WorkSpaces RAEE A © R INZR &K - b
# WorkSpaces &R

Amazon & KMS %48 ( ‘2% Amazon WorkSpaces XN F4 ) B=ERIE—IR, BXFHE
B , #5/ (Amazon Key Management Service FF X A R 1E8F) HHIE % Amazon KMS %4,

- EFEE KMS B4 - 5iF |, B LUEERME A Amazon KMS 81X HEFIEE KMS %4, &
ANEE, FAMEELL KMS Z4F , B3R REELRKE, BXE2 KMS BIANESZER , 525H
{Amazon Key Management Service FF X AR 3EFE) PHRIEZEHR. BXEA Amazon KMS API
BIZE KMS ZEAMNEZELR , B2 H (Amazon Key Management Service FF & A RIER) FHIEHR
%4,

MRIEECREZA B BHRHR , BNEFREE KMS BT EHIRKR. BXEHAER |, HSH
{Amazon Key Management Service FF X A R 3EF) HFHEIR Amazon KMS 4,

/A Important
Fhiik KMS Z4ARt |, BAMER B ARE KMS ZHAMIMH KMS 24 , X8 Amazon
KMS F8EfE % R iR KMS ZZ4B INZR /Y WorkSpaces., MREFAEF AR KMS 248 |, M40
E# 812 WorkSpaces H £ AFTH KMS Z4AX 1T %,

BATE R T ERF BEE A Amazon KMS Z4A R N2 &89 WorkSpace :

o KMS ZA XM XN FHE . Amazon WorkSpaces T X FIEXN TR KMS #4H, BXRX 2T FRFIEXS 5
KMS Z4AE S , 5@ (Amazon Key Management Service FF A A RIEET) HAY1E B3 #rA1IE
T KMS 2248,

FRFZ M 227


https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#aws-managed-cmk
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.amazonaws.cn/kms/latest/developerguide/rotate-keys.html
https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html
https://docs.amazonaws.cn/kms/latest/developerguide/programming-keys.html
https://docs.amazonaws.cn/kms/latest/developerguide/programming-keys.html
https://docs.amazonaws.cn/kms/latest/developerguide/rotate-keys.html
https://docs.amazonaws.cn/kms/latest/developerguide/find-symm-asymm.html
https://docs.amazonaws.cn/kms/latest/developerguide/find-symm-asymm.html

Amazon WorkSpaces EEER

- KMS BAMTERA. EREREE A KMS 48 , B2 (Amazon Key Management Service FF
EARERE) PHIETR KMS ZHEFEMAEE.

- BYTIREE KMS ZAMXBKN EBRMNKE, BXESER , BSAE 2 XY A IAM X
B& 9 WorkSpaces & G & FE /MR

Limits

. BIEINBRIMAR WorkSpace, EA4MIERBEN WorkSpace B3t H Nz,

« REEFEMMZH WorkSpace 812 B E LR,

- BEIRXZIEEZER 2% WorkSpace #9105,

- WFEZBHNBHTHEEMBEN WorkSpace , FTREEEZ X — NI R BT B F RE TR ELE

- EEFHRERC MEH WorkSpace , & EH R Amazon KMS Z4AE2 B A ; &N WorkSpace 38
BTrUH. EWBERSE A KMS #4f , 2 (Amazon Key Management Service 7F & A & 15
&) FHE R KMS Z4FiEAER.

£ Amazon KMS By WorkSpaces tlZ#1iR

LB E A INZEN WorkSpaces B , WorkSpaces f5{#H Amazon Elastic Block Store (Amazon
EBS) SIEMEEIX LS, Amazon EBS B TR AR AES-256 &% , FIABIEZHA MBEEREN

%, Amazon EBS #1 Amazon WorkSpaces &8 KMS Z4ARAEINZE, H< EBS BMENES
E8 , %28 GEAT Windows SE4I# Amazon EC2 A #R) F K Amazon EBS 1%,

LIRBHEAMBZELH WorkSpace B , iwElim 3B THEAS XU TR

1. BIEEATMERN KMS 248 , BLR WorkSpace AP M B &, ZRECIE—NER , A
WorkSpaces fF& 8 KMS 243X A T it WorkSpace , BMXA T 5B ERF M B M <BKH
WorkSpace,

2. WorkSpaces i WorkSpace SIZ2iNZH EBS & , HIEEEFEAMN KMS 41 , URZEHWAFH
B%. ZBRECIE MR , f£3F Amazon EBS &M KMS Z47{X A Ttk WorkSpace 1% , Bl
AT EEERF B FHEXBKH WorkSpace , ARIEEHNE,

3. Amazon EBS &R EAEK KMS ZEAMBENEIER4A , HIEE WorkSpace AF Y Active
Directory &2 #rIR%F (SID) # Amazon Directory Service B % ID AK& Amazon EBS # ID #ER /il
27 ETX,

4. Amazon KMS SIZF M EIER , FRAEN KMS ZHANEBITNER , ABENZNKRERA X
1% %] Amazon EBS.
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https://docs.amazonaws.cn/kms/latest/developerguide/viewing-keys-console.html#viewing-console-details
https://docs.amazonaws.cn/kms/latest/developerguide/viewing-keys-console.html#viewing-console-details
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.amazonaws.cn/kms/latest/developerguide/grants.html
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5. WorkSpaces £ /H Amazon EBS ¥ iN% &M in2IZRE WorkSpace. Amazon EBS S in2% 1 5 4E
FHRIEEIBA Decrypt iHRM Amazon KMS |, }H157E WorkSpace AAF# SID, B ID f%
ID (EMAEMBELT) .

6. Amazon KMS fEF & KMS Z4AMZRIEZR |, REN XA BIER4E %X E| Amazon EBS,

7. Amazon EBS RN AKFEZAMBMEEZANEENZEENETE. RESMINE WorkSpace
£t , Amazon EBS M4 XA HBEBHARFEEANFT,

8. Amazon EBS fFMEMEIEZ4A (£ Step 4 PWE| ) EERBBFEFREE—E , M RESHE
# WorkSpace BHEF,
9. Y&FEH Amazon Web Services Management Consoleffil Bk WorkSpace ( 5 H WorkSpaces

APl Y TerminateWorkspaces &4E ) B} , WorkSpaces #l Amazon EBS fHER A F 114t
1% WorkSpace £ A KMS ZHH TN,

WorkSpaces 1% £ T X

WorkSpaces T E#EZMEA LN KMS B3 1T INZE R ( fila

Encrypt, Decrypt. GenerateDataKey &) , XEWIK&E WorkSpaces F <@ Amazon KMS &ix
BEMELETXMNIER, R , 3 Amazon EBS 7 WorkSpaces I INBEFERMBHBEZS (£H
Amazon KMS #J WorkSpaces ZELAF#Step 3) , URBERZBIBZIAM M SIAEIZA (Step 5)
B, HEERPREMNS LT

% £ T 3R Amazon KMS A FHBAREBIET B MR NI 5 HRIEHIE (AAD), #FEETX
WFEAERE Amazon CloudTrail BEXH , XEBTETHB AT AERALEN KMS #45, Amazon
EBS & MBZLTXEAUTHEA :

« B WorkSpace <E# Active Directory i P Z £ #5R%F (SID)
« 5 WorkSpace X Bx# Amazon Directory Service B XM E % ID
- Amazon EBS mN##£#% ID

LTRHIERT Amazon EBS AR INE LT XK JSON RRFER :

{
"aws:workspaces:sid-directoryid":
"[S5-1-5-21-277731876-1789304096-451871588-1107]1e@[d-1234abcdo1]",
"aws:ebs:id": "vol-1234abcd"
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A WorkSpaces #FREREMFEH KMS ZHHIR R

& LAESE B F WorkSpaces B Amazon & KMS #4A (aws/workspaces) & & KMS #4A
T, R B WorkSpace #iE, MREFEAEFFHEE KMS 247 , MIFEERN WorkSpaces BFRRE
K = B9 WorkSpaces B A fEH KMS 2N, BRIAERT , FA T WorkSpaces #J Amazon
& KMS 4R EF XL HE R,

BEHZENEFEE KMS B4ALUES WorkSpaces £& 1A , HHEAU TR,

1. ¥ WorkSpaces B R RME KMS BN ZHARRTNZHAAS IR
2. {8 1AM KB WorkSpaces &I & 1R # S YR

WorkSpaces B2 7 & BB A WorkSpaces IR, BXRXLENRHNESZEL , BSHE X
WorkSpaces # 1T &G MG REE,

5 1 284 : & WorkSpaces B2 R INH 248 A P

ZEH WorkSpaces BB R 1IZHFTEMNINIR , BRI LAEH Amazon Web Services Management
Console 5 Amazon KMS API,

N WorkSpaces BERAEN KMS AN FHAF (#2418 )

1. &% Amazon Web Services Management Console , fAJ/5E3d S T Mt 3T Amazon Key
Management Service (Amazon KMS) # &l A& : https://console.aws.amazon.com/kms.

EE X Amazon Web Services X1 , AR EA £ AR XFERESS,

ESMBERD , EREFEESHA.

EREHXREFEE KMS ZANHA ID 3B,

i%# Key policy (BR4AZKRE) ILIF, 7£ Key users ( B4R ) T, &8 Add (540) .

£ IAM AFRFMARINIRY | EEEZK WorkSpaces EERANMWAFRMA® , REEFRRM,

o o bk~ WD

0 WorkSpaces B R {EN KMS BN ZE AP (API)

1. £/ GetKeyPolicy B#FRIIMBZARE , RS REEARETS X4,

2. HEENEEXARESPITTRE XN, HEEH WorkSpaces BEE AN NK IAM AR MARR
mEIRZAACPEFNRENRBEDY, REREXH.

3. A PutKeyPolicy REFMZEARBAA T KMS E47,
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%250 : £H IAM KBEN WorkSpaces BIE R & FEHIMRE

MEZEBRATMENEFEE KMS 243, WA B Amazon WorkSpaces R &RE MK - # /5 3
%8 WorkSpace #9 IAM A F £ It KMS 4R IAM KBE, ZFAFPEEE R Amazon WorkSpaces
MR, BXAIEMEE IAM AFRBENESEE , B2H (AM AFER) FHNEE IAM FBEERM X3
WorkSpaces #t 17 & 1 M7 R B,

WorkSpaces 1% EZEX KMS ZHMERRTENER. A TRETUERN —NROZHARE, WX
BEfF AT LA Amazon KMS BN ERE A ERA L BRANEE D T, EERALRHIZHREE 2T
FRRGIKS ID M IAM A 7 & 8409 180K - F B 3KERE.

FE—MEAEEIA Amazon KMS Z4ARBE L, ©RTFENKSER IAM KEIZEHI KMS B0
B HRR. F-NHNE=/MEID 3E XL Amazon AR TUEEMNEARA. FEMEAATE
Amazon KMS £ Amazon lRFRTREEEHFEAEHR. ZIEW AT Amazon RECIZMNEER
N ZBAFEA—NRETER , ZAREXN KMS BRI Amazon lRFAREMK - P YA -
BITHI RN

(® Note

&R WorkSpaces B2 5 £ Amazon Web Services Management Consolei&id i % #9483k
B2 WorkSpaces , IEBREEZEEF/HHABZMH HZHAANNE ( "kms:ListAliases"
M "kms:ListKeys" #XPR ) . MRIEH WorkSpaces B 5 X Amazon WorkSpaces
APl ( MARIZEHIE ) , MTATLAEE "kms:ListAliases" # "kms:ListKeys" PR,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::123456789012:root"},
"Action": "kms:*",
"Resource": "*"
},
{

"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::123456789012:user/Alice"},
"Action": [

"kms:Create*",

"kms :Describe*",
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"kms:Enable*",
"kms:List*",
"kms:Put*",
"kms:Update*",
"kms :Revoke*",
"kms:Disable*",
"kms:Get*",
"kms:Delete*"

]I

"Resource": "*"

"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::123456789012:user/Alice"},
"Action": [

"kms:Encrypt",

"kms:Decrypt",

"kms:ReEncrypt",

"kms:GenerateDataKey*",

"kms:DescribeKey"

]I

"Resource": "*"

"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::123456789012:user/Alice"},
"Action": [

"kms:CreateGrant",

"kms:ListGrants",

"kms:RevokeGrant"

]I

"Resource": "*",
"Condition": {"Bool": {"kms:GrantIsForAWSResource": "true"}}

BT % WorkSpace AP HABH IAM FBLMBEXN FEFIEE KMS 4089 68 AR LR XY
WorkSpace BV iGRIfXR. ERF IAM AFHAEX WorkSpaces FIRPR , #8°] LU LA T 7451 5% B Bf o0
Z IAM AP AR,

"Version": "2012-10-17",
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EEEmE

"Statement": [
{

"Effect": "Allow",

"Action": [
"ds:*",
"ds:DescribeDirectories",
"workspaces:*",
"workspaces:DescribeWorkspaceBundles",
"workspaces:CreateWorkspaces",
"workspaces:DescribeWorkspaceBundles",
"workspaces:DescribeWorkspaceDirectories",
"workspaces:DescribeWorkspaces",
"workspaces:RebootWorkspaces",
"workspaces:RebuildWorkspaces"

]I

"Resource": "*"

RAPHRELT IAM R 8EEA Amazon KMS, BN AP R T KMS Z4ARY 2215 R R A K 6

BEMNHIREN.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:CreateGrant",
"kms:Describe*",
"kms:List*"
1,
"Resource": "*"
}
]
}

MREBRAERBEPIEE KMS B , BEMARLUTUTRARLN IAM K, 4] KMS 244 ARN &if

NERE,

7 WorkSpaces #F R FREMFEHA KMS ZLARIR
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
.

{
"Effect": "Allow",

"Action": [
"kms:ListAliases",
"kms:ListKeys"

1,

"Resource": "*"

1n% WorkSpace

1% WorkSpace

1. $TF WorkSpaces ##l& , B#ER : https://console.aws.amazon.com/workspaces/o
2. %&# Launch WorkSpaces #EREI =%,
3. XF WorkSpaces Configuration % , HUITA TRE :

a. EREMZNS : 88, AFEIXFARHE

b. XTFiMEZER , &HF—1 Amazon KMS Z48 , BIE Amazon WorkSpaces B # Amazon
B KMS Z4AHECIEMN KMS F4H, FLikFEMN KMS ZAMME I FM. Amazon
WorkSpaces T #3EX#1 KMS Z4A,

c. 1%£# Next Stepo

4. i%$F Launch WorkSpaces.
B E %K WorkSpaces
E M WorkSpaces 4l & L& EBLE WorkSpaces &2 INE |, BELEN S Dk

WorkSpaces, Volume Encryption 5| & RE/ WorkSpace WiNZREAERER, EEFMERE
ZEMME , FRIT WorkSpace % B SAEFE Encrypted Volumes F &,
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& /3 a WorkSpace

Bt , A REFEE WorkSpace FHER ( EFE3N ) . EFE3IS WorkSpace WiFF AP #ER: , A
BEXAHAEFHFBHAF. WorkSpace N BRHBIEEX , FHRRAFEEF B2 RFMEITTNX
RFIE At N A FE XX WorkSpace, AIFEIE. BIERSNRREETZE M,

/A Warning
EFH B3 MNZEH WorkSpace , i& & RAmazon KMSZ4AE B A ; &N , 248 WorkSpace

MEEERA. EHRERBTREA KMS B4 , 2 (Amazon Key Management Service FF & A
Rigr) FME R KMS BAFHAEER.

EFH/F 3N WorkSpace

1. $TF WorkSpaces ##l& , Wit 7 https://console.aws.amazon.com/workspaces/o
2. HESMBEHRKT , %&FHE. WorkSpaces

3. 1% WorkSpaces EEH B , REIEZFRIE , EF B 3H WorkSpaces,

4. HBRERTEHEIAR |, EF “EF B3N WorkSpaces.

EEF , 5 WorkSpace £H Amazon CLI

{# F reboot-workspaces @59

HEEF WorkSpaces

£ A amazon-workspaces-admin-module.

B WorkSpace

E# WorkSpace 2 E#HSIEZIRE. AP SFMIP S5 WorkSpace BY 5 #4503 BR G A9 3 58 4 W 4% 452
H. 5% & WorkSpace #itt , E2 WorkSpace 2B EZHEHE  BEEREELMERAFESNRE
BiAl, EIRJR WorkSpace , {52k JE WorkSpace,

B WorkSpace S HUTHERHBHM -

- #R% ( XTF Microsoft Windows , NIKzZ2F C ; X T Linux , 7 /) EHALIE WorkSpace B £ RYIE
RINRITRGHITRIE . £ WorkSpace ZERENFMENARFRERXNRARELTE
%Ko
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https://console.amazonaws.cn/workspaces/
https://docs.amazonaws.cn/cli/latest/reference/workspaces/reboot-workspaces.html
https://github.com/aws-samples/amazon-workspaces-admin-module/tree/main
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- A% ( XF Microsoft Windows , 3 D 33858 ; X¥F Linux , 7 /home ) BN E&FHIREBHEHE
. AFRBNYIINRTHES.

F 12 Pt EHE—IRTEERE WorkSpace B ER B3IMRE, 1 WorkSpace Hiz TR anfa | #f
L2HBXERAFENIRB, fORERIEE, EEEIR WorkSpace B, HE REFHIREH B Bt
15118

- TEFUNMEEOCEHFOE, WorkSpace 2 EI—MNEHHFAE IP i,

/A Important
£2020 51 A 14 B2E , TEBEEMNAE Windows 7 R4 LIZEM WorkSpaces, &H]
BEEEE R EH Windows 7 WorkSpaces E# 2| Windows 10, BEXEZER , BSRIE
WorkSpace.

LR R BT &4 ER WorkSpace :

« WorkSpace HIIRAS 47 AVAILABLE, ERROR, UNHEALTHY, STOPPED =% REBOOTING, &
B4 F REBOOTING IRZSH WorkSpace , EAfE A RebuildWorkspaces APl #4E=, rebuild-
workspaces Amazon CLI i3,

- AFENRBLAEE.

EE#Z WorkSpace

/A Warning

EEEC INZE/ WorkSpace , & 5LHR Amazon KMS Z4AE B A ; BN WorkSpace &
FHA. EWERABEA KMS 4] , 525 (Amazon Key Management Service 7F & A & 18
) P E R KMS BFEMAEE.

$TFF WorkSpaces #H|& , LA : https://console.aws.amazon.com/workspaces/o
ESMERS , 1B WorkSpaces,

EREEEM WorkSpace , RBARIERIZIE, ER/AER WorkSpace.
ERET |, ERRER A E R

1%£3#% Rebuild (E&).

o & 0N -
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https://docs.amazonaws.cn/workspaces/latest/api/API_RebuildWorkspaces.html
https://docs.amazonaws.cn/cli/latest/reference/workspaces/rebuild-workspaces.html
https://docs.amazonaws.cn/cli/latest/reference/workspaces/rebuild-workspaces.html
https://docs.amazonaws.cn/kms/latest/developerguide/viewing-keys-console.html#viewing-console-details
https://console.amazonaws.cn/workspaces/
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£ Amazon CLI E#& WorkSpace

{# A rebuild-workspaces o

R B E

IR Active Directory FE XA F B sAMAccountName AP BB B EE WorkSpace , & HJaES
WEILTHRER

"ErrorCode": "InvalidUserConfiguration.Workspace"
"ErrorMessage": "The user was either not found or is misconfigured."

EfRERE  FERIREAFREEYE  REEMKEER , ANZAF R WorkSpace.

1 R WorkSpace

&R WorkSpace fFR#ETE WorkSpace Z1THR% R IFAT QI 2R X LB RAMRBREFVWEREN
BF#%&, 5E# WorkSpace #Lt , 3£ & WorkSpace RIBREBIEED, BER , EEREFNEE
BEMAFBHIRE , MERE WorkSpace AREAFBHNIRR, EER WorkSpace , EZHEE
WorkSpace,

& JR WorkSpace S HA TR EHIN -

« % ( XTF Microsoft Windows , BIE3I88 C ; XF Linux , /) FERIHEFHIRBH, ECIBEH
REZELZENMENABRFRERNREREEFTE X,

- AF% ( X¥F Microsoft Windows , 3 D #zh88 ; X F Linux , 79 /home ) R MERFTIR B EH A
. AFRBNYIANBRFHES.

R IR FR AT

BENMAFSHRBREATEM AR, FOEREE, ER/AEER WorkSpace BY |, -2 RE&# R
RRAY B B AR A

- BXBIE WorkSpace 2 /5 - B%E , BENMAFEN MR RE R WorkSpace BIBZFFA (BEE

30 24 A ) FAEY, EFL Amazon X1 , 812 WorkSpace EAIBEEE JLN/Nat F BE AT TR IR
i

Wo

MRE BT RIRRZE WorkSpace EITHRIRTE , MFTEER WorkSpace, EXMERT |, &
AT LA R B WorkSpace T Bk R Amazon Support 3 3R# Bl

1R WorkSpace 237


https://docs.amazonaws.cn/cli/latest/reference/workspaces/rebuild-workspaces.html
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- FEERIE - & 12 ML HE—RTEER WorkSpace BHER I BB REB, 18R WorkSpace & THR
MEH , WEERSERENAFENRE. WR WorkSpace E1TIHRRTE , MREXTAFECIE
RER

- WorkSpace J:JR /5 - IEJR WorkSpace i , FEXRREKETA (BEE 30 28R ) ARIIRE,
EH L Amazon X1 , IEJR WorkSpace G AJEE E /LAY F BEARIX LERER,

& JR WorkSpace f& , #1R WorkSpace EHBREFIRBZBZETRRATE , WEEZBRER
WorkSpace, EXfERT , BA[LLEiREE WorkSpace 3 Ex 3 Amazon Support F3R# B,

R RBETEH B AT &4t iE IR WorkSpace :

« WorkSpace BIIRZS %47 AVAILABLE, ERROR, UNHEALTHY = STOPPED,
- REMAFBHRBUMFE.

1& & WorkSpace

1. $TF WorkSpaces #Z#l& , Mt : https://console.aws.amazon.com/workspaces/o
2. ESMBEHKP , %F WorkSpaces,

3. EREXIRA WorkSpace , REAERIEME, EE/EIR WorkSpace,

4., HERET , EFREHREB,

5. #%$® Restore (1EJF )

{# F Amazon CLI 3% R WorkSpace

{# A restore-workspace T

o

F+4% Windows BYOL WorkSpaces

£ 4889 Windows B A (BYOL) WorkSpaces £ , AT LA FE Bk ith A FO3 T2 F+ 4 B Windows BIBET
RRAR. A, ERBAEE YA RE,

it FH RS FELGE R F Windows 10 BYOL WorkSpaces,

F 4% Windows BYOL WorkSpaces 238


https://console.amazonaws.cn/workspaces/
https://docs.amazonaws.cn/cli/latest/reference/workspaces/restore-workspace.html
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/A Important

FEEAHLRIH WorkSpace L£IiZ1T Sysprep. MRIXFEM , AIES X 4 PH IE Sysprep FERHY
HiR. MREITXIIZIT Sysprep , BRIEZREHLSH WorkSpace Li# 1T,

B3

TR

EEEM

- CHIRBIZRHE
« EMRTURERE

WAT Rt T %

- [BHE
£/ PowerShell BIZAE#EH WorkSpace iE ik

FTRZM

- MREESFHAEKESE System Center Configuration Manager (SCCM) #E 5 & /& Windows 10

F , FERIER Windows 10 WorkSpaces /g IR ERE AR,

R WorkSpace =2 AutoStop WorkSpace , BER M ARSI R 2 FEHEHR N AlwaysOn
WorkSpace , AMEEFRLENAEHNBFLE, BXEZER , FRENETEN. IRER
% WorkSpace REIRE N AutoStop , IBEHR IR F AutoStop Af[EI B kN = /et ek E KT
8o

B A RIS FRES HI4ER A Default User (C:\Users\Default) BV4SHREL B SXH I BIASRE#H 022
AFREREXH. BOEALRANAFREXXA4HITEENL.,. MERWETHKREIIR (GPO) WAF
BEXH#HTEMEENL., B GPO #HITHEBENRETURAZ HTEIRER , HEFHH
o

c BEARSERAEFONENRVWEZ-PMAFREXH, MREEESRD ERSIMAFBEENH

T BRER PR T BB XX A 2 SNV PR A P BB 3L

EEEI

i ARSI EERTNEMIRMBIA (enable-inplace-upgrade.psl # update-
pvdrivers.psl ) X WorkSpace #H{TAEMNE N , LU Windows EFiHRREEBIZIT. XLEE

TR 239
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S RAERS R C MARESIER D L& (Imet ) AFEENH, MRER[D LEFERAFEEX
, WZRwE AP EE X FHREREEENEE D Lo

FRIANERT , WorkSpace &7E D:\Users\%USERNAME% &I A FEEX ¥, enable-inplace-
upgrade.psl IS Windows BB N C:\Users\%USERNAMES FEIZFMWAFEEXH , #
AP Shell XHREEM[E D:\Users\%USERNAMES, XA FEE X4 RERF BXEFRN
BIEH,

MEARE , BAULUERTAFREXHREERSEE C £, UATFAPENRMSER Windows E# i
BARHITEN. BEFE  TEEFTEXAFREXHFTHEHRENEATERSIB TR C
FEFHEEE XY WorkSpace , BRIEFBBEITRONERXLEHE, MREREERZEE C LREHE
X, MTATEAER UserShellFoldersRedirection JEM R A Shell XHREE@EIESIE] D, W
AREBFEFTR,

N THRETUEESG TR WorkSpace HEREINSHF Shell XK EE @AHKWE
AEERS , BUSERERSARETAFPBEXHEREIRIEE D, BB FEH
PostUpgradeRestoreProfileOnD M &RBIHIT LR , AR EBEE AR,

E HPR Hl 54+

« £ WorkSpace EEHIBHH , FToaxEtERAFBEEXHNENESZE D EXERa2E C WIE,
WMRIETE Windows 10 BYOL WorkSpace E#HATRIM AR , AREEHIEE , MFH WorkSpace
M&1E D W LB AP EEX Y

/A Warning

NRERBARGHAFEEXHREEENSR C L, WEEERTIBIRPFHEERXI==
C ELHAFBENHRENER , RIECEEEIIB 2 FHR MR EEXHHE | H
RETEERTIB LSRR FHERAFEEXFHE.

- MREWERIA BYOL BT I EET Windows 10 REIMRAHBG , MK REERRIB
WorkSpace fa BRIIT R FH 4K

EMRIVR E 7 E

ESAREARLIBHEECEEALGHRERFEEXHNNE  B4FRE SN EMRI

2 AR H &4 240



Amazon WorkSpaces EEER

EMFREER - HKLM:\Software\Amazon\WorkSpacesConfig\enable-inplace-upgrade.ps1

SEAF R I - 3i] =]
Enabled (28 F) DWORD 0-( BINE ) ZEARHAR

1- BRARMEAR

PostUpgradeRestoreProfileOn  DWORD 0-( BINE ) ERHRSG ,
D FEiEHERAPEEX SRR

1-EREARE , EREAFE
B X 41 (ProfilelmagePath)

UserShellFoldersRedirection DWORD 0 - FXI A F Shell TR #H 1T
EEM

1-(BAE ) EAFPGENH
£ C:\Users\%USERNAME

s LEMERE, NAF
Shell XX EEME D:
\Users\%USERNAMES

NoReboot DWORD 0-( RINE ) AT EEHTERE
WA P BB X R EMRE M
NER

1- EEXAFEEXX R
AMRE , FATHEER
WorkSpace

EM R R HKLM:\Software\Amazon\WorkSpacesConfig\update-pvdrivers.ps1

SEM R xR =l
Enabled (28 F) DWORD 0 - ( BIAE ) A Amazon
PV R 27 EH
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E A 2RI i =N
1 I8 | Amazon PV R3HiEF
B
AT R FH 4R

E7E BYOL WorkSpace £ /g AFiitt Windows A4 , 45K ERELTMERD , M TEHALZRER,
BEMPEBRLEIMRIN , MEREFEETERMEAREEEIHRBEAFBREXHNRSIEE (C R
D)o

BRI AFHHITXLEEMRER, WREFEFHZ WorkSpace , W AT LAE A H K RESH SCCM #EiE
PowerShell B4, &< PowerShell BIAH =B , SR PowerShell BIZAE # & # WorkSpace
AR

1T Windows 10 Fhith F+ 4%

1. B TFEEHH Windows 10 BYOL WorkSpace £ X #Iiz1TH Windows IR , REEF e,
2. EHFLLT Windows REEMRI |, o Enabled (B H) WEELEMN 0 B 1, XEFMRERK
£ 5 B WorkSpace BIgh it FH 4o

« HKEY_LOCAL_MACHINE\SOFTWARE\Amazon\WorkSpacesConfig\enable-inplace-
upgrade.ps1

« HKEY_LOCAL_MACHINE\SOFTWARE\Amazon\WorkSpaceConfig\update-pvdrivers.ps1

(® Note
MRXERTFE , BE#HIZ3) WorkSpace, EFB RGN , MIZQRIMX LR,

(A ) REEREM SCCM EFFI KW EE TERKMTAHR , BRUATRERENRN 1
LABSIETHENERE )

HKEY_LOCAL_MACHINE\SOFTWARE\Amazon\WorkSpacesConfig\enable-inplace-
upgrade.ps1\NoReboot

3. RELFLEERMBARIRENAFRBEXHEREBINRIEL (BAXFHAESR , BZHAIES
W), REUTARREEMER

AT R 3 TR 242
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- MREFEEARGAPBREXHF L TESIRE C £, HiRE :

HKEY_LOCAL_MACHINE\SOFTWARE\Amazon\WorkSpacesConfig\enable-inplace-
upgrade.ps1

#LZ ™ : PostUpgradeRestoreProfileOnD
BE:O0
#LZ M : UserShellFoldersRedirection

BE 1

« MREFEEARGAPBEEXHF L TESIZRD £, FHiRE :

HKEY_LOCAL_MACHINE\SOFTWARE\Amazon\WorkSpacesConfig\enable-inplace-
upgrade.ps1

#LEZ M : PostUpgradeRestoreProfileOnD
B{E 1
#LZ M : UserShellFoldersRedirection

BE:O0
4. RIFEMRENE , BIREHFHIZ 3 WorkSpace SAMER AE X,

® Note

- ENEE , BEFE WorkSpace 28I - MINWAFBEEX . BAIRRSETARE
PRI SNVFER. LRBEEREARTHRESEER.

- FF 10 2% , R WorkSpace #E T,

(A% ) BIALLTRERERN 1, XFBUEPE LE WorkSpace 31T E#T :

HKEY_LOCAL_MACHINE\SOFTWARE\Amazon\WorkSpacesConfig\enable-inplace-
upgrade.ps1\profilelmagePathDeleted

AT R 3 TR 243



Amazon WorkSpaces EEER

5

PITRM AR, BAUEREAERERNE A , Bl SCCM, 1SO = Windows Update (WU). 1R
EEWIRIE Windows 10 REAMZENNARFHE , L3R IEFE 40-120 58,

(® Note
R ARIEAEZTDOEE—NIEt, WorkSpace SEHIHVRSEA R E ATEEE R~A
UNHEALTHY,

EHERERE , FHIA Windows WA B E#o

® Note

R AR LM , Windows & BEIERERAFIBA LR 281 E L% Windows 10 kiR
K, BEXRTHEMENEZELR , 1S Microsoft L4,

(k) EWMUAEMMARESRIMT , FRIEATRERTREN 1:

HKEY_LOCAL_MACHINE\SOFTWARE\Amazon\WorkSpacesConfig\enable-inplace-
upgrade.ps1\scriptExecutionComplete

W RIEEISFF WorkSpace Bz THEINIZE R AlwaysOn B3 E X AutoStop BTEIERKIRETE
DER A RSB A UARPEET , BRHETEXENMRENRREE. EXEZER , HS
FEBUE1THE R

\

R &4 R 4F PostUpgradeRestoreProfileOnD JEMRIIZRE N 1, MER b FA RS Windows FFEH

ERAFEEXHHNEMRIE C:\Users\%SUSERNAMES A | iX# | &R A1/ K3 1T Windows 10
RMEFNBRIRITLEREER, BRINERT |, enable-inplace-upgrade.psl BIZACRHELT Shell XX
HREEM@E|ESER D :

* D:\Users\%USERNAME%\Downloads

D:\Users\%USERNAME%\Desktop
D:\Users\%SUSERNAMES%\Favorites
D:\Users\%SUSERNAME%\Music
D:\Users\%SUSERNAME%\Pictures
D:\Users\%USERNAMES%\Videos
D:\Users\%USERNAME%\Documents

AT R 3 TR 244
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* D:\Users\%USERNAME%\AppData\Roaming\Microsoft\Windows\Network Shortcuts

* D:\Users\%USERNAME%\AppData\Roaming\Microsoft\Windows\Printer Shortcuts

* D:\Users\%USERNAME%\AppData\Roaming\Microsoft\Windows\Start Menu\Programs
* D:\Users\%USERNAME%\AppData\Roaming\Microsoft\Windows\Recent

* D:\Users\%USERNAME%\AppData\Roaming\Microsoft\Windows\SendTo

D:\Users\%USERNAME%\AppData\Roaming\Microsoft\Windows\Start Menu

* D:\Users\%USERNAME%\AppData\Roaming\Microsoft\Windows\Start Menu\Programs
\Startup

D:\Users\%USERNAMES%\AppData\Roaming\Microsoft\Windows\Templates

MR shell XHREE @ E WorkSpaces EHWHEHMALE |, EEF ALK EX WorkSpaces HiTHE
M IR1E,

[FIEHEE
MREEEHFLEPEBIEMARE , TUEE U TR BHERRSIE
« Windows B& , BRIAMER TR FUATHE

C:\Program Files\Amazon\WorkSpacesConfig\Logs\

C:\Program Files\Amazon\WorkSpacesConfig\Logs\TRANSMITTED
« Windows EH&EE&S

Windows B#& > MR > KR : Amazon WorkSpaces

® Tip
ERARIED K NREEBAXNEHE LLWEERIMREARTBER , BRE N WorkSpaces
2PN TRzIEE D LNEAAFREXHBEERINER C LERHAE. ARERE , REAFRX
FEEIHE,

BB HE 245
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£ PowerShell I AR E # & HY WorkSpace JEfif 3%

& BT LAAE A LA T 7R 45) PowerShell B 43R 58 1 WorkSpaces EREMRAB AR AR, BBHITHM
%, BERLLLMAEHREZN WorkSpace LRV EM R,

# AWS WorkSpaces 1.28.20
# Enable In-Place Update Sample Scripts

# These registry keys and values will enable scripts to run on the next reboot of the
WorkSpace.

$scriptlist = ("update-pvdrivers.psl","enable-inplace-upgrade.psl")
$wsConfigRegistryRoot="HKLM:\Software\Amazon\WorkSpacesConfig"
$Enabled = 1

$script:ErrorActionPreference = "Stop"

foreach ($scriptName in $scriptlist)
{
$scriptRegKey = "$wsConfigRegistryRoot\$scriptName"

try
{
if (-not(Test-Path $scriptRegKey))
{
Write-Host "Registry key not found. Creating registry key '$scriptRegKey'
with 'Update' enabled."
New-Item -Path $wsConfigRegistryRoot -Name $scriptName | Out-Null
New-ItemProperty -Path $scriptRegKey -Name Enabled -PropertyType DWord -
Value $Enabled | Out-Null
Write-Host "Value created. '$scriptRegKey' Enabled='$((Get-ItemProperty -
Path $scriptRegKey).Enabled)'"
}
else
{
Write-Host "Registry key is already present with value '$scriptRegKey'
Enabled='$((Get-ItemProperty -Path $scriptRegKey).Enabled)'"
if((Get-ItemProperty -Path $scriptRegKey).Enabled -ne $Enabled)
{
Set-ItemProperty -Path $scriptRegKey -Name Enabled -Value $Enabled

Write-Host "Value updated. '$scriptRegKey' Enabled='$((Get-ItemProperty
-Path $scriptRegKey).Enabled)'"

}
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catch

{
write-host "Stopping script, the following error was encountered:" ‘r'n$_ -
ForegroundColor Red
break

}
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12,884,901,888 3% ( = 12 GiB ) WA FAZEE , # BAFEE /N TF 10,737,418,240 £
(2% 10 GiB ) FHEBIR a BIBR{E, WorkSpace
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https://www.amazonaws.cn/workspaces/pricing/
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EEEmE

« BVIRFS WorkSpace 47 “AJ A" , HIESURB LN “F7s

« WorkSpaces B & - WATE NARER A FEE X HE %55 Microsoft Sysprep &
- EEERERGHHNARFSBLMLERE C gk L.

« ¥F Windows 7 WorkSpaces , H .2 K/ ( SXH4EFEIE ) X9/ F 10 GB.

« XF Windows 7 WorkSpaces , CIzIgs A MBEES 12 GB AT A ZEfEl,

- ELEITHAMBERAEFRS E WorkSpace 4 EAA MRS K MARBAF KR, Hlw

BERAEAFEIEE1TH Microsoft SQL Server Express &%,
« WorkSpace F~8MN%E., BelFXFEIINZE WorkSpace 12 % Bl IR 5,

- MEBHEREFUTHG, MEREXLHH WorkSpaces

EXEZELR , i3 the section called “S4ERLE",

Windows PowerShell R4 3.0 X E & R4
IR RE RS

Amazon PV BZH 2 F

Windows If2EE (WinRM)

Teradici PColP {XE MKz 2 7

STXHD REFMEZEFF

Amazon#] WorkSpaces if$

Skylight {t 2

B2 Linux BE NG ER

o HIRZS WorkSpace &1 H “AI A", HIESURBSSMA “F"

- FTENEEERGPHNARFHRUAREERFS (/home BF ) 24k,

- RE () WEARZIUET 97%.

- WorkSpace 7~ MN%E., BalFAXFEIINZE WorkSpace &% 8| IR &,

- MBPEREFUTAN, MREEEXLEHH WorkSpaces , IRMNEBHPBANFLEEEETT :
* Cloud-init

Teradici PColP = WSP R IXsHIZF
Skylight {¢ 2

, NG BRI EEREET,

, TNEE

B Linux BE REHER
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R{EXE

MEIZZE &2 8 WorkSpace , iHHITA TIRE :

- ERAREETENESRENEMR VPC,

- EFBEFM WorkSpace FEBE , H A NAT =LA E HITRE,

« A/ Simple AD B %,

- FERRNR/DNEKRD WorkSpace , AGEVNRBEENBHINBREZTZREEZTEKXD,

- ELREFIEBREREES ( Windows Thee/lRAEH BRI ) MAMENAEFE#H. WorkSpaceF
REZER , BSRATEFBRLENEER T,

o MHIERT R WorkSpace @ EEBHBTHHNEFEEE (Hl0 , XK|/FAELISFK, EFXHMRKR
Cookie ) o

o MHIBRF R WorkSpace @2 EHSMTHHNEERE (Fl0 , BFERHEEXXH ) -

« £/ DHCP {1 EIZhZ IP #hutig &,

- BRESEEIE N X AT WorkSpace BRELE. BRIABRT , BMNXEAFEER 40
WorkSpace KB F . MRESATLES , cIZRENFHZHTEAK. EFEREGMED , BEEA
WorkSpaces PR#FIFR %,

- BREFREZXFEANZEBRYEESR WorkSpace, B BIFZ#FHEE % WorkSpace i% % €2
AR,

« MBBEE LZETEMBHEESRYS WorkSpace , BHEZIH I BRGRDTEER,

- MREFH T XIE WorkSpace , HHARM AIESEHEETMAXENKO, BXEZER , 5L
B IP #huk Fum O E 3R WorkSpaces.

« XF Windows WorkSpaces , {5 Z71E SR G 2 BB EEMARENI R (GPO),

« X¥F Windows WorkSpaces , |G 2B FAEBE L RINAFBE X # (C:\Users
\Default), ZBUUEN GPO MAFREX4#H TEAEENLHEEMGENAEN]. GPO AT
RAEZHHTERZER , MAENRIAAFEEXHFHITHEEREHLET S HE.

« XF Linux WorkSpaces , BiE5S R “H I Z# WorkSpaces 121 Linux BREGMEF HZ W HRESER" B
B4,

- WMREBIEFZ AT WorkSpaces FEMAIN (WSP) B Linux WorkSpaces EfEF&EAEF |, /& 4&E
FRHITEHRRKIEESHE , 7HECIEBE WorkSpace Z BT Linux HITHEE Y,

- BRELEHMNEEBIRIFERF , Hl20 ENA. NVMe F PV K72, WorkSpacestRRi%ZZE 4
BoNMNAXEM—R. BXEZER , BZRALEIHLRERAT Windows S5 #Y 5 M4 F E&E AL 2R
(ENA) Rz #2 7 FFE Windows L4l E A ¥ EIMLIEZNEF. Amazon NVMe R 2T
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https://console.amazonaws.cn/support/home#/case/create?issueType=service-limit-increase&limitType=workspaces
https://docs.amazonaws.cn/whitepapers/latest/workspaces-linux-best-practices/welcome.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/enhanced-networking-ena.html#ena-adapter-driver-install-upgrade-win
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/enhanced-networking-ena.html#ena-adapter-driver-install-upgrade-win
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/aws-nvme-drivers.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/Upgrading_PV_drivers.html

Amazon WorkSpaces EEER

- BIREHN ec2Config. ec2Launch # ec2Launch V2 REBEFH B FHRAE, REZELE 6 MNA
XBEM—IR, BXRXEZEER , BSHEH ec2Config # ec2Launch,

(AhE ) F], 1 IREEEEEITENRIER

X FMER B E NS BHFAE (BYOL) BR16& WorkSpaces By , BRI AT ENEHERIEER
EXFR , MAREARANITENEHER, EREEBELAR , FRREENREREEN NS
TR 1TIRAE

NEEXRBEEBETENEHER

1. TE{R WorkSpace FiXRSIZBENXEHH L , C:\ProgramData\Amazon\EC2-Windows
\Launch\Sysprep\Unattend.xmlfEieEARFHM X AKEERFPITTF. BXFEH
Unattend.xml XHHEZEE , S Microsoft TR HHI B2 324 (unattend.xml)o

(® Note

@S EH Windows X RIFREEER15IA C: 3185 WorkSpace , IE1EMHEEEC: \ 5
Ao

2. £ <settings pass="specialize"> ZHH , BRI <ComputerName> iIEENEF (*).
MR <ComputerName> RENFMEAME , WENEBETTEN B REFHZE, BX
Z<ComputerName>iREMNEZEER , 5ZH Microsoft X4 ComputerNameH i,

3. 1E <settings pass="specialize"> &2 H , ff <RegisteredOrganization> H
<RegisteredOwner> ®E N B EHIEE.

£ Sysprep Hild] , #&87 <RegisteredOwner> # <RegisteredOrganization> 1§
ENEFEEZEE—E  A8FFENE 7 N FHATRRITENEN. flwn , mRE

A <RegisteredOrganization>FEC21EE Amazon.com<RegisteredOwner> , NIEBE BE
X5 &2 WorkSpaces BIZ2E T EH B FAF L EC2AMAZ-xxxxxxxx FFko

® Note

Sysprep £ %8 <settings pass="oobeSystem"> Zf5 HHY
<RegisteredOrganization> fl <RegisteredOwner> {E,

4. REX Unattend.xml XHHEN,
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https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/migrating-latest-types.html#upgdate-ec2config-ec2launch
https://docs.microsoft.com/windows-hardware/manufacture/desktop/update-windows-settings-and-scripts-create-your-own-answer-file-sxs
https://docs.microsoft.com/windows-hardware/customize/desktop/unattend/microsoft-windows-shell-setup-computername
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7 BYOL BREBIEE B E it EH B HEX

1.

MREFEAR R Windows 10 , B ICEARE M AR EEPFTF C:\Program Files
\Amazon\Ec2ConfigService\Sysprep2008.xml, MREFEHIZ Windows 11 , BITF
C:\ProgramData\Amazon\EC2Launch\sysprep\OOBE_unattend.xml,

2. 7E <settings pass="specialize"> 7 H , BUEIR <ComputerName>*</
ComputerName> , H¥RFF <ComputerName> iRB RN EF (*). MR <ComputerName> &
EREAEME , WENBENITENBEEENE A, BXiZ<ComputerName>RENE S
f§R , B2 [# Microsoft X4 ComputerNameH #,

3. £ <settings pass="specialize"> Z5H , ¥ <RegisteredOrganization> Fl
<RegisteredOwner> X E N BN EI%E,
£ Sysprep HilE , 87 <RegisteredOwner> Hl <RegisteredOrganization> #§
ERENEZEE—E  d8F/FENE 7 NFHRATAEITENER. flmn , mEE
JI<RegisteredOrganization>HIEC2}#5%E Amazon.com<RegisteredOwner> , N&EE B E
X5 &8 WorkSpaces 8221 1T EH B ¥F L EC2AMAZ-xxxxxxxx FF3k,

(® Note
Sysprep 278 <settings pass="oobeSystem"> Z5 HHY
<RegisteredOrganization> fl <RegisteredOwner> {E,

4. WMREFEAKRE Windows 10 , HFEHNENRFE Sysprep2008. xml X, MIREFERANZ
Windows 11 | B RN ERREE 00BE_unattend.xml

FR]R2 . BTRERERERF

® Note

B ERESR{OUEA T Window WorkSpaces s, SIRZREM Linux BB WorkSpace , B
BREDSR 3 SIEBENRER B E R,

EWIAEH Windows B4 WorkSpace #ERIEZMENER | RIMNBWEZTRERESS. Image
Checker £3 & WorkSpace Ak GIZEGHHIT—RIINE |, H 70 #R &I EA R BIR 45

=]
=T o
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https://docs.microsoft.com/windows-hardware/customize/desktop/unattend/microsoft-windows-shell-setup-computername
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/A Important

» WorkSpace 4B Image Checker EITHFTEN R , REFTEFEATCRUIZER K,

s HETRBRERH , BRIEZEM WorkSpaceit & LR EBEZRE T HHFH Windows Z£ #
KTEH,

ERBRBRERESF , BRITUTREZ—

EEfRHY WorkSpace. RESHEEN B HE B3 THRERERFHFHLRAE C:\Program

Files\Amazon\ImageChecker.exe H,

« M on Im WorkSpaces age Checker Hf#E4E 3. ImageChecker.exeffttXHEFIE C:

\Program Files\Amazon\.

BITRERERF

@ »

$TFF C:\Program Files\Amazon\ImageChecker.exe3X .,
£ “Amazon WorkSpaces BB ERR" XNiEEF , EFE =177
MR TRG , BEAUEFTN RS

XN FARAHA FAILED (RM) WA , iH&#F Info (FR) UE RE X AA#E RS B K M A 7] &
BER. AXRMABRXLERBENESEE , FHABERRERLEREFRN M FBART,.

WMREMN R E R TIRES WARNING (BE) , 151E# Fix All Warnings (IEEPREEE) &R4.

ZIBEERBREEFMENE - BFRPERBE BEXH. BRABRT , X4 T C:
\Program Files\Amazon\ImageChecker_yyyyMMddhhmmss.log H,

® Tip
BEMBRI BEX M, IREIMAIA | It BEXHF GBI T3 1T FEHERR,

MEER , FREREASHENAAMANESHRE  RAFEEETEGRERNIE , B
WorkSpace BI AN K, EEIEMREZH , BALBRIABRMMES.

WorkSpace BEFIEN G , ELBI—RRIEKIEE . CHEEAZHCUEBENRS S,
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https://tools.amazonworkspaces.awsapps.cn/ImageChecker.zip
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R IRBRGAL B A A2 N 2RV R RV R 7R

BRYBAUATRTRIUBRRELERFRVINEIB 2 , EEXEEREGRERFBEXMH : C:
\Program Files\Amazon\ImageChecker_yyyyMMddhhmmss.log.

PowerShell 41% % 3.0 & S R4

TR IR HE Windows PowerShell,

/A Important

#) PowerShell #1175 B& WorkSpace £ iRE 7 St FRemoteSigned I, EREHITER

B% , {51217 Get-ExecutionPolicy PowerShell &5 5. MRHITERERIZE N “TZ R =
RemoteSigned , i5i&1T Set-ExecutionPolicy — ExecutionPolicy RemoteSigned 55 R E i
PITERIER{E, ZRemoteSignedi% & /L iF £ Amazon E#ITHIZ WorkSpaces , X2 8I2R
BT AEN,

HRA[1F7E C M D IKzhas
A FBR&H a WorkSpace £ REEFEECHIDIRBIZS. MBRFIEE MRS , S RBELIRK SIS,
TERMEIETF Windows EFTmERNER

« HEB Windows UEHZRLZLEFHREREH 281 , TEESTOHERGKIRE. EF Windows L
MAXLEN , AARTESERETAMHMERDN Windows T2 EM N BRIRER.

« BEM—MRAH Windows 10 ARBIESIRA ( Windows Thag/MRAFH K ) B Windows 10 #Y
Windows 10 REAR X IFMGBIE, {ER , WorkSpaces &8I 32X #F Windows EFREFHH L
2EH,

Sysprep X AMIFE BFEER 22

MR Sysprep XHHIME B , iHB R Amazon Web Services Support /0 , SUMEE EH EC2Config
= EC2Launch,

APBENXHXRNBI/NT 10 GB

3t F Windows 7 WorkSpaces , FAFELEX# (D:\Users\username) ¥ EBEXT/NTF 10 GB, 1R
1235 M BR ST OB /N P BB ST KD
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https://docs.microsoft.com/powershell
https://console.amazonaws.cn/support/home#/

Amazon WorkSpaces EEER

Bzhes C LME BB HAZER

33F Windows 7 WorkSpaces , dEzh88 LT EED 12 GB WA AZEIC, BIEEEMIBRSTH AR
C Wzh2g EMIZEE, XF Windows 10 WorkSpaces , MR G E| — K FAILEDHE B} BRiE Z2 AT
2GB , {52,

TAEEEKS FETERRS

Eiz1T “QIEME” #7E , WorkSpace FEEEHEIK~ FETEMERS. FIERSSLMERMMIKS Tiz

7o

FEARMIKS FTIETRS

1. $TF C:\Program Files\Amazon\ImageChecker_yyyyMMddhhmmss .log 32 & 7£ 15K F~
TIETHRS 5%,

2. 1£ Windows ¥ &ED , #i A services.msc BLTFHF Windows IREZEE S,

3. T LogOnAs (BFEEM) T , EXREFKS TETHRS. (AXKMBRE, FRSIMER
FHEOEBEITHRF T2 THRECE, )

4. EEEHKS TETHRS  RRIERRE). BX.

5. #TFF Log On (& XF) &I+, £ Logon as (BFH)T , i&# Local System account (Z<ith R4t
K)o

6. EFHE.

WorkSpace 7t &} £ FH DHCP
TR E R W 4B SEBELESELE WorkSpace I DHCP M A 2%A IP #bit,
HRrEMEEL SRR E £ DHCP

1. 7£ Windows #ZRMEH |, #i A control panel LUTFEHIER.
EFEM L Internet,

EEMEMEZ A,

ERERERRRE , RAEEFEERSR.

ERESUEENRE,

EMEED+ L |, EFREBRMIMUARZAE 4 (TCP/IPv4) , RIEIERE M.
FEEBRMPIAMRZA 4 (TCP/IPv4) BN ERES |, EF B3HIRE P bk,

N o g A b
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8
9

A

ERWE,
Xt YA E M 4% & Hl 25 E 8 LI 72 WorkSpace,
e AERERHERS

HEREBIEFTES AZERERS.

BRAZERERS

1.

2
3
4.
5

£ Windows E ZRIEF , #i A sexrvices.msc LAFTFF Windows FREZEE 28,
EEHRIF |, HEZRKERS.

ERRERERS , ARERRE. BN

EEAETFL , XTREHERE , EEFHHB,

ERHEE,

AP EE X 4 F

YR WorkSpace FRSIZE G AME AP N ARE (D:\Users\username), MRINHEXMK , HE
% Amazon Web Services Support H1/0F R &8 Bl

HIRIE A B R B IRE

ARih it B AR E T ERERR D System32 F Windows PowerShell 9% BH., ERIEMEG , FEXLER

Bo

BLEME L BIRE

1.

2
3
4

6.

£ Windows ¥R EH , i A environment variables , AR B HEEBRERETE,
EREBHXEESD , TIFSRETF , RAEEFRREETE,
ERBTENEENRATET , EREBEEXE K REERRE,

EERRE , ARRMUTER

C:\Windows\System32
BREEREWE , ARRMUATEE

C:\Windows\System32\WindowsPowerShell\v1l. 0\
EFWE,
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https://console.amazonaws.cn/support/home#/

Amazon WorkSpaces EEER

7. E#F B3N WorkSpace.

® Tip
MEESRETERRPETRNINFEXEE, EREEBVINF , Bt EENEHINE
8 J& & WorkSpace 53k B #1612 WorkSpace = # Windows SEHIHERIET 8 IR H 1T
&,

YIS A Windows EIR L RERF
P EMGEITRERE A Windows BRELZERFERS.
B B Windows BRZEREFRS

1. 7 Windows #R#EH , M A services.msc AT FF Windows FRESEE R
2. EBMIFP , FE Windows BRZEREF,

3. 1&#¥ Windows BEREZEREF , A5 ERRE. B,

4, HEEALETFLE , NTEPXRE , EFEFHHED,

5. ERHEE,

IEEF Amazon SSM I8
BIEMGEITIEEREZA Amazon SSM RERS .

# /A Amazon SSM KIE RS

1. 7 Windows ERMEH , #iA services.msc A3TF Windows BRESEESS.
2. HEEBMIIF , KEF Amazon SSM KHE,

3. 1&# Amazon SSM RIE | RAFERRE. BE.

4. EEMERTFL, XTEFPXRE , EREEA,

5. EEWEE,

PARE B SSL3 # TLS 1.2 ix4s

E 5 Windows Biti& SSL/TLS , {55 ¥ Microsoft Windows X5y a0 = A TLS 1.2,
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https://docs.microsoft.com/configmgr/core/plan-design/security/enable-tls-1-2

Amazon WorkSpaces EEER

ERegeFE—MAFEENXH WorkSpace

FREEE— N TFEIZE %, WorkSpace B9 WorkSpaces AR M ABEL (D:\Users\username). i
BRFFTETRE TEfRA AR AN AR R WorkSpace,

EFERGeIERER , LE WorkSpace REEE=/NAF BB X4 :

« WorkSpace(D:\Users\username) BB A FHWAFDMAEE
« RIANAFEENXH (tEHRABRIAEESX Y )
- EEARAPREXH

WREHMAFEREXH , NALUEE Windows 2 HIE R HY & R RSB M E M R,
i BR AR 7 G I ST A
1. BERRSRREEMY , EHITUTREZ—
« ¥ Windows # + ZEHl , R ERFHEHR > RENLZE > RENEENENERS | &

BERRERE,

* 7£ Windows #3RHMEH , Hi A control panel. E“EHEKR"F , ERRENLL , AFiE
BREy , ERERFHR > RENRZE > REXNEFENENERD , ZRERRLRE,

2. ERSEMNEENSHETFL  ERAFEENH THRE,

MRBRTERERBENH. BINEE XU B #R WorkSpaces Al P ELE X2 A& 5 H T E{AIER
B, HiRFiZEME B R R R,

LMRERBEM R BB AT | HEER,

WEXE , BEELSR I M4, HRTE T ZNEAEALEE X4 WorkSpace,
R TE B R H o< 4R I E AR

E #1831 WorkSpace,

w

R

% AppX BRFEAI A TE FIRS
—NEZN AppX BFEBL TERRDS. XURESHEMRGRLUELEZED HI Sysprep iR
MBRFREE Z8 AppX IBF 3

1. 1 Windows ¥ REH , #i A powershell, EERLUEE R §Hia1T,
2. HARREAFHNANRHREHTERD?E , EER.
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3. £ Windows PowerShell EOA , i AL T T EIEEFN AppX 842 , ARES TS
J&# Enter,

$workSpaceUserName = $env:username

$allAppxPackages = Get-AppxPackage -AllUsers

$packages = $allAppxPackages | Where-Object { °
(($_.PackageUserInformation -like "*S-1-5-18*" -
and !($_.PackageUserInformation -like "*$workSpaceUserName*")) -and °
($_.PackageUserInformation -like "*Staged*" -or
$_.PackageUserInformation -like "*Installed*")) -or °
((!'($_.PackageUserInformation -like "*S-1-5-18*") -
and $_.PackageUserInformation -like "*$workSpaceUserName*") -and °
$_.PackageUserInformation -like "*Staged*")

}
4. WMAUTHESUBBRFIBEEFH AppX BF 2 , AREIR Enter &,

$packages | Remove-AppxPackage -ErrorAction SilentlyContinue

5. BRZTHRERERERF. RN MDAELN , B AT oS UAMBRFTE AppX BFE , REHE
BNMNERFEZ G Enter 8,

Get-AppxProvisionedPackage -Online | Remove-AppxProvisionedPackage -Online -
ErrorAction SilentlyContinue

Get-AppxPackage -AllUsers | Remove-AppxPackage -ErrorAction SilentlyContinue

Windows 47 1] AR M EA BT BY AR 2 7 4%

EM— MRS Windows 10 AR EIE S RAS ( Windows ZhEE/RRAF4% ) #9 Windows 10 B9 Windows
RETXEREOIE,

EoIZEm G , EFEH WorkSpace & R F 4% Windows ZhEE/ARAHY .
Windows EEiItHTHBNN 0

EEWREAVFELER Windows HAMEEIER. tIZREIRZREETHN 0 BHHE,
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# 2 Windows E &1tk

1. 1 Windows FF#43% % + | %3 Windows &4 , ARG HETRE,
2. EMTRRFEOSF , BAUTHS , ARFIK Enter,

cscript C:\Windows\System32\slmgr.vbs /dlv

EFEBITHREENIE O WE , S Microsoft Windows X4y Sysprep ( #BA1L ) Windows %

R HEHERR

WMRIE WorkSpace &I T Image Checker iZ24TRIFT AN , {B{IARTEMNF GIEE & WorkSpace
BRERBFEEUTRE :

* R WorkSpace A A EABHEHRATNAS . EREREHEMEKS |, HBTUT

PowerShellfi %,

Get-WmiObject -Class Win32_Service | Where-Object { $_.StartName -like "*
$env:USERDOMAIN*" }

« WorkSpaces {fGEMAF Windows 7 : iR ESIERGHASEHAFBEEXHNEAEE , BRER
BEEUTRE :
- KWBEXHRFTRESSEREUEE R, FHARAFEEXXHHEX4RNEREDT 261
NERF,
- BREEEXHNXHXNZEENREFRENMENAER S,

- MRAFEEXHTNEAXHAREENERERGUESEFEEFER  WEHEE X8
SR

« ¥ EC2Config BRE 8 EC2Launch BIZAE Windows 3£4ifi B HA A5k RDP iEBIE4AT , HLEARK
BEXT R (GPO) £PRFIX RDP ik BigL M AR, EEHXCIEREG2H , BHNE® WorkSpace E 4
ZRRAKRMA GPO WHALR LA (OU),

- BFER Windows IZEEE (WinRM) RESEERNBEF B . RITUTERE :
1. 7 Windows #RAEH , #i A services.msc BITHF Windows RS EE 2.
2. EEMIH |, FE Windows 1ZFE E E (WS-Management).
3. #£$# Windows 2 EE (WS-Management) , RGERRE. B,
4, EEFETFLE  NTFEHXRE , EER,
5. IEFHEE,
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https://docs.microsoft.com/windows-hardware/manufacture/desktop/sysprep--generalize--a-windows-installation
https://docs.microsoft.com/windows-hardware/manufacture/desktop/sysprep--generalize--a-windows-installation

Amazon WorkSpaces EEER
FIR 3 RIEBENREN B E RS

I0iF WorkSpace BH & , B ME 6122 B E LRGN B E R E,

B2 85 E LREHN B E RS2

1. WREDA TEEIRE WorkSpace , I WorkSpaces & F im B AR £ Hi%E3E Amazon
WorkSpaces &R , MM ESE.

2. $TFF WorkSpaces ##|& , MiLH https://console.aws.amazon.com/workspaces/o
ESMERT , EF, WorkSpaces

4. EFITIF WorkSpace HiFHEENH , AFEFVNEESG, MRAIRSH “ WorkSpace E1F
I, MSRMEBIE (&R RIE, “FFIR” WorkSpaces ) , REFREER “RE", “BIERE,

(@ Note

BLURE AN BIER % , BEA CreateWorkspacelmage APl ###, BEXEZELR | 5
%] Amazon WorkSpaces APl &% CreateWorkspacelmage® #,

5. MER—FHEE , BREEMEIREE WorkSpace2 BIEF B ( EF BT ) . EFEFE , B
Amazon WorkSpaces 44 WorkSpace B #1 F| & #T Ao

KIFHEHIZRBRILTREH B 3E WorkSpace FEZ a WorkSpace, Tl fE , EERTILE
BHWStep 4, BEXREETEREEN , BT -5, EQIEMEG , HIRE WorkSpace A A
“HA”, HIESCRSSIA “T,

6. WAMGBEMME TERRFMENER , AGEEF QIBREG, EAEZMEGHN , RS
WorkSpace A 2 & & H WorkSpace ~ 8 A,

7. HESMBEHKD , &R Images. HIRA WorkSpace Bk A “OT A’ ( XBZAREEE 45 04 ) T,
MRERTER T o

8. EFBUE , REEZBRME. AIBEHELS,

® Note

BLUREA RN BIBEYE |, i5# A CreateWorkspaceBundle APl 4, EXEZEER
B2 Amazon WorkSpaces APl 2% CreateWorkspaceBundleF#Y,

9. WMARZSEHNBEMIER , RAEHMITUTERE :
« XF Bundle FEHEH | Fi%EBR WorkSpaces NItk B E S BB E4EHWEH,

FI 3 QIEEE LRGN EE RS2 275


https://console.amazonaws.cn/workspaces/
https://docs.amazonaws.cn/workspaces/latest/api/API_CreateWorkspaceImage.html
https://docs.amazonaws.cn/workspaces/latest/api/API_CreateWorkspaceBundle.html
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- EF#EREP , ERERENAFENIMMBRUNAEGZ— , FEFLERBEN , AEHBREX NN
FE&R/D@AE (&% 2000GB ) .

RS ( X F Microsoft Windows , 4 C JEzh8§ ; XF Linux , A /) MAFE ( XF Windows ,
D IBHEE ; ITF Linux , 7 /home ) WERINT A K/ NABS W TR :

- #8:80GB, AF : 10 GB, 50 GB = 100 GB

- & :175GB, A : 100 GB

« GERATF Graphics.g4dn, GraphicsPro .g4dn. Graphics , GraphicsPro WorkSpaces 1X
BR : root : 100 GB , A : 100 GB

e AL REMA S5 35 R EI& K 2000 GB,

(® Note
NERBFBEURE , BaIETER/NBERAFEH K/ WorkSpace, R , &
FUHERAITIEEX LB H/N K/ WorkSpace, BAILAES) BE". “brfE”, “i
gg”. “Power” , 5 #& PowerPro WorkSpace IREEHNAEZEP N 80GB , AFSHNEAE
Z4H 10 GB, #RAILAE3h Graphics.g4dn, GraphicsPro .g4dn, Graphics , B&
GraphicsPro WorkSpace iR Z4 100 GB , AFEZE4H 100 GB,

10. EEFEOZRMH D,
1. ERIAENRAHAERECLR , FERRSE , AREZWBIESH,

Windows WorkSpaces BE X EHEFETENANA
LPRM Windows 7 5 10 B Z Rt WorkSpace , CIRZIBSHN &N B HETESEN,
¥4F Windows 10 WorkSpaces , FHIAFEEXHD: \Users\username N2 EEBHE LB H,

3 F Windows 7 WorkSpaces , FD:\Users\username@& AFREXHWFIENE , BEUTRE
BRAL

- BRRA

* Downloads
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- EREFRIER
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Videos

iR

RE#LAL

RE#LAL

R R

appdata\local\temp

appdata\roaming\apple computer\mobilesync\

appdata\roaming\apple computer\logs\

appdata\roaming\apple computer\itunes\iphone software updates\
appdata\roaming\macromedia\flash player\macromedia.com\support\flashplayer\sys\

appdata\roaming\macromedia\flash player\#sharedobjects\

appdata\roaming\adobe\flash player\assetcache\
appdata\roaming\microsoft\windows\recent\
appdata\roaming\microsoft\office\recent\
appdata\roaming\microsoft office\live meeting
appdata\roaming\microsoft shared\livemeeting shared\
appdata\roaming\mozilla\firefox\crash reports\
appdata\roaming\mcafee\common framework\
appdata\local\microsoft\feeds cache
appdata\local\microsoft\windows\temporary & Bx Mfiles\
appdata\local\microsoft\windows\history\
appdata\local\microsoft\internet explorer\domstore\
appdata\local\microsoft\internet explorer\imagestore\
appdata\locallow\microsoft\internet exploreriiconcache\
appdata\locallow\microsoft\internet explorer\domstore\
appdata\locallow\microsoft\internet explorer\imagestore\
appdata\local\microsoft\internet explorer\recovery\

appdata\local\mozilla\firefox\profiles\
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é/

hEERE () WAR , BUTERXHERMNBHARN
/tmp
/var/spool/mail
/var/tmp

&M Amazon Linux £ 8|28+ WorkSpace , A% (/home) W& A & HMIBR. WBRAR

/var/lib/dhcp

Ivar/lib/cloud

Ivar/cache

/var/backups

/etc/sudoers.d
/etc/udev/rules.d/70-persistent-net.rules
/etc/network/interfaces.d/50-cloud-init.cfg
/var/log/amazon/ssm
Ivar/log/pcoip-agent

Ivar/log/skylight
Ivar/lock/.skylight.domain-join.lock
Ivar/lib/skylight/ domain-join-status
/var/lib/skylight/configuration-data
Ivar/lib/skylight/config-data.json

/home
/etc/default/grub.d/zz-hibernation.cfg
/etc/netplan/ .yaml zz-workspaces-domain
letc/netplan/ .yaml yy-workspaces-base

/var/lib/ /lusers AccountsService

£ 02 B E LRGN HER LT BHA

letc/ssh/ssh_host_*_key
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* /etc/ssh/ssh_host_*_key.pub
« /var/lib/skylight/tls.*

+ /var/lib/skylight/private.key
« /var/lib/skylight/public.key
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BAILLEF A K B E X WorkSpaces 4 a , HERIENET RS E2H WorkSpaces , M
WorkSpaces Sl 2M& , AGAHRGEFEST. AR5, BUUEHAEFNRATESHHN
WorkSpaces,

/A Important

HIBFEFIAE WorkSpaces FTETH RS BIET , T2 B EHIME WorkSpaces, EEFHE T
BB EH RSB A WorkSpaces , %M EE WorkSpaces SR H EFHEIE TS,

EREH S EXESE

1. EEINETZRSEM WorkSpace HARITAAIFENE R, Bl , BUTUANASKHORERSENEA
EFEIEFHAREEMNARERF,

®EF , A LGB — T WorkSpace , EEESA TR ZESSNREMERNELRR 4T
( Plus = Standard ) , RE#ITER,

2. WRENMEEEF WorkSpace , IEBETE WorkSpaces & F i M AR F Hi%#F Amazon
WorkSpaces MUTFFERE , RMFFERE,

$TFF WorkSpaces ##|& , Bt https://console.aws.amazon.com/workspaces/o
4. FESMBEES , %EHF WorkSpaces.

5. 4% WorkSpace , #A/G1%$#® Actions, Create Image., 13 WorkSpace HJIRZH STOPPED , M
MBI E (EFIRIE , B3 WorkSpaces ) , REFTREIEBRIRE, SIBME,

6. WMABMGBEMAER K REERCIEMREG, EIEBEEAE WorkSpace TA ., BXMGEIET
EBNEAEER , BSRA6IEBE N WorkSpaces & &M IHL o

7. ESMBERKRT , £ Bundles,
8. EERMNEASTUTHAHEFMAEERE , ARERBRE TIEREE,
9. EEMRMENEL , ERFEZENRGEH EEFHEHEI,
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10. REFE , EMTAET ZMEIMIAE WorkSpaces , FiEREE WorkSpaces SR H E#
BIEE], BXEZEL | HSHEE WorkSpace,

Bimig 5 N ER S

BLUREBEARNEFEGIE |, & A UpdateWorkspaceBundle API &4, BXILIRENEZES | 55
% {Amazon WorkSpaces APl &%) H#) UpdateWorkspaceBundle,

£ #IBENX WorkSpaces M {&

&R BATE Amazon XN SIS R X E #) B E X WorkSpace B &, & HIRENSHOIETLMEER
MG (EEHECHE—RRAR) .

REZ—AMXESEEABTIFA (BYOL) , B LT BYOL BUEE # 2 B #rXiE, BWRNFTEHEXK
FHEXEE A BYOL,

@ Note
E£FE (TE) X , BREESHIRE— XE R MRS,
1£ Amazon GovCloud (US) Region™d , MR &S I E|H M Amazon XM 1t 3 X 15 &
B |, iEBXR Amazon Support,
FEEBEMAXEF , EBNRGEH B EMXE , FBKR Amazon Supporte BXRIEFMA X
WEZELR , HSRAAXE,

B EFEHEM Amazon IKFEEEZNMEG, BERAAEZRENESER , FSRALEREUE
HZ HE Y WorkSpaces B 1%,

EXHRHEXEE HRETREEAEH, EFERERXEPHRGHBER T, BX Amazon
WorkSpaces BEFINEZE L , S H 5% WorkSpaces Eifil,

AT EHBRE&Y 1AM R

MREFER IAM AP EHIBREG , NZAF%MEHE workspaces:DescribeWorkspaceImages
workspaces:CopyWorkspaceImage XPR.

LAT /R GI RS 7o VF A PR E E VR E HI 2 H8 E XAV iEE K o

{
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"workspaces:DescribeWorkspaceImages",
"workspaces:CopyWorkspaceImage"

1,

"Resource": [

"arn:aws:workspaces:us-east-1:123456789012:workspaceimage/wsi-albcd2efg"

]

}
]
}
/A Important

MREEECE IAM KK, ATATHERZREKS EHILLERE | WFEE ARN Fi5
EMWF ID, BB AMKFE ID K * , BT RBIRBEPT R

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"workspaces:DescribeWorkspaceImages",
"workspaces:CopyWorkspaceImage"
1,
"Resource": [
"arn:aws:workspaces:us-east-1:*:workspaceimage/wsi-albcd2efg"

RELAKRFREEEHINRGE |, BT 887 ARN FRIEEZK S 1D,

BXxfEA IAMWEZEER | i55H X WorkSpaces # 17 5 4 M i1 7 & I,

HEE HRE
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BAILEREFH RN EFMREG, EHEEHIE , 7 Amazon Command Line Interface (Amazon
CLI) #{#£ A CopyWorkspacelmage API 4= copy-workspace-image . BXEZER |, S
% {Amazon WorkSpaces APl £#) H# CopyWorkspacelmage 3 {Amazon CLI S 55Z&) HH
copy-workspace-image.

/A Important

EEFIHZEMRGZA , BFLEINZREGERMNERN Amazon IKF HER ., B
EBRGEREBEHREHEFTHEREH Amazon IKF ID , B4 Amazon CLI
DescribeWorkSpacelmages # DescribeWorkspacelmagePermissions API #{E=X describe-
workspace-images # describe-workspace-image-permissions &4 o

£ R 2 & & IR G

1.  FTFF WorkSpaces #Z#|& , MR : https://console.aws.amazon.com/workspaces/o
ESMERT | 1% Images.

EFERG  RAEEFRRE. EFRE,

NTFEFEBR , BERESHREN Amazon XiF,

NTRIAEBHR , MASHRENFER , X THE , W ASEHREHHER

(&) BERET , NEFINREGRMANGE, BXEZEER , S Hr1E WorkSpaces #Ro
LR E HREK,

N o o bk~ W Db

HEHEUEHLZBHE Y WorkSpaces MR {5

EALATER — Amazon XA Amazon Ik P B = B E . WorkSpaces B %, 3 ;ENS‘U‘ W
AP ITUBREEENREE ST EM Amazon Xifl, BXEHMENEZELE |, BSEEHEENL
WorkSpaces B,

(® Note

EHE (TE) XiF , £REEHIE— X RS,
#£ Amazon GovCloud (US) Region® , MR G S HIEI H M Amazon Xigizh M itk 3E X5 E i
R | iEBX3R Amazon Support,
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HEMBRLFTEHTNNTER, BFEERE Amazon XIGFHNBREGHEERF, TRHEASFHEBREGZ
Bl , ZBRETR ST AR AKFEE, B>x Amazon WorkSpaces BEEINEZE L |, E2 1 T 5%
WorkSpaces Ei#l,

ERRRAZIRE , BAHE RBUEHZEREG | R5 T8 EMER.

HE B TIRE
BR85S /3 A BYOL 9 Amazon JLKF' HEFHIFA (BYOL) B, BRESHHLES BYOL BEH
Amazon i 7t 2470 2 S84 40 f: D ( ER—TRAKFET ),

@® Note

B &l , Amazon GovCloud ( 2E B ) #1 Amazon GovCloud ( ZERZ ) KiBiF X
¥ Amazon ik # = BYOL B{&, E7E Amazon GovCloud ( ZEFEEB ) 1 Amazon
GovCloud ( ZEERZP ) XiFEK -~ £ = BYOL B , i8R Amazon Support.

EEHAENBRE

MREEALZMEG  NETUEHREMEG, AR , EUUEAREZRGHEIRCEZA T B30
WorkSpaces B4,

/A Important
E’E%IJAEEBH%ZHU BELANZMERMNERN Amazon IKFHRZEH, BEUUREAIRA
EMRGREBCHE | 57E Amazon S T1THE (CLI) F A DescribeWorkSpacelmages

DescrlbeWorkspaceImagePerm|SS|ons API #1E5} describe-workspace-images Hl describe-
workspace-image-permissions o

NEEHAENREETHNUZAMRZRERANCEZRY K MAREEAEREN A,
MRMEEESERE  WEREEEMKS# - SHZZMRE,
HERE

1. 3¥TFF WorkSpaces ##l& , Bt : https://console.aws.amazon.com/workspaces/o
2. ESMERKF , EF Images.
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3. EERBREUITHHFHMEERHE,

4. EREFAGEENHENAZEKSED , EEFNKS .

5. HEAMKFREEAMBESZHAENKST , AABRSHEZREHKSWIKS ID,

/A Important
EHEMRGZH , FRINEEEHZSEBN Amazon K/ ID.

6. lija% ?—Hye@o

(® Note

EFEALEMREG , WEAKFXMEEFZRE. R, WHAKF AT AER L ZREH
A 812 B F /530 £ WorkSpaces B,

FLEAZHREG

1. FTFF WorkSpaces #£#|& , MR : https://console.aws.amazon.com/workspaces/o

2. HESMBEHRKT , %EF Images.

3. EEBGLITIFHFMESTE.

4, ERGFAGENENRAERFES , EREFLELZM Amazon IKF , RAREFEUEHE,
5. HRERREWANBUEHEREGR , EBUEHRE,

(® Note
MREEBEHRZRGSFEMBR  WARAEBUESEAZNREKFHNRE,

MREFLEHAZEREG  NRHFEAKFRTEZBEFRE, BR , WEAKF FEFENAZRENEM
BIAERREEZKS P, FETUNXERARZHHE WorkSpaces.

BmER AAZHECE A ER G

BEORBARNAZRECERZME , BFE A UpdateWorkspacelmagePermission APl #4E= update-
workspace-image-permission Amazon Command Line Interface (Amazon CLI) i 5. EEEREG R
BEHE | BEEA DescrlbeWorkspaceImagePerm|SS|ons API #4EZ describe-workspace-image-

permissions s CLI ip %
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TR B E X WorkSpace #R45 5k AR 5
EALREEE | MRS S GRS aS 8T LB,
il B #6655 =2

EBRIBG D , XIERIBRE TR IHTE WorkSpaces.

15 FA 22 %1 & Wl BR 4 48 2

1. 3TFF WorkSpaces ###l& , it : https://console.aws.amazon.com/workspaces/o
2. ESMERTP , %#F Bundles,

3. ERESaT , AEEEMER.

4. HRERTIHFITHIAR , 1R Delete ( MR ) -

LA4miE 73 M BRI 48 2

BELURTEAABIBRIELE | iE# A DeleteWorkspaceBundle API ##1E, BEXEZEE , B H
{Amazon WorkSpaces APl £%&) H# DeleteWorkspaceBundle,

) BRBR £

EMBRBE RS 2/E , TUAMRA T OZRERZBSTHRE.

EMBRMRG |, LR BRS ZREXBKNAERAE , RELMEIIX LR D LUE R HMRRE,
MRREEHMEKSHE , WESFEEHE, A, RETEL THLEREERIPRES.

152 FA 22 %1 &5 1) BRER 5%

1. $TF WorkSpaces ##l1& , B#ER : https://console.aws.amazon.com/workspaces/o
2. ESMERTF , E#F Images.

3. EERG , AEEEMER.

4., HRFRTHITEIAR , &R Delete (MR ) -

LA4w 2 75 =M BRER

BELURTES NMIBRERE | B DeleteWorkspacelmage APl 81, BXEZER |, H5@ (Amazon
WorkSpaces APl ZZ) A # DeleteWorkspacelmage.
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BT YR8 WorkSpaces, Hitt , 4B BEHIF A (BYOL) HREH 2 LT ERM Windows 10 ¥ A,
A <1 Amazon LM Microsoft MM EZE L. |, 550 Amazon Web Services 1 Microsoft.

R 7 ESF Microsoft ¥ A] 7 , iEfEAmazon=im & HRIR T FEH WorkSpaces EAmazoniz
1T BYOL, BEEEHEBCHWIFRIL , BAILIAFPFERH-BWGER, EXESZER , S
B WorkSpaces Et-

/A Important
EM—NRAEY Windows 10 AHREIE SR ( Windows ZhEE/RRASF 4R ) B9 Windows 10 B9
Windows 10 REF X IFMEBIER, {ER , WorkSpaces BG83 2 X #F Windows EFRE
ML EEH,

)
W 0%

Sk

X # BYOL #J Windows k7

FF Microsoft Office #I1E] BYOL R+

s 1% . FHATS® WorkSpaces #EH AR ELNIKT 2B E AKIKRE BYOL
- B2 FATISHESHENENKSEA BYOL By BYOL WorkSpaces
- S, 3 : £ Windows FEE#\#l £i=4T BYOL Checker PowerShell B 7

s SR4 VM MNEEBMLIRERS

« SB]5 F VM EHNBRES A Amazon EC2

- S 6. FRHEEABE BYOL B WorkSpaces

« S]7: \BYOL BGSIE B ENEL S
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B Microsoft iF Al MY 28 foiF Windows EE B HRIBHREIT,

MRLEFHTZIF GPU W42 ( BR T Graphics.g4dn, .g4dn, Graphics  GraphicsProz 5k
W48 GraphicsPro ) , FHIABMNXEBELERFHA 100 1. WorkSpaces X 100 WorkSpaces
AR AlwaysOn FHEE LA AutoStop WorkSpaces, B & B4 WorkSpaces LiE1T , M
ER WorkSpaces BNMNXFHEDFEH 100 N, 7 T KFE Microsoft BiFAIER |, fRUMELT AEH
WorkSpaces L1217, TRAEHE Amazon imfAHE , Fit&8 VPC A UREFFERRIAE FIRTS.

mREITRIE A GPU BW48E ( Graphics.g4dn. GraphicsPro .g4dn, Graphics
GraphicsPro ) , HHINEETABEH# LB AE— MR EDIEZIT 4 AlwaysOn 5 20 I GPU X #,
AutoStop WorkSpaces

® Note

- BEIR#EEN PColP MY 812 Graphics GraphicsPro .g4dn, .g4dn. Graphics #
GraphicsPro #4342,

« 2023 F£11 A 30 H2Ja , B XX#F Graphics #4808, FMEBVFIRIER WorkSpaces
&l Graphics.g4dn #48=, BXEZER , HSN T8 WorkSpace,

- UA#KX (&ZX ) X B el FRHEE <M GraphicsPro B4 2.

» Graphics.g4dn, GraphicsPro .g4dn, Graphics 1 GraphicsPro 48 B a1 FTEIEM ( FF
R ) X L,

« Z WorkSpaces E3FM ( FFE ) X5 , {REE WorkSpaces EIEM ( FER ) X
BZE 4009

« ATRBEREMVUNSWAELR | TAMBWEH Power 2 PowerPro £

WorkSpaces AT SAEH /16 IP it SE BN EEEO, EBEZENEEIATREAREANEZ S
WorkSpaces EIEM 4L, XBE AL WorkSpaces EIE{RHY WorkSpaces. BXEZEE. , 5N W%
O, BURMELMUT IP i BE 2 —RE /16 FREBATILE

- 10.0.0.0/8

100.64.0.0/10

172.16.0.0/12

192.168.0.0/16

198.18.0.0/15
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® Note

« EERAZ WorkSpaces RS , TN EEREZED IP it BELELAETL. BEBEY
BIEMRLESBE AT A , 51217 list-available-management-cidr-ranges Amazon Command
Line Interface (Amazon CLI) &85

o BRT LRI /16 CIDR 34, |, 54.239.224.0/20 IP # 1t SEE % A F A Amazon XiE#Y
EEEORE.

- BRREITHHE Windows FfER Office KMS #5& BYOL WorkSpaces FIENERENRO, B
XEZER , #SN EBEEORO,
- BE—BREBTEXHEMN 64 LR Windows HEEIL (VM)e BXZXIFRENIIEK , ESHEEEF
BT —F %3 BYOL B9 Windows JRA, VM EATUHE R TER :
« Windows BRERG LN ZAEERS /AT
« Windows 2{ER S AAUFF English (United States) (R (XE)) ERNEEES
« AT VM £ZE Windows MIFH G2 AN Y. SRIAERRELIE B E ARG RN H M3k
H (BRERRAR) -
- EOIEBRGCE , BNEEXRIABFBEEN M (C:\Users\Default) #HTEHMBEIRE,
FIEEENSBNEMRGLEEH T, BUBELTAREXNR (GPO) MAFBRENX4HITEMBEE
X, HESERGENATI]l. XERRBEN GPO HITHWEEIEETURE S M 1T NS E
R, AEEXNRARFPEEX4HITHEENREHLERS HE,
- BERAERGZE , B4R - MEEARHEE R HRNRE WorkSpaces_BYOL 1. fHEH
EEEENRKFHOFD , ALEIETE,
« VM ZAFFHEAKNA70GB EAAZEELDSH 10 GB HWEANE L, MREZEITXIF BYOL MR
1T Microsoft Office , MEBMAALFENE L , BEHEAKNF70GB , TAZREDH
20 GB, BREFTTER DISK FREHET 70 GB,
. BHERHSTIZEIT Windows PowerShell fRZAR 4 5E & RA,

« T 3 : £ Windows E#\H_E1=1T BYOL Checker PowerShell BlZ<Hi=4T BYOL # &2 F A
2, FERIEELEZHH Microsoft Windows 8T o

o

ER 288


https://docs.amazonaws.cn/cli/latest/reference/workspaces/list-available-management-cidr-ranges.html

Amazon WorkSpaces EEER

® Note

« XF BYOL Xii AutoStop WorkSpaces , KREMH A B F i S E KT A WorkSpaces
BfE. MREMITSBETFZ R, RENZEZREHN BYOL AutoStop WorkSpaces , EEHEH
B RELIREEW,

s SANBERXZEME AMI, BREZHAATLIZEES EBS IHH EC2 AMI H3EH6l, TTLAE
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B VM ABUE1TLA T Windows iRz — :

« Windows 10 iRZ 21H2 ( 2021 5 12 BE#T )
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* Windows 10 Enterprise LTSC 2019 (1809)
* Windows 10 Enterprise LTSC 2021 (21H2)

A X EWIRERSGRAEH X IZFEE A Amazon X E o] AT A iT &3 8 WorkSpaces, ~B ¥
Microsoft X #F# Windows MRAXFRERIELEE T4 , 8732 Amazon Support Z#,

¥ Microsoft Office 7% iNE| BYOL M &

£ BYOL B FREUI R , REFEHAHIE Windows 10 , MR T LL%ERIET Amazon 1T Microsoft
Office Professional 2016 ( 32 { ) 2% 2019 ( 64 1 ) » MRAREBREFEM— , Microsoft Office fF
FEAEVRH BYOL Mg , H B EEIRM WorkSpaces ZBR& /3 sh N E S B+,

R EEFRBES Amazon 1T 5 Office , WEEX TN TEAH, EXREZER , BZHWorkSpaces E
o

/A Important
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2021 MEMMARER , H70 Microsoft Visio 2021 F Microsoft Project 2021 , {55 R & M
RERF.

- EEU D@ FEREAETXRENNARERFNEENARFR Microsoft 365 ¥ AJE
WorkSpaces , &7 BYOL B&EEUI TR G , 7£ BYOL & £ &% Microsoft 365 K
BF.

® Note
Graphics.g4dn F GraphicsPro .g4dn BYOL B/ {X % #F Office 2019 , &3 Office 2016,

WMRIGIEFITH Office , N BYOL MERIIREDFEE 3 INIaT,
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FES S , WA LUM Microsoft TEHEMIBS B, BXREZEE , BHZH Microsoft X#&H Y Office
BEE4T.

EE K Office WEE , TBAMBTLMNET ik -
B 1 AWM AR EENX Office EEIRE
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® Note
#&H WorkSpaces AP LEBRRIT GPO BHEHMITHES RE.

BXEH GPO A Office iIREBIBESMWEZEE , iI5S 1 Microsoft XA B E X Office MBS 2 H
Ri&, Office 2016 M Office 2019 EAMEIRY GPO RE& ( #=F Office 2016 )

EfEMA GPO , B4 %E % Active Directory EEE T B, HxfEH Active Directory B2 T BB GPO
MER , SR WorkSpaces % & Active Directory X T &,

B & Office 2016 = Office 2019 KEERE Z Bl , WA M Microsoft TE AU T & Office HIEEE
WX (admx/.adml)e THEBEIRXHE , XIFofficel6.admxMofficel6.adml X477 NE!
WorkSpaces B ZHVIFREI2RN P RIFMEX, (officel6.admx M officel6.adml X4EATEH
F Office 2016 # Office 2019, ) BHXFEA .admx M .adml XHMEZEL | iS5 Microsoft X
P 89 E A FE Windows FP 612 7S 12 40 3R S B ER AE AR AV Fh R 1764 o

UTHBRNA T AelZhRFHAFmEPRNERER M. £HFKEE WorkSpace RINA B &K
Amazon EC2 K#|l L ITATHER. WorkSpaces

A Office RFRARMEBEEMRM

1. M Microsoft T& 0T & Office I EEENR 4 ((admx/.adml).

2. 1EBXEE WorkSpace =2 MA WorkSpaces B &# Amazon EC2 3£ £ , TF Windows 34
BREES AR hm ARALNTLEEH S (FQDN) , Flzn\\example.com,

$TF SYSVOL X3k,

HFTHE FQDN BRI XK,

fIFF Policies X#R, BIMERIZMT \\FODN\SYSVOL\FQDN\Policies H,
MRZXHFEFRFE , BB —1NEN PolicyDefinitions KIS #3R,

$TFF PolicyDefinitions X#3X,

¥ officel6.admx XHEHIE| \\FODN\SYSVOL\F@DN\Policies\PolicyDefinitions X
fEseeh,

9. % PolicyDefinitions X#XHOIEEN en-US BIXHK,
10. *TJ:F en-US I#F;%o

1. ¥f officel6.adml XHEHIZE \\FQDN\SYSVOL\F@DN\Policies\PolicyDefinitions
\en-US X#H¥kH,

© N o 0 b~ w
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https://docs.microsoft.com/deployoffice/office2016/customize-language-setup-and-settings-for-office-2016#customize-language-settings
https://docs.microsoft.com/deployoffice/office2016/customize-language-setup-and-settings-for-office-2016#customize-language-settings
https://www.microsoft.com/download/details.aspx?id=49030
https://www.microsoft.com/download/details.aspx?id=49030
https://support.microsoft.com/help/3087759/how-to-create-and-manage-the-central-store-for-group-policy-administra
https://www.microsoft.com/download/details.aspx?id=49030
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Bt & Office B GPO iE5iXiE

1.

o & b

o

10.
11.

80 B BB WorkSpace S NA WorkSpaces B %M Amazon EC2 54l £ |, ITFFARKERE
T B (gpmc.msc)o

RIFHK (K : FQDN ) o
BRI,
EFF &8 FQDN ( f5l#0 , example.com) .

EFRIEH FQDN , I LT ( ARED ) REJTTRERE | RAREAREREHEE GPO ,
FORFE SRR AL

RIEH GPO &% (Bl , OFfice ),
REBEW GPO , A LTX (GA8ETG ) XREFITHARERE , AREREE.

EARREERERT  EFAFRE. X, NIt ENRLRINWERRRKEE L ( ADMX
X# ) . Microsoft Office 2016 FiE S B L,

(® Note

Office 2016 1 Office 2019 AR GPO ®& ( 58 Office 2016 ) , MREERHF
BE., FHETETINAEITTENR RSN EEERKEEE X (ADMX X4 ) |, NRHA
officel6.admx M officel6.adml KR IEFZEEERITIEFIEE L,

EEBESHEEIMT , AUTIREEEMENIES. BESVEBIIRERENBH , AREEI T &R

FIEMNES. EBRBE 6 REEBIRE.

- ETBE > T REE

- RREBEE > EREENMERE

c IREBIES > TERBIES

EREXAARBERTE,

HERRIR B E OCNE T — IR AR EH 2 /5 WorkSpace LA & £ WorkSpace i#E#H B 4£ Mo

ENAERBER , BRITTII®REZ—

- B3 WorkSpace ( £ Amazon WorkSpaces ##I&# |, 1£$F WorkSpace , AREEBIRE &
J& WorkSpaces ) o

- NEEBGTRIAT , #iA gpupdate /force.
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IR 3 : EHTIRAY Office & B MK IRE WorkSpaces

EBRIEMRIRE Office IBSRE , BEFUT EMRIRE

« HKEY_CURRENT_USER\ SOFTWARE\ %X\ Office\ 16.0\ Common\ uiLanguage
LanguageResources

« HKEY_CURRENT_USER\ SOFTWARE\ #§#k\ Office\ 16.0\ Common\ LanguageResources
HelpLanguage

FFIXLIRE |, BRI EHEMA Office XiZik & ID (LCID) 8 DWORD &, #ln , =i ( £E)
# LCID § 1033, BT LCID 2+ &IE , Bit , BH4FF DWORD EMEAREITRE N +3#El, B
X Office LCID M5k |, BSFIME IR F# Office 2016 HHIIE S #RIRAFH OptionState ID 1B,

& A LA WorkSpaces JBiY GPO & B & ZRH A X MR IZEN AT EH,

BXfEMA Office iIESRBNEZEER , 5 Microsoft XHH M B E X Office WIES LEMILE,

fF Office A MMEIYRIME K BYOL WorkSpaces

BE T LUB I AT L T IRVERXS Office BT R INZEITAE BYOL WorkSpaces Ao

- EENHAERF (#E ) -RALEINE WorkSpaces TR F £ R EMEE ML Office. Microsoft
Visio 2 Microsoft Project 2021, BXxEZER , BSHEENARER.

« E# WorkSpace-8l2 %% 7 Office 89 BYOL B/ , &R LAERA WorkSpaces J_J'F%IJJ ERF I
B BYOL WorkSpaces E# % 21T i Office ¥ BYOL #4l3. EXEZER , S0 I8
WorkSpace,

® Note

EENAREFIET AT EIR WorkSpacesZ &K Office 2021 MEMBS AR , S5
Visio 2021 F4 %k Project 2021, EER LR & HEK Office 2016 =% 2019 WorkSpaces , & {E
FiE# WorkSpace.

1£ Microsoft Office fRZ< 2 |81 T

EM—/ Microsoft Office lRATER R 5 —NhrAS | & 08T LA T EISKI -
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https://docs.microsoft.com/deployoffice/office2016/language-identifiers-and-optionstate-id-values-in-office-2016
https://docs.microsoft.com/deployoffice/office2016/customize-language-setup-and-settings-for-office-2016
manage-applications.html
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- BEENARRF (#E ) — (RO LLEIE R Office R4S , A WorkSpaceshi A =% % Office 2021
MEMNRARER , HlansER Visio 2021 MK Project 2021, a0 , EM Microsoft Office 2019
E® F Microsoft Office 2021 , FFEAEENARERFI/ER , HE Microsoft Office 2019 H &L &
Microsoft Office 2021, BEXEZER , BZHREENAERF.

« IE# WorkSpace — EM %X Office 2016 T F 2019 FH M %X Office 2019 T# F| 2016 F
PRAMBIER—MTHE T EXBEK Office lRAH BYOL 42, ARFE , A WorkSpaces T Ih&E
T 5 Office BWILA BYOL WorkSpaces T % E 21T HE T B EIR Office lix4<H BYOL 4.
flan , EM Office 2016 T#HZEI 2019 , FAIE— 21T Office 2019 K BYOL 4 a. AEFEH
WorkSpaces E# IhgEF1T 5 Office 2016 WWIHE BYOL WorkSpaces E& ZiT[# Office 2019 By
BYOL #4888, BEXEZELR , HSHTH¥ WorkSpace,

PRA] LA B X L3R TRF T 59 #% %k O WorkSpaces ffice B R T2 F T B AmazonZl#4 %k 365 M ARERF.
B2 , BEENARFMNRTMR WorkSpace HIE Microsoft Office, YRA4MBH T EMZEEFFBEHE
B L% % Microsoft 365 R AFEF. WorkSpaces

® Note

FEREEBENAER , RAIRERREFEHMER Office. Microsoft Visio 3 MicrosoftProject
2021, WorkSpaces¥} F# %k Office 2016 = 2019 fRZA , ¥R REEF EH MAREY AR AN o i

Bk WorkSpaces, EFEVREYEBIN LR ER Office 2016 =% 2019 WorkSpaces , iBiX# a
WorkSpace,

BEXIBITENESZER , BHSHITE WorkSpace,

BUEIT ¥ Office
EHUHIT R Office , BALHE@T LA T SEH ,

- BENHAER (#E ) -RALUMAFEIE Microsoft Office MEAR AR , Fla0H%EK Visio
Microsoft Project, WorkSpacesBEXEZEE , BSREENAREF.

« B WorkSpace-#& 1] LU 2 K iT i Office B BYOL 48, AJEEMA WorkSpaces T & AL
MAEM BYOL EF®¥ WorkSpaces EIK 1T Office B BYOL #igfa@, EXxEZER , FSW I8
WorkSpace,

Office B
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R EET Amazon 1] 7 Office , M| Office EFTFFERNEM Windows BEFH —HBo SEERN. AT
B THAAEZEINT MEF , BIUUEEHERH BYOL E/iER%&,

F£1% . FRALS# WorkSpaces BHIEREZLHNIKFSEREERRIRE
BYOL

ERNKFEA BYOL 28l , BXMBIRIUERE , TREBINEREE RIZIRE BYOL, EETHRILT
B2Hl, “/B A BYOL” &IV A TE & Amazon WorkSpaces 2 H & A

® Note

RIESEELFTE-—NIHFBE , IREBFRAHZNE A BYOL B Amazon K /= RERFE —
g, MEelERAEENRE®ESE , N EEEERNE.

I % WorkSpaces 2 HIAEFERHNKF 2B B REIRE BYOL

1. $TF WorkSpaces ##l& , Wit https://console.aws.amazon.com/workspaces/o

2. HESMBERKP , EF KARE , ABE “BFIFAIE (BYOL)” T, i&# “EF WorkSpaces
BYOL &&", MBEHIKF YR TS BYOL &Y , RE—XHERHERESRNES., BFF
MER , BERREN Amazon BERFLEREENR K , HEBKR Amazon Web Services Support
Do BHEBRRAFNRIAZREERKIRS BYOL,

ERELRESERKIRBBYOL , ZNRRIAZTELREMELEE, fll, AELEREEEUT
[af=i

- BRECEFHEZHEIIEN BYOL ER?

. 7EWFLE Amazon X5, , BEERNKFE A BYOL ?

« BITRIEEMAmazonXFEE % 2> BYOL WorkSpaces ?

- BHLEITRIRAA?

- 2 WorkSpaces MA5E AR R M SLIG ?

- BYOL FEf L4 ?

- BNALAREBHER —XEHNEAEM Amazon IKFEAT BYOL? MIRR , BREBEXKXLE
P, MEEERBRNEREH ?
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https://console.amazonaws.cn/workspaces/
https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
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WMRKFEXREK , MR LMK~ H WorkSpaces BN EBCEE—E , LAELREER

#IRE BYOL, HER , XK RIERESEE, MREBKREKKS , FEZFHENEKRA
REKS

3. WIAEM BYOL Bigja , BAIUAZERITT—F , BIEL S5 WorkSpaces 2l & 1 N &K IK =
J& A BYOL,

2L FRLE#HEHEERENKSE A BYOL B BYOL WorkSpaces

ERNEWNKFBEA BYOL , XTIEE—NMNEEMNKEO, iEOBSEZEEILLH Amazon WorkSpaces
EEM%E, ©ATH WorkSpace REIRE X & HEI i# WorkSpaces &F , F WorkSpaces /2 1L
S EE WorkSpace.

® Note
RSP HKFEA BYOL WS RIAFESNXEHMIT—IR,

£ AL 5 # WorkSpaces ##1& R KK~ /5 A BYOL

1. $TF WorkSpaces ##l1& , Wit https://console.aws.amazon.com/workspaces/o

2. HESMBERKP , EF KORE , ABE “BFFAIE (BYOL)” T, i&# “EF WorkSpaces
BYOL iR E",

3. EXRFEETHENETET (BYOL) T , %3 A BYOL,

MREEEERS A BYOL &I , MRRENK, Ba&BERKIKRE BYOL, BXEZER |, F
2N E 15 . FRALS# WorkSpaces #Z#l 5 RELHNIKF 2R B RKIKE BYOL,
4. 7E Bring Your Own License (BYOL) (B# i A (BYOL)) T#Y Management network interface

IP address range (BEXEM#E D IP #ibB ) X |, 1&7F IP b SuE |, RF1EF Display
available CIDR blocks (£~ 7] Fi#Y CIDR %),

Amazon £ 25 ERSBEE AN WorkSpaces BEH T /Rl AR IP #utSeE |, BD IPv4 o3RS R BB
(CIDR) R, MIREEBIE IP #HutSEE , TRBERTE,

F2% FRLSEETA NSNS SA BYOL #9 BYOL WorkSpaces 296
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/A Important
BE IP Bl /G , BFENHEHHITER. BSXEESERNIIMEEANTBE T FRN
IP i abSBE. MRENEEWNEEREMER , FEREREZNRREN Amazon &
PEBERHEREK , HBER Amazon Web Services Support F 10,

5. MERFIRFIEEFIFN CIDR R , AFi%E#E Enable BYOL (5 A BYOL).

LEIS T2 ATRERE AT BB, R BRI P /8 WorkSpaces A BYOL Bt , B &HIT T — %,

FI 3 : £ Windows E#L#l_E1=1T BYOL Checker PowerShell B Z<

NIEWNKF IR A BYOL 5 , BA4MEIAZH VM EZ BYOL WER, At , BIRITUTERTEH I
1T WorkSpaces BYOL Checker PowerShell B4, ZBI A3 &1t I A T I ZBREH VM 1T — R
izt o

/A Important
VM A BEFMENR , ARETEFEAT BYOL,

T#H BYOL RERFHA

ETHHZTBYOL REEFMAZH , FRIEREE VM LZE T HFH Windows ZEEH. LA
AEZTHESER Windows E#F RS .

1. M https://tools.amazonworkspaces.awsapps.cn/BYOLChecker.zip 5 BYOL R EREFHIA .zip X
H T EHFEH Downloads XHK,

2. 71 Downloads XX | #lE—4 BYOL X#X,

3. MBYOLChecker.zip FRIZENXHHFHE HE] Downloads\BYOL X #H%,

4. fHBR Downloads\BYOLChecker.zip X#X , LAME{R BRI X4,

RATL TS REEIT BYOL RERFHIZ,
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https://console.amazonaws.cn/support/home#/
https://tools.amazonworkspaces.awsapps.cn/BYOLChecker.zip
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1Z1T BYOL K ERFFIIA

1.

10.

11.

12.

£ Windows £ L , 3TF Windows PowerShell, #%# Windows FF 8124 , 4 % d7 Windows
PowerShell , REEFEUEER BHE1T. IRAFPKkFEHRREERRES PowerShell EXYi%
FHTER , HTEE R

1£ PowerShell S SR , Y1#: %) BYOL Checker BIZAFREMI B F. 0 , N RPARA T
Downloads\BYOL H%w , 5 AL T a5 HI& Enter :

cd C:\Users\username\Downloads\BYOL
WAL TS HUERITEN LA PowerShell A1TREE . XM AT BYOL REBRFMAIZIT

Set-ExecutionPolicy AllSigned
MRSEREHIAREE N PowerShell #U1TRIERT |, B AALLIEE Yes to All,
WAL TS LUZIT BYOL RERFHIA

.\BYOLChecker.psl

MREZLBAEI , FE R BUET R,

£ WorkSpaces Image Validation (Amazon WorkSpaces BRGIEIE) X iFHEH |, 1%£4F Begin Tests
(FFEEML),

BMRTR G , BHAUEFENHARS. I FRAERN FAILED (KK) HEMMIEE |, EiEF Info
(BE) UERBEXRUNMABRSBAMMEBHES . MREMNRERTIRS WARNING (Bd) ,
HIEER Fix All Warnings (1I8EFTEB) B4,

EEE , FRRSBNESENESNEMEER , RASFESE Step 7 M Step 8, EEI VM BEME
Mg, BESH VM 2B AT RRFIERENES,

BYOL MARERFMFERBNBEIH : BYOLPrevalidationlogYYYY-MM-

DD_HHmmss .txt M ImageInfo.text, XM MNXHT BYOL RERFMIARXH4FTERN B K
H,

® Tip
BMBRX LS4, HIMEZ |, SAsEBEB F A RBEI=,

MBEEH VM B TREMNIR |, £ E Validation Successful (BiERK D) BHE., REZIE
FERH VM KEFRE. EEFHFXEIRE , HEE Microsoft XHHPMIX LA , REBEIXETT
BYOL K EREFHIA,

XH VM FEIZETHRE,
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https://docs.microsoft.com/previous-versions/windows/hardware/previsioning-framework/dn965674(v=vs.85)
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13. BIRBHERN., EFIZEIT Sysprep. TR Sysprep F 2 , MAERTE Step 12 Z/5SHH VM AL
£ X F| Amazon Elastic Compute Cloud (Amazon EC2) #, &l , & & Sysprep A% , ERE!
Step 12 FHABHIRER , MRBEVFRZ , HEFHFHRR , AEHERZE1T BYOL RERFHIA,

Sysprep AMHHRENRERARRENFIERAFHEINN AppX BFE. #£H Remove-
AppxPackage PowerShell cmdlet #Ek AppX B #a,

14. RUBIBREBRE , BT LMBR WorkSpaces_BYOL Ik

EiRHEMBIRIEEYIR
BYOL § AZEZ Powershell 4.0 {ESHA, TXFE L% PowerShell RS,

PowerShell #MZ % 4.0 RESHRA., R THBEZER |, BSRME Windows PowerShell,

BYOL S AREZRFZE T FENIRDM Microsoft Office I RS

S AR EHE Microsoft Officec BXEZER , B MM PC LEIF Office.

BYOL S AERREIRE PColP RE,

H# PColP R, BxHE PColP REWNEER , TSR HEERT Mac B Teradici PColP #i#4&F

Ll
Uy

BYOL & AZEEZHA Windows E#To

REBLUTSERER Windows B :

1. & Windows # + R, # A services.msc , RFI& Enter,
2. A% DE Windows B , REEREM.

3. EEALETFT , NEIXRBERENEA.

4. EFRFL,

5. BENA, ARERAE,

6. EFBHENITEN.

BYOL SAZERERAAZHER,

BB A BER. LLEERB#E PowerShell FizTHATHS :
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https://learn.microsoft.com/en-us/powershell/
https://support.microsoft.com/en-au/office/uninstall-office-from-a-pc-9dd49b83-264a-477a-8fcc-2fdf5dbf61d8
https://www.teradici.com/web-help/ter1307002/1.10/Content/Topics/03_Installing.htm
https://www.teradici.com/web-help/ter1307002/1.10/Content/Topics/03_Installing.htm
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C:\> diskpart
DISKPART> automount enable

BB B ERETE.
BYOL & AZEE/FH WorkSpaces _BYOL ik~

WorkSpaces#Z A _BYOL k7, BXEZER , BSRMERL ¥ WorkSpaces & & 7 &1 Ik
F /2 A BYOL #9 BYOL,

BYOL SAERMEZIZFOMFEA DHCP B3 £ EL IP thit, MEZOHRFERAES IP tat,
MM EHRMEIEZEOTREEF DHCP, EXEZER , BSHENR TCP/IP RE,

BYOL S AZEAR A F B 20 GB WZEH.

AR MNERENZER , FEFEEEL 20 GB HEZZEM,

BYOL SAEBRRGER 1 MAMKF R, TEEMAN IR, BRI [IMEZESIZR,
ATS AB%BHK a WorkSpace L RAEE C # D Ezhe5. MIBRMAEEMIXZIEE , SIEEMIESIHR,
BYOL § AFE Windows 10 = Windows 11,

£/ Windows 10 2 Windows 11 #{ER %,

BYOL S AFERIMA AD K RLE,

PAEBUERSGS AD HiliERE., BXEZEER , 55 Azure Active Directory ¥ & EEE I [,

BYOL S AZEEXRIA Azure B R,

PIBUERGS Azure HERE., BXEZER |, BZH Azure Active Directory 12 % I & LA #,

BYOL & AEZEEZHA Windows =B AR,

DRER NP NIEREXXS,. BXEZELR , 53T 355 Microsoft Defender By X i,

BYOL S AERRE&E VMware T &,

IMEE VMware TR, BXEZEER |, 5 HE VMware Fusion FEIE M FzhZ %% VMware TE
(1014522),

BYOL S AERAX g EZ AR E/NT 80 GB.

WE TN T 80 GB, /NHEE K/,
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https://docs.amazonaws.cn/workspaces/latest/adminguide/byol-windows-images.html#windows_images_enable_byol
https://docs.amazonaws.cn/workspaces/latest/adminguide/byol-windows-images.html#windows_images_enable_byol
https://support.microsoft.com/en-us/windows/change-tcp-ip-settings-bd0a07af-15f5-cd6a-363f-ca2b6f391ace
https://learn.microsoft.com/en-us/azure/active-directory/devices/faq#how-do-i-unjoin-an-azure-ad-joined-device-locally-on-the-device
https://learn.microsoft.com/en-us/azure/active-directory/devices/faq#how-do-i-unjoin-an-azure-ad-joined-device-locally-on-the-device
https://support.microsoft.com/en-us/windows/turn-microsoft-defender-firewall-on-or-off-ec0844f7-aebd-0583-67fe-601ecf5d774f
https://kb.vmware.com/s/article/1014522#:~:text=reinstall%20VMware%20Tools.-,Uninstalling%20VMware%20Tools,-To%20uninstall%20VMware
https://kb.vmware.com/s/article/1014522#:~:text=reinstall%20VMware%20Tools.-,Uninstalling%20VMware%20Tools,-To%20uninstall%20VMware
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BYOL SAZEERMIKZNEE LD XDF 24, A, FTE Windows 10 9 XEAME A MBR 2 X
B Windows 11 7 X&EXMEA GPT 2 X,

X F Windows 10 , X4 MFE A MBR 9 X , XF Windows 11 , B%MEH GPT X, BXxEZE
B B REEE,

BYOL S AZEZAFIAREERHNFLEER,
ZEMBEMAERBRIERS

BYOL § AZERFHZE AutoLogon A,

EZ A AutoLogon JEMR , BRITUTRE -

1. & Windows # + R , AFEW TR RAFLHEA Regedit.exe,

2. MET®&z1ZE HKEY_LOCAL_Machine\SOFTWARE\Microsoft\WindowsNT\CurrentVersion
\Winlogon

3. A DontDisplaylLastUserName #si1—MEo
4. NFRE @A REG_SZ,
5. WTE,BERA 0.

(@ Note

« {6 DontDisplaylLastUserName REZEZXNFERBE R LAXEZ PCHAFNAF A,

s RIABRT , ZETEFE. NREE , WATNHEIZER , 08N EDefaul tUser F##E
B3 AutoLogon k¥,

BYOL S AEZEEE A RealTimeIsUniversal.

RealTimeUniversal G AEMRI, EXEZEE |, i5SHH Windows Server 2008 F1E 5 x4~
B E Rt AR E,

BYOL S AERRGEFE—NMURBITX,

ARITXHNBEBTEGEL -1
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https://learn.microsoft.com/en-us/windows-server/storage/disk-management/manage-disks
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/windows-set-time.html#windows-persisting-time-changes-w2k8
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/windows-set-time.html#windows-persisting-time-changes-w2k8

Amazon WorkSpaces EEER

BERHEMD X

1. & Windows 845 + R , ITHE1THE. WA msconfig , HIRESE LM Enter 8 |, T RSB
E'E O,

2. MEORRRZHEDF A REREEZFEANRERERERENIINRERS ; MNRERS.
MRRRE , FMNEOPRERENRERSE , ARER-BEOPRRFRRENRINME,

3. EMREMDX , FEEZIX , RAEEERER. ZA. BE,

MRBRDALI , BNLEXAEREEXERHIHTEN , RERRUTSREE,

1. BUVKRESRE  RAREXZRERBELERBEITEN.

2. EEREIRESEL , ERRBHEE,

3. EESLLETREL , EBRGSRERE,

4, HEHTRRBLBMA bootrec.exe /fixmbr , ARSI Enter,

BYOL §AFE 64 VK5,

WIER 64 VIRERSG G, BXEZEER , B3 BYOL A Windows iR,

BYOL S AZFEERAMAREENRSL,

MGEEEITHABN 0, EEWEEATFELER Windows HAMEVEER. tIEREEIEEREEITTH
7 0 BAARE,

# 2 Windows E &1tk

1. 1E Windows*FF A" % £ | i%£# Windows R4& , AR EBRB TR TR,
2. EMPERRBLHA cscript C:\Windows\System32\slmgr.vbs /dlv , 5 Enter,
3. FEEUBEEN 0 UNNE. BXEZEL , 25 Sysprep ( #1F ) Windows %%,

BYOL SAZEXAMARBREHARNRE, ZREASHEAR.

Windows 2477 i& Rk ML BT B AR A FH 4 o

BYOL S AERRSE L RLREMHEE M.

BB RB M. 21T BYOLChecker SUREREEHH M BHRB R4 MIFAE S
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https://docs.amazonaws.cn/workspaces/latest/adminguide/byol-windows-images.html#windows_images_supported_versions
https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/sysprep--generalize--a-windows-installation?view=windows-11
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BYOL § AER Windows 10 R&FE A BB s11E R,

Windows 10 BootMode #44R{E M |HM BIOS, EXEZER , BSHEER.,
FBR A4 F VM NELLIREARSH

E N BYOL BIEBE , BAIEFT VM MERLIREFR S H, VM BTN FHRAKNR 70 GB EATH
ZEZEDLN 10GBWENE L, BXEZEER , i5ZH (VM Import/Export AAF1Er) FEVELMLIR
B A RMNERMCIRE RS HE L,

F]5 ™ VM ERARES A Amazon EC2

ESHVME , BEEM VM § A Windows BERGHNER, BEFENTERIE. BXESZER ,#
2% VM Import/Export 3R,

® Note

FXESATENBEEN VM, RSB E S Amazon Elastic Block Store (Amazon EBS) &%
BTRIANE , WARES A VM 2 BUHIE R 1ZIET,
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Services AN ® { N. Virginia ¥ John Smith v

CloudWatch Dashboard WorkSpaces

Monitor WorkSpaces 0‘ 1h 3h 12h 1d 3d 1w | B Last 24 hours || c | v H 2 Add to Dashboard

e Overall health and utilization status of your Amazon WorkSpaces.

Total provisioned WorkSpaces (count) @ : Users connected (count) @

4,580 3,370

/.
Running (count) @ : Stopped (count) @ :
3,450 310
Unhealthy (count) @ : Under maintenance (count) @ :

530 600

. /\/\.

Unhealthy WorkSpaces by Protocol, and Running mode ®:
Count
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== PColP == WSP == AlwaysOn == AutoStop

°WorkSpaces connection health

Health and performance of the connections between your users and their Amazon WorkSpaces.

Connection attempt (count) @ : Connection success (count) @ : Connection failure (count) @ :
6,470 6,080 390
/\/.

/L.

Connection failure by Protocol, and Running mode ®:
Count

400

300
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Session disconnect by Protocol, and Running mode ®:
Count
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2 WorkSpaces it & 7 58 MNEER ISR WorkSpace, X iR 21 A RBE &/ i 7T 5 0k
iE , R/ WorkSpaces BEF B 2EE A HN, XLIEFRIZPE WorkSpace HK 312 # , b AT LUEE
3 WorkSpaces L BB E#R.

3 WorkSpaces EHi[f] a & %EIERIRATER WorkSpace. XA EEEHNEAMIINAER |, 414
wENBEE, ZIERENMEWorkSpace F Bl M , wEITH LR WorkSpaces FHIFTAE A#1TIL R

* b ekniE I F BB WorkSpaces T AutoStop ETHE IR, MEEESHA T HIP I
WorkSpaces , I tbISAR 2 HIR HaT4E F 4 IRASH WorkSpaces B8, ZIEMRZHNERME , cHRT
A8} WorkSpace #t A 4IRS AR A8t 4 #8BR. WorkSpace

B ERBATAEREINEE , Amazon ¥ WorkSpaces EHETFIIHHWERRIIRBEIEEER
AlfE, AP IBRMAIIMNIRER WorkSpaces , REA K HXLEIBFRKIE RAGEIRE FHRIERK
WM. XEEFESNEIHOANESRS LA , FEMNXERTILE# WorkSpaces Windows
macOS B FixNMARERF.

® #£ WorkSpaces Web 58 - R A,
T ZERERFHAREL,

« EPColP £ : NEXRBFFIRHIMNX LR FHEBEER
« EWSP L : NENEFIRIIMXHFHEBRER,
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Eff g EnsdE  BEANTHE,

$“E R

DirectoryId FHEFREIE 1L E) WorkSpaces 18 B &
Bo B ID R d-XXXXXXXXXX o

Workspaceld FFEMRBIETFIE N IEEE WorkSpace,
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RunningMode

BundleId

DU

EEEmE

ComputeType

EERG

EEHIE,

1.

£/ describe-alarms TS EEIRER T BB %o

aws cloudwatch describe-alarms --state-value "ALARM"
{

"MetricAlarms":

: L
{

"Dimensions":

: L
{

"Name": "DirectoryId",

"Value": "directory_ id"

2

{# 8 desc ribe- WorkSpaces workspaces i 3REUE E B ZH K5I K,
{

Il o8 =
I

aws workspaces describe-workspaces --directory-id directory_id
I’T{&IJ

WorkSpaces &z TR FIRIEERKIE, S1TE

NI AutoStop = AlwaysOn,

WorkSpaces Z P TFEIEREIE. WA T
T Bwsb - XXXXXXXXXX o

WorkSpaces & it EEREFIERBIBETTIE RN -

LA RBIE R T 404a1 48 i Amazon CLISRIE R CloudWatch B3 H#E B & WorkSpaces F BN HI T
[ 57 CloudWatch 23R
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"Workspaces": [

{

;w;rkspaceId": "workspacel_id",
}’...
{

I.'\/.\I<.3:|:kspaceId": "workspace2_id",
}’...
{

;w;rkspaceId": "workspace3_id",
} .

3. f#Mget-metric-statistics@ IREX B % WorkSpace &4 CloudWatch R IEFF,

aws cloudwatch get-metric-statistics \

--namespace AWS/WorkSpaces \

--metric-name ConnectionFailure \

--start-time 2015-04-27T00:00:00Z \

--end-time 2015-04-28T00:00:00Z \

--period 3600 \

--statistics Sum \

--dimensions "Name=Workspaceld,Value=workspace_id"

{
"Datapoints" : [
{
"Timestamp": "2015-04-27T00:18:00Z",
"Sum": 1.0,
"Unit": "Count"
.
{
"Timestamp": "2014-04-27T01:18:00Z2",
"Sum": 0.0,
"Unit": "Count"
}
1,
"Label" : "ConnectionFailure"
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}

W IRH Amazon WorkSpaces £ 18)% EventBridge

IBAILAE AR B Amazon K94 WorkSpaces R&E&, #ER, T#H., B8, 2 ANGEHN
WorkSpacesK & F, fla0 , LA LUNEHRATUTER :

« fF WorkSpaces BFXEHFHBFHAINBE , UBFGEXRSE , 2 BEUTHERX , AFREBEXLE
B XEIT,

- £/ WAN IP 3t ¥ E A P WA B 3%, AEERREN AR R WorkSpaces & E#EH
Hr 3% B B9 5 R BROEE Y XA S Bk EWorkSpaces Access,

 {£/A Amazon Lambda 2 #7 & X HBEH 1T E I IEE,

o fERARBEIRHIPE LRI IP it i@ XHF R AREF.

- K H A TIEEK WorkSpaces & Fimhx & WorkSpaces.

A WorkSpaces mazon @R H X miXLEH, EFEA EventBridge A E XK EEH, FH
EventBridge , B MBI 2t X B FCREMBS4AMRN, Flan , ETEERM , SLFH SNS
FHRIEEFHHEAN , REFA Lambda BB ITRLERE, BEXEZER |, ESH Amazon
EventBridge /.

WorkSpaces i[RI ZE 4

WorkSpaces HAFP KB REN , EFRmMARF2KEWorkSpaces AccessZE#H WorkSpace,
FTE WorkSpaces & iR #8 K IX X L E4,

WorkSpaces £ WorkSpaces FiHY (WSP) & HEVE4FEE WorkSpaces & F im b AR RA
4.0.1 REERA,

EHRTRN JSON WK, LATR WorkSpaces Access EHHRBIEIE,

{
"version": "Q",
"id": "64caleda-9751-dc55-c41a-1bd50b4fcOb7",
"detail-type": "WorkSpaces Access",
"source": "aws.workspaces",
"account": "123456789012",
"time": "2023-04-05T16:13:597",

/A Amazon #1T# 2 EventBridge 320
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"region": "us-east-1",

"resources": [],

"detail": {
"clientIpAddress": "192.0.2.3",
"actionType": "successfullLogin",
"workspacesClientProductName": "WorkSpaces Desktop client",
"loginTime": "2023-04-05T16:13:37.603Z",
"clientPlatform": "Windows",

"directoryId": "domain/d-123456789",
"clientVersion": "5.7.0.3472",
"workspaceId": "ws-xyskdga"

RETEHNFR
clientIpAddress

EFPImBAERN WAN IP ik, XF PColP & iR , X2 Teradici 3 RIEEFimkY IP i
ko

actionType

WERYE R successfullogin,

workspacesClientProductName

UTEXS KNE,

« WorkSpaces Desktop client - Windows, macOS # Linux & F i
« Amazon WorkSpaces Mobile client -iOS &Fif

« WorkSpaces Mobile Client - Android %&F im

« WorkSpaces Web Client - Web Access &F i

* Teradici PCoIP Zero Client, Teradici PCoIP Desktop Client, or Dell
Wyse PCoIP Client -ZEEFi%

loginTime

A P& FAEtE WorkSpace,
clientPlatform

* Android

« i0S

WorkSpaces 5 [RIE 4 321
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* Linux
+ 0SX
* Windows
* Teradici PCoIP Zero Client and Tera2
* Web
directoryId

1 B ZARIRAF WorkSpace, HATE B FARAFRIE N E domain/, #l#0 , "domain/
d-123456789",

clientVersion

AT EENEFimRZ WorkSpaces.,

workspaceld

WorkSpace BI#RIZAT,

212 A F 42 WorkSpaces E4RIFHN
FRUTERER T IE WorkSpaces EHHIHN,
FRZM

EiZIWE FEpHES , EEIE Amazon Simple Notification Service &,

-_—

B https://console.aws.amazon.com/sns/v3/home ¥TF Amazon SNS 2 &5,
ESMERKTR , %EF Topics (E& ) .

R E T,

WFRE | EFTRA,

¥IF Name ( B ) , BRAEBBMA—NEN

EROE T,

R OIEIT B,

NF i, EF B FER4,

. XF Endpoint ( iR ) , E#E AZWBOE AR B FER 4 bt

10. EFOIEITE,
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B2 T4 WorkSpaces E4HIA N 322


https://console.amazonaws.cn/sns/v3/home

Amazon WorkSpaces EEER

1. BRI FopEE , EERITH . Amazon Notification - Subscription Confirmation, &%
WA EEIATT .

B2 F 432 WorkSpaces E4HIHN

1. 3T L S# EventBridge ##l& , Mt} https://console.aws.amazon.com/events/,
EEIEM N,

XF Name ( &% ) , HEARUBA —DNEH,

NFANRE | EFEEFEHEXAAN,

‘ET—F,

¥tF Event pattern ( E4E ) |, MITUATRE -

o o b~ w0 N

a. XWFBEHIR , i%£#F Amazon Web Services,
b. XIF Amazon Web Service , #%# WorkSpaces.,
c. XNWFEHEHEH  %EEBEWorkSpacesihRIRR,

d BIMBRT , RINAMENB4LEZEL, MREE  SUUGBE—HE4EARMEZEER
Fimsl WorkSpaces HZE 4,

7. H&EFENext( T—F).
8. BIUTRMEEERN:

a. XF Targettypes ( B#RZEHE ) , i%&#HF Amazon Web Service,
b. X{F Select a target ( %&FE—NE#r) , %E#HF SNS topic ( SNS £/ ) ,
c. NWTFEH, ERENBHCIEN SNS £,

9. BB Next(T—%),

10. (AT ) M ARINIRZE,

1. BEFE Next ( T—F ),

12. EFEIEMN,

THREREFHAFMN Amazon XS4

Amazon CloudTrail 212X EEFAFWRIIMEANMEREY, XTESXRERAFBRISEEIUE R Z
FRAKRMERVEREH , URZBEZLERIEFEROVRS. ARPFREEERMESENEIERSREEST
BERF  XASEMELIEFE UserAuthentication E4HE.
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TRIEETEBNEFRM CloudTrail EHFEMREBEWN.

EHEW EHBW

Credentia B Amazon BREBERAFBABENZILERE , HIEEEMEN
1Challenge CredentialType #&EiE ( #l20 SMARTCARD )

Credentia BAAFEZHERISE CredentialChallenge ¥R, HEEZE
1Verification iF 2 A ITh ik = KM,

UserAuthe BARFZIRRNFIESHRIIEREGERIER , HEAFEKI
ntication ExR, HAPKRERDEHRAIENEIERSENR , F212% UserAuthe

ntication ZEH#HZE.

TRIZRTHEZ R CloudTrail B4 22N EMRRASHBEFTR,

EHEW E4EW BEREMHEAN T~pIE

AuthWorkf X}EXEBENEZFYIFAE  CredentialChalleng  “AuthWorkflowID” :

lowID WRTESEH. XTE8MNA e ,Credentia 9de74b32-8362-4a01-
F &3 , Amazon %A  1Verification a524-de21df59fd83”
REBNEH, UserAuthentication

Credentia BHAAFEZEHMABE  CredentialChalleng  “CredentialType” :

1Type CredentialChalleng e ,Credentia SMARTCARD” ( &I
e BXR, HEEZZIER 1Verification BERY{E : SMARTCARD )
R ZhiE 2 R M UserAuthentication

LoginTo BHRAFZERSENAE  UserAuthentication “LoginTo” : “https://
BHRIEERESE K skylight.local”
TR, HERFERM
B%, HAFRERY
SERPT BB IR EERT
R41i2% UserAuthe
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EHEH EHEW BEREMHEAN T~BIE
ntication ZE#H
I:LlT_\o

Amazon E =N RHIE4
DTREIERTERTFIAEEFRZEN CloudTrail E4MTHF 5,

B
- ERAERFHITSORIERADER
- REAEERFHTEHRIRNEFRK

ERERFHTHORIERKINEF
UTEHFIIHIRT B RERFIRE

CredentialChallenge

"eventVersion": "1.08",
"userIdentity": {
"type": "Unknown",
"principalId": "509318101470",

arn": ,
"accountId": "509318101470",
"accessKeyId": ""

.

"eventTime": "2021-07-30T17:23:297",

"eventSource": "signin.amazonaws.com",

"eventName": "CredentialChallenge",

"awsRegion": "us-east-1",

"sourceIPAddress": "AWS Internal",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/91.0.4472.164 Safari/537.36",
"requestParameters": null,
"responseElements": null,
"additionalEventData": {
"AuthWorkflowID": "6602f256-3b76-4977-96dc-306a7283269e",
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"CredentialType": "SMARTCARD"
.
"requestID": "65551a6d-654a-4be8-90b5-bbfef7187d3a",
"eventID": "fb603838-f119-4304-9fdc-c0f947a82116",
"readOnly": false,

"eventType": "AwsServiceEvent",
"managementEvent": true,
"eventCategory": "Management",

"recipientAccountId": "509318101470",
"serviceEventDetails": {
CredentialChallenge": "Success"

Successful CredentialVerification

"eventVersion": "1.08",
"userIdentity": {
"type": "Unknown",
"principalId": "509318101470",

arn": ,
"accountId": "509318101470",
"accessKeyId": ""
b
"eventTime": "2021-07-30T17:23:39Z2",
"eventSource": "signin.amazonaws.com",
"eventName": "CredentialVerification",
"awsRegion": "us-east-1",

"sourceIPAddress": "AWS Internal",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, like Gecko) Chrome/91.0.4472.164 Safari/537.36",
"requestParameters": null,
"responseElements": null,
"additionalEventData": {
"AuthWorkflowID": "6602f256-3b76-4977-96dc-306a7283269e",
"CredentialType": "SMARTCARD"
},
"requestID": "81869203-1404-4bf2-ala4-3d30aa08d8d5",
"eventID": "84c@a2ff-413f-4d0f-9108-f72c90a4lb6c",
"readOnly": false,

AppleWebKit/537.36
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"eventType": "AwsServiceEvent",
"managementEvent": true,
"eventCategory": "Management",

"recipientAccountId": "509318101470",
"serviceEventDetails": {
CredentialVerification": "Success"

Successful UserAuthentication

"eventVersion": "1.08",
"userIdentity": {
"type": "Unknown",
"principalId": "509318101470",

"arn": "",
"accountId": "509318101470",
"accessKeyId": ""
},
"eventTime": "2021-07-30T17:23:39Z2",
"eventSource": "signin.amazonaws.com",
"eventName": "UserAuthentication",
"awsRegion": "us-east-1",

"sourceIPAddress": "AWS Internal",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, like Gecko) Chrome/91.0.4472.164 Safari/537.36",
"requestParameters": null,
"responseElements": null,
"additionalEventData": {
"AuthWorkflowID": "6602f256-3b76-4977-96dc-306a7283269e",
"LoginTo": "https://skylight.local",
"CredentialType": "SMARTCARD"
},
"requestID": "81869203-1404-4bf2-ala4-3d30aa08d8d5",
"eventID": "acc@dba8-8e8b-414b-a52d-6b7cd51d38f6",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "509318101470",

AppleWebKit/537.36
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"serviceEventDetails": {
UserAuthentication": "Success"

RERERERHEAT H WU &R KK
UTEHFIEIRT B REREF XK RE

CredentialChallenge

"eventVersion": "1.08",
"userIdentity": {
"type": "Unknown",
"principalId": "509318101470",

arn": "",
"accountId": "509318101470",
"accessKeyId": ""
b
"eventTime": "2021-07-30T17:23:06Z2",
"eventSource": "signin.amazonaws.com",
"eventName": "CredentialChallenge",
"awaRegion": "us-east-1",

"sourceIPAddress": "AWS Internal",
"userAgent": "Mozilla/5.@0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/91.0.4472.164 Safari/537.36",
"requestParameters": null,
"responseElements": null,
"additionalEventData": {
"AuthWorkflowID": "73dfd26b-f812-4bd2-82e9-0b2abb358cdb",
"CredentialType": "SMARTCARD"
},
"requestID": "73eb499d-91a8-4c18-9c5d-281fd45ab50a",
"eventID": "f30@a50Qec-71cf-415a-a5ab-e287edc800da",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "509318101470",
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"serviceEventDetails": {
CredentialChallenge": "Success"

Failed CredentialVerification

"eventVersion": "1.08",
"userIdentity": {
"type": "Unknown",
"principalld": "509318101470",

"arn": "",
"accountId": "509318101470",
"accessKeyId": ""
1,
"eventTime": "2021-07-30T17:23:13Z",
"eventSource": "signin.amazonaws.com",
"eventName": "CredentialVerification",
"awsRegion": "us-east-1",

"sourceIPAddress": "AWS Internal",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, 1like Gecko) Chrome/91.0.4472.164 Safari/537.36",
"requestParameters": null,
"responseElements": null,
"additionalEventData": {
"AuthWorkflowID": "73dfd26b-f812-4bd2-82e9-0b2abb358cdb",
"CredentialType": "SMARTCARD"
.
"requestID": "@51ca316-0b0@d-4d38-940b-5fe5794fdad3",
"eventID": "4e6fbfc7-0479-48da-b7dc-e875155a8177",
"readOnly": false,

"eventType": "AwsServiceEvent",
"managementEvent": true,
"eventCategory": "Management",

"recipientAccountId": "509318101470",
"serviceEventDetails": {
CredentialVerification": "Failure"

AppleWebKit/537.36
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Amazon B9 & ELE M WorkSpaces

WorkSpaces Amazon B AmazonfE£IkEM R £ , ZEMIZESD I Amazon X 7 A X,
XEXFMTAXEMERENMBEARAERME THERSED, BXESZER , 52 A Amazon
WorkSpaces R HEIREBE Do

Amazon WorkSpaces &Rt BB XISEE [ , ZIIEESEMIEE RS (DNS) BRAFRKESER |, UL
EEEIHE RS (DNS) % H K BE WorkSpaces F A F| WorkSpaces B {8 WorkSpaces AAF EEM
BERER, fln, BIEA DNS HEEBEABRE , YAFTEHREXE WorkSpaces I A~
B, BRI LU TEZ T SEEN R ER B X, WorkSpaces

BOFERABXEEERRENXGEHEREEINSTAME, ZHTUCEGHATHMEN , MRS
2 HL X WorkSpaces 4 BB IR BER A R, MREFEA Amazon Route 53 # 1T DNS BLE&E , A
AR5 10 5% CloudWatch BiRMEITIRAR E,

Amazon M WorkSpaces ulti-Region Resilition 7£5#8f WorkSpace XiBRHE BN T RELREE
RhZRA |, FHREIML T A 3 X B A i 7o Sk A (8] B A P B E [0 B B BY KB Y TR AR

& LA WorkSpaces ZXE# M EBEXBEERNESFER , THBXKEIBRARANEL SEEMS
¥4, &1t WorkSpace X MIFERBREE , N PM B4 M ER, BHALUNLKBERAERATH
mEH , FlaRE D B X WorkSpaces E4HF HiRIRUBR AR, WRZEFEA Route 53 31T DNS
B , WA AR A4S CloudWatch BIRIVZE TR E,

RES
« Amazon B 5 X5 & 7 [a] WorkSpaces
- Amazon H9% X3 4 WorkSpaces

Amazon BY ¥ X 13 E % [a] WorkSpaces

f&Bh Amazon K9 ¥ X3 B E [ I AE WorkSpaces , &I LAMEF T2 R EMIE R (FQDN) 45 &1 5 Mt
1, WorkSpaces X EE [ SEMITE KL (DNS) BHRMBESFHER , AIEEHE R45 (DNS)
F 2R BE WorkSpaces A F| WorkSpaces FIfF &) WorkSpaces AFEEMEIBER AR, Hilw , B
£/ DNS HEEEBRAERR , YA X EHR EAmazonX i3 WorkSpaces B PR |, &) LA ik
MEEITEENBEZBXE., WorkSpaces

BALAEABXIGEED M DNS HEEBHREBRE  SUXEREMREEINSTRAM, BB LUH
WIRERA THMB Y , FlIRE DB = WorkSpaces 4 BRI IRUBR AR, WRLZFERH Amazon
Route 53 31T DNS B & , NI AT LAFI A %1210 5% CloudWatch B RHETIRIRKE.,
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EFEALLIhEE , B9 WorkSpaces AR ( HEZ ) AmazonXEHAFH#HITIRE., BiELH )
BMAIEETS WET FQDN WEKEMB, XEEZBSBRENAFBETXEAEMI,
WorkSpaces ( #ETXEHEIMBMHRAEN ; ER , EFEXBEEMEZT , ENAF LKA
FQDN R EMBE. )

EQREENE L BFEEE-—NEEFHHR , ZFHFEREHN FQDN , 10 www.example.com
desktop.example.com. EfAEHTEXEHEER , B4 MEEMREEMREH N ENEHEE
DNS BRS5,

BERBEEINB T , MFEETFTRERXEA WorkSpaces B FxBAUASIEXEN, BN RBEINHBE—NE
XigF — P REZMNEEB X, MREXFEHEEFE , NEH DNS SHEEBRHARKSNEN
WorkSpaces AF EEMEIFBEHEEB X P RMI1IRENKHEE., WorkSpaces

EEELNEIXENMEXBXE , AFELHE DNS HEEBRARKEN , EXXSHER ( EXT
HHWBXHE ) .

AEN

. HEREH

- R#

- SR BIEEERF

o (A% ) ]2 SHMKSHZEREA

- SR 3 HEENEZESANXEH B FEKE

- SR 4 BEEK DNS RS Hi%E DNS B KR
« HB] 5 : [ WorkSpaces i R IEEEFZ S
- BXHEEMMEYE

- BHBEXBEED

- BXHEE@MHPBSREML

- BUHEESI B 5 B FHXEK

- BB ZEREA

o MIBRERERI A

o ATFXERAMBUEXBOERESIAER IAM X R

c FLEEABXBEEMENRLEEEN
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FRF M

- BATIREFEMBEEIEESE P A/ FQDN M5, NREMREMAEMEEME |, WTSER
Amazon Route 53 EtEHIH. BXEZFEE , HZH (Amazon Route 53 FF R A RIEF) HHE
Fl Amazon Route 53 Ao

/A Important

IBATIREFTE BB R S REE B 5 Amazon—i2 F A K {E =& WorkSpaces, &[E
E L ZHBFTERBABRLEAE=ZFNEENF , B F2UEMFRERERERE,

HEEKETFREET 255 NERF. BEXEBENEZELR |, 55H (Amazon Route 53 F A AR
) B DNS HE %R,

EXBEEUREERATLAEESE , tEATHAE DNS Xigih &, WREFEAWEFLE DNS X
5, MATREENTAMNE (VPN) 5S8EEBNWERFAE = (VPC) BIiERE WorkSpaces, MR IEH
WorkSpaces AFZ A FEARE X EBEMAFAE FQDN , N WorkSpaces & F ik B AR F IR [E
UTHIRES

"We're unable to register the WorkSpace because of a DNS server issue.
Contact your administrator for help."

o WA E DNS RSZSHELELER DNS BRRHKE, BEXIHEEERSHEMN DNS BHKKBESER |
AIREZEEEE M AR WorkSpaces A Fo

- FEREBXBEERANES N EXBMBEXBXIEF , WorkSpaces FAFSIE, BRESINMNX
BHHEA WorkSpaces BEXHFFERMBERNAFE. A THREFEN Active Directory AP EERZY , &
12U E R AD Connector $5[E1 & WorkSpaces AP IZREN SN XBHHE—IMEIE R, B
K BIE M E 2158 WorkSpaces , 2R /331 WorkSpaces,

/A Important

MRIEFAmazonFEE Microsoft AD BEREENZXEHER , M ReeFMEXEHE
F LR i WorkSpacesfE . =it & &I X H dhiE i i% B FUAE Amazon EEH
WorkSpaces kWM., £EH#XiH WorkSpaces A , T R FEHAAmazonit &
Microsoft AD # 17% X & #l,
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ERBEXBEERNRERS , XNEREM WorkSpaces AF AN REET FQDN KEMEB | m

“EEFXEWET XISASEMB (Fla ) o WSpdx+ABCL2DH It |, BAMIRIBE R 5 : [IEH
WorkSpaces i P ZIXEZEFARPNSRIZE | @M1 5E—FHEE FQDN EZF AR BT Hf
%,

(® Note

IR IETE WorkSpaces & a1 A F A =7 Active Directory FRIZ2AF , NEHE
Bai#F AR, #84 WorkSpaces B MEMWAF XX —HESsE T XEHAEMDMNBIESR
FHBF. WorkSpaceXEIKiE , HEBEMEHBXE R WorkSpaces A F#HITIRER ,
BH R P IESE B 3 BB R iX L i BE ¥ 2 BV B8 T BB 4 WorkSpaces, BEERTENWAFZ
eEET X T 60 B Fup 4,

B 5

- BEXESEEQFA2BIRESEXENERZRERN , RERELTERE WorkSpaces 25—
X, aiEFd  BIHRERBT2RE,

EXREIHEERBZR , ZXTNEEMANHEEXBEERLEEER. fli0 , EaLUF Amazon
Route 53 #fE# % DNS A FE K E X IEFE X CloudWatch Z4R#Y Route 53 ZITIRIR K EHL
Mo WMRMAE T EXFHH CloudWatch ZIR , MIARA DNS HEH B BRI EH WorkSpaces
AFREERRSEREEBXEPRIMI1ZREN KR, WorkSpaces

- YFEABXEEERN , BFPEIETRS WorkSpaces EARREXE 2 AR E. H THERBF T
MBI X RMEATN XX, REN EXISMBERBXHXFT 5% WorkDocs , HATE
W WorkDocs 1 WorkSpaces AAFIREB S#h, BXISHEEZEE WorkDocs , iHSH

(5 # WorkDocs BEER) HFH# Amazon WorkDocs Driv e, H># WorkSpace AP EH
Amazon WorkDocs WEZE R , 5 WorkSpaces jEfft B FH# 3 Amazon Managed Microsoft
AD & Fi Amazon WorkDocs. 3% WorkSpaces Fi F° #t1filf£ & WorkDocs Ei% BT & HIE B
WorkSpaces , HZ# (L Z# WorkSpaces Al #ER) WorkDocsHHI 55 o

- QBERZK 3.0.9 FESFRAH Linux, macOS F Windows & Fin N ARF X FEXIIEER,
WorkSpaces &t 7] LU 5 X i B E 55 Web Access Bt &

- BXEEEM[AEME A Amazon BIAmazonX 5 F WorkSpaces #88] F , 1BB& T Amazon
GovCloud (US) Region s M1 E ( TE ) XiF,
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SR SIEERER R

ERAERER Amazon IKF , EEBREEXHSEERNESNM EXBNHEEBXEHEIBEE S
BIEEER R

1. $TF WorkSpaces ##l& , Wit# https://console.aws.amazon.com/workspaces/o
2. EBHAENEAELA , NENEEEEAmMazonXE, WorkSpaces

3. HESMBEHKT , & Account Settings (I iR E).

4, EBXBEEM@MT , EFCIEEENSE.
5

FFEEFRFS , WA FQDN , Hli0 www.example.com 5 desktop.example.com, EEF
REEAKEN 255 NMNF/H. ERETEFR (AZMaz), BHF (0-9) MUUTFER: -

/A Important

PIRERTNER , CRASEN Amazon IKFXER. BT EEREMKS EFQIZAR
MEEFZTS , MECMFERKS FRER T ERFRHBNAMEXRF BRI, EEFTS
HXERIK T T £ RRE.

6. (Hit)ENRET , EEEEEE B XBENERRE,
7. ERBIEEES

8. EEXLIR K BRETPStep 2, BHFHLNEMERBRHEF B XE WorkSpaces, MMREEHZ N
EERBXE , BNEIMNMEEBXEEEXLESR, FFALFEAHERK Amazon IKF , 8K
PEEBXEPAEEZERE,

(it ) ZR 2 . BEHMKS HAZEER

&R LLEE— Amazon XEHH S —1 Amazon IKF R EZEEF B, 55 —MNKS HEEES B HE
ZKFRTFRR , BESFZAEE5ZKSER— XS FHEHE FREHEUEKREK. AEREEE?
BRI BEM BR1Z A1 B o

(® Note

X TF A Amazon X , Reef— 1B REEE B XK, NMRESHM Amazon IKF HEE
#3E , WRAE-IKF (ZENKSIAZKS ) AU 3I& 512X E /Y B KB,

SR QIEERRE 334


https://console.amazonaws.cn/workspaces/

Amazon WorkSpaces EEER

SHM Amazon Ik HEZEEFIR

1.  FTFF WorkSpaces #2#|& , MiLH https://console.aws.amazon.com/workspaces/o
2. ERHAENAELA  ERESHM Amazon IkKF HEEREFBAMN Amazon X1,

3. HESMBEEF , & Account Settings (IKF iR E).

4, EBXBEE@MXRET , EREEFRE  AGREERE. HZ/BUEREEESIE,

BETUMNFAEETTHREZTERIBNINE. At , BEREKRS,T , EFEEEZEZETAE,

5. EHE/EUEHAEEEIBZNEANSERKFEAET , M AZREEL Amazon KPSz £ EEETSF
#J Amazon I F 1D,

6. ERHE,

SR 3 FEEBEESNXER B FAXEK

FHENEZNBERNREZXE A WorkSpaces B FH KB A7 B 2B BXEX, 1%
BRI EE — N EXFEM— I HZNHEEBEX I,

flgn , MREHNFEXFHEEEED (HBX ) X8, WTLLEEZEAED (HEX ) #HXH
WorkSpaces B Z5XEREP ( EEFRILILEP ) th XK B REXS, WorkSpaces R EXFH K4 H
B, BXIHEEOFSEN DNS HEEBBRARKURSEZEARAL (BN ) KEKENEME
TRARELEESER , WHENAFEEB R WorkSpaces IBIEEELRE ( FERILILER ) XKE At
MNMRENXE., FXEXBEEOFRENESER , BAEXBEEOHESREMH AL,

(® Note
WMRIEH WorkSpaces AFEEHERBXIEMRIE (Fl , HTFRE2H ) |, NI
WorkSpaces {5 A g5 Lb F B3 0 R A 4E . EEF M IEPTTE #1813 & NAmazon it X #Y 3R B (6]
(RTT) , #&#EA A mazon Connection Healt WorkSpaces h Checko

FE#ER & 5B XK

N FEN Amazon XiF, , REEPEEHBE—NE FZXb, MRESE5HM Amazon K R EEZ T
B, MRE—NKF (ZNKFPIEZKS, ) ATLUE RS S ZXE P E FxBk,

1.  FTFF WorkSpaces #£#l& , ML https://console.aws.amazon.com/workspaces/o
2. EBHAENEAELA , NENEEREEAmMazonXE ., WorkSpaces
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3. ESMBHH , % Account Settings (I FIRIE).
4. EBXEHEEM@MXEKT , EBREEFTHE  ARERRE. XBK/BUEXEK,

et DUFE R B SRR B R AEENE LA B FMAXREK, At , FEXBKHBERT , &FxX
Bk B %o

5. HEXRB/AUEXBRREBREKEERT , BFEEZ Amazon XA XEKEZS B E Fo

® Note

mREFAmazonEE Microsoft AD BEREENZXFES , M REEXEFHFHE F
A[LLE Amazon WorkSpaces —i#2 . =17 Amazon WEFIXEH P EA % B %
WorkSpaces kM. £EHHXIE WorkSpaces A , T B R FEHAAmazonit &
Microsoft AD # 1T % X135 & #l,

6. EFEXEK,

7. BEEXLELSER  EBEREFStep 2, BFLNENIERHERES X WorkSpaces. IIREEZ MK
BEHEBXE BN MHERBXBEEXES R, EFLNHERNEENEESMNERBXE
Y B FAXEK,

SR 4 BLELERY DNS BRSS 1R E DNS B H KR

BIEERES B IERENBXENGE , BU R EEFZFERFEANEEE DNS RS, Nt , Bl
F1E{T DNS RSIRMHRE, MR EEZEEH % DNS REIZMERE , M A #EH Amazon Route 53, BXE
%{EE , 2R (Amazon Route 53 FF X AR 1ER) IV Amazon Route 53 Bl E I DNS R,

NEEE DNS RSG5 , E4MREBEATEXEHEEMA DNS BB K, Hl , &a] bl EH
Amazon Route 53 ZTIRIR KR ERAELRNAF 2 A AT EREXISIERZ S M4] WorkSpaces » 1R
BHWRAFTEERE , WETLIER DNS SEEB KT DNS REN —MNXEEBHE S — MK,

BXi%E DNS IBHEFEMHNESZEL |, 5 (Amazon Route 53 FF X A RIEFE) FHIEFREHFEE,
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EURERKFPERABXEEER , RARABEERIEBEXEE WorkSpaces 7E [ #9 £t
to B Amazon BEXEEE@RBEPNSER 1-3 #H1TRIE, WorkSpaces

5. BLi& DNS fRE H1RE DNS B H K,

BBIRE DNS RS HEEXLEWN DNS BHAXRK, BXEEEQSEH DNS BHEKBEESE
A, AIREEEEE SR WorkSpaces A,

6. iRE mE*EiJEE;EF]F BRAREARRE—HTE FQDN EEFHRNB T4, BXEZE
B, BZHELR S5 . MEW WorkSpaces AP ZIXEZEFRHE, BREM WorkSpaces A £
E’ngﬂ: FQDN B EME , MAREEEXENE T XEAEMEE ( Hli0 wspdx+abc12d ) »

/A Important

« MRETE WorkSpaces 2l & F2IE A~ A7 Active Directory FEIZAF , NE
LIREHFAFE , #4 WorkSpaces Bal MW A F &% —HEBEE TXIEHMN EMEE
WY BXiE B F B, WorkSpacelX EIRE , ¥R WorkSpaces 7R EX AP #H TR
B, YREVA P R B 3h W EX L HH B X3 Y BB F B4 WorkSpaces. &% B85 RIER
APZBEEET XIS EMBH B Fb 4,
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https://docs.amazonaws.cn/workspaces/latest/adminguide/register-deregister-directory.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/register-deregister-directory.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/launch-workspaces-tutorials.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/launch-workspaces-tutorials.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/multi-region-resilience.html#create-standby-workspace
https://docs.amazonaws.cn/workspaces/latest/adminguide/multi-region-resilience.html#create-standby-workspace
https://docs.amazonaws.cn/workspaces/latest/adminguide/cross-region-redirection.html#cross-region-redirection-create-connection-aliases
https://docs.amazonaws.cn/workspaces/latest/adminguide/cross-region-redirection.html#cross-region-redirection-configure-DNS-routing
https://docs.amazonaws.cn/workspaces/latest/adminguide/cross-region-redirection.html#cross-region-redirection-send-connection-string-to-users

Amazon WorkSpaces EEER

- XERENERBNABR ; ER K EfEXBEEERER , LA L MHA
FQDN B EAM

Bl ZE % A &4 WorkSpace

FERIEZ AEIAZE WorkSpace , IERREFTHEREZY , SEEEXFENAEXFEFCIEAFB
., EERXIE WorkSpaces WAF#ITEE., EKFAPEEEXHEEQUARBE RS EMERRES
#Z# WorkSpaces BR#l,

Bl Z2 % A &IZA WorkSpace

1. FTFF WorkSpaces ##|& , Mt https://console.aws.amazon.com/workspaces/o
ERFHIENALA , RENIEEFEEAmazonX1F, WorkSpaces

ESMERKT |, %&#HE. WorkSpaces

1%£$F WorkSpace E i HA|ZE & A&l WorkSpace <K,

TR BRE, REEE “BIEFFH” WorkSpace.
REREEHAFAERARIANREXE WorkSpace , RFiERE “T—%7
ERHEBXEPNAFBER ,, ARERT -5,

( A& ) AMEER. BRBEMNEAEERE,

© N o g &~ 0D

- BENMMBRRY , FERANZZATIHAZEH,
- ERABIEES  BARERABEES. RE , P ZERENBIANEERNE AFARE,
o ERMFIRE | BRBRINFIRE,

%Eiﬁ*¥-|:_$o

(@ Note

. MREFRBXHEIE , WorkSpace NSFIEFIFER, B2 , B LUEENEBZRRA
B MBRHRA,

- EHMBEEFRSER/LD o

- FEAERSI[HIRBRINEFE B BIEE WorkSpace Jjg WorkSpace , A LAE “IRE
RER” T % sn a pshots KBS E &,
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9. EEFVERXMIRE , WorkSpaces R “8I#E”,

® Note

- BEEFERIEFNIEE WorkSpaces , EHI{EFEZE WorkSpace #1581 H,

- ZFfAE WorkSpace (X EHIEEHWLFRE , WorkSpace EFR2NEBEFH RS
(385 C ) RAFE (E3I25 D) WorkSpaces, BRINVER T , BB E B4 TR AR
To ENRES (K35 C) HAFSE ( Eahge D ) NEBEH| WorkSpaces E|&EAE
WorkSpaces , /3 AEE Hl,

EEFYIER WorkSpace

BREEEEENR, BB, MERTHEZAHEIZR WorkSpace,

N&E RSB ABIEE S WorkSpace

1.  FTFF WorkSpaces #2#|& , Mt hitps://console.aws.amazon.com/workspaces/o

2. BIFEHNEEXE , %&#FE WorkSpace ID,

3. ETRE “FH WorkSpace ” % , REIEE “wEFH” WorkSpace,

4. B ‘BRABESES’, AR , ERZEEEUBIAECERNEAFNKE, AT, EBRE.

@ Note

o FHER WorkSpaces TiEKER. MREFILZFHER WorkSpace , EFR2RBERRTE
HI{E, BANEBVAFERHSVIRA WorkSpaces 2 B & AR 1Z AT HY T4,

- BEFHIIRDT B ABIEEH WorkSpaces , BRI 1% B REEM Active Directory
Amazon#tE Microsoft AD BEE N EHBI&AXE. BRELWE R , FER ‘EHLIH
WorkSpaces HlAmazon B RSB SELEMEL SBoNT R 1 E 3 RSHELDRE
A% XigAmazon¥EE Active D irectory, WorkSpaces R HAmazon¥t & Microsoft AD HI 1
b B % 35 % X i &

- ENBEEFRSEE/LDH.

- FERAEBRREENRBRIIEFREBABIEE WorkSpace J§ WorkSpace , A LAEMREREBT
K ER R AV A (R B
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https://console.amazonaws.cn/workspaces/
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/building-for-business-continuity-with-amazon-workspaces-and-aws-directory-services/#:~:text=Region(s).-,Walkthrough,-Step%201%3A%20Provision
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https://docs.amazonaws.cn/whitepapers/latest/best-practices-deploying-amazon-workspaces/using-multi-region-aws-managed-active-directory-with-amazon-workspaces.html
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fl Br % A Bl A WorkSpace

B AR IEE R B WorkSpace RS 88 —# 48 1L & A Bl WorkSpace.

i B & A &4 WorkSpace

1. FTFF WorkSpaces ##|& , Mt} https://console.aws.amazon.com/workspaces/o
2. HEEFHAENALA  REMEEFETEAmazonXE, WorkSpaces

3. ESMEKRTP , B, WorkSpaces
4

ERFYER WorkSpace HiEE ‘MR, MIBREABEEKRAEFEE 5 248 WorkSpace, FEMIBR
HEYP , RARSB[/AVIRS WorkSpace FF B R “IEELLL", BBRTERE , FRABEESMNES
A WorkSpace H %k,

® Note

1 BR %= FAEUIE E WorkSpace = — UK AMERIE , TEBIE. & A WorkSpace AP EBET 2
RE , A%, ERMEXZMAFKIENHE , B8R Amazon Support.

% F B2 @ #EE # WorkSpaces

EZXFEHEEPEABEEFHATFENEENAEXEEHZHXE, ERERST , ZXiF#
£ WorkSpaces # 12 MR —RERGHREB (CHE ) MHBIE (D £ ) HRE, XERBRMEZ
o 2 5 Bh X 33 A T & A X 18 WorkSpaces, BIABIR T , FIRSHBIEE Sl FEARS
WorkSpaces,

NEABIEERRABIEE HI/E WorkSpaces , FEHESWAHBRBEIETER , MELRBHIEER
B, Akt , AENRWE —XE 4 WorkSpace FLEEEEHITEREKMWATE, RE2EM LR EN
B [B) F@ N WorkSpaces it & B , A7 o EE AT E .

EMEEBHE , SAFPHMEEORHXER |, i1 AEREEZ WorkSpaces X1 , EFEE
R7F 12 B 24 MW BIENBARF. SHAFPERARAERNE WorkSpaces , ZXiF# M4 5@IBM
1R & A E R WorkSpaces S A = XE R R BE#H % WorkSpaces A &I,

RS , AP EESEZ A RS S WorkSpaces 2 8 , NFZI &A1 EHENRE LI BN EEHEE
WorkSpaces, HM1ERERE , TR E @2 £ X8 & H F X5 WorkSpaces.
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Amazon WorkSpaces FHIZ £ M

Amazon T 2 EM=Z 2. fEN Amazon BF , BENERFEEARSHLLHBE LW ERMMIT
ERHIED O M ELEE T Z S,

ZeMRAMazonMEBHHERT, TELEEXNFER RN ZNZEHNZFINZ LM

- THZEM - Amazon AFRIFTE Amazon =HIZ1T Amazon IRFHEMIEHE, Amazon & @R 1R
HUZEERANERS. ERAmazonEHITRIN—22 , FE=ZFFIT AN EHNAMNE LSS
HEMM. ET#ERT WorkSpaces FIEM TR , ES RSN M ITXSEE WA Amazon BB

- THNEEM - EHREREEANAMazonRFERE, EERFENHMEREZEAR , SBENHEN
BN, BRANERUREREREN.

LSRR BY AR T SRt AE £ A WorkSpaces RN AREHRBER, ©i%8 7 WM EE WorkSpaces
DRMEBNLZEEMEAE B IR, BEL T BUMEREAM Amazon IRSS KA B & = MR
WorkSpaces &R

Bx

- S EIERT WorkSpaces

X} WorkSpaces # 17 & 4 #i5 [0 E &

« Amazon WorkSpaces HJ &M 1 iE

« Amazon WorkSpaces A Y # BE ik & AE

« Amazon WorkSpaces FHIEIZEZ =M
- FWEFHEE WorkSpaces

I 5 By B 3E 4R 7 WorkSpaces

Amazon7 EREERER T I DB NIRRT WorkSpaces, MiZERFFHR , Amazon AFRRY
IZ1TFTE Amazon Web Services = £ XK EM g, SAREFXNEETHEMZE FHNABTHE
#l, BEBTEFTERR Amazon Web Services WZ 2B EMBEETS. BXBERILNESES
BSRBIERALT A,

HFHBERPEN , RNBIUERH Amazon Web Services i &iE H 6 Amazon IAM Identity
Center 5} Amazon Identity and Access Management ( IAM ) RE&ANAF, X# , 8MNAFRRE
BITHIERRAMENNR. RIDEBRWEES AT AR HIE
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https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/data-privacy-faq

Amazon WorkSpaces EEER

- WEANKFERSES BRI (MFA).

« f£/ SSL/TLS & Amazon BR#HITER. BMNEREM TLS 1.2, BWEH TLS 1.3,

« f£A Amazon CloudTrail iRi& API M A &z A &g

« £ Amazon MHE R R Amazon Web Services FHIFTEBRINR £33,

- FASREELZLIRS ( Hl0 Amazon Macie ) , EBEBIT RAIMRF 767 Amazon S3 FEVBUR
Bz,

- MRLEBIGSTRER API 7E Amazon REEL FIPS 140-2 RIEM INZER | & H

FIPS ii =, XA AN FIPS MEMNESZEER , TS50 (ZEBKIPEELAEFRAE (FIPS ) 5 140-2
&) o

BARZNEBRUEY BRI AEEIBBES (WEEFWE FiffFitit ) RARSHBHBRN N KRFER
(MEBHRER) ., XBIEEFEHEZEHE. APl WorkSpaces 3 SDK 5 LA E fttAmazon Web Services 5
A 2% & Amazon CLI, APl 2 Amazon SDK B8R . EATREMNHRERBEBEAXNEAFTEHH
ANEABIESTELAATFITRI LW AL, NERBEADPRSEBIEEMI |, RITBINEBNEFTELERN
A EEEIEE R RBIEX ZRS [N E R,

Yk

& 0] LAfE A FR Y 2 Amazon KMS4A WorkSpaces 1% 7% & Amazon Key Management Service, BX
BZER SN &K WorkSpace,

£ &4 6l WorkSpaces B , WorkSpaces {8 L 5 #3814 X 3R 7% (Amazon EBS) Elastic
Block Store SREIEZFEEXLSE, EBS B 1TALARARN AES-256 &% , FIABEZRHMEZENSE,
BXEZER , BHSHE (GEAT Windows EHI# Amazon EC2 A F#ER) H# Amazon EBS %,

& %8 R 0 &

XF PColP , i EIEFEA TLS 1.2 & Sigv4 BERZZHTINE, PColP MU ERHH AES
MZWNZR UDP RERZRGR, BXuwO 4172 ( TCP 1 UDP ) BVREREEA AES-128 A
AES-256 ZHITINZ , BMZEERIARN 128 1, ELUES FHERTF Windows WorkSpaces #9 “Eg
B PColP Z£REBAKM iREBHIEHK Amazon Linux XHEFH PColP Z2i&BRFHLERINEE R R
256 {1, pcoip-agent.conf WorkSpaces

ET#AEX Amazon AXKBEENWE ZEE WorkSpaces , IS FEE PColP Z£1i% BN EELR
#) Windows WorkSpaces. B4 7 f#UAEX pcoip-agent.conf X , iHZ[H Teradici X H
A9 ) B Linux EBY PColP {217 WorkSpacesHl PColP Z&iR &,
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https://www.amazonaws.cn/compliance/fips/
https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSEncryption.html
https://www.teradici.com/web-help/pcoip_agent/standard_agent/linux/21.03/admin-guide/configuring/configuring/#pcoip-security-settings
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%t F WorkSpaces R (WSP) , {4 ey F S5 dE 6/ DTLS 1.2 M1% UDP RE#HTMNE | &
Fi AES-256 3T TCP FiZ# 17 TLS 1.2 M&.

Xt WorkSpaces # 17 5 19 M1/ 7] & 2

RIABERT , IAM AP LIEE WorkSpaces BIRMIRE, EARF IAM AR EE WorkSpaces &R ,
BREE—N IAM RRUOMMNEXNERFNR , AEFIHRBEHMNEEEXLENRN IAM AF%
4,

ERHEBANR , EHENRAS, ARAEFMNNR

- BEHOREEE IAM RIEENAF
YEERATEARERIENAR, BR (AM AFER) FHE=S5HRUBUERE (ka5
RIRIUE ) A BRRETIRE,

- IAM AF :

- SIEENAFAUEENAE, BR (AM AFERE) B3 IAM A el2 A SRR TERE.

« (THEER ) FRBEZMNIIAFSERASRNEAFE, B8 (AM AFER) PEAS
ANIIAER (#ZHE ) PRHBARITRE.

BXIAMEBNESER , F5H (AM AFER) PRERBENNER.

WorkSpaces 281 —1 IAM A workspaces_DefaultRole , ZA® L WorkSpaces R 1H
(] P 5% H9 R o

AXIAMWEZELR  FSESHMBEEE (IAM) M IAM BFEE. BaE (IAM BFriE
) A Bx Amazon WorkSpaces FVIR1E, FEMEFZHESD , HEITE IAM NPRKBE P EHAK
WorkSpaces 15 ERIR, BIEMFZH L TR,

BXTUREEE IAM KN ITE | H300 Amazon FEEERE. LETLER IAM Policy
Simulator N iX KR 1P E2IE4 I Amazon BEEIFEK.

(® Note

Amazon WorkSpaces F X #fF IAM ZIEFRBEL 2] WorkSpace H ( 5404 S I EL E XX
%),

RS
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://www.amazonaws.cn/iam
https://docs.amazonaws.cn/IAM/latest/UserGuide/
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonworkspaces.html
https://www.amazonaws.cn/blogs/aws/aws-policy-generator/
https://docs.amazonaws.cn/IAM/latest/UsingPolicySimulatorGuide/
https://docs.amazonaws.cn/IAM/latest/UsingPolicySimulatorGuide/

Amazon WorkSpaces EEER
- REETRBI

£ IAM KB I E WorkSpaces %R

B2 workspaces_DefaultRole £

8J2 AmazonWorkSpacesPCAAccess RE &

« WorkSpaces B Amazon £ & K

K& B
LT RGIERTETHATES IAM AP X Amazon WorkSpaces B9 R #Y 3R B&1E A,
Example 1 : #14TF7 & WorkSpaces £%

LT RBEAFERT IAM BFITETE WorkSpaces EFHIR , LIECIBNEEB R, BEXERTFIE
TRBRIRETZEAINR,

RE& Amazon WorkSpaces £/ APl i BT TERN T2 X#F Action M Resource THE , BES
FAmazon Web Services Management Console F#9 Amazon WorkSpaces , IAM AP % E £ A
T REFRERIR

o ¥24E : workspaces:*" ] "ds:*"

« %®J8 : "Resource": "*"

LUR SRS RBIE R T 1041 f23F 1AM A P 8 FH Amazon Web Services Management Console )
Amazon WorkSpaces.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"workspaces:*",
"ds:*",
"iam:GetRole",

jiam:CreateRole",

iam:PutRolePolicy",

iam:CreatePolicy",
"iam:AttachRolePolicy",

jam:ListRoles",

REE R 355



Amazon WorkSpaces
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"kms:
"kms:

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

ListAliases",

ListKeys",

CreateVpc",

CreateSubnet",
CreateNetworkInterface",
CreateInternetGateway",
CreateRouteTable",
CreateRoute",

CreateTags",
CreateSecurityGroup",
DescribeInternetGateways",
DescribeSecurityGroups",
DescribeRouteTables",
DescribeVpcs",
DescribeSubnets",
DescribeNetworkInterfaces",
DescribeAvailabilityZones",
AttachInternetGateway",
AssociateRouteTable",
AuthorizeSecurityGroupEgress",

AuthorizeSecurityGroupIngress",

DeleteSecurityGroup",
DeleteNetworkInterface",
RevokeSecurityGroupEgress",
RevokeSecurityGroupIngress",

"workdocs:RegisterDirectory",
"workdocs:DeregisterDirectory",
"workdocs:AddUserToGroup"

]I

"Resource": "*"

"Sid":

"iamPassRole",

"Effect": "Allow",
"Action": "iam:PassRole",

"Resource": "*",
"Condition": {

"StringEquals": {

"iam:PassedToService":

"workspaces.amazonaws.com"

REE R
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}

Example 2 : #1147 WorkSpace #EE%

AR R BB AR F IAM AP 4T WorkSpace 3 EES KR |, tban /3 30 Fif Bk WorkSpaces, &R
BEAH |, ds:* BEBRFI ZHNR , XBENKFPAE B ZRESH R TEIZE R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"workspaces:*",
"ds:*",
"iam:PutRolePolicy"
1,

"Resource": "*"

E R RF HA P WorkSpaces 8 A /@ | Amazon WorkDocs BYXBR |, &0 T BIFTREY
workdocs B4E.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"workspaces:*",
"ds:*",
"workdocs:AddUserToGroup"

1,

"Resource": "*"

ERRF AP ERAZ3 WorkSpace [ S IR |, iR T BIFT R kms B4E,
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"workspaces:*",
"ds:*",
"workdocs:AddUserToGroup",
"kms:ListAliases",
"kms:ListKeys"
1,

"Resource": "*"

Example 3 : 3 BYOL WorkSpaces #1TFf& WorkSpaces %

LT RBEEART IAM AFHITFTE WorkSpaces 55 ( 21FERIZ B 1F Al (BYOL) WorkSpaces Fit
=/ Amazon EC2 155 ) IR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"workspaces:*",

"ds:*",

"iam:GetRole",

"iam:CreateRole",
iam:PutRolePolicy",
"kms:ListAliases",
"kms:ListKeys",
"ec2:CreateVpc",
ec2:CreateSubnet",
"ec2:CreateNetworkInterface",
ec2:CreatelnternetGateway",
"ec2:CreateRouteTable",
ec2:CreateRoute",
"ec2:CreateTags",
ec2:CreateSecurityGroup",
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ec2:DescribeImages",

"ec2:ModifyImageAttribute",

ec2:DescribelnternetGateways",

"ec2:DescribeSecurityGroups",

ec2:DescribeRouteTables"
"ec2:DescribeVpcs",
ec2:DescribeSubnets",

’

"ec2:DescribeNetworkInterfaces",

ec2:DescribeAvailabilityZones",

"ec2:AttachInternetGateway",

ec2:AssociateRouteTable"

’

"ec2:AuthorizeSecurityGroupEgress",

"ec2:DeleteSecurityGroup"

ec2:AuthorizeSecurityGroupIngress",

’

ec2:DeleteNetworkInterface",

"ec2:RevokeSecurityGroupEgress",

ec2:RevokeSecurityGroupIngress",

"workdocs:RegisterDirectory",
"workdocs:DeregisterDirectory",

"workdocs:AddUserToGroup"

iF

"Resource": "*"

"Sid": "iamPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",

"Condition": {

"StringEquals": {
"iam:PassedToService":

"workspaces.amazonaws.com

£ |IAM KB H 5 E WorkSpaces # IR

EERKIEGMN Resource TEFIEE WorkSpaces BIR , EEAREMN Amazon BREZ# (ARN),
BEAYSRIELETERE IAM KHEIZGMN Action TEHRIBEMN API BIERNNER |, £ 8] LA &)X
WorkSpaces &R#IA B, WorkSpaces i WorkSpaces., 458, IP AME FE N ARN,

1£ IAM KBS 18 E WorkSpaces &R
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WorkSpace ARN

WorkSpace ARN EB LT RGlH ERIIEE,

arn:aws:workspaces:region:account_id:workspace/workspace_identifier

X

WorkSpace FRTERY X4, ( 0 , us-east-1),

account_id

Amazon IKF#Y ID , FEEFR ( Hltn , 123456789012 ) ,

workspace_identifier

WorkSpace ¥ ID (fl%0 , ws-albcd2efg),

LT RATFRREANEE WorkSpace B R BB A Resource TEMIER,

"Resource": "arn:aws:workspaces:region:account_id:workspace/workspace_identifier"

BAILAER * BEAREEE THEXEHRSEKFWFTE WorkSpaces,
BR{& ARN

WorkSpace B ARN EF LT R4 EREViEE,

arn:aws:workspaces:region:account_id:workspaceimage/image_identifier

X i3
WorkSpace BRKFTFERY X4, ( 0 , us-east-1),

account_id

Amazon KV ID , FEEFSRF ( HlE0 , 123456789012 ) ,

bundle_identifier

WorkSpace B&RY ID (BlEN , wsi-albcd2efg)s.

UTRATFHRBREMSEMGAKRIEE TN Resource TEMIEN,
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"Resource": "arn:aws:workspaces:region:account_id:workspaceimage/image_identifier"

WA LER * BEARETE TEE XS EKF HAERE,
B2 ARN
IRS2 ARN 5L T REIH S RIEE,

arn:aws:workspaces:region:account_id:workspacebundle/bundle_identifier

X2

WorkSpace FR7ERY X4, ( 0 , us-east-1),

account_id

Amazon lKF#Y ID , FEEFSR ( Hltn , 123456789012 ) ,

bundle_identifier

WorkSpace fRZ52# ID (10 , wsb-albcd2efg).

LT RATHRAEMIERS SHNREEE TN Resource TEAVHEN,

"Resource": "arn:aws:workspaces:region:account_id:workspacebundle/bundle_identifier"

BELER * BEAREER THEXSHRHEKSNAERSZ,
IP ¢4 ARN

IP 4 ARN EB LT RAEIHERBEZE.
arn:aws:workspaces:region:account_id:workspaceipgroup/ipgroup_identifier

X1

WorkSpace FrfEHY X ( Fl#0 , us-east-1),

account_id

Amazon IKFRY ID , FEEFH (flan , 123456789012 ) ,

1£ IAM KBS 18 E WorkSpaces &R 361
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ipgroup_identifier

IP 4849 ID ( 4l wsipg-albcd2efg)

LT RATRRENMNSE IP HAKEEIETH Resource TEAEN,

"Resource": "arn:aws:workspaces:region:account_id:workspaceipgroup/ipgroup_identifier"

BELMER * BEMAREER THEXSHRHEKSHNAE IP A,
B3k ARN

B3 ARN EB LT REIFERNEE,
arn:aws:workspaces:region:account_id:directory/directory_identifier

X

WorkSpace FR7ERY X4, ( 0 , us-east-1),

account_id

Amazon IKFHY ID , REEZHF (B0, 123456789012 ) .

directory_identifier

B ID ( filtn d-12345a67b8 ) .
AT RATFTIRRENMEE B XN RIBEDH Resource TEMNEI,
"Resource": "arn:aws:workspaces:region:account_id:directory/directory_identifier"

WA LER * BEAREEE FREXE P ERFOARE B .
=518 ARN

E#EHE ARN EE LT RAIH ERIVIEE,

arn:aws:workspaces:region:account_id:connectionalias/connectionalias_identifier

1£ IAM KBS 18 E WorkSpaces &R 362



Amazon WorkSpaces EEER

X1

EERBMENXE (HlN, us-east-1),

account_id

Amazon IKFHY ID , REEZHF (B0, 123456789012 ) .

connectionalias_identifier

HERERIZH ID (HlIN , wsca-12345a67b8 ) 6

T RATHRAEMIEERS B RKIE IR Resource TRERMEN,

"Resource":
"arn:aws:workspaces:region:account_id:connectionalias/connectionalias_identifier"

BAILAER * BRAXREEE TR EXEHFPEFEKFNATEEZRSB.
TXEFRBERNEREN API B4
BB ALLT API BEIEERIR ARN :

* AssociatelIpGroups

* CreatelpGroup

* CreateTags

* DeleteTags

* DeleteWorkspaceImage

* DescribeAccount

* DescribeAccountModifications
* DescribelpGroups

* DescribeTags

* DescribeWorkspaceDirectories
* DescribeWorkspacelImages

* DescribeWorkspaces

* DescribeWorkspacesConnectionStatus

* DisassociateIpGroups
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* ImportWorkspaceImage
* ListAvailableManagementCidrRanges

* ModifyAccount

NTFAZFERENRN AP 4E | BABEENA T ROIFPERHRFRED,

"Resource": "*"

PXFHNAZRRATIKS RERHBIRY AP BE
NFUT APHRE , HERFEFEKSPAN |, BFTEERR ARN FIEEKF 1D :

 AssociateConnectionAlias
* CopyWorkspaceImage

» DisassociateConnectionAlias

NTXLE AP 4 , AELZKFHRAEELENRIFRN , B g2 EHIR ARN FIEEKS 1D, HIKF
TRERREN , BXHANKS IDEE * , AT ROIFFTR,

"arn:aws:workspaces:region:*:resource_type/resource_identifier"

#8122 workspaces_DefaultRole &

AR AP EM B Rz Bl , MFBIEAR N workspaces_DefaultRole WABREEE., WAGHAR
HigEIhReel2 |, & MR EFEHAmazon Web Services Management Console/8 3 WorkSpace , N

© 4@ Amazon WorkSpaces % FARKREF A4 E Amazon BRHNR, MRKEBTERE , BN

FRAUTEFRUETE.

€12 workspaces_DefaultRole &

1. EFAmazon Web Services Management Console , A& ST MuLITH IAM 2§ & - https:/
console.aws.amazon.com/iam/,

2. EEMNSMERS , ERAG,
i%4% Create role ( 812 A® ),

4. 7f Select type of trusted entity ( EFRZEERMAWER ) T, %F Another Amazon Ik ( HE
TE#HEBEKF ) .
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https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
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5. XTFKF ID, EHWARBEFRHRNERBKS 1D,

X FIEW , EODEESERIE (MFA),

1% $ENext: Permissions ( T —%: X R ) -

M NI PR K RE T L |, 1%£$F Amazon £ E KB AmazonWorkSpacesServiceAccess Fl
AmazonWorkSpacesSelfServiceAccess,

9. EREMNRURAT , BEWETEEANBRUR , BN TRSEHNEIASHRBERERR, 3K
RATBE LM IE BN ELERENR,

10. BERT—F 5%,

11. 7E Add tags (optional) (RiNFRE (%)) RE L , RFBFEZRNRZ,
12. %3 Next: Review ( T—%: 1 ) o

13. EFZINEL , ¥ TAREF , B A workspaces_DefaultRole,
14. (W) X TFAEER , ERARR,

15. i5i%# Create Role(BIEZA ),

16. 7£ workspaces_DefaultRole 2R ERNE L , EHEEEXRRETF,
17. EEEXRETF L , EREEEEXR.

18. ERBEIEXRNEL , FUERBEABRAIUTED,

© N o

{
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "workspaces.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

19. i%&# Update Trust Policy ( EFEEREE ) -

#2 AmazonWorkSpacesPCAAccess RS B

ERFERETIEPHNEMRIESREFRCH , BHUAMAERIER N AmazonWorkSpacesPCAAccess
NEBREEE. tAGREZMFEHAmazon Web Services Management ConsoleXt B i {TE FiE
P E DRI GIZEY , ©&8F Amazon WorkSpaces X &R &5 Amazon Private CA &IRAIER,

B2 AmazonWorkSpacesPCAAccess RS A& 365



Amazon WorkSpaces EEER

WRBATEREARHEGEEETIIEPNSORIEIMSBULASTEE , NWEAUERANATIREE L
ﬁ@lo

£ Amazon CLI €12 AmazonWorkSpacesPCAAccess FRE A

1. FEAUTXAERBIEEZ N AmazonWorkSpacesPCAAccess. json B9 JSON X4,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "prod.euc.ecm.amazonaws.com"
I
"Action": "sts:AssumeRole"
}
]
}

2. BEFEEEFHE AmazonWorkSpacesPCAAccess. json BEHIZITLLT Amazon CLI K612
RS A€ |, BRI AmazonWorkspacesPCAAccess & KK,

aws iam create-role --path /service-role/ --role-name AmazonWorkSpacesPCAAccess --
assume-role-policy-document file://AmazonWorkSpacesPCAAccess.json

aws iam attach-role-policy —role-name AmazonWorkSpacesPCAAccess —policy-arn
arn:aws:iam: :aws:policy/AmazonWorkspacesPCAAccess

WorkSpaces B Amazon &R

EmAF, ANAERNNE , SECEEXRKEHEL |, 8 Amazon TEXRKER £, I NEHPR
REMENRN IAM ZEFAEXRKEERNBAME L AR, EREA] , BEEH Amazon TEXKK, X
EREEEENFEARG , JEEH Amazon IKFHER. BX Amazon RERKNEZER |, HS
% IAM A F#8RE Y Amazon & K B,

Amazon RS AZE 4 FEH Amazon EE XK, BT EE X Amazon EEFRBEHINRE, RS A
BEB/REm Amazon EE RPN BRUZ S INEE, WEREHSFWHNKRBHWFIEEH (A
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon WorkSpaces EEER

F.ANAS) . SEIHBFEIFRETAN , REHA TELERH Amazon REXRK. BKFF4
M Amazon FEERBEHMERNIR , Rt RBEEHRTLBIRENIBRR,

AN, Amazon BB S MRS M TEIREER L E K ik, 0 , ReadOnlyAccess Amazon &
REGRMEXIFTE Amazon BRSF ME RN RRFHENR. ZHARS B FIFER , Amazon &7 FIRIEF
BRAMAENR, BXxTEIRERBHNIIRMER , FSH IAM AP WER T TIEREN
Amazon & K.

Amazon £ E XK : AmazonWorkSpacesAdmin
IR BEIR 415" Amazon WorkSpaces EEIRENNIR, TRHEUTNE :

- workspaces - R FIHEEX WorkSpaces #IRNITE B IR,
« kms - RFHE T HFFR KMS ZHURFIEBIAE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:DescribeKey",
"kms:ListAliases",
"kms:ListKeys",
"workspaces:CreateTags",
"workspaces:CreateWorkspaces",
"workspaces:CreateWorkspaceImage",
"workspaces:DeleteTags",
"workspaces:DescribeTags",
"workspaces:DescribeWorkspaceBundles",
"workspaces:DescribeWorkspaceDirectories",
"workspaces:DescribeWorkspaces",
"workspaces:DescribeWorkspacesConnectionStatus",
"workspaces:ModifyCertificateBasedAuthProperties",
"workspaces:ModifyWorkspaceProperties",
"workspaces:ModifySamlProperties",
"workspaces:RebootWorkspaces",
"workspaces:RebuildWorkspaces",
"workspaces:RestoreWorkspaces",
"workspaces:StartWorkspaces",
"workspaces:StopWorkspaces",
"workspaces:TerminateWorkspaces"
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
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]I

"Resource": "*"

Amazon ¥£E KR : AmazonWorkspacesPCAAccess

LI ERBBIRMEX Amazon Ik Amazon Certifice Manager Private Certificate Authority (Private
CA) BRHFRINER , L TETIEPNEHRIE. ©887 AmazonWorkSpacesPCAAccess A&
h, BREUTNR :

+ acm-pca - SLiF 5 E Amazon Private CA LB E FiE BN B HRIE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"acm-pca:IssueCertificate",
"acm-pca:GetCertificate",
"acm-pca:DescribeCertificateAuthority"
1,
"Resource": "arn:*:acm-pca:*:*:*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/euc-private-ca": "*"

Amazon F£EE KRB : AmazonWorkSpacesSelfServiceAccess

ZRBEIR I Amazon WorkSpaces RSFZEV A RIAPR , LAITH AP X8 WorkSpaces B BhiE1E.
T2 &% workspaces_DefaultRole At | TRELUTNE :

- workspaces - AFIFRIERT AP B8RS WorkSpaces B IhEE,
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EEEmE

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"workspaces:RebootWorkspaces",
"workspaces:RebuildWorkspaces",
"workspaces:ModifyWorkspaceProperties"

1,

"Effect": "Allow",

"Resource": "*"

}
]
}

Amazon ¥£E XK : AmazonWorkSpacesServiceAccess

VLR BE N B P K P 124X Amazon WorkSpaces AR HI 1A BIXPR , LAE 30 WorkSpace. E2EE

workspaces_DefaultRole A&/ , BIRMHIUTINR :

« ec2 - AFIHRIEE S WorkSpace <BkHY Amazon EC2 &R , lanM &z 0,

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces"

1,

"Effect": "Allow",

"Resource": "*"

}
]
}

WorkSpaces Amazon £ & K E

EEB X WorkSpaces BJ Amazon TERBEEFWFMAES (MNZRFTFRBERXLEERITR ) -

WorkSpaces 9 Amazon 3£ & 5%
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EEEmE

B

the section called “Amazon\Wo

rkSpacesAdmin” - EHTHI K BE

the section called “Amazon\Wo

rkspacesPCAAccess” - %l T
R B

it

WorkSpaces £ Amazon
WorkSpacesAdmin £ &
REEHRIT workspace
s:RestoreWorkspace
BE, URTEEAMRE
WorkSpaces BIX R

WorkSpaces il T — N
HITEXRE , URFEE

Amazon Private CA Y acm-

B

2023 6 A25H

2022 £11 A 18 H

pca R , NIEEETIEH
H & 10 RIE .

WorkSpaces EFF BIRERER  WorkSpaces FFta N H 2021 £ 3 A1H
WorkSpaces £ ERIEREE

G

Amazon WorkSpaces K& 4 5iF

YER 21 Amazon ST —3 2 , FB=FH it A F T Amazon WorkSpaces IR £ MR EM
%, HHP@HE SOC, PCl, FedRAMP, HIPAA KHTE,

BRBESAMITIIEE AN Amazon FRFFIXR , HSRAESIEITXEE KN Amazon kS5, BXE

HER |, F5EAmazonE TR,

BT LAE A Amazon Artifact FEE=FFitkE. BXEZEER , iSH T Amazon Artifact F#Y

EiLi=g

&R WorkSpaces N EMMEREBRT ERENBRE, ELANEAMEBIRURERNERE
Mo Amazon REU T RIFERAEEHZSHM

o Z2MHE5EHM Quick Start I EZ £S5 S MM Quick Start 155 - XEBBREEINHL T EWEESE
M, HEMETE Amazon LEHBETZEHMEAMENEERENLT R,

« Amazon Web Services £ HIPAA ZE& M EMMERMIRIT- AR PBNE T A B0 FER
Amazon BIZEF4E HIPAA fREN R ARERE,
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.amazonaws.cn/pdfs/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.pdf

Amazon WorkSpaces EEER
« AmazonEMAMERIR - L FSFMIAIEBES TEER TENTLNVLE,
{Amazon Config FF R A RIEm) FHIEA AN TE(E %R — Amazon Config ; &R BIREEX K
BBSRER, TUIERAEMNEREER.
« Amazon Security Hub — tkAmazonfRF 2 E 7 AmazonF 2L RSN L HAE |, IHBERERR
FE LT ENRESEER,

Y/

Amazon WorkSpaces = Yk & RE

Amazon£ KRE Mg EE SAmazon XFM T AXHE, XSRS EYE BV ERENTAKX ,
XETMAXBIEREK, FHESATRKRESNNESERE—E, FATARKX , B LURITFIREE
ARAXZELEH B EAREEBNRNARFNSEE. SAENENRSNBEDOEM IR HEE
kb, TRHXEEESHNTRAYL, FEMNTT BE,

BX Amazon XIBFRATAXWEZEER , 55H Amazon £EREMIZ

Amazon WorkSpaces BB XIHEER , ZINEET SE B RS (DNS) BE# B HKKE S
A , LMETE WorkSpaces F B =E WorkSpaces 7 A A RS H & 7 @ 2| H At Amazon XiEj# & A
WorkSpaces, BEXxEZEE , 55 M Amazon KX 15 E E [ WorkSpaces.

Amazon WorkSpaces R EM R LT £

ER—TEERIRS , Amazon WorkSpaces % Amazon £EMELZ 2RI, BXx Amazon Z2RE
AR Amazon t{A{RIF ERMEHMWEER , 5 Amazon =2 €, BERBEMIZHELZ S RESIKIR
ITEH Amazon B | 551 (X £ X4 Amazon Well-Architected Framework) A #Y E A% i 47
Fo

BRI LA A Amazon KK APl A RABEE M 415 Rl WorkSpaces, BF M MZIHFUTHEA :

- RBERSMMIL (TLS ) RIMNERMER TLS 1.2, BWEA TLS 1.3,

- EER2@BIRE (PFS) WEEBEH , fla0 DHE ( Ephemeral Diffie-Hellman ) 3 ECDHE ( Elliptic
Curve Ephemeral Diffie-Hellman ) « AZHIARRE (W0 Java7 RESRE ) BRIFxLEER,

WA, BAERGRIZL ID 5 1AM ZREAXBHBZEHRZARTERH#ITER. HE , BRI LUE
FA Amazon Security Token Service (Amazon STS) £ R Ifif Z & ZIERTBFERFTZR,
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https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html

Amazon WorkSpaces EEER
P 4% PR B

Virtual Private Cloud (VPC) 2 Amazon zHE BB BREXIEHHNELME, BALE VPCH
B FWPIEBEE WorkSpaces, BXEZEER , BZR AU THEE VPC WorkSpaces.

ENAFREBERUEE (Fla , REENERWLMNE ) WRE , FEH VPC WNE2AHMER P15
Rl 4H

A LAE B MO fF WorkSpace hEIBRFIN ZEENRE, BEXELSER , BTSRRI AIEER
B WorkSpaces 18],

MEEH LIRS

E—¥EEH LT E WorkSpace B EBREFHIERE. XMHFRECI TR WEEN L,
B WorkSpace f& , BERFAEDH LA H WorkSpace 2BIF B2 BHATCHNE (RENE ),

il A PR

& Bh WorkSpaces , AI3&id Amazon Directory Service B2 H ., LA UNAF SV WIEEE
Fo HEEIAE Active Directory FMREERK , XEAFREFRAMMNSMNEIELZHRLL TR B
REZER | BSHEE WorkSpaces B o

E — LB I3 WorkSpaces AR |, EFEAZESHRIE. BXEZELR |, BHSEWMAH Amazon
RSB A2 E 5 HRKIE,

BT VPC 80O 5 & H Amazon WorkSpaces AP i&3R

BRI LB ELFAE = (VPC) F R O is S IEEIEEE] Amazon WorkSpaces APl iz =, A =2i@id
BEERM#t1TiEE, SEBFEA VPC EOmKR |, B8 VPC 5 Amazon WorkSpaces AP i R 2 [B] FY &8
E£7E Amazon MERREH 1T,

(@ Note

I ThREAX AT Al FE 22 WorkSpaces API i 2. Ef/H WorkSpaces & imiE# 2|
WorkSpaces , EEBBMIESE |, I 1Y IP ik A% 0 ZE R WorkSpaces iR,

Amazon WorkSpaces API i 8.3 B Amazon PrivateLink #2#tx3%# Amazon Virtual Private Cloud
(Amazon VPC) #0Oi K. 81N VPC in R#HA—NMNHZNE VPC FRFAEFIRE IP it M EED
(M EMEMLZEODS ENI ) &K=

W &R ES 372


https://www.amazonaws.cn/blogs/security/how-to-enable-multi-factor-authentication-for-amazon-workspaces-and-amazon-quicksight-by-using-microsoft-ad-and-on-premises-credentials/
https://www.amazonaws.cn/blogs/security/how-to-enable-multi-factor-authentication-for-amazon-workspaces-and-amazon-quicksight-by-using-microsoft-ad-and-on-premises-credentials/
https://docs.amazonaws.cn/AmazonVPC/latest/UserGuide/vpce-interface.html
https://www.amazonaws.cn/privatelink/
https://docs.amazonaws.cn/AmazonVPC/latest/UserGuide/VPC_Introduction.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-eni.html

Amazon WorkSpaces EEER

VPC ## DOk S8 VPC BE1#ZE# 2| Amazon WorkSpaces APl s , MAEBEBRMMK, NAT i&
#%. VPN E#Z= Amazon Direct Connect iE#, VPC FHEHIFFELE IP it 7] 5 Amazon
WorkSpaces API i St 1TEB(E,

& AT LA B2 42 O im S LAE A Amazon Web Services Management Console:\?, Amazon Command Line
Interface (Amazon CLI) 5% ZE] Amazon WorkSpaces, xR |, iHS R8I 2E#E O K <.

HERIZE VPC B RJa , BOUERAUTRE CLI &9 , XEHSEN endpoint-url SE¥IEEEES
Amazon WorkSpaces API i 5= Y3 O im R

aws workspaces copy-workspace-image --endpoint-
url VPC_Endpoint_ID.workspaces.Region.vpce.amazonaws.com

aws workspaces delete-workspace-image --endpoint-
url VPC_Endpoint_ID.api.workspaces.Region.vpce.amazonaws.com

aws workspaces describe-workspace-bundles --endpoint-
url VPC_Endpoint_ID.workspaces.Region.vpce.amazonaws.com \
--endpoint-name Endpoint_Name \
--body "Endpoint_Body" \
--content-type "Content_Type" \
Output_File

MRRN VPC i RBA %L A DNS £HB , BFFEEEERS URL, CLI M Amazon
WorkSpaces Ff A TEBEERINER T EHAH Amazon WorkSpaces API DNS E£#1% (https://
api.workspaces.Region.amazonaws.com) &7 H #&EH VPC s =

Amazon WorkSpaces API i R Z &R BT # Amazon VPC # Amazon WorkSpaces #IFFE Amazon
X H# VPC 5=, Amazon WorkSpaces XiFHA & VPC FWFTELE APL

Ei¥ 4 7 Amazon PrivateLink , {52 Amazon PrivateLink X4, B3 VPC SN , 53R
VPC Effte ET#AEX VPC MlinRMWEZEE , 5 Amazon VPC,

EEFRXEX 2 H Amazon WorkSpaces API i R %| %K , 55K WorkSpaces API i &0

(@ Note

BXFBME B AL IBHR M (FIPS) Amazon WorkSpaces API i S R X #&H 8 Amazon PrivateLink B9
Amazon WorkSpaces API i &,

BiF VPC ¥ 0% = & H Amazon WorkSpaces API i&3R 373


https://docs.amazonaws.cn/AmazonVPC/latest/UserGuide/vpce-interface.html#create-interface-endpoint
https://docs.amazonaws.cn/general/latest/gr/rande.html#vpc_region
https://www.amazonaws.cn/about-aws/global-infrastructure/regional-product-services
https://docs.amazonaws.cn/workspaces/latest/api/welcome.html
https://docs.amazonaws.cn/AmazonVPC/latest/UserGuide/VPC_Introduction.html#what-is-privatelink
https://www.amazonaws.cn/vpc/pricing/
https://docs.amazonaws.cn/vpc/latest/userguide/what-is-amazon-vpc.html

Amazon WorkSpaces EEER

9 Amazon WorkSpaces 8|2 VPC i = 5K B

&AL Amazon WorkSpaces B Amazon VPC i S B8IZ —/NKEE , AFHEEUTAR :

« ATHITRENEIEA
« AHRATHVERAE,
« AN HEHHITRENE IR,

BXREZEE , 550 (Amazon VPC A iERE) HHEA VPC in S HIX BRSS R 15 Ao

® Note
BX 3815 S4B R (FIPS) Amazon WorkSpaces i R X3 VPC i R KB .

AR R VPC im SERBEIEE R NAM VPC #Nm WA E AR AT AAAE N ws-f9abcdefg B9
Amazon WorkSpaces FEEmR.

{
"Statement": [
{
"Action": "workspaces:*",
"Effect": "Allow",
"Resource": "arn:aws:workspaces:us-west-2:1234567891011:workspace/ws-
f9abcdefg",
"Principal": "*"
}
]
}

ARG | ELLITRE

- HABR ws-f9abcdefg Z 7Y Amazon WorkSpaces & i o
o XS ER IR EATETRINITIRIE ( WorkSpace ID : ws-f9abcdefg ) o

3 Amazon WorkSpaces 12 VPC i & 5K & 374


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints-access.html

Amazon WorkSpaces EEER

® Note

FEARGIF |, AP MATILIM VPC S ER 1 A Eftt Amazon WorkSpaces API &1, Z5F API
A& VPC AWEIR , 558 X WorkSpaces #iTHHMHRIEE K UTHREXERET
B K K RE IR E|3 Amazon WorkSpaces API i = B 17 B8] K915 B,

RHEN T AP EEE VPC

EBEN M VPC A Amazon WorkSpaces API , %M TF VPC REIEHIBITIERE , REFE
F Amazon Virtual Private Network (Amazon VPN) 2% Amazon Direct Connect &1y & B M & iE#%
Z| VPC, 1‘59%1%,& BEZH (AmazonEERIFAE=AFERE) #M VPN iEE., BX Amazon Direct
Connect HfE 5. , 52 (Amazon Direct Connect Al F#5R) FHBIEERE,

RV EFTEE WorkSpaces

BB WSS, EMMRP ENRERENRARERF WorkSpaces, A LU EHE E
WorkSpaces N EEHI4EH WorkSpaces RERAB{TEH , LAl ABCHITEH. BXEZEE | &
2 W, WorkSpace 43

X FEE R FATREF WorkSpaces , B AERIRENE MBI EHRS , bl IRBRARFHENER
HOLZEFHRBRIGHTIRE,

THERN T AMEEREES VPC 375


https://docs.amazonaws.cn/vpc/latest/userguide/vpn-connections.html
https://docs.amazonaws.cn/directconnect/latest/UserGuide/create-connection.html
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WorkSpaces [F] 7 % ¥ % 25

LU S BLRT BASS Bh I8 g IR 2BV (8] B WorkSpaces.

BEREHRBEFIEE

N T HEEREH A A REBEIM B |, B A LFE M Amazon WorkSpaces B im LB @R E
Fo

BRATERRERESLHESNFREIFAEE (SR FANEREE ) WEEXH, XT
1.0+ M 2.0+ B/ i , XESHKBATEFZRXH2 B3 L& F Amazon FREEERE.

(® Note

EAmazonEE SR AEXH HIREB A X WorkSpaces B BB R | 5B HAmazon
Web Services Supporte BEXEZEER , BZH Amazon Web Services Support 10

A Web Access B A& BEIEH
A Web Access B AGHR BEICHK

1. ITFEHI % WorkSpaces Web Access & F o
2. 1£ WorkSpaces BFIEMNINEE , EF UM HE.
3. HEBREXNEES , BRESAYMAFIER,

4. XNFBEELS , FEFSRBAFTILFR,

£ Google Chrome, Microsoft Edge # Firefox #1148 B &34

1. IIANRSBELNETX (AREET ) FERIRBE LW Ctrl + Shift + | ( HEXNF Mac , &
command + option + 1) , FIFF XA R TEEIR,

2. EFRARTEERSP , LFEEHSETFUER B EXHF,

£ Safari Aif R B EXH

1. #OXIERR Safari, ®RE.
2. EREBEAF , EBRSHET <,

BRASHRAEIZR 376


https://console.amazonaws.cn/support/home#/

Amazon WorkSpaces EEIEE
3. EXREREFEETRTREE,

4. MERBEENFTRETFH  EEFER > ER Web RESR,

5. 7 Safari Web RERERF , EHEERH SR+ AER BEX .

N40+ BFRiREAERBEFTIESR
Windows & Fif A EFHEEUL T E :
%LOCALAPPDATA%\Amazon Web Services\Amazon WorkSpaces\logs
A Windows BFimE AE% B&idx

1. I Amazon WorkSpaces & F° ifio
2. HAGHSRIFENARER.
3. RBahwHE-134EM WorkSpaces & F o

c:
cd "C:\Program Files\Amazon Web Services, Inc\Amazon WorkSpaces"

workspaces.exe -13

(® Note
R WorkSpaces R A— MNAFMARAERFZEN , BEAUTHGS -
c:
cd "%LocalAppData%\Programs\Amazon Web Services, Inc\Amazon
WorkSpaces"

workspaces.exe -13

macOS BEF i B EF#EUTE -

~/Library/"Application Support"/"Amazon Web Services"/"Amazon WorkSpaces"/
logs

A macOS BEFmZ AR AEICE

1. <M Amazon WorkSpaces & F" ifio

BHRASRBAEFIEE 377
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EEEmE

2. HH%KR,
3. BETUTHT.

open -a workspaces --args -13

A Android EF imB AR EEIER

< F Amazon WorkSpaces & F i,
#TFF Android B ImEE,
EE X .

R EFICRKIRE,
“EREASRBEFIEE,

o bk w0 bdp =

EEFFH I_Jé& H /U\la%J:$\—L/§\ Android g)ﬁ JI-'I'U-EIJ H o i%?h’/fi—l‘j\-ltﬁﬁ .
° Jij:*j:ﬁEHy H oA 4%&2@55’9 H /ux{%ﬁﬁz'gi&o

Linux B A S EHEUATNE
~/.local/share/Amazon Web Services/Amazon WorkSpaces/logs
ﬂ‘j Linux gF FFH I_.Iéﬁalu\lai

1. %I Amazon WorkSpaces & F" ifio
2. T KR,
3. BITUTHS,

/opt/workspacesclient/workspacesclient -13

N30 FFIREASRBTIEE

Windows & P H EF#EUA TUE

%LOCALAPPDATA%\Amazon Web Services\Amazon WorkSpaces\logs
A Windows BFimE AE% B &idx

1. %I Amazon WorkSpaces % F° ifio

BABRBEIER
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2. TAGSRTRENARER.
3. BzhwHE-13FEM WorkSpaces & F iifio

c:
cd "C:\Program Files (x86)\Amazon Web Services, Inc\Amazon WorkSpaces"

workspaces.exe -13

® Note
IR WorkSpaces B A —1MNAFMARMERAFZEN , BEAUTHS :
c:
cd "%LocalAppData%\Programs\Amazon Web Services, Inc\Amazon
WorkSpaces"

workspaces.exe -13

macOS ZFF ik B EFEMEUTNE :

~/Library/"Application Support"/"Amazon Web Services"/"Amazon WorkSpaces"/
logs

A macOS BEFmZ AR AEICE

1. M Amazon WorkSpaces & F ifio
2. ITHAR,

3. BITUT@wSH,

open -a workspaces --args -13

A Android EF imBHAER EEIER

—

X Amazon WorkSpaces & ifio
#TFF Android B ImEE,
HEFE X .

%R A RIBFIRE,
EEBARRBERIER,

o > oD

BRASHRAEIZR 379
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EERASRBERIERFERE Android BEFHINBAE |, BHITUTRE

o RERWARE , FESERN R SREERML,

Linux & Fim B SFEEEUTNVE -
~/.local/share/Amazon Web Services/Amazon WorkSpaces/logs
A Linux BEFIRBRASRAERIER

1. > Amazon WorkSpaces & F" ifio
2. ITHKR,

3. EBETUATHS.

/opt/workspacesclient/workspacesclient -13

RN10+M20+ EFRFimBHASHRBEIER

1. ¥TFF WorkSpaces & F i,

EREFRNAERFA EANGRER.

1%£$% Advanced Settings (BRIXE).

%7 Enable Advanced Logging (B A& 4% B HiExK) SiE4E,
ERRE

o b~ w0

Windows & i B EFMEUTNVE -
%LOCALAPPDATA%\Amazon Web Services\Amazon WorkSpaces\1l.0\Logs
macOS FF ik BEFE#HEULTNE :

~/Library/Logs/Amazon Web Services/Amazon WorkSpaces/1.0
HFEFE R &

LA E B A LA BY I8 i R 5 S8 WY 45 TE (R R A X Y [ B WorkSpaces.

[A] &R
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KT E B2 Amazon Linux , WorkSpace BN AP ERELRER
FEAFEB Amazon Linux WorkSpace #: 7 AFMEBZ L EEE PColP £1iF
K H Amazon Linux WorkSpaces T3 B3

WorkSpaces EREENERFRBILE LK

&3 WorkSpaces &M I H I A EB&E iR

HERZWEM B R, SEMERMHAEZE FL T ERROR RE
KRR P EFRARENEFE WorkSpace 1&iE 2| Windows
KA P I EE RS Windows WorkSpace

RO B FFEREZA , Amazon WorkSpaces P in e B RREH “EEMNEK..” RE—BREH, TE
RHMEREE

BHAFKEEE “WorkSpace RZ : TRE. BINTEFEBEZFIEH WorkSpace, B3 /L5 &
Bid, ”
RORAF2WEPEE “ti% & TG R WorkSpace. 5B RIEBHNEIE 7 FREB), ~

EWAFPEZHEEE WSP WorkSpace I IREEE “TEME. MEEZETH. BRENZEE =
iR EEE] WSP B WorkSpace

WorkSpaces B inA BRMWAFHER T MEHEIR , BN EECNRE LEAEMRIGNEIR
RERF

FH WorkSpace IF BRI THEIREE | “BELEEZEIEIMBS. EREMNKZRE,

EH PColP EEFin AR WA SR REMNIESH THRABEMER

USB fTENHLAME 2 USB B IREFER T PColP T&EF ik

BHASBE 7 E#HH Windows 5 macOS EFRimNARFNEE |, H B EERIRESIIREH
Br

BHAPSERERELE FH A REBEE B Fib4

BHNAFPEZEFPFRERRELETY SICEB ? &M

HEZRE Windows EZERAEFEN , RWE ‘REEEA S RERKKELENRZE WESE
WorkSpace

Y B F WorkSpaces %8 Al LUEEZFI B BN

F B WorkSpace B4 %% T BEMEA

SRS EERN A B FaJUE —K"DNS unavailable i ix
EZHEZTROAM B Fat , FUWE|—%“Connectivity issues detected 48 ix
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s ESHEEIBRAOAMH B FET , BKE|—K"SRV record$ 1%

« B Windows H &R WorkSpace 3t A BERRIRES

« REAH—/ WorkSpaces FIIRA R UNHEALTHY

« E K WorkSpace ENFBRBER

s A—MNAFBEZANAFE WorkSpace , 1B ReEEFEF —/ WorkSpaces
o BRETLS# EEH Docker BHBE T 8] WorkSpaces

o B APIAAWEIT ThrottlingException 1%

« HI WorkSpace it BHEERIEITH , BIEZE —BLA TEHTIRS

+ SAML 2.0 x5/ RIEFRRIER, A - LTREEE WorkSpaces £H

- RBAFE 60 2 # M —IX WorkSpaces iFEE,

- BRAFEMEA SAML 2.0 SHRHE (dP) BN RERITHRENSKIEERD URI Hix , HER
MAFEBREE IdP E8REEHM WorkSpaces B inE Rt , LB EFHNARFHNS —1
KBl

s BWAFPERKSE IdP E= 18 B & WorkSpaces B in B AR |, oW B —FEE - “HT R
B . )3 REY N AR BT 88 WorkSpace”s

s BRNAFPEKASE IdP B2 %% WorkSpaces & Fin M AREFIHASWE “TERIERZ FEE.
s BNALPQWEER BERIRMRESRBTLEEE , ANl ERENEE
s BWZRNHMERG LT ETE Windows Ei=1T WorkSpaces,

s BWRAPLEERAETIEPHNEARIERSR  SMIEEIEESER |, RESLE WorkSpaces &
Fimzk Windows B2RREE LR TRM1H ARE,

s REEZIRAM—LFEE Windows TS T1E WorkSpaces FIREZENRIWEE,
« 348 WorkSpaces 7 £ X #F#) WorkSpaces # X 8|2 HAmazonftE B B3,
« A1 Amazon Linux 2 _EE T Firefoxo

EFEB1E Amazon Linux , WorkSpace RN BHFELRER

3 F I S5# Linux WorkSpaces , A&

- REUTE 20 NFH

. ALLEEREHBL UTF-8 R ANER, ERAKE
- JBEUTHERFR : _#

KT EBIE Amazon Linux , WorkSpace BN AP B ETLTRER 382
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« TREBAEXLRS (1) FARFBNTXE-—IFHR

® Note

iX LE PR # R 3E i F Windows WorkSpaces, Windows WorkSpaces XX i & HHIFFE =
BRERA @ M-/,

FE N EH Amazon Linux WorkSpace # 7 HA\VFIME KT AR E PColP &1iF
EZ& % Linux WERIAZNTE WorkSpaces , 52 L E# I S#h Linux B ERIAZLF= WorkSpaces.,
KB Amazon Linux WorkSpaces To3: /83

M 2020 7 A 20 B2 , L5¥# Linux WorkSpaces fHERFHF ol B, XEFIEPHNE PColP £
HH 2.14.1.1, 2.14.7, 2149 § 20.10.6 RESRARE.

MREFERAH PColP RIBIRAFTZ R, WATREARIZIHMRA (20.10.6) , ZRATEEMHIEH
RANRFIEEMMR, MRETE 7 A 20 BZHBTXEAR , MIEH Linux WorkSpaces &
HEENAM , ENRLAPREERERET A1 WorkSpaces.

FHEM PColP RIEA LB & FThR A

1.  FTFF WorkSpaces #£#l& , Mt https://console.aws.amazon.com/workspaces/o
2. HESMBERKF , EF, WorkSpaces
3. EFRIRE Linux WorkSpace , RFiEHE “BRE". “ER" KREBE WorkSpaces., IR

WorkSpace IRZSHSTOPPED , M AJU%E#EFE “BRIE". “ WorkSpacesE Bz , REZFRHREE
HAAVAILABLEEFREEF BT,

4. WorkSpace EEEH Bzl BHIRASNAVAILABLE , HAVBIEERITIRFA
£RADMIN_MAINTENANCERY WorkSpace MRS EHR N, TR/E , MRS E X WorkSpace
FAVAILABLE, B> ADMIN_MAINTENANCE BXMWEZELR |, HSRAFIHET,

7!

BN a BWIRASE X WorkSpace FJADMIN_MAINTENANCE , E#UITUATIR/E -

a. 1%&3F , WorkSpace AAEIEEFE “BME", “1BR” WorkSpace.
b. % Modify State,

c. X FFHRIRZE , iE1%#E ADMIN_MAINTENANCE,

d. i&#E Modify(1&).

FE A EAK Amazon Linux WorkSpace # 7 AR ERTEBE PColP &1iF 383


https://console.amazonaws.cn/workspaces/
https://docs.amazonaws.cn/workspaces/latest/adminguide/workspace-maintenance.html#admin-maintenance
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5. WorkSpace &3 SSH E#EEIRM Linuxe BXEZEE , TS M NRW Linux /5 A SSH iE#
WorkSpaces.
6. EFEH PColP R¥E , FETUTHS :

sudo yum --enablerepo=pcoip-stable install pcoip-agent-standard-20.10.6
7. ERIERBRAAWAERRY , BETATHT
rpm -gq pcoip-agent-standard
RIFwmSN=EUTER !
pcoip-agent-standard-20.10.6-1.el7.x86_64

W FF 5 #Y5%E$E WorkSpace , RREH BT,
MREFEVRDIZEE N Step 4 , FEE Step 4 “FHIRA" [RE FAVAILABLE, WorkSpace
ADMIN_MAINTENANCE

MR IR Linux E£FHH PColP X5 WorkSpace HATEE 3 , B R Supp Amazon ort,
WorkSpaces EREEN B ZHPEHLE RN

RIEREBAIMNEERES B ZNAEEN SN FMIGRA M B FHHFH D DNS RSB[R HER. &7
LB ESANFMHES— Amazon EC2 KB FHIFiZSZHIMALE B Frp |, RIEEAF N DNS MR
SERMY IP ik RIS IE b TS,

B3 WorkSpaces &M 3 i T N ZP£5 1%

RELNFHRREE N BT IPv6 it D EAEFRHRBINEG, ERERIZE , BT
Amazon VPC ##|& , EEFR , ARAKIEERFRIREE, BREFHE IPIRE. MRBEAMkIEE ,
M 7z5% WorkSpaces /1 “4aE” =& “EF" #HHTE3. BRDZER |, ERHRHIN , ZRHMREHRHF
ZHIEE IPV6 ik,

HERZIHEM B R, FEMRWHEZE FLT ERRORRE

MBERZFIMEEE N AT ZXEE HIH Amazon Managed Microsoft AD B 5% , NI aJgE 4 H BTtk [a]
B, RETLURIHEM EX Y B FEEFER Amazon WorkSpaces , 1B 231 & #I X i3 # A% B
FoKkM. EEHINXE WorkSpaces A , T B#F 3 35 FAmazon3E & Microsoft AD # 172 X 15
g4,

WorkSpaces ERIEZHN B ZPBHNLE LM 384
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EHRAPLTEFERARBERERME WorkSpace &E#E Windows

MEFARERBFTHERE RERMEIE , WSPRIEAF BRI Windows, WorkSpaces
WorkSpaces BRI T X HRAEXNEFRHEMNARKIRE, ¥ WorkSpaces £ 7&K A Interactive logon:
Message text for users attempting to log onB R BEHILH LI B {7 (OU)s

B A P oA ERE S Windows WorkSpace

EWAFEZIRAEZBSH Windows BT Y E LA T 451% WorkSpaces :

"An error occurred while launching your WorkSpace. Please try again."

2 WorkSpace & #E A PColP & Windows RHAN , BESXE LR, BREUTEIR :

* R Windows # PColP #rRERERSFARETT , WLERIER. £/ RDP #H1Ti&EE: , LURIERSS
REBEHET , RARENBIEG , J«X&%ETREE%E%E (eth0) HE1TEIE,

- MRHEFHT PColP RE i Amazon WorkSpaces ##H 8 EB A B EfiLx. WorkSpace

- MREHWorkSpacesZ2HURFIHUERE , MEKNBEZERZG , B AESTE Amazon
WorkSpaces & Fim LI F LR IR, BREIHMRESPELE Windows 58 B X HIZFBEMS L
ERITEFE, BIAENZ LA WorkSpaces AFEBEREMEZOEMALENKD 5B Fi%4)
FBE,

BERNE—1MNERSAPNESRARKER, MRUTAKRKESBFER , NAMELEAF B /4]
¥ Windows WorkSpaces :

Computer Configuration\Windows Settings\Security Settings\Local Policies\User Rights Assignment

(it ENEE\Windows 1% B\Z £ 1% B\ A ith 5K BE\F X R £ Bt

- TIEFHIRE
SRB& : Access this computer from the network (M 4% 8] it it E 1)
RE : #AFHITEN

KM GPO : AV XA
- IETRYRES

RWAFTTEEARBEREFEE WorkSpace 1&@EEZ] Windows 385


https://www.amazonaws.cn/premiumsupport/knowledge-center/connect-workspace-rdp/
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SRB& - Access this computer from the network (M 4% 8] it it E 1)

RE : #\BEAF

IRME GPO : AV XAHIEH]

(® Note
It R BRI E N 1% B A T Domain Users (A ) M =& Domain Computers (1t &E4).

BEXEZEE |, 15 Microsoft Windows MMM EZIF R ITEN - Z2RBEEMNRELZ SR
BRI,

EREEFZREEZH , Amazon WorkSpaces BF &SRB “IE1E
ﬁ...” Jﬁ%_ﬁﬁﬂql\ﬁlo Kiﬁﬁm%ﬁiﬁiﬁ/§\o

AT HIBERR WorkSpaces B im o] LUBE iw O 443 #1THHRIE , BELZBET MmO 4172
(PColP) %O 4195 (WSP) BILRIEMER, HRFBENELAEZMEN , TgiaRERER. &

PR EBESHELRNNERERR,. BEEEBEZTRIRERY , TEENERLERR
(BER 20+ BEFrmnEXRBATATARNSNAC=AF , 3 3.0+ FF KA LBNMEELR

) o

(@ Note

LRIBRN &ERRRERE S mbh K IESAEE E @ %A 4172 5 4195 ( TCP M UDP ) #1T
WE, MRLETRARERY , FREEN AL K IHIRE,

MEMEREES , WA M LB B AL F1E R WorkSpace. fl4 , Windows By X 1% #1  °T g€ & BA 1E
EERME MO UDP 4172 5 4195, WorkSpace i fizi2 £ E Y (RDP) & imiE T , ARIE
=74 WorkSpace # 2B S EM KO ER,

EHAFWELER “WorkSpace R3S : TR, BT EFEERESEH
WorkSpace., B /L7 #H B, ”

ISR B E R R SkyLightWorkSpacesConfigService RS R IEITIRAL &,

g KFEFEZH , Amazon WorkSpaces BF iR T RIKEH “EEME..” RE—BRitE. TEREM 386
=]

oo

=
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https://docs.microsoft.com/windows/security/threat-protection/security-policy-settings/access-this-computer-from-the-network
https://docs.microsoft.com/windows/security/threat-protection/security-policy-settings/how-to-configure-security-policy-settings
https://docs.microsoft.com/windows/security/threat-protection/security-policy-settings/how-to-configure-security-policy-settings
https://www.amazonaws.cn/premiumsupport/knowledge-center/connect-workspace-rdp/
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MRIER R EF BB 3D WorkSpace , BZF/L04 , ARER,

IR WorkSpace 241217 7 —ExEtE , BERMAFRIEIR , BEH RDP #HITEZEURIEZ
SkyLightWorkSpacesConfigService AR5 :

- EHEIET.

- RENBFE,

- AILUBTEERE (eth0) HITEIE,
« RBEME=SEHEERMEMEL,

Bt F P £ BN 8. RS TR WorkSpace. WHRENWEE R 3R
B, °

AR IRFRRETE WorkSpace BEXR EBE T IP 1502 H4E , BEFim IP it kI AGF TR L,

KELHWE FENRE. BINAFEZENLS IP ik B 15 WorkSpace.

W AP EZIRIEEE WSP WorkSpace I EIHE “TTM LK, WEIEREH
W, BREMEKER =iiEiE R WSP &t WorkSpace

WREIUERF BEHAFREEZRE , BHRARMKHAE LETFIHDO 4195, AT
WorkSpaces A WorkSpaces Zﬁiﬁ%ﬁﬁhx (WSP) , AT RAZHEFIHRRIFNHOESMN4M72E
N 4195,

WorkSpaces B IREEMWAFTXRT N , B 1T AEBENigE
FERAEMIEMENNARERF

WorkSpaces & Fix M ARFEEB T X Amazon=in ®RHNHR , HEFEZEDEM 1 Mops THH R
WYEERE, MNRIZZEENM HERESIMLE |, M| WorkSpaces & i N TR FF Al BE 2 IR & M L& A1 &,

WorkSpaces B 2018 £ 5 A2 , sm&lFERA T SR EERSZM AN FIER, £ WorkSpaces Z#FH
BIERS £ , Amazon Trust Services EZXRZEEHNR CA., NMRBEEREWR CAIRTRRH
B, MiRE T EERE | WorkSpaces # EEFina HII M E4EiR,

BWAF2WEDER iR E T E WorkSpace. FERR LN EE R TR, ” 387


https://www.amazonaws.cn/premiumsupport/knowledge-center/connect-workspace-rdp/

Amazon WorkSpaces EEER

R 5B TIEF R MUE A BY 2 4 8]

° PCOIP :ﬁﬁgF‘ '{TfJL/j_\L)\T%H.BE/ﬁ 5 Y)

Failed to connect. The server provided a certificate that is invalid. See below for
details:

- The supplied certificate is invalid due to timestamp

- The supplied certificate is not rooted in the devices local certificate store

- HEF i - STRARERY , HHERMNIRBESE=AF.

FRFRALE 5 [F] R

 Windows & P in S F#2 P
« PColP EEX i

- HittBE P inNARRF

Windows & Fim N RREF
FRAUTHRAR 2 —ABIEPEE,
BRAE1: EFHEFPRNARERF

M us-iso-eastus-isob-eastiE ZZ&EIEH , BEFIwNAEFBEIREBE Amazon Trust Services X 1 &Y
*%'flﬁ%aﬁnﬁglﬁ:ﬁo

iR 2 : I Amazon Trust Services 7 INZEI A& #4E CA FI&R

1. $TFF https://www.amazontrust.com/repository/.

2. T# DER #&XH Starfield iE$
(2b071c59a0a0ae76b0eadb2bad23bad4580b69c3601b630c2eaf0613afa83f92).

3. TFF Microsoft EE#Z2H A, ( NMFSRRFHF , BT mme, )

4. HORERIM. RIVBBREERS T, EBFRM,

5. HIPEEETAEL , EFRITENKS , AREET -, RERIAEREITEN, ERLER,
EERWEE,

6. EBIFFUEH (R#it&EH) , RAEEFZIEENRIEPMENE, KOERRE. FEESHNS A,

7. REESHWEE , SATENIESR,

WorkSpaces B IRARMA /TR T MEHER , BHIITUEECHRE LEAEMXENENNARSF 388


https://www.amazontrust.com/repository/
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8. BHHEHIE3 WorkSpaces BFIwNAREF.

fRRAE 3 FEHALAFREEE Amazon Trust Services Y7 AJ{E CA

X FEFAAFREIE | F Starfield IEBRMEEER CA. EXEZELR , BSHAFEHARERK D B
o

PColP E&F iR
EE#E1EE WorkSpace FABEHIRZA 6.0 RESHRA |, F FTHHZERT SR EERSMANIED,
N Amazon Trust Services ¥EN AI{E1R CA

1. $TFF https://certs.secureserver.net/repository/.

2. 7 Starfield Certificate Chain (Starfield iE$:4%) F T8 EH B 14 65 FA 20 53 97 B8 76 FA A6
FO A9 95 8E 55 90 E4 OF CC 7F AA 4F B7 C2 C8 67 75 21 FB 5F B6 58 RYiE#,

3. LBUEBE zero BEF W, BXEZEEL |, 55 Teradici P M EEUES,

HbE P im N ARERF

M Amazon Trust Services 75l Starfield iE$
(2b071c59a0a0ae76b0eadb2bad23bad4580b69¢c3601b630c2eaf0613afa83f92), AR AMAAINE CA
NEZER , FSRUATXXH :

« Android : 78 b0 F0 il BRiE
« macOS M iOS : EMNH &% %% CARIEH

B WorkSpace AP BRI UTHIRER  “BEFELEEEIEMERS. B
BEMFIRE, "

LEMRS LIS FERT |, BB WorkSpace AP ATRESFE Connection Healt h Check TTH L& LA T 45
RER  “BHIRETTIEEES WorkSpaces EMRS . B/FEEERAEMENIRE WorkSpaces, &
KREMBIRE,

% WorkSpaces B in N ARF LA RDEMREE |, e X EkEiR, BE , 2 WorkSpaces B
WMBRAET , MeERXEXER. BEYERER , BRRIMABERHE Amazon =HF —NEFEIETT
B B A R,

M WorkSpace AF BRI THIRHER | “RELEZEZIEMRS. FREMNKXRE., ” 389


https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc772491(v=ws.11)
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc772491(v=ws.11)
https://certs.secureserver.net/repository/
https://www.teradici.com/web-help/TER1504003/6.0/default.htm#05_Managing/04_UploadCertificate.htm
https://www.amazontrust.com/repository/
https://support.google.com/nexus/answer/2844832
https://developer.apple.com/library/content/qa/qa1948/_index.html#/apple_ref/doc/uid/DTS40017603-CH1-SECINSTALLING
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T PColP EX AL WEIH R ER/NIERPHTRRBEEmMELR

MR Teradici FK/3 AMERAEIML (NTP) , N PColP EXFFImAF At 2N EE B A MEE IR, E
®’E NTP , 287 WorkSpaces i% & PColP E& F i,

USB FTENHLAME 2 USB SAEREFEA T PColP B& iR

M PColP RER 20.10.4 RAFF 18 , TS BRIA WorkSpaces Z BB Windows JEF&R#1TH USB
BEEM, HEMAFPER PColP BRI ZEREE USB ABRZER |, WEMKRIEESE M USB 44
BEiR&EMITH. WorkSpaces

WorkSpaces MRZFEAIZ 20.10.4 HEFRAH PColP KE , /S A USB EEM[ZH , USB
HEIRZFTEES PColP BEEFIRIEZH A MEH,

(® Note
MRIEFERR R 32 METENYIRZERF , NELFTFXERSNEFEFE 64 MLARA

A PColP EFFIHRIREZ B A USB EEM

BATER IR WorkSpaces B H R IX LEMREFIHEE BB EMEFR, EXEZER , FSH
Teradici XA EEREMAERENZE,

1. FUTERRAEREN 1 (EBA)
KeyPath = HKEY_LOCAL_MACHINE\ SOFTWARE\ Policies\ Teradici\ pcoip\ pcoip _admin
KeyName = pcoip.enable_usb
KeyType = DWORD

KeyValue =1
2. FUTEMKRDEREN1(EBR) :

KeyPath = HKEY_LOCAL_MACHINE\ SOFTWARE\ Policies\ Teradici\ pcoip_admin_defaults\ p
KeyName = pcoip.enable_usb
KeyType = DWORD

KeyValue = 1

K PColP FEFImA P KB IR RHAIEH B TR EB AR 390


https://www.teradici.com/web-help/pcoip_agent/standard_agent/windows/20.10/admin-guide/configuring/configuring/
https://www.teradici.com/web-help/pcoip_agent/standard_agent/windows/20.10/admin-guide/configuring/configuring/#enabledisable-usb-in-the-pcoip-session
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3. MREBEARXEM , BEHE WorkSpace , AFEME R, BH USB BEINENZALEITT

RWAFBE T EEHE Windows = macOS EFwMNAREFNERE , HE&
BB ZREFRANIRET

AP BkEX Amazon WorkSpaces Windows & P i M AR FFRYE AT , 2% E SkipThisVersioniEf}
U, ABEFMRENEF IR XN TERRMUIERNE iR, EEMISIERE , BAUER (L5
# WorkSpaces FAF$8®) #4¥F WorkSpaces Windows & F i B F 72 /5 5 3 23 ik Z< b Fnid 4w 38 53 A
Fo BEALLUZEITELT PowerShell 5% :

Remove-ItemProperty -Path "HKCU:\Software\Amazon Web Services. LLC\Amazon WorkSpaces
\WinSparkle" -Name "SkipThisVersion"

LA B33 Amazon WorkSpaces macOS & Fin N BRRFHNEHA , 21%
ESUSkippedVersion®ikll , F AEFBREANEFHA AN FBRTMUNETE ik, EEFIR
FRRAS |, AT LURR (LS # WorkSpaces AAF#Em) F4F WorkSpaces macOS B inMAREFE
R AR R PTIR E & b B IR,

BHAFREREBFE FEf N E B EE R FH 4

BPRT4B831EI#ER AD Connector WorkSpaces B Al {5 13 1 22 #9 Y30 B, F BB 4 5 23 10 &5 & B T Hif
#, MRAFBZRTF Active Directory F , REH T4 B3 &I BB FoB 4

EFHRXERAF REXLE FHRH |, 1§50 KI5 815 B FEf4

EFEAFEBE , 55 M7 WorkSpaces 1% & Active Directory BT &,
BENAPEEFHERRELEFAT SICEB ? &N

MREEARRZ AD Connector REZEFE , NEHWAFELEEEECHNFE, (RICFE?
WorkSpaces BEFmNAEFEZXEELNETNAAH. ) AXNMATEERFEBNER , B
%3 WorkSpaces % & Active Directory B2 T &,

HRZIAE Windows EZENAREFR , RKRE ‘REEERACIRERKK
BH IE It 23" BYJH B WorkSpace

B ABE &2 Windows ZREFA R IRERFRIL A, EFIFEEIPEE B F WorkSpaces
FRZA  BRRIEENATMNEMAER EC2 EHI4EE2F) WorkSpaces AR %4y (OU) KA KHE

EHRAF B T EHE Windows 5 macOS B inNARFHNERE , H ERBRIRESHRANER 391


https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-windows-client.html#windows_setup
https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-osx-client.html#osx_setup
https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-osx-client.html#osx_setup
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R, WRESFEA AD Connector , MBI AR FIBEH TIXLE R, B Active Directory &
BTEABARBINRNEZEE , 55 (Amazon Directory Service BIBigr) M Z % Active
Directory E3 T &,

AR SRR B a4 5 WorkSpaces 4 KB X RELE Windows ZEREFIZE,

1. BRENEPLET HFH WorkSpaces AR EEEN,

2. 7& Windows WorkSpace & ix L FARBEETE |, S E WorkSpaces it &Lk~ #Y
WorkSpaces ARBEN RHTFHER, NEFKEAH | fOREEFE Action (B4E) M Edit (YwE).

3. HAXMEEREST , MOOERITEVEE. XK, EEER, 2BEEEMNR, Windows 4
. Windows ZE&REF.

4. 3TFF Turn Off Windows Installer (5] Windows Z$&EF) ®iE,
5. £ Turn Off Windows Installer (3<[f] Windows ZZF2F) JEHEF , & Not Configured (RELE)

E®N Enabled (BB H) , AEFF Disable Windows Installer (2 Windows R F) iIRE R
Never (MF),
6. EFRHEE,

7. BNRARBER , HTRITTIIREZ—

E #1530 WorkSpace ( 7 WorkSpaces ##l&H , i£#F WorkSpace , AEEFRIE , B
/B3 WorkSpaces ) »

- MNEEGSRETRET , #A gpupdate /forces

F Y B 5% WorkSpaces A% 1] LUERE| BB

WorkSpaces BHIABER TR EEEBEMEBRE, EXNERNEREBENIAR, BXEZEL , H50L
HIRH Internet 15 BHX R WorkSpace.

KB WorkSpace BEZL %k E T BEEMIEA

MREFTEFRIERRM , HFEFLEFEH RDP EEZIEERMN , MtEBEJERBTHASR IP it EX
¥, WorkSpace WorkSpace WorkSpace 1 REEBHREFISH 7THM IP it EZI 9 , WaTE
BahE Y IP it (KRBT DEEEA I ) WorkSpace IR0 EIAE, BR , MREFESHEN
i IP 3t < Bx B WorkSpace , ARE XFiZ# 4 1P it SEEBR<BX WorkSpace , NiZ3# ¥ IP bk
& WorkSpace ZXEAHE IP it , 3 EF2 B3N SR AV P IREGETRY IP itk

|t

ENTEHEMARFRGPHHFLE P it 5/H<EB WorkSpace , 4B HWE, WorkSpaceil
RETEERE WorkSpace , M AFFEFERN S — /N4 IP bk 5B X WorkSpace.
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_install_ad_tools.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_install_ad_tools.html
https://www.amazonaws.cn/premiumsupport/knowledge-center/connect-workspace-rdp/
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-eips.html
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RINBWETREHRE B3 WorkSpace/F18 K elastic network # 0., WorkSpace fF58 4 IP it 5 B 45
J& WorkSpace , WorkSpace &R ZHEMNAE IP it ( BRIEERE , EXHBERT , ©HREFHL
B IP thitk ) . WorkSpace

HEZEEETN A B Fa1IRE —K“DNS unavailable”$5 1%

EEREN AR B FiT , BRFRBTUATABTRNERES

DNS unavailable (TCP port 53) for IP: dns-ip-address

AD Connector A/NBER BT TCP 1 UDP £Hix 0 53 5& M4 DNS RESB[EE. RIFENET S
AFMAHPEXIERE A FLALKOM#IT TCP F UDP EfE.

EZREZEFI RN A B FXaF , HIWE —5“Connectivity issues detected” £
ix
EEEENAM B Fat , BREERUTFUATRENEIRER,

Connectivity issues detected: LDAP unavailable (TCP port 389) for IP: ip-address
Kerberos/authentication unavailable (TCP port 88) for IP: ip-address
Please ensure that the listed ports are available and retry the operation.

AD Connector 2 JEEB BT TCP F UDP £H T ik O 5EM AR FIREE. RIEENZLARN
i By K 3 R E A VA RIX iR O 34T TCP # UDP &1E :

» 88 (Kerberos)
« 389 (LDAP)

EZHEZEB R AR B ZAT , BIWEI—%K“SRV record"$51%
FEEEAN AN B R, BRBIRCUTUT-—MRZWMABTHEIRE R
SRV record for LDAP does not exist for IP: dns-ip-address

SRV record for Kerberos does not exist for IP: dns-ip-address

EEZEEN B XA, AD Connector EE3RE _ldap._tcp.dns-domain-name H
_kerberos._tcp.dns-domain-name SRV it%. MRRFZ T ENBEERET B XITIEER DNS

RS HEERN AL B oY E— &K “DNS unavailable” iz 393
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fR%5ES LIREUX LR , NELSWFILEE IR, BHRAEH DNS RFEEEXLEL SRV iIEFk, BXES
{£8 , FZ 5 Microsoft TechNet £H SRV &IRidH,

F A Windows [ ERt4 WorkSpace it A BEIRIRZS

EfRIERE | BFEAUTSRIEES WorkSpace I HFITRIER R “SiEae” :

1. \H WorkSpace#T 7 “BHIER" , REERE “BH N “EHENFEFE (BHAEXEMTE , B4R
RFREY Windows IR ) o

2. 1£ Power Options (EFRED) T , 1%£#F Choose a power plan (& BIRITX).

3 BAERHBAENBRITXNERSD , EESHEBRITN , AGEREITRNRE.
- MESUEBRITVETNRER , FERERITAATANKRE , RAREFSHEBIRIT,

- MRBFISHREIY , FEREREMAUTMEMNNEANERE , REELM SFMEFEEC
BRIt aEsdee  hEFRiITHaE  RARERET -5,

4. EEZTHMNRE: SMEREL , BREXAEREN (MRTA ) FitEVE TEERSRE
ANT,

5. MR ESHREITHHATTEMENR , FARFREFER (SEARE , MRECIEMITRIANE ) o

MR ERSBRITERRZAE |, BHRITUATIRE -

1. M\ WorkSpace#T 7 “BHIER" , ARIEE “EH X “BHENF S ( BMITEEMTE , E4E
RFAREY Windows AR ) o

2. 1£ Power Options (EBRED) T , 1%£#F Choose a power plan (E#F BiRiTXl).

3. 7£ Choose or customize a power plan (J£#F = B E X BiR1TX) B#+F , 1&#F High performance
(B 1EgE) BIRITXIAME Change plan settings (BeRitXIiRE) 483% , A/F1%&HF Change advanced
power settings (EXERBIRIRE) 85,

4. 7£ Power Options (B 4EM) X FEFHIREIIRF |, 1E#F Hard disk (E#&) £ NS SLE RHEX
BB,

5. i Plugged in (E3&A) B Turn off hard disk after (1£ Z K& B FRAERE) ERE KT On battery
(A ) WE ( BIAERN 20 2% ) .

6. £$F PCl Express ZM KNS , AAE R Link State Power Management (#8RSBHREEE) 174
B RE,

7. WiE Link State Power Management (SRS BRERE) REZEB N Off (k).
8. IEFE OK (HE) ( MRBER T EMIRE , MIEFE Apply (RF) ) AKX EE,

FH Windows B Y4 WorkSpace # ABEIRIRA 394


https://technet.microsoft.com/en-us/library/cc961719.aspx
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9. 7 Change settings for the plan (BEitXHIRE) BEXF , IREER TEM[IRE , BiEFE Save
changes ((RFEX).

FEEH G —1 WorkSpaces HIIRZ N UNHEALTHY

% WorkSpaces IREEEHM a KiXIRZA1ER WorkSpace., A WorkSpace 7E 7o 3 M B7 1X £E i
SRUNHEALTHYBt 2% FRrid. SBULRIENELRRIHE

- FHYRIFEF WorkSpace IEEFZEM KR O , XEL LIRS ER, WorkSpace

- CPU FAEXS S BT ERMNMANRZASIER, WorkSpace

« BT EHL B WorkSpace BB, iX A LARS LE#E WorkSpaces 2 823 &£ B8 WorkSpace.

R AZ AR LT 73 ERY EXMAROR

« WorkSpace M WorkSpaces 24| A EH B3,
« WorkSpace fEA A T S BEZTZETRATENRSES , ZPRBXA T HEHERR

1. Connect E#EF 5z 1TRR T 1E WorkSpace& 1 F & — B % WorkSpace FHIRIERS 25

2. MIR{EFFIE WorkSpace , fERZZ S E MY (RDP) , WorkSpace fERTRERFH IP iitiE
BEIETRRTENRSEE. WorkSpaceRIERBMTERE , B L LEZTTRENR
%-8% WorkSpace.

3. WMRZTIRRT WorkSpaceff , FHIANHE R &EKim O ZEK,

- #{R SkyLightWorkSpacesConfigService BRI ABRLZ{TRAKRE, EHELEE , FSRARH
AP WEEE “WorkSpace IRZ | T™MEE. BINTEFBIEEEEH WorkSpace., )L HE
-‘l-ito ”O

« WorkSpace M WorkSpaces ##H| 2 E#E, HTER WorkSpace g2 S BEEEL , AR EHE
FIEHEMEERBNEIHETARKIINERT , I REALIED,

KK WorkSpace EFRBER

WMREH PColP WorkSpace BEER EFRRNEF B3 , H B IR B SRR

M spacedeskHookKmode . sysE A @ BspacedeskHookUmode .d11 , & M RGBT E5iRH
B Nt EEEA Web 15 E MR : WorkSpace

The kernel power manager has initiated a shutdown transition.
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Shutdown reason: Kernel API

The computer has rebooted from a bugcheck.

(® Note

o XEHEHRSBEAER TN WorkSpaces WorkSpaces FiHX (WSP) BLER S . ©1)
{ER TR WorkSpaces PColP Bt EH o

- NELFARFAFER Web iFEIE , = NEEA Web 5,

EXFAXH Web 58] WorkSpace , #4712 F WorkSpaces B XA Web 158 H E# /3 30
WorkSpace.

E—1"MNAFZEZ1MHAF A WorkSpace , BRI F REERHEP -
WorkSpaces

MR ETE Active Directory (AD) BRI~ A LG EMBR , WorkSpace R EfF1Z A - A NE
Active Directory WorkSpace ¥ HiZAFOIZ—NTAF , BRAR—MNAFBEREFER -—NEF
WorkSpaces P BERMNAF B, B , WRAFZREZETIHRRIZER WorkSpace , ffi 15U EI A
THIR :

"Unrecognized user. No WorkSpace found under your username. Contact your administrator
to request one."

s, £ Amazon WorkSpaces 2 &8 P RAF Bt RA2REIFH A F & WorkSpace , RERE
WorkSpaces iR fFE. ( &AL WorkSpace Eid# % WorkSpace ID A2 AFBRKEEH. )

WMRIETE Active Directory PEmB AP M A LFEBIER , o XK EXTER WorkSpace, MREREF
1WA P AR EFRKRA AP & WorkSpace AR ZAFRIZ— NWAFRSE , IR—MNAFPEEE
B 3% WorkSpaces FEBEWMNHF B,

H I A B R JRE 2 Active Directory R AP L LR IRAF (SID) (MARAFE ) UE—RIRA
Fo ZHMEREANRFHTE Active Directory FEFSIZIAFE , BMERAFHNAFERETE , B
2NZAP DB - SID, EEZEAFBNERESF , Amazon WorkSpaces ###| & A SID £
Active Directory F{8 & PCE N, 24 M P E#ER , Amazon WorkSpaces & iw&E A SID KR 5 A -
WorkSpaces.

—MNAFEEZNAF A WorkSpace , BAF REEEFHF —4 WorkSpaces 396
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ERREERE AT TIREZ—

- WMRH T Active Directory PR T AR HEEFEFH VR T ZAFMALE T RE , HBE
Active Directory /5 A 7 EIURATHEE , M A RERER E RIRBH EMBRM AP XN R, NREREL X
SREAFNR , BRRZAFS TLEZIIHERBIN R WorkSpace, HIRAL |, BRI UEFHZH
HFE AR P #iEMNFTBIEE B WorkSpace EIR8EHE WorkSpace ( f1IRZEE ) WorkSpace gl
BRETENER

- MRBTEMERBALPNR , EMBRIZAFHNREXNR WorkSpace., A RiZBE%EZH £
fAT 189 #T WorkSpace Wx 2. BFLFHEZMAAERFEE , ASMEAFRKENRBHIESER
WorkSpace ZE|###E WorkSpace.

/A Warning

i BR WorkSpace 2 —TK A MRIE , TTEBH. WorkSpace AFHBIEFSRE , Aikts
WES, ERMEXRZMAFKENAB , EEKER Amazon Support,

HIET Z# LA Docker BIEZI T [A] WorkSpaces
% P WorkSpaces

Windows WorkSpaces T HFBREE LML ( BIEEA Docker ) o BXEZEE. , iHZH Docker 3
[=B

Linu WorkSpaces

E7£ Linux £ A Docker WorkSpaces , i5# & Docker £ CIDR 3R R 552 KB/ 58
MMLED (ENI) RERAK CIDR REE, WorkSpacel RYR1E Linux LA Docker A i@ 27 &
WorkSpaces , &8k %& Docker 5 K#El,

HH—L AP A WEI T ThrottlingException £51%

WorkSpaces APl i A BRIA A FRR A BHFIX AP BANEERR , ATNEKX ‘RR" ERXHE
WHERAPIERA, TRERTEMT APl ERAVREERRH,

KELS# EE A Docker BYIEZ] T A1 WorkSpaces 397


https://docs.microsoft.com/windows-server/identity/ad-ds/get-started/adac/introduction-to-active-directory-administrative-center-enhancements--level-100-
https://docs.microsoft.com/windows-server/identity/ad-ds/get-started/adac/introduction-to-active-directory-administrative-center-enhancements--level-100-
https://docs.docker.com/docker-for-windows/troubleshoot/#running-docker-desktop-in-nested-virtualization-scenarios
https://docs.docker.com/docker-for-windows/troubleshoot/#running-docker-desktop-in-nested-virtualization-scenarios
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» RIEMFER  AFR Net FHAFEE
# HRE

1 0 5 E-W(F1®) ARTRHBENMNER , RERRER
AEBVEREA,

2 2 5 HTHES 1 ¥R RHBERARBIRR , AR REH
MEBREREMATA.

3 5 S HTHES 2P RHNARRERR , FIAEXERN
TERRREDATA,

4 2 2 RANEFEIVREATZEBRRRE , FAREEYR
RBRX—EEERRTA.

5 3 2 HTRERNRNRREE | R ATRITHRER.

XEWERR=IX AP HANEST —REZ R, &
WEWIERE | 32 3IRRSIH AR R &R,

6 0 1 BT S5 DPNEXFRAES 6 BpHTTER , B
e, BESYRREANEERRRS , 3 6 PR
R—RBABARANEE,

7 0 3 ME , BAIIF T BEEMZREN APIERA , BRI
gregighn  EERRIAREANRRIERRES,

8 0 5 HTEE 7HREEAEER , AkAFRERABE
HiER,

9 0 5 BNE1ESE 8 Wk B AHEMAR , EERRBEHtBFAEM
BFEXE L,

%3 WorkSpace L EERBAETH , BWEE —BEL THFRS

¥F Mac AP , IBEE Power Nap HRER B EHF B, MRELATHABRES , BNFHXE. EXH
Power Nap , B FAWBHAZTUTHS

defaults write com.amazon.workspaces NSAppSleepDisabled -bool YES

%3, WorkSpace LLEEFAIETHR , BHEZE —BL THHFRS 398
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SAML 2.0 BxE B RIETEEA, BRHAF TN EEHR WorkSpaces £
Mo

HI R B RETRER N SAML 2.0 Bi& FHRIE IAM A AN KB R T2EMB F Amazon
BIREBM (ARN) #ITRAEZHMANE. IAM SEHEIEEE WorkSpaces B XWESAFEE. w8
AENRULEEE R ARN , HRREBAFE B % WorkSpace HE. BEXEZEER , 55 SAML 2.0
FHRBIEMPEE Amazon FH SAML 2.0 Bx& 5 /BRI,

EHAFE 60 2 #H MM —IX WorkSpaces 21i8iE .

WMREEFF SAML 2.0 BKIUEEE R WorkSpaces , N T EEE B IdP £ 5 0K IEE R P ER
SAML B tEAmazontZiZE R , EABURTEN S RMRE (IdP). XBIEEE Attribute (B1E) 7T
% , H¥ SessionDuration BMIZER https://aws.amazon.com/SAML/Attributes/
SessionDuration,.

SessionDuration B EAFHBKERABEFTEENHTEMRILZ I AT RIEENRSHW R
B, B SessionDuration BA[EEY , BEENEFEEEE SAML S RIEMNF, HREKRTE
EHEM , NEIEFLEEFERIAN 60 24,

ERRIEE |, EHEE IdP A SAML B RIEMA 3 E SessionDuration B , HIREFERE
ZE, BEXEZER , FSHELSE S5 SAML SHK IR 6ZEMS,

RBWAFEMSA SAML 2.0 B4 1RE™S (IdP) BaiREHITIRENSWEE
E[ URI iR, BBWAFERKRSE IdP BEXZ1EM WorkSpaces & F~
mERN , LRI FEFRFHENAERNS —NESH,

HIM RN RRZ P HIRA URL T BREW IdP BREIREFWHMIRSER  FEEEXEM
) IdP BRE S RIFEWEE T AFAME URL MR LIRISHEM. WorkSpaces lIREMIEM ,
BRBMARIEE , B8R Amazon Supporte BXEZEE |, iHSHIZE SAML,
BRHAPFEREER IdP F2it & 5% WorkSpaces B im M ARFL |, 14
WE—-FER  ‘HT RMEE . BRI ARERE HE WorkSpace”s
EFERATHRESHMARIEN SAML 2.0 S . SAML EBEHRIMRABELNESHAF & TE

WorkSpaces , 7 BB& 5 Active Director y Fi 7 #9 AccountName saM B MR, L4\ , BHIR
BENBPrincipalTag:EmailEMt&Ehttps://aws.amazon.com/SAML/Attributes/

PrincipalTag:EmailZiE& WorkSpaces B FHE XK WorkSpaces F = #Y B8 F BB 44 1t 31t 48 T
fl. BXESEEL , HSMIZE SAML,

SAML 2.0 A& S RIEREER. KHAFETNEEHE WorkSpaces £H, 399


https://docs.amazonaws.cn/workspaces/latest/adminguide/amazon-workspaces-saml.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/amazon-workspaces-saml.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_saml.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/setting-up-saml.html#create-assertions-saml-auth
https://docs.amazonaws.cn/workspaces/latest/adminguide/setting-up-saml
https://docs.amazonaws.cn/workspaces/latest/adminguide/setting-up-saml
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EHRAFERST AP FEiR & 5% WorkSpaces & F i M AR F AT 2 U E
“ToEBUEFRZE” BE B,

EEBRASFHRILAN SAML 2.0 #iS Y PrincipalTag BHE , HIW https://
aws.amazon.com/SAML/Attributes/PrincipalTag:Email, FrEERRIERF_ . : /
=+ - @ FB, BFENEBNEEG, BEXEZEL , E5H IAM #l Amazon STS FFRIZHIFMNI,

BHNAF2RKREDER ERimMNRSSHBTEEE , ANECIIXRERENEE",
MEERFHTLS 1.2, N ATgES HI L A,

R EZE R XM E TG L T ETE Windows E£121T WorkSpaces.

I FHXe  EFEANBRIARE

- JT3E > RE > B > M8
- FTE>RE > BRL>FXRA

mReNexA , BRETH.
;& , WorkSpaces EE A TJLUBREREECRAREIR (GPO) KB AX N F/HMEFZSG K,

BNWAFRPTEERAETIE PN ERRIEER , YMMMEZIEELEN , R
% & 71E WorkSpaces & F i3 Windows & xR E LR RE11% A Z1E,

S2FETIEPHNEMRIELANR. MRABPAFE , VETIEBPHNEHRIEXAMAIGERHNATRBAZ —
S -

« FX#F WorkSpaces 5% F i, &% WorkSpaces 9 Windows & F i N F F2 F #9 Windows
WorkSpaces WorkSpaces FE& MY (WSP) B X EEFIERBN F BRI,

 1£ WorkSpaces BEX LtERE TP EHRIES , FEEMB3N. WorkSpaces

« WorkSpaces Fi&5Amazon Private CAUE & {E 5t Amazon Private CAKRMAKIEH. & Amazon
CloudTrail MBEREBEMRILEPR, BEXESZEE , BN EEETIUEBHN S HKIL,

- FERFFIEATERFERNEEFFILED  NFZEFEIH. EXELZER , BSHERE
oS ER 7 | “EREEESITE P EESRFR AN B FAFP#TE ORI,

s ZUEBFAE. BXEZER , BERALRZLETNSR 7, N CA KW E Active
Directory’s certutil -viewstore -enterprise NTAuthfEiEiiE#I85 Liz{TLAAIA CA BEX
o

BHAFERESE IdP 521 B WorkSpaces & ik N AREFN 2B E “TTERIEFE BIEE. 400


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_tags.html#id_tags_rules
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
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- REHRPE—MNIEP , ERZAFPHNEMHEER , NEIZIER LR, EIEBEIE (24 /et ) 280,
BB R Amazon Web Services Support BUEBREF. BXEZER , S H Amazon Web Services
Support F 10

« UserPrincipalNameSAML & BB X T EBWRTTEHENT N AP EFRE,
userPrincipalName BEXxEZER , SR EREZHFTHSRE 1,

« &K SAML BT E R ( ATiE ) ObjectSid B 5S SAML_Subject NameID HIEER A/ Active
Directory Z£#RR%F (SID) FIEEL, #IAER SAML Bk EMRITHNEMME RERN , AL
# SAML B3R 4tEEER DL Active Directory AFH SID B 1o

- BEARBIRESERNEREFEZMERIA Active Directory iRiB , REBEENERFE RSP BBRERE
FERINITIRE. BRT LEIENBERZA , XEERELTRESSHEMENATH. ETIEBNEHR
ERRFIRERGRMBELDERF , AEEXTHETEMER. RESEFNTHRBREUARHA
BREFARBREFNEMERT , BEBEFMERITH

- FAB CA K CRL Z# KR T L , thFEM WorkSpaces SRR HIER B, BXEZEER , BSHE
REHHRFIR 5,

- ERBEFHHEMPEEFELAIM CA , iE7E CAPKIVIEW.msc EE{TUAB TR, MREFERRIBM
CA , i&fEA PKIVIEW.msc mmc F3h & E Ml R

« ERE Active Directory EFIRBERE THEURIEHREXEMRIBNIHEFER , BiE1Trepadmin /
replsum,

H i FEHEBR P IR BIEE R WorkSpaces £ Windows B4R E, EREZFAMNELEH 2
Windows &4 BEF M EH 4625 | EFKIKF KK,

MR EBBIFE , BBER Amazon Web Services Supporte HEXEZEL , 55 H Amazon Web
Services Support /%

KREEZ R M —LLEE Windows £ FI1E WorkSpaces T RRMEZENR
WEE,

MR IEEFR R Amazon IRENAXIRLE , BT UEZSERER Amazon EC2 12 # Windows
RFEIRERZZENR EBS RR,

BIEXLEREBRZE EBS & |, NEMME Amazon EC2 , REEIETE B X H1& 5 2 34 WorkSpace
FREMAIE, INRRIE BYOL LA Windows 10 WorkSpaces # B EERE R , NFEAZED
NZREER, BREZER , BSRMEAZENTRM Windows A4, BTELEN EBS BEiZE
# % WorkSpace , Rt B FEFHERES] Amazon EC2 EHIH & &34,

BREEZEM—LFEE Windows BN F{E WorkSpaces TR ZEN TS, 401


https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
https://learn.microsoft.com/en-us/windows/security/identity-protection/smart-cards/smart-card-group-policy-and-registry-settings#primary-group-policy-settings-for-smart-cards
https://learn.microsoft.com/en-us/windows/security/identity-protection/smart-cards/smart-card-group-policy-and-registry-settings#additional-smart-card-group-policy-settings-and-registry-keys
https://learn.microsoft.com/en-us/windows/security/identity-protection/smart-cards/smart-card-group-policy-and-registry-settings#additional-smart-card-group-policy-settings-and-registry-keys
https://learn.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4625
https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/windows-optional-components.html#adding-windows-components-console
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F 48 WorkSpaces R ET X FH WorkSpaces i [X 812 I B Amazonit
BB,

= WorkSpaces A A X FH b X B %331 Amazon WorkSpaces , iR BT SBIEHE,

® Note
WMRIBEIZIT Amazon Command Line Interface S ST W EIEE 1R , FHARZFEAN R R
Amazon CLlI. BXEZEER , BSRBIAEETH R EFTHR Amazon CLl,

\

- BIEESRKFHRS—/ VPC WERIFAE = (VPC) NEFiEEZE

1. AIESFRERXEAN VPC ZHHK VPC XNEEE, BEXEZEE , BSRER K- TR X
F{ERA VPC B,

2. EZ VPCHEERE, BXEZER , BSHES VPC NEIEE,

3. BUE VPC NEEREG , B LMEA Amazon VPC 4|4 . Amazon CLI 5 APl &% VPC XN &i&E
%,

SR 2 EXRHANXER VPC X FEEN AR

EHENEEARUTFBES IPv4 = IPv6 5% VPC WEE. BXEZEE , BSHF VPC WEFiE
EEFBEXR.

5 325 : 812 AD Connector F F Ml & WorkSpaces

1. ZE&EF AD Connector £ R%MH , 55 AD Connector Jo R %4,
2. 183 AD Connector E#EN BB K, BXEZEE , iB5SRBEIE AD Connector,

3. ¥ AD Connector RSN ESIAT , TFF Amazon Directory Service #2415 |, REREWE
ID JEF B,

4., F¥FAmazonNARFMIRS , iHiEE Amazon WorkSpaces LAFF B X41% B F# WorkSpaces i
7] £ PR o

E5E M B & WorkSpaces. BXEZELR , BS R EEM E & WorkSpaces,

o

48 WorkSpaces AT X WorkSpaces #X 82T HEAmazonit & B ZE 3, 402


https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-troubleshooting.html#general-latest
https://docs.amazonaws.cn/vpc/latest/peering/create-vpc-peering-connection.html#same-account-different-region
https://docs.amazonaws.cn/vpc/latest/peering/create-vpc-peering-connection.html#same-account-different-region
https://docs.amazonaws.cn/vpc/latest/peering/accept-vpc-peering-connection.html
https://docs.amazonaws.cn/vpc/latest/peering/vpc-peering-routing.html
https://docs.amazonaws.cn/vpc/latest/peering/vpc-peering-routing.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/prereq_connector.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/create_ad_connector.html
https://console.amazonaws.cn/directoryservice
https://docs.amazonaws.cn/workspaces/latest/adminguide/register-deregister-directory.html
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F 2 7E Amazon Linux 2 _EFE#T Firefoxo

SR REAHEFREEEH

ERTIRACERABIEH , FELEToSsystemctl status *os-update-mgmt.timer
grep enabled, WorkSpacefEfiti® , NiZBEMITERE enabled F#,

W2 BHEH

F|refox BEAESEP RN B3I EH Amazon Linux 2 WorkSpaces LAk REEH A Hitb s, B
XHURTF WorkSpaces & fE AR A,

« R AlwaysOn WorkSpaces , BE4%# it EH B 00:00 £/ 04h00 , FIER X7, WorkSpace

« XF AutoStop WorkSpaces. N\ ANE=NEH—FK , EKEFAEANRIEIA , 431 E O FF T
B R ER KL 00:00 £l 05h00 , 5zt X#EtXHMERE. Amazon WorkSpace

BXEPRNEZER |, 5@ WorkSpace 4#,

B A LB E S WorkSpace H1E 15 D # G EFMEZ R BB EFHEH, B UETHA
sudo yum update KRBz EH. EFH{CER T Firefox WEHT , B A sudo yum install
firefoxo.

WMRIEBTEBEX Amazon Linux 2 FEENIF RN , HEESEREA Mozilla IEN Z#HEIXHRZE
Firefox , &2 Mozilla X3 HE LRI Mozilla iR A% % Firefox, 2T 2 HE RPM ITERAH
Firefox , AREFT2EIRZITEN WA, BRIABEIEZETHS sudo yum remove firefox
Hﬁﬁﬂﬁo

B LESES —AITEY LEiZ1TH S yumdownloader firefox , M Amazon Linux 2 %
THEAEN RPM 848, AfF , FEHEEMNMEKE WorkSpaces , FTEFBERAISAEA X Esudo yum
install firefox-102.11.0-2.amzn2.0.1.x86_64.rpmMirEYUMGBSREZEEA ],

(® Note
WX A& R REBEREERA T,

FABE Amazon Linux 2 EE# Firefox. 403


https://docs.amazonaws.cn/workspaces/latest/adminguide/workspace-maintenance.html
https://support.mozilla.org/en-US/kb/install-firefox-linux#w_install-firefox-from-mozilla-builds
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https://docs.amazonaws.cn/workspaces/latest/adminguide/amazon-workspaces-protocols.html
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https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-clients.html
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https://www.amazonaws.cn/workspaces/faqs/#:~:text=Q%3A%20What%20client%20and%20host%20operating%20systems%20are%20supported%20by%20the%20latest%20version%20of%20WSP%3F
https://www.amazonaws.cn/workspaces/faqs/#:~:text=Q%3A%20What%20client%20and%20host%20operating%20systems%20are%20supported%20by%20the%20latest%20version%20of%20WSP%3F
https://www.amazonaws.cn/workspaces/faqs/#:~:text=Q%3A%20If%20I%20already%20have%20a%20WSP%20WorkSpace%2C%20how%20do%20I%20update%20it%3F
https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-osx-client.html#osx-release-notes
https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-windows-client.html#windows-release-notes
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https://docs.amazonaws.cn/dcv/latest/extsdkguide/what-is.html
https://github.com/aws-samples/dcv-extension-sdk
https://github.com/aws-samples/dcv-extension-sdk
https://github.com/aws-samples/dcv-extension-sdk-samples
https://github.com/aws-samples/dcv-extension-sdk-samples
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https://docs.amazonaws.cn/workspaces/latest/adminguide/managed-policies.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/managed-policies.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/extension-sdk.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/workspaces-release-notes.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/workspaces-release-notes.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.amazonaws.cn/workspaces/latest/userguide/peripheral_devices.html#devices-webcams
https://docs.amazonaws.cn/workspaces/latest/userguide/peripheral_devices.html#devices-webcams
https://docs.amazonaws.cn/workspaces/latest/adminguide/smart-cards.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/smart-cards.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/smart-cards.html
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https://docs.amazonaws.cn/workspaces/latest/api/welcome.html
https://docs.amazonaws.cn/workspaces/latest/api/welcome.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/amazon-workspaces-protocols.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/amazon-workspaces-protocols.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/smart-cards.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/share-custom-image.html
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https://docs.amazonaws.cn/workspaces/latest/adminguide/cross-region-redirection.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/byol-windows-images.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/byol-windows-images.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/byol-windows-images.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/byol-windows-images.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/byol-windows-images.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/create-custom-bundle.html
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https://docs.amazonaws.cn/workspaces/latest/adminguide/migrate-workspaces.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.amazonaws.cn/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-linux-client.html
https://docs.amazonaws.cn/workspaces/latest/userguide/amazon-workspaces-linux-client.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/restore-workspace.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/restore-workspace.html
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https://docs.amazonaws.cn/workspaces/latest/adminguide/fips-encryption.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/copy-custom-image.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/enable-user-self-service-workspace-management.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/enable-user-self-service-workspace-management.html
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