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OpenTelemetry r Amazon Z{TRREINFI AT,

/A X-Ray SDK

X-Ray SDK 2 —4A [ Amazon GRS £ EBIER Amazon APIs F1EE, A X-Ray SDK a4 #& Y
BAERFHRERERE. BFTEMEM X-Ray SDK WEE B ERISHEIE.

WMREFEANZ X-Ray SDK , WAL T EBISREBLEEER

/A X-Ray SDK 9


https://opentelemetry.io/docs/
https://github.com/orgs/aws-observability/projects/4
https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/introduction
https://aws-otel.github.io/docs/getting-started/collector

Amazon X-Ray FERARER
« &4 H X-Ray SDK fl Amazon X-Ray S iEF - MR BTFEEHNARFRE |, BERALIED,
 f¥ X-Ray SDK & CloudWatch RE—2EH — ( ##% ) CloudWatch X¥ 5 X-Ray SDK #%&.

EF A X-Ray SDK , iR ITLATIRME -

- f£Ef X-Ray SDK & &H R AEF.

- BEWESRASTHEFREINBIEREIAMLL. EAILER CloudWatch KIE 5 X-Ray SFHEF
KRR RIRE S

WESRFRBUEIZHBIER , eaNEAXAESERERE P IEEMN Amazon ik, X-Ray SDK R
BE[@ Amazon EIm A EBE , W TERMR :

-

Instrument your Recommended for

application with the agent or new users
X-Ray SDK collector

Ch
00se an CloudWatch collects

trace data

Your application

Continue using the
X-Ray daemon

X-Ray daemon
collects trace data

Amazon Web Services Y,
Backend

AN Y

MRRIEEER Java , B LUER X-Ray SDK BEIRNEH N ARERF. EFHBER X-Ray SDK |, &
EEEUTREEBSHEXWE
* Go

* Java

* Node.js
* Python
« NET

* Ruby

/A X-Ray SDK 10



Amazon X-Ray FERARER
FERES A

MREREFEARFTRLORENVEEAFRE (GUI) |, BERAEG S, TRX X-Ray WA A BUE
AT EHENATRCRRREAD , HFRITESRES . EUNEENZHEMITUTERE

3 X-Ray,

- EENAEFMENEERE,
- RENAEFNZETRR,

- RBAERBHEIR.

- EEEXRERE.

YRA] LAfE AR F B9 B2 CloudWatch FE #lhttps://console.aws.amazon.com/cloudwatch/sghttps://
console.aws.amazon.com/xray/ZX B# X-Ray £ .5 X-Ray #1TR E,

A% CloudWatch 4| &

% CloudWatch 2% & BIEFH X-Ray TheE , XLEIEERM X-Ray BHAEHZITH , FEHESZTF
A, MREFER CloudWatch #4114 |, M LAEE CloudWatch HEFMIBIRAR X-Ray IREHIE, £
A CloudWatch #H A EEM 2 HHE , SEAUATHE :

* X-Ray IRER - ERNRAREFLAEFRNEER, 2WMFEESHRBENRE, FAXERRTERSE
B, ARERAMCENNARFTHER. EEREHEBNBRSHE , LEENARF THERN TN
(145708

- BE-EF, M NHENARFERNAEE, £RAEETHERR , ARERENBTEREK
7,

- B - ERALHARKENERNZEECHER , REENERENNAEFEE. UETNE
RV ARERX LB,

- GRS MER IR B EEREN PIER AR EMIRE ( @RARICEARRF. Hfit Amazon
RSMEFF i ) ASITIRR R,
- TEMERA X-Ray #H8—T5H T X-Ray 5 & PR AEINEE.

B X CloudWatch ZBHIAMWEZEER |, 5 Amazon Al] CloudWatch,

E 5% CloudWatch ##l4& , Wit 7 https://console.aws.amazon.com/cloudwatch/o

EREHA 7


https://console.amazonaws.cn/cloudwatch/
https://console.amazonaws.cn/xray/home
https://console.amazonaws.cn/xray/home
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/GettingStarted.html
https://console.amazonaws.cn/cloudwatch/

Amazon X-Ray FERARER
£/ X-Ray ##%l&

X-Ray ZHANNARFBEREHIARBE, NRCEEEMENEEAKRITEENNARR
RS , EEH X-Ray ##|A. Amazon TEBF A X-Ray #24#l&. X-Ray BHAESESUTHTFERMRA
EFRASE -

- i - BHRNEABRFHETHFREHREBRRER, LEITEE CloudWatch ZEHIBH Ins ights
To BXEZEER | B2 HEH X-Ray 24| A FHEH X-Ray Insights,
- BEi#E - EENARFNEREEMRESEEFK, BRIR. RENKBIEE,
- RIR - EENAEFEALEBERNERNRENRR, E£ARREERTHRENNAEFEERER
FEMRI , SIE HTTP 57108 57 A 8] o
- N - FEARKRMBRE. NEMDNEREREIE , LT R E 5 .
- BE - IZEENRERUESRATETHNRIALRE !
o RHE-QIEAN , UENNNARFREURBURIREENNER, BXESZER , BSHAFEA X-
Ray 2§ & PR EE XM,
- INZE - FEAEAXNBRSKEMNE , B LR Amazon Key Management ServiceXY 1% Z A # 175
BEEM,
- D - FAMERGRERNREN —HEFHLEHHE ( Flan URL BEFRMABIATE ) HERER, BX
BZEE , BEREES 4,

fEhttps://console.aws.amazon.com/xray/3R 1 & F X-Ray ###l &,
R T R X-Ray #2414

£/ X-Ray BHETERLHNNARFREBRSHNERNRSMRKRERNGE | HE B RER
KIEE) X-Ray WA AR 5B MR,

(® Note

X-Ray fr% #th B F CloudWatch ServiceLens #E 25} F W S # CloudWatch 12§ & HHY X-
Ray BiRtE F, T CloudWatchiZdl & , REEENSMERHN X-Ray ik FiE#F Trace

Map.

CloudWatch MESENAEFES , EAURANEEENNARFRS. BF

i%. Synthetics @£ B MRS KBKX R, FH Application Signals & R IRSS 51 R = o] ¥ 3t
, BBEHRS RS BHREFETIRNRES (SLOs ) , HRAEEFHEXK X-Ray BRERLIR
BN EE 1% 4 Y BB HERR o

A X-Ray ##Fl& 12


https://docs.amazonaws.cn/xray/latest/devguide/aws-xray-interface-console.html#xray-console-groups
https://console.amazonaws.cn/xray/home
https://console.amazonaws.cn/cloudwatch/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html

Amazon X-Ray FERARER

¥ X-Ray #H| & NH2REEE , 2 JSON lRESEHTMLFN , B X-Ray NERNARFERNR
BRREER, ZEBRYSLEKSTPNBEREHBSHENNABRFNBRS TR , RRERKFEN LFE
Pt RURERTNARFELEE RN ERAN Web lREFERN THERST R, A ERAHEM
NHEREFREMBRERERE , AREEAMRHEAN,

EUTETHEEF X-Ray HWEHEE H S CloudWatch EHL#H TR,

®Z&K X-Ray H CloudWatch ##3
. £/ X-Ray iRERi#t: B

- EEREANRIRFS

- EABEZERERX

- BEIKFIRER

- RERSHERHBENARERF
- FRERER

« £/ X-Ray N ##

« 5 Analytics B#HARE
- B4

o BLEREAN

- BRISREHE

£ X-Ray IRz ih &

EE X-Ray R ERIAB HIEIRVIRS ., EFSEREZESH XN TRINERERE.

(® Note

CloudWatch BU1E‘Z3E A pplication Sig nals , BRI A XKML R EW R ARFRS. Bk,
BRELEMBEKB <R, #A Application Signals EE LN RS HI RN AMHEE , BIFEEH
WEIRSZ R B REFTEITIRNRIESS (SLOs ) , HRAEFHEAKN X-Ray IRERLIREVE FHH
PR HEBR

L 5% CloudWatchiz i & , X-Ray Bk% CloudWatch ServiceLens ith B Fith & & H 7
—/N X-Ray BRER#1IE, $TFCloudWatch $##|& , ARELN SMBEEN X-Ray Pul TiEF
Trace Map.
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://console.amazonaws.cn/cloudwatch/

Amazon X-Ray FERARER

EE RERR G

R ERBREHFENATNAER | RBERENERAEFER. ERE RN EREHRRSOERST
R, RRBERKFEN LHFEFRT/IUUARKRTEARFELZE RS EAN Web BRSS H A RN TR

-
% -I_" A Yed

R IR E & REEA Amazon SQS M Lambda M ARSEH R ENARFHRENERAE, AXES
E8 , FERAREEHRFIENAEF. RESEEXFERSRE , £—KittBPERSNKS P

-+
=

CloudWatch console
£ CloudWatch B #l&ahEFEERHE

1. §TF CloudWatch EE#ZE&H &, EEMSMEKRN X-Ray IRERZI D TIEFRERE,
Q Filter by X-Ray group Q' Select a node ‘ (©} ‘ ° ‘ S} H ) ‘

o

» Legend and options

scorekeep-state
DynamoDB Table

o
p\

ECS Container
O scorekeep-game
DynamoDB Table

v

2

Client

2. BEE—ITBRETIREBFZTR/NER , REEFANMNTRZANLERETLT ZEENE
Ko

3. HMEEETRERKMETE , HPaFiEts, BRUARIEKNESHHETF. EEFEDR
L, RRESKERNEEURAERTESZFFE , WERHERHRETUATTERRER, £/FN
B 70 AET+ £, IRFRE R AR —NE B SR IR P R A (R SR IR ER

R R i 14


https://console.amazonaws.cn/cloudwatch/

Amazon X-Ray

FRARER
v api View traces ‘ ’ Analyze traces [ ’ ‘ View dashboard

ElasticBeanstalk Environment

Metrics Alerts Response time distribution

6% Faults (5xx) M 1% Errors (4xx) Latency (avg): 402ms Requests: 5717.52/min Faults: 328.97/min
Latency i Requests i Faults (5xx)
Seconds No unit Percent

3.0 8,764 26.05

15 LLLM 4,382 WWWWMNWW 13.02

| Ml MM
0 —L / 0 0
09:00 12:00 09:00 12:00 09:00 12:00

@ ResponseTime p50 ResponseTime p90 @ TracedRequestCount @ FaultRate

4. LEREFREEFRE  JENRENAMLESM  FEREFLIMIEMNRER,

5. %R “EHEAF UEEEMAT SXEKMN CloudWatch BE., HIEMERRHET afxiss
ERE, BXREZEE , BSRAMEDER CloudWatch HE,

RIREEESAAERRZN T IRRFBNTREENRA

s JERRIRSI[HE (500 RI4EIR)
. BERTEPIREIR (400 RHIEIR)
« BERRBEEIR (429 BRTZ )

MREVREFBEERA , BEAFE LNZA4HERBKR, S NBIHHBE,

X-Ray console

EERSHHE

1. §17F X-Ray #£#l&. MIABRT , FERKRFHEE. BTUNEMNSMERPIEFERSHE,

R BR it


https://console.amazonaws.cn/xray/home#

Amazon X-Ray FERARER

Default ¥ Q Enter service name, annotation, trace ID. Or click the Help icon for additional details. * Last 30 minutes ¥ e} N/

Enter a service name to find and select the node on map ) ' &) Maplegend @

avg. Sms

0.2 t/min

scorekeep-state
AWS::DynamoDB::Table

avg. 8ms

0.5 t/min

Client Scorekeep
AWS::ECS::Container

avg. Tms

03 t/min

scorekeep-game
AWS::DynamoDB::Table

2. BE-ITREFTIAREFZTRNER , ERAINTRZANLEREFLT ZEENF
Ko

3. HEAWNZHESEREENAFERER , ARREEREREIVRASAE, REERESR
ERIT I MR TRk R RE X E Y RER TR,

BR ER it 16



Amazon X-Ray FERARER

Service details ©

Name: Scorekeep

Type: AWS:.ECS::Container

Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when

viewing traces.

30% —
20% —

10% —

0% /\/

| ] ] |
0 10ms 20ms 30ms 40ms
Duration

Response status

Choose response statuses to add to the filter when viewing traces.

B Fault: 0% Error: 0%
I Throttle: 0% B OK: 100%

Analyze traces [~ View traces >

R ER 1t 17



Amazon X-Ray FERARER

RS HEEBEADEARSHRNEEN LRSI T RERHE , NIERTKENETRR

- FBRREKUER

- ABRRERSH|HE (500 RIEIR )
- BERTEFIREIR (400 RIIHEIR )
- RERFREEIR (429 FRTZ )

MREHRSHEREK , NEAFFE ENE4RERATRAK, SO NBZE &,

® Note

X-Ray RERHEHRZ A E R 10,000 MR, WMAOBERT , HRSTLEBGE B LR
B, 2RBEREEH BT EERH AP ERTENRERBE,

R 5 1%k IR R 3t ]

BEEARERARER , BANEXENMAETSBLERRNITE RE , FRAUTIRERER
B ERZBEL

CloudWatch console

MERER 3 B 72 b £ B9 4 TR % B8R PR R A B 5

Q Filter by X-Ray group + Q  Select a node

TestGroup

X-Ray console

MEREZEMP TR KL PIEFE—-PMEBR

BR ER it 18



Amazon X-Ray FERARER

Default ¥+ | Q

Q| Enter a group name

Default

Create group

Leam more ('

W , FRX RS B TR L E R SR AN Fik R4 RIE K TEARE.
R o 1t P P ) D 3 T

REREEISEAMSMNMETA T B E LR E R,

CloudWatch console

EEWEEA EANBRANER TSR, ERTIRAETHRAR , ERaF .
o HEPRE R I A (R SE B P A9 P19 WE BB (B M 2 0 B RS Y IR BRI E

TRERFNT QAN RSER.

MNERTERFERESHERRE  TESaFtRA L ANELERIGR, XEiREDIFERE
AWM ERRBESM T RN, URNELE LS REFL Canary,

X-Ray console

EEAEAEEREREGEE  ERRSHEES, TUERREENE T AERRS hE %
I, BFE -

s FATRRNETRNBRSEFRTGR , ATUREE RRS B |, &2 F 15 R e E S K& 1E A sk B E]
SCEANE#HNRERHE,

« WHEK/N: None HFFET RIRENMER KD,

s TRKD: BITRARSZEWNERBEBET AN/, EhaEEiR. MESZREINER.

i/
« TRAKRND : REBRFREBEET KRN

BR ER it 19



Amazon X-Ray FERARER

ERRERNREER

£/ X-Ray % & HHWREFETEARSE URL, WHNRABRREFEPHEMEBIEERBER, MNRIRSIR
PEFRREE  REFREIESEREMERRRENBRST RNBE , SURRERD BREETE XK,

EFRER
CloudWatch console

£ CloudWatch 4|8 hEEF R

1. &3 Amazon Web Services Management Console #3TF CloudWatch ##|& , Mt
A https://console.aws.amazon.com/cloudwatch/.

2. EEMSMERSP , fRIEE X-Ray REMBRER, EAILURAMRESHATRERARER, X
R IE B R E RSP RERER 20 AP B BRER

HE , BAUERARSHESMIAENEENERS TR, AREERER, XRITAENAER
HYER BRI MH

3. EEWMAHBTPRLENER, ERFARURERE , BMEFH AL LEAZT LN G T
KHRE—MET, XERMBFEUATAR !
« TR - BRST RIFERRE.

« HIR ARN - RERRXBRA R RFILRE, XERFEHROISELDBEMETER
(Amazon EC2) 324l, Amazon Lambda B#(=% Amazon DynamoDB .

- AF - AP ID HiERER,
- HIRBAREEE - BRERBAREFIERER.
« URL - BN RARFEAR URL BBERILRE,
« HTTP RS - BN ARFIREIR HTTP RSB IFIERER. BAILIEE BE LN RBHM
TR RBHPHITIER
200 - ERKID,
© 401 - BRBROBHRNFHRIEZIL,
.+ 403 - ERBDBEBNR.
© 404 - REBBERAFEERHBR,
* 500 - RF|EER T BAMER ALK T WEPE IR,

BRER 20


https://console.amazonaws.cn/cloudwatch/

Amazon X-Ray FERARER

EE-IRSANEKE , REREFEFMBER , FATiESRE MM T ETRERE FiERFRER
Sl

EERENMRER , FEEEEAFTERPMARE ID, AJLEA X-Ray X5 World Wide Web
Consortium ( W3C ) #&=, fl#n , fEH Amazon Distro for 122K R ER X OpenTelemetry
W3C %3,

® Note

LBEBWEA W3C BN IRER ID IR RERR |, 85 A 48 R X-Ray 13\ H9 ITH R
ER. N |, INRMELL W3C N EH) 4efaafsdle8720b39541901950019¢ee5 |, 32
HAESEREMW X-Ray : 1-4efaafsd-1e8720b39541901950019¢ee5,

FERTIARZITEN , AITLAE R EKEDAY IREREE 2 o T ECAY R BR B R
EERENRENRERE , BMIIRFPERE —NRER ID,

TEAANEREREEESSERERKABS TR , ARARYRRERN 2RI RAREN TR
ZEG %, REBEZERREME, BEIT2HX GET BETRH, HBALE, BiFE
THREMBEURERNRHNES. 7RITAL2ERRERE , ZHEE FRED BN T 5K
FOESEEA: Y]] 8

BRER
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Amazon X-Ray FERARER

P Legend and options n-ﬂ
"l

((D /\ /;ynamona Table

[ &%

Client i api : products —
ElasticBea...Environment ElasticBea...Environment / \

No node selected

Select a node to see its details

Trace Summary

Method Response Code Duration Age

GET 200 17ms a few seconds (2022-01-20 16:35:56)

Segments Timeline info

Segment Response Duration 0.0 a0 40 60 2.0 10 12 14 16 18
status code s oms s s s s il i i e

¥ api Aws:ElasticBeanstalk:Environment

api @ ok 200 17ms [ GET ..
auth @ oK - Oms |
forward @ ok - 17ms I ——
products.eba-cvkws4f... () OK 200 17ms I Rer...

MREF—NEA Amazon SQS # Lambda WEHEHBENARERF , W AEREEHEF
BB MERWKBRRENE, EHED , REEEEENREHEZEIRB Amazon Lambda
SHEEWRE , AETNEL L%, EXBE4EHENARFNESER , BSRABRERSEHR
HENARERF

REMBERFFERAEGEEKSBRE , P2 HRRFIRFPMENREBE DS DKS R
HYER ERo




Amazon X-Ray

FRARER

X-Ray console

MATE X-Ray 24l A EEBRE

3.

£ X-Ray #ZH| AT RENH,. REBAEIRE T TRENINESHWRERSIR , XER
EFREFEERELARERA. R esourceArn #, Instanceld

ERREARBMIREEEANRERE , BRAPAKESZSLNE TS L. TEERTE
Amazon X-Ray =I5 FAEF URL 2040 #9 BR BR A9 IR ERABE IR LA R R BX BR BR A B R o

Trace overview

Group by URL -
URL = Avg response time - % of Traces . Response -
hitp ffscorekeep elastic beanstalk com/apiiuser 301 ms 4. 7T6% 1 O, 0 Throttled, O Ermors, O Faulis
hitp:ifsconekeep elasticbeanstalk com/apisession/8NEILUOE 330 ms 4.76% 1 O, O Throdtied, O Emrors, 0 Faulls
hitp.i'scorekeep elastic beanstalk com/apiisession 00.5 ms 0.52% 2 O, 0 Throdtied, 0 Errors, 0 Faults

Trace list (21)

D - Age = Method - [Response . Response time - URL ~ Annotations -
1562473 5.0 min POST 200 3 ms http:fiscorekeep elastic beanstalk com/apliuser 0
cle3gos0 5.0 min PUT 200 330 ms hitpfiscorekeep elastic beanstalk comfapiisession/BNEILUCE 0
doE53edc S0min - POST 200 19.0 ms hitp:fiscorekeep elasticbeanstalk com/aplisession 0
ATESTecB 5.0 min GET 200 1862 ms http fiscorekeep elastic beanstalk com/apiisession o
SdeealZD 4.7 min POST 200 950 ms hittp:fisconekeep elastic beansialk com/apimove/BNEILUOEZNSEACTLIPPMPBLIB
4.8 min POST 200 950 ms Nty fiscorekeep. elasiic Deanstalk com'apimove/BNE3LUQSZNEACT LIPFMPELIB
4 8 min POST 200 205 ms hitpiiscorekeep. elastic beanstalk comfapimove/SNEILUCEZNSEACTL/IPPMPELIB
4.9 min POST 200 25.0 ms hittp: fiscorekeep elasiic eansialk com/apligame/BNGILUQE2NIEACT LIuSErs
4.9 min PUT 200 121 ms http fiscorekeep elastic beanstalk. com/apiigameBNEILUQEZNSEACTL e T Tac Toe
1.4 min GET 200 140 ms hitp fiscorekeep elastic beanstalk comfapd'gameBHNEZL UGN IEACTL 0
1.7 min GET 200 12.0 ms hiip:fiscorekeep elastic beansialk comfapiigameBNEILUOG2NSEACTL 0
1.9 min GET 200 9.0 ms hitp:fiscorekeep elasiic beansialk com/apiigame/BNEILUQG2ZNSSACTL 0
4.9 min PUT 200 E9.0ms nitpcfscorekeep elastic DEANSIAK com/aplgame BNEILUQEZNSBACTL

afSobET 49min  POST 200 §1.0ms nitpirscorekeep elastic beanstalk comiaplgameaNe3LUQE 1

R ER

ERRIRN ID LERRIRTER, SUAUUESMERPERRSHE , REFRERS

TRENRE, AR , BULEFEEZT A XBEANRER
REZEDNFERBENBERR , SRUTHE :
BRHREN D BRERHBE,

« DERIRREREEPITKIET SKEHE,
s ERERBEFREZTRIEETZOMNER

23


https://console.amazonaws.cn/xray/home#/traces

Amazon X-Ray

FRARER

TRERTEONARFRAKEN GET HRXBENRIREE R, SikEREN T RTEKE
RATRAREE, RS RERE GET HRHIAR LI ERHE

Timeline Raw data

Method -

GET

¥ Trace Map

Client

Name
v Www

www

auth

auth.eba-cvkwsdfz.us-east-1.elasticbeanstalk 200

request

response

BRMALETFHESEER ,

Response v Duration

200 80.1 ms

80ms

1 Request

ww
ElasticBeanstalk::Environment

Res. Duration

ElasticBeanstalk::Environment

v Age v

9.4 min (2022-01-21 00:35:05 U...

BV 50ms I'
2 Fequests
api [ 15ms
ElasticBeanstalk-Environment
1 Riequest
products
:ElasticBeanstalk::Environment
-
2”‘9
1 Request
avg. Ame
auth
‘BlasticBeanstalic:Environment 4 Hequesla
customers
Status 0.0ms 10ms 20ms 30ms
] I I ]
.
G 1
v I Remote: GET ... /auth/delay/

FZRE THEARA T @RI REZL —T5,

IR EL JSON BB R E RBRBREAR MR IZREN D BN T2 ROER. HERER

ARRZEUATHE :

A5 1) &
Jh4F 1Ds

« BO BT DRI AR

24



Amazon X-Ray FERARER
s BRI F 5 BENRIEIR
- BXRNEHNARFEAENBEROEMES , Sl HTTP &R 18

RA T R R ERAY (A £

NRLEH D ERKFPRELE RSB FOBRNBREN , MK FREETRESFT AN EAN N, 3
RANE-NMREANTE , REIBRSHENBERERNABRE, FORUBHRERIIE , FEIRRE
HAH, BIEBEAEXEBINTERNER.

CloudWatch console
£ CloudWatch #H| &7 , KERFBRIHBEHR-UTER :

« -5 FIHFMERERPH D BN F 5 R

« DBREF : FIHBAN DB F O RIVRESER.

« MARIMEBE] : B R F 0 BRR HH R B BREREY HTTP WAL ( IRE ) .

« FFEREYEF ;B BRECF 0 RV IT R R

- RENVEY  IHEBITORIAFIRNGBZARNR (MRER ). BXESZER , FEHANK
ENEENEEAS,

« &RE—5  EREDEREFOBRIEITHIFEE RMEX MAYKFER (BN TaE L P R BRE
FOE) o

EEBRSTRINDBEMTFoRIIRHITOA , THARTRIE.

X-Ray console
ERERFBENEYP , ERNELEDF , UAEEMRRENEN D BN 25 RO REL%,

£ X-Ray Z#HlEF , HELRHUATEE.

—_—

- BB %
- IMR%) : %

H R ER P 0 R F 0 BREY B 5o

AT 2 RS F 2 BOR B B8R E RA HTTP WaRDRSARE (MRE )
« FFEREYE S ;B o BREF 0 R T R R

« REF SIS BREF O EIRBHE R

- &RE—5  EREDEREFOBRIEITIIFE BRMEX MAYKFESR (BN TatEL P R B
FOE) o

_ e =

BRER 25


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AppSignals-StandardMetrics.html#AppSignals-StandardMetrics-Dimensions
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AppSignals-StandardMetrics.html#AppSignals-StandardMetrics-Dimensions

Amazon X-Ray FERARER

EEFRG A AREMFALHRERESSE , FERREBELATF, RAEKIFEHU ISON FXE
NERBREAREBZREN D BN FITROER. WRESTRILEUATAR

o« BfEIE

« Ju%F IDs

- SRR F 5 BRRENRIR

- DPERIF 5 ERMIRIEIR

- BXANEHNNARFAENBERNEMEES , S0 HTTP &R WAL

HIRFERARKBEIEMN S Amazon DK B , HTTP , = SQL EFFixEANIRIR , X-Ray SDK £B3hid
XFHBR. HAILAMER X-Ray SDK EREMEBIKBRANEENL F5BR. BENLFOREITIETIE
FNEMF 2 BRI EENF2 BN FR.

BERTBRIEAER
RN ALPRBERDBNER , IUEEERMBER.
FBREAESERERER, BR, ER, THE. REUK SQL ET . UTEA-FHER

s BIRETFEREXERNMNNES. EEBFEEN,. FHRIE, £ReTE. BLEE, BK
URL., ERBME. ERMBIAIEAREMERTHE,

- XEBW “BR &I+ E KB X-Ray SDK BEEUARBEXETNARFH Amazon &RHER.
# A& A T X-Ray SDK B9 Amazon EC2 Amazon Elastic Beanstalk, 5 Amazon ECS ##3kid 3%
BETRZSNERER. BXBHNESZELR , HSHEE X-Ray SDK for Java i BR S5 i@ 4 3B
o

- HRNEMFETRADBRIERNER, tBENRE. SFRUNERERFEN , 2EFBRXLE
FE, IRNTBEISEMEM X-Ray SDK RENRECFEOMMER. EERITBEFME
DB, BfEA X-Ray SDK, BEXEZEER , 2R “‘FAPNIEENNARR TEHIIHNEE
B S 8. Amazon X-Ray SDKs IEEX & N AT F #1740 Amazon X-Ray

ERETHBEARR
ERENELPERENFIRNER , TUEFTHEAEEL

- BRRTFEEEXRBERNWENER, XBERMH. FARE., SReE, F4EatE, B3R
URL, i&RB/E. BREMABURAEMFMERNHE, STEASRUEFHERNFOR , #dik
MFEEMNEHRARERFAEREWNERMIERER,
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s FOBRNERBREMFEREXRATETTFOERN Amazon BRNIFMES, Fla0 , BFET= 8L
‘@& Amazon Lambda E# ARN, B> DynamoDB RHE L., A MNEMIREURER ID,

s HRWEMFERFABRLIEZFHNER. tHENRE., YFRMNNBERERFEN , 2EIHREX
ERE, IRVNTBEISEEA X-Ray SDK =RENREICEKHOMNES. FA X-Ray SDK ,
ARG TBEIME DR, BEXELZER , FEHA FATHNIECENNARE TEHIHNEE
B S8, Amazon X-Ray SDKs [EEXERY B ARREF# T8N Amazon X-Ray

FNFEENLFAE , RETFERFIERNEHR , BB ZBMKRIEECHIERNABH R
Xig, BXEZELE , BoR “‘FAFNIECEZHNNARSF TEHYENSEESEE, Amazon X-
Ray SDKs fEFSER T Java 9 X-Ray F X T EBERBEN FOE&

TEERTBEXFOENBRIETF, BIREEFIRID. KR ID, B, FTHMERETE, FE
A, RS REREEE,

Subsegment - # GameModel.saveGame

Overview Resources Annotations Metadata Exceptions

Subsegment ID  5075ca6246049416
Parent ID 69e25bbS5Sbfedc13f
Name ## GameModel saveGame

Time

Start time 2017-03-14 17:10:56 800 (UTC)
End time 2017-03-14 17:10:56.814 (UTC)
Duration 14.0 ms

In progress False

Errors & Faults

Error False
Fauit False

BEXFXERN “THE T FIELUTEE JSON X TR F5REANFRNER,
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i F Tk SR AF RIX

ERMIESRAREN EER/EFR. KBS, IIMRS2ANEE (125 ) ARENFREFNERVR
R ERIRER, X-Ray BEBEKRERNES  RERKBRLEFERRX, WARSMNRSFERANKYE
TEIRER, RS ML %,

R R RER F B BME X-Ray 44 PEEN | CHRENERTERBHTERHAHIRY
WE. BELA , RHASTEARNERNE  URRAAESHETH. SULMERFERARA
RENERTE | URT CEESRNBE,

301

- BERAREREMES

RS RIAR S —

- FRRARARER

- BREXRT

- BEXRT

. FHEXRT

. ERXET

 id B

fFERARENFAES

HEEEREHETFNT R, 2R E2ETZTHRNBRSEMARENERPRAVEIRRE | KY
BifEFM4REN, BEERE RERAENRENSHEFERBERVRE , JLAREZEH S RHENKE
X, FEELESHEREX . MREFEA X-Ray SDK BIER , EEUUREREFEIRESRE
REHITIHIL.

(® Note

W0 RIEAE IR R it B PR AN B ESE B AR R — AT R, MRS & 2R e ST B R R X3 TF
WMAMERINE, A THETINBREEREERERT , ABEHHNREZT RAL TIED
RENBEA , HEEERNSEZT RRSRERNEE, SZANTHARE®TESR &
A BATE BRBR DU P S04 AR XS B ESE R, AR,
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MRLERNBELZFETETRNAR , BHERXETEZONREIRER , ARABNRER. ERNE
SHERERBEENEEENE k. NRRESEINELERPREFE LEMRER , 3 — SR/ ik
FHERAXNEE , EFE—NEENREREE.

NTERFEREHER  2HacMNEEESRF RO, MRAAENRE , BERERD | 24
ARRNESEEZASNDRANITHITANE, ZEFERCSHBENNEEEED

Loading 52% scanned (found 43 fraces) ‘w

1= Loading traces

Scanned 52% of the selected time range (6,782 traces). Found 49 matching
fraces.

| I
-1.6h 3

MiFEFRHERENEH—EER

HRAFEZRFREIRNENNWRENES, B LAEAEERE K HEMRSERHREM Amazon
CloudWatch ¥E#%,

AR HE L Amazon BIRA (ARN) #riR |, AEEMERARER . RFFHLBEATREXN
R BR 48 Rt 176 4o

BRI LERMERGRERNBRELMN T2 IEZNIEXRA,

® Note
MRRSEREHMNBEE R , NELEEARRNTBEEZEA , AEFKERER.

BXREANEZERS , B2H EEL.
RIESRAFRIANE X
BRFERERTABE - IRBF, — N —TR=-_TEHF A—ME AT HEK.
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keyword operator value

FEMZEFTHATFAREERPRBE, HlI0 , responsetime B—MNAFEXEFE , IGHFHEKZ
EH TR,

Example - 1 576 883 5 #H9ER

responsetime > 5

SETLAER AND B OR EEAFRZNMRBERNAER —NEERER,

Example - BB 5-8 B ZEMER

duration >= 5 AND duration <= 8

HMENKRBRFNZEFREREAFERAT, IRTHEAETHER, BEENNARFLE T mMARR
BEAP , MEXR error FHRAIE,

EERTHERBNRE , AIUAERASEZRXET service() M edge(). XEXBFATENHIERY

REANATABETHETR, BENMTHETREMNTRZANLE, BERREEMAONE , S SEH
id() BRI B TRIE AR SS ML 5o

mREREF
MRKBFETNA true = false, FAXLEXRBFERSBEIRWERER,
mREXEF

* ok - WRRFSREB I 2XX , KU,

« error - MRPRSRIE R 4XX , BEFHEIR.
« throttle - MRPRASRBE R 429 HERI L,
 fault - WRADRZSREE R 5XX , RF|/EIR,
« partial - B REBERTHN T B,

« inferred - HREBHM T K,

« first - TERMEIRFNE—IPTE,

« last - TERRBHEIIRPNRERF—IEK,

- remote - RAFEEZHRIZEN,

« root - RFRIRENAOREIRD R,
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FRARER

W RZENERIEERN true = false WD ER,

WmREERN

* none - MIRXBFR true , MRERX R true,
o | -MMBKXEFHR false , MERIERXR true,

= - FRXBFHESFHE true § false ]
{BEE M,

Example - TRIRZS T3 2XX OK

ok

Example - MRBARZS T A 2XX OK

lok

Example - RHRZS T 2XX OK

ok = false

HITHR, XECEFEEMEEFNTAMEE ,

Example - LR M2 5 IR IR IR BB 5 1% & #r“deserialize”

rootcause.fault.entity { last and name = "deserialize" }

Example -

BEZBIRMIER , RBERAT 0.7 BRFEH N traces”

rootcause.responsetime.entity { remote and coverage > 0.7 and name = "traces" }

Example - EE#M PR (HYP , RS

rootcause.fault.service { inferred and name

Example - & # “data-plane” 9 75 Bt A fEAR B9 & Kk

service("data-plane") {root =

true and fault

KA FH“AWS:DynamoDB” ) K&K

traces and type = "AWS::DynamoDB" }

= true}

TR RER
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FRARER

BFrxEF

EABFRXBFAIUEREERERRA R, KL E S mERSHER.

- responsetime - BR%5 85 &% 1H R P A B9 A [ED o
« duration - @#EME T EANERENK,
« http.status - MW (RSKEB ),

« index - TEEKRBIIRPHVE,

» coverage - SR{KNE B AT [A] SR 25 BRI R (B A9 /MR B o0 b OUE B T a2 At (R AR A JR R SR 4K

BFRBFEANERSEEFNLREER,
« =, 1= - RBFETHAETENMNE.
¢ <, <=, >, = - XBFPTHARTEME
Example - M RRFSF A 200 OK
http.status != 200
Example - S8 5-8 ¥ ZEHER
duration >= 5 AND duration <= 8
Example - # 3 BRI TERNER , SHEAE TiFEA
ok lpartial duration <3
Example - &£5| KF 5 FIH a5 KKK

rootcause.fault.service { index > 5 }

Example - HEF— M EEBEZR AT 0.8 HWiFR

rootcause.responsetime.entity { last and coverage > 0.8 }

TR RER
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FRARER

FREXET

EAFHEXBFERERRAP ISR EXEREEERA 7 HIRER IDs.

FRBEXEF

http.url - ¥R URL,

« http.method - X 5%,

http.useragent - BRWAFPRKEFRHSE,

« http.clientip-i&ER%E IP ithit,

user - RIFFAEETERNWAF ZERNE,

« name - REJFREN B

type - lRFEE,

- message - #EHE,

availabilityzone - REHEEST B L TAXFERNE.

« instance.id - REHREEDER LHEH ID ZBRHE,

FREZENERSTREERENEFNE, PTRAESISHEEE.

[—]

%

resource.arn - REAEM SR EARFE ARN FERWE,

RFREERN

= l= - XRFEFRFETFRMME,

CONTAINS - XBF I EREFZR B,

« BEGINSWITH, ENDSWITH - REBFLURBEFHTEFLHLER,

Example - http.url 5% 25

ENRREPREFEENTRMAZREE , TRECREEZEEFZNH,

http.url CONTAINS "/api/game/"

Example - A %85

ERP—RBERARE IDs.

TR RER
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user CONTAINS ""

Example - iR RER , RERFTE BN HERSFE TS B N Auth"H RS

rootcause.fault.service { name = "Auth" }

Example - R RE , REFFEEGNMARBRARRNRKRE —MRSHIEE S DynamoDB
rootcause.responsetime.service { last and type = "AWS::DynamoDB" }

Example - IEF iR , RERFTEENHEREAREANZE—IMNREEBEEEYLE account_id 15[ :
1234567890

rootcause.fault.exception { last and message = "Access Denied for account_id:
1234567890"

BRREF

EREXXBFARERSEN. LETREVIIREERER, ITRFNLET K, BAUUEE
R T RS HLET S INfESRARER, WTER , EUUERAMRE. BFRNFRBEETH
EERBERNIRNE,

ERXBF

« annotation[key]-H#FFERIEIRNEkey, ARNETNURARE. BFRFRFH , HETL
FAEEXEXRBPHREER, EXBFILUES service & edge XBFHEHEAH. TER (T
R BWERBRXTAFES () &

- edge(source, destination) {filter}—BMR%Esource5Z R EEdestination. AIIER
AESHALNBENATIIERE EN D BNFIERGRIER,

« group.name / group.arn — AMTEEFHRAXNE , WABHHE ARN Fi5I A,

* json-JSON BAEFRRANR. BXUREHFNLE JSON EEMNLE |, S HEM Amazon X-Ray 3k
HEiE.

- service(name) {filter}— wHBABMMWIRSZname, TN KIFSHANETENATRSFAIZE
D B IR SR RIKAN,

FEARS<EFERGPREFBE EEET SN ERWRER,
EXXBFEEFTERETNIEERCLREIRREN DKo
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EXRXBFEEN

« none - MEXBFERRE , MRKARXN true. MWREXEFAHREER  NETELRFRIAR
=

« | -MBXREFRIRE , MWRAXN true. MBRBEFHNARER  MHTHTELRENFRE,

e =, = — HRXEFHE.

« edge(source, destination) {filter}—BR%source5Z AN EEdestination. AIEH
AESHINEENATHEE LN BNFERGRIER,

-« annotation[key]-wFERIVERN Ekey, EFBNETURMARE. BFRFHSE , ARETI
FATEXEXRBNEREZER, LXEFILUE service & edge XBFHESHEA,

* json-JSON REFREN R, AXRUARELNGIE JSON HEHNSE]R , S Amazon X-Ray 3k
Iz,

FARSEFERGTREHE HIEET SWERWIEE,
Example - fRS5 iFi1E 25

BIEXS api.example.com FEARYERHEE (500 RIVEEIR).
service("api.example.com") { fault }

B UHERIRSEN , MERERGREXNNATRS HE ENAET Ko

Example - BRS5 iFi1E 25

EREREE ENESVESHHEER,
service() { fault }

BEXRBFHRBERHERAIXNATRANT LZBEIREE,

Example - 34 55i1E 25

fR%% api.example.com Xf backend.example.com #4178 F Y5 R E H B IR M K MW,

edge("api.example.com", "backend.example.com") { error }

AR | EREFERSNLERBFESEARMNS —MEEFAREXNNE RPHRENSRS
Hih L,
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Example - ARS5 #iE5 K iF 85

BERM URL LA http://api.example.com/ FXBEE /v2/ , BHEKREEEZ RN
api.example.com M RZ

http.url BEGINSWITH "http://api.example.com/" AND http.url CONTAINS "/v2/" AND !
service("api.example.com")

Example — P& 25 010 57 B+ (8] 575 1% 85
BREIRE http url BEERATE AT 2 BHVRER,

http.url AND responseTime > 2

XFER , BAILLEARET annotation[key] WATERER , EANN TENRENLEBREE
Fo

Example - # F AR EN TR

BRIERE N gameid , FHAHEENRN "817DL6VO",
annotation[gameid] = "817DL6VO"

Example — FBERE

wEBMIRERN age HIEBRHER,
annotation[age]

Example — IR RIZE

FHBEBMIZEN age BIEBRMIER,
lannotation[age]

Example - ¥ FENEF

BERAVERHIRBEKRT 29,

annotation[age] > 29
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Example — FBERFHLEMEES

service { annotation[request.id] = "917DL6V0O" }
edge { source.annotation[request.id] = "916DL6VO" }

edge { destination.annotation[request.id] = "918DL6V0" }

Example — B A F#4A

HWWRERHE high_response_time AFFIESRM ( HlM0 , responseTime > 3 ) , BAFA
B “Alice”tiE R,

group.name = "high_response_time" AND user = "alice"

Example - EHRARRRE LK JSON
BEETEMNBARRREEZENER,

rootcause.json = #[{ "Services": [ { "Name'": "GetWeatherData'", "EntityPath": [{ "Name":
"GetWeatherData" }, { "Name": "get_temperature" } ] }, { "Name'": '"GetTemperature",
"EntityPath": [ { "Name": "GetTemperature" } ] } ] }]

id BdZX

&N service B edge XEFRUBRFZ B , BFHER
FHRNTEE  TUFER id BBEEMZABEE — MRS E

HEEKFREESNKS PRVRER |, /A account. id BN RFSEE - EAKS,

BZEMHAAETRNEGR. BHTE
, AR 2 E&ET Ko

i m

id(name: "service-name'", type:'"service::type", account.id:"account-ID")

BT A RS ML &1 RUEIESRMHER id WBRABRS B

service(id(name: "service-name", type:'"service::type")) { filter }

edge(id(name: "service-one", type:"service::type"), id(name: "service-two",
type:"service::type")) { filter }
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fflgn , Amazon Lambda R SEREMEPERFNINTR ; —MNATEKREA , Z2—1 AT
Lambda fRS5. AT ROBHER , BRETE, WmERSHFESFTFERXHNT LM RE,

Example - fR$5 1L 25

EEMAEZ A random-nameI RS LB EHEIRMER,

service("random-name") { error }

FHid BBNERTEREDERBEFHNER , ERESHEIR.
Example - £/ id BB IR SS TR L BS

&7 random-name, FEHE!F AWS: :Lambda: :Function WIRSZFEH IR ER.
service(id(name: "random-name", type: "AWS::Lambda::Function")) { error }

EREABERY S | BETUTSHBRE R,
Example — % id B FBRF R B RS IF LR
KA AWS: :Lambda: : Function WEREZHEHRIRVER,

service(id(type: "AWS::Lambda::Function")) { error }

EE R ET 2 Amazon Web Services Ik |, i§EEMKF 1D,
Example - &5 id BREMIKF 1D BARSTHIESR

SEREMNMEEMKF ID AWS: :Lambda: : Function P EIRZWIER,

service(id(account.id: "account-id"))

5 T P BR R

Amazon X-Ray XK I EM | RS ISIRE S ANKF B R ARF H 3T 2 TR,
Amazon Web Services XiZ & Al LAINEE —NK P R TIERERE | TRIER, TR D FEM[X
BRIk P iESR, BEMBRER. XHETREHESANAKFZEBINERNZTERR, BILE X-Ray
RERHE R EFEKFRE , A BfECloudWatch#Z | & FEF RERTH,
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https://console.amazonaws.cn/cloudwatch/

Amazon X-Ray FERARER

HZAY VN M 2R T BB A T ERR B EN HE

« Amazon FH#E#F CloudWatch

+ Amazon CloudWatch B & BHEA

- BRTEH R Amazon X-Ray

« Amazon CloudWatch M AR #EH N AREF

I 5 T 7 AT WU

EFEEKF,IMEM | FRE—HZ Amazon WK S |, HFEMNSZ/NFEKS KB, Kz
K 7 2 — Amazon Web Services Il AILAEFERKF ARV TN MEBIEBHEZRBEN B O, RIK
F 2187 Amazon Web Services ik EPTEE B9 &R £ B 0T WM BB A

Bk SEEKFAZETTRNSEE, RSEESMNREKFPHNRESEHE 5 MNEEKF, HRK
FPARANWBRERABE - NEBEKF®F, REAZFEZSKEKFWRISBEREEN , @EMNREKF U
%, BXREZEER , 5@ Amazon X-Ray E## Amazon CloudWatch E#to

EE R0k P RURIK o 2 B B 285 | A CloudWatch #&| A A APl £ 37 Observability
Access Manager i 5. Amazon CLI BXEZEE. , HZH CloudWatch Bk = AT 14,

(® Note

X-Ray BERIZIEUW Amazon Web Services Ik Rt %%, MREHEEFEREBES MRS
Amazon Web Services Ik , &N~ & idFK— Ri?ﬂﬂ’]ﬂﬂﬂa’ HEMEREAZMHEEHN
IRER ID. ETHEXBEKRKFANEMEENNEZRFER , HSHENHM A ma CloudWatch zon
Amazon X-Ray E#.

EEBIKS RER

SRS REREESERZKS R, SMNEKSANERZBEKFHABRE, UTETRIREERRE
20K 7 3 B4 FT Amazon CloudWatch ##l&, EREMENMRERETNE L , KK RERERELA L
)8

[l el I Last updated now

5m 15m  30m 1Th  3h  6h Custom C v Y Map view List view
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https://www.amazonaws.cn/cloudwatch/pricing/
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https://www.amazonaws.cn/cloudwatch/pricing/
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Amazon X-Ray FERARER

BR B 1t ]

£ CloudWatch #Z#l&H , NEMS MM B X-Ray HiE T % Trace Mapo FINBERT |, RERtbE
ERFREREAEEFEERFNFERKFOTR , UREBEKFASHTR. EREER L | EFALE
AWNRIESY , FAKS THIIRBIERRBE, NAKFFERGE , SHBHERGTTEAKS
WRFZFTRFERNRE

Y Filters o Q, Filter by X-Ray group + Q Select a node

Y Filters X

Accounts

Select accounts \ 4

Monitoring account X
1234567890123

Clear all

Map layout
@ Sshow nodes with no filters
applied.

O TestLambda
Lambda Function

EERST R, TREAFEERERFESZRSHIKS ID MR,

v TestLambda ‘ View logs [4 H View traces H Analyze traces [4 H View dashboard

Lambda Function Account: Monitoring account (1234567890123)

Metrics Alerts Response time distribution

EREFE#ENA LA  ERIRABUEERSTRIIR,. RZFTAINREFRELZEKFWERS AR
FMECEEMNRK, . M\ RIEEZRHFH#ITIER , # Account label 2 Account id FFiE T R 55K,
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Nodes (2)
Q, Account id =| X
Use: "Accountid ="
Alarms Vv Latency (avg) ¥ Faults (5xx) ¥
Values
A1 13ms 0.00/min

Account id = 461265027466

BRER

B MEE IR~ #TFF CloudWatch #&1& , ARELEMSMBE LM X-Ray traces TEFRER , BIA&E
EBESNKFNRIRIFESE, WA UBRE X-Ray REEFERE MR , AENTREAEFEEER
AR EFRERRITIFLITE,

RERNEXFRKF, ID#TER,. B, EWAZE - PHSNKTHNEN IDs. LT RAIEHEY
JKFID X =% Y RYERER :

service(id(account.id:"X")) OR service(id(account.id:"Y"))

Traces Info 5m 15m 30m 1h 3h 6h Custom

Q Filter by X-Ray group service(idCaccount.id: "1234567890123"))

m @® 5 traces retrieved

BKFRER, MIIRPERE-NHSIKS , REEEFNIEN,

¥ Query refiners

Refine query by = Account v 1 selected Add to query

Select rows to filter traces

Q 1
Account name and ID v
Monitoring account (1234567890123)
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RE S

MBRERHESNRER| RPEFENRE , JEFZRENFAGE. 2ETREFRS , EFafE—
KREFEGE , EFESHANREEINAMEKSFHRFTR. ERENERCNRSTREEHM
RIHITK o

2 EETE % - T ERN AL EREN7RNKSFAES.

V TestLambda AWS::Lambda::Function Monitoring account (1234567890123)

| TestLambda ®@ ok = 28ms
Invocation ®@okK - Tms
Overhead ®oK - 8ms

RESHEHENRAREF

Amazon X-Ray X ## A Amazon SQS MREREH XN AZEF. Amazon LambdafEF
CloudWatch ###| & EE S MERTE Amazon SQS FHRAHH— N Z 4 Lambda BEALE W IEZMN
B, kB LEFEEERENRERS B3 85225k B Tk Lambda A ET S WRER , MEIE end-to-
endMARFMRE.

@ Note
BMRERS RS WHUERES 20 MRER , B0 M RERZSATEE 100 Mg, FERRLT ,
HERFSRERTRASHEHEANBERIEAD | TRERRETTE. 5, 558
THRERE Lambda BEE —RBAPRIFZ SQS HEREE —MAIISREXMER, W
REBBEFIWRE , TUEAER X-Ray HERIEN SDKs, BXESEE , BZHAERT
Java, Node.js. Python, Go = .NET # X-Ray SDK.

IR ERith S R & B B AV IR ER

A CloudWatch#Z &l & A Trace Map THEEFRZHE K HFIEXREEHELERBNRE | XLR
EREEETISRE Lambda EA BRI, XEEEUEXIDEE R |, EEE Amazon SQS F R M Tk
Lambda AT =,
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O ProducerFunction O https://...MySQSQueue
SQS Queue

O ConsumerFunction
Lambda Context

RRELDGUERBENEHHRELSE , BPERTEARKINSHFRNDHER. BRI
SHEMIUTEHR,

v Edge details

Source: https://sqs.us-east-1.amazonaws.com/1234567890123/MySQSQueue Destination: ConsumerFunction

Received event age distribution
The time taken for data to be retrieved from an asynchronous system.

/o
0% ‘[\

0 20s 40s 1.0m 1.3m 1.7m 2.0m
Duration

EEEENRERIFS
EEHHEEGIEE. Amazon SQS A% Lambda RS XA RERIEE :

1. FRARBRRHEREZEEESZEE,. Amazon SQS = Lambda FERAET K.
2. MWTRIFBPEREFEREUERBERIR, Bt EZESME CloudWatch BHEI A T

races M M.,

3. MIIRAPERKERRAITITREFERE, RERFHEREE RANERERZEENRERESH —IB
2 BHYH B

CloudWatch Traces Trace 1-4368449e-afb1eac1c8de3d4c027ec436

Trace 1-6368449e-afb1eac1c8de3d4c027ec436 Info
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RFRFEHEE R REAR E FTFEENRE  Eh 8 MNRERHIEEE RS NRIRLAVES,
MR Y FERNRREEI SN LR TFRER , W EFRTHEENRENTRHEBE—RE , &
ERIEFRREREE,

2. Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436 3. Linked traces. Id: 1-63684¢
@ @ _______________ >@>—’®4" _____________ ’ N
O HellowWorldFunction O https://...MySQSQueue
5QS Queue O ConsumerFunction O ConsumerFunction Ohttps://...MySQSQueue2 O ConsumerFunction2
Lambda Context Lambda Function SQS Queue Lambda Context

Select trace

ERBEERETSERRES BNWRAR  Pa2 F TREENRE, NRES/ L Trskts
B UFEERENNS RS SESEEENREBEEATE— M REN S BHE  BEL R
B TR,

Segments Timeline info

0.0ms 20ms 40ms 60ms 80ms 100ms
Name Segment status Response code Duration ' : : ' : :
P 1. Linked trace. 2x batch
¥ 2, Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436
¥ ConsumerFunction AWS:Lambda
ConsumerFunction ® oK 200 167ms
¥ ConsumerFunction AWS::Lambda::Function
ConsumerFunction ® ok - 160ms
Invocation ® ok - 159ms
lambda_function.la... ® oK - 40ms
SQs @ OK 200 40ms SendMessage: https://sqgs.us-east-1.amaz
Overhead ® oK - oms
v SQS AWS::SQS::Queue
SQS @ OK 200 40ms SendMessage: https://sgs.us-east-1.amaz

QueueTime ® ok - 40ms

» 3. Linked trace. Id: 1-4368449e-38dd979cba3833b657057436

EEREZENREESPHE - NRER
RHEZENRESESHEIRF—ITRE , UNERNEXNERTEDBRER.

1. EREFEHEEFEENRETS , BRERRE, F&2ERRESIR,
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Traces (2)

Q. Start typing to filter trace list

ID v Trace status v Timestamp v Response code Vv
(o] ...3fd6e9600d58fea82597e9af @ OK 11.7min (2022-11-06 15:34:54) 200
@) ..223d41cc17bae4a5394423a0 ®oK 11.7min (2022-11-06 15:34:54) 200

2. EFREZUHEREZEE  EREFFHEEERE.
3. EREUHEHRERERINEEHENBENENIES.

2, Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436

O https://...MySQSQueue O ConsumerFunction O ConsumerFunction Ohttps://...MySQSQueue2
SQS Queue Lambda Context Lambda Function SQS Queue

‘ X Cancel trace selection

FRERERHE
LHIRTE Amazon X-Ray BRERiE FEFET RSB &R , X-Ray BHAESERERSHES R,
HEIR

HER RISTERMIT R EISE AT AAYES R, ESEERIERD . BN x HEREENE , y HETRSE
MNMEESRICEIERE D .

3y

ZEZEERRSEFE 300 ms WERIBATRASHIER, —/MIPERARNZSE2R , M—E7E
TR T EZETE,

7
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::%—“|

!
15%—h|
10% |

5% |

1
0% ‘k\_f‘ W

BERRSFAES

REESENLEESRREHX T MRS ERESEETENERVATRCRRER,
- BYRTRBERRS T R, X-Ray ERRFSATRNFERNELE. ERRKRSFICRKLEER , T
BERSMBERE AN EAMEZILE.

« BEEEMANRS 2 BLEWEFHETARERERD S, X-Ray ERREBEREN, HTHRS
FIENERNESE, ERERRFICKNIER , BEEANRS 2B MEERZLR,

EERRSEACGEERESE , EUUERFREELSBPASHESZANE, JUAFXEREE N
NEFEFHNSENIEE , FRAETUAEREREXSNRERUBFERE T A LAER.

BEERRERENRE  FEEFE LER—MEE, FHETHERNVE , RAENERRED ,
REE RS — N ESEEREMEZMFFNEREE.
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FRARER

Service details £

Name: Scorekeep
Type: AWS: ElasticBeanstalk::Environment
Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

Foom
20% —
15% — {3
10% —
5% —
:]% F_—_ d-l o Fa N T e b o T - ]
a 1.0s 2.0s 3.0s

Duration

EFRSEEE , A LLUERE Zoom , REFZE D HWES B HALRAER.
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Service details £

Name: Scorekeep

Type: AWS: ElasticBeanstalk::Environment

Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

Reset
0.3% — !l
0.2% —
0.10% —
0% T I I 1
2.0= 2.8= 3.0=
Dwration

Response status

Choose one or more colors to add response status to the filter
when viewing traces.

Bl 0K 100% Error: 0%

Bl F=ult 0% Il Throttle: 0%

FERIZENBRMNBHXE G , £ View traces,
£/ X-Ray N f#

Amazon X-Ray #E& 5 EKF AR REHE , LRINARFHNESRE, SHERREHTMACE
B, ERAIERERIZREBEHBREREB~ENEE , EFEBEBR, BELE , BRI

- BENARFWELRTEE , RBENBERRE , URKXEKREEE, 7R FR KR 0E 5 47+
IREREFE AR B Y = EENL LR

- FEEMEERE  HRBEETHKEEH, Insights BT LLUEE Amazon EventBridge 5&#
BANBRBRAREN. XMENLETLRERBH ™ EM K% B3 LB FIRFHER.
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X-Ray ZH AR REHEFEEREBHNTR, FEEENHERE  TEEIZRHT R, &
ABNENSIERTERERLE | EFMiELELE,

products x @ @ Q l @ Maplegend @  Service details

Mame: products
Type: AWS::DynamoDB::Table

The incident lasted for 10 minutes. Overall, 47% of the client
requests were impacted and 6% of the requests to products

= Insight
- [AWS::DynamoDB::Table] had issues.
[insight N Jul 27th 2020, 19:11
Nk View full Insight

products
AWS::DynamoDa::Tabla Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when
viewing traces.

ED%—‘

‘l[ﬁo—‘

products

AWS:-ElasticBeanstalic:Environment
20% |

T T 1
0 108 208 308

Duration

Y X-Ray ERFZEEN — NIRRT RHARMEFEN  ELBNE, ZRSERASITEEX
NN ARFARSHTHAMER, FEaEN RGP | FERHMEMN Amazon Elastic Beanstalki
N, Elastic Beanstalk FRZ832 7 72X APl HAREKN , SETHETSHNRE,

£ X-Ray ### 2B AN #
PRRAFECEA DRIV T NAREANE, TUNATTEE AN,

1. 3TFF X-Ray ##lA,

2. ERIALAYELEFCRANE-MTE , RAEEEERALE, BXUAE X-Ray 126 &HE
BANESZER , BTEHAREL.

3. HEEMSMERPERLE K ASGEREEFNLE,

From 2021-01-1820:00 | [ | To 2021-01-20 11:00 | [ Group Default v State | Al v c e
Description Duration Root cause service Anomalous services Group Start time -
Overall, 30% of the client requests failed 2 minutes 58 api WwWW Default Jan 19th 2021, 19:02
due to faults and 19% of the requests to seconds (AWS::ElasticBeanstalk::Envir... (AWS::ElasticBeanstalk::Envir...
api (AWS::ElasticBeanstalk::Environment) api
failed due to faults. (AWS::ElasticBeanstalk::Envir...
)3 49


https://console.amazonaws.cn/xray/home#
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® Note

X-Ray £ GetInsightSummaries Getlnsight GetinsightEvents, . # GetInsightimpactGraph
APl BEEMNN BB RHIE. EEFNHE , i5FEH AWSXray ReadOnlyAccess IAM & KB

LT BENKBAINBIEH IAM B :

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"xray:GetInsightSummaries",
"xray:GetInsight",
"xray:GetInsightEvents",
"xray:GetInsightImpactGraph"

1,

"Resource": [
nin

]

BEXREZELR | B2 W WA Amazon X-Ray 5 IAM B &1

2 R I % 38 Al

ALEALBRENNESEINNESGHE—NES , fln, HYelBRNE, XEEXRER, HXHAL
fERt, B ATLUEN Amazon EventBridge 4 EBUX LB , HERASKHMNKEE I SNS &

H, Lambda @HA. M@ SQS BAFI X MHEEHEMEIRZIFHNIRIE, EventBridge ISR AJRERIE

fREH  BEHTRIE, BXEFRNESZEELR | HSHE Amazon EventBridge B #7,

BRI LMNETHAEECEANENERARBEA,
F X-Ray A5 BEH

1. 3TFF X-Ray ##lA.

i

-
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eventbridge-targets.html
https://console.amazonaws.cn/xray/home#

Amazon X-Ray

FRARER

2.

ERIAERBITEFCNEAVNE-IFE , BREFEALE

X-Ray ZHIEHPEELANESRFR , FSHAEEL,

Bl Amazon EventBridge &M N

> w0 Dd

$TF U &% EventBridge &1 A
SMBIEMSHEZRHRN , AFEFIZEHAN,
RAHN 8 B AR,

, REEESABHA, BXmFE

ERB4ER  ARERAENER, BRE—1NE7E "source": [ "aws.xray" ] #
"detail-type": [ "AWS X-Ray Insight Update" ] B, LT RAIEH — L REIE

o
« BHEXEEER X-Ray RERHNAAEEASH

{

"source": [ "aws.xray" ],
"detail-type": [ "AWS X-Ray Insight Update" ]
}

EXEAECRIEERN state Ml category :

{
"source": [ "aws.xray" ],
"detail-type": [ "AWS X-Ray Insight Update" ],
"detail": {
"State": [ "ACTIVE" ],
"Category": [ "FAULT" ]

ERALBEYENSHE AN | SBEFAR B R,
(AN ) RAESRELUEE B IR B AR AN
ERIE,
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® Note

X-Ray insights BAI&NEH XA F) T D# EventBridge , ML L B el A X B#EFEE .
BXEZER , B PHBERT Amazon X-Ray.

U

WESRREREEZFUT=ZARBRA

P

rARBERRA ?
TARRBAERRA ?

- AR ?

RERS—TNETEMNRSHNEAER , BRTEAIETHERNTMER, HERERT HAKE
MEREHE , RIFICRAWRE , UROFHFERMITNRELRE, SHEORRENFENRE TR,
4 X-Ray MRIEREAREF BSALBRERBFENNMR , SHEOR.

LT REIETRHRSBENSHNRELIEM

products (AWS::DynamoDB::Table) of Default group

Overview Inspect

The incident lasted for 5 minutes. Overall, 43% of the client requests were impacted and 5% of the requests to products (AWS::DynamoDB::Table) had Analyze insight |~
issues.

Root cause service products(AWS::DynamoDB::Table) State Start time  Jul 30th 2020, 21:37
Anomaly products(AWS::ElasticBeanstalk::Environment) Group Default End time Jul 30th 2020, 21:43
Impact 0.52% reguest to products(AWS::DynamoDB::Table)
i i 5 minutes 58 seconds
40.79% of total client request Categories (ZD) Duration :

Anomalous services

products (AWS::ElasticBeanstalk::Environment)

: Insight start time | Insight end time Incident window Prediction

g

500 I 1
400 !‘___-____
a00 { ,/\/l 3\
/ il 1 \
200 /
/ I
—— 1

\g —— e —

21:20:00 21:25:00 21:30:00 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00

BEARR-—FERTREBEAFRRBRS NI LM ENRELE, TLLUERRARREE A L AVR
EEA , UBEAZZWHT R, BEARRRSR X-Ray RIIFRENRZN THETR. BAIUK
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RERNHVETMRS , =2 ERSEARNE A iwEATHABRS. i, MREEA Amazon £
SHRNOHREF 4% TESEF%IBA Amazon DynamoDB , B84 DynamoDB 48 ixHY 8 4 S B L
DynamoDB R R4 EE# I f##,

EEH-SRAERAER , BERARER LEREFRARERIFE., BUUERAS T RERFERAK
FERURMEXEE, BEXEZELR , H81 5 Analytics 4|5 H,

Root cause

View root cause details (' @ '@- Q | @, Maplegend @

EEPRE EFHBELLREINNR  ARSBSZHRE, IREME-EAEDIRHERNA
P, ReHAEFRYE. XRREEENRT QN - ME, XRTRERNBMMNESRERRESR
TEIER, BIEFULTRSHLESIRITE AR - &FE, Hix. AIANKE.

Impact

Client requests impact for Default group
: Insight start tme | Insight end time Incident window
100 %
80 %
60 %
40%
20 %

0%
21:20:00 21:25:00 21:30:00 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00

BREIERESHRETES  ERHTREAHENREENT. TERSPNEHATEREES
Vi 6 1R B9 38 D0 AE X B

RS ABATEE O RITIF X-Ray Analytics ZHl& , BAUEEFRAMR=ENENREE, &
REZEER | 5 5 Analytics BH AR E,

ig 3 A0
Amazon X-Ray #EFEFEN RBFIERNENE , ENERILBNBAN -2, BRI EREE

AL

« X X-Ray A&
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- NRARRERS K

B ELEN BN RERESERE RN ERLESIRE. BIXHERDN , ETUAREECHS
EERGHRBNTEMNRER. RTRBEBHN | FERZEREFRN -2,

E5 BEMIBR

Amazon X-Ray LA SUHBRSAN MRS HFHEERE. SEAFFERUREERENBEBRAREH
BS  BEAMEXBRSRETHTRE - REARRRAHFETH , HRERIEZNENIE,

EENBNHER

X-Ray 2EHEMITMEAE , BERENEIHR , ANESTHENPREICENEAN , ZEA AT
#£53 Ama EventBridge zon 4R35, X &AW {92 R M T 4E5RAE LAYE IE 8] 75 400 Bl st ) 388 T
RET , ARBGELWIER , HINEEEFERHFRER EventBridge SBHRARSTEMK.

BANELRTELNZENERTEESHES. RABERT , FEAR2EFEZIZWRHERS , EX
IR S —TURS

products of Default group

Overview Inspect

‘You can use this section to investigate the progress of the insight by choosing an event on the timeline, and then viewing the impact and the corresponding incident graph.

Impact timeline (5 Events) Details for Jul 30th 2020, 21:42

~ 9 i i
O Jul 30th 2020, 21:43 6% of the requests to products are now having issues.

40.66%
8.27% ¥ Since the start of the incident, 43% of the client requests were impacted and 5% of the requests to products

(AWS::DynamoDB::Table) had issues.

Client impact has decreased; 49% of the client requests are now impacted.

& Insight is closed

Analyze event [+° Map time range : 2020-07-30T21:37:00~2020-07-30721:42:00
© Jul 30th 2020, 21:42
48.93% _ 'G) Q ' Q Map legend @
9.44% ¥ .
0.5’125";: . . ;’7\ [/5' as 6_\.}
3 r[' é..ne::? - \‘______:/
products N st

uuuuu

O Jul 30th 2020, 21:39

58.37%
11.32% 4+

0.87%
0.29% +*

nrociirts

EEER M EHNBREERNTER  EMNEENERPERZES, BREEETNARFHZES
FHNRS. EFRINT , BRETEET LMA PR iKY RN E R,

<
R
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Impact analysis
Choose a node in the event map or choose a service from the list to view its statistical data over time.

products (AWS::ElasticBeanstalk::Envir... +

N N

a -

:Insightstantime Insight end time | Event time reported Event window Prediction

— -— — e

21:20:00 21:25:00 213000 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00

@ I Fault Error I Throttle Il Ok

BEEFMRAM THRENEHPSENERE  BERERNA LERSWEH, JUUER T TERLL
BREJFXRHBESEMHWAF, BXEZELR , FSH 5 Analytics BHlIAERE

5 Analytics ##H AR E

Amazon X-Ray Analytics BHIAR— M RERITE , ATHBRRERE K MNMRETHENHNARF
RERKERSHMEE, EBZEHE , BUlES xﬁ'ﬁ"l‘]}"'ﬂ'ﬂﬁ?.ﬁ*ﬂﬂ'ﬂﬁ?rﬂ.ﬁf;ﬁ%\ S HAE
Xjui&ﬁ/j_\ﬂﬁl%ﬁo

H1E Analytics 2 HI & FHATERR |, BHAWERIERGURMRFTERENATE FE, EAELE
T EHARIREXRBKNERNFERNERMNER , £RBKEBENTRIEREACEDNBIES.
F&:

- EHIAIIEE

o Na 26 B 49 B

- BEFSED

- THERETH

- ERFE R LEWERE

o 47E S I e R A ]

- BEEMENERSKBHRIER

- BEEFHEPERPXBNMETE

« KREETERANFRERER

- BERNBNREASEHIFAESR

BEHEIAEThEE
X-Ray Analytics fE AL T X BIREX IRERBUIEH T A, THiE, LLRAMEIL.
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FRARER

FHIE
FHIE
4
ERRRER

R E R A/ E R R

EFERERE A

41t

TEIEIREREE B

DU

DREERNLE RN Default, EFRRRNA |
BMNEERERSIXERZEZAMNELEDERET
ENE, ETHREXRANEZER , BSRNER
MREREHESFER.

AMINBEIRT , Analytics 2% 8B IEFTELA Y
PARERERER, RRNBERRETESS
RV B BRER, S8 LAFE It 4 P R B R BR 1T 2K
MR T ERBREMNTHFEREN T AN ER
B RAVRER

— MMk, ARTHRERRERLEBIESINA.
BN RAEATES A TR IR SR A LR E A XAV
&, FREERERRT, BEMNERBMBERLEDR
B, HEEMERFERE,

BEERRMREITRE , BAMEFAKR

BIFRRERE AWRNE, NARESZHEE |7

BATE I P N 1 S & A IR ER A B8 DA K SR ER S Pl
RREBHN B DL, HIEFAFEANRSETEE
EIREREE A B AP , AT DURF EL M E BE UG A

BRo

LEERBRENAIRERE A NBEZHEFS
RROREE. ALECRRNBRESESBFRE
£ A BIRIASARIFTATE EA R ERERN T
. CREMNRIRN TFEEREPAERERNX
B 1%

RIS , HiERERE B RIFERRES A BVE

R, EBHRXFANMRES , FERNENAT
REREE B WIFE , MBRERE A WFRFFE, N
RTEIESRMAE , AR PR AT S8 R IR ERAY
BEURBRIRGAEELBNBE S . HERH

Analytics
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https://docs.amazonaws.cn/xray/latest/devguide/xray-console-filters.html#groups
https://docs.amazonaws.cn/xray/latest/devguide/xray-console-filters.html#groups

Amazon X-Ray FERARER

FHIE DU
FEAREIER I CIERESE B @G , 7]
LASE B L B I w1 BR o

W B2 B [B) AR AR JoR (R SR BR 4R IDRM KA ER, X-Ray ¥E RER Y BB
BRI\ ENRETERRE, X8 TFTERH
KN RRERN , ERRBANEBRARE, £
PRI Lo 47 SR 15 12 B H M 9 ) R B B PR, RO
3 APl BE AR R R ik SR MR BB IR E
ZER  FEARRNAMBEER D .

HE (9) TEIRIRE A F B #B4 FESNRASEDR MBI EHR
x5, BEIITERIEE ANBEREBR 2
B REE S LER,

0 )57 A+t 8] 49 i

X-Ray Analytics 2| &£ AN T ERRUABEENERIBER : W8 R1A R 2 B M| F55ES) . A<
TAMTEHNNETRUEEXRSINERN RS, HEABEX AR R ERRNELRAR,

UTREBRENRALREXKNAE (NEAFFIECAEBHNEESR)

- APNFERE - G
- CRREBEK-EE

- OIRIEIRERE A - &
- OIFIEIREFEB- K&

Example - 1 37 B 8] 4 B

MRt A2 EE— N NEXR , ATERAEWNERNPRERE, 2§5H B30 E R 8 2 8 A3 1T
IR, XEFISEN N B AT B RERN TERIRE |, EBMAE—NE RN responseTime B5E
prik- i o
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Response time distribution @
Click and drag to filter the traces by response time.

ACES 550 pe0 pgs
.

K —
1.5K i + '
1K ‘ —
[
500 i s .
' !
' N
' '
j ] /:\?\/\_’\y
Latency

0
500ms 1.0s 158 2.0s 255

Bt 18] 7 15 3

NEFIESIERRE RAENRARNRIERE. AeiERRRBNNEIENEZEEE. E3F5HH
B EREREER , N RREENRNREHES,

Example - B8] & %5E 30

BEAEHAERBFIEIRRAFTER. XSENFENESTE AN ERERN TERIERE | &
BEMEE—NE N timerange MITFIERH,

Time series activity @
Click and drag to filter the traces by time.

05:08:00 PM

05:07:00 PM

05:09:00 FM 05:10:00 PM 05:11:00 PM — ... 06:12:00 FM

TERBERA

THEA RS X-Ray Analytics BHIENENFEARA, BNRAEREHSAERHN—NREIDEE,
XLERGEN—NMNAEBREANZEEHRETIER. IESENETUMAEXINETIRORTENTR , R
Eufi 5 Analytics BHEIARBEUBFERLERENR,. BEXERNRE/DNBEE , BRTUEFERMNBHR
EHEAEER  LBERMTLREEN T RENEEZT,

ERSEREMEHE

RERBERBERDAASERIEENLEZANSINTREEHRE , NMERXENTINEITRL. S8
ENTREBIIGED AR , XER—ME, £/ X-Ray Analytics 12| & AE LK,

BRNABERRGENESEE , FEREEREHE,
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Amazon X-Ray FERARE

M

avg. 34ms

0.06 t/min

<

scorekeep-user
DynamoDB::Table 0.3 vmin

avg. 22ms

scorekeep-session
DynamoDB::Table

@ avg. 412ms
. 06 t/min

Client Scorekeep scorekeep-game
ElasticBeanstalk::Environment . DynamoDB::Table
4
avg. 988ms
0.03 t/min scorekeep-state
DynamoDB::Table
SNS

15 7 = W M )5 B+t ()

AR R D E , BRI UAMNESERANE, B EEESEEANE , BRTHANEIIRBEFLE
o, LERATAEXRBIENR , RSN,

BT OB B T #E3) X-Ray RIEFEM R IFESFM4. HEFHRURERAENFERE RELRETR
#B. W , BAILRE D B AEAIE AR X UEREERNEILERMSE,

Analytics

59



Amazon X-Ray

FRARER

I All traces in the group @ 5.2K traces in the group. Show in charts @

Retrieved traces @
5.2K traces

Response time distribution @
Click and drag to filter the traces by response time.

PS5
1.5K '
1K )

Filtered trace set A ©®
4590 traces (87.66% of retrieved traces.)
Filters: responsetime @ Refine

EEMBRE RSN B RER

BUAERERT ANERREINFTREERNNRE, BEEHEHTTP RERBRPHIT ,

AN =E)

XN TEBIEECIRIESMA, flH , BAUERRSNEN 500 WAERER. XEREREFHP

B—/1ERN http.status BWIHIEFHIRZ,

EEFATERPRENMBIE

RI\EAF. URL, WReY ERAREFLEATE LK EEEEUEIRE. flI , ZFIAFERSA
134 500 KYEREREE , B M USERS RHEFE—1T, XESHERKREFHP~EFHNEILEFZAIR

X : http.status ( MMBIEEE ) M user,

LR E BT EFRHERY A RER

BREAFRE POST HRHTLHR , UEREMERMKEK, NAGNE - NMEERMAE, EIMNE

WAt R D EFRELENL, RE  ERLER. &1, XEWRIERE A SIEFERVEIA,

BEfS  FELENATRES B WHNHEERMHE, XRE-IMESHEZLERT. UTRIIREE

NEelmenRERTRENIT.

Analytics
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I All traces in the group @ 7 5K traces in the group. Show in chars @ Complete 100% scanned {found 8K traces)

Filters: responsetime Filters: timerange ©

Retrieved traces @ Filtered trace set A @ Filtered trace setB @
8K traces ces (34 etrieved traces.) ] ces (11.88% of retrieved traces.)

Response time distribution @
Click and drag to fiter the traces by response time.

A

Time series activity @

Click and drag to filter the traces by time.
| —— omm ;
H DN EaN . | O Y N

RERNBNREAEEHFARESE

SeERRE AmERGR/NEERN , ERRTINREIRNIEEERE L, BEFIRMEX
URL, APARSKBHNEREHERE—IHUEF, MFTESLE , BMURFEE 1T, UITHFR
HEHFAESNEAERENELNMRBHE,

BoEA

HRBABERUHREIXENWRENES, SR FERARANREKNEMARSE &R Amazon
CloudWatch $E¥r. &R LAEA Amazon X-Ray ##| &5 X-Ray APl FIRSBIBZAHHTEE, &x
BABMAER X-Ray BHARVUENERE, BSHYE , THOMGER X-Ray API EE4A,

BRI AR A, RESSMEEZREL, ¢IBAR , ZASEUTE2HB=ANHLNATHREF
TH—NATAERS - REWE, BREMDH.

Default ~ Q, Enter service name, anno
Q, Enter a group name

Default

faults

Create group

Learn more &

AR HE L Amazon FIRA (ARN) #RriR |, AEEMEFARER, RFHLBEATREXN
RERF MMM FEEN. FEAEARERGEREN , FHTHNATHERFERER,

4 61



Amazon X-Ray

FRARER

EHANREZGREAXTFTCERCIERNBE. EFRNXNATRERER,

BHE. ABRREXMIBERN , EMERZ A EA 6 - MR E,

F

® Note

BAZRRRIINGERERERIXNBRBRITR, AXESEEL , H2H Amazon X-Ray
Ef

il

- B4
i
- wmEA
- "fEA

o MIBRE
« 1£ Amazon F&EF A5 CloudWatch

A
(® Note
Nz, BRAUMNL S CloudWatch #ZHl A ELE X-Ray A, LA ABEFERA X-Ray 25!
L
Ho

CloudWatch console

1. &3 Amazon Web Services Management Console #}$TF CloudWatch ##|& , Mt
A https://console.aws.amazon.com/cloudwatch/.

EEMSEMERS , EFRE,
£ X-Ray RO HWAT , EREFRE.
FEAFERLE , ERBROIEA,

HOBRATNHELE , MAANEN. ABNRSTES 217N, T8 FBRFZHNRFT
5, HEMX D KNE,

o bk~ 0N

XAIRERE R IHRIEAH

A

62


https://www.amazonaws.cn/xray/pricing/
https://www.amazonaws.cn/xray/pricing/
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Amazon X-Ray FERARER
6. WAMERHGREIN. FSREAKEZGRER , F4 7HBNAHEFIERAINL. BEUTR
firh | ATFE%ERRS api.example.com FHEEIRBERUAR KIXEIZRSHER , Hp N
BAFHZFT 5 HHER.

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

7. ER@EH BERIFEAANNELR. BXABENESFELR , FSH £H X-Ray LiF,

Enable insights

Enable notifications

Deliver insight events using Amazon EventBridge.

8. TENRZEH , ERBFMITHREUMAGZR  URIEENTFEE, BRESESEFNEMIRE,
RERMEME -1, EMERIRE , BRESMIETHHNR. BXFENESEER , S
B9 #RiC X-Ray RN A,

Key Value - optional
Q Q
Remove

9. EFRGIEREA.

X-Ray console

1. &3 Amazon Web Services Management Console 3 #Ehttps://console.aws.amazon.com/
xray/RHITFF X-Ray £#H &,

2. EENSMERTHNATESD , ARMUTEEREFNEAXES | TIFCIEEARE : Rixit
B, REMDH,

3. EOIBATELE , MALNEN, AENEZSAER 2NFH , IS8 FIRFFENEN
5. AEMX D KIE,

4., WMABERGRER. BSALARERARES , F4AT7BOAREREREN, EUATTR
firh | ATF%ERS api.example.com FHEHIRBERUAR KIXENZRSHWIER , P H N
BARFHET 5 WHER,

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5
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5. EAEH  BERARZERENIBELR. BXNBENESEE , B30 £4H X-Ray L,

Enable Insights |«

Enable Notifications v Deliver insight events using Amazon EventBridge. Learn more about Data Protection in EventBridge. Learn more (4

6. HEHRZH , WA-MIZRNTIENIREE, AMNRENSHI—PHET , FEHFMS -5
X, FERUTEM—H, BEMERIRE , BEEHRZTRN X. BXGENESZEERE |, S
B9 #RiC X-Ray RN A,

application game ®

stage prod b 4

7. EFREEA,

NRA4A
CloudWatch console

1. &3 Amazon Web Services Management Console #$TF CloudWatch ##|& , Mt
A https://console.aws.amazon.com/cloudwatch/.

2. M X-Ray RERFTHSEMERPHAUATES - RE :

« RERHE
- RER

3. & X-Ray ATRAFAFAPRALARN. NHALERSHBEQRET , SCEARRERN
RS RIER,

X-Ray console

1. &% Amazon Web Services Management Console }#fEhttps://console.aws.amazon.com/
xray/ZR T FF X-Ray #2#1&

2. MNSMBERFITFUTEE-IRE :

St
23]

. ER
.« ER

ih
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. O
3. TEAXEHEG | EBRE the section called “BIEE” FEIEMNE, TEALETSHEBIESLETL ,
DAPCER A g BRI IE R RIENK,

‘mEEd
CloudWatch console

1. &% Amazon Web Services Management Console 3} $TF CloudWatch &4 |, Wit
A https://console.aws.amazon.com/cloudwatch/.

EEMSHERS , EFRE,
£ X-Ray REFI A HFHAT , EBEFRE,
MAT D HIEFE—NE , REIERRE.

REZBTLEZEGEYA , BEUUEHBERGRER,. FSREABERGRER , F4 7 H#W
AR TFERIAN, EUATRAIP , AFERS api.example.com FHEREER , HPE
X URL #t1it‘8E example/game , AR N B KX FHRETF 5 WHWE R

o & w0 DN

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

6. EALED K SRARNZERENIELE. BXNBENESEE , B30 £4H X-Ray L,

Enable insights

Enable notifications
Deliver insight events using Amazon EventBridge.

7. TEAMREF , ERFNFRSUMAGER | AR ENTSE, REFSEXSFINEMRE,
RERLMRME -, BRERIRE , BEEEMMETHORER. BXFENESEE , BS
8 #Ric X-Ray MM HE,

Key Value - optional
Q Q
Remove

8. E#ZAR , GHEEHA,
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X-Ray console

1. &3 Amazon Web Services Management Console 3 #Ehttps://console.aws.amazon.com/
xray/RHITFF X-Ray £#Hl &,
2. BATUTHA - NREDITFREBELARE.

a. EHIEL K ERENMMNEHRHITRE.
b. EATHEERHz-LWAREL  BERAXENM , RAREEREE.

- BRERHE
- BRER
. /\*ﬁ
3. RELTEEWMEY , BENUENRERMGREIR, BSREARKERGREAX , 4T HN
AR TFERIAN, EUTRAIP |, AFFERS api.example.com FHEERIEE , HPE
3K URL #hiit‘@ & example/game , ARMNABE X FRETF 5 BHER.

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

4, ERRH  RARERAANLENLEEL, EXARNESES  H25H £ X-Ray I
i,

Enable Insights |«

Enable Notifications v Deliver insight events using Amazon EventBridge. Learn more about Data Protection in EventBridge. Learn more (4

5. EHEH  REHSEBNE, RERUTEM -, REEREE , MRFETLUMER. BE
BERIRE |, BIRBRIREITRN Xo BXRNRENESZEE |, HSH 710 X-Ray REANME,

application game ®

stage prod b 4

6. EFZAR , GREHMA,

g

RERELVEEENEANHERGREINMNMRENHA, REAR K HTAEEHREBANBE—BH
BFEHIN -clones



https://console.amazonaws.cn/xray/home
https://console.amazonaws.cn/xray/home

Amazon X-Ray FERARER

CloudWatch console

1.

o b~ b

&3 Amazon Web Services Management Console 737 CloudWatch #2414 , Rt
A https://console.aws.amazon.com/cloudwatch/,

EEMSMBERSP , ERRE,

£ X-Ray REREBDHWAT , BEFRE,

MAEBD FIEFE—NE |, REIEEBERE,

EOEBATELE  BANBMH Ngroup-name-clone, ( Ak ) MALANFERH. AEW
BRZAEE 2 IMNFH , IZEsFRIRFFRNER S, 48MX0KNE,
BULREBIANBAPNFERGRER , BT ERRAFTNBERERER, S
FEEARERERIAN , FH T RNAHERIEREN. EUTREAP , AFERS
api.example.com FHEIRRERAR KX ZRFHER , HPFERNBE X TFHET 5 W
1B

service("api.example.com") { fault = true OR responsetime >= 5 }

NRBE , TEAREFRETERAE, FERUIARE K, FEERKE NREBTH
BBk, BEMBIRE | WEBIRETRG X, BETENTSES | HSH 1712 X-Ray FH
ARFLE

EROERA,

X-Ray console

1.

& Amazon Web Services Management Console FEhttps://console.aws.amazon.com/
xray/ZRH T FF X-Ray 215,

MEMSHMERFITFARE , AREREERENANE .

MBREX R hEFRMEA,

EOEBERELE , BEANBMHNgroup-name-clone, ( ik ) M ALANFE#H. AEW
BRZHUEE R2IMFH , 8 sFRRFFHNETS. A8HMX2 KNE,

B URBNEAFNFEEFZGERER |, T UERBAFNBERGRER, F5
FEEAREREREN  FHTHRNAHERIERER. EUTRAP , AIFERS
api.example.com FHBEIRBREUARKEEZRSZWER , HPFNBE AKX THRET 5 ¥
&R

service("api.example.com") { fault = true OR responsetime >= 5 }

A
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6. MRFE K IENZIPRBEFEBNE, RMEBUARHE -, HEERRE , IRFETL
MER. BEEMBRIRE | FRBIRETRE Xo AXRIRENESEER |, HSH #ric X-Ray R+
A FIE

7. EFRIEEA,

il B4R

BREBATHHNSBRMERA, ST BRERIAA.,
CloudWatch console

1. &3 Amazon Web Services Management Console #$TF CloudWatch #£#|& , it
A https://console.aws.amazon.com/cloudwatch/.

EEMNSMERSP , ERRE,

£ X-Ray REREBOHWAT , EREFRE.
MAEBR D FIEFE—NE | REEZERR,
BERREHTHEIARERMDER,

o & w0 DN

X-Ray console
1. &% Amazon Web Services Management Console }#7Ehttps://console.aws.amazon.com/
xray/ZRHF I X-Ray &l &,
2. MNEMNSMERTITFEARE , AREFEEZNEREVAHER.
3. HEREXEL  EEMERA,
4. FHEERERITEIAHEEDER.

£ Amazon R EFEH SR CloudWatch

RIBAE , YREBANHEFRMHREIAREEZARE , RAEMEMEE X-Ray REH, S0 0
Amazon CloudWatch X G A& 8 MIENERRENIER. £ “wEFE T LR EF5ER, BT
#TFF CloudWatchiZ#l& |, # A “FB45” WH. BXRWAFEA CloudWatch BN ESEER , BSRALES
# CloudWatch A FEE PRV EA I S CloudWatchig#x.
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CloudWatch console

1. %% Amazon Web Services Management Console 3} $TF CloudWatch ##&l& , Wit
A https://console.aws.amazon.com/cloudwatch/,

EENSMERSD , ERRE,

£ X-Ray REIBAHPHAT , EBEFRE,
MEE D kR —NE , REEZRERE,
ERBARE L , EBREFER.

o & 0N

CloudWatch | & “fE48" TERERTIET-FF 4TI,

X-Ray console

[

1. &3 Amazon Web Services Management Console 3 #Ehttps://console.aws.amazon.com/
xray/RHITFF X-Ray £#H &,

2. NEMSMERPHFATE , RehBRBREFHERNANBET.
3. EHRBARNEL , ZREFER.

CloudWatch | & “fE48" TERERTIET-FF 4TI,

CERAEFHN

BRI LAE A Amazon X-Ray 2l & N EWRSFEEREAN ., XHFFXEERERN E3EER Amazon
Web Services ARZ5HI X-Ray SDK i FA EAEFHL NI K E Eid RWLER,

F

B

B i R HL

B E A AL

FAFH LT
EAEEHLN =B

FHARSS B iE 9 {5 A RAFHLI

EEXRHEER

EEEZ
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B & RAFA N

B AR AT A RBIEE X
« APl MX N - APl WX X35 REMEDIRER. EE API MBS AVESNIRER , 152 #Amazon API
Gateway FzJEER X #F Amazon X-Ray.

« Amazon AppSync— Amazon AppSync XEFREMERER. E/EAX Amazon AppSync EKHE
R , SR EH Amazon X-Ray #1TER R,

« ITEFEH LM Instrument X-Ray SDK — Z#FE A #E N 5% EC2, Amazon ECS iz EMWItEF &
Bt Amazon Elastic Beanstalk , f1 RN AEF E#F A KA X-Ray SDK BT/ | N i FH,

B E AL

BAILUEE BE UCREMNRZEIZFHBIER. LAIMERRETH , MAEERARNEHFENE.
KHEFHNE X-Ray SDK HHERN —RIFHFIEKHNERE. RINMFRLT , X-Ray FRTEBEWIER
F—NMER , ARAEMEMBERNES2H, B —NMERREHR. STERIAZRSEELEFTR ,
REBYEDIER—PRE, 5% 2N EHBRRTHHTINERETRENLE,

&AL/ X-Ray SDK BEE NN BB EERBFH JSON MAHZERHEMN, BR , HBEITRFHNS
NRBIES , BNKROMERIHITRE . ISSFBERENERNESELHAS , BAMRBEXHN AR
SWRRME—ERAM, I, BEEHARENAN |, W AHEHIEEHRD,

BT X-Ray BHI P ELKEMRN , AFEE SDK BAM X-Ray BRSSEREMN , £7] LU %X
R, ZRSHEEFRANNER , ARLNRSHENKM o EEFRUE T EESTHRAHES
o AR, RRRERBEERENANTEN. BTANRERSHEEN , EULAEEANMA
BATHNKERE

® Note

X-Ray 2R NBMAREAN , #REERT , BRRFRATERHA TS ENRERN T2
B, ER , FENREHER K RENFREENZFIEENE D L.

E , /A BAETL S# CloudWatch 24| & P EE X-Ray M, ol ABREFER X-Ray B# A,
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CloudWatch console

1£ CloudWatch % & Al & XM N

1. &3 Amazon Web Services Management Console #3TFf CloudWatch ##|4& , Wit
A https://console.aws.amazon.com/cloudwatch/,

2. EEMSMERSD , EZFRE,
3. % X-Ray REREBD HHRHHANT , REERRE.
4. BEOIEMN , FHERFCIERHEAN,

BERBEAN  FRFZAN , REERREATHITRE,

EMBRAN |, FEBFZAN |, SRS IEFM BRED AR M ER

X-Ray console
£ X-Ray 2| & B EREMR N

1. #FF X-Ray ##lA.
2. HEEMSMBERSP , EERE,
3. EGIBAN , EEFEEEMN,

BREAN | FEREHNE R o

EMBRAN | FEE— AN HERRERERKBIBRE

SRAF LI 12 T
LT A A TEFRAN, FRBEJUEABEFAREEENFZR (?) RFXZNFH (%)
KA AL LT

« ANBHR (FHFR) — —PDHE—NAN R

« LSRR (189999 ZRKEE ) — REHMMUMLLER, RSEA LR EFAITFIEERN , F 50T
Bio B9 58 — SR U E 17 H A R R

- BER (FNEW ) - ENABELRE  SRERNTENEEFRY, ZBAFTHRSEEMRE
R, BERTHREERZANBEKRS.
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« EE (0F 100 2HHEYH ) - BREFERE , ERMVTEBERNE DL, EEFEPEERFEAN
B, i§1%E#E 0 B 100 2 AW B DL, £ JSON X#4ERFiw SDK P EXFR |, TRAENT 0
M1 RN - BT,

- RSEWN (FFH ) - RUEHWRSERELEHERNER.
 X-Ray SDK - #7212 5 =5 L Fit E /Y AR5 & #Fo
« Amazon API Gateway - api-name/stage.

- BRSRE (FHR) - EREBEPERNRSEE, XTF X-Ray SDK , FEEHAGENEM KR
B RS REA -

=

« AWS::ElasticBeanstalk::Environment— Amazon Elastic Beanstalk ¥}’& ( fifF ) -
e AWS::EC2::Instance— WG EC2 6 ( E#H ) -
« AWS::ECS::Container — Amazon ECS &85 ( #&# ) -
- AWS::APIGateway: :Stage - Amazon API Gateway B E&.
« AWS: :AppSync: :GraphQLAPI — —“ Amazon AppSync API &K,
o EH(FZHFE ) —HTTP EHIRLBHENSES
« HTTP B - & HTTP &R 5 %,
- URL B ( /& ) — iFRM URL BE,
. X-Ray SDK — HTTP &3k URL BB Z L5
- BWIR ARN ( & ) -I21TIRFH Amazon & IJREY ARN,
« X-Ray FATEE — Fx#, SDK REEEAERIR ARNRERN * BHN,
- Amazon API Gateway - BT E& ARN,
« (HE ) BM (BNE) - EHEXSERENEAN A REMY.
« X-Ray FRITEQ — F%#, % SDK HZBIEERE LT,
« AmazonAPI| Gateway - K B /R HTTP i&RHIFRk,

KRN =B
Example - ¥ B R 22 MK LR ERIAF N

B MERFIAAR N R BR ML R, BIAMN A T SEAEAH N HBA B ER,

s
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Example - st 31 0 SRR R3S 7 (R B Y B EH BV AR AR 1R 3R

—MiEet AR AT RS ERAN,

- #NZ%: : DEBUG - history updates

- BER 1

- BER:1

- EE 100 ( EARERAK JSON XHEEN 1)
- [R% B : Scorekeep

o BRSGRA : +

o EAH:*

« HTTP 57% : PUT

« URL &% : /history/*

« %R ARN : *

Example — E @ &K% X POSTs

o MWEZFR : POST minimum

. %% : 100
- REF: 10

« ER 10 ( EFARFEAMN JSON MHEEEN .1)
c REBH . *

« BRSSRE : +

R =

« HTTP 757 : POST

« URL B&#& : *

« %R ARN : *

R AR SSEC B 9 6 A SR AFHL

X-Ray SDK EEMNEEREAELRHATRENTEAN, EXFTLEL  FSHARALHWESY
BEXTHAXREREERNEAES

« Java : EEHN
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Amazon X-Ray F % AR IEE
« Go : EHEFEMN

« Node.js : EEEHN

« Python : E#HMN

« Ruby : E#&FHN

« NET : EHEHN

F APl W< | iES B Amazon APl Gateway 3B ¥R Amazon X-Ray,
BEEXHER
X-Ray 2FIARXHERER T BHXENRSNAERAESNREANNFHEE

BRFIERTENLSHMAERTAN. SAFERT 10 D BHS TR,

KRG B

. EEMBANY  SEANCENERK, KRTFOE TSN EE & S54EEREBHOAN
PR E R

. PR DIRRMERE,

o BUEIE SRR | MBI RLAAHN A B R LR M R

. ERBEHI TR ; BHAE X-Ray 2 B OERTAEN BRI,

. ENREEABTASEEARERNERE, YEMES EOFERSANTERN | X-Ray ¥

ARAEDEEH. B2, MRERELN 1, ZRS2BVEA—ITRE , EF X-Ray 7B — 1M
;o

BREESUTBFEURBS KEANN T ANESFEE , BSHET X-Ray AP £/ REHN,

IFEEA

BT LAEF X-Ray API EEERAEMN, FA API, B BRI RISV AR QBMEHAN | tbTT L
RN ERLB A WA ITIIRE, BXEBAMEMIAN RG] , ESEFH Amazon X-Ray AP| B
B3R, ARmFEE,

X-Ray SDK Amazon Web Services fRSs & X-Ray AP SRIEEURBEAN, IR & KA¥ELE RMRER
B, RELARERCINASMANME | RELEFTERN , FEEMERS X-Ray &
REXNE@RS S BRIV CTENMNERPER. BXBRSMMAER APl BHITRENESHHAR
B, 5B X-Ray AP| fF A XN,
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Y X-Ray SDK A A X# Rt APIs , E&H X-Ray FHFREFEINRE, MRBESFEH TCP iwA

2000 , M LAB B# BT EFUEEMREO LZTRE, BXFMAEE |, BHSHEE Amazon X-
Ray FHEF.

H 5 RE

ALAMERARBAMERREEEIBERE , REMERENREREENONE,

#H & m

M T — xray/home#/welcome

« All — — xray/homett/getting A|]

=

B IR — xray/homett/service- map

« JRE — xray/home#/traces

PR ER

&R BAE XY BN RERAVAS (A1 e, R 46 AR 59 40 B 4 P e 432 o
BRERRTRIZk - xray/home#/traces/trace-id
FRIGREREIE - xray/homet#t/traces/trace-id/raw

Example - [R2A IR ERENIE

https://console.aws.amazon.com/xray/home#/traces/1-57f5498f-d91047849216d0f2ea3b6442/
raw

TRk FRHFRIAN
BERE DI TR RV IR ER SR
TEIEMIRERME - xray/home#/traces?filter=filter-expression

Example - & #&RiK

https://console.aws.amazon.com/xray/home#/traces?filter=service("api.amazon.com")
{ fault = true OR responsetime > 2.5 } AND annotation.foo = "bar"
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FRARER

Example - &4 &RIEN ( URL 43 )

https://console.aws.amazon.com/xray/home#/traces?filter=service(%22api.amazon.com

%22)%20%7B%20fault%20%3D%20true%200R%20responsetime%20%3E%202.5%20%7D%20AND
%20annotation.f00%20%3D%20%22bar%22

BXMERGREANESER , BEREARERGERIER,

B+t (8] SB

BL1S086 01 B RiEER HKERFT I MERETE, BHESEERA UTC , &RIEKANE 6 /MY,

iE K E - xray/home#/page?timeRange=range-in-minutes

Example - BT 1 /)BT A BR ER ith B
https://console.aws.amazon.com/xray/home#/service-map?timeRange=PT1H

F R F L ReTE - xray/home#/page?timeRange=start~end

Example - B} [BSE BB E

https://console.aws.amazon.com/xray/home#/traces?
timeRange=2023-7-01T16:00:00~2023-7-01T22:00:00

Example - B (838 B BH ) 5 &

https://console.aws.amazon.com/xray/home#/traces?
timeRange=2023-7-01T16:00~2023-7-01T22:00

X 15

B E — Amazon Web Services X1 BAE R ZX BN TEH. MREREEXE , WizH&2FE8E

TE [0 B B v 8] 5 Y X4
X15 - xray/home?region=region#/page

Example - EEFEIP ( BEXM ) (us-west-2 ) KR ERith

https://console.aws.amazon.com/xray/home?region=us-west-2#/service-map

BH G REEE
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LI HEEMERNSHN Region IEEAR , Region B FHFHEEZH , X-Ray-specificE#{
FREEHRZE.

Example - EEFEP (BEXM ) (us-west-2 ) HIE 1 /A HY IR ER 30

https://console.aws.amazon.com/xray/home?region=us-west-2#/service-map?timeRange=PT1H

PE
Example - {88 FA 548 5 (8] 5 1% SR A B9 &R O BR BR

https://console.aws.amazon.com/xray/home#/traces?timeRange=PT15M&filter=duration%20%3E
%3D%205%20AND%20duration%20%3C%3D%208

ok,

o TUME - BRI
o BHESEE - J X 15 255
o FEESAF - duration >= 5 AND duration <= 8

£ X-Ray API

IR X-Ray SDK FX#EZHRABRIEIES |, IRATLL APIs B## A X-Ray 5 Amazon Command Line
Interface (Amazon CLI) 5k X-Ray APl i 5. AN TIEREXRERS APIREFR :

« £/ Amazon CLI i B LAY 8 T IFR P AETURFLIE *.
« EEMER X-Ray APl , ARIBREREN , HRIEEMG X-Ray RHMNEREITEE L.

£

MREEREMER X-Ray API T2 Amazon CLI , WAL EFERY BEIRER X ERB TS |, WaE
AIBL B B 50 UE A IRAL B

TEHERTHXER , IFEBEERES X-Ray AP IRER R :
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4 ™

Maximum
flexibility and
customization

Choose how to
use an API

Use the X-Ray API

Your application directly

Simple syntax

and pre-
formatted
commands

Use the Amazon Web [ o] I“St“-“":“!"'f your
Services CLI application
Configure your *— Analyze trace data
collector or agent Yy

N S

# /8 X-Ray AP IR ERBIEE#Z X% 2 X-Ray. X-Ray API 3F X-Ray SDK F iR MW FTEIhEE , B

AT ERRE -

« PutTraceSegments— fF4 B X 14 £ £ & X-Ray,

« BatchGetTraces— e RIRERFIFZ P IRER IDsFlFR,. RRFNVEBNREFERE—ARBENMNERN DR
X,

 GetTraceSummaries— ® FRHF IDs HXNH#HITER. BALIEE FilterExpression kKRR
BRRENFE.

 GetTraceGraph— ¥ ZR4FERER ID RS E %*.

 GetServiceGraph— % JSON #8163 |, #iRLLIE/E A ERMEA T iFE RV RS .

BIE T LAE R AR RBBH A Amazon Command Line Interface (Amazon CLI) SARFEHF X5 X-Ray
#1TRXE, Amazon CLI X# X-Ray SDK R A FTEIhEE , DIEHALIHEE Amazon Web Services
RS, AT EHEBEFEYIEAN AP RIEMRRA | N ER2

* put-trace-segments— F 5 B& 314 L& F X-Ray,

* batch-get-traces— B RRIRFI R AP WIRER IDsHIR, RRFNEBNRER—AXRBENERNIE
X4,
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* get-trace-summaries— MR IDs H I EH#ITER, EAILIEE FilterExpression XK RIR
REENF&E.

- get-trace-graph— R FRHFERER ID HRFE R,
* get-service-graph— #ZIJSONAE LAY |, Z X IR T4 EEZ ABERMBA TIHFERVERES.

BEBRBER , B9 Amazon CLINBECHIBERSE L, Amazon X Linux, macOS U & Windows
BERS, BXx X-Ray W RIRNESER , FSREHX X-Ray BAmazon CLI is 5 EEM,

£}

« }¥ Amazon X-Ray AP| 5 CLI B2& Amazon £
TR BREE &% El Amazon X-Ray

MHIREVERFE Amazon X-Ray

FIA Amazon X-Ray API Fil B8 K&, HAFMEZRE
B X-Ray API 5 Z&EMN

Amazon X-Ray 7 E& U #4

¥ Amazon X-Ray API 5 CLI Bt Amazon £/

Amazon CLI AT &E#EAE X-Ray RS APIs , HERAE X-Ray ## & RN RS kL RRFSE T
MEBBEHRE, RANBARFEEI RIMAE Amazon CLI F APIs {F fiX LRI,

FRFMH

RHFEFEA Scorekeep REIRARFHEE T A TENRERERENRSHRAMEA, REBATHER
MIRBA BB R AR

A Amazon CLI k&R X-Ray APl WEZARMA A, EA T Windows., Amazon Linux 1 OS-X
B9 CLI APIs AFRBE A AXEBHE T 51T RIR. Amazon Web Services fRS:

(® Note
&L SR ELIE Amazon CLI 2B 5812 Scorekeeep RN A TEFFr7E /Y X g8 [E .
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https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/index.html
https://docs.amazonaws.cn/cli/latest/userguide/installing.html
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HPa@EN S RGINARFOMA  ZEAER cURL KIETREER AP Fl jq RENTBAH. ZRIUM
jgstedolan.github.io T& AI#ITXH , M curl T https://curl.haxx.se/download.html AIH1T L
. KEB% Linux Fl OS X Z&3E cURL,

4 RIREREAE

Web NARFEFRRETHE/LROUE LRI API WRE |, BREK—FRBHFR, EEN API
Y, A test-api.sh MIZAIZ TR iR 5 5 H £ B E SV IRIRERE

£/ test-api.sh &

1. 3TH Elastic Beanstalk %54,

2. SMEIZHNHRENEREGS,

3. MIHEREE HIFHE URL,

4. 3TF bin/test-api.sh HERAEHRERN URL B APl N{E.

#1/bin/bash
API=scorekeep.9hbtbm23t2.us-west-2.elasticbeanstalk.com/api

5. BITHIZARLLERIT APl BYRE.

~/debugger-tutorial$ ./bin/test-api.sh

Creating users,

session,

game,

configuring game,

playing game,

ending game,

game complete.

{"id":"MTBP8BAS", "session":"HUF6IT64", "name":"tic-tac-toe-test", "users":

["QFF3HBGM", "KL6JR98D"], "rules":"102","startTime" :1476314241,"endTime" : 1476314245, "states":
["JQVLEOM2","D67QLPIC","VFOBMONC", "OEAAGGKI", "2A705073","1U2LFTL]", "HUKIDD7@", "BAN1C8FI", "C
["BS8F8LQ", "4MTTSPKP", "4630ETES", "SVEBCL3N", "N7CQ1GHP", "O840NEPD", "EG4BPROQ", "V4BLIDJ3", "9R

£/ X-Ray API

Amazon CLI 3 X-Ray 2= E APl BIERESS ,
¥EGetServiceGraphMGetTraceSummaries, BXRAAEZFNREURIX LR EMERAKIERR
HWEZER | S Amazon X-Ray APl &%,

iz
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https://stedolan.github.io/jq/
https://curl.haxx.se/download.html
https://console.amazonaws.cn/elasticbeanstalk
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/environments-console.html
https://docs.amazonaws.cn/xray/latest/api/API_GetServiceGraph.html
https://docs.amazonaws.cn/xray/latest/api/API_GetTraceSummaries.html
https://docs.amazonaws.cn/xray/latest/api/Welcome.html

Amazon X-Ray

FRARER

Example bin/service-graph.sh

EPOCH=$(date +%s)

aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

ZHARZRETE 10 2 EHERSE,

~/eb-java-scorekeep$ ./bin/service-graph.sh | less
{

"StartTime": 1479068648.0,

"Services": [

{
"StartTime": 1479068648.0,
"Referenceld": O,
"State": "unknown",
"EndTime": 1479068651.0,
"Type": "client",
"Edges": [
{
"StartTime": 1479068648.0,
"ReferenceId": 1,
"SummaryStatistics": {
"ErrorStatistics": {
"ThrottleCount": O,
"TotalCount": 0O,
"OtherCount": 0
},
"FaultStatistics": {
"TotalCount": 0O,
"OtherCount": 0
},
"TotalCount": 2,
"OkCount": 2,
"TotalResponseTime": 0.054000139236450195
},
"EndTime": 1479068651.0,
"Aliases": []
}
]
.
{

"StartTime": 1479068648.0,
"Names": [

iz
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"scorekeep.elasticbeanstalk.com"

15
"ReferenceId": 1,
"State": "active",

"EndTime": 1479068651.0,
"Root": true,
"Name": "scorekeep.elasticbeanstalk.com",

Example bin/trace-urls.sh

EPOCH=%$(date +%s)
aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60)) --
query 'TraceSummaries[*].Http.HttpURL'

ZM A2 URLs 13 — 2/ 2 980 £ AV IR R

~/eb-java-scorekeep$ ./bin/trace-urls.sh

[
"http://scorekeep.elasticbeanstalk.com/api/game/6QOUE1DG/5FGLMOU3/

endtime/1479069438",
"http://scorekeep.elasticbeanstalk.com/api/session/KH4341QH",
"http://scorekeep.elasticbeanstalk.com/api/game/GLQBJI3K5/153AHDIA",
"http://scorekeep.elasticbeanstalk.com/api/game/VPDL672]/G2V41HME/

endtime/1479069466"

]

Example bin/full-traces.sh

EPOCH=%$(date +%s)

TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time
$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)

aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'

ZHARRETE 13 2 72 ALK TRRE.

~/eb-java-scorekeep$ ./bin/full-traces.sh | less
[

"Segments": [

{
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"Id": "3f212bc237bafd5d",

"Document": "{\"id\":\"3f212bc237bafd5d\",\"name\" :\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a90669393f4343211bclcf75\",\"start_time\":1.479072242459E9,
\"end_time\":1.479072242477E9,\"parent_id\":\"72a08dcf87991ca9\",\"http\":
{\"response\":{\"content_length\":60,\"status\":200}},\"inferred\":true,\"aws\":
{\"consistent_read\":false,\"table_name\":\"scorekeep-session-xray\",\"operation\":
\"GetItem\",\"request_id\":\"QAKE@S8DDOLIM245KA0OPMA746BVV4KQNSO5AEMVIF66Q9ASUAAIG\",
\"resource_names\":[\"scorekeep-session-xray\"1},\"origin\":\"AWS: :DynamoDB: :Table\"}"

},
{

"Id": "309e355f1148347f",

"Document": "{\"id\":\"309e355f1148347f\",\"name\" :\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a90669393f4343211bclcf75\",\"start_time\":1.479072242477E9,
\"end_time\":1.479072242494E9,\"parent_id\":\"37f14ef837f00022\",\"http\":
{\"response\":{\"content_length\":606,\"status\":200}},\"inferred\":true,\"aws\":
{\"table_name\":\"scorekeep-game-xray\",\"operation\":\"UpdateItem\",\"request_id
\":\"388GEROC4PCA6D59ED3CTI5SEEIVV4KQNSO5AEMVIF66Q9ASUAAIG\ ", \"resource_names\":
[\"scorekeep-game-xray\"]1},\"origin\":\"AWS: :DynamoDB: :Table\"}"

}
1,
"Id": "1-5828d9f2-a90669393f4343211bclcf75",
"Duration": 0.05099987983703613

BE
& 1L &/ Elastic Beanstalk S8 L% EC2 T 5i#354], DynamoDB RAME %R
£ Ik Elastic Beanstalk ¥

1. 3TFF Elastic Beanstalk 14| &,

2. SMEBEHIMENEEEGE,
3. EEEME,

4. EFRLILIRE,

5 &L,

30 2f5 , REREIEB3IM X-Ray FHllBx.
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https://console.amazonaws.cn/elasticbeanstalk
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/environments-console.html
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IR ER ¥ #E & 3% 2 Amazon X-Ray

IR BA 5 R AV O IR BRBUE R 5 B X-Ray, 7 BRXHEE JSON RN ZR & , HPEZAXE
MNMARFERERBRSHAMITENER. ENNRARFAIUFECESAMMTENRBEREI RS ,
FHER TOERS MR BN TENBIRBIEREFORT,

FRIEREXEHNARFAMITAENES. EREDEFRE-TES LRENNE, —NEHMAAN
IDs, HERESZSNMRS 2EERES , RER ID TN FRATIEER. 28 ID BREENRS N FRAIEE
T,

Example &/N R 7 B

"name" : "Scorekeep",

"id" : "70de5b6f19ff9a0a",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979",
"end_time" : 1.478293361449E9

/|

HWBERE , BAMREEESITHOREN SNUF , EFZERTHK.

Example IEfE#1T7 B

"name" : "Scorekeep",

"id" : "70de5b6f19ff9a0b",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979",
“in_progress”: true

B LAMER PutTraceSegments i@ X-Ray HESTHEFEZET DR AES X-Ray.

REBNARFEMR Amazon SDK HRAEMKRSHHTR AR, £F0RPIERHEX THFBERBNE
Bo X-Ray AT O BRREERLED RN TERS , HERSE L IHESRE,

FORUMRARZTES RN ELMRIE, NTRNEZETHER , ERREFIRARSRET
R, SEEREY &SRR (64KB).
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Example ¥ £

FOBREAR type M subsegment LARIFAR 2 ERH parent_ido

"name" : "www2.example.com",

"id" : "70de5b6f19ff9a0c",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979"
“end_time” : 1.478293361449E9,

“type” : “subsegment”,

“parent_id” : “70de5b6f19ff9a0b”

BXRAUEEEIBENMTFOBRTNZRMENESER |, 55 HAmazon X-Ray 7 X,

Sections

o IETEAERIRER IDs

- £/ PutTraceSegments

- o BRXEKIEE X-Ray #HETFHERF

IFfE £ B ERER IDs
ENBEAIET X-Ray , BIABMERER —ME—RERER D,
X-Ray BRER ID &3

X-Ray trace_id HUEFZHF 2B =ZARFAR, Hl0 , 1-58406520-
a006649127e371903a2de979, XAIE :
° H&Z'K% , El] 1.
o BERERIETE , XA Unix £7tatE |, B 8 N A FIEE,
f5lan , 2016 & 12 B 1 H E4 10:00 ( KFFFrHERTE ) L TAtE S 1480615200 # , ER T
N EIBE 58406520,
- IRERH 96 NERME—FRIREF , £ 24 NHARBHEEFE,

RIEBAE 85



Amazon X-Ray FERARER

® Note

X-Ray DUE #5682 R IR ER IDs OpenTelemetry AR EMEMAFE W3C BER LT
NASEHER, KIXE X-Ray B , W3C IRER ID 4K A X-Ray BRER ID #94&X. fl

i, W3C BRER ID 4efaafsdle8720b39541901950019¢ee5 FERIER) X-Ray Y , N &
1-4efaafsd-1e8720b39541901950019¢e5 HIE X ME ., X-Ray BB IDs A3E L Unix &
TUEFE B Y R A SRS B B | B R 2L IDs X-Ray X &% W3C BERRT , XTRHSE
o

BRI R BEMIASRAE K X-Ray BRER IDs AN, AT RAEARHA.

Python

import time
import os
import binascii

START_TIME = time.time()

HEX=hex(int(START_TIME))[2:]
TRACE_ID="1-{}-{3}".format(HEX, binascii.hexlify(os.urandom(12)).decode('utf-8'))

Bash

START_TIME=$(date +%s)

HEX_TIME=$(printf '%x\n' $START_TIME)

GUID=$(dd if=/dev/random bs=12 count=1 2>/dev/null | od -An -tx1 | tr -d ' \t\n')
TRACE_ID="1-$HEX_TIME-$GUID"

BXROIZERER IDs HFXEBEAIEE X-Ray SFHFEFHMZA , 1§25 Scorekeeep RN AR

* Python - xray_start.py

* Bash- xray_start.sh

£ PutTraceSegments

B LAMER PutTraceSegments APl L&D ERX#, % APl RE—1MSH
TraceSegmentDocuments , ZZEXA JSON 7 B35 &K,

RIEBAE 86


https://www.w3.org/TR/trace-context/
https://www.w3.org/TR/trace-context/
https://github.com/awslabs/eb-java-scorekeep/blob/xray/bin/xray_start.py
https://github.com/awslabs/eb-java-scorekeep/blob/xray/bin/xray_start.sh
https://docs.amazonaws.cn/xray/latest/api/API_PutTraceSegments.html
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i AWS CLI, £/ aws xray put-trace-segments S0 BRXEELIES X-Ray.

$ DOC="{"trace_id": "1-5960082b-ab52431b496add878434aa25", "id": "6226467e3f845502",
"start_time": 1498082657.37518, "end_time": 1498082695.4042, "name':
"test.elasticbeanstalk.com"}'

$ aws xray put-trace-segments --trace-segment-documents "$DOC"

{

"UnprocessedTraceSegments": []
}
(® Note

Windows @ 5 4L ¥ 88 F1 Windows PowerShell X JSON Z&F &£ K 5| SHENETFEIMNER,
BXREFEAEE , BESR AP ERTHNAFAEMS|S Amazon CLI .

WS MR AL ERABB S R, Flan , RERER ID AN BEPRRALA , BB —MOTARHEE

xo

{
"UnprocessedTraceSegments": [
{
"ErrorCode": "InvalidTraceId",
"Message": "Invalid segment. ErrorCode: InvalidTraceId",
"Id": "6226467e3f845502"
}
]
}

B RRERZESAN DR , PEAZEERD R,

$ aws xray put-trace-segments --trace-segment-documents "$DOC1" "$DOC2"
FrBRXEERIEE X-Ray HHEFHFER
BRI LTS B KREER X-Ray , M0 BHNF2BREAIEE X-Ray HEEFHER , #BFHPER

FEEEN , RO £ T X-Ray APl, X-Ray SDK {9 B XA EFIHETIFEF LB R EREAE
A Amazon .

RIEBAE 57


https://docs.amazonaws.cn/cli/latest/userguide/cli-using-param.html#quoting-strings

Amazon X-Ray FERARER

@ Note
S EARMIZIT X-Ray HEFTHFEF REEXETHESTHEFRNEA,

B3 UDP %0 2000 &% JSON X2 B , ERIE M EHBTFHFEFIRL {"format": "json"

"version": 1}\n

{"format": "json", "version": 1}\n{"trace_id": "1-5759e988-bd862e3felbe46a994272793",
"id": "defdfd9912dc5a56", "start_time": 1461096053.37518, "end_time": 1461096053.4042,
"name": "test.elasticbeanstalk.com"}

£ Linux £ , A LA Bash K5 B R EAHBTIEF. FiRkF 0B XBRFE —/NXK
X %Jﬁﬁﬁﬁ /dev/udp J«)\"Ef@ﬁﬁfﬂ%ﬁﬂ cato

$ cat segment.txt > /dev/udp/127.0.0.1/2000

Example segment.txt

{"format": "json", "version": 1}

{"trace_id": "1-594aed87-ad72e26896b3f9d3a27054bb", "id": "6226467e3f845502",
"start_time": 1498082657.37518, "end_time": 1498082695.4042, '"name":
"test.elasticbeanstalk.com"}

REHETFTHFEFAS  RIERE2 NI EREAIEE X-Ray.

2017-07-07T01:57:247 [Debug] processor: sending partial batch
2017-07-07T01:57:24Z [Debug] processor: segment batch size: 1. capacity: 50
2017-07-07T01:57:24Z [Info] Successfully sent batch of 1 segments (0.020 seconds)

MAIRENERHE Amazon X-Ray

Amazon X-Ray {0 BB KEA T HREHE , LEK JSON BN ZERE., REBENRSHE, &
A LA Amazon CLI E#M APl 8 R4 RV EIE.

Sections

- RREBESHE

- REARRBRSHE
- RERIRER
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- RENAUREER D H

R RIS E

A LAE A GetServiceGraph APl k%3 JSON RSB, % API FEEFHATE RS RATE , BRI
£/ date @M Linux Lixit EiX Eatig,

$ date +%s
1499394617

date +%s EREH (W) . EFAZBFHERNERITE , FHFMFREE—EtE 752 FFEedE .
Example A TR EHE 10 2RSS BRI A

EPOCH=$(date +%s)
aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

LTRBAIERT —1NEBEA4NMNTTANESHE , 8F—1MNEFPRDTR, —NEC2 34|, —/ DynamoDB
FHM— Amazon SNS &,

Example GetServiceGraph %i i

{
"Services": [
{
"Referenceld": O,
"Name": "xray-sample.elasticbeanstalk.com",
"Names": [
"xray-sample.elasticbeanstalk.com"
1,
"Type": "client",
"State": "unknown",

"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"Edges": [
{
"ReferenceId": 2,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 3,
"ErrorStatistics": {

SRERE IR 89


https://docs.amazonaws.cn/xray/latest/api/API_GetServiceGraph.html
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"ThrottleCount": 0,
"OtherCount": 1,
"TotalCount": 1

I

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

I

"TotalCount": 4,

"TotalResponseTime": 0.273

},
"ResponseTimeHistogram": [
{
"Value": 0.005,
"Count": 1
I
{
"Value": 0.015,
"Count": 1
I
{
"Value": 0.157,
"Count": 1
I
{
"Value": 0.096,
"Count": 1
}
1,
"Aliases": []
}
]
},
{

"ReferenceId": 1,

"Name": "awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA",

"Names": [
"awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA"

1,
"Type": "AWS::DynamoDB: :Table",
"State": "unknown",

"StartTime": 1528317583.0,
"EndTime": 1528317589.0,
"Edges": [],
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"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {

"ThrottleCount": O,
"OtherCount": 0,
"TotalCount": 0

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 2,

"TotalResponseTime": 0.12

I
"DurationHistogram": [
{
"Value": 0.076,
"Count": 1
},
{
"Value": 0.044,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{
"Value": 0.076,
"Count": 1
},
{
"Value": 0.044,
"Count": 1
}
]
},
{
"ReferenceId": 2,
"Name": "xray-sample.elasticbeanstalk.com",
"Names": [

"xray-sample.elasticbeanstalk.com"

iF

"Root": true,

"Type": "AWS::EC2::Instance",
"State": "active",
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"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"Edges": [
{
"ReferenceId": 1,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 0,
"TotalCount": 0
I
"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0
I
"TotalCount": 2,
"TotalResponseTime": 0.12

},
"ResponseTimeHistogram": [
{
"Value": 0.076,
"Count": 1
I
{
"Value": 0.044,
"Count": 1
}
1,
"Aliases": []
},
{

"ReferenceId": 3,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 0,
"TotalCount": 0
.
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"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

I

"TotalCount": 2,

"TotalResponseTime": 0.125

},
"ResponseTimeHistogram": [
{
"Value": 0.049,
"Count": 1
I
{
"Value": 0.076,
"Count": 1
}
1,
"Aliases": []

}

1,

"SummaryStatistics": {
"OkCount": 3,
"ErrorStatistics": {

"ThrottleCount": 0O,
"OtherCount": 1,
"TotalCount": 1

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 4,

"TotalResponseTime": 0.273

I

"DurationHistogram": [

{

"Value": 0.005,
"Count": 1

},

{
"Value": 0.015,
"Count": 1

},

{
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"Value": 0.157,

"Count": 1
},
{
"Value": 0.096,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{
"Value": 0.005,
"Count": 1
},
{
"Value": 0.015,
"Count": 1
},
{
"Value": 0.157,
"Count": 1
},
{
"Value": 0.096,
"Count": 1
}
]
},
{

"ReferenceId": 3,
"Name": "SNS",

"Names": [
"SNS"
]I
"Type": "AWS::SNS",
"State": "unknown",

"StartTime": 1528317583.0,
"EndTime": 1528317589.0,

"Edges": [],
"SummaryStatistics": {
"OkCount": 2,

"ErrorStatistics": {
"ThrottleCount": 0O,
"OtherCount": 0,
"TotalCount": 0
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I

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},
"TotalCount": 2,
"TotalResponseTime": 0.125

.
"DurationHistogram": [
{
"Value": 0.049,
"Count": 1
},
{
"Value": 0.076,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{
"Value": 0.049,
"Count": 1
},
{
"Value": 0.076,
"Count": 1
}
]
}
]
}
RARKZRRFHE

ERBHNATARRSE , FE$E groupName 5 groupARN, LR RAIERHENT —NE
H“Example 1’V 4A B3 TIRS B A,

Example F F 124 Example1 98 Fike 3R IR S R 69 B A

aws xray get-service-graph --group-name "Examplel"
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0 RRER

BRI LAEA GetTraceSummaries APl SREURIRFEESIR, BREBHEQESTATIRIEZTETHRWER
BRRER 8RR, BRNWER , AR IDs,

WM aws xray get-trace-summaries BIAIBAEAMA TimeRangeType ¥ri& :

 Traceld— BRikGetTraceSummariesiE &M TracelD BtEIHIREEitE [start_time,
end_time)SEE AN BRI, thitEBCERBREAMNBZENRBITESHB Traceld , AT
FHE Lo

« EfatE - ATEZEEERBRENSH , X Amazon -Ray R R RS ABEZREBER, TitE
BRI 2R , BHRTAIERLIRE [start_time, end_time) SEERNA FENRESHBER.

£/ aws xray get-trace-summaries SRIREUREREESIR. U TS EARIA TraceldrtEl
REUE £ 1 B 2 DR IRBRFEESIR,

Example A T3REUR ER i E /Y B A

EPOCH=$(date +%s)
aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60))

Example GetTraceSummaries #i

"TraceSummaries": [
{

"HasError": false,

"Http": {
"HttpStatus": 200,
"ClientIp": "205.255.255.183",
"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/session",
"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",

"HttpMethod": "POST"

},

"Users": [],

"HasFault": false,

"Annotations": {3},

"ResponseTime": 0.084,

"Duration": 0.084,

"Id": "1-59602606-a43alac52fc7ee@eeal2a82c",
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FRARER

"HasThrottle": false
.
{
"HasError": false,
"Http": {
"HttpStatus": 200,
"ClientIp": "205.255.255.183",

"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/user",
"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",

"HttpMethod": "POST"

.
"Users": [
{
"UserName": "5M388M1E"
}
1,

"HasFault": false,
"Annotations": {
"UserID": [
{
"AnnotationValue": {
"StringValue": "5M388M1E"

}
}
1,
"Name": [
{
"AnnotationValue": {
"StringValue": "0la"
}
}
]

iy
"ResponseTime": 3.232,
"Duration": 3.232,

"Id": "1-59602603-23fc5b688855d396af79b496",

"HasThrottle": false

1,
"ApproximateTime": 1499473304.0,
"TracesProcessedCount": 2
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FRAREHEMIEL ID @i BatchGetTraces APl R RZEIRIER,

Example BatchGetTraces @5

$ aws xray batch-get-traces --trace-ids 1-596025b4-7170afe49f7aa708b1ldd4a6b

Example BatchGetTraces #i Hi

"Traces": [
{
"Duration": 3.232,
"Segments": [
{

"Document": "{\"id\":\"1fb07842d944e714\",\"name\":
\"random-name\",\"start_time\":1.499473411677E9,\"end_time\":1.499473414572E9,
\"parent_id\":\"0c544c1lblbbff948\",\"http\":{\"response\":{\"status\":200}},
\"aws\":{\"request_id\":\"ac086670-6373-11e7-al174-f31b3397f190\"},\"trace_id\":
\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :Lambda\",\"resource_arn\":
\"arn:aws:lambda:us-west-2:123456789012:function:random-name\"}",

"Id": "1fb@7842d944e714"

.
{

"Document": "{\"id\":\"194fcc8747581230\",\"name\":\"Scorekeep
\",\"start_time\":1.499473411562E9,\"end_time\":1.499473414794E9,\"http\":{\"request
\":{\"url\":\"http://scorekeep.elasticbeanstalk.com/api/user\",\"method\":\"POST\",
\"user_agent\":\"Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/59.0.3071.115 Safari/537.36\",\"client_ip\":\"205.251.233.183\"},
\"response\":{\"status\":200}},\"aws\":{\"elastic_beanstalk\":{\"version_label\":\"app-
abb9-170708_002045\",\"deployment_id\":406,\"environment_name\":\"scorekeep-dev\"},
\"ec2\":{\"availability_ zone\":\"us-west-2c\",\"instance_id\":\"i-0cd9e448944061b4a
\"},\"xray\":{\"sdk_version\":\"1.1.2\",\"sdk\":\"X-Ray for Java\"}},\"service
\":{3},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"user\":\"5M388M1E
\",\"origin\":\"AWS: :ElasticBeanstalk: :Environment\",\"subsegments\":[{\"id\":
\"@c544clblbbff948\",\"name\" :\"Lambda\",\"start_time\":1.499473411629E9,\"end_time
\":1.499473414572E9,\"http\":{\"response\": {\"status\":200,\"content_length\":14}},
\"aws\":{\"log_type\":\"None\",\"status_code\":200,\"function_name\":\"random-name
\",\"invocation_type\":\"RequestResponse\",\"operation\":\"Invoke\",\"request_id
\":\"ac086670-6373-11e7-al74-f31b3397f190\",\"resource_names\":[\"random-name\"]},
\"namespace\" :\"aws\"}, {\"id\":\"071684f2e555e571\",\"name\" :\"## UserModel.saveUser
\",\"start_time\":1.499473414581E9,\"end_time\":1.499473414769E9,\"metadata\": {\"debug
\":{\"test\":\"Metadata string from UserModel.saveUser\"}},\"subsegments\":[{\"id\":
\"4cd3f10b76c624b4\",\"name\" :\"DynamoDB\", \"start_time\":1.49947341469E9,\"end_time
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\":1.499473414769E9,\"http\":{\"response\": {\"status\":200,\"content_length\":57}},
\"aws\":{\"table_name\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id
\":\"MFQ8CGJ3JTDDVVVASUAAJIGQ6NI82F738B0OB4KQNSO5AEMVIF66Q9\", \"resource_names\":
[\"scorekeep-user\"1},\"namespace\":\"aws\"}1}1}",

"Id": "194fcc8747581230"

.
{

"Document": "{\"id\":\"00f91aa@1f4984fd\",\"name\":
\"random-name\",\"start_time\":1.49947341283E9,\"end_time\":1.49947341457E9,
\"parent_id\":\"1fb07842d944e714\",\"aws\": {\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\",\"resource_names\":[\"random-name\"],
\"account_id\":\"123456789012\"},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",
\"origin\":\"AWS: :Lambda: :Function\",\"subsegments\":[{\"id\":\"e6d2fe619f827804\",
\"name\":\"annotations\",\"start_time\":1.499473413012E9,\"end_time\":1.499473413069E9,
\"annotations\":{\"UserID\":\"5M388M1E\",\"Name\":\"01la\"}}, {\"id\":\"b29b548af4d54a0f
\",\"name\" :\"SNS\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,
\"http\":{\"response\":{\"status\":2003}},\"aws\": {\"operation\":\"Publish\",
\"region\":\"us-west-2\",\"request_id\":\"a2137970-f6fc-5029-83e8-28aadeb99198\",
\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-west-2:123456789012:awseb-e-
ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"}, \"namespace\":\"aws\"}, {\"id\":
\"2279c0030c955e52\",\"name\":\"Initialization\",\"start_time\":1.499473412064E9,
\"end_time\":1.499473412819E9,\"aws\": {\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\"}}1}",

"Id": "@0f91aa@1f4984fd"

},
{

"Document": "{\"id\":\"17ba309b32c7fbaf\",\"name\":
\"DynamoDB\",\"start_time\":1.49947341469E9,\"end_time\":1.499473414769E9,
\"parent_id\":\"4cd3f10b76c624bs\",\"inferred\":true,\"http\":{\"response
\":{\"status\":200,\"content_length\":57}},\"aws\":{\"table_name
\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id\":
\"MFQ8CGJ3JTDDVVVASUAAJGQENI82F738B0OB4KQNSO5AEMVIF66Q9\",\"resource_names\":
[\"scorekeep-user\"]1},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":
\"AWS: :DynamoDB: : Table\"}",

"Id": "17ba309b32c7fbaf"

.
{

"Document": "{\"id\":\"lee3c4a523f89ca5\",\"name\":\"SNS
\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,\"parent_id\":
\"b29b548af4d54a0f\",\"inferred\":true,\"http\":{\"response\": {\"status\":200}},\"aws
\":{\"operation\":\"Publish\",\"region\":\"us-west-2\",\"request_id\":\"a2137970-
f6fc-5029-83e8-28aadeb99198\",\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-
west-2:123456789012:awseb-e-ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"},
\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :SNS\"}",
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"Id": "lee3c4a523f89ca5"

1,
"Id": "1-59602603-23fc5b688855d396af79b496"

}
1,

"UnprocessedTracelds": []

}

TERENSNDBREBE AN, ZXERERIINEGHEERER ID NAE DR ERE, X8
NHEATERTENMARFRIEE X-Ray WEHHIE, 112 X-Ray BRFERN, 2FLEHNX
o X-Ray miIFEHNARFRIEN DR , FMERTRFE D B SUERANHE | Nt ZTEN
BRER R

X-Ray B4R B BT EES BWRSHW TR ERACIEHN 2R, Al , HEEIRNEHNEF iR
DynamoDB B} , X-Ray SDK 2 \NHUALEFRIESRAFHAEEN FH . B2 , DynamoDB F&Ki*
MNP, X-Ray 2FEAFIBRHPNERCIRHEM DR , URTRRERBE A DynamoDB &R , H
FFER B RER SRS,

EM API REZRRE , BFE—NMREYIEX IDs , B L@ Amazon CLI EijMget-trace-
summarieskyH HPRENZSIER, FiXFKREEME batch-get-traces K A FJIREVS E B [B] B}
M SER R IR,

Example A F3REX— 20 s8] BR P9 5 B BR R A9 il A5

EPOCH=%$(date +%s)

TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time
$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)

aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'

RRMACBRARREE 2

£ GetTraceSummaries APl £ KRB ERS , JULL JSON XN EEFRAHT P REHE |, BFERA
FREZBMANFERER . BFSRTHENRG T BMECSRIVES,

Example GetTraceSummaries % i 7= 45 -0 37 B 8] 4R 2% [ R 55

{
"Services": [
{
"Name": "GetWeatherData",
"Names": ["GetWeatherData"],
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"AccountId": 123456789012,

"Type": null,

"Inferred": false,

"EntityPath": [

{

"Name": "GetWeatherData",
"Coverage": 1.0,
'Remote": false

"Name": "get_temperature",

"Coverage": 0.8,
"Remote": false

"Name": "GetTemperature",
"Names": ["GetTemperature"],
"AccountId": 123456789012,
"Type": null,
"Inferred": false,
"EntityPath": [
{
"Name": "GetTemperature",
"Coverage": 0.7,
"Remote": false

B 4iE 2R EiR s | b JSON AT BARK N PLEC Y AR S R B SKAK Y B it S 4. JSON AR RV 1E(A
—MRIEFERBMLIEE  BUFF2RERE. BERNFZREANBEMSE , EXATEREREN
EREHRENER.

Example E#H4& {0 /Y 0 B2 6 (8] 4R 245 R &

"Services": [

{

"Name": "GetWeatherData",
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"EntityPath": [

{
"Name": "GetWeatherData"
I
{
"Name": "get_temperature"
}
]
},
{
"Name": "GetTemperature",
"EntityPath": [
{
"Name": "GetTemperature"
}
]
}

BE J5 &3 1 A rootcause.json = #[{}] St JSON AEMRERERNN —I0 . BXREAMERIE
ARTEANEZHFHAEE , BZAREREX —F,

Example JSON §#i% 5k 44 7R 45

rootcause.json = #[{ "Services": [ { "Name'": "GetWeatherData", "EntityPath": [{ "Name":
"GetWeatherData" }, { "Name": "get_temperature" } ] }, { "Name": "GetTemperature",
"EntityPath": [ { "Name": "GetTemperature" } ] } ] }]

F A Amazon X-Ray API Bl & &4, HAFMMFRE

Amazon X-Ray APIs A FECERFMM, HAMUAM N KRE,

Sections

- NERE
o REAN
. 4
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mERE

FRARER

PutEncryptionConfigfA FEA F INZE M Amazon Key Management Service (Amazon KMS) &
£,

® Note
X-Ray TXFIEXI#R KMS &4,

$ aws xray put-encryption-config --type KMS --key-id alias/aws/xray
{

"EncryptionConfig": {

"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-
bOea215cbba5",

"Status": "UPDATING",
"Type": "KMS™"

HFE4 D, BTUERBE (MRBIRFTR ) . 549 1D % Amazon KBS (ARN).

£ GetEncryptionConfig SREXHBIEE. X-Ray NARESR , RASFM UPDATING &H
ACTIVE,

$ aws xray get-encryption-config

{
"EncryptionConfig": {

"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-
b@ea215cbba5",

"Status": "ACTIVE",
IlTypell : IIKMSII

BFIEEM KMS B ERARINNE |, BRFINEXEIREN NONE.

$ aws xray put-encryption-config --type NONE
{

"EncryptionConfig": {
"Status": "UPDATING",
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"Type'": "NONE"
}
}
EEEM N

&R LAER X-Ray APl EEIK PR EENN . BXAMANEBRRENESESR , SRR IC X-Ray
RAEAN A

KA GetSamplingRules 3REUFRAE REMM,

$ aws xray get-sampling-rules

{
"SamplingRuleRecords": [
{

"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
"ResourceARN": "*",
"Priority": 10000,
"FixedRate": 0.05,
"ReservoirSize": 1,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

1,

"CreatedAt": 0.0,

"ModifiedAt": 1529959993.0

}
]
}

BHINANB A TrRrESEMEARANBRCTERENER. XRMLERFENOAN , TEBR. B2 , &7
LAER UpdateSamplingRule B HBUREMAERR KN,

Example UpdateSamplingRule BY API #i A 10000-default.json
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"SamplingRuleUpdate": {
"RuleName": "Default",
"FixedRate": 0.01,
"ReservoirSize": @

LT RBIERBT — M ERBA | RRMIARNER N BRENET 2 —- HERWIEN, MRIEE
AIIPRE | MIFRERBAE | FREENEE, EMNREANFBERIABIRL |, £ A UntagResource

$ aws xray update-sampling-rule --cli-input-json file://1000-default.json --tags
[{"Key": "key_name","Value": "value"}, {"Key": "key_name","Value": "value"}]

{
"SamplingRuleRecords": [

{

"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
"ResourceARN": "*'",
"Priority": 10000,
"FixedRate": 0.01,
"ReservoirSize": 0,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 0.0,

"ModifiedAt": 1529959993.0

I

FIA CreateSamplingRule BIEEZXEHMN, SIBMNE , KZHEHNFERABESEFER, AT
BB AN, FE—%HNRA Scorekeeep RAIMARFIRE TEANE, CIE API 24
FIERHEESLEEANBNER,

Example UpdateSamplingRule KY API #i A 9000-base-scorekeep.json

"SamplingRule": {
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EZZHN R ATF Scorekeeep , BEMWAARES , BEEM, AN FEHIES
KR, XEREFRSR/LVHALEN GET BXR , ATRERMR

"RuleName": "base-scorekeep",

"ResourceARN": "*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1

=
EOP

Example UpdateSamplingRule #J API #i A 5000-polling-scorekeep.json

RER AN, MBEFRNFE , WRERRLE  MEENIRE,

"SamplingRule": {
"RuleName": "polling-scorekeep",

"ResourceARN": "*'",
"Priority": 5000,

"FixedRate": 0.003,
"ReservoirSize": 0,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1

RE T FERY
REZEA,

$ aws xray create-sampling-rule --cli-input-json file://5000-polling-scorekeep.json --

tags [{"Key": "key_name","Value": "value"},{"Key": "key name","Value": "value"}]

{

"SamplingRuleRecord": {

"SamplingRule": {

"RuleName": "polling-scorekeep",
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scorekeep",

}

$ aws xray create-sampling-rule --cli-input-json file://9000-base-scorekeep.json

{

scorekeep",

}
}
EfBREAEMN |, B DeleteSamplingRule,

iy

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-

"ResourceARN": "*'",
"Priority": 5000,

"FixedRate": 0.003,
"ReservoirSize": 0,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {}

"CreatedAt": 1530574399.0,
"ModifiedAt": 1530574399.0

"SamplingRuleRecord": {
"SamplingRule": {

}I

"RuleName": "base-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/base-

"ResourceARN": '"*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

"CreatedAt": 1530574410.0,
"ModifiedAt": 1530574410.0
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$ aws xray delete-sampling-rule --rule-name polling-scorekeep
{
"SamplingRuleRecord": {
"SamplingRule": {

"RuleName": "polling-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-
scorekeep",

"ResourceARN": "*'",

"Priority": 5000,

"FixedRate": 0.003,

"ReservoirSize": 0,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IlHostll: II*II’

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {}

1,
"CreatedAt": 1530574399.0,

"ModifiedAt": 1530574399.0

BALAEF X-Ray AP| BEEZKFPWE, ARBAFERGREIAENNRENES, BLFEREH
40 3R 4 AR 2 A PR SS B 3R 1R Amazon CloudWatch $6#5, &2 50 M 3REUEIE Amazon X-Ray , LA
THEXET X-Ray API FARSBRNEGHNESEFAEE. BXENESEE BRI RELE. §
RKAMANEBHRZENESER , BSRIRIC X-Ray REANF A,

£/ CreateGroup I — A, HRERAEN, MRERBFMRE |, NRZEBENE | REERGE
15,

$ aws xray create-group --group-name "TestGroup" --filter-expression
"service(\"example.com\") {fault}" --tags [{"Key": "key_name","Value": "value"},
{"Key": "key_name","Value": "value"}]
{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"
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KREFFESE GetGroups MIIAH,

$ aws xray get-groups

{
"Groups": [
{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"
1,
{
"GroupName": "TestGroup2",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup2/
UniquelID",
"FilterExpression": "responsetime > 2"
}
1,
"NextToken": "tokenstring"
}

E#HEE UpdateGroup B4E, HRERTEMN, MBIRBFINIFE |, MRS ENE | FRZERNIE
1B, ENHEAPBRIUERE , EFEHUntagResource,

$ aws xray update-group --group-name "TestGroup" --group-arn "arn:aws:Xray:us-
east-2:123456789012:gxroup/TestGroup/UniqueID" --filter-expression

"service(\"example.com\") {fault OR erroxr}" --tags [{"Key": "Stage","Value": "Prod"},
{"Key": "Department","Value": "QA"}]

{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelID",
"FilterExpression": "service(\"example.com\") {fault OR error}"

}

HiBREE DeleteGroup M4,

$ aws xray delete-group --group-name "TestGroup" --group-arn "arn:aws:Xray:us-
east-2:123456789012:group/TestGroup/UniqueID"

{

}

BT X-Ray API {5 B SRS
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Amazon X-Ray SDK £/ X-Ray API RIREUCREMN, RERFEERMNREE S, BIUERAE]
APIs REFFith 7 R REEMM N TERIE | HF LA X-Ray SDK FXIFHTE S KT RH,

B LR A GetSamplingRules JKEXFA REEHM,

$ aws xray get-sampling-rules

{
"SamplingRuleRecords": [
{
"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/Default",
"ResourceARN": "*'",
"Priority": 10000,
"FixedRate": 0.01,
"ReservoirSize": 0,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {}
},
"CreatedAt": 0.0,
"ModifiedAt": 1530558121.0
I
{
"SamplingRule": {
"RuleName": "base-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/base-scorekeep",
"ResourceARN": '"*'",

"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 2,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "*",
"URLPath": "=*",
"Version": 1,
"Attributes": {}

iy
"CreatedAt": 1530573954.0,
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"ModifiedAt": 1530920505.0
.
{

"SamplingRule": {
"RuleName": "polling-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/polling-scorekeep",
"ResourceARN": "*'",
"Priority": 5000,
"FixedRate": 0.003,
"ReservoirSize": 0O,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {}

.

"CreatedAt": 1530918163.0,

"ModifiedAt": 1530918163.0

R REEAAN A B BN, anSRE AR GIEREAN | FSH REAN,

BIEEABRBELERAFTEAN . AN TR, ERAEERRNARNPREERFERE, 12K
REFE R ZHEH T RERE WA ARRFBE R FIERFERERF LA,

ANBBXPBEEENABEERR A , BVEICRNBRIRENREE, ARENNATHAERS , Fit
TEEEMFEA. B2, IRTCRIIEE , EUUSHMNERRFEH -1 RE , BEE X-Ray 7 EE#, £
WEEG 28 , BBV IERE—IER , AEFEEERRNATHMER, BEERRZNT 0 1.00
Z BN (100%)o

UTREIERTH GetSamplingTargets WBAMUREXETE 10 WARFMBHXERENEAE

/AN O

$ aws xray get-sampling-targets --sampling-statistics-documents '[
{
"RuleName": "base-scorekeep",
"ClientID": "ABCDEF1234567890ABCDEF10",
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"Timestamp": "2018-07-07T00:20:06",
"RequestCount": 110,
"SampledCount": 20,

"BorrowCount": 10

"RuleName": "polling-scorekeep",

"ClientID": "ABCDEF1234567890ABCDEF10",

"Timestamp": "2018-07-07T00:20:06",
"RequestCount": 10500,
"SampledCount": 31,

"BorrowCount": 0

"SamplingTargetDocuments": [

{

]I

"RuleName": "base-scorekeep",
"FixedRate": 0.1,
"ReservoirQuota": 2,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10

"RuleName": "polling-scorekeep",
"FixedRate": 0.003,
"ReservoirQuota": 0,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10

"LastRuleModification": 1530920505.0,
"UnprocessedStatistics": []

¥ B X-Ray WENSEECANER (M TIRMNEHFER ) . BUHRAF , ZRFE 10 BEANER
BRAT 10 KIRER , FAXWEAL 100 MERBAT 10% WEEER , FRHEF 20 M REBER. BB
MR (REFNERT ) , REEFTEFVEFN L. X-Ray B A geEELLRM IR FE B
EKHER , REXBEREXFM.

3z
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® Note
kB X-Ray WIIR AT g R 2L EXRBHERNWES. HENASEH , EENESBE,

AN EERNFRABERIAAGEE, BHN LE—IK GetSamplingRules HARKE
LastRuleModification., MRKH , MZKEMEMF N EIZ. UnprocessedStatistics AIHA
SEETANCHBR, WAPHRIT XEKRIBENREIRVE IR,

Amazon X-Ray 73 & 304

BRESBRERENAREFIRERSHERN JSON RRFER, RERICRAEXRFERBERNER. BXEN
NARFEAMABIT/ENER , LREBEEXRENNARRFEI Amazon &R APIs, HTTP 1 SQL
BEEHRTH TRRAANEEN T,

DERXEFEXRDBNERMEIES X-Ray, 7EBRXIEZEZ AN 64KB , HEEBE—NMNFFoBNTESD
B, ERBEREEHITHN BRI R —MNEIMEIEZNF DR, BAILER PutTraceSegments API
o B X HEEEKRIEE X-Ray,

X-Ray {RIFMLB DK , ERAUEHWREBENTEYNT , B L5 56
FGetTraceSummaries#BatchGetTraces APISTFRIXLERE, BRT B KX E X-Ray B9 R+
DERZN  BREEERAFIERFNEEEREN 2 BRHFERMBITERER, HoBRRRRbEHR
Y T AR S5 F0 82 R o

X-Ray it B34 JSON 244, YRAISAEXE TH M : xray-segmentdocument-schema-
v1.0.00 ATED PEFHER T ZEZBEPIHAFEFTNR,

X-Ray W7 BRF BN FERHEIRSILLA Tk REN. Hlwn , MBREF SR LM user FERIZEBE N
—FRIREF , MATE X-Ray BHI AP HRMEA GetTraceSummaries API BRERERF KBNS R, B
XEZER , F5H CARERFRIERN,

FEGEF X-Ray SDK #U R AT FFaY |, 1tk SDK N EAE R 5 R4, 1t SDK B4 UDP ¥ AR &
Bt mE X-Ray HESTHESF , MTARERERFDERMERIEE X-Ray, AXESZER , B &
2 BRI RIAE X-Ray HEFHFEF

Sections

- TBRFK

- IA8

+ HTTP ¥ER&KIRE

PR 113


https://docs.amazonaws.cn/xray/latest/api/API_GetSamplingRules.html
https://docs.amazonaws.cn/xray/latest/api/API_PutTraceSegments.html
https://docs.amazonaws.cn/xray/latest/api/API_GetTraceSummaries.html
https://docs.amazonaws.cn/xray/latest/api/API_BatchGetTraces.html
samples/xray-segmentdocument-schema-v1.0.0.zip
samples/xray-segmentdocument-schema-v1.0.0.zip

Amazon X-Ray FERARER

« Annotations

- TR

-« Amazon BRHIE
- HIRARE

- SQL Eif]

TERFR
FRIERAEXNABRFRERERSHERNREEE . 7BRELQIEFERNENR, ID, FTHEE, RER
ID F45RASE

Example &N ERH 7 B

{
"name" : "example.com",
"id" : "70de5b6f19ff9a0a",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a@06649127e371903a2de979",
"end_time" : 1.478293361449E9

PTREEFNEFRHUEFEUTFR,

(® Note
BRIEZTULH , BNELARFRS (&S 250 MFH ) o

KB ERFER
« name - LB TERNEBEFHWEBEEN (H&Z 200 MNFR/) . W0, EHNARFNENIEE. B
MATLLERE Unicode F&, BF. ZBRAUATHS 1 _, .. 0 /. % & #. =, +. \, -. @
« id- 2 BRH 64 (UARRK , ERI—NMREFH DR ZREIME— | £A 16 8 5%,
 trace_id- EERBENEFIWRIERNAIE 2 BN T2 R ME—RRR,
X-Ray BRER ID &3

X-Ray trace_id HIVEFZR RN =ZARFHK. HlN , 1-58406520-
a006649127e371903a2de979, X I :
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« A5, Bl 1,
« RRERWETE , XA Unix LhtiE , 8 MNHAR#HEHE,

filan , 2016 £ 12 A 1 B £4 10:00 ( K F4R ARt A ) WL TaIEAN 1480615200 # , HER
TR B EF 58406520,

- RERWY 96 (V2 F/ME—FRIRF , A 24 N THAEFKF,

(® Note

X-Ray DUE X #5688 2RI IR B IDs OpenTelemetry A RAE R EBFE W3C BEEET
NASEMER, KIEE X-Ray Bt , W3C BRER ID 4K A X-Ray BRER ID B94&=. fl

n , W3C BRER ID 4efaafsd1e8720b39541901950019¢ee5 A% %] X-Ray i , NE
1-4efaaf4d-1e8720b39541901950019ee5 MK AEE . X-Ray BRER IDs ‘@3ELL Unix
L Tat R R AR E R B , B2 IDs X-Ray #X &% W3C BRERR , XFT 24
=R

© BE D ek

IRER IDs EN R FRLAF TN, ERAZEHENELER IDs RER , BREEELEITE
future WIRER IDs , W EZFERAIXLRER IDs NN ARFLXEFER,

- start_time - RRPBRHNAENBNHE  XAZSPHBNL TR, Fl0 , 1480615200.010
= 1.480615200010E9, FRAFMMEREN /MBI, BWFEAHMPSEBNT (WRTAH ).

« end_time - RIRDERHXAEHNEE, Hl0 , 1480615200.090 = 1.480615200090E9, 1§
i end_time = in_progress,

e in_progress - fi/RfEtrue , ®RERN , MAREE end_time RIERKTBRELBHERTK. 7
BHNAREFEZERIZEERMNEREERSHWERNZERTHNDER , BTFREEREZER, 53X 7019
BlE, REERDBUBERITHRIR. RABNMEREE—NTEDE , UR—NIBENHITH
P E&,

® RSB

D EBRE name MiZE4K1ZDBNRSHVIHARBEAMELE, B2 , HREHHITHNR
M|, F{THE PutTraceSegments RN ARF I X EMBEHRN DR,
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UTFZER2D BN TIEFR,

kD ERFE

« service- —1MNEENAEBRFHNHEXEENNR,
« version- —/MRIRAERERBRSHWNARFREANZRE,
« user - —MFRREBERNAFHNZRSE,

« origin— E1TRIARRFH Amazon BIRFEE,

X FHE

« AWS::EC2::Instance— & EC2 L4,
e AWS::ECS::Container — —4 Amazon ECS & &8,

« AWS::ElasticBeanstalk: :Environment - — Elastic Beanstalk /38,

MREHNAERFERAZNME , BEAREAKNE, HlI0 , 2588 Docker Elastic Beanstalk ¥ME1E
T 5% ECS RS LETHEMNARRF , MZASNELLBHEH LiE1T,. EC2 EXMEFRT , &
RFRIE N AWS: :ElasticBeanstalk: :Environment , R RRER B AT ERIRX R,

- parent_id - BHEERRERNIHNARFINIEEN 72 ID. X-Ray SDK FRXEKFHE ID &
IEITE HTTP AAMNRERIT k. N THREFITER , N FOoBRAUE N BRI— N FoBRIER
HRXE,

« http-http W& , BERH HTTP BERWHEXER.
« aws— BEEAXREHNNARFNBERRHRSH Amazon BREEMNawsX K,
- error, throttle, fault M cause - HIRFE& , ERHNBERHA BT EEXRSHERNTEN

8., o
- annotations - annotations W& , @& FE X-Ray W HEHIRS|I B TE RN R-EX,
- metadata-metadata MR , DEEFHED B PHEMM MEIE,
 subsegments - subsegment X RKA,

T

BT LA F 9 B RIE X Amazon SDK #918 Amazon Web Services RS F&EIR, XL IR
HTTP Web APIs WA= SQL BEEEH, BHA SR FoBRRFARNARFPHNRERJAE
AINER. BT FoBRUNEGEHMFSE , FHit , BREXNTEHBAANAHBENEEL F5 B
DEegEtBENLFr BN T HAAN T2,
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FOBRMNBRAECHNRSNAE  ERXTHEAM. X-Ray €A F7 BRKREERRED R TERS , #
ERSE EAHGESRE.

FRORAUBRADZESBRXERELMRIE. WTRNEZTHER , ERREFTEUARSRET
AR, REBRELHRAD BRI KR D,

Example T B BRA X F 20 BN 7 B

M FOBREER type B subsegment LARARIAR BB’ parent_ido

{
"trace_id" : "1-5759e988-bd862e3felbe46a994272793",
"id" : "defdfd9912dc5a56",
"start_time" : 1461096053.37518,
"end_time" : 1461096053. 4042,
"name" : "www.example.com",
"http" g 1
"request" : {
"url" : "https://www.example.com/health",
"method" . "GET",
"user_agent" : "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/601.7.7",
"client_ip" : "11.0.3.111"
},
"response" : {
"status" . 200,
"content_length" : 86
}
I
"subsegments" : [
{
"id" : "53995c3f42cd8ad8",
"name" : "api.example.com",
"start_time" : 1461096053.37769,
"end_time" : 1461096053.40379,
"namespace" : "remote",
"http" g 1
"request" : {
"url" : "https://api.example.com/health",
"method" : "POST",
"traced" : true
},
"response" : {
"status" . 200,

BB =
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"content_length" : 861

X TREEZETHER , BURRERITHORKEH X-Ray EREIER , RAEEZTKRBERZH
BRREFDRRBEXLEER,

Example IEFE# 1T E&

{
"name" : "example.com",
"id" : "70de5b6f19ff9a0b",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a006649127e371903a2de979",
"in_progress": true

}

Example 343 ¥ 7 E&

M FHEBREE type B subsegment , — trace_id M —MrIRR 5 BH parent_id,

"name" : "api.example.com",

"id" : "53995c3f42cd8ad8",

"start_time" : 1.478293361271E9,

"end_time" : 1.478293361449E9,

"type" : "subsegment",

"trace_id" : "1-581cf771-a006649127e371903a2de979"
"parent_id" : "defdfd9912dc5a56",

"namespace" : "remote",
"http" : {
"request" : {
"url" : "https://api.example.com/health",
"method" : "POST",
"traced" : true
.
"response" : {
"status" . 200,

"content_length" : 861
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}

HERZTHRES , HEM end_time EMRIEDERKXATR. TROBRFEZHITHD Ko

BEAUAMET RS TERNE TR ERBIMRIEFSR. Hl, EFBAFERNIHEZ

81 , Web API TTEIZEIIREl OK 200 MR, A LAERIEMBE I ENETE D B REE X-Ray , RE
NEETRNIELETFIER. S0BR—# , BENUEARETFIBRFBRIEZTFOREHRE , REET

HRRAZRER - 1M EEFIRBRL TR

FOEREBEEIRFHFMFEUT TR,

® Note
BRIFZTHA , SNERFRS (&S 250 MFHR ) o

HIEF T ERFER

o id- FO B 64 (UARRAF , HERE—MNREFH DR ZEIME— | FH 16 AL +3 &5,

* name - THBRNEEEN. N TTHAR , @B FANRRIBSENFIR. ¥ TEELFS
B, a2 HRNNRBEN TR (HlW, HEER) .

- start_time - RAUERTIBENNENST , RAZIVBNLTHE , BEIAZED. 6
mn , 1480615200.010 = 1.480615200010E9,

« end_time - KRR F D ERIKXARBNEE, Hlil , 1480615200.090 =K 1.480615200090E9,
8 end_time = in_progress,

« in_progress - REN true WH/RE , MAREE end_time NiEFFHERELBHNEBRTK
AN THEREE—NEEFIE , AR—NHENMHTHRFD .

« trace_id- FO BRI EMERE ID. RELMEEFDENIHLEN,

X-Ray BRER ID #&3

X-Ray trace_id AMEFH S BH = EAMFAR, HM0 , 1-58406520-
a006649127e371903a2de979, XI4E

® H&ZF-E.I!_ , El] 1.
« RRERWETE , XA Unix LatiE , 8 MAR#EEHE,

o

o BT AY
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B0 | 2016 € 12 B 1 B L4 10:00 ( AFEEFRERE ) WETHEN 1480615200 % , RER
+3 SI5F 58406520,

- RIRE 96 (V2 FME—PRIRRF , A 24 DT AREFIKF

® Note

X-Ray DUE #5682 RY IR B IDs OpenTelemetry A RAEMEMFE W3C BERET
NASEHER, KIXE X-Ray B , W3C BRER ID %K A X-Ray BRER ID #y4&. fl

I, W3C BRER ID 4efaafsdle8720b39541901950019ee5 FE XX E X-Ray i , N &
1-4efaafsd-1e8720b39541901950019¢ee5 &N AHE. X-Ray BRER IDs ‘@FELL Unix
L EtEN R RRERE AR , BR%LL IDs X-Ray 3 &% W3C BRERRT | XF 24

Y,

« parent_id- FOBRNRXTBRND R ID. NERMRETDERNERLEN. NTRETFTIER , -1
FRRAUBE - NMDERI— N FORENERE.

* type - subsegment, RELIMKIEF DRI ZHEN,

NTFBRRF7BRNTEFR,

Ak F 0 BRFER

« namespace - X¥F AWS SDK A , 7 aws ; ¥ FHEHMTHEFEA , I remote,

« http-http ¥R , BE8HXEE HTTP BANEE.

- aws— DEBEXREHNNARFEAAKN TH Amazon RIRHE BN awsIT R,

 error, throttle, fault M cause - HIXFR , ERHIAHRA BT EEXSBERNREN

E5,
« annotations - annotations W& , @& FE X-Ray W HEHIRS|I B TE RN R-EX,
- metadata-metadata WK , BSEFMED B EVEIFM INLIE
* subsegments - subsegment JHRHA,

* precursor_ids— FZR¥A IDs , BTHIRFOR , HROBREZF5BRZB TR 5 KR8
o
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HTTP &R ¥3E

EH HTTP BIERIEFRAEXNARFRERSH HTTP FR ( E0BRHP ) ANAREFE Tk HTTP
APl R HEY HTTP 53R ( EF O BRH ) NIFARE. EXNRFNKSHFBFRFEE HTTP i5RM
e B R B E R

http
FIEFBRBMRETEFR,

« request - BXFERNER.
- method - iR A%, M0, GET,
« url - NiERIIH, EHEBMBERIFNTEER URL,
- user_agent - RBEREEZFIKHNAFREFRS,

« client_ip - iEREK IP bk, M IP ZIE M Source Address = ( W FHEEMER ) X-
Forwarded-For ¥Rk R,

« x_forwarded_for - (XZE& ) HR{E , #EREM X-Forwarded-For #rkiEE
client_ip, #EEF AR , ENETERHNIEN,

« traced- (RFZE ) HRE , ERTHRAAHNNRS — MRS . WRILEFHRIZENR
true , Ml X-Ray FREAASHH , EETHERS LE—NTE , LD BN parent_id 58
BHEERN F 2 BN id T

- response - BXMNHER,
« status - IERMBIK HTTP RS EH,
- content_length-EERMWMEXKE ( AFZT RN ) WEHK,

R MRS T8 Web APl #HTH AR |, iR BEHEX HTTP BERFMMBHEEN T2 B. X-Ray FH
TR ERNIZIE API & B HERT 2 ER o

Example H7E Amazon LiE{THR ARFRMEN HTTP AN 2 & EC2

"id": "6b55dcc497934f1la",

"start_time": 1484789387.126,

"end_time": 1484789387.535,

"trace_id": "1-5880168b-fd5158284b67678a3bb5a78c",
"name": "www.example.com",

"origin": "AWS::EC2::Instance",

BB =
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"aws": {
"ec2": {
"availability_zone": "us-west-2c",
"instance_id": "i-@b5a4678fc325bg98"
},
"xray": {
"sdk_version": "2.11.0 for Java"
.
},
"http": {

"request": {
"method": "POST",
"client_ip": "78.255.233.48",
"url": "http://www.example.com/api/user",
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0)
Firefox/45.0",
"x_forwarded_for": true
.
"response": {
"status": 200

Example i HTTP A RBM 2 &

{
"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"

},

"response": {
"content_length": -1,
"status": 200

}

}
}

Gecko/20100101

o BT AY
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Example T35 HTTP i F #9 #E i 2 BR

"id": "168416dc2ea97781",

"name": "names.example.com",

"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,

"end_time": 1484786387.501,

"parent_id": "@@4f72bel9cddc2a",

"http": {
"request": {
"method": "GET",

"url": "https://names.example.com/"

},

"response": {
"content_length": -1,
"status": 200

}

.

"inferred": true

Annotations

PERMFPEAEE— annotations MR , KN KREBE—IPHZNFE , X-Ray FHIXLEFZRE
FIRSIUERATHREREIR, FERUTUBEFHR, BFIAMRE ( EXNRIHA ) . X-Ray HREZR

B RERR 50 RIEREHIZRSE],

Example @& ERBH HTTP AN 2 B

"id": "eb55dcc497932fla",

"start_time": 1484789187.126,
"end_time": 1484789187.535,
"trace_id": "1-5880168b-fd515828bs0@7678a3bb5a78c",

"name": "www.example.com",

"origin": "AWS::EC2::Instance",

aws": {
"ec2": {

"availability_zone": "us-west-2c",
"instance_id": "i-@b5a4678fc325bg98"

}I

o BT AY
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"xray": {
"sdk_version": "2.11.0 for Java"
},
.
"annotations": {
"customer_category" : 124,
"zip_code" : 98101,
"country" : "United States",
"internal" : false
}I
"http": {
"request": {
"method": "POST",
"client_ip": "78.255.233.48",
"url": "http://www.example.com/api/user",
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0) Gecko/20100101
Firefox/45.0",
"x_forwarded_for": true
},
"response": {
"status": 200
}
}

BUTAFRHRFSEATIHESR. AW ERTHL. FAFEREMFSMNERK,
TUEE

PENFOBRAZE— metadata R , KNRITE—IPHIZINFH , XEFREEFEMAXRENE
(BENRANKE ) . X-Ray TR xBBERGIZES , ABEATUAREAKRD |, iR BRXHET2
HBHERAKD (64KB), BAILLEEMH BatchGetTraces AP IREIMNEE S RPN THIE. UF
L FERE (debugfE AT RHIF ) RE Amazonfit-provided SDKs MZEFiREH. AWS.

Example @2 T HIENEENL F5 B

"id": "@e58d2918e9038e8",
"start_time": 1484789387.502,
"end_time": 1484789387.534,
"name": "## UserModel.saveUser",
"metadata": {

"debug": {
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"test": "Metadata string from UserModel.saveUser"
}
},
"subsegments": [
{
"id": "0f910026178b71eb",
"start_time": 1484789387.502,
"end_time": 1484789387.534,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 58,
"status": 200
}
.
"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",
"request_id": "3AIENM5J4ELQ3SPODHKBIRVIC3VV4KQNSOSAEMVIF66Q9ASUAAIG",
"resource_names": [
"scorekeep-user"

Amazon BR¥BIE

FNFDER , aws WREBEEXNABRFETTHNERNER, 2NMNFERUINATF—IMNRER, 0, &
Elastic Beanstalk 9% & 2% Docker MEREITHNAREF L@ 8B XL # LA, Z3K26] LE1THY
A EC2 mazon ECS &85 UU K Elastic Beanstalk fMEAR SHEE.,

aws (7 ER)
FMEFBRHRTEFR,

« account_id— MREWNARFOEMARER ZEXE Amazon Web Services Ik , iFiEFiE
TR ARFHIKSTR 1D,

 cloudwatch_logs— iR # 4 CloudWatch HEHMIX REA,
« log_group— CloudWatch BH&ELA B,
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« arn— CloudWatch H&4 ARN,

ec2— B3k Amazon EC2 EHIHE L.
 instance_id— EHIHISE EC2 4l ID.

« instance_size— EC2 SEHIRYEH!,

« ami_id— Amazon R£B& ID,

- availability_zone - EHIEEFPEZTHITAHKX,
ecs - % Amazon ECS EHIHE R,

« container— BB ERNWENSE,

« container_id— M BBNTEREE ID,
-« container_arn - B&XHIH ARN,

eks - B> Amazon EKS £8ME L,

« pod— EKS BaREAMNENE,

« cluster_name - EKS £E &M,

« container_id— MBS TERE ID,

elastic_beanstalk— &3k Elastic Beanstalk sFEHEE ., BRI LATEHKH Elastic Beanstalk £ &

E#&H /var/elasticbeanstalk/xray/environment.conf B X#HHHREZEL,

« environment_name - SFEEZ .

* version_label - HEIHEIE RN ERBH RS B SSHIRY N AR FFARAHY B 750
* deployment_id - ¥ , BN N EREHRS KGR LIXKDEER ID.

xray — BRPFTERRN A KB FRAH TEHE.

« auto_instrumentation-fA/R{E , EREEFERATEFIRM ( Hl , Java KE ),

« sdk_version - IEFEFEAK SDK HAE R,

+ sdk - SDK ;'_éggo

Example Amazon {4 Rk

"aws": {
"elastic_beanstalk":{

"version_label":"app-5a56-170119_190650-stage-170119_190650",

"deployment_id":32,

"environment_name":"scorekeep"

}I
"ec2":{

o BT AY
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"availability_zone":"us-west-2c",
"instance_id":"i-075ad396f12bc325a",

"ami_id":
.
"cloudwatch_logs": [
{
"log_group":"my-cw-log-group",
"arn":"arn:aws:logs:us-west-2:012345678912:1og-group:my-cw-log-group"
}

1,

"xray":{
"auto_instrumentation":false,
"sdk":"X-Ray for Java",
"sdk_version":"2.8.0"

}

FWFFHE , BiEFEXEWRARFIHEAM Amazon Web Services BRS MIEFRHWER. X-Ray £
LA BROIZBHEM D B, XESBRTRSHEPHN THERS.

aws (F7 &)
FMEFBRHRTEFR,

- operation— X} Amazon Web Services RS A RAAK APl RENE R,

« account_id— MREHNARFHRIEMKSPHRR  REQEMKSAREDR , BiEREE
&8 B AT P 1] Amazon BRIV #9 1D,

« region- IRFFEMENXBRETFNARFAMENRXE , MidFKaE, HlM0 , us-west-2,

« request_id - BERIVME—RIRAF,

« queue_url - X¥F Amazon SQS BA%I LHYIRIE , IRAFIHY URL.

 table_name - 33 F DynamoDB & EHIRIE , HRHE .

Example X DynamoDB # 1TV F MR I B 0 F 20 Bt

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",

"namespace": "aws",

BB =
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"http": {
"response": {
"content_length": 60,
"status": 200

}
I
"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}
HRMRE

HEER , BAERAXZERREERNFRENFARGE . SNABRFFEREESASR , E0K
PIERER ; S TFEREREIREN , EF0RPIERER.

HRiRRE

PFUT—NMRZNFRIZEBN true TIEREXEHEIR, MRHIESHER , WS/NXBERH, fi0,
KRB THEMAM 429 Too Many Requests fRiIRAREL S BN ARFIRE 500 Internal Server
Error , BMBERT , IE=MRAELER,

 error - ARE , ERHAFFHER (WERSKBR AXX FFIHER ) o
* throttle- A7RE , EREREZR (WARSABR 429 FREZ ) .
» fault - HR{E , BEREIARSHER (WARSHKB N 5XX RF|/ER ) o

BERESRIFIEPIE cause WRKRETREIRER.
cause

FRETUR 16 MFERFHIFE ID HHEUAT FERAXIR

- working_directory - REFENNIEE FHNTERR,
« paths - RERENAEANESERNEBRERARA,
« exceptions - FEXNRHEA,

BEBAX—NHEZ exception X RAE IR IEMER,
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exception

MEFBRBRIETFER,

« id - REMW 64 R , ER—NMRERPH OB 2B —  £H 16 A+ S#H%.
- message - #EHE,

- type - REREH,

- remote - /RfE , HETRH THERFEENERSBNEE,

« truncated - B¥ , 8 RM stack RZEERYHEAR MIEK,

« skipped - ¥ , ERTHRESHFRE (LRESBENEE ) 2RARINRER.
- cause - WRENRE (SBUMLRENRE ) WRE ID,

« stack - stackFrame Y &REIE4A.,

WRAA |, NigFAx stackFrame I RFPHEAAHEKRNEE,
stackFrame
EFEREBETEFR,

 path - XHHIBEITER,
« line - XHFHWI{T,
« label - BB EB

SQL &if]

BRI R ARRFE SQL BIEFER HNEAIE T 29K
sql

FIEFRERAEFR,

- connection_string - XF SQL Server EEHFFEMH URL EEFRHBENHMEBIEEERE , iK%
EREFHE (TEBEBHE ).

« url - X FEA URL EEFHENBEEFERE iR URL ( F2EBE ) .

« sanitized_query - HEEETH , HEMAFRUNESHIRIE SUFER,

- database_type - BIEFESI BB,
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- database_version - B{EESI B IRE S,

 driver_version - MARFERNBIEE I ZERIEFNEMRMRES,

- user - BIEEAF &,

- preparation- H1REWFAT PreparedCall , A call ; MBEHRERAT
PreparedStatement , /8 statement,

Example 28 SQL EHHN F 5 B

"id": "3fd8634e78ca9560",
"start_time": 1484872218.696,
"end_time": 1484872218.697,

"name": "ebdbeaawijb5u25wdoy.cpamxznpdoq8.us-west-2.rds.amazonaws.com",
"namespace": "remote",
"Sql" : {

"url": "jdbc:postgresql://aawijb5u25wdoy.cpamxznpdog8.us-
west-2.rds.amazonaws.com:5432/ebdb",

"preparation": "statement",

"database_type": "PostgreSQL",

"database_version": "9.5.4",

"driver_version": "PostgreSQL 9.4.1211.jre7",

"user" : "dbuser",

"sanitized_query" : "SELECT * FROM customers WHERE customer_id=?;"
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Amazon X-Ray #=

Amazon X-Ray % B R WK B RS BIE. RS, X-Ray FEFLRERN DB ENR
o X-Ray L BREUERBSE , REERGEHEARFNTRLRRFER.

#
« Segments

+ I8

-+ BEE

- RE

e

» BRERFRX

. BERERER
- 4

- CEBMTHE

- Hix, HENRE

&b

Segments

BTN ARFERN T HEARLEATHIENRBEN B, 2 RRIMRNEH, AXAR
FAEBURAXFER TG FAEL. I, 4 HTTP BRISEHRARE , EALUIRT
SIS -

© EHL-ENE. BIESR P L

R -FE, BB, BE, ARRE

- W -RE, A

- FRRTAE - FRRLERANE, 758

C REMEIR - HIR. WEARE  SEADHROREER,
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Segment details: Scorekeep & X
Overview Resources Annotations Metadata Exceptions sQL

Overview Time Errors and faults Requests & Response
Subsegment ID Start Time Error Request url
1-12345678- 2023-06-23 20:34:58.099 (UTC) false http://scorekeep.us-west-
5120cbe96265dfa965¢cbalac- 2.elb.amazonaws.com/fapi/game/
556f7a611a12900FF End Time Fault

2023-06-23 20:34:58.110 (UTC) false Request method
Name GET
Scorekeep Duration

11ms Response code
Origin 200

AWS:ECS:Container

XRay SDK MER M RFrk,. MARFPHNRBURERXREIZIT Amazon BRI THIEH Y EE
SR, BuBESANAEFEESNBEREFTWENTIE , URNEZANIBER, THEiERHM
Amazon SDK & F i,

® HERMIER
MRAFIGERFEM P EFERERIENVRARERF , X-Ray 2HIFR X-Forwarded-

For #RAFHEFF i IP I IP BHIB\EFHR IP. HTRANFERICEKNEF UK IP AL
&, BT NEE.

AT AMEA X-Ray SDK KiZKEMER , R THIE. BXRTBENFOoRPIEFNEHNEEHN
1% , FZ 5 Amazon X-Ray 2 B3, 0 BRI KB A AT LR 64KB.

7 Ex

PERALEXTEERIT/ENBRIBEAD N FOR. FrRESBEXRENNARFAFHRRBIERMEIT
N TR ARANERANITRERNERE. FToBRAULLEEHEXEA Amazon Web Services RS . &R
HTTP API = SQL BIEENEZFMAES. BEETUENEEFS Eﬁk&ﬁﬂ%mrﬂﬁﬁﬁm&r‘qﬂ
HNARBIT.
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Segments Timeline info &

0.0ms 20ms 40ms 60ms B0ms 100ms 120ms
L 1 ]

@O Group by nodes Segment status Response code Duration

¥ Scorekeep AWS:ECS:Container

Scorekeep @ ok 200 118ms PUT http://scorekeey t-2elb com/api/game/rules/TicTacToe
DynamoDB @ ok 200 3ms Betitem: scorekeep-game
DynamoDB @ OK 200 34ms Getltemn: scorekeep-session
DynamoDB ®@ok 200 40ms Getitem: scorekeep-game
DynamoDB ® oK 200 25ms Updateltem: scorekeep-state
DynamoDB ®@okK 200 4ms Getltem: scorekeep-session
DynamoDB ®okK 200 5ms Updateltem: scorekeep-game

FFAKRZEBECH D ERIRS ( 20 Amazon DynamoDB ) , X-Ray # A F 2 BRI R ER b B £ 4 R #E
Wi B M TRT R. XHEEAUEFE TIHEBIN , IECITXIFRESE 2/ SPA It 2 40
bto

ﬁJ‘Eﬁi%ﬂ'_\}M&U"J%EFE’JﬂFﬂ%Tﬁﬁ)ﬂHﬁﬂ%Fﬁ#‘a MRELRNTHERS , NEeRENDTBRE
?ﬁEMJ:BﬁgF*”‘ DREKKNER TR, BRSEELNTIEARBRS D BRNES (MRATA) , mH
,“\ZIEHH’JJM%%,“\{E)%J:D&?HE*E’J? > BRo

flan , HEEALT Amazon KK SDK & FimE A DynamoDB B , X-Ray SDK 12 FiZ AR F
2B, DynamoDB A REZER , FULIRERP M2 R, BRSE L# DynamoDB 1 R AR B M AR S
5 DynamoDB 2 i1 & T K& M IEXRE FIEBNER.
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/& @\

|
/

N

pu— - O scorekeep-state
/_\ / \/ DynamoDB Table
Y |'ll
2 ) T | \
\ .
AN

: Ok 100%
Client O Scorekeep 0.17 t/min

ECS Container / \

O scorekeep-game
DynamoDB Table

v Edge details

Source: Scorekeep Destination: scorekeep-game

Response time distribution filter

To filter traces by response time, select the corresponding area of the chart.

40
I P
20

107

5.0ms 10ms= 15ms 20ms

HEEARNNNARFARAS —MNNRSE , TERSSREECHIR , MNEBCHNAEIRR
LHERSEFOBRTPIEENERAR. ERFEG , IR MRSHTRBESKAXLERSH DR
NMERES , MENZANLETREERE LFRSHTRNER.
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FRARER

O MyLambdaFunction ks —
Lambda Function /_\
|I
Anpg.ﬂs...fﬂe moQueue

0

© MyLambdaFunction2
Lambda Function

v Edge details

Source: MyLambdaFunction Destination: https://sqs.us-west-2.amazonaws.com/MySQSQueue

Response time distribution filter

To filter traces by response time, select the corresponding area of the chart.

109
8%
&%

4%

E0ms

BOmsa

XHENMAMIEERA , BN THERSEEBICKIZNARFITAMNE RAEFEROEE , RS

IERARIER |, BIEER RS < 845 5 B E SR AT 78 SRRV B /|l o

FHER
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AR S5 B

X-Ray RN NARRFEZENBIEREXRSE. [ X-Ray ZIEHENEN Amazon BIREBIRS
EREINERKRP, BKEENRTEARS TERNES. B5FEFHREZIEHNARE , X
FHNARFEEZCHERN TBRRSNER.

® RSB

DB name NiZE4X R Z2 BN RSHEANZEBHFELE, B2 , HREHRITHN
N, F4#AE PutTraceSegments RN M ARFE LA EMBEFHN DR,

RSER— JSON X1 , HR IS AR ENNARFNRS MR FENES. X-Ray 2 &£
RS ERER AR HRSE A

RN

\E_f/

scorekeep-move
DynamoDB Table

VAN r/..---__m\
(&) Q) ©
\___/ '\__H_ A :

O SNS
O Scorekeep SNS

ECS Container

Client

// \\__\
l:l g’ I:|
\ j,.
N
O scorekeep-session
DynamoDB Table

NF2HAMARRF , X-Ray FAEEFHEERER ID WBERNBSHT/REASH —IMRSE, HRw
P E —NRS KRN —NRERK |, RRERRAERRR AR RS 2B &%,
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f5lan | Scorekeep &E1T—MEAAMARS ( Amazon Lambda BIZX ) B9 Web API , B3 £ Node.js
FERE R BENL B FRo X-Ray SDK for Java £ KR ER ID HFHHEBEHEF Lambda WA H ., Lambda
KX IR EREIE N ERER ID 5124 B, X-Ray SDK for Node.js B EARER ID KA BIE, &

£ , API, Lambda B Lambda BB T RIEIRERIBE L £ MERABTUS BEEITEENT Ko

RS EBTENREHN 30 Ko

R ER

BRER ID TREREREIZHNARFHER, BREAKEEMEREBANFESTE, ZBEREER
—ANHTTP GET = POST &5k , E B KB ERLH , v P ENNARERE , FERX Hib
Amazon RS EB Web B T APlso HTTP BREZREME —NZ X HRSHEERF RN
—ANERER ID ARk, HE TR BZIR KRR, B M EAEREIE,
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Trace Map ‘ Go to service map |

» Legend and options ﬂ-ﬂ
b

| 4@5

Client i api : products —
ElasticBea...Environment ElasticBea...Environment / \

(.D S 7N /;;:;f;::;;e

No node selected

Select a node to see its details

Trace Summary

Method Response Code Duration Age
GET 200 17ms a few seconds (2022-01-20 16:35:56)

Segments Timeline Info

Segment Response Duration

status code 0.0lms 2.0lm5 4.0]ms S.Dlms 8 Olms 10]ms 12:'\’15 14ms 16{7"\3 WB‘mS
¥ api AWS:ElasticBeanstalk::Environment
api @ ok 200 17ms I, GET ..
auth ® oK - Oms |
forward ®@ok - 17ms |
products.eba-cvkws4f...© OK 200 17ms I, Rem-..

S M Amazon X-Ray B , 7 # X-Ray REMITRF . BREBERSE 30 X,

R

ﬁﬁﬂﬁ?*&ﬂﬂﬂ?ﬁ#% RIRREFFTERS AV iE RIBHARMBE AR | X-Ray SDK R KA+ &% R i T IR ER U
LEiER, MIMERT , X-Ray FRTEQBHWIEEE—NMER , UREMHEMBERNES 2 H.

HBREEAITRNFEERSHA | RIMELEARARRR, BTNRE X-Ray SUSHBRIARRN
)34 1 L F AR5 o % SR B 4 LA SRR O EL AR
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Bl | BEIREFEREARE | ARENEIRAITLEAFRIRZNAANAMEIER. X TEFERN
REEA , flEERN. ETRARESEEEY  EXARBHRERDARREBWRIEXT #
HH 2 B AR AT (R R,

BREZER , FSH KEXREAN,

BRERFR K

FIEERBERE , B2 - NTRENFRERE., EXEX—KERERS , RE—F2ERERER ,
DR AL ENTTEE, REREMBER ID AMEIZN BERERAREX-Amzn-Trace-Id® HTTP &K
., BFRapPBE — X-Ray-integrated RSZ 2RI — MR ERARSL |, Z#r3kH X-Ray SDK AT E
e R AR,

Example EGRIRER ID KA R KA IR ERFR K

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793; Parent=53995c3f42cd8ad8; Sampled=1

® RERAZEME

IR ERFR K AT LUR B X-Ray SDK Amazon Web Services B, SEFFIRiER. BN BRFT
BAX-Amzn-Trace-IdMf& AR ERFMIER , LUB S P& RPOFIMNERER IDs KRR
S EE,

MEFERRKERNONARSF , BERLETUEER DR ID, filtn , mRYARFFERALNL
HTTP ZF/u%8 A T HTTP Web API , | X-Ray SDK M RIAERHY 2 B ID F IR To5E R IR ER
PRk, AT HBEREUBRSHRMNNARRF , TRIERRX DB ID SUEERMEKR.

Example BRERPRATHRRER ID. RO ER ID MARFREK

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793;Parent=53995c3f42cd8ad8; Sampled=1

LineageLambda Amazon Web Services ARSS FIELfth A AT SURFEL B b B BRERARSK AR, 40 HLAER A5
W—E2 , FTRNEEFER.
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Example BRERT At RHVFRL

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbes46a994272793;Parent=53995c3f42cd8ad8; Sampled=1;Lineage=a87bd80c:1|
68fd508a:5|c512fbe3:2

Tk SR AF RIX

ENEFERARN  EXNARFESERKRERIE, Amazon X-Ray #2F| A 2RSS EH easy-to-
navigatel B, ©ERETHRRMMEEEE S |, BBERIRBNNS , ATRIELEARF. XTERE
B, WA A REEMER , REFEABERERNRERSHERERRA P HERWERE,

Traces Info 5m  15m  30m

Q, Filter by X-Ray group http.url CONTAINS “opi/moves™

Run query () 5 traces retrieved

¥ Query refiners

Traces (5)

This table shows the most recent traces with an average response time of 0,165 It shows as many as 1000 traces

Q. Start typing to filter trace list

11} v Trace status ¥ Timestamp v Response code ¥ Response Time ¥ Duration ¥ HTTP Methed
..561513004630e58c75c992ed @ oK 3.4min (2023-08-16 17:39:20) 200 0.104s 0.104s POST
..2e83714b7daac593167d2e73 ® oK 3.4min (2023-08-16 17:39:19) 200 0.07s 0.07s POST
. 54740787431329383155f154 @DK 3.4min (2023-08-16 17:39:18) 200 0.1s 0.1s POST

¢H

BEY BIFERMARER , X-Ray B X#FHNEE, BEIERREFRAREN |, B UE IEZ REREHE
AQHEIJ*/TIEO

BRI REMBRL B R FREH (ARN) BAZEA , REKHBCHRSE R, REHEML D%
CloudWatch $E#5. SI24AE , FRELANFEFAREARERARE , RN EI1FMHEE X-Ray R
5H. EENFMATERNREHRENERFAZ®HE CloudWatch 4 %,

EMANFERGREXTCERCIEROBE, EHRNNATRERER, XARSERFTIERERXDN
BB, ABEREXMITRN , EWERS AR 62 - MR EE
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® Note

BAZRRRINGEFERERSXNERBRITR. BXESEEL , H2H Amazon X-Ray
Ef

BEXRENEZFEERE , FZR ME4L,

ERM TR

HARNNARFE , X-Ray SDK RIEFAXEANEZ LN ER, FEHN Amazon BIRUKNAERFA
BWEES. BUE D R RMEAMEEEINERMTHE. ERMABEERERACE , AT
ANINEME 2 R F 7 ERo

AR REHEMNR-EX , RRHRSIEATFHERGRIER, FREIRICKRERFTXZEE A FHRERH
TOENBIERETIEA GetTraceSummaries APl BHER IR,

X-Ray &RZAFNMREMN 50 FEREFIRS,

THREREFEMREENR-EYN  SBHKRMIIEK , BREREHR. EATHFECREFHER
BRPEFERATRRRIRNHE,

&R BAE CloudWatch #HIEMEBEEHAFENENXERFXBRFAEREAPER IR THIE.

¥ DynamoDB AWS::DynamoDB::Table

DynamoDB oK 200 9ms Getltem: scorekeep-session

DynamoDB oK 200 10ms Updateltem: scorekeep-game
DynamoDB @ 0K 200 46ms Getltem: scorekeep-session
DynamoDB & 0K 200 39ms

Segment details: DynamoDB

Overview Resources Annotations Metadata Exceptions SQL

Hix, WENRE
X-Ray BRERIE 0 ML FIRR A B o 4 A HORNRBUR Tl MRS BEIIOHIR, SIRDHWT,

- Error - EFimEEIR (400 RY4EIR )

AR THYE 141


https://www.amazonaws.cn/xray/pricing/
https://www.amazonaws.cn/xray/pricing/
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« Fault - [RSEHFE ( 500 RHIEEIR )
« Throttle - [RHIfEHiR (429 BRI % )

MRELEHNARFNEMMUNBEREH/BSHRERE , X-Ray SDK KIEFEXFENFMAE
B, SEERRE (WMRTAH ) . EALE X-Ray BHENIBRFAGEETHERERE,

HiR, WENRE 142
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Z £ M Amazon X-Ray

LR%E Amazon REHZE, N Amazon BF , BALUMNENFBRASHZ2HBEALNWERM
MENBEPONMERGPZ S,

RERNFHEEE Amazon HNFRE. TEHBENREHRANZH Z2UENEH N2

« &% — Amazon AR E = Amazon Web Services BRS Fi=1THI E 228 Amazon Web
Services =, Amazon E A EBREA UL L FEANRS . R Amazon EFMEITRIN—F 5 , FA
NZEEBENEREEHHE=ZFFITAHTN LM, ETHERT X-Ray WEAMKITR , 18
SREEMME TR AT E NAmazon Web Services BRSS o

- THEE — BWREHBE Amazon Web Services RS ERARABTRE, BEFEXNHME KRR
RN, BRENBIENERYE, SEANERUEERNEEEN,

M RGHREBY IR T BRI TEE A X-Ray R AREREER, LUTEE B MMEE X-Ray LASKIE
NELMEMENME IR, BRI S WA EHE M Amazon Web Services BRSS 77 3E R # By A= MR
P IRH X-Ray &R

FH

- FHEIERT Amazon X-Ray

- HWEHMIFRIEE Amazon X-Ray
« SHMHRIE Amazon X-Ray

« H1E1E Amazon X-Ray
- PHEMIZHEEZE Amazon X-Ray

HFEYBIE R Amazon X-Ray

Amazon X-Ray IJRA X BSRERMEXRBIFEBHTNE, SEEETRNZEAMEZALUFZERESR A
EERET , ATLUR X-Ray ELE £ Amazon Key Management Service (Amazon KMS) 247 3R il
BiE,

X-Ray 7 — Amazon £EBERXF4H & Faws/xray, MRERAFE & Amazon CloudTrail P Y
ZHAEAERL , TEEEERALS , BEAREH, NELZTEEENZHN L RNRRE E ZHR
B, AR ESRERN,
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https://docs.amazonaws.cn/kms/latest/developerguide/logging-using-cloudtrail.html
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https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html
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MRERMEZIRE , X-Ray FEER — L RARERNEBHREZH,. ELEHMZHANLESD , X-Ray
TRRSEAFBRENASNERE. ERNBRES , TaNABRBERTERMNE.

@ Note
Amazon KMS 2§ X-Ray £ KMS %24A hn %2 = 7 22 IR BR B 4E A U 3%

< RIAIE - R
* Amazon £ERZHH — NHREAER,
- BEFRERN - #RAIEARAENR,

BXEHMAEER , 55 HAmazon Key Management Service Bt

@ Note

X-Ray insights BAI SN B4 XX FIT % EventBridge , ML Zi# B oI A X #FEF REFH,
BXEZEER , 53H Amazon TR EIERI EventBridges

BYMEEXNEFRERANA S RIBENRST R X-Ray BENEAZBRARGTER MERE.
FSAASMENRTHRESER

CloudWatch console
{# /8 CloudWatch 4| &% X-Ray B & #F A KMS Z4A#TINER

1. &3 Amazon Web Services Management Console #}$TF CloudWatch #£#|& , Mt
A https://console.aws.amazon.com/cloudwatch/.

EEMSMERS , ZRRE.

£ X-Ray RE# 0 PHMBET , REEFRE,
EMZEERD , ERRE,

EEER KMS &4,
MTRREPIEFE—NES

I

« aws/xray — £ Amazon EEXF4,
- BEARE - EENKFPPRFERAEFEE CMK,
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- FHRARH EAZ KA PFNEFEERH, EHIANFRPHARHNTE Amazon &
REB N (ARN),

7. EREHFMNE.

X-Ray console
£ X-Ray & & 4F X-Ray Bt &7 £ KMS Z4H 31T 0%
1. 3TF X-Ray #£H A&,
LR INE

2
3. EFRMEM KMS &,
4. MTHREHEE—IEH

« aws/xray — £ Amazon &R %40,
- ZARE - EENKFHREATFEE CMK,

- FHRARH EAS - KFPFNEFRERH, EHIANFRPHARHNTE Amazon &
REBFR (ARN),

5. EEMA.

(@ Note
X-Ray T #3HFX# KMS #4.

MR X-Ray BEGREHMBZEZS  2FLFEEE. MREHAFTETR KMS Z4 , IEEE
RATHMEEERNES , SREXMNER. RREXMER , X-Ray 2ESMEFERT —NE
Ao

EEMA X-Ray API BLEMNZRE , S H FIA Amazon X-Ray API BLiER#, HRMMERE.

9 B3 15 B EE Amazon X-Ray

Amazon Identity and Access Management (IAM) Amazon Web Services fR$S TJ#BIEE R T2 #hi%
F3F Amazon BRI A ENR. 1AM EE G R TUEE FHARIE (2K ) RN ( EENXR ) FH
X-Ray BRHAR. EALAEA IAM Amazon Web Services RS , TEX N TZ A,
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£

- BX

- ERSHHITEHRIUE

- EARBEERR

- {7 Amazon X-Ray 5 IAM BEL&

« Amazon X-Ray & T 5 17 &9 5K B% = /5

« X} Amazon X-Ray & 1 #if 6] 3 1T S FE HERR

Z A

BHIE A 753 Amazon Identity and Access Management (IAM) 28R E , E4FEURTFEE X-Ray
HR PR T4E,

RSP - REA X-Ray BERERES , NENEERLNEEREAENZIENNE, HE46EH
F% X-Ray BAERTRIERN , BUEEETNNR, 7THROAEBEGRANREDTEQEERRBER
EEHNNR, MREFTZEHR X-Ray FHE , S5 X Amazon X-Ray 5 13 #1578 17 HFE HEBR

REEER - MREELTAREE X-Ray BR , WEAEER X-Ray WELTHENR. BHEFTEH
EEW RS A P R RIHPLE X-Ray HEME R, RfE , B400 IAM EERARIERUESRSAF
R, BEBEZNELNEERTH IAM WEEAEG S, ETHREXEN A RWMAN IAM 5 X-Ray #
BEEANESZER , H5HR W11 Amazon X-Ray 5 IAM EL&#E .

IAM EER - MMRER IAM BER , BEFE THRUMUEEREUEEX X-Ray K5 R X FRAY iF 4
ER. EEFETE IAM HEAMN X-Ray ET SRR RH , 1S5 Amazon X-Ray ET S E
B =l

£ 51T S 0 WIUE

SHRRIERE Amazon EABHEILEEFMN AR, B4EL 1AM AF 54581218 Amazon Web
Services KR A FE IAM B &#1THHRIE ( &3 Amazon )

MERE Amazon BURESR1FE , N4 Amazon RHEHR4F XEH (SDK) MasH1T#E0 (CLI) , BAE
FRAEBNERENERBITNRZEE, WRETRMEH Amazon TE | NIAMECEEBER, BXERAHE
ENFEZBTEEERNEZER , E3H (AM AFER) BHATEE APl iERMWAmazon 4
RRAR 4,

M
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TeFEAAMSHRIESE , ERUTRFERAEMLLER. FlW, Amazon BNEFERZEFH
BiF (MFA) RIEEKFHN RS, ETHEZER | 525H (IAM BAFERE) 8 IAM F#JAmazon
ZESHRIL,

Amazon Web Services K root A F

B8 Amazon Web Services I , BAEE —IMNEXEM , ZEHUUELHEKFSPHAERR
Amazon Web Services fRSS FI'HRIR. HD4#EF Amazon Web Services i root FAF |, £ &6l
BNk et ARV B FER it it R AR B R BN G R % &F 7. BAUBWEFRECARAFHITEEES

R FRAFEIE |, HEAXEZIERRITNRAF T URITHES. ﬁ%%%"‘k&*ﬂﬁﬁ?%fﬁ’*%ﬂ’]
EFHTEIIEK , BSH (AM AFERE) PREERASEIENES

IAM AP B4

| AM A 77 R4 Amazon Web Services lKF AN MBI ARFEERENRN S M0, EAENE
T, RIMNBUEAIGHEE , MARNEESKBEIE (MFEBMFRZESR ) B IAMAF, B2
MELE-LEEENFERAGSEERHEITUR IAM AF | BIUERIRITRZHE, BEXEZELS

2R (IAM AFiEm) FRXNTEZERHEENAS , REEENEHRHRZEH.

IAM AR —NMEE—4H IAM AP S/, BTEERAEANEHER. BUUERAAR—XIERNZNA
FIEENR, MREXERF , FRAVUERMMEBERFNR, flin , SaEE— 1 B2 INE
4 IAMAdminsH B ZEARFERE IAM FRHR,

RPREAeTE. AFE—5ENMARINARFXE  MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHARNEILE. ETHRESELR  F5H (AM AFERE) F/Y IAM A
REIEESVS

IAM A&

| AM £ & RENIBEEHENR Amazon Web Services Ik B 518, BEMLTF IAM AF , BEE4E
ARTXEK, EEAIGREE IAM A& Amazon Web Services Management Console , A SAM A
Pz IAM B (258 ) . EALUEIEA Amazon CLI 2 Amazon APl #/E=#EH B E X URL
kRAAR, BEXEAABNSENEZEER , H5H (AM AFER) FRRAACKN HE,

BEHIGREIEN IAM BRELATERLTERER :

- REAFTEE . EARE 07 ENR , FelZACHANARENNR, YRESORITHORIE
i, ZEOREARHEXBRARRTHALAGELHNER. AXATHRSFOHRIINACHER , #F
Zi (IAM fFiEr) PN E=S 5 RERIEZA® (KREFHRIF ),

ERBHENEHRE T


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
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Amazon X-Ray FERARER
o IEEt IAM BPER - IAM AP AIRA IAM AP SAS® , LERREGHNBEESNTRNR,

- BIKFER : £9UER IAM B8UATFRIKFRHNENA ( TEERK ) HEENIKS PR
R AEBRERFEKRFHENENEESLSR. B2 , N TELRIERE Amazon Web Services RS , &
ALCNRBEZRMNEER  (MAREAACENRE ), ETHATERKFHRNACNETRIR
MREEZRIMNZER , BSHE IAM AFRERTH IAM R EKF FIREFR .

- BIRF1AE — BL Amazon Web Services fRS A H ftt Amazon Web Services ARS5ARSS R Zh
g, BN , HBERSHKRITRIFER , ZRFEE2XTE Amazon FiE1TNAREF EC2 HFE Amazon
SIHFHINR. RFTELFEALXHRANEZHANNIR, FRAKRSACIEARSHEXACRKRNIT
LR 1E,

- BRIHELE (FAS) — HEFEA IAM AP S A SEFRITIRIER Amazon , BHEMAEIE A
FEARLRSH , BUESBIT—MNRE , ARLBREEEMGERS B S —MNEIE. FAS#FA
HAAZFEANNBRLAR Amazon Web Services IR 18 FiigBRS & HiEREER, Amazon Web
Services RE REYUREZ KB EEE H M Amazon Web Services RS SR RRX BT RETTRH G
Ket, FoXH FAS B3R, EXMERT , EUMEERITXFHIURENNPR, XKL FAS iF
KRR FE , BZREATRSE,

- BREAE - RFACRRSKREEENIKS PHITREM D IRK IAM A€, IAM EE R AT
£ IAM F oI, BRANBBRBRSACR, BXESZER , B2H (IAM AFERE) PHCED
Amazon Web Services fRFZERXBEH A€,

s RFZFEXABE-BRESHEXAEE —TEZIINERSZAR, Amazon Web Services R IRSF AT A A
REBEHWITREN AR, BREHEXAREIELN S Amazon Web Services IKF |, F BIHRSFr
. IAMBEBA U UEBEEETEEERSHEXACHNE,

- £ AQ@ mazon LiETHINAERF EC2 — BAILIER IAM ABERERE EC2 XMl LiETH A H
Amazon CLI 2 Amazon AP| i&RE N AR FHIEFHES, XHEE EC2 SRl FM i RIZEHET
B, BN EC2 £HlHE Amazon AEHEETMHHEFENAREFER , £RFZ0E — MM NEZE
Bl EHIB B 4. ROIREXHEEAGHAYE EC2 XM LETHEFRERFER, BXE
ZER , B5H IAM A ERTHER IAM 7% A mazon EC2 K6 LIETHNARFR TN
PR,

£ F SR = 7 ]

&AL Amazon B S 2 R IS H G E M INE] Amazon B S ERFKZEE FHFRINER, KEEH S

B — MR Amazon , HEEHRHERREKN , E2EXENE, Amazon EZEA ( AF. root A
FHEAGLE ) REFERNITAXLRE, REPHNRBERATERIELEFER, KSHRIEEEL
JSON X #4#9 Amazon FERFHEF. Bx JSON KEXENWLEHNNENESZERE , E5HE IAM A
FIgrEEP R JSON KRB
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json

Amazon X-Ray FERARER

EIE R W LAEM Amazon JSON REEREEERMIARMT L, BB , WA EMAATL T LABTIRK
1THRE  UREMALAFHTNIT.

RIANBRT , BRPFANAREKENR. ERFAFPXNMERRIITRENDIR , IAM BEER TSI
IAM KiE, EEABEUAMSENM IAM KK , AR URAAG,

IAM KB E IRENIR , TXFEERBR G EZNTRE. fl0, RIREBF A iam:GetRole
BRENEKRE, HEIZRIEHN AP TLLM Amazon Web Services Management Console Amazon CLI,
= Amazon APl SRERABE .

ET 508K

ETEHNRBETMMEZH (0 IAM AP, AFASAE ) B9 JSON RRREE A, XLRE
EHERFMASAEMPRA TN BLERRRITBERE, ETHRNTOEET HOMRE  FSH
(AM RF$Em) FHEAE S EERBE L EHE YL IAM IR,

ETHSHNRBEATH —SHXNAKRFERIIEEN R, NRREEZERAENAF, 4864,
RERKERIMVAWRE , BULUREKRMEIPHNZNAR. BAMAE® Amazon Web Services 1K,
REREIE Amazon REXBNEFRERE. ET7HOMAEEERENNERKE Z BHTIERE ,

BEZHE (IAM AFiEm) PR ERERBSNERERR 2 EHTERE,

BT 5HIRM R Mg

ETRIFHREE M N BRAY JSON KM, ETRIFHNRENRESHE IAM ABEEREM
Amazon S3 FEMEKME, EXHFETRARNEKBHRS T , RSEER IUERCIREHNEE
RFENBEE N FEEAMINREERN TR , REEE SIS E 47 BT Z A RRITHBEREAREMFA
FHETIMIT, EXMEETHRNRBFHIEEEE, ERATUBEKS, AP, A€, REAFH

Amazon Web Services B

ETRFHNRERNM T IZRSFHRNEKRE, ETREETRRNRBERER IAM FE Amazon £E
KB,

i HI 5K (ACLs)

REFIFIR (ACLs) 2HBLEREA (KFKA, AFRA® ) BNBRER, ACLs SETHIRM
REERL , RETCMAEEA JSON REE K,

Amazon S3 1 Amazon VPC M2 XM RS R~ ACLs. Amazon WAFE T E 258 ACLs , 55
7 (SR fE R E RS A &) PHIFRIESITIR (ACL) Bk,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/acl-overview.html

Amazon X-Ray FERARER
HhRRgR A

Amazon X#FHMAAENHRERE, XERBERBEALIREE ¥R RERE O ER TR AN
PR

- RRBFA  NRLAR—ANSREBAL , AT REETSHHREETLRN IAM =K (1AM AR A
&) BFHRANR. EUAEMRENRLIR, XELERNBRRREET S MR RERENRDR
MR, % Principal FEEAFRACNETRRN R ZINRLR RS, F—TUREFHE
NELFBEA Y. BXANRURNESZEE , HSRIAM AFEEDH 1AM EEHRRII R,

. PR IR4IERE (SCPs)- SCPs 2IEA MM AL % (T (OU) IS AR JSON E B Amazon
Organizations, Amazon Organizations & —H1 A FX ZH A HHEH Z Amazon Web Services Ik
P O#ToANEFERNRS. NREBEHALADHNFIEINAE , LTRSS IEEIZKEE (SCPs)
BT ENEMSHAAKS . SCP BRFIKE MK, AHEME (BIESA Amazon Web Services ik 1R
FAFPSE ) BIBR. B3 Organization SCPs s MIlWEZER , 5@ (Amazon Organizations F
FIEmE) PRI EHIRE,

. BWRIEEIZKEE (RCPs) — RCPs 2 JSON XBg | @A LA T RREMK S PR RIS KA AR ,
MEAEEFHMBEREN S NERN IAM KB, RCP RREIKAMKF P RBENNR , HUEENE
B (BREEH ) WEBIR Amazon Web Services IKF IR , TIEXEERRERE TENALE,
A< Organizations WE Z{S 8 RCPs , 2% Amazon Web Services R% ZZIFM &K RCPs |, &
Z#Amazon Organizations F 7 357/ HF Y 7R 1% 5 K B (RCPs).

- RERE  RERBRRIELZUREAXNNACTEKSAF RGN 2FRENSBEEN S RERE,
GZRAENNRREAFRACHETEMNRBENSCERENRE, NEEITUKEETRRNEK
B, F—IEBINIENIELFERZAT. BXESER , F2H IAM AFEEPHIEERRK,

S REERE

SN REWRBEEA T —MERE , ERBORREMEXNENIRE, BT HRES RS RBEREN
24T Amazon BER B AFIER , S IAM AP EREP R EETEEE,

1A Amazon X-Ray & IAM Bt & E

A IAM EEX X-Ray BiFRIZ 8 , &5 7 ##HL IAM ZhEER] 5 X-Ray £6FEH. E£HE 7 # X-
Ray FEfb A 201a] Amazon Web Services fRZ5 £/ IAM Amazon Web Services fR%5 |, iEZH IAM
AFRiEETRNS | AM BEAER,

& T LAME A Amazon Identity and Access Management (IAM) [a17K F= S 9 B 2 M EFREF X-Ray
MR, TEEHWBAFERABANEFE (#2414, Amazon SDK Amazon CLI) , IAM EA&7E API 45|
FHIXS X-Ray BRS5HYH REIMXER , LAGE— 5@ BIHITI R,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon X-Ray FERARER

EFA X-Ray BHIAEFRFEWEAN DR , AFEEGREBNRET, ERAEHNEHE , Fofw
IAM A 7 i0 AWSXrayReadOnlyAccess EE R,

EHRHTAMF RN , FRIE-—NEEERABEANEN IAM A€, BEZAGHERZACHIG
RHEIE, A LUIX & EIR S X-Ray ST /5 Amazon CLI, # Amazon SDK —E M. BSHF
Amazon CLISIGR Z£Z i —EFER , TREZEER.

EFENRNNAEFEEE Amazon , HEIE—NEFEANREN IAM A€ NE S ELEZTEN
MARFHNER. AWSXRayDaemonWriteAccess&iE LERERMANR | AR — X FEHXHEN
1| B9 152 BUAX BR

RERBRTISMENEZARENMEEANNNER. AFAWSXrayFullAccessiFREIXERE | 5
EBEENKM APISHRNEE, EFEALCENEARERARTNENRE K SEFEEAZES
HRIR.

£l

« X-Ray ET 5 R

« X-Ray ETRIFRHN KK

« BEF X-Ray FrEHIFER

. RiETENRAER

s EHRETENRARER Amazon

- AP IZENR

X-Ray ET 5 HI KB

BEEA IAM ETESORERE , S UEEATIIELVRENTRUR A FIELEENTME, X-
Ray XIFRENRE, RIFENMZM4R, ETHE JSON KBEAEANMAERE , 556 (IAM BAFiE
) TH IAMJSON EBTESE,

1

I R A LAER Amazon JSON KEERIEEWARBRMT L, HFRY , BN EET AR TR
1THRE | UREMALAFHTNIT.

JSON REEMY Action TEBRTT A FERE P A FRIEL G RIVIRE, REREERESKEKN
Amazon API ##ERIH ., B —EHIER , Hla& B IRE API REMNXRINIR B, EE —LBRESE
EEFRBEBPRMITSMRE, XEMMRERRBRIREE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_use-resources.html#using-temp-creds-sdk-cli
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_use-resources.html#using-temp-creds-sdk-cli
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html

Amazon X-Ray FERARER

R L EREUR FHATRERENRR,

X-Ray FR R IRETEIRERIERAUTHIR : xray:. Hlin , ERFEAMEA X-Ray GetGroup
AP REFRZAMNR , B xray:GetGroupREMNAHKR P, K TALNTE Action
NotAction Jt¥&., X-Ray EX T —4HBHSWIRME , UHERETUERZRSHITHES.

EESENMEAPEESIRE  BEAEZSHENRT , TR :
"Action": [

"xray:actionl",
"xray:action2"

BB UERABRS (%) BESMNMEE. Hl , EIEEUER Get FFAMNFAERIE , BFEIUTRE

"Action": "xray:Get*"

EEF X-Ray #1E5I% , HS09 IAM BB+ Amazon X-RayE X 1E,

RIR
EIE R W LAEA Amazon JSON REERIEEERNIARMT L, BRRY , WA EMAATB T ABTIRR
1TH]RE , UREMALAFZHTHT,

Resource JSON K TEIEEEMEN AREN—ITHZ IR, BAXNEE Resource
NotResource t%E., EAREXE , EFEHHE Amazon BEE# (ARN ) EARR. N TFXEFHE
WRERE (MARRENR ) IRE |, BRI ITILIEE,

NTFAXZFERBENRORE (WIHRE ) | FEABERY () EREIRATARERR.

"Resource": "*"

AT LAE A IAM RIS BRI AR . X FXIFERRNRIERIE , BRLUER Amazon BIREMR
(ARN) FR1R 3R & & A 1Y R

AL IAM REEHRERFIA X-Ray RFAR FHIEL A ERZRENNR, ER , #3ERAE X-Ray
BEBIHRRRNR ( XELEBIEEANERTRENTR ) o

FNFAZRFRBERNENRE , BYTRFERER.
AR X-Ray BEZFRBRRENR :
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsx-ray.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/xray/latest/api/API_Operations.html
https://docs.amazonaws.cn/xray/latest/api/API_Operations.html

Amazon X-Ray FERARER

CreateGroup
GetGroup
UpdateGroup
DeleteGroup
CreateSamplingRule
UpdateSamplingRule
DeleteSamplingRule

THR CreateGroup BEETHMHNBRRBEN RS . K RANATNAERAEITEH— IDERE
BRI B local-users #HXHY ARN, ZME— ID FEABIEMN AR , RIS ER RN,
£/ GetGroup, UpdateGroup = DeleteGroup B , AR E X N BEAFRFELIA ARN ( 2E
D).

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"xray:CreateGroup"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:group/local-users/*"
]
}

THR CreateSamplingRule BREET 55 HV PR K BE Y R :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"xray:CreateSamplingRule"

1,

"Resource": [
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"arn:aws:xray:eu-west-1:123456789012:sampling-rule/base-scorekeep"

® Note
REMNE ARN AHBHEL . SATE ARNs , RERNZFME—EKH D,

EEF X-Ray BREEHKEFIEK ARNs |, 55 IAM AF R Amazon X-RayH M E LER. BT ##
T LATE BB IRE R IR E BN EIRM ARN |, 5259 Amazon X-RayE Y B /E,

e

X-Ray MEBEMBETHRSHFM4E , EXRHERARLELRFRHFR, BEEEMA Amazon £FAFHAF
# , FZH IAM B EEHAmazon £ /&4 LT XA,

]
EEE X-Ray ET HHMNEBH RS , BS6 Amazon X-Ray ETF 548K =61,

X-Ray & T #IFRAI KB

X-Ray XEFHETRERNER , BT HBIFMAKFKE Amazon Web Services RS £/ , %20 Amazon
SNS E#RER. BETF X-Ray BRIRHFEBE AT A EM Amazon Web Services Management Console A
BEF , LA LUEE Amazon SDK = CLI ##1TE#7. I , Amazon SNS B#HlE2Z B MEETE
TREVREE | FFIRERR XSS X-Ray. U TR XIERMFIHEE X-Ray E T RIFH KEEH TH1,

Example Amazon SNS 3 iRERH X-Ray & T & IRRY KB =Bl

BUT RBIRME SIS E T Amazon SNS RREREIE K 1% 45 X-Ray FTE ERRR :

{
Version: "2012-10-17",
Statement: [
{
Sid: "SNSAccess",
Effect: Allow,
Principal: {
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsx-ray.html#awsx-ray-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsx-ray.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/sns/latest/dg/sns-active-tracing.html
https://docs.amazonaws.cn/sns/latest/dg/sns-active-tracing.html
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Service: '"sns.amazonaws.com",

I

Action: [
"xray:PutTraceSegments",
"xray:GetSamplingRules",
"xray:GetSamplingTargets"

1,

Resource: "*",

Condition: {
StringEquals: {

"aws:SourceAccount": "account-id"
I
StringLike: {
"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"
}
}

£ CLI 1 ZE T RRHKEE , l8F Amazon SNS FIREREIE X %4 X-Ray HIR :

aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
'{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess", "Effect": "Allow",
"Principal": { "Service": "sns.amazonaws.com" }, "Action": [ "xray:PutTraceSegments",
"xray:GetSamplingRules", "xray:GetSamplingTargets" ], "Resource": "*",
"Condition": { "StringEquals": { "aws:SourceAccount": "account-id" }, "StringlLike":
{ "aws:SourceArn": "arn:partition:sns:region:account-id:topic-name" } } } 1 }'

EFAXERE , ERpartition, regionaccount-id, Mtopic-nameB#NEH4EE Amazon
2X, X, K~ ID M Amazon SNS EBE . WMEM FATE Amazon SNS =B ERERBIE K IEE
X-Ray IR , HRFEBEHREBBRN

ET X-Ray fRERY R

BRI LURHR M N E| X-Ray HHREMN |, REKRLS X-Ray BRPEEFE, EETHRSEEILRE ,
BEEMA xray:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys %
HRERBOZ G LEPRBEFLEER . BXHirie X-Ray BFRNEZEE , HSHFIC X-Ray REM
M A4H

EEFETHONRE (ATREZR LAFERBIN ZFHRNTR ) WRE , FSRBEFREEE
X4 X-Ray 48 M FAEA N EY 15 B AR R
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Amazon X-Ray FERARER

Rz TENNARERF

LN ERNNARFFRERIERILZS X-Ray #ETHEF. #RTHEFEFEIRXY , Ho#tF
AT E X-Ray BjS5. HESTHFEFFES AR RERBENEN B L& E X-Ray &S5,

MEXRMZETHESTPREFN , fIZ—NIAM &6 |, BEEZEAH TR EIIFEERETESD | 5
AP #HRBER aws XHERFERN credentials BWXHEFR, FSFEEF Amazon CLIEIGE 24
FiE—RER , TRESEER,

Example ~/.aws/credentials

[default]

aws_access_key_id={access key ID}
aws_secret_access_key={access key}
aws_session_token={Amazon session token}

MREBEZLEE T AT Amazon SDK SHEIE Amazon CLI , NMSFHFRRF A LAERIXLER, RE
ZABMEXGETA , NiZHETPEFERRIARE X4,

ERETEN N ARERF Amazon

HIBELETNARERE Amazon , fEAAGBRIZTSTIFEFH Amazon EC2 3E4If Lambda BEIR
F PR,

« Amazon Elastic Compute Cloud (Amazon EC2) — 8% IAM & HFHAEN EC2 EHIE & 4K
g

« Amazon Elastic Container Service (Amazon ECS) - 82— IAM A& HEERBEEEH IAM A
=Yg E ARt

« Amazon Elastic Beanstalk ( Elastic Beanstalk ) — Elastic Beanstalk £ E£ERIAEHIE B X Fh B S
X-Ray SR, BAAERZBMIAEFIEEXH , & B E KR EX P RIMNEAN R,

« Amazon Lambda (Lambda)-[E EEHHIT AR INE AR,

Al E A BRER X-Ray

1. #7177 1AM EEEFI A,
2. “EEAE,.
3. ERMEHAE,
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/concepts-roles.html#concepts-roles-instance
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/concepts-roles.html#concepts-roles-instance
https://console.amazonaws.cn/iam/home

Amazon X-Ray A& AR
4. JWFH/BEH , BA xray-application, EET—%,

5. XNTABXE , Fik#HE Amazon EC2,

6. MIUATRERBEUQENARFRFX Amazon Web Services B S #5 RIN R

« AWSXRayDaemonWriteAccess— 25 X-Ray SFH# 2 F L& REREIENINR,

MEEHWNARFER Amazon SDK G R HARS |, 578N F XX LIRSS 89 175 18] 43 PR AY SR BR o
7. iij:¥-|:_$o
8. FEERGIEAG,

R P hnz X PR

BRINERT , X-Ray FMEMEREHE  SULECRENFEHLZEENZH, WREEE Amazon
Key Management Service &P EEMN 4R , WEERRZBHANIAE R ATFEQ X-Ray BFEA
TCHITMEZENRR, BKFPOEMAFEFEEHEZBHARETE X-Ray 255 F INZEH R R
.

NTFEFRERR  BEAATUTRENHRRBEEENER

« £ X-Ray B EZHAHNAFENAA kms: CreateGrant  kms:DescribeKey,
« AIBAA RN RERBIEN A~ ENEAA kms :Decrypt,

HIEBE IAM Z2H AN BARER)PARBAFERNI—BRAFE | MR EEXHIIRENR
fRo AZTEZARK LIRENR , RUEFFEXRA/, HEARAE Amazon KMS AEEANR. &
KXEZEER , H2H ( Amazon KMS FR A RIER) FHEABHAERK,

SHFERIAMNER , RE MR EESF Amazon FEE CMK (aws/xray) , MNREURFiEE NG X-R APIs
ay. BETE AWSXrayFullAccess AHIEAXS PutEncryptionConfig K95 @ A BR AV 4E T A B AT L
FEUNERE. BEFLERAFERNZEZS , B2EXLEAFRFER PutEncryptionConfig BIX
BR o

Amazon X-Ray & T 5 789 K B& R 51

RINBERT , AR MA®SECIRIIEH X-Ray BIRHNR, 41T EER Amazon Web Services
Management Console Amazon CLI, B Amazon APl #11T1E%. B R SHEIZE IAM policy , SME SR
AFMAGRFIRUNFENEERFRHIITHEN AP BE, RE , BB A STUFIX LK BE M2
FEXENRMAFSHA,
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BT RMNAERX LR JSON KEE X2 IAM ET S HNEEK , 5K (AM BFERE) FH7E
JSON JET+ L 632 KK

£}

- RBSEXEK

« M X-Ray #2414

- ATAFPEFEMHIIB SR

- BEREEEX X-Ray 4 FREH N HY7 EXR
« X-Ray 8 IAM B F

« Amazon FEE KRR X-Ray EF

« E IAM KB P IEE R IR

REERIEREK

ETEMNERBBEENMNAZRSTLUCIE, HRIHMEREK S RH X-Ray BiR. XLBRIETELME
Amazon Web Services IKF =4 KA, SIEHREE T SRR , HEREUTIERMEI

- FFAMERA Amazon HERBH EORENRNE — EFHREAFMNIEAER TR, BEAAT
ZELAGIRTINENAMmazon TE X, SIIERMRAFRTTH Amazon Web Services Ik,
MBNEEN E X R FIE Amazon BEFRERE K —PRINR, BXEZER , HS
@ <IAM AF#Er) PR Amazon FEE X R T/EEREERAmazon EE XK.

- MASENXIR : F£EA IAM REEEBENRN , BNRFHRITESFAENNR. At , BALE X
ERERHTIUNEBERFRNTWRE , tHWNRENRREFT, BXRER IAM NAXRBRHNESE
B, #FZH (AM BFEmRE) F8 1AM YRR,

« R 1AM KRS A AV S 43t — S BRI 15 R AN PR ;AT LA [E) 3R B 7 DN S 44 SR PR I XS IR VB AN R BV 15 18] o
flan | WA URERBEX A RIEEXTMER SSL KEFTEER, MERBRSEERBEIFENSXE
AR, Nt a] BUE A &4 KRR T X RS BRIEN TG RIPE Amazon Web Services BRS , 5140 Amazon
CloudFormation, BEXxEZELR | i55H (IAM BF#EE) 1 IAM JSON FKBEITE | &4,

- M IAM Access Analyzer BiEZH) IAM KB | IR RN LR IhBEM — IAM Access
Analyzer 2B UFFT K MM A KR , SUBREBAS IAM KEEES (JSON ) M IAM FEK
B, 1AM Access Analyzer £ 100 ZTURBEREM AIRENEI , UHBEBEFEIELS BINEEMREN
Kig, BXEZER , H5H (AM AFEE) A IAM Access Analyzer BiE KB,

- ZEEZEHHRWIE (MFA)-ZR Amazon Web Services I RNIZREE IAM AFSRAF |, BB
B MFALRER £, ZERERA AP RERFE MFA | B MFA RFRMEIEHREEF, BX
EZER , FZH (IAM AFEm) PHEA MFA R API 5HE,.
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BX IAM AR REXSBRNESZEER , 28 (IAM AFERE) 1 IAM R 2 £ HESKEK,
£/ X-Ray 244

Zi5[[ Amazon X-Ray 2§l & |, BUIEE —HRENR, XENRRLAAFEINEHMEEFTREN
X-Ray #RHF4E S Amazon Web Services K7, MRVIELAFENRENRENRNET S 7
ROSREE , XTI T ZREEMRE (AFHAR ) |, BHEAFELEMBEEET,

NBRXLESAEPARTLUER X-Ray #2#4A |, iBFFAWSXRayReadOnlyAccess Amazon & SR RE K
MNEXLESE4R, X-Ray B IAM EERBAEMIFEMN BT LK. BXESEL , 52H (AM A
FIEm) AP RINR,

3 FIX A Amazon CLI 5 Amazon API WA F , BLEERNHIREREEZEHI AR, Bk , RAWH
B 5 &2 1TH AP| 1R /EHE TR AV IR 4E,

RIFRAFEFMITE S KRR

ZRBIRER T BRI RS LAY IAM AR EEHMNIEAF SN ABRMITERKIE, LR
afEfEiE4ls ES#EA Amazon CLI 2 Amazon AP| LARTE A R 58 B IR ERI AR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
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iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"

RIFEREEEXS X-Ray 4 R UK BN R

BRI LEETSMNREAFERRZRYG , MEETHREEFI X-Ray AFMEEANBIGE . AT REIE
BOUATELAFACAE, BRIEHFEESHZ stage:prod = stage:preprod WAKNNRE. B
R¥RIE X-Ray EEHMNMANEZEE , BSHE 51 X-Ray EEEHMFIL,

MERELERFNEIE, EFAMBREEIRE stage:prod 5 stage:preprod BAMIHEER |, BR
ZRAFPSBEEERLUTFUTRENAR,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"

},

{

"Sid": "DenyCreateGroupWithStage",
"Effect": "Deny",
"Action": [
"xray:CreateGroup"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/stage": [
"preprod",
"prod"
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"Sid": "DenyUpdateGroupWithStage",
"Effect": "Deny",
"Action": [
"xray:UpdateGroup",
"xray:DeleteGroup"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": [
"preprod",
"prod"

MEELANEREMN , EFEH aws:RequestTag BAMRSTEEEN QIR E RN — B2 # 1T4&i%E, W
FIELF MR RAEMM | EEM aws:ResourceTag B4 E TiX L3R N A WA IR,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"

.

{

"Sid": "DenyCreateSamplingRuleWithStage",
"Effect": "Deny",
"Action": "xray:CreateSamplingRule",
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:RequestTag/stage": [
"preprod",
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Ilprodll

"Sid": "DenyUpdateSamplingRuleWithStage",

"Effect": "Deny",

"Action": [
"xray:UpdateSamplingRule",
"xray:DeleteSamplingRule"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/stage": [
"preprod",
"prod"

AILUX LR (SNBSS E—Keg , ASEBEMMEKR ) MMEIKSPHAF, MRAFEEX
HREHEMNBTENR , WAENNAREHEMANTFEBFRIEHN stage=prepod & stage=prod. FH
FRE Stage EAL Stage M stage , AARHBEEBEMRTIX DK NE, EXFHRNEZER | S
® <IAM BAF#8R) H#9 IAM JSON K TTE : &iF,

AP MEUTERN AP T ENIFE role: admin HmINEER , BLEMNEGXEN
role:admin K& FEFMBRIFZ,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"

I

{
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"Sid": "DenyRequestTagAdmin",
"Effect": "Deny",
"Action": "xray:TagResource",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/role": "admin"

}

"Sid": "DenyResourceTagAdmin",
"Effect": "Deny",
"Action": "xray:UntagResource",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/role": "admin"

}

X-Ray HJ IAM £ E KK

NEERN , IAM XIFFRERBATENRS. RS AUERTHINRNEAFNRETILERE

KE& APls, Amazon X-Ray N RiE, RAEMERE A AfRARERE,

« AWSXrayReadOnlyAccess— EHUFE A X-Ray #£#lA = Amazon SDK M X-Ray API 3RERER
BREAE. BkitE,. WM X-Ray BLERBR. Amazon CLIZIERAIM M 15 E] EESE (OAM)
oam:ListSinks Moam:ListAttachedSinks#XPR , fRiFi2#l & EEF RN CloudWatch
SR P AT R — ER 5 BRI P A ZE AV IR ER 12, BatchGetTraceSummaryByIdA
GetDistinctTraceGraphs APl BERITEHEHWRIBAA , Lt REETE Amazon CLI FH
Amazon SDKs,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries",
"xray:BatchGetTraces",
"xray:BatchGetTraceSummaryById",
"xray:GetDistinctTraceGraphs",
"xray:GetServiceGraph",
"xray:GetTraceGraph",
"xray:GetTraceSummaries",
"xray:GetGroups",
"xray:GetGroup",
"xray:ListTagsForResource",
"xray:ListResourcePolicies",
"xray:GetTimeSeriesServiceStatistics",
"xray:GetInsightSummaries",
"xray:GetInsight",
"xray:GetInsightEvents",
"xray:GetInsightImpactGraph",
"oam:ListSinks"

1,

"Resource": [

g n

]
.
{

"Effect": "Allow",

"Action": [

"oam:ListAttachedLinks"

1,

"Resource": "arn:aws:oam:*:*:sink/*"
}

- AWSXRayDaemonWriteAccess— BAfEA X-Ray SFH FF3 Amazon SDK {57 B ST F1E M £
& L 12 E] X-Ray APl B91X PR, Amazon CLI'ZEEEUN PR GREVE AN H RS KL R,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
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"xray:PutTraceSegments",
"xray:PutTelemetryRecords",
"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries"

1,

"Resource": [

i n

- AWSXrayCrossAccountSharingConfiguration - &RF8IE, EEFMEFE Observability Access
Manager $832X R , £k 2 [BXW X-Ray BRELZ, B TFEHAFREKF FIECloudWatch Mk
P2 R B 7 AT W 5,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"xray:Link",
"oam:ListLinks"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"oam:DeletelLink",
"oam:GetLink",
"oam:TagResource"
1,
"Resource": "arn:aws:oam:*:*:link/*"
},
{

"Effect": "Allow",
"Action": [
"oam:CreatelLink",
"oam:UpdatelLink"
1,
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"Resource": [
"arn:aws:oam:*:*:1link/*",
"arn:aws:oam:*:*:sink/*"

}

« AWSXrayFullAccess— EAPTE X-Ray WIR APIs , BFRENR. BEANRAKE
EMNZZAEBENMEEANONE, SEIMEMEGRIEEES (OAM) oam: ListSinks
Moam:ListAttachedSinkstX PR , RFEFIAEEFHENCloudWatch B IK = AT WL E2 14 — 30 2 VIR
K = Z R ERER I R

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:*",
"oam:ListSinks"
1,
"Resource": [
nxn
]
I
{
"Effect": "Allow",
"Action": [
"oam:ListAttachedLinks"
1,
"Resource": "arn:aws:oam:*:*:sink/*"
}
]
}

HRERBAME IAM AP, 4RAG

1. #1377 1AM EEEFI A,
2. fIFEENRFIERENH. IAM AR IAM AXBEHAE,
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3. &EMRT , WinfeE XK.

Amazon FEEREEH X-Ray BE#

EEHZRSFHRREFXLEEHRIUR , X-Ray Amazon HERBEFMNFAEE. BRUNEEINA
iRR , HITF X-Ray XA LIEFTE LM RSS o

BXK

X-Ray B IAM &K -
WINT #H AWSXrayCr
ossAccountSharingC
onfiguration , HE#H
7 AWSXrayReadOnlyAcc
ess # AwWSXrayFu
11Access KB,

X-Ray B9 IAM L& R EE - EH
7 AWSXrayReadOnlyAcc
ess FKHB&,

£ X-Ray #2#l5 - EF T
AWSXrayReadOnlyAcc
ess REE

1AM R IEER IR

IERBMER 1AM REGZ I RIRA TG R T IFERRNRIIRE , ETER Amazon BIRE 5

(ARN) #RIR 5K BE & A B R IR o

A BE IAM REEHRERAFIA X-Ray RFAR FHIEL A ERZRENNR, ER , #3ERAE X-Ray

DU B

X-Ray X LRBEH RN T 7]
MM G R EEER (OAM) X
PRoam:ListSinks , Ao
6 & & &N CloudWatch
E5 K 7= BT A 22 1 — EB o A R K
PHEWIERER, oam:ListA
ttachedSinks

2022 £11 A 27 H

X-Ray i1 7 — 3 AP &
{£ , ListResourcePolici

2022 11 A 15 H

es o

X-Ray 70T FI AP| i 2022 %11 A 11 B
¥ , BatchGetTraceSumma
ryById Al GetDistin

ctTraceGraphs o

XERETRBENKBR
Ao Bt , XL API #1E
&7 Amazon CLI FlH
Amazon SDKs,

BAEBTRARENR (X EELESIEE TN LRFREN DR ) .
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NFAXZEFRBRENRORE | BB R RIFo

LT X-Ray B IERBERRNR

* CreateGroup

* GetGroup

* UpdateGroup

* DeleteGroup

* CreateSamplingRule
* UpdateSamplingRule
* DeleteSamplingRule

THR CreateGroup BREET S BN RREN A : L RBANABTUNAERASSZEH— IDERBE
FELAFRVLA B #5 local-users #H<H ARN, ZME— ID EABIERNER , AURBEPTETRTAN,
£ GetGroup., UpdateGroup = DeleteGroup B , AR ILEX N EEFRIEBLIA ARN ( 2iE
D).

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:CreateGroup"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:group/local-users/*"
]
}
]
}

THER CreateSamplingRule BEET & AR PRFBEH R A :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"xray:CreateSamplingRule"

]I

"Resource": [
"arn:aws:xray:eu-west-1:123456789012:sampling-rule/base-scorekeep"

® Note
REMNE ARN BHBHEL . SATE ARNs , RERNZFME—EKH D,

¥t Amazon X-Ray & 3 #1f [A] 3t 17 8 PR HEBR
FAUTEEUHEBELHAEEEMLEA X-Ray M IAM B A8 EIH & W [F &,
£

« RENIE X-Ray BHITIRE

« REMNINIT iam : PassRole

- REEEBEAHFEATHEMALE X-Ray

« BEAFBRIUI AT RIFE Amazon Web Services K B X-Ray &R

ELNIE X-Ray P#ITIRIE

R Amazon Web Services Management Console &iFEETRMITEIURE , M AABKREBERF
REBH, BEEREOGRUBFZEITINA,

X mateojackson AFZHFEARFAEEEAXREMANNFAEE , EFEE
xray:GetSamplingRules fXPREt , @ K ELUT ROIE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: xray:GetSamplingRules on resource: arn:${Partition}:xray:${Region}:
${Account}:sampling-rule/${SamplingRuleName}

EXMERT , Mateo B REBERFHEFR |, LLAFMER xray: GetSamplingRules B4EH]
SEREALI BT

HEHB 5



Amazon X-Ray FERARER

KL AT iam : PassRole

MREBWKE—MNMEIR | RABENINIT iam: PassRole BE , MM REFHM KB UA T ETGHACEKIES
X-Rayo

B L Amazon Web Services RS AFEBNIIEABRERALIZRS , MARUNETFNRS ACRRSHE
XER, Akt , BURMEEFTACLIEBIRSHONEER,

HEZ N marymajor B IAM AP ZREAES A E X-Ray PIITIRIEN , 2REUTRAIER, B
2, REYMEERSACHRFUNRST ATHITIEE, Mary FEEFAGRLEBIRSHNE,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XNEH Mary BIREE L F b 4T iam: PassRole #®1E,
MREBFEEHL , FHRREN Amazon EE R, FNEERZREBEREIEN A
EEEEAARLEATHAMAR X-Ray

ERATHMAGE X-Ray , BXN0EFEHFERNRHARARNARFR TR, WREA Amazon
IAM Identity Center EXE A RMNARRF , WA A@AFSA 2 B RBRERE L HFRENBER A R
RESHIEE IAM RBEHRHIBASARSNARFEXREN IAM A&, BXESZEE , E5H
{Amazon IAM Identity Center Fi FF#E/) FHIRE,

MR R IAM Identity Center , M AMAFEIHRINARRNAEFAIE IAM & ( BAFREA
)., RE , BUTFEREHINBISS4E | LMERE X-Ray FEEHBFERNNE, BFNRE , BAF
RNEARFF A ARBHETE, tI1ERXEEIERE Amazon,. ET#HEXE IAM AF, 4,
EHRANBNESEER , E5H (AM AFIERE) P8 IAM 54 IAM F# EBE AR,

B AT RUNN AT RIFE Amazon Web Services K B9 X-Ray &R

At 2-1Ae , MEAEMKSPNAFREALNNARTUERZAGKILREN TR, &7
BIEERESEY , AIURAAG, XTXHETRIFRA R EEHFIXR (ACLs) WARS , &R
158 P 3 L5 SR B 1) AAT1 4R T 1 ) S8 B9 BR VAR BR

ETHREZER , BZRAUATREA :

- ETH# X-Ray REXFIXLAE , S H {7 Amazon X-Ray 5 IAM L&A,

o BT @INARMEATEBAE N ERN ISR Amazon Web Services Il |, iF3E IAM AR iEEH
A B & AE Amazon Web Services ik B9 58— IAM A PR E15R) R

REFR 0


https://docs.amazonaws.cn/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html

Amazon X-Ray FERARER

o BT MBINAIEE = HREIT S E IR E R Amazon Web Services I |, i35 IAM P18
FHEE=HREHRNR. Amazon Web Services I F°

s ETHRIMIEN SMRBRESRITREIFENER , FSH (IAM BFRERE) PN ALSAIT S HEIEN
AP ( BRBERIE ) REHEINER,

- ETHEAACNETRRNRBRTEKRKSBRZENZES , F50 (AM BFER) B8 1AM
o B S K 7 BR 5 ] o

B FRFMIEE Amazon X-Ray

B RFRIFEN Amazon BRGT RO AIFEME, THENEERNEEZSHE, EMZM Amazon R
A E s RN RESE  UEELHIZ RHRER T ERA N ERTEIRH,. Amazon RH T ZH
AT HEEREN X-Ray BIRMESZEESHNTE !

Amazon CloudTrail B

Amazon X-Ray 55 Amazon CloudTrail LiZEAF. AEE Amazon BREE X-Ray Fih

T8 API #4E, A LAERA CloudTrail SEAT 58 X-Ray API 53R , H#4F A £F M 7E Amazon

S3. Amazon L CloudWatch ogs 1 Amazon Ev CloudWatch ents ., BXEZEL , H2H F£A
123k X-Ray API A Amazon CloudTrail.

Amazon Config B &

Amazon X-Ray 5 £ Amazon Config JA12 %Xt X-Ray &R RATMME EE K, BAUER
Amazon Config /&R X-Ray INZRIR, Fit X-Ray REFFLEZRURBREEREXREZEH. &
XEZER , S5 £HBER X-Ray ZRH &K E X Amazon Config.

I % CloudWatch Y3z

B LAMEREA T Java B9 X-Ray SDK MIRIKEER X-Ray XEX# &4 R RXHEMIL S # CloudWatch
R, XEERREDBRNTHRMERNEURER, HEMRERSTE, EAXEERTRE
FHBENERNKBIAIM, BXESZER , 1558 Amazon X-Ray EEHF Java #J X-Ray SDK
H3E#R.

EMERIE Amazon X-Ray

ETHMERETHESMNITNNTEE , H5EAmazon Web Services BRE “” Amazon Web Services R
% FH “BREMITRIR 2 HSEE” , RFEREBMXBHEMITR. Amazon Web Services RS Bx
—mREL , FSREMIT,
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O LR TEE = F Ttk Amazon Artifact, BXEZER |, HSRFM “TEHIRE” Amazon
Artifacto

ISIEE Amazon Web Services fRS SRR EEBRTENBRENERBMYE, RTINS BRUR
ERREEMEN ., Amazon BETUTHRRRABIZIMEHKE -

« Security & Compliance : XEMRSREEIEFITICTEMEERRER , HREHTHBZLHFNEN
HINBERY H IR,

- EARR — W ITHEBENERmETREER TEMENTLMAAEX,

« fEAAmazon Config JF & A & 5 FE F BY AL 144 % R — 1% Amazon Config BS54 20 B IREL &
EZAEELFEHNIPEE, T ANEMR,

« Amazon Security Hub— iX Amazon Web Services RS R T EABLZ S RANLEAE
Amazon, Security Hub @Y 2 £ 3 iT 48 Amazon BRAREHEREFE RS TAUARAER
REXK, BXZTXEFERFSREHBENSIR , FSH Security Hub #ZHliEHES =,

« Amazon GuardDuty — BB 512 &M Amazon Web Services IKFPINEF R B FE TRMEEE

zh , 3k Amazon Web Services BRSs RGN TEAEK, BRNBTEEIGKBERM. GuardDuty
BURRERELEHAMERNENABRRMNESR , AAUFBEHEEREMEER , flf0 PCIDSS,

# M 7E Amazon X-Ray

Amazon £ EREMIZ#E R E % Amazon Web Services Xif AT X#E#, Amazon Web Services X
H RUHSAMEREMNREENTAX , XETAXEIEIER, SEHENSETRNMEERE, 7

ATAKX , £a0giTREETAX 2B LP it B SN AREBNNARFNREE. 5&5H0
BARBZANBEFOEMELELE  TAXEFESHNTAML. RELENATT B4,

& X Amazon Web Services X1 MITAXWEZEER , i§5HAmazon £EKERM L HE,

Ry B iR i Z £ Amazon X-Ray

ER —TEE RS Amazon X-Ray , ¥ Amazon £EMEZ LRI . BX Amazon T RFZ UK M
il Amazon RIFERMIZENELR | FS@Amazon =2 £, EFAEMIRER SN BRESERFRRITE
B Amazon ¥ 8 | 350 S Amazon ecurity Pillar Well-Architected Fram ework 589 E At % R o

B LAER Amazon EX MM API HRABEE M &E R X-Ray, BEFWAATIFATHSA !
- BRMBEZEMMN (TLS ) o HANERMSEA TLS 1.2, BIUEA TLS 1.3,
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https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/solutions/technology/security/
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.amazonaws.cn/guardduty/latest/ug/what-is-guardduty.html
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
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. BEESHEAEE (PFS ) HWEIREL , 6110 DHE ( K55 Diffie-Hellman ) 3 ECDHE ( I 45 & #
% Diffie-Hellman ) « XKZEHIRRE (WM Java7 RESRAE ) BIFXLEEN,

Lo\, HAERRIZEE ID M5 IAM EAEXBRAORZT B BARNBERH#TZEE, E , BUUER
Amazon Security Token Service ( Amazon STS ) £ KGRt Z £ ZIERNERHAITESR,

Amazon X-Ray & VPC &ixT1 2 — e E

MREEERALSHREMURER (LS# VPC ) 18 Amazon &R , WA AEERH VPC Hl X-Ray Z A
BAUFEER, Xik Amazon VPC AR ERIREEH 5 X-Ray RE#HTEEMARA BRI LA EEKN,

Amazon VPC AJA FHEZEXNEL ML E3) Amazon &R, Amazon Web Services fR% f&B)
VPC , #&al LAz 4"E’Jﬂi§1§t% WP ik, FW., BEAXRMMERNK, B VPC EER X-
Ray , BEN—MNED VPC A, HIAIEM T E X-Ray WET R, T BWERE | £ Internet M
Xk, Wi (NAT) y&ﬁsz VPN E#, BXEZEE , 55/ (Amazon VPC A #EF)
K42 Amazon VPC,

0 VPC 4i%¥ = A Amazon PrivateLink—ff Amazon HAREBH X |, Z#HAR Amazon Web
Services RS BEFEATELE IP it B MNEEOXUAEZANLBTEE, BXEZER
#H2 /W (Amazon VPC FIF1ER) M “#E AN A" Amazon Web Services RSEEXEM (A1)
Amazon PrivateLink

EEARAEFNEN X-Ray FEIE VPC 4LinT7 = Amazon Web Services X153 , {52 H 58 X,
7 X-Ray 812 VPC xS

EFH/EN X-Ray 5 VPC —i2f£A , A X-Ray #IE#E DO VPC im K.

1. 3TFF{LTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. ESMBERFEMIRKR , RAEERCEBIKS
3. BZHiEE Amazon X-Ray ARSE ¥r:com. amazonaws . region.xray.
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https://docs.amazonaws.cn/STS/latest/APIReference/welcome.html
https://docs.amazonaws.cn/vpc/latest/privatelink/vpce-interface.html
https://docs.amazonaws.cn/vpc/latest/userguide/
https://www.amazonaws.cn/blogs/aws/new-aws-privatelink-endpoints-kinesis-ec2-systems-manager-and-elb-apis-in-your-vpc/
https://docs.amazonaws.cn/vpc/latest/userguide/GetStarted.html
https://console.amazonaws.cn/vpc/

Amazon X-Ray

FRARER

Service category © Amazon web services
) Find service by name

' Your Marketplace services

Service Name com.amazonaws.us-west-2.xray €9

A Filter by attributes or search by keyword

Service Name

com.amazonaws.us-west-2.transfer.server
com.amazonaws.us-west-2.workspaces

[ ] com.amazonaws.us-west-2.xray

4. EBREIEEMN VPC , RRHE VPC FEFREREA R

Owner Type

amazon Interface
amazon Interface
amazon Interface

REFR, AT FRPeiE— A‘”‘,\\ﬂfﬁﬁ

O, BANEFARNTHAXFEESNFM (ERSEFNERT ) , UBBRRENZEOQRI

BHEHITAXHENER. IRATIRE , FE

VPC* | vpc-4f6e3a37 ~C @O
Subnets = subnet-40d87938 (i)
Availability Zone Subnet ID
us-west-2a (usw2-az1) subnet-40d87938
[  us-west-2b (usw2-az2) subnet-ff4281b5
O  us-west-2¢ (usw2-az3) subnet-d14bfb8c
[0 us-west-2d (usw2-az4) subnet-1faf8734

5 (W) BRAERT , WS AFAE DNS |, LAfEHE

Ko ﬁ«rﬁ—.l-l’/{ﬁj%'lffzxa:
6. EEESHAMKZEOXKNZSA,

BEENSN TP EE - MO M%?&D o

B fE FABRIARY DNS EH1 & @ X-Ray K HiiF

A X-Ray 8 VPC IR
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Security group = sg-d4f14ff4 Create a new security group (1]

Select security groups a

&
Filter by tags and attributes or search by keyword 1to50f5

Group ID Group Name VPC ID Description Owner ID

sg-0683c... ssh-hitp vpc-4f6e3a3dy EC2-VPC launch-wizar... 979300271395

sg-0774... awseb-e-7xv5...  vpc-4f6e3a37 EC2-VPC SecurityGrou. .. 979300271395

sg-0a46... launch-wizard-1 vpc-4f6e3a37 EC2-VPC launch-wizar... 979300271395

sg-0d62... awseb-e-7xv5...  vpc-4f6e3a37 EC2-VPC Elastic Beans... 979300271395
B sg-ddf14...  default vpc-4f6e3a37 EC2-VPC default VPCs... 979300271395

Close

7. (WIE) EBEBENREKEZES I X-Ray RFHNIBENR. BRIAERT , ATFZ2HR.

413t X-Ray VPC % = 8917 18]

VPC i SIRBE R —H 1AM HIRKE |, SEIRSS R QB R ERNERSR. MREE Bk
REFINZEE , Amazon VPC 2R EHHIN— P ERIAKRE | ZRBATFNBRSHNTLHR. HRIFKERS
BEZRER IAM AF KBRS B ENRE, KB —NRIMAVRE | B T2 MK P EE RS #
ITHE . WmRREAHMRA JSON BAEE. AXESFEE , S5 (Amazon VPC A 1ER) H
HYfER VPC i K32 3 BR S5 89 177 B X BR o

VPC i SR BELE IR A LU HI3 25 X-Ray BREMIRR. Hlin |, EATLABIE — MY A
PutTraceSegment 14 FTE HMIRIER KL, XSRS VPC iy TEMAS MRS UF R ERHE L=
44 X-Ray , HELRRHIE, EXNEBEES LR/ EHASETMEMRAE,

THRAT X-Ray Hin LK R, 2R AVEE VPC EEED X-Ray B A B2 BREBERES X-
Ray , BZIE A THATE A X-Ray &1,

{"Statement": [
{"Sid": "Allow PutTraceSegments",

"Principal": "*",
"Action": [

"xray:PutTraceSegments"
1,

"Effect": "Allow",

2HIx X-Ray VPC i REY 5 8] 175


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints-access.html
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"Resource": "*"

]
}

w8 X-Ray 1y VPC i LR B

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
ESMERSD , ERIHR.

WMRERRHF X-Ray tlRBimR , HREF X-Ray 812 VPC in 2 S BRIZE
i%# com.amazonaws., region.xray iR , REIER KB RINF,
ERRERE , ARHITER

o M 0D

X X
X-Ray BRI #FHLA T A HEE VPC LimT & Amazon Web Services X1 :

« XEFRE (BEXEBEN )

« XERE (FERIMILE )
- XEES (MAEELILE )
- XEES (HmBRM )

« 3EM (FFER)

« TAMKX (FE)

+ Asia Pacific (Mumbai)

« WAMKX (KR )

« TA#KX (HR)

« WA (HHI% )

- TARK (ER)

- TABK (FH)

- INEKX ()

« BNX (Z=%T )

- BMX (ZRE)

- BMX (%)

T X 176


https://console.amazonaws.cn/vpc/
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FRARER

o BRMNHEX (K=

o BRMNH#EX ( BR)

- Bt X ( HiEBERE )

« R (B

- EEM(ERF)

« Amazon GovCloud ( EE% 6 )
« Amazon GovCloud ( EEAEER )

XX
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Amazon X-Ray RN AR

£ GitHubi2 #£#9 Amazon X-Ray eb-java-scorekeep RBIR AEFE R T A H Amazon X-Ray
SDK k&M% A HTTP i@H. DynamoDB SDK &Fix#fl HTTP HFFiw. Z~OINAREFAT
Amazon CloudFormation #2 DynamoDB k. #E3L#l L4%wiF Java REBEAKRIZIT X-Ray FHERF , T
SR MHMEE,

B S5 Scorekeeep #iE , AR HZEMEA TN INEER Amazon Web Services Management
Console RHIRATREF. Amazon CLI

games

tac

Username

Create a game
random =

| tac |

. Rules:
Session

| games | q .
Games
->
t
‘ tac ®

| session ID ﬂ|

ZROIBER Web BIARF. FTERAN API AR E A TF#BIEHN DynamoDB &, @818
g, BUHNMEERNE Amazon SDK B P inEAHEH ERET B Wxray-gettingstarteds X
P, XREBEANHEFIBENS . AT XRBEEERSH , BRI master I HRE
5, UREREBBERD I,
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https://github.com/awslabs/eb-java-scorekeep/tree/xray
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arn:aws:sns:us-west-2:97930027 ...

4 AWS::SNS
scorekeep-session
AWS::DynamoDB:: Table

avg. 1 1 ms

avg. 10me 0.6 vmin
|
1 t/min
>
scorekeep-move
AWS::DynamoDB::Table
scorekeep-state
AWS::DynamoDB::Table
Client Scorekeep

AWS::ECS::Container

710ms
0.07 vmin

SNS
AWS::SNS

scorekeep-game
AWS::DynamoDB::Table

60ms

0.07 vmin

scorekeep-user
AWS::DynamoDB::Table

BRBREROUEX LM PR RERRN

« HTTP &R %88 - WwebConfig. java
+ Amazon SDK #F#g LE —build.gradle

ZRARFNxrayD X BEEFEMEHTTPClient, SQL &if), HEX F2 &, #MAmazon
Lambda B EA K 48 M3 B9 #0 28 10 A RS FI R AR o
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/WebConfig.java
https://github.com/awslabs/eb-java-scorekeep/tree/xray/build.gradle
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RNTXEFAFREZMERNEEEF FEHTF JavaScript B9 Amazon SDK £/ , iZxray-cognito® X#l
¥ T Amazon Cognito R FHRIEFMIRN. FIAM Amazon Cognito ¥R EWZIE , Web
BARFELFRERELREER X-Ray , UNEFHEHIAALLFKERER. NESFFHEREBE
FETHECHTR , A EREMER , S FEAFEEEENREN URL MAFH ID,

&5 , xray-worker 2 XA IIZITHRNEH Lambda BEiE , FHE KB Amazon SQS BAI
MIE ., SHEKERE , Scorekeep Bia@PBAFIRIM—NIEH., A CloudWatch E4ft & # Lambda
THERFERLO MG FIZEINE , RAEFE#TAE | UESERICRZEMIE Amazon S3 LA
H5H,.

£

« Scorekeep RN AERF Al

- FFHRM S Amazon DK B iR
- BIEMINF S

- BFER. TBIEMAFS IDs

- KN4EE HTTP @A

o BN PostgreSQL EIEER AR
« {UFTREE Amazon Lambda

- BB KRB

o RN AR

- Bl Web LARFEF IR

- ETHRLEPEARMINE iR

Scorekeep RN AER Al

AEIEE A Scorekeeep RPN AEFHIxray-gettingstarteda XX , iZ%9 XA F Amazon
CloudFormation 812 FELEE Amazon ECS LT REINARFM X-Ray FHEFHNER. ZN
AREFMER Spring £22k3:3 JSON Web API , HEASHER7E &R T Java B Amazon SDK Z|
Amazon DynamoDB., BRI HH serviet TEBLRNNARFLENFIEE AER , ™ Amazon
SDK & i LB RAERZEF N A TN DynamoDB B TiEE .

I&ALAE A Amazon Web Services Management Console B3k % 3 %2 Amazon CLI,

Sections

< RREH
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Amazon X-Ray F % AR IEE
« FRALUTES%% Scorekeeep B2 F CloudFormation

o ERBRERHE

- EHFEFEEREHE Amazon Web Services Management Console

 BiE Amazon SNS &4

« X ENARFRBGI

o AR RIRNREKR

- RESR

FRF M

ZIK%I& Amazon CloudFormation A T8I MEEZTROINARESFH X-Ray FHREFHEER. Z&M
BIIABEEEFREUTEREH

1. MREEARBRERE IAM AP, BE IAM 25 & RARINELT -5

« AWSCloudFormationFullAccess— B F{EMA CloudFormation

« AmazonS3FullAccess— CloudFormation f& A&tk 3244 £ & E] Amazon Web Services
Management Console

« TIAMFullAccess— #1# Amazon ECS I &k EC2 L& &
« AmazonEC2FullAccess— f|# Amazon EC2 &R
« AmazonDynamoDBFullAccess - Al F#|% DynamoDB %
* AmazonECS_FullAccess - A T #I2 Amazon ECS &R
« AmazonSNSFullAccess - Fi T 8] Amazon SNS £&
« AWSXrayReadOnlyAccess - I T&E X-Ray & & # iR Ex ith B F IR ER A PR
2. EFEATHAHIE Amazon CLI , BRE CLI A 2.7.9 REGHRAE , HEAL-—SHHWAFERE

CLl, FAAFEER , HHERE Amazon CLI BEEXE, MRKREEXE , WEER --region
AWS-REGION MtnZElE— CLI &85,

3. WREREGt, AMEREREINARFFEE.
4. FERAUTRERHIZEE Scorekeep 7 EH xray-gettingstarted 2% :

git clone https://github.com/aws-samples/eb-java-scorekeep.git xray-scorekeep -b
xray-gettingstarted
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https://console.amazonaws.cn/iam
https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-config
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-config
https://github.com/git-guides/install-git

Amazon X-Ray FERARER

FERLL T a5 %% Scorekeeep B FFEF CloudFormation

Amazon Web Services Management Console

5 F 2% =I5 A F Amazon Web Services Management Console

1.

$TFF CloudFormation 124 &

2. ERAIEMR K RENTIREDERFERAHTRR.

3. HEEEERRID , EFLEAERXE.

4. EBIEENH , GBI git EAEER 1M xray-scorekeep/cloudformation X4
X, REIEE cf-resources.yaml X4,

5. BEBET—SUMRE,

6. EHRBMXAEPRA scorekeep , RAEEFRNHEIN T —FURE, FEE , ZHE
HERIBORIEHELRE WA N scorekeep,

7. R IEEHARIETUREESS , EFET —FUAHKEE,

8. R “EF MWHEHIKS , EPHIA CloudFormation AILABIZEEBEN B/ IAM BENE
EAE , REERFRLEERK,

9. CloudFormation ¥R EZGIEH, HRSFER D ELARIFN CREATE_IN_PROGRESS ,
REZ N CREATE_COMPLETE, RASFEMES , o] ARIF T E,

Amazon CLI
FRZERFINARERF Amazon CLI
1. SMBEHEEFEMEREN cloudformation FEM xray-scorekeep X#H XK,
cd xray-scorekeep/cloudformation/
2. HABLLT Amazon CLI a5 53R 812 CloudFormation #4% :
aws cloudformation create-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml

3. %Z% CloudFormation 4IRS N CREATE_COMPLETE , RAFZEER 5. FAUT

Amazon CLI i SR ERS :
EF LA T 655 2% Scorekeeep MAFEF CloudFormation 182


https://console.amazonaws.cn/cloudformation/

Amazon X-Ray FERARER

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

& BRI

IR ARFSIE— N EIu Web RLARF. A Web NARFRXRAEK APl REFHFRERHIERIEZE
X-Ray, B % , £ Amazon Web Services Management Console 2 Amazon CLI# % Web N AREF
URL :

Amazon Web Services Management Console
FEREHRRB AR URL Amazon Web Services Management Console

1. $TFF CloudFormation &l &
2. MIIRAFIEE scorekeep Hik,

3. % scorekeep HtRMEH LEFRRH HET+ , A/F%EF LoadBalancerUrl URL 8552377
Web @Fﬁﬁﬁ"ho

Amazon CLI
EREHK N HARERF URL Amazon CLI

1. FHAUTHSIER Web RAREFH URL :

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].Outputs[@].OutputValue"

2. EFtk URL HERXEBFHRITHLLE R Scorekeep Web AR,

£ Web R 12 Fr 4 B IR BR 3R

1. 1%&#% Create XBIZAFM&E,

B A game name , i Rules i&&N Tic Tac Toe , A/F%#R Create I — M.
1E$E Play LA 3030

1 3 4 ] 3 1T B 30 D B lUREROIR 2o

R

& PR IREREUE 183


https://console.amazonaws.cn/cloudformation/
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ERBANTRBMEKRE APIBY HTTP F3R , #X DynamoDB #{T FilFAMA , LEBMEARF, &
&, R, B NRSHE.

R EFERME Amazon Web Services Management Console

A BUE X-Ray 1 CloudWatch #2514 255 751 B P 12 7 4 B B BT B BT
X-Ray console
£/ X-Ray %l &

1. #TFF X-Ray #Z &l & F IR Brith B TUTH

2. EBHANERZBRSNERRRER , X2H X-Ray MANARFRXENREREBEERN, F
ZrY , FLRBREHENNEE , MBRESERBEERZE3Z Web N ARF KA
BRER,

0 Last 15 minutes ¥

Custom (UTC) Relative

minutes () (5 (350 (30

Hours (1) (2] (3 (&)

ZIRREEE R Web RAREREFEFIK. £ Amazon ECS HiZ1TH APl , LR N ARBRFEANESA
DynamoDB &, MNABRFHNENMNER (REANUTEENESVEARERY ) BZIRE (ERAER
BX APl | AR TERSWIER , RETK.

ALERSEFPERE-—TR , RKEBNZTLREXNRENFRNVIEE, BAl , Amazon SNS iR
ERANER, RATHER,
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https://console.amazonaws.cn/xray/home#/service-map
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100ms

0.07 ymin

arn:aws:sns:us-west-2:97930027 ...

4 AWS::SNS
scorekeep-session

AWS::DynamoDB::Table

avg. 1 Oms
L
1 t/min
>
scorekeep-move
AWS::DynamoDB::Table
scorekeep-state
AWS::DynamoDB::Table
Client Scorekeep

AWS::ECS::Container

'Y
710ms
avg. 8ms 0.07 vmin
5 tmin
SNS
AWS::SNS

scorekeep-game
AWS::DynamcDB::Table

60ms
0.07 vmin

scorekeep-user
AWS::DynamoDB::Table

ERERRER

2

1. &ERN SNS T R, FRERZT RNFEAREEER.
2. EBRERRERUGRREERRE.

3. MERERIRPERRER, ZREZXBHERNURL, RAERERFHBEIZEN , MFAEXEA
B SREY B R
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FRARER

Q, senice("SNS") 2] Last5 Minutes ~ =
Trace overview
Group by: URL -

URL - Avg Latency - % of Traces ~ Response .

- 1.3 sec 100.00% 1 OK, 0 Throttled, 0 Errors, 0 Faults
Trace list (1)

ID - Age v Method - Response « Latency - URL « Client IP « Annotations «

48b5a1 1.1 min 1.3 sec 0

4. EEBEUEEZ Amazon SNS 7B EIRIRSESR |, 37 SNS ¥ B RETTH.

Traces > Details

Q, 1-62f40175-86b347fc50bc57a992e9b835

Timeline Raw data
Method Response Duration Age
- - 2.1 sec 8.3 min (2022-08-10 19:05:25 UTC)
¥ Trace Map
2.11s
1 Request
Client Scorekeep
AWS::EC2::Instance
Name Res. Duration Status D-Dlms 20€:ms 40C:ms
¥ Scorekeep AWS::EC2:Instance
Scorekeep - 2.1 sec
SNS 400 728 ms

P SNS AWS::SNS (Client Response)

ID
1-62f40175-86b347fc60bc57a992e9b835

=2 al

Q Map legend €@

728ms
1 Request
SNS
AWS::SNS Services Icons ()
m Health = Traffic
No node resizing

600ms 800ms 1.0s 1.2s 1.4s 1.6s 1.8s 2.0s 2.2s
I 1 |

Subscribe

5. X-Ray SDK £ B3R EBACKENA Amazon SDK BEF w5 4R E HiCFHRRER,

EHREFEBRHE Amazon Web Services Management Console
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Subsegment - SNS x

Overview Resources Annotations Metadata Exceptions i

Working directory  /varfapp/current
Paths -

m

Cause

com.amazonaws.senvices.sns.model.InvalidParameterException: Invalid parameter: Email address (Senvice:
Amazon3M3; Status Code: 400; Error Code: InvalidParameter; Request ID: 8d29cd97-003a-5e7 d-9dfb-
9cffe0b7b9ab)

at handleErrorResponse (AmazonHitpClient java: 1545) =

at executeOneRequest (AmazonHitpClient java: 1183)
at executeHelper (AmazonHtipClient java:964)

at doExecute (AmazonHttpClient java:676)

at executeWithTimer (AmazonHttpClient java:650)
at execute (AmazonHttpClient java:633)

at access$300 (AmazonHitpClient java:601)

at execute (AmazonHttpClient java:583)

at execute (AmazonHttpClient java:447)

at dolnvoke (Amazon2MSClient java2003)
atinvoke (Amazon3M3Clientjava: 1979)

at subscribe (AmazonSMSClient java:1881)

at createSubscription (Utils java:34)

at =clinit= (WebConfig. java:52)

at forhame0 (Class java-2)

at farflame (Class.iava 348}

CloudWatch console
A 4] CloudWatch &

1. $TF CloudWatch 12 &I & # X-Ray iR Erith B TTH

2. BEEAFETZRSHBEERTER , X2H X-Ray MIANARFAEZNREREERN. &
Ent , S RRRRBEAREE , LBRYSEREEHIXB31Z Web MARR USRI PR
BIRER,
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https://console.amazonaws.cn/cloudwatch/home#xray:service-map/map
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Add to dashboard 5m 15m 30m 1h 3h 6h Custom

REEERT Web RARFE IR, HILD# EC2HIZ{TH APl IR ZNARFERNEN
DynamoDB %, X NARFHNEMNER (ZSNTRENSYRAFERY ) BZRRE (ERNER
EX AP |, EREX TRERSHER , RETK.

AUERSEPERE-—TR , RKEBEXNZTREHRERBERNERE. BA , Amazon SNS T |
T RAEE, RATHER,
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DynlamoDB Table

O storekeep-game
ynamoDB Table

scorekeep-move
DynamoDB Table

. O SNS
Client O Scorek SNS
ECS Container
O scorekeep-session
DynamoDB Table
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ERERER

1. EFERN SNS TR, B THER SNS HRIFHAEEER.
2. EREFRERULERERE,

3. AIMTEEE , MRERFIRPERRIR, ZREFZEEFES URL , RN ERERHEIZR
B, TR X% A8 RE9 06 RL,
Traces Info 5m 15m 30m 1h 3h 6h  Custom

Q, Filter by X-Ray group service(id(name: "SNS", type: "AWS::SNS")) y
4
m ® 1 traces retrieved
BQuery refiners
Traces (1) Add to dashboard
This table shows the most recent traces with an average response time of 2.11s. It shows as many as 1000 traces.
Q, Start typing to filter trace list 1 1]

ID v Trace status v Timestamp v Response code ¥ Response Time ¥ Duratior
..86b347fc50bc57a992e9b835 ®@ok 19.17min (2022-08-10 12:05:25) - 2.11s 2.11s

4. HEDEREALEKRRILERE Amazon SNS F4 B , RFiEE1Z SNS FOARNRERMFUERR
EHAREE.

Segments Timeline info

0.0ms 200ms 400ms 600ms 800ms 1.0s 1.2s 1.4s 1.6s 1.8s 2.0s 2.2s
L 1 I 1 I I

Segment status Response code Duration

¥ Scorekeep AWS::EC2:Instance

Scorekeep @ ok 2.11s |
SNS ® Fault (59 400 728ms I .oscribe

¥ SNS AWS:SNS

SNS A Error (4xx) 400 728ms | Suhscrin|e
Segment details: SNS

Overview Resources Exceptions

Exceptions
Working Directory Paths. message

- Invalid parameter: Email address (Service:
‘AmazonSNS; Status Code: 400; Error Code:
InvalidParameter; Request ID: 8b80c997-
630d-5c94-a67f-92f960ba0d3e)
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FEEEH , £ WebConfig 35 | M createSubscription BRIFFIR AV B FoB4F Ut TR, £
—TH, BRITF2EERER,

BLE Amazon SNS &4l

YA SEREX AT , Scorekeep fEF Amazon SNS XX EH, YNARFEIN , EL2EiRARN
CloudFormation #4581 E LY &8 FRB A st 81 2BiT 50, ZAA BRIk M, BEEASE FHRHLL
BREA , ANEBEREHEPREE ROXK,

Amazon Web Services Management Console
FRAEEL S SNS & Amazon Web Services Management Console

1. #TF CloudFormation ##l&

2. TEHIFRPIEEF scorekeep HIXBMB UM RIEIZRE , REEREH.
3. MREFNEAFIHAER , AGETEFHEXRTELNT D,

4., TEIIRFKEEFHESH , FRIAEERNBERO B FHR bt

EcsinstanceTypeT3
Specifies the EC2 instance type for your container instances. Defaults to t3.micro.

t3.micro

Email

UPDATE_ME|

FrontendimageUri

public.ecr.aws/xray/scorekeep-frontend:latest

5. RIFMERBHEET -,

6. RPN ‘EF NHEHMES , EFHIA CloudFormation AILABIEZEFBENEZBHH IAM BEHN
E%AE  REEREEHHEER,

7. CloudFormation R IEEE#HH, RPN ER DM EARE) UPDATE_IN_PROGRESS ,
RN UPDATE_COMPLETE, MBSNAEHEH , th al LARIFT A,
Amazon CLI
fEAGET % SNS &% Amazon CLI

1. ST ZH8IEH xray-scorekeep/cloudformation/ X#X , REE NN EERITH

cf-resources.yaml X4,
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2. 1 “BFEBH SEP K EZDefaultE , RENEMNERUPDATE_MEJ B RHY BB F HB 44 itb
ik,

Parameters:
Email:
Type: String
Default: UPDATE_ME # <- change to a valid abce@def.xyz email address

3. fEcloudformationX#Xe& | FEH LT Amazon CLI s 5 E#H CloudFormation % :

aws cloudformation update-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml

4. %7 CloudFormation ##&IRAZ HUPDATE_COMPLETE |, X EE o5, FEAUT
Amazon CLI i SR EIRS

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

E# TG , Scorekeep EFBFH OIEX SNS EBMIT ., HETRIFENET , BB FHR4HFIA
TR ERE#H, IHREEE , BIEXT SNS BVEATBXRK,

X 52 B2 P 72 Fr R

£ Java F , NARFREIZ—D HTTP Web API , AJEE 7 # A X-Ray SDK for Java, &
CloudFormation #ixZ8E N ARRFE , ©2 6l DynamoDB &, Amazon ECS &L KT ECS £
1Z1T Scorekeep FIEMNHMARS . ECS WEFE N XK 2BE 62K CloudFormation, LI HE X
ECS £HFTBUNESEANESRZREG, XLEMEMNE S X-Ray 2 ECR H3REl. Scorekeep API &
SIEE B FH A Gradle B APl, Scorekeeep BIinA BRI B ERE T HE A nginx KE RS IRV EIIR.
LIRSS BRI BB Japi FFLHIBRBHEREE B E AP,

ERNMEANHTTP B3R , NAEFFRMN SDK MM TracingFilter,

Example src/main/java/scorekeep/WebConfig.java-serviet I3 885

import javax.servlet.Filter;
import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
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public class WebConfig {

@Bean
public Filter TracingFilter() {

return new AWSXRayServletFiltex("Scorekeep");
}

WFESSAKEEXNARFLCEFIEEAERNEBERSEE | @R URL, H%E, MRS, F
ME BBl A 45 SR At Al .

MARFESFER EAT Java B Amazon SDKX} DynamoDB #1T NiFRA. ERMXLEA , M
AR REFS Amazon SDK X FERER GBI , AT Java B9 X-Ray SDK 2 B NFTE
Amazon SDK & F i,

MARFEA Docker 7ERH| LA RN , A Gradle Docker Image M Scorekeep API
Dockerfile X#HZ1T Gradle #£H ENTRYPOINT £ B MY ATHIT JAR,

Example f#£ /A Docker @i Gradle Docker BR & 1THIE

docker run --rm -v /PATH/TO/SCOREKEEP_REPO/home/gradle/project -w /home/gradle/project
gradle:4.3 gradle build

Example Dockerfile ENTRYPOINT

ENTRYPOINT [ "sh", "-c", "java -Dserver.port=5000 -jar scorekeep-api-1.0.0.jar" ]

HE4mIFHE , build.gradle M Maven T& SDK FH&E3R |, 73 7ERFFIX &£ FRIR 7 B N KRBT,

Example build.gradle - #H&i1

dependencies {
compile("org.springframework.boot:spring-boot-starter-web")
testCompile('org.springframework.boot:spring-boot-starter-test')
compile('com.amazonaws:aws-java-sdk-dynamodb')
compile("com.amazonaws:aws-xray-recorder-sdk-coxre")
compile('"com.amazonaws:aws-xray-recorder-sdk-aws-sdk")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk-instrumentor")

}

dependencyManagement {
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imports {
mavenBom("com.amazonaws:aws-java-sdk-bom:1.11.67")
mavenBom( ' com.amazonaws : aws-xray-recorder-sdk-bom:2.11.0")

¥». Amazon SDK F1 S Amazon DK Instrumentor &R 2 BN B SDK #H 1T T8
AP Amazon AE®.

MEFRB D BRBFEHDIE X-Ray API , WFEEMFEA X-Ray #HEFHFEFMITRED UDP %O
2000, Ft , MARFiL X-Ray #EFHFEFIE ECS LENM INAERS Scorekeep MAREF — 2 %P
ENRBRHIZT,. TS X-Ray TP EFETATHREZEE,

Example ECS 5 E X H M X-Ray BT EFARE N

Resources:
ScorekeepTaskDefinition:
Type: AWS::ECS::TaskDefinition
Properties:
ContainerDefinitions:

- Cpu: '256'
Essential: true
Image: amazon/aws-xray-daemon
MemoryReservation: '128'
Name: xray-daemon
PortMappings:
- ContainerPort: '2000'
HostPort: '2000'
Protocol: udp

X-Ray SDK for Java £ 7 —1N&H AWSXRay K92 | ZEKEMLBICRKS , ETR TR

MW TracingHandler, ZBAIEEL R ICRJ[UEEX NEZA HTTP ARAAIE D EREY
AWSXRayServletFilter, ~flEFE WebConfig KA —MNESHKER | ZBIERERBHF RH]
MW EE £ /id KT,

Example src/main/java/scorekeep/WebConfig.java-FZ 1l

import com.amazonaws.xray.AWSXRay;
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import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

import com.amazonaws.xray.plugins.ECSPlugin;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
ECSPlugin()).withPlugin(new EC2Plugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

ZROIMERERESMERE BN sampling-rules. json BISCHFBYREEH N, EEHMNIEE SDK ig
Fk ABERD BRIRE,

Example src/main/java/resources/sampling-rules.json

{
"version": 1,
"rules": [
{
"description'": "Resource creation.",
"service_name": "*",

"http_method": "POST",
"url_path": "/api/*",
"fixed_target": 1,

"rate": 1.0

.

{
"description": "Session polling.",
"service_name": "*",
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"http_method": "GET",
"url_path": "/api/session/*",
"fixed_target": 0,

"rate": 0.05
},
{
"description": "Game polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/game/*/*",
"fixed_target": 0,
"rate": 0.05
},
{
"description": "State polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/state/*/*/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1
}

}

RERNHELT EANEESCREANMBIAGAN, N TFEMEAER , SDK BE LK IRF 1T B
EXHN, SDK NAEFERNTE, BENRSBHTENSE — NN, 3T Scorekeep , F—1H
NBEINAEY 1 MERVEEBFRM 1.0 WRRRHIRFAAA POST EXK (RIREIZBA) , NE , &
WEEEBRE , #3R 100% BYiE XK.

SA=ANBELANRA 5% WER , T 2E, FRARSEMEBEESR (GETHER ) o XHA
URAGERDEImNBRABZFTMER/LDHEIAHNERARANRER. XTHEEMER , &
NMHEEMRINERFEFY 1 MER , BERHA 10%.

ROIBARFERERT MAEASRISE , Fz) SDK B HEN, SIEEMF 5 BFEH HTTP i
M. BXEZEE , 50 Amazon X-Ray R~ AERF
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Ak - RIEAPR SRR

Scorekeeep ECS &85 H AmazonSNSFullAccess #1 AmazonDynamoDBFullAccess &8
HRIRBEKIGERR. WTEFNARFMS , EATEFRRBEATRREME. U T REIEH
DynamoDB IAM REEURRANAREFNZEME, EFHATH IAM RBETPNRELHESEK , H5H
Amazon X-Ray By & iR EE,

Example cf-resources.yam| R & & E X ECSTask

ECSTaskRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: "Allow"
Principal:
Service:
- "ecs-tasks.amazonaws.com"
Action:
- "sts:AssumeRole"
ManagedPolicyAzrns:
- "arn:aws:iam::aws:policy/AmazonDynamoDBFullAccess"
- "arn:aws:iam::aws:policy/AmazonSNSFullAccess"
- "arn:aws:iam::aws:policy/AWSXrayFullAccess"
RoleName: "scorekeepRole"

EFHRE , BHEEERE DynamoDB &R ARN, RiE , FABEEN IAM FEEHH ARN, &
&, iz 2SS B8 & U

a2 5 DynamoDB &R ARN :

3T DynamoDB #2414,

MEMSEFEER,

EBRIEE— scorekeep-* ERERMWFMEERE,

ERRETFT | ERHMERRFUES  EF Amazon BREH (ARN ) . EHIZME,

 ARN FEAZILAT IAM KBEH | FF AWS_REGION BN EELMNEAXEHFMEK, ID
# AWS_ACCOUNT_ID ., WFHFRENATFHITIEENRE , MIEAFHRITEMREN
AmazonDynamoDBFullAccess KB,

o M w0 bnhp =
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Example

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ScorekeepDynamoDB",
"Effect": "Allow",
"Action": [
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:GetItem",
"dynamodb:Scan",
"dynamodb:Query"
1,
"Resource": "arn:aws:dynamodb:<AWS_REGION>:<AWS_ACCOUNT_ID>:table/
scorekeep-*"
}
]

NMARFAUEHNREB —BNmBAE. JLUUEA scorekeep-* N IBERFTE Scorekeep Ko

B IAM KB

-_—

© © N o g M~ b

M 1AM 2 #| & FTF Scorekeep E5 A E (scorekeepRole).

1%4% AmazonDynamoDBFullAccess RE&SSAAYEEAE , ARG BRI BRIt SR BE
IERRMNR |, AREEMR KR , SRR OIERRE,

% JSON R+ |, RSN L E 62 AR,

ERHES , E&T—F : %,

ERNHES, E&T—5 . &F,

EEMH , ARBDE—NE

FEREEED , LR 012K,

TN KM IR scorekeepRole A, MMM KR EXTREEE) LT REEN,
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MR FH KB B ZscorekeepRole A | N AZTEMIBR CloudFormation #E4% 2 Bl H %
B, B9 UCR ey S8R PR LE HEAR AR BRI BR L SR BE BN T & B B ANtk BR B

BR B E X IAM KRE

1. 17 IAM BEEEFHA,

2. MNEMSHEESD | EFRE,

3. BREATNRLMRCIENBEKR , ARERKRENZUNEERANREERE.
4. GERBRETHRIIR , REIEERER.
5

BABESKRBENEN , AEEEMERABIAMER. HRES2B3EUEM I scorekeepRole
ABHIEEE,

it

BIRBLLT SEBMIBR Scorekeep R ARRFEIR :

® Note

MREERARHENG — B0 IR T BE SRR , WAMENFBERE
B , scorekeepRolefRf5 = BEMIBR CloudFormation 4%,

Amazon Web Services Management Console
{55 F ) B o< 451 B2 FH #2 /& Amazon Web Services Management Console

1. $TFF CloudFormation &l &
2. TEHIRAPIERE scorekeep R BME UMW EIRIRH , REIEZEMER,

3. CloudFormation 4% ZL1E IE R4 BR. HERRDSHEELDHARE R
DELETE_IN_PROGRESS , BEEIFTE ®REM ER. MAFNLEHER , LA AR TE,

Amazon CLI
{55 7R 1 BR 7= 451 B2 B #2 F Amazon CLI

1. ®WALLT Amazon CLI @5 5 HIER CloudFormation % :
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aws cloudformation delete-stack --stack-name scorekeep

2. %3 CloudFormation R FEFE , SANEER D, FEHALLT Amazon CLI SR EIR
P

/&;\:

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

RSB

ETHABEX X-Ray WEZFEE , BZH T —EAmazon X-Ray #iE,

ENRRECHNRARRF , B¥ATHERT Java B9 X-Ray SDK s EH b X-Ray F#J—4 SDKs :

« X-Ray SDK for Java - Amazon X-Ray i&f F Java #J SDK
+ X-Ray SDK for Node.js - Amazon i& | T Node.js #J X-ray SDK
« X-Ray SDK for .NET - Amazon X-Ray 5&f F.NET # SDK

EEAMRIEAMIZIT X-Ray SFHFF Amazon , S Amazon X-Ray 2K,

EH LR RGN AR F M E TR GitHub |, 12 feb-java-scorekeep.

FzI M S Amazon DK & i

LREMEAE TP EE SDK Instrumentor FHEIRE , Amazon & A T Java B X-Ray Amazon SDK
£ BHRMFTE SDK & i,

SR OB MIBR Instrumentor FRERRER B3 F P imRN . X & A LA F SN — L& 7 b 1 72 B
S—EEPR, REETEFF R LEATRRERLERER.

N T HANLNIEE S Amazon DK BEF IR EE , NAEFFRERLER
FFAmazonDynamoDBClientBuilder¥E N A/, XML EBEREPHNIFERLBEFZELS, WA
EiE A SDK fEAIXLE Fimt Xt DynamoDB KIFTE @ Ao

Example src/main/java/scorekeep/SessionModel. java - F3 Amazon SDK % F im#e Ml

import com.amazonaws.xray.AWSXRay;
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import com.amazonaws.xray.handlers.TracingHandler;

public class SessionModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Constants.REGION)
.withRequestHandlers(new TracingHandler(AWSXRay.getGlobalRecoxrdex()))
.build();
private DynamoDBMapper mapper = new DynamoDBMapper(client);

10 SRR MIA B K I #BR Amazon SDK Instrumentor F1&E3R | MR EF L MH Amazon SDK &
wFAHMEREE S,

I BT I F 70 B

ERPRERS  NABRFREFHCRFOR , UEXN saveUser BREHPMITHIFRAE TiirA AT
AR TR

Example sxc/main/java/scorekeep/UsexrModel.java - BEX F5E&

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Subsegment;

public void saveUser(User user) {
// Wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## UserModel.saveUser");
try {
mapper.save(user);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

ICFOER., THBEMAF IDs

IR A K | 1934 R AR BRI DynamoDB HEY | HAN Game N RIBFHE THIER
. DA, BRARFEERIER Ds 1B | WESTEERAR —BEA.
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Example sxc/main/java/scoxrekeep/GameModel . java - TR THIE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionId = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resources", '"game", game);
segment.putAnnotation('gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

EBTEFRF , NARF IDsEAICFEKA T setUser, AP IDsWICHEXRNBMFERT , HimHl

eI AHEBRER,

Example src/main/java/scorekeep/MoveController.java — FAF ID

import com.amazonaws.xray.AWSXRay;

@RequestMapping(value="/{userId}", method=RequestMethod.POST)
public Move newMove(@PathVariable String sessionlId, @PathVariable String
gameld, @PathVariable String userId, @RequestBody String move) throws
SessionNotFoundException, GameNotFoundException, StateNotFoundException,
RulesException {
AWSXRay.getCurrentSegment().setUsex(userId);
return moveFactory.newMove(sessionId, gameld, userId, move);

ARMTHE
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wNEE HTTP A

BRI EXERMARFINAER X-Ray SDK for Java B9 HTTPClientBuilder hRAS3RAS N 4% H
HTTP @A,

Example sxc/main/java/scoxrekeep/UsexFactory.java— HTTPClient {88

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuilder.create().build();
HttpGet httpGet = new HttpGet("http://uinames.com/api/");
CloseableHttpResponse response = httpclient.execute(httpGet);
try {
HttpEntity entity = response.getEntity();
InputStream inputStream = entity.getContent();
ObjectMapper mapper = new ObjectMapper();
Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);
String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;
} finally {
response.close();

MBEHFERA org.apache.http.impl.client.HttpClientBuilder , M REMFEHA

com.amazonaws.xray.proxies.apache.http.HttpClientBuilder WiE @ HIZEN S HIE
A,

¥ MFE PostgreSQL i ERY A H

application-pgsql.properties X#fF X-Ray PostgreSQL BREREEHEF AN E
RdsWebConfig.java HFIZHEKER

Example application-pgsql.propexties - PostgreSQL BiEEHR N

spring.datasource.continue-on-error=true
spring.jpa.show-sqgl=false
spring.jpa.hibernate.ddl-auto=create-drop
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spring.datasouxce.jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor
spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect

(@ Note
BRI PostgreSQL HIEFEFMEINARFIRNIFMELR , BESH https:/

docs.amazonaws.cn/elasticbeanstalk/latest/dg/using-features.managing.db.html FF & A 53 1§
@ F#YAmazon Elastic Beanstalk £/ Elastic Beanstalk Bt & ¥ #E%E.

xray X X-Ray BRI EBE —MEARNMWBBREKBRENETR , LEBRERE REXEERN
SQL EHANEER. SMEEEETHWNARERFRH /#/xray KR, EBRSMEHRH Powered by
Amazon X-Ray EFZER A -

SQL & im

204


https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/using-features.managing.db.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/using-features.managing.db.html

Amazon X-Ray FERARER

Scorekeep

X-Ray integration
This branch is integrated with the X-Ray SDK for Java to record information about

requests from this web app to the Scorekeep APL and calls that the API makes to Amazon
DynamoDB and other downstream services

Trace game sessions

Create users and a session, and then create and play a game of tic-tac-toe with those users.
Each call to Scorekeep is traced with X-Ray, which generates a service map from the
data.

| Trace game sessions |

Trace SQL queries

Simulate game sessions, and store the results in a PostgreSQL Amazon RDS database
attached to the Elastic Beanstalk environment running Scorekeep. This demo uses an
instrumented JDBC data source to send details about the SQL queries to X-Ray.

For more information about Scorekeep’s SQL integration, see the sql branch of this project.

Trace SQL queries

ID Winner Loser

1 Mugur Gheorghita
2 Paula Adorjan

3 Apylog Stela

4 B Parvans
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1%£$F Trace SQL queries BHRUFER 2 EH FERFEEMMOBIEREH, ARiE , EF “£ Amazon X-
Ray FEERE , EFKXTHIENEXZ API /api/history BBEHRERIR,

MiZFIRFERE - NRERUEEREL , 21 SQL i,

Q, 1-58eee50d-334cbdaddB40de 1085223037
Traces » Details
Timeline Raw data
Mathod Response Duration Age o
GET 200 16.0 ms 2.6 min (2017-04-13 02:42:37 UTC) 1-58eee50d-334cbdadd840dc 10 85a23037
Hame Reas. Duration Status . Orms R 4 Bms & Oms B s i 12ma 1dms 1ens 1fims
1 [l 1 1 i 1
* Scorekeap
I ——
ebdbi@aalTkgs)I75i8 - 1.0 ms

. FTREE Amazon Lambda

Scorekeep A4 Amazon Lambda E¥. £— 12X E lambda 7 %X Node.js B , © R A
FPHERENERH. MRAFPENESERRBAZH , WiZMARFEES ZAT Java B Amazon
SDKiEA & A random-name BB, EAT Java B X-Ray SDK EF B ERF12FKAXF Lambda £
HANER , MEBERNES Amazon {LH SDK & imit 1THEM HA4bEH —#,

® Note

11T random-name Lambda B{ZEE7E Elastic Beanstalk MRS HM R R, BxiF4HE
BEMiEE |, HSR BRI : Amazon Lambda £,

FE-MNEEN scorekeep-worker , B —MHITF Scorekeep API iZ1THY Python BI¥i. =Hiff
HEERET , AP JF41E ID FHEI ID BA SQS A5, THELRBEBUSMBASIFIEERIE , AF1EHA
Scorekeep API k3 Amazon S3 PV E# BB MNER K FENTEIZ R,

Scorekeep ‘BIE A T A1 XN EEA Amazon CloudFormation AR FEIAR, BFEEEN
X-Ray SDK EEHHREBHE , Hit , XLEEIRLTFETMARBENATIZEI, £IE Scorekeep
Bt , .ebextensions XHXHIENEE X4 FEIE — N2 E SDK HWREBHEMA Amazon
Command Line Interface EF BB RELE
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- BEHLERR
- ITHEE

BE AL 5

YAFREREEREREEAFBNBERTEIERSTER , Scorekeep A AR BFEHE, X4
Lambda & 3EXf random-name WA , BiREERERIRL , HHPEE X-Ray SDK for Java EAR R
BR ID ME#E#RE,

FHFEMMEHENIER |, Lambda 21T X-Ray #EFPEFHREF N K. E—NoRIEEREXAE
ABEEM Lambda HRAMWELR. {EM Lambda WAEE |, Z72 BREE5 Scorekeep 1Bxk M 70 ERHEE
WER. F-NDBRRTEBFTHE T,

Lambda @3 B = T 3OS BB S B % F| X-Ray SDK, fE# M Lambda Bkt , &R ER SDK 7
EABERBES R, Lambda FRE DB , H ELFER SDK RUEFIHMEAF DR,

avg. 629ms

1 t'min

random-name

AWS: Lambda: . Function

SNS
AWEIENS

avg. 443ms

9 t'min

random-name
AWS: Lambds

Scorekeep
AWS: ElasticBeanstalk:: Environment

random-name EI¥XTE Node.js #3£3l, ©H Node.js JavaScript F i SDK BN # SNS &
XEH , A Node.js B9 X-Ray SDK &M S Amazon DK EFiw. I TEBEAER |, ZEHF A
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AWSXRay.captureFunc SIEZ— PMNEENFHER , AELIRNNEBFEANZER, &£ Lambda F ,
BETEAEEFEIRBEARBS R , MARNAEBEALCENF5 R,

Example function/index.js -- BEHLBZ#: Lambda BIEX

var AWSXRay = require('aws-xray-sdk-core');
var AWS = AWSXRay.captureAWS(require('aws-sdk'));

AWS.config.update({region: process.env.AWS_REGION});
var Chance = require('chance');

var myFunction = function(event, context, callback) {
var sns = new AWS.SNS();
var chance = new Chance();

var userid = event.userid;

var name = chance.first();

AWSXRay.captureFunc('annotations', function(subsegment){
subsegment.addAnnotation('Name', name);
subsegment.addAnnotation('UserID', event.userid);

});
// Notify
var params = {
Message: 'Created randon name "' + name + '"" for user "' + userid + '".',
Subject: 'New user: ' + name,
TopicArn: process.env.TOPIC_ARN
¥
sns.publish(params, function(err, data) {
if (err) {
console.log(err, err.stack);
callback(err);
}
else {

console.log(data);
callback(null, {"name": name});
}
18
};

exports.handler = myFunction;
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TR BIR ATEF B E Elastic Beanstalk BY , B SIZBLEE, xray 72X BFE—MNATOIEZ
H Lambda BB A, .ebextensionsXHRAPWEEXHEFHBnpm instal1HAEIEAMER
B , RIEER CLI Amazon E# Lambda B,

TR

RN TELREEREECH D X xray-worker F#ft | XEREN , RIELEVBRIELER
HAERTR , BNZHRTEZT. BRUH , FSHAD X BB,

ZEBBE 5 28— X EGHM Amazon Events CloudWatch B4t % . MiZEBUEITE , ESM
Scorekeep EEM Amazon SQS RAFIFRHEINE, BXEEHTEERETKIBERHES,

TELEFMERIC TS| AR EARPHEFRIC RN, Fl#0 , DynamoDB HHERIZFK I EHE
HRBEHRTHBEINIR, ZIRTESEHELS , MR IDs FRELIRRFHB,

R2EMRSLFFEASIAH. EAXAMRELERKRPHFZEI K , EFEHANEBRKIREE X EXH T
BER. THELEQEUHSIAMAXERE , RN TEIZFKMERN Amazon S3 FHI#E — 3 #,
LBENHBIEHR T oM |, B LRI A Amazon Athena E3Z7E Amazon S3 AR HIRIZITER , MK
FETENFERBIETHRPE DynamoDB Y EIE,

Scorekeep SCorakeep-game
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THEEERKEER BT Amazon LambdafVELE B AR IRER. SHEN B RETRE , worker
TERZKE SR B ARFENER , Bt Amazon Lambda A2 K BIBRERFRL. FAESRE
BR , Lambda FBIZBER ID H & ERERE,

E AT Python By X-Ray SDK R2E¥INE /LT, B TS ARUEA AT E@H ETHpatch_alli
BKIERN HT Tclients , EAXIEA Amazon SQS Ml Amazon S3, Amazon SDK for Python (Boto)
TR A Scorekeep API Bt , SDK &3 IR ERR KR INEIEY API BRERAARERF,

Example _lambda/scorekeep-worker/scorekeep-worker.py -- THELFE Lambda BiEX

import os

import boto3

import json

import requests

import time

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()
queue_url = os.environ[ 'WORKER_QUEUE']

def lambda_handler(event, context):
# Create SQS client
sgs = boto3.client('sgs')
s3client = boto3.client('s3')

# Receive message from SQS queue
response = sgs.receive_message(
QueueUrl=queue_url,
AttributeNames=[
'SentTimestamp'
1,
MaxNumberOfMessages=1,
MessageAttributeNames=[
'All
1,
VisibilityTimeout=0,
WaitTimeSeconds=0
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N = B

ERAT Java By X-Ray FRTEBEHBNEABERCUBRD R, REBFEREEEAN , BT AERLNA
ERWRMERTFOR , MASHIARE, ER , NRMFEZRAESHIRBPEALZIRANEFS K , e

18 SegmentNotFoundException ).

BaIBE Web NARFHNIMVEBERMBIRZAZIT , HItEBEEFHLURDEUFHTR
M, Scorekeep EH WebConfig XHHERBHRBIKN. Scorekeep FE/Z N HARIEA SQL ¥HiE
EEA Amazon SNS,

avg. 12ms

0.3 t'min

ebdb@aaw2swdopdogdy...

Database: 5QL

a avg. 841ms

Clients

0.1 t'min

Scorekeep-init

AWS:ElasticBeanstalk:: Enviromment

avg. 514ms
0.07 t/min

ERIA WebConfig K eIZBHIK Amazon SNS 1T, 7 T1#R# X-Ray FF AT ESHEFEA Amazon
SNS; EF I BEAN D , Scorekeep FFE£ F/id R LAA beginSegment M endSegment.,

Example src/main/java/scorekeep/WebConfig.java - Ba1ABHHKNEH Amazon FF .
TEIEFIH

AWSXRay.beginSegment("Scorekeep-init");
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if ( System.getenv("NOTIFICATION_EMAIL") != null ){
try { Sns.createSubscription(); }
catch (Exception e ) {
logger.warn("Failed to create subscription for email "+
System.getenv("NOTIFICATION_EMAIL"));
}

}
AWSXRay.endSegment();

TE3E$E Amazon RDS $IEERT Scorekeep AR RdsWebConfig A , ELiEE 7 Hibernate £ /3 3h
B B A B IEE R E A SQL B RSIZ — N2 .

Example sxc/main/java/scoxrekeep/RdsWebConfig.java - BaiRIBF LMK SQL iE
FE& i

@PostConstruct
public void schemaExport() {
EntityManagerFactoryImpl entityManagerFactoryImpl = (EntityManagerFactoryImpl)
localContainerEntityManagerFactoryBean.getNativeEntityManagerFactory();
SessionFactoryImplementor sessionFactoryImplementor =
entityManagerFactoryImpl.getSessionFactory();
StandardServiceRegistry standardServiceRegistry =
sessionFactoryImplementor.getSessionFactoryOptions().getServiceRegistry();
MetadataSources metadataSources = new MetadataSources(new
BootstrapServiceRegistryBuildexr().build());
metadataSources.addAnnotatedClass(GameHistory.class);
MetadataImplementor metadatalImplementor = (MetadataImplementor)
metadataSources.buildMetadata(standardServiceRegistry);
SchemaExport schemaExport = new SchemaExport(standardServiceRegistry,
metadataImplementor);

AWSXRay.beginSegment("Scorekeep-init");
schemaExport.create(true, true);
AWSXRay.endSegment();

}

SchemaExport Bahiz{THEA SQL EF k. BTXREFm#HITRMN , Scorekeep B = ERIAE
NHARBEARAEFERNTFAIESEFEAND KL,
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A2 B AN

AN TE T ENNARFHNRB, ¥ X-Ray #EFPEFEEETH , BT KE JE’JEH"
B4 F X-Ray , BIMEET2H X-Ray SDK £, Scorekeep £ B C K BIZA KA N A F7EEB
SHREPEENAEFHEELSR.

Example bin/build.sh - #33 & 4 BRI

SEGMENT=$(python bin/xray_start.py)

gradle build --quiet --stacktrace &> /var/log/gradle.log; GRADLE_RETURN=$7?
if (( GRADLE_RETURN != @ )); then

echo "Gradle failed with exit status $GRADLE_RETURN" >&2
python bin/xray_error.py "$SEGMENT" "$(cat /var/log/gradle.log)"
exit 1

fi

python bin/xray_success.py "$SEGMENT"

xray_start.py., xray_error.py M xray_success.py =EH£H Python BIZA& | BTFHED R
W&, Feilwkiil JSON XHHFEES UDP X %;ZEUJJ*H FREF. MR Gradle EKLM , &7
PAE 8 5 X-Ray 2§ & IRERitb B A RY scorekeep-build TR , HEIHEIRE R

a . avyg. 14.6=
0.07 timin
Clients

Scorekeep-build

Traces > Details
Timeline Raw data
Method RESPOHSE Duration Age 1D
14.6 sec 4.5 min (2017-09-14 01:25:01 UTC) 1-59b9dabd-ab8ca?666217h31a03effacd
Name Res. Duration Status U-ﬂlms 2-:35 4.Ps B.Fs B.Ps 1?5 1?5 1‘Its ﬂlss
¥ Scorekeep-build
Scorekeep-build - 14Bsec |
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/build.sh
https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/xray_start.py
https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/xray_error.py
https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/xray_success.py

Amazon X-Ray FERARER

Segment - Scorekeep-build x
Overview Resources Annotations Metadata Exceptions
Working directory Marfapp/current
Paths Mvarfapp/current/src/main/javarscorekeep/
Cause

Ivarfapp/staging/src/main/javalscorekeep/RdsWebConfig.java:89; error. cannof find symbol
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder standard (). withPlugin{new EC2Plugin()).withPlugin{new ElasticBeanstalkPlugin());

symbol: class ElasticBeanstalkPlugin
location: class Rds\WebConfig

1 error

FAILURE: Euild failed with an exception.

BN Web NRAREFEF in

f£ xray-cognito 93X # , Scorekeep f# A Amazon Cognito & F 7 BE%5 8 B Ik 7 F 4 A iZ Ik
&% , MEM Amazon Cognito AP AR ERBNAFEE. AP EXA, Scorekeep 2fEH
Amazon Cognito & 3 #5RIREVA F 9 Amazon IGEHEH, & F JavaScript B9 Amazon SDK

BtEE N AT EEFAPNRESIEE A S Amazon X-Ray, Web M ARF X EEIERIZHE
EEFZAFH ID, JEEREERUARNEFmAEX Scorekeep API BV,

REMTHEERN xray WRSFSEPTR. WRFREHR T FERERLFENRRRFF, QIERTHNS
B, Wo B TRALEUR® D B KRIELS X-Ray AP,

Example public/xray.js - I8 &M £ D&

service.beginSegment = function() {
var segment = {};
var traceld = 'l-' + service.getHexTime() + '-' + service.getHexId(24);

var id = service.getHexId(16);
var startTime = service.getEpochTime();
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segment.trace_id = traceld;
segment.id = id;
segment.start_time = startTime;

segment.name = 'Scorekeep-client’;
segment.in_progress = true;
segment.user = sessionStorage['userid'];

segment.http = {
request: {
url: window.location.href
}
I

var documents = [];

documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

return segment;

service.endSegment = function(segment) {
var endTime = service.getEpochTime();
segment.end_time = endTime;
segment.in_progress = false;
var documents = [];
documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

sexrvice.putDocuments = function(documents) {
var xray = new AWS.XRay();
var params = {
TraceSegmentDocuments: documents
};
xray.putTraceSegments(params, function(err, data) {
if (err) {
console.log(err, err.stack);
} else {
console.log(data);

D
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X% Web SRR F AXIEA Scorekeep APl BB RIRS BIFRL M transformResponse B
RiEA. BENEFmS RS APl RN D BRIIFEER —REF , Web M ARFHMIE X-Ray SDK 7]
BREVAY IR ERFRK ( X-Amzn-Trace-Id ) FEERE ID M9 E ID. HKRNMH Java NAEFRESE
LEFRK BB RAET , X-Ray SDK for Java BRI ERER ID , FEREB Web RLARFE w2 BB
NESBHNRDE,

Example public/app/services.js - i2 & Angular % JRE A %5 B MR E R ERR K

var module = angular.module('scorekeep');
module.factory('SessionService', function($resource, api, XRay) {
return $resource(api + 'session/:id', { id: 'e@_id' }, {
segment: {3},
get: {
method: 'GET',
headers: {
'X-Amzn-Trace-Id': function(config) {
segment = XRay.beginSegment();
return XRay.getTraceHeader(segment);
}
},

transformResponse: function(data) {
XRay.endSegment(segment);
return angular.fromJson(data);
},
1,

£ RERIEE TS Web RARFEF IR R,
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A avg. 88ms

& t'min

Scorekeep-client

avyg. 46ms
> 22 timin

Scorekeep

‘ElasticBeanstalk::Environment

avg. 717ms
12 t'min
avg. §.43s
11 timin
SNS
random-name
‘Lambada
F
E |
random-name ‘

TEXRE Web I ARFNEBWRIRE RAFEXNKEF IR URL (B /#/ FLHRE ), R
RBEFERN , BRSIRE Web MARFIEAMN API BIRE URL ( MA /api/ FFLHIERE ) .

Trace overview

Group by: | URL -
URL - Avg response time -
hitp://scorekeep.elasticheanstalk. comi# 86.2 ms
http:/iscorekeep.elastichbeanstalk. com/#/session/40RFTOBXATHASETD 8.5 ms
hitp://scorekeep.elasticheanstalk. comi#/game/4ORPTOBS/AI4SAFFD/ATHASETD 255 ms
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EIFEERERARMNNE S in

HAFEBMFIRMESE , Scorekeep EH TELER Amazon SNS A miB A, XA BRI E&LEE
RBEEHRFIWENBEER , HEFTAFEWEEFRIAF, Hit , UxEARRIITES 2 — R oo 1
LB B B 87 75 5 o

BR , #olELEN , AT Java i X-Ray F R TEIFHMEBRN 2 BRAETEIRS. &R, 5
MRERELEPEALIRNE ER T Java B9 Amazon SDK EFimeET , Bl | MMELEH

B, SegmentNotFoundException

Example Web-1.error.log

Exception in thread "Thread-2" com.amazonaws.xray.exceptions.SegmentNotFoundException:
Failed to begin subsegment named 'AmazonSNS': segment cannot be found.
at sun.reflect.NativeConstructorAccessorImpl.newInstance@(Native Method)
at
sun.reflect.NativeConstructorAccessorImpl.newInstance(NativeConstructorAccessorImpl.java:62)
at
sun.reflect.DelegatingConstructorAccessorImpl.newInstance(DelegatingConstructorAccessorImpl. ja

RNTERXANEB , NARFER GetTraceEntity R ELEBFMN D ERNEIH |, HIRE
Entity.run() AZ£#ETEENZD BN LT XERHRNRHN TELERB.

Example src/main/java/scorekeep/MoveFactory.java - fFIRER £ T 304£3% B TELE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorder;

import com.amazonaws.xray.entities.Entity;

import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;

Entity segment = recorder.getTraceEntity();
Thread comm = new Thread() {
public void run() {
segment.run(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("## Send notification");
Sns.sendNotification("Scorekeep game completed", "Winner: " + userId);
AWSXRay.endSubsegment();
}

TE4TE 218


https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/MoveFactory.java#L70
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Entity.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html

Amazon X-Ray

FRARER

HIE , HFIEREX Amazon SNS WRARI 2T , NARFSALEANR— NN Fo B, X1
LABFIE X-Ray F & T ESEi2%EKE Amazon SNS BRI 2 B x< A2 B, TR TE Scorekeep fEHTiE
Ret RITFFAEAF 2B , RE Amazon SNS B AJAES & 5K,

Name Res. Duration Status EI.I]Ims Zo:ns 40:115 BU|I'I1§ w:'ns ﬂ]ErTIS 120|m§ 14|=m5 ﬂii:rTIS |$0|m§
¥ Scorekeep AWS::ElasticBeansialk::Environment
Scorekeep 200 I o= scorckeep elastichea...

DynamoDB 200 Bl Getitem: scorekeep-game

DynamoDB 200 B Getitemn: scorekeep-state

DynamoDB 200 . Getltem: scorekeep-game

# Send notficaton @ —_— ]
SNS 200 Publish

## GameModel saveGame _ =
DynamoDB 200 Getitern: scorekeep-session
DynamoDB 200 Updateltem: scorekeep-game

DynameDB 200 B Updateltem: scorekeep-game

DynamoDB 200 B Getitem: scorekeep-game

## GameModel saveGame ]
DynamoDB 200 Gelltem: scorekeep-session
DynamoDB 200 Updateltem: scorekeep-game

DynamoDB 200 - Updateltem: scorekeep-game

DynamoDB 200 B Getitem: scorekeep-session

DynamoDB 200 Bl Getitem: scorekeep-game

DynameDB 200 I Updateltem: scorekeep-move

DynamoDB 200 [l Getitem: scorekeep-session

DynamoDB 200 [l Getitem: scorekeep-game

DynamoDB 200 I Undateltem: scorekeep-state

BXRZEBUEBENESEER  BEREZSLENABRFPHNLEZEEZED B LT X,
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Amazon X-Ray SFH & F

® Note

E |, BAILAEERA CloudWatch REM Amazon EC2 SEHIFN A # fR S5 25 W EEfe 4R, BEH
IRER, CloudWatch fCIERRZS 1.300025.0 & E S ARA AT LM EATHY X-Ray & F i W IR T
SDKs , AEFMHKEE| OpenTelemetryX-R ay. £ CloudWatch {XE & Amazon Distro
for OpenTelemetry (ADOT) Collector 2 X-Ray SFHF R R ER R TR B SR O EEHR
BHE, BXESZEEL | 28 ( CloudWatch A 1ERE) HHICloudWatch I,

Amazon X-Ray SFFEFE2—IMNHRERMARRE , T UDP %0 2000 EHRE , WERBRHIFEERLK
FEHNHEPL%S API, Amazon X-Ray ZFHFEFSEEMEA , Amazon X-Ray SDKs 3 H %404k F
BITIRE |, XBERIEWEIE SDKs F8EEX X-Ray RS, X-Ray HEFHFEFE—NTRIME., R
PASREZI B HE github E GitHubiR RIB M EIER. com/aws/aws-xray-daemon

£ and £ Amazon Lambda Amazon Elastic Beanstalk , XRS5 X-Ray BWEKFKIZ1TF
BF. SXNEHEBFERFARKA , Lambda #< BaiE1TZ#EFH EF. £ Elastic Beanstalk
t , A XRayEnabled Bl BRI AEBIFERNES LETZHBESTTFRER. BXELSER , BE2H

EEARHM, AN E 51T X-Ray SFHFEF Amazon Web Services RS , B T EHHIETE , RE
RFEHF 2 B £ F X-Ray BIRER,

THHABETFER

YRATLAM Amazon S3. Amazon ECR = Docker Hub T&HSFH#HEF , AREAMEZETE , REERD
RPN EZERET D EC2 34 £,

Amazon S3
X-Ray BT EBF ZEEFMAIRMITXH

* Linux ( AJ4TXH ) - aws-xray-daemon-1linux-3.x.zip ( sig)

« Linux (RPM Z&#&F ) - aws-xray-daemon-3.x.rpm

* Linux ( ARM64 , AT T3 ¥ ) — aws-xray-daemon-linux-arm64-3.x.zip
* Linux (ARM64 , RPM Z%&#F ) — aws-xray-daemon-arm64-3.x.rpm

(
(
« Linux ( DEB &% ) - aws-xray-daemon-3.x.deb
(
(
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://github.com/aws/aws-xray-daemon
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-linux-3.x.zip
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-linux-3.x.zip.sig
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-3.x.rpm
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-3.x.deb
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-linux-arm64-3.x.zip
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-arm64-3.x.rpm

Amazon X-Ray FERARER

« Linux ( ARM64 , DEB Z%#2F ) — aws-xray-daemon-arm64-3.x.deb

« OS X ( AIATX# ) - aws-xray-daemon-macos-3.x.zip ( sig)

« Windows ( AI#1T3# ) — aws-xray-daemon-windows-process-3.x.zip ( sig )

* Windows ( ARSS ) — aws-xray-daemon-windows-service-3.x.zip (sig)

XEFRRAEO&RN SX REANHEETHIRERF. ETERBERS , FHRITUTRE

c MRETE 3.3.0 ZBHMA , B 3.x BN IZRAT, Hln , 2.1.0, £3.3.0 REzZ
Bl , E—ATFARIZEME armb4, Bl , 2.1.0 F armb4.

« MRETH 3.3.0 ZFHRAE , BF 3. x BRANZRES |, & arch BN IZRERE,

X-Ray REHEHEBNZXHXENFEE, BEEAEERINFHEBIEN Amazon BIR , &
M LR E R XEE RN X E,

https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn/xray-daemon/aws-
xray-daemon-3.x.rpm

(® Note
AR A XIHHA cn-north-1 M cn-northwest-1,

Amazon ECR

M 3.2.0 lRAFF1E |, ATEATE Amazon ECR R EIZHRESTHIEF, ERIREGET , NiZ AN ERE
Amazon ECR A H3FM&RA Docker & i 1T B AR IE,

BITUTHSRINEH AN 3.x MARE :
docker pull public.ecr.aws/xray/aws-xray-daemon:3.x

AEER 3.x BRA alpha RERE —EERASRKTHIABWRASR Alpha A, TNENELE
HEREAT A Alpha IMENHETIREFIRE,

Docker Hub

AT LATE Docker Hub EHRFIZHBSFHERF. STUATH S THEHEAH 3.x iRA :
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https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-arm64-3.x.deb
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-macos-3.x.zip
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-macos-3.x.zip.sig
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-windows-process-3.x.zip
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-windows-process-3.x.zip.sig
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-windows-service-3.x.zip
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-windows-service-3.x.zip.sig
https://gallery.ecr.aws/xray/aws-xray-daemon
https://docs.amazonaws.cn/AmazonECR/latest/public/public-registries.html#public-registry-auth
https://hub.docker.com/r/amazon/aws-xray-daemon

Amazon X-Ray FERARER

docker pull amazon/aws-xray-daemon:3.x

RF 3. x BERNIBENRAE , ATLRAURIRANRETRER,

RIIHETIEFFENZR

KU ZIP FRRAERNERTIEF R~ 2T GPC £R XM, LBFHEXE : aws-

Xray. o

BAUERANARARBIIHETIEFN ZIP FHERENERETER. BE , £H GnuPGC A
NHEEH

SALNEES

)

1. TELAEH.

$ BUCKETURL=https://aws-xray-assets.cn-north-1.s3.cn-noxth-1.amazonaws.com.cn/
$ wget $BUCKETURL/xray-daemon/aws-xray.gpg

2. BRAEBEASATENEZERATH,

$ gpg --import aws-xray.gpg

gpg: /Users/me/.gnupg/trustdb.gpg: trustdb created

gpg: key 7BFEQ36BFE6157D3: public key "AWS X-Ray <aws-xray@amazon.com>" imported
gpg: Total number processed: 1

gpg: imported: 1

FERS ANBARRITHRRTRER ZIP BRBEE,
B RNES
1. FTREMNSEXH,

$ BUCKETURL=https://aws-xray-assets.cn-north-1.s3.cn-noxth-1.amazonaws.com.cn/
$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip
$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip.sig

2. 31T gpg --verify REIFLH,
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$ gpg --verify aws-xray-daemon-linux-3.x.zip.sig aws-xray-daemon-linux-3.x.zip
gpg: Signature made Wed 19 Apr 2017 05:06:31 AM UTC using RSA key ID FE6157D3
gpg: Good signature from "AWS X-Ray <aws-xray@amazon.com>"

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: EA6D 9271 FBF3 6990 277F 4B87 7BFE ©36B FE61 57D3

FEBAXREENES. REIHETLEENEIANIART TESR , BAFRAGH. XHTEK
BEELY , ARBHRBIELAREAMmMS,

BITHESTPRER
EXRMMNSSITETHESTVER. F/H -0 BIMUAXRMIERNEZEIT , -n EINHRE X,

~/Downloads$ ./xray -o -n us-east-2

BXBETVFENFHARRA , BSHATIER :

e Linux ( A3k ) - 7£ Linux £i=1T7 X-Ray #HEFHEF

« Windows ( A5t ) - £ Windows Ei=1T X-Ray #EFIHEF

« Elastic Beanstalk — IE1£121T X-Ray SF#'#2 /& Amazon Elastic Beanstalk
T o EC2 — £ D EiE1T X-Ray SFH#2F EC2

Amazon ECS - £ Amazon ECS tiz1T X-Ray HEFIFEF

BRI EATSITENSEEX S —SEENHBTFERFNTH. BXEHARE , BSHLE
Amazon X-Ray ST 2 F

R HETIREFE X-Ray KIEHIERINR

X-Ray TR A Amazon SDK FFIREREIE L1 E X-Ray , EFEEBENERH Amazon FiEF gEX#
1

#£ Amazon t EC2, L'HFEFAﬁﬁJ@}%%‘WUE’JﬁTP}UﬁEEK#ﬂ@O BRESBBITZHETIRER
FIRZUENAXEER  BERELRMZTHNARER.
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MREESMIE (FEXH. ZHREXHHIMELTE ) EERIU , SDK 2EHIEHEE , REEH
BANEIUE, BXM SDK RUEFIUENEZELR , 28 (Amazon SDK for Go F R A RIEF) FHIEE

Fik,

HETHEFNFIUEFREN IAM AP LAERAREEABER RS

« B Amazon LERSHFRERF EC2 , HRIEZ— MK AEENHAGIRREERBAMNINEA
BH,

« ZE1E Elastic Beanstalk EER#BESTHER , BREEREEHAINZE Elastic Beanstalk ERIAEHIEL E
XA,

- BEREAMETNAER , THROAERBEITHETIER.

BXEZER , B NWEHFIEREE Amazon X-Ray.

X-Ray #RESFHFERBEE
FHEFAEEXESFHEEMAET Amazon X-Ray R E E.

2016-11-24T06:07:06Z [Info] Initializing Amazon X-Ray daemon 2.1.0
2016-11-24T06:07:06Z [Info] Using memory limit of 49 MB

2016-11-24T06:07:06Z [Info] 313 segment buffers allocated

2016-11-24T06:07:08Z [Info] Successfully sent batch of 1 segments (0.123 seconds)
2016-11-24T06:07:09Z [Info] Successfully sent batch of 1 segments (0.006 seconds)

BRINERT , #ETHEFNEEHET STDOUT, NREERAGITHESIRER , BEM --
log-file M RTIEMBEENXHKIRE B EXHFWERE, BEATLIURE B SR HER BERR,
AR , HSEEE Amazon X-Ray SFHEF :

£ Elastic Beanstalk  , ¥ &R REHBETFEFBENNE, BXFAFE , BSHEEET X
Ray SF# #2FF Amazon Elastic Beanstalko

BLiE Amazon X-Ray SFH

BAUERAGSTENREEXHRAEN X-Ray #HRTFFRFNITH. KSBOETERTXRTS
%, B -ERERATEREXH , A EREATHST.

ERBER  BEEMENHE—XEMR -n R --region , AT RERAEBTFREFEANKXSE , TR
BRBIE A IEE X-Ray.
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~/xray-daemon$ ./xray -n us-east-2

MREBEARMZTFFRER , BRI , FRE Amazon £ EC2 , WA BRI B 4 & 526 B & 34
FULAY -0l T , XFEFHRRF R Al ARt EE R B LE

~/xray-daemon$ ./xray -o -n us-east-2

HRWSTTENTULEEERECR, MFAERA, RURBTFEFUIUACANAETE SR
ABNRERERETHBKS,

FBAILCRBEENHEEIHETFER , MRS ARELEN , ATREMES , MEREHRBA X-
Ray W&, ZAESER , ARREREIRE,

Sections

- XBHWABREE
- FRABTITIEN
- EARENXH

XENHREZE
X-Ray #RFPRFXBFUATFHES :

« AWS_REGION — #E7E X-Ray BRZ5um S BY Amazon Web Services X3,

* HTTPS_PROXY — A#HBFHREFEE —MELHE LEDBRNAE R, BAARKERSHFER
/) DNS & = IP it Fiw OS5,

£ A on H1T1EI

LHEEAMREARAFPHRENAZTHESTVFERN |, SXEEMEZRELETE,
HETER

e -b, --bind - T HE A UDP im0 L&Y 7 B X%,

--bind "127.0.0.1:3000"

FINE - 2000,
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e -t, --bind-tcp - MU EM TCP w0 LA X-Ray BRSHEA,

-bind-tcp "127.0.0.1:3000"

ERIAE - 2000,
e -c, --config- \NIEERF MK E 4.

--config "/home/ec2-user/xray-daemon.yaml"

« -f, --log-file - ¥ B &% B E XA RE,

--log-file "/var/log/xray-daemon.log"

« -1, --log-level - AERF , KRN NRIFARHZFHFM :
dev. debug, info, warn, error, prod,

--log-level warn

ERIAE - prod
« -m, --buffer-memory - EXEHFXAUEANANFE (£ : MB, Z/MEHN3),

--buffer-memory 50

ZRIAE - 1% WA AR F.
« -0, --local-mode— AR E EC2 =4 T IE,
« -1, --role-arn- XAKEN IAM BEEIR A HMIKF

--role-arn "arn:aws:iam::123456789012:ro0le/xray-cross-account"

« -a, --resource-arn— ETFHFEFNRFRENIL T Amazon BEIREFR (ARN),
* -p, --proxy-address— Amazon X-Ray BE R EMXE F&EF, XTIEERERS IR

--proxy-address "http://192.0.2.0:3000"

« -n, --region - A%FEXIFHHPE X-Ray RS KL 5 B
e -v, --version— /R Amazon X-Ray SF# & F A,
« -h. --help- B REBHRE,
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£ F L iE XX A

EW T LMER YAML A X REEHETHRERF. £/ -c RIEZEEXHIRETIER.

~$ ./xray -c ~/xray-daemon.yaml

BB A IE T

« TotalBufferSizeMB - & REHX K/ (£ : MB, HZR/MEN 3 ). EFEONEA 1% BWENKH
%o

« Concurrency— FEDBEXHENEAHXFARXE. Amazon X-Ray
 Region— FXEBK*E4HFEXEN Amazon X-Ray B .
« Socket - EEHETHFEFHGE,
* UDPAddress - Bt EFHEFMTHIRKO,
« TCPAddress - {lilT 3 Eft TCP i O E# X-Ray IRFHE A,
* Logging - BLi& HEIEFIT A,
« LogRotation - i&EHN false LAZEH HERIR,

* LogLevel - BERBERH , KX AINRIFMAEIRTIFH : dev. debug, info T
prod., warn, error, prod. ERIAN prod , F@ET info,

* LogPath - ff B &% H BB E X 4B E,
* LocalMode— RiEtrue A AIBKEX EC2 SRl THIENRE,
« ResourceARN— Z1TSFHF R F I EIRAT Z# Amazon HIREE R (ARN),
« RoleARN - SEAIEEN IAM BAEF 5 B LA T HAKF,
« ProxyAddress— Amazon X-Ray B3 I X & &5,
 Endpoint - ¥ X-Ray lRF i RN #HEFFEFEHE KX 25 BN T R
« NoVerifySSL - A TLS kBRI,
* Version - #HEFHREFEEXHBRIRE, NHRXRERBIEFR,

Example Xray-daemon.yaml|

B E X R R S R AV AT IR O 30 3000 , H EXAXI KA THENRE , REAT LADR
WEe  URERXEN B FIEFKED,

Socket:
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UDPAddress: "127.0.0.1:3000"
TCPAddress: "127.0.0.1:3000"
Region: "us-west-2"
Logging:
LogLevel: "warn"
LogPath: "/var/log/xray-daemon.log"
LocalMode: true
RoleARN: "arn:aws:iam::123456789012:role/xray-cross-account"
Version: 2

FEAMIZIT X-Ray HREFHRERF

YRA]LATE Linux, macOS. Windows = Docker A28 A #thi21T Amazon X-Ray SFHF#EF. HEHEFF
AANAZLE RN NARRFN , STHETFEF A RERIEPHE X-Ray, EALLCHIHEAT
HHBEBERETIER

EARMZITE , SFHPREF AT LM Amazon SDK EEXH ( .aws/credentialsEEWAFBERYF)
RIMREETENER. EXEZEE , BEZH BETHETHERF MO X-Ray ZEHIENNR,

HEFFREFERO 2000 LI UDP 38, &0 BAGE A B E X4 M a5 175 T E &t O M H fhik
M, BEXEZER , HZH EE Amazon X-Ray FHEF.

£ Linux £i21T X-Ray #EEFHFERF

BELNSTITETRERTIREF TIITX M. £/ -0 RIUBAARERET , -n BIREXH.

~/xray-daemon$ ./xray -o -n us-east-2
EERAETHESTIER , BFEA &

~/xray-daemon$ ./xray -o -n us-east-2 &
£/ pkill AEEFAETHHETFEFHE,

~$ pkill xray

1£ Docker BEgHI121T X-Ray #BFHEF

£ Docker RS AMIZITHESTHVER , BEUTXARREFENB N Dockerfile X H.,
Amazon ECR L THZEEN RJIRG, EXREZELE , BSR NEHETHER
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Example Dockerfile — Amazon Linux

FROM amazonlinux

RUN yum install -y unzip

RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/
xray-daemon/aws-xray-daemon-linux-3.x.zip

RUN unzip daemon.zip && cp xray /usr/bin/xray

ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000", "-b", "0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

FA docker build HIEBEEME,

~/xray-daemon$ docker build -t xray-daemon .

FHA docker run ERRHEITHRE,

~/xray-daemon$ docker run \
--attach STDOUT \
-v ~/.aws/:/root/.aws/:xro \
--net=host \
-e AWS_REGION=us-east-2 \
--name xray-daemon \
-p 2000:2000/udp \
xray-daemon -o

Lan S e A TR

--attach STDOUT - EXAIREBEH#ETHFEFNAM L,

-v ~/.aws/:/root/.aws/:ro— EFAREX . aws B FH RiLHENR |, FHEEB IR
Amazon SDK &£1Z.

AWS_REGION=us-east-2 - iRi& AWS_REGION FMELE , UBHHRBTHEFERA BN X,
--net=host - FARMME| host ME., EHNME LMWABLELX MK OETERBE.

-p 2000:2000/udp - FHZITEN LA UDP im0 2000 ME BRI LENE—I®mO, ¥FRE—MEH
WERBHTEEMS , XTRLEN , BEAULELHSTREI AR Docker FIEITHNARRF
T BRREFH#HESTFRER.

--name xray-daemon - i3 &E A 8% xray-daemon , MR 2REHLEKE o

-0 (UTFREBHE ) - F -0 MMEMBAOR ( ERH[HETHESTPER ) . WETEIRTH
BEFEXR#ERTIZT , SUBFEE =i 3EE Amazon EC2 R4l Tz,

£ Docker AERHIZ1T X-Ray #EFHEF 229
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EEILHESFPER , B A docker stop., MRMEEN Dockerfile HERFREG , FEMBRI
BASE  AETHEUES N EEHREMNAESR. £ docker rm HiRASR.

$ docker stop xray-daemon
$ docker rm xray-daemon

£ Windows Liz1T X-Ray #EEFHEF
BN GTITETHESTVFEFTINITXMN. FA -0 TR BERZT , -n EMiREXE,

> .\xray_windows.exe -0 -n us-east-2

£ PowerShell IR PR EEFSIZFZITRS

Example PowerShell B Z<-Windows

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ){
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

}

if ( Get-Item -path aws-xray-daemon -ErrorAction SilentlyContinue ) {
Remove-Item -Recurse -Force aws-xray-daemon

$currentlLocation = Get-Location

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"

$zipPath = "$currentlLocation\$zipFileName"

$destPath = "$currentLocation\aws-xray-daemon"

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "C:\inetpub\wwwroot\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

sc.exe create AWSXRayDaemon binPath= "$daemonPath -f $daemonLogPath"
sc.exe start AWSXRayDaemon
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£ OS X £121T X-Ray #HREFHERF

FBAILUMN G TITETHESTPEFTIRT XM, £/ -0 BEIMUAMERIZ(T |, -n EWREXH.
~/xray-daemon$ ./xray_mac -o -n us-east-2

EEFARZTHESTIER , #FA &
~/xray-daemon$ ./xray_mac -o -n us-east-2 &

£ nohup AJBA L EL KX AN LK LR EFHRERF.

~/xray-daemon$ nohup ./xray_mac &

IETE121T X-Ray SF## & Amazon Elastic Beanstalk

ERNARFDHNBRESIEDSE Amazon X-Ray , A LATE Elastic Beanstalk SR D #3245 £
1217 X-Ray sF##EF. EC2 BEXxZXZEFFAMFIEK , i5Z Amazon Elastic Beanstalk FF & A i1 18
B HEE Amazon X-Ray iz,

@ Note

BT ST IR A IR R KA EC B SAFIREUNBR . BRI PRZN 102 Elastic Beanstalk <4
BLEXHHGEE , T2RRTHETHEF A X-Ray KIEHFEH R,

Elastic Beanstalk SF &R HEEIET , BALURET , BETHESTPERF. S ERNKEAE
BYHPEREETIRRF , E BT Elastic Beanstalk 24| A& ik RiE Tk E A, BB EEIR
B, HETYEFNZEIXRA L , HEARSZE1T.

Elastic Beanstalk ¥ & L @AM ATEERRRIFTRAR, FSRIZENFTAETE , RHENEEEREE
AR REFMRA,

Elastic Beanstalk £ Z & 2% Docker (Amazon ECS) ¥ A& LR X-Ray HETFHERF.
{# A Elastic Beanstalk X-Ray £ %1217 X-Ray #ESFHERF

EAEF A X-Ray E/& , EENRAEFIRNAE S EREEXHREE.
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£ Elastic Beanstalk # %15 /3 A X-Ray #H BT EF

#TF Elastic Beanstalk ##& o
SMEEHNIMNENEEEG A,
EREE,

ERRHIRE,

NF X-Ray #i2FHEF , EEEE3,
TR A

o 0o A wbh =

BULERRBHPISRENH , FEENRETUERREZREBIE,

Example .ebextensions/xray-daemon.config

option_settings:
aws:elasticbeanstalk:xray:
XRayEnabled: true

Elastic Beanstalk B E X4 #HEFPEFHF A ERHIIREMNE,
£ Windows Server ¥& £

o BLEXH - C:\Program Files\Amazon\XRay\cfg.yaml
« H& - c:\Program Files\Amazon\XRay\logs\xray-service.log

£ Linux ¥& £

- BLEMNH - /etc/amazon/xray/cfg.yaml
- B&E - /var/log/xray/xray.log

Elastic Beanstalk 12t 7 A TN\ R H1TIRESEHI H E Amazon Web Services Management Console
MWIE, BuLAEREE 4 RIN—TES , R¥ER Elastic Beanstalk @& X-Ray #HESTHERFH
=+

/Cho

Example .ebextensions/xray-logs.config - Linux

files:
"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf" :
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mode: "0Q00644"

owner: root

group: root

content: |
/var/log/xray/xray.log

Example .ebextensions/xray-logs.config - Windows Server

files:
"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf" :
mode: "Q00644"
owner: root
group: root
content: |
c:\Progam Files\Amazon\XRay\logs\xray-service.log

EXEZEL , FSHEFTAXARIEETH Elastic Beanstalk ¥53& EC2 #J Amazon Amazon Elastic
Beanstalk £#l&EE& H&E.

F3 TEHMIZIT X-Ray EERFHERF (SR )

MR X-Ray R FFEFNENFEEEEFTA , WA LM Amazon S3 THE HFERAEE X 4Kz
7o

£/ Elastic Beanstalk BEEXH T HH T HESTHIERF,

Example .ebextensions/xray.config - Linux

commands:
01-stop-tracing:
command: yum remove -y Xray
ignoreErrors: true
02-copy-tracing:
command: curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-
daemon/aws-xray-daemon-3.x.rpm -o /home/ec2-user/xray.rpm
03-start-tracing:
command: yum install -y /home/ec2-user/xray.rpm

files:
"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf" :
mode: "0Q00644"
owner: root
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group: root
content: |
/var/log/xray/xray.log
"/etc/amazon/xray/cfg.yaml"
mode: "Q00644"
owner: root
group: root
content: |
Logging:
LogLevel: "debug"
Version: 2

Example .ebextensions/xray.config - Windows Server

container_commands:
Ql-execute-config-script:
command: Powershell.exe -ExecutionPolicy Bypass -File c:\\temp\\installDaemon.psl
waitAfterCompletion: 0

files:
"c:/temp/installDaemon.psl":
content: |
if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetLocation) -eq 0) {
mkdir $targetLocation

}

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"

if ((Test-Path $destPath) -eq 1) {
Remove-Item -Recurse -Force $destPath

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/
xray-daemon/aws-xray-daemon-windows-service-3.x.zip"

FHTHRMZIT X-Ray #HEFHEF (BR)
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Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath’" -f '"$daemonLogPath ""
sc.exe start AWSXRayDaemon
encoding: plain
"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf" :
mode: "Q00644"
owner: root
group: root
content: |
C:\Program Files\Amazon\XRay\xray-daemon.log

X LRI H BT RRF AEXHRME| T Elastic Beanstalk R BHES , WELBE I HH AR
Elastic Beanstalk a5 5175 (EB CLI) ik B &R HEEEER,

L D F5E4F X-Ray SRR EC2

BRI LAETL D EC2H U TRIERS BT X-Ray SFHER ¢

 Amazon Linux
* Ubuntu
« Windows Server ( 2012 R2 RE SR )

ERARFIEENHR FRETHEFNRU LEZREHIES X-Ray, BXEZER , FHH ETHE
SFHREFE X-Ray ZIEBIERIRER.

FERAFBEMAERSRAN BaNETHESTIER.
Example A P EIEHIZA - Linux

#1/bin/bash

curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-
daemon-3.x.rpm -o /home/ec2-user/xray.rpm

yum install -y /home/ec2-user/xray.rpm
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Example A P #3EMZ - Windows Server

<powershell>

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetLocation) -eq 0) {
mkdir $targetLocation

}

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"

if ((Test-Path $destPath) -eq 1) {
Remove-Item -Recurse -Force $destPath

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath'" -f '"$daemonLogPath ""

sc.exe start AWSXRayDaemon

</powershell>

£ Amazon ECS ti=1T X-Ray #HEFHFEF

£ Amazon ECS L , 8= 1T X-Ray #EFHEFH Docker B |, FFH L% F Docker BR&TF ik
B, RIEEPBE| Amazon ECS &8, B MEESELX 4P FERAROMNMNEZERRE , A TR
W AREFSHETHEFASERS.
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A B Docker B

X-Ray 7 Amazon ECR L£#ft T Docker BEMG , BAUEZNNAREF —EHBZREG. BXE

ZER  BEATRHEETIER.

Example EFE X
{
"name": "xray-daemon",
"image": "amazon/aws-xray-daemon",
"cpu": 32,

"memoryReservation": 256,
"portMappings" : [

{
"hostPoxt": 0,
"containexPort": 2000,
"protocol": "udp"

}

BIZEF#I 2 Docker BR{&

NTEEXEE , BUEFEELEHZH Docker BRE,

NEFSALRIEERERE , RTEETHEFFRERKE LZF X-Ray R, BXESZER | #

SR RTHEBTFERFE X-Ray RIEHFEANER.

ER LT Dockerfile 2 —3R G2z 1THRE TP EFNVRE,

Example Dockerfile — Amazon Linux

FROM amazonlinux
RUN yum install -y unzip

RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/

xray-daemon/aws-xray-daemon-linux-3.x.zip
RUN unzip daemon.zip && cp xray /usr/bin/xray

ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000",

EXPOSE 2000/udp
EXPOSE 2000/tcp

Il_bll’

"0.0.0.0:2000"]

fEFE 7 Docker MR
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® Note
FE -t M -b RIEEHE U RITZ REFHENIRE,

Example Dockerfile - Ubuntu

X4 F Debian $T4£Y , L£REFBELRRIEBHFAIA (CA) iEH , BUBR T L REFIERFE,

FROM ubuntu:16.04

RUN apt-get update && apt-get install -y --force-yes --no-install-recommends apt-

transport-https curl ca-certificates wget && apt-get clean && apt-get autoremove && rm
-rf /var/lib/apt/lists/*

RUN wget https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-

xray-daemon-3.x.deb

RUN dpkg -i aws-xray-daemon-3.x.deb

ENTRYPOINT ["/usr/bin/xray", "--bind=0.0.0.0:2000", "--bind-tcp=0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

EENESELYF  BERRTEEANBKMER. HFXBRNIRIAER , TEEHNERIA VPC R4
A, EHFAMES | 5 AWS_XRAY_DAEMON_ADDRESS HiEZ 8% & N &1F X-Ray FF X T E 25| AW
ARB|FEAOHREENIHEO. Fla , ALK % UDP %0 2000 , HRIBEHNNARFASSHESH
BFASEZEmEEE,

Example £S5 E X
{
"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,

"memoryReservation": 256,
"portMappings" : [

{
"hostPoxrt": O,
"containexPort": 2000,
"protocol": "udp"
}
]
I
{
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"name": "scorekeep-api",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",
"cpu": 192,

"memoryReservation": 512,
"environment": [
{ "name" : "AWS_REGION", "value" : "us-east-2" },
{ "name" : "NOTIFICATION_TOPIC", "value" : "arn:aws:sns:us-
east-2:123456789012:scorekeep-notifications" },
{ "name" : "AWS_XRAY_DAEMON_ADDRESS", "value" : "xray-daemon:2000" }

1,
"portMappings" : [
{
"hostPort": 5000,
"containerPort": 5000
}
1,
"links": [
"xray-daemon"
]

MEBEEE VPC WAEFRPEITER , ATLUER awsvpe FEEFEEMEREDO (ENI) KHinREH
Do XHALURGEHAERE, AEOME, 45328 AWS_XRAY_DAEMON_ADDRESS MELEFH
FHIwO,

Example VPC E&E X

"family": "scorekeep",
"networkMode" : "awsvpc",
"containerDefinitions": [
{
"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,
"memoryReservation": 256,
"portMappings" : [
{
"containerPort": 2000,
"protocol": "udp"

]
+
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{

"name": "scorekeep-api",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",
"cpu": 192,
"memoryReservation": 512,
"environment": [
{ "name" : "AWS_REGION", "value" : "us-east-2" 1},
{ "name" : "NOTIFICATION_TOPIC", "value" : "arn:aws:sns:us-
east-2:123456789012:scorekeep-notifications" }
1,
"portMappings" : [
{

"containerPort": 5000

}

£ Amazon ECS ##| A P B E dp © 1T IN

WEITERINBEREGEREXHFPHEAHRE. STTEIEER TR , BT HERENE
TEFEHEITRE , BT UERBTITED,

WIS ATIET S B #1512 E1Z A 880 Docker CMD, BEXEZEEL , i5ZH Docker 2175 %,

$TFF Amazon ECS K #i2H|A |, Wik Hhttps://console.aws.amazon.com/ecs/o

MNEMmESR | EFTSLENEFTEXNXE,

ESMEREF , EF Task Definitions,

# Task Definitions WE L , R EBITHESEXEMHE , A/F1%HF Create new revisions
EOBESEHEITNE L | &R 28R

EREE D , MAES RN STERSRAMEGSFE,

IREEE,

KU B 1L Create,

© N o g &~ w0 N =

AT RBIERT WA RoleARN it TR BELUES £ BT S1TIE T, RoleARN EIEKAEEMN IAM
AR EESHMKS,
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https://docs.docker.com/engine/reference/run/#overriding-dockerfile-image-defaults
https://console.amazonaws.cn/ecs/
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Example

--role-arn, arn:aws:iam::123456789012:r0le/xray-cross-account

ET#HEX X-Ray P AWSTEINESEER , BZHELE Amazon X-Ray FHFEF.
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Amazon X-Ray 5 H fit A &£ Amazon Web Services Bk

% Amazon Web Services ;S5 BIHETEIHRFIA X-Ray £ , DIEREMOE AN FERBMIRL, =
1T X-Ray SFFREF UK BaiE X-Ray RIXARERHIE. 5 X-Ray WEKSEUTHE :

« EFRM - REMLNEAFR

- WM - N ELHEMKRS REFIFER

« BERBE - XNFABEEAERFM—NRERRL | FHRHEE TRER
« TEB-jE1T X-Ray #BEFH#REFM X-Ray SDK i 5 &

(® Note

X-Ray SDKs 2% A Ti#t — S E R K Amazon Web Services RS, a0 | BRI LU X-
Ray SDK AT Java Elastic Beanstalk i , LUR B XRZ1TER ATRRFH Elastic Beanstalk
IENER (SEMEEHMID) .

LT 2—%5 X-R Amazon Web Services IR% ay KK RHA :

« Amazon Distro for OpenTelemetry (ADOT) — &8 ADOT , TR RAEX N ARFHIT XN |
B AR RV B AR A IR BR R IE B Z N2 Amazon fRRF R |, @ELS# CloudWatch, T 5# RS
HMEF T Pro Amazon X-Ray metheus B9 B # £ E IRSS. OpenSearch

« Amazon Lambda— EMBEE TR E ANBERHFITESSMEZEN. Amazon Lambda EIEHIE
BEiERMAEANT S , —NAT Amazon Lambda RS , —MNETEE. BAKRME , Amazon
Lambda & &% Java # Node.js i21T8 Li&1T X-Ray SF##F , LMEE X-Ray SDK BE& M,

- Amazon AP| Gateway — s FEzh M. APl R EAZERNRBEZICFNER , HEAKRSH
7 P 5% B ER A 7T =

- Amazon Elastic Beanstalk - T&, L T¥ A& L , Elastic Beanstalk ‘@1F X-Ray #HEFHFERF :
« Java SE - 2.3.0 RESRANEE
« Tomcat-2.4.0 RESHRANEE
« Node.js - 3.2.0 RESRAWEE
« Windows Server - BR T 2016 £ 12 A 9 BE &AM H Windows Server Core AN BEEL E.

& A LAfE A Elastic Beanstalk ##| & £ 0 Elastic Beanstalk EIX &£ & L E{THESTHER , &
f£ aws:elasticbeanstalk:xray @& ZEFEH XRayEnabled %,
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« Elastic Load Balancin - N AR 198 LNiERRER. NARFARIGEHSSFRER D RNz
BRIRk , RAEFEXREE BR4H,

« 5% EventBridge — #31 T B, MR A X-Ray SDK ¥ @ EventBridgeE & i B4 19 R 53 T4
A, NS4 B PR UL R BR ERAR L I AR AL 1B R IR ERER 1D,

« Amazon Simple Notification Service - £z M, R Amazon SNS X & FEH X-Ray SDK BRERHE
B , 1TEE AT LA IR AR K H 42 A MRV ERER ID 218K E W RRIRER,

« Amazon Simple Queue Service - £z, MREDRSFER X-Ray F R TEBREREFER , NI
Amazon SQS A AR ik BR BRAR Sk H 4R fE F — BV R BR ID FFRBIRERM R IX FEEIBEIFEA SR,

MNATEBARHFITIER | HRREELE K Amazon Web Services BR%
=3

+ Amazon ##) OpenTelemetry & #ThX Amazon X-Ray

« Amazon API Gateway E£31E#R X Amazon X-Ray

« W5# EC2 #] Amazon App Mesh
« Amazon NAEFI=1TE8H X-Ray

« Amazon AppSync # Amazon X-Ray

- 125 X-Ray API A Amazon CloudTrail

+ CloudWatch 5 X-Ray £

« EARER X-Ray MNZEH &/ E X Amazon Config
« Amazon #M it E=H Amazon X-Ray

» Amazon Elastic Beanstalk 1 Amazon X-Ray

» Elastic Load Balancin Amazon X-Ray

« 5 EventBridge A1 Amazon X-Ray

« Amazon Lambda # Amazon X-Ray

« L5 # SNS #] Amazon X-Ray

« Amazon Step Functions #1 Amazon X-Ray
- T 5# SQS A Amazon X-Ray
« 5 S3 #] Amazon X-Ray
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Amazon F# OpenTelemetry & 1ThR Amazon X-Ray

£ Amazon Distro for OpenTelemetry (ADOT) ISR MR ERA R Hfb s iRfR AR |, fliL S
# ., CloudWatchil 5i# OpenSearch fR55 #& A T Prometheus WL B E RS, Amazon X-Ray

Amazon B & 1ThR OpenTelemetry

OpenTelemetry (ADOT) Amazon X{TIRREFT=ERELEITEE £4 (CNCF) I B # Amazon Z1ThR.
OpenTelemetry OpenTelemetry 12t —AFFR APIs, EMRE , BT RESD FXNREMIER. ZIE
‘@2 L OpenTelemetry HHHI &1THR SDKs , fE2I M, 1L, RFPMNEZHFH AmazonB 3k
MR FU LSS

f&8h ADOT , TRMRAFBX M ARFH#T— RN , BN XN IERMBRERZEE 2N Amazon
MR AR , 8F T S# CloudWatch, Amazon X-Ray¥l &# OpenSearch BREFER T
Prometheus B S T ERRSS -

ADOT EHI KRB LM RFREMK , Amazon Web Services IS LAfRI{L[E X-Ray SEUEHBRARE
RERERFMIERHEE, 5 ADOT £ — LIRS REIEHE

« Amazon Lambda— & F ADOT # Amazon & Lambda E&X B3 M Lambda % , fF
Amazon Lambda # X-Ray #J out-of-the-boxBL i —i2 OpenTelemetry 3T BEIF FIRENEF , M
Mz plug-and-playA F &%, AP TEEXRBEIT S AFE OpenTelemetry FAHE Lambda &
W, BEXESZER , HSHEMT Lamb Amazon da #J OpenTelemetry & 1ThR

o I G#haE i AERARSS (ECS) — £ Amazon Distro for Collector Collector ML B # ECS MR
OpenTelemetry INERIEFRMIRER , RAFKEE| X-Ray MEMKERBRER, BEXEZEL , BN
{Amazon ECS FF R A R $EmM) FHRENAREFREHIE,

« Amazon App Runner — App Runner X% Amazon Distro for OpenTelemetry (ADOT) [a X-Ray
RIERER. A ADOT SDKs WEASRILMARFNIREREIE | H A X-Ray 2 BN
BEHRENXENARZFNAE, EXEZEELE , BZH Amazon App Runner 1 X-Ray,

BXEITHRIEZEER OpenTelemetry , @IFESHM Amazon K 1THREVERK Amazon Web Services
R% , B2 X MAmazon £1THR, OpenTelemetry

B X £ A Distro for 1 OpenTelemetry X-Ray SN ARFHITRMNEZEE , S HEFEA Amazon
Distro XI5 A2 F# T4 M. Amazon OpenTelemetry
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https://aws-otel.github.io/docs/getting-started/lambda
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/trace-data.html
https://aws-otel.github.io/docs/introduction
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Amazon AP| Gateway F z1iE#RZ # Amazon X-Ray

HAFERBIERN Amazon APl Gateway ZIAZIEE RS E , B LAER X-Ray APIs KIRERF 7
WX LEER, API Gateway XX FiE API Gateway im RE BB 1T X-Ray IRER : XiF, BEMHELH
B, EMETHA X-Ray Amazon Web Services Xig #9375 , {REB AT SAFE T B % API Gateway L£fE
A X-Ray, BXx<EZEER , BH5H (API Gateway F X AR ER) FEIEH Amazon X-RayiR iR API
Gateway APl 1718 o

(® Note
X-Ray X3z #F APIs &3 API Gateway BRER REST,

Amazon API| Gateway N iR# E 3B X3 Amazon X-Ray. 1 AP B ERJZ F7E3N R ERUATT & A B R
HITEE | HNREREAIAE X-Ray,

A{AIE API B ERJE R TE B BRBR

1.  TF API Gateway ##H|& , Bk https://console.aws.amazon.com/apigateway/o
®EEFE— AP,

EE B .

EAE/BREREDF L |, &R B A X-Ray RER , AGERREER.
HEEMSMERS , EETR.

MEEFHFEEHMREN AP, FEFRBRETHIIR , RGEEIE AP,

o o bk~ w0 DN

API Gateway £ F#&7E X-Ray 2% & HE LK REMN KB EZZKNER. BTUIRMGERTH
UERT APIsSEERERLNEBERNMM. API Gateway EZ BRHBEMERIZFERL , UREXHNEA
BERNFEAER. AXESFEE , B2 EEREAN,

(® Note

APIs 5 API Gateway HTTP £/ R8s REST i , B0 BRIRS BFREREE M API
Gateway F|#&H HTTP £ aim SR ERMULEERE | MTE X-Ray IRERth B 7 &N — Mt
BRER —MRF TR, K& URL BRETRESSHIREREET 10,000 TR LR , N
MR,
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WEKARERD APl Gateway I ZHRSET RHE , FEEE URL EWNFZHEHELY
POST iR EXBEZESH, XMMHTEHEBRSHETE URL BREN -T2 , XS
WA AR/ URL BREMRS T Ko

NFABEEAER , APl Gateway R ERERAT LRI RN IR XA RERIRAAEA HTTP Ko

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbe46a994272793

X-Ray IRER ID #3

X-Ray trace_id HUEFZF 2B =ZARFAR, Hli0 , 1-58406520-
a006649127e371903a2de979, XAIE :

- BRAE Al L.
-« FIRERMEE , A Unix L7608 |, 7 8 MAR#EBIBF

flgn ;2016 &£ 12 A 1 B L4 10:00 ( K FFFrAERTE ) L TRTER 1480615200 % , ER T
AN EIEE 58406520,

« RERKY 96 (U BME—PRIASRF , A 24 M AREFIBF

MRZATENRE , AEBERRERXRENBERHACTFRERE , WZMBRNDIIERIER. Hlwn, 280
B Web AR F @SN HTTP FF i A APl Gateway APl, 4#&EH X-Ray SDK & HTTP &F
WA, A EREREN A EHERBMBERL, API Gateway EEURERIRLH N REBERWES
B

MREEA APl Gateway IR API £ 5K Java SDK , NI A LUBS £ & F in 4 B ES FOR INE R EBRE
FREN SDK & iR , MI&F RN Amazon SDK BEFwm—#, BXHHA , BSREMRERT Java
# X-Ray SD Amazon K B#: SDK A :

I 53 EC2 A Amazon App Mesh

Amazon X-Ray 5K Amazon App MeshSAEE MRS H Envoy K, App Mesh 12T Envoy iR
X, BAFHHEHEE N OEMRESH pod WABRHIZITH X-Ray #RFHERFKZRERE. X-
Ray X FE AT E App Mesh 3B RS #HTRER

» Amazon Elastic Container Service (Amazon ECS)
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https://docs.amazonaws.cn/apigateway/latest/developerguide/how-to-generate-sdk.html
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Amazon X-Ray FERARER

* Amazon Elastic Kubernetes Service (Amazon EKS)

c TEBHEETER (LD%E EC2)

FERAUTRBAN T F{ES App Mesh 5 A X-Ray BRER.

Service map

default-ateway

Clients
appmesh/colorgateway-vn
AWS: AppMash:Proxy
avg. 0.08ms
a BA t/friin
Clients avg. 2ms

B& t/min default-colorteller-white

appmesh/colorteller-white-vn
AWEAppheash:: Proxy

EfRE Envoy REBLUNBIERIEE X-Ray , BEHASRE N HRE ENABLE_ENVOY_XRAY_TRACING
WETE,
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® Note
Envoy B App Mesh iRZS B BIFRIBEE M RFEA N ZIXRER. MEFEA 5% HNEERFER
( #t3% Envoy MRAR 1.16.3 EFARA ) , = 50% BIRMHER (X Envoy 1.16.3 Z BIBVAR
K)o

Example Amazon ECS #J Envoy &8 E X

"name": "envoy",
"image": "public.ecr.aws/appmesh/aws-appmesh-envoy:envoy-version",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"
.

{
"name": "ENABLE_ENVOY_XRAY_TRACING",

"value": "1"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | cut -d' ' -f3 | grep -q live"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

(® Note
#2H ( Amazon App Mesh AAF#ER) ## Envoy E§ , T#EXTA Envoy Xigiithit Y
BEZEE.
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BXERBFIEIT X-Ray #EFHEFNIFMEE , ESH £ Amazon ECS Eiz1T X-Ray #FE5FH
BF. XTOERSMIE. MK, Envoy REM X-Ray FHEFNRBIBARE , 151 App Mesh
colorapp RBIFEMERIHERH GitHub,

THRES

« Amazon App Mesh A’
« Al Amazon App Mesh #1 Amazon ECS

Amazon B AREFIZE1TaR M X-Ray

Amazon App Runner 12t 7 Amazon Web Services RS —fiRiE, &l BLFREBEN AN , ATLUE
BFRREHASMGEEDEF AT BAZEM Web B FATEF Amazon Web Services =o BT EE
IFEAR, REFEABRITERS , S FEENENMAMBENEE Amazon BiR. BXEZER | 18
SR 4 & Amazon App Runner,

Amazon App Runner B33 5 Amazon Distro for OpenTelemetry (ADOT) £5% , [@ X-Ray XX RER,
£/ ADOT SDKs WA Rt N AR FHIREREIE , HEMR X-Ray 2T ENNEBLNARFHREX
XERNARFNNE, BXEZEER , BSHER X-Ray BRER App Runner B AR F,

Amazon AppSync #l Amazon X-Ray

B LS A M ERERAVIER Amazon AppSync. BXEZEE. , BZH A Amazon X-Ray #1TIEERL
TR,

A E Amazon AppSync /N API 5 Al X-Ray IRERfG , RESELNIK, P B38| E B HENNRE
Amazon B MG EERBRSHA<A R, XA Amazon AppSync AZ £ F R @ X-Ray KIXRER,

f#F1id% X-Ray API @A Amazon CloudTrail

Amazon X-Ray 5Amazon CloudTrail—TRGFERK , ZRFREREAF. A&, AMRTRENIZR
Amazon Web Services fR%5. CloudTrail i X-Ray BWFrE APl AARERAENH, HIRNFARSEXRE
X-Ray ##| & /A ARNX X-Ray APl B#EMRBIAR., FRAWKENES CloudTrail , B A LAFEE @ X-
Ray £ HHIER, KHERP IP thut, KHBBERONEAREMIEAER.

BIMEHHETREBESEXRERBFRNARGR. BOEEEMTEHEUTRE !
- BREFEARAFELEERAFEIERHN,
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Amazon X-Ray A& AR
- HREABNE IAM Identity Center AF & H,

- BREEAACERKEAFNINZEEUE R HN,

- EREREHEM Amazon Web Services BRS % Ho

CloudTrail FE&RIZ MK~ Amazon Web Services Ik BRHEZIKF R FiEzNRES , HEEBH AL
158 CloudTrail SE31f1 £12%, CloudTrail EHAELIEFRETZE 90 RHPIERNEESHMNAIE
&, EER, ITHAETAEHNIEFK. Amazon Web Services KiBIEXEZELR , 25 (Amazon
CloudTrail A #EE) H#Y “£/A CloudTrail EHFAEL1ERK". EFEFIHLIERKT CloudTrail EEST
= Ho

EE 4510 % Amazon Web Services I 3% 90 RN EH |, i RIEBES CloudTrailLake B4 EHIE
F#.

CloudTrail &

IBER fo¥F CloudTrail ¥ B &M 4 £ %2 Amazon S3 8. /A AIEMNARE Amazon Web
Services Management Console #2 % X1E#, BB A Amazon CLISIZE$ XiFm % X i
REF, BWOIESXERE , RASBTLUEIRK S Amazon Web Services X138 REVFTEESI. 10
R 22 XRE , I RgeEFREMN Amazon Web Services XiZi i RN EH. BXRIRERM
BZER , B2 (Amazon CloudTrail BF#Em) FH R ER Amazon Web Services ik~ 6l 2 iR
ERF AR BB IR,

BEAERBER  SAUKHFEEHTHEESHN — M EIAEEXSZE/ Amazon S3 1F4EH |
{B&UHY Amazon S3 2% H. CloudTrail H3% CloudTrail EMMNEZEL. |, EZ @ Amazon
CloudTrail Efte BX< Amazon S3 EMHEE. , i5ZE Amazon S3 Efts

CloudTrail I ASEH IR 4

CloudTrail LQ@ ak e AFEXNEHZTET SQL WEH, CloudTrail Lake HEF1TH JSON
BN BEHHR A Apache ORC #. ORC 22—t RiES REIEH TR 5 X 7764
BX. SHNERSIEHEEFHED , cRETEEINASASHEESEENZENTT
THWEHES, NATEHREFHENEFRSATRENBLEEHSEFEHIHEER, BX
CloudTrail Lake WEZEE , 55 @ Amazon CloudTrail 5™ S #YEH Amazon CloudTrail
Lakeo

CloudTrail HAEHHFEE#NEHNLSTERA, AESHBUEEMEN , B UERERTEHK
BEEOEMET, EMETURE T BN EEEHNEER  UREHBREEENRIANZEKRE
i, B CloudTrail EMMEZEELE , 1S Amazon CloudTrail EHT.
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Amazon X-Ray FEARIERE

£

« Y X-Ray EXEEH CloudTrail
o HHY X-ray ZIEE4 CloudTrail
+ X-Ray EH R4l

F#Y X-Ray EEZE# CloudTrail

Amazon X-Ray 5& & Amazon CloudTrail LigRA P, A®HAF Amazon Web Services Bk %

£ X-Ray HFITH APl $21E, BT LAEH CloudTrail 35834 X-Ray AP| {5 R H I A EEM#TE
Amazon S3, I 3i# CloudWatch B &ML S # CloudWatch B4 H, X-Ray XU TIREERS
# CloudTrail i23FkE AEXHH :

XM API B4

» PutEncryptionConfig

* GetEncryptionConfig

» CreateGroup
* UpdateGroup
» DeleteGroup

» GetGroup

* GetGroups

* Getlnsight
* GetlnsightEvents

* GetlnsightimpactGraph

* GetlnsightSummaries

* GetSamplingStatisticSummaries

Y X-ray ZHIE=E4 CloudTrail

BESHRMEXERBRLIERBEPHITHERRENSESE (B0, PutTraceSegments , B 7 &
X & E| X-Ray ) »

XESHRABBEERE, BIREHEERESREET. RIMERT , CloudTrail FidFKHBESEH.
CloudTrail E#H L iC KA IEZRERBEH.
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EERBESHENWEGNTEHA. BX CloudTraill EMMWEZEE |, 55 Amazon CloudTrail E4ts

EALAER CloudTrail #%|&. Amazon CLIEX CloudTrail API #4Ei2 % X-Ray BREHNWHKIES

#, BRIMAEZBFEEHEMNESZEL , 5 (Amazon CloudTrail BF1EE) FHEEH Amazon

Web Services Management Consolei REIEE 4 M EH Amazon Command Line Interfaceid & E#E

i

TRIETEAUNRERBEESEHN X-Ray BIREXE, BIESHERRE (#HE ) JIETRENES
CloudTrail & LV BIEEHREFIRFPIEZEMNE, res ources.type EFE RiZresources.typef ,
BN EEASRESREMIEFRNIEEZE. Amazon CLI CloudTrail APIs“ APIs 12 EI# ¥z
CloudTrail” 3£ 7R 7 CloudTrail # X Z & RERHIZKMN API A,

BIBEHXRE (BHE) resources.type & ¥#E APIs E123%F| CloudTrail

X-Ray BRER AWS: :XRay::Trace » PutTraceSegments

* GetTraceSummaries

» GetTraceGraph

» GetServiceGraph
» BatchGetTraces

* GetTimeSeriesServi
ceStatistics

* PutTelemetryRecords

» GetSamplingTargets

U LU B REHIRREEEE NE eventName M readOnly FER E#ITHIE | MMXiCFK AL
FWIEREENSEH, BR , B EFBE I Fresources . ARNFEIE R RIEREH , BN X-Ray
B}iB%&HE ARNs, BXIXEFERNESEE , 1S AdvancedFieldSelector {Amazon CloudTrail
APl &) By , LT RIAZE{Tput-event-selectors Amazon CLI &5 BLi2 % CloudTrail
RERENBRESHNRG, EXREEPZETHIREENERRERNXE ; &N , ZRE/MRE

InvalidHomeRegionException &,

aws cloudtrail put-event-selectors --trail-name myTrail --advanced-event-selectors \
{
"AdvancedEventSelectors": [
{
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },

FH X-ray BIEZE 4 CloudTrail
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{ "Field": "resources.type", "Equals": ["AWS::XRay::Trace"] },
{ "Field": "eventName", "Equals":
["PutTraceSegments", "GetSamplingTargets"] }
15

"Name": "Log X-Ray PutTraceSegments and GetSamplingTargets data events"
} 1

X-Ray B4 R~41
EEEM4 R GetEncryptionConfig

LR 2 X-Ray #97~| GetEncryptionConfig & %% B CloudTrail,

Example

"eventVersion"=>"1.05",
"userIdentity"=>{
"type"=>"AssumedRole",
"principalId"=>"AROAJVHBZWD3DN6CI2MHM:MyName",
"arn"=>"arn:aws:sts::123456789012:assumed-role/MyRole/MyName",
"accountId"=>"123456789012",
"accessKeyId"=>"AKIAIOSFODNN7EXAMPLE",
"sessionContext"=>{
"attributes"=>{
"mfaAuthenticated"=>"false",
"creationDate"=>"2023-7-01T00:24:36Z"
I
"sessionIssuer"=>{
"type"=>"Role",
"principalId"=>"AROAJVHBZWD3DN6CI2MHM",
"arn"=>"arn:aws:iam::123456789012:ro0le/MyRole",
"accountId"=>"123456789012",
"userName'"=>"MyRole"

},
"eventTime"=>"2023-7-01T00:24:367",
"eventSource'"=>"xray.amazonaws.com",
"eventName"=>"GetEncryptionConfig",
"awsRegion"=>"us-east-2",
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"sourceIPAddress"=>"33.,255.33.255",
"userAgent"=>"aws-sdk-ruby2/2.11.19 ruby/2.3.1 x86_64-1linux",
"requestParameters"=>nil,

"responseElements'"=>nil,
"requestID"=>"3fda699a-32e7-4c20-37af-edc2be5achdb",
"eventID"=>"039c3d45-6baa-11e3-2f3e-e5a036343c9f",
"eventType"=>"AwsApiCall",
"recipientAccountId"=>"123456789012"

BIEEH =6 PutTraceSegments

LALR 2 X-Ray B9 7~f] PutTraceSegments FEIEIEEH BHESKE CloudTrail.

Example

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAWYXPW54Y4NEXAMPLE:i-0dzz2acl111c83zz0z",
"arn": "arn:aws:sts::012345678910:assumed-role/my-service-role/
i-0dzz2ac111c83zz0z",
"accountId": "@12345678910",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAWYXPW54Y4NEXAMPLE",
"arn": "arn:aws:iam::012345678910:r0le/service-role/my-service-role",
"accountId": "012345678910",
"userName": "my-service-role"
},
"attributes": {
"creationDate": "2024-01-22T17:34:117",

"mfaAuthenticated": "false"

},
"ec2RoleDelivery": "2.0"
}
.
"eventTime": "2024-01-22T18:22:057",
"eventSource": "xray.amazonaws.com",
"eventName": "PutTraceSegments",
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"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.0",
"userAgent": "aws-sdk-ruby3/3.190.0 md/internal ua/2.0 api/xray#1.0.0 os/linux md/
x86_64 lang/ruby#2.7.8 md/2.7.8 cfg/retry-mode#legacy",
"requestParameters": {
"traceSegmentDocuments": [
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0000",
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0000",
"trace_id:1-00zzz24z-EXAMPLE4f4e41754c77d0001",
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0002"
]
.
"responseElements": {

"unprocessedTraceSegments": []
},
"requestID": "5zzzzz64-acbd-46ff-z544-451a3ebcb2f8",
"eventID": "4zz51z7z-77f9-44zz-9bd7-6c8327740f2e",
"readOnly": false,
"resources": [

{

"type": "AWS::XRay::Trace"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "012345678910",
"eventCategory": "Data",
"tlsDetails": {

"tlsVersion": "TLSv1l.2",

"cipherSuite": "ZZZZZ-RSA-AAA128-GCM-SHA256",

"clientProvidedHostHeader": "example.us-west-2.xray.cloudwatch.aws.dev"

CloudWatch & X-Ray &£/

Amazon X-Ray 5CloudWatch N A F{ES. CloudWatch RUM H Syn CloudWatch thetics £ERX ,
A LERA MK ENARFNIZETIRR. 7 Application Signals BAMARER , AEERS. EF KR
M. Synthetics Canary MRS MBI Z TR H T H# /TR BHEE,

B33 XBX CloudWatch $E¥r, BEM X-Ray BRER , X-Ray IRER#th B AR R M RS end-to-endE |
B R R BB AR IR B Z M A,
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f& CloudWatch B RUM , AU ITESSN AP K |, LUEFERMARNKENEEREXGRAF S
EH Web N AREFHENEF IREIE, BB Amazon X-Ray # CloudWatch RUM , & 7] LA 4 #7 F118

BMMARFHNRLRAFETE Amazon EERSHIBEREE, AHBERRAIEMKRLRAFNERB

BHEEIR,

F&
« CloudWatch EA#E ] Amazon X-Ray
- £ X-Ra CloudWatch y BiREHRELE

CloudWatch BA#;® A Amazon X-Ray

f&Bh Amazon CloudWatch RUM , A IR ITES AR K |, BUE PR A NIKENMEEFTRBXER
AP &ER Web BARFHEENE P mEIE, 188 Amazon X-Ray # CloudWatch RUM , #& 8] LA %
WRRARMNNAEFNRELAFETE Amazon RERSHWBERER, TRBBRIEMKRLRAFH
HERBE B IR,

FRHAF&1EM X-Ray lRER/E , CloudWatch RUM £ [E ¥ HTTP &3RF— X-Ray IRERFR
ko, HieRAWH HTTP B3R X-Ray 2. AE , B LE X-Ray # CloudWatch ##| &R &EF XK
BXEAFLENPENXE , B1F X-Ray RER#E,

® Note

CloudWatch RUM &5 X-Ray R&EMNERK. R , BRFNARFIREANEA CloudWatch
RUM B} , iEEBERHE D . M R CloudWatch UM ZIAHRERATEEST= LN RH. BEXE
ZE8 , 25 Amazon X-Ray EHto

BINERT , M CloudWatch RUM &AM B FiniRERAREZ D RS RiRRER. BENFFRRIRERS
2w IR FRIEEHE K |, B fF CloudWatch RUM Web & FiRBLE F @iX L HTTP B3RN0 X-Ray IRERFR
%o

/A Warning
$F CloudWatch RUM Web &ZFIRELE N [ HTTP #ESRF I X-Ray IREAR LA RE &S BB EHE
JRHEZ (CORS) kM, RBRXMIER , R X-Amzn-Trace-Id HTTP #R3L 78102 TR
%5 CORS BELEM A FHRkFIRkP, MREMFER API Gateway 167 TifF , i5Z 51 REST API
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HIRE R CORS, HATBIUBWEBRELEFHRERRINEF K X-Ray BRERL 2 800 5 AR
Fo BXEZER , 152 CloudWatch RUM Web & F i X #4,

BEXPEAFPKEENEZER CloudWatch , i5Z £ A CloudWatch RUM, EFNAREFRENRN
£/ CloudWatch RUM , @& A X-Ray REEAF&F , BSREMAREFZERNEA CloudWatch
RUM,

£/ X-Ra CloudWatch y it &R &L &

CloudWatch Synthetics 2 —IE £ EWRS , LB SEIRSH APIs FASX 24 /Mid, o iz
TRt e,

EBRILABE N Canary BHIALUREUTHEFRWEN :

- AR

- IR

- B%

o TSR KA B

- Step-by-step FE T
o TUE MR

« Ul &7 89 hNEEER

- ERNESR

MRAEFTNEERE

Canary BfE5&F HEMBLNTHEBERNRENITH , ATHRIERE SR,

E T #AXIZE Synthetics MW FMEL , BESREH Synthetics BIEMEE Canary,
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Canary

clisni:=Synihatica

W

AWSElasticBeanstali::Ervirenrment
avg. 300ms

0.1 vimin

products
AWE: ElaslicBaanatalk:: Ervironmiant

Client

auth
AW S=ElasticBeaanetab:Ermironiment

o

avg. 53 3ms
0.4 vimin

avg. H00ms

0.1 timin

api
AWS=ElasticBeanstali-Ervirnment

‘a

Client AWEApiGateway: Stage

LT RBIE R Synthetics Canary 5| 2 W BHEBNEREARS, BNREIEER T EAREREES
X-Ray Analytics 12| & # 1T @RI B RBE,

AN RREEEASCHTEINESER , FERHEERSHEE,

BXRWMAFEEE X-Ray Analytics BHEHS2RENEZER , HSH S An Amazon X-Ray alytics #
FARE,

£

- EREREPEFTHEBRERREMN Canary

s NEAMNBEREARRFESHBUFHAEEEMER
- BE BN TRRSEEHNHENRAEFRER
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Amazon X-Ray FRARER
BEMRERTAES

HE R BE S JS Y E IR A 4R IR S iR BE =R

WEMBAMENELEBETE APIs AKX URLs

E A4 & X T Synthetics iR

ERRbEPEFTHERERIREH Canary

EEF X-Ray RER#bE P L Canary WEEIR, BE, RENERRSEEMW N EAFTIEM , BRI BE
Al Client::Synthetic %2558 & 7R Synthetics Canary BT Ko BHTRNETREMER
MIERE R 2. BERANPTRZENLEZLEREXRBIT REENBERNFEARFES . LETUERER
iy B FR B B MK T AR S5 BV AR HE BT T <o

& & Synthetics T &AT , MIERESE —NE Synthetics FEFBRMARNEEEQRAEREFES
Canary #4115 B89 Synthetics &1 & F,

Canary x @ ©& Q | @ ‘Maplegena @  Service details

Name: Canary
Type: client::Synthetics

View in Synthetics [

Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when

viewing traces.
100%
B0% ‘
Canary 60% |
[ Syntheti .
b 20% ‘
avg. 1s |
0%
0.3 vimin 200m: a0 60 80
D
www Response status
A EiartioBes e Choose response statuses to add to the filter when viewing traces.
> I Fault: 0% Ld Error: 25%
I Throttle: 0% I OK: 75%

Analyze traces [~ View traces >

services lcons (I

m Health = Traffic

v No node resizing Close
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NEMRERERRERFFBHELNFAEEZTMNEKR

EREBPLRFLSBEKERHSHHER , FEIEREFEEFERBERIAREEEF LR, 24
RERTFAE BB ERENERK end-to-endiEE. ERALEERTHRFAANEKRS , AEMNE R LF
MTBEARSS -

Q, 1-5dcc3953-835d19c7d843bf8ed45f4eb9

Traces » Details

Timeline Raw data
Method Response Duration Age 1D
GET 200 1.8 sec 5.4 day (2019-11-13 17:11:47 UTC) 1-5dcc3953-830d19c7d843bf6ed4514ebg
* Trace Map

BE LN T RS FE DN HENRARRE

£ Synthetics £ # U EIHE CloudWatch B /5 , B X-Ray R ERARRHFENSITEER X-
Ray Analytics ##I| & P HERBH ATEERARE, £ Analytics EHIES , WNABRABRAERRETRT
1BRASEAE R, X-Ray BERERFPHHNERZIGNAENRAERR, BXIERPTNEEIRSEAN
RIRER , ERRWE M EBARREER,

UTREIER , BT Amazon DynamoDB RFHELERTERTE , X1E APl MX LE1TH
API“XXX 3t 1T#Y Synthetics iz, % M,
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Canary *®
Faut 67%
1 tmin
Canary
client::Synthetics
Service map
Traces FAULTROOT CAUSE
| Analytics www ElasticBeanstalk: Environment) — error = api {
B configuratior
Sampling
Encryption FAULT ROOT CAUSE MESSAGE

ProvisionedT! The level of

AWS::ElasticBeanstalk::Environment

ElasticBeanstalk. Environment) — error = products

i)

Root cause analysis indicating throughput capacity exceeded for DynamoDB table

l @, Maplegend @ Service detalls ©

Name: Canary
Type: client:Synthetics

View in Synthetics (£

Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when
viewing traces.

100%
BO%
60%
40%
20%
0% T T T T T |

[ 200ms 400ms 600mMs 80oms 1.08 128
Duration
Response status
‘Choose response statuses to add to the filter when viewing traces.
I Throttle: 0% [ OK: 33%
Analyze traces View traces >
Select to view faults
and analyze traces
Services Icons ()
Health = Traffic
No node resizing Close
o
COUNT %
ElasticBeanstalk Environment) — error = products { DynamoDB: Tabée) 4 100.00%
COUNT %
for the table was exceeded. Consider increasing your provisioning level with the UpdateTable AP1. status code: 4 4 100.00%

CloudWatch Synthetics

261



Amazon X-Ray FERARER

AWS:CANARY_ARN COUNT
Fault Root Cause

arm:aws:synthetics:us-east-1:779168132807 canary:www-test 118
Annotation_acl_cached

Annotation_authenticated

Annotation_cold_start

Annotation_credentials_cached

Annotation_queries

EEMRERSMNES

A LAE Ak B Synthetics Canary WIS RER —RINBINIERRERFFEHE , NMEFIRKIMERE
RN F =R

Default ¥ | Q edge(id(name: “www", type: "client Synthetics”), idiname: "www", type: "AWS: ElasticBeansialk. Environment”))

-~

(2] 2018/11/13 11:00-2019/11113 17:00 ~ =
I All traces in the group @ 433K traces in the group. Show in charts @

Retrieved traces © Filtered trace setA ©
205 traces (0.05% of traces in the group ) To add a filter, click and drag one of the charts below or click one of the table rows.

Response time distribution @
Click and drag 1o filter the traces by response time.

‘ /\\ . <J:I p50, p80, p95 perce

Time series activity @
Click and drag to filter the traces by time.

inderstand occurrence of traces
000 FM 0200.00 Pl 03:00.00 P 40000 PR

Complete 100% scanned (found 205 traces)

HE B E SRl fR AV ZE SR MR IR S R =R

FHREEREERME , LUEFZERSER Canary HIRMFIA B INARER. €A X-Ray
Analytics 12| & 2 B M2 G ESEEE XA TR IRERE | MMM H 257 P el 2 M x
Fo
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Default ¥ | Q service(id(name: “waww", type ElasticBeanstalic Environment™)) ©  Lastzhours *+ | &
I All traces in the group € B65.9K traces in the group. Show in charts @ Complete 100% scanned (found 10.7K traces)
Retrieved traces ® Filtered trace set A © Filtered trace set B @
10.7K traces (16.26% of traces in the group.) 10480 traces (37.83% of retrieved traces.) 233 traces (2.17% of retrieved traces.)
Fillers: Annotation aws canary_am Filters. Annotation aws-canary_am ©

Click and drag fo fifter the traces by response time

Response time distribution @ {} ﬁs

Time series activity &
Click and arag to filer the traces by time.

o o
USER COUNT % a HTTP STATUS CODE COUNT % a
Emma 7% 3262% -0.15% . 200 213 91.42%
Olivia 40 17.17% -3.15% 500 13 5.58%
William 34 14 59% +141% 401 7 3.00%
Sopnia 3 9 g7 51310

WEMEBEAMENELEEELE APIs LLX% URLs

£/ X-Ray Analytics 5 FLER Canary I8 %, LT Ul ERHNEEBE LR K Canary , &R &K
AP, BEAHUBE=FFERN URLs RESL#NH,
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Response time distribution @
Click and drag to filter the traces by response time.

& of traces
=0
50

500ms

Time series activity @
Click and drag to filter the traces by time.

070000 AM

0705:00 AW

Select rows from the following tables to filter traces. Choose the cog icon to explore table configuration options. ﬂ

USER COUNT %
William 134 30.66%
Emma 17 26.77%
Olivia Il 16.25%
Ava 30 6.86%
Sophia 28 6.41%
Liam 20 4.58%
test 14 3.20%
[T — a4 o A
URL

http://storefront.us-east- 1.elasticbeanstalk.com’
http://store-api.us-east-1.elasticbeanstalk com/orders/status

hittp:/fstore-api.us-east-1.elasticbeanstalk. com/products/

-96.80%

COUNT
422

HTTP STATUS CODE

500

502
%
96.57%
2.06%
1.37%

Faie o

70200 AM
Time

COUNT % A
428 97.94% -2.06%
9 2.06% oo

A

-3.43%

C ] <@

FRAZETF Synthetics Mzt

B A AIER A RIEN A E X-Ray BT FTFRATIERRE , 0 , X IEFE Amazon Elastic

Beanstalk £iZ1THY “www"# 1T Synthetics ik, FEAEZXEF service() M edge() KRB I RS

Mih & ik

Example AifERIER

"edge(id(name: "www", type: "client::Synthetics"), id(name: "www", type:

"AWS::ElasticBeanstalk::Environment"))"
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avg. 1s
» 0.3 t/min
1?.;.:'* %
- Wiw
avg. s AWS:ElasticBeanstalk::Environment
0.1 t/min
Canary

client::Synthetics

£ AR ER X-Ray IN#Z i & H 58tk Amazon Config

Amazon X-Ray 5 £ Amazon Config JA12 %Xt X-Ray & # RATMNVE EE K, BAUER
Amazon Config /&R X-Ray INZRR. Fit X-Ray BiEA L IERUARBERRERLIZE,

Amazon Config LT X-Ray MBZREFRERIZENEH :

c BEER - EXSAM—NMNEZSR , IRERIKIA X-Ray IFRE,

R T %8S {7 X-Ray #1288 2 E A& # Amazon Config.
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12 Lambda B #AL % 25

EERBENHN 8 , BL4FHE BE L Amazon Lambda BEE Y ARN., Amazon Config BT
WEA , B Node.js BIE—MNEREE , ZEBET XrayEncryptionConfig BRHVRSFEM
FEHEIREL Amazon Config o

FEAE QAR B OIE Lambda BE¥ AWS::Xray EncryptionConfig

1.
2.

$TFF Lambda ##l &, 1%£$F Create function ( BIZ2EE ) .

HBRER , RARHEERNERE, config-rule-change-triggered 2 HiIE R AP R EEE | Hik
BB gL,

EMUTFERREEEHR :

« NTFEW, BAB,

- NTAG , BEEMNERCIEFAE,

« ¥¥F Role name , & A B o

o X FRBEER , %3 Amazon Config FLIUA R

R BB EIATE Amazon Lambda 218 P I EFE RIEHEE

RESNEBNRE , ¥ AWS: :EC2: :Instance B AWS: :XrayEncryptionConfig. ik
A LASE 7 R 7 B R I BRIt BB 2L

AN

if (configurationItem.resourceType !== 'AWS::EC2::Instance') {
return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';

}
return 'NON_COMPLIANT';
EARIEG
if (configurationItem.resourceType !== 'AWS::XRay::EncryptionConfig') {

return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';

}
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return 'NON_COMPLIANT';

FUTHRERMEEN IAM HHRITAEP LB IH R X-Ray, XENRAFXEH X-Ray &R
TRRGR, REEFRMEXS M B3R A 1 5] A BRI S B2 WA S MK BX A Lambda BE%Ek Amazon
Config BY & 7R B HBE M E S

"Sid": "Stmtl1529350291539",

"Action": [
"xray:GetEncryptionConfig"

1,

"Effect": "Allow",

"Resource": "*"

N X 54812 B E X Amazon Config # N

212 Lambda B#UE , 12 T ZEEHH ARN , R/FH11E Amazon Config 2§ &SI &8 B E AN,

A X-Ray #|Z Amazon Config #LMI

1.
2.
3.

5.
6.

$TFF Amazon Config 2% &AM N TWH
EBARMAN , RFEFHMNEE AN,

£ Function ARN ( Amazon Lambda B %t ARN)F | AL EFE S Lambda BEERK<BH
ARN,

ERERENARRRE

s MEFE N — HEMEMRNETEMETEN T RELEFRRXEZILE Amazon Config it & ¥ {h, iF
f& 1 Amazon Config X% BB B X EBHGEZET.

 TEHA- Amazon Config & ZIEZF MRS AN 17184 ( Flan , 8 24 PER—IK ) -
X F Resource type (RIRFEH) , 7 &xray; 7 EFEncryptionConfigfE X-Ray #87 H,
EERERTF.

Amazon Config ##l & M BIFF MUK EM . TR ITME ATEEE /L0 #hatE,

REXFZFANSLEM , Amazon Config AIAFRmIFFITHEIER T, Amazon Config LARTEI &
MR IERRRE. N TE4EMANE—IXER, Amazon Config #BLERK—1 from/to K
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=, LERMEZLAN JSON RAFERXAETHETL, S2HXHANFERER EncryptionConfig
sConfiguration.typefConfiguration.keyID,

ROILER

LT RERERE B HHA Amazon Config B (8] Ff B 58 i 49 B 8] 3 7R 5l

XRay EncryptionConfig 366702083853

on June 18, 2018 1:40:38 PM Pacific Daylight Time (UTC-07:00)

(7]

‘ ‘ H 080 200

1:19:19 AM

th th ( Now
08 June 2018 08 June 2018 -
1:30:18 PM 1:38:40 PM o
Changes —

AR & Amazon Config TERK B R, “MWERXN"BRNEATEH LT, HREETRERIA X-Ray
INZRE NN E LK INZE 4,
= Changes ()

Configuration Changes ()

Amazon SNS &4l

ZRIFEEELNEH , FIRE Amazon Config I K Amazon SNS BXl, BEXEZER , BSHE
X B, F BB 4 32 Amazon Config BIRE X

Amazon # 1% 1t E = H Amazon X-Ray

B SAE A P BB I A2 Amazon EC2 326l E REMIZIT X-Ray SFHFEF. BXUWH , HSHEL
¥ Fi=1T X-Ray SF#'#2F EC2 :

ERXHIREHBETHRTFRFRN L& RESIET X-Ray. BXESEL , #50 BTHE
S EFR X-Ray KEBEHRE.
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https://docs.amazonaws.cn/config/latest/developerguide/monitoring-resource-changes-by-email.html
https://docs.amazonaws.cn/config/latest/developerguide/monitoring-resource-changes-by-email.html
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Amazon Elastic Beanstalk 1 Amazon X-Ray

Amazon Elastic Beanstalk ¥ & @1F X-Ray SFHTEF. BT LAE Elastic Beanstalk 13§ & #i% B £
REFAREX G ZTHETFER.

1£ Java SE ¥ A& L |, &7 LAE A Buildfile 324 , &3 Maven 2 Gradle on-instance W2 N HRERF. &
BT Java AT Java B9 Amazon SDK #J X-Ray SDK # , AT\ Maven 38 , Rt E R eEZBEN A
BERFABHERG EWE , Nl & mE R,

A LAfE A Elastic Beanstalk SMEE K ELE X-Ray FF A TE@, Elastic Beanstalk A T EE 4%
BENARFN A ERFEMR. BIEEHNFES , £A X-Ray FRAIEGNHETEHLRERE 4.

* Node.js ¥ & - EARNEEE
« Java SE ¥ & - FHANELTE

« Tomcat ¥ & - FAREEM

BXEZEER , 55H  Amazon Elastic Beanstalk F X A R15R) FMEE Amazon X-Ray i

Elastic Load Balancin Amazon X-Ray

BMABIIENRARF AR ERFRE ID AMEMEA HTTP BRMNEB A X-Amzn-Trace-Id KIFR
K,

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbes46a994272793

X-Ray IRER ID #3

X-Ray trace_id HUEFZHF 2B =ZARFAR, Hli0 , 1-58406520-
a006649127e371903a2de979, XAIE :

® Fi&z'x% , El] 1.
- FRBERMETE |, KA Unix £7tetE , 9 8 M A FHEE,

Bign , 2016 & 12 A 1 HEAF 10:00 ( KB FinAERTE ) BLTetEIN 1480615200 ¥ , HER T
JNHE BB 58406520,

- RERWY 96 V2 F/ME—FRIRF , A 24 N THAEFKF.

APIIER T FBIIELRZES X-Ray , # B F2EENRS P E RN T Ro
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https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/create_deploy_nodejs.container.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/java-se-platform.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/java-tomcat-platform.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/environment-configuration-debugging.html

Amazon X-Ray FERARER

BRREZER , FERABEABBEETRARER THNAERF NESHENEREE.

I 5 # EventBridge 1 Amazon X-Ray

Amazon X-Ray & Amazon £ 5 EventBridge SARREREN IS4 EventBridge, MR A X-Ray SDK

BTN B AR S5 01 & 3= B4 EventBridge , MIERER £ T SORHMRRE R IR ERAR L AN TS H B4R, X-Ray

SDK £ B REURERIRAHRENA TEAFERN., XMELMFEAFEBRER. 2 NFAREAN
THRS  HREEZENREUE,

BXEZEER , 55 (EventBridge AF ™) H#Y EventBridge X-Ray &Ko
£ X-Ray RS & EEFIRA B 5

X-Ray iR FRith B & R EERE M B ¥rARS EventBridge NEHT = , ITHIFTR :

: : g
sfn-target
wvent-source-lambda AWS::StepFunctions::StateMachine
e-lambda
AWS::Lambda
et
r

MIRER LT XAEBEEHB IR

X-Ray SDK f EventBridge S#FRAEBFIRER & T XL B THEEMHBIR. U THETESHNRIE
R T EventBridge \E R 7 =31 BRERAY Lambda EQE# 1T A :

Java
A X-Ray 7NN E# 4cHIN -

« Amazon X-Ray & F Java #J SDK
« Amazon X-Ray & A F Java By F#l8F SDK

package example;
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https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-request-tracing.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-xray-integ.html
https://docs.amazonaws.cn/lambda/latest/dg/services-xray.html#services-xray-api
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-xray/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk/
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import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import
import
import

/*

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

org.
org.

java
java.
java.
java.
java.

amazonaws

slf4j.

.lang.
util
util.
util.
util.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
.xray.handlers.TracingHandler;

services.lambda.runtime.Context;
services.lambda.runtime.RequestHandler;
services.lambda.runtime.events.SQSEvent;
xray.AWSXRay;
services.eventbridge.AmazonEventBridge;
eventbridge.AmazonEventBridgeClientBuilder;
eventbridge.model.PutEventsRequest;
eventbridge.model.PutEventsRequestEntry;
eventbridge.model.PutEventsResult;
eventbridge.model.PutEventsResultEntry;

services.
services.
services.
services.
services.

slf4j.Logger;
LoggerFactory;

StringBuilder;
.Map;

List;

Date;
Collections;

Add the necessary dependencies for XRay:
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-xray
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk

*/

public class Handler implements RequestHandler<SQSEvent, String>{

private static final Logger logger =

/*

build EventBridge client

*/

private static final AmazonEventBridge eventsClient =
AmazonEventBridgeClientBuilder

.standard()
// instrument the EventBridge client with the XRay Tracing Handler.
// the AWSXRay globalRecorder will retrieve the tracing-context

// from the lambda function and inject it into the HTTP header.
// be sure to enable 'active tracing' on the lambda function.
.withRequestHandlers(new TracingHandler (AWSXRay.getGlobalRecorder()))

.build();

@Override
public String handleRequest(SQSEvent event, Context context)

LoggerFactory.getLogger(Handler.class);
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{

PutEventsRequestEntry putEventsRequestEntry® = new PutEventsRequestEntry();
putEventsRequestEntry@.setTime(new Date());
putEventsRequestEntry@.setSource("my-lambda-function");
putEventsRequestEntry@.setDetailType("my-lambda-event");
putEventsRequestEntry@.setDetail (" {\"lambda-source\":\"sqs\"}");
PutEventsRequest putEventsRequest = new PutEventsRequest();
putEventsRequest.setEntries(Collections.singletonList(putEventsRequestEntryQ));
// send the event(s) to EventBridge
PutEventsResult putEventsResult = eventsClient.putEvents(putEventsRequest);
try {

logger.info("Put Events Result: {3}", putEventsResult);
} catch(Exception e) {

e.getStackTrace();

}

return '"success";

Python

LT RBITUA IR requirements.txt ST -

aws-xray-sdk==2.4.3

import boto3
from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

# apply the XRay handler to all clients.
patch_all()

client = boto3.client('events')

def lambda_handler(event, context):
response = client.put_events(
Entries=[

{
'Source': 'foo',
'DetailType': 'foo',
'Detail': "'{\"foo\": \"foo\"}'

I
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)

return response

Go

package main

import (
"context"
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-xray-sdk-go/xray"
"github.com/aws/aws-sdk-go/service/eventbridge"
"fmt"

var client = eventbridge.New(session.New())

func main() {

//Wrap the eventbridge client in the Amazon XRay tracer
xray.AWS(client.Client)
lambda.Start(handleRequest)

func handleRequest(ctx context.Context, event events.SQSEvent) (string, error) {
_, err := callEventBridge(ctx)

if err !'= nil {
return "ERROR", err

}

return "success", nil

func callEventBridge(ctx context.Context) (string, error) {

entries := make([]*eventbridge.PutEventsRequestEntry, 1)
detail := "{ \"foo\": \"foo\"}"

detailType := "foo"

source := "foo"

entries[@] = &eventbridge.PutEventsRequestEntry{
Detail: &detail,
DetailType: &detailType,
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Source: &source,

input := &eventbridge.PutEventsInput{
Entries: entries,

// Example sending a request using the PutEventsRequest method.
resp, err := client.PutEventsWithContext(ctx, input)

success := "yes"

if err == nil { // resp is now filled
success = "no"
fmt.Println(resp)

}

return success, err

Node.js

const AWSXRay = require('aws-xray-sdk')

//Wrap the aws-sdk client in the Amazon XRay tracer
const AWS = AWSXRay.captureAWS(require('aws-sdk'))
const eventBridge = new AWS.EventBridge()

exports.handler = async (event) => {
let myDetail = { "name": "Alice" }

const myEvent = {
Entries: [{
Detail: JSON.stringify({ myDetail }),
DetailType: 'myDetailType',
Source: 'myApplication',
Time: new Date

]
// Send to EventBridge
const result = await eventBridge.putEvents(myEvent).promise()

// Log the result
console.log('Result: ', JSON.stringify(result, null, 2))
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C#

FELT X-Ray @RNE &8 CH# KBIF

<PackageReference Include="AWSXRayRecorder.Core" Version="2.6.2" />

<PackageReference Include="AWSXRayRecorder.Handlers.AwsSdk" Version="2.7.2" />

using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using

System;
System.Collections.Generic;
System.Lingq;
System.Threading.Tasks;
Amazon;

Amazon.Util;

Amazon.Lambda;
Amazon.Lambda.Model;
Amazon.Lambda.Core;
Amazon.EventBridge;
Amazon.EventBridge.Model;
Amazon.Lambda.SQSEvents;
Amazon.XRay.Recorder.Core;
Amazon.XRay.Recorder.Handlers.AwsSdk;
Newtonsoft.Json;
Newtonsoft.Json.Serialization;

[assembly:

LambdaSerializer(typeof(Amazon.Lambda.Serialization.Json.JsonSerializer))]

namespace blankCsharp

{

public class Function

{

private static AmazonEventBridgeClient eventClient;

static Function() {

initialize();

static async void initialize() {

//Wrap the Amazon SDK clients in the Amazon XRay tracer
AWSSDKHandler.RegisterXRayForAllServices();
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eventClient = new AmazonEventBridgeClient();

public async Task<PutEventsResponse> FunctionHandler(SQSEvent invocationEvent,
ILambdaContext context)

{
PutEventsResponse response;
try
{
response = await callEventBridge();
}
catch (AmazonLambdaException ex)
{
throw ex;
}
return response;
}

public static async Task<PutEventsResponse> callEventBridge()
{
var request = new PutEventsRequest();
var entry = new PutEventsRequestEntry();
entry.DetailType = "foo";
entry.Source = "foo";
entry.Detail = "{\"instance_id\":\"A\"}";
List<PutEventsRequestEntry> entries = new List<PutEventsRequestEntry>();
entries.Add(entzry);
request.Entries = entries;
var response = await eventClient.PutEventsAsync(request);
return response;

Amazon Lambda #l Amazon X-Ray

& T LAME A Amazon X-Ray RIBEREH Amazon Lambda B %, Lambda iZ1T X-Ray # 22 FH
FEREXREBARANESTZEENFAESCRKI R, MFEH -SRI , ZALE X-Ray SDK 54EH
BEGE , LMEIE R HBAARRINERF T EIE.
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WREH Lambda REBHA S — P ERMRSAA , Il Lambda 2RERERHENER , THREMATANE
B, LIFRFAURLERME Web NARFHS — 1 Lambda B, SRS Al LAME R LT EY
Amazon SDK iR EEZ B AZEE , Al MERALZIRMUE HTTP - iwAH APl Gateway APl

Amazon X-Ray X #F# A Amazon Lambda 1 Amazon SQS BREREH BN AREF. £H
CloudWatch 2 #| & EFS/MERE Amazon SQS FHEBAFH B T Lambda EEAEHEEIE, X
BERHEEERENRESBo8EETRE T K Lambda EAET SR ER , AMel2E end-to-end i
AREFUIE. BXEZER , BSAREEHRIENAREF.

(® Note

WMRIERN T Lambda RS T HRER , MEXAT R AR T HEEBHE Lambda EESE AR
B, MET HERBERRER.

WMRER Lambda BBUHRITRIEIT , REBHARQNBRSER , B LUK Lambda BB BT A3 R
BRRAEMICFK A

£ Amazon Lambda B ¥ LB E X-Ray £

1.  3TFF Amazon Lambda BEEEZ4I&,
2. MEMSmES | &R,

3. EREWEE.
4

EREBZRTFF , A FRFFEMKETEFRR, SUAUUETERENSRERPHKZENERE
TEREBLFF.

ERRE.
£ Amazon X-Ray T , B A& IRER.

o o

FiziTet , BEX MK X-Ray SDK , Lambda 11217 X-Ray TR,
Lambda SDKs E£# X-Ray

« X-Ray SDK for G — Go 1.7 M EFMRAH 1z 178

« X-Ray SDK for Java — Java 8 iz1T&}

« X-Ray SDK for Node.js — Node.js 4.3 & & iR A= 178

« X-Ray SDK for Python — Python 2.7, Python 3.6 & # iR 4§31z 178
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https://console.amazonaws.cn/lambda
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« X-Ray SDK for .NET - .NET Core 2.0 M E R A #Y7Z 178

E7% Lambda LA X-Ray SDK , BESXR G ZF AT FESENRBABAE, SRR
THEEMRS EWNAREFNER G ERENEHN Lambda B, TEZFETETER SDK KM
BRAER, MHRERRNEED R

M Lambda B Web AR S —NEBIET , Lambda S H &= E| X-Ray B2 BT BT
BRBABHTER, BAUUNEFBHERE LEFERNAKE , EXEFHENTHEBRMERX 5
&,

BXEZER , S Amazon Lambda FF & A R IR HY A Amazon X-Ray.

I 5 SNS F Amazon X-Ray

&0 LA R Amazon X-Ray YU B2 & 8. 38 H AR &5 (Amazon SNS) Simple Notification Service 3K R Ex
SHTBEIE R SNS EFZEEEH SNS ZHITFRFZHIER, A X-Ray lRERE Amazon SNS
DIHEREEHRRSWIER (0 , B REENEB LR T ZSKNE , URSHEEAERZETMN
BT T ZKA1E ) o Amazon SNS X FHRAEEEM FIFO B #F X-Ray R ER.

MRENEZER X-Ray &N H RS % 7 Bl Amazon SNS & |, ) Amazon SNS & X &K
BRER E N XABRATRAF, s, B RIMNERN SNS BEFmAMRIER , T ENRENS
Amazon SNS iT FH XK 2 BB IE KiE 4 X-Ray. A Amazon SNS ##|& FEA Amazon SNS *
BT EDRER , B Amazon SNS API 5 CLI, ES RN ARER , #4447 #&
SNS & F i,

BtiE Amazon SNS SEZ R ER

Al LAE A Amazon SNS #2414 . CL Amazon | 2 SDK k&i2& Amazon SNS 3Rz,

£/ Amazon SNS #2#| & 8Y , Amazon SNS =17 SNS SI2EA X-Ray FTENNR., MREEH
BB RIE N X-Ray BIRER , NS AU WIEL, BXXENRBRIEZEL , ESH (Amazon
Simple Notification Service FF & A R 3EF) FH Amazon SNS H Y FRIZF 5 0] B E F Amazon SNS
HREEIRGl, FE T MBIMAIFER Amazon SNS #H AT FENRENESZEER , 525 (Amazon
Simple Notification Service FF &R AR $E/) FHITE Amazon SNS £/t 5 FEZ R IR,

£/ Amazon CLI = SDK FF B2 £ IRERRT , XAERAETERNEHFHEBNR, £H
PutResourcePolicy EFHRN S EREEEE X-Ray , LAY Amazon SNS FIRERKIELE X-
Rayo
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https://docs.amazonaws.cn/lambda/latest/dg/lambda-x-ray.html
https://docs.amazonaws.cn/sns/latest/dg/sns-active-tracing.html
https://docs.amazonaws.cn/sns/latest/dg/sns-active-tracing.html
https://docs.amazonaws.cn/sns/latest/dg/sns-active-tracing.html
https://docs.amazonaws.cn/sns/latest/dg/sns-authentication-and-access-control.html
https://docs.amazonaws.cn/sns/latest/dg/sns-access-policy-use-cases.html
https://docs.amazonaws.cn/sns/latest/dg/sns-access-policy-use-cases.html
https://docs.amazonaws.cn/sns/latest/dg/sns-active-tracing.html
https://docs.amazonaws.cn/xray/latest/api/API_PutResourcePolicy.html
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Example Amazon SNS £z ERERRY X-Ray & T & IRH KRB

LUT RBIRMEASIEE T Amazon SNS RHREREIE K %44 X-Ray FTE ERRR :

Version: "2012-10-17",
Statement: [
{

Sid: "SNSAccess",

Effect: Allow,

Principal: {
Service: '"sns.amazonaws.com",

.

Action: [
"xray:PutTraceSegments",
"xray:GetSamplingRules",
"xray:GetSamplingTargets"

1,

Resource: "*",

Condition: {
StringEquals: {

"aws:SourceAccount": "account-id"
.
StringLike: {
"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"

£ CLI 1 ZE T RRHNKBE , l8F Amazon SNS FIREREIE & %4 X-Ray HIR :

aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
"{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess", "Effect": "Allow",

"Principal": { "Service": "sns.amazonaws.com" }, "Action": [ "xray:PutTraceSegments"

"xray:GetSamplingRules", "xray:GetSamplingTargets" ], "Resource": "*",
"Condition": { "StringEquals": { "aws:SourceAccount": "account-id" }, "StringlLike":
{ "aws:SourceArn": "arn:partition:sns:region:account-id:topic-name" } } } 1 }'

Bt & Amazon SNS &z IR ER
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EFAXERE , B Rpartition, regionaccount-id, Mtopic-nameB#NEH4EE Amazon
X, X, K/ ID M Amazon SNS EBE . WFER FFTE Amazon SNS EBF IR ERIIE R IXS
X-Ray IR , BREBAMEBERR *

£ X-Ray ###]| A &EFE Amazon SNS % E&MiT A F B ER.

/A X-Ray ## 5 EFREHWRMBIERFES , XEHEAZRT Amazon SNS % & MiT 5B F 8 EEx
B, AEANEFITHF Amazon SNS SEFIRERE , X-Ray RER#t @B IRFHE##HE L& E R Amazon
SNS %7 #&. Amazon SNS B M T HITEAF XK = -

Client O Publisher O myTopic
SNS Topic

O https://s...mySqsQueue
SQS Queue

R B Amazon SNS XA EMITEHAF R , X-Ray RERFERHA2E RREFFELRMD R
:NALIES 8

Example &~ Amazon SNS & # & 1T [F 1T # A F &Y 818 £ R 5l

RIS RO EZPEE[mMEN Amazon SNS TH K% —FEEM Amazon SNS X% & ,
Amazon SNS iJE B 438,

Segments Timeline info &
0.0ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms
Name Segment status Response code Duration ! ! ! ! ! ! ! !
¥ Publisher
Publisher ®oK - 295ms
SNS ®@oK 200 263ms Publish: arn:aws:sns:us-east-1:....myTopic

¥ myTopic AWS::SNS:Topic

myTopic ®@ oK 200 37ms

SQS @ OK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqgsQueue
¥ SQS AWS:SQS::Queue

SQS ® oK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ©ok - 36ms

L EHRAIE RIZ R B X Amazon SNS JEERIVFAER .

* SNS ZERRRMNEFim R A Publish API AR EIR KLY A,

1£ X-Ray #2#|A&F&EF Amazon SNS & & MiT 5 A RER, 280
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« myTopic 2 B8 &R Amazon SNS g 5 % 7 5 R I ZER o

« SQS F 7 ER#& R Amazon SNS {HE &K E| Amazon SQS BAFIFTTE TRV EIR AT (A,

« MyTopic 7 B2 fl SQS F 2 B 2 R HY B B X RIX 5 H B £ Amazon SNS REE I8 FAIET A,

Example @& #t43EH Amazon SNS JE B AR R4 =451

MRE-NMREEHLEZ S Amazon SNSHE , M BRERALPLERMRELENEBREEND
28

Segments Timeline info [}
0.0ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms 400ms
Name Segment status Response code Duration ! ! ! ! ! ! ! ' !
¥ Publisher
Publisher ®@oK - 356ms
SNS ®@oK 200 323ms PublishBatch

¥ myTopic AWS::SNS::Topic

myTopic ®@oK 200 63ms
Message-3 ®@ ok - 58ms
SQS @ oK 200 62ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySqsQueue
Message-2 ®@oK - 57ms
SQsS @ok 200 51ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySqgsQueue
Message-1 ® oK - 57ms
SQsS @ oK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue

¥ SQS AWS:SQS::Queue

SQS @ oK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®@oK - 55ms

SQs @ok 200 51ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySgsQueue
QueueTime ® oK - 51ms

SQS @ oK 200 62ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®@oK - 62ms

Amazon Step Functions ] Amazon X-Ray

Amazon X-Ray 55 Amazon Step Functions BARRERF1 9 #T Step Functions BYiER. S AR 4L
RASVAHY, BEMERIUENSHE RN BERFTHEDS R, BXEZEEL , 5 Amazon
Step Functions FF & & 8B #YAmazon X-Ray F Step F unctions,

£ O ZFRSYA S A X-Ray BRER

1. 3TFF Step Functions ##|& , Mt A https://console.aws.amazon.com/states/o
2. EFRIERS.
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https://docs.amazonaws.cn/step-functions/latest/dg/concepts-xray-tracing.html
https://console.amazonaws.cn/states/
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3. EEMRANIE , BREARBEROUMESFERERFT R, MRERESITRAWME , WEEENE
SHEFFHA X-Ray RER, Mkt , FELIZBRDIERB A X-Ray BRE.

4. iij:¥-|:_$o
5. EETHEMAGEETH , BERSH.
6. &FEHA X-Ray BRER.

EIBRSNHE A X-Ray BRER
1. £ Step Functions ### A H |, EFENH B ARERARS.

2. EERHRE.

3. %ERE A X-Ray RER,

4, (WE ) NRRBEREFRCUBRFAER , ARSI BFERFTARBUITE X-Ray R,
Permissions
Execution role B e
O Create new role

5. &EREF.

(® Note

LB BFAVRSYIET |, IRIERHIT 7 EBEHE LIRS ( 120 Amazon APl Gateway %
Amazon Lambda ) FEA T IRER , M Bz H# TR, XN FEARBELEFE ( HlmE
& Amazon CloudFormation #4R ) BEEHWIMEREY , BREZLREER FEHA X-Ray RER
2 BIRA 1AM KB,

I 5 # SQS H Amazon X-Ray

Amazon X-Ray 5 & #h & #[A 5 R SS (Amazon SQS) Simple Queue Service £5% , AIREENT S
# SQS PAFIEEREE ., MRETRSE R X-Ray F A TEGRERER , W) Amazon SQS A B %%
BRERPRSLH RS F A — MWV ERER ID N RBIREREMNKIEZEERBEFERE, RERESMERFEBIRER,
DR HEAN T RS
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Amazon X-Ray XA Amazon SQS MRREH RN AEF. Amazon LambdafEf
CloudWatch & A EE S MERTE Amazon SQS A HER H H Tk Lambda BEELIBHERME, X
B L EEERENRERSBIERZEIRE T Lambda £AET SMVIRER , MM €12 end-to-end 1
RAEFAE. BXEZEL , FoRBREEHEIENARERF.

o e N

O ProducerFunction O https://...MySQSQueue
SQS Queue

O ConsumerFunction
Lambda Context

Amazon SQS LU T IRERFRKEM -

« BRIA HTTP #5k — ZHEEN Amazon T AT EBRALD# SQS Bt , X-Ray SDK £ B3 iFiR
ERPRSKIEFE N HTTP #rsk, BRIABRERFRSLH X-Amzn-Trace-Id &E , I FEEE SendMessage
¢ SendMessageBatch BRHFMAEEER. BZSH Bk , 3 THEXRIANHTTP FRLkWE

B8N0

« AWSTraceHeader R&E M - AWSTraceHeader 2 Amazon SQS REBHHERZEEM , AF&
RSP EEEHEMN X-Ray BRERFRk, BIETLEET X-Ray SDK # 1T Bzt , th el SAEHA
AWSTraceHeader , BIENIE N FIEEWERER SDK i, MRERHEE THMRLEN |, MHER
SERMESES HTTP REMRL,

FEL S FZ1T8 EC2 , Amazon SQS XF— XA E—KER, XEATEARMEN LETURER
ADEIRS (B9 Amazon ECS = ) Amazon App Mesh, Amazon Fargate

Amazon SQS JEE X/NIEE B MR H H EHERR T BERIRL. B A X-Ray RET LI &M Amazon
SQS Bi#l. ET#MAEX Amazon BEFINEZEE. , 2 Amazon SQS Ei#l,

A& HTTP BRERFRL

Amazon SQS HHY &% HAH A LUEE SendMessageBatch 5 SendMessage ¥ A B3 £ % RER
¥rko EXS Amazon SDK ZFFim# {TRMET , ATLUEN X-Ray SDK XEFHMWFTEIES B REFXER
P, EIXLRS ( HlE0 , Amazon S3 & EE Amazon SQS BAFI ) FIBERHY &R Amazon Web
Services fRSS MG R EIRE X-Ray #H 5N REHE EERATHEDT .
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FRARER

E 7 @A ERZN EETE S IRER Amazon SDK A |, BRI XISMEL T E& SDKs :

» Go - f# X-Ray Amazon SDK for Go iB§% SDK &i&

Java - ERER T Java B9 X-Ray SD Amazon K JBEz SDK i F

Node.js — & T Node.js By X-Ray SD Amazon K J& ¥ SDK i f
Python — £ ] Amazon & F Python #J X-Ray ##F & T EFEER SDK
Ruby — £ & T Ruby B9 X-Ray SD Amazon K &% SDK i

NET - #H&H T .NET B X-Ray SD Amazon K &R SDK i

1 ZR IR ERFR K MR & IR ER b T 3

MREFERANR Lambda TEERARS , WS B EBRELTX EREFEHEM Amazon SQS £ A

BREEIT L T IUERE |, KA F I N RS AR R,
MERBRETXEZEDHAAT=ATR

- BI A ReceiveMessage APl M AWSTraceHeader BRI B IZYBCHEE,
« NEMHRZRRERFL,
o MARKAFIREIRER ID. ( W% ) @2 BRARINEZERR,

THRMA X-Ray SDK for Java ‘R B R SEHE

Example : RZERERIRLMIRERER ETX

// Receive the message from the queue, specifying the "AWSTraceHeader"
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
.withQueueUrl(QUEUE_URL)
.withAttributeNames("AWSTraceHeader");
List<Message> messages = sqs.receiveMessage(receiveMessageRequest).getMessages();

if (!messages.isEmpty()) {
Message message = messages.get(Q);

// Retrieve the trace header from the AWSTraceHeader message system attribute
String traceHeaderStr = message.getAttributes().get("AWSTraceHeader");
if (traceHeaderStr != null) {

TraceHeader traceHeader = TraceHeader.fromString(traceHeaderStr);

// Recover the trace context from the trace header

KRREARAMIRERER £ETX
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Segment segment = AWSXRay.getCurrentSegment();
segment.setTraceld(traceHeader.getRootTraceId());
segment.setParentId(traceHeader.getParentId());

segment.setSampled(traceHeader.getSampled().equals(TraceHeader.SampleDecision.SAMPLED));

}
}

I 53 S3 #1 Amazon X-Ray

Amazon X-Ray 5 Amazon S3 &5 , JIRIFREFNNARFH S3 FEMN LIFER, MRETRSE
A X-Ray SDK BRERIER , M| Amazon S3 AJ LARFER BR#R K & 3% 45 Amazon Lambda, Amazon SQS #
Amazon SNS E T HEHITRAF . X-Ray X#FREE S LASKI Amazon S3 EHEAH,

BRI LAE A X-Ray IRz EEE Amazon S3 SNAEFAMAREMRS 2 ANERE, BEAUERE
HAEEFER , HIMPHYIERMKER, HX X-Ray BHEANEZEL , H5R £/ X-Ray 4 A&,

Amazon S3 XFERIAWY HTTP Rk, HERBEIHHETFT KT EZBEA Amazon S3 Bf , X-Ray S
Amazon DK £ B BRERPRLIEFT N HTTP 4Rk, BRIARERPRLH X-Amzn-Trace-Id &AH., W0F
THREXREFRLINESZER , BRI STUE LM BERL, Amazon S3 IRERE T ABIFUT
iTBIAF : Lambda, SQS # SNS., T SQS 1 SNS H A K E D BRHBEASE , Fit , L4 S3 ik
NASERELNBRERREEES |, IECISNRERLEBATERS.

BtiE Amazon S3 E4EA

B Amazon S3 BHIMEE , BAINEFEEPRERXES4NEREN, RF , XLEBA AL ED
NRAZEFTHUATER

» Amazon Simple Notification Service (Amazon SNS)
* Amazon Simple Queue Service(Amazon SQS)

« Amazon Lambda

BXEXFBEHNIIR , 5 (Amazon Pinpoint F XA RIEF) FEXGHSBHHERE,

Amazon SNS #1 Amazon SQS

LR T Amazon S3 IR , REFEERBEH A M E SNS £/ SQS A5, ERFIXLENRR , £F
E ¥ Amazon Identity and Access Management (IAM) ZKB&Ff i0ZI B #8 SNS £ = SQS A%, WME
THBEXME IAMRBENESER , BZRARTRREE XM E SNS &= SQS BAS,
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https://docs.amazonaws.cn/AmazonS3/latest/dev/NotificationHowTo.html#supported-notification-event-types
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BRSNS 1 SQS 5 X-Ray EHHHEXER , i8S WL # SNS F Amazon X-Ray F I 55
SQS # Amazon X-Ray.

Amazon Lambda

£/ Amazon S3 ##|& £ Amazon S3 F# LR Lambda B ELEEHEXNT |, BH & FE
Lambda EEk LR BHEHNRELME Amazon S3 BN EF# B AAERS. EXEZEE , BSH
{Amazon Simple Storage Service #ZHAAFERE) FHMMN S3 FHEEEANLESHER 2,

#2417 LL[E] Amazon S3 2 -F i A& Amazon Lambda Lambda BEINR. BEXEZEL |, 55H
Lambda FF & EIEEHRHHIE | I Amazon Lambda 5 Amazon S3 Bl & H. Amazon

BXf Lambda 5 X-Ray ERNWEZER , HSRE Lambd a F#0| Java {855, Amazon
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https://docs.amazonaws.cn/AmazonS3/latest/user-guide/enable-event-notifications.html
https://docs.amazonaws.cn/lambda/latest/dg/with-s3-example.html
https://docs.amazonaws.cn/lambda/latest/dg/java-tracing.html
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IEEXNEHNARERFRH#EITHRN Amazon X-Ray

RAUNARFSRRENARFRAEAMBMEERREMEHANRESRSE , UARESNMEREXBTH
2. BULRBRBEASNBEERR , NSHFRRNETHH#ITERRESHER

- BRN - EREXRRBAARMNNAERF , FASECEEREE, 083000 E S EHH
HLHlo

 FEBRA —NWNAEFRBHITZONES , LURME X EFESESR ( F120 Amazon
SDK. Apache HTTP &Fims SQL & Fiw ) WMETE,

- FHRN - ERERERREENEME , ANARFMNRNABE,

BJLA SDKs, REMITETATRMNENWRAER , B 1T X-Ray BRER.
FH

- EAXRITRXENRAREFHIT Amazon 8 OpenTelemetry

- FAUTHEENEHNNAERH#ITENM Amazon X-Ray SDKs

« 7£ Amazon Distro for #1 X-Ray OpenTelemetry 2 [8]3# 1Ti%# SDKs

5 A R 1T S8 8 B A R 3 1T Amazon Il OpenTelemetry

OpenTelemetry (ADOT) Amazon X{TIRRET=ERELEITEE £4 (CNCF) I B # Amazon Z1ThR.
OpenTelemetry OpenTelemetry 12t —AFFR APIs, EMRE , BT RES FXNREMIER. ZIE
‘@2 L OpenTelemetry HHHI&1THR SDKs , 2, 1L, RFPMNZHFH AmazonB 3
MR R U EERT

&8 ADOT , IR RAEFEXNNARFH T —IXRN , BIAIFAHEXWERNRERAIEE 24 Amazon ¥
2 RF R CloudWatch Amazon X-Ray , ‘@FT S # M 5 # OpenSearch RS

FF X-Ray 5 ADOT Bl & EAEERMNEH : B OpenTelemetry SDK LA5 X-Ray Bt & A ,
X5 A Collecto OpenTelemetry r B9Amazon Distro JA5 X-Ray Bt & M. &< Amazon Distro
OpenTelemetry i F with Amazon X-Ray # other & % {58 Amazon Web Services 8% , 55
[ Amazon X145 & 1THR. OpenTelemetry

BXEBESXBNAENESZER , BH5H LA O Amazon bservability, GitHub

5 A & 1T RS 880 BL A 72 53 1T Amazon #&3ll OpenTelemetry 287


https://aws-otel.github.io/docs/introduction
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Amazon X-Ray FERARER

® Note

ITE , BATLAER CloudWatch REEM Amazon EC2 RIS IR F 25 L3845, AR
BRER. CloudWatch fSEERRZS 1.300025.0 R ESRATT UMK X-Ray & i U SEIR T
SDKs , REFFH %% %] OpenTelemetryX-R ay, ffF CloudWatch {XI¥2{X & Amazon Distro
for OpenTelemetry (ADOT) Collector 2 X-Ray SFHFEF KW ER R TR B SR LD EEHR
BHE, BXESZEE , 2 ( CloudWatch AF#ER) H#ICloudWatch {RIEF &,

ADOT @EUATAE :

+ Amazon Go &1T OpenTelemetry iR

Amazon & T Java B OpenTelemetry Z1ThR

Amazon X1THGER T OpenTelemetry JavaScript

Amazon 5& T Python B9 OpenTelemetry & {ThR

Amazon .NET %17 OpenTelemetry ix

ADOT B RIZ#E&R T Java M Python BB ZIRMZ#E. I , ADOT B & ADOT £ E
Lambd Amazon a B/ Java, Node.js 1 Python i=178IX) Lambda B & H FiiER#1T B
Mo

SDKs &H T Java Ml Go B ADOT X #F X-Ray SEHRREMN, MREBFEXHFHMIESH X-Ray X
RN |, EEEAFEA S Amazon X-Ray DKo,

® Note

YRIVE AT LA R IE K 3%E W3C BRER IDs F X-Ray, BRIANERT , £ABIEMNERER OpenTelemetry
BEBET W3C Rix L FXHBHERE ID 8. X5&A X-Ray SDK 5 X-Ray R
Amazon fRFRIZMIRER IDs KRN FRE. FHAR X-Ray #F W3C BXHERER IDs , BH4M
f#£ FAmazon X-Ray Exporter BxZ< 0.86.0 K& ShRA , iZRAZE7E ADOT Collector MR
0.34.0 REBRAH ., KHRAHSFHBLRIFRE ID A , XWUH#EASH W3C RERHE
IDs 342,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://aws-otel.github.io/docs/getting-started/go-sdk
https://aws-otel.github.io/docs/getting-started/java-sdk
https://aws-otel.github.io/docs/getting-started/javascript-sdk
https://aws-otel.github.io/docs/getting-started/python-sdk
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FERAUTHENZNRNARRETRN Amazon X-Ray SDKs

Amazon X-Ray @iF—4HBETIEEMWIE , SDKs ATXENWNARFH#HTRN M X-Ray KIXR
BR. B X-Ray SDK #RHUTHA :

o EER , IOAINEEHNRB P UUBRERE A HTTP &R
- ERIRLCERE , BTN Amazon SDK EFin , BN AERFFERAXEEFIRRIERAEMEFiE
Amazon Web Services %

« HTTP &P , A TR EAR IS HTTP Web ARSSHI A A

X-Ray SDKs % #xt SQL BEE#H TR NMEA, B3) Amazon SDK &3 *“/EUJ«X&E@IJJ BEo 1%
SDK TR BN REHIELREE X-Ray , M2 JSON 5 B X EIEEIY UDP REMNHIES ?F%z
Fi#tiE, X-Ray HETFHFEFNIBREHPETIP , 2 EBAtE E£F X-Ray,

RBHTUTRHRETESHAA SDKs

« Amazon X-Ray AT Go B SDK

« Amazon X-Ray & A F Java B SDK

« Amazon X-Ray Node.js WE4HF AT ES
« Amazon X-Ray Python B 4 T E&

- Amazon X-Ray AT .NET B SDK

- Amazon X-Ray i& | F Ruby #J SDK

X-Ray BASHEERT Java B EHRALIE,

#£ Amazon Distro for # X-Ray OpenTelemetry Z A3t 1Ti£# SDKs

X-Ray SDKs B Y18 % =R N R & %EXE’JN%&%J&HEE’J 4 Amazon, By Amazon Z1ThR
OpenTeIemetry RE ZHTILBRT RN — Tfliﬁi/kﬁ';qﬂ X-Ray R@RZERBRA R
Z—o BAILAERE—fh 5 ETE X-Ray EF‘;'-EJ end to-endiREr , BEEWERERANSE , BFLT
REPNESR,

OpenTelemetry MIREBEFELLTRE , BATEWEAEH Amazon Distro SRR B AREF :

- TEEFRNRBETHFREEELXZINZSNTRMNRERE R
 Support THEEMEENAERBEIL , BHEXEH OpenTelemetry

AT A A EH N ARF# TR Amazon X-Ray SDKs 289
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- T£¥EEMW Lambda F , £/ Java, Python = Node.js B TLEE KB EN A T S UK &I N B IEFI E
# — 47

(@ Note
Amazon Distro for I¥REY Lambda Bi#{ OpenTelemetry 2t 7T EM B2 A 14EK, ER
BT OpenTelemetry 12 REM |, B Lambda BRENEEFNNAEF , HBRBEAT
RELBIREHNEREMNER , XARESSHIANER, NMREEETHMEERH#ITH
1t , #FEFFEE OpenTelemetry® EHIheE , BIAAISEENFHER , WAEEEEA
Amazon X-Ray SDK k48 &89 S AR F o

MREBUTER , BUUERE X-Ray SDK RN NAREF :

- RRMENNE—HNRERRER
« 5 X-Ray EFEEFHNER , BFE1E Node.js. Python, Ruby B .NET B , RE M X-Ray &l A B
BREAN , UREZEH Bz EHIX LR N

1£ Amazon Distro for # X-Ray OpenTelemetry Z [B]#1Ti%# SDKs 290
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Transaction Search

Transaction Search E— X ER 4K  OHEBAFLETRENNAEFEERZSEE, BEEESH
REBERPNERREERT , ARNMABRFIRETHRIERERES. BEINBEHREREXRRSG T
EMIWFEMRER. XEFAFELIEFRNLERNE, FENEUREXHTHEE , HPUUEER
F IDs MiTHEZWEEM IDs, BERRFRREWHES, XMEREMERT ZEBHRER , METE
TREHHRSHRZ TR

EXEZEER |, 1§21 Transaction Search,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-Transaction-Search.html
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OpenTelemetry % (OTLP) im =<

OpenTelemetry 2 — MR UMM AL , ©1 1T FARRIRME T B FUERER B 1E N BIE AR LY
MIE, ZELRREMT —TE— E’J*’é'ﬁ AT, £K., WENAREFENRIE (flESR. BEM
BER) , AGEHSHIBNFEE# TN HIREBEE, BEFER OpenTelemetry , FRA BT LAUE & 4 5
EYE , NERE TR R RO RIE M,

&7 LA F & 3 OpenTelemetry [@ OpenTelemetry MY (OTLP) i R KX RER , HERARFESH
CloudWatch 3£18 out-of-the& 2 N i F M AEIS 24K 08

BXEZEER , S OpenTelemetry,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Intro.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-OpenTelemetry-Sections.html
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£ Go

BEAMAETRATRN Go NARRF , WHREHIEREE X-Ray :

« Amazon Distro OpenTelemetry f or Go — =2t —AFFREM Amazon & 1ThR , Fi Fi@x Distro for
Collect Amazon o r Collector [&]23#E 1 T CloudWatchF I &% OpenSearch FREE R Z A
Amazon W 1R#R R REIZERMIERFIEE. Amazon X-Ray OpenTelemetry

« Amazon X-Ray SDK for Go — —4FF , AT&EiT X-Ray S EF 4 RB R FHE LZEF X-Ray,

BXEZEER , S5 7 Amazon Distro for Hl X-Ray OpenTelemetry 2 B #1T%# SDKs,

Amazon Go & 1T OpenTelemetry R

£ Amazon Distr OpenTelemetry o for Go , BRENMARFHIT XN , BNAFHEXAE
FRABRER R IX B Z /N Amazon Y532 #8)R 5 % CloudWatch Amazon X-Ray , ‘21F 1 5 ML 5 i#
OpenSearch BR% . & X-Ray 5 Amazon Distro Bt & £/ OpenTelemetry EEHNAH : BH
OpenTelemetry SDK L& X-Ray Bt& A , LUK/ A Collecto OpenTelemetry r BAmazon Distro
B X-Ray —#&EH.

EFBER , 25 Amazon Distro for OpenTelemetry Go 3 #4,

B <4 Distro A F with Amazon X-Ray #1 other B9 OpenTelemetry & %152 Amazon Web Services
fR% , 2 H Amazon Distro for OpenTelemetry 5% Amazon Distro for Amazon D ocuments.

OpenTelemetry

BEXEEXRNAZENESZER , S LK O Amazon bservability,  GitHub

Amazon X-Ray AT Go Ky SDK

ERAT Go My X-Ray FRTEBR—AHEE Go NARFIE , WRHESEM G ENRAE K IRERREH &
RERBIERIESE X-Ray HEFHEF. REHFEQLEEXRNARFLAENEA HTTP ERNES , %
NN AREFER Amazon SDK, HTTP B inel SQL HIEFEESREN THERSETHEANES. &
EATAF IR 0 BRAEERMTBERRMARE R

FEAUTHSMEGItHubF#ES T SDKgo get :

$ go get -u github.com/aws/aws-xray-sdk-go/...
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/go-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
https://github.com/aws/aws-xray-sdk-go
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XTF Web NARERF , LM xray.Handler JEERERME AFER, HELEREFN BN HRERNF
ROBE—NDBRATEREBWNNTREZD R, H0RITIN , BRUEATRITEQSEF RS ER/E

BAMEDER , AREFHRUBRETHER, FRATESELBFHICRESRITFTNNARERFSIRH
7=

NTHELIRNNAREFSIRSFAR Lambda B , Lambda £ BREVER ERA7 L H B 3 BRERRAFHY
FR, NTHEHMEE , BAILUK Lambda BB REMBERME AER. ZEBHHER , Lambda #<
Bl Bt HEEMS X-Ray FRTEE,

(@ Note

£ Lambda £ , X-Ray F X TEGRWEN ., NREFTERBPERE , EHRSHSFAES
E—/NAT Lambda REH T R , AREA Lambda BEHN TR, TEIFMZFATE SR
MBEBRE , FFoBRAMNE Lambda iR EE D B, EZHAmazon Lambda A Amazon
X-Ray THREZELR.

TR, EAX AWS BN AASEENE ik, WERABR X-Ray &N HERZE ik EH
o SETBRNN SQL BIEEREA.

EFRERAFRIESR , BEREIERENPRAREBELETA, EALRMNEHRIZZKAXEA
BFLETHUTERRNEE K BYEUREANRBELREFTH , REBSHIUENRAEFBEE
FEERKEFRIEENESHELNER.

EREXRERURNARFEIRNTBIEFREN TENEAEES, TREMENREN K BhxE
BEXNRHRSILATHEERARER , MELEBERTSBEHENRE. THEZENRIMER
€, HEALLUERENNKRNEKEA - 75t JSON WEMFIE,

O ERMTHE
SERNTBIEREEA X-Ray F X TESFME S BHEETER, RELXIBEHRS, U
EEmERAR—RBER. THRERRHRD , BTLER X-Ray B4 A% AP EEHS B
BE, £8F X-Ray REURM A BT USE X LI,

SREBHFEERERLNNES RN , —MERFRABEARETFIR , RAUNEFREENENEARS
WE—NFDER. BUNEIREFREBAESEEELFOBETREEFHEHANEDE, BTN
BIOEBIEARBHIIBAENFOR , ALK FOBRNAKBENEIR  MARREER D RNE
RNE

EAT GoW X-Ray FATER 204
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=R

EHATF Go#y X-Ray FATEGEE Go 1.9 RES AR,

% SDK 4w iIFMSITRHRB T A TE :

« Amazon EATF Go #Y SDK WA 1.10.0 SHE ShRA

XL FINIEFF & T E 2/ README .md XA =EH,
SE X
ETHHAXITEEIE , A WEMNTEXRLUETE Web X EB[HPEE XY,

ERSEN

1. SM% $GOPATH/src/github.com/aws/aws-xray-sdk-go ( Linux & Mac ) B &=
%GOPATH%\src\github.com\aws\aws-xray-sdk-go (Windows) XX

2. 1&17 godoc W,
$ godoc -http=:6060

3. ITFFXYES , BME http://localhost:6060/pkg/github.com/aws/aws-xray-sdk-
go/»

BREFERAT GoM X-Ray FATES

RO LBIMEETE, F/ Configure WREA Config HRABIAE , RAEATF Go I X-Ray
FEITEGEERE. NETERET Config B , FEXRLETEMRIAE.

Sections

- BREEHA
o REFN
-« BFiEE

. RETE

« f£/ Configure 5%

ER 295
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AR 55 4 4

plugins AT iIEREXEENAREFNERFHES.
ik

+ Amazon EC2 — EC2P1lugin 73kl ID, AJA XM CloudWatch BE4H,
+ Elastic Beanstalk - ElasticBeanstalkPlugin FiNERERZ M, MAIRESMZE D,
+ Amazon ECS — ECSPlugin % IN&2S ID,

Segment - Scorekeep

Overview | Resources | Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢-170413_021009
Deployment ID 20
Environment name scorekeep-cmh

EC2

Availability zone us-east-2¢
Instance 1D i-0355683d15d1471728

Xray

Runtime version 1.8.0_1M

SDK version 1.1.0

Runtime OpenJDK 64-RBit Server VM
SDK X-Ray for Go

BERES  FSAUTEFEZ—

"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
"github.com/aws/aws-xray-sdk-go/awsplugins/ecs"
"github.com/aws/aws-xray-sdk-go/awsplugins/beanstalk"
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BNMNEHEE - EEN Init() EHBEARMEEH

Example ec2.Init()

import (
Ilosll

"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
"github.com/aws/aws-xray-sdk-go/xray"

)

func init() {
// conditionally load plugin
if os.Getenv("ENVIRONMENT") == "production" {
ec2.Init()
}

xray.Configure(xray.Config{
ServiceVersion: "1.2.3",
1)
}

% SDK EfERBHFIRBRNRED R LW origin FB., XXRTZTERHRAREFN Amazon BIR3E
B, HEERAZSANEHR , SDK A TEATIRFXRBEERIR : ElasticBeanstalk > EKS > ECS >
EC2,

RAFHNY

% SDK fEfA1E X-Ray 2414 FE X WREANRBEZEZNBER. RAANBRESDHE— B
R, URFFERFRE RS X-Ray MBS AEMBERY TS 2 H, £ X-Ray 244 ol 2 E M
N B X B R AR RSN RER.

% SDK BIREXWIRFAAEELAN, MRERESANEELHANTE , N SDK XA E—&HM
e

(® Note
PR SDK T 1A X-Ray RIREUREMN , ©RIRENFKIAN AN , BIZFYE—NER
URBNENMAREMBERNES 2HE, IRENERAARSE | RELEEET X-Ray FH#
R APls , [R& 7= SDK R HfY AP HARY TCP R |, N2 R EXHER,
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& R LOR SDK BLE M JSON SAS N RN, £ X-Ray RERATAHNERT , SDK AT EAfERA
MR =40, LATARERRMHN,

Example sampling-rules.json

{
"version": 2,
"rules": [
{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1
}
}

BRBIENLT —NEEXAUM—MERIAAN, BEXANRAED 2ENREER | XT /api/
move/ Z THREREZRERNBERBEFR TR, MIAANPERHNE -—NMERUREMBERNES 2
o

e

FEAMEXANBNRIZ , BEBFBHICEFOENKRFAMIINATMFARE X-Ray RSEE, S
HEEZ I , BEERRSMREEM , XEFEFCRNBEEXTSEMR

FF/2 /& Amazon Lambda , BTTEBRER, MRENWEHBHERNARSEA , Lambda FFidFERK
RiZBRSEENBERNAR, MREATEIREEFFEETMBEIRKL , W Lambda £ H EEER
Eo
ERMHZHOAN | BEEIER NewCentralizedStrategyWithFilePath @A #t KA JSON X
.

Example main.go - 253t SEAEH1 N

s, _ := sampling.NewCentralizedStrategyWithFilePath("sampling.json") // path to local
sampling json
xray.Configure(xray.Config{SamplingStrategy: s})
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ENFEAABHN | FEIAFEA NewLocalizedStrategyFromFilePath ¥ mA<# 4 JSON XX
.

Example main.go - 2 & #*

s, _ := sampling.NewlLocalizedStrategyFromFilePath("sampling.json") // path to local
sampling json
xray.Configure(xray.Config{SamplingStrategy: s})

BEiH

(® Note
MARA 1.0.0-rc.10 748 , xray.Config{} FE LogLevel # LogFormat EF A,

X-Ray AU T#EOH#ITAERIEFK. BMIAIEREEB A stdout ( LogLevelInfo REFERA )

type Logger interface {
Log(level LoglLevel, msg fmt.Stringer)
}

const (

LogLevelDebug LoglLevel = jota + 1
LogLevelInfo

LogLevelWarn

LogLevelError

)

Example EA io.Writer

xray.SetLogger(xraylog.NewDefaultLogger(os.Stderr, xraylog.LogLevelExrxroxr))

287 K

il

BAIUEARREERBEERT Go M9 X-Ray FRTE T, SDK XEFUTEE,

« AWS_XRAY_CONTEXT_MISSING - i® &} RUNTIME_ERROR £ ERMRE=IRE S EBRITHHN
B T iERBUER I A RE,
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BHE
« RUNTIME_ERROR— 5| RZ{THI &,
* LOG_ERROR— iZF&RIRH ML ( BRIN ) o
« IGNORE_ERROR— ZBESRIR FHAREL,

FNFERITHFEMAERNZTHEIRKBRELSERFTELENRD , MEEE K EHPFEALN T
B, Nk EERE D RS F 9 RMEXNEIR.
« AWS_XRAY_TRACING_NAME - iIREF X TESR T 7R IRS B

« AWS_XRAY_DAEMON_ADDRESS - & & X-Ray #tEEFHBEFMTSHENENMFED, BRIAERT , 7
RIBEGSNBRERERIEE 127.0.0.1:2000, REESFHHESTVFEFEE RN TR DK
EHETVPEFES AN LET , NERALEE,

« AWS_XRAY_CONTEXT_MISSING - R EZEXRFEEF X TES WML ERD FTXHER. NTFER
HAEMERNZTHENIRBREQXERNFTLENRE , IREZHEEPEARNENE P iR |
N REERA D BRHF 5 BREXNEIR,

« RUNTIME_ERROR- BRIAMERT , FXRITEGRENMEZTHRE.
« LOG_ERROR - iB F45iR HUHEL,

HRETEREERBPRENENE.
£/ Configure 7%

BRI LAER Configure FEBEEER T Go W X-Ray FX T ES, Configure RA—13H, —
N Config WRIUAKUTAEFER,

DaemonAddr

WFRFRIEE X-Ray HEFHEFAFSRNENMNIBEO, WRKRIEE , X-Ray FEH
AWS_XRAY_DAEMON_ADDRESS }EFZ EME, MR KRIZREIZE , NFFEAH“127.0.0.1:20007,

ServiceVersion

A FREERSHRAR. MRKREE , X-Ray ERAZF/FE (")
SamplingStrategy
It SamplingStrategy WRIEEREWBLENAREFRAA. WRAKREE , X-Ray

fHEMA LocalizedSamplingStrategy , XX AT xray/resources/
DefaultSamplingRules. json HE XK K,
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StreamingStrategy

tStreamingStrategy ¥ &8 E £RequiresStreamingiR @ true Bt R E RN S R, MR K
E , X-Ray M DefaultStreamingStrategy , XFEF 2 BREEE 20 MR & EED
'8

ExceptionFormattingStrategy

It ExceptionFormattingStrategy W RIEEELF LML ERHNFE. MRAKREE , X-Ray
fHEAT A DefaultExceptionFormattingStrategy EH M XrayError, fHiRHE Mtk
IRERM error,

fEAERT Go M) X-Ray FRTEGRMUEA HTTP R

&R A] LAfE X-Ray SDK XRBEEEHNNARFELD#HKT L7 EC2 ECS 1y EC2 =4I EIBHME A
HTTP &3, Amazon Elastic Beanstalk

f£H xray.Handler W& A HTTP K., AT Go ¥ X-Ray F A TESFE http.Handler 2
SRR AR Go FE xray.Handler # O LUEE Web K, xray.Handler & http.Handler

TERMH xray.Capture ( FABERNW ET I, @& AWK , REZSERMNW@AIRL ) |, Hig
BHEET HTTP WBRERFR,

LI ALK E HTTP FHRMMAR |, BAT Go MY X-Ray FRTE BRI REERCIE—
Mo, o REYE HTTP BERMITE, FEMLE, EttRNSEL DR EGE T DR,

(® Note

X F Amazon Lambda Bi%X , Lambda @ A BN EHEBERGE -2 K. S Amazon
Lambda 1 Amazon X-Ray T RE ZE &,

LU RGIESR A 8000 EBEVERHIRE ‘Hello!” ER ML, TBEIEMNARERFCIED KR myApp Hi
A

Example main.go

func main() {
http.Handle("/", xray.Handler(xray.NewFixedSegmentNamer ("MyApp"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([Jbyte("Hello!"))
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1))

http.ListenAndServe(":8000", nil)
}

BN REBE—ANEN , BTERSREPHFRENNARRF. AIUBSHEIR , BATLU% SDK &
BEARBEABEBRFH IR EH#THSHE. ISHEATREFRIVEENRERITIA
AEREEBMAEETMBAENX (Fl , WRENIRKXRAERN ) RARINBIR,

® HERBIFEX

mMEMEFERIHMP EFERERFEHNARRF , X-Ray 21EUEK X-Forwarded-
For FikHHEF % IP M3E IP BIEITHWIR IP. HTHEKXKNVERIERNEFE IP 71 A
&, BT REE.

EEEZBERR , SDK EDBRFREMINFRRERILITH. RSBREIEREN x_forwarded_for
WFE true , MM HTTP #E3RH X-Forwarded-For #rk3REE i IP,

WERFEASEATEEN http RABMEABRUIB-ITE :

« HTTP A3% - GET, POST, PUT, DELETE %,

- BRI - RIXFEROZF I IP ik,

« RIS - ETARIERN HTTP AR,

o BFE - FREARTE ( WRENERET ) MR E ( KEMBAT ) .
« AFPAKE - BERHP W user-agent,

- AARKE - W HH content-length,

e B 70 B A & SR g

Amazon X-Ray RSB MKINREHNNARERF , AFESENNARFEANEGNRER. &iE
FE APls, SNERBIEEEM Amazon BIRX 07Tk, = X-Ray SDK NEABREKDERE , 2FNARE
FHRSEMICRET RN ERFERF.

X-Ray SDK A[LLFTE HTTP &3R5k M hostname RSB 0B T , Hdrk o Lithis , 25 BUR
SR A EMER AN TR, AP SDK BT EERENEVIRLWIERMBIRETE DR , BN
NIEABREE—NRIABR,
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MRNARF NS MENERRBHIRS , WATLOR SDK BENEAZAGERBUES REHH IR
HX—Ro BIBWERKEAV SOK-FENBATHETBERXNER , FRERABHREATAHFEM
MR E R,

il , MEEE —RBARFEARKET=AFENBERRUES , 2508

www.example.com, api.example.com M static.example.com, AJMAEAEI

* . example.com WM E RBERBTETREBEHN FEHN SR , BEiwE RS ER=/1R
FTR. MRNARFKRESEEZEANTETER hostname BWER , BELXERSHE ELERE™A
TR, UREEENEIREMR,

EXNFFAEBERDBREAEREN , FEURLERFRIEENARFNEY , WeIEMN D F R

(® Note
SO LAfE ] AWS_XRAY_TRACING_NAME SMEF EBEBRERBPE X ERIARS B o

HAMEBERBENL—NENENEENEXT—NE HTTP BRFHNENEEZEXT RN EFERA
HWERIANE#r. EFDHBRDER , B NewDynamicSegmentNamer ELEBRIANZF M ELEHHEN,

Example main.go

WMRERPHWENEEER *.example.com E , BEAENE. &N , EFEA MyApp.

func main() {
http.Handle("/", xray.Handler(xray.NewDynamicSegmentNamex("MyApp", "*.example.com"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]byte("Hello!"))
H))

http.ListenAndServe(":8000", nil)
}

£ X-Ray Amazon SDK for Go B SDK #&iF

LIRM R A A Amazon Web Services RS A FEEHIE. B ARSI R EBAR , X-Ray SDK for
Go 2R T BRBRETHENIER., EiXLRS (470 , Amazon S3 ZE# @ Amazon SQS BA% ) AIE

EREY BR Amazon Web Services ARSS FiA R RIRE X-Ray 25 A VRERBE E 8RN FiFET Ko

ERIR AWS SDK B , BRIEFRNRE xray . AWS() AR —E3%F , LT REIFTR,
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Example main.go

var dynamo *dynamodb.DynamoDB

func main() {
dynamo = dynamodb.New(session.Must(session.NewSession()))
xray.AWS(dynamo.Client)

}

Rl , SEER AWS SDK B iumeY , EABAKEER withContext lRA , 7 context FFHEM
http.Request WRZEFLEEF,

Example main.go — Amazon SDK i

func listTablesWithContext(ctx context.Context) {
output := dynamo.ListTablesWithContext(ctx, &dynamodb.ListTablesInput{})
doSomething(output)

}

XNTrERS , BRI LUE X-Ray 2H & F &R BAK API W& . X-Ray FRTEGLN -85 RS
RESRNB DR, NERS R PREESHNE,

flan , HEALIRNME DynamoDB EFFRiH R HAAR , N TFHXNERNIAA  AXIESXIFREN
AINE DB, EEHEY , SIMRERSHEFERA—MRINTR , UREEXRENBHRWRER
#) —f#% DynamoDB i &,

Example X} DynamoDB 3# 1T F LAMR7Z 11 B B F 2 Bk
"id": "24756640c@d0978a",

"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
Hhttpn: {

"response": {
"content_length": 60,
"status": 200
}
},
"aws": {
"table_name": "scorekeep-user",
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"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",

}
}

HEBREENF RN , XU TRSNEAASERS EERPLIBFANT L REEQIEER TN
A, ARSI TERT K.

« Amazon DynamoDB - ®&
« Amazon Simple Storage Service - FEEFEMBE
« Amazon Simple Queue Service - BA % & i

FHERT Go By X-Ray FX TE@RIEN FiE HTTP Web FREHVEH

LB AR AAMRSHRLHE HTTP i APIs , BRI BUMEAxray . Client X LFAMA Go M
AREFNTFE , MT RO , EF http-client 22— HTTP & %,

EPmIZMRMEN HTTP BEFIRMBAE IR , BIAN http.DefaultClient , H&EFEHA
xray.RoundTripper @EMFRLEES,

Example

<caption>main.go - HTTP % f~ ifi</caption>
myClient := xray.Client(http-client)
<caption>main.go — 8 ctxhttp FERRER T35 HTTP 8 </caption>
T RBIEBIER xray.Client B9 ctxhttp BEERR ML L HTTP @A, AILMERENRE L RAAN

ctxo XEATLBREANBEHXE LT, fln , X-Ray TR VFE Lambda B GIEZHH DB |
Rt N ERAIAER Lambda 2B £ T3

resp, err := ctxhttp.Get(ctx, xray.Client(nil), url)

FRAERT Go By X-Ray FA T ESRER SQL &if

ERERX PostgreSQL =% MySQL B9 SQL A , &% sql.0pen BAHKRHA xray.SQLContext ,
MU T RBIFFR. MNRAEE , FFEA URLs MAREEF TS,
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Example main.go

func main() {
db, err := xray.SQLContext("postgres", "postgres://user:password@host:port/db")
row, err := db.QueryRowContext(ctx, "SELECT 1") // Use as normal

FEAERT Gol X-Ray FATEBEREBEN FO KR

DERANBRERN D BT BN TR BERBHERSMETKN TENFAES. BRERAERNNE iR
J&ﬁﬂﬁilﬁ X-Ray SDK EF D ERFIEFERNEE. BUNBAEMTFOERRSEREMBTFIE , K
EEENMMBERMERNM , IRRIZFERNTHE.

£/ Capture FZERIEBEXREBN ¥ 2K,

Example main.go - BE X F5 B

func criticalSection(ctx context.Context) {
//this is an example of a subsegment
xray.Capture(ctx, "GameModel.saveGame", func(ctxl context.Context) error {
var err error

section.Lock()
result := somelLockedResource.Go()
section.Unlock()

xray.AddMetadata(ctxl, "ResourceResult", result)
)

UTREEEPE RN THIRIAT saveGame ¥ BRUMAE RENARF Scorekeep HWERERH,

¥ Scorekeep

Scorekesp 200 390ms @ ]
DynamoDB 200 6.0 ms th !
DynamoDB 200 50ms
DynamoDB 200 50ms ]
DynamoDB 200 6.0 ms ]
## GameModel saveGama - 14.0 ms
DynamoDB 200 50 ms
DynamoDB 200 80ms ]
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£ F X-Ray SDK for Go , FfERMTHIFERINE 75 &

AURAERNTHBEFEEREER, MEINABRFEINEMEE, AL ERMTHERME X-
Ray F R TEQBIZN 2 RIECENBEX F2 Ko

ARRETERBR, BEFIARENEEN.,. RELNWEREH RS , LESHKEREA—EFHR, &
AARIEZEATHEHSHPNREHITOANBITEIERA GetTraceSummaries API B f5E BB
o

THFERTUAEREMREENR-EXN , SENRAIIEK , BRERHRS , TEEHEZFHRER
—RBEA. EARTKBECREFHERFTFEFNTEATERRERNEGIHIE.

BRYZERMTBE N, BETUED R ELIEEAF ID /&, AF IDs HISREXKRN RILFER
B, HRHIREI B RER.

Sections

 f£f X-Ray SDK for Go i2 &¥#&

. {#8 X-Ray SDK for Go 12 Tt #iE

- IDs £/ X-Ray SDK for Go i F

£ X-Ray SDK for Go i2 FE#
FERAERIEREXENHEHFHRSIUHTERN D BHNES.
EBER

- & -X-Ray TRHNEBERZULEE 500 NERBFEFER. RTRBAR (. ) 29, TREFEHAZEES
USRS

« {B - X-Ray FBWERZAELEE 1,000 1 Unicode F£Fo

c EBHHE - BMNBERERZAUMFEA 50 KR,

EEXIR , BEA— 1N EeREEYBRREN THENEZ/AFEXRIAA AddAnnotation,

xray.AddAnnotation(key string, value interface{})

FERIEGERUB-EXNERICRAE D RXEM annotations R, FEHHERREERX
AddAnnotation HBER —9 R L ZBIICEKNE,
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EEREFTREERERNERLR , BEannotation[keylMERBERFPEA KBF.

£ X-Ray SDK for Go id &t #E

ERATBRBIERBERELENEREHRE|I L TERN D BRNER.
BEERABE  FEA-NMEESLESSBRXERNTHENFAHFEKREA AddMetadata.

xray.AddMetadata(key string, value interface{})

IDs fiEf X-Ray SDK for Go &l F
BRERAPFNARE , RBIKXBERGAS. IDs
ZiZEAF IDs

1. M AWSXRay ZREUX X Bl % BRI 51 A,

import (
"context"
"github.com/aws/aws-xray-sdk-go/xray"
)
mySegment := xray.GetSegment(context)

2. FEAREBERNWAFWZERSE ID BHA setUser,

mySegment .User = "U12345"

EERAF IDWRER , TREuserMEREXFER XBF

AR THYE
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£ Java

BRMAEAATRN Java NARF , BURFBREHIEAIEE X-Ray :

« Amazon OpenTelemetry Java kg Distro — 12t —AFFIREEHY Amazon K 1Th , AT &3 Distro for
Collect Amazon o r Collector %4 Amazon %R A R ( BIELE#FI Z# OpenSearch Bk
%) BEMXWIERMBER, CloudWatch Amazon X-Ray OpenTelemetry

- Amazon X-Ray &M T Java ¥ SDK — —4&E , ATEE X-Ray FHEFERBREREFFERXE
X-Ray,

BXEZER |, iH5# £ Amazon Distro for Hl X-Ray OpenTelemetry Z [Bl#1T1%$F SDKs,

Amazon & F Java B9 OpenTelemetry & 1ThX

£ A& TF OpenTelemetry (ADOT) Java #J Amazon Distro , &R LA B AREF#T — XN , RE
FHEX B IEAR M IR ER R X B 24 Amazon Y52 f##R 75 2 CloudWatch , ‘@3E 5 Amazon X-RayFliIL
B# AR5 . OpenSearch f X-Ray 5 ADOT Bi&EAZERMNEAHK : 5A OpenTelemetry SDK L&
X-Ray B& A , LARJE A Collecto OpenTelemetryr B9Amazon Distro JA 5 X-Ray Bt &fEH. ADOT
Java XEFEHFKRN , £ENNARFLEE RPN AT KA RIRES.

EFWRER , 2 OpenTelemetry Java Amazon &1ThHR3 44,

B < Distro AT with Amazon X-Ray 1 other #J OpenTelemetry & %15 & Amazon Web Services
fR%5 , 2 ¥ Amazon Distro for OpenTelemetry 5 Amazon Distro for Amazon D ocuments.
OpenTelemetry

BXESIRBNAZINESZER , S LK O Amazon bservability,  GitHub

Amazon X-Ray & F Java #J SDK

X-Ray SDK for Java 2 —4AH M@ Java Web M AREFHE | AIRMIE M 5 AR 4 oL IR EREE H IR ER

BIERES X-Ray HETHER,. REBESFEEXRANAEFLENZA HTTP HRNEE , URN
RRFEA Amazon SDK, HTTP BFinsl SQL HIEFEZERN THRFSHTHERANES. BET
DF el BAEERMTBIEPRNERER.

X-Ray SDK for Java 2 —MNFRIE . #RATBAFZINAE HE github £ GitHub3E R WA M B ELE R
com/aws/aws-xray-sdk-java
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https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
https://github.com/aws/aws-xray-sdk-java
https://github.com/aws/aws-xray-sdk-java
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B @A MAWSXRayServletFilter 45 serviet fHikEERIRERE AER, serviet LSRR
B, OB, BAUERAFRIESEFENAEZREENMEDE , HEIE 75 RUBRERT 5
BA. FRIEGELAF EREIRITANNARFIANRE,

MARA 1.3 FF6 , SERATBAGER Spring AV 6 5 E Y 4wiE (AOP) REMMARERF . XBKEIRATUE
N ARFETRXNEETRN , MEAEE Amazon N AR FHE T8 R AINEMARE,

BTk, EAERAT Java B9 X-Ray SDK , ZMEE EH B S SDK Instrumentor FHEH# , Xt EAT
Java B9 Amazon SDK B #{TRNl, SHEFEAESRNNE 7 ik T # Amazon Web Services AR
& WEIRET , SDK #HLEFIBRHPIEKEXZAANEER. Amazon Web Services RS BERFH
FRNERMEATHT R E RERREE L | UEBRIN B RN ERE LAY R PR &l &,

WMRIETERNFFE T A Amazon Web Services RS , NI AT LA BE Instrumentor FHER | AfFiE
RERNNEFim., B M Amazon SDK fRSE FimaTracingHandler R4 &N & F .

Hh X-Ray SDK for Java FH&ERA X HTTP Web APIs Hl SQL BIEEMN T HAHRET

T8, &aLER X-Ray SDK for Java B HTTPClient WRASH] Apache HTTP Fi&Rsh iy
HTTPClientBuilder k# M Apache HTTP & Fim, ER N SQL £ , FF SDK HEEEFH N
EIBER

IR SDK fa , B E B 1D serviet fEiEZRRBE L EITH, ERBURINFEMRKIERAR
MARRFLETHITERFENEE  BIELREANRBEELKETH , REBSRIINENAERF
ASHEERAFRIESNESHEINEE.

ERAXRBFRURNARFEEIBRNTHERAEN TEHNEMBES. TREMENREX , SHhXE
RENEHRSILATHESZARES , UELEBRRISRERFENRE, THESENRBIMER
K, HEATLUEREBANRAEEA - 7F5116H JSON WE[EE,

@ B THIE
SERATHEREEA X-Ray FETEAFNES BHEETA, RESTHIBHHRE] | 5
EEmERE—REMR. TRIERFHR| , ETLUER X-Ray 2545 AP B2 BF
BE, BEF X-Ray REBURMEMABTUEE XL,

SREBHFEERERLNNEF RN , —MERFRALZEF S FIR , RAUNEFFRAENENARS
WNE—MNFHR. BUNBIHEFRAALEEEELNFIBRPREEBFDEANESH, BN
BIORBBEARBHIIBAENFOR , AR FOBRNAKBENEIR  MARREER D ERIRE
RNE,
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FIER

A LAM Maven T #; X-Ray SDK for Java. X-Ray SDK for Java IZERARFIMIFD R FESR | EPH
MEERRATRAERE

« aws-xray-recorder-sdk-core ( #4%F ) - AT RIEBS BN EH O BRNWERIIEE, BIF
AWSXRayServletFilter A TR M & AER,

« aws-xray-recorder-sdk-aws-sdk— B FMIRER EHA T Java B9 Amazon SDK & FimiER
BERLEBREF , WFF KA Amazon Web Services fRS H BV iE B BTSN,

» aws-xray-recorder-sdk-aws-sdk-v2— B RINREEFIHERNBFREEEE , X Amazon
Web Services R% E A EA T Java B9 Amazon SDK 2.2 X E S RAKF F imdt TR 8 B T%
o

« aws-xray-recorder-sdk-aws-sdk-instrumentor— fffaws-xray-recorder-sdk-
aws-sdk , BEIXFE ERT Java B9 Amazon SDK ZF #1785,

« aws-xray-recorder-sdk-aws-sdk-v2-instrumentor— fffHaws-xray-recorder-sdk-

aws-sdk-v2 , BEIRMAA ERT Java B Amazon SDK 2.2 R E S MRAK Z iR,

« aws-xray-recorder-sdk-apache-http - M {EA Apache HTTP B Fix#t {THI/Z H HTTP
A,

« aws-xray-recorder-sdk-spring -7 Spring AOP EREN AR FRHEEBRER,

« aws-xray-recorder-sdk-sql-postgres - #MH JDBC X} PostgreSQL ZiEFEH#H 1THY /& H A
Ao

« aws-xray-recorder-sdk-sql-mysql - #&0H JDBC 3 MySQL ¥iEFE#H1THEEHERA.
« aws-xray-recorder-sdk-bom- #EMELEE , B LLATCREERTAE FERBRA,

« aws-xray-recorder-sdk-metrics— MBRIKEW X-Ray 5 KA RS #h
CloudWatch #§%x.

MREEH Maven = Gradle SRR AR , 7% X-Ray SDK for Java R INEI B ERE P,

BXx SDK KM A EMNSE X , S Amazon X-Ray SDK for Java APl &,
ZR

ERT Java B9 X-Ray SDK EZE Java 8 RESRA. Servlet API 3, Amazon SDK # Jackson,

% SDK H4mIFMB TR T AT E ¢
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https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-core/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-v2/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-instrumentor/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-v2-instrumentor/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-apache-http/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-spring/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-sql-postgres/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-sql-mysql/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-bom/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-metrics/
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc
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« Amazon & T Java B9 SDK AR 1.11.398 R E = iR A
» Servlet API1 3.1.0

X LRI SDK B9 pom. xml XHHEH |, tNRESE A Maven = Gradle £ KNI B3I BFEER,

MR EE A BIETE X-Ray SDK for Java FEE |, N ATERSEHRA, Flm , MREBESTHEL
k3 T Jackson HEIBBANIZMBINIIET JAR X4 |, MIATMBRIX L JAR 324 , BF SDK JAR
AEH B2/ Jackson FEMRZN,

KPR REE
Al M Maven 3%%8 X-Ray SDK for Java :

e ¢ — com.amazonaws

« ¥# — aws-xray-recorder-sdk-bom

e RA :2.11.0

MREER Maven RERBARERF , WFE pom. xml XA 7N SDK 4 Ak H I

Example pom.xml - i I

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-bom</artifactId>
<version>2.11.0</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-apache-http</artifactId>
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</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-aws-sdk</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-aws-sdk-instrumentor</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-sql-postgres</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-sql-mysql</artifactId>
</dependency>

</dependencies>

3 F Gradle , %0 SDK ¥ build.gradle X#H#94RIR AT KEIN

Example build.gradle - X $iIi

dependencies {

}

compile("org.springframework.boot:spring-boot-starter-web")
testCompile("org.springframework.boot:spring-boot-starter-test")
compile("com.amazonaws:aws-java-sdk-dynamodb")
compile("com.amazonaws:aws-xray-recorder-sdk-core")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk-instrumentor")
compile("com.amazonaws:aws-xray-recorder-sdk-apache-http")
compile("com.amazonaws:aws-xray-recorder-sdk-sql-postgres")
compile('"com.amazonaws:aws-xray-recorder-sdk-sql-mysql")
testCompile("junit:junit:4.11")

dependencyManagement {

imports {
mavenBom( ' com.amazonaws:aws-java-sdk-bom:1.11.39')
mavenBom( ' com.amazonaws : aws-xray-recorder-sdk-bom:2.11.0')
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W R I&E A Elastic Beanstalk kBN ARF , M ATLAEA Maven = Gradle 7 8RBT £ X on-
instance , MAREKM LETIEMEMRBIN AR, BXEA Gradle BIRHA , BSHREINARE
Fo

EHATF Java B9Amazon X-Ray Bz {12

EAT Java B9 Amazon X-Ray BaIRMRER —MREBRSFR , RERPWNF X ITERTX Java
Web SARFHTERM, ZREEBREET Serviet WHARF , URFEAXENELMEL HE
ZREFEN THFER, EPEHETHE Apache HTTP iR, Amazon SDK R KA JDBC IR 3h
BFHITH SQL Bifl, ZREBELRERZE X-Ray L TX , BEMBEEDITBEMF 5B, Java KB
RALAEA X-Ray SDK AT EELEMZThaEt, ERNBIREENRIAELARELRAIUERZN
H,

X-Ray RERRARFESET Serviet, ERMWAL Java Web M ARRFIRS . MREBHWNARERFE
ARSERERETERIFHEENER-MRNERS , MTEFEEERKA SDK #HTFHRM,

X-Ray RERFERAS2HXNRREMTES ( f41# DiSCo ) WEM, Di SCo 2—MFFFRER , BATH
BUESHARNREPFEAN Java KRB, BAMEMA X-Ray REFTEET# DiSCo , BETLUEI 17E]
HETRTHRERZMENESEL GitHub, X-Ray REtLERLH RN . EEFRAB., MEREH
REEEXNENEE , FiHRMRENFMEE GitHub,

I N AR

#eb-java-scorekeep RUIR FARRFERA T A X-Ray KEHITRN, D XTEE Serviet HikE=
IDREBEE , AAXENERARERER. BEERMETZNARFRER Amazon &R |, BRETR
BIRARFH BRX AR HENSTRIZE, XTOMAERRGINARFLER X-Ray RENHEBANT R
BRI AR R BAE .

Al
ERBUTSREBMNE | FRELECHNARERER X-Ray B3N Java RE,

1. BIMEHIEIT X-Ray #EEFHERF. BXEZEER , 2 Amazon X-Ray FHEF,
2. TERENSEHAITIR. BEAFHA R THEXHREFHNE, HNBERSUTRHREELL,

disco
### disco-java-agent.jar
### disco-plugins
### aws-xray-agent-plugin.jar

B E 314


https://github.com/awslabs/disco
https://github.com/aws/aws-xray-java-agent
https://github.com/aws-samples/eb-java-scorekeep/tree/xray-agent
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### disco-java-agent-aws-plugin.jar
### disco-java-agent-sql-plugin.jar
### disco-java-agent-web-plugin.jar

3. BUNARFHN VM SRFEHIELUTAR , UEARE, WER , HBMAN -javaagent ¥
KA -jar Z¥zHl. BR IVM SBNIRREF Java RSFAMEANTENERMR. BSH
ARSSBRAEZRA A T iR,

-javaagent:/<path-to-disco>/disco-java-agent.jar=pluginPath=/<path-to-disco>/disco-
plugins

4. i%E AWS_XRAY_TRACING_NAME ¥FEEZEH
com.amazonaws.xray.strategy.tracingName REE M EEHW S AREFE X-Ray 2]
ABLENERAN, WRRBEHEH , NEARAER,

5. ERRS SRR, NUE , RREEANBERRETHEAA,. WREEFIATMHLER , 55 Hthe
section called “FHEEHERR",

BLiE

X-Ray REHAFRMHAZ JSON X H#HTHE, BMIAMERT , XHMTFE N xray-
agent.json"MAFMRBEENRE RS (D, £H resources BEH ) . AL
com.amazonaws.xray.configFile REBMRENBEEXNHNEN REHRBE , AEENXH4E
BERENVE,

RIEE ST AR Ro

"serviceName": "XRayInstrumentedService",
"contextMissingStrategy": "LOG_ERROR",
"daemonAddress": "127.0.0.1:2000",
"tracingEnabled": true,
"samplingStrategy": "CENTRAL",

"traceldInjectionPrefix": "prefix",
"samplingRulesManifest": "/path/to/manifest",
"awsServiceHandlerManifest": "/path/to/manifest",

"awsSdkVersion": 2,
"maxStackTracelLength": 50,
"streamingThreshold": 100,
"traceIldInjection": true,
"pluginsEnabled": true,
"collectSqlQueries": false
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FRARER

TRNMETEIEENERE. BEEEHEIANNE , BEINRBFX D KNE, AU RETEMR

SRMBENEM , ELERNFHREA LRI REE,
BFSRNREE, MEFRBRTEFTR,

HEMHNEXEER ,
BB el
serviceNa FRIER
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contextMi FRH
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ress
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FRARER

J& R R
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J& R R RKE BRIE iR HEZE REEM BRIA

contextPr mRE True, False MWMER2 FEH FEH TRUE

opagation true , M7
KEZA
B ah % 3%
X-Ray L
TX. &
n, FEME
H Thread
Local k7%
it E T3,
HEFEF
Bk iEtE
&,

AEIEREE

A LR E X-Ray SDK for Java tHEH A RNELE X-Ray REHN HELRS. w28 BEIER , AT
fE {6 A X-Ray SDK for Java Eii& H &2 %o

FEHM

MEFEERENBEIRMNZABRITFEIRN , BF X-Ray SDK ERKBIURINEIZHNIE, HE
=, REEABERPIEEN SDK BE X Serviet kg5 X-Ray REFFRS.

@ Note
B AIRE P BT AR AN B9 X-Ray SDK KT Fah M | Bt EEARE,

MRREFELENZE Maven TE |, BFUATRBIUNINEIEH pom. xml X4,

<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
<version>2.11.0</version>
</dependency>
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</dependencies>

MRBREELERNZE Gradle T H |, BFUATRBIURINEIERH build.gradle X+,

implementation 'com.amazonaws:aws-xray-recorder-sdk-core:2.11.0'

HEEAMRE IDshY , BRT IR, TBEAAL 2 BETURMEEL FHD , BEEAEE SDK
— ., RE2HIBEEEARLTY , AkECRASLKENRRERFN , TRER MRS EEN A& %
ET3

HUBE HEBR

HTRERM éﬁiﬂ#iﬂlﬂlﬂ‘ﬁ‘ﬁ , Htb B B B ey A e REFEE R BN RERER, R X-Ray £
BREEMEIZET , BEFEUTRENMBRAG R, X-Ray ¥ SDK £/ Jakarta Commons
Logging ( JCL ) o ag@g AERIERHE , FEAN JCL FEISEXRRF LN ARIERAER ,
TRBIFTR : logsj-jcl = jcl-over-slfsajo

[# . BHONARFLELEAT Java RE , B X-Ray ##& LHHLHBEFE,
X-Ray T EFRBERA—AITENLIZ1T?
MRFR |, HSH X-Ray HEFPREFEHTRE,

ENARRFBES , REFIRLT EENHRIE X-Ray REBIERFXHEHNHEE ?

NREEEBEFREBEAMINAREFF , WENAREFESN , EFREZIHERZE , FEEERFIL
FUHER. MR BEHIMEE | MRS Java #EREIT Java R, BREEEBRITAEIR
BELR , TEEHEF.

EEWNARFEES  BREAFIILERHEE , LHERS “Zi1t Amazon X-Ray L FTXERARE”
ZEHANE ?

ZATAHIXERIR , RANKEEEZ RN THER , 5120 Amazon SDK HRE SQL £ , B
RETEAFHUEXR. MREFINEFFZHEREL , WREARATRZKESEAFNIE , Wae
FEEZR YA X-Ray SDK #1TFa1MN. HE , AJLUS A X-Ray SDK B HE J«,LEEJ:TXCEME
FERENENMEKRRE, TUABEN D RERABAXLERS Lﬁ‘IUﬁﬁd&L‘kb%‘*w&o FSHAK
A E B P RBIRES , EFER ﬁiﬁ(ﬁﬁﬁ@%‘é?ﬁ%*ﬂ’ﬂm%o

R HIHN — L2 BB HIE X-Ray %16 L
BHNAEFREEAZLE?
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NREHFLVUENEL S BRRENEEFEL , WARERNARFPNEALBERN. MREN
ARFER ‘MEANSIE NEALBINTES  SINERREFRXIES—RMEA Lambda B ,
RECHRAEL HTTP KR , WEREBELEBAE LT , TEaERERASER, Amazon &
ERITBINETFTRXNAE , TS X-Ray SDK Hif BEHEEMTAAIRAER | REFHER
<NAME> M7 B , RAEREEHITHFNTFOERNRXE, BEHRERET , AT HERSRIEE H
MARREBUBRER TEERTHANESTBIAE, HE , LA SUFAKEN contextPropagation
BEIREN false , EEAZA L TXEE, MRXFEM , MXAFERBENL D ERFHRMXLL
B, AT ITERN LT XREAFE,

BEREBFIERFEAN 2

R X-Ray EH EHI T BLUBHIBRAIN DR , RECHERIERG A& LN BRRBLI
MATEREER T RFRB, X-Ray REFEMA X-Ray ZHAPNRANFEFRENATHOZNRAE D
BRe MAMMABR 1 MO, 2EBME 5% WD BR#TRE. XEWETRT 2N ERRERE
IR X ITRE, BEFRXNEIE , NiZE X-Ray 2515 L2 BERERN |, NAAEN DR
HITELRE. BXESER  BSREF

Ei & X-Ray SDK for Java

X-Ray SDK for Java BiFERMHE LB IEFKIEN., BN AWSXRay MK, X2 ATFEMK
BH TracingHandler., ZAIEELRBIERKEFUBENNEA HTTP BAGIED BH
AwWSXRayServletFilter,

Sections

- RSEH

o REHN

- AEFIEx

- DERNITER
- METE

- REEM

BS54
plugins AFiEREXHENAREFNRFZHER.
ke

« Amazon EC2 — EC2P1lugin # i3kl ID, AT AXAH CloudWatch HE4H,
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+ Elastic Beanstalk - ElasticBeanstalkPlugin JFRMREZ IR, RARZSMZE ID,

+ Amazon ECS — ECSPlugin #IIZ&28 ID,

+ Amazon EKS — EKSPlugin iR N&28 ID. S£HEEH. &88 ID M CloudWatch BEA.,

Segment - Scorekeep

e

Overview Resources

Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618c-170413_021009
Deployment ID 20
Environment name scorekeep-cmh

EC2

Availability zone us-east-2¢
Instance 1D i-035583d15d1471728

Xray

Runtime version 1.8.0_1M

SDK version 1.1.0

Runtime OpenJDK &4-Bit Server VM
SDK X-Ray for Java

EFEAEMY , 7 AWSXRayRecorderBuilder LA withPlugin,

Example src/main/java/scorekeep/WebConfig.java-k & #l

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.plugins.ElasticBeanstalkPlugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;
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https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/strategy/sampling/LocalizedSamplingStrategy.html

Amazon X-Ray FERARER

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
EC2Plugin()).withPlugin(new ElasticBeanstalkPlugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}
}

% SDK EFERABHRERNIEEDER LMW origin FB&, XXRTETHNAEFH Amazon BRER, X
BERZ AN AR, SDK A LT #ATIRFR#EKIR : ElasticBeanstalk > EKS > ECS > EC2,

KA
% SDK fE /&1 X-Ray 2% 8 R E XK REMANRBEZICRKBER. MUAANRESYHE—ME

R, URFERRERRIEE X-Ray WIRFHEMAEMERNBED 2H, £ X-Ray 248 el2E M
MURBEXABIMNRAEFICENEEE.

% SDK BREXWIRFNABELAN, MRFRESZANBEANMPE , N SDK XM HE—FM
e

® Note

R SDK & m i X-Ray RKIRECRHMN |, ©FRERNRRIANARAN |, IR E —MER
BUERBANENAEEMBERNES cH. MREVNENFRARE , HETLEEEES X-Ray T
EFF APls , [5E Y SDK K HREY API BRI/ TCP K , N A ge & xR EXMHER.

& LUK SDK BLE M JSON SAS NS RN, £ X-Ray RERATAHNERT , SDK AJEAERA
R MUER 240 , AT A RER AN,

Example sampling-rules.json

{

"version": 2,
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"rules": [
{
"description": "Player moves.",
Ilhostll: II*II,

"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1

BERAIEXLT —PNEBEXRAUM—NRIANAN, BEXANRABD ZENRER , T /api/
move/ Z THIBARBRENFERBEBFTRTR, MAANPEYVNE - NMERUAREMERNED 2
*to

EAMENXANBRIZ , BEBFBICEFNENKRFMIINATMARE X-Ray RSEE, BEE
HEEZS TN , BEERRLKMEEMN , XESEFICROBIEETESEMRE.

FF B R Amazon Lambda , BT EEHRER, NRENRBBERLNRS BA , Lambda F18 X4 K
HiZBRSFEENERNIEA. IRBA TEIREARFEEEMBESRL , Il Lambda &4 H X R
Eo

E7£ Spring FIRHZ AN , BEABERPH CentralizedSamplingStrategy BEZF/IEF
2o

Example src/main/java/myapp/WebConfig.java- #I85El i&

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
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AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
EC2Plugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
buildexr.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}

3 F Tomcat , HmI—¥ 8 ServletContextlListener WIITES , HE BB R P EMZ T
850

Example src/com/myapp/web/Startup.java

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

import java.net.URL;
import javax.servlet.ServletContextEvent;
import javax.servlet.ServletContextListener;

public class Startup implements ServletContextListener {
@Override
public void contextInitialized(ServletContextEvent event) {
AWSXRayRecorderBuilder builder =

AWSXRayRecorderBuilder.standard().withPlugin(new EC2Plugin());

URL ruleFile = Startup.class.getResource("/sampling-rules.json");
buildexr.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

@Override
public void contextDestroyed(ServletContextEvent event) { }

Example WEB-INF/web.xml
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<listener>
<listener-class>com.myapp.web.Startup</listener-class>
</listener>

EENFEAARBHN |, HF CentralizedSamplingStrategy BiR
LocalizedSamplingStrategy,

builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

BH&ig %

ZRIABER T , SDK 2% ERROR SUHE M EIN AREF HE, AEE SDK LB AARSA B BERIL
x, BEFMANBEEREINAERBEXY. BRI BEELSIN DEBUG, INFO, WARN, ERROR #
FATAL, FATAL BERANSBEFFIEEEHEE , AN SDK F2EPELFIERBEF.

Example application.properties

f£H logging.level.com.amazonaws.xray BMHiZE B FEIERE 5,

logging.level.com.amazonaws.xray = DEBUG

HBFHERFHER , FRFXAERBINENRERF 5B ZENEZ,
EEE'T |D /EEAEIJH/L,\

EFYNTTELRENRE ID AFIAXREG , B£LUFL ID EARMRSEHZH ETXX (MDC). £S
BEwABEHIEREMA SegmentListener #OM X-Ray BZBH[EAALZ. HoBRHFIEFR
i, fEFA%4A AWS-XRAY-TRACE-ID fFREMRER ID EAZ MDC F, HiZDEBRERE , M\ MDC &
MIBRZR4E, XLMEEFERANBEEATRIR ID. ¥FoBRERN , HRXE ID FEAFE MDC #,

Example SE£REMRER ID

SEEPREM ID XRTHA TraceIDEEntityID

1-5df42873-011e96598b447dfca8l4cl56@541b3365be3dafc3

WIhEEER TR ER T Java B9 Amazon X-Ray SDK #{TR MM Java MARF , HXFUT BEE
B
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- SLF4%7# Logback /S K J 8% API

. SLF4%H LogdJ2 S J #Ti% AP

. %A LogdJ2 FIHEY LogaJ2 BT AP

BEEUTRIF , TRENINHENENEHHER.
SLF4J Frontend

1. FLLT Maven KBITUR DR EHVIE H,

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-sif4j</artifactId>
<version>2.11.0</version>

</dependency>

2. F3%E AWSXRayRecorder Bf@& withSegmentListener 5%, X&FM—
NSegmentListener3 , &4 H3IE SLF4 J MDC X IDs AHEYBE

SegmentListener RAAEFRBENSHREEBSTTANE, ATLBELUTAXEEH
% :

o J - EFAERIA AWS-XRAY-TRACE-ID B,
« ZEEHAZEFRE (HlI ),
- BEMN - FREFHFEFENNEENLTR,

Example AWSXRayRecorderBuilder statement

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder

.standard().withSegmentListener(new SLF4JSegmentListener("CUSTOM-
PREFIX"));

Log4J2 front end

1. FBT Maven BRI ERIBE F,

<dependency>
<groupId>com.amazonaws</groupIld>
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<artifactId>aws-xray-recorder-sdk-log4j</artifactId>
<version>2.11.0</version>
</dependency>

2. F3%E AWSXRayRecorder B{@& withSegmentListener J53%. XFAMN—
MNSegmentListener® , iZX 4 BzI[M SLF4 J MDC % IDs AFTHI E£ BREHE

SegmentListener XA R FABIENSHKREE HEBEDRNR. TLABEIT AT AREER]
2 -

« J - EFAERIA AWS-XRAY-TRACE-ID HiR,

o ZE-EHAZEFRE (HlE ) HBIBREISR.

- BEXN -BFAEFHFEPFENNEENLTR,

Example AWSXRayRecorderBuilder statement

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new Log4JSegmentListener("CUSTOM-
PREFIX"));

Logback backend

EFRER ID BARBESHF , BXTERIEFKI[MW PatternLayout , EREBFNAXRIERIE
AR,

1. EREWEEEN patternLayout., BAIBEERES RNHBET XML FlE X H4HITIER
B, ETHEZEL , 152 H Logback Eii&.,

2. 1f patternLayout FHEEMNEBA $X{} , FRIE ID HARKRFKMN A KIEFKEL
B, %X{AWS-XRAY-TRACE-ID} ETRZEERRNETEH MDC RUNRL, E
PatternLayouts 7£ Logback H T B ZEE. , i§Z[[@PatternLayout,

Log4J2 backend

1. BREWEEREMN patternLayout. BB RER XNMITIERE , BT SUEE A
XML, JSON. YAML SiE MR EBVE B RMITILIRE,

MBI T ROABIEELAEE LogsJ2 , ESHEE.
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MEFMT BRANALARES REE Logd)2 , BZHEENRLE.
2. 1 PatternLayout FHEEMNERBA SX{} , R ID HARKRKMN A KIEFREL

A, %X{AWS-XRAY-TRACE-ID} ERZEERENWEZIEH MDC REHANZFH, ETHEEX
Log4J2 PatternLayouts WEZER , BZRERN T B,

BRER 1D E A RAB

LTERT —MNEIEHBERER ID W PatternLayout FHFE, BRER ID ELERW (5t) 2FEMA
ER A (%-5p) ZEiHH,.

Example PatternLayout ( # ID JEA )

%Sd{HH:mm:ss.SSS} [%t] $X{AWS-XRAY-TRACE-ID} %-5p %m%n

Amazon X-Ray Bz AFEBEAPRITENZAMERER D, EFHENF. TAESRTEASEHIN
PatternLayout f BE&KEA,

Example % ID SEA# AEKEAG

2019-09-10 18:58:30.844 [Nnio-5000-exec-4] AWS-XRAY-TRACE-ID:
1-5d77f256-19f12e4eaa02e3f76c78f46a@1lce7df03252d99el WARN 1 - Your logging message
here

AREFEERFREESER n |, FEFRRRBENRE,
7 B A WTER

PERMFERR— MR TREBLEGAPEH (HIW , B AWSXRayRecorder £ RHI 2 BRI FFIARLE R )
WiEO, PERMWTHRE4RBMEIEEREMA onBeginSubsegment BIEMAE F2 BRI EME ¥
PEARMMEEEER , FH afterEndSegment FENDTBRRZIHEBTFEFEER—FEE , &
EEMA beforeEndSubsegment 12 H SQL EBRFRIENER , MRIEFIBREERKX SQALE
W, WR2, WARMEMTHE.

E&EF SegmentlListener I T ESIK , 1§15 Amazon X-Ray Recorder SDK for Java API 1§
KX,

LAUR R B an{a £ 65 onBeginSubsegment SIBFIE 2 R EFTE 72 BRI —BEER |,
R fER afterEndSegment EEN D BRARBIHENBEFHEE,
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Example MySegmentListener.java

import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;
import com.amazonaws.xray.listeners.SegmentlListener;

public class MySegmentListener implements SegmentListener {

@Override

public void onBeginSubsegment(Subsegment subsegment) {
subsegment.putAnnotation("annotationKey", "annotationValue");

}

@Override

public void afterEndSegment(Segment segment) {
// Be mindful not to mutate the segment
logger.info("Segment with ID " + segment.getId());

RIG , EHE AWSXRayRecorder 5| Atk BE X 2 BRATITES,

Example AWSXRayRecorderBuilder 7 B

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new MySegmentlListener());

285 K5

bl

& LAME AME T B KB B X-Ray SDK for Java, SDK X#FUTEE,

« AWS_XRAY_CONTEXT_MISSING - i®E 5 RUNTIME_ERROR & SR MR =IRTE D EBRAITHHN

CPANGER ¢ NG

RRE,

BRIE

RIZTHRRE,
« LOG_ERROR— iBFEHIRH ML ( BRIN)
« IGNORE_ERROR— ZZB&4E IR FEA4bkEE,

* RUNTIME_ERROR— 5

BE
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FWFERITHAEMBERAZTHEIRBRELERNTLENRE , MRS A EEPFEARUSEH
B , NAge R E5RK D B F 2 BREXNEIR.

« AWS_XRAY_DAEMON_ADDRESS - i& & X-Ray BT REF MmN EVMEO. RIAER
T , SDK EF A TIREREIE (UDP ) MXEH (TCP ) # 127.0.0.1:2000, MR ECIFHESTH
EBFEENMTTEGEOREHEFFEFES SN LET , UFERALKEE,

-

« @—w0O — address:port

 FREIMIKA — tcp:address:port udp:address:port

« AWS_LOG_GROUP - FEEEMNEBEMRENELENNARFXKNBELH, MRENBEHAFERASE
W R AR F MR Amazon Ik X , X-Ray FEALLEEN BEHBIERNAREFHNX B
. BXxBEXANEZEER , BSRMEHABEEAMBER.

* AWS_XRAY_TRACING_NAME - iR & SDK A T#1T5 BRIVIRS B . BEERIE serviet TN
B ERIRENRS BN,

FEEERSERBRRENSHREEENE,
RERMKE
EAEREBEAETEERN VM BESERTA, SDK XBUTEM :

¢ com.amazonaws.Xxray.strategy.tracingName - &3 F AWS_XRAY_TRACING_NAME,
« com.amazonaws.xray.emitters.daemonAddress - & F AWS_XRAY_DAEMON_ADDRESS,

« com.amazonaws.xray.strategy.contextMissingStrategy - &M F
AWS_XRAY_CONTEXT_MISSING.

NMREMEEREBRBENERNFELTE , WFEARETEE., BHLEHSBESERBPRENE,
FERAERT Java B X-Ray FX TESREREABR

AT LAE A X-Ray SDK KIRFREH N ARFEL DI Si# EC2 ECS H#Y EC2 LA LREMEA
HTTP #&3K. Amazon Elastic Beanstalk

£/ Filter ®RM4E A HTTP &R, EEHIN X-Ray servlet FiEZ BN ARFN , EAT Java B X-
Ray F XA TEEBABINRHEERVNES R, LDERBEHTTP HRWItH, HEMLE. HbN 4
EUDEREBIETF D,
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® Note

XF Amazon Lambda BE¥% , Lambda @ A ENEEFBFERBIE—ND R, iB5SFEAmazon
Lambda # Amazon X-Ray T fEE ZE 8.,

BN REBE-NEN , BTERSREPHRENNARRF. AUBSHBEOR , BT LUF SDK &
BARFEEABTRFNWENIRANEH#THIER R ISBEATRBEFRPNVEABNRERITOA
AEHEBHTEEFRAEKXTS (Fl0 , MBRENIRXZHERN ) NARIAE T

® HERMIER
MRABHERDEM T ERFERERIENNARERF , X-Ray 2EHIFER X-Forwarded-
For #RXFIVE P IP M3E IP BB IHRIR IP. BT HRMFERICEKAF /i IP 7L
&, R NEE.

HEEXERE , SDK D RFIREMMNFEREKIEREIT N, MRIPRBIEIREN x_forwarded_for
MFER true , MM HTTP #E3RH X-Forwarded-For #rk3REE i 1P,

FERAEEFEAIEUTEREN http BERANBMEABREUE-—IMDER -

« HTTP A3% - GET, POST, PUT, DELETE &,

- BN - RIXFEROEFFHN P i,

- IRIRES - EEARIERN HTTP IR R E8,

o EE - FrEaEtE ((WKRENERE ) MR A ( ZEM@BE ) .
« APAKE - BERHPH user-agent,

- ABKE -WRFH content-length,

Sections

- ENARERPRINEBERBEIESS (Tomcat)
- NEWR AR RMIRERTEIESR (Spring)
- BEDRinE R
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@] B AR R AR INER BRI 1E 87 (Tomcat)

X F Tomcat , FIF <filter> HINBEMBE W web. xml X, FH fixedName SHAIBEENHA
FREANERCIEN D RIRSE o

Example WEB-INF/web.xml - Tomcat

<filter>
<filter-name>AWSXRayServletFilter</filter-name>
<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
<init-param>
<param-name>fixedName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>

NIEH N AR R NERERTFIESS (Spring)

5F Spring , B ™ Filter HNINEEH WebConfig FE, FOERBEMENZFREET
AWSXRayServletFilter ¥i&EERE,

Example src/main/java/myapp/WebConfig.java-&Z

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

}
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e iB 5 B ap B SR g

Amazon X-Ray FARSEMKINALHNNARRF , HEESENNARFEANEMNARER. BIE
EE APls, AZBHIREM Amazon BREX D F K. 2 X-Ray SDK AEABEBRER D RN , 2FENARE
FRRFZSEMIERESBRNEMFEP,

X-Ray SDK AI LA TE HTTP #ERARLHH hostname KRB 0 B T , SeFrk A LAhiE , 25 BUR
SHEPHAZRZANT S, AL SDK AT EBEHENENFLNBERMEBRBHEDE , BAN
NIEABEBREE—IMERIAER,

WMRNARFNS M ERREHRRS , WAL SDK BE N EAZIAGR S REUED REMRFRER
HX—Ro BIBWERKEAV SOK FENBATHETMBERNER , HFRERABHREATAHFEM
B E R,

filan , AREE —RMARF N ZEB =N FENEREHRES , 25158

www.example.com, api.example.com #l static.example.com, AIEAEAERN

* . example.com HEIAGEREURGTETREHN FEHN DR , BSwE ERESER=/R
SR, WRNARFKRIEZEE5ZERNTEER hostname PiER , BELERSHE LEREMLA
TR, UREEENEIRE R,

ENEERSBRERRB—BF , TENRIL serviet FiksmetiEENARFERMN , M E—%oHh
TR X E5SegmentNamingStrategyi®id § FSegmentNamingStrategy . fixed ()&%
{8AWSXRayServletFilterMEERHBRUIEZEEEEFHBHNRR,

® Note
BRI LAEER AWS_XRAY_TRACING_NAME HET EBZBRERBHAENLHERIARS B o

HAMEBRBEENL —NENBNEEMEXT—NE HTTP RPN ENE EZEX T AN EMF
M ERINE . BT Tomcat FHIARWRE DR , AIFEA dynamicNamingRecognizedHosts #
dynamicNamingFallbackName 48 Riith E X HE = FERIA B FRo

Example WEB-INF/web.xml - T 31 25 & #9 Servlet §Fi% 25

<filter>
<filter-name>AWSXRayServletFilter</filter-name>
<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
<init-param>
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<param-name>dynamicNamingRecognizedHosts</param-name>
<param-value>*.example.com</param-value>
</init-param>
<init-param>
<param-name>dynamicNamingFallbackName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>

XF Spring , SegmentNamingStrategyi@id il F 812 — Nz
ASegmentNamingStrategy.dynamic() , REFHEAZELEAWSXRayServlietFilter &R,

Example src/main/java/myapp/WebConfig.java-w a1 25 & B serviet I3 JE &%

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.strategy.SegmentNamingStrategy;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {

return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("MyApp",
"* example.com"));

}

#EAERT Java B9 X-Ray SD Amazon K &% SDK & H

LM N A A Amazon Web Services BRSS SAFEEIE. BABRIIRREBHAN , FATF Java B X-
Ray SDK £ 72 BRIRER T EA, PrEREREA Amazon Web Services IR AR SBFEIX LE AR S A 17
B §YEIR (130 , Amazon S3 1F6 8 Amazon SQS BA%| ) , 7 X-Ray ZHI AN BREHEE EE RN
T =,
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MIBEE K P EIE aws-sdk M aws-sdk-instrumentor F#ERES | X-Ray SDK for Java B 31
T8 Amazon SDK & F ik, MREKRSIE Instrumentor FRESR | M ATLLUERRN —LEFiF |, FEatHE

Fﬁ% _Eo

ERMENEFiG , BMREFBEERRaws-sdk-instrumentor 7R , RAEEAZBRSNEFIRER
#37f Amazon SDK &F FiwTracingHandler L l—/\XRayClient,

flan | ER M AmazonDynamoDB EFin |, i REGCEBREFEIEE
AmazonDynamoDBClientBuilder,

Example MyModel.java-DynamoDB % f° i

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.handlers.TracingHandler;

public class MyModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.fromName(System.getenv("AWS_REGION")))
.withRequestHandlers(new TracingHandlex(AWSXRay.getGlobalRecoxdex()))
.build();

X FrAERS  #ALE X-Ray Z2H R EZFEAN APl W&, X-Ray FRTEZLN -5 KRS
HEEMMEDER , NERS B P REESHNE.

Bl , HEALERNE DynamoDB FFim A HIBAR , N TFHNKRWEAR , FRATEGL/REN
AMEBDEF, ERHEER , BIAREBRSHEHRPE RN — MW T R, UREEXRENBIFNRA
#) —#f% DynamoDB T =,

Example X} DynamoDB # 1TV F MR ZI B 09+ 2 Bt
"id": "24756640c0d0978a",

"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
Ilhttpll: {

"response": {
"content_length": 60,
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"status": 200

}
},
"aws": {

"table_name": "scorekeep-user",

"operation": "UpdateItem",

"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}

EEBREENRFEN , XU TRSNEAASERS HEPLIEFTANT L. REEQIBER TN
A, ARSIETERAT R,

« Amazon DynamoDB - £&
« Amazon Simple Storage Service - FZEF B E
« Amazon Simple Queue Service - BA %] & #5

= Amazon Web Services IS FH & T Java B Amazon SDK 2.2 R 5 & A4 XS 19 T 35
HA , JUERREEDERZaws-xray-recorder-sdk-aws-sdk-v2-instrumentori
R, HHBE aws-xray-recorder-sdk-aws-sdk-v2 module , REES N el E
TracingInterceptor REMENEF iR,

Example & F Java B9 Amazon SDK 2.2 R E &R AR-1BERE &S

import com.amazonaws.xray.interceptors.TracingInterceptor;
import software.amazon.awssdk.core.client.config.ClientOverrideConfiguration
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;
/...

public class MyModel {

private DynamoDbClient client = DynamoDbClient.builder()
.region(Region.US_WEST_2)
.overrideConfiguration(ClientOverrideConfiguration.buildexr()
.addExecutionInterceptor(new TracingInterceptor())

.build()

)

.build();

Y/
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FAERT Java B9 X-Ray F A T EEREXN T HTTP Web IRZHE A

LIS BAREFARAMBRSRLE HTTP &t APIs , S LUMERER T Java B9 X-Ray SDK kR
AHttpClient>RRMXLFA , FHFiZ AP ER T RS A MEIRSE A,

ERTF Java M9 X-Ray SDK B#EDefaultHttpClient—%HttpClientBuilder3 | XL LA
Sk # Apache HttpComponents ZIRE N4 HE HTTP B A,

* Com.amazonaws.xray.proxies.apache.http.DefaultHttpClient -
org.apache.http.impl.client.DefaultHttpClient

* COm.amazonaws.xray.proxies.apache.http.HttpClientBuilder -
org.apache.http.impl.client.HttpClientBuilder

XLEEENF aws-xray-recorder-sdk-apache-http FERH,

IERLAMER X-Ray ERTERINANSAEIRRUAMBE IR , HEEENHLE S IRUANEE
FEP iR fERATERER .

Example HttpClientBuilder

import com.fasterxml.jackson.databind.ObjectMapper;

import org.apache.http.HttpEntity;

import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpGet;

import org.apache.http.impl.client.CloseableHttpClient;

import org.apache.http.util.EntityUtils;

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuilder.create().build();
HttpGet httpGet = new HttpGet("http://names.example.com/api/");
CloseableHttpResponse response = httpclient.execute(httpGet);
try {
HttpEntity entity = response.getEntity();
InputStream inputStream = entity.getContent();
ObjectMapper mapper = new ObjectMapper();
Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);
String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;
} finally {
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response.close();

}

EZR NI T Web API (W AR , EATF Java M X-Ray FA T ESALERAER HTTP &R M@K
MERIERFHE. X-Ray FAFDERRNIZRE API 4 R HM 2 B

Example T HTTP B AH ¥ 2 B

"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
"status": 200

Example 5 HTTP 3 A #Y #ERT 20 B}

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@@4f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
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"status": 200
}
I

"inferred": true

FHERT Java ¥y X-Ray F AT EERE SQL £
SQL ##3
BEFERT Java B X-Ray FF A T EE JDBC EEEFFMBHEFEREERLN SQL HiIFFELEM,

» PostgreSQL — com.amazonaws.xray.sql.postgres.TracingInterceptor

* MySQL - com.amazonaws.xray.sql.mysql.TracingInterceptor

XEEBREF DT aws-xray-recorder-sql-postgres f aws-xray-recorder-sql-
mysql FiERF, ©413% org.apache.tomcat.jdbc.pool.JdbcInterceptor }5 Tomcat
EENFRE,

(® Note
ATEEEN , SQL EBEFTEF2RFPIER SQL EWAR S,

¥ F Spring , FEE M4 FIRMEEBREFHEA Spring Boot B DataSourceBuilder MEKEIR.

Example sxrc/main/java/resources/application.properties - ostgreSQL JDBC £ #i25

spring.datasource.continue-on-error=true

spring.jpa.show-sql=false

spring.jpa.hibernate.ddl-auto=create-drop

spring.datasouxce. jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor
spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect

Example sxrc/main/java/myapp/WebConfig. java - HIER

import org.springframework.boot.autoconfigure.EnableAutoConfiguration;
import org.springframework.boot.autoconfigure.jdbc.DataSourceBuilder;
import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.context.annotation.Bean;
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import org.springframework.context.annotation.Configuration;
import org.springframework.data.jpa.repository.config.EnableJpaRepositories;

import javax.servlet.Filter;
import javax.sql.DataSource;
import java.net.URL;

@Configuration
@EnableAutoConfiguration
@EnableJpaRepositories("myapp")
public class RdsWebConfig {

@Bean
@ConfigurationProperties(prefix = "spring.datasource")
public DataSource dataSource() {
logger.info("Initializing PostgreSQL datasource");
return DataSourceBuilder.create()
.driverClassName("org.postgresql.Driver")
.url("jdbc:postgresql://" + System.getenv("RDS_HOSTNAME") + ":" +
System.getenv("RDS_PORT") + "/ebdb")
.username(System.getenv("RDS_USERNAME"))
.password(System.getenv("RDS_PASSWORD"))
.build();

3 F Tomcat , FEAXERF Java E# X-Ray FF X TESIH 5| AR*T JDBC HIERE A

setJdbcInterceptors,

Example sxrc/main/myapp/model.java - ZIER

import org.apache.tomcat.jdbc.pool.DataSource;

DataSource source = new DataSource();

source.setUrl(url);

source.setUsername(user);

source.setPassword(password);
source.setDriverClassName("com.mysql.jdbc.Driver");
source.setJdbcInterceptors('com.amazonaws.xray.sql.mysql.TracingInterceptor;");

Tomcat JDBC HIBRESEHEEA T Java i X-Ray F R TEGH | {BETLURFE 78 712 LAY 4B
RERRIBHEBFLERAT,

SQL Eif 342



Amazon X-Ray FERARER

Example pom.xml - JDBC #iE/R

<dependency>
<groupId>org.apache.tomcat</groupIld>
<artifactId>tomcat-jdbc</artifactId>
<version>8.0.36</version>
<scope>provided</scope>
</dependency>

R4 SQL RERER 2R

« ¥ aws-xray-recorder-sdk-sql AINEKBIN,
- RINEHBBERTER. EEZEDEA,

dataSource = TracingDataSource.decorate(dataSource)

connection = TracingConnection.decorate(connection)

statement = TracingStatement.decorateStatement(statement)

preparedStatement = TracingStatement.decoratePreparedStatement(preparedStatement,
sql)

callableStatement = TracingStatement.decorateCallableStatement(callableStatement,
sql)

FRERT Java® X-Ray FATEBERBEN F0E

DERANBEND BY BATHBERRHERSMEZKN TENFAESE . BRXERESKRMNNEF K
J&ﬁﬂﬁﬁﬁ‘f X-Ray SDK EF 7 BRHPIERERNER . EUUBHMTIRRSEHEMTFOR , K
EEFE MDA ERENM , HRKIZFERMTHIE,

EEE 79K, A beginSubsegment # endSubsegment 553%,

Example GameModel.java-BE X FHA %

import com.amazonaws.xray.AWSXRay;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("Save Game");
try {
// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
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throw new SessionNotFoundException(sessionId);

}
mapper.save(game);

} catch (Exception e) {
subsegment.addException(e);
throw e;

} finally {
AWSXRay.endSubsegment();

}

}

EHRGIH , FOBRPHRBEASIEER EW A EM DynamoDB ME MK <1E , HEAK Dynam
EAT Java B9 Amazon SDK oDB MRS ERRFHEK. EF o BRPEIERLAEFARES & RERAEH
Save Game ¥4 E&#Y DynamoDB ¥,

¥ Scorekeep

Scorekeep 200 39.0 ms

4]

DynamoDB 200 6.0 ms
DynamoDB 200 50ms
DynamoDB 200 50ms ]
DynamoDB 200 6.0 ms
## GameModel saveGama - 14.0 ms

DynamoDB 200 50 ms

DynamoDB 200 8.0ms ]

MBFPERFINRBIATRERE , FESEAL try KBHRFHAE AWSXRay.endSubsegment()
RBRFFH finally UERAKLERF IR, MBRFOERKRER , WIRDERELETK , TEEET
X-Rayo

HNFRIEREREHNRE , TLUFKRBEEZ AWSXRay.CreateSubsegment #E5 lambda B %K.

Example ¥4 B¢ Lambda B#X

import com.amazonaws.xray.AWSXRay;

AWSXRay.createSubsegment("getMovies", (subsegment) -> {
// function code

1)

HEETRIAERMFIRPEIETF IR , EAT Java By X-Ray FRTEBRNEER ID Hidx
FF e B 18] A 45 3R B (8]

Example @& THIEN F 5 B

"subsegments": [{
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"id": "6f1605cd8ad7ch70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
1,

NTFRINZEERE , YMFIFF2BRALZELS endSubsegment () FEMUBREERXA , BR
ERERTHRATESXMEH X-Ray L TX, IRRSFOIBREER D ERZHIXEA , MkAFEFEE5
BANDBRANEEE X-Ray #EETIERF.

Example &% F 7 E&

@GetMapping("/api")
public ResponseEntity<?> api() {
CompletableFuture.runAsync(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("Async Work");
try {
Thread.sleep(3000);
} catch (InterruptedException e) {
subsegment.addException(e);

throw e;
} finally {
AWSXRay.endSubsegment(subsegment);
}
1);
return ResponseEntity.ok().build();

}

£ X-Ray SDK for Java , fE B M TR M2 2 &

ARAERMATBFEICEREE R, MRINARFERNEMES . ATLURERMTHIERME X-
Ray TR TEGSIZN 7 RFECIENBENLF 75 Ko

AREREHFFRSE, RFIHRENREX, REQXXIEREHRS| , LESHEREX—RER, £

AARIECZEATHEHASPNREHRHITOANBIIERERA GetTraceSummaries API B fE BB
o
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THERATUEREAREENR-EX , SBXRNIIR , BRBERHERS| , TESHEFHERERX
—REH, FATHECXEFFERETEFTTEATERRENEMGIIE,

BRYERMABIE N , BETUES R EIEFEAS ID FHE. A IDs MIEREXBRNEIRFER
B, FREIREIABEEREN.

Sections

 {# X-Ray SDK for Java 18I #

 {# X-Ray SDK for Java 12 & ST ¥iE

- FAERT Java IDs By X-Ray SDK F &l A =

£ X-Ray SDK for Java i2xKE R
FRERICEREXRENHEHRSIUHITERN BN F2EBNEE.
ARER

. B - X-Ray IRHEBSAUEE 500 MEERTTH. BT ARAK () 24, FEEAEHED
Be

« {H - X-Ray TBHNEZZAELEE 1,000 4 Unicode F%#F,
- ERNEE - EMNRERZAFER 50 £ER,

BRER

1. M AWSXRay SRERN ZH#l2 BR=X F 20 ERWY 5| Ao

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();
)

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();
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FRARER

2. ARAHTEFHERANARE. BFESFHHEEM putAnnotation,

document.putAnnotation("mykey", "my value");

DR RGIGEAIAERASESRMNARE. BFESFHRENFTRFERIEA putAnnotation,

document.putAnnotation("testkey.test", "my value");

FRIESHIRUB-EXNERNICRED BN annotations XRP, fERAMEEREHAMX

putAnnotation FEXZF— 7B F20 &L ZaERHE.
EEREAETREENEIRMNIRE | Bffannotation[key]WERERFHFEH <BF,

Example sxrc/main/java/scorekeep/GameModel.java - T B Mt EE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionlId = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resources", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();
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FRARER

A X-Ray SDK for Java id &t iz

ERATBRBIERBERELENERHRSIUHTERNT BRI ORNER. THEETUARZNE,

BF, HREZTFFER JSON FHRBEANERN R,
R T BIE
1. M AWSXRay FREU Hai o B+ 2 B 5 Ao

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();
)4

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();

2. ARAREFNEDEEN, FHERENGRE. HFE. FHRERINREDN putMetadata,

document.putMetadata("my namespace", "my key", "my value");

=™
HWARXEERMNERN putMetadata.

document.putMetadata("my key", "my value");

MRERBIEEWEBZR , WFRTESFER default. EAMEBERBEAMRIR putMetadata &

BE—DBRHF 0B LEZEIERAE.

Example sxrc/main/java/scorekeep/GameModel.java - FBE Mt EE

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;

ARMTHE
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public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resouxces", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

FEHAER T Java IDs B9 X-Ray SDK & -
BRBERADDWAF , URBIKEERNWAF. IDs
EiexAF IDs

1. M AWSXRay ZREXX =&l 5 B #I 51 Ao

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();

2. FERREBEROBAFHFZRSID WA setUser,

document.setUser("U12345");

B AR HIRRPAM setUser AEENARFTHRAEFREMACZRKAFT ID. MRERITEE
Ao BFRIZERF ID , ATERNMTHEEXEREA,
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Example src/main/java/scorekeep/MoveController.java — A ID

import com.amazonaws.xray.AWSXRay;

@RequestMapping(value="/{userId}", method=RequestMethod.POST)
public Move newMove(@PathVariable String sessionIld, @PathVariable String
gameld, @PathVariable String userId, @RequestBody String move) throws
SessionNotFoundException, GameNotFoundException, StateNotFoundException,
RulesException {
AWSXRay.getCurrentSegment().setUsex(userId);
return moveFactory.newMove(sessionId, gameld, userId, move);

)
EERAF IDWRE , BEuserBEREXFHERH XBF,
Amazon X-Ray ;& F Java B9 X-Ray SDK EYIE#r

AREBS LB Amazon X-Ray in B ZEH, EMRMEE, B LAERER T Java 9 X-Ray SDK MK EE
#9 X-Ray 47 & fn R KA D% CloudWatch 18R, X LEIEFRK B 2 BR B9 FF 54 F1 45 SR i8] BA K 48
ix, BEMRERSIEER, FRAXLEERTREEFSBRENERFEBI A,

CloudWatch 2 —MERFMEE. ENRRPHESREE CloudWatch , K&k —HIZR BIHEFHEBIES.
& ( =% Amazon Web Services fi% ) FERBIERLLMEIE A , CloudWatch B XX LHIEILN
ST BEEN —AEFNNEFIBEH#ITRE,

ERBELER, HEZAUAR—IRSMMERTHE-EL. SMNEBELRBE - RN AHER
EE8Ry, ERGUHEN , RENBERREGAZE, BREHMERE MRS,

BEXMEZE LR CloudWatch , 1§25 Amazon CloudWatch B F ™.

X-Ray CloudWatch 1§#r

ServiceMetrics/SDK & Z=H@IFE LA T IENR.

B A AG i BE iR LRy
Latency ¥, | &K, JF 44 Bt (] 0 45 SR At () =2
T ZENER. Fi9,

RN MR AEHERE
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bR ARSI IR ik B4y
EIER, THRRR
R

ErrorRate ¥, Bit S BUHIRH R I E ER.3:

RE | BR 4xx
Client Error IRA™
B,

FaultRate ¥, Ait S R KR Bk
BRE  ER 5xx
Server Error IRE

B,
ThrottleRate ¥19, Bit IRE 429 RABEH Bt

ZRERERR, X2
ErrorRate I84:HY

FE&,
OkRate ¥y, Bit SHOK RSB HE B
ERiESRE,

X 84k CloudWatch R ~F

EA T RAPVLEERMILFI D ME X-Ray IREIRIEPR Java KRR,

®E BN
ServiceType BR&EA | flan AWS: :EC2::Instance =

NONE ( AR AREA ) o

ServiceName RSB I MSE B Mo

/8 A X-Ray CloudWatch ¥§#x

ERAUT S RELNNIRP B AREER Java NARFIET,
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B B IR ERFEAR

1. fFaws-xray-recorder-sdk-metrics@FMMFA Apache Maven &¥i, EXEZER , HSH
X-Ray SDK for Java Submodules,

2. BRI K MetricsSegmentListener() fEAERICRKI[HEN—Z D,

Example src/com/myapp/web/Startup.java

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.plugins.ElasticBeanstalkPlugin;

import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard()
.withPlugin(new EC2Plugin())
.withPlugin(new ElasticBeanstalkPlugin())
.withSegmentListener(new
MetricsSegmentListenexr());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}

3. #FF CloudWatch KEUEAL S #HBEMITER (L% EC2) , LEHBEMRR[ERS (LS#H
ECS ) S 5% Elastic Kubernetes Service ( L EKS ) YEIEFF :
- EftE Amazon EC2 , 5 L% CloudWatch X3,
- EfifE Amazon ECS , 2R Container Insights ¥ Amazon ECS & &5

- EEE Amazon EKS , SR A Amazon Obs CloudWatch ervability EKS 1 % &
CloudWatch X,
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4. ¥ SDK BN 5 CloudWatch REEE. BIABERT , SDK B #1:127.0.0.15
CloudWatch XE# THEE, BB NIMELTES Java BMHIRE N address:port REE
Z R,

Example ShEZ E

AWS_XRAY_METRICS_DAEMON_ADDRESS=address:port

Example Java B

com.amazonaws.xray.metrics.daemonAddress=address:port

BIFECE

1. &3 Amazon Web Services Management Console #$TF CloudWatch %15 , Mk Hhttps:/
console.aws.amazon.com/cloudwatch/.

2. FFTEEFRETR UM ERIEERREIR

3. (A% ) 7£ CloudWatch ##I&H BHIEIMF £ , FTHFServiceMetricsSDKAEH, RS E
MIEFRE B BER , ARERINBEER.

EZHENAREFPNELEZEEZZEDER ETX

EENNARFEPOEHLEN , AWSXRayRecorder FeEF XN H a0 B2 F 2 BSSAH
S5IH., MREEHEEREALIRNNEF R , SDK 2ZHEAFFENXR , NS

SegmentNotFoundException.

NBZEFRAIETHERE , S LINIERSEFE E — 1 ContextMissingStrategy iR B & 12 F 45 1R 1Y o
BATLAE TR B E SR BE SetContextMissingStrategy , B A AR IEF E R R SE M EESRIL
Wi o

BRERN— TS LZRFERAFMIE  EREHEEREA beginSegment , FEZFFE X AT EA
endSegment, WMRBEERNHIENMB HTTP HRMETHRE , HlINELN N ARFBIHNIET
PR, XBES

MRIEEASNEERDEEAER , UL S REFOREBIFLE , FAFEEH/E2BIC
Fan. XHALBANTHELEBRPIERNEE , AXBENIBREHN ZBERIEZRNEREENKEKS K
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HE., —BEXBREHELESRTR , AR TEMTER segment.run(() -> { ... }) HZEiHR
ZO BN ETXWAET,

BXRG , ESH ETEREDERRNNEF i,
£/ X-Ray #1TRL R

ERA T Java B9 X-Ray SDK A[LAfE R Java fif"'=F{EﬁﬁSegmentContextExec:utorso
SegmentContextExecutor 383 7 Executor $#0 , X EIKE © Al LM&i% F a CompletableFuturefFrE
REBEF, 1 1‘¥—IJ«XEQ1%1:'EH#DFT§N1’E%‘BHEHJ:TI¢ﬁﬁﬁ EWH 2 BRINAT,

Example =45l App.java : 1&i% SegmentContextExecutor 45 CompletableFuture

DynamoDbAsyncClient client = DynamoDbAsyncClient.create();

AWSXRay .beginSegment();

// ...

client.getItem(request).thenComposeAsync(response -> {

// If we did not provide the segment context executor, this request would not be
traced correctly.

return client.getItem(request2);
}, SegmentContextExecutors.newSegmentContextExecutor());

‘@& Spring AKER T Java By X-Ray FF R T ESH AOP

ETNBMAER X-Ray FF X TESEM Spring Framework BN ARF , MAEREZ OB E,
BERENEE —MERAMEN A ETURNZEZZITHRAEF. Amazon

&
X
/B8 A Spring Y AOP

1. BLi& Spring

2. [EERY AR A 0 ER BR U % 2R
3. XNREFIERREIED

4. BENARERFFH X-Ray

BlE Spring
& T LAME A Maven = Gradle ¥ Spring BL& H £/ AOP KN EHI R AR
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WMRIEEER Maven RERNARERF , WAE pom. xml 34 AR T KB

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-spring</artifactId>
<version>2.11.0</version>

</dependency>

3 F Gradle , £ build.gradle X#H RN TN,

compile 'com.amazonaws:aws-xray-recorder-sdk-spring:2.11.0'

BLiE Spring Boot

BR7T E—TT AR Spring kI , WIREFEAR R Spring Boot , MR MEXRERL , ERMAT
HHIN

Maven :

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-aop</artifactId>
<version>2.5.2</version>

</dependency>

Gradle :
compile 'org.springframework.boot:spring-boot-starter-aop:2.5.2'
614649 L PR 7 5 B0 BB i 55
fF Filter A iNE WebConfig K., [ BREBVENFRHEZREE AWSXRayServletFilter MEK

B, BEXRBEHERMENEABTRNESRFELE , H2H E£AERT Java B X-Ray TR TEWRER
BAER.

Example src/main/java/myapp/WebConfig.java-&Z

package myapp;

Spring F# AOP 355


https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/javax/servlet/AWSXRayServletFilter.html

Amazon X-Ray FERARER

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {

return new AWSXRayServletFiltex("Scorekeep");
}

Jakarta X ¥

Spring 6 L REA Jakarta T3E Java, AXIFX—£FHamBZ=E , X-Ray tIZ2HEMUTHEBC Jakarta
R EEEHERNHITE,

N F iR , ’F javax BMF jakarta. BESBRWARKEN , TR, EndRBEEBEHAE
W jakarta :

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import jakarta.servlet.Filter;

import com.amazonaws.xray.jakarta.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.strategy.jakarta.SegmentNamingStrategy;

@Configuration
public class WebConfig {
@Bean
public Filter TracingFilter() {
return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("Scorekeep"));

XA A IER ST EEO

BRI LIER @XRayEnabled ERRINER , LI XRayTraced O, X[FEHM AOP REEBE
KM BB T X-Ray 80,
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HOE N AR F PRI X-Ray

EHCENARFFH X-Ray BRER , ENRBLTBEZLBEUAT I ERT BRMRE
BaseAbstractXRayInterceptor,

« generateMetadata - WWEE AT INE H el EHREN THBEHITEE L. BIAMBERT , 1T
HBNEEFEREAKREY, NELEEEMES , NAHRMESHIE,

« xrayEnabledClasses - WERBANZE , FANRFIRS, eHESHEBEEFEI RN ENE
ROEN, BIEEMSEHAEREHN @XRayEnabled HRIERMERE IR, UTEREGE N
BREF a3 MEA eXRayEnabled EFRBR AR INERMW AT B EFIZF bean,

@Pointcut(”“@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)”)

R B AR ZE Spring Data JPA |, & BM AbstractXRayInterceptor mM3E
BaseAbstractXRayInterceptor H1TH E.

5l
LR RBY BH%RE BaseAbstractXRayInterceptor,

@Aspect
@Component
public class XRayInspector extends BaseAbstractXRayInterceptor {
@Override
protected Map<String, Map<String, Object>> generateMetadata(ProceedingJoinPoint
proceedingJoinPoint, Subsegment subsegment) throws Exception {
return super.generateMetadata(proceedingJoinPoint, subsegment);

}

@Override
@Pointcut("@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)")

public void xrayEnabledClasses() {3}

U8 2 — M H X-Ray BMEYK,

@Service
@XRayEnabled

Spring F# AOP 357



Amazon X-Ray FERARER

public class MyServiceImpl implements MyService {
private final MyEntityRepository myEntityRepository;

@Autowired
public MyServiceImpl(MyEntityRepository myEntityRepository) {
this.myEntityRepository = myEntityRepository;

@Transactional(readOnly = true)
public List<MyEntity> getMyEntities(){
try(Stream<MyEntity> entityStream = this.myEntityRepository.streamAll()){

return entityStream.sorted().collect(Collectors.tolList());

NMREEEAEEENNARRF , INEINAEFNTREAMER (MNRFEHEDTERSEAH ) , W
LT % & FFEEMT.

Traces » Details

Timeline Raw data

Method Response Duration Age D
GET 200 200 ms 1.0 day (2017-12-14 16:55:56 UTC) 1-5a32ad1c-56e2c7 5fficf01a767b26eda

Name Res.  Duration Status = 00ms 20ms 4.0ms 6.0ms l.nlmn 10ma. 12ms 14ms 16ms 18ms 20ms
| I [ } ;

* metering-server ElasticBearstalk: Erironment

metering:server 200 200ms R R—
imitF uiReport - 180ms e
limitReport - Boms  ©@ ]

findOne - 20ms
metering@null - 0.0 ms ALror g Y

finclAllBy Tenantid - 20ms
metering@null = 1.0ms (] 0 aursra )

findPeriodMeasureTotal - 20ms
metering@null - 0.0ms €

findOne - 6.0ms (]
metering@null - 1.0ms V] or-C

» metering@null Daisbase SOL (Client Response
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£ Node.js

AWM AETATERN Node.js RRAERF , U RERBIERIEZE X-Ray :

« Amazon Distro for OpenTelemetry JavaScript — 12t —4AFF JREH Amazon K1ThR , AT &
i Distro for Collect Amazon o r Collector [AZ 4> Amazon S RF5 R ( 2REL S # ML 5 #
OpenSearch BR% ) ZIEMXHIBIRFIRE. CloudWatch Amazon X-Ray OpenTelemetry

« Amazon X-Ray Node.js By SDK — —4FF , A TEE X-Ray FHFEFERBRERFFERIET X-
Ray.

BXEZER , 55 £ Amazon Distro for Hl X-Ray OpenTelemetry Z [B#1T1%$F SDKs,

Amazon & 1ThR3&R T OpenTelemetry JavaScript

£ H Amazon Distro for OpenTelemetry (ADOT) JavaScript , A X MARFHIT—IXEN |, RE
FHAE Y IBAR T IR BR R X B 24 Amazon M2 ## R 75 R CloudWatch , ‘@3EIL & # Amazon X-RayFl
T 5# RS, OpenSearch ¥ X-Ray & Amazon Distro Bt & £ OpenTelemetry EEFRNAH : B
F OpenTelemetry SDK LA &5 X-Ray B &£ , AR/ A Collecto OpenTelemetry r BJAmazon Distro
5 X-Ray B& M.

EFBFER , B2 REAmazon K1THREAIREL OpenTelemetry JavaScript X4,

(® Note

FrE RS 853 Node.js Bi 2 F JavaScript #3X3F ADOT, AD JavaScript OT 7o &I 5 3E M
WERE FinS 2 X-Ray,

B XfF Distro A F with Amazon X-Ray # other # OpenTelemetry ¥ %{E 5. Amazon Web Services
fR%5 , 2 H Amazon Distro for OpenTelemetry 5% Amazon Distro for Amazon D ocuments.
OpenTelemetry

BXEBESXBNAENESZER , BH5H LA O Amazon bservability, GitHub
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/javascript-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
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Amazon i& T Node.js B9 X-ray SDK

X-Ray SDK for Node.js = —“ M @ Express Web Bi 27 Node.js Lambda BEEHIE , ATIRHEZEA
FERE R R ERBE I FRERIERAS X-Ray #EFPEF. BEBESEEXNAEFLENE
AHTTP BERWELR , URNARFFEA Amazon SDK & HTTP BF RN T FRESHTHIRANE

/N0

(@ Note

X-Ray SDK for Node.js  —fFFRIE , & Node.js 14.x lRARESMRA, RELAXEZ
I B H 7 github F GitHubR R IWBHHIELE K. com/aws/aws-xray-sdk-node

WMREMER Express , B , ENAREFRS 2R LA SDK 4R F i 4 RRERE AER, LHEHR
BMUBRFREROE - N D BEHEREMNNTRIZD R, SoRITF , BAUERFRIREEES
WA ERERRNE DB , HOEFOBRUAREKRTHER. FRTEGELENIERED RITFR A
RREFBIRNRE,

NFHALSIKR NN AREFSRS AR Lambda B3 , Lambda £iEEUR ERARK H B3 IRER AR
BR, NFEHMEE , BT Lambda BLiE N XBEMBEREATER, TeWFER , Lambda &<
BB ERHFHREMHSL X-Ray FXATEE,

(® Note

f£ Lambda £ , X-Ray F X TEGRWEN ., NREFTERBPERE , ENRSHRSFHES
E—"MNATF Lambda RSH TR , AREA Lambda BB TR, TESFMZAFLAITESK
MEBRE , FFoBRAMNE Lambda ie R EE D B, EZHAmazon Lambda A Amazon
X-Ray THREZE L.

BTk, #AERT Node.js # X-Ray S Amazon DK JavaScript £ Node.js % /= fit A U 4R

SDK. B4%&ERERMIZE i A T# Amazon Web Services BR55 S &ZIRET , SDK ELEF 2
EBFIEREXZAANESR. Amazon Web Services RS BERSZFH RN B RFEANTHETRER
ERRGEL | UBHZIRR & MER LSRRI,

EATF Node.js B X-Ray SDK &R 3t HTTP Web APIs 1 SQL B T ARRME T IE, I HTTP
EFiREEE SDK MR A EFIERAXREH HTTP BANER. XTF SQL FFW , MRk AEE
ATFHBIEERE,

EAT Node.js B9 X-Ray FATES 360


https://github.com/aws/aws-xray-sdk-node
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RERF AN NATFEAERUBEERENER, BULEEEAT Node.js B X-Ray SDK 3k
BAEIXETARICREXEITRAREN Amazon iTERRHEL.

EFAXRBFRURNARFEIEMNTBERAEN TENEMBES. IREMENREX , SHhiXE
BENRHRSIUATHESRARES , UELEBERISBEHRFENRE, THESRENRBIMER
K, HEALUEREBANRAEBA - F51{tH JSON WEMIE .

@ ERNMTEHE
RN THEREMER X-Ray FR TEIRMEITERNERNE, REXEREHERE, KU
EEMARIN—EBER. THEREHRS , BATUER X-Ray Z2H A= APl £R%HE 25 BT
BE, BRT X-Ray RERRHEFMABAIAEETXLERRE.

HRBHPEERERNVNEFF RS , —MERDPRATLERETFIR , RNUNEFFRAENENEHY
XNRE—NFOR. BUNBESHEFREBAGESEEELTFIERPREETDBRANESH. BTN
BENEBFEARBEHIRAELFIR , ALK FOBRNABENEIR K MTARREERDRNAE
R&.

X SDK HEMBEMNSE X |, 1§21 Amazon X-Ray SDK for Node.js APl 5%,

=R

X-Ray SDK for Node.js FEZ Node.js M TE :

« atomic-batcher -1.0.2
* cls-hooked-4.2.2
* pkginfo-0.4.0

* semver -5.3.0

£ SDK 5 NPM —i2 £33 A} , SDK SR AIXERE,

ERE Amazon SDK &/ % , I F Node.js B9 X-Ray Amazon SDK ZZ Node.js JavaScript F & 1K
A SDK.

e aws-sdk -2.7.15
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https://docs.amazonaws.cn/xray-sdk-for-nodejs/latest/reference
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HBRREE

AT M NPM 3R 18 X-Ray SDK for Node.jso

« BFE - aws-xray-sdk

NFA#FF R , & SDK 5 NPM —2LFEET B B FKH,

~/nodejs-xray$ npm install aws-xray-sdk
aws-xray-sdk@3.3.3
### aws-xray-sdk-core@3.3.3
### @aws-sdk/service-error-classification@3.15.0
### @aws-sdk/types@3.15.0
### @types/cls-hooked@4.3.3
# ### @types/node@l5.3.0
### atomic-batcher@l.0.2
### cls-hooked@4.2.2
# ### async-hook-jle@l.7.6
# # ### stack-chain@l.3.7
# ### emitter-listener@l.l.2
#  ### shimmer@l.2.1
### semver@5.7.1
### aws-xray-sdk-express@3.3.3
### aws-xray-sdk-mysql@3.3.3
### aws-xray-sdk-postgres@3.3.3

HOH O OHF O OH O O OB OH O

EH --save I AT SDK #ERN R AREFH package. json REVKEITIRTF,

~/nodejs-xray$ npm install aws-xray-sdk --save
aws-xray-sdk@3.3.3

MRNMAREFEREMERAE X-Ray SDK BV SRAVEBII , MR < 6= =M RS AT fR
REM. AXFMAER , FSAKBIETEE S NPM 3,

Node.js 74l

£ Amazon X-Ray & F Node.js # SDK , & REIRE Node.js R ARt end-to-endEFIX
£E R,

 Node.js ~BIRARERF 2B A GitHub,

TR REE 362


https://www.npmjs.com/package/aws-xray-sdk
http://npm.github.io/how-npm-works-docs/npm3/how-npm3-works.html
https://github.com/aws-samples/aws-xray-sdk-node-sample

Amazon X-Ray FERARER
BtEEA T Node.js B X-Ray F XK TET

LA B BHFREMHNERT Node.js B X-Ray FATEE UENARFER LETHRS AR
FE , BHBMIARBETRH , EPMNA TR EBZFRERERAN .

Sections

- RSSHEM

o REAN

- BEIEE

« X-Ray # 2SI RRF it

. RETE

BRS5Ha 4
plugins AT REREXRENARFNRSFHER.
s

« Amazon EC2 — EC2P1lugin 7#MN3E4l ID. AT AXAH CloudWatch &4,
« Elastic Beanstalk - ElasticBeanstalkPlugin RN EZ I, MASRZFEE 1D,
« Amazon ECS — ECSPlugin /A& ID,

EFEARAYG , BEA config FEBEEMA T Node.js B9 X-Ray F X TEBEF i,

Example app.js - ¥

var AWSXRay = require('aws-xray-sdk');
AWSXRay.config( [AWSXRay.plugins.EC2Plugin, AWSXRay.plugins.ElasticBeanstalkPlugin]);

Z SDK e fEABHRENRED R LW origin FB&. XRTESTENNARERFE Amazon BIRE
B, HEBERAZSANEER , SDK FEA TEATIRFRBEERIR : ElasticBeanstalk > EKS > ECS >
EC2.

KA

% SDK A E1E X-Ray 2 & FE LK REANRBEZRICEMNER. MIAANRESHHE—MNE
R, URFERRERIEE X-Ray WIRFHEMEMERNBED 2H, £ X-Ray 248 |2 E M
NMUBEXABIMNRAEFICERNEEE.
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% SDK BIREXWIFF A EELAN, MRERESNHEELHAMTE , N SDK B A% —&H
e

® Note

R SDK & EHE X-Ray RIRECRHMN |, ©FRERNRKIANARAN |, BIFRE —MER
URBANENMAREMBERNES 2H, MRENERFARSE , HELEEET X-Ray FH#
REFF APls , [FE 72 SDK RHiRY API §AH TCP RE , N A2 R EXFER .

& R LOR SDK BLE M JSON SAS N RN, £ X-Ray RERATAHNERT , SDK AT EAERA
R MUER 240 , AT AR ER AN,

Example sampling-rules.json

{
"version": 2,
"rules": [
{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1
}
}

BRBIENLT —NEEXAUM—PERIAAN, BEXANRAED <ENRER | X T /api/
move/ Z THBREEZRERNERBEFR TR, MIAANPERHNE -—MERUREMBERNEDS 2
o

EAMENANBRIAZ , BEBRHICEFINENKGRLNATARH X-Ray RS EE. BEEE
HEEZEY , BEERRORBFEM , XESEFCRNBEEXTBEME
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FF B R Amazon Lambda , BT EERRER, NREVRBBRLNRS BA , Lambda 18 X4 K
HIZBREXENERNEA, IRERAT I REAFFEEMBEFRL , Il Lambda & H X R
Eo

EREZHOAN , BERMNEEERT Node.js B X-Ray FF X TEA setSamplingRules B9340
BHRERN

Example app.js - 3k B X 89 ZAF L

var AWSXRay = require('aws-xray-sdk');
AWSXRay.middleware.setSamplingRules('sampling-rules.json');

BRI UAERBAREAN , HFETEANREZIELS setSamplingRules,

Example app.js - 3k B X1 SR EEH N

var AWSXRay = require('aws-xray-sdk');

var rules {
"rules": [ { "description": "Player moves.", "service_name": "*", "http_method": "*",
"url_path": "/api/move/*", "fixed_target": 0, "rate": 0.05 } ],
"default": { "fixed_target": 1, "rate": 0.1 },
"version": 1

}

AWSXRay.middleware.setSamplingRules(rules);

ENEAARMN , EHA disableCentralizedSamplings

AWSXRay.middleware.disableCentralizedSampling()

BE&igH

EMNFATIEGFiERKEH , FHMH AWSXRay.setLogger(logger) , EA logger RiRfit#rHEH
FIERFZE (warn, info &) IR,

RINVBRT , FAIEGLFEARHIANR EWIRER EEEIRERICRKIZEHE, TLAEH
AWS_XRAY_DEBUG MODEZS?,AWS XRAY_LOG_LEVEL METZERENEIZFRKEZNWBEELH. EXE
X&H/u\é&%UEE’Jﬂﬁ |Fﬂﬂ; %Eio
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FRARER

MRFENHSREHAANBARES , WTNRHISEECHICHREAXRALANTRIES,
WTFR. AILEREMESIIMEEANNR, XEKE , ATLER Winton F¥% B IEFEHF

HEBATRTRES,

Example app.js - H&EiZ%

var AWSXRay = require('aws-xray-sdk');

// Create your own logger, or instantiate one using a library.

var logger = {
error: (message, meta) => { /* logging code */ },
warn: (message, meta) => { /* logging code */ },
info: (message, meta) => { /* logging code */ },
debug: (message, meta) => { /* logging code */ }
}

AWSXRay.setLogger(logger);
AWSXRay.config([AWSXRay.plugins.EC2Plugin]);

EaTHMEES EZ28AA setLogger , BRBRXLEREN T L

X-Ray # RS T2 i

MR X-Ray HEFHEFMIT 127.0.0.1:2000 2w OHEN , M

B X-Ray FF X T E @ FREHIEREETEH UDP ik,
AWSXRay.setDaemonAddress('host:port');

AT LR BT IPv4 o 4L

Example app.js - #EFHEFtbut

var AWSXRay = require('aws-xray-sdk');
AWSXRay.setDaemonAddress('daemonhost:8082');

A LR E A F Node.js

NREERARTIEFEENERENNR O LMY TCP M UDP , N AR A EFH 2 bt iR E

EE=#&,
Example app.js — TN E# IR A LR #H R FI 2 Fih ik

var AWSXRay = require('aws-xray-sdk');

BE
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AWSXRay.setDaemonAddress('tcp:daemonhost:8082 udp:daemonhost:8083');

Lo | SR BB 5 AWS_XRAY_DAEMON_ADDRESS MEZ EXRIREFIFEF bk,
HiELTE
B LAE AR EEREEEA T Node.js B X-Ray FFATEE, SDK ZHUTEE,

e AWS_XRAY_CONTEXT_MISSING - i%EH RUNTIME_ERROR EZMERNMRIBZRED RRITHH
BR T IERBENEIXRE,
BENE
« RUNTIME_ERROR— 5| REZEITHI F &,
* LOG_ERROR— i REEIRH ML ( BRIN ) o
« IGNORE_ERROR— ZBEEHIR HFEKEL,

NFERTFEAERNEZTHEIRNBRELERFTLENRD , IREZHEAEPFEARNZTH
ERum , WA Re R EERKR D BRI T 7 BREXBER.

« AWS_XRAY_DAEMON_ADDRESS - i& & X-Ray BESFHFREF MmN ENMEO. RIAER
T , SDK A TIREREHIE (UDP ) MXE# (TCP ) 127.0.0.1:2000, MR ESRHESTH
EFEEANMATTEROREHEFPEFESZ BN LET , MFERALEE,

B
« E—"MNwA — address:port
- FEMIKA —tcp:address:port udp:address:port
« AWS_XRAY_DEBUG_MODE - i%{&} TRUE SAELEF & T E ST debug R AEH HEIZEF A

« AWS_XRAY_LOG_LEVEL -&EBFXICEFEFNBRIABESRS. EXENR
debug. info. warn. error M silent, HiREHNE AWS_XRAY_DEBUG_MODE , Z{E¥F#
Z B TRUE,

« AWS_XRAY_TRACING_NAME - iZE& SDK A T#H 1T BRMIRS B . BELET Express AE 1%
EN D BRER

FEAERT Node.js B X-Ray FF XA TESREME AFER

YRATLAE A T Node.js B9 X-Ray SDK RERERYREY Express F Restify N AR £ sk I 5 i
ECS # EC2 =45l £ EC2iRt#9 Amazon Elastic BeanstalkfE A HTTP &R,

RAER 367



Amazon X-Ray FERARER

FEAT Node.js By X-Ray FF A TE& R A Express M Restify EERH N ARFRHEPEE, EEF
X-Ray R RINBINARFEN , AT Node.js B9 X-Ray FA T EBL&AB N EHEBERUE—ID
B, Lo BREIE HTTP BERITE. FEMLE, HittNaFEks B EAEF 2R,

® Note

¥tF Amazon Lambda B%K , Lambda 2@ W B NEEERUE— N5 B, EZHAmazon
Lambda # Amazon X-Ray T fRE Z{E 8.,

BIMNOBRBE-—NEN , ATERSREPIMAEHNEARRF, TUBSWESR , BT LU SDK &
BARBEABTRFWENIRANEH#THERE. IDBEATREFRPNIAENRIRHITIH
AEHEBHTEEFRAEXTS (Fln , MBRENIRXZHERN ) NARIAE T

G HAWBER
MERBERSJE P EFERERIEHNARERF , X-Ray 2EEIER X-Forwarded-
For FkHHEFin IP M3E IP BIESTHWIR IP. AHTHEXNBERIERNEF G IP 7T A
&, At RREE,

EEXRERE , SDK EDRPIREMNFERERIEREIT N, MRIPRIEIREN x_forwarded_for
HNZFER true , MM HTTP &R X-Forwarded-For #RkIKRENE i IP,

SEAEREFEASEUTERN http BERNBMEABRUE-—INDEK

« HTTP A% - GET, POST, PUT, DELETE &,

- BFmhh - RIXEROF WL IP ik,

- MNAHE - EEKIERN HTTP WA,

o BFE - FrEaRtE ( WRENERE ) ME Rt E ( REBBET ) .
« AFPRKE - BERHPMW user-agent,

- ABKE -WRFH content-length,

Sections
« @3 Express BRIRE AER
@i Restify BRERE AiFK
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- BRED BB R

B Express BRERE ABER

EEM Express HEf4 , BEENBHEA , ENBRILCAFRIESEFiRFER
express.openSegment EFURE K A4,

Example app.js - Express

var app = express();

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment( 'MyApp'));

app.get('/', function (req, res) {
res.render('index');

1)

app.use(AWSXRay.express.closeSegment());

ENEHE , BBAIRARNER express.closeSegment B , LELEERA T Node.js B9 X-
Ray FF & T E@iRE M EMI4EE 1R,

BT Restify BRER{E AER

EF A Restify R , BRI R TESEFIRHIZIT enable, FEH Restify FRFZH[M D ERB
fEiBE T

Example app.js - Restify

var AWSXRay = require('aws-xray-sdk');
var AWSXRayRestify = require('aws-xray-sdk-restify');

var restify = require('restify');
var server = restify.createServer();
AWSXRayRestify.enable(sexver, 'MyApp'));

server.get('/', function (req, res) {
res.render('index');

1});
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e iB 5 B ap B SR g

Amazon X-Ray RSB MKINAEHNNARERF , AFESENNARFEANEGNRER. &iE
FE APls, SNERBIEEEM Amazon BIRX 5 FF K, = X-Ray SDK NEABREKDERE , 2FNARE
FHRSEMICRET RN ERFERH.

X-Ray SDK B[ BAF#E HTTP ER#r3kH Y hostname KB 0 ER. T , ARL AT LAAE | 2SR
SitEPHIAER AN R, NPk SDK AT EEHWENENRLWIERMERBTE DR , XM
REABEBREBE—NBRIABM

MRNARFHZSMENERRBHIRS , MATLOR SDK BENEAZAGRERBUES REHH IR
HX—R. BIBWEREATF SOKFENBATHESTMBEANER , FRFRANBHERATAFEM
R E R,

flan , AREE —RBMARFEANRZEB=AFENBERRERS , 2505

www.example.com, api.example.com Ml static.example.com, AJLAERAIER
*.example.com AW E RBEVRBTETRBEHN FEHN 2R , BFiwE LR ER=/1R
STHR. MRNARFREBEEZEATEER hostname BiER , BRAERSHE LFRETAD
TR, UREEENEIRE R,

ENFFAEBERDBREAEREN , BTEDRLCPEARIEENARFNEN , MBI LR,

(® Note
B AT LAfEF AWS_XRAY_TRACING_NAME MET EBEZBERBPE XA ERIARS B o

HAMERBENL —NENBNEENEXT—NE HTTP BRFNENEEZEXTENEFEA
WERIANE . EHDHBDER , BEH AWSXRay.middleware.enableDynamicNaming,

Example app.js - BI85 0 ERB

MRFERPWENEEEN *.example.com LE , BEEAEHNE. BN , EFEH MyAppo

var app = express();
var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment('MyApp'));

AWSXRay.middleware.enableDynamicNaming( ' *.example.com');

app.get('/', function (req, res) {
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res.render('index"');

1)

app.use(AWSXRay.express.closeSegment());

FE & T Node.js By X-Ray SD Amazon K &z SDK A

LIRH R AR R A Amazon Web Services RS AEMEHIE. BARIISZ K EBHEN , EAT
Node.js #J X-Ray SDK &1 F 2 BRIRER Tl AA. #ERER Amazon Web Services AR5 BV &R AR &
EXLERSHIHRIAEIR (FlA , Amazon S3 F#EMEZ Amazon SQS BA%I ) £ X-Ray & &l & BV IR ER
A EERA BT R,

##i@d EA T JavaScript B Amazon SDK V2 =& T JavaScript #§ Amazon SDK V 3 BIZZHIX 2R
Amazon SDK & i, 84 Amazon SDK [RZAEBIRMA T REIM B EXRKM S Amazon DK & F i,

® Note

BaEl, 5XN V2 ZEFiMELL , Amazon X-Ray i&A F Node.js 9 SDK &N EA T
JavaScript B9 Amazon SDK V3 &P imitiREH A5 ERRD. fila , KFX DynamoDB Y

DPERTFRBREREN. MREERRPEELUXREER , BERMER &MA T JavaScript B
Amazon SDK V2,

&M F JavaScript B9 Amazon SDK V2

BRI LB E A a2 aws-sdk require B AR N FTE Amazon SDK V2 &
U, AWSXRay.captureAwS

Example app.js - Amazon Ff & T 2
const AWS = AWSXRay.captureAWS(require('aws-sdk'));

ERNENEFUE , BFEHN Amazon SDK B inE %7218 A
FAWSXRay .captureAwSClient, I , E#& M AmazonDynamoDB & i :

Example app.js - DynamoDB % /= iz 4 Ul
const AWSXRay = require('aws-xray-sdk');

const ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());
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https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/welcome.html
https://docs.amazonaws.cn/sdk-for-javascript/v3/developer-guide/welcome.html
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/A Warning
REWN captureAwS M captureAwSClient —EFEH, XTFSHEEN FI K.

R YR TypeScriptSECMAScriptiE i (ESM) — 2 A SR NEAREY JavaScript {883 , RN TR
VISP

Example app.js- Amazon SDK T &

import * as AWS from 'aws-sdk';
import * as AWSXRay from 'aws-xray-sdk';

E#H ESM BN E Amazon B , iTEAU TR :

Example app.js- Amazon SDK T &

import * as AWS from 'aws-sdk';

import * as AWSXRay from 'aws-xray-sdk';
const XRAY_AWS = AWSXRay.captureAWS(AWS);
const ddb = new XRAY_AWS.DynamoDB();

X FrIAERS , #AEE X-Ray Z2H AR ERFAN APl WEF. X-Ray FRTEGZ2N—
RS EERMB TR, NTTERSHEFREESHRE,

Bl , HEALIHEMNE DynamoDB EFFim AR HIBAR , ¥ TFHNXRMWER , FRTEIL/R
BMAME DB, ERHEDR , BIAREBRZSHEDPERN - MIINTR , UREERIENE
FREY 8 A B — A% DynamoDB 1 Ko

Example X DynamoDB # 1T F MR ZI B 0 F 20 Bt

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 60,
"status": 200

Amazon SDK & i 372


https://www.typescriptlang.org/docs/handbook/typescript-in-5-minutes.html
https://nodejs.org/api/esm.html
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},
"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

EEBREENR RN , WA TRSNEASKERSERDUZFANT L. REEOIBERR
HEA  ARSEETERAT R

« Amazon DynamoDB - £&#
« Amazon Simple Storage Service - FZEBEMBE
« Amazon Simple Queue Service - RAFI & i

&R T JavaScript 9 Amazon SDK V3

&R T JavaScript ) Amazon SDK V3 2EH#{LE , Rt BRI I MEFFNER, ALt , 71
BERMPTE Amazon SDK B Fiw , AR V3 FX#FiZcaptureAWS 5 &,

IR E TypeScript 5 ECMAScript #£3R (ESM) — 2R NE JavaScriptitiB , M AT SAEAUT
OIS ARE

import * as AWS from 'aws-sdk';
import * as AWSXRay from 'aws-xray-sdk';

fEAAWSXRay . captureAWSv3Client 53ER M S/ Amazon SDK & F iR, a0 , Ex
AmazonDynamoDB & 7 ¥ :

Example app.js - £/ SDK for Javascript V3 #&l DynamoDB & F i

const AWSXRay = require('aws-xray-sdk');
const { DynamoDBClient } = require("@aws-sdk/client-dynamodb");

const ddb = AWSXRay.captureAWSv3Client(new DynamoDBClient({ region:
"region" }));

£/ &M F JavaScript B9 Amazon SDK V3 Bt , HEIFRIBREIXRSE., FHEBMEBHAEHIRAIE
METHE , RILBREME TSGR EATF JavaScript 9 Amazon SDK V2 #30Il Amazon SDK
EFIHNIEIEE TR RRNERT R,
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Example £/ V3 8418/ DynamoDB LR FI B B F % B 3 T JavaScript B9 Amazon SDK

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",

"http": {

"response": {
"content_length": 60,
"status": 200

}

.
"aws": {
"operation": "UpdateItem",
"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

FFEA T Node.js B X-Ray FF & T ESREEX T HTTP Web FREHE
5

HENNAREFRAMBRSSH N HTTP B APIs , BABAEAEA T Node.js B X-Ray SDK B F i
KENXLFA , HRFiZ APHER THFRSHNB RSB+,

FHEH http = https B HEERLAER T Node.js B X-Ray FFA T EBH captureHTTPs &L
IR ERME A

(@ Note

F#BE captureHTTPsGlobal() APl EASE =7 HTTP ¥ RE ( 10 Axios =
Superagent ) #1THEA , HEEFEARE http ERAP2BREREA].

Example app.js - HTTP & if

var AWSXRay = require('aws-xray-sdk');
var http = AWSXRay.captureHTTPs(require('http'));
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BEEFMBHTTP B m LB ARE , H% 1A captureHTTPsGlobal , AAFINE httpo

Example app.js - HTTP HFix ( £/ )

var AWSXRay = require('aws-xray-sdk');
AWSXRay.captureHTTPsGlobal(require('http'));
var http = require('http');

LIERNZT T Web APl BB AR |, @A T Node.js 9 X-Ray F AT EGZiEHZ—NMNFo R, EbEE
BHXRHTTP BERMMMER, X-Ray R F20ERRNITE AP| &£ R HERT 9 B

Example T HTTP B AH ¥ 2 B

"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
I
"response": {
"content_length": -1,
"status": 200

Example T35 HTTP i F 9 #EdT 2 BR

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
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"method": "GET",
"url": "https://names.example.com/"

},

"response": {
"content_length": -1,
"status": 200

}
iy

"inferred": true

EHAEAT Node.js By X-Ray F A TEGRER SQL &if

B SQL EFinTEEMMAER T Node.js 9 X-Ray FFX TEGBEF iR EFREN SQL #iE
FEEH,

» PostgreSQL — AWSXRay.capturePostgres()

var AWSXRay = require('aws-xray-sdk');
var pg = AWSXRay.capturePostgres(require('pg'));
var client = new pg.Client();

* MySQL - AWSXRay.captureMySQL()

var AWSXRay = require('aws-xray-sdk');
var mysql = AWSXRay.captureMySQL(require('mysql'));

var connection = mysql.createConnection(config);

EFEARNNEFIRAR SQL ER , AT Node.js B X-Ray F A TEBLEFIERPIEFAERE
BENEANES.

i SQL FERASEHEMEIE

BRI LA mEA SQL ERERN FOBRAMNEMER | SIRRXEF 7 REMRH B AFFIRMN SQL F
BRo fltn , BEEFRPICEKLTFEN SQL ENFHFEH |, AILUFRERERMNE F2 B SQL WK
o

Example ¥ SQL 2 B4 T2 B’

const queryString = 'SELECT * FROM MyTable';
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connection.query(queryString, ...);

// Retrieve the most recently created subsegment
const subs = AWSXRay.getSegment().subsegments;

if (subs & & subs.length > @) {
var sqlSub = subs[subs.length - 1];
sqlSub.sql.sanitized_query = queryString;
}

B2 Amazon X-Ray F X A RIERHH SQL &if) , EFEMAARTFYIRN SQL ZERHNTEIIR,
& X-Ray SDK for Node.js £ B E N F 72 &

FORAUNBENS BT BATHEFEREEBRSMETKN TENEFARFE. BRXEAECRUNES K

HITHAR , X-Ray SDK EF 7 ERFIEFRERNES. EANCIEZEMTFOBRRSAEMF IR, K
EEENRBRAEEIMT , HARRISFEIFRMTHE.

B E X Express ¥ &
£/ captureAsyncFunc BBNBA T HBRSHEHRCIEEENL F5 B,

Example app.js - BEX F A EBEX TR

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment( 'MyApp'));

app.get('/', function (req, res) {
var host = 'api.example.com';

AWSXRay.captureAsyncFunc('send’', function(subsegment) {
sendRequest(host, function() {
console.log('rendering!');
res.render('index"');
subsegment.close();
1);
1)
1);

app.use(AWSXRay.express.closeSegment());
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function sendRequest(host, cb) {
var options = {
host: host,
path: '/"',
I

var callback = function(response) {
var str = '';

response.on('data', function (chunk) {
str += chunk;

1)

response.on('end', function () {
cb();
});

http.request(options, callback).end();
};

EARRBAR  NARFHEE—NER send WEBENF2EBRLLAA sendRequest &
¥, captureAsyncFunc &G EEREHA LN RS R A TR XMEERBEHBRN AN F 28,

NFRSEE , BALUER captureFunc B , XSEEBRTERNITH L BEIERF25 K.

UEEDBRBEEMF o2 BRPAIEFDERAT , X-Ray SDK for Node.js $F 8 H AR ID Hi2FIFAatE
MEERETE,

Example @& THIEN F 5 B

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
b
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HEM Lambda 9 &

% SDK BLE N ER M EFZ1TT Lambda F Y , BN EE SR Facade 7. BERIEERFD

B} (X1E X-Ray BRER# A EBIE%E N AWS: :Lambda: :Function ¥R ) , HABHEFRAR
Facade 7 BR. MREFHOEEEH ID WFH DR (ERNHFRER ID. R ID FMRHFREK ) , MABK
EF D B

Example app.js - FeIBEN F5 B

const segment = AWSXRay.getSegment(); //returns the facade segment
const subsegment = segment.addNewSubsegment('subseg');

subsegment.close();
//the segment is closed by the SDK automatically

£ F X-Ray SDK for Node.js , 5 B M T BB H T 2 B

AURAERANTHBEFECREER, MEINABRFEINEMEE, AL ERMTHERME X-
Ray TR TEQMBN D RIECENBE 72 Ko

ARETENSR, BFHARENREN. RESXNEIREHRS , LESRKERER —BEH, £
AARLEZREATHEHSHPNREHITOANBITEIERA GetTraceSummaries API B f5E B B
o

THFERTAEREMREENR-EN , SENKRNIIEK , BREREHRE , TEEFEZRHRER
—RBEA. EARTKBECREFHERFTFENETEATERRENEGHIE.

BRTYERMABIE N , BETUES R EIEFEAS ID FHE. A IDs IEREXBRNEIRFR
B, FREIREIABEREM.

Sections

« {# X-Ray SDK for Node.js 12 & ¥

. £/ X-Ray SDK for Node.js 18 3xk T #E

« FEAERAT Node.js B X-R IDs ay SDK F &l

f#F X-Ray SDK for Node.js 1B &8

ERERICREXRENHRH RS URTERND RN F2BRNER.
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« B -X-Ray ZRHNREBRZALUEE 500 M FREFZFH. BRTRIAR (. ) 2/, TREAZEHKH
Fs

- B - X-Ray FBWEZRZ A ELEE 1,000 4 Unicode F%F,.
- ABRNHE - BMRERZAEA 50 KR,
EFER
1. REXNHE 2RI F5BEN5I A,
var AWSXRay = require('aws-xray-sdk');

var document = AWSXRay.getSegment();

2. ARATAFNRRNKBRE. BFEIFRHEEN addAnnotation,

document.addAnnotation("mykey", "my value");

LT ROIGBAIAEAZE QMARE, BFERFHRENZHERIEA putAnnotation,

document.putAnnotation("testkey.test", "my value");

FEIESFERUBR-EXNWERIEREDBRIXA annotations WRA, FEHERREARX
addAnnotation NBEZR - BRI FOo R LZEIEKNE,

EEREETREEREIRNERE , BEannotation[key1MERERPEA KRBT,

Example app.js - ST %

var AWS = require('aws-sdk');
var AWSXRay = require('aws-xray-sdk');
var ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

app.post('/signup', function(req, res) {
var item = {
'email': {'S': req.body.email},
'name': {'S': req.body.name},
"preview': {'S': req.body.previewAccess},
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"theme': {'S': req.body.theme}
13

var seg = AWSXRay.getSegment();
seg.addAnnotation('theme', req.body.theme);

ddb.putItem({
'TableName': ddbTable,
'Item': item,
'"Expected': { email: { Exists: false } }
}, function(err, data) {

8 X-Ray SDK for Node.js 12 & TEiE

ERATBBRIEREREEFTNERHRSIURITRRNT BRI FIRNVER . THEETUARFZRES,
BF. WMARESAFILH JSON N RFHANEMHMLIT R,

R THIE
1. KRB HBl 9o BRI F 2 BRI 5I A,
var AWSXRay = require('aws-xray-sdk');

var document = AWSXRay.getSegment();

2. FERAFHHEE, ARE. BF. FHEINREARFHEHRZRAA addMetadatas

document.addMetadata("my key", "my value", "my namespace");

=
PR ERAERN addMetadata,

document.addMetadata("my key", "my value");

MRIEEEREERBTR , IFLAITEANFER default, EHAMEBRIEAMX addMetadata FHE
ER—9REFORLEZBTICEKNE,
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FAERT Node.js B X-R IDs ay SDK I/ 2

ERERALTPHVAL |, LURBIZEFERNAF, IDs lkB4#ESE Amazon Lambda BB FH#EE , AR
Lambda AEAR D EBERA AT, RAILUN S EMAEEN F2EBRMA setUser A,

EiZEZHAF IDs

1. REYHBI 2R T2 EBHEI A,

var AWSXRay = require('aws-xray-sdk');
var document = AWSXRay.getSegment();

2. EAREBERNWAFWZERSE ID BA setUsexr(),

var user = 'johnl23';

AWSXRay.getSegment().setUser(user);

&R A setUser SMEERENBREFTHAEFREULACEAS, ID, MRERTEEADT R
KIREAF ID, ATAEEMTRERX LR,

Example app.js - AF ID

var AWS = require('aws-sdk');

var AWSXRay = require('aws-xray-sdk');

var uuidv4 = require('uuid/v4');

var ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

app.post('/signup', function(req, res) {
var userId = uuidv4();
var item = {
'userId': {'S': userlId},
'email': {'S': req.body.email},
'name': {'S': req.body.name}

};
var seg = AWSXRay.getSegment().setUser(userId);

ddb.putItem({
'TableName': ddbTable,
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'Item': item,
'"Expected': { email: { Exists: false } }
}, function(err, data) {

EEHKAF ID VRE , BuserfiERERFTFERA XEBF,

AR THYE 383
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/A Python

BERMAETATRN Python NARR , UFRERBIE X% E X-Ray :

- Amazon OpenTelemetry Python ki Distro — 12t —AFF R EH Amazon K1ThR , A Fi@i Distro
for Collect Amazon o r Collector @2 Amazon MRS R ( BIFL S #FI Z# OpenSearch
BRS ) KIEMARWIEFRMERER, CloudWatch Amazon X- Ray OpenTelemetry

« Amazon X-Ray & F Python ) SDK — —4FE , ATEE X-Ray FHEFERBEHFNERIZS
X-Ray,

BXEZEER , i55® £ Amazon Distro for Hl X-Ray OpenTelemetry Z [B#1T1%$F SDKs,

Amazon & AT Python By OpenTelemetry &Z1ThX

£ FHE M T OpenTelemetry (ADOT) Python # Amazon Distro , #&A] LAXS B B 52 3 1T — XA |

R RHEXNIERMERERAIZEIZ D Amazon WE12#F IR E CloudWatch , BEIL 5# Amazon X-
Ray#MiL B #fR% ., OpenSearch i X-Ray 5 ADOT BR&EAEERMNAH : B OpenTelemetry
SDK A5 X-Ray B& 1A , LARJE A Collecto OpenTelemetryr B9Amazon Distro A5 X-Ray B & &
. ADOT Python X Bz , FENNARFEEEXRBETRERERER.

EFRMER , 28 OpenTelemetry Python Amazon & 1T R34

B ><¥F Distro A1 F with Amazon X-Ray #1 other #J OpenTelemetry & %152 Amazon Web Services
BR%5 , S H Amazon Distro for OpenTelemetry 5% Amazon Distro for Amazon D ocuments.
OpenTelemetry

BERESIBNRAZENEZER |, SR LA O Amazon bservability, GitHub

Amazon X-Ray Python ®F 4T ES

X-Ray SDK for Python @ —“NE @ Python Web NARFNE , ZERHEATERBRERBREFEK
A F X-Ray #HEFFREFNENGZ, REBBESEEXNARFLENEAHTTP BRWELE ,
R ARERFER Amazon SDK, HTTP EFmD SQL BIEFEZSEN THRSHTHRANEE. &
R F a8 20 B HEERMTHEE DR MERES,

E_“’j\ﬁﬁﬁ plp _Fi—*l_& SDK.,
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https://github.com/aws-observability
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$ pip install aws-xray-sdk

@ Note
X-Ray SDK for Python & —/NFIRIE . fRAJLARFZIE H 1 github £ GitHub2 32 W& Al
PIEE R, com/aws/aws-xray-sdk-python

WMREEARIR Django = Flask , i E 5EfF SDK HH 45 M1 2 & 1Y 51 A 12 Fr ABRBRAE AE R, AP IH
HRAEMUBRRERUBE - N BHERESBNN TR ZD R, S0RITTHN , ERUERATFATES

ERRNITEREEANE TR , ACBRTORURETHRER, FRTEEELBFICREDTRITI
NNAEFSIANRE, ¥THEMNRERF , EAUUNFHED K.

NTHEZRNNAREFIRSFAR Lambda B , Lambda £ BREVER ERA7 L H B 3 BRERRAFHY
FR, NTEHMEE , BAILUF Lambda BB REMBERME AER. ZeBHHER , Lambda #<
Bl Bt HHEREMS X-Ray FRTEE,

(® Note
f£ Lambda £ , X-Ray F AT ETRWEN ., NREFTERBPERE , EHRSHBSFHES
E—NAT Lambda REH T R , AREA Lambda BEHN T R, TESFMZFATE SR
MEBRE , FFoERFMNE Lambda iR EE D . EZHAmazon Lambda A Amazon
X-Ray THREZFELR.

AKX Lambda FRAE K RHI Python Bk , S H THELIE

ETXR , B3N ARERFE |, A X-Ray SDK for Python & FiEiEA. % SDK XFHUTE,

X

« botocore , boto3— %8 Amazon SDK for Python (Boto) & F»
» pynamodb - &M Amazon DynamoDB & F*i%# PynamoDB fR7X,

- aiobotocore. aioboto3 - &M SDK for Python & F i #9 asyncio ERARAR,

- requests, aiohttp - BMERE HTTP & .

« httplib, http.client - KAMERF HTTP BEFHANFEAXEEF KN ESRIINE,
+ sqlite3— {%&& SQLite &,

X-Ray SDK for Python 385


https://github.com/aws/aws-xray-sdk-python
https://github.com/aws/aws-xray-sdk-python
https://pypi.python.org/pypi/botocore
https://pypi.python.org/pypi/boto3
https://pypi.python.org/pypi/pynamodb/
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« mysgl-connector-python - & MySQL % F i

* pg8000 - ®J Pure-Python PostgreSQL #0,

» psycopg? - # Ml PostgreSQL HIEREE R 2.

* pymongo - ¥l MongoDB % f= %,

« pymysqgl— 3 My PyMy SQL 1 MariaDB fE T SQL BV & F i,

BUSHNARERFER SQL BEESEHM HTTP RS E , SDK #iaE FoBRPIEREXZARANGE
B, Amazon Amazon Web Services RS BERSHHRNERFBENTHETREREREHE L |
LAES Bh &R B BN EE 1 AY 48 1R A0 BR 41l (8] &,

IR SDK & , BREB I RKEMTFHAHERBELHTHN. BUMEHRIERAEXNAERF
EFETHTERRNEE  BEELREANRBELKETH , REASRFINENAEF BESHE
EXREFRIEBHNESHEINEE.

EREXRBERARNABRFEIBRNTHEFAMHN TENEMEES. TREMNENREX K BEAXLE
RENEHRSILATHESRARES , UELEBREZISRERENRE, THESRENRBIMER
€, HEATLUEREBANNRAMEA - 7751t H JSON WE[FEE,

@ B THIE
SERMTHEREEA X-Ray FETEAFNES BHEETA, RESTHIBHHRE] | 5
EEmERE—RER. TRIERFHR| , ETUER X-Ray 2545 AP EEHS BF
BE, BEF X-Ray BEBURMEMABTUEE XL,

HRBPEFARERNNEF RN , —MERDTRACERETFIR , RUNEFEFRAENEEHG
HNE—MNFoR. BUNBLHEFRAACEEEENTF IERPREETDERANETH, BTN
BOHBSEARBEHIZEEN TR, AF , BAMNEFTREERABENER  MALER
FBREEAFMBAR.

X SDK HEMBFENSE X |, 1§21 Amazon X-Ray SDK for Python APl 3%,
=R

X-Ray SDK for Python X #FA T i& & FERZA

* Python - 2.7, 3.4 MEHRA
- Django - 1.10 ME#H RA
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FRARER

* Flask - 0.10 MEF R

« aiohttp - 2.3.0 FEHARA

« Amazon SDK for Python (Boto) - 1.4.0 F1E # kR4

« botocore - 1.5.0 FIFEFHARA

« enum — 0.4.7 MIESMRA , FEA T Python MRA 3.4.0 RESMRA
« jsonpickle — 1.0.0 FIEHARAS

« setuptools — 40.6.3 FEHhRAS

« wrapt - 1.11.0 FEFHhRA

KB REE
Al M pip #R#E X-Ray SDK for Python,

- BFE -aws-xray-sdk

M requirements. txt XHEH I SDK /B K Hi T,

Example requirements.txt

aws-xray-sdk==2.4.2
boto3==1.4.4
botocore==1.5.55
Django==1.11.3

W RIEAEF Elastic Beanstalk SBBEHI MR |, Elastic Beanstalk £ B31%Z % requirements. txt

PN FIEREFS.
B E& A T Python 9 X-Ray F A TEE

BT Python B9 X-Ray F A TEBEBRMLFBICRI[/M. BN xray_recorder B, BT LLE

ELRICERBUBENREAN HTTP AR S ERH FE G,

Sections
- PRFIEM
o EEEHN

- BEIER

TR REE
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- REBPHICRHFEE
 f£/ Django BTV IZ FEEEE

- MRXE

R4
plugins ATIEREXRENABRFHNRSZHNER.
ik

« Amazon EC2 — EC2P1lugin #&pnsE#l ID, AJAKXF CloudWatch BE4H.,
+ Elastic Beanstalk - ElasticBeanstalkPlugin FiNERER ., MAIRESMZE D,
+ Amazon ECS — ECSPlugin #iN&88 ID,

Segment - Scorekeep x
e
Overview @ Resources @ Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618c-170413_021009
Deployment ID 20
Environment name  scorekeep-cmh

EC2

Availability zone us-east-2¢
Instance 1D i-035583d15d1471728

BN , 7T xray_recorder LA configure,

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

xray_recorder.configure(service='My app')
plugins = ('ElasticBeanstalkPlugin', 'EC2Plugin')
xray_recorder.configure(plugins=plugins)
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patch_all()

(@ Note

BT plugins RN TEHEAN , Bt EHRIEEEL —BHREREN ,. HlW, plugins
= ('EC2Plugin',)

R RN EEEREEICRSE , EXLETERBFIRENE,

BEREMS , REBENE , NTiERTERAM.

% SDK R EAFBHIRENIRED R LN origin R, XXRTFETENNAEFH Amazon BIR3E
B, HEFEAZSANEERT , SDK EAL T B#BATIRFREBERIR : ElasticBeanstalk > EKS > ECS >
EC2,

KA

% SDK fE F & 1E X-Ray #Z2H| & E XN RERNRBEZICFKAER. RUANBREESHHE—ME
R, UARFIERRERIEES X-Ray WIRSHWEMEMBERNED 2H, £ X-Ray 24| & F 62 H M
NMUBEX BTN NARFICRORER.

% SDK #IRE XWIFF A EELANM, MRERESNEELHNTE , N SDK XA % —FH
e

® Note
R SDK F3& 17 A X-Ray SRIREUGREMN , BRIREN IR , IR E—MER
URBAMNENMEREMBERNED 2E, MRENELARARE , HELEEEE X-Ray T4
F APls , J5& 75 SDK Xl AP A TCP K& , N AR X £XTER,

8L T LA SDK BLB S M JSON A MERAEA N, £ X-Ray REFAAMNBERT , SDK ATLAEA
A MUERNZD , BRI LR ERAZAAN,

Example sampling-rules.json

{
"version": 2,
"rules": [
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{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05
}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

}

}

BRAIEXLT —PNEBEXRAUM—PMRIANAN, BEXANRABD ZENRER , T /api/
move/ Z THIREERIERMNERKEF R TR, RIAANDEHHNE - MERUREMBERNES 2
o

EAMENANBRIAZ , BEBRBICEKINENRFIBINATARHE X-Ray RFEE. BESE
HEEZEY , BEERRSHREEM , XEFEFICRNBEEXTSEMNR

FFEfG Amazon Lambda , BT E B RFRER, NRENEHBEERNRSBA , Lambda Fid 4K
HiZRESEEFENERNAR, WREHA TEIBREEFREEEMBERIRL | N Lambda & F#R
Eo

EREZOXENAN , EFAAxray_recorder.configure , M TREIFIR , EFEALrules2H
N=FHl BEALTEXEMNE JSON XHFHEITEER,

xray_recorder.configure(sampling_rules=rules)

BREAARHN | EFEA LocalSampler B Eid %%,

from aws_xray_sdk.core.sampling.local.sampler import LocalSampler
xray_recorder.configure(sampler=LocalSampler())

BETLRESBICRES , LB IEXNFIEE AERITRENLN
Example main.py - 2 X#&

xray_recorder.configure(sampling=False)
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BE&i%

FRIEGEA Python WER logging #&EIR , HEREEEIA WARNING AFIEREH. FKRET
aws_xray_sdk KW BFRICKEZWNEIA , HXNHIFA setLevel KNEURNARFHNERTIEE
REM B ELD,

Example app.py - B& g%k

logging.basicConfig(level="WARNING')
logging.getLogger('aws_xray_sdk').setLevel(logging.ERROR)

HEFHER T DRI, ERFE BERRBNEMRERF 0 ER2EKN R,

RBPHIEREFEE
HtigBEEE xray_recorder 8 configure F3&H,

« context_missing - iREN LOG_ERROR Al £ E LM ERMABEIHE D RARITIFER Fidx
BRI ARE,

« daemon_address - i®i& X-Ray # B FH B FMITSN ENMIKO,

« service- REF XTI EITATHITHERNEKRSEM.

« plugins— iEFEXEHWNAREF Amazon BIRHIER.

- sampling i®E&N False AJZ A XH#,

« sampling_rules - REZEBHEEH A JSON LA EEE,

Example main.py - 2REHD> L TXHE

from aws_xray_sdk.core import xray_recorder

xray_recorder.configure(context_missing='LOG_ERROR")

£ A Django FfHYIEFKERELE
WM REAEF Django HEZR |, B LAEH Django settings.py XHRE B £ Fi0 ZESHED,

« AUTO_INSTRUMENT ( {XBR Django ) - ieZABHIEENENCERIEEN F 2 K.

« AWS_XRAY_CONTEXT_MISSING - i & LOG_ERROR A[#®EZMN ER NIRRT D ERAITH
HER TiIeRBENSIZFRE,
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« AWS_XRAY_DAEMON_ADDRESS - & & X-Ray #EEFHEF MM EVMEOD,
AWS_XRAY_TRACING_NAME - REF X TESATHITTBNBRSZER.

PLUGINS— B RAEXEHN NARRF Amazon BRHNER.

SAMPLING i&&H False Al Z2F R,

SAMPLING_RULES - R EGEEHEEMNE JSON XHHIBRE,

EFH settings.py PHICREREIE |, BN Django FAIGHRNEIELZENARFIIRF,
Example settings.py - EZEHNNARERF

INSTALLED_APPS = [

'django.contrib.sessions’,
'aws_xray_sdk.ext.django’',

£& 7 XRAY_RECORDER K dict FEE A& E.
Example settings.py - ERZEHN N AR

XRAY_RECORDER = {
"AUTO_INSTRUMENT': True,
"AWS_XRAY_CONTEXT_MISSING': 'LOG_ERROR',
'AWS_XRAY_DAEMON_ADDRESS': '127.0.0.1:5000',
"AWS_XRAY_TRACING_NAME': 'My application’,
"PLUGINS': ('ElasticBeanstalkPlugin', 'EC2Plugin', 'ECSPlugin'),
'SAMPLING': False,

285 K3

bl

BOLMERATETEREERAT Python B X-Ray FATEE, FATESXIFUTETE
« AWS_XRAY_TRACING_NAME - iZE& SDK A T#H 1T BHREEH. BELUREANRENRS
Ao

« AWS_XRAY_SDK_ENABLED - fNRigE N false , MIEEAA AT EST, RIANBERT , FAITES
AFERARS , RIEFELTEIRE N false.
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- ZAR , 2RIECRB[LBFERTREZHETFEFNEL BN Fo B , HEAB B, F
EH4RENLBICRBNTESRREN, BEFPRGERNAMES BN F2REANEL D BRMNE
BF 2R,

- BERETEIRE AWS_XRAY_SDK_ENABLED f& , & BN S aws_xray_sdk EHF
global_sdk_config ¥RHEERERZE, AEFTENRELBEXLERE,

« AWS_XRAY_DAEMON_ADDRESS - i& & X-Ray #HETFHFEFMWERNENMEO. BRIAER
T , SDK EF A TIREREIE (UDP ) MXE#H (TCP ) # 127.0.0.1:2000, MR EEIFHESTH
EFEBEN N AERKROSEHRETIEFES—AENLET , NEALTE,

%X
e A—N®O — address:port
« FEIMUA — tcp:address:port udp:address:port
« AWS_XRAY_CONTEXT_MISSING - i% & RUNTIME_ERROR EZH ERM KRB XE D RARITHH
BR T RBENSIXRE,
BHE
« RUNTIME_ERROR— 5| KIZ{THIFE,
* LOG_ERROR— iZF&RIRH ML ( BRIN ) o
- IGNORE_ERROR— ZBESRIR FHAREL,

NFERTFEFMERNSITHEIRBHIELERFTLENRS , UREZHEHPFEARNIH
EFPum , WA R EERKR D BRI T2 EREXBER.

METEBRSEERBPRENE,
ERAER T Python FEIH4H X-Ray FF & TESZRERE AEK

HEEFFEERNBINARFARE D REWE |, AT Python B X-Ray F R TEBLN BN REE
REE-—NDER, WD REBFEHTTP BERWITE, FENLE, BN SELD R EGE T DR,

BT Python 9 X-Ray F X TEBXFLT AEHRE N EZ AR HTTP iF3K :

* Django
+ Flask

* Bottle
£ ABR 393
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® Note

XF Amazon Lambda BE¥% , Lambda @ A ENEEFBFERBIE—ND R, iB5SFEAmazon
Lambda # Amazon X-Ray T fEE ZE 8.,

B XTE Lambda F#ME K R Python BEER , S H TELE.
3 FHAMELR IR Python MARF , AL FI6IESD Ko

BN REBE—NEN , BTERSREPHRENNARF. AIUBSTHEIER , BATLUF SDK &
BEARBEABEBRFHEIIRANEH#THSHE. ISHEATREFRINEENRIERITIA
FAEHEEBMAEETMAENX (Flm , WRENIRKXRMERN ) RARINBIR,

©® BRERMFER

MRHFEERREMPEFERELXIEHNARER , X-Ray 212HER X-Forwarded-
For #rkFHE % IP M3k IP BB EFHIR IP. HTFEANBERIERNEF iR IP AT BAHA
&, HtEFRRESE.

EEXRERE , SDK EDERPIREMNFERERIEREITH,. MRIPREIEIREN x_forwarded_for
HNZER true , MM HTTP iR X-Forwarded-For #RrkIKRENE i IP,

HRHERAIEUATEEN http RABMEABBRBE— NI

« HTTP %A3% - GET, POST, PUT., DELETE %,

- BFmhHE - RIXEROZF S IP bk,

- MRIES - ETMIERKN HTTP IR,

o BV - FREAETE ( WREBERETS ) ML RATE ( ZEMERAT ) o
- APARE - 1ERPH user-agent,

- NBKE - WNFH content-length,

Sections

- T REERMEINAERF (Django)
o FHEAFNEINAERF (Flask)
o S EHAFINEINAEF (Bottle)
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FRARER

« FZIRM Python KB

- BB BB XK

FFrhE 45 nE M AR F (Django)

FFA A 4R NE) MIDDLEWARE X4 HH settings.py 3I&, X-Ray REHRNTF settings.py X

HHNE—1T , UBREEEREHRMEERERIZR,

Example settings.py - & F Python FE#4# X-Ray F A TES

MIDDLEWARE

'aws_xray_sdk.ext.django.middleware.XRayMiddleware',

= [

'django.middleware.security.SecurityMiddleware"',
'django.contrib.sessions.middleware.SessionMiddleware’,
'django.middleware.common.CommonMiddleware"',
'django.middleware.csrf.CsrfViewMiddleware',
'django.contrib.auth.middleware.AuthenticationMiddleware',
'django.contrib.messages.middleware.MessageMiddleware',
'django.middleware.clickjacking.XFrameOptionsMiddleware'
]
F X-Ray F & TEE Django A NZE| settings.py XHHH INSTALLED_APPS %%, X ATFHE
RAEFEHHERE X-Ray TRE.
Example settings.py - & F Python Django B i X-Ray F A TEE
INSTALLED_APPS = [
'aws_xray_sdk.ext.django',
'django.contrib.admin’,
'django.contrib.auth’,
'django.contrib.contenttypes’,
'django.contrib.sessions’,
'django.contrib.messages’,
'django.contrib.staticfiles’,
]
£ settings.py XHHEE D EE .
Example settings.py - 2 ER & #r
XRAY_RECORDER = {
EANER 395



Amazon X-Ray FERARER

'AWS_XRAY_TRACING_NAME': 'My application’',
'"PLUGINS': ('EC2Plugin',),

X & 4 X-Ray i &5 B IARFERIREMN Djiango NARFALEBIER, B BUEZER Django 1%
EXHFEEICTK:SE , MENABENREANHESHMIRE,

(® Note

BT plugins 2R TEEAN , HtEBRIEEEE —RBHREREN ,. HlW0, plugins
= ('EC2Plugin',)

MR EMERINZ N AT (Flask)

ERNIRH Flask AR , B%EE xray_recorder LEEDREM. RE , ERBHFEH
XRayMiddleware BEURIEINEN Flask MR,

Example app.py

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.ext.flask.middleware import XRayMiddleware

app = Flask(__name__)

xray_recorder.configure(service="'My application')
XRayMiddleware(app, xray_xrecorder)

X &5 X-Ray iExarE AR INRERRIREHN Flask NAREFLAENER, BAUERLSFESIZHE
2, MENAEEXREANRERHMIRE.

’ AR EFRINEINARZF (Bottle)

ERNIZM Bottle AR , IBATE xray_recorder FEBBDERE#M. RE , ERBHER
XRayMiddleware BH¥RIEXNEH Bottle NAERF.

Example app.py

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.ext.bottle.middleware import XRayMiddleware

app = Bottle()
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xray_recorder.configure(service="'fallback_name', dynamic_naming='My application')
app.install(XRayMiddleware(xray_recorder))

X &4 X-Ray icFka5E A BRIARHERRIREHN Bottle NARFLENER, BAUERBPREEIZR
7, MENAEEXRFEANRELHMIRE.

FM Python 115

WMRIETEM Django =X Flask , WA AFF QB 7 R, ERAUNFMEANBERGIEZXE , thalLE
SZEMEAM HTTP 5 Amazon SDK B in X E , NFHERAM T2 EREMR LT

Example main.py - F314
from aws_xray_sdk.core import xray_recorder

# Start a segment

segment = xray_recorder.begin_segment('segment_name')
# Start a subsegment
subsegment = xray_recorder.begin_subsegment('subsegment_name"')

# Add metadata and annotations
segment.put_metadata('key', dict, 'namespace')
subsegment.put_annotation('key', 'value')

# Close the subsegment and segment
xray_recorder.end_subsegment()
xray_recorder.end_segment()

B iE 0 B an B SR

Amazon X-Ray fEA RS BHRFREHNARSF , HNESENNARFERANEMNBARER. BE
FE APls, AAERBUEER Amazon BIRX 2 FF K. 2% X-Ray SDK NEABERERD RN , 2FNARE
FHRZSBMHICRETBRNBFEF,

X-Ray SDK A BLAITE HTTP ERERKH Y hostname Kap B 7 B, A , IR AUAE , 25K
SitEHPHRNERZAN TR, AL SDK BT 2 HEN EVFRANBERMEBE R BB E DR , BHN
NEABREE—NBINE T

MR RN 2 MR ERIBEIES | WAL SDK & B N 650755 & S0 SUE 2 B Firh Rt
X — 8. BHESEEBAY SOK FENEATHATMMERNER  ANRUSHEATIHLH
HAE R ER.
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g0 —REABRFANREF=AFEHNBERRERS , 255

www . example com, api.example.com #l static.example.com, BJLAERA#ER

* . example.com HEIAMERBEURGTETREBEHN FEHN DR , BEwE LR ER=/R
ST R. MRENARFREBEEZEANTEEL hostname WER , BFLERSHE EEIEMAD
TR, UREEENEIERAM,

EXNFABERSBREAMEEEY , TEREBICKENEENARFNEN , MBJLT IR,

D ERBEEL —NENBRNEENERXF—NME HTTP RPN ENBEZEX T TE s EFEH
HBRIAE R, E1E Django P/ HE DR , iH4¥ DYNAMIC_NAMING &R INEIEH settings.py X
%,

Example settings.py - 15 &

XRAY_RECORDER = {
"AUTO_INSTRUMENT': True,
'AWS_XRAY_TRACING_NAME': 'My application’,
'DYNAMIC_NAMING': '*.example.com',
"PLUGINS': ('ElasticBeanstalkPlugin', 'EC2Plugin')

BAUERKFEAREEEAFFS , AERVREEEFEZENFRHF. N T Flask , ZREBHEE
iCFeRo

Example main.py - 2 ER& 5

from aws_xray_sdk.core import xray_recorder
xray_recorder.configure(service='My application')
xray_recoxrder.configure(dynamic_naming="'*.example.com')

@ Note
&7 LAfE Al AWS_XRAY_TRACING_NAME SMET EBZEERBPENHNRIARS AR,

& %0 E LA T 8

ERNTHER , BEAERT Pyhon B X-Ray FA T ESBNNENNARFERNE, ERT
Python #J X-Ray FF A TE @A LUEAMNATBE,
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X E

« botocore , boto3— {¥8§ Amazon SDK for Python (Boto) & s

« pynamodb - #3 Amazon DynamoDB & P i%# PynamoDB k7%,

- aiobotocore, aioboto3 - & SDK for Python & FifH) asyncio SRR,
« requests, aiohttp - BMERH HTTP EF i,

« httplib, http.client - RAMERF HTTP BEFHMFEAXEEF RN ESRIIMNE,
+ sqlite3— {4&& SQLite &,

« mysqgl-connector-python - # MySQL &F i,

* pg8000 - ¥ Pure-Python PostgreSQL # M.

- psycopg?2 - # Ml PostgreSQL HIEFEE 25

 pymongo - ¥ MongoDB & i,

« pymysqgl— 3 My PyMy SQL 1 MariaDB fE F SQL B & F i,

MREERAEMBINE , EAT Pyhon B X-Ray FRATEILNFRVUEF DB , HiZFHERMIEAL
HHEER. YABEF X TEIPEHH Amazon LambdaRt 5 B , LT R T ESHEF 5 K.

(@ Note

MR EFEH SQLAIchemy ORM , MIATEAEN § A SDK AR & iEFMEIHEK SQLAIchemyR#E
A SQL &ifl, BXREA , S F LA SQLAIchemy ORM,

BB AT AMNE | B6EH aws_xray_sdk.core B#Y patch_all E#k, FLFE (Fla0
httplib Ml urllib ) AJAEEEE I A patch_all(double_patch=True) FRAREE4b.

Example main.py - {&4NTE 1509 B

import boto3

import botocore
import requests
import sqlite3

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()
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EEINEANE | FEAEBHHTARA patch, At , BRERBENTRIIX.

Example main.py - {&4MEE 19 B

import boto3

import botocore

import requests

import mysqgl-connector-python

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch

libraries = (['botocore'])
patch(libraries)

(® Note
EREERRT , ATEHENREES N LE. RERTEN IS ENDE.

FE 5 &

* httplib-httplib Ml http.client

* mysql -mysqgl-connector-python

RERRLSTHENLETX

NFERT asyncio E , IBENRTHEBEFOE , BEMTNERARS L TXBREEZAT
Pyhon B9 X-Ray FFA TEA, § A AsyncContext 3 , FFE MW —PX£HlZ%i% 2| X-Ray i858,

® Note

Web HEL X ( Hl70 AIOHTTP ) FA&REiE aws_xray_sdk.core.patcher ERAE, ©
MNMEFSHIAEZIFNEN patcher BEA,

Example main.py - 1&%M&F aioboto3

import asyncio
import aioboto3
import requests
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from aws_xray_sdk.core.async_context import AsyncContext

from aws_xray_sdk.core import xray_recorder
xray_recoxrder.configure(service="my_service', context=AsyncContext())
from aws_xray_sdk.core import patch

libraries = (['aioboto3'])
patch(libraries)

£ Amazon & B F Python B9 X-Ray 8 #4F &% T EFIBEE SDK

LR R AR AA Amazon Web Services RS A E#EIE. BEANRIIR A EBHE , EAT
Python #y X-Ray SDK @EF 7 BB IRER TN IFEA. EXLRS (B0, Amazon S3 7@
Amazon SQS A% ) FIBERRY &R Amazon Web Services BRSS 177 8] 89 & JRIE X-Ray 2% & KR ER
A 8RR TN R

LR{E*MbotocoreER , EA T Python B9 X-Ray Amazon SDK £ B8 NFTE SDK & ik, &%
ERN BN,

X TrAERS , #ALE X-Ray Z2H T EZFAN APl W&, X-Ray FRTEZLN -5 KRS
HEEPMEDER , NERSEERPRHEESHNE.

Bl , BEALIENME DynamoDB FFim A HIBAAR , ¥ TFHNXRWEAR , FRATEIL/REN
/?J’WJ[IE'J PEBHR, EEEHED , BIANRERZSHERPERN —MIINTR , UREERENBHFHNRA
#) —#% DynamoDB i =,

Example X DynamoDB # 1T A LMRFI B 0 ¥ 20 B

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 60,
"status": 200
}
},
"aws": {
"table_name": "scorekeep-user",
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"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",

}
}

FEEFEEENRFRN , WA TRSNARLERS EFURFNANT K. REEQIEETRNE
A, ARSIETERT R,

« Amazon DynamoDB - £&
« Amazon Simple Storage Service - FZEF B E
« Amazon Simple Queue Service - BA %] &5

F &R T Python B9 X-Ray F X TEZREX T HTTP Web IRSHIE A

LIS N RARERFARAMRS AL HTTP &t APIs , & A LUEAEA T Python B9 X-Ray SDK k4 X
A, HiiZ AP ER TBERSFAMEIRSE S,

ERN HTTP &/ iw , HIEATHTELBRANE, MREEH requests 5 Python R E
HTTP BFin , BRE#HT LERRAE. XITF aiohttp , EFENERREERS LT

MREEFEANR aiohttp SWEF I APl , ZEEZEEFRFHF A I ESRMAVREREEZFIREE
ClientSession W& Fim APl

Example aiohttp 3 & i AP

from aws_xray_sdk.ext.aiohttp.client import aws_xray_trace_config

async def foo():
trace_config = aws_xray_trace_config()
async with ClientSession(loop=loop, trace_configs=[trace_config]) as session:
async with session.get(url) as resp
await resp.read()

LIRS T Web APl B9iBART |, S&A T Python B X-Ray FA T ESRZF—NF2E& , HhES
BHX HTTP BRMIBHELR. X-Ray FHF0BRRIZE APl £ KR D Ko

Example T HTTP B AH ¥ 2 B
{

"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
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"end_time": 1484786387.501,

"name": "names.example.com",
"namespace": "remote",
"http": {

"request": {

"method": "GET",

"url": "https://names.example.com/"
.
"response": {

"content_length": -1,

"status": 200

Example T35 HTTP i F 89 #EdT 2 BR

{
"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
3,
"response": {
"content_length": -1,
"status": 200
}
.
"inferred": true
}

EAEA T Python By X-Ray F R TEBERBEN FH9 KR

FOBRUNBEN DB BATEFEREEBRSMETKN TENFAREE. BRAEAECRUNEF K

HAITHAR , X-Ray SDK EF T RFIEFERNES. EANCIEEMTOBRRIAEMF IR, K
EEFE MR ERENM , HRKISFERMTHIE.
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EEE TR, A begin_subsegment H end_subsegment 5%,

Example main.py - BE X T2 &

from aws_xray_sdk.core import xray_recorder
subsegment = xray_recorder.begin_subsegment('annotations')

subsegment.put_annotation('id', 12345)
xray_recorder.end_subsegment()

ENRSHBOETF O , BFH exray_recorder.capture ¥ifig, B LU F 2 ERBMHEEE
FIREE , BB LAERARBE .

Example main.py - R F 2 E]

from aws_xray_sdk.core import xray_recorder

@xray_recorder.capture('## create_user')
def create_user():

FNFFRLEEE , EMEMA exray_recorder.capture_async &ifigs , RS T XUEREFIIEH
2.

Example main.py - R R F 25 &

from aws_xray_sdk.core.async_context import AsyncContext
from aws_xray_sdk.core import xray_recorder
xray_recorder.configure(service="my_service', context=AsyncContext())

@xray_recordex.capture_async('## create_user')

async def create_user():

async def main():
await myfunc()

HEEPBRBEHMFOBRPREFHERN , EHAT Python B9 X-Ray F X TEBLNHERK ID Hid
ST o At 1R) R 45 kA E] o
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Example @& T HTEN 72 &

"subsegments": [{

"id": "6f1605cd8a0@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {

"debug": {

"test": "Metadata string from UserModel.saveUser"

}

1,

{# F X-Ray SDK for Python , REERF T IR INE 9 &

AURAERNTHBEFECREER, MEINABFEXNEMEE, ATLUREERMTHERME X-
Ray TR TEQBZN D RIECENBEX F2 Ko

ARETENSR, BEHEARENREN, RELXNEREH RS , LESHERER —RBEH, £
AARLECZEATHEHASHPNREHITOANBIEIERA GetTraceSummaries API B f5E BB
o

THFERTAEREMREENR-EN , SBENRNIIEK , BREREHRE , TEEFERHERER
—RBEA. EARTKBECREFHERFTFENEEATERRENEGIHIE.

BRYZERMTBE N, BETUED R ELIEEAF ID /&, AF IDs HICREXRN RILFER
B, HRHIREI B RER.

Sections

« {3 X-Ray SDK for Python i & ¥ #

« f£f X-Ray SDK for Python i &t $iE

- FERAERT Python B9 X-Ray SDK F#|FF° IDs

£ X-Ray SDK for Python 12 & ¥ %

ERAERIERARBENHREHRSIUHTERN D BRI F 2 ERHER.
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FRARER

ERER

« B -X-Ray ZRHNREBRZALUEE 500 M FREFZFH. BRTRIAR (. ) 2/, TREAZEHKH

Fs

« {H - X-Ray FBMWERZAELEE 1,000 1 Unicode F£Fo
- ARNBE - BMNBRERZAMEA 50 FIFR

BFER
1. M xray_recorder SRECY HFI 0 BRH T2 B 5 A,

2.

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_segment()
=
from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_subsegment()

WATEFHERENMRE. HFERFHFEER put_annotation,

document.put_annotation("mykey", "my value");

LT ROIGBAUMAEAZE QMARE, BFERFHRENZHFERIEA putAnnotation,

document.putAnnotation("testkey.test", "my value");

A BEATLERR put_annotation /A xray_recorder A%, WHZLIBRYMFOER L
FOER , RRITHFFHE , NideFRD R LEHER,

xray_recorder.put_annotation("mykey", "my value");

put_annotation FEEZER — 5P BRI Fr R LZBIEZRNE,

EEREETREERIRNERE , BEannotation[keyMERAERPEA KRBT,

FRIESHIRUB-EXNEAICRED BN annotations XMRP, fERAMEEREHAMX

AR THYE
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f# X-Ray SDK for Python i2 &t i&

ERATHBEIERERELENHREHRSIUETRRNT BRI FIERNER. THEETURFRS,
HF. HREHAFILH JSON HRIHBENEAXN R,

BR TR
1. M xray_recorder ZREUY S Al 25 R 5 BRIV 5| Ao

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_segment()
)3

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_subsegment()

2. FRAFHEE. ARE. BF. FHEIANREUARFHEGEZREAA put_metadata.
document.put_metadata("my key", "my value", "my namespace");
2
WARMNEEENEN put_metadatas

document.put_metadata("my key", "my value");

WA BE T LAERAR put_metadata £ xray_recorder Bk, WA EARIERYFORLEN
TTBE , MRRITHAFOER , Widky R LN THIE,

xray_recorder.put_metadata("my key", "my value");

MREEERESGEZE , AT ESFFER default, FHAMEBRAAFBNX put_metadata FF
BER—2BIFrBRLZAIIERNE,
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F A ER T Python B9 X-Ray SDK F#IAF IDs

BFRBFERADPHOAF , BURBIAEERNAF, IDs
EI2FAF IDs
1. M xray_recorder FREUY H a1 20 RV 5| A,

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_segment()

2. FERREEROBAFHFZRSID BA setUser,

document.set_user("U12345");

B AR HRRPIAM set_user MEENARFTHLEFREIUEZEAF ID,

BERAS D WRE , EHuserMAERIRNTER XR7,
N ERE BT AR S5 B AR Y Web fEZR

&M T Python ) Amazon X-Ray SDK X #HRNMBBELRSHNARFFHMEER, THRSHER
SiRRERN , iLBFESHNEERTRE Amazon , HENEERE A REME N 6IF,

ERSFHEUR-—HRENAEFES | LELTFZERRSHENEBERNTHRENETNARERF MRS
NEEEEMRBERES , HlW , RSHBWEHME. B3, RERSEY,  URBTEFE. JLFT
BAEARENNARFSERRSHETRSH[HBRGTR | BN ELEBFST NSRS A AN
BEFMEEN—,

AHEEERER T MAEEE R TIRS EF Amazon X-Ray FREH Web 425 ( #I40 Flask = Django )
FBEz#HITRN, NMARFN X-Ray KU AFEEEFRE TKHEA , M Amazon API Gateway Z|#&#Y
Amazon Lambda B % , URENNARFAHNEHBEA.

EHTF Python 9 X-Ray F R TEGXIFLLT Python R AREFIEZR :

« FLASK RR7K 0.8 S E SR
- Django iRA 1.0 HE FRA
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AHRALET —RROITRS BN ARFEEE Lambda , B API Gateway . A¥IEFEH Zappa
B R ARFEEER Lambda HELE APl Gateway i .

FRF M

« Zappa
* Python - X% 2.7 5 3.6,

« Amazon CLI— BiF Ak ~ Amazon CLI & B & Amazon Web Services Xig, 7T AR EFER S
HNEBNAER.

* Pip

e Virtualenv

S 1 I I

ERSBS | BB —NMEA virtualenv TENARFHNELINE,
1. {#F Amazon CLI , AR FARERFEIEB F. RAEHREFE F.

mkdir serverless_application
cd serverless_application

2. BTk, EHBFFUE-PMEUKRR, BEANTHTEEEMIRE,

# Create our virtual environment
virtualenv serverless_env

# Activate it
source serverless_env/bin/activate

3. ¥ X-Ray. Flask, Zappa MiEREZEZEHNIFEH,

# Install X-Ray, Flask, Zappa, and Requests into your environment
pip install aws-xray-sdk flask zappa requests

4. HNARFREHFME serverless_application BFH, EXMIFr |, RATATLAEE
Flash #9 Hello World =4,

£ serverless_application BRAFRIEA N my_app.py B, AREFERXARREEERRM
UTaT. WNARRFMEM Requests FF |, 84 Flask NARFHFREHY , HITHIHR /'Y
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# Import the X-Ray modules

from aws_xray_sdk.ext.flask.middleware import XRayMiddleware
from aws_xray_sdk.core import patcher, xray_recorder

from flask import Flask

import requests

# Patch the requests module to enable automatic instrumentation
patcher.patch(('requests',))

app = Flask(__name__)

# Configure the X-Ray recorder to generate segments with our service name
xray_recorder.configure(service='My First Serverless App')

# Instrument the Flask application
XRayMiddleware(app, xray_recorder)

@app.route('/"')

def hello_world():
resp = requests.get("https://aws.amazon.com")

o

return 'Hello, World: %s' % resp.url

P2 QIEBHIE— Zappa FFE
HEWSTED | ERNFER Zappa BB E API Gateway i = , AAFZBEE Lambda,

1. 1£ serverless_application B XEHHIt Zappa. TEARHIF , BAVER TEINEE , BER
MREEEBENEIR , Zappa 2 E REE A,

zappa init

What do you want to call this environment (default 'dev'): dev

What do you want to call your bucket? (default 'zappa-*******'): zappg-*******

It looks like this is a Flask application.

What's the modular path to your app's function?

This will likely be something like 'your_module.app'.
We discovered: my_app.app
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FRARER

Where is your app's function? (default 'my_app.app'): my_app.app

Would you like to deploy this application globally? (default 'n') [y/n/
(p)rimary]l: n

2. BH X-Ray, #JFF zappa_settings.json XHHBIEEAN RS S REIFELL

{
"dev": {
"app_function": "my_app.app",
"aws_region": "us-west-2",
"profile_name": "default",
"project_name": "serverless-exam",
"runtime": "python2.7",
"s3_bucket": "zappa-****xxxxkn
}
}

3. f¥ "xray_tracing": true fEFNZE B FRMEIE B SH.

{
"dev": {
"app_function": "my_app.app",
"aws_region": "us-west-2",
"profile_name": "default",
"project_name": "serverless-exam",
"runtime": "python2.7",
"s3_bucket": "zappa-**xFExEAAN
"xray_tracing": true
}
}

4. B NAREF. X2 HIEE AP| Gateway i R HFEMN KT L& 3 Lambda,

zappa deploy

Deploying API Gateway..

Deployment complete!: https://********x*x execute-api.us-west-2.amazonaws.com/dev

KANTRS RN AEF

411



Amazon X-Ray FERARER

£ 3 : 7 API Gateway /8 F X-Ray BRER

FEUFRP | B 5 API Gateway EHI A # TR E LG A X-Ray BRER.

1. &3 Amazon Web Services Management Console J3TFF API Gateway ###I& , Mt Hhttps:/
console.aws.amazon.com/apigateway/,

KEFEKB APl, BRNIZELT serverless-exam-dev,

LB B

ERIBEM BB BIAR dev

£ AF/REFRETF L, EPEA X-Ray RERSIEE,

EREREFER.

ERRBPHEGHR, MREFERT 76l Hello World NARF , ENETATHA,

S S - S B e

"Hello, World: https://aws.amazon.com/"

S 4 ERCIERRER

EWISERS , £/ 5 X-Ray BHARE , LERTIINARFAEZNRE. AXRBESTVEFH
B BEREERSME,

1. &% Amazon Web Services Management Console }#7Ehttps://console.aws.amazon.com/xray/
KEITF X-Ray 2414,
2. && API Gateway, Lambda B H Lambda BEF4E K 25 B

3. 7 Lambda BT , EFEB N My First Serverless App TR, EREEHNREEN
https://aws.amazon.com B =N FE,

4. EABRICHIE , Lambda AIGEERSEK BN initialization WE=ZNF 0.
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Traces » Details
Timeline Raw data

Method Response Duration Age [[+]
GET 200 3.9 580 11.1 sec (2019-02-15 00:19:44 UTC) 150660530 e

Name Res.  Duration  Status  00ms Sooms 10 125 208 25 30 188

* serverless-exam-dev/dev ANE ApGatewiy Stge
servertoss-exam-dev/dev 200 33sec 1 7~ ox0cute-a545-wost 2 mazonaws. oo

Lambda 200 33sec InvokD: SOMVBriesS-exa-tev
~ serverloss-exam-dev AWS:Lamocs

serverdess-exam-dev 200 3.2 sec

* sorverlss-axam-dev AWS:Lambcs Function

serveriess-oxam-dov - 2.5 soc ] |
Initialization . 239 ms -} .
My First Sorvorloss App 200 177 ms -] I s et
httpssaws.amazen com 200  166ms -] Rarr
* https://aws.amazon.com (Clent Aesporss)
serverless-axam-dev 200 168 ms a ==
Service map

Enter a service name to find and select the node on map

&

Cliants

serverless-exam-dev/dey
ApiGateway::Stage

v, 265ma
1 tfmin

sanveriess-axam-day hitps:/faws.amazon.com

Lambda:Function remate

L

avg. 207ms
1 t/min

serverless-exam-dev
Lambda

BH5L R

ALK IETBERANTR , LBEEANKERR, ENAHEFTR RIS , Zappa thR TE RS
LRSS BREF &

ZEM Lambda, API Gateway H Amazon S3H#ikr N AR , FEI£EA Amazon CLINTLE B &
BT TGS,

zappa undeploy dev
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Fasn

BRI Amazon BEFmHAEA X-Ray WEBATRN , A EHWRARFANESINEE, EEFMTHE
TRFZ 1T EIERD |, EEIE Amazon EH RS 35,
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Amazon X-Ray FERARER

R .NET

BRI EATRATRN NET MARRF , WRRERBIERES X-Ray :

« Amazon & T OpenTelemetry NET ) Distro — 2t —4HFFREM Amazon £1ThR , BTi&
i Distro for Collect Amazon o r Collector [AZ 4> Amazon S RF5 R ( 2REL S # ML 5 #
OpenSearch BR% ) ZIEMXHIBIRFIRE. CloudWatch Amazon X-Ray OpenTelemetry

« Amazon X-Ray & F.NET ) SDK — —4&E , ATEE X-Ray FHEFERREREFFEREE
X-Ray,

BXEZER , 55 £ Amazon Distro for Hl X-Ray OpenTelemetry Z [B#1T1%$F SDKs,

Amazon .NET & 1T OpenTelemetry ik

#FAER T OpenTelemetry .NET B Amazon Distro , & A LKt B ARRFEHIT— XN | ARERHExX
MY IEPR AR BR & X B 2 Amazon %2R 5 R CloudWatch Amazon X-Ray , ‘@3ET S# T 5
# OpenSearch RS #F X-Ray & Amazon Distro Bt & £/ OpenTelemetry EEHNMAHK : BH
OpenTelemetry SDK L& X-Ray Bt& A , LUKk /S A Collecto OpenTelemetry r BAmazon Distro
5 X-Ray B& M.

BEFHBMER , 25 OpenTelemetry NET Amazon & 1T R84

B XfF Distro FiF with Amazon X-Ray # other #J OpenTelemetry ¥ %{E 5. Amazon Web Services
fR%5 , 2 H Amazon Distro for OpenTelemetry 5% Amazon Distro for Amazon D ocuments.

OpenTelemetry

BXEBESXBNRAENESZER , BH5H LA O Amazon bservability, GitHub

Amazon X-Ray & F.NET #9 SDK

EATF .NET B9 X-Ray SDK 2 —1MFAFEN C# .NET Web R FFEF. .NET Core Web MR
FMNET BOEEBEE. Amazon LambdaTBiRMA T4 KRB ERHKFEHGHXEE X-Ray #HESFF
BFENERFLZ. XTEEXNABRFLENEABTRNER | URNAREX T Amazon Web
Services BR%5. HTTP Web APIs #1 SQL HiEENFARAMNES.,
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/dotnet-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
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® Note

X-Ray SDK for NET 2 —ANFFEME . #RALUEEZIA B HE github L GitHubi 3B A 11
EUiESK, com/aws/aws-xray-sdk-dotnet

X F Web NAERF , BEBELARINESALERERFE Web B iERRERMEAFR. HELEBEFHNEFN
BIRFENER OB -0 BRAEREMNNTRIZD R, H2RITFE , BAUEAFRIESEF K
MAEEREEFMEDE , AR FIRURETHEM. FRTEQIESEHIEFEED BRITITR A
BEFsIXNFE.

NTHELIRNNRAREFSIRSEAR Lambda BE , Lambda 2 IREER BR7 L H B 3h BRERRAEHY
BRo X TEAMEY , BB Lambda B BN REFMBERE AFR. TR , Lambda #L
B BRI HHEMS X-Ray FRTEE,

(® Note
f£ Lambda £ , X-Ray F AT EGRWEN ., NREFTERKPERE , EHRSHBRSFHES
E—/NAT Lambda RS R , AREA Lambda BHEHN T R, TEIFMZFATE SR
MBEBRE , FFoBRAMNE Lambda ie R EE D B, EZHAmazon Lambda H Amazon
X-Ray THREZER.

ETk , A X-Ray SDK for NET #&Jll & F .NET # Amazon SDK & in., SXHEFERHEEMN

# & P imiE A T F Amazon Web Services fRSS S RIRR , SDK HLEF o BPIEREXRZBAANE
B, Amazon RFEMEERSHHENRFREREE LETRATHETR , UBBERAIEMNEZLN
551 A PR 1 =] &%

ERTF.NET #9 X-Ray SDK &R 3t HTTP Web APIs 1 SQL HEEMN THARARET T
B, GetResponseTraced #J System.Net.HttpWebRequest ¥ BAEZREREAZ L HTTP A, &
AT LAfE A X-Ray SDK for .NET #9 SqlCommand MRASK# M SQL &Eifl,

HEFFHRfEM SDK & , BEEEICFKRNESAEREFRAENLETHN . BRLUMIEARIZREXK
RARFLETWITERRNEE  BEEURERANKEELRKETH , REBSHINANERLRAERFH
SHEEREFRIESNESHELINER.

EFRAXRBERURNARFEEIBRMNTBEPAEN TENEMBES. TREMENREX , EShxE
RENEHNRSILATHERARES , MELEBRRISRERFENRE, THERENRBIMER
K, HEATLUEREBANRAEA - &5t JSON WE[FEE,
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@ B THIE
SERMTHEREEA X-Ray FETEAFNE S BHEETA, RESTHIBEHRE] | 5
ESHmERAR—RBEA. THERRHRE  ETLER X-Ray BH A% AP EEH S B
BE, £8F X-Ray REBURMEMA BT UEE X LRI,

HRBHPEFRERNVNEFF RS , —MERDPRALERETFIR , RUNEFFRAENEEHY
XNE—NFOER. BUNESHEFREAACGESEEELTFIERPREEBTOBRANETH. BTN
BENEBIEARBEHIRAENFOR , ALK FOBRNAKENEIR K MTARREERDRNAE
AEN

BX SDK WEMBENSEX , FERHUTRR !

- Amazon X-Ray & F.NET #J SDK APl &&
« Amazon X-Ray & F .NET & SDK Core APl &

E— /M EFEZEXEFE NET # NET Core , BFERANETRE, ZXEHPRHE NET APl SEMK
MIEIZEHREETF .NET Core,

=K

EATF.NET #9 X-Ray SDK FEE.NET 2R 4.5 RESMALK EATF .NET #9 Amazon SDK.
3F .NET Core R AEFMEE , SDK FE NET Core 2.0 HE S HRA,

fF X-Ray SDK for .NET BN ARERF

BT NuGet HERF.NET B9 X-Ray SDK R inE| MR AR P,

£ Visual Studio £/ NuGet B EE SRR &FEA T .NET B X-Ray SDK

1. #&#FE T B’ “P NuGet ackage Manager’, “BIEf# R %R NuGet 2",
2. #EFEAWSXRayZxZ M.
3. RERKEBRESNZE,

KB REE

A M Nuget 3% %8 X-Ray SDK for .NET., fFAEFIEEELTE SDK :
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Install-Package AWSXRayRecorder -Version 2.10.1

AWSXRayRecorder v2.10.1 NuGet BFSEBUTHREIN :

.NET Framework 4.5

AWSXRayRecorder (2.10.1)

|

| -- AWSXRayRecorder.Core (>= 2.10.1)

| | -- AWSSDK.Core (>= 3.3.25.1)

I

| -- AWSXRayRecorder.Handlers.AspNet (>= 2.7.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

| -- AWSXRayRecorder.Handlers.AwsSdk (>= 2.8.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

| -- AWSXRayRecorder.Handlers.EntityFramework (>= 1.1.1)
| | -- AWSXRayRecorder.Core (>= 2.10.1)
| |-- EntityFramework (>= 6.2.0)

| -- AWSXRayRecorder.Handlers.SqlServer (>= 2.7.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

| -- AWSXRayRecorder.Handlers.System.Net (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

.NET Framework 2.0

AWSXRayRecorder (2.10.1)

I

| -- AWSXRayRecorder.Core (>= 2.10.1)

|  |-- AWSSDK.Core (>= 3.3.25.1)

| -- Microsoft.AspNetCore.Http (>= 2.0.0)

| -- Microsoft.Extensions.Configuration (>= 2.0.0)
| -- System.Net.Http (>= 4.3.4)

-- AWSXRayRecorder.Handlers.AspNetCore (>= 2.7.3)

I
I
I
I
I
| | -- AWSXRayRecorder.Core (>= 2.10.1)
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| -- Microsoft.AspNetCore.Http.Extensions (>= 2.0.0)
| -- Microsoft.AspNetCore.Mvc.Abstractions (>= 2.0.0)

AWSXRayRecorder.Handlers.AwsSdk (>= 2.8.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

I

I

I

| --

I

I

| -- AWSXRayRecorder.Handlers.EntityFramework (>= 1.1.1)

| | -- AWSXRayRecorder.Core (>= 2.10.1)

| | -- Microsoft.EntityFrameworkCore.Relational (>= 3.1.0)
I

| -- AWSXRayRecorder.Handlers.SqlServer (>= 2.7.3)

| | -- AWSXRayRecorder.Core (>= 2.10.1)

| | -- System.Data.SqlClient (>= 4.4.0)

I
| --

AWSXRayRecorder.Handlers.System.Net (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

BEXREBMEENIFMEES |, S Microsoft xF Nuget KB I F Nuget 45 01 £ A7 89 XA,
BBEMAT NET# X-Ray FETE

ZAIBETEBAENEAT NETH X-Ray FATEQ USENARFERE LIZTHRSHMEXE
B, BHBARETR , EFNNA TR EBRERFRAREAN

FF NET Web NARERF , EFHEHARME appSettings XHH Web.config 7o

Example Web.config

<configuration>
<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin"/>
<add key="SamplingRuleManifest" value="sampling-rules.json"/>
</appSettings>
</configuration>

3F .NET Core , i5EH BN appsettings.json WTREZFARIESZ R XRay B X H-

Example .NET appsettings.json

"XRay": {
"AWSXRayPlugins": "EC2Plugin",
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"SamplingRuleManifest": "sampling-rules.json"

}
}

RE , ENARFRBF , EREEXNRTFHEA THHEIL X-Ray I%aR. EHBELIERKE BT
teiRAE,

Example .NET Core Program.cs it %858

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder.InitializeInstance(configuration);

MREEFERN NET Core Web AR , WEEEEENEREF , BRI UFEREXN REEE
UseXRay 573, X F Lambda B¥ , A LEFTRE InitializeInstance A,

FxX NET Core BLE APl WEZ{EE. , 55 docs.microsoft.com LM FELE ASP.NET Core N AT
Fo

Sections

- Wt

« XEHN

- BEIZFE (NET)

- BEIZZFE (NET Core)

- MEEXE

i
ERBEHAIRNEXEELNARENRSHBE.
i

« Amazon EC2 — EC2Plugin A inssfl ID, " ARXH CloudWatch HE4A.,
» Elastic Beanstalk - ElasticBeanstalkPlugin I EZ ., MRARZHIRE 1D,
« Amazon ECS — ECSPlugin & ES ID,

EFRAEN , HEBEIAM AWSXRayPlugins REBEEEEA T .NET M9 X-Ray F X TESEF ik, W
REINREHRAREHRARRE , BER—MREDIEEMBEXERE , UES SR,
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Example Web.config - fE#

<configuration>
<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin,ElasticBeanstalkPlugin"/>
</appSettings>
</configuration>

Example .NET Core appsettings.json

{
"XRay": {
"AWSXRayPlugins": "EC2Plugin,ElasticBeanstalkPlugin"
}
}
BN

% SDK A EIE X-Ray & P E XK REANRBEZICEMNER. MIAANBRERSVHE—ME
R, URFERRERRIEE X-Ray WIRFHEMEMERNBED 2H, £ X-Ray 248 el2HE M
WHUEHEL AN NARFIERNBIEER,

% SDK IRE XWIFF A EEXAN, MRERESNHEELHNTE , M SDK XA % —FH
e

(® Note
IR SDK FiE 14 E X-Ray KIREUEHEMN |, ©RRERNRIAWAREMN | ISR E—MEKR
UEEBANENFAEEMBERNE S 2H. NRENTRARRE , RE L EEREED X-Ray T
B APIs , FE& %Y SDK XY API K TCP R |, N RES X EXFE R o

&R LUK SDK BLE M JSON SAS NS RFEH N, £ X-Ray RERATAHNERT , SDK A BAfERA
A FMNERNZD , LA AR ERAAR AN,

Example sampling-rules.json

{
"version": 2,
"rules": [
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{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05
}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

}

BRBIENLT —NEEXAUM—PERIAAN, BEXANRAED 2ENREER | X T /api/
move/ Z THBARBERENFERBEBFR TR, MAANPEYVNE - NMERUREMERNED 2
o

FEAMEXANBRIZ , BEBFBHICEFNENKRFMILINATMARE X-Ray RSEE, S
HEEZEY , BEERRSMREEM , XEFEFCRNBEEXTSEMR

e

FFBE Amazon Lambda , BT EEHRER, NRENRBBERLNRS BA , Lambda fFi8 X4 K
HiZBRSFEENERNIEA. IRBEA T EIREAFTEFEEMBERL , Il Lambda &4 ERR
Eo

EfREZHAN , FIERMNEEERT NETH X-Ray FA T EE SamplingRuleManifest iREH
ST InE AR

Example .NET Web.config - &+ N

<configuration>
<appSettings>
<add key="SamplingRuleManifest" value="sampling-rules.json"/>
</appSettings>
</configuration>

Example .NET Core appsettings.json 5 0

{
"XRay": {
"SamplingRuleManifest": "sampling-rules.json"
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}
}

EXEAREHMN , FFEA LocalizedSamplingStrateqy WRBIZRKES, MREERHETRZRHOAN |
- ESE T

Example .NET global.asax - Z<th 4 #1

var recorder = new AWSXRayRecorderBuilder().WithSamplingStrategy(new
LocalizedSamplingStrategy("samplingrules.json")).Build();
AWSXRayRecorder.InitializeInstance(recorder: recorder);

Example .NET Core Program.cs - 4 ith SE 4% 51

var recorder = new AWSXRayRecorderBuilder().WithSamplingStrategy(new
LocalizedSamplingStrategy("sampling-rules. json")).Build();
AWSXRayRecorder.InitializeInstance(configuration,recorder);

BAI2F (NET)

EAT NETH X-Ray FATEBFEAE EAT NET # Amazon SDK #HEIH BEIZFHH, MRE

CAENARFRENICE EAT NET 8 Amazon SDK #Hid , NIE#NEELERTERT NET
#9 X-Ray SDK Ky %i

EREALRIER , BNEN aws WEE B2 HFINEEM App.config XHEL Web. config X4,

Example Web.config - B &id %

<configuration>
<configSections>
<section name="aws" type="Amazon.AWSSection, AWSSDK.Core"/>
</configSections>
<aws>
<logging logTo="Log4Net"/>
</aws>
</configuration>

BXEZER , H50 EHT NET# Amazon SDK FF X A RiEF FREESEHERT NET #
Amazon SDK R R,
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HZE12% ((NET Core)

EATF NETH X-Ray FATE@FERAS EAT NET # Amazon SDK tHREIM BEIEFETN, B
J9.NET Core MARFEE HEILF , B AEEIZIELS AWSXRayRecorder.RegisterlLogger
B

Blan , BEEA logdnet , FHHIERE LCRBHEEXH. BHRXMXHALE,

Example .NET Core log4net.config

<?xml version="1.0" encoding="utf-8" ?>
<log4net>
<appender name="FileAppender" type="log4net.Appender.FileAppender,log4net">
<file value="c:\logs\sdk-log.txt" />
<layout type="log4net.Layout.PatternLayout">
<conversionPattern value="%date [%thread] %level %logger - %message%newline" />
</layout>
</appender>
<loggex name="Amazon">
<level value="DEBUG" />
<appender-ref ref="FileAppendex" />
</logger>
</log4net>

RE , SIRICERSRAETEFREBINARE.
Example .NET Core Program.cs - B &g

using log4net;
using Amazon.XRay.Recorder.Core;

class Program
{
private static ILog log;
static Program()
{
var logRepository = LogManager.GetRepository(Assembly.GetEntryAssembly());
XmlConfigurator.Configure(logRepository, new FileInfo("log4net.config"));
log = LogManager.GetlLogger(typeof(Program));
AWSXRayRecorder.RegisterLogger(LoggingOptions.Log4Net);
}

static void Main(string[] args)
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{

}
}

BXEE logdnet WEZEE , 55 logging.apache.org FHELE

BRI LAERMETERBEHA T .NET 8 X-Ray FXTEH, SDK XIEFLUTEE,
« AWS_XRAY_TRACING_NAME - REF AT E A THITEBRHRSZEMN. BEEIRIE serviet iFikas
B0 ER ip B R BRIR B K AR SS B Fho

« AWS_XRAY_DAEMON_ADDRESS - i% & X-Ray #HEFHFEFMWSNENMEO, BRIAER
T , SDK A A FREREIE (UDP ) M+ (TCP ) # 127.0.0.1:2000, MREERHETH
EBFEENMTARR ORNEHRETVEFEZ—AENLET, UEALETE,

-
e E—/N%A — address:port
- FREIMWEO — tcp:address:port udp:address:port
« AWS_XRAY_CONTEXT_MISSING - i%& & RUNTIME_ERROR EZH ERMRBZAE D RARITHH
BR TiEFRBEN I XRE,
B%E
« RUNTIME_ERROR— 5| KiZ{THI H &,
 LOG_ERROR— iZRA4RIRH LKL ( BRIN ) »
« IGNORE_ERROR— ZBE£HiR FH4REE,

NFERTFEAERNEZTHEIRNBRELERTLENRD , UREZHEEPFEARNZTH
EFPum , MATeE R EERK D BRE T2 REXEIR.

FEAERAT NET B X-Ray F R TEGRMEA HTTP iE3K

&I AE A X-Ray SDK RIRREN N ARFEL DI Si# EC2 ECS H#Y EC2 LA LIREMEA
HTTP #&3K. Amazon Elastic Beanstalk
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FEREELERFRNEA HTTP iR, HET X-Ray HELBREFAMBINAREN , B

F NETH X-Ray FRTEGFHNENIREBEROIED B, o BEIE HTTP BERITEY, BEFL
B, Htioll<EtsBR LB F 5.

® Note

XF Amazon Lambda E¥% , Lambda @ A ENEEFBFERBIE— NP, iB5SFEAmazon
Lambda & Amazon X-Ray T fEE ZE 8.,

BN REBE-NEN , BTERSREPHRENNARRF. AUBSHBEOR , BT LUF SDK &
BARBEEABTRAWENIRANEH#THEDE. ITBEATREFRPNVAZNRIRIITOH
AEHEBHTEEFRAEXTS (Fl0 , MBENIRXRHERN ) NARIAE .

® HERMIER
MRABHE R EM T ERFERERIENNARERF , X-Ray 2EHIFER X-Forwarded-
For #RXFAVE PR IP M3E IP BB IR IP. BT HRWFERICEKAF S uw IP 7L
&, BT NEE.

ERAEEFEAIESUTERN http BFERANBMEABREUE-IMTR -

« HTTP A7% - GET, POST, PUT, DELETE &,

- BRI - RIEERWEFHN P it

- MRIKES - EEARIERK HTTP MR8,

- EE - FrEAETE ((WRENERE ) MGG RERE ( ZEM@BE ) .
- AFRE - ERPH user-agent,

- ABKE -WRFMH content-length,

Sections

« BMEAFER (NET)

« KN4EAER (NET Core)
- BESRn AR

& AER 426



Amazon X-Ray

M & AER (NET)

FRARER

ERNABEZHNNAREFFTIRSHER |, 187 global.asax XM Init AEFREA
RegisterXRayo

Example global.asax - jH BB F

using System.Web.Http;
using Amazon.XRay.Recorder.Handlers.AspNet;

namespace SampleEBWebApplication

{
public class MvcApplication : System.Web.HttpApplication
{
public override void Init()
{
base.Init();
AWSXRayASPNET.RegisterXRay(this, "MyApp");
}
}
}

M 1& AER ((NET Core)

BERNEHNNARFLENER , BERBFHERMN Configure FEFHEMEAML P E 42 w11E A
UseXRay k. EAEBBERT , X-Ray MiZ2HE—MEFERNPEMLG , UREE—MEEEF
e B2 9 R R 4

(® Note

¥tF .NET Core 2.0 , RN AEFHE UseExceptionHandler 5% , EHMRE
UseExceptionHandler K2 /5 MA UseXRay UERIZK T HE.

Example Startup.cs

<caption>.NET Core 2.1 and above</caption>

using Microsoft.AspNetCore.Builder;

public void Configure(IApplicationBuilder app, IHostingEnvironment env)

{
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app.UseXRay("MyApp");
// additional middleware

<caption>.NET Core 2.0</caption>

using Microsoft.AspNetCore.Builder;

public void Configure(IApplicationBuilder app, IHostingEnvironment env)

{

app.UseExceptionHandlex("/Exrox");
app.UseXRay("MyApp");
// additional middleware

UseXRay HERSRIELEXN RIENE=-NSE,

app.UseXRay("MyApp", configuration);

Be B 70 B & SR g

Amazon X-Ray fER RSB MKINRENNARRF , AFESENNARFEANEGNRER. &iE
FE APls, SNERBIEEEM Amazon BIRX 9 FF K. = X-Ray SDK NEABREKDERE , 2FNARE
FHRSEMICRET RN ERFERF.

X-Ray SDK AIBLATE HTTP #ER#RrAKH B hostname KB DR, T , XA bfaE , 2SR
SiEPHRNBRZAN TR AL SDK HT 22 MENEVRANFERMEBRBBE DR , BM
NEABREE—PMRINET.

MRNARFHNZSMENERRBHIRS , MATLOR SDK BENEAZAGERBUES REHH IR
HX—R. BIBwERE AT SOK FHENBATHETMBEXANER , FRRANBHERATAHFEM
R E R,

Bl , ARER —RMARF N REB =N FEINERREHRES , 25158

www.example.com, api.example.com #l static.example.com, AIEAEAERN

* . example.com WEIAGEREURFITETREHN FEHN DR , BEwE ERELER=/MR
SR, WRNARFKRIETEEZEATEER hostname PiER , BFLERSHE LEREMLA
TR, UREEENEIRE R,
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EXNFAEBRSBRERAE—BH , TENBRCEEABEFRIEENAREFRH , L -9 R,
X562 FixedSegmentNamingStrategy HFE421#E 4 RegisterXRay HEHNMEME,

AWSXRayASPNET.RegisterXRay(this, new FixedSegmentNamingStrategy("MyApp"));

(® Note
A LAE ] AWS_XRAY_TRACING_NAME IMEZEBELERB P EXHBIARS B .

NAMBRBENL —NEVNBREENERXNA—NME HTTP B RHPWENBSZER T LR E
FEANBRIANE . BEHADBOR , 82 DynamicSegmentNamingStrateqy H I E&i#EL
RegisterXRay Ao

AWSXRayASPNET.RegisterXRay(this, new DynamicSegmentNamingStrategy("MyApp",
"* example.com"));

FERER T .NET 8 X-Ray SD Amazon K i&#& SDK & H

SN AREF A Amazon Web Services RS MR HIE. BABIR K EBEAA , X-Ray SDK
for NET £ F 7 BRETHENBR, EXERS (0, Amazon S3 Z = Amazon SQS BA
Hll ) FIEEREYBIR Amazon Web Services fRSS MG R BRIRE X-Ray #H A WREREE LERAT
iR

8l EAT NET B Amazon SDK & RegisterXRayForAllServices2Z gl , A LUE S BB
KEMPABEEF

Example SampleController.cs-DynamoDB & Fis T &

using Amazon;

using Amazon.Util;

using Amazon.DynamoDBv2;

using Amazon.DynamoDBv2.DocumentModel;
using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.AwsSdk;

namespace SampleEBWebApplication.Controllers

{
public class SampleController : ApiController

{
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AWSSDKHandler.RegisterXRayForAllSexvices();
private static readonly Lazy<AmazonDynamoDBClient> LazyDdbClient = new
Lazy<AmazonDynamoDBClient>(() =>
{
var client = new AmazonDynamoDBClient(EC2InstanceMetadata.Region ??
RegionEndpoint.USEastl);
return client;

1)

ERN-ERSNEFIRMASES —LRSNEF IR , HBA RegisterXRay MA R
RegisterXRayForAllServices, ARFEFimEONBEHRBERREE RHXEK,

AWSSDKHandler.RegisterXRay<IAmazonDynamoDB>()

XN TFrERS , BRI LUE X-Ray #2& A FERWAK API W& . X-Ray FRTEGLN—85 RS
RESAMEDER , NERS HEFREESHRE,

Bl , HEAZLIKNMAEY DynamoDB FFim K HFAR , ¥ THXNRNIEAAR  AXIEIL/REN
WME DR, ERHER , BIAREBRSHEDPERN —MIHNTR , UREEXRENBFHNRA
# —#% DynamoDB 1 =,

Example X DynamoDB # 1T A MR F I B 0 F 20 B¢

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 60,
"status": 200
}
b
"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
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EEFEEENRFRN , WA TRSNARLERS AP URFANT K. REEQIEERRNE
A, ARSIETERAT R,

« Amazon DynamoDB - £&
« Amazon Simple Storage Service - FZEE B E 5
« Amazon Simple Queue Service - BA %] &5

FERAERT NET 89 X-Ray F A T EGREF T HTTP Web FRS-8Y1E F

UM AREFARMRSHLE HTTP & APIs , & AMEAEA F.NET B9 X-Ray SDK
HGetResponseTraced¥ EJHASystem.Net .HttpWebRequestRENXLEA |, HFiZ APl 1E
N TERFSAMEIRSE P,

Example HitpWebRequest

using System.Net;
using Amazon.XRay.Recorder.Core;
using Amazon.XRay.Recorder.Handlers.System.Net;

private void MakeHttpRequest()

{

HttpWebRequest request = (HttpWebRequest)WebRequest.Create("http://names.example.com/
api");

request.GetResponseTraced();

}

NFRLEA , BEMA GetAsyncResponseTraceds

request.GetAsyncResponseTraced();

MREFEA system.net.http.httpclient , A HttpClientXRayTracingHandler £1E
WEEEFRIEFEA.

Example HitpClient

using System.Net.Http;
using Amazon.XRay.Recorder.Core;
using Amazon.XRay.Recorder.Handlers.System.Net;

private void MakeHttpRequest()
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{

var httpClient = new HttpClient(new HttpClientXRayTracingHandler(new
HttpClientHandlex()));

httpClient.GetAsync(URL);
}

RN T Web API (W AR , EAT NET 8 X-Ray F X TEB&FERAEX HTTP B RFME A
HNERIERTHER. X-Ray A F2 RN APl £ R H#H 5 .

Example T HTTP B AH ¥ 2 B

"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
"status": 200

Example 5 HTTP 3 A #Y #ERT 20 B}

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@@4f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"

}I
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"response": {
"content_length": -1,
"status": 200

}

},

"inferred": true

FRAERT NET M X-Ray A X TEGRIE SQL Eifj

\HAT NET 8 X-Ray F X TEBH System.Data.SqlClient.SqlCommand ## 7T H&
A TraceableSqlCommand BEEREFE , B LLARNKE SqlCommand. AT LAEA
TraceableSqlCommand £#l#1t SQL @5,

FRARZNRL HERE SQL &if
LR RGIE RINMAAEER TraceableSqlCommand XEZFMFEH B35 IRER SQL Server &Eifl,

Example Controllex.cs - SQL EFwMN ( 7 )

using Amazon;
using Amazon.Util;
using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SqglServer;

private void QuerySql(int id)
{
var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];
using (var sglConnection = new SqglConnection(connectionString))
using (var sqlCommand = new TraceableSqlCommand("SELECT " + id, sqlConnection))
{
sgqlCommand.Connection.Open();
sqlCommand.ExecuteNonQuery();
}
}

BAILAE A ExecuteReaderAsync FERSHITER,

Example Controller.cs - SQL EFimMN ( 7% )

using Amazon;
using Amazon.Util;
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using Amazon.XRay.Recorder.Core;
using Amazon.XRay.Recorder.Handlers.SqglServer;
private void QuerySql(int id)
{
var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];
using (var sqlConnection = new SqlConnection(connectionString))
using (var sqlCommand = new TraceableSqlCommand("SELECT " + id, sqlConnection))
{
await sqlCommand.ExecuteReadexAsync();
}
}

INEEFT SQL Server #4THY SQL &£if

&I LLE B SqlCommand . CommandText BIRER SQL EilRIBH T2 BRHY —ZB
%o SqlCommand.CommandText &R F5E& JSON R FE sanitized_query. BRIABERT
HTFLZE2ZER , I TERARS.

@ Note
MRIEE SQL EWMFLUANFEALEHRER , BT ERRAKEINEE,

AEE TImAXEA SQL £ :

- ENAREFEREEHST CollectSqlQueries BHIRE RN true,

« J¥ TraceableSqlCommand Efl## collectSqlQueries SHIREB N true LAREZEHIHH

HWH.

BHA£B CollectSqlQueries B %
AR RBIE RIS .NET # .NET Core BH CollectSqlQueries &,

NET

£ NET FEENAEFNEREERN , ¥ CollectSqlQueries BHIREN true , BIERIER

App.config = Web.config X#H# appsettings , ME MR,

Example App.config = Web.config - R SQL &MY EE

<configuration>

SQL &if
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<appSettings>

<add key="CollectSqlQueries" value="true">
</appSettings>
</configuration>

.NET Core

f£ NET Core H#ENARFNEREERN , B CollectSqlQueries BHIREN true , FHHE
X-Ray B T & HIEH appsettings. json X4 , MEFIR.

Example appsettings.json- £F /5 A SQL EAHUE

{
"XRay": {
"CollectSqlQueries™":"true"
}
}

8 FBiZ collectSqlQueries 2

B A]LAE TraceableSqlCommand SE#lH ¥ collectSqlQueries ZHIEEN true ,
DA SR iZ LAl 1THY SQL Server EHY SQL E XA, FSHIREN false B
TraceableSqlCommand 3548 CollectSqlQuery Zhgks

(@ Note

TraceableSqlCommand 3Ef|# collectSqlQueries WIEIFEE CollectSqlQueries
BHENLBEEFRENE.

Example R4l Controller.cs - S HEHIM SQL EiuisE

using Amazon;

using Amazon.Util;

using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SqglServer;

private void QuerySql(int id)

{
var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];
using (var sglConnection = new SqglConnection(connectionString))
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using (var command = new TraceableSqlCommand("SELECT " + id, sqlConnection,
collectSqlQueries: true))

{

command.ExecuteNonQuery();
}
}

I 0 F 2 BR

FOBRUNBEN DB BRATHEEREEBRSMEXKN TENFARTR. BAEAERUNEF K

#ATIEARS , X-Ray SDK EF D ERFIEFEMNES . EANGEREMTFIERSAHMF IR , K
EERXNMMBRIEENM , ARRISFIRMTHIE.

EEE 79K , 5 BeginSubsegment # EndSubsegment 5%, £ try RBRWF 2 ERFH
TEMES , £ AddException BREFE., 7 finally R#EERFFA EndSubsegment ¥RE
FoER,

Example Controller.cs - BE X F2 &

AWSXRayRecorder.Instance.BeginSubsegment("custom method");
try
{
DoWork();
}

catch (Exception e)

{
AWSXRayRecorder.Instance.AddException(e);

}
finally

{
AWSXRayRecorder.Instance.EndSubsegment();
}

HEESRIAEREMFORPOUEFORE , EAT NETH X-Ray FRTEIFHAHELERR ID Hidxk
FF 4G B R A1 45 SR e i) o

Example @& T HIEN F 2 B

"subsegments": [{
"id": "6f1605cd8ad7ch70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
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"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"

}
iy

£ X-Ray SDK for NET , B T BB R N2 2 B

AUNAERMABFEICREE R, MRINARFERNEMES . ATLURERMTHIERME X-
Ray TR TE QBN 7 RFECENBENLF 7 Ko

ARRETENSR, BEHEARENREN, RELXNERERG RS , LESHERER —RBEH, £
AARLECZEATHEHASPNREHITOANBIIERERA GetTraceSummaries API B f5E B B
o

THERAAUEREAREENR-EX , S BXRNIIER , BRBERHERS| , TESHEFHERERX
—REH, FATHECXEFFERETEFTTEATERRENEMGIE,

Sections
« {# X-Ray SDK for .NET id & ¥
 {# X-Ray SDK for .NET id &t #E

£/ X-Ray SDK for .NET i2xKE#

ERERICREXEN ERHRSISUHTERN D BN T2 BRINES.
X-Ray HHFIEEBRHBEEUTAE :

SERER

« B -X-Ray TBRHNEHZALUEE 500 NFEBFFH. RTEARAR (. ) 29, TREERAZER
ERS)

- B - X-Ray FBWEZRZ A ELEE 1,000 4 Unicode F£F,

- ABRNHE - BMNREFRZAFEA 50 FER,

£ Amazon Lambda Bz A F&lE R

1. 3REY AWSXRayRecorder BISEHI,
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FRARER

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder recorder = AWSXRayRecorder.Instance;

2. ERAFFHEENMRE, Int32, Inte4, NBEHFRFEEREA addAnnotation,

recorder.AddAnnotation("mykey", "my value");

LT ROIGAMAERAZE QMARE, BFERFHRENZHFFHRIEA putAnnotation,

document.putAnnotation("testkey.test", "my value");

#£ Amazon Lambda BI#R#PFHE R

Lambda B H 0 BB F 9 B2 H Lambda IZTRIIMEEIE, MR EE Lambda P H DR F

2 BONIERE | W AFUNAT L TR 4E

1. 7£ Lambda BEHEA P BIE 2 R F 29 o
2. FHEBNMED RS FO9KR.
3. E£RITEBRHEFDER

TR RHERMMFE Lambda B REERRMEF 08

#Create the subsegment
AWSXRayRecorder.Instance.BeginSubsegment("custom method");
#Add an annotation
AWSXRayRecorder.Instance.AddAnnotation("My", "Annotation");

try
{
YourProcess(); #Your function
}
catch (Exception e)
{
AWSXRayRecorder.Instance.AddException(e);
}
finally #End the subsegment
{

AWSXRayRecorder.Instance.EndSubsegment();

AR THYE
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5

}

X-Ray SDK fERBUR-BEXNNERIERED BN annotations ¥RHP, FRAMBRERARR

addAnnotation BENBER — 2B TR EZHIERKNE,
EEREEHREEMNIRNEE , Hfannotation[key Tk RERFEH KEF,

£ X-Ray SDK for .NET i8Rt i

ERARBETIERAXELTERFRSIATERERFEANT BRI FoTRNES. TREETUARFES

B, BFE, FRERAFILH JSON W RFHEEAWEMEMBIT R,
IR T HIE
1. 3REY AWSXRayRecorder BYEHI , snLARRBEBRAIFFIR :

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder recorder = AWSXRayRecorder.Instance;

2. FERAFHHGBEZEE, FHERAXNKEBA AddMetadata , WA TREBRHIFFR :

recorder.AddMetadata("my namespace", "my key", "my value");

WA DR E AR RMEX K FA AddMetadata B4 , WU TRBERBIFFAR

recorder.AddMetadata("my key", "my value");

MREEBIEEGEZEMNE , X-Ray SDK F#EA default, FAHAMBERAAMRX AddMetadata
BESBER— 7B FrBRLZANERNE,

AR THYE
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£ Ruby

BRMAETATRN Ruby NARRF , BURBREHIEARIEE X-Ray :

« Amazon Distro for OpenTelemetry Ruby — 12t —4HFFREH Amazon Z1ThR , A T8 Distro for
Collect Amazon o r Collector @24 Amazon ¥#FFRA R ( BIFLE#FIL Z# OpenSearch Bk
%) REMXMIERMBE, CloudWatch Amazon X-Ray OpenTelemetry

« Amazon X-Ray &M F Ruby #) SDK — —4 & , AT & X-Ray FHFEFERBRANERIEE
X- Ray,

BXEZER , 55 £ Amazon Distro for Hl X-Ray OpenTelemetry Z [B#1T1%$F SDKs,

Amazon Ruby & 1T OpenTelemetry hix

£/ ERA T OpenTelemetry (ADOT) Ruby #9 Amazon Distro , &I AN R AR FHIT—IXEMN |, RiF
FHEX B IER A IR ER R X B 24 Amazon Y2 f#R 75 2 CloudWatch , ‘@3EL 5i# Amazon X-RayFliIL
O# AR5 . OpenSearch f X-Ray 5 ADOT Bi&EAZERMNEAHK : 5 A OpenTelemetry SDK L&
X-Ray B& A , LARJE A Collecto OpenTelemetryr BAmazon X {ThHRIAS X-Ray Bt &M

BEFHBMER , 25 OpenTelemetry Ruby Amazon & 17344,

X Distro FiF with Amazon X-Ray # other B OpenTelemetry EZ {5 5 Amazon Web Services
fR%5 , 2 H Amazon Distro for OpenTelemetry 5% Amazon Distro for Amazon D ocuments.

OpenTelemetry

BXEBESXBNRAENESZER , BH5H LA O Amazon bservability, GitHub

Amazon X-Ray & F Ruby # SDK

X-Ray SDK 2 —E A Ruby Web RIREFHE | ZERMEA TARBREREHFEREE X-Ray #
BFFEFNRNGZE, REBBESRAEXRNABRFLENEA HTTP BRNELR , UARNRAREREFE
A Amazon SDK, HTTP HFFImsSUEFIEREF N TiERSHTHEANESR. GETUAFHE
7 BOHE RN TR A IR IR E B

BRI LUB N SDK % inE| gemfile #1247 bundle install X T# SDK.
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