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¥ Scorekeep AWS:ECS:Container

Scorekeep @ ok 200 118ms PUT http://scorekeep. t-2.elb 1aws.com/api/game/rules/TicTacToe
DynamoDB @ ok 200 3ms Betitem: scorekeep-game
DynamoDB @ OK 200 34ms Getltemn: scorekeep-session
DynamoDB ®@ok 200 40ms Getitem: scorekeep-game
DynamoDB ® ok 200 25ms Updateltem: scorekeep-state:
DynamoDEB @ QK 200 4ms Getltem: scorekeep-session
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Segment details: Scorekeep & X
Overview Resources Annotations Metadata Exceptions sQL

Overview Time Errors and faults Requests & Response
Subsegment ID Start Time Error Request url
1-12345678- 2023-06-23 20:34:58.099 (UTC) false http://scorekeep.us-west-
5120cbe96265dfa965¢cbalac- 2.elb.amazonaws.com/fapi/game/
556f7a611a12900FF End Time Fault

2023-06-23 20:34:58.110 (UTC) false Request method
Name GET
Scorekeep Duration

11ms Response code
Origin 200

AWS:ECS:Container

X-Ray SDK MiER i RidRsk, B ARRFFHAB LR AR THEHWESEAmazonBiaTH
BRiR, BULBESEANARFEERNERERZRENEE , URNEAWER, THEERM
AmazonSDK & i,

© BREWER
MR ARG ER L AN E R R AW R RS | X-Ray & MhIKIE S 5 (PX-
Forwarded-Fori#Rfirsk , MFRRH IP HEAHMR P, HEENBEREZNES
% 1P WHEAHE | ERRIEERES IP,

AT LAE A X-Ray SDK RiEFHEMER , HliEBMaE. BXRIBNFIEPIEFHNEHNER
HiFE , 1S H Amazon X-Ray 7 Br XX #. 7 B SUHEYI K/NATE 64 kB,

T

KERAURAEXRETRITENBESHENFAD . FOREHERANN FEEURBRENNARERF
NHEERBERMBTH T HEANFAGEE. FORTUNEESEXFUNESFHE S Amazon Web
Service, M HTTP API 2 SQL ##EF. BEEFUENEERFIBRUAD B ERNBRINARF T
K317,
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Segments Timeline info &

0.0ms 20ms 40ms 60ms B0ms 100ms 120ms
L 1 ]

@O Group by nodes Segment status Response code Duration

¥ Scorekeep AWS:ECS:Container

Scorekeep @ ok 200 118ms PUT http://scorekeey t-2elb com/api/game/rules/TicTacToe
DynamoDB @ ok 200 3ms Betitem: scorekeep-game
DynamoDB @ OK 200 34ms Getltemn: scorekeep-session
DynamoDB ®@ok 200 40ms Getitem: scorekeep-game
DynamoDB ® oK 200 25ms Updateltem: scorekeep-state
DynamoDB ®@okK 200 4ms Getltem: scorekeep-session
DynamoDB ®okK 200 5ms Updateltem: scorekeep-game

FNFAREZEECHXEWRS , HIa0E 5% DynamoDB , X-Ray 8 F 4 5 3k 4 B HERTRY X ER SA K AR
SHhE EMTHET R, XEEAUEEE FEKHI , BIEENFAZFRERE 2/ SBKH I th 2 10
bto

FABRETINENARFNAER TRARANE K, WRERN T TR , WeRENDBRHE
MM EREFIRN FORERNERMDR. RSB LNTREARBRSSBRNEE (MRTA) , mMA
M RZERLET QUER LFERSHN F5 K.

Bl | LR A DynamoDB BfAmazonSDK & /i , X-Ray SDK £12 FiZFWK 42
E&. DynamoDB A& RKIAXE , RUILRERF R XER, RS E LR DynamoDB 7 R BA KR I&H AR SS
5 DynamoDB Z B S EHBEXRE F0BRHNER.
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/& @\

|: |I|
el /
/ o smreic;;p-state

— RN - namoDB Table
¢ A\‘:u :0\ ’

: Ok 100%
Client O Scorekeep 0.17 t/min -

ECS Container / \

O scorekeep-game
DynamoDB Table

v Edge details

Source: Scorekeep Destination: scorekeep-game

Response time distribution filter

To filter traces by response time, select the corresponding area of the chart.

40
I P
20

107

5.0ms 10ms= 15ms 20ms

HEEARNNARFARS —MNRSEE , THERSSXEBCH DR , LIEFEXN LERSETF
SRPIEEKNERFUNNE, ERSEF , IFMRSHTREBSTESRBX LRSS 2 BRI ME
RER , MEMNZANLET REEKRE LERSN D BENES
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O MyLambdaFunction
Lambda Function

Dhttps.ﬂs fDemuQueue
[ > 5Q5 Queue
4 "/

© MyLambdaFunction2
Lambda Function

v Edge details

Source: MyLambdaFunction Destination: https://sqs.us-west-2.amazonaws.com/MySQSQueue

Response time distribution filter

To filter traces by response time, select the corresponding area of the chart.

109
8%
&%

4%

E0ms

BOmsa

XAANMAAREEER , BATERS BRI ICRZNARFTBNEREEFROE , W LRSS

IERAIRIER |, BREEFNRS < BE R BRI R AETE .
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AR S5 B

X-Ray EREHNARFRENBERERRSZTE. B MAmazond X-Ray RIEBBEN R REE KT
ETRARSE. DEEEDRIEUHERBERNVES. UEFEFREEIEHNARE , FEH A
BFREZITAERN TIHFRS TR,

® RSB

— N D T Fname N 54 R D BWRSWIH AR EERMHMELTE, B2 , XHRBEEHIR
1To EMASIITUTIREN RN AREFPutTraceSegments A AR X EA B TR X ER

RSER—1 JSON X# , ER ISR XUENARFHRSMERNES. X-Ray 2% & £RAKRS
B4R AT S AR SS b o

RN

\E_f/

scorekeep-move
DynamoDB Table

VAN r/..---__m\
(&) Q) ©
\___/ '\__H_ A :

O SNS
SNS

Client O Scorekeep
ECS Container

// \\__\
l:l g’ I:|
\ j,.
N
O scorekeep-session
DynamoDB Table

NTFaHANARRF , X-Ray FLEEAMARRE ID NERNAARSHTRASE —MRSEF,
ERWFNE DRSS SPM—DERERIRL | ZRERARKE BT & E P E F 89 R S5 2 4% 18
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57 | Scorekeep &1T— MRS ( Amazon Lambda B3 ) 89 Web API , @I £ /8 Node.js FE

SRERBEVE . BT Java 9 X-Ray FATESLERRIR ID , HFHEIEEX Lambda 918 A
1, Lambda KX BRERBIEHFRER ID ZRiELZEH. EAT Node.js B9 X-Ray SDK & ERER ID
SRREHIE. itk , API, Lambda BRSS M Lambda BT S ERS A L#E RN B HEER
O REP=W

RSB BIERE 30 Ko

R ER

—NERER IDBEYZNNARFRERERAER, BREIRSBRELEMEREFRVTEXE, ZiERE

ER2—/NHTTP GET = POST &K , vBIAEOEEEH , P ENNARFRE , HERX HAib
B AR TR AAmazon RS H I Web APl, HTTP B REZRENE —NE X HRFZFEIER
ORI —NERER ID ¥Rk, H @ FEABZALURERIER, L EMEAMEREE,
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Trace Map

‘ Go to service map |

» Legend and options ﬂ-ﬂ
ald

=

C'?'/ @/ (\ .
Clent e s \‘(/E’\
>/

ElasticBea...Environment ElasticBea...Environment

No node selected

Select a node to see its details

Trace Summary

Method Response Code Duration
GET 200 17ms

Age
a few seconds (2022-01-20 16:35:56)

Segments Timeline Info

Segment Response Duration 0.0 20 40 8.0 5.0 10 i3 14 186 18
status CDdE K lms . lms 1 JI"I'IS . lms lh‘]S lI’\‘]S :'ns !TIS {T‘\S ‘ms

¥ api AWS:ElasticBeanstalk::Environment

api @ ok 200 17ms 1 cET .
auth ® oK - Oms |
forward @ ok - 17ms |
products.eba-cvkws4f... () OK 200 17ms e e

FZMAmazon X-RayEH T AR X HLERMMIITENER. REHERE 30 X,

R

NTARSRRIRAREENNAEFARSHERNVARESES | X-Ray SDK M 7B EERE
EMLERWRER, MINERT , X-Ray SDK BRIZRE-—MER , UREMEMERNES 2
H,

NBEETRNFTERS R, MUARERERTN, BN X-Ray BEENEREINRERN |, HE
BEAAN | ARIEIRSS NIFRAVE MR R

REE


https://www.amazonaws.cn/xray/pricing/

Amazon X-Ray FERARER
Bl | BB ER AR A RRAMEEIRATLEAFRESHTUNER, X TEEEREW
W, flaEERHE, BTRAREREZEY  EULMERRE  BENERESESHREREEHIN
AT B,

BREZER , BSREE XEAN

B ERPR &

FIEERESBWERE , B - NIREENRKERE. REZHERTAR , FRE-ELOHMNER , LS
TRENEA, XERKRMRER ID EFRMNE HTTP BRPEBERFEK B BX-Amzn-Trace-Id, HFXR
PR — MR X HEM RS 2RI — N RERFRL | %R H X-Ray SDK ERH B2 EMAF.

Example EGRBRER ID FEEERFH B ERFRL

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbe46a994272793;Sampled=1

@ BRERLAREM
IREFRL AT LURE X-Ray SDK , Amazon Web Service , REZFER. MARFAILMMEA

ERPMBER X-Amzn-Trace-Id , #HRETAF DEFRPRIMNRER ID FRFRKN G H
2

MEBERKBLSRNONARER , WRERKt A EERE D, fli0 , MRENMAREFERZL
SRANE HTTP EF%EA T HTTP Web API , | X-Ray SDK &3 RIAE RS ER ID FINE Tk
BROBERLP, B THERBEBRSHTAORNARFE AT LIERER DB ID UEERMER,

Example BRERPR AT ARRER ID, R B ID MRFREK

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793; Parent=53995c3f42cd8ad8; Sampled=1

Lineage A LA Lambda F1 XL 4th A B o0 E R ER#R K R Amazon Web ServicesE 7 E b 22 4 HI#9 — 3B
o, FRNEEFER.

=

Example £/ Lineage iBERPRER

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbe46a994272793;Sampled=1;Lineage=a87bd80c:1|
68fd508a:5|c512fbe3:2
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Tk SR AF RIX

ENEEARME  EXNARFERERKERIE. HWAmazon X-RayiZ#l & 1Rt T easy-to-navigate ik
SEWNE, CERETRRMEREER , IBBERINARFHNRBENELIE. I TERE
BR, WAL BREREMER , ABFEFEAREREARERSHERFZ DA HXHRER,

Traces Info 5m  15m  30m

Q, Filter by X-Ray group http.url CONTAINS “opi/moves™

Run query () 5 traces retrieved

¥ Query refiners

Traces (5)
This table shows the most récent traces with an average résponse time of 0.165. It shows as many as 1000 traces.

Q, sto ping to tra
11} v Trace status ¥ Timestamp v Response code ¥ Response Time ¥ Duration ¥ HTTP Methed
..561513004630e58c75c992ed @ oK 3.4min (2023-08-16 17:39:20) 200 0.104s 0.104s POST
..2e83714b7daac593167d2e73 ® oK 3.4min (2023-08-16 17:39:19) 200 0.07s 0.07s POST
. 54740787431329383155f154 @DK 3.4min (2023-08-16 17:39:18) 200 0.1s 0.1s POST

H

X-Ray BT HIERRER , EXFoAYRE. BIEARERARER | SR LUE EZRERHE A
AR,

B EEMRL SHEFEAM (ARN) AAZEH , LENEECHERSEEK. BEREEM
AmazonCloudWatchig#r, SIZEASE , HEANBEREME X-Ray REHEt |, HEEZANIIEEE
REXHITRE, ST NFETE N RERHENIERE &M EICloudWatchf 244,

EMANFERFREXTCERCIEROBE, EHRNNATREERER, XARKERFTIHREXD
BHE. ABRXFER , BEWERISEAH OIE - NEHEAE,

@ Note
BAZRRRINFEHERAREANEBEREITR. BXEZER , 5558 Amazon X-Ray
Effte

BEXBEANEZEERE , FZREEYL,
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https://www.amazonaws.cn/xray/pricing/
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Amazon X-Ray FERARER
EFEF T B E

ERNNMARFE , X-Ray SDK LIEFAEXEANEHFERNESR , AmazonfE A #Y &R AR B A =E
FARE, S E g BT RNEMEEFERERNABE, TRNTHBBEERRRICE |, TR
MEMEAXEREF XK.

AR REHENR-EX , RRHRSIEATFHESRHRIER, FRIBRICKRERFXZES A P RERH
ToHENBEREAA GetTraceSummaries API B {E R #IE,

X-Ray NEFRHLHZZ RS 50 MNER,

THERREN , EREMARENE , SRNRNIEK , BREARS. EATHEICREFRERE
FETEERATERRENHIE.

LA EXERHFRXEFAELSE N PERIRMTHIEERFIEREECloudWatchiZHl & .

¥ DynamoDB AWS::DynamoDB::Table

DynamoDB &) 0K 200 T Getltem: scorekeep-session

DynamoDB ) 0K 200 10ms Updateltem: scorekeep-game
DynamoDB @ oK 200 46ms Getitem: scorekeep-session
DynamoDB oK 200 39ms

Segment details: DynamoDB

Overview Resources Annotations Metadata Exceptions SQL

B, HMEMNRE

X-Ray 2BRENARFABPRENERUR T HERSEENER, HRDRDT,

« Exrror— EF IR (400 RFI4EIR )
« Fault— fRSFE28FE ( 500 RFI4EIR )
« Throttle— [RHI4EIR (429 MERKZ )

%!&EE@EH%%%F&LIEE%Sﬂﬂiﬁ'}iﬁ‘fﬁiﬁﬁﬁ X-Ray SDK LIEZBEXRENFAFEE , 2HEHEKR
B (MRE ). BUNETHERFNMERA D FHEE X-Ray £FEH,

AR THYE 15
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Amazon X-Ray HVZ £

Amazon T EM =R EM. EN Amazon FF , BRNENBRRSHRZLHRBE LW ERMT
ENBEROMMEREPZ R,

Z2£ MR Amazon MENHERE. TEHEENREHRNZNREENZPNR SN

- =Z2M - Amazon iR FE Amazon Web Services = #3217 Amazon Web Services#y E it
®HE. Amazon REERMAILEFEANERES. R Amazon EMMITRIN -5 , RIINWLLE
AR ERHE=FFitAHTNENRIE. ETHERT X-Ray WEHITK , ESHEAmazon
Web ServicesEZ &M it XX 5 BB E

s THRZEM - BRREBEERN Amazon Web Service RE. BEFENHMERAST , B8
B BIEBN SR, BELANERURERANEEREZEN,

AR REBYIR T MRAEEF X-Ray MR A 2 IEREERE, UTEBOERE RINAE E X-Ray SU#H
BENEZEMNENEE IR, RIEFZES A6 H EMAmazon Web Services 7] LA #5 B 18 14 122 F{R 37 18
# X-Ray &R

ES]

« Amazon X-Ray FHIIERF

« @A T Amazon X-Ray B9 Identity and Access Management
+ Amazon X-Ray BJ& M R IE

« Amazon X-Ray A By ¥ FE X & 68

« Amazon X-Ray FVEMIZEZ £ M4

Amazon X-Ray H HI BRI

Amazon X-Ray IR X IREBRFAEXBSBIBEBHTNE, SEEETRNZEAMEZALUFZERESR A
EERET , ATLUK X-Ray ELE R £/ Amazon Key Management Service (Amazon KMS) %340 il & 8k
.

X-Ray 2t T —MAmazon HEERXBATBaws/xray. HHE AR i+ FHAmazon CloudTrail 248 &
AERMAEEEBERAARGN , EFEALKEH, YECFSEEEFZHENHRNEREERAREN , T
DelBEFEENER.
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https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://docs.amazonaws.cn/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.amazonaws.cn/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html
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ERMEIRER , X-Ray 21657 — L AREXNEZBREZH, ELEMEHAN , X-Ray AJRERE
SEAFBREXNBERTNE, EXNZRES , ToNABRBEBRTERNE.

@ Note
Amazon KMS¥ X-Ray £ KMS 40 in 2% =k #% 27 IR BR AR R Uk 3%

o BRIANZR-% %%,
+ Amazon EERAF— N ZHAERSTHE,
- EREENZHA-AFRHANFEENER S,

#1512 B Amazon Key Management Service E 1o

@ Note

X- RayInS|ghts BAEI S EventBridge K IEEH , T E#H B AIBREFRERH. BXE
ZER |, B3 1 Amazon BIEIERI EventBridge.

BRRRBENBEFREBRANAFPRBEINR , T888 X-Ray BEENEAZER , ARTEEENER
E’JEEE;F-LEI/%O Jlﬁ'—.l FHFjJDTﬁ*XBE Tﬁ%%1na ~NO

CloudWatch console
{# FCloudWatchiZ 4l & ¥F X-Ray B &} # A KMS 43 T3

1. & FAmazon Web Services Management ConsoleF B3 https://console.aws.amazon.com/
cloudwatch/ 3T FFCloudWatchiZ#l & .

ERENSMERFHDERE,

£ X-Ray BEREBD MY B TR EFRE
£ MEBERE o PIEE RE

%ERFEA KMS B4,
MTHRFEERERE—NER

I

. aws/xray — . Amazon EE R4
- BB —EENKFPERATFEENER.
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https://docs.amazonaws.cn/eventbridge/latest/userguide/data-protection.html
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- FPRAZHA ARN-EEMKFFEATFREEEZEH. EHINFRPRAABHANTE
Amazon BERABF (ARN).
7. ‘TR EIFMNE

X-Ray console
£/ X-Ray 2% & X-Ray B E N EH KMS ZHAH TN
1. 3TF X-Ray ##l&,
2. ®‘EME,
3. IEEER KMS E.
4. MNTHEEHEFE-NESR

- aws/xray — £ . Amazon £ & %4
- BABE — EENKFREATFEENER.

- FHRAZH ARN-EEMKFFEATFRERA. EHINFRPRAABHANTE
Amazon FiRAF (ARN),

%&£ Apply ( ZF ) »

o

® Note
X-Ray A2 #=HIEX#R KMS 47,

R X-Ray ARG MBZEZS , ©FHFLEEEE. IRENASTETR KMS 24 , HEL
ZERTHNEEEANRR , ReREXTHBER. REXFERE , X-Ray 2ESHEFPERBEH,

EBEid X-Ray API BEENZFRE , HSEEARE RS, AMINEREAmazon X-RayAPl,

i& T Amazon X-Ray B9 Identity and Access Management

Amazon Identity and Access Management (IAM) 2 —I Amazon Web Service , AILHBBHEE R L $
IR FEIXT Amazon BIREVIGE. IAM B RIEHEE R #HTHARIE ( BF ) MR ( BANR ) F£H
X-Ray &R, IAM 2 —IEHF /TR AR A EAK Amazon Web Service.

£}
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- BX

- ERSHHITEHRIUE

- EARKEEH

« Amazon X-Ray #1fAl 5 IAM th[E T4

« Amazon X-Ray & T 5 17 &9 5K B% = /5

« X} Amazon X-Ray & 5 #if 6] 3 17 S FE HERR

Z A

BHIfE A 753 Amazon Identity and Access Management (IAM) 28R E , E4FEURTEE X-Ray
HR PR e T4E,

B A -MREER X-Ray BEER T  NENHER R LN CRUFBNSENRE. YFERE
% X-Ray MESRER TN , RTTAEBEHSNOMIR, 7 S0 T2 U5 (o) 40 PR T 6 B 420 728 3 R
EAMRIR, MBAFEE X-Ray RHRETAIAE | HS X Amazon X-Ray 571 Fli# 17 S
5.

REEER — WREBARATN X-Ray BIR , WAEHBEX X-Ray £ FRINR, BN TERHE
EEW RS A P RE RIHPLE X-Ray DIEEM B R, R , B40m IAM EERARRERUESRSFAS
R, FEBZIELWEENT#E IAM WEARE S, EiFA 7THRLARNAN IAM 5 X-Ray Bt &
£/ , iHZ@Amazon X-Ray {5 IAM & T1E,

IAMBER —REE IAMEER  NWAREEFAT BRI AIREREREE X-Ray B iHRINER,
EEFETLE IAM RERANE TS HH X-Ray REERG| , S8, Amazon X-Ray & T 551 K B
=Pl

£ 51T S 0 WIUE

SRR R EFE R B EIEE S Amazon A%, BATYER Amazon Web Services Ik F 18
. IAM AFPSEBESRA IAM Be#TEHRIE ( X2 Amazon ) .

MRELmES KGR Amazon , Ul Amazon FRERHFF XTI EST (SDK ) MagHITHRME (CLI)
DEERENEEANZESRXNEBENER. WREFER Amazon TE |, MAMBITHERER,
BEXRERAEENSZETEEERNESZER , 25 (IAM AFER) FHZEE Amazon AP iE
Ko
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TieERMMEHRRIESE , BUEEERHAMEZSER, S0 , Amazon BIUEEAZES HRIE
(MFA) kI8P Z M, ETHRESZEE |, 55 (AM AFIER) W £ Amazon FERZE
BRBIE (MFA) .

Amazon Web Services Ik R A

LR8I Amazon Web Services I Y , Sx¥ AR —NX K~ B FATE Amazon Web ServicesHl
HRBETEHRNRNEZED, LEMGFHR Amazon Web Services IkFREAF |, ERAZSIEIKF
FIET AR B FR b ut MR BE R |, BIAIREBZE P, BARVUETEFRARAFRITAEES. &
HFHRAPEIE , AFEAXEEZIERMTNERAL A UBITHES. BEXEREURAFSHEZINES
WEEIER , F5H (AM AFER) PREERAFEIENES

IAM A = M4

IAM A F° Amazon Web Services KPR ENMNA RSN ARFEEBENRN—NFH. ETEE
WERT , RNBNUEAGHEE , MAE2EESKHEIL ( MHEBHFRIZSA ) W IAM AP, 8
B N NREE-EEENFEAZSESERBEIUR IAM AF | RINBUERRITRIZH, BXES
R, BEZHA (AM BAFER) PN I TEZEREEIENERAZSERRRIERIZH,

IAM AR—NMEE—4H IAM AP SR, EFEERANSHER. BUUERAR—REASZSD
RAFEERR, IREXREAF , FREATUERMMEERFNR, fl, EUEEF 12N
IAMAdmins FY4E , R IZARTFNRUERE IAM iR,

AFRF5AETE., AFE—HSEMNAGBINAREXREK , MAGEEULEECNTAARA. AFE
BARAWEKHEIL LK mMAGRHIGNELE, ETHREZELE , B2 IAM AF BRI AIZE IAM
AP (MARAE ),

IAM A&

IAM £ & ZAmazon Web Services KPP EBRENRN F 0. EELT IAM AR , EEREAR
FxBr, BUUBIERAE , £ Amazon Web Services Management Console FE R XA IAM £
&, EALLEA Amazon CLI 3 Amazon API 2 EREABEN URL AEBEAR., BXEAACHNS
ZNEZER , B5H (AM AFER) B/ £H 1AM A,

BEHIGREIEN IAM BRELATERLTERER :

- Federated user access ( Bx& PR ) - EEBRE M 0NIR , FARZACH IAGE LR,
HRESOHTIORIEN , ZEANEACHEXRAER TFHEAGE LHNNR, BXRKE5HR
TNABNER , B3R (AM AFEmR) FH AE= 1S REmIEAE,
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- IEEY IAM AFPBR - IAM AR AR A IAM AFRRAR , LERREBHNIFETSHNTENR,

- BIKF TR - SR UFER IAM BEUATFTRKFPHENA (IEEL ) HEEHIKS PR
R BERRTFEKRFIFRMNENEESN. B2, X THEL Amazon Web Services , A LR
BEEMMEER (MAEFERAACEIRE )., ETHATERFHRNACNETRRENREZ
EZE5 , 525 (AM AFER) 91 IAM BE5ETR RN EREATE,

o BRI - FELE Amazon Web ServicesfE A E © Amazon Web ServicesF Y ZheE, flan |,
BEENMNRSHHTRAAN , ZRFSEE S Amazon EC2 Hiz{T M AREFE1E Simple Storage
Service ( Amazon S3 ) FEMN R, REATRELEAREHARNEENNE, EARSACHFER
BRS MR A BRMIT I IRE,

o EMHENER - YEER IAM AP A G Amazon RHRITIRIER |, SEIN £, FrEOEEAKRE
FRIR. FARELRSE , BAESWMIT—NMNEE , KBREARBETRRSZHME S —MRE,
EXMERT , BUTMEERITEANMRENNR, EEEEMRERETERRPHESHEXR
£ , BSRBRSENSEDH Amazon X-Ray HIRIE, FRMEHE,

- RFAL - RSALRBRFSAREELNIKS PRITREMBMTH IAM BE, IAM EER T
£ IAM FRIE, BRANBBRRSAR, BEXESZER , E52H (AM AFER) 8 01E[
Amazon Web Service ZRX R H B,

« BSHEXAE - RESHEXABRES Amazon Web Service B —fMRES AR, BEATUKRAR
RERMTIREN AR, RSHEXARE RELH Amazon Web Services Ik #F , HFHIZRSH
B, AMEBRATUUEEFEETREEERSHEXAEHNR,

« £ Amazon EC2 L E1{TH N AR - B UFER IAM SEEEE EC2 =4l LiZ1TH & H Amazon
CLI 2% Amazon APl BRI R AR FIEATEIE, X% THE EC2 RHlhF#iAEEH. B
Amazon A5 4 EC2 SRAIHFEHIN ZEHINFTERARF A , &0 BAIE — /N 2= 4615
SHREXH. XOBEEXHBEEE , HFE EC2 4l LEZTHREFEBREBIGNEL, BXES
EE , EZH (IAM BAF1ERE) H FH IAM A€ Amazon EC2 £l EiETH R AREFE TN
BRo

BETREER AV ABER IAM B, §35 IAM AP SRR 62 AV A6 (ITEA
F)o

FHAREEER

BRI ER I EMINE Amazon SFMHREIR , LG Amazon FEYIGR. KEEZ Amazon FHIXT
R EEEMREREXEKEN , REELTINNER, & (AR, BRAFPSARLE ) AHEXR

B, Amazon FiTEX LR, KREPWNRBERAFERIELER, KSHKEE Amazon BF

&9 JSON 344, Hx JSON KEEXENLEMMABTNESEER |, E2H IAM AFERE F8 JSON

REEHEE
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EE R W LAER Amazon JSON REEREEERNBAMTARR, twHEH , BNEE AN ARE
R PATIRE | AREMALZH THIT.

BRINBERT , ARFNARKENR. ERTFHAPNMERBHRITRENNIER , IAM EE 5 7 L6
IAM policy, A5 , EERTUARAEFM IAM policy , HBERF AR AAE,

|IAM policy E S IRERNINIR , TXFEFERAMI G EZHRITRIE, 6l , REEBE—IAF
iam:GetRole BEMEKEE, EFIZREEHAS ATLM Amazon Web Services Management
Console, Amazon CLI 5} Amazon API SRERA&E &,

ET BRI RES

ETSONREIIMMEZH (WIAM AR, AFASAE ) B JSON I RREE XY, XL
BEERAFNAS T EMAPES T LR RHITHLERE, ETHNANEET SMNEKEE , HSH
CIAM AP $ER) 9 212 IAM policy.

ETSMNRBAI#H —FHENNRRBERIEEXNRE, ARRBEEBRARNAS, ABEF,
FEE KL 2 T LA tnEAmazon Web Services IKF AR S AR/, ANAGHNIMIIKE, EEXX
B 23E Amazon RERFBNEFRERNERRE., E 7 HRNAERE RSN RRE 2 B3 TR
BZH IAM AFER PREREXER SN R R 2 B#HITEE,

BT RIRM R Mg

ETHRFONREZMMNEERE JSON FEEXHN, ETRFENRENRHISHE IAM ACEEEEMN
Simple Storage Service ( Amazon S3 ) BB XK. EXHFETRENEBHNERSS , RSEEA R
UERAEMNREFNBERRNIGE. NTFEEPHMNKEN TR , RIEEIEE 4TSS ZRIRR
TMEREUAREFARLETINGT. EXTEETERNREPIEEEH, TAHTLUTEKRS,, A/,
Af, K& 5HAF® Amazon Web Services,

ETRFNRE RN TIZRS FHRNBKRE, SFREETRFENRBEHEARE IAM B Amazon 3£
B R,

h ARSI 5] &R (ACL)

REEFIFIR (ACL) ZHMLEA (KFKE. AFRAE ) ARBARKF. ACL 5ETHIRAYRE
KM, REENFTER JSON KB,

Simple Storage Service ( Amazon S3 ) . Amazon WAF #1 Amazon VPC 23X ACL MRS =61,
ETHAEXR ACLWEREE |, 55 Amazon Simple Storage Service Fr & A R 387 & #9177 8132 %) 51
% (ACL)
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HERBERE

Amazon XIEFFNE, FTAEANKRERE, XERBRBETUREEEANRKEREQER THHRA
PR

- RRLA - BNRURR—NERDEE , AT REETHHARME LN IAM £ (IAM AR A
&) BFHNRANRR, BANXERENRLR. SEEZRNBREXECET HHHRBERENRILR
MR, # Principal FEEAFRAGHETHRVRBEAZINRDA RS, F-TREFHI
NELFEZ AT, ARANRLANESELR , F2H 1AM AP EREHR IAM SSAERRERD R,

- IRFEFIZKRE (SCP) — SCP 2 JSON KB |, I8 THARAL # (L (OU) £ Amazon Organizations
P& ANBR. Amazon Organizations BRI A DA MEFER LR AL FAEN Z Amazon Web
Services I/ K. MBEALANBATAETRE , MAXNEERSIPK S N A RSS2 6 5K B
(SCP). SCP Rl & M F Fhst{k ( B & 4 Amazon Web Services Ik A ) R, X
Organizations 1 SCP WE Z{E & , 2% Amazon Organizations AR HH SCP M T/ER
H,

« 2EERKE - 2ERBEREIBUREAANACHREFHAF RGN 2ERMENSBUEEN SR
K, FRLFNNREAFSIAGHNETEONEBENSERBHRE, NREAURBETH
REVREE, E—TRBANENELFEEAN. BXREZER , SR IAM AFEETFNSER
%O

S REERE

SN RBEWRBEEA T —MERE , ERORREMERNENERE, ETH# Amazon IHEEE
BREMRBRBENREAVER , HSH IAM AFEEHRNRBITEEE,

Amazon X-Ray a5 IAM thE T4E
EEA 1AM EEXS X-Ray WiFRINPRZ B , BR% T WL A AT X-Ray #9 IAM Thek., E£H 7 #

X-Ray M E#5 X Amazon Web ServicesfE A IAM , S8 Amazon Web Services B 1] LA 5 IAM E
EFEREIAM BFiEE,

YR7] LL A Amazon Identity and Access Management(IAM) [E& 0K 7= F 9 B M it E &R ZF X-Ray X
BR. 1AM £ API FRI#ZEFIFT X-Ray IRFWIHENERE , UG —@FHITNR , TIeWNEF G (25
A. AmazonSDK , Amazon CLI) B FER.

ZFH X-Ray BHAEEERSHENXE , ZFREZTERNR. EGAREHATER , HEEH 1AM
P70 AWSXrayReadOnlyAccess fEE R,
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Amazon X-Ray FERARER
FF AT EZFNE | SIEREGRENRN IAM A6, BEXNACHEKZACHIRIHESR, &7
LURX L3R T X-Ray 5P #2/F , Amazon CLI , B AmazonSDK, W FFliff it Z 4 if F 5 Amazon
CLITHMEZEER.

ENEoMNAREFEES Amazon , BOIE—NMEEEANRN IAM A& | FRESTELZTEN
BARFHER. AWSXRayDaemonWriteAccess @& FEREHNR, —LiEEUNR AR X546
FAEAEEA N IR

RERK TSR BN R NSEEARERNBEAN ., EAAWSXrayFullAccessihHXLRE | R
MEE APIEEENEKT, EEALHRNEFREBARTNBNRE  CIEEERHZBHHR
R

FH

- ET X SHL S 0HER

- BT X LR RNER

« ETF X-Ray /&R

- EXMIZTNARR

« EFEITENNAREFAMazon
- AP IZENR

ET X 5tk 50K

BEMER IAM ET 500K | B0 LUEE R TFSRIEL N RENTRUR R T RIELBRENRSE. X-
Ray XIFRENRME. BRIRNZMHE, E7HE JSON KBHEANMERE , S0 IAM AAFEE
FH IAM JSON EBTESE,

BRI

EE R W LAER Amazon JSON REERIEEEB MG ARET, HHREHR , BNEE AT AR
B IITRE | BUREAM A &4 THT.

JSON KEEH Action TEMAR A THERE T AVFRIELILFAVIRE, RBREBREEXEKN
Amazon APl R B . B—LEHISMER | PIINRBIE APl REMNRNIR B4E, BF —LRESE
EERBPNITSMRE. XL MNRER I BRRE,

ERE PSS REURFIRITHXBENRR,

X-Ray RV R IREERERIERU TR : xray:. Bl , BFEAMEH X-Ray R RBFA R FRIFA
EEHNRGetGroupAPl #4E , fRE¥Exray:GetGroupEMMIMNBER P REITH, FHIFAMLIT
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& Action = NotAction Jt&. X-Ray EX T ECW—HRE , XERERRT ETLUERA RS
RITHES.

EERMEUREESTURE  BEAESHENRT , TR :

"Action": [
"xray:actionl",
"xray:action2"

CW T MERBES (%) BESMRE, fli0 , BEIEELRF Get FFANARERE , SFBUTERE

"Action": "xray:Get*"

EEEF X-Ray #1F5%K , B RAERMEELEAmazon X-RayEIAM AF#ER.

=R
EE R W LAER Amazon JSON REEREEERNIBAMTARR, wHEH , BNEE AN AR
R PATIRE | AREMALZH THIT.

Resource JSON KB TRIEEEQHNAREN —IPHZ IR, BAXTEBE Resource :|
NotResource T, EANREXE , BHFERAH Amazon BEE# (ARN ) EARR. N TXEFHE
BRER (A BRRNR ) WIRE , B ARIT IR E,

X FAXZFRRENRAORE (NP HRE ) |, BEABES (¥ ) ENEANATHRRERK.

"Resource": "*"

IERBAMER 1AM REGZHIX B IRA TG RNR, N TXEFERFRRNRVERE , EIUER T DSE R RS
PR (ARN) SRFRIAZ R BEE A B B8R

FiE X-Ray RAEH AT LAZE IAM RGP A TR TFIIEL A ERAZRENNR, BR , FIFLEX HE
DEXIFRFERNR |, FERBIEE AN ERITRENEIR,

N T AR BRRENRVIRE | BBTUR " E R TR
LT X-Ray BREZ IR RRNR

* CreateGroup
* GetGroup
* UpdateGroup
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* DeleteGroup

* CreateSamplingRule
* UpdateSamplingRule
* DeleteSamplingRule

LTRETEHNNREBEN RFICreateGroupfTal. ZRHIERT SHBZMHR<H ARN WA
7local-usersfERME— ID fENBERF, 1ZH— ID SECIEFANERN , AT EERKEHE
KT, FEAGetGroup , UpdateGroup , BDeleteGroup , WAL EE X N BHE AFEHA
ARN , &3& ID,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:CreateGroup"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:group/local-users/*"
]
}
]
}

UTRETHSHINBRREEN RFlCreateSamplingRule T3l,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"xray:CreateSamplingRule"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:sampling-rule/base-scorekeep"
]
}
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}

(@ Note
REAMNE ARN AEEMENL . 54 ARN FRE |, REANZEH—ERH ID.

EEE X-Ray BIREXEXH ARN W3k , TSR FERELEAmazon X-RayfEIAM AFiEmME. ETH#
R BATE R IRAE R IR E BNV ETREY ARN |, 5515 Amazon X-Ray E XK 1E,

SR

X-Ray TRHUFMBETRSNFMAER  ECHXZIBERARELELRFHEN. EEEFMA Amazon
ER&Z4E , BSH (AM AFERE) P8 Amazon £ /&M ETE,

=~

EEEFET X-Ray SR TRA , S HAmazon X-Ray E T F 4 KR =61,
BT X & 7R R K

X-Ray X # 81 #FKRHE T F R B R Amazon Web Service £ , HINI 57 SNS F 3B ER,
Hib ATLLEFHE T X-Ray BRI KBEAmazon Web Services Management Consoles , 5& &Y
AmazonSDK = CLI, f5l#h , Amazon SNS #H A 2ZHEFEEE TRRANEKE , LUMEM@ X-Ray X
AR, UTEBXHERM T FHREET X-Ray RIRHI KN RO,

Example L 5 SNS EzhEERHNE T X-Ray RIRK KB =51

I RBIERBE STHFIEE T Amazon SNS @ X-Ray &% IR ERBUIEFI ERIAUR -

{
Version: "2012-10-17",

Statement: [
{

Sid: "SNSAccess",

Effect: Allow,

Principal: {
Service: "sns.amazonaws.com",

I

Action: [
"xray:PutTraceSegments",
"xray:GetSamplingRules",
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"xray:GetSamplingTargets"
1,
Resource: "*",
Condition: {

StringEquals: {

"aws:SourceAccount": "account-id"
1,
StringlLike: {

"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"
}

M CLI ¢lZE T HRAERE | ##F Amazon SNS [ X-Ray &% IR ERBIEHIDR

aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
'{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess", "Effect": "Allow",
"Principal": { "Service": "sns.amazonaws.com" }, "Action": [ "xray:PutTraceSegments",
"xray:GetSamplingRules", "xray:GetSamplingTargets" ], "Resource": "*",
"Condition": { "StringEquals": { "aws:SourceAccount": "account-id" }, "StringlLike":
{ "aws:SourceArn": "arn:partition:sns:region:account-id:topic-name" } } } 1 }'

EFRAXERE , EE#fpartition , region , account-id , AR topic-nameiBIELREY EAKIER
Amazonz X, X, K ID ML S# SNS EFEM. ERFAMAE Amazon SNS & X-Ray Kix
IRERBIENNIR , BEEBEEMBRRI

ET X-Ray fRERY R

B DU AR K M AN X-Ray HIRHEMN |, AU ER PR L IELS X-Ray, BEETIRE
BEIER , BEEFMH xray:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys RUBERMAFZH LEZPREFZER. HXRIC X-Ray BRNEZER |, S
579 X-Ray RN FE R MRE,

EEFETHONRRE (ATREDR LAFERBEN ZFARNTR ) WRE , FSRBEFEEE
X4 X-Ray 48 F R4 AN A9 177 5 X BR

EAR#ZITRARF

BN ERIL N AR B X-Ray SFTHREFRXERERSE. TREFEFXNXERITIR , FFEls
#t L2 3| X-Ray BRS. SFHREFFEBEANRST 88 RERBIENEN KIE L& F X-Ray IR
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YMREARMIZITSTHRER , SIE— )N IAM AR | IEXNACHTRFHEPE#ERETERE R
XA credentialsTERB NN XX A awsTEEBHA P XHFRA, G Z£1iE$H 5Amazon
CLITHMEZEE.

Example ~/.aws/credentials

[default]

aws_access_key_id={access key ID}
aws_secret_access_key={access key}
aws_session_token={Amazon session token}

MREBELEE T ATHEEAMazonSDK HAmazon CLI , SFHFREFTLFERIXL, IREZNEE
XA, Wiz EFEERBRIAEE .

EHIE T8 M AREFAmazon

HRE LT AR FAmazon , A AR MEEITTIRERN Amazon EC2 £4If Lambda EIEIR
F AR
- IO EMITER (LE# EC2)— 612 IAM A HFEAERMINE EC2 SEHIEHIEE T4,

- TE##MRR[KRS (LSE ECS)— 0 IAM A& FHEEN M IS BIFL6 A 2556 IAM £
==

« Amazon Elastic Beanstalk ( # 1 S % ) — Elastic Beanstalk fE 8 & X SN FR ER 1A L4 fil B 32
Ho BALAEAZIIASKAIEE X4 |, 37 B E ERHIEE XX 4R IE AR,

« Amazon Lambda ( Lambda ) — R HITAERINE AR,

BIEZATF X-Ray AR

1. #TF IAM £Hl&.

i%£$% Roles ( A ) ,

1%$% Create New Role,

FNFHBER , BA xray-application, %#F Next Stepo

Xt F Role Type , i%£#F Amazon EC2,

Bt 0 LA TS 2 & SR B SRR T 4809 B2 A 2 7 15 (Bl i BRAmazon Web Services:

o g A~ W b

« AWSXRayDaemonWriteAccess— &5 X-Ray SFH 2 F L& RERBIENNR,
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Amazon X-Ray FERARER
mENAREFER Amazon F X TESHRIEAMRS , BHRMNEX LRSS R T 15 E X R KK,

7. i%&# Next Stepo

8. 1E%$F Create Role(BIEH ),

R P iz R PR

X-Ray £ MZEFRBREEE  RIANBEAT , EANSEEENFALEENZH. NIRRER—
Amazon Key Management Service® PR E X , KFERRZANTHRIRE L 1TFEM X-Ray RFE
AERTMENNR, BKFHPOEMHAFBEZHRBEATEEE X-Ray 1258 FEF MENRERK
.

NTEFEENZS , BEAATFUATRENTRRBEEENEN

« £ X-Ray Al EZHANAF BN AAKkns : CreateGrantMkms :DescribeKey,
o ALATE R N2 IR BR BN AR B A P B Bk BB kms : Decrypto

HERAPAMEXERASE IAM 25 AN BRHRES 2+ , NAEXFEMRENNR, AFEHE
AR EIRENR , B ST FEEEMANERAMazon KMSEHAF, HASABHNR, BXES
B8, FEREFERZHRMKAMazon KMSH R B/,

FFEININER |, REMREBEEAMazonEE CMK (aws/xray ) , EBEBURTF#E NG E X-Ray
APl, B &7 AWSXrayFullAccess P EABAX PutEncryptionConfig BYiG R FRAV(ERI A EB A
DESMEZRE, EMHLEARPERXMBZZL  B7RXEAFRFEA PutEncryptionConfig B
BR o

Amazon X-Ray & T 5 389 K B& R B

RINERT , ARFMARLTNEIRRIEH X-Ray BR. ©A1ETEEH Amazon Web Services
Management Console, Amazon CLI 5} Amazon APl i 1T£% . B8 R SF 812 IAM policy , SAER
APNACRFINRIUNIENIEERRMITIEEN APl 21E, RE , B8 R LTUNIX L RS NE
TEXENRNAFRRA,

ETHRNMAERXL RS JSON K62 IAM ET S 0K , 38 (AM AFER) 91 &
JSON 31+ L 6 2 K.

ES}
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Amazon X-Ray A& AR
- RMSEXE

« M X-Ray #2414

- ATAFPEEMHIIB SR

- REFZEEX X-Ray A FEEH N K R R

- SEAT X-Ray # IAM

« X-Ray E#H EAmazonit & K

« EIAM KB P IEE R IR

REERIEREK

ETHONRBRET EARBUUELENK/ PRI, THRIMER X-Ray #iR. XERERERXME
Amazon Web Services Ik FAEKA, SIZRWEE T H DR REE | HEBU T ANMEW

- Amazon EERBERFEFRFENBREFTA] - EFHEAF M IEARER TR , F#A Amazon
RERBRANGFZENEAZRZR TR, B LAE Amazon Web Services Tk A R EiX L3R BE
RIMNBWESE VB ETENERZ SN Amazon EFEBERARMERH#—SHINE, BEXESE
B, #FZH (IAM AFERE) P8 Amazon FEE XK 3 T/EIREEN Amazon EERE K.

« NASEMNR - £6£R IAM policy REMRRES , FREFHITESENNR. At , EAIBIEX
EREFG T AUNBERRRTHRE , BN RENRFA. BXEM IAM NARRNESZE
B, BEZHRE (AM AFiEE) B8y IAM 1 H KB ER.

£ 1AM policy H#I S 4F3 — 5 PR 17 B AU PR — 44 ] LA [ 5% B& 78 AN 5% 44 SR BR X 1R AE R0 6 R B9 17
B, Blan , WA UREREZHRISESLMMER SSL KIEFIEER. WRBEIL4EE Amazon Web
Service ( #l# Amazon CloudFormation ) fEFABRSGRYE , BE AT UAERAKERE TN RFRENTH
IR, BXEZEELE , HZH (IAM AFEm) F8 IAM JSON KRB TE @ &,

« £/ IAM Access Analyzer BIEEH) IAM policy , ABRNRHA Z = MR IHEEM — IAM Access
Analyzer £BIEFREE MM AR , LBRKERS IAM policyiBE (JSON) # IAM &1{E3E
B2, 1AM Access Analyzer 12 100 ZTRBEREM AIRENEI , UHBBEREIELS BINEEMREN
Rig, BXEZER , HZH (AM AFERE) # M |IAM Acess Analyzer REEKE,

- Require multi-factor authentication ( MFA ) [EEZE M RKIE (MFA ) | - MREFLHNIZRER
#&H) Amazon Web Services Ik #8 IAM AP ZHEAF , BB A MFA XigaZet, EERAA
API BERNEE MFA |, B MFA &R MEIZHN KK, BEXEZER , BE5H (AM AFERE)
Fi BLEF MFA RIFE AP 1,

BX IAM AN REXIENESELR , H2H (AM AFER) #1 IAM AR £ HEXEK,
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M X-Ray 244

Ei5E Amazon X-Ray ##l& |, BATRE —HREHNNER, XENBELRMATFESIIENEEFRE
M X-Ray B REV ¥ 415 B Amazon Web Services Ik, MMRBIBLEAENRENEENBNET S
BHRE  NTHRMTZRXBOEE (AFRSAR )  BHARTERMPERET.

NHRXLESAEPARTUER X-Ray #2448 |, B LAWSXRayReadOnlyAccess Amazondt Xy SE4RHY
REXRK, BXEBRNESFEMEA , BSRLEAT X-Ray W IAM, BEXEZER , EZH IAM A
FIEEPH R AR,

X FREFEZIEA Amazon CLI % Amazon API WA , TENHEHSKEZFENER. Hk , AR
5 EZH AT AP R 4EME TR AVRE.

ARUTHPEFEMIE SR

ZRBINER T BRI KRS LAY IAM AR EEMMBIEAF SN ABRMITE R R, LR
SREEERHE EERRESE LUEEZES X FEMA Amazon CLI 2 Amazon APl FTER R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
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"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

RIFRZEEIEX X-Ray 46 F KUK 7 B4R

U LERET BRI RARIEFX X-Ray HFEF IR KRN A9 75 B4 PR o
DT REIEEATATELAFACRLUE, BERIEFTTERENFANNEstage:prodE
Astage:preprod, BXHRIE X-Ray REMNMANEZELR , TS H N X-Ray FEEH N AL 700

ELEAFAE, EHRMERTERSHNEANNRstage:prodEALstage:preprod , FAF 2 H —
NEBRUFUTEBNAE,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"

.

{

"Sid": "DenyCreateGroupWithStage",
"Effect": "Deny",
"Action": [
"xray:CreateGroup"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/stage": [
"preprod",
"prod"
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}I
{

"Sid": "DenyUpdateGroupWithStage",
"Effect": "Deny",
"Action": [
"xray:UpdateGroup",
"xray:DeleteGroup"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": [
"preprod",
"prod"

EEEQBREHEANN , FFEHAaws :RequestTag Rk RILEEN IR ERN — o ZREWIRE, EIEL
FEHTRMIBREREHMN | EFFEFHaws :ResourceTagiRIFiX L3R L IR IE4 IR /E,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"

},

{

"Sid": "DenyCreateSamplingRuleWithStage",
"Effect": "Deny",
"Action": "xray:CreateSamplingRule",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/stage": [
"preprod",
"prod"
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"Sid": "DenyUpdateSamplingRuleWithStage",

"Effect": "Deny",

"Action": [
"xray:UpdateSamplingRule",
"xray:DeleteSamplingRule"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/stage": [
"preprod",
"prod"

B LRXERE (SRFENEH N —NER , REMMNEZER ) SEKFPNAF, ELAFPERA
BN |, R B AR HFEMN B THRIEstage=prepodE ALstage=prod. FHIRLH Stage
PHt Stage M stage , RARHBEMTX D K NE, BXZHERNESZEER , ESHEIAM JSON F
BETE | RHEIAM AP EE.

EEMMUTERBNBENAFR T ERNFFELrole: adminB&iR , AETENEELUTHAENERS
BBFrZrole: admins 2 # < Bk,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"

},

{

"Sid": "DenyRequestTagAdmin",
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"Effect": "Deny",
"Action": "xray:TagResource",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/role": "admin"

}

"Sid": "DenyResourceTagAdmin",
"Effect": "Deny",
"Action": "xray:UntagResource",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/role": "admin"

}

EHAT X-Ray 89 IAM

RATETRFNR , IAM XERERBEXNBURS . RS TUAELME API B3 AR EHTX L
REXRME, Amazon X-RayN RiE, REMEE R AHIREEERE,

« AWSXrayReadOnlyAccess— ZEUEA X-Ray #2H A #INPR , Amazon CLI , =%
AmazonSDK FiF M X-Ray API SREUIREREIE. BRSE., WEEM X-Ray BiE, 2
FEATME MG BT (OAM)oam: ListSinks#loam:ListAttachedSinks /i
RHEHEERERKFENE -5 HEMNRERIEFKHNRCloudWatch#5 Ik 7 AT & 14,
fBatchGetTraceSummaryByIdHlGetDistinctTraceGraphsAPI #EFHT EHEWRBE
A, T 48 &7EAmazon CLIFAmazon#i#4-F £ T E S,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:GetSamplingRules",

ET 5 R R 36


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html

Amazon X-Ray FERARER

"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries",
"xray:BatchGetTraces",
"xray:BatchGetTraceSummaryById",
"xray:GetDistinctTraceGraphs",
"xray:GetServiceGraph",
"xray:GetTraceGraph",
"xray:GetTraceSummaries",
"xray:GetGroups",

"xray:GetGroup",
"xray:ListTagsForResource",
"xray:ListResourcePolicies",
"xray:GetTimeSeriesServiceStatistics",
"xray:GetInsightSummaries",
"xray:GetInsight",
"xray:GetInsightEvents",
"xray:GetInsightImpactGraph",
"oam:ListSinks"

1,
"Resource": [
Han
]
},
{
"Effect": "Allow",
"Action": [
"oam:ListAttachedLinks"
1,
"Resource": "arn:aws:oam:*:*:sink/*"
}

« AWSXRayDaemonWriteAccess— B AfEA X-Ray ST FHNRE , Amazon CLI , {Amazonf
T2 B SR AEN B dE £ £ 2] X-Ray APl B9 SDK, ‘2 3EREUN FR SAIRBEUR AL AL H 3R 25 e &5
£

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"xray:PutTraceSegments",
"xray:PutTelemetryRecords",
"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries"

1,

"Resource": [

i n

« AWSXrayCrossAccountSharingConfiguration— ZF 8|, EEMZEF Observability
Access Manager 88 EMNR , UEEKS 2B £ E X-Ray &R, AT S ACloudWatch# Ik = "I
S TE SRR 7 R M 2 K P 2 [

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"xray:Link",
"oam:ListLinks"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"oam:DeletelLink",
"oam:GetLink",
"oam:TagResource"
1,
"Resource": "arn:aws:oam:*:*:link/*"
},
{

"Effect": "Allow",
"Action": [
"oam:CreatelLink",
"oam:UpdatelLink"
1,
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"Resource": [
"arn:aws:oam:*:*:1link/*",
"arn:aws:oam:*:*:sink/*"

}

« AWSXrayFullAccess— £APE X-Ray API IR , BIEREUNR. B
AR R R BL B N2 2 4R 1R B A SRR N R . 15 AT SR 17 0] 2 8]
(OAM)oam:ListSinksHloam:ListAttachedSinks R FREIAEERKFENHE—HBoHEN
R ER 12 F A PR CloudWatch B ik 7~ A WL 82 14 o

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:*",
"oam:ListSinks"
1,
"Resource": [
Hn
]
},
{
"Effect": "Allow",
"Action": [
"oam:ListAttachedLinks"
1,
"Resource": "arn:aws:oam:*:*:sink/*"
}
]
}

FRERBAME IAM AP, AHAG

1. 17 1AM ££51&,
2. IFAEEHXRGIEEXH. IAM AP IAM AXEKHNHE,
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FRARER

3. 7 Permissions (fXFR) T , MihnitE KL,

X-Ray EH ZAmazonit &K

EEAXEFNFMAFERAmazon B IZRSTFRIBFXLEERUR , EE T X-Ray BRI, BERBAEX
LkEEEN BZIRE |, BT X-Ray £H RSS REXHF L IERAH,

B

B AT X-Ray B9 IAM— &
T FHARAWSXrayCr
ossAccountSharingC
onfiguration , HEFE
#AWSXrayReadOnlyAcc
ess FMAWSXrayFu
11Access BUR,

BT X-Ray B9 IAM— E 3
F|lAwSXrayReadOnlyAcc
ess BUR.

£ X-Ray #£#l&— E#
FJAWSXrayReadOnlyAcc
ess BUK

1AM KBE 15 E R IR

IERBMER 1AM RESZ X BRI B ENR, N T IFRBRRNRAVIRE

i B3 B #

X-Ray 7007 AT ¥ 2145 (A B
HE 28 (OAM) X PRoam:ListS
inks Floam:ListA
ttachedSinks XLEFBE
ARFREHEEERKSER
Hp — 3o £ ZR R ERID
FCloudWatch s ik F o] i 22
.

2022 F£11 A 27 H

X-Ray T —1 API 2
#£ , ListResourcePolici

2022 £11 A 15 H

€s o

X-Ray BT HEANFL API R 20224 11 B 11 B
1€ , BatchGetTraceSumma
ryById F#GetDistin

ctTraceGraphs

FHRBTITHERRIX LR
. Eit , XL APl BEXRS
€7 Amazon CLI 1 Amazon
FiITESH,

R (ARN) SRFRIAZ R BT A B B R

, ST DAGE A L S 5 R R
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FRiA X-Ray BREH AT LUE IAM KBS A TR FRIEL B P ERZRENNR. B2 , FIEEIHX HLE
DEZFRFRERNR , EEEBIEE T UXNENITRENTIR.

NTF AR RN RAVERE | BLTF*ER TR
LT X-Ray BAEXZ IR FERNR

* CreateGroup

* GetGroup

* UpdateGroup

* DeleteGroup

* CreateSamplingRule
* UpdateSamplingRule
* DeleteSamplingRule

LTRETEHNNBRRBEHN RFICreateGroupfTal. ZRHIERT SHBZMHR<H ARN ¥ A
7tlocal-usersfERME— ID ENBERF, 1ZM— ID SECIEFANERN , AT EERKEHE
KT, FEARGetGroup , UpdateGroup , BDeleteGroup , BALLUFEE X HBE AFEHE
ARN , E%& ID,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:CreateGroup"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:group/local-users/*"
]
}
]
}

UTRETHSHINBRREEN RFlCreateSamplingRule T3l,

{
"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": [
"xray:CreateSamplingRule"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:sampling-rule/base-scorekeep"
]
}
]
}
(® Note

KEMNE ARN BEHEMREN . 54 ARN TF , RERNZEME—EKH 1D,

¥+ Amazon X-Ray & 3 #1758 # 17 8 FE BE BR
FEAUTERERBHELMAEEEEA X-Ray M IAM B ATREIE R E WA &,
£

« RERIE X-Ray B ITIRE

o BEIAT iam : PassRole

- RE—RBEER , MATFHEHMALE X-Ray

o RABAFRIUNE A AAmazon Web Services IKF 15 [RIE K X-Ray BIR

BIRIE X-Ray PIITIRIE

R Amazon Web Services Management Console &iF#& , BRI ITEMRIE | NS TBKRENE
HRIRHBY, EERAROLREZTZEILENA,

TR Rl RAEEmateojackson AR ZAFEARHFHAEEERAXEANNFAEGE , B%
Bxray:GetSamplingRulestX R,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: xray:GetSamplingRules on resource: arn:${Partition}:xray:${Region}:
${Account}:sampling-rule/${SamplingRuleName}
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EXMERT , Mateo BREBEAEFHERE , LA FMER xray:GetSamplingRules #{EiGR
SEEER N B IR

LRI AT iam : PassRole

MRELBKBFBIRER , WELRIITiam: PassRolet®E , NIXMEH BN RBEUA FREACEE
gﬁ X-Rayo

F L Amazon Web Services R F BN E A REZTZERS , MARAUEFTRSACSBRSHEKA
&, At , BLMEEFTACEEREIRSHNR,

LT REEBIREEERB AN IAM AP Bmarymajor=id AR HI &7 X-Ray FHITRIE. ER |, R
SHMEERSACHR TR ATHITIHIRIE, Mary TEENAC®ELZZEFIRS IR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , DAEFH Mary B KB F 1T iam: PassRole #®1E,
MRIGEEHE , FHREREN Amazon BER, BEEAEREREERFEILN A,
BR—REEA , BATHM AR X-Ray

ERAFHEMATR X-Ray , EUANFZLRANBRHARAREZARFCE IAM KE (APHAR) .
CATRHER ZRARFEIETL R Amazon, R , LSRR IS ZRE , IR FAIMTERER X-Ray
R

EVEIFBRER , BESR IAM AFERPWNAIEENE— IAM ZiRA - 4,

BRI LUINE A A Amazon Web Services I 15 R R #Y X-Ray &R

FabtlE—1Ae  UEEEKFPHNAFSIEELANARTUERZABKRIGRIEHRIR, &0
DIEEHEREY , AUEFAE, XN TIXRHETHRNRBIE FZHE SR (ACL) WRS |, &)
£ X LR BE B A 2R T3R8 R IRAY U5 R o

BETREZERE , ®SAUTRE

- BT X-Ray B@EXFXLEINGE , iS5 FEAmazon X-Ray 175 IAM & IT4E,

« BET7HBINARNEHER Amazon Web Services Ik FH IR IFRINER , HSHE IAM P18
B REEEN S —1 Amazon Web Services K B8y IAM AP 2415 8 R,
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o ETHEW{TRNEE =75 Amazon Web Services Ik F IR EEHE RN RN , ESHE IAM BFEEH
K H 8 = A AR Amazon Web Services T P32 4115 BRI R,

s ETHRIMITBNES BHRITREFENIR | FSE IAM AP ERP I LS/ E S 4 1IER A -
(BREBEMRIE ) REHENER,

- ETHEAACNETRRNRBETEKRKS LR ZENES , FS560E IAM AFEEHRHN IAM A6
EETHRBNEEBATE,

Amazon X-Ray Y B & 1dF M5 12

LR AREEN Amazon FERF RN A EME, TRAMNMENEEFH. BNMNES T REKEZER
. AmazonfARAR , MEERAMEREINZ IHME, Amazonigfit 7 T ERKEE X-Ray &
BHNBENE M mEL

Amazon CloudTrail B

Amazon X-Ray2 & &/ Amazon CloudTrail lA1IRFK AP, AfEAmazonfEt X-Ray RS, &
AT LA CloudTrail 35RT#5#2 X-Ray APl #&3K , #7E Amazon S3. Amazon CloudWatch HZEF
Amazon CloudWatch E4HFF#E AL, BXEZEER , HSR F£H125% X-Ray API i FHAmazon
CloudTrail,

Amazon ConfigiR &7

Amazon X-Ray 25 &£ Amazon ConfiglligxXf X-Ray B RRFTMNEEE N, EIUER
Amazon ConfighliE & X-Ray IZFR, & X-Ray BEEAFERHAETRRERLEEAN, BX
FRZER , H5R BIUTARRE X-Ray I E & FE fAmazon Configo

Amazon CloudWatch W $2

B LAMERER T Java B9 X-Ray FFR TEBMIRERN X-Ray XERH KA ARRHEHN Amazon
CloudWatch $E#7. XEIEFRR B XBRNFFHMEREE , UREIR, HEMZRRSIEE. £H
XLREEMRRE R FEXERANERRBAKBRRAE, BXEZEEL , HSHAmazon X-Ray
EA T Java B9 X-Ray SDK HY1E#R.

Amazon X-Ray B & #41iE

ETHEEA Amazon Web Service EEEHRBESHMITREERN , E5H &AM ITREE RN
Amazon Web Services , AR EFEBRNMNBHEAMRITR. BEXREREELR , HS5HAmazon Web
Servicesa M 1T Ko
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B LAEA Amazon Artifact FTEE=ZFFitikE. BXEZEER , iH5H. 7 Amazon Artifact F
HIRE

&2 Amazon Web Services I EMAMREBRRTEBENRRE, RLARANESAMEERUREAN

EEEM. Amazon R TRIFERFEBNHFZEAME

- ZEMEEAMIREANTIERE - XEHBIEF L TEMEEED , H2MH THE Amazon LEELL
ZE2MNMEAENERNEEINEN TR,

« AmazonEMAERIR - L FSFMAIEEES TEER TENTLNVE,

« Amazon Config 7F & A R #5m # 89 &£ A AN E44E 7R — tb Amazon Config AR S5 TFh £8 /Y 28 TR BL & XY
AR, TAERMEANEREER.

« Amazon Security Hub — Itk Amazon Web Service E#&12#t Amazon FZ£RSHWE=EMN

B, Security Hub B3 £ £ H 158K Amazon BRAREHEREF ST TR EMBRESE
B, BXRIXERSREHNIIR , FSH Security Hub Z2HZE,

Amazon X-Ray i & FE 1k & BE

Amazon£ IKE Al 1% iEE £ Amazon Web Services X o] A X#J%, Amazon Web Services X2
MEANEYE I MZERBENTAX , XETHAXBEIEREK, FHESEAREENMBEZEET—
g, MATAHAX , BRIt NREETAXZEEZPIt BN EEBNNAREFNRERE. 5
BRENBENRSNBEPOLEMZEMAL  TAXEFESHNTAYL. REENMATT B,

BXAmazon Web Services X FITHAXNWEZELR |, 5 AmazonE EKEM 1T HE,

Amazon X-Ray FHEMIZELZ £ 4

ER—EERIRS , Amazon X-Ray & Amazon £IRNE L L RY . HX Amazon £ RS UK
Amazon IM{A{RIFEMEHNER | H3 Amazon =% %, ERBEMEHERZLRESIRIRITEN
Amazon 3% | 52 (L £ X Amazon Well-Architected Framework) HH ERiZ R

{REAAmMazonB A MBI MG\ X-Ray B APl A, BEFRMAATIFUTHRSR :

- RBERSMMDIL (TLS ) RIMNERMER TLS 1.2, BWEA TLS 1.3,

- EER2@BIRE (PFS) WEEBEH , fla0 DHE ( Ephemeral Diffie-Hellman ) 2 ECDHE ( Elliptic
Curve Ephemeral Diffie-Hellman ) » XKZHIMKRLE (W0 Java 7 RESHRAE ) HZFXLER,
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o BAERGRIZL ID 5 1AM ZREAXBHBEHRZARTERH#ITER. HE , BRI LUE
FA Amazon Security Token Service (Amazon STS) £ R Ifif Z & EIERTBFERFTZR,

& Amazon X-Ray & VPC &in T R & & F

MREFEALDBREMUMRE R LD VPC) RIEELERAmazon B IR , EAILAEER VPC M X-Ray
ZEEMIEER, XEEHN Amazon VPC FREREFEL LN EERMEN A5 X-Ray RS #H1TE
=

53 VPC & —1Amazon Web ServiceR Al LA E K /8 s Amazon&EE L E LM E h i E R, &BD
VPC , B AR IR R EIRE |, 0 IP e, FR., BEAERMMNENX, ZFEN VPC EEE
X-Ray , BEEEN —MEO VPC iR, ZHRELEREW IT?E R 4% bk R (NAT) SEHIEE VPN
EZENTE X-Ray REATE. _HTJEE’J i, BXEZEER , 1551 Amazon VPC AIFEERFHT AL
= Amazon VPC,

0O VPC KixT s Amazon PrivateLink , —fNAmazonx 5 & 2 8 FA 2 @B E M FH /R Amazon
Web ServicesBE AT EIE IP it pEEMKIED, BEXEZELR , 52 —Amazon
PrivateLink7y ¥ Amazon Web Servicesi@& X EMAIEL L% VPC AFE™M.

NARIEA SIEFTIER X-Ray F 812 VPC 4T R Amazon Web Services X1 , & F X i5H X
o

7 X-Ray #l1& VPC xS

EFHRELRK VPC FEA X-Ray , R X-Ray glE—M &0 VPC xR

1. BELATMutIiTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e
2. SMERRESMERTERIBLRTR
3. BRMIEEBEFAmazon X-RayfR%:com. amazonaws . region.xray,
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Service category Amazon web services

) Find service by name
D Your Marketplace services

Service Name com.amazonaws.us-west-2.xray €9

A Filter by attributes or search by keyword

Service Name Owner Type

com.amazonaws.us-west-2.transfer.server amazon Interface

com.amazonaws.us-west-2.workspaces amazon Interface
[ ] com.amazonaws.us-west-2.xray amazon Interface

4. EEFRFEN VPC , RRHE VPC FERE - N FRUERAEOZKKT R, BEFE T MNP IRLRT
,'f—:"\lﬂfﬁ?ﬁl:lo BRUERRNITARAEESN T (EHE%S‘Z%E’J’%/RT) L}\%%‘Ebiﬁﬁémﬂ’ﬁﬁu
T REBELNTAREERER, MRAXFH , WEESEENEN N FRNAIR-—MEAW

%?&Do

VPC* | vpc-4f6e3a37 ~C @O
Subnets = subnet-40d87938 (i)
Availability Zone Subnet ID
us-west-2a (usw2-az1) subnet-40d87938 -
[  us-west-2b (usw2-az2) subnet-ff4281b5 -
O  us-west-2¢ (usw2-az3) subnet-d14bfb8c -
[0 us-west-2d (usw2-az4) subnet-1faf8734 -

5. (AE) BRINMBRT , KipT RKFE DNS & TREARE , RLEATLAERHERIA DNS EH1E
[ X-Ray X HiER. B LUERFHER

6. EEESZKRTAMEZEOXBKNESH,
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Security group = sg-d4f14ff4 Create a new security group (1]

Select security groups a

&
Filter by tags and attributes or search by keyword 1to50f5
Group ID Group Name VPC ID Description Owner ID
sg-0683c... ssh-hitp vpc-4f6e3a3dy EC2-VPC launch-wizar... 979300271395
sg-0774... awseb-e-7xv5...  vpc-4f6e3a37 EC2-VPC SecurityGrou. .. 979300271395
sg-0a46... launch-wizard-1 vpc-4f6e3a37 EC2-VPC launch-wizar... 979300271395
sg-0d62... awseb-e-7xv5...  vpc-4f6e3a37 EC2-VPC Elastic Beans... 979300271395
B sg-ddf14...  default vpc-4f6e3a37 EC2-VPC default VPCs... 979300271395
Close

7. (&) EBEBERBEIZRE X-Ray BREHILEMRER. MIAERT , RAFTEHRNR,

B HX X-Ray VPC i1 S5 1R]

VPC £inTi RUREE 2 — 1 IAM BRRE , EEEIE N RINTHEH MR WREELIRR

REPRM SRR , Amazon VPC &3 &M I —NBRIAKE |, ZERBE AN RSHTEHR, KRR
FTLBEHER IAM AP RBHRSBIENRE, IR NEMAKE , A TESMNLRT RFPXE
ERFHITHFE, KiRT ARBYLIEKA JSON BRXEE. BXEZEFELR , S (Amazon VPC
RFiEm) FM £/ VPC ik R 26X RS R I E .

VPC & im¥ SR AR R 8 S X-Ray BEWNPR, Flan , &0 LAAIE — MY A TR SR B
PutTraceSegmentHIE4 Fr B Hbig/E, XBR& VPC MY TEMFH MRS REEm@ X-Ray KIERERE
7B, AT AEMRE  AIRRBIE, EnEFEESIE/EHA.

LU R X-Ray Bim SRS RG], HRIE BT VPC E#2 X-Ray B9 6 X-Ray K% 2 EBREIE |
AT LARE L A3 T E b X-Ray #214E,

{"Statement": [
{"Sid": "Allow PutTraceSegments",

"Principal": "*",
"Action": [

"xray:PutTraceSegments"
1,

"Effect": "Allow",

%3 X-Ray VPC 4515 R #9155
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"Resource": "*"
}
]
}

4m%E X-Ray Y VPC Lim T SRS

2. ESMBHKF , % Endpoints (IHR ) o

3. WMRZBEAKN X-Ray BIBLKFET R , BIRBHNSBRIZIERN X-Ray Al VPC i .
4. ik#com.amazonaws, ##.xraylims , AREEFRBERIET+,

5. #%4% Edit Policy (REE) , RAEHRTER,

XX

BN AT MUt 3TH Amazon VPC #&l5& : https://console.aws.amazon.com/vpc/o

X-Ray BRI XL T VPC £ im1r RAmazon Web Services [X13:

KERER (HEM )
XERS (HFRILMILER)
EXEAES (JLMREREIL )

- XEES (HmBRM )
« Africa (Cape Town)

« TAMKX (FE)

+ Asia Pacific (Mumbai)

WA #X (KR )
A X (&R )
WA #X (5 )
WA X (ER )

- TAHK (FR)

. &K (HE)

- MR (R EE )
. BRNHE (BRE)

RUM X (123K )

XX
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o BRMNHEX (K=

o BRMNH#EX ( BR)

- Bt X ( HiEBERE )

« R (B

- EEM(ERF)

« Amazon GovCloud ( ZEHXZP )
« Amazon GovCloud ( ZE#EZP )

XX
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Amazon X-Ray ##|&

£ AlAmazon X-Ray#2H| A EF N AR FRENFRNRS HEMEREER , HEEXZWRFRERIEE
X-Ray #9737 S RVE R RAEH M,

X-Ray T2 H & NHRRSHERE , ©= X-Ray RIFENARF LK REHREEKL JSON RSENE
MERR. WEIELKS PN BEREHBSHEINLABRFNRS TR , KRRERKRW LR imT
RURKRTNARFELEERMNEAD Web RESMERN THFES TR, EREMREATERER
BRAIRER S B AR B ERF A M RN o

(® Note

WMIE , LA LATE Amazon CloudWatch 2 & & P EF MEE X-Ray BRER. FTFF CloudWatch 32
HEHMNENSMERN X-Ray BREFRTEFERSHE, BAIUSAEFER X-Ray 2514,

RFE X-Ray 2%I15

- EAKRSHHE

- EERTHEERFRE

« EATERRER

- BB/ IRER

- RESHRINNAERF
- ERERESH

- £/ X-Ray
« 5 Analytics 5|8 EH
- BEA

- EiE REAN
- BEAREREE

15 A Bl 55 3tb S

EE X-Ray RFHE , BEREHFRNVKS ., SERVERER KM R BRE,

PR 55 1t B 51


https://console.amazonaws.cn/cloudwatch/
https://console.amazonaws.cn/cloudwatch/
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® Note

X-Ray fR& b B &R Z A LER 10,000 MR, ERDHFRT , HRFT SLEHBUES LR &
i, BARELKERIRER , AR A ERHAPERTENRS HE,

EERSHE

REERNARFERNBRERENENR R, ZBERTLEBERNEST R, ARBERKRW
EREEFHET R, ARARNAREFELEFREER Web RS MR IRA T RS T Ko

RS HEEE R T A Amazon SQS M Lambda NEH4HK3 N ARF 2 RARENEZENE, BXESZE

B, BEARESHRINNAREF. RSHEBEXFEKSRE  £2 MMEERPERKES MK
T Ko

CloudWatch console
£ CloudWatch B Hl A EEFERSHE

1. #TFF CloudWatch &l &, EEMSMBEHEH X-Ray Traces 5870 FiEF RS HE.

Q Filter by X-Ray group Q Select a node I @ ‘ (] ‘ Q II & ‘

o

» Legend and options

scorekeep-state

Q Q DynamoDB Table
Client O Scorekeep \ Ig

ECS Container
O scorekeep-game
DynamoDB Table

2. ERE-IMREFVIAREFZTRNER , WAEFIMNTRZANLEREF LT ZEENIE
Ko

EERSHE 52
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3. HiEEETRERSHE TS , afffEtr, BRMN\ANREZFEDF, £ B &0FL,
ESMERRFEE-NMEENA THBRAEREESHAREE | RELRE “HE L “HiR ETOR
FEEIRER, EVARIRYH 2 AR~ L EERPERE—AEE SURIE BAY B fE L T

v api ’ View traces ‘ ’ Analyze traces [ H View dashboard ’
ElasticBeanstalk Environment

Metrics Alerts Response time distribution

6% Faults (5xx) M 1% Errors (4xx) Latency (avg): 402ms Requests: 5717.52/min Faults: 328.97/min

Latency i Requests i Faults (5xx)
Seconds No unit Percent
3.0 8,764 26.05
15 Ll 4,382 WWWNMWW 13.02
| /nl I U
0 LS A 0 0
09:00 12:00 09:00 12:00 09:00 12:00
@ ResponseTime p50 ResponseTime p90 @ TracedRequestCount @ FaultRate

4. BEEREEREKEERER , IEFNRENATIRESE  NEREEMENRER,

5 &R “BERZT UEEEMMET SXBM CloudWatch A&, HIEMBERSME T a#fkiF
BEERE, BXEZER |, 54 (D% CloudWatch A 1ERE) F#YServiceLens 5F ¥ fif

o

|m%

BSREEL AFERRFN T IRR TN T REFEENRA

- JBRTFRS[HEE (500 RFI4EEIR)
- BERTEFREIR (400 RFHEIR)
« RBRTERBIEIR (429 HRID)

MREHRSHEEBRA , BEAFRE LNZEGHIEIRBRANSE N A B HBE,

X-Ray console
EERS A
1. §T7F X-Ray &5, BABRTL2ETRERFSHE, S@aUNENSHERPERRSHE,

EERSHE 53


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/servicelens_troubleshooting.html#servicelens_troubleshooting_Nologs
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/servicelens_troubleshooting.html#servicelens_troubleshooting_Nologs
https://console.amazonaws.cn/xray/home#

Amazon X-Ray FERARER

Default ¥ Q Enter service name, annotation, trace ID. Or click the Help icon for additional details. * Last 30 minutes ¥ e} N/

Map legend @

Enter a service name to find and select the node on map ] '

avg. Sms

0.2 t/min

scorekeep-state
AWS::DynamoDB::Table

avg. 8ms

0.5 t/min

Client Scorekeep
AWS::ECS::Container

avg. Tms

03 t/min

scorekeep-game
AWS::DynamoDB::Table

2. BE-ITREFTIAREFZTRNER , ERAINTRZANLEREFLT ZEENF
Ko

3. AWM HESEEFENAFENT  AEREEEHNTAVRENE, REIERE View
traces 1T M A fFiE R RIE X FRVRERFIR,

EERSHE
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Service details ©

Name: Scorekeep

Type: AWS:.ECS::Container

Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when

viewing traces.

30% —
20% —

10% —

0% /\/

| ] ] |
0 10ms 20ms 30ms 40ms
Duration

Response status

Choose response statuses to add to the filter when viewing traces.

B Fault: 0% Error: 0%
I Throttle: 0% B OK: 100%

Analyze traces [~ View traces >

EERSHE 55
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FRARER

RS HEEBEADEARSHRNEEN LRSI T RERHE , NIERTKENETRR

- ZBRTERIER

- ABRTFRSBH[HEE (500 RIEEIR)
- HBRTEFRER (400 RIEIR)
- RERTRHEEIR (429 BRI 2)

MREHVRSHEBRK , EEARE LNEGHIBIRBRANE N HABIHBE,

A TR IR AR S5 1

EAFERERN , BANERERESEATNINE, RE , FAUTSRERS HLEFERZEE

H,

CloudWatch console

MBRS 1t B A b £ e BF4A T ik 2R PO R B B W

Q. Fitter by X-Ray group

+

TestGroup

X-Ray console

MEREEME THRKEPIRFE-—NERB

Default ~ Q

Q, Enter 2 group name

Default

Create group

Learn more (&

Q Select a node

RN RS BB TIHE , LERESFMERENTIRERRIEXETEER.

RATEIR RS o B

56
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AR 55 1t Pl P 451 R0 328

RSHEaFE - PRGNSR T A E S E S RAVED,

CloudWatch console
EEEE EANEAFNEIM TR, ERETRRNETHAE , 2F -
o IEPRE RPTIE AT B SE B PO A9 S 15 0 R B 18] M 0 R R OA Y IR BR B E

* TRESMRAELRERESER.

M BRI ERTEREMEEIRE  TESHEE EANERERETHR. XERESHELEE
ERABMNMERKBERNTRANAN , URNEBE EERBESLE,

X-Ray console

ERHEAE AN REGERE I RESHEEA, TUERSHERNAETAEERSE
R, BFE

- S@@ er vice Icons YIRBANTRAERHRNE , ERERSEREFIEN ESEE RS2 8 KA
1500 57 B[R] M8 0 $ R OE Y BRER BN 2

« TRA/N : None FAAET KRB A/NMRERN BRI KN,
« WRK/ : Heal th RFEZHMHBERY ( BEFER. HESZRINER ) RBBFTIKN.
« TRAD: RERFBERBBOABRTIAKRN,

BERENTNEERFE

£ X-Ray ##I &+ K "R RH , B URL, WNABSREFHEFNHHEHABBEERRIEIR. NEER
FRPEFERE , BRFENEHSERMEERFIRNRSTRNEE , URIERERVEEXR.

BEEFRER
CloudWatch console
1£ CloudWatch ##l & A EF IR

1. & 3%Amazon Web Services Management Console 73T CloudWatch #£%|& , FitH https://
console.aws.amazon.com/cloudwatch/,

BR 55 3tb 1 45 A6 T 57


https://console.amazonaws.cn/cloudwatch/
https://console.amazonaws.cn/cloudwatch/
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2. HEEMNSMER X-Ray UL FIERRE, “RiE THEAVFERARITRHE , HALERRE
AU 148 2R 30 SR 6 12 T IR AR “BRER” #D 0 P B RV R ER

3. HE , FABRSRFSMIBENRS TR , RAEEERE , XNETENAERLN “RE T
Mo

4., & ERREKE BoPRNMENER, BTN “RIEERKRE R PRB-NERIA , BT
K. URL MEMFEEFAHRTHE, TRAMEENRERETR, BR-IHSIEKE , RE
R ANINEE W BUNINE E TRARRY ik KA X o

Traces Info

5m 15m 30m 1h 3h  6h Custom
Select a group and start typing a service name, annotation, trace ID, or choose a sample query

Q

(© 1000 traces retrieved

¥ Query refiners

Refine query by = Node v 1 selected Add to query

Select rows to filter traces

Q 1 2 3 >

[—] Node v

auth
(\3 ElasticBeanstalk Environment
Latency (avg): 3ms Requests: 1201.71/min Faults: 0.00/min 0 Alarms

products
éﬁ DynamoDB Table

Latency (avg): 23ms Requests: 14520.20/min Faults: 0.00/min 0 Alarms

customers

3 ? DynamoDB Table
Latency (avg): 9ms Requests: 9112.31/min Faults: 0.00/min 0 Alarms

5. BEEEEWNFETRARE ID UAEHRENERIR, B X-Ray &3 W3C &=
ABRER ID , flanfEAAmazon XTI BIZEMERER. OpenTelemetryfln , &R
F W3C R ERER ID BI2AIRERRT , #2 & &F X-Ray ERERTCENRE |, 4
N4efaafsdle8720b39541901950019ee5, 1-4efaafsd-1e8720b39541901950019¢ee5

6. BERTIER “Z1TEW , AW EREKERR “RE" 582 8 R EERRER R,

7. MIIRBPERE-IRE D LERENMNRENBEEFAEENH. FEFERFEEE , EREER
PERNTR , UAREBERBENEIRL RN E &R,

EERER 58
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P Legend and options n-ﬂ
"l

({L’h /\ /;ynamona Table

[ &%

Client i api : products —
ElasticBea...Environment ElasticBea...Environment / \

No node selected

Select a node to see its details

Trace Summary

Method Response Code Duration Age

GET 200 17ms a few seconds (2022-01-20 16:35:56)

Segments Timeline info

Segment Response Duration 0.0 a0 40 60 2.0 10 12 14 16 18
status code s oms s s s s il i i e

¥ api Aws:ElasticBeanstalk:Environment

api @ ok 200 17ms [ GET ..
auth @ oK - Oms |
forward @ ok - 17ms I ——
products.eba-cvkws4f... () OK 200 17ms I Rer...

BERFEREEZ R T EH Amazon SQS M Lambda B4R zh B N AR F B A IR ERAY < BX
B, BXEZEE , BSABREEHEINNARERF. BEMEBRFEREEXFEKFIE
R, IBERYIRAN ENERME P EREB S NKF N RER,

X-Ray console
£ X-Ray ##H &P EFRIR

1. % X-Ray BH AT ‘Bz TH, SETUEARSHESMIBENRS TR , REE
ERE , SNEFENAMEREIXNRERTH.



https://console.amazonaws.cn/xray/home#/traces

Amazon X-Ray FERARER

Trace overview
Group by URL -

URL = Avg response time % of Traces - Response ~ h

hitp ffscorekeep elasticbeanstalk com/apiuser 301 ms 4.76% 1 OK, 0 Throdtied, O Emrors, 0 Faults é

hitp:i'scorekeep elastic beanstalk com/aplsessionBNE3LUGE 330 ms 4.76% 1 O 0 Throdtled, 0 Errors, 0 Faulls

hitp.i'scorekeep elastic beanstalk com/apiisession 00.5 ms 0.52% 2 OK. 0 Throdtied, 0 Errors, 0 Faults
Trace list (21)

D - Age »  Method » Response . Responsetime . URLw Annotations =
1562473 5.0 min POST 200 3 ms http:fiscorekeep elastic beanstalk comfapiiuser o &
cfedd@e0  S50min  PUT 200 330ms hitp:fiscorekeep. elastic beanstalk com/apiisessionBNEILUCE o
do6idedc S50min - POST 200 19.0 ms hitp:fiscorekeep.elasticbeanstalk. com/aplisession o
4T65lecs 5.0 min GET 200 162 ms hitp:fiscorekeep elastic beanstalk com/apiisession o
Bdeea2o 4.7 min POST 200 95.0 ms hittp:fisconekeep elastic beansialk com/apimove/BNEILUOEZNSEACTLIPPMPBLIB 1
Jab33Mgb  48min  POST 200 95.0 ms hittp fiscorekeep. elastic beanstalk com/apimove/SNE3LUQE2NSEACT LIPPMPELIB 1
237e0705 4.8 min POST 200 205 ms hitp:fiscorekeep elastic beansialk comapimove/SNEILUQEZNSEACT LIPPMPBLIB 1
86782227 49min  POST 200 25.0ms hittp fiscorekeep elastic beanstalk com/apl'game/BNEILUQE2NIBACTLIuSErS 1
fdg2cc32  49min PUT 200 121 ms hitpeiscorekeep elastic beanstalk comiapigameBNESLUQERNSSACTLIIIES Tk TacToe 1
Tca2e0st 1.4 min GET 200 140 ms http:fiscorekeep. elastic beanstalk com/apligameSNE3LUOB2ZNSEACTL i}

O62ccacd  1.7min GET 200 12.0 ms hitp:fiscorekeep elastic beanstalk com/apiigame/BNE3LUQE2NIEACTL ]
dedebeds 1.9min GET 200 9.0 ms hitp:fiscorekeep.elasticbeansialk com/apligame/BNEILUQG2NISACTL o
S24637Tec  49min PUT 200 60.0 ms nitpoistorekeep elastic Deanstalk Com/aplgame/BNE3LUQEZNSEACTL 1
Tarsbbe T 49min  POST 200 §1.0ms hitpiiscorekeep elasticbeanstalk ComMiapligame/aNe3LUQs 1

2. &#F URL RIFERERSIXR.
3. EFREERIDUETERENMERRETER,
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FRARER

Timeline Raw data
Method v Response -
GET 200
¥ Trace Map
& 80m:
1 Request
Client W
ElasticBeanstalk::Erwironment
Name Res.
v wWww ElasticBeanstalk::Environment
WWwW 200
auth -

auth.eba-cvkws4fz.us-east-1.elasticbeanstalk 200
request -

response -

PRERIB FRAT (A &R

Duration

80.1 ms

Duration

v Age v

9.4 min (2022-01-21 00:35:05 U...

avg. 50ms I'
" 2 Requests

api
ElasticBaanstalk::Environment

products
:ElasticBeanstalk:-Enwironment

2ms
1 R=queat

avg. Ams
auth

:BlasticBeanstalk:Environment

4 Requests

customers

Status  0.0ms 10ms
1 ]

G -

u - Remote: GET ... /fauth/delay/
G

v

NEHEBIERT KRN FRXENEREH, JIRFHE-NRENTER , RFBEFSHEMERIEREH

FIREE, 7B T—RE2FI K.

RRBERATE &K

61



Amazon X-Ray FERARER

CloudWatch console
Segments Timeline info [

0.0ms 10ms 20ms 30ms 40ms 50ms 60ms
L 1 1 1 1 1 ]

Name Segment status Response code Duration

¥ Scorekeep AWS::ECS::Container

Scorekeep @OK 200 58ms POST http://scorekeep-lb-12340123.1 t-2.elb. .com/api/move/EUG5J4... [4
DynamoDB ®oK 200 3ms Getltem: scorekeep-game
DynamoDB @ OK 200 3ms Getltem: scorekeep-state
DynamoDB ®@oK 200 3ms Getltem: scorekeep-game
DynamoDB ®@oK 200 3ms Getltem: scorekeep-session

X-Ray console

w Scorekeep AwWS:ElssticBeanstalk Environment
Scorekeep 200 39.0 ms = T sc

DynamoDB 200 6.0 ms

DynamoDB 200 50ms

DynamoDB 200 50 ms

DynamoDB 200 6.0 ms [+

## GameModel saveGame - 14.0 ms
DynamoDB 200 5.0 ms eep-se
DynamoDB 200 8.0 ms etem s 1

M Timeline (BtE14) MME S , ik A BAF RIR S & ARE BRI R IR IR EREE. 1% Raw
data AEFSDEMKRERNFIE 2 B F 2 BRH JSON X1,

RFIBERAT H & 62
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Traces > Details

Timeline

"puration™: @.8<499983787536621,
"Id": “1-58cB88699-5b402bcE2bofcSaTcobodade”,
"Segments”: [
{
“Document®: {
"id®: "69e25bbSbfesc1IfT,
"start_time™: 1489536656.769,
"end_time": 148953£555.814,
“trace_id": "1-58CE5650-5b45IbCE2bafCsaToRbagde",
“name”: "Scorekeep”,
“origin®: “aAWS::ElasticBeanstalk::Environment™,
"5 {
"elastic_beanstalk™: {
“version_label®: “app-9952-178314 228587,
“deployment_id": 183,
"environment_name"™: “scorekeep™

ks
"ee2™: {
"availability_zone™: “us-west-2a”,
"instance_id®: "i.acBafa&724%aShTea”
b
"wray™i
"sdk_version®: "1.8.S.beta for Java"
H
}l
“http®: {
“request™: {
"method™: "PUT™,
“client_ip™: “28%,255.255,285%,
“url®: “http://scorekeep.elasticbeanstalk.con/apl/game/ LCCEMIDN/ MATTEU2I /rules/ /TicTacToe",
“user_agent™: “Mozillafs.@ (Windows NT 6.1; WOWGS) Applewebsit/537.36 (KWTML, likeé Gecko) Chrome/55.8.2883.87 saferi/537.36",
"x_forwarded_for": true
b
“résponse”: {
"status®: 288
H
:f

“annotations®: {
“gemeid™: “MATTEU23"
b
“subsegments=: [
{
“id=: "1cfafdIessbacii®,
"start_time™: 1489536656.77,
“end_time": 1489536656.775,
"name”: "Dynamobe”,
"namespace™: “aws",
“http®: {
“response”: {
"content_length®™: 228,
“status®: ee

b
“aws=: {
“consistent_read™: false,
“table_name”: "scorekeep-game”,
“operation®: “GetItem",
“request_id®: "098513KEIOFGRGDMANNT I8F G4EVVAKQNSOSAEMVIFEEQaASUAAIG",
e tete

RFRIBERRT [H R 63
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LIRFERARNME SDK, HTTP = SQL &FiwmiEAAEBE IR , X-Ray S Amazon DK £ B3ieFz ¥ 45
B, BEUAUERAAIECRRZIFMEBIRNBRABELFIE. BENLTFOBREITHRSTIER
MEAMF 2 BSR AN BEN FO BN FR.

BERETREMAER

ERERNALFIEBEDBNEH , TUEEHFEMEE. AE MR FERKBES.
Segment details: DynamoDB

Resources Annotations Metadata Exceptions SQL

« Overview (BER) I~ & RAEXFER MM\ HE R,

- XEH “BIR ET+ERBEXRSITENBARF N X-Ray SDK fIAmazonBRNER. EHRMLt
Fr & T E@M Amazon EC2 2 Amazon ECS 4 RICEKBFE T RS AREE . Amazon Elastic
Beanstalk

« HERWIEFE RS R LEIEEM Annotations, Metadata 1 Exceptions, o BERSIXRE
B, 2HIERXERE, IBRNARESESEERAFAIESREN A FIERKMMMNES,

BETFORIFHAEGR

FEREREFTEFP  EFFEXBENEMUEEHFHAEE .

- XFEASIMBEFLHRERNFDER , Overview (BIR) B FEENENRARFAEFNIERN
RIVAES=W

. FORM “BR ‘ETFEREX DynamoDB &, HAKNREMER ID WiFAEL.

NTBEEXLFDE , Overview (818) BB FERF 2 BRNEN , LA LLREBEZBHREECATICEHN
(EETE (e

EEPRIEAEE 64
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Subsegment - # GameModel.saveGame

Overview Resources Annotations Metadata Exceptions

Subsegment ID  5075ca62460494d16
Parent ID 69e25bbSbfedc13f
Name ## GameModel.saveGame

Time

Start time 2017-03-14 17:10:56 800 (UTC)
End time 2017-03-14 17:10:56.814 (UTC)
Duration 14.0 ms

In progress False

Errors & Faults

Error False
Fauit False

FEREENFIBNRBESMBEFRHEN FORDE, BETUEFIRLERABENER , X6
T B

ERETORFAEE 65
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Subsegment - # GameModel.saveGame

Overview Resources Annotations Metadata Exceptions

{

"resources™: {
"game™: {
"id": “MBTTEU23",
"session™: "1CEKMIDN™,
"nama®: “my game",
"users®: [
"MEK1CMAL",
"5 TQS0RED"
1s
"rules”: "TicTacToe",
"start_time": 1489536653568,
“states™: [
"J15537HEI",
“HMa7PEQEH"
]

HEHREIF , NARFIEET HEREE DynamoDB BIE N GameXN KHRA. BEIFHIX RIE%E T F
2R EM putMetadata FERZIIX — 2. X-Ray SDK FXKRFF{L A JSON HIFEF T XL
LT

EATRERREN

ERAMEREXNEFREFR, RS, FIRS (L5 ) 2AREESHERGIERNRSRERIR
BRo X-Ray Bt 7T —®iERENES  ATRERED R EERRX, WAPRESMZRS FRPNEK
REImIEER, BREMILE,

TR RER 66



Amazon X-Ray FERARER
HIRIERRERL X-Ray EHAPEENRFICFKHON B RN , FRENERTESBHESEMERS R
WEE, EELR , BHARREARNBREE  URESHESRETA, AUNERREREN
[T R e R/ DB EEEERNPL,

F3

o HERFHFRENFMAER

o FiFIEZFHRIEXNSH—EFEH
o HEEFHFRIENEE

- WREXEF

« MFXEF

- FREXEF

« EFXEF

FiESFHRBAFAER

S RIS E T AR | A A BT MRS B R MR IR A R R AR R
SUFPR, BERE FHATTNBERSBEERBXNRE | BT TRRH A RENTAR
RYBEEDHRER, MBEEM X-Ray SOK FIVER , ME A LUREF BROFEE R R T4
B AT ik

(® Note

MREERS B PEFEN A ESEE AR R - R, WIEH S R ESEE RN LT
WMMEREE. N THARTIANREEFEREREGRT , FEESABMNREZT ARLTES
RENBEA , HEEERANSEZT RRESRERNEE, SZANTHARE®TESR , &
A BATE BRBR DU P S04 AR XS B ESEE |, R,

MRERNBIRFHSAETHAR , BEHAERETREZONREREE , ARPHENRER, ErNE
SHREABEENEEENBES . WNBRELBIELERTPREMECENRE , # —P R/ HiE
FHEREAREE , REF - EENFESEE,

NTEFEBREHER  2HacMNEEESERFEREAEME, MRFAENRE , BERERD | 24
ABSNREEEZASMTRANTHITAE, #EFEREHHENSEERELS .

FEEFHRENFARFE 67
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Loading 52% scanned (found 43 traces) ,ﬁ‘

n Loading traces

Scanned 52% of the selected time range (6,782 traces). Found 49 matching

fraces.

MiFiEFARAIAEA—EER

EAERAMIERERERENNEENES, S LlERARAXREREMRSERHEMET I
CloudWatch $E#%.

4 A S Amazon FIREH (ARN) 3R | FEEWBRAFER. KBS BLREABRARY
SRER AR R E AT,

BRLMERARBEFZHREANERELMN TR RIS RA.

(® Note
MRRSHEREANBRHEIR  WELEBEARRNFABESZREA , HlLRERIER.

BXRANESES  HSEREL.
TR RENEE
FEFHERERTUBE—NRRT, —N—AR=TEHE A—ME ATFLR,

keyword operator value

TRNZERFITATTERENKXBTF., fIM0, responsetime B—MNEAFXRBTF , IEHFHEXIEZ
BERFHITHR.

RHEFEREAGA—BER 68
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Example — a Rt E] K F 5 #EIER

responsetime > 5

SETLAER AND B OR EEAFRZNMRBRNAER —NEERER,

Example — E#F£261E 79 5—8 B HIiERK

duration >= 5 AND duration <= 8

HMENKRBRFINZEFREREAIERAT, IRTHFEAETHER , BEENNARFLE T MARR
BISAP , MEER error FHRAFE,

EERTHEOBNRE , IMERASRXEF service() M edge(), XLEXRBFEAFBEHIESZH
RERXMATHAETIHETR, BN THETRIFANMNTRAZBENLE, EERREGEANNE |, BALUER
id() BBUIRSE R I i% AR 55 Mt &

MIREXEF
MRKBFETNA true = false, FAXLEXRBFERSBEIRNWERER,

hmREXEF

« ok— MIRDIRZSTB R 2XX K,

« error— MRBPRBTE R 4XX FFHEIR,
* throttle— WRRST I 429 FERI %,
« fault— MRPRAST A 5XX RS EF4EIR.
- partial— FERH D BRTEE,

« inferred— 1ER E M H XER

« first— TEREBRBFIRFHE-—,

» last— TEERMEIIRTINFZE -1,

« remote— BRAREXMAERIZEMN.
root— RS RIRERMNA O [RHIRER,

HREEFEREERN true F false BB,

HREXEF 69
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WmREERF

« none —HIRXBFRE K NREARNE

| —MBRXBZRNRK , MREXNE,

e =, = FHRBFNEEFHFRtruesit TR false, IEEZEFSHMEZEFTHNITHER , B
EineA®,

Example — W RRZSJ9 2XX [E&
ok
Example — g REARAS T =2 2XX [EH
lok
Example — T RRZS R 2 2XX [EE
ok = false
Example — ERMENBEHNEEIREHRN “REFIL”
rootcause.fault.entity { last and name = "deserialize" }
Example — EEZBEBE AT 0.7 BERSZSEHN “RE NzE0 BRIWER
rootcause.responsetime.entity { remote and coverage > 0.7 and name = "traces" }

Example — EG#M 7 BRIIER , HHPRSFEE N “Amazon: DynamoDB”

rootcause.fault.service { inferred and name = traces and type = "AWS::DynamoDB" }

Example — AE N “BiEFE" N0 B ARIER

service("data-plane") {root = true and fault = true}

BERBT
EARFXRFIUEREAREMSNE, FE R RARARESHER,

BrRET 70
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FRARER

BFRET

- responsetime— BRZSES & X M0 L FT1E 2% B9 A A]
« duration— EXREN K , BEMETTEL,

« http.status— MEPRARD,

« index— TREMEFIRPWLE,

* coverage— SEARNE R A ) S AR BR 0E R A ) B+ B 0 e ASGE AR T e R B ) AR AR SR R SRR

BFRBFERATERASEETNLEREER

C ozl ARPETRRETHTME,
¢ <<= >= — XRPIFRATHTME.

Example — M RRZSF 2 200 OK
http.status != 200

Example — E#F£E6tE 7 5—8 HHER

duration >= 5 AND duration <= 8

Example — 72 3 BEV B AKIITERWER , SIEAH Tl

ok !partial duration <3

Example — % 5| KT 5 BB HIFREH

rootcause.fault.service { index > 5 }

Example — &/ —MEHBE AT 0.8 BIKERIER

rootcause.responsetime.entity { last and coverage > 0.8 }
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FRARER

FHBRRRET

EAFHEXRBFUTUAERBRGAFEEREXARNRE , HERBFERAF ID,

FREXET

« http.url— &ERMit,

« http.method— &R 5%,

« http.useragent— EHERAFPKEFRFH,

« http.clientip— BEREH IP ttbiik,

« user— RIRPEMIER EAFFERNE.

* name— RFFREN B,

- type— BREEKE,

« message— REHE.

« availabilityzone— BEHEMATRELTAXBEFENE,
 instance.id— BRERFEMD B LHEH ID FERWE,
 resource.arn— BERFEMD R ERIR ARN FERHE,

FREZENERSTREERENFNE, HITRAESISHEEE.

« =, 1= — XBFETITFETHFE,
« CONTAINS— X BFEERENZRTH,
« BEGINSWITH, ENDSWITH — XEBFLUREFZRFBFLILER.
Example — http.url X585

http.url CONTAINS "/api/game/"
ENRABREPFREEEENFZBRMAZEEE  TRECERBES
Example — P k28
EHRFAETERF ID BIRER,

He

FRHEXET
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user CONTAINS ""

Example — EFEEHERARENRE , HPIFEE RN “Auth” BIIRS
rootcause.fault.service { name = "Auth" }

Example — & F E BN ERAREARE , HBE— MRS XEE S DynamoDB
rootcause.responsetime.service { last and type = "AWS::DynamoDB" }

Example — R EEHEREAFERNVRE , ERE—1REEZRHEE “account_id: 1234567890 WYk
[B] R4

rootcause.fault.exception { last and message = "Access Denied for account_id:
1234567890"

BRAEF

EREXXBFARERSEN. LETRENIIREERER. ITRFNLET K, BAUUEE
RATRSFLET S INfMESRARER, WTER , EUUERMRE. BFRFRBEETTH
I EABERNERE,

ExxET

« annotation.key-#HFERANZERNE, IRNEATURMRE. BFIFHE , AHLETLUER
FEXEEBANLEREER, BALLFXXBFSservicesledge RBFESMEA,

- edge(source, destination) {filter}— RF#M##2RINEE, AN AFESHANTE
BT tERE E 9 B ERHRER,

« group.name / group.arn— BFATEERIANNE , BEABHIEH ARN 5|1,

* json— JSON BREFREN R, HXUEEZEF X0 JSON KENLSR |, FHSHM Amazon X-Ray
FREVERHE

« service(name) {filter}— wWHE##HRSF. AN ARESFILLEENA FRSFIEIZN 5 &
MY R R RIA R

FEARSA<EFERGTPRSHE LEET QN ERWRER,
EXRNXBFEEHAITEREREIRREEERNXER,
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EXRNRBFEEN

« none —MBRRETREF , WREXNE, MBERBFZNFRER  NHITELR/INFRE,

c | —WMRKRZEXBF , WRERR true. MBXBFAMREE  NEFTELERFIHRE,

- =, 1= — HRXBFHE.

« edge(source, destination) {filter}— BRF#M#i#z ARERE, AN AXESHILULEE
B T tiERE L 2 B ERHRER.

 annotation.key-HFE#FERBRNE, FBNETURMRE. BFRFHE , ARETLUER
FEXLERBENHRZET, BN XEFSserviceedge X BFEEFER,

* json— JSON BEAFEEN R, HXRUEEF R B JSON EEMSRE | EFSEHM Amazon X-Ray
REVEIE

FARS EFERGPRSHE LEET SNERNEER,
Example — RS T IR 8

BIEX api.example.com BAMIEREE (500 RII4EEIR),
service("api.example.com") { fault }
BRI AHEBRIRS B, MEMERGREIXNATRSHE EHNPET Ko

Example — RS T IR ES

ERFiE ENEEMNES K fault BiER,

service() { fault }
BEXRBFRTEFGEREIXNATHANT RAZBENEE,
Example — i &3 I8 88

fR%% api.example.com X backend.example.com #4178 F Y5 R E H I B IR M K Mo

edge("api.example.com", "backend.example.com") { error }

AR | EREFERSNLERBFESEARMNS —MEEFAREXNNE RPHRENSRS
Hih L,

EHREF 74
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Example — RS FME KT E =R

BERM URL LA http://api.example.com/ FXBEE /v2/ , BHEKREEEZ RN
api.example.com M RZ

http.url BEGINSWITH "http://api.example.com/" AND http.url CONTAINS "/v2/" AND !
service("api.example.com")

Example — B 55 1 0fa) Bz £ ] 33 518 25
EfRhttp urlEREBERNA A AT 2 BHEE,

http.url AND responseTime > 2

NFER , LA ERAMBannotation. keyBREMNHL , B AFEASEEXEEN W LRER
Fo

Example — T8 FRFRERNER

BRIERE N gameid , FHAHEENRN "817DL6VO",
annotation.gameid = "817DL6VO"

Example — FBERE

wHAB N se age t BSEEMER,
annotation.age

Example — KRigEF &

X BB se age t HIERMER,
lannotation.age

Example — A B FEINER

BERAVERHIRBEKRT 29,

annotation.age > 29
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Example — FBERFHLEMEES

service { annotation.request_id = "917DL6VO" }
edge { source.annotation.request_id = "916DL6VO0" }

edge { destination.annotation.request_id = "918DL6V0" }

Example — 5EAF 24

BERBERHEEhigh_response_timeBHIIRET ( HliiresponseTime > 3) , HEAFER
Alice,

group.name = "high_response_time" AND user = "alice"

Example — B R AR EEZ4H JSON

EREENRARRSEIER,

rootcause.json = #[{ "Services": [ { "Name'": "GetWeatherData'", "EntityPath": [{ "Name":
"GetWeatherData" }, { "Name': "get_temperature"” } ] }, { "Name": "GetTemperature",
"EntityPath": [ { "Name": "GetTemperature" } ] } 1 }]

id BI%L

LK service B edge XBTRMMS LM | LHEILEREHNFETANLR, BHTE
ERN L TUER id ERESHZABEE—MREXE | UKSEET A,

HEZEKFREERESNKSNRER |, FAZaccount . idRBNBRSEE - MEENIKS,

id(name: "service-name", type:'"service::type", account.id:"account-ID")

R BERS ML T QIFEZAPER id HBRABRS B,

service(id(name: "service-name", type:'"service::type")) { filter }

edge(id(name: "service-one", type:"service::type"), id(name: "service-two",
type:"service::type")) { filter }

id BEX 76
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g, Amazon LambdaB A TERSME A ERFAIAT R ; —NATEHKEA , 5 —NATF Lambda
RS, AT RNEBHER , BRETRE, HERSHIEINERXFNT LW B,

Example — BRSSIE SR
EEAE RN random-name RS LB EEZMER,
service("function-name") { error }
FHid BBECERTESA D BEBASHER |, ERRSHEIR.
Example — %8 id TIREMV AR SSL IS 28
&7 random-name. E&H AWS: :Lambda: :Function MRS FELEIZMIE R,
service(id(name: "random-name", type: "AWS::Lambda::Function")) { error }
BRAXBERT A, BETUERLEBREH.
Example — 5 id B FRF R B RS TR SR
KA AWS: :Lambda: : Function WIRESHEEIRNVER,
service(id(type: "AWS::Lambda::Function")) { error }
EE R ET mAmazon Web Services IKF |, iEIEEK S 1D,

Example — &% id HEFIK/ ID WIRFSIIEES

EHEKF, ID B ERESHFERAWS: :Lambda: : Function.

service(id(account.id: "account-id"))

5 UK R R

Amazon X-RayZ Bk P oMM | FRES BREBES N KF N ARR X ETHEE

BR. Amazon Web Services XiZEAIATTEEB R, A LF 2 WERXEKRK S FRIER. BEMIR
B, MBEENKFPRE—HF, IRETESANKFHEROZTENE. B LE X-Ray REithE
hEFEK/FRE , AT B CloudWatchiZ &l A hEFRERHE.
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https://console.amazonaws.cn/cloudwatch/
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HER AT B AT A 2 HE B TR SR B &R

- WE#HAER CloudWatch

- I5# AERH CloudWatch HEA

« Amazon X-Ray F R ERIE

 Amazon CloudWatch M AR #EH W N ARERF

BLEFEIK - AT W EE T

EFEEKSOIMEM | FRE—NRZ MAmazonSIZRKF | HFENESAPRBEKF B, KRk
F & —"1Amazon Web Services i A LEERKFF ERN TN EBBEHS2REHNH O RIEKF
=18 W Amazon Web Services Ik~ EFr @ & 89 & R4 K AT WU BN A

FRK B Rk A ZEH AN REE, REAENREKFEFESSEMNEERKF . WRIRKS
B —NEEKFWREREARARRTN, KX HAMEIEK SRR A ZFEEN BN KIFEKF U
., BXESZEER | 2 Amazon X-RayENFIL Di# CloudWatch EHT.

EE ISR IK P AR K P o2 B 8 2 853E | B CloudWatch #2#] A=A APl A #92 %1 Observability
Access Manager i85, Amazon CLIEXEZEE , i§ZHCloudWatch BIK = AT M 1,

(@ Note

X-Ray BERZ#E W Amazon Web Services Ik it R it 5%, MREHFREBZ IR Amazon
Web Services IKF7 , MISNKFHKEFK—FEMPWRE , HEAMBRERLEZHBEIR

IR ID. ETHMEXBEKFAMEMEENNESER , B EAmazon X-Ray# F#iL 5 i#h
CloudWatch E#ts

ERBEKS RER

SRS RERE SESRREKS S, BOKREKSRXERTZBEKFHABRE, UTEHTRREERER
BRI H BT F L S# CloudWatch 2% &, ERFHERMERERNE L , BEKFHERERER L
)8

[l el I Last updated now

5m 15m  30m 1Th  3h  6h Custom C v Y Map view List view
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AR S5 3 B

£ CloudWatch &l &5 , NEN S B KK X-Ray traces TIERRE A, BRIAMBERT , RSME
SRMEEKF RAREOMERKFOTR , MRERKFASHTR. ERSHELE | EBE LA
WIIIREE , AR, TRIIRFERSHE, NAKFFESE , SH0MERETEERIKS R
STHTRFETRAEE,

Y Filters o Q Filter by X-Ray group + Q  Select a node

Y Filters X

Accounts

Select accounts v

Monitoring account X
1234567890123

Clear all

Map layout
@ show nodes with no filters
applied.

O TestLambda
Lambda Function

BERST RN, TREAFEERERFESZRSHIKS ID MR,

v TestLambda ‘ View logs [4 H View traces H Analyze traces [4 H View dashboard

Lambda Function Account: Monitoring account (1234567890123)

Metrics Alerts Response time distribution

ERSRHENA LA  EARJIRABUAERRST RAIKR. BSTRIIRSER B EEZKS RS UK
FIBEEEERRIKS . N\ TR MESRPEETR , BEKSRERKS ID fET QIR

EEBKSRE 79
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Nodes (2)
Q, Account id =| X
Use: "Accountid ="
Alarms Vv Latency (avg) ¥ Faults (5xx) ¥
Values
A1 13ms 0.00/min

Account id = 461265027466

R

B MK T FF CloudWatch ##l& , RAEEENSM B KK X-Ray traces TIEFRER , A&
EEZAMNKFHNREREESE. St UENE X-Ray S ervice 1 AP ER— N R, RENT RIFEME
BEERPEEREFREKITIFLLITE,

Trac es WEXFHEKS ID #HITEW. B, BEWAES N HSNIKST ID EH, AT REEHRD
B, ID X Y RYIRER

service(id(account.id:"X")) OR service(id(account.id:"Y"))

Traces Info 5m 15m  30m 1h  3h  6h Custom

Q Filter by X-Ray group service(idCaccount.id: "1234567890123"))

m ® 5 traces retrieved

BKFAENER. MNIRFEFE-IRSNKS , REEE FMEIER

¥ Query refiners

Refine query by | Account v 1 selected Add to query

Select rows to filter traces

Q 1
Account name and ID v
Monitoring account (1234567890123)

EEBKSRE 80
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BB#E

M BRER TUEEEAY “BRER FIRPHTIER , AUTEFRENFAGSE. FETEBRFAREE , 28
EBEREE  HhESREEERMBYNFIEKSHRS TR ERFENRS T QUESEX MK
o

40 55 B5F 1) i 6 0 S S BT 18] i P N X B O Tl PR i R4S B

VY Testtambda AWS::Lambda::Function Monitoring account (1234567890123)

| TestLambda ®@ok = 28ms
Invocation ®@ oK - 1ms
Overhead ®@ok - 8ms

RERS IS HY N R

Amazon X-RayX #{£ A Amazon SQS MR ERE4IXzh #Y B A2 FAmazon Lambda, £
CloudWatch ###| & EE S MERTE Amazon SQS FHRAHH— N4 Lambda BE4ALE W E N
o KRB LIFEBEEMBWIRIRS B EEETIR B T Lambda EAET SBVIRER , NTIZENARE
I end-to-end #E,

(@ Note

BMNERRRZ A RS 20 RPE , M—REFERZSATUEE 100 KK, ERLEER
T, A MRIRTRASHESEABREXHAD , NTTARESHRETTE. 6,
HER T RERR Lambda BBE —RARAHEBASIREZ A SQS HER , ReaREXP
BR. WMREBEFIE , AR X-Ray SDK B FE, BXESZERE , BSHEAT
Java, Node.js. Python, Go = .NET # X-Ray SDK.

RS it R E B s L

fFACloudWatchiZ | & P RSME THEE RS R , HPESERBEEERSSNIRIERGERE | X&
REREE DR H Lambda HBREMRLER, XEHBEUREZBIEET , BTiEE Amazon SQS T2 M T
% Lambda ERAET K.
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https://github.com/aws/aws-xray-sdk-dotnet#oversampling-mitigation
https://console.amazonaws.cn/cloudwatch/

Amazon X-Ray FERARER

O ProducerFunction O https://...MySQSQueue
SQS Queue

O ConsumerFunction
Lambda Context

BEEELUVGAERRENEHFRELE , ZEFELSH T HRERIEHAFRNTHHER. BRK
IEHHLKITEFR,

v Edge details

Source: https://sqs.us-east-1.amazonaws.com/1234567890123/MySQSQueue Destination: ConsumerFunction

Received event age distribution
The time taken for data to be retrieved from an asynchronous system.

2% ‘[\

0%
0 20s 40s 1.0m 1.3m 1.7m 2.0m
Duration

HFHER
EFEMNEHEERE. Amazon SQS BAFIE; Lambda & XXM REFFMEE

1. FARSREEREEAERKEE. Amazon SQS & Lambda A& M.

2. MNTRFAGEBERPEREFRFICKUETRIFIIR, B AEESHE CloudWatch 1%l
A Traces THo.

3. MIIRFBEFHBREFMAEE , TARAREE, AFMEREREZERREN —Ho8 , BEEFAESR
HHSER—FHEE.

CloudWatch Traces Trace 1-4368449e-afb1eac1c8de3d4c027ec436

Trace 1-6368449e-afb1eac1c8de3d4c027ec436 Info

HHRER 82
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BRI E TR M AT HE R LR T ENER  SREFBOEEETSRERUANES. MR
LENEEMBREET SN ER TIHEER |, W EH S TS RERA T O HEREX | FERER
BERZEE,

2. Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436 3. Linked traces. Id: 1-63684¢
@ @ _______________ >@>—’®4" _____________ -’®
O HellowWorldFunction O https://...MySQSQueue
5QS Queue O ConsumerFunction O ConsumerFunction Ohttps://...MySQSQueue2 O ConsumerFunction2
Lambda Context Lambda Function SQS Queue Lambda Context

Select trace

HEEREETE , ERERXERNEEH , 2F DN TREENER, MRS LERTFEEN
BE, WEZEREXRFAGE. BEEF—AREPRLTERERENTRFARFE , BRUT AR
B—REK,

Segments Timeline info

0.0ms 20ms 40ms 60ms 80ms 100ms
Name Segment status Response code Duration : : : : : :
» 1. Linked trace. 2x batch
W 2. Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436
¥ ConsumerFunction AWS:Lambda
ConsumerFunction ® ok 200 167ms
¥ ConsumerFunction AWS::Lambda::Function
ConsumerFunction @ oK - 160ms
Invocation ® oK - 159ms
lambda_function.la... ® ok - 40ms
SQS @ OK 200 40ms SendMessage: https://sgs.us-east-1.amaz
Overhead ® ok - oms
¥ SQS AWS:SQS::Queue
SQsS @ oK 200 40ms SendMessage: https://sgs.us-east-1.amaz

QueueTime ® ok - 40ms

» 3. Linked trace. Id: 1-4368449e-38dd979cba3833b657057436

£ — H EE R AV R PR 3R — R BT
B @ RN RTREN ENNE  UEER AT RET.
1. BRERE LEERT T INBENT. FERREFX.

T — A BERA BT IR — KRBT 83
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Traces (2)

Q. Start typing to filter trace list

ID v Trace status v Timestamp v Response code Vv
(o] ...3fd6e9600d58fea82597e9af @ OK 11.7min (2022-11-06 15:34:54) 200
@) ..223d41cc17bae4a5394423a0 ®oK 11.7min (2022-11-06 15:34:54) 200

2. EFENMFAGE , TEPEFTFHAER.
3. &E HUHERER nEEBAESENL,

2, Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436

O https://...MySQSQueue O ConsumerFunction O ConsumerFunction Ohttps://...MySQSQueue2
SQS Queue Lambda Context Lambda Function SQS Queue

‘ X Cancel trace selection ‘

FRMERERHE
LB FEAmazon X-RayfR 55t B FIE R —NT R=ilet , X-Ray #EHEQXE R —MNERS HERE,
HEIR

HER RIEFRMNITHRBI TR AR, EFEERIERSH, BN x HERSENE , yHERES
MNMEESRICEIERE D .

7

ZEFEERBRSESE 300 ms WEAINTERASZSHER, /I EI2ERANZE2Y , M—LERE

BT EZETE.
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::w.a—|||

!
15%—|i|
10% |

5% |

0% ‘k\_f‘ W

BRESEARER
RS EREMLSESERE T ARS REREBEENEEN TR TR,

« BHEIRBEERS TR, X-Ray ERBSALEBERNELE, EERRFICRNVIER , TR
SMERE 2B EMREER

- BYREEFNRS 2 BUENEFRETARBEKER KL, X-Ray 277 FiERSFLERNKE
BFRENBFERVELDE, ERERBFICKMNIER , BEBEFINRS Z BB MEERLTR,

EMBRBRSEAGEERELSE , EUUERFEEESBRTASHERANE, TUFXEREEN
NEFEFNSEREE , FRETUEREREXENRENAERE T LB,

EERREEMENRE , BEEFE LEFE-MNEE, RHEFHEENNVE  RAENEOH KD ,
RHE R—NMESFEREFEFZMAFHEREE.

BRERESHFAER 85
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Service details £

Name: Scorekeep
Type: AWS: ElasticBeanstalk::Environment
Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

Foom
20% —
15% — {3
10% —
5% —
:]% F_—_ d-l o Fa N T e b o T - ]
a 1.0s 2.0s 3.0s

Duration

EFRSEEE , A LLUERE Zoom , REFZE D HWES B HALRAER.
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Service details £

Name: Scorekeep

Type: AWS: ElasticBeanstalk::Environment

Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

Reset
0.3% — !l
0.2% —
0.10% —
0% T I I 1
2.0= 2.8= 3.0=
Dwration

Response status

Choose one or more colors to add response status to the filter
when viewing traces.

Bl 0K 100% Error: 0%

Bl F=ult 0% Il Throttle: 0%

FERIRENBMNBHXEG , %#F View traces.

£ X-Ray

Amazon X-Ray#F£&E 5 AT 8K - PV IR R |, URBINARFPHNEIRE, AHERESTMATEE
B, E2RIBERSD , BREABHRIREYE , EFRBASIER, BETRE  HTHN

- BENARFFHRBEREEWBE, RBENBRREURMEXREE, Insights 1RAELHYRIME 5 7 £ EE
BIS HE BN = BN TR

- FEENBENER , AIBSRETCRERERN, AL E% , Insights JBH 7] LSRR/ U5 15 8 21k 7
R RERK EventBridge, XF &R FE BB IRBEEHN ™ EM B3I KIE B FHRHHER,
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X-Ray 24| & AR5 RSB P FEFEZS4T K. EEFInsightsightsightsightsightsight &3k a] LA
BEMNEN S EEHIER Insights SKREF F ik WL #E,

products x @ @ Q l @ Maplegend @  Service details

Mame: products
Type: AWS::DynamoDB::Table

The incident lasted for 10 minutes. Overall, 47% of the client
requests were impacted and 6% of the requests to products

= Insight
- [AWS::DynamoDB::Table] had issues.
[insight N Jul 27th 2020, 19:11
Nk View full Insight

products
AWS::DynamoDa::Tabla Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when
viewing traces.

ED%—‘

‘l[ﬁo—‘

products
AWS:EiasticBeanstalic:Envionment
20% |

0% N ? 7 J
0 108 208 308
Duration

X-Ray EREFMEFH — N HZ AT RFRNMNBRERSFERE N, ZRFEARITEEX
NN ARFARSHMHABER, ARG+ , BFE 2K BN WERWIEINAmazon Elastic
Beanstalk. Elastic Beanstalk lRZ 2327 7 %X API AAER , S®TETRHEIRE,

£ X-Ray ###H AP ERAEED

SRR BRI A G EA RS AR, EASUM B TESR AL,

1. 3TFF X-Ray ##lA.

2. RRIEHAREL IR CIERFA" ROUBEFEFA , RAFIEE “B A Insights”s HXTE X-Ray
HEPEREANESEE  BEHRAREL,

3. EEMKNSMERESD , &R Insights , RBEREEFMInsights.

From 2021-01-18 20:00 | [ To 2021-01-20 11:00 | [ Group Default - State All - | e
Description Duration Root cause service Anomalous services Group Start time -
Overall, 30% of the client requests failed 2 minutes 58 api wWww Default Jan 19th 2021, 19:02
due to faults and 19% of the requests to seconds (AWS::ElasticBeanstalk::Envir... (AWS::ElasticBeanstalk::Envir...
api (AWS::ElasticBeanstalk::Environment) api
failed due to faults. (AWS::ElasticBeanstalk::Envir..
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https://console.amazonaws.cn/xray/home#

Amazon X-Ray FERARER

® Note

X-Ray £ GetInsightSummaries Getlnsight GetinsightEvents, . # GetInsightimpactGraph
API BREEMIL PR ZHIE. EEENM , BHEA AWSXrayReadOnlyAccess IAM & RAE DK
[EEH 1AM BRI T B E UK

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"xray:GetInsightSummaries",
"xray:GetInsight",
"xray:GetInsightEvents",
"xray:GetInsightImpactGraph"

1,

"Resource": [

nin

]

BXEZELR , 5550 Amazon X-Ray #{T 5 IAM thHE T 4E,

Enable Insig

FERANFEAN , SAENBREHLIRBA , Sl FEANeIE, REEREHRSKF. FFLA
B S EventBridge EHEBUX LB , HEAZKGMNIKINITEI SNS EH, Lambda i

. [ SQS B\FI % %58 B 4E{T B #5 EventBridge X2 KR, Insights BHAFRHEARE H A H
Insights , {EREERIE. BXBRNEZEER | i55H Amazon Targ EventBridge etso

BRI DNBEATTENMERBER T RENEAS A LFE,
Enable X-Ray 48 Y& %1

1. 3TFF X-Ray ##lA.

Enable Insig 89


https://docs.amazonaws.cn/eventbridge/latest/userguide/eventbridge-targets.html
https://console.amazonaws.cn/xray/home#

Amazon X-Ray FERARER

2. EEINARASESERUEFARUEMBEL  BREP SALE K RARER EHABA. B
K X-Ray BHIEFRELANESER , BTEHAEEL.

BB & # EventBridge 4N

1. FTF LS EventBridge #2# A&
SMEBIEMN SR A, RFEEF IR,
NAN R A2 FRA R

EE BHER ARER ‘BENER", BHEE"source": [ "aws.xray" 1HHE
X "detail-type": [ "AWS X-Ray Insight Update" J]. AT RAIBEER K —LRHEl,

«  [EEKRE X-Ray RENFBEASHHNEHESN

> w0 Dd

{

"source": [ "aws.xray" ],
"detail-type": [ "AWS X-Ray Insight Update" ]
}

ChEiEEstateMNEHE N category :

{
"source": [ "aws.xray" ],
"detail-type": [ "AWS X-Ray Insight Update" ],
"detail": {
"State": [ "ACTIVE" ],
"Category": [ "FAULT" ]

5. ERHEELSSH/FE AN EEAMNEIR.
6. ("i&E ) BREFZUFEE A IRBIFIEZF AN,
7. %3E Create (B8IE ),
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® Note
X-Ray Insights B NEH4 A ET % EventBridge , M G#H BRI A X BEFEENSR
tH, BXEZELR , 519 Amazon X-Ray R HRIE R

NN BRI EE = xR

fr4?
fr4 7
fr4 7

fil @D
N

fim
~N

FRERSWBOETRTEBIURSHEIXR , 5B TEHHRRERNTN, HEHERESEROREL
MEENTHE  RECRHREERETITHNHERE. AENGENEH S4 EO0T0L, F
HfrE OM X-Ray MERIEIRZ N FEINTT R , AEREESHRFELFE,

UTREIERT SBEHAHREREM

products (AWS::DynamoDB::Table) of Default group

Overview Inspect

The incident lasted for 5 minutes. Overall, 43% of the client requests were impacted and 5% of the requests to products (AWS::DynamoDB::Table) had Analyze insight |~
issues.

Root cause service products(AWS::DynamoDB::Table) State Start time  Jul 30th 2020, 21:37
Anomaly products(AWS::ElasticBeanstalk::Environment) Group Default End time Jul 30th 2020, 21:43
Impact 0.52% reguest to products(AWS::DynamoDB::Table)
i i 5 minutes 58 seconds
40.79% of total client request Categories (ZD) Duration :
Anomalous services
products (AWS::ElasticBeanstalk::Environment)
: Insight start time | Insight end time Incident window Prediction

g

500 ! 1
400 !‘___-____
a00 { ,/\/l 3\
/ il 1 \
200 /
/ I
1

21:20:00 21:25:00 21:30:00 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00

BEARERBSERTUNETREARRARSMI LR ENRS HLE, STUBSEERAERRBES
L ANRBERREBRRZZBH TR, REAFRRRS R X-Ray RARENRZH THETR. ©AHR

EESIPS 5
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RAERMNIHRS , A URRENRSERANKEFRBRANATERS. Sl WREERAMNE
{t#IAmazon SDK & F %8 Amazon DynamoDB , N3k B DynamoDB K48z I8 N4 S BIRATLA
DynamoDB A A&RRA,

EH—SREREARER , FEBRLAREER LER EERARRFMAER". BUUER ‘24" NH
RERKREREMEXES. EXEZEER , H5H 5 Analytics &3 H,
Root cause

View root cause details (' @ '@- Q | @, Maplegend @

BEEHE EFENRETEREEISAMATAASESHRE, IRER—ERESREERNWARS ,
ZREEFIRHE, XRBESMFART INEE. TRERETENARNESERNRAIR, LEKRR
REFEATRENBESLEITEN . 8E, HiR. TRAEER,

Impact

Client requests impact for Default group
: Insight start tme | Insight end time Incident window

100 %
80%
60 %
40%
20%

0%
21:20:00 21:25:00 21:30:00 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00

LRBIERTEHRESE , BT IHNBENTLBEEFEMN. THERSPHEAHTERSER
Vi 6 1R B9 38 D0 AE X B

RR D ITEE FE—NE OB ITH X-Ray Analytics 12414 |, BRI EEFRARRSBUIEMN —A
B, BXEZER , 551 5 Analytics BH AR EH,

ig 3 A0

Amazon X-Ray# EFEFENRIBFTEKNEM , LUHEANERALBEFBHNN -9, HEFMHS
EERM

« X X-Ray A&

TAE R 92
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- NRARRERS K

XFEMEUR T L ENRRNABRSBERNWBERNED L. ZIMZRITAFEREBCHIEE
BRESHRIBNTEHNLER, BRTABEHI | XHZEEATER R AERN -0 RE,

E5 BEMIBR

Amazon X-Rayinsights AJERRZMNMERS 2 BN EE R B, ©EAREQNKEEE RBAR A R X8 iR
%S, BEHMEXBRSREHTHENREAREMRALRETH , HEERERNE—LEF,

EENENHE

X-Ray 2 EHMEFMTENSE  EXFRESIER , ANESHEENPRAZTECKAEA , ZBEAT
NS5 EventBridge EHRIE, XELEBEYRENTERE , UBERBE-—RNBNRET
EHNTY , ARBCESHNER |, fl0E XS FH4HER SBRRSER EventBridge,

BALE “BE REN TRNER PEESHESG. RABERT  NE#M2ERZZEERE KK R
5, BERERHEMARS I,

products of Default group

Overview Inspect

You can use this section to investigate the progress of the insight by choosing an event on the timeline, and then viewing the impact and the corresponding incident graph.

Impact timeline (5 Events) Details for Jul 30th 2020, 21:42

. P .
O Jul 30th 2020, 21:43 6% of the requests to products are now having issues.

40.66%
B.27% ¥ Since the start of the incident, 43% of the client requests were impacted and 5% of the requests to products
(AWS::DynamoDB::Table) had issues.

Client impact has decreased; 49% of the client requests are now impacted.

@ Insight is closed

Analyze event |+ Map time range : 2020-07-30T21:37:00~2020-07-30T21:42:00
@ Jul 30th 2020, 21:42
48.93% ® © q | @ Maplegend ©
9.44% v soorsly_ay
I ‘ . [ 2..;(4.? . ) \; :/
products Nl sroducts

Chent

' Jul 30th 2020, 21:39

58.37%
11.32% +*
0.87% e
0.29% +
nradirte

EEFSEHNRSHENER , ENEENEHPRTER. RSHRERTENNARFPIEHE
WE RS, ERWEOMT , BRETR T PET QAA T inay S E &,

ERENBOHERE 93



Amazon X-Ray FERARER

Impact analysis
Choose a node in the event map or choose a service from the list to view its statistical data over time.
products (AWS::ElasticBeanstalk::Envir... +

:Insightstantime Insight end time | Event time reported Event window Prediction

e

A\

= NSNS S jia—

21:20:00 21:25:00 213000 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00

@ I Fault Error I Throttle Il Ok

EFRAMBEEHPSRNERER , BE RE ﬁﬁtiﬁ# “DIFEH, EBAILUEER Analytics EE
{LIRERFIRHRINZEMWAF, EXEZEER , HSHS Analytics BHIAERE

5 Analytics ##H &R E

Amazon X-Ray Analytics #ZHlER— 1M REXNITE , ATHRREEE , MRETHENKAEFKX
HEERZHEZTER. EEZEHE , BB RE X MR EERAMEEFYIERRER, 25
B ith & R R ER

S Analytics 2% & I TIARE |, B S WETRIESFAAF R RATE RERRATIE T, ETETE
T EYREEXBRNVERNFRNERMENR , £R-EREEHNTHIEFGABIOEINEESE.

e

- EEIAIhEE

o W 5 B ] 0 B

- NEFSIES

- ITERERH

- ERFER EMEHE

o T TE 5 R A R A ]

- BEMENRERBABHRER

- BEEFEPERPXBKNAMETE
- WREETRIFRAER H IR ER

- BERBMBHNBREREHAEEHFHAESR
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FRARER

%5 Ihee

X-Ray Analytics 2%l & £ A TR BUREN REREHTHAH, ik, LRME,

Groups (4H)

Retrieved traces (¥ & #Y IR ER)

Show in charts (& 7~ 7E B & H/Hide from charts

UNSE L FE))

Filtered trace set A (FFiLRERE A)

Refine (41t)

DU

DREERE RN Default, EERRRNA |
BMNEERERSIAERZEZAMNELEDERET
EMNE, ETHREXRANESER , BSRNER
MEREREHESFER.

MINBER T |, Analytics 2] & BRIFFTIEE PR
PARERERER, RRNBERRETESS
AV B BRER, S8 W] LAFE It 4 P R B R BR 1T 2K
MR T EBREMNTHFEREN T AN ER
B RAVRER

—ANFR, BTN BRRARERLEBRESINA,
EX REMES IR R4 LR SA MK
& , #&%4® Show in charts (E REREKS), E
MERAREREME |, iFi%#EF Hide from charts
(MBI FRFBRHE).

BISEREMREHRE , NAMRESRNIHILE
WIREREE A BIEEVME, NANIERSE , BEl
ERPITEEANPTHENRRETLNE 2
kb, TEEFRHENIRZIEFT F Filtered trace set
A (FEEERERER A) BN |, AT SO E M L8NS
H Al BR o

LEERBRENAIRERE A NBEZHEFS
RRORESE. ALERRNVNBRESESBFRE
£ A BIRIASARIFTATE EA R RN T
. CREMNRIRN TFEEREPAERERNX
¥ 1%

ZH &R

95


https://docs.amazonaws.cn/xray/latest/devguide/xray-console-filters.html#groups
https://docs.amazonaws.cn/xray/latest/devguide/xray-console-filters.html#groups

Amazon X-Ray

FRARER

Filtered trace set B (/iR EREE B)

Response time root cause entity paths (M 5z 8

[ AR 2N R (R 3K A B 4% )

0 )57 A+t 8] 40 i

X-Ray Analytics ZHl &£ NA N EER KRB EE TR EIE

DU

SI2et , TIREWIRERE B RETIRRERE A
WEIAR, ELERXANRERE , FEREHOS
IEEREIN | X LRI A TRERSE B, MIRER
£ ARETE, MAMERSZHRE , TAELF
HBATTEEARENBEURRBER LSRR
BB D, MEKHEERNRZET R Filtered
trace set B (ML IREREE B) BiMb P |, th A LU H
MR TS A BR o

IEFAYKARERRER, X-Ray HEIE IR R PREE
BRBEE TS BEANE, HRIERFTERIHE
HHRREN , FRREMNNRERARR. €A
IX L5 4T SR 75 158 2 A 14 B ey R Bt [ R, B RB
API BE X BA RRE ML SF4MRMBIENES
R FERARRMNARERRD M.

FRIRE A M B #4 TIEFPRSE R INE R
KPS, HEIITHRERSE A MBRKREB 2
B EREE 2 LER.

NTHNABTREBXRENERN RO, ARBAEXNMRERXERRNERAR,

LTREBENRALREXBKNAE (NEFJIEEAHRNEERER)

- ZAPHNARBRE-IRE

- RRIWEL — BE

- MIREHNRERE A — &8
- TIRENRREB — K&

e Rz B [B) 20 0 B (B PR BUSE B . ASTY

W] 32 B 1) 7 R
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Example — 1 57 B 8] 53 46

M ESEE—NMNEEX , BTETRAEMN B ANRERE, 2 HHE3h LTI Rt E 2 & 1T
®E, XEHISEMRAERNATERERN TERESE |, RBFAE—1NE R responseTime K5
pri- LN

Response time distribution @
Click and drag to filter the traces by response time.

p50 p90 p95
' '

2 : —
1.5K g ' n
® ‘ .
Do
500 ) b
‘ .
‘ .

500ms 1.0s 15s 20s 2.5s

B 18] /7 31 5& 30

NEFIESRRE RAENRRNRIZBE. ARERRRBNNEIENEBEHE. E3F5THH
B EREREER , MR TAERRNRREBES,

Example — B8] = 55& 3h

BEAEHAENEFIEIRRAFITIERE, XLHMSERBSEE NN FMERERN TERERE | &
BMBIBR—/1NE R timerange MIIHIE SR A,

Time series activity @
Click and drag to filter the traces by time.

N i i 1 uEE 8

05:07:00 PM 05:08:00 PM 05:09:00 PM 05:10:00 PM 05:11:00 PM 05:12:00 PM

TERERA

BTFRABIERT X-Ray Analytics ZH ENERLRASG, SNROIVERESSEREN— MR, XL
ROMER —NAEBBEANFEEHFETER. FESRNMBTNAERASTRAIFENTR , LUk
5 Analytics ZEHERXENAFERLERENR, BEEARE/EERE , SR TUAES BB RERR
HHAEE  UEERMARBELE T RSHNRRET.

ERSER ENEHRE

B EERBERDAASERIEENLEEZASIMNTRIETHE , NMERTRNETRR, HEET
KREBIIENED AR , XER—1MHE. €A X-Ray 26 &N E#TRE,

B 8 7 3153 3 97
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BXRNARERSHENESEE , FEREERSHE,

avg. 34ms

0.06 t/min

avg. 22ms

scorekeep-user
DynamoDB::Table 0.3 vmin

scorekeep-session
DynamoDB::Table

avg. 412ms
06 t/min

Client Scorekeep scorekeep-game
ElasticBeanstalk::Environment . DynamoDB::Table
avg. 988ms
0.03 t/min scorekeep-state
DynamoDB::Table
SNS

T8 XE 155 M W) 3 i [

AR R 2R , BRI UMNESEENNE, B EESEENNE , BRTHANEIRETLE
# o, BLERATARBER , RSN,

SR HAENE , X-Ray QEBEHBRIER, BEFGSUREAZHEXERELRETE, W
 , EA LR & 2 B A A R I R X A E R IE R EE &4

T T 5 e 1) 7 Y /] 98
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I All traces in the group @ 5.2K traces in the group. Show in charts @

Retrieved traces @ Filtered trace set A ©@
5.2K traces 4590 traces (87.66% of retrieved traces.)
Filters: responsetime @ Refine

Response time distribution @
Click and drag to filter the traces by response time.

PS5
1.5K '
1K )

BEEMBIRERERBAYRER

R MERBERT AN ERREIATERERNNRE, BY£E HTTP STATUS CODE (HTTP RE&K
1) RAPMIT , BALBEDX TEREECIRTREESRSE, HlU, EAUEBTRSKB N 500 HAHR
BRo XRHEREEFHPEE—IEN http. status WIHIEFRHFRL,

EETFHERERPRBNARTR

BEAF. URL, MRIATEEAREASHEMTE LHE LIS RS, Sl , EIARIERESR
B3 500 WERERSE , iEM USERS RHEF—1T. X2SHEREREFLHP~=ERNFERHER
X : http.status ( MMBIEEE ) M user,

B EB T RPRENF A RER
EREASRE POST BRHTHE , UERHMERNXEK., NALHE-—MFLR4E. BB

M Rz AE) D BRIV IEL TE L. RIE , 18R Compare (LEER). ¥ , XA RIRE A SI2FIEZNE
Ko

EHE  FENENATRES B NHNHEERMHE, XE-IMESHZERT. UTRIBREES
NEeHenRERSTRERNIT.

ERERERERSKBHRE 99
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I All traces in the group @ 7 5K traces in the group. Show in chars @ Complete 100% scanned {found 8K traces)

BK traces 7611 traces (94.88% of retrieved traces.) 953 traces (11.88% o

Filters: responsetime Filters: timerange ©

| Retrieved traces @ | Filtered trace set A @ Filtered trace setB @
3 1 4 { retri of retriev

Response time distribution @
Click and drag to fiter the traces by response time.

A

Time series activity @

Click and drag to filter the traces by time. i
| e SR —
H DN EaN [ O O

BERMNBHREAEEHFAREE

HIEFEREHARERMREDEEN , ERXRTANRRIREEEBEFE N, RERIIRGEX
URL. USER (FF) #1 STATUS CODE (IRESRB) WEEREHIERE—IHNEY, UEEZNE , &
Mt FRFPIEFE—1T , UITHARENFAGEREAHEEENREMNRBEIE.

BoE A

HARABEZFHREIAENNRIFNES, BUUFERAFAEREMRSARARERT D
CloudWatchigE#r. & A LAfEAAmazon X-Ray#Z#l A X-Ray APl RN RSCIBZMEEREFH, NE
BHERMFAIEA X-Ray BFIAQIEMERA, BXUAER X-Ray AP EEFHEMNER , BSR4,

BRI A RS A, BRI TMEIBERE. IRBAR , ZBHARFENREREHNERE =1 NEN
BHATHUXRES : RSHE, BEMDH.

Default ¥ |/ Q, Enter service name, anno
Q, Enter a group name

Default

faults

Create group

Learn more &

AR HE LM Amazon BIRA (ARN) #RiR |, AEEMEFARER, RFFHLBEATREXN
RERF MR FE TN, AXRUMERREFHFREXANESELR  BEREATREREREL,

BEBRMNBHREAEFEFAES 100
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FRARER

pu]

EHANBRERZHREXNTRERCIERZNHEE. EFRNEATEERRE, XURKXSBFIEREAN

BHE. ERRXTER , EMERIAF IR -NHOE.

® Note

ES ]

BUAERRINCEBERARNDEERBIT R, EXESEE
.

- BRIEHA

- RE-IE4E

- "E—E

- HERA

- EIS#PEFERFARER CloudWatch

tlEA

(® Note

Mz , BALUMNL S #CloudWatchiZ il & R ELE X-Ray B4, S AL FE A X-Ray 2

Ao

CloudWatch console

1.

o M b

E3FAmazon Web Services Management Console &3 https://console.aws.amazon.com/
cloudwatch/ 3T FFCloudWatchiZ &l & .

RN SMERPRIRE.
£ X-Ray BEREBHY “H” TiEF “EFRE
HRASIR EFERFCIREFA,

#Z 1 Amazon X-Ray E

£ Create (BI24 ) AL , MALNER. AEMNRZIAEIE N2INFEH , HEEBEFIHK

FFERF. AEMX P KNE,

geilf=2%|
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6.

9.

BMA—NEEZFHRER. BRNAHERERGREINNESEE , FSREATEERE
o EUTRAIF , ZATRIERB RS MWapi. example . comtFEBRER LA K Wa R A E] K F &
TFTEMHERSER,

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5
7 Insights 7, BARZEAFAEANAFEFENR. EXNBHNESEE , 28 £4 X-Ray,
Enable insights

Enable notifications
Deliver insight events using Amazon EventBridge.

HEARER |, EEFNFFZ UM ARERS , WA AREE, HERFEFEFME R
X, MERLAEM -1, EWBRERE , BESMIETHEE, BXNENESER | FF5
59 3 X-Ray AN A RIMIRE,

Key Value - optional
Q Q
Remove
EEIESA,

X-Ray console

1.

& FAmazon Web Services Management Console}#TF X-Ray ##|& , Wit} https://
console.aws.amazon.com/xray/home.,

MNEMSHERH “BA” TESIMNATE-—TENBFAX 2RI Q2HE TH : RFit
M. BERMND .

£ Create (R4 ) MAL , MALANEN. dEMRZTEIE N2 IMNFH , HETEFIHK
FFEF. HEMX D KNE,

BA—NEERHRER, AXROMAHERERGRAIANESEE , BSAEADERERE
Ro T RHIF , ZARERBRSMWapi.example. comiR FERER AR MAIAT B A FH&E
TRVHIRSFER,

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

geilf=2%|
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5. % Insights F , BASEAFANNBEHTENER. BEXABNEZEE , HSH £H X-Ray.

Enable Insights |«

Enable Notifications v Deliver insight events using Amazon EventBridge. Learn more about Data Protection in EventBridge. Learn more (4

6. EMZNEMFNALENFEE, MR , 2ERA-—IHFITHERAS ML, @
VM-, ERERIFE , FERENTRELEER. BXINENESER , F5H 7 X-Ray
REEF N FEFINRE,

application game X

stage prod b

7. EEBIEA,

FRiE A

CloudWatch console

1. & FAmazon Web Services Management Console &3 https://console.aws.amazon.com/
cloudwatch/ #T FF CloudWatchiZ &l & .

2. M X-Ray BERTHSMERPHITUATRE— :

« BRS

.
3. & “f X-Ray i’ BIRERFHALS. NELEFNEESRET( , CERARREY
stk Rk

X-Ray console

1.  &3FAmazon Web Services Management Console 3T 7 X-Ray ##1& , Wit # https://
console.aws.amazon.com/xray/home,

2. NEMBERFHIFUATREZ - :

. RS
. B

RERFA 103
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o 4 \*ﬁ

3. HEEARHBE L  RBEEEHDCENEAthe section called “BI2E4H”, TELE RHNBIESX
A3t , A PIEENTRERER,

e — A

CloudWatch console
1. & FAmazon Web Services Management Console &3 https://console.aws.amazon.com/
cloudwatch/ T FF CloudWatchiZ#l & .
EREMNSHMERFHIRE,
£ X-Ray BRIBOH “H” TEF “BEFRE .
M B BB ERE—ANEE | ARERE “RE

REZBTEZEGEHA , BUUEHRKEREN. AXNMAMNBKIERGRERMN

BZER , BEREATESERER. EUTROIG |, BFEMRIERBRFSHEIRE
¥Rapi.example.com , EFiER URL it @Eexample/game , iR E9 I R AE] K FREF
FE®,

o A 0N

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5
6. 7 Insights F , BASEAFANNFEHENER. BXABNEZEE , HSH £H X-Ray.
Enable insights

Enable notifications
Deliver insight events using Amazon EventBridge.

7. ERZEH  EBEFMFAIREURAREEZESR |, WA LR AREE, BKEREFEMMNEAWIR
X, RERUTEM—N. ERBFERL , FESMIETHER. AXARENESER |, F5
B9 3 X-Ray RAEFANHMERIMIRE

Key Value - optional
Q Q
Remove
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8.

BHFTAR , %% Group ( EH4A ) .

X-Ray console

1.

6.

& FAmazon Web Services Management Console}#TF X-Ray ##|& , Wit} https://
console.aws.amazon.com/xray/home,

WATA TR — 417 “REHA” WH.

a. EMEANEL 6 ARBREBHHANBN.
b. EUATE—NHEHNBFAREL  Eo— 184 K REEERE.

- REHE
- R
. DI

REGTAEMEHYE  BEUUEMBEREN. BXROAHEFERGREARXH

BZEE , BEAKATREERERX, EUTRAP , FARIERBRSHEIRE
¥rapi.example.com , HFiER URL thit @ Eexample/game , iFR A e R AT B K F 2 F
Fa®,

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

£ Insights P , AR ZEAFEANABENNBEEH, BXINBENEZEL , BSH £H X-
Ray.

Enable Insights |«

Enable Notifications |v| Deliver insight events using Amazon EventBridge. Learn more about Data Protection in EventBridge. Learn more (4

EREF , RESRSEANE, AERUTERE N, REERTIEN ; BUUREFENER
B, EMREEL  EERENITRERER, BXTENESEE , BSH 7 X-Ray RHEAN
MARMIRE

application game x

stage prod b 4

B TAR , %% Group ( BEH4A ) .
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mE—1AE

RE—NELUE- N EEUAANTEEREINMRENHA, REAR  ANSHENDTENA
#HE , B¥-clone/sEEK AN,

CloudWatch console

1.

o & 0D

& FAmazon Web Services Management Console &3 https://console.aws.amazon.com/
cloudwatch/ 3T FFCloudWatchiZ#l & .

ERENSMERFHRE,

£ X-Ray JBEREB MY “B” T kR “BEFIRE

M B EBIEBE—NE , REIEREF “RE,

ERIEBEATE L , BANBMREs#-cloneB, ( Wik ) WMALANFEN. ABHHRZTE
B RANFH , AHEEFRBFEEN. 4E8HEKSKIE,

B LRBAEAPNFERER , B TERRAFHNRIERER, BXxNAEETR
ERHREANELER , BoRERATRESERER, EATRAAP , ZAFERE RS
Mapi.example.com®RFE R ER AR IE R At B K FRETFT ERWIRSER,

service("api.example.com") { fault = true OR responsetime >= 5 }

ERER  REFERENSEBNE, FERLINZE—N. REERFTEN ; B LURES
ERBRE. EMEBRREL  BERENITRERLERE, BXTENESEE , B30 J1 X-Ray X
B AR INARE

EEIEE,

X-Ray console

1.

& 3FAmazon Web Services Management Console 3T 7 X-Ray ##l1& , Wit https://
console.aws.amazon.com/xray/home,

MNEMSHERPITHAREALARNE , ARERERENFANER,

M B FREIER REA",

EOEFEANEL , FENBMELA-cloneB., (W& ) MALANTHEN. 48N HRZTS
BRINFH, ARTEFIYUFEFH. HEHXTKNE,

BRI URBINEAPPHFERER , BT ERRAFTNFERER, BXOMABET
EFGREANEZSER , FSHEATREERERX, EUATRAG , ZARFERBRS
Mapi.example.com®RFE R ER AR WE R At B K FRE T ERWRSER.
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service("api.example.com") { fault = true OR responsetime >= 5 }

6. HEIZF K BEFERBHIBNE. REBUARKE -, REXEI AR ; EUUREF
EMBRE. EMEBRREL  BERENITRRERE, BXTENESEE , B30 J1 X-Ray X
B A E 7R DA

7. EEBIEA,

il B 4E

REBAID BT RMBRA, ETEMIBRERIAA
CloudWatch console

1. & FAmazon Web Services Management Console &3 https://console.aws.amazon.com/
cloudwatch/ T FF CloudWatchiZ &l & .

ERENSMERPRIRE.

£ X-Ray BEREBZ MY “H” TiEF “EFRE
M B B R —NEFE | REIEE PR
HRGR RGNS | & BIBR

o > oD

X-Ray console

1. & %Amazon Web Services Management Console # 3T FF X-Ray #2#1& , MitH https:/
console.aws.amazon.com/xray/home,

2. MNEMSMERPITIF Group (AMNTE ) , AEEREMEREEN B,
3. EBEKEL AR MEREAL
4. HRERREWIAR | EF BIER

FEI S rhEF B A IERR CloudWatch

BIBARE , HEARREME X-Ray REHE , FRE\EZAVTESBRERNH#ITRE, SoHELE
#CloudWatch X & B MIENRIRRENIER. £ “‘REHFE THELER BEFER 2TFE
¥R EAKI CloudWatchiZ#l &, BXMAEEHACloudWatchiSfrNEZER |, HS R Si# CloudWatch
P 55 5 Y 55 A T 52 CloudWatch 3845 o
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FRARER

CloudWatch console

1.

o & 0N

& FXAmazon Web Services Management Console 7 &Y

cloudwatch/ TFFCloudWatchiZ#l & .
EREMNSMERFHIRE,

£ X-Ray BEREBZ MY “H” TR “EFRE
M BR” Mo ERE A , AEEE “RE
FEREFRETE L , EREFER.

CloudWatch2 &l & 5 7 E FE XTIE B F 4T I,

X-Ray console

1.

A&

https://console.aws.amazon.com/

& FAmazon Web Services Management Console}#TF X-Ray ##|& , Wit} https://

console.aws.amazon.com/xray/home,

MEMSIMERFITIT Group (4ATH ) , RREREEFIEIRAVARN B,

EREFETE L , EREFER.

CloudWatch2 &l & 5 7 E FE XTIE TR F 4T I,

RAEEAI

B LAE A Amazon X-Ray 2 #l A N EH RS EERHEMN ., X-Ray SDK FlAmazon Web Services#B

MXEFEHRENTRERE ,

£}

< BLE RAEAN

- BESUHEAN

« REHNED
o REFN KB
< RRSEE N ERRERN

- EEXES

- BESR

150 PR SR L0 SR8 TE 1D SR B EETE K 6

REE
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BLE AN

SETTLUR LA 5 F R I EL B KA
« API X AOR—API MXxZEFEXEMEFRIR. B APIHRBAEHRER , S HAmazon API
Gateway B R Amazon X-Ray.

« Amazon AppSync—Amazon AppSynck R EMEZRER. BERAESRER , 1§75 Amazon
AppSynciER , EZH AiEFRAmazonX 514,

- ITE¥A LHIEE X-Ray SDK— FABE ML S# EC2, WL G# ECS 2 it EF A rtAmazon
Elastic Beanstalk , Z{F & # X-Ray SDK X R ARRFHITRNAT | TR,

B E S AL

BEEESCREAN , BRI RNEEE, SHAUENMEAERFERBHER TEEX
BATA. REMNEIF X-Ray SDK RIE—AREFRILRZDER. MIABRT , X-Ray SDK B8
ERF-NTER, AREAHMERNES 2H, B - NMERERR. FTHARIABZRSEELES
X, RRBRELRBR—MRE. 5% X8 HARRTHFIMNERETREN LR,

AT LURE X-Ray SDK BLE N MR BBHEEH JSON XAFIZEREAN, ER , HBETRSHSA
KBIES , BORAIMSBIHTRE. S2SFBRENBERNEELEAS  BAREXRINERERS
WEMM—EAM, I, BEEHRAHRERAN | BAEFHIHENRD,

BIYE X-Ray #2HI&8FEXKEAN , LAKREE SDKEM X-Ray RS FREAN , 7] LUE X P ANE]
B, ZRFSHEEFFANNRR , ARLHERSHENXRG 7 BEEFUE T EESTHRARG S
DEBRE. RRRERBEERENANTEN. BTANRERSHEEN , AUTEHTHOEE
BRI E AN,

® Note

X-Ray ENAXSEMNNERARIMA , ERERRT , ERRERTESEEN RER MR
TEEE, B2, BENENER , MFNERBENEIREENE D T,

EMENUAEL LR A EHEE X-Ray XEFEMN CloudWatchi®R | &, &t AJ ALkLE A X-Ray 24|

L
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CloudWatch console

1£ CloudWatch % & Al & XM N

1. & FAmazon Web Services Management Consolef& f& T FF CloudWatch#2 &l & £ F https:/
console.aws.amazon.com/cloudwatch/o

2. EREEEEMSMBEED,
3. EBREFRETEHANEEEX HERELEIHS .
4. ERIEBMN , Fi%k$R Create sampling rule (BIEREFEHN),

BEREAN  FRE-FANFERREERRET.

SEMIBRAN |, FGEF — SR F &M BRAFF ELMIBR.

X-Ray console
£ X-Ray 2| & B EREMR N

1. IIFX HL&EHA
2. EBRRXHEEENSMBRKD.
3. ERIEHMN |, BiEFF Create sampling rule (BIZ ZHEHN),

BREAN | FEREHNE R o

EMBRAN | FiEFE AN FHERA Actions (IR1F) KERMERE.

SRAE I T
UTATATEFAN. FHRETUAEABRGFRCELNFH (?) RERSPFH ().
SRAERE TR

- AMB ( FRFR ) -HNEHE— B,

o MER (T 159999 2 HKEL ) -REMMNEER. RSEELRN EAITFITETN , 3
B EE ey 5 — AN AT R K

« KEE (EREBRY ) — ENABERE H , BYAMNFRAENEERENTEE R, ZBHFTHR
SEEER , BERTARE/EMAZAMNNERS.
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« TR (0F 100 2 HHEY ) — FHEBERE , GURCEBFRNES L. R AFEERFEN
et , 5% 0 5 100 AWM BES L. £H JSON XHHEE s SDK REERFMNU T |, HRHE
T OM1 ZHBE S tHE,

- REEW (FFFHE ) -RAUBHNBRSZSHNES , ERERSRIH,
* X-Ray SDK — &7 F G LB E /YIRS B #ro
« W E# APl WX —api-name/stage,
« RBRE (FRFHE ) -RSRE |, MRSMEF AR, NT X-Ray SDK , &8 S AN EHRIR

B RS RA

« AWS::ElasticBeanstalk::Environment— —“Amazon Elastic Beanstalk¥ & ( &4 ) -
e AWS::EC2::Instance— Y 5 EC2 3E4 ( ##F ) -
e AWS::ECS::Container— WG ECS &85 (#E#H ) -
« AWS::APIGateway::Stage— MG APl MK EX,
« AWS: :AppSync::GraphQLAPI — —“NAmazon AppSyncAPI &K,
« W (ERHFE ) — KE HTTP =R ENS,
« HTTP 3% ( 8% ) -HTTP BERM 5 %,
- MUERE ( FRFE ) -ERA URL B&E,
« X-Ray SDK — HTTP &Rt i B8R E 5
- B®IR ARN ( Z&FH ) — B9 ARNAmazoniz1TIRSH B IR.
« X-Ray AT EST-FTX#F, SDK REEFEA U THNEIR ARNIZRE R *,
- L5 API WX — BB ARN.
(k) B (EAE ) -MEEERRNEANXEREY.
* X-Ray BH#rA R TEQ-FXEF, AR ITESFARKEERENAN,
« WOE API M-3R B R HTTP ERIPRXK.

RSN =B
Example — BRIAMLA | S8 ik SRR R R

ERMERBIAA NN BB R, BN N AT S E I N A EEER,
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Example — A T BR & (R 8 B% F B9 AT AR 16 SR AV 13 i AL

—MiEEt AR AT RS ERAN,

- MNZFDEBUG - history updates
- EERL

- KE:1

- BRE 1001 EEA JSON X ITEE )
- [REE#:Scorekeep

« Service type (FRFZEH) : *

o EHL:*

« HTTP 77%:PUT

o MutEEE:/history/*

o BJR ARN:*

Example — Postti RIEBRXRE 5

« MNAZFPOST minimum

- L4100

- KFE:10

- BR:10(.1MREEA JSON XHHITEE )
- RSB

« Service type (BREEH) : *

o EHL:*

« HTTP 7374:POST

o PUHERERR:*

o BJR ARN:*

AR SS B & 9 f5E A SR A AL U

X-Ray SDK FEHFANE ES eEABEREF EFRENREAN, BXESEFEE , BEAXALEN
EENEETFPAXEERFRBNFAGE

« Java : EEHN

I AR S5 B i 9 {55 F SR AL 112
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o & XEHAN

+ Node.js : EEEHN

« Python: E&#HLNI

o LFARH : EEHN

« NET:REHMN

AHx APl MXxWEE |, S M Amazon API Gateway E31E % # Amazon X-Ray,
BEEXRMNER

X-Ray 2% & R# WHEE RA X EN RS A EHFRRENN 913 HAE 2.

Trend (%) JIRR T HEBILD S MMAER TR, BMFERT 10 WeTEROSITHEE.

RS IR

o EEAANEE  FEURANEERY, EBRFAESTRELAN TCEELESEERESHIN T
Bl iE R,

o AR IEFAVE R

- BREERRRNF . NAMNAYEERRRFNFRK.

o SERfBREEAR PR 1T SRAF | £ X-Ray 7 ECHY B8l RAFRY 15 R ¥

o WKEEBRD : BE O FEEFEERRFNERYE. BRSEXFEREANCER , X-Ray HARAH
DEEH. B, MRFEKEEDN 1, NZRSBVER —FE , EF X-Ray 2 EEH.

BARRBSITHRFEURBRSEEANN S RANESEL , BSRET X-Ray API A REN,
s B IR
&I LAEA X-Ray API SREEREMN . FA AP, ST BRIT R SARES N IZMEHRAN |, 7]

BUER T Bk TR IE AN B e R AT LR AE, BRI MEMANRE , FHSREAERE XS, ARMNEE
iBEAmazon X-RayAPI,

X-Ray SDK FlAmazon Web Servicesit BJ LA X-Ray AP REUEAEMN, & RS RFIREUEHE
BAr. BREVMBERCNNABEANMME | REFL LR THERN , HEERE X-Ray HARHERS

DEEFHAN TEAMNEFERER. BXBRIFNAER API #ITRENESFAEE , FSHAE

& X-Ray API £ EEMN,
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U X-Ray SDK A A X API it , E4EH X-Ray FHEFENRE, NRESER TCP kO
2000 , AR ESFFBFAEHMKO LESTRE, BXFEMER , FSHIEEEEAmazon X-Ray
_J-j:F *EEO

R AR E g

R MERBR AN ENREEEIGERER , NERERRNMERS EHAE.

H & Tm

« MDA E —xray/home#t/welcome
« A7 —xray/home#/ A’

« PR #bE —xray/homett/service-map

« JBF —xray/home#/traces

BRER

BRI SAE N BNMRERR B . R 46 FN AR ST 00 B A B B
JBERRH] ®—xray/home#/traces/trace-id
FRRIREHBIE—xray/home#/traces/trace-id/raw

Example — R IR EREIE

https://console.aws.amazon.com/xray/home#/traces/1-57f5498f-d91047849216d0f2ea3b6442/
raw

TREFHREN
HERE BRI Y BRER IR
TRk EH BB —xray/home#/traces?filter=filter-expression

Example — 3B RIER

https://console.aws.amazon.com/xray/home#/traces?filter=service("api.amazon.com")
{ fault = true OR responsetime > 2.5 } AND annotation.foo = "bar"
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https://console.amazonaws.cn/xray/home#/service-map
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FRARER

Example — 3888 &REX ( URL E4RE )

https://console.aws.amazon com/xray/home#/traces?filter=service(%22api.amazon.com

%22)%20%7B%20fault%20%3D%20true%200R%20responsetime%20%3E%202 .5%20%7D%20AND
%20annotation.f00%20%3D%20%22bar%22

BXBUERAEBRRNESEL  BHSAEATEERRR.,
B [B] 32

LU 1808601 &= 15 E i A K E S I #h et ML R AT A, BYESEEL UTC N8, JEKANX

it Al E—xray/home#/page?timeRange=range-in-minutes

Example — & /g —/NETHY AR S5 b

https://console.aws.amazon.com/xray/home#/service-map?timeRange=PT1H

FF oA FN4E R et El—xray/home#/page?timeRange=start~end

Example — B ESEE R E IR

https://console.aws.amazon.com/xray/home#/traces?
timeRange=2023-7-01T16:00:00~2023-7-01T22:00:00

Example — B AT B #5822 £

https://console.aws.amazon.com/xray/home#/traces?
timeRange=2023-7-01T16:00~2023-7-01T22:00

X 15

?a;E—/\Amazon Web Services Xigi#E1Z 21 Ztt X T H., MREREBEXE , NEHES
6] B &R IE 15 18] 53 /Y X 3.

Xi—xray/home?region=region#/page

Example — EXEBEZ ( BERM ) (us-west-2 ) HRS b E

https://console.aws.amazon.com/xray/home?region=us-west-2#/service-map

)I\

6 /N,

4R

(AN

BEE

A ESEE
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HEBFHFEEHMAERASHHN Region LIFEERE |, Region EWN THRFEZA , XFLBENERANUT
REBMZE.

Example — XEEZ ( BBRM ) (us-west-2 ) Hjg—/PEtEI RS 1t E
https://console.aws.amazon.com/xray/home?region=us-west-2#/service-map?timeRange=PT1H

BE

Example — /8 #4207 (8] 3 8 25 Y S OF iR

it

https://console.aws.amazon.com/xray/home#/traces?timeRange=PT15M&filter=duration%20%3E
%3D%205%20AND%20duration%20%3C%3D%208

Output

o THE-EE

- BYESSE-&IT 15 7 #

o WIREE — FFLEATR] >= 5 FFFLLATE <=8
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Amazon X-Ray API

X-Ray AP| 2##XFi B X-Ray IWEEH 15 | X FRAmazonSDKS , Amazon Command Line Interface , =
FEEBET HTTPS, XEXIEE : X-Ray API SEIEFE/ APl BENWMASE , UKIRE M FERH
WIERD,

BRI LAEAAmazonFF A TEE , NEER X-Ray API WR2F. X-Ray &AM X-Ray SHir st 2 &
FAAmazon AT & X-Ray #{TBEH SDK, XLXFHE : AmazonBEHiEEMNTF XTI ETESEX
¥, NEB5E X-Ray AP BREFR BN RN E R F E.

AmazonSDKs &#

» Java-Amazon SDK for Java

» JavaScript - Amazon SDK for JavaScript

.NET — Amazon SDK for .NET

Ruby — Amazon SDK for Ruby
¥ 3B -AmazonsZEFT Go WHAATER
PHP — Amazon SDK for PHP

Python — Amazon SDK for Python (Boto)

XL X1FHAE . Amazon Command Line Interface2 — N BT T E , ©fFEA Python F X TEITRA
AmazonAPl, H{RE— X% AmazonAPl , Amazon CLIIEH 7 —fhi2 ¥ 55% , AT LA JSON =
NAEBIXNETRASHAEERS WL,

BXR FaotHiFHAEER , 152 Amazon CLI tisEEaws xrayo

£

+ {£HAmazon X-Rayf# fH APIAmazonCLI
IR EREBIE XA F) Amazon X-Ray
MIREREIEAmazon X-Ray

FAREXHE., AMMEBIZEAmazon X-RayAPI
Bid X-Ray API & F SREEFN

Amazon X-Ray 7 EX XX #4
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https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/XRay/NXRay.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/XRay.html
https://docs.amazonaws.cn/sdk-for-go/api/service/xray/
https://docs.amazonaws.cn/aws-sdk-php/v3/api/namespace-Aws.XRay.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/xray.html
https://docs.amazonaws.cn/cli/latest/reference/xray
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{5 i Amazon X-Rayf£ /| APIAmazonCLI

#AmazonCLI AFEREET R X-Ray RS , HEAE X-Ray 256 A TR ERSERNRERRERK
EHRER AP, ROILARFSEMA , XEMAER T ARHX L API 5EAmazonCLI.

FRFMF

RHYREFER Scorekeeep 7RI B T2 7 M BERT A M A SR RERERBUIB N RS B . BBANHER B
BB ARR

REHFEEHAAmazon CLILLE R X-Ray APl BWE AL, BAmazonCLI , 3EA T Windows, Linux #
OS-X , AFFE ARA L APl B 1T 15 R PRAmazon Web Services,

(@ Note
YRATUEEUEREY Amazon CLIEL B 2] S5 812 Scorekeeep Tl B AR FHEREHY X1,

Hp@EN S ROINARFOEA | ZMAER cURL KEREE API M jq RENFHEH. RITNT
#]jqA MHHTstedolan.github.io , EH curl AL\ F 1T https://curl.haxx.se/download.html, K &R
Linux # OS X Z¥ &= cURL,

4 B IR ERER AR

Web R ARFERRETRE/LSKEERIT API R E |, BNER—FRBMER, £ENR API
B, 5/ test-api.sh MIAETIREIGS RHEKE SHNRZRHEIE,

£/ test-api.sh #i#&

1. $TFF Elastic Beanstalk &% &

2. SMIEBERFSESENINR,

3. MIEHREE HIE URL,

4. 3T bin/test-api.sh HERAZHRERN URL B APl H{E,

#1/bin/bash
API=scorekeep.9hbtbm23t2.us-west-2.elasticbeanstalk.com/api

5. BITHIARBUERRY APl BRE.

~/debugger-tutorial$ ./bin/test-api.sh
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https://docs.amazonaws.cn/cli/latest/userguide/installing.html
https://stedolan.github.io/jq/
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Creating users,

session,

game,

configuring game,

playing game,

ending game,

game complete.

{"id":"MTBP8BAS", "session":"HUF6IT64", "name":"tic-tac-toe-test", "users":

["QFF3HBGM", "KL6JRO8D"], "rules":"102","startTime" :1476314241,"endTime" : 1476314245, "states":
["JQVLEOM2","D67QLPIC","VFOBMINC", "OEAA6GK9", "2A705073","1U2LFTLJI", "HUKIDD7Q", "BAN1C8FI",6 "C
["BS8F8LQ", "4MTTSPKP", "4630ETES", "SVEBCL3N", "N7CQ1GHP", "0840NEPD", "EG4BPROQ", "V4BLIDJ3", "9R

£ X-Ray API

fAmazonCLI 3 X-Ray It FTE APl BEREGS , 2
¥EGetServiceGraphfGetTraceSummaries, BXMAEXIEWIREUR X LIREMERBERR
WEZER , H3H Amazon X-Ray APl &%,

Example bin/service-graph.sh

EPOCH=$(date +%s)
aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

ZHARZRETE 10 2 HERSE,

~/eb-java-scorekeep$ ./bin/service-graph.sh | less
{
"StartTime": 1479068648.0,
"Services": [
{
"StartTime": 1479068648.0,
"Referenceld": O,
"State": "unknown",
"EndTime": 1479068651.0,
"Type": "client",
"Edges": [
{
"StartTime": 1479068648.0,
"ReferenceId": 1,
"SummaryStatistics": {
"ErrorStatistics": {
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"ThrottleCount": 0,
"TotalCount": 0,
"OtherCount": 0

.

"FaultStatistics": {
"TotalCount": 0,
"OtherCount": 0

.

"TotalCount": 2,

"OkCount": 2,

"TotalResponseTime": 0.054000139236450195

.
"EndTime": 1479068651.0,
"Aliases": []

}
]
},
{
"StartTime": 1479068648.0,
"Names": [
"scorekeep.elasticbeanstalk.com"
1,
"ReferenceId": 1,
"State": "active",

"EndTime": 1479068651.0,
"Root": true,
"Name": "scorekeep.elasticbeanstalk.com",

Example bin/trace-urls.sh

EPOCH=%$(date +%s)

aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60)) --
query 'TraceSummaries[*].Http.HttpURL'

ZHARRAETE 1 B 2 28 ZRAEKRVRERE URL,

~/eb-java-scorekeep$ ./bin/trace-urls.sh

[
"http://scorekeep.elasticbeanstalk.com/api/game/6QOUE1DG/5FGLMOU3/

endtime/1479069438",
"http://scorekeep.elasticbeanstalk.com/api/session/KH4341QH",
"http://scorekeep.elasticbeanstalk.com/api/game/GLQBJI3K5/153AHDIA",
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"http://scorekeep.elasticbeanstalk.com/api/game/VPDL672]/G2V41HM6/
endtime/1479069466"
]

Example bin/full-traces.sh

EPOCH=$(date +%s)

TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time
$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)

aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'

ZHMARRETE 1 3 2 D82 AERNTERE.

~/eb-java-scorekeep$ ./bin/full-traces.sh | less

L

"Segments": [
{

"Id": "3f212bc237bafd5d",

"Document": "{\"id\":\"3f212bc237bafd5d\",\"name\":\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a906693931t4343211bclcf75\",\"start_time\":1.479072242459E9,
\"end_time\":1.479072242477E9,\"parent_id\":\"72a08dcf87991ca9\",\"http\":
{\"response\":{\"content_length\":60,\"status\":200}},\"inferred\":true,\"aws\":
{\"consistent_read\":false,\"table_name\":\"scorekeep-session-xray\",\"operation\":
\"GetItem\",\"request_id\":\"QAKE@S8DDOLIM245KA0OPMA746BVV4KQNSO5AEMVIF66Q9ASUAAIG\",
\"resource_names\":[\"scorekeep-session-xray\"1},\"origin\":\"AWS: :DynamoDB: :Table\"}"

1,
{

"Id": "309e355f1148347f",

"Document": "{\"id\":\"309e355f1148347f\",\"name\" :\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a906693931t4343211bclcf75\",\"start_time\":1.479072242477E9,
\"end_time\":1.479072242494E9,\"parent_id\":\"37f14ef837f00022\",\"http\":
{\"response\":{\"content_length\":606,\"status\":200}},\"inferred\":true,\"aws\":
{\"table_name\":\"scorekeep-game-xray\",\"operation\":\"UpdateItem\",\"request_id
\":\"388GEROC4PCA6D59ED3CTI5SEEIVV4KQNSO5AEMVIF66Q9ASUAAIG\ ", \"resource_names\":
[\"scorekeep-game-xray\"]1},\"origin\":\"AWS: :DynamoDB: : Table\"}"

}
1,
"Id": "1-5828d9f2-a90669393f4343211bclcf75",
"Duration": 0.05099987983703613
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=

/B VR

£ I 29 Elastic Beanstalk S5 AL S #h EC2 K], DynamoDB FRFHE M3 FR,
£ Ik Elastic Beanstalk ¥ %

1. ¥TFF Elastic Beanstalk 4%l &,
SEMIEERHAESENIRE,
1% Actions,

2
3
4. % Terminate Environment,
5. %&$® Terminate (4 1t),

30 Xjg , RERBIES BIIM X-Ray FHIBR.

IFE SR EREIE X% El Amazon X-Ray

SR U IR EIE A X B R FE R %X B X-Ray, KERXR —1 JSON BANFRH , HHEE
BRENNARFANBERAMITENEE. ENNARFTANEBSMBTENRELRES RS ,
FEATERSTREN TENBBICRETFTEF,

XERIEFRAEXENRNARFAMMITENES. KREDBRE-—TES LREHRE, —NEHMHED
ID, IRER ID 2EFRERS < AERENERITRIR, 28 ID REEANRS N IERAME T4,

Example /N7 &
"name" : "Scorekeep",
"id" : "70de5b6f19ff9a0a",
"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979",
"end_time" : 1.478293361449E9

HUKEERE |, BAILKREEESTH D BREN UM | EFZERTK.

Example 31T 5 B
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"name" : "Scorekeep",

"id" : "70de5b6f19ff9a0b",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979",
“in_progress”: true

BAILAEEG X-Ray FHFREFAEDER , I AEMAPutTraceSegmentssiBid X-Ray FHEFH
JJ Eﬁ'ﬁﬁﬂ X'Rayo

REBPMARFEEH Amazon FRTEQEAEMBSRIBE AR, £F0BRPICREX TiEFY
MEE. X-Ray EAFZBERANFREXERNTERS , HERSE L EMCIB%ZR.

FXERATLBRA R ERN S Eﬁ;’d‘éﬂiﬂ AT BEMERE, BIMREFOR , URFREKNEIETHE

KO THEAR , IFEREEIRADERXEK/ (64 KB),
Example % &

PEREH type M9 subsegment LARIRIRR 2B parent_id.

"name" : "www2.example.com",

"id" : "70de5b6f19ff9a0c",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a0@06649127e371903a2de979"
“end_time” : 1.478293361449E9,

“type” : “subsegment”,

“parent_id” : “70de5b6f19ff9a0b”

BEXUEEETBNFIRINFEMNENESZER , S HAmazon X-Ray 7 B34,

N EF
« HRERER ID
« f£f PutTraceSegments
- [@ X-Ray SFHEFKIED B

4 RERER 1D

@ X-Ray RIEHE , BERENESNMERER —IMHE—HVRER ID.
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X-Ray Trace ID #%&=

X-Ray trace_id A= MNAEFHIBUBFAR. FIM , 1-58406520-
a006649127e371903a2de979, MWEDIE

« RAES B 1,
o RIRERMETE , XA Unix LetiE , 7 8 NHARBFIHKF,

flzn | 2016 &£ 12 B 1 B L4 10:00 (K F¥EFrERTE) AL ThtiEll 1480615200 , ER TS
H#HIB=F 58406520,

- RIRE 96 (UARRRT , £RME— , A 24 MHARBBF.

(@ Note

X-Ray IE X FBES OpenTelemetrySAE A H AT S W3C BRERE T XHEHEZEAIZER
BRER ID, RIZE| X-Ray B , W3C BRER ID SFEKA X-Ray BRER ID X #HTHEX1. 5l

m , W3C IBER ID R 4efaafsdle8720b39541901950019ee5M 5% 1% E| X-Ray
1-4efaafsd-1e8720b39541901950019ee5 BV AERE, B X-Ray IRER ID @&
Unix 22 oA (8 9 B B R8BSR et R |, B LA X-Ray #&X &Kk W3C BRER ID Bt , XF =244

Ci

A R EM A KA B X-Ray BRER D AR, ATRAEN R,

Python

import time
import os
import binascii

START_TIME = time.time()
HEX=hex(int(START_TIME))[2:]
TRACE_ID="1-{}-{}".format(HEX, binascii.hexlify(os.urandom(12)).decode('utf-8'))

Bash

START_TIME=$(date +%s)
HEX_TIME=$(printf '%x\n' $START_TIME)
GUID=$(dd if=/dev/random bs=12 count=1 2>/dev/null | od -An -tx1 | tr -d ' \t\n')
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TRACE_ID="1-$HEX_TIME-$GUID"

BXBERE ID HEXEEIER X-Ray FHFEFHBIAK | i55H Scorekeeep RFIR AR

« Python - xray_start.py

* Bash — xray_start.sh

{# A PutTraceSegments

BAILAMER PutTraceSegments APl L&D ERX#4, iZ API RE—1SH
TraceSegmentDocuments , ZSEX A JSON 7 B #4515k,

5 AWS CLI , ifEfaws xray put-trace-segmentsin ™5 X HEZEKIEE X-Rayo.

$ DOC="{"trace_id": "1-5960082b-ab52431b496add878434aa25", "id": "6226467e3f845502",
"start_time": 1498082657.37518, "end_time": 1498082695.4042, "name':
"test.elasticbeanstalk.com"}'

$ aws xray put-trace-segments --trace-segment-documents "$DOC"

{

"UnprocessedTraceSegments": []
}
(® Note

Windows @ 5 4L ¥ 88 F1 Windows PowerShell X JSON Z&FE K 5| 5HMENE BN ER,
BXEFEMEE , BSH BFREET N AFERE NS SAmazon CLi,

RS HAELEAMB AR, flan, MRERE ID A BBRRALN , B2FH - MO TR
HiRo

FE--EHMRMBEERR A

{
"UnprocessedTraceSegments": [
{
"ErrorCode": "InvalidTraceId",
"Message": "Invalid segment. ErrorCode: InvalidTraceId",
"Id": "6226467e3f845502"
}
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]

BRI ERMEES NS B , FRAZER DR,
$ aws xray put-trace-segments --trace-segment-documents "$DOC1" "$DOC2"

6] X-Ray SFH 12 7 & IE 53 BR 3

B XM FR B KRIAE X-Ray FHER , MAXME X-Ray APl REDBNF2 R, EEASNE
MNEHHtE L& F X-Ray APl, X-Ray SDK [SFHFREFRKIE D BRI , LU %AmazonEZiFA A,

® Note
B2 H Az 1TX-Ray FHEF REFXRETTFEFEHA,

B UDP 1% H 2000 &i%x JSON X2 E , ERIE M ESFHEF#RL {"format": "json",
"version": 1}\n

{"format": "json", "version": 1}\n{"trace_id": "1-5759e988-bd862e3felbes46a994272793",
"id": "defdfd9912dc5a56", "start_time": 1461096053.37518, "end_time": 1461096053.4042,
"name": "test.elasticbeanstalk.com"}

£ Linux £ , fRATBAM Bash K FIRF K E D BRI, FREM 2 B XA REFER — XA 4+
o, REER /dev/udp LEBERNEEER cat,

$ cat segment.txt > /dev/udp/127.0.0.1/2000

Example segment.txt

{"format": "json", "version": 1}

{"trace_id": "1-594aed87-ad72e26896b3f9d3a27054bb", "id": "6226467e3f845502",
"start_time": 1498082657.37518, "end_time": 1498082695.4042, "name":
"test.elastichbeanstalk.com"}

RESFHEFBES , RIETREBEEFIRRESR X-Ray.

2017-07-07T0Q1:57:24Z [Debug] processor: sending partial batch
2017-07-07T01:57:24Z [Debug] processor: segment batch size: 1. capacity: 50

6 X-Ray SF47 2 & 15 50 BR SCA 126
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2017-07-07T01:57:24Z [Info] Successfully sent batch of 1 segments (0.020 seconds)

MIREXEH#EAmazon X-Ray

Amazon X-Ray {0 IBIR K E AT HIREHIE , LIE JSON AERTERIER, REBENRSE. &7
LAt FAAmazonCLI,

AARFI=E

- REREBSHE

- RARREBSHE

- BRRIRE

- RENMTEEREER S #

RERERSE

BRI LAE A GetServiceGraph API ki3 JSON RSB, % API EEFHATEI L RATE |, BRI
£ date @M Linux Lixit EiX ErtiE,

$ date +%s
1499394617

date +%s ERBH (). ERAZBFENERINE , FHMNPREE—etE ATE 2 FFHRETE,
Example A TR EHE 10 25 IR B A B2

EPOCH=$(date +%s)
aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

UTREIER—NEE 4N RNESER , HFE8F —1MEFRHTR, —EC2%46l, —1
DynamoDB F&f—“ Amazon SNS F &,

Example GetServiceGraph % tH

{
"Services": [
{
"ReferenceId": 0O,
"Name": "xray-sample.elasticbeanstalk.com",
"Names": [

REVB R 127
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"xray-sample.elasticbeanstalk.com"

15
"Type": "client",
"State": "unknown",

"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"Edges": [
{
"ReferenceId": 2,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 3,
"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 1,
"TotalCount": 1
I
"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0
I
"TotalCount": 4,
"TotalResponseTime": 0.273

},
"ResponseTimeHistogram": [
{
"Value": 0.005,
"Count": 1
I
{
"Value": 0.015,
"Count": 1
I
{
"Value": 0.157,
"Count": 1
I
{
"Value": 0.096,
"Count": 1
}
1,

"Aliases": []
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"ReferenceId": 1,

"Name": "awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA",

"Names": [
"awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA"

1,
"Type": "AWS::DynamoDB: :Table",
"State": "unknown",

"StartTime": 1528317583.0,
"EndTime": 1528317589.0,

"Edges": [],
"SummaryStatistics": {
"OkCount": 2,

"ErrorStatistics": {
"ThrottleCount": 0O,
"OtherCount": 0,
"TotalCount": 0

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 2,

"TotalResponseTime": 0.12

I
"DurationHistogram": [
{
"Value": 0.076,
"Count": 1
},
{
"Value": 0.044,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{
"Value": 0.076,
"Count": 1
},
{
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"Value": 0.044,
"Count": 1

"ReferenceId": 2,

"Name": "xray-sample.elasticbeanstalk.com",

"Names" :

"xray-sample.elasticbeanstalk.com"

1,
"Root":
IlTypell :
"State":

L

true,
"AWS::EC2::Instance",
"active",

"StartTime": 1528317567.0,
"EndTime": 1528317589.0,

"Edges":
{

[
"ReferenceId": 1,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 0,
"TotalCount": 0
I
"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0
I
"TotalCount": 2,
"TotalResponseTime": 0.
},

"ResponseTimeHistogram": [

{
"Value": 0.076,

"Count": 1

I

{
"Value": 0.044,
"Count": 1

}

12
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]I

"Aliases": []

},
{
"ReferenceId": 3,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 0,
"TotalCount": 0
I
"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0
I
"TotalCount": 2,
"TotalResponseTime": 0.125
},
"ResponseTimeHistogram": [
{
"Value": 0.049,
"Count": 1
I
{
"Value": 0.076,
"Count": 1
}
1,
"Aliases": []
}
1,
"SummaryStatistics": {
"OkCount": 3,

"ErrorStatistics": {
"ThrottleCount": 0O,
"OtherCount": 1,
"TotalCount": 1

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0
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},
"TotalCount": 4,
"TotalResponseTime":
I
"DurationHistogram": [
{
"Value": 0.005,
"Count": 1
},
{
"Value": 0.015,
"Count": 1
},
{
"Value": 0.157,
"Count": 1
},
{
"Value": 0.096,
"Count": 1
}
1,
"ResponseTimeHistogram":
{
"Value": 0.005,
"Count": 1
},
{
"Value": 0.015,
"Count": 1
},
{
"Value": 0.157,
"Count": 1
},
{
"Value": 0.096,
"Count": 1
}
]
"ReferenceId": 3,
"Name": "SNS",

0.273

BRESHE
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"Names": [
IISNSII
iF

"Type": "AWS::SNS",
"State": "unknown",
"StartTime": 1528317583.0,

"EndTime": 1528317589.0,

"Edges": [],

"SummaryStatistics": {

"OkCount":

"ErrorStatistics":
"ThrottleCount": 0O,

"OtherCount": 0,
"TotalCount":

}I

"FaultStatistics": {
"OtherCount": 0,

"TotalCount": 0
},
"TotalCount": 2,
"TotalResponseTime":
I
"DurationHistogram": [
{
"Value": 0.049,
"Count": 1
},
{
"Value": 0.076,
"Count": 1
}
1,
"ResponseTimeHistogram":
{
"Value": 0.049,
"Count": 1
},
{
"Value": 0.076,
"Count": 1
}

0

0.125
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}

RARRERSHE

ERFBEANANBTBARSESE , FE3E groupName & groupARN, FTEHRHIERT —1MEH
Example 1 FWAK AR RS R,

Example A T4 Example1 B & #i RIRS B K I AR

aws xray get-service-graph --group-name "Examplel"

3R IR R

BRI LAEA GetTraceSummaries API SREUERIRHESIR, BREHESETHATEERMRETHWR
FNEER , 818, B RMWMEEUR ID,

HBEMANTimeRangeTypelBiEat A AMFREaws xray get-trace-summaries :

* Traceld— BERiA{EGetTraceSummariesi@ & E A TracelD K EHIREIEITEHRITFHRHVER
ER[start_time, end_time)3BE. UtAtEZESCERIBIE Traceld FITRIBHRIBITER |, tbHA]
RFzhE L,

- BHATE— EERMEENBHEBEENSEH , AmazonX-Ray RFFERASHRARERRER, S48
BHREE [start_time, end_time)SBE , TiLBERMAETFF I,

f£F aws xray get-trace-summaries S TREURREEI R, U TSR ERABRIAN Traceld
REMNEE 1 8 2 2 HARBREFREY X,

Example f T 3REXER R ZE /Y IR

EPOCH=$(date +%s)
aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60))

Example GetTraceSummaries #i

{

"TraceSummaries": [
{
"HasError": false,
"Http": {
"HttpStatus": 200,
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"ClientIp": "205.255.255.183",

"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/session",

"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",

"HttpMethod": "POST"
.
"Users": [],
"HasFault": false,
"Annotations": {3},
"ResponseTime": 0.084,
"Duration": 0.084,

"Id": "1-59602606-a43alac52fc7ee@eeal2a82c",

"HasThrottle": false

"HasError": false,
IlHttpll: {
"HttpStatus": 200,

"ClientIp": "205.255.255.183",

"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/user",

"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",

"HttpMethod": "POST"

.
"Users": [
{
"UserName": "5M388M1E"
}
1,

"HasFault": false,
"Annotations": {

"UserID": [
{
"AnnotationValue":
"StringValue":
}
}
1,
"Name": [
{
"AnnotationValue":
"StringValue":
}
}

{
"5M388M1E"

{
Ilola n

K RRE
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.

"ResponseTime": 3.232,

"Duration": 3.232,

"Id": "1-59602603-23fc5b688855d396af79b496",
"HasThrottle": false

1,

"ApproximateTime": 1499473304.0,
"TracesProcessedCount": 2

FEAXBHEMEE ID @it BatchGetTraces APl KR EZTE R,

Example BatchGetTraces a5

$ aws xray batch-get-traces --trace-ids 1-596025b4-7170afe49f7aa708b1ldd4a6b

Example BatchGetTraces #i H

"Traces": [
{
"Duration": 3.232,
"Segments": [
{

"Document": "{\"id\":\"1fb07842d944e714\",\"name\":
\"random-name\",\"start_time\":1.499473411677E9,\"end_time\":1.499473414572E9,
\"parent_id\":\"0c544c1blbbff948\",\"http\":{\"response\":{\"status\":200}},
\"aws\":{\"request_id\":\"ac086670-6373-11e7-al174-f31b3397f190\"},\"trace_id\":
\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :Lambda\",\"resource_arn\":
\"arn:aws:lambda:us-west-2:123456789012:function:random-name\"}",

"Id": "1fb@7842d944e714"

.
{

"Document": "{\"id\":\"194fcc8747581230\",\"name\":\"Scorekeep
\",\"start_time\":1.499473411562E9,\"end_time\":1.499473414794E9,\"http\":{\"request
\":{\"url\":\"http://scorekeep.elasticbeanstalk.com/api/user\",\"method\":\"POST\",
\"user_agent\":\"Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/59.0.3071.115 Safari/537.36\",\"client_ip\":\"205.251.233.183\"},
\"response\":{\"status\":200}},\"aws\":{\"elastic_beanstalk\":{\"version_label\":\"app-
abb9-170708_002045\",\"deployment_id\":406,\"environment_name\":\"scorekeep-dev\"},
\"ec2\":{\"availability_ zone\":\"us-west-2c\",\"instance_id\":\"i-0cd9e448944061b4a
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\"},\"xray\":{\"sdk_version\":\"1.1.2\",\"sdk\":\"X-Ray for Java\"}},\"service
\":{3},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\", \"user\":\"5M388M1E
\",\"origin\":\"AWS: :ElasticBeanstalk: :Environment\",\"subsegments\":[{\"id\":
\"0@c544c1blbbff948\",\"name\" :\"Lambda\",\"start_time\":1.499473411629E9,\"end_time
\":1.499473414572E9,\"http\":{\"response\": {\"status\":200,\"content_length\":14}},
\"aws\":{\"log_type\":\"None\",\"status_code\":200,\"function_name\":\"random-name
\",\"invocation_type\":\"RequestResponse\",\"operation\":\"Invoke\",\"request_id
\":\"ac086670-6373-11e7-al174-t31b3397f190\", \"resource_names\":[\"random-name\"]},
\'"namespace\":\"aws\"}, {\"id\":\"071684f2e555e571\",\"name\" :\"## UserModel.saveUser
\",\"start_time\":1.499473414581E9,\"end_time\":1.499473414769E9,\"metadata\": {\"debug
\":{\"test\":\"Metadata string from UserModel.saveUser\"}},\"subsegments\":[{\"id\":
\"4cd3f10b76c624b4\",\"name\" :\"DynamoDB\", \"start_time\":1.49947341469E9,\"end_time
\":1.499473414769E9,\"http\":{\"response\": {\"status\":200,\"content_length\":57}},
\"aws\":{\"table_name\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id
\":\"MFQ8CGJ3JTDDVVVASUAAIGQ6NI82F738B0OB4KQNSO5AEMVIF66Q9\", \"resource_names\":
[\"scorekeep-user\"1},\"namespace\":\"aws\"}1}1}",
"Id": "194fcc8747581230"

.

{

"Document": "{\"id\":\"00f91aa@1f4984fd\",\"name\":
\"random-name\",\"start_time\":1.49947341283E9,\"end_time\":1.49947341457E9,
\"parent_id\":\"1fb07842d944e714\",\"aws\": {\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\",\"resource_names\":[\"random-name\"],
\"account_id\":\"123456789012\"},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",
\"origin\":\"AWS: :Lambda: :Function\",\"subsegments\":[{\"id\":\"e6d2fe619f827804\",
\"name\":\"annotations\",\"start_time\":1.499473413012E9,\"end_time\":1.499473413069E9,
\"annotations\":{\"UserID\":\"5M388M1E\",\"Name\":\"01la\"}}, {\"id\":\"b29b548af4d54a0f
\",\"name\" :\"SNS\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,
\"http\":{\"response\":{\"status\":2003}},\"aws\": {\"operation\":\"Publish\",
\"region\":\"us-west-2\",\"request_id\":\"a2137970-f6fc-5029-83e8-28aadeb99198\",
\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-west-2:123456789012:awseb-e-
ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"}, \"namespace\":\"aws\"}, {\"id\":
\"2279c0030c955e52\",\"name\":\"Initialization\",\"start_time\":1.499473412064E9,
\"end_time\":1.499473412819E9,\"aws\": {\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\"}}1}",

"Id": "@0f91aa@1f4984fd"

},
{

"Document": "{\"id\":\"17ba309b32c7fbaf\",\"name\":
\"DynamoDB\",\"start_time\":1.49947341469E9,\"end_time\":1.499473414769E9,
\"parent_id\":\"4cd3f10b76c624b4\" ,\"inferred\":true,\"http\":{\"response
\":{\"status\":200,\"content_length\":57}},\"aws\":{\"table_name
\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id\":
\"MFQ8CGJ3JTDDVVVASUAAJGQ6NI82F738B0OB4KQNSO5AEMVIF66Q9\", \"resource_names\":
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[\"scorekeep-user\"]1},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":
\"AWS: :DynamoDB: : Table\"}",
"Id": "17ba309b32c7fbaf"
.
{

"Document": "{\"id\":\"lee3c4a523f89ca5\",\"name\" :\"SNS
\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,\"parent_id\":
\"b29b548af4d54a0f\",\"inferred\":true,\"http\":{\"response\": {\"status\":200}3},\"aws
\":{\"operation\":\"Publish\",\"region\":\"us-west-2\",\"request_id\":\"a2137970-
f6fc-5029-83e8-28aadeb99198\",\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-
west-2:123456789012:awseb-e-ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"},
\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :SNS\"}",

"Id": "lee3c4a523f89ca5"

}
1,
"Id": "1-59602603-23fc5b688855d396af79b496"
}
1,

"UnprocessedTracelds": []

RERENGI D REBE NN, ZXEREWRSINESHEERE ID WA 2R ERE, XEX
BATERTENNARFREE X-Ray BEFESHE. R , EFIRR X-Ray RFERKN, L1342
M, X-Ray 2mFENNARFLEN DR , HARBRTRFE 0 BTN,

X-Ray R LBIZHEMPBATESTRESBNWRSH THRA., 6, IEEZE S TEF i%EA
DynamoDB Bt , X-Ray F X TEBREF—NF2E& , HFEENENRAFTINAARFAGFE. B
% , DynamoDB R &IEMR 7 Bt. X-Ray RFEAF7BPHNEEIEHEN DR , REBRFSHEFH
DynamoDB &R , HRFE RN RER X AEH,

EMAPI FREBESNRER , BFEERIER ID M3k , BRI LEA get-trace-summaries EifJAmazon
CLIM B9%HPIREUXL ID, FIXREEBEINH Abatch-get-tracesIREUSER RN A TER
ERo

Example A T3REX— 2 A 8] B A 5 B2 2R R Y i) AR

EPOCH=$(date +%s)

TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time
$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)

aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'
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KERMTERARE DM

E#E R GetTraceSummaries API £ RIREFHES , WUAXRA JSON BREAH I BREHE , UYER
FRAFRRNALFERER. BSRTENRE T HBACSRIES,

Example ‘~4i] GetTraceSummaries % Hi -1 5z &5 [B] 4B 25 R (& 2 9

"Services": [
{

"Name": "GetWeatherData",

"Names": ["GetWeatherData"],

"AccountId": 123456789012,

"Type": null,

"Inferred": false,

"EntityPath": [

{

"Name": "GetWeatherData",
"Coverage": 1.0,
'Remote": false

"Name": "get_temperature",
"Coverage": 0.8,
"Remote": false

"Name": "GetTemperature",
"Names": ["GetTemperature"],
"AccountId": 123456789012,
"Type": null,
"Inferred": false,
"EntityPath": [
{
"Name": "GetTemperature",
"Coverage": 0.7,
"Remote": false
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FRARER

}

B 4w iE 2R EiR s | b JSON AT BAR N LB MY AR A R BRI SR AR Y Tk S 34 T JSON FRFFERY
BANFR , AARENCEBLIRFE , SNFALRERER, MRNFZREINEBEMNE , BXATS

HEREXNERAEHRENEN,

Example B #4& 3016 e B A (B 4R 2 J]

{
"Services": [
{
"Name": "GetWeatherData",
"EntityPath": [
{
"Name": "GetWeatherData"
},
{
"Name": "get_temperature"
}
]
b
{
"Name": "GetTemperature",
"EntityPath": [
{
"Name": "GetTemperature"
}
]
}
]
}

ARTERNESHARE ,

Example =] JSON ik s 4

rootcause.json =
"GetWeatherData" },

BE/5 @3 A rootcause.json =
it BERAREREN —&,

#[{ "Services": [ { "Name":
{ "Name":

#[{}] Rt JSON RETRIEREXN —E 2D . BXREAHERE

"GetWeatherData",
"get_temperature" } ] },

"EntityPath'": [ { "Name": "GetTemperature" } ] } 1 }]

{ "Name":

"EntityPath": [{ "Name":
"GetTemperature",

BRNTERSTRE D
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FEARERHE. AR N%%EAmazon X-RayAPI

Amazon X-Ray R A FTEERFMAN ., AFUFMMNEZRER APl

PMTEF

- INERIRE
o EHEEFN
. 4

&R E

FAPutEncryptionConfigEEEAmazon Key Management Service(Amazon KMS) B F &K %
R,

® Note
X-Ray X #=HIEX R KMS Z45.

$ aws xray put-encryption-config --type KMS --key-id alias/aws/xray

{
"EncryptionConfig": {
"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-
bOea215cbba5",
"Status": "UPDATING",
"Type'": "KMS"

XNF#HA D, BUUERBER (WRGIFAR ) . 24 ID = Amazon FIREFR (ARN).

£ GetEncryptionConfig REVHAIEE. & X-Ray BARER , RAFMUPDATINGEIACTIVE.

$ aws xray get-encryption-config
{
"EncryptionConfig": {
"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-
b@ea215cbba5",
"Status": "ACTIVE",
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IlTypell : IIKMSII

EFIEER KMS BRAHAERBRIAINE |, B INEXEIREJINONE.

$ aws xray put-encryption-config --type NONE

{
"EncryptionConfig": {
"Status": "UPDATING",
"Type": "NONE"
}
}
SRR

BRI NEEREANEENIKS PERA X-Ray APl BXRINMEERENESEEL , 55H N X-Ray

REEF A E R INFREE.

FA GetSamplingRules ZREUPFRA M,

$ aws xray get-sampling-rules

{
"SamplingRuleRecords": [
{

"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
"ResourceARN": "*'",
"Priority": 10000,
"FixedRate": 0.05,
"ReservoirSize": 1,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {}

I

"CreatedAt": 0.0,

"ModifiedAt": 1529959993.0

}
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]

HAANNATFEREMAAMNFTENIEER. E_RREMERNVAN , TeEMBR, B2 , BAUFER
UpdateSamplingRule EHIREFMART Ko

Example #9 API #i AUpdateSamplingRule— 10000-ZRiAt.json

{

"SamplingRuleUpdate": {
"RuleName": "Default",
"FixedRate": 0.01,
"ReservoirSize": 0

}

}

LT RAERZEINXHERBA , FRIAANER N EEFHENE S, IR TEN. MREEF
AL, WEERZIFH , FXEEEN, EMNEWEFEARN G HBRIEIRE |, iF#FHUntagResource

$ aws xray update-sampling-rule --cli-input-json file://1000-default.json --tags
[{"Key": "key_name","Value": "value"}, {"Key": "key_name","Value": "value"}]

{
"SamplingRuleRecords": [

{

"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
"ResourceARN": '"*'",
"Priority": 10000,
"FixedRate": 0.01,
"ReservoirSize": 0,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 0.0,

"ModifiedAt": 1529959993.0

b
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FIA CreateSamplingRule BIEEZREHN, HECIEHN G , KZHEHANFERHRELIEFE,
TR RBIGRIZZFZAN, iXE—FHNA ScoreKeep RUINARFIRE T EAFR, ©IEH API 2
BB EESME RN T TE A EK,

Example B9 API i AUpdateSamplingRule— 9000-base-scorekeep.json

{
"SamplingRule": {
"RuleName": "base-scorekeep",
"ResourceARN": "*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1
}
}

BN HBER T ScoreKep , EEERESMMER , EESL, ZANNELBWFERIRE T FFED
KR, QEREFRER/IDEHALN GET #R , MRERIRSHEL,

Example #9 AP| #i AUpdateSamplingRule— 5000 N9 # keep.json

{
"SamplingRule": {
"RuleName": "polling-scorekeep",
"ResourceARN": "*'",
"Priority": 5000,
"FixedRate": 0.003,
"ReservoirSize": 0O,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1
}
}
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RER AN, MBEFRMIFE , WFEBREER  REERTEN,

$ aws xray create-sampling-rule --cli-input-json file://5000-polling-scorekeep.json --
tags [{"Key": "key_name","Value": "value"},{"Key": "key name","Value": "value"}]
{
"SamplingRuleRecord": {
"SamplingRule": {

"RuleName": "polling-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-
scorekeep",

"ResourceARN": "*'",

"Priority": 5000,

"FixedRate": 0.003,

"ReservoirSize": 0,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 1530574399.0,

"ModifiedAt": 1530574399.0

}
$ aws xray create-sampling-rule --cli-input-json file://9000-base-scorekeep.json
{
"SamplingRuleRecord": {
"SamplingRule": {

"RuleName": "base-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/base-
scorekeep",

"ResourceARN": "*'",

"Priority": 9000,

"FixedRate": 0.1,

"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "*",
"URLPath": "=*",
"Version": 1,
"Attributes": {}
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+
"CreatedAt": 1530574410.0,
"ModifiedAt": 1530574410.0

EfBREAEMN |, B DeleteSamplingRule,

$ aws xray delete-sampling-rule --rule-name polling-scorekeep
{
"SamplingRuleRecord": {
"SamplingRule": {

"RuleName": "polling-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-
scorekeep",

"ResourceARN": "*",

"Priority": 5000,

"FixedRate": 0.003,

"ReservoirSize": 0,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {3}

+
"CreatedAt": 1530574399.0,
"ModifiedAt": 1530574399.0

AT BMER X-Ray APl AN RIE, RABERHEREREYNRIENES. BTN ERAL
t R EL AR AR S5 B 34248 Amazon CloudWatch 4%, 2 MIKEUSEAmazon X-Ray b\ T g B
X-Ray AP| #ARSBAEHFNESHAELS, BXANELEL  HSAREL. BXFNAEER
SWESIEL | HSHEN X-Ray SR HLE RIS,

fFH CreateGroup Bl —1N4H, HIZAIEN, MBRERFMHFE , WEERZIFH , FLEET
%

4 146


https://docs.amazonaws.cn/xray/latest/api/API_DeleteSamplingRule.html

Amazon X-Ray FERARER

$ aws xray create-group --group-name "TestGroup" --filter-expression
"service(\"example.com\") {fault}" --tags [{"Key": "key_name","Value": "value"},
{"Key": "key_name","Value": "value"}]

{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"

}

FERARIATENEEHGetGroups.

$ aws xray get-groups

{
"Groups": [
{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelID",
"FilterExpression": "service(\"example.com\") {fault OR error}"
},
{
"GroupName": "TestGroup2",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup2/
UniquelID",
"FilterExpression": "responsetime > 2"
}
1,
"NextToken": "tokenstring"
}

FAEFHAUpdateGroup. IRERIEN, MRIEBHFMFE , WEERLSHFH , MESERTEN,
ENASRIBRIMAIRE | 56 HUntagResource.

$ aws xray update-group --group-name "TestGroup" --group-arn "arn:aws:Xray:us-
east-2:123456789012:gxroup/TestGroup/UniqueID" --filter-expression
"service(\"example.com\") {fault OR erroxr}" --tags [{"Key": "Stage","Value": "Prod"},
{"Key": "Department","Value": "QA"}]

{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"

}
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fipr4ADeleteGroup.
$ aws xray delete-group --group-name "TestGroup" --group-arn "arn:aws:Xray:us-
east-2:123456789012:gxroup/TestGroup/UniquelID"
{
}

B X-Ray API & B X B

XEXEA : Amazon X-RayF & T ESAEH X-Ray AP SREURBEHN, IR &5 KL R HIKEEH,
B LAMERIX L API SRE St 7 BRERNMN TESRNHFKA X-Ray F X TESFXIFNESTHITE
¥

B %A A GetSamplingRules FRERFTA REEH M,

$ aws xray get-sampling-rules

{
"SamplingRuleRecords": [
{

"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/Default",
"ResourceARN": "*'",
"Priority": 10000,
"FixedRate": 0.01,
"ReservoirSize": 0,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 0.0,

"ModifiedAt": 1530558121.0

.
{

"SamplingRule": {
"RuleName": "base-scorekeep",
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"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/base-scorekeep",
"ResourceARN": "*'",

"Priority": 9000,

"FixedRate": 0.1,

"ReservoirSize": 2,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 1530573954.0,

"ModifiedAt": 1530920505.0

"SamplingRule": {
"RuleName": "polling-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/polling-scorekeep",
"ResourceARN": "*'",
"Priority": 5000,
"FixedRate": 0.003,
"ReservoirSize": 0,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {}
.
"CreatedAt": 1530918163.0,
"ModifiedAt": 1530918163.0

W HH R RERRATLI A B E XN . 15558 RAF AL 40 RARIE 5% 6 2 A N

BIEE AN FEREZECRAFITEAN, SHNPCERT |, £ B E 5% R M hE X/ M RE, 18
FHFFERAZE (HTERBER ) RRFENFER, MHHHFRKEELLITEARN,
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AN EFE XD RNABERR SV IERNBERRERY. KERITERTHRERS , AURTEEE
EERTE, B2, RERFFE , EUUSYMNEHRER —IRE , B X-Ray 7 EE#H. £IE
Bl , BHIERE-—NMER , AEHEERENATHEMER. BEMERN 0F 1.00(100% ) 2
BBy /N R

UTREIERTH GetSamplingTargets WBAMUREXETE 10 WARFMBHNXERENEAE

/AN O

$ aws xray get-sampling-targets --sampling-statistics-documents '[
{
"RuleName": "base-scorekeep",
"ClientID": "ABCDEF1234567890ABCDEF10",
"Timestamp": "2018-07-07T00:20:06",
"RequestCount": 110,
"SampledCount": 20,
"BoxrrowCount": 10

"RuleName": "polling-scorekeep",
"ClientID": "ABCDEF1234567890ABCDEF10",
"Timestamp": "2018-07-07T00:20:06",
"RequestCount": 10500,

"SampledCount": 31,

"BorrowCount": 0

"SamplingTargetDocuments": [
{
"RuleName": "base-scorekeep",
"FixedRate": 0.1,
"ReservoirQuota": 2,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10

"RuleName": "polling-scorekeep",
"FixedRate": 0.003,
"ReservoirQuota": 0,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10
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"LastRuleModification": 1530920505.0,
"UnprocessedStatistics": []

X B X-Ray WIINIEEXANER (M TRMNAERER ) . ERHTRHFP , ZBRSFE 10 VAMEEE
REMAT 10 FRBRERES , FAXIHM 100 MERNAT 10% BEERR , SHEH 20 MREFR,
ZEFERT 5 o et ( HAEFNERT ) HFLI S EHEH. X-Ray A5 E - MKTRIAE
Ry SRS R A fR (B ERELALRBDE ) -

® Note
KEBEMIE X-Ray JREFR S ELERAACHNEM. BRENKEER , EREREEIA.

M BSARNFTRABERTIAAFEERB, HEX L—IX GetSamplingRules AAKE
LastRuleModification, WMIREH , FREMANAFHEI AR, UnprocessedStatisticsAIgERIE
BTN SHEBIER, WAPFHSEITT XK IBRNRE IR EIR.

Amazon X-Ray 2 BRS04

RERD BRRNMARFRAKRSHERN JSON RRFN, BRERICRAXRRBERNER. BXREN
RRARFEREFIETHENES , ARESAXRENNARFXNAmazonFiR., HTTP API M SQL iz
FERATH T RRANERN FATD

KB XA XRXERNEELIES X-Ray, — M TERXEAIUGEARN 64 kB, B22EFOTRNVEN A
R, RREREEH#HTHSBRFBRRBEMRENENF 5 R, EAUERA PutTraceSegmentsAPI
XX tE#E A EE X-Ray.

X-Ray miFMLEXE NN , R IERANWRRHENTEER , B U256
HGetTraceSummaries#l BatchGetTracesAPl HRLXLERHE, BRT B &AIZF X-Ray WX F
DEN  ZRFEERAFIBEFNEERERMBMHVXE , FHERNMBIZTENLES, HHNDBRERR
PR 55 1th B R Y T i BR S5 B TR o

X-Ray 71X B2t 7 JSON £y, {RAILATEIX R FEEEM : xray-segmentdocument-schema-
v1.0.00 BATFEPD R EF Mt IR TIZEEF I HBFERAMFTR,

X-Ray 2R —EBo A5 FEEFRE , MESHKERERXN—EFEA, fli, IRBFXE EHuserF
BRENME—FRREF , WA BAE X-Ray BH| B FEA GetTraceSummaries API BREHFERAFX
BWXER, BXEZEL , BSRERATEERER

BB =


https://docs.amazonaws.cn/xray/latest/api/API_GetSamplingRules.html
https://docs.amazonaws.cn/xray/latest/api/API_PutTraceSegments.html
https://docs.amazonaws.cn/xray/latest/api/API_GetTraceSummaries.html
https://docs.amazonaws.cn/xray/latest/api/API_BatchGetTraces.html
samples/xray-segmentdocument-schema-v1.0.0.zip
samples/xray-segmentdocument-schema-v1.0.0.zip

Amazon X-Ray FERARER

YIREFA X-Ray SDK X R ARFH TR , SDK &R BERM D X1, SDK TR0 B AEE
KIALE| X-Ray , MR2E I A UDP ix A FEMMEHE X-Ray FHFEF. BXEZEE , HZHM X-
Ray SFH R &I 0 BRXXAY

AARFN=E S

- TBRFR

B

« HTTP &EREIE
- B

« Amazon#BREIE
- HIRARE

- SQL Eif]

PERFR

PERICREXRNAERFREEBRSNVERNVEBEREEE, 7BELLIBFERNVEBM, ID, FBEetE, RER
ID ML RATE

Example &/N TR 7 ER

"name" : "example.com",

"id" : "70de5b6f19ff9a0a",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979",
"end_time" : 1.478293361449E9

PTREEFNEFRHHEEFEUATFR,

@ Note
BRIEZITULRA , BNELARFRE (& 250 MFH).
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HIE D BRFER

« name— LEBERWIRSHEZEEN , &% 200 NFR. flun , ZRNABRFNERIEE. BHT
LAEE Unicode &, B, ZEMUTHRST : _. .. . /. % & #., =, +, \, -. @

o id— ZERHY 64 (UFRIREF , ERI—HTEFHNDERPEE—H , 2L 16 MHAHFEBFERTR

« trace_id— EERBENEFEFPIRBERNAE 2 BT 20 R —FRIRAF,

X-Ray BRER ID &3

X-Ray trace_id H=AMNAEFRH S BURTEAM. B0, 1-58406520-
a006649127e371903a2de979, WEITIE :

« BRAS B 1,
o RIBERMETE |, RA Unix LetiE |, 7 8 NHARBFIBKF,

Bitn | 2016 & 12 B 1 B L4 10:00 (A F¥kmtkat ) RAL T ER 1480615200 , HEE+
A3 S F 58406520,

- RIRE 96 (UARIRRT , £ RME— , £ 24 MHARFKF.

(® Note
X-Ray MEXZFFET OpenTelemetrySE A HAFE W3C IRERE T B HIHEZE IR
BRER ID, KIAE X-Ray BY , W3C BRER ID #F1K A X-Ray BRER ID X # TN, i
n , W3C BRER ID &R sefaafsdle8720b39541901950019ee5 M 5% £ B X-Ray
1-4efaafsd-1e8720b39541901950019¢ee5 B HE., B X-Ray IRER ID @&
Unix 22 JTA (A9 B Y R G5 SRET R |, BE LA X-Ray #&3X &K%k W3C BRER ID BY , iIXF =2
PBEW,

© BE D ek
BRI ID EWMSATL RN, EERSWENEEERBE D, BRYE ST E AR
BRES ID HAEFIIXLE D IR R AR AL ER.

« start_time— ¥ZF , BIH R CIERE , MLxitBANEMNHZFLY, Fl0, 1480615200.010
5 1.480615200010E9, EAFMEHREN /NI, BUERAMUEN (MRTA).

« end_time— RARXEKHARBMEF, Hla0 , 1480615200.090 = 1.480615200090E9, IEFE
end_time = in_progress,
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 in_progress— boolean , RENtrueMARIERE , end_timeidFKH B EFHBREERTK. &
BN ARFERIZEERNBRUBESHBERNZZHITHINSE , ATREERER. KX TH
Bz , RETRDBUABEHTHS B, AABMERKE—NITEIER , AR—NHENHITH
B

® RSB

DEBnameNEE RS BWRSHIEERBERHELTE. B2 , XHREBEBEHEHIT. £AF
PRI B AR FPutTraceSegmentsE Al AL IR EAT B MY X ER,

UTFBRSBHTEEE.
Tt 5 BT

- service— BENABRFMEXEENTR,
« version— —1MNEHFE | BTFHRIRABEREHRRSHNAREFRAR,
« user— ATFHIRKREBERNAFNERSE,

- origin— ZfTRARFMAmazon BIREKH,

X FHE

« AWS::EC2::Instance— I & EC2 324,
« AWS::ECS::Container— 5% ECS &85,

« AWS::ElasticBeanstalk: :Environment— Elastic Beanstalk 538,

MREHNAERFERAZNME , BEAREARNE, HlI0 , 25 8F Docker Elastic Beanstalk ¥ME1E
W5 ECS Res L BTN ARRF , MiZA 85 XE Amazon EC2 =4l Eiz1T, EXMBERT ,
BRIFRIE N AWS: :ElasticBeanstalk: :Environment , ARRIER E AT TR R,

- parent_id— MIRERRBERNHONARER , WHEEEN F5E ID. X-Ray SDK FRF5E&
ID ARMEITHEHTTP BAMNBRERLP, W TFREFIER, N FrRIUNE—INDBRI—1NF5
BIEERERE,

« http— @E&EXEH HTTP BEREEMNhttpH R,

« aws— BEEAXRENNARE N BERREHESHAMazonFRE SN awsT Ko

- error, throttlefault, Ml cause —HIEFER , RREXETHIRHITEEXSHERNEEN

1§ =|
[= R3]
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Amazon X-Ray FRARER
« annotations— BEEEXNMannotationsH R , BHE X-Ray FHEARS|I UHER,

* metadata— LELEFHEXRINEMHEMEIENmetadataX R,

+ subsegments— subsegment X RELA.,

TR

BT LABI2 F 9 BRRIEEX Amazon SDK #9198 Amazon Web ServicesFI'&IR, X REFHRIAEZE HTTP
Web API AR SQL HiEFEE#., B aUAIR 72 BRERNARFPHRBRE N ERIE
B, BT FH2BRAUIEEMTFIER , Bt , BREXABEHKAANABENEEL F/ETUNETE
HWEEN Fr BN T HERAN F25 &,

FOBRMNBRAZFIUNRSHARIEE TEFWY, X-Ray EAF 2 BRFKRANREXEN THRS
FHERSE LAENCESRE,

FRORAMRARZTES RNEREEMRE, N TRENEZETHER , ERREFDRARSRET
AR, SERRET RS ERIERN,

Example HHE#BRAN F 0 RHXE

M FOEBREA type B subsegment BARARIAR B BRI parent_ido

{
"trace_id" : "1-5759e988-bd862e3felbe46a994272793",
"id" : "defdfd9912dc5a56",
"start_time" : 1461096053.37518,
"end_time" : 1461096053.4042,
"name" : "www.example.com",
"http" : {
"request" : {
"url" : "https://www.example.com/health",
"method" . "GET",
"user_agent" : "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/601.7.7",
"client_ip" : "11.0.3.111"
.
"response" : {
"status" . 200,
"content_length" : 86
}
},
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"subsegments" : [
{
"id" : "53995c3f42cd8ad8",
"name" : "api.example.com",
"start_time" : 1461096053.37769,
"end_time" : 1461096053.40379,
"namespace" : "remote",
"http" g
"request" : {
"url" : "https://api.example.com/health",
"method" : "POST",
"traced" : true
},
"response" : {
"status" . 200,

"content_length" : 861

NTREEZETHER , BTN REEERTH D RUEH X-Ray EREER , ARETHEHBER
Z BRI R IEF o0 BRARERE AT,

Example 31T #Y B
"name" : "example.com",
"id" : "70de5b6f19ff9a0b",
"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a@06649127e371903a2de979",
"in_progress": true

Example I8 3 F 4 5

MY FHEREER type B subsegment , —4 trace_id M—MRIER 5 ERM parent_id,

"name" : "api.example.com",
"id" : "53995c3f42cd8ad8",
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"start_time" : 1.478293361271E9,
"end_time" : 1.478293361449E9,

"type" : "subsegment",
"trace_id" : "1-581cf771-a006649127e371903a2de979"
"parent_id" : "defdfd9912dc5a56",
"namespace" : "remote",
"http" : {
"request" : {
"url" : "https://api.example.com/health",
"method" : "POST",
"traced" : true
.
"response" : {
"status" . 200,
"content_length" : 861
}
}
}

HERZTHRES , HEM end_time EMRIEDERKXATR. TROBRFEZHITHD Ko

AN ME T RS TERNETRIEREIMEE TR, flin, EFBAFRBEROIEZ

A1 , Web API T8£I EIIREl OK 200 MR, EBAILAERIEMAIEIEIE X-Ray £ ETEXE , REE
REFOPBRUBBEETRANIEERA. SB—# , BEUUREFITBRFBEREXRFIERERA , A
EETHAAZSREA—1TZEFIBREBEZI TR,

FOREBEEIRFHFMFEUTFR,

(® Note
BRIFSITUHA , BNERFNH (&2 250 MFH).

HIEF T ERFER

« id— FA BN 64 UIRRAF , BRI —HBEFH D RPRE—H , Bl 16 DT AREFHBFRT,

* name— T BMNEBEN. T THAA , a2 AANERIRFTENTIER. NTEEXLFS
B, wBHRNNABENTOER (Bl , BEERT).

+ start_time— #HF , B F 2 BRAGIERE , RETRBENEMHT]R  BHIZED. 6
n , 1480615200.010 = 1.480615200010E9,
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- end_time— R FXEXAMEMNEF, Hla0 , 1480615200.090 =% 1.480615200090E9, i85
E end_time = in_progress,

« in_progress— #H/R{E , iIRENtrueMFARIEE , end_timeliERF o BREBIHEEKRTER.
PRABNTHERKIE-NTEFIE , UR—NEENHTHFF DR,

« trace_id— FREBRXXEMWIRER ID, RELMEEFIERNELEN,

X-Ray BRER ID &3

X-Ray trace_id H=MAEFRTRHOBFHN. Hli0 , 1-58406520-
a006649127e371903a2de979, HWE S :

- A5, Bl 1,

- BAERBETE , A Unix LtetE |, 7 8 MR EIHE,

flgn , 2016 & 12 A 1 B L4 10:00 (KFEFrERTE) RAL LA AN 1480615200 , HER T
N BB F 58406520,

- IRERHY 96 AIARIRAF , £ RME— , £/ 24 M AEFBF,

® Note
X-Ray IE X FBES OpenTelemetrySAEAIH RS W3C BRERE T XHEHEZEAIZER
BRER ID. KIZE X-Ray B , W3C BRER ID %K A X-Ray BRER ID X#THERL. 6
n, W3C BRER ID B9t&Rsefaafsdle8720b39541901950019ee5 M 5% % F X-Ray
1-4efaaf4d-1e8720b39541901950019ee5 A NAHE., | X-Ray iRER ID B
Unix £8 JoA R 9 S Y R 2R A SRAT A B , 1B7E LA X-Ray X &% W3C BRER ID it , XFR=2

- parent_id— FRERXXEBHWXE ID. NELMRIEFIENELEN, RTHREFIER, — 1M F
DPEALE N BRI—NFIBRIEANERXL,
- type— subsegment, RERMEEFITENFTEE,

UTFERR2TFDBRNAEFR,
i F o BRFR

* namespace— aws AT AWS FRITEBAA ; remote AT HAM THFAM,
« http— @E&HEX&H HTTP HIMEEMhttpH R,
« aws— LEBEXREHNNARFRAAN TiFAmazonRIRHIE B aws TR,

FH& 158


https://www.w3.org/TR/trace-context/
https://www.w3.org/TR/trace-context/

Amazon X-Ray FERARER

« error., throttlefault., # cause —HBIZFER , R RXETERHATEEXSEBEZNREN
1%’%‘0

« annotations— @&REXMannotationsHR , BHLE X-Ray HERARSILMHEER,
- metadata— BELEFHEXBEPWEMEMEBIENnetadataXd R,

 subsegments— subsegmentX REHLA.,
« precursor_ids— F7 B ID ¥4 , ATHIRRXEMEEEEL FS5BRZE TR F 5 &,

HTTP &R & iz

£ HTTP BIERIEFAEXNARFRERSTH HTTP B3R (EDERF) HNAEFE Tk HTTP API
KK HTTP R (EF0BRF) WIFAFE. EXNKRPNWKSHF BRI RE HTTP FHRMIEEH
RIMER.

http
FIEFERBMRETEFR,

« request— BXIERMEER.
« method— #EXRF %, fla0 , GET,
« url— ERMTE URL , RITFBEROIPIL. ENEMNBEREREFH.
« user_agent— REBEREEFHNWAFPRKEFRSR,

e client_ip— iBERER IP thsit, M IP BIEEH Source Address = (N FTHKHER) X-
Forwarded-For Xk HFR %,

« x_forwarded_for— ( {XFR segments ) REFRREMX-Forwarded-For#r@@HFiEH |, 3
BEXA% K EAECTERMAEN, client_ip

« traced— (XRFHTER ) HRE , RATHFEARERS —MURERN RS . IRFUFERIRE
Atrue , M X-Ray RINNBRECHH , EEITHES LENDBREEEHIRIIN T2 RATEN

2B, parent_id
-« response— BXIRKEER.
 status— RRMNH HTTP RSB,
- content_length— E¥ , RRMBMEXWEE (UFTRENMN )

LR FT T Web APl BB AR | Hi2FZ—MNEEEX HTTP B RMMWNEEN F2 K. X-Ray £
AFDEBRNTE APl £ M XER,
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Example HH7E Amazon EC2 LiZfTHNABRFRMEN HTTP BAMN D &

"id": "6b55dcc497934f1la",

"start_time": 1484789387.126,

"end_time": 1484789387.535,

"trace_id": "1-5880168b-fd5158284b67678a3bb5a78c",

"name": "www.example.com",
"origin": "AWS::EC2::Instance",
"aws": {
"ec2": {
"availability_zone": "us-west-2c",
"instance_id": "i-@b5a4678fc325bg98"
},
"xray": {
"sdk_version": "2.11.0 for Java"
.
},
"http": {

"request": {
"method": "POST",
"client_ip": "78.255.233.48",
"url": "http://www.example.com/api/user",

"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv

Firefox/45.0",
"x_forwarded_for": true

1,
"response": {
"status": 200

Example T HTTP ARAMN 720 &

"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,

"name": "names.example.com",
"namespace": "remote",
"http": {

"request": {
"method": "GET",

:45.0)

Gecko/20100101

HTTP &R &4z
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"url": "https://names.example.com/"

.

"response": {
"content_length": -1,
"status": 200

Example i HTTP 18 #Y #HERTER

{
"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
b
"response": {
"content_length": -1,
"status": 200
}
.
"inferred": true
}
AR

REFMTFoEROULULEE—MNannotationsHR , EFEE—IRZNFE , X-Ray }

EFERRmEAR

SIMATERER, FRUNEEFHE, BFRARE (ENRIHA), X-Ray hAEFHLHST

%5l 50 MER

Example F X HTTP BA S &

"id": "6b55dcc497932f1a",
"start_time": 1484789187.126,

R
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"end_time": 1484789187.535,
"trace_id": "1-5880168b-fd515828bs0@7678a3bb5a78c",

"name": "www.example.com",
"origin": "AWS::EC2::Instance",
"aws": {
"ec2": {
"availability_zone": "us-west-2c",
"instance_id": "i-@b5a4678fc325bg98"
},
"xray": {
"sdk_version": "2.11.0 for Java"
.

},
"annotations": {
"customer_category" : 124,
"zip_code" : 98101,
"country" : "United States",
"internal" : false
},
"http": {
"request": {
"method": "POST",
"client_ip": "78.255.233.48",
"url": "http://www.example.com/api/user",
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0) Gecko/20100101
Firefox/45.0",
"x_forwarded_for": true
.
"response": {
"status": 200

RUFHFRUTT AT HLR. RAFEATUR. TAFEARBYSHRS,
TR

XBEMFoBRANEE— metadatafiR , ZRREBE—NLSNFER , HENEAXE  SEIR
MBA, RESBRXETEIRAKD (64 kB) , X-Ray iF ARSI THIE , BAUUREEKRD, &
AEEH BatchGetTraces APl REIWEE D B EPHW THIE. UTFLNFEREL (debugE AT
APl ) REHAMazonRUENHGFA XTI ESHNEFHFER. AWS.
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Example F B B TEN B ENL FXE&

{
"id": "0@e58d2918e9038e8",
"start_time": 1484789387.502,
"end_time": 1484789387.534,
"name": "## UserModel.saveUser",
"metadata": {
"debug": {
"test'": "Metadata string from UserModel.saveUser"
}
},
"subsegments": [
{
"id": "0f910026178b71eb",
"start_time": 1484789387.502,
"end_time": 1484789387.534,
"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 58,
"status": 200

}

.
"aws": {

"table_name": "scorekeep-user",

"operation": "Updateltem",

"request_id": "3AIENM5J4ELQ3SPODHKBIRVIC3VV4KQNSOSAEMVIF66Q9ASUAAIG",

"resource_names": [
"scorekeep-user"

]

}
}
]
}
Amazon® RE Iz

FFDER , aws WRBEEFEXNABRFETTHNERNER, 2ANMNFERUINAF—NERR, 0, &
Elastic Beanstalk #9% & 2% Docker FMERZETHWN ARFAIREZEE XL 5i# EC2 =4, 1E1ZEH4
FiZ1TH Amazon ECS A 83K Elastic Beanstalk REXREHEER.,
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aws (7 ER)

FIEFBRBRAEFR.
« account_id— MR EM R ARERFQEMNARERF XIEXEBEAmMazon Web Services Ik |, iFid&kiz
TENNARFHIKF® 1D,
 cloudwatch_logs— #ii#4 CloudWatch AEA X REA.,
« log_group— CloudWatch B&ELA B .
« arn— CloudWatch H&4 ARN,
« ec2— BxIL G EC2 KHIHER.
« instance_id— EC2 SEHIRYSEHI ID,
 instance_size— EC2 EHIHIRE,
o ami_id— W E#HLEFARE ID,
« availability_zone— EHIETHATAKX,
- ecs— BXL ¥ ECS AERMNER.
« container— EHNARBHNENA,
« container_id— ZEMEEENTEERE RS
« container_arn— M AEEHIA ARN,
- eks— BAXL G EKS £FHHNES.
« pod— &H EKS BN ENE,
« cluster_name— EKS &£&Z&Z %5,
« container_id— ZEMERENTEERE RS

« elastic_beanstalk— &% Elastic Beanstalk siMEHE R, &7 LA K ¥ Elastic Beanstalk /
var/elasticbeanstalk/xray/environment.conf & LZE NN XHFFRIIXLEEL,

« environment_name - SREE Fr,
* version_label— H#IEEEN BERBERSHIZAEIM B AR FIRAH B .
* deployment_id— FRRERKIIEB RN ERBEKRSHIEHFIN ID HHF.
« xray— BXRATAMERRBENMMRAR THE,
- auto_instrumentation— RREEFEA T BEHEMNA/RE ( Hlm , Java KE ),
« sdk_version— IETEEAK SDK SHAEAI R,

e b Sl TTIH

AmazorEiR LR = DHYZR S0 164




Amazon X-Ray FERARER

Example Amazon A iE#H B &

"aws" : {

"elastic_beanstalk":{
"version_label":"app-5a56-170119_190650-stage-170119_190650",
"deployment_id":32,
"environment_name":"scorekeep"

},

"ec2":{
"availability_zone":"us-west-2c",
"instance_id":"i-075ad396f12bc325a",
"ami_id":

I,

"cloudwatch_logs": [

{

"log_group":"my-cw-log-group",
"arn":"arn:aws:logs:us-west-2:012345678912:1o0g-group:my-cw-log-group"

1,

"xray":{
"auto_instrumentation":false,
"sdk":"X-Ray for Java",
"sdk_version":"2.8.0"

FFFHE , BiEFEREH R AREF T E A Amazon Web ServicesHI'&IRIVE B, X-Ray XL
SERCEBHEMENXE  XEXBERREWRSHE P T RS,

aws (F7 E)
FMIEFBRBRETFR,

 operation— #XfAmazon Web Services &R A B HY API RIEH B FRo

« account_id— UIREHNARBRFHREMKFAHNRE  SB@EMKFXEDER , BiExEE
B N AR F AT B Amazon &R K /Y 1D,

« region— MRFRUTELENNARFAENXE , HidFKizXiEg. fla, us-west-2,
« request_id— ERHME—FRIRE,

 queue_url— X FX Amazon SQS BAFIHIIRME , ZRAFIRI ML,

 table_name— X F ¥t DynamoDB RIIE/E , HERAZERNE N
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Example i Fi8MA DynamoDB LAMREI B 97 20 Bk

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 60,
"status": 200

}

},

"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",

"request_id": "UBQNSO5AEM8T4FDA4RQDEB940OVTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

xRN 7T

HEER , BAINERAERZERRAEERNFENEAGE. SNAEFREREQSAFY , £9K
PIERER ; A TFEREDEIRN , EF0RPIERER.

HiREH

FUT—AREANFZRREN true AEEREXEHEIR. MRENEAHEIR , WSNKBER, Hlm,
KRB THEAM 429 Too Many Requests fRiIRATREL S BN AREFIRE 500 Internal Server
Error , EWBERT , FAIE=MRERER,

. error— RRRERFHERNHRE (WEREBN XX BLHER ) .
. throttle— H/RME , RFEREHRS (WEIRBHH 420 HRES ) .
. fault— F7R{E , REKETRSBER (MARBSRBN 5XX BHBER ) .

BEESRSEFORFEE cause WRFKIERERER,
cause

FERTUR 16 M ZRWFE ID HHEU T FEROR :
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« working_directory— R4ERENITEE RN TERR,
* paths— RERXENEEFEANESERNBEHRE,
« exceptions— FEXNRKA,

BEAX—IHEZ exception X KA E IR IEMER,
exception
FIEFBRBRAETFER,

« id— REW 64 UFRIRFF , EE—REFNERPEMR -/ , L 16 M AEFHBFRT
- message— REHE,

- type— REXRH,

« remote— HR{E , RARERH T HRSFSEONHERSIEN.

* truncated— E#H , KR RN BB HER M stack,

« skipped— B¥ , R ELUFEREFRE (NESIENEE ) 2RARINFER,

« cause— RERTHNRE ID, PSBUFENRE,

« stack— StackFrame X R 4H,

MRAA , Ni2FKAEX stackFrame X RHHYIFARAHERNE S,
stackFrame

IEFEREBRUEFR,

« path— AWM ER,
e line— X#HHHIH—1T,
« label— B HEBE M

SQL &1
EAUNRARFE SQL BREX LN SRR TS &,

sql

FEFRBRATEFR.

SQL &if
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« connection_string— X T EA URL EZEFRBM SQL Server REMBIEEFERE , HicRiE

BEFNEe , TEEEN,
« url— X FEA URL EEFRAENBIEEERE , F12% URL , TEEER.
 sanitized_query— BEEZEW , HIRAFRENEAERFEER N SURF.
« database_type— HIEFESIBHE M.
- database_version— BIERE S| ZHRES,
« driver_version— BN ARFERANBIEESI ZRIEFNEHRMRES,
- user— BIBERFE,

« preparation— call MR EHFEH TPreparedCall ; statement R EHFEA
T PreparedStatement,

Example 8 SQL &N F75 &

"id": "3fd8634e78ca9560",
"start_time": 1484872218.696,
"end_time": 1484872218.697,

"name": "ebdbeaawijb5u25wdoy.cpamxznpdoq8.us-west-2.rds.amazonaws.com",
"namespace": "remote",
Ilsqlll : {

"url": "jdbc:postgresql://aawijb5u25wdoy.cpamxznpdoq8.us-
west-2.rds.amazonaws.com:5432/ebdb",

"preparation": "statement",

"database_type": "PostgreSQL",

"database_version": "9.5.4",

"driver_version": "PostgreSQL 9.4.1211.jre7",

"user" : "dbuser",

"sanitized_query" : "SELECT * FROM customers WHERE customer_id=?;"

SQL &if
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Amazon X-Ray RN AR

fAmazonX §f4keb-java-scorekeep RBIRI AR , AIEGItHub , £ /R T AEAmazonX-Ray SDK
BFRNEAN HTTP @A, DynamoDB SDK &EFix#l HTTP &/ iw. =45 FAFEF £ Amazon
CloudFormationZ 1% DynamoDB % , B L4l LR Java K13 , RAEERHITEMTINEENIE
M TET X-Ray SFHP R,

BZRL)REHEEFRLRNEALIRNN RFIMNARER , 1 HAAmazon Web Services
Management Console=%#&Amazon CLI,

games

tac

Username

Create a game
random 2

| tac |

. Rules:
Session

(s | =1 o
Games
-
t
 tac ®

| session ID ﬂ|

ZRGIEERR Web NARERF. ©REAMN API UKk AT F#EEIEN DynamoDB &, EAYUERITIE
g, @, URAERIHAMazonSDK B Fim B /REH B fxray-gettingstarteds X, X2&
EANHEPBBNS X, BT XRITEELRDN , BULRE master 2 XHRER , UPIE
BRERS .
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arn:aws:sns:us-west-2:97930027 ...
4 AWS:SNS
scorekeep-session
AWS::DynamoDB:: Table

avg. 1 1 ms

avg. 10me 0.6 vmin
|
1 t/min
>
scorekeep-move
AWS::DynamoDB::Table
scorekeep-state
AWS::DynamoDB::Table
Client Scorekeep

AWS::ECS::Container

710ms
0.07 vmin

SNS
AWS::SNS

scorekeep-game
AWS::DynamoDB::Table

60ms

0.07 vmin

scorekeep-user
AWS::DynamoDB::Table

RINARFEXEXHRERERD

« HTTP iERIIEB8E—WebConfig. java
+ AmazonSDK &EFig T E—build.gradle

MWxrayZNARFN S X BEFEAHTTPClient, =8 , SQL &), BEXL FHA S , —NEBMNEE
B Amazon Lambdai®k , AR 28N BB {L B FEIZA
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X ¥ P EFMAmazon SDK for JavaScriptE X BB A , xray-cognitoz XA T Amazon
Cognito AZZFAF S HRIEMZEN, #EIM Amazon Cognito ERFIWEILE , ZMENARFEAM
X-Ray RIXBREREHE , MENEFNAERREREE. IR EARERSHESRERANECSHT
R, HiEFRHEHMER K SEAFEEEENTEMN URL MAFH ID,

B&J5 , xray-workerbranch 70 T —MNERENEY Python Lambda BE , ZEE AT LAIRIIET ,
AERBILS# SQS IR ., BHERLE R , Scorekeep M EBBAFIRM—NRE ., Lambda
TE2R , Mt &R CloudWatch®4 , B/ J12 #hMEASI A R EXT B 3 Ht 1TAL 3 BUR 3% iC F A7 7E
Amazon S3 LAt 5 47,

£l

« Scorekeeep RBINAEF Al

- Fah 5 HHAmazonE iR

- BIEMINF 2R

- IBFER, TBENASID

- RNEHH HTTP A A

« DX PostgreSQL B IEFEH A A

. Y881t Amazon LambdaZh &

- DMBFHNRBG

« DITHIZA

- B Web N ARFE ik

s EIELGEPEASNE, K

Scorekeeep "IN AR Al

AHREMEMAxray-gettingstartediy s X Scorekeep RBINAEF , ©EMAAmazon
CloudFormationt| 2 M &t E7E Amazon ECS LZETRHISAREFM X-Ray FHREFNER. Z

B FARERFEHA Spring 2 kKEIM JSON M APl FlAmazon SDK for JavafF g R Z 2T & #h
DynamoDB., MARFFH serviet BN NARFAENFIEZRABER , MMNARFEFHIER
LEREFN A TR ZNAREFRENFTEE AERAMazonSDK B F & NI DynamoDB # T i
WA,

PR] LAE A LA E — 5513 5 3 X #2 Amazon Web Services Management ConsoleE;#&Amazon
CLlo
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ANRFI=Es

. HREZMH

o EAUTS %% Scorekeeep B FAFEFCloudFormation

o ERBRERHIE

- EHhEF RS B Amazon Web Services Management Console

- B Amazon SNS EA

- NRRGINAERF

o A% IENREKRE

1

- EESR

FRZM

A¥IZEAAmazon CloudFormation Bl 2 ME E= 1T RN AREF M X-Ray FHREFHNER. ZEM
BITAHEZTEREUTEREH

1. WREERNRBERN IAM A, BEFPBMNULT A/ REIAM 25 &

« AWSCloudFormationFullAccess— i8] F14#E A CloudFormation

« AmazonS3FullAccess— fF#E i X 4 £ 4% Zl|CloudFormationf# Fl Amazon Web Services
Management Console

« IAMFullAccess— ®IE W S ECS M Amazon EC2 il &

« AmazonEC2FullAccess— BI|E T L% EC2 &R

« AmazonDynamoDBFullAccess— 8% DynamoDB &

« AmazonECS_FullAccess— &2 & ECS &R

« AmazonSNSFullAccess— B|E T S SNS F &

« AWSXrayReadOnlyAccess— 3REVIE X-Ray 2%l & P EF RS it B MR ERADR

2. EFRAERHERTHAZHEAMazon CLI, £% CLIERZA 2.7.9 ESKRA , UREE CLIEA L—
SHHAF, FRAERE XN EEEZXiHAmazon CLIMIAFE—E, RAEEXE , N
EEEMM--region AWS-REGIONE|EA CLI &%,

3. MREBMELRE , LERERFINARFF®E.

4. FMExray-gettingstartedScorekeeep FEMEN DX :
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https://github.com/git-guides/install-git
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git clone https://github.com/aws-samples/eb-java-scorekeep.git xray-scorekeep -b
xray-gettingstarted

FE AL T S %% Scorekeeep B A#EFCloudFormation

Amazon Web Services Management Console

{5 F 2 % '~ 51 51 F #2 F Amazon Web Services Management Console

—

$TFF CloudFormation 2%l &

R BHERAREEEE THNRRNTREEF,

EIEEERE D , EF L EERXH,

BB |, SMiBIxray-scorekeep/cloudformationfE 5 b& git 17 B B 2 B9 STHF

* , RigkEcf-resources.yaml X#.

%32 Next ( T—25 ) A&,

6. HtAscorekeep#t AMRBMNAE  REER T —SHENHEKIHRE, FEE , FAHENHE
RED BRI KRB Nscorekeep,

7. RHYHERIDE BHARIENTEHIE R T —SHEL,

8. FRHERBEPRME L , & EIXEHIACloudFormation J ABIBTH B E X B FE IAM &
R, REEFAIEHEK,

9. HCloudFormationiE7E Bl H#t%, ARSI RCREATE_IN_PROGRESSAA RS #HEHEEN

JICREATE_COMPLETE, RZAFERAMIFT , Si&E &7 LARIF TE.

B w0 DN

o

Amazon CLI
{58 A %2 %5 7~ N2 A #2 - Amazon CLI

1. SMElcloudformationfI X #HKxray-scorekeepBERKERI E D RENEME

cd xray-scorekeep/cloudformation/

2. BWALLTHZAAmazon CLIg 5K 81 CloudFormationftk :

aws cloudformation create-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml
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3. ZZ|CloudFormation##% IR FICREATE_COMPLETE , RAZER K%, FAUTHE
Amazon CLITF S REERE ;

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

4 PR IR ERER AR

R AR B ¥E— N EliR Web RARERF. A Web RIARFEME APl R EFHFRERIELR
EE X-Ray, BE , EARE Web MAREFMitAmazon Web Services Management Console= &
Amazon CLI:

Amazon Web Services Management Console
FEREHK N AR URLAmazon Web Services Management Console

1. ¥TF CloudFormation &l &
2. %R scorekeepMFIERFIHE,

3. EERBEETIF L scorekeepHBNH , A/F%EHFELoadBalancerUrl AT ITF Web M A
*EE}-._EIJ URL &Eo

Amazon CLI
ERAEHRMHAREF URLAmMazon CLI
1. FAUTHHSETR Web BIARFEH URL :

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].Outputs[@].OutputValue"

2. EHtk URL HERXKEBFHITHLLE R Scorekeep Web R AEF.

£ Web R 12 Fr 4 B BR BR 3R

1. 1%3$E Create RSIZAFM&1E,
2. X game name , ¥ Rules i®ENR Tic Tac Toe , R/F%$#R Create B — MM,
3. % Play LB EBEX

4 IR BRI 174


https://console.amazonaws.cn/cloudformation/

Amazon X-Ray FERARER

4. EFFHAHETREIHMESUERRES.

BN SREBMERXT APIEY HTTP 3K , BAKXY DynamoDB B FiFiEA , B TEEMEAAS, 2
&, R, B NRSHE.

£ & & IR S5 B Amazon Web Services Management Console

& LATE X-Ray & 2B RO R AR P 4 BRY AR S5 3th B 1 BR BRCloudWatch#2 &l & .
X-Ray console
£/ X-Ray %l &

1. HANERSHEERTEX SHEEH a8,

2. EBHEER X-Ray RENARFRENBRERBEERNBSENRTER, NRFE , L
RERSRAVNEER , LBREQERBEEXES Web M AR F AR AAERER.

0 Last 15 minutes ¥

Custom (UTC) Relative

Minutes (1) (5

Hours (1 ] (2] (6]

REEIERT Web NEARFEFIK. £ Amazon ECS HiZ1TH API IR N ARFEANEN
DynamoDB &, WMABRFHNENMNER (RZATEHENBYEXERR) HBZIRE (HRERE
1B APl , £ TERSWIER , REZTK.

AURERSEPERE-—TR , RKEBNZTREXNRENFRNVIEER, Bal, TI# SNS TR
NEB, RATHER,
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100ms

0.07 ymin

arn:aws:sns:us-west-2:97930027 ...
4 AWS::SNS
scorekeep-session
AWS::DynamoDB::Table

avg. 10ms

»
1 t/min

scorekeep-move
AWS::DynamoDB::Table

scorekeep-state

AWS::DynamoDB::Table
Scorekeep

AWS::ECS::Container

Client

'Y
710ms
avg. 8ms 0.07 vmin
5 tmin
SNS
AWS::SNS

scorekeep-game
AWS::DynamcDB::Table

60ms
0.07 vmin

scorekeep-user
AWS::DynamoDB::Table

ERERRER

1. EREBRN SNS T K. HERTLEAEEEIR.
2. EREFRERLGNE Trace BRARFE.

3. M Trace list HiEFREFE. ZREXBEFES URL , BN ERERFHEIZFEKA , MARINE
ATERH9E R
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FRARER

Q, senice("SNS")

Trace overview

Group by: URL A
URL -

Trace list (1)
IDa Age~  Method ~

...48[)561 1.1 min

Avg Latency -

1.3 sec

Response « Latency «

1.3 sec

% of Traces ~

100.00%

e

Last 5 Minutes ~

Response «

1 0K, 0 Throttied, 0 Errors, 0 Faults

URL « Client IP Annotations

0

4.

Traces > Details

Q, 1-62f40175-86b347fc50bc57a992e9b835

Timeline Raw data
Method Response Duration
- - 2.1 sec
¥ Trace Map
Client
Name Res. Duration

¥ Scorekeep AWS::EC2:Instance

Scorekeep -

SNS 400

2.1sec
28I

P SNS AWS::SNS (Client Response)

Age
8.3 min (2022-08-10 19:05:25 UTC)

ETEKEH Amazon SNS XERHEREIRRSER |, ITHFINERSNS FXERTTHE,

Q

ID
1-62f40175-86b347fc60bc57a992e9b835

= Q l Q Map legend @
2.11s 728ms
1 Request 1 Request
Scorekeep SNS
AWS::EC2:Instance AWS::SNS Services Icons ()
m Health = Traffic
No node resizing
Status D.Dlms 2uc:ms 400|ms GDnlms Bmllms 1.|Os 1 ‘?.s 1 .flls 1.|Es I.IEs Z.Ps z.|25

Subscribe

5. X-Ray SDK & Bz #3RAKN 5 X K FHFAmazonSDK & /7 i 7 10 etk BRER

EHEEF RS B Amazon Web Services Management Console
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Subsegment - SNS x

Overview Resources Annotations Metadata Exceptions

Working directory  /varfapp/current
Paths -

m

Cause

com.amazonaws.senvices.sns.model.InvalidParameterException: Invalid parameter: Email address (Senvice:
Amazon3M3; Status Code: 400; Error Code: InvalidParameter; Request ID: 8d29cd97-003a-5e7 d-9dfb-
9cffe0b7b9ab)

at handleErrorResponse (AmazonHitpClient java: 1545) =

at executeOneRequest (AmazonHitpClient java: 1183)
at executeHelper (AmazonHtipClient java:964)

at doExecute (AmazonHttpClient java:676)

at executeWithTimer (AmazonHttpClient java:650)
at execute (AmazonHttpClient java:633)

at access$300 (AmazonHitpClient java:601)

at execute (AmazonHttpClient java:583)

at execute (AmazonHttpClient java:447)

at dolnvoke (Amazon2MSClient java2003)
atinvoke (Amazon3M3Clientjava: 1979)

at subscribe (AmazonSMSClient java:1881)

at createSubscription (Utils java:34)

at =clinit= (WebConfig. java:52)

at forhame0 (Class java-2)

at farflame (Class.iava 348}

CloudWatch console
5 CloudWatch 241 &

1. $TIFX 54 AR S5 3t E A TWE CloudWatch#2 i & .

2. 2HAER X-Ray RENARFRAENRERELEKNBRSENRTER, NRFE , FHL
RAERSMAVREELER , DBREQERBEEXE3 Web B ARF RN FIERER.
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CloudWatch Service Map

Service map ‘ Add to dashboard ‘ 5m 15m 30m 1h 3h 6h Custom

BB ERT Web NARFEZEFE, £ Amazon EC2 HiE1TH APl AR N ARFEANED
DynamoDB &, M NARFHENMER (RZENTEENEVRRERYR) HZIRER (RREKXRT
1B AP, £ERER TBERSWIER , RETKo

AUERSEPERE-—TR , KREENZTRERRENBERNERER, BEl , L% SNS TR
nEE, RATHER,
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DynlamoDB Table

O storekeep-game
ynamoDB Table

scorekeep-move
DynamoDB Table

. O SNS
Client O Scorek SNS
ECS Container
O scorekeep-session
DynamoDB Table
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ERERER

1. EEBEZERFSNSHT A, SNS T RFHAEEERERE®BETH.
2. EREFRYPLTHERZERE,

3. AMNEEKS , NPERPIETERETES, ZRFEEFES URL, RN ERERHEIZR
B, TR X% A8 RE9 06 RL,
Traces Info 5m 15m 30m 1h 3h 6h  Custom B

Q, Filter by X-Ray group service(id(name: "SNS", type: "AWS::SNS")) y
4
m ® 1 traces retrieved
BQuery refiners
Traces (1) Add to dashboard
This table shows the most recent traces with an average response time of 2.11s. It shows as many as 1000 traces.
Q. Start typing to filter trace list 1 1]

ID v Trace status v Timestamp v Response code ¥ Response Time ¥ Duratior
-.86b347fc50bc572992e9b835 ®@ok 19.17min (2022-08-10 12:05:25) - 2.11s 2.11s

4., EBRXEREHEZN Amazon SNS o™iz , AREFEHNERETFEE SNS F0BRH
‘R~ , ATEERERAEE.

Segments Timeline info

0.0ms 200ms 400ms 600ms B0Oms 1.0s 1.2s 14s 16s 18s 20s 225
Segment status Response code Duration L L L ! L L L L L L L )

¥ Scorekeep AWS::EC2:Instance

Scorekeep @ ok - 2.11s |

SNS @ Fault (5xx) 400 728ms I sbscribe

¥ SNS AWS:SNS

SNS A Error (4xx) 400 728ms | Suhscrin|e
Segment details: SNS

Overview Resources Exceptions

Exceptions
Working Directory Paths message

- Invalid parameter: Email address (Service:
‘AmazonSNS; Status Code: 400; Error Code:
InvalidParameter; Request ID: 8b80c997-
630d-5c94-a67f-92f960ba0d3e)
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FEEEH , £ WebConfig 35 | M createSubscription BRIFFIR AV B FoB4F Ut TR, £
-, BRITFBEXANEE,

BlE Amazon SNS & Hl

Scorekeep AL S# SNS EFAF TRIFENN ZXBEH, SNARFBEN , ELERNPENNE
F iR 44 11t 0122 1T [F CloudFormation3ik S8, ZBFEBAIAM T, BEBHM L FHALUSHBEA
HEERRS hE I SR BE,

Amazon Web Services Management Console
EFAEREL S SNS &ZXAmazon Web Services Management Console

1. §TH CloudFormation &l &

2. EEZHMNEBEERZEHAscorekeepllRPHMKR B, AREBREH,
3. EFRRFEAZMNIEREED  AREE T S EENHEKXTE.

4. RIBFEHEIRFOSH , FFRAEBRNERAO B FHRH

EcsinstanceTypeT3
Specifies the EC2 instance type for your container instances. Defaults to t3.micro.

t3.micro

Email

UPDATE_ME|

FrontendimageUri

public.ecr.aws/xray/scorekeep-frontend:latest

RYPFMNAEARIBHEET —F,

RYFEZHEMAEL | EPEEERIACIoudFormation AT ABIEHE B E L EHM IAM &
R, RARRBREHHER,

7. HYCloudFormation¥#iR IEEEH ., HRIRTHERUPDATE_IN_PROGRESS KA AT HEHEE
W WUPDATE_COMPLETE, R E R RIFT , =& & 7] LRI T H

Amazon CLI
EFARETL D SNS &2EAmazon CLI

1. SMZxray-scorekeep/cloudformation/&Z RIBIEHXHX , REFTFcf-
resources.yaml XA 4528 P K X,

2. #HEDefault AW ER FEAS B EERNUPDATE_MEREE B A B FHR4F it

Bt & Amazon SNS &EHl 182


https://console.amazonaws.cn/cloudformation/

Amazon X-Ray FERARER

Parameters:
Email:
Type: String
Default: UPDATE_ME # <- change to a valid abcedef.xyz email address

3. kBcloudformation3#* , E#CloudFormationS LA TR A HEEAmazon CLITHS :

aws cloudformation update-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml

4. Z3|CloudFormationt#%IAA HUPDATE_COMPLETE , XFEE )94, FAUTHE
Amazon CLITF SR ERE :

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

E#TTMIT , Scorekeep EFTEF H GBI SNS TEMITH ., HETRIFERE , KB B FHRH4H A
TTRNEEERM, ITHRSRIFARIEX SNS HFURERBXRMK.

X 52 RGN R AR

IR A2 Java Y HTTP Web API , BEE A EAEA T Java B X-Ray SDK, H&EAIEN
A FfCloudFormationtE#k , © 48l 7 ECS Li=1T Scorekeep FTER DynamoDB &, Amazon
ECS EHMHMARS . ECS WESEX X #H2E S AIZH CloudFormation. WWXHEN T ECS &8
hEMNMSERANESRESR. XEFBREE M X-Ray A# ECR, iB27R7F API BRBEEGERT
Gradle 471%HY APl, Scorekeeep Biin A s BESBHEA nginx RKERSH[/ N AIRREHERS. LRSS
BB SREE R BA Japi FFL BB R R AP,

ESWMEAHTTIP ER , NAEREAMARITESRMMN TracingFilter,

Example src/main/java/scorekeeep/WebConfig.java-servlet X jE 25

import javax.servlet.Filter;
import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
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public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");
}

WIFESS AKX EEXNARFALCEFREEAERNEBERESIEE | @15 R URL, H%E, MRS, F
ME Bt R M 45 SR At Al .

ZNARFEFER LTS DynamoDB # 17 T 518 A Amazon SDK for Java, ZEXYiX L& RN 3 1T R
N, NAREFERAFEFEHAAmazons SDK Hx i FERERN GBI , AT Java B X-Ray SDK £ B3
M FFE FERAmazonSDK & Fifi.

ZNAREFEMADocker EAEXSI EMEIRNKBGradle Docker ImagexkHScorekeep API
Dockerfile Al FiZ1T Gradle T HAL A BB AT#1T JAR RYSZHFENTRYPOINT,

Example £/ Docker #&@33 Gradle Docker & & # 1TH 2

docker run --rm -v /PATH/TO/SCOREKEEP_REPO/home/gradle/project -w /home/gradle/project
gradle:4.3 gradle build

Example Dockerfile A O &

ENTRYPOINT [ "sh", "-c", "java -Dserver.port=5000 -jar scorekeep-api-1.0.0.jar" ]

fE4m1EHE |, build.gradle M Maven TEF A TEGFER | HiER XL FERE R KB
I,

Example build.gradle - K #i11

dependencies {
compile("org.springframework.boot:spring-boot-starter-web")
testCompile('org.springframework.boot:spring-boot-starter-test')
compile('com.amazonaws:aws-java-sdk-dynamodb')
compile("com.amazonaws:aws-xray-recorder-sdk-coxre")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk-instrumentor")

}
dependencyManagement {
imports {
mavenBom('"com.amazonaws:aws-java-sdk-bom:1.11.67")
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mavenBom( ' com.amazonaws : aws-xray-recorder-sdk-bom:2.11.0")

RERHER L. Amazon F AT ESH Amazon FF X TEA Instrumentor FRERF AT B3 047
Amazon FX TEG#HTHWAME THFRAH.

TR A5 BIIE P LT X-Ray AP| , X-Ray SFHREFEEYIT UDP 0 2000 LS. Hit , &
BAREFit X-Ray FHEFHERB[FEIT , 28855 ECS L Scorekeeep NARF —RIFBUEESE
B, REBEXHELTYVEFEEURNEZEL,

Example ECS & E X HF M X-Ray FHEFBEREN

Resources:
ScorekeepTaskDefinition:
Type: AWS::ECS::TaskDefinition
Properties:
ContainerDefinitions:

- Cpu: '256'
Essential: true
Image: amazon/aws-xray-daemon
MemoryReservation: '128'
Name: xray-daemon
PortMappings:
- ContainerPort: '2000'
HostPort: '2000'
Protocol: udp

ERAT Java 9 X-Ray A AT EGRHE T —NEHAWSXRayERM T2 /IE RS , —
MTracingHandlerfRAI LA ER D TR AB, BALREELBIERBUBENLEA HTTP BA
I 5 EREY AWSXRayServletFilter. R~fl23E WebConfig KM —NBSHKIER | ZBIERE
REHMRERANEE B0 REE.

Example src/main/java/scorekeeep/WebConfig.java-& & #l

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.AWSXRayRecorderBuilder;
import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;
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import com.amazonaws.xray.plugins.ECSPlugin;
import com.amazonaws.xray.plugins.EC2Plugin;
import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
ECSPlugin()).withPlugin(new EC2Plugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

ZROIMERERESMNERE BN sampling-rules. json BRI RN, REANBEFAXITE
BIRFEABERDBEHNEE,

Example src/main/java/resources/sampling-rules.json

{
"version": 1,
"rules": [
{
"description": "Resource creation.",
"service_name": "*",

"http_method": "POST",
"url_path": "/api/*",
"fixed_target": 1,

"rate": 1.0

.

{
"description": "Session polling.",
"service_name": "*",

"http_method": "GET",
"url_path": "/api/session/*",
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"fixed_target": 0,

"rate": 0.05

},

{
"description": "Game polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/game/*/*",
"fixed_target": 0,
"rate": 0.05

},

{
"description": "State polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/state/*/*/*",
"fixed_target": 0,
"rate": 0.05

}

1,
"default": {
"fixed_target": 1,
"rate": 0.1

}
}

EHEANZHELTENEELKEANFERIARAN, FTFEMEABR , FAIESRE LN
IGFEEEENHN, FRXRIEGRAGERNAZE. BENRSEHRTENE—MAN, T
Scorekeep , E—MHNBEINASY 1 MERWEE B 1.0 BIERRRFHIRAE POST iFK (BIR
SIREA) , F , TREEEBRE , HIK 100% BiER,

SA=ANBELANBA 5% WER , T 2E, BFRARSRIEEE B (GET HXR)o X ATE
RAURBLHRABRABREFMER/LVH B R HNERFANRER. FTAEEMER , X
HEMRINERAEY 1 MER , BEH 10%.

REINARFERT T MAIEASRIE , UFHFAXIESEFRHEDN. SIEEMF 2 ERAE SN
HTTP A, BXEZEER , i5ZHAmazon X-Ray RfINARERF :

Ak - RIEAPR SRR

Scorekeeep ECS AeRFEAT L LMK IHERIR , 6l
#MAmazonSNSFullAccessHlAmazonDynamoDBFullAccess, AT HRKRBHTR2ESNARE

ik - RN PR KB 187
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FHRESXERK, LT REIEFH T DynamoDB IAM FRELUIEENARFNZ M, EHFMATH IAM X
BANZERESER | ESREN S HMEREEAMazonX §4,

Example cf-resources.yaml| #4x ECSTaskRoleZE X

ECSTaskRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:

Effect: "Allow"
Principal:
Service:
- "ecs-tasks.amazonaws.com"
Action:
- "sts:AssumeRole"
ManagedPolicyArns:
- "arn:aws:iam::aws:policy/AmazonDynamoDBFullAccess"
"arn:aws:iam::aws:policy/AmazonSNSFullAccess"
- "arn:aws:iam::aws:policy/AWSXrayFullAccess"
RoleName: "scorekeepRole"

EEHEWBER | BELABESLR DynamoDB BIRM ARN, RE , BRI EBENX IAM KEEF A
ARN, &5 , B Z RN A TENEHIE B X4

FEiAF &R DynamoDB FiRAY ARN , IEHATA TR

$TFF DynamoDB Z#l &

EREFNENSHES,

EBRIE—Tiscorekeep-* A E RERKFMEETE,

ETESRRED~ , EREMEERFZHBIHETL DR RREN (ARN), EFlZE.

F ARN AT IAM SRBEH | B¥RAWS_REGIONFIAWS_ACCOUNT_IDEE &MY 45 E tth X F1 0K 2

ID B, LFHFBNXATFHRITEENERE , MFTRAnmazonDynamoDBFullAccess R FfEMIRIE
Y SR BE

o kb 0 bnp =

Example

"Version": "2012-10-17",
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"Statement": [
{
"Sid": "ScorekeepDynamoDB",
"Effect": "Allow",
"Action": [
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:GetItem",
"dynamodb:Scan",
"dynamodb:Query"
1,
"Resource": "arn:aws:dynamodb:<AWS_REGION>:<AWS_ACCOUNT_ID>:table/
scorekeep-*"
}
]

NMARFOIENREFE —BNmRAIE, IRAAEMAscorekeep-*RRFIBIED RIWERN,

BERER IAM BUEE

-_—

$TFFScorekeeep E55 A2 ( ScoreKeeepRole ) M IAM 2| & H3REL

T B E%HEAmazonDynamoDBFullAccess 5k BE A5k 13 45 BRI BR L BUER
EERRINR , AREHIINKRRE |, &/G0IRKK,
EFRJSONIET = FH HE I £ E B2 /Y KB,

ERET—R : REETHEES.

EET—W : EHEREES.

NTFHE , NERBEE—1NEH,

RO ERKE N EES.

IR KM NEscorekeepRole AT, MMANBERTAEZTE LD T BEEN,

© © N o o &~ 0D

MEESEHBEEK INElscorekeepRoleAt , MMANHEHSE , AKB T 8EM ERCloudFormation3
¥, B9 BERY ISR BERFPE L AR I BR . BT MIBRZERE , ATLAB 3 2 B IZ KB

BREMNBEEN IAM B

1. #17F 1AM 2§ &,
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https://console.amazonaws.cn/iam

Amazon X-Ray R A RIEE
2. EBBENENSHES,

3. BIRLEATHHEHCENEELRKEN  AERRRENZUNRERAFHEREE TR,

4. EFRTEHTHRSIRATIEZMER.

5. BABENKBEWEN , AEEEMBRUBEIABER, XFBE3I¥EK SscorekeepRoleAt,

N
/B PR

R S BRMIER Scorekeeep NAREFEIR :

(® Note

MRBEARBENR —ZBoIZHMNT BENLEKR , N AT MscorekeepRolefEfMilfrz
BICloudFormation¥#4% .

Amazon Web Services Management Console
1 FA 1 B R 45 B A 72 FF Amazon Web Services Management Console

1. $TFF CloudFormation &l &
2. EBREBMREEZEMSscorekeepF|RP KR AR , REEZRMIER,

3. B CloudFormationix I 1E IE £ 4G BR . AR IF RDELETE_IN_PROGRESSIEF£ /154 |
B EIFTE RREB M BR. RS M EHRIFT , =& & LRI I H .

Amazon CLI
155 FA 0l B 7 451 Bz FA #2 £ Amazon CLI

1. W ALLTAZAAmazon CLIHAE S BRCloudFormationiftk :

aws cloudformation delete-stack --stack-name scorekeep

2. ZZ|CloudFormation#ix EXERE , XFEERNEDHH., FHUTRAEAmazon CLIGTHX
BRERS

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"
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HX
IR

ET—EPTHEX X-Ray WEZEELE , Amazon X-Ray B,

ENHZECHNARR , FiFEH THER T Java B9 X-Ray SDK = Hfth X-Ray SDK Z2— :

« Java iR X-Ray—Amazon X-Ray SDK for Java
« &M T Node.js B9 X-Ray—Amazon3& T Node.js #J X-Ray
« SBRATFNET 8 X-ra—&fB T NET B9Amazon X-RayFF £ T EE

EARMEF I LiZ1T X-Ray SFH##EFAmazon , EZ M Amazon X-Ray SFHEFo

= I B AR i RERGitHub |, i3 eb-java-scorekeepo

F o o frAmazonZE s

EATF Java IFTE X-Ray F A T EB&AmazonH R F & T EBE A Amazon i ZE AT #Y
SDK Instror F1&k.

ST UGB MR Instrumentor FRERRER B3I EF im0 4. X GEE AT LAF 3 2047 — L2258 7 b 10 72 B
S—EEPR, AEETREFF K LEATRRERLERRF,.

WA A EN BRI X FAmazonSDK & iR , NARFFRERGERF &%
¢5AmazonDynamoDBClientBuilderff R AP, WX MLFEREPMERLEREF., WRBERSE
MFRITEAFERAXLERFimD HX DynamoDB WATE A,

Example sxc/main/java/scoxrekeep/SessionModel.java— F3AmazonZHF X TLES

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.handlers.TracingHandler;

public class SessionModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Constants.REGION)
.withRequestHandlers(new TracingHandler(AWSXRay.getGlobalRecordex()))
.build();
private DynamoDBMapper mapper = new DynamoDBMapper(client);

W RIRMI BRAmazon3k B I B KB I FF & T E4A Instrumentor 1R | REF 319 AmazonSDK &
FPinfFE R ERSEH,
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B 2 B I F 70 BR

ERAFEERT  NARFEEFIUET DR , MEN saveUser B MITHAE FifFE AT
AR

Example src/main/java/scorekeep/UserModel.java - BE N F5 &

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Subsegment;

public void saveUser(User user) {
// Wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## UserModel.saveUser");
try {
mapper.save(user);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

ICFER, TEBENAF ID

ERHRERRF | NARFICFEGamea FHIN RITHIESIRTE DynamoDB HR 17 AT ER 4K E 1E
RI TR P S 3dCR e 3K ID IR KA E R R UM T iFEREN,

Example sxrc/main/java/scorekeep/GameModel . java— T BT HIE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {

// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {

// check session

String sessionId = game.getSession();

if (sessionModel.loadSession(sessionId) == null ) {

throw new SessionNotFoundException(sessionId);
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/UserModel.java
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/GameModel.java
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https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
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FRARER

}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resources", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);

} catch (Exception e) {
subsegment.addException(e);
throw e;

} finally {
AWSXRay.endSubsegment();

EBHEHzR P , NAREFL2IERKAS IDMsetUser, AF ID EREDPBRNEMFERY , FEFL

NEFEBIREI LA TER,

Example src/main/java/scorekeeep/MoveController.java— FF &

import com.amazonaws.xray.AWSXRay;

@RequestMapping(value="/{userId}", method=RequestMethod.POST)
public Move newMove(@PathVariable String sessionlId, @PathVariable String
gameld, @PathVariable String userId, @RequestBody String move) throws
SessionNotFoundException, GameNotFoundException, StateNotFoundException,
RulesException {
AWSXRay.getCurrentSegment().setUsex(userId);
return moveFactory.newMove(sessionId, gameld, userId, move);

}

N EHR HTTP 1 A

ARIEXERTNABRFUOMERERT Java B9 X-Ray SDK MRAHIHTTPClientBuilder A F#&

M 4E HE HTTP A,

Example sxc/main/java/scorekeep/UserFactory.java— HttpClient T&

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuilder.create().build();
HttpGet httpGet = new HttpGet("http://uinames.com/api/");
CloseableHttpResponse response = httpclient.execute(httpGet);

HTTP & /i
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https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/UserFactory.java
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/proxies/apache/http/HttpClientBuilder.html
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try {
HttpEntity entity = response.getEntity();
InputStream inputStream = entity.getContent();
ObjectMapper mapper = new ObjectMapper();
Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);
String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;
} finally {
response.close();

MRELFEA org.apache.http.impl.client.HttpClientBuilder , M R EREH
com.amazonaws.xray.proxies.apache.http.HttpClientBuilder HiEA#HiZEN S HIE
G118

2Nt PostgreSQL AR ERY A A

XLEXIHE : application-pgsql.propertiesX#fF X-Ray PostgreSQL BREREEHREF RNEE
FRIZMNBIER. RdsWebConfig.java.

Example application-pgsql.properties— PostgreSQL HiEETE

spring.datasource.continue-on-error=true

spring.jpa.show-sql=false

spring.jpa.hibernate.ddl-auto=create-drop
spring.datasouxce.jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor
spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect

(® Note

B PostgreSQL ZIEFEFMEINARFHRENIFHELR , BSH https:/
docs.amazonaws.cn/elasticbeanstalk/latest/dg/using-features.managing.db.html FF & A i 1§
B H A Amazon Elastic BeanstalkffF Elastic Beanstalk Bt & ##EFF

R X-Ray ERAxraya X 88— MEARNWBERERRERWET , WRREREXHAEN
SQL EHNER. SMEIEEETHRARRFPHN /#/xray BB , FEFESMIE=FRH Powered by
Amazon X-Ray EFZER N o
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Scorekeep

X-Ray integration
This branch is integrated with the X-Ray SDK for Java to record information about

requests from this web app to the Scorekeep APL and calls that the API makes to Amazon
DynamoDB and other downstream services

Trace game sessions

Create users and a session, and then create and play a game of tic-tac-toe with those users.
Each call to Scorekeep is traced with X-Ray, which generates a service map from the
data.

| Trace game sessions |

Trace SQL queries

Simulate game sessions, and store the results in a PostgreSQL Amazon RDS database
attached to the Elastic Beanstalk environment running Scorekeep. This demo uses an
instrumented JDBC data source to send details about the SQL queries to X-Ray.

For more information about Scorekeep’s SQL integration, see the sql branch of this project.

Trace SQL queries

ID Winner Loser

1 Mugur Gheorghita
2 Paula Adorjan

3 Apylog Stela

4 B Parvans
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Amazon X-Ray FERARER

ERRER SQL ERLELNER QX EHNERFHEMMABEEF. AT, EEEFRIRAmazonX-
Ray&BE@m T AP| WIRERHTELFIK /api/history .

MiZFIRFERE - NRERUEEREL , 21 SQL i,

Q, 1-58eee50d-334cbdaddB40de 1085223037
Traces » Details
Timeline Raw data
Mathod Response Duration Age o
GET 200 16.0 ms 2.6 min (2017-04-13 02:42:37 UTC) 1-58eee50d-334cbdadd840dc 10 85a23037
Hame Reas. Duration Status . Orms R 4 Bms & Oms B s i 12ma 1dms 1ens 1fims
1 [l 1 1 i 1
* Scorekeap
I ——
ebdbi@aalTkgs)I75i8 - 1.0 ms

1881t Amazon LambdaZh &g

Scorekeep £/ T W Amazon Lambda B, #E—1N =K B Node.js BB E1lambdajy ¥ A P £ KB
NEMN DX, MRAFPEAESERREABYN , MiZNAREFFETAmazon SDK for Javail A
%A random-name MEH, ER T Java B X-Ray SDK £ ¥ B idxAEXx% Lambda BWiFHME
B, SEERANESEHTHEMEMEA —#AmazonSDK & F i,

® Note

iZ{Trandom-nameLambda B EE & Elastic Beanstalk Bz QI BEM AR, BXES
EEMHEA | HSE BRI : AmazonLambda £/

FEZMNEE , scorekeep-worker , — Python E%X , 33 F Scorekeeep AP| i&1T. HXHLER
B, APl 245 <1E ID MEX ID EA SQS A%, THEBEEMBAGIHREINER , #@A Scorekeeep
AP| R¥EZNER 2 FHN TEIZKLUFME Amazon S3 #,

Scorekeep @& A T I XN EEA Amazon CloudFormation AR FEIAR, BFEEEN
X-Ray SDK SE#HABAHE—E , AHERTHEEARBEI AT |2 R, EIE Scorekeep
B, .ebextensions XHXHPIENBRENXHFUNE-—NIEFXIEINFESHER Amazon
Command Line Interface EFEABFEE .,
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Amazon X-Ray FERARER
- BENEF
. THEERE

BEHLE =

HAPELEERRREEAFBNER T BAERXIER , Scorekeep FAAMY B FE. =
Lambda & X BB ARt random-name , tEBEBRERE , HPIEEA T Java B9 X-Ray SDK 47
ERIRER ID FIXHERE,

FHFBMNEHEER |, Lambda #BLETT X-Ray FHEFHEAFND R, F—RIEXRTAEXARZE
¥E Lambda WiAAMELR. ZXKBREENEEE Scorekeeep 18XM F 0 EX#[E , {EM Lambda Y
AEXE, BTN BRRREBATHO T/E,

Lambda @ B £ T OFRBERE#E LS X-Ray SDK. LEX} Lambda BT O MR | B &EH
BHEFEIEGRANEANERCEXE. Lambda #HXER , B LFERA SDK RRMEFiHHEE
FoER,

avg. 628ms

1 t'min

avg. 370ms

2 t'min
random-name

AWS::Lambda::Function
SME
ANESENS

avg. 443ms

9 t'min

random-name
AWS: Lambds

Scorekeep
AWS: ElasticBeanstalk:: Environment

random-name EETE Node.js F3EH;, ©F SDK A FJavaScriptE Node.js FE AT Z# SNS Ki*
BH , FEAERAT Node.js B X-Ray SDK k4 AmazonSDK &/ ik, BHREIR , ZERBERLLT
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WEEBENFHERAWSXRay . captureFunc , HEMELEBFEANER, £ Lambda F , BFR
EEEMEHBEIR , AEEALCEN T2 E.

Example function/index.js -- BEHLBZ#: Lambda BIEX

var AWSXRay = require('aws-xray-sdk-core');
var AWS = AWSXRay.captureAWS(require('aws-sdk'));

AWS.config.update({region: process.env.AWS_REGION});
var Chance = require('chance');

var myFunction = function(event, context, callback) {
var sns = new AWS.SNS();
var chance = new Chance();
var userid = event.userid;
var name = chance.first();

AWSXRay.captureFunc('annotations', function(subsegment){
subsegment.addAnnotation('Name', name);
subsegment.addAnnotation('UserID', event.userid);

});
// Notify
var params = {
Message: 'Created randon name "' + name + '"" for user "' + userid + '".',
Subject: 'New user: ' + name,
TopicArn: process.env.TOPIC_ARN
¥
sns.publish(params, function(err, data) {
if (err) {
console.log(err, err.stack);
callback(err);
}
else {

console.log(data);
callback(null, {"name": name});
}
18
};

exports.handler = myFunction;

BEHEF 198
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BB RIS RO R AR FF 2R B ) Elastic Beanstalk Bf B3 81, Wxray? XBsHTRIEZEH
Lambda EREHIHI AR, FEIELE X . ebextensionsERANXHREERE I Enpm installiEZFEH
8 , ARFEERAEEH Lambda E¥AmazonCLI,

TR

R THEREBEEBCH D X RMA |, xray-worker , AR ERIEE K OIE THERBAMEXR
R, BNEEEET. BXUA , BSHD X BRI,

ZINEE R IMSR AL D #h iR & CloudWatch& /@ 5 2 5930 —IXEs . HEETh , ZEBEASM
Scorekeep BEEMI S # SQS AFIFERI—1NIIE, SXRHEEHNITEEXRETHBERNER,

THRARMMERIEF S| AR E MR FREUFRIS KM, 520, DynamoDB ARk i R 2 HE#X
HIERMTHEEIR. ZIRTEEBIERE K MRESFREEMVRFHBS ID,

LEFFNRESBEFEENSI A, IETUBLEERKRTFHVZEISK , EFETANRA S EREBEXEX
WATBER. TEARBUHSIAFBXESRE , H7E Amazon S3 i MY TR IEFAEN B A4
B, HRENHEHTOME |, RAILEREER A Amazon Athena B Amazon S3 X Hi#{TEH
MEFZTRAEERINRIFE T B R GHIEM DynamoDB FELH,

Scorekeep SCorakeep-game
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https://github.com/awslabs/eb-java-scorekeep/tree/xray-worker/README.md
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THELERBEEE S Amazon Lambda WELE R SRR IRER. SEHIBMEETE , TEL
BAEZEUCREZLE oM ARFENIESR , Bt , Amazon Lambda A& BN RERL, BEEZRE
B% , Lambda 2812 R ER ID HMHREERE,

EFA T Python B X-Ray SDK R 2EETRIIJLIT , AT S A SDK HiE1TEpatch_all AT B4
B ¥ Amazon SDK for Python (Boto)i A BE AR AL Si# SQS ML S# S3 #9 httClients, = TELk
2R A Scorekeep API B , FF A TESAFREFLRMEIET API BREBAMNERF,

Example _lambda/scorekeep-worker/scorekeep-worker.py -- THELFE Lambda BiEX

import os

import boto3

import json

import requests

import time

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()
queue_url = os.environ[ 'WORKER_QUEUE']

def lambda_handler(event, context):
# Create SQS client
sgs = boto3.client('sgs')
s3client = boto3.client('s3')

# Receive message from SQS queue
response = sgs.receive_message(
QueueUrl=queue_url,
AttributeNames=[
'SentTimestamp'
1,
MaxNumberOfMessages=1,
MessageAttributeNames=[
'All
1,
VisibilityTimeout=0,
WaitTimeSeconds=0
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Amazon X-Ray FERARER
P i =RRARE

ERAT Java 9 X-Ray FRTEGEFNEANERCBSR. REFRECZEA , ERTUER DT
MEFHMERFIR , MASHIAEE, IREZHESINBHERAITNES K , LHED

SegmentNotFoundException,

BaIRBE Web NARFHNIVEBERMBIRZAZIT , HtEBEEFHLURDEUHTY
#o Scorekeep EHHERBIRBI . WebConfigX 4. Scorekeep EZZHIE A SQL ¥
JEFEF Amazon SNS,

ebdb@aaw25wdopdogly...

Databaze:: 5GL

LR A0

a avg. 841ms
0.1 t'min
Clients

Scorekeep-init

AWS:ElasticBeanstalk:: Enviromment

SNS

AWSIENS

ZRikWebConfig a|ZBEHM Amazon SNS iTE, H TRME X-Ray FA T EBERE
A Amazon SNS ZF kit E A2 E , Scorekeep FHEEA Amazon SNS & F kAt
. beginSegment#lendSegmentEEERFZZFH L,

Example src/main/java/scorekeep/WebConfig.java— 2 fAmazon/Z31KB+H# SDK FF

L

Uty

AWSXRay.beginSegment("Scorekeep-init");
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if ( System.getenv("NOTIFICATION_EMAIL") != null ){
try { Sns.createSubscription(); }
catch (Exception e ) {
logger.warn("Failed to create subscription for email "+
System.getenv("NOTIFICATION_EMAIL"));
}

}
AWSXRay.endSegment();

InRdsWebConfig , Scorekeep 7 # Amazon RDS #IEER RS |, BEE R Hibernate E/53)
AR R A B IR EE SR AR E A Y SQL B m Bl E — N2 B,

Example src/main/java/scorekeep/RdsWebConfig.java— BRI HEH SQL #HiE
e

@PostConstruct
public void schemaExport() {
EntityManagerFactoryImpl entityManagerFactoryImpl = (EntityManagerFactoryImpl)
localContainerEntityManagerFactoryBean.getNativeEntityManagerFactory();
SessionFactoryImplementor sessionFactoryImplementor =
entityManagerFactoryImpl.getSessionFactory();
StandardServiceRegistry standardServiceRegistry =
sessionFactoryImplementor.getSessionFactoryOptions().getServiceRegistry();
MetadataSources metadataSources = new MetadataSources(new
BootstrapServiceRegistryBuildexr().build());
metadataSources.addAnnotatedClass(GameHistory.class);
MetadataImplementor metadatalImplementor = (MetadataImplementor)
metadataSources.buildMetadata(standardServiceRegistry);
SchemaExport schemaExport = new SchemaExport(standardServiceRegistry,

metadataImplementor);

AWSXRay.beginSegment("Scorekeep-init");
schemaExport.create(true, true);
AWSXRay.endSegment();

}

SchemaExport BaN={TH A SQL B k. HTXNEFHEITOHM , Scorekeep M INB 2= FRIAEIH
HARUEBAZEFPIRNFAXIECSEFERAND K.
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7 AR AR

BETUDMABTENNARF —SBoHRB, 4 X-Ray FHEFEEESTH , 2 FREINEM
PERPH%E X-Ray FRXITES , EIMECHITRHE X-Ray F X TESB4EKH. Scorekeep B CHIH
ARDMATEFELIRPEREINABRFHHELN,

Example bin/build.sh— % #73 # &£ BRI A

SEGMENT=$(python bin/xray_start.py)
gradle build --quiet --stacktrace &> /var/log/gradle.log; GRADLE_RETURN=$7?
if (( GRADLE_RETURN != 0 )); then
echo "Gradle failed with exit status $GRADLE_RETURN" >&2
python bin/xray_error.py "$SEGMENT" "$(cat /var/log/gradle.log)"
exit 1
fi
python bin/xray_success.py "$SEGMENT"

xray_start.py., xray_error.py M xray_success.py =EH£H Python BIZA& | BTFHED R
TR, FeilFkeR JSON XA NEEN UDP XX E|SFEF. R Gradle EXMN , BRI LUE
HEHIBSREFERDTTH X-Ray #2H & RSHETF,

Service map
& . avg. 14.65
0.07 t/imin
Clients
Scorekeep-build

Traces > Details
Timeline Raw data
Method Response Duration Age ID
14.6 sec 4.5 min (2017-09-14 01:25:01 UTC) 1-59b9dabd-abBca2666217b31a03effo6d
Name Res.  Duration Status e 2l e s i = = TE o=
¥ Scorekeep-build
Scorekeep-build - 146sec |
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/xray_error.py
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Amazon X-Ray FERARER

Segment - Scorekeep-build x
Overview Resources Annotations Metadata Exceptions
Working directory Marfapp/current
Paths Mvarfapp/current/src/main/javarscorekeep/
Cause

Ivarfapp/staging/src/main/javalscorekeep/RdsWebConfig.java:89; error. cannof find symbol
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder standard (). withPlugin{new EC2Plugin()).withPlugin{new ElasticBeanstalkPlugin());

symbol: class ElasticBeanstalkPlugin
location: class Rds\WebConfig

1 error

FAILURE: Euild failed with an exception.

BN Web NRAREFEF in

fExray-cognitos X , Scorekeep ffEF Amazon Cognito ik Fi PP RE G R 0K F° H 8 F iZ Ik 7~ &
3 , AEM Amazon Cognito AF PR ZEZEBENAFER. SAFERXE , Scorekeep £/A Amazon
Cognito 535t SRIREUIG BT B B 9. Amazon B F £ Y & #EAmazon SDK for JavaScript.

BtEE N AT EEFAPNRESIEE A S Amazon X-Ray, Web M ARF X EEIERIZHE
EEFZAFH ID, JEEREERUARNEFmAEX Scorekeep API BV,

REBTHEEBNNRSRKPTK. xray. WIRFREHR T FERERLFENRIRRFF, QIERTHNS
B, Wo B TRALEUR® D B KRIELS X-Ray AP,

Example public/xray.js— i2 &M L& D&

service.beginSegment = function() {
var segment = {};
var traceld = 'l-' + service.getHexTime() + '-' + service.getHexId(24);

var id = service.getHexId(16);
var startTime = service.getEpochTime();
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segment.trace_id = traceld;
segment.id = id;
segment.start_time = startTime;

segment.name = 'Scorekeep-client’;
segment.in_progress = true;
segment.user = sessionStorage['userid'];

segment.http = {
request: {
url: window.location.href
}
I

var documents = [];

documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

return segment;

service.endSegment = function(segment) {
var endTime = service.getEpochTime();
segment.end_time = endTime;
segment.in_progress = false;
var documents = [];
documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

sexrvice.putDocuments = function(documents) {
var xray = new AWS.XRay();
var params = {
TraceSegmentDocuments: documents
};
xray.putTraceSegments(params, function(err, data) {
if (err) {
console.log(err, err.stack);
} else {
console.log(data);

D
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XL EEMRKHIAA |, transformResponseWeb MR AKiAA Scorekeep API B &R ARS
WEH. ENEFRIERS APl £EEN S BRESFEER —RES , Web NARFMSMAE—REIERER ID
MBD B ID. BRERFRL(X-Amzn-Trace-Id) X-Ray F X TE TR, HoHH Java NAREFKRES
SUARLERE , EAT Java 9 X-Ray F X T ESEAERMNERE ID , HEXE Web NARFRE
Finf 7 BEAEDTBHNR DR,

Example public/app/services.js— iEXAERREAHA D BRMEBRERL

var module = angular.module('scorekeep');
module.factory('SessionService', function($resource, api, XRay) {
return $resource(api + 'session/:id', { id: 'e@_id' }, {
segment: {3},
get: {
method: 'GET',
headers: {
'X-Amzn-Trace-Id': function(config) {
segment = XRay.beginSegment();
return XRay.getTraceHeader(segment);
}
},
transformResponse: function(data) {
XRay.endSegment(segment);
return angular.fromJson(data);
},
1,

£ RS BT E Web RARFEF IR R,
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https://github.com/awslabs/eb-java-scorekeep/tree/xray-cognito/public/app/services.js
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A avg. 88ms

& t'min

Scorekeep-client

avyg. 46ms
> 22 timin

Scorekeep

‘ElasticBeanstalk::Environment

avg. 717ms
12 t'min
avg. §.43s
11 timin
SNS
random-name
‘Lambada
F
E |
random-name ‘

FEXREB Web NARFHDBENBRERERAFEXN RSP URL (AFFSKHBER). /#/). MR&
BEFEDH , BREIRE Web ARFAAK AP 'BREH URL (B /api/ FFLHEE),

Trace overview

Group by: | URL -
URL - Avg response time -
hitp://scorekeep.elasticheanstalk. comi# 86.2 ms
http:/iscorekeep.elastichbeanstalk. com/#/session/40RFTOBXATHASETD 8.5 ms
hitp://scorekeep.elasticheanstalk. comi#/game/4ORPTOBS/AI4SAFFD/ATHASETD 255 ms
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EIFLERERINTE, K

HAFEBMFIRMESE , Scorekeep EH TELER Amazon SNS A miB A, XA BRI E&LEE
RBEEHRFIWENBEER , HEFTAFEWEEFRIAF, Hit , UxEARRIITES 2 — R oo 1
LB B B 87 75 5 o

BR A6 EIEBLEN , FAT Java iy X-Ray FA T EGTHE BA"EQLHZIEZJJ%MO it , HE=
iﬁ’fiéﬁzqﬂﬁﬁﬁﬁﬂﬂﬂ’\JAmazon SDK for JavaZ F At , B
NS BhE&F2ER R,

Example web-1.error.log

Exception in thread "Thread-2" com.amazonaws.xray.exceptions.SegmentNotFoundException:
Failed to begin subsegment named 'AmazonSNS': segment cannot be found.
at sun.reflect.NativeConstructorAccessorImpl.newInstance@(Native Method)
at
sun.reflect.NativeConstructorAccessorImpl.newInstance(NativeConstructorAccessorImpl.java:62)
at
sun.reflect.DelegatingConstructorAccessorImpl.newInstance(DelegatingConstructorAccessorImpl. ja

RNTERIEE  NARFFEHGetTraceEntityE XL EBHIREI XM A |, K
REntity.run()AL£#ET TELERBHGRIXEN LT,

Example sxc/main/java/scorekeep/MoveFactory.java— MIBER £ T X &% B THELTE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorder;
import com.amazonaws.xray.entities.Entity;
import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;

Entity segment = recorder.getTraceEntity();
Thread comm = new Thread() {
public void run() {
segment.run(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("## Send notification");
Sns.sendNotification("Scorekeep game completed", "Winner: " + userId);
AWSXRay.endSubsegment();
}
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/MoveFactory.java#L70
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Entity.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html

Amazon X-Ray

FRARER

HIE , HFIEREX Amazon SNS WRARI 2T , NARFSALEANR— NN Fo B, X1
LABFIE X-Ray F & T ESEi2%EKE Amazon SNS BRI 2 B x< A2 B, TR TE Scorekeep fEHTiE
Ret RITFFAEAF 2B , RE Amazon SNS B AJAES & 5K,

Name Res. Duration  Status 00ms 20ms 40ms 60ms soms 100ms 120ms 140ms 160ms 130ms
¥ Scorekeep AWS::ElasticBeansialk::Environment
Scorekeep 200 I o= scorckeep elastichea...

DynamoDB 200 Bl Getitem: scorekeep-game

DynamoDB 200 B Getitemn: scorekeep-state

DynamoDB 200 . Getltem: scorekeep-game

# Send notficaton @ —_— ]
SNS 200 Publish

## GameModel saveGame _ =
DynamoDB 200 Gelltem: scorekeep-session
DynamoDB 200 Updateltem: scorekeep-game

DynameDB 200 B Updateltem: scorekeep-game

DynamoDB 200 B Getitem: scorekeep-game

## GameModel saveGame ]
DynamoDB 200 Gelltem: scorekeep-session
DynamoDB 200 Updateltem: scorekeep-game

DynamoDB 200 I urdateliem: scorekesp-game

DynamoDB 200 B Getitem: scorekeep-session

DynamoDB 200 Bl Getitem: scorekeep-game

DynameDB 200 I Updateltem: scorekeep-move

DynamoDB 200 [l Getitem: scorekeep-session

DynamoDB 200 [l Getitem: scorekeep-game

DynamoDB 200 I Undateltem: scorekeep-state

BXRZLBUEBNESEE  BERESLENAERFTPHLEREZEXE LT,
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Amazon X-Ray SFH 2 F

® Note

WMAE , WA LAERA CloudWatch XXM Amazon EC2 SEHIFN At IR 25U EEfS R, BHEM
BRER, CloudWatch fCIERRZR 1.300025.0 & E S R4 AT BAME OpenTelemetryX-Ray & F~

i SDK IERIE , AERHERIEE X-Ray. A CloudWatch {XZEX# Amazon Distro for
OpenTelemetry (ADOT) Collector 2 X-Ray F# 2 7R U LR ER 7] AF B IR D E R IE R
B, BXEZEER , 51 ( CloudWatch FAF#E®) FHICloudWatch KE X,

Amazon X-Ray FHEFE2—MHRENARERF , ©9 UDP %0 2000 LHRE , WERKE D B
&, HFHDYE Amazon X-Ray APl, ZFH# 2+ 5 Amazon X-Ray SDK BL& A , H EXHLTF
BITIRA | iX# SDK KIEMBIEF BERIIA X-Ray RS, X-Ray FHFREFE—NFRIME ., RAES
AT Rk 3¢5 1200 B H R R WGBEMAEGER GitHub : github.co m/aws/ aws-xray-daemon

£ and £ Amazon LambdaAmazon Elastic Beanstalk , fEAX &R 5 X-Ray HERKE T
FIREF. SYNFRHERFAREKN , Lambda #8& B3iE1T5FH 5. £ Elastic Beanstalk
t , XRayEnabledE A EEMAEREFHNKRS LETFHERF. BXEZEERE |, BZ5H

EfEARH, A E M 51T X-Ray SFHFEFAmazon Web Services , & FEHETE , RERT
H¥ 5 B £ 3 X-Ray BIRBR.

TP ERF

& A LAM Amazon S3. Amazon ECR 3 Docker Hub TS REF , AREAMIZIT , REEBS6T
FHZERFET D EC2 =4l L,

Amazon S3
X-Ray SFHREFRZEEF M7

e Linux ( ATHITXH ) — aws-xray-daemon-linux-3.x.zip ( £8 )

* Linux ( RPM Z%&f & ) — aws-xray-daemon-3.x.rpm

« Linux ( DEB Z%#2F ) — aws-xray-daemon-3.x.deb

(
(
(
(

* Linux ( ARM64 , AT T3 ¥ ) — aws-xray-daemon-linux-arm64-3.x.zip
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://github.com/aws/aws-xray-daemon
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-linux-3.x.zip
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-linux-3.x.zip.sig
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-3.x.rpm
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-3.x.deb
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-linux-arm64-3.x.zip

Amazon X-Ray FERARER

* Linux ( ARM64 , RPM Z%#&EF ) — aws-xray-daemon-arm64-3.x.rpm
Linux ( ARM64 , DEB %% /F ) — aws-xray-daemon-arm64-3.x.deb

OS X ( AJ#4T3X# ) — aws-xray-daemon-macos-3.x.zip ( sig )

Windows ( A[#ITX# ) — aws-xray-daemon-windows-process-3.x.zip ( &% )

Windows ( RS ) — aws-xray-daemon-windows-service-3.x.zip ( sig)

XLEEEIZIRRIB A TR REFINERRN 3SX A, ETHREBERAK , BN 3.x BRAREKS, Hi
W, 2.1.00

X-Ray A 2B EHIBNZXHXBANFREET . EEAKELESNEN Amazon iR 74
W, R DR ek B X R SR X,

https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn/xray-daemon/aws-
xray-daemon-3.x.rpm

@ Note
ATANA# XA cn-north-1 M cn-northwest-1,

Amazon ECR

M 3.2.0 lRAFFIE , ZTFHPREFTAELDL R ECR £ 3, EENSES 28 , ERi%[E Amazon
ECR A 5EMRXS docker B E# 1T H M RIUE,

BITUATHSRINEHAMN 3.x RAKRE :
docker pull public.ecr.aws/xray/aws-xray-daemon:3.x

AT AR AR alpha IRAS T LB B# Nalpha®3 . xFABENRAT R TH. TEMUEE~KR
BEHFERATAE alpha InXWSFHEFRSG,
Docker Hub

LT REF W ATE Docker Hub EREl, ETHEMAFHN SxXRE , HETUTHT

docker pull amazon/aws-xray-daemon:3.x
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https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-arm64-3.x.rpm
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-arm64-3.x.deb
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-macos-3.x.zip
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-macos-3.x.zip.sig
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-windows-process-3.x.zip
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-windows-process-3.x.zip.sig
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-windows-service-3.x.zip
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-windows-service-3.x.zip.sig
https://gallery.ecr.aws/xray/aws-xray-daemon
https://docs.amazonaws.cn/AmazonECR/latest/public/public-registries.html#public-registry-auth
https://docs.amazonaws.cn/AmazonECR/latest/public/public-registries.html#public-registry-auth
https://hub.docker.com/r/amazon/aws-xray-daemon
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A BUBEE B N AT B RA SRR ST 23 . xR B RTARAS .

RIETFHEFFENER

B ZIP #EBRERNTHEFET 2T GPG £A XM, NEEHAERXE : aws-xray.gpg.

BRMERLNREZRARKRIETHEFN ZIP FHEERRBHNAREIE R, B , €A GnuPC FALE
Ak

SALEEH

1. FRAEHH,

$ BUCKETURL=https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn/
$ wget $BUCKETURL/xray-daemon/aws-xray.gpg

2. RLBFHSAIENZHKRS,

$ gpg --import aws-xray.gpg

gpg: /Users/me/.gnupg/trustdb.gpg: trustdb created

gpg: key 7BFEQ36BFE6157D3: public key "AWS X-Ray <aws-xray@amazon.com>" imported
gpg: Total number processed: 1

gpg: imported: 1

ERSANBHARBRIETHIRER ZIP FRHZEER.
RIFFHENZER
1. TEEEMZEEXH.

$ BUCKETURL=https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn/
$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip
$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip.sig

2. BfTgpg --verify RRIFEE,

$ gpg --verify aws-xray-daemon-linux-3.x.zip.sig aws-xray-daemon-linux-3.x.zip
gpg: Signature made Wed 19 Apr 2017 05:06:31 AM UTC using RSA key ID FE6157D3
gpg: Good signature from "AWS X-Ray <aws-xray@amazon.com>"

gpg: WARNING: This key is not certified with a trusted signature!
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https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray.gpg
https://gnupg.org/index.html
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gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: EA6D 9271 FBF3 6990 277F 4B87 7BFE ©36B FE61 57D3

BABREXGEENES, RAELEHBEENENMNANXERITTESR , BT RIGH., XHATEIK
%5%9:%5( /\E{ﬁﬁingﬁ/\ﬁ&ﬁﬁ'ﬁEo

EITSTHRRERF
EARMNBTITETTFER. B -0 BIUUAREREZEIT , -n &R E X,
~/Downloads$ ./xray -o -n us-east-2

BEXBETFENFAER , FSHATIERE

e Linux ( Ak ) — £ Linux EiZ21TX-Ray SFHEF

« Windows ( Z<#: ) — #£ Windows Li&1T X-Ray SF#i2fF

- Elastic Beanstalk — £ £iz1T X-Ray 5F#'# /FAmazon Elastic Beanstalk
« 5% EC2 — #£ Amazon EC2 Ei&1T X-Ray SFH 12

- W5 ECS — 7£ X-Ray SFH #iE

BRI UERABSITERREEXHiH —FEELTFFEFNTN. BEXEHAREE , BESREERE
Amazon X-Ray=F#'# 18,

EF 7R X-Ray KIEBIBHINR

X-Ray st R A Amazon SDK FFIREREIE L1£E| X-Ray , EEEBNRIIAmazonEiEF gEiX#
{8

£ Amazon EC2 t , FHFEFBIFERAZHNXEFREENH AR, BXEAMEITTHRERFFEN
%ﬁ%%ﬁ,m/ﬁﬁﬁﬂLﬁfﬁhro

MREESMIE (REXMH. XOEEXHHMREE) EERIE , FRTESLRMHIERE |, R
EEABNEILE. BxME SDK RHFUENESZEL , 1525 SDK for Go F R EEEHRNEER

if, Amazon

THREFNFIEFREN IAM AR AF LM ERAREEABRIEE R
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https://docs.amazonaws.cn/sdk-for-go/v1/developer-guide/configuring-sdk.html#specifying-credentials
https://docs.amazonaws.cn/sdk-for-go/v1/developer-guide/configuring-sdk.html#specifying-credentials
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« E1E Amazon EC2 LERASTHER , HEIZ - M HHfIREXH AR FEERBAMNINEA
BH,

« E7f Elastic Beanstalk EERASFHER |, BN IEEREZAIE Elastic Beanstalk BRIASE I E 4
Afd,

s BEEARMEBITTIRER , BSHEAMEITNAER

BXEZER , HSIERT Amazon X-Ray B Identity and Access Management :

X-Ray SFHEFBE
SRR A % H Y BTR A X% 5 Amazon X-Ray H9% BEIE L.

2016-11-24T06:07:06Z [Info] Initializing Amazon X-Ray daemon 2.1.0
2016-11-24T06:07:06Z [Info] Using memory limit of 49 MB

2016-11-24T06:07:06Z [Info] 313 segment buffers allocated

2016-11-24T06:07:08Z [Info] Successfully sent batch of 1 segments (0.123 seconds)
2016-11-24T06:07:09Z [Info] Successfully sent batch of 1 segments (0.006 seconds)

BRiINMERT , THPEFSEEHEE STDOUT, NREBERASTIHNRERF , B#MH --log-file @
TITRMSEEXHRREAEXGHNRE, BEAIREAERFIAZABERR. BXHA , B
%) 1E 72 Bt B Amazon X-RaySF#F # 12 :

£ Elastic Beanstalk £ , FARETIEFBENNE, BXEFMEER , 55HE Liz1T X-Ray 7
2 Amazon Elastic Beanstalko

IF £ Bt iEAmazon X-Ray<F# i 12

LU ERBSTIERNSEEXHFBAEN X-Ray FHFEFNITHN. ASHBEMERATXAMGE , B
F-EREATREXH A ERAERTHTT.

B REEANENH —ERERE-nEL--region , IRULLAECRZETHEF ARG X-Ray XER
ERE R X,

~/xray-daemon$ ./xray -n us-east-2

MREEARMETTHERF , BHRY , FR/E Amazon EC2 L, WA LA - o Al LABK IS 1 &= LI EL
B XA EREAET , XFETREFR A E R ER RS
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~/xray-daemon$ ./xray -o -n us-east-2

HRNGTTENTUHELREBERILR, MTAREKA, RETFEFTAEANAER , SIRAAG
FREHIERET HAKS

B R B X RSB AT REF AT R SREBIAT , HMITHE MRS X-Ray 897+ % BRI,
ZRAESRRURRERETRE 2 RNERE,

PNTE

« XENHEEZE

« ERBTITADR

- EAEEXH

XENHRELE
X-Ray FHPRFXFUTHRHER :

« AWS_REGION— #§EAmazon Web Services XifiX-Ray ARZ i =8

« HTTPS_PROXY— AT EFEEA T LEENRE, SUURRERSZFEHA DNS HE R
IP #h 3t Fiw 05,

fiE F o B ATIED

LS ER B RER A BEMSETTPREN | FREBTERAT.
SETBIA

+ b, --bind— EREIHY UDP i O L Y07 5 B S,

--bind "127.0.0.1:3000"

2R1A-2000,
e -t , --bind-tcp— EFREM TCP i O LK ITX X-Ray FRS I FEAY,

-bind-tcp "127.0.0.1:3000"

2R 1A-2000.

Y

as
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S
S
L]


https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-configure.html#cli-quick-configuration-region
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e -c, --config— MIEER R INEEE X H-

--config "/home/ec2-user/xray-daemon.yaml"
« -f, --log-file— FBEFEHHBIEEN XHKER,
--log-file "/var/log/xray-daemon.log"

« -1, --log-level— AFELH , NFIFAZIFRD : F &, B, BE. BE. BiR. £

--log-level warn

ERik-prod
* -m, --buffer-memory— EXEFXALUEANAIFE , A MB HEM (FD3),

--buffer-memory 50

KRIN-TTHAREN 1%
+ -0, --local-mode— FEKE EC2 L6l T EIE,
« -1, --role-arn— RIREEN IAM BEFXE AR EHMAKF,

--role-arn "arn:aws:iam::123456789012:ro0le/xray-cross-account"

* -a, --resource-arn— M G#ERE R (ARN)Amazonz TFHFEFHN R,
e -p, --proxy-address— FXE Et£E|Amazon X-RayBE KRB, A ERERS TN

--proxy-address "http://192.0.2.0:3000"

* -n, --region— FXERIZEHEFEXEHHN X-Ray RS
e -v, --version— ¥ HAmazon X-Ray=F# 2 R4
« -h, --help— EREBBHRE.

fi A B & XA
EHTLMER YAML SR XHERBEFPRF. £ -c SRR EXHITIRR.

~$ ./xray -c ~/xray-daemon.yaml
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1B 3 AR T

« TotalBufferSizeMB— &AZEHXK/N (LAMB REN ) (T3 ) . EFONMERA 1% HEMN
N7,

« Concurrency— H} XM MK HK K EEAmazon X-Ray &5 B X4,
+ Region— FXE %X FAmazon X-RayfE 4 E X SR H RS
* Socket— BETHREFHHE.

* UDPAddress— EHXFHEFEIHNRKO,

« TCPAddress— W& 3T X-Ray RFEEEFTEMN TCP #wH £,
* Logging— BLEBEITH,

« LogRotation— iRENfalseFEH AERKR,

« LogLevel — EXHELS , NKIFMEIFHKIK : dev , debug , info , warn, error , prod.
HRIAMENprod , XY Finfoo

* LogPath— ¥ A &%t B8 E /Y SLH R,
 LocalMode— & B RN trueBk3 K& EC2 EHl T EIE.
« ResourceARN— B B % JRE #F (ARN)Amazoniz 1T FH 2 F B &R,
* RoleARN— RIZIEEM IAM AEFXER FETHabkF
* ProxyAddress— M XE E{&£E|Amazon X-Ray@I X E,
« Endpoint— BERFHEFOHEHKE D BN X-Ray BREiHR.
« NoVerifySSL— 2/ TLS iEBRKIE,
« Version— SFHFEFEEXHFRIRE. XHEBBRERAENFR.

Example xray-daemon.yaml

LB E XA SF R AR UT IR O B 3000 , A EXHANEHITBENRE , REFT LESTRNA
&, URERXXEN E SIS FIET,

Socket:
UDPAddress: "127.0.0.1:3000"
TCPAddress: "127.0.0.1:3000"
Region: "us-west-2"
Logging:
LogLevel: "warn"
LogPath: "/var/log/xray-daemon.log"
LocalMode: true
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RoleARN: "arn:aws:iam::123456789012:role/xray-cross-account"
Version: 2

K= ITX-Ray SFHEF

&ALATE Linux, MacOS, Windows Lt , S4E Docker B2 A #15Z1T Amazon X-Ray SFHEF. &
WIZ1TFHREF , Uh#K B X-Ray WIREREHE , APk E X-Ray WERF. £ALLAMNGETHRH
BERBTHER.

EARMZITE , SFIPEF AT LM Amazon SDK FIEX# ( .aws/credential sEZHWAFBRF ) &
MREETRRELE. BEXEZEER , BZARTITHERM X-Ray ZIABTEHR

SFHEFEVTE O 2000 LR UDP #iiE, AIUAERAEE X HMar S 1TETURE in D M E LT, &
XEZEE , BZHEEEEAmazon X-RayFH #iE :

£ Linux £iZ217X-Ray SFH R

BULNBTITETFREF TR, £/ -0 BIMNFBERET |, -n BTREXH,

~/xray-daemon$ ./xray -o -n us-east-2
BERABITSTHER , HEM &

~/xray-daemon$ ./xray -o -n us-east-2 &
£/ pkill LIEEFABITHTREFRRE,

~$ pkill xray

1£ Docker BREFH121T X-Ray SFHREFF

E 7 Docker BB AMETFH RS , BRHUAT XA REFENE N Dockerfile WX H, HEIL D
ECR L THEBNROIESA. BEXEZER  ESRTHTHIER.

Example Dockerfile — Amazon

FROM amazonlinux

RUN yum install -y unzip

RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/
xray-daemon/aws-xray-daemon-linux-3.x.zip
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https://gallery.ecr.aws/xray/aws-xray-daemon

Amazon X-Ray FERARER

RUN unzip daemon.zip && cp xray /usr/bin/xray

ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000", "-b", "0.0.0.0:2000"]
EXPOSE 2000/udp

EXPOSE 2000/tcp

FA docker build HIEREEME,

~/xray-daemon$ docker build -t xray-daemon .

FMMA docker run EARHIZITHRE,

~/xray-daemon$ docker run \
--attach STDOUT \
-v ~/.aws/:/xoot/.aws/:ro \
--net=host \
-e AWS_REGION=us-east-2 \
--name xray-daemon \
-p 2000:2000/udp \
xray-daemon -o

tan B ERA LT EIN

--attach STDOUT— ELX P EFFTFEFNB L.

-v ~/.aws/:/root/.aws/:ro— RFAEEX .aws B R RFHRNR , FHIEIUEMNAmazon
SDK if#$,

AWS_REGION=us-east-2— % BAWS_REGIONIFE & A& iF T 52 7 Z 6 A B X,
--net=host— FABEEFhostME., EHMEZ LWABEERX MmO T EMEBESE.

-p 2000:2000/udp— FitEH LK UDP ix A 2000 MHEBRE LHOMERRO. X TFR—M&EH
NASRHTEEMS , XITRLEN , BEEATEREIHTTREN KR Docker Hiz{TH R AR
T B RIERTFHFRER.

--name xray-daemon— ap & A 8R , xray-daemoni 24 KB A .

-0 (ERBEMZE ) — F-otTM MBI ERBRASTITFEFNAOR, EMGIFFFERFE
AR 1T, SABIEE 2R 1EE Amazon EC2 =4 o #E

EFIEFPER , BFEAdocker stop. MREXHITEHRDockerfile HHEHMEG , MFEE LM
BRINERSE , AETECIBRE —1NEE R, FH docker rm MIBRAER.

$ docker stop xray-daemon
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$ docker rm xray-daemon

£ Windows Li=1T X-Ray SFH#F=EF
BU NS STETTFRFRARITXHS. A -0 IR ERZIT , -n &R E X,

> .\xray_windows.exe -0 -n us-east-2

£/ PowerShell BIZ<Jy stiP 2 7 I 2 MIE 1T ARSS

Example PowerShell i Z8-Windows

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ){
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

}

if ( Get-Item -path aws-xray-daemon -ErrorAction SilentlyContinue ) {
Remove-Item -Recurse -Force aws-xray-daemon

$currentlLocation = Get-Location

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"

$zipPath = "$currentLocation\$zipFileName"

$destPath = "$currentLocation\aws-xray-daemon"

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "C:\inetpub\wwwroot\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

sc.exe create AWSXRayDaemon binPath= "$daemonPath -f $daemonLogPath"
sc.exe start AWSXRayDaemon

£ OS X tiZ1TX-Ray SFHEERF
BN GETITETTFREFIRITXMN. A -0 IR ERZEIT , -n IR E X,

~/xray-daemon$ ./xray_mac -o -n us-east-2
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BEEEAETTHER , BFEM &

~/xray-daemon$ ./xray_mac -o -n us-east-2 &

£/ nohup AR LE L umx A BT K LIE ST R F o

~/xray-daemon$ nohup ./xray_mac &

£ £1E17 X-Ray SFH# #Z2FAmazon Elastic Beanstalk

5 B7 FA 72 7 B9 IR BR 3R IE S 4 Bl Amazon X-Ray , &R LATE Elastic Beanstalk ¥ %#) Amazon EC2 3£
il L1297 X-Ray sFHFEF. BXZTXIHNFENIIR , S HEEAmazon X-Ray i i# I Amazon
Elastic BeanstalkFF & A R #57.

@ Note

BT RR A TR SR I B SRR R . 35 F IR IRE) Elastic Beanstalk SEBIF B
B |, mBH. BT THRREEM X-Ray XX REOIE.

Elastic Beanstalk F AR HE B LI , BALLREYE , BETTVHERF. S LERABMNE E X4
REASHRERF , & BT E Elastic Beanstalk Z#l A HERETKBEH, BAREEIE , THE
FRREDE L, HEANRSETT,

Elastic Beanstalk ¥ & L @M RAAJRERN R&FMIRE, FERAXENFTEEDR , RHENFARERE
MBS R RA,

Elastic Beanstalk 7121t % & 2% Docker (Amazon ECS) & £# X-Ray S F-
{# F Elastic Beanstalk X-Ray £ Xz 1T X-Ray SFH 27
EREFIAEEA X-Ray £K , IEENARFRAL P EREEXHREE,

7 Elastic Beanstalk #2%&| & # /5 A X-Ray SFH# =2/

1. 3$TFFElastic Beanstalk &%l A&.
2. SMEIEEEGSEBHNIME,
3. #%#%E Configuration,

4. 1%3$F Software Settings.
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5. ¥F X-Ray daemon , #%# Enabled,
6. & Apply ( BZA ).

A NERABPIEREXH , FEENEE T UERE 2 EBE,

Example .ebextensions/xray-daemon.config

option_settings:
aws:elasticbeanstalk:xray:
XRayEnabled: true

Elastic Beanstalk fFEE X 4 EEZFHFERFRFF A ER HIREME,
£ Windows Server ¥& £

« BLEMF-C:\Program Files\Amazon\XRay\cfg.yaml
« H&E-c:\Program Files\Amazon\XRay\logs\xray-service.log

£ Linux ¥& £

- BLEMXfH-/etc/amazon/xray/cfg.yaml
« B&-/var/log/xray/xray.log

Elastic Beanstalk 12t T £ LM Amazon Web Services Management Console S & tn 51T, EAILUR
I Bl B U ESS |, R38R Elastic Beanstalk 2% X-Ray SF#H#F HE.

Example .ebextensions/xray-logs.config - Linux

files:
"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf" :
mode: "Q00644"
owner: root
group: root
content: |
/var/log/xray/xray.log

Example .ebextension s/xray-logs.config-Windows Server

files:
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"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf"
mode: "Q00644"
owner: root
group: root
content: |
c:\Progam Files\Amazon\XRay\logs\xray-service.log

{55 ¥ EF Elastic Beanstalk S8/ Amazon EC2 3244 #9 B & B9 Amazon Elastic BeanstalkFF &
AREETHREZER,

Fo TEHIET X-Ray SFHERF (B4R )

MR X-Ray FHEFNENFEEEEFATA , WA LM Amazon S3 THEHFERAEE XH4HKE1T.

/A Elastic Beanstalk BB X T8 HE1TFHEF.

Example .ebextensions/xray.config - Linux

commands:
0l-stop-tracing:
command: yum remove -y Xray
ignoreErrors: true
02-copy-tracing:
command: curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-
daemon/aws-xray-daemon-3.x.rpm -o /home/ec2-user/xray.rpm
03-start-tracing:
command: yum install -y /home/ec2-user/xray.rpm

files:
"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf"
mode: "0Q00644"
owner: root
group: root
content: |
/var/log/xray/xray.log
"/etc/amazon/xray/cfg.yaml"
mode: "0Q00644"
owner: root
group: root
content: |
Logging:
LogLevel: "debug"
Version: 2
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Example .ebextensions/xray.config - Windows Server

container_commands:
0l-execute-config-script:
command: Powershell.exe -ExecutionPolicy Bypass -File c:\\temp\\installDaemon.psl
waitAfterCompletion: 0

files:
"c:/temp/installDaemon.psl":
content: |
if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetlLocation) -eq 0) {
mkdir $targetLocation

}

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"

if ((Test-Path $destPath) -eq 1) {
Remove-Item -Recurse -Force $destPath

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetlLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/
xray-daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath’" -f '"$daemonLogPath ""
sc.exe start AWSXRayDaemon
encoding: plain
"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf"
mode: "Q00644"
owner: root
group: root
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content: |
C:\Program Files\Amazon\XRay\xray-daemon.log

X EERBIE TR T FHEF BE 2 Elastic Beanstalk B HEES |, LELEI 2% A =K Elastic
Beanstalk #8175 H (EB CLI) HR A &P HESREERN.

£ Amazon EC2 Liz1T X-Ray ST #i2

O] LATE Amazon EC2 LA T IRER S L1217 X-Ray SFHER -

* Amazon Linux
e Ubuntu
« Windows Server (2012 R2 & E & R AX)

ERRFIEENHRTFFHREFNRA LEREHEES X-Ray, ARESER , BER RTFSHER
6 X-Ray RiEHBFEHIR.

AR BEMAESEFN BRETFRRER.
Example AP EITEHIZS - Linux

#!/bin/bash

curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-
daemon-3.x.rpm -o /home/ec2-user/xray.rpm

yum install -y /home/ec2-user/xray.rpm

Example A 7 #IE M A<-Windows

<powershell>

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

}

$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetLocation) -eq 0) {
mkdir $targetlLocation

}

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
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$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"

if ((Test-Path $destPath) -eq 1) {
Remove-Item -Recurse -Force $destPath

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetlLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath’" -f ""$daemonLogPath™""

sc.exe start AWSXRayDaemon

</powershell>

£ X-Ray SF##t 12

£ Amazon ECS # , 8I21=1T X-Ray SFH#2FH Docker %4 , FFH L% %] Docker B&FM#E , A
ERHIER A Amazon ECS &8, BUUEESEN XM EAR OMSFMMEERIRE , 21T
EHRRAEFRFSTFEFASRER.

EHAE 5 Docker B &

X-Ray £ Amazon ECR LRt 7 Docker B2k , KA LUNEERARF — BT, EXEZE
B, BZATHTHER.

Example EFE X

"name": "xray-daemon",
"image": "amazon/aws-xray-daemon",
"cpu": 32,

"memoryReservation": 256,
"portMappings" : [
{
"hostPoxt": O,
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"containerPort": 2000,
"protocol": "udp"

BIZE M2 Docker &5
NTFEEMBEE , BUEEEE L ECEH Docker B,

FRERBAMIENESALUR TRBEESRE L£F X-Ray BRR, BXESZER , FSHET
SFHIRFE X-Ray ZIEBIEH R :

EFA LT Dockerfile 2 —R 8|2z 17T EFHRE,

Example Dockerfile — Lay

FROM amazonlinux

RUN yum install -y unzip

RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/
xray-daemon/aws-xray-daemon-linux-3.x.zip

RUN unzip daemon.zip && cp xray /usr/bin/xray

ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000", "-b", "0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

® Note
EE-bEARE- tHRIE RS E I ST S BB EWRE.,

Example Dockfile — Ubuntu
T Debian $T4£Y) , BEFELZRIEFRMAANMY (CA) IEH , UBR TRZEEFINESHE,

FROM ubuntu:16.04

RUN apt-get update && apt-get install -y --force-yes --no-install-recommends apt-

transport-https curl ca-certificates wget && apt-get clean && apt-get autoremove && rm
-rf /var/lib/apt/lists/*

RUN wget https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-

xray-daemon-3.x.deb
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RUN dpkg -i aws-xray-daemon-3.x.deb

ENTRYPOINT ["/usr/bin/xray", "--bind=0.0.0.0:2000", "--bind-tcp=0.0.0.0:2000"]
EXPOSE 2000/udp

EXPOSE 2000/tcp

EENESENYF , BERRTEEANBRMER, HRXBEMERIAERX | TEEWERIA VPC B
B, EFEMES | iR EAWS_XRAY_DAEMON_ADDRESSHREZ & LU & 1F X-Ray SDK 5| A BN & 85
AOHigBENHO, Hla , ALK UDP %0 2000 , H I BMNN AR FRRITHEFRSBNE
%,

Example EFE X
{
"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,

"memoryReservation": 256,
"portMappings" : [

{
"hostPoxrt": O,
"containexPort": 2000,
"protocol": "udp"
}
]
I
{
"name": "scorekeep-api",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",
"cpu": 192,

"memoryReservation": 512,
"environment": [
{ "name" : "AWS_REGION", "value" : "us-east-2" 1},
{ "name" : "NOTIFICATION_TOPIC", "value" : "arn:aws:sns:us-
east-2:123456789012:scorekeep-notifications" },
{ "name"™ : "AWS_XRAY_DAEMON_ADDRESS", "value" : "xray-daemon:2000" }

1,
"portMappings" : [
{
"hostPort": 5000,
"containerPort": 5000
}
1,
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"links": [
"xray-daemon"

MEBEE VPC WAAEFRPEITER , ATLUER awsvpe MEE UM EREDO (ENI) KR EH
BDEq, XELRBeB A EAERE, BMisOMET, 5388 AWS_XRAY_DAEMON_ADDRESS HiEZErH
HENRO,

Example VPC E&E X

"family": "scorekeep",
"networkMode" : "awsvpc",
"containerDefinitions": [
{
"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,
"memoryReservation": 256,
"portMappings" : [
{
"containerPort": 2000,
"protocol": "udp"

"name": "scorekeep-api",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",
"cpu": 192,
"memoryReservation": 512,
"environment": [
{ "name" : "AWS_REGION", "value" : "us-east-2" },
{ "name" : "NOTIFICATION_TOPIC", "value" : "arn:aws:sns:us-
east-2:123456789012:scorekeep-notifications" }
1,
"portMappings" : [
{

"containerPort": 5000
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]

[}

£ Amazon ECS ##l A PEEm T 1TiEIN

TR B SREEE X4 HEFRE, ST EIEFATAEN R , BHRUATRER
BXEREHEILRE.

e
»

BERMEGS TR | BIEEEHEIHLLABEECMDA Dockere BEXEZEER |, 1§25 ¥ Docker 12175
Z,

<5
[
5p
dp
)
i
b=

£ https://console.aws.amazon.com/ecs/ &t TF CS K HZFHI &,

MNEEF | EROTEENESE LN X,

ESMBET |, i%#F Task Definitions.

#t Task Definitions WE £ , EREBITWESE X EMIAE , ARfF1%EE Create new revision.
£ OIRESENNMRA NEL , EEERR.

IR B H O RLES SRS SITETIRAME ‘G5 FR.

EEE#,

KU {E B i Create,

© N o o bk~ 0w Dh =

LT REERIAI A ZIETURBELUES 2 B TRo1eARNIEIR, ZRoleARNIEIRIZIEER IAM
ACNXER AR EHMK,,

Example

--role-arn, arn:aws:iam::123456789012:r0le/xray-cross-account

ETHAEX X-Ray P ABTTEINESEER , B HAEEAmazon X-RayFH EF.
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# & Amazon X-Ray5 HftAmazon Web Services

1R % Amazon Web ServicesiZt RRIK FIH X-Ray ERK , BIEREFEF@E ABERRFIIRL, BT X-
Ray SFHFEF UK B[ X-Ray KIERERBIE. 5 X-Ray WEKAIERSEUTAR :

- BIRMER— FRANUGEREINER

« WA EE— EHEMRS REFENMNIRFR

o BERBIER— @ATEE ARERRNRERR LG EA BRI T

-« TE 1217 X-Ray FH#EZEF UM X-Ray SDK =W 7 E&

® Note

X-Ray SDK ‘B A Fi#t — S E B A #-Amazon Web Services, 0 , B AERER T
Java B X-Ray SDK Elastic Beanstalk i #R A NE XZ1T M AEFH Elastic Beanstalk 3%
MER , S/HEAZFMAM ID,

LA 2 — £ RflAmazon Web Services5 X-Ray £/ HY :

« Amazon&1Thzi& F T OpenTelemetry (& ) — f&B) ADOT , TIRIFREXNNARFIHTT
—REA , REFHEANERFNRERELEZSSNNNARFAmazonEIEMRAR , TFEL L%
CloudWatch , Amazon X-Ray , I B #OpenSearchfR% , A% EMR T Prometheus KL D #IE E R

%o

« Amazon Lambda— EMBEITIRIEABER#ITEDMEFIKN, Amazon Lambdaml &R RS b
BARIMAANT R, —NATFAmazon LambdafRss , B8 — M TEE. BRAKNINEER , Amazon
Lambdait7E Java 1 Node.js 21T} LiZ1T X-Ray SFF#F , SAM{EE X-Ray SDK BB &# M.

. WD API W% — EHMEHNE. AP Gateway ERRKANFBESZRBLER | MR
B RO T SR I E M BRSS RgT

« Amazon Elastic Beanstalk— T &, Elastic Beanstalk £ ¥ & L @8 X-Ray SFHEF :
- Java SE—2.3.0 RESRANEE
« Tomcat— 2.4.0 RESRANEE
 Node.js— 3.2.0 R ESHRAME &
 Windows BRS588— 2016 & 12 A 9 B Z/a R M Windows Server Core SN FR B ELE
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{RATLAfE A Elastic Beanstalk #24%l & it Elastic Beanstalk fEiX £ & EZ1TFHP R , HNEFE
FXRayEnabledd ikt IMaws :elasticbeanstalk: xray® & Z[H,

o BHEARTE— NARFASHSESRE LWERRER, EFRER ID REABERAZE , NARFAR
BESESFERMEIERIELF,

« W 5#EventBridge— #3118, MR/ EH XA EHRSFEventBridgeff A X-Ray SDK # 174
M, B4 B ARFUREER BRAR K I ] AR SRR R IR ERER 1D,

o I Sph fE 08 A RS — #Bh B, W5 Amazon SNS A& X-Ray SDK BREEZEFiw , MAT
%) & W] AR RIRERAR L , HAEKEMNEBMERER ID R H S BEAERBRIRIE R,

o W5#EERASIRS— #WahaF. MRETMRSEA X-Ray SDK BRERER , M Amazon SQS A 2L
FIRBERbRL |, HBREFEHA —BWRE ID FREBRENEGAEBAERE,

MATEBARFITERE , mRREEE K Amazon Web Services,
FB

« Amazon X 1ThR3& F T OpenTelemetry#lAmazon X-Ray

Amazon API Gateway Ez1E R Amazon X-Ray

« Amazon EC2 FlAmazon App Mesh
« AmazonpN A2 FIZ21T85# X-Ray

« Amazon AppSync # Amazon X-Ray

- {25 X-Ray API i FiAmazon CloudTrail

« B CloudWatch 1= 4&ixT1 2 A API

« BT A XRER X-Ray INEf & E ctAmazon Config

* Amazon Elastic Compute CloudAmazon X-Ray

« Amazon Elastic Beanstalk ] Amazon X-Ray

» Elastic Load Balancin Amazon X-Ray

« Amazon EventBridge #lAmazon X-Ray

« Amazon Lambda 1 Amazon X-Ray

* Amazon SNS Amazon X-Ray

« Amazon Step Functions ] Amazon X-Ray

« M 5# SQS AAmazon X-Ray

232



Amazon X-Ray FERARER

« Amazon S3 FlAmazon X-Ray

Amazon % 1Thx3& A F OpenTelemetryflAmazon X-Ray

£ FAAmazon & {THR3& Fl T OpenTelemetry(ADOT) , A TN E B MR ERH FH £ X FlAmazon X-Ray
DR EfsEERT R | HlINTE S CloudWatch |, I 5#OpenSearchfRSS , SAK & B F Prometheus
WL S E RS o

Amazon Distro for OpenTelemetry

Y Amazon & 1T hR3&E Al T OpenTelemetry(ADOT) & — MmazonEFER4AITEE £ 4 (CNCF) WD K
OpenTelemetryBl B, OpenTelemetryfZt—AFFIR APl EFMNKE , ATWES A NREMIER, X
NTEER EBFENAITHROpenTelemetry B4 , BELTMNEH, L. RPFANZEFENRGETFAIES.
B 3h 1 X 2 A Uk £ B Amazon,

&8 ADOT , IRIFRAENNARFEHRIT XN , AEFHEXNERMNRERELZAZINNARE
FAmazons =R AR , L S#CloudWatch , Amazon X-Ray , I &#OpenSearchfR% , A%
&R T Prometheus B i LB RS -

ADOT B 5#K ¥ 2 Amazon Web ServicesfEi{t.[a] X-Ray FE BB RST REAEBREMBIRNTRE,
5 ADOT &M ARSH — LRFI2IF

« Amazon Lambda—AmazonADOT HY#E£&E Lambda E1&# T plug-and-play®id Bz M Lambda &
. BRI AFAEBOpenTelemetryH il £ —Mout-of-the-box#9 &t Amazon Lambdaifi B X-Ray
NFETFRENEES, AP AEAMEZRAOpenTelemetryTTEE B EN AT 3K B8 Lambda
M. BREZER , S MAmazonk THRIEF T OpenTelemetry == 183k

- TOmhsa M AREARS (ECS)— /A Amazon ECS M AR F W ERIRMBREAMazon K ITHRER T
OpenTelemetry i85 , K4 X-Ray MIEMERBALR. EXEZEL , BERAVENAER
RIRBIEE S ECS FF A B+,

- Amazonp A2 F121785— App Runner X #FE A @ X-Ray KiEHTFAmazon K ITHGER T
OpenTelemetry (&M ) » £/ ADOT SDK WEABRLR AEFWIREREIE , HEA X-Ray 2
WRATBIENNLNARF. BXEZELR , H2HAmazon N AEFIZTEEN X-Ray.

AXE ZE B Amazon R ITHGE A FOpenTelemetry , B 5 H M Amazon Web Services , 55
% Amazon & 1T i5&E Al T OpenTelemetry X 4,

BREAX R ARFHITRN A E ZE S Amazon & {THRIEH T OpenTelemetryl X-Ray , & #
X S8 69 1 A AR 3 1T M Amazon & 1T iR5&E F T OpenTelemetry,
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Amazon AP| Gateway F z1iE#RZ # Amazon X-Ray

HAFERBIER Amazon APl Gateway API £ 5 EIRZE RS AT , BRI BAEA X-Ray KERERM 2 47
XLEER, APl Gateway X#5FTE APl Gateway i SR EH) X F&RER - X4, G0N EIR
Ko EFTE A A X-Ray Amazon Web Services X8 With 75 , {REBAI LAEIL 53k API Gateway £
X-Ray, BEXEZEE , {21 Amazon AP| Gateway Ff & % #§EAmazon X-Ray S #91 F IR R API
Gateway APl BIL1T1ER

(® Note
X-Ray XX #EI APl Gateway BRER REST AP,

Amazon API Gateway 3 AT &Iz it £ 30 iE BR X FFAmazon X-Ray., E&H API BBt E/g A £z R
BR, AR ARYIE SR 1T R H IR ER R IA E X-Ray,

£ API BB /5 A 30 IR ER

1. BELLTRuITH API Gateway # %A : https://console.aws.amazon.com/apigateway/o
EFE— AP,

EE—NEE,

£ BERER TR L EE BA X-Ray RER" , REERE “REENR

EEN SMERPERE TR,

EFAMREEHNE AP, FERBRETHIIR , R EEIE AP,

o o bk~ w0 DN

API Gateway £ F#&7E X-Ray 2§ & F E S SRAEF NSk EZ IS KWL ER, BATUGEMGERT
API AN , ELSGER TEERERLNERNMANM. API Gateway 5 BRHIBHEFIEFIRL , UK
BRHEBEMBERDFAES . BRESFEE , FSREE REAN

(® Note

£ API Gateway HTTP £ IRER REST API Bt , 402 BRIRS B IERE N M API
Gateway Z|#& HTTP S m S IERMULEEE , NTE X-Ray BRESHST EH SN — Rk
BRER—IMRFZHTR. KEMN URL BRERAELS BIRSMEHET 10,000 N RBIBRE , M
mSHER.
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https://console.amazonaws.cn/apigateway/
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Amazon X-Ray FERARER

ERARE#RED APl Gateway SIZH RS T RHKE , FERET POST EM iUt ERFRF
RREFEREXPEESH. ZRMGEBEFBRSHBTR URL BEN -9 , XATERLKED
TEK URL BEEMBRS T Ko

XN TRrEZARNER , APl Gateway £[0] 15 R A REARKBIE A HTTP B RFMBRERIR K

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbe46a994272793

X-Ray Trace ID %=

X-Ray trace_id H=MNAEFHF RO FAHAK. Hlan , 1-58406520-
a006649127e371903a2de979, WEHIE :

- BRAE Al L.
-« FIRERMEE , A Unix L7608 |, 7 8 MAR#EBIBF

flan | 2016 &£ 12 A 1 B L4 10:00 (K F¥FrERTE) AL ThtEN 1480615200 , ER TS
Tt #H| B F 58406520,

- IREEH 96 MIRIREF , 2/ — | £/ 24 NHARBHEEE,

WMREATEHRER , WHRBERKRBENER#ITREHBHRIENOES , WZNERNDRXIERXE, 6
m, 23K NE Web B ARFIUER HTTP EF %A APl Gateway APl, H&E A X-Ray SDK
X HTTP EFmH TR , ERETEFHERENEZEHFERPFM—NERERIRL. APl Gateway i
EERERPRA H N REBERIEX R,

MREEA APl Gateway IR API £ 5K Java SDK , NI A LUBS £ & F in 4 B ES FOR INE R EBRE
FR®EM SDK BFF , IEF M Amazon SDK FFix—#, XA |, HSHIEEAmazonfEH
BT Java B9 X-Ray SDK i :

Amazon EC2 FlAmazon App Mesh

Amazon X-Ray&5 & fAmazon App Mesh A BB ARSH Envoy K. App Mesh &£t T Envoy ki
X, BAFHHEHEENFREREREIER—EF K Pod WESEFIEITH X-Ray FH#H#EF. X-Ray
SEERLLT App Mesh # B RS H TIRER

» Amazon Elastic Container Service (Amazon ECS)
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https://docs.amazonaws.cn/apigateway/latest/developerguide/how-to-generate-sdk.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/what-is-app-mesh.html
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FRARER

* Amazon Elastic Kubernetes Service (Amazon EKS)

* Amazon Elastic Compute Cloud (Amazon EC2)

FERAUTRBAN T F{ES App Mesh 5 A X-Ray BRER.

Service map

default-ateway

Clients

appmesh/colorgateway-vn
AWS: AppMash:Proxy

Clients avg. 2ms
B8 t'min

appmesh/colorteller-white-vn
AWEAppheash:: Proxy

4% Envoy REBEE N[ X-Ray KIEHE , BEEBRR[ENLHR

IEENABLE_ENVOY_XRAY_TRACINGIMEZ &£,

avg. 0.08ms

B8 tmin

default-colorteller-white
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https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy.html#envoy-config
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® Note

App Mesh [RZAEY Envoy B BITRIBE BRI XM N KIZRE. MK , ©XF Envoy lRA
1.16.3 EBMAER 5% WEEXHEER , T 1.16.3 ZHIH Envoy IR , EFEA 50% KR
R,

Example I 5 # ECS #9 Envoy BE§E X

"name": "envoy",
"image": "public.ecr.aws/appmesh/aws-appmesh-envoy:envoy-version",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"
.

{
"name": "ENABLE_ENVOY_XRAY_TRACING",

"value": "1"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | cut -d' ' -f3 | grep -q live"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

(® Note
ETHAEXRTAN Envoy KEtHtNEZE L | S FAmazon App MeshA F iR Envo
y B Ao
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https://docs.amazonaws.cn/xray/latest/devguide/xray-console-sampling.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy.html

Amazon X-Ray FERARER
BXRERBHIZIT X-Ray FHEFNFMELR , FSHRE X-Ray FH#HE. XTI ERSHE. K

%5, Envoy REH X-Ray FHREFHNREINARERF , 187 App Meshcolorapp 74l GitHubf#fi# FE

EEZ =B,

THREZS

« Amazon App Mesh A[]
« Amazon ECS A[JAmazon App Mesh

AmazonM 221783 F X-Ray

AmazonApp Runner & —“MAmazon Web ServiceB 2t 7 —fiRiE, HEBLFEZENHFN , ATUM
BRBABSMGEESPER AT EBELZEH Web N ATREFAmazon Web Services =, BFREEZ
JFEAR, REEFANTERS , 8 FFE 7B NATREME EAmazon B iR, N L =EAmazonki
AREFEIRTRESER.

AmazonApp Runner @33 5 X-Ray &5 , NREFEKIEFAmazon Z1THR3EA T OpenTelemetry ( &
). £A ADOT SDK EBRRLRARFNIREREIE , HEMA X-Ray 2 FURA T HBENNERLA
BAEF. BXEZELR , 558 FEA X-Ray BEER App Runner B AREF .

Amazon AppSync 1 Amazon X-Ray

& A LA JS A MR ERAYE SR AmazonAppSync. BXEZER , BZH . BREREHAAmazonX-RayB Xt
B,

R EAB A X-Ray BRERfGAmazonAppSync APl , Amazonldentity and Access Management i 548 <
AERELELENKFPEHIERETHNNRY, XA FAmazonAR£M A X @ X-Ray KIXRER,

# Fid % X-Ray API 8 Amazon CloudTrail

Amazon X-Ray5Amazon CloudTraillid kA, A& AFHITH APl 4EAmazon Web Service
£ X §i% s, YRA[LLA CloudTrailsE it 2 X-Ray AP| 5 R H A E ML Di# S3, LS #
CloudWatch B £ R & #CloudWatchiEzl . X-Ray XU TREIRRZRNEHCloudTrail B EIX 4 :

XM API 24

 PutEncryptionConfig

 GetEncryptionConfig
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https://github.com/aws/aws-app-mesh-examples/tree/master/examples
https://github.com/aws/aws-app-mesh-examples/tree/master/examples
https://docs.amazonaws.cn/app-mesh/latest/userguide/getting_started.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/mesh-getting-started-ecs.html
https://docs.amazonaws.cn/apprunner/latest/dg/what-is-apprunner.html
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https://docs.amazonaws.cn/apprunner/latest/dg/monitor-xray.html
https://docs.amazonaws.cn/appsync/latest/devguide/x-ray-tracing.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.amazonaws.cn/xray/latest/api/API_PutEncryptionConfig.html
https://docs.amazonaws.cn/xray/latest/api/API_GetEncryptionConfig.html
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CreateGroup

UpdateGroup

DeleteGroup

GetGroup
GetGroups

GetInsight
GetInsightEvents

GetInsightImpactGraph

GetInsightSummaries

o BEE— ICROE, EE. FIHHMERN API EEAmazon B IR, ICHFIES XN APl 2

s BIREH— IBFRETSERIR API B4E | #lI0 Amazon S3 X RizEEHAmazon Lambdai$k

Bl 2 3R ER
1. #TFF CloudTrail ##| 58 Trails (BRER) TWH,
2. %% Create trail (RIZRER).
3. WMARIREN K AGEREICRNEHRE,
YE#Y 8 FAAmazon Web Services,
WA, BUGERELENFEEBIRK.
4. BTG S3 FHBARBNEERE,
5 %kFE6IE,

CloudTrailid Z& RN E Amazon S3 FIEZR XML FHEEM API B, CloudTrail H&E R JSON #

XE—

Example X 8§44k GetEncryptionConfig H &% B

"eventVersion"=>"1.05",
"userIdentity"=>{
"type"=>"AssumedRole",

"principalId"=>"AROAJVHBZWD3DN6CI2MHM:MyName",
"arn"=>"arn:aws:sts::123456789012:assumed-role/MyRole/MyName",

"accountId"=>"123456789012",

RIEFEH. WTEFH APIHEENSRIEA |, CloudTrail RIEFRIFERFER
Xk, BEEHBREBREEN. SH. KA X-Ray WIHNARAXERENFHAEE

, AR R HiEREY
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https://docs.amazonaws.cn/xray/latest/api/API_CreateGroup.html
https://docs.amazonaws.cn/xray/latest/api/API_UpdateGroup.html
https://docs.amazonaws.cn/xray/latest/api/API_DeleteGroup.html
https://docs.amazonaws.cn/xray/latest/api/API_GetGroup.html
https://docs.amazonaws.cn/xray/latest/api/API_GetGroups.html
https://docs.amazonaws.cn/xray/latest/api/API_GetInsight.html
https://docs.amazonaws.cn/xray/latest/api/API_GetInsightEvents.html
https://docs.amazonaws.cn/xray/latest/api/API_GetInsightImpactGraph.html
https://docs.amazonaws.cn/xray/latest/api/API_GetInsightSummaries.html
https://console.amazonaws.cn/cloudtrail/home#/configuration
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/logging-management-and-data-events-with-cloudtrail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/encrypting-cloudtrail-log-files-with-aws-kms.html
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"accessKeyId"=>"AKIAIOSFODNN7EXAMPLE",
"sessionContext"=>{

"attributes"=>{
"mfaAuthenticated"=>"false",
"creationDate"=>"2023-7-01T00:24:36Z"

I

"sessionIssuer"=>{

"type"=>"Role",
"principalId"=>"AROAJVHBZWD3DN6CI2MHM",
"arn"=>"arn:aws:iam::123456789012:ro0le/MyRole",
"accountId"=>"123456789012",
"userName'"=>"MyRole"

iy
"eventTime"=>"2023-7-01T00:24:367",

"eventSource'"=>"xray.amazonaws.com",
"eventName'"=>"GetEncryptionConfig",
"awsRegion"=>"us-east-2",
"sourceIPAddress'"=>"33.255.33.255",
"userAgent"=>"aws-sdk-ruby2/2.11.19 ruby/2.3.1 x86_64-1linux",
"requestParameters'"=>nil,

"responsekElements"=>nil,
"requestID"=>"3fda699a-32e7-4c20-37af-edc2be5achdb",
"eventID"=>"039c3d45-6baa-11e3-2f3e-e5a036343c9f",
"eventType"=>"AwsApiCall",
"recipientAccountId"=>"123456789012"

userldentity TEFIDEERBERNWAZRWEXELE. FOEEUBPEBEUTAS :

- BREEARAFPEZIIZER IAM AFPEIEAXHW,
- BREFEAACKEERSEMAFNIENZEEIERXHN,
- EREAEHEHM Amazon Web Service X,

BEFHFAEINHTAMKEELN , FEECloudTrail ML S # SNS @A, BXEZEE , BSHR
CloudTrail i@ Amazon SNS &4,

BB AT LM Z A X-Ray B A4 H 5 A Amazon Web Services X 1335 & % Amazon Web Services
KPP BAENL S S3 FHEP. BEXEZER , BSRERS AN XEFH CloudTrail HESHFM
ZANK P AW CloudTrail BEX 4.
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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B3t CloudWatch Y514 um T = F1 API

Amazon X-Ray& Amazon CloudWatch &/ , ¥ CloudWatch ServiceLens‘ CloudWatch Rum *I]
CloudWatch Synthetics %N ARRFNIZEITIRR. BiEXEkiEss, BEMIEBER , ServiceLens 1R{4A

SHIHEIRAE , AR REESHMERTIHABEZEROARF, ET%’%% ServicelLens E’JE%
E8. , BHSAFE A ServiceLens BN ARFEHNIZTRT,

&8 CloudWatch RUM , A BAITESSWA KRR | DURKR b NERRA R REFRENEFTEX
Web M ARFHRENE P inE#E. SAmazon X- Ray%l] CloudWatch RUM , AT LA B ARV R4
AP EITED AR ERERAMazonRE X RF. X TERIZNELAFPNERERNE

xo

ServiceLens 5 CloudWatch Synthetics £/ , EE R —MTEERENRS , BULUERZRS AN
FIN SR LR T SF APL, Synthetics ERERIL. REFNSLE  BoMiET—R , 8K 24 /»
i, Canary RAEENHA  ElIEfREEAHENBAANTERFHENIRE, XEEEBEHA
MR TREFHER , ANEFNAEEERSHW A A,

ERILLBEN Canary UK ERNARFTH A, TR, RXFZicFK. MASRIRERE. ELESTERK.
TEMNEEIR, Ul BAFOMNRIER, SRS HRIEMITERE.

EF AR Synthetics FH API, KT 2F Web BLARFB A X-Ray, Bl , 3 X#EMATAHITIE
BAEIRTE APl Gateway EiZ1TH) AP Rj5. BIE—/ Canary H7ERFE M E Synthetics TR, E
T R XRE Synthetics MR FMEE , S EFEH Synthetics IEFEE Canaryo

F
« CloudWatchBA B F#lAmazon X-Ray
« £/ X-Ray A& CloudWatch & B hn BB FIEE

CloudWatchEA# B F1Amazon X-Ray

f&Bh ACloudWatch WS RUM , AIITESSA KR | AREBRAFQEFIE PR ENEFTE X
Web R ARRFHENEFHHIE. #HAmazon X-Ray anCloudWatch d RUM , &I AR R 1Y
AP TR T HEER TEAmazon T ERFHWERBER, XA AEBEIRBIE LR WIERSE
BREIR,

EIETF B AP 421K X-CloudWatch RAY IRER/E , RUM €[ AR HTTP KRB X-RAY IRERFR
ko HRAAGM HTTP iERI1EFE X-RAY X, AE , T X-Ray KR M CloudWatchiZ#H A HEEF
REXLEAFSFENRIRMDER , 83 X-Ray XHE,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ServiceLens.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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FRARER

® Note

CloudWatchRUM %X-Ray #l, ¥ , FXf N F =R Fi1RiE RN A CloudWatch RUM BY |, 151k
BX#HED . MCloudWatch RUM £ REREEARELTETNREA, EXEZER |, B

2% Amazon X-Ray E#.

FIAERT , MCloudWatch RUM RiEM & F i iR R ARIEZE S RS SRimIRER. ENEFRRESRS
2R um R ERFRL , MFFCloudWatch RUM Web % PR ELE 7 [[IX L HTTP &R0 X-Ray RERFRK,

/A Warning

$FCloudWatch RUM Web % Fin Bt & 7 6 HTTP &R %1 X-Ray IREEFRL A EL S HERE
JRHZ (CORS) kM, NBRXFER , HRFX-Amzn-Trace-Id HTTP #3572 FBRSS

CORS ELEM A FFrLFIR P, WMREFEH API Gateway ER T lE |, &

ZFN REST APl ‘&

RIS CORS, BAEZEBWEKEEFTIEFRRINE ik X-Ray BREIRK BN AERARERF.

BREZER

&2 5 CloudWatchRUM Web & F= % 3 #4,

BXFHESAFSENEZE S CloudWatch , 5 R FCloudWatch RUM, BERFMARFIRER
£ CloudWatch RUM , B¥#E#E A X-Ray RERAF21E , B2 RNNARERFIEE N FHCloudWatch

RUM,

£ X-Ray #8i& CloudWatch & B b0 #R | 8%

CloudWatch Synthetics 2 —MTE£EERNRS , BEREBFERAM A Canary KL T SF APl , &

DH—IR , BX 24 PHEIT IR

B LB E X Canary AR EULTARTHNEX :

- A%

« HER

- B

o BERRMTFTEUIE

- BLTRAES

« WHEMEEIR

« DOEE Ul B AEER
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https://www.amazonaws.cn/xray/pricing/
https://docs.amazonaws.cn/apigateway/latest/developerguide/how-to-cors.html
https://docs.amazonaws.cn/apigateway/latest/developerguide/how-to-cors.html
https://github.com/aws-observability/aws-rum-web/blob/main/docs/cdn_installation.md#http
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM-get-started.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM-get-started.html
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- EEEER

- NRAEFTPHNEKR

Canary BESEFHENBEHFANTEESHBNRENTH , AFERIEFF 4K,

B THABXIRE Synthetics WHWFMEES. , S FEA Synthetics BIEFEHE Canary,

Canary
clisni=Synihetics

WA

AW S Elastic Beanaiallk:-Ervironmment

AV sticBean rivironmerT avg. 300me
& 0.7 wimim
Client prodiucts

AWE: ElaslicBaanatalk:: Ervironmiant
auth
AW S=FlasticBeanstalk:Ervironrment
avg. 533ms
0.4 vmin
f avg. 500ms

& api 0.1 vmin

AWS=ElaaticBaansialk:=Ervironrmant

Chack

Client AWS: ApiGateway: Stage

MR RHIE R Synthetics Canary 5IEMNBIHBEBHNERNEARS. 8N RAEER T EARSEE X-
Ray Analytics 2% & # TR < B K8,

BXRUNABERSHERUREERENESER , F2REERSHAE.

BXRWM{ARRE X-Ray Analytics BHEUREERENESZEER , 5K 5Amazon X-Rayd T iZHl &.
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Amazon X-Ray FEARIERE

£

- ERFHEPESFEIRIREE M Canary

- FARRKEEEENMNREBRELUFAEEENER
- BE BN THRSEFEABBRERE

- EBEMERFFBE

o R ENEIEIER M IRBR M ER

- WEFE API #l URL FTER Canary BEEE
o FANAEZETEEMEN R

RS P EEHIRIREE IR Canary

EEEF X-Ray RSt EFHLE Canary IR, REIRERREEIGNAEBRTEM , B
PAze i & RHBLE Canary BYEEIR. BR&IERIR TR 4 18 I 57 Y 8] SyntheticsCanary & i 15 S &
FClient::Synthetic TiR. £ HT RANEREMERNIINNE D, BHHANTRZEHLL
PERABXZTZEZNFERNFMES, BEAUERSHEPEEEX THBRSH T2 HlrS
&

/AN O

LPRR TS Synthetics RA , 28— Synthetics FEEMER LM IR , ©RREERE
Synthetics ##l& , EMBERUTUEFT S L 2N EFMAER.
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Amazon X-Ray

@ & Qq | @ Mapiegenc @  Service details

Canary

Canary
client:Synthetics

A
avg. 1s

0.3 vimin

WWW
AWS::ElasticBeanstalk:: Environment

auth

FEARREEFENRELUFHAEESTNER

EREPLRFLSBESHERREESBEEIR ,

services Icons (I

m Health = Traffic

Name: Canary
Type: client::Synthetics

View in Synthetics [

Response distribution
Click and drag to select an area to zoom in on or use as a latency filter when

viewing traces.

100%

0% T T T
3} 200ms 400ms 600MS. BOOMS,
Duration

Response status
Choose response statuses to add to the filter when viewing traces.

v Error: 25%
I OK: 75%

I Fault: 0%
I Throttle: 0%

Analyze traces [~ View traces >

Close

BB RS e B s R IR BRI A R ERAR G, 8
MNRERMRGT R R EME RO IHERE R, EALTETTHARNRS , AENE R ERENTERS.
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Q, 1-5dcc3953-835d19c7d843bfBed45f4ebd

Traces » Details

Timeline Raw data

Method Response Duration Age D
GET 500 1.8 sec 5.4 day (2019-11-13 17:11:47 UTC) 1-5dcc3953-835d19c7d843bf8ed45i4eb9
¥ Trace Map

g a avg. 839ms l‘l 1 Recues
( g, 304ms

BE LN T RS FERMARARRERE

— B2 E CloudWatch FHIHEEIRSE K HIsCanary , £ X-Ray RIREFHENSITEE , LWBE
X-Ray Analytics 2% & AR B AT RER AR E, 7E Analytics #BEAH |, W BEBERAFERRERTIC
FHRAE R, X-Ray BERBEFHBNEREWMNAANKRITERR, X IERFMBZNZENE
REEN |, ER MBI ERBARERER,

AT ROIERE LIZITH APl “XXX” B9 Synthetics MIliAPI GatewayH T Amazon DynamoDB ZRH &
HEAEHIAMEK,
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Canary *®
Faut 67%
1 tmin
Canary
client::Synthetics
Service map
Traces FAULTROOT CAUSE
| Analytics www ElasticBeanstalk: Environment) — error = api {
B configuratior
Sampling
Encryption FAULT ROOT CAUSE MESSAGE

ProvisionedT! The level of

AWS::ElasticBeanstalk::Environment

ElasticBeanstalk. Environment) — error = products

i)

Root cause analysis indicating throughput capacity exceeded for DynamoDB table

l @, Maplegend @ Service detalls ©

Name: Canary
Type: client:Synthetics

View in Synthetics (£

Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when
viewing traces.

100%
BO%
60%
40%
20%
0% T T T T T |

[ 200ms 400ms 600mMs 80oms 1.08 128
Duration
Response status
‘Choose response statuses to add to the filter when viewing traces.
I Throttle: 0% [ OK: 33%
Analyze traces View traces >
Select to view faults
and analyze traces
Services Icons ()
Health = Traffic
No node resizing Close
o
COUNT %
ElasticBeanstalk Environment) — error = products { DynamoDB: Tabée) 4 100.00%
COUNT %
for the table was exceeded. Consider increasing your provisioning level with the UpdateTable AP1. status code: 4 4 100.00%
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AWS:CANARY_ARN COUNT
Fault Root Cause
arm:aws:synthetics:us-east-1:779168132807 canary:www-test 118
Annotation_acl_cached

Annotation_authenticated

Annotation_cold_start

Annotation_credentials_cached

Annotation_queries

EEMRERSMNES

AILAEA R B Synthetics Canary &R EE — BRATE NIEFRRERS , NI EF K inT S sEbEAY
E:SFEER

Default ¥ | O edge(id(name: “www", type: “client Synthetics™), id(name: "www", type: "AWS: ElasticBeanstalk. Environment’)) © | 201911113 11:00-20191111317:00 ~ | &
I All traces in the group @ 433K traces in the group. Show in charts @ Complete 100% scanned (found 205 traces)

Retrieved traces @ Filtered trace setA @

205 traces (0. 05% of traces in the group ) Ta add a fiiter, click and drag one of the charts below or click one of the table fows:

Response time distribution @
Click and drag 1o filter the traces by response time.

‘ /\\ . <J:I p50, p80, p95 perce

Time series activity @
Click and drag to filter the traces by time.

derstand occurrence of traces
00 Pt 020020 P 020000 P 040020 P

LB E SRRl R AV EE SR M S IR R S i fE R

FHREEREERME , LUEFZERSER Canary HIRMFIA B INARER. €A X-Ray
Analytics 12| & 2 B M2 G ESEEE XA TR IRERE | MMM H 257 P el 2 M x
Fo
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Default ¥ | Q service(id(name: “waww", type ElasticBeanstalic Environment™)) ©  Lastzhours *+ | &
I All traces in the group € B65.9K traces in the group. Show in charts @ Complete 100% scanned (found 10.7K traces)
Retrieved traces ® Filtered trace set A © Filtered trace set B @
10.7K traces (16.26% of traces in the group.) 10480 traces (37.83% of retrieved traces.) 233 traces (2.17% of retrieved traces.)
Fillers: Annotation aws canary_am Filters. Annotation aws-canary_am ©

Click and drag fo fifter the traces by response time

Response time distribution @ {} ﬁs

Time series activity &
Click and arag to filer the traces by time.

o o
USER COUNT % a HTTP STATUS CODE COUNT % a
Emma 7% 3262% -0.15% . 200 213 91.42%
Olivia 40 17.17% -3.15% 500 13 5.58%
William 34 14 59% +141% 401 7 3.00%
Sopnia 3 9 g7 51310

HWEFAE API Ml URL FRER Canary BESCE

£ X-Ray Analytics SR LER Canary 8%, TEMNAFPRAEER T MABRFESNEGBE LN
AFNg%, BETTURE=/ URL REFHMNEESLENIR,
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Response time distribution @
Click and drag to filter the traces by response time.

& of traces
=0
50

500ms

Time series activity @
Click and drag to filter the traces by time.

070000 AM

0705:00 AW

Select rows from the following tables to filter traces. Choose the cog icon to explore table configuration options. ﬂ

USER COUNT %
William 134 30.66%
Emma 17 26.77%
Olivia Il 16.25%
Ava 30 6.86%
Sophia 28 6.41%
Liam 20 4.58%
test 14 3.20%
[T — a4 o A
URL

http://storefront.us-east- 1.elasticbeanstalk.com’
http://store-api.us-east-1.elasticbeanstalk com/orders/status

hittp:/fstore-api.us-east-1.elasticbeanstalk. com/products/

-96.80%

COUNT
422

HTTP STATUS CODE

500

502
%
96.57%
2.06%
1.37%

COUNT Ya

428 97.94%

9 2.06%
A
-3.43%

I /NMAEET & RATEIR

A AEARIERERN N BE X-Ray BUTETF-ABENIERE , flmEL

BITHNAERF

“www” B Synthetics Mit, Amazon Elastic Beanstalk. fEfi £ Z=<#F service()HfMedge () LATFiE

RS ML %o

Example A iERAER N

"edge(id(name: "www", type: "client::Synthetics"), id(name: "www", type:

"AWS::ElasticBeanstalk::Environment"))"

CloudWatch Synthetics
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avg. 1s
» 0.3 t/min
1?.;.:'* %
- Wiw
avg. s AWS:ElasticBeanstalk::Environment
0.1 t/min
Canary

client::Synthetics

BT ARIRER X-Ray t1Z i & & tAmazon Config

Amazon X-Ray5 & B Amazon Confighlid X & X-Ray B R BRAIMBHEEER. SR UFEH
Amazon Configig & X-Ray MNZ&ER, Fit X-Ray BEEFN P IERURBERRERLEBEA,

Amazon ConfigZ#F /LT X-Ray BB RERICRKAEH :
s REFER-ERIRMMBEL , FMEHNBRIA X-Ray NFRE,

FRALTHBAZESI MAE X-Ray f 2z 6 612 EAEEAmazon Config.
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12 Lambda B #AL % 25

1

70N

AR B E X Amazon Lambda BEREHY ARN ZFEE4E B B E X Amazon Config |, =BT

B , @3 Node.js BIE—MNEREE , ZEBET XrayEncryptionConfig BRAVRAFERHT
EHEIRE L% Amazon Configo

BIEH# A AWS::XrayEncryptionConfig Z E fifi & 2289 Lambda B}

1.
2.

$TFF Lambda ##l &, 1%£$F Create function ( BIZ2EE ) .

RBRER , ARETEIEE B config-rule-change-triggerediE B E, #HERBAMPAVEERE | kR
Configure (BLiE) SA4RER,

EMUTFERREEEHR :

« X¥F Name (B%) , BA B,

« X¥F Role , i&i%#® Create new role from template(s).

« ¥¥F Role name , & A B o

« XF Policy templates (RE&HEHR) , i%£# Amazon Config Rules permissions (&CC; #LIXFR),
i%£3$% Create function (812 LA1E Amazon Lambda ##| & 8| ZFE REH.

MBS EBAIBELAWS: :EC2: : InstanceB# NAWS: : XrayEncryptionConfig, BIET L
BT TR R R BRI E N,

AN

if (configurationItem.resourceType !== 'AWS::EC2::Instance') {
return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';
}
return 'NON_COMPLIANT';

EHRARS

if (configurationItem.resourceType !== 'AWS::XRay::EncryptionConfig') {
return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';

}
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return 'NON_COMPLIANT';

FUTRABERMENEE IAM FEIRITABIAILF X-Ray, XENRRAVIN X-Ray BiR#EITRiEH
Ao MRFERMEXIAENE R TFRNR , WESFBAETEEANREKE Lambda B Amazon
Configh¥ L HiSE B B H B

{
"Sid": "Stmt1529350291539",
"Action": [
"xray:GetEncryptionConfig"
1,
"Effect": "Allow",
"Resource": "*"

A x-ray 812 B E X Amazon Config#l |

B2 Lambda BI#EY , 12 FiZEEEY ARN , RA/ERT14EAmazon ConfigiZ &l & 62 &H B E LM,

A X----Ray #ZAmazon Configf N

1

2
3.
4

17 581 Rules (BM))Amazon Config T1H-,

%R Add rule GRINFN) , AREEER Add custom rule (7510 B E LA N),
fEAmazon LambdaB# ARN # , A SEE/E AR Lambda BEREKH ARN,
EREREMNARIFRE

- BEEEN-HEAEHRNSEEMETENFRELEHR REET{LE Amazon Confight & 1Tk, 7£
Amazon Config K XEEMERBEHE , FHEXETT.

- B — BRIGERHRE (Bl , 5 24 /Mt ) Amazon Configiz 17 H 14,
3 FRIFEERE | FEEncryptionConfigfe X-Ray ZB70 k%,
&8 Save (R%E ) -

Amazon Config 2% & M BIFF i MBI S, TRITAARERE/LD #EtE,

BT EMRUER , Bt Amazon Config AT AFF 4R 1IF ¥ £1285%. Amazon Config SARY B4 HY
EREFHEREN. N TEH4FRMPHEIREI , Amazon Config #2A“MN/ELN"HBINEK
—N&R , LERINEZZEAN JSON RAEWLETL, SEZHEXHNANFEREH EncryptionConfig
xeConfiguration.typefConfiguration.keyID,
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&R R
LA Amazon Config B B 5 /R BI. 2 7R T 45 E B B R 6 B AT 9 BB 2k,
XRay EncryptionConfig 366702083853 o

on June 18, 2018 1:40:38 PM Pacific Daylight Time (UTC-07:00)

th [ Now
08 Juna 2018 -
1:38:40 PM

‘ ‘ H 080 2re

1:19:19 AM

th
08 Juna 2018
1:30:18 PM

LU 2 — Amazon Config Eti%k B ~"fl. from/to RiHE TEHMWAR. LREIEREIA X-Ray
mEZEEECERNEENMEZR,

~ Changes )

Configuration Changes )

Field From To

SupplementaryCanfiguration.unsupportedResources

Amazon SNS &4l

FNFEEBEXWBEA , i&EAmazon Config Amazon SNS &% Amazon SNS %, EXEZER | &
& 7853 B FEp 4453 Amazon Config BIRE Ko

Amazon Elastic Compute CloudAmazon X-Ray

] AE A P BB I A2 Amazon EC2 26l E REFIZ1T X-Ray FHERF. BXiHHA , BSHE
Amazon EC2 Li=1T X-Ray SFHF # iz,

EASKSHIREXHR T FREFNRA LEZRERBIEES X-Ray. BXEZER , BERETTHIER
[B) X-Ray ZIEBIEHINER.

Amazon Elastic Beanstalk 1 Amazon X-Ray

Amazon Elastic Beanstalk@#E X-Ray FHEF. BAILZ1TFHEF B Elastic Beanstalk 2l
B REALREXHFIREILT,
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1£ Java SE ¥ A& L |, &1 LALE A Buildfile 3X4 , &3 Maven 2 Gradle on-instance W2 N HRERF. &
AT Java 9 X-Ray 7 & T E‘@Amazon SDK for Javaf] )\ Maven £ , it B ReeBBNARFN
BAAERNZEMAES] , AR M4 _ L& FrE R,

& T LA A Elastic Beanstalk FFEE k&l E X-Ray F X TE A, Elastic Beanstalk i TR ERE 14
B ANARFN A EZRTFAMR. REEHES , /A X-Ray FATESNWHETESREE M.

 Nodejs ¥&— FRKELTE

« Tomcat ¥F&— FEARGEM

BEXEZEE B2 A ARERPEAmazon X-RayBLi& it Amazon Elastic Beanstalko

Elastic Load Balancin Amazon X-Ray

Elastic Load Balancing B A2 F 898 88 E B X-Amzn-Trace-Id A MIFRL P EE AR HTTP B3R
S INERER 1D,

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbe46a994272793

X-Ray Trace ID &3

X-Ray trace_id H=MNAEFHFDRBHKFHRK, Hlan , 1-58406520-
a006649127e371903a2de979, WEAIE :

° H&Z'K% , El] 1.
o FRiBERBVETE |, KA Unix £7tetE , 3 8 M A#FEE,

fln | 2016 &£ 12 A 1 BH 4 10:00 (KF¥rERTE) XRALTATER 1480615200 , HER T
B F 58406520,

- REREY 96 (VARIRRT , £ RME— , £ 24 MHARFKF.

AHIIEHRT 20 X-Ray REBE , T2 ERFSHE LETRAT R

BXEZEE |, ES M Elast ic Load Balancing JF & & 18R B N A2 F A9 #8509 15 SR IR ER o
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https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/create_deploy_nodejs.container.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/java-se-platform.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/java-tomcat-platform.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/environment-configuration-debugging.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-request-tracing.html
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Amazon EventBridge #lAmazon X-Ray

Amazon X-Ray& Amazon EventBridge 55 , SLUBERET EventBridge 212 MEH . tRFEMA X-Ray
SDK %M 8 Bk %5 18 EventBridge KiEEH , MR ER b T 3OFA BRI R ERIR L. X-Ray SDK £ B 31 E
RERFRAH G ENATEMEENMNER. WEKMFERAFEBRIR, 2MAEARENTHRS , ARM
ERENREUE.

BEXREBER , 52 M . EventBridge X-Ray £ & #IEventBridge B F{55.
£ X-Ray fRFtbE EEFIRA B 5

X-Ray 5 it B £ R EZERIRS M B FRARS5 K EventBridge EHTT R , ML T RAIFTR

sfn-target
AWS::StepFunctions::StateMachine
vent-source-lambda
e-lambda
S::Lambda::Fun
et
r

FIRER £ XA BEISH4 B IR

X-Ray SDK f& EventBridge B4 ReEB NRER L T XEBE T HEHER. A THETESHTOE
R T M Lambda %8 A EventBridge/S f 7 &3 BRERAY -

Java
A X-Ray 7NN E #4810 -

« SEHA T Java fAmazon X-RayFF A TEE
« Amazon X-Rayi& i F Java fF & 88 SDK

package example;

import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
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import
import
import
import
import
import
import
import
import

import
import

import
import
import
import
import

/*

com.
com.
com.
com.
com.
com.
com.
com.
com.

org.
org.

java

java.
java.
java.

java.

amazonaws.services.lambda.runtime.events.SQSEvent;
amazonaws.xray.AWSXRay;
amazonaws.services.eventbridge.AmazonEventBridge;
amazonaws.services.eventbridge.AmazonEventBridgeClientBuilder;
amazonaws.services.eventbridge.model.PutEventsRequest;
amazonaws.services.eventbridge.model.PutEventsRequestEntry;
amazonaws.services.eventbridge.model.PutEventsResult;
amazonaws.services.eventbridge.model.PutEventsResultEntry;
amazonaws.xray.handlers.TracingHandler;

slf4j.Logger;
slf4j.LoggerFactory;

.lang.StringBuilder;
util.Map;
util.List;
util.Date;
util.Collections;

Add the necessary dependencies for XRay:
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-xray
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk

*/

public class Handler implements RequestHandler<SQSEvent, String>{

private static final Logger logger = LoggerFactory.getlLogger(Handler.class);

/*

build EventBridge client

*/

private static final AmazonEventBridge eventsClient =
AmazonEventBridgeClientBuilder

// instrument the EventBridge client with the XRay Tracing Handler.
// the AWSXRay globalRecorder will retrieve the tracing-context

standard()

// from the lambda function and inject it into the HTTP header.
// be sure to enable 'active tracing' on the lambda function.
.withRequestHandlers(new TracingHandler (AWSXRay.getGlobalRecorder()))

@Override
public String handleRequest(SQSEvent event, Context context)

{

build();

PutEventsRequestEntry putEventsRequestEntry® = new PutEventsRequestEntry();

RHRER £ T XA EH BT
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putEventsRequestEntry@.setTime(new Date());
putEventsRequestEntry@.setSource("my-lambda-function");
putEventsRequestEntry@.setDetailType("my-lambda-event");
putEventsRequestEntry®@.setDetail (" {\"lambda-source\":\"sqs\"}");
PutEventsRequest putEventsRequest = new PutEventsRequest();
putEventsRequest.setEntries(Collections.singletonList(putEventsRequestEntryQ));
// send the event(s) to EventBridge
PutEventsResult putEventsResult = eventsClient.putEvents(putEventsRequest);
try {

logger.info("Put Events Result: {3}", putEventsResult);
} catch(Exception e) {

e.getStackTrace();
}

return '"success";

Python

LT B IUR I E requirements.txt XA -

aws-xray-sdk==2.4.3

import boto3
from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

# apply the XRay handler to all clients.
patch_all()

client = boto3.client('events')

def lambda_handler(event, context):
response = client.put_events(
Entries=[

{
'Source': 'foo',
'DetailType': 'foo',
'Detail': '{\"foo\": \"foo\"}'

},
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return response

Go

package main

import (
"context"
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-xray-sdk-go/xray"
"github.com/aws/aws-sdk-go/service/eventbridge"
"fmt"

var client = eventbridge.New(session.New())

func main() {

//Wrap the eventbridge client in the Amazon XRay tracer
xray.AWS(client.Client)
lambda.Start(handleRequest)

func handleRequest(ctx context.Context, event events.SQSEvent) (string, error) {
_, err := callEventBridge(ctx)

if err !'= nil {
return "ERROR", err

}

return "success", nil

func callEventBridge(ctx context.Context) (string, error) {

entries := make([]*eventbridge.PutEventsRequestEntry, 1)
detail := "{ \"foo\": \"foo\"}"

detailType := "foo"

source := "foo"

entries[@] = &eventbridge.PutEventsRequestEntry{
Detail: &detail,
DetailType: &detailType,
Source: &source,
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}

input

:= &eventbridge.PutEventsInput{

Entries: entries,

// Example sending a request using the PutEventsRequest method.
:= client.PutEventsWithContext(ctx, input)

resp, err

success
if err

:: Ilyesll

nil { // resp is now filled

success = "no"
fmt.Println(resp)

}

return success, err

Node.js

const AWSXRay = require('aws-xray-sdk')

//Wrap the aws-sdk client in the Amazon XRay tracer

const AWS

AWSXRay.captureAWS(require('aws-sdk'))

const eventBridge = new AWS.EventBridge()

exports.handler = async (event) => {

let myDetail = { "name": "Alice" }

const myEvent = {

Entries:

[{

Detail: JSON.stringify({ myDetail }),
DetailType: 'myDetailType',
Source: 'myApplication',

Time:

]

new Date

// Send to EventBridge

const result = await eventBridge.putEvents(myEvent).promise()

// Log the result

console.log('Result:

', JSON.stringify(result, null, 2))

RHRER £ T XA EH BT
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}

C#

R X-Ray B 2R NE C# KRB -

<PackageReference Include="AWSXRayRecorder.Core" Version="2.6.2" />

<PackageReference Include="AWSXRayRecorder.Handlers.AwsSdk" Version="2.7.2" />

using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using

System;
System.Collections.Generic;
System.Ling;
System.Threading.Tasks;
Amazon;

Amazon.Util;

Amazon.Lambda;
Amazon.Lambda.Model;
Amazon.Lambda.Core;
Amazon.EventBridge;
Amazon.EventBridge.Model;
Amazon.Lambda.SQSEvents;
Amazon.XRay.Recorder.Core;
Amazon.XRay.Recorder.Handlers.AwsSdk;
Newtonsoft.Json;
Newtonsoft.Json.Serialization;

[assembly:

LambdaSerializer(typeof(Amazon.Lambda.Serialization.Json.JsonSerializer))]

namespace blankCsharp

{

public class Function

{

private static AmazonEventBridgeClient eventClient;

static Function() {

initialize();

static async void initialize() {

//Wrap the Amazon SDK clients in the Amazon XRay tracer
AWSSDKHandler.RegisterXRayForAllServices();
eventClient = new AmazonEventBridgeClient();

RHRER £ T XA EH BT
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}

public async Task<PutEventsResponse> FunctionHandler(SQSEvent invocationEvent,
ILambdaContext context)
{
PutEventsResponse response;
try
{
response = await callEventBridge();

}

catch (AmazonLambdaException ex)

{

throw ex;
return response;

public static async Task<PutEventsResponse> callEventBridge()
{
var request = new PutEventsRequest();
var entry = new PutEventsRequestEntry();
entry.DetailType = "foo";
entry.Source = "foo";
entry.Detail = "{\"instance_id\":\"A\"}";
List<PutEventsRequestEntry> entries = new List<PutEventsRequestEntry>();
entries.Add(entry);
request.Entries = entries;
var response = await eventClient.PutEventsAsync(request);
return response;

Amazon Lambda # Amazon X-Ray

B O] LAE A Amazon X-Ray BRER Amazon Lambda B %, Lambda 21T X-Ray FHFEFHIEFK—1%
B, HP32EXRANESTZEHENFHAER. EHRTH-—SHRN , 7L X-Ray SDK 5£HE
BHRSE —#2 |, BUSFIR H W R INER M TR

WMRIER Lambda BB E M RRSEA , Lambda FEFH#ITEMANEERNRR TREREEL R
BRER, LRSS ATEARMKRILE Web MARFHEM Lambda B¥, ERIIRSS 7 AE 62 RS

Lambda 262
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{LB9Amazon SDK & Fim A ZEE , LAl LAEAMNTRILH HTTP EFixA A APl Gateway APl K
RiZE.

Amazon X-Rayz ##f FiAmazon Lambda#fl Amazon SQS BREEH RN N AREF. £H
CloudWatch ###| & &EEEMERE Amazon SQS HEBAH H T Lambda BECEERTHEETNE. X
BEREHEBEERENREASBoEERRA T Lambda FAET SMRE , NMEIEZNARF end-
to-end I8, BXEZER , BSHRESHRINNAREF.

WMRIEH Lambda RMEIRITRIETT , HEBRARHTRMNRSEA , WALLK Lambda BEN BT E
o BRER XY 8 A 21T R S o

£Amazon LambdaB ¥ LBLE X-Ray &£/

1. #TF Amazon Lambda ##l&.

2. MNEMSMmEZPERE ThEe,

3. EBRENEH.

4. & 'BEE EUFL, ATRFH GEIE F, REEERE RE
5. 1£ AmazonX-Ray T , BAX3EIR,

FEEAMHEMNE X-Ray FFR TEEGHIZEITE , Lay B£1E1T X-Ray (X-Ray Lambda ay (
Lambda aX-Ray F A TES

« EAT GoW X-Ray FAITES

« SEATF Java 9 X-Ray F X TEE — Jav

« &M T Node.js B X-Ray FF X TE& — Node.js 4.3 RE = RAK =TS
« SEATF Python B X-Ray B #F % T B8 — Python 2.7, Python 3.6 #

« SDK for .NET X-Ray 7F K TE& — .NET Core 2.0

B Lambda LA X-Ray SDK , BHESR G EF AT FESENRBABMAE -, ETUE
AERNEEMRS LETHNAEFEERN G EREQNEN Lambda B, EBZ5ETETER
FRITEGRDIEATER, MHRERENCQED R,

BN Lambda BEF Web NARERFZHEN S —MXBIR , BHRBEMARBILEE N Lambda 812 H &£
| X-Ray WD R, BAUBIZFrBHEH LB FBRMaBUE , EXEGHENM BB FImMEIRX 5
B
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BXEZEER , H5H (Amazon LambdaFf X &E¥8§8) M “iFFHAmazon X-R ay’s,

Amazon SNS Amazon X-Ray

&0 LAE L 5 #S Amazon X-Ray imple Notification Service (Amazon SNS) SRR ER 2 #7813 289
SNS XBZIXFEH S NS ZHMITHRFHIER, A X-Ray Amazon SNS IRER7 #1EE R HGiR
REWIER |, IMNBEREENETE LR T ZKMNE , AREERZEEZEINESMIARETZK
BtEl, Amazon SNS X #FAR/HEM FIFO £BHY RaX-Ray IR ER.

MREMNE A X-Ray 31T M A9 IRSS @ Amazon SNS ERE A AAZR , N Amazon SNS &R ER
FTXMNEREERBSITRE, A, TR SNS BERRAMKER , BRI EAEZR
BR , FBXEH Amazon SNS iTHEHY X-Ray X EEIE L IEF X-Ray, £ Amazon SNS ##| & 5
Amazon SNS = CLI 7f/Z3Amazon SNS =R ER. BXRNRAEN SNS EFRIHENESER , TS
MR IR SRR

Amazon SNS F 3 R ER
B A LAfE A Amazon SNS #2414 3 Amazon CLI 2 SNS = Amazon SNS £z IR ER.

L I&EH Amazon SNS 2 HI AR , Amazon SNS 22143 SNS A X-Ray, MRE&ERBEHNR
&K X-Ray ARKEENZ R ATBESMIEL, ARXLENRWIFMAEL |, i5SHE Amazon SNotification
Servic e FF XA R ISR P H Amazon SNS 17 8] 32§l R I 22 6] XM Amazon SNS #Z2FI&FF B E3h
RENEER , B2 Amazon Simple Notificat ion Service ¥ &% A R &R H Amazon SNS B R E3)
IR ERo

£ Amazon CLI = SDK FF /3 £ RERA , XIFEARE TR RN KRB FHEENR, A
FPutResourcePolicyl X-Ray BiEXEMNE T RIRVKE , LAY Amazon SNS [ X-Ray Ki%
PR ER o

Example AT Amazon SNS 3B ERH X-Ray &R K

Lt RIS BE SUA44EE T Amazon SNS B RaX-Ray K& BREREHIER Ray KX REHIER Ray KikRER
BE -

Version: "2012-10-17",
Statement: [

{
Sid: "SNSAccess",
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https://docs.amazonaws.cn/xray/latest/api/API_PutResourcePolicy.html
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Effect: Allow,

Principal: {

Service: "sns.amazonaws.com",

.

Action: [
"xray:PutTraceSegments",
"xray:GetSamplingRules",
"xray:GetSamplingTargets"

1,

Resource: "*",

Condition: {

StringEquals: {

"aws:SourceAccount": "account-id"
I
StringLike: {
"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"
}
}
}

£/ CLI SIZE TR EM , L@ Amazon SNS &% BRERX-Ray :

aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
'{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess", "Effect": "Allow",
"Principal": { "Service": "sns.amazonaws.com" }, "Action": [ "xray:PutTraceSegments",
"xray:GetSamplingRules", "xray:GetSamplingTargets" ], "Resource": "*",
"Condition": { "StringEquals": { "aws:SourceAccount": "account-id" }, "StringlLike":
{ "aws:SourceArn": "arn:partition:sns:region:account-id:topic-name" } } } 1 }'

EFAXE RS, ERpartition, regionaccount-id, Mtopic-nameB#NEH4EEAmMazon
X, X, K/ ID # Amazon SNS EBE M. EMFATE Amazon SNS B A IAREREHIE X-Ray 1§
HEBEHRBRN

£ RaX-Ray ##l& & & Amazon SNS &1 & MiT [0 & B iR
£/ X-Ray #HEEEFE LT Amazon SNS A EMIT FEFENXBKAER RS HE, RiERt R MR ERF

5. NEANEBBH Amazon SNS EFNRERRT , X-Ray RS b B MR ER it A < 8 /R Amazon SNS &
&, Amazon SNS TFM T FITHENEZET K :

1£ RaX-Ray ##| & & & Amazon SNS X & MiTHEBER 265
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Client O Publisher O myTopic
SNS Topic

O https://s...mySqsQueue
SQS Queue

LR BB Amazon SNS XK EMITHAENREG , X-Ray RERFHAFEE N E 2 E R IREREMNXERE H
o

Example Amazon SNS & i & 17 [ & #Y & (8] 2k 7 5

WREIERT —/EEER , EREFE— Amazon SNS X #& , ZKHE M Amazon SNS EF K%
HE | iZETH Amazon SQS iTEEAE,

Segments Timeline info ©
0.0ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms
Name Segment status Response code Duration ! : ! ! ! : : !
¥ Publisher
Publisher ®oK - 295ms
SNS ®@ok 200 263ms Publish: arn:aws:sns:us-east-1:....myTopic

¥ myTopic AWS:SNS:Topic

myTopic ® oK 200 37ms

SQs @ OK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqgsQueue
¥ SQS AWS:SQS::Queue

SQS @ OK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®oK - 36ms

FERRAIEEIRIEMH T AKX Amazon SNSEHERNIFAEER -

SNS ZBFRRREBZEFI Publish API AR FEERTE,

« myTopi ¢ 7 B RAmazon SNS ¥ & 75 i& 3R &9 1 B2 A9 2E3R o

SQS F7 Bk~ Amazon SNS {H 2 & ElAmazon SQS RAFI A7 52 AV E IR BT ]
myTopic 7 Bl SQS F 7 &z [ W B[R X % H B £ Amazon SNS RE L TRMAETHE

Example @& #t2Amazon SNS HE KA R RHI

MRERENRIRPI S5 Amazon SNS HERTHALE , MXERNAHMSERAEREFELEHEEN
7B

1£ RaX-Ray 2% & F&EF Amazon SNS & 1 & 1T ¥ & R ER 266
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Segments Timeline info [}
0.0ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms 400ms
Name Segment status Response code Duration ! ! ! ! ! ! ! ' !
¥ Publisher
Publisher ®@oK - 356ms
SNS ®@oK 200 323ms PublishBatch

¥ myTopic AWS::SNS::Topic

myTopic ®@oK 200 63ms
Message-3 ®@ ok - 58ms
SQS @ oK 200 62ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySqsQueue
Message-2 ®@oK - 57ms
SQS @ OK 200 51ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySqsQueue
Message-1 ® oK - 57ms
SQsS @ oK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue

¥ SQS AWS:SQS::Queue

SQS @ oK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®@oK - 55ms

SQs @ oK 200 51ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ® oK - 51ms

SQS @ oK 200 62ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®@oK - 62ms

Amazon Step Functions ] Amazon X-Ray

Amazon X-Ray 25 &K Amazon Step FunctionsERERF1 % 47 Step Functions B1ER. #RE] LA REY
HAEFATAIRACRESY , BEMRERTAURN S BB RV ERITHELR, EXEZER | BS
¥ » Amazon X-Ray#l Step Functions #9Amazon Step FunctionsFF & A R 18R #I5E — MR,

£ 2 FRSYA S A X-Ray BER

1.  TEAL4TFF Step Functions 3§l & https://console.aws.amazon.com/states/.
2. EFRIEARSH.

3. EFFEENECRSYIRNEL , BREARBRUMEEZEANERTH. MRFERSTROME
RITEEAIZBEE A X-Ray RER. M, . BEZEEA X-Ray RERSIZ GRS

4. ii?% Next (-F_i)o
5. EFMEENEEATREL , BERSH.
%23 A X-Ray IRER.

o
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https://docs.amazonaws.cn/step-functions/latest/dg/concepts-xray-tracing.html
https://console.amazonaws.cn/states/

Amazon X-Ray FERARER

FEIRBERSYHZ A X-Ray RER

1. 1E Step Functions BHl&H |, IEFEHNH A RERARES.

2. ERERE.

3. %&#EE A X-Ray iRER.

4. (Hik) BREREHNRSTNERFTACRIUTE X-Ray IRIBFHAGMN B EOF,

Permissions

Execution role

© Create new role

Choose an existing role
Enter a role ARN

5. &R

® Note

BIRFTHVRSYIE |, B's MRELIFERS ( Bl Amazon API Gateway = ) R8T iRER ,
M| B 3h BR ERAmazon Lambda. X FEAARETEH A EEN BRI , FlwiEEAmazon
CloudFormationTemplate, K EE R BB R T EBNRELS A X-Ray RERH IAM KB,

I 5# SQS FAmazon X-Ray

Amazon X-Ray 5l & i# & & A 51 fR &5 (Amazon SQS) £ 5% , AIRERBE T S# SQS BAFI4% 3% 1Y E
B, MRETRSFEH X-Ray SDK IREFER , Il Amazon SQS A AL IERERFRL , HHELEFEHA -
WERER ID FHERBBRENEMHAGBLAERE, REEEMFERAFEBRE. 27 NRIRENTHR

%o

Amazon X-RayX # £ Amazon SQS IRERE 4Kz #I N AR F LA K Amazon Lambda, £
CloudWatchiZ &l & A & &S /NERTE Amazon SQS FHERA H H T i Lambda BIEAL 2 B #9%E 82400

o KRB LWHEHEABRENRIEIRS B EEEIRE TiF Lambda EHAET SRR , NTRIENARE
FHRERNE, BXEZEL , FSRRBREEHEINNAREF.
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o e N

O ProducerFunction O https://...MySQSQueue
SQS Queue

O ConsumerFunction
Lambda Context

Amazon SQS X HFLUTRERLTE -

« BRiA HTTP #r3k— H/REZ A Amazon SQS Bt , X-Ray SDK & B FREIRKIER R
HTTP #r3kAmazonSDK, ZRIABRERFRKEX-Amzn-Trace-IdHANNT a FEEWFTEHE
ESendMessageEASendMessageBatchi®ER, ETHAEXBRIAHTTP HRAMNESZER |, S
3B ERFR R

« AWSTraceHeaderZZEM— B MAWSTraceHeader —/MEERSE M H Amazon SQS R |
BTEHSIDEEHEN X-Ray BEFRL, AWSTraceHeaderENfET%E S X-Ray SDK #1TH
N, wAER , BIMNERNTES WEEER SDK i, MREMRETHMILIE | IEERE
BHAEE HTTP BREFRK,

£ Amazon EC2 LiZ1THt , Amazon SQS X#EF—RAEB—FHEE, XEATEARMEN LESTURME
AAEERS , flIAmazon Fargate, Y 5# ECS , 5iAmazon App Mesh,

R ERFR K N EHETE Amazon SQS HE XN UEEBEME#AF, BA X-Ray EEF2BEIENL L
SQS Eifi, BT #HEZHKREEAmazontidl , HZ R L% SQS HL#l.

A& HTTP BRERFRL

Amazon SQS R ERH AAHATLAER AT AR B3 KixiEERPRkSendMessageBatchE
ASendMessagedTBiF, ftAR{RAmMazonSDK B FiwE#TRMN , ATLUBENY X-Ray SDK X FHIFr
BESEBFRIEEN]. BiBEAmazon Web Services i #&1EiX LRS- A 17 R B9 & IR ( B3N , Amazon
S3 FEME Amazon SQS A%l ) FEN TilFTH KRERE X-Ray #H AN RS HE £,

BEZ I WMEERAmazonfEABN EEES A SDK , 528 SDK R T ER :

« Go - BEAmazonfE A Go ik X-Ray SDK i SDK
« Java —jE¥FRAmazonfE A& A T Java B X-Ray SDK i
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_MessageSystemAttributeValue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-limits.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html

Amazon X-Ray FERARER

Ay

* Node.js — JEERAmazonfE A Node.js i X-Ray SDK A SDK
« Python - JEERAmazonfE A Python ki X-Ray SDK & A

* Ruby - &ERAmazonfE A& A T Ruby #J X-Ray-SDK E A
« NET - B¥AmazonfE & F NET 89 X-Ray SDK A

1R IRERAR L FH R E BRER £ T X

MREFEAWZE Lambda FiEfEAE , MRERLETXEELEHN. ERLESHM Amazon SQS A
EHIT LT AT, BXAF RN FRI[EHGNBE R,

MEBRBRETNEEE=ASR :

« MBAFIHEWCE B AWSTraceHeaderi B @ AKIR1GE ReceiveMessageAPl,

- NEBMPRZERFRXL,

o MIRBHIIRERER ID, ( A% ) MXEBRIMEZIER,

LT R2ERERT Java B9 X-Ray SDK #EH RHEIE,
Example : 8 R IRERFRL HIRERER £ T X

// Receive the message from the queue, specifying the "AWSTraceHeader"
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
.withQueueUrl(QUEUE_URL)
.withAttributeNames("AWSTraceHeader");
List<Message> messages = sqs.receiveMessage(receiveMessageRequest).getMessages();

if (!messages.isEmpty()) {
Message message = messages.get(0);

// Retrieve the trace header from the AWSTraceHeader message system attribute
String traceHeaderStr = message.getAttributes().get("AWSTraceHeader");
if (traceHeaderStr != null) {

TraceHeader traceHeader = TraceHeader.fromString(traceHeaderStr);

// Recover the trace context from the trace header
Segment segment = AWSXRay.getCurrentSegment();
segment.setTraceld(traceHeader.getRootTraceId());
segment.setParentId(traceHeader.getParentId());

segment.setSampled(traceHeader.getSampled().equals(TraceHeader.SampleDecision.SAMPLED));
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
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}

Amazon S3 HAmazon X-Ray

Amazon X-Ray5& Amazon S3 SERAREBREFH N AR FH LFERS3 7. MRKRSFEA X-Ray
SDK BRERIER , Amazon S3 A BURFIRERFR K R k48 Tl B 41T & |, fla0Amazon Lambda, Amazon
SQS # Amazon SNS, X-Ray 7§ Amazon S3 E4EX1E AREEE.

&R BAMER X-Ray BRSMREIEER Amazon S3 SN AEFATAEMARS 2 BEE, £E 0] SUE RS
ABEFRER , fIMFHERMEER, X X-Ray BHENEZER , HZAmazon X-Ray ZH5.

Amazon S3 XHFBIA HTTP #r3k 541, HEBBHLEA Amazon S3 B , X-Ray SDK £ B 3 F IR ER 47
SLiEFE S HTTP #53kAmazonSDK, ERIAREEIRSLEX-Amzn-Trace-Id. EXBERLHNESZEE |
BSR, EEFBEMSTHELE, Amazon S3 BREE T XA BZIFLUTITHEE : Lambda, SQS #

SNS. M T SQS M SNS AHFF 2R HXEHHE , Bt S3 RN EMF 2 HIE LAY IR ERSARSS IR
S, BMEET] SR RERKE BRI TOHRRS

Bt Amazon S3 E4EA

£/ Amazon S3 BHIIIAE , BAILELUTHER TRIBAR LT RERMRNERERE, RAE , K&
BHRLMEEBIINRAEFFNUTER

* Amazon Simple Notification Service (Amazon SNS)
* Amazon Simple Queue Service (Amazon SQS)

 Amazon Lambda

BXEXIRFNEHNIIR , ESH. Amazon S3 TR ARIEEPRIGHNEHRE.

Amazon SNS # Amazon SQS

ENEAAME SNS £/ SQS S, B4 E £&RF Amazon S3 R, ERFIXLR , &M
Amazon Identity and Access Managementft Xt B #7 SNS &= SQS BRI K. ETHBEXME
IAM REEMNESEER , BSRARTHEERME SNS £H = SQS BAFIKIR.

AR SNS # SQS 5 X-Ray ERMER , HSH , Amazon SNS Amazon X-RayfL 5 # SQS #
Amazon X-Ray.
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https://docs.amazonaws.cn/AmazonS3/latest/dev/NotificationHowTo.html#supported-notification-event-types
https://docs.amazonaws.cn/AmazonS3/latest/dev/NotificationHowTo.html#grant-sns-sqs-permission-for-s3

Amazon X-Ray FERARER

Amazon Lambda

£/ Amazon S3 ###I&1E S3 FEME LN Lambda R ELES A @ AT |, 25| A R Lambda B E
RENEWNPR , LUE Amazon S3 BN EFHBRARE. BXEZEL |, BESHR . WAJN S3 F#
WEAMEESHES ? ( Amazon Simple Storage Service BHIABFIER ) -

R AT UM LT LB 2 F Amazon S3 R : Amazon Lambdai@ Lambda &%, BEXxEZEE | iF
2 . #iE : FHAmazonLambda 5 Amazon S35 #JAmazonLambda FF & A R IEE.

BHX W Lambda 5 X-Ray EFFRWEZEER , HZ5H. £ F#M Java KFBAmazonLambda.

Bt Amazon S3 EHEH 272


https://docs.amazonaws.cn/AmazonS3/latest/user-guide/enable-event-notifications.html
https://docs.amazonaws.cn/AmazonS3/latest/user-guide/enable-event-notifications.html
https://docs.amazonaws.cn/lambda/latest/dg/with-s3-example.html
https://docs.amazonaws.cn/lambda/latest/dg/java-tracing.html

Amazon X-Ray FERARER

IEEXNEHNARERFRH#EITHRN Amazon X-Ray

Xt R AR TN SFEAIENRARFAE AN HGERAR EE4NRERE  UREXREMER
MT#E, BREENFEER , UMM TENNERERHHTERHAS

- BIEA — EFERIRS , IUXNNARFH#HTEN  BERBEIEXNEE. HiNERMNAER
HAHlsl,

 FEBRA —NWNAEFRBHITZONES , LURME X EFESESR ( F120 Amazon
SDK. Apache HTTP &Fims SQL & Fiw ) WMETE,

« FHRN-EERIERREBNESME G SRAERFFMLN K,

B SDK, REMIEAJATRNENNARZERFN X-Ray BRER,
F&

« EAXRITRX SR AREF#HITAmazon® N OpenTelemetry

{4 SDK Xt B 2 3 17TAmazon X-Ray# il

« 7£ Amazon Distro for OpenTelemetry 1 X-Ray SDK 2 [B) 3 1T 1%

5 F R AT 2 /Y B2 A 72 R 3t 1T Amazon#& Ml OpenTelemetry

OpenTelemetry (ADOT) Amazon {TIRRETFT=R4EITTEE £4 (CNCF) Il B fAmazon K 1ThiR.
OpenTelemetry OpenTelemetry 12t —AFFR API, EMRE , BTRES HmXBEREMEIR, ZTE
‘B= L# OpenTelemetry A AITHR , SIFLINE, KL, REFNZEFNREFRXIES, B3
RN U ERR. Amazon

&8 ADOT , IRIMRABXNNARFHIT XN , BN AR ISR R R A% B 2 MAmazon 5 12
fi# R 75 2 CloudWatchAmazon X-Ray , ‘@51 S#h ML 5 # OpenSearch fRS .

fF X-Ray 5 ADOT BL&EAFZEERNEAH : B OpenTelemetry SDK A5 X-Ray L&A |
LAR J& A Collecto OpenTelemetry r B9 Amazon Distro A5 X-Ray BB& M. BHXIF Amazon
Distro OpenTelemetry i T with Amazon X-Ray H other ¥ 5 %15 £ Amazon Web Services , 5
EAmazonX 4K 1THR. OpenTelemetry

BXEBESXBNAENESZER , BH5H LA O Amazon bservability, GitHub

8 A & 1T MR 880 L A 72 5 3t 1T Amazon#& ll OpenTelemetry 273


https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
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® Note

ITE , BATLAER CloudWatch REEM Amazon EC2 RIS IR F 25 L3845, AR
ERER. CloudWatch XERRZ 1.300025.0 R E ShA Al AN T OpenTelemetryX-Ray & F

i SDK WERE , RiEHHERIEEF X-R ay, A CloudWatch f$E £# Amazon Distro for
OpenTelemetry (ADOT) Collector % X-Ray <P 2 Fr SR YR S8 IR R °] LA Bh S8R D B B AR EE 3K
B, BXEZEER , 51 ( CloudWatch FAF#E®) FHICloudWatch KE X,

ADOT @EUATAE :

+ AmazonGo %17 OpenTelemetry bR
Amazonig fi T Java B OpenTelemetry Z1ThR
Amazon & 1TiRi& Fl F OpenTelemetry JavaScript
Amazon3& i T Python B OpenTelemetry K1ThR
Amazon.NET & 1T OpenTelemetry kR

ADOT H #i@#EX3 Java Al Python BN Z#. b4\ , ADOT iEX BN ADOT £E Lamb
Amazon da Ef# A Java. Node.js #l Python ;2178 B8 M Lambda B & H T B R,

BT Java #l Go ¥ ADOT - F A TEEXEF X-Ray EFXEMN, MREEETFHHMIESH
X-Ray XEHN , EZEBEM S Amazon X-Ray DKo

® Note

BIE A LAE X-Ray Kix&ix W3C BRER ID. BRINERT , A AIZ/IRER OpenTelemetry
BFET W3C RIFELTXHEMRE IDBX , ZHuFEANKXSMEA X-Ray SDK H 5 X-
Ray &£/ Amazon RS AIZRERER ID TR, H#ER X-Ray #F W3C X ERER ID , &%
JER 0.86.0 3 E S MRAK Amazon X-RayS 8 , iZRATES7E ADOT YEEES 0.34.0 HE
SRR, KRERANS HBSRIERIR ID RETEERMREE , XA S W3C RER
ID #{3E4,

£ F SDK X B A2 7t 1TAmazon X-Ray# il

Amazon X-Ray@#FE— A ETFTESH SDK , ATRNEM R ARERF @ X-Ray KLxRER, 81 X-
Ray SDK 2t A THE :

/A SDK 3 B A2 53t TAmazon X-Rayl 274


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://aws-otel.github.io/docs/getting-started/go-sdk
https://aws-otel.github.io/docs/getting-started/java-sdk
https://aws-otel.github.io/docs/getting-started/javascript-sdk
https://aws-otel.github.io/docs/getting-started/python-sdk
https://aws-otel.github.io/docs/getting-started/dotnet-sdk
https://aws-otel.github.io/docs/getting-started/java-sdk/auto-instr
https://aws-otel.github.io/docs/getting-started/python-sdk/auto-instr
https://aws-otel.github.io/docs/getting-started/lambda
https://aws-otel.github.io/docs/getting-started/lambda
https://www.w3.org/TR/trace-context/
https://aws-otel.github.io/download
https://aws-otel.github.io/docs/getting-started/x-ray
https://aws-otel.github.io/download
https://aws-otel.github.io/download

Amazon X-Ray FERARER
o EEIE , ANIENARBE P IURERE A HTTP 3R
- BERHAERRE , ATRN Amazon SDK BF i , ZHNARFEAXLEEFmKEAHME K

Amazon Web Services

« —MHTTP &HF i , ATRAUXNEARETHNAIE HTTP Web ARSSEI 1AM

X-Ray SDK # X #5xt SQL BiEFE#HTHRMEA. B30 Amazon SDK B imie AR HMIhEE, SDK
TG REBEEELIER X-Ray , M2 JSON 7B X LEE KT UDP REMNFIFEFHE, X-
Ray STIFREFEI P EFXE , et E£& 2 X-Ray.

RETUTREESH SDK :

« SEATF Go ¥ Amazon X-Ray SDK

« S&EMATF Java BAmazon X-RayFF X TEE
« Amazon X-RayNode.js W #F X T ES
&M T Python B9 Amazon X-Ray SDK

» Amazon X-Ray SDK for .NET

» Amazon X-Ray SDK for Ruby

X-Ray B 8124Ex! Java B BRI X,

#£ Amazon Distro for OpenTelemetry 1 X-Ray SDK 2 [8] 8t 1Ti% %

X-Ray FEFi#Y SDK 212t E’JAmazon%E%ﬁiE’J&%ﬁﬁ}i’%ﬁ’?E’J o BIAmazon& 1Thx
OpenTeIemetry REZHTLERE RN — Elﬁﬁﬁu“iﬁ’?qﬂ X -Ray A@AXZLEBRBRAR
2Z—o FALAEREM—M AT X-Ray qﬂﬂ-f}u end-to-end IRER , BEEWERZEANSGZE , BHFLT
BEPHNESR,

OpenTelemetry lIREFELUTAZR , BRATEWEEA Amazon Distro KRR EHW N AR

- EEEH KRB THRERERZSNMNTERERG
« Support THEMESNWAEEBIETE , BHX4H OpenTelemetry

« TEREEMW Lambda B , AT BWEENKRTBERMEN—1] , £/ Java, Python = Node.js RN TEE
B AR

1£ Amazon Distro for OpenTelemetry 1 X-Ray SDK 2 [Al3# 1Ti% % 275
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(@ Note
AmazonDistro for A ¥REY Lambda B %k OpenTelemetry 12 T BRI £ A 1ER, B2,
BT OpenTelemetry 12 REM |, B Lambda BRECNEEFNNAEF , HBRBEAT
BELBEIS B EREMMER , XAELSHIMATA, MREEREHIEERDTHE
it , HBEFTFEE OpenTelemetryf SR IEE , FlNASEHENEHER , WTREEEFH
Amazon X-Ray SDK k48 &89 S AR F o

MREFBUTAR , BB WELRE X-Ray SDK R MNENNRAET

- REERNE—HNEBRRER
« 5 X-Ray EPXRHEMNER , DIEEEM Node.js. Python, Ruby Z.NET Bt , BEB M X-Ray 2
HERERFEANAESNEN LB ERIX LN

1£ Amazon Distro for OpenTelemetry 1 X-Ray SDK 2 [Al3# 1Ti% % 276
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£A Go

BRMIEETUE Go MARERFE X-Ray LIERE :

« AmazonOpenTelemetry Go KJ Distro— —AmazonizZ MRS T —ATFFE , ATRZiMN .
IEMRIEFR MR ERAmazon 5 12 R 5 R |, ‘23 Amazon CloudWatchAmazon X-RayFIL 5 i#h
OpenSearch BR% , B3 AmazonOpenTelemetry Clector Distro.

« Amazon X-Rayi& i F Go W AT EG— —HARATFTERRIR X-Ray BiFX-Ray F#.

BXEZEER , 55 Amazon Distro for OpenTelemetry 1 X-Ray SDK 2 [8] 3 1Ti%

Amazon#y X 1TRROpenTelemetry %

BE&Amazon® K {THROpenTelemetryGo , #RAI ARV R AR AT — XN , AERZ R
AR ZIEMXWIEFRMERERAMmazon 5B RF R , BIEL S #HCloudWatch , Amazon X-Ray
XEET S #0penSearchfi S, & X-Ray SAmazonty & {ThROpenTelemetry EEH NAH4 : —
MNOpenTelemetrySDKE /S A& X-Ray BL& A , LAKAmazon#y & 1ThHROpenTelemetry i =R 2 /5 A
5 X-Ray B &M,

EFRER |, ESHEAmazonf Z1THROpenTelemetryGo X4,

B XA EZE B Amazon & {THROpenTelemetryflAmazon X-Ray M H ttAmazon Web
Services , &2l Amazoni & 17 HROpenTelemetrysl & Amazonkd % 1T iR OpenTelemetry X4,

BXRESXHNEANESFER , 2 HAmazon A EMIT /S GitHub,

EATF Go 9 Amazon X-Ray FFA T E

X-Ray FRTESIRMEMG Go NARFH—HE , AIRAEM 77 ERE R IREREYE H F R ERIERIAS
X-Ray sFiFiEF, REBESEANARFRERSHEA HTTP BROAXER , ARNARFE
FlAmazonSDK, HTTP &FFiRs SQL BiEFEE:R. LETUAFH RS RAE IR THEHDR
iEEER.

£/ go get M GitHub ERETHEFATLES :

$ go get -u github.com/aws/aws-xray-sdk-go/...
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/go-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
https://github.com/aws/aws-xray-sdk-go
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NTF Web RIRRER , BEEAxray.Handler aEIRERE AFER, HELERFEIEEXN TEMUR
BRIVIER | HEAEWNN TR IZDR. HoRITTR , @UUERF XTI EGEFIHRN G EFERR
MEDER , ACBRFOBRUBRETHAR. TRITEGELAFEFESTBRITANNARFSI AN
®o

NFHSHTNARFSRSEAN Lambda B , Lambda £IREUR BRAR L H B 3 BREREHENIFE R,
FNFHEMINEE , RATLAELE LambdaXi & AER#IITREFMRER, TieWHPER , Lambda HELBIEKX
BRI H iR 44 X-Ray SDK,

(@ Note
f£ Lambda £ , X-Ray F AT EGRAEN ., WREFEEBPERAT , NEH RS Y
‘B E Lambda RS TR , B4 Lambda BHHFIE— M R. BIFAMARIES , &7
DX EBABHITEAE  FFXEFMNE Lambda iR ZRAEBXER, @ Amazon Lambda #
Amazon X-Ray THEEZEE,

T—% : GENEF R BIESEEN T IRAWSIIEE. S RAER X-Ray 2 MEAZ w5 EH
HA. EERLD MY SQL BIEENEA,

EFRERAFRIEGR , BERERF SN P R4 SUMNEHRICRAXNAERF LZITHLT
ERFNHE  BIELRKEANRBELRETH , REBSHIUAENAREFEESHEERETXR
TEENESHEIWER.

EREXRERURNARFEIRNTBIEFREN TENEAEES, TREMENREN K BhxE
BEXNRHRSILATHEERARER , MELEBERTSBEHENRE. THEZENRIMER
€, HEALLUERENNKRNEKEA - 75t JSON WEMFIE,

O ERMTHE
SERNTBIEREEA X-Ray F X TESFME S BHEETER, RELXIBEHRS, U
EEmERER—RBER. THERRHRD , BTER X-Ray 24 A% AP £ RBX
BE, EARETFX X-Ray QIRIAUR A 20T L& B X L3R,

SREBHFEEREINNES RN , —MERTRABEARETFIR , 2FNEFRRENENMEARS
WE—NFDER. BUNEIREFREBAESEEELFOBETREEFHEHANEDE, BTN
BIOEBIEARBHIIBAENFOR , ALK FOBRNAKBENEIR  MARREER D RNE
RNE
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=R

Go X-Ray F AT EBEE Go 1.9 FES KA.

FRIEIHERFNSITEMKB T LT E !

« AmazonSDK for Go 1.10.0 S E#H R A

XL FINIEFF & T E 2/ README .md XA =EH,
SE X
ETHHAXITEEIE , A WEMNTEXRLUETE Web X EB[HPEE XY,

ERSEN

1. SM% $GOPATH/src/github.com/aws/aws-xray-sdk-go (Linux 2% Mac) B &=
%GOPATH%\src\github.com\aws\aws-xray-sdk-go (Windows) XX

2. 1&17 godoc W,
$ godoc -http=:6060

3. ITFFXYES , BME http://localhost:6060/pkg/github.com/aws/aws-xray-sdk-
go/»

BREFERAT GoM X-Ray FATES

A BE MR E, FEAConfigh RIFATRIRIMINMERIEE X-RConfigure ay SDK for Go BT
B, FMREEMRET Config E , FE XML ETEATRIAE,

PTEF

- RSt

« f£/ Configure 5%

=R 279
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AR 55 4 4

plugins A TIRFRAXRELNWNARFHNRSHER.
ik

+ Amazon EC2 —EC2P1lugin 73kl ID, ATAXAM CloudWatch B4,
+ Elastic Beanstalk —ElasticBeanstalkPlugin MR EZ R, AL IR ID,
« W% ECS —ECSPlugin RINAES IDo

Segment - Scorekeep

Overview | Resources | Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢-170413_021009
Deployment ID 20
Environment name scorekeep-cmh

EC2

Availability zone us-east-2¢
Instance 1D i-0355683d15d1471728

Xray

Runtime version 1.8.0_1M

SDK version 1.1.0

Runtime OpenJDK 64-RBit Server VM
SDK X-Ray for Go

BERES  FSAUTEFEZ—

"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
"github.com/aws/aws-xray-sdk-go/awsplugins/ecs"
"github.com/aws/aws-xray-sdk-go/awsplugins/beanstalk"
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BNMNEHEE - EEN Init() EHBEARMEEH

Example ec2.Init()

import (
IIOSII

"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
"github.com/aws/aws-xray-sdk-go/xray"

)

func init() {
// conditionally load plugin
if os.Getenv("ENVIRONMENT") == "production" {
ec2.Init()
}

xray.Configure(xray.Config{
ServiceVersion: "1.2.3",
D)
}

SDK R fEABHRERZEXE LMoriginF B, XKRTETENBMARFNAmazon T RER, H
A Z AN AR , SDK EA LA T @A F KRB ERIR : ElasticBeanstalk > EKS > ECS > EC2,

RAF AN

SDK fE F&1E X-Ray 2% & E LK REMANRBEZZRMWPLER, RANANSWRERE —ME
R, K6 X-Ray ZERENFIERSHEAFAERNBES 2H, £ X-Ray 25| & & 62 EAbH
n, BENENMNNARFICRNBIEER.

FRIEFATEGHRERENREREFAAMNNNA, WREREESNMEELHAN , U SDK
X BL R 58 — AN

(@ Note
R SDK TG M X-Ray SRECREHMN , ©FRENBYE —MEROIIARAN , SRk
BEFNEATINERNED 2EH, MREVIKBRRFARE AP, RETLEEET X-Ray
SRR, BERY SDK K HM AP M TCP RE , MagREXHHER,
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&t AT LUK SDK BLE M JSON MAS NS RN, ETEMEM X-Ray REMNIERT , SDK "I BAfE
RAZAMNAERN Z 40 , A SURER AN,

Example sampling-rules.json

"version": 2,
"rules": [

{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1

}
}

BRAIEXLT —PNEEXAUM—MRIAAN, BEXANRABD ZENRER | REREEREE
HYiER#/api/move/, REREHAMNNER 1 MERM 5% HEAMBIER,

EAMENANBRIAZ , BEBRBHICEKFNENKRGMIUINA , MARHE X-Ray RFSEE, EE
HEEZEY , BEERRSMRFEM , XEFEFCRNBEEXTEEMR

JEAmazon LambdaFl , BT A B R RER, MRENEBAMNRLCRSAR , MERKBRIZRS RKEFE
RYIE RV EAFIH Lambda i8%. MREBR T EHREEFFEREIRL , M Lambda S H RAEFR
Eo

ERMZHOAN | BFEIER NewCentralizedStrategyWithFilePath $gmEA#t KA JSON X
.

Example main.go — Zxith SEA£H N

s, _ := sampling.NewCentralizedStrategyWithFilePath("sampling.json") // path to local
sampling json
xray.Configure(xray.Config{SamplingStrategy: s})
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ENFEAABHN | FEIAFEA NewLocalizedStrategyFromFilePath ¥ mA<# 4 JSON XX
.

Example main.go — ZF R

’ —

sampling json

s := sampling.NewlLocalizedStrategyFromFilePath("sampling.json") // path to local

xray.Configure(xray.Config{SamplingStrategy: s})

ERAGE

(@ Note
MHIRAS 1.0.0-rc.10 FF44 , xray.Config{} FE LogLevel M LogFormat EF M.

X-Ray RN TH#EO#TIER. BRIANEFEKEEEA stdout ( LogLevelInfo REBERA ) .

type Logger interface {
Log(level LoglLevel, msg fmt.Stringer)
}

const (

LogLevelDebug LoglLevel = jota + 1
LogLevelInfo

LogLevelWarn

LogLevelError

)

Example EA io.Writer

xray.SetLogger(xraylog.NewDefaultLogger(os.Stderr, xraylog.LogLevelExrroxr))

285 K3

bl

BA AR EEREEEAT GoW X-Ray FATEE. FRIESXFHUTEE,

« AWS_XRAY_TRACING_NAME— & & SDK AT 2 EBRHI RSB
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« AWS_XRAY_DAEMON_ADDRESS— i& & X-Ray SFHFREFMITEHNENFIFED. BIAMBERT , SDK £
FREBIERIZER127.0.0.1:2000, MREEFHTHEFEEN EFTEMKRD  RECHEEME
MEZE1T, BEARTE,

e AWS_XRAY_CONTEXT_MISSING— R EBZELHE SDK B AN £ XER, W FEXRIT
FEMBERZTHEIRBIELERFTEENRDB , IR HEHPFERAIAENEF K, N
ARERESHRA DR F 5 BMEXNEIR,
¢ RUNTIME_ERROR— ERIAER T , SDK RE N S| KBTI RE,

« LOG_ERROR— iZE N iBFRARIRFHMEL,

RETEREERBREENENE,
{5/ Configure }3%

BIETLAE R ZConfigure FEREEA T Go 9 X-Ray F AT BB, ConfigureiES—/1S% ,
—NConfigHR , HPFBEUTAEFE,

DaemonAddr
WFABEE X-Ray FHEFMT=SMENFIBO, MRKEE , X-Ray [
FAWS_XRAY_DAEMON_ADDRESSHEZENEH, MR KREIZE , NIFF£EH“127.0.0.1:20007,

ServiceVersion

FFFRIEERSAIMRA . MRKIEE , X-Ray ERZEFZ/RE (7).
SamplingStrategy

It SamplingStrategy MRIEEREMENARFRA. WRKEE , W X-Ray £
Fd aLocalizedSamplingStrategy , ZEBXAHPEN KM xray/resources/
DefaultSamplingRules. json,

StreamingStrategy

tStreamingStrategy ¥ &18E£RequiresStreamingiR @ true B R ERNAE M S R, WMRKE
E , WEFDBEBATF 20 ifDefaultStreamingStrategy , X-Ray £ a HAE I XHE D R.

ExceptionFormattingStrategy
It ExceptionFormattingStrategy NRIEEELFEMAAEREHRE., WRKREE , N

X-RaDefaultExceptionFormattingStrategy y R E Nerror o, HixHEEMHERIE
¥R, XrayError
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FEAERAT Go 9 X-Ray F X TEBH & A HTTP &K

A LAER X-Ray FA T ES , REEHWNARERFTE Amazon EC2 R EC2 354 EIRERSHZE A
HTTP &3k, Amazon Elastic Beanstalk , 5,& ¥ &% ECS,

£ Axray.Handler 7 #f& A HTTP iR, EAT Go ¥y X-Ray F X TE IR T 54 Go
FEhttp.HandlerdF M R Exray.Handler3 Kk Web &K, xray.Handler XK@
http.Handler @M xray.Capture (EAERV LT, BATEAIRL , REFE RN
RitRik) , HRERET HTTP WREREFE.

LIRFERA M RKLLIE HTTP ERFMM A , EATF Go 9 X-Ray FAXTEBF AN X ERGIE—
ND B, bpBBIE HTTP BRI, FENLE. HttoMaEks R EAEF 9 E.

(® Note

E A FAmazon LambdaB#Et , Lambda A BN RFBFRGIE— N0 K. S8 Amazon
Lambda #1 Amazon X-Ray T ¥ Z{E L&,

LU RGIESR O 8000 LBEVERHIRE ‘Hello!” ER ML, T©BEIEMNARERFCIED KR myApp H 2
iEM.

Example main.go

func main() {
http.Handle("/", xray.Handler(xray.NewFixedSegmentNamer("MyApp"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]byte("Hello!"))
1))

http.ListenAndServe(":8000", nil)
}

BIMNXERBE-—NEN , ATERSEPRREHNAREF. TUABSHRZXER , BT LU SDK &
BARBEEABERFNENIRLDSHEC, ISHEATERBEBERFHFHBENBRERTIA , MR
BENEMHEATEE (fla , MRENIRLRHEDN ) , WNRARIAE T
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® HERMIER
MRABIIERHEMP NI FERERFEWEARRF , X-Ray 2MX-Forwarded-
Fori#HRAPMARL , MARKE IP BIEESHHIR IP. AERBERIERNEF SR IP TRAE ,
Rt FREFEE.

EHRERN , FATESGEIBRPIZEMMFERIERLITN. IRKBREEZF
B x_forwarded_fori®ENtrue , F % IP EMX-Forwarded-ForHTTP &R R HI#Rk,

WERFEASEUATEEN http RABNMEABRUIB-IMTE -

« HTTP method (HTTP J7%&)— 3kEX. POST. PUT. DELETE &,
- BREmN— ZIXERNEF RN P i,

« MNARBE— EERERN HTTP Ia KRB,

« Timing— FFEARtE ( WBNERET ) ML RTE ( ZEMERIAT ) -
- User agent— iZuser-agentiREHE K,

« ABKE— Zcontent-lengthM\IgR H3kE,

e B 0 B A & SR g

Amazon X-RayEARFEMRRAINEHNARFHGHEHMNARR. BEE. A AP X5 FFkK
AmazonEH N ABRFFERANER, 3 X-Ray SDK AEABRERXERN , EAEHADFIERNARE
FHRS BT BB

X-Ray SDK AJBATE HTTP B RIRKHPHNENBEE BB XER. BR , AILAERRL , XTRESH
ARSSHREGY R HILBAMNN T R A TR LE SDK RERABEENIRANERMEB RSB XE , LN
R ABBEREEEMIAB IR,

MREHNARFNSMERMEBER , MATLUR SDK BEENEAZIA B RBUEX BB HP RIRIX
—Ro HRWERKAY SDK N EFTEATENERFEAEINE , AFRAEMNA T A EENE
Ko

flan | EBAIREE — N ARFR A =EANFEHREMER —www.example.com, api.example.com,
Mstatic.example.com. fRAINERFEAZSWHE K> .example. comA BN FHFIREFR
EEMHXE , NTIERSB LER=TRFZTTR. NMRENRARFRENENE SEXTTENF
R, BFERSBHLFEIEONMNT R, HhIELREENRAER.
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ENFFAEBERDBREAEREN , FEUBRLERFRIEENARFNEY , WalEMN D F R

@ Note
&7 LAfE Al AWS_XRAY_TRACING_NAME SMET EBZEERBPENHNRIANRS B,

IRMERBEL—NEVNBNCEENERX—NME HTTP BRI ENBESZERN T LN EFEH
WERINBFF. BT DHROER , B NewDynamicSegmentNamer BB IANB M ECENER,

Example main.go

MBERFHENBZSER *.example.com EE , BEEAENE. &N , HEA MyApp.

func main() {
http.Handle("/", xray.Handler(xray.NewDynamicSegmentNamex("MyApp", "*.example.com"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]byte("Hello!"))
1))

http.ListenAndServe(":8000", nil)
}

IBERAmazonfE A Go hx X-Ray SDK i@ SDK

LR R R FE V8 FARtAmazon Web Services i 7 F#EIE. BABIIR K EBH , AT Go B X-
Ray SDK £BRET WU 7429, 2iBEAmazon Web ServicesT &1 X LRSS 15 B HRIR (651
i, Amazon S3 Z & Amazon SQS RAF ) FHER TilF T KRERE X-Ray ##H &N RS #E L,

EREAWS FRTEGE R , FEEFENRPHExray AWSO)BEA , AT RO R,

Example main.go

var dynamo *dynamodb.DynamoDB

func main() {
dynamo = dynamodb.New(session.Must(session.NewSession()))
xray.AWS(dynamo.Client)

}

RiE , HEEA AWS FRAITEGEFmE , FAwithContextiBAEENMRA , REFHEHA
#context3RBhttp.RequestfEiBANTRIUEE,
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Example main.go —AmazonSDK 1 H

func listTablesWithContext(ctx context.Context) {
output := dynamo.ListTablesWithContext(ctx, &dynamodb.ListTablesInput{})
doSomething(output)

}

NTFRB RS , &AL X-Ray 2HI &P EFEAN API B, N T—HB2 KRS , X-Ray SDK &[]
XERINER , AEERSREPREEBANNE.

Bl , HEFERZITKNE DynamoDB & Fin#t T RAR , N TFUKFNBFNEA , SDK &8k
EAMEIXEH, ERFEF , SINREBRSHEPHFERN PR BNTR , HPE-NEA
DynamoDB TR , ATHREFKNBFHRNIER.

Example B T8/ DynamoDB LRI B B F 2 EX
"id": "24756640c0d0978a",

"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
Ilhttpn: {

"response": {
"content_length": 60,
"status": 200

}

b

"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",

"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

FERIBREENRRE , A THRSHEAASERSERRIRAANT R, SEERAIFERRNE
A, ARFSHETEAT R,

« 5% DynamoDB— &£ &

- IO EEFERS— FEBNZRHARNR

o I 53 e B RA B AR S5 — BASIB FR
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FRAERT Go By X-Ray FA T ESRIEETH HTTP Web fRSE891E A

HEWNARFENHMRSZRAHE HTTP APl K HAAR , LA LAERA xray.Client A Go NARF
FOBRMARSTXLEFA , AT REIFR , A http-client 22— HTTP & i,

EPmCIRFTIRMEMN HTTP BEFHAEREIAR |, BIAAhttp.DefaultClient , ARERITES
Exray.RoundTripper.

Example
<caption>main.go — HTTP & s </caption>

myClient := xray.Client(http-client)

<caption>main.go — £/ ctxhttp FEERER T8 HTTP i A </caption>

TEMNRBIGER ctxhttp FEXTEZ H HTTP WA T8 xray.Client.ctx AT BAM LB EF/EiE, X
AERFEANBXE LT, fltn, X-Ray RAFFE Lambda REHOIEFTXE , LR FERAIER
Lambda XE £ T3,

resp, err := ctxhttp.Get(ctx, xray.Client(nil), url)

EFERT Go M X-Ray F A TESRE SQL

ERIRX PostgreSQL 3 MySQL # SQL A , ¥ sql.0pen FAEMHRHA xray.SQLContext ,
MU RBIPAR. EARENER TER URL MAREEF/FE,

Example main.go

func main() {
db, err := xray.SQLContext("postgres", "postgres://user:passwordehost:port/db")
row, err := db.QueryRowContext(ctx, "SELECT 1") // Use as normal

}

FRAERT GoM X-Ray F AT ES

FEEYBRERFANET N THRBERMEKN T, SEERADTNESRETHARN , X-Ray
FRIEQRVERFIRPERNER. EAUGREMFXBERNEMFXEETSEH, HERBER
DRV RERICFIERM T IR,
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M Capture FEBIEBEXEEN 72K,

Example main.go — BE X FXE&

func criticalSection(ctx context.Context) {
//this is an example of a subsegment
xray.Capture(ctx, "GameModel.saveGame", func(ctxl context.Context) error {
var err error

section.Lock()
result := someLockedResource.Go()
section.Unlock()

xray.AddMetadata(ctxl, "ResourceResult", result)
1)

UTREEBEPE RN RHIEET saveGame F o BRUMAEREMARRF Scorekeep WERERH,

* Scorekeep AwWs:E

Scorekeep 200 39.0 ms

[4]

DynamoDB 200 6.0 ms
DynamoDB 200 50ms
DynamoDB 200 50ms ]
DynamoDB 200 6.0 ms
## GameModel saveGame - 14.0 ms

DynamoDB 200 50 ms

DynamoDB 200 8.0ms ]

ERER T Go By X-Ray RHFF K TEZFRERM T IR

BRERAIRNTHIRIERERER, MRIANARFHEMEE . EUURERMTHERINE
X-Ray FR TR D RFECIRHBE L F 2K,

AREWTERNR, BFIARENEBEN, WIRERFHESIUESESFERAMERIAN. FHAERICE
ERATREZHIATHNRERHTOAMNBIEHEAH GetTraceSummaries API B K B3E,

Metadataf#{EX AIAEBEMEENE ( /N KMIIRER ) EFEFIREINESHEREN -
R, ERATHFECREFHERFFENTESER —BEANHMHEE.

BRYZIRMTBE N, BETLIEEAS, ID FHEEDRE, AF D ERETRNEMRFERF
FRAFT2NEREHRSIATER.

N E F
- FREAT GoH X-Ray FATES
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https://docs.amazonaws.cn/xray/latest/api/API_GetTraceSummaries.html

Amazon X-Ray FERARER
- AEAT Go W X-Ray FX TEGidx
« BAILMERERT Go My X-Ray FA T ES

FAERAT Go# X-Ray F AT EG
FERIRIECREXENERHRSIUHITEENTBNESR.
ARER

- B— &% 500 NERRFEER, EERIETS , TIILERA.
« E— H&% 1000 4 Unicode F&F,
+ Entries— 8MNRERE&Z 50 MER,

BiEFIR  BEA N2 LESDBRXRRNTHENFRFEREA AddAnnotation,

xray.AddAnnotation(key string, value interface{})

FEAIBEARGERIEENBEannotationsKEEX TN R, EAMERERRBNR
AddAnnotation HEBEZR—2 B ELZAIICEME,

EEREFFREENEIRMIRER , i§Eannotations. keyFiERAXFEH KBF,
FAERT Go#y X-Ray FX T EBiEH
FATBRBEREREXELENERHRSIUHTEREN S BNER.

ERFZABE , EEA—NEELESYBRXBRNABENFRHERAA AddMetadata,

xray.AddMetadata(key string, value interface{})

B LAMERERT Go My X-Ray F AT EH
BFRBERTERLEWAF ID UFRMRRIZRBFROAF,
i2xA/ ID

1. M AWSXRay FREXX Z a6l % B # 51 Fo

import (
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FRARER

"context"
"github.com/aws/aws-xray-sdk-go/xray"

mySegment := xray.GetSegment(context)

2. FRAXEERNAFNESRSEID FHA setUser,

mySegment .User = "U12345"

EEHRAF IDWREE , BfuserfMEREXNFER KREF,

AR THYE
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£ Java

BRM A ERLUE Java RARFE X-Ray KIERER

« AmazonOpenTelemetry Java BJ Distro— —MAmazoniZa KR T —EFEE L ATz %
EMRIEFRMERERE RAmazonis 25 R, 2¥E Amazon CloudWatch , Amazon X-Ray 1l & i#h
OpenSearch RS , Bi¥AmazonOpenTelemetry Collector Distro.

« Amazon X-RayiE Al T Java W AT EG— —HATFEMBRER X-Ray BEIX-Ray 5FH.

BXEZEER , 55 HE Amazon Distro for OpenTelemetry 1 X-Ray SDK 2 [8] 3 1Ti% #

Amazon & 1Tk 3& A T OpenTelemetryJava

B& & Amazon & 1ThiE A T OpenTelemetry(ADOT) Java , #RAT LA YREY B R R 4T —

RN, RiEEBNRARREKIEEXNERMRIERAMazon R RRA AR , BRFEL T

CloudWatch , Amazon X-Ray , B B #0OpenSearchf{%. & X-Ray 5 ADOT BEE&EAEERH
A4 : OpenTelemetrySDKE /R A5 X-Ray BEE& A , AR Amazon &K 1Thi3& A T OpenTelemetryl
BREEAE X-Ray BL& M. ADOT Java XFHFEA , FENNARFEEERXNRBAIATRIAR
ERo

EFHBER , 2 HAmazon X 1THRi&E A T OpenTelemetryJava X4,

BXRMERASENE ZE EAmazon XK 1ThGE A T OpenTelemetryflAmazon X-RayFl1E fAmazon Web
Services , 2 Amazon & 1ThR3& B T OpenTelemetrysl & Amazon & 1T h3i&E B T OpenTelemetry X
=D

BXRESXEHNRAENESZER , B2 HAmazon AT EMIT S GitHub,

Amazon X-Ray SDK for Java

ERAT Java M9 X-Ray SDK 2 —4AFEA T Java Web ARFNE , ©MEEE TERBREREHS
HEAZ| X-Ray FHEFHENAZ, REBBESEEXANARFLENEZAHTTP BRHELE , A
RNARFERXN TRBRSHTHEAANEEAmazonREF KT EAE, HTTP F/ i SQL #iEE
EEER, BETUFHUESBHEEIRMABERFIMARES,

EAT Java 9 X-Ray SDK B —MNFRIE . #RAIAEZIN B H 1R WM B EGE R
GitHub:github.com/aws/aws-xray-sdk-java
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/java-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
https://github.com/aws/aws-xray-sdk-java
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BB R MAWSXRayServletFilter fEH serviet fFik 28 RIBERE A B R, serviet TIERLBIE—
N, HOBITHE , BAUFEAFRXIEGEF RN A ERFESERME DR , HOUEFIBURET
HRAA, TATEGELB RBRESBRITANMARFSIZANRE,

M 1.3 [RFTEE , B EAX N ARFHTRNEZHEGE S HE%RE (AOP). XEWE R UENAR
izt R A XS AT/ Amazon , TEENAREFRE T RRINMEMRRR,

TR, fERAERT Java B9 X-Ray SDK K& M FREIAmazon SDK for Java® 3k B 2% SDK X &5 7
BEREMRHWUEREED, 5HRIKIT THEIERNAmazon Web Servicesm BRI ZE R #RIR , SDK
LFEXRZFUNERIEREFDET. Amazon Web ServicesI&1E RS 15 R B R IRIFER Tl
RETERSHE L, LA BHRIRBIBANERE LK IR AR FI R &,

R RAAEIT AR A T F 8 B3 178 W Amazon Web Services , YR LA B Instrumentor FAER | &
BEBEERXNHEE K, BIUTAATMIAFTRHITNER AN —NTracingHandler | —4
AmazonSDK fRE-& F i,

Hi5EA T Java B X-Ray SDK FHERAFT HTTP Web API 1 SQL BiEEMN TRAARM T T

8, RALAEAEA T Java B X-Ray SDK lRARHJHTTPClientMHTTPClientBuilderfE Apache
HTTP &R ATHN Apache HTTP B Fix. EZ# SQL £ , BT AT EINERREFHMN
FIHBER

FTiafEM SDKJE , BEATARNBENETHEEFHEEH serviet TIEER. BA RNIMAEARICFR
BXRNARF EETHITERROESE , B ESCREANREELRFETH , RE B SR AERA
EFASZHFEEREFRIECBNESRELHNER.

ERBEXRFRARNABRFEIBRMNTHEFMO TENEMAES. TREFENREX , EHWXE
BENRFHRSIUATHESRARES , UELEBERISBEHRFENRE, THESRENRBIMER
€, HEATLUERENNRMEHA - 775t JSON WE[FEE,

© EEATKE
SERA YRR AE A X-Ray SDK FIERBMWES XA, SBOHHRE , WESITEE
FER—RER, TREREHRS  ETUER X-Ray BHAR AP ERBARTEE, £
$8F X-Ray BB R EMA ST NS E X EHIE,

SIRHRBHERSLIRNMNEFF RS , —PMERRANEBEWZFIR SN FORNBE—1NF
B, BN FOBEXIN—NFR , —MNFIBRNE—NMFIR , — N FOBRNE—N o R, BHEY
REFRARLEEAENTFIRPREEFIRANESA, BTN BN EBRE MBI 0
BEXFOER , AR FIOBRNABENEIR K MARRERXDBRNAERNR,
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FIER

RATEAM Maven TE5ERF Java B9 X-Ray SDK, & TF Java B9 X-Ray SDK £ fl0 R FHEHR | H#
MiAMRAEEMEEE

« aws-xray-recorder-sdk-core ( 4% ) -ATRIES BMNEZH D RNELRIIEE, ITIF
AWSXRayServletFilter AF o #&k AER,

« aws-xray-recorder-sdk-aws-sdk— {88 A Amazon Web Services HAmazon SDK for Java

EP , BERRMNREE P iRERNERLEERRF

« aws-xray-recorder-sdk-aws-sdk-v2— {485 FAmazon Web Services FAmazon SDK for
Java2.2 RESRANE Fin , B ANRERE P isERERESESR.

* aws-xray-recorder-sdk-aws-sdk-instrumentor— Faws-xray-recorder-sdk-aws-

sdk , FFE %&88Amazon SDK for JavaZ F~HlBE 3,

» aws-xray-recorder-sdk-aws-sdk-v2-instrumentor— Faws-xray-recorder-sdk-
aws-sdk-v2 , FiE %Rk8§Amazon SDK for Java2.2 RESRANFFHBZET.

» aws-xray-recorder-sdk-apache-http— &M Apache HTTP & Fimi#t {TAY H s HTTP
"W,

« aws-xray-recorder-sdk-spring— J§ Spring AOP =N A FRHEEH R,

« aws-xray-recorder-sdk-sql-postgres— ®MEA JDBC #£FTHY PostgreSQL ZiEFE#Y H ik
Ay,

« aws-xray-recorder-sdk-sql-mysql— #M{EA JDBC X MySQL IEFE#H1TH HIL A A,
« aws-xray-recorder-sdk-bom— REYIFELEE  BRAERAZEFREREERATE FERVAR
Ko

« aws-xray-recorder-sdk-metrics— KRNI i CloudWatch3k B B IKER X-Ray X
ERRVIEAR.

MRIREA Maven = Gradle kKIENARERF , THEA T Java B9 X-Ray SDK A NEEH miE i E
LB

Bx SDK HEMBZENSEXH |, S HAmazon X-RayJava FF A TEE APl &,

2R

EHATF Java By X-Ray SDK FEE Java 8 E G4, Servlet API 3, AmazonSDK # Jackson.
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https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-core
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-v2
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FRIESHERFENSITEMKB T LT E !

« Amazons& T Java #9 SDK RZA 1.11.398 R E = iR A
» Serviet APl 3.1.0

XERBIAET X TEIH pom. xml XHEFRFR , MREFEA Maven 5 Gradle £ RN Bz 2IEE
Mo

MBEBERERT Java B9 X-Ray SDK FEEWE |, NAMERAITEWRA, Flin , MREEZTH
B2 T Jackson HEZEBF R IZKBIMBIET JAR X4, M AFRMIBRIXLE JAR X , RAF X
TEA JAR B HEB 2K Jackson FERRZN,

R

ERAF Java B9 X-Ray SDK AJ ) Maven 3k15 :

o B¥YH—com.amazonaws

- #85—aws-xray-recorder-sdk-bom

« BRZA<:2.11.0

MREER Maven SREBBARRF , ME pom. xml XHFRINF & T ESERKBIN

Example pom.xml - fx#i I

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-bom</artifactId>
<version>2.11.0</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
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</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-apache-http</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-aws-sdk</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-aws-sdk-instrumentor</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-sql-postgres</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-sql-mysql</artifactId>
</dependency>
</dependencies>

3 F Gradle , FMF X TESEHERN build.gradle XHH IR IFATAIIN

Example build.gradle - #x#i1

dependencies {
compile("org.springframework.boot:spring-boot-starter-web")
testCompile("org.springframework.boot:spring-boot-starter-test")
compile('"com.amazonaws:aws-java-sdk-dynamodb")
compile("com.amazonaws:aws-xray-recorder-sdk-core")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk-instrumentor")
compile("com.amazonaws:aws-xray-recorder-sdk-apache-http")
compile('"com.amazonaws:aws-xray-recorder-sdk-sql-postgres")
compile("com.amazonaws:aws-xray-recorder-sdk-sql-mysql")
testCompile("junit:junit:4.11")
}
dependencyManagement {
imports {
mavenBom( ' com.amazonaws:aws-java-sdk-bom:1.11.39')
mavenBom( ' com.amazonaws :aws-xray-recorder-sdk-bom:2.11.0')
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}

R EfE A Elastic Beanstalk BN ARERF , N AESXREHEBNFERA Maven = Gradle E354] £+
B A MmMAYHENEIEMERBIMNAREMRE, BXFEA Gradle WRE , ESHRARGINBERER,

Amazon X-Rayi& Al T Java 9 B ah U BRCEE

XLEXEHA : Amazon X-Ray5EAT Java WEHBRNURER-—MREBRGTR , ARPHFTRIEX
2 # Java Web MR, ZREAUREET serviet WNARFUREAZIEHFNERMER LN
REWRE TFIER, X2FE T Apache HTTP K , AmazonSDK &R M &M JDBC Wah i F#E1T
B SQL &), REELEZEERE X-Ray LT, @REAEEDIXEMFXER, Java REEFA
LAERA X-Ray SDK WATEEEMZhaEM. R TEENRINE , IBRABAUZGINZ DT,

X-Ray REFRAREEESET serviet BWiER-MIRL Java Web B ARRF RS NMREHNARFE
ARSER , IBXERFHEENER-MRS , WAEEEERER SDK #TFahRM.,

X-Ray REREASHARSGER T BT DisCO HER, DisCO B—NTRER , ATHETESD
HARGHEMA Java KB, ERTFET HBETRIF AT AEA X-Ray KE |, BE 7 LUBEF 15 R11ZB
BTHMEZHEXRZIMEMNEFEEGtHub ENER. X-Ray FlERZEEFHKEREN . EEFRNE, MEHR
BEREAEXRENRA , H1HRGItHUb EHBEF.

RN AR

XEXFHE : ebjava-ic o REFERNMARFERTHER X-Ray FlI#HTNERN, 2ZXFEE
serviet WEBTRICKB[EHE , AN XLNERHREBETRN, EXMETHARFREHAAMazon®E
R, BEBRTAINARFNERXHHRNTRHIITRE. BXEATONARREN X-Ray RERHR
BRE R BI R AR F R,

TR 1EH

EHECHNARFHRTHER X-Ray B3N Java R | FREUTSRRE,

1. EREAIEST X-Ray FPEF, BXESEL , WSH . X-Ray FH.
2 FTHAEENBI LT BEFUEFITREXARERNLE, HRNERSTHUTRELL

disco
### disco-java-agent.jar
### disco-plugins
### aws-xray-agent-plugin.jar
### disco-java-agent-aws-plugin.jar
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### disco-java-agent-sql-plugin.jar
### disco-java-agent-web-plugin.jar

3. EMNARFHN VM SHUSEUATHS , XFEARE. BR-javaagentBRES A BIIX -
jars¥ (WMREAH ) . BRIVM SHHNLBRERTATES Java RSB|NWITERMER, EXE
HIES |, TSRS J|ERN N,

-javaagent:/<path-to-disco>/disco-java-agent.jar=pluginPath=/<path-to-disco>/disco-
plugins

4. BEERNABRFEME X-Ray #HELHWETAR , iHFAWS_XRAY_TRACING_NAMEREZL &
B com.amazonaws.xray.strategy.tracingNameR&E M, MR REHBH , WEARINSG
o

5. EFBIIRSZEHAEE, UETUURBEEANBREETERY, MRESEEINTMBPLER , BS
#the section called “tEHERR”.

BLE

X-Ray REHAFRMEHINE JSON XHEE, BIAMERT , kXHLTAFERE
BRPRBEF (Hlt0 , F£resources B X) inixray-agent. json. A LUET &
iEcom.amazonaws. xray.configFilesystem B8 E & XL X4 REKE,

THERROIEEXX .

"serviceName": "XRayInstrumentedService",
"contextMissingStrategy": "LOG_ERROR",
"daemonAddress": "127.0.0.1:2000",
"tracingEnabled": true,

"samplingStrategy": "CENTRAL",
"traceldInjectionPrefix": "prefix",
"samplingRulesManifest": "/path/to/manifest",
"awsServiceHandlerManifest": "/path/to/manifest",
"awsSdkVersion": 2,

"maxStackTracelLength": 50,
"streamingThreshold": 100,
"traceIldInjection": true,

"pluginsEnabled": true,

"collectSqlQueries": false
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BLEAE

TRNMETEIEENERE. BEEEHEIANNE , BEINBAFTEI NNE, N TAHRTEEE
NEGEEBENEYE  LERNINFHELRKELE  RERREREYE , REREEXH. BSHRHT
BZETHRAXALUEZENEMENER. IEFZRBRTEFR.
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J& R R RKE BRIE iR HEZE REEM BINE

BEHERBA  Boolean TRUE, FAL¢ BRiERE FTEH FEH TRUE
E ><Amazon
REEZE
MIRIE, &
SRE .

collectSq Boolean TRUE, FAL{ REXREH FEH FER FALSE
|Queries E g% SQL

FREPH

SQL &if)

FRE,

ETFXE#%E  Boolean TRUE, FAL MR E , Nl FEH FEH TRUE
E Ba1EL
BzEEE
X-Ray £
X &,
fFR%KREAR
#hfZfE £
X, FE=E
gEZEF
L,

ICREE

X-Ray (B B AR AT LR BIEA T Java 9 X-Ray SDK fHEM AR #HTEE. BESH HEIEFEN
Tﬁﬁﬁ?&ﬁﬁﬁ:ﬁﬁﬁ? Java 9 X-Ray F A T EBEE AFRIEK

Fahm
ZZD%‘S?@\EREEEVE’J BN 2 AMITFEHRN |, 5 X-Ray SDK ERKRBIUR MBI E b, FiE
, FIREIH SDK B E X servlet TIEERRERE AERE X-Ray REFFHRA,

(® Note
& LIE R R FMAH X-Ray SDK RITFFIRMN , BetERKERSF.
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WREAE Maven BB R THE | B F U TRBC KRBT ERpom. xm1 34+,

<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
<version>2.11.0</version>
</dependency>
</dependencies>

WMRIETE Gradle T1E P TAE , B TERBIX RAMEEAIbuild. gradleXfF.

implementation 'com.amazonaws:aws-xray-recorder-sdk-core:2.11.0'

FBRILAMBENL F o BRIINER, iBENAS DEEAREN , EEAEE SDK —#&., KBS
B BELEER LT, RtEEASHENRAEFNTTEERE LT XHNBRE E.

R BERR

HTREERFRE T8RN , Rt EEIEENREBERBNRERERER. MR X-Ray KEBF
RERTHATE , BEFUTRBENERE R, X-Ray RERZEFM SDK FAKMAXZRRARIZR
(JCL) EEFHFRERME , FHARRBELE —NERE JCL B BFRRBFFIRNF , WU T ROIAR
R~ :log4j-jclEAjcl-over-slfaj.

RA  RELERNWNARF LERT Java f{E |, ER#E X-Ray 2#H 8 LEFIEFAAE
RE—&aUrEYLiEZ{T X-Ray FHEFBG ?

WMRRE , ESFX-Ray FHHERREE.

ENAERFBEETF , (REER WK1 X-Ray REIZF:R XHFHED ?

NREERREEBANINARRF , WENAREFEN, FHREWERZE , IWEERE INFO
AicF, MRRALWHELR , N Java REF LML Java #HE—RIZT. BRIREL EWMIERE TP
BRESR  REHEBHER.

ENARFBEEY , RREBRIIZHERHER “MPHI"Amazon X-Ray E TRV FRE" ?

HAXEFRNERRANERF EEZHQN THEER , HlfiAmazonSDK ERE SQL &£ , BRE
TEEABEXE, NRREIFZIXLEER REEFTHERARRNERARMINSRETE , fRAESE
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EEEEM X-Ray SDK #HITFHKRMN, HE , BAILUS A X-Ray SDKFid B EUEE LT XRER
BRAEMNENMEKRER, RALABENXXERBERBHNXLERD , XA UBRXLEHEIR. BXRE
REENSREBETHERN TG , BSRBH RO DG 20 K53,

FIA : BITH — L4598 FHIE X-Ray #4516 L
RN ARFREEAZLE"?

MEETCENREEXBREHAEERFAS , WNARFTFNEELETRERER. IRENN
RAERFRFER ‘MAmSIE WEARLENITES , flEAAmazonSDK HEHFIBEL HTTP Lin
TR, XARREREBLEAELTXMEE, ERIEXZ/RWEE , E/E A X-Ray SDK Fif A
EHREUTHEHE  FRAHB<NAME >HRXFERHITHFXENXE. EFFRIXNEE , (RANE
HERFBREZAMAGELE , MBRIEXEFALEFTHANAEIE, SE , RANRER
EcontextPropagationBiiE N false ABRAEALKEPH LT XEB. WRRXEM , IRUTER
BENHAD FHRMZXLLE  REZBEN=ENRERDH LT

EREBCIRIENN ?

R X-Ray 24| & L HIECRENHBANXER , EEMIT RS & EHIXBORE , WHTae
BEIRFRB, X-Ray REFEM X-Ray Z2HENANFERRFENA T EIRAEXER, BRI
RV 1ANXE , cEBNE 5% WXE#HITRE. XBEWRE ATRET X/ R RIE I 28 X B
TR, BERRRIFIE |, BRIZE X-Ray #2648 LR BENKERN |, UEXFIEXER#HITELX
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AR 55 4 4

plugins A TIRFRAXRELNWNARFHNRSHER.
ik

+ Amazon EC2 —EC2P1lugin 73kl ID, ATAXAM CloudWatch B4,

+ Elastic Beanstalk —ElasticBeanstalkPlugin MR EZ R, AL IR ID,
« W% ECS —ECSPlugin RINAES IDo

« Amazon EKS —EKSPlugin Rin&ss ID. S£&# B, &85 ID # CloudWatch HE4A.,

Segment - Scorekeep

Fr———

Overview Resources Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢c-170413_021009
Deployment ID 20
Environment name scorekeep-cmh

EC2

Availability zone us-east-2¢c
Instance 1D i-035583d15d1471728

Xray

Runtime version 1.8.0_1M

SDK version 1.1.0

Runtime OpenlJDK 64-Bit Server VM
SDK X-Ray for Java

EFEAEM , 157 AWSXRayRecorderBuilder LA withPlugin,
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Example src/main/java/scorekeep/WebConfig .java-ic & &%

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.plugins.ElasticBeanstalkPlugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecoxrderBuilder.standard().withPlugin(new
EC2Plugin()).withPlugin(new ElasticBeanstalkPlugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}
}

SDK B FEAAHRERIEEXE LNoriginFR. XRTETENNAREFNAmazonERER, X
BERZANEHR , SDK ER LA T 8470 F k¥ EXRIR : ElasticBeanstalk > EKS > ECS > EC2,

KA

SDK EAEE X-Ray #£H 8 P E XK REANRB\EZICKPLFR, MUAAN SV EREE—ME
R, K@ X-Ray RERENFIARS PEMAABERNBE D 2H, £ X-Ray #5602 E A
n, BEASIMNRAEFCERNEEE.

SDK FEZEEYHNABEYXANNNABE AN, WRERCESMEELAN , N SDK XA
e S I

(@ Note
23R SDK F3E1E M X-Ray FJREUKRHMN , ©RRENFRE —NERVMAREANL |, K%
BENEMINBRNES 2EH. WREVURBRRIEMHRSE APl , HETEEREE X-Ray
SR BERY SDK R LAY APHEAR TCP RE , e REXMER.
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&t AT LUK SDK BLE M JSON MAS NS RN, ETEMEM X-Ray REMNIERT , SDK "I BAfE
RAEANERNZD , BRI BURERAREA N,

Example sampling-rules.json

{
"version": 2,
"rules": [

{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1

BRBIENLT —NEEXAUM—IERIAAN, BEXANRAED 2ENREFR | RARKERKRE
K ERE/api/move/. RRINAINZZH 1 MERM 5% BWEAMFR,

EAMENXANBRILZ , BEBFBHICEKFNENKRGMILNA , MARE X-Ray RFEE, &
HEEZEY , BEERRSHRHEEM , XEFEFICRNBEEXTSEMRE,

BAmazon Lambdaf , BT EERUEER, NBRENEKBMNESECRSEBA |, M4 RKBIZBS M
MERAVERNA Lambda icFk. MREA T EHREBFFERERL , W Lambda & K& R
Eo

E1£ Spring RFIREZHMN , FEAEERPH CentralizedSamplingStrategy BELFIEHK
2

Example src/main/java/myapp/WebConfig .java-Z&HLEL &

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrateqgy;
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@Configuration
public class WebConfig {

static {

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new

EC2Plugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}

3 F Tomcat , HmINI—¥ 8 ServletContextlListener WITES , HE BB RTF P EMZ T

o

Example src/com/myapp/web/Startup.java

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

import java.net.URL;
import javax.servlet.ServletContextEvent;
import javax.servlet.ServletContextListener;

public class Startup implements ServletContextListener {
@Override
public void contextInitialized(ServletContextEvent event) {
AWSXRayRecorderBuilder builder =

AWSXRayRecorderBuilder.standard().withPlugin(new EC2Plugin());

URL ruleFile = Startup.class.getResource("/sampling-rules.json");
buildexr.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

@Override
public void contextDestroyed(ServletContextEvent event) { }
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}

Example WEB-INF/web.xmi

<listener>
<listener-class>com.myapp.web.Startup</listener-class>
</listener>

ENFERAARBHAN | Bf¥CentralizedSamplingStrategy &R
aLocalizedSamplingStrategy.

builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

BH&ig %

ZRIABE R T , SDK FERROREFHE M HEIEBHMMNAREF BER, BALAE SDK EEABEK B EIC
x*x, BEFMANEEREINARER BEXSH, ﬁ*&E’J HESR B HDEBUGINFO, WARN, ERROR,
FIFATAL, FATALBZERIIAFEMEBEEESHET , B SDK FLIBEF=ER T,

Example application.properties

£/ logging.level.com.amazonaws.xray BHi&E HEIEZFR 5.

logging.level.com.amazonaws.xray = DEBUG

HEFHERFDER , EAFEBERRINEMRER T2 BRI A E
‘{Vfﬂﬂﬂﬂ' ID IE)\H/L,\

ENYFTLRENRE ID AFEBERIEG , EAILUFL ID EAFIBE A2 H £ T X (MDC), £

ZSegmentListeneri®0O , T o BE WA S HERM X-Ray ecorder A B E. HO BN F 0K

Froget , SEA A AWS-XRAY-TRACE-ID HFREMNRER ID EAZE MDC ., HiZmBRERE |, ZF

M MDC HffiiBr, XFRER ID RELEEFERANBEE. HFoBRERN , HRXH ID FEAT
MDC .,

Example T2 RERRER ID

T2MREM ID RTHA TraceID@EntityID

1-5df42873-011e96598b447dfca8l4c156@541b3365be3dafc3
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FRARER

WIheesERA FERERT Java BAmazon X-Ray SDK for Java MARF , A XIFLUTEERE :

. # BAE/EEIEH9 SLFAJ AT AP
- WA Log4J2 f5imkY SLF4J Blvm API
- %A LogdJ2 Bk Loga)2 BTl AP

BEXENMNHHRMNENEHRHESR , FSEUTERIF,
SLF4J Frontend

1. LT Maven {REIDURINE) RV IR Ao

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-slf4j</artifactId>
<version>2.11.0</version>

</dependency>

2. HEWENSFEZwithSegmentListener5EZAWSXRayRecorder, X1 in—4
SegmentListener 3£ , ©2 B FHHVERER ID X AZF SLF4J MDC H,

SegmentListener XA AEFRABENSHREE AT ETHR. TUBIUTHFREEH

%

o FT-FHBRIAAWS-XRAY-TRACE-IDRIZR,
- T _[FRAZEFHH (Flm),
- BEMN-FRAFAERENNEE N,

Example AWSXRayRecorderBuilder statement

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder

.standard().withSegmentListener(new SLF4JSegmentlListener("CUSTOM-

PREFIX"));

Log4J2 front end

1. FBUT Maven RBIURMNEERIBLE H,
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311



Amazon X-Ray FERARER

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-log4j</artifactId>
<version>2.11.0</version>

</dependency>

2. HEHEREFEZwithSegmentListener3ZAWSXRayRecorder, XfFi8hn1—
SegmentListener £ , T2 B FHHNTLRENRER ID EAZF SLF4J MDC H,

SegmentListener RAAEFRABENSHREEB S ETTHNR. TUBELUTAREEH
2 -
« Fo-1EFAERIAAWS-XRAY - TRACE - IDRI &,
o T _ERAZEFRFE (Hlmm ) HBREISR,
s BEM-FRFHFEHRENNBENTR,

Example AWSXRayRecorderBuilder statement

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new Log4JSegmentListener("CUSTOM-
PREFIX"));

Logback backend

EFRER ID BARIBESHF , BXIERIEFKIFMW PatternLayout , EREFNMNAKRIERIE
AR,

1. BfpatternLayoutBENMNE. EAIBEIHESNRNTIIRE , B UEE XML BEX
14:1:;:(.??11:':1:5%1/'50 ET@E%1§1§\ , lﬁglﬁ'—.l E/u\@ﬂ:_lﬁ%
2. TEHISX{AWS-XRAY-TRACE-ID}MEEMMEIEA , FEpatternLayoutlfuture B&EiEHR

BAFAARIR ID, SX{}RFEEEEARHHIZHAMN MDC KRB, ETHEX Log
PatternLayouts back WEZEE. , & HPatternLayout,

Log4J2 backend

1. &BfpatternLayoutBEMME. EBAILUBEHESNINITIIRE , LT LUET
XML, JSON, YAML B &N EENEE kTR E.
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ETHREXBIREXHERE Logd)2 WESER , BSHEE.

ETHREXMUREAREE Logd)2 WEZER |, BSREERE.

2. TEM%X{AWS-XRAY-TRACE-IDMEEMEA , F£PatternLayoutAfuture BEFEIEFKIEAH
BARER ID. SX{}RREEEFEARHNZHAMN MDC FRE, E T ##HX PatternLayouts
LogdJ2 WEZEER , ESRERMR.

BER ID EA RS

UTERTEBRNITEERER ID HPatternLayout F/RH, RER ID BLREN (5t) 25 AELR 5
(%-5p) Z Bl Hio

Example PattexrnLayoutff f S {3HEE A

%Sd{HH:mm:ss.SSS} [%t] $X{AWS-XRAY-TRACE-ID} %-5p %m%n

Amazon X-Ray Bz £ HEEFE AP M HBAMBRER ID METHNT. TEASTTEASEH
PatternLayout B BEXREA,

Example %48 ID AW BEHES

2019-09-10 18:58:30.844 [Nnio-5000-exec-4] AWS-XRAY-TRACE-ID:
1-5d77f256-19f12e4eaa02e3f76c78f46a@1lce7df03252d99el WARN 1 - Your logging message
here

AREFHEASREEER s 7, #AEBAERBNRE.
7 B WTER

PERMFERER—MRATEBLEGAPEH (HIW0 , B AWSXRayRecorder £ RHI 2 BRI FFIARLE R )
WO, PBRMTESSHRBNEINEEREMEA onBeginSubsegment BIEE 749 BRI BFTE F
PEOANNMERAER , #£H afterEndSegment FENTBREAETFHEFFIEX—FEE , REFE
Fl beforeEndSubsegment iE3xkH SQL EBEFXIENEN , URIEFIEEENREK SQL Eif ,
MRZ , MARME AT EHIE.

EEEXTEMSegmentListenerEHEFIEK , HIHREA T Java B1Amazon X-Ray Recorder SDK AP
Y32,
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AR R B an{a £ 6 onBeginSubsegment SIBFIE F 2 BRI EME F2 BRI —BEER |,
RinfmfEA afterEndSegment EEN D BRARBIHEEEHEE,

Example MySegmentListener.java

import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;
import com.amazonaws.xray.listeners.SegmentListener;

public class MySegmentListener implements SegmentListener {

@Override

public void onBeginSubsegment(Subsegment subsegment) {
subsegment.putAnnotation("annotationKey", "annotationValue");

}

@Override

public void afterEndSegment(Segment segment) {
// Be mindful not to mutate the segment
logger.info("Segment with ID " + segment.getId());

RiG , TEWE AWSXRayRecorder B 5| Atk B E X 2 BRATITES,

Example AWSXRayRecorderBuilder 7 B

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new MySegmentlListener());

MRS
LAERTELRREEZAT Java M) X-Ray FATEE, FRTEGXBUTEER.

« AWS_XRAY_TRACING_NAME— i®{& SDK AT 7 BB IRF B, BERERIE serviet LSRN D B
ARIRIZENRS B Mo

« AWS_XRAY_DAEMON_ADDRESS— & & X-Ray SFHFREFMATRMEN MK O, BIABRT , SDKE
FEA127.0.0.1: 20008 EREE (UDP) M (TCP), MRZREFFHEFEE N L ITHAR
O, ECEEMEN ST, BEALEE
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B

« @—Mw0 —address:port

- FREIMWE®O —tcp:address:port udp:address:port
« AWS_XRAY_CONTEXT_MISSING— i%ENRUNTIME_ERROR , HEHNELRBERITHFEMXER
MR IERBENRBERE,
BHE
« RUNTIME_ERROR— i HiZ 1T H &>
« LOG_ERROR— I F4ARIRH 4L ( BTN ) o
« IGNORE_ERROR— ZBE4EIR H4REL,

HERHAERT T ERNETHEIRBIREERTLENRBHEANR LT RN |, TEE2K
EBRR DR F o BREAXNER,

HREERSERBTRENSHRSEENE,
RERM

BU LRGSR ERAEREEZEN VM BEERT. SDK XFIUTEM :

« com.amazonaws.xray.strategy.tracingName— & FAWS_XRAY_TRACING_NAME,
- com.amazonaws.xray.emitters.daemonAddress— &M TFAWS_XRAY_DAEMON_ADDRESS,

« com.amazonaws.xray.strategy.contextMissingStrategy— &
FAWS_XRAY_CONTEXT_MISSING,

NMRERRET REBENSVNHELE  WEAMREZEE, SHAHEH2BREABPREN
=8

FERAERT Java ¥y X-Ray FRXTEE , BER

BAILAER X-Ray FAXTES , BERER AREFE Amazon EC2 Y EC2 =4 L IRERESHEA
HTTP #&3K., Amazon Elastic Beanstalk , 5& ¥ &% ECS,

FRAFilterD#fEA HTTP B3R, &R X-Ray serviet Fik2R BN ARFN |, EA T Java B X-
Ray FRTEGAENRHEBERUBD R, LhoBIIEHTTP BERMItet, HEMLE, HttoHe
ELD B LRI TF DR,
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® Note

& A FAmazon LambdaLambda A EMNREFFERCIE D ER. S8 Amazon Lambda #
Amazon X-Ray THEZEER,

BIMXBREBE-NEN , BTERSEPIRRENNARR. TUBRSHEZXE , halLUF SDK &
BARBEEABRFNENIRADSHEC, ISHEATERFEBERFHHBINBRERTIA , MR
BEMETMHEXTEE (fla , MRENIRLZHEDN ) , WNRARIAE .

® HERMIER
MRABIIERHEMP NI FERERIENWEARRF , X-Ray 2MX-Forwarded-
Fori#ERAPMARL , MARKE IP BIFEESHHIR IP. AERBERIZRNEF SR IP ATRAE ,
Rt FREFEE.

EREEBERN , FRIEGESBRHPEEMMNFERERLITH. IRXEIEZF
Bx_forwarded_fori&kEHtrue , EF i IP EMX-Forwarded-ForHTTP &R ARk,

EELAEERFERAISUATEEN http BERABMEABRUE-— N2 :

« HTTP method (HTTP 3%)— 3REX. &£, HE. BIRE,

- BFUGbI— ZIXFEROEF IR IP,

« MNARBE— EERERN HTTP IdNRHB,

o Timing— FF3aetE ( WEIESRAY ) FERetE ( ZIEMmBIET ) o
- User agent— iZuser-agentiB#EE K,

-« NEKE— Zcontent-length\IARFH,

NI E F

- MMNARFPMNREREESS (Tomcat)
- MNABRFANREDLESE (BF)
- BEDBRmnA R
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[a] B A 72 i DN ER BRI 1%E 88 (Tomcat)

X F Tomcat , FIF <filter> HINBEMBE W web. xml X, FH fixedName SHAIBEENHA
FREANERCIEN D RIRSE o

Example WEB-INF/web.xml - Tomcat

<filter>
<filter-name>AWSXRayServletFilter</filter-name>
<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
<init-param>
<param-name>fixedName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>

[ N AR F AR ERITERR ( FF )

5F Spring , B ™ Filter HNINEEH WebConfig FE, FOERBEMENZFREET
AWSXRayServletFilter ¥i&EERE,

Example src/main/java/myapp/WebConfig.java-&Z

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

}
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Bt & o B n A SR B

Amazon X-RayEARFEMRRAIEHNARFHAGHEHMNARR. BEE. A AP X5 FFkK
AmazonEH N ABRFFERANER, 3 X-Ray SDK AEABRERXEN , EAEHADTFIERNARE
FH RS BT ER A

X-Ray SDK AIBATE HTTP RPN EVBEH G EXE, B2 , ATLAfhERIRL , XTESSH
RS BRET R HIMBANN T R, FTBHIE SDK REAMEEVIRLNBERMBIREGEXE , BYUAR
& AHERIEEBINE o

WMRENBARFE NS MNHRMAER , WA LAF SDK BLE A3 & R UE X R E R RRIX
—Ro FARWERB AV SDK NEFTHEA RN ERERAETNSG , AFRANEHNATTATENFE
Ko

Bl |, BAEE —IMNAREFERN =N FEREMER, www.example.com, api.example.com,
Mstatic.example.com RAUNEXEAZSHE KIE* . example. comA BN FEHIMREFR
BEMHXE , NTIERSB LER=ARFZTR. MREWRARFRENENE SEXT TR F
R, BHERSHUF LEINENIMT R , HHIEREENZR BN,

ENFAEERSBRERAR—BF , AEIBIL serviet fEESFIEENAREFREMN , I E—22 T
To XECIREENRREMER. HoanE RKEFASegmentNamingStrategy. fixed( ) Ft{EZIE
#AWSXRayServletFiltertdiEEE,

(® Note
AT LAEEF AWS_XRAY_TRACING_NAME HhiET EBZRENRBHE N ERIARS B o

HAMEBERBEENL —NENENEEMNEXT—NME HTTP RPN ENE EZEX T TENEF
RAHBRINE . EfE Tomcat PIRWADER , AIFEA dynamicNamingRecognizedHosts
dynamicNamingFallbackName #8 57t E L E = FERIA B Fo

Example WEB-INF/web.xml-H Zh 2% A 19 serviet i es

<filter>
<filter-name>AWSXRayServletFilter</filter-name>
<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
<init-param>
<param-name>dynamicNamingRecognizedHosts</param-name>
<param-value>*.example.com</param-value>
</init-param>
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<init-param>
<param-name>dynamicNamingFallbackName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>

3 F Spring , SIS 2 @& KA ASegmentNamingStrategy .dynamic( )it E &%
{AAWSXRayServletFilterf¥giEE K,

Example src/main/java/myapp/WebConfig.java-i s a5 & B9 serviet i LSS

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

import com.amazonaws.xray.strategy.SegmentNamingStrategy;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {

return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("MyApp",
"* example.com"));

}

JBERAmazonfE BE A F Java B9 X-Ray SDK i# A

LR B A2 7 8 A Bt Amazon Web Services I 7 ZEHIE. EARIIRKEEAH , EHTF Java By
X-Ray SDK £BE T HAFEW 7M., BiBEAmazon Web Services {8 1E X L2 R S w1/ 18] Y B IR

( Blan , Amazon S3 ZF &R Amazon SQS BAFI ) FFERN Tl KR ERE X-Ray ###H A RS thE
ko

HREBEUTARNR , ERT Java X-Ray FATESLBHRMAE AWS F AT ESaws-
sdki® B —Maws-sdk-instrumentor FIERERPRAA, MREKRIIE Instrumentor FER |
N LUER DT —LF i , FTEERRS —L,
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ERNENEFU , B BRaws -sdk-instrumentor MIREY AR AR 7R I FAE 3R H 70—
MXRayClient#E R TracingHandlerEREIAmazon s A RSS9 & P is £ R 258 SDK & F o

f5lzn , B4 M AmazonDynamoDB & iR , EFIRERAC R T 1% 1% 2

AmazonDynamoDBClientBuilder,

Example MyModel.java-DynamoDB % f~ i

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.handlers.TracingHandler;

public class MyModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.fromName(System.getenv("AWS_REGION")))
.withRequestHandlers(new TracingHandler(AWSXRay.getGlobalRecoxdex()))
.build();

X FRAAERS , BALE X-Ray 25 4HEIFHRL API 8. WF—225 RS , X-Ray SDK £
REGRINER , MEERS MR HIREE AN,

Bl , BEFERLZLTRNME DynamoDB & Fin#t T EAR , N TUKFIBFRNAA , SDK &%
%PJ’WJ[I AXEH, ERHEFR , SIRERSHEPIBETRIN —PEBHTR , HPE-—NEA
DynamoDB ¥R , ATAREUAKN BB,

Example f T8/ DynamoDB LR EFI B I F 5 &

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
Hhttpn: {

"response": {
"content_length": 60,
"status": 200
}
},
"aws": {
"table_name": "scorekeep-user",
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"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

HEBREEN R RN , XU TRSNEARASERS EERPLIBFANT L REEQIEER RN
A, ARSEIETERT R

- 5% DynamoDB— &£ &
- IO EEFERS— FEBNBHARR
o YU 552h 5] 52 BA B AR S5 — BA S B #5

3 k8 A 3t 78R M Amazon Web ServicesFlAmazon SDK for Java2.2 RESRA , fRATAE
B§aws-xray-recorder-sdk-aws-sdk-v2-instrumentor>R BfRRIFHRENESR, XHEE
aws-xray-recorder-sdk-aws-sdk-v2 module , AFEI N EMIEE TracingInterceptor

KoM BENE iR,
Example Amazon SDK for Java 2.2 RESRA - REEEBERF

import com.amazonaws.xray.interceptors.TracingInterceptor;
import software.amazon.awssdk.core.client.config.ClientOverrideConfiguration
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;
Y/

public class MyModel {

private DynamoDbClient client = DynamoDbClient.buildexr()
.region(Region.US_WEST_2)
.overrideConfiguration(ClientOverrideConfiguration.builder()
.addExecutionInterceptor(new TracingInterceptor())

.build()

)

.build();

/]

FHERT Java B9 X-Ray F A TEEREXN T HTTP Web fRZH A

RRARFNHRSHAE HTTP API X HBAR , BAUERAERT Java iy X-Ray FRATE
BHttpClient RO HTIXLEEA R APl BN T RS A INEI RS E.

BT Java B9 X-Ray FF A TE@DefaultHttpClientMHttpClientBuilder AJ LAfEA Apache
k&1 Apache HY3E HitpComponentsZ I & ISR 247 HTTP £ 1,
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* COm.amazonaws.xray.proxies.apache.http.DefaultHttpClient -
org.apache.http.impl.client.DefaultHttpClient

e COm.amazonaws.xray.proxies.apache.http.HttpClientBuilder -
org.apache.http.impl.client.HttpClientBuilder

XEFEMTF aws-xray-recorder-sdk-apache-http FH##Re,

B LAERA X-Ray FHIMEBHRNENSABTARINAEE K , FEELDBILEFRADTREE

EP iR ERATEERER .

Example HttpClientBuilder

import com.fasterxml.jackson.databind.ObjectMapper;

import org.apache.http.HttpEntity;

import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpGet;

import org.apache.http.impl.client.CloseableHttpClient;

import org.apache.http.util.EntityUtils;

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuilder.create().build();
HttpGet httpGet = new HttpGet("http://names.example.com/api/");
CloseableHttpResponse response = httpclient.execute(httpGet);
try {
HttpEntity entity = response.getEntity();
InputStream inputStream = entity.getContent();
ObjectMapper mapper = new ObjectMapper();
Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);
String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;
} finally {
response.close();

B3 T Web API /TR , AT Java MY X-Ray FA T ESIRFHH HTTP BRI

MEENF 2R, X-Ray fERF 0 BRAIERE AP| 4 BHERT 70 B

#EH HTTP B A
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Example T HTTP B AH ¥ 2 B

{
"id": "Q04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {

"method": "GET",

"url": "https://names.example.com/"

.

"response": {
"content_length": -1,
"status": 200

}

}
}

Example T35 HTTP 3 F3 #9 #ERTER

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
3,
"response": {
"content_length": -1,
"status": 200
}
b

"inferred": true
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BH Java F X TESM X-Ray F X TETRER
SQL &8
B AEHEREESDRINERT Java B9 X-Ray SDK JDBC £ E 25k E SQL HIEEEH.

* PostgreSQL — com.amazonaws.xray.sql.postgres.TracingInterceptor

 MySQL - com.amazonaws.xray.sql.mysql.TracingInterceptor

XL A2 B Faws-xray-recorder-sql-postgresflaws-xray-recorder-sql-
mysql FIERF, B©F1%EM org.apache.tomcat. jdbc.pool.IdbcInterceptor #5 Tomcat
EENRE,

(® Note
ATEREZEN , SQL EBEFTE T2 ERFPIER SQL EWAR S,

33 F Spring , TEE MR MEEBREFHER Spring Boot 8 DataSourceBuilder MEKER.

Example sxrc/main/java/resources/application.properties-PostgreSQL JDBC £ #i25

spring.datasource.continue-on-error=true

spring.jpa.show-sgl=false

spring.jpa.hibernate.ddl-auto=create-drop
spring.datasource.jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor
spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect

Example sxrc/main/java/myapp/WebConfig. java - HIER

import org.springframework.boot.autoconfigure.EnableAutoConfiguration;
import org.springframework.boot.autoconfigure.jdbc.DataSourceBuilder;

import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.springframework.data.jpa.repository.config.EnableJpaRepositories;

import javax.servlet.Filter;
import javax.sql.DataSource;
import java.net.URL;
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@Configuration
@EnableAutoConfiguration
@EnableJpaRepositories("myapp")
public class RdsWebConfig {

@Bean
@ConfigurationProperties(prefix = "spring.datasource")
public DataSource dataSource() {
logger.info("Initializing PostgreSQL datasource");
return DataSourceBuilder.create()
.driverClassName("org.postgresql.Driver")
.url("jdbc:postgresql://" + System.getenv("RDS_HOSTNAME") + ":" +
System.getenv("RDS_PORT") + "/ebdb")
.username(System.getenv("RDS_USERNAME"))
.password(System.getenv("RDS_PASSWORD"))
.build();

*F Tomcat , setJdbcInterceptors# i JDBC $IERet 5| A&EA T Java B X-Ray SDK 3%,

Example sxrc/main/myapp/model. java - ZIER

import org.apache.tomcat.jdbc.pool.DataSourxce;

DataSource source = new DataSource();

source.setUrl(url);

source.setUsername(user);

source.setPassword(password);
source.setDriverClassName("com.mysql.jdbc.Driver");
source.setJdbcIntexceptors('com.amazonaws.xray.sql.mysql.TracingInterceptor;");

Tomcat JDBC HIERESEEEA T Java B X-Ray SDK & | {BIE 0] LU E 587 7y AR 6F A SCRY IR A
8 B SE

Example pom.xml-JDBC ¥ #ER

<dependency>
<groupId>org.apache.tomcat</groupIld>
<artifactId>tomcat-jdbc</artifactId>
<version>8.0.36</version>
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<scope>provided</scope>
</dependency>

R4 SQL RERE 2R

« aws-xray-recorder-sdk-sql RNINEIERY KRB,
- RIEHHBBERER. EEZEDEA.

dataSource = TracingDataSource.decorate(dataSource)

connection = TracingConnection.decorate(connection)

statement = TracingStatement.decorateStatement(statement)

preparedStatement = TracingStatement.decoratePreparedStatement(preparedStatement,
sql)

callableStatement = TracingStatement.decorateCallableStatement(callableStatement,
sql)

FRAERT Java ) X-Ray FATEBERKBEN

FRERY RREBRFANBT A TARERMTHKN TE. SEERADITES HmET ﬂﬁ]ﬁ‘f X-Ray
FRIBEBLEFFIRPERNES. EUACIEEMFXERNHMFXEH#THE, HENABER
DRV MERE S IS FOER M TR

EEEFHE , iBM# M beginSubsegment # endSubsegment F %,

Example GameModel.java - BEX F7 &

import com.amazonaws.xray.AWSXRay;

public void saveGame(Game game) throws SessionNotFoundException {

// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("Save Game");
try {

// check session

String sessionId = game.getSession();

if (sessionModel.loadSession(sessionId) == null ) {

throw new SessionNotFoundException(sessionId);

}

mapper.save(game);
} catch (Exception e) {

subsegment.addException(e);

throw e;
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} finally {
AWSXRay.endSubsegment();
}
}

FELRFIR , FORPHRBEASTHEERE LMW S EM DynamoDB &K 1% , £ HAmazon
SDK for Java#y DynamoDB BRET 28 RRFHEHK. EF2BEPIELABLIEA DynamoDB F
I, Save GameiZ#l&REMEFF5 K.

¥ Scorekeep AWSE

Scorekeep 200 30ms @ e
DynamoDB 200 6.0 ms it i
DynamoDB 200 50ms [~
DynamoDB 200 S0ms ]
DynamoDB 200 6.0 ms ]
## GameModel saveGame - 14.0 ms
DynamoDB 200 50ms ]
DynamoDB 200 8.0ms ]

MEFHBEHPHRBILXTRERE , FEGEEtryBELEHITH
HAWSXRay .endSubsegment () EFinallyRBRUBRBEKZLERF IR, MR FHERKRER , MR
DERFTETR , FRIEE X-Ray,

NFASIARERENNRE , AU ZABEIEEAWSXRay . CreateSubsegment £} Lambda &
£ 8

Example ¥ % EX Lambda B %

import com.amazonaws.xray.AWSXRay;

AWSXRay.createSubsegment("getMovies", (subsegment) -> {
// function code

1)

HEBEDRIAEEMF O BRPOIEFHERE , SDK for Java i X-Ray FRTEGLRELERK ID Hid
FTT 46 BF [8) A1 45 SRR o

Example @& THIEN F 5 B

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "Custom subsegment for UserModel.saveUser function",
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"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
3,

HWFRENZEERE , DNFIF FERMELELendSubsegment () FERBREERBXE , RRESR
SHITHE ATRE 28N X-Ray £ X, IRFSFREEXXEXMAGXMA , Mit5EFa s FgEN
BRI LA X-Ray FHERF

Example &% F 7 E&

@GetMapping("/api")
public ResponseEntity<?> api() {
CompletableFuture.runAsync(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("Async Work");

try {
Thread.sleep(3000);

} catch (InterruptedException e) {
subsegment.addException(e);
throw e;

} finally {
AWSXRay.endSubsegment(subsegment);

}
1)
return ResponseEntity.ok().build();

}

FERAERAT Java B X-Ray FF & TE SR INERF T EIE

LU ERERNTHBFEERARER, REINARFHEMER SR ERNTHERNE
X-Ray FR TR 7 RFECIZBBE L F 2K,

ARRETENR, BFHARENE-EXN, FEIREFHRSILESE—EFERAFEREN. FHAERIER
ERAFXNEHAEPHIREHITOENBIBRE A GetTraceSummaries API B {E R EIE,

MetadataR EFEMREENR-EN , SEINRMIIEK , BRBEHRSIDUESHEREX —EE
M. FRATHBRCXEFRERFTETEESRR - BEANEMGIE.

BRYERNMTBIR 2, BEALIEEAS, ID FHEEDERLE, AF ID ERETRNEMRFERF ,
FRAF2NEREHRSILATER.
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Amazon X-Ray R A RIEE
ANSEN=ES

« FAEAT Java By X-Ray FA T EGiEH

s FAEAT Java B X-Ray F AT EEid

« AERAT Java B X-Ray FRX T ERiIEFKAF,

FBERT Java By X-Ray F X TEGidx%
FERERICREXENHEHRSIUHTEEN RN FORNER,
AREKR

. B4— B% 500 NEREFEER. TERBGE | TRILBRA .

« {E— 5% 1000 4 Unicode &%,

+ Entries— 8 MRER&Z 50 MNER.

BFRER

1. M AWSXRay FREUN Hai o B =+ 2 B 5 A,

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();
/4

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();

2. AAREFNERANARE. BFESXFHHEEMN putAnnotation,

document.putAnnotation("mykey", "my value");

FEIESIBRUR-ENNERIEREannotations KR X RP MR, EHERRERMEKX
putAnnotation FEXZE— 7B F20 &L ZaERHE.
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FRARER

EEREAETREENEIRMWIRE | iffannotations. key B RERHFEH <BF,

Example sxc/main/java/scoxrekeep/GameModel . java— SR F T HIE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {

// wrap in subsegment

Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");

try {
// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resouxrces", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

FRERT Java B X-Ray F X TEGiE

ERATHBEIERERELENHRHRSI UHTRRN D R F 2 EROER.

BE, HREHTFFEH JSON FHRBEANEMT R
IR THIE
1. M AWSXRay REXN ZH I 5 BRR F 20 EREY 5| Ao

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();

THEETARFZRS,

ARMTHE
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G

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();

2. AATEFNEMEZEA, FHEEAMRE. BFE. FHEEIXNREN putMetadata,
document.putMetadata("my namespace", "my key", "my value");

G

WRMNEERENEN putMetadata,

document.putMetadata("my key", "my value");

WMRLKBIEEDEZR , WFLATEGFERAdefault. FAMRBAAMIK putMetadata FEE
B —2 RS F 5 R EZAIERIE,

Example sxrc/main/java/scorekeep/GameModel . java— ST BT HIE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionlId = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resources", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
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FRARER

subsegment.addException(e);
throw e;

} finally {
AWSXRay.endSubsegment();

}

FAERT Java i X-Ray F AT EGiEFKAF
ERBFERPEBRLENAF ID SRR EERNAF,
iExXAF ID

1. M AWSXRay ZREXX =8l 5 B2 H 51 Ao

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();

2. CallsetUserEB XA BERNWAFNZERE ID,

document.setUser("U12345");

IERBAERBIZRP A setUser UAEENABRFTHALEERBIULAERKAF ID, MRERTEE

Ao BRIREMF ID, I MEEMTHREEXLRFA.

Example src/main/java/scorekeep/MoveController.java— A ID

import com.amazonaws.xray.AWSXRay;

@RequestMapping(value="/{userId}", method=RequestMethod.POST)
public Move newMove(@PathVariable String sessionlId, @PathVariable String
gameld, @PathVariable String userId, @RequestBody String move) throws
SessionNotFoundException, GameNotFoundException, StateNotFoundException,
RulesException {
AWSXRay.getCurrentSegment().setUsexr(userId);
return moveFactory.newMove(sessionId, gameld, userId, move);

}

EERAF ID WRER , BREuserfEREXPEA XBF

AR THYE
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Amazon X-Rayi& Fl T Java §9 X-Ray SDK HV3E+R

REBNLE Amazon X-Ray v B Z=[E, EIRMEE., SAUERERT Java B9 X-Ray SDK W& E
) X-Ray XEtH & R KL S# CloudWatch $8¥R. X LE4EFRK B X EXHYFF 48 F1 45 SRt B A K 48
ix., MEMRGHRSIFE. ERIXLRIERERKEEF 2 BN E =R 4% 7 &

CloudWatch "R L 2 —MNEGTFHE. BIR2HPHERE S CloudWatch |, 3k — Az 6@ I FFHES
HBTER. & ( HAmazon Web Services ) FIERBTBELILAMEIEAF |, CloudWatch HFHExiX L
ERNGiTBEEN —HEFNNEFIEEHITRE,

?‘a‘ﬁxﬁi.%%"\ WREAUR—NHSNEERITHE-—EL, BMERBE-IEBEN - ITEES
i (Wik ). HERGUEHEN , BENBBERBREGREZE, BEnaHMEEMNRRS,

BXMWEZEE CloudWatch , 5 (I %# CloudWatch AF#ER) o

X-Ray CloudWatch ¥§#r

ServiceMetrics/SDK & Z2 B BIFLL T FE+R.

1R

Latency

ErrorRate

FaultRate

ThrottleRate

A ARSI B8R

FiE, &ME. &

RE. iTH#

Average. Sum

Average. Sum

Average, Sum

DU

FFHa Bt B A 45 R B B
ZENER, F9E

. R/MEMZRAKES
h T?WLﬂoﬁ
R T BiER .

R4xx Client
Errori RSB M A MK
HEHBERWBERN
ER,

fERA5xx Server
ErroriRASHE KM

H S B BE R IR BR IR
£,

RE 429K BINZ
PREREEMVIRE, X

Bkt

Bkt

Bkt

e
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FRARER

1R

OkRate

X ¥4 CloudWatch R~F

A AR SE T IR DU L0}

Average, Sum

BErrorRate IE#r

HF &,

EROKRSBEHER HBokk
BRIERAVER,

EATRPWEERMIEIEE X-Ray 7K Java B AREFREAIEIR.

%*E

ServiceType

ServiceName

DU

RS HISEA | fHlan , AWS: :EC2: :Instance

= &NONE , IR HE,
BRI HLSE B o

/8 A X-Ray CloudWatch %5

ERAUTERES SN Java NARFHE ARERER.

Bl B IR ERFE AR

1.

Ff aws-xray-recorder-sdk-metrics @HFMMH Maven fK#Hi. EXEZELR , &

F Java B9 X-Ray SDK F1&E3R,

EE£RRFIBRAFZH—M#FMetricsSegmentListener (),

Example src/com/myapp/web/Startup.java

import
import
import
import
import

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

@Configuration
public class WebConfig {

xray.AWSXRay;

xray.AWSXRayRecorderBuilder;
xray.plugins.EC2Plugin;
xray.plugins.ElasticBeanstalkPlugin;
xray.strategy.sampling.LocalizedSamplingStrategy;

ZHE A

15 7
I

334
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static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard()
.withPlugin(new EC2Plugin())
.withPlugin(new ElasticBeanstalkPlugin())
.withSegmentListener(new
MetricsSegmentListenex());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

}
}

3. I CloudWatch REUFEAL S #H#E M ITE R (Amazon EC2), I Z#hd# 4 AERARS (Amazon
ECS) sl 3%k Elastic Kubernetes 8% (Amazon EKS) WS E#F :

« Efig& Amazon EC2 , S RET Zi# EC2 LEE CloudWatch {X3E ] X-Ray ST T2 Fo

« EflE Amazon ECS , {55 R1E Amazon ECS E#% CloudWatch K2 H] X-Ray SFHEFo
« EfE Amazon EKS , 257 Amazon EKS E#2 CloudWatch ¥ X-Ray SFHEF.

4. 1% SDK Bl 5 CloudWatch REBEE. RIAMBERT , SDK BN #t4127.0.0.15
CloudWatch XE#H TEFE. BB IMETED Java BHIRE N address:port REE
% Rttt

Example }hNETZ E

AWS_XRAY_METRICS_DAEMON_ADDRESS=address:port

Example Java &

com.amazonaws.xray.metrics.daemonAddress=address:port

KiIrEE

1. & %Amazon Web Services Management Console # 3T CloudWatch #2#|& , Mk 7 https:/
console.aws.amazon.com/cloudwatch/,
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https://console.amazonaws.cn/cloudwatch/
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Amazon X-Ray FERARER
2. I B EIR  MEEFRRBAER.

3. (" ) £ CloudWatch #H| A AKX+ £ |, THServiceMetricsSDKAKA, EHREE
MIEHRHEEMNBER , ARBIABEHEE,

EZHENARFPHNLERMEEXRETX

HEENNARFPOIEFTLEN , AWSXRayRecorder A% X LB o0 R F 2 BRES4AH 5
. MREBEMEBPEASIINE K, FRIEELZHEATITFENS R , X2SHEHN

SegmentNotFoundException,

ERGEFALEFSIARE , B LEA ContextMissingStrategy BLE 12 %8T , AL BIEFRKE
iRo BAILATERIB B EA SetContextMissingStrategy BLEREE , REMFANETERRZEEURES
BRI,

BRERN—T S EREAFHPE . EEBHEENEA beginSegment , FELNHEH AT EA
endSegment, MRBEEZHHFERNME HTTP ERMETHRE , flIHNELNNARFBIHNIEIT
BB, XBRES.

MBEBEAZANEERLEBEEABER , BULEHAI 2B F o EERIFEE , HYHREMHELEELRIC
Kefo XEULUBRAN THELEFIERNER , HXBENSBREHNZBERIEZRNEREEN XKD E
HE. —BZXBEHLEFTH , EmuUblEMAsegment.run(() -> { ... })FH%E,

BRF, BERETELEREADTES K.

£/ X-Ray ERT w2

EAT Java ¥y Java X-Ray F R TE B A UERS Java BFHAFERAXE LT IUAT
25]o SegmentContext Executor SR31 7 Executor #0 , X E K& & A LA4% % E|CompletableFuture]o
XA ULAREMARSREFFIERE ETXPEREBEHXENT,.

Example 7=l App.java : FFXE £ T Xi1T8& %4 CompletableFuture
DynamoDbAsyncClient client = DynamoDbAsyncClient.create();

AWSXRay.beginSegment();

// ...

client.getItem(request).thenComposeAsync(response -> {
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// If we did not provide the segment context executor, this request would not be
traced correctly.

return client.getItem(request2);
}, SegmentContextExecutors.newSegmentContextExecutor());

AOP HXIHiEEEATF Java B9 X-Ray FF AT E

AREBNBUNAEFREREZOBENIER T A X-Ray SDK F Spring Framework 3Rz £ #3 51 /3
BF. “%"ﬁk#iﬁﬁﬁ FMIER A M 7 AR N ZFEZ 178 R AR FAmazon,

E&HEZEE M AOP

1. BLi& Spring

2. [NARFRINREYERS
3. XNARBAIMERHIRIED
4. BUENRAERTHR X-Ray

Bl & Spring
I&TLAE A Maven B Gradle ¥ Spring BLE N £ AOP 2 &R AREF
MREFER Maven REBRNARF , WE pom. xml 3XH4H RIS T KB,

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-spring</artifactId>
<version>2.11.0</version>

</dependency>

3F Gradle , £ build.gradle SR T ARKHIN,

compile 'com.amazonaws:aws-xray-recorder-sdk-spring:2.11.0'

BERER

BRT E—T A H#EIRE Spring KIS |, NREFEAK 2 Spring Boot , MR BB HIEZH LT
IR, BRI TR,

Maven :

Spring F# AOP 337
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<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-aop</artifactId>
<version>2.5.2</version>

</dependency>

Gradle :

compile 'org.springframework.boot:spring-boot-starter-aop:2.5.2'

[6) B P 2 o 728 B R B 0T 5IS 25

FiltermZMWebConfig R RN a. o BEBMMENFRHFHR4LIEE| AWSXRayServletFilter 14
EEH. BXRELESARMNEABRNELEE , BSRAEHAEAT Java i X-Ray FATET

Example src/main/java/myapp/WebConfig .java — Spring

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

}

HEBNIE Support

Spring 6 Bl ARERAHEIEM AR Javax. AT XIFXNFG B ZEE , X-Ray 8|2 T —Hparallel
X XEXRCTFENEACHEINEGRZ=E S,

MNF>IEEEER , javaxBR N jakarta, MBS BB RN , E A KEEB jakartaZzalii
o, AR RGP
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https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/javax/servlet/AWSXRayServletFilter.html
https://spring.io/blog/2022/11/16/spring-framework-6-0-goes-ga
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package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import jakarta.servlet.Filter;

import com.amazonaws.xray.jakarta.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.strategy.jakarta.SegmentNamingStrategy;

@Configuration
public class WebConfig {
@Bean
public Filter TracingFilter() {
return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("Scorekeep"));
}

ERENAE R ED

BH R LIE R X ITeXRayEnabled ¥ ## |, S F X EXRayTracedO, XFEHM AOP REBE
R H BB 1T X-Ray 247,

£ R A2 P R BUE X-Ray

EENARFPBCE X-Ray R , BB A4TBaseAbstractXRayInterceptor B BEUT S
ERT BHRE,

« generateMetadata—LhEE AT BE LM ME LR RBIREN THE. BRIABRT , EERITH
HBHXBRBREAHES, NREFTEHMER , TURME S HIE.

« xrayEnabledClasses—IWWEBNZE , RARFAE, EXRIAVARNEN , EREBREHERL
Fit. BUEEEREMEIRENEeXRayEnabled REXIA R, U TR EASHAEEBEEFS
RfEMA eXRayEnabled SEFRBRAMERKFTEEHIZE bean,

@Pointcut(”@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)”)

MRRAIE FE AR R Spring Data JPA , ATLLE RN EAbstractXRayInterceptori
JEBaseAbstractXRayInterceptor,

el

LTRIEBY BT MmRFEBaseAbstractXRayInterceptor,
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@Aspect
@Component

public class XRayInspector extends BaseAbstractXRayInterceptor {
@Override

protected Map<String, Map<String, Object>> generateMetadata(ProceedingJoinPoint
proceedingJoinPoint, Subsegment subsegment) throws Exception {
return super.generateMetadata(proceedingJoinPoint, subsegment);

@Override
@Pointcut("@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)")

public void xrayEnabledClasses() {3}

LT RIBRE—1MFFH X-Ray THHK,

@Service

@XRayEnabled

public class MyServiceImpl implements MyService {
private final MyEntityRepository myEntityRepository;

@Autowired
public MyServiceImpl(MyEntityRepository myEntityRepository) {
this.myEntityRepository = myEntityRepository;

@Transactional(readOnly = true)
public List<MyEntity> getMyEntities(){
try(Stream<MyEntity> entityStream = this.myEntityRepository.streamAll()){

return entityStream.sorted().collect(Collectors.tolList());

NMREEEHEBENNARRF , NEEINARFNTRERAMER NRHERE TERSAR) , 0
TEHaRFERAT.
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FRARIERE

Traces > Details

1.0 day (2017-12-14 18:55:56 UTC)

Timeline  Raw data
Method Response  Duration Age
GET 200 200 ms
Name
~ metering-server ElasticBeanstalk::Emvironment
metering-server 200 200ms
limitFullReport - 180ms
imitReport - 130ms
fincdOne - 2.0ms
metering@null - 0.0ms
findAllBy Tenantid - 20ms
metering@null - 10ms
findPeriodMeasureTotal - 2.0ms
metering@null - 0.0ms
findOne . 6.0ms
metering@null - 1.0ms

¥ metering@null DatabasecSOL (Client Response)

o000

aa

aa

D
1-5a32ad1c-56e2c75fficf01a767b26eda

4.0ms 6.0ms B.0ms 10ms. 12ms 14ms.
L} ) 1 1 |

1 T rocen-ov.s-ast-| st

SOL: jdocomysghaurora’/metering. cluster-crgxpyOuudaj. u....

SQL: jdbe:rmysqhaurora//metering.cluster-crgxpyOuudaj.u...

S0L: jdbc:mysql:aurora’/medering. cluster-crgxpyOuudaj.u...

SAL: idbc:mysgtaunomy/matering, cluster-crgpyOuudal.u

Spring F# AOP
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£ Node.js

BFWT A ETLUE Node.js B ATERFE X-Ray ZIERER

« AmazonOpenTelemetry Distro JavaScript— —NAmazoniZa ARESR T —4HFFE , A TRz 4
RIEM R IEPRFRERE EAmazons 85 R, B Amazon CloudWatch , Amazon X-Ray 1l &b
OpenSearch RS , BidAmazonOpenTelemetry Collector Distro.

« Amazon X-Rayi& AT Nodejs B F AT EG— —HAFERIRER X-Ray B X-Ray F#".

BXEZELR , S 97% Amazon Distro for OpenTelemetry #1 X-Ray SDK 2 [A1# 1Tk,

Amazon & 1Thx3& | T OpenTelemetry JavaScript

BE&Amazon Z1ThR3&E A FOpenTelemetry ( & ) JavaScript , ¥RE] AFIYREY B FAFE R 1T

— RN, REFHEXHIERNRRRES SN NARFAmazonEZERA R , BRELS#H
CloudWatch , Amazon X-Ray , &I &i#0OpenSearchfk %, & X-Ray SAmazon X THER T
OpenTelemetry EEFWMNAH . — N OpenTelemetrySDKEB A E X-Ray Bt & A , L&k Amazonk 1T
Wx3& A FOpenTelemetry Wi R 2 /8 5 X-Ray B &M,

EFRER |, S Amazon & 1T HRiEM T OpenTelemetry JavaScript3X £,

® Note

ADOTJavaScript>X # 8 IR 5854 Node.js MFATERF. ADOTJavaScriptZe &[5 3E Ml 5
& FPin S HE X-Ray,

BXxERFHENE ZE B Amazonk 1ThiE B F OpenTelemetryflAmazon X-Ray# E ftAmazon Web
Services , {2 Amazon & ThRi&E B F OpenTelemetrys & Amazon & 1T iR i& B F OpenTelemetry XX
(=B

BXRESXEHNRENESER , 2 HAmazon AT EMIT S GitHub,

Amazoni& | T Node.js B X-Ray

EAT Node.js H9 X-Ray SDK 2 —NA T Express Web R A2 /5 Node.js Lambda B E , ©i2
H T ATERRERBEAFEAES X-Ray FHFEFHNENSZ, REBESEERNARFLEN
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/javascript-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
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BAHTTP BERNELR , URNARRFEAXN T RS HTHERAKESAmazonSDK & HTTP &/
Ui o

® Note

BT Node.js B9 X-Ray SDK  —/NFRIE . fRATLASIEZT B H 12 R IR M B EUE K
GitHub:github.com/aws/aws-xray-sdk-node

WMRIEHEER Express , B , ENARFRS R LN X TESERNPREARBEREEAFR, HHHE
HRAEBMRBREERUNE - N BAEREMNN TR ZD R, HoRITFN , ETUERAFATIES

ERmNTEREEANI SR , AR FORUBRETHAR, TRIEEELAFICREDRITI
NNARFSIRNRE,

N TR AR F SRS EAR Lambda BN , Lambda 2 IRERERIRELH B 3h RERRAFFR, Xt
THAMINRE , fRABAEE LambdaXff& ARYIERFATRHEMBRER, TIeBHMER , Lambda o EX
BRI HEALS X-Ray SDKo

® Note

f£ Lambda £ , X-Ray FA T EGRAEN, MREBFRERBFEAT , WEHNRSBRED
FE8E—1AT Lambda REW TR , UKREA Lambda BT 2. BERMRGFRT
Ba | B Lo IR EEARE |, LUER Lambda i XM EEBERINF 2. S5 Amazon
Lambda & Amazon X-Ray T ¥ Z{E L&,

BTk, £AEMAT Node.js B9 X-Ray SDKALZFREYAmazoni& A FJavaScript?E Node.js & F i,
B HRKEFT TFBiER Amazon Web Service BRI E FimkI IR , SDK 288X MU EFERIE
REFDEF. Amazon Web ServicesfBERFHRIHRINERFENTHETRERERSHE L | 2L
HBh BIN B B AN ERE E SR AN BR &I B &

& T Node.js # X-Ray SDK &35 HTTP Web API 89 R B A SQL EWIEETITE, F HTTP
EFmOEEAATESNBRAEZFUIEREXREE HTTP BANER. X T SQL &/ , K
FERTHREERERRE,

hE A RAMNB A TEABERUBEZRENER. RATLA Node.js A& X-Ray SDKIAEERH
TARIEFEXEETHNE S Amazonz T ABRFNITERIR.
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https://github.com/aws/aws-xray-sdk-node
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EFAXRBFRURNARFEIBEMNTBERAEN TENEMBES. IREMENREX , ShiXE
BENRHRSIUATHESRARERS , UELEBERISRBEHRFENRE, THESRENRBIER
K, HEALUEREBANRAEEA - F51{tH JSON WEMIE .

@ B THIE
SERA TR R @A X-Ray SDK FMEXBHAETA, TBOHEHRE , UESTES
FER—REA. TRERBHRS  ETUER X-Ray BHA% API EFKEABTEE, &
5 X-Ray REUIRI LA A BT UE B X LERIE,

HRBPEFREINNEF RN , —MERDPRALERETFIR , DMNEFRAENENEHG
XNE—NFOER. BUNESHEFREACGEEEEL T IERPREEBTOBRANETH. BTN
BNEBIEARBLHRIIRAENFOR , ALK FOBRNABENEIR K MTAREERDRNTE
RN&.

Bx SDK WEMBENSE X |, 55 @Amazon X-RayNode.js Bi#EF £ TES APl &,

=R

EF T Node.js B9 X-Ray SDK EZ Node.js FMILATFE :

« atomic-batcher—1.0.2
e cls-hooked—4.2.2
* pkginfo—0.4.0

* semver— 5.3.0

HERTRIEEYE NPM —BLZEN , FRTEGRNARLERE,

EBEFAmazonSDK &% , AT Node.js B X-Ray SDK EEH{EKRAHI Amazoni& B FJavaScript
£ Node.js A1,

e aws-sdk—2.7.15

1K B T B

EHA T Node.js B X-Ray SDK AT NPM 3k15.
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https://docs.amazonaws.cn/xray-sdk-for-nodejs/latest/reference
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« @E —aws-xray-sdk

NFAFER , ARXRIEESE NPM —REZEERAR B &+,

~/nodejs-xray$ npm install aws-xray-sdk
aws-xray-sdk@3.3.3
### aws-xray-sdk-core@3.3.3
### @aws-sdk/service-error-classification@3.15.0
### @aws-sdk/types@3.15.0
### @types/cls-hooked@4.3.3
# ### @types/node@l5.3.0
### atomic-batcher@l.0.2
### cls-hooked@4.2.2
# ### async-hook-jle@l.7.6
# # ### stack-chain@l.3.7
# ### emitter-listener@l.l1.2
#  ### shimmer@l.2.1
### semver@5.7.1
### aws-xray-sdk-express@3.3.3
### aws-xray-sdk-mysql@3.3.3
### aws-xray-sdk-postgres@3.3.3

HOoH HF OHF OH OH O O OB OH O

£H --save I AT X TEBENNAREFW package. json AEYEKBITIRE,

~/nodejs-xray$ npm install aws-xray-sdk --save
aws-xray-sdk@3.3.3

WREN N ARFEE KBTI RAE S X-Ray SDK B RBIHZR |, MR 8 2 &M ANMRA AR R
BtE, AXEZFAER  FSRAATRBXREMNES NPM X,

Node.js 7=l

5... 8¥EAmazon X-Rayi& AT Node.js B SDK , AITEERE I REY Node.js B AR FITIREIERHP
i E I

* Node.js =l 5 A2 F £ GitHub,
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https://www.npmjs.com/package/aws-xray-sdk
http://npm.github.io/how-npm-works-docs/npm3/how-npm3-works.html
https://github.com/aws-samples/aws-xray-sdk-node-sample

Amazon X-Ray FERARER
BtEEA T Node.js B X-Ray F XK TET

AL AEHEE Node.js B X-Ray SDK , LBEEXNARFETHRSNES. BSRBIARE
TR EARINE R T3 E B ARE RAYRAEHN

NTE R

- REEH

o EXHEHAN

- BERIEXR

- X-Ray ST iEFitht
- BETE

AR S5 14
plugins AT RZREXRRELNWRARFNRSHER.
ke

« Amazon EC2 —EC2Plugin # 3=l ID, ATAXAH CloudWatch A&,
« Elastic Beanstalk —ElasticBeanstalkPlugin JIIFRE B, MRAFRZFIE D,
« W ECS —ECSPlugin ARINEES ID.

EfAEY , BEAconfighZEEEA T Node.js B9 X-Ray F X T E A,

Example app.js-fi#

var AWSXRay = require('aws-xray-sdk');
AWSXRay.config( [AWSXRay.plugins.EC2Plugin, AWSXRay.plugins.ElasticBeanstalkPlugin]);

SDK e fEAFBHRERREXE LHoriginF B, XERTETENNAREFNAmazonERER, X
A Z AN AR , SDK EA LA T AT F R ERIR : ElasticBeanstalk > EKS > ECS > EC2,

KA

SDK A EHE X-Ray #£H 8 P E XK REANRB\EZICKHPLFR, MUAAN SV EREE—ME
R, BAR[E X-Ray ZIARERAVFIE RS FEMBANERNBED 2H, £ X-Ray 24 & H |2 HE M
n, BEMSIMNRAEFCERNEEE.
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FRIEEFHRCNNERFEABEXRAN, MRERCESNMBEAN , N SDK RMAE—
AN,

® Note

3R SDK &5 X-Ray ZREVRFHMN , ©RRENERE —MEROMAREAN | UKk
BETHNAEMFEABERNED 2H, MREVURBENRFARE API, HEFTEEEE X-Ray
SRR, EEX S SDK X HEY APl AR TCP RE |, R EXHER.

&t AT BUR SDK BLE M JSON MAS NS RN, EFTEMEM X-Ray REMNIERT , SDK A BAfE
R MNER 240, t AT DR E A A st AL

Example sampling-rules.json

{
"version": 2,
"rules": [
{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1

}
}

BERAIEXLT —PNEBEXRUM—MRIAAN, BELANRA 5% BRHER | ZEREERKENE
R /api/move/, FIAMNBHRERE —MNMERM 10% WEMFR,

EAMEXANBRIZ , BEBFBICEKFNENRGMIULNA , MARE X-Ray RFEE, &
HEEZSTN , BEERLKMEEMN , XESEHICRNBIEETESEMRE.
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BAmazon Lambdaf , B EEURER, NRENEHHBBMUBLESIAA , MERBIZERS X
A5 SRR HE Lambda ik, MRFA T T REFEBEFTFERENRL , Il Lambda & #H K8 R
Eo

EREZXHPHAN | FHEHERT Node.js B X-Ray Fr & T E SN XH s RN
NJsetSamplingRules,

Example app.js - 3k B X 89 ZAF L

var AWSXRay = require('aws-xray-sdk');
AWSXRay.middleware.setSamplingRules('sampling-rules.json');

BRI UAERBAREAN , HFETEANREZIELS setSamplingRules,

Example app.js-MXJ &R # E £

var AWSXRay = require('aws-xray-sdk');

var rules

{
"rules": [ { "description": "Player moves.", "service_name": "*", "http_method": "*",
"url_path": "/api/move/*", "fixed_target": 0, "rate": 0.05 } ],

"default": { "fixed_target": 1, "rate": 0.1 },

"version": 1

}

AWSXRay.middleware.setSamplingRules(rules);

ENEAARMN , EHA disableCentralizedSamplings

AWSXRay.middleware.disableCentralizedSampling()

BE&igH

EMNFATIEGFiERKEH , FHMH AWSXRay.setLogger(logger) , EA logger RiRfit#rHEH
FIERFZE (warn, info &) IR,

BHRINERT , SDK FEREFANR EMNRER R ERERICRKEESH A, ATLE
FHAWS_XRAY_DEBUG MODE:RAWS XRAY_LOG_LEVELMEZERIRENEICKkea BERH. BHxX
ﬁi‘iﬁu‘ﬂ%“ﬁﬂ’]ﬂﬁ |ﬂ%iﬁ.xio
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MREHLENBERETENENIE Wy , WATLN SDK RELBE S KIS RB[ED , WA

Ro MR EANNREALUER, XEWEITAERTZ BEE , H121 Winston , FFHERE
%45 SDK,

Example app.js - H&EiZ%

var AWSXRay = require('aws-xray-sdk');
// Create your own logger, or instantiate one using a library.
var logger = {
error: (message, meta) => { /* logging code */ },
warn: (message, meta) => { /* logging code */ },
info: (message, meta) => { /* logging code */ },
debug: (message, meta) => { /* logging code */ }
}

AWSXRay.setLogger(logger);
AWSXRay.config([AWSXRay.plugins.EC2Plugin]);

EaTHMEES EZ28AA setLogger , BRBRXLEREN T L

X-Ray SF# 2 FFith ik

MR X-Ray TP REFUTHMIKEARKEN127.0.0.1:2000 , M AT LUF Node.js B9 X-Ray SDK L&
T RERBIE R X B E At st

AWSXRay.setDaemonAddress('host:port');
B LB B RS IPv4 st iEE E L.
Example app.js - SFF 2 F ik

var AWSXRay = require('aws-xray-sdk');
AWSXRay.setDaemonAddress('daemonhost:8082');

MREEFTHEFEENETRMNGR O LMT TCP M UDP , NAIARENEFHFEFEIREFEE
—&,

Example app.js — TR O LW FHEFibit

var AWSXRay = require('aws-xray-sdk');
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AWSXRay.setDaemonAddress('tcp:daemonhost:8082 udp:daemonhost:8083');

Beoh , BE R BUEE 2 AWS_XRAY_DAEMON_ADDRESS 13548 &K% B ST 2 F it it

BUERATRETEREBEERT Nodejs B X-Ray FATEG, FATIEGXEFUTEE,

« AWS_XRAY_CONTEXT_MISSING— i& EHRUNTIME_ERROR , YH&EMNBLRBERTFEMXE
MR RBENREHREE,
BME
« RUNTIME_ERROR— it HiZ{THI R E,
« LOG_ERROR— iBFEHIRHME (EIN)
« IGNORE_ERROR— ZHBE4E IR FF4kLE,
YMIRBRERITFFE RN ZTHERB PR EERNTELENRBHERANSRILEF RN |, AgEak
£ 5RED B F 0 EBRERBEIR,

« AWS_XRAY_DAEMON_ADDRESS— i% & X-Ray SFHFEFMITENENMIKEO. BRIAMBERT , SDK[E
FHEA127.0.0.1: 20008 EREIE (UDP) MIX# (TCP), MRZREFFHEFEE RN L ITHALR
O, RECEEMENLZE1T , BEALEE

%
- HEMUHO —address:port
« FEMIKA —tcp:address:port udp:address:port
« AWS_XRAY_DEBUG_MODE—i& & , TRUEfY SDK Bl E N Edebug® 5l L5 A &5 H B H &

« AWS_XRAY_LOG_LEVEL — RBINIEFRKIB[RE B ERF. BRER debug., info. warn, error
M silent. ¥ AWS_XRAY_DEBUG_MODE i&{&} TRUE & , [FZ2EEIL{E,

¢ AWS_XRAY_TRACING_NAME— & SDK AT o BRI RSZ B M. BELE Express REIHIZE
73 BE#Ro

FAER T Node.js M X-Ray Fr X T EBRER%

& T LATE Amazon EC2 FfY EC2 k4l L#E A X-Ray BT X T EQ , BERIEH Express # Restify
MRARFFTREHME A HTTP iR, Node.jsAmazon Elastic Beanstalk , 5& Il &i# ECS.,
EABER 350




Amazon X-Ray FERARER

EA T Node.js # X-Ray B#4-F 4 TEB R EMA Express # Restify EERN N AREFREREHS, £
1849 X-Ray HEIERINZINARFN , EAT Node.js B X-Ray HF AT ESLARNENRHEBERY
B—N2ER, W2 BREIEHTTP BRI, FEMLE, HiboaEks B ERIEFHE,

(@ Note

& A FAmazon Lambda#E , Lambda 2@ A BN REBERBIE— N2 K. S Amazon
Lambda 1 Amazon X-Ray T#EZE &,

BIMEERBE-NEN , ATERSEPRREHNARRF. ITUABSHEZXER , BT LU SDK &
BARBEABEBRFNENRADEHEEC, FIBBEATEREFRIVFBINRIERRITIA , MR
BEMEMBMEXNTEE (Sl , MRENIRKRAED ) |, MNARIABR.

© BEMER

MRABHERFEMPNIFERERBEHNAERF , X-Ray 2MX-Forwarded-
ForiERFMtrk , MARKE IP BIEEBFHIR IP. ARRKBERIZRKNE /I IP ATAE ,
Rt FREEE.

EHREERN , FARIEGSESBPREMMFERIERETN. IRXBEEEZF
Bx_forwarded_fori&kEHtrue , EF i IP EMX-Forwarded-ForHTTP &R ARk,

ERAEEFEAISUTERN http BERNBMEABTREUE-ITER

« HTTP method (HTTP 53%)— 3REL. &£, HKE. MRS,

- BFimthit RIEERNEFHE P,

MR ERKIERN HTTP MRS,

o Timing— FF3aetE ( WEIESREY ) FERetE ( ZIEMmBIET ) o
« User agent— iZuser-agentiR#EiF R,

« NBKE— Zcontent-lengthiBTEMAE,

AN=E
« £ Express BRER‘E AEK
« £/ restify BERME AiER
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- BRED BB R

/8 Express IRERME ABFR

EEM Express HEf4 , BEENBHEA , ENBRILCAFRIESEFiRFER
express.openSegment EFURE K A4,

Example app.js - Express

var app = express();

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment( 'MyApp'));

app.get('/', function (req, res) {
res.render('index');

});

app.use(AWSXRay.express.closeSegment());

ENEHBE , EBexpress.closeSegment&MA T Node.js B X-Ray 247 & T EZREIWEA4E
Ro

5/ restify BRERME ATER

EF A Restify R , BRI R TESEFIRHIZIT enable, FEH Restify FRFZH[M D ERB
fEiBE T

Example app.js-Restify

var AWSXRay = require('aws-xray-sdk');
var AWSXRayRestify = require('aws-xray-sdk-restify');

var restify = require('restify');
var server = restify.createServer();
AWSXRayRestify.enable(sexver, 'MyApp'));

server.get('/', function (req, res) {
res.render('index');

1});
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e iB 5 B ap B SR g

Amazon X-RayfE Al BRI EHNNARF I HESHMNARERF. BIEE. 588 API MIX 27K
Amazon M REFEMAB AR, = X-Ray SDK AEABREMXERN , EQEADTFICEKNAEFH
RS BMFERAN.

X-Ray SDK AJBATE HTTP B RIRAHHNENBFERBXR. BR , AAAELRL , XAR2SH
ARSF RS R MBI T R A TS SDK RERMEENIRANERM B R LS E XK , BBHN
R ARV IERIEEERIAR #Ro

MREVNARF NS MERMFER , MATLUR SDK BEENEAID B RBUEXBREHP RRIX
—Ro FIRWERBAV SODK NETHEA RN EREAENSG , FAFRANEHNATTATENFE
Ko

Bl | BAIRERE — N AR EANFERERMBER —www.example.com, api.example.com,
Mstatic.example.com. RALFIER FE AN AKEE* .example. conAENFHEHIFRERR
BEMHWXE , NTTERSELER=RETR. WREHVNARFRINENEERXTEENE
R, BRERSBRE LFIEONINTR , ERIEREENRZABN.

ENABERDIBREAMEBER , BEDNBRICPRARIEENRAEZFNEN , MEIJLF AR,

® Note
BT LA AWS_XRAY_TRACING_NAME 5% E B E BENREFE L ERINRS B FRo

HAMEBERBENL —NENBNEEMNEXT—NE HTTP BRFHNENEEZEXNTENEFERA
WERIANE TR, EFRMABADE , BEFEH AWSXRay.middleware.enableDynamicNamings

Example app.js-B1&5 20 ERB

MEFERFHENBEER *.example.com LE , BEAENSE. &N , FEMA MyAppo

var app = express();
var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment( 'MyApp'));

AWSXRay.middleware.enableDynamicNaming( ' *.example.com');

app.get('/', function (req, res) {
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res.render('index"');

1)

app.use(AWSXRay.express.closeSegment());

1E ERAmazonfE A Node.js ik X-Ray SDK A SDK

LR Y B A2 7 8 A Bt Amazon Web Services i T IR, BEARSIH X EBEAH , EA T Node.js
#9 X-Ray SDK £RETHNFWUFHAS . SiBEAmazon Web Services , SR BTEX LRSS 45 [RI#Y
R (B30, Amazon S3 R Amazon SQS BA% ) , £ X-Ray #HIAMWERSHE L& RA Tk
T R

1 BFAmazonf&iE T 812 H SDK & FisAmazon SDK for JavaScriptV2E L Amazon SDK for
JavaScriptV3. #/1NAmazonSDK WA 7 R ERIR M 75 7EAmazonSDK & F i o

(@ Note

B &l , Amazon X-RayNode.js # SDK £ 7 #7 B 1R Bl Y X E& {5 R 4> Amazon SDK for
JavaScriptV3 s , SN V2 EFmwmMLE, Fla , RRX DynamoDB 8 A H F 2
BRT2EERE, NMREAFETERPEALXEREER , FZEREMAmazon SDK for
JavaScriptV2,

Amazon SDK for JavaScript V2

YRAT LAY PR AR 1T SR88AmazoniBld B /RM SDK V2 & Fimaws - sdk E5R 12 BB A Bk
RAWSXRay . captureAwWS,

Example app.js-AmazonB#F AT ESIE

const AWS = AWSXRay.captureAWS(require('aws-sdk'));

ERNMAEFBTRN , BEEREFENAMazonSDK & ik E1E R
FAAWSXRay.captureAwWSClient. Hl#0 , E5 4 AmazonDynamoDB & /i :

Example app.js-DynamoDB & Fis L&

const AWSXRay = require('aws-xray-sdk');

AmazonSDK % f= if 354
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const ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

/A Warning
REJF captureAWS # captureAwWSClient —2EH, XFSHBEEN F2 K.

X FrAERS , &R BME X-Ray Z2H R ERFAN APl W&, T —%2 kS , X-Ray SDK
SEXBARINES , MEERSRFFREEFANNE.

filan , HEEALIERMA DynamoDB FFim#TRAR , N TUAKRNBEFWIEA , SDK £F K
%i@bﬂ FXEH, ERHEFR , SIRERSHERIBETRN —PEBHTR , HPE-—NEA
DynamoDB ¥R , AFARUKNEFFREA,

Example f T8/ DynamoDB LR FI B I F 5 ]

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "
"http": {
"response": {
"content_length": 60,
"status": 200
}
},

IIaWSIl . {

aws",

"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",

HEBREENZ RN , XU TRSNERASERS EERPLIRFNANT L REERIBFERR
BEA , NRSEIEZETERAT R,

« I3 DynamoDB— K&
- IE#EEFEES— FRENZHBERN
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o M0 5izhfa] S BA B AR S5 — BAFI B #R

Amazon SDK for JavaScript V3

#Amazon SDK for JavaScriptV3 SHERLEY , RSB RMEFIENER, ERR
miy |, AAREXN FTE A TR M AmMazonSDK &R , R V3 FxiFcaptureAWSH %,
FihReEsAmazonSDK & F inf# FAAWSXRay . captureAWSv3Client 5%, i , EHH
AmazonDynamoDB & F7 i :

Example app.js-fE & T Javascript V3 B SDK #9 DynamoD

const AWSXRay = require('aws-xray-sdk');
const { DynamoDBClient } = require("@aws-sdk/client-dynamodb");

const ddb = AWSXRay.captureAWSv3Client(new DynamoDBClient({ region:
"region" }));

£ A BYAmazon SDK for JavaScriptV3 , k& . F# M A AR B HE T HIE L 8l RIR
E , HRFSHRA T 2GRN BET ST N mE RBEHNERT SAmazonfE A SDK &%
Amazon SDK for JavaScriptV2,

Example £/ DynamoDB Bt DynamoDB LARTEI B B F 2 BtAmazon SDK for JavaScriptV3

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",

"namespace": "aws",
"http": {
"response": {
"content_length": 60,

"status": 200
}
1,
"aws": {
"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",

}
}
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£ AEA T Node.js B X-Ray HHEF AT ES

MARFXN MRS SHLE HTTP APl X HiEAR |, B LAERER T Node.js B X-Ray B F AT E
a , kROMXEFAFE AP ER TERSRAMIBRSHE,

PasfRBhttpEAhttpsEA T Node.js B X-Ray H#F X TEBcaptureHTTPsHY 5 3E R IR Er 1k
A

(® Note

S #FET captureHTTPsGlobal() API ERASE =7 HTTP EKEE ( 40 Axios
Superagent ) #1THRA , HEEFEARE http BRI REREA].

Example app.js-HTTP & i

var AWSXRay = require('aws-xray-sdk');
var http = AWSXRay.captureHTTPs(require('http'));

EEME HTTP BEFw LB RRE , BH%E A captureHTTPsGlobal , AENE http.

Example app.js-HTTP &F % (£ /)

var AWSXRay = require('aws-xray-sdk');
AWSXRay.captureHTTPsGlobal(require('http'));
var http = require('http');

WIRDHX T Web APl B9iB AR |, S&EA T Node.js B X-Ray BEF AT EE , HPEEEX HTTP
BRMEBWER, X-Ray FHFOER , NiZiE AP| &£ K HEMT 2 R,

Example T HTTP @A H 72 B
"id": "004f72bel9cddc2a",

"start_time": 1484786387.131,
"end_time": 1484786387.501,

"name": "names.example.com",
"namespace": "remote",
"http": {

#EH HTTP B A 357
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"request": {

"method": "GET",

"url": "https://names.example.com/"
.
"response": {

"content_length": -1,

"status": 200

Example T35 HTTP 3 F3 #9 #ERTER

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@@4f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
"status": 200
}
.

"inferred": true

B A8 Node.js By X-Ray FF X TEBRER SQL &ifl,
B SQL BEFimBEEEA T Nodejs EFmAY X-Ray FR T ESH RS SQL BIEEEMR,
» PostgreSQL — AWSXRay.capturePostgres()

var AWSXRay = require('aws-xray-sdk');
var pg = AWSXRay.capturePostgres(require('pg'));
var client = new pg.Client();
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+ MySQL - AWSXRay.captureMySQL()

var AWSXRay = require('aws-xray-sdk');
var mysql = AWSXRay.captureMySQL(require('mysql'));

var connection = mysql.createConnection(config);

EEASTHNEFiRAR SQL ZifeY , EAT Nodejs B X-Ray F R T EBLEFHBRPIEFEXRE
BENERANES.

£ SQL FERPaEs R

REFEMSEEMRFR VI HE SQL FB , BAIK@EN SQL ERERKN FXEFMMEAWBES. B
W, BEEFRPIERETFEN SQL ENFHH , AJLHHEZRMIE FXEHN SQL X R+,

Example ¥ SQL 2 EL4A T XE

const queryString = 'SELECT * FROM MyTable';
connection.query(queryString, ...);

// Retrieve the most recently created subsegment
const subs = AWSXRay.getSegment().subsegments;

if (subs & & subs.length > 0) {
var sqlSub = subs[subs.length - 1];

sqlSub.sql.sanitized_query = queryString;
}

BXAFIHEN SQL FERNWTEIEK , S, SQL EHHHAmazon X-RayFF X A R IEr.
FAERT Node.js B X-Ray SDK £ B EN F2 &
FRBFEBTHERFMBEANBRERMERN I, BREARENENEFHIKITBIEN , X-
Ray SDK it ZRFoBRHPERNER. BUUCIBEMF o ERNEMF O BR#ITOHE,. HENRB
B eI FEB M EE,

HENX Express 7 E&

£ captureAsyncFunc BBNAA THERFSHEBUEEEN F2 &,

BEX T2 359
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Example app.js-BE X ¥4 Express

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment( 'MyApp'));

app.get('/', function (req, res) {
var host = 'api.example.com';

AWSXRay.captureAsyncFunc('send’', function(subsegment) {
sendRequest(host, function() {
console.log('rendering!"');
res.render('index"');
subsegment.close();
1);
1)
1);

app.use(AWSXRay.express.closeSegment());

function sendRequest(host, cb) {
var options = {
host: host,
path: '/',
};

var callback = function(response) {

var str = ;

response.on('data', function (chunk) {
str += chunk;

1)

response.on('end', function () {
cb();
1)

http.request(options, callback).end();
i

EAXRRGAR  NARFHEE—INER send WEBEN T2 EBRLLAA sendRequest &
¥, captureAsyncFunc 2% &7 BEAR UK i 725 8 A 52 AR A1 B8 B B A < A B9 F 20 BR o
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NFRSEE , BALUER captureFunc B , XSEEBRTERNITH L EIERF25 K.

LR EXBESHMFXEFLEFXER , AT Node.js #9 X-Ray SDK 2@/ EAERK— ID Hidx
FF oA Bt [E] R 45 R B (6] o

Example @& T HTEN FXE&

"subsegments": [{

"id": "6f1605cd8a0@7ch70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {

"debug": {

"test": "Metadata string from UserModel.saveUser"

}

},

HENX Lambda F% &

SDK B & N FERMEIFE Lambda FETEHENAAMXEM B SIE SMNFANXE, BECBERT
PR (XFE X-Ray RSB EBIE %2/ AWS: :Lambda: :Function TR ) , BAAHEHR AR
Facade 2Bt MREFHANEEEFH ID WH PR (EANHZERE ID, R ID FMXHEREK ) , MUK
B DB

Example app.js - FaIBEN F5 B

const segment = AWSXRay.getSegment(); //returns the facade segment
const subsegment = segment.addNewSubsegment('subseg');

subsegment.close();
//the segment is closed by the SDK automatically

FHEAT Node.js By X-Ray B £ T E @ EBF Moz

BUERERNTHBFEERAEXRER, REINARFHEMER SR ERMTHIERMNE
X-Ray FR TR 7 RFECIRBE L F 2K,

AREWERNSR, BIFEFIARENEEN, IREHRSILIESFRBERER. FRAIRIERXRERAT
N AFHBREREFTOENBIEREIRA GetTraceSummaries API BHE R EIE.
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FRARER

Metadata B EX AILEREMRENE , SFENRMIIEK , BRENERERIN —EEARFIR

5le ERATHBIEREFREREPEFCTESHER —RERANEtEIE,

BRYERMABIE N  BEUERICEKAS ID FHEESTR. A IDIEREDRVEIRFE

h, FRETSNEEHRSIBATER.

N EF

- EAERT Node.js B X-Ray F A T Eaid

« S@A T Node.js B X-Ray F X TESFiEFETT

« S&A T Node.js ¥ X-Ray F X T ESieFZAF ID

FEHER T Node.js B X-Ray F X TEEiE
ERAERIEREXENHBHRSINHTERN DRI F 2 BRNELR,
ERER
- BH-BZ 500 NERRFFH. TERIFS , TR,
« {H-§%% 1000 4 Unicode F£¥,
* EntriesB8MNRERHEZ 50 NER.
EFOER
1. KB a5 RS F 2 BREIEI A,
var AWSXRay = require('aws-xray-sdk');

var document = AWSXRay.getSegment();

2. HATEFAERNARE. BFENFHFHEEN addAnnotation.

document.addAnnotation("mykey", "my value");

FRIEASEIRIEEZNE-EXNEannotations XXX RF N R, FEHERREARRX
addAnnotation HEBEZER —2RFF7 B LZAIEXHE,

EEREATREANIRMIRE | iffannotations. keyBERERFFEH <BF,

AR THYE
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FRARER

Example app.js- 8

var AWS = require('aws-sdk');
var AWSXRay = require('aws-xray-sdk');
var ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

app.post('/signup', function(req, res) {
var item = {
'email': {'S': req.body.email},
'name': {'S': req.body.name},
"preview': {'S': req.body.previewAccess},
"theme': {'S': req.body.theme}
};

var seg = AWSXRay.getSegment();
seg.addAnnotation('theme', req.body.theme);

ddb.putItem({
'TableName': ddbTable,
'Item': item,
'"Expected': { email: { Exists: false } }
}, function(err, data) {

EAT Node.js 8 X-Ray F X TEGIEEZT

ERATHBBRIEREREEFNERHRSIURITRRNT BRI FIRNVER . THFEETUARFZRE,

BF. mREIAFSEH JSON S RFHAN T AHEMIT R,
ICFR TR
1. RIS HB O REF 5 ERNEIA,

var AWSXRay = require('aws-xray-sdk');

var document = AWSXRay.getSegment();

2. ERAFNHEE, ARE. BF. FHEINREARFHEHRZRAA addMetadatas

document.addMetadata("my key", "my value", "my namespace");

G
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PRANXTERAERN addMetadata,

document.addMetadata("my key", "my value");

MBERERESBZEE , WA T ESNFERAdefault. FAMERRIAAMNX addMetadata FEE
A—2 B F2ERLEZAIERNE,

iEFTF Node.js B9 X-Ray F A TEGiEZAF ID

WBRBERPERENAF ID SRR EEBERNWEAF . RETRFEBZAMazon Lambda@#2 K 7 Lambda
HEFHXREARATEN, XEXIEE : setUserAARENATXR , MAENATFXR.

iEFEAF D
1. KB EHB 2R F o RIEIH.

var AWSXRay = require('aws-xray-sdk');

var document = AWSXRay.getSegment();

2. CallsetUser()wAEBERNWAFNZERE ID,

var user = 'johnl23';

AWSXRay.getSegment().setUser(user);

YRAI AT B iE setUser MBETESEMY Express M ARFA BB ERELAIZRAF ID, MRERITE
FERPBERIZERF ID, JUEEMTHREEZEXLER,

Example app.js-FF ID

var AWS = require('aws-sdk');

var AWSXRay = require('aws-xray-sdk');

var uuidv4 = require('uuid/v4');

var ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

app.post('/signup', function(req, res) {
var userIld = uuidv4();
var item = {
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'userId': {'S': userId},
'email': {'S': req.body.email},
'name': {'S': req.body.name}

};
var seg = AWSXRay.getSegment().setUsexr(userld);

ddb.putItem({
'TableName': ddbTable,
'Item': item,
'"Expected': { email: { Exists: false } }
}, function(err, data) {

EERAF IDWRER , BEuserMEREXFEA KB,
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£/ Python

BT A ET L Python MAREFE X-Ray KERE :

« AmazonOpenTelemetry Python #J Distro— —/4"AmazoniZz s Zhigfit 7T —4HFFRE , BTz 4
RIFEMXIBIRFIRERE B Amazoni## HF R, B3E Amazon CloudWatch , Amazon X-Ray L 5 i
OpenSearch B , B3 AmazonOpenTelemetry Distro Opentelemetry.

« Amazon X-Rayi& i F Python W X T E 38— —4HATFERRIR X-Ray B X-Ray #iE.

BXEZEER , 55 Amazon Distro for OpenTelemetry 1 X-Ray SDK 2 [8] 3 1Ti%

Amazonfy & 1ThROpenTelemetry E 4

B& & Amazonfy & 1T iROpenTelemetry(ADOT) Python , #R 8] AKX #REY B I F2 F 8t 1T — X

BN, AREZNNARRKIEEXHIERMRIERAMazon SR FARA R , BRFEL T

CloudWatch , Amazon X-Ray , &8 &#OpenSearchfi%. & X-Ray 5 ADOT BB&FERAEERN
A4 : OpenTelemetrySDKE G5 X-Ray BL& A , AR Amazon# X 1THROpenTelemetry iR R E
BRAE X-Ray Bi&fEH. ADOT Python XEFBZIEA , FENNARFEEERXNRBEN A RIXRER,

EFHRER , S HAmazon# Z1THROpenTelemetryPython,

B XA EZE B Amazon & {THROpenTelemetryflAmazon X-Ray M H ttAmazon Web
Services , &2l Amazoni & 17 HROpenTelemetrysl & Amazonkd % 1T iR OpenTelemetry X4,

BXRESXHNEANESFER , 2 HAmazon A EMIT /S GitHub,

Amazon X-Ray Pythonfy 4 T &

EF T Python B9 X-Ray SDK  —1NEAF Python Web NBARRFHNE , CRRETHATERBREEIE
HNEHEKREE X-Ray FHFREFHEMSZ. REBESEEXNARFLENEAN HTTP ERNE
B, URNARFEAXN T HRSHTHRABANEEAmazonRHEF AT ESE, HTTP EF iR SQL
BIREEES., BEUUFHEES BHEERMTBEERRMNERE S,

TLER pip TRF A TES,

$ pip install aws-xray-sdk

Amazonf & 1THROpenTelemetry E i 366
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® Note

&R T Python 9 X-Ray SDK 2 —MNFFRIE . #REJEASIETZIN B H IR R WE M EE R
GitHub:github.com/aws/aws-xray-sdk-python

WRIRHEM Django = Flask , &£ MFF SDK B AN EI 89 N A 12 7 BRBR A2 ARV ER. LEAPEMEA
BIMUBRIRERE - N BAEREMNANTRIZD R, H0RITITN  BOUUERAFRIEGRES

W ERERRMEI DB , BT BRARERTHFER. FRTESRLENIERED RITHR N
RAEFSIANRE, XTHMNRERF , EUNFHES K.

NTFA RN BREF RS AR Lambda B , Lambda 2IEEUR BRI B ) IRERRAFFR, Xt

THMZHEE , fRATSAEE LambdaXf & ARVIERZITREMBRER, TIEWMER , Lambda HolEX
BRI HEALS X-Ray SDKo

@ Note
f£ Lambda £ , X-Ray FA T EGRAEN. MREBFERBFEAT , WEHNRSERED
FE8E—1AT Lambda REW TR , UKREA Lambda HEH T 2. BIRMRGFRT
B4 | BB EEARRE |, LMEM Lambda iEZHEBER N T2 K. S8 Amazon
Lambda & Amazon X-Ray T E Z{E L&,

N ITELZEEEE Lambda RMEAY Python BIEREY R4,

BT, £AERT Python B9 X-Ray SDK B U TAAKN T RIEINAEFHNE, FRITES
XEFUTE,

X BHE

« botocore , boto3— {X8§Amazon SDK for Python (Boto)& F,

« pynamodb— Instrument PynamoDB kX A<K I &% DynamoDB % f= i

* aiobotocore, aioboto3— XE&FF-EM T Python T/~ imAV BRI R TEBM SRR
« requests , aiohttp— XEEEHHI HTTP F ik,

« httplib, http.client— BAMEKR HTTP FFHMEACIINESRIINE,

« sqlite3— &% SQLite & .

« mysqgl-connector-python— {%8§ MySQL & F %o
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* pg8000— 1L EF4E Python PostgreSQL # 0,

* psycopg2— {X 8§ PostgreSQL ¥ iEFE EHL 5.
mongo— 18§ MongoDB %& F~ I,
mysql— X EFPyMyE T SQL # MariaDB B % F~ i o

BHENWNARERBAARAmazon, SQL BIEESEM HTTP RS , SDK 2@E FOERPIEKEXZH
WS 8. Amazon Web Servicesi&EIRZ HF1F R R FRMERN THET RERERSE L |, LLABD
RIR B BN ERE £ RV ES IR A0 BR i |1 &3,

FTREM SDK G , BEATARBEXETHEEFRH RN P E 4. ERILUNINEHRICFEXNA
BFLETHITERFRNESE  BYELRFANRBELRHETA , REBERIIAENARRFBE
PEEREFRIEENESHEDLNER.

EFRAXRBERURNARFEIBRMNTEEREN TENEMBES. IREMENREX , EHhixE
BEXNRHRSILATHERARER , MELEBERISBEHENRE. THEZENRIIER
K, HEALUEREBANRAEA - 7F51{tH JSON WEMEE .,

© EBATHIE
SERF KRR EHER X-Ray SDK FMBXROEETAR, FRERHRT  UESTES
FHRX—RER, THRERRHRS] , BTLUER X-Ray BHAK API ERBRE BRPEE, £
BT X-Ray SREAURN LA BT USE XL,

HRBHPEEREINNEF RN , —MERDPRALEREFIR , IMNEFRAENENEHY
NE—NFOR. BAUNBSREFREBAGESEEENFIBRPREETDEANESH, BAUN
ENMHBEEARERUIEZAEN FR, AR, BAUEF 7R LIERABBENIR  MALEXDR
EEAFRBARR,

Bk SDK HIZEMBENSE XN |, HSRAmazon X-Rayi& A T Python B SDK,
=R

EATF Python B9 X-Ray SDK Xi#FLA 5 S MERA,

- g 27, 3.4 RESKRA
« BX—1.10 RESRA
o BHE— 0.10 RESRA
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https://pypi.org/project/pg8000/
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« aiohttp— 2.3.0 REFRA

« Amazon SDK for Python (Boto)— 1.4.0 & & & kA<

« botocore— 1.5.0 REE A

« WH— 047 RESHRA , EAT Python 3.4.0 RERRAE
« jsonpickle— 1.0.0 REERAK

- RETE 4063 RESRAE

- BE—1.11.0 RESKRAX

2 1 1 2R
&R T Python B9 X-Ray SDK A fEpipo

- @HE—aws-xray-sdk

EEBW requirements. txt XHHRMFA XK T ESEN KB,

Example requirements.txt

aws-xray-sdk==2.4.2
boto3==1.4.4
botocore==1.5.55
Django==1.11.3

MR RE R Elastic Beanstalk k& E R FTEF , Elastic Beanstalk £ i E i3 L%

ftrequirements. txt B3,

BlE X-Ray F AT ESQ

ERA T Python 8 X-Ray F X TEBE—MNBAxray_recorderfEEHRELFiIEFRKET. BUUEES

BidRKIBUBEE L AEA HTTP @A IR 2 R R4

PNTE R
- REEHA
o REHAN

- BFIEH
- RIBPIICEREE

RN E R
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+ {#/ Django ATHYic FESHELE

- MBETE

AR S5 4 4
plugins AT IERAXREEHNNARFHNRSNES.
i

« Amazon EC2 —EC2P1lugin #m3EHl ID, ATAKXH CloudWatch HE4H,
+ Elastic Beanstalk —ElasticBeanstalkPlugin RIIFREZ R, MRAFRZFEE 1D,
« I 5# ECS —ECSPlugin FINAES ID,

Segment - Scorekeep x
R —
Overview | Resources = Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢-170413_021009
Deployment ID 20
Environment name sc DI‘&KEEp—CI‘I‘Ih

EC2

Availability zone us-east-2c
Instance 1D i-035583d15d1471728

EfFAAEY , B xray_recorder LA configure,

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

xray_recorder.configure(service="'My app')

plugins = ('ElasticBeanstalkPlugin', 'EC2Plugin')
xray_recorder.configure(plugins=plugins)
patch_all()
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® Note

BATFpluginsRUATAERNEAN , At EEERENEY, N —EEMLES. I
#w , plugins = ('EC2Plugin',)

R UERTEEEREEICRKSE , EXLETERBFRENE,

BERAN , RRBIEHE  MMmiExkTiFER.

SDK B FEAAHRERIEEXE LNoriginFR. XXRTETENNAEFNAmazonERER, X
BERZ AN AR , SDK EA LA T AR F KRB ERIR : ElasticBeanstalk > EKS > ECS > EC2,

AN

SDK A& X-Ray #£H 8 P E XK REANRBEZCKPLFR, MAAN SV REE —ME
R, k@ X-Ray ZEBRENFIERSHEAFAERNBES 2H, £ X-Ray 25 & F 6|2 E A
n, BEXEINNRAEFICRBER.

SDK 2B E LW R AMN B A B E AN N FASDK, MREFEREEZANEE AN , N SDK XK A
B—AN,

(® Note

Z3R SDK F3E15 M X-Ray SREVEEHFMN , ©FRENBRE —MERVIMINARERAN |, UK
BETHNAEMFABERNED 2H,. MREVURBENRFARE API, HEFTEEEES X-Ray
STHRERF , FER S SDK R API BAK TCP RE , e REXTE R,

& BT LR SDK BELE M JSON A INERAF AN, EFEMEA X-Ray REFMHERT , SDK Al BAfE
RZA#ANAERN Z 4D, A SURAER AN,

Example sampling-rules.json

{
"version": 2,
"rules": [
{
"description": "Player moves.",
"host": "*",
"http_method": "*",
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"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05
}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

}

}

BHRHAELT —NEBELANM—NBRIAAN, BEXANKABTS 2 ENEER | REREERER
5K /api/move/. REIREHEESY 1 MERHM 5% WEMIER,

EABEUANBRIUZ , BEBRBIERBNSNKRGMMINA , MARHE X-Ray RSEE, &
HEES TN , BEERLAMEEN , XESEHICROBIEETSEMRE.

BAmazon Lambdaf , BT EEUEER, NMBELHNEBBMNECRSEBA |, N4 KB IZRS M
MERVERNA Lambda ick. NMREA T EHREBFFERENRL , W Lambda £ K& R
Eo

EfREZMOXEMAN , BFHA xray_recorder.configure , AR RBIFFR , HA rules 2HN
FH  FERTESEEMANE JSON 4L ERE,

xray_recorder.configure(sampling_rules=rules)

EERARLHN , EFEH LocalSampler El&Eid &85,

from aws_xray_sdk.core.sampling.local.sampler import LocalSampler
xray_recorder.configure(sampler=LocalSamplexr())

BRI LR ESBICRBmURIENABERABRHIITEEND
Example main.py — 2 %#

xray_recorder.configure(sampling=False)

BE&ig%

SDK A EBIAWARNING HEL BIH Python WiEloggingEik, FREWXY aws_xray_sdk RHH
FICFKEBWEIA , HINHFEA setLevel RAFEURBARFNERB »EETEN BERH,
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Example app.py — 183k

logging.basicConfig(level="WARNING')
logging.getLogger('aws_xray_sdk').setLevel(logging.ERROR)

HEFHLERTHEN , EABH A SRR ENRERTHBR2XOAL,

KRB ICRKEFEE

HtigBEE xray_recorder B configure A&,

« context_missing— ®E&E N LOG_ERRORLAME &2 £ R I FH T X R Bt IREV N B L R IB = A 1B R EIE
Bl ZFE

« daemon_address— iR & X-Ray SFHEFMTESM EHMEH O,

« service— i%i& SDK AT 2 BRH RS B Fho

* plugins— i2FRBXREN NARFAmazonFIRHES.

« sampling— RE N FEFalse AXH#,

« sampling_rules— iR BB EEMFEEMN K JSON XHHBEE,

Example main.py — Z2H L T XRARE

from aws_xray_sdk.core import xray_recorder

xray_recorder.configure(context_missing='LOG_ERROR')

£ Django FfHYICFKERELE
WM REAEF Django HEZR |, B LAEH Django settings.py XHRE B4 Fi0 FESHED,

« AUTO_INSTRUMENT ( {XPBR Django ) — i M & EiiE B MR E RIBIEN F 2 B

« AWS_XRAY_CONTEXT_MISSING— i%{E ;N LOG_ERRORLAM® 5 1E K 3T FF F47 X EX B IR AV (X BR{L X212
ZRIBRBENSIERE,

« AWS_XRAY_DAEMON_ADDRESS— & & X-Ray SFH# R FATEsf =M Fiw A,

« AWS_XRAY_TRACING_NAME— i%i& SDK AT % BRI BR &S & o

* PLUGINS— 2B X LM M AR FAmazonBiRHNEE.
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e SAMPLING— R E N ZFalse X,
« SAMPLING_RULES— iR B3 ELHIFZEH N A JSON XHH R,

E/Z A settings.py FHIEREBREE , #B1F Django FRIHFFME ERENARFRIIRTP,

Example settings.py — E XXM R AREF
INSTALLED_APPS = [

'django.contrib.sessions’,
'aws_xray_sdk.ext.django’',

£ 7 XRAY_RECORDER K dict FEE A& E.

=

Example settings.py — E XXM R AREF

XRAY_RECORDER = {
"AUTO_INSTRUMENT': True,
' AWS_XRAY_CONTEXT_MISSING': 'LOG_ERROR',
' AWS_XRAY_DAEMON_ADDRESS': '127.0.0.1:5000',
"AWS_XRAY_TRACING_NAME': 'My application',
'"PLUGINS': ('ElasticBeanstalkPlugin', 'EC2Plugin', 'ECSPlugin'),
'SAMPLING': False,

RETE
A LAERARETEXREEER T Python ¥ X-Ray FATEG, FAIEGLZEFUTEE :

« AWS_XRAY_TRACING_NAME— iZE SDK AT 7 BRI RFSEM. BEEBUREARNRENERSF A
« AWS_XRAY_SDK_ENABLED— ZE N Rifalse , 2 SDK, BIABERT , F AT ESLTEARK
A, RIS BETERE N false
- ZHN , 2RIERBFLEIERTRZEFTVFEFNEL BN FoER , HEA B384 PEMH
EENZRIERBHNIERBREEN . BEPRFERNATE D BN F5 BN EL D ERFELF
DR
- BERIETEIRE AWS_XRAY_SDK_ENABLED & , & B S aws_xray_sdk EH
global_sdk_config MRHWEEREXRRE. NEXTENRELBEZXERE,
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« AWS_XRAY_DAEMON_ADDRESS— i& & X-Ray SFFRRFMITERMEN KO, BIABERT , SDKE

RIfEA127.0.0.1:20005REREHE (UDP) MX# (TCP), MRZBEFTIHEFEE N L ITE iR
O, REFCEEMENLET , FEALRTE,

%X
« E—/w0O —address:port
- FRIMPIHO —tcp:address:port udp:address:port
« AWS_XRAY_CONTEXT_MISSING— i%E N RUNTIME_ERROR , HEMMUE L KB ERITHEMAXER
MR IERBENBERE,
B%E
« RUNTIME_ERROR— i HiZ{THI H &,
« LOG_ERROR— I AR IR H LKL ( BTN ) o
« IGNORE_ERROR— ZBE4EIR FH4REL,

B2 HAERT T ERNETHEIRBHRELERTLENRBHER MR LTSRN , TEE2K
EBRRDEREF 0 BREAXNER,

BMREEBEZERBPRENE.,
A& A T Pyyyyyyython X-Ray FF % T E&#

LR EEAMENARFARES KRB, EAT Python 89 X-Ray SDK 2N BN REER A
BN 0B, o BREE HTTP BRMITE, HFENLE. HtoMafrits R L6275

BT Pyython B9 X-Ray F X TEB X-Ray F X TE S,

» Django
* Flask
* Bottle

(® Note

¥t FAmazon LambdaBi % , Lambda I B MNMBEERAE— N5 B, S Amazon Lambda
# Amazon X-Ray THEZEE.,
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TELFZAXRTE Lambda F#M A Python BREHI =B , ES N,

XN FHAMELR EWIAS Python NARRF , LA LF I EIESD K.

BN REBE-—NEN , BTERSREPHFRENEARRF. DBRINAERSGTS , BT LUF SDK &
BANRBEABFEBRFOENRANEH#THSHE. IXHEATERBERFHIENRER TS
B MREHRETHEXREE (Flm , mBRENIRLZHEN ) , WA HARIAE .

© BREWER
MBS E R R P MIFERE S BBW SRR | I X-Ray 2MBERHX-
Forwarded-Forkrsk hIkEE i IP , TFRE IP BUEGHHE IP. NEZERERNES
i |P WAL NN | ERRUSE RS P,

HIERPE AN, SDK 2EXBEHPRE— NNV FERERRRIEX—KR. NRHEBRT
Ex_forwarded_foriZE N FEtrue , NEFix IP LB HTTP #ERMX-Forwarded-For#x
sk,

REAERAZENUATEEN http RABMEABERYUB-IMIR

- HTTP A% GET. POST. POST, POST. DETE %,

- BREBN — REBRNEFRE RN EFREN RN E RN EFRE S HRNE P IRE IR
BEFmREFIRNEFIRE SRR RN iR iR

« MRIAREBB-BERIERMN HTTP MK,

o YR — FREARTE ( YRENERAV TR ) FERETE ( &KEENAETE ) o

- AFPRE — i&XRuser-agent ®RH Ao

« REKE-TIRcontent-lengthfKiR,

N B F

- FHhEH4RMmENARERF (Django)
o FHEHFINEINAREF (Flask)
« T EHFINEINAEF (Bottle)
« FF 54 Python X3

- BED BRinE R
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FFrhE 4R nE M AR F (Django)

TR INE MIDDLEWARE X#HH settings.py FI&. X-Ray REHRMNTF settings.py X
HBHhNE—1T , LWAREHMPRGXKNERERER,

Example settings.py-i& i F Pyyyyyyyyython

MIDDLEWARE = [
'aws_xray_sdk.ext.django.middleware.XRayMiddleware',
'django.middleware.security.SecurityMiddleware"',
'django.contrib.sessions.middleware.SessionMiddleware'’,
'django.middleware.common.CommonMiddleware"',
'django.middleware.csrf.CsrfViewMiddleware',
'django.contrib.auth.middleware.AuthenticationMiddleware'’,
'django.contrib.messages.middleware.MessageMiddleware',
'django.middleware.clickjacking.XFrameOptionsMiddleware'

¥ X-Ray SDK Django SR F A NElsettings. py XA HIINSTALLED_APPSHI&R A, XFF ¥
ERARFEHEEE X-Ray id 8.

Example settings.py-i& /i F Pyyython Pyython Py

INSTALLED_APPS = [
'aws_xray_sdk.ext.django’,
'django.contrib.admin’,
'django.contrib.auth’,
'django.contrib.contenttypes’,
'django.contrib.sessions’,
'django.contrib.messages’,
'django.contrib.staticfiles’',

£ settings.py XH4HHEED RS .

Example settings.py — XEX&#

XRAY_RECORDER = {
"AWS_XRAY_TRACING_NAME': 'My application’,
"PLUGINS': ('EC2Plugin',),
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X &1F X-Ray ecorder fi£ A BAIA KB R REZEH Django MARFIRMEMNIER, BALEELEM Django
BREXHFEEICEKS , MENAEBE X KEANRERHMIRE,

(® Note

BHTpluginsRATAFXEZAN , Rk EiEERNMEH, H—EEMEEER. I
w , plugins = ('EC2Plugin',)

MR RINZ N AT (Flask)

EOWIEM Flask AR , B%EE xray_recorder LEEDREM. RE , ERBHFEH
XRayMiddleware BERIEXNEH Flask RLARERF.

Example app.py

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.ext.flask.middleware import XRayMiddleware

app = Flask(__name__)

xray_recoxrder.configure(service="'My application')
XRayMiddleware(app, xray_recorder)

X &1f X-Ray ecorder SEARRIARFE RIRER Flask NARFRHUMNER, S UERLFEEICHEKS ,
LENABENRERANHEREMIRE,

R EFRINEIRARZF (Bottle)

EDIEH Bottle MR , BETE xray_recorder LBED BB, AE , ERBHEA
XRayMiddleware BIBUKRIEXMNEH Bottle I ARF,

Example app.py

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.ext.bottle.middleware import XRayMiddleware

app = Bottle()

xray_recorder.configure(service='fallback_name', dynamic_naming='My application')
app.install(XRayMiddleware(xray_recorder))
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X &1F X-Ray g2 ABIA R RIREREH Bottle NARFREMNER, BAUERBPREEILR
7, MENABEELREANREXHEMIRE,

Fzh 24 Python 15

WMRIETEM Django = Flask , WA AFZ B 7R, ERUNBMEABERGRD B , bl LAE L
B34 THY HTTP StAmazon SDK B i I 5B , NISF:|/AMNF 0 BREM LT3

Example main.py — F 310

from aws_xray_sdk.core import xray_recorder

# Start a segment

segment = xray_recorder.begin_segment('segment_name')

# Start a subsegment

subsegment = xray_recorder.begin_subsegment('subsegment_name')

# Add metadata and annotations
segment.put_metadata('key', dict, 'namespace')
subsegment.put_annotation('key', 'value')

# Close the subsegment and segment
xray_recorder.end_subsegment()
xray_recorder.end_segment()

e iB 7 B ap & SR g

Amazon X-RayERRFEMKFIREHNRARER , ANEEENNAEFRERANEMNARR. BiE
BE. S\EB APl FlAmazonBIRX 97K, X X-Ray SDK RHEABERER D ERE , EQEDBHNERF
B IEENARFNIRS B o

X-Ray SDK AT BALA HTTP ERIFA PN EN BB DR, B , WIRLTRERHEN , XTEXSH
R RSMF P HIEAT K. HBhLE SDK RERERAMEN EVARLME RS XE& |, B4R
& ANERIEERIAE o

MRENBMARF NS NHRMER , WAL SDK BENEADSRERBEXREHHRBIX—
Ro I ERK AV SDK NFETMEANBEREAENE , AFRANBHEA T AFS RSN
HYIE Ko

flan |, e gER — MR ARFE =N FEREMERwww. example.com, Blapi.example.com,
Mstatic.example.com, BAUEAFTHEZERNNIT WAL .example. comRiIRFEFRE
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BERNENFEHNS R, NERSRE EER="BRFT K. IRENNARFVRINENEESERX
TEENFER , EFERSRFLBFIEFONINTR , HFABHBEEE.

EXABERERIBREAEREH  BEEBCRFNEENAREFNEN , W /LT IR,

IESTERBEL —NENBREENERXN —NE HTTP BRFNENBESZER T TE N EFH
HERIAE . E1E Django FEI[wHE DR , 151 DYNAMIC_NAMING & ERINEIEH settings.py X
#,

Example settings.py — BI& & &

XRAY_RECORDER = {
"AUTO_INSTRUMENT': True,
'AWS_XRAY_TRACING_NAME': 'My application’,
'DYNAMIC_NAMING': '*.example.com',
"PLUGINS': ('ElasticBeanstalkPlugin', 'EC2Plugin')

BAUERKFEAREEEAFFR , UERVREEEFEZENFH. N T Flask , ZREBHEE
e

Example main.py — KER&

from aws_xray_sdk.core import xray_recorder
xray_recorder.configure(service="'My application')
xray_recorder.configure(dynamic_naming="*.example.com')

(® Note
O LAfEF AWS_XRAY_TRACING_NAME SMEF EBEBRERBPE X ERIARS B o

EME LA 0 4 T 3 R A

ERNTRAR , BEAEAT Python B X-Ray SDK K& BRRFERANE, ERT Python B
X-Ray SDK A BUEXM AT B,

X E

« botocore , boto3— {¥#§Amazon SDK for Python (Boto)&
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* pynamodb— Instrument PynamoDB MRZA<#I I &3 DynamoDB & = i

- aiobotocore , aioboto3— X EEFL-ERTF Python B IR EH4IT X T E SN ERMA,
- requests , aiohttp— EEEHBI HTTP &/ iR,

« httplib, http.client— BAER HTTP BEF HMNEACINESRIINE,

+ sqlite3— {4&F SQLite & im.

« mysgl-connector-python— {%8F MySQL %& F i

« pg8000— X234k Python PostgreSQL #0,

» psycopg2— {X&F PostgreSQL HiEFEEE S,

« pymongo— {88 MongoDB & F i,

« pymysql— . 2EPyMyEF SQL #1 MariaDB K& i o

LEERCBINER , AT Python B X-Ray SDK £ W IBIEZ —NF 2B , FicFRiE RGN
PHER. YABELF R ITEIPEMHE Amazon Lambda REDER , LEF AT ETMEFHER

® Note

MR SQLAIchemy ORM , BALLS A SQLAIchemy £1iFH) SDK RAFE XK , 2 &
# SQL &ifl, BXRA , HSHEFEA SQLAIchemy ORM,

BEEAFFER AME , FEA aws_xray_sdk.core FH patch_all E&¥k. FLEE ( Fl0
httplib Al urllib ) AAEEEE I MM patch_all(double_patch=True) BAREE*b,

Example main.py — &4 B XM E

import boto3

import botocore
import requests
import sqlite3

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()

EEINEANE | FEAFEBHHTARA patch, At , BRERBENTRIIR.
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https://pypi.org/project/pg8000/
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Example main.py — 1&#M&E K E

import boto3

import botocore

import requests

import mysqgl-connector-python

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch

libraries = (['botocore'])
patch(libraries)

(® Note
EREERRT , ATEHNENBREES N LE. RERITEN IS END .

FE Rl &

* httplib—httplibfhttp.client

* mysql -mysqgl-connector-python

RERRLSTHENLETX

¥ FasynciofEKFE , BN BT HBOEFE , BEMAFERARL LT XEEEAT Python £
X-Ray SDK., § AAsyncContextFX HFHLHI£iE4 X-Ray id x5,

@ Note

Web HEZ X #EE ( Hla0 AIOHTTP ) RAREE aws_xray_sdk.core.patcher #ER4E, ©
MR ENEZZFNEN patcher B R,

Example main.py — %M T aioboto3

import asyncio
import aioboto3
import requests

from aws_xray_sdk.core.async_context import AsyncContext
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from aws_xray_sdk.core import xray_recorder
xray_recoxrder.configure(service="my_service', context=AsyncContext())
from aws_xray_sdk.core import patch

libraries = (['aioboto3'])
patch(libraries)

JBERAmazonfEf Python ki X-Ray SDK 8

Z & B 72 7 18 A itAmazon Web Services i 7 7 EiE. BABSIRRKEBEA , AT Python
#) X-Ray SDK 2RI T BN 749, BiBEAmazon Web Services i & 1E1X L AR 5 A 177 (8] 1Y ‘& TR
( 5l , Amazon S3 7L Amazon SQS BAF ) FHERN Tl T RERTE X-Ray 25 & 1 RS it &
t,

& AT Python B9 X-Ray SDK £ Amazon % fREt SDK B im{E*bbotocoreAHBIE, BFTEDHTEAN
P,

S FAARS , LA LE X-Ray 24 AHEZAAMN API HEH. W F—82 MK , X-Ray SDK &[4
RERIER , SUEERS MRS PR E BRI,

fBlan | HEERZERNE DynamoDB B TR , W FUKRR E*‘RE’JIHFH SDK &%
%ﬁbﬂxﬂ[ﬁﬁqﬂ ERFEY  BINREBRSHBPHERN P ERNTR , HPE-NEA
DynamoDB TR , AFALUKN B IEAR.

Example A T8/ DynamoDB LAMRETL B 97 2 Bk

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 60,
"status": 200

}

},

"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",

"request_id": "UBQNSO5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
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}

}
EEFEEENRFRN , WA TRSNARLERS EFURFANT K. REEQIEETRNE
A, ARSIETERT R,

o %% DynamoDB— & A
- IO EEFHERS— FEBNBHAER
o 5 b S RASIARSS— BABIE TR

F &R T Python B9 X-Ray fRSFZEA HTTP IRSHEA HTTP FREHVEH

NMARFERMBRSHLE HTTP APl K B |, B LAERER T Python B X-Ray FFATEEXK
2 ATIX LA A R APLER TIEBRS A INEI RS A,

BRW HTTP FF i , S ELSERATHTEHER, MREMrequestss Python WARE HTTP
B, BREHITLRRE, WT aiohttp , EENEFKFRERST LT,

MREEFEANR aiohttp SWEF I APl , ZEEZEFRHFHFF A I ESRMNREREESFIREE
ClientSession W& Fim APl

Example aiohttp3 &/ i API

from aws_xray_sdk.ext.aiohttp.client import aws_xray_trace_config

async def foo():
trace_config = aws_xray_trace_config()
async with ClientSession(loop=loop, trace_configs=[trace_config]) as session:
async with session.get(url) as resp
await resp.read()

LIRD I T Web APl B9iB AR |, S&A T Python B X-Ray FA T ESRRZF—NF2E& , HbES
BHX HTTP BRMIBHELR. X-Ray FHF0BRRIZE APl £ KR D Ko

Example i HTTP @ A

{
"id": "Q04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
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"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
.
"response": {
"content_length": -1,
"status": 200

Example T35 HTTP 3 F3 #Y #ERTER

{
"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122atab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
.
"response": {
"content_length": -1,
"status": 200
}
},
"inferred": true
}

EAEAT Python B9 X-Ray FRXTEAG4ERKBEEN

FRERYy RBRERBREANBT AN THRERMTH T, 4

ER D E iR TIEAR , X-Ray

FRIBEQLEFFIRIPERNER. EAUGEEMFXBERNHEMFXERHETSH, HERBE

D HV R ICFIERM TR

EEE TR, 5 begin_subsegment  end_subsegment 5%,

BEX F5E&
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Example main.py — BE X FXE

from aws_xray_sdk.core import xray_recorder
subsegment = xray_recorder.begin_subsegment('annotations')

subsegment.put_annotation('id', 12345)
xray_recorder.end_subsegment()

ENELTHBOEFOPE , BEHexray_recorder.capturef®ifigs. B LU F9 BRBMEEET
HIREH , REEBRUFEARBEN.

Example main.py — B8 F X E&

from aws_xray_sdk.core import xray_recorder

@xray_recorder.capture('## create_user')
def create_user():

NFFRLSEE , BFEH exray_recorder.capture_async &Eifigs , ¥R LP L TXZETIEF
2o

Example main.py — S5 BRE T2 &

from aws_xray_sdk.core.async_context import AsyncContext

from aws_xray_sdk.core import xray_recorder
xray_recorder.configure(service="my_service', context=AsyncContext())
@xray_recorder.capture_async('## create_user')

async def create_user():

async def main():
await myfunc()

HEBEPBRBEHMF OB AEF SR , EAT Python B9 X-Ray FXTEBLRHAERK ID H#id
I MR At 8] F 45 R At [E]

Example @& T HTFEN F 2 &

"subsegments": [{
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"id": "6f1605cd8a0@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"

}
}I

F &R T Python B9 X-Ray FF & T E SR F B T HIE RN

BRLMERERNTHIRICRBERER, MRINARFHEMEE S LURERMTHIER N
X-Ray R TR 7 RFECIRHBE L F 2K,

AREWERNR, BIFIARENEBEN, WIRERHESIUES—EBFEAMERAN. FAERICE
ERATREZEHATHNREHTOAMNBIERIEAE GetTraceSummaries API B {E B BIE,

Metadata@{EX ATAEBEMRENE ( RN KRMIIK ) BRBERHRSINEEFLEREN —BE
A, ERATHBBF CREFRERFTETEESRR - BEANEGEIE.

BRYZIRMTBE N , BETEFEAS ID FHEESRE, AF IDERESTRNEMFRF
FETANHEREHRIUATER.

AN =R

- A& T Python ¥ X-Ray FA T EGidx%

- FASERA T Python By X-Ray F X T EBid%

« A5EAT Python By X-Ray FRX T EGidFAF

&R T Python B9 X-Ray F A T EEid%
FERAEBRIEREXENHEFRSIUH#HTERN S BN F2 BHNES.
ARER

« BHP—HKZ 500 NFREFFRF. EERI[FT , TRILERN,
« E— H% 1000 4 Unicode F&F,
+ Entries— M RE&Z 50 MER,
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IEFER

1. M xray_recorder SRECY HFI 0 BRB T2 B 5 A,

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_segment()
(3

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_subsegment()

2. HRATEFHAERMNARE. BHFEIFAFEEMN put_annotation,

document.put_annotation("mykey", "my value");

WA, A LAEAput_annotation LK S Exray_recorder. WA AL IR R YT F o R EMER |
MERTFFHE, MidFRrD B LAERE,

xray_recorder.put_annotation("mykey", "my value");

FRAIEGFIBRUB-EXNFERIEFKEannotations KX RPN R, FEHERRIBEHERRX
put_annotation FEEZER -5 BRI Fr R L2ZBEERNE,

EEREETREENEIRMNIBE , iffannotations. key kR ERHFEH <BF,
&R T Python B9 X-Ray F A T EEidH

EATBBEIERERELENHRHRSIUETERNT BRI FIERNER. THEETURFRR,
#HF, HRERAFINEN JSON N RFHMAREAX R,

IRE S ¢

1. M xray_recorder ZREU H Al 2 B 7 BRIV 5| A

from aws_xray_sdk.core import xray_recorder

AR THYE 388



Amazon X-Ray FERARER

document = xray_recorder.current_segment()
=

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_subsegment()

2. FERAFHHEE, ARE. 87 FHRIXNKREARFZHEHRZREAA put_metadata,

document.put_metadata("my key", "my value", "my namespace");

C1%

WANEEREMNERN put_metadata,

document.put_metadata("my key", "my value");

WA, e LAE A put_metadata LM A Exray_recorder. W AZERIBRYF FO R N THE ,
MRRTFFHE , MidFD B LW THE.

xray_recorder.put_metadata("my key", "my value");

MBEEEREMRZER , WX ITESFERAdefault. FRMERBRIBAMX put_metadata FE
ER—PBEFrELZEITEERNE,

&R T Python B9 X-Ray F A TEGiZFH/
WBRBERPEENAF ID MR R EERNAF,
BFAF ID

1. M xray_recorder 3JREUY H a5 EXB9 51 Ao

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_segment()

2. FRAXEERNAFNERSE ID BAA setUser,
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document.set_user("U12345");

B AR HRRP AN set_user MEENARFTHLEFREIUZEAF ID,
EERAF IDRER , BRuserfERAXPEA XEF.

X BB B TTAR ST 2R IME R Web EZRF TN

9 Amazoni& Al F Python B X-Ray SDK X FR N BELRSJ[NARFHHMEEZR, Serverless
EWERERN , eELTINESNIZEERITHBEAmazon , 75 GV BEEMN 03 1%.

Serverless RUR—MRHENARFRE K EEELTTFERRSHNITHWENEITERARFNERS. E
HERT BRI EERES | SINRSH[REFEE, B4, BERSEFVNRERE, L/LFAURNE
ARENNARFHERBRSHWETRSR[BERARE , ALUSTHEETNT RRRABFAEN—1
R ELL

AHREEERER T W0 B33 T EEAmazon X-RayE ZEB R LIRS 2R IEHI P LEHESR ( 620 Flask =
Django ) £. ZNARFN X FENBATLEEME NFEAA , M Amazon APl Gateway FF 5 E &
f9Amazon LambdaBa% , AR & N FFE R34 A9 ey

&R TF Python #9 X-Ray SDK X# LT Python BRI AR

* Flask M4 0.8 HE ShRA
+ Django MR 1.0 RE SR

AHEFA R T —NEBEZE| Lambda FH API M AANERGSEFNARF R, N¥EFEA Zappa B
N AREFLES Lambda HEE APl XK =,

FTRF M
« Zappa

- Eft— K& 2.7 K 3.6,

« Amazon CLI— #iA¥REYAmazon CLIZ Tk /- &t E#AYAmazon Web Services XIG{RGEHE BN
AR,

* Pip

* Virtualenv
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HI]R A BIEIRE

ELSEA | SGE—MEA virtualeny &N AREENELIRE,
1. {EHAmazon CLI , AR ARFCIEBR %, REVMREFE .

mkdir serverless_application
cd serverless_application

2. ETR, EHEFRFOUE-PEURR, ERUATHSHERE.

# Create our virtual environment
virtualenv serverless_env

# Activate it
source serverless_env/bin/activate

3. ¥ X-Ray. Flask, Zappa MiEREZEZEHIFEH,

# Install X-Ray, Flask, Zappa, and Requests into your environment
pip install aws-xray-sdk flask zappa requests

4. FRARFARBFME serverless_applicationB %, EXNMIFH , BATAILLTE Flasks B9
Eit F BEBERREHE SRR,

£ serverless_application BFEHGIZEE N my_app.py WX, REFEANXEKEESR
AT aS. WNARFRDH Requests B , 184 Flask NAREFHNHEMG , HITHLRET R
I/I °

# Import the X-Ray modules

from aws_xray_sdk.ext.flask.middleware import XRayMiddleware
from aws_xray_sdk.core import patcher, xray_recorder

from flask import Flask

import requests

# Patch the requests module to enable automatic instrumentation
patcher.patch(('requests',))

app = Flask(__name__)

# Configure the X-Ray recorder to generate segments with our service name
xray_recorder.configure(service='My First Serverless App')
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# Instrument the Flask application
XRayMiddleware(app, xray_recorder)

@app.route('/"')

def hello_world():
resp = requests.get("https://aws.amazon.com")
return 'Hello, World: %s' % resp.url

224 . BIENEBE zappa HE

HERS B | ENFER Zappa BHEE APl XK ixT R , RAEPEE Lambdas

1. MAZBHIEIY Zappaserverless_applicationB F. EAREIF , BRIEHR THIMRE |, B
RENMREEBENEIRT , Zappa 22 REEB %8,

zappa init

What do you want to call this environment (default 'dev'): dev

What do you want to call your bucket? (default 'zappa-*******'): zappg-*******

It looks like this is a Flask application.

What's the modular path to your app's function?

This will likely be something like 'your_module.app'.

We discovered: my_app.app

Where is your app's function? (default 'my_app.app'): my_app.app

Would you like to deploy this application globally? (default 'n') [y/n/
(p)rimary]: n

2. BA X84k, $TFzappa_settings.jsonARHIIEEAN 2 E 5 REIFEEL

{
"dev": {
"app_function": "my_app.app",
"aws_region": "us-west-2",
"profile_name": "default",
"project_name": "serverless-exam",

"runtime": "python2.7",
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"s3_bucket": "zappa-*****xkxAn

}

3. Abi"xray_tracing": truetERNEEXHH—1N%EB.

{
"dev": {
"app_function": "my_app.app",
"aws_region": "us-west-2",
"profile_name": "default",
"project_name": "serverless-exam",
"runtime": "python2.7",
"s3_bucket": "zappa-F*rxEFExAEN
"xray_tracing": true
}
}

4. HENAEF. Z2EHEE AP FXLRT QA ERN AR L E Lambda,

zappa deploy

Deploying API Gateway..
Deployment complete!: https://*********x* execute-api.us-west-2.amazonaws.com/dev

HE 3N API M EA X S4B

EHTSTRD |, B 5 API Gateway 1#2#| A #H TR E LS A X-Ray RER.

1. &FF|Amazon Web Services Management Console &3 LA T Mt T F APl Gateway 2%
A : https://console.aws.amazon.com/apigateway/.

KEMRETEKK APl, ERIZEKL T serverless-exam-devo

1£$# Stages (BT ER)

EEIREHM BRI BR. BINRN dev,

FEAF/REFETF L , EEEA X HRERE T

%% Save Changes ( RZEX )

EXNRBPIHRLIFHET R, MREFERT R Hello World NARF , ENERUTHE.

N o o bk w DN
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"Hello, World: https://aws.amazon.com/"

S 4 BE RN R

HEUWSTP | L5 X-Ray ZHEXBEUEERFINAEFUEZNRER, BXBEINMNEFMER
%, BEREERSME,

1.

& FAmazon Web Services Management ConsolefRE3TFF X-Ray 2%l & https://
console.aws.amazon.com/xray/home.

&F API Wk, Lambda EKHZH Lambda Bas4 R X ER,

£ Lambda BRBIXER T , EBERB AN T D ERMy First Serverless App. ZFEHEMRE =/
FE , @ Rhttps://aws.amazon.com,

EAHILERE |, Lambda A AJBEER B AMNE=NF o Rinitialization,

Traces > Details

Timeline Raw data
Method Response Duration Age [[+]
GET 200 3.3 sec 11.1 sec (2019-02-15 00:19:44 UTC) 1-5EBEQSR0- T —
Name Res.  Duration Status  0oms S00ms 108 15 208 258 ETY 158
~ serverless-exam-dev/dev AuE ApGatewny: Sty
Serverss-axam-dev/dey 200 3.3 sec [v]

Lambda 200 3.3 sec ]
¥ serverioss-axam-dev AWS:Lamnds
serverioss-axam-dov 0 s2sc @ 1
.
L

* serveriess-auam-dev AWS:Lambos Function

sorveloss-sxam-dov - 2.5 s0c ]
Initialization 239 ms ]
My First Servoross App 200 177 ms <]
hittps/awsamazon.com 200 168 ms ]

* hitps://aws. AMAazon.com (Clant Fasporms
serverless-axam-dev 200 168 ms ] ==
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Service map

& "
Clients

serveriess-exam-dav/dav

ApiGateway:Stage
avg. 265ms
1 t/min
v

sarveriess-axam-dey
‘Lambda:Function

hitps:/faws amazon.com

remGte

B55% BR

ALK IETBERANTR , LBEEANKEARR, ENAHEARE RN , M Zappa <KHW T
St T ERSRERE

EM Lambda, API Gateway 1 Amazon S3 ABREHNARER , BELNIE BRHPEAU TGS
i=1TAmazon CLlI,

zappa undeploy dev

IEEEA

BEAmM , hENNBREFRANE ZIhgEAmazonE P H A X-Ray J 1 TN, EiFATHELRS
BRI E RN | Eh R LIRSS 857 )5 Amazon,
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R .NET

BFF ARG NET MNARFE X-Ray KERER

« AmazonOpenTelemetry .NET #J Distro— —AmazoniZ 2 ZRIE S 7T —AFRE , BTz 4
RIEMRIEPRF R ERAmazon k2R 75 R |, B Amazon CloudWatchAmazon X-RayF1iL & i#h
OpenSearch R , B33 AmazonOpenTelemetry Collector BJ Distro.

« Amazon X-RayiE i F NET WA X TEG— —HATEMRE X-Ray BIX-Ray Fi.

BXEZEE , 55 M Amazon Distro for OpenTelemetry 1 X-Ray SDK 2 [8]3# 1Ti% #

Amazon & 1Thx3&E A T OpenTelemetryNET

BE&Amazon X 1THE A FOpenTelemetry. NET |, A LA R ARFHT— XN | RiFE SR
FARF KXW IERMRIRAmazon EIR R A R |, SIEL S #CloudWatch , Amazon X-Ray ,

XEE S #0penSearchfik % . & X-Ray SAmazon & 1ThRi&F FOpenTelemetry EEHm NAMH - —
N OpenTelemetrySDKE 5 A& X-Ray Bt& A , AR Amazon X 1ThR3&E A FOpenTelemetry R 2
BRAS X-Ray Bi& M,

EFR&ER |, B2 Amazon Z1THREM T OpenTelemetry. NET X 1%,

BRER B ENE %E B Amazon XK 1ThRiE A T OpenTelemetryflAmazon X-RayFl H fttAmazon Web
Services , 2 B Amazon X 1ThR5&EF F OpenTelemetry =i & Amazon & 17 & B T OpenTelemetry X
o

EREEXRBRNAENEZEEL |, 5 Amazon AT MEM T 5 GitHub,

ERAT NET B9Amazon X-RayF X TEH

EATF .NET B9 X-Ray SDK 2 —1MFAFEN C# .NET Web R FFEF. .NET Core Web MR
M.NET & BEBH EAmazon Lambda, BRME T A TFEMBRREEHNFEREENEMSG EX FHL
FHERF. XEEXNABRFLENEABERURNARERFE T A L EARESAmazon Web
Services, HTTP Web API 1 SQL g,
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https://aws-otel.github.io/docs/introduction
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® Note

EATF.NET #9 X-Ray SDK 2 — N FRIME . #RAIBASEZI B H 12 R IR HLEGE R
GitHub:github.com/aws/aws-xray-sdk-dotnet

XTF Web AR , BME Web BLEF R IUE B EREFREREANER, HELEEFOE—
NENTENMRENER , AEREWNN TR R, SoRITTN , BAUERFT R TEEEF KRN
FEREEAMI DR , ACBRFIRUBETHAR, FRITEEELAFIERES RITTIRARE
FElIRHFE.

NTF R AEFHRS AR Lambda B , Lambda 2IEEURERAR A B 3h RERRAFFR, Xt

THMZhEE , fRAAEE LambdaXf & ARVIERBITREMBER, TIEWMER , Lambda ol EX
BRI IFH AL X-Ray SDKo

(® Note
f£ Lambda £ , X-Ray F AT EGR AN, MREBFERKRPEAT , WEHNRSBRE D
HEE—NAT Lambda REH TR , UAREA Lambda BT K. BERMKGEF AT
B8 | B ENERHBNRE , LUEE Lambda 1B FZHEEBERNF2 K. 8 Amazon
Lambda M Amazon X-Ray T#EZE 8.,

ETR , FHERT.NET B X-Ray SDK{YLESREIAmazon SDK for NETEF ., S4RIKFT TFE
FHBtAmazon Web ServiceS AR N B FIHNEIR , SDK 2FEXZFUNEEEREFIE

F, AmazonRFMEERFSHPHRINERERSHE EERATET R , UEBZRBEMNEZ LN
8 1% 0 BR i 8] &

EHTF.NET B9 X-Ray SDK &8 Tilf A AREM T TEHTTP M4 APIFISQL BiEFE.
#GetResponseTraced BHESystem.Net . HttpWebRequest IRERZ A HTTP @A, RA
LAfEFSE R F.NET MRA#9 X-Ray SDKSqlCommand A F#M SQL &Eif,

FTaEM SDKJE , BEATARBEXETHNEERHRZIEELEREF, EALUMIEARIZEE
KXERERF ESITHITERRAVEE  BIEREANREELRETH , REBERIAENARE
FESHEEREFRIECBNESHELINER.

EFRAXRBERURNARFEEIBRMNTBEPAEN TENEMBES. TREMENREX , EShxE
RENEHNRSILATHERARES , MELEBRRISRERFENRE, THERENRBIMER
K, HEATLUEREBANRAEA - &5t JSON WE[FEE,
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@ EBRNMTEHE
ERMTHIEREMER X-Ray SDK RINE XBEHNERNAE, FRERHEIRE , LEETRR
REN—BEM, TR/ AREFRS , EAJLEM X-Ray BH A API ERIBHRFEE, &
RTF X-Ray SEU R EM A B A UEFT X LERIE.

SRR BPAFSEIRNNEFF K , ENMNERRALGERETFIR , SN F BN T2
B, BN FOBRNN—NFOR, BN FORNN— N FOR. BALERREF ®mEAESEAEEY
FTOBRPREEFDRANESE, BUUNBINRBIEMCBBIREELF IR, HERFD
BRNTHENIR , MAREERXTBRNAEAR,

BXRFARIEGNERMBENSEXH , FEHANATARE !

« Amazon X-Ray.NET FF X TE& AP| &
- Amazon X-Ray.NET #/[ R SDK API &&

B — N BRI NET M.NET Core , EERHKEFRTE. ZEHRHRHIE NET API ZE 1
x , RIFZEBEET NET Core,

=K

ERAT NET B X-Ray SDK FEE.NET E£ 4.5 FE S RA LA K Amazon SDK for .NET,
3F NET Core NARFMEI , FATESTEE NET Core 2.0 HE &M,
FEAT.NET B9 X-Ray SDK R iNZEI &8 B AR

FANuGet’HiE A T .NET B9 X-Ray SDK S inZEH N ARRF .

EREERAT.NET # X-Ray SDKNuGet#l 3t TEE FH S EEES

1. %“BITE  NuGetZEIHEEE , EENuGetEERA RS,
2. 3% AWSXRayRecorder,
3. HREFUERIH Install,

1K B T 2

EAT.NET B X-Ray BT X TE A MNuget. ERAHRHIEEIREE SDK :
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https://www.nuget.org/packages/AWSXRayRecorder/

Amazon X-Ray FERARER

Install-Package AWSXRayRecorder -Version 2.10.1

AIAWSXRayRecorder v2.10.1lnuget M-S EBUTHRBIXR :

NET #EZ 4.5

AWSXRayRecorder (2.10.1)

|

| -- AWSXRayRecorder.Core (>= 2.10.1)

| | -- AWSSDK.Core (>= 3.3.25.1)

I

| -- AWSXRayRecorder.Handlers.AspNet (>= 2.7.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

| -- AWSXRayRecorder.Handlers.AwsSdk (>= 2.8.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

| -- AWSXRayRecorder.Handlers.EntityFramework (>= 1.1.1)
| | -- AWSXRayRecorder.Core (>= 2.10.1)
| |-- EntityFramework (>= 6.2.0)

| -- AWSXRayRecorder.Handlers.SqlServer (>= 2.7.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

| -- AWSXRayRecorder.Handlers.System.Net (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

NET 2R 2.0

AWSXRayRecorder (2.10.1)

I

| -- AWSXRayRecorder.Core (>= 2.10.1)

|  |-- AWSSDK.Core (>= 3.3.25.1)

| -- Microsoft.AspNetCore.Http (>= 2.0.0)

| -- Microsoft.Extensions.Configuration (>= 2.0.0)
| -- System.Net.Http (>= 4.3.4)

-- AWSXRayRecorder.Handlers.AspNetCore (>= 2.7.3)

I
I
I
I
I
| | -- AWSXRayRecorder.Core (>= 2.10.1)
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| -- Microsoft.AspNetCore.Http.Extensions (>= 2.0.0)
| -- Microsoft.AspNetCore.Mvc.Abstractions (>= 2.0.0)

AWSXRayRecorder.Handlers.AwsSdk (>= 2.8.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

I

I

I

| --

I

I

| -- AWSXRayRecorder.Handlers.EntityFramework (>= 1.1.1)

| | -- AWSXRayRecorder.Core (>= 2.10.1)

| | -- Microsoft.EntityFrameworkCore.Relational (>= 3.1.0)
I
| --
I
I
I
| --

AWSXRayRecorder.Handlers.SqlServer (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)
| -- System.Data.SqlClient (>= 4.4.0)

AWSXRayRecorder.Handlers.System.Net (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

BXREBAREENESFMES , S H Microsoft X T LT NAR X HNuget Ak #ix R MNuget 4&
Bk REEAo

J9.NET X-Ray SDK for .NET

B LAE AR ELE X-RAY SDK for .NET , LB EXNARFETHRSHNER., EREBIARET
RERGEA THERREROEERN,

XTF .NET Web MR , BB RIMNE] appSettings XHH Web.config #oo

Example Web.config

<configuration>
<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin"/>
<add key="SamplingRuleManifest" value="sampling-rules.json"/>
</appSettings>
</configuration>

3F .NET Core , i5FEH BN appsettings.json WTREZFARIESZ R XRay B X H-

Example .NET appsettings.json

"XRay": {
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"AWSXRayPlugins": "EC2Plugin",
"SamplingRuleManifest": "sampling-rules.json"
}
}

RE , EENNREFAEF , BE—TMERENRHERAERANBIL X-ray iBFiF. ELHBLICRKEFZ
B AT LR

Example .NET Core Program.cs — & #2588l &

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder.InitializeInstance(configuration);

MRIBIEERN NET Core Web RIAREF , NA A AER B EEABEFTNEEN REIESA
ZUseXRayH ik, XTF Lambda B4%k , AWM EM/RInitializeInstancey 5%,

BX.NET #OEE APl WEZEE |, 1§55 1E docs.microsoft.com LFEE ASP.NET B0 M AR,

ISR
gl i i
- REEAN

- BEIZFE (NET)
« BE1EF (NET Core)

. FHETE
ik
8 PR 4 TR DN 5 AL AR R PR R 0BRSS B0 R
w4

« Amazon EC2 —EC2Plugin #m3EHl ID, AT KXH CloudWatch HE&EH,
« Elastic Beanstalk —ElasticBeanstalkPlugin MR B, MRAFRZFEE ID,
« I 5i# ECS —ECSPlugin FINAES ID,

EFEAREN  EEBEIRMAWSXRayPluginsiZ BEXRELEEA T .NET My X-Ray F X T EST, RSN
BRUHERAREHBARER , BER—MRERIEEMEXERE , LUES SR,
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Example web.config-1f

<configuration>
<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin,ElasticBeanstalkPlugin"/>
</appSettings>
</configuration>

Example .NET &0 R AR FIRE json — iEH

{
"XRay": {
"AWSXRayPlugins": "EC2Plugin,ElasticBeanstalkPlugin"
}
}
BN

SDK fE F4&1E X-Ray %] & E LK REFMANRB\EZEZRMWPLE R, RANANSWRERE —ME
R, BAR[E X-Ray ZIERERAVFIE RS FEMBMANERNBED 2H, £ X-Ray 248 H |2 HE M
W, BELSNMNRAEFICERNEEE.

FRIESHRENNINFRABEXAN, MRERCESNMEENLHAN , U SDK REAE—FM
e

(® Note
23R SDK T 15 M X-Ray SREVKEEHFMN , ©FREN TR E —MERVIMIAREAN |, UK
BEFVEATINERNED 2EH, WREVKBANRFARE APl , RETLEELEE X-Ray
SRR, FEXY SDK KA AP EAR TCP RE , MERERXMER.

&t AT LUK SDK BLE M JSON MAS N RFEMN . FEFEEM X-Ray REMNIFRT , SDK I BUfE
RAZAMNAERN Z 4D , A SURER AN,

Example sampling-rules.json

{
"version": 2,
"rules": [
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{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05
}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

}

BRBIENLT —NEEXAUM—NERIAAN,. BELANRA 5% WRER | REREEREENE
R¥/api/move/, BIAFINBRRERE —THERM 10% WHEAMFR,

EAMENANBRIAZ , BEBFBHICEKFOENKRGMIULNA , MARHE X-Ray RFSEE, EE
HEEZ XY , BEERRSMREEM , XEFEFCRNBEEXTETEMNR

BAmazon Lambdaf , BT EEREER, NMBELHNEBBMNECRSBA |, N4 KB IZRS M
MERAERNA Lambda ick. NMREA T EHREFEBFFEERENRL , W Lambda & K& R
Eo

EfRfEZ AN , FEMNERT.NET B9 X-Ray SDK MEFZSamplingRuleManifesti& B/ X4
F NSRRI,

Example .NET Web.CONFIG-E&#1 1

<configuration>
<appSettings>
<add key="SamplingRuleManifest" value="sampling-rules.json"/>
</appSettings>
</configuration>

Example .NET #&/U0R AR FiRIE json — KM N

{
"XRay": {
"SamplingRuleManifest": "sampling-rules.json"
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}
}
ENFERAARBHAN , B a WRIEFRSLocalizedSamplingStrategy, MREHE T Z N

o, E R E .

Example .NET global.asax — Z< it #h# 5L 0

var recorder = new AWSXRayRecorderBuilder().WithSamplingStrategy(new
LocalizedSamplingStrategy("samplingrules.json")).Build();
AWSXRayRecorder.InitializeInstance(recorder: recorder);

Example .NET Core Program.cs — Z<ith 41 1

var recorder = new AWSXRayRecorderBuilder().WithSamplingStrategy(new
LocalizedSamplingStrategy("sampling-rules. json")).Build();
AWSXRayRecorder.InitializeInstance(configuration,recorder);

BAI2F (NET)

ERAT NET ) X-Ray FFR TEBERASHER B Ei2FHHAmazon SDK for .NET, REEFFA
FAREFEE N icFAmazon SDK for NETHi , MHENEEEA T NET # X-Ray F R TE G

Ho

EREALRIER , BNEN aws WEE B2 HFINEEM App.config XHEL Web. config X4,

Example web.config- A H128 3%

<configuration>
<configSections>
<section name="aws" type="Amazon.AWSSection, AWSSDK.Core"/>
</configSections>
<aws>
<logging logTo="Log4Net"/>
</aws>
</configuration>

BXEZEER | iB5SH Amazon SDK for NET FF & A R 15F HELE SRR Amazon SDK for NET M

RRERF,

BE
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HZE12% ((NET Core)

EATF NET# X-Ray FA T EaSFERAESHEN A RIZFETAmazon SDK for NET, EH.NET Core

RMARFEEBERILE , BN AFIEFETZEL ZAWSXRayRecorder . RegisterlLogger 5%,

Blan , BEEA logdnet , FHHIERE LCRBHEEXM. BHERAMXHALE,

Example .NET Core log4net.config

<?xml version="1.0" encoding="utf-8" ?>
<log4net>

<appender name="FileAppender" type="log4net.Appender.FileAppender,log4net">

<file value="c:\logs\sdk-log.txt" />
<layout type="log4net.Layout.PatternLayout">

<conversionPattern value="%date [%thread] %level %logger - %message%newline" />

</layout>
</appender>
<logger name="Amazon">
<level value="DEBUG" />
<appender-ref ref="FileAppendex" />
</logger>
</log4net>

RE, IEREERSBEAEERFRBPNARE.
Example .NET Core Program.cs — H& 12

using log4net;
using Amazon.XRay.Recorder.Core;

class Program

{
private static ILog log;
static Program()

{

var logRepository = LogManager.GetRepository(Assembly.GetEntryAssembly());
XmlConfigurator.Configure(logRepository, new FileInfo("log4net.config"));

log = LogManager.GetlLogger(typeof(Program));

AWSXRayRecorder.RegisterLogger(LoggingOptions.Log4Net);

}

static void Main(string[] args)

{

BE
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}
}

BXEE logdnet WEZEE. , iHZ M logging.apache.org LML E,
BT E
BN ERARREEERBERAT NETH X-Ray FATEG, FATEGXHUTEE,

« AWS_XRAY_TRACING_NAME— iR (& SDK AT 7 B IRF B, BEERIEE serviet MESRN D B
FAEREBIRENRS BN,

« AWS_XRAY_DAEMON_ADDRESS— & & X-Ray SFHFREFMATSRMEN MK O, BIABRT , SDKE
REEFA127.0.0.1: 2000 EREHE (UDP) MK (TCP), MREBEFTFHEFEE N LEITH MR
O, RECEEMENLIET , BERALETE,

B
- #HEMN®HO —address:port
« FREIMUKA —tcp:address:port udp:address:port
« AWS_XRAY_CONTEXT_MISSING— i%ENRUNTIME_ERROR , HEHNELRBERITHFEMXER
NEHIERBBENRERE,
B%E
« RUNTIME_ERROR— #tHiZ{TRI R &,
* LOG_ERROR— iZRARIR LR ( BRIN ) »
« IGNORE_ERROR— ZEE4RIR H4HLL,

HERHAERT T ERNETHEIRBHIREERTLENRBHERANR LTSRN , TEE2K
A BRRK D BREF 9 BREXBEIR.

FAERT NET 8 X-Ray SDK 2 #74& A HTTP &K,

B LAEA X-Ray FF & T ESXRBEREHNNARERFTE Amazon EC2 R EC2 54| EIRHREZAZE A
HTTP &3, Amazon Elastic Beanstalk , =& &% ECS,

ERHEBAERF DA HTTP HR, &R X-Ray HEABEFINARFN , EAT NET
By X-Ray FR TEANEBNREFRGIED R, o BREHE HTTP ERAVITE, HEMLE, Eftts
et s R L2 F9KR.
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® Note

E A FAmazon LambdaB#At , Lambda AN REFERGIED . S8 Amazon Lambda
M Amazon X-Ray T EZEE,

BIXBREBE-NEN , BTERSEPIRRENNARF. TUBRSHEZXE , halLUF SDK &
BARBEEABRFNENIRADSHEC, ISHEATERFEBERFHFHEBINBRERTIA , MR
BENETMHEATEE (fla , MRENIRLZHEDN ) , WNRARIAE .

® HERMIER
MRABIGERHEMP NI FERERIENWEARRF , X-Ray 2MX-Forwarded-
Fori#HRAHPMARL , MARKE IP BIEESHHIR IP. AERBERIERNEF SR IP ATRAE ,
Rt FREEE.

ERAEEFEAIESUTERN http BFERANBMEABREUE-IMTR

« HTTP method (HTTP J53%)— 3REX. &, WRE. BIRE,
- BFiGi— ZREFROEF IR P,

« MRARB— BEEKBERN HTTP WA,

« Timing— FF3a e 1A (W EiEREY) ML RatiE (Ri%EE RAT),
- User agent— iZuser-agentiRIEHE K,

« AWAKE— Zcontent-lengthM\IGRIH#Y,

ANRFI=Es

- PHEAER (NET)

- Dt AER (NET Core)
- BESBRWmEERK

DM ABER (NET)

ESWHENNARFARSHIER , 7 RegisterXRay XHH Init HEFEH

global.asaxe.
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Example global.asax-# 2 B2 F

using System.Web.Http;
using Amazon.XRay.Recorder.Handlers.AspNet;

namespace SampleEBWebApplication

{
public class MvcApplication : System.Web.HttpApplication
{
public override void Init()
{
base.Init();
AWSXRayASPNET.RegisterXRay(this, "MyApp");
}
}
}

2 W& AER (NET Core)

EONENNARFRARSNER , BUseXRayFEZAIREMEMH B FConfiguretE N EBAE
T, Startup SRR A AR IZ RS —MEBERNFEANLEEEPRENRSE - E 4.

® Note

3¥F NET Core 2.0 , MR EHUseExceptionHandlex NARRFHNEE | HE LA
FUseXRay jGUseExceptionHandler 7% R RIS FZHISAE R o

Example Startup.cs

<caption>.NET Core 2.1 and above</caption>

using Microsoft.AspNetCore.Builder;

public void Configure(IApplicationBuilder app, IHostingEnvironment env)

{
app.UseXRay("MyApp");
// additional middleware

<caption>.NET Core 2.0</caption>
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using Microsoft.AspNetCore.Builder;

public void Configure(IApplicationBuilder app, IHostingEnvironment env)

{
app.UseExceptionHandlex("/Exrox");
app.UseXRay("MyApp");
// additional middleware

UseXRay FERELKFEIMEEN RERNE=-INSHK,

app.UseXRay("MyApp", configuration);

e iB 5 B ap B SR g

Amazon X-RayE A BRF B AR ENNARFAREEREMNARERF, BEE. S8 API X 57K
Amazonf&HI N AR FEAMNRIR. 2 X-Ray SDK AEABRERXEN , ESEADFIERNAR
FRRSBHFERA.

X-Ray SDK AJBATE HTTP B RIRKHPHENBEE BB XER, B2 , AILAERRL , XTRESH
ARSS ARG R HILBAMNY T R A TR LE SDK REERABEENIRANERMEB RSB XE , LN
R ABBEREEEMIAB IR,

MRENNARFNSMERMFER , MATLUR SDK BEENEAZA 0B RBUEX BB HHP RIRIX
—Ro IBWERKAY SDK N EFTEATENBERFEAEINE , AFRAEMNA T T EENE
Ko

Flgn |, BAEEE — NN ARF A=A FIEHRMER —www.example.com, api.example.com,
Mstatic.example.com. fRALNEXFEAZN NG E KK .example. comA BN FEHFIREET
BEMHXE , NTTERSE LER=TRFZTR. MRENRARFRENENE SEXT TR E
R, BHERSBRF LBEINEFOIMT R, HHIERIBENZ BB

EXNFAEERBREAR -2 , IEVBCERLERFHNEENARFEN , WL —H9HPAR.
X562 FixedSegmentNamingStrategy HFE4&2i£4 RegisterXRay HEHNMEME.

AWSXRayASPNET.RegisterXRay(this, new FixedSegmentNamingStrategy("MyApp"));
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® Note
BRI LAEEF AWS_XRAY_TRACING_NAME HET EBZBRENRBHENLHERIARS B o

HAMBREEL—NENBRNEENEST—NE HTTP BRFHNENBEZERNTENE
FRANERIABTT. BEFIBDROK , BHIE DynamicSegmentNamingStrateqgy ¥ E&iEL4A
RegisterXRay J5%,

AWSXRayASPNET.RegisterXRay(this, new DynamicSegmentNamingStrategy("MyApp",
"* example.com"));

IBERAmazonfE AE M F.NET #9 X-Ray SDK &

LR R TE 7 V8 A RtAmazon Web Services I 7 F B, BABFIR K EBA , AT .NET 9 X-
Ray SDK £RE T B 745, EIBEAmazon Web Services i &R 7EiX L iR S5 7 5 R 49 &R ( 4
m , Amazon S3 7= Amazon SQS BAFI ) FHER Tl RERE X-Ray BHI AN RS HE L.

B LB E R 2/ A RegisterXRayForAllServices X& M FTAAmazon SDK for NETE F~
Ui o

Example SampleController.cs-DynamoDB % i T &

using Amazon;

using Amazon.Util;

using Amazon.DynamoDBv2;

using Amazon.DynamoDBv2.DocumentModel;
using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.AwsSdk;

namespace SampleEBWebApplication.Controllers
{
public class SampleController : ApiController
{
AWSSDKHandler.RegisterXRayForAllSexvices();
private static readonly Lazy<AmazonDynamoDBClient> LazyDdbClient = new
Lazy<AmazonDynamoDBClient>(() =>
{
var client = new AmazonDynamoDBClient(EC2InstanceMetadata.Region ??
RegionEndpoint.USEastl);
return client;
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1)

ENEFH#HITREERSMAREMBRSHRN | FBERegisterXRaymF
RegisterXRayForAllServices, EARFE/iRZEONBHERREE RN,

AWSSDKHandler.RegisterXRay<IAmazonDynamoDB>()

N FARERS , B LE X-Ray BH AR EREAN API B, NF—32 RS , X-Ray SDK £
KEARMES , EERSRH FREEFHAONE.

Flan | HEERALIRMA DynamoDB ZEFmHTHAN , I FUAKRFNESRNIEA , SDK &5k
BARMEXEH, ERFES  SIRERSHEEHHE RN —NRMEHT R EFE5—NER
DynamoDB W/ , ATAUEXNBEHRNEA.

Example B T8/ DynamoDB LRI B B F 2 Bk
"id": "24756640c0d0978a",

"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 60,
"status": 200

}

b

"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",

"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

EEBREENRFEN , XU TRSNEAASERS HERPLIEFTANT KL REEQIEBER TN A
A, ARSI TERT K.

« 5% DynamoDB— & &
- TEHEEFHERS— FRBANBHER
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o M0 5izhfa] S BA B AR S5 — BAFI B #R

FRAERT NETH X-Ray FXTE

BAREXNMRSH AR HTTP API X H AR , B AERERT NETH X-Ray F AT E
‘BAGetResponseTracedMi EAHESystem. Net . HttpWebRequestR 2 A1 X L2 98 A H4F API 4R
TRS R MEBRSE

Example HitpWWebRequest

using System.Net;
using Amazon.XRay.Recorder.Core;
using Amazon.XRay.Recorder.Handlers.System.Net;

private void MakeHttpRequest()

{

HttpWebRequest request = (HttpWebRequest)WebRequest.Create("http://names.example.com/
api");

request.GetResponseTraced();
}

NFRLEA , BEMA GetAsyncResponseTraceds

request.GetAsyncResponseTraced();

MREFEA system.net.http.httpclient , A HttpClientXRayTracingHandler £
WEEEFRIEFEA,

Example HttpClient

using System.Net.Http;
using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.System.Net;

private void MakeHttpRequest()
{
var httpClient = new HttpClient(new HttpClientXRayTracingHandler(new
HttpClientHandlex()));
httpClient.GetAsync(URL);
}
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FRARER

FEEDHFT T Web API AN , 5EATF NETH X-Ray FRXIES , &EAEX HTTP HR M

NI ERIEFRF DR, X-Ray R F5 BN APl 4R HERT 5 B
Example T HTTP ARAH F20 &

"id": "Q@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
.
"response": {
"content_length": -1,
"status": 200

Example T35 HTTP 3 F #9 #E T ER

{
"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@@4f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
"status": 200
}
I

"inferred": true

#EH HTTP B A
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}

FRAERT NET 8 X-Ray FF X TEGRER

EAT NETH X-Ray FETEBHSystem.Data.SqlClient.SqlCommand , &3
HATraceableSqlCommand , A LLARAESqlCommand. &R LAEH TraceableSqlCommand 3£
#tR{L SQL 5.

FRRSNRLS HERER SQL Eif
AR RBIE RIMAIER TraceableSqlCommand KBS MFL B3 B ER SQL Server &if,

Example Controller.cs - SQL EF w4 ( ¥ )

using Amazon;
using Amazon.Util;
using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SglServer;

private void QuerySql(int id)
{
var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];
using (var sglConnection = new SqglConnection(connectionString))
using (var sqlCommand = new TraceableSqlCommand("SELECT " + id, sqlConnection))
{
sgqlCommand.Connection.Open();
sqlCommand.ExecuteNonQuery();

}

& LAMEA ExecuteReaderAsync FERLSHMITEN,

Example Controller.cs-SQL BEF w0 ( &F )

using Amazon;

using Amazon.Util;

using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SqglServer;
private void QuerySql(int id)

{

var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];
using (var sglConnection = new SqglConnection(connectionString))
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using (var sqlCommand = new TraceableSqlCommand("SELECT " + id, sqlConnection))

{

await sqlCommand.ExecuteReadexAsync();
}
}

INEEFT SQL Server #4THY SQL &Eif

&AILAS A SqlCommand. CommandText BYHIRIEN SQL &R BIEMN 2 EBRH — 3
%o SqlCommand.CommandText &R F7E& JSON HFE sanitized_query., AT R£iE
R, BAERT , RERLLIhEE,

® Note
NMREFBRESMENANXITERE SQL ERF , BF2EAREIRE.

ALBY A TR ANE A SQL EHRIKE :

« ®iECollectSqlQueriesM=HtrueEBNARFNLREEEN.

« J¥ TraceableSqlCommand Efl## collectSqlQueries SHIREB N true LAUREZEHIHH
A

B R £ CollectSqlQueries es B 1%
AR RGIE RINM@FA NET # .NET Core B CollectSqlQueries B,
.NET

£ NET HENARFNEREENRN , B CollectSqlQueries BMHIRER true , BIEREN
App.config = Web.config X#H appsettings , MBI R,

Example App.configOrWeb.config— £ /383 SQL &R INE

<configuration>
<appSettings>
<add key="CollectSqlQueries" value="true">
</appSettings>
</configuration>
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.NET Core

EifiECollectSqlQueriesM=F|truefE .NET Core N ARFHNEREEN , BIEHE
Mappsettings.jsonfMEAR , £ X-Ray B TR X4,

Example appsettings.json— £F/E A SQL &K IKE

{
"XRay": {
"CollectSqlQueries":"true"

}
}

8 A collectSqlQueries 2%

BT LAE TraceableSqlCommand 3E4l#fF collectSqlQueries SHIRE N true , LR EFEA
ZEFI#EATH SQL Server EHH SQL B XA, FSBHIRE RN falseZEMACollectSqlQueryiaH
FTraceableSqlCommand3E4i,

® Note

TraceableSqlCommand &4/ collectSqlQueries W{ENFEE CollectSqlQueries
BHEN2REEFRRENE.

Example ;~fflController.cs— NEHIFE A SQL ik E

using Amazon;
using Amazon.Util;
using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SqglServer;

private void QuerySql(int id)
{
var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];
using (var sglConnection = new SqglConnection(connectionString))
using (var command = new TraceableSqlCommand("SELECT " + id, sqlConnection,
collectSqlQueries: true))
{

command.ExecuteNonQuery();
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}
}

BRI F 2 BR

FRXEY REBERRFANBTATHERBERMEAN TE, HEEAMIMEFmETEAR , X-Ray
SDK 2R FOTRPERNES. EUNEREMFXERNEMFXEHRTIA, GEABHIH
MR ICFIERNM T EHIE.

EEE 79K, 5 BeginSubsegment # EndSubsegment 5%, fEtryBHIEFEE
FIAddExceptionkiBERBIANER. £ RBRFPIFA EndSubsegment BRER F 5 &, finally

Example Controller.cs — BE X FXE&

AWSXRayRecorder.Instance.BeginSubsegment("custom method");
try
{
DoWork();
}
catch (Exception e)

{
AWSXRayRecorder.Instance.AddException(e);

}
finally

{
AWSXRayRecorder.Instance.EndSubsegment();
}

LIBEDPBRREH M T O BRPREF DR , X-Ray SDK for NET HE4AMK ID FH1i2FKFF 1468 A 45 R A
8],

Example @& THIEN F 5 B

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
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}I

FRAERT NET 8 X-Ray FF & TEGRIERF T

BUERERNTHBFEERAXRER, REINARFHEMER SR ERNTHERNE
X-Ray FR TR 7 RFECIZBE L F 2K,

ARRETENSR, BFHIARENREN. RESXNIREHRS , LESHERER. FHAERICRK
ERAFXNEHEHASPHREHITOENBIBREREA GetTraceSummaries API B {E R EIE,

Metadata B EX AIAEREMRENE , SERNKRMIIEK , BREEHRSIDUESHFEREX —EE
M. EFRATHBECXEFRERFTETEESRR - BEANEMGIE.

N E F
- FAERAT NETH X-Ray FATES
- FAERT NETH X-Ray FATES

FRERAT NETH X-Ray FAITEE
FRIFRICREXRENHRHRSIUHRTERN TR+ EBNEE,
ARER

- B— &% 500 NEREFEFE/R, TERIFFS , TIILERN,
« E— &% 1000 /™ Unicode &%,

 Entries— 8 MNREH&RZ 50 MNER,

BFFR

1. 3REX AWSXRayRecorder BISEHI,

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder recorder = AWSXRayRecorder.Instance;

2. FEAZEFERMMHRE, Int32, Int64, WHEERFEAFEEFA addAnnotation,

recorder.AddAnnotation("mykey", "my value");
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FRERIEAERIEZANE-EXMWannotations KT N R, FEHERBRIERFRRX
addAnnotation NBEZR -2 BRI FO R LZEIERKIE,

EEREETREENIRMIRE , EEannotations. key iR RERFEH KEBF,
FEAERT NETH X-Ray F AT ES

ERATHBEIERERELENH BRI UETRRITRHFITEROER. THEETURFRS,
BF. mREHAFILH JSON FHRIHBENEAEAI R,

1B R TTHIE
1. 3REX AWSXRayRecorder HISEHl,

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder recorder = AWSXRayRecorder.Instance;

2. FHAFZHMEDBZENE, ZRHBRMNREFA AddMetadata,

recorder.AddMetadata("my namespace", "my key", "my value");

=
BRANXTERNERN AddMetadata,

recorder.AddMetadata("my key", "my value");

MRERERESEEE , WFAIES ERdefault. FAMERBAFR IR AddMetadata HEE
B—2BRRFoEREZBICENE,
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£ Ruby

BRA AL LE Ruby MAREFE X-Ray KIERER

« AmazonOpenTelemetry Ruby HJ Distro— —AmazoniZ o X ARIEMH T —AFRE , AFaz4
RIEMKIEFRFIRERAmazon G 2R S F , @3 Amazon CloudWatchAmazon X-RayF L B i#h
OpenSearch RS , B AmazonOpenTelemetry Collector BJ Distro.

« Amazon X-RaySDK for Ruby— —4 B T4 X Bk ER X-Ray B X-Ray F#.

BREZEER |, ESH7E Amazon Distro for OpenTelemetry  X-Ray SDK 2 |83 1T 1%,

Amazon®y & 1THxOpenTelemetry4l = f

BE&Amazonfl & {THROpenTelemetry(ADOT) Ruby , fREJANIRA B ARFHIT—IXEN , REEZ
NN RAREFAEHERVIERFRERAMmazon B #R AR |, BT S #CloudWatch Amazon X-Ray ,
E BT E#O0penSearchfR%. & X-Ray 5 ADOT BEEEAFZERMNAH : OpenTelemetrySDKE F
A5 X-Ray Bi&EH , LR Amazonk & 1ThROpenTelemetrylWiEIR E/8 i 5 X-Ray Bl & H.

EFBFER , 2 HAmazon#) X 1THROpenTelemetryRuby 3T,

BxERAWEZE B Amazon & 1TROpenTelemetry M Amazon X-RayF H ttAmazon Web
Services , B2 FAmazonty & 1THROpenTelemetrysl & Amazonky & 1T R OpenTelemetry 3L #4,

EXREEXRNEANEZEELE |, S HAmazon AT MEMFF 5 GitHub,

iEA T Ruby By Amazon X-Ray FA T ESE

X-Ray SDK 2 —MNEA T Ruby Web MARFWNE , TRHE T A TERBREEEHFHEH LEE X-Ray
THRERFNENGE, REBESREEXNARFLENEAHTTP BRNER , URNARFER
X TR TH A A M E EAmazonSDK, HTTP BEFHRESESIERE iR, BETF 612D &
HEEBRAMTBTEPRMNFHE R

BA VB A A TEGRME gemfile #5217 bundle install RTHEFXIED,

Example Gemfile

gem 'aws-sdk'

Amazonf) & {THROpenTelemetry4L = H 420
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WMRIREM Rails , MR X-Ray SDK A E R EE ARER, HRMEBRFUIE—I DR 5
DRI, BUMERATATESEF RN ERESMNEDE , AR F5RUREKETEREM.
FRIEEBELAHERESRITANNARFSIRNFEE. XTIk Rails NAERF , BUUF3H 02

il

T3k , #FH X-Ray SDK k& M ¥REAmazon SDK for Ruby, HTTP # SQL & Fim M il & F =15
KRB, 8 YPRIKIT TR IERAmazon Web ServiceRw AR N F Fimk &R , SDK 25X Z
UM EBIEREFDERP. Amazon Web Servicesi&1E fRSS H 5 8] B9 & RFHE R TlET R ERER
S b, LU BY IR Bl B NE 1 LAY EIR R PR il R

EFRERAFTRTEQRE  BEEEICRFEREELHITH, EALMIBEARCERBEXREITRRAER
MITERRNBE  BYELREANRBELKETH , RRICXFUENARF AEPEEREF
RIEBHNESHELINEER.

EFRAXRFERURNARFEEIBRMNTEEPAEN TENEMBES. TREMENREX , SHhxE
RENEHNRSILATHERARES , UELEBRRISRERFENRE, THESRENRBIMER
K, HEATLUEREBANRAEA - =516 JSON WE[FEE,

Q@ EBRMTHE
EBRMTBIEREMER X-Ray SDK RMNBIXBWEEXR, FREHEIRS| , MESTIES
REX—EBEA, THERRHERS| , BALER X-Ray BHEH API ERBEHBHPEF, &
T X-Ray B RV ER AT UAETXEHIE.

HRBPEFREINNEF RN , —MERDPRALERETFIR , DMNEFRAENENEMG
XNE—NFOER. BUNESHEFREBACGEEEEL T IERPREEBTOBRANETH. BTN
BNEBIEARBLHIIRAENFOR , ALK FOBRNABENEIR K MTAREERDRNTE
AE

BX SDK WEMBENSE XYY |, S HAmazon X-RayRuby FF A TEQ API 2%,

=R

X-Ray SDK FE Ruby 2.3 EGMA , HEEUTERSA :

« Amazon SDK for Rubyhx 7 3.0 HE SR
* Rails fx74 5.1 EBIRA

=R 421
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79 Ruby BtEX-Ray F X TES

&M T Ruby By X-Ray SDK H—1 £ IXRay.recorderky X-Ray SDK HEHNE R BAILERELE
BRBUBEAEA HTTP A6 5 B A4,

T E F

- BREAEM

« REHN

- BEER

- KIEHHICREBRERE

- f£A Rails BYHYIC KRR E

- RETE

AR 551 14
plugins AT RZRBEXRRELNWNARFNRSHNER.
ke

« Amazon EC2 —ec2 7HNsE4 ID AKX,
+ Elastic Beanstalk —elastic_beanstalk JRIMFR B, ARZHEE ID,
« 5% ECS —ecs HINALE ID,

BE 422
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Segment - Scorekeep x
R —
Overview | Resources Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢-170413_021009
Deployment ID 20
Environment name sc OFEKEEP—CI‘HH

EC2

Availability zone us-east-2c
Instance 1D i-035583d15d1471728

EFEAEN  FESARRALICRBNEENRPIEERMSF,

Example main.rb — fE#EE

my_plugins = %I[ec2 elastic_beanstalk]
config = {

plugins: my_plugins,

name: 'my app',

}

XRay.recorder.configure(config)

R ERTEEEREEICRSE , EXLETERBFIRENE,

SDK EFEARHRERZEXE LNoriginFR. XRTEITENNARFHNAMmazonERER, X
BERZ AR, SDK AL T BTN F R #8 E KR : ElasticBeanstalk> EKS > ECS > EC2,

KA

SDK fE F&1E X-Ray 2% & E LK REMNRKBEZZKMWPLE R, RANANESWRERE —ME
R, k@ X-Ray ZEBRENFIERSHEAFAERNBES 2H, £ X-Ray 25| & & 6|2 EAbH
n, BENEBIMNARFIERNBEE,
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SDK HREEREXEAHANNABEXANNRARN, MRERCESNEELHAN , N SDK XK
Fﬁ%_ﬁﬂmUo

® Note

3R SDK &5 X-Ray ZREVRFHMN , ©RRENERE —MEROMAREAN | UKk
BETHNAEMFEABERNED 2H, MREVURBENRFARE API, HEFTEEEE X-Ray
SRR, EEX S SDK X HEY APl AR TCP RE |, R EXHER.

&t AT BUR SDK BLE M JSON MAS NS RN, EFTEMEM X-Ray REMNIERT , SDK A BAfE
R MNER 240, t AT DR E A A st AL

Example sampling-rules.json

{
"version": 2,
"rules": [
{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1
}
}

WREIELT —NEEXHANA—NERIAAN, BEILHANRA 5% WRHER | EEREBREERNE
K /api/move/. BRIAHNEHR 1 MERM 5% HWEMIBEKR,

EAMEXANBRIZ , BEBFBICEKFNENRGMIULNA , MARE X-Ray RFEE, &
HEEZSTN , BEERLKMEEMN , XESEHICRNBIEETESEMRE.

EREFOAN , FEARAICERFNRENRPANEEL—MEH,
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Example main.rb — Backup #0I/ &L &

require 'aws-xray-sdk'
my_sampling_rules = {
version: 1,
default: {
fixed_target: 1,
rate: 0.1

}

config = {
sampling_rules: my_sampling_rules,
name: 'my app',

}

XRay.recorder.configure(config)

BEHREHRFEAN  BE- M ERNXHEPENRS , ABRRZNEFRFHLACHNARERF

Example config/sampling-rules.rb

my_sampling_rules = {
version: 1,
default: {
fixed_target: 1,
rate: 0.1

Example main.rb — 3 B 34 HY KB N

require 'aws-xray-sdk'
require 'config/sampling-rules.rb'

config = {
sampling_rules: my_sampling_rules,
name: 'my app',

}

XRay.recorder.configure(config)

EREAARBHAN K FEXEMANMEE LocalSampler,
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Example main.rb — ZS 3t 31 U SR 4%

require 'aws-xray-sdk'
require 'aws-xray-sdk/sampling/local/sampler

config = {
sampler: LocalSampler.new,
name: 'my app',

}

XRay.recorder.configure(config)

BET LA B £ B0 XU IEF A& A B REITEEN D,
Example main.rb — 2 &##

require 'aws-xray-sdk'
config = {
sampling: false,
name: 'my app',
}

XRay.recorder.configure(config)

BEiH

RABRT |, CFEJHEERINEHHEE $stdout. BANBREEELICEBNIEENRPE
MiEFEBEREENL B FIEF,

Example main.rb — B&igxk

require 'aws-xray-sdk'
config = {
logger: my_logger,
name: 'my app',
}

XRay.recorder.configure(config)

HEFHERT RN, FABHBSKANENRERF 5 RZEXNRE,

KBPWILRFBHRE

Hig BE S XRay.recorder B configure B,
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« context_missing— 1®E&E N LOG_ERRORLLE &1 RIT HEM X R BN B LR IB 2R 12 R BIE
B 5 RFE,

« daemon_address— iR & X-Ray SFHREFMTESSM EHMEH O,

« name— Z{& SDK AT 5 B IRS & o

« naming_pattern— REHBEXNUFERIS T Ao

* plugins— EAEAIEFARNAREFAmazonFIRIER.

« sampling— RE N Efalse X,

« sampling_rules— RETESENEEAN NG E,

Example main.rb — 2 E TXRARE

require 'aws-xray-sdk'
config = {

context_missing: 'LOG_ERROR'
}

XRay.recoxder.configure(config)

£/ Rails BtV ICF2RECIE

MR EFEHI R Rails 228 , M AJ#E app_root/initializers TH Ruby X#HE B £ FicFKeEN
%D, X-Ray ails SDK XFFAMEEZ4L , AT Rails.

« active_record— i®E N truebllid Active Record BIEEEZSH T2 .

f£# 7 Rails.application.config.xray WEENRPEE R HRE.

Example config/initializers/aws_xray.rb

Rails.application.config.xray = {
name: 'my app',
patch: %I[net_http aws_sdk],
active_record: true

}

A% R

FBAIERMETEREEEAT Ruby I X-Ray FRTEG, AXRIEGIXFUTEE :
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« AWS_XRAY_TRACING_NAME— i% & SDK A T2 BRI RF B . BEBIRIE serviet kB » R
ZRIRZ B IRS B o

« AWS_XRAY_DAEMON_ADDRESS— 1% & X-Ray SFHEFMITETMN ENMIFE D, BRINBERT , SDK &
FHREBRBIERIXE127.0.0.1:2000, MREENTFFEFEN EWEMED | ECEEME
MLEZE1T , BFEAREE,

« AWS_XRAY_CONTEXT_MISSING— i%E N RUNTIME_ERROR , HEMME L KB ERITHEMAXER
MERIEREENBERE,

BXRE

« RUNTIME_ERROR— i HHZ1THI F&E o

« LOG_ERROR— iBR4ERIRH 4L ( BRIN ) &
« IGNORE_ERROR— ZBE4EIR HAHELE,

HEZHERT T ERNETHNEIRBIREERTLENRBHERNR LTSRN , TEEK
EERRDBREF 2 EREXVER.

HEXERZHERBPRENE,
fi£ SDK for Ruby #J X-Ray Ff &% T E@3 R ERE AER

B LAMEA X-Ray FF R T EGRIRERER R AREFTE Amazon EC2 H#y EC2 K6l ERMARSHE A
HTTP #&3k., Amazon Elastic Beanstalk , 5{#& ¥ &% ECS,

WMREERANR Rails , EEM Rails REMFDHEA HTTP FR, EEFFEEMNIIRLARERHE
B EREWE , EAT Ruby By X-Ray FRTEEBLNBNIREFEREUE- MR, HEMSTEIE
MEMDBRRABERRSN DGR F DB, BREIN D REMRERX HTTP BRMBANER. WES
SIEERBITE, TEMLE

BIMEERBE-—NEN , ATERSEPRREHNARF. JTUABSHRZXER , B LU SDK &
BARBEEABERFNENIRLDSHEC, ISHEATERBFEBERFHEBENBRERTIA , MR
BEMEMHEATEE (fla , mRENIRLRHEDN ) , WNRARIAE .

O BERHER
MEAEHF G ERHHMPNVFBERELZEHRARER , X-Ray 2@MX-Forwarded-
Fori&RHmtrk , MARXKE IP HTEIHHR IP. AEXFERIEERNEF IR IP Af B hiE |
HEEFRREEE.
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EHRERN , FATEGLSEIBRPIREMMFERIERLITH. IRXKREEZF
Etx_forwarded_fori®ENtrue , EF & IP MX-Forwarded-ForHTTP &R HI#Rk,

FEGERASEUTEEN http RABMNMEABRBE—INDER -
« HTTP method (HTTP J53%)— 3REX. &, WRE. BIRE,

- BFUGHbI— ZIXFEROT /RN P bk,

« IR ARIB— EKIFERN HTTP MR,

« Timing— FF2AA1E ( YR BITERET ) ML RATE] ( REE R ) o
« User agent— Zuser-agent A\iER 8,

« NBRKE— Zcontent-lengthM\IGRIHHEY,

£ rails R EH

EFEAFEG |, BN gemfile BN EEFAEM railtie.

Example Gemfile - rails

gem 'aws-xray-sdk', require: ['aws-xray-sdk/facets/rails/railtie']
BEAREY , CESREAERS AR RRNARFNSHREEIDTE,
Example config/initializers/aws_xray.rb

Rails.application.config.xray = {
name: 'my app'

}

FA oA

WMRERMEM Rails , EFHNED B, BAUABFMEABEREUE-I2E , AERLE4H HTTP
B2 7 RS AmazonSDK & F i 8 R Hl2s iR £ £ T BRI F X R

# Start a segment

segment = XRay.recorder.begin_segment 'my_service'
# Start a subsegment
subsegment = XRay.recorder.begin_subsegment 'outbound_call', namespace: 'remote'
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# Add metadata or annotation here if necessary
my_annotations = {

ki: 'vl',

k2: 1024
}

segment.annotations.update my_annotations

# Add metadata to default namespace
subsegment.metadatal[:k1] = 'v1'

# Set user for the segment (subsegment is not supported)
segment.user = 'my_name'

# End segment/subsegment
XRay.recorder.end_subsegment
XRay.recorder.end_segment

e iB 5 B ap A SR g

Amazon X-RayEARFEMRAIEHNARFHGHEHMNARR. BIEE. NI AP X5 FFkK
AmazonEHI N ABRFFERANER, = X-Ray SDK AEABRERXEN , EAEHADPFIERNARE
FHIRSE B Frname ZEBE .

X-Ray SDK AIBATE HTTP iERIRA PN EN B EH G EXER, B2 , ATLAhERRL , XSS
RS BRST R HIMBAN T R, F T SDK REAMEEVIRLNBERMBIREGEXE , BYUARA
& AR ERIBEBRINB o

MREHBARF NS MNRRMER , WAL SDK BE N FEABNAG S R UEX RS RRIX
—Ro HAWERKAY SDK N EFTRATENEREAEINE , AFRAENNA T A EENE
Ko

fltn |, BARER — NN ARFE A=A FIEHEMER —www.example.com, api.example.com,
Mstatic.example.com. fRANERFEAZ S HE K> .example. comA BN FHEHFIREFR
EEMHNEXE , NIERFBLER=ABRFTR. NREVNARFRENENEEEXFTTENE
R, BFNERSVH LERNEONMT R, HHISBEENZRAEN.

EXABEERIBREAEREY  BEEBCRFNEENARFNEN , W/ LT IR,

BB EREEL—NENENLEENEXA—NE HTTP BRIV ENE S ZE TR EEH
MBINE. EISHEDIR , B config GHEFIEERBER.
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Example main.rb — 1AM &

config = {
naming_pattern: '*mydomain*',
name: 'my app',

}

XRay.recorder.configure(config)

BAUEEXREAREEEFAFHFES , HEATVREEEZEDFR.

(® Note
O LAfE ] AWS_XRAY_TRACING_NAME SMEF EBEBERBPE XA ERIARS B o

&% LA 0 4 T i A

BN THAAR , FEAERT Ruby B9 X-Ray SDK FRi&x s ARRFFERANE, EAT Ruby B X-
Ruby 347 & T E G LUEXNA T B,

X BFE

« net/http— X&& HTTP &/ i,
+ aws-sdk— 1% 8§Amazon SDK for Ruby®&F,

LI EACEHER |, EAT Ruby B9 X-Ruby SDK £ FEMBIE—NF 0B , FiCFKiERMIE R
FRER, HTBEIFATESFREMGHX XRay.recorder.begin_segment KiARARM DR , LA
HARIETHETF DR,

EEANE | BHEMEIELS X-Ray BRFBHNEEXNRFEEECAN,

Example main.rb — %N T FE

require 'aws-xray-sdk'

config = {
name: 'my app',
patch: %I[net_http aws_sdk]
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}

XRay.recorder.configure(config)

1B ERAmazonfE A& A F Ruby 89 X-Ray-SDK A

L BB N AR F 8 A rtAmazon Web Services A T 7 #1E. BEABIISH K EEH |, SEA T Ruby B9
X-Ruby SDK £ BRI BN 749, BiBEAmazon Web Services i & 1E X L AR 55 A 177 (8] B9 & TR
( 5170 , Amazon S3 F# L Amazon SQS BAFI ) FHER T T RERE X-Ray 25 A8 RS E
to

B AT Ruby B9 X-Ray SDK < Bai#lllAmazon Y {REt SDK BFiwExbaws-sdk B 1E. BFTED
WEANEF .

NFRABERS , AL X-Ray #2Hl AP EEEAN API B, WF—FB2 RS , X-Ray SDK £
KERMER , AEERSRE P RHUEBMAVNE,

Bl | SEERLZLIRNE DynamoDB & Fim#t THRAR , X TURANBIRNIFA , SDK 28 FK
%}%’ibﬂ BXEgH, TEFES ﬁ/\iﬁﬂb’z%ﬁtl PEHERN—NRERNTR , HPE-NEA
DynamoDB TR , AFAUKN BN IEAR,

Example f T8/ DynamoDB LR EFI B I F 5 B

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 60,
"status": 200
}
b
"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
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EEFEEENRFRN , WA TRSNARLERS AP URFANT K. REEQIEERRNE
A, ARSIETERAT R,

o T %% DynamoDB— & A
- TR EEFHERS— FEBNBHAER
o 5 b fEi S RA I ARSS— BA BB TR

£/ X-Ray F R TEIZEKBED KR

FXEYBREBRERRFANBTATHERBERMEAN TE, HAEERAIMNEFmETEAR , X-Ray
FARIBEBLREFRFIRPERNES . EUNCIBEMATXERNHEMFXEH#TOE, HEADER
D HV RIS FIERM TR

EEE TR, 5 begin_subsegment  end_subsegment 5%,

subsegment = XRay.recoxrder.begin_subsegment name: 'annotations', namespace: 'remote'
my_annotations = { id: 12345 }

subsegment.annotations.update my_annotations

XRay.recordex.end_subsegment

ENHBOEFDER , AFHBKEX XRay.recorder.capture WA,

XRay.recorder.capture('name_for_subsegment') do |subsegment]|
resp = myfunc() # myfunc is your function
subsegment.annotations.update kl1: 'v1'
resp

end

UEETRBEEMF O RPUBEF DRI , X-Ray FATEGELNEER ID HiZFKF et AL
A 18] o

Example @& THIEN F 5 &

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
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"test": "Metadata string from UserModel.saveUser"

}
}I

FAERT Ruby B9 X-Ray F A TEEHRIERMTEE

LU ERERNTHBFEERAERER, REINARFHEMER SR ERNTHERNE
X-Ray FR TR 7 RFECIZHBE L F 2K,

ARETENSR, BEHEARENREN., FEIBREHZESILUESEARERESN. FRAFERICZRER
FXEE A PHREHITOENBIESRERAA GetTraceSummaries API BHE A RIEIE.

MetadataRBEXS , EMTUAEREMARENE , SEXNKRMIIEX , BRENEHEREX—EEH
WEREl, FRATBBLRXEFREREPEFIEZESER —EEANEMEKE,

BRYZRMTBE N, BETLICFEAS, ID FHEEDRLE, AF ID ERETRNEMRFERF
FRAFNEREHRSILATER.

NTEF

« {# SDK for Ruby #J X-Ray F X TES

« {# SDK for Ruby #J X-Ray F & TES

- FRAERT Ruby B9 X-Ray AT ES

f# SDK for Ruby By X-Ray F X TES
FERERIEREXENERHZRSIUHITEZENDENFOrBRINER.
ERER

« BH—HKZ 500 NFREFFRF. EERI[FT , TRILERN,

- E— &% 1000 4 Unicode Z%&F,

« Entries— 8 MRER&Z 50 MNER.

BFKER

1. M xray_recorder SRECY H 70 BRF T2 B 5 A,

require 'aws-xray-sdk'

ERF TR 434


https://docs.amazonaws.cn/xray/latest/api/API_GetTraceSummaries.html

Amazon X-Ray FERARER

document = XRay.recorder.current_segment
/)

require 'aws-xray-sdk'
document = XRay.recorder.current_subsegment

2. BATKHEMN update,

my_annotations = { id: 12345 }
document.annotations.update my_annotations

FAIESIRIEENE-EXNWannotationsKEXPHFR, FEHAMEBRIBARNR
add_annotations FHBEZR —2 BRI FH B L2AiEXNE,

EEREETREENEIRMWIBE | iffannotations. key kR ERXHFEH <BF,
f# SDK for Ruby #y X-Ray F X TES

ERATBBFEIERERELEFTNEREHRSIURITRRNT BRI FIRNVER . THEETUARFZRES,
BF. MARESHAFIEH JSON N RFHBANEMTX R,

2R TTHIE
1. M xray_recorder SRECY HFI 0 BRB T2 ERH 5 A,
require 'aws-xray-sdk'

document = XRay.recorder.current_segment
7
require 'aws-xray-sdk'
document = XRay.recorder.current_subsegment

2. ERAFHEE, HRE. BF, FHEIANREARFHFEHEZHAA netadata.

my_metadata = {
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my_namespace: {
key: 'value'
}
}

subsegment.metadata my_metadata
EAMRRFEARX metadata HEBEZF - PRI F TR LZATERKNE.
FAERT Ruby B9 X-Ray B F AT EH
BRFERDPELEHNAF ID BARRKIEBERBAF,

ExXAF ID
1. M xray_recorder 3JREUY 2512 RIS o

require 'aws-xray-sdk'
document = XRay.recorder.current_segment

2. ForBRENAPFZERRENREFERVAFHFRES ID,

segment.user = 'U12345'

B A EZHESRPIRER S AEENAREFTRAEEREMANERAF ID.
BEERAPF IDWRER , TRuserMEREXFEA XBF,
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FERBIZE X 4 & JRAmazon CloudFormation

Amazon X-Ray & Amazon CloudFormation &5 , & —BRS , AT BIAX Amazon #iR# 1TE
BARE , IESRERRINNERUENEERREEMEH, SR UAE - MNERFTEN 3B
Amazon &RHVERR , Amazon CloudFormation I &7 & M EL B X L R IR

H YR ABtAmazon CloudFormation , AT LEE FAERK —HEES #IRE X-Ray HiR. #EHRE
HER—R , RIFEZ D Amazon Web Services Ik~ MXEid x &7 & E &R

X &k M Amazon CloudFormationt& x

EH X-Ray REXBRSEEMNEERIR , BH4M T HAmazon CloudFormationiEz, #EHRZ JSON

= YAML BRI XA, X EEREREE Amazon CloudFormation #% HiAE K &R, N8R
B2 JSON B YAML , ] BAFE Amazon CloudFormation Designer B9 % Bh T~ FF #2 F§ Amazon
CloudFormation ##k, BXEZ{EE , i55H Amazon CloudFormation A FISEH M4 2 Amazon
CloudFormation Designer ? ,

X G4k X FHBIYEAWS : : XRay : : GroupHIAWS : : XRay: : SamplingRule R #Y & RAmazon
CloudFormation, EXxE%EE , B JSON Ml YAML #RixW =l , BSHAX FLEFREES
# £ Amazon CloudFormationf FF 5/,

T #8483 Amazon CloudFormation I E Z{E &

E 7 f#85% Amazon CloudFormation WEZEE |, BSHEUTEIR :

 Amazon CloudFormation
« Amazon CloudFormation FAF 5/
« Amazon CloudFormation APl &#

« Amazon CloudFormation s S TR EAFIE™E

X 54 #MAmazon CloudFormationt& 1 437


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/AWS_XRay.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/AWS_XRay.html
https://www.amazonaws.cn/cloudformation/
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html

Amazon X-Ray FERARER

A X-Ray RFEHLFIA 7 INPRE

HRERAATHRRMALAmazon T RNIAHEE. BAURNBNERAIMSENMRE, BMIZED
BERENHN—NMNRM—NAEE, 0, frEZAE ;Eédomalnhxﬁ_l‘ﬁ"éﬁjexample com. &
ALRBERAMHFESERNEEENRIR. BREAGRENESER , H2H,. ridAmazon®RH
#Amazon— i S Z.

BT LAE AFREXY CloudFront £ ELREFISEHEE FIREWNR, BXEZER | 55 . #4513 Bin
Bl Amazonfif F B IRFR S R IR.

(® Note

L gREEE MAmazon®IRA B Bi A X X-Ray BiR. BAJLUERRINFEEHRZAmazon X-
Ray&?%ﬂjﬁﬁi API,

BRI LIBE EA X-Ray #2#&. APl fRENA T &EIR. Amazon CLI, SDK FAmazon Tools for
Windows PowerShell. EXxEZER , BRI T X :
« X-Ray APl — i&Z#]Amazon X-RayAP| £&

» ListTagsForResource

- BIERAIHN

+ CreateGroup
» TagResource

» UntagResource

« Amazon CLI-iEZ [ X-RayHyAmazon CLIGF S S &
- FRXITEE-ESHE Amazon XETTHELENERAF AT EEXHY

® Note

WMRFTEE X-Ray BIR EARNBESRELE , HETXEZFMEFRERSNRR , WATEERHE
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BIEFTHY X-Ray ABt , ATSAERIEA .

1. &EZFZF|Amazon Web Services Management ConsolefE4:ITFF X-Ray # &l & https:/
console.aws.amazon.com/xray/home.

2. ESMERT , BFEE , REiEEGroups.
3. EEBIEA,

4. HEF#ENCIRATNES  NAEEBHNRERREN, AXAXERMENESEER |, BERE
4,

5. InfRE  MA—MHRERNMIENREE, flW , B bl AfRL@Stage , URIRE
{EProduction , URAZARTEF AR, AMRER , MIRFE , SHIA—THEFNS -1
L, BERNERFIEREBF T HENFRERIRS

6. FTERMMIRESG , EFIEA.
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BT RAEA N AR (ZFE )
IR X-Ray REMNN | 57 SE 0l REHANT.

1. &FZ|Amazon Web Services Management ConsolefELLFTFF X-Ray 24| & https://
console.aws.amazon.com/xray/home.

2. HESMERT , BFEE , RAEEFEREF.
3. EERBIERFAN.

4. EFHENCIEXHEANTES , BEB/H, AR, REl, TEFENMTEREME, AXX
MEZEE , BEREE REAN,

5. IR MA—MRERNMIENREE, flW , B bl AfRL@Stage , URIRE
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1. &FZE|Amazon Web Services Management ConsolefE4b T FF X-Ray 12§l & https:/
console.aws.amazon.com/xray/home.
2. ESMERT K BFEE , RFEFEGroups.
. TEGroupsZFH , EERHMN B,
4., HEFEENFRBAENEPRIFRERSRBNE, RTIEEEENHRERA. FZERTERN ; W
RET  LUNNKRE FXINECEENESCEABATNE  BSHNEEL. BSHFSR
FEREBH T HENIRZRIRE,

5. EMIBRIFRE | HREXERZHEM,
6. STTREBEIMERREE , EEERA.

Y M BRRAF ML AR (258 )
57 A B Bk X-Ray AL E BRI RN .

1. EZFZF|Amazon Web Services Management ConsolefE4:ITFF X-Ray # &l & https:/
console.aws.amazon.com/xray/home.

2. HESMERT , BFAEE , REIEERHF.
ERFMMRS | EFREINE R R,

4. InFREHEEFSRBANE. (RTRAEENRERH, REEREN ; IRFE , BT LHIRE,
BARENHMREMENESEEREXEANRE , FSHEE RENN. FSEREREERER
BT RN PRERI PR B,

5. EMBRIFRE | HREXERZHEM,
6. STRRBEIMERREG , EEEHRERN.

f£Amazon CLI

BT LAE B2 X-Ray A EHEMN EHRNIRE, EHATLIEHAAmazon CLISIZMEERE, EEHUN
BAREEAN LR | BFAAmazon X-RayiZ &l & |, S TagResourceE A UntagResourceAPl,

£}
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TR RN INEFEY X-Ray A= KM (CLI)

EHEQEHH X-Ray AIREMAN RN AERL , FEAUATHTZ—

o BOFARGE , FBTUTHS , Bifgroup_name BAKNE , mydomain. comfE A& K AR
SARWMIR |, key_name ARESE | LA LLAR#EERSE, BXNACIEBREANERZER , ES
%o 4H.

aws xray create-group \
--group-name "group_name" \
--filter-expression "service(\"mydomain.com\") {fault OR error}" \
--tags [{"Key": "key_name",b"Value": "value"}, {"Key": "key_name","Value": "value"}]

AT 2Rl

aws xray create-group \
--group-name "AdminGroup" \
--filter-expression "service(\"mydomain.com\") {fault OR error}" \
--tags [{"Key": "Stage","Value": "Prod"},{"Key": "Department","Value": "QA"}]

- BEFRERANNIRE , BETUTRS , Biftkey_name AR | W BLUAR#EBIREE,
b aRFIEE - -sampling-ruleZ8EN JSON X, BXRMACIEREFMUNESER |, FS
B9, REHN.

aws xray create-sampling-rule \
--cli-input-json file://file_name. json

LR R2 JSON XHHIRNAfile_name. jsoniX2H--cli-input-jsonZH,

{

"SamplingRule": {
"RuleName": "rule_name",
"RuleARN": "string",
"ResourceARN": "string",

"Priority": integer,
"FixedRate": double,
"ReservoirSize": integer,

"ServiceName": "string",
"ServiceType": "string",
"Host": "string",

"HTTPMethod": "string",
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"URLPath": "string",
"Version": integer,

"Attributes": {"attribute_name": "value",6"attribute_name":

}
"Tags": [
{
"Key":"key_name",
"Value":"value"

},
{
"Key":"key_name",
"Value":"value"
}
]

UTasR—1REl.

aws xray create-sampling-rule \
--cli-input-json file://9000-base-scorekeep.json

"value"...}

LTRREIBNAZE : 9000-base-scorekeep.jsonH--cli-input-jsonZ#,

{
"SamplingRule": {
"RuleName": "base-scorekeep",
"ResourceARN": "*'",

"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1
}
"Tags": [
{
"Key":"Stage",
"Value":"Prod"

iy
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"Key":"Department",
Ilvaluell : IIQAII

[P R IRAIPRZ (CLI)

BAILLE1Ttag-resource GRS R MBI A X-Ray A= KEM Nt 8L 5 7 T RELLE TR AR E
Efiifupdate-groupEAupdate-sampling-rule.

EEARREMRNFINIRE |, FZTUATHS , & ARN RN TR ARN , REEEENNAIRE
Ry M AR (E,

aws xray tag-resource \
--resource-arn "ARN" \
--tag-keys [{"Key":"key_name","Value":

value"}, {"Key":"key_name","Value":"value"}]
TR Rl

aws xray tag-resource \
--resource-arn "arn:aws:xray:us-east-2:01234567890:group/AdminGroup" \
--tag-keys [{"Key": "Stage","Value": "Prod"},{"Key": "Department","Value": "QA"}]

5| i R EBIFRZ (CLI)
BALiz1T1ist-tags-for-resource@m £k 5IH X-Ray A= REMN AR,
B HEARRERNKERWIRE , FETUTHES , & ARN BRI BERMN ARN,

aws xray list-tags-for-resource \
--resource-arn "ARN"

LR R,

aws xray list-tags-for-resource \
--resource-arn "arn:aws:xray:us-east-2:01234567890:group/AdminGroup"
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A LLE{Tuntag-resourcedn T Al BAM X-Ray £A 35 R N A i BRAR 25

EMNARKERN P WBRIRE |, FZTHUTHT , F ARN BN ARN |, RE1HEEZM BRIHR
LR

YR RABEE A BREANMRLuntag-resource® . EMBRIFZE , BEFEA X-Ray BFI& |, &M ERIR
ZIHAMEEHEREETERZENHITS,

aws xray untag-resource \
--resource-arn "ARN" \
--tag-keys ["key_name","key_name"]

TR,

aws xray untag-resource \
--resource-arn "arn:aws:xray:us-east-2:01234567890:group/group_name" \
--tag-keys ["Stage", "Department"]

ETHRZLEZT X-Ray &IRAYG[E]

B LR IR X-Ray AR KEMN , LA AEBRPHFZZELSL X-Ray, BEETHE
BEIHE , MEEMMA xray:ResourceTag/key-name, aws:RequestTag/key- nameji
aws:TagKeys RUBEFMAZGAZPREFZER. EEMATHRILERMGENER , E5H, &
Hlxd B i5 E AmazonfE A R RIR SR RIR.
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AREBHHTEMFA X-Ray API, #2445 SDK [ age BRI E LERMAE, WREXNEANRE
RIELAGIE | ATAERTT LM Feedback 125K R &

ANRFI=E

« Java hx X-Ray

« ST Node.js B9 X-Ray
- X-Ray FFEEF

Java hx X-Ray

iR - IF B “Thread-1” com.amazonaws.xray.expections F HIM FF
SegmentNotFoundException : FToAFF B H “AmazonSNS” Y F X : T E 25 &,

LR KR X-Ray SDK i# B R FIXI 842 H Al Amazon , BEERFART AN DR, XAEATERT X
o

- KRBELE servlet JiE8F — X-Ray SDK fEFI BAWSXRayServletFilter N RITERE £ A B RGIE
DB, BLE servlet fEik &K D MR ABE K,

- BIEEMEMA serviet RIBZANMIBLE iR — WREFEANRE P IKTER I RBB S HE MR R
ABRORBHHTEA , WAAFHUED R, BXTA , FSRIMEHN KB,

s REIELEPEANKILEF R — SRIEHLRERN , X-Ray ERBFLXEANTF 2 BH5I
o BAILAMER getTraceEntity M setTraceEntity FERIRE Yol o BRRF 0 RSB
(Entity) , ANEAZEELBATNICTESE. BXRH , BEREIFELETFERADTE .

&R T Node.js B X-Ray
B : CLS &5 Sequelize —E

F FiZ 5 3% X-Ray SDK for Node.js fn 8 ZE[A] &% 45 Sequelize. cls

var AWSXRay = require('aws-xray-sdk');
const Sequelize = require('sequelize');
Sequelize.cls = AWSXRay.getNamespace();
const sequelize = new Sequelize(...);
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)& : CLS £ 5 Bluebird — £ A

£/ cls-bluebird 32 Bluebird & CLS B4 I 1E,

var AWSXRay = require('aws-xray-sdk');

var Promise = require('bluebird');

var clsBluebird = require('cls-bluebird');
clsBluebird(AWSXRay.getNamespace());
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