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f+ 4 & Amazon Elastic Container Registry ?

Amazon Elastic Container Registry (Amazon ECR) Amazon 2 —HZ%, Ay REAURNIEERSE
BOEMRS . Amazon ECR £/ Amazon IAM X B EBEE T REMNNRNFIAEFHE. X¥ , EEMN
AP Amazon EC2 KHIR AT A iF B B BB FHENR R, EULUFERAEIE CLI X, ERANER
Docker BR#%&, Open Container ltistry (OCI) BR{&F1 OC| 3R B4,

(® Note

Amazon ECR i X F N\ HABMGEFEME, EXEZEE , 5% Amazon ECR Public BF
BEPHNT A2 Amazon ECR Public.

Amazon BEBRESE LR B — N OFHKRLE GitHub, B2 <N EEHMNEENER , A2
WFrE Amazon EFREHEERIE, BXEZER |, 55 Amazon BEsik4& A,

Amazon ECR WL = 4H 4

Amazon ECR  Amazoni2 i) —IM T £ IEE X Docker BEFIMRBE . TEAUBRLL A FHbF6E.
EEMELE Docker R, XEMSMAHRRRERZS, A BFMUHEA Docker BEFEM =R
% Amazon , FEREE SN EENBERR[ LN AR,

LA 2 Amazon ECR By — BBl S fA H -
AR

Amazon ECR EMtR R MLAET AN Amazon IKFWAEFEMEE , B EHFRE—IMHZANEF
I, XEFEEAFEETERFEMD K Docker B, FTHRASEITX (OC) BEMEME
OCI #AMIH, Amazon EXEZEEL |, ESH Amazon ECR A B E &,

BT

BB P im A BEN Amazon AP X Amazon ECR BB EMRFITEHRIUE , REFEEHIEMNRE
Bk, BEXEZEER , 5 Amazon ECR FHAAEEMER S HEIL,
e

Amazon ECR A FHER—MBEES , B LEE R EM Docker B, Open Container
Initiative ( OCI ) BREEME A5 OCI BN, EE A Amazon ECREMERF , BAUBEZANE
EERBIBREEMG, BXEZEER , 1551 Amazon ECR FAB FEE,
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7 fif EE SR B

R LUES i E RS RN FREREPHABTNTR. BXEZELR , FS6 Amazon ECR
PHFAE R

B &

WA LTS 12 EEHEE AR A B R, XEMBROLUEF ARG R AR , th A LA Amazon
ECS £5 & X Amazon EKS Pod SBEARER. BXEZEER |, ESHEWN Amazon ECR BG5S
Amazon ECS &4 A F¥¥ Amazon ECR &5 Amazon EKS &4 & A,

o FHIR

Amazon ECR 4 ap JE H SR B 78 VFSEUES TE S IB R4 AR o8 R BER 18R 49 15 B A 8 A 1 Sie B S BR {5 9 A
wmEAH. BXEZELR , HSH £ Amazon ECR FE AL BRI RK B35 ER S,

BRI

Amazon ECR £ —IMER ARG THEE | UHBENRJIBBMETHN B4 RE. EXEZES
S £ Amazon ECR FHERGERE B FERERE.

= 22

Amazon ECR £/ IAM RIZHIX B FHENLR, BUINRIBREEHIEA, RIEEE Amazon
ECR Z#ENBENREN IAM AP, AFAt, EXEZEE , 55 Amazon Elastic Container
Registry FH L £ 14,

S A S (X 4

Amazon ECR B Z N Amazon ik MXEHEHIREG , LIRS TAMHBAPEERE, BEXEZE
B &2 Amazon ECR A EMEE 4,

hn&

Amazon ECR X # £ H Amazon KMSXt Docker MG H ITE SRS B[ IwMBE, EXEZELR , 5
¥ Amazon ECR #HYEIERI,

Amazon Command Line Interface &5

Amazon CLI 22 7 5 Amazon ECR F#EXENG®T , FlIeIE, FiH, HXFIEEMREG,

Amazon Web Services BIEi24 &

Amazon ECR 8 A] LUBE T #1TE 2 Amazon Web Services B4 A , ERBET - MNAPKEFN
MIRRE , T EE#EMRE,
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Amazon CloudTrail

HFL4MEHE B Amazon CloudTrail , Amazon ECR 555 , A& FMEFRE Amazon
ECR A Ht API iR, BXxEZEE |, HSH FH125 Amazon ECR #4E Amazon CloudTrails

Amazon CloudWatch

Amazon ECR £t a[{# A Amazon CloudWatchi& ¥ IEFRFM B & , FE 6 IR ER Amazon ECR
FHENEENERBR. BEXEZELE , B5H Amazon ECR F#EEFR.

REZLH

L E G LS Amazon ECR Bt , HELE LA ERMBLES , NTIELT BHEREZEE, AX
EZER , FEH EEER,

Amazon ECR #HYE L F 1

Amazon ECR 2 Amazonig i) —IN T £ E X Docker BeFMRES. BRET —1NLZ£ AT
VRNE#EE L BTEMEND K Docker BEsg , FER N ARSI NAREFHESI LA TONA
., Amazon ECR f8{t T £ & Amazon REMAMINEHHE, 2 A MNZTRF[LNAERFHNT

=
LA 2 Amazon ECR B — <2 A4 -
BDRMGEEND X

Amazon ECR T H&EH7FM#E , MEALRNFM D K Docker REMBERELNAXRER FREAR

A LU H A SSMEHIAE Amazon ECR , REMNHE A AmazonfE it &EHE ( il 5 EC25]
Amazon EKS ) FIREUX LR, Amazon FargateBXEZEE |, i55¥ Amazon ECR FAEF %
B,

FEE R NS EZE (CI/CD)

Amazon ECR 5 Amazon CodeBuild Amazon CodePipeline, #Eft CI/CD TETHEERK , X
¥ExWE. NENMBEARCNARRF. REMEG A EMER CI/ICD BB —3 5 Bah#ixE
Amazon ECR , NTTHEREFRWIRER#H T — M AT FERHIE,

PRARSS 2R

Amazon ECR JEEEE A THRS RN , EXMMRSRET , MRAEFH D 8K E /97 BR
%, HEBRRSE. MRS HIN BN RRREFMAE Amazon ECR 1, MTISKIZ R
SHMIATT R, BENY R
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BECNZOEE

Amazon ECR XM E AT EMEK ( HI20 Docker Hub E = 5EMEK ) FIRMAI[MREGE, X
ARWFALRFEA Amazon ECR EABBMENPREREE , TRESISEHEPRE—HNBE
B,

mEEHNZ 2

Amazon ECR 1R 7T EAM e 3RSl ALE) | foVFLE 4R i ] LU EA R b X sRIR VA 2R &
Tt 55K Amazon Identity and Access Management S 1T &I IEMTAR , NTTHEHREXNBEE
BHELHE, BXEZEE |, i3/ Amazon Elastic Container Registry #7214,

BRI R 4

Amazon ECR W BZ H# ARG , URIRMHRAMBENEESIR , MNTHEBEF LN
BRBEMR, BXESELR , 5 M £ Amazon ECR FHEMREREEFERMIFIE.

IRRJ|EME

WFEAEKREZLHENERNAL , Amazon ECR TREMREREIME  HMIRBBRNWAEMBG
TELEBHNHIMER , HEREEAHALHN Amazon FREHRIFE, BXEZEL , 5 Amazon
ECR #AE EM &K,

£/ Amazon ECR E#|RekU Ko AN RAEFEE

A Amazon ECR £ #2h8E , BAILLRARL Web NABRFREEF I EFEEDR , NTKIE
A Amazon X AF SR , BWREKPE-HELEERK , ARBREZENE, BXEZER  #F
£ Amazon ECR FIVFAE R E §,

B3R R R RRE&

Amazon ECR £ @ FHIRM X HRFECE LMW ( FIMERFR, HHIRE ) BFEIAEY
R , WALFRBAE , EPAFOEMEK , BERLSENEANE , HBEIEHLRLT R ITHE
Fo BXEZEER , B350 £ Amazon ECR 4 an A KB B 3 FEM R,

Amazon ECR By Zh&E

Amazon ECR 12 LA T IhEE :

- EREANMRBEY TEERFEETRENEGAR, BUTUENSBEERERARGHAN . E7T
RN N A BT E 2 B Bt T, BXRESEE , FSH £ Amazon ECR H 4 &5 FH
R B BEREK,
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- REHBAETRABEMEFNRGERE. BN FEERATUEENEHANETE, XTHER
PE#HEIFEEENSINTRG. AT, EUURRMRGRAENLE R, EXESZER , B3 &
Amazon ECR F ARG R B FEHFRIE.

- BXENEKS EHECTUERNRREREEZTENVE, CEENIMRRE , AETEN
X, BXRESZER , H5 M Amazon ECR RV EEMETRIRE,

- RIFREANEMTEFE Amazon ECR FMRHPEF LIFFIMRPNFRENTEZ. FRAETFR
EHLET , Amazon ECR S EEF R LiEfMk , LABR Amazon ECR FA B EMKRPEREHWERE R
BIFRE. BXREZER , H5H FLFEMES Amazon ECR FAEEMEED,

- FHEECEERATFEEN Amazon ECR EHEIEFREFIREHERREUENERENRE,
B A BRI BN EREEERSET LMY, MBERE, FEERRE. £0RERBENERRE,
BEXREZER , B0 ATENESERISE HIRED R QB F6 ENER.

« HEGHEIAE Amazon ECR B , HEZXZ LA ERMNELS , ML T BRREZE. BXE
ZER B RELSR.

WA FF iR A Amazon ECR

R & EH Amazon Elastic Container Service ( Amazon ECS ) = Amazon Elastic Kubernetes
Service ( Amazon EKS ) , EEE , XRIRFHIRES Amazon ECR HiZEZELL , B Amazon
ECR BEXHIRFHT .

Amazon Command Line Interface & Amazon ECR —i#2{E At , & A X1FH ¥ Amazon ECR I
BERIRMRAN, Amazon CLI 1R EEFHE LR EX Amazon ECR WEER X3F Amazon CLI , B AR EIH
HHRAH) Amazon CLl, BRZERHRAKEE Amazon CLI , FSH (Amazon Command Line
Interface A #®) Amazon CLIF R %2 25 = 58 37 2 S T AN HY 6

ET#IMMAER Amazon CLI M Docker & SRR HEIE EIFAH Amazon ECR FfER |, S HE
Amazon ECR B Z RGN ENM LA,

Amazon ECR Efft

£/ Amazon ECR , BFRENFREFFRNBEE. BEHEENNERNBEEHAREEERITH
BGRE (PINEBEENES ) 57, AXESER , H5H Amazon ECR Efft,
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Amazon ECR R E X1

AEEFHNRFIRMTHRFTREH W XE, HTFHE , FXEXEHELAUATHINFERE 2 —
cn-northwest-1 = cn-north-1, ttoh  AFEFREREHRMNXE , Aitt5 =B £ X8 < B EAm )
BT ERTHE,
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£ Amazon ECR &3 G HY B /N4 o B 5

WMREREREH Amazon ECR , NIiE{E A Docker CLI 1 Amazon CLI @3 LA T 55 0 22 7R 5 AR 45
EERINEMERATEORIEIACENEFEEE, RAETRGHEIAEEHEHNPIRIBEG, TR
BIBRER S , M BR R BIRRG A 20

ZE A Amazon Web Services BE24| A& M2 Amazon CLI , i§ZHthe section called “6 2 17
FELA AR,

BXATHATEE Amazon #RNEMTENESEFER , BIEFEHN Amazon F AT ES, IDETEQ
H Windows PowerShell a5 51T T & , 12§ http://aws.amazon.com/tools/,

TR

MRIEBRLZHEEZH Amazon CLI fl Docker H AR ERFER , BEAUTEIRRZEXHNLE,

%% Amazon CLI

EX} Amazon ECR £ Amazon CLI , B RERFMAHK Amazon CLI, BXER , HZH (Amazon
Command Line Interface AF ™M) FHZ % Amazon Command Line Interface,

=% Docker

Docker EEA T ZFREMRERS , BIEASEHIN Linux 2 &R (20 Ubuntu) EFE MacOS H
Windows, BXIAEEEMNIRIERS L L% Docker WEZER |, {54 %I Docker Z%E3ER,

BEERMFF X RESENAEH Docker, MNREEEMER Amazon EC2 , MIAIF3I Amazon Linux 2023
SEf H %2 % Docker AFFIAERA,

MR E L% Docker , BBEIZZE 1 : 812 Docker E5o

£ Amazon Linux 2023 AMI 7£ Amazon EC2 3245l = %% Docker

1. {ERAHIAR Amazon Linux 2023 AMI B313%6l, EXEZEER |, 55 (Amazon EC2 AAF1E
B B E3IEb),

2. EEINEHEHF, BXxEZER , 52 (Amazon EC2 AP ERE) BRIERESR Linux =41,
3. XM LERZENEFENEFEERE.

sudo yum update -y
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4. REHKHH Docker Community Edition B F .

sudo yum install docker

5. JB33h Docker BR%

sudo service docker start

6. ¥ ec2-user FiNE docker 4 , AMELREEB 1T Docker 88 , MEEMEA sudo,

sudo usermod -a -G docker ec2-user

7. BH  BEHBFUEIH docker AR, B LAXAHFH SSH KinE OHEHLIKRE N
REFMEEISS , TRX -, B SSH 2 EA MM docker AR,

8. Wi ec2-user RHBEIERE sudo WIER Ti=1T Docker fiFo

docker info

(@ Note

EREBERT , EUREEEHMEHIRG , UMEN ec2-user RAL1HE Docker #HZFH
BEFIRR, MREFIUATHER , ARREREHRS)

Cannot connect to the Docker daemon. Is the docker daemon running on this
host?

B 1 : 82 Docker R

EALZERD , SRFI2REE Web FATEFH Docker MG |, FHIEA M RE S Amazon EC2 KA LR
LEBR R

BRI %2 Web MAREFH Docker 1%

1. BIEHB N Dockerfile KIS#. Dockerfile & —/NEEIH |, IR T AT Docker EG M ERE K
URBLZZENIE URERIE EiZ1THRA. B Dockerfile WEZEE |, i3 F Dockerfile &
£,
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touch Dockerfile

2. REENINAIZERN Dockerfile HHMUTAHR,

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \

echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

It Dockerfile £/ Amazon ECR Public L3 &/ Amazon Linux 2 AE B, RUN IS EHEE
7, ZE-LERAT Web REB|NEHI , AR R Hello World” IAE A Web IR 2389 1418
B . EXPOSE {8 EARS LN FFimA 80 , CMD #5331 Web FRE 25,

3. M Dockerfile £ 5 Docker &,

(® Note
Docker B R LEIRATABEEEE LU TS A Dockerfile TEEEZE , MARFTRAAEI B
%,

docker build -t hello-world .

4. FIHBERRE.

dockexr images --filter reference=hello-world

SR 1 812 Docker &% API R4 2015-09-21 9
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i

REPOSITORY TAG IMAGE ID CREATED
SIZE

hello-world latest e9ffedc8c286 4 minutes ago
194MB

5. ETHHENGG. -p 80:80 ETFARLAFHIKO 80 MR EH RS LMIKA 80, AX
docker run WEZEE |, 5% 2 Docker BT,

dockexr run -t -i -p 80:80 hello-world

(® Note

3k B Apache Web FRFSHEMNHHNERELIRE AP, BALZRK Could not
reliably determine the fully qualified domain name”JHE.

6. IR ERFIEE ETEIZ T Docker FHEE LB R BRNIRS 2R

- MRBFEHMNR EC2 =4 , XFF 2RSS EFH Public DNS B , WEHEEAFEY SSH E#HFIE
Fleosut EE, BRIHINEZSAARTFIRD 80 LMW AMRE,

- MRMEIEFEARLIZIT Docker , AIFFERIN BT BRE M hitp://localhost/s

« WMRKEIETE Windows = Mac ITE L E#EH docker-machine , & docker-machine ip 5
SEHRIEE Docker B VirtualBox VM B IP it , F45F machine-name Bt NI EEERAN
Docker it EHLEI & FFo

docker-machine ip machine-name

BN E B —NE R“Hello World!"E A/ R TT,
7. BIE®A Ctrl + c K{E1E Docker Bi5o

HW 2 ClETFHE

MELCHAE THIET Amazon ECR 4§ , B4R E—NERERREE, BEARGF | G2
—ANE# A hello-repository WFME , BEFH#IE hello-world:latest BBREXE, Edl
BE#EE  BETUTHS

SR 2 SIBREME AP BA 2015-09-21 10
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aws ecr create-repository \
--repository-name hello-repository \
--region region

FRR 3 MENRINEMREUES 5

REHBE Amazon CLI f§ , MBERIAEMRRIE Docker CLI B 13, X#—3K , docker fn 5 AILAEE
Amazon ECR #ix M1ZEUEE &, Amazon CLI 21 get-login-password &K E{L & BRI E,

E£ A get-login-password £ X Amazon ECR JEMFREUE Docker , IEIZ1T aws ecr get-login-
password @, &M IIESE4EIEL docker login S5 A | FHE AWS AERF R |, HiEEEEN Hit
T BRI Amazon ECR Etk URl, MR ZSANEMRH#ITEHRIE , ML EBMNEMERE

¢ -REAE

/A Important

MRIKZEE IR |, FLEREHINHIARAER Amazon CLl, EXEZEE |, i5ZHAmazon
Command Line Interface ™M) B Z % Amazon Command Line Interface,

» get-login-password (Amazon CLI)

aws ecr get-login-password --region region | dockexr login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

* Get-ECRLoginCommand (Amazon Tools for Windows PowerShell)

(Get-ECRLoginCommand).Password | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

TR 4 : #HIEABEBE Amazon ECR

MELSTUHIZGREE £ —F 2P eIZEMN Amazon ECR #FE. ERHEUTEREZHE , A docker
CLI #EIXMR & -

- REZIECRAH docker : 1.7,
- B2 docker login Bti& Amazon ECR X T,

SR 3 AEHNRIEMRRIE S5 API iR 2015-09-21 11
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* Amazon ECR #f&FEF1E B R 7= B [0 1% 178 B X AV PR

ERFRRXELEREZMEG , DEGHEENGEKSFHRINIMRP OBV EFED,
PR iCE G H HIEXE Amazon ECR

1. JIHEBERESRHNES  SURIERICMIEENES.

2

dockex images

B
REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE
hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. WICEBHEERNFEE.

dockex tag hello-world:latest aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository

3. HEHK

docker push aws_account_id.dkr.ecr.region.amazonaws.com/hello-repository:latest

i

The push refers to a repository [aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository] (len: 1)

e9ae3c220b23: Pushed

a6785352b25c: Pushed

0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

size: 6774

SR 4 #XBEBZF) Amazon ECR API i Zs 2015-09-21 12
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S 5: M Amazon ECR £EEE &

EHIEMBE Amazon ECR F#ER , IUMNEMMBEREUZMREG, EHEATEREMLE , £H
docker CLI 12 ERBR 5 :

o RREERAH docker : 1.7,
- 2 docker login Bti& Amazon ECR #&#IX T,
« Amazon ECR 7 EFE BR P BN ZF M ERIRHNNR,

EREXLERRZME , BTRIENRR. EM Amazon ECR REURHIGE , HETUTHT !

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/hello-repository:latest

M

latest: Pulling from hello-repository

0a85502c06c9: Pull complete

0998bf8fb9e9: Pull complete

a6785352b25c: Pull complete

€9ae3c220b23: Pull complete

Digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

Status: Downloaded newer image for aws_account_id.dkr.region.amazonaws.com/hello-
repository:latest

TR 6 : BIRES

NREBFBEE—NFHEEFHEMNRS , WM R ZERG. ERERREG , BIEECHENERE
HIEEMBEH imageTag 5 imageDigest B, J«X‘F/_T{ﬁﬂﬂﬂlllz? hello-repository 1FfE B EIR
ZH latest WK, ENEFEREFRIBRTOIRE , HETUTHS :

aws ecr batch-delete-image \
--repository-name hello-repository \
--image-ids imageTag=latest \
--region region

S 5 : M Amazon ECR 12E4E & API iRZ< 2015-09-21 13
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ST BIBRTFE E

MRETBFREBNRGEEE |, BRI EEE, UATRAER --force fREMBRITEMRER
FiE. ZENRSEMENFEE (REFHMERR) , HETUTHS :

aws ecr delete-repository \
--repository-name hello-repository \
--force \
--region region

SE|7 : MIBRTFE#EE API iRZ< 2015-09-21 14
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{£1t, Amazon ECR Byt &E

B LMERAL TR T REFMEKEAEWIEFEH Amazon ECR BHE L 8E,

£ Docker 1.10 XA ERRA AT R A BB E L&

Docker B&HEAK , REGRN T EWEME, Dockerfile WE—1TEStIEFHE. HFEH
Docker 1.10 & A ERRAES | Docker EEERIATE IR T &1 L& ZE Amazon ECR Y [E) B #E3A R AT &
WE , NTh4aRE L&rtiE.

ERBR/NERFESK

B Docker Hub IRIEMEINER , TREBELNWNABRFIAZTENRS GBI, FZEEHEM
ATE Docker #t XBIE HHEF B/ NER , HAEA Docker /) Scratch REWEEBCHERE
B, BXEZELR |, FS Docker XTI EZERE G,

FRENERRDH K MR AEE Dockerfile

Docker EEF= , ARG ERE, MBEMNKE—XHEES  E—F LB EMER , N Docker
FERAEERA K MAEFHEE, B2 , BREEBMKBcaENNE, WRELAEER , N Docker
TEHRFZE , U2 EFRFZEZRHIANWMERE,

NTREBREFMIE Dockerfile HFEXT LARFAFAVEIE , A[Z B F LaHR RN E SRR KEAK
B A Dockerfile, REH BRI (21N AREFHVRNAE) BERAMER,
G T UBR TS EXXHH i

EEHUENFEXA2ENZEN—BoRE , EZEERFERPHEMER, ERUT R

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz
RUN wget tar -xvf software.tar.gz

RUN mv software/binary /opt/bin/myapp

RUN rm software.tar.gz

EAXRRFF | F—PHEZN RUN BHEIRNEES SR targz XEREFFEBRERNE. BIESE
I RUN S5 EMIBR tar.gz X4, XEGDTUSAEE—RE , REMNIZETIES , UBRELR
Docker BT EE T LEMN X4,

WORKDIR /tmp
RUN wget http://example.com/software.tar.gz &&\
wget tar -xvf software.tar.gz &&\
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mv software/binary /opt/bin/myapp &&\
rm software.tar.gz

158 P B Y (X S30 48 Ui T

BlmRERAREEFMZTNARFNXBLIRET R, ATSUBA M Amazon ECR REVE &IV
iR, MR NARFE Amazon EC2 k4 Liz1T , I LAEA LT shell KTBMEHIR 7T A XIRERX
5 -

REGION=$(curl -s http://169.254.169.254/1latest/meta-data/placement/availability-zone
I\
sed -n 's/\(\d*\)[a-zA-Z]1*$/\1/p")

A LAE A Amazon CLI S8 Z X &% 4 --region 5 , BEA aws configure i £ fF1% X131
ﬁiAﬁEEI#E’J?ﬁ}\EﬂEO BRI LAEER Amazon REF AT EG#HTHAMREXE, BX
EZEE , BSAEATRERBEENRGET R T EE N,

API| BXA 2015-09-21 16
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B Amazon ECR M &RIZEHIEK

BRI LAER IPVABRAUR T R el Mk ( # ) Liw 19 S 1E Amazon ECR FABEEMRPHEIE, FIEL. M
R, BEFEMEE OCI B{&, Docker MEEFMFEA OCI HWILE ., IPv4 IPV6EM IPv4 MK &K HIEBER |, &
AT AR AR TR IPv4 LR R BEM IPve MEREHER , BEATHKRKETR. BXEA IPv4
ML uHT =@ Amazon ECR AHFMAMAHBERNESZFEL , S HME Amazon ECR 23E
MEEYM A EHER, R Amazon ECR EEXHEMIANTEA. IPV6EXENMNEZER , HSH

Amazon Elastic Container Registry .

Amazon ECR KT S BB H IPVAMX FRARIFT RS MEK LK T AXENESEE, XEEMHTUE
¥

. X - SAEAPEET — X,
o R i 03 R EUAT AR A B R BT £ TEAE R %A OCI F1 Amazon Docker ®81748
Ho

- B4 -1EP9 X , Amazon ECR 24 FIPS frEMNR S, EXHFE FIPS B Amazon ECR i
RIIRNWEZER , B (ZEBKIPEELLEIRE (FIPS) 2 140-3 M) o

BXAER IPv4B CLI B9 Amazon ECR API AR ZE Fiw, Docker l OC Amazon | B F im X #
HNERSAKXETSNEZEE , Amazon SDKs HFZF RS LK i =,

TR IR IPv6

E @ Amazon ECR M &R A HER IPve , BEEFEANMHKRLET 2. EiHR Amazon ECR &
ZHIIPV6 , FRIELATER -

o SBHE U A 4% AR IPVG,
« Amazon ECR ¥ LA TiERER : IPv6
« OCI| # Docker & igiER :

<registry-id>.dkr-ecr.<aws-region>.on.aws

« Amazon API &R :

ecr.<aws-region>.api.aws

o BAMEFFERR IP it 55 %K 4E[ Amazon Identity and Access Management (IAM) SSEM R R
&, SUEIE IPv6 hitSEE. BXELZEER , B50 £ 1AM EB PR IPv6 ik,

UNRRIZYE AP kg7 2015-09-21 17
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- EAR IPV6 , BRS AR BE S IPv6 8N ERRemote IPHiit, EFMATE, MIAMEA N
FRATIXLE 1PV TULRY IP it

@ Note
MRELER S HEXHPFE IPv6 ittt BB A |, 5B RAmazon Web Services &
o

Mz P bk R

MR EFEFE R use Linux/Unix % Mac OS X , M AT BAER LT ROIFT R curlan s IPv6e RKNiX 2R
A LA 8] R A i =

Example

curl --verbose https://ecr.us-west-2.api.aws

BIRBNEENMTHIFFR,. MBEELEREWN IP it IPv6 HITIERE |, NiZ#bibFE— IPv6 #biit,

* About to connect() to ecr.us-west-2.api.aws port 443 (#0)

* Trying IPv6 address... connected

* Connected to ecr.us-west-2.api.aws (IPv6 address) port 443 (#0)
> Host: ecr.us-west-2.api.aws

* Request completely sent off

R LREABE Microsoft Windows 7 3 Windows 10 , M A LUIE 2 IPv6 ] LUEE IPv4 SR E
Apingtr TiHRINZLIHT & , WTFHIFTR.

ping ecr.us-west-2.api.aws

FERITNE IPV6 KT S % Hig R

& 0] LA AR KR =8B Amazon ECR APl, IPv6 Titf&{EM IPv4 X2 , Amazon ECR API
BRIEMNIHEEM e BT RIE—B. IPv6

£ Amazon Command Line Interface (Amazon CLI) 184 Amazon SDKs , #& 7] LA fE
SHBIRERS A IPv6 SYNREINHER AR TR , FEEZEEREX4PIEENRLKET R
LBEEIA Amazon ECR RiFT R, BN FEAGSHITREETN , ERIAEE X4 F

Wi 1P bk Fe A M AP BA 2015-09-21 18
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use_dualstack_endpoint ®EN true. B> use_dualstack_endpoint HEZER |, ES
B X F FIPS ¥ = o

Example £ EREE
aws configure set default.ecr.use_dualstack_endpoint true
Example I2HiER A= IPv6 £H Amazon CLI

aws ecr describe-repositories --region us-west-2 --endpoint-url https://
ecr.us-west-2.api.aws

M docker CLI £ Amazon ECR &

BEREH Amazon ECR FMEHIRICE S |, A B M Amazon ECR JEMRH#EEFMMESIE OCI R
& F Docker B &, AT ROIERT ERABANRNOHERIE S docker #iEF docker FIEE &

Example £ ik R H#EIE docker 1% IPv4

docker push <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Example {58 FA XX AR i SUHEIE docker BRE

docker push <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag
Example &£ /A ix 2 32E docker & 1% IPv4

docker pull <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Example &£ Xtk % [ B EX docker AR

docker pull <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag

£ IAM KBS {ERA IPv6 bt

EERBRDEMERZE IPv6 , RS IP it fFiER IAM AP F Amazon ECR EMRERB IS
IPv6 it SERE, R IP il ik R EE REH AL IR IPv6 stk , NFFIREFBEREMRN TaES
iR EREMRBIREI EMROIFRINR IPv6, BXRER IAM EBHRNENEZEERE |, B5H
i& T Amazon Elastic Container Registry B Identity and Access Management,

Tk 1P Mtk fY IAM SREEER IP it Rz E R, T OEMRFRE RGIEBAAER IP IPv4
MR EFRS A IS4 . 240. 143 . *SEE . WSEEZIANNATE IP thiut 3T EM R

M docker CLI 8 Amazon ECR %5 API| BA 2015-09-21 19
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(exampleregistry) BiFRIELMIEL, BHTFIE IPvoitttat #FEH 7 A FHWEE , FHitt Rk <HE
Ik IPv6 it i5Rlexampleregistryo

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "ecr:*",
"Resource": "arn:aws:ecr:*:*:repository/exampleregistry/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
}
}
]
}

EGH Y IPv4 (54.240.143.0/24) F1 IPv6 (2001:DB8:1234:5678: : /64) #hitSEE |, iH18SUE
Mt R K BEHY Condition Jt& |, MEA T ROIFT R, BRI LAERALL Condition RIENKREFH IAM - H
SRR B,

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"
]

/A Important

EFERAZA, IPv6 BAREFHAAEER P it fFiEEx IAM AP REMRFERE. RIEIL
FTEEEMRKXERFER IP b iFik,

1£ IAM FBEFRER IPv6 ik API iR 2015-09-21 20
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WA LAER IAM Z2H 5 EFEH IAM AP BER |, Witk R https://console.aws.amazon.com/iam/, BX
IAM NEZEE

, B2 <IAM BF$ER) https://docs.amazonaws.cn/IAM/latest/UserGuide/,

1E 1AM KB EMA IPV6 bk AP 7 2015-09-21 21
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Amazon ECR B M &R

Amazon ECR A EEMREBELSETAAETT ENENREERRER S, ZUUFERAMLEEIMKREER
Docker EA & Open Container Initiative(OCIl) &G MHHHRN LB R FEE. 81 Amazon K/
2B RERENFAE Amazon ECR JEfftR. BX Amazon ECR A2 EEMERNEZER , BSH
Amazon Elastic Container Registry Public A P iEE R A B A&,

MBEEMRER
. BEBARLAEA R URL 2.

« FURERT , ZHKF ATUERFNEBEAREEIMERFNEFEEE. B2, ARPEENRIERA
Amazon ECR , APls AR EZENFAE FHEEHKERIEMESKR. Amazon ECR =27 21 HE R
REHTRRNOWAFIHR, BXEZEE |, iHZH Amazon Elastic Container Registry EF 5 4#
ERERBI,

o AR Docker B iR FIEMRINFE , LAEEA docker push 1 docker pull 55X ZFAH E A
RPN FHERTHEENERGGEE, BXELEL , FSH Amazon ECR FWFAEEMEKSH

Wi,

- BN AFPGERERFHERBNAEFEEMUES, BXFRHERKNESER | ES
i Amazon ECR F B FAE 176 FE SR R o

. BEERERETMROES TG MR DT UE B S OIS EM RS Amazon K2
ERTES , B BRI T e, BXTSES | B2 Amazon ECR HHFEBGE
4,

Amazon ECR R FAE EM KR B 1718 E

I&ALAE A Amazon Web Services B2 %A Amazon CLI, 2 Amazon SDKs REIEZMEELE DL
e, tha]LAMEAX S AN EGIITRLIRE | 5 HSBBRE S, XEFFIRERREN Amazon
BHRILE %, REAERARLATLUER Amazon ECR AP| X FRENE & , (BEE B AT AefE A Docker
CLI 45 EE S Dockerf FE,

Docker CLI RX &AM IAM BHRKIEHE, HIPITEMESE , LUE Amazon ECR AT LAXY Docker
HEA FNIRENE R # 1T B PRI AT,

BIRHEUATETFANTBEM RS HRIES E.
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£/ Amazon ECR EiF#BIfEF

Amazon ECR 1 T Docker il #HBIEF , X ES7E Amazon ECR H#EMIENBE RN ERZ T
FBEFA Docker Fif, BXZEMBESLSE , 15518 Amazon ECR Docker FiF i BIFEF o

@® Note
B #I , Amazon ECR Docker ‘ZiIEBIF A X 5% EHHRIE (MFA),

ER RN S hE

BENTHENNREESATRRSHRIETHEN IAM ZRANNRSEEMETEER. SH0RIESHEATH
FEE 1AM ZREAEBRBE BBERER 12 NeTHET Amazon ECR EfiftR. ERERNGHE , 40
£ GetAuthorizationTokenAPI I#ER R T E AP BAWSHI RIS Z B base6d mIBHRN T, Z

Amazon CLI get-login-passwordiHEEREFMFERNCERELIIRE , RAEETURH

&% Fdocker loginds T 1T & 0 K,

£/ get-login ¥t %t Amazon ECR #A & XM R IIE Docker

-  EfEA[E Amazon ECR JEMFEXS Docker #1T F B IE get-login-password , BT H. aws
ecr get-login-password: ¥ & 17 36 IE 55 B 4% 44 docker login @858 , FHE AWS BERF & , Hi8
EEXNH#1THBIIER Amazon ECR SEt R URI, MRXZAEMERFITEMGRIE , N XFE
NENEIMEREEZT S,

/A Important

MRKR4EIR , FRERSEHIZHRAEM Amazon CLI, BXEZEER |, HSHAmazon
Command Line Interface {FAF#ER) FMZ % Amazon Command Line Interface,

» get-login-password (Amazon CLI)

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecx.region.amazonaws.com

« Get-ECRLogin 5% (Amazon Tools for Windows PowerShell)

£ Amazon ECR EiF B2 F API iR 2015-09-21 23
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(Get-ECRLoginCommand).Passwoxd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

£ HTTP API 5551

Amazon ECR X #F Docker jxfft&& HTTP APl, {E2 , B F Amazon ECR B TR EEME , Hit&E
HATN HTTP BERBHBZNSIE, BRI BER -HIZTUR I HTTP BAURL |, curlR &% get-
authorization-token Amazon CLI| f5 S12 NSNS,

5/ Amazon ECR HTTP API| 31T &0

1. FEARZENSH Amazon CLI FFHIZERFIETE,

TOKEN=$(aws ecr get-authorization-token --output text --query
'authorizationData[].authoxrizationToken')

2. E[MO AP #{TEHKIE , AR $TOKEN ZTE&B | curl S  -H &, #ln , LTHSL5
i Amazon ECR F#EFRNEGIRL, BXEZEE , i85 Docker itk HTTP APl EX
4,

curl -i -H "Authorization: Basic $TOKEN"
https://aws_account_id.dkr.ecr.region.amazonaws.com/v2/amazonlinux/tags/list

BRIBE— (T R) RBITHRHRITAAEXLRRE

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8

Date: Thu, 04 Jan 2018 16:06:59 GMT
Docker-Distribution-Api-Version: registry/2.0
Content-Length: 50

Connection: keep-alive

{"name":"amazonlinux", "tags":["2017.09","latest"]}
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Amazon ECR A FAE E MR E

Amazon ECR E AR EM KR REEEMRKIEENRE. WML IEELFEIMRIRE, &
ALEAREEMRREKREEL T IEE,

o GEMRMIR - FMRARKRE R FRHEFHMNENEFNR. BXESZELR , 5K Amazon ECR
PR EEMRIR

- BIFREHN - BREEFAN A FE Amazon ECR FABEEMERPEBERE LiEMROBREGK., Bx
FLER , BB ML IMES Amazon ECR WEEMERS

- SHIEE - 4 E A Tie41748E % Amazon Web Services X1, XiBiE &l , 3£ £# Amazon
Web Services lKFE#l, BXEZELR , 5 Amazon ECR GG E &,

- GRENZER - FRELNZEIRA T ENE Amazon ECR RFRE I ENENANITEIR
B, flin  BEXEFRIRECBRNEME, EXEZEER , BSW A TERHEEFRNSEHIE
YEER R B 22 WY 1765 FE AV AR Ao

- AFEE - RINBERT , REREMRBEREARRNE, B Lls B8R RAEIEE | ZIhERH—7E
FRENABES  TRHBRERENERESSRE. BXEZEE , B2 £ Amazon ECR
PERGREEESE R

« Pull-time updat e #EER — & 7] LAED B HLENAS EHTHERRI |, LARH LIE7E R EUAS E B & B B3 H )R B EY
BHE. XX FRAFURNEEHERFLEESHAF MEGEARRIEREN CI/CD EWNIEEER.
EXEZEER |, 55 Pull-time B HEKRI,

Amazon ECR AW FABE M TINFR

Amazon ECR #AEMERREELE EMERR S @ Amazon EHERFINR,

SEERETERFEMREERARKIEEN. BRMNRAEETRENEMRKRESTE : AR 1 (V1) FAR
R2(V2), V2 Y BHEMKREEE , HPIEFE ECR XR. BX API BIEENZEIIRK , S
%] Amazon ECR AP| 5. V2 IRARERIANEMKRKREEE, BEXEFHRREIMRRETENE
ZEE , BSR YRAY BIMERFKTE, HX Amazon ECR AAEEMREMNRENEER , SR
Amazon ECR AR EEMFRIZE,

IR

* V1 —XTFHRZE 1, Amazon ECR RIEFLAEEM R K 558 FIH AT A TR,

- ecr:ReplicateImage - MEAMKF, ( HFAFIME ) BRFHHEGEH 2R EMRANE,
XA TF Bk, S 6,

EMRIRE API fRZ 2015-09-21 25


https://docs.amazonaws.cn/AmazonECR/latest/APIReference/Welcome.html

Amazon ECR CRPER)
- ecr:BatchImportUpstreamImage — RN RAFBEGHGHS ABEBHNIBEME.

« ecr:CreateRepository - RFEMEEIMERFLURFEENNR. WRZAEEMERPE K
FEATERESNEGIAEFRENERE , WEZHNER,

* V2 —XTFHRAE 2, Amazon ECR RVFREEFHIFIAE ECR #1F , F&EMAE ECR FRPBEHMITE
itk R B

A EAEF A CLI EERNESUEMREHEE.

(® Note

BRI ecr: * RERNBLBEMERRKE , EREXKRRNREEEHNIBERNMAE
MBERE A MAREABES,

£

« Amazon ECR WyFAR JE A 2R R B R 51

- PIREY BEMRRTE

« ¥F 7 Amazon ECR F# T B MK = & #l#9 E A RAXR
« ®&F1E Amazon ECR FEEUEFH EMERNR

Amazon ECR WM FAE SE MR K BE =B
LTRAIERTETH TG AP Amazon ECR EMRATEZ RN EMRNEFREEF A,

(@ Note

E8ANROIF , MBENEHEMRKEEFMBR ecr:CreateRepository & , EFHAT
BERE, BR , EXUES , BEEEKF, PR EBTHERE NN FMEE,

B RVERKSHRERRE IAM E4EHAA R E
T EMRAUREK B A VFRIK S R AOFTA IAM £ (BFRNAG ) EHFEEEE.

ARUTILR
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« BEEER  YEBEFKDE Amazon Web Services I 1D #8E 7 E48¢ |, BlEiZK~ P RRE
IAM AFMAeRFHRNE , MAMUXEBAFPRFIHRNE, XABENKFREET 2015
PR

s BEFEEM KPP ENRRFXIIEEK S FAE IAM RERNHRNRE, EREEEREMEATEA
™R | BTN IAM AP, A6 EREEEa#— 5 REIERNER,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount”,
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:root"
}I
"Action":[
"ecr:CreateRepository”,
"ecr:ReplicateImage"
]I
"Resourxce": [
"arn:aws:ecr:us-west-2:444455556666:repository/*"
]
}
]
}

T~ RFRBEZANKFE IAM E 4K

UTFEMBNREBEEEMMED. SMEIBMAFEFEKRSHHAE IAM 4 ( AENAE ) S5
BEf#E

JSON

"Version":"2012-10-17",
"Statement":[
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Amazon ECR

(AFER)

R RVERKSPRAE IAM THEEHAETRIR prod- WNIFREE

"Sid":"ReplicationAccessCrossAccountl"”,
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:root"
}I
"Action":[
"ecr:CreateRepository”,
"ecr:ReplicateImage"
]I
"Resouxce": [
"arn:aws:ecr:us-west-2:123456789012:xepository/*"

"Sid":"ReplicationAccessCrossAccount2",
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam: : 444455556666 :root"
}I
"Action":[
"ecr:CreateRepository”,
"ecr:ReplicateImage"
]I
"Resource": [
"arn:aws:ecr:us-west-2:123456789012:xepository/*"

BTEMRNRREE R TFRKSHRAE IAM E46 ( BAFNAS ) EFIMELN prod- PR 7

FEo

JSON

"Version":"2012-10-17",
"Statement":[

TERFER SRR R
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{
"Sid":"ReplicationAccessCrossAccount"”,
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam::111122223333:root"
}I
"Action":[
"ecr:CreateRepository"”,
"ecr:ReplicateImage"
]I
"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/prod-*"
]
}

TR BT BEMRREEE

/A Important

NFFAF , BEEMREEVENSIRERNFER V2 IMRKE, BEEXIUEME
£, Amazon ECR FEIRE 2|z BIA EFMREE, V1

R LAEREF AR CLl EFERFICEMRFHETE,

Amazon Web Services BB H| &
ERUTSREFENKSIRE, BEEFHNEMIMRREEE , FSHEAART LN CLI TiE,
NENFEEMRE AR EM KK

1. EIMEEMR/ZEESITH Amazon ECR ##l4A https://console.aws.amazon.com/ecr/
2. M&mES , EEREXE,

3. ESMBERTP , EBRAEEMER. DWEMRE K RAEEFENR.

4

EREBRIEL , ¥ FEMKREKE , FETERRE JSON, MREF V1 XK, M2ER—%
i HP S EMHE V2 iR, BEERER.

MER—MER , RFEMRREEEEEFTE V2,
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5. BHALUEEMER CLIBRENR. BXEZEEL |, i55H Amazon ECR FWFAE EM &KX
B.
(® Note
EEEYREHEMRKECE , HSHAT LY CLI ZiE,
Amazon CLI

Amazon ECR 4 V2 it R KEE, R THEHNIRIEE  UEBRNEFIMRRETE, BLE
EREH AP EENEIEMRRETE.

- ERREY[EANEMREK,

aws ecr get-account-setting --name REGISTRY_POLICY_SCOPE

SPEMNBETFTR, NRETREEN , WFRBILATHER

aws: error: the following arguments are required: --name

EFEIMREMG TR, EUTREAMES |, SEMREBMRAEN V1,

"name": "REGISTRY_POLICY_SCOPE",
Ilvaluell: Ilvlll

R RRBEARAM V1 BN V2, VI FRIEFRIEMRKEEE

aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value value

plan , R TS SEHRE V2,

aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value V2

ERIMREHGTHEH, EUTROBEF , THREHERAEERE V2,
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{
"name": "REGISTRY_POLICY_SCOPE",

"value": "V2"

& F 1 Amazon ECR H#1TEIKF & &89 F At XA R

KRR A T @ Amazon ZEAR TR | RVPRF6#EMNFEMRE HZEREMREK, TR
BRT , EAREECHEMKRFEEEXAEH, MRERTFEBKSHATEFIEMRANR ,
MAFEETMREM,

M KRR ALIIRF ecr:ReplicateImage APl RERBR. Lt APl 2 —/1NWF Amazon

ECRAP| , JE XIGEKF 2 B E#lHE %, BIETLIRF ecr:CreateRepository MR ,
ZAX R L 1F Amazon ECR EEHEM R P U BEMHE (MREEERMTFE). MRKREH
ecr:CreateRepository X[R , MAMEIMERPFHCIRERFEEBMERNEEE. RMK
HEHERTER , EFNEK, EMABHIEECreateRepositorys ReplicateImage API 2E#H 4
£ RTEF CloudTrailo

EREES FINNRERE (Amazon Web Services BB 24| A)

1. 3¥TF Amazon ECR ##|& , Mt Fhttps://console.aws.amazon.com/ecr/o

2. MNEMi=r | &5 XE R EE A R R

3. ESMERT , EEMNEEMR , ERHEMRE K RAREENR,

4. 71E Registry permissions ( EMRNR ) WE L , 1% Generate statement ( £KIEA ) »
5. EARMEMRBRTRUTTRUE REER,

a. NTREERHE  EZEEH - BKS,,

b. XTFEHID, mAM—WNFEHR D, FREIMREM LA Sid.

c. NTHKS" 6 MALED IDsHETFRRHBNKSHOKS, EESNMKSE IDs , ERESS
FBEA,

6. ‘&R

ERES FIRNNRER (Amazon CLI)
1. BIEHE N registry_policy.json WXHHFEREMERREIERE,
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JSON

"Version":"2012-10-17",
"Statement":[
{

"Sid":"ReplicationAccessCrossAccount"”,
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam::111122223333:root"
}I
"Action":[
"ecxr:CreateRepository"”,
"ecr:ReplicateImage"

1,
"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/*"

}

2. (ERSREE SR IEMR KRR,

aws ecr put-registry-policy \
--policy-text file://registry policy.json \
--region us-west-2

3. RREWINFEMRER,

aws ecr get-registry-policy \
--region us-west-2

& F1E Amazon ECR HFIZEENE FREM RINEE

Amazon ECR A EEMENRAAFRES IAM RAFEAHXEENNRTBE. MR IAM policy &%
F IAM EAEHRR 2 T iE MR NR R R F R , N IAM policy 1£ 5%t
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EQEABEEMERAONERE (Amazon Web Services B H &)

$TFF Amazon ECR #2#14& , Mt Fhttps://console.aws.amazon.com/ecr/o

MNEMmESR , EREEHPEENE TMRNRE T X,

ESMERSD , EF REEMK, EF DEMRE", AREE TR

# Registry permissions ( EMRNIRE ) WE L , 1% Generate statement ( £KIEA )
NTFEUENBNEFRIRRBIED , BMITUTERE,

o ~ w0 bh =

a. XTF Policy type ( KBEER ) | Fi%#E Pull through cache policy ( X ERFREE ) -
b. XF Statementid (iE@ ID) , HHEREEFEIRBKIEHRBN,

T IAM entities ( IAM 354K ) |, EEETEERBTINAF. A5A8E,

d. XF Cache namespace ( EFWEZEH ) , EEREESREXKNEREFAN,

e. XITF Repository names ( FEESBM ) , BEENAANNEEERELRBZM. flwm , WRE
#8#£ Amazon ECR Public L#¥E Amazon Linux FME |, F#EZMIF N amazonlinuxe

o

RFREIMEFHNR AP kg7 2015-09-21 33
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Amazon ECR FAB 1ZfFE

Amazon ECR FAEZ#E I M Docker B &, Open Container Initiative ( OCI ) BR{&F] OCI &
¥, B A Amazon ECR APl #4EE, Amazon ECR 24| 8N EMES D |, B LEIE, KiEH
BRI G IFMEE |, HIRBENRAEE AL R EFE#E. Amazon ECR &5 Docker CLI &5 , E L&
A DU RS TT R IR R HEE B 7 B |, HIRER

£}

- WEFHEESS

- B2 Amazon ECR FABE 7 E L F R

« &% Amazon ECR B FHENRNEMNFHER
- £ Amazon ECR HHIBRFAEFHEE

« Amazon ECR FHIFAE 171 BE R

- f£ Amazon ECR H#FicFAEFHE

IR FEER=

« MABRT , ZHNKF A EBRMEARINEMERFOFHEE
(aws_account_id.dkr.ecr.region.amazonaws.com), 182 , AR EENRE T aLEA
Amazon ECR , APls LA a8 1 7764 FEHEIA S RIENAR &, Amazon ECR 2t 7 24 £ EREEKE
HARRBNBAFIFR, BXREZEER , S Amazon Elastic Container Registry T & 4 9 5K &
il

- BIRAPERRERN I FEERBY ARG ERE. BXESZEEL , 558 Amazon ECR FHFA
B E R

s FHEENAUXEFEGEEE , EUUEATEZE>EBUNFEE, Fl, RS HBERE
BEREMT , BB A JLAERA team-a ap &z , HIBA B JLAEA team-b tn A Z=H. X8 , 84
HAEHBEECH BN web-app WEEK , BNMNEGFUEANGAEZRFF L, XHEETER~E T
F1ER TR ERSANER ERXLEHE G, FHAR A WHEHE team-a/web-app , FIRA B WEBHE
team-b/web-app.

- BRNRBUUAEHCHEMRPEXSNEKS SR EMGFwE, SULNESEIMRIREFEE
EFIBERMNITIIERE, BXRXESER , $2 W Amazon ECR HHAMEEMRIRE,
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£ Amazon ECR FAHE 17 FE LAIZ & IR (&

/A Important

£/ Amazon KMS (DSSE-KMS) KM= Bk 5525 im AN Z N7 X Amazon GovCloud (US) A
Ao

]2 Amazon ECR A\ EEME , ARERAEMEREHENAR[N G, BERBUTSRIUER
Amazon Web Services EBIEFHI A IR BEEWE, BXxERACEE#ENL R Amazon CLI , S
FELSE| 2 BIEEMEE,

BIEFM#E (Amazon Web Services BB H|A)

1. fEhttps://console.aws.amazon.com/ecr/1Z & EE 3T FF Amazon ECR ## &,
2. MEmEd | ERECNEEEEN X,

3. EBRIETFHE A6 RBERCUBTFHE.
4

NTFERESR , MATKENE—EH, FHEESHITUBTIERE (Bl% nginx-web-app).
HE , AEHBEMN LA ZERKGFEEESHRZESD (FI project-a/nginx-web-
app)o

@ Note

FHEESMRZSAUESR 256 MNEF, EMSAUFEFX  HERRESNEFH, W
F, EFF. THLMERL,. FXEFEANEFR. R THLHNERL,

5. WTREIMEARYE , AEREELEEATHRETERREZ —

- IR MRLBBBZREIRE | FEREBELEDN. BUATEARNEERENTREE | UBR
Amazon ECR AT AEHEFH MK, Wi, BER - EARRENREER , BEAZREH
BRI ZSAE P 3l AR B MRS fE FIBEC AT (%) SRICE 2 MELATIRE

« AAE  MRFBEALEBSREFE , MEERLED , EHEFEAERINREGN , EEA
TrREETNAERENEERT,. MREZHEETEUNEREMNIRE , Amazon ECR iR E
ImageTagAlreadyExistsException, b9 , BN —EFRATHIRLEARSER , BEF
A AR BRI X AR P AR B RS e ABEC R () SRITE Z M ELUIRE,

DI T FE AT A AR (R AP kg7 2015-09-21 35
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Amazon ECR CAPiEm)

® Note
FPREFEEMIEN AT EMIRE,

6. EHRTMBREE , iFEFE AES-256 = Amazon KMS, BXEZEER |, F5H B AME,

a. WREF | Amazon KMS NEEZENZBFMNE INZE < B #H 1TiEF, £ Amazon KMS =X
ENBEELZNFNER, BXEZEL , 55 Amazon ECR [REEN

b. BRIANMERT , k&EF A aws/ectBH Amazon EEFH, WBPARELERNERH
Amazon KMS INEZEHNZ#EREENKFFREN, EREFEENSH (SR ) UEE
BB M Amazon KMS 248, Amazon KMS BRAMMEERFH VTR —MXig, & “gE
Amazon KMS %4f” , §$#i%| Amazon KMS #2#| & L eI B S W H4A,

7. WNTREHAHRKRE A RELAUMUEF#ERAINNEFAFEEARRE  EREXRRELT M

RPFEEARKE. BSELAIMRFFIBEELHRE , EULLERERARMNESTE |, F
B3 AT BATE LA T 48 T 2 1 43 1 B L5 77 ik P Y T SR

8. EEFBIE.
EESR

EEEFRGEEIECNEFRENTSR  FARFRENEFTHES T, EUFA T HRUREGHILET
FEE , FZANREHIEE Amazon ECR BB F &,

BEH Amazon ECR FAAEEFERENABRMFMAER

BIEFEFEMEER , B LLE Amazon Web Services EERE AT EESE#HEMANFHAEE

- FREPEETBERK

- EEREFFERNSIMEEEXINEAEE  SBESIMRERN AP SHA BE
- NEREAREENBEMIE

« FREREEREZREKNEDNNREEFAN

- FHRENNZRRE
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® Note

M Docker X2 1.9 7 ih , BB GHIEZZE V2 W28 Docker ¥t &R 2 8 , Docker BEF &
EREB/N DR, dockerimages i TR MHE RAREBVEBR K. Hik , FidfE , Docker
Al gEL IR Btk Amazon Web Services B4 A PATRE KNSR,

BEFHERSE (Amazon Web Services B2 4| A)

fEhttps://console.aws.amazon.com/ecr/7Z % T F Amazon ECR #2414,

MNEfEF | ERIEEETENFHEENXE,

ESMERD , ERTFEE.

£ Repositories ( FMEFE ) WE L , #%3® Private ( 748 ) U+ , AR AR EEENEHE,

EF#EFAEEREL , 28 88NN Images ( B ) NE. EASMXEEFHFEER
*1%1%\0

£ Summary ( BE ) EFEMEEFMAEE A NENZEM6#EN T BREEE.

%#F Images ( Bff ) ANEBSHFREFHNRBEXINES . EEFRRRRNESEE | B
ERREINE, BREZEER , 550 £ Amazon ECR HEFBREGEFHAES.

o k~ w0 bh =

MREERBRNEBIERL , BULLEARER RN FRELMNE , RAEEENR, BXE
ZE8 , 5 MR Amazon ECR R,

EENRUERERATHRREENTHRERK, BXESER , H5H Amazon ECR HHFAE
T2 i B R BE o

EEREDEHRBUEEEATERENESFHRBEAN, HLEAERELEGAREHTL
Bk, BXEZEER , S H £ Amazon ECR R A4 AR B3 BB &,

BEEREUERER T FM#EN TBIERZE,

£ Amazon ECR R BRFAE FEE

MEFEECFERTE , BLUBBRE. £ BRFMEER Amazon Web Services BB HI & |, Fi&
EHRIEsmERGHELSEMER ; tIRETERCE,

/A Important
E M BR 77 6 B R Y BR R th AR BR . ST EHUR IR 1R

1 B 170 API i 7S 2015-09-21 37


https://console.amazonaws.cn/ecr/repositories
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fiBRZ4% B ( Amazon Web Services BEIE{E4|A )

1. fEhttps://console.aws.amazon.com/ecr/7Z 4% FE T F Amazon ECR #2#14,
2. MNEmES | %EFTE EH R F6EN X,

3. HESMBERT , EFEFEE.
4

£ Repositories ( FfFE ) RWE L , %% Private ( #A8 ) W+ , RAEEBREMBROFHE | H+
%% Delete ( MIBR ) o

5. %&£ repository_name ‘BIBR” EOH , BWIARENMBRIEENFHE , AEEE “BIER

Amazon ECR I FAE F M FEE R B

Amazon ECR FRE TR RN REHIF#ENTT R, BETRRNNRLEE LIS ERES 58 F6#
ENRAFEAE®  URXLEAFPSAGTIUNZE#HERITHRE, RIAMBRAT , RENEEHEN
Amazon Ik X BRGRFEMEEE, B0 LR 720 B 3R BE SR Ao iR T 5 1268 BE Y EL A A PR o

FT

- FEFEREES IAM policy

« Amazon ECR Y FAE 77 4& FE R R~ Al

« 1£ Amazon ECR Hi& EFAE 76 FEE R #E 7= BF

F i FE RIS IAM policy

Amazon ECR #Zfi# B K& Z |AM policy B —EB% , IXLEREE T A T &3 #£4 Amazon ECR Zi#FE
#1718, 1AM policy BE B F N A 3 Amazon ECR REHINR , B th 7] B F 1413345 E R IREH
HEl,

EBERMEEA P RA ST ERERTHRIEN , FEEHERA Amazon ECR 124 E %8 1AM
policy. 40533t 7 A SE B 70 VP 5 FAL P S S HUAT S MRAEE BT 1AM policy 548 ELH (T R4
(RRERK) , MFHES ZRIE, P sA S RBB MR IAM policy 2 —REH TR BRI
WA, iR BB XA/ R G IIT BRI T,

/A Important

Amazon ECR EXRA B MNEE IAM policy A ecr:GetAuthorizationToken API , &
B REXEMRHEIT B B RIEHFEE Amazon ECR i EH A RIBEEZHE M. Amazon
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ECR 2t 7T Z/MNHEE IAM REEREHFRRANNVAF AR, EXEZELR |, HSH Amazon
Elastic Container Registry &F & 13 # K B& R4l

R LAE X ARG E 2 — RIZH XN BN FEEN TR, LT REIPFIR.

L RBIERT —4 Amazon ECR R EEREE , ZRBATEMIERAFBHRFREERFHERNNER
o

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ECRRepositoryPolicy",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:usex/username"},
"Action": [
"ecr:DescribelImages",
"ecr:DescribeRepositories"
1,
"Resource": "*"
}
]
}

WRHIERT —4 IAM policy , ZERBAKINE LEMEBNBIF , FEREATRSENRETERE
NEFEHE (HEMFENTE ARN I8E). BX Amazon Resource Name (ARN) BXMWEZEE |, 5

¥ Resources ( &R ) o

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowDescribeRepolImage",
"Effect": "Allow",
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"Action": [
"ecr:DescribelImages",
"ecr:DescribeRepositories”

]I

"Resource": ["arn:aws:ecr:us-

east-1:111122223333:repository/repository-name"]
}
]

Amazon ECR AR By FAE 17 4# FE R Bk 7R 51

/A Important

LT E L7 ERBE RS EENAT Amazon ECR AB 7 E. MREES IAM 4%
BEA  XEFHEFERBRTEERITE , BRIFHTER , & Amazon ECR FEEFEEENA
R AXRMAREFRERBNESEE , 55 HE Amazon ECR HREN B FRERKE
EO

Amazon ECR 771 FE SR B& =2 |IAM policy By — , XK A TR HX £/ Amazon ECR i
#Ii71Rl, 1AM policy B B F N A X &A Amazon ECR IRSHIMNR , B th o] A FiR I3t 4 E R IR
HE. BREZER , BSH FHEKXKEKS IAM policy.

LU 1t BE SR B R B2 7R 7 A A T2 %I3F Amazon ECR FAH 176 FE R 15 RN BRAY A PR = BA .

/A Important

Amazon ECR EXRA B MNEE IAM policy A ecr:GetAuthorizationToken API , &
BFREFTEM R 1T H B RALHMEE Amazon ECR FEHRERIBEEEE B, Amazon

ECR it T Z/MNHEE IAM KERIZFFTRERBNNVAF R, BEXEZEER , HSH Amazon
Elastic Container Registry &F & 13 89 5k #& =l o

™ RE-ADESA AR

LA 7 R SR B R VF — NS AN P [0 770 R HEE M 70 R SR ENBR 1R
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowPushPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::111122223333:user/push-pull-user-1",
"arn:aws:iam::111122223333:user/push-pull-user-2"

]

},
"Action": [

"ecr:BatchGetImage",

"ecr:BatchCheckLayerAvailability",

"ecr:CompletelLayerUpload",

"ecr:GetDownloadUrlForLayer",

"ecr:InitiatelLayerUpload",

"ecr:PutImage",

"ecr:UploadLayexPart"

]I
"Resource": "*"
}
]
}

R RV E ALK
LAUT 16 R SR B RV E K P A R &R

/A Important
BRTRAOIK S S Al 2 F M E RN XE , SUFRERR,

JSON
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCrossAccountPush",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": [
"ecr:BatchCheckLayerAvailability",
"ecxr:CompletelLayerUpload",
"ecr:InitiatelLayerUpload",
"ecr:PutImage",
"ecr:UploadLayexPart"
1,

"Resource": "*"

LT E#ERBATELERPNIEG (pull-user-1Mpull-user-2) , EREEN B —MNEE
FERZLIHRNR (admin-user ) o

(® Note

NF B HNEE RN EREE Amazon Web Services BEEIEFIA , B LA Aset-
repository-policy Amazon CLI &3 B iZ R B o

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:usex/pull-user-1",
"arn:aws:iam::111122223333:user/pull-user-2"

TF % B R g 5l API| BXA 2015-09-21 42
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}I

"Action": [
"ecx:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

]I
"Resource": "*"
}I
{
"Sid": "AllowAll",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:usex/admin-user"
}I
"Action": [
"ecr:*"
1,
"Resource": "*"
}

R LA
LT ERBIELFAKS PRAER P RERIRER.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyPull",
"Effect": "Deny",
"Principal": "*",
"Action": [
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]I

"Resource": "*"

TF % B R g 5l API| BA 2015-09-21 43



Amazon ECR CAPiEm)

}

RO BREIZTIFE 1P #h kB 175 B] AR

AT RBIELE mEAT A P 42 572 5L TR B 45 1 th 4156 Bl B9 77 BE BY B 1T 421 Amazon ECR BRI
PR o

BRI EREHEE T ATFH Internet THILARA 4 (IPv4) IP #hit 54 .240.143 . *SBE,

#ZConditiontRfEANotIpAddress&Ffaws: SourceIlp% i@ , FE R — AmazonTBEMN S
HE, AXXERXEBNESER , H5% Amazon £B5&M4 E TXX#, Xaws:sourcelp IPv4 &
FEAMRER CIDR kT~E. BXEZER , B2H (AM AFERE) B IP it X4 =55,

JSON

"Version":"2012-10-17",

"Id": "ECRPolicyIdi",

"Statement": [

{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "ecr:*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "54.240.143.0/24"

}

B AFEI Amazon BRS

LUF Z4# FE SR B S5 1F Amazon CodeBuild 17 Rl S1ZBRESE R FTER Amazon ECR API #4E, AL
TREIE |, ERZER aws :SourceArn M aws: SourceAccount SRR EWLE R R AT LAER
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
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XENR, BXEZELR |, 5255 (Amazon CodeBuild AF# )Y CodeBuildF# Amazon ECR &
Bl

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid":"CodeBuildAccess",

"Effect":"Allow",

"Principal":{
"Service":"codebuild.amazonaws.com"

}I

"Action":[
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

]I

"Resource": "*",

"Condition":{
"ArnLike":{

"aws:SourceArn'":"arn:aws:codebuild:us-
east-1:123456789012:pxoject/project-name"
}I
"StringEquals": {
"aws :SourceAccount":"123456789012"

}

£ Amazon ECR iR EFAEF M FER I = 85

B IRBU TSRO PN EEERNG RKEFEE, Amazon Web Services BIBIRF|A B AR E
NERERMZSANKREEFH, EXRTOIZEE , SR Amazon ECR FREVFAE 1Z % FE SR BE R~
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https://docs.amazonaws.cn/codebuild/latest/userguide/sample-ecr.html
https://docs.amazonaws.cn/codebuild/latest/userguide/sample-ecr.html
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/A Important

Amazon ECR EXRA B NEE IAM policy A ecr:GetAuthorizationToken API , &
BRI EMREITEBRIEHMEE Amazon ECR Ef EH A RIBEREZHEMR. Amazon

ECR 2t T Z/MNHEE IAM ERREZEHFRRANNAFHE, EXEZEELE , HZH Amazon
Elastic Container Registry &F & 13 B 5k #& =4l o

R IE 171 SR 75 B

1. ¥Ehttps://console.aws.amazon.com/ecr/1Z 4% E F T F Amazon ECR #4114,
MNERES | EREEEXNHIRE RS RN F6EERNXE,

ESMERP |, EREFRE

EF#EERIEL  ERENHRERBEANFEE  UEBFRENNS
MNERERGIRNENSMERP , EENR, &K

o ~ b

(® Note
MRIEARBINRIAT , FRREL T ERERRIRAEH,

ERENRTE L , EEFMEH,
NTERBWN , MAFHNBR,
NTHR , EREBEBUFENEREATERHABIEL,

MNTEEA , ZREREFANAZEEE. BXEZEELE , 55H IAM AP EREFH Amazon
JSON FKBETTE : EFEA

© © N ©

« BIIEAR Everyone (*) Ei%4E , TLURZBANATREZXE S MRIEAN Amazon AR,
s WFREZZEFXA , BEERSEIXABH (B ecs.amazonaws . com) LU BA B A 245 E M AR

%o

 7£ “Amazon K" A IDs , $8E — Amazon K= ( 4]a01111122223333 ) , LAz £ R A
T4 E Amazon Ik FTHFIERAF. AIERES S BHSIREESNKS.

/A Important
R TR, SIS At 27 EERMHXE , SNUFREHER,
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https://console.amazonaws.cn/ecr/repositories
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
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« XT IAM K | FEFEN Amazon K- TENAFBENAGSIA,,

(® Note

FNFBERAXIEFNEE RN FMEREE Amazon Web Services B2 &IA |, B LUfE
Fset-repository-policy Amazon CLI &34 B i% K #& o

10. XFRE , NEN AP BREM IR PIERN N AR FEBHN Amazon ECR API #/ERISEE
1. TERE , EBRREFRERKE,
12. WERFNMWENERHERBES LU LSRR,

£ Amazon ECR H#RriCFAB FME E

N T HBYIEEE Amazon ECR FE |, B LAEH Amazon BIRFRSGE BN T HIED BAF R
B Amazon ECR FfEE, fltn , e LUAMKF Y Amazon ECR 1248 E E X —AFRE LA BY I8 IR IR
BN EHENEESE,

PREEAR AR

PREX Amazon ECRIFBEMENENL , N HRFHFHTEN. RET2BFFTEERF. &7
USSR MNE , & A SARER B R B RRE, SR ENERNZNFZNS  ERETRNH
RAZEE, MREFMPFENESZRG LIABARENENER , FNERSBERIRE, NREMRE
B, 2R P A ARt AR BR

Al LA{E A Amazon ECR #4|& Amazon CLI, 1 Amazon ECR AP| R4 R,

£ Amazon Identity and Access Management (IAM) , & 7] L 32 %] Amazon i F° s BRLE B = A X )
B, RESIMRTE, BX IAM REEPHRENER , HZSMthe section called “FEAE THRER A
7Hl,

PRIC IR AME T 1T 5%

&7 Amazon ECR FERMARSHERKANMERAXRBER S ANEEEER AT EEEHB,
BXREZEER |, H5H Amazon ECR AE# %,

NMFEEHERFNEAE , FREAHERSRENRRALENIKEFE, flm , B LU ERN N
AREFEMAELANRRNRE , ARELAKEEE  UEFEB RSP ERZNARFNERK
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https://docs.amazonaws.cn/cli/latest/reference/ecr/set-repository-policy.html
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R, BREEFTERSHRESBRIRENESFEL , H2 Amazon Billing AFERF N AERET D
gﬂ*ﬁl:lo

(® Note
MREEBERAMRE , WATLE 24 Mt EEE S ANBIE.

£ Amazon ECR AN FAE 74 B AR INAR 5
A USRI EIRL A

BXZEMNREMENES , H2H 5% Amazon RIRAFIERE) PHREHEREIFAZRR
R HEXREK.

126 FE R AR ( Amazon Web Services BEEZHIA )

1.  3TF Amazon ECR #2#|& , it R https://console.aws.amazon.com/ecr/o
MNEfEd | EREFEANXE,

ESMBERD , EERTFEE.

EREEEREL , EPERICHEEESLNEEE,

MBREXSEd | ERERERE,

EEMENRSTEL , ERANGE, RINFE,
ERBTFEERENEL , A BIMEEERNE K ARERRKRE.

N o o k& 0N

126 & ( Amazon CLI = API ) RiNfRE
BRI AR API A iNs B & — 1 Amazon CLI S Z MR,

« Amazon CLI -FRE &R

- API #&4E-TagResource

AT RBIERINAIER Amazon CLISRHFINFE,
B BRICIEMEE
LT SFric IR E,

AR API| BRA 2015-09-21 48


https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/configurecostallocreport.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/configurecostallocreport.html
https://docs.amazonaws.cn//tag-editor/latest/userguide/tagging.html#tag-conventions
https://docs.amazonaws.cn//tag-editor/latest/userguide/tagging.html#tag-best-practices
https://console.amazonaws.cn/ecr/
https://docs.amazonaws.cn/cli/latest/reference/ecr/tag-resource.html
https://docs.amazonaws.cn/AmazonECR/latest/APIReference/API_TagResource.html
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aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tags Key=stack,Value=dev

™ 2 ERZ RSN F R E

LT = MR SRR 1764 B

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tags Key=keyl,Value=valuel Key=key2,Value=value2 Key=key3,Value=value3

=~ 3 B R AR
LA 855 5 i 51768 B R BR DA

aws ecr list-tags-for-resource \
--resource-arn arn:aws:ecr:region:account_id:xepository/repository_name

R4 QIBRTFHEEFRINIRE
UTHEE—NEN test-repo WEMEHFMEN team, EH devs HIFEL,

aws ecr create-repository \
--repository-name test-repo \
--tags Key=team,Value=devs

£ Amazon ECR H M\FAE 7718 FE M BRAF &
& 7] LAMRLE 1768 FE P R BRAR
ENFAE 176 B P BRFRZE ( Amazon Web Services EEZHIA )

1. 3TFF Amazon ECR ##|& , Mt Jhttps://console.aws.amazon.com/ecr/o
2. MNemEd | ERECEANXE,

3. EFMEREL , EPEMNPRRFEH 176 RS LN EEE.

4, MBREXHRED  EEFEERZ,

5. EFMEHNRZITEL  EEREE.
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https://console.amazonaws.cn/ecr/
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6. ERBEEESSTEL  EEEMERNEMIEN MM , REERRE.

ENFB T E P BIBRPRZ ( Amazon CLI)
BRI LAE AR API I BR— Amazon CLI [ ZBMRZ,

« Amazon CLI -BUE#R1E &R
- API #4E-UntagResource

LT RBER T WA Amazon CLIMTEAE & A M BRAR .

aws ecr untag-resource \
--resource-arn arn:aws:ecx:region:account_id:xepositoxy/repository_name \
--tag-keys tag_key
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https://docs.amazonaws.cn/cli/latest/reference/ecr/untag-resource.html
https://docs.amazonaws.cn/AmazonECR/latest/APIReference/API_UntagResource.html
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Amazon ECR F A B IR &

Amazon ECR £ FAE % EE P 774# Docker B %, Open Container Initiative ( OCI ) BR{&F] OC| & &
¥, EAILAER Docker CLI S Bk RE F im M IF i FE # X MR EVG B

& Bh Amazon ECR X} OCIv1.1 WX , BAI LA E#FEER OCI 5| A< API EXWSEM#H, T
HEEZE. REYWEER (SBoMs), Helm B&, HBERMEH, RBRMGNEHABZESR £
e, HERN BIMMRGHTER | ZREBEEFEFHEBENRS,

£ Amazon ECR F B S Z & M M Amazon ECR FAE 45 FE P HIBRE & M E 4 TWERME 7 0
AIEREZLZEXHNHENTRE, BXNBABRELENESEER , 1525 Amazon Signer Developer

Guide ##Y Signing container images,

£

« [FBRGHEIXE Amazon ECR A EHEE

« M Amazon ECR FA B 77 FE T I B & M H g 44
« 7£ Amazon ECR H&EEMBIFHER

« M Amazon ECR FAF 77 B P G IR BN 8 Y A b IR 35
+ $2E Amazon Linux B85 &

+ MIBX Amazon ECR H#IBR &

+ 7£ Amazon ECR A E&E A

« EFH5i2 Amazon ECR FHYBR &

« BhIEBBHFRETE Amazon ECR HiFBEE

« Amazon ECR FH BB GEERA X

« f¥ Amazon ECR B &5 Amazon ECS £&FH

« f¥ Amazon ECR Mg 5 Amazon EKS £ & H

FHR G HE 3= = Amazon ECR FAE 174 &

IBALURF Docker 4515, &8 %]k F Open Container Initiative (OCI) S5 A R A W4 HIA TRV FL
BEME,

Amazon ECR A 7 —f G ENmEEH R EMEMEN T E, BIELZNAEEIMREEFTE
EEHIEE AU EECIMRIBEXEMNEBERARKFAH#ITES, BXEZEE |, 55 H Amazon
ECR A FAE EMRIRE,
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https://github.com/opencontainers/distribution-spec/blob/main/spec.md#enabling-the-referrers-api
https://docs.amazonaws.cn/signer/latest/developerguide/container-workflow.html

Amazon ECR

(AFER)

® Note

MREHALF EEHNESG , N ZBGFEIMEHNEATRER, BXEANREEEGH
E%ELR |, {55 E7% Amazon ECR /B S .

ES ]

o SR HEIEZE Amazon ECR FAE 2 ER IAM R

« ¥ Docker B & ¥# 3% 2] Amazon ECR FAH 1Z& E

- HZRMRGEHIEE Amazon ECR FAE 7 E

o ¥ Helm B &R #*%ZE| Amazon ECR FAEF#E

R G HEIX E Amazon ECR FABEEER IAM R

AP EE/RMREHEIEE Amazon ECR B FM#ER IAM R, REBRFRENRARERR , B

RPN EFEERN T ENR,

1838 V] BARR T X4 i 1k B 9 13 [R1 A BR o

AFPAMBEERBENSHE , ME#HEEHNEDN Amazon ECR EMERH#ITEHRIUE, Amazon
ECR £ 7 2% Amazon T EXRBEREZEHTRRANNAFLHRNERE, BEXEZEL |, ESHE Amazon
Amazon F MR FM RV ITE KA,

FERAUBIEZBCH IAM R, UUT IAM RERFRREGHIEISEFHEEMENNR. ERFIBE
R EWR |, F A E M ER TR Amazon BIRE R (ARN),

JSON

"Version":"2012-10-17",

"Statement": [
{

"Effect":
"Action":

"ecr

"ecr:
"ecr:
"ecr:
"ecr:

"Allow",
[

:CompletelLayerUpload",
"ecr:

UploadLayerPart",
InitiatelLayerUpload"”,
BatchCheckLayexrAvailability",
PutImage",

BatchGetImage"

FREEHY IAM 1R
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1,
"Resource": "arn:aws:ecr:us-
east-1:111122223333:repository/repository-name"
}I
{
"Effect": "Allow",
"Action": "ecr:GetAuthorizationToken",
"Resource": "*"
}

AT 1AM SRS 352 T 1 BRGHEXR B PR 7 4 FE P B VAR o

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:CompletelLayerUpload",
"ecr:GetAuthorizationToken",
"ecr:UploadLayexPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"

]I

"Resource": "arn:aws:ecr:us-west-2:111122223333:repository/*"

£ Docker B i% 2] Amazon ECR FAE ZEE
BB LAE A docker push s S AR BB #EIAE) Amazon ECR 7 &,

Amazon ECR & X # | B M X A T Z R ARG HEY Docker BE IR, BXRER , BSHAHFZ LB
5% E] Amazon ECR A B 7t B

#E3% Docker AR5 API R4 2015-09-21 53
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#3% Docker 4183 Amazon ECR 12 E

EHIEEBR2E , Amazon ECR B EMLMFE. BXEZEER |, HSH the section called “BIEF#
LA R

1.

b EmHHEEESRHN Amazon ECR M RRIUE Docker B MM F 19, SN EIEMRIRE
BRSE , SHEMERN 12 ht, BXEZEL |, 5 Amazon ECR FHFAE IMER S HK

i,

E3F Amazon ECR JEFRIIE Docker , #Ei21T aws ecr get-login-password &%, &0 %iiE
Th&RIEL docker login iR , fHE AWS AERF R , HEEEXNH#ITHARIULA Amazon
ECR JEft &k URl, MRX ZAEMRFITHBRIE , WAAERNENEMREEZT T

/A Important

MRIKBEE R , BLERNEFHBRFRAEM Amazon CLI, EXEZEE |, {52 Amazon
Command Line Interface {AF M) A Z%E Amazon Command Line Interface,

aws ecr get-login-password --region <region> | docker login --username AWS --
password-stdin <aws_account_id>.dkx.ecx.<region>.amazonaws.com

MEEEHERNEMRPEZELENEGERE , BREE. BXESZER , #2H 0
Amazon ECR FAE F M FEE LLE IR 1R
NREHEN AR E R, Z1T docker images R HHREFHNERB[ER.

dockex images

BT EERN G RME R ERZrepository: tagEs % ID KiR B E &,

B EMFEAN Amazon ECR AR, FHEMNTEEGRIEMASHICENESR, X
BRAR. FREBMNEEZNEGUENTFEE -, IREREGHEE , RITHBERZEH
latest,

AR RBIEE ID AE ARt B &FRIE e9ae3c220b23 N aws_account_id.dkr.ecr.cn-
north-1.amazonaws.com.cn/my-repository:tag.

docker tag e9ae3c220b23 aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository:tag
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https://docs.amazonaws.cn/cli/latest/userguide/install-cliv2.html
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5. {#/ docker push fn S HEIXE S :

docker push aws_account_id.dkx.ecx.cn-north-1.amazonaws.com.cn/my-repository:tag

6. (FiE) BIEEE Step 4 M Step 5, ARG AEAHE MRS H X LEFRZHIEE] Amazon ECR,

2 R R G HEIEE] Amazon ECR FAB 17 e

B B ML Docker BHEFIFK |, BT LTS IR IREHEIE R Amazon ECR FiEE, BRIIREE
BIEE-— IS NMNEREHCURNRERIIK. KSBBERT , FRIREMNREARDEEERTTE
RERSURUPREO R, FRIRTRLFET. BXESZEL , FSH Docker /5 £,

FHBEY|RA UG EM Amazon ECR & & —#1E Amazon ECS 55 E X 5 Amazon EKS Pod M3t H 18
B 5 A,

TR
* TE&8 Docker CLI 1 , FFEXK MR, BXNWRMINERMIER , 1525 Docker XASHHY

Experimental features,

. EHEEBRZH , Amazon ECR B EMLNELE., BXEZEER , 155 the section called “BIE7F
1 B AT IR AR

« TE8J2 Docker BH ZH] , DIFREHX I BN FHE. AXNAKERENER , BSH F
Docker BRG#EIXE| Amazon ECR AB F 6,

22 #) Docker &5 # X E| Amazon ECR Ef4E

1. BEMEEEERE Amazon ECR EMERIE Docker B M 515, VRIS EMEHRE
ERAH  SIEREN 12 M, BXESEL | H2H Amazon ECR TG IMES 6%
i,

EX Amazon ECR JEM TR Docker , #I1=1T aws ecr get-login-password . {5 & 10K 1iE
ThEIEL docker login aeBEY , FHE AWS AERFE , AEEENHB#ITHMHRIEN Amazon
ECR FfZk URl, MIRX ZAEMKRBTHHRIE , WAAERNBNERKREEEZT T

/A Important

MRIKEEER | FLESEHINRFARAER Amazon CLl, BXxEZEEL |, i§5HAmazon
Command Line Interface {AF#ER) FHZ % Amazon Command Line Interface,
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https://docs.docker.com/engine/reference/commandline/manifest/
https://docs.docker.com/engine/reference/commandline/cli/#experimental-features
https://docs.amazonaws.cn/cli/latest/userguide/install-cliv2.html
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aws ecr get-login-password --region <region> | docker login --username AWS --
password-stdin <aws_account_id>.dkx.ecx.<region>.amazonaws.com

2. FIHEFRHEFHRSE  BIARGIRE,

aws ecr describe-images --repository-name my-repository

3. % Docker SE#%|&, manifest create T RIISIANEGRRBEEETENEMHES , H
EAXRMBIEFE,

dockexr manifest create aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository:image_one_tag aws_account_id.dkr.ecxr.cn-north-1.amazonaws.com.cn/my-
repository:image_two

4. (Wik) K& Docker FH IR, XELREBHINERIXRFSIANENEGBBFENKNPINBE,

docker manifest inspect aws_account_id.dkr.ecx.cn-north-1.amazonaws.com.cn/my-
repository

5. FF Docker j& % 5 R # X B &M Amazon ECR Zf# .

docker manifest push aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository

¥ Helm B R #EXZ Amazon ECR FAEFM#E

& ] LAFF Open Container Initiative ( OCI ) #3#F#3% E| Amazon ECR F#E. EEFILIIREH A
BEAUTSERE Helm B&RH#IAZ Amazon ECR,

B X1 Amazon EKS # £ Amazon ECR £ & Helm BXRMEELR , S8 1E Amazon EKS £/
fr"z% Helm 13—‘%0

4 Helm Chart #3i%Z| Amazon ECR ZE

1. RESHRAEHN Helm B iR, XESREMA Helm hixZ< 3.18.6 &wEM. £S5 Amazon EKS
X #FH Kubernetes lRARE , EEMA Helm ik A 3.9 REBMAE, BXEZELRE , BEHLE

Helm,
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https://helm.sh/docs/intro/install/
https://helm.sh/docs/intro/install/
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2. BHRBUTSHSEAENIK Helm Charte BXEZEER |, iBHSH Helm X8 - A1,

a. BIEHAN helm-test-chart B9 Helm Chart #&B} templates B ZHRE,

helm create helm-test-chart
rm -xf ./helm-test-chart/templates/*

b. & templates XX ConfigMap.

cd helm-test-chart/templates
cat <<EOF > configmap.yaml
apiVersion: vl

kind: ConfigMap

metadata:

name: helm-test-chart-configmap
data:

myvalue: "Hello World"
EOF

3. TE8E%k. AHNITSEEMIE Helm Chart REAKNIT IR RN XA E.

cd ../..
helm package helm-test-chart

Output

Successfully packaged chart and saved it to: /Users/username/helm-test-
chart-0.1.0.tgz

4. QIEBREFEMHELEM Helm Charte, BEENBMNSE T 2 F6]2 Helm Chart B {E AR FRIT
i, BXxEZEER | 55 02 Amazon ECR FAE 74 FE LUFEME,

aws ecr create-repository \
--repository-name helm-test-chart \
--region us-west-2

5. XNWE@EEMHIX Helm Chart B9 Amazon ECR JEfRIIE Docker iR B4, SO N 4N EM
RIRBENSHE , THREXER 12 Mat, BXEZELR | 558 Amazon ECR FFAE EA &
BRI,

aws ecr get-login-password \
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https://helm.sh/docs/chart_template_guide/getting_started/
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--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecxr.cn-north-1.amazonaws.com.cn

6. A helm push S #3% Helm Chart, % N /8%E Amazon ECR & URI 1 SHA BE,

helm push helm-test-chart-0.1.0.tgz oci://aws_account_id.dkr.ecx.cn-
north-1.amazonaws.com.cn/

7. AR IER Helm Chart,

aws ecr describe-images \
--repository-name helm-test-chart \
--region us-west-2

S | B artifactMediaType S¥IEREBWHIFIHEE,

{
"imageDetails": [
{
"registryId": "aws_account_id",
"repositoryName": "helm-test-chart",
"imageDigest":

"sha256:dd8aebdda7df991a0ffe@b3d6c@cf315fd582cd26f9755a347a52adEXAMPLE",
"imageTags": [
"90.1.0"
1,
"imageSizeInBytes": 1620,
"imagePushedAt": "2021-09-23T11:39:30-05:00",
"imageManifestMediaType": "application/vnd.oci.image.manifest.vl+json",
"artifactMediaType": "application/vnd.cncf.helm.config.vl+json"

8. (Wik)ABXHEMIE  FELE Helm ConfigMap HFFAEER Amazon EKS, BEXEZER | iF
28 1£ Amazon EKS & %% Helm B X,
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M Amazon ECR %8 7l & P | BR & & M H 9 4F

AT LAE A ORAS & im 5l i R Bk Amazon ECR FARFREPMEEMAEMSI ARG, BRE
BNME S| A4S BRRE&RY T XKL (ESH BBk Amazon ECR R ) o AT 25 HEH4H
MR R B 5%

EFH ORAS CLI EIEM G4
1. RENEE ORAS BEF i,

BEXREFNEE ORAS BFHMEER |, 155 ORAS X#4F M Installations
2. E%|H Amazon ECR MGV BT At , i5fEA oras discover , FHMN LRGBS :

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

WHEHMNM TR

111222333444 . dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:88c0c54329bfdc1d94d6f58cd3fcb1226d46f58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature
### sha256:387c10c1598ee18aae81dcfc86d0d06dl16e46461d1c3cda8927e69¢c48108c42
### sha256:6527bcec87adf1d55460666183b9d0968b3cd4esbc34602d485206a219851171

3. E{FEH ORAS CLI MiBrE R , i EHIFFR , BHITUATHS :

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42

WHEHMN TR

Are you sure you want to delete the manifest "111222333444.dkr.ecr.us-
east-1.amazonaws.com/

oci@Esha256:387c10c1598eel8aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42" and
all tags associated with it? [y/N] y

4. $Ey. NMIER#EH
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EHEE K I B ) 7R
MREAMBR (BRI ERNER ) KU, WSHIARULTRR B,

Error response from registry: failed to delete 111222333444 .dkr.ecr.us-
east-1.amazonaws.com/
0ci@sha256:387c10c1598eel8aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42:
unsupported: Requested image referenced by manifest list:
[sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775Ff9b74943b5b]

MBERTE OCI 1.1 R 2 BI IS BRGEY | ATRES R M HEE, WEIRPPIR | BAH LM BR 5| A IZBRE&

RBR , RES M BRZRE , TR
1. EMREERRHEERBKNFE  BRA

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b

WHMIM TR

Are you sure you want to delete the manifest

"sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b" and all

tags associated with it? [y/N] vy

2. By, NMERER,
3. BRHEKRE , BLMRES :

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@Esha256:387c10c1598eel8aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42

ﬁtﬂ}ﬁtu—ltﬁﬁ/j_‘ . E‘i Yo

Are you sure you want to delete the manifest

"sha256:387c10c1598eel8aae81dcfc86d0d06dl16e46461d1c3cda8927e69c48108c42" and all

tags associated with it? [y/N] vy
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Deleted [registry] 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42

4. EEBFXERRBCHR, BRA :

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

a0 HH A A0 AR

111222333444 .dkr.ecr.us-east-1.amazonaws.com/
0ciesha256:88c0c54329bfdc1d94d6f58cd3fcbh1226d46F58670f44a8c689cbh3c9b37b6925
### application/vnd.cncf.notary.signature

### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

£ Amazon ECR A EFMBIFMEER

EMEHEEFRER  THEEREL. FafntaEanT -

. %1% URI

- EEHFZ

. PRI iR

- BHFRRE

o PRERA

- BHBHK/D (LA MIB Fy#4)
s BEHEDFEENE
SHIRES

BEFEBIFMEES (Amazon Web Services B H &)

1. fEhttps://console.aws.amazon.com/ecr/1Z4# FE 13T FF Amazon ECR #2#14&,
2. NemtEd  ERISEEGAEEEENXE,

3. ESMBERT , ERTF@EE,

4, EFHEREL K EBREESENFHEE.
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5. & “FfE : repository_name” MHL , EFEEFHIFHAEENESK,

M Amazon ECR FA%8 17 il & A [ R G IR R BN S8 /Y 25 3t TR 45

MR HEIZ1T Amazon ECR A A A Docker 18 , ATEAER docker pull i S HIZEEI AR IRE,
LA UMEBRINEM R B 5 H M Amazon K X BRAEM R P IT L IR4E,

E 7 Amazon ECS & E X HfEH Amazon ECR &1& , 52 . N Amazon ECR B{&5 Amazon
ECS 4&6FH

/A Important

BEERMEFERNEG, PAEMEEHNER , REFTERERE]. BXEMTREREK
NEZER , 57 Amazon ECR R7ERE S,

/A Important

Amazon ECR ERFH P BREE IAM policy A ecr:GetAuthorizationToken API, &
BFREFTEM R 1T B B RALH MEE Amazon ECR F EH X RIBEERIEEE B, Amazon
ECR 2 T 2% Amazon &R RZEH FRRAN AL HRNE. HX Amazon ECR
Amazon EEXRKHNELR , 2 HAmazon Amazon # 4 R EMRITE T

M Amazon ECR 1Fi#EE1RE Docker & 15

1. &M Docker B IR IUER EMHREVE AR Amazon ECR iR, SN EBNEMRIRE
BRTHE , STHEZEBA 12 /Met. BXESZEER | HZH Amazon ECR FAAEIMERSHE
if,

2. (Wik) R ERIHGER.
A LA A aws ecr describe-repositories 5 % HEM R P FMEEE

aws ecr describe-repositories

FEREGEMRE —NEB RN FME FEamazonlinux,
A LAE A aws ecr describe-images S B ifR1FE ER N ER -
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aws ecr describe-images --repository-name amazonlinux

ER R FE#EEETIRL latest M 2016.09 WES , HEABEGHEER
sha256:f1ld4ae3f7261a72e98c6ebefe9985cf10alea5bd762585a43e0700ed99863807,

3. f#M docker pull T SREE K. BEREBMKEIANN registry/repository [:tag] LAEIRFR
LIRE , RA registry /repository[@digest] LAMERMBEERE.

docker pull aws_account_id.dkx.ecx.us-west-2.amazonaws.com/amazonlinux:latest

/A Important
MREBWE repository-url not found: does not exist or no pull
access $5i% , B EEEE [ Amazon ECR RiF&# Docker B ik, BXEZEL |, &
2% Amazon ECR FHIAE MRS HRIE,

12HL Amazon Linux &8585

¥3% Amazon Linux B8 &GN HEHHES Amazon Linux AMI FaE M E#A 448E. Amazon
Linux e85 4EHN Docker THEAFMWERB G  JRAETMAHES, MBEGTDE Linux AMI A
FID#FHRARAER EC2, MAIUEATLDE Linux BREGNNAEFEHRHITERSR L.

B ATEAR T R IR E AR A Amazon Linux B85 , AR EA Amazon ECS &N AR #IE
Z Amazon f£H Amazon ECS, EXEZEE , 5 I Amazon ECR B &5 Amazon ECS 44
.

Amazon Linux B8R BT M Docker Hub EAT A, EIR1E Amazon Linux BeslREN X F | BHHE
Amazon F XA Rz,

M Docker Hub $£E% Amazon Linux & 2845

1. f£ A docker pull @55 32E Amazon Linux BESHE %

docker pull amazonlinux

2. (Wit ) EARHIZITER.
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docker run -it amazonlinux:latest /bin/bash

f Bk Amazon ECR H YRR {5

MREERERRG , TUNFREEFRRRE, MRELERERFEE , R RENMEEUREH
HNrERB. BXEZER , FZH £ Amazon ECR FIBRFLE F .

ERNFHMBRRENERST E BTN BREEEFELERERRE , WEEF R EEER RGN ES
BHERE, £aFAHMRKAFIRITHER, BEXESES , F5H £ Amazon ECR REAE R EHE
B B 20 B E R &

® Note

MRENEFREPISESRE , HP —ERERE Amazon ECR X#F OCI v1.1 ZBIHE
By, WELELZLXBEATINRERSIFFELTIR, Bt , HEMER OCI vi.1 Z BT IR
B, ATREF/ EFIIMIER 5| A LR AVIE B2 5 R = BEM BRiZ A 1+

i BR 45 & (Amazon Web Services BIE1RHIA)

1. fEhttps://console.aws.amazon.com/ecr/7Zfi# FE 3] FF Amazon ECR ##1&,

MNEES | RS EMROEGHXE,

ESMERP , ERFRE

EEF#EEREL , ERISERBRNRENEFEE.

£ “BFf&%E : repository_name” WHE L , P ERIROEBKRENNEEE , RFEF BIBR
EMBREGXERED , RIEEENRERENMMIER , RAEEZEB R,

o o M W b

flBR 5 & (Amazon CLI)

1. JHEHEETHNER. THRENEBFEFREREUARAXGIENIIR. THRENRERNES
BRERE.

aws ecr list-images \
--repository-name my-repo
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2. (Wik) BEEEERBREGHXBERERBBREEGNEMAIFTENIRE, NEGDHERSE— M
X, iafRiZ&E&K,

aws ecxr batch-delete-image \
--repository-name my-repo \
--image-ids imageTag=tagl imageTag=tag2

3. BREERGHEMRFREIIAIFTHRENESR. TELS|IARGRHERNBRRGN , FGREFT
BIREELBMIBR.

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE

ERRZNER , EAMEBRPEESNEBTFEHRERFE.

aws ecr batch-delete-image \

--repository-name my-repo \

--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
imageDigest=sha256:f5t0e245ssffc302b13e25962d8f7a0bd304EXAMPLE

£ Amazon ECR R EEE K
ECR EEFEmER—RMF A ?

Amazon ECR #HREFMR R —MHNEFMHEEF , AHBTRMREREBERE, KHPHFHE. Amazon
ECR REEF MK

- ECRIMERMRD — KF L RAEN RGN RIAFHES.

- ECR FHRFME — —ERENEEET K ERATRALBEERTEAMI KPS EMEEREZHW
. SATKPRGRENINEEEESEL  EREEEITUNRERGTERR. BXFEA
EMEELR |, 55 M Amazon ECR Efs

EFEEG , BERNERE, 8% , BUUEELERFHAN , REUATF4EEDFHEER

- BB HWHEEBURAY AT A
« B EIRDIEE A BARAT RS A
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. FRERNESKE

BT RER BN ERBFEEENREEFEXANER. BXEZELR , 2 HE Amazon ECR
mh {65 A 4 an B B SR B B BB IR AR IR

B LAEH Amazon ECR #£#l&8 FRE & , & Amazon CLl, BEXEZELR , BSHEREE,

HEFTERBMEAFEEGR , JLUGHIRE S ECR fREF@EES. LRI ECR 27 20 5 # K
MERE, MENBRBNTHSHEENEGRRL , METKETULER. RENBEZHHE, £
ME#EEFELEGAPBRENAR, BEXESER  FZRANESES.

FHEE&

& A LA Amazon ECR &1 & F31 1714 B4 Amazon CLI , LA LAME R AR AR B ERE
B, HEBGFHT

- BEEBREFENEME,

« TERREINEHNESG, EIEMEBEGNERMGLEK , HHI 404 4R

- BATENIEG , BMATLUER describe-images@ B3 1T |, A LA Alist-imagestn
THlE. BERSMNETRHARCHIVED,

- EEHEGHNREFHERA 90 X, BT eEHE 4 a5 /3 1 SR B SR BR A4 B 2 F 90 KB B, W
REXTMREERNE DT 90 RWE &, MFEEMEA batch-delete-image API , {BERFEZR 90
R B 58 71 Bt 1] 19 2%

- BEETEFHENEN FEEG AOFh (NIAFREREDFET —KEBEN , ZETFF
SHI )

- BEFHERECFRNEGIHEREREEINFEE , TLFEGRENFHRE,
- MRFHEAESAPRE  REFENESRERRES , W28 GF8MBR.

Amazon Web Services BIEiR&| 4
EHEE

1. fEhttps://console.aws.amazon.com/ecr/7Z4i# FE 3T FF Amazon ECR ##14&,
2. ESMEYF , EREREEHRGNFEENXE,

3. ESMERTP , ERFHE,

4, EFHENEL , 2RSSEFHENBENERE.
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5. EREFHMNESG. BFEE BHREFEE
6. EFHEMH/ , FEE T R, HELIRTREERE BN,

7. NMRAZXREFHEETHE-—KFHEHESGK , NHA - NN FEEGLERF , EhE8SHFHEN
Bk, MRLHEEMFEOEG , N ItEGSERINENZIET .

Amazon CLI
FHEE®
f# A update-image-storage-classin & B fF B B K EH NARCHIVE :
aws ecr update-image-storage-class \
--repository-name my-repository \
--image-id

imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE \
--target-storage-class ARCHIVE

ERE AR FEER

BUERERENRENCEREFEAN , LA FEER, EanARREATEREUTR
HrEDFEER

- BB HHEE SRR AT E]

« B EIRDIEE A BARATET A

- ERFEIRSH R XERIK

LR EREANRBREENETRGFEEEN AEHEKANR. AXESFEEENERS
HRMNESFEENRE , S F1E Amazon ECR H {5 A 4 an A B K B B 3 MR,

(® Note
FHEBESNREFHEBRA 90 X, BT R E L on B B RS SR I BRF AR E A F 90 X
B &, WMRELTMERFRENEDTF 900 KRB , MFEEFEA batch-delete-image API
BEEERR 00 RHY &8 17 B 8] 13 3%,
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£ FAdescribe-images R BREGAE , FRIBBimage-status{ENARCHIVED, &0 LATRIER
Bimage-status ANEFFHEGRNEFEHE K.

8 {5

MEFREEGE , ©E2M ECR FHEEFEMEXBE ECR MEFHES, MESNERGZEGFAFRE TR
%R, METEMITHIRES QIZFRER R ERNRMERELL

- REFTRE , ZREBEATHNER, REBEFE 20 2% , BEBEETRER,

- MBEANFRESATHENAHE  WHAKENRENESG, FIi5 , BRFHINARE T
o

c MENFRERETES , WORERENBATES , NERNREFEEH.

- REENEGERENAEGRIIRS.

MERBEEFTE 20 2% , BXKFETERER, ERRIRES , REMLTEERS , BIREZK
ZBITTERIE

Amazon Web Services BIRiE 4| &
&8 B 1R H B 5

fEhttps://console.aws.amazon.com/ecr/{Z & FE A 3T FF Amazon ECR %4,
ESmESR , ERIEEMENFEHE G FMHEN X,

ESMBEESD , ERTFHEE.

EREENE L, EREEFEEREBNFHEE.

ERFEEGETF,

EREMRENFHER.

T RE” HEINERRE

EHMETH. METHGE , BEFHIAEFIEGIIRSP,

©® N o o bk w0 D=

Amazon CLI
RE S FEHNE G
f#£ Fupdate-image-storage-classin & B {17 14 B & Ky 77 2 5 E T I STANDARD :

aws ecr update-image-storage-class \
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--repository-name my-repository \

--image-id
imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE \

--target-storage-class STANDARD

f£ Fdescribe-imagesin SR B BEt , EEMENEBHLHE o image-status fACTIVATING, &7
LMERERER B inage-statusACTIVATINGIAE & M Fl EERE B %,

MEFHEBEN S —HHERNRRENMEATFME, JEBEELCFENEGRN , ZERESA
MR A7 A R B BR

E ¥ Frid Amazon ECR H#Y BR{&

& B Docker Image Manifest V2 Schema 2 & , AILAEA - -image-tag @ T put-image I E
MRABRGAMIRE, TTHEFEA Docker IR HEE GG , AT EFAMIZL, N FAREESR , it
B AKTEEHNEGRINIEEFER M & 50 H B,

B NEBFMIEZL (Amazon CLI)
EFEAEFHIRICE B Amazon CLI

1. fEM batch-get-image i S RN EBEHF A NFZINEGNEGBFLEHTEEAXHFH, TELERAI
B, BFRERTERSHNEGINELERBEAR NNWIRETEMANIFEST, latest amazonlinux

MANIFEST=$(aws ecr batch-get-image --repository-name amazonlinux --image-ids
imageTag=latest --output text --query 'images[].imageManifest')

2. £ put-image W HH --image-tag RUUFEGEL EFHIRE —EKEZ Amazon ECR H, £
tRBI , BEEIRIEN2017. 03,

(® Note

MRZ--image-tagiRBEBIRA R A AT A Amazon CLI , EAREIZFEE. B
XEZEE | {52 Amazon Command Line Interface {AFIERE) FMIL%EE Amazon
Command Line Interface.
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aws ecr put-image --repository-name amazonlinux --image-tag 2017.03 --image-
manifest "$MANIFEST"

3. RIIEHNHRENERTEMMNIENRG. EUTRLEP , REEFIFL latest M
2017.03,

aws ecr describe-images --repository-name amazonlinux

BRBE— (T R) RBITHRRITAAEXLRE

"imageDetails": [
{
"imageSizeInBytes": 98755613,
"imageDigest":
"sha256:8d00af8f076eb15a33019c2a3e7f1f655375681c4e5bel57a26EXAMPLE",
"imageTags": [

"latest",

"2017.03"
1,
"registryId": "aws_account_id",
"repositoryName": "amazonlinux",

"imagePushedAt": 1499287667.0

EHREGRNEZ (Amazon Tools for Windows PowerShell)
EFEAEHRFRICE B, Amazon Tools for Windows PowerShell

1. f£H Get-ECRImageBatch cmdlet SRERE EFHAR TSGR ER | HFZMREEAZREE
2, BEtROlP  FREDPTERENEGEBARELTESInage, latest amazonlinux
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® Note

MBEBHNRSE L& B A Get-ECRImageBatch cmdlet , 2 ¥ Amazon Tools for
PowerShell i F 1M AIIZE Amazon Tools for Windows PowerShell,

$Image = Get-ECRImageBatch -ImageId @{ imageTag="latest" } -
RepositoryName amazonlinux

2. FREBMBEEEA$ManifestNETE,

$Manifest = $Image.Images[0].ImageManifest

3. f#A Write-ECRImage cmdlet B -ImageTag i TFBREE £ SHrE —EEKE 2| Amazon ECR
B, EURAIH  BGEIRIEN2017. 09,

Write-ECRImage -RepositoryName amazonlinux -ImageManifest $Manifest -
ImageTag 2017.09

4. RWIEEHNFTREFERBEMMNIENRER, EUATHED , REEBHL latest
2017 .09,

Get-ECRImage -RepositoryName amazonlinux
BAILE—N (FR) RBITHHRITHAEIXLRE .

ImageDigest ImageTag

sha256:359b948ea8866817e94765822787cd482279eed@cl17bc674a7707ft4256d5d497 latest
sha256:359b948ea8866817e94765822787cd482279eed@cl17bc674a7707f4256d5d497 2017.09

B IE MG FRZ fE Amazon ECR B =

FBAIDEEREPTFBHRERATEY , U LEBERGIFE., IFBRETAESE , IREHEEREN
NEEALEFEHEPNIRS , FRE ImageTagAlreadyExistsException iR, FREF M
LENMERE, ETREERERETTE , M3 —LEUFR,
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B Al LAfE Fl Amazon Web Services BI212&|A fl Amazon CLI TE A F#ESIEFZ#ERER G
MENTEY, EFEARFHATREEESHE , BESRE6IE Amazon ECR TAH 176# FE LLIZ i BR 15,

RERGIRZEH M ( Amazon Web Services EEIZRH| A )

BiRERBIREA AT RM

1. fEhttps://console.aws.amazon.com/ecr/1Z4& FE 3T FF Amazon ECR 1#2#l&
2. MNemER | EFETEERBNIFEENXE,
3. ESMERTHREEIMRT , EREERE,

MREBRE FHEE, BAR BEIMR URFARE , REER “FHE
4. HEMAFEMEREL  ERENERERBIRSTEEIRENFHEERMBIR RIEEE.
5. GEREE A ABRERBTLEEFME.
6. XNWTREREARY  AFREEEREUATHRETEMHRESZ —

- A% MREEBERGIAS | BEBRKET, BUATEAREFRENEEE , SUBR
Amazon ECR AIAE M EFNMREG, i  EXA - LA EHRINRSER , BEATTIRSH
BRI AE 8 AR S B RS EFABER (%) kTR S MR,

« FAE  MREBAEBZRERE , MGEREED , EHEFEINERINREN , ©EH
FTHREERNFAERSNHERT,. MREZHEXTENEREHNME , Amazon ECR iR E
ImageTagAlreadyExistsException, b4\ , BN —EFATNREEARSER , HET
A ERZHRTI X AER AL ENREABERRF () REHE S MEUHIRE,

7. XTF Image scan settings ( REIEAHFIRE ) , REZLUUEFEERS N EMABEIEERER
B, EREXRREAEIMREFINEETAELRE, ESEREEIMREIEEAERE , B
FERERAESERAE HENATEEARMEEHENTERY, BXESZER , TN
£ Amazon ECR H MG R EFERA M,

8. XITF Encryption settings ( INFRE ) , WFEBRRXNEHEEEF , AN FEENNBREETFHELNER
B2 BT EEN,

9. LEEFREFUEMFMERE,

B GRS A4 ( Amazon CLI )
PIEREE AU TR FEE
FERAUATHSZ—IREES T I ERENHMEGRITFHE.
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« create-repository (Amazon CLI) , EEBREIRE AT M

aws ecr create-repository --repository-name name --image-tag-mutability IMMUTABLE --
region us-east-2

- create-repository (Amazon CLI) , BB GRS ] 38 M HE BRI IF 1% S 44

aws ecr create-repository --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters
filtexType=WILDCARD,filter=filter-text --region us-east-2

« ne@@ w-ECRRepository (Amazon Tools for Windows PowerShell) B8 R &Iz & A28

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE -Region us-
east-2 -Force

- HERGIRE AT HHERTIEEEMN ne@@ w-ECRRepository (Amazon Tools for Windows
PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE_WITH_EXCLUSION
-ImageTagMutabilityExclusionFilter @{FiltexType=WILDCARD Filter=filter-text} -
Region us-east-2 -Foxce

EFHMEMENREGIREATEMERE
ERAUATH T —EFNNAFHEEFENREREATEMRE,

« put-image-tag-mutability(Amazon CLI) EERBGIF LR A2 4

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE --region us-east-2

* put-image-tag-mutability(Amazon CLI) # 8 B SIS 0] M HEBRIS I8 25

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters
filtexType=WILDCARD,filter=1latest --region us-east-2

- write-ECRImage TagMutability (Amazon Tools for Windows PowerShell) E48 B &ir X8 0] E 4%
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Write-ECRImageTagMutability -RepositoryName name -ImageTagMutability IMMUTABLE -
Region us-east-2 -Forxce

o HRGIRE T HHERRITE M write-ECRImage TagMutability (Amazon Tools for Windows
PowerShell)

Write-ECRImageTagMutability -RepositoryName name -
ImageTagMutability IMMUTABLE_WITH_EXCLUSION -ImageTagMutabilityExclusionFilter
@{FiltexType=WILDCARD Filtex=latest}

Amazon ECR RGBT ER A X F

Amazon ECR X#EZFUTREBHEBHSEEKR ;

« Docker Image Manifest V2 Schema 1 (5 Docker ixZs 1.9 F1E RIRAE S FEA)
« Docker Image Manifest V2 Schema 2 (& Docker MRS 1.10 FEHARAE &)
« Open Container Initiative ( OCI ) #3E ( v1.0 M v1.1)

¥} Docker Image Manifest V2 Schema 2 B9 a2 LA T IH4E :

s BEBNENREBRERAZSIMZ,
« X#E1FM Windows BEE&E&,

Amazon ECR & &5 $ &R

£ Amazon ECR H#IAFREVE G , BB BESIZEFiw (B0 Docker) &5 MRFITERFUR
B T RNEERIUAREATESNEMRER — o

£ 5 Docker ARZA 1.9 RE |HIRA R E B H#IXZE] Amazon ECR K, B&E RN [EFEMH R Docker
Image Manifest V2 Schema 1, £ Docker X2 1.10 REFIRAFE B #%E | Amazon ECR B
BHBER R FEEM® R Docker Image Manifest V2 Schema 2,

EM Amazon ECR Zir&I2EVEE 8T , Amazon ECR [ REFREFEETHNEHFTERR., XY
BEPREBRIZERN , T2EHIRE, MREFIHTFEFRMEENESEEREN , I Amazon ECR £
FHREGERHBRNELIREBEHNIER., Hl0 , R Docker 1.9 B HmERNEHFEEEERANR
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Docker Image Manifest V2 Schema 2 , if4 Amazon ECR #$ A Docker Image Manifest V2 Schema 1
BRNBREZEE, TRNE TERELSRIGSE Amazon ECR XM A AR

B P imisREV 2R H £ V2 Schema 1 #  {EN V2Schema2 # £ OCI #3%%| ECR

% ZE ECR #* % ECR
V2 Schema 1 TERR DH# N V2 Schema TR Ak
1
V2 Schema 2 LA AR , BF % TERIR 2 4# R V2 Schema
FE5R%E| V2 Schema 2
1
OCl Fou] AR 2N OClI TERR

/A Important

MRZFHERIMESR , MEETANKR, BNEFIRAMA T 76 E Amazon ECR RIVE
BEERKN, WRETE Docker 1.9 HE IHMRAK Z 7 i L R E 1K Docker Image Manifest
V2 Schema 2 &1& , MIFTEERIE R, EXEZER , ESH Docker XHEHFPHEMERE
1,

R RGIH | NRBERZFERE—HEB , Amazon ECR BB BRI N BT IREBEREN
KX, BHREEIKS,

¥ Amazon ECR &5 Amazon ECS &5

BRI LAE A Amazon ECR FAE M EXREERSBRENMHY |, 8K Amazon ECS £
SHEaNPREUXLEEGMNEYE, EFEEAXEER , Amazon ECS & Fargate 88
RESMEE R Eecr:BatchGetImageecr:GetDownloadUrlForLayer, FEIX
PR, ecr:GetAuthorizationToken APls

FrEERY 1AM X BR

TRERTEMBEHRBEEEAN IAM BE , ZHEHENESM Amazon ECR FAHE & R AR it
TArERMPR. Amazon ECS R ZHEMFENRAVIEE IAM KB,

4¥ Amazon ECR B 5 Amazon ECS & &M AP kg7 2015-09-21 75


https://docs.docker.com/registry/compatibility/
https://docs.docker.com/registry/compatibility/

Amazon ECR

(AFER)

BahRE

I 5% 3245 E#9 Amazon EC2
ECS

Fargate £# Amazon ECS

SEBSE 4| £ B9 Amazon ECS

/A Important
IAM KBS

Amazon &

IAM &£

FERAAEEEMA IAM B | Z
A 5EM B SR Amazon
ECS &£& M ¥ EC2 K4
MXxE, BXEZEERE  BS

%] Amazon Elastic Container

Service F R AR EEEFH A S

X8 1AM B,

£ A&7 Amazon ECS %
EMXH 5| ANESHIT IAM
A, BXEZER , B85

¥ Amazon Elastic Container

Service F R A RIEEFHES

AT IAM B,

FERARBEREG IAM A6 |, %A
B 5533 Amazon ECS £
MY 2 i AR S5 2R SREE HAHL (VM)
HXxE. BEXEZER , BS
¥ Amazon Elastic Container

Service F X A RIEFEH A8

BT

5245 Amazon ECS &,

Amazon ECR FAB 7 ERREFTEN RKENR,

JSON

BT RENFNNRETER, £iX

IAM R B&

Amazon &

AmazonEC2Container
ServiceforEC2Role

BEXEZER , BHZH
Amazon Elastic Container
Service FF X A R IErH
# AmazonEC2Container
ServiceforEC2Role

AmazonECSTaskExecu
tionRolePolicy

EXEZEER , B5H
Amazon Elastic Container
Service A X AR IEFEHH

AmazonECSTaskExecu

tionRolePolicy,

AmazonEC2Container
ServiceforEC2Role

BXEZER , HSH
Amazon Elastic Container
Service FF R AR IEFEF
B AmazonEC2Container
ServiceforEC2Role,

XHERT ,

XLERM
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/instance_IAM_role.html
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/instance_IAM_role.html
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"

1£ Amazon ECS EHE N HEE Amazon ECR &£

B2 Amazon ECS EFEENE , B LUEETE Amazon ECR A EEMEFRENRRE R, EF
FENF , BRXIEH Amazon ECR S8 EATEM registry/repository:tag . il
aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

LTHEESENRBRETRT ATEER Amazon ECS FEE X H#) Amazon ECR FEE /I A BSIR 5
B E,

"family": "task-definition-name",

"containerDefinitions": [
{
"name": "container-name",
"image": "aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository:latest",

}
]I

¥ Amazon ECR &5 Amazon EKS & &M

& A LURF Amazon ECR M5 Amazon EKS &6 .

EESE N HIEE Amazon ECR B API iRZ< 2015-09-21 77



Amazon ECR CAPiEm)

M Amazon ECR 5| &R , BAMANREERTERN registry/repository:tag . il
aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

FrRRy 1AM X BR

MRIERFF Amazon EKS TEABFAEERET K. BEET KL Amazon Fargate , BEFUTHA

®
c EREXTAIETEEMNT S LIEEH Amazon EKS TEME : #HMIBM Amazon EKS Worker

TR IAM A (NodeInstanceRole ) o Amazon EKS Worker T & IAM BEBXMBEUTEAT
Amazon ECR #J IAM policy X BR.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
1,
"Resource": "*"
}
]
}
® Note

MREFERAeksctlzxh Amazon EKS A THH Amazon CloudFormation #&4R k622 £ & A
THEFEA , MBRIABRT , X IAM RS ATFENIET S IAM A,

« #£%T Amazon EKS T4 f& Amazon Fargate : £/ Fargate R ITE R , ZAGBALFRHN
pod MFAH Amazon ECR FEEFH R G, BEXESZEER , 52 H 02 Fargate Pod HITAE,
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https://docs.amazonaws.cn/eks/latest/userguide/getting-started.html
https://docs.amazonaws.cn/eks/latest/userguide/fargate-getting-started.html#fargate-sg-pod-execution-role
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£ Amazon EKS £& L% Helm B %%

£ Amazon ECR F$EE M Helm Chart AJ A REE R Amazon EKS &£ L,

TR

« BREBHRAEAN Helm B K, XELSBREFEH Helm kA& 3.9.0 REWN. EXEZER |, 5
%] Z % Helm,

- BEDLBEITEN ELET Amazon CLIMIMRAR 1.23.98 2.6.3, BXEZER |, BSHLES
¥ #7 Amazon CLIRY & iR,

o B2 Helm Chart #IiXZ|#8# Amazon ECR Ef§E. BXEZER , HSH & Helm BRH#EIXEZ
Amazon ECR A B 124 .,

- REEE kubectl LAEA Amazon EKS, BXEZER , 5 Amazon EKS AFEREHFH A
Amazon EKS 6% kubeconfig, MREFHNUTHTRY , HWARSEBEE.,

kubectl get svc

E £ Amazon EKS £&8H 2% Helim A&

1. [ Helm Chart B Amazon ECR EMRKIFEMN Helm B %, SN BN EIMRIKEE
e SEAEMERN 12 /Met. BXEZER |, 55 Amazon ECR WA EEMER SN K
UuF o

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

2. RERK, helm-test-chart B{RNEMER 0.1.0 Helm BERMIRZEHR,

helm install ecr-chart-demo oci://aws_account_id.dkr.ecx.region.amazonaws.com/helm-
test-chart --version 0.1.0

WHMNIM TR

NAME: ecr-chart-demo
LAST DEPLOYED: Tue May 31 17:38:56 2022
NAMESPACE: default

1£ Amazon EKS &8 Z%& Helm B & API| BA 2015-09-21 79


https://helm.sh/docs/intro/install/
https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://docs.amazonaws.cn/eks/latest/userguide/create-kubeconfig.html
https://docs.amazonaws.cn/eks/latest/userguide/create-kubeconfig.html
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STATUS: deployed
REVISION: 1
TEST SUITE: None

3. RIIERZE.

helm list -n default

LN
NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
ecr-chart-demo default 1 2022-06-01 15:56:40.128669157 +0000
UTC deployed helm-test-chart-0.1.0 1.16.0

4. (HiE ) EFESLEM Helm Bz ConfigMap,

kubectl describe configmap helm-test-chart-configmap

5. STRE , BRI LAMER P EBRE RRA

helm uninstall ecr-chart-demo
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£ Amazon ECR BB &

Amazon ECR 5 Amazon Signer £ , IR HARNIEZRERGN AN . RELE ( B3, #E)
MEHLE (B ) . BUUERBEENESEFZHELEEEESF,

EELERFE
Amazon ECR XX A RR[EBRN S L
RELE (#HE)

LHEGHIEE] Amazon ECR i , REL RSB ERMBEL R, KAZEFRILTRE, W TASZSHK
RAPXE  RELXERHENF L, BXEZER , TR £ELE.

FHZH
FH LA FEAFRIE CLI M Amazon Signer FHHXN BH#HITEE , RAEBFHHEIEE Amazon

ECR, WtFAAUEFIRHEETE , SEFERMETFRBZANEGATERRFTENE
BEERTRARGN , WEEFEERR, BXESZEE  FEH FaES,

EEEIM
5/ Amazon ECR BE &R , NZEUT/LA :

« FRETEFEHSBITASIMERENRARRUENRS R e8I M rEENERESHS , 81
ZXEEE1ANIH, BXESELR , B2 ¥ Amazon ECR RS Eiél,

« HFEETRFESI B4R, Amazon ECR 4 FHIRHE ZBEREGM R/ 24 Nt BNEE
XL,

REZL®R

HEBGHIEE Amazon ECR B , Amazon ECR HEZ B AFAZIAR/ERMNEZE , N BT IEH
BHAmazon SHREBEHITEZ, IRRLTELZENEEFFHRIE  HFATEEZIZERN IMREEHRT
EFREE,
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FRF M

ERBERELR , BILEM Amazon ECR ¢IZEELBRE , ZEESI A - ITHSIMERELEREX
| FETIERRRAE P 74 P Uk 2R SR PR I TR LE 77 i BE U X LR 1T R . ECESERE , Amazon ECR
REZRCEHEERGN B ERAEEIRBNIEN S ONEERITES.

ERERELAZH , SUMERZUT RN

ZEELEHRVUBED NEEELZEH/R, TEFERR —HIRFH Amazon 8

ERIR , ATA T Amazon ECR FITE R 18F, TREE N EREBXNABIH4

( Bl BB HE B Amazon Lambda HE D ) #ITSENRIE. SN EEEXHEIE
EEEFNEEZTE,. YA IDMEMABETFANGER. fl , /MK ARN IITFF

7R .o arn:partition:signer:region:account-id:/signing-profiles/profile-
name

IAM PR — H#XREH 1AM ZRAMLTRELER IAM RS 8 RAXHNE R ELE T EAE
X ECR FftifE, BFBERIAM ZERANETENNERE , FHIHE ECR FREFERENZREL
BBRFEHR, LT RPIRBEER T AAFAINER

"Version": "2012-10-17",
"Statement": [
{

"Sid":"UploadSignaturePermissions",

"Effect":"Allow",

"Action":[
"ecr:CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchChecklLayerAvailability",
"ecr:PutImage"

1,

"Resource'":"arn:aws:ecr:region:account-id:repository/repository-name"

"Sid": "SignPermissions",

"Effect": "Allow",

"Action": [
"signer:SignPayload"

1,
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"Resource'": "arn:aws:signer:region:account-id:/signing-profiles/signing-profile-
name"
}
]

£/ Amazon ECR REZXE , LA LGESHNEEZMN ( BMEMRKEZ 101 ) |, BLEIEFEENR
WK, Bl BERETSIMHEEE  AFLERHIEINEETUALZRLEFEE, EEFAN S ,
BUNEELSEREXHHEEFRESHTIER, HHEFEBEN , Amazon ECR 2B BNMEH
MNMEBEEXHFTUANEGRETESR, MRBEZSNEED , Amazon ECR 24 KZMER,

@ Note
MREBFHRWIULE , MPHFEEZR L Notation CLI,

(® Note

Amazon ECR REZXZEATAAEXEFERAZLE Amazon EHITRREBRZEZM Amazon X
=,

T 98 1E H

RBEUTSREERESE. B LlE Amazon ECR REENZEEZZRRMNEIA , HAEFRRMTE
mRAM, LABRGIMRL 1768 B R HIR BT LR

Amazon Web Services BIBiE4 &
FEAUTSREARBIEEZLE Amazon Web Services EIE124| 5,

1. #T7F Amazon ECR #£#l&, HEMSMERT , ERLEIMEK. DHEMRE, HEXSR,
2. EZRANTEL , EFECEMAN,

3. FE“XENMARR WEMN “1EFR Amazon EEENPMARZE T |, EF “CIEHNW Amazon EEE
MABR  AANMABREN , AEREZTEEILZENH. REEBRT—F,

4. TRk WHEHE EEREEE T  WAFEMERWRILSR. RAREET -5,

5. ®'EFME TEL , BRiESHWANAmazon EEENMARRNEFEEBMILIER. WR—
tIER , HiEE &RIF"
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Amazon CLI
FERALT Amazon CLI i S B EHEEZE.
- SIEZEZAN
ERENERBEEXH ARN tIZEEEE, FANTAEEE JSON XX+ :

"rules": [
{
"signingProfileArn": "arn:aws:signer:region:account-id:/signing-
profiles/profile-name",
"repositoryFilters": [

{
"filter": "test*",
"filterType": "WILDCARD_MATCH"

}

]
}
]
}
REBITUTHS

aws ecr --region region \
put-signing-configuration \
--signing-configuration file://signing-config.json

BNZLEIIELREREMN API R
- BEELNEARE

RRENEEEE -

aws ecr --region region \
get-signing-configuration

BNZLEIIEEREEMN API AL
- RERBRIBRS

HEGHEIEDENFEE,. flm
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dockex pull ubuntu

IMAGE_NAME="account-id.dkr.ecr.region.amazonaws.com/repository-name"
IMAGE_TAG="${IMAGE_NAME}:test-1"

docker tag ubuntu $IMAGE_TAG
docker push $IMAGE_TAG

HiEE  ERAENERREEEEERS

aws ecr --region region \
describe-image-signing-status \
--repository-name repository-name \
--image-id imageTag=test-1

MRAFREEMELERERE LN FEERERAETE , WENZLE AP B FERES
R MBREANRY , BNZLBIER EHEINBHEFERE,

- BIBRENEEERE

BREHNEERE

aws ecr --region region \
delete-signing-configuration

BNZBINISCMBRELEEN API W& 5L,

EEEIM
LTRFMINEERATFRELS :
s FEEEXBEE — LEREEXHMSINERN Amazon ECR JEMRNTFE —Xig, BAFeEFEH—

MEBHEREEX X T EMEX S EfRRPHEGHTESR,

« YEBKFEE — EZRPTLLEER Amazon ECR EMRME T REMNMKSF, XFHLEBE
PEESEREXH , ANATHMKFNFREEATH]. BXEZER , HZHAmazon Signer
FEEBEEPNNZIEZEEREBEKRKS LR,

« EETLELR-BIRACEELE ., RENBAHFEBHTESR,
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LRBUE

ENBREBETERRE , EUURIILR UBFRERARERXARBETFERIF. Amazon ECR X#F
SHRIEEENTE

£ Amazon EKS #H{THEEWIIF

Amazon EKS N BEHZEWIFIEMTEEER., HEBE Amazon EKS £ P EEZZWIEN |, ZRS
LEAGRBETZHEIRIIRAGER, BXBEESBRIINEZEELR | 551 Amazon EKS AP
RPN EBHERITRSEMEGEEE,

EATFITS# ECS Y Lambda 4 A 32438
Amazon ECS Rt IRFSEMARES , ATLERSTEHEZTEENZE, XLEEHTUESE

SHEPHFERZIAME Amazon Lambda BE , FEREBEATRS B2 RIIABMEEE, &
XEZEER , 2 Amazon Signer F R A RIEEEFHKIE Amazon ECS WA BEEHER,

£ A18E CLI #HITF s IIiE

RATLAEAFRIE CLI FHRITZ R, A EEREBEAITEY R ITFRE P RENBEE Notation
CLl, B3<fEM Notation CLI BIFE G IFH % , i5S5HAmazon Signer F X BIEEHRNEREER
30 UE o

NEFEEF IREE S ORI

MREFEAFHELRMEM Notation CLI FRHRIELH , MAAREERFSEFF, i , FHEEEE
Amazon ECR #1TH 31, MR EEZE Notation BEFIHHIE —FEH LR T Docker , BBA
Notation ¥ E &) Docker & i £ A AHE & B KIS 7%, Docker login fMlogout@n &¥F 2 1F
HFSsignflverifym SEAMEBNERE , MESF SRV FSHITEMRIE, BXEE Notation
ERm#TEHRIENIEMES , B2 5 Notary Project XRHH Authenticate with OCl-compliant
registrieso

MR % B FE A Docker S EAM{E A Docker EIEWIE |, BBARAIIEWE A Amazon ECR Docker &
B FERN BN EIL M, BXN{ALEFNEE Amazon ECR ZilBIFNEZELE |, 5 Amazon
ECR Docker ZEIEBIF,
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https://github.com/awslabs/amazon-ecr-credential-helper
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FHER

FH LA FEAFRIE CLI M Amazon Signer FHHXN B HH#HITER , REBFHHHEIAF Amazon ECR, It
FREUUEFHEFHEEER  YEEEEHETEREZANBGRTEERNETENSRRERTRE
st , A EEEFH.

A XE M Notation CLI £RZ BB EBMIFMULEA Amazon Signer , FS I Signer FX BEEE G 1T
%% MAmazon Signer FF X EER PR T,

FRF M

TR Bl , BITUR BT ERFZH

« BRHABERHMAN Amazon CLI, BXREZEER |, 5% (Amazon Command Line Interface F
FEE) PHNEZEREHNZIHRAN Amazon CLi,

o BERKE CLI MRS Amazon Signer #litk. BXEZEE , i5ZH (Amazon Signer F X AR 15
M) PN BRERHTEENTRE,.

« XBEME Amazon ECR A EEMEFRNRESEESR. EXEZEE |, S HMREHIEE Amazon
ECR #AE 1M,
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£ Amazon ECR A #EHRER B FERFIFE

Amazon ECR BB B TiRB RBEME PN RH R, REUTHMERE,

/A Important

FEiEERAE, EXARENIENESRTEREA 2B SBEMBINABHTIBETA, &4
MEFRERH. B2 , MRETRE 2T EERA , W EEZLNEEFTH.

(® Note

TEPEEANERG®, YMEMEERNEG  AETRENERTHE. BXEMTMRERE
NEZEL | FSHE Amazon ECR B,

- B58I3H - Amazon ECR 5 Amazon Inspector £ AR BN FMEEN BaELPHE, 43
HASMBREFERERENFRESORE. YHAFWRER , AELERLEFH , Amazon
Inspector &% Hi —1NE4 EventBridge K@ HE, BRI ELTIHAE
- BERGNRBESTRAE
o WRERME AN EARAELER

« EARTH — Amazon ECR R MRANELRP\E , eMEAELREMXE MO (CVES) HiE
FE..

« Amazon AHERFTH-EA Amazon AHEAR , HIE#HE GA , BUUER. AEMEFEMER
TAIE £ b S50 R A

o Clair EA&13# - FHAFFIE Clair B, Clair RE2&H. BXFHER |, H3EClair £,

BEERGHE  SURFEERENEREANEDHE  SUMMTFHEAE | T Amazon ECR £12
HEBERIIR, EXRREREHUTIEE

- BERGHME

- MMEBEHRR . FHRENEENEE

/A Important

¥IRAH Amazon ECR EXRFH#H T DescribeImages API MR i
imageScanFindingsSummary 1 imageScanStatus B M RREAEHLE
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B, BHHA DescribeImageScanFindings APl, BEXEZEER |, 2R
DescribeImageScanFindings,

M Fi£$27E Amazon ECR F 3 4 TR L 17 fiff B BV T i Sk 1

NAEIMREERGHAMT , EUUEARERGERARMLFRE.

ERAERPHEE |, BALUSEHEN BRI | DUSERBLRM#EFEIRE N EHE T REE TR
B, FMSHEEFLR ENEXAPBEFTTENFEERFRENFHAHRE  XEREENTH
H, BAFHMAERE.

£/ enhanced ( 38758 ) e , BN EERBENESBB D BEEHERS. FAFFSHEREA
Wim AN FREERRERLE, NREEREBEHEH N EEFBNESRE D EE T Hiksk

fr , ARR—FREEFEZSIEEZM , W Amazon ECR L5 HIHIT 27 ERNEL TGRSR
A R HEE TR IR

U 1k SR A B B T

EEMESRME , REBEFNMERMNEEESZMERMGNTEFEESH. TEEM (*) B9
BRERHTREEAFEESR , BRTREETEREFHEERMNPHNFIHZNZH,

TRERT RO, EFERESHEKFHERT , REBERHEEEH LEE,

prod repo-prod prod-repo repo-prod- prodrepo
repo
prod X = = = =
*prod < = B B =
prod* = A = ) =
*prod* <¥ = = = =
prod*repo B A = B =
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https://docs.amazonaws.cn/AmazonECR/latest/APIReference/API_DescribeImageScanFindings.html

Amazon ECR CRFERD
A#EBRGEELE R Amazon ECR R VIRERSGENEIZIES 2R

Amazon ECR #3813 25 Amazon Inspector W& , ENEHNBRSFEGEMREIHA, F2P0E
AR ERERFERERSNERESIRE. BILUER Amazon ECR 1 Amazon Inspector B
EEAME R, BX Amazon Inspector WEZEER. , 1S5 Amazon Inspector A8 EA
Amazon Inspector HE R EFE B -

BBy ER AT , EUNEREEWLEFHERITANESHNY , KEWLFEEFTHEEMNETHE, 1t
BRFET IR EBAHEIEILRMF K.

WERENEESEM

JB A Amazon ECR AR ZRUTEE,

- EALLINEETR S UWEL Amazon ECR HEIS %% H , 182 Amazon Inspector & WEIHMRGREV TR
£ X% Amazon Inspector WX A RME T LIheE, BXEZER , S H:

« Amazon Inspector EE#I - Amazon Inspector E 4t
« Amazon Inspector X #FH X1 - X7 Mk =0

« Amazon ECR #58 B I B R T W{A7E Amazon EKS # Amazon ECS LR MG, EaLLER £
REARGHERE K HBEEESLEREASIMREG, HERTHBEENERRENREEENL
ZIRf, ERLMRIEFHEEPLEERTREZ T AANRBHTM, BXRUOMAFERXLEFEURMNAE
EMNMESZEER |, HSH DescribelImageScanFindings,

« Amazon Inspector XIFPAWBIFERERS. IRIEEIIFK , S Amazon Inspector AAFIERH
KRR IER S - Amazon ECR H#,

« Amazon Inspector EARS X IAM A& , ZAGREMH T HFHERBIERFAKMAMENNER. 7
BRI B ERIAME , Amazon Inspector 2 B BIZRFZHEX IAM A6, BXEZER , HS
%] Amazon Inspector AP iEE MRS XA B AT Amazon Inspector,

- YERBEAALEEIMERITSEBEIAEINER , Amazon Inspector RAERIE B & i
IRIBIR BT & 14 KAH#EIXE Amazon ECR HWE G, ERMENFERSEA
SCAN_ELIGIBILITY_EXPIRED. MRZEFEELL Amazon Inspector HHHIXLRSG , NN FHEH
HIEB BRI

« WREM Amazon ECR REEMRITE THEEHH , N REEAERARERABFSAHERE
SUNFIEFEE, THSEAMESKGNEAFEERER Off BH#EME A EF2KAK, T
XEEAERPERTFIRE, BXEZER  FSM A TIEEE Amazon ECR Hr 3 i I £ 17 fi
FE BV BB 5 S o
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- MREHFEABNELPE S ANEETHESRYE , HBER—FHEEFESNHEESRML , Il Amazon
ECR £BHHITZEMENELARFIERME  MARKERERESRYE.

- BRERAERE , SEMENTBMELX £ EventBridge B , Amazon ECR B &% —1E

. EventBridge H#HRABTEHN AR LR, EHMFKXABGIHBLE R , Amazon Inspector 2K
HEH,

¥ X Amazon Inspector AR BR {518 58 33 48 1Y 45 22 A [A)

B REEAME , Amazon ECR 2B EMNFENR B NIFLAEMHEANRES. BRIAMERT , Amazon
Inspector 2 EIRENEFMHE , EEIMGEMBRSIEREPABHEZR N ILE, BAUUBREENFREER ,
£ Amazon Inspector 2 & & P ELEHEIX A BFLEE (RENETEAY ) NIEFRRFERE., 47
fEENPEZENBREIR , BRSNS RN SCAN_ELIGIBILITY_EXPIRED, B Amazon
Inspector F3 Amazon ECR BlE EfHHAE LM BIRENESZER , ESH Amazon Inspector A
BRI EE Amazon ECR EF B FLRTIE,

£ Amazon ECR Rt 1T FTEN IAM X R

Amazon ECR #52 HHEE — 15 Amazon Inspector REHXH IAM A€ |, HFBEBMER
HRAHEN IAM ZERABTRAAAE APIs FTEMNIL D2 Inspector. NIAEEMERIT B EBEAHE
J& , Amazon Inspector & Bz 8|2 Amazon Inspector FRE % IAM B, BXEZER , H5H
Amazon Inspector A FEE P RFZEXAEH T Amazon Inspector,

EATR 1AM policy BF /8 A6 AEEPBAENNIR, © 3% Amazon Inspector 812 RS H< 1AM
AGFENNIR , URFFBRKAEEFENLRIETTHLE RFTIERN Amazon Inspector APl X R,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector2:Enable"”,
"inspector2:Disable",
"inspector2:ListFindings",
"inspector2:ListAccountPermissions",
"inspector2:ListCoverage"
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1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"inspector2.amazonaws.com"
]
}
}
}

£ Amazon ECR H it ERRGHY 82T 18

NENFAIMREES N XEERAH,

¥ ur

EERAERERBEAFNES IAM R, BXEE , 55 HE Amazon ECR H#t {73858 A #irr

FH 1AM R,

Amazon Web Services BIER4&| 4

ERNLBEMKRIT S HEBELAH

1.

2
3.
4

fEhttps://console.aws.amazon.com/ecr/7Z 4% FE T F Amazon ECR #4114,
MNemEd  ERENEHEERREENXSE,
ESMERT , EFAEEMEK , RABEFRE.

# Scanning configuration ( 3 EE ) WEH , 7 Scan type ( A#ERE ) %+ Enhanced
scanning ( {5 @3FH ) .

MIABERT , EBABL TEFRSE , TAF#EESRESAH.
ERRESPHNRBERME  BERESDMMEFHESRE  REENLRIESRMS
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/A Important
SREBEANHERENCE SIS ZFERENFTIEEEER . TEER (*) HNiFiE
FULCHRE#EESN , BEGTBREHEASMTNINEZNFER, EEEFHERHY
THHTRBI , &S Fthe section called “THik R BE .

a. WAETE@EEBVMOHEERN  REERRFNIFEESME.
b. REHIEMRGE EHHEMLFMEE

- EREHEANEHEAEEEE | BRREENARMEFEE.

- ERBEHENPDENSER#E  TRAETEFERERSVMOHESRYS | RBERHM
iprit S e

6. ‘&R
7. EREFREBRARNSIXEFEERESR,

Amazon CLI

ERALLT Amazon CLI s B X AEEMERAVIEEIE Amazon CLI, EALAEA rules WHR
FEERHERIESN,

* put-registry-scanning-configuration (Amazon CLI)

LT RESAENIAEEIMERFTBEERE. BABERT , RKEEE rules , Amazon ECR
SFPEERERB AN FIE M ERTIRERE,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--region us-east-2

LT RGN BB EMRIT B R AE A EERREERS . ROPNRBEFERAINE
MR prod MFTR FFETT B IS H,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--rules '[{"repositoryFiltexrs" : [{"filtexr":"prod","filtexrType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}]1' \
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--region us-east-2

LT ROMF NN BEMRIT BB ABAEES N AHERIESM4, ROPNEBHEREN
XNEAMHFHA prod WAIEFEETBHEANE | F AXNAE A ET SR HIER P,

aws ecr put-registry-scanning-configuration \

--scan-type ENHANCED \

--rules '[{"repositoryFiltexrs" : [{"filtexr":"prod",6"filtexrType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"},{"repositoryFilters" :
[{"filtexr":"*","filtexType" : "WILDCARD"}],"scanFrequency" : "SCAN_ON_PUSH"}]1' \

--region us-west-2

EventBridge i 7 £ Amazon ECR St 1Ti8s@ I # M K IS4

BRERAME , YEMEENBEREL £ EventBridge &F , Amazon ECR £ B X% —1MNE4,
EventBridge H{BABTER AR LE, EHMFKRABGITHLE R , Amazon Inspector & [EH &%
=4,

FRERERERERSEHF

FEMRFBEBREE , YHE THEHBIENERAEFT XA , Amazon ECR FLEUTEH, X
CREEECENFWEE. FEEREFEHENTRHENE  REBEFB 7THEBERABIENFHEDIZSMH
BEG, BEXEZER |, F5H £ Amazon ECR MG ES FEHERE,

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0abEXAMPLE",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:46Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
},
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{

"repository-name": "repository-2",

"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

},

{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

}

1,

"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"

}
}

NEBEERENSH (BREH )

NAEMKRFBSEBPEE , SUHRBRGIRBEAE , Amazon Inspector 2 ZKIEA T EH, finding-
severity-counts S¥H{URE™EMRFINE (MRFHE), flm , MREGFSEFEM CRITICAL
RANER , MFRQREFRAXBITE. BXESEE , BSH AERGELER Amazon ECR FH#
EREHREIES TR,

EHEN

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Scan"]

LN

"version": "Q",

"id": "739c0@d3c-4f02-85c7-5a88-94a9EXAMPLE",
"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:03:16Z",

"region": "us-east-2",

"resources": [
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"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/

amazon-ecs-sample",
"finding-severity-counts": {
"CRITICAL": 7,

"HIGH": 61,
"MEDIUM": 62,
"TOTAL": 158

},
"image-digest":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
"image-tags": [
"latest"

REQESRENNSEH (BEEHE)

NEMERFBEBEAEE , FOE, EFMI ARG ELRER , Amazon Inspector 2 KX TE
H, BEXESER , H3H ARG LUIER Amazon ECR FVIRERSENRZES R,

EHER

{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"]
}
R
{

"version": "Q",

"id": "42dbea55-45ad-b2b4-87a8-afaEXAMPLE",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:02:30Z",

"region": "us-east-2",

"resources": [
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"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample/
sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77eEXAMPLE"
1,
"detail": {

"awsAccountId": "123456789012",

"description": "In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT
logic in packet.c has an integer overflow in a bounds check, enabling an attacker to
specify an arbitrary (out-of-bounds) offset for a subsequent memory read. A crafted
SSH server may be able to disclose sensitive information or cause a denial of service
condition on the client system when a user connects to the server.",

"findingArn": "arn:aws:inspector2:us-east-2:123456789012:finding/

be674aaddd0f75ac632055EXAMPLE",

"firstObservedAt": "Dec 3, 2021, 6:02:30 PM",

"inspectorScore": 6.5,

"inspectorScoreDetails": {

"adjustedCvss": {
"adjustments": [],
"cvssSource": "REDHAT_CVE",
"score": 6.5,
"scoreSource": "REDHAT_CVE",
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"version": "3.0"

iy
"lastObservedAt": "Dec 3, 2021, 6:02:30 PM",

"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 6.5,
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"source": "REDHAT_CVE",

"version": "3.0"
},
{
"baseScore": 5.8,
"scoringVector": "AV:N/AC:M/Au:N/C:P/I:N/A:P",
"source": '"NVD",
"version": "2.0"
},
{

"baseScore": 8.1,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:H",
"source": '"NVD",
"version": "3.1"
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1,

"referenceUrls": [
"https://access.redhat.com/errata/RHSA-2020:3915"

1,

"source": "REDHAT_CVE",

"sourceUrl": "https://access.redhat.com/security/cve/CVE-2019-17498",

"vendorCreatedAt": "Oct 16, 2019, 12:00:00 AM",
"vendorSeverity": "Moderate",
"vulnerabilityId": "CVE-2019-17498",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
"name": "libssh2",
"packageManager": "0S",
"release": "12.amzn2.2",
"sourcelLayerHash":
"sha256:72d97abdfae3b3c933ff41e39779cc72853d7bd9dc1e4800c5294dEXAMPLE",
"version": "1.4.3"

iy
"remediation": {
"recommendation": {

"text": "Update all packages in the vulnerable packages section to

their latest versions."

}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":
"sha256:36c7b282abd0186e01419f2e58743elbf635808231049bbc9d77e5EXAMPLE",
"imageTags": [
"latest"
1,
"platform": "AMAZON_LINUX_2",
"pushedAt": "Dec 3, 2021, 6:02:13 PM",
"lastInUseAt": "Dec 3, 2021, 6:02:13 PM",
"inUseCount": 1,
"registry": "123456789012",
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"repositoryName": "amazon/amazon-ecs-sample"

}
}I

"id": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-

sample/sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77EXAMPLE",

"partition": "N/A",

"region": "N/A",

"type": "AWS_ECR_CONTAINER_IMAGE"

}

1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "CVE-2019-17498 - libssh2",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Dec 3, 2021, 6:02:30 PM"

¥ % Amazon ECR #1858 HEMNIAE X

BRI R FRERRERMGEAENAEAERI , A/F7E Amazon Inspector FITFRERXIMUE
BEEZIFAFER. ERVNNERHRARBEENLREAMKXKLMO (CVEs) BIEFEZEFEREIEHMN,

BXARBRGRONELRBENHFEFMAER , FSH JFE Amazon ECR FH R G R &,

Amazon Web Services BIER4&| 4

&Bi¥ Amazon Web Services EBEZHIAFERAUTLIREEEGHBLE R,

ERRREHFHFERN

1.

2

$TFF Amazon ECR ##|& , it Jhttps://console.aws.amazon.com/ecr/o
MSIEF | SRS T ETEN X,

ESMERP |, EEREF#E
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Amazon CLI

£ LT Amazon CLI B AR REGIAELE R Amazon CLI, BRAILAERA imageTag
imageDigest IEESH G , XHEE WL list-images CLI a5 HIREL

« describe-image-scan-findings (Amazon CLI)

T RBIERRERE.

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageTag=tag_name \
--region us-east-2

AT RBIERRERE.

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageDigest=sha256_hash \
--region us-east-2

£ Amazon ECR FHEREREFERERSRE

Amazon ECR ##t T W MRANELRGH , SIEAELREMRE (CVEs) HIEE

« Amazon AHLEARFE-FH Amazon AYLER , IEH#H T GA , BN FEA, XHGCHNEARPDRE
ERAEFREBSRITRERENEFHBELERABRERN, XEEEFEEH — S inmER3EMm
BHLLY, TEFEFIEMERBRIAE R SR,

 Clair EXA#E — 2aTNEXRAERE , ©EAFIR Clair B (S Clairon ) . GitHubClair
O#FER , B2026 F£2 A 2 BENTBZXE,

23 X X 99 B9 Amazon BRSS F 5l MY PR X818 X 3 Amazon YRR Clair EAXFE | HE—NTE
= ARLEAE 2024 £ 9 B2 BRI Xig A X #F Clairo 185 Clair #F L TBEZEL,

Amazon ECR X B L2 ERN CVE™EM (WRATH ). a0, FEAELREITES RS
(CVSS ) ¥4, CVSS 7 A FRENVD WA EHITIR, BXEZELR , S NVD RE™
EHITR
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XFMRAE Amazon ECR ERPAEHIFHIERMG , UEEHENZREMLEFME, TRSHIE
AETESETERNEEESHTRENFHRBENE , IEREELAFHFBAE. 824 DEEAHE
—RB&, 24 PR BFBAHEHEENEE (WERE ) UARFAFHAEAE. FREXRRE , A ETMH
x£H , 858 24 P RZ AL 100,000 MNEE, 100,000 PREBIEHE SR PBMFHAE |,
‘BFE Clair F st iy E AT,

AUASNMNEGRELAEERNEGHABE R, BBIEFETHKE , Amazon ECR £ 5 #
EventBridge X2 —1MNE#H, BEXEZEL , 2% L 3% ECR E4# EventBridge.

Clair #H

Amazon ECR ##Y Clair E#F H. Clair £ 2026 £2 A 2 B2 ri{haEH. B , BRi1EZNENE
RiRfF Clair AT EZE] Amazon AHLEARFE, U T REMNZAER Clair FRHER
. FEXENAXE Clair, HB 2026 £ 2 A 2 BREMEXISEFRE X Clair,

- M2026 £2 A2 BE , BHTERTEM Clair 3 , FBEEL B 82 FELRHITHEAEREER
AR, THREFRAE , LT AX RERFTRE S REERERITHEE R

- £2026 F2 A 2 BHZH , BA BAE Clair MAAEAR D H# 2 BKE L)%k,

« MREZHBEIRE Clair, MM 2026 £2 A 2 BE , MR ZEIARYIER , WFFE VRIS HERT
o

Amazon 5 Clair 38 , ANEARFTBIE R AT NIhEE

- HFERAERPHEPERRN , EQIRM 50 SMER , LERERRENRENEAES
(CVEs) . RERFN RPIBEHNERZL2LE. BEENEMERER , ARERFRHEREE
(NVD) # MITRE,

« AHNEFPFHBRELEH — IR BIRRIFRBEISE.
« RESRNBERN T ESHRTRERSGHER (BESHTX) .

EYREIBOH EWEARER | WS £ Amazon ECR YR BIUH MBS EAE M8 HE 5,
BRERSXFEFRARUHNERTHE
R —MERL/ERRAN T HLRAES | BUAKEEA T I RNRERGES. RE/NER

R, FRANRERSTBENREHIERF , MEEWRSIRLT , BFBRAFNRELE. I, 2
M RERSNIMEIFRE R | —EHNF2NENHEERFRHBRATNRELENRN, 2K
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REHENEHRFE , Amazon ECR BT BXFHFCREFERE. Amazon ECR A EEFH
BRERSERNABRAERABRRHSE, THIIHT A FENRERFENMRA,

BRIERS R 7 Amazon R4 E Rt AR Clair &7

Alpine Linux (Alpine) 3.19
= =

Alpine Linux (Alpine) 3.20
= =

Alpine Linux (Alpine) 3.21 &
= =]

Alpine Linux (Alpine) 3.22 X
= =]

Alpine Linux (Alpine) 3.23 &
= =]

AlmaLinux 8 &
= B

AlmalLinux 9 &
= B

AlmaLinux 10 &
= B

TIE Linux (2AL2)  AL2
= i

I 55 Linux 2023 AL2023

(AL2023) £ 2

Debian AR 25 11

(Bullseye) = =

Debian AR5 25 12

(Bookworm) = =

BRERGXFEFAHR SN ERDIE
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BERS 7 Amazon R4 EkR Clair &4

Debian ARS5 8% (Trixie) 13 &
= B

Fedora 41 X
= B

OpenSUSE Leap 15.6 X
= B

Oracle Linux (Oracle) 8
= =

Oracle Linux (Oracle) 9
= =

Photon R{ER % 4 &
= =]

Photon R{ER & 5 &
= =]

Red Hat Enterprise 8

Linux (RHEL) = =

Red Hat Enterprise 9

Linux (RHEL) 2 2

Red Hat Enterprise 10 X

Linux (RHEL) = =]

Rocky Linux 8 &
= =]

Rocky Linux 9 X
= B

SUSE Linux Enterpris  15.6 X

e Server (SLES) = B
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Ubuntu (Xenial)

Ubuntu (Bionic)

Ubuntu (Focal)

Ubuntu (Jammy)

Ubuntu (Noble
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Ubuntu (Oracular
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TS

16.04 (ESM)

18.04 (ESM)

20.04 (LTS)

22.04 (LTS)

24.04

2410

Amazon R4 E /AR

fim

fim

fim

fim

fim

=
=

£ Amazon ECR H i EMRG R E AT

BINMBR T , Amazon ECR AFRBREEIMRFTBEARGH, Hit , RFEEEXRTHAEEMRLHNA

HiRE , ANFFEFBELRRH, EXRETHEERTIR Clair B

B AMER AT S RE L — NS MEE P TRIE RS

ENRAIMRTEESTH

1.

2
3.
4

Clair &7

o

¥

fim

o

EFRBE EMER/ZMEFITFH Amazon ECR # | A& https://console.aws.amazon.com/ecr/

MNemiEd  ERENHEERREENXSE,
ESMERT , EEAEEMK. B,
# Scanning configuration ( 3 E ) WEH , 9 Scan type ( AR E ) % Basic

scanning ( 2433 )

& Amazon ECR 3 # R L2 17 1 B Y e Sk 4

>’

>’

BRANBRT , BB ERESREN FIHHEME, S LUERRETIEE XN H BTSSR RITE
HEREE, ERUNFFEERERE M EEREREENTHE, BXESFER , BEH ATE

BEEARDE
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® Note

MRANFRESRA THENEE  NEaNFHERENEGHTHE, RESNEET
MEEER BN EE S,

£ Amazon ECR H#]# 3 st (R G E RT3 The

Amazon ECR B £/ Amazon AR AR SHMEA T HEREHREBNRREEEMIEE, I8
BT RABF[REFIRERE. NREERANRRA CLAIR KRB ERIMRAWERLTH |, MUT
T 72 AT 5 BY A 4D 46 B b B A3 H A iR iR AR

/A Important

NFHAF , BEERREEVENBIEENFER AWS_NATIVE AR, BLEXEE
{[#4E, Amazon ECR B A EMER LB ABEBEAR CLAIR, AN EFEAREHFH, X
BFHEE , 5 Clair #H,

Amazon Web Services BIEiR&| &

ERLBEMRIT B SR ERLDH

1. EARBEMRKR/FHEEDITH Amazon ECR ###| A https://console.aws.amazon.com/ecr/

2. M&MmES  ERENHREAHERENXE,

3. ESMERP  EFNEEMEK. DEFRE. HHE,

4. EAHEEREREL , EFMNA (#E ) SUEREREHEN SR,

5 BIAMBRT , ENFIEFHESRENFHAE., EULUERETIEEEENPAEESZEXR
FREENPE, BUUNFEERERENFHEREREANAR, BXELER , B5H
A T3 Amazon ECR ML F M ENTRERM

Amazon CLI

Amazon ECR AFTEREEIMERBATEARAE, FRAUTHTEELYNERTERE  HE
WIEMNE R HEER,

- ERREYEEANERTHERERA,
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https://console.amazonaws.cn/ecr/private-registry/repositories
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aws ecr get-account-setting --name BASIC_SCAN_TYPE_VERSION

SHEMAVETFTR, MRETRERYN , WRFERBIATHEIR

aws: error: the following arguments are required: --name

EMENEARPTEERRAM CLAIR BN AWS_NATIVE, —BEFNERFTHER RAM
CLAIR BN AWS_NATIVE /5 , BWAEWE RN CLAIR,

aws ecr put-account-setting --name BASIC_SCAN_TYPE_VERSION --value value

£ Amazon ECR A FF ARG R B FERERERE

MRENFEERBLE N HENDHE , WALFHEHRERE, 8 24 PEAEHRRE, 24 Dat
BRENGEHEEREHE (WEERE ) AREMFIHEHE.

EXAHGEEENELRNENHEFMES , FZH 5FE Amazon ECR FHY G 1 7 &,

Amazon Web Services BIE14] 4
B3Y Amazon Web Services BRI HIAFERAUTSRABRFHESRITE,

EFEEMFR/FME R FTF Amazon ECR %4 https://console.aws.amazon.com/ecr/
MEIEF | ERECEFMEN X,

ESMBERD , ERTFEE.

ERF#EFENEHL , EREEERAENEENFEE.

ERENHL , EREARNGS , AEEEAM,

o > 0 bh =

Amazon CLI

« start-image-scan (Amazon CLI)

T RBIERBERE.

aws ecr start-image-scan --repository-name name --image-id imageTag=tag_name --
region us-east-2
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https://console.amazonaws.cn/ecr/private-registry/repositories
https://docs.amazonaws.cn/cli/latest/reference/ecr/start-image-scan.html
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UTRBlIERRERE.

aws ecr start-image-scan --repository-name name --image-id imageDigest=sha256_hash
--region us-east-2

Amazon Tools for Windows PowerShell

« JREV-ECRImage ScanFinding (Amazon Tools for Windows PowerShell)

T RBIERRERE.

Start-ECRImageScan -RepositoryName name -ImageId_ImageTag tag_name -Region us-
east-2 -Force

AT REERBRERE.

Start-ECRImageScan -RepositoryName name -ImageId_ImageDigest sha256_hash -
Region us-east-2 -Foxce

¥ 3E Amazon ECR FEXRPFENIAE LRI

BALRKRR EXATERNERNREGRENEEHFERI. SRINB4IRERBIERE R IRRE MK 6O
(CVEs) BiEFERTERESIHMN.

EXAHGEEENELRNENFEFMES , FZH 5FE Amazon ECR FHYBRGI HH [7) &,

Amazon Web Services BIE14] 4
B3¥ Amazon Web Services EBEFHIAFEAUTTREREREGABELE R,
EREMGHBFAELRI

EFAEEMFR/FME R FTF Amazon ECR 2% & https://console.aws.amazon.com/ecr/
MSIEF | ERECIEFMEN X,

ESMERTD , ERE®E.

EERENERL , ERESERERERERNEGNERE,
ERETHENBRGIRZST | EERGREURRABAELN,

o & 0N =
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https://docs.amazonaws.cn/powershell/latest/reference/items/Start-ECRImageScan.html
https://console.amazonaws.cn/ecr/private-registry/repositories
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Amazon CLI

AT Amazon CLI s S AR EZERBAELE R Amazon CLl, B LAER imageTag =
imageDigest IEESH G , XHEE WL list-images CLI a5 HIREL

« describe-image-scan-findings (Amazon CLI)

T RBIERRERE.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageTag=tag_name --region us-east-2

AT RBIERRERE.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageDigest=sha256_hash --region us-east-2

Amazon Tools for Windows PowerShell

« JREV-ECRImage ScanFinding (Amazon Tools for Windows PowerShell)

LT ROIERRERE,

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageTag tag_name -
Region us-east-2

LT RBIERBEERE.

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageDigest sha256_hash -
Region us-east-2

HEZ Amazon ECR YRR I3 8] B

UTRERNEGABAR. BT Amazon ECR #H| AT EREFi#1E. BX API SfEA API &
EILK4EIR, Amazon CLI DescribeImageScanFindings
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https://docs.amazonaws.cn/cli/latest/reference/ecr/list-images.html
https://docs.amazonaws.cn/cli/latest/reference/ecr/describe-image-scan-findings.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Get-ECRImageScanFinding.html
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UnsupportedlmageError

SEHXEA Amazon ECR A X HHEMGBGRABENRERSHENRGHTEMPAREN |, B8
£18 %] UnsupportedImageError f5ix. Amazon ECR X% Amazon Elastic Container Storage
Storage Simple Storage, Amazon Linux 2, Debian, Ubuntu, CentOS. Oracle Linux, Alpine #
RHEL Linux RITAHREVEZRA, —BE5RAEHHNENZE , Amazon ECR ATSEF B X FHM
TeBFERE. Amazon ECR A #H#iM Docker scratch REGHEN R K.

/A Important
fEF1B5E BT MAT , Amazon Inspector XIFHHFBERERSTMEFEHRE, HRTES|
& , FHZ 5 Amazon Inspector A FIER PRV TSRV IRIER SN RIF R E

JR[E UNDEFINED =EM A5

BHRE LW BITEEM AR BN UNDEFINED WHBLE R, &RXHEINERLRERRMNT
« CVE RARMIZIEE D B LR,
s ZREWEPE T — Amazon ECR TT3EIRBIM £,

ERERENTEENRR B NEENREE CVE,

T IRA SCAN_ELIGIBILITY_EXPIRED

MBENFEEMERB A T FEH Amazon Inspector 88  HELEEEEFHERED , WAsEs
EFAWIRASN SCAN_ELIGIBILITY_EXPIRED, #EARXMERNELREMNT,

o HIBRNIAEEMRIBTIT S ERAMAT , Amazon Inspector FFHARTEBR G HEX R BIR B % 30 X
MH#EIAF] Amazon ECR Wi, ERMEN AR SCAN_ELIGIBILITY_EXPIRED, R
BEELL Amazon Inspector X LG |, NI RCFHEFHIX B ENEHEE,

« IR TE Amazon Inspector EHIAFER T ECR EFHBBFLENBHAZNEEE , NEGHNEE
RESFELEXHN inactive HEREENR expired , HF NS RIFAZEGRNFTEXRKAE
SR, X2FH Amazon ECR ## & fFA#ERASSIJ SCAN_ELIGIBILITY_EXPIRED,
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https://hub.docker.com/_/scratch
https://docs.amazonaws.cn/inspector/latest/user/enable-disable-scanning-ecr.html#ecr-supported-media
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5 EEMRS Amazon ECR A BEMERES

EREFRIAN , B0 LEEMRAASBTES Amazon ECR EEMEKRL.

Amazon ECR B RIXEFNUT LiHEMReIZRMEEFMN,

« Amazon ECR Public, Kubernetes B3R EEMERF Quay ( FEESHRIE )

« Docker Hub, Microsoft Azure GitHub A& EMtk. A EMEM GitLab A EMR® ( FEFEA
Amazon Secrets Manager Z4A 3 1T & 11 )

« Amazon ECR ( EEfH Amazon IAM A &#1T 5 A K1 )

X F GitLab BEEM TR , Amazon ECR (XX HBEI HKHENRS (SaaS) = mizEEF. GitLabBXxfE
i GitLab#y SaaS FmMWEZEE |, 51 GitLab.com,

NTHEEFEABRITHHRIEN LREMR ( Fl%0 Docker Hub ) , BAFFERFHEZHAF.
Amazon Secrets Manager 2R LLff£ /| Amazon ECR B #| & A EBNE N 5 A KUK EiERelZ
Secrets Manager 4, B<fE A Secrets Manager & & €12 Secrets Manager BN EZELR |
ES RS EN EEEM EZIEFM#E Amazon Secrets Manager 47 ¥

3tF Amazon ECR , W18 £ T Amazon ECREMRE T AEMNK, |, NAMIE—N IAM &
B, Amazon EXH|E IAM BENESZEER , FZHAEBEIKS ECR % ECR ZEUEFERN IAM K
8

HEREMRAGZRIEFEANE , £/ Amazon ECR FAB MR URI MiZ £k Atk 1R ERAR {5 Bl
A, A&, Amazon ECR 28— N7 EFE , EREEMRFEFZRE. N THENEBLERE
K EFREVIZENER , Amazon ECR 2RE LHEMER , EERETANRAN ERZEFERZHTIR
&, ARZHEDE 24 PHEH —XABEMRPHRE,

7 B B 2 18 AR

Amazon ECR B X7l F el E MR, XHMIE , £ Amazon ECR EAEFREIN A REGIZR
ME#FEEENREEN  SF2FHN, SMERBESFREGETZANER  ATRAFRESEE
BAREE, BRAUEEMEF#ERENEE , SBETHRNLFRE, HEFETE, mEMES
AR, FEEUERRTFNREREFEEFLZABONA , N F#ESREREMEtGECE
MF#ERBEEAZE. BXESER  F5H ATREHEEFRNEE HIRELDR 021 F6EE
BERo
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https://docs.gitlab.com/17.5/subscriptions/choosing_subscription/
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FREFERANEFEEmM
£/ Amazon ECR ZFREHN T , BZEUTHAE,

« UTXEAZEFEEFRIMN,
« FAE (4t ) (cn-north-1)
- FE ( TE ) (cn-northwest-1)
« Amazon GovCloud ( £EZ EB ) (us-gov-east-1)
« Amazon GovCloud ( £EFEEB ) (us-gov-west-1)
« Amazon Lambda FX#FERNIEFH UM Amazon ECR RREUE =R K,

- MEFARNEFRERNESR , 8XIENSESN T Amazon ECRFIPS fiFims. B2 , £H
Amazon ECR FIPS BR%5im & AT AL 38 fR 423 B,

- HBEX Amazon ECR #AFEMFE URI REUERFR G , BEIEEUFHE Amazon IP it F53), X
D RBGIRENA 1T A LT R AT SE e A R MR BN R ELH,

- HJEi¥ Amazon ECR FAEEME URI IREVREFRMEREY , Amazon ECR £248 24 PRIRE—IX L
HEEE  URIEEFHRGREENRIIRER, MR EFEMERPERFHOME , Amazon ECR &
THEMRFHNREG, LITRBETEFEENRE —IRER.

- 1R Amazon ECR H FEMERERTTEN L EMREFMEG , HERBESRE , WRENLRERK
BERFHRE,

- ERIBEEE LHEMREIEN Secrets Manager Z4ARY , BB AER ecr-
pullthroughcache/ BIR, ZHEXLIERFIREGNAL T A8 [E 8 K - F X5,

- HEAKFRIANRENRSREEGER  BLIRNELIRPSIANENEGH2FRIE
Amazon ECR ZfiFEH, MRAERBIRISESREY , N MERASERXRNEGREESHE , M
FREBEIRIBENRZRIENER,

« Amazon ECR FARE M<K IAM B | ;1 Amazon ECR REFTENNIR , SSIBEFE#E. BER
AT EMRIER Secrets Manager 47 , AR AR REHIEZEFUE, RSEX IAM BRECEER
RN ESIE. BXEZELR , H5H A TEFREIM Amazon ECR REHEXAE,

- BIAMBRT , EREFREHN IAM EEEFEBETH IAM policy BFHINR. &R LAEH Amazon
ECR B MRNPRFEEEH — S RE IAM EEHNINRBE. BEXEZEL , BSR £AEMEN
BRo

- ERAZFRIITFERCIZN Amazon ECR 7 FESEMHEM Amazon ECR FiEX EIFFN .
XEFMBEF#EEDRE  SINEHMEREREHE,

+ 3 Amazon ECR EARHMEFREARCCIEMEFEEN , RIFEFECENFMHELEZER , BN
LTRINRBRNATF#EE, SUEREREZER , ©X Amazon ECR REGIEN 7
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EEMNMARNRE, AXEZER , B2H ATREHEEFREIEEHRFELHRCIZNF#ENE
*EO

o MREFRTAEY - RZEF TR ERTTUBEMREBIREL, RIANBERT , MERS AR ( L
E%)oﬁﬂu%&ﬁgﬁﬁ,HﬁzﬁTiaﬁmﬁETﬁﬁgm%mxﬁﬁm,ﬁ&$ﬂ§e
1% TE B A A AR K HE BRI SCANAE o B B AR S HE BRI R 1L 544 o

« N3 — {EFABRIA AES256 N7,

- EENR - SR , TR AEMEEENRKERE,

- EMEAHEKR - B2 , TNATME GBI,

. RENRL - B2, TRATFARFRE,

- ERASFRIANNFEESARGIREFEM | XRFHELE Amazon ECR £ AR MRS EHMR
&

- HXREASFREIANREIMEGH  TEEEETERMNER, ERLEERT , SEBTHEBRMNMN
BB, RtRIFIEE —FXHNES , UeBIEAHE, Rt , MREEENF Amazon ECR EBE R
FAED VPC LixT = , Amazon PrivateLink | EEWHARE — XN NEEETERMNEEER,

M ERERADN VPC qﬂﬁ'JE#ﬁEEfHH%E’J VETW , AR EREERMNAIE HEHRENTLE
FREHE AT TN, FRESFREAMNBTHEEMGERTEEZLRE, BEXEZELE , BSH
{Amazon Virtual Private Cloud FAF5r) /Y R HBIEE BIED,

F EFFEMKRE Amazon ECR FAE ETMERE T AERN IAM X R

BR T N ABEMRA T H D IE AR XN ZIREGETATER Amazon ECR API fRERZ4L , BREL
THARRF AR EAZFRERIAN,

« ecr:CreatePullThroughCacheRule - & FRIEZNVEEFANNNR, KNRLNBEBIETH
389 1AM policy & F,

- ecr:BatchImportUpstreamImage - BRI RNABEGHGEHS AT BN EEMER, TUBET
FERAREIMENERE, ET S0 1AM policy SUEIS 6 A E T & RV 17 B A PR 5 BE 32 5 It A
BRo BXxFERAFMENRNEZEER , BZH Amazon ECR FHFAE F i FE KB,

« ecr:CreateRepository - RFEMEEMERFOUETFTEENNIR, NIRFHEEFEGHNFEE
FEE, WEERNR, TUESE T SMH IAM policy SFAR EM RAXR R LR F LLINER
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https://docs.amazonaws.cn/vpc/latest/userguide/route-table-options.html

Amazon ECR CAPiEm)

{58 P OE A RAXBR

Amazon ECR R EEMERNRAAFREE IAM K ERAEFIRINEBE., R IAM policy
BT IAM REMR 2 FEMRNRRE R FHNE , U IAM policy {£5%€. fln , MRAFERT
ecr:* MR , MFTEFI M TR BIER,

ERIEAEEMERAINPRKERE (Amazon Web Services EEEHA)

1.

2
3
4.
)

$TF Amazon ECR ##1& , Mt R https://console.aws.amazon.com/ecr/o

MEfEd | EREEESPERENEEIMRNRFTINXE,

ESMEKRT , &F Private registry ( #AFEM R ) . Registry permissions ( EMRNIR ) -
£ Registry permissions ( EM TR ) WE L , 1%£3F Generate statement ( £RIET ) -
NTFEQENBNEFRIWRRBKIED , BMITUTERE,

a
b.
C.
d.

e.

3t F Policy type ( ZREEEH ) | #Ei%$F Pull through cache policy ( X EBEZERE ) o
3 F Statementid (iBF ID) , AHEERFEARBEIRHBEN,

X F IAM entities ( IAM 345 ) | EEETSERBKFNAR, d5AE,

%t F Repository namespace ( FEEMBZER ) , ERESEBE RO HEEEZFAN,

¥t F Repository names ( ZEERM ) , EEENAANNFEEERER, flin , MRRE
#87£ Amazon ECR Public L3#E Amazon Linux Z#E , F#EZHERN amazonlinux.

EQ BB EMERNRRRKE (Amazon CLI)

ERALLT Amazon CLI s BT I8 ER G FMERMNE Amazon CLI,

1.

BIEE N ptc-registry-policy.json A H  HFEEITMRRBEHNART, LT RA
& FoIE 7 EH M Amazon ECR Public FHEUEEREY ecr-pull-through-cache-user X
BR , Amazon ECR Public 25 Z & 812 /Y B E 75 NI A R BXHY £ETR.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PullThroughCacheFromReadOnlyRole",
"Effect": "Allow",
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https://console.amazonaws.cn/ecr/
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"Principal": {

"AWS": "arn:aws:iam::111122223333:user/ecr-pull-through-cache-user"
},
"Action": [

"ecxr:CreateRepository",

"ecr:BatchImportUpstreamImage"

1,

"Resource": "arn:aws:ecr:us-east-1:111122223333:repository/ecr-public/

/A Important

NEEREFEGNEEMETFEN I EE ecr-CreateRepository R, 4l , w0
REHENERENGSSINEIREREHEIMMN IAM 4 (FINMEBRAMALAR ) TR

2. fEMput-registry-policy i ik B EM R K

aws ecr put-registry-policy \
--policy-text file://ptc-registry.policy.json

IEE &y

EZREFREAZFRIANG , BIITUTEES R,

- BIEEFREAN, BXEZER , FSH £ Amazon ECR FEIZEF RN,

- BIEERECEER. BT FMECIEENR , £ Amazon ECR EEFRREUREHERRECIEMN
MEREEOREN  BREAREHN. AXEZEFEER , BEH ATESEEFRENEE HIRFEH
(6] 61 22 1Y 77 i Y AR AR
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https://docs.amazonaws.cn/cli/latest/reference/ecr/put-registry-policy.html
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REEKF ECR Z| ECR PTC FYXBE

Amazon ECR E| Amazon ECR ( ECR %| ECR ) EBEZ7FIeEXHFEXE., Amazon lKFZ M E Z[H
B3RS E S, £/H ECR F ECRPTC , B LURBRGHEIEFIEE Amazon ECR Eft R , HELERE
SFAN | HMGEFE T Amazon ECR JEMERA,

Bk~ ECR E| ECR ElREFFTERN IAM KB

EHETRE Amazon K 8 Amazon ECR ik 2 B EFME , HE T EKFFEIE IAM AGHEE
AT PR SR LT AR -

« Amazon ECR ZEEMNEF e R LM L Amazon ECR sk RIZENAR &, &A1 LUEE 62 IAM
At AREERNMEFANFSEEZAR  BFXLENR,

- LEREMERABEEELAOEFEMRAEE R T RREHA T RRBEFTFELNR,

KL

- 8l IAM B EXE IRIEFENR

. HIAM A ERIBEEERE

o 1£ L3 Amazon ECR ;MR P IR RERE

212 IAM B EXRE RIEFNR

UTRBIERT —MUBRKEE | iZFBET IAM AR , KREM L Amazon ECR SEM &R F1EE
MR, 34 Amazon ECR B ZA R , B REELF P IEENNR,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "VisualEditox0",

"Effect": "Allow",

"Action": [
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken",
"ecx:BatchImportUpstreamImage",
"ecr:BatchGetImage",
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Amazon ECR CAPiEm)

"ecr:GetImageCopyStatus"”,
"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource": "*"

7 1AM £ & 6 2 EE R

UTRBIERT —/MEEER | iZFEKT Amazon ECR X EFHE N AT BFZAEHN Amazon IR
EEIkK,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pullthroughcache.ecr.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

1£ £ Amazon ECR JE &R # 6 2 &R KB

L8 Amazon ECR EMRAA EELFMVEM R KB RIFEERE |, URTFFOEMRAMBERNT
LU RAEFR BBV ER

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :444455556666:root"
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1,

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchImportUpstreamImage",
"ecr:GetImageCopyStatus"

]I

"Resource": "arn:aws:ecr:region:111122223333:repository/*"

£ Amazon ECR A |2 E F=EHFL N

X TR EEERE Amazon ECR REEMRFEFNRENZN LiFEMK , LT BEFRIM
e

NFEEFERFARITEORIIN EHEMR | BATL Secrets Manager 4R EIE, EOJLUSE
RIAN ZARUNE—NFFH. B LE Amazon ECR #2#| A = Secrets Manager 8| & #8122
Secrets Manager #41. Ef£f Secrets Manager /& M2 Amazon ECR ##|& 812 Secrets
Manager 4R , {5S R EM L7 EEIEF4 £ Amazon Secrets Manager Z43H.,

FRFH

- BRIIZEFHEUESFRIVINNESY IAM R, EXEE , BSRF LBEIMES Amazon
ECR A AEMEREL AT IAM KR,

s NTEEFEARPAHTHEOARIUEN EEMER MREFERHINER , WIERIE Secrets Manager
HHRBHREATER :
- BEAMWBII ecr-pullthroughcache/ 7k, Amazon Web Services EXEZHI & NERT

B ecr-pullthroughcache/ BIZREY Secrets Manager # 41,

o ZHARTTE R K P A X384 00 5 48 17 42 B U i 72 /O ik 7= 0 X34 PR e

EQBREFRIHN (Amazon Web Services BEEEHH)

AR SBE R E A Amazon ECR #2515 02 R FREMNIF Secrets Manager 41, EFH
Secrets Manager £ #l A Q12 %4 , BSRANF LN LFEF#EERULF M7 Amazon Secrets Manager %
A,

¥#F Amazon ECR Public, Kubernetes &&3Eft &= Quay

1. 3TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o
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https://console.amazonaws.cn/ecr/

Amazon ECR Gl o
2. ME&iEd  EREREAEEIMRRENXE,

3. ESMBEHKP , % Private registry ( FABEM I ) . Pull through cache ( REFRE ) -

4. 7 Pull through cache configuration ( ZFRIEE ) WHE L , 1%#F Add rule (ARMAN ) .
5

ELSR1: BEEXRRREL , X FEMEK , ENLEEMRRHFIFRFIEE Amazon ECR
Public, Kubernetes = Quay , REEET—F,

6. HEHFW2: EEBHREL , X¥TF Amazon ECR FHEERR , FEEEEFENRELEEIMRPE
HHRENEERANFEREDEZANR , REEET—%. RUABERT , SExRGEZEE , Bt
A LEE B E LA 2.

7. HESR3: FRACENEL  FREFRIANEE K REEFCIE,

8. NECENEBNEFRINESE L —PR, ERNEIMXFHCIETEFRERIIAN,

3%4F Docker Hub

1. ¥TF Amazon ECR ##|& , Bt Fhttps://console.aws.amazon.com/ecr/o

MNEfEF | EREREAEEMKRRENXE,

ESMBEEF |, %4F Private registry ( #ABFEAM K ) . Pull through cache ( BFIEE ) -
£ Pull through cache configuration ( EFREEE ) WEH L , 1E#F Add rule (MM ) ,
ELSR1: BERFEREL , WFEMEK , %1% Docker Hub , RFERT —%,

ESR2 . BESMRBRIETNEL , 3F LEEIE , %5 Amazon Secrets Manager 240 174
Docker Hub B & IEEIE, B LIEEINEER , LA LIEA Amazon ECR 25 & 01 E#%
.

2

a. EFEANAERY , BEEERAINE Amazon B XTERAEN , FATHIREENEHN
2, RREET -5,

(® Note

Amazon Web Services EE#EHI A XERBAMEMecr-pullthroughcache/8I4R
#) Secrets Manager 241, RN ANERFRIFNA THEE K- X,

b. ERIEMEN , BiEFECE Amazon B , MITUTHRE , RBEEET —F,

i. ERAENP  BABAEE - NMEREET. BRABNLMAEE 1-512 4 Unicode F
Fo

ii. 7£ Docker Hub B FHEB# |, I8EZEH Docker Hub BT HR 4,
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https://console.amazonaws.cn/ecr/
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iii. 7£ Docker Hub ifE ks |, i§¥8E Docker Hub Bl i, B elE Docker Hub
WRISHENEZEER |, 1855 Docker X#4H# Create and manage access tokens,

7. EHFWI:EEBHRREL , XITF Amazon ECR F#EERR , BEEEEFENRLEEIMERFE
WA RGN ZERANFEEREZE , REERT -5,

RAMBRT , BEXRREZH , BRAILUEEAENLGEZER,
8. HIR4: FRHCENEL , FREFRIANEE B RFEFCIE,
9. NECENBNEFRNESEL IR, FUMNEBIMXHCETEFRERIAN,

X F GitHub &BaREM &R

1. ¥TF Amazon ECR #2#|& , Bt Fhttps://console.aws.amazon.com/ecr/o

MNEED | EREREMEIMRRENXE,

ESMBERF , &F Private registry ( #AFEAM R ) . Pull through cache ( ZfFHRE ) -

£ Pull through cache configuration ( ZFHREEE ) WHE L , 1&F Add rule (FIMHN ) o
SR EBEXRR WEL , T IEMK, &F “GitHub BeEMK" , ARER “T—F7

ESR2 BESHRID TEL , MTFLEHEL , £450F GitHub BEIM RN SRR IEERE
7% Amazon Secrets Manager Z4iH ., BAILUIEEINE R4 , LA SAEA Amazon ECR #l
AOIETER,

2

a. EEAUAEYH , HAREAINE Amazon B, XXTEHEBR , €A TAUIREENEN
24, REEET %,

® Note

Amazon Web Services B2 H| A NERBMFEAecr-pullthroughcache/mI4
# Secrets Manager #4H. ZiE MM S EFREIN A T4 E A K - X,

b. EQIEMEN , FRFEGE Amazon B, MITUTRE , REEET %,
i EBRARNP , BABREE - NEREET. BHBNLAEE 1-512 4 Unicode F
Fo
i. XFGitHub BEREMRA/A , BEELM GitHub BBREMKRAF B

i. XTFGitHub BSIMRIFEISHE , FIEELM GitHub BEXMRIFE T, Bt
GitHub i RIS EZER |, 55 H GitHub XHEFHEELEN N A GBS,
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Amazon ECR CAPiEm)

7. EHFWI:EEBHFREL , X¥TF Amazon ECR F#EERR , BEEEEFENRLEEIMERFE
WA RGN ZERANFEEREZE , RFERT -5,

MIABRT , BERWAZE , BHAILUEEBEN GBS EHE,
8. HIR4: FRHCUENHEL , FREFRIANEE K RFEFCIE,
9. NECENBNEFRNESEL IR, FUMNEBIMXFHCETEZFRERIAN,

33 F Microsoft Azure BE8¥ &

1. ¥TF Amazon ECR ##|& , Wit https://console.aws.amazon.com/ecr/o

MNERED | EREREMEIMRRENXE,

ESMBERF , &F Private registry ( #AFEAM R ) . Pull through cache ( ZfFHRE ) -
£ Pull through cache configuration ( ZFHREEE ) WHE L , 1&F Add rule (FIMHN ) o
EHFR1 BEEREREL , HITUTRAE,

o & 0N

a. TEEMERT , HikFEMicrosoft Azure B EMER
b. TEEEME URL & |, HIETE Microsoft Azure BEEIMEMNEBR , REEET —

/A Important
BRBEEEE , EARGERREER .azurecr.io B4,

6. ESR2 BRESHRIENEL , S(‘H:J:‘)'i? iE , &ML Amazon Secrets Manager 240 176
Microsoft Azure B2 E MR B HRIUEE —.U«)\?E’Eff' E#4A , A LAEA Amazon ECR 2
H & RIEFHHZA,

a. ECAUAERY , HEEERAINA Amazon B, XTEHER , A THUIREENEN
24, REEET -5,

(® Note

Amazon Web Services EE#EHI S XRERBAMEMecr-pullthroughcache/8I4R
#) Secrets Manager 241, AR NN ERFRIGNA THE K~ F X,

b. EQIEFEN , FEFLIE Amazon B , MITUTRE , RARERT—
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i. ERAENP  BABREE - MEREET. BREBNLAEE 1-512 4 Unicode F
Fo

ii. 7E Microsoft Azure ResEMIRAF B , i5I8E Microsoft Azure B EFMETAF B,

iii. 7E Microsoft Azure ReFEMTIF R THEF , IBIEE Microsoft Azure BREFEMRIF AT
#, BXWNALIZ Microsoft Azure B EMRIFRITHEMNEZEER |, B5 1 Microsoft
Azure XRFHIBIESHE - 117,

7. EHFWI:EEBHFREL , XITF Amazon ECR F#EERR , BEEEEFENRLEEIMERFE
WA RGN ZERANFEEREZE , RFERT -5,

RAMBRT , BEXRREZH , BRALEEAENLGEZER,
8. HIR4: FRHCENEL , FREFRIANEE B RFEFCIE,
9. NECENBNEFRNESEL IR, FUMNEBIMXFHCETEFRERIAN,

X F GitLab BaREAMR

1.  3TF Amazon ECR #£#|& , it R https://console.aws.amazon.com/ecr/o

MNEMED | ERERELEIMRRENXE,

ESMBERF , &F Private registry ( #AFEM R ) . Pull through cache ( ZFHRE ) -

£ Pull through cache configuration ( ZfFHREEE ) WHE L , 1EF Add rule (FMHN ) o
SR EERR WEL , X TF EMKR, &F “ GitLab BEEMK" , RFEE “T—F7

ESR2: BESHARID TEL , §FLEHELE , B4 GitLab BEEIMEN S HRILER
7% Amazon Secrets Manager Z4iH ., BAILIEEINE R4 , LA LAEA Amazon ECR #2l
AOIETER,

2

a. EFANAERY , BEABRERAINE Amazon B, N THABN , FA TR EFRINEH
B4 REEBR T —F ., BXREM Secrets Manager #24#| & #|2 Secrets Manager Z4AHE
ZER , BSRASEN Lk F#EZIEFM#E Amazon Secrets Manager Z4iH,

® Note

Amazon Web Services EE#2H| A NERBMFEAecr-pullthroughcache/mI4
9 Secrets Manager 41, Z4AiE X405 & FREG N AL T 48 [E 6 K 7~ M X35,

b. EQIEMEN , FRFEGE Amazon B , MITUTRE , REEET %,
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https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://console.amazonaws.cn/ecr/
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i. HEZRPAENH  BABPEEE—NMEREEH. BEBHLSLIAEE 1-512 4 Unicode F
o
i. XFGitLab BREMERAF, R |, BIEEELEN GitLab BEIMERAF B,
ii. X FGitLab BEFEIMRIFRISHE |, HHEEELEN GitLab BEHIMRIFRISIE. BROIE
GitLab BReSIMRIFETENESZELR |, 55 H GitLab XRYF DA GRS, A
8] s I B i 18]S,
EFE 3 IEEEBMFAELE , 3T Amazon ECR FRERE |, BiEEEEENRLAE MR PIE
MG EFERANEHEETRZR , REEET L,

RAMBRT , BEXRREZH , BRAILUEEAENLGEZER,
ESR 4 ¥R CENEL , ¥REFRIVNEE , AFEFE,
NEUBNBNMNEFRNESEL—IR, RHNESIMEHE T EFRIAN,

I FI2E Amazon i FH Amazon ECR FABEEM &

o > 0N

8.

$TFF Amazon ECR ##|& , Mt 7 https://console.aws.amazon.com/ecr/o

MNERESR | ERERENBIMRIRENXEH,

ESMBERF , &F Private registry ( #AFEAM R ) . Pull through cache ( ZfFHREE ) -
£ Pull through cache configuration ( ZfFHRIEE ) WHEH L , 1&F Add rule (AIMHN ) o

ELB1 EELEIEL , EEMRPIER Amazon ECR FAE LK, WFXE | T L
Amazon ECR AR XiE , REEET—F,

ELR2  EERBZANEL , X TEFGEEH , BER QBT ERRE R FH AR R
ZEFHE, MRERBENR , WAAEE - REN , ZEMRAEGEZRAN -2 , A
TEEXRB LFEMRAVBRE,

XTFEFemEEE , EREEN LEEMRPFENEENRPREN. NREETHFR , WATN
MEREMRFPVEMFREEFRRBE. IREART , FREELFFEENR , AREET -
&

(® Note

ETHMEXBENEFENLEGEZRANESFEL | 55K BE Y ECR | ECR 2EE
FEHE#ER R,

LRI FRHACBNE L , FREFRDIANEE , REEECE,
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https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/group/settings/group_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://console.amazonaws.cn/ecr/
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9.

NEUZNESMNENESF  EEXESRKR. RN IMXECETEFRIWN,

X F kB E M Amazon I F# Amazon ECR FAEEM &

o & 0N

9.

$TF Amazon ECR ##14& , Mt R https://console.aws.amazon.com/ecr/o

MNEED  EREREMEIMRRENXE,

ESMBERF , &F Private registry ( #ABEAM R ) . Pull through cache ( ZfFHRE ) -
£ Pull through cache configuration ( ZfFHREEE ) WHE L , 1EF Add rule (FMHN ) o

EFB1EELEREL , EEMERDER Amazon ECR AEMEKS, N TXiE | & ik
Amazon ECR MR XE, £ “IKF” & , $8E L Amazon ECR &R Amazon K/ ID |
RERE“T—%,

EFR2: BERRREL , T IAM &, EEATEKFENEFTONAR®  RAREES
=28

® Note

BHSLIERMERE BIKS ECR ¥ ECR REUEFAER IAM KB 62 REY IAM
ﬂ@lo

HLR3  EERBZANEL , X TEFGEZE , BRI CIERTFE R RE R T H IR RE
ZEEEE, NRERBENR , WATHEE - MREN , ZEBWRAEREZEAN -2 ,
TEFRE EfEMRARER,

XTFLFemEEE , EREEN LEEMRPFENEENRPREN. NREETHFR , WATN
MEREMRPVEMFREEFRRBE. IREART , FREELFFERENR , AREET -
&

® Note

ETHAXRABENEFN LGSR ZEANESRES , H5H BENL ECR 2| ECR EME
FHEFHEER.

BSR4 FRACBNE L , FREFRIANKE , REEFEE,

10. NEQEZNBMENESF , EEXES R, RHMNBNXECE T EFREWN,
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https://console.amazonaws.cn/ecr/
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EZoIZEFRIFN (Amazon CLI)

£ create-pull-through-cache- Amazon CLI rule @53 Amazon ECR #A B MR EIBZEBEREM
., N FEECABHHITEORIUN LFEME , BAH Secrets Manager BEAFHEILE. EfE
F Secrets Manager B #| & 8I2 %4 , HSRTEN LiFF6# EEIEFM#E Amazon Secrets Manager
o Ll

HII NN D EMRBEEUT RO,
%t F Amazon ECR Public

AT RHI7 Amazon ECR AEEMRBE—NEFREMN, BEET FHEENR ecr-public , X
EHFEAEEFREIFANGENESNEEESRES ecr-public/upstream-repository-name %
FR,

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--upstream-registry-url public.ecr.aws \
--region us-east-2

3 F Kubernetes B85t &

AT "I Kubernetes N B FMBRAE T —NEFREIAN, SEE T FHEER kubernetes |, iX
EHFEHAEFREIANCENESNEEESREE kubernetes/upstream-repository-name w4
FER,

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix kubernetes \
--upstream-registry-url registry.k8s.io \
--region us-east-2

X F Quay

LT REIA Quay AEEMRGEBT —NEFRIAN, CEETHEEELSR quay , XSBERA#E
EEANCBHNENEEEBERWAR SR quay/upstream-repository-names

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix quay \
--upstream-registry-url quay.io \
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https://docs.amazonaws.cn/cli/latest/reference/ecr/create-pull-through-cache-rule.html
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--region us-east-2

% F Docker Hub

LA 7RBIA Docker Hub JEMRBIE T —NMNEFREFN, ©EET FMEENSR docker-hub , X%
BEASTFRIFNAENS NEHESESR docker-hub/upstream-repository-name w85
R, BYUBIEEDE Docker Hub FIEM Z4AHISTEE Amazon BIREF (ARN ) .

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix docker-hub \
--upstream-registry-uxrl registry-1.docker.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \
--region us-east-2

X TF GitHub BaFEM*E

AT RHIA GitHub BeEMREEZ TELEFAN, SEETEMETNSR github , “'E"Mﬁﬁﬁ%ﬁ
REHAN BB ENEEESREE github/upstream-repository-name BB H R, BYHMIEE
BEEM GitHub B EEME UM AR TE Amazon BIRE R (ARN),

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix github \

--upstream-registry-url ghcr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

5t F Microsoft Azure BESEM R

BAUR R IR Microsoft Azure REFEMKRBE T —NEFREAN., BEETHEEENR azure , X&
BEASTFRIFNMENES NEWESESR azure/upstream-repository-name up%jj_xo piN
MAEE R E Microsoft Azure BESEMRZ I ZEAMTE Amazon BIREZFH (ARN )

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix azure \
--upstream-registry-url myregistry.azurecr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2
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X F GitLab BaREAM&R

AR R BIA GitLab BEAEMTRUETELIEFAN, SEETFEENR gitlab , XSBERERF
REANSIZHNENEMEESRES gitlab/upstream-repository-name B AR, BUMIEE
TEEW GitLab BEEMEIEH ZH I TE Amazon BIRB TR (ARN),

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix gitlab \

--upstream-registry-url registry.gitlab.com \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

X FIEH Amazon K B Amazon ECR FAE MR

LA RBIFEE — Amazon MK A B X8 Amazon ECR MBI MRVIZEBEEMAN, BEET
EHEENR ecr , XSEBEAZFRIIANCIBNSNFEEERES ecr/upstream-repository-

name WA HFR.

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr \
--upstream-registry-url aws_account_id.dkr.ecr.region.amazonaws.com \
--region us-east-2

X F KB EHM Amazon IKF# Amazon ECR FAE F it &

AR RBIFEE — Amazon Ik A R B X g Amazon ECR A E MR GIZEBEEAN, BEET
ERENR ecr , XSERFEARFREANCIENENFEEEES ecr/upstream-repository-
name B AR, BYHMIEELEFTE £ Amazon ECR F|EEFREFN ha|ZHNRN IAM A&
fYSZE Amazon BIREB TR (ARN),

aws ecr create-pull-through-cache-xrule \
--ecr-repository-prefix ecr \
--upstream-registxy-uxl aws_account_id.dkx.ecx.region.amazonaws.com \
--custom-role-arn arn:aws:iam::aws_account_id:xrole/example-role \
--region us-east-2

RS LR

PIREFRIANG , BTIITUTEESR
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- QIBREMEECEER, 87 EMELEENR , £9 Amazon ECR EEFIRIUREHERRECIEN
MEEEERERN , BB REIN, BXESEER , F2H ATEHEEFRIEEHIRES
6] 812 1 168 FE Y AR

- BIFEFIREIN, ERIFEFRIMNE , Amazon ECR 25 LM REN MEER , Bife
EEALAEEE EFEMREILH Secrets Manager 48 , UR B HRITRERY. BEXESZE
B, #3/ Wif Amazon ECR R EFEEH N,

- FHRERASFERIUIN, BEXESZEER , 2 H £ Amazon ECR H i f 2 77 12 BV I SR 2 BB 5 o

I&F Amazon ECR H Y42 Z12EUHL U

BIBEFRIFNG , N TEESHRIEN EEMEK , BUUREZANREEEIE, ERIEET
REHN AT , Amazon ECR 5 L FfiRENMKZERE , RIITEEEUUFRSE LiEEREIE
# Secrets Manager %43 , HHEIAS B RIER TR I,

ERBREASFERIFN A , FRIAGHEEYN IAM R, BXEZEE , H3E FLEME
5 Amazon ECR 3B XM KRB LS AEN IAM R,

IR E1FIREVA N ( Amazon Web Services EIE24|4 )
LT SBERIMMAEERA Amazon ECR 24| A K iIF EFEEH N,

1. 3TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o

2. ESMEY  ERERERIINEFRIVINANXE,

3. TESMBERF , &EF Private registry ( FABEME ) . Pull through cache ( BFRE ) -

4, EFRTFRIEENEHL , ERERITINEFRIAN, RE , CARETHNXREAEREFTFAE

/N O

5. EEFRINNFMAEERAEL , FARETANXEHERERIES AR, Amazon ECR FE R
T4k REVAEIE,
6. WERIFNSNEFRIANEESE LRPIER,

BREFREAN ( Amazon CLI )

validate-pull-through-cache- Amazon CLI rule @5 A F®iE Amazon ECR FABF MR EBE TN
Mo UTRBIER ecr-public B ZERFIR,. HZEHRIERIENEFRIANNTRE,

aws ecr validate-pull-through-cache-rule \
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--ecr-repository-prefix ecr-public \
--region us-east-2

EWERAF | isValid SEIERRIERERII. ME R true , MFE R Amazon ECR e i 18] L E A
*x , HEBHRIERIN, MRA false , MRREFEERTBTARIEAM, failure SBIERER,

£ Amazon ECR A fif FA &2 17 12 BUHL U Sk 12 B AR 15

TR ROVEREEAZFRIANKERREN ZERAN G TIEE. DREEEFNREFANAERE
HRERKEIEIR |, 50 HFE Amazon ECR AR EFRENAE , LLEE &F WAV IR AR i ## )R
XLEERIR,

EFREASFRIANE , FRIAEHEEYN IAM R, BXEZELR | HSH FLEME
5 Amazon ECR FAEEMERE L FAER IAM PR,

(® Note

LU 75156 R 5 FA B9 BR1A Amazon ECR FfFEan & Z[El{E. Amazon Web Services B IE#2
A BIREeEACEEN Amazon ECR FABEFfE URI,

% F Amazon ECR Public

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/ecr-public/repository_name/
image_name:tag

Kubernetes A28 &R

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/kubernetes/repository_name/
image_name:tag

Quay

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/quay/repository_name/
image_name:tag

Docker Hub

X F Docker Hub E H IR :

55 F & TF IR B U SR $2 B AR 15 API| R 2015-09-21 128
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docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag

(® Note

¥ F Docker Hub BT , XMEBE /library B8k, X FFrEHE Mt Docker Hub 1Z4&FE |
NEBE /library A&,

Xt F P Eftt Docker Hub MR :

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/repository_name/
image_name:tag

GitHub Bes Eft &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/github/repository_name/
image_name:tag

Microsoft Azure B8 &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/azure/repository_name/
image_name:tag

GitLab BEs)E &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/gitlab/repository_name/
image_name:tag

FHER L FEM EEIEFM#E Amazon Secrets Manager #4A #

NEESNRIEN EREEEEFENEEFREINE , BAHEL Secrets Manager A7 &iE. £
Secrets Manager Z4AAIgE =4 %A, BEXEZEER , 152 Amazon Secrets Manager ET.

DTEREISEBTHRUNARNSN XN LiFFMEELR Secrets Manager 240, AT SLERE
Amazon ECR #Z£#| A R EA“QIEEFRIFN" TEREKRCEEL , MA=2HEH Secrets Manager
BHAEXRVNBRZH, BXEZEL , 2 £ Amazon ECR F A2 EFRIN,

FELBEEHEESIE API| MR 2015-09-21 129
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Docker Hub

79 Docker Hub i 8|2 Secrets Manager %4f ( Amazon Web Services EEZH & )

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. ERTFHHBHA.
3. HEEREARBTNELE  RITUTRE:

a. XNTHHARE  FREAMEARE,

b. FER/EFH , % Docker Hub SEiF IR AT R/EN . EAMERHHEHSES 65536 1
.

i. XFHE— key/value Xt , I username A Z 4 , &M Docker Hub AP BIEENRN
=B

i. XFEHE= key/value ¥t , ¥EEaccessToken I Z4A |, [EH Docker Hub 18] 4 [ 1E
ENE. BXUWMAEIZ Docker Hub AR THEMNEZEE , 12 Docker XHEHHFH

Create and manage access tokens,

c. XNFmHBRHFL , REBIAK aws/secretsmanager Amazon KMS key B , REEERET —
F, FALBHATEETMER, BXEZER , B2 (Amazon Secrets Manager A
F#58) HHY Secrets Manager Y ZR4A B MR

/A Important

IBAIERBRIA aws/secretsmanager MBZRZR4ARMEZ R4, Amazon ECR &
XFEANNEZRAEAZEFEETEEREHA (CMK) .

4. HEEEZHRNEL  WTHUATERE:

a. WA—NMERMER Secret name ( 4B ) M Description ( W%EA ) . BEABMLNETE
1-512 /N Unicode Z#&F , # HLL ecr-pullthroughcache/ A EI%R,

/A Important

Amazon ECR Amazon Web Services BE#E#HIA NE RBEMHecr-
pullthroughcache/#I4&kY Secrets Manager 1%,
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https://console.amazonaws.cn/secretsmanager/
https://docs.docker.com/security/for-developers/access-tokens/
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html
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b. (W& ) ERZIWAH , EENBHAPRM—NESZ ML, BXFIERE , 52 H
{Amazon Secrets Manager I {E§®) FHIFRIC Secrets Manager %4, &1 ERFHEUR
BEEEMEREH , ERENIRMNE,

c. (WE)EZRENR, ENRERBANEEHNBAT  BERRENR. EXES
88 , B2 (Amazon Secrets Manager FAF$ER) R SRR BT N ZE Secrets
Manager %A,

d. (™i&) ZEFEHF , ENENBHAEFE S —1 24 Amazon Web Services X1 ,
BRBREFF, BUUNESHZRA , W ELBEH, BXFEZEL |, HSH

{Amazon Secrets Manager AP {Em) RV ZEREHI 2 H A XE,

e. ﬁ#%jt_io

( Ali% ) 1£ Configure rotation ( BE%#: ) RE L , BB A BRIk, BHATURAER

BXRiNEl  AEHBENEITH. BXEZEELR , 2/ (Amazon Secrets Manager A F 1§

) PR Secrets Manager Z4H, EET—F,

£ Review (1) L , F&ENZHIFAEE , AF%EF Store (17H#).

Secrets Manager FREIF| 2405k, MRENHERRETR , i51EEF Refresh ( BIFT ) &
.

GitHub Container Registry

RARE GitHub B EMREIULBIE Secrets Manager %4f (Amazon Web Services B2 2# &)

1.
2.
3.

$TFF Secrets Manager ##|& , it A https://console.aws.amazon.com/secretsmanager/o
R FHEAER.
EEBRFRARETE L , HITUTESE

a. NWTEHARE , FEEHMERARE,
b. FER/MENT , NEH GitHub TFEGIEMIT, ETUERAPEFMERS 65536 NF T,

i. XFHE— key/value Xt , IEEusername A FHH , FEHW GitHubAF BEERE-
i. XTFHE= key/value Xt , IEEaccessTokenhHZ4 |, ™ GitHub RS IEIEENE.
BXOIE GitHub HRI TN EZER , H2H GitHub XEHPMEEEN AL RS
Mo
c. NFMHBRFA , REBERIAK aws/secretsmanager Amazon KMS key B , RE%EBRT —
F, FARBHATFEEAER. BXEZEE , 52H (Amazon Secrets Manager A
PR K Secrets Manager F Y 240 I B M R 33,
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
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/A Important

BATERBRIA aws/secretsmanager MEZEFARIMNZE . Amazon ECR T
XBFANGEEZRAEAZEFEEIEEREHA (CMK) .

4. 71 Configure secret ( BLiEZ4A ) WHE L , HITATRME .

a. WA—/MNERMR Secret name ( Z4AE ¥ ) M Description ( %81 ) » HEABMXITEE
1-512 /N Unicode Z#F , # B ecr-pullthroughcache/ A IR,

/A Important

Amazon ECR Amazon Web Services BB HA NERBHMEMHecr-
pullthroughcache/®I4&#Y Secrets Manager 1%,

=

(T ) ERSH ISP , EENZRRRIM—NRZMEL, BXRIFCEKE , HSH
{Amazon Secrets Manager FIF{§mM) FHIFRIC Secrets Manager 4. BT ERFEUR
SEEMERZH , EAEellRmE,

c. (HE)EZRENR, ENRERBANNEEHNBAT  BERRENR. EXES
88 , B2 (Amazon Secrets Manager FIF$ER) R SRR B AN E Secrets
Manager %A,

d. (™% ) ZEHEAY , ENENZAEFE S — N4 Amazon Web Services X1
BEREFZH, BUUNEEHZRS , WU ELBESH, BXEZER |, HSH

{Amazon Secrets Manager AiF1EM) PRI EAEHEIHE M XE,

e. ii?%—lt_io

5. ( Wli& ) 7 Configure rotation ( BtE%##: ) TH L , B G A EsI Rk, BHEAUIRER
Bk  RARRENETH. BXEZER , B5ZH (Amazon Secrets Manager AF 1§
) PR Secrets Manager Z4H, EET—F,

6. % Review (%) ML , FRENBHARMAER , ARERE Store (FF#).

Secrets Manager fHiRE ZIZ4A 5K, MREVFHZRHAARE TR , Hik#R Refresh ( FIFT ) &
4,
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Microsoft Azure Container Registry

A Microsoft Azure BEF MR ZIEBIE Secrets Manager 48 ( Amazon Web Services & X212

2)

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. ERTFHHBHA.
3. HEEREARBTNELE  RITUTRE:

a. XNTHHARE  FREAMEARE,
b. ERMENH , A Microsoft Azure FiEIZMITRMEX , BRI AERAPEFRERS 65536

N

FFTo

i. XFEHE— keylvalue Xt , IEEusername N F4H , FHRHY Microsoft Azure BeRiEM &
RAFRBEENE,

i. XFHE= keylvalue Xt , IEEaccessToken A E4R , FRH Microsoft Azure BEFE
MRIGRESEIEERNE. BXMALIE Microsoft Azure THRITENEZELR |, HSHH
Microsoft Azure X BIESHE - [T,

c. XNFmHBRHFL , REBIAK aws/secretsmanager Amazon KMS key B , REEERET —
F, FALBHATEETMER, EXEZER , B2 (Amazon Secrets Manager A
F#58) HHY Secrets Manager Y ZR4A B MR

/A Important

IBAIERBRIA aws/secretsmanager MBZRZR4ARMEZ R4, Amazon ECR &
XFEANNEZRAEAZEFEETEEREHA (CMK) .

4. 7E Configure secret ( BLEH4 ) WE L , MITUATIRE ;

a. WA—NMERMER Secret name ( 4B ) M Description ( %A ) . BEABMLNETE
1-512 /N Unicode Z#&F , # B ecr-pullthroughcache/ A EIZR,

/A Important

Amazon ECR Amazon Web Services BB #I & NERBEMEMecr-
pullthroughcache/®HI4&# Secrets Manager 1%,
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https://console.amazonaws.cn/secretsmanager/
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html

Amazon ECR CRPER)
b. (W& ) ERZIWAH , EENBHAPRM—NESZ ML, BXFIERE , 52 H
{Amazon Secrets Manager I {E§®) FHIFRIC Secrets Manager %4, &1 ERFHEUR
BEEEMEREH , ERENIRMNE,
c. (H&E)EZERENR, ENRERBEANNEEHNRAT  BERRENR. EXES
E8 , EZ @ (Amazon Secrets Manager FAF1888) AV PR R BEF I E Secrets
Manager %4
d. (W) ZEHHAP , EFENZHAEFIE S —1 %4 Amazon Web Services XiF |
BRBREFFH, BULNESHZRA , WU ELBESH, BXFEZEL , HSH
{Amazon Secrets Manager AAF#E/) RN ZHE 512 E b X,
iij:%-lt_io
5. ( Ali& ) 7 Configure rotation ( Bt E%#: ) ME L , ARG A BRIk, SHEAUIRAER
BN  REHENEITH. BXEZELR , 5/ (Amazon Secrets Manager fF 18
) B Secrets Manager Z4F, ERET—F,

6. 7£ Review (F#%) Mt , F&ZENZAFHAEL , RF%ERE Store (771%).

®

Secrets Manager fREIF|Z4A5|&K. WREWHFHRE T , iH%F Refresh ( BIF ) &
.

GitLab Container Registry

FIREY GitLab BEFF MR ZIEA12 Secrets Manager 47 (Amazon Web Services EIB2HH)

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. ERTFHHEBHA.
3. HEEREARBNELE  RITUTRE:

a. NWTFHAXHB  FEFHAMFHEE,
b. ERMEXH , NEM GitLab EREAERT. BN ERAPFHEEKES 65536 NFT,
i.  XFHE— key/value Xt , IEEusernamefENFEH , [FEH GitLab BEEMERAF A
EENE,
i. XFHE= key/value Xt , FEEaccessTokenHH4A |, FNEM GitLab BEFEM KRB

THEENE. BXEE GitLab BFREIMRBEATHNESEE , SR GitLab X
BENDIABESHE, FARESERIE RS .
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/managing-secrets_tagging.html
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https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/group/settings/group_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html

Amazon ECR CAPiEm)

c. XWFMBZEA , REBEIAK aws/secretsmanager Amazon KMS key B , RE%EERET —
F. FRAKBATEEATER. BXEZEE , i5ZH (Amazon Secrets Manager A
F#88) ®#Y Secrets Manager Y ZR4A N Z MR

/A Important

BATERBRIA aws/secretsmanager MEZEFARIMNZE . Amazon ECR T
XBFANGHEFRAEAZEFEEIEEREHA (CMK),

4. 71E Configure secret ( BLiEZ4A ) WHE L , AT TRE .

a. WA—/MNERMER Secret name ( A& #5 ) M Description ( %81 ) » HEABMXITETE
1-512 /N Unicode Z#F , # B ecr-pullthroughcache/ IR,

/A Important

Amazon ECR Amazon Web Services BB HA NERBMMEMHecr-
pullthroughcache/®I4&#Y Secrets Manager 1%,

=

(k) ERSH ISP , EENZRRRIM—NRZMEL, BXRIFCEKE , HSH
{Amazon Secrets Manager FIF{E§mM) FHIFRIC Secrets Manager 4. BT ERFEUR
BEEFHEREH , BREiRNE,

c. (™) EREFENR, ENRERBAMEENZRD , BEREENR. BXES
§8 , 2R (Amazon Secrets Manager FAF188) A HVFIN PR R BEHI 0 E Secrets
Manager %A,

d. (™% ) ZEHEAY , ENENEZAEFE S — N4 Amazon Web Services X1
BEBREF T, BUUNESHER  tUUELBESN,. BXEZER , H5H
{Amazon Secrets Manager AiF1EM) PR EAEHEHE M XE,

e. ii?%—lt_io

5. ( Ali& ) 7 Configure rotation ( BtE%#: ) TH L , B G A B Rk, BHEAUIRER
Bk  RARHRENETH. BXEZER |, B5ZH (Amazon Secrets Manager AF 1§
&) PR Secrets Manager Z4H, ERET—F,

6. % Review (%) WL , FRENBHARMAEER , ARERE Store (&),

Secrets Manager iR [E 22405 &R, MBREWFMBHARE T , BiEFE Refresh ( FlFT ) &
.
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Amazon ECR (RFERE)
HEMX ECR %/ ECR RRIEFHN 7 EFERR

REVEFANE R Z5F ecr T FERI RN L FHEENR. ecr FHEFRARR Amazon ECR &1

KPP SNV FREEDSZRAR. PIE AL ETSRAY 76 BEERT R N P E L BT RN
XEFRMEFHEFRE. Sl , 514 prod HEA T prod/ FANABFME. ERERRNAT
EMRFIRBERKREDNEFANNRABEFME , E£EH ROOT EABIR.

/A Important

HRRBRHRANABREN /. MREIEE ecr-public AHIZ , Amazon ECR & EHM A
ecr-public/,

LBFEENRE i FHEERMTE, MNERT , BREN ROOT , R EEM L F#ERITT
Bt RA Amazon ECR FFERIBKETZ ROOT Bt , B BEIRE LI F#EERR,

THREBRINEFANFHREE , E7 7 EFFEERNN LEEMESNTZRARNBRS,

ZEFEHEZEH ¥ an & 22 (A MREXR ( ZBEEME > LiF
TR )

ecr-public ROOT ( ®kiA) ecr-public/my-app/
imagel - my-app/im
agel

ecr-public/my-app/
image2 - my-app/im

age2

ROOT ROOT my-app/imagel - my-
app/imagel

team-a team-a team-a/myapp/imagel -

team-a/myapp/imagel

my-app upstream-app my-app/imagel -
upstream-app/imagel
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HEZ& Amazon ECR F Y EF1EE B &

ERNIMEFANNE EFREN , B2 BEINTEREIR.

BRETEE

ETRFHETFENEREERHZEMERFET Amazon ECR A EMKRPHEREMILE L
R BH IAM £43RF ecr:CreateRepository NRFTE. EffRILAEIR , BRIZRIEF EG
THHEHE URI B , ERAEEEESN IAM EERFAEN IAM R , SEERTLES
BHEZFl , EHEEH Amazon ECR B EMRPOIBEMEEIX LRGN FHEE. BXME
IAM RN EZEER , HSH F L EMES Amazon ECR A B EMERSFAERN IAM R,

AT B UL R RAY R B,

Error response from daemon: repository 111122223333.dkr.ecr.us-east-1.amazonaws.com/
ecr-public/amazonlinux/amazonlinux not found: name unknown: The repository with

name 'ecr-public/amazonlinux/amazonlinux' does not exist in the registry with id
'111122223333"

AR RAVBRE

ERETIEGNEREEZRHZEGTFET L IMERFPREROAE LFEESRH IAM £
&F ecr:BatchImportUpstreamImage X PR{E 27 Amazon ECR FAEEMER PRI B EEEERT
B, EMRLEIR BRI EBESGNEGHRIEHERBEE , ¥ AEOAELFESGHN IAM
FHRBFAEN IAM R, BEXE IAM RN EZER |, 50 FLEEMES Amazon ECR
AEEMERESAFEN IAM KR,

AT R LR RAY R B,

Error response from daemon: manifest for 111122223333.dkr.ecr.us-
east-1.amazonaws.com/ecr-public/amazonlinux/amazonlinux:latest not found: manifest
unknown: Requested image not found

M Docker Hub 174 EE 3R EUAY & &£ 403 Forbidden 4&ix

M#RIEH Docker B 7 BR{&HEY Docker Hub Ff&BEF1RENAT , BWAMEFEAHN URI HEE /
library/. $l#l aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag., MREERE Docker Hub B FBREHE /library/ , M HEER
ERARINEFANKREMRGR , REFHRE 403 Forbidden #iR., BXEZER , B5H &
Amazon ECR H AR F RISk IR AR %,
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LT R REY R B,

Error response from daemon: failed to resolve reference "111122223333.dkr.ecr.us-

west-2.amazonaws.com/docker-hub/amazonlinux:2023": pulling from host
111122223333.dkr.ecr.us-west-2.amazonaws.com failed with status code [manifests
2023]: 403 Forbidden
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Amazon ECR FHIFAE MG E &l

ST LABLE Amazon ECR FAREMRAZ G FHEERNEH, Amazon ECR BFHER T B XEMEK
£, ERTEKSEH  BRKS SAREEMRNRKRE , ARTFNREMRRBTES. BXRXES
58 , 1§51 Amazon ECR FHFAE EMERMNIR.

£}

- BIKFEHRIRBER

- AWERBEFNIEEN

 Amazon ECR WA BR15 S &l 7R 6l

 1£ Amazon ECR Rl EFA GG S &

- BBX Amazon ECR A BB EFIRE

B IK = & I SR BE E R

EFEEIKS ECR EHERZIT , B4 THBNKS FEEEWLRE, 25020 EEA T7IRKS M E R
G O

Rt ERR

BIKF ECR EFINEFEEBARKS, LEREXRMK, RIKS T FEEMSRNFEESUEMRER,

- BIKF  EEMRREFEEEHAN, TENRFMEREEMWKRE,
- BRRIKF : BEEMRNRREE VRS S 6B &,

B FriEf R R EEE K

B PRIK P A B R A R A PR KBS , BAR TR 7 3017 A TR AR ANR -

« ecr:Replicatelmage - AVFRK/FRGEFZ B FREMEKRS

- ecr:CreateRepository - Aif ECR EBEMEKRFP BRI ERME ( WRXEFMEMTE
)
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Amazon ECR

(AFER)

/A Important

MREBFERT ecr:CreateRepository R , MAMIE B R R F 302 E &N IF6E

B, RS ReRIEH.

B PR R KRB

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowCrossAccountReplication"”,
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"
},

"Action": [
"ecr:ReplicateImage",
"ecr:CreateRepository"

1,

"Resource": "*"

TR P B3R

RIS RE

« EEMFKREPEES FIHN LS E B FRK S M XE
- BMARBEEFI IAM EHHELER ECR NR

BREREETEERMERE, RE#EFETFEERTEHINRN 74 FRK,

R ER
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w N IRAE
MTFR%TF ECR BIKF S 5K MK H IR -
- R REHEBE R BARKS S SRR,

WX R ETEEE SRR S HIR
« R ORI A B ARIK P #E B MR R

WX AFERKF EEEMRNR K,
- R FRERBANEIMREBRE -EE,

Nk FREFERBESNENFREENTR , MERREBEEERRRIGORE , SlHEH.

X3 & KW TR B E
RIS EHIKM , BREUTHE :

- WIFEMRKFREEE 7 IEMRNRRR

- BFRIMERKBENEE ecr:ReplicateImage # ecr:CreateRepository B&1E
- WINEBFOEMRER P EBIEEE T IREKS 1D

- REBNEREREREE (MRKRET ecr:CreateRepository )

« BFERMCreateRepositorys ReplicateImage API AR CloudTrail H&

IERBEHREEEM
ERAALAHSE NI EA TSR,

RAGEEESHEHESERIFRENTFEENDTS 2WES, FEREFEALINFENATEHET
286, MREFEEFNNERFRERE , WENERTES, MREFEEHHERZIMFENRE ,
MR ERITES,

- EHERE , BXEMKS A FEES R RIFTE, Amazon ECR AXIFHEE HITEH E 7
FE& o

- BABEMBEMRUBTEHET , Amazon ECR @RKREVIBRFZEX IAM A€, BRFSHEX IAM

AERF Amazon ECR EHRZSEIMER PR EHEENEFHEGMIENNR, BEXEZELR , B
2% X Amazon ECR {EARSHEAXAR,
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- ERTEKFES , AEEMRERSAR T AT RIMREFNEEEHNIR, BYRELAIME
RPRREER TR RN, BXREZESR , 5K Amazon ECR R AEEMERMNR.

« MRERLBEM RN UM ERPR |, W ART R TR RV AT & HIE AT T Ko

- ERTEXESES  FiZKEASEZ XIS TEAESIREZT , RIKS R B ERIK P & 4505
AZXig, BXEZER |, 53 (Amazon Web Services —f#85£) PHEIE Amazon X1,

o FEEHE Amazon P X2 E#HITEXIHE S, M0, us-west-2 FNEMELEEFE cn-
north-1., X Amazon 7 KM EZEE , 2@ (Amazon —fixZ#£) F# ARN =,

- REIMERNEHRERZALETE 25 NEFFEANNKE— B4R, ZZHE 10 MM, SN
RZAEE 100 MEEZRS. XIAWNESERTEF TN RGN F6EEEERIRAIMN

- EFHREXFELEEFEENRRFELEIMRPEFNNFEE, BXTH , BSH =0 &£
A 1k P O e SR A G (B 5 XA A6

o BRHERGRIRERGE | SEFBRENEE—K, B0, MBEEE T M us-west-2 B us-
east-1 BARM us-east-1 El us-east-2 WEXEEH , N#HET us-west-2 WEBNE HIZ
us-east-1, EXALBEHIE| us-east-2, T HEMEAFTEXSMEKS S 4,

« REPBMREBLHETE 30 7HHNERES , EERIBERT , EHTEFEEERNEHE,

« EMREHTHATEMRBRRERFERAE. EFNRENFEELESBEAN LU ERBRREF
=R

- MREBEHWEREEFHEIER , MNEBRPRE,

- ERXSFEEEGN  FREFEIEHEEEERN BIRXE,

- FEFERES (245 IAM policy) MAGBAMKBEAIRMES , MARTHNEELNEFREZHSN , T
SF AR,

s MANBRTTAEHFHEERE , BUUEAFEFEUERREF FRERE, XERETERE
A, ME, FERENRNEREARRR, AXFRENRERNESES  F3H B TEHE
ZEFIRINEE R ER R 02 /Y 17 FE AV ER.

- MREFRELEATHRETEYE  ARERTSIARGEAHBRENES , NIZRGHRE
#, ETEEEENRE, XTRLFERRFIEHES.

Amazon ECR FWFA B MG E Fl R~ 5l

UTERIERTRAERGEFNELNAZ S, MREFEHEES S Amazon CLI, N T LATE 2
JSON X #48t{EM JSON REMERN R SR, HREMEH Amazon Web Services EEZFIATES F , N
EEEHREXTELEREEHAN |, B85 2ELIH JSON,
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https://docs.amazonaws.cn/general/latest/gr/rande-manage.html
https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html#arns-syntax

Amazon ECR (RFERE)
A BEEXEE IR BRXE

THERTEENIMRIPEEEXFEESNRE, KREBREESNK, ID N 111122223333, 3
BEEFEXE (MR us-west-2) HiEEHEFIEE,

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

R ER T RIS EE X E

THERTASHEZEHECEN FHEREEXGEF N R, LRFABREZNK, ID A
111122223333 , BIEEXE (MA 2R us-west-1) PFIEEEREFIERE , HEEFHEHN prod WF
&=,

{
"rules": [{

"destinations": [{

"region": "us-west-1",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

1]
}

R BEBXEEH R Z4 B RXE

THERTEENIMRPEEEXFESH N RE, LREBIZENKS IDR, 1111222233333
BfFus-west-18 AN XA IEEEFE Eus-west -2,
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{
"rules": [
{
"destinations": [
{
"region": "us-west-1",
"registryId": "111122223333"
},
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

R BEBEKS S

THERTHEIMREEEKFESNRE. WRENEES S E 444455556666 K us-
west-2 X,

/A Important

ERTEKFES , BRKF ANEBEMRNRRE LA FHITES, BXEZEE , B
2% Amazon ECR R FAE ST RAE,

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "444455556666"
}
]
}
]
}
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M EEREPREESZ AN

UTERTEEIMEROZANESHANNRE, WREIEE 111122223333 KFHNES , HE®Z—
AN, BRI R prod ME#ES ST us-west-2 XiF , HIFRIERRN test WFEHESHIZ us-
east-2 Xigl, E4IBHEZFZAUEE 10 MM , FMNHNKZIEE 25 B R

{
"rules": [{

"destinations": [{

"region": "us-west-2",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

3,
{

"destinations": [{

"region": "us-east-2",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "test",
"filterType": "PREFIX_MATCH"

1]

}
]
}

R BERFFE EHIRIE

THERTMEMRFBERAEEHREN TG, EBREFIRE  LAGRE—NEHRN L.

"rules": []
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/A Important

BREFRET2MBREMANEFHN FREESIRE, NRTEFEEHNAR , WLAFZ)
FELRBR

£ Amazon ECR Al EFA BB E &

NENBEIMREER M XENES, BUUEEEXHEFIHEKSEH,

BXEREFRNRA , 5 Amazon ECR KYFAE BREG S &l =,

FlEF MR E HiRE (Amazon Web Services B4 &)

1.

© N o o M~ w b

fEhttps://console.aws.amazon.com/ecr/1Z & FE A 3T FF Amazon ECR %8,

MNEfEF | EREREIMREFNRENXE,

ESMERT , EREAEEMRR.

RMEEMKR TELE , EF RE, RAEER EFEE TH “RE"

EEFIREL , EFEFMEHFHN,

EEHRENEL  EEREABXEES. BEKFEFIERRE , AREET—F,
MREATEXESES , WEREBRXKEH , EE— SN ERXE , REERET %,

MRERATEKFES , NEBEKSEH T  GRIMENERSEFRE, NTERKS , @A
BARIKF K ID AR EHBEFN —NHSMBERXE, EREHFKS + SUFEMEKSEEN
EHIB R

/A Important

ERTERSES , BIRKS SEEEMRNRERE , LAFRITES . BXEZE
£ , %% Amazon ECR RV FAR EMRNR

(RIiE) EARTEERARE L , NEFRVIEE - PRSNHERSE | REEERN. NESEH
BREMXBENENRARGEERS R, LIARMERGEENFEERBNIR, WRRHFINTHELE
&, WEHMEFERENAR, PIABRIESRARE , BET—F,

10. EFRENFTFENEXREL  EFEFHANEE , AEERRERIAN,
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https://console.amazonaws.cn/ecr/repositories

Amazon ECR CAPiEm)

BEEMREHRE (Amazon CLI)

1. QERESENIMRELHNEFHANE JSON X . EFERERZALLIE 10 MM, FAERL
RZEE 25 ME—BHR %Aﬂ)ﬂﬂa‘%%@“‘ 100 MEEFM4, BEEHCHKATEEEXEE
# , FEEBCHIKS ID. BXRES A, S MAmazon ECR WHAEIREGE HI 7R 6],

{
"rules": [{
"destinations": [{
"region": "destination_region",
"registryId": "destination_accountId"
1,
"repositoryFilters": [{
"filter": "repository prefix_name",
"filterType": "PREFIX_MATCH"
1]
}]
}

2. tIEEMRNEHEE

aws ecr put-replication-configuration \
--replication-configuration file://replication-settings.json \
--region us-west-2

3. WAEREMRIRE.

aws ecr describe-registry \
--region us-west-2

#B% Amazon ECR HW A EIREEFZE

EBRAZAREEIMRNEFRE  CFERE-—IMZNEHEE. Amazon CLIFRE L ANBER

WH
EBRIEIMEREFIZE (Amazon Web Services B I2H| &)
1. fEhttps://console.aws.amazon.com/ecr/1Z4& FE 3T FF Amazon ECR 12 #l&

2. MEMmEd | EREBRIMREFRENXE.
3. HESMERT , AELFEIME.
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https://console.amazonaws.cn/ecr/repositories

Amazon ECR

(AP
4, EREEMK NEL , EERE, ARER “EFEE" TH HRE
5. RN TNE R BRETREBRAFE AN S HHN,
6. REERTFUNAZNEHEE,
EBRREMREFIZE (Amazon CLI)
1. QBB EZ=MNKER JSON XH4LAMBRFAEEFIRE.
{
"rules": []
}
2. HZENEFRENATENEMRR.
aws ecr put-replication-configuration \
--replication-configuration file://empty-replication-settings.json \
--region us-west-2
3. BWAEFIREESBE.
aws ecr describe-registry \
--region us-west-2
R R&E BN Z replicationConfiguration,
/A Important
BREFRET2MBREMANSEFHNFRHERIRG, WRTEFEEFHNAER , MXAFH
T EMIBR
BREH
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T2 HEE 7RI E SR ER R 62/ 176 F RV E R

£/ Amazon ECR 4 E0I 2R , £ Amazon ECR RERZCENFRENRE. FHECIEE
WRANREREF#ENRBRANA  NAEFEERERETAEMT EIRNF#EREEAZE,
BEl  FREEERTATEFEEQEIEDNUTHENARE

- ZFEW
- 854

BUT XA S 17 e B 2 AR AR

« Amazon GovCloud ( £EZ B ) (us-gov-east-1)
« Amazon GovCloud ( ZE#EZP ) (us-gov-west-1)

friE S B R AREY TAFREE

BB, Amazon ECR BEERREUIEFTNAEFHE, Sl

- BERXEAZFRIANRER DEEEENNBIHFEE®ET Amazon ECR FAEEM&RAT,
o HBEE Amazon ECR FEMEEHIE B — MK F 6,

LR EELNEFRIFN S B8 746 FE ITE A 76 FE 2 EAMREY | Amazon ECR £ AFEMEME
BAERINZE, XEBRINGESEXRARELRETMN, F£H AES-256 % , URFANAEMAEEER LT
BEIZRRE,

ER A E O 28R , B BUE X Amazon ECR NEX EF RN E HlRECI AV F4# ENARIKR
B BAMNMEEEERERELM, MERE, FEEMNR, EaERRENRRRE,

TEERT 4R EFENERREZFRIURES & AR Amazon ECR EAK TR,
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L\
Repository created by Template applied :E
Amazon ECR to matching repository v—
Replication S D Repository
or w
Pull through cache v —

Repository creation template

DTARFEMERT TR EUBERPHNENSH.
Prefix

Prefix R SERXBENERERAZR R, FHALIRNENFEFHETNAAERPE
NHRE, Bl |, 8148 prod MR AT prod/ FAWMEEME. B8 , 514 prod/team
MATFL prod/team/ AWM EFERKE, E3W MERMEMERS , MR —MERWETRR
“orod” , B —MEMRMBIZRN “prod/team”, the template with the prefix "prod/team” will be applied
to all repositories whose names start with "prod/team/”,

BERERRNA T EMRFZBRKIBERNAARFME | LRI LER ROOT EABIR,

/A Important
HBRRBHRANARBREN /. MREIETE ecr-public AHIZR , Amazon ECR £FHM K
ecr-public/., ERSFRIGINIE , &1ECIZH N 65 E N 76 Eal Rt B IsE R 76
Fr B 2 AR AR BT %o

iR
WERERTE | BT RAEEECZERNBE,

N AN &
MAXNRIZERE T [6EH I AER I Z L Amazon ECR SIEZWEMEE. ARENR
PULL_THROUGH_CACHE #1 REPLICATION, #l#n , BB XERAEFRIMNIRKE R EBEFEEEN

AAHFEEZ®H T Amazon ECR REEM KT, H&EELENEFZIRIVN T /Y 1765 E ol 2E
#Et , Amazon ECR 2@ A E#EFERAERINRE,
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FRECEAE

FHREUEZABRE— IAM € ARN , BT FHEFIEZERCIZNEEFHEEFN , ZARNH
Amazon ECR #Bff. HEERF EAFMEERE and/or KMS RIATRHEL A | TN 176 E I EN
KW

o Y

ERERCIENFREZERANREATEMRE, MREILSEH , FEMR MUTABLE BIFRINR
B, ZRENATEEREIRE, X TEIEZFRIEFIEZNFHEEMEANER , BIEML
RE, XHFALUBRIFEMRE , Amazon ECR AIAE#EFRIBR K

WMRIEE IMMUTABLE , WZfFERNAIAREIREHFAATE , NP LEXERSRBE,
hnZEiE

/A Important

£/ Amazon KMS (DSSE-KMS) B M= Bk 55 25 im i 24X 72 X 5 Amazon GovCloud (US)
AT A,

ERARRENFREZEERNNFEE.,

MBEFER KMS EZER | NIEEHEHE Amazon KMSHZi%H Amazon Key Management
Service BHANRSH|IHMBRINZFHENANE . HEEH Amazon KMS INZEIER , AJLAE
A Amazon ECR RYERiA Amazon ¥£& Amazon KMS 24 , B aJ A8 ELE B 2 H Amazon KMS &
fl, ZEAREECLUNEN, BETUERFERERINEME, Amazon KMSEXEZER ,
BSR BANE. MREEEANE KMS MEZEXBHFEATEXSES , N 7865 FEHMIHIN
BR., BXEZER , B3 Creating a KMS key policy for replications

MREFEH AES256 tNEFKE | Amazon ECR A E%H Amazon S3 FEE N Z4A M AR S5 28k
g, MmfEA AES-256 MBE AN FREFHRGEHITME, EXEZER , 5 (Amazon
Simple Storage Service FIF g/ FHIFEHRA Amazon S3 HEINE HEA W RS 28w % (SSE-
S3) RIFBIE.

71 FE A PR

ERRRZNFREEZEN AN FRERRE. FHRERBEAETERNNRREFNFEENT
RIRFR, ETFTHRBRNNRILEATLIEERBFEFHEN IAM AFRAE , URXERFRART
LSzt AT R, BUIABRT , RBCIECER Amazon IKF X BRGRBE. &AM
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IR SRR FRIELH N ENFHEENEMNR, BXESZEE , 55K Amazon ECR FHHY
B F M ERE,

T fik B A o JB) S SR

ERARRENFREZEANENFYRE., EaEAHRBERTNLEFREFREN ERE
HEENESES, SanBAMRKE—ANAN , EhayS NN KN Amazon ECR EX — MR,
XEHT -HEFFERRRENGE , AINREFERYPRIVTBIHNGER, BXESEE , F
2 1£ Amazon ECR R EA At B MR B3 EER K,

RIFIRE
REMERNATEFHEENIRE  SEFHENHEH#TIORNEE, S/ MEHISELH -

BN —NLEE, MREERANRESEXESH RN FRENRER , NFEEFUNREAT
B PROEM R R

£ Amazon ECR A 822 17 # FE € 2 & 1R

BT L B2 6l 28R , B Amazon ECR EZFRIIEF REHRARECI BN FHEERRE
RARIRE, tIBFMECEERE  AEFENEHERTNARERE. XX a2 F4#EF
F= AR,

EEARRREF#EN , BT UARIEE KMS ZHAMBFRFE, MREITHRRE MRS MER
REMA KMS Z4, RRAEHMENAS , WFEE

- NEEERIEERCIE B E SRR,
- NEEECIRERE IAM AG.

BETRE , B 0H A E LA IMENEM RPNV EERR.

IR 7 FEQIEBERD 1AM R

IAM EHRFZERLUTRR , THREEFHEFLERER, WXENRLFBIET HBH IAM policy
RF.

« ecr:CreateRepositoryCreationTemplate — BB F M ECIRER,
 ecr:UpdateRepositoryCreationTemplate : B FEH 17 E I ZE AR,

« ecr:DescribeRepositoryCreationTemplates : FHEMEF 5 H 176 E I ZE AN
PR
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« ecr:DeleteRepositoryCreationTemplate — 2 Bk 17 % FE B BREAR
« ecr:CreateRepository : #F I Amazon ECR 17 FER R,

« ecr:PutLifecyclePolicy - B IBEm AR HFHNA TEEE. N FHENEER
DEEWEABRREN , TEEHNE,

« ecr:SetRepositoryPolicy - RINBIBEFHENNIRRE, XEFWENEEIRTESFMERE
B, FEERNR,

« iam:PassRole : RF AT XA GACEZARSINAREFHNE, KNBERNTFEERAZEL
REBELHITRENRSNNARF RS EN,

N FEE AR E AR G2 B E R R

O] LAEA Amazon Web Services B EH & RENBEENE IAM AEXEKNXEK, 25 , EEE
FEEQERERET , AL IAM EREEEENEA G,

Amazon Web Services BIEiE 4l &
EF A JSON K& YREEEE 1 76 E QI B ERCIE B E KR,

1. &3 Amazon Web Services EEZE &I A HITHF IAM 2H|E& , Wik Fhttps:/
console.aws.amazon.com/iam/.

EEMNSMERSD  BERE,

ik gnlbe N

R REIRED D , WEHE JSON &L,
£ JSON FEX 5 A LT 5K HE o

o M w0 DN

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository”,
"ecr:ReplicateImage",
"ecr:TagResource"

1,
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"Resource": "*"

"Effect": "Allow",
"Action": [
"kms :CreateGrant",
"kms :RetireGrant",
"kms :DescribeKey"

1,

"Resource": "*"

}

6. MREBRIUISEPERNEARZEES, FRUEFAES  RAREET D,
7. MRBAMTENRE , ZET -5,

8. HEFMNGIBRNEL 6 NOENRKBEARBBEHNER (L), EFHREPELHN
FRAEE KRR TR,

9. GEEBIEREARENKE,
10. BIERNGIERRS BILRBNBE , BSHN TR EEERCE IAM B,

NEEECIEBERCE IAM A

LB EFEAEEENRENEHELNEEBIRFIEEFHECZRACKEEREMRPER KMS it , BeJLUEH
812 1 Amazon ECR EAM AT, Amazon Web Services B2 &

Amazon Web Services BIER&| 4

EHRAE,

1. %% Amazon Web Services BEEZEF| & HITH IAM 2F|E& , Mk Hhttps:/
console.aws.amazon.com/iam/.

2. EEHANSMERD , i%F Roles , AR/ Create roles
3. EBRBEENEEXRKAGRKE,
4., EEHEXEERHITS , METEYHN B EVEERE
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexrvice": "ecr.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]

}

5. ﬁj:%-lt_i":o

6. TERMNBRAES , MURKBESIRPIETECFCIENBELKBEENEIEE , ARERT
_Z’Fo

7. NTABGEN , BAENAGRA—INENR. AREMELNACPLIZME—K Amazon
Web Services Ik, ERBEREAASEMITEEN ARN W—H 26, BEEHRX S KN
E, ERFAEPaEFERAGENN (FlINEERREEY ) , AREHTRIKNE, BT
ZARAEAESI AZAR , it , ABRMETER , BT EREAREN.

8. ( Wik ) X TF Description ( #iR ) , WAFACRNIER,
9. REASG K RFEFVUEAE,

BB O E R AR
SRR LB RGBT ARG 0l R 17 8 B O IR,
Amazon Web Services EE 12 H &

02 17 4 B B8 4R ( Amazon Web Services B2 4 )

1. #TFF Amazon ECR #£#|& , Wit A https://console.aws.amazon.com/ecr/o
2. ESMEF , ERFEEERERNIZXSE,

3. ESMERTP , MERABEEMK. FHEELIEER,

4. HEFEEFEERERTEL , EFIEER,
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5. EFR1: ENERTEL , FTFERFAEE , ERESENR , ITERNATHEENTFHE
WREBBAR , RE%EFE ECRIEMKRTPNVEEIER , FERNA T 5% X8 P ERHAER
BB PE T E.

a. NMREFEFBENR, WEIBRTEEENABRRNEEETEZETIR. IRREBHL
MABERN /. B, 814 prod MNA T prod/ FLANMEE#EE. BERE , 6IR
prod/team MR A F I prod/team/ Tk FFE F 6 E,

b. WMRERE ECRIZEMRINEZIR , METHRRE S ROOT,

6. ENAXNKRT , EELENRFNAT WL Amazon ECR T, GEHHN
PULL_THROUGH_CACHE I REPLICATION,

7. EERRERF , WEREETRER , REEET—F,
8. EHRW2: FMFHELIEZEENHL , EECRARRUEZNFREENANFREREE
B

a. ERGHRETEMA  EREFEHANRSTERIRE, BXEZEL | BFSH B LEREGHR
Z7E Amazon ECR B =,

« U MREEEBZMEGHFEL | FHEBRMIET, BUATERRNEFRENEEE |
¥R Amazon ECR A LEFEFMNMEG, i K ERA - ETRSHRSIERN
BEAEHRSHERII X AER M ARLAMDERABERERF (%) REE S MELHRE,

o FHZE : MREEHUEBEREIRE | NIERLED |, FHEEFTENEHREH R
Gt , EERATFEETNAERENEERD, NRESHHEEFTENEIRZHR
£ , Amazon ECR f#iR[E ImageTagAlreadyExistsException, Lt4k , Bl —L
FAENRERANRSER , BHEF TERZHERTCAE P i AR B Aok B
& (%) RIEHE Z NN HEEINRE,

b. EMEZEREY , EREFANMBERE. AXESZEE , B3H #5N%E,

1%£3$% AES-256 B , Amazon ECR £ &8 Amazon Simple Storage Service & ME %
FANIRSS|IWMNE , NTEA AES-256 INZEEF B[ BIEHTNE ., WRFFEF4E
AR

1%£3#% Amazon KMS B , Amazon ECR £ B & Amazon Key Management Service

( Amazon KMS ) RiFEN ZAM RS SRR INE. HEERA Amazon KMS INEEKIER |
B LAE A B Amazon ECR Amazon EXEHEIAFEE R4 , LT LUEE B 2 # Amazon
KMS Z4R (MMABFREREH ) .
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® Note
FREENECE , FRENNRZRETEE R,

c. EFE#MENRF , BEEFEALERNENFEEENANFMEENRER, Bk
BREATHNEE  NRELNFERARAEE— JSON =™bl, BXEZEER , 55H
Amazon ECR FIVFAE FHEFE R BE o

d. EFEFELGEMRED | I5E R LEROIE N 74 B RN A R 76 B4 o5 B H RS
BRBUERERATHRSE  NEEILNERRAIEEFE -1 JSON Rbl, BXEZER | #F
£ 1£ Amazon ECR R EA A d B MR B3 EER K.

e. XN TEME Amazon #51% , IREXWERNEEESME A ILEROZE 1768 FEXBE TR
& RRERT—F, BXREZER , BZH £ Amazon ECR FHRCHE FiE,

f. XNWTE#ECEAS  BMNTHUXEGEREEBEN IAM A6 | UEEERTERF4#ER
L5 KMS if A TR FEQIRER (FIF RSN FRECERERLE IAM B8 ), RE
ﬁ?%jt_io

9. HLR3: FRHAVENEL A FRENFHEEFEVUERRIEENRE, ERFEETLHITE

Ko TEXIE , EFCIE,

Amazon CLI

Zcreate-repository-creation-template Amazon CLI % A F R BN EE MR IR F 6 EER

IR 7 2122484k ( Amazon CLI )

1. f£HA Amazon CLI Jcreate-repository-creation-template @y 4 B AEZR

aws ecr create-repository-creation-template \
--generate-cli-skeleton

Zo TR IR T M E IR ERN T RIEE,

{
"appliedFor":[""], // string array, but valid are PULL_THROUGH_CACHE and

REPLICATION
"prefix": "string",
"description": "string",
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"imageTagMutability":
"MUTABLE" | "IMMUTABLE" | "IMMUTABLE_WITH_EXCLUSION"|"MUTABLE_WITH_EXCLUSION",
"imageTagMutabilityExclusionFilters": [
"filterType": "WILDCARD",
"filter": "string"
1,
"repositoryPolicy": "string",
"lifecyclePolicy": "string"
"encryptionConfiguration": {
"encryptionType": "AES256"|"KMS",

"kmsKey": "string"

.

"resourceTags": [
{

"Key": "string",
"Value": "string"

}

1,

"customRoleArn": "string", // must be a valid IAM Role ARN

2. FEAL—SHHNEEAERN repository-creation-template.json BX#F. BLERR
FERAFHEERRTE prod/* TRIBWEMAFHEEIRE KMS MBZFH |, ZREE A TFFMREGHIE
MEBEEIRRONFHE , REEBEHRR , SEIRBANREIH , HiRE AT ECR G
KMS Z4A H R RIRE examplekey P EBARREMENBEENAE,

{
"prefix": "prod",

"description": "For repositories cached from my PTC rule and in my
replication configuration that start with 'prod/'",

"appliedFor": ["PULL_THROUGH_CACHE", "REPLICATION"],

"encryptionConfiguration": {
"encryptionType": "KMS",

"kmsKey": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-

cdef-examplel1111"

1,
"resourceTags": [
{
"Key": "examplekey",
"Value": "examplevalue"
}
1,

"imageTagMutability": "IMMUTABLE_WITH_EXCLUSION",
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"imageTagMutabilityExclusionFilters": [

{

"filterType": "WILDCARD",

"filter": "latest"

},

{

"filterType": "WILDCARD",

"filter": "beta*"

}

]

"repositoryPolicy": "{\"Version\":\"2012-10-17\", \"Statement\":
[{\"Sid\":\"AllowPushPullIAMRole\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":
\"arn:aws:iam::111122223333:user\/IAMusername\"},\"Action\":[\"ecr:BatchGetImage
\",\"ecr:BatchCheckLayerAvailability\",\"ecr:CompletelLayerUpload\",
\"ecr:GetDownloadUrlForLayer\",\"ecr:InitiateLayerUpload\",\"ecr:PutImage\",
\"ecr:UploadLayerPart\"1}13}",

"lifecyclePolicy": "{\"rules\":[{\"rulePriority\":1,\"description\":\"Expire

images older than 14 days\",\"selection\":{\"tagStatus\":\"any\",\"countType
\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},\"action\":
{\"type\":\"expire\"}}1}",
"customRoleArn": "arn:aws:iam::111122223333:role/myRole"

3. FAUTHSRUEBEHELNEER, BESYEEEL—SPUBNEEXHNBHRRREN
T RHIFE repository-creation-template.json,

aws ecr create-repository-creation-template \
--cli-input-json file://repository-creation-template.json

BT F i E e B R AR

NRFEENFREFCIREREE  NANERITRE, KETHEFECIRENRS  FEEANATH
BER

/A Important
X EX 2 B Bl 4Y F8 BE F= EE R 0,
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Amazon Web Services BIEiE 4l &
EiREEMELEEMR ( Amazon Web Services EEEHIA )

$TFF Amazon ECR #2#14& , Mt Fhttps://console.aws.amazon.com/ecr/o
ESMES | RRERBNF6EEEERAENXE,

ESMBERSD , ERMEIEME , ARERRE.

MG A= Bk 3 17 0 B O AR AR

EEEEAEERNEL R ERBNFHEENERER,
MEBETHXED | EERE.

EENEFNEEIRE.

R ER N AN ERIREE,

© N o g bk~ w0 N =

Amazon CLI
EREFEEQEENR ( Amazon CLI)

8 Fupdate-repository-creation-template i = EF I B W 76 FE QI EER. HMIEEERD
prefix B, ATFRHIEHTHE prod BIRNFHE LI BER,

aws ecr update-repository-creation-template \
--prefix prod \
--image-tag-mutability="IMMUTABLE_WITH_EXCLUSION" \
--image-tag-mutability-exclusion-filters filterType=WILDCARD, filter=latest

WENREERT ENNFEEFEUEZERNFAESE.

1£ Amazon ECR A il Br =4 FE I Z & AR

EATFEEFECIRERG  BUTLUFERRR. BREFEFCIZERE  BRIFERIIEMTRNER , EN
ERIREFREFREREDEXRKRITR TH U ZNEAFEERRFAERINRE , FEREFEEFLEE
Ry THERE,

/A Important
R X 2 6626 176 B A AR
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Amazon ECR CAPiEm)

Amazon Web Services BIEiR&| 4

i BR176% BE B 2 484X ( Amazon Web Services BIRIRHI A )

$TFF Amazon ECR #2#14& , Mt Fhttps://console.aws.amazon.com/ecr/o
ESES | EREMERE 176 F 2 EARPTE R X,

ESMBERT , fOERAEEMER, 76 F I 2ER,
EFHEQEEMRTE L | %53 EHBREY 764 E 0l 2 ER
ERETHRES | EEMRER,

o ~ w0 bh =

Amazon CLI

i BR 77 1 2 48 AR ( Amazon CLI )

£ H delete-repository-creation-template.html @5 Sl BRIVE W & FE G B EAR, LAUEEEIR
B prefix B, AT REIMBRT F A prod BIEH ZiEE I EE R

aws ecr delete-repository-creation-template \
--prefix prod

wmH A E R T SR ERFEECIZERAFERER.
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£ Amazon ECR H{E L& o B EI RIS B o) 5

Amazon ECR A AR BRER TN EFHEFRENETANEENE SRS, £mAHKEE
—IMEZWAN , FUWAN A Amazon ECR EX —NMEE, RBIEBL A HRRE PR EISRA |, BT
REFLEGEAHREPIEENIOEE 24 PRANESH#HTEAEIIH. = Amazon ECR ET £ EH

FREEATERIER |, RN Amazon CloudTrailFig{ I —NEH, BEXEZEL , E5H FAIC

% Amazon ECR #4E Amazon CloudTrail,

£ o B H R TERE

S HEABHRBHE-RXRBZZANER , XERNBEFHEEPHBLEEGRLH, EZRERAETEE
REERY , SAFERAETAREBRMERBANETARERANSHNESR , AEBEENARFEE.
FEGRABRRERNARFEEERS , ERNEREZMFERS 24 PR, % Amazon ECR ETF 4
AR BEHTIRER |, IXI$7E Amazon CloudTrail FiERA—NEH, BXEZER , 20 £H
i3 Amazon ECR #4E Amazon CloudTrailo

TEERT L EAREREITERE.

All rules are
Create lifecycle . |Save and run test | evaluated and » a TTi"Z ;‘:ﬁsﬁ :Jenn .| Review the o |[Apply the rules as
policy test rules 7| lifecycle policy "l  images are " p?ul e priority "|results of the test | | a lifecycle policy
marked

1. S-SRI,

2. REMNHEMANHFZITIR.

3. 4AHAYMKKITLRFEDAMAEAN , AHRIESMANZEHER,

4. RfE, o EAYPRKITERBEANEEREARN , AEREFERETBLEGRENIHRE
B, MNEERBFHE/ , RERES. Hlm , LERF 1 WANRETFRERR 2 AN,

5. EFNRGR , BRIMCH IR FRHBBRFS ST,

6. RN BRI Iy T P Y A an B A SRR
7. PIBR4EGHARKERE  CNZHERGEAESHRERN 24 M NEHHF™,
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A an /B HA SR R 1A AL

S BRI (LS AT LR AR JSON |, iEFAEHN |, REETFEI N & RFix L
HNNATFEEETNESR, TNEFAMBEBRTETEAPER T LEXANZE, BXR0 , 55
Amazon ECR =Y 4 i B B SR RE BY 7R 451

- HSEMBEFETEEEFE , Amazon ECR £ IR & X BE H WM RS EFREH 24 /et
RNE TR FRXLETE,

o TCHNAE LRI , iFEREBLENTEFAERN, TEFAEARNG , FHREAR NN RN AXLE
F,

- RE-ZHEFRANF 2FEREGSBRFH.

- FHEMNREERNE G ER ML R RBRNMNE BT,

« ANKZETERICHESMHEARANRICHESK , BMRATLUFHIRZNRIHRF,

- ERBEFRENAERNESXRDTE — A —HNEIR,

« RE-ZFANTLLERRTENEMERS , TERERMFENE K,

- MRFEIKRSIATEEG , WNMRTERBRIFRERIIER , NZBGTEIHHEFY,

- FHnt AR L Kpushed_at_timeTBEFtransitioned_at_time , F EHBAERIBNEGZ

N, WRBRGEEN , ARELENEMIHRIE |, last_activated_atNFERAZEGNK
Fpushed_at_time,

- S EAHREHMN AT LIEE tagPatternList = tagPrefixList , (BEFEERATIEEX B /NiE
O, BR , —MNEMARKBATREIES NN , MARNMAN ATERNEREXMEI RS &R, OR
tagPatternList = tagPrefixList EF N IIRLSEMAMGHIRZCHE |, MR R IZRE
X 2h IC e,

« {X¥E tagStatus A tagged BT BEEA tagPatternList = tagPrefixList ¥,

- fEAR tagPatternList , AESBERFMESRHFLTE , IRTZMREIEE, G, &
BRI AMEIESMSERN prod* |, NFEE AR prod FFLHVBRGFRZ | flE0 prod, prodl =
production-teaml, E# A MBNAMNHERHRN *prod* , NFEEBZHETE prod KGR
% , 530 repo-production = prod-team,

/A Important

BINFRERZSAUMERAENBEERS (* ). flI, ["*test*1*2*3",
"test*1*2*3*"] B, M ["test*1*2*3*4*5%6"] TN,
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- M tagPrefixList Bt , R tagPrefixlList EFK LI BEFIHEFZEESEMARGHIRE
DT |, W3R 7R 1% AR5 AL Th T EL.

« ¥ countUnitHAsinceImagePushedsinceImagePulled, H&fcountTypeF FERZS
#sinceImageTransitioned,

« B countType = imageCountMoreThan , B&FRIBEMNZ/DEIZKIBIH1THE
F , pushed_at_timeREME X TEEHENEGE T IHRFN.

« f£McountType = sinceImagePushedft , FIEBEIEE XK EGEH T IHEE
¥, pushed_at_time countNumber

- M countType = sinceImagePulled , FiERlast_recorded_pulltimeFiEEREK
HE B countNumber B 7. WRMAKREEBEE% , pushed_at_timelllfE A ZE KA
#Hlast_recorded_pulltime, MIREKREFH , AREIENETAMRIRE , EBERBMRER
MAKREES , last_activated_atNEAZEBHNKE last_recorded_pulltime,

« fEfcountType = sincelmageTransitionedi , FiERlast_archived_atFiIEEXRKNE
B & countNumber EF 3 5,

- BHARTERLIRIBEBIEF |, pushed_at_timeH BHBKERFTHWERBG 2T H,

£ Amazon ECR A8l 2 4 dp B Hi K BE Tl IS

BULEREREMERMEENAESARRK I EEANRGBIFEEELNN G E, ERFEREY
REE N B B 2 BT T AN R — MR ESK K,

(® Note

WMRIEMER Amazon ECR EH|IEBEBE TR XK IZFREENEAE , FE8 , £58
HASRBE AT REQ XY B2 Z R B X E VAR BRI T IR, Btk , MRETF B T EHIZheE , M2
WHEENF#®ES SN SN XFEMK S P ol — N B IRK,

BIBEHEARREETE (Amazon Web Services BRI H &)

fEhttps://console.aws.amazon.com/ecr/7Z % FE F T F Amazon ECR #2414,
MEES | ERaEEXNERITE GBI T N F6 EHN X,
ESMBERTHNIAEIMRT  EBTFHEE.

EAEERENE LER—NMERE , ARERARETHSIRERE R AR,
EZEMENEGERREBEL |, EREENEMAN, IR,

o kb w0 bdp =
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6.

10.

11.

NEANNRERBRREANEEATEAEE

a. NTANLER , MAZANELREES, RNETLRE T 4 a5 /E 1 KBS N K B2 IR
Fo 78/ LEFMS, A, RERN 1 AL ETLESRN 2 AN,

b. XNTFHMUMER , i AN ZEr B RN A B A,

c. NTBRERE , ZFEHKIC (BEMFEE ). B4 (TRER ) . RIFEHER

/A Important
WREBEEZSME , WEEEAFREEERENER.

d. ﬂﬂ%ﬂy{ﬁ%hj‘ﬁﬁﬁ’]mahlﬂ (BEATE ) , UNTEERTERACRNIRE , B LS
wHEBES (*) WEREHRZYIER , MERESNEGEARRBENTERE, Sl , RIZREH
59&1%1‘?167] prod, prodl, prod2 & , N LAERE prod* R FIEIX LAMRGEHITERME, W
REEZIME , IMEREEMEEERENER.

/A Important

BINFRHERZULUEANNEERF (* ). Hla0, ["*test*1*2*3",
"test*1*2*3*"] AW, M ["test*1*2*3*4*5*6" ] T,

e. MREMGRTEFRNECHINC (ATREE ) , UNTEERATHREENFREL , BUIEE—
NREFRLETIR | LUERBEENE A BRRBHITRE.

f. ECEEEA F,EE BERGOIBRURNRE. ‘B LRXFRSREEEUKRORE, ‘B
FHENRYE I BRITE, REEE—ME,

g. XNT N &RME , EEF I RN FE

h. &HER7F.

EE% 57 SUGIEEMN L a5 B RN
EETEREARRBEIKE  FHEBEREFETMNR,
ENHEREDHANNEEGTETS  EEEREHHRBTEHZIE,

MENMLLERAE , BEBRNANESEARREAZEFEENN N L FAHRE, ENEM
it ENAEREANRKE , SEYRHEGFE 24 MR IHHEY,
MRERNTARERTHE |, ATLRBR—NRS NN L ERFHEAN |, 2 -PRSIHANRBHRE
1, REBEENH,
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£ Amazon ECR AR Ff#& FE | B 4 on B B R BE

EAEHEAMRRKEIE-ANN , FREANFERERGIHRFE. BESEIHRRKE , @I
BBHE 24 NSRBI EFR.

® Note

WMREMER Amazon ECR EFIIBEBEARNXERIK IR FRENRAE , IR, £0F
HASKBE AT REQ XY B2 Z R MR KB VAR R T IR, Btk , MRETF B T EHIZhEE , M2
WHEEHNFH#ESEF NS MXEAMKS P el — Mo B R,

FRF M

BRESRR : SIBE4ATAHRETE  URITETAHREANSHIFHNBEEEFSENTH, &
XUBA |, IHS 1 Amazon ECR 8|24 BRI R IRK,

Bl 4 A HASKRE (Amazon Web Services BB &)

1. fEhttps://console.aws.amazon.com/ecr/1Z 4 EE R FTFF Amazon ECR 2 &l &
MNEFES | R ESEXH IR 4L a0 B H RS 76 B X,
ESMERTNRAEEIMRT , ERTHE,

EAEFEERE LERE-—NMEREE  REERRETRIIRERE S BHRRE,
EZFEENEGEPREIEL | EFIERN,
WMALEDEABRBRANHATFAER.

o o A W N

a. XNTRUWEER , MAZAUNREROES. ANETFORE T 4 652 1 R wEH N 89 B2 IR
Fo MUELEFBFHD , RERES. fFlwm , LERN 1 WANREETFTRERR 2 AR
e

b. XNTFHRUHER , i A ZEon B H RN A B A
c. NTBREGRE , AFREHKIC (BEMFEE ). E4ric (TRER ) . RIFEHER

/A Important
MREEZ ML, WEREFRBERERSNRR,
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d. ﬂﬂ%ﬂy{ﬁ%hj‘ﬁﬁﬁ’]mahlﬂ (BEMFTE )  WNTEERTERFCENFE , BANE
WHEBERM (*) WREHFEESIR , UERBENEDABRBITRE, flH0, RIRED
Hﬂﬁﬁiﬂﬁg prod, prodl, prod2 % , MALA$EE prod* KX AIHEX LMRGEHITERE, W0
REEZSIME , WMNEREEMAEEERENES.

/A Important

BINFRHERZULUEANNEERF (* ). Hla0, ["*test*1*2*3",
"test*1*2*3*"] AW, M ["test*1*2*3*4*5*6" ] T,

e. MREMGRTEFRNECHINC (ATREE ) , UNTEERATHREENFRL , BUIEE—
MNREFRETIR | LUERBEENE oA BRBHITRE.

f.  ECEEERA F,EE BERGOIBRURNRE. ‘B LRXFRFREEEUKRORE, ‘B
FHENRYE I BRITE, REEE—ME,

g. NT N RME , EEF I RN FE
h. &HER7F.
7. EESR5-7 LGEEMEmABRRBEAN,

Bl A& an B HASK BE (Amazon CLI)
1. REENHVBEGARRBENEEENE T

aws ecr describe-repositories

2. BIEENF policy.json ARG , HhIEEWAHRBNANSR, BXREMEHRETRA
2% Amazon ECR H iy 4 an B B R BE A = O,

3. BURERMEESWHSIACENEGREHRE JSON X445k 6) 8 4 & B H Kk

aws ecr put-lifecycle-policy \
--repository-name repository-name \
--lifecycle-policy-text file://policy.json

Amazon ECR R iy 4 #p B Hi SR B& 8 7~ 5

UTRAGIEmBRERE  HPERTIEE.
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EEEEXFBEMNESZELR |, i3 ®Amazon ECR A A G EHERE L. AXEHCIELEGRE
HARBE RV 1% 88 Amazon CLI , S 6l E £ B HI %K B (Amazon CLI).

& a0 /B H R BE AR AR

EEFHEEXRRZNMEEREAYRRBHANET. UTR2EREYREN JSON FEER,

{
"rules": [
{
"rulePriority": integer,
"description": "string",
"selection": {
"tagStatus": "tagged"|"untagged"|"any",
"tagPatternList": list<string>,
"tagPrefixList": list<string>,
"storageClass": "standard"|"archive",
"countType":
"imageCountMoreThan"|"sinceImagePushed" |"sinceImagePulled" |"sinceImageTransitioned",
"countUnit": "string",
"countNumber": integer
},
"action": {
"type": "expire"|"transition",
"targetStorageClass": "archive"

R IEE R R H R E

DTRRGERT — NREHEGEARREL |, ZREMEA prod* B tagPatternList RBREHR
L prod FFAWRZEH B EEREBE 14 RWBRGLTH,

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "tagged",
i A H R M EAR
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"tagPatternList": ["prod*"],

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14

},

"action": {
"type": "expire"

}

BIREGRHITHIFIL

UTREPERT — N RBENWERBRREEE | ZRBEFRNERE - DNARICHREH EATH EbREd
o

{
"rules": [
{
"rulePriority": 1,
"description": "Keep only one untagged image, expire all others",
"selection": {
"tagStatus": "untagged",
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}
]
}

BIEZ PN Tk

LT REIEERBRRBERERSEAN, FHEHRT —NROFEENEREHRBE AR LSRN
B,

A

FRENE
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(AFER)

- BB A, FRZHIR : ["beta-1", "prod-1"] , SH#EE : 10 K8l

- B/ B, I3XHK : ["beta-2", "prod-2" , BH#EIX : 9 KAl
- 8% C, IRZIHIRK : ['beta-3"], SHE : 8 XAl

4 EH SRR SO
{
"rules": [
{

"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],

"countType": "imageCountMoreThan",
"countNumber": 1
1Y
"action": {
"type": "expire"
}
1Y
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
1,
"action": {
"type": "expire"
}
}

it E RN ZER

« AN FRATEBR prod RENHER. ENZMNZRENERITHERICESR  EXRT—IHED

HEE&ER. ©FRE ARICHATH.

RIEZ A HLN 736
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« AN 2 FRATHEBIR beta RENHER. ENZMNZENRERITHEIFICESR , EXRT—IHED
HMEE&ER. ©HRE A NE&BIRCAIH, B2, AN 1 EfRERE A, IREE&BEYH ,

MEBRAN 1, BBk,
- ER BB ACSEH.

~l B
XEFMENREMER  ERNEERRFLAERUARTER,
EREANS

« BB A, FRZHIE : ["beta-1", "prod-1"] , BH#ERE : 10 KA
- B% B, FREFIK : ['beta-2", "prod-2"] , BHEE : 9 KEl
- B&C, LK : ["beta-3"] , ©HERX : 8 XAl

A HAREE A -
{
"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1

},

"action": {
"type": "expire"

}

"rulePriority": 2,

"description": "Rule 2",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1

RIEZ A HLN 736
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I
"action": {
Iltypell: "eXpiIe"

}

Lt EHRENZEER
« AN FRATEER beta RENER. ENZNZENRERITHIFCESR , EXRT—IHED
HEE&RER. EUNAEIME=ITEE , FRER A NRK B R ATH,

« AN 2 FRRTHHEBIR prod RENHER. ENEZMNEENRRITHERICESR , ERRT—IHED
HMEE&ER. EF2FIEMAEE  RNAMETHREGELHENAN 1 /712 , Rt F 2RI HtER
&

- R HGEHBANBEIH.

FEEANHN P IFE S PIRE

UTROFENANFHNSMrERRIEE T EREAYPRBE L EHRHET N ROFERENESRE
HA SRS LA R 45 REV UL

A
EBEAAN LIEESAMREERE | MEXASFHES HNRSER TR,
FRENS

« BRA, LYK : ["alpha-1"] , BH#IE : 12 XHi

« B1& B, HRZ5|K : ["beta-1"], THEE : 11 XAl

& C , ¥rZ B : ["alpha-2", "beta-2"] , EH#EZE : 10 KAl
& D, }rZ 5K : ["alpha-3"] , BH#E* : 4 XAl

- B E, #rZ5IX : ['beta-3" , BHE : 3 Xl

« BB/ F , 5RZFIEK : ["alpha-4", "beta-4" , BH#EE : 2 KA

S

i

"rules": [
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{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "sinceImagePushed",
"countNumber": 5,
"countUnit": "days"
.
"action": {
"type": "expire"
}
}
]
}

L EHRENZEER

« AN 1 ATIRAFRICARR alpha Mbeta WK, EAINEIRGK CMF, EMNZFCEITERXR

MBS | 5 C BEtb&M.
- GER 8% C BN,
T~ B
LT REIEBAREREM S0,
FREANS

- BF A, XX : ["alpha-1", "beta-1", "gamma-1"] , B#E : 10 X5l

- B/ B, /3XH|K : ["alpha-2", "beta-2"] , EHEE : 9 K]

« B, C, FrZ%Ik : ["alpha-3", "beta-3", "gamma-2"] , E#i% : 8 X8I

"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",

EEATN AP IFIE S MRE
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"tagPatternList": ["alpha*", "beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1

1,
"action": {
"type": "expire"

}

It AR B ER

« AN 1 ATFIRFFRIEERIR alpha Mbeta MK, EAUBIMANRR. ENZNREHNER
FamRicEE , EFRT I RELHERGER. ©FEE D RIS H.

- ER . BEHBANBEIH.

TRk R RE&

T4 e ARRERIEEEEFTRMESFANMAERE R WARME T —NREIf76 & o5 F 1 RS
AR 45 RAVELEA

A
TEER T AR TFAEANERRE M BEH EHE E L B E M 0 HA 0 £ A R,
FHRERS .

- BB A, IRLS
- BEB, I7LH
- B C, IRXF

[=—2

& : ['alpha-1"] , ©H#EX : 4 X8I
& : ['beta-1"] , BH#EME : 3 XAl
&[], B 2 XAl

—_— =

- 8% D, irZFIK : ["alpha-2"] , BH#E 1 X5l
{
"rules": [
{

"rulePriority": 1,
"description": "Rule 1",
"selection": {
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"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1

.

"action": {
"type": "expire"

}

}
]
}

A AR ZER

« AN 1 RRFIERE®. EWNAEIRBAK A B, CHM D, ENZESHREZANMERMEESY

H., eFEBR A BHCHiZHIH.
- ZR HBA BN CEIH.

T~ B
LU RBI3LEA TSR EMNIERA ST — MR R £ S B E RS,
FRENS

« BB A, FRZHIRK : ["alpha-1", "beta-1"] , BH#EE : 4 X8I
- BF B, REY|X [, S#E : 3 XA

« B/ C, FrZFIK : ["alpha-2"] , BHEE : 2 XAE(

« B& D, HRZHK : ['githash"] , BH#X : 1 X#]

- BB E, XK |, BHE 1 X

{
"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*"],
"countType": "imageCountMoreThan",
"countNumber": 1
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}I

"action": {

"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{
"rulePriority": 3,
"description": "Rule 3",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}

It AR IZER

« AN FRRATEEBR alpha RENER. BIRIERA M C. ENZRERMEGHRERERIT
BRI, ERERARIEATH.

o AW 2 FRIRKRIRIEHIER. ETNIRBIHEG B M E, ENZFEEE —XNEGIFCHITH, ©
MERE& B RS ATH,

« M 3HFIRMEERES. TIRBIKEHRA. B. C. DME, ERNZREBHEGHRAREGFIEHIL
B, BR , EXERIERHB A, B, CRE, ANENHARERESHMMIAL, ©FHEE D IRH
T,
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- R HBEA BMDEIH,

E2ZEpNY
ATRGIER T B QT 20 E G0 £ 6 BB R,
7 A5 et (RS 18 RE R B9 B 4%

UTFROIERT —MNEmARRRE , ZREEA T EREREUIT kprod BRI EIEE 30 RAYEE

{
"rules": [
{
"rulePriority": 1,
"description": "Archive production images older than 3@ days",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 30
},
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
}
]
}

FHAEEERBARNHE K
T RBIER T 744 900 KA RIBENHY B (R 19 £ 0 B AR SRS

"rules": [
{
"rulePriority": 1,
"description": "Archive images not pulled in 90 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePulled",
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"countUnit": "days",
"countNumber": 90
},
"action": {
"type": "transition",
"targetStorageClass": "archive"
}

B F A BRAL

LTRRBIERT —NEGAIEKR  ZERBEATEAET 30 XWBH® , RAEXKAMEREE&4ES 365
RKEBE % :

(@ Note
FHEEGNREFHEERN 900 X, LT REEE & o /3 HI 3K B SR BRIF 1 et | 2 F 90 KW E
5. MREXTMBRTFENELDT 90 RWE &, MFEEMEA batch-delete-image API , BFE
E1RR 00 KV &5 171 B (8 4 3% o

"rules": [

"rulePriority": 1,
"description": "Archive images older than 30 days",
"selection": {

"tagStatus": "any",

"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 30
},
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
.
{

"rulePriority": 2,
"description": "Delete images archived for more than 365 days",
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"selection": {
"tagStatus": "any",

"storageClass": "archive",
"countType": "sinceImageTransitioned",
"countUnit": "days",

"countNumber": 365
},
"action": {

"type": "expire"

}

Amazon ECR A A AR EE 4
£ EAPREEEUTE M.

EEELDEYPEKRN R , $3 R Amazon ECR AW A G EHIERN R, BXERSIEEGEE
KEERY %A Amazon CLI , HZ R8I 24 d A H B (Amazon CLI)

LI 5E 4

rulePriority
e i I

RENARANBIGF , MEES. BERN 1 NEGARBEANETERA , RERF 2 AN
T—1NRA , KEH#HE, YEQEMNEGERRERNMANE , DS NANRF—NE—
rulePriority B, B2 , ERBEHPNEANZE , BEFRFEINF. EF tagStatus B any B
MU HMEERAN rulePriority EH A&REHITE.

iR
description
KH . R
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(RIIE) $R 4 a5 B HA SR e R AL Y AR IR

RERDS
tagStatus
KE . FHEH

BEERMNEGEARREANRENEHRIEENRE., TEZHNIETERE tagged. untagged
= any, MREIEE any , UMBRGHBIBREANITFEHAN, MRIEEtagged , MEAIR
FEE—/tagPrefixListE® % M tagPatternList{E, MR Euntagged , ML [EETE
BétagPrefixList#, tagPatternList

REER &R
tagPatternList
KA : list[string]
MBI : tagStatus RERNEFrIE"BKRIEE tagPrefixList B , A IEM

NEMRICH RGO LG E RN , RESKIEMEA tagPatternList RKEEESTHIHFRZ,
BATEELES D BA TS ESBEES (¥ ) WREBHRIERIIR , MERBERIIRRKTESE
BASRBGIRAE, B0 | BRIRBEARIEH prod. prodl, prod2 & , M A LAERAIREERX IR prod*
RIEEMAEXLEMEG, WREBEZIMHE , MINEREEMEREERSHNER.

/A Important

BN FRERZSAUMERAENBEES (* ). flI, ["*test*1*2*3",
"test*1*2*3*"] B, M ["test*1*2*3*4*5%6"] TN,

RIS &R

tagPrefixList

R . list[string]
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MBI : tagStatus RENEFFIE"EARIEE tagPatternList B, RAEI

NIEBIEET "tagStatus": "tagged" {EXRIEFE tagPatternList RFEH, BLHIEEMN
ESoRNESKRIIRIEK , MERBRIIRNTEGEARRERE, fl0, MRENEEEIR
1279 prod. prodl, prod2 & , M A LAEARZRR prod MEEMEXEREL, MREESZHN
BE  M{UEREEMBEEREN RS,

Tk
storageClass
KB . FHH
AMEDL : 2, WRcountTypeR sinceImageTransitioned

ZANF LR ZEEEFINEBR, FHinageCountMoreThan, = o countType
sinceImagePushed f BfsinceImagePulled , M—X M ERstandard. EAITTHER
FfsinceImageTransitioned , X2 H4FEW , E—XFWERarchive, MRERKLLIN ,
N|standardfFEARE.

Epedid
countType
KH  FHRH
WE =
EEZENATESNITHRE,

MR countType IREH imageCountMoreThan , & W[ AFEE
countNumber A GIE—MAN , AT REFREEFFENEGRERS. MRiR
BEcountTypefisinceImagePushedsinceImagePulledsinceImageTransitioned. =,

NIE 7T A E countUnitMcountNumber K8 E 174k B 171 HY B R A9 8 [E] BR 1l

s &R )
countUnit

KR FHH
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MBI 2, XcountTypeXi& B HsinceImagePushedsinceImagePulled, =AY
sinceImageTransitioned

EEITHRM days EAREIRA , RRILzH , EBIEE countNumber RRZRKH,

HETE countType is sinceImagePushed sinceImagePulled, or B = NIEEL
{EsinceImageTransitioned ; MMREEITHENV N EAHEME , countTypell& HIEE IR,

T
countNumber
KA . BEY
BEEUTHHE, TESINENEER (0 FTRATEZNE).

WMERFEAMN countType £ imageCountMoreThan , NiZENEHFLEEEHEFRENEGN
BAHE, MEMFHAB countType & sinceImagePushed , MiZE RN EHHNHKAEHLR,
MR countTypefEAMIRsinceImagePulled , MZER B LXERBGUKHHEARE, W
RcountTypefFAMIRsinceImageTransitioned , NZE N BB BREMLRNZE AKX,

&
#
fim

EERMERE, XM ENexpire (MBRESK ) Mtransition (FEGBHIFHEEMR ).
targetStorageClass

KA . 2R
MBI 2, R typeR transition

BHEELDEANRBRREGIEINF#EI, archiveRME—XEFHE,
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Pull-time E#HEBRIN

Amazon ECR £F #HiE8 /X hHlLastRecordedPullTime IRt , Inspector BRI ENER L. Amazon
Pull-time EFHERR R VFEIEE IAM B ARNs |, XA S EN ENE GET T R 5 # E G A AT R |, 5Ia058
=735 ( Bl Crowdstrike. Snyk F Trivy ) W EESE. XX FAFURXNWEELEFTFESS
Bt ) 82 00 4 i B B SR B R SR Y CI/CD BMEE B A,

HHRIIRFHACNNEGE , R EFRETE, FAEGACHSUEFTIHAIEE ( H51T
) o BMNKFE&RZALEE 100 NHEBRD

B F & i EHT BRI
EEEHMA EFHRI , LR 1AM R -

« ecr:CreatePullTimeUpdateExclusion— BEFFHAE ARN FINEHEBRFIRANPR
 ecr:DeletePullTimeUpdateExclusion— ZFMNIEBRFIZRFMIBRAE ARN BIFR,
« ecr:ListPullTimeUpdateExclusions— & F %I HHEBRFIZK ARNs HFTE B BHINER,

@ Note

YRAEEiam: PassRoleifAJ, Amazon ECR FA&ABHITRIENAE | ©VERIEKREE
ARNSs k8 7E 2 7 B 5 5 B 589 IR BT 8]

& A LA Amazon ECR ##l&5 CLI B IR EHFINER. Amazon
Amazon Web Services BIRiE 4| &

B &R ERTHEBRIT ()Amazon Web Services EE1ZH| &

1. EEIMR/FMEFITH Amazon ECR ##|A& https://console.aws.amazon.com/ecr/
2. MN&mEd | ERXHE,

3. ESMERP | &R BEIMR". DHEMRE" , AFERF Pul-time ERTHERIL,

4. ENINBERRDL , WEEFRRNMEEERT , MASE ARN , RFIEFEHM.

5. EMBRBEBRI , BMIIRFIEFEAE ARN , REEERER.

6.

EERMAHRM , JIRNETHTEEREN AR ARNS,
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Amazon CLI
A1 22 $7 BR Bt 58 % HE BRI

«  {EMcreate-pull-time-update-exclusion&s + [ A& & ARN R IIZIHEBRFI X :

aws ecr create-pull-time-update-exclusion \
--role-axrn arn:aws:iam::123456789012:role/scanner-role

ZnSREAE ARN FolZEaf [

"roleArn": "arn:aws:iam::123456789012:role/scanner-role",
"createdAt": 1745531331.0

T B 51 B Bt BB 7 HEBRIN

{§ A delete-pull-time-update-exclusion s = MBEBR 51| 3R A i BR & & ARN :

aws ecr delete-pull-time-update-exclusion \
--role-arn arn:aws:iam::123456789012:role/scanner-role

ZonRE IR A E ARN :

{

"roleArn": "arn:aws:iam::123456789012:role/scanner-role"

}

HI| £ 7 a8 HE BRI
1. fEAlist-pull-time-update-exclusions® 13 51| H BEBR B R ARNs FHFRE AR :

aws ecr list-pull-time-update-exclusions
WMRAREEHERRTL , W& RHRE — 25k

{
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Amazon ECR

(AFER)

"pullTimeUpdateExclusions": []

MREE T HRI , WZS T RHEE S S ARNsHIX

"pullTimeUpdateExclusions": [
"arn:aws:iam::123456789012:ro0le/security-role"

2. EXNSERMITOT , HEMA--max-resultsf--next-tokenZ# :

aws ecr list-pull-time-update-exclusions \
--max-results 4

ZHERZEREEEHENE R  nextTokenNBEELELERTA , MRE :

{

"pullTimeUpdateExclusions": [
"arn:aws:iam::123456789012:role/security-rolel",
"arn:aws:iam::123456789012:ro0le/security-role2",
"arn:aws:iam::123456789012:role/security-role3",
"arn:aws:iam::123456789012:ro0le/security-role4"

1,
"nextToken": "ukD72mdD/mC8b5xV3susmlzzaTgp3hKwR9nRUW1lyZZ79..."
}

ERET—TMWER , BEH LnextToken— NN :

aws ecr list-pull-time-update-exclusions \
--max-results 4 \

--next-token ukD72mdD/mC8b5xV3susmIzzaTgp3hKwROnRUW1yZZ79. ..

BB BRI E S

£ AR ENAY BT HEBRTIAY , BERUATILR ¢

o FIHBEBRIAYEBRIATTEI KN A 100, BAILAEAFmaxResultsHnextTokenS B M 5 7,

LB PRI EEEM
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- {NEEFZIEH ARN 2 ARNs B IAM A,

- MREBZRVBEEFENBRT , MW BExclusionAlreadyExistsExceptiondgiRHE., M
REBZ AR FEMHEBRIT , M2 W FExclusionNotFoundExceptionffiRiE .
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Amazon Elastic Container Registry Y Z £ 14

=R4 Amazon EEPRZE, fEN Amazon BF , AUl R T ENREASHELLHRBEALINE
RN EIREH O ELEN,

ZERNFHEEE Amazon BZRE. TEHBENREEHRAZN Z2MENEH NREMH

« =EE — Amazon AR E Amazon =HIZ1T Amazon IRFHEMZEN, Amazon ik R H
AZEFERANERS. ER Amazon M ITRIN—89 , FEZ A FREARNERN R MNBIUEL S
HHNEME, ETHERT Amazon ECR BWEHMITRI , S S EITRIEE N Amazon ik

>3

« DIRBE-EHREHEER Amazon RSRE. BEFENHMRARZNT , SHEEN BRIV
M, BRNTNERUKERREREM,

R

R BR T A SR Amazon ECR RN ARMEHREERN ., T EEHBMMEE Amazon
ECR URIMLN T2 M MEM M B IR, LENZET AR EM Amazon BRSS R A B &R R MR &
#9 Amazon ECR &R

FH

« J&FF Amazon Elastic Container Registry # Identity and Access Management

« Amazon ECR FHBERHF

« Amazon Elastic Container Registry B4 #1318 1F

« Amazon Elastic Registry R ERIREL 2%

- BhIBBIRS RIBRERE

i& T Amazon Elastic Container Registry BY Identity and Access
Management

Amazon Identity and Access Management (IAM) Amazon Web Services fRSS TJ#BIEE A T2 #hig
H3 Amazon BRI A ENR. 1AM EEZEGETUAED S ORIE (2% ) IR (2GR ) &
F Amazon ECR &R, &AILAEA IAM Amazon Web Services RS , TEXFFA T,

ES

=

MH
o
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https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/

Amazon ECR (PP 3E7)
- ERASBHITHHEIUE

- EARKEEHH

« Amazon Elastic Container Registry #1fi15 IAM £ & & F

+ Amazon Elastic Container Registry & T & 1 19 5% B& 7R 451

- EAETHREMNHEES

« Amazon Amazon # M BIRFM RN E KK

« ¥ Amazon ECR EARRSHEXAE

+ 3E& Amazon Elastic Container Registry B & £ F1/ 8] % PR [6] &

Z A

&K E A 53X Amazon Identity and Access Management (IAM) REH AR
- REAF : WRETEHEINEE , BNEEALERNER ( 125 HEE Amazon Elastic Container
Registry B 5 43 17 2] £ R 2] & )

- RFEER  BEAFHRMNRHARINERIER (12 H Amazon Elastic Container Registry 215
IAM & &8 )

- IAMBEER . mEATEBRHRNRENEE (1525 Amazon Elastic Container Registry EF & 14
MY SR RS R )

£ 51T S 0 WIUE

SPBIFRE Amazon EASHEILREN AR, B4HMEL 1AM AP 54317 H 4% IE Amazon Web
Services IKFRAF , REBLEF IAM A€#H1TH BRI,

X T4wI2TF , Amazon 12t SDK M CLI RN FER#TNEL R, AXESEE , B2 (AM AR
ERE) PRLER T APLERHAmazon BERA 4.

Amazon Web Services &~ root FiF°

#1228+ Amazon Web Services Ik, B 42HE —1HB R Amazon Web Services Ik root Fi 7 iy &
514, 25/ AUTLIFRFAERIR Amazon Web Services BB MRR. BIBWELEFEHBER,
HITRAERES. EXEERAFPEILENES , H2H (AM AFER) PHEERAFEIENES,

M
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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IAM A P EF4A

IAM AF RN ENMNARABINAERFEERSENRN B, RMNEBWFEAIGREILE , MIEFEFKIAEILE
BIAM AP, BXEZEE , BSH IAM AFRERTNERALAFPFEASHRESNEE 5 HRIE
= BE Amazon 5 F e BsHE BB 1TIH R,

IAM BiEE—4 IAM AP , ETHABAF#TRRER. BXESZEE , #2H (AM AFE
FE) HEY 1AM AP e A =S,

IAM B

IAM AEREERENRNER , TREREIE. SUBIMNAFYERE IAM A6 (BFE ) =
@M Amazon CLI =% Amazon APl BERRABE., EXEZEE , B5H (IAM AFiEm) HiviE
EABHNEE.

IAM e TIREAFIER. G IAM AFRR, BKFHR, BRSHRNAKRE Amazon EiE1TH
MARFHFEER. EC2CEXESZER , H2H (IAM BFERE) FH 1AM FEVEIKS R IR R

£ F SR E IR 17 )

A1 LA Amazon B3I 62 K e 3 H T N2l Amazon H A= RIFERZEHE PR IHRINER. REEXL TS
SO WARRKIHNR, Amazon EEFHARHFERMTERILER R, KSEHRBEEL JSON X
By Amazon FEXFHEEH. BX JSON RBNENESEE , S5 (IAM AFER) S8 JSON X
BRI

EERAERARE , BYE BN EEATUNT LT RUREFASFATRITERE  REEEERRF R
ARE,

MANBERT , ARMARRENR, IAM EER 62 IAM XREFRERZAGH , REAFATUK
AEFE, IAM REEEXRR , MAZEREER BT ERNITRE,

ET BRI REE

ETHHNRBEEMMBSH (AF., ANAR ) B JSON NREM A, XEREIZHSHTE
T AZH T MLERFRNITHLRE. ETHROFAURETSHNEE , H2H (AM AFERE) F
MEAET-ERHRBEYLBEX IAM KR,

ETEMNIRBEALURARKKE ( EZRAZNENFHP ) AEERE (HNESNHHHIRLE
B ) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFER) PRERERKRSE
NER R B 2 R REAT IR

ERARKERER API fR7s 2015-09-21 189


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html

Amazon ECR CAPiEm)
ETRIRH K

ETRIFHREE M N ZIRAY JSON KM, ~HIEHE IAM B EEEREHN Amazon S3 F#H
Kb, EXFHETRARNEKBORS T , BRSEEAAUEACIREFNBERFRNGR. SL0E
ETRIFH RS P IS E £,

ETHRORE RN T ZRSFHNKEKE, SFREETHRNREPER IAM F 1 Amazon £E
o

HREgRE
Amazon XIFHMRMARR  XERBREATLLIREEE NN RBRBER TFAIRANR :

« NRBF  REETEHHNREITURT IAM ZENHEANR. BEXESZER , 558 (IAM AR
S8 8 IAM SRR PRIL R,

- IRSEFIFKRE (SCPs)-FEHFIEEHLA A LN B HKRANPR Amazon Organizations. HXEZ(E
B |, #3 (Amazon Organizations FAFF#8/) R RS IZEIRRE

o BWRIEFIREE (RCPs)-REKFPRENHZATANR. BEXEZER , 555 (Amazon
Organizations FIF#E/) P FERZEFIFKE (RCPs).

- 2FERE  ENACGEKSAFNRIGHRIEN , FASBEENEHRRE, BXEZER |, HSH
(AM AF1ER) PRLIEERRE,

S REERE

SN REWRBEEA T —MERE , ERBORREMEXNELIRE, BT RESRSHRBERER
24T Amazon BER B AIER , S IAM AP BRI EETEEE,

Amazon Elastic Container Registry #{a] 5 |IAM &4 £ F

EFERA IAM BEEX Amazon ECR BiARIBR Z 8l , BRiZ T RWFLE IAM ThaE R | F Amazon ECR.
E4MT T f## Amazon ECR M Eftt Amazon RS E IAM Bi&ER |, 555 IAM BFiERETN S
IAM Bt & f5E F #9 Amazon RS

FH
« Amazon ECR ET B3I KR
« Amazon ECR E T &R K

« EF Amazon ECR IRZEH X
« Amazon ECR IAM B &
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon ECR CAPiEm)

Amazon ECR ET B HIKRE

BEEA IAM ETBGHXRE , B UEEATRELNRENRRURATFRIELEENR

ffo Amazon ECR XIFSFEMIRIE. BEMFZMHE. ETHE JSON REFERANMELE , TSR
(IAM BiFF5F8) ##Y IAM JSON KB TESE,

R

EIE R W LAEA Amazon JSON REERIEEERMIGRMT L, BRRY , WA EMAATB M LATIRR
1THRE | UREFLAFHFTNIT.

JSON REEHY Action TEREMR A TERKP AWFRIEL G RINRIE, ERBHFIESREUARTR
ITRERERRR,

Amazon ECR I RMBRETRENEEAN TR : ecr:. HlW0 , ERFEAFEA Amazon ECR

CreateRepository API #4E8IE2 Amazon ECR F&FENR , BRI ecr:CreateRepository
BEMNAHRET, FRIFQMLINEE Action 3 NotAction ;tk, Amazon ECR EXT—4HETS
IR , RG] UERZRFSIMITHES.

EESENMBEAOPEESUMRE  BEAEZSYENRT , TR :
"Action": [

"ecr:actionl",
"ecr:action2"

BT ERBES (%) BEZSMRE, Hln , EIEELLEE Describe FFKWFTERE , BFEUT
BE

"Action": "ecr:Describe*"

EE & Amazon ECR ##1EN %%k , 1S IAM AAFEEH I Amazon Elastic Container Registry B
B, RIEMEZHE.

Resources ( %R )

B R W LAEM Amazon JSON REERIEEERNIARMT L, BRRY , WA EMAEATLN T LATIRR
1TRE , UREMALAFHTHT,

Resource JSON R TEIBEEMENAREN —IPNHZ AR, FARESE , HFEHAE Amazon
HBRAF (ARN) BBERR. N TFAZERBERNRWRE , BEABES (*) RERMBANAT
ERR.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html

Amazon ECR CAPiEm)

"Resource": "*"

Amazon ECR FERFEERF LT ARN :

arn:${Partition}:ecr:${Region}:${Account}:repository/${Repository-name}

HRERXWEZEE ARNs , FS 1 Amazon FIEA R (ARNs) Al Amazon RE @& ZEiH,

Bl EREFEAFIEE us-east-1 XFHH my-repo FE , BEALT ARN :

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/my-repo"
EEERETREKSNWAEFEME , BEABER ()

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/*"
EERENMEAFEESIAR , 1§ ARNs AES 2R,

"Resource": [
"resourcel",
"resource2"

EEFE Amazon ECR BIREHE K HFIFK ARNs |, B IAM AP ISP I 258 B8 )T A 5=
EVHRR, BT HFETLERABLRERESNRIREN ARN |, 5 # Amazon Elastic Container
Registry & X HIRE

e

B R W LAER Amazon JSON REERIEEERNIARMT L, BRRY , WA EMAEATLN M ATIRK
1THRE | UREMFLAFHFTNIT.

Condition TEEEFIMRREELWIRERIT. BALGIRBERZEZEN (FlW, FFTH
T ) BEARER , MERBPHFAESERPNVEMEE, EEERAE Amazon £RFM4E |, S
59 IAM Al FiEE R Amazon £ B %M £ T XEHA.

Amazon ECR EX TEHOCW—HZXHRE K EAXBEA—LE2REZHHE. EEEMEA Amazon £R&H
2  FSHIAM APEEHR N Amazon £ B4 £ T XEH,
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https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html

Amazon ECR CAPiEm)

K% Amazon ECR ##/E# % aws:ResourceTag M ecr:ResourceTag &#@., BEXESZE
B, F2H EAE TSN R ES,

EEF Amazon ECR #M4EMFIR , B2 IAM AFEREHH Amazon Elastic Container Registry &
NHERHE. ETHETUNBLRENZRERSZHR , 55 Amazon Elastic Container Registry
EXHEBIE,

=~

E&EEF Amazon ECR ET 5B W RBEH RHI , 52 Amazon Elastic Container Registry EF S 178
E g~

Amazon ECR E T &R/ KBS

ETRFEHREEZE JSON KX , BIEE TEEZ X ARE Amazon ECR &R LRITHRIENUKR
EHAZHETTIT. Amazon ECR Xi#F4t3 Amazon ECR F#ENE TR RNWARER, ETRR
R AT EZET R RO HEMKF B FERANR, S UFERERETRRNRE AT Amazon RS
1842 # Amazon ECR Z& .

ESABK/ER , SRLCHEANKSSHEMKS P IAM KXEEENE T RFRNRBEHHETLA,
HEKSEARNIFETRRNREARELCEXRRIFEN —¥ME, YERANBRLT RN
Amazon MK HREY | SEEBABEFXARBR T HRBFRHNR, BIFET 5089 KBS 1RSSR
BFRR, BR , MRETHEFENRBAR - MRS AN EERTHRRR , WEETHHRREPR
FEHIM Amazon ECR FHEENR. AXEZER , F3H (AM AFER) F8 IAM SE58
THRENKEEFATE,

Amazon ECR BRSMZ#F—mREMNE T RFHREE (MABTHRRE ) |, XMREHMNEEEE, X
NERBENPLEERASZME (KF, AP, AENBRSS0GRAF, ) AINEFEE LTRE. ETHM
PR T R R INEFEE |, HSFAmazon ECR FHYFAE 17 FF 5K B

(® Note
£ Amazon ECR FEXRMESD | RIEITTE Sid X3 IAM policy FfI R X iE8) H At =& MA1 BB,

=l

E&EFE Amazon ECR ETRFRMEREM KA , 155 Amazon ECR FHFAE Z6EERIE RAI |
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

Amazon ECR CAPiEm)

EF Amazon ECR &R 21X

B LR PR AN E] Amazon ECR BIR , S EEBERPHFLRZEL Amazon ECR, EETHR
ZirEipeE , BEEMFEA ecr:ResourceTag/key-name, aws:RequestTag/key-name 2|
aws:TagKeys ZHRBERBNZMH TEPRUFRZFLE . BXIFIE Amazon ECR BRHNEZER
#Z ) £ Amazon ECR R E F4EFE,

EERETHONRRE (ATREDR LNRERRFNZEFRNTER ) WRE , BSRERETHRE
B9 13 (R 42 %1 o

Amazon ECR IAM &6
| AM £ &2 &/ Amazon K= R BB 4 EN R SR,
FmetEUE A F Amazon ECR

A LAER IR ZIERFTHRESEHARIEESR , 2K IAM B2 o REKF AR, ETLUEN
B AssumeRoleD 2 2£#) Amazon STS AP| #4ERIREUIE B 2 £ iE P GetFederationTokeno

Amazon ECR X ## F I it FZ il o
REXBEAE

AR5 HX A B RV Amazon BRS5 1 R H AR S PRV SR RBTERIRE. BSHEXABERE IAM
KPR, ARZBRSFAE. IAM EERUERETERERSHEXABHNR,

Amazon ECR XEFREHXAR, BEXEZELR , 55 X Amazon ECR ERARSHK AR,

Amazon Elastic Container Registry &F & 17 #9 5K B& 7R~ 5

RUNBERT , AR NS EXE L EHIEH Amazon ECR BRI R. ERFAFXNAETRNITRE
HIRPR , IAM EIE R AT BB 1AM SR HE,

BT RUNMAERAXL RG] JSON REEXHEGIEET IAM HHNEE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

BX Amazon ECR EXMBREMERELE (BRERSMRRRENEN ) WiFHEER , 525 (ARNs
RS BN SE) B Amazon Elastic Container Registry B2 4E, FRFMFZH 40,

ETHRNMAERXL RS JSON R X612 IAM ET S MK , 28 (AM AFER) 9HN%E
JSON &+ L 63 KM,

ES}
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_GetFederationToken.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/service-authorization/latest/reference/ecr.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

Amazon ECR Gl o
- RMSEXE

- f5F Amazon ECR ##|A

- ATAFPEEFEMHIIB SR

* A —/ Amazon ECR 4 E

REERIEREK

HETEMNEBRBEEMNAZRSTLUCIE, THRIMEREK P FHH Amazon ECR BiR. XLIRIETEE
£F Amazon Web Services IKFF=4E R A, SIERFERE T BRI | HEREUTIEREMEI :

- FaEA Amazon RERBHERRAKENRNE — EFBEAFMIEARR TR , EEARNIT
ZELAGRTNENAmazon EE XM, SIIERIIMRZAF A Amazon Web Services IKF .
MBEEN E X R A FIE Amazon BEFRRE R K —PRINR, BXEZER , HS
7 <IAM AF8r) HE Amazon FEE R KB TEELEER Amazon EE XK.

- MAZRIKNR : £FEA IAM KR ENRE , BB FRITESAENNR. At , BALE XL
EREXRHTIUNBFERFRNTHWIRE , tHWNRENRRTFT, BXEM IAM NANXRHNESE
B, #ZH (AM AFER) B8 IAM R FIR

« fEF IAM SREE R RA4BE — S PR FI T R AXBR ;48 0] LA [6) 3R BE A NS4 SR BR I X R AE R BB A 7)o
Bl | WA LURE RS RIEEMXTMER SSL XEFEER, MEBRSBEREIZRENSXE
FARY | T th AT BASE A R SRR T 30 AR S5 #R AE RV 17 (R] A BR Amazon Web Services RS , a1 Amazon
CloudFormation. BXEZEE |, i55H (IAM AF#ERE) 1 IAM JSON KB TE : &4,

- fE£M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEHN LS MHEMINEENY  IAM Access
Analyzer 2B UEFT K MIM AR , SIBREBAS IAM KEEES (JSON ) M IAM FfEK
. IAM Access Analyzer 12 100 ZURIEK BN TIRMENEN , UHBBEFELZ S BIgEMHEMN
Keg, AXEZEERE , BZH (AM AFiEME) PRIEA IAM Access Analyzer ¥ RS,

« EEZESHRIE (MFA)-TIR Amazon Web Services Ik EHNIZSEE IAM APSEBAF | 5
A MFA IRREREM, EEERA API BENEE MFA |, B MFA Z4RMEIEH RSP, BxX
BZEE , BZH (AM AFERE) RHEA MFA RF APIIAEIE,

BX IAMHHREIRNESER , 250 (IAM AFER) #1 IAM F R 2 HEXE,

£/ Amazon ECR 124l &

E /"] Amazon Elastic Container Registry #2#1& |, BUMEE —HHREPNIR, X LR LI A TR
FIHFEEFEKE Amazon IKF HHY Amazon ECR BRIFMES., NMRGUBLLENRENRER
FROETSONRE  NTHMNTZRBHE (AFRSAR )  BRAREERMPEREET.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html

Amazon ECR CAPiEm)

A RIX LSRR T LAEFH Amazon ECR 1244 | BERER
fnAmazonEC2ContainerRegistryReadOnly Amazon &R, BXEZEL , HSH IAM BF
BRI AP RIR

BEEFHRBHANR , 5560 (Amazon FEARKSE) 1Y

AmazonElasticContainerRegistryPublicReadOnly,

N FIEA Amazon CLI X Amazon API AP | BLENHREFEEF AR, MR , RATH
8] 52 AT AP R 1EME EEL YR 16,

ARFAFEEMIIE SR

ZRGIEER T BN RS | LUAY IAM BFRFEEMNBIEAF SR RERNITE N R, LR
DIEEEZHA LA Amazon CLI 5 Amazon API LURTEF I AR LR ERN R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",

iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"
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Amazon ECR

(AFER)

]I

"Resource": "*"

e — Amazon ECR 17

/R 4H

ZCN /0N

FEAREIR
EFEARVFRAFHEE, REAS

JSON

[ Amazon Ik A PR F 15

R

/Ch

H&R o

"Version":"2012-10-17",

"Statement":[

{
"Sid" :"GetAu

thorizationToken",

"Effect":"Allow",

"Action":[

"ecr:GetAuthorizationToken"

1,

"Resource":"

"Sid":"Manag

* 10

eRepositoryContents",

"Effect":"Allow",

"Action":[
"ecr:
"ecr:
"ecr:
"ecr:
"ecr:
"ecr:
"ecr:
"ecr:
"ecr:
"ecr:
"ecr:

]I

"Resource":"

BatchCheckLayerAvailability",
GetDownloadUrlForLayex",
GetRepositoryPolicy",
DescribeRepositories”,
ListImages",
DescribelImages",
BatchGetImage",
InitiatelLayerUpload"”,
UploadLayexrPart",
CompletelLayerUpload",
PutImage"

arn:aws:ecr:us-east-1:123456789012

Y Amazon ECR i R R, my-repo

1"

7N

:repository/my-repo"
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EAHE TSR TR 2

FIF Amazon ECR CreateRepository API 1k , B U ECIBRERERIEENE. BXEZE
B , {52/ £ Amazon ECR F#ri2FAE ZME E,

EFAFEBTURFRBINCERER AR XENEACERRNIRE (6
o, ecr:CreateRepository ). MIRERRCBRREDIEE THZX , M Amazon &%
ecr:CreateRepository BEWMITHANENR , MRIEAFREEZCIBRITENNR,.

AT LB IAM policy RERE TFHREMHEZES, REIWOT,
UTRENXATFRAFPEFERESRFEIRIEH key=environment, value=dev,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCreateTaggedRepository",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"

}

"Sid": "AllowTagRepository",

"Effect": "Allow",

"Action": [
"ecr:TagResource"

1,

"Resource": "*",
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(AFER)

"Condition": {
"StringEquals": {

"aws:RequestTag/environment": "dev"

LT REEARTR P MABF#EDRIBREG | BRIFXLEFEEIRICH

key=environment, value=prod.

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Resource": "*"

"Effect": "Deny",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"ecr:ResourceTag/environment":

"prod"
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Amazon ECR CAPiEm)

Amazon Amazon MR EM RV IEE KB

Amazon EEFXHBERENETIENIE I EM Amazon, Amazon FEEXBERE N FZE L AHIEM
PR, MEZRTUFBRAIAF., ANMAEDENER,

HigfE , Amazon HERB AT AN EHNEEAMRTFRENBRRR , BN EMNAEHAE Amazon
ERER, RNBVESERE TEARMNE S EEERERE -SRI NR,

BT EE N Amazon EEFRBPENHNER. R Amazon EH Amazon FEE R E XK E |, N
EHaEMZRBMRABENMIEERASSD (AP, AFA® )., Amazon RETFREEBIIHH API
A RS 7] LAE % Amazon Web Services RS B9 API #24ERTE T Amazon & XK.

BREZER , F5H (AM BFER) 8 Amazon FEE XM,

Amazon ECR Rt 7 2 MNEE KK , BAILURFIXLERBE M IE IAM FHHIL S5 EC2 EHl, EBIX
LRH |, T3 Amazon ECR FRM API BEM LRI RE TR RIRA RS, BXRIXLEREHRE
e AP RENEZER , 51 Amazon Elastic Container Registry AP| & Ry R4,

F&

« Amazon EC2 ContainerRegistryFullAccess

« Amazon EC2 ContainerRegistryPowerUser

« Amazon EC2 ContainerRegistryPullOnly

» Amazon EC2 ContainerRegistryReadOnly
« AWSECRPuUllThroughCache_ServiceRolePolicy

» ECRReplicationServiceRolePolicy

 ECRTemplateServiceRolePolicy
« Amazon ECR B4 7 ¥ Amazon EBUR

Amazon EC2 ContainerRegistryFullAccess

BT LU AmazonEC2ContainerRegistryFullAccess REEMIMNE] IAM B3, ZRBER T3
Amazon ECR B#RHNEBRILFRINE , H&TF IAM 54 (SIAF., BALAE ) HF S Amazon ECR
£ K Amazon IREHIHRIPR , LAEMAPTE Amazon ECR IhéE, {3/ ILLKRE A LLIA A Amazon
Web Services BEE 2% & FRMEMNFTAE Amazon ECR Ih&E,

EEFHEBHNR , HZ5H (Amazon HERKSZE) EC2ContainerRegistryFullAccessH #J
Amazon,
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https://docs.amazonaws.cn/AmazonECR/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonEC2ContainerRegistryFullAccess.html

Amazon ECR CAPiEm)

Amazon EC2 ContainerRegistryPowerUser

&AL AmazonEC2ContainerRegistryPowerUser REEKINE] IAM B3, LRBERFEEN
R , AT IAM AP IREFME | B LU0 BR17 4 B =5 58 30 A T 77 1 BE B SR G XY

EEFHRBHNR , HZ5H (Amazon HTEXRMSZE) EC2ContainerRegistryPowerUser® 1y
Amazon,

Amazon EC2 ContainerRegistryPullOnly

&AL AmazonEC2ContainerRegistryPullOnly SRESHIAIZE] IAM B, HLEREERFMN
Amazon ECR REXA MG R. MRIMREATEFRE , WeEFATFN LLEEMRKRS AR
BEVIREL,

EEFHRBHNR , HZ5H (Amazon £EXRKSE) EC2ContainerRegistryPullOnly Y
Amazon,

Amazon EC2 ContainerRegistryReadOnly

&AL AmazonEC2ContainerRegistryReadOnly KESHI IRl IAM B3, LLEREEIZRF Amazon
ECR HMRENR., XBEINHEFHEEREPEGNIIE, ©E3IEEA Docker CLI M Amazon ECR
REVEBRIThEE,

EEFHRBHNR , EZH (Amazon EE XS E) EC2ContainerRegistryReadOnly 1 #Y
Amazon,

AWSECRPullThroughCache_ServiceRolePolicy

BT BN AWSECRPullThroughCache_ServiceRolePolicy FEEH IAM policy B inZI&EH IAM
K, ERBEHMEIRSHEAAE  ZARAY Amazon ECR BN EEFRERIITERNEGIE R FMH
FE. BXEZEER , BZH ATEFRIA Amazon ECR RSHEXAE,

ECRReplicationServiceRolePolicy

BT 8E¥¥ ECRReplicationServiceRolePolicy £E/ IAM policy K tNE &R EY IAM SE4&, LR AN
EIfRSZ X A B KRS 2 F Amazon ECR R&REHITIRE. EXESZELR |, BZH X Amazon ECR
FEARSHEXAE,
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Amazon ECR CAPiEm)

ECRTemplateServiceRolePolicy

BT 8 ECRTemplateServiceRolePolicy & RY IAM policy Fft INZEIRAT IAM SE4F, 6B AN E AR
SHXABHEM LT Amazon ECR R&KREMTRE. BEXEZEER , HZH X Amazon ECR £H
REHEXABE,

Amazon ECR E#7 7 £ Amazon BBk

EEHZBRSHHREBERXEE BRI Amazon ECR Amazon EEBEREHFMNIFHAEE ., Xt E
FHNEBIIRR |, HiT M Amazon ECR X#f R i2FZ T E LM RSS K,

B DU S

AT EFREA Amazon ECR  Amazon ECR JF X BRI 1N 2025 3 A 12 H
[RESHEXAE - NAERKH  F AWSECRPullThroughC
B ache_ServiceRolePo

licy KB, XLENRAGF

Amazon ECR M ECR #A&F

RPN G, SERARK

ZEFANREFHAM Amazon

ECR FAB MR P RYREET |

FEEHENR,
i &% EC2 Container Amazon ECR AT —1N#%R 2024 £10 A 10 H
RegistryPullOnly-#T B % B , F§F ™ Amazon ECR & F

{UHREUN R,
ECRTemplateService Amazon ECR N T #K 2024 £ 6 A 20 H
RolePolicy : #75E# B, WERBERTF@#E

BENRIIEER ECRTempla

teServiceRolePolicy

BRI X B BXREK,
AWSECRPUullThroughC Amazon ECR ¥ #TX BR 78 o0 2023 11 B 15 H
ache_ServiceRolePolicy — X% FJ AWSECRPullThroughC
NABERBEHER ache_ServiceRolePo

licy RBE, XLENPRAY
Amazon ECR # % Secrets
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Amazon ECR

(AFER)

EK

AWSECRPUulIThroughC
ache_ServiceRolePolicy : ¥

KRB

ECRReplicationServiceRolePo
licy : SR &

I 53 EC2 Container
RegistryFullAccess-E#H A
B

NI 53 EC2 Container
RegistryReadOnly-E # # 4
L

HiR

Manager ZRMMZAR. =
FARFRIMNREEEE
S A RUEAY £ MR AR
Bt , BERENR,

Amazon ECR 70 T $5K B
WERBEERATEFRINIIEE
B AWSServiceRoleForE
CRPullThroughCache
RS A X,

Amazon ECR 0T #%

B, LLERESE AT EHIThEE
B AWSServiceRoleForE
CRReplication MRE MK
A'MEX,

Amazon ECR & #TX BR 7 o0
F| AmazonEC2Container
RegistryFullAccess
Kig, XENRATEIEAL
# Amazon ECR RE XA
&,

Amazon ECR 374X BR 7 o0
#| AmazonEC2Container
RegistryReadOnly %
B, ZREE AR ARRE
AR, JHAREURE
REGHNAEE R,

B

202111 A 29 H

2020 12 A4 H

202012 A4 H

2019 12 A 10 H

Amazon Amazon ECR BT &K
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Amazon ECR

(AFER)

EK

NI 53 EC2 Container
RegistryPowerUser-E A
BE

I 53 EC2 Container
RegistryFullAccess-E ¥ ¥ &
BE

NI 53 EC2 Container
RegistryReadOnly-E # I 5
&

NI 53 EC2 Container
RegistryPowerUser-E A
BE

MI 53 EC2 Container
RegistryReadOnly-#T B &

DU

Amazon ECR F# R 1N
#| AmazonEC2Container
RegistryPowerUser K
B, XLEANPR R FEIE AR
S EERE, JHBRSUR
EREGHNAEE R,

Amazon ECR F# PR 7 1N
F| AmazonEC2Container
RegistryFullAccess

K, SlATFRKERH
CloudTraili#RN EEE45,
Amazon CloudTrail Insights %
G

Amazon ECR F# R 0
F| AmazonEC2Container
RegistryReadOnly X
B, XLEMNRAFEEARER
Amazon ECR &&.

Amazon ECR 374X BR 7 o0
F| AmazonEC2Container
RegistryPowerUser
B, XLNRAFEFE AR
Amazon ECR &%,

Amazon ECR AT — MK
B , FiF @ Amazon ECR #
F RIENBR, X LR BIET
HiFEEREPREEIINEE,
Tk aB¥EE A Docker CLI M
Amazon ECR ZEURE &1 Th

ab
BEo

B

2019 % 12 A 10 H

2017 £11 A 10 H

2016 £10 A 11 H

2016 £10 A 11 H

2015 12 A 21 H

Amazon Amazon ECR BT &K
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Amazon ECR CAPiEm)

B iR H HA
I &3 EC2 Container Amazon ECR AT —W#HEX 2015%F 12 A 21 H

RegistryPowerUser-# BUR B, ZRBRTEENER , N
mATAFRERE®EE , BEF
SR AT BR A7 A B = BB o

T 15 FEE Y SR B ST A
I &3 EC2 Container Amazon ECR &N 7 #EK R, 2015 % 12 A 21 B
RegistryFullAccess-#7 B K R BEFEF Amazon ECR Y5
21 RIRR.
Amazon ECR FF 8 IRERE K Amazon ECR B ARk 2021 %6 A 24 H
Amazon EE RN E X,

5 Amazon ECR EA RS HAAE

Amazon Elastic Container Registry (Amazon ECR) Amazon Identity and Access Management & F3
(IAM) RS HEXABRREHERAEFINENEEFUEMENNR. BRSHAXAEE —MINERERN IAM
AE , ©5 Amazon ECR BEi#E#Xx. RFHEXAEH Amazon ECR TIEN ., BB ZREZHFIE
AMRNEFHNEFRINEFMENMENR, NEIMKEESHIEFRNZE , RE2HIIER
SHXAB, BXEZEE , BZH Amazon ECR R AEEMRIRE.

REHEXAEALEERMNEEY Amazon ECR RESEHMEFRIN. X2EN , £AZAE , 5
T RBFHRMAALENNR, Amazon ECR EXHBREFSHXAEHNR , RIFFAENL , FMA
Amazon ECR AIAMXAZA®., EXHRRSEEERBEANNRKE . RO R R 0 EEM
HAth 1AM 3245,

REXZAIMRLENEFREFRNCE , TEMBRENNRSZHEXAR, XUUBREFTSTEH
il Bk Amazon ECR XX & IhaEFT ERIR R

BRXFRSHEXAGHNEMERESZNEES , BS5H5 IAM BE&EFAAmazon BRS5. HELEETE
L, ERERSHAXBECITEERENRS. ERREEFTZRSNRSHER A B EE,

FT
« Amazon ECR [RZ X A6 M X
« AT E#IM Amazon ECR REHEXxAE®
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Amazon ECR CRPER)
- ATEFRIN Amazon ECR RZHEX<AE
o FTFM#EREEIRN Amazon ECR [REMHEXAE

Amazon ECR fREHEXx A BTN X

Amazon ECR £ Amazon ECR REMWAMERXEXFFEARSHERAER, BX Amazon ECR X1
AAMMNESZER , 5% Amazon X3 Hlifm <o

AT &£ 4l Amazon ECR REHEX<AE®

Amazon ECR # & RS < A & AWSServiceRoleForECRReplication , iZ £ 71 Amazon
ECR BZ NIk F & HlR &,

Amazon ECR HIRE X BN R

AWSServiceRoleForECRReplication FRFMHXBBEEUATRERRKAZAL

« replication.ecr.amazonaws.com

AR ECRReplicationServiceRolePolicy ABIXPRERE 2 1F Amazon ECR M RREALU TR
£ :

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository”,
"ecxr:ReplicateImage"
]I
"Resource": "*"
}
]
}
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https://docs.amazonaws.cn/general/latest/gr/rande.html

Amazon ECR CAPiEm)

® Note
ReplicateImage & Amazon ECR AT EHINNES API , TeEEEEA,

MREERR , £ IAM R (AR, 45A8e ) 212, FEIMERBRSHEXAG, BXESE
B, BZH IAM AP Er PR RS EX A EBNER.

3 Amazon ECR 8IS HXAE

TEF 4|22 Amazon ECR RFZFMEKAE, HEIE Amazon Web Services BB #IA. = Amazon
API MR EE S $liRE B Amazon CLI , Amazon ECR &N E8IZRSHEKX AR,

WMREMERT WERSHEXACAEFTEBRGET , WELEAMEERREEEHKS, HEHCIZLL A
B, YERNEMKREESEFREN , Amazon ECR FEXNERIERFZHEXAE,

A Amazon ECR RERSHXAR

Amazon ECR T R Fzh 4% AWSServiceRoleForECRReplication FREZHEX A, EBIERSHEX
AR, BRETEERACHEN , ENUREESHASI AZAC, T3, BULUFER IAM FEH
BRIHE, BXEZEL , B3H (AM AFERE) PHRERSKEAE,

A Amazon ECR MIBRIRSHX AR

MRTBFECAENZTERSKEKACNIIRIRS , RIMNEBUERH R ZAR. XIHFERIERAEE
S REREF N AREARXE, BR , B4R BRENXEFREMREFRE , FEFIIMBRIRSH
xAE,

® Note

MREZHEMERAIR , ™ Amazon ECR BRFMEEABE , NREBRRETRLAK. WRE
EXHER  BEF/LOM , REER.

I BR = FA#9 Amazon ECR &R AWSService RoleFor ECRReplication

1. #TFF Amazon ECR #£#|& , Wit A https://console.aws.amazon.com/ecr/o
2. MEmESd | ERHNHEEEHEENXE,
3. ESMmERKT , EFAEEMK.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.amazonaws.cn/ecr/

Amazon ECR CRPER)

4. 1£ Private registry ( #AB XMk ) WE LK Replication configuration ( EFIEE ) #o , &
Edit ( 4% )

5. EMBRFIESHEHN | FikR Delete all ( =ZPMIBR ) » WSBREEHIA,

£/ IAM FahHIBRARSS KBk B &

£/ IAM #2415 Amazon CLI, = Amazon API il BRAWSServiceRoleForECRReplication iR 55 #5< &
B, BXEZER , HZH (AM AFERE) PHHIBRESR<EAE,

AT EFRIA Amazon ECR IREHEX<A®

Amazon ECR & HH RS < A AWSServiceRoleForECRPullThroughCache , Z & & /b iF
Amazon ECR R RN ITREUZEHEFREUEE, EXEFRIWNEZSER , BSHATEHES
FIRENE & Fl1R /e 8] 0 B Y F 68 BEE VAR AR

Amazon ECR HIRE X AN R

AWSServiceRoleForECRPullThroughCache REHX A REFEEUATRIRRAAZAL,

* pullthroughcache.ecr.amazonaws.com

RERFHES

AWSECRPullThroughCache_ServiceRolePolicy #X PR Zk B Fff A0 EI R S5 48
KAE, LIEERBERN Amazon ECR ITUT#H®R#E. BEXEZEER , H5H
AWSECRPullThroughCache_ServiceRolePolicy,

* ecr - /0¥ Amazon ECR BRFIEMM G HRGHE LB FMRE,

« secretsmanager:GetSecretValue— /¥ Amazon ECR g% 3 Amazon Secrets Manager
REANMEANS. SEAZFRIANEAEEIMRPEFEZTESHRIEN L MR PHBRER |
EEWENER. ENRBRLGERTFH ecr-pullthroughcache/ BMBI RN H,

AWSECRPullThroughCache_ServiceRolePolicy FEEEELL T JSON,

JSON

"Version":"2012-10-17",
"Statement": [
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Amazon ECR CAPiEm)

"Sid": "ECR",

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"”,
"ecr:BatchGetImage",
"ecx:BatchImportUpstreamImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetImageCopyStatus"

1,

"Resource": "*"

"Sid": "SecretsManager",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:ecr-pullthroughcache/

"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"

MREERR , 2 IAM R (AR, AAEe ) 22, FEIMBRBRSHEXAG, BXESE
B, B2 (AM AFERE) PRRSKERABNR,

A Amazon ECR BIZRZHEXAER

TEFHRNEFRIEE Amazon ECR REHX A, ZHEE Amazon Web Services BEEZHI A .
= Amazon APl B AREEMREIEBERBEEFEZHN AT Amazon CLI , Amazon ECR &1 & 812 RS +8
xBa,
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Amazon ECR CAPiEm)

mBEMS T RS HEXACRSEEEROIRT | I LU A M RN HARE SR 0K S 5 ol 1k
&, YEHRETMERNIBEFRRANN  WRRSHEXAEEFEHE , U Amazon ECR FHEH
REBEAE,

A Amazon ECR RERSHXAR

Amazon ECR ¥ F3h4mEEAWSServiceRoleForECRPullThroughCache RS Hx A, ERIERS
MXxBeE A6 BRLEEHNACHNEN , ANTRESHXASIAZAR, A3 , BRI LUEA IAM &
BAGHIHA, BXELZEER , BE3H (AM AFER) FHRRERSKIKAR,

A Amazon ECR MIBRERSHX AR

MRTBRECAENFTERSKEKACNIREIRS , RINBUERRZAR. XIHFEERIBERAEE
HERREF N AREAKMSE, BR , BLRAER RSN XBEPREMREFRERDAN , = 88F 30 MI R
SHXABE,

® Note

MREZHEMERAIR , ™ Amazon ECR BRFMEEAAE , NREBRRETRLAN. WRE
EXHER  BEF/LOH , REER.

EMiBr AWSServiceRoleForECRPullThroughCache BRE# < & R FT £ # Amazon ECR &R

1. ¥TF Amazon ECR ##|& , Bt Fhttps://console.aws.amazon.com/ecr/o
MNEmESR | ERABEFRIMANMENXE,
ESMBERY , EBAEEME,

£ Private registry ( #AEEM % ) TWE LA Pull through cache configuration ( EFIZIE & ) &6
o, &R Edit (4HE) .

5. WNTHRUENSNMEFRIAMN , EEZAN , REIEE Delete rule ( BERMM ) o

> W Dd

£/ IAM FahHIBRERSS KBk B &

M IAM #2%|& Amazon CLI. 3 Amazon API il BRAWSServiceRoleForECRPullThroughCache iR %%
MrAR, BXELZEL , H2H (AM AFER) FHORIBRERS KA R,
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Amazon ECR CAPiEm)

AT F#EELIEEMRN Amazon ECR [RSHXAE

Amazon ECR E A& N W RS < A& AWSServiceRoleForECRTemplate , %A &% Amazon
ECR RREHITIRMELL T N 1768 B 0 B ERIREN R,

Amazon ECR MRS M%< A &R

AWSServiceRoleForECRTemplate RS HEX A BEFEEUATRFRKRAAZA L,

* €Cr.amazonaws.com

RERFHER

ECRTemplateServiceRolePolicy IXPRFREEMIMEIPRSZHXAR, LIEEREKEERT Amazon ECR
RFBENITIEM E QIR IR ERIR,

ECRTemplateServiceRolePolicy REEEZE LT JSON,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateRepositoryWithTemplate",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
]I
"Resource": "*"
}
]
}

MREERR , 2 IAM KK (AR, ARAR ) tIE, FEIMERRSHEXAG, AXESE
B, EZH (AM AFERE) PRRSKERABNUR,
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Amazon ECR CAPiEm)

A Amazon ECR 8|2 RESHKAE

BEENEHELNEEIRF I AE Amazon ECR [REZHEXAE, HIETE Amazon Web Services BEE
&, = Amazon APl R R FAE M R BIE F M EEMRINET Amazon CLI , Amazon ECR @18
BIERSZSHEXAE,

MRIEMBRT RS HEXACRAEFTEFTRCET , WL EAEBNREEENK, RERCIZLA
B, HENLBEIMRCBFHEELIEAN G , MRBSHEXAREFEFE , W Amazon ECR FH &
BROZZAE,

A Amazon ECR RERSZHEXAE

Amazon ECR F R Fzh4mEAWSServiceRoleForECRTemplate RS X A, HRERSHEXAR®
B, BELEENACHNEN , AN TREESHRASI AZAR, £ , BALER IAM EEACH
W, BXEZEE , E5H (AM AFER) FNERERS X BKAR,

A Amazon ECR MIBRERSZS XA R

MRTBRECAENZERSKKACHNIEIRS , RINEBUEHRZAG. XIEERIEREE
HERREF N REAKME, BR , BLAER RSN XS PREMREZAN | = 88F 30 M RIS
xA®,

(® Note

MREZHMERAIR , T Amazon ECR RS MEEAAE , NRERRETRLK AR, WRE
EXMER  FERF/LO® , RAEEH,

EMiBR AWSServiceRoleForECRTemplate kS5 #E< A& FTE AR Amazon ECR %R

1.  #TFF Amazon ECR ##|4& , Mt 9 https://console.aws.amazon.com/ecr/,
MEMESF | ERE0 2T 6 F 62 AN P E R X8,

ESMERSD , ERELEIME
EREEMRAE LN FREECEERED |, EREE.
NFEENENMFEEEAN | EFEZAN |, AEEER RN,

o &~ 0 DN

ER IAM FEMBREES <BRA e
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.amazonaws.cn/ecr/
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£/ IAM #%|E& Amazon CLI, = Amazon API il BRAWSServiceRoleForECRTemplate fR 55 #E< &
B, BXEZEER , ESH (AM AFERE) BB BRESX<EAE,

HEZE Amazon Elastic Container Registry B9 & 43 F 177 (8] % PR (@] #

AILMERALUTER , LRBEB LIS S EER Amazon ECR # IAM B AIAEE ZIHY & W@ &,
FB
o RFEMIE Amazon ECR HH1TIRE

o BRILIINIT iam : PassRole
o BRAEAFRIUINE AR Amazon Web Services I~ B Amazon ECR &R

K FTARIE Amazon ECR #1784k
MREBRBFERER , ERELTUAITEMRE | AN EFHREE R FRITIZIRE,

% mateojackson IAM AR ZHERAEGHAEEEXEM my-example-widget BIRNIFHEFR ,
BFRHEREM ecr:GetWidget IR , 2K EUT REIEE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ecr:GetlWidget on resource: my-example-widget

FEHBRT , BIEFH mateojackson AFHIERE , LAFER ecr:GetWidget B4R my-
example-widget &R,
MREEEHEY , FERREW Amazon BEE R, ZHNEERARRMUBREIEN A,

R LRI AT iam : PassRole

MRBINEI—MEIR , RIPBLNIIT iam: PassRole ##E , MIAMEFRBUAR T BT ACIEIES
Amazon ECR,

BL Amazon Web Services Bi55 RIFERAAABGERELZRS A MTARUEMVRSACHRSH
XA®, Nt , BLAERNACEEIRSHINER.

LR marymajor B9 IAM AP ZiRFE A1 A7 Amazon ECR RHITIRER , 2K £ LT REI4E
%o B2, RELANEERFZACHMBTFHNRT ATHRITHIRE, Mary TEEFARKETRFHN
PR o

WEHEE API fRZ 2015-09-21 213


https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXRERT , XMEH Mary BYREE S b 4T iam: PassRole #1E.
MRBEEHE | FHRREHN Amazon EE R, ENEEGRIRERHAZRZEIEN A,
A8 A FR U AT EIFR Amazon Web Services K B9 Amazon ECR &R

ZaE—1M A , UMEAMKFPHNAFREALNANARTUERZAGKIL RSN TR, &7
LEEH#ESREY , AURAAE, XN TXHETHRNRBEHIE FZHFIK (ACLs) KBRS , &AIEL
158 P IX L5 SR BE (0] ATV HR T 173 (R 8B BER A A PR

BETREZEE , ®SAUTRE

- ET# Amazon ECR 2B XX LLINEE , S ¥ Amazon Elastic Container Registry #1{i 5 IAM 4
&R,

o BT @N{AIREIT S A ER I E R Amazon Web Services Il |, &SR IAM AP EEH
B B &8 Amazon Web Services Tk B9 5 —4 IAM A P22 15 10X R .

o BT MBINAIEE = HIREIT S E IR IG R R Amazon Web Services I |, 3% IAM P18
BHEE=HREHRNR. Amazon Web Services I F°

- ETHRIMBENSHBEARIERMAHRNER , H5HE (IAM AFERE) FHALENHEHRIERN
BAF ( BHRBEERIE ) BEFRINER,

- ETHRERAACNETRENRHATER,FRIZENZS , H2H (AM AFERE) F8 IAM
B Y B K P IR 1A 18] .

Amazon ECR A HY BB R

SEFTEERAEATID#HHMABFRIFHOBERT . WFREERFMR Amazon , ARRFETHE
AAN £ IKERMZE N Amazon Web Services =, BAREFNEETUHEMEN FNRNBNES, &
B ATTIEPE AR Amazon Web Services RS WEZ2BEMNEERES. BEXBERILNEZER | &
SRABERLEN BB,

HTFHBERPEN , RNBWUERF Amazon Web Services i EE H A Amazon IAM Identity
Center 5} Amazon Identity and Access Management (IAM) i8 BN A B, X5 , MNP RRERE
TEHIERRMENNR, EEWEES AT AR EIE

s NBNKFERZSESHRIE (MFA)
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/data-privacy-faq/

Amazon ECR Gilak )

« AT SSL/TLS 5 Amazon BiRBEFE. RIMNERMSEA TLS 1.2, BIEA TLS 1.3,

- ERAI&E API #A F5E3I B & Amazon CloudTrail, B CloudTrail IREREIR Amazon SEZHHY
£8 , 52 (Amazon CloudTrail BF 18 RHEAR CloudTrail %o

« A Amazon MEFRAF RUAKRE DT ERRIAL 22 H Amazon Web Services RS

- FABRIEEZLRS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BE

« WMREE Amazon BE G H1TRESR API #HITHRINFEELT FIPS 140-3 RIEAVIMEBEER | 6
FIPS it R, BXTHAMN FIPS HRNEZEER , B5H (EEKRIPEELERAL (FIPS ) 5 140-3
R o

BBV N R EESRBBES (MEEFNBE T4t ) RARESH BHERNXAER
(MEBHRFER ) . XBIEME Amazon Web Services RS EAEHIA. APl 55 Amazon ECS SE A
H¥9 Amazon CLIE¥ERY Amazon SDKs. 1EA TRMMIRER B A& XA FE & A B E A 5z 48
ARESATIIRICHBEE. IREQABRSS[RAEMRL , BBV EFTEEMNUFISEIEFEER
B ZBRS B E R,

F&
IR

H

YIRS

/A Important

£ Amazon KMS (DSSE-KMS) B /= Bk 5588 im AN Z N FE X # Amazon GovCloud (US) A
Ao

Amazon ECR 4 & 1767 Amazon ECR B # Amazon S3 E#E+. BRIAERT , Amazon

ECR EFEH Amazon S3 REMEZEFANRSRMME , MR AES-256 tNZEE XN BSEEE
HITME, XFAFELEXBE AT , BEF2BZARETA. BXEZFEE |, 25 Amazon Simple
Storage Service Al F{sRFIIE BN Amazon S3 & R INZ 240 1 BRS5 25 Uk I B8 (SSE-S3) R EK
E.

N T EiFiRE Amazon ECR ZEENMNE | B LERARSSH[IHMNE | HEREMHE Amazon Key
Management Service (JAmazon KMSH H KMS 4. A Amazon KMS MR , BAIBUE
FAH Amazon ECR BEE M ERIA Amazon HEXNZREL , tANEEEHCH KMS B (MMRAEFKE

A API fRZ 2015-09-21 215


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://www.amazonaws.cn/compliance/fips/
https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingServerSideEncryption.html
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EX ). BXEZER , B2 (LR EEFHERESASIER) PNERARSSEHNENFHEE
Amazon KMS (SSE-KMS) Hf#y KMS B AR HIE.

BA LLERFERANE RS ERHINE () X Amazon ECR &R A B E Il Amazon KMS
%, DSSE-KMS DSSE-KMSEIMELLFSSE-KMS , ENANEFRMNEMWNEZR , MFR—F. B
REZER , BFSRERT Amazon KMS R NE RS 250w % (DSS E-KMS),

4 Amazon ECR B EHE—MIZEE , ZEEEREHENSRTRE, LTNES M ERE
LERATRNMEERE. BXESEL  #5H 62 Amazon ECR A ENLZHBRE.

£/2 A Amazon KMS MZMIER T IR E#FER |, FEH KMS ZANE#EN AT TR, It
4\, Amazon ECR &£ @ KMS 247511 Amazon KMS £ , #J¥ Amazon ECR 1FEE/ERN 2
BERE A

LLTHRAEM T I Amazon ECR {15 Amazon KMS &£ UMNBZNB R EZEEN S ERIERE

1. BIRF MR , Amazon ECR £ &i%DescribeKeyi@A , Amazon KMS LU R4 R N ZEl &
BEMN KMS ZEAM T S # % RE R (ARN),

2. Amazon ECR [ %)% T W CreateGranti&E >k Amazon KMS , B3R KMS %40 LIEER , Ui
¥ Amazon ECR &£ A BB 247 2 MR R 53R

3. HIEEBE , RE L@ & HGenerateDataKeyidR Amazon KMS | EEA T MZRGENFEN
KMS #4H,

4. Amazon KMS £ FTHNHIER , FAKBEN KMS ZANERTNR , REXEESRBGE T
FENEGER - BFHENMBRIEZRR.

5 WENE&GE , 2EKHEZER Amazon KMS |, IEEMENBEZH.

6. Amazon KMS 2 12 1 318 25 47 H 9 R 2 Ja WY BB 2343 R % B Amazon S3,

7. BEFAATERNESRE Z XN HH#HTHRE,

8. MIBRZME/S , Amazon ECR & &AM MRetireGrantiZ R , E3R{E Amazon KMS AR ZEME
BRI

ARSI

£ Amazon ECR H £ Amazon KMS E T E®MINZ ( SSE-KMSZDSSE-KMS ) B , NZE R TJL
o5

/AN O

- MRECIEXA KMS 1IZH Amazon ECR Z%FE |, {ERIEE KMS %4f , Wl Amazon ECR £ERiA
£ Amazon HERZH wAHEBBaws/ectl, BXEEFH KMS MEZNE#HER |, FEENIKF
rh B 22 Itk KMS 248,
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https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingDSSEncryption.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_DescribeKey.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_CreateGrant.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_RetireGrant.html
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- BIEERERS  REEERERENZRE.

- HEFKMS MBESEHSH KMS ZALEHEAN , BAXAEENFEELTR—MXEH,

+ Amazon ECR R RECIEMN RN NEHE . MREMERF Amazon ECR ERLZIKS # Amazon
KMS Z4AHBR , Amazon ECR &G RIX LR, MBHEIADFHENTREG , LR EERR
RIX EB TR, &8R4 Amazon ECR /et , EoCR M ENAE . EREHHRINER | U R R
B, MARBEZIEN. MBREFMER , Amazon ECR @R E[EEREN.

- £/ Amazon KMS Zf a4 —ENHZA. BXEZEE , S H@Amazon Key Management
Service Efto

- ERAXERSFREMZFTERM. BXEZER , 555 Amazon ECR Eff,

FTER 1AM R

BIZ S MIERE A Amazon KMSH# 1TIRSS 85w 22K Amazon ECR T ER |, FREMNREEURFEIEE
FERANESE KMS 247,

FRAERT Amazon ECR BHEZE Amazon EE X 4R 89 IAM R

BIAERT , R A Amazon ECR EMES B T Amazon KMS % | {BREE KMS 248 , N6
Amazon EERZ4 BT Amazon ECR 9, %A Amazon ECR By Amazon¥tE KMS Z4A 1Nz
FHEN , EAENEFHENZ AL TUERMEE LS A Amazon KMS &, EE , #kR#E
EEERY IAM ZREASIEE kms:RetireGrant PR, X0 LUE €122 F 6 E TR INZEl Amazon
KMS Z4A F B R 1o

LU 7RI 1AM policy AIERN NEXRBORNMEIAF |, L@RAFEERRE ANBNF# EmENRE
NIR, AAERARESHEER T MEF#HERN KMS B4,

JSON

"Version":"2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [

{
"Sid": "AllowAccessToRetireTheGrantsAssociatedWithTheKey",
"Effect": "Allow",
"Action": [
"kms :RetireGrant"

1,
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https://www.amazonaws.cn/kms/pricing/
https://www.amazonaws.cn/kms/pricing/
https://www.amazonaws.cn/ecr/pricing/
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"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"
}
]

FREFREEZHANPEN IAM R

ERAEFEERHACRSA Amazon KMS IZ RN FRER |, SR FRENAFHARLARE
KMS BB IAM REEAVIXER.

SIZB 2K KMS Z4Art , BUUERREREZARM Amazon KMS 12 | iA]UIEEBCHE
AR, NERKFAEEATUEEEFRENES , KMS ZANBHARMBAATFIKFHRAF
Amazon KMS TR ER1E. AT ARZARBRMIAANERENR , EELRNEABRAFPRTEE
KMS ZHHNR. EAF KMS 40X A TIRE Amazon ECR BYiER , BRI LAY kms: ViaService 5
BRI EE—RBER, ecr.<region>.amazonaws.com

LAUR RAIZ4AKBE R IEE KMS B4 Amazon IKF (BRAF ) #E 7 X KMS BN T2 HRINR,
BRI RAIZAFEBNEZELR |, 52 Amazon Key Management Service FF & A R IR 15
18 Amazon & #1/5 A IAM KB

JSON
{
"Version":"2012-10-17",
"Id": "ecr-key-policy",
"Statement": [
{
"Sid": "EnableIAMUsexPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": "kms:*",
"Resource™: "*"
}
]
}
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https://docs.amazonaws.cn/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.amazonaws.cn/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.amazonaws.cn/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
https://docs.amazonaws.cn/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
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BR T X EM Amazon ECR R R4\ |, BIZF#EKN IAM A
Fkms:CreateGrantkms:RetireGrant. IAM &K Amazon K& LTEE .
FMkms :DescribeKey X R,

® Note

kms:RetireGrant RAFUNMEICIRZMENA A EH IAM policy

i, kms:CreateGrant # kms:DescribeKey PR A LUFRINZEI KMS Z24A HY 2347 SR RE =4 A
BE#ENAFSIAEKN IAM policy ., B> Amazon KMS IR THEFRENESZEER , S
% {Amazon Key Management Service FF X E#E®) FH Amazon KMS API X R : #REMZE
BEE,

BUR R4 IAM policy AIE N RBARBEAN MBI A/, LBERAFAEZE R INEZENF#EmENRE
R, HFETHRF#ERRBREEE. JMERRRSBIEER T INZFM%ERN Amazon KMS key o

JSON

"Version":"2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid":
"AllowAccessToCreateAndRetireTheGrantsAssociatedWithTheKeyAsWellAsDescribeTheKey",
"Effect": "Allow",
"Action": [
"kms :CreateGrant",
"kms :RetireGrant",
"kms :DescribeKey"

1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"

}
1
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https://docs.amazonaws.cn/kms/latest/developerguide/kms-api-permissions-reference.html
https://docs.amazonaws.cn/kms/latest/developerguide/kms-api-permissions-reference.html
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BIRFM#ER , RIFAFERSEP5E KMS Z4

£/ Amazon ECR ##| At E#ER , B UBEFNR , AFAFERBEEENZN T X4
FIHEFIEEN KMS 4. LT IAM policy REIERT EAZES &85 H KMS 243 3 B FTERIX
PR o

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"kms:ListKeys",
"kms:ListAliases",
"kms :DescribeKey"

1,

"Resource": "*"
}
}

1542 Amazon ECR 5 Amazon KMSHY &,

Al LA Amazon CloudTrail 3R ER Amazon ECR TR &% Amazon KMS BIiER., BEFH
CloudTrail BEXBSEMH L TXH4A , ETiR50.

Amazon ECR & LT X

MEETY R-AESERFNBRENREN. SEENBRHENERPIENFE LT, 20
nE Amazon KMS B3R INE £ T XA ER MFZLTE, BEEZHE , S45E AHRBRNINE LT 3o

EX M E R GenerateDataKey MEZiER F , Amazon KMS Amazon ECR £/ EGH AN B ¥MEXT #Y A
BETX , AFPRE#EMEEEAN Amazon S3 Fi#E. MU TREIFFR. EMHFT2TNL , BE
HASHWME L TX2EEMEMF.

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-
fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09eef33fc3df",

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"
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https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
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}

BELMERAMNZE ETXEFIHEZMAE ( H/20H Amazon CloudWatch Logs ) HiR BllixX L& hn 2718
£, AMERNRBEANRNPWRNEZMH, Amazon CloudTrail

Amazon ECR INZ L TX@EWmNEH—EX,

« aws:s3:arn - F—NEM - EXIRREFEENE, B2 aws:s3:arn. {E= Amazon S3 FEEH
Amazon Resource Name (ARN),

"aws:s3:arn": "ARN of an Amazon S3 bucket"

flan | MREFEMEFEH ARN 2 arn:aws:s3:::us-west-2-starport-
manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713¢c75b6fd6d318740e70327aaa3ed5d09e@ef33fc3df ,
nz £ R 3CFaFEATX,

"arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-
ba987BUCKET1/sha256:a7766145a775d39e53a713¢c75b6Td6d318740e70327aaa3ed5d09eef33fc3df"

- aws:ecr:arn — B Z=NEH - EXNRIREHEEMN Amazon Resource Name (ARN), &=
aws:ecr:arn. ERF#ERN ARN,

"aws:ecr:arn": "ARN of an Amazon ECR repository"

flan | REIFER ARN 2 arn:aws:ecr:us-
west-2:111122223333:repository/repository-name , & LT HBFU T,

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

HEHE

ERAEE AR Amazon ECR Z#ER |, MIRE#ECSKIMIER , 18 Amazon ECR F3EFER A NE
FHEE KMS Z4ARENR , BRI THIREE,

The repository [{repository-name}] has been deleted successfully but the grants created
by the kmsKey [{kms_key}] failed to be retired
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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REXFERE , LA SBUEN F#ER Amazon KMS 1%,

FHECEXN ZMEER Amazon KMS ##Z1X

1. FIHATFTFMEER Amazon KMS ZAERN. key-id BEBEEENEH B KBNS IRF, 4
ALAfEALlist-keys I HKF PRI EXFHHHNEFIEERN KMS %41 Amazon ?%"“‘t&.%ﬂ %l]
EFEER KMS 4,

aws kms list-grants \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc
--region us-west-2

#8238 EncryptionContextSubset AR F & EEH Amazon Resource Name (ARN), XA
ATHRERMIZATHBMNMRNRELBEFEANTEN. Grantld BEFET—FSHERARNEE
Ao

2. HUBRNF#ESRMNE Amazon KMS ZHMBIURN . FNEZRNGrantId L — S H P RYRR
IDo

aws kms retire-grant \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc \
--grant-id GrantId \
--region us-west-2

Amazon Elastic Container Registry B4 M £ 58E

ETHMERETHESMNITNNTEE , H5EAmazon Web Services BRE “” Amazon Web Services R
£ R “REMITRIXI 2 HBE” QUZJ&?%"‘ BB EMiTR. Amazon Web Services RS Bx
—mREL , FSREMITX,

O LA TEE =S FitRkE Amazon Artifact, BEXEZEE |, HSRFH “TEHIRE" Amazon
Artifact,

BTEEH Amazon Web Services RS R EMTERUR T EWEBIBENBEME, RLARNEH B
IRERMEENZEN, BXREBEFEANNERATENEZEE Amazon Web Services RS |, 5
EAmazon &£ X4,
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/security/
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Amazon Elastic Registry RV ERMIEEZ &M

ER—IEERS , Amazon #MREEMEZ Amazon £ERMERLHWRP . BX Amazon 2R
SR A Amazon RF EMIRENEE , 2 HAmazon &2, EFAEM LTSN RESEK
SRiZITIRE Amazon 338 | i3 S Amazon ecurity Pillar Well-Architected Fram ework ##9 Eitii%
KR

O LAEH Amazon EX Y APl A RBEM%& 15 R Amazon ECR. BEFRM4MEZHUATRHER :

- RRERREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLAERR (PFS) WHIBEH , Hlin DHE ( et Diffie-Hellman ) 5 ECDHE ( I B4 [ #h
% Diffie-Hellman ) « AZHINNRRE (W Java7 RESRAE ) BRI LER,

BRI LANET R AL E H X L API 4 |, {8 Amazon ECR A*XEHETRFENIFRIKE  EFoLla
SETRIP it fIBR&, BIATAFERAT S ECR R RKEFHRKBEBFELIRELMMER ( L EE
VPC ) KimT REFE VPCsKin T KGR, SKFRL | XA A4 E Amazon ECR BRIRHIM &R
B EMERHEE VPC RETTK. Amazon BXEZEE , HSF Amazon ECR #0 VPC KimTi
= (JAmazon PrivateLinko

Amazon ECR ##0 VPC 4 i%¥ & ()Amazon PrivateLink

&AL Amazon ECR ELE R EA#EO VPC ik A tE VPC Z RN, VPC KinT Sl —IH
ARIBMHZF Amazon PrivateLink , iZFEAREREEH APIs BEFAE IP #bik ( HE IPv4 3&E IPv6 ) FA
BiG[E Amazon ECR. Amazon PrivateLink &8 VPC 1 Amazon ECR 2 [BI#Y Fir 8 M %577 £ BR H I
TEHMLEE, BLEEELBRMMIX, NAT REZFFEBDFAEMX,

A2} Amazon PrivateLink Ml VPC £ixT QNEZ(ES , FS 50 Amazon VPC AFERHH VPC &

Ll =4

um-lj A Xel
Amazon ECR VPC i S HEZ B
£ Amazon ECR Bt VPC i S 2B , iEEE TS ;

« EAWHEETLLDH EC2 324 E# Amazon ECS £%E M Amazon ECR 2 E &% , FH L D%
ECS 8I#EQ0 VPC ART R, BXEZER , BH (U@ MARRSFAREER) FHED

B e

VPC 4% & (Amazon PrivateLink)

« M Amazon ECR 12BN AR HE KM Amazon ECS % ( £ Fargate L& ) JUBN @ EESWE
SHAT IAM BAERMEHE  REXNEFSEANSE VPC MERSEAKN VPC WRWiGR,. B
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https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints.html
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*XEZEER , 1§25 Amazon Elastic Container Service FF & A R8T H A TiE S # 06 S 2H
Amazon ECR &% Fargate SR A% IAM R,

« KEINE VPC i S LA XA AW O 443 LR EH VPC WIAE FMHE AERE,

- Amazon ECR VPC LRI MRS (IPv4 R IPV6 ) 3EHE, HBIEWE VPC KT AR | ©
A LA ERE N X A AN 3t IPv4 F IPV6EATS IP st

 VPC iR B B A% # Amazon ECR X B FE. %fﬁﬁéé‘ﬁﬁhﬂﬂﬂﬂﬂ%‘ ‘VEREIEERS VPC
mRMNTR-XENIEF®HER. BXESEE , H2H FLEEMES Amazon ECR A B E#M
rKEL.

« VPC AT S X #FET Amazon Route 53 Amazon 12t DNS, MR EFEFE A BB DNS
A LAER S DNS ¥k, BXEZELR |, 1551 Amazon VPC AFEEH K DHCP kI,

- MRENARIBZEES Amazon S3 WWIIEERE , WIEHRI Amazon S3 Mxim [l , HEEUgESE
Zohi, EReL R FelE—MER Amazon S3 MXim RBIHET VPC %J‘H Amazon ECS &
BEHERBRTIBEIZH VPC,

- BXER %ﬁ?&ﬂlﬂﬂ'ﬁ%ﬂi R, REER Amazon ECR B & R &T Amazon PrivateLink &
A#EO VPC kR , BEERER— VPC HRIB—NEE NAT X AEFH , AEFHEEKRMAKN
FIEHIERENTAE FMEBEE NAT Mx , TEFRIBEEEIF. BENERRERTEELLE
B, BEXEZELR , B2 ¥ Amazon Virtual Private Cloud RS HZ S - NAAE FMi5E BBk
Mo

« NTFEEBEL FIPS 140-3 B INZEERH TEE , Amazon ECR X#F VPC KimTi K #Y FIPS
QXJ.IJ.I-H-

Windows K& FEEM

BT Windows BERGENRBBEZ T NIERFMEES KWEHEF, IRERLT , HEF Windows

HHBHEIEE Amazon ECR FER , 38X EMGNETWEE  RACIEANABE. S04
B Microsoft 128 , M Microsoft Azure Efiig PR BATE. Hit , EFEBE[8EBM Azure
REUXLENTE | BRTHIE VPCIRaA 2/ , EEEHITHMS R,

H IR Windows SR & # A E| Amazon ECR B, ATLUEN A Docker SFHF#HEFH --allow-
nondistributable-artifacts friICBELITHR. BAE , HiFIESFF T EHIEE Amazon
ECR , M\MiX &G 7] LUBEE VPC % 2 M Amazon ECR 1£EL , M EE I F 8] Azure,
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/A Important
£/ --allow-nondistributable-artifacts #RIEF 2 HEBRIEE ST Windows B ESE A
BB HERRHI LS ; BFEERT Windows IBEUBANRRE=1FEHH K. AFELE
CHMERER,

E7E Docker ZEH B AILIRIE , BAFENR Docker ST B IEE B X4 , BIFEM Docker T3 |
ZBLE X 48 & 7 BATE Docker Engine #2 THIRERERMXEFEE , t VBN EERE C:
\ProgrambData\docker\config\daemon. json XH& &,

LT RAEREN RS, FEERNENGREAIIEPNF#E URD

"allow-nondistributable-artifacts": [
"111122223333.dkr.ecr.us-west-2.amazonaws.com"

&4 Docker ST HBEREXHE , BLAEZRHEE KRB ZBIEHS 30 Docker FH#HE. BEIRIE
EMERBHEAINECNFREE  BAEETHESRER,

® Note
Windows BB EMERE X, EAKFSHIEKHEENE , HFE Amazon ECR H3E hnix L&
BEBENEFERAR, HTXEREA , BATEVANTE™ & R k1 LU 2 ¥ R 6 (B M52 76 B
ARt E R R, flEn , £ Amazon ECR FESZfE , mcr.microsoft.com/windows/
servercore &M K/PAN 1.7 GiB,

3 Amazon ECR #1%2 VPC &=
E N Amazon ECR fRE 812 VPC iw & , i5f# A Amazon VPC AF BT 6IEE D KA TR,

Amazon ECR VPC & iw¥5 RZ X HEAR (IPv4 F IPv6 ) iE#E, HEGIENK VPC KixTTREt , 4
ﬁﬂJ&LIEELLWiAi&iﬂ: IPv4 7 IPv6 #AH IP i&iﬂ:ﬂ’]umzo LR T R RIEEN EF F imAY M 4 B E A
LumT KAYIIEE , RN IP RARBARE,
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MRIEMAE IPVAXRERR VPC KT RAFEEBITHKL LT R, WALMERIMBLIHT SR
R HEREE | :E%ﬁﬂ?i%ﬁﬁ’ﬂf(iﬁﬂ%ﬁﬁ”‘*ﬁo PRSI RL T /B, FRAEKN VPC M+MX
BEEERAN IP RAE. SIEIHERRRE , WO ERZHE IPv4 M. IPv6

RERFEILS® EC2 £4] E# Amazon ECS & EZE R A Amazon ECR 4w = Amazon S3
< L im T Ko

FERAFEARA 1.4.0 HESRATE Fargate EFEER Amazon ECS 5% E Amazon ECR VPC i
KF Amazon S3 Mxif Ko

FRAFAMA 1.3.0 RNERRAE Fargate LIEE M Amazon ECS FEREE

cn.com.amazonaws.cn-northwest-1.ecr.dkr Amazon ECR VPC i & F Amazon S3 MXiR R,

(® Note
tIRmRNIAFEREE,

cn.com.amazonaws.cn-northwest-1.ecr.dkr
Itiw R F Docker SEfft&R APls, ##0 push # pull X## Docker & Fiman o LI =

EoIZtim R et | B3 AFAE DNS FHlB. Akt , FRAEESIE VPC war , £ Amazon
VPC Eﬁuﬁﬂhiﬁihﬁﬁﬂﬁ DNS B FRE,

cn.com.amazonaws.cn-northwest-1.ecr.api

Itin R A TX Amazon ECR API #1TH . API#&4E ( #0 DescribeImages #
CreateRepository ) #Z i =,

ERIZB I At |, B LLUER S BFAE DNS 418, 622 VPC imant , @7 VPC #2#A&
EREAFE DNS 2, IS AIRE., MR EHN VPC KisT 25 AFE DNS A , HHE
By SDK = E# Amazon CLI Bl MA , SMEEEA SDK =% Amazon CLI R LHE R ELmT K
URL,

MREZHALE DNS ENEBHEFERANR 2019F 1 A 24 HZ B AMA SDK 2019 F 1 A 24
H 2 81 % Amazon CLI fRA |, MAFER - -endpoint-urlSHREEZEOALKETR. AT R
&R T iwmA URL B9 =,

aws ecr create-repository --repository-name name --endpoint-url https://
api.ecx.region.amazonaws.com
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MRERRN VPC i 2/ AFE DNS 418 , MATER --endpoint-url SHHAEEEORKS
EI\J VPC f-”-'/g\ IDo L)\TT‘{&'JM.KT\T%/\\\ URL E’J*%Eto

aws ecr create-repository --repository-name name --endpoint-url
https://VPC_endpoint_ID.api.ecx.region.vpce.amazonaws.com

12 Amazon S3 M ><if &

FFM Amazon ECR £EEIFAEHE&HEY Amazon ECS 1£5% , &4 A Amazon S3 BIEMXiER . HM
BIEMxiw A , AN Amazon ECR 5 Amazon S3 RE#ENEBRE. HAEIM Amazon ECR Tﬁ
HHe "Eﬂ‘MZ\ZJﬁ\ifilﬂ Amazon ECR FeEREVRBIE L , ARG Amazon S3 FRE THERRREBRE. XU
TR EEE Docker HREH Amazon S3 Zfi&#EH Amazon Resource Name (ARN),

arn:aws:s3:::prod-region-starport-layer-bucket/*

(® Note

R A Amazon ECR g2 IR VPC KixT R , M EE R EINHEMR Amazon S3 Mx
OLiRT R, BXEFEMAEE |, BESHR S3 X4,

£/ Amazon VPC R F 18R K 62 W < im X2 N Amazon ECR #IZLLT Amazon S3 MK i &
EOIBRmAR , BE4NEMN VPC EERAR,

com.amazonaws., region.s3

Amazon S3 MKk /EA 1AM policy X AERRFIX RS THR. ATAEAT 2GRN RERE
HRNEEES 1AM SEZHHA IAM AP REEFIRENEMRGMDAER TR, MREF
Amazon S3 1Z& A& 17 R X PR BR # F Amazon ECR FTEHHKIENRER , #FZ 1 Amazon ECR By
Amazon S3 FERRIENR,

Amazon ECR #J Amazon S3 F# B & ENR

Amazon S3 Mk 2 EA 1AM policy X AR RFIX ARSFHIF R, E{X AP Amazon ECR #J Amazon
S3 FHMRENR , BENHIBIE IAM policy X 48t , BR&EIX Amazon ECR A # Amazon S3 &
e 8 Y 1 (B AR o

TRERT Amazon ECR FIER Amazon S3 FEME RSN R
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R iR

arn:aws:s3:::prod- region-starport RHIBTEEA Docker EBRER Amazon S3

-layer-bucket/* FHEB T ENR. &R Amazon ECR X #FH
Amazon X XIGIRREF |, FlaNXERED ( B

arn:aws-cn:s3:::prod- region- %M ) KM us-east-2 .

starport-layer-bucket/*

5l
BAUTR 7R 515% BB anfaT 42 44X Amazon ECR & /EFFER Amazon S3 FEMHY 15 R X BR .

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]
}
]
}

#7 CloudWatch B &&=

£ H Fargate Bz Amazon ECS EHFFE & BIE com.amazonaws , XEFFFERAZE BN
MX# VPC , Bt {EHawslogs CloudWatch B ERZIFEF R AELKIEAERESE. region.ogs #NO
VPC CloudWatch AELwmT R BEXEZEE , 5 H Amazon CloudWatch Logs F F 15R8 H HYfF
CloudWatch B&EE5# O VPC KisT 2l aFE .

3 Amazon ECR VPC i &= 6 2 i & 5K B

VPC i QIR EE 2 — T IAM BHREKEE | B2 012 58 ik R E'J“H%'EBT‘UJDZE'J MR MREEGBRLIRT

KERKEINEEEE , Amazon NN EM M AR TE TR RSZSHRIARE, KRBT BZHERA
F%N%IRH&%%EE’J%N%O KRR EE , ATESME ,\\\¢Rq?aiﬂﬁ%iﬁ?fﬂgiﬁlﬂo Ui R B
HMEKF JSON BARE, BXREZER , 2 W (Amazon VPC B #Em) FHER VPC ik Si%
Xt AR S5 B 15 R X R
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BMNEWELIZ - IAM BIRREE | FRZREEE AT M 0E M Amazon ECR VPC iR

THERHT Amazon ECR Bim SRR, KRB IFISE IAM &M Amazon ECR FIZENE K.

{
"Statement": [{
"Sid": "AllowPull",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
1,
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
1,
"Effect": "Allow",
"Resource": "*"
1]
}

T TET A e SR 5 B 7S 451 B L B B 4 XE RO T i

{
"Statement": [{
"Sid": "AllowAll",
"Principal": "*",
"Action": "*",
"Effect": "Allow",
"Resource": "*"
},
{
"Sid": "PreventDelete",
"Principal": "*",
"Action": "ecr:DeleteRepository",
"Effect": "Deny",
"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
}
]
}

THNR QUK REFEARANROIAS D — N REH,
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"Statement": [{
"Sid": "AllowAll",
"Effect": "Allow",

"Principal": "*",

"Action": "*",

"Resource": "*"
},

"Sid": "PreventDelete",
"Effect": "Deny",

"Principal": "*",

"Action": "ecr:DeleteRepository",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
},

{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"

I
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
1,
"Resource": "*"
}
]
}

&2k Amazon ECR Y VPC i S 5K B

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &

ESMERP , EEKR

MR E&E N Amazon ECR ¢l VPC w2 , 52 I Amazon ECR 8|2 VPC % &
ERERRBAMEIN Amazon ECRVPC IR , REERFEN TH 0 PERERBET
R RE R X R 1T E Ko

IR REFUARTERE,

2
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HEFM

BEEESEAENFRRGE, #HR, EXIMER VPC KR, BR , BUNESERAEN FRFE
A VPC % R

B 1L 85 AR 55 0B B R

BARERER-—IMLZEMEE , DFERRENMTRRNAAESIBEERESNRNKERITZ
BRI, EH Amazon , BERSEFAIRSSBRILNEIFRE, — MRS ( FURS ) BA S —TURS
( BRYVARSS ) Bt , TRERREBRSEL, TEURNBERARS  ERAENRAEREMRER T ZERST
MBEHRRRH T AN S N EFNERETERE. AHEXMER , Amazon RE AT HBIERT AT
ARSHBENTE , MXLERSPHRS EATRTRIK S R R

ENMNBNERBEREPER aws : SourceArn 5 aws : SourceAccount £R&£HF L TIXE , LR
#| Amazon ECR N EMRSRENERIHRNRE, MRERFEF - NMNREEBRS G RIMERE
B aws:SourceArn, MREEARFZIKF PN E MR ESERS FERREMRXRE  BEH

aws :SourceAccounte

BuEERERBRERN G EREM aws: SourceArn £ &4 L TXEMNE R ARN, R
THERRNTE ARN , REFEEEESMNER , BHX ARN RAF S EAFEBRFFH (*) W
aws:SourceArn £F E X &M, #lW0 arn:aws:servicename:region:123456789012: %,

8 aws:SourceArn BEFSEM, ID , il Amazon S3 2+ ARN , BATEAF N BEEL
T SUESR R EIR R o

aws :SourceArn KY{E A ResourceDescription,

LR RBIERT t{a £ Amazon ECR F i ERKBE P AYaws : SourceArnfaws : SourceAccount®
B&#H £ T XZAR ALY Amazon CodeBuild 5B 5iZRE ERXFTAER Amazon ECR APl 4E , E
B3 BT BABR IE HPUR ELAV AR B R &,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
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"Principal":{
"Sexvice":"codebuild.amazonaws.com"

},

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Resource": "*",

"Condition":{
"ArnLike": {

"aws:SourceArn":"arn:aws:codebuild:us-
east-1:123456789012:pxoject/project-name"
},
"StringEquals": {
""aws :SourceAccount'":"123456789012"
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Amazon ECR l&5#E

BRI LUBE T S s R 8B Amazon ECR API £/ F:/R CloudWatch , I B# & ER B S ECR

W REHIE N HAE N AR, 8 F R ERR. ibéﬁl'l'%lﬁéﬁﬁﬂﬁﬂ , LERIFRIFAEEEH
FiFith TR API RSN . Amazon ECR B REIESE — % # CloudWatch B3I XixEl, BXHNE

%S & CloudWatch , % Amazon CloudWatch F F ¥/,

Amazon ECR £ T API BERAtER , XEERERA TR, EEMHENFEGRIURE,

B R4S Amazon ECR MIEH Amazon BERG R AT, TTAMNMERNERAKI D, K]
BUUEMER Amazon SRS RV AR A RS ZRRSE , LEELIZ JBRER UL ER 1T
o AT , HFF R Amazon ECR 281 , BN HIE —MERIT R FAE 1T R P E 2T 5 R

o SORFEERMRLE FIR 2
 MEERIXEEBIRAY SRR a0 2
R ERMLERTE?

- R
o HI

RHTHRES?
XA MIE A ?

T—% , BIEFTENAMFTREARIZLH TUEME , EENRRHEITIEE Amazon ECR HaEHNE
o YR Amazon ECR BY , FEAEMEKE , UEFEBESHOEEREH#HITHR , BELEERE
MEREXMMERE , HRITHREBN S %,
£
« AL Service Quotas HIREEHR
« Amazon ECR A £1E#x
« Amazon ECR AER&E
« Amazon ECR FH#EER
- 5% ECR E4# EventBridge
- A3k Amazon ECR ##4E Amazon CloudTrail
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AT {14t Service Quotas FH1i& B Z1R

& LAER CloudWatch #2H A EMNE R ENRSEH , HEFENLRERAESRSERAIN LLIE
Mo AR EER , MM EETE A [ EREEA,

TP BR S5 LA 5 i 4 1 0 1R B B3R

1.
2.
3.

$TF CloudWatch ##|& , Bt https://console.aws.amazon.com/cloudwatch/,
ESMBERF , EFER,
ErFEEIRETFL  RBAE , ABEEZE Amazon BiR,

KRR SRS EH A BRI R
B ER - NMERF LN EIRE,

ZRREREYHIXZ Amazon BENERER.
ENRSEFFMBIBR , BHITUTERE

a. 1%&#% Graphed metrics ( 28R ) EIF,

b. ERBMFHRIAN, MNEXRERFIH, RREMTH , BFAFET , WA
SERVICE_QUOTA(m1),

XEEEARFRIN—NT , HETRENRDPR IOV ERNRSE S,
ELRFIBOENEREELNLEGTHE , BANMFHRIAEXHERZHE SERVICE_QUOTA XRiA
R MWFHFHHMREX , 5 H m1/60/SERVICE_QUOTA(m1)*100,

(i) BiRE—NER , WEERARSOEIM @EBLEBH | ERITUATRE

a. 7£ m1/60/SERVICE_QUOTA(m1)*100 1T EHYIR/ET , EBREHREIF. ZEFFRZRGE—
£,
XHERERGER@E.

b. EXHT , BREBERENEDS , HFH Expression! RIEEAKF. EZTT , #A 80,
XNSIE—NER , YASBIETMN 80% i , ZEBIRM#H A ALARM R,

c. EERT—Z,

d. ETF—TL, &EHE— Amazon SNS EEHKGIE — N EB, HBHRI A ALARM RSHT
Mt FBREEH, REEET—F,

e. ETF—NL, WABRNEHNER , AREET -5,

f. EEREZER.
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Amazon ECR HE1E#Fr

&R LAEA CloudWatch fE A B E#RKR T B ENIKF N ERERAER. ERAXLERE CloudWatch
RAMURREATRCEHBN RS ERBER.

Amazon ECR A £E#5 Amazon RS EFEN N, S EEER , L EFAERITRS BEAT G
BERHER, X Amazon ECR RIANRFEITNEZELR |, ESH Amazon ECR IREZELH,

Amazon ECR £ Amazon/Usage i f Z= 8 F & A T E#rR.

FEFR R
CallCount MNEZEK PR AP RIERIE . BRESEIRBRNEEE
X,

IERSERANSITTEER SUM , RREXBERAXBAMERE
EHNENEM.

T4 ERT {1t B Amazon ECR X A E2IER.

HE R
Service TERRFRM Amazon RS EFr. XtF Amazon ECR A&

PR, W4EERER ECR.

Type EEREHRANERE, B, Amazon ECR AEEHRNE—F
MIEN API,
Resource EEETHRFRNER, BEl , Amazon ECR £ REBEXAT

AP| #1EHY API FH;E’H.:. o

* GetAuthorizationToken

* BatchCheckLayerAvailability
« InitiatelLayerUpload

* UploadLayerPart

* CompletelLayerUpload

* PutImage
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% iR
* BatchGetImage

* GetDownloadUrlForlLayer

Class FRIRERH AIRAIZE, Amazon ECR BRI EHESE,

Amazon ECR AE# &

Amazon £t #& A Cost Explorer W& E T E |, E&EEHB 2 HT Amazon ECR RIRH KA MEATE
Mo

£ Cost Explorer EE AN K ANER R, BAUEFZH 13 MNANKE | AMNEEZETR=A
BRTAIBE=E N, B LUEA Cost Explorer EF A X —ERITE R TE Amazon BIRFHEMZAKN
B, BESEH —SERANSFEUAREETRT 7THRENBRANBE, &7 IEERENRIEE
B, H@RXHRAEFEHEHE.

BAMAEREPHITERTEE REMHE Amazon ECR #RENAE. BXEZEE , B3H irid &
BAETIT %

AR B Amazon RANFERABERIBRENEZEL |, 550 (Amazon Biling BF#E™E) F A Amazon
BRAMERABRIRS

Amazon ECR & E PR

Amazon ECR @1 5 # CloudWatch & F 6 FEREITEIS R, Amazon ECR Bir#iES
CloudWatch £ 1 2 ¥ Bz X% 3. BXxHEZE LR CloudWatch , &2 Amazon CloudWatch F
P

F&:

- 3 CloudWatch $E#5

- ATRENRT4EE

- FAEFHAEE Amazon ECR #845 CloudWatch

B B CloudWatch E#r

Amazon ECR BB ZIEFI B F @ ENFRERER. TENTEAFHSR,
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A AiERAEE

LLTE 7 5T Amazon ECR KiE4 T S CloudWatchfyisFrFl4EE

Amazon ECR 18#%
Amazon ECR Rt 7 A T 5 F i EMNEIR. B LNER BT
AWS/ECR & Z R 2L T HERR.
RepositoryPullCount
X 7 FE R Gy BRI BUX K
BEM4E : RepositoryName,
BERRTHIE . F9E, &/ME. ZKE. BiHAEEAY. SEANSITEREN.
B4 B,

Amazon ECR 18RI 4 E
Amazon ECR 1E#rfEH AWS/ECR & Z= 8 H IR EH A T4 E M IER.
RepositoryName

I 4 2 R 018 R S8 0 45 TE 7 B R PR B B R BE SRV B

FERES S EEFH Amazon ECR #E#r CloudWatch

& AT LATE CloudWatch ##l& E&EH Amazon ECR Fi&FEE#¥R. CloudWatch 12 & & BT X #& /Y 73 R it
TEAETEAENNE R, BXEZEEL , 1% Amazon CloudWatch FiF 1§,

I 5% ECR B4 EventBridge

Amazon EventBridge £ 8% SKH Amazon BRS B , HBEFMNRGEEH , IR AEFTAY
FMBREFEER. KB Amazon RS HEHJLF KR EventBridge /&I E], &AL E 1 £ NIk
BREFENEY , AR ECESHCEEREANMRTHENCERE, TEIMENRESE

s FEHRMEBBEFI CloudWatch BEA
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« AABEE Amazon Lambda

@A Amazon EC2 21TH %

FFEHH 43 Amazon Kinesis Data Streams
& Amazon Step Functions R

- J&XH Amazon SNS E£& =, Amazon SQS RA %l

BEXEZER , 520 (D% EventBridge FAF#§®) EventBridge Y “Y Zi#h A 717

5k B Amazon ECR B RBIE 4

BT 2% B Amazon ECR N RHIEH, REXRBHREEH,

EXRBEREENSEN

BIMEBREETERE , FREUTENS. BXESZEE , 55 & Docker B H#EIXE] Amazon ECR
MEE#E,

"version": "Q",
"id": "13cde686-328b-6117-af20-0e5566167482",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T0Q1:54:347",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb4f46592d1fd3410c4a79dac4189e4782432e0378abcd1234",
"action-type": "PUSH",
"image-tag": "latest"

ZERIRENEH

ZREFRIUREN  RREUATEN, BXESFEE , B2 B LFIMERS Amazon ECR B *
ERES
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"version": "Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",
"detail-type": "ECR Pull Through Cache Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2023-02-29T02:36:487",
"region": "us-west-2",
"resources": [
"arn:aws:ecr:us-west-2:123456789012:repository/docker-hub/alpine"
1,
"detail": {
"rule-version": "1",
"sync-status": "SUCCESS",
"ecr-repository-prefix": "docker-hub",
"repository-name": "docker-hub/alpine",
"upstream-registry-url": "public.ecr.aws",
"image-tag": "3.17.2",
"image-digest":
"sha256:4aa08ef415aecc80814cb42fa41b658480779d80c77abl5EXAMPLE",
}

EXKEGRENSESH (EXEH )

NEMRBAEERPERE A8 MNEGABTAN , 2 X EUTEH, finding-severity-counts
SHPUREEMRFINE (MREE). fli, WRBEGTIEEM CRITICAL RFINLER , T4
IREMERIZXRBITER. BXEZELR , HS5 £ Amazon ECR P HERGEREERERS R,

(® Note

Bx/E AEEIE%E Amazon Inspector X N EHIFHAES , 152 H EventBridge I T
Amazon ECR H#t 1T m RIENEH.

"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",
"detail-type": "ECR Image Scan",

"source": "aws.ecr",

"account": "123456789012",
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"time": "2019-10-29T02:36:487",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-repository-name"

1,

"detail": {
"scan-status": "COMPLETE",
"repository-name": "my-repository-name",
"finding-severity-counts": {
"CRITICAL": 10,
"MEDIUM": 9

1,

"image-digest":
"sha256:7f5b2640fe61b4146592dfd3410c4a79dac4189e4782432e0378abcd1234",
"image-tags": []

BRTEBARNARNZEEBHNSEH (HEREH )

FEMREAEREHEE , YA THEBRRBENTRERXEERN , Amazon ECR NXEUTEH, X
TREECENFEHE, EEEANEEENRABENE [EBEEA THEBARYENEHEDQE
HMREGRETE, BXEZEL |, 535 £ Amazon ECR FHEMEGERFENERIA.

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0ab8638973bf",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:46Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
3,
{
"repository-name": "repository-2",
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"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

},

{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

}

1,

"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"

}
}

SEGMBRAE 4
MIBREGRIERIEATENH, BEXEZEER |, 55 MIBR Amazon ECR FHYERE,

"version": "Q",
"id": "dd3b46cb-2c74-f49e-393b-28286b67279d",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T02:01:05Z2",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe61b41f46592dfd3410c4a79dac4189e4782432e0378abcd1234",
"action-type": "DELETE",
"image-tag": "latest"

RIS LRI B

EHEGRASKXEUTEH, Ztarget-storage-classFERFIRE NARCHIVE, ZEHBIEE
MG EEERE  ATFHRREERHNANTNER,
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"version": "Q",

"id": "4fS5ec4d5-4desd-7aad-a046-EXAMPLE",
"detail-type": "ECR Image Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T00:58:097",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "UPDATE_STORAGE_CLASS",

"target-storage-class": "ARCHIVE",

"image-digest":
"sha256:1f98d67af8e53a536502bfc600de3266556b06ed635a32d60aa’a5fe6d7e609d7",

"repository-name": "ubuntu",
"result": "SUCCESS",
"manifest-media-type": "application/vnd.oci.image.manifest.vl+json",
"artifact-media-type": "application/vnd.oci.image.config.vl+json"
}
}
BGIRERENSH

MEFREGEE | FEAEUTEH, Ztarget-storage-classFERIZENSTANDARD, ZEHE
FE—NMNERBBRLXXRENENlast-activated-atF &,

"version": "Q",

"id": "7b8fc5e6-5ef5-8bbe-b157-EXAMPLE",
"detail-type": "ECR Image Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T@1:15:22Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "UPDATE_STORAGE_CLASS",

"target-storage-class": "STANDARD",

"image-digest":
"sha256:198d67af8e53a536502bfc600de3266556b06ed635a32d60aa7a5fe6d7e609d7",

"repository-name": "ubuntu",
"result": "SUCCESS",
"manifest-media-type": "application/vnd.oci.image.manifest.vl+json",
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"artifact-media-type": "application/vnd.oci.image.config.vl+json",
"last-activated-at": "2025-10-10T19:13:02.74Z"
}
}
R e gk E BRI B4

MEFHN R EERE (SEXNR , fltn SBOM, LHZHRIEH ) i, FERAUTEH, B

= , detail-typeRECR Referrer ActionA THEEENBBRIRIEXD XK. manifest-
media-typefartifact-media-typeFBRATIRREMEN R OEENIERE, ERREF ,
EfERE SBOM MR,

"version": "Q",

"id": "8c9gd6f7-6fg6-9ccf-c268-EXAMPLE",
"detail-type": "ECR Referrer Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T0Q1:20:45Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "UPDATE_STORAGE_CLASS",

"target-storage-class": "STANDARD",

"image-digest":
"sha256:198d67af8e53a536502bfc600de3266556b06ed635a32d60aa7abfe6d7e609d7",

"repository-name": "sbom",
"result": "SUCCESS",
"manifest-media-type": "application/vnd.cncf.oras.artifact.manifest.vl+json",
"artifact-media-type": "text/sbom+json",
"last-activated-at": "2025-10-10T19:13:02.742"
}
}
ETHREEFNEH

BMRUEREHTRE , RRELA TSNS, BXESFEE , B2 Amazon ECR R FABEREE .

"version": "Q",
"id": "c8b1l33b1-6029-ee73-e2al-4f466b8ba999",
"detail-type": "ECR Replication Action",
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"source": "aws.ecr",
"account": "123456789012",
"time": "2024-05-08T20:44:5472",
"region": "us-east-1",
"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/docker-hub/alpine"
1,
"detail": {
"result": "SUCCESS",
"repository-name": "docker-hub/alpine",
"image-digest":
"sha256:7f5b2640fe6fb41f46592dfd3410c4a79dac4189e4782432e0378abcd1234",
"source-account": "123456789012",
"action-type": "REPLICATE",
"source-region": "us-west-2",
"image-tag": "3.17.2"

REE R RMNVEH

MURE S RMET , FRIEATEH. result FERINITE FAILED , HttfHiRER TR

1§ /%\ ':Fl o

"version": "Q",

"id": "d9c244c2-7130-ff84-f3b2-59577c9ch000",

"detail-type": "ECR Replication Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2024-05-08T20:45:127",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-app"

1,

"detail": {
"result": "FAILED",
"repository-name": "my-app",

"image-digest":
"sha256:8g6c3751gf7gc5g47603eged4511d5a80ead5g901589354311489bde2345",

"source-account": "123456789012",

"action-type": "REPLICATE",

"source-region": "us-west-2",

EREESMHFA
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"image-tag": "latest"
}
}
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/A Important

KRIPAddress 2 & HiESREY IP sk, X FIRBE RS EHENVIRE |, IREFN Ut &2 ER
REMAZERE A Web R85, X TFHAIRS Amazon , XE 7~ DNS &%, ENEX Amazon
fR%5 DNS B## T T HRE , BINMSEREFIRR IP KRG 54K,

N
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- =l BIBRTFHEERE
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- =l EHEERRE

- =l EHEEURKE

o =l EHREMERRBIRE

o RO BBIFEIRE

- ~fl BEIRERE
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| BIREAE IR

AR RBIERT E RZCreateRepositoryi24ERY CloudTrail H&ER B,

"eventVersion": "1.04",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-11T21:54:07Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
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"accountId": "123456789012",

"userName": "Admin"
}

}
},
"eventTime": "2018-07-11T22:17:437",
"eventSource": "ecr.amazonaws.com",
"eventName": "CreateRepository",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"repositoryName": "testrepo"
.

"responseElements": {
"repository": {

"repositoryArn": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"repositoryName": "testrepo",
"repositoryUri": "123456789012.dkr.ecr.us-east-2.amazonaws.com/testrepo",

"createdAt": "Jul 11, 2018 10:17:44 PM",
"registryId": "123456789012"

iy

"requestID": "cbhb8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"resources": [

{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",

"accountId": "123456789012"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

T~ : 812 Amazon ECR 72 FERTH Amazon KMSCreateGrant API 24k

LTRBIERT —/ CloudTrail BE%KE , ZRBERTEBAT KMS IZEH1ER T /2 Amazon
ECR ZEf#FERTAY Amazon KMS CreateGranti®E, XN FENE A KMS MZRCIEBNE#E , BRZ
L2HEHREFEEFH N CreateGrant HESH CloudTrailo

"eventVersion": "1.05",
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"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIEP6W46J43IG7LXAQ",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"sessionIssuer": {

I
"webIdFederationData": {

iy
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-06-10T19:22:10Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2020-06-10T19:22:10Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"keyId": "4b55e5bf-39c8-41ad-b589-18464af7758a",
"granteePrincipal": "ecr.us-west-2.amazonaws.com",
"operations": [

"GenerateDataKey",

"Decrypt"
1,
"retiringPrincipal": "ecr.us-west-2.amazonaws.com",
"constraints": {

"encryptionContextSubset": {

"aws:ecr:arn": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo"

}I

"responseElements": {

"grantId": "3636af9adfeelacch67b83941087dcd45e7fadcse74ff0103bb338422b50553"
3,
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"requestID": "@47b7dea-b56b-4013-87e9-a089f0f6602b",
"eventID": "af4c9573-c56a-4886-baca-a77526544469",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/4b55e5bf-39¢c8-41ad-

b589-18464af7758a"

=~

AT RHBIERT — CloudTrail BEEKE , ZFRBERTEAZPutInageRIERN B G,

®

}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

D RRHEIAIRE

Note
HEEBEY | £9EFE CloudTrail BEFE
FlInitiatelLayerUploadUploadLayerPart, FCompletelLayerUploads|f,

"eventVersion": "1.04",

"userIdentity": {

"type": "IAMUser",

"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Mary_Major",
"sessionContext": {
"attributes": {

}
}
iy

"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

"eventTime": "2019-04-15T16:45:00Z2",
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"eventSource": "ecr.amazonaws.com",

"eventName": "PutImage",

"awsRegion": "us-east-2",

"sourceIPAddress": "Amazon Internal",

"userAgent": "Amazon Internal",

"requestParameters": {

"repositoryName": "testrepo",

"imageTag": "latest",

"registryId": "123456789012",

"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/

vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6acbdbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda®8f2a9cd698ca7e3dbbc44e6ab6e7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \'"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b0b08c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb@c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30ba®6c7bfla®c3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4cbhb19ca508750b15845a5d97becbhdlafe
\"\n },\n {\n \"mediaType\": \"application/
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vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \'"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeaf@b56e425ell1a50@afe42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaafelc802633bbd94849b9ab73926f0bas6cdae91629\"\n J\n
I\n}"
.
"responseElements": {
"image": {
"repositoryName": "testrepo",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6acbdbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda®8f2a9cd698ca7e3dbbc44e6abe7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \'"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b0b08c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb@c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30ba®6c7bfla®c3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
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},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \'"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4cbhb19ca508750b15845a5d97becbhdlafe
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf@29bb6315feeaf@b56e425ell1a50@afte42\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":

\"sha256:2b220f8b0f32b7c2ed8eaafelc802633bbd94849b9ab73926f0bas6cdae91629\"\n J\n
I\n}",
"registryId": "123456789012",
"imageId": {
"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e”,
"imageTag": "latest"
}

}

+
"requestID": "cf@44b7d-5f9d-11e9-9b2a-95983139cc57",

"eventID": "2bfd4ee2-2178-4a82-a27d-b12939923f0f",

"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

3,
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

R REREURE

RRBIERT — CloudTraill BEFKE , %% BERT A ZBatchGetImageRERY B & HIEL,

@ Note

HPEARGEY |, IR AR & EME |, B1E CloudTrail B &EH &R EE
GetDownloadUrlForLayer 5|,
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"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}

}
},
"eventTime": "2019-04-15T17:23:207",
"eventSource": "ecr.amazonaws.com",
"eventName": "BatchGetImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com'",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {
"imageIds": [{
"imageTag": "latest"
1,
"acceptedMediaTypes": [
"application/json",
"application/vnd.oci.image.manifest.vl+json",
"application/vnd.oci.image.index.v1l+json",
"application/vnd.docker.distribution.manifest.v2+json",
"application/vnd.docker.distribution.manifest.list.v2+json",
"application/vnd.docker.distribution.manifest.vl+prettyjws"
1,
"repositoryName": "testrepo",
"registryId": "123456789012"
I
"responseElements": null,
"requestID": "2alb97ee-5fa3-11e9-a8cd-cd2391aeda93",
"eventID": "c84f5880-c2f9-4585-9757-28fa5c1065df",
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
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"recipientAccountId": "123456789012"
}

~ . BB A BRMIRE

J'X-F/T_\W R 7 — CloudTrail BESKE , ZFBERTEGMAN REGEAHREANTMIE, B
HFEEHBEHFEREN PolicyExecutionEvent SREM L EHER,

LENREDABRKETKR , Amazon ECR 24K — CloudTrail B&E% B , HEHEHF
B ADryRunEvent , &M 5T 2B, PolicyExecutionEvent B NEHEMEXRR
DryRunEvent , A LAck i HE 754,

/A Important

BT &4 CloudTrail EHHA/NREE , IF 10 KREZE G I E G EAHHRIKEIR
¥ , Amazon ECR 2B X% ZMNE#H, CloudTraillksk , Amazon ECR 8 MNEHBSEZ S8
100 MR,

"eventVersion": "1.05",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

I

"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
"eventName": "PolicyExecutionEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"eventID": "9354dd7f-9aac-4e9d-956d-12561a4923aa",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"

}

]I
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"eventType": "AwsServiceEvent",
"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"lifecycleEventPolicy": {
"lifecycleEventRules": [
{
"rulePriority": 1,
"description": "remove all images > 2",
"lifecycleEventSelection": {
"tagStatus": "Any",
"tagPrefixList": [],
"countType": "Image count more than",
"countNumber": 2
1,

"action": "expire"

15
"lastEvaluatedAt": 0,

"policyVersion": 1,
"policyId": "ceb86829-58e7-9498-920c-aa042e33037b"
1,
"lifecycleEventImageActions": [
{
"lifecycleEventImage": {
"digest":
"sha256:ddba4d27a7ffc3f86dd6c2f92041af252a1f23a8e742¢c90e6e1297bfalbc@c45",
"tagStatus": "Tagged",

"tagList": [
"alpine"
1,
"pushedAt": 1584042813000
1,
"rulePriority": 1
1,
{

"lifecycleEventImage": {
"digest":
"sha256:6ab380c5a5acf71c1b6660d645d2cd79cc8ce91b38e@352cbf9561e050427baf",
"tagStatus": "Tagged",
"tagList": [
"centos"

1,
"pushedAt": 1584042842000
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}I

"rulePriority": 1

}
15
"lifecycleEventFailureDetails": [
{

"lifecycleEventImage": {
"digest":
"sha256:9117el1bc28cd20751e584b4ccd19b1178d14cf02d134b0@4cebbe@cc51bff762a",
"tagStatus": "Untagged",
"tagList": [],
"pushedAt": 1584042844000
},
"rulePriority": 1,
"failureCode": "ImageReferencedByManifestList",
"failureReason": "Requested image referenced by manifest list:
[sha256:4b27c83d44a18c31543039d9e8b2786043ec6c8d00804d5800c5148d6b6f65bc]"
}

R BEREERE

UTRBIERT —4 CloudTrail BE%KH , 2% BERT#FEMtargetStorageClassiREN
fUpdateImageStorageClassigEX B GHITEMHARCHIVE,

{
"eventVersion": "1.11",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"
}
}
},
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"eventTime": "2019-04-15T16:45:00Z7",
"eventSource": "ecr.amazonaws.com",
"eventName": "UpdateImageStorageClass",
"awsRegion": "us-east-2",
"sourceIPAddress": "Amazon Internal",
"userAgent": "Amazon Internal",
"requestParameters": {
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
.
"targetStorageClass": "ARCHIVE",
"registryId": "123456789012"
},
"responseElements": {
"image": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
},
"imageStatus": "ARCHIVED"
}
.
"requestID": "cf@44b7d-EXAMPLE",
"eventID": "2bfd4ee2-EXAMPLE",
"readOnly": false,
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

T~ BEIRERE
UTREERTERBGELEIRER CloudTrail BER B, IREEEGE , AERHNEH -
1. BEIERERE APl HRSEH
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2. LR RBRETHRABRSEH

API AHEH (XEEF )

UTRRBIERT EAtargetStorageClassixE N HYUpdateImageStorageClassiEERE B &Y
#0%R AP Y8 FISTANDARD. W RZfF B SRS E /R NACTIVATING,

"eventVersion": "1.11",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}

}
},
"eventTime": "2019-04-15T16:45:00Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "UpdateImageStorageClass",
"awsRegion": "us-east-2",
"sourceIPAddress": "Amazon Internal",
"userAgent": "Amazon Internal",
"requestParameters": {
"repositoryName": "testrepo",
"imageId": {

"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e”
1,

"targetStorageClass": "STANDARD",

"registryId": "123456789012"

I

"responseElements": {
"image": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"imageId": {
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"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
},
"imageStatus": "ACTIVATING"
}
.
"requestID": "cf@44b7d-EXAMPLE",
"eventID": "2bfd4ee2-EXAMPLE",
"readOnly": false,
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

BSEH (METK )

UTRBIERT REERBRETENERNESZTSM4., TBELHESHEHRFTEN
ImageActivationEvent REMIEHFKE, ZserviceEventDetailsHBoBEXRRERNE&
BRAGIR TS

W
2ol

"eventVersion": "1.11",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

},

"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
"eventName": "ImageActivationEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"eventID": "9354dd7f-EXAMPLE",
"readOnly": true,

"resources": [

{
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"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"

1,

"eventType": "AwsServiceEvent",

"managementEvent": true,

"recipientAccountId": "123456789012",

"serviceEventDetails": {
"repositoryName": "testrepo",
"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fcb6d3e",

"targetStorageClass": "STANDARD",
"result": "SUCCESS",
"imageStatus": "ACTIVE"

1,

"eventCategory": '"Management"

R BRG] R v SR AE

LR RBIERT —4 Amazon CloudTrail BE%EB , iZ%B&ER TOCI 118NN EF imf{ER API
REE R R OEESSERHIIR, Referrers

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-10-08T16:38:397",
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"mfaAuthenticated": "false"

I
"ec2RoleDelivery": "2.0"
I
"invokedBy": "ecr.amazonaws.com"
I
"eventTime": "2024-10-08T17:22:517",
"eventSource": "ecr.amazonaws.com",
"eventName": "ListImageReferrers",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {
"registryId": "123456789012",

"repositoryName": "testrepo",
"subjectId": {
"imageDigest":
"sha256:000b9b805af1lcdb60628898c9f411996301alcl3afd3dbefld8albace6dbf503a"
1,

"nextToken": "urD72mdD/mC8b5-EXAMPLE"
},
"responseElements": null,
"requestID": "cbh8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo"

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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£ Amazon ECR E##H x T E3#ElS Amazon £ H

Amazon BRHFT R EH (SDKs) IATHZRITHREEIES . SMRHTFRTEQHRERME API, KBBR
PIFIXHE , EFRAREBEBRMN AR ERESHRENARERF,

SDK 344

Amazon CLI

EATF Java B Amazon SDK

& A F JavaScript 89 Amazon SDK

EATF NET #9 Amazon SDK

EATF PHP #9 Amazon SDK

Amazon Tools for PowerShell

& FF Python (Boto3) B9 Amazon SDK

& T Ruby B9 Amazon SDK

ERAT SAP ABAP B9 Amazon SDK
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£/ Amazon ECR BYfX#8 Rl Amazon SDKs

T RBROIERT WA Amazon ECR 5 Amazon 47 XK EH4 (SDK) — 2,
Em AR U AERSPHRITELRRENRB RO,

RERKEEFNRBER , LTELTXHET. BALNBTRET BOMERAENRSEY , &7
LB HBEXZEN ETXERRF,

BX S Amazon DK F X BIEREAMNRB RN ZEIXK | ESHE Amazon ECR EEMHF A T EEE
& Amazon fEf, REBESTIEEXRAIINERLUREXRETH SDK MRARFHAEE,

FriaER

Hello Amazon ECR

UTREBREERT WA RER Amazon ECR.
Java

FEATF Java By SDK 2.x

(® Note
EBEZMEREE GitHub, # Amazon RIS RPIFHEFERTERS , THMMH
TRENZT,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.ecr.EcrClient;

import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.ListImagesRequest;
import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

public class HelloECR {
public static void main(String[] args) {

final String usage = """
Usage: <repositoryName>
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Where:
repositoryName - The name of the Amazon ECR repository.

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builder()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);
}
public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()
.repositoryName(repoName)
.build();

ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imagelds().stream())
.forEach(image -> System.out.println("The docker image tag is: "
+image.imageTag()));

}

- BXAPIH#HAELR |, 15511 (Amazon SDK for Java 2.x APl £%) i # listimages.

Kotlin

FEAT Kotlin 8 SDK

(® Note
EHEZHXRFEEL GitHub, 7 Amazon KB R EITFEEPERTERA , TN
TIRENETT.
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import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t otrimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
imageResponse.imagelds?.forEach { imageIld ->

println("Image tag: ${imageld.imageTag}")

- BX AP #4ER , H2H (Amazon SDK for Kotlin API &) H# listimages.
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Python

& A F Python B9 SDK (Boto3)

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:
Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)
client and list the images in a repository.
This example uses the default settings specified in your shared credentials
and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.

:param repository_name: The name of an Amazon ECR repository in your account.
print(

f"Hello, Amazon ECR! Let's list some images in the repository

'{repository_name}':\n"

)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(

repositoryName=repository_name, PaginationConfig={"MaxItems": 10}

image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
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for schedule_name in image_names:
print(f"\t{schedule_name}")
if _name__ == "__main__":

parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)

« BXx API FHEE |, 555 (Amazon SDK for Python (Boto3) API Reference) Ay
listimages.
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£/ Amazon ECR WY EZ /R4 Amazon SDKs

LUTRIERGRBERTWMMAER Amazon # R MR EM Z1E Amazon SDKs,
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Hello Amazon ECR
UTRBREETRT AFEER Amazon ECR,
Java

EAT Java B9 SDK 2.x

® Note
EBEZMXER GitHub, # Amazon SR BIFEEFEFERTRERG , T M@
TREMIETT,

import software.amazon.awssdk.regions.Region;
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import software.amazon.awssdk.services.ecr.EcrClient;

import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.ListImagesRequest;
import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

public class HelloECR {

public static void main(String[] args) {
final String usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builder()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);
}
public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()
.repositoryName(repoName)
.build();

ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imagelds().stream())
.forEach(image -> System.out.println("The docker image tag is:
+image.imageTag()));

}

- BX API #4ELR , H2H (Amazon SDK for Java 2.x APl &) & listimages.
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Kotlin

FE AT Kotlin 9 SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t otrimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
imageResponse.imagelds?.forEach { imageId ->

println("Image tag: ${imageld.imageTag}")
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- BX AP E4ER , H2H (Amazon SDK for Kotlin API &) s listimages.

Python

EHTF Python # SDK (Boto3)

(® Note
BB EZHEXEER GitHub, £ Amazon RIZRGIFMEERERTERG |, 7 #F N
TREMZETT

import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:

Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)

client and list the images in a repository.

This example uses the default settings specified in your shared credentials

and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.

:param repository_name: The name of an Amazon ECR repository in your account.
print(

f"Hello, Amazon ECR! Let's list some images in the repository

'{repository_name}':\n"

)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(

repositoryName=repository_name, PaginationConfig={"MaxItems": 10}

Hello Amazon ECR API M7 2015-09-21 272


https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/ecr#code-examples

Amazon ECR CAPiEm)

image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
for schedule_name in image_names:
print(f"\t{schedule_name}")

if __name__ == "__main__":
parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)

-« BX APIFAEER , H5H (Amazon SDK for Python (Boto3) API Reference) A#Y
listimages.

AR S Amazon DK F R EHREMRB RANTESIR | FSF0F Amazon ECR ER#AT R TEEE
& Amazon M. AEBREBERRANEEURBRTAH SDK iRANFEARES.

FEREETF AT EAS%Y Amazon ECR B EA HiR Amazon

LU I ROIE R T 04

- 8l# Amazon ECR .

- REFHEEXRK,

- WERFMHE URIs,

- 3REY Amazon ECR &,

- IR{E Amazon ECR 74 £ o B B K B .

« ¥ Docker BL{&#E % Z| Amazon ECR Zf& &,
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Java

FEATF Java By SDK 2.x

® Note
BB EZHEXEER GitHub, £ Amazon KB REIFHEPERTERG , T FMMAH
TIREMNIZTT.

BIT— 1M REXZS , B~ Amazon ECR By Ih&E,

import software.amazon.awssdk.services.ecr.model.EcrException;
import
software.amazon.awssdk.services.ecr.model.RepositoryPolicyNotFoundException;

import java.util.Scanner;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*

* This Java code example requires an IAM Role that has permissions to interact
with the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This Java scenario example requires a local docker image named echo-text.
Without a local image,
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* this Java program will not successfully run. For more information including
how to create the local
* image, see:

*

* /scenarios/basics/ecr/README
*
*/
public class ECRScenario {
public static final String DASHES = new String(new char[80]).replace("\0",
Il_ll);
public static void main(String[] args) {
final String usage = """
Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions
to access and manage the Amazon ECR repository.
accountId - Your AWS account number.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
retuzrn;

ECRActions ecrActions = new ECRActions();
String iamRole = args[0];

String accountId = args[1l];

String localImageName;

Scanner scanner = new Scanner(System.in);
System.out.println("""
The Amazon Elastic Container Registry (ECR) is a fully-managed
Docker container registry
service provided by AWS. It allows developers and organizations to
securely
store, manage, and deploy Docker container images.
ECR provides a simple and scalable way to manage container images
throughout their lifecycle,
from building and testing to production deployment.\s

The “EcrAsyncClient’ interface in the AWS SDK for Java 2.x provides
a set of methods to
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programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images
as part of their application

deployment pipelines. With ECR, teams can focus on building and
deploying their

applications without having to worry about the underlying
infrastructure required to

host and manage a container registry.

This scenario walks you through how to perform key operations for
this service.
Let's get started...

You have two choices:

1 - Run the entire program.

2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of

this program that did not complete).

")

while (true) {

String input = scanner.nextLine();

if (input.trim().equalsIgnoreCase("1")) {
System.out.println("Continuing with the program...");
System.out.println("");
break;

} else if (input.trim().equalsIgnoreCase("2")) {
String repoName = "echo-text";
ecrActions.deleteECRRepository(repoName);
retuzrn;

} else {
// Handle invalid input.
System.out.println("Invalid input. Please try again.");

waitForInputToContinue(scanner);
System.out.println(DASHES);

System.out.println("""
1. Create an ECR repository.
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The first task is to ensure we have a local Docker image named echo-

text.
If this image exists, then an Amazon ECR repository is created.
An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it
easy
to store, manage, and deploy Docker container images.\s
mEt);
// Ensure that a local docker image named echo-text exists.
boolean doesExist = ecrActions.isEchoTextImagePresent();
String repoName;
if (!doesExist){
System.out.println("The local image named echo-text does not exist");
return;
} else {
localImageName = "echo-text";
repoName = "echo-text";
}
try {
String repoArn = ecrActions.createECRRepository(repoName);
System.out.println("The ARN of the ECR repository is " + repoArn);
} catch (IllegalArgumentException e) {
System.err.println("Invalid repository name: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
e.printStackTrace();
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function
is crucial for maintaining

the security and integrity of your container images. The repository
policy allows you to
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define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

IIIIII);

waitForInputToContinue(scanner);

try {
ecrActions.setRepoPolicy(repoName, iamRole);

} catch (RepositoryPolicyNotFoundException e) {

System.err.println("Invalid repository name: " + e.getMessage());
retuzrn;

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
3. Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

mut);

waitForInputToContinue(scanner);

try {
String policyText = ecrActions.getRepoPolicy(repoName);
System.out.println("Policy Text:");
System.out.println(policyText);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

waitForInputToContinue(scanner);
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System.out.println(DASHES);
System.out.println("""
4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient” is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

IIIIII);
waitForInputToContinue(scanner);
try {

ecrActions.getAuthToken();

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the
authorization token: " + e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to
a container orchestration platform like Amazon Elastic Kubernetes Service

(EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the
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correct container image from the ECR repository.

Illlll);

waitForInputToContinue(scanner);

try {
ecrActions.getRepositoryURI(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the URI: " +
e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker
images stored in your ECR repositories.

These policies allow you to automatically remove old or unused Docker
images from your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the
container registry
by automatically removing older and potentially unused images,
ensuring that the
storage is optimized and the registry remains up-to-date.
")
waitForInputToContinue(scanner);
try {
ecrActions.setLifeCyclePolicy(repoName);

} catch (RuntimeException e) {
System.err.println("An error occurred while setting the lifecycle
policy: " + e.getMessage());
e.printStackTrace();
retuzrn;
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waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.

The method uses the authorization token to create an ‘AuthConfig® object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

")

waitForInputToContinue(scanner);

try {
ecrActions.pushDockerImage(repoName, localImageName);

} catch (RuntimeException e) {
System.err.println("An error occurred while pushing a local Docker

image to Amazon ECR: " + e.getMessage());
e.printStackTrace();
retuzrn;
}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("8. Verify if the image is in the ECR Repository.");
waitForInputToContinue(scanner);
try {
ecrActions.verifyImage(repoName, localImageName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
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} catch (RuntimeException e) {
System.err.println("An error occurred " + e.getMessage());
e.printStackTrace();
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("9. As an optional step, you can interact with the
image in Amazon ECR by using the CLI.");
System.out.println("Would you like to view instructions on how to use the
CLI to run the image? (y/n)");
String ans = scanner.nextLine().trim();
if (ans.equalsIgnoreCase("y")) {
String instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon
ECR, you need to authenticate with the registry. You can do this using the AWS
CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin %s.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name %s --image-ids imageTag=

o\
n

3. Run the Docker container and view the output using this command:

docker run --rm %s.dkr.ecr.us-east-1.amazonaws.com/%s:%s

[TRTRIEN
’

instructions = String.format(instructions, accountId, repoName,
localImageName, accountId, repoName, localImageName);
System.out.println(instructions);

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("10. Delete the ECR Repository.");
System.out.println(

If the repository isn't empty, you must either delete the contents of the
repository
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or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents

on your behalf.

")

System.out.println("Would you like to delete the Amazon ECR Repository?
(y/m)");

String delAns = scanner.nextlLine().trim();

if (delAns.equalsIgnoreCase("y")) {

System.out.println("You selected to delete the AWS ECR resources.");

try {
ecrActions.deleteECRRepository(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " +
e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while deleting the Docker

image: " + e.getMessage());
e.printStackTrace();
return;
}
}

System.out.println(DASHES);
System.out.println("This concludes the Amazon ECR SDK scenario");
System.out.println(DASHES);

private static void waitForInputToContinue(Scanner scanner) {
while (true) {
System.out.println("");
System.out.println("Enter 'c' followed by <ENTER> to continue:");
String input = scanner.nextlLine();

if (input.trim().equalsIgnoreCase("c")) {

System.out.println("Continuing with the program...");
System.out.println("");
break;

} else {

// Handle invalid input.
System.out.println("Invalid input. Please try again.");
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import com.github.dockerjava.netty.NettyDockerCmdExecFactory;
import java.time.Duration;

import java.util.Baseb4;

import java.util.list;

import java.util.concurrent.CompletableFuture;

import java.util.concurrent.CompletionException;

public class ECRActions {
private static EcrAsyncClient ecrClient;

private static DockerClient dockerClient;
private static Logger logger = LoggerFactory.getLogger(ECRActions.class);

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result !'= null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
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}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,

moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();

return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);
}
}
}
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}

DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
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.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}

1)

// Wait for the CompletableFuture to complete
response.join();

private static DockerClient getDockerClient() {
String osName = System.getProperty("os.name");
if (osName.startsWith("Windows")) {
// Make sure Docker Desktop is running.
String dockerHost = "tcp://localhost:2375"; // Use the Docker Desktop
default port.
DockerCmdExecFactory dockerCmdExecFactory = new
NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout(20000);
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build();
}

return dockerClient;

/**
* Retrieves an asynchronous Amazon Elastic Container Registry (ECR) client.
*
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* @return the configured ECR asynchronous client.
*/
private static EcrAsyncClient getAsyncClient() {

/*

The “NettyNioAsyncHttpClient  class is part of the AWS SDK for Java,
version 2,

and it is designed to provide a high-performance, asynchronous HTTP
client for interacting with AWS services.

It uses the Netty framework to handle the underlying network
communication and the Java NIO API to

provide a non-blocking, event-driven approach to HTTP requests and
responses.

*/

SdkAsyncHttpClient httpClient = NettyNioAsyncHttpClient.builder()
.maxConcurrency(50) // Adjust as needed.
.connectionTimeout(Duration.ofSeconds(60@)) // Set the connection

timeout.
.readTimeout(Duration.ofSeconds(6@)) // Set the read timeout.
.writeTimeout(Duration.ofSeconds(60)) // Set the write timeout.
.build();

ClientOverrideConfiguration overrideConfig =
ClientOverrideConfiguration.buildex()
.apiCallTimeout(Duration.ofMinutes(2)) // Set the overall API call
timeout.
.apiCallAttemptTimeout(Duration.ofSeconds(90)) // Set the individual
call attempt timeout.
.build();

if (ecrClient == null) {
ecrClient = EcrAsyncClient.builder()
.region(Region.US_EAST_1)
.httpClient(httpClient)
.overrideConfiguration(overrideConfig)
.build();
}

return ecrClient;

/**
* Sets the lifecycle policy for the specified repository.
*
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* @param repoName the name of the repository for which to set the lifecycle

policy.
*/
public void setLifeCyclePolicy(String repoName) {
/*
This policy helps to maintain the size and efficiency of the container
registry
by automatically removing older and potentially unused images,
ensuring that the storage is optimized and the registry remains up-to-
date.
*/
String polText = """
{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
]
}

StartLifecyclePolicyPreviewRequest lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest.builder()
.lifecyclePolicyText(polText)
.repositoryName(repoName)
.build();

CompletableFuture<StartLifecyclePolicyPreviewResponse> response =
getAsyncClient().startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest);
response.whenComplete((lifecyclePolicyPreviewResponse, ex) -> {
if (lifecyclePolicyPreviewResponse != null) {

System.out.println("Lifecycle policy preview started
successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {

String errorMessage = "Unexpected error occurred: " +
ex.getMessage();

throw new RuntimeException(errorMessage, ex);

1}
// Wait for the CompletableFuture to complete.
response.join();

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)

.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {

throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
} else {
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throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

/**
* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.

* @throws EcrException if there is an error retrieving the repository
information.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(0).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}
}

1)

response.join();
}
/**

* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.

* If the operation is successful, the method prints the token to the
console.

* If an exception occurs, the method handles the exception and prints the

€IIror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
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AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(Q);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {

T FRER AR API fR7 2015-09-21 293



Amazon ECR CAPiEm)

if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

}
}
});
GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;
}
/**

* Sets the repository policy for the specified ECR repository.

* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal

to retrieve Docker images from the ECR repository.

*/
String policyDocumentTemplate = """
{
"Version":"2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" i "%s"
1,
"Action" : "ecr:BatchGetImage"
]
}
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min o,
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();

throw new RuntimeException(errorMessage, cause);

1)

response.join();

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {

System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");

CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
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String token =
response.authorizationData().get(0Q).authorizationToken();

String decodedToken = new
String(Baseb4.getDecoder().decode(token));

String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
)
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to
ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();

}
return CompletableFuture.completedFuture(authConfig);

1)

authResponseFuture.join();
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// Make sure local image echo-text exists.
public boolean isEchoTextImagePresent() {
try {
List<Image> images = getDockerClient().listImagesCmd().exec();
boolean helloWorldFound = false;
for (Image image : images) {
String[] repoTags = image.getRepoTags();
if (repoTags != null) {
for (String tag : repoTags) {
if (tag.startsWith("echo-text")) {
System.out.println(tag);
helloWorldFound = true;

}

if (helloWorldFound) {
System.out.println("The local image named echo-text exists.");
return true;

} else {
System.out.println("The local image named echo-text does not

exist.");

return false;

}

} catch (DockerClientException ex) {
logger.error("ERROR: " + ex.getMessage());
return false;

« Bx API F4EE |, i55E (Amazon SDK for Java 2.x APl &) A T,

» CreateRepository

» DeleteRepository

« Describelmages

» DescribeRepositories

» GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy
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« StartLifecyclePolicyPreview

Kotlin

FE AT Kotlin 8 SDK

(® Note
HEEZHEXER GitHub, £ Amazon KB REIF#EEFERTERG , THENM@H
TREMZETT
BIT— 1M XREXIZS , B~ Amazon ECR By Ih&E,

import java.util.Scanner

/**
* Before running this Kotlin code example, set up your development environment,
including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html
*

* This code example requires an IAM Role that has permissions to interact with
the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This code example requires a local docker image named echo-text. Without a
local image,

* this program will not successfully run. For more information including how to
create the local

* image, see:

*

* /scenarios/basics/ecr/README

*

*/

val DASHES = String(CharArray(80)).replace("\u0@000", "-")
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suspend fun main(args: Array<String>) {
val usage =

Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions to
access and manage the Amazon ECR repository.
accountId - Your AWS account number.

"t otrimIndent()

if (args.size != 2) {
println(usage)
return

var iamRole = args[0]

var localImageName: String

var accountId = args[1]

val ecrActions = ECRActions()

val scanner = Scanner(System. in’)

println(

The Amazon Elastic Container Registry (ECR) is a fully-managed Docker
container registry

service provided by AWS. It allows developers and organizations to
securely

store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images
throughout their lifecycle,

from building and testing to production deployment.

The “EcrClient’ service client that is part of the AWS SDK for Kotlin
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images as
part of their application

deployment pipelines. With ECR, teams can focus on building and deploying
their
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applications without having to worry about the underlying infrastructure
required to
host and manage a container registry.

This scenario walks you through how to perform key operations for this
service.
Let's get started...

You have two choices:
1 - Run the entire program.
2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of
this program that did not complete).

"t trimIndent(),

while (true) {
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("1", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else if (input.trim { it <= ' ' }.equals("2", ignoreCase = true)) {
val repoName = "echo-text"
ecrActions.deleteECRRepository(repoName)
return

} else {

// Handle invalid input.
println("Invalid input. Please try again.")

waitForInputToContinue(scanner)
println(DASHES)
println(

1. Create an ECR repository.
The first task is to ensure we have a local Docker image named echo-
text.

If this image exists, then an Amazon ECR repository is created.

An ECR repository is a private Docker container repository provided
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by Amazon Web Services (AWS). It is a managed service that makes it easy
to store, manage, and deploy Docker container images.

nnn.trimIndent()r

// Ensure that a local docker image named echo-text exists.
val doesExist = ecrActions.listlLocalImages()
val repoName: String
if (!doesExist) {
println("The local image named echo-text does not exist")

return

} else {
localImageName = "echo-text"
repoName = "echo-text"

val repoArn = ecrActions.createECRRepository(repoName).toString()
println("The ARN of the ECR repository is $repoArn")
waitForInputToContinue(scanner)

println(DASHES)
println(

2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function
is crucial for maintaining

the security and integrity of your container images. The repository
policy allows you to

define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

"t trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.setRepoPolicy(repoName, iamRole)
waitForInputToContinue(scanner)

println(DASHES)
println(

3. Display ECR repository policy.
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Now we will retrieve the ECR policy to ensure it was successfully set.
"t trimIndent(),

)

waitForInputToContinue(scanner)

val policyText = ecrActions.getRepoPolicy(repoName)

println("Policy Text:")

println(policyText)

waitForInputToContinue(scanner)

println(DASHES)
println(

4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient’ is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

" trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.getAuthToken()
waitForInputToContinue(scanner)

println(DASHES)
println(

5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to

a container orchestration platform like Amazon Elastic Kubernetes Service
(EKS)
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or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the

correct container image from the ECR repository.

"t trimIndent(),

)

waitForInputToContinue(scanner)

val repositoryURI: String? = ecrActions.getRepositoryURI(repoName)
println("The repository URI is $repositoryURI")
waitForInputToContinue(scanner)

println(DASHES)
println(

6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images

stored in your ECR repositories.
These policies allow you to automatically remove old or unused Docker

images from your repositories,
freeing up storage space and reducing costs.

"t trimIndent(),
)

waitForInputToContinue(scanner)

val pol = ecrActions.setLifeCyclePolicy(repoName)
println(pol)

waitForInputToContinue(scanner)

println(DASHES)
println(

7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.
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The method uses the authorization token to create an ‘AuthConfig’ object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

nnn.trimIndent()r

waitForInputToContinue(scanner)
ecrActions.pushDockerImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)

println("8. Verify if the image is in the ECR Repository.")
waitForInputToContinue(scanner)
ecrActions.verifyImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)
println("9. As an optional step, you can interact with the image in Amazon
ECR by using the CLI.")
println("Would you like to view instructions on how to use the CLI to run the
image? (y/n)")
val ans = scanner.nextLine().trim()
if (ans.equals("y", true)) {
val instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon ECR,

you need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin $accountId.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name $repoName --image-ids
imageTag=$localImageName

3. Run the Docker container and view the output using this command:
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docker run --rm $accountId.dkr.ecr.us-east-1.amazonaws.com/$repoName:
$localImageName

println(instructions)

}

waitForInputToContinue(scanner)

println(DASHES)
println("1@. Delete the ECR Repository.")
println(
If the repository isn't empty, you must either delete the contents of the
repository
or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents
on your behalf.

""" otrimIndent(),
)
println("Would you like to delete the Amazon ECR Repository? (y/n)")
val delAns = scanner.nextLine().trim { it <= ' ' }

if (delAns.equals("y", ignoreCase = true)) {
println("You selected to delete the AWS ECR resources.")
waitForInputToContinue(scanner)
ecrActions.deleteECRRepository(repoName)

println(DASHES)
println("This concludes the Amazon ECR SDK scenario")
println(DASHES)

private fun waitForInputToContinue(scanner: Scanner) {
while (true) {
println("")
println("Enter 'c' followed by <ENTER> to continue:")
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("c", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else {

// Handle invalid input.
println("Invalid input. Please try again.")
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java.io.IOException
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class ECRActions {
private var dockerClient: DockerClient? = null

ecr.
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ecr.

ecr

ecr.
ecr.
.model.
ecr.

ecr

ecr.

ecr

EcrClient

model.
model.
model.
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model.
model.
.model.

CreateRepositoryRequest
DeleteRepositoryRequest
DescribeImagesRequest
DescribeRepositoriesRequest
EcrException
GetRepositoryPolicyRequest
ImageIdentifier
RepositoryAlreadyExistsException
SetRepositoryPolicyRequest
StartLifecyclePolicyPreviewRequest

api.DockerClient
api.command.DockerCmdExecFactory
.api.model.AuthConfig
core.DockerClientBuilder
netty.NettyDockerCmdExecFactory

private fun getDockerClient(): DockerClient? {

val osName = System.getProperty("os.name")

if (osName.startsWith("Windows")) {

// Make sure Docker Desktop is running.

val dockerHost = "tcp://localhost:2375" // Use the Docker Desktop
default port.
val dockerCmdExecFactory: DockerCmdExecFactory =

NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout (20000)
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build()
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return dockerClient

/**
* Sets the lifecycle policy for the specified repository.
*
* @param repoName the name of the repository for which to set the lifecycle
policy.
*/
suspend fun setLifeCyclePolicy(repoName: String): String? {
val polText =

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
""" otrimIndent()

val lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest {
lifecyclePolicyText = polText
repositoryName = repoName

// Execute the request asynchronously.
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest)
return response.lifecyclePolicyText
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/**
* Retrieves the repository URI for the specified repository name.
*
* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {

return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")
return ""
}
}
}
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->

// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
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/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText

/**
* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version":"2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
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"Effect" : "Allow",
"Principal” : {

"AWS" : "$iamRole"
1,

"Action" : "ecr:BatchGetImage"

31

"t otrimIndent()
val setRepositoryPolicyRequest =
SetRepositoryPolicyRequest {
repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.
* @throws RepositoryAlreadyExistsException if the repository exists.
* @throws EcrException if an error occurs while creating the
repository.
*/
suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
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response.repository?.repositoryArn
}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null

suspend fun getRepoARN(repoName: String): String? {

// Fetch the existing repository's ARN.

val describeRequest =
DescribeRepositoriesRequest {

repositoryNames = listOf(repoName)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeResponse =

ecrClient.describeRepositories(describeRequest)

return describeResponse.repositories?.get(0)?.repositoryArn

fun listlLocalImages(): Boolean = try {
val images = getDockerClient()?.listImagesCmd()?.exec()
images?.any { image ->
image.repoTags?.any { tag -> tag.startsWith("echo-text") } ?: false
} ?: false
} catch (ex: Exception) {
println("ERROR: ${ex.messagel}")
false

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
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imageName: String,

) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val desRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUri}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}
println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.

T RER AR API fRZ 2015-09-21 312



Amazon ECR CAPiEm)

*

* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

/**
* Deletes an ECR (Elastic Container Registry) repository.
*

* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
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val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

// Return an AuthConfig.
private suspend fun getAuthConfig(repoName: String): AuthConfig {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
val decodedToken = String(Baseb4.getDecoder().decode(token))
val password = decodedToken.substring(4)

val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val descrRepoResponse = ecrClient.describeRepositories(request)
val repoData = descrRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
val registryURL: String =
repoData?.repositoryUri?.split("/")?.get(@) 2: ""

return AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL)
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- HX API VFMEER |, F5 1 (Amazon SDK for Kotlin APl &) iyl T &,

» CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy

+ StartLifecyclePolicyPreview

Python

EHTF Python #9 SDK (Boto3)

® Note
RBEZHEREL GitHub, % Amazon ISR GIfFfEEFERTERH , T MMM
TREMNETT,

A TRAMPETREA TR

class ECRGettingStarted:

A scenario that demonstrates how to use Boto3 to perform basic operations
using

Amazon ECR.

def __init_ (
self,
ecr_wrapper: ECRWrapper,
docker_client: docker.DockerClient,

self.ecr_wrapper = ecr_wrapper
self.docker_client = docker_client
self.tag = "echo-text"
self.repository_name = "ecr-basics"
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self.docker_image = None
self.full_tag_name = None
self.repository = None

def run(self, role_arn: str) -> None:

Runs the scenario.

print(
The Amazon Elastic Container Registry (ECR) is a fully-managed Docker container
registry
service provided by AWS. It allows developers and organizations to securely
store, manage, and deploy Docker container images.
ECR provides a simple and scalable way to manage container images throughout
their lifecycle,
from building and testing to production deployment.

The “ECRWrapper' class is a wrapper for the Boto3 'ecr' client. The 'ecr' client
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows developers to
automate the storage, retrieval, and management of container images as part of
their application

deployment pipelines. With ECR, teams can focus on building and deploying their
applications without having to worry about the underlying infrastructure required
to

host and manage a container registry.

This scenario walks you through how to perform key operations for this service.
Let's get started...

)
press_enter_to_continue()
print_dashes()
print(
Frmn
* Create an ECR repository.

An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it easy
to store, manage, and deploy Docker container images.

)

print(f"Creating a repository named {self.repository_namel}")
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self.repository =
self.ecr_wrapper.create_repository(self.repository_name)

print(f"The ARN of the ECR repository is
{self.repository['repositoryArn']}")

repository_uri = self.repository["repositoryUri"]

press_enter_to_continue()

print_dashes()

print(
.FIIIIII
* Build a Docker image.

Create a local Docker image if it does not already exist.
A Python Docker client is used to execute Docker commands.
You must have Docker installed and running.

)

print(f"Building a docker image from 'docker_files/Dockerfile'")

self.full_tag_name = f"{repository_uri}:{self.tag}"

self.docker_image = self.docker_client.images.build(
path="docker_files", tag=self.full_tag_name

)[0]

print(f"Docker image {self.full_tag_name} successfully built.")

press_enter_to_continue()

print_dashes()

if role_arn is None:
print(
* Because an IAM role ARN was not provided, a role policy will not be set for
this repository.

)
else:
print(

* Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function is

crucial for maintaining
the security and integrity of your container images. The repository policy allows

you to
define specific rules and restrictions for accessing and managing the images

stored within your ECR
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repository.

self.grant_role_download_access(role_arn)

print(f"Download access granted to the IAM role ARN {role_arn}")
press_enter_to_continue()

print_dashes()

print(

* Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

)

policy_text =
self.ecr_wrapper.get_repository_policy(self.repository_name)

print("Policy Text:")

print(f"{policy_text}")

press_enter_to_continue()

print_dashes()

print(

* Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the Amazon

ECR registry.
The ‘get_authorization_token™ method of the ‘ecr’ client is responsible for

securely accessing

and interacting with an Amazon ECR repository. This operation is responsible for
obtaining a

valid authorization token, which is required to authenticate your requests to the

ECR service.

Without a valid authorization token, you would not be able to perform any

operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

)

authorization_token = self.ecr_wrapper.get_authorization_token()
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print("Authorization token retrieved.")
press_enter_to_continue()
print_dashes()

print(

* Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to deploy a
container image to

a container orchestration platform like Amazon Elastic Kubernetes Service (EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full image
URI,

which includes the ECR repository URI. This allows the container runtime to pull
the

correct container image from the ECR repository.

)

repository_descriptions = self.ecr_wrapper.describe_repositories(
[self.repository_name]

)

repository_uri = repository_descriptions[@]["repositoryUri"]

print(f"Repository URI found: {repository_uri}")

press_enter_to_continue()

print_dashes()

print(

* Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images stored
in your ECR repositories.

These policies allow you to automatically remove old or unused Docker images from
your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the container
registry

by automatically removing older and potentially unused images, ensuring that the
storage is optimized and the registry remains up-to-date.

)

press_enter_to_continue()
self.put_expiration_policy()
print(f"An expiration policy was added to the repository.")
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print_dashes()

print(

* Push a docker image to the Amazon ECR Repository.

The Docker client uses the authorization token is used to authenticate the when
pushing the image to the
ECR repository.

)

decoded_authorization =
base64.b64decode(authorization_token).decode("utf-8")
username, password = decoded_authorization.split(":")

resp = self.docker_client.api.push(
repository=repository_uri,
auth_config={"username": username, "password": password},
tag=self.tag,
stream=True,
decode=True,

for line in resp:
print(line)

print_dashes()

print("* Verify if the image is in the ECR Repository.")
image_descriptions = self.ecr_wrapper.describe_images(
self.repository_name, [self.tag]
)
if len(image_descriptions) > 0:
print("Image found in ECR Repository.")
else:
print("Image not found in ECR Repository.")
press_enter_to_continue()
print_dashes()

print(
"* As an optional step, you can interact with the image in Amazon ECR
by using the CLI."

)
if g.ask(
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"Would you like to view instructions on how to use the CLI to run the

image? (y/n)",
g.is_yesno,

print(
Frmn
1. Authenticate with ECR - Before you can pull the image from Amazon ECR, you
need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --username AWS
--password-stdin {repository_uri.split("/")[0]}

2. Describe the image using this command:

aws ecr describe-images --repository-name {self.repository_name} --image-ids
imageTag={self.tag}

3. Run the Docker container and view the output using this command:

docker run --rm {self.full_tag_name}

self.cleanup(Tzrue)

def cleanup(self, ask: bool):
Deletes the resources created in this scenario.
:param ask: If True, prompts the user to confirm before deleting the
resources.
if self.repository is not None and (
not ask
or q.ask(
f"Would you like to delete the ECR repository
'{self.repository_name}? (y/n) "
)

print(f"Deleting the ECR repository '{self.repository_name}'.")
self.ecr_wrapper.delete_repository(self.repository_name)

if self.full_tag_name is not None and (
not ask
or q.ask(

T RER AR API fRZ 2015-09-21 321



Amazon ECR CAPiEm)

f"Would you like to delete the local Docker image
'{self.full_tag_name}? (y/n) "
)

print(f"Deleting the docker image '{self.full_tag_name}'.")
self.docker_client.images.remove(self.full_tag_name)

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version":"2012-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

1,

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
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"countNumber": 14,

iy

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

if __name__ == "__main__":
parser = argparse.ArgumentParser(
description="Run Amazon ECR getting started scenario."
)
parser.add_argument(
"--iam-role-arn",
type=str,
default=None,
help="an optional IAM role ARN that will be granted access to download
images from a repository.",
required=False,

)
parser.add_argument(

"--no-art",

action="store_true",

help="accessibility setting that suppresses art in the console output.",
)

args = parser.parse_args()
no_art = args.no_art
iam_role_arn = args.iam_role_azrn
demo = None
a_docker_client = None
try:
a_docker_client = docker.from_env()
if not a_docker_client.ping():
raise docker.errors.DockerException("Docker is not running.")
except docker.errors.DockerException as err:
logging.error(
The Python Docker client could not be created.
Do you have Docker installed and running?
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Here is the error message:
[J
%S

mmn
’

err,
)
sys.exit("Error with Docker.")
try:
an_ecr_wrapper = ECRWrapper.from_client()
demo = ECRGettingStarted(an_ecr_wrapper, a_docker_client)
demo.run(iam_role_arn)

except Exception as exception:
logging.exception("Something went wrong with the demo!")
if demo is not None:
demo.cleanup(False)

ECRWrapper £ % Amazon ECR ##1ER K,

class ECRWrapper:
def __init__ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
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try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.errox(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.
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:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.
raise

, repository_name)

else:
logger.errox(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.

, repository_name)
raise

else:
logger.error(
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def

def

"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.error(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],

)

raise
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def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.errox(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")
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image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.errox(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

« BX API HiF4ELE |, 29 (Amazon SDK for Python ( Boto3 ) APl &) LT~ £

Ao

» CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

* GetRepositoryPolicy

» SetRepositoryPolicy

 StartLifecyclePolicyPreview

BX S Amazon DK F A EIEEMNAEB RO TESIXR | S Amazon ECR S84 &% T ESHL
& Amazon EH., AEBEBEEXAINEE AR EX LR SDK AW iFMER,

£ Amazon ECR #11THY#/E Amazon SDKs

LUTRBREERT AERRITEA Amazon ECR ##/E., Amazon SDKsENRAIEAE—NER
R 4EE$E GitHub , BRI UEREPKREEXRRENEZTRBAEA,

UT RN BERFEANRE, BXTEIIEK , i5ZH (Amazon Elastic Container Registry API 2
Z) https://docs.amazonaws.cn/AmazonECR/latest/APIReference/Welcome.html,

Bl
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https://docs.amazonaws.cn/AmazonECR/latest/APIReference/Welcome.html

Amazon ECR

(AFER)

CreateRepository5 Amazon SDK =% CLI Bt &£
DeleteRepositoryS Amazon SDK = CLI & & £ F
Describelmages5 Amazon SDK B CLI B & fF
DescribeRepositories5 Amazon SDK 5 CLI Bt & F
GetAuthorizationToken5 Amazon SDK = CLI Bt &£/
GetRepositoryPolicy5 Amazon SDK = CLI Bt &1
Listimages5 Amazon SDK = CLI &t & £

5 Amazon SDK PushlmageCmd B & 1 F
PutLifeCyclePolicy 5 Amazon SDK = CLI & & £
SetRepositoryPolicy 5 Amazon SDK 5 CLI Bi&
StartLifecyclePolicyPreview5 Amazon SDK = CLI Bi&

CreateRepository5S Amazon SDK = CLI & £

UTRBROERMMEER CreateRepository,

BRERPIRAEEFHABER , BAELTXHIET, EATREBREG  BUAEFRRENLT

X :
o T HREA AR
CLI
Amazon CLI
R Rl E
LAR create-repository ROIFEKFRINEMERPNIEER B ZRINCIETFHE,
aws ecr create-repository \
--repository-name project-a/sample-repo
LT
{
"repository": {
"registryId": "123456789012",
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"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo"

}

BEXREZER , 52 H (Amazon ECR AFiER) hMtIEEME,
IOl 2: BIEEE T RERERN T EMNFREE
LAF create-repository ROIMGEKFHNERINVEMERFRUZECERERSITIEHNFHE,

aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-tag-mutability IMMUTABLE

7l o

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageTagMutability": "IMMUTABLE"

BXEZER , 52/ (Amazon ECR AAF#ER) FHBREGIREAE M,
=3 EEREERARENFH#E

LR create-repository RGIFIERMF &Y ERIAEM &P AIEE & H ERGHIEPRITIRIEHE
HEFE,

aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-scanning-configuration scanOnPush=true

i
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"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageScanningConfiguration": {
"scanOnPush": true

BEXEZEEL , 5501 (Amazon ECR AF{ER) FHBGEME,
« BX API HiF4E R , i5SHAmazon CLI 6555 CreateRepository F #,

Java

FEATF Java By SDK 2.x

@ Note
EREZMRIEL GitHub, # Amazon RIS RPIFH#EFERTER , THEMMAH

N—

TIREMNETT.

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
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.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result != null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,
moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();
return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);

- BX APl Ni#AEE , ES @ Amazon SDK for Java 2.x APl £ CreateRepositoryH #Y,
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Kotlin

FE AT Kotlin 9 SDK

(® Note
BB EZMEXER GitHub, £ Amazon KB RHIFMHEEPERTERE , THROMH
TRENMETT
/**

* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.

*

* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws RepositoryAlreadyExistsException if the repository exists.

* @throws EcrException if an error occurs while creating the
repository.

*/

suspend fun createECRRepository(repoName: String?): String? {

val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
response.repository?.repositoryArn

}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null
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« BX API HiF4E S | 1§25 95&F CreateRepositoryF K otlin B§Amazon SDK API %,

Python

& A F Python B9 SDK (Boto3)

® Note
RBEEZHREL GitHub, % Amazon KIS RGIfFMHEEFERTERH , T MMM
TIREMETT.

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
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print(f"Repository {repository_name} already exists.")

response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]

)

return self.describe_repositories([repository_name])[0]

else:

logger.error(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

« BXx AP BNiEE R , 53 95E A CreateRepositoryF Python #JAmazon SDK (Boto3) API
sE,

BX S Amazon DK FF X &M MAB RAINTEIIR , 5SS Amazon ECR E##HF % T E M
& Amazon . AEFEITIEEXANWEBRUREXEFH SDK A FMAER,

DeleteRepositorysS Amazon SDK = CLI Bt &M
TR RBRHGVERIM{AIEEA DeleteRepository,

BERFIRAEEFNRBRER , XTAELTXHZET, EUTREBREG | BUUEFLHRENLET
X

o THEERAIR

CLlI
Amazon CLI
il B 17 6 B

LAR delete-repository Rflan &R HIMRIK~ BRINVEMERPIEENFHEE. WRFHE
DEWE , MFEE --force #r&o

aws ecr delete-repository \
--repository-name ubuntu \
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--force

w
{
"repository": {
"registryId": "123456789012",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/ubuntu"
}
}

EXEZER , 2% (Amazon ECR AF#8m) HHIMIBREM®E.
- BXx APl BiF4{E R , i5ZHAmazon CLI 8552 # DeleteRepository Y,

Java

EA T Java B9 SDK 2.x

(® Note
EBEZMEREE GitHub, # Amazon RIS RHIFHEFERTERS , THMMH
TREMIZT.
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}
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DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
1)

// Wait for the CompletableFuture to complete
response.join();

« BX API Hi¥4E S |, 219 Amazon SDK for Java 2.x APl $#DeleteRepository F

Kotlin

FEAT Kotlin 8 SDK

® Note
EEESHXER GitHub, 7 Amazon KRB REFEEDERZERE , TRMMH
TIREMETT.
/**
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* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
}

val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

« X API HiFMEER , BSEMDeleteRepositoryF K otlin #JAmazon SDK APl %,

Python

EHTF Python # SDK (Boto3)

(® Note
BB EZHERXEER GitHub, £ Amazon KIZRGIFMEERERTERG |, 7 #F N
TREMZETT,

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

« BX API Wi¥E R |, 15 95&E A DeleteRepository T Python BJAmazon SDK (Boto3) API
&%,

BX S Amazon DK F A EBIEEMNAEB RO TESIXR | iHSHF Amazon ECR S84 &% T ESHL
& Amazon fE . REBESTIEERAINERUREXRETH SDK AR FHAEE,

DescribeImages5 Amazon SDK = CLI Bt &
LT RBRAVERIAMER DescribeImages,

BERIRAKEEFNREBRER , XA L TXHFIET. EUTRERFG  BUUEFLKRENLET
X :
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o THEERAIR

CLI
Amazon CLI
ERRE#EEDPHRE

LA describe-images RHIEREBGIRZE v1.13.6 M cluster-autoscaler FEEHE
MNRGH X FEAE S

aws ecr describe-images \
--repository-name cluster-autoscaler \
--image-ids imageTag=v1.13.6

M
{
"imageDetails": [
{
"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"imageDigest":

"sha256:4al1c6567c38904384ebcb64e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTags": [
"v1.13.6"
1,
"imageSizelInBytes": 48318255,
"imagePushedAt": 1565128275.0

- BXx API liF4{E R , i5ZAmazon CLI tn 52 & DescribelmagesH#Y,
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Java

FEATF Java By SDK 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());

BE API| R 2015-09-21 342


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/ecr#code-examples

Amazon ECR CAPiEm)

}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {

System.out.println("Image is present in the repository.");
} else {

System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

« BX API HiF4E S |, 219 Amazon SDK for Java 2.x APl #Describelmages# 9,

Kotlin

FEAT Kotlin B SDK

® Note
RBEEZHREL GitHub, % Amazon KIS RGITFMHEEFERTERH , T MMM
TIREMETT.
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }
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val imageld =
Imageldentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describelImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

« X API HEMEER |, S HEMDescribelmagesT K otlin #§Amazon SDK APl %,

Python

EHTF Python # SDK (Boto3)

(® Note
BB EZHERXEER GitHub, £ Amazon KIZRGIFMEERERTERG |, 7 #F N
TREMZETT,

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

BE API| MR 2015-09-21 344


https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/ecr#code-examples

Amazon ECR CAPiEm)

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")

image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.error(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

- BXx APl BiFMER , iH5S &M DescribelmagesF Python BYAmazon SDK (Boto3) APl &
£,
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BX S Amazon DK F A EHIEEMNAE ROINTEESIXR | iESH Amazon ECR S84 &% T ESHL
& Amazon EH., AEBEBEEXAINEE AR EX LR SDK AW iFMER,

DescribeRepositories5 Amazon SDK = CLI B &M
TR RIBROVERM{ASE R DescribeRepositories,

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | BUUEFHRENLET
X :

o T REELAR AR

CLI
Amazon CLI
FRE MR AT
IR BRI K P BRI E A R P R

5p
Gl

aws ecr describe-repositories

i
{
"repositories": [
{
"registryId": "012345678910",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/
ubuntu"
},
{
"registryId": "012345678910",
"repositoryName": "test",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/test"
}
]
}
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« BX APl BHiF4E R , S 0Amazon CLI 3 S3Z DescribeRepositories F #,

Java

FEATF Java By SDK 2.x

® Note
BB EZHEXEER GitHub, £ Amazon KB REIFHEPERTERG , T FMMAH
TIREMNIZTT.
/**

* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.

* @throws EcrException if there is an error retrieving the repository
information.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(0).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}

1)

response.join();

- BX API NiFAEE , ES @ Amazon SDK for Java 2.x APl £ DescribeRepositories
Mo

Kotlin

E AT Kotlin B SDK

(@ Note
BEEZHEXEE GitHub, £ Amazon KB RG|FEEPFERTERG , 7 HEMAH
TIREMNETT.
/**

* Retrieves the repository URI for the specified repository name.

B’¥%E API fR7s 2015-09-21 348


https://docs.amazonaws.cn/goto/SdkForJavaV2/ecr-2015-09-21/DescribeRepositories
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/ecr#code-examples

Amazon ECR CAPiEm)

*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {
return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")

return

« BX API i#4E L |, &2 93& A DescribeRepositories T K otlin #1Amazon SDK APl 2
Z

Python

&R F Python #9 SDK (Boto3)

(® Note
EHEZHXREEL GitHub, 7 Amazon KB R EIF#EPERTERA , TN
TIRENETT.

class ECRWrapper:
def __init___(self, ecr_client: client):

B’¥%E API fR7s 2015-09-21 349


https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/ecr#code-examples

Amazon ECR CAPiEm)

self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response['"repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],
)

raise

- BX API HiF4EES , 1§23 93&E A DescribeRepositories T Python #JAmazon SDK (Boto3)
APl &%,
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Rust

FEAT Rust B SDK

@ Note
EBEZMRIE R GitHub, # Amazon KB RPIFH#EFERTER , THEMMH

N—

TIREMNETT.

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(),
aws_sdk_ecr: :Error> {
let rsp = client.describe_repositories().send().await?;

let repos = rsp.repositories();

println!("Found {} repositories:", repos.len());

for repo in repos {
println!(" ARN: {3}", repo.repository_arn().unwrap());
println!(" Name: {}", repo.repository_name().unwrap());

}

0k(())

- BX API i¥4E R |, 125 5&E A DescribeRepositories T Rust BJAmazon SDK API %,

BX S Amazon DK F A EBIEEMNAE RO TESIXR | iHSH Amazon ECR S84 &% T EHL
4 Amazon £, AEFBEBFEEXATNNEEUREXEHH SDK AN FMAEE,

GetAuthorizationToken5 Amazon SDK = CLI B2 & A
LT RBREERINAFER GetAuthorizationToken,

BERIRKEEFNAREBRER , MAE L TXHFIET. EUTRERFG  BUUEFLKRENLET
X :

- THEERAIR
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CLI

Amazon CLI
ERBRINEMRVBNSHE

LA get-authorization-token RIS AIREBRIAEM R AR T,

aws ecr get-authorization-token

i

"authorizationData": [
{
"authorizationToken": "QVdTOkN...",
"expiresAt": 1448875853.241,
"proxyEndpoint": "https://123456789012.dkr.ecr.us-
west-2.amazonaws.com"

}

. BX APl WiFHEER |, B3 HAmazon CLI #5435 # GetAuthorizationTokenH o

Java

FEATF Java By SDK 2.x

@ Note
BB EZHXEER GitHub, # Amazon R REIFHEEFEKRTERE , 7 #EMMH
TREMNIZET.
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.
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* If the operation is successful, the method prints the token to the
console.
* If an exception occurs, the method handles the exception and prints the

€Irror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(0);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

. X APl WiF4EER , B3 E Amazon SDK for Java 2.x APl &# GetAuthorizationToken ™
Mo
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FE AT Kotlin 9 SDK

(® Note
BEEZMHXER GitHub, £ Amazon KB RHIFHEEPERTERE , THOMEH
TRENEZET,
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
}
}
}

. BAx API WFMEELR |, 535 E A GetAuthorizationTokenF K otlin BAmazon SDK API &
%,

Python

i& A F Python #9 SDK (Boto3)

(® Note
EBEZHXRFEL GitHub, 7 Amazon KB R EIFFEEPERTERE , TN
TIRENEZETT.
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class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.errox(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

- Bx API HiFME R , iHS &M GetAuthorizationTokenF Python BJAmazon SDK (Boto3)
APl &,

BX S Amazon DK F A EBIEEMNREB ROIHNZESIXR | 555 Amazon ECR S84 &% T ESHL
4 Amazon £, AEBEBFEEXANNEEUREXLHH SDK AN EMAEE.
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GetRepositoryPolicy5 Amazon SDK = CLI Bt &1

LTFRBROERMAFER GetRepositoryPolicy.,

BERFIRAEEFNREER , XA L TXHFIET. EUTRERGG | BUUEFLRENLET
X

o THEERAIR

CLI

Amazon CLI

ERRATEHEENTHEERRE

LAF get-repository-policy RHIER cluster-autoscaler 74 FEH 176 ERBEAI4E
RFMES,

aws ecr get-repository-policy \
--repository-name cluster-autoscaler

i

"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

« BX APl BHiF4E R , S 9Amazon CLI &3 S3#£ GetRepositoryPolicy F # .
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Java

FEATF Java By SDK 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.
/**

* Gets the repository policy for the specified repository.

* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);
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1)

GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;

- BX APl NiFAE L , S8 Amazon SDK for Java 2.x APl £ GetRepositoryPolicy
Mo

Kotlin

EAT Kotlin By SDK

(@ Note
BEEZHEXEE GitHub, £ Amazon KB RGIFEEPFERTERG , 7 HEMAH
TIREMNETT.
/**

* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText
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« BX API i#ES. |, {2 43& A GetRepositoryPolicy F K otlin #JAmazon SDK APl $#,

Python

EHTF Python # SDK (Boto3)

(® Note
BB EZHEXEER GitHub, £ Amazon RIZRGIFMEERERTERG |, 7 #F N
TREMZET,

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
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return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":

logger.error("Repository does not exist. %s.'", repository_name)
raise

else:
logger.errox(

"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

« BXx API BFE R , B3 195E A GetRepositoryPolicy F Python #JAmazon SDK (Boto3)
APl 2Z&,

BX S Amazon DK FF xR &5 MAB RAINTEIIR , 5SS Amazon ECR E#F#F % T E I
& Amazon [, AEMEBIEEXANTWEBRUREXEFHH SDK AW FMAER,

ListImages5 Amazon SDK = CLI Bt & fE
DTFREBROERMAER ListImages,
CLI

Amazon CLI

B\ i 77 i Y BR

BAF list-images RHIFE R cluster-autoscaler ZiEERBREYIX,

aws ecr list-images \
--repository-name cluster-autoscaler

L7l e

"imagelIds": [
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"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.8"
},
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.7"
I
{
"imageDigest":
"sha256:4al1c6567c38904384ebcb64e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTag": "v1.13.6"

- BX API WEFEHAFELE , 55 @Amazon CLI 5SS EListimagesH i,

Rust

FEAT Rust B9 SDK

® Note
RBEEZHREL GitHub, % Amazon KIS RGITFMHEEFERTERH , T MMM
TIREMETT.

async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();

B’¥%E API fR7s 2015-09-21 361


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ecr/list-images.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ecr#code-examples

Amazon ECR CAPiEm)

println!("found {} images", images.len());

for image in images {
println!(
"image: {}:{1}",
image.image_tag().unwrap(),
image.image_digest().unwrap()
);
}

ok(())

- BX AP HEHARE LR , HSFEERListimagesF Rust #JAmazon SDK APl 3%,

BX S Amazon DK FF R EiEmMAB RAIBNTEIIXK , iHSRFE Amazon ECR E# 4 & T E L
& Amazon £, AEFREBFERATNINEEUREXEAH SDK AW IEHAEE,

5 Amazon SDK PushImageCmd B & fEH
DTFRBROVERMASER PushImageCmd,
Java

SERAT Java B9 SDK 2.x

(@ Note
EBEZMEREE GitHub, # Amazon KB RHIFHEFERTERS , THMMH

~—

TRENZT,

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/

public void pushDockerImage(String repoName, String imageName) {
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System.out.println("Pushing " + imageName + " to Amazon

few seconds.");
CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
String token =
response.authorizationData().get(Q@).authorizationToken();
String decodedToken = new
String(Base64.getDecoder().decode(token));
String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse

ECR will take a

getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->

r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[0@];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);

return authConfig;

b
.thenCompose(authConfig -> {

DescribeRepositoriesResponse descrRepoResponse

getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->

r.repositoryName().equals(repoName)).findFirst().orElse(null);

getDockerClient().tagImageCmd(imageName + ":latest",

repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-

text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to

ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();

}

return CompletableFuture.completedFuture(authConfig);

BReE
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1)

authResponseFuture.join();

« BXx API SR , 2319 Amazon SDK for Java 2.x APl £ZPushimageCmdH#Y,

Kotlin

& AT Kotlin B SDK

(® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERE , T #ENAH
TRENZT,

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
imageName: String,
) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val desRequest =
DescribeRepositoriesRequest {
repositoryNames = 1istOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
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describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUril}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}

println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

« BX APl HFAER |, HS95EMAPushimageCmdF K otlin B§Amazon SDK APl $#,

BX S Amazon DK F A EIEEMNAE RN TESIXR | iS5 Amazon ECR S84 &% T ESHL
& Amazon EH, AEBEBEEXAINEEUREX LR SDK AW iFMAELR,

PutLifeCyclePolicy5 Amazon SDK = CLI Bt &M

LTFRERGERMAEER PutLifeCyclePolicy,
CLI

Amazon CLI

4 on B R SR B
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BAF put-lifecycle-policy RHIFKFHERINEMRPWIEERMELNRE G EHIKE,

aws ecr put-lifecycle-policy \
--repository-name '"project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json AR :

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
]
}
i
{
"registryId": "<aws_account_id>",
"repositoryName": "project-a/amazon-ecs-sample",

"lifecyclePolicyText": "{\"rules\":[{\"rulePriority\":1,\"description\":
\"Expire images older than 14 days\",\"selection\":{\"tagStatus\":\"untagged\",
\"countType\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},
\"action\":{\"type\":\"expire\"}}]1}"

}

BXEZER , 521 (Amazon ECR AF{ERE) DM LG EHER,
« BX API Hi#4E L |, 2 HAmazon CLI iy 55 ZPutLifeCyclePolicy F Y,
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Python

& A F Python B9 SDK (Boto3)

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
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logger.error(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

RBEIH B BB HY R

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",

"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 14,

.

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

- BX API HiF4ELR | 3 &EAPutLifeCyclePolicyF Python BJAmazon SDK (Boto3) API
B,

AR S Amazon DK F R EHREMRB RANTESIR | FSF0F Amazon ECR ERAT A TESE
& Amazon Ef. AEBRBERRANEEURBERTAH SDK iRANFEARES.
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SetRepositoryPolicys5 Amazon SDK = CLI Bt &

DR REROVERMASER SetRepositoryPolicy,

BERIRAEEFNRERER , XA L TXHFIET. EUTRERFG  BUUEFLHRENLET
X :

o THEERAIR

CLI

Amazon CLI
ENEHEEREFEERR

LN set-repository-policy REINXHFRBENFMEEREMMNE cluster-
autoscaler FfEFE,

aws ecr set-repository-policy \
--repository-name cluster-autoscaler \
--policy-text file://my-policy.json

my-policy.json AR :

{
"Version":"2012-10-17",
"Statement" : [
{

"Sid" : "allow public pull",

"Effect" : "Allow",

"Principal" : "*",

"Action" : [
"ecr:BatchChecklLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

]

}
]
}
B
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"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\"
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

- BXx API HiF4{E R , i5ZHAmazon CLI 8552 # SetRepositoryPolicy F H

Java

EATF Java B9 SDK 2.x

® Note
EBEEZHEXRER GitHub, £ Amazon NS RGIfFfEEFRERSTERS , T HOA®
TIRENETT.
/**

* Sets the repository policy for the specified ECR repository.

*

* @param repoName the name of the ECR repository.

* @param iamRole the IAM role to be granted access to the repository.

* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the
‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal
to retrieve Docker images from the ECR repository.
*/
String policyDocumentTemplate = """

{
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"Version":"2012-10-17",
"Statement" : [ {

"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" i "%s"
},
"Action" : "ecr:BatchGetImage"
11
}

[TRTRIEN
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);

1)

response.join();

- BX API HiFMEER , 2 Amazon SDK for Java 2.x APl £#SetRepositoryPolicy F#Y ,
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Kotlin

FE AT Kotlin 9 SDK

(® Note
BB EZMEXER GitHub, £ Amazon KB RHIFMHEEPERTERE , THROMH
TRENMETT
/**

* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version":"2012-10-17",
"Statement" : [ {

"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" : "$iamRole"
.
"Action" : "ecr:BatchGetImage"
11
}
"t otrimIndent()

val setRepositoryPolicyRequest =

SetRepositoryPolicyRequest {

repositoryName = repoName
policyText = policyDocumentTemplate
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EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

« BX API iFELR | 1§25 95& A SetRepositoryPolicy F K otlin #§Amazon SDK APl &%,

Python

&R TF Python #9 SDK (Boto3)

® Note
RBEEZHREL GitHub, % Amazon ISR GIfFMEEFERTERH , T MMM
TIREMETT.

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.
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:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.

, repository_name)
raise
else:
logger.error(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

[ IAM B8 & T T 15 RRRN R

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version":"2012-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}
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}

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

)

- BX API HiF4EER , 3 195& A SetRepositoryPolicy T Python #Amazon SDK (Boto3)
APl &%,

BX S Amazon DK F R EiEREMAB RAINTEIIXK , i5S R Amazon ECR E##F & T E L
& Amazon £, AEFTEBFERATNINEEUREXEAH SDK A IFEHAEE,

StartLifecyclePolicyPreview5S Amazon SDK = CLI B&# A
TR REERINAER StartLifecyclePolicyPreviews

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | BUUEFHRENLET
X

o THRERFNA

CLI
Amazon CLI
EOIZEm AR TR

BAF start-lifecycle-policy-preview RHIBIE T HIEEFMEMN JSON XHE WL
B H R T .

aws ecr start-lifecycle-policy-preview \
--repository-name 'project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json WAEA :

"rules": [
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"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {

"tagStatus": "untagged",

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
L7l e
{
"registryId": "012345678910",
"repositoryName": "project-a/amazon-ecs-sample",
"lifecyclePolicyText": "{\n \"rules\": [\n {\n
\"rulePriority\": 1,\n \"description\": \"Expire images older than 14
days\",\n \"selection\": {\n \"tagStatus\": \"untagged
\",\n \"countType\": \"sinceImagePushed\",\n
\"countUnit\": \"days\",\n \"countNumber\": 14\n },\n
\"action\": {\n \"type\": \"expire\"\n J\n
N\n I\n}\n",
"status": "IN_PROGRESS"
}

- BX API HiF4EELE , 3 Amazon CLI i3 53 & StartLifecyclePolicyPreview i

Java

EA T Java B9 SDK 2.x

® Note
EBEZMXER GitHubo # Amazon AR BIFEEFEFERTREMRG , T MA@
TIRENETT.
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/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();
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« Bx API ViF4EER , 55 Amazon SDK for Java 2.x APl &
Z StartLifecyclePolicyPreview s # ,

Kotlin

EAT Kotlin By SDK

(@ Note
BEEZHEXEE GitHub, £ Amazon BB RG|F#EEPFERTERG , 7 HEM A
TIREMNETT.
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)
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}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

« BHX API B REEL. |, {52 4E M StartLifecyclePolicyPreviewF K otlin #Amazon SDK API
BE,

BX S Amazon DK F R EIEmMAB RAINTEIIXR , 5SS R Amazon ECR E##F % T E S
& Amazon £, REFEBIEEXANWEBRUREXEFH SDK A FAELR,
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Amazon ECR #HFEHEER

REHIPEER Amazon ECR MIZHIE R , AN ERFREMEIRESREREFES R,

B
« ffF Amazon ECR BY$#EZE Docker @5 Hlja] &

o HEZE Amazon ECR 4258 B |8 &

£ Amazon ECR Bt#EZE Docker #ip5 M [7] &

Brt , 3 Amazon ECR iZ1T Docker in S AJRES B IREE . —EENEREEN TN RRDE

BBRWT,

£

« Docker HET B EMHMNEIRER

* M Amazon ECR A FEIREVE SR , HEI4EIR : “Filesystem Verification Failed” (324 R £ 1 IE 5k )
5,“404: Image Not Found”(404 : &~ EE %)

» M Amazon ECR REVE&AT , HI4E1% : “Filesystem Layer Verification Failed” (X R 4 o B R E
£K)

o HEIEBFMEREI HTTP 403 £51% 3 “no basic auth credentials”((% 8 Bt 30 UE EF) 51%

Docker BE B ETHMN B IRER

EFREIR T Docker X RIE |, B AELBHENEF LZ1TH Docker SFH#EF HFF/F Docker
RWidm . WREFEHAM Amazon ECS A283E6I1 E# Amazon ECR HiREXH R & , MIEZS ]
Amazon Elastic Container Service Developer Guide F#J Configuring verbose output from the Docker
daemon,

M Amazon ECR FEFEREE S , HIEEIR © “Filesystem Verification
Failed” (X RS k) 5“404: Image Not Found”(404 : T EIER)

£ Docker 1.9 RE S MAH A docker pull i M Amazon ECR Z g FEIREVE &R , ATaE 24
ix Filesystem verification failed. MRFEAMRE 1.9 ZATH Docker R , I 7T B I 45 1R
4Q@4: Image not found.
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TR —Erse RRR IR #ER,

Kb E 2R

W RIZ1T docker pull i T ARHREE BF , AN A X HitEH SHA-1 BFETTEES Amazon
ECR it &M SHA-1 IBHETE. WRAMEEE 2% MR RZE R A F4#ETREA Docker & .
NEHZERFEFTES , TTLMBRIB&E B, A dockerimages i S A EEFTAE S FTHEIARHH
Docker &M 5| R R IX LHEHRH KD,

HTMEEIR , ERRLTEERITEFEE

WA Amazon ECR F#EFE Internet EEIEFE, BIEMZRE , ARRIIHMETIENNAER
ARG ME Internet LR EIR, MREFAE FMFFT Amazon EC2 E4H1iE1T docker pull , iERKIIE
ZTFHMRBEREEE Internet FEEH., AIEAMZH IR (NAT) BRFEB|HFEER NAT MK,

B#l , 3 Amazon ECR 77# B i 1f F i E R @ B9 22 T B X 3% 175 18] Amazon Simple Storage
Service (Amazon S3), MRF WAL FEAR R ATFIRS LK T RBP KIEREF I NAT 2%,
EER YA XEH Amazon S3 RELixT REAFEE R,

WREE T HTTP RE#E A Docker , AJLAXY Docker HITHMNHWKERE, BXEZER |, 55
Docker X#4HHy HTTP K3,

M Amazon ECR 2EVR &R , HI4EIR : “Filesystem Layer Verification
Failed"(X#HR&G 5 ERIEXK)

IRTJREMEER image image-name not found SR IEEVEGATNZEI4EIR docker pull, R E
Docker BH& , RSB R ETEELMNEIR !

filesystem layer verification failed for digest sha256:2b96f...
HERRTREGN —NRZ IR THEAR. ATH -EAENREREINNER,
IR IEE A IBhRA<H Docker

EEHAET 1.10 B9 Docker AR , BB RS BILEE IR, BFEMN Docker EFIRARE
1.10 RE S RA,

M Amazon ECR 2HUE&AT , HIN4EIR : “Filesystem Layer Verification Failed” (X R 550 R WAL kW) API fR4s 2015-09-21 385


https://docs.docker.com/engine/admin/systemd/#/http-proxy

Amazon ECR CAPiEm)

BHE P iRIE T M AR A IR

WMET X3 Filesystem verification failed SHEMITIEHFTR , BE CHRMEEB T
BASH—INRZAELETH, FERLABVBRENIHRSERE  AREBENEFER
Amazon S3 #915 [E] R

X F FEBERT I HTTP 403 451X “no basic auth credentials”(3% & &
RWIEEE) iR

At , EIEREMEMR HTTP 403 (Forbidden) @SB INE Docker & 45IE , thAJBESM no
basic auth credentials 3% docker push @Y Z docker pull £5ix & 1% H & aws ecr get-
login-password, LA T 2LtEEHN—LEHMMER :

LERIERHXE

EORIEEREHENXEAXEK , TREXSER, flm, MRENZEES (REKX) RERN
T, TREATHEEXERI FFRLILE) WEMHERTEHRIE, EFERLAR , FHR
BENEHEMENE-XERRT HORIETHE. BXEZEE , HSH the section called /7
it 3k & B RIE"

B E AT B DR X B BB RV F 6

BRBLXENNRRKETNFRE, BXESZER , H2 W Amazon ECR HHFAE 7 EER MK,
BHTEEIEH,

X FEA GetAuthorizationToken BERE T , MIARNSEERE RN 12 i,
wincred FiFEEEEF IR

R & AHE AT Windows BY Docker A& A wincred WEIEEESR , (BT A EFRLE
aws ecr get-login-password £ X # Docker B xZ o+ ( BXEZEL , BSHNEHALEEM®E
CredsStore kM ) . ATLLUEITHENMHEM Docker BFZmT , EUNRERHEERENER |, XL
BEEKM, BEXMERNAZER , I TFM https:// #HHH Docker EFmw , BBREFME
S HH aws ecr get-login-password H R, M TAIRAR® HTTPS J5RM Docker BERWH R
il

docker login -u AWS -p <password> <aws_account_id>.dkx.ecr.<region>.amazonaws.com
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HEZE Amazon ECR 4£iR8 B8 &

Bit , B Amazon ECR #£#IA 5 Amazon CLI %28 APl ARASEFEEHIREE. —EENLEIRER
FMATBEM R E BRI,

HTTP 429 : i§3K3d %5} ThrottleException

B ge e M— N Z /N Amazon ECR #Ek API BAWE| 429: Too Many Requests £HiRZ}
ThrottleException #ix. XRTFHTEEERNBINES A Amazon ECR RN LIFET R
EHEREZRE. ENMNAFRE—BRNEAN , BRAENRET SNBSS EREN , REr-£R
#llo

Amazon ECR &8 APl R{EHE — NS 2 HEXMERRS|, B0 , GetAuthorizationToken
BRENREINER 20 NES (TPS), AFEIE 200 TPS HWRIE, EHIMXE , S KA SKE —
NA[1F# 2% 200 & GetAuthorizationToken DM E#TE, XLER DS 20 SAERE 4
7. MEEBWEMEE 200 K5, MAKIMEH 200 4 GetAuthorizationToken APl EFH (¥
HZ—1), RELRBMLEIFEY 20 NESK, HX Amazon ECRAPI RERHEHNEZER , F5H
Amazon ECR RSBl

BELBRHER , BERBIEREEERERNEK. BXEZEL , 2 Amazon SDKs and
Tools Reference Guide H#Y Retry behavior, 5 —fiEFEERIESERRS , BT LAEARSEHR
BEH BT RE,

HTTP 403 : “User [arn] is not authorized to perform [operation]’(F /= [arn]
SR B AT [operation] BIRLER)

=18 Amazon ECR HU{T#RERT , B RESKRBILTF4ER

$ aws ecr get-login-password
A client error (AccessDeniedException) occurred when calling the GetAuthorizationToken
operation:
User: arn:aws:iam::account-number:user/username is not authorized to perform:
ecr:GetAuthorizationToken on resource: *

XRRENAFREIREBEMA Amazon ECR IR , REFXLENRRREF EHH, LEREX Amazon
ECR TR , BRIERBERTFAFFRIZEMENNR, HXLIEMEIE Amazon ECR R
E2ELR , B3 &A T Amazon Elastic Container Registry # Identity and Access Management.
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aws ecr get-login-password --region <region> | podman login --username AWS --password-
stdin <aws_account_id>.dkr.ecr.<region>.amazonaws.com
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/A Important
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credHelpers X#®¥F , B X credsStore XEF,
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Docker Bt i& ¥ :
{
"credHelpers": {
"public.ecr.aws": "ecr-login",
"<aws_account_id>.dkr.ecr.<region>.amazonaws.com": "ecr-login"

}
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"credsStore": "ecr-login"
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£ Podman M Amazon ECR 12ElRR {5
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podman pull aws_account_id.dkr.ecr.region.amazonaws.com/repository_name:tag

£ A Podman =17 Amazon ECR K& 28
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podman run -d aws_account_id.dkr.ecr.region.amazonaws.com/repository_name:tag

£ Podman MR & #ix E| Amazon ECR

B A 1 G IX E] Amazon ECR , 41 E A "podman tag’ JEREHRIE Amazon ECR T7#FF
URI , R 8EEA “podman push’ @ FME 452 Amazon ECR,

podman
tag local_image:tag aws_account_id.dkx.ecx.region.amazonaws.com/repository_name:tag
podman push aws_account_id.dkr.ecr.region.amazonaws.com/repository_name:tag
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