I 58 = FH%
FAfigE
Amazon Simple Storage Service

API 7 2006-03-01

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon Simple Storage Service ArfEm

Amazon Simple Storage Service: FIF 18R

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FRE & WREME T Amazon. 5 Amazon BXEEH Amazon #B) , thaJgE R 2 Mt

Amazon Web Services X4 iRA Amazon Web Services BE R MBEARER X B MR, BEEEE
ATHERXENESR , B2 FEH Amazon Web Services R Al (PDF),



https://docs.amazonaws.cn/aws/latest/userguide/services.html
https://docs.amazonaws.cn/aws/latest/userguide/aws-ug.pdf#services

Amazon Simple Storage Service ArfEm

Table of Contents

FEZTR AMAZON S3 7 oot ettt ettt 1
AMAZON S3 BT BE ..o ettt 1
BB 2 ettt ettt ettt et et e et ae et ean et an et eanenanes 1
BB B ettt ettt ettt et et et et et et et et et et ettt e e aenes 2

T B B B B oottt ettt ettt ae et et ens 2
BUIBALIE ..ottt ettt ettt ettt ettt et e eaennans 3

L R a1 R 3

AT I R oottt e e ee e 4
R SRR 4
AMAazon S3 BUTTAEIRIR .. .ottt e et 5
- OO 5

DS 1 SRR 7
B ettt 8
S R RZARTR .ottt e et et et et et e e ae et aeeneae e, 8
N | PR 8
TR R TR B .ottt ettt et et et et e et e et neaeaeetean et eaeeaenes 8
T I -3\ = NS 9
THIAIEBITUZR ( ACL ) oottt ettt et e et e s et e e e ae e e aeaeeaeseeeeseeeeaeenanes 9

B B ettt ettt ettt e et et et te et et e st et et e et eneete et et eaneaeereeeenneneas 9
AMazon S3 A E — B B B e, 10
B 2 =Y = OO 11

B R R BT ettt ettt ettt e et ae et ae et te et ae et ae e ae e, 12
THIB) AMAZON S3 ...ttt e e et et e e ettt ettt en e 13
Amazon Web Services Management CONSOIe .............oooiiiiiiiiiiiiiiiiiccccee e 13
Amazon Command Line INtErfacCe ..........ovvueeeiiiiii i 13
AMAZON SDK ..o ettt aeaaaaaaaaaaaeaeeeeea——————_ 13
AMAZON S3 REST AP ..ot e e e e e e e e e e e e e e e e e e e e e e e e e e easaaaaaaaaa 14

0 AMAZON S3 AT B oo 14
O B DT TR X O TSOPORRPRRT 15
N L PR 16
R TR 16
JEM AMazon Web Services I .....o.oooiieieie ettt e 17
L7 1NV = 17
e R Y =2 - OO 18

API WA 2006-03-01 iii



Amazon Simple Storage Service ArfEm

R 2 1 R R oottt 23
e S IR N =5 - RS URRURRRRSRRRRR 24
BB O3 BBt B ettt ettt 24
R A T BR oottt 25
DR 5 R R A A oottt ettt 26
B BRI BR ettt ettt e e 27
B TE A A oottt ettt ettt e, 27
B R AT B B .ottt ettt n e 28
B D TR ettt ettt ettt 28
TR R B B BRI oo 29
PR T AR RN XT BRITTIIAD <.ttt e e, 29
R R A T ettt ettt e, 30
B AMAZON S8 B T T R oottt ettt et 30
A R R T ettt ettt 31
R R U R S ettt e, 33
B R B A TR A oottt ettt 34
B TR A 0 oottt 35
B TR R ettt e, 35
B B B TR B T oo e e e 36

B B e e e 36
BB TERE AT EE TR .ottt 37
B T R T B ... oottt ettt e, 38
B TR R R oottt e, 40
B TR R B T ettt ettt 40
B L B T AR T ettt ettt ettt 41
B P B TR B AR I e, 42
B R R R D B TR R AR I et 42
BB I ettt et e ettt e et n s 43
B TR B A B I ettt 44
B TR R B R R0 ettt 45
BB T ettt ettt 46
B R BT RE GUID B R A oot 47
BT, B R A BB .ottt ettt 48
TR R I B ..ottt ettt e, 48
T R A T R PR A .ottt ettt ettt 49
TERBERBIT BT oottt ettt 49

AP A 2006-03-01 iv



Amazon Simple Storage Service ArfEm

T B TR A e ettt 49
................................................................................................................................................... 49

B TR R L B oo 52
B B T A .ot 60
B R TR R R I .o oot 60

B B R B I oo 73
T TR B A oottt 75
B T B TR B oo 81
SEZEHLE T Amazon CloudTrail BU B A R oo 83
e 2 R - OO U TR TRT 83
T AMazon S3 BY MOUNPOINT ..ottt e e ee e, 88
=301V (o101 11 1o)] | RO 89
BB RIE D MOUNTPOINT ..o ee et eee e e e e et e e e eaeeeesreeeeneaeas 92
Mountpoint BEEEBEBR ...ttt 95
FERAT Amazon S3 BITF MM BEBT . oo 96
BT SO TR N B BE o 97
TR BT S8 BT R BT s, 08
BB T SO MU R N SRS e 08

B BB AT SO M R R B RS oo 110
BT S3 TR R B BFEBEBERR .o 111

[T R N Y = g AV etet= [=Y 2= o) o RO 112
RALEMEH Transfer ACCEIEration ? ........cooeeoeeeeeeee oo 112
R Transfer Acceleration BIZESR ... oo 112
AL e e e e e e ——— 114
JBF Transfer ACCEIEIALtION ...........coooiieeie ettt 115
D=0 o5 = R USSR TR PPN 122

B B B T 00 B ettt 123
=Ry R NN O == B2 N = TSRS T RS R 124

B B B 0 10 B oottt ettt 124
ZR requestPayment BLIE ..........cccovieieeeeee ettt ettt eenens 126
MBI T TR T B TT BR et 127

B P T R e ettt e e e e e e e e e e e e 129
R BRI .ottt 130
B R ettt ettt 131

T R R A B <ottt e et e ettt e e e e e, 131
T T R B T oottt 132

API fR7s 2006-03-01 v



Amazon Simple Storage Service ArfEm

T R BB AT BRI ettt 133
B TT BB oottt ettt e, 136
R T N B R IO BT oottt e, 137
B e N B X R T BT oottt e, 139
R T R TT BB oottt 141
D R AR R I I I .ottt ettt ettt ettt et 144
B B R e ettt ettt 177
B B R ettt 178
Bt EAE B AR B B I RBITTER oottt 190
B 0 B A e 190
R B R B SR oottt 259
A AR TT BB A R B T R oo, 260
B L T R B EE oottt ettt ettt e, 261
B BB R E BB IT R oottt 271
R R ettt ettt e, 274
BB B R BR ettt ettt ettt e, 283
B T B T R ettt et 284
R B T R ettt ettt ettt ettt 285
R B T R ettt ettt et 286
B B N I B e ettt ettt 288
R R BRI B0 ettt ettt ettt ettt 290
MZBE = Amazon Web Services T TERRTER .oooovieeeeee e, 290
R B R T R oottt ettt ettt 291
BB B T B N B R R oo 292
R R R P E T ..ot 292
TE AMAzOon S3 AR B T R TE B oottt et ettt 292
B8 S A B B LB oottt 293
R R A E AR I T A et 294
1 T B R I NI I T D BR A e 296
D BRI AN 1T 0 B L& e, 296
B A ettt ettt 297
TE EAETTERBTEEF CONIENI-MS <.ttt ettt e e e et et ee e e ee e 305
5 Content-MD5 Fl ETag IUE EAABITIER oo 305
BB R AR IO AT .ottt ettt ettt ettt 306
B B T R ettt ettt e et e e et e e en e 311
B R R R B R T B BRI TR oot 311

AP A 2006-03-01 vi



Amazon Simple Storage Service ArfEm

S R R AN A B TR B R P BRI BR ettt e, 312
M ARSI B T A T I BRI BR oot e, 313
AT R A B B TR R I BRI BR oo, 313
MEBEET MFA BITERERE B IBRITZR oo 313
B R B AN B R et 313
B BRI T R et 324
LA RN T HE T BR oottt ettt ettt ettt et 327
BB BT B .ottt ettt ettt ettt e, 328
B T R ettt ettt 329
BB R STAE T ettt ettt 332
BT X R B oottt 336
B R T T A BRI T 0 2 et 337
FERATAZER URL TR EAETTER oottt 349
HETTLABIETALETE URL ..ottt ettt e e e e, 350
FAER URL BIBIHRBTIED .ottt e e e, 351
BRI ZE B URL T AE oottt ettt ettt e, 351
TR URL R R oottt 353
FEATAZER URL EAETTER oo et 356
B T BR .ottt et ettt en e 359
e EE O I T ] oYe L= T 3 N = PSR TRRR 361
fEF AMazon S3 XFER Lambda FE A B oottt ettt ee et et 373
B B T B BT oo ettt et e, 377
p = Y001 o Yo - N TR ROPRPR 383
B AMAZON B B BRI B oottt ettt 413
S3 XFHR Lambda BB E S B R B B ..ot e, 415
S3 FTER LambBAa ZEER ..ottt e, 417
S3 FFER Lambda BEEHEBR ...t 449
Bl B LTI R BRI oottt ettt 449
Bl B IR E B 0 ettt ettt e, 450
S Bl B R E AR o oottt e, 451
B T B BR ..o 451
B TGS ettt ettt ettt e, 461
I BB IR <ottt 482
B B GS oottt ettt ettt ettt 519
R BRI G R S A TE B AR B oottt ettt ettt 523
BB R ettt ettt et ettt e, 536

API BRZ 2006-03-01 vii



Amazon Simple Storage Service ArfEm

B R R R B I AT R T oo et 551
R X T T B B e 575
BEBE R B R IR B oot e, 613

B BT T BB .ottt 615
SR T PR Al .ottt 615

B B B SR ettt 616

BB R e e e e e et e e ee e e e et e e e e e e e e aaiaaaas 617
S3 SEIECE TRIT ..ot 617

S QL B oot 621

B T B R A oottt 660
B R R R B D oottt 660
B 3 oo et e e e e e e ———————— 661
B B A N oottt e e e e e e 661
T B R B B B ..ottt e ettt e e et e et e e e e e e 661
B R TR B I B ...ttt et 662
B R ] B R B A oottt 662
B R R R T B d R ettt 663
B B R B oot 663

B BT B A B E o, 700

B R R B T T oottt 711
B R TR B T T oottt 712

B R R R I APl 3R e e 713

B REFEBAIIFA AMazon S3 THBE ..o, 714

B R T B R T B P oottt e e e e e e e e e aa—a et 716
THERINAES, KEBEHMEIE SageMaker T Ao oo, 716
BILIE VP C PR O Ui R oeeeeteee e ettt e e et e e e et e e e et e e e et e e e et e e et e e e et e e et e e e eeee e e e e e e e e eaeneeeeeeeeenaas 716
HRFEBIBII oottt 717
BT B B oottt ettt 718
B T T A R R B oottt ettt e 718
I I TR B R TR B ettt ettt 719

B B TR BB IR B et 722

BB BRAERE R IR ..ottt ettt 722
TB T B SR T I oo e e 723
N S - OO 724
B B R E A oottt 727
B R R B AT T T I A et 729

AP WA 2006-03-01 viii



Amazon Simple Storage Service ArfEm

B8 B R T B BR oottt ettt 730
BT R A B B T R oot 731
BB O3 A B oottt ettt 732
3t S3 Express One Zone Rt B R oo 745
) X R B T B ..ottt et 747
B B R ettt 749
R R ettt ettt e, 779
B R T R ettt ettt e e 784
R B T R ettt ettt ee et 788
ERTTZE R URL BAEE R TTBR oottt 791
B BRI R TT BB oottt 791
B T R ettt ettt 792
B R R R R Bt oottt 792
B BRI A B ettt ettt 793
T R T B D I UE AT IE A oottt 813
T R BRI ST B oottt ettt e, 845
B B TR B T A A oo ettt 849
BB I R A A B BRI ..ottt ettt 849
Bl B TR B T A oottt 851
B A R T BRI oottt 851
FRIE IAM BB oottt ettt ettt ettt 852
B Al R R T oottt ettt 857
B B TR B T I A L oottt 858
BETEEEE A R oottt ettt ettt ettt 860
£ Amazon CloudTrail 31 B REEBHEITHTRIET oo 869
B RZIZEIERY CloudTrail BIEIEMF ..o 869
B R CloudTrail B B B o oot 870
................................................................................................................................................. 871
R B TR A e B oottt ettt e, 878
FEAET ATERIBIRUL ..ottt et 878
A S8 R R B E ST B ettt e, 878
FEAREFRAR Amazon SDK B IEITETEE «.oooeeeeee e ee e 879
B B TR R T T R oottt 879
B IR RER DI R AT A DRI AL oottt ettt ee e e eneen e 879
£ S3 #4|&. Amazon CLI 1 Amazon SDK &b B FHIZERE oovoeeeeeeeee e, 880
B TR AP BRI oottt 881

AP WA 2006-03-01 ix



Amazon Simple Storage Service ArfEm

£ Amazon S3 REBIEFEME RS FRIFER ..o, 884
S8 R BI R R IR S TR oo, 884
Dz B 885
B 1 S8 R BT ARSI AT oo, 886

TR QERTFEBHATHEES Amazon ZHARFEEL oo, 887
B2 BEBRWBEBIFIR oottt 888
(AIiE ) B 3 MFXIKRM Lake Formation PR ....oovevriveeeiece e, 890
BSR4 1E Athena BEH SQL B U BT . oo 891
BRI A oottt ettt ettt e et ae et et ean et ene e eanenenens 892
RIFBERETTB I oottt s s s 893
LB g - OO 895
BB R T A A ettt 897
B R RTEE IR oot 898
= RO 898
S8 R BI RTFEE I RS I oot 899
S R E B RS T S R e 899
BRI F R oottt 900
=37 P 902
g == 1 TR 904
BEBEZEIAD L.ttt ettt a ettt e ettt ettt a ettt ettt a et a e et ettt ettt seae s 906
e = e = OO 907
FBUBREE TR ZEIED ..ottt ettt 908
=S ORTRPRR 909
xR 910
BB BRER .ottt ettt s ettt 915
= RO 915
10 SRR 917
JES Amazon SageMaker BEEMLEERRTTIAIZR ...oooveiiecececeeeeee e 917
=R 2301 L= P 918
T S3 REBIFEFMHIRSI S Amazon BHRFEEFE oo 919
£/ Amazon Glue Iceberg REST SR U TAIR ...ooveviieiiiiieiee et 931
£ Amazon S3 REMIFEFMARS Iceberg REST SR IAIIER oo 935
BB IR E RUTIEIZR oottt ettt 941
AMAZON ATNENA ...t e e e et e e e e e e e e a it e aaaaae 943
AMAzon RedSNIft ..o e e e e ————— 945
AMAZON EMR L. e e e e e 945

API fR7s 2006-03-01 x



Amazon Simple Storage Service ArfEm

QUICKSIGNL ..ot e e e e e e e e e e e e e e aaees 949
AMAzon Data Fir€NOSE ......o.vuiii e e e et 951
AMAZON GIUE ETL oo e e e 958
Amazon Web Services KiZl, S M BRE ..o 969
S3 REBFEZMIRS Amazon Web Services IR ....ooveverieeeeeeeeceeeee e 969
S R R T RS ELET ..ot 974
S8 R R R RS A T B e, 975
11 PR 976
1T = P 988
VP C BB R .ottt et e et et et e et e ateeareeateearee e 1007
e BT = TR 1010
£/ Amazon CloudTrail X} S3 REMFEFMEIRSFHITHETIER oo 1011
S3 REBEEMIRSH CloudTrail BIEEH .o, 1011
S3 REBEEMIRSH CloudTrail BIBEH .o, 1012

(O [o TV To I =TI = 82 R 1013
1] LT TR 1017
T T 0 AR 1017
B oottt ettt ettt st n sttt a et s n e 1021
R R B R R B e 1023
0T = = R 1023
= R 1028
LTl = T R 1029
Bl I R = 3 SO 1035
Identity and Access Management (IAM) ... 1036
9 R 1037
ERA BB EITEADIIE oottt 1037

E I = Ry 1039
Amazon S3 HMAE IAM BEEBE ..o, 1041
R - R 1065
R I e B X =y == PR 1073
L I S SR 1103
TR R TR B oottt e et ettt et et e e ete e 1107

B = G O 1 SO TR 1148

E I S - R 1181
FFRS XA R T Amazon S3 Storage Lens B AITTEE TR ..., 1216
Amazon S3 BRIV RIRRBEZE ..o 1220

AP A 2006-03-01 xi



Amazon Simple Storage Service ArfEm
AMAZON FE B T IR BE .ot 1239

B P B P TR B T E A B oottt 1241
TBHN ., BRBIR R BRE .ottt 1242

B A A ettt e e e e et e e e e e e e raia e 1244

B A R B R E ettt 1247

B B LA TR B o ettt e et e e e 1248
B Al B R D T ettt 1255

B B TR B B T E A B ettt 1257

B BB B2 A L oot et e e e e e e e e e ee e e aaraaaas 1263

B P dEE A L oo e e e e e e e e e e aaraaaaas 1267
5 S3 Access Grants BIEBUTIEIAUBR ....oviieeee oo 1278
S3 ACCESS Grants BUB . .o 1279
S3 Access Grants F B B T B 7 ..ot 1283
FEIRBEFR S3 ACCESS GIANTS ...oo.veeeeeeeeeee ettt e e et 1291
FEF S3 T ABR B IESED ..o, 1292
FEF S T A BR B IRALIE ..ottt e, 1304
TE S3 AR BR B IR ALIEIZAN oo 1325

B R T TR IR A IR E S B E oot 1337
S3 Access Grants EEME FU U IE] ..ot ettt 1350
FF Amazon #RZ 5 S3 Access Grants BB ..o oo 1362
S3 ACCESS Grants BRI ...t 1364
S3 ACCESS Grants BEMK ....ccveieeeiee ettt een s 1366

B P A C L B B U ] oottt et ettt e e e e e e e e e aes 1368
A L B oottt e e et e et r e e e 1369
B A C L .o et e ———— e e ———— e ——— 1384

R B TR AT .ot aa e 1401
BEL L N B T T8 .ottt ettt e e e e et e e e e e e e e e e e 1405
BB T IR B BRI B ..ottt e et e et e e e e e e e et e e et e e e e e e e e e e 1407
EEAR BRI TR F T A BRI e 1410
B/ = i N OO 1410
EAEAT S3 89 IAM Access Analyzer BB AB MR oo, 1413

B BB e e e e e e r s 1414
BB BRI R T BIAUBR .ottt 1414

B B K 7 T B ....eeeee ettt et e et e et e e ettt e e et e e e e e e e e e e e e e e e r e e e 1415

B B TR B R A I A B IR B .ottt 1417

B B TR B B T80 oo et e e e e e 1420

API BRZ 2006-03-01 xii



Amazon Simple Storage Service ArfEm

EAT S3 B IAM Access Analyzer JZEMBEEEE 2 oo 1421
BAERT S3 BY IAM ACCESS ANAIYZET ... 1422
BELLE P N THTA] .ottt t et ettt 1422

B A BB T TR BR .ottt 1423

T A BRI T A ettt e, 1425
T A R BT TR R R oottt 1425

B R R R R B R oo e 1425
TEEAT S3 B IAM Access Analyzer FRET ..o 1426

B E T R TE AL oottt ettt ettt ettt e e 1426
B TR B B R oo, 1427

B I T R 2 oottt ettt e, 1427
IRAB ettt ettt ettt 1428

BB T B BRI .ottt ettt ettt 1431
B X BRI oottt ettt ettt 1431
FFERFTALIRIE ...ttt ettt et ettt et e e 1432
TBITZE ACL BlIEBAITE TR oottt e et ee et 1434

B ] ACL BU T R oottt 1435
Object OWNEIShIP FXBR ... ..ottt ettt e eeeteeaeere e enen 1435
BRI IIERERIAY ACL oo ettt 1435
EHIFN ODJECt OWNEISNID ....veee et 1436

R B X BRI AN oottt ettt ettt et 1436

B ] ACL HU T R ettt 1437
B E A .ottt 1451

R B X BRI AN oottt ettt ettt et 1459
BEE Object OWNEISIP TRIE ......cceeveeeieete ettt et e e ete e eaeeeae e e eaeeaaean 1462
BT ITIERERIAY ACL oot ettt 1464

BB BB BB ..ottt ettt ettt e 1466

B B I ettt ettt ettt ettt e, 1469
B R BRI T B ettt ettt ettt 1471
AMAZON S3 B R E ST oo ettt 1471
AMaAzon S3 i e A B T B E ST B oottt ettt 1476
T B ettt 1479
B R TP ettt ettt ettt 1481
B B B ettt ettt e, 1482
BB G BRI I BR .ottt ettt ettt ettt ettt 1484
B B o B IR oottt ettt et 1571

AP WA 2006-03-01 xiii



Amazon Simple Storage Service ArfEm

B BRPREE TR BBREA oottt ettt et ettt ettt 1571
BRSSP R A R Z I BT TR .o 1572

B — X Amazon BIRZIEIBITRE ..ot 1572
FEAT Amazon S3 B AMazon PrivateLink ..........ooeeeeeoe oot 1572
BIMEIRIE ..ottt ettt ettt ettt 1588
B BB B B 0 oottt ettt 1589
B INER oottt ettt 1591

B R R B T Bt ettt ettt 1592
B B A R0 0 T e e 1593
TR PR B I .ottt ettt ettt ettt ettt ettt 1593
BRI oottt ettt ettt 1596
T X P T I A X BR oottt ettt 1597
T AT B Bt 2 oot 1598

D B (0 B B B 3B Tl ..o 1599
AT B P B R IE ] .ottt ettt 1600
AR B R TE] B B .o e 1600
AT B R O3 0 ] oo 1600
TR R A SR BT ] ettt e, 1601

B B T A A 2 oottt ettt ettt e, 1602
B B R A E B IR IM oottt 1605

R B ST Bt .ottt ettt ettt ettt 1608

B T B BT ST o oottt e, 1693

B I T R oottt 1694

T B B T ) BB ET oottt ettt 1706
B B BT TR R S ettt ettt ettt e, 1713
B T 2B IR T T R ..ottt et ettt e et e e 1731
B 2B T IT I A R oottt ettt 1732

B B 22 DX IT I A R oottt ettt ettt 1740

B P B K IT I A R oottt ettt 1743
BREBITERIT B ANARZR ..ottt ettt 1787
FEmAES, BRTRAEH NSRS EER e, 1788
FF S3 ARARIEAIS S8 A A A A oo 1789
S R TE  .eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeteeeeeeeeeeeeeeeeeeet et 1789
TR R L o B RS oottt 1793
BRIE MEFA BBIBR oottt ettt ettt et et ee e, 1798
B RS TR BRI BR oottt 1800

AP WA 2006-03-01 xiv



Amazon Simple Storage Service ArfEm

b N o i OO 1828

o e = 2 OO 1832

S = O T 1836
SR I O K=l =0 RSO 1837
FFRBITETEB I ..ottt ettt ettt e et ae et a et ae et ae et ae e ae e, 1840
[T =i 1845
i T 1854
FRZRAEAL ettt ettt ettt ettt et et e et ae et ennetenn e 1856
R L e SRRSO 1856
E ) N i 7. SRRSO 1857

T B R oottt ettt e et te e et e ete e e e eteeaeeneas 1859

E s = R 1861
TR K A A R IR oo aena, 1863
Amazon S3 S IRMARIAIIKEETTER ..ot 1884

I 3 k=R X - =SSR 1898
Al L1 S RO 1898
BRI R R LR R I BRIE oo, 1899
R vl LT RSSO 1900
SRyl L1 S I PSS 1902
AmMAzon S3 0N OULIPOSES .....ouueiiiiiiiieii e e e e e e e e e e e e e e e e e e e e e e e e e eeeeeasaaaanas 1903
o 2 SR 1903
DB R =R 1904
g s | SRR 1908
£/ Amazon S3 Intelligent-Tiering BEBTFMEBLAS ....ooveeeeieieeeee e 1914
AMAzZoN S3 Glatier TR oot 1925
E R T S PSR 1930
o = R 1941
B R T A A B .o 1943
L2 RO 1944

B I BT RT BR oottt ae et ae e enenas 1951

D d e e RO SR 1953

G R R g T OO 1971
BB S3 M AEIEAIBA ..o, 1973

e ST B v 1975

e oo B = 1990
SR I o T B R 1995

API hixZs 2006-03-01 xv



Amazon Simple Storage Service ArfEm

BE B A B B B 0] B .ottt ettt 2009

B R T TR A oot e e s 2015
B T B e e e e 2018
= = OO UTUUUTUTRT 2018
B L B s 2018

Bl R T SR T0L ..ottt ettt e e e e e e et e e et et e e e e e e e e e e e e aai—aaas 2019
fEF] CloUALrall 1T B R Tl T oot e e e et et e et e e e e e e s 2021
¥ CloudTrail H&EE Amazon S3 k85158 HEFM CloudWatch Logs &6 ............... 2023
£ Amazon S3 SOAP API BT CloudTrail BRER ...cvoveeeeeeeeeeeeeeeeeeee e, 2023
ClOUAT Al BB ..o ettt e ettt e e e et e e et e e et e e et e e e e 2024
TR B R A oo e et e et 2036
JEF CIOUATTAIN ..ttt 2040
B S8 BB R oottt 2043

T TR ARG B T ] ettt ettt e e et e e 2050
BAIB R BIREAEIE 2 oottt 2050

B R R R B B I B oottt et 2052
AT B B R 2 oot e et aen 2053
R RGBT B R R o oot 2054
R B A R R A T B B T E 20 oo 2054
BRABRSS BRI HRRIBZE oottt 2055

Bl T oot e et e e e e e e e e e e e e e e e e e 2076
FBUBR B R STAE oottt 2090
B S8 BB R et et 2090
HEERSZZBR VA BRRIT R ..ot 2098

B ] CloUAVN IO B B R oottt e e e e e et e e e e e e e e e e e e e e 2100
B R T oot e e 2102
THIE) ClIOUAWALCR FEER ..ot e e 2118
CloudWatCh FEFRELIE ......oooe ettt e et ee e e e 2119
AMAZON S3 BT ..o, 2127
B e e e e 2127
B I B AT B BR oottt ettt 2129
fEFD SQS. SNS F LAMDAA ..ot e e e et e e e e et e e e e e e e aeeee e 2135
FEF EVENIBIIAGE ....cvvceeeeeeeeeeeeeee ettt ettt ettt e e te st e et eeeneetestensennene e 2161
A TR B B A P B ..o e e e e e e e, 2170
S3 Storage Lens FH AT EE T EIEIRFINEE .o 2171
THE S3 Storage Lens TG TTEIE T E ..o 2173

AP KRS 2006-03-01 xvi



Amazon Simple Storage Service ArfEm

BB R TR R oot ettt e e e e e e e e e e e aaaas 2182

TR B A B ettt e et e e et e e e e e 2213
5 S3 Storage Lens TG TTEIE T E .o 2216

B B TR B BT oo e 2254
R BT .ottt e e e e e e 2305
EF StOrage LeNS ZH ...ttt 2315
B B T R B T 0 AT e ettt 2357
AMAZON S3 B B TR ..ot 2358

B B 1 BR oottt e e ae—a s 2358
BB AMAZON S3 B B oottt 2363

B B B B oot 2371

T B B B T T ] ..ottt et et e et e e e 2375
B AtNENA B B o oo 2376
B RN D T R 0 B T BB e 2381

B R T BR A C L R oo e rea e 2384
R B ..ottt ettt e, 2386
AMAzon S3 BUMEREAEI ..ottt 2387
T BB B ..o et e e et e e e e et e e e e e e 2387
TR B oo e et e e e e et e e e e aeaaaas 2388

B ] T T T B R T ..ottt e e e e 2388
BB R T R oo e e 2388
ER—RXIFGHALEES Amazon S3 F AMazon EC2 .......ooieeee e, 2389
5 Transfer Acceleration R AREHEB D EEIR ......ocoovieeeeeeeeeeeeee e 2389
FEFERFTHY AMAZON SDK ...ttt 2389
AMAzZoN S8 B BB R T T e, 2389
B T T B T ) B TR oottt ettt 2390
HE R B T R R R B B AT R B IR .o, 2390
IR R A ITE SR TTAE oot 2391
B 3 TR AV 1B 0 B A B A B0 IR e, 2392

B B BB A P T oottt ettt ettt 2393
P 0 J <.ttt ettt e et e et e et e et e et e e e e e et e e ettt e ee—ee e et eeeae——eeeae——eeae e e e e —e e e e aaans 2393
P T T o TR AT e e e e et e e et e e 2395

AN T DN S BT TR K oottt et et e et et e et e e et e e et e e e e e e e e e 2395
FMEEXIFE Route 53 BB ..o, 2396

W ubim S F REST APl Ui S Z B Y I B D Bl oo 2396
L= =TT 2397

AP WA 2006-03-01 xvii



Amazon Simple Storage Service ArfEm

B B Bl ST ettt ettt ettt en e 2401
BRBISTRYTIITAIETZ .ottt ettt 2402

B B B B Sl .ottt ettt ettt 2403

B B T N B TR SR .ottt ettt ettt 2404
AMAzZON S3 HTTP M R T ..ottt e e e e 2404

B B B e S B TR A oottt ettt 2406
TR T A PR B BT ATBR ..ottt ettt et ettt ettt en e, 2407
B 1 YRR S BHLE A TAIEIIRE ..ot e, 2408
D 2 R TR A TR B oottt 2409

T R T EE B Bl 2R .ottt e, 2411
BT WD B ettt ettt ettt 2412
B B B TE IE] ..ottt ettt ettt ettt ettt ettt et ettt et ee e en e 2413
R RS A IR - Rt N ¥ | RS RRRRRERRRRR 2413
BB TSI .ottt ettt ettt e, 2414
T T T AT BRI IE SR oo ettt 2421
FEF CORS ..ottt et ettt ettt ettt ettt 2423
R = - == ==Y 7/ — O SRRRRRRRRR 2423
Amazon S3 A I ET I FMEMEY CORS BRI 7 .oooveeieeeeeeeee e 2424
FFER Lambda BEASIAISTIE CORS ...ttt e, 2424
CORS B BT TTEE ..ottt ettt ettt et ettt ee e en e, 2424
BRIB CORS ...ttt et et ettt ettt et e e 2430
T CORS ..ottt et ettt et e e 2438
CORS [BJBIBEE ...ttt ettt ettt ee e e 2440

B A T R oottt ettt ettt 2445
ﬁ ?L,"ﬁiuu, ............................................................................................................................ 2446

B B B 2 P T ettt ettt et ettt 2462
EREFEE AMAzZON S3 BB T U oottt ettt ettt 2470
T B e N I B B B S T .ottt 2475

M Amazon S3 FFEEAMIEEBB R AMPITY cooovieeeeeececeeeeee e 2497
Bl ..ottt ettt ettt ettt et e, 2500
B T B & ...ttt ettt ettt 2500
B ettt ettt 2501
I R TT B R 3 oottt ettt ettt ettt ettt 2502
B Rl oottt ettt ettt 2534

API FRZ 2006-03-01 xviii



Amazon Simple Storage Service ArfEm

482 Amazon S3?

Amazon Simple Storage Service ( Amazon S3 ) 2 — XN RFMH RS , BETULTAEH AT B,
BETRAME, REtNMeE, STAENTLHNESEBATLUER Amazon S3 FRFMRFPEEHEN
BE, ATHRES. N, BINARE., FOMNRE, AR, DLMARE. loT BEFMABES
#o Amazon S3 1Rt T EEIhaE , AT, ALANBEENBENHE , URRENFELS.
HAOAFEMMEER,

(® Note

BXI¥ Amazon S3 Express One Zone F#E S B R FHBRESEANESER , BSHS3
Express One Zone M £ A B RFE M.

£

« Amazon S3 Ky Ih&g

- Amazon S3 W T{ERE

« Amazon S3 FHiE —MHER
- HXRSF

« IfilA Amazon S3

« 7 Amazon S3 X {J % H

- PCIDSS £#ift

Amazon S3 By IhEE
F3E

Amazon S3 Rt —RIEETEEARFINEMSE, Sl , BALLHESRBREFBIEFMEE S3
Standard =% S3 Express One Zone FLAEIME A , FALEHEAEBIEEFME S3 Standard-1A =,
S3 One Zone-IA A |, 37 S3 Glacier Instant Retrieval, S3 Glacier Flexible Retrieval, # S3 Glacier
Deep Archive A BARAE B B AR5 R 8048

Amazon S3 Express One Zone 2 S AEM 2 X Amazon S3 ZiEE | TR TRERERRSH A
EFRHRENZEVREIETT N, S3 Express One Zone R B I EBMEE RN =N REFEME | ALt

Amazon S3 Ky IhEE API fRZ 2006-03-01 1



Amazon Simple Storage Service ArfEm

S3 Standard , EHIREARIEREER 10 % , BiEREAMK 50%. S3 Express One Zone 25— A 2L
EEHPERBANTHRKXEN S3 7% , B EARNENNRE#ESITERRKAKERE—MIE , N\
MEHRTESHNIERRE, i, A TH-SRSVAEREHXSEVHTATMER , BEE®EEH
MR EET . Amazon S3 BERF#HNTE. BXEZEER , iIHZ 1S3 Express One ZoneHMEH B &
iR,

A LAE S3 Intelligent-Tiering FEEEE M TR AMAEERNNEE , Z2BEIEHRERNKE
T B EENGREZB B EE , N LE#ERE. XENGRESERMEERHEE (&
SHMERMFMEHRRHIT TR ) , URADMNAFRSHRRD B EEMIZITEY opt-in archive 1]
=

BXEZEER ,BFSHE 7THMEE Amazon S3 F#EE,
FRER

Amazon S3 ERFHEENRE , LKA EARXEDREREEMAE, BREAER, BOERFREFHR
BHNZNMTEEIRUHEEEMMEER,

- S3ABEN - BEELEwAMEELNERENNR , AEB M Ea AHRELF SR FHEXLEN R,
WAL R Hfth S3 ik, BRI AER £ AR RV KT,

« S3WRVE - ATAEEER R B RN REI#PE LE IR B E Amazon S3 F R, AIAERATRR
BERBBEHEEEE—XNBEAZXER (WORM) FHIZEMNER , KRAERME —NMRIPEK
By L 3 SR 4R 5E S AN BR o

« S3EH - FHNREEZBNTHBANRIFZLE TR —=FEH Amazon Web Services X3 B
HREHEBPHN—IRZSANEREERE , URDIEERE, 60, ZeMEMNEMEREN,

o S3IHEERIE- B iTEA S3API ERFAE Amazon S3 #BEIAPEFHILLK , KNESEHRH{ZAX
R, SO LMERARERERMNITENES. A Amazon Lambda BN IEEH B FIHKH{ZH &R
X RE,

HREENLZEM

Amazon S3 R T ATHEEZMEEN FEBAXN RGN IIE. MINERT , S3 FREBINRER
HEN. LREHEEEN S3 AR, ERTIFEBECAROINVARERFNRIFH Amazon
S3 RIRKIINER , & LAER AT Zhae,

« S3FHIERBIEFE - HIEX S3 FREBMNRNWLBLRE. MABERT , “RRAKTEANRREERF
BRI T RS, BRNBWEFAME RELKTENRRERENEARS , BRIFELZANER

FREE API k78 2006-03-01 2


https://docs.amazonaws.cn/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/object-lock.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/replication.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/batch-ops.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/access-control-block-public-access.html

Amazon Simple Storage Service ArfEm

ZEENENREEARGKAEF—INIZMEE, BREZER , BSH N S3 FHEBEEEF K
NHIFEINRIFE,

« Amazon Identity and Access Management ( IAM ) — IAM 2 —% Web RS , AT &I BIEZ £ th izl
Xt Amazon R ( ‘@3 Amazon S3 #IR ) WiAEl. &8 IAM , B A LA R E = & A 7 A1 0] HLE
Amazon BIRIR. TTUAER IAM RZBHEES T HHRIE (HETFER ) HREEN (EFHEMN
PR ) kEARIR,

- FEMER - ERET IAM HREESH S3 FEBAREFHINREER T RRNNER.

« Amazon S3 AL - FATRHGRERKEETENEZRS , MEANEEFEX Amazon S3 HFHE
BUREMN A,

« pEEHEGIER (ACL) - IRRAFRTFENMEEBANREORENR, FEH—RAN , FZITEWR
CERET S3 RIFHRE ( FRMRBENEALKE ) 3 IAM AP REERTHRES  mAR
ACL, REER T, EREMFRRHIET, FBFREBRBMEAQIKR , BT UENLZE
AT &3 Amazon S3 BIRHIFTRERHMN . BXRMAER ACL MARETRIRHI RIS IAM A
FRENBERBINESER , BSAER ACL BRI,

« SSXRMBENR - REFFEBPENIXNREAEN , MNMRI{LXSF4E Amazon S3 FREYRIER 778
B, S3XNRAMAENR Amazon S3 FHEBRIIMRE , BRI MERZREREMADE A ACL. A
BT , ACLATEMRS., ZEAACLE , FRBAREREFHEBTIHMEXNR , AEMTH
EERBERETEEN BN T RNER.

« SEBAT S3 B IAM Access Analyzer - iFA SRR S3 FEMIFRIKES | FB{RIX LR URHX
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ZRRS. ZERAACLE , FEBAREREFREBINAENR , AERBREERERETEEN
XX R ERR,

Amazon S3 FMAZHIMKEARGITBREMRM ACL. RINBIWEN ACL RENZARS |, BR3E
BREEENREFNFIN RO T ENRNEFREN. M ACL f& , &7 LAE R R B SR HIXT 76 8 A
BRRNBANR , TRRERNR LEIENFEE. AXESEE | B2H N ENFREBESX
KAMBERMEA ACL. o

X

IEALLERE — 1 Amazon Web Services X i3 it Amazon S3 ZE BB BN E#ETE. BER—IMKX
5, MERIEER, RAREREKAIEHEEMNER, FHE7E Amazon Web Services XI5 AR X K
EFAREFZXE , RIFEXMFEeMNERIEHE S —MXE, Flw, ZM ( ZRZ ) KEEFEE#EN
NRE—BEBERM,
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® Note
R 2R B AR Amazon Web Services Xi8 A5 [A] Amazon S3 R EINgE, Bx
BRAXIUAEMERE Amazon BFEMEZEER |, 52/ (Amazon Web Services —fix5
£y I EE Amazon Web Services X1,

% Amazon S3 Xig ik R FIR , 52 (Amazon Web Services —fixSZ) 1 XiE i m.

Amazon S3 FiE— B ER

Amazon S3 J1FfE Amazon Web Services X13 1 #) Amazon S3 F B XI KK PUT M DELETE
BREH|ETRANEERE -3, BITHBEERTHHNKRNEA , 8 EATESZABENRN PUT
#R# DELETE &R, b5\ , Amazon S3 Select, Amazon S3if[RI#24%]&K (ACL)., Amazon S3X &K
PRSI RITEIE (Sl , HEADXN R ) ERIEEUREIEE — B

BEARNENRERTFEN. Sl , MREN-—NMELEXNDBBANIT PUT BR , ARNNSE —P&E
XNE—FARIT GET HFXR , WEFREG BHRFEIHEE , BLTIIKEH 2 AT K.

Amazon S3 B Amazon BIEH LA S NRFZH[2EEFKE , NMEIMS T AM. WE PUT
BRMI , WBREEZ =M. EREIRIIMN PUT WGB3 VEMEE ( GET = LIST H3R ) &
BRE PUT EREANEBIE. UTREITHERA

—MEE , EF—IHNREA Amazon S3 , AVUASIHEF#BEANEZER, IXRERES

¢« XE—APER , 28— I NENXR , HIEEF R HR, Amazon S3 REIFHIE,

¢« XR—ANERE , SMBR— AN IEMNRR , HIZEEEEUIT R, Amazon S3 &R EMERIEIE |
CA DS E AL

« ZR—IEE , 2RBR— T RANNR , AUNFIHEFEREANE. ZNRTF2EREIRSP,

(® Note

* Amazon S3 FXEXNHRBEARBITNRYUE, NRERNE—REAEFHEA PUT EXR , N
AN EBNERNE NMRXLSHAE , EFEENARFHEIENRBEN
#lo

Amazon S3 #E — B R API R4 2006-03-01 10
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- EMRETREN, TEEREXIWNEREFEH. Sl , TERFE-ITRENEHN S —NMEE
BATEH , BRI NERRITEIRAREFF,

FHEBEEERRA —BMEE, B4AMS , XEWE

o MREMBRIFER  REUEISIHAEFER , WA RN FRBAIEN2EREIIRF,

- MBEERNFEEE ARASEZE  WAREEERENNEENTELEEBER. RNEWEES AR
AEFEEF 1508 , AEBNFEETFHINRREEALRE (PUT S DELETE X ) .

HENAERF
REHRET USNEFREF—ME SR , Amazon S3 RIREREITTH Rl

FEAREIH W1 (BA 1) M W2 (BA 2) &7 R1 (i2H 1) M R2 (£H 2) BE2RiEK. BT S3 &
BFEE—3M , Eit R1 f1 R2 #8&3RE color = ruby,

Domain = MyDomain, Item = StandardFez

client 1 Write 1 Read 1

color = red color = ruby
Client 2 Write 2 Read 2
color = ruby color = ruby
TO T1 T2 T T4 T5 TG T7

ET—NROIH , W2 F2ER1 BAIZEITHK. Hik , R1 AJREXIRE color = ruby = color =
garnet., B2 , BT W1 flW2 £ R2 FaZ B , Bt R2 £IREl color = garnet,

HENBARERF API WA 2006-03-01 11



Amazon Simple Storage Service ArfEm

Domain = MyDomain, ltem = StandardFez

Write 1 Read 1

Client 1 color = ruby color = ruby or color = gamet
Client 2 Write 2 Read 2
color = garnet coler = garnet
TO T1 T2 T3 T4 TS TG T7

EE—ARGIH , W2 £ W1 WEIEIAZE TR, At , XEBEAERANHKEA, Amazon S3 &
ANEBEEA last-writer-wins B X KBEEWBNEAL L. ER , ATMBLEEESTHRAE , ToETM
Amazon S3 #WIE K Y IR = R B AR F W EIANIRE, i, w2 AJgEl R —XEH# Amazon
EC2 kfiligzh , M W1 AleEHEREZMN ENE3. BERKXENREFEZREBIARMXEARER
HATISREL,

Domain = MyDomain, ltem = StandardFez

Write 1 Read 1

Client 1 color = gamet color = garnet or color = brick
Client 2 Write 2 Read 2 .
coler = brick color = garnet or color = brick
TO T1 T2 T3 T4 TS TG T7

xRS

FHIEIEZE Amazon S3 2 fg , BRI LUEEIER T HM Amazon k. A TREAERERERN
RS :

« Amazon Elastic Compute Cloud (Amazon EC2) — £ Amazon Web Services =HREZ LT EH
TTEARE, £/ Amazon EC2 AT Rl HiINEH IR A , At BB ERIF XNTENAER. &
A LAEA Amazon EC2 B FIRHENEMRSESE K BEEXSMNMBKMUKR EEFMH,

HEXRERS API iRZ< 2006-03-01 12
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« Amazon EMR - #Bifdll, HIRA R, BEIMIFMFRXAZENL, @FLBHLEBEHR
&, Amazon EMR £/ Amazon EC2 # Amazon S3 B Web #EE & HE L= 1THEE Hadoop
EZ,

« AmazonSnow #7%l - BEHBLEEE™K, ERFEHRORERURERZ — BB EENLEZ
TRIENERF, E LR Amazon Snow Family %% A[E AN # 255 & % itb 15 18 Amazon Web
Services = EHEBMEZATRET 2 — NETH# )T,

« Amazon Transfer Family - AR Z £ 55 (SSH) X A& (SFTP), &Eid SSL (FTPS) KX

HE R (FTPS) X M2 it (FTP) E#Ei# tH Amazon S3 @ Amazon Elastic File System
(Amazon EFS) X R iR EE£REXF.

518 Amazon S3
Ea B A T EA AR EA Amazon S3
Amazon Web Services Management Console

BREAERET Web WAFRE , BTEE Amazon S3 Hl Amazon &R, WREEEM Amazon Web
Services K M/, AT LUBEN & % Amazon Web Services Management Console M Amazon
Web Services Management Console £ T Fi%# S3 ik Al Amazon S3 ##l &,

Amazon Command Line Interface
AILAERA Amazon i BITIE , ERENBTITHF R EGHRINIT Amazon ( B3 S3 ) £5.

Amazon Command Line Interface (Amazon CLI) 3 K& Amazon Web Services fRS 12 7 8K
% Amazon CLI £ Windows, macOS # Linux £ X%, EFBER , F35 % Amazon Command
Line Interface AP #E§M. B Amazon S3 i THEZEE. , IS Amazon CLI —f&ZE Y s3api
F s3controle

Amazon SDK

Amazon 2## SDK ( A AT ES ) 38X HEEESNEA

( Java, Python. Ruby. .NET, iOS. Android & ) KYEMRHI{XFE. Amazon SDK RREEEMN G
REIZEX S3 M Amazon B4mFETFIRl. Amazon S3  —I1 REST RS, & LAEMA Amazon SDK FE
[} Amazon S3 &XER , ZFE S TKE Amazon S3 REST API #f8i{t 7 H#EES. fltn , SDK fit
RITEZLH, MEZLHFER, EBHRVNEIEREREES. BX Amazon SDK WEE ( S¥FW{A
THEREZE) ,#5Z5H EAT Amazon WITE ,

518 Amazon S3 API R4 2006-03-01 13
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5 Amazon S3 B —XAREHRLFHRIUINRERN. WREMEA Amazon SDK , EREER
HONZATERTHRRIENSE S, BXWME Amazon S3 R HBERNEZEE. |, HSH Making

requests,

Amazon S3 REST API

Amazon S3 BMMRITESHRIEBES TR , FH Amazon XEMNEORFZENR BT R, ERILFE
S3 M Amazon U REH X EH Amazon S3 REST APl, REST API & @ Amazon S3 1Y HTTP
O, 1&8) REST API , B LAMERFRERN HTTP BHREIE. IR EEFEMN R,

E#E M RESTAPI , BRI EBEMAXIEHTTP NI EE, RAENREER RN , EEETLERN
WERREEEA.

REST API fE F#R/EERY HTTP #RAFRSNRE | SEFRAERNN RN TESRTH T, AREXE
B, FATm HTTP 70T Zhae (BN , JAVARI T AR RZFHRES), ERXERRT , RINERK
REDERMEO I RESIRERN HTTP A XMHETE.

MREBENAREFFEREFAR RESTAPI , BX4MEERBRITELZHFCRMEERS, HXx0
[ Amazon S3 X HiERMWEZER , BEZH (Amazon S3 APl %) AfY Making requests,

® Note

HTTP £# SOAP API X&FEHH , BER{AAIE HTTPS LA, SOAP FAXFRFHH
Amazon S3 4$fE. TAVEWEFER REST API 2 Amazon SDK,

7 Amazon S3 X % H

Amazon S3 EMHIRIT AL BTN NARFNFHEERFEIT . KSBEFEREHPBHREREWR
MEBNEENMXEHETE, EXHERT , IREINHEE K REXAENRS N ERES HHY
BERERA, NRXAESHLRE  XERLWFEINEARA.

Amazon S3 NIZRBEBHLERERABTEWRE | XETMAREVBZMNBEERENSE, ERFEIREHT —F
AIERARS , EAUHEEENLSEEMgK | BTN EERMHE Amazon EEHANRAESE, EX
EZER |, 1§53 Amazon S3 EH

E3EM Amazon B, 7 Amazon R &R H Amazon Web Services P BaiEMAAE RS , 2%
Amazon S3, ™ , BRENFEANRS T2, MEERE Amazon SSWHFIEF , MR AR B HREH
Amazon S3, BEXEZEER |, {55 AmazonR HEE,
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EEEFLNKSE  BFED Amazon IKESHAEIE B4 APHNIKENKAETEZRGER. ETH
% FAmazon Web Services ik~ kBT ZE S | H5S 19 Amazon Biling A iEE, MREEXT
Amazon T2 F1 Amazon Web Services lKF R [RIE |, EFBcR Amazon i,

PCI DSS §#l1¢t

Amazon S3 X FFHERIBFRUMLE, FRAFRHEAFHE A MASLBRIIEFSIFFTIL
(PCl) BiiEZ £45 /& (DSS), Bx PCIDSS WEZEER , @¥EMM1ER Amazon PCI Compliance
Package WEIZA , 12 PCIDSS % 1 %,

PCI DSS &#l1% API k7 2006-03-01 15
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Amazon S3 Al

BRI B R FE BN RRITKMER Amazon S3, FREBENRBIARR. WRENE X4
R Z SR T TR

B Amazon S3 FE#ENR , KFECEFESE , AN INRLEAZFHE. SXNRUTFHES
B, A LURET,. TRABSEC, ETEFTENRIFREAN |, AILUEEEHN TR,

£/ Amazon S3 , MR EXXRAEN TR, Bx Amazon S3 BHIEMENNEZER |, BESH
Amazon S3, MRERE Amazon S3HFHEF , WA LA HZFFHRER Amazon S3, EXEZEER | &
2% Amazon R BREE,

(@ Note

B X Amazon S3 Express One Zone F#EXEB R ERBESFERANESEFEE , B5HS3
Express One ZoneMIf£f B 7M.

MIA : Amazon S3 A7)
SERFMH

Fia <zl , HRIAEETEKIZE Amazon SIS,

1Zi& Amazon S3

1E5EM Amazon Bt , S7E Amazon F R EH Amazon Web Services I~ BEIEMAAE RS , G1F
Amazon S3, BRENFEAMRS %,

5/ Amazon S3 , BRAFERERAEMN T, BHx Amazon S3 BIEMENNESZERE |, ESH
Amazon S3, MRERZ Amazon S3 HIFHEF , MW LAZR B HBER Amazon S3, BXESZEER | #
2% Amazon REBEE,

FEiRIE Amazon S3 , BEEA LT ER D RS IR,

JEM Amazon Hi%E Amazon S3 B , A LLiE#E 7 Amazon Web Services Management Console #
FHRETRES. BEXEZEELR |, 5 (Amazon Web Services Management Console A[1#RE)
A & 2k Amazon Web Services Management Console FViE S .

RE API k7 2006-03-01 16


https://www.amazonaws.cn/s3
https://www.amazonaws.cn/free
https://www.amazonaws.cn/s3
https://www.amazonaws.cn/free
https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/getting-started.html#change-language

Amazon Simple Storage Service ArfEm

FT
« ¥t Amazon Web Services M/~
. R IAM B

SEAMF Amazon Web Services K -

MR EERH Amazon Web Services IKF7 , BRI T ZRKOIE -1
JEM Amazon Web Services i F°

1. $TFF https://portal.aws.amazon.com/billing/signup.
2. RBRELMNIHBARE,

FEEMES , REFEE  EREABERENA —INRIES,

HIEEM Amazon Web Services IKF B, RS &8I —4 Amazon Web Services i/ 18 A
P BAFAENIARZKS PFETE Amazon Web Services BREFA R, (ENBRERZLSSR | &
NAFSPEEBHRNE , HAREARAFPRKRBITEZERA - HRINENES,

SEMERTERE , Amazon BB KIE—HEIAB T, EEMHE , SEAILUBRH ZE hitps:/
aws.amazon.com/ FEBRBENKFREF LGN KF B HEBRENIK,,

&% IAM B/

JEft Amazon Web Services Ik f& , BRZESHRIE (MFA) RIPEHNEBRF, BXxiiHA |, &
S (IAM BFiEE) 7/ 8 IAM AF B AEL MFA &% (#2845 ) .

EFFHMA P IHRER Amazon Web Services Ik P RBEHRR |, EEIZ IAM AP . I TRIPIEN
IAM BF |, BB A MFA #{XE IAM AP EFRITESFENNR,

BXBENRP IAM APNEZEER |, B35 (AM AFER) FHUTES :
o EH Amazon Web Services /= H 417 IAM A 7

« SEHT Amazon &IRHY I 0] X R & 12

« EF IAM B3RS R

JEM Amazon Web Services T API iRZA 2006-03-01 17
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FBR 1 IEERE - S3 FHEM

SEft Amazon Jg |, BBV A H Amazon Web Services Management Console ¥ Amazon S3 8|17
f&#8 7. Amazon S3 PN BNMNNREFREFHEEP, VAMEVNE—NMFER , AFTHEE Amazon
S3 hEHEEIE.

(® Note

B X Amazon S3 Express One Zone F# X 5B X ERBESFEANESZEE , HSHS3
Express One ZoneFMfE A B X F#E M.

® Note
BEENCBEFEHRLR, REENRFHBFERTPFURNGEHERBEATNEEHNRIEENS
B, TRAIEEPNRIREFTENZHIEED (TR 1USD) ., BXEFHEANEZER ,
&2 % Amazon S3 Effto

1. &% Amazon Web Services Management Console , /5@ LA T Mt 3T FF Amazon S3 #54|
A : https://console.aws.amazon.com/s3/,

2. ENHMBHSHES , EBRYEFTE R Amazon Web Services KBl &, ETX , R EL
He |2 F 0 XE,

@ Note

- FHEEUNER  ELEBEEREXE,

s ERABREMRDERMBAARUARFRENAER , FRE-NFELENXE, £ KX
BE#EANKE-EZEZXE , RIESBERNEKBIEMXE, HX Amazon S3
Amazon Web Services XiZi# 5|5k , 55 # (Amazon Web Services —fitZ %)
Amazon Web Services JRS Ui &0

. EENSMESS , ERERFHES,
4. EFRCEFEE, WELRITHEE#ERERE.,
5. NTEHBEN , TR ATFHEBNBR.

ERBEHATBRUTER ;
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c EPXHBEE—M, ?XEXEHNDH, Amazon BRIE=/M9KX : aws ( AKX ) . aws-
cn ( FEIX1E ) M aws-us-gov ( Amazon GovCloud (US) Regions ) o

- KEXANT 3 F 63 NFRZEL

- R PNEFR, BF, AR () MEFZF (-) Ak. A TREREREYE  RNBUEEREE
FREBEMNPFERAAR (1), BRATHSMEEENFEBERN,

« UZBRHFFANER,
- AXEHEBEDEANNTRIIR  FSRHEMAFEBEREAN,

/A Important

- BIRBF#ERE , EREAEREER.

- BOEFRBENTESBRAEE. FERENRE T EEOFHEBTHN RN URL
Fo

6. (FE)EEABRET , KUUEEHUNAFEENRESEHIHFEE, NMRETEEHAEE
ERMNRE , FREIT -,

(® Note
T

« £ Amazon CLI R A A , {X1£ Amazon S3 ##| & H A A
s FEFNEHEBRBMNIEFHBES 2 EET

ESHUAEHEBNRE  BEMNNAFHBESIRET , RRERFHNE. FITTEARFREBE
O, RIDELESFNRENTRERE , AREREEFHEE. ARFERBEQXA , MOEFH
BEQEMHRITIT.

EMNNEFRBEHRET  KIEREICEAENFHRABNEN. MEERNRENESLER
MEERNREMATE, IREBREFNRE , FEAENERARE. FUEFRBRAELESR
HRNEERRE, MRETARTEMER , TUARISZE—D,

7. 1E Object Ownership ( ¥RAAENR ) ThH , EZEARS A ACL , HiEH AR FHEBHPHIXNREN
AR, BIEBUT’REZ — :

SR QEFER API k7 2006-03-01 19
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22/ ACL

- BHFEBREE (BRIA) (ACLEEA A FHBAAEAIREHATeRHBRFREEPH
BIXR. ACL ABZIEX S3 BAFMBHPHREFENHRNR, FoERETEARBKE LR
%,

BMINBERT , ACL & THEMAIRA. Amazon S3 FHAZHIANEARFFTBREMEA ACL, &
MNERVER ACL RENERRS , RIFEFLMBMZHEBNINROGRNBROEHRER. BX
EZER , S A ENFEBEFINRAENMEA ACL. .

2/& M ACL

- Bucket owner preferred ( BiEFHEBIHEE ) — FHRBHEEHEHX T2 EHIHMK,EA
bucket-owner-full-control #5f ACL EAFEMEHFT N R,

MRNAEEREFEERBAEERE , LERMEA Amazon S3 L& #EE bucket-owner-full-
control #%/E ACL , M AT LURINFMERE: , ZRBERAATFEAL ACL EERR,

« WRHEE— Z Amazon Web Services Ik ELENRPBEZNR , XHFEATEEHN , HE
ALUEE ACL BT EAbR 7 15 1% RV R,

(® Note
RNRENBFFEBAEE. ENARAMNRES ACL RISHEH
RA , REE s3:CreateBucket PR, EF A ACL , BX4MEH
s3:PutBucketOwnershipControls R,

8. HUEMBNEBLAKTENRRET , FEARENATERBNRERL K TEANRRE.

RIANBRT , BAFENMNEBRLARGENBRNEE, RIMNBVUEEMERERFTABRARES , KR
FEBANMELREENECNBEFARFARAEP—IPRZMIE, BEXRERLOHRFRNEBENEZE
B, BS PR LI ER Amazon S3 FENAEHIE .

® Note

ERAMEBRARFRENERE , REE s3:CreateBucket MR, EXHAEA“F
WA HIFRNR R E |, S AE s3:PutBucketPublicAccessBlock R,
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9.

10.

11.

12.

(k) RMNBERT , FREBRARELTEARS. REARHREMBNFERPRENRNZ
NEENHE. XNT FEBPEENSINR , BRUMERRFEZHERRE, RRAERE
ME B MRAE, ERARAKZRHEES EMBEREMNRA P BNRENNARFREPRERE. BXR
FRENEZEL , BSEEA S3 RAREI R EXN RN Z R,

EEFHR LB RARAES , BEEER.

(& ) £ Tags (#3% ) T, KA UER O FE BN INRE. FA Amazon A ZEZhEE , AT
FERFEERSIRNFHERMNERITRRINER, — MBI —NEBEXN , ATRRAFPESA
FEHEEIIRIC. BXEZEELR |, 15 the section called “fF KA 2 BLARE",

TR MEHERES WA Key () , 3 (Tit ) HA Value () , A/S%3E Add Tag ( 1N
R ).

EREMRNNE , BEMBRET | EFEUUTIRIZ —

- B Amazon S3 HEXZAN RS [ IRINE ( SSE-S3)
- B4 Amazon Key Management Service Z4AM RSS2 0% %8 ( SSE-KMS )

- B Amazon Key Management Service ( Amazon KMS ) Z4AHI XN E RS 25w 2% ( DSSE-
KMS )

/A Important

IRIENRF SSE-KMS T DSSE-KMS 12T A TRUIAMBREE , N EFZF Amazon KMS
MEMERE (RPS ) B&IRE, H Amazon KMS FRE LA K W04F1 5 5K 18 hnBR & #Y &
258 , E2F (Amazon Key Management Service FF & A R¥5R) HHIRE,

B HEA Amazon S3 HEXRHN RSB[R ME ( SSE-S3 ) AEESMBEELR D , X176
BRI RH#ITNE. BRBMANENESZER |, HSH R Amazon S3 FREBREMRINES iR
E1THN. BX SSE-S3MESER , FZHEAEE Amazon S3 FEE A B ARY RS 25w M2

(SSE-S3) »

BREARSR/BMEBENBFEHTNBNESZELR | HSFthe section called “FIFEIME",

MREEFEEE Amazon S3 TEXNRAMNRS [ IR INE ( SSE-S3 ) HE A Amazon Key
Management Service ( Amazon KMS ) Z4AMI XN R RSF2zimNZE ( DSSE-KMS ) , BHITUT&R
£ -

a. 1 Amazon KMS Z4i T , B U T AR 2 —EELHN KMS 24 :

SB: BEEERSE AP| WA 2006-03-01 21
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- ENATAM KMS ZHFIRDPHFTIERE , FEFEMNER Amazon KMS keys 40 1Tk
B, AT AZHANIIRPEREN KMS 247,

Amazon EERX 4 (aws/s3) MENEF BT EBRRPAPIE RELIIRP, EXEFFH
FEEARENELEL |, 21 (Amazon Key Management Service FF X AR EFE) &
& 2 H Amazon .

« B A KMS %4 ARN |, iEi%ZH A Amazon KMS key ARN , AR EE RN FZRPE AL
9 KMS %47 ARN,

. BTE Amazon KMS BH A F oI RN ES BT ERARE | HiE0R KMS B4,

BXBIZE Amazon KMS key HEZEE. , 12 (Amazon Key Management Service FF
RARIEE) PHLIEZEHA,

/A Important

B e E A EEE BT EMERBR Amazon Web Services X5, F 7] FI#Y KMS %

%8, Amazon S3 EHI BRI EHEFEBLTE—XEHFEIE 100 I KMS %48,
EFARIEN KMS F48 |, @240 A KMS 248 ARN, INREHLEFERAH
HEYKFHEN KMS Z48 , XM g R ENERZEL , AR H AHEMN

KMS %40 ARN, BXx KMS ZANBKFIXRNEZEE , i5ZH (Amazon

Key Management Service Developer Guide) A # Creating KMS keys that other
accounts can use. BHX SSE-KMS HEZER , 2 /A Amazon KMS (SSE-
KMS) {8 E RS B8k 2R, A< DSSE-KMS NEZEE. |, 2 Hthe section called
“WERS 2w NE ( DSSE-KMS ) 7

£ Amazon S3 £ Amazon KMS key #1TIRS 2R IR INZZRT |, BABUER X RN
KMS %40, Amazon S3 XXX FMNE KMS 4 , M AN KMS Z4H. B
XEZER , H20 (Amazon Key Management Service FF & A R 1ER) FHEE
N HAMIEXS T KMS B4,

b. FE#@EEENFER SSE-KMS HITERIAMBRE |, XAl LAER S3 F#E %4, S3 FHEER
(A EETE R A M Amazon S3 Z| Amazon KMS HIiERARE , BENZBRAEA, EXEZEER
B2 £/ Amazon S3 T Z4AK K SSE-KMS B ZA<, DSSE-KMS 3% S3 1748
241,
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R (AP ERIAMER TR B ERNR).

XEAFMAEER, ZUUERATERAFKIEMAREKSWRAFFIEXRS Amazon XE MM
17125 |, PIUeI2 76 , QIZA P MR TR,

BEXEZELR , 521H (Amazon —ikZ#) H M Amazon Web Services Ik F 1R H F~ EUEH 1AM A
FPEIEUK (IAM AFERE) $8 IAM PR Z £ RERE,

B RIRA Amazon Web Services Ik B ZEIR. Bl , RHEE Amazon Web Services Ik~
BIE—NIAM AR HEZAFRFRURFEBINR , MZAF A UEFEEE. B ZAFTHER
i@ X EEEE T AP FTER Amazon Web Services I i, AP EERRHEERHE MR
BRRMITIE M EMEEBIRE, BXNEN Amazon S3 BREENBHNEZELR , 2 HAmazon S3
e AEREE,

BEX B F AL H T RANR

BEFERREN/LIAEEGIR (ACL ) BFNEAE#EBIXN RN AR TFRNE. I THBEE
EX Amazon S3 RN AEHE , Amazon S3 RMMFHRA HIGRINRAIZE. Amazon S3 Bk H
R PRIEB AT AEE ACL MFMERRE , WEZRA UNIX LR RN ABHRIKES —RE, &AL
FEBRAHRBRNBRENATENKFSPHENZEBRFTEEZER.

NERFIA Amazon S3 BRAFHEBMNREMEFR 7 2L THRNR , EIEFNFEBR , BABERT
SERRRBAKBRNRNAENMRE, BNRUERNENKS SR FRL L HRRR B REN
MEE. XEREM LA SN RNEFERORELFHR,

ENAXEREZE , FRINEHNARFEREATHRINER TEEEE I, MREFEX
FHBRNFHFTERRBIOLHIGR , fla, ZRBEH Amazon S3 REBRSWILFFIRIEES
AR, MALBENENMREUAFELNFHEARGER, BXEZER , S HLXNEN
Amazon S3 FH A B HE,

B , RMNEBCHEBRLARGRNBRRENEARS. IRENAEOEMNERL LA ENRRE
RENBHRSHITERASMY |, MATLERA Amazon CloudFront SRR A% ( OAC ) » Amazon
CloudFront 2t TIRBLZ £ EBSMUFTEMN IIEE. Amazon S3 BN X #F HTTP <. Amazon
CloudFront £/ Amazon S3 WiF A7 , BN RRMEFMANZLARL , W HTTPS, HTTPS B N
EEHTTP B RABCENNNER G RIEEL S,

EXEZELR , % (Amazon CloudFront F XA RIEFE) PN ZEEHASNIE AT,
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® Note

MREEFHEAFERRELBHENRIRENES Error , WERETEZAMFERNER.
BRES/HUTRRFNEENA-NABRE

s3:GetAccountPublicAccessBlock
s3:GetBucketPublicAccessBlock
s3:GetBucketPolicyStatus
s3:GetBucketLocation
s3:GetBucketAcl
s3:ListAccessPoints
s3:ListAl1MyBuckets

ERDBERT , HFRBAEEE Amazon Web Services X1 5 i 5k Mo

i 17 A G 1B T

Amazon S3 X FEMUELATHREBEAEEMNEDT, i , BUUEEF&EEA THRSGREE. A
BREUEEEMBEININEGAPRUREEFHBLCRNEEBNFTE R, Amazon S3 XiFH
BEHANEEFHREECEEN FRR. BLER Amazon S3 API SIEMETEXEF &R, BR
1A BAfE A2 ) & 2 Amazon SDK.,

(@ Note
EANKRREE. FlW, TUBIRETZNRWEETHRZH SR (ACL) KREEBEX KREN
PR o

XERAFHER , BRAENFETREFFERINRN LETXH, TRIIHEEATUERBE T FH#ES
RYEL B HY T & o
FHRIR iR

cors ( BRARE HBUUEEFEBUEARTERER,

—_

Z)
BXREZER SR £ABEREEFEHRZ (CORS).
EHEA BRI EFEROEREBEFHBSEANEL,
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RAriEmE

FRIR

£ A

vE

FicF

N RBE

REE A ACL (1A
kRSS!

s+

requestPayment

DU

EXEZEELR |, iS5 Amazon S3 EHEH,

BULAFRRTHBEL TAEGARNNRE L EGBARAN, S, &7
UEL—MNUENE-FZEFENR , HEVE 10 FZEMEBRNR.

BXREZREE BN EEXKRNERFH.

BIEFMEEE |, BB EEE Amazon S3 THPRIZF##EH Amazon Web
Services X1g, Amazon S3 FIHEEF#EMNE FRFEFHIEH API ATE
RIEE,

BICFAEE A URERE X IR 5 RER. 80 pE B ERBRERXK
BENMARERNFAEE  NERE, FEBEH. FReTE, FREE @
BORAMERNRD (WRE ). HRBSERTREZENBRERAE TS
BR. BREAILHEPETRENTFEH T #HEN Amazon S3 IKE,

BREZFER , FE5H EARSHRR B HIEERIERKFER,

EFEA SSHRYUE , BVANEFRRBEAC, EEAJUERRERNATE
i K8 P BB RO T XY REVRRIA R B AR X AR B H R

BREZER  F5HR EANRUEUBENR.

FERR (NEFHBAINR ) ERIABER T AFE., Amazon S3 X#&FF
ERBRBEA LR IEEIFIR (ACL ) & , HEATRFNEBEZEERR
PR, Amazon S3 X REBZMEERIE A acl FHREF,

BXEZER |, 5 Amazon S3 W BB HIHRIEE,

E4IREMBEHETRE Amazon Web Services X8, PN FE#EEES. RS
SRR, BXRXEZER , TSR EXEHRMEXEHE X R,

BIAMBRT , RIEEM#EFEH Amazon Web Services Ik ( FEEHRAESE ) X
NNFEBHITO TR, FEBHAEETUERALFRREENERTEHHA
AWEIT &M, Amazon S3 &Rt 7T — APl , AT EE I F&EIR,.

BXREZER  FoRN EAPBELINRBAFRBHTEEERNER.

BRE#REEE
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FHRIR DU
FRic &R LA[0) 7 A AR AN N A A 40 B AR S BAE XS Amazon BAS#E1T 20 SR MR BR

o Amazon S3 RHEMRIE FHRUN FHME LNHRERITFEMNEE. BYIE
AN TEF#EBHIRE |, Amazon IERKADERE  HPERECET
£ R 15 M B AR o

BREZEELE , 52 Amazon S3 KR MFEA RIS

% 5 fNIE Transfer Acceleration AJ EZNEFiIxS S3 FHEZBERIRIE, B, &
2T IEE S £, Transfer Acceleration /A Amazon CloudFront 4
> G TSR 3P

EXxEZEELR |, i52H #H Amazon S3 Transfer Acceleration B BERIE, &
20 L

R A< 12 RR 7122 15 BT A8 BY R 8 BB = A BR
BATRUCR AR ARSI BRI BR B B RE N ROV REKEK
BXEZEER , F5H £A S3 RARHEREX RIS MRE

P 34 BRI LB EFREBUAER THSMEIEE. Amazon S3 BEGIEZMYL 78R
RIFHELEE.

EXEZER , B2 FH Amazon S3 EEEFEAM L,

B FERRAE

Amazon S3 (VS ATAMIRITEEXRERIM,. BE. FIHENBIBRRE. BT EAFEBREHNERH
SRFRZERBT , AEBRMNBUFCBEENARFNSTAEKBERE LR, HRNEEF#E. &
FRELBNDBCTRETEZTHHENCIE, BERNEEFETE,

B AR

HENXBNARFNLSREGRB T Amazon BIRE , BIEREHRMEABRIIFTEE, L2

FEHRBIT 44 Amazon S3 M Amazon f#R7T R AISEME, WRAMMNMERE, ATLERZ M Amazon AR
SRBEFCE S3 FHEBIIERA B E,
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BRIEFLENASL , BULERREESRALFT RN Amazon RS , KiFHFEE, HEBE, LICF#EK
RHERZ QA Bl

- BEMEA S3IWNARFENMEE | 188 CloudWatch ZiR LA\ MS IR ZE 3R, & &I ERER.

- EMNEHETEEFER,. KICEERAR T HBENMALATEZSDEMZE  FH Amazon S3 Storage
Lens BFHESUHTEEIE, ¥ , BUNESEASRERFERFANRSKRBIBIRRIRENKLIIR
K MERHIITER , FH S3 Storage Lens ST EE T ERRSHEIEMRE,

- BEE—-EFIZEWR : & S3 Storage Lens FE 4 i EE T B RIS R A ESNIEFR 4 1 2 Amazon
CloudWatch # &I E 4R

® Note

Amazon CloudWatch & /&5 A A T H R 2 S RIEFRME WA S3 Storage Lens FEL 1T
EETE, A LAE S3 Storage Lens BESAITTEBR T EHR AN INENNRREE S A
CloudWatch & &5,

- EREBAF. A% Amazon BRFFIHITIRENIER : iRE Amazon CloudTrail logs. ¥R SAfE A
Amazon CloudTrail B7&¥F Amazon S3 #9 API HRERSEHHITES.

« BERIWEX SIFEHBPMANAEIISESHMBEA : 8E Amazon S3 EHEH,
- EIRENG S3 FEHEAHNERWIFMICR  1RE S3 A HE,

BEXUHATYSEEEENMESTRE Amazon IRFHIFIEK |, 5SS R Amazon S3 FRAHY B E ISR MG,

£ Amazon S3 EHENAREFNENLERFHEBELR

£ Amazon S3 EHENAEFA , U UEAE—NBAFEBERIBTRNBEEH TR, S
EHENGERFITRAFERSHNARERN , BEARINOSREIRRITRARNEEYS T2 R
A Amazon S3 ThEeM Al RN R AREF.

/A Important
BIMNBWEBETARNNERAEEEET. BRIECCLKUBETFHENE , BUTER
ERELMEFEBEMAANNRE, CIZFTMINFEREMHN—THEZE: , &%
WEEEEMEHIN—NERE—#R%E (GUID ) , Al amzn-s3-demo-bucket -
alb2c3d4-5678-90ab-cdef-EXAMPLE11111, BXxBRAE#AGEANNESFER , 18
SRBRAEMEBm AN,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/EventNotifications.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/ServerLogs.html
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F&
- ZHPEAF#EBER
- BRARMS N EEBER

ZHFERF#EBEN

ERZHESFEE , EUUNEARRTHERBCIBENEAFER, ETUERME—# S3 BIERALN
FREFERTHNR. IRRENRBENT AN —FFHFE, RAURERKE , DRTIRESR
MR AKE (1024 NFT ) o EAEIRAN —HLRUTE RN ARNARBENSTR, BR,
CIE S 1=

Pl BEEmXTHTHES , EUURAMR, RER/RXE , RAEREOIMRETALR, RAXL
BEMBETLERR/NS , BALERML () AR/ UATREIRRTMAERARL (/) FAD
B, B AR, ExRtX , RAERE DM REALIE T B HREITTR,

* Europe/France/NouvelleA-Aquitaine/Bordeaux
* North America/Canada/Quebec/Montreal

* North America/lUSA/Washington/Bellevue

* North America/lUSA/Washington/Seattle

HBEATHEBNEHE N E—NEESEN  SHEXTUARFET R, AR , SR ERIBXX L
BIREHTHAN DA,

BR K6 ZHPBRAFEBEIXN-—NEERIR , 2 S3 FEBKIIAVTIEE ( HIA0EIAF 645 0

H. S3RAEFIM S3 HIELF NN ) REFHEBANMARENRRIREN, MRSESFHEEF
MAERBEEEAMBNER , METEENRRIEES S3 FHBRIIZHEE , BABTRERREN
BIMEEEEEEBNIRE. A EZEFFEET , SEEHETHRERENRMEXNFE, HRM
HELEE A EARRREBER.

BREX 20 FHEmER

ERRARINDNEEBES , EUUANBINTRANEES. RAAFREAREZ- M EAF#E. B
TEUALUABNFEBEE S3 FEMBRIIAITHEE , KLk &0 BUGE R AR SUREC B M — I PR R R B1R
Bo Hla, BARBHNBNMFEBTNBEEEENNAT X , REEMAFHEBMNE, S3 A
HHM S3 HIELNAFMRE. NENTRNBESR. KRLRAFREAKER—M#EE , @B TRLTE
() o 2 M R AR 40 B SR
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XKW —NEETRAZ , BUEETERTANFMEM,. FTE Amazon Web Services i 7 B ER A
BL&i979 10000 NERAE#E @, WLAETRRIEIMEEERREMK - W EEBES, EERESE
AE#ENES | BFiHRRSETEHE,

EEBRENRARINS N EESES | HECENEMRRER , ATEA Amazon
CloudFormation, A LA BB 812 B E X Amazon CloudFormation #4R , ZEIREZXEX T
SAEAEMBAENMAERE , MELATURATENRENEM ZENTAESR, BXEZER,
#2® (Amazon CloudFormation User Guide) ##J AWS::S3::Bucket,

5
2~ W~

Create or use an Save locally or Use AWS CloudFormation to
existing termplate in 53 bucket create a stack based on your
template, It constructs and
configures your stack resources.

B A 7 AR e B AL

tIRBAEHEN  FELERERBEGNRE, BURH. ARG, UTEFREEXEM
ERBHENES , SEAEAN. BEXE  URHNBEHATLRE—HFRE (GUID) WBAHE
R R,

BRNRBEMNESR , FEHLUENREE T

ENBERFERE , 3 Wthe section called “B 28 A FER,

2

. BREHESEAN
- BREHBEHTH
- BAERE

- DIBREEHBEMPER GUID WEH#E
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BRAFERmEAN

LT ANERTERF#ER.

- BREBEMLTANT 3 (&S ) B 63 (&S ) NFRZE,

- FRBEMARBENEFER, HFE,. 9K () MEFER (-) AR
- FRBEMLITUFIEBFALNER.,

- FREBENTEIERIMHEENTR,

- BHEBEHTERA P it (FlM 192.168.5.4) .

- FHEBBEBTEBLUEIL xn-- FFk,

- FRBEMNTEUNE sthree- X,

- FRBEMTEBURER amzn-s3-demo- FF k.

- FREBEBMTEBIUGER -s3alias GB. WERRNEARINEBNEN, BXESELR , FEH E
AE#BNEARINE.

« FEBEBEMTBIUER --0l-s3 5B, REFRANKR Lambda AR ETER . BXRESE
B, FSH AN ER S3 FHEBXYR Lambda BAREAFEBNI A,

« FREBENTEUER .mrap FB. LERTEATSXEBEAREN. BXEZER , EZH &
A Amazon S3 % Xig#E A SHYAN

- FEBEMTEBUEER --x-s3 4B. WEAMEBRATERTFHE. BXEZER , B55H BEXEF
@ 2N,

- FRBEMNTEBUEE --table-s3 £B. LERKMEBAT S3 REBFEFHESFHEE. BXE
ZER , 5% Amazon S3 REME, RAMGBZEHEMAN,

« B Amazon S3 Transfer Acceleration —2 AN FEBEEBZHRPTEEIR (.). BX Transfer

Acceleration WEZE LR |, 55 EH Amazon S3 Transfer Acceleration Bt ERIE, &4/ H41%
%l o

/A Important

. FHEEEBHEDSXAFTAE Amazon Web Services KB HIFTE Amazon Web Services ik F°
BHSARHE -, ?XEXFEW D H. Amazon BEIE=AN2K : aws (EARXIE ) . aws-
cn ( FERXIE ) # aws-us-gov ( Amazon GovCloud (US) X3 ) -

. BEBEHTEEE —2XPHE—/ Amazon Web Services Ik EA |, E 2174 A5
Bo. MirE®ERE , BEE , B—2XHH 2 —4 Amazon Web Services Tk /= 7] LAf5E F 8
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EINFEBEMKRRIAFER R TR ERBRFEBNER. IRFEHLE
HIXMER , RENMREFEREFERAERRNFEREN , ELEMRZFERE. BMNE
WIBEAREF#ENE , B RESERLEMEREBER, N TABEREANFES
BNBUEZFREBTINFEXNR , AEAREMBFERLS  BNREFERES.

- SIRBAEEERN SR EEEEMANEEE QR EMMER Amazon Web Services
Xig, ERIZBRAFEMEERE , SLEBEREBIHRIXE,

- BOEF#RBENTEEHRES. FEBENE T EEOFHEBPHNRE URL H,

® Note

2018 £ 3 A 1 BeHl , #XERS ( #AHF LI ) KEF BN ERRNENEZAIES
255 NER , ARBR/RAEFESNTXL, B2018F 3 A 1 Big , XEXRE ( sFRLI
2B ) P EER LA S EAA R XS AR EERN

B AR RS

UTHF#BEMER T EEAFEBE NP IGEAMEFZHN R : a-z, 0-9 MEFH (-). ki
£/ amzn-s3-demo- REHMBNXATHAEN. HTERRENER , HHBETERNEL amzn-s3-
demo- FFMFHEBE T

* amzn-s3-demo-bucketl-alb2c3d4-5678-90ab-cdef-examplelllll

e amzn-s3-demo-bucket

UTROFRBEMREANN , ERHERTRESMNEREUANEEAR , ANENERGR
(.):

* example.com
* www.example.com

* my.example.s3.bucket

T RBIFEER TN

« amzn_s3_demo_bucket ( B TXI% )
« AmznS3DemoBucket ( B AXEFZH )
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« amzn-s3-demo-bucket- ( B amzn-s3-demo- BIRFFL , HUEZFLER )

- example..com ( EZIEFNMIR)

« 192.168.5.4 ( 5 IP it (&N AR TEL )

RERXE
SEBAFHRAN  BERUTERAS S BESR,
ERT TS BB RN EERHE LR

MRANARFAENCRT FERE , BERTUTRSBGEARNEFERDE IR, BREEBBEHER
A, BFHNRAEFEZBEIEREEMEFEEE T

HEBME—FRRAF (GUID ) MEnEI #7148 & 5

BANBUEETATMNNEEEEN. BRIECECLXCNBTEFER , ST ERERELMEFHBS
MARANRE, EFTAMINEEREMN —MNEER , EEERENERMN—N2 B —FRRFF
(GUID) , it amzn-s3-demo-bucket-alb2c3d4-5678-90ab-cdef-examplelllll, Bk
EZEE , 5 H the section called “BIEEF#HBE P FER GUID WIFMENE",

BREFEBBEMRPEATR (L)

NTRBRERDYE  BNBEWEBEEFRBENPEAIR (), ERATHSNERENFHEE
BRI MREBEEHEREHRPIEAR , WEEBT HTTPS FAELEERE T 0 |, BRFELHTAES
MIEHKIE, ATHEREBENRENZL2UEBTEATHENPHFEI/NEFER.

HREFSZEATHSNEEENTFER , AABRSMEREREEY HTTP ##, AXELE
NAFUNESER  FSRERAFHEBNENRE. AXBSNUERENESEER , BSHAEA

Amazon S3 T E#BAM UL,

ER-MEAXNER

NEEREEN , RMNBUSERESEIENLSHEINER. BREASHMARKNEMR. Flm,
BREFEBBFPER AWS 5 Amazon,

AEN T EF LR E PRI BRI 4 A

MREFEBNZE , ELCEERER. BERFEEE  ZBNAHEEER. B  TRAILERERY L
BEHERZBMRNTL AT AEMEAZBN. BRF#EEE , TREZE-RNBIEEFRERZSE
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o WA, ELEHRFEHALEFZE , HE Amazon Web Services K aJeE 2|2 EFHEEZ N E
BN

BEREFE#ERS , X2, @—2XHH 5 —1 Amazon Web Services ik /1] LA 5 A 48 [2 #9 1.6 18
EMRERTHEER , AL TESNEHNERBRBEAFERENIER. MRFEHIEHIXFER , R
ENMREFEREFEAERNEREEREN , BTERRZEAFER. RINBUEEEHREFMH
W, ANBEEFZSEREEAFEEEER.

BIEEFERBBMTER GUID B
AT ROIBERT T MALREFHBEHRRER GUID WEAFMHAE.

£/ Amazon CLI

LA Amazon CLI RAIEEE SR (LMRBRIL ) X (us-west-1) FRIE—NEAFH
B, MG EENER T 2R —HAF (GUID) . EFALRHIGS , BN user input
placeholders B NEBEHNER.

aws s3api create-bucket \
--bucket amzn-s3-demo-bucket1$(uuidgen | tr -d - | tr '[:upper:]' '[:lower:]' ) \
--region us-west-1 \
--create-bucket-configuration LocationConstraint=us-west-1

FERERT Java B Amazon SDK

AR RGBSR R T i RAER T Java B Amazon SDK , BEEFRSR ( BHEBILEMILEE ) Xi3
(us-east-1) FRIBREEMBBMAREMEMA GUID NF#E. EFERALLRS , BN user input
placeholders B NEEHCHER. BXxHM Amazon SDK BWEE , iHSRE Amazon EHEN
IE,

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.Bucket;

import com.amazonaws.services.s3.model.CreateBucketRequest;

import java.util.List;
import java.util.UUID;

public class CreateBucketWithUUID {
public static void main(String[] args) {
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final AmazonS3 s3 =

AmazonS3ClientBuilder.standard().withRegion(Regions.US_EAST_1).build();

String bucketName = "amzn-s3-demo-bucket" +

UUID.randomUUID().toString().replace("-", "");

CreateBucketRequest createRequest = new CreateBucketRequest(bucketName);
System.out.println(bucketName);
s3.createBucket(createRequest);

BRFHEBEGH. RS EEM
Amazon S3 EAE#EHAIZE TR Amazon Web Services Ik . FEBARAERTITEBIEM

.9

T it 1 EC 200

AMINERT , 84 Amazon Web Services I AT LA 12 2% 10000 MEAFMTE, BFEREMBEAF
fERAVECE , iR RS EEIZEE A,

/A Important
FEARZNBWERA DT ListBuckets iR, REIZKENRINERAFMEMEE 10000 By
Amazon Web Services IKF |, XKD M ListBuckets iH3R, MRS ANEFHFME
MEEAES 10000 , MMAMEIESDTT ListBuckets iHRUAFIHEEK - HNIFER. NTEAE
fEREECE AT 10000 B9 Amazon Web Services Ik , FREAR 2D TH ListBuckets &R &P
B4,

(® Note

WIERLLT Amazon Web Services X135k & & Amazon Web Services i FHIBELE . 176%
BRI AXRNEEREHIE R FEEE,

REMNZERI (BHRIMILE ) EENEESIL XN BERFHEBED.
ReENFE (ItR ) REEENEEFEX SN ERFHEMBED,
BEM Amazon GovCloud ( EE#EES ) EFMEE Amazon GovCloud (US) HWERA 7@
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BXABEEFMELR | 2009 (Amazon Web Services —fif5#£) H# Amazon service quotas,

X3 R A 77 #/5 BR 15

BAERKEEBAN | SRR TSGR R ERE., BTUESMERBREREFTENR |
BALESMERBRAREN, B2 , BT LM E R EE.

it B AN

SR FHEN SRR FEBRMNEEE PR F# B Amazon Web Services X, 8IZ%F
#ERE  ELEBERHENIXE. AXFHERANBNESEE  F5H BEAFEBGEAN,

518 Amazon S3 B F#W

BA LAE A Amazon S3 ###l&. Amazon Command Line Interface., Amazon SDK =, Amazon S3
REST API i518) Amazon S3 BRFME, R S3 BAE#ENER S 2R ENNAZSE. 8
XEZEE | BHSHERUTEHD,

ES

I ES

« Amazon S3 #24&l&

 Amazon CLI
» Amazon SDK
» Amazon S3 REST API

:IEESY

BIFEMN Amazon S3 BAFRBNNAZR , BWERTESERLRFEETNRZHE, AT
REFHRBEONEILNAT R,

o BAMIL - BAILAER Amazon S3 FEEBRANY ., N AZSES | B LIEE S3 B F#
W, FEIEESMEMEL, ETHAEXTE Amazon S3 LIEEMUEN SR RE , FSEHRE &
Amazon S3 L EFRASML,

EREBRAT'BRARGRANRELZLRENGESMY |, BWWEATRIRIGEES (OAC) B
Amazon CloudFront , #3EEE TR LML |, i HTTPS, BXEZEL , HSEETLBAMILTA
7o
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® Note
Amazon S3 §t X &AM L5 B G EMFE E R MR ELE URL, BT AIAEARERE
MEMFEERE URL FRIFHENE , Bt , BIVEFERARS DNS fENFE B S M0l EFE
¥. BXEZEE , BN BERAEMEHRIA. REIMNSRME,

« HERIESE : £ Amazon S3 L BE , BESXAZHFAER  EAZEAFEBD N TR &
KEPHULEFWIIOEM—RIR. BIEFER Amazon S3 EAR , BANF —MNKEFHEBEEL D
NBINFREVRRAEZREENNAEFN I EARKK, XA ETUERRMEEIT N -
EFHEREBNTRRE  OAPMEATECNRARFERZREETHRE. AXESEER , B
F BEEAREENEAF#EBPHERERENT A,

- SRAMHETENE : AT Amazon S3 B Mountpoint R— R EFHEFREX4EFiK , BTH
Amazon S3 BRGFHEBEN R XHREHITER. EB) Mountpoint , &8 N AR 7] LUEE XX
REIRE ( HIANFTF AR ) FE I Amazon S3 YT R, Mountpoint £ B 319X L2 /L iR
N SIWRAPIAA , LENNARFEBED XHZEOHFR Amazon S3HEMEFHENELE, &
XEZER , F2H FHEAT Amazon S3 B Mountpoint.

- ZXERARERF : Amazon S3 ZXEFFARRBEHRT —12RES , BARF TR ZRSLK#H 2
KRBT %4 Amazon Web Services XA #Y S3 BAEMEBNER, S FEASXGEARE
HEAMNXFEPEANERRENESXBNARER , AREHREAMAETXENARRF, ZXiE
BASTREBEIAHERMAIAER , MBIRENBHMEH MY , tIEE Amazon S3 ZKiEE T HE
MWER, BXEZER , BoR FAZKEEASEESXERE.,

« Secure Shell ( SSH ) XM ( SFTP ) : MREZ BT B Bk W 2 2 b 4% 5 BUREIE |, N7
LURE 25 SFTP K BRS5 88 5 Amazon S3 BAEMBELE S E M. Amazon SFTP  —FM S , X
¥ SSH 2R MEMRRIEIhEE, FALMY , BUUNAF 4. NERMBAIITREES
WA LAERA IAM REEREBIHENR. B SFTP HWARS 5 Amazon S3 F X
Bk, BELAUEXEE SFTP RS, RAEREAFKF, , HI¥RSEHES Amazon S3 BRAEMEE
KBk, BXRUEEHNE , BS 1 Amazon BEH K Amazon Transfer for SFTP — Fully Managed
SFTP Service for Amazon S3,

Amazon S3 #2414

BEHEEET Web WA RE , BTEIE Amazon S3 1 Amazon &R, A Amazon S3 2&l& |
B LRI R EEBAECREEBEY. SR TLFEREEHE Ul ITASHRE#ERE  MTX4E
EEMRHB,
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WRIEEEM Amazon Web Services Ik |, & 7] LUE I & 5% Amazon S3 #2414 H M Amazon
S3 EHlA T HiEF S3 KiAE] Amazon S3 #2EH| &, & A AE A L EEEIE 18] https:/
console.aws.amazon.com/s3/.

Amazon CLI

A LAERA Amazon CLI , EREM W TITH R Has T HERMARKNIT Amazon ( 21 S3) £5. HI
W, MREFBEHRISNEEE , MATLAEA Amazon CLI BRIITERESHNESEES , AT H
BfE. BEEALANYT KX, EREFNTHARCNITEENREZEZERNEE,

Amazon CLI £33 A& Amazon Web Services BRS 124 T XS, Amazon CLI &
Windows, macOS M Linux ¥, EFHBER , EZE Amazon Command Line Interface A
fEF. BX Amazon S3 T EZEL |, 1S Amazon CLI —fxZZ F# s3api M s3control,

Amazon SDK

Amazon M SDK ( MHF AT ES ) B8N EEESNTES

( Java, Python, Ruby, .NET, iOS. Android & ) BERM R, Amazon SDK ZHEEHNA R
REIZEX S3 M Amazon BV4RFETFIRl, Amazon S3  —I REST RS, &R LAEMA Amazon SDK EE
[ Amazon S3 RKIXER |, iZES% TJEZ Amazon S3 REST API #8117 REES. Hlan , SDK fa
RiTELH, MBEZLFER, EBHRNENEREREES. BX Amazon SDK HWEE ( 2iF
TEERZE) ,72H EAT Amazon WIE ,

5 Amazon S B — XX EHRLENRIIMNBEZN ., WREMEH Amazon SDK , FERIEZRR
HOZATERATHRRIENSE S, BXWME Amazon S3 R HBERNEZEE. , HSH Making
requests,

Amazon S3 REST API

Amazon S3 BRIt EHRBIES T , £ Amazon XENEORFENLEN R, B LLiHE
S3 1 Amazon LUmTE A R EA Amazon S3 REST APl, REST API £ [a Amazon S3 8 HTTP #
H. f£B) REST API , &R LAMERAFRAER HTTP B3R 412, REHMBRZ#E BRI R,

EfH RESTAPI , A EBFAXIEHTTP W I ES, RENKEERZTEN , CEEZTLEAR
WEIRIEREA .

REST AP| EAFRAER HTTP #RLFPRSREE | LIERENN KRN T EGRMB T, EREEXT
o, BAIE HTTP I T Zhae (Blan , BAVAI 7R3k RZFmmEF), EXEBERT , BRIIERR
KREHFERMOFhEESRERN HTTP £ A M ITHE,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/index.html
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MREENARFHEREEA REST AP, BXMARERBRITELSEFHFERMEBERFD, BXRU0M
[ Amazon S3 XK HIERMWEZEE , S (Amazon S3 APl £&) Hfy Making requests.

BRAFERANELNEE

REEEREMNEAN Web RFFNZSINHUHBRERSHMZE. X2 Amazon S3 REST API &K
PRS- ERBIFEABER-URINEXENE , MFARE URIWBERENHED. Z8

#9 Amazon S3 REST ERFEA“BR-UR'BENE - ML BB EEFHR. ik , &9
LUBE A HTTP Host #53k , & REST APl A AiH £ /A Amazon S3 R E X B A7
7Tk, BX L, Amazon S3 £fF Host R RN A% https://bucket-name.s3.region-
code.amazonaws.com L B RIRSHFHE (N THEREREMIER ) . HX Amazon S3 XiFH
mRKEEYIR | ESH (Amazon Web Services —fi&§2 %) H# Amazon S3 im R MR,

B EEE Hiirk. BIFERIMEERGEENERER , HFZBFHIEHN Amazon S3 B DNS
BB, BALLE L BENX Amazon S3 ®IRK URL , #il40 : http://my.bucket-name.com/, &k
AURMEFHBNELRSSHARER . WUEREE , RATZNERNARFERGEVEER
X#, flEn |, favicon.ico, robots.txt f crossdomain.xml &R AIERE FRTHE

/A Important
HiEN SSL FREAREXRBEAEMEEN , SSL BEMFIBNEEFEEAR (.) WE
. ERALRE  BEAHTTP IREEHCHIEPRIEZE, BXELZER , BSH
Amazon ¥ EEE £/ Amazon S3 BEHF AT,

. BEXBER

HiER
- ERHEERFEIER

* HTTP Host $RABME

« RAl

- f£A CNAME 125 BE X Amazon S3 URL
- WMFENEE Amazon S3 #ExEk

- Rl

- MEREM
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&S kS
BRBREBER

B #HI , Amazon S3 £ Amazon Web Services XiZiH ER X IFERIFEER B MBERERE URL iF
i\, B2 , BEEXH URL FXRELEH, AXEZEE , BSRTHNEER T,

1£ Amazon S3 A | BRREH URL FRALULTHE :

https://s3.region-code.amazonaws.com/bucket-name/key-name

flan , MREEEZEED (BN ) XEFPRIE—NEHN amzn-s3-demo-bucketl HFHEME , HF
BiIHRZF#EEPMN puppy.jpg MR, MAIEAUTEZER URL :

https://s3.us-west-2.amazonaws.com/amzn-s3-demo-bucketl/puppy.jpg

/A Important
E#H (2020 9 A 23 B ) - nAREFAENAERRIEMFEERE URL , RITRE#HRFH

BERFER URL, BXEZEELR |, F3H Amazon B EZE SR Amazon S3 BEHZAHITH - £
B ERE D .

/A Warning

EEFES Web JER[HEHAMLERNAR |, FBEFEAKEHER URL , BRX RS TR
KENWRRZEER, EXEMBRNER , BRINEBWEER S3 Mihiw 25 CloudFront 2B, &
XEZEE , BSANLIESH (Amazon ENESER) FHEET React WE TN AT

#MZEH| Amazon S3 F CloudFront,

EFEERRER
EEMEEXRB URIF , FHESHE URL FEEBEH —F 05
Amazon S3 BRI FEERE URL EFAUTHE :

https://bucket-name.s3.region-code.amazonaws.com/key-name

T RBIF | amzn-s3-demo-bucketl AFEBEN , EEESP (HEX ) IXE , puppy.png H
BB
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https://amzn-s3-demo-bucketl.s3.us-west-2.amazonaws.com/puppy.png

HTTP Host #rkEHE

REMSRY GET BRAFEH SSL KigT = , BRATLUBENFER HTTP Host #rk N5 RIS EF
@, REST #ERHH Host FRLMEBRAOT :

« MR Host PRk BB , RHEEN s3.region-code.amazonaws.com , MiZERNF#BE 2
BER-URI NE—NRHI DB , MEZBERNERRER-URINERIB2. X2EAFE, W0
AERE—ANHEZANTBIFTR. BB Host FLXFF HTTP 1.0 BRBEM.

« BN, R Host ¥rAMELEL .s3.region-code.amazonaws.com &R , ME#EFEBEF =2 Host
FRAEHRMFFLE| .s3.region-code.amazonaws.com BEB7 ., ZiEREVBE N “Request-
URP, BB FEM#ELTTAN .s3.region-code.amazonaws.com Y715 , MARIEHE =M
AN RBIFT R o

« BN, ERVEFEEER Host SR/ NEE |, BROBER ‘Request-URI", INREME DNS B F5
EREMER , #EERZBHEE N Amazon S3 BHISERF (CNAME) 318 |, N kEREBER.
EMEE MBEE CNAME DNS EXWEBAEREEACERN , BARATHHNRE— NIRRT TS
8

i

AITIRE RG] URL FEK,

Example — B &K 8 URL FiER

\
Z

LRGIERAATARE :

- FHEMBM - example.com
- Xif - ZERE (FHEFRLILE )
« % — homepage.html

URL 20T :

http://s3.us-east-1.amazonaws.com/example.com/homepage.html

BERMTF :
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GET /example.com/homepage.html HTTP/1.1
Host: s3.us-east-1.amazonaws.com

BB HTTP 1.0 BE& B Host #RLMIERINT

GET /example.com/homepage.html HTTP/1.0

EX DNS #RBEBEMNER , BZHARF. BXEHANESZER , BZRAEH,
Example — EEAFEE SRR URL FMiER

WREERATHA :

« FE - amzn-s3-demo-bucketl

o XiF KRN ( BRXE)

- % - homepage.html

URL 0T :

http://amzn-s3-demo-bucketl.s3.eu-west-1.amazonaws.com/homepage.html
BRI :

GET /homepage.html HTTP/1.1
Host: amzn-s3-demo-bucketl.s3.eu-west-1.amazonaws.com

Example — CNAME 5% 3%

BFEAAE , BATF DNS EMBEE RN bucket-name.s3.us-east-1.amazonaws.com
CNAME 5l&. BXxEZEL | B55H £H CNAME i83% B E Y Amazon S3 URL,

BRBERULTRA

. FENEBI - example. com
« M - homepage.html

URL Z0F :
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http://www.example.com/homepage.html
AT

GET /homepage.html HTTP/1.1
Host: www.example.com

£/ CNAME 2% B ENX Amazon S3 URL

BRBENEE | BUETRFE s3.region-code.amazonaws . com £ REMIEH RS F. Hlan,
WREE Amazon S3 EIEEM UGG | B EELEIE http://images.example.com/ , MF

2 http://images.example.com.s3.us-east-1.amazonaws.com/. E8 DNS ®&AZMH
WEMFEEEER TR T A REIH : http://BucketName.s3.Region.amazonaws.com/
[Filename] , #l#0 http://images.example.com.s3.us-east-1.amazonaws.com/
mydog.jpg. EIEH CNAME , B LU images.example. com BREFE| Amazon S3 £H1E , fF
L HE/ URL K http://images.example.com/mydog. jpgo.

FEHEBAMSIE CNAME ME. Fln , tnRE6IE—1 CNAME B¥ images.example.com
BREYE| images.example.com.s3.us-east-1.amazonaws.com , M http://
images.example.com/filename # http://images.example.com.s3.us-
east-1.amazonaws.com/filename & FHE,

CNAME DNS 12X FENBBANBRENELINELMIEERE TN, Sl , WRFEBEHAE
# = images.example.com MFEBNLTEERSS ( FEFRLILE ) XiF+ , M CNAME i2FH 3l
ZNA images.example.com.s3.us-east-1.amazonaws.coms

images.example.com CNAME images.example.com.s3.us-east-1.amazonaws.com.

Amazon S3 A XN B RBEFMBEBEF . FTEL CNAME ME#EFEMLTMEE, flm , RELLRE
7 www.example.com EJN www.example.com.s3.us-east-1.amazonaws.com 85I & 12 Fo
HIBFRhttp: //www.example.comfs , Amazon S3 W EI ML FFIREVIER -

Example

GET / HTTP/1.1

Host: www.example.com

Date: date

Authorization: signatureValue
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Amazon S3 NEERKEHN A www.example.com EFRHE A TF#HRERK CNAME BRET,

& LATE CNAME 31 H £ F4Eff] Amazon S3 iR il , s3.ap-
southeast-1.amazonaws.com AIF CNAME 31& ., BXHmANEZEER |, i55H (Amazon
S3 API Reference) HHJ Request endpoints, EfABENHAIEBRSMY , BSRHBE | FHEM
F| Route 53 WEENIHE EFHS M,

/A Important

HMBEEX URL 5 CNAME && AR , £FEBRN TEEEN I CNAME FH3lEid
SEMEELENE, Sl , NRERN www.example.com # login.example.com

¥ DNS X HIUEA S3 K1 Web AR , FEERQIZFH NS www. example . com H
login.example.com,

% CNAME BB IeREENIEMZE T S3 iRm0 Amazon A FEB A AR Z
BMAEEENIE TRANE , IERERTEE2 M,

HTRBENRE , ARSI RGN B AR BRMEAKN CNAME A&

WAfF E£HE 5 Amazon S3 < Bk

£/ CNAME & E4H1E 5 Amazon S3 Mx<Ex

1.

EERE T ERFNENENS.

ARBIERA images HH example. com FiE,
SIS XN A TN F# .

EARRGIH | ENBNEFEFHBEHR images.example.com, FHEBEHRMLMEEVEEH T
[T

B2 —% CNAME DNS 2% , BN EHREN N Amazon S3 HFHIBIZ .
fBlgn -

images.example.com CNAME images.example.com.s3.us-west-2.amazonaws.com

/A Important

HTEREEHERE , CNAME DNS 12 R4 R B ERREIFFRHATENL . B, EF
REERANEREET , BFELASBTTANNITA.
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B CNAME DNS 2 ZRITIZEUR T &R DNS ARS5855 DNS R, AXKERFE , BEHRE
HYBRSS 3R R S R SN Bk R

BR

SOAP API FERATFHEF , #NT 2025 F8 A 31 REAMEAFGLL (EOL) ., RINBIUEER
REST API = Amazon F AT EQ,

[B] fa A

LTF&FNAT Amazon S3 ERBMNZTANAH , IESEHEBEFRBMELITERE URL BR
X

itbciji*#{gdbggj#‘ﬁ-ﬁ/ N O /u\jﬁgéﬁﬂﬁ£%§W|ﬁl H /L/\:R Amazon CIOUdTra” H/L,\EPE |J X'u:blm
B, BXEZER , BEEELUTEE., BHX Amazon S3 Xk SN TEFIF%K , 5255 (Amazon
Web Services — &%) H B Amazon S3 s 2 F FRE,

/A Important
ijt_,\ ‘H\Eéﬁ H /L,\I:Fl% |J4§ g%ﬁ#‘ﬁ%_zﬁx 5 15 &4']1_1)(4_,\#6 {EFH*T ‘s’% 1|:| /f'ljﬂﬁ_l T?—ﬁ%
Mo

Amazon S3 BRI EERE URL FAUTHER :
https://bucket-name.s3.region-code.amazonaws.com/key-name
£ Amazon S3 # |, BBRRE URL AU TR :

https://s3.region-code.amazonaws.com/bucket-name/key-name

s3-Xig

— L RIHM Amazon S3 XX #HFE s3 MIXBREBzESZEENE (-) MARR (i s3.us-
west-2 ) BYim S ( 0 s3-us-west-2 ) o MREBHNTFHEBUTXEXEz— , BAESERSES
:ljﬂh-.l H /mj?. CloudTrail H/u\EPEEIJJ’)\T jﬁmx*ﬁt .

BRFEBNENEE API 7 2006-03-01 58


https://docs.amazonaws.cn/general/latest/gr/s3.html

Amazon Simple Storage Service ArfEm

https://bucket-name.s3-region-code.amazonaws.com

FEW RIS | FEBEBHN amzn-s3-demo-bucket! , KA EEFESR ( HEN ) :

https://amzn-s3-demo-bucketl.s3-us-west-2.amazonaws.com

EEERmR
FNFREXE  JUFERAEZEREARMBEREERETXENERANER, £FELBRKETROT
TR -

bucket-name.s3.amazonaws.com

RS ERHE BED CloudTrail BES , BB RFEAZRELRAHE T RNER, ERTRAH
WEMN amzn-s3-demo-bucketl , ELELBiKAN :

https://amzn-s3-demo-bucketl.s3.amazonaws.com

KERER (FBERIMILE ) EBIEEREIER

FREREBBRT , FRERELBER/ARHNERSGEIXRERE (FEEBLEMEE ). Bit , F542R/K
LT RAERNATERXERD (#FRLIE ) WXELRT K. NREEXERE (FEELEMI
) ERHAERALRRK , WEERERRT , Amazon S3 L RFRRYIE KR B 2 bt X5

Htt XEp E R ERBER

ZELRHER/EATEOZ SN XEPNEMEERBEER, 8% 2019F 3 A 20 BZuAH
HWXBFCIEBHERAERLBiRKE , Amazon S3 FFE#T DNS 12 FEUFFE R E# K H B EHH
B, XA E-LiE. B, FEAREREAN  SHELHEERBBERFEIZERLE (3
HRIMILE ) X, RE , Amazon S3 FFEMA HTTP 307 IfEEEF EEE @R EHBHNXE,

NFE 2019 F 3 A 20 HeEA MWK AHH S3 1 , DNS REB[BASNENEREZERHIEHNE
FREHY Amazon Web Services Xig, ©MRSIRE HTTP 400 HixiEREIR. BXEZER |, HSH
{Amazon S3 API 2% ) H# Making requests.

BRKIER
NFRER (BERTMI ) K5, TUSEALBHAATHEXBER,

MNTREEHMXE  BEREFBLZEREEZ R TRAFERBNEABETXENLRETR. HRE
ZHEHERESELRRRNFHAEFHEBMEXSNHERTIENECHER , B2WE HTTP
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R EE“301 KR EE M IR —FHE (B REETFENER URI) . #ltn , RSB https://
s3.amazonaws.com/bucket-name R THEZERI (BBRMN ) XERIBRHF#ER , ST
F“HTTP 301 KA EE MR,

SIEBRAF#ERE

E [ Amazon S3 EEBIE | B4 E EEH T — Amazon Web Services XiE# 8|2 Amazon S3
BEAFEMER. IEFMEEM Amazon Web Services I B Z1Z# G, SIEREZ#EN | BXT%RERE
EB/EHNXE, FARERED  BULERNEEBERECEREEIET,

/A Important

REFMERE , TEEXAFEREN. FENRAEEIXE., BEXEEREGENESER | 18
25 the section called “Gy & #N”,

BIABERT , 84 Amazon Web Services I/~ AT A2 %X 10000 MEAF#ERE. BEFREMNERF
fERBAVECE , Wi RS EEEE A,

—MNEREBP AT UFEEIERENNR, BXE Amazon S3 BRF#BHEXKHREFMBRENTIXK
FZABAFEBLRG. RENFRM.

B FERIRE
PIRBATMHEN  TUEALTRERBHERBTHNENSE :

- S3XWRAMEMN : S3 WRATENE Amazon S3 FHBRFIMIEE , BAIFERZIEERZEF L4AF
FHEBONROAMER , AZARBS A REZESISIR (ACL) . BRIAMERT , WRAABEIRNEHF
EWAERIRE , HEME ACL AL TEARD. ZEAACL G, FHEHEEREFEHEIHNEN
W, HEAXBTIEENBENTLRNE. BXELER , F2H M ENFHEEIXNSRME
WHAEA ACL, o

- SIXWRVIE : S3 WRYIEH BT 12 E E MYt 8]+ B R =1 T BR B itk P LE I BR =B % Amazon S3 Y
Ro WRYPEFEA—XRBEAZKIEE (WORM ) BERXFHIN R, B UEANKYERDEIFHEEE
= WORM FHHZEMER , AT RMIBANRT BER LN RIFEHFMBR, BEXEZER |, &
24 the section called “BIEX R,

tIRERAERARE , ELER Amazon S3 255 I ZBRAFMMEN , BRI LMERNTRERZEFTF
ERITHANEESH :
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« S3RBMARLAMNR : S3 RBALTHMNBRBREZAL, FHREBNKSHRE K FBTEE

Xt Amazon S3 BRI AHTHFRINE. BMIABRT , iIFER. BARNXNKAATLFHE,

B2, APAMEREERERR, BEASERBRINKNBEUATFAEHME. S3 FikkaHinHERER
RECBEXLERBANER , AMETEAUURFIXLEFFRNAEHRE. BXEZEER , §ZH the
section called “BHIE A B TR,

© S3MRAES : RARBRER - M EFEBPTREN RIS MEEAN TG E. W T FREBFERNFS

&K, BAILAMERAREIEFIIEERRE. REMNEETCHIINEMRA, AR ESIESRIAMAF
BEARENNABRFBEAREHRE. RIABRLT , N EEEZEAREES, EXEZEE , ESH
the section called “GRE X RE ZMRA",

« RIAME : AN EFEBFHAEXNRIRERINNEZERE, BF Amazon S3 &R ARSS 25w

# ( SSE-S3 ) & Amazon S3 H BN FHERNERMERER . £&E S3 FRBHAMETRNIR
R EFA SSE-S3 RN EARMBER B BTN, WREEEATERIBRIAMBIRE | WATLEE
FB%A Amazon Key Management Service ( Amazon KMS ) Z4AM RS 87 ImIN% ( SSE-KMS ) |
BH Amazon KMS Z4AHINE RS 25w IN% ( DSSE-KMS ) REEFFRENZPAN RS F[HNER
( SSE-C ) RMBEHNBIE. BXEZEE , B30 1 Amazon S3 F 1R E M IAIRS 2= ix 10 24
TA.

AILABEF Amazon S3 ###|&. Amazon S3 REST API, Amazon Command Line Interface ( Amazon
CLI ) 2 Amazon SDK R e|ZBAF#EBE. EXCIBZBRAFHBMENRNESER , H5H

{Amazon Simple Storage Service AP| Reference) ## CreateBucket,

WRIEE L2 Amazon S3 FEMEETIERI R |, S Amazon Web Services re:Post Y F 204 fi# R
812 Amazon S3 FFEERT HIMAYER IR ?

£/ S3 #£#l A

1.

&% Amazon Web Services Management Console , fA/EiEE SA T Mut3TF Amazon S3 124
A : https://console.aws.amazon.com/s3/,

ERENPHSMED | RN EPTE R Amazon Web Services XIBiHI B . TR , EBRER
HAg| B E#ENXE,

(® Note

- FREBGERE  EREABERHRKSE,

- ERABREMBDERNMAAURFEREAER , FRE-NFELEHNEE, #E KX
BEEHNRE-EREZXE , RIFECEEFEEBIHMXE. BX Amazon S3

BRAF#BRE API k7S 2006-03-01 61


https://docs.amazonaws.cn/AmazonS3/latest/API/API_CreateBucket.html
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Amazon Web Services XiZ# %Ik , i5S 8 (Amazon Web Services —fi8&Z&) 1
Amazon Web Services JRS i =

3. EEMSMERY  EEBERATERE,
4. ERVNEBTFEE. ST E#EITE,
5, NTHF®\@EHN , AR AFERNER.
FHEBEMSIVAEUATER
s EPXHEE—M, ?XEXEHDH, Amazon BRIE=12KX : aws ( AKX ). aws-
cn ( PFEIX1E ) M aws-us-gov ( Amazon GovCloud (US) Regions ) o
« KEXANT 35 63 NFRZE,

- REERPNEFE, BF, AR () MEFZF (-) Ak. A TREREREYE  RNBULEBRE
FRERBEEMNFERAAR (), BRATHSMEEENFERBERN,

- UFRBHEBFITFANERE,
- AXEHEBEDEANNZEIIR  ESRHEAFRERER BN,

/A Important

- BIRFHEERE  EREAEREEN.

- BOEFRBENTESBRAEE. FEBRENRE T EEAFHEBTHNRN URL
o

6. (k) EEARET , KUUEEHUNAFEBNREEHIHNFEE, NRETEEHAEE
EBNIRE , FREIT -,

(® Note
I

« 1£ Amazon CLI AR TAIA , X7 Amazon S3 ZH &+ A H
s PR FEMRBMNINEFHRBESZIFEHS
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ESHUAFHEBNRE  FEMNNEFHBEHRET , RREEFRE. RTTERFHEEE
O, RIS LEEHNRENFER , ARERERFER, ERFEREOXA , MOIEFME
BEOEHITIT.

ENINEFHERBEHIRET , SUEREICERNFHRBNEN. ME/BNRENESLRRE
MNEERNREMATE, IREBREFNRE , FEAENERARE. EUEREFRRIELESR
HRNEFERRE, MREFBRITEMER , IUARIRE—D,

7. 7& Object Ownership ( ¥RAAEN ) ThH , EEASNS A ACL , H12H LA FHEBPHIXTRE
FIER , BEBRUATEEZ— :

22/ ACL

- BHFEBREE (BRIA) (ACLEEA A FHBAAEAIREHATeRHBRFREEPH
BIXNR. ACL ABZIEX S3 BAFMBHHRENHRNR, FERETEARBKELHF
#Hl,

BMIAMBRT , ACL & THEAIRS. Amazon S3 FHAZSHIANEARFIFTBREMEA ACL, B
MNERVER ACL RENERRS , RIFEFLMBAMZHEBINROGRNROERER. BX
EZER , A A ENFEBEFINRAENRAMEA ACL. .

2/& M ACL

- Bucket owner preferred ( BiEFHEBIHEE ) — FHRBHEEHEX T2 EHIHMK,EA
bucket-owner-full-control #5f ACL EAFEMEHFT N R,

MRNAEEREFEERBEERE , LEXRMEA Amazon S3 L& #@E bucket-owner-full-
control #x/E ACL , M AT LURINFMERE: |, ZRBERAATFEAL ACL EERR,

« WRHEE— 1Z Amazon Web Services Ik EENRPBEZNR , XHFEATEEHN , HE
ALUEE ACL BT EAb R 7 15 1% REVR R

(® Note
RNRENBFFEBAEE. ENARAMREFT ACL RISHEH
WA, REE s3:CreateBucket PR, EF A ACL , BX4MEH
s3:PutBucketOwnershipControls R,
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8. HUEMBNEBLAKTENRRET , FEARENATEREBNERL K TEANRRE.

RIANBRT , BAFENMNEBRLARGENBRNEE, RIMNBVUEEMERERFTABRARES , KR
FEBANMELREENCNBEFARFARAEP—IPRZMIE, BEXREBRLOHRFRNEBENEZE
B, BS PR LI ER Amazon S3 FENAEHIE .

® Note

ERAMEBRAKFRENERE , REE s3:CreateBucket MR, EXHAEAF
A HIFRNR R E |, AW AE s3:PutBucketPublicAccessBlock R,

9. (Hik)RMANBRT , FEBRAEFLTEARS, RAZFIREARNFERBEPREIRNS
NEBW S E. NT FHEEBPEENESINR , AU ERRERHEERRE,. RRNERE
MNWENRA. ERAMRAEFES EMBEREMRAFBARENNARFREFRERE. BRK
FEFNESEER , BSMAEA S3 RAZEREN RS MRE,

EEFERLERRAES  HEEER,

10. (A% ) £ Tags (#:3% ) T, BRI LUEREFE#EBRNRZ. FIA Amazon A2 B IhEE , AT A
FERE#EERSRKNEEENERITRMER, — M —1MNEEXY K BFRRAF2ES
FHEENIRIS. BXEZEELR |, 55 the section called “fF A2 BLARE ",

TR EHERES  EHA Key () , 3 (Tik ) HA Value () , A/S%3E Add Tag ( 1N
R ).

11. BEEERIAMER , FEMBRET , BEUT®RIZ— :

« BB Amazon S3 EERZ{ANRS B[imNE ( SSE-S3)
- BB Amazon Key Management Service Z4A 9 IRS5853 I1 % ( SSE-KMS )

- B Amazon Key Management Service ( Amazon KMS ) Z4A I I E RS- 25 ik %8 ( DSSE-
KMS )

/A Important
R EHF SSE-KMS = DSSE-KMS & A T EIAMZBE E , N ZEFZF Amazon KMS
WEMERE (RPS ) BHIFRE, B Amazon KMS BREI LR 2045 5K 18 MR &M &
258 , E2 1 (Amazon Key Management Service FF & A R¥5R) HHIRE,
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B HEA Amazon S3 HEXRHN RSB[R ME ( SSE-S3 ) AEESMBEELR D , X176
BRI RHATNE. BXRBMANENESZER |, HSH R Amazon S3 FREBREMRINES iR
E1THN. BX SSE-S3MESER , FZHEAERE Amazon S3 FEE A BAMY RS 25w M2

( SSE-S3) ,
BREARSF[BMBENBFEHTMBNESZELR | FSFthe section called “FIFEIME",

12. WIRE

EEER Amazon S3 REXNZAMN RS SRImIMNE ( SSE-S3 ) HEH Amazon Key

Management Service ( Amazon KMS ) Z4AHI XN ERF2zimNZ ( DSSE-KMS ) , BHITUT®R

=

a. 1 Amazon KMS Z4 T , B U T AR Z2—EELHN KMS 24 :

ENTTAN KMS ZRSIKRFPIHITIERE , BEREFEMNER Amazon KMS keys 240 P 1TiE
B, AN AZHENSIRPIEREN KMS E47,

Amazon EERX 4 (aws/s3) MENEF BT EBRRPAPIE RELIIRP, EXEFFH
FEEARPENELEL |, 21 (Amazon Key Management Service FF & A REFE) &
& 2 H Amazon .

E# A KMS %40 ARN |, B2 % A Amazon KMS key ARN , AGHEE RN FZERHH AL
9 KMS %47 ARN,

E7E Amazon KMS 28 FoIZFNESF BT EEHEY | HiEF6E KMS B,

BX B Amazon KMS key HEZEE. , 12 (Amazon Key Management Service FF
RARIEE) PHLIEEHR,

/A Important

B E A EEE BT EMERBR Amazon Web Services X154 7] FI#Y KMS %

%8, Amazon S3 EHI BRI HEFEBLTE—XEHFEIET 100 I KMS %48,
EEAARI A KMS B4 |, 824905 A KMS %48 ARN, fREFLEFEHH
HEeKFHEN KMS 247 , M XA EEBENERAZER , AL 005H AN
KMS %40 ARN, BX KMS ZANBKFIXRNEZEFEE , i5ZH (Amazon

Key Management Service Developer Guide) A # Creating KMS keys that other
accounts can use., X SSE-KMS HEZER , HZH £/ Amazon KMS (SSE-
KMS) {8 E RS B8k %R, Hx DSSE-KMS NEZE L. |, 2 Mthe section called
“WE RS ESm N ( DSSE-KMS ) 7,
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#£ Amazon S3 # £/ Amazon KMS key #1TIRS Brim N2 AT |, A TUE RIS RN
KMS %4, Amazon S3 XEZIFXFNEE KMS %40 , MAXIFEXRN# KMS Z4H, &
XEZER , H20 (Amazon Key Management Service FF & A A 18F) FHEE
WNHFIET TR KMS Z4A,

b. FEMEEEENER SSE-KMS #HTEINMERT , BRI LAER S3 FEEEHA. S3 FHEE
SATTBE R M Amazon S3 E| Amazon KMS BYiERRE , BREMERE, BEXEZER
BEZ 0 £A Amazon S3 FEBEHARIK SSE-KMS B4, DSSE-KMS T #F S3 771
24,

BIAMBR T |, S3 FEMZEHE Amazon S3 BH & FL T B ARS. RMNEUCR S3 F&RB
ZHRRENERRSURERE, BENFEREM S3 FHREN , BEFRBBRATEERR
Mo

13. (Wit ) SSNRUEAMTRIFPFNKRTIENRIBS. AXESZER , TR £ANRYPEN
MENR. MREFSA SSWNRUE , FHITUTERE

a. BEERSHRE.

/A Important

BRANKYELBINFHEBEARKEH. SRAFRNCIRFEREE  EL4RER
EROEEETF LEEN RUEMNRERENEZERERE.

b. MREEANKYE , HFi&k#E Enable (R ) , FRHIANES , FFUUEIA.

® Note

ERBRBEATHRENTHERE , EXAEEFUTR
BR : s3:CreateBucket, s3:PutBucketVersioning
s3:PutBucketObjectLockConfiguration,

14. iEi%# Create bucket ( BIEREMRE ) o

5/ Amazon $iM-HF X T ES

£/ Amazon SDK ¢ BRAEMEEN , BXANMERNE—INEFE , AREAZEFIRKEVEEZHFE
HiER. FERNREMCE , BRIER— Amazon Web Services X1, B i MFEE. NEEE
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BEEF IR RIEERXE , Amazon S3 HEABRIAXIE , BIEZERI (FFRILMIEEE ) .
W RIGAEIGIZ AR 022 PR &I /E 45 E Amazon Web Services XA , NIEA LocationConstraint 44
%,

BEHBE P IRRIFRINHER SR |, WATIEE Amazon Web Services Xifi, BEXESZELR |, 55
@ {Amazon S3 AP| £#&) ®#J Using Amazon S3 dual-stack endpoints, > 8] F| Amazon Web
Services XIZBHIFIEK , FSH (Amazon Web Services —f&22£) ## Amazon Simple Storage
Service endpoints and quotas.

BIEE RN, KERHAFRFETXENHR. FREERLESS Amazon S3 #1718
& : s3.region.amazonaws.com, MREWXEHRE 2019 F 3 A 20 BZEEmIW , MENEF
WM FEBLTU TR —Xig, A3 , BUUEAZERS (#FEFRLILH ) KEFHNEFFiwTE 2019
£ 3820 BzABINEMAXFHERFEE. BEXEZER , BZH 84T Ro

XL Amazon SDK B REIHITATES -

- B EXHEE Amazon Web Services XigitlEEFim - EAHIF , ERHMER s3.us-
west-2.amazonaws.com ¥t S5 Amazon S3 BE., EAILUEEEE Amazon Web Services X
. Bx Amazon Web Services X5 B%5I5k , 555 (Amazon —fkZSZE) Iy X1E M im <.

s BYUEEFE#BEMRKRECNEFMEMIER - EFIwE Amazon S3 ZIEER |, BREZUEBRER
R X i Bl E A,

s REBXEFEMBUENEE : Amazon S FEFEHBNEGEFRESFEFERRABNNVNE FREF,

BHXHTE Amazon SDK REIAKRHEEBESH ARG , 525 (Amazon Simple Storage Service API
Reference) #HJ Use CreateBucket with an Amazon SDK or CLlI,

Java
Example Bl 2F#BEE M P EALSHBHE —RZAFF (GUID ) BITEM# @

AR RGIEERER T A ERER T Java B Amazon SDK , EXERIP ( BHFEILEMILER ) XiZ
(us-east-1) FRIBEEHBEHKREFEA GUID WE#EE. EFAL RS , B user input

placeholders Bt AEECMER., BXHM Amazon SDK BWER |, S 1E Amazon F#giE
WIE,

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.Bucket;

BRAF#BRE API k7 2006-03-01 67


https://docs.amazonaws.cn/AmazonS3/latest/API/API_CreateBucketConfiguration.html
https://docs.amazonaws.cn/AmazonS3/latest/API/dual-stack-endpoints.html#dual-stack-endpoints-description
https://docs.amazonaws.cn/general/latest/gr/s3.html
https://docs.amazonaws.cn/general/latest/gr/s3.html
https://docs.amazonaws.cn/general/latest/gr/s3.html
https://docs.amazonaws.cn/AmazonS3/latest/API/s3_example_s3_CreateBucket_section.html
https://www.amazonaws.cn/developer/tools/
https://www.amazonaws.cn/developer/tools/

Amazon Simple Storage Service ArfEm

import com.amazonaws.services.s3.model.CreateBucketRequest;

import java.util.List;
import java.util.UUID;

public class CreateBucketWithUUID {
public static void main(String[] args) {
final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.US_EAST_1).build();
String bucketName = "amzn-s3-demo-bucket" +
UUID.randomUUID().toString().replace("-", "");
CreateBucketRequest createRequest = new CreateBucketRequest(bucketName);
System.out.println(bucketName);
s3.createBucket(createRequest);

Example &% F 77

R E SR ROER EAERT Java B Amazon SDK X812 Amazon S3 7. BAxt|E
N8 B RBIR BB | 38 Amazon SDK for Java 2.x Developer Guide,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.CreateBucketRequest;
import com.amazonaws.services.s3.model.GetBucketLocationRequest;

import java.io.IOException;
public class CreateBucket2 {
public static void main(String[] args) throws IOException {

Regions clientRegion = Regions.DEFAULT_REGION;
String bucketName = "*** Bucket name ***";

try {
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
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.withRegion(clientRegion)
.build();

if (!s3Client.doesBucketExistV2(bucketName)) {
// Because the CreateBucketRequest object doesn't specify a region,

the
// bucket is created in the region specified in the client.
s3Client.createBucket(new CreateBucketRequest(bucketName));
// Verify that the bucket was created by retrieving it and checking
its

// location.
String bucketLocation = s3Client.getBucketLocation(new
GetBucketLocationRequest(bucketName));
System.out.println("Bucket location: " + bucketLocation);
}
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it and returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

NET

B 2N E M REINER , H5H Amazon SDK for .NET Version 3 API Reference,

Example

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;

using Amazon.S3.Util;

using System;

using System.Threading.Tasks;

namespace Amazon.DocSamples.S3

{
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class CreateBucketTest

{
private const string bucketName = "*** bucket name ***";
// Specify your bucket region (an example region is shown).
private static readonly RegionEndpoint bucketRegion =

RegionEndpoint.USWest2;

private static IAmazonS3 s3Client;
public static void Main()

{
s3Client = new AmazonS3Client(bucketRegion);
CreateBucketAsync().Wait();
}
static async Task CreateBucketAsync()
{
try
{
if (!(await AmazonS3Util.DoesS3BucketExistAsync(s3Client,
bucketName)))
{
var putBucketRequest = new PutBucketRequest
{
BucketName = bucketName,
UseClientRegion = true
};

PutBucketResponse putBucketResponse = await
s3Client.PutBucketAsync(putBucketRequest);
}
// Retrieve the bucket location.
string bucketlLocation = await FindBucketLocationAsync(s3Client);
}
catch (AmazonS3Exception e)
{
Console.WriteLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);
}
catch (Exception e)
{
Console.WriteLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);
}
}

static async Task<string> FindBucketLocationAsync(IAmazonS3 client)
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{

string bucketlLocation;

var request = new GetBucketLocationRequest()

{

BucketName = bucketName

I

GetBucketLocationResponse response = await
client.GetBucketLocationAsync(request);

bucketLocation = response.lLocation.ToString();

return bucketlLocation;

Ruby

B2 ABRRBNER , EZSH Amazon SDK for Ruby - Version 3,

Example

require 'aws-sdk-s3'

# Wraps Amazon S3 bucket actions.
class BucketCreateWrapper
attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An Amazon S3 bucket initialized with a name.
This is a client-side object until
# create is called.
def initialize(bucket)
@bucket = bucket
end

# Creates an Amazon S3 bucket in the specified AWS Region.
#
# @param region [String] The Region where the bucket is created.
# @return [Boolean] True when the bucket is created; otherwise, false.
def create?(region)
@bucket.create(create_bucket_configuration: { location_constraint: region })
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't create bucket. Here's why: #{e.message}"
false
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end

# Gets the Region where the bucket is located.
#
# @return [String] The location of the bucket.
def location
if @bucket.nil?
'None. You must create a bucket before you can get its location!'
else
@bucket.client.get_bucket_location(bucket: @bucket.name).location_constraint
end
rescue Aws::Errors::ServiceError => e
"Couldn't get the location of #{@bucket.name}. Here's why: #{e.message}"
end
end

# Example usage:
def run_demo

region = "us-west-2"

wrapper = BucketCreateWrapper.new(Aws::S3::Bucket.new("amzn-s3-demo-bucket-
#{Random.uuid}"))

return unless wrapper.create?(region)

puts "Created bucket #{wrapper.bucket.name}."
puts "Your bucket's region is: #{wrapper.location}"
end

run_demo if $PROGRAM_NAME == __ FILE__

f£ /A Amazon CLI

LAF Amazon CLI RIEEE RS (dLMAERL ) XiF (us-west-1) FRIB—NEBERAEME
B, M BENER T 2RHE—HRAF (GUID) . EFALRHIGS , BN user input
placeholders B#¥NEBEHER.

aws s3api create-bucket \
--bucket amzn-s3-demo-bucket1$(uuidgen | tr -d - | tr '[:upper:]' '[:lower:]' ) \
--region us-west-1 \
--create-bucket-configuration LocationConstraint=us-west-1

EXEZEENHEERA , 3 (Amazon CLI Command Reference) Y create-bucket.
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EE S3 BRFHEREML

B EF S BENEM Amazon S3 FREEHNEE, XLERESHE :

« FREBRAES  ERARAEFHE-PMEAFERPRENRNVSIRR BINMEAT | e
BEARAEG, AXBRRAZHNES  FSREFMENE LB A REES,

« $5% : R Amazon RASRIEE , BALEAFRBFETERERBNER I ORI, —
MEERH N REN , AFETARSRAERBOTLE. BXESEL , WoH EARAHER
S3 T REITE,

« Default encryption (BRIAINZER) - B ABRIAMB I A BB B2 BRSE[HMEZ. Amazon S3 &7
FNRRFIUEZANERTNE , HETENRNNEH#ITHRE, BXEZERE , B2H@ R
Amazon S3 FEBIREMIANRS FRIRIMNEZEITH

- BESBHREXRLCE  FARSSBSHRERICFFAMICENBERAEERAENETER, BIAE
RE , Amazon S3 A2 WERSFHRIFRIBE, BXBEARSHRBEBRERKNES , BSHAEA
Amazon S3 fRZ8315 17 B & 18 %o

« Amazon CloudTrail Z(#E= % — £ CloudTrail iExZHIESEH. RIABERT , BETIEZRBEEH,
ERBESHNWEENER, BXEZER , 5% (Amazon CloudTrail HF1ER) RHICFKE
FEEHUERER,

- EHBEA  BR%EN Amazon S3 BRAFE#BEEMY , LEESRAEXEEH O B REIEEAHE
B, BXEZELR |, F3M £/ Amazon S3 B4l A S ANEBEEHEH,

- Transfer acceleration ( 25X ) - RN EFKE S3 EEBZESEZARE, BINNRZLHITEE
XEm, BXBRGRMNRENER , B5H B AR S3 Transfer Acceleration,

* Object Lock (W RBUE) - A S3 WRYUEERBER T ERANTRAEEERBFRRBEN R, B
RXEZEE , BEH EAXNRBUEUBEXN Ro

- BEANARN  MREFLEHES (MARBRAFEEBREE ) INBERNBELARA  BREHAPIE
BN BREZER , BEH £RAR BT ERFHEBHTEEERNER,

- Static website hosting (BN ILIEE) — LA LUE Amazon S3 EREHESNIE, BXEZER |, iF
S £ Amazon S3 FEEHAM M,

IEALAE A Amazon Web Services Management Console, Amazon CLI 5 Amazon SDK & & 7648
&
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£/ S3 #H A

1. %&3XEF Amazon Web Services Management Console , A8 LA T Mk FF Amazon S3 5|
A : https://console.aws.amazon.com/s3/,

EEMSMERS , ERERFHENE XFER.
EF#\BSIRT  AREEEHREENFEBRHIEM.
R IR TR,

ERMREL , BN EFEBEE LREM.

o ~ @b

£ Amazon CLI
£/ Amazon CLI ZEEFZ#EEM
UTHSREBRUNMAAEEAR Amazon CLI I H AR/ BB FEEE M.

LT SiRE SEEME amzn-s3-demo-bucket]l *BXWIREE, BXxFHBIIENEZER | iF
38 £ A R A 0 B S3 R AR,

*

aws s3api get-bucket-tagging --bucket amzn-s3-demo-bucketl

BXEZEEHNTRE , BSH (Amazon CLI 5 ZE) HH get-bucket-tagging.

W

LTS IREEZE#E amzn-s3-demo-bucketl BRABHIRS, BEXEEERAZHNER | 15
R EF S3 MRAS IR HIR BB 3T REV SRR,

aws s3api get-bucket-versioning --bucket amzn-s3-demo-bucketl

BXEZEENMRE , H5H (Amazon CLI w5 E) HH get-bucket-versioning.

LTS IREZE#E amzn-s3-demo-bucketl NERINMBZEE, BRINERT , FTEE#EEEHERIA
BB E |, ZEEFHAESE Amazon S3 TERAFAN RS EFIHNE ( SSE-S3 ) «» BXEMEIRIAN
ZWEER , HS0H Amazon S3 FHEBIREBRIARSZ = WMBZBIT N

aws s3api get-bucket-encryption --bucket amzn-s3-demo-bucketl

BXREZEBNMRHA , HSH (Amazon CLI 855 %) HH get-bucket-encryptions

LTS iRE1Z#M amzn-s3-demo-bucketl MBHEE., AXEFHEBREHEANEER , HF3HE
Amazon S3 BEH4EH,
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aws s3api get-bucket-notification-configuration --bucket amzn-s3-demo-bucketl

BXEZEENTRA , 55 (Amazon CLI 8 H55#&) F M get-bucket-notification-configuration.

LTS IREZE#E amzn-s3-demo-bucketl BB EIEFKRS. BEXEFEHBEETCENER , 55
%] {5 F IR 55 23 0 °] B AR IE %R 1EFK1E K,

\

aws s3api get-bucket-logging --bucket amzn-s3-demo-bucketl

BREZEEMRH , 3% Amazon CLI 8 S EHH get-bucket-logging.

£ A Amazon SDK

BXRWMAEEA Amazon SDK REIEAFEBEML ( flIRAEE, HREF ) WREl , ESH
{Amazon S3 API Reference) H#J Code examples,

BXFEATRE Amazon SDK W —fxfE R , i5ZH (Amazon S3 APl £%) H ) Developing with
Amazon S3 using the Amazon SDKs,

5| Amazon S3 BHF®EW

BERESHENERFEEBNSIR , A ListBuckets, EATEAEA Amazon S3 ##|&. Amazon
Command Line Interface = Amazon SDK k5| i Ff#&#8. X F A Amazon CLI, Amazon SDK

F Amazon S3 REST APl &£ Hi#Y ListBuckets iR , Z18R Amazon Web Services Ik K17
BRI BRIABRSSELEN ( 10000 NEMERE ) |, MR XEH 2 RMIES RBER, TiLEHKFFES
DEER , BEAULIENT 1 B 10000 MeEERZ BN TE X NRIIEMEFETE. XTo2RiE
3K, ListBuckets HRLIREIF#BENR , URSNFEMHMER Amazon Web Services Xig, B
T Amazon Command Line Interface 1 Amazon SDK RHIE &R R T M{I4E ListBuckets iFRH
FHAP R, BHEE , B Amazon SDK AT A HBI#H1TH W,

PR

BIHFAEERGE®E  BSAPE s3:ListA11MyBuckets R, MRIBZ HTTP Access
Denied (403 Forbidden) £4i% , EZSREEE Amazon S3 FIVIEL 58] ( 403 Forbidden ) £51%o

/A Important

FEA1BZIBVEA ST ListBuckets B3R, RAERENERINERZHEMEEE 10000 Y
Amazon Web Services Ik | FX3FRD K ListBuckets iER, MMREH AN EF1FME
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WEFHEIT 10000 , MHSFEESD T ListBuckets iFRESIHEK N EF#EE, N TER®E
fE RSB AT 10000 B9 Amazon Web Services Il , FIB AR 2 WHY ListBuckets 53R BB
Eipd,

£/ S3 #&HlA

1. EF3| Amazon Web Services Management Console , fRFE33 LA T ™Mit3TFF Amazon S3 # &l
A& : https://console.aws.amazon.com/s3/,

2. EENSHMERTD  ERBERAFERE,
3. EBAGHBLETEL  AUNUBEINEREERBNTIE,
4. EREBNERTHER  BERBNERFHEBZRIHAFEBEN.

£ Amazon CLI

EFH Amazon CLI £ BRAEEENYIR , TR 1s & list-buckets s, U T RHIEERE
NTUWEAIES R list-buckets BRMAD T 1s B3R, BEFEAXLERY , EERsssr1##,

Example - £/ 1s ( X2 W ) JHEK S PN EFME R

LT ROSGTRERNES TWEATIHEKFHNAEBREER. LWARXREEIKS P 7
RIS (&2 10000 MER ) -

$ aws s3 1s

BREZEENTRA , BRI HEFHEBANXN R,

Example - £/ 1s ( 711 ) 5| &K - PRI E 718

LT REIGSEFT—AHZAITREA , SIHEKFPNFEEREFE®SE , SRIRE 100 Mt
1

$ aws s3 1ls --page-size 100

BREZEBNRE , SR HEFHEBNXNR.
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Example — 5| B &k~ FEVFREFMER (9] )

LT RBIZM T 2 1list-buckets v , AT HEKF- PN EBEAEZE#EM. --max-items #
--page-size T HIVFHBHRERFIRNETIT 100 1N,

$ aws s3api list-buckets /
--max-items 100 /
--page-size 100

MBI B W HE (--max-items) 2T ERM AP HAFPREIMNIE 5% , NAHNaES
starting-token ZHMIEENELTHE , BAKZIFEGTURRT —ATB, UTRARTT
A EA £ —RAIREIR starting-token B, ZAILIERE starting-code ®ZFHETRH 100 4
T

$ aws s3api list-buckets /
--max-items 100 /
--page-size 100 /
--starting-token eyJINYXJrzZXIiOiBudWxsLCAiYm90b190cnVuY2F0ZVOhbW91bn@iOiAxfQ==

Example — 5| Amazon Web Services XKiBiHHFTEZMERE (2T )

TR RBlasSER --bucket-region ZERINEMKF R TF us-east-2 KEFHWHEZ 100 MNEfE
Mo FX#EFMEE --bucket-region ZHHIEENEFTANXER AL HIER, Hlan , w0REEF0m
RiPR#ITE us-east-2 AEVEMER , MAE us-east-2 AR A HER,

$ aws s3api list-buckets /
--region us-east-2 /
--max-items 100 /
--page-size 100 /
--bucket-region us-east-2

Example - 3| AT B SV EF R BRI RIT KO FEE (2T )

LT REIBSEHIETHES 100 NE#HU amzn-s3-demo-bucket BB KN EHERE,

$ aws s3api list-buckets /
--max-items 100 /
--page-size 100 /
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--prefix amzn-s3-demo-bucket

£ Amazon SDK
AT Rl B 48 R 7R 20l £ F§ Amazon SDK 3k 5| & A 17654,
SDK for Python

Example — ListBuckets &K ( 21 )

import boto3

s3 = boto3.client('s3")
response = s3.list_buckets(MaxBuckets=100)

Example — ListBuckets TR ( 47T )

import boto3

s3 = boto3.client('s3')
response =
s3.1list_buckets(MaxBuckets=1,ContinuationToken="eyINYXJrZXIi0iBudWxsLCAiYm90b190cnVuY2F0ZV<

SDK for Java

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.Bucket;

import com.amazonaws.services.s3.model.ListBucketsPaginatedRequest;
import com.amazonaws.services.s3.model.ListBucketsPaginatedResult;

import java.util.list;

public class ListBuckets {
public static void main(String[] args) {
final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
ListBucketsPaginatedRequest listBucketsPaginatedRequest = new
ListBucketsPaginatedRequest().withMaxBuckets(1);
ListBucketsPaginatedResult listBucketsPaginatedResult =
s3.1listBuckets(listBucketsPaginatedRequest);
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List<Bucket> buckets = listBucketsPaginatedResult.getBuckets();
System.out.println("Your Amazon S3 buckets are:");
for (Bucket b : buckets) {

System.out.println("* " + b.getName() + " region: " + b.getRegion());

}
System.out.println("continuation token: " +
listBucketsPaginatedResult.getContinuationToken());

}

SDK for Java 2.x

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.s3.model.Bucket;

import software.amazon.awssdk.services.s3.model.ListBucketsRequest;

import software.amazon.awssdk.services.s3.model.ListBucketsResponse;

import java.util.list;

public class ListBuckets {
public static void main(String[] args) {
// Create an S3 client
S3Client s3 = S3Client.builder()
.region(Region.US_EAST_1) // Replace with your preferred region
.credentialsProvider(DefaultCredentialsProvider.create())
.build();

try {

// List buckets

ListBucketsRequest listBucketsRequest = ListBucketsRequest.builder()
.maxBuckets(10)
.build();

ListBucketsResponse listBucketsResponse =

s3.listBuckets(listBucketsRequest);
List<Bucket> buckets = listBucketsResponse.buckets();

// Print bucket names

System.out.println("Your Amazon S3 buckets are:");

for (Bucket bucket : buckets) {
System.out.println(bucket.name());
System.out.println(bucket.getBucketRegion());
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}

} catch (Exception e) {
System.err.println("Error listing buckets: " + e.getMessage());
e.printStackTrace();
} finally {
// Close the S3 client to release resources
s3.close();

SDK for Go

package main
import (
"context"
"fmt"
"log"
"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/s3"
)
func main() {
cfg, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion("us-

east-2"))

if err !'= nil {
log.Fatal(err)
}

client := s3.NewFromConfig(cfg)

maxBuckets := 1000

resp, err := client.ListBuckets(context.TODO(), management

portals3.ListBucketsInput{MaxBuckets: aws.Int32(int32(maxBuckets))})

if err !'= nil {

log.Fatal(err)

}

fmt.Println("S3 Buckets:")

for _, bucket := range resp.Buckets {
fmt.Println("- Name:", *bucket.Name)
fmt.Println("-BucketRegion", *bucket.BucketRegion)

fmt.Println(resp.ContinuationToken == nil)
fmt.Println(resp.Prefix == nil)
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}

BEBERTERE

RAILAE A Amazon S3 ##1&. Amazon SDK 2 Amazon Command Line Interface ( Amazon CLI )
BEEBRAEMBENANS. FEBEATHEBN , ZNRRMENSR , E2REFHE. FEEMBNRE
TERE. SEERRITEZFHBBRENRINEFEBOX RATBEHEMBR. SRR BRFEEPNAE
WNR ( BEFABENRRAFMBRIRIE ) , AT ERBREEEERS,

HBZECEAREF S3 A RFHNBERFHEEN , FHABTHAEXNRNAARAEBHEMBR. BX
EZEE , BN £ABARSTEFNFEBTHNR.

AEEEEN  BINBUERNBERAAERTRN TR LA, BUUER DR EAREERIER (&
R5TB) ZRSENTERLEH , MEEFHEHEREMNEEEHRE. MRS R EEIERTH ,
MATERNDERREERT (ATAARRS ) o RERATRNDEF-EFEAE , EF LHERE
TREMBRRTERN TR, BREZEEL , 55K & Amazon S3 FEA TR EER EEFNEF TR

FERBEXR  BNBUREEGAHAN , CEIBERBHINRIARTHS R LESH, HE6IE
S EABANUERTR D R EASEE |, RONBUR 7 REN-—IPREFNVER, BXEZER , F
SR EEERBLEIRE S3 A AMEE.

SmEARIPR— IRLIE  AUANTTEEEXCHRINEIEZT , RAEEEETRERNZE, £ Amazon
S3 BIRETIZANG , FTEFENHRHNN RECFSFRICHMIER, EFRER IRLFRIS I MBIEREI TR
1%, BXEZEE , BN AEREGEHEENNEZ Amazon S3 F#E 2

£/ S3 &l A
IETLAER Amazon S3 #H|ARBFEBAFMME , XHRBRFHEBTNAEXNR , MARBRF#EE.

JBZE S3 TFiE

1. %&3XEF Amazon Web Services Management Console , fA/FEd LT Mk FF Amazon S3 5|
A& : https://console.aws.amazon.com/s3/,

2. EEMNSMERTD  ERBERAFERE.
EEEEIIRT  BREFZNFRBNBMZLNGED , RFERFZE.

4. 7£ Empty bucket (BZEEZM#EE ) TEL , BIENAZERAMAFEFHEBEIMRBINEEEEME
|, REEE Empty (BZ ) -

5, HRZER  REANELEEREESENREE,
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£ Amazon CLI

REFERBAS B E#EERAZSR , Fa# A Amazon CLI BEEERE#EE. MERESAMRAKE
# , BATLUR rm ( BIBR ) Amazon CLIGI S5 --recursive SHE S EARBEEFMHM ( NMIERER
PHERERBINBINR )

LR rm SRR ER B HIR doc WK , I , doc/docl # doc/doc2,
$ aws s3 rm s3://bucket-name/doc --recursive
FERAUATWHSHERERNR , METERENR.

$ aws s3 rm s3://bucket-name --recursive

BEXEZEELR , 2 (Amazon Command Line Interface AFIERE)Y PR NE R S3 e E
Amazon CLI £& .

(@ Note
BEEMNBRTRARHNFEBPREEN R, HEMER— PR (L SHHTHE
#&) , Amazon S3 iRt —MHERIRIZ. Ax S3 FHEBMRAZHNESEE , BSHEA
S3 MRA R HIRE X REV S IRA

£ Amazon F AT ES
B LAEA Amazon SDK KB BAE# BRI BRIBIOEEREREHITRHINR,

BxufAEAERT Java B Amazon SDKEZFMEH RG] , BSREMIBRE A F#E R Z AR
FIEXNR (TEeE#EBEEEA THRAES )  RAEHRE#HT. EREZFME , BHARERA KB
BRE#ENIEEG,

BXRERHM Amazon SDK WEZEER |, i5Z AT Amazon Web Services BT E,
ERLERAEE

EETARBATHES , RNEBWESER SSETANEREMNN, £aARIBRE—IMrIEE , Fik
AN ATREZEERBRNEIEZET , AETEEFMEN. £ Amazon S3 BIRETZMNE , FIERER
MR GO REFEFICARBR. EFBABRERIEAMBROINRER, BEXESEFLE , BSRNMAE
BAEa AREEMNEZE Amazon S3 1FEIE 2 .
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NMRERERANRESEEME  WRBNSEY SRS, JUHEE. BBECRASRS B
.

BULREREREERAN , LEMANKIBIABTRERS RN RIH. Hlm , EREREFE
RENAENR , BULFERERANRENENRECE - REIH,

Amazon S3 XEF—NMFEFBERFHMAN |, BTUERZANELERER S ENIEERBATHEE 2
BEfk, BNBUECEELEREFRANUSARELEEFERET. BXESER , E5H LERF
1 478 45 an JE) I 0 B AR BR AR SE RV 90 R E 45 o

BXEAEGAYRESEZFRBNESEE  FSREF#B LIRE S3 Ao FHIEEMENF T HH
XN Ro

EZEHE T Amazon CloudTrail §Y3& 12 4%

Amazon CloudTrail BRER Amazon S3 BAFMBHT NN REBFESH , BN R, MREERE
RF#EMBENIER CloudTrail B4 BIRHMNE —NFEBFRERXNR , NEBF=FHBHN R AT 88
EERIEBHNR, N TEHLEXAER , EELL Amazon CloudTrail IBER. H3<it CloudTrail RERELE
BREHNEZER |, 555 (Amazon CloudTrail AF{ERE) SRy R ERR B £ %o

£ 1L 3F CloudTrail ERERIAIMEIFREBPN S —MRIEFER | fF s3:PutObject IEEARMEIFHEHE
KPR, MRECBHEEEFEBPEFETNR , WEEMRILIEL s3:PutObject A, BXEZE
B, B2 (IAM AAF1EmE) P/ X RIEIE M IAM JSON R ITE | R,

) B P A 4

A LAMBRZERY Amazon S3 BAFER. BXEFEERAFEMEEMNIELR |, 155 Mthe section called /&
=EAFEEE

AT LA Amazon S3 ##1&. Amazon Command Line Interface ( Amazon CLI ) . Amazon SDK =
Amazon S3 REST API il B 176 4@

/A Important
EMRBRFEEZE , BESNUTER :

- BRAFREBENEIERGEZAHRRE—N., NRMEREER , FEE , 5—1 Amazon
Web Services Ik AJ SAER RN ERFHBBEMRRTHFHEE , B TRSJBSEIHNE
BEREFEBRER, MRFBHEHAXER , RENREFEAREAMEENFHEESR
W, BRERRZEEE. RNBWVEBFEAREFESE , AR REFERILEAFEEE
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/DeleteMarker.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/mpu-abort-incomplete-mpu-lifecycle-config.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/mpu-abort-incomplete-mpu-lifecycle-config.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-delete-trails-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_effect.html
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Ko NTABEREANFERE , RNBWEZFEBIHAENR , URAREBEEK
X, ARREFEBRS,

- MIBRERAFMMEN , TRET RV ABREMM. MK , Amazon S3 & FF R HERA LAZ 4
%, BT Amazon S3 2 FEE D Amazon Web Services Xigid |, X Il BRiT 72 FE E — tbpe
B , TEREBN RGP TLABH I — B,

- MEEHBRESRDSMNY , FEZWN HE . FHIEME Route 53 B B E SUHFEL B 575 M ik
FETIRBIEHBLE T Amazon Route 53 £ & X1 , N A0UEE 5% F#EMHHEXK Route 53
REXEEE, BXFEZEE , SR % 2 : Mk Route 53 £ E X,

- MRFHEBWBREFREAEKIGE (ELB ) WAEHKE , BEWELFLF ELB BEELHE
ZEEE , ATBRRZFEE. BRZFERE  NREHAFIEEAMEREEHRHE
&R, N ASHEFEAIELEHILEEEEE. BXELBiHRBENEER , 36 (User
Guide for Classic Load Balancers) ##) Access logs for your Classic Load Balancer #

{User Guide for Application Load Balancers) H#Y Access logs for your Application Load
Balancer,

HEBEBR
WRIBTEMIER Amazon S3 B , HEZE LTSI ;

- BREEBAIZE  NHEEERERETANRE , TEBBREERE. BREEBRIZE, BXEEEMH
RWER |, i3 Fthe section called J&EZ= @ A,

- BRSEMMNEMTZEAR . RESEEEBER —NKF/ PREINEM S3 BARHZ XEFHZEA R,
BT EMIBRTFANE. EMBRFEM B , EHIERI INEZ WA ET R 0K A R

- BWIREHE s3:DeleteBucket R : MRETEMBREFRR , B 5 IAM BB RAMERBIAERAE
s3:DeleteBucket MR, BEXMAEFREH IAM KRV ER , H2H (AM BFER) FHE
% IAM AP HIRBR. BXBEHERFE LR |, S the section called “BEEIE4 17 17) (403 Forbidden)

« & Amazon Organizations fRSF12HI 2Kk ( SCP ) M IRIEHIRKEE ( RCP ) FHY
s3:DeleteBucket Deny iE4 : SCP 1 RCP W LAE4t X =65 A M BRI R, BEXEZELR ,
%2 % {Amazon Organizations User Guide) A #) service control policies H resource control
policies.

- REGEHBREPY s3:DeleteBucket Deny 4 : MIREE IAM AP ACGKKTRE
s3:DeleteBucket IX[R , BELEMEBREFMEME , M FEBRETEEX T s3:DeleteBucket BE
Deny &4, BRIAERT , BB Amazon Elastic Beanstalk 8|2 Z& BEE TSR IETNKE, BH4
TERBREEAREFEBRE , RE T ERBRFEE,

HIBRIE B E R API k7S 2006-03-01 84


https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/access-log-collection.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-access-logs.html
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TR

EEMERRBATRR MBS EMRERR. AXE2ERBNES | H5Hthe section called
BB

£/ S3 #2#HlA
IER S3 Ff& 8

1. &% Amazon Web Services Management Console , RGBS T MutTHF Amazon S3 24|
A& : https://console.aws.amazon.com/s3/,

2. HEEMSMERSD , ZFERFER.
3. EFM@EWIIRYP , EREMROFER/EMZLAETIRE , R/E05EETUERERA R BR.

4. ERRFERREL  BEEXAFERTAAFTERE KB ANERNBRFES | RSIEENERF4#
Mo

® Note
NRFHBIEEMANR , FERBREEBZAFEFHEE , EAREDNT | EEES
TAZEREERPERFEFHEERE , ARRREZFHENE LWV HBARE, A5,
IR [E | Delete bucket ( MIERTZ6E4E ) TT E HMIBRF M,

5. ERIIEREBECHREMER  BSITTERAEHEBEIR , AR ACHRNFEBNEH. WREEK
et AERE , WSRRMBRA S0,

FEAERT Java B Amazon SDK

UTFREEBRTNMAERERT Java B Amazon SDK BZZ MR EAFER. ZABEERBRER
FHETHNMENR , REBIRZE®EE,

BEXHTEBENRA , B2/ (Amazon Simple Storage Service API Reference) H# Use
DeleteBucket with an Amazon SDK or CLI, BEXEAHEE Amazon SDK WEE , HSRAT
Amazon Web Services W T &,

Java

LR Java REOIMIBREEXN RN FEE. ZROEHRFAENR , RENBRFER. ZROERT
BJE AR RE AR AR EE N FER.
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® Note

NTFARERARTEFNFETE S UERRBRAANR , RERERFETE. X TER TR
REZH N FHER , BLRERBRPIBN RRA , A5 BMERFHEE,

BRAZRMNUABRRAINEA , ESH Amazon SDK for Java 2.x Developer Guide.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Iterator;

public class DeleteBucket2 {

public static void main(String[] args) {
Regions clientRegion = Regions.DEFAULT_REGION;
String bucketName = "*** Bucket name ***";

try {

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(clientRegion)

.build();

// Delete all objects from the bucket. This is sufficient
// for unversioned buckets. For versioned buckets, when you attempt to

delete

// objects, Amazon S3 inserts

// delete markers for all objects, but doesn't delete the object
versions.

// To delete objects from versioned buckets, delete all of the object
versions

// before deleting

// the bucket (see below for an example).

ObjectListing objectlListing = s3Client.listObjects(bucketName);
while (true) {
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Iterator<S30bjectSummary> objIter =
objectListing.getObjectSummaries().iterator();
while (objIter.hasNext()) {
s3Client.deleteObject(bucketName, objIter.next().getKey());

// If the bucket contains many objects, the listObjects() call
// might not return all of the objects in the first listing. Check
to
// see whether the listing was truncated. If so, retrieve the next
page of
// objects
// and delete them.
if (objectListing.isTruncated()) {
objectListing = s3Client.listNextBatchOfObjects(objectListing);
} else {
break;

// Delete all object versions (required for versioned buckets).
VersionlListing versionlList = s3Client.listVersions(new
ListVersionsRequest().withBucketName(bucketName));
while (true) {
Iterator<S3VersionSummary> versionlter =
versionlList.getVersionSummaries().iterator();
while (versionIter.hasNext()) {
S3VersionSummary vs = versionIter.next();
s3Client.deleteVersion(bucketName, vs.getKey(),
vs.getVersionId());

}

if (versionList.isTruncated()) {

versionlList = s3Client.listNextBatchOfVersions(versionList);
} else {

break;

// After all objects and object versions are deleted, delete the bucket.
s3Client.deleteBucket(bucketName);

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
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e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
couldn't
// parse the response from Amazon S3.
e.printStackTrace();

f£ /A Amazon CLI

MRIBENRNBEREEEXEE AMAZES , WaTLAER Amazon CLI IBRZEZEME. ZEMIER—
NEEXNRNWEEEN | ZEEEPOFERN REFHE K ABIER , BIEEEHA S3 Glacier Flexible
Retrieval XN R,

MRFEF RS ARAES , WA b ( BBRFMHM ) Amazon CLI s 5 Hl --force SH&E S
A, RNBREEEREPNFMEN R, LS ERBRAENR , AEBHBRFER.

MRBATRAEE , MR b BT E --force ZRESHERATLMBRZRAZFINNR , Hitrik
BBBRRY , RAFRBTINZE, AXBBRZBFEFHONRNESEE | FSRBERE SRR,

EFERAUTHS , B~ amzn-s3-demo-bucket BN EER RN FEBNER

$ aws s3 rb s3://amzn-s3-demo-bucket --force

EXEZELR |, 2@ (Amazon Command Line Interface AFERE) PSSR S3HHE
Amazon Command Line Interface £ &

FF5EA T Amazon S3 B Mountpoint

i& AT Amazon S3 B Mountpoint 2R — RS &M ENFRXH4EFi% , AT Amazon S3 BRAFHE
ER A S R B TS, & B Mountpoint , BRI R ARRFF o] LUBE X RS ME ( HIIn3T FF Ak
HY ) 7RI 726 1E Amazon S3 FEIXT R, Mountpoint & B fFX LRERR N S3 IR API B |, L&
B L AR FF AR B3 U2 O 178 Amazon S3 W MEL &,

&R TF Amazon S3 #9 Mountpoint 7] i T AME SRR ER N ARER WA= IR - BdE8. Y8F
Ik, BEER, B ERAFEMARIER, ¥, ME (ETL) &,
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& AT Amazon S3 B9 Mountpoint SUEA F Linux RERS, & LLEA Mountpoint 1 8] Ff B 126
L S3 XK , {8 S3 Glacier Flexible Retrieval, S3 Glacier Deep Archive, S3 Intelligent-Tiering
Archive Access Tier 1 S3 Intelligent-Tiering Deep Archive Access Tier BR\,

hY

EFH

%% Mountpoint
- EEF A Mountpoint
« Mountpoint #FEHEBR

Z % Mountpoint

BRI LAERGSIT FHRMZEERATF Amazon S3 B Mountpoint WM REEF . RIFEIE1EE A
AN Linux BIER S , THFZ % Mountpoint BB BFIFE.

£l

« ET RPM B9 &1ThR ( Amazon Linux, Fedora, CentOS, RHEL )

« EF DEB A 1ThR ( Debian, Ubuntu )

« Hfth Linux Z1ThR

- BIEEA T Amazon S3 ) Mountpoint EF BN XA

ET RPM BX1THR ( Amazon Linux, Fedora, CentOS, RHEL )

1. TEEERATF Amazon S3 Y Mountpoint 2 F 8. ¥ download-link Bith E—SHrMEMN TE
URL,

wget download-1ink

2. HERANTHTRELEFS

sudo yum install ./mount-s3.rpm

3. WALT®S , ®IE Mountpoint BREERIIZRE :

mount-s3 --version

BRI TABEBLGT M TARAOB NS
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mount-s3 1.3.1

ET DEB B &1ThR ( Debian, Ubuntu )

1.

T#5ERTF Amazon S3 #9 Mountpoint BF &, N download-1link B¥R E—SHFHEMNTEH
URL,

wget download-1link
FAUTHARELEFS
sudo apt-get install ./mount-s3.deb

BTUTHS , RIEEMAT Amazon S3 B Mountpoint 2B BRI L%
mount-s3 --version
BRI TLERAMT M TARO B AR -

mount-s3 1.3.1

H Linux £1Thx

1.

3.

TEERA T Amazon S3 B9 Mountpoint BF &, & download-1ink iR E—SHHHERTH
URL,

wget download-1ink
EAUTHTRELEFS !

sudo mkdir -p /opt/aws/mountpoint-s3 && sudo tar -C /opt/aws/mountpoint-s3 -xzf ./
mount-s3.tar.gz

£ mount-s3 ZHFIXHERMBNEH PATH IMEZE, &M $HOME/ . profile X4 , Hiin
THEH—1T:

Z % Mountpoint API WA 2006-03-01 90



Amazon Simple Storage Service ArfEm

export PATH=$PATH:/opt/aws/mountpoint-s3/bin

R#E .profile X# , HETUTHT :

source $HOME/.profile

4. BITUT@S , RIEEA T Amazon S3 B Mountpoint B BRI %R % :

mount-s3 --version

ERZ A ABEIRB T U TR RO BERS

mount-s3 1.3.1

¥ & AT Amazon S3 B Mountpoint BEF 32 E A

1. REGnuPG (gpg T ) » BERIEAT FEMERAT Amazon S3 B Mountpoint 7 @R E3R %
MM, BRIABERT , GnuPG R%E Amazon Linux I 53 #2858 & ( AMI ) £, %% GnuPG
ZE , BEWITSR 2,

2. BEEZETUT®HS TE Mountpoint 2B 4
3. BEETUTHSE Mountpoint 28 Z4A S A BB RBRA -

gpg --import KEYS
4. BIZETUTHSREIE Mountpoint A8 B4R FSEL
gpg --fingerprint mountpoint-s3@amazon.com
BANETRHNENFREEUTREETE :

673F E406 1506 BB46 9AQE F857 BE39 7A52 B086 DASA

MBEAFZHFREACE , BAETREE Mountpoint FEBc%& Amazon Web Services 2 #,

BRETUATHTRIETENEFENER., N signature-filename BN L —FSHHXH
Fo

o
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gpg --verify signature-filename

flan , FEF RPM PR 1ThR ( ‘@2%& Amazon Linux ) £, BT T&HS :

gpg --verify mount-s3.rpm.asc

6. WEMIEERE Good signature. MEHMEBEEIE BAD signature , BEFH TH
Mountpoint EFBXHHEEXL ISR, WREBMAEFE , BFETH Mountpoint B &3 H Bk
% Amazon Web Services X #,

RERESFEEXAEEENES, XHTRRFERE, XRXEKRENERIMIZEUE Mountpoint
NEER.

i& #£E A Mountpoint

EfAEA T Amazon S3 # Mountpoint , R EHFEEE MM Amazon ZiE , BRIGE B EHERN
—NESNBRAEERE. EXTRNGHRIES |, S GitHub L& Mountpoint Amazon #iif,

Bl | &0 LA 2 —NETEY Amazon Identity and Access Management (1AM ) AR A& B FitE
. BRRLEAGENGEEEEZN — MRS EER. SNBSS MIEREXHRN IAM BEE
% 45 Amazon EC2 3=,

£
« EAER T Amazon S3 B Mountpoint
« £ Mountpoint R BB &7

# A& A F Amazon S3 8 Mountpoint
# A& AT Amazon S3 B9 Mountpoint #1117 LA 24
1. £ mount-s3 R ERBEAEWEN.

ETEMNRBIF | N amzn-s3-demo-bucket B SIBRAEHBNAR , N ~/mnt B
NEVLEHEEHDPER S3 FHMHNE R

mkdir ~/mnt
mount-s3 amzn-s3-demo-bucket ~/mnt
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B F Mountpoint EFIRERIAMBERTERBET , Bt ~/mnt BRIE A FEIE S3 FHEFF
HIXS &Ko
2. &3 Mountpoint 1788 A Z @ P AT R,

EARMESEEEE , BUUEAE AN Linux 5 ( H1I0 cat = 1s ) RAEBEMW S3 TR, &
FAF Amazon S3 #9 Mountpoint BIX A IERIL ( /) ERFA RIS S3 FHEHNERE | FXLER
AMBANHBRERR. flln , IRENEFEBPEXNREL Data/2023-01-01.csv , AR
# Mountpoint IFF?V;LEF'»H"E NEHN Data B , HPFE—NMNEMHN 2023-01-01.csv Y
X,

3. A umount R HEENEME. LS HREN S3 7 #EHIBHE Mountpoint,
EFEAUTRAGS , BT ~/mnt BN EN LIS S3 EHENE .

umount ~/mnt

(® Note
ERBUL GRS RETSI R |, iH1E1T umount --help.

AX Mountpoint BEERN HABFAEE , iS5 GitHub LR S3 FRBEEMHREERE,

£ Mountpoint FELEZEF

EATF Amazon S3 B9 Mountpoint X FFRIX BN BIREEF. ENMRESTEERNWEE |, B LLE
BUTED

o ARihEF - BALATE Amazon EC2 R#l1F% = Amazon Elastic Block Store B fEAA#EF, M
RIEEENE—MIEXHIEEMEEINERE , HEX WX E#HEFERERANZEATEREES L
MEBIRE |, MR ZERFERARER,

« HEEF - BALAE S3 Express One Zone LERAXEEF, MRZBEEEIWSMNTESSH R/
FWR, FEETHEESRINBEENXN NI HEFENEMETFR/NFZS  NMEREALESR
7, EFRZETE , Mountpoint 27E{# S3 Express One Zone K B ZE##E+H , RE X/ NTEI
—RKEFHF R,

s EHEFMEFENRERT - IRENAEREPEREANZR , EXBES/IKF 2B HRER
7, WALEERENERALREEFNRETESE,
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# Mountpoint P EFIEESEERDMEERENEAZR  IEBFEESRKERABNF2REE
Ko Hla, AILLHEFATRESXRBIGBEENNRZINEEL , URSEEBE,

BXW{A7E Mountpoint FEIBEZRFHNEZER , BSRUT =M,
]
. KipEF

- EAXHEFENHEEZE

%S p 5

BRI LARIA --cache CACHE_PATH MEERBRFERAARMETF, BT R BIF |, & CACHE_PATH &
NEFTEPEFEHIEN B ZHXEHBRE, & amzn-s3-demo-bucket Bl S3 FHBHEH , H
~/mnt BRAEN ELEHEEHE PR S3 FHEMNE .

mkdir ~/mnt
mount-s3 --cache CACHE_PATH amzn-s3-demo-bucket ~/mnt

HBEHER S3 FRBNERERALXMER , Mountpoint 2 EBRENEFNENE—INZENFER (W
RZTEFRHTFE ) . BRXERFEBURDHFEET , Mountpoint 2MIBRA i EFH AR

/A Important
MRBERAAMERF , Mountpoint 2FFEHK S3 FHEBHNRMBEXNRNE , REFEERAE
HHEEFNE, B TRPEHRE , ENERAXFRSERZEHIE , RENBEEEFN
LRGN

HEEE

MRELEEEMZMIEXZFFHN IR (HERXK1MB) , REEETINHEENNEEBI A E
FEH KR/, MRFE S3 Express One Zone HEAREREF, HEBNSNEHIES REMEBIRHBIER |
XA LUB R EERN S3 FHMAEHIRER , NMERIER,

GREAREZERG , BEENEFELM S3 Express One Zone B ZEFE#BEFHNHIBEBN TR, BE
FENEITEIE S3 Express One Zone B RFH BT ERABFEBALENBERNR, BXEZER,
EZ# Amazon S3 Eft. Mountpoint NFHIBRE REFHEBMPNEFNR, EEEFHALX , BN
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ZEEBRTFHEBLREEGEARERE  UEESIEEWNEBEERE , Amazon S3 A S3 Express One
Zone FHEFHEIH., BXEZEELR , i5ZH GitHub £# Mountpoint for Amazon S3 caching
configuration,

BN BEREEEES T ESSHIrT %R E S3 Express One Zone H#1TEF |, {5 --cache-xz
HEHANEREREBEERNEEMNE. EUUTREIG | Biassastts,

mount-s3 amzn-s3-demo-bucket ~/mnt --cache-xz amzn-s3-demo-bucket--usw2-azl--x-s3

EHEAHMEFNHERE

MRENRG EAREANER , EXBESNIRFZRAEARZRT , NAILLEARE R ER AL EF
NMHAZEF, CRAKEFEE , SHFTAEEFEREFHEDE , BTBRMNE —XHI0 B ZFEE
FHHEZFRETRERER. XATUREERRAH RS ML,

EEEN S FRBNENEREARNEEFNREREF , FHEA --cache M --cache-xz FRER
BEXMNMEFNE, BERRAUTROKERRENERREEFNAZRSF | BB R 1111

mount -s3 amzn-s3-demo-bucket ~/mnt --cache /path/to/mountpoint/cache --cache -xz amzn-
s3-demo-bucket--usw2-az1--x-s3

BXEZEER , H5H GitHub & Mountpoint for Amazon S3 caching configuration.

/A Important

MREFRALZEETF , Mountpoint 2FF R RHNBEMNERR S3 FRBEF N EENHRETRFN
EiRMH S3 BREMEP , NTEEAENIAR S3 B RFHMEH A FHALLFEIX LR

B. ERPEEFENEIE , BAERE Amazon S3 WEZ S BESBRUBREEBER T ERNE
B, FEFRAFAHRN, BRZER%T AT Mountpoint RERFH B REMFE , HNE

Mountpoint & /= i 1% F 175 R X R o

Mountpoint #FEHERR

& F Amazon S3 B9 Mountpoint BB Amazon Web Services X3 X #F., MREEEHE |, B
% Amazon Web Services X #1lv,

BB A LATE GitHub E&EE HEXR Mountpoint [8] &,
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https://github.com/awslabs/mountpoint-s3/blob/main/doc/CONFIGURATION.md#caching-configuration
https://console.amazonaws.cn/support/home#/
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MBEEZMBPLAABENZEEE , RNEREBEBIRNNWR RS T EEH Amazon Z£ 50
7o TEBIZELFFH GitHub R,

RIS R AR FESEA Mountpoint B HIMFEITHR , MAI LR E AEE S AL B E &,
BEHigE
EIABER T , Mountpoint £ & ™ &4 B £E R KIAF syslog.

EEFRHM Linux X1ThR ( ‘238 Amazon Linux ) EMBE , iH&ETELT journald &% :

journalctl -e SYSLOG_IDENTIFIER=mount-s3

FEHAM Linux R4t £ |, syslog ZBRAEEARXH ( Fltn /var/log/syslog ) H,

BRMERXLE BENNARFHITHED R, flm , IRENHNARFZABEZNE XM , BIEFX
W, ARERERSREIRLUTUATARAENIT :

[WARN] open{req=12 ino=2}: mountpoint_s3::fuse: open failed: inode error: inode 2 (full
key "README.md") is not writable

BXEZER , 52 H GitHub LHERA T Amazon S3 #J Mountpoint B H & 12 .

FEHAEAT Amazon S3 By 174 5% % 28

EAT S8 MF@ANKERR—NTRAH , BALLHHEFME Web NARFH , NENKARAFRH
71 Amazon S3 FMBENH LR RE, BEEMT S3WEMMNKEER BTN ERNHHL
RAPRHEEZNCEHCHNARFNE, T8, L&, 6B S3 hHFEHNR,

BT S3 V1R X 88 X S ITLA T 4E - LIST, GET. PUT. COPY. UPLOAD Hl DELETE,
NTRUESELERESER , EAT S3 WEMNKEENE RENRA AP RESRNAGRNBEHL
bt L& ER, FEXNEERE ML CERERFE R MBI , TERARAFP LENBENRERN , HEEH
INENBRBEEEHCBI AR ERNER (&P ) GEINR, BRI LER Amazon £ 5 48R
SHEECHRERNRS , BERLAFPNSOEFNBENHENR, ETAEBEXFHEINESE , £
HEENENAERIRIT G EETE,

ERT S3WEMHNMKEEIUER T React 2R EH Web MARFMABKMNARER, ATAEREH
N YEES A R FT B FEME R Amazon S3 IR |, {8 S3 Glacier Flexible Retrieval, S3 Glacier Deep
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https://www.amazonaws.cn/security/vulnerability-reporting/
https://datatracker.ietf.org/doc/html/rfc5424
https://github.com/awslabs/mountpoint-s3/blob/main/doc/LOGGING.md
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Archive, S3 Intelligent-Tiering Archive Access & S3 Intelligent-Tiering Deep Archive Access /ZBR
o

ERAT S3WEFEMNKEEF TS Amazon Ampllfy React EH ) Web BIARRFEESER. BXRFMHENK
BNEZER , BHSHEA T S3 WFE#NNT

£
- ERAERAT S3 B FM R MR
| %6 25

- REEMAT S3 KN
- REZAT S3 BYFM R8s
- BEZAT S3 KF R i as

BT S3 KT X i 2R S FE HEER

9$

EAERT S3 MK

HEAT S3MF#NERT  WER SSBRAFRRINR , BUUMEA S3 HRNEREE, 1AM X
BREECHRERARNBRSAKLAFRTHRNR, E!&E&%%Fﬁ?iﬁlﬂ%iﬁﬁiﬁ , fb I ET A
AR %A B AR AR

ERAT SSHE#INKFAFAEAENETEAR

e W EMIHTEWAFLALLGREE S3E , URENEMIENNRE. X2RAFW%
NE  CERTERLAPERFENER S3 BRARNEAN S3 EMNIR ( READ/WRITE/
READWRITE ) o

- WEWMAEE  WOETLLEAFRE S3 XA , Uk EERTHXM. (FEE, £#E
AT S3 MFMNIKERRT , R MAXH , 5T MIF@EE HAXHER. )

- (WEBRE APEFENSSRPERRE (FNEE ) E, ERTAXHNENS —IMIE,
FEEHERS | EEERSERTHTREN TRTIR,

SEREA T S3 MMM AR |, BRI TRS :

s FEHFUAR () FLARERHIHR,

« FXEHEEMN WRITE XPRE S3 AR BREE,

- BEAT S3MFMHNK/EXNF A/ NFEE 160 GB WX X5 PUT 1k,

- EAT S3MFMENKEXF/NTF 5 GB WX EKIF COPY #BE, MRXHKR/NET 5GB , 7764
W B R R R M.
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ZEBEHAT S3 HEMN KT

FaERAEMN RN KRR S ERE GitHub L RERAIMB 2z —, XERFIMB BB TEBBERT
FHENEB[OETRER Web NARR , HPZEEA T Amazon Identity and Access Management
B9 Amazon BRSHITIR SR , K & AT BURE IR SR L% A P IEEE S3 AR,

BXxEZEE , B2 (Amplify Dev Center) H# Quick start,
M GitHub Z#&E AT S3 KA X I8

W®E , WAL aws-amplify GitHub & EF &I AHK aws-amplify/ui-react-storage M
aws-amplify HHBLREEAT SSHEHEINRESE , UEFBNEEINEEEXIAENARFEF.
ZEEAT S3 WEMN B[R |, BSAFUTHRBIUMNE B package. json X4 -

"dependencies": {
"aws-amplify/ui-react-storage": "latest",
"aws-amplify": "latest",

}

HE , BT LUEA Node Package Manager ( NPM ) S ik #iIM :

npm i --save @Eaws-amplify/ui-react-storage aws-amplify

WEBEHAT S3 WEMN K

ENEAHAFPS Amazon S3 & HiE , BUNEREFHRILNBN G %, EREEXN KL RESH
RUFMBEN G EE =G % -

« FE 1 BEEFPMNE=FEEXRHENEIETENR

o 572 BB Amazon IKF B IAM E AR EIE T R X R

o 57 3 RAEEBEEHE NN

FE1 EREFNE=ZFEERAHNBEETRNR

SRS E , EBAILUEA Amazon Amplify Auth SREB XA IHREFIMZ M, YEEFEFRE
SHEEUNHEES S3 FNBIEMEER |, kA EIEEES. FALGRI , ENEFTERAERR AL S
BEAEEHTE ORI
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https://github.com/aws-amplify
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& T LU Amazon Amplify Auth SELE £/ Amplify Storage B S3 I BLESFER |, RKEFLAF
ME=HEEUHEME IAM EZiE, Amazon AmplifyAuth 237 #£ Amazon Cognito B & £ , Amazon
Cognito R—ME£REXNETFFMMHEEERS , Ed , ZAUBIANENAF BRI B FH
FAEFNREEEN AP #ITEARIEMNZEN, Amplify BAUERE LT a2 50 RIER A a L
R BRLERT 4R, BX MR Amazon Amplify IEERNHEZEE. , S Set up storages

EEA Amplify SRIEMFE G EZNBRICAN  BFATRBEFMEEN Web RAREFH :

import {

createAmplifyAuthAdapter,

createStorageBrowser,
} from 'eaws-amplify/ui-react-storage/browser’;
import "@aws-amplify/ui-react-storage/styles.css";

import config from './amplify_outputs.json';
Amplify.configure(config);

export const { StorageBrowser } = createStorageBrowser({
config: createAmplifyAuthAdapter(),
1)

FE 2 - EBIE Amazon KB 1AM E4KH IR R X ER

MRGEEEEE IAM EEHE Amazon Web Services MBI THRIRPR , M ATLAGIE—NEREA
GetDataAccess S3 API ##1EH IAM A&, E#HTHIEE , BX4TIE— S3 HRINREREEA , Xk
F S3I BRAEMBMEI RN RMEZIEEN IAM B4, RE , FHEIERAH ( XAERE IAM &
EREEF IR LEALEH ) A ListCallerAccessGrants S3 APl 24 |, SRIRELS BB iERER T
BEN, AEAGHIERME, EEIRE s3:GetDataAccess RIRE , TR B A4 TFEHIX L
FEUERE RIS S3 BIBAE T H PR o

import {

createManagedAuthAdapter,

createStorageBrowser,
} from 'eaws-amplify/ui-react-storage/browser’;
import "@aws-amplify/ui-react-storage/styles.css";

export const { StorageBrowser } = createStorageBrowser({
config: createManagedAuthAdapter({
credentialsProvider: async (options?: { forceRefresh?: boolean }) => {
// return your credentials object
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return {
credentials: {
accessKeyId: 'my-access-key-id',
secretAccessKey: 'my-secret-access-key',
sessionToken: 'my-session-token',
expiration: new Date()

},
}
},
// AWS “region® and “accountId’
region: '',
accountId: '"',

// call “onAuthStateChange’ when end user auth state changes
// to clear sensitive data from the “StorageBrowser' state
registerAuthListener: (onAuthStateChange) => {3},

1)
1)

75 3 ANUEEEHIE T B R

MR EARNRF S3 15 [E AR E 23R4S IAM Identity Center <Bk |, URBEE AT BHEMNBRAE (5
ME BN A TREBFEIHRNE ) , WAARRETLRE S BRIEN AP M Amazon S3 EREIE. 4
m, BEE AT EFRPHNAFARFIHR S3 FHRENNR, XA AL REREERFMEAN
S3 HEMNREZENR , BIEXEENIPIRMERE ( HlI0 Microsoft Entra, Okta & ) LHIF 7 FH I
BR o

ERA LS ERT | integration with the IAM Identity Center AJ LR ERAM BN A F B %, 1AM Identity
Center AI{E B E BN B —MNFA R : Amazon S3 B9E4 Amazon CloudTrail ZiEZE 419 EX 14
SIHENRARAFFHNERESIA.

MREWNARFEXE OAuth 2.0 , #BEAFSEMNX LN AR FHME Amazon BRS , BIUEE
AUEENEE, BUIREEMEE  ARTMUERRNARER , MZNARFAIUEEMERES

@] Amazon lRFHHFENBERFEREZRAFNEH. KNAREFRAKREAEZIEFHRIENAFE IAM
Identity Center 1T B, BXEZELR , i3S ® Using trusted identity propagation with customer
managed applications,

RE

E7£ Amazon Web Services Management ConsoleF ffE S3 1/ =] #X R & 12 # IAM Identity Center
trusted identity propagation R EZ#E X KR HRIE , NARFSARRLYFTELSFHRIINAFRM
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/access-grants.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/trustedidentitypropagation.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
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Amazon S3 EXR¥IE, BEXMFGE , BAN LT B RPHNAFIAFARHEN S3 F#E. AR
FNRWERFENR, XBERESENNARFTH/EMAFREE IAM E454,

LR TEREBEIR T FH IAM Identity Center 1 S3 7RI RELRFKREFZA T S3 WM KRN S
R

HRR 1D

1 7 &H Amazon Organizations /g F IAM Identity Center

2 fit i Amazon ldentity and Access Management Identity Center
BRESHRIE

3 1£ Amazon Ildentity and Access Management Identity Center #2

HEPRMAETHEETE

AE A & RRIETE IAM Identity Center HEY B {314 #E (|
dP) , AR EHEB IR ENNARFEZISARIINAFN S
B,

4 7 bootstrap MAFEFM identity bearer €12 IAM B

5 £ IAM Identity Center R eI ML E N AR

R ARFRKRELTE S BRI AP 5 IAM Identity Center # 1T

RE,

6 & S3 R R E AN BB EBN AT ENRAESF

LS BRAFHEN N AR FERES S3 RN REE , MET TR
RES SHRIUE AT @ S3 hRIRREZREHER,

7 Bl A 7 SRA AR X

L BRFF Amazon Identity and Access Management Identity
Center FHAFPEEHSMEERS (SCIM) RAE, SCIM F&

# IAM Identity Center 3 5 & B REE (IdP ) W EHRIFRE
&,

BIEEAT S3 WEMAKEERAHN

(e°]
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F &K Amazon Organizations /8 A IAM Identity Center
E R IRH Amazon Organizations /3 IAM Identity Center , T TSR -
1. AT A2 —%% Amazon Web Services Management Console :

1. Amazon $TAF (RAF )  BXEERAF HH ALK Amazon Web Services Ik = 8B FHR 4
it , LIKFFAIEESHBER. EF—1 , MAZNER,

2. BREMEH Amazon (IAM &I ) : EREEEEMNRN IAM EIEE R,
2. ITF IAM Identity Center 2#| &
3. /3 H IAM Identity Center T , &2 3 .

@ Note

IAM Identity Center Z3Ri% & Amazon Organizations, MIRERIZBLHLR , N AT LLERLE
Amazon B3I A E0IE— MR, EFEGE Amazon HATR TR,

4, REEEMEA Amazon Organizations B o

5 EEKE,

6. (i) RANEESA LXK EMIRES,

7. (W) BEEREE,

(® Note

MRECEEFEAZSKFRER  BNEVNEEEZREE, BIZREE , S URH
Amazon Organizations PEZIHREERKF AR, BXEZEE , 152 Delegated
administration,

8. LEERRE.

Amazon Organizations < Bz [6] 5 E I ik < BRAY th ik & IR0 UE B F R4, 72838 UK 56 IF 88 F iR 44
ZHIMRE AT —BRIER, BERARERILE FH4ZIH 2 51 24 /it RIS IE B F o4t ik,

Bl Amazon Identity and Access Management Identity Center Bx& & 13 11l

ENERAT SSWEMNKEATLARBERARF | B4 IAM Identity Center BB N FE RSB 5 5
REE (IdP ) , BAIUFERALEENGESARME, BFIE 8/ SO0REECATEANEER
B, BXFEATRNSSOREENHE , 5S35 IAM Identity Center source tutorials.
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® Note

FSHVRERERENFHREENLAHE URL NZREYE , RAEEEERESRDEIA
Bo WRERXBEE IdP FREMNTHRINR , N AsEFEEZERRIED IdP FYEIE 5 SRIREUS A AR
PR o

#£ Amazon ldentity and Access Management Identity Center & & R RIMAIE LR E

A[S S & #n &£ Amazon Identity and Access Management Identity Center 1 &R RIAEE 5 17 1244
#, O HRINARFELIEHRIINAFPNSE, M Amazon Organizations A |AM Identity Center
KB K AT & SARITIX LS R, XLELSRALIE IAM Identity Center #HI B FH5ERK , A SUE
H4mERRNTHo

E7£ Amazon Identity and Access Management Identity Center 24| AR RMAESEEAE | B
TUTHR :

1. $TF 1AM Identity Center #2&| &

2. EERE,

3. EERSOHRILETF,

4, SMEAETHATERZ , AEBEUTHEHAEE

1. ZEXMEURL T , IAERATETEAMENINL IdP B URL, ZBAREEEBRRAL IdP /Y
BEEAREMER. BXEZEE |, 55 Using applications with a trusted token issuer,
2. EAETHEAMERNT , AAUGETEAMENEN. Y NENEBEENARFRIRN ,
ZEMEBHAELTUESR 8 PERNAUETH AR EIRS,
5. UMHBEMEMNEENARFREYE , HPESNSHRUEEEHRIFE—4 IAM Identity Center
B, Bl , EAIAESH L map the application attribute email E| IAM Identity Center P&

t email. EEF IAM Identity Center P X IFHAFEESIZ , S5 Attribute mappings for
Amazon Managed Microsoft AD directory FEI R,

6. (Hit) MRERFMERRE , FRARNEN. BERNSNERRE | HERFFMFIRELEK
W& B FRmARNMEXN,

7. ERGIBAESHERTE,

8. BIBERAUESHAGER , BHRANMARFEER , SAMMAIESHARENE , WEMMT
AT ETRAFETEANEHEH TR,
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9. BRNAEFEEREEANEHEPERUATETHRTE  FRATAFNATES GEBE
BENNARFPIERZNAER.

7 bootstrap MAREFM identity bearer S| IAM A€

NHR bootstrap MARFHM identity bearer AF A MAEEMEMME , B create two IAM
roles, bootstrap MARFRE—NIAMAE K ME -1 IAM BELARTHHGEEE SR
B S3 HEMNRERFERIFEINRLN Web BARFIWERARAF, bootstrap NARFEREG1R
HEMEN IR CreateTokenWithIAM APl , BRI IL S E Identity Center X IR
o

SIEEEM TR IAM A€ | Hlil bootstrap-role, A TRRHI IAM KBE[E bootstrap-role
BFHITH KRR

"Version": "2012-10-17",
"Statement": [{
"Action": [
"sso-oauth:CreateTokenWithIAM",
1,
"Resource": "arn:${Partition}:sso::${AccountId}:application/${Instanceld}/
${ApplicationId}",
"Effect": "Allow"
1,
{
"Action": [
"sts:AssumeRole",
"sts:SetContext"
1,
"Resource": "arn:aws:iam::${AccountId}:role/identity-bearer-role",
"Effect": "Allow"
}]

KRG, BIBE=/N IAM A& (I identity-bearer-role) , BHREIIREERFERZABERK
IAM FiE, BT S3MEFE#NKR[/AEMHEANSHEERBREFEETE Web LARFH 1AM FUEK
SEhE S3 HIE

"Action": [
"s3:GetDataAccess",
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"s3:ListCallerAccessGrants",

15
"Resource": "arn:${Partition}:s3:${Region}:${Account}:access-grants/default",
"Effect": "Allow"

It IAM £ (identity-bearer-role) AFEATHUTEANEERRE :

"Effect": "Allow",
"Principal": {

"AWS": "arn:${Partition}:iam::${Account}:role/${RoleNameWithPath}"
},

"Action": [
"sts:AssumeRole",
"sts:SetContext"

£ 1AM Identity Center R BIZ2 M El B N AR

® Note

Fiazdl , FRAREEEL-—SHOEMEN IAM A, EFEELIRPEEES - IAM
y=:h -

E7 Amazon IAM Identity Center FRIBZNBEEZFEEXNARER , BHRITUTIR !

1. 3TFF IAM Identity Center &l A

EENAER.

EREFREEDF,

EERMNARE.

FEFENARFRETH  fRREBEN THREBRENNARER.

ERARFEET |, 1%#F OAuth 2.0,

EET—F, REREENARFIH.

ENAEFENNERBS T , M ANAREFNE RSN , W1 storage-browser-oauth,

© N o 0o bk~ w0 D
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9. #iA Description ( #i& ) . MAREFERE R IAM Identity Center #H & F API iR+ , R
& 7RI Amazon 5[] H,

10. EAPMASERET , RBFFEDE. WETALLFRAAZLRNA IAM Identity Center F =
AipEt R ARRF.

11. £ Amazon HRITF T , AR ABRNAREFNNARZER URL,

12. (W& ) MRBANRFREL , FRARNEN, BERNSDPRFIRE | EERFRNIIREAERK
B FmARNMEN,

13. RFT—%, FETREESHRIETE,

14. EEAAEFTHEAAEHITIARIET , FRAEEEEREZHAENAGESREGE,

15. EEEBERENTESHEMET , A Aud B8, Aud BEAFRIR JSON Web hE (JWT ) B3
A, ERIUGESEAGEARGRIENARENER.

@ Note
AR R EECR IR IdP R EIE & BUREULE R

16. BET—F, FEREESHRIEZIERME.
17. BEBERZET , BERHA IS IAM B8,

18. EWA IAM A€ T , FEMREEE SR IAM AE S Amazon BREF (ARN ) . EA0H A
BEL—SHIEHEIEIREBEEFNARERCEN IAM A€ ( fl20 bootstrap-role )

19. EET—%,

20. TEENRENHEL , RENARFEENFHAEE. NMREFELHNEMRE , BN TEREMN
HITERNE D E R RE

21. EFERR, HERERRMB R AREFNFAEETE,

RENARFE , ZHRAFTLLET permission sets that you've created H user access that you've
assigned , MH Amazon FREITFFIG RSN N ARERF.

™ S3 HRIFRERAMN F M E BN AIENAERF

REEZEFEEANARRFE , BX4N B 0EEBIEE S3 HRNBREE, S3 HRINRERRHEIH
B F 1R Amazon S3 #iiE, HEERIFFREANARERN , S3HRANRERSFENAF 54
BB A T ER AR,

FRGFM  HPITRESR A , FRAEERE S3 HRNRER (flmelZ S3 5 RNREESE
BIFEMLE ) . BRESZEERE , BSRTRER S3 HRNREE.
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EQFEFREANARFRRNAT S 0EEN S3 RRREE  FHRITUTHR

1.

2
3.
4

o

10.

11.
12.

13.
14.

FTFF 1AM Identity Center 2 &I A
EENARRF.
ERREFREERITR,

EEFRENNRAEFIIRS , BEEXHREIEFERD OAuth 2.0 NRAERF. XRAFFE
FH N AR

HEMAEENENATEOABNAIENAREFT  EREETERAERF.
FIRERET , BRENNARFAEETRNER , RRRET—F,

FEEFERS UE L |, %% S3 hRRRER, S3RRREZEANNARFAHEELEAC
B9 Web R FREF KT AIE & 101548

RET—F, ERET N IRPEENAER

HERNARFIE , 2REMNARRF , N TE8NTUEREEERNNARFERIEERE
REEET—F,

EREGFRMRTENEESET , BHRUTE—-I

- EESIMNARFNEANR - 2RRET TN EINNARFEETRNTRNRER . ZEE
NEBEETENRENNEAERF  RREREETRNERE. EENANTERRRER G , RE
FEFTRHENREH , REEFRFER,

- NATENARFNAMEENIGRNERED  MRFTEEZHNEINNABEFEELRNRES , &
LR EEIET,

ii?%-lt_io
EHERENHEY , FEEMHER,

® Note

BEERREEEMAFZTF s3:access_grants:read_write PR, INPREEEH
AP REIELLEE Amazon S3, BEFAFEREZBIRIEA IAM KBRS S3 5B
BREE |, REEFIFEANRIEN T RIR

ERTESR, ANEERINEER s EERE, A5, #THENEIARBRREEL,
ERAENARFUMIATHOEENAIENARR.
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BIEX A P RA RN

FEWFERP | EFER IAM Identity Center RMEBENAF . EA LA SCIM 3k automated or
manual provisioning of users and groups. SCIM &/ IAM Identity Center &35 5 R R &
(1dP ) B RIERESL . XEHE IdP 1 IAM Identity Center Z BINEMAFTE, EFMEUHTE.,

(® Note

WEBREVNEN , ARHEN S3 RINBREIERE IAM Identity Center E&FEAN , TEAAM
IAM Identity Center A/, #R , AP AN BB 1R E S IAM Identity Center [@25,

ERNkESOREENAFS IAM Identity Center BE25 |, HHATHA TSR

1. Enable automatic provisioning,

2. Generate an access token,

B MAIE T B ASE R A7 = EA IAM Identity Center R B & 3R E M RHI , ESH IAM Identity
Center Identity source tutorials.

BIBEMAT S3 WF N KaRA

RE IAM Identity Center SEFIH1E S3 HENREZRFCIERNG , LM React NARF. &
React NATEFH , i/ createManagedAuthAdapter RigBRNHN|, EATIRMEITIRERS |
ZFeEREIZM IAM Identity Center SR1GEVEIE. RJ5 , LALLM createStorageBrowser X4
{LERAT S3 MFM M EERA M

import {
createManagedAuthAdapter,
createStorageBrowser,
} from 'eaws-amplify/ui-react-storage/browser’;
import '@aws-amplify/ui-react-storage/styles.css’;

export const { StorageBrowser } = createStorageBrowser({
config: createManagedAuthAdapter({
credentialsProvider: async (options?: { forceRefresh?: boolean }) => {
// return your credentials object
return {
credentials: {
accessKeyId: 'my-access-key-id',
secretAccessKey: 'my-secret-access-key',
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sessionToken: 'my-session-token',
expiration: new Date(),

1,
}
1,
// AWS ‘“region® and ‘accountId® of the S3 Access Grants Instance.
region: '',
accountId: '',

// call “onAuthStateChange’ when end user auth state changes
// to clear sensitive data from the ‘StorageBrowser' state
registerAuthListener: (onAuthStateChange) => {3},
)
1);

&, 12 —RHLE | F Web B AREF R JSON Web 2 ( JWT ) 5 IAM Identity Center F#Y
IAM EZiE R, BXAARIR IWT NESZER | FSRUTHER :

Amazon FE1EE F# How to develop a user-facing data application with IAM Identity Center and
S3 Access Grants 183

Amazon Z 18 %& H B Scaling data access with S3 Access Grants 83X
Amazon #3J225¥ & L S3 Access Grants workshop
GitHub £#Y S3 Access Grants workshop

ARG |, IRE API i SR EBIREVEIERER, ERIE JSON Web T (JWT ) Rt |, BHRITUT S
R

1. NERBRFRL AR REANBERE JSON Web SHE,

2. FHEEN JSON Web Z4HEE ( JWKS ) URL FHI LN EZRHARIETHE,

3. WIFSHRENEIMRTE, ZhmE. EEMZTARFH,

ENSHRAEERN JSON Web T 5 Amazon IAM FiUEXR#R , FHITA TSR

® Tip
BHRERIEREAHBRERE. XTRIORN, TEIFMETRE , BIMNEBNEFERASERL
BiEH4, BXEZEER , BZH Amazon itEEE B8 Implementing Amazon Lambda error
handling patterns 3,

REERT S3 KR K API fR4s 2006-03-01 109


https://www.amazonaws.cn/blogs/storage/how-to-develop-a-user-facing-data-application-with-iam-identity-center-and-s3-access-grants-part-2/
https://www.amazonaws.cn/blogs/storage/how-to-develop-a-user-facing-data-application-with-iam-identity-center-and-s3-access-grants-part-2/
https://www.amazonaws.cn/blogs/storage/scaling-data-access-with-amazon-s3-access-grants/
https://catalog.us-east-1.prod.workshops.aws/workshops/77b0af63-6ad2-4c94-bfc0-270eb9358c7a/en-US
https://github.com/aws-samples/s3-access-grants-workshop
https://www.amazonaws.cn/blogs/compute/implementing-aws-lambda-error-handling-patterns/
https://www.amazonaws.cn/blogs/compute/implementing-aws-lambda-error-handling-patterns/

Amazon Simple Storage Service ArfEm

1. RIEBERPREBRE TAAEHNNRABTE S,
2. £/ CreateTokenWithIAM API & JSON Web #i23X#27 IAM Identity Center k&,

@ Note
£/ IdP JSON Web T fE , TEBXERAZTE. LAFERAFTHES IAM Identity Center
BT R

3. i AssumeRole API ##4E#3d IAM Identity Center SR AIKN AR, EZSLERENFEEA
B, EHRREF SR LTXNAR (N identity-bearer-role ) , KiFEREIL,

4. ¥ IAM FiEREI4%S Web M ARERF.

@ Note

BRESRE T EBHN ASICFNS. WEAH AR HTTP RSN FREIL JSON #
Et E(@o

B8 AT S3 M7 5

RNTZFERT S3MEMNEERTTIR S3 FM1E , FHNKEH[EAH L Amazon S3 # 4T REST API
A, RIMBERT , S3E#ELABHAERARELEZ (CORS ), At , WA N IFM# X EIFMNFR T
B HIEHNEA S3 F#AES A CORS,

fitn | EBiE S3 FHEM LS A CORS , AALRM T I AER CORS X :

"ID": "S3CORSRuleIdl",
"AllowedHeaders": [

nin

1,
"AllowedMethods": [

"GET",
"HEAD",
"PUT",
"POST",
"DELETE"

1,
"AllowedOrigins": [
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"

1,

"ExposeHeaders": [
"last-modified",
"content-type",
"content-length",
"etag",
"x-amz-version-id",
"x-amz-request-id",
"x-amz-id-2",
"x-amz-cf-id",
"x-amz-storage-class",
"date",
"access-control-expose-headers"

1,
"MaxAgeSeconds": 3000

BT S3 RN 5 2R EHEER

MREBEFHERAT S3WEENKER[TERRE , FESSEFUTHESRIET !
c BEZRANZMERFEHHEBNSE (idToken 5 accessToken ) » TZEEATH. XFSHE
REM,

- BREREBAE#NEESAEN IAM EIETEHA s3:GetDataAccess BIEMNR, &N , &L
B PRSI ER RSN,

HE , BAUREUTRR :
SBAT S3 KFM X %85 Amazon Support 2t X, MRMEBFEEHE , EBRER Amazon Support
Center,

- MRBEERAEAT S3 WFMNKEFMBRRBMFEERRZ KM , B 1HE Amplify GitHub page,

s MRBEZMEHPRXUBENZ SR |, B0 LUBE Amazon RIARE RHEE X Amazon Z£ &
To
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f£F Amazon S3 Transfer Acceleration B ERIE., B0 XL

Amazon S3 Transfer Acceleration ;& —IZ#E WA BITIEE , I ELNEF iR S3 BRAFMEM 2B
BRIE, BH, REMNTERE 4L, Transfer Acceleration B EM{L MR & #bE A S3 &R 176 1H
H1E5IERE . Transfer Acceleration | Amazon CloudFront R €D R L IR, HBIBRE
EM NG Rnt , BIESEELI ML M LR ZEBZE Amazon S3,

£ Transfer Acceleration B , AIEESWEEIANBIEEZRMERH, BXENMNESZER | FSH

Amazon S3 Bt

AL EMHEA Transfer Acceleration ?

O REHTERMEREENBAE#MEEER Transfer Acceleration :

s BT E2REMNEFEELAIETRXBRAEERE,
- IBEHBANERE GB E TB iR,
o &BIE L& F Amazon S3 BRI TEER D F A Internet EANFIBRTA® R,

BRIt EH Transfer Acceleration WEZEE |, 558 Amazon S3 & I 8] # #EZ

8 A Transfer Acceleration B ER

£ S3 Ff#E @ L Transfer Acceleration B , EERITUTRE :

« NERIEERENFERTHE Transfer Acceleration, BEXEMERRBERNEZELR |, HSH
{Amazon S3 APl &) H# Making requests using the REST API,

AT Transfer Acceleration By B B AIFE DNS 1 , EFBEETR (7)o

- MMIEFMENE LS A Transfer Accelerations BXxEZELR |, BE5H B HAMAER S3 Transfer
Acceleration,

EXI1F6 43 A Transfer Acceleration 5 , FIBEE B &% 20 2 Fh BV A = BE IN1R [0 /76 A8 4% 1 SN I
HIERE,

(® Note
L F AT X Y 174% 48 B 81 2 3#F Transfer Acceleration :
- WA#KX (KRR ) (ap-northeast-1)
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- IA#KX ( §/R ) (ap-northeast-2)
- WA#KX ( &=3K ) (ap-south-1)
« WAMX ( FHI3 ) (ap-southeast-1)
- IA#KX ( Z&fE ) (ap-southeast-2)
o INEX ( &8 ) (ca-central-1)
o BMX (7E==%E ) (eu-central-1)
« BRMiX ( B/RZ ) (eu-west-1)
« BN (23 ) (eu-west-2)
- BRMX (B2 ) (eu-west-3)
- MEM(EZRF ) (sa-east-1)
- EERI (FBERLMILEB ) (us-east-1)
« XERZ (HEZBM ) (us-east-2)
- XEREI (MAFERLILE ) (us-west-1)
- XEREIP (BREBHM ) (us-west-2)

« EF R B A Transfer Acceleration WZ#AE , BAAER KR bucket-name . s3-
accelerate.amazonaws.com, & FEHANHEKIER bucket-name.s3-
accelerate.dualstack.amazonaws.com , LB IPv6 EEZE RS ANEMEE. SR AEER

ENm QIATIRAEREE o

- BUNMBREEBPBEETERECRINBRS. EEBHEEETUAOHAMAF 2 EXR , FEHi18E
X EEBIREMNEIRS. s3:PutAccelerateConfiguration ERAFAFAXNEEER AR
2 H Transfer Acceleration, s3:GetAccelerateConfiguration MR AYFAFIREFM#EN
Transfer Acceleration X% , Bl Enabled = Suspended.,

LT NE T A EH Amazon S3 Transfer Acceleration 1& 5 ##E.

ES]

o FFI8EH Amazon S3 Transfer Acceleration

- B HEM{EHA S3 Transfer Acceleration

« £ Amazon S3 Transfer Acceleration IRE LK T E

f£ F Transfer Acceleration BYZ 3R API KxZ 2006-03-01 113
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Fr a4 A Amazon S3 Transfer Acceleration

B A LAfE A Amazon S3 Transfer Acceleration 7R8I Z P imfl S3 @2 EIHITIRIE, B, ©£2
R BB ST 4E i, Transfer Acceleration {£ Amazon CloudFront IR S AR EZ U=, HEk
REAEENLG A0 |, BIRSBALATHEILHI LR EEEEZE Amazon S3,

EF A Amazon S3 Transfer Acceleration , FHITA TSR :

1. 71764 £ B A Transfer Acceleration

B LBE U TE—F XX FE#ME B B Transfer Acceleration :
« £/ Amazon S3 #4&l& .
« {#F REST API PutBucketAccelerateConfiguration #4E.

- £/ Amazon CLI #l Amazon SDK, BXEZEER , i§ZH (Amazon S3 API %) FH
Developing with Amazon S3 using the Amazon SDKs,

BXEZELR | BSH BRAMER S3 Transfer Accelerations

® Note
X TEERERMIMENFETE , FEBEHLANE DNSHEER , BFBEETR (L),

2. 1 /5 DR 89 171 48 12 [R) 4% T B3R

EALLT s3-accelerate iaBE 22—
- BEFRIBAMENZER , E6H bucket-name.s3-accelerate.amazonaws.coms

- BB IPv6 RIS T INERNZEM#AE , BERbucket-name.s3-
accelerate.dualstack.amazonaws.com.

Amazon S3 Xtk i [ X BT IPv6 F IPv4 @ S3 FEM K HiEK. Transfer Acceleration IX

HRERINAEARRBERNEDEEERE, BXESEERE , 52H (Amazon S3 API £&)

# Making requests to Amazon S3 over IPv6 1 {Amazon S3 APl &%) H# Using Amazon S3
dual-stack endpoints,

@ Note

EBHBIEEEMNARERSIER T HRER IR R 2 — KGR E4E
BUUAINREIE(E R : .s3-accelerate.amazonaws.com, = .s3-
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accelerate.dualstack.amazonaws.com AFNikiwa. WMREEFEHIRERERE
o, AT AREE G A EHIR o

£ /8 B Transfer Acceleration J& , AT LA Amazon S3 PUT J&RH GET W RiERE M
s3-accelerate iHmiH &, fl , BIRELFIHE—MEA PutObject K REST API

NMARR , ZNRARFE PUT BRPEAENE amzn-s3-demo-bucket .s3.us-
east-1.amazonaws.com. EMIXE PUT , EFERFHENBERRN amzn-s3-demo-
bucket.s3-accelerate.amazonaws.com. EEHEARELEZRE BB EXRE amzn-
s3-demo-bucket.s3.us-east-1.amazonaws.com,

J& A Transfer Acceleration & , &% 20 24 FEN AR 4 RERF. B2 , —B A Transfer
Acceleration , 1NiEw S FBEEN AT A

& A LATE Amazon CLI, Amazon SDK F1Efhi[a] Amazon S3 & ABITEHM Amazon S3 1& HEIE
WIERFERAMNERS, WREFEH Amazon SDK |, N F &2 XFME S 2 £ NER ST iR
BEMRID , XHE—XK , BEFLEENF Transfer Acceleration HiwRIRE RN bucket-name.s3-
accelerate.amazonaws.com., BXIAFEAMNRERKRE - iREEFRICH RG] , HSHEARE
A S3 Transfer Acceleration,

&R LUBE A& IR v S AE A PR #Y Amazon S3 #1E , BREATREIR LA -

» ListBuckets

* CreateBucket

» DeleteBucket

tt4h , Amazon S3 Transfer Acceleration X5 CopyObject #1T# X3 & &,

B R M{EA S3 Transfer Acceleration

A LAf# ] Amazon S3 Transfer Acceleration E & Fimfl S3 BAFME @ BHTRIE, TELWIziE
BX R, SBRUER S3##4/4. Amazon Command Line Interface ( Amazon CLI ) . API
Amazon SDK g A Transfer Acceleration,

AT IRM T Ax a3 743 A Amazon S3 Transfer Acceleration 133 5 A B 174 #8468 7 Nk i =
B =B,
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B X Transfer Acceleration EBRIEZER |, S EEH Amazon S3 Transfer Acceleration BL & iR
E, ZEMXHE.

£/ S3 2%l A&

(® Note

MRELRMRG EERFEESARINRE LZZRE , 13 FF Amazon S3 Transfer Acceleration J&
ELRIE,

LIRE LR T B A 7 B £ 42 R 30 Mo 58 28 4% 5 2 - Fbh £ A AR A Amazon S3 Transfer
Acceleration B9 Amazon Web Services X135, & 7] LALLIRIE $52 E 4% T & X 4% Hi i 12 #Y £
BIRE,

71 S3 BRI # S A 4% fa hE

1. & %% Amazon Web Services Management Console , fA/EEI A T Mt $TF Amazon S3 24|
A : https://console.aws.amazon.com/s3/,

2. EENSMERT  EEERATER.

3. EEATF#EMIIKRD  EEENHBAMEZHNEFEBENER,
4. EEREM,

5. £ Transfer acceleration (&% 1NiE) T , %&£ Edit (4REE).

6. 1%&#F Enable (BA ) , AJFiE#F Save changes ( RTFEX )
5 R R BIE AL

1. 1£ Amazon S3 REENEF#HEREBEHMINERE , EFE#HEM Properties ( B ) T+,

2. ¥£ Transfer acceleration ( f£%i3& ) T , Accelerated endpoint ( IIiEiF S ) EREMBHER
DR R 55 iR R (R ST A 2 (8] 9 IR BN AR &

MREEFERAINE |, NIRRT BEERM.

{58 Amazon CLI

LT 2T Transfer Acceleration #9 Amazon CLI a5 SRR, BXRIRE Amazon CLI HiiEA |, 5SS
% {Amazon S3 API Reference) A # Developing with Amazon S3 using the Amazon CLl,
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E176E# L8 B Transfer Acceleration

£/ Amazon CLI put-bucket-accelerate-configuration %X 2% 188 AR E & Transfer
Acceleration,

AR RAIZE Status=Enabled , MEX B AN amzn-s3-demo-bucket B TF# S A Transfer
Acceleration, EE % Transfer Acceleration , £ H Status=Suspended,

Example

$ aws s3api put-bucket-accelerate-configuration --bucket amzn-s3-demo-bucket --
accelerate-configuration Status=Enabled

£ A Transfer Acceleration

EAI LU s3 M s3api Amazon CLI @55 & HEYFTE Amazon S3 ERERFMERHR : s3-
accelerate.amazonaws.com, AUt , IEE Amazon Config X B EE X HEEE
use_accelerate_endpoint IREHN true., XS FMEM B A Transfer Acceleration = 8EfE F 1liE

Lol
Ui R

FREEREERAFZERIUNELRIE KIE : amzn-s3-demo-bucket .s3-
accelerate.amazonaws.com. A2 E{a ListBuckets., CreateBucket #l DeleteBucket
BREEFMRE R , BRZERPT T FXEREE,

B>x use_accelerate_endpoint WEZER |, i5H (Amazon CLI G5 55ZE) FH Amazon CLI
S3 fiE.

M

AR RBIFEBRIABL B SUHF A FF use_accelerate_endpoint iR B true,

Example

$ aws configure set default.s3.use_accelerate_endpoint true

MREFENEL Amazon CLI S8 B ERAMER K , BEFNEML RS ERMNERS , A6EHAR
TRMEEFONE—TE

« B --endpoint-url SHIRE N https://s3-accelerate.amazonaws.com , KX {Em
s3 = s3api W EAMRERES

« £ Amazon Config X FH iR EL MBI EX 4. Flan , 8122 —MF use_accelerate_endpoint
RERN true WEEXHF—PFIRE use_accelerate_endpoint BB, EBT—%m
T, RERSFECAMRRE R KEEEFEANEE X,
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F3t & £ B2 B A Transfer Acceleration B9 176 4§

LT ROESFEACEENFEA MR SNRIAEBEEXXYE , BHFXHEL£E2I2 B A Transfer
Acceleration BIE& R amzn-s3-demo-bucket NI,

Example

$ aws s3 cp file.txt s3://amzn-s3-demo-bucket/key-name --region region

LT REEEER --endpoint-url S35 E R /R X4 L& BIE B A Transfer Acceleration
AR

Example

$ aws configure set s3.addressing_style virtual
$ aws s3 cp file.txt s3://amzn-s3-demo-bucket/key-name --region region --endpoint-url
https://s3-accelerate.amazonaws.com

£/ Amazon SDK

LA 2 A Transfer Acceleration @3 Amazon SDK 53 & £ 4 %] Amazon S3 897 %l, Amazon
SDK X #FHFELAES (a0 Java M NET ) FANREAREFREENRES , XHE—X , #ELEERX
¥ Transfer Acceleration Bz SR E N bucket-name.s3-accelerate.amazonaws.com.

Java
Example

BT 7R 50388 7R 20 4R 5 P A3 i RFFXY R L4 B Amazon S3, AN RBIFUITATRE !

B 2L B & A NEE S8 AmazonS3Client. BEFBIFRINAEEEBRESLTNEREH

Transfer Acceleration.

NI EF S A Transfer Acceleration, X 24238 E /I 1F 54815 K /3 A Transfer Acceleration
B, kBT RAEMN,

RiIFRBNEEF#EBER T RRINE,
{55 7 Y IR i R R LR BIEE TR

B X EH Transfer Acceleration WEZEE |, SRR H Amazon S3 Transfer Accelerations
BXUIBANABERREINGE |, H2H GEAT Java ¥ Amazon SDK FF R A RIEF) FHA
7o
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.BucketAccelerateConfiguration;

import com.amazonaws.services.s3.model.BucketAccelerateStatus;

import com.amazonaws.services.s3.model.GetBucketAccelerateConfigurationRequest;
import com.amazonaws.services.s3.model.SetBucketAccelerateConfigurationRequest;

public class TransferAcceleration {
public static void main(String[] args) {
Regions clientRegion = Regions.DEFAULT_REGION;

String bucketName = "*** Bucket name ***";
String keyName = "*** Key name ***";
try {

// Create an Amazon S3 client that is configured to use the accelerate
endpoint.
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(clientRegion)
.withCredentials(new ProfileCredentialsProvider())
.enableAccelerateMode()
.build();

// Enable Transfer Acceleration for the specified bucket.
s3Client.setBucketAccelerateConfiguration(
new SetBucketAccelerateConfigurationRequest(bucketName,
new BucketAccelerateConfiguration(
BucketAccelerateStatus.Enabled)));

// Verify that transfer acceleration is enabled for the bucket.

String accelerateStatus = s3Client.getBucketAccelerateConfiguration(
new GetBucketAccelerateConfigurationRequest(bucketName))
.getStatus();

System.out.println("Bucket accelerate status: " + accelerateStatus);

// Upload a new object using the accelerate endpoint.
s3Client.putObject(bucketName, keyName, "Test object for transfer
acceleration");
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System.out.println("Object \"" + keyName + "\" uploaded with transfer
acceleration.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

NET

T REEBA AR EBATF .NET 8 Amazon SDK X 744 /8 A Transfer Acceleration, B>
REBMETRBREANES , E5H GEAT NET # Amazon SDK FF & A RIERE) F M Getting
Started with the 5 F .NET Y Amazon SDK.,

Example

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;

using System;

using System.Threading.Tasks;

namespace Amazon.DocSamples.S3
{
class TransferAccelerationTest
{
private const string bucketName = "*** bucket name ***";
// Specify your bucket region (an example region is shown).
private static readonly RegionEndpoint bucketRegion =
RegionEndpoint.USWest2;
private static IAmazonS3 s3Client;
public static void Main()
{
s3Client = new AmazonS3Client(bucketRegion);
EnableAccelerationAsync().Wait();
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}
static async Task EnableAccelerationAsync()
{
try
{
var putRequest = new PutBucketAccelerateConfigurationRequest
{
BucketName = bucketName,
AccelerateConfiguration = new AccelerateConfiguration
{
Status = BucketAccelerateStatus.Enabled
}
I
await

s3Client.PutBucketAccelerateConfigurationAsync(putRequest);

var getRequest = new GetBucketAccelerateConfigurationRequest

{

BucketName = bucketName

i
var response = await
s3Client.GetBucketAccelerateConfigurationAsync(getRequest);

Console.WriteLine("Acceleration state = '{0}' ",
response.Status);
}
catch (AmazonS3Exception amazonS3Exception)
{
Console.WritelLine(
"Error occurred. Message:'{0}' when setting transfer
acceleration”,
amazonS3Exception.Message);
}

RN R EEBFAT Transfer Acceleration B F R | A8 EE SR E P in iy 68 A IE R Ko

var client = new AmazonS3Client(new AmazonS3Config

{

RegionEndpoint = TestRegionEndpoint,
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UseAccelerateEndpoint = true

JavaScript

BXERERT JavaScript B9 Amazon SDK /8 B Transfer Acceleration B/~ , S5 (GER T
JavaScript B9 Amazon SDK API Reference) H#J PutBucketAccelerateConfiguration command,

Python ( Boto )

BXRBEIFEHERT Python 8 SDK /8 A Transfer Acceleration #7R%l , &S H (Amazon SDK
for Python (Boto3) API Reference) HHY put_bucket_accelerate_configuration,

Other

BXREREHM Amazon SDK WEE |, ESRRAMIE A E,

£/ REST API
£ REST APl PutBucketAccelerateConfiguration BEEMNEEZMEE LB AMREE,

HXREZER , 520 (Amazon Simple Storage Service APl &) H#y
PutBucketAccelerateConfiguration,

£ Amazon S3 Transfer Acceleration RELKR T E

AJ LA Amazon S3 Transfer Acceleration & E lb R T ER KR E N Amazon S3 XA tnRey E4%&
EEMRMNRN EEEE, WEREHRITIEFRAD R EERGE XN KERZERESTERMNKRLEA
Transfer Acceleration B9 Amazon S3 X1,

ALMERNTE—FERRLEELRTE

« FFLAT URL E4IZXKEEEOS , BN region BN B EEERK Amazon Web Services X
13 (I us-west-2) , HN amzn-s3-demo-bucket BN IEBEFENZE BB

https://s3-accelerate-speedtest.s3-accelerate.amazonaws.com/en/
accelerate-speed-comparsion.html?region=region&origBucketName=amzn-s3-
demo-bucket

£ % Amazon S3 XIEFHNXEFFIR , FS 1 (Amazon Web Services —fix5£) F# Amazon S3 i
AR,
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« £/ Amazon S3 #4&l& .

EHBEBANRERAFEBREITFREARMMER

BE , FEBAREN XN ESMIINFEBHEXEKNAA Amazon S3 FENBEAATEH, ER , &
A BERFHBEENPBELINRFHEE. EAPRBEINREHEEN  BES (M AREHERS
) BXABERINEERTHRRENTER. FERBATENRAXNEREENTER,

BEBRT , AR ERE A MXAFLEFEELRABESHMRERRROZAR |, BRI LUF74#
REBENPREANREFER. flU, HREABEBESE (NMBRBER. SERE. HEZREFEDH
PR ) B , SEATREfE A FR B 5 T RRIF A8

/A Important
NMREEBRFHBLEATHRELINR , WAXFER B R ZFER,

BB SR EAFERNRFEBOAEERETEHRIE, FREHWIUEE Amazon S3 BEBIRI R F
3 BRE T S R R AV A A T B ISR

LE R &M HiERF138F Amazon Identity and Access Management (IAM) B &5 | ZAGFTEH
KPR ARLEBEEER. BX IAM BENESZER , B56H (IAM AFERE) 8 1AM A&,

EEREENRELFNREE  REALARAMN THEBERNBEBETHN~ERA. 77 REMIE
XA | BRiEAAJE DELETE, GET. HEAD, POST # PUT #&R# APl iR EE x-amz-
request-payer fERFRk , HEHEH REST KA RN RequestPayer 8. XF CLIER , H
BEAHALAER --request-payer S,

Example — i BRXY Sk B 62 B B 3B 5 1S K

EFEHLLT DeleteObjectVersion APl 7Rl , i&¥F user input placeholders B AEECHIE
J

DELETE /Key+?versionId=VersionId HTTP/1.1

Host: Bucket.s3.amazonaws.com

x-amz-mfa: MFA

Xx-amz-request-payer: RequestPayer
Xx-amz-bypass-governance-retention: BypassGovernanceRetention
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
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x-amz-expected-bucket-owner: ExpectedBucketOwner

IR EBRES A RestoreObject API EREFR , MRAEFRAPEE x-amz-request-payer ¥Rk
RequestPayer 2 , BaXBFHRBEANNK ; BER , B EAFREXNERN A, REZABRHAESE
X AT,

FESNREERTIXBUATAR
- ERHE
« SOAP iF3R

- FHESNREEBRAERLA;S BSCRNBERFHER  ReTFR. BR , HERFHEBTIRHIE
BNRF#EEN , SN ERESNRFERE LT BERLAS ARIER,

REFER AR EAAEN

BRURBRBERNRERZAGERAT FEAXNBECANERIENER | FEBATENIE
FHAENEM. B2, EUATRAT2NFEBAFTEREEREAR !

« ZiERIR[E AccessDenied ( HTTP 403 Forbidden) iz , HBEZERREEFE#HBEHEENA
A Amazon Ik F 5 Amazon AR RN LK.
° '1%3}2?55 SOAP '\L%s.ko

BEXBBEANRNESER , BSHAUTEE,
£

- EERBLEERBFL AR

. f£f REST API ¥ & requestPayment Bt &
s NFEBELFNRBPTHNR

EF#ERLEERES IR

SET LR Amazon S3 FEBEEN R BRI RF#E , LEBREMTIREHEBREE XN ERNK
BETEEA,

ATRME T HERWMAERES A REST API £ Amazon S3 & #8 LB & FR i 75 {4 7 EY =6l
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£/ S3 #HlA

7 S3 BRFMEEARES MR

1. &% Amazon Web Services Management Console , R E&1S LA T Mt $TF Amazon S3 24|
A : https://console.aws.amazon.com/s3/,

EEMNSMERS  ERBEAEEE,

EBAFEBIRY  ERENEEARBANRNFERNER,
RS

1 Requester pays (RiEHFIR) T , %&#F Edit (RE).

%% Enable (B ) , A/Fi&#E Save changes (RFEX).

2 o

Amazon S3 N EMWEE ABRE SR , HE T Bucket overview ( FEFEER ) . 7 Requester
pays (BEEARIR) T , &/EFEZF Enabled (B3 A)o

£/ REST API

REGE#HEIREE ST EMAEM RequestPaymentConfiguration. payer BEEEIRE R
BucketOwner ( ZRIAfE ) = Requester, i%E&E requestPayment BR2 %M. BRIANERT |, &
BT RBRELARERER,

ENFBEFNREERRENENFER , BEHAE BucketOwner, BERBRT , ENBIE LA
Amazon S3 FEMERT , G BucketOwner , ABMEIRE N Requester , TEEEZFEMEF X
AR,

1’ & requestPayment HJ 55

- fEFH PUT BREBERZMM L Payer Hi&E N Requester,

PUT ?requestPayment HTTP/1.1

Host: [BucketName].s3.amazonaws.com
Content-Length: 173

Date: Wed, 01 Mar 2009 12:00:00 GMT
Authorization: AWS [Signature]

<RequestPaymentConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Payer>Requester</Payer>
</RequestPaymentConfiguration>
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WMRFERAI , Amazon S3 FREIRMUTF U TABNER,

HTTP/1.1 200 OK

x-amz-id-2: [id]

x-amz-request-id: [request_id]
Date: Wed, 01 Mar 2009 12:00:00 GMT
Content-Length: @

Connection: close

Server: AmazonS3
x-amz-request-charged:requester

BRBEEFEBRINEERBEF TR, BLENFHBETHNBENREBERES XK.
BT LABE R Z 5 BB E N BucketOwner = Requester., B , B EETAEAEE/ Lo T 84
Wo

(@ Note

ERFHEBEENRESNRZE , 2RAHES URL N EHEBREENLB=2R , LHR
£ URL WEREHEERNEN ML, ERXPELFEAMER URL (EAFEBRATEN
FiE ) B, 2EFEBHEERIREA.

£ REST API # 3 requestPayment Ei &

BB EREIR Payer RMEEFHEE LIREMN requestPayment B,
IR[E requestPayment & RIS B

- M GET 53K K3IRE requestPayment &R , 1A FiERFTRo

GET ?requestPayment HTTP/1.1

Host: [BucketName].s3.amazonaws.com
Date: Wed, 01 Mar 2009 12:00:00 GMT
Authorization: AWS [Signature]

WMEERKID , Amazon S3 FFREIELF U T AR ER,

HTTP/1.1 200 OK
x-amz-id-2: [id]
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x-amz-request-id: [request_id]
Date: Wed, 01 Mar 2009 12:00:00 GMT
Content-Type: [type]
Content-Length: [length]
Connection: close

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>

<RequestPaymentConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Payer>Requester</Payer>

</RequestPaymentConfiguration>

Lt R & R payer EEIRE RN Requester,
MNEBEGAFRBP TR

HRNEOBEHSWEBMNEEAIREFER TEBENTR , RLERANETEBHRSE x-amz-
request-payer , ZSHWIAREFS 7THENOMMNUERTHREA,. EERBFLHAREFE#EREDIHEX
R, BRUMEBEUTARZ—

« XF DELETE. GET, HEAD, POST # PUT &R , E#LHEE x-amz-request-payer :
requester

« WFELEEM URL , EEFERHPIIE x-amz-request-payer=requester

MRFERKINE @ BFEFWERSEA , NImAF2IESRK x-amz-request-charged: requester,
MRFERFBEHE x-amz-request-payer , Amazon S3 FFiRE 403 45iR H @A & WEHNEER
22 M.

(® Note
EHEEIMAEETLEN x-amz-request-payer HNINEEIIHE R,
BRELHNZERZITEFEE x-amz-request-payer REE, EXEZELR , H5H
{Amazon S3 APl &) HH Using an Authorization Header,

£/ REST API
MBEAFREERBTENROS R
- M GET BRMNEBEBELANREEBTEXNR , WA TERAR.
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GET / [destinationObject] HTTP/1.1
Host: [BucketName].s3.amazonaws.com
X-amz-request-payer : requester
Date: Wed, 01 Mar 2009 12:00:00 GMT
Authorization: AWS [Signature]

MR GET EREIWECEBFEAWEERA , WiEREE3E x-amz-request -
charged:requester,

Amazon S3 AI AN ZEIHMNBBE L [ REFFE BRI RAIERIEE Access Denied iR, BXEZ(E
B , %25 (Amazon Simple Storage Service APl %) HFH IR,

f£ A Amazon CLI

E& A Amazon CLI NBEFFTRFHEBTENR , iHIEE --request-payer requester @7
&1y get-object ERHP. BXREZEER , iZH (Amazon CLI &%) HH get-object,
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£ Amazon S3 FHINT &R

ENBEFME Amazon S3 |, BEBERAMNEEBINRNER. FERBENRNER. IRE
BY B — AN MR 12 3 A AR A T 8 R

BN RFMAE Amazon S3 |, BEBCEEMEE , AR EXNR AT FEE, AXNKRUTFERE
B, BAILUR AT, THHHEES, ETBEFENRIFHEEN , JUFERXER R,

® Note

B X Amazon S3 Express One Zone FEEEFEHBESHEANESER , H5H S3
Express One Zone M B XF# -

/A Important
£ Amazon S3 ZHIAH |, HERAXIRIEER Open ( TF ) = Download As ( FER ) B , X
EREXVEMELE URL, EESEHHNNEIAN , FAENFRXEMEE URL B ABR AT LA
BN R, BXREATLEE URLWESZER , BSRFEATZER URL,

5/ Amazon S3 , IR FERFRAE[N T, Bx Amazon S3 BIEMENNESZER |, HSH
Amazon S3, MREE Amazon S3WFEF , WA LAFEFHFFRER Amazon S3, EXEZEER | &
2% Amazon R HEE,

£

« Amazon S3 X R #R

« 5 Amazon S3 W R B

- EANKITHE

. LEXR

- FAEEMIERME S3I BRERMATREZY
- EFl. BHHNEGEIR

- FTEHXR

« 1£ Amazon S3 FRENRTEM

- MiBX Amazon S3 KR
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« A0, FHMAENR

- FRAMZEE URL THM EEATR

- A S3 WK Lambda HRIWN R

- FAMEBRERENITNRIRE

« £ Amazon S3 Select Fi b Z iR EIE

Amazon S3 X R #LiA

Amazon S3 R—I" XK 7 , A - MREREFHEEISHENNR, EFXENREF/EE—ITH
ZNFHBET , BINKHOARPNRZHIE 5 TB. NREAUTREEK

#4

DEENRWEN. BAUEANRBRRZNR. BXEZEE , BEREANRTHE,
AR 1D

HEFERT , AWM D AR R ARA ID 2 Amazon S3 FEXY SRI7 0 E 776 8 B £ ACRY
FHHE, BREZEER , F5HR EA S3 RAEHREN R Z MR

=]
BREEFHNAR,

NRETUREEFIINFET . NRHKXPEER0E 5TB, BXEZER , BZH LETR.
Metadata

—HEMREN , TATFEEERANKRNER, BULLEAEE (HMNBAFEXHTEE ) 284
Amazon S3 FIIN R, Amazon S3 LA LA TEBRN RN RATRBIETAXEN R, EXE
ZEE , BSRERAN R TR,

FHRIR

Amazon S3 A FRFEHFHFHEFBETHRHEMES. AN FRBEMNETHR , RiteiBLs
REHMTE (N RHFEE ) AXBK. BXRESZEE , FEHA IRTFAR.

BRI HEIESR
A AR FIXT B TFE Amazon S3 RIFMEEI XTI REVIERl. Amazon S3 X FHE T RIRAV B ZEE (540

HEEFIFIR (ACL ) MEFEHEERR ) IETRHPORES, BXHEEFINESES | BSH
UTAR :
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-« Amazon S3 H#Y i Al 4%
- Amazon S3 W H B G RIEE
- BLiE ACL

&/ Amazon S3 BiR ( FIANFEBNNR ) ERMIABER TRELRAN. BLMEXR TR , T8
AWEMABHAXERF, BRAAEZNRNESFEE , BEAEATER URL AEW R,

PR

BEAERREN FHEANRET IR, BITHRESIXETE. BXRESZER , HEH £ARK
EXFRHIITD K

X RF R IR

Amazon S3 HEX —AEFHBINKRAXEKNFRAR. FRERNRHIMNEI. XEKE T HERET
MM FHE, CNREEFEEHMTE (M RIFEE ) BREK.

TRIIETE Amazon S3 W RABXEHN FER,

FRIR DU
acl BE AR BI BRI E MR TR R RN R, QIENRE |, acl R AT

EERFNRONKAEE, EUUARRNR ACL SFFEBFRNEFNRNIIR, Xt
ACL NEMEMEBFEEEERIA ACL. BX ACLINEZER , FSH HREH 5
Ik (ACL) Bk,

3 Amazon S3 W R &

RE (NBEW ) HE—PRR Amazon S3 FREBFHINR. QIBNRE , FEEEREWN. flW, &£
Amazon S3 #H| & £ , SBEBEFEBEN , FETFEBETFIRNIIR, SEBBEXNRE,

FWREE R Unicode FRFF , KA UTF-8 w3 , KEJZR AN 1024 F35 , = 1204 NI T F/F.
EREXFHRES , ENFHAUET 240FT, fENKRE , FERUTILL
« NRBEMX D KNE,

s NRBEMTEETMIR (ERHEPHRAXMK ) . fflE0, Development/Projects.xls 2
F Development BIZR ( XX ) W Projects.xls NRWEBEXNRELZ . IR, 2BF
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(/) MINKREMTEENREBENMN 1024 FHRFIF. BEXTRZMXGXNESFEE , S Hthe
section called “IEBRNREBEZH,

s ENRBEMPEARELEZR , JEEERKLE, EXEZEER |, 5 the section called “X}
KB AN,

(® Note

NFEMIEERBEER , TXEFERN "soap" WHREEW. WTHEA "soap" HNRBEE
8, YR AHBRERE URL,

IEENRBEN

Amazon S3 BEEAE R MR ELEH : ZUE—FH#E A FHEBEEXNR. TEEFFERIF
NHRNBEREN. BEAUEARENBN D RTHEEERIXEM ( E Amazon S3 #Fl& —
¥ ) o Amazon S3 ZH| A XFNHFWEL S, BXRUMAM Amazon S3 EH B RETHIENESE

B | 557 Amazon S3 £ #l & P REX R IT IR

RIZEMTZERE (admin-created ) BEEFUTHRENTENNR :
Development/Projects.xls

Finance/statementl.pdf

Private/taxdocument.pdf

s3-dg.pdf

BEAERRBFEIR (Development/, Finance/ M Private/ ) MO BAF (/) REIXH*R
%¥, s3-dg.pdf BFEERLsRHIE , AEENKEZEFEBNBRESI LI, WRETH
Development/ X#3X |, AJLAE 2] Projects.xlsx K.

« Amazon S3 B FEHBEANRNREKBEEXREN, B2 , BIEXNREBRFERRN 2B
F , Amazon S3 #4|&A 1 Amazon SDK A] AR R R 458 FH 5| A SR BE=

« Amazon S3 B HI A BN SIZU X MR ZMN o BAEENEBHNSEZT RN RKEINHRTREIE,
XEXHIXNRTLEREREFHEH, BN , EMNNTHAHIESEMEMINIR—# | ATAEE REST
API. Amazon CLI # Amazon SDK #{T& & Fig/E.
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R BB EN

BA L EXNRBEPFERES UTF-8 25, ER , EBBTERARLEFZF S —ENAREFMD
WHIEBR, ATESENEBTRAERESS DNS, Web Z2F&. XML S HEMEM API HE

BEFRF

UTFHERETREMATREMN

Alphanumeric characters « 0-9
s a-z
« A-Z

Special characters . BINS (1)
- EFH(-)
- TRIZ ()
- AR ()
- B2 ()
- BE|5 (")
« ERS (()
- BFES())

UTRERXNRBRH R

* 4my-organization
* my.great_photos-2014/jan/myvacation. jpg
* videos/2014/birthday/videol.wmv

® Note

MRFEA Amazon S3 BHIA THRBEMUAIR (.) FERHNR , SN THRIRWBEMK
ERRAIR. EETENNKPREBEHRENDR , BHEH Amazon Command Line
Interface ( Amazon CLI ) . Amazon SDK 2 Amazon S3 REST API,

WA, FEELTRIZRERS
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s WFREBRN ./ XK , XFEH Amazon CLI, Amazon SDK 5 REST APl L& T,
BTTEE A Amazon S3 124l & EEIXEITR,

- MBENERAHENE , HNBERNERUTBMNABLBEWIEENBETENRE |
NIESHENERETE (HIWM../) IRRERERW, WHNSERTFEHR Amazon S3 24|
A. Amazon S3 REST API. Amazon CLI 1 Amazon SDK kX HHIFREER.

Blgn -
« videos/2014/../../videol.wmv B,
« videos/../../videol.wmv o3&,

« videos/../../2014/videol.wmv o,

THBEBRLEN T4
BEMPHUTZRARTERNRTABLE , AERARFEUT AREFFXE URL PREHG|
Ao HFEDFFRZTATENNFA , NER[ARTEILEEN] , XttFRGHRLE .

- BEfS (&)
. XETHE (9)
« ASCIl &8 E 00-1F +/58t %) (0-31 +3t4l ) # 7F (127 +34 )

i B TR

BINEBENUTEEREMPEAUTES , ENBRFRANLEARXEZEREE  BHIEMBENAREFRHR
B8
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o RFHT (\)
- ERES ({)
« FHEITENHY ASCII F5F ( 128-255 +HHIFHF )
- BERRFRFS ()
- HRHES (D)
B2 LEFRF (%)
- EERIRAS ()
- HHEES Q)
. EI%(")

XML MR REBLA R

IEX T ETAER XML FrAEFEER AR | FTE XML XAEREIL , XEENEZEFRF (ASCIH R

13 13 ) MEERFRRRITEF (ASCI K 10, BEARITZER ) RERNENMRITH. N THRRLER
BRAT XML RPN RE , IREEFNECHERZTRA XML 7N, BEFNECERFHL

MEAEERN XML SEERB#HITER,

BT RUREBHRZRRESFR XML SHERBR IR

- WS (') XMEBHRA &apos;

- 5|5 (") XMEB]RA &quot;

- BRE (&) HAEBRA &amp;
NFF (<) BB RA &1L,

s KRFH (>>) XMBHBRRA &gt ;

85 (\r) BN a#13; B &#x0D;

(
o HRITHRF (\n) BABRN &#10; T &HX0A;
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Example

AT RABIRER T A XML AR EIREEMNER. Ltk DeleteObjects HERFMPIBRFE key S
/some/prefix/objectwith\rcarriagereturn WX KR : ( Hd \r EEER ),

<Delete xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Object>
<Key>/some/prefix/objectwith&#13;carriagereturn</Key>
</0bject>
</Delete>

e X R T E R

Amazon S3 FERMN R THE : REENWTHE MAFRELH THEE. REaEXHNaBEaRE
FNROVEBH, KOMFHEEXZEALE. ARENHTHERETUE LAY RTIEREEN T
. APFEXHMABER—HEBH/EXN. BXEZEE , 2 #the section called “REE LI R IT
B IE" FMthe section called “FF E XX KR TEIE S

BIEXNRE , BREENRE (BB ) , ©F Amazon S3 FHBEFH —IFlZN R, BEXESZE
B, iBZ 0/ A Amazon S3 MR B, HAILAE LEXRETE Amazon S3 FiRiE R F E L H T EIE,

LEXIRE  BFTEEREAFELHTHE. SRt tBENE-—FXR BN RVEIARHIRET
BiE., BXRMEM Amazon S3 ZHARELBIENESEE , HSHE Amazon S3 24| 8 FREXN R
THIE

£/ S3 THIEE W T HIEH IR BIE R ITRE

ERMER, FHENEN S3 RN THIE , WUAEA S3 THiE. 168 S3 n#E , TR HERH
7, UATLSSH. AERE, ATEEMANSZFT (A/ML ) BRIILE,

S TBFEEIEHHREAFHEBPIRNROAEIE , HEEFRELTUERNRE, TL2EER
Apache Iceberg & , NI IMRBBEAIEE, XLERERHATHRIER. EERAEEERRMN,. E
BRI RET , S3 THIELBIRIFHNA THER , URMEFHEI.

RIMBRT , S3 tHFEREREZENHF R oLIE |, RSB EFMEFEEE  URBENNTH
B, AN REEHEAIENHRIMNEFRENLH THIE, S3 THIBERESHTHE | A E5H
HMEEX R |, ARk & HERK Amazon Web Services Ik,

THERFHE S REFMEAEP , XERFEBITRBENREBEHITLCHFE. EERAENTH
&, WU LU REMEE S Amazon 28RS ( 120 Amazon Athena, Amazon Redshift 1 Amazon
QuickSight ) &£/
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BX S3 THIEMEZEER |, 5 Rthe section called “IIRIBIFEBLIIEE",

REE L RTEIE

NEEBEPFENEINR , Amazon S3 FHREB—HRETHIE. Amazon S3 FRFEFZLEBH RS
THHE, HIA, Amazon S3 FHERBXNRGZ BN KN TEHE , FFUERRFENREEN -0,

BFTRBI N RETHIE

- RGBS tBE (SIMNREEZBR ) SREES | XEWREMN Amazon S3 RIS B BE.

- ZAFEE - EMRSEBEE (H0, ANREENFERRUARNREEESARSHRHMNE ) 2
BRI BHEENRETBEN R, IRFEBEENMYE , AR ETREAERTHBEREEDE
HERHEHNE URL, EXFHIERT , MAHRRENFREBPHNXIR, Amazon S3 FFNHEE
B {E Iy B AT LR HIRY R G Tz,

BEBNRE , BUUEEXLEREATHENENESEEENERTILE, BXEEENESEER
HSF THRMEE Amazon S3 73,

Amazon S3 A Amazon KMS Z4AINZZIER Amazon S3 ST R, Amazon KMS RINZEI REIE,
RENMESEENELEZ#HE AN RITBEN—2r., MRFERANRFITRSI[IWHME |, R FNF
MEEXEFME. BEXBRIEBHNFNEZER , BHSE B NZEREFHIE,

® Note

PUT B 3RAREH R/NERFIT 8KB. #E PUT BERIRAH , REE LAY TTEIRRI K/ RS
2KB, B ITEEMRMEMN US-ASCII i3I 7T BB B REE L THIEHI RN,

TRERTREENNTHEIRARERETUEHE.

B BN AFPRAT
PRET.§EA
'?

Date =IRSRCEN TR i

Cache-Control ATEEEFERBNENRLFER, oz
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AN iR AFPRAT
PAE iz
B2
Content-D NREREE. =
isposition
Content-Length FNRRND (AFTREMN) B
Content-Type TREH, =
Last-Modified MREZBAHAS EXEXBE (URMENE) . T B
BLEE , NRWBIZBHART B9 R &8 B H,
ETag RIANROBERANEMEIREL (ETag) o XFRERD B
BB, RMFESRMEH Amazon S3 EE #4H (SSE-
S3) BWERS B Im N B IT BT &R , ETag —EIEN
MD5 =,
X-amz-server- —ANhRk  EERRBANKRBATHRSSH=ENE , Uk B
side-encryptio n# 2 6EA Amazon Key Management Service ( Amazon
n KMS ) %48 ( SSE-KMS ) , &2 A Amazon S3 E£ER
=4 (SSE-S3) . BEXREZER |, BZH FARKRS
25 um IR I BIE
x-amz-che FENRWREMBWEMNIRL, RZ—IREHP— B
cksum-crc ANFRk  EREURT&E$ER Amazon S3 FEAMKKEMNE
64nvme , x-amz- T BREERBNELZNEZER |, BSHE Amazon
checksum-crc S3 AR BN RTEM,
32 , x-amz-che
cksum-crc
32c , x-amz-che
cksum-shal , x-
amz-checksum-
sha256
x-amz-che REMER  TRENMEAETBREREFRAZTER R
cksum-type REEFNRERKA,
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RAriEmE

=1

X-amz-version-
id

x-amz-delete-
marker

X-amz-storage-
class

X-amz-website-
redirect-loca
tion

X-amz-server-
side-encryptio
n-aws-kms-
key-id

X-amz-server-
side-encryptio
n-customer-
algorithm

x-amz-tagging

FRIRA, N TEERES FAMRAZESIE , Amazon S3 2/ %K
MEFEBONRIEERE ID. BEXESEER , H5H &
F S3 MRAS I 4R BB X RV Z N RS,

— /N ERERIE , BERNREDAMBRIRIC, tRigRE
BRTRAZEHNEERPER,

ATEENRNEMEE, EXEZEER ,F
2 Amazon S3 1EfE3E,

SR TRNE

— MRk, BTN TRENRWEREEREEB—1IMe
RPN HMAXY RN URL. BXESFEE , H5H
(At ) BEEMEE M.

— Rk, RAATNEBENRH Amazon KMS Xt #5 0%
KMS 48/ ID, MEFRLINIE x-amz-server-side-

encryption #RAFEEENRN aws:kms BIEA,
— MRk BERRBEATEREFRENMEBZEAN R

SERmME (SSE-C) . AREZEE , BEH £HER
ERHENZANRS SRmME (SSE-C)

NROIFEER, MEEXLTNRBHN URL EWSH

AP EXHNRITEHE

LENRE , BB TBEEELZN R, KiE PUT 5 POST BRUAIEXN RET , BFRFAEH-E
(BB ) ¥NEXRHLTEEE. MRFEA REST API EE&XNR , AlER A E AT TR S R
M x-amz-meta- JF3k , AEEM HTTP #rX X2 TR, £/ REST API RN RET , FEE LA
Ro MR SOAP APl LEXNRMEERR. A SOAP APl BRI KRET , TiLEE B APl £

BXRR , HRH R

APRET
BUg iz
B2

a

i

fim

i

i

o

fim

RAPEMLHNRTHE
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® Note

SOAP APl FERATHEF , H#TF 2025 F8 A 31 BiZAHEAFEMRLL (EOL) » BINEIL
®{EH REST API = Amazon B F AT EH,

JEid REST APl RZETEIERT , Amazon S3 2N EBHRBEEN (T2 ANE ) WiRkaHRNESS
Bk, MRELEABBESETAHTONFR , WFLKXIREE, BR , x-amz-missing-meta
FRAFERTITEN THEREWREE—EIRE, % HeadObject BEEMNNRRZETHTEM R
BRENRAY, REIANENMTROTHERXE |, NRERER, E6MA HEAD , B4 E
BXRHE READ HRINPR. BXEZEE , S Amazon Simple Storage Service API & Y
HeadObject,

APEMHTHIER —ABEXN., Amazon S3 LUNEERIFMEAFP TN THIER,
Amazon S3 AT THEE P EFEE Unicode FfFo

NBEREXETHRBEENE REXWAE , MREFEH SOAP @I POST HITE T KESH L4 , N
HfEA REST M UTF-8 B , RIESFERA US-ASCIlI ERFHLE

EXBEETRERIE US-ASCII 26T, FRERMB Unicode FRFEHRREFHEIE US-ASCIlI ZH,
EERPR AN EEFFEBIRER REC 2047 #ITFAEE | HERERIRR REC 2047 #1745 SAHE R R
hrie, WRFHFHMNIDTE US-ASCI FR/F , NIREHE T,

AT

PUT /Key HTTP/1.1
Host: amzn-s3-demo-bucket.s3.amazonaws.com
x-amz-meta-nonascii: AMAZON S3

HEAD /Key HTTP/1.1
Host: amzn-s3-demo-bucket.s3.amazonaws.com
x-amz-meta-nonascii: =?UTF-8?B?w4PChE3Dg8KEWsODwpXDg8KRIFMz?=

PUT /Key HTTP/1.1
Host: amzn-s3-demo-bucket.s3.amazonaws.com
x-amz-meta-ascii: AMAZONS3

HEAD /Key HTTP/1.1
Host: amzn-s3-demo-bucket.s3.amazonaws.com
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Xx-amz-meta-ascii: AMAZONS3

(@ Note

PUT & 3RAREH R/NERFIT 8KB. #E PUT HERAREH , B E LAY TTEIER K/ BRI
2KB, BEITESMTMRMNEN UTF-8 mBFHNFT EBRNER FE XN THTEH KD,

BRELEAXNREELCIENROEIR, BRANR, ERIONRFGETRANRKERN RN THIENE
B , 5% Amazon S3 £ # & P RENRITEIE.

£ Amazon S3 2 #| 8 PRBEX RTHE

A LA A Amazon S3 #EHIABN EFIRERRENE SIS NRHUTHE. ERECHE K BENRE
FER—-BRAEEENANFTARE  XEERZNKWIBAHEE, B8 LEXNRE , Amazon S3
L2IRB - THIE, HIW , Content-Length M Last-Modified RELEEN W RTHIFEZE |
BPEEER.

HARE LENRNREAFENWABE , HEERREFANERETHE, HlW , BaseE—
AHIETFETE STANDARD RPN R, HENAIHE T TFTBEEXEHEEESTAM.
It , ATBUBIE R x-amz-storage-class $##AV{EM STANDARD &9 GLACIER RIFFMEEKE XN
GLACIER,

(® Note
HI&TE Amazon S3 RERN R THIER , HERATEM :

- PIAEEERBENINELIE. ERNNTBEUREREN THIE.

« MENR/NFS5GB, AILAEA S3I EFHEFHNEFRERSHNRABIE, MERNRKTF 5
GB , AT LA fE3@iE Amazon CLI 8 Amazon SDK R & EEREHINRET , BN RTEHK
. BXEZER , BZR FAPBRLEEFTR,

- BXREBRABEMENEENRENIIR , ESH the section called “S3 AP BIEFTFEHIIX
BR". AXRTFULRH RHIZKRE |, iESHthe section called “B T 54 # K 8 RHI",

s WRENEAEFNZREN LXMEXABRABRNRNEIAR, NRFH S3 MAES , U4l
EXNROFRA  MAERNRGENIBRE, WMRAKEA S3 lAZEH , MX RV EI A
BHFEHRNR, SEXEMEN IAM A &KEBH Amazon Web Services lKFIE &R A FIXT R
=®( NRRA ) WRBEE,
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- IWEAIBRESBRIAEREAEMNE.

s TEEARHEREFFEAZTFIZRENMERR (SSE-C ) MEAXNR, BAMEH
Amazon CLI, Amazon SDK = Amazon S3 REST API,

« £/ Amazon S3 EFIAEFIXNRE , LA E2UE4E1RE E "Copied metadata can't be
verified." & A FEARLRERIZEN R THIE, MRS EIFEEERT M
ZiFER , MRTHTRESSBNENNTHIE ( HlEREH Cache-Control #7k ) EA
EHM R, Amazon S3 AR UEX M EANH TEIE,

ERREEE , ERESHMENIEHFEE , ABRET 2B SRR , Flf0 Cache-
Control. BXREZELR , 21 The Shared Responsibility Model,

/A Warning

B RO THIER , EEEFEGRFETE , ARBERAXNRAME 4K, BN, A6
SURBH IR

LUT EBHR T (A A Amazon S3 2§ & P Y S BIRER BRI RV THIE.
BRRGE L TR

AL SSNRN—EREELNTHE. AXRETUMESINREEL A BENENIEK , BSHR
SEL NN RITEIE,

BN RNREE LK THHE

1. & FZF Amazon Web Services Management Console , /&3 LA T Mt FTFF Amazon S3 #5#l
A& : https://console.aws.amazon.com/s3/,

EEMSMERS , BRERFHENE XFEA.
EERERIIRT  ERES R EFTIN N RN EFERH BN,
1% FR B RIS R B Y B AR

HREREL  NETRHETF|RPIERESH,

EiEEBRBAE , BEERK S8, SMEASRNKAENER , ARGk BEIRERE. &FEAT
ANIEE B R,

o o A w0 D

qE | WA B,
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7. WMRER BRAGFHEBREEZES  NaFR—NEEs  BUEEATEBREEZES , SUBhEAER
PR R, MREZLEERPRENROMAMBERAE , §1%$F Enable Bucket Versioning ( /3 A
FREBREES ) . EAUEBRFAGREPEERIANBENN R EE %,

8. HEHEEHRET 6 EREETREREELHENRE.

9. RBITBIEID , REEFRBRE THE.

10. EFEFMTHIE,

1. N F IR Type KR , iH1£#EF System-defined (REGEEN).

12. IEEME—MW Key (8) MTHIE Value (1H).

13. BRBHMITHIE , H%F Add metadata (RINTEIE). BIE T LUERE Remove ( MlBR ) SAUMIBR
—ARR-B-E,

14. EEEH, Amazon S3 FRETHIBEBE R,

B P E MK T E
AILABEAEE THIBRIR x-amz-meta- MEEERATFRREENENERN , KEETNKROAFRENX
TTEIE, fln , MRERIMBEENLEZF alt-name , M THIEBEN x-amz-meta-alt-name,

AP ENERIER AR TN 2 KB, BUHEAREXTRENLAD | T UTF-8 HBHE MR
BHETHRRA, RREESLFGE US-ASCI ik, BXESEE , #2H0 B2 ix Rk
.

B REY A P E B TR

1. & FZF) Amazon Web Services Management Console , fA/FET LA T Mk FF Amazon S3 5|
A : https://console.aws.amazon.com/s3/,

2. ESMBRTP , EBEER , ARLERBRAE#ESSE XREHBEDTF, ShAZEEFRHRR
B Amazon S3 FFE M XK,

1% FR S A XY SR B Y B AR
. EREXEL , NERIERSIRFEREH,
5. EIREBMEE , BAENIRK S3, SMESFENRARN IR , RAEEP ERERE, &FEE
B #Ro
HE , WA B R,

6. WMRER BAFHEBREEZES K MWaFE—NESs , BUEEATEBREEZES , SUBhEAER
MR R, MREELEFEERPRETROMBERZAE , 1§1%1F Enable Bucket Versioning ( /3 A
FREBREES ) . EUUEBRFAGEPEERIANBNN R ERE .
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7. EHESHRET  2REETREREECHENRE.

8. RIFFABIERS , AREEBERME TBHE

9. EERMITEIE,

10. WFUBHIERE | Fik#E User-defined ( AFENX )

11. 7£ x-amz-meta- FHEHMAM—NWEEX Key (8 ) . EH A TEIE Value (fB).

12. ERMEATEIE | 51£#F Add metadata (RINTTEIE). B8 AT LAIEE Remove ( MIBR ) SARIER
—HKFB-E,

13. &R EH, Amazon S3 FREFETHFEENR.

£/ S3 TEPE IR TE R IEE

Amazon S3 THEEI B HREAEEBPIN KN THE , ANEHEFEHELTUEANRIE, T2
B Apache Iceberg F&xH , ANTIIRBEBFEBLAINERE, XLERIERHATKHER, EEAEEEDR
i, EHABERINRE , S3 THESBEIRFHENMATHER , URREFHEI

BMINBERT , S3 THBERHA =T KRB THIE -

« RETEUWITHEIEE | Hl3 R IR B MR
- BEMTHEE RSN KR EARRESEN AP ENXH TdE
s BN TR, Hlart EFRMBRITR , AR &K HIEREH Amazon Web Services i 7

EXREABFERDPEEWLEHENIFMES |, iS5 the section called “TTEHIEREN,

BB) S3 THIE , B UBEMER, FHENENR S3NRWTHIE , XEERTUREERZHYE , LA
TFEoH. ARKR, ATERMIRZS (A/ML ) ERIILS,

THERFHEE S RFMEEP , XERFHEBITRETNRBEHTHICNFE. ERNESR
THIE |, BALUSRE#ES Amazon Glue Data Catalog £/, H&RFM &5 Amazon Glue

Data Catalog £5(f5 , LA EZEFEA TR BERTHIESR , W0 Amazon Athena, Amazon
EMR, Amazon Redshift, Apache Spark # Trino, tBA[LAEREMEE X#F Apache Iceberg &K
BARFEATHEER. ENTHERCIERSIER , i H Amazon QuickSight.

BX S3 THEEEM , ESH Amazon S3 EfT
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https://www.amazonaws.cn/s3/pricing/
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IR R THERE

THIERH Amazon S3 BE , M AEEH Amazon S3 A EUAKEM IAM EH#HTER. (ER, &
AR T HER. ) Bt , tBBEREREN , XEHTHRRKRESIEHERMREFEBHNE.

A T £ Apache Iceberg TTBIERRISHIEMRE , Amazon S3 2 EHAF RIMITEY ES , HlINEH/A &
SIRAX 4B, XEEFEHRENTRAREMBRERE THERNEAE , XEBTRICE AR,
XMREFREIHTH , TELERNMARZEEE, B2, NIRFE , ZUUEREXLERETE
. BRELEER , BSRAKREMEBET.

® Note

SI TBEFEEELHEN EAEMBHTEURBLEMB THIBERF. SRXEHMIBCIE MR
B, BB ERNVFTEAR, AT oHERNRIESER , RETERBRTHERPHIERK, &
T EMER S3 REBIEFM RS IR BRI HATHEEE T HERNIBIRBEH,
RNTERRBREHBRERE , B AEHBBRIBBEREENTBER , AREFLREI.
BXEZEER , ESHthe section called “Mil Br 7t ¥ 3E & Bl & Mthe section called “fil Bk 7t ¥ dE

BERNRABEAFEFEE SSHREARTBERT , CEENEATERUETRREREE, RE
TFiER ENEEL TESNIRA , Amazon S3 R &4 S # Jo HE R BAUR R B iR 9 B BB o

EQEABERIE , XTRRCHEUENEE THIERFAERN Amazon Identity and Access
Management ( IAM ) iR, BXEZELR , S the section called “TTEHERANIE", FE LA
BERETATFEABERN S3 RTF#HMB. EREEBLINEERFEBYLTHERBH Amazon Web
Services XKIFFIKF ., BXRAUERTFHERBNESELR , FSHEUERTFER,

(® Note
S3 ABFEFAERATHEUEABBEREECLHEFETEAF#BTINEANR. RIE
W, S3 THBFENHRELNERBBEREESRENELSH (HlMLE, EFHMMER ) BT

BERENTHIEREBNES , AT ER Amazon CloudTraile, EXEZ{EE |, E3 1 the section
called “CloudTrail B &2 ZIREEH Amazon S3 FZEBERIRE"

£}
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- THERRHEHNZRME

« S3 TEHIEREN

- BEETEHESR

- BRHER

TUE R 7= BR I 7 B BR 1%

ERZABERIEZA , EEEUTREFBREMY

- S3ABEEIMNEEERE (FHFRLMILE ) . EERZ (HEEBMN ) MEEEZ (BBXM )
X iRt

- S ABTFEXRFBRUTFHEANFIEFME
« S3 Express One Zone 1#fi3k
+ Local Zones B B XEM P A S3 One Zone-Infrequent Access ( S3 One Zone-1A ) TFfigk

® Note
X F S3 Intelligent-Tiering &k , THERPARETREFER,

s ZREBABEREE , MR EREEATEM TBERN S3 REMHE. KREEESMSERE
&R T B/ Amazon Web Services X185 #1 Amazon Web Services M #,

- BREERIREERTI IS S3 . BRENERAFZEBUECKEREE.

s S3ABETFTERATELUERAREREECH CFEETERAEHBEPINIANR, Baifii , S3 T
BIENERECUEABEREERAENERSH (Hl L&, EFHMMER ) B9 TEIE.

s S3 TBEEELHLENEAEMBEHRHITEXIXNBFEZEENT THERY, BRXEHMHTRNE —MRE |
ENTHBERVFRA, BT AHBERHIEMR , RS EMBRTBBEBRANIERK, BBTEFEH
S3 REBBFEFMBRSZHRBREINEESE T HIERN B IRRB R H,

RNTBRABREMBIEAR , BRI AEHRBBR I BBEREEMTHER  RAEEHMUECH). EXES
§8 , 2 [[Athe section called “Mil Br o ¥ 3E & Bt & FMthe section called “MilBR T B IER"

- DB EMRFEBIRREE |, FEERTRE Amazon S3 EALHRIFERBI THER, R
Amazon S3 BEB AN RFHBITHER , WATBESHBRABEREENTHIER , AR50
B IER IR THIER.

- ERBRTHIER A, STERBRERFEBEPNRBRTBEREE.
« BRABRNBNEAFEBLURIBEREE. ETRENKRRNATBEREE.
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« BREGENREN THFERNET. R, BAILEIH RS TBIERIBRN THIEREERME L
THERHTEHR. BEEFTRBEREN KB TBEREE , X0 BHNTHER.

s THERMOENAHIESET S3 EFH8 K Amazon S3 REST APl 2t T#iEFTLEE. fi
m, THRERPAREHUTEER :

« S3 A FHRH LIRS
- WRPEFRFHIOGERN
- WRIFEEHFIR (ACL) ER
- EHRE
« BEEZFBABERNSEXHEF. Bt , RESHTRFERDHE , BHERERAERE,

S3 THEREM

Amazon S3 THFERBETNI. BTRAR—NRZEH , ZEHELNEAFHET R, EFx
BERT — R XEEHPASHEREHAFRENER  BHEP-LEE42H Amazon S3 KKRE
WMATHVRIER S R |, Blan S3 A an B RIS 7k R iR

SAABFER—NEHLEEE , EEEABERSEATERPRENEIRSERL -, BFEE,
% S3 THEREBEREFNRANBAN , ZNRABECLEFEBPEEBERDIMBR. BRIAMERT ,
278 S3 bucket operation | —1N&1T, B , MBEFAXNRTHEEBRIEE , RELLE
BEMNR , NELHTEESE R—D NULL ERIE RMEMER KA TEHIEERM,

THERE®EZN amzn-s3-demo-bucket: WEREFEEBN THIERRH

bucket key sequence_number
record_type
record_timestamp version_id is_delete_marker size last_modified_date
e_tag storage_class is_multipart encryption_status

is_bucket_key_enabled kms_key_azrn
checksum_algorithm object_tags user_metadata

requester source_ip_address request_id
amzn-s3-demo-bucket Finance/statementl.pdf
80e737d8b4d82f776affffffffffffffff006737d8b4d82Ff776a00000000000000000000000000000000000000000¢
CREATE 2024-11-15 23:26:44.899 FALSE
6223 11/15/2024 23:26 e131b86632dda753aac4018f72192b83 STANDARD
FALSE SSE-KMS FALSE arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890df  SSECRC32 {3
{count -> Asia, customs -> false, family -> true, location -> Mary, name ->
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football, user -> United States} 111122223333 192.0.2.1
CVK8FWYRWOMOIW65
amzn-s3-demo-bucket s3-dg.pdf
80e737d8b4e39fldbdffffffffffffffff006737d8b4e39f1dbd00000000000000000000000000000000000000000C
CREATE 2024-11-15 23:26:44.942 FALSE
3554 11/15/2024 23:26 9bb49efc2d92c05558ddffbbde8636d5 STANDARD
FALSE DSSE-KMS FALSE arn:aws:kms:us-
east-1:936810216292:key/@dcebceb-49fd-4cae-b2e2-5512ad281afd SSESHAl {3
{}
111122223333 192.0.2.1
CVKAQDRAZEG7KXAY
amzn-s3-demo-bucket Development/Projects.xls
80e737d8b4ed9acs5coffffffffffffffff006737d8b4sed9ac5c600000000000000000000000000000000000000000¢

CREATE 2024-11-15 23:26:44.966 FALSE 7746
11/15/2024 23:26 729a6863e47fb9955b31bfabce984908 STANDARD FALSE
SSE-S3 FALSE NULL
SSECRC32 {} {count -> Asia,
customs -> Canada, family -> Billiards, filter -> true, location -> Europe, name ->
Asia, user -> United States} 111122223333 192.0.2.1 CVK7Z6XQTQ90BSRV
THEREBUTENY

EIEZE ) RAIE ? yERR

bucket = FrFE BRAF#E®ES. A
XEZEER , HSH
the section called “#p
BN,

key = FrFE EFENR DM — R
AR RBENR
(R ). BXE

ZER , BZH the
section called “A 3 &

P ”
ap o
sequence_number =2 FRIER FHE , Er—1NF

¥, AEHELENR
ByigRA. EXNHE
TrER A GRAYIC Fitt
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St
-~

5|2 75 HiERE

THERF |, Bar bR
sequence_number
BHITHEF. WTEE
WEERNE  &F
B85 R BE S Y R K
sequence_number
EREFZIEREE
IR B AT
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5 & WAIE ? BiERRE
record_type = FRIER [l Ael3: 0

# OALUTEZ

— : CREATE, UPDATE_ME
TADATA =

DELETE,

CREATE 2 RN
FXRR (R REFT
A ) EAEMERE.

UPDATE_METADATA
IERFBRNABTHIR
KR ZE TR (Bl
FERERE ) WE
o

DELETE g3k H
R (RIZWR

R bR ) E 4

BRo /B FARRA<IZ &

J& , DELETE i2 %A
R ERARIE KA
HBR. MBRFRICHY
record_type {EX
DELETE , is_delete
_marker &

A True, KA

1 BR12 FAEBR

bucket, key. sequence_
number . record_ty
pe ., record_ti
mestamp
version_id ZH\HW
FrEHESHEAE null
B, BXEZEER,
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LIEE PRALE ? BERA
&2 the section
called “Ml Br X7 2R hix
",

record_ti = BHE B NTZ ( TRt Sibig F R BRI B8]

mestamp X)) .

version_id B AR NRIRA ID, EF
£ B AR ZEH

J& , Amazon S3 &%
W INE BRI R
EERES, BXE
ZER , BESH the
section called “fR Bt

KBS MRE,

FEIRIR B MRAEFR
DB ER#ER
FPAYXY RAVARAS ID Hy

null,
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5l & #R WAE ? BiERR
is_delete i mRE X R AV BRAR SRS
_marker o WNERZT R ZMIERFR

id , MLER True,

BNA False, Bx

BEZER , B2H the
section called “f& Fi Hi
BRARIE o

(® Note

79 1 BRAR 1E
IR 1T Y
record_ty
pe BN
DELETE ,
mA=
UPDATE_ME
TADATA .
o0 R BRER 2
RN S3 &
AR EIEA ™
BIEAY , W
requester
EH
s3.amazon
aws.com o
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LIEZE ) WAIE ? BiERA

size B KER FT R B UHXNR
KD, FEBERE
R Y 7 B LR
RITBIER KD,
MR is_delete
_marker A True,
MANR 0, BXE
ZEE , BSH the
section called “R & E
XN RITBIE.

last_modi & BfE]& NTZ ( Foh MREIE B HIsE EX

fied_date X ) SN BH ( ARGE
NE). ¥TFHERE
&, NREIEBHRZ
Frigo B &1 A 5
. BXEZER,
S A the section
called “REE KXY

KIUBE.
e_tag B FRIER SR ( ETag

) , TR RNIEH
o ETag R B3 F 3¢
RNWNABRWER , M
TR F X REY 7T
BIENER, ETag 1]
BERX REIER MD5
BE, ETag RER
MD5 # ZEUR T XY
KBS X RE N
BmhHR. BXEZE
B, 2 (Amazon
S3API £&) Hy
Objects
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RAriEmE

5| & FR

storage_class

is_multipart

7

St

&
7

i

HiERE

KN

&

=]

RATE#ENRN
F#E. UTEZ
— : STANDARD, REDUCED_R
EDUNDANCY
. STANDARD_
IA . ONEZONE_I
A . INTELLIGE
NT_TIERIN
G . GLACIER, DEEP_ARCH
IVE = GLACIER_I
R . BXEZEE,
E5 1 the section
called “ 7 B MEEF

R

FTRI EERR,
MENRUDER E
e L&, Mk
BN True, &N

N False, BXE
ZER , BSH the
section called “{# %
B,

iR AR R IR EE
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5B WAIE ? BiERA

encryptio B FRIER X R HY BR 55 25 i A0

n_status FIREDS , BEEEUR
T 155 A W A pn 25 27
% . E& Amazon
S3 REXZHMAR

Ferim & ( SSE-S
3). EF Amazon
Key Management
Service ( Amazon
KMS ) 4R/ ARSS
gRimiNZ ( SSE-
KMS). BF
Amazon KMS keys
Y XX = AR 55 87 i HN 25
(DSSE-C ) HEEFZ®E
FRAENZRAN RS
ERUmANZE: ( SSE-C )

o MRNRAKME ,
M LEES null, BTEERS
{5 SSE-S3., SSE-
KMS, DSSE-

KMS, SSE-C = null,
BEXEZER B
¥ the section called

“BIRINE" .

IR EHE R PR E API M7 2006-03-01 155



Amazon Simple Storage Service ArfEm

LI WATE 2 WIEERH
is_bucket & HR1E WNREY S3 FHBE
_key_enabled HABRARS, WEX

R S3 FEFEEL
FAF SSE-KMS , I
WERN True, &N
N False, BXE
ZEE , FZH the
section called “J XY
KREE S3 FHER
i
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RAriEmE

5| & FR

kms_key_azrn

7

St

&
7

i

HiERE

AT mEN R KMS
Z4AM Amazon &
BREM (ARN)
EATF encryptio
n_status A SSE-
KMS = DSSE-KMS HJ
1T MEXNRKEA
SSE-KMS = DSSE-
KMS #17% , NIE
A nulle BEXREZE
B, &2 #the section
called “KMS Z4A77
i 7£ Amazon KMS
(SSE-KMS) H"Hithe
section called “WX & IR
S ERim % ( DSSE-
KMS ) 7

@ Note
WMREITREK
XY R R A< £
b 3% i BR =R 7B
=E4NTH
=& , WENGE
encryptio
n_status
HIMER
SSE-KMS
2%, DSSE-
KMS , kms_key_a
rn tFasE
null 1B,

iR AR R IR EE
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5 & WAIE ? BiERRE
checksum_ & FRIER AT ANRIERRK
algorithm MOWEE , WATE

Z— : CRC64-NVM

E . CRC32, CRC32C, SHA1
= SHA256, MRFF
ERBAM , NE R

nulle BXEZER ,

&2 A the section

called “BRAZ R
BMMEL,
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5B WAIE ? ByERR
object_tags = Map <String, String> EX KRBT R

L. NRIRZEFHNR
BEXNKBRS,
R SEBEXNRIR
L, M zmmat
{}). BXEZER,
EZ I the section
called “FERAEEN T
HNEHIITHE

® Note
MR

record_ty
pe {EX
DELETE , M
object_ta
gs aE
null B, @R
record_ty
pe {EX
CREATE =
UPDATE_ME
TADATA
M RREL IR
MR BEESE
il N =<1
BFENXNR
FRAWITEE
object_ta
gs =

£ null B,
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LIE=E N AR ? BiERA

user_metadata B Map <String, String> EXNRKIENWAFT
BiE. AR TBERE
it N REX RIS,
MENSEERAF T

BIE , NaFiEz
& ({})o BXE
ZEE , BSH the
section called “F P&

XX RITERIE"

® Note
LUES

record_ty
pe {HA
DELETE , M
user_meta
data %3@&
null B, @R
record_ty
pe {HA
CREATE =
UPDATE_ME
TADATA

M RREL IR
MR BEESE
il N =<1
BFENXNR
MRASHATE
user_meta
data FlIHfF
ZE null &,
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LIE=E N AR ? BiERRE

requester B FRIER REBRNERE
2 Amazon Web
Services fR%
&9 Amazon Web
Services M ID,

source_ip B FRIER BERER 1P otk

_address NFHRAFBERE
REiER , lkyas
BEREVR IP Hoiik,
3F Amazon S3 =
H¥ Amazon Web
Services fR% K FKHA
FREEERE |, 15l
8% null &,

request_id B FRIER HiFRX<BEWER
ID,

L& ST IE R

Amazon S3 THIEEL B HRBERAFHEBHIN RO THE , HFEEFEREEITUEANRR, T2
FEE R Apache Iceberg ®HF , NTIIMRBEFERNEE, XEJERHANTHER. TREAFERBEDR
., EFAMBRXNRE , S3 iHFESEIRFER THER  URREFHEL,

f5Bh S3 W& E , MALIEMER, FRENEN S3XRNTHE , IHEMATUREAZHE , LA
TUFsHh. ATEENYERES (A/ML) BEERI%F,

EERNKRABFEFFHERE S HEEARTBERT , ERENBAFERBUETBEREE, R
BEF#ERE LVEEL TEIRS , Amazon S3 AR EHM T HERURMRN BB S ER. 1t
5\, Amazon S3 SEFEMILENTHER , AP TREFEXEIHES D TERMEE,

EQEABERRE , BREPEUENERE THIERFTLFER Amazon Identity and Access
Management ( IAM ) R [R. b AMeIBHRIEER TFME THIERHN S3 REFFER. LLREFFEBLM
S5ERAEM#BTHERN Amazon Web Services XiZ#1 Amazon Web Services Ik #1,
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EXENTHIEREENER , TEMEH Amazon CloudTraille BXEZEE. |, 35 the section
called “CloudTrail B &idFXRERH Amazon S3 M HRIRIE"

F&

« NEETHBERRERR
- BIETHBEREES

« BEN THIERET

« BIBRTHIEREE

-« BIBRTEIER

NEETHFERIRENR

EEABBEREE , BXTIRELER Amazon ldentity and Access Management ( 1AM ) X BR , =
EARANEETBEREE , ARVBNEEABERRFH I BERNRTER.

BN EREN ABEREE , EXTEEUTR :

« s3:CreateBucketMetadataTableConfiguration : WRAIiLE N BAEEEUETKRER
BiE,

+ s3:GetBucketMetadataTableConfiguration : W RAIIL R REX THEREENEE,

+ s3:DeleteBucketMetadataTableConfiguration : AR AT it EMIBR THIBREE

EQENEARNRFER , EXTEEHELE s3tables R, EQBAHIEREE , BELOMUTE
BLLT s3tables R :

- s3tables:CreateNamespace : R RAILZBERFHBEFRUBETAEZE,. THIERFEARIA
aws_s3_metadata @& Z=HE,

« s3tables:GetTable : R ALLBRFEF X THFERNER.

« s3tables:CreateTable : WX RALLEBE TEHIER,

« s3tables:PutTablePolicy : AR AT L& RN E# T HITER KL

BXAERIRFERBNRNFHAEFLE , B H S3 REBEFERSH TR EE,
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/A Important

« MREEEFREMES Amazon 2RSS ER , AELEEBERATRER  WEEHAN
R, BREZEER , FZHEK Amazon S3 REBFEF#EIRS S Amazon RS .

. MREREFHEEHREAE Amazon Key Management Service ( Amazon KMS )
ZHMRSZEFWmME ( SSE-KMS ) |, MEEEE kms : GenerateDataKey F
kms:Decrypt R, ks , BFEE M metadata.s3.amazonaws.com
maintenance.s3tables.amazonaws.com fRFE E&EER FiHE KMS ZAMNR. BXRE
ZEL ,E2H [ S3 ABERSEARFFERALEN KMS ZRANLER -

EQBNEATBERNRTHESE , TUAEAUT ROIKE, KK , CENHNATHERE
BHEREMEBEMN amzn-s3-demo-source-bucket, BEEHDE#E TBERNREERBHR
amzn-s3-demo-bucket, BEFEALLKRE , BEXLEEEFANH user input placeholders &
BRANEBECHER :

"Version":"2012-10-17",
"Statement": [
{
"Sid":"PermissionsToWorkWithMetadataTables",
"Effect":"Allow",
"Action":[
"s3:CreateBucketMetadataTableConfiguration",
"s3:GetBucketMetadataTableConfiguration",
"s3:DeleteBucketMetadataTableConfiguration",
"s3tables:*"
1))
"Resource":[
"arn:aws:s3:::bucket/amzn-s3-demo-source-bucket",
"arn:aws:s3tables:region:account_id:bucket/amzn-s3-demo-bucket",
"arn:aws:s3tables:region:account_id:bucket/amzn-s3-demo-bucket/table/*"
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IR TREREE

E4A K Amazon S3 THEHTEHEMEETEIEE R Apache Iceberg THIERF , BEERNEAFMH
HOBZBEREE. REFHEMLNEEL TEIRES , Amazon S3 M FEE M T HIER AR R
BB HRITER. I, Amazon S3 SBEMRILENABER , LB TREFHKAHIES DN
Elﬂ’l’iﬁbo

THREREBLUT Amazon BIREH (ARN ) &3 :

arn:aws:s3tables:region-code:account-id:bucket/table-bucket-name/
table/metadata_table_name

Amazon S3 T2 HEXATBEREHEERFEEMN aws_s3_metadata WRZEEF, ARREFESD
WEEEANESER , FERERTEZE,

BT LAE A Amazon S3 %1% . Amazon Command Line Interface ( Amazon CLI ) . Amazon SDK
3 Amazon S3 REST API 82 TR REE,

FREM
EQEABBEREE , BAXRAENITUATERE

- BREFEEMNERE THIERFTLEMN Amazon Identity and Access Management ( IAM ) X BR,
BXEZER , B3 the section called “TTHIFEBR AR,

- B S3 KEMBREFHEBER, KRFEBUNEBAFEBULTHERH Amazon Web
Services X1F# Amazon Web Services IKFH, EXEIBREEBNESER , BSHUERTHE
o WREMEM Amazon S3 ZHIARBEE , AT AE I RPIRITIHS R,

- FENRFMHEBES Amazon Glue Data Catalog 55 , XHE & F A LA A Amazon Athena, Amazon
EMR. Amazon Redshift, Apache Spark 1 Apache Trino Z&if] 5|2 LU KM H E X #F Apache
Iceberg KM NAREFEEERAKER. BXEZEE , S H the section called “F A
Amazon 7 fiRFERATHER".

BIETHEREE
£/ S3 #2Hl A
IR TREREE

ERERABEREECH , FHRECEEHFRELREN , HEBLEF Tthe section called “FR &l
FEREM",
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1. &% Amazon Web Services Management Console , #A/E&IS A T Mt $TF Amazon S3 24|
A : https://console.aws.amazon.com/s3/,

2. EEMSMERSD , RFERFER.
3. ERENHGUETBBEREESNBEAFERE,

(@ Note

BEHRLILEAFEEBAVTREEBT A Amazon Web Services X1, RIFMEBNIEE
ERZ (FFRIEMILE ). ZERIP (HZEBMN ) MXERS (HBXMN ) XigHiR
i,

4. EFHEBEAGENEL  ERTHEILRTF,
5. ERBIELETIFL  EFRVETBERE.

6. EREAHBERENENBERKXEERT K BERATEHEABERNRTER. RE#EBLNSE
BE#ENTHER Amazon Web Services Ik~ #1 Amazon Web Services XigH1,

MBEBREERTFER , ERCEBRTFER. XREEWBBHLIN 3 8 63 NFRF , HEERERE
# Amazon Web Services X1E#J Amazon Web Services KFFEIE—H, BRXEH : a-z. 0-9
MEFR (-). BRUBRTFHBNESEERE , BSRNERTFERN,

EoIBREFEEN , EBAMFES Amazon Glue Data Catalog /. BXEZEE , S the
section called “fEF Amazon DRSS ERTHIER,

7. WFABREREN K BELFEREENEN. THRERBHYLANT 1 8 255 NE/F2E | H
BERFMETEN aws_s3_metadata mBZFHFPEE—N, ERNERFRNNEZE, BEMNTX
% (o

8. EERGIETBEREE.,

MRTHBFEREEINERD , NTHERN ARN UREENRFEBNTHEREVFERELR
BRI+ Lo

ESEWNTHIEREENELS , TLEH Amazon CloudTraille BXEZEE |, H3 5 the section
called “CloudTrail H & 12F&IRERA Amazon S3 TR RIRIE

f£ A Amazon CLI

EZTUTHS , BUALEHEE Amazon CLI, HIRKEE Amazon CLI , &S (Amazon
Command Line Interface AF 18 PR ZESNEFHHZIHTRAHL Amazon CLI,
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mE , ARSI A P A Amazon CloudShell =17 Amazon CLI @55, Amazon CloudShell & —4
BETRRKR, MELITFHRIERN Shell , EAILEZEM Amazon Web Services Management Console
FEHE. BXREZEE , B2/ (Amazon CloudShell AF1ER) #H# What is CloudShell? 1
Getting started with Amazon CloudShell,

£/ Amazon CLI B2 TiiERE &

ERETBEREECHN , FHREBEEEFEHFRELREY | HEBKLEF T the section called “FR &l
FBRM,

BEFAUTRAGS , B8 user input placeholders Bt AEEHCHELR,

1. MREBEREEREEE  FEAUATH SR NI TEETBERNREEE. BRREHEES
BENHABABERIENBERFMEM®M TR — Amazon Web Services XA,

aws s3tables create-table-bucket --name amzn-s3-demo-bucket --region us-east-2

2. ERIIRTFHEBESCHE  BEAUTHT :

aws s3tables list-table-buckets --region us-east-2

3. BIRTERBIEREEN JSON XHHFHRTF ( fl0 metadata-config.json) . A TF=R—
MNRHIBLE :

REEBEHSIARN 3 3 63 NERF , HHELIEERN Amazon Web Services XiEH Amazon
Web Services lKF R 22—, BRFR : a-z. -9 FEFH (-) . BXREYUEBREFERNESE
B BESRCEBEREEE,

TTHERBMMSANTF 1 8 255 N2/ E , HAEXRFEEEN aws_s3_metadata n B ZEHH
2E—W, BRNEFRNERZRE, BFHTREL ()

{
"S3TablesDestination": {
"TableBucketArn": "arn:aws:s3tables:us-east-2:111122223333:bucket/amzn-s3-demo-
bucket",
"TableName": "test_metadata_table"
}
}

4. FAUTHSERBEREENATERAFMEME (W amzn-s3-demo-source-bucket ) :
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aws s3api create-bucket-metadata-table-configuration \

--bucket amzn-s3-demo-source-bucket \
--metadata-table-configuration file://./metadata-config.json \
--region us-east-2

5. ERIIREEARCUNE , BFERAUTHS

aws s3api get-bucket-metadata-table-configuration \
--bucket amzn-s3-demo-source-bucket \
--region us-east-2

EXENTHIEREENERS , TELEH Amazon CloudTraille BXEZEE |, 35 the section
called “CloudTrail H & 12X IRERA Amazon S3 FEERIRIE

£/ REST API

A LARIE REST BRREUBABIEREE. AXEZER , 521 (Amazon S3 API ZE) Hf

CreateBucketMetadataTableConfiguration,

f£ A Amazon SDK

AT LAfE A Amazon SDK 1£ Amazon S3 HRIE T HIEREE. EXER , EZH (Amazon S3 API
Reference) A HY list of supported SDKs,

EHI T RIERATIF

E2HX Amazon S3 THIFEBRM A RINE , ATSAEAM MBI REFEB/MTHIFERHVET Amazon
Identity and Access Management ( IAM ) BRI K, BRTFH , BAUERTFEBEANRFIZSFT
TUEAE R 7 BN PR

BXREBINREFERBNRNDBRNRNESER , 20 S3 REABFEFRESHIHREE,

/A Important

BRETRE Amazon S3 EAXRFMEBER THER. R Amazon S3 TEEA BN REMIE
HITHER , NS TEIHEBRTHIEREE , AR ERVIEBHIN THER.
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A LAEIE Amazon Lake Formation #EIX THBERPITHMIINGRINE, BEXEZER , FSH
{Amazon Lake Formation Developer Guide) ##J Managing Lake Formation permissions #l Data
filtering and cell-level security in Lake Formation,

MR T IEREE

MRIERFIEERT Amazon S3 BRAFHEBN THEREE , 7T ABBRM MBI FEBH TBEREE.
MERTHEREENNRREE. BEENBRIHEREE  XREEBNENTBERNAETE. ER,
HABEHRTHER,

EMIRR T EIESR |, ESRthe section called “MIBR TEIER". BEMBRRZMEE , BTSREMBREZF#AFN
{Amazon S3 API Reference) HHY DeleteTableBucket,

BRI LAE A Amazon S3 %1% . Amazon Command Line Interface ( Amazon CLI ) . Amazon SDK
=% Amazon S3 REST API fiBR T iERELE

MR THTEREE
£/ S3 2HlA
MR T IEREE

1. &%Z| Amazon Web Services Management Console , RGBS A T Mt $TF Amazon S3 324
A : https://console.aws.amazon.com/s3/,

EEMSMERS , ZEERAF#ERE.
ERBEMNFBBRTBEREENERFHES,

EF#\BEAGEEREHL SR THEEDF,

ERBERTF L, EERER.

FEMRR T BIREEXT EED |, WA confirm UBIAEMRIZEE. AFIEREHER.

I

£ Amazon CLI

EZTUTHS , BUALEHEE Amazon CLI, HIRKEE Amazon CLI , S (Amazon
Command Line Interface AAF1EM) PR ZEDNEFHHZIHRAH Amazon CLI,

®E , ATAMNEFIEFEA Amazon CloudShell =T Amazon CLI &4, Amazon CloudShell  — 1
ETHRER. MELTFHRIEMN Shell , FATBIEZEM Amazon Web Services Management Console
FEHE. BXEZEL , EHSH (Amazon CloudShell AF#§R) F# What is CloudShell?
Getting started with Amazon CloudShell,

IR EHE R PR E API jiRZ 2006-03-01 168
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5/ Amazon CLI #ilBr T BB RELE

EFEAUTREIGS , 8 user input placeholders Bt HEHCHER,

1. BEAUTHSMNERAERBTRBRTBIEREE ( fIW0 amzn-s3-demo-source-bucket ) :

aws s3api delete-bucket-metadata-table-configuration \
--bucket amzn-s3-demo-source-bucket \
--region us-east-2

2. ERIUIRERBCEMHER , BEANTHT

aws s3api get-bucket-metadata-table-configuration \
--bucket amzn-s3-demo-source-bucket \
--region us-east-2

£/ REST API

ALARIE REST BRRMBRABBEREE. BXREZER , 5N

DeleteBucketMetadataTableConfiguration,

£/ Amazon SDK

AI LA Amazon SDK £ Amazon S3 FiBR T B EREE. EXEE , HZH list of supported
SDKs,

M B T B R IR
RIEIEMIBRA Amazon S3 BRAFMBEIZN THIER , TUNREFEBHBERZTHIER.

@ Note

EMRRTHRERCEH , BUEEHBREAFEEERFN XK TBEREE, BXEZEL , FS
i the section called “MiFR TEIBRELE .

EMRREER , TS EMBRERFEEFM (Amazon S3 API Reference) F# DeleteTableBucket,

Al LA A Amazon Command Line Interface ( Amazon CLI ) . Amazon SDK I Amazon S3 REST
AP I BR TEIE R
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i BR T AR =

f£ A Amazon CLI

EZTUTHES , BXMLEHEE Amazon CLI, HIRFKZE%E Amazon CLI, &2 (Amazon
Command Line Interface AAF1EM) PR ZEDNEFHHZITRAH Amazon CLI,

mE , A MRS AP A Amazon CloudShell =17 Amazon CLI @55, Amazon CloudShell & —4
ETRRKR, MELITFHRIERN Shell , FAILEZEM Amazon Web Services Management Console
HEHE. BXREZEEL , B2/ (Amazon CloudShell AF1ER) #H# What is CloudShell? 1
Getting started with Amazon CloudShell,

£/ Amazon CLI HIBR THIEREE
BEFAUTREIGS , B8 user input placeholders Bt AEEHCHELR,

1. FERAUTHSNEREZEE (B amzn-s3-demo-bucket ) FMIBRTHIER :

aws s3tables delete-table \

--table-bucket-arn arn:aws:s3tables:us-east-2:111122223333:bucket/amzn-s3-demo-
bucket \

--namespace aws_s3_metadata \

--name test_metadata_table \

--region us-east-2

2. ERIUIRRECHER , BERAUTHS :

aws s3tables get-table \

--table-bucket-arn arn:aws:s3tables:us-east-2:111122223333:bucket/amzn-s3-demo-
bucket \

--namespace aws_s3_metadata \

--name test_metadata_table \

--region us-east-2

£/ REST API

A LA %A REST ERFKMBRTHIEREE. BXEZER , H5H (Amazon S3 API &) HiY
DeleteTable,
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f£ A Amazon SDK

AJLAE A Amazon SDK £ Amazon S3 FAiBR THIEREE. BXEE , 5H (Amazon S3 API
Reference) A HY list of supported SDKs,

B THIER

Amazon S3 FTTHIFE AL & E AIE A Z3F Apache Iceberg IR E IR 5| R 5 S3 HERA THIER.
¥ S3 RIFMEES Amazon DRSS ERET , AT LAE A # 0 Amazon Athena. Amazon Redshift Z AR
ERIDBIIEX THEIERITUATIRE -

s RIMFMEAMENBE

« WX KRB Amazon Key Management Service ( Amazon KMS ) INZ 248 fE 18R

s BHAFEMHITHEMNKFZERITIR

s THRNRTHBIEMENEEZEL

o THEMNEHIMEEFTNR , BIEEX HIERH Amazon Web Services Ik ID 5 IP i

ERFERS Amazon D RS ERE , BUNEARTKER. XSEHKE SSAEATHRERNETE
U n#fER , REABERFHERER - RE#E\ET , ERAUUBES M RBEEHTER,

RIE , TLAER Amazon QuickSight 1B &EiHHIEN X E R 25 & E K.
BEHEMEEEM
ERABRERLEZTEAZTINONARA. EXEZER , BZALSERANERASIZHNENESR.

EXRBEEANREAREZNEL , BRI aBEREA MR,

£}

« £/ Amazon DRSS ER THIER

- FRATREASIZEHTHES

s AL TBIEREHMEEE

s TBEREH T

- NEEXHIES S3 TikiERMERKE

« {8 Amazon QuickSight 2 T IR R BIFE AL
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£/ Amazon 2 HTIRSFSER T EER

A LAE A #& I Amazon Athena. Amazon Redshift #1 Amazon EMR & Amazon Z'#TiRS £ S3 £E
AN TTHIER,

EALZETERZE , STERERN Amazon Web Services K FX 8 H Y S3 RF#ES Amazon
DIRFEK o

{8 Amazon Athena & THIER

£ S3 ®EFMEE Amazon D HTRS G , BNAIFFIAE Athena FERBIER, EERYF , FAFIE
EN s3tablescatalog , HRHEERENRN aws_s3_metadata ( XRTHERNGEZEE ). B
REZER , ESHMER Athena Eif) Amazon S3 REHKEEM RS,

£/ Amazon Redshift Zif TTHIE R

£/ S3 RFHES Amazon DRSS E |, BO LA B R R ERERATHIERTE TR
(aws_s3_metadata)e TER/E , LR ATLAFFIATE Amazon Redshift BHI AP ERTHRERT. BXE
ZER , TSR EH Amazon Redshift 58] Amazon S3 REHIEZ# RS-

£/ Amazon EMR &) T #hiE &

EFEA Amazon EMR i TiiEgsk , BFEERIE RN Apache Iceberg ELERY Amazon EMR &8 , AfE
£ Apache Spark EZE| THIER, B LB S3 REMES Amazon DRSS ER , REEH
BT Iceberg BIFFIR Amazon S3 REBFEFEMHBRZEFEFWE R , RYBFTRE,

EXEZER , 5ZHFEH Amazon EMR i8] Amazon S3 REMEF# RS .

ERAFRENSI EERTHIER

A LAERATFIRER B2 ( 30 Apache Spark ) &if] S3 EERA THER. EEWAHEX , £TEE
FF Apache Iceberg B Amazon S3 REHRFEEFHRFZEREF®EB T ( B Amazon EREEENF
BREE ) o

BEXEZEE , BSFER Apache Spark &if] Amazon S3 REHMIFEF RS .

AL THERE W ERE

BT S3 THHIEE T Apache Iceberg ®IER , E BT LA A4S EN R ESEE KL TBRBERERN
MERER R AR,

fign , AT sQL EWRHE T S3 BAEREEHIXN RNBRALH

IR EHE R PR E API 7 2006-03-01 172


https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-integrating-aws.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-integrating-athena.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-integrating-aws.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-integrating-aws.html#database-link-tables
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-integrating-redshift.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-integrating-emr.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-integrating-open-source-spark.html

Amazon Simple Storage Service ArfEm

SELECT key, object_tags['Sensitivitylevel']
FROM aws_s3_metadata.my_metadata_table
WHERE record_type = 'CREATE'

GROUP BY object_tags['SensitivitylLevel']

WEENFARENTRIER , STURFERKNE, ERRSMEE , B3 record_timestamp
FINETTFRENNEERE. ATRLE—NEHANEFRE , cEETIE-MNANTFRR :

SELECT key, object_tags['Sensitivitylevel']

FROM aws_s3_metadata.my_metadata_table

WHERE record_type = 'CREATE'

AND record_timestamp > (CURRENT_TIMESTAMP - interval 'l' month)
GROUP BY object_tags['SensitivitylLevel']

THERE R RA
BUT 7R354 R 2nAl 2 AR AR 6 SQL BM S3 iR R PRIV EIREMNE R,
{5 X LR Bl RHiE 12 4%

« XEREIRFE Amazon Athena EEFERATMEREN. BUREZEEBURIITREEARECERIZE,
WRIE T B R ER,

« £ amzn-s3-demo-bucket BN FHE THIERN S3 REFHEWH B,

F my_metadata_table BN B EEEAN THERNE R

BXXHENIINTEIEK , BSH S3 tHiEREM,

BN HT BREERNR
UTERNREERBEXHY BE (EXRESNR .jpg) IR,

SELECT key FROM "s3tablescatalog/amzn-s3-demo-
bucket" ."aws_s3_metadata"."my_metadata_table"
WHERE key LIKE '%.jpg’'
AND record_type = 'CREATE'

51|t 3 S B 1E

DLTEWRENRBBREYS, , BiF % HERMN Amazon Web Services I ID 2% Amazon RS E4K,
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SELECT DISTINCT bucket, key, sequence_number, record_type, record_timestamp, requester,
source_ip_address, version_id

FROM "s3tablescatalog/amzn-s3-demo-bucket"."aws_s3_metadata"."my_metadata_table"

WHERE record_type = 'DELETE';

B &R XS REE AR Amazon KMS & %4

LT &E#IRE %5 RH Amazon Key Management Service ( Amazon KMS ) Z4A#9 ARN,

SELECT DISTINCT kms_key_arn
FROM "s3tablescatalog/amzn-s3-demo-bucket"."aws_s3_metadata"."my_metadata_table";
HIHARER KMS B4R

AT &R E R EHR Amazon KMS Z4A MBI R,

SELECT DISTINCT kms_key_arn

FROM "s3tablescatalog/amzn-s3-demo-bucket"."aws_s3_metadata"."my_metadata_table"
WHERE encryption_status NOT IN ('SSE-KMS', 'DSSE-KMS')

AND record_type = 'CREATE';

# & Amazon Bedrock 2t Tz

F L Amazon BRS ( Hl1E0 Amazon Bedrock ) X & £4&2F] Amazon S3, EAIAERIX LIRS IR
HAXNRTHE. Fl0, LTEREEHTHEE Amazon Bedrock 2B EX R L& B & B 1FEEH

user_metadata %,

SELECT DISTINCT bucket, key, sequence_number, record_type, record_timestamp,
user_metadata

FROM "s3tablescatalog/amzn-s3-demo-bucket"."aws_s3_metadata"."my_metadata_table"

WHERE record_type = 'CREATE'

AND user_metadatal'content-source'] = 'AmazonBedrock';

W8R Amazon Bedrock X R L&A BIZ#AE , M user_metadata FIFEBERHERFETREZITRK
BREY AT TR -

user_metadata

{content-additional-params -> requestid="CVK8FWYRWOM9IW65",
signedContentSHA384="38b060a751ac96384cd9327eblble36a21fdb71114be@7434c@cc7bf63f6elda274edebfe
content-model-id -> bedrock-model-arn, content-source -> AmazonBedrock}
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RAriEmE

T RIS REY L BTIRES

UTEHABTEHRENRNIAIRS, ZEB RIS MNNKRNKEHRE , FEESHROXNR , H

BREFISHRIEEMNRNEIIRA, & RI% bucket, key # sequence_number F|HEF,

WITH records_of_interest as (
-- Start with a query that can narrow down the records of interest.
SELECT * from "s3tablescatalog/amzn-s3-demo-

bucket" ."aws_s3_metadata"."my_metadata_table"

)I

version_stacks as (
SELECT *,

-- Introduce a column called 'next_sequence_number', which is the next larger

-- sequence_number for the same key version_id in sorted order.
LEAD(sequence_number, 1) over (partition by (bucket, key,
coalesce(version_id, '')) order by sequence_number ASC) as next_sequence_number
from records_of_interest

),

-- Pick the 'tip' of each version stack triple: (bucket, key, version_id).

-- The tip of the version stack is the row of that triple with the largest sequencer.

-- Selecting only the tip filters out any row duplicates.
-- This isn't typical, but some events can be delivered more than once to the table
-- and include rows that might no longer exist in the bucket (since the
-- table contains rows for both extant and extinct objects).
-- In the next subquery, eliminate the rows that contain deleted objects.
current_versions as (

SELECT * from version_stacks where next_sequence_number is NULL

)I

-- Eliminate the rows that are extinct from the bucket by filtering with
-- record_type. An object version has been deleted from the bucket if its tip is
-- record_type==DELETE.
existing_current_versions as (

SELECT * from current_versions where not (record_type = 'DELETE' and
is_delete_marker = FALSE)
),

-- Optionally, to determine which of several object versions is the 'latest'’,
-- you can compare their sequence numbers. A version_id is the latest if its
-- tip's sequencer is the largest among all other tips in the same key.
with_is_latest as (

SELECT *,
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-- Determine if the sequence_number of this row is the same as the largest
sequencer for the key that still exists.
sequence_number = (MAX(sequence_number) over (partition by (bucket, key)))
as is_latest_version
FROM existing_current_versions

)

SELECT * from with_is_latest
ORDER BY bucket, key, sequence_number;

FAENTHIES S3 THiERMEE

BRI S REATKBERNES, ( BITEEN ) tHFERPHEE. BIEARE SQL JOIN
EEFF , BUNERREXESPRFENHE.

AR R SQL EHE S3 HEXN TEIER (ny_s3_metadata_table) MIBITEEN THER
(my_self_managed_metadata_table) ZRAIEKXRITENIERK, ZERELRTE CREATE BHTHE
B8, XEEHRASHFINR (IANKWFIRE ) EAERT. (BXEZELR , H50 S3 iz
REM, )

SELECT *

FROM aws_s3_metadata.my_s3_metadata_table a

JOIN my_namespace.my_self_managed_metadata_table b

ON a.bucket = b.bucket AND a.key = b.key AND a.version_id = b.version_id
WHERE a.record_type = 'CREATE';

5 Amazon QuickSight SR T B R HKIFEBTMRAL

f& B0 Amazon QuickSight , ATASIEZR BN ZHIER , A2 TRLBX S3 HEXATHERN
SQL EW4 R, QuickSight #HIERAB B THREZREITHE, BREEAHREEXRTHERTEER
2o

BARATHBERVEFHERATESEOEER

- BAZOIMNRETAENF#SE?

- BERAENGMEL , MENKREFREENEILERZD ?
- BREREBTEBLERBENNR?

- ERRNREL R EENEDLERSD ?
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£/ S3 REMES Amazon RS E , B UNTHERTUEBREESE  ARBINEHSIZE
F{EA SPICE 5B SQL &£if] , kK7 Amazon QuickSight R EAXLEEIEE ., QuickSight ZHEF
Amazon Athena 1 Amazon Redshift 7 2 3E KR

BXEZER , S Visualizing table data with Amazon QuickSight.

LEXIR

AR S EAEE Amazon S3 B, MHFLFM# N S3 W R, XN RE XA HIEMN R RV THIEA
o —MFERPUUEERENT R, BFBRAFTFHEBEANR , e L& E Amazon S3
M, BXRUTRNEBRHNESZER , $ZMAmazon S3 WG MR EE,

B SO AR BN X LEE S3 7R , SFEEGK,. 24, HiE. E¥F, AIEA Amazon S3 2
HlE EERXHNHRARAKNR 160 GB, E LA KT 160GB B9 # , iHEA Amazon Command Line
Interface ( Amazon CLI ) . Amazon SDK = Amazon S3 REST API,

MRERTHRAZFHNFERRPEFEFR LENRIVES , N Amazon S3 KBBIZXNREZ — MR
X, MARBRIABNR, AXBARTEFHNESEE , BSRAEFESLEARAEH,

BIEEEFEMBIEKRD , Amazon S3 REHLLTIEDN :

« £/ Amazon SDK. REST API 5 Amazon CLI fE B2 MEEAR EEXNR — BRI LAEEA PUT EH
B KA 5GB HEMNN R,

« {4 Amazon S3 4| A FEBEANTTR - BT Amazon S3 4|4 |, LA L LE KK 160GB By E A
PUE &

« £/ Amazon SDK. REST API 8 Amazon CLI 7 & E&EX R — e LAEF 9 R L& API #84ER E
ERANAKRBNR (HFAKNDHAS5TB)

DB LML AP REEESH ABEN R LEKK, BUUSREEANR, XEX R B A IREM
I e HATIMSL B4R, BRBASR/MESMB 2| 5 TB SEEAMNKRERAS R LE, BXESZER | F
25 £ Amazon S3 REA SR EER EEMEFITR.

HEEEXNRE , BMABERT , MEAES Amazon S3 RERZEAN RS /I NE ( SSE-S3 ) B
MENR, HETHNRE , ZARFEER, AXEZEELR , W Amazon S3 FEBIRERIA
AR 35 25 U A0 22 1T J9 M K A D022 R AR 3 B

FEXNRE , MREEFEATRERBENBRIAME , BAIBIFE S3 PUT ERFIEEEE Amazon Key
Management Service ( Amazon KMS ) B RS 2RI ( SSE-KMS ) |, REF BEFHREMEEHH
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HIAMBZBE EIRE N A SSE-KMS RINZ#HHIE. BXx SSE-KMS WEZEE. , HSH £H Amazon
KMS (SSE-KMS) IEERSF iR NE. WMREHFLEEAHEMKTHEN KMS B4 |, WEXMENER
ZH4, BXx KMS ZAMBKFNENEZELR | 52 (Amazon Key Management Service 7F &
ARERE) PHAEHEAMKS AIAFEAN KMS E4.

R IR Amazon S3 HIBFIIEL 5 (R ( 403 BLLiGR ) £5iR |, BSHHEFE Amazon S3 FRYIE4E 1/ R]
(403 Forbidden ) 2R ¥ M THREELRR,

LEIR
8 3 2l &
WL AR AR AR R 22 ) A4 R RO SUH R 45 3] Amazon S3 T

EEMRE , NREBEHEXMGBINEMATIER, £ Amazon S3 #2H|AH |, EABLEIE SRR
ALANR. £ Amazon S3 1, XHERRTRIAHIAENRBEHPHINR, NREFEITREEE
Amazon S3 #2H A HFHXHR , MXHREHFESENREBEHF.

Flan , MREFHARAOXNRLL4E samplel. jpg EIFB R backup BIXHR , MIZREAAMA backup/
samplel.jpg. B2 , NREMK samplel. jpg £ backup X#HRA—EEZRFEPFETR. BXRESR
MHNEZER , 5SH AN R THE.

(® Note

WR#E Amazon S3 BEIAPERBENRIAERENFHEE, MBI THESTAEL , Fel
B-IMXNRKERIEXNR. MREA S3 RAEH , NtIBNROIMRE , MABEN R
TAIBEMRE, EXEENARHSRATIXNR (HNREE ) BWRABE.

EEXHRE | Amazon S3 2FATEXHMF XHERMNEEX 4R LEEFRER. AR, ©2D
BHEEXHEMNIHREABRONREBR, N, MRELEBE /images M samplel. jpg X
WA EZ R sample2. jpg IR |, N Amazon S3 & EEXFANH , R D EAENNESR
images/samplel.jpg # images/sample2.jpg. BB IIEEN RN XH KB, Amazon S3 2
FENERFRE—N/ EEHNEBEID. FlE0 , £ images XX HF |, images/samplel. jpg
images/sample2.jpg MRETRHN samplel.jpg M sample2. jpgo.

TR EA2E S3 17 4®

1. %&3XEF Amazon Web Services Management Console , fA/FET LT Mk FF Amazon S3 5|
A& : https://console.aws.amazon.com/s3/,
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2.

3
4.
5

EEMSMERT , BRFENE,

£ Buckets ( 718 ) FIRF , BFRBEF ARG LA FINFEBHBR.
Ei%# Upload ( £1& )

EEEEOF , AT TIIREZ—

- MXHMXHREHRE EEED,

o ERARIMIHBRMIHR | ERE EENGRIHRK , REERT,
ERRAREES , FEBF TEREBEEBRAES,

EFASHB XXMM AR B M EEED | FikFE REER EE,

Amazon S3 & LRI RMXHFR, EEZKE , BANELE  RETELEEKIER.

BEHMNRESE

EFERIFAEHEIFRNE |, FiEFE Permissions ( IR )

£ Access control list (ACL) [1A R # & 55k (ACL)T |, wmENFR,

BRNURFENENES , B2 £/H S3 EHAANRIEE ACL R, EBaIEak (HRE
WE—NA ) BFNEHXNROVIEEGFRINE , FHEEBREEEE LENFEXH. B, A

BUETEEFRAH BB RINRIARE, RFLIFRISANBRERT Mo ERRG (W0
FREMAT MR ) o BHATE LA REE SRR,

EREHMMMEM , 1§51 Properties (B ) -
EEMEET , FEELENXHERE#FE,

BREMENEZER , FSH 7T ENEE Amazon S3 FfiE3k,
EFHIXNROMBZRE |, EERSR[/HMNBIRE FTHITUL TR

a. i&# Specify an encryption key ( IEEMZZ4 ) -
b. EMBRET , EFEARANNEZENEEBRERBEZRIANENEEBRE.
c. MELERBERANNBENFHEERE , USTERELTNEZRE,

- EFFAH Amazon S3 EEMZLAMNE LA XH |, Ei1EF Amazon S3 FEE X 4R ( SSE-
S3).

BXREZER , 2 W £HEH Amazon S3 REXN BN RS SRimMNE (SSE-S3) ,
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- EFHEFEMHE Amazon Key Management Service ( Amazon KMS ) #2248 1% L& 1Y

X4 |, &% Amazon Key Management Service 240 ( SSE-KMS ) . & , I Amazon
KMS Z4ER U T EDZ — :

« ENATAM KMS ZHIIRPHFITIER , BERBMNER Amazon KMS keys R 1Ti%F |

SRJEM T A Z AR 5 R PR R ER KMS B,

Amazon BERZ (aws/s3 ) MENEF BT EBRZABIE R ELIIKRP. BXE
FEXEBRRRPENEZEELR |, i85 (Amazon Key Management Service Jr & A 5 15
) FHNESZHM Amazon FH,

« B A KMS %48 ARN | iEi%$F % A Amazon KMS key ARN |, AFEE RN FERDH A

#£H KMS Z4A ARN,

. BTE Amazon KMS 2#AFoIZHFHES H T ERARE | HiE0R KMS B4,

BXBIZE Amazon KMS key WEZEE , 152 (Amazon Key Management Service
FRARERE) FHLEERA.

/A Important

18 L REFE A S E#EEPTEHE R Amazon Web Services XiEiF a] FHHY KMS %

%, Amazon S3 BH AN EHEF#HBMNTE —XEHHAET 100 > KMS 4, E
ERAARSIHA KMS 40 |, 84005 A KMS %48 ARN, HnRI& %6 A H bk
HER KMS &40 , M4 g EENER B , A2 AHNKY KMS %47
ARN,

Amazon S3 X ZEFEXNFRMEE KMS 4] , FXIFIEXF KMS 4. BRESE

B , %2/ (Amazon Key Management Service 7 & A R 1EFE) H YT EX # A
JEFI#R KMS %48,

6. EFAHMKREM , FiEE On (ITH ) . REXTF Checksum function ( RIEFEEK ) |, EZF
EFANEH. Amazon S3 EREIBINMNNREBITEHFEHREFE, BALUEEA Precalculated
value ( it B ) EREMRMAITENE, X# , Amazon S3 & FEEENESHITENEH T
b, MERHMEFREE , Amazon S3 H4E KR,

HttREMECEBEEEATRIIHENRENE L, AXHEAERRNNESLEE , FSHE
Amazon S3 FREXNRTEM,

7. E@ELENAEXNSRIGRE , EI1EHF Add tag (RINRE), EREFERPEAGEEN. MARZS

BB,

EEXIR
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MNRIRENERE TN EFETO RN T E. FMIEHE—NME-EXN, BANREEXD KD
B, RTEMR , EBHRZALE 10 MrE, HRERHKEZFAALNR 128 4 Unicode FAF ,
REENKERAAEN 255 4 Unicode ZF. BRANRHRENESEE , HSH EARENF
1T 3K

8. ERMTEIE , FREFIMTHE,

a. EXRET , FAEREELIAFENL.

FNFREENTHIE , BULUEZRBRAM HTTP #53k , 20 Content-Type H1 Content-
Disposition, BXRAENX THENIRUREEDTAFIMENEE , BSRREELHINR
TEIE. HEIE x-amz-meta- FAWEATHBEBHEANARPELN HIE. ARENLT
BIRELENREFHE—E , HRELTHZNRMNIRE, FHAREEBEILMFE US-ASCII #R
o ARFENTHBEHREAAN 2KB, NMFFATHRREENNAFREXNTBIE , BSHAE
AN THE.

b. NT®#, FEFE—IH,
c. BAZEWE.
9. ELAMNR, HFEELE,

Amazon S3 F EEABHNR, EETHRGE , BULELE  RETNEEEIRIER.
10. HIEER Exit (1BH ),

£/ Amazon CLI

BATLARE PUT B3R , ERNMREF LERK5GB IR, BXEZEE , 2 Amazon CLI
TS EHW PutObject RAl,

£/ REST API

LA LA K% REST B3R U EETRR, BAILAKIE PUT FRUEENRER LEHIE, BXEZER
HZ# PUT Object,

£/ Amazon SDK

B LAEA Amazon SDK 7£ Amazon S3 A E&EXN R, SDK MERRE T BEREFE , FETUERN
i EEHIE, BXER , S HXIEN SDK IR,

LTRILMNEEH SDK B RH
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.NET
AR C# REERHIFEAPED PutObjectRequest IHERBIBFH IR :

« %8— PutObjectRequest FRFXAFHBEREFANRFINREE. EXLEEFHEBIANRE
=

« =/ PutObjectRequest IHRBEIEEXH B LEXH. IERZEIEE ContentType #5k
MAENRTHE (8 ) .

BEXEENETRBRAMBER , HSH (ERT NET 9 Amazon SDK F R A RIER) FHER
F NET 8 Amazon SDK A7,

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;

using System;

using System.Threading.Tasks;

namespace Amazon.DocSamples.S3

{
class UploadObjectTest
{
private const string bucketName = "*** bucket name ***";
// For simplicity the example creates two objects from the same file.
// You specify key names for these objects.
private const string keyNamel = "*** key name for first object created ***";
private const string keyName2 = "*** key name for second object created
Kk k.

private const string filePath = @"*** file path ***";
private static readonly RegionEndpoint bucketRegion =
RegionEndpoint.EUWest1;

private static IAmazonS3 client;

public static void Main()

{
client = new AmazonS3Client(bucketRegion);
WritingAnObjectAsync().Wait();

static async Task WritingAnObjectAsync()
{
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try

{
// 1. Put object-specify only key name for the new object.
var putRequestl = new PutObjectRequest

{
BucketName = bucketName,
Key = keyNamel,
ContentBody = "sample text"
};

PutObjectResponse responsel = await
client.PutObjectAsync(putRequestl);

// 2. Put the object-set ContentType and add metadata.
var putRequest2 = new PutObjectRequest

{
BucketName = bucketName,
Key = keyName2,
FilePath = filePath,
ContentType = "text/plain"
};

putRequest2.Metadata.Add("x-amz-meta-title", "someTitle");
PutObjectResponse response2 = await
client.PutObjectAsync(putRequest2);

}
catch (AmazonS3Exception e)
{
Console.WriteLine(
"Error encountered ***. Message:'{0}' when writing an
object"
, e.Message);
}
catch (Exception e)
{
Console.WritelLine(
"Unknown encountered on server. Message:'{0}' when writing an
object"
, €.Message);
}
}
}
}
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Java

UTROFEIZFAI R, F—IMHRF N NAFRHREANRE  B-XNRE—DXM. EZ~H
B AEX AmazonS3Client.putObject() WFAPEREEEFREBBI, XNIREMABTER
HEF-IHR, ZROIESERAEEFER. NRENMXAHEEN PutObjectRequest Kbl

E-NMXR, PutObjectRequest IEIETE ContentType FrK MR TEIE

BREBMMNABRRGINGA |, &

T

import
import
import
import
import
import
import

import
import

public

public static void main(String[] args) throws IOException {

com.
com.
com.
com.
com.
com.
com.

amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

java.io.File;
java.io.IOException;

.AmazonServiceException;
.SdkClientException;
regions.Regions;
services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
services.s3.model.ObjectMetadata;
services.s3.model.PutObjectRequest;

class UploadObject {

Regions clientRegion = Regions.DEFAULT_REGION;
String bucketName = "*** Bucket name ***";

String stringObjKeyName = "*** String object key name ***";
String fileObjKeyName = "*** File object key name ***";
String fileName = "*** Path to file to upload ***";

try {
// This code expects that you have AWS credentials set up per:

// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html

Object");

AmazonS3

s3Client = AmazonS3ClientBuilder.standard()

.withRegion(clientRegion)
.build();

// Upload a text string as a new object.
s3Client.putObject(bucketName, stringObjKeyName, "Uploaded String

2/ GERAT Java 9 Amazon SDK FF R A RIEE) FHA

EEXIR
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// Upload a file as a new object with ContentType and title specified.

PutObjectRequest request = new PutObjectRequest(bucketName,
fileObjKeyName, new File(fileName));

ObjectMetadata metadata = new ObjectMetadata();
metadata.setContentType("plain/text");
metadata.addUserMetadata("title", "someTitle");
request.setMetadata(metadata);
s3Client.putObject(request);

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();

} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

JavaScript
BUR RO EAE X LR B EXEFH Amazon S3 F iR,

import { readFile } from "node:fs/promises";

import {
PutObjectCommand,
S3Client,
S3ServiceException,

} from "eaws-sdk/client-s3";

/**
* Upload a file to an S3 bucket.
* @param {{ bucketName: string, key: string, filePath: string }}
*/
export const main = async ({ bucketName, key, filePath }) => {
const client = new S3Client({});
const command = new PutObjectCommand({
Bucket: bucketName,

Key: key,
Body: await readFile(filePath),
});
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try {
const response = await client.send(command);

console.log(response);
} catch (caught) {

if (
caught instanceof S3ServiceException &&
caught.name === "EntityToolLarge"

) {

console.error(
‘Error from S3 while uploading object to ${bucketName}. \
The object was too large. To upload objects larger than 5GB, use the S3 console
(160GB max) \
or the multipart upload API (5TB max). ,
);
} else if (caught instanceof S3ServiceException) {
console.error(
‘Error from S3 while uploading object to ${bucketName}. ${caught.name}:
${caught.messagel}’,
I
} else {
throw caught;
}
}
};

PHP

WRESIESEEA EAT PHP 89 Amazon SDK ARy EEK/INFE AN 5GB BT KR, WTFEKX
B3 | SBRAER DB & AP g1, BXEZEER |, i85H £ Amazon S3 REA DB &K
FEMEFHTR,

BXREAT Ruby B Amazon FXTET APIHNELEE , BHEEAT Ruby B Amazon FFAT
Ba - fRA 2,

Example — @ L& BIEFE Amazon S3 BT RIBNY R
BEEA putObject() FERLATIE , AT PHP RAIEEEFEBPAUENR,

require 'vendor/autoload.php';

use Aws\S3\Exception\S3Exception;
use Aws\S3\S3Client;
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$bucket = '*** Your Bucket Name ***';
$keyname = '*** Your Object Key ***';
y j y

$s3 = new S3Client([
'version' => 'latest',
'region' => 'us-east-1'

1)

try {
// Upload data.
$result = $s3->putObject([
'Bucket' => $bucket,

'Key' => $keyname,
'Body' => 'Hello, world!',
"ACL' => 'public-read'

1)

// Print the URL to the object.

echo $result['ObjectURL'] . PHP_EOL;
} catch (S3Exception $e) {

echo $e->getMessage() . PHP_EOL;
}

Ruby

& T Ruby B9 Amazon SDK - fiZA 3 B @5 X R E4E %) Amazon S3, F—fAXEA
REAXMHGLERERFR , N\TMeEEBRW MR EEERARDAXHY, FRAREXHLERFSE

1. 812 Aws: :S3: :Resource FERISLHI,
2. B EHBEMNESI AERNR,. N TEEBPIRNREGARISINN RIE—F4,
3. ENRLEA #upload_file,

Example

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectUploadFileWrapper
attr_reader :object
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# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Uploads a file to an Amazon S3 object by using a managed uploader.
#
# @param file_path [String] The path to the file to upload.
# @return [Boolean] True when the file is uploaded; otherwise false.
def upload_file(file_path)
@object.upload_file(file_path)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't upload file #{file_path} to #{eobject.key}. Here's why:
#{e.message}"
false
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-uploaded-file"
file_path = "object_upload_file.rb"

wrapper = ObjectUploadFileWrapper.new(Aws::S3::0bject.new(bucket_name,
object_key))
return unless wrapper.upload_file(file_path)

puts "File #{file_path} successfully uploaded to #{bucket_name}:#{object_key}."
end

run_demo if $PROGRAM_NAME == __ FILE__

BT Ruby B9 Amazon SDK - fRAS 3 L&A RAEZFF AKX 2MEH Aws: :S3: :0bject B #put
Fit. MERNKAFZTHERENTRUE LN XHHN IIOXNR , WARBERH. BEFERALSE , #
HATUATIR4E -

1. 8]2 Aws: :S3: :Resource FERISLHI,

2. REMBEMAESIABEHRN R,

3. @A #put , NTIEAEZRFEH 1/0 WK,
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Example

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectPutWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

def put_object(source_file_path)
File.open(source_file_path, 'rb') do |file]|
@object.put(body: file)
end
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't put #{source_file_path} to #{object.key}. Here's why:
#{e.message}"
false
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object-key"
file_path = "my-local-file.txt"

wrapper ObjectPutWrapper.new(Aws: :S3::0bject.new(bucket_name, object_key))
success = wrapper.put_object(file_path)
return unless success

puts "Put file #{file_path} into #{object_key} in #{bucket_name}."
end

run_demo if $PROGRAM_NAME == _ FILE__
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Bt ERERHERBHXTIR

EN EEREERARGEEARUEXNRZH , BUUREF#BTRESFEZNR, XHETUILE
HURHE, JLEN  EREEAFRIFEBTHIFEEFHERREMNABTIR.

ALNEZHGEART PutObject 2 CompleteMultipartUpload #&3K.

EXERMBERNEZEE , HSREHESRMERD S3 BIEFMATIRFZ M4,
£ Amazon S3 H{ERA P R L&k EEZEFEFIFTR

PRERXFHEFENNREN—H DR L Amazon S3. BN BREBEXNRBBENELTLS, &
ALY EEURBRESINF LEAXENRD R, X T L&, EFEN Amazon B RS B3 iHEX
KNBREM , FFEERN RN —BENBERN -2 KIEE Amazon S3, MREZ D BREREK
W, TIREFERZBRATAFRATIR, LEZNROAEDRE , Amazon S3 fHLEIXLE S
BRFACEN R, REMERX 100 MB REARNNRERA TR ELE , MAREENMEES LEEAN,

ER D B LA AREL TS

- REEHE - BAUATLEIBRURERHE,
o WEARMGEEBEHRERE - RONDERXNATSRETREERMEBEER AN LERFENE
e f = B 1K

. SEARENRLE - CTNE—BRANES LENRS B, BHSRLER  TREIHS
B SARERGERREL S BLE,

- BEEAENROZLKRNDEIFTGRLE - BAIREQIENREDRHE £,

BINBWERUT AR ERAD R L% :

- MREBERENSHFAMNX LEAEXNR , FEIHTLANRDBERIUSLEMLRE  MNTERAD
R EERURARE R RGN TATER,

« MREBEIMRIMEHRT EE , BEASREE  BIBRERTH LERESHENNEHIRNER
BN, EEMATER LA  RFER LEE LEARE T DR, MEFMNKEHRFE LEN
Ko
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® Note

B XK Amazon S3 Express One Zone FXE5BE R FHBESEANESEE , 38 S3
Express One Zone MEH EH RF#E . BXRFE DB L&A T S3 Express One Zone B &7
RN EZEE K BZANERREAD B L&,

TR EERE

TEREBRDA=ZAZR . FREE, LEXIRDE , URELEMETBRRETED B LR, ERFIZEK
DB EZFERE , Amazon S3 2R LEN T RUWENR , METUBIEREFERFHEMEEX
KR—HBHRZN R

B LG HA A EENITH DR LR, ERBNBES R ELERELEN D BRIIR, L EZSMRER
FEARTIRREIT T 5

TEREEFR

HBREBERUF RS R LR, FBRRIEERBRMERE, RfE , Amazon S3 FREEHR L4 ID K@
B, bt ID BB EAAMME—IRAR, HEEEDTR, JIHDER, TR ELASREL LAY, FR EE
ID. MREUERMERE EENNRNTEE , LAEBERPREHREUETHIRLE, ESRFT
EREDEREE,

DR

LERDERE, BRT £42 ID 25, BB AEEDBRERES ., LA LERE 1 M 10000 ZANESDERES.
DERESHELEE LEANNKRPHE IR TERENVE, BERNTRESTLRELFS (Fla,
CHUR1. 5M14), FEE K MREEAZHLENDIBRNE-2BRES LEFITR , Mza £

BT REBEE,

HIE LD ERREY , Amazon S3 HEMNFIRERBMEERE , HhE8 5 RORBMEENIRL.
NTHI DB LE , BUFERDBFESHN ETag H, ELTERENERPIFEXLEUATRTEL
e BANDRELENBEBCH ETag, BER , " BEPREEZRABEHATESTER , FTE D ERER
2B T—1 ETag , FAZIMREMIRE M,

/A Important
BB EEHLEE-NIZIANDERZE , BUNTERRELTE EE , THEELREFE#E L
RRNDRMEERR, AEETRIFLETR EZZE , Amazon S3 F 2R K S BRFM#HFLE
B I ER D BRI 2 Ao
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FLDEREER , TEBRERZLE ID EEREADTR. MRDEREEERRTH , MEME
HEFILE LR, ENNATRSRITALK. I THEABRKAEDREANFTIERME , S50
REZTHAMBEDBRN EEZESFLED B LA,

pol= Wl 320

SRR &R, Amazon S3 BEEAFN T BRESHEILD BRRGIENR, MREFHBD R LEE
RAPRETEMANRTHE , W Amazon S3 KFZTHBEENREKEK. RITRERE , 2BFT
BEHE,

RO R EE ERVMEIE L ID, 2RESREMRK ETag EM5IR, Amazon S3 Wi 5/ 1 7 i
— i IRFIHEN REBIEHN ETag, It ETag TREBAX REIEHN MD5 5%

LHBEDER EEPRRETENNRREME |, Amazon SDK £ REFEi%EL4 Amazon S3 , M S3
LERSH[HBIAENRTEMY  FHEBRIIWERTLER,. AR, WRELTE , S3HE#ENR, W
REXBMEFEE , Amazon S3 FEERAMH HI BadDigest iR NRHURBAEFHETR
THES , ZHEEEFEAXETHERBIEN KRNWBETEM,

7 B £ A% 18 A R

NFHRAE , BRIEEBEER—D 100 GB IXHER D B L&, EXTERT , BREENIRBPIHIT
AT API AR, EH¥E 1002 4 APIEA,

« —MNATFEFIZIEMN CreateMultipartUpload B,

« 1000 N#IE UploadPart @A , IR E&EA— 100 MB 7D B , B K/NA 100 GB.

- ATERIZIEMN CompleteMultipartUpload M.

DB EEFIR

BRLGIHBED R LEARMBEERITHTR EENT R, JHIBRREFEREENEET R LA
mEENTRER. RTENIEHSTERIER , Amazon S3 HFREAAXRBESRLENTRER , &%
791000 Mo B, MRFTER EATHDRBEET 1000 4, BYBIKIE—R5I5IH 5 RERUE R
BOR, HER , BENDERIIRTEBEATR LEND B, ERASEHD R EE RF , BTREE
EHRITH D B LERSIR,

EE#THIRELAZREFTHREERTHIF L LE, FMERFEEFZ 1000 MR EE, R
IEE#ITH D R LA 1000 1, BUTREEMBERS R RRRN DR EE. RERRDHHIF
HATRAE,
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/A Important

REFTRD R EAE BRE , BOERALIIRNER, R, 2 EE 5 RN Amazon S3 IREIHY
MBI ETag fERY , BRELEHESHNEES RESHIIR,

£/ o0 By LR IRERV IR A

EFNFXN R EEF Amazon S3 Bt , AIIEERKL ME LA Amazon S3 EA. ERIAER T , Amazon
SDK #1 S3 ##IAXNFIENR LEFERA—MEL  SUUBEZEE:. NREFHANEEKIEMN SDK
HEZEEENNSEERENRIERM , I Amazon S3 £ B# A CRC-64/NVME (CRC64NVME) &K%
MEZ, (XEEERHBEZTBEUHERIEMNEELEDT, ) HFEA CRC-64/NVME Bt , Amazon S3 &7
ZPBREETER LATREITETENRIRE M. CRC-64/NVME REME LA FITEENTRE
BEERKBRM , I8N 2M0 BN S MBI,

EFERATREANNRE/£ER S3 /5, Amazon S3 HitESN 0 BRETENRWREFEH FiEiX L
B, LB LA TAHRMEA S3 APl 5 Amazon SDK ¥4 &K F{E :

« WTFEANDER , AILER GetObject 3 HeadObject, MREEED R LA PEHRTHEEZN
TERORENE , ATLAfER ListParts,

« WFEANNR , AILAEA PutObject, MREFATENKREMNRITOER L , BEIEET
R FMERRKFEH CreateMultipartUpload M CompleteMultipartUpload, BRI
MR RURBFNEREHADE LEPERAN MR MER | BFMFEMH ListParts,

/A Important

MRBFIPRLEEERBRIMESHER , W EESNMNDER (EDREER ) NN D RiRT LDAME
BREEN DR HMN 1 iR, FRARKMN , MBREEAFEHAEEETBRES TR DR L&
&R , Amazon S3 G4 HTTP 500 Internal Server ££i%.

BXAREMMALES R EENRNEZFEER , HSHE Amazon S3 FREN KT EM,

BXRATERNMER DR EEURFANREMK EENRNGHIRSE  FSHABE  BIoERE
R EEXNRABIEHBIETEN.
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FRDEREERRE

EHRFERHNER , FHNNABRFAURANZER—NREFBRSINEH. EHNARFATEXEAR
—NWRBFABSNEBREE. RE , ITFHASNMEE | EHNABRFIN LEDBRHFER LEER
KIEE) Amazon S3 , UBIEN R, HEEWBAT S3 RAEHN , TR B LA FHANE -/
A, HEERRAREARFINEERTEIEAMERNRENZSAND R LA |, IRWYITRAFHE
¥ (createdDate ) FFEAMY L& IRTE,

il | &1E L 10:00 BN ENNRH CreateMultipartUpload iR, AE , BELF 11:00
RBRXE—FNRAE = CreateMultipartUpload &R, AAE-MERERIERMN , I E
F 11:00 WERAT LA RGH N LA , IEE—PMEEREE-NLEZETHAN , L2
e MTFRBARETEHNF®HE  ERI7BRLESEEH B LEAHEZERNEAECERBITES
£ 5.

S—ANAMMELEAR SR EEFRNOTFR  EEAR MR RIREE2E , ECHREMNRT Z
B, ERLBREZA , TROBRELENENAIRERTEREINROBERTRDUIE TR,

BribE o B LA HE L2 B R HEEIRB X R

AN EEREERARGBEARUEXNRZH , BUUREF#BTREESFEZNR, XHETUILE
HURHE, JLEN  EREBEAFRIFERBTHIFEEFHERREMNABTIR.

AN EZRHEART PutObject 3 CompleteMultipartUpload 3K

BRAFHERNESEE , BFSREABRMHERD S3 RIENMEIRESA.

2R EENEN

e R Et2JE , Amazon S3 RREAMED R , BERBTRIFIE EE, ERMEEGEARA , B85
XHAEXREDTER EEAREXBRDBRNABFMR. TRMERNEA,

FREEZLEAZIN T BRNEENFHENXLESERWKSE, B2, MRFXLED R L&EF| S3 Glacier
Flexible Retrieval % S3 Glacier Deep Archive , MITEFE N IX LD BRI HR, ELETRZE , X
S3 Glacier Flexible Retrieval #fi#2k# PUT &R EE L& 2 BRK A S3 Standard 2 i# 5 R iR
S3 Glacier Flexible Retrieval Z17&Z 1T %%, b4\ , CreateMultipartUpload # UploadPart
1537 S3 Standard #&*i+%%, RA CompleteMultipartUpload &R S3 Glacier Flexible
Retrieval #2112, E# , E LA TR 28 , X S3 Glacier Deep Archive Zfi#3EH PUT 1E3RHY
IE1E LR 9 B X A S3 Standard #2% 28 2% S3 Glacier Flexible Retrieval EF&F#1t% , MRE
CompleteMultipartUpload #3K#& S3 Glacier Deep Archive &Rt %%,
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MRBEEZE LD R L& , Amazon S3 FHlER L&A RHRE LENEADER. BEFRNXLERGHLHE, T
WIEENFMEERINM , MIBRARTKN D R LA WEIRBIMBRER. BXENNEZEE , ESH
Amazon S3 E#t.

(® Note

NTERAEEHREE#ERAE , RIMNBWEEEEaAHAN , LUEEA
AbortIncompleteMultipartUpload REEREENRBEMBRATHN D E L&, BxAl
BEGRABANUBBRATEN S B LEANELELR | B R0 E 64 o B B B E SARIBR
KRERK DR L1,

DR EER APl XHF
Amazon Simple Storage Service API Z2EM THEHJL TR 7T ER T2 & L&K REST AP,

BXEMA Amazon Lambda B¥EY 20 B} L4&E % , 1§25 Uploading large objects to Amazon S3
using multipart upload and transfer acceleration,

- BB ERER

- ERDR

- LEDER (EH)
- BRI EREE

« RIESERLEE

« BT ER

« FlHsBREA

Amazon Command Line Interface X F %4 B8 L5 X 5
Amazon Command Line Interface FIA T EBN B TERA T2 R LEWRE,

- s EE

- LB

- LESER(EH)
« BRI BREE

« RIEBEREME
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- JIHSER
« DB

Amazon SDK X F o R E & i

A LA Amazon SDK 7 R EEXN R, X APl B4EXEH Amazon SDK 5K |, 55 -

- BIESERELE

- LESE

- FREDB (EH)
- TEROBRLEE

- PSR

- SIS B

- SO B

DB L& API FIHX PR
ERFREEERS B EERENFTENR, SAERFRZREFIR (ACL) . FHBERIAS K
RIBFMARITXLERENRR, TRFIETHEAE ACL, FHEERDAFSERE , S0 B E1£8
YR P AN PR o
R 1E PR AR
BB AREBENFNRIAT s3:PutObject Bl , THBIEB DR EEER,
FEBREE T UA T EMEARNIT s3:PutObject B4E,
FHRABR M BARBENFHRRNIT s3:PutObject B4 , FHERRBD B 1%,
FEBAEETUAFEMEMRIT s3: Putobject 4.

riLE FRIRD B LERRBENRESE TR, WRARER Amazon Web Services Ik , it
TTEMREMES Owner TEHENEE, MRELXEER IAM AF |, Lk xEFREH
7 ARN F1 & RE Fro

EFRD B BRAAF BN TTRNIT s3:PutObject BIE, FRELEDER,

RSB L& API hzZ 2006-03-01 196


https://docs.amazonaws.cn/cli/latest/reference/s3api/list-parts.html
https://docs.amazonaws.cn/cli/latest/reference/s3api/list-multipart-uploads.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_UploadPart.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_ListParts.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_ListMultipartUploads.html

Amazon Simple Storage Service ArfEm

BRI

LRZR (&
# )

tl\

TR DR L&

FLDEREE

B 7 BR

PREBR

FEBABEEL AT REEN N RMIT s3:PutObject B, UEREET
Bl ERZXN RIS R

MIMAF BN RIMIT s3:PutObject #BE , TR ELETER, RAKERELE
MAENRDER , RS RFEX RIS RINIT s3:GetObject o

FRBREELTAATRBENNRINIT s3:PutObject #F, REESREL
RENRN T Ro

IR BN N RIMIT s3:PutObject 8B , FTRETR D R LA,

FHBAEELTAAFREEXNNRINIT s3:PutObject BRIF , UEREBET
BLSTERIZXS REV 0 R £ 45

MR AVFEBINIT s3:AbortMultipartUpload B4, FREFEL DB L/,

BRINMERT , I FEHBHEENS R LANREZERITIIRE , 45 IAM F S3
ERBERN -9, IRAKEER IAM AP | 1AFZAFH Amazon Web
Services lF{E 1L DB Et&, £ VPC In KRl , 7 BREENAEET LB
KRBT s3:AbortMultipartUpload BIEMIRER,

BRTIXLEERIABRZ , FRBHEETUATHMEEIITRINIT s3:AbortM
ultipartUpload #BE, FHBAEETLUELETMES , FHTERIT
s3:AbortMultipartUpload 4k,

BB R AT LAAT s3:ListMultipartUploadParts  BEM AR, T8
7B EEBIIHDER,

ERINVBAT , EHEBEEEEN N AHNEEEN DR EEIE DR, 9K
FENEEEENANBETERLEIESER. MRPELEENAEER IAM A
o, &% IAM B P B Amazon Web Services K BEIREER S H R EER
P E&o

BRTXERINBERZA , FRBAEEUTUATHMEAT T RINIT s3:ListMu
ltipartUploadParts B, FRBIAEE L ILIELTMEM , FHTE
1T s3:ListMultipartUploadParts gk,
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R’ PREBR

SO B EfE  BURER AN F#MEINIT s3: ListBucketMultipartUploads  BEM
AW, TEEFIHIEE LR B ZFHE DR L%,

BRTBRINMERZH , FEBAEETUATFEMMEATFEBIIT s3:ListBu
cketMultipartUploads  #&4E.

Amazon KMS  ZEi&id XA Amazon Key Management Service ( Amazon KMS ) KMS Z4A#Y 0
MEZEMBEZNE BRTORLE | BRELAEFUTNR :

KX PR _
o XIBEAMIT kms:Decrypt H kms:GenerateDataKey #1E.

- CreateMultipartUpload API B kms : GenerateDataKey #&4E,
« UploadPart Ml UploadPartCopy APl #J kms :Decrypt &1,

XLEAPRZAFEM , B Amazon S3 AINTESE K 2 B L 4% 2 Bl #% 22 F SR BN 25 1Y
NHBRTPHHIE. ERENRORKAE , €FE kms:Decrypt NXRUKE
BEEFRERMENNBZANRSSRIRNE. MREEMSLA CompleteMultipartUpload
API| B BXEXFENNR , NFEZERBRMBER T AEN R,

WRIAM AFRZAae5 KMS 4B TR Amazon Web Services Il A, NI
RAFEN 24T IAM KREEERENR, MREH IAM BFRFSAGE TS KMS %
AWK, |, BAREZAREN IAM ARSARHEFXENR,

SSE-C (EE& £ CompleteMultipartUpload API B} , 27112t SSE-C ( EEFFIRUENINHBRER
ERREHMN ANRSSHIHNE ) , FURNEEERRNNBELTUENR , HET2RERE
RZHANERS  FE.

BRim N )

BX ACL REFREBINNEZBXRZNESR | 55 ACL R B KBRS, B
XIAM A, AENREXENELR , 53 (AM AFER) 2/ IAM B&/ ( B, AFREANA

2).
£ 0 R LR BRAER R A

B=1 Amazon S3 AP| A FHITEBrII D EX £4% : CreateMultipartUpload, UploadPart #
CompleteMultipartUpload, T&RIEH T XA AHFET/N API REFFLER I FIRLFE
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REFMEE REFIE CreateMul UploadPart CompleteM
tipartUpl ultipartu
oad poad

x-amz-sha
256
F&:

- BEFHEEmARESRBRATHEN DR E4Z

- FRAPBRLERELENR

- RS4RI NET TransferUtility 3£ & B %,

« SIHS R

£/ Amazon SDK BRER% ER E1&

« It L

- FAPBRLEEEFNR

- BB BISB AR EANSARIEHEEZEY
« Amazon S3 7 E& L& BRI

BC (B 17 1 478 A5 an R A I (BB AR BR R SE AR RY 0 BR A%

ERBIERE , RINEBWEMEA AbortIncompleteMultipartUpload BEE B BEIAM |, LA
BRAEEREFERE. BEXPULEIBRLENESER , HSH PIED B LA,

Amazon S3 XFFREBAEREHMN |, L0 UEAZMNIER Amazon S3 FILRER N EHE
ERBATERN DB L&, RSB EEREREENNEEERNTK , WHFEFERENSES R
J& , Amazon S3 FIE DR B4 | AMBRE D B LAXBRN SR, ANBRERTRAEN SR EE , 1B
ERTEEEBN DR L,

THERM#MA AbortIncompleteMultipartUpload BEREMANK REIEGARERE.

<LifecycleConfiguration>
<Rule>
<ID>sample-rule</ID>
<Prefix></Prefix>
<Status>Enabled</Status>
<AbortIncompleteMultipartUpload>
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<DaysAfterInitiation>7</DaysAfterInitiation>
</AbortIncompleteMultipartUpload>
</Rule>
</LifecycleConfiguration>

EARHIP , ZAMURRA Prefix TR (HNRBEHIR ) HEE, Bt , ZRANERTERFH TS
REENFHRBTFHAENR. FAEEHERELRATHRB D R EEEBFESHITHIEREN M4
FIEREXN BRI T R EEREEMRR.

BXFRBEGEAHEENEZRFR B2 EENRNEGEH.

(® Note

MRSEBEEEEANPEENRBEATE , Il AbortIncompleteMultipartUpload 47
BERERER (B , Amazon S3 FLMITEMIRIE ) . 1, WBREFERA TR, th&Ew
BERETBBREMAMT R, A, HEBBREMRTHA DR EEDERE , FRUWER S3 &£
AN R ER R A

£/ S3 24l A&

EAFEERTHRN DR LA BULER S3 2H a0 BERFHAN , UEFEBPHRTHS KR
TEZFHHEBERBETH. ATIRNBNARMNERERAN | BUE 7 REMBRRTRN 2K L
., BXRAMEGRABANNESER , FERNEFEMLIRE S3 £mAHNRE.

AN an B EAAL N SA AR 1 E IS 7 R RTERE 2 R E4&

1. & %% Amazon Web Services Management Console , fA/EEI A T Mt $TF Amazon S3 24|
A& : https://console.aws.amazon.com/s3/,

2. £ Buckets ( 788 ) 5I&kTF , BERENHUBEWEABRANNFEBHER.
. 1E1%&$F Management ( B3 ) I+ , AR/F1EEF Create lifecycle rule ( BIE4EmEAHMN ) .
4. £ Lifecycle rule name (£ EEAMN B F5) &, B\ AHUE B o

EiZFERA , LEHRAARE—H,
5. BEFREGAHANGTEE
- ENEARENENAENRAUBEWEAIAN |, iHi%#F Limit the scope of this rule using one

or more filters ( fEA — NS NFERFZHREILLANBTE ) , RETE Prefix ( I ) FERHP M
INCIE: B
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- ERNFHBMPNAIENRAZBLE BN , FE1%E$F This rule applies to all objects in the
bucket ( SkBANBEA FEHEBHPHIFAEXNR ) , AFIER | acknowledge that this rule applies to
all objects in the bucket ( AL NER FFHEBPHIAENR ) -

6. 7 Lifecycle rule actions ( £ EEAMNERYE ) T , %+ Delete expired object delete markers or
incomplete multipart uploads ( i BR3S HAEI X KRB BRARICH R TR DR L& )

7. 1E Delete expired object delete markers or incomplete multipart uploads ( i B3z £ &9 33 SR i B
FRICEH AR DR L4 ) T, #%# Delete incomplete multipart uploads ( il Bk 52 B #9 29 Ex £
%),

8. 7 Number of days ( X% ) FEBH , AR , EHRXBZ S MR RTRN D & L& (ARG
FRT7X),

9. EFEGIEMN,

f£ A Amazon CLI

LAR put-bucket-lifecycle-configuration Amazon Command Line Interface ( Amazon
CLI) s S HEENE#EEAMEGAREE, EFAL®WS , BN user input placeholders &
MANIENER.

aws s3api put-bucket-lifecycle-configuration \
--bucket amzn-s3-demo-bucket \
--lifecycle-configuration filename-containing-lifecycle-configuration

LUF ROV E R E A Amazon CLI AR 04 a5 B EAA AP IE R TER IV 20 R E42, EEE—1RA
JSON & FHIEE , AP LLER 7 RAVRTRHN D B L&,

EFAARHIBH CLI 5% , BfF user input placeholders B#REHWEELR,
AN B EH N AR IE R TR D B L%

1. i%E& Amazon CLI, %88 , ESH (Amazon S3 APl %) HH Developing with Amazon S3
using the Amazon CLlI,

2. FUTROAEGAPEEREE—NXH (Bl lifecycle. json ) F, ZRGIBEBIEE T 20
&, AkeEATHFEBEPNAMERNR. IFRERFHAENNRFE , EAEENR.

"Rules": [
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"ID": "Test Rule",

"Status": "Enabled",

"Filter": {
"Prefix": ""

1,
"AbortIncompleteMultipartUpload": {
"DaysAfterInitiation": 7

}

}

3. E1TUT CLI A EF#ERLRELEGEANEE

aws s3api put-bucket-lifecycle-configuration \
--bucket amzn-s3-demo-bucket \
--lifecycle-configuration file://lifecycle. json

4. ERFRBEHELNEERLRETEwEAHEE , FEMALT get-bucket-lifecycle 8%
KREGEHHEE.

aws s3api get-bucket-lifecycle \
--bucket amzn-s3-demo-bucket

5. EMREGEABERE , BFFEAUT delete-bucket-lifecycle %,

aws s3api delete-bucket-lifecycle \
--bucket amzn-s3-demo-bucket

EHT R EERELETR

&R LAER 2 EQJ:%U\EEE‘tHiAR‘I%J:{%ﬂ Amazon S3, BIMNREN—HE7ERHET L, &
N BRBMRNREFENESEE D, B EEURBRERIRF EEXENRD R, MRERD BE
MAM , UEMERZSRETSHWEMS R, LETMANNRSRE , Amazon S3 FHLEX
EoBRACNBNR, ERRAPTERED R L&,

BREADTREEURFANREMK EENRNGHEIHTE  FHHAHE  BIrREEREENR
ARIEEBIETEN.

T—3 N LA &iF Amazon Command Line Interfacef1 Amazon SDK £ 49 B¢ E4&.
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£/ S3 #HlA

B ORISR BN X LEE S3 FEE , 2EEK. 20, HiE. B¥F, AIEA Amazon S3 2
Hl & LR HEARKNR 160 GB, E E{EZ KT 160GB WX # , i5EA Amazon Command Line
Interface ( Amazon CLI ) . Amazon SDK 3 Amazon S3 REST API,

A XES Amazon Web Services Management Console L& REV B | ES W L& R,
£/ Amazon CLI
LTARABNBER Amazon CLI #1759 B L1&H Amazon S3 #21E,

- OB ER

- LESE

- FESER (EH)
- TROBREE

« PSR ER

- SIS

« SIHS R

£/ REST API
Amazon Simple Storage Service API ZEW THEHJLTWHR TER T 5 B L&K REST API,

- FIRDERLEAE
- LESER
« TR L
c BB EE
- JIHSER
- JIHSEREAE

£/ Amazon SDK ( &4 3| API )

— % Amazon SDK AFF 7 —1MNEREI API |, iZ APl B R 0 R EEFMENTE AP BELAERE
MNMRE | REMLD B’ L, BXEZER , S £ Amazon S3 REA D R L& K EEFME SR,
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NREFBRLEEAMETR L., ELEHRARZDEXD , IBSATAEREXDN , FEARE
Al APl 5. AT 0 BREENERRA APl FERM THADRE , BXESER , HSH LA Amazon
SDK (&5l API) o

NET

BN &S S3 MM , BMEA TransferUtility £, EMNXH LEAREN |, BAFURMEXT
KEEE, MRRREM , ZAPIREAXHRENRE . EMNRLEHREN  BLFRENREVE
Bo

ERESR AR (WERKRD, HREEBRHVEER, THIE. FEEHACL) ,BEEA
TransferUtilityUploadRequest 3,

® Note
MBLFHRAERIER , TransferUtility RRSMITHE L&,

LA C# RO 9 Bt E4£F) Amazon S3 Ff& i@, '© %83 anfofE A & fb
TransferUtility.Upload E&X & X#H. B/ N EENELAABHEREINNLE, B
XEBMZTRBRAMEES , 58 GEAT NET 9 Amazon SDK FFR AR IER) FHEA
F NET 9 Amazon SDK A7,

using Amazon;

using Amazon.S3;

using Amazon.S3.Transfer;
using System;

using System.IO;

using System.Threading.Tasks;

namespace Amazon.DocSamples.S3

{
class UploadFileMPUHighLevelAPITest
{
private const string bucketName = "*** provide bucket name ***";
private const string keyName = "*** provide a name for the uploaded object
kK.

private const string filePath = "*** provide the full path name of the file
to upload ***";

// Specify your bucket region (an example region is shown).

private static readonly RegionEndpoint bucketRegion =
RegionEndpoint.USWest2;
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private static IAmazonS3 s3Client;

public static void Main()

{
s3Client = new AmazonS3Client(bucketRegion);
UploadFileAsync().Wait();
}
private static async Task UploadFileAsync()
{
try
{
var fileTransferUtility =
new TransferUtility(s3Client);
// Option 1. Upload a file. The file name is used as the object key
name.
await fileTransferUtility.UploadAsync(filePath, bucketName);
Console.WritelLine("Upload 1 completed");
// Option 2. Specify object key name explicitly.
await fileTransferUtility.UploadAsync(filePath, bucketName,
keyName) ;

Console.WritelLine("Upload 2 completed");

// Option 3. Upload data from a type of System.IO.Stream.
using (var fileToUpload =
new FileStream(filePath, FileMode.Open, FileAccess.Read))

await fileTransferUtility.UploadAsync(fileToUpload,
bucketName, keyName);

}
Console.WritelLine("Upload 3 completed");

// Option 4. Specify advanced settings.
var fileTransferUtilityRequest = new TransferUtilityUploadRequest
{
BucketName = bucketName,
FilePath = filePath,
StorageClass = S3StorageClass.StandardInfrequentAccess,
PartSize = 6291456, // 6 MB.
Key = keyName,
CannedACL = S3CannedACL.PublicRead
I
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fileTransferUtilityRequest.Metadata.Add("paraml", "Valuel");
fileTransferUtilityRequest.Metadata.Add("param2", "Value2");

await fileTransferUtility.UploadAsync(fileTransferUtilityRequest);
Console.WritelLine("Upload 4 completed");
}

catch (AmazonS3Exception e)

{

Console.WriteLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);

}

catch (Exception e)

{

Console.WriteLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);

}

JavaScript

Example

LRt

import { S3Client } from "@aws-sdk/client-s3";
import { Upload } from "@aws-sdk/lib-storage";

import {
ProgressBar,
logger,
} from "@aws-doc-sdk-examples/lib/utils/util-log.js";

const twentyFiveMB = 25 * 1024 * 1024;

export const createString = (size = twentyFiveMB) => {
return "x".repeat(size);

i

/**
* Create a 25MB file and upload it in parts to the specified
* Amazon S3 bucket.
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* @param {{ bucketName: string, key: string }}
*/
export const main = async ({ bucketName, key }) => {

const str = createString();

const buffer = Buffer.from(str, "utf8");

const progressBar = new ProgressBar({
description: ‘Uploading "${keyl}" to "${bucketNamel}"",
barLength: 30,

1);

try {
const upload = new Upload({
client: new S3Client({}),
params: {
Bucket: bucketName,
Key: key,
Body: buffer,
I
1);

upload.on("httpUploadProgress", ({ loaded, total }) => {
progressBar.update({ current: loaded, total });

1)

await upload.done();
} catch (caught) {

if (caught instanceof Error && caught.name === "AbortError") {
logger.error( ‘Multipart upload was aborted. ${caught.message}’);
} else {
throw caught;
}
}
i
Example
TERX .

import { fileURLToPath } from "node:url";
import { GetObjectCommand, NoSuchKey, S3Client } from "@aws-sdk/client-s3";
import { createWriteStream, rmSync } from "node:fs";

const s3Client = new S3Client({});
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const oneMB = 1024 * 1024;

export const getObjectRange = ({ bucket, key, start, end }) => {
const command = new GetObjectCommand({
Bucket: bucket,
Key: key,
Range: ‘bytes=${start}-${end}",
18

return s3Client.send(command);

i

/**
* @param {string | undefined} contentRange
*/
export const getRangeAndLength = (contentRange) => {
const [range, length] = contentRange.split("/");
const [start, end] = range.split("-");
return {
start: Number.parselnt(start),
end: Number.parseInt(end),
length: Number.parseInt(length),
};
I

export const isComplete = ({ end, length }) => end === length - 1;

const downloadInChunks = async ({ bucket, key }) => {
const writeStream = createWriteStream(
fileURLToPath(new URL("./${key}", import.meta.url)),
).on("error", (err) => console.error(err));

let rangeAndLength = { start: -1, end: -1, length: -1 };

while (!isComplete(rangeAndLength)) {
const { end } = rangeAndLength;
const nextRange = { start: end + 1, end: end + oneMB };

const { ContentRange, Body } = await getObjectRange({
bucket,
key,
...nextRange,

1)
console.log( ‘Downloaded bytes ${nextRange.start} to ${nextRange.end}’);
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writeStream.write(await Body.transformToByteArray());
rangeAndLength = getRangeAndLength(ContentRange);

* Download a large object from and Amazon S3 bucket.

* When downloading a large file, you might want to break it down into
* smaller pieces. Amazon S3 accepts a Range header to specify the start
* and end of the byte range to be downloaded.

* @param {{ bucketName: string, key: string }}
*/
export const main = async ({ bucketName, key }) => {
try {
await downloadInChunks({
bucket: bucketName,
key: key,
1);
} catch (caught) {
if (caught instanceof NoSuchKey) {
console.error( ‘Failed to download object. No such key "${keyl}".");
rmSync(key);
}

};

Go

BROELEN Go RBRAIVNEZFEE , 2 M Upload or download large files to and from
Amazon S3 using an Amazon SDK,

Example

A LEEER LERBENR , LREEIERZNM DR , RER L&,

import (
"bytes"
"context"
"errors"
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"t "
-
"Tog"
g

Iltimell

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/feature/s3/manager"
"github.com/aws/aws-sdk-go-v2/service/s3"
"github.com/aws/aws-sdk-go-v2/service/s3/types"
"github.com/aws/smithy-go"

// BucketBasics encapsulates the Amazon Simple Storage Service (Amazon S3) actions
// used in the examples.
// It contains S3Client, an Amazon S3 service client that is used to perform bucket
// and object actions.

type BucketBasics struct {

S3Client *s3.Client

}

// UploadLargeObject uses an upload manager to upload data to an object in a bucket.
// The upload manager breaks large data into parts and uploads the parts
concurrently.
func (basics BucketBasics) UploadlLargeObject(ctx context.Context, bucketName string,
objectKey string, largeObject []byte) error {
largeBuffer := bytes.NewReader(largeObject)
var partMiBs int64 = 10

uploader := manager.NewUploader(basics.S3Client, func(u *manager.Uploader) {
u.PartSize = partMiBs * 1024 * 1024
)

_, err := uploader.Upload(ctx, &s3.PutObjectInput{
Bucket: aws.String(bucketName),

Key: aws.String(objectKey),
Body: largeBuffer,

1)
if err !'= nil {

var apiErr smithy.APIError
if errors.As(err, &apiErr) && apiErr.ErrorCode() == "EntityToolLarge" {
log.Printf("Error while uploading object to %s. The object is too large.\n"+
"The maximum size for a multipart upload is 5TB.", bucketName)
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} else {
log.Printf("Couldn't upload large object to %v:%v. Here's why: %v\n",
bucketName, objectKey, err)
}
} else {
err = s3.NewObjectExistsWaiter(basics.S3Client).Wait(
ctx, &s3.HeadObjectInput{Bucket: aws.String(bucketName), Key:
aws.String(objectKey)}, time.Minute)

if err !'= nil {
log.Printf("Failed attempt to wait for object %s to exist.\n", objectKey)
}
}
return err
}
Example

FERATHEERTHAENR , U5 BRIBEHE N FEHEAT.

// DownloadLargeObject uses a download manager to download an object from a bucket.
// The download manager gets the data in parts and writes them to a buffer until all

of

// the data has been downloaded.

func (basics BucketBasics) DownloadlLargeObject(ctx context.Context, bucketName
string, objectKey string) ([J]byte, error) {

var partMiBs int64 = 10

downloader := manager.NewDownloader(basics.S3Client, func(d *manager.Downloader) {

d.PartSize = partMiBs * 1024 * 1024

)

buffer := manager.NewWriteAtBuffer([]byte{})

_, err := downloader.Download(ctx, buffer, &s3.GetObjectInput{
Bucket: aws.String(bucketName),

Key: aws.String(objectKey),
b
if err !'= nil {

log.Printf("Couldn't download large object from %v:%v. Here's why: %v\n",
bucketName, objectKey, err)

}

return buffer.Bytes(), err

}
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PHP

AEBNBIMAER Aws\S3\Model\MultipartUpload\UploadBuilder FHIEHRF ERTF
PHP #9 Amazon SDK KR ITX 45 B L5, BXEA T Ruby B Amazon F X TEE APINEZ
E8 , B 25EHT Ruby 8 Amazon FFA TEE - MR 2,

LAR PHP X3 R BIR X4 L& B Amazon S3 Zt& 1@, iZ ROIER MR E
MultipartUploader HRHSH,

require 'vendor/autoload.php';

use Aws\Exception\MultipartUploadException;
use Aws\S3\MultipartUploader;
use Aws\S3\S3Client;

$bucket = '*** Your Bucket Name ***';
$keyname = '*** Your Object Key ***';

$s3 = new S3Client([
'version' => 'latest',
'region' => 'us-east-1'

1)

// Prepare the upload parameters.

$uploader = new MultipartUploader($s3, '/path/to/large/file.zip', [
'bucket' => $bucket,
"key" => $keyname

1D

// Perform the upload.
try {
$result = $uploader->upload();
echo "Upload complete: {$result['ObjectURL']}" . PHP_EOL;
} catch (MultipartUploadException $e) {
echo $e->getMessage() . PHP_EOL;
}

Python

LAUR RGBSR 59 B £1% Python API ( TransferManager £ ) EEX R,
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import sys
import threading

import boto3

from boto3.s3.transfer import TransferConfig

MB
s3

1024 * 1024
boto3.resource("s3")

class TransferCallback:

Handle callbacks from the transfer manager.

The transfer manager periodically calls the __call__ method throughout
the upload and download process so that it can take action, such as
displaying progress to the user and collecting data about the transfer.

def __init_ (self, target_size):
self._target_size = target_size
self._total_transferred = 0
self._lock = threading.Lock()
self.thread_info = {3}

def __call_ (self, bytes_transferred):

The callback method that is called by the transfer manager.

Display progress during file transfer and collect per-thread transfer
data. This method can be called by multiple threads, so shared instance
data is protected by a thread lock.
thread = threading.current_thread()
with self._lock:
self._total_transferred += bytes_transferred
if thread.ident not in self.thread_info.keys():
self.thread_info[thread.ident] = bytes_transferred
else:
self.thread_info[thread.ident] += bytes_transferred

target = self._target_size * MB
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def

def

sys.stdout.write(
f"\r{self._total_transferred} of {target} transferred "
f"({(self._total_transferred / target) * 100:.2f}%)."

)
sys.stdout.flush()

upload_with_default_configuration(
local_file_path, bucket_name, object_key, file_size_mb

Upload a file from a local folder to an Amazon S3 bucket, using the default
configuration.
transfer_callback = TransferCallback(file_size_mb)
s3.Bucket(bucket_name).upload_file(

local_file_path, object_key, Callback=transfer_callback
)

return transfer_callback.thread_info

upload_with_chunksize_and_meta(
local_file_path, bucket_name, object_key, file_size_mb, metadata=None

Upload a file from a local folder to an Amazon S3 bucket, setting a
multipart chunk size and adding metadata to the Amazon S3 object.

The multipart chunk size controls the size of the chunks of data that are
sent in the request. A smaller chunk size typically results in the transfer
manager using more threads for the upload.

The metadata is a set of key-value pairs that are stored with the object
in Amazon S3.

transfer_callback = TransferCallback(file_size_mb)

config = TransferConfig(multipart_chunksize=1 * MB)
extra_args = {"Metadata": metadatal} if metadata else None
s3.Bucket(bucket_name).upload_file(

local_file_path,

object_key,

Config=config,

ExtraArgs=extra_args,
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def

Callback=transfer_callback,
)

return transfer_callback.thread_info

upload_with_high_threshold(local_file_path, bucket_name, object_key,

file_size_mb):

def

Upload a file from a local folder to an Amazon S3 bucket, setting a
multipart threshold larger than the size of the file.

Setting a multipart threshold larger than the size of the file results
in the transfer manager sending the file as a standard upload instead of
a multipart upload.
transfer_callback = TransferCallback(file_size_mb)
config = TransferConfig(multipart_threshold=file_size_mb * 2 * MB)
s3.Bucket(bucket_name).upload_file(
local_file_path, object_key, Config=config, Callback=transfer_callback
)

return transfer_callback.thread_info

upload_with_sse(
local_file_path, bucket_name, object_key, file_size_mb, sse_key=None

Upload a file from a local folder to an Amazon S3 bucket, adding server-side
encryption with customer-provided encryption keys to the object.

When this kind of encryption is specified, Amazon S3 encrypts the object
at rest and allows downloads only when the expected encryption key is
provided in the download request.
transfer_callback = TransferCallback(file_size_mb)
if sse_key:
extra_args = {"SSECustomerAlgorithm": "AES256", "SSECustomerKey": sse_key}
else:
extra_args = None
s3.Bucket(bucket_name).upload_file(
local_file_path, object_key, ExtraArgs=extra_args,

Callback=transfer_callback

)

return transfer_callback.thread_info

AT

API WA 2006-03-01 216



Amazon Simple Storage Service ArfEm

def

def

def

download_with_default_configuration(
bucket_name, object_key, download_file_path, file_size_mb

Download a file from an Amazon S3 bucket to a local folder, using the

default configuration.

transfer_callback = TransferCallback(file_size_mb)

s3.Bucket(bucket_name).Object(object_key).download_file(
download_file_path, Callback=transfer_callback

)

return transfer_callback.thread_info

download_with_single_thread(
bucket_name, object_key, download_file_path, file_size_mb

Download a file from an Amazon S3 bucket to a local folder, using a

single thread.

transfer_callback = TransferCallback(file_size_mb)

config = TransferConfig(use_threads=False)

s3.Bucket(bucket_name).0Object(object_key).download_file(
download_file_path, Config=config, Callback=transfer_callback

)

return transfer_callback.thread_info

download_with_high_threshold(
bucket_name, object_key, download_file_path, file_size_mb

Download a file from an Amazon S3 bucket to a local folder, setting a
multipart threshold larger than the size of the file.

Setting a multipart threshold larger than the size of the file results
in the transfer manager sending the file as a standard download instead
of a multipart download.

transfer_callback = TransferCallback(file_size_mb)

config = TransferConfig(multipart_threshold=file_size_mb * 2 * MB)

AT
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s3.Bucket(bucket_name).Object(object_key).download_file(
download_file_path, Config=config, Callback=transfer_callback
)

return transfer_callback.thread_info

def download_with_sse(
bucket_name, object_key, download_file_path, file_size_mb, sse_key

Download a file from an Amazon S3 bucket to a local folder, adding a
customer-provided encryption key to the request.

When this kind of encryption is specified, Amazon S3 encrypts the object
at rest and allows downloads only when the expected encryption key is
provided in the download request.

transfer_callback = TransferCallback(file_size_mb)

if sse_key:

extra_args = {"SSECustomerAlgorithm": "AES256", "SSECustomerKey": sse_key}
else:

extra_args None
s3.Bucket(bucket_name).0Object(object_key).download_file(

download_file_path, ExtraArgs=extra_args, Callback=transfer_callback

)

return transfer_callback.thread_info

£ Amazon SDK ( /&4 3! API )

Amazon SDK 2 FF 7 —/N&5 Amazon S3 REST API 3EEHLIN A T2 R LENERB API (ESRE
Amazon S3 FEAHER EER LERNEHNS ) . YERBEBNRES R LA, ELETBFER
B ANRB LT LEBEORN | ERERT APl HELEXERR | HEABH)

API ( 251/ Amazon SDK ( BHRSI API) ) .

Java

LT RONER A ERER S Java K EEZXH, SRIITUTER !
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{8 AmazonS3Client.initiateMultipartUpload() FEMBIL DR L& |, HEA
InitiateMultipartUploadRequest X,

{R%F AmazonS3Client.initiateMultipartUpload() F3:REM L% ID, BABEENE
N0 B LR BRER S E4£ ID,

FEFRNRWDER, WFENDER , B FA AmazonS3Client.uploadPart() A%, &EH
UploadPartRequest N REH DB LEEE.

NFENDE , BEHXRPRERE AmazonS3Client.uploadPart() HEMNMMNE ETag. &
£/ ETag EEHX 7 & L&,

A AmazonS3Client.completeMultipartUpload() FERTER DR L,

Example

AR ARANRE RO | 50 GEMT Java # Amazon SDK FFEARIER) hfIA
[P

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.io.File;

import java.io.IOException;
import java.util.Arraylist;
import java.util.List;

public class LowLevelMultipartUpload {

public static void main(String[] args) throws IOException {
Regions clientRegion = Regions.DEFAULT_REGION;
String bucketName = "*** Bucket name ***";
String keyName = "*** Key name ***";
String filePath = "*** Path to file to upload ***";

File file = new File(filePath);
long contentLength = file.length();
long partSize = 5 * 1024 * 1024; // Set part size to 5 MB.
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try {
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(clientRegion)
.withCredentials(new ProfileCredentialsProvider())
.build();

// Create a list of ETag objects. You retrieve ETags for each object
part

// uploaded,

// then, after each individual part has been uploaded, pass the list of
ETags to

// the request to complete the upload.

List<PartETag> partETags = new ArraylList<PartETag>();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest
InitiateMultipartUploadRequest(bucketName, keyName);

InitiateMultipartUploadResult initResponse
s3Client.initiateMultipartUpload(initRequest);

new

// Upload the file parts.
long filePosition = 0;
for (int i = 1; filePosition < contentLength; i++) {
// Because the last part could be less than 5 MB, adjust the part
size as
// needed.
partSize = Math.min(partSize, (contentLength - filePosition));

// Create the request to upload a part.

UploadPartRequest uploadRequest = new UploadPartRequest()
.withBucketName(bucketName)
.withKey(keyName)
.withUploadId(initResponse.getUploadId())
.withPartNumber (i)
.withFileOffset(filePosition)
.withFile(file)
.withPartSize(partSize);

// Upload the part and add the response's ETag to our list.
UploadPartResult uploadResult = s3Client.uploadPart(uploadRequest);
partETags.add(uploadResult.getPartETag());

filePosition += partSize;
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}

// Complete the multipart upload.
CompleteMultipartUploadRequest compRequest = new
CompleteMultipartUploadRequest(bucketName, keyName,
initResponse.getUploadId(), partETags);
s3Client.completeMultipartUpload(compRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

NET

LI C# REERINMAIERERS EFF NET B Amazon SDK 2k b4& AP X E#£%| S3 77
fi&#8, B> Amazon S3 TER EEWEER , i5S R £ Amazon S3 FR{E 2 Bk L&k EEFE HIXY
Ko

(@ Note

MEFEA EAT NET 8 Amazon SDK APl L& KRB R , BIBEAZE KRG ATREHI
A, A LAER UploadPartRequest % iE S R,

LT c# ROIERIKE S0 BR & AP X4 E£F S3 7. BXIREMZETREBREANE
B EZHE GERT NET # Amazon SDK F X ARIERE) FHEAT NET B Amazon SDK A
DO

using Amazon;

using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

using System;

using System.Collections.Generic;
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using System.IO;
using System.Threading.Tasks;

namespace Amazon.DocSamples.S3

{
class UploadFileMPULowLevelAPITest
{
private const string bucketName = "*** provide bucket name ***";
private const string keyName = "*** provide a name for the uploaded object

Kk %k

private const string filePath = "*** provide the full path name of the file
to upload ***";

// Specify your bucket region (an example region is shown).

private static readonly RegionEndpoint bucketRegion =
RegionEndpoint.USWest2;

private static IAmazonS3 s3Client;

public static void Main()

{
s3Client = new AmazonS3Client(bucketRegion);
Console.WriteLine("Uploading an object");
UploadObjectAsync().Wait();

}

private static async Task UploadObjectAsync()
{
// Create list to store upload part responses.
List<UploadPartResponse> uploadResponses = new
List<UploadPartResponse>();

// Setup information required to initiate the multipart upload.
InitiateMultipartUploadRequest initiateRequest = new
InitiateMultipartUploadRequest
{
BucketName = bucketName,
Key = keyName
};

// Initiate the upload.
InitiateMultipartUploadResponse initResponse =
await s3Client.InitiateMultipartUploadAsync(initiateRequest);

// Upload parts.
long contentLength = new FileInfo(filePath).Length;
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long partSize = 5 * (long)Math.Pow(2, 20); // 5 MB

try
{

Console.WriteLine("Uploading parts");

long filePosition = 0;
for (int i = 1; filePosition < contentlLength; i++)
{
UploadPartRequest uploadRequest = new UploadPartRequest
{
BucketName = bucketName,
Key = keyName,
UploadId = initResponse.Uploadld,
PartNumber = i,
PartSize = partSize,
FilePosition = filePosition,
FilePath = filePath
};

// Track upload progress.
uploadRequest.StreamTransferProgress +=
new
EventHandler<StreamTransferProgressArgs>(UploadPartProgressEventCallback);

// Upload a part and add the response to our list.
uploadResponses.Add(await
s3Client.UploadPartAsync(uploadRequest));

filePosition += partSize;

// Setup to complete the upload.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest
{
BucketName = bucketName,
Key = keyName,
UploadId = initResponse.UploadId
I
completeRequest.AddPartETags(uploadResponses);

// Complete the upload.
CompleteMultipartUploadResponse completeUploadResponse =
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await s3Client.CompleteMultipartUploadAsync(completeRequest);
}

catch (Exception exception)
{
Console.WritelLine("An AmazonS3Exception was thrown: { 0}",
exception.Message);

// Abort the upload.
AbortMultipartUploadRequest abortMPURequest = new
AbortMultipartUploadRequest

{

BucketName = bucketName,

Key = keyName,

UploadId = initResponse.UploadId
};

await s3Client.AbortMultipartUploadAsync(abortMPURequest);

}
public static void UploadPartProgressEventCallback(object sender,
StreamTransferProgressArgs e)

{

// Process event.
Console.WriteLine("{0}/{1}", e.TransferredBytes, e.TotalBytes);

PHP

AEBHBAMAER ER T PHP 89 Amazon SDK kit 3 Y ES B uploadPart A AR D ER
R LA, BXERT Ruby B9 Amazon FATE S APIWEZELRE , BHREEAT Ruby 1Y
Amazon F R T ES - k% 2,

LT PHP RBIMERER S PHP API 2 B £ 4% 1 304 L& E| Amazon S3 FfE#.

require 'vendor/autoload.php';

use Aws\S3\Exception\S3Exception;
use Aws\S3\S3Client;

$bucket = '*** Your Bucket Name ***';
$keyname = '*** Your Object Key ***';
$filename = '*** Path to and Name of the File to Upload ***';
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$s3 = new S3Client([
'version' => 'latest',

'region' => 'us-east-1'

1);

$result = $s3->createMultipartUpload([
'Bucket' => $bucket,
'Key' => $keyname,
'StorageClass' => 'REDUCED_REDUNDANCY',
'Metadata’ = [

'paraml' => 'value 1°',
'param2' => 'value 2',
'param3' => 'value 3'

1);
$uploadId = $result['UploadId'];

// Upload the file in parts.
try {
$file = fopen($filename, 'r');
$partNumber = 1;
while (!feof($file)) {
$result = $s3->uploadPart([

'Bucket' => $bucket,
'Key' => $keyname,
'"UploadId’ => $uploadld,

'"PartNumber' => $partNumber,

'Body' => fread($file, 5 * 1024 * 1024),

1);
$parts['Parts'][$partNumber] = [
'"PartNumber' => $partNumber,
'"ETag' => $result['ETag'],
iy

$partNumber++;

echo "Uploading part $partNumber of $filename."

}
fclose($file);
} catch (S3Exception $e) {
$result = $s3->abortMultipartUpload([
'Bucket' => $bucket,
'Key' => $keyname,
'UploadId' => $uploadId

. PHP_EOL;
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1)

echo "Upload of $filename failed." . PHP_EOL;
}

// Complete the multipart upload.
$result = $s3->completeMultipartUpload([

'Bucket' => $bucket,

'Key' => $keyname,
'UploadId' => $uploadId,
"MultipartUpload' => $parts,

1)

$url = $result['Location'];

echo "Uploaded $filename to $url." . PHP_EOL;

FH @A F Ruby B Amazon SDK

EFA T Ruby B9 Amazon SDK I 3 X #&Hfh Amazon S3 2R L& AR, WFHE—EM , &AL
FRAREXHLE, BEXEZER , 200 Amazon F XA A BEHRWEXH L% ZE Amazon S3, £
EXHELERBUATH XS LERFEEBNSG E. SREUTHES

- EE AT 15MB XN RN D E&E L&,
o IFTWITHF — BB SUEF | AR RS A,
s EHTEEBRARNROSABDE , FHZMNEIE,

A EEAUERERA LTS R AT iRRE

- create_multipart_upload - B3 %5 B L4% , FiRE 4% ID,

« upload_part - F{E 5 B E&AFRI—F 5

« upload_part_copy - FFIMEXNREANBTER , HESHPWHKIE , L&D,
- complete_multipart_upload — B & %8l LEHNED , TR DR L%,

« abort_multipart_upload — &1L 9 Bk £ 4%,

FEASEHB .NET TransferUtility 35 L& B %,

B LAMEA TransferUtility R EABANB R, RIABRT , Z API X EEZNTEER ZRWRE R
PR, B2, BLUEEEIR AN LEFEFB ZPH X,
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ERFBEAFMEREEB RPN, FEEMERER, flm , EMBFFNR LI PDF X, iE
BE "*. pdf" HIERER,

EMNB FH LA, BRXRERHONRIEER S, Amazon S3 2FEARKBRXHEERMERS,
Bl | BRIZEE—NER c:\myfolder WE R , HEWEBEZEBUTEN :

Example

C:\myfolder
\a.txt
\b.pdf
\media\
An.mp3

&L B FEY , Amazon S3 FEALUTZ4AEH ¢

Example

a.txt
b.pdf
media/An.mp3

Example

LT C# REB RO — B F L4 Amazon S3 1. © 1488 a4 8 & fb
TransferUtility.UploadDirectory EFEXK LE B R, 84NN LENEEAARGERENHN L
2o AXRRENMNZTRBROINEER , H50H GEAT NET 8 Amazon SDK FR AR IEE) HHE
AT NET 8 Amazon SDK A7,

using Amazon;

using Amazon.S3;

using Amazon.S3.Transfer;
using System;

using System.IO;

using System.Threading.Tasks;

namespace Amazon.DocSamples.S3
{
class UploadDirMPUHighLevelAPITest
{
private const string existingBucketName = "*** bucket name ***";
private const string directoryPath = @"*** directory path ***";
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// The example uploads only .txt files.

private

const string wildCard = "*.txt";

// Specify your bucket region (an example region is shown).
static readonly RegionEndpoint bucketRegion = RegionEndpoint.USWest2;

private
private

static IAmazonS3 s3Client;

static void Main()

{

s3Client = new AmazonS3Client(bucketRegion);
UploadDirAsync().Wait();

private

{
try

static async Task UploadDirAsync()

var directoryTransferUtility =
new TransferUtility(s3Client);

// 1. Upload a directory.

await directoryTransferUtility.UploadDirectoryAsync(directoryPath,

existingBucketName);
Console.WritelLine("Upload statement 1 completed");

// 2. Upload only the .txt files from a directory

// and search recursively.

await directoryTransferUtility.UploadDirectoryAsync(
directoryPath,
existingBucketName,
wildCard,

SearchOption.AllDirectories);
Console.WritelLine("Upload statement 2 completed");

// 3. The same as Step 2 and some optional configuration.
// Search recursively for .txt files to upload.
var request = new TransferUtilityUploadDirectoryRequest
{
BucketName = existingBucketName,
Directory = directoryPath,
SearchOption = SearchOption.AllDirectories,
SearchPattern = wildCazxd
};

await directoryTransferUtility.UploadDirectoryAsync(request);
Console.WritelLine("Upload statement 3 completed");
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}

catch (AmazonS3Exception e)

{

Console.WritelLine(
"Error encountered ***. Message:'{0}' when writing an object",

e.Message);

}

catch (Exception e)

{
Console.WritelLine(
"Unknown encountered on server. Message:'{0}' when writing an

object", e.Message);
}
}

o B £ 4%

AT LAEA Amazon CLI, REST API 5 Amazon SDK %3 Amazon S3 I IEfE# 1T 2 R EERFIR,
B LAER D R EEUREARNFENTYR E£EE| Amazon S3, 7R EEBEE — A BT REIEN —
o, W RBZHE Amazon S3 H, EXTBRELENEZ—REE , HSHIE Amazon S3 H{EA S
B LR EEMEHTR.

BREADTREEURFANRBENKR LENRORERTE , FSAHE  BISBRLAREENTR
AW EBITETEN.

T—F N B u{afE R Amazon Command Line Interface. Amazon S3 REST API 1 Amazon SDK %I
EEHITH DR 1&,

/8 Amazon CLI 555 E& E4&
Amazon Command Line Interface FHIA T & E 2 NE T ER FIIE 2 R EEWRE,

* list-parts- SIS EDT B LANWE L&EBSD
« list-multipart-uploads- 5| IEFE B 1THY 0 B £ 4%,

£/ REST API 5l 5 9 By 4%

Amazon Simple Storage Service API ZEM TEJLTHER T 5 H 5 B L4589 REST API :

o ListParts- JIHIFED R LN E L&D
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« ListMultipartUploads- 5l i IETE# T 2 B& L%,

5/ Amazon SDK ( €45 APl ) Il i 75 Bt 1%

Java
LTS5 SEERES S Java RRF| L F#EB LA EEHTHD R EE,
K% 5] APl 7 B L& 5IRTRE

1 #]2 ListMultipartUploadsRequest KW EHIHREZET B

2 1Z1T AmazonS3Client.listMultipartUploads FiE. ZAEFMRE
MultipartUploadListing ZEHSEHI, SEEBRHEEXETHITHN DR LA
EE.

BAF Java RERHERT EiRES,

Example

ListMultipartUploadsRequest allMultpartUploadsRequest =
new ListMultipartUploadsRequest(existingBucketName);
MultipartUploadListing multipartUploadListing =
s3Client.listMultipartUploads(allMultpartUploadsRequest);

NET

BB ERMM LB EEHTN SR L% , BEFERH ERT NETH

Amazon SDK K4 5l 0 Bt E4& API B9 ListMultipartUploadsRequest

2, AmazonS3Client.ListMultipartUploads J53&/iRE
ListMultipartUploadsResponse £ ( i HEXEEHITH DR LEMNEE ) BWEH,

EE#THOBRLEREABH PR EAFREHEERTERIFLN DR /L. X Amazon S3
TERERNEZEER , S £ Amazon S3 FEAZ R EAR LEFEFN R,

AT c# RBERMAMEA EHAT NET 8 Amazon SDK 5| HZ# B LFrB EEHITH DR L&,
BEXEENETRBRAMBER , HSH GERT NET 8 Amazon SDK F R A RIER) FHER
F .NET By Amazon SDK A |7,

ListMultipartUploadsRequest request = new ListMultipartUploadsRequest
{
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BucketName = bucketName // Bucket receiving the uploads.

};

ListMultipartUploadsResponse response = await
AmazonS3Client.ListMultipartUploadsAsync(request);

PHP

ARETHBMAFERARZA 3 B EATF PHP 89 Amazon SDK FEIESR 3 APl £ 5| H 68 LFFE
FEH#HITHOERLEFE, BXERT Ruby B9 Amazon FRIEA APIWESER |, BRIERT
Ruby # Amazon F AT ET - lR7A 2,

AT PHP RBNERIMAS] H 48 LT B EE# TR DR LA,

require 'vendor/autoload.php';
use Aws\S3\S3Client;
$bucket = '*** Your Bucket Name ***';

$s3 = new S3Client([
'version' => 'latest',
'region' => 'us-east-1'

1)

// Retrieve a list of the current multipart uploads.
$result = $s3->1listMultipartUploads([

'Bucket' => $bucket
1);

// Write the list of uploads to the page.
print_r($result->toArray());

£/ Amazon SDK BRER5 R 1%

A AME AT 42 O BRER X R E42 2] Amazon S3 K E ., BRAI2ER L& APl IRE TIXBENMRED ,
£ 7 ProgresslListener. #EEHFEHAE , HEQBAMTECERBNFET ., BXD7BRLAN
EZ—MRER , 52T Amazon S3 HEA PR EER EEMEFHT R,

BREADTREEURFANREMK LENKRNHIRTE , FEHAEE  BI7BR AR EENR
ARIEEBIETEMS.
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T—F N B a&EiT Amazon SDK BRERD R E4£,

Java

Example

TransferManager tm = new TransferManager(new ProfileCredentialsProvider());

PutObjectRequest request = new PutObjectRequest(
existingBucketName, keyName, new File(filePath));

// Subscribe to the event and provide event handler.
request.setProgressListener(new ProgressListener() {
public void progressChanged(ProgressEvent event) {

System.out.println("Transferred bytes: " +
event.getBytesTransfered());
}
1)
Example

LAF Java RIS L& X H A ProgressListener RBIR EE#HE, BXUNMAEIEFNREG
RPN |, 1§50 CERAT Java B9 Amazon SDK FF R AR IERE) FHAIT,

import java.io.File;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.event.ProgressEvent;

import com.amazonaws.event.ProgresslListener;

import com.amazonaws.services.s3.model.PutObjectRequest;
import com.amazonaws.services.s3.transfer.TransferManager;
import com.amazonaws.services.s3.transfer.Upload;

public class TrackMPUProgressUsingHighLevelAPI {

public static void main(String[] args) throws Exception {
String existingBucketName = "*** Provide bucket name ***";
String keyName = "*** Provide object key ***";
String filePath "**%*% file to upload ***";

TransferManager tm = new TransferManager(new ProfileCredentialsProvider());
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// For more advanced uploads, you can create a request object
// and supply additional request parameters (ex: progress listeners,
// canned ACLs, etc.)
PutObjectRequest request = new PutObjectRequest(
existingBucketName, keyName, new File(filePath));

// You can ask the upload for its progress, or you can
// add a ProgressListener to your request to receive notifications
// when bytes are transferred.
request.setGeneralProgressListener(new ProgressListener() {
@Override
public void progressChanged(ProgressEvent progressEvent) {
System.out.println("Transferred bytes: " +
progressEvent.getBytesTransferred());
}
1);

// TransferManager processes all transfers asynchronously,
// so this call will return immediately.
Upload upload = tm.upload(request);

try {
// You can block and wait for the upload to finish
upload.waitForCompletion();
} catch (AmazonClientException amazonClientException) {
System.out.println("Unable to upload file, upload aborted.");
amazonClientException.printStackTrace();

}

NET

AT C# R"BIfEA TransferUtility R L3 S3 FMBHBRERE LENHE, AXRZEM
EITREBRUINESR | E5E GEBAT NETH Amazon SDK FRARIER)Y FMERAT NETH
Amazon SDK A7,

using Amazon;

using Amazon.S3;

using Amazon.S3.Transfer;
using System;

using System.Threading.Tasks;
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namespace Amazon.DocSamples.S3

{
class TrackMPUUsingHighLevelAPITest
{
private const string bucketName = "*** provide the bucket name ***";
private const string keyName = "*** provide the name for the uploaded object
***";
private const string filePath = " *** provide the full path name of the file

to upload **";
// Specify your bucket region (an example region is shown).
private static readonly RegionEndpoint bucketRegion =
RegionEndpoint.USWest2;
private static IAmazonS3 s3Client;

public static void Main()

{
s3Client = new AmazonS3Client(bucketRegion);
TrackMPUAsync().Wait();
}
private static async Task TrackMPUAsync()
{
try
{

var fileTransferUtility = new TransferUtility(s3Client);

// Use TransferUtilityUploadRequest to configure options.
// In this example we subscribe to an event.
var uploadRequest =

new TransferUtilityUploadRequest

{
BucketName = bucketName,
FilePath = filePath,
Key = keyName

};

uploadRequest.UploadProgressEvent +=
new EventHandler<UploadProgressArgs>
(uploadRequest_UploadPartProgressEvent);

await fileTransferUtility.UploadAsync(uploadRequest);
Console.WriteLine("Upload completed");
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}

catch (AmazonS3Exception e)

{

Console.WritelLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);
}
catch (Exception e)
{
Console.WriteLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);
}
}

static void uploadRequest_UploadPartProgressEvent(object sender,
UploadProgressArgs e)

{
// Process event.
Console.WriteLine("{0}/{1}", e.TransferredBytes, e.TotalBytes);
}
}
}
RS R L&

Ba R EfERE , BETTIE EER. Amazon S3 FHEXLEDE , HARYE LA TAED B REE
RRFEETERLEET , FRENR EWBIER TR EEERE , Amazon S3 X EERCEE -
HOUE-INR, MREREDREZTRDERELEZER , SSFRLERXESR , AEF20IREM[AX
R MRABTHFLERELERTRETHD R LA, WNPIEDER L,

BEBENELENTRIENAMABFELR. BUSLTRDERLE , REF LR EEARBREANDS
LEND R, BXRENMNESEER , TS0 B LEMEN

R ERAFEBEGANEEFLRATHRNS R ELE, BXRXESER  FSR LEF#EEGE
A B LA BR AR SE R B 0 B £ 4%

T—HNEu{AEEA Amazon Command Line Interface. REST API 5% Amazon SDK {& 1k Amazon
S3 RIEEHITH DR 1%,

£ Amazon CLI

BXREH Amazon CLI Bt R EENEZEER |, i55H (Amazon CLI 55 Z) F# abort-

multipart-upload.
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£/ REST API

BXEMA REST APl FLLn B EEWEZER |, S Amazon Simple Storage Service APl & i)
AbortMultipartUpload.

FH Amazon BREF AT ES ( 543 API)
Java

TransferManager KEH TEIEEEHTH D E L&MW abortMultipartUploads &, B3
R, EENEAAEERT , BERERTREREILZIRE, BTLRME Date AL API KEFLE
ZFEE LFIETEIEE Date RIS H BMERITH L&,

UTRESHEISEERSRS Java KREFEILDER L,

BRI APl DR EEFIEERE

1 8|2 TransferManager /YL,
2 B &R FEEE A Date BINIT TransferManager.abortMultip

artUploads JH%.

BUF Java R RHE LB EF#E B\ LAABEE —BABINHBNERTH IR L&, BXUMEIE
MM HBR RGN |, 555 (EAT Java B Amazon SDK FFR A RIERE) FHAIT

import java.util.Date;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.s3.transfer.TransferManager;

public class AbortMPUUsingHighLevelAPI {

public static void main(String[] args) throws Exception {
String existingBucketName = "*** Provide existing bucket name ***";

TransferManager tm = new TransferManager(new ProfileCredentialsProvider());

int sevenDays = 1000 * 60 * 60 * 24 * 7;
Date oneWeekAgo = new Date(System.currentTimeMillis() - sevenDays);
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try {

tm.abortMultipartUploads(existingBucketName, oneWeekAgo);

} catch (AmazonClientException amazonClientException) {
System.out.println("Unable to upload file, upload was aborted.");
amazonClientException.printStackTrace();

X
}
X
(® Note
BB UEFEILREND R LfZ. AXEZER , 25 £H Amazon SDK ({45!
API)
NET

LT C# RO ELE—AiEREE#E LEIN EERTHMES R EE, BXIRENZTHRE
REINEER | F2H GEAT NET # Amazon SDK FF A ARIER)Y FHEAT NET B Amazon
SDK AT,

using Amazon;

using Amazon.S3;

using Amazon.S3.Transfer;
using System;

using System.Threading.Tasks;

namespace Amazon.DocSamples.S3
{
class AbortMPUUsingHighLevelAPITest
{
private const string bucketName = "*** provide bucket name ***";
// Specify your bucket region (an example region is shown).
private static readonly RegionEndpoint bucketRegion =
RegionEndpoint.USWest2;
private static IAmazonS3 s3Client;

public static void Main()

{
s3Client = new AmazonS3Client(bucketRegion);
AbortMPUAsync().Wait();
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}
private static async Task AbortMPUAsync()
{

try

{

var transferUtility = new TransferUtility(s3Client);

// Abort all in-progress uploads initiated before the specified
date.
await transferUtility.AbortMultipartUploadsAsync(
bucketName, DateTime.Now.AddDays(-7));
}
catch (AmazonS3Exception e)
{
Console.WriteLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);
}
catch (Exception e)
{
Console.WriteLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);

X
}
X
}
® Note
BOAUEFELERENTBREE, BXEZEERE , 5 R £H Amazon SDK (K4 5!
APl)

£/ Amazon SDK ( B4 3! API )

& LA B A AmazonS3. abortMultipartUpload A EEIEIFEHITH DR L&, 5 R SMIBR
£ 2 L4532 Amazon S3 D BRHBER. EBHMIRM L4 ID, ZHEBEHMERN. UT Java
KRB REVEROAE L EERITHD B L&,

EELEPE L | BRELEARNCEAN EE ID, EHEBEHNRE, FLE—1MNoREEZRE , B#EL
EEAENN EE ID EEEHMD R, B Amazon S3 PR EEMNEZELR |, %5 £ Amazon S3
FERAD R EAEREEMEFHTR,
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Java
BT Java REBRAIELEEH#HITH D B L&,
Example

InitiateMultipartUploadRequest initRequest =
new InitiateMultipartUploadRequest(existingBucketName, keyName);
InitiateMultipartUploadResult initResponse =
s3Client.initiateMultipartUpload(initRequest);

AmazonS3 s3Client = new AmazonS3Client(new ProfileCredentialsProvider());
s3Client.abortMultipartUpload(new AbortMultipartUploadRequest(
existingBucketName, keyName, initResponse.getUploadId()));

(® Note
BULERBENBZAELRENERETHNSREEL  MARFLEENMENTR LA, It
BERENTFLEERHERERIFLENIBTRLEIEEER. BRXESZER , FE5H
5/ Amazon BHEFAXTEE (BRI API) .

NET

AT C# R"EERIMMAIEILE DR B4R, BXRESUTRBHTE C# 7~ , SR £H Amazon
SDK (&4 5 API)

AbortMultipartUploadRequest abortMPURequest = new AbortMultipartUploadRequest
{

BucketName = existingBucketName,
Key = keyName,
UploadId = initResponse.UploadId
%
await AmazonS3Client.AbortMultipartUploadAsync(abortMPURequest);

BRI ERENEZ BN EEERITHOR L, X THIERTERHEH ISR L
&, WEBERERBA. BXEZER , H5H £H Amazon BHFARXTES (BRI API) .
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PHP

ZRBIN B ER SERA T PHP 89 Amazon SDK BIRRAS 3 RYRFIE FERITH IR EE, &
XEMAT Ruby ¥ Amazon F AT E T APIHNEZEE , BHEIEHAT Ruby B Amazon F R T E
‘@ - FRAS 2, 0, abortMultipartUpload() 5%,

BAXEAT Ruby B Amazon F X TES APINESZER
B4a - A 2,

require 'vendor/autoload.php';
use Aws\S3\S3Client;

$bucket = '*** Your Bucket Name ***';
$keyname = '*** Your Object Key ***';

, BHEEER T Ruby B9 Amazon F.4 T

$uploadId = '*** Upload ID of upload to Abort ***';

$s3 = new S3Client([
'version' => 'latest',
'region' => 'us-east-1'

1);

// Abort the multipart upload.
$s3->abortMultipartUpload([

'Bucket' => $bucket,
'Key' => $keyname,
'UploadId' => $uploadId,
D
FR7ERLEAEHFHNR

DB EAIFERNREN — B0 B#IT Lt AT HRVURBIH SRR AER D R EE API £
5GB WX R, BXDBRLENER , ESHE Amazon S3 FEA DR EEAR EEFMNEFIX R,

AUEENMNREREH/NT 5GBHINK , MEAEREA DB L/E AP, FTLAEA Amazon Web
Services Management Console, Amazon CLI, REST API 5 Amazon SDK £ #l/NF 5 GB X R,
BEXEZER , E2H &6, BoNETENR,

AT

BREMD R EAEURFANRE MK EEXNRERERLE

FWUFE BT TTENM

BESRAE  BITREEREENR

T—HNEMAER REST API 2 Amazon SDK @i 4 B8 &R E#I3T R,
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£/ REST API

Amazon Simple Storage Service API ZZW THEHJL TR TER T2 & L& REST API, A L%
DR (EF ) API EFITMENXNR , HABIEERFIRIM x-amz-copy-source FRIFLIEERI
Ko

- FWRORLELE

- LEDE

- LRGSR (EF)

- TR L

« PSR L

- FIHDER

« JIHSEREAE

BRI AERXE APl £ RHEBECH REST B3R , b Al AERARIMIEMHE SDK 2—. BxES Amazon
CLIMITHEBRLENESZER , H5M FH Amazon CLl, X SDK WEZEE. , 1§55 Amazon
SDK X F 7 & L&V,

£ Amazon SDK
EFEREER API EFINR |, BRITUTIRE -

- B3I P AmazonS3Client.initiateMultipartUpload() FZE DR L&,

« M AmazonS3Client.initiateMultipartUpload() FZREHMMNX RRE L/ ID. BAE
N B ERRERA N E4£ 1D,

- EFIFTER. N TEEEHNENER , 81— CopyPartRequest REFHXEH, RHRER , 2
BRMEFERBER, ENEHFNRE, £ ID. BNE-NMNFZTNHEE— N FTNULENRKRE
W5

- fR7F AmazonS3Client.copyPart() FZRANMEE, SN BIE ETag BEMNE LEZ S ERH
BiRS, BEBNEETRHTRD R LML,

@M AmazonS3Client.completeMultipartUpload() FH3EERKEFIRE,

FRASBLEE API fR4s 2006-03-01 241


https://docs.amazonaws.cn/AmazonS3/latest/API/mpUploadInitiate.html
https://docs.amazonaws.cn/AmazonS3/latest/API/mpUploadUploadPart.html
https://docs.amazonaws.cn/AmazonS3/latest/API/mpUploadUploadPartCopy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/mpUploadComplete.html
https://docs.amazonaws.cn/AmazonS3/latest/API/mpUploadAbort.html
https://docs.amazonaws.cn/AmazonS3/latest/API/mpUploadListParts.html
https://docs.amazonaws.cn/AmazonS3/latest/API/mpUploadListMPUpload.html

Amazon Simple Storage Service

RAriEmE

Java

Example

AR R BA A 5 Amazon S3 R 5 Java APl AT A ERE #l. B BIBFNRE B RFIH 3
B, 5 (GEAT Java ¥ Amazon SDK FF R A RIERE) HFHAIT,

import
import
import
import
import
import
import

import
import

import

public

com.amazonaws .AmazonServiceException;

com.amazonaws .SdkClientException;
com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.regions.Regions;
com.amazonaws.services.s3.AmazonS3;
com.amazonaws.services.s3.AmazonS3ClientBuilder;
com.amazonaws.services.s3.model.*;

java.io.IOException;
java.util.Arraylist;

java.util.List;

class LowLevelMultipartCopy {

public static void main(String[] args) throws IOException {

Regions clientRegion = Regions.DEFAULT_REGION;

String sourceBucketName = "*** Source bucket name ***";
String sourceObjectKey = "*** Source object key ***";
String destBucketName = "*** Target bucket name ***";

String destObjectKey = "*** Target object key ***";

try {

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(clientRegion)

.build();

// Initiate the multipart upload.
InitiateMultipartUploadRequest initRequest = new

InitiateMultipartUploadRequest(destBucketName,

destObjectKey);
InitiateMultipartUploadResult initResult =

s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.

AT

API KRN 2006-03-01 242


https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/getting-started.html

Amazon Simple Storage Service ArfEm

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(sourceBucketName, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make
sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize -
1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(sourceBucketName)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(destBucketName)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and
make the
// copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
destBucketName,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
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// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;

NET

LA C# ROIEBAMMAER EAT NET #9 Amazon SDK ¥ X F 5 GB # Amazon S3 W HRMA—1
BNEEHIE S —NRULE , SN — N FREBEHES N EHEE. ZEH NPT S5GB R,
BEEA £/4 Amazon SDK AFTRM EMRESHIEE. HX Amazon S3 7BREENESEER
BZH £ Amazon S3HFEAST B LER EEFNEFINR.

R B ER el fE A SEA T NET 89 Amazon SDK £ B E4& API X TF 5 GB 9 Amazon S3 J &
M—" S3 EEEEHIT S — M=,

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;

using System;

using System.Collections.Generic;
using System.Threading.Tasks;

namespace Amazon.DocSamples.S3

{
class CopyObjectUsingMPUapiTest

{
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private const string sourceBucket = "*** provide the name of the bucket with
source object ***";

private const string targetBucket = "*** provide the name of the bucket to
copy the object to ***";

private const string sourceObjectKey = "*** provide the name of object to

copy ***";

private const string targetObjectKey = "*** provide the name of the object
copy ***";

// Specify your bucket region (an example region is shown).

private static readonly RegionEndpoint bucketRegion
RegionEndpoint.USWest2;

private static IAmazonS3 s3Client;

public static void Main()

{
s3Client = new AmazonS3Client(bucketRegion);
Console.WriteLine("Copying an object");
MPUCopyObjectAsync().Wait();

}

private static async Task MPUCopyObjectAsync()

{

// Create a list to store the upload part responses.

List<UploadPartResponse> uploadResponses = new
List<UploadPartResponse>();

List<CopyPartResponse> copyResponses = new List<CopyPartResponse>();

// Setup information required to initiate the multipart upload.
InitiateMultipartUploadRequest initiateRequest =
new InitiateMultipartUploadRequest
{
BucketName = targetBucket,
Key = targetObjectKey
};

// Initiate the upload.
InitiateMultipartUploadResponse initResponse =
await s3Client.InitiateMultipartUploadAsync(initiateRequest);

// Save the upload ID.
String uploadId = initResponse.UploadId;

try

{
// Get the size of the object.
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GetObjectMetadataRequest metadataRequest = new

GetObjectMetadataRequest

bytes.

objectSize - 1 :

{

BucketName = sourceBucket,
Key = sourceObjectKey
};

GetObjectMetadataResponse metadataResponse =

await s3Client.GetObjectMetadataAsync(metadataRequest);
long objectSize = metadataResponse.ContentLength; // Length in

// Copy the parts.

long partSize = 5 * (long)Math.Pow(2, 20); // Part size is 5 MB.

long bytePosition = 0;
for (int i = 1; bytePosition < objectSize; i++)
{
CopyPartRequest copyRequest = new CopyPartRequest
{
DestinationBucket = targetBucket,
DestinationKey = targetObjectKey,
SourceBucket = sourceBucket,
SourceKey = sourceObjectKey,
UploadId = uploadId,
FirstByte = bytePosition,
LastByte = bytePosition + partSize - 1 >= objectSize ?
bytePosition + partSize - 1,
PartNumber = i

};

copyResponses.Add(await s3Client.CopyPartAsync(copyRequest));

bytePosition += partSize;

// Set up to complete the copy.
CompleteMultipartUploadRequest completeRequest =
new CompleteMultipartUploadRequest

{

BucketName = targetBucket,

Key = targetObjectKey,

UploadId = initResponse.UploadId
};

AT
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completeRequest.AddPartETags(copyResponses);

// Complete the copy.
CompleteMultipartUploadResponse completeUploadResponse =
await s3Client.CompleteMultipartUploadAsync(completeRequest);
}

catch (AmazonS3Exception e)

{

Console.WriteLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);

}

catch (Exception e)

{

Console.WritelLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);
}
}

HE  BI7REEREENRARIEHBITETEMSE

DEREEARTFREINNREN—EDTREE, BN TERBENREGFEOESZE D, ST LIH EE R
BEBIF LEAXERNRD B, WREEIBREBEAN , TUEHEHZ2BRET2FMEM D B,
LETHRAENNRSERE , Amazon S3 FLEXE S BRHA BN R, —KRME , MREHNRKIE
27 100MB , RN ZEREATERLEZ A MAREENMREFEPLENR, AXTRELENESESR
FZ P £ Amazon S3 AEA D B EEAR EEMEFTIN R, xR EENEXRSE , HZH Amazon
S3 DR E&BR,

AUMEARBMREIER = EEHNEERMER. ATRENSEEATEZRINFERXFTNE

NFF . Amazon S3 R T ZMREMED , ATRERENTEM, RMNBUERXLEZTEERE
FERNFAMERERBRMNURKT , ABUANSI I EAAIBRHHBREER, Amazon S3 EXIFUTE
& : SHA-1, SHA-256, CRC32 M CRC32C., Amazon S3 EAHF —NHEBSNEERITETIANK
BANE 6 AFEFEINKTBEN—B5, AXRBINESELR , SR E Amazon S3 HREX

RTEEM,
B #R

EARHREF , BFHEI WAE Amazon B H1TRE ( Amazon CLI ) 5 B L& ME I
SHA-256 5 FFFX R E4£ %] Amazon S3, B FEI MABES ITE D EEXNRE MD5 B FHEF
SHA-256 REH , REENRKIBBTEM,
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F&

< EREH

- SHR1 BIEAXH

- FR2  FXH{HF DRSS XM

- FR 3 BESFREEEABEEFTHANREH
c B4 EETREENTER

« F]RS5: IHTREEHAEDER

« P66 TRTERLEE

s FR7 BANREEDFES

« HR8: A MD5 REMBPIUEN RTTEM
« SR  FRAFANBRENBIEN RTEN
« FR 10 BRFIR

TR

o EFBAHEZE , BREREENHFRIELZEN Amazon S3 FiEfe. BXELER , H5H CE
BRE#ER.

o WAL RHABET Amazon CLl, WRKZE% Amazon CLI, EZH {(Amazon Command Line
Interface | FF$8F8) A Y Install or update to the latest version of the Amazon CLlI,

o BF , WA LNEZEH A S Amazon CloudShell i21T Amazon CLI @545, Amazon CloudShell 2
—NETFXEEE., MERXRLFHRIERN Shell , BATLAEREM Amazon Web Services Management
ConsoleHBaIE. BXEZELR , 5 H (Amazon CloudShell AF#ER) FH What is
CloudShell? # Getting started with Amazon CloudShells

S BB

MBREBERHERTELENXH , WA ERHEFRERZXME. BN , FEAUATERIE—N 15
MB X, BXRDEBEENMEXEF , BESHE Amazon S3 BB EERE,

B R34
RIFGERANRERS , FANTHTZ —ROIEXXHF,

Linux 2 macOS

EE 15 MB IXHF |, B TR LIRHAZITU @RS
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dd if=/dev/urandom of=census-data.bin bs=1M count=15

tin S RIE—NE A census-data.bin X , HHER TREHFT , XH 15 MB,

Windows
EGIZE 15 MB WX, BHAARMAEHZTUTHS -

fsutil file createnew census-data.bin 15728640

SRl — 18N census-data.bin X4 , EFEBEFEEHE , X/H 15 MB ( 15728640 F
F)o

SR 2 FXHHFD RSN

ERITOER L |, I AXGHFRDRNETRINDER, ARE , TUERAD R EEZIER EER /N
N, WSRERMMHLZR 1 POIZNAXEFRIARINDER. AT REIERAERN census-
data.bin B9 15 MB X4,

FAXHHFDNZNDER
Linux 2% macOS

BERANHDHE S5 MBS R , BEA split ih. ITHFLIRHAZTUTHS :

split -b 5M -d census-data.bin census-part

L@ HF census-data.bin IFDMB N census-part** B 5 MB 2Bk , Heb ** 2 00 FFIAKY
ﬁ—?—)ﬁﬁﬁo

Windows

B9 AKX , 56 H PowerShell, ¥TFF Powershell A E{TA TS

$inputFile = "census-data.bin"
$outputFilePrefix = "census-part"
$chunkSize = 5MB

$fs = [System.IO.File]::0OpenRead($inputFile)
$buffer = New-Object byte[] $chunkSize
$fileNumber = 0
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while ($fs.Position -1t $fs.Length) {

$bytesRead = $fs.Read($buffer, @, $chunkSize)

$outputFile = "{03}{1:D2}" -f $outputFilePrefix, $fileNumber
$fileStream = [System.IO.File]::Create($outputFile)
$fileStream.Write($buffer, @, $bytesRead)
$fileStream.Close()

$fileNumber++

}

$fs.Close()

It PowerShell BiA 5L 5 MB AN B RIBIAXH |, HFHENTREAN - NHERFRRE X4

SITHNENSTRE , ENZLERTZHSHNERTEIZIN IR, BIMRBE-—IMEEIBRESH
REYEER , Hla

census-part@@ census-part@l census-part02

H 3 SIS R EEHEEFANREN

EFRIBREETRE  EREVESREEFER, KPRBFEEH DB LAUR N BIETELIEEHIN
BRI M. AT RBIER SHA-256 R M., MREEZRERRE EEHANKOEATHIE | K0E
BFRPRERBECUEF B R LEE,

(® Note
EASRNEES R , AHEMEA SHA-256 FNE L, BAILLERENX LS RERH M
MAREA , 0 CRC32, CRC32C = SHA-1, MRFEATRWE L , N SAEENKES
W& EAEE %,

Friaa B L&

HELmF , AL create-multipart-upload S HREFEHEEN DR L&, & amzn-s3-
demo-bucketl BMAERFEREBEMN. B, ERABEENXHBEMR census_data_file, Lt
ERERE , LXHBFER AT RE,

aws s3api create-multipart-upload --bucket amzn-s3-demo-bucketl --key
'census_data_file' --checksum-algorithm sha256
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WMRIEHAVIERIITR , BFEBRMT JSON frth

"ServerSideEncryption": "AES256",

"ChecksumAlgorithm": "SHA256",

"Bucket": "amzn-s3-demo-bucketl",

"Key": "census_data_file",

"UploadId":
"cNV6KCSNANFZapz1LUGPC5XwUViln6yUoIeSP138sNOKPeMhpKQRrbT9k@ePmgoOTCjOK83T4e2Gb5hQvNoNpCKqyb8m?

}

® Note
HIBRIEFERUTT R0 B L&Y, Amazon S3 fHREIEHR £4% ID MR , Lt ID 2% B £1%
HYME—#RiRfF, TIRBMA EEDER, FIHDER, TR EASEFELLE | SBLNTREIL EE
ID., EELSHREEAE UploadId. Key Hl Bucket B , A EFHRFXLME,
o, MRE/REESTFHNNRENESER , NS BRESSLNREEN . MRERE
RATEZN D EBY%S , M complete-multipart-upload ERATBER S HTTP 500
Internal Server Error,.

R4 LETREENTER

FELSTRE , B EREENRN DR EEE S3 78, £ upload-part R ELEFI S
B, WERERANBNTREELE ID. 7BRESNE LA,

DB

1. LEDEE , BRTLEE D, EXTEH --part-number SHRIBEDERES . EBLLERE 1 H
10000 2 AINEES BREB. PRESHELEELENNRPHE—HIAF 2R REMNE, FikR
D BYmESARELEFS (Hlm, EAUR1, 2R3 ), MREFHZH LEANSBRNE—2
BRS LEHDER , Mz LEN D BRSHEES.

2. f#A upload-part W HRLEDTERLEENENDBR. --upload-id 55 % 3 # create-
multipart-upload WS OIENHEANBTEE. ELEBENE- 2R, BEAUTHS :

aws s3api upload-part --bucket amzn-s3-demo-bucketl --key
'census_data_file' --part-number 1 --body census-part@® --upload-id
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"cNV6KCSNANFZapzlLUGPC5XwUViln6yUoIeSP138sNOKPeMhpKQRrbTOk0@ePmgoOTCjOK83T4e2Gb5hQvNoNpCKqy
--checksum-algorithm SHA256

B upload-part i HfE , BNZLFRRLCUAT RAIKE :

{
"ServerSideEncryption": "AES256",
"ETag": "\"e611693805e812ef37f96c9937605e69\"",
"ChecksumSHA256": "QL18R4i4+SaJlrl8ZIcutc5TbZtwt2NwB81TXkd3GHO="
}

3. NTREDER, HNEESRES

aws s3api upload-part --bucket amzn-s3-demo-bucketl --key 'census_data_file' --
part-number <part-number> --body <file-path> --upload-id "<your-upload-id>" --
checksum-algorithm SHA256

plan , ERUTGREREEE-ANTR

aws s3api upload-part --bucket amzn-s3-demo-bucketl --key
'census_data_file' --part-number 2 --body census-part@l --upload-id
"cNVEKCSNANFZapz1LUGPC5XwUViln6yUoIeSP138sNOKPeMhpKQRrbT9k@ePmgoOTCj9K83T4e2Gb5hQvNoNpCKqy
--checksum-algorithm SHA256

Amazon S3 FEN R AIARL FIREI SN B L& 9 BN ASRE ( ETag ) MBI,
4. HEFEM upload-part H , BE| LEZ THRIAE D,

S5 FIHT R EENREDR

EXRoBRLE  BREEIHEXMESBRLEESHEL LENMED R, list-parts T

RMEHRETHENFEREN, 8, L&D, 2BR4%&S. ETag. FINANRENEEE. MitAHRTE
NXHHPARERSE , IEERAUNEENTBRLESBHN T —SHERTE. IUERAUTHZURER
parts.json #9 JSON #i i 3XF,

RIS PR A 2 BRI ST+

1. BEARBEMECLEDRFMEEN JSON XK |, FFEAUT list-parts 5. & amzn-
s3-demo-bucketl BN KRN FEEEN , & <your-upload-id> BANBEDSE 3 F
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WKEH L& ID, Bk list-parts M THWEZER , HZH (Amazon Command Line Interface
AP FH list-parts.

aws s3api list-parts --bucket amzn-s3-demo-bucketl --key 'census_data_file' --
upload-id <your-upload-id> --query '{Parts: Parts[*].{PartNumber: PartNumber, ETag:
ETag, ChecksumSHA256: ChecksumSHA2563}}' --output json > parts.json

XESER—NE RN parts. json BEFIXH. ZXHRA JSON KX , BB 2 LED BN
1;.,.,\0 parts.json X BETBRLENBNPBNEREE |, NS ERESREMMA ETag
B, XEREHD B LEIEASE

2. FAEMXAREEIRDELLIHITI parts. json. L TR RAIHEH

{
"Parts": [
{
"PartNumber": 1,
"ETag": "\"3c3097f89e2a2fece47ac54b243c9d97\"",
"ChecksumSHA256" : "fTPVHfyNHdv5VkR4S3EewdyioXECV7IBXN+d4FXYYTw="
},
{
"PartNumber": 2,
"ETag": "\"03c71ccl60261b20ab74f6d2c476b450\"",
"ChecksumSHA256" : "VDWTa8enjOvULBAO3W2a6C+5/7ZnNjrnLApalQVc3FE="
1,
{
"PartNumber": 3,
"ETag": "\"81ae@937404429a97967dffa7eb4affb\"",
"ChecksumSHA256" : "cVVkXehUlzcwrBrXgPIM+EKQXPUvWist8mlUTCs4bg8="
}
]
}

HI6 : TRDREME

BB LENAMESBRBLETEHBIHSRERER , &R —PRERIREEL, WPRLES3IF
ERPRATE EEN S REHRENTR,
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® Note
BRI LATE A complete-multipart-upload 28] , BEEERFEE --checksum-

70N

sha256 RitENKHREF, MRRELMAEHE , Amazon S3 RULBFEREK. BXEZE
2 , 5 ® (Amazon Command Line Interface AAF#§8) ## complete-multipart-upload,

/BN

= RO EME | BER complete-multipart-upload &%, WHNEERTNLE 5 o)
B parts.json X, FHBWBEFIUK L& ID. F <amzn-s3-demo-bucketl> B A FHEE
# , N <your-upload-id> H#H parts.json B L4 ID,

aws s3api complete-multipart-upload --multipart-upload file://parts.json --bucket amzn-

s3-demo-bucketl --key 'census_data_file' --upload-id <your-upload-id>
UTRRHEE -
{
"ServerSideEncryption": "AES256",
"Location": "https://amzn-s3-demo-bucketl.s3.us-east-2.amazonaws.com/
census_data_file",
"Bucket": "amzn-s3-demo-bucketl",
"Key": "census_data_file",

"ETag": "\"f453c6dccca969c457efdf9b1361e291-3\"",
"ChecksumSHA256": "aI8EoktCdotjU8Bq46DrPCxQCGuGcPIh]51noWs6hvk=-3"

3

® Note
L E MRS N 0 B S e BRRBRER SN2 BRI EMNPATREM , NTRIESHE—
RS REY SR

SRT7  BHANR LB FEAE
THOBREER , BRUBRIENRER N L& E S3 FER, EIHFEBPHNSTEIAT LA

y ZON

XHBZEE , EFEM list-objects-v2 5,
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HIH EEBR

EIHEERPOXNR , BEM list-objects-v2 . & amzn-s3-demo-bucketl EiR 3L
FRIFIERB B

aws s3api list-objects-v2 --bucket amzn-s3-demo-bucketl

T HEREFEBPNREIIR ENRIIRPERE LEN X (BT census_data_file ),

BEXREZER , 52 H (Amazon Command Line Interface A/ #5R) & list-objects-v2 5 H
Examples 72 o

SR 8 : £/ MD5 REMBUEX REEM

E AR, AT ERKFE E LA Amazon S3 EH. BIAERT , Amazon S3 i MD5 T i
EEMATRIN ETage WTHE L% , ETag TREENRWREM , MEEF N Eih0BRNREMA
A

Ro

£/ MD5 RE MU REEM

1. ERRE ELEXNRH ETag , EIT head-object #HR :

aws s3api head-object --bucket amzn-s3-demo-bucketl --key census_data_file

LT RRplfE

"AcceptRanges": "bytes",

"LastModified": "2024-07-26T19:04:13+00:00",
"ContentLength": 16106127360,

"ETag": "\"f453c6dccca969c457efdf9b1361e291-3\"",
"ContentType": "binary/octet-stream",
"ServerSideEncryption": "AES256",

"Metadata": {3}

Itk ETag BIREMA-3". RRTINRREATREEDN=NDER#HIT LEN.
2. Tk, £A md5sum R itESN D BH MD5 R M., FEARRMED D RGN ERRE
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