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1. 7£ https://console.aws.amazon.com/directconnect/v2/ home H T 7 Amazon Direct ConnectZ

Mo

ESMERKD , &R Virtual Interfaces,

%% Create virtual interface (BIZZE#LEED),

£ Virtual interface type (E#MZEORE) T , XTF Type (EKH) , i&#F Public (2 8).
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Amazon Direct Connect,
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6. 1f Additional settings (Hfttig&) T , ITATHRE :
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BRI M BN AE VIF RIMBMABILER , FHER Amazon support SR IX LRI,
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. (A& ) A DNERMBRAR

A IFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« WF Key () , mABBEM,
- XNTE , WmARE

[ BRFR ] FEHRZSE | 1% Remove tag (M BRIRZ),

%% Create virtual interface (BIZZE#LEED),

NENRFTHEHBEE, AXESER , BER TR BHSFEEX .
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 create-public-virtual-interface (Amazon CLI)

» CreatePublicVirtuallnterface(Amazon Direct Connect API)
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%% Create virtual interface (BIZZE#LEED),
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a. Xt F Virtual interface name (B#MZEOZH) , m AELEO B,
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s T Key (8#) , mABEM,
- NFE, BARE,

[ BRIRE] TE#RESE | %3 Remove tag (Ml BRHFZE).
7. i&#E Create virtual interface (BIZZE#LEED),
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« create-private-virtual-interface (Amazon CLI)
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b. EFHZAERHEIT (MTU) M 1500 ( FRIA ) B 8500 ( E&M ) |, i§iEHE Jumbo MTU
(MTU size 8500) (E& i MTU (MTU X 8500)),
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7. %$® Create virtual interface (BIZE#1#EEN),
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« create-transit-virtual-interface (Amazon CLI)

» CreateTransitVirtuallnterface(Amazon Direct Connect API)
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» DescribeDirectConnectGatewayAttachments(Amazon Direct Connect API)
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. X F VLAN , @ AEHE LB EM (VLAN) B ID &,
. 3F BGP ASN , S AFTELIZOMN A3 ERBARNLRZAMEDPILEBRES,

BMER 1 5 4294967294, XAIER ASNs ( 1-2147483647 ) FZ 3k ( 1-4294967294 ) Hy
*#F, ASNs Hx ASNs fliIFNBNEZELE , ASNs S FKHEI X ASN Amazon Direct

Connecto

EEE IPv4 BGP FX IPv6 F4E , BIATUATRE !

[IPv4] ZEE IPv4 BGP &k | BiARIPVAFIMITUTE—BF :

- ERCHEERLE P bt , EHELRBEHEB[NE IPF |, A Amazon N0 HRERER B R

IPv4 CIDR #thiit,
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[IPv6] ZEELE IPv6 BGP X &K |, i§i£FIPv6, X IPv6 Htit 2 ML 5%k Y a1t Sth AR B 3 29 B
IPv6 B, BTBEIEEBEN IPV6 Hitit,

7. E@ Amazon BRI , N TEEAMNEIER , B AMBYEZE D RENRBZIN IPv4 CIDR
Birtttt ( AES PR ) o

8. ERMEBZMEHAIURIE BGP «1F , i7E Additional Settings (Fi iR E) T , 7 BGP
authentication key (BGP ®iF % 4) i A ZZE 4.

MBEETMAE , BRITFER— BGP 4.
9. (W& ) AN ERIRE,

[ IFRE] £ Add tag ( RINFRE ) |, RERITUTIRE :
T Key () , mARBEM.
NTFE, mARE,

[ BRIRE] TE#RESE | %1% Remove tag (Ml BRHFZE).
10. 4% Create virtual interface (812 E £\ENO),

1. EREELHZEOREM Amazon IKFHIABEEERE AN THEENH, BXEZER , F
SR T8 BHSFEEX .

ERWTITH AP QIBRE N A ELED

« allocate-public-virtual-interface (Amazon CLI)

 AllocatePublicVirtuallnterface(Amazon Direct Connect API)

#1172 Amazon Direct Connect & /AR ERIIEO

SRR ERRELED

/A Important

MREFFhEMKXE— NI Z4 Direct Connect Moxx Bk , M MK F Direct Connect M 5x
FRANBEBRES (ASN ) HATFE, Hlan , REXS R % H Direct Connect M {8 F B
AHY ASN 64512 , M RBRE K[ kM
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£ https://console.aws.amazon.com/directconnect/v2/ home H 3T FF Amazon Direct ConnectZ

Mo

ESMERKT , &R Virtual Interfaces,

%% Create virtual interface (BIZE#LEEO),

£ Virtual interface type (B OXE) T , XF Type (X&) , 1%&$F Transit (F¥).
£ Transit virtual interface settings (FREEZEORE) T , MITUTRE

a.
b.

C.

¥t F Virtual interface name (E#LEOBF) , WM AERZEO RN,
*F Connection (iE#) , R EA TIE DO A Direct Connect E#,

NTELIZEOMBSE | ERHM Amazon 1k , REANELZEOMAEERARBLELZOWN
MK A9 1D,

.3 F VLAN , BABHELFEM (VLAN) 89 1D 5,

3F BGP ASN |, # AFTRE U O M A X SR ASFNE R MR EARARES,
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EMINRET , AT TR

a.

ERE IPv4 BGP FXf IPv6 F4E , HIATUA TR -

[IPv4] ZELE IPv4 BGP N &k , EEZRIPVAHMITUTE—RE

ZRCEERLE IP il , FHEEHBREZXNEF IP F , WA Amazon NEEEEFREN B 7
IPv4 CIDR 231t

« XF Amazon BHIXNE IP , B AR FOELERERN IPv4 CIDR #3it, Amazon

/A Important

BLiE Di Amazon rect Connect EiMEZ O , LA LAEA RFC 1918 ISEBHCH IP e
i, FEREMI AR, FHFEREFEM RFC 3927 169.254.0.0 IPv4 /16 Link-Local S&
Bl Amazon 2 ELHY 2 ELHY /29 CIDR it # 1TiE#E, IPv4 point-to-pointiX ££ point-
to-pointiEEN T 1A T EHE - M< BB 25 M Direct Connect i R 2 [B] By eBGP
N&E, XTF VPC RERPFEERBER , fl20 Amazon Site-to-Site FAF IP VPN 5
Transit Gateway Connect , Amazon ZBiU{EAE - M<iE B WA E = HiE M iE
O/ERRibut =k B ARtbit , MARiZERE. point-to-point
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« BXRFC 3927 NEZEE , TSR IPv4 SR At it B NELE

[IPv6] ZE B IPv6 BGP W&k | ikIZIPv6, 1 IPv6e ik £ M D57 e bt Stheh 5 45 B
IPv6 B, BT EEIREBE N IPV6 #udit,

b. EFHZAEHEIT (MTU) M 1500 ( FRIA ) B 8500 ( E&M ) |, % Jumbo MTU
(MTU size 8500) (E& i MTU (MTU X/ 8500)).

c. [FI&E] AINPRZE . MATEATHRE

[RINPREE] 14 Add tag ( AR ) |, REMITUTRAE
« X¥T Key (8 ) , WAREBW
- WTFE, mARE,

[ BR#RE] FEFREE | £ Remove tag (I BRIFZ),
7. %$® Create virtual interface (BIZE#1EEN),

8. HEREEMEOFKEM Amazon IKFHMBEESE , MANNERNRE THEHAREENH,
BREZER , F5H T BARREE X,

AW TITH AP QIR E R ELED

« allocate-transit-virtual-interface (Amazon CLI)

 AllocateTransitVirtuallnterface(Amazon Direct Connect API)

& & Amazon Direct Connect EE#\ZOF1E

&R LAE A Amazon Direct Connect 2§ &, @ T1T AP EFEME AN HEIPRE, FAEER
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- EERES
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1. 7£ https://console.aws.amazon.com/directconnect/v2/ home A $TFFAmazon Direct ConnectE

Hlo
EEMSEHS , EREMEOD,
EELED , ARFERF View details (EFFHARER)o
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ERWTITH API HRELERA

 describe-virtual-interfaces (Amazon CLI)

» DescribeVirtuallnterfaces(Amazon Direct Connect API)

5 BGP XN Z &5 Z] Amazon Direct Connect E #1130
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ERUEO AR FEA IPv4 BGP NELEFEMEA IPv6 BGP &2, BFELEN IPv6 BGP WELHE
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FXEFLU BGP, IPv4 HIEIUERERX T IPv6 ZTELMED,
Amazon MD5 BINER T B A. ETEB BUtED,

EA T I AR BGP MW & 4k,

YN0 BGP X &4k

1. 7E https://console.aws.amazon.com/directconnect/v2/ home A $TFAmazon Direct ConnectE
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- EECIEEXE P it , FELHWEBINE IPF , S A Amazon NEELIEREN B IR
IPv4 CIDR ik, XfF Amazon BBHSEXNZE IP, T AR THEKXIEFRER IPv4 CIDR ik,
Amazon

6. (2HELEED ) ZHM IPv4 BGP &K | FHITUTIRE

- HEERWRBAINE P&, AR RELEZIMN IPv4 CIDR Biritiit,
« XtF Amazon BEHEXNZE IP , FR AR TRELEREN IPv4 CIDR #it, Amazon

/A Important

EliE Di Amazon rect Connect EEEMEO R |, BAILAEA RFC 1918 I8 EEHCH IP b
i, EAEMI SR, HEIEFEM RFC 3927 169.254.0.0 IPv4 /16 Link-Local SBE
Amazon 7 BLHY 5 BCRY /29 CIDR #itib#1TiE#E,  IPv4 point-to-pointiX £ point-to-point
EENETATENEFM<EBAEEA Direct Connect it R Z BB eBGP XW&, X F
VPC RESREEHEK , Hl20 Amazon Site-to-Site FA% IP VPN = Transit Gateway
Connect , Amazon B EAE - M B R WA E S FBEMEDQER RS B R
Mt , MAREZI, point-to-point

« X RFC 1918 WEZE LR , S WFE BB MY 1k 2 F.o
- BX RFC3927 WESZEE |, 55K IPv4 BBttt NI SEE,

7. (RBEHLEELIED ) EHRM IPv6 BGP XN &4k | iBikRIPV6, X5 IPv6 tbiit = ML T #Y
IPv6 st B B ; BEEIEEEE N IPv6 #idit,
8. XF BGPASN , Wi AFELIZEONA I EEARNILEANXINBEBRES,

NTFABELED , ASN LT AREREEEMNZEANRFFIRF,

BRER 1 3 4294967294, XBIER AT ASNs ( 1-2147483646 ) %k
( 1-4294967294 ) , ASNs HX ASNs MiFHANBNELFELE , ASNs TSR KHF ASN
Amazon Direct Connect,

BIEE K MBEBRERmAE , RINcE8PE—ME,
9. ERHEBCH BGP %4f , 51 BGP B RIEZ4AF i AEH B MD5 GP %4,
10. ETFHRIIXSE4E,
FRAMSITH API 812 BGP &k

 create-bgp-peer (Amazon CLI)
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- 1|% BGPPeer (Amazon Direct Connect API)

i B& Amazon Direct Connect EE#\#2 0 BGP X &4k

MREHNEMIZEORNESR IPv4 H IPv6 BGP XEXiE , NI A LMBREH — BGP & KiE (EFR
BERIRMIBRAAS ) o B ATLAfE A Amazon Direct Connect #2414 . o173k APl BIBRE##E0O BGP X
27

filBR BGP X4 &4

1. 7£ https://console.aws.amazon.com/directconnect/v2/ home A $TFFAmazon Direct ConnectE

Mo

ESMERKT , &R Virtual Interfaces,

EEREDED |, REIER View details (BFHFAFR).

Tt Peerings (&) T, EBREBERBRONESE , RFIEEF Delete (H1BR).

£ Remove peering from virtual interface (MR #1320 ARl BRI &E4K) X iFHES |, %% Delete (il
BR)o

o b~ 0D

FERBSITH APl il BGP 3 &4k

 delete-bgp-peer (Amazon CLI)
- il Bk BGPPeer (Amazon Direct Connect API)

1% & Amazon Direct Connect #ABE\EORN MTU

MRENELEORER IPv4 M IPv6 BGP WEXTE , M AT LMIBREH—1 BGP WELXE (EF
REEBTMIBRFAS ) o BXABELIEA MTUs WESER |, FSH THEMTUs FAE E DO ERHE
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& O] LAEF Amazon Direct Connect #2##l&. ST API RIREFRBELEON MTU,
REMEBELZEON MTU
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2. TESMBEKH | &R Virtual Interfaces.
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3. EERERED , AFEE Edit (RE).
4. 1£ Jumbo MTU ( MTU K/ 8500) T , &£ =E Ao

5. £ Acknowledge (F1A) T , #%#% | understand the selected connection(s) will go down for a brief

period (BRAE , FTiLEEFEE AT B AMFT). EMTRE , EREAREN pending.

FRTSITEH AP REREELIZON MTU

 update-virtual-interface-attributes (Amazon CLI)

» UpdateVirtuallnterfaceAttributes(Amazon Direct Connect API)
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2. TESMBEKTF , % Virtual Interfaces.

3. B“EELEQD , RFIERE Edit (%RiE).

4. AIEMRBRIRE

[RINPRZE] 14 Add tag ( AIIFRE ) |, REMITUA TR
« XtT Key(8) 6 WAREBW
- NTE, BARE.

[ BRIRE] TEARESE | 1£1F Remove tag (Ml BRAFZE),
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EFE AW ST ERIFE

+ tag-resource (Amazon CLlI)

» untag-resource (Amazon CLI)

ISR R B L QAR 131


https://docs.amazonaws.cn/cli/latest/reference/directconnect/update-virtual-interface-attributes.html
https://docs.amazonaws.cn/directconnect/latest/APIReference/API_UpdateVirtualInterfaceAttributes.html
https://console.amazonaws.cn/directconnect/v2/home
https://docs.amazonaws.cn/cli/latest/reference/directconnect/tag-resource.html
https://docs.amazonaws.cn/cli/latest/reference/directconnect/untag-resource.html

Amazon Direct Connect AriEE

I B& Amazon Direct Connect FEE#L3 O

MR —NRBANERIEO, BATEMBRELIED | REFEBIRRER, BREMEZEOSFLESZERL
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Hlo
2. EEMBERF , EEELEO,

3. REEBEEMED , RIF1EE Delete (HER).
4. 71 Delete (MIBR) #&IAXTEAE S , 1%$#%F Delete (HBR).

AW HITH API BIRRELIERD

+ delete-virtual-interface (Amazon CLI)

+ DeleteVirtuallnterface(Amazon Direct Connect API)

2 3EE Amazon Direct Connect L3O

EFREAREELEOCH , MOEESZELED, XTFRAEELED , BEXLMEE —PNELF
EM x5 Direct Connect W%, N FHHEELIED , BELHMNEHEHEMKXER Direct Connect Mx,
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( PERE IO ) 1 Accept virtual interface (2 EHIZDO) XIFHES |, %8 Direct Connect M
X, RIFE$E Accept virtual interface (2 E#IZO),

(RABERERIED ) 7 Accept virtual interface (BEZELIED) SEEFR , EREBFAEMKE
Direct Connect M% , SR/Fi%# Accept virtual interface (I E#EO),
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 confirm-private-virtual-interface (Amazon CLI)

» ConfirmPrivateVirtuallnterface(Amazon Direct Connect API)

ERWTITH AP BEZREQFELED

 confirm-public-virtual-interface (Amazon CLI)

» ConfirmPublicVirtuallnterface(Amazon Direct Connect API)

ERWTITH AP SEZREPEELED

 confirm-transit-virtual-interface (Amazon CLI)

» ConfirmTransitVirtuallnterface(Amazon Direct Connect API)
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MRENTUATE—ELEOTIBRE , BEALEE .
« FEEMEEXBENNAELZEOTIBE S -1 LAG,
- FEEANRA LAG XEWIAEMZOEIBIH LAG.
- FEEMEERBNAAELZEOTIBE S —MEE,

EBENED =


https://docs.amazonaws.cn/cli/latest/reference/directconnect/confirm-private-virtual-interface.html
https://docs.amazonaws.cn/directconnect/latest/APIReference/API_ConfirmPrivateVirtualInterface.html
https://docs.amazonaws.cn/cli/latest/reference/directconnect/confirm-public-virtual-interface.html
https://docs.amazonaws.cn/directconnect/latest/APIReference/API_ConfirmPublicVirtualInterface.html
https://docs.amazonaws.cn/cli/latest/reference/directconnect/confirm-transit-virtual-interface.html
https://docs.amazonaws.cn/directconnect/latest/APIReference/API_ConfirTransitVirtualInterface.html

Amazon Direct Connect AriEE

® Note
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HUBEAZEOTIBHREKIFEZEN  EXEEMEOXRKNEESHEARN, EFR
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EIEY VLAN E 02,

/A Important
EEEOSEE XA, BRMNBWEELEPBERITIHERE,
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Hlo

ESMERKT , &R Virtual Interfaces,
ERERED , RAEER Edit (RE).

¥F Connection (iE#£) , iH1E#E LAG i,
%32 Edit virtual interface (4w EIEO),
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FERBSTHR API EBELED

* associate-virtual-interface (Amazon CLI)

+ AssociateVirtuallnterface(Amazon Direct Connect API)
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Amazon Direct Connect 885 R &4 (LAGs)

A LMERAZMEREREMTAHR, SERA4E (LAG) R— 1M 2EED | CHEAERR SN
(LACP) £ &1 Amazon Direct Connect it RREZMNEE , ATFEFENANENMEEERE, LAGs
L TEE , A7 LAG BBEA FTAHTPHWAEER,

(® Note
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ETEYF , BEONERE , SMIBERMNEE. BAURLLEER— Amazon &% MERNEHE
B LAG , AGEAMMNMER LAGs MA RN MEE#THRENEE,

(‘b Direct Connect Location 1 Customer Data Center

Customer Data Center

BN BEEGE LAG , BB EMERE, 02 LAG 25 , B RIAER (TRRMIELESE
=REA LAG W —&7) & LAG XEko

BUTFHNER -
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. ELAG F , BEZALEFH 100 Gbps = 400 Gbps HIERE |, =M ik OEEE T 100 Gbps B
EE, LAG B NEEHSITT A XS EKERERE,

+ LAG HHIFREIEZEELMIE R — Amazon Direct Connect s R4 1k,
- LAGs ZEFFrEELIEARE  SEAHED, AEEO0MNEHmEQD,
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Direct Connect EXEZER , B5H (RNAEEEZEIEEAE (LOA-CFA) )

FIEXLER LAGs BE—1NEM , BTHE LAG HLTUETHR/MNEE , LAG AFFRIEEET. M
WIBERT , nLAGs ew RILEMHIRE N 0, EAIEH LAG LUEEFRMNE , IEMERSE , MIRE1T
EERBURTEE , B LAG R EET, LEMAATHEYESRRRERE,

LAG FHIFTAIERESE Active/Active I FIE1T.
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i—"’li&?ﬁﬂﬁ LAG SN EZiEEES LAG XBE |, BATEET ERIUEL E Amazon Direct Connect
KT R EERBHWTHRO,
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« MACsec f9;F EZFE W Amazon Direct Connect

+ 1£ Amazon Direct Connect &im T R E8IE LAG

« &E Amazon Direct Connect £ R LAG iF4EE

« EH Amazon Direct Connect i 2 9 LAG

« fFi%E#5S Amazon Direct Connect £ S EH) LAG XxBk

s EART R EEUEERES LAG 89 Amazon Direct Connect Bt

¥ MACsec CKN/CAK 54 w17 S EEIE X EX Amazon Direct Connect
+ B MACsec %431 Amazon Direct Connect i = LAG 2 [A] 9 < BX

« MIB& Amazon Direct Connect & i &= LAG

MACsec BY;EZZEI Amazon Direct Connect

EE L#TEE MACsec B |, i5ZE LT JLELAGS :
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- YEEANBERENE LAG i, RIT2BUEATE MACsec B EEENXER. AT, BITRHERER
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« HARMRRBEEFTE LAG 888 LEA — 1 MACsec 4], X#FZ 1 MACsec BN UBENATE
HERRER,

£ Amazon Direct Connect LT = L6812 LAG

SREFEESIRSUAEEREE LAG,
MRIX S HEEH XIS RBAERERS , NETERAIEREYE LAG,
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- XNTE , WmARE.
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( Tk ) FOEEN  BEOIEMIMEER, HHEONEEN1GCR10G 8 , RS AUETNESE ;
Him OEE N 100 Gbps = 400 Gbps Bt , &RZ LA R MER,

( A& ) AN BRER

[ARINFRE] £ Add tag ( RINFRE ) |, RERITUTIRE :
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HIRPR LAGs RS ST API

+ describe-lags (Amazon CLI)
» DescribeLags(Amazon Direct Connect API)
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 describe-loa (Amazon CLI)

» DescribeLoa(Amazon Direct Connect API)
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B WEE T E XX B AFIR Amazon EFHEERBRHE—SHIONR, BEXEZER |, FS
1 <IAM BF#mE) £ Amazon & = FE I THEEREER Amazon FEE 2 KB,

. NMARKENR : EEA IAM RERENRE | FUIRFRITESFENNR, Atk , BALUE N
ERERGTUIUNBERBFRIITHERE , SR ARKENREFRT, EXER IAM NANRHNESE
B EZR (AM AFER) F1 IAM YR B FIER

o M IAM FKREPRE4HE —SR& B ABR ;487 LA 6] 5K B 0 544 3k BR & X R 4E R &R M 15 1] .
Flan , BAILURERBEZ G RIBEMSAMEA SSL KIXFIAHER. IRBESBRERBEIHENARE
AR, Nt oA R RRFXN RS BRERN LRI Amazon Web Services BRS |, #1320 Amazon
CloudFormation. BXEZEER |, 5 (IAM AF1ERE) F# IAM JSON FTE : &4,

- M IAM Access Analyzer BiIEZH IAM KBS | SUBFRNREHLZSEFIhBEM — IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EMAIIRENEI , SHBBEFIELZ S BINREMRN
Keg, BXEZEER , BZH (AM AFiEmME) PRIEA IAM Access Analyzer ¥ SR B,

- EEZEEHRIE (MFA)-T1R Amazon Web Services Ik EHIZSEEE IAMM AFRBAF | B
A MFA IRREREM, EEERA API BENEE MFA |, B MFA Z4RMEIEH RSP, BxX
BZEE , B5H (AM AFERE) RHEA MFA RF APIIAEIE,

BX IAMHHREIRNESER , 20 (IAM AFERE) #1 IAM F R HEXE,

Direct Connect ViR /E. BIRMSFZMH

BEEA IAM ETBGHRE , BUUEEATRELNRENRRUR AFRIELBENS
#+. Direct Connect XIS EMRIE, BFEMFMHR. ETHAE JSON KRBT EANMATE , S
59 <IAM AiF#ErR) HRY IAM JSON KB TESZE,

BR1E

B R W LAEA Amazon JSON REERIEEERMIARMT L, BRI , WA EMAATLN A TIRR
1THRE |, UREMALAFZHATHIT,

JSON KEEH Action TEMAR A THERE T AVFRIELILHAVRE, RBREBREEXRRN
Amazon APl R{ERI B . B—LEHISMER | PIINRBIE APl REMNRNIR B4E, BH —LRESE
EERBPNITSMRE, XL NRER I BRRE,

HREEFE2ERFEUR FHATREIRERIRR,

Direct Connect B RBEIRIEERERBERA L TRIS - directconnect:, Bl , ERFEA
B33 Amazon EC2 DescribeVpnGateways API 2{EZ1TIE i EC2 EHIMNIR | BEE
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ffiZec2:DescribeVpnGatewaysEETEEMITNRE R, REEWLMNTE Action
NotAction Jt#&., Direct Connect EX 7 —4AHCOHERE , RERETUFERAZRFMITHES.

AR RIS BE R F X B9 152 BV BR Amazon Direct Connect,

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

]I

"Resource": "*"

}
]
}

LT RBIRBER TN 215 R PR Amazon Direct Connects

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
1,
"Resource™: "*"
}
]
}
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RAriEmE

EZ&FE Direct Connect #BEFIEK , 555 (IAM AF#ERE) B M Direct Connect & X Y24,

RIR

B R W LAEA Amazon JSON REERIEEERMIGRMT L, BRRY , WA EMAATLN LA TIRK

TIRE , UREAALZHETHIT,
Resource JSON KB TEZREEQHENAREN —IPHZNINR, BIXTEE Resource H|

NotResource T&E, ENBRESZR , FHEAH Amazon BREEF (ARN ) BERRFR. W TFXEFEE

BRRE (MMARBRRNIR ) BVRE , BT URITIERE.
XN T AXFRRRNROERE (W HERE) | EEABES () ENEANATHERR.

"Resource": "*"

Direct Connect fEFI LA A A ARNs :

BEZERERIR ARNs

BRI ARN

dxcon arn:${Partition}:directconnect:
${Region}:${Account}:dxcon/${Con
nectionId}

dxlag arn:${Partition}:directconnect:
${Region}:${Account}:dxlag/${Lag
Id}

dx-vif arn:${Partition}:directconnect:
${Region}:${Account} :dxvif/${Vir
tualInterfaceld}

dx-gateway arn:${Partition}:directconnect::
${Account}:dx-gateway/${DirectC
onnectGatewayId}

AXRBRAWEZE R ARNs , HS 1 Amazon FEAF (ARNs) M Amazon RS @& ZEiH,

Fltn  EEEQPIEE dxcon-11aa22bb #0O , HEALLT ARN :
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"Resource": "arn:aws:directconnect:us-east-1:123456789012:dxcon/dxcon-11aa22bb

EEERTREKSNAMAELNED  FEABRS (%) :

"Resource": "arn:aws:directconnect:*:*:dxvif/*"

ToEF S ERIFRMITEL Direct Connect 21E |, #lin | QIR FENIRE, EXLEBRT , B4 ER
BEAF (%)

"Resource": "*"

EEE Direct Connect BIREXE K HFIK ARNs , 15 IAM F 78 Amazon Direct Connect™ &
MEVRIRRE, BT RETUEBLERERIEESNERN ARN , 55 Direct Connect E X H#
fEo

MRE, . . HIAM KEFHBResource FERFIEE T AR ARN R IR ARN R LUSNEY * 5F

& ARN #& 3 DescribeConnections DescribeVirtualinterfaces DescribeDirectConnectGateways
Describelnterconnects DescribeLags , NIBRIETE API A FIEZEE T EEMNAIR ID , TNIEEN A
BEffect Tk, BR , WREE IAM BRFABRA*FEMAREEN TR ID , WisENHE
REffectiFi2EA,

EUTREIF | IREERPKRconnectionIdE ABVEIR T HADescribeConnectionsi®fE , N
FANEEWIRIEEBEf fect TR TN,

"Statement": [

{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections"
1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/*"
]
I

"Effect": "Deny",

"Action": [
"directconnect:DescribeConnections"

1,

"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/examplel"
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]

]

B, TEUTRAF , TREBRPREBIEBE*T , HTH IAM REEFHBPResourceFRIEM T
ZDescribeConnectionsconnectionIdi®{E , #"Effect": "Allow"FFHIhINITZIR/E,

"Statement": [

{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections
1,
"Resource": [
o
]
}
]
S

B R W LAER Amazon JSON REERIEEERNIARMT L, BRRY , WA EMAATL A TIRR
1THRE | UREMFLAFHFTNIT.

£ Condition Jt%& ( =% Condition R ) # , AIEEEERAEMMNEH. Condition TERAE
N, BUCEFERAZGZER (i, FTFHNT ) BEHERER , UERBPHNFHESERPHE
FTE,

MREE—MEAPEESZ D Condition THE , HEE Condition TEFEESZNME , N
Amazon B AND EHEITMEEN], MRENBENFHREESZME , NERABBOREZEK
Amazon SR, ERTFIEIRNNERZBILIUHERBNRE,

EEERMGN , BUTUERASUNEE. flm, REEER IAM AFE1FRIE IAM B, 838N
HETFHRARONR, AXESEELR , HZH (AM AFERE) P IAM EBTE TENFRL,

Amazon XELRFUHZHNBETRSHZMEZH, EEFE Amazon £ZREFHE | ESH IAM
APERETRAmazon £ BE& G LT,

Direct Connect EX T —4HEHCW&RHR X BFERA—L2B/H&MHR. EEEFE Amazon £/
H8 B IAM AFPiEETAmazon £ F54E LT XEHE,

BURZFHRENRERFE—EEMA. BXEZER , BERRM  REXEE XA,
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E&EE Direct Connect &4 R%5IK |, B2 (IAM BF#E®E) F M Direct Connect 44, BT #IE
A AR BRLE IR E N R IRE A B8 |, S8 Direct Connect & X IR 1E,

&£ A Direct Connect #8514

E 58] Direct Connect 12#|& , B4 E —ARENR, XENRAAAFEIHMEFTERRE
Amazon ik # Direct Connect #RHFHAERE., MRCENE T EHN KL FIENRBEERE™
B, URNTFEEZEBNZE (AFR3AR ) | BHENTERMEBIE,

RNERIXLESTAR{H R T LAE A Direct Connect #2#1& , R EEF LT Amazon £ & R BE K b F5iX L8
h, BXEZELR , E3H (AM AFERE) R8N AFPRINNR

directconnect

TN Amazon CLI 3 Amazon API FSRAF , BEERNRGEREEFANE. Mk , RAFH
) 582 R ITH APl 2 4EHE PTEL AV IR 1E,

ARFAFESHEINE SR

ZRBRER T B el ERrE , LAT IAM ARPEENMBIEAFR SR NERNEE N R, R
SIEEEE A EHEHA Amazon CLI 5 Amazon API LURTEH T AR LR ERN R,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
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Amazon Direct Connect

RAriEmE

iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource'": "*"

% Amazon Direct Connectfy R i1/ [a] fX R

LATF R R BE 3% F X4 BV BV BR Amazon Direct Connecto

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

1,

"Resource": "*"

}
]
}

%f Amazon Direct Connectfd 724 15 (8] X BR

T REIRER TN 215 RE PR Amazon Direct Connects

JSON
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"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"

]I

"Resource": "*"

}

Direct Connect E T SR RH (EFRETHRENEMG)

BRI LA AR SRR RGN FRM B RN IGE . &R LATE 1AM policy A &M K HEIRE A A
ERFRRFRFEABERSTR,

BRIMAE IAM REERERARENER , H5H (AM AFERE) RRERARSESITE,

H FHrZEX<BX Direct Connect EE#l#EZ 0

BUTR R BI S RE T SUNA 0 2 L3R - AL TR RMIAE S REFER |, F R VFRBE
Ho

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:AssociateVirtualIntexface"
1,
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": [
"preprod",
"production”
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]
}
}
}I
{
"Effect": "Allow",
"Action": "directconnect:DescribeVirtuallntexfaces",
"Resource": "*"

ETHREREXERN L

BRI LAE A 1AM SRR FR B S SR ¥R I AT BATE 1 B A IR S B 18 SR 4% 1% TR LEAR S B X, Amazon
DTFRGIERT AGIEREE  ZRBNENSTEREZPHURTMEEREFEN T ARG

5 Amazon Direct Connect TagResource R2EFIREMMMBIELEO, ERARERER |, B
ForAllValues f8iff5 aws:TagKeys ZHRESHER , MERRAATFEBFRPEABIER,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws :RequestTag/environment": [
"preprod",
"production”

},

"ForAllValues:StringEquals": {"aws:TagKeys": "environment"}
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RHIfRE R

&R BAE IAM policy FERASFARZFHREAIUER RN ERPEABERSR,
BT RIS R A2 — N KRS | L REEB IR ERREN R T RERINE

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"environment"

8BRS #8555 & € Amazon Direct Connect

Amazon Direct Connect £ Amazon Identity and Access Management (IAM) fRE <&, IREHE
RAGR—MEZEEXEKN IAM A2AI04E3KAE, Amazon Direct ConnectfRF X A H RS TR
E X Amazon Direct Connect , @3EZRFRREEAEM Amazon BRFFIENFTE IR,

RS XA EEIREZTE Amazon Direct Connect EINAR S , B RERLFIRIMHERNNIR,
Amazon Direct Connect EXERFZHEXAERUNIER |, BRIEBEEN , BN Amazon Direct Connect
HeelHEEAR, EXNHNRSEEEREANRREE | AR TEEM INBNEMTE M IAM KA INRE
B o

REEEEMBREXERE , BT ERBRRSHEXE®, X0 LRI ER Amazon Direct Connect
BIR , ARBTETSE PR R R IR R .

BRAXERSHEACHEMBSNES | HSRAEA IAM B9Amazon RS , A ERSEHZEA B H
ERENRS, EEENEE SR ZRSNRSHEXSEXH,
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1 AR S5 #8 5< A B X PR Amazon Direct Connect

Amazon Direct Connect £l & AWSServiceRoleForDirectConnect AMIRZHERA R, X
Amazon Direct Connect 2 F &R EK F1F# Amazon Secrets Manager £+ # MACSec %41,

AwWSServiceRoleForDirectConnect RSHEXABABEFEUTREZIRAZAE :
* directconnect.amazonaws.com
AWSServiceRoleForDirectConnect BREHEXAEFEHIEE R

AwSDirectConnectServiceRolePolicy,

BAMEENR , £ IAMRE (AR, Ad58€ ) 82, REIMBRRSHEXA®, I T RIS
# AwSServiceRoleForDirectConnect REM <A , AT Amazon Direct Connect Y IAM & 13
HMEBMENNRE, ERFAAENNR , BRFUATREEMINE IAM 514,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": "iam:CreateServicelLinkedRole",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "directconnect.amazonaws.com"
}
}I
"Effect": "Allow",
"Resource": "*"
},
{
"Action": "iam:GetRole",
"Effect": "Allow",
"Resource": "*"
}
]
}

BREZER  BH5H (AM AFER) FRKRSHEXABNR.
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1 B2 RS % A Amazon Direct Connect

BTEFHEERSEZHXA®, Amazon Direct Connect WIZBIBIRE A A, iE1Tassociate-
mac-sec-key@ BB, Amazon |- NRFHEXAE , %A E Amazon Direct Connect /21
£ Amazon Web Services Management Console Amazon CLI, 3% Amazon APl @ Amazon Secrets

Manager R RERRFHEEFH MACsec W E,

/A Important

MREHEEMER LSBT NRNERS FERENMRE | WRSHEXAETUHIELN
P, BETHESER , FEARMN IAM K- PHHAE,

MREBERT RS HKXAR  AREEEFNVET , NYLUEAHEBNEREEENKFS PEHVERZ
A, Amazon Direct Connect BIX RHEBIEBSHAAE,

B LAER IAM #2%]& % Amazon Direct Connect A HI8IZRE XA, £ Amazon CLI 5
Amazon APl # | ERRFS BRI ERFZHEXAE, directconnect.amazonaws.comBXxEZE
B, BZH IAM AFER PHEIERSEXAE. MRERRTHRSHEXAE  TUERARENT
EERAUEAR,

REN RS < A/ Amazon Direct Connect

Amazon Direct Connect & 2 #2458 AWSServiceRoleForDirectConnect REEX AR, E6l
BRFMEXAEE , BELTEERR/ENENR , RN UEEZHXAEIAiZA®, T3 , BOLEH
IAM (R A ENEE, BXEZER , 558 (AM AFER) PHNEERSIHEXAR,

i BR B9 BR 5548 5< & 8 Amazon Direct Connect

T EFoHMIER AWSServiceRoleForDirectConnect A, MERRE <EAB R |, LHMBREAME
£ Amazon Secrets Manager Web RS FHIFTEXBL R, Amazon Web Services Management
Console Amazon CLI, & Amazon APl & Amazon Direct Connect ;&I %R H 7 G BRIRE H < A
1=

R LER IAM 25 ERBRRSHAXAR. Atk , XTMEFHFERSAXRABHER , KT8
LR BR o
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® Note

R IB 2 M BR R R BT Amazon Direct Connect RS EEFERZAR® |, NIMERATEES KXW, 0
REEXMER , BEF/ Lo , ARBXRERRE,

18l B& € FA B9 Amazon Direct Connect ‘& J& AWSServiceRoleForDirectConnect
1. BKRFIE MACsec IREBFEZ 2 BMNKEK, BEXEZEELR , 51 the section called “B kR
MACsec Z4A FE#E 2 B 1 < BX”,

2. BKRFIE MACsec M2 BIHIKEX LAGs, BXEZEER , 1551 the section called “B
MACsec 48 LAG Z BRI REL",

£/ IAM FERIRESHEXAE

fEA IAM #2#l& Amazon CLI, = Amazon API Mi|BRAWSServiceRoleForDirectConnectfRs54H
xAe, BXEZER ,H5H (AM BFIERE) PHRIRESHEXAE,

Amazon Direct Connect fRZHx A X FH X

Amazon Direct Connect X FrE 7] | MAC Z £ Ih8E Amazon Web Services X35 #Yith 5 F BRSS
HxBe, BXEZELR , 52 Amazon Direct Connect ih 5.,

Amazon BIEE F B Amazon Direct Connect

Amazon EEXHMEHVNENEENIL I EKRE Amazon, Amazon HERXKK EE N IFZE N AHIEM
MR , LEZALUFBRAAF., ANAGEDENER,

HigfE , Amazon HEERB AT NENEEASRTFRENERR , BN EMNAHAE Amazon
EREM. RMNBVETIEXBETENERZSNES EERERRRHE -SRI NR,

BT EE N Amazon FEEFRXHEHRENWNE, R Amazon B Amazon IEEREHE LR , W
EHAYNZRBAI<BKNMEERASS (AP, AMAR ), Amazon REREERBIIHH API
KA BRSS 1] LAE A T Amazon Web Services RS B9 AP| 124ERTE# Amazon IEE K,

BXEZER , H#5H (IAM A1) #H Amazon FEEFE,
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Amazon IEEFE : AWSDirectConnectFullAccess

O LU AWSDirectConnectFullAccess REEHIINE] IAM 515, WERKIRT RIFTEHENE
Amazon Direct Connect,

EEFNFHNNPR , H2 50 Amazon Web Services Management Console® I
AWSDirectConnectFullAccess,

Amazon £E XK : AWSDirectConnectReadOnlyAccess

B LA AwSDirectConnectReadOnlyAccess KEEKME| IAM &7, MWEREEER T AT RIRH RN
PR Amazon Direct Connect,

EEF W REHNR , 259 Amazon Web Services Management Console &Y
AWSDirectConnectReadOnlyAccess.

Amazon £ E XK : AWSDirectConnectServiceRolePolicy

LR MBI MRS XA |, AWSServiceRoleForDirectConnect st i Amazon Direct Connect
RERIERFE MAC Security 1B, BREZEL |, 1§51 the section called “FREHEK< AR,

EEFNKREHNR , H2 5 Amazon Web Services Management Console 1 Y
AWSDirectConnectServiceRolePolicy,

Amazon Direct ConnectAmazon £ & KR EH

& & Amazon Direct Connect BiZ RS FF 1R R BRIX L F i LAk Amazon EE REEEFHWIFMEE,
ERBEXNETHEHTENBIIEEE , 1T “ Amazon Direct Connect X #4A £icF” W@ LH RSS
feed,

EX iR H &
AWSDirectConnectSe RT X MAC &2, A0 2021 £3 A 31 H
rviceRolePolicy : TR A& T AWSServiceRoleForD

irectConnectlREHKX AR,

Amazon Direct Connect 744 Amazon Direct Connect FF 8 2021 £3 A 31 H
REER BEREE Amazon BRI E
o
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Direct Connect & 14 #i5[0] (7] B HE &

LATE B H B R 2 W MIEE £ F A Direct Connect 1 IAM B A REIB ZIRY & I a1 &3,

£

- RZETE Direct Connect FHITIREM IR

- EFEBIT iam : PassRole

o REAFBZRIUNN AFRIFKL Dire Amazon Web Services Ik ct Connect %R

& B 1E Direct Connect FHITIE/EH R
MREFBIRBEIRET |, BHELIITEMRE | W ATEFH RS A FRITIZIRE,

% mateojackson IAM AR ZRERAEGHAEETEEXEM my-example-widget BIRNIFHEFR ,
BEFRHEEM directconnect: GetWidget BRI , 2K E LT RAIEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
directconnect:GetWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson AFKIEKE , LA directconnect: GetWidget #
YEiH B my-example-widget &iRo
MREFEEZHY , FHRREMN Amazon BEER, FNEEARRHESZEIEN A

LN AT iam : PassRole

MBBIWE—MEIR , KRIPBELHIIT iam: PassRole 1 , MIAMEFRBUAR T BT ACIEIES
Direct Connect,

AL Amazon Web Services fRS5 RIFEFNBABEELZRS , MTARUEFNRS A ESHARSHE
XEB, Nt , BLMEERACLEERSHINR.

L E N marymajor B IAM AP =R E A2 H A 1E Direct Connect RHITIRIER , 2 K ELUT RHIE
xo BER , REMVMEERSFACHRTFHNRT ATHITIHIRE, Mary FTEERAGEZIESRFHIN
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MNRBEEHE) , FREREW Amazon EXE G, FHNEEARRHEZREILIN A,
RAEATFRUNN AFRIEB Dire Amazon Web Services ik ct Connect &R

FabtlE—1ae  WEEMKFPHAFRFEELANARTUERZABKRIGRIEHRIR, &0
LEEH#EREY , AURARE, XN TXHETHRMNRBEHIE FZHFIER (ACLs) KBRS , &RTEL
158 P IX L5 SR BE (0] AATVHR T 173 (R 8B BER AV A PR

ETHREZER , BZRAUATHE :

« E 7 f# Direct Connect EBXIFXLINEE |, &S Direct Connect 2MA 5 IAM & F .

o BT @N{AREIT S AN EIR I E R Amazon Web Services I |, &SR IAM P8R+
B B &3 Amazon Web Services Tk B9 53— IAM A P 12215 10X R .

o ETRNMAI[E 5 = HIREAIT SR E IR E B R Amazon Web Services K |, 25 IAM AP 18
M EE=HREFRMNER. Amazon Web Services K F~

s ETHENMEYSHBKESRITRHEFENER , E23H (IAM BFEE) AW AL SIS HIEIEN
AF ( BRBERIE ) BEFEINER,

- ETHRERACNETRRNREHATER,FRIZENZS , 25 (IAM AFERE) 8 IAM
e Y B K IR 18]

ZF U5 Amazon Direct Connect

BRI LERLLT Eanb s T B3k %12 Amazon Direct Connect 71 H IS iR ETIRE -

« Amazon CloudWatch Bk — EEIEEN N B BRAMBENER. ESIREIRNBEENTSAE
REMNERE  RIT-MHZTURE, ZBRERKIELS Amazon SNS EBHEA, CloudWatch &
BRARXMNRXE RN THERSHBARRE ; ZRSSVIECEXHRETEENNEE, BXES
E8 , 51 FH Amazon #1742 CloudWatch,

+ Amazon CloudTrail BEKZE-EKF 2B HERZBEXXMH , HBEIF CloudTrail BEXHXIEE “H
E" KERT I CloudWatch BEX #, BIERILAEA Java EHFLENAREFHABIAENBEE
XH1E CloudTrail BEFEREEE R, BXEZEER |, S FAmazon CloudTrall AFEEHRHER
123 Amazon Direct Connect API 8 Amazon CloudTrail#{#f CloudTrail B &3 4,

EXEZEER |, 55 Y412 Direct Connect &R,
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ETHRETETEESMITNMNEE , 5 Amazon Web Services BRS “” Amazon Web Services R
& ) “BREMITRIR D HEE" , ABEREBMYBHEMITX]. Amazon Web Services RS Bx
—RES , BHSEAMITI.

BRI UERATEE =S FitRE Amazon Artifacte. BXEZEELE |, HSEPH “THIRE” Amazon
Artifact,

&I EH Amazon Web Services fRE SR TERFEHNBENBEME, RATANENERAR
ERREENZEN ., Amazon BETUTHRRRABIZIMEHKE -

« Security & Compliance : XEMRIGREEIEFITILTEMEZERE , HRHTHBZLHFEN
HIEEMN SR,

- EARR — HIEENEmETRERTEMENTILIAEDX,

- £ Amazon Config 7F & A R 35/ F AN T4 %R — % Amazon Config BR S iF4 @S BIRECE
EZABRELFEAIBRE, TLIESHHANZEN,

« Amazon Security Hub— iX Amazon Web Services fR% RE T ERNBL RSN EHAE
Amazon, Security Hub B3 Z £ 2 Fl#EEILEEMN Amazon BRHAREHEREFELLTUWIRAERN
REXEKR, BXZTIRBRSRIEHERNSIR , HSH Security Hub EHIEHESZE,

« Amazon GuardDuty — B& K8 &8 Amazon Web Services Ik FHREF R B FEARNEBEF
3 , 3k Amazon Web Services RS NG TERER, BRNBEEIGKBERM . GuardDuty
BIFERESAMERNENAGRNESR  TUBBEHFEZHEMEER , Hlin PCI DSS,

¥t Amazon Direct Connect

Amazon £IKEMIZERE S Amazon XEMATAXEEN, Amazon XiFiRMUSNMNIERENEE
WATAX , SETAXBEIEER, SFHENSETRNMERE, MATAKX , B LORITFRE
EURAXzBLHHE B RMNAREBNNARFNREE. SREENENSE SN REPOLERZEY
Mk, TAXEEESNTAY, REENTT B,

BXx Amazon XM THAXWEZEE | i§SHAmazon = EKEM 1Tk,

BT Amazon 2 IKERZEFIS |, F Amazon Direct Connect 121 2 IM Ih K H5 B X 1518 MY BB M AN
ZHEKR,

AR VPN 5E—# Amazon Direct ConnectfE IS LR , S8 Amazon Direct Connect Plus
VPN,
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KWE®

R Amazon Direct Connect esiliency Toolkit 2t 7T —MNBE S MERNEZEQS , UHEBIERITH
T RAEZLSEI SLA B, BEE—NRMER | RS Resiliency Toolkit 15 S & 5T K T FKERT
M55 2. Amazon Direct Connect iIXLEE M ER EEBHREBESMBEEFESBEN T HEE,

- BAEM  BYEAESMENTERSE LR IEAVRMERE | ST USKIXE TEARHA®E
o, ZEHEANRE, EEENTRUERESRME T,

- BEM . BIEAINSMENE ER  BUNXRIXBTEREN S, HERATH YR SLT
IR F MRS R EERER AR, EXRFBTHERTRUERE.

o FRANSE : BIEAE—MIENFTERE LL LM EIER |, B UZIEXRBIEABRNITR
MR, HEARERTHNRFEENRYE | EXFRE I ESEREE,

EXEZELR , 5 the section called “Amazon Direct Connect # 1t T E4",

th i) E A% B Z 4 Amazon Direct Connect

ER —TIEE RS Amazon Direct Connect , % Amazon £EMEZLEFHRT, BOJLUE

F Amazon E %% # API i Amazon Direct Connect B M & TR, B ImSAZIFEH
BREM (TLS) 1.2 RESRE, BIMNEBWFEA TLS 1.3, FEFBRESAXIEERTTLOARE

( PFS ) WEZBEH , Hln Ephemeral Diffie-Hellman ( DHE ) =% Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) . AZEIARRE (W0 Java 7 RESHRAE ) R FXLEER,

A, RIERFEREZES ID N5 IAM EERBRHUBZFRIBARITBERFITER. HEF , EALUEA
Amazon Security Token Service ( Amazon STS ) £ K IREt Z & F RN BFERFITEE,

BT LU P 4842 B 8 X £E AP #24E |, {8 Amazon Direct Connect X #E T & RH 17 7 K1 |
HA e IEETIR IP kRS, ik 7 BUfEA Amazon Direct Connect 3 B Sk 12 §il5k B 45 E I
D#EMREER (Amazon VPC ) Kin T RS EL in T RMIGR VPCs, KFRL | XA LAEXIAE
Amazon Direct Connect BRI B HRIEMEZHIFE VPC BEIF K. Amazon EXTRHl , BEE
the section called “Direct Connect & F & 1 SR B R~ 4517,

BRMKDPI (BGP ) 2%

BEBERMERARE LB T BGP REMMEREZBAWKHAELE., BGP BHAANAZZITBEN
=k BGP ##F, E T # Amazon M EZ £ FRFPEHNE R Z BGP $iF , 55 R A B R
Amazon HEMEEH,
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£ Amazon Direct Connect CLI

Ol LAfEF Amazon CLI k8|22 F A Amazon Direct Connect %R,

LA RHIER Amazon CLI #5582 Amazon Direct Connect i, B A LA TEH (EHAUEBMIERE
®EZ D (LOA-CFA)) SfE — MNMAEILBELEZEO,

EFsza , TARRECLLEHEE Amazon CLl, BXEZEE |, 3% Amazon Command Line
Interface {AFEE) .

\y

AES
TR BBEE

S 2 . T#E LOA-CFA

ST 3 SIEENED  REUKHSHRE

°
\|

°
\|

.
\|

\|

S BIEER

F—FRIEREZER, BREFEFTENROEEFRM Amazon Direct Connect LB, BXREZ{E
B EZR TRAMNEEIERE,

BIREREE R

1. FHIREYFIFTEHMX Amazon Direct Connect it s, EREINHET |, iREEE IEENN
BN ENRE,

aws directconnect describe-locations

{
"locations": [

{
"locationName": "City 1, United States",
"locationCode": "Example Location 1"

},

{
"locationName": "City 2, United States",
"locationCode": "Example location"

}
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}

2. DIBREEHEEEN. KAXREMULERDE, EREMNHET  CREEID. EFEZIDET—
#HIREN LOA-CFA,

aws directconnect create-connection --location Example location --bandwidth 1Gbps
--connection-name "Connection to AWS"

"ownerAccount": "123456789012",
"connectionId": "dxcon-EXAMPLE",
"connectionState": "requested",
"bandwidth": "1Gbps",

"location": "Example location",
"connectionName": "Connection to AWS",
"region": "sa-east-1"

HPR 2 . & LOA-CFA

EBEREER , BRUTLEER describe-1oa ST 3REL LOA-CFA, #iH 7 base64 {wiD, EATIR
EUFE<HY LOA RA. #1THRS H8IZ PDF X4,

£ Linux 2 macOS 3REX LOA-CFA

FEL RGP, RS — 52D A base64 KA T EMABRNAHFH KX E PDF X4,

aws directconnect describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent|base64 --decode > myLoaCfa.pdf

f£ A Windows 3REY LOA-CFA

FEHRGIH | i HBIRENEIE R myLoaCfa .base64 X #HH, F-ANaSEH certutil XATE
FRED ST 4 i 4 &35 B PDF XX,

aws directconneawsct describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent > myLoaCfa.base64

certutil -decode myLoaCfa.base64 myLoaCfa.pdf
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T8 LOA-CFA 2ja , MEREIIMEREHERENEERMKEE.

FB 3 pIEENED  REUEHASFEE

T & Amazon Direct Connect &G , HBIEB—NEXZOFEEFBER. BB N LEE
g OSRIEREBEN VPC, & , B UEIE — NN HELIEOREETRE VPC A Amazon R
%, BAUBIEXE IPv4 = IPveREMNERIEND,

EFFHR 28, HESAEE the section called “FEE#LE OB o )REZH PR ERE S,

FRAGERELIZEOR Amazon CLI , WHEFE—RVKHAR[EESE. ECIREBETENIRIZNIKHES
B & , A Amazon Direct Connect B#l&. BEXEZEER |, B5H T BHKSREE X4,

SIEZMBEERIZEO
1. IREUFINEIE VPC HEIIFAE X HY ID (vgw-xxxxxxxx)o BEEZ ID E F—FEIBELEND,

aws ec2 describe-vpn-gateways

{
"VpnGateways": [
{
"State": "available",
"Tags": [
{
"Value": "DX_VGW",
"Key": "Name"
}
1,
"Type": "ipsec.1l",
"VpnGatewayId": "vgw-ebaa27db",
"VpcAttachments": [
{
"State": "attached",
"VpcId": "vpc-24f33dad”
}
]
}
]
}

2. QIBMAELED., BLFUEERM. VLAN ID Ml BGP B8RS4 = (ASN)o
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NTF IPv4 & , BGP WELENFInHEEIE IPv4 i, B LLECEE IPv4 thik , 7]
BAit Amazon HEER M. AT RAIF |, RABEK IPv4 ik,

aws directconnect create-private-virtual-interface --

connection-id dxcon-fg31dyv6 --new-private-virtual-intexface
virtualInterfaceName=PrivateVirtualInterface,vlan=101,asn=65000,virtualGatewayId=vgw-
ebaa27db,addressFamily=ipv4

{
"virtualInterfaceState": "pending",
"asn": 65000,
"vlan": 101,

"customerAddress": "192.168.1.2/30",

"ownerAccount": "123456789012",

"connectionId": "dxcon-fg31ldyve",

"addressFamily": "ipv4",

"virtualGatewayId": "vgw-ebaa27db",

"virtualInterfacelId": "dxvif-ffhhk74f",

"authKey": "asdf34example",

"routeFilterPrefixes": [],

"location": "Example location",

"bgpPeers": [

{
"bgpStatus": "down",
"customerAddress": "192.168.1.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "pending",
"amazonAddress": "192.168.1.1/30",
"asn": 65000

}

"customerRouterConfig": "<?xml version=\"1.0\" encoding=
\"UTF-8\"?>\n<logical_connection id=\"dxvif-ffhhk74f\">\n <vlan>101</
vlan>\n <customer_address>192.168.1.2/30</customer_address>\n

<amazon_address>192.168.1.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>private</connection_type>\n</
logical_connection>\n",

"amazonAddress": "192.168.1.1/30",

"virtualInterfaceType": "private",

"virtualInterfaceName": "PrivateVirtuallnterface"
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}

ESEXE IPve REMNAEELED  EEASLEAMENG S HIEEipveaddressFamilys
Mo BTEN BGP WELEFIEEBCOH IPv6 Hbit : Amazon @R @SB, IPv6

3. EEE XMLEXWEHSEESEE , BRERZAIBZNENIZED, £ --query S HIRE
customerRouterConfig 55 , £ - -output S A ARHESIEI UFI R A2 RBEIITH,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-ffhhk74f
--quexry virtualInterfaces[*].customerRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-ffhhk74f">
<vlan>101</vlan>
<customer_address>192.168.1.2/30</customer_address>
<amazon_address>192.168.1.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>private</connection_type>

</logical_connection>

IR AREMED
1. EQBRAFENED  BLMIEEEMN. VLANID M BGP HERSHS (ASN),

XTF IPv4 RE |, L& 4T BGP WEQXENE—IREELH IPv4 it , UREEY BGP BH
3L IPv4 B8H. AT RBIA IPVARERIET — My HERED,

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexrfaceName=PublicVirtualInterface,vlan=2000,asn=65000,amazonAddress=203.0.113.1/
{cidr=203.0.113.4/30}]

{
"virtualInterfaceState": "verifying",
"asn": 65000,
"vlan": 2000,

"customerAddress": "203.0.113.2/30",
"ownerAccount": "123456789012",
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"connectionId": "dxcon-fg3ldyve",
"addressFamily": "ipv4",
"virtualGatewayId": ""
"virtualInterfaceId": "dxvif-fgh@hcrk",
"authKey": "asdf34example",
"routeFilterPrefixes": [

{
"cidr": "203.0.113.0/30"
},
{
"cidr": "203.0.113.4/30"
}
1,
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "203.0.113.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "verifying",
"amazonAddress": "203.0.113.1/30",
"asn": 65000
}
1,
"customerRouterConfig": "<?xml version=\"1.0\" encoding=\"UTF-8\"?

>\n<logical_connection id=\"dxvif-fgh@hcrk\">\n <vlan>2000</
vlan>\n <customer_address>203.0.113.2/30</customer_address>\n
<amazon_address>203.0.113.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>

\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>public</connection_type>\n</logical_connection>
\n",

"amazonAddress": "203.0.113.1/30",

"virtualInterfaceType": "public",

"virtualInterfaceName": "PublicVirtualInterface"

EHEBYEF IPve REN AHERED | BuLIEEE IPV6ET BGP BEMWKE. BLEANE
HiE4EIEE IPv6 ik ; Amazon @R E S HE IPv6 #bit, AT REIA IPVEHRERE T — M
E#EO,

aws directconnect create-public-virtual-interface --
connection-id dxcon-fg31dyv6 --new-public-virtual-interface
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virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,addressFamily=ipv6, routeFi
{cidr=2001:db8:64ce:ba0dl: :/64}]

2. EEEFXMLERNNEHSEEESE , FERECIENELNED, £A --query SHIRE
customerRouterConfig 52 , A --output SEANEXAHH B AFIRF 2 RVITH,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-fghOhcrk
--query virtuallIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-fgh@hcrk">
<vlan>2000</vlan>
<customer_address>203.0.113.2/30</customer_address>
<amazon_address>203.0.113.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>public</connection_type>

</logical_connection>
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f# F123% Amazon Direct Connect API 18 Amazon
CloudTrail

Amazon Direct Connect 5 Amazon CloudTrail—IREZERK , ZRFEEAF. AEF% Amazon iR
SIEPITHERERIZ R Amazon Direct Connect, CloudTrail $FF7& API i F %k Amazon Direct
Connect RE#. #HIRAYEA E$EEK B Amazon Direct Connect & & #918 F #33 Amazon Direct
Connect API B EMRBAAH. NREQNETRER , MA AN CloudTrail EHFL L E Amazon
S3 FiEN , BIEREH Amazon Direct Connect, MIREBKREBRER , AR LUE CloudTrail 2
HEW BSHHEER PEERFTINEYS. EFARENESE CloudTrail , &7 LU E @ BAME R & H
Amazon Direct Connect, ZHiERH IP bk, #AH TIER, AREZHBERUREMEAEGE,

BXEZEER | B5ZHE AF{EM. Amazon CloudTrail

Amazon Direct Connect 1€ E.7£ CloudTrail

CloudTrail 7E& €12 Amazon IkF I BB, LB A, HES L EEFHT Amazon Direct
Connect , iZEs12E5H M Amazon RS CloudTrail B4 —RiERESHALIERKP, BAUE
Amazon IkFHEE, BRI THETEH. BXEZEL , FSREASHH LIEHEEF CloudTralil
i

EFSZITRE Amazon IKF HFHEH |, BEHZEH Amazon Direct Connect , ESIRRER, REAGF
CloudTrail F BE&EXH& % El Amazon S3 FiEf. BIAMBRT , HEEEH AP IEREIR |, ZRER
R AT A Amazon X3, BRERIEFE Amazon 7 XHEXENEYN , N BEXHEEFBIEE
#) Amazon S3 ZiE#. LA , B LB B H M Amazon IR , L —F 2 4L CloudTrail B&
FIRENSHEE, EX<EZER , BFZRATINA .

- BIRREREHAR

« CloudTrail MRS MERK

« BLE Amazon SNS & CloudTrail

- BRKEZAMXEH CloudTrail B EXHMEWRK B Z AN KT CloudTrail B&EX 4

Ft8 Amazon Direct Connect #/E¥9H (APl %) id3% CloudTrail #1257 {Amazon Direct
Connect APl &) 1, il , HACreateConnectionfCreatePrivateVirtualInterfaceig
4L 7E CloudTrail BENXHFERKEE.
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« BHREMFEARIEPHZER Amazon Identity and Access Management ( IAM BF ) EIEX Ho
- FREEAACGKERRSEAFNIENZEEIEREN,
- HREREBHHEM Amazon REF A H-

BEXESZER , 128 CloudTrail userIdentity T,

T #2 Amazon Direct Connect A& X% H

RIERR—MEE , APHEHEN BEXHRREIEIEERN Amazon S3 F##. CloudTrail BEX#
BE—NHSNEERE, BHRRKEEMARENENER , BFEFRERNRE, REN B BN
B, ERSBFENELR. CloudTrail BEXHFRLH AP BANBFH#EKRRE , RLENTSRE
EESHE: 0] 05 s EA

AT 2/ CloudTrail B&E12 %~ Amazon Direct Connecto

Example 5130 : CreateConnection

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

}
}
},
"eventTime": "2014-04-Q4T17:28:16Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
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"requestParameters": {
"location": "EqSE2",

"connectionName": "MyExampleConnection",

"bandwidth": "1Gbps"

},

"responseElements": {
"location": "EQSE2",
"region": "us-west-2",
"connectionState": "requested",
"bandwidth": "1Gbps",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fhajolyy",

"connectionName": "MyExampleConnection"

}I

Example f5l#0 : CreatePrivateVirtuallnterface

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:user/Alice",

"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23

}
}
1,
"eventTime": "2014-04-04T17:39:557",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreatePrivateVirtualInterface",
"awsRegion": "us-west-2",
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"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {

"connectionId": "dxcon-fhajolyy",
"newPrivateVirtualInterface": {
"virtualInterfaceName": "MyVirtuallInterface",

"customerAddress": "[PROTECTED]",
"authKey": "[PROTECTED]",

"asn": -1,

"virtualGatewayId": "vgw-bb@9d4a5",
"amazonAddress": "[PROTECTED]",

"vlan": 123

I

"responseElements": {
"virtualInterfaceId": "dxvif-fgg6lméw",
"authKey": "[PROTECTED]",
"virtualGatewayId": "vgw-bb@9d4a5",
"customerRouterConfig": "[PROTECTED]",

"virtualInterfaceType": "private",

"asn": -1,

"routeFilterPrefixes": [],
"virtualInterfaceName": "MyVirtualInterface",
"virtualInterfaceState": "pending",
"customerAddress": "[PROTECTED]",

"vlan": 123,

"ownerAccount": "123456789012",
"amazonAddress": "[PROTECTED]",
"connectionId": "dxcon-fhajolyy",
"location": "EQSE2"

iy

Example #5130 : DescribeConnections

"Records": [

{
"eventVersion": "1.0",
"userIdentity": {
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"type": "IAMUser",

"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:user/Alice",

"accountId": "123456789012",

"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice",

"sessionContext": {

"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

}
}
},
"eventTime": "2014-04-Q4T17:27:287Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeConnections",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": null,
"responseElements": null

iy

Example 3 : DescribeVirtuallnterfaces

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:Q05Z"

T f# Amazon Direct Connect B &34 % B

220



Amazon Direct Connect AriEE

}
}
},
"eventTime": "2014-04-Q4T17:37:53Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeVirtualInterfaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy"

iy

"responseElements": null

iy
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