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EWREAEMKFIEBLESNTHAX PN ERAE , 8407 AKX @ Q&R M9 K68 E
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AHBEBETET Web WRERRM TLRARIGE R[N EERIREN LB, Amazon Web Services
Management Console & 6 82 — M A I9#8s , A TEWAE HTTP REHFHRIAFIEM EC2 £
il

EEM HTTPS =Rl B BE R , FSHETE HTTPS MRS B R FITHEES.
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. FEEABIHEE TH

- {£ A 2I% Classic Load Balancer Amazon Web Services Management Console

JT IR BIRY R T4E

- BIRELIMES (VPC) . AXESZFEE , S X T VPC WEW.
« BREU B A EREME EC2 £Hl, BRXEXFINEZELARTFIRA 80 LAY HTTP 1HF,

o EENEH EZE—D Web RSES , Bl , Apache = Internet Information Services (11S). 1EiE
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5 2l %& Classic Load Balancer Amazon Web Services Management
Console
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FEREH A IEZLBATITESR

1. 3TFF Amazon EC2 ##l& , it A https://console.aws.amazon.com/ec2/o

2. ESMEL  ERENARYESR[AENXE, BS54 ERSER EC2 RHLERMNMER X,

3. ESMER LM Load Balancing (A#k91#) T , %% Load Balancers (A& 39#2]).
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4. %$E Create Load Balancer (81221 i19#23).
5. BIF{LBNBHERTSD , ARERCE,
6. EXEE

a. WTFAHHYEREH , BAATHYESRNBN.
EUIXENLBAREERERN  LHARTYHRNENSIAM —  ESUUE 32 /F
%, REEEEFRBEERNERZR , THRUEZFFALIER.
b. WFEX 6 kEEEEBKN,
7. PIKBRGY

a. XTF VPC, &BENRKHHEER VPC,

b. XNTBRE K BAEFE-—NTAX  REMNETHAFMPEE-—NLB TN, S NTAXRRELR
B—1MTW, ERSABGEHRNTAL , BEERSNTARNFN,
8. Z&£4#H

« XNTZR24, EE-NEENAFERD 80 LEARAAE HTTP RENIAE L4,
9. fuYTERMEEH

a. XFITEs , BRBCH HTTP, %O R 80,
b. XFEH , BRI HTTP , O H 80,
10. BITRARE

a. XF Ping #hi¥ , BRIMLHR HTTP,
b. XF Ping #0 , WRKO R 80,
c. XF Ping 8% , BREERN /.
d. NFERBETRARERE , BEARIAE

1. =4

a. EBRRMEH , XHFEREHIERETE,
b. HEAAXAIT , EALMRBEIARHNMNGIRE , MO E R AT Y 81 K6 P TIEE,
c. MINERFLRRE , EEEHIASUSEEIMASSORINE ABITE R,

12. Attributes

- NTEABWUAROMHSE, ERERERUNEN (ERERNE ) , ERERIANE,
13. MBBERRE (T )
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14.

15.

16.

a. BFERNLED

b. EFEN LA

c. EPMEAMIRE , WARERMIFRELE  REWARTRNE , ARTENEFRHE,
d. EBRIAHE  FREEBBRNIREZNBER.

BWEMIE

a. WMRFEFIHARE , BEAREEEFIANREZSNERE.

b. WINBEPERNABERELIRG , EFCIEABIDERUITHEOIBRAZIGER.

c. HERZLACENEL , EREFNHHE:RUE Amazon EC2 2%l P EFEMN AT E R,
Verify

a. EEFHNATHER.

b. EEREFEIMFH , EFETRES. EENED— EC2 EHILTRZFRERE , EAA
it B BT =R

c. HEHFMAEEIDH , EFAFHEEEN DNS 2 , XFRKELT my-load-
balancer-1234567890.us-east-1.elb.amazonaws.com,

d. FABGERA DNS BTN S EEB N HBERMA Web J Rt =, mMRANFE
HRZITER , WLFIRSJ[/AOIBIARE,

IR ( AIiE )

a. NMREF-NEOHRFEEESAEN M IBIER , BECERFNMLEHEF DNS ER4E
W, RIS BMBREH A EE S,

$TFF Amazon EC2 ##14& , Mt Fhttps://console.aws.amazon.com/ec?/,

RS ESS,

fORIERIRIE, MIBRASITESE.

RARBTHIAR , 8 A confirm , REIEFMER.

MRS ERRE , EZNEGERPIEMA EC2 KHFHALEZEIT, ERHRKHIH ?;"@Jiﬁﬂ’]
HORTBEPEBAER, YETEFEEN EC2 KHIat , AIMFLEA L ZKG , LR~
BN

~ @ o o T

A A& Classic Load Balancer Amazon Web Services Management Console
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RATRT AN IP sk, EIt , EME Internet B H1 815 % 28 AT LUE Internet B ERBE P IRIE
Ko BXEZER , S HMO Internet BYEL B F T E 25,

NERBIIERNT KRRABLE IP bk, AEBRHDERE DNS EM A LT BT AT INFAE IP i
it Rt , AEAEEERTRANFERAERBXNAFIGERN VPC EFHRNRIE /K.

MREWNARFEEZNE (HlI , XFUEEER Internet B Web FRE 25 M RiEEE T Web RE M
BIEFERSSR )  WEALLRIT— N EREANIBARKITEI[FER Internet B AEITE RN, A
BE—EE Internet B AR H @ EHIEM Web RS 85, IR —NASBATEEE SR H O eEMEE
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BRI EERRY28 DNS &5
ERENBAEGESEE , EHERATERRANAE DNS B#5

internal-name-123456789.region.elb.amazonaws.com

DNS BR55 25 L 83912569 DNS & AT IS A B E R A B E R T SRHNALA IP ik, 4
M RT QBTN KR OERDFRIPINAE IP ut, MREATEXESARGE , U
BT KBHEEIBNERKSG , MAZERTAX, BN , SN RJIREEIETHAXAEIEH,

BIENERZ B A FH D =R

LA GZNEAESER  RRENERIE R ARGERN VPC HEF KD B S8 EC2 £,

- AR S ERARREITERS
- EABIERNI IS %R Amazon CLI

Bl R SR
- WMREM KRN AR EROR VPC , UBAEFRBENEOIRE, BXESEL , #3W XT
VPC BYZ 1,

« BT RIE AR R B ERIEMM EC2 KHl, BARETER T ARIIERRN VPC FNRE M
REFEAT,

fEAES 2 e 2N AT &S

BRUATIEEZARNLENBIGER, BRENBSERNELARERS  SINBHRNEN, RERH
BRMELAR ERF R 2 5% i B K A TR E 2.
EREH A eI R AL BN BT E R

1. 3TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/o
2. ESMEL  ERENARHESIMENXE, BS54 EBREEN EC2 RHERNMERXE,
3. ESMBEHR LK Load Balancing (f183391#) T , % Load Balancers (£ 19#88).

BRI MBIEEREI A E DNS &7 9


https://console.amazonaws.cn/ec2/

Elastic Load Balancing ZHRARISES
4. %$E Create Load Balancer (81221 i19#23).

5. RIT£HEAFIIERBY , AREEFCE,

6. EARE

a. XNTREHEREN , BARBBERNEN
IR XENLARBTIIEREN , SEAROERN B VLT — , RSALUEF 32 1M F
B, AR FRRFFHMERN , TRLEZHTARER.
b. NTERNX , EERNE.
7. MRS

a. XNTF VPC, &BENKHFHZERN VPC,

b. NTHRE K BAEE-INTARX , ABMNZTHXHTAFRFEE—NFH, SMTHXR
REE—INTFH, ERSABIERNTRAM , BEES P THXNFM,

8. NWTXR£4A , ER—MEENATFEIRD 80 LARMAAE HTTP RENIELLH. MRENNA
BFEAEMBUMEAD  MEAUeZFNTe4d,

9. {IWEFMERMH

a. XFITEs , BWRPH HTTP, AR 80,
b. XFEHl , BRI HTTP , # O R 80,
10. BITRARE

a. XF Ping % , BRIAE RN HTTP,

b. XF PingiwO , BRIAE R 80,

c. XTF Ping B8%& , BRIAMER /o

d XNTFEHRETRARERE , EEARANEIRANAEFEENE,
11. =4I

a. BRI, XEHFEREFHEFETE,
b. EAAXAGT , EAUBREZNERNMEGRE , NARSER TN S5 SE6 R 1TIER,
c. WAERERE , EFWIASCRETMASZAIR N A RITER.

12. Attributes

NTEABTAXAHSE, BRAERERUKEN (ERRRNE ) , BREMRIAE,

13. TSI RRIRE (T )
EREHANENBAREEE 10
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a. BFBRNLED
b. {EFENAEI,
c. ERMEMIRE , FRABEMIFHE , AERARFTRNE , URAENEFZRNE,
d. EBRIAHE , BEEEBRNITEZMNBER.
14. HEMOE
a. MRFEEYEMRE , FRARFEEINREZSHRE.
b. WIABEFERNABERELIRGE , EECIEASITERUTHEEZARITE:R
c. HERZACENEL , EREFNHHE:RUE Amazon EC2 2%l 8 P EFEMN AT E R,
15. Verify
a. EEFNABEER.
b. EERERFEMFH , EFEITRES. EENED— EC2 RAIL TRFRASE |, BRI
it B B IT =R
c. HEHFMAEEIDH , EFAFISEEEN DNS 2 , XFRKELT my-load-
balancer-1234567890.us-east-1.elb.amazonaws.com,
d. FABGERA DNS BTN S EEB N HBERMA Web J Rt =, mMRANFE

BRETIER , BB RS B[N E.

16. MIBR ( A% )

a.

MREE - NMEAAHBERNEN -3 BIERK , FREEOHBLEHFFF DNS EXRE
%, RE B BRI A9 ES

$TF Amazon EC2 ##|#& , Wit A https://console.aws.amazon.com/ec2/,
R ABIIE R,

FOREFERE, BRABITER,

RTETHIAR , 8A confirm , AFIEZFMIBR,

MRS ERRE |, EZABIGERPIEMAT EC2 KHIFALZEIT, BRHRIHIREEITHY
HOHATEPRBAR, HETBEEREN EC2 Lfat , ATME LA IEZ(H] , LE>~4E
AR
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E A BN S 9 #28 Amazon CLI

ZRIAER T |, Elastic Load Balancing £ 8I22HE [ Internet BV A 1E#ES. FRAUTIEQEANIAE
B#s , HEEHN EC2RAEM B FH I 2 M N BRI E S

BIRA AR

1. {ERfF--schemeiIMi& & H Kcreate-load-balancerfisinternal , MTFFIR :

aws elb create-load-balancer --load-balancer-name my-internal-loadbalancer --
listeners Protocol=HTTP,LoadBalancerPort=80, InstanceProtocol=HTTP,InstancePoxrt=80
--subnets subnet-4e05f721 --scheme internal --security-groups sg-b9ffedd5

LT AMBIRE, IR, ZEHRRTXR-NAEAEIES.

"DNSName": "internal-my-internal-loadbalancer-786501203.us-
west-2.elb.amazonaws.com"

}

2. {ERALLT register-instances-with-load-balancer &5 7 N34

aws elb register-instances-with-load-balancer --load-balancer-name my-internal -
loadbalancer --instances i-4f8cf126 i-0bb7ca62

LA 7 0 2 =45
{
"Instances": [
{
"Instanceld": "i-4f8cf126"
o
{
"InstanceId": "i-@bb7ca62"
}

3. (Wit ) ER LA T describe-load-balancers#n 4 3 i P 2F A 315 #7585 -

ERABIZRN IR B EEF Amazon CLI 12


https://docs.amazonaws.cn/cli/latest/reference/elb/create-load-balancer.html
https://docs.amazonaws.cn/cli/latest/reference/elb/register-instances-with-load-balancer.html
https://docs.amazonaws.cn/cli/latest/reference/elb/describe-load-balancers.html
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aws elb describe-load-balancers --load-balancer-name my-internal-loadbalancer

K2 E DNSName # Scheme FE , RRX 2 — MNAZBHRE B E RS,

"LoadBalancerDescriptions": [

{

"DNSName": "internal-my-internal-loadbalancer-1234567890.us-
west-2.elb.amazonaws.com",
"SecurityGroups": [
"sg-b9ffedd5"
1,
"Policies": {
"LBCookieStickinessPolicies": [],
"AppCookieStickinessPolicies": [],
"OtherPolicies": []
.
"LoadBalancerName": "my-internal-loadbalancer",
"CreatedTime": "2014-05-22T20:32:19.920Z2",
"AvailabilityZones": [
"us-west-2a"

1,

"Scheme": "internal",

fERBIZE A IR E 9 EEF Amazon CLI
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Bl EL H M ETEER

PIRZBARPERE  BULEREERE, flm , EUUERABIERNELE, FRMNZ24E,

AEIEREREM
EEER

MRER , ARHERFATEENCEUEIMRET A EENIFIEBREZH , THIABFE
Ko

B A X g9

MREAH , NARESESSEFMEXFIFEItEBEERRE , MAE X0,
FTEBRER
BEMFYER I ATLE RSN AREFEREZEXRNER, TJENENR
monitor. defensive # strictest., BRIAN defensive,
Z2 PR A
MEFAH , NAREESAFEZEEEENSENERNASER ( FTEYEZELEZEMHE ) . B
IAMER 60 #,
MELE

SZHENPIERIEFETHENAMNETNAEFNSERMLE,

NEPERFAES
ZEe4H

AHBE RN T2 EMTAFMTRROMSTRZLER O LHRE,
T ™

BB RNELT REIEM T,
RIE L

MRER , Bi2ARM—Mrk , EFE8REFSNFINERER.
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PR

G R LA INARE LA A D B 3R 1T 0 2K,

B £ B A RN EREREN

NTEFHESLARNBIIERLHNENER , AROERFEF R NEE, IRERMLTES RN
NEPERZE, FiREREMTARSERNIM EC2 £hlzE. ABRHEREFNATHERENE
BoEZZ B R, BIZMBENMRE , MRRARETEBEMARE  ARSERFRAEE, »
BRKEESITAVRME (Flansef L2) BRBEERTER , FEIEENZRENHRITLEED 1
NFETHHE  AREEFEREAZTAEANHRHOKE.

WMREER HTTP F HTTPS (WTEs , BIAEHIS A HTTP RIFEZEI, B LE EHIH Web

fREEFRERBH REEGEN, BRAREIHEIE , IFEASROERESFERAERERE , BEFR
BESHEMNEH. VRRBARYESATRAASENEFINIERE , FRHFEIREN HTTP RiFE3
E{EXTFRAARIE RO ENZRENZE,

FER , TCP REEDRNBACEUL AT IERLILERE AN ENTEERABE P RIEHE

H%
- ERZET A S ZE B
« {# Amazon CLIHL & Z= jF 8 A

fie F #2281 & B B 2= R e

FIABR T , Elastic Load Balancing 19 %28 = HBEHZEE N 60 ¥, AU TIRENZERE
R ERENE.

EREFEN B EREEZREMNRE

ITFI S EC2 #%|4& , Mt A https://console.aws.amazon.com/ec?/,
ESME LM Load Balancing ( fa#t5#% ) T , %4 Load Balancers ( A 3988 ) »
TR A EHRNBHLUITAEEAEETE,

EREMEIF L |, &R mE,

ERBARODEREENENRERES 2+ , BAZRENNE. ZRENNEERN 1 2 4,000
¥

6. EERFREFER.

o K~ w0 Dd =

ZE R E i A 15


https://console.amazonaws.cn/ec2/
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£ Amazon CLIEL & Z8 jF B A

{8 FA LA T modify-load-balancer-attributes s 5 71 & A 9 BT 25 1% B 2= R E AT

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionSettings\":{\"IdleTimeout\":30}}"

BAR 9 W R R

{
"LoadBalancerAttributes": {

"ConnectionSettings": {
"IdleTimeout": 30
}
.

"LoadBalancerName": "my-loadbalancer"

Bl B4 B AR E AR AV IS X 91

BRI XIEAEIOE , RERATEINEINMBEESETRQBAMERE AN TAX PR EEM=6IF
BHomiER. MREATEXEARGE WS/ MBEESTRSNERETAXPH 2 EMEGIZE
I PBEIER. BXREZEL , S Elastic Load Balancing F P #87 #F BV 5 X i3 f1 £ 15 17,

BRARREETREESNEANTARPREMFREIANER , FRENARFLE— N5
AR LRI D . BRINNDARUAESNERANTARBREARAZHZAIL , UXNE
BB,

NTEFIRERF DNS EXRFENTR , RABFRTRKAEEE-NTRAX, BEERAEXHAET
&, FRARPHXPAFE R BELXEPNAETRAKER , MR/ MRET R E PR E8

F,

FERIELBAFITERN , BXEAEIENRAEBRRTREASIERENFN. RIAMERT , £H
AP| = CLI RN EZAEXE M 1Y%, &M Amazon Web Services Management Console , ZRiA1E
RTRERBRABXEARTEHED, cIZLANTGERR , ZRNTUBASZABXFAEKS
.

B %
- ERBXENEITE
- ZRBXENHITE

£ Amazon CLIL & 2= /8 it 16


https://docs.amazonaws.cn/cli/latest/reference/elb/modify-load-balancer-attributes.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
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B RiEX SR

1

70N

BB AT LA £ A B9 E R B A B XS A 8I9HE.

EREF AR RBE XSRS

1.

o ok~ w0 D

L S# EC2 #4414 , Mk A https://console.aws.amazon.com/ec?/,
ESMERK LM Load Balancing ( 71&391% ) T , 4% Load Balancers ( 1539185 ) -
ERABREERNEMRUIT TR FAEERE.

EREMETF L |, &R %E,

EREAFGEREETENTARERAREES 2+ , ERABETAXAZHGE.
ERRFER.

ERRABXEAFESE , E6H Amazon CLI

1.

2.

£ A LA T modify-load-balancer-attributes an & A E 5 # 88 CrossZoneLoadBalancing/E 1%
ERNtrue :

aws elb modify-load-balancer-attributes --load-balancex-name my-loadbalancer --
load-balancer-attributes "{\"CrossZoneLoadBalancing\":{\"Enabled\":true}}"

BAR 9 W R R

"LoadBalancerAttributes": {
"CrossZonelLoadBalancing": {
"Enabled": true
}
.

"LoadBalancerName": "my-loadbalancer"

}

( ATk ) £ F LA N describe-load-balancer-attributes s TR IE R G R ER B S B ABXE i
2191 -

aws elb describe-load-balancer-attributes --load-balancer-name my-loadbalancer

LA 9 W R R

BABRXENESE 17


https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elb/modify-load-balancer-attributes.html
https://docs.amazonaws.cn/cli/latest/reference/elb/describe-load-balancer-attributes.html
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{
"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": false,
"Timeout": 300

+

"CrossZonelLoadBalancing": {
"Enabled": true
I

"ConnectionSettings": {
"IdleTimeout": 60

1,
"AccesslLog": {
"Enabled": false

}

ERBEXSAESE
SR T LUK S8 1 18 2R 8 PR B (X 9L S S 9 A
EREHAEABKANRSE

1. IIHLSE EC2 #1H1& , Mtk Ahttps://console.aws.amazon.com/ec2/o
ES M B LR Load Balancing ( 7a#k39% ) T , i Load Balancers ( Tagki9#28 ) »
TR A E RN ERUT AR FMAEERE.

ERMETF L | EERRE.

ERENSGEREETENTAXBRAEES 2+ , ZEABETAXARIGE.
EREREFER,

o o kw0 N

EXHBEXIEAHEE  BEAEIIESEMN CrossZoneLoadBalancing BHi&E N false.
EXABXEAFGE , FEA Amazon CLI

1. fEALLT modify-load-balancer-attributes #55 :

ERBEXEHAEI9E 18


https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elb/modify-load-balancer-attributes.html
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aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --
load-balancer-attributes "{\'"CrossZoneLoadBalancing\":{\"Enabled\":false}}"

BAR 79 W R R4

"LoadBalancerAttributes": {
"CrossZonelLoadBalancing": {
"Enabled": false

Iy

"LoadBalancerName": "my-loadbalancer"

2. (W% ) AL Fdescribe-load-balancer-attributes @ S RIE BN AHEE R R B CZEABXE R
B9 -

aws elb describe-load-balancer-attributes --load-balancer-name my-loadbalancer

BAR 9 W R R4

"LoadBalancerAttributes": {

"ConnectionDraining": {
"Enabled": false,
"Timeout": 300

b

"CrossZonelLoadBalancing": {
"Enabled": false

1,

"ConnectionSettings": {
"IdleTimeout": 60

b

"AccesslLog": {
"Enabled": false

ERBEXEHAEI9E 19


https://docs.amazonaws.cn/cli/latest/reference/elb/describe-load-balancer-attributes.html
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A B4 M E 9 8RH Connection Draining

ERKLAMFEEEHSRFLOEEEEEMBRETRRATENEFLIZER , HEINFGEEZEREFTAR
7 , A Connection Draining, X {18151 25 8Ef% 5 A 0] (E R BUE EM HIZ4THRR NER SE 651
R HEBHITHRIER,

BREEERN , BUNEEEFRFRENEEUEEM 28l , ABRTERFEEZERIFITIRBNEK
BHEl, RAEAMERRENNT 1 F 3600 ¥ 2E (BRIAEN 300 #)o HXBIHZ AR EREINT , AR
15187 85 & 58 H 5% P 5 1IE 72 BUH SE AR 69 3261 9 i 52

WMEREHERFE B IEEHFHITHERBI&EEZNIERE , N Elastic Load Balancing &3 BT FHEEE,
ERARITHEREHESN , AFYEHSRSFEEECE MO EZHEIRASIRE S InService:
Instance deregistration currently in progress. ¥ IEEBUHEMAISEHIRFFIERHITH

BFREHEZTRSE , FERBFGAENRBE | ARG R KORSHRER OutofService:
Instance is not currently registered with the LoadBalancer,

MRRHIEITRRME | WA ERFFRPPRESIRER OutofService, WREERESITRAT
PR HNHATHER , WETERXEFER, HERENRETERTESSTRTENKGIHE
%,

MREHEBIE T Auto Scaling 44 , H B R AEKIIFEBRE A T Connection Draining , | Auto Scaling
ERTV BEH4SETRAREZFRMA LS ZE , FaFFRHTPNBERERSEFFRAENT
B,

MREFENFIER Y EIXA S EERUEEMAN XA TE TR T ER SRV ERE | WAL AERE
FR, ZAEEERE , T2/ G EEFUHEMSKHISUE TR T ERNSEHLR BB EFEITHIE
Ko

B %

« B Connection Draining

- ZH Connection Draining

J& A Connection Draining
AT LARE R A BT ERR S AR ERER,
FEHREFEERAEERER

1. FTALS®E EC2 #F|& , ik A https://console.aws.amazon.com/ec2/.

EEER 20


https://console.amazonaws.cn/ec2/
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2. ESMBEH LM Load Balancing ( 7Ai#ii59# ) T , 1%£#F Load Balancers ( fAEki9#2% ) -
EERAREESN BT FEFRAEETE,

EEMETF L |, &R %E,

EREABRHEEEENENRERER 7+ , ERERAEERER.

(Al ) TR (FERERNE ) , BA—NTT 13 3600 W2BRNE, NRETMHEME
B, WS 300 EYERIAES

7. EEREFER

o o kW

ERAEEER |, B H Amazon CLI

# A LL T modify-load-balancer-attributes f5 :

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionDraining\":{\"Enabled\":txue,\"Timeout\":300}}"

BAR 9 W R R4

"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": true,
"Timeout": 300
}
.

"LoadBalancerName": "my-loadbalancer

% F Connection Draining
B BBt N A ESRERAEEER.
EREHEEREREER

1. LS ¥ EC2 #41A , Mt Ahttps://console.aws.amazon.com/ec2/o

2. ESMBER LR Load Balancing ( 71839 ) T , 1£#F Load Balancers ( 139128 ) »
3. EBRAHMESRNBHUTHAEEAEEMEH,

4., EEMETFL | EERER.

% Connection Draining 21


https://docs.amazonaws.cn/cli/latest/reference/elb/modify-load-balancer-attributes.html
https://console.amazonaws.cn/ec2/
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5. ERBEARHEHREMTHNRERED 2+ , BUEEREAEEER,
6. EBRRFENR.

EEREEZER |, iB#FEH Amazon CLI

£ LL T modify-load-balancer-attributes @ :

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionDraining\":{\"Enabled\":false}}"

LA 9 W8 B2 R 451

"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": false,
"Timeout": 300
}
1,

"LoadBalancerName": "my-loadbalancer"

AZBNFOEREERESE

RNBRT , ENFHHRSNSTFREMBEHI B RPN EEMES. BR , EATUERKME
218 WRE (BN REXREK) , ERBOERERFAS 2EHEIRBENSIS, XAUBRESIEHE
R ERAFHAAERZEEHEERSZHIH,

EERMESFENXBRAENARIIER MR BREHIEREFINNEKE. IRENNARE
FFEH B S AE Cookie , WA LAEL & Elastic Load Balancing , SAE&1iE Cookie BEMARFE
Cookie IEEM LN HE. MRENNAREFZEECHNQFEFERIERER , BALIEE Elastic Load
Balancing , MBI EEE B M EENERUEXFEEEIERER.

Elastic Load Balancin AWSELB g 2812 —/N 8 A8 cookie , A TR iEM S EISLH,
ER

« HTTP/HTTPS fi&9#8.

REMEAE 22


https://docs.amazonaws.cn/cli/latest/reference/elb/modify-load-balancer-attributes.html

Elastic Load Balancing KO FITER

- FMTARAEDLE —NETRRRFHRA

REM

« Cookie BBEREMM RFC RFEAT X%, A , Elastic Load Balancing URI f¥ T X4 F & w15
N %5F , ARAFLKEES (W0 Internet Explorer7 ) ALE T RILHE URI 4RiB 7 %5F, BT HEER I
HPIEITHIRI B EF , Elastic Load Balancing #8423 T X4 F & 1T URI 4mfB. a0 , 2R Cookie
BEBEM path=/my_path , | Elastic Load Balancing £ %X &R It B E XN path=/my
%5Fpath,

s BRENETHEMNBENSFERMY Cookie IRE secure #3ER HttpOnly #r&., T,
X% Cookie TBEBBEIE. FEE , MRELENARFIEHSF/MM Cookie Li%
EsecureHttpOnly#rESIRE , )"l'Jﬂzé’E Cookie LR BZIFEHREH. AWSELB

. MBIBENFREF cookie B Set-Cookie HhE—NEBHRESS , AEISE IS LI cookie,

B %
- ETEERENSIERE
- NHAREFZHNSIERE

E TSR ENNE

T 2R AR cookie SRERERM B MuATER A HWEMERWEHl, AWSELBEREITHE

KEERE , CEEARGREHEFERPEBFEEEXA Cookie, MRBIXHMNIE , ZIERESKREE

Cookie FIEER LA, WMRZE Cookie , AFIIERSBENENATIIEE L IEER — N, W

h&iFA Cookie , MR —AF XK HNEEE R ERZZHIP, #MHEREEEESXE L Cookie B

S HiRtE , ATRESA Cookie WERIFLRT A, AFHEERT2RIF Cookie KT HARf A , HBE

f£H Cookie BIT 2R ETREETH, Cookie IH/F , 2EFTEBERM, —H Cookie I8 , ¥
FigFi & ME Cookie 2%l Bk Cookies

¥F CORS ( BRABRHEE ) iFR , BRLEXWEFFEE SameSite=None; Secure RZAMME, EX
fiER T |, Elastic Load Balancing 82 5 —/N#i1% cookie AWSELBCORS , HH 3 E5RBM M4t
cookie HHEIMEELA KR IE S, SameSiteFFima R UIEIXFH A Cookie.

MREKHIRMHEERFZE TR E , ARGERLFILFERBHIZKG , ARBAEARGEE
ERIEFEFSTIRRREFNKAG, SR ERBHIFHKSG , RBEIRAE Cookie —# , 2IEBFBE
B,

ET RSN SERMT 23
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WREF P im DR B H S imus O MITES |, MMEREXR.

EREFENAHEEEREAETRENRANHERE

1.

N o o bk~ w b

o

ML S# EC2 #2414 , Wik A https://console.aws.amazon.com/ec?/,
ESME % LR Load Balancing ( fA#9#% ) T , %#F Load Balancers ( fiE391#8% ) »
R AR ERNEHRUTFEFRAEESRTE,

FEMUTESHETF £ | R E RIS,

EEBMWRAEL , ZRBNEEHOMNITER | REEE Cookie ¥t T4

fE4R%E Cookie MiMIREHR HE O H , EFEAABIIEREN.

(AE ) TR , A Cookie B (LUWNEMN ), MEFEERNH , RENRHFXE
THH , BESERIFER,

ERREFERXABEHEN,
ERRFEWRE R ARSERFRERNE,

£/ Amazon CLIN A BERERAETHREN BB IERE

1.

2.

3.

ERALLT create-Ib-cookie-stickiness- policy an 812 A I E 854 K HY Cookie #h £
B% , Cookie I HAR[E] 9 60 % :

aws elb create-lb-cookie-stickiness-policy --load-balancer-name my-loadbalancer --
policy-name my-duration-cookie-policy --cookie-expiration-period 60

FEALLT set-load-balancer-policiesof-listener fa s NI EM R EEE SRS B SE/#M

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-duration-cookie-policy

(® Note

set-load-balancer-policies-of-listener s S E R 5EEATRIIE 5K O KRB
MHEIRIEE, BAFERLGSH , BIBE --policy-names EIMLAF HAMEER AN
K&,

( Wik ) AL N describe-load-balancerstn S RIFREREEEE A :

ETEHEmanaiEsE 24


https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elb/create-lb-cookie-stickiness-policy.html
https://docs.amazonaws.cn/cli/latest/reference/elb/set-load-balancer-policies-of-listener.html
https://docs.amazonaws.cn/cli/latest/reference/elb/describe-load-balancers.html
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ZHEAPIEER

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

MEEENATER  RUBHEEERD EAMITERE AR

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 443,

"SSLCertificateId": "arn:aws:iam::123456789012:server-
certificate/my-server-certificate",

"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

1,

"PolicyNames": [
"my-duration-cookie-policy",
"ELBSecurityPolicy-TLS-1-2-2017-01"

Iy
1,

"Policies": {
"LBCookieStickinessPolicies": [
{
"PolicyName": "my-duration-cookie-policy",
"CookieExpirationPeriod": 60

]I

"AppCookieStickinessPolicies": [],
"OtherPolicies": [

"ELBSecurityPolicy-TLS-1-2-2017-01"

Iy

ET RSN SERMT 25
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}

R HR 2 E R

M E R fE A — MEFKRY Cookie L BEMAEH B ERNKFIMEXE , BELnARKEEPEEN
RIFA#EF Cookie HIEAREIRE, ABGHRRALCENARFENFIEFNNARFEECRER
B, FRWAFHNEEEESEREF. ARSHRINEEREREFTIRESIFRETERH. MR
MARFERLEXEFHABNGRIIY K 2EEXFLEE  BEERAFNNARFEERERERFN
ik,

RESRUTHEREFHIRENE M KIEE Cookie FHEF
U% : path, port, domain, secure, httponly, discard, max-
age. expires, version., comment, commenturl Fl samesite,

MREFIRMHE R ITRRATME , RBEERLKFIFEREBBAIZRS , ARBATAHEER
ERIEFRFNETRARFHRE, WE , ARSGERFIEAN MICRFHFHEEZITRG , Fos
MERBEEZXSG , MEZT AV KFIEMEEREET,

EREFEEANARFEHNSERE

LS EC2 #2414 , Mk A https://console.aws.amazon.com/ec?/,
ESME % LR Load Balancing ( fA#9#% ) T , %% Load Balancers ( 1539188 ) »
ERABEERNEMRUIT TR FAEERE.

FEMYrERiE T+ £ | R EENES,

EEBRMWTRNEL , REEEHOMTSR , RAEEF Cookie M THWRE.
EFBNARRERK.

¥ F Cookie Name , # A&H R AR F Cookie B & o

ERRFER.

© N o o bk~ w0 Db =

EERANAERFERHNSIENRY | BEA Amazon CLI

1. EALLT create-app-cookie-stickiness-policy &< 2 N T2 7 4 B B9 Cookie RaTEREE

aws elb create-app-cookie-stickiness-policy --load-balancex-name my-loadbalancer --
policy-name my-app-cookie-policy --cookie-name my-app-cookie

2. fERALLT set-load-balancer-policiesof-listener w5 A A EE R[S AL FR/Y

BT IEFI SERM 26


https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elb/create-app-cookie-stickiness-policy.html
https://docs.amazonaws.cn/cli/latest/reference/elb/set-load-balancer-policies-of-listener.html
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aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer

--load-balancer-port 443 --policy-names my-app-cookie-policy

® Note

set-load-balancer-policies-of-listener it B 518 ER R E K O X<BK
MLEBIRIEE, SXFERLGSH , BIEE --policy-names LS HAIEER AN
KR,

3. (Wit ) A LA T describe-load-balancersts SRR ERCE A :

aws elb describe-load-balancers --load-balancexr-name my-loadbalancer

4. MEIEUTER , RESEEERA LROWTERE AR

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "arn:aws:iam::123456789012:server-

certificate/my-server-certificate",

"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

I

"PolicyNames": [
"my-app-cookie-policy",
"ELBSecurityPolicy-TLS-1-2-2017-01"

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "TCP",
"InstanceProtocol": "TCP"

iy

BT IEFI SERM
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"PolicyNames": []

]I

"Policies": {
"LBCookieStickinessPolicies": [],
"AppCookieStickinessPolicies": [

{
"PolicyName": "my-app-cookie-policy",
"CookieName": "my-app-cookie"

1,
"OtherPolicies": [
"ELBSecurityPolicy-TLS-1-2-2017-01"
]
1,

AEBNFHEREERDEZHEEN

REEEEXTURFENNARFAZHRT HTTP REERBNRIBHFE, ARDER[BEEMNE
ROBMRAERIITOER , ARZRLER , AGREEEENZBEREARBENKE, RSEHEN
SIE R, PN R, MNER TRABEES 2R AT ERSENARERFTAENER
HX HTTP RS RFEFANEBER, SR ETHRER , BEAMAERFRAZERAFS RFC 7230
PRERE R,

http_desync_guardian E& 2 #T HTTP &R , it &4 HTTP RS Kk, BXEZER |, HSH
github LB HTTP F35 153,

Im
A

o
b

i
1%

.«

W

RS EEER
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https://github.com/aws/http-desync-guardian
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® Tip
WEEMERTRAMF IS, BX<ERT Application Load Balancer BWEE. , i5SREUE
Application Load Balancers H[E % & &,

- & - ERAFE RFC 7230 #riff , THKE RN T2 B

- WY - ERTFHE RFC 7230 5 , EFHKEHHE £ B,

- B - ERAFFE RFC 7230 15 , 2 RXE , BRAED Web RSBFMREAELUTRANA
AL ZER,

« FPE-BRETFRRENZERK. ARGERLMBEEFR , mFFwREME 400 WA , HXARF

mIE

THNFIRER T 12 KBFRE,
ER

« FRKBEIE ASCI ZRHFRBEFH,

« BRIRTTEHRNE,

« XF GET = HEAD &R , E—MEHN 0 B Content-Length #53k,
* HR URI @& —1MRRA URL RIBHZEH,

TEAH

- R URI 227/,

 BHXREHTEE Transfer-Encoding ¥53k# Content-Length #53k,

- FEZNEFHERER Content-Length 53k,

- IRARZEN , AEFITHREEER.

s B MREATUFERE LN XARBILEARFREH Transfer-Encoding 3 Content-Length,
« GET = HEAD &R E Content-Length #7k,

« GET = HEAD i&3K & Transfer-Encoding ¥rk,
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"B

- &R URIBE Null FRHZEER,

- Content-Length 5k BE — M EEBT T RERBFHNE,
- BRLEE Null ZFRREZER.

« Transfer-Encoding #rk B4 1RNE,

- BRAEERXFLERA,

o BRRABXFERA,

- FEZNEETREEMN Content-Length #73k,

« 1F7E % Transfer-Encoding: chunked #53k,

MEFRFHFE RFC 7230 #rff , AR E %18
DesyncMitigationMode_NonCompliant_Request_Count #E#r. BXEZER , S 287
HEE RIS,

B

T&RHER Classic Load Balancers J{AIRIFE R A 0 HERALEER,

5%, Wi = BE AR B
il BAHF AT BAHF
TS B R BRF B Lt
R B R B ARG B 1t

=& B A B L B Lt

" REFHEER  BXAES R BREE,
BAFRSEHEEN

EREFEERRSEHEESX

1. FTALS®E EC2 #F|& , ik Ahttps://console.aws.amazon.com/ec2/.

BX 30
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2. ESMBEH LM Load Balancing ( 7Ai#ii59# ) T , 1%£#F Load Balancers ( fAEki9#2% ) -
ERABREERNEHRUIT TR FAEERE.

EEMETF L |, &R mE,

ERENSGEREETENRERET , SR - #E, &™8K 3 KL
ERREER,

o g b~ W

BEEHMAESEMHEERN |, BEM Amazon CLI

f£Aelb.http.desyncmitigationmodeE ¥ iR E Amonitordefensive, TKImModify-load-
balancer-attributesfisstrictest,

aws elb modify-load-balancer-attributes --load-balancer-name my-load-balancer --load-
balancer-attributes file://attribute.json

THER attribute.json HRE,

{
"AdditionalAttributes": [
{
"Key": "elb.http.desyncmitigationmode",
"Value": "strictest"
}
]
}

NEH AN F I EERE ERE Y

REBIMUR —F Internet THX , A THEZERENBEREENRELIE R EREZEEIN BFR. Elastic
Load Balancing B A RXEIPUARA 1, ZARZAFER AL AT IRFRLER,

BIAEIRT , X B iw A 5 iR 6 A RS (TCP) B , BN R BAFHYEHRLNERELE
6, MAMEHBERFL, MBEFHREHI , )”'Jéﬁlﬁ'J?ﬁ\;k/?\%bl]—/\ﬁﬁ?—ﬁiﬂ’]ﬁ\% HpEE
EEEE (R IP ik, BFR IP #tMKOST ) o ZRABEFIERNBERN —EB20 KIERIEH,

(® Note
Amazon Web Services Management Console &3 % /8 AR

REHY 31
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AEN

o REBIIRK

- BRARKEMPNEREZHS

« £ Amazon CLIG A X

« £ Amazon CLIZE AR X

REH Tk
HEEENBIERRER TCP #ITRmEREN , BN IURA BB TIRAIEFF KA IP ik, ER

NPERLEBT M REENEHcHRE , R EEF R B SR RIS ARBE R P it
A REBE R IP #bit, ERIDATZIERNE—1T , UIRRZFFERN IP it MixO S,

R AIE I IPV6 G TAE I ESIAI 3L IPV6 Hidik, It IPV6 bt SIS T B 1S BT 38 1Y
DNS Z#HENEY IP bt M CE | ZB ¥ ipvesiFkdualstack,. MREFIHSER IPv4 |, MR
LRI itk 2 A EIESEMFAE IPv4 it | Fo3E @i DNS R T

ZAEBPBATAEEFNRITH ("\r\n") &R , FEEBUTEX :

PROXY_STRING + single space + INET_PROTOCOL + single space + CLIENT_IP + single space +
PROXY_IP + single space + CLIENT_PORT + single space + PROXY_PORT + "\r\n"

Blan - 1Pv4

BT REREDRATRE IPv4,

PROXY TCP4 198.51.100.22 203.0.113.7 35646 80\r\n

B R ILAY SERFAF
Fth 2T, BT TIRIE -

- BHNEHABOERFAERRA TREDUNRERSH2E, NMRERERSHFNARGES LB
BRTREMDN , WASSERQAEEERARERZFNIRELNERINE —Mrk, BRIEKH
MEERN , XHEEARSSHER.

« BIAERSSHI R B BREBHIER.
- BINEHMTRREXFREDN. AXESZER , H2H 2URNBITERNNTHEE.

REHWARK 32
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£/ Amazon CLIE BRE X

EQAREMN , BEESIE ProxyProtocolPolicyType EHMWER K RBESRFEA LBAZ
KR,

FERAUTIERNENATEEEZ0E ProxyProtocolPolicyType KA WKL | I BRI
RRATiwA 80 LA, REHWINEE AIZERMK,

N BRI AR

1. (°% ) EEALLT describe-load-balancer-policy-types #5535l tH Elastic Load Balancing XiFH %
B

aws elb describe-load-balancer-policy-types

MNEEXFNRERBENEZHMNER, TEERT ProxyProtocolPolicyType KE M
H

{
"PolicyTypeDescriptions": [
{
"PolicyAttributeTypeDescriptions": [
{
"Cardinality": "ONE",
"AttributeName": "ProxyProtocol",
"AttributeType": "Boolean"
}
1,
"PolicyTypeName": "ProxyProtocolPolicyType",
"Description": "Policy that controls whether to include the IP address

and port of the originating

request for TCP messages. This policy operates on TCP/SSL listeners only"
},

}

2. {#MA L Fcreate-load-balancer-policyfi &8l 2 /5 AR B A FRE -

£ Amazon CLIE ARIEHX 33
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aws elb create-load-balancer-policy --load-balancexr-name my-loadbalancer --policy-
name my-ProxyProtocol-policy --policy-type-name ProxyProtocolPolicyType --policy-
attributes AttributeName=ProxyProtocol,AttributeValue=true

3. ERAUT set-load—balancer-policies-for-backend-server WREEERALEAHLUEN KR,
BEE, Lot HBERIENCEANERKYA, Et, --policy-names EIAMEREEER
hn |J§|J§'E'=F' HYSREE (51270 my-ProxyProtocol-policy) M Y a2 /8 AR (HlI0 my-

existing-policy),

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 80 --policy-names my-ProxyProtocol-policy my-existing-
policy

4. ( ®W% ) fEA L T describe-load-balancersir S RIETREBHINREEBA :

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

MAEBEUTEER |, ZEEXRHE my-ProxyProtocol-policy FREESIwO 80 KBk,

{
"LoadBalancerDescriptions": [
{
"BackendServerDescriptions": [
{
"InstancePort": 80,
"PolicyNames": [
"my-ProxyProtocol-policy"
]
}
1,
}
]
}

£ Amazon CLIZAIE N

B ER B AIRER R , REEFRBEAE,

fi£F Amazon CLIZ A KRE MY

34
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ZRREDICREE

1. fERALLT set-load-balancer-policies-for-backend-server e 2 ARBMNER , FERNHE
M--policy-namesiEBH &R , ETENRGE ARSHWEMER (HIW0 , my-existing-
policy ).

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 80 --policy-names my-existing-policy

MEEEHMEZHNER , BFEH --policy-names EHIEEEFZFE |, TR

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-poxrt 80 --policy-names "[]"

2. (Wit ) A LA T describe-load-balancerstn S IRIERBEERCER :

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

MEEEATER  REXEERBXBENIRO,

{
"LoadBalancerDescriptions": [
{
"BackendServerDescriptions": [],
}
]
}

N E BRI E 2R IR INPRE
EARE TR ARENTEN ABISEBRTHE , HIMBEAIE. DR,

BERZSAUNBNEHABBIERRNS MIL, SNRNBOERNVIRSRLIE—, NRERINEIFR
EHNRELENHBERKEK , EREMZAENE,

HIERATTARERS | ATBAM S 85 R ELBR.
B %
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« RERF

« ANIIFRZE

o HBRARE

PR PR
TEREATHRENEERH :

« BIMNRRNIREH LR - 50
- BRAZHAKE - 127 4 Unicode F&F
. BEXEKE - 255/ Unicode %

- RERNEX D KNE, AHEANFRHSEATH UTF-8 BXARTHFE, ZRAHF , URUT
BREN: +-=0 _1/ @. BAEEANSZRIEEEK,

s BONEMNZEHNREFREHaws : 8IR , BN EREHE Amazon . T EY%5E S BRI 814
HIRLEEMRE, EFRHTIENRETITAENEROFZHRERE,

AN DPR
7] LB ) LSS B B R AR
R A RIS

1. ITHFLGEE EC2 ###l& , Mtk Ahttps://console.aws.amazon.com/ec2/o
ESMERK LK Load Balancing ( f1&39% ) T , #%3% Load Balancers ( 1539185 ) -
EERASSEENEMRUT AR FMEERE.

EMRZIETF L |, EREERL,

EEEHRZITNHL , N TEME , ERFNFFL , REEERNE.

ERAREG , ERRTFEX

o g ~ w DN

EARMRL | iBEA Amazon CLI

EALLT add-tags @& AN IS ERZE ¢

aws elb add-tags --load-balancer-name my-loadbalancer --tag "Key=project,Value=Lima"

PR BRI 36


https://console.amazonaws.cn/ec2/
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1l BRARE

Tt AR | SE T SAM A S8 & =B ER.

15 FA 2 1 & I BRAR 5

LS EC2 #2414 , Wik A https://console.aws.amazon.com/ec?/,
ESMERK LM Load Balancing ( 71&391% ) T , 3% Load Balancers ( f1&391#8% ) -
ERAESERNEMUT AR FRAEERE.

EMRZIETF L |, REERL,

EEERENHL , EREBRNBMIEZHNBR,

TRBRIRZEE , ERREER.

o 0 K~ w0 N =

EBBRRE |, B A Amazon CLI
£ LT remove-tags 5 AT BR T 38 E R FRIC

aws elb remove-tags --load-balancex-name my-loadbalancer --tag project

NEH NI EEREE T M

WMRFG— A F RN SR B #8F | Elastic Load Balancing £ % AJ A X A 62 — M a9 8:
TR. MBHEHRTRESIKAFMHNRBAFERERI - IS NMTRAX DN EREEMEM, 2
WEEDARANARAX DB AMN—NFW, XAURSENRBGERN TR, FEE , BTRERE
R EE R TN,

MERBIFFER T A XIER M, MRENAHBDERREG Internet IRBITER , BLTARLE T
M, AEENERSGIMNAREDERBEVRE (AERRIMICTRE TN ) . MRENATRDERI
N ESERR  RINBUEERELE TN, BXNEOERTMNESESR , HSRXT VPC WE
Wo

ERMTR , HRTAXPRRGERBARGERS AR ZTHAXPHN FRE MRS ESRE. A
XEZER , BN QL BN B EIREMEH.

ANIFME , AEEERT AR EREAEXNNTHAXPREMRSEH, MIAMERAT , ARGESRERT
Ry A A XiE S @i B R, BREETMEY A X P EMSSAIREE I BER |, 5 AEXER
B9, AXEZER  FEM LEL BN TTHERNEX SRS,

 BRAR 37
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MRFME A XFREETRLRFRVEMEE | HEEREXEMEHIRTHEIRHER , BA
AREFRELG R MNABIIERMER T, BERFMNE , AREEHRE L ERBHEE TR XA EME
Bl BHSFFERBHERRFMOATAXPAEMREG. FEE , BER—NFRE , Z TP
FREFCEMBAFGERNRS |, BEGALUERBUHEM. BXEZER , S DLERTE
R E A LB,

A

W o

3}2
- EREFERETM
- £/ CLIBEFM

=R
B AN TR, XIUREATER :

- MBHERLTHREEDR-IMFN,
« BNMNTRARXKRS TR —NFM.
o SETENINA M X F R

BT ERESERFPHFMMMERFRR DI APIs Y, Btk THBXLEER | 55 550 1 M3 #
FREt , BAFAERBEERF. MRFENABEGERVRAE TR | BELFETNE —NATA
KinmFM, flm , MRABHEREBENTRAX , HELFEFEFRURNIZ —NFR , WATE
FEMEBEZANATRAXRINFM, BEEATUMRRTAXBERFM (FRADT =), MRA A XA 7
(BMNTRAXTEL—NFR) , RENEZANTAXRERT M (MRIAFTERITIR).

e S EIE M

£ R A BT I 2 RS BRF M.
EREHAERETM

1. ITALS® EC2 #£%|& , Mk Ahttps://console.aws.amazon.com/ec2/.

2. HESMBEKLE Load Balancing ( 71&159% ) T , 1%£3#%F Load Balancers ( 115988 ) »
3. BEMHEHHFNEMITHFEFAREETME,

4. HEMFZMREET+L |, ERRE TN,

ER 38
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5. EHRBTNRENMERGERS  REFSEFMIBERTM,
6. ExAE A EEFEFEER.

F/ CLI &+
£ Amazon CLIFBRIELU T RER MR FM,

£/ CLI & F M2 o as

fEALLT attach-load-balancer-to-subnets #p9 BEN AEIGE]/RMHFNFW -

aws elb attach-load-balancer-to-subnets --load-balancer-name my-load-balancer --
subnets subnet-dea770a9 subnet-fb14f6a2

e RIS H A B IS B BRI PR A F M. 0

{

"Subnets": [
"subnet-5c11033e",
"subnet-dea770a9",
"subnet-fbl4af6a2"

]

}

EBKRTFM , E#FEH Amazon CLI

EALLT detach-load-balancer-from-subnets 55 M38E K H1 519 # 23 T I RIS EM W :

aws elb detach-load-balancer-from-subnets --load-balancer-name my-loadbalancer --
subnets subnet-450f5127

e S2F 51 H A B B BR O RIR F M. 50

"Subnets": [
"subnet-15aaab61"

f£R CLI BLE 7™

39
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NEBNFEHERELTSA

FACEAZRYESRN , BULUEBRNEZ AL BN T LA, Amazon Web Services
Management Console 1 RZEFRIMER LA , MELAMAFMITRE A FMETRRRER O L
AEIERNINERE, WRBEFVNEZSA , NEHAFEHRMAN A FXFHNRO LWFE

B2
AILER o

[BERRIA VPC] MRIEEER Amazon CLI 5 API £ IERRIA VPC REIZ ARt R , EREELRS4E , U
LA BER2E35 VPC WRIAREAXE,

[BRIA VPC] B REAEF Amazon CLI 5 API 7£ER1iA VPC R8I A EE S | WL E N A EESE

BIlEZ£4, MR , Elastic Load Balancing ¥ A Z£ARMAMN , LA FEERO L& AE5E
2 FTERE, Elastic Load Balancing A&/ Amazon lKF R —NMXHENZELA , HEHERR
default_elb_id ( 1% ) » default_elb_fc5fbed3-0405-3b7d-a328-ea290EXAMPLERIEERIA
VPC HOIEBNEEARTEREEARZE2A., SHXEFZLANNUBRENAFMITERROFEZ
TR ER O LA ERNRE. BRASEESREN , T2EmRRILELES4H,

MRERMERF I ERRINOYTEE , WLARELZ2ENBREMNAFFMNTRKO LN ERE.
B
- MBS HRLTEENEEAN

- FRRHAELZSH
. FERASELSLH Amazon CLI

NEBERLEHNEENN

MFEHRNZSHAXMATF N ELWRFHITERES, HEANBRTFAZKISEESHRE (@O
Internet AEE ) -

E [ Internet B 718k 15 E7 28
TRERTHEE Internet B A IDE SV HEE A TLHN

KR iz s OSEE it
0.0.0.0/0 TCP listener ERFYERMTERODLEARFRE
AWRE

Eage ot 40
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ZHEAPIEER

TRERTEM Internet B A ETESAVHEE B ILHI N,

B#R

instance
Security

group

instance
Security

group

N &P E S am

I3

TCP

TCP

AXEE

instance
listener

health check

TRERT ARG ERAVHEE AL,

HRIR

VPC CIDR

X

TCP

¥ 036 E

listener

TRERT ARG ER[AVHEE LIS,

B #r

instance
security

group

instance
Security

group

EREFETRLEd

il

TCP

TCP

AXEE

instance
listener

health check

ERUT IR ER N IERRBENET2E,

AR
ESLH{muresim O £ iR m St
H¥ERE

EEZETIORRERO L V7R B L4
ML RE

R

EHESESEMITESRO L AEXRE
VPC CIDR B AU R E

AR
ESLH{mresim O £ R iF R mSEHIm
HYERE

EEETRRRERO £ V7R E L5
YR E

EREfasERed
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EREFEEFRTRANHEERNTEE

1. fIALS# EC2 #F|& , Wik https://console.aws.amazon.com/ec2/,

2. ESMBERK LM Load Balancing ( fa#35#% ) T , #%&#F Load Balancers ( A I9#8% ) -
3. EENHRHEHSENBMUITFEFHAEERE,

4. HEREMETFL , ER&RE.

5. EHREBERLAEATNTEHNZTLAT  RESESNNIBRLL4A,

R ZRLAAI 5 NEE4A,
6. EENGE , EEREER,
FRSEZ4£4E Amazon CLI

R LT apply-security-groups-to-load-balancer i 5 Z £ H 5N EFH I EFZMHEXEK, BEENLZEHS
BEZARBRNLE4A,

aws elb apply-security-groups-to-load-balancer --load-balancer-name my-loadbalancer --
security-groups sg-53fae93f

BAR 9 W R R

{
"SecurityGroups": [
"sg-53fae93f"
]
}

ACLs N8 Classic Load Balancer &t & M &

VPC BIRRIAR 4515 [R142 HI 53R (ACL) R AT AWMBIERE, WRECZEBEE XML ACLs , N4
AN DN VE LB D T 3R M SEHE S RI M

MEIGEES F A HEEI N BUR T A E9EERE (HE Internet AEL ) -
E [ Internet B 1 8k 158788

THERTHE Internet 1Y BT 2RAVIER A VRN,

fER S EL 24 Amazon CLI 42
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KR i % O3B, it

0.0.0.0/0 TCP listener EAEYERMTERQDLERFRE
AR E

VPC CIDR TCP 1024-65535 FElfetw0O £ 2R E VPC CIDR B
AWHRE

THE R THEIM Internet B A E I HEHUEH N,

B #r i AR TR
VPC CIDR TCP instance EEFmFreEE O AFmE R R
listener =
VPC CIDR TCP health check THTEBTWAKRERAOLAWMAELIY
RE
0.0.0.0/0 TCP 1024-65535 ZiEfimO L RAFFREHERE
N Bt 2 15 T 85

THERT NSRBI ERNEEAEAN,

R i % OSEE et >3
VPC CIDR TCP listener EAFYESEMTEERA L AEXRE

VPC CIDR I A Y5 E

VPC CIDR TCP 1024-65535 Einefiw A £ 2R E VPC CIDR #

AVERE

THETRT AEBABEE RN HEE AN,

M 4% ACLs 43
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B #r ISV i OSEE AR

VPC CIDR TCP instance ESEHI{ eSO £ AAFF#E VPC
listener CIDR It R E

VPC CIDR TCP health check HEETRRREROLAEFRE VPC

CIDR W HIEHRE

VPC CIDR TCP 1024-65535 Elnetiw O £ 2R B VPC CIDR B9
HtRE

NIENEHE N EHDEHREE B E TR

BNRHBATIERBLWE — NIV E RS (DNS) BF5. Lk DNS EMEBEAEATHESRN
Amazon XM E M, Fln , MREEEXERS (BN ) XEHEIEEHN my-loadbalancer KK
Hi9EER , WENATTEHER2WEI— DNS &7, lt0 my-loadbalancer-1234567890.us-
west-2.elb.amazonaws.com, EEEHI LiFRIMYL | EHF Lt DNS BFRREM ] Web 53 55 25 #9 b 1t
=, T3, EREFEZENERAL DNS EMTH TR R

MREFHEXN MFH SBR[ ERARIETFH DNS BF (0 www. example. com) MIEERIA DNS B , &
ALBIEBENEAFNEEAFHEESN DNS FMMEXK, ERFHEA L BEEBHTER
Bt , DNS RS2 TN A EI9E 31 DNS B #5.

B

- FENBENEE SEAEITHEEE R MAEXEK

o AAEIIEEE A Route 53 DNS HEH B

- FENBEEE SAEITERBUEXEK

RHEWN B ENEA 5ERE G ERE HHEXE

Bk K MBEEFEIMEE  FIEIMENHE. Internet LRV R B Internet BRI EF th ik 45 B AL
(ICANN) B, ZFEEBIEH B EME (ICANN NN EBE B EMPALR) EMiEE. B EMEH
Wiy FSREXFEMEZNFMEBANENER. BXEZER , BSRUTERR :

« E#FH Amazon Route 53 ;¥MHE % , 2 Amazon Route 53 FF A A R IEEFHFE A Route 53 3+
MEE .

BE XA 44
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« BRENIEEMERE , FTSRELNEREMEEE.

T—% , BIER DNS RS (WA BUEMRE) 212 — %3 R ICRNERR BB EHN R HTER. FX
EZER , FSU4ER DNS BRFHI M,

W& , B LAERA Route 53 ¥ENER DNS RS, RIBZREXE , EPIEH/XUWMAE Internet £
HEBRENER , AR FHEEARBIATHEERNIERRIEFEE, Route 53 3B IEFER
DNS )R Uk 2R , B AER BB L REN LRI ( HI0 example. com ) WINHKEE & DNS Eifj g
REZRNAETEEE. BXFINEEM DNS RS HZE Route 53 HEE , 25 Amazon Route 53
FEAGIEEFPHE Route 53 BLE N &K DNS RS,

&Ja , £/ Route 53 AR B EXFMANBIZFEKE. EXEZEEL , 1§55 Amazon Route 53 FF
EAREREFNERERB I AZ SRS,

R ARG E 2R Route 53 DNS #H[E# &

MR Route 53 1 DNS EfIEHFI BN AHKITESR , B AR Route 53 HEEMN AT ER[E
B DNS ¥EH# B, EHEXBEET , Route 53 2R EMFHYERHEM EC2 EHIMZITIRR , A
BEECNEETH. MERERMESESSIM EC2ETEENIH , REAREESRXREZTIRR
ME , Il Route 53 2 RERBEHMAARE , fliET RFNAEITEIEIH Amazon S3 Ry ER

SR,

fFlan | RIZEE—1NATF www.example.com By Web SARERF , HBERFEFRAERRXIBANH
MBI R L EETHTRE, BEEHREFTERHI—MXBHWASLES  HELFEEXR
EHERHENS —MNEFPN AR ERAERZD. MREE DNS BERXE , AT LUIEESRN ENH
By (% 10) AEOEER. MR AFYEEETHA , Il Route 53 2 REE@MEEAHFIES , FUSF
ThEE [ E By BT =R,

£ 1T 4 B AriE TR Zh g

o YMAZMAHFHEHRIBZICFLENTEBERETIRORIRE RN Yes B , Route 53 FFi¥fh alias
target HEEENTRNZTRL. XN TLAAFEEES , Route 53 A SR F G EFREKHEH
EITRARE,

« HRMAFHERFELE —ATMHEFZEITIROR BIFE |, Route 53 &3FZ 31 B i FE TR
BARH, AFE , Route 53 2IREEWRARREICFK, MBEEHANEBEHKRE , Il Route
53 IR[EF 18 %,

o HRMAFHERFELE —ATMHEFZITIRORTIELN |, Route 53 2FFZ BB ie FEITIRRFR
BATE, AFE , Route 53 2IREEWARIRE DR, MBEFEHANEBEHKE , Il Route
53 iR [E 4 Bhid .

NIE B E R EA Route 53 DNS #fE# % 45
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BEXEZELR |, 5 Amazon Route 53 FF A A R IERAMELE DNS #fEHEE,
F2H B E ViE B S A8 98 BUH < Bk

EALE EMREERBNQARIERE  FHENREERSE , M\HTAN B TS SHEaE
BRHIHE, HXESEL , HSH Amazon Route 53 F XA REETH AR EZNMBAEREK
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https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/dns-failover-configuring.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/resource-record-sets-editing.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/DeleteHostedZone.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/DeleteHostedZone.html
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2 B O EH AR TR

FEFF R EA Elastic Load Balancing Z 81 , XM A LB ATIGEREE — NS MIVTER. TR
ATREEZEERNWHER., EAE (FRRBATHES ) EENHUFRONGEE (AR9EREE
JEIRSEHI ) HE A M A O B B AT 85,

Elastic Load Balancing Z#F M MY :

- HTTP
+ HTTPS ( %% HTTP)
- TCP

+ SSL (%% TCP)

HTTPS i fEEA SSL thiXfE HTTP R LBV L4 iEE, S aflfEA SSL e TCP ELEEY &
SERE,

MR AR TCP 5 SSL , MK SIHIER T LUER TCP 5 SSL. MRAHIERER HTTP 5
HTTPS , MIAM S ERETLER HTTP 5 HTTPS,

Ja w32 AT LA YT % O 1-65535,
MEGEE LI THO  1-65535
AR

« HTTPS/SSL {mfTgs

- REAFYEIRNNTREE

o HTTP #RAFLZ g5 E35

ZIP

HA Web NABRFNEETUAZIRHENRGENENTE. BSEBXRABRENEEIHE, HBED
RENEFIRE—REEET —RB. THRREEE (OSl) 2ENEEER | LEXLEDE P KRR E
BEER , XIMEREHRADN. BXEZEFEE , BS 6 Wikipedia F 1Y OSI 3,

£ Elastic Load Balancing it , ZFEEN PR 4 M2 7 BEELRNTH. 27 4 BREHE , BRTE
i BRI fE iR SR 2 [ @IS B S B MV R SR Sl (TCP) £, 2R 4 RAIABNARI9EES

P 27


https://en.wikipedia.org/wiki/OSI_model
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BENSEDZR. 7B 7 RNARFRE , #7TEF R ASGER, URAFGEHRIEN/ERK
{5l 2 (B B9 B S AR IR M (HTTP) Fl HTTPS (Z4& HTTP) iE#,

ZE2EEFTRE (SSL) MU EERATHEIFTZEME (W Internet ) ZHAVHLZBIEF TN, SSL ih
WEEFIHERHRRSSHCEEYLSERE , BREENEFPIRMNRSSE2EEENTEHRIERENE
BREN,

TCP/SSL X

MREERMHNEIRERPEER TCP (DR 4) , ENARBEHRLNBERERRBFRES , mMAE
bRk, ABIERRIERZE  2EHENTREEFEEN RO EITFSRRSEHIF TCP =
%,

HTARSEHRSEBEEFREENEREFZEANRE , REENEHREHNIAE BERFIERNE
HESRN IP iUt M AR FEBEF N IP ik, BULEARENMY , EEFN—NEEEFHNIERE
SE (MR IP ik, BAR IP bR OF ) BFRK. ZARKBEBENBERN —H 9 KER FHmESH,
B LUBTBERNE—TRRREEFERE. EXEZEE , B2 NEAMTIIHHIERERENL.

BEFEALEE , BN T2RBISFEMMEDE X-Forwarded #53k#Y Cookieo
HTTP/HTTPS %

MREAHMERERGER HTTP (DR 7)) , ABBERLBITERFHRL , RARRERRERE
Ui SRl

¥ FHTTP/HTTPS load balancer, Elastic Load Balancing opens and maintains one or more TCP
connections. These connections ensure that there is always an established connection ready to
receive HTTP/HTTPSEREEHNENEEMEEZTREFNKH,

HTTP #ERF HTTP MR ERARLFERXKEB X HTTP SEEME S, Elastic Load Balancing X% X-
Forwarded-For ik, BN ARBEBRQEBE A IRMRFEBZRNRE , AENRSEEHFR B
HEFRNEEATIIERMN IP thit, EEEEF KM IP it , &6 H X-Forwarded-For #XR4x
ko AREZER , S X-Forwarded-For,

£/ HTTP/HTTPS &Y , BRI ERHHER LEAMMELE, SHEQERAFNSEHREDREGRSK
Bl XHEALBRESFEYRE , REF-AFNREERSIRREIEENEREG . BXESE
B, B2 N EHNBEHEREEN M ST,

MHEERHTIFME HTTP VBB, NMBEAEYERIEANENNFE, WNEREmIEFRAE
HTTP 1.0/1.1 SRfeMFEL IEER |, MEEFEH TCP ITEs,

TCP/SSL MY 48
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HTTPS/SSL {88
WO LAER T2 IeetI B oS,
SSL RS SBiIE

MR BIURIEREMFE A HTTPS = SSL , WA 7E 71819 % 85 £ &= X.500 iE$ (SSL RS FFIER). HE
HERAEBRRAFTFIHNER , RAEBEERKEBFHES (Fh SSL Kin). BEXEZELR , B
S KB E A SSL/TLS iE$,

MRERFLENFIIE R IE SSL K1k (F5h SSL HF) , AIEmMRMNERERSER TCP , Fh4k
BERMN EIEMKRHIEIEULES,

SSL thE&

Elastic Load Balancing R TE XK SSL MhEEE , £&F P in 58N AR E R 2 A E L IEEN
XLEE A T#IT SSL i, SSLIMERERM T ZHNEFRFRAMY , HEABNEBNSAEEM
BEE, A, FEFEARGTEHESENNEPNAMERERHTMEERIATERSERR, FELe
ESHMEARE (10 PCl, SOX &) REERFFIHRMU—ABEDUNEE , LARFTELEHE, FEit
EKERT , BUUREENBEERCVUBZEEN SSL BB E. BHZBRPLNMTE 30 BREK.
BEXEZER , FSH QUEMFITEHEEM SSL HERE.

Ja i AR 55 25 & 10 IR UE

MBS IEZER HTTPS 5 SSL , A LUE A EEMEAN S HRIT. »/SETEREARIETE
KRB REARESMENHBE , HRREISEMEHEFERNAEES.

BXREZER  FEREERRERS RS BRI,

Z AR PIIE RN MITREE

TRERT LA EEMN HTTP M HTTPS IS Al RElLE

NAZR BIm TR Bl S i I =33V =g 3l £x

HARKHTTP 4 HTTP NA HTTP NA . X &

BioEes Forwarded
¥Rk

HTTPS/SSL fiiiT &5 49
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NRA%HE BY Ui 7ML IR pvil RN J& Uik I £x
end-to-end 1l 2 SSL if
BARY M 4k =, il
NARRF . RESH
SSL E#
FiEA SNI
¥Rk
« TXEHRE
AR K

HTTP R MA AT =5

HTTP #&R# HTTP WA FERAFRLAFREAEZE X HTTP HEMNEE., HMAFBRNES RN BME
X, EMNMEXN ZBEBEZESR (CR) MRITHA (LF) #1729, RFC 2616 EE/LPEN THRA HTTP
A FERE, WHEERARFIZER (FE35RM ) WIEFRAE HTTP #r3k, RLEIEFE HTTP 15
3L BB X-Forwarded HIR., LM AHITHBEZIFLT X-Forwarded #73k,

BX HTTP EEMNEZE LR | {2 Elastic Load Balancing A 8B H M5 REH,

TR

o« WINEAVIUYTBRIR B X X-Forwarded #rk. BXEZEE , S LR AT E /AT RE
Bo

B EER Web BRSBRACFEE iR IP Mt

X-Forwarded #r3k

e X-Forwarded-For

» X-Forwarded-Proto

e X-Forwarded-Port

X-Forwarded-For

FEBFER HTTP = HTTPS #8888t , X-Forwarded-For #R¥53K A B3 A H & B ZR B %
PRy 1P ik, RARBEERSEBETFRNRSHENRE R ENRS 2R TIF B & F R

X-Forwarded #53k 51


https://datatracker.ietf.org/doc/html/rfc2616#section-4.2
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing
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SENFHESEN P tit, EEEEFIRMW IP ik | 56 H X-Forwarded-For #&R#rk, Elastic
Load Balancing &7 X-Forwarded-For BRIRAFFHEF WA IP #hut |, HRFRk &% B S AR
%88, MR X-Forwarded-For IHRFEARITEEFERSD , WARTERQ0NE—NAEFG IP i
HERBEREMIRL, BN, HEHEESRLNESR IP M MBIMAEIRL |, FHRHZIR AL S DS/
fR$588. X-Forwarded-For i#RIFL AT EZMNUES 2 BH IP Hitt, JREDMHU R EHXAH
BROEFiR IP, Y , 2B AEERERARTRE.

X-Forwarded-For ER#IFAFKAUTER :
X-Forwarded-For: client-ip-address

THEHR IP #ith 203.0.113.7 HWEF %K X-Forwarded-For ERFrLHRHBI,

X-Forwarded-For: 203.0.113.7

LT R IPv6 it W B FiwiIX-Forwarded-Forig KRRk =
512001 :DB8: : 21f:5bff:febf:ce22:8a2e,

X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e

X-Forwarded-Proto

X-Forwarded-Proto & R¥r3k A& By IR BI B P ik S AR S E e E ZN TR ML (HTTP
HTTPS), MRS REF BENBEERFENARISER 2BEANDN ; FERAXTERF
mMABBEERZEBEANDUZER. NFHMERTFiRMARIERZEERNMIN, FA X-
Forwarded-Proto #&R#5&8, Elastic Load Balancing &% X-Forwarded-Proto & R¥Rk F17HE
EPimMAEI9Ess B ERN , HERLEARTZHNRSES.

RN ARFS ML AT AEAFM#E X-Forwarded-Proto EXRFLHPWHICKENEREQMEER
URL #91 R

X-Forwarded-Proto BRFFAEALUTER :

X-Forwarded-Proto: originatingProtocol

LT RBIEEE HTTPS BREXIRE FFin#YiERH X-Forwarded-Proto #R#Rk :

X-Forwarded-Proto: https

X-Forwarded-Proto 52
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X-Forwarded-Port

X-Forwarded-Port ¥R#rk A& BRI F /- i S8R AR SR et AT A RY B AR im0 o

X-Forwarded-Port 53
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% B BT EERAY HTTPS T a5

&R EX I EBEEA SSL/TLS il (B#5J9 SSL EIEk) AV AEITE SR, IR N EN REEE
BRERT HTTPS LiEMNE i B LUK M A B9 E R 581 EC2 Kfz M EEH*TREME,

Elastic Load Balancing ffFAZ£E#FE (SSL) MEERE (MMNLZE2XKE ) , MEEEFHEAES
R BMHAEIERE, EXHEREER HTTPS/SSL Y , fFAMEN L2 FHRBEEN T2 EK, &
IR IS E R LEPE SSLIEH. ARHERAEANIERLLERE K BEXRBEFHNER , R
EENERAZEES, ARSESRFARSEEE4ERLIEmEE, SR EENIF LR
S HRIE,

ZHNFIIERTI GRS B[/ENETR (SN ) o BAIURNERAUTRED 2 — :

- EREBER LB -NEDR , ANESNEEMNERINEZEZ A (SAN), SANs 26 £
BENMERFRFZNENR. BREBMIBIEFNHREURNARMAMBERNESZES SANs |, BE
HIRRIEFREE SANs,

« X TRmMEHER , EIRA 443 LER TCP iTeR. ABLERBEHARER , RILERI 4
I EC2 X6l L# HTTPS 41k,

ZHAFIIERFZIENM TLS FHKIUE ( mTLS ) » BIRE mTLS XFF , HOIE—4 TCP liTaR,
NEIE R R FEFEREBER , HILERE EC2 KB ESEH mTLS,

nE

- KLEMFITE R SSL/TLS iEH

- ZHENPITHRAY SSL HEEE

- ZEMBPHE[RHTAEYL SSL L KM

« BIEHAE HTTPS TSR L M F 5 ER
« NENZBAFIHEREE HTTPS ¥R
- BEREHENBITERRRY SSLUEH

- EHMELHNBITERRR SSL HEEE

LM EERAY SSL/TLS iEH

MR FIHIITEIAEA HTTPS (SSL = TLS) , M AMTE A 9% s E 2028 SSL/TLS if$., AFKYES
SERANIERLIERE  BEREBEFPENER , AEBRBERLER =M,

SSL/TLS iE$H 54
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SSL M TLS thidfEA X.509 iE$ (SSL/TLS RS EFUEP) X & /- im 5 ik N AR F#H 1T 5 0%
ifo X.509 iEBRIEPMAENM (CA) MANBFHEANIRR , BERRER. BERHR. A, F7
BURMEENRFESR,

T LAE A Amazon Certificate Manager 5,323 SSL # TLS K T & ( 420 OpenSSL ) k612 1iE
F, EOIBREH A ESHN HTTPS MiIFEsRt , BEBREZIEP. ECIEATARSESRMNILP
i, BATIEEER

EOEATRABGERNILHN , ELAEEHE, I ELNWEELNEEEVEEIERKTE. WRF
i, MARSXREHAITINEG , RATTERIE TLS EH,

DA UERIEE—NTLREEFHB (FQDN) ( FlE0 www.example.com ) HIAKIHA ( Hlan
example.com) ., BRAUERES () ENBERAKRRFE—HBFNZSNELER. BERBERAE
Frt, B () XN TEHENHKENLE , MERERP —NFERF. Hl0, *.example.com %
# corp.example.com # images.example.com , B EHRH test.login.example.com, %
EEE , *.example.com {X&RH example.com B FiE , MARPFEFRIN K (example. com)s
BEAFEVNEE REIERH Subject ( & ) FEH Subject Alternative Name ( TEEREBH ) T B
B, BXNRIIBHNESZEER , iS5 Amazon Certificate Manager Fi P #§R P #YE R A HiE B,

FABIES A SSL/TLS i+ Amazon Certificate Manager

RAIBWIEAEE A Amazon Certificate Manager (ACM) A A& [ IR H S AIEH. ACM 5 Elastic
Load Balancing £&£5% , SAMESR A UEAFISER LHBIEH, EEASHESR LHBBIES , EHE5QR
FEERLMER —XEH, EXEZEE |, 5 Amazon Certificate Manager A AP 8+
WERLDBIEPH ST AEF,

E A YA P # A Amazon Web Services Management ConsolefE 88y A5 # 88 L BIFH | B4
MEEREFI ACM ListCertificates API REMIGRINPRE, BEXEZEE , 2 H Amazon
Certificate Manager A P8R /Y 51 HiE B,

/A Important
LR EBIE ACM ERENFIE R EREHH 4096 1L RSA B EC ZHAMIEFH. B4
A 4096 v RSA B4 EC BHAMIES LEE 1AM, MEFENSARBERES
R

ERABIESR S A SSL/TLS iE$ Amazon Certificate Manager 55


https://docs.amazonaws.cn/acm/latest/userguide/gs-acm-request-public.html#request-public-console
https://docs.amazonaws.cn/acm/latest/userguide/gs-acm-request-public.html
https://docs.amazonaws.cn/acm/latest/userguide/import-certificate.html
https://docs.amazonaws.cn/acm/latest/userguide/security_iam_id-based-policy-examples.html#policy-list-certificates
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£ IAM & A SSL/TLS iE+$

MREKRFEH ACM , MITTLAER SSL/TLS TE ( 20 OpenSSL ) AIBIF B XA ER (CSR), 3REX CA
LB CSR MAERIES , HFEH LEE IAM, BEXEZEE , 250 1AM AP ERPNERARS
BHEH,

£ R E=RM SSL Sk iE

Elastic Load Balancing fEfl — /122 E#EF= (SSL) WEEE (MM AREER ) EEF RS HEYE
B8 2 BITHES SSL iE#E., T2 FME SSL hil, SSL BB MBSHBIRFEIRTUEATMAS. BEXHR
HI9EREEE SSL EENEZEER | HSHLHE AN MUTES,

B3

- BRERM

 SSL thiX

« ARSSRRIRF Bt

- SSL ##5

- BT EmEENEZEBES

grge

RERBAEER M RSN ER @B T SSL HEHMRZIEFNRBANHIL. SAUEEACH
ZANFRBERUEATNE LHEELNE LR,

%X E , B Amazon Certificate Manager (ACM) IRtHIE T E RSA 4. Eit , MREFER ACM
RIS , MLZLRBELNBE—NMEA RSANEBS ; BN , TLS EZELEXMK,

ME LR &R

RHMMELRERBNENBERANEZLRKBNFONAGNRSTEE. flw, MATELER
£RMA ELBSecurityPolicy-2016-08, RERBMHNTAE LR L REE , B EHE E S EH

To

BXNMENLRERBBEANDPNEBENER , FSH £RMTEEHRNIEN SSL L2 KM,

BEXZ 2R
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_server-certs.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_server-certs.html
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BEERAFENZBNDEIRZEELDERE, flw , FERESAMEIRE (W PCI M SOC) AIEEFE
E-HAREMPUNED , MBRFEZTEME, EXHERT , TR EELRERBERFEIX LR
o

BXREUBBEENRERBNEER , BSMH ENELENBITERHN SSL HEEE,

SSL MY

SSL i EEFIRERSHCEELLTLEE , BREFF HEABGERZAEZENMERERR
N

ZLEETR (SSL) MEFMEZRZEM (TLS) EATHEIFTREMLE (1 Internet ) &5 P EIE
BATINZOMNBZPIL. TLS MURBEHARAK SSL MY, 7E Elastic Load Balancing 3(#4/ |, EATH
SSL # TLS i #E#rA SSL il

HERII

BIVEE TLS 1.2, EATXEE T ELBSecurity LS-1-2-2017-01 FiE U Z £ KK, BHAIUEBEN
ZE2RBEPEA TLS 1.2, RMIARERKENXIEF TLS 1.2 MERRAN TLS , Rt HZ & MR TR
T ELBSecurity LS-1-2-2017-01,

EF AN
MBZHIEEERBEHEAT SSL2.0 il , RIMELTRL KM ERITEL R LR —,
AR S5 85 I B S T

Elastic Load Balancing xRS 850 F G TUED |, ZET A THEEF s SREITHES 2 B 8E
¥, £ SSLEEDPEEEDY , FRENASSERSEREATINFRMS 5 X HFNEB A5
Fo MIMBERT , &7 SSL EREREFRSIKPEE M —NASHEERNZBEE L E —NEB,
MRABHEROEN XIFRFFNFEED , MWASOERSEHIRPERNTEFIRNZES
RPN E—NEB, XAHRHARSEREER T SSL EZNEE, MRERBEARSSHINFEIE
m, NEERAEFIRREEAZBINFRDEE P iRSARSESR 2 ENEE,

SSL &3

SSLZWE BE—MiNREX  eERANBRRACERIENEE, SSL hiERAZH SSL ZEXT Internet
ERBEEHITING,

EXE , B Amazon Certificate Manager (ACM) IR HIE T E RSA 4. Eit , MREFER ACM
RS , NLLRBEXANBE—NMEA RSANEBS ; a0, TLS EZELEXMK,
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Elastic Load Balancing XA TEB A TEENEFITESE. FENR SSL REFERAXLZBHN T
£, MEXEEBATATEELKES, RIMNBUESXEARINZLER (FEES) PBRENEB,
HittFZZBHTRE , EEBTHAREAFERAXRK,

R

+ ECDHE-ECDSA--GCM-* AES128 SHA256
+ ECDHE-RSA--GCM-* AES128 SHA256
+ ECDHE-ECDSA--* AES128 SHA256

+ ECDHE-RSA--* AES128 SHA256

+ ECDHE-ECDSA--SHA * AES128

+ ECDHE-RSA--SHA * AES128

+ DHE-RSA--SHA AES128

+ ECDHE-ECDSA--GCM-* AES256 SHA384
+ ECDHE-RSA--GCM-* AES256 SHA384
+ ECDHE-ECDSA--* AES256 SHA384

+ ECDHE-RSA--* AES256 SHA384

+ ECDHE-RSA--SHA * AES256

+ ECDHE-ECDSA--SHA * AES256

+ AES128-GCM-* SHA256

+ AES128-SHA256 *

« AES128-SHA *

+ AES256-GCM-* SHA384

+ AES256-SHA256 *

+ AES256-SHA *

+ DHE-DSS-SHA AES128

+ CAMELLIA128-SHA

+ EDH-RSA-DES-SHA CBC3

« DES CBC3--SHA

+ ECDHE-RSA--SHA RC4

+ RC4-SHA

+ ECDHE-ECDSA--SHA RC4

SSL #
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ZHEAPIEER

DHE-DSS--GCM-AES256 SHA384
DHE-RSA--GCM-AES256 SHA384
DHE-RSA--AES256 SHA256
DHE-DSS--AES256 SHA256
DHE-RSA--SHA AES256
DHE-DSS-SHA AES256
DHE-RSA--SHA CAMELLIA256
DHE-DSS-SHA CAMELLIA256
CAMELLIA256-SHA
EDH-DSS-DES-SHA CBC3
DHE-DSS--GCM-AES128 SHA256
DHE-RSA--GCM-AES128 SHA256
DHE-RSA--AES128 SHA256
DHE-DSS--AES128 SHA256
DHE-RSA--SHA CAMELLIA128
DHE-DSS-SHA CAMELLIA128
ADH-AES128-GCM-SHA256

ADH AES128--SHA
ADH-AES128-SHA256
ADH-AES256-GCM-SHA384

ADH AES256--SHA
ADH-AES256-SHA256

ADH CAMELLIA128--SHA

ADH CAMELLIA256--SHA
ADH-DES--SHA CBC3
ADH-DES-CBC-SHA
ADH-RC4-MD5

ADH-SEED-SHA

DES-CBC-SHA
DHE-DSS-SEED-SHA

SSL #
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DHE-RSA-SEED-SHA
EDH-DSS-DES-CBC-SHA
EDH-RSA-DES-CBC-SHA
IDEA-CBC-SHA

RC4-MD5

SEED-SHA
DES-CBC3-MD5
DES-CBC-MD5
RC2-tNE AT #& 22 F-MD5
PSK--CBC-SH AES256 A
PSK-3DES-EDE-CBC-SHA
KRBS5-DES--SH CBC3 A
KRBS5-DES--CBC3 MD5
PSK--CBC-SH AES128 A
PSK--SH RC4 A
KRB5-RC4-SHA
KRB5-RC4-MD5
KRB5-des-CBC-SHA
KRB5-DES-CBC-MD5
EXP-EDH-RSA-DES-CBC-SHA
EXP-EDH-DSS-DES-CBC-SHA
EXP-ADH-DES-CBC-SHA
EXP-DES-CBC-SHA
EXP-RC2-CBC-MD5
EXP-KRB5--CBC-SHA RC2
EXP--DES-CBC-SHA KRB5
EXP-KRB5-RC2-CBC-MD5
EXP--DES KRB5-CBC-MD5
EXP-ADH--RC4 MD5
EXP--RC4 MD5

SSL #
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+ EXP-KRB5--SHA RC4
+ EXP-KRB5--RC4 MD5

* X R BRINEZ LK Policy-2016-08 FESH %, ELBSecurity
ATRIREENZEENS

Classic fAFHIHREABSEBEM4HTRIRERE, WREM Classic Load Balancer FEMSEHI T %
hEEE  BEEUTEBZ—

+ AES256-GCM-SHA384

+ AES256-SHA256

« AES256-SHA

« CAMELLIA256-SHA

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

« CAMELLIA128-SHA

*« RC4-SHA

 DES CBC3--SHA

« DES-CBC-SHA
 DHE-DSS--GCM-AES256 SHA384
* DHE-RSA--GCM-AES256 SHA384
 DHE-RSA--AES256 SHA256

+ DHE-DSS--AES256 SHA256
 DHE-RSA--SHA AES256
 DHE-DSS-SHA AES256
 DHE-RSA--SHA CAMELLIA256

« DHE-DSS-SHA CAMELLIA256

« DHE-DSS--GCM-AES128 SHA256
 DHE-RSA--GCM-AES128 SHA256
+ DHE-RSA--AES128 SHA256

AT RmERNBDEN 61
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+ DHE-DSS--AES128 SHA256

+ DHE-RSA--SHA AES128

+ DHE-DSS-SHA AES128

+ DHE-RSA--SHA CAMELLIA128
+ DHE-DSS-SHA CAMELLIA128
+ EDH-RSA-DES-SHA CBC3

« EDH-DSS-DES-SHA CBC3

+ EDH-RSA-DES-CBC-SHA

+ EDH-DSS-DES-CBC-SHA

Z BRI E SRR TE L SSL R£ K

BAI LA HTTPS/SSL st B ME LN R £ K2 —, B LUER ELBSecurityPolicy-TLS
KHZ—RBZERZARL TLS MUREANEAUNZERE, RE , RHAUNBREENRER
B, BXEZEL , BHSH F5 SSL i E.

ET RSAN DSAMEBRETA TR SSLIEFPNERE R, FRREAETHRERBERANE
BHEEEENRGE SSL iEH,

MFRIEFEN RS RIATFHIAT S AVRE  WARSERSERNEXENEEINFERZD , LhH
AR HEABIOESRZANEE, BN , AREERREF IRRHEN BRI F 6E A =B,

DTRETNETELHEABHERINETMENLLLEKE , LIFHS AR SSL i A SSL #i8, &
LA F describe-load-balancer-policies & 53 iR 7 & M K K #& o

® Tip
XLEEEMERATRAEMTYESE, EXEATHMAASYESENER , HSREATNARE
FAFEEYERNEZE2RENERTNEAZEEEINZE R,

P
. B HIHY
. BN MBI
. BEBRS W

FaE S SSL REFKM 62


https://docs.amazonaws.cn/cli/latest/reference/elb/describe-load-balancer-policies.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/describe-ssl-policies.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/describe-ssl-policies.html
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BENEER , BSRALBAFEGESFNITEE,

EREFERRENEL BRI ER
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3. ESMEMRK LM Load Balancing ( fa55#% ) T , #%&#F Load Balancers ( A 3988 ) -

IR 74


https://console.amazonaws.cn/ec2/

Elastic Load Balancing KO FITER

4.
5,
6.

10.

%4 Create Load Balancer (R A9 #22),

RAZHNEITERD , RABEFRE,

EXfE

a. NFREIEHB[ENR , BAABIDEHEIRNEN.
EYHRXENELBRARTEREN , REAFTIEHRINEHRYLAM— K KZSAUE 241F
T, ReEEEFRRFFHNETR , TRIVEFHITLSLRE.

b. XFENX , EFEEEKRMN,

P £ B &
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BTN, EREASGERN TN , FERSIMTRARXN TN,
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c. NMBEEEHRTRIFEMRIL , BRI IERN HTTPS, MIRIEZE S FEFlH O EH R
443,
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LIS AR UTESE A HTTPS 2 SSL A , SR E IS LEBE SSL iE$, REIIERL
FANEPRILERE  BERBEFHENER , RAEBFERKERRG, ZEXRIEERER
B . Elastic Load Balancing 12t 7 EfiENX SSL IhAEAEENRZREXKE , B EZEEHNERE
VEL2EKRE, MREERFKEZDEE HTTPS/SSL , %R 5 ASEH 5 HRKIE,

a. NTZR2EE , BUSKAEASHNMELZEXKE , S22 8 E KKK, BSH
E# SSL HEEE.

b. YFERIA SSL/TLSEH |, AIEAUTED :
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- MBREFEHBESRS A TIEH Amazon Certificate Manager , iE%#FRKEH ACM , REM

“ERIER” PIERIESR.

- MRAGEH IAM SATIES |, BTIEEM IAM , REEZRFIESPEFZIES.
- MREFESANILES , BERENXETRME ACM , FRESA , RFIEEER 1AM,

FUPEMFEPRALEPHNER. EIEPRERHD , EFHEUFAERHA XY ( PEM
RBHXH ) AR, BIEREXH , EFHMEABEZHIERHY (PEM REHXXH )
BN ZA. £ Certificate Chain A , EH|H A MEBEEXH ( PEM {RIBHXH ) WRA , BR
FEFEANEESRIERH AN KRERERANEZIERHTEE,

( ATk ) MREF HTTPS MWTSEE N FEAMBEZEXFEE , NLLEREER S AR
UEEP A& ESL 6 B R,

® Note
NMREFINBREHORIEEPIY , FREMTERMNERID , AR TR
& HTTPS,

i. XTF Certificate name , A LNMAIEP B o

i. XFUEPEN (PEM 4GB ) , EFHAMEZEPHNE. REEXRMN A ASLERAT
BiRt , AR 2 5 ZRMIEE.

ii. ERNMEMITES , HEEBRRMFERLIP. ZRZALURNEAD,

1. BITRARE

£ Ping B¥rEfo & | B — Ping MU Ping i 0. &# EC2 I A FIEZIEE ping i

a.
OLWRE,
b. XF Ping i%A , BWRIKEO N 80,
c. XTF Ping R , BHERINEEBHRANBEERLE (/). X£¥E7R Elastic Load Balancing 21T
WRREFRREZEH Web FRFSEFMVERIAETT , W0 index.html,
d XNTERETRIARERE , BFEARKIAE
12. =i
a. EBHRMES , XEPFEREHEIERTE,
b. EAAXAET , BUNUBREZERHNMEZE , NARISE ST AN H a6 Pt 1Tk,
c. WIAERTLIRE , RFEBIASCEE M SSFRINE ARITE R
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13. Attributes

XTERBETAXARSE, EREEERUREN (ERERNE ) , FREKINE,

14, LUEIESIRE (W)

a. BFERANLIEM
b. EFERNAEI,
c. EFMMEMIZRE  BERBMIFFRE , ARMARFTERNE , URXAENEFRHE,
d. EBRIEHZX , FEREBRNTEZHNBERR.
15. WEMGE
a. MRFEEYEMRE , FRARFEEINREZSHNRE.
b. WINBEPERNABRELIRG , EFCIEABIDERUITHEOIBRAZIGER.
c. EERAQCENEL  EREFNFITEHSRUE Amazon EC2 28 hEF AN N EITHESR.
16. Verify
a. EEFHVAEBESR
b. FEBREFHETFAF , EFSTREN. EENED— EC2 KON TRERSE , BN
NG AT E R
c. HEFMEEIDH , SEHIMFHEEEN DNS B , XFRFKELTF my-load-
balancer-1234567890.us-east-1.elb.amazonaws.com,
d. fFAEIFERM DNS BRI SEEBI N HBEEMAY Web R gt i=, MR AT

BRETER  WaBRRS B[N E.

17. MIBR ( A% )

a.

MREE - NMEAAHHERNEN — MBI BIER , FREEOHBLEHFFF DNS EXRE
W, REERRENAEITES.

$TF Amazon EC2 ##|#& , Wit A https://console.aws.amazon.com/ec2/,
R ABIIE R,

FOREFERE. BRABIGER,

RTETHIAR , 8A confirm , AFIEZFMIBR,

MRS ERRE , EZABITERPIEMAT EC2 KHIFALZEIT, BRHRIHIREEITHY
HOHATEPIRBAR, HETBEEREAN EC2 Lfnt , ATLMEIEL 1L ZRH] , LR~ 4E
AR
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FHAIE HTTPS g9 #2F Amazon CLI

BREUT %A Amazon CLISIE HTTPS/SSL fagigisR.

(F)
SR} BT
- P2 BB SSL T KKK
« PR3 WEFREHS BRI (A )

 BEESTRARE (7 )

: M EC2 L4

: B UF LA

: M BRIG Y A BRI T ER (R )

Nl
5

Ni
s

Nil Nl
Q= Q=
A &
~ oo s o v |-

S BEMYTER

TSR A TREEZEBERWHE, FRIN (B BRBAFSERS) EZNHIRODSER (AHE
18735 23241 SEEZ IR QBB T85. A< Elastic Load Balancing X#F#iw 0. WAV Es
BENEE , BSRALARA S EFMNITEE,

ERRAP  BEEEEATHHEANGEHEEZENEOQOMDPILNEHAEEHESERER MIFSE, £—1
ITESEIE N 80 LMY HTTP &R |, HEA HTTP Ei 0 80 LmSEflKiXixtiER, £ =Mulrss
EZiwO 443 LW HTTPS B3R , HEAwO 80 LK HTTP ISl KiXiX LiER,

R} = MU R EFImEE P LR HTTPS , FRA S XA E A B SHESR L HE SSL RF|UEH. A
HERSEFERRETRS 28 , ERIEBLIEHBEER,

NIEN B HEREE TR
1. 3REY SSL iE#H Amazon Resource Name (ARN), a0 :

ACM

arn:aws:acm:region:123456789012:cexrtificate/12345678-1234-1234-1234-123456789012

IAM

arn:aws:iam::123456789012:server-certificate/my-server-certificate
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2. fEALL Tcreate-load-balanceris 5 A EEH B NS :

aws elb create-load-balancer --load-balancer-name my-load-balancer --listeners
"Protocol=http,LoadBalancerPort=80,InstanceProtocol=http,InstancePoxt=80"
"Protocol=https,LoadBalancexPort=443, InstanceProtocol=http,InstancePort=80,SSLCertificatel
--availability-zones us-west-2a

LA 9 W B2 R 45

"DNSName": "my-loadbalancer-012345678.us-west-2.elb.amazonaws.com"

3. (W& ) AL Tdescribe-load-balancersti T &E& BN AR RN IFMER

aws elb describe-load-balancers --load-balancer-name my-load-balancer

SR 2 BLE SSL R KR

BAERTENZEERE e —  REUCRECHBEENRELKE, &N , Elastic Load Balancing
REINTAE X Z£KIE ELBSecurityPolicy-2016-08 Bl B EH fziHdizs, EXEZEL , H5
7] 2HEAEITEEM SSL hEEE.

RIFER A REERETEMIANR 2 REEXEK

£ LLT describe-load-balancers s

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

AT AR R, #E5EE , ELBSecurityPolicy-2016-08 B iw A 443 L EREFHEEFREK,

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
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£

"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
},
"PolicyNames": [
"ELBSecurityPolicy-2016-08"

]
},
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

I

"PolicyNames": []

}

MRERE , NG AR EREE SSL K2KK , MAREARALZEERE,

(Tikt ) EATEN SSL R HMK

3.

{5 F LL N describe-load-balancer-policiestn S5 HFUE X Z £ R B -

aws elb describe-load-balancer-policies

BRMENZERENEENES , FERLHNPIIERNTIE L SSL T2 KK,

{5 F LA T create-load-balancer-policy i S RS E L — SR ME N T2 K2 — Bl SSL
IEE L

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name SSLNegotiationPolicyType
--policy-attributes AttributeName=Reference-Security-
Policy,AttributeValue=predefined-policy

( 3% ) i L R describe-load-balancer-policiestn S RIE R R E S BIE :
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aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e 7 ‘B0 4% SR G B FE IR
4. fERELT set-load-balancer-policiesof-listener ap S E A E D E2RIw O 443 L5 KR

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxrt 443 --policy-names my-SSLNegotiation-policy

(® Note
set-load-balancer-policies-of-listener it s ERAHYERIK AN LFIE
MBEERNIEENFEIE, --policy-names JIRMNBIEEE ANFIEEREE, MRE
BRI 2 S AR |, WAL R,

5. (Wit ) A LA T describe-load-balancerstn S RIERMBEEREE A :

aws elb describe-load-balancers --load-balancex-name my-loadbalancer

LT RIEHEHERD 443 L3 AR R =B,

{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
.
"PolicyNames": [
"my-SSLNegotiation-policy"
]
.
{
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"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

iy
"PolicyNames": []

UEBEEEN RS EKN , KAZDVBA TP —NEB, DSA #l RSA BEEBETLEEEE
T2 SSLiE$H, MRELHE SSLIED |, FHRREARATRURIERNER, BN EESKENATR
FBLL ELBSecurityPolicy- B ELBSample- 3k , RAXLHBRENTEN ZLRBENBHRE

9,
(Hik ) R BEN SSL 2K
1. fEMcreate-load-balancer-policy@n G EA BE N T2 KB AIE SSL KR, Hlun

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name
SSLNegotiationPolicyType
--policy-attributes AttributeName=Protocol-TLSv1.2,AttributeValue=true
AttributeName=Protocol-TLSv1l.1,AttributeValue=true
AttributeName=DHE-RSA-AES256-SHA256,AttributeValue=true
AttributeName=Sexrver-Defined-Cipher-0Ordexr,AttributeValue=true

2. (Wit ) ER LA T describe-load-balancer-policiesti T IRIE R ER E IR :

aws elb describe-load-balancer-policies --load-balancer-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e 7 B FE R B BV IR
3. fERLELT set-load-balancer-policiesof-listener a4y £ gk 1 #25i% O 443 L5 AZER
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aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-SSLNegotiation-policy

(® Note
set-load-balancer-policies-of-listener St ERH I EFIK AN YFIE
MEERNIEENFEE, --policy-names JIRMNBIEER ANFIEERE, MRE
HEEERIC /S AR |, WZE A REE,

4. (W& ) AL Fdescribe-load-balancersii T RIEFEMEREEA -

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

UTRIEADERD 443 L5 FKBEH IR R B,

{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
b
"PolicyNames": [
"my-SSLNegotiation-policy"
]
b
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

},
"PolicyNames": []
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1,

PR3 MEFHREHFHRIUE ( ATE )
MR EEFHEEEIEE HTTPS/SSL , M AT LUk I& B SE6 5 B RIiE,

HiREEREO S ORI , SR - NLARE, TR, SAEALLARKEE R FRXG 55
WIFRM, &/& , €A HTTPS thil Ay AR QR E /5 iwmSLHl & 0 0 IE R #E

RAEEXRPIRHAABOERNLASARGERN S ORIEREDHOLACERN , ARSEES 25
KBIERE.

B B fa i SR 45 & 40 B E
1. ERANATHTRELN

openssl x509 -in your X509 certificate PublicKey -pubkey -noout

2. {#MALL Fcreate-load-balancer-policy i 5 8| B /N A SR RE

aws elb create-load-balancer-policy --load-balancexr-name my-loadbalancer --policy-
name my-PublicKey-policy \

--policy-type-name PublicKeyPolicyType --policy-attributes
AttributeName=PublicKey, AttributeValue=MIICiTCCAfICCQD6mM70Rw@uUX0jANBgkghkiGOw
OBAQUFADCBiDELMAKGALUEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEwWdTZ
WFQdGx1MQ8wDQYDVQQKEwZBbWF6b24XxFDASBgNVBASTCA1BTSBDb25zb2x1MRIw
EAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFtYXpvbi5
jb2@wHhcNMTEWNDI1IMjAONTIXWhcNMTIWNDIOMjAONTIXxWjCBiDELMAKGALIUEBH
MCVVMxCzAJBgNVBAgTA1dBMRAWDgYDVQQHEwWdTZWF@dGx1MQ8wDQYDVQQKEwWZBb
WF6b24xFDASBgNVBAsSTCO1BTSBDb25zb2x1IMRIWEAYDVQQDEW1UZXN@Q21sYWMx
HzAdBgkghkiG9w@BCQEWEG5vb251QGFtYXpvbi5jb20wgZ8wDQYJIKoZIhvcNAQE
BBQADgYQAMIGIA0GBAMaK@dn+a4GmWIWI21uUSTfwfEvySWtC2XADZ4nB+BLYgVI
k60CpiwsZ3G93vUEIO3IyNoH/fOowYK8mITrDHudUZg3qX4walLG5M43q7Wgc/MbQ
ITx0USQv7c7ugFFDzQGBzZswY6786m86gpEIbb30hjZnzcvQAaRHhd1QWIMmM2nx
AgMBAAEwWDQYJKoZIhvcNAQEFBQADgYEAtCu4nUhVVxYUntneD9+h8Mg9q6q+auN
KyExzylLwax1Aoo7TJHidbtS4J5iNmZgXLOFkbFFBjvSfplI1J0@zbhNYS5f6Guo
EDMFJ10ZxBHjInyp3780D8uTs7fLvix79LjSTbNYiytVbZPQUQ5Yaxu2jXnimvw
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3rrszlaEXAMPLE=

(@ Note
E{ETE --policy-attributes WRAE , BHIRAANE—TNRRE—1THAS (2
B----- BEGIN PUBLIC KEY----- - ---- END PUBLIC KEY----- "BIIT)o

Amazon CLI T EZHMNZEF/HF--policy-attributes,

3. fEM L Fcreate-load-balancer-policyan % 5 F 622 /5 i 356 & 13 1 Emy - PublicKey-policy &K
B o

aws elb create-load-balancer-policy --load-balancex-name my-
loadbalancer --policy-name my-authentication-policy --policy-type-
name BackendSexverAuthenticationPolicyType --policy-attributes
AttributeName=PublicKeyPolicyName, AttributeValue=my-PublicKey-policy

FBALUERFERAZS NN ARE. ARSESRSZEHAMEEA , —RB2EH 1. NREFREN L
SER-NRALRE , NRTEEFELT BRI,

4. fERLLT set-load-balancer-policies-for-backend-server 353 Emy-authentication-
policy HTTPS KyKflin O, FEULRAIH , KAliwONIwO 443,

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 443 --policy-names my-authentication-policy

5. (A& ) B LA T describe-load-balancer-policies#i %l H I&H A R I B 22 PTG SR BE

aws elb describe-load-balancer-policies --load-balancex-name my-loadbalancer

6. ( Ak ) ER LA T describe-load-balancer-policiesti & & R FME L :

aws elb describe-load-balancer-policies --load-balancer-name my-loadbalancer --
policy-names my-authentication-policy

S|4 RESITRAKRE (FWiE )

Elastic Load Balancing 2R E 2B BN ZSTRAREEHRESNEM EC2 ZHIMWETRR. WIR
Elastic Load Balancing K E—ZTFEENES , ELFLEAXMIRFRERE , HERELKHE
BITEENEF, BXEZER , H5H NELAAFTIEHEFHNEMRTETRERE,
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LB E N EHITEEZRT |, Elastic Load Balancing 2 AETIRAKRENRINZE. NMREEE | &1
FRAHEEERNETRARERE , MAR2EARINZE.

NENKPBEEZTRALE

FEALLT configure-health-check a5 4 :

aws elb configure-health-check --load-balancer-name my-loadbalancer --health-check
Target=HTTP:80/ping, Interval=30,UnhealthyThreshold=2,HealthyThreshold=2, Timeout=3

LA 9 ' R 7= 451

"HealthCheck": {
"HealthyThreshold": 2,
"Interval": 30,

"Target": "HTTP:80/ping",
"Timeout": 3,
"UnhealthyThreshold": 2

S5 M EC2 3241

SIRNERBERRE , B4 @ ABITEREMEN EC2 Khl, BNUMNERBHEHRVLTE-XER
MENATAXHSNATAXPiEE EC2 K6l. AXEZER |, BEH SHNFHEHSHIN 2 EMSEH,

BINT B XA register-instances-with-load-balancer 54 :

aws elb register-instances-with-load-balancer --load-balancer-name my-loadbalancer --
instances i-4f8cf126 i-0bb7ca62

LA 79 0 2 =45
{
"Instances": [
{
"InstancelId": "i-4f8cf126"
1,
{
"InstancelId": "i-@bb7ca62"
}
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]

S 6 WUESLH
MBI —NEEMEBIL T InService ARG , BN EHEEEEIAIFEA,

EREFIME EC2 KHIAVIRE |, B A LL T describe-instance-healthin 4 :

aws elb describe-instance-health --load-balancer-name my-loadbalancer --
instances i-4f8cf126 i-0bb7ca62

LA 79 32 =5
{
"InstanceStates": [

{
"InstanceId": "i-4f8cfl26",
"ReasonCode": "N/A",
"State": "InService",
"Description": "N/A"

I

{
"InstancelId": "i-@bb7cab2",
"ReasonCode": "Instance",
"State": "OutOfService",
"Description": "Instance registration is still in progress"

}

WMREHIH State FERHA OutOfService , MW ERR N ENKHMEEMF. BEXEZEE | i
S XA AP E R THEEDERR | SKBIEA

HIENED —PNRBIBVIREN InService & , EANRA B IGER. ENHENNBIGESR  FESH
MBS EERR DNS B85 , RS FEKIER EEHEE Internet Y Web R TRVt =, MREAYAE
PEREEET , BB HTTP RESHFHNMIATE,

ST BIBRERN BB EER (k)

MR A9 E AR & B EHERE EC235Hl, ANBBEREMRE , CEFTBRFEEINNHITE
BREH, BR , X& EC2 RHISMEETT , A LB REFETA,
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E I BRIE R A E D E RS |, B A L T delete-load-balancerfi s :

aws elb delete-load-balancer --load-balancer-name my-loadbalancer

E(EILIRH EC2 324 , BB stop-instances it . BLILRM EC2 324 |, EEALKIEEFlHS,

NEWZL B R EHHEREE HTTPS {uiTas

MITER R A TREERZFROHE, AR (B indlAsBE:R) EENHDHROE5ER (ARE
a2 B2 4) EEO AR DB EMYTER. B X Elastic Load Balancing X#FHim 0. R AT 28
BRENEE  FSHLARBITE RN MITER.

WMRENAFIGEREFEZ KO 80 LA HTTP BRAVMIYTER , MATLURMER RO 443 £H
HTTPS & RAVMITER. MRIEE HTTPS MUTEfERAIEE RO 80 LKA , WA BE R /L
Ik SSLiER , A B MBEM AT HERBISNFINBRE, MR HTTPS MITRHERLETRA 443 £
RYSEBI , S MR DE 2R 2SS AV BIE#E 1T IR

MRARBDEREAMBEREIPBERE , ETUNEESASMSORIE. XATBHRIGEXFH LS
ELHTREENIABROEREENZHETEN , AFSERET EXMEE.

BREIEFE HTTPS MYT2RMEER , BSHEIETHE HTTPS s 2 B RS H .

A

)

k

b i
- FEREEIARMHTTPS TS
« ERARI HTTPS Y9788 Amazon CLI

]
=

BIIRS

ZIH HTTPS MR E A HTTPS XI5 , AT AR IDEE 32 SSL RS BIEH., ASIOES
STEFEREETITFIZ A, ERITERL L HRBER, MELEHE SSLIEH , EAMME—1, B
XEZEER | BESH LEAFIGE A SSL/TLS iEH,

EREEEERMHTTPS mirss

R LUR HTTPS BTSRRI A A Bg#isR.
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£ 25 & [ R E 9 ERAM HTTPS =8

1.

o g~ w D

$TFF Amazon EC2 #2414 , Mt Fhttps://console.aws.amazon.com/ec?/,
ES B LH Load Balancing ( 7a#k39% ) T , 1% Load Balancers ( Tagki9#s8 ) -
ERAREEENEHUIT AR FMAESTE.

FEMUTEEI L | R E RIS,

EEBMTER R EAYMITREE D &, EFERIOIYTER.

Xt FUT BRI | &R HTTPS,

/A Important
RINBERT |, SKHIHN HTTP, MREREFIRKHIEFHRWIE , FHFRAPULERR
HTTPS,

NTFLEEKE , BUESERAKTNTELZLRKE, MREEEEAEMCTELLZERKERNEIZE
EMKM , BSRERH SSL HEEE.

X TFRIN SSLIES , BikFEHE , RAEMTUTHREZ—

- MREFEHGERS A TIEPH Amazon Certificate Manager , % F rom ACM , M\5I&R Fik
BRiEP  REERREER,

(® Note
kT R1E X3 B XA AT A Amazon Certificate Manager

« MREGEH IAM SATIES , FIEEM IAM FMNFIRFERZUES , REEERREFER,

« WREE SSLUEREF AT ACM , BFRFESAME ACM, HIEBAERHAF , EFF L
PEM #BHNIBBAXMHFNAST, HIUEBIEXH , EFIHF M PEM &RiZHY 28 BHIEH X4
AR, FIEHEE - ALEd | SHF1E PEM mBAEREXANNE , RFEESERANRBT
EEMIEFHENRRRERAEIILEPATEER.

- MREBES AN SSLIEH , BZXKEFXE ACM , FEESANE IAM, FIEFBHRFER
RRALEBHNER. FIEPRERAD , EHFHY PEM FENABRHAXHNAT. HIEH
EXH , EFFHE PEM BN LAERHIERXANAR, FIEHEE - iEd , EFIHKE
PEM mIBMIEBEXHNRNR |, BRIFGCEANRBITERNIERHANRR[EERAERIES
HATEE,

« EEFAEER.
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9. X T Cookie #it% , MINRENCEM, BEERRE , FiiREE, NMREFANTOERE
B, WAFTHEE—NMERH, MREFRHNABRFERK , WLTIEE —1 Cookie Bir, TEMILE
B, ERREFER,

10. (Wi ) EERR DY 2R SR I E AT AT RS
1. ERERFERURINEN = B E AV ITaER.

12. (Wit ) ENAERABEERRESHRKG FHRIE , LAER Amazon CLI APl , Bl #EHA
TXEFES. BXRESER , BERAEER KNS HEIL,

ERARI HTTPS % 8§ Amazon CLI

BRI LUK HTTPS Y5088 BT & s 3 19 78
E a8 AESEEERMN HTTPS 728 |, A Amazon CLI

1. 3REX SSL iE## Amazon Resource Name (ARN), %0 :

ACM
arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-123456789012
IAM

arn:aws:iam::123456789012:server-certificate/my-server-certificate

2. fER LA T create-load-balancer-listenerss 5 [ R 89 S B9 23R ININUTES |, ZAUUTESFEIR O 443
F#EES HTTPS ¥R , HERA HTTP FiER A X %O 80 L34

aws elb create-load-balancer-listeners --load-balancer-name my-load-balancer --
listeners
Protocol=HTTPS,LoadBalancexPort=443,InstanceProtocol=HTTP, InstancePort=80,SSLCertificateld

MBEERERHEGFHREIE , EEAUTHSRM—MIUTES , OIS ES KO 443 £W
HTTPS i5sR HEA HTTPS HiER A X R iw O 443 RIS -

aws elb create-load-balancer-listeners --load-balancer-name my-load-balancer --
listeners
Protocol=HTTPS,LoadBalancerPort=443,InstanceProtocol=HTTPS, InstancePort=443,SSLCertificate
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ZHEAPIEER

3.

4.

( ®Ti%k ) BATLAEE A LA T describe-load-balancersfi R & AU E RN EHMEMES -

aws elb describe-load-balancers --load-balancer-name my-load-balancer

MR IARIRA
{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort":
"SSLCertificatelId":
"LoadBalancerPort":
"Protocol": "HTTPS",
"InstanceProtocol":
b
"PolicyNames": [
"ELBSecurityPolicy-2016-08"
]
b
{
"Listener": {
"InstancePort":
"LoadBalancerPort":
"Protocol": "HTTP",
"InstanceProtocol":
1,
"PolicyNames": []
}
1,
}

(A1) BH HTTPS TSR REAR AR KK EN, MREEETRNTMEN ZERKEHEE

NZ2ErE , BFEAcreate-load-balancer-policy M set-load-balancer-policiesof-listener 3. &

XEZEE,

B R FEREH SSL thEftiE Amazon Cll,

EFYRI0 HTTPS Y0788 Amazon CLI
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5. (TWE) BiREFWEHEMEIE , B5FEA set-load-balancer-policies-for-backend-server &5
BEXEZER , BHAERER RS HHKIE,

B H A FHE =R SSL iLF

WMREHE HTTPS (lTaEs , ERIRMUTERN B RS E R LHE T SSL RS H[IEP. SMEHEE
BRHR, EL4TBREEBRARE Rl &i] HERIEH,

H IR S B 15 #8532t Amazon Certificate Manager H B SN AT E R ENIEPB T B T4
iTo ACM 2ZRHEEMZHEITIEH, BXEZER , i5Z [ Amazon Certificate Manager A 15
EHRNEELET, MERFIERSA ACM , MAREIIERNEIE A PHEINHLIT. BXEZE
B , #Z# Amazon Certificate Manager AP EBEHHNS AL, ZITHBEAEIEHSBLNUERLZ
&, ERFEALITHIES,

EERILES  SL4AXRBEERCIEIEER N ERNARSRIBERCIEIER, RE , EUNUE
RIZIEFH., BRFBEABIERLNERZE , MEREAFTHILES.

IR, £ITHEFRIEPFAEMARIERTRERIINER , HEEREAEESTH BIRAERE,

B
- EFEGHIA S SSLIER
« f#F Amazon CLIE#t SSL if$

e EE & E#R SSL L

FBAILAEA ACM RREMIEPH LA F IAM BIE P EHiR A ERKSE R L BBNIEE,
ER S & B HTTPS AEHB#ERAY SSL L+

1. 3TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/.

2. HESMBERK LK Load Balancing ( 718359 ) T , 1%£#F Load Balancers ( AE5#2R ) -
3. EEREABGESRNEHUITAEFAFEETE.

4, FEMRWERETF L, EFREEMITES.
5

EEBMTSSTEL  REEFRWMITEE , BERRIASSLIEPTHRE , AERITUTIRE
Z—
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- MBREFEHBESRS A TIEPH Amazon Certificate Manager , &% F rom ACM , M\5I&R ik
B , RAEERREFER.

® Note
kT R1E X3 B XA AT A Amazon Certificate Manager

« MBEEH IAM SATIES |, BFIEEM IAM FMNFIRFERZIUES , REERREFER

« WREH SSLUREFAT ACM , BEFESFAME ACM., HIEBAERHT , EFHF L
PEM #BHNIBEAXMFHAST. FIEBIEXH , EFF KM PEM &RiDH 28 BHIEH X4
AR, FIEHEE - ks , E6EHE PEM RBENIEHEXHNRNE | RIFEEEANE BT
EEMERHAANRRRERAERILEPATEER.

- MREHES AR SSLIEH , BZEKEHAXREF ACM , HFEFESAMNE IAM, BIEFHBHFER
TRALEBHER. FIEPRERHAD , EFEN PEM RENBEEAXFNRNE, FEIEH
EXH , 3% PEM FBEHNLAEBRLERXHNAET. FIEPEE - Ak , SHFHBE
PEM DML BEXHHNE |, BRIFGEANRBITEENIERH AN RRETRAEZIAEH
ATEE,

« EERFREFER.

£ Amazon CLIE#t SSL if#

BRI LAEA ACM REMIER R AT IAM RIIEH iR A B SE R L BB,
£/ ACM RALATIEH E#R SSL iE+

1. ERALLT request-certificate a3 ERFTHVIED :

aws acm request-certificate --domain-name www.example.com

2. fEHLLT set-load-balancer-listener-ssl-certificate tp 3 1&BEP :

aws elb set-load-balancer-listener-ssl-certificate --load-balancer-
name my-load-balancer --load-balancer-port 443 --ssl-certificate-id
arn:aws:acm:region:123456789012:cextificate/12345678-1234-1234-1234-123456789012
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EAE &R IAM BIEHE#R SSL iEH

1. WMREBBERLEN SSLIES |, FZH IAM AFEEHH LEZRSERIES.
2. fER L T get-server-certificate@n S IREUE B HY ARN :

aws iam get-server-certificate --server-certificate-name my-new-certificate

3. fEALLT set-load-balancer-listener-ssl-certificate g S i8R BIFH :

aws elb set-load-balancer-listener-ssl-certificate --load-balancer-
name my-load-balancer --load-balancer-port 443 --ssl-certificate-id
arn:aws:iam::123456789012:sexver-certificate/my-new-certificate

EKL A ERRRY SSL HEEE

Elastic Load Balancing f2ft T EETME N SSL M EEEMNZLRE , IFEAXERENEEF RSN
HI9EES 2B SSL EHE., MREI TS HTTPS/SSL il , MAFEAEF —IMENZ LK
% K REFEAEECHEENLZERE,

BXREZLXRMENEZELS , BSHKLENTITHEEN SSL hEilE. W5 T # Elastic Load Balancing
RENRELEBNEE K BSRLENFITEHSENTEN SSL ££ K,

MBERERBEZEREHER TIZ HTTPS/SSL %785 , Elastic Load Balancing £fFERIATIE XL
Z4ERHE ELBSecurityPolicy-2016-08 S&H M98 25 5Bk,

MRERE , TRE-TMEAENERE, BUBNEALENALZERE , ARBARAREEREE,

BT R Bl B I0{AT R HTTPS/SSL {YTEREHT SSL B E. HEE , ERTEMARBEERTR
BEASHRAISTEFNEFINER , BRENVEBNA TREBNHER,

B

- EREHAER SSL A&

-« {EAE# SSL EELE Amazon CLI
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fEFZH BB SSL kL&

EIAER T | Elastic Load Balancing & #HTE X K i 5@ A ESFRE. DI TUE LK
e , BWENARSERENNERATNTE LUK, E  SHAUERHMTE L ZLREN A
BEBE KR,

EREH & E#H HTTPS/SSL fi & 9#25AY SSL il &

1. 3TFF Amazon EC2 ##l4& , Wit A https://console.aws.amazon.com/ec2/,

2. ESMERKLH Load Balancing ( fa#35#% ) T , #%&#F Load Balancers ( A I9#8T ) -
3. EEREABGERNEHUITFEFAFEETE.

4, EMWEETF L, EEREE M,
5

HEBMATRAE L  REZEHMOMATR  ERRLRBTHRE  ASEATENES it
BUE R R 2R

REBERINKBE P ELBSecurityolicy-2016-08 , AR B REE L,
EFRRBRINRBEUANTE SRR, REERRIFER.
EEREEN , ARELBERA—TMMUA—NER , TR :

a. XF SSL Protocols , EBREF AN — NS ML

b. XF SSLIEI , EFERF I[N FEED , LAEX SSL AL MM FITERMNTIE N
SSL Z& X5 HA T

c. XF SSL Ciphers , EBREFGAN—INHZANEB, WRESHE— SSLIEH , M%AM
ERAATAIEZIRNED , KX DSA fl RSA ZEBFETIEEZE,

d. GERFEEFEER.

EAEHT SSL 5t E Amazon CLI

B ERABRIATE L 22 XK M ELBSecurityPolicy-2016-08, HMMIENZLERBHIBEN RS
KW,

EATE X SSL B2 K

1. AL T describe-load-balancer-policiesii % 5l i Elastic Load Balancing IRt TIE X L £ %
&, EAILAEANEEZERT EERANRERSA Shell,

Linux
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https://docs.amazonaws.cn/cli/latest/reference/elb/describe-load-balancer-policies.html
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aws elb describe-load-balancer-policies --query 'PolicyDescriptions[?
PolicyTypeName=="SSLNegotiationPolicyType'].{PolicyName:PolicyName}' --output table

Windows

aws elb describe-load-balancer-policies --quexry "PolicyDescriptions[?
PolicyTypeName=="SSLNegotiationPolicyType ].{PolicyName:PolicyName}" --output table

THER2REHE :

| ELBSecurityPolicy-2016-08 |
| ELBSecurityPolicy-TLS-1-2-2017-01 |
| ELBSecurityPolicy-TLS-1-1-2017-01 |
| ELBSecurityPolicy-2015-05 |
| ELBSecurityPolicy-2015-03 |
| ELBSecurityPolicy-2015-02 |
| ELBSecurityPolicy-2014-10 |
| ELBSecurityPolicy-2014-01 |
| ELBSecurityPolicy-2011-08 |
| ELBSample-ELBDefaultCipherPolicy |
| ELBSample-OpenSSLDefaultCipherPolicy |

FEWHENRKBANED , BEAUTHS

aws elb describe-load-balancer-policies --policy-names ELBSecurityPolicy-2016-08 --
output table

BRMENZERENEENES , FEALHENFITERNTIE YL SSL T2 KK,

2. f{¥Hcreate-load-balancer-policyfr FERAEE L —FHIHRNME N LT L HKEE 2 —BIE SSL this
KEE, Hlm , AT EARIAMENLZ SR

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name SSLNegotiationPolicyType

fERE# SSL thA9ECiE Amazon CLI 96


https://docs.amazonaws.cn/cli/latest/reference/elb/create-load-balancer-policy.html
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--policy-attributes AttributeName=Reference-Security-
Policy,AttributeValue=ELBSecurityPolicy-2016-08

MREEE T RO ERREEMRE , 5 Fdelete-load-balancer-policy 5 1l BRFr B K
PRI SR BE

3. (Wit ) EA LA T describe-load-balancer-policiesti T IRIE R ER C IR :

aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e R BIE R B RV IR
4. fERLLT set-load-balancer-policiesof-listener p 5 1E A #28iw O 443 L5 AZER

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxrt 443 --policy-names my-SSLNegotiation-policy

(® Note
set-load-balancer-policies-of-listener & s EMEE KON YRR
BESRNIEENRMKE, --policy-names IRV ALTIEER ANFAREK, MREE
EMYCEANER | NEAXRE,

5. (A& ) fEA LA T describe-load-balancersin G RE 2 & B4 AR T8RO S AR

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

R REA SO 443 LB AR,

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

I

"PolicyNames": [
"my-SSLNegotiation-policy"

fEFE# SSL hAELE Amazon CLI
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https://docs.amazonaws.cn/cli/latest/reference/elb/describe-load-balancers.html
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]

UEBEEEN RS EKN , KAZLBA TP —NEB, DSA #l RSA BEEBETLEEEE
T8I SSLiEH, MREZREF—NSSLIEH , FRASAATURZIEPHNERE, M EESKE
H BT 18LL ELBSecurityPolicy- % ELBSample- F3k , RAX LT RENTAEN ZLREH A
MREW,

FABEN SSL 4K
1. fEMcreate-load-balancer-policy@n G EA BE N T2 KB AIE SSL K, Hlun

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name
SSLNegotiationPolicyType
--policy-attributes AttributeName=Protocol-TLSv1.2,AttributeValue=true
AttributeName=Protocol-TLSv1l.1,AttributeValue=true
AttributeName=DHE-RSA-AES256-SHA256,AttributeValue=true
AttributeName=Server-Defined-Cipher-0Ordexr,AttributeValue=true

MREEE T RO ERREEMNRE , 5 Fdelete-load-balancer-policy i 1l BRFT B K
PR SR BE

2. (Wit ) ER LA T describe-load-balancer-policiesti T IRIEREER E IR :

aws elb describe-load-balancer-policies --load-balancer-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e 7 B FE R B BV IR
3. fERLELT set-load-balancer-policiesof-listener a5 #E gk 19 #25i% O 443 L5 AZER

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxt 443 --policy-names my-SSLNegotiation-policy
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® Note
set-load-balancer-policies-of-listener @58 EMEHEE IR O L AIR
BEEE R NIEENRIEE, --policy-names 3RS NBEERANFTERE, MERE
ALY CEANER  NZEA R,

4. (A& ) EA LA Fdescribe-load-balancersip T RIER R BN AE F #2508 AR -

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

MR KRB CERD 443 LB RAZFE,

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

1,

"PolicyNames": [
"my-SSLNegotiation-policy"

]

}
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Z H O F RN S XM K

f# Classic Load Balancer g , &9 @ A9 2 MEMN EC2 261, BRI UMERAEIITEEL
FR-XBHRNENTHXRZN A HX %R EC2 £, Elastic Load Balancing & EfiXI 5 Mt#Y
EC2 SRHIHITEITRARE , HEHHMEABRIER S EMNZITIROR BIFH EC2 KBy 51T
#1228 DNS & #5o

AFS

- LPINHEXE

- xF VPC B

- [MEBABITE R EMEH

- NEAABITERPHIFIHTETRIRE
- RANBROEHRNZFIN L LA

« ACLs Classic Load Balancer 3£ # M 4%

KON B 3K

« BHAAHRABHER TR ENTHREAMSTRIRERO EEXPIHRTEE. BXEZEE
FSM NEHRMNBHEFRRELZ LA, EXPNRLELFTANNBHERNENFNATFRNMEA
ERXRERE,

o TEITRIE A E S ESFEMEFTE S L% Web BRS85 (20 Apache = Internet Information
Services (IIS)).

« XF HTTP M HTTPS 1788 , RATEWIETE EC2 KHIF S H keep-alive I , X AL EEI R
AN ELZNEGNEZEERTENEFRER, XEARED Web RSB LNARHREATS
HRELE, RIFEHIENNEDH 60 B , LARHATITESRATXAKMIERE.

« Elastic Load Balancing X B ERAEZHET (MTU) £¥., BERHFERE MTU KR TREEET,
BRTRREFINELEAARTEAZTEICMP 2 (RE 3, RIB4) EHE. BXEZER , H2H

(L 5# EC2 M) FM MTU KILEE,

KT VPC HEW

Virtual Private Cloud (VPC) [E#\fAB = ( VPC )]
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BRIESEZIE 2014 £ Amazon Web Services lKF 2 B2 H , ENEBNXFEE —NERIA VPC, T
FERAFEEIRNRIAVPC (I1F ) |, A BL8IEHH VPCo BXEZELR |, i55H Amazon VPC
BAFiEE,

IEHY MBI T RREY T

ERRENABIGERTUEBT R , FRUILHARGERNEN FREEE - IMFEEL -
/27 {8t (fla 10.0.0.0/27) By CIDR SRMED 8 N2 A IP #bit, BN ABIER/ERAXL P
it SRFIETERE  AEFENEOY B, MR IP#itFE  NASSERARLTET R , $3E
REFTEMELIM 503 Fixo

EERIXRFNBNTAXFRIEFN, RELVNARERF , EARELXEFN. REFRIXFAE
WAEFEHES, XEFMNE-—REQERMMXHERE, HIEE , RAMERT , 8MNATHK VPCs
%Bﬁ_ﬁ\k\ﬁ%Mo

HIEOENBERN |, XTF DRSS NLEFFAMB ARG ERS. WRXFERFTFNF , BE
BEXRFNFNAENTARFRUELATFN ; BXRXEQE FMMNE B E:R,

M4 ACLs

#& ACLs 9 VPC BIME A AFMITER R AR TIRAR BERO LN ERE, BXEZER |, BS
% ACLs Classic Load Balancer 245189 ™M £&

[0) 2 B $a B 15 #7850 A 3= 5

A EC2 RIS FERNMBEN MY ESR D, AEYEREELEECFERAN T A X MK FIRY

BITRR , AR ERBHESITERREMEG, MEXNKRFANFERELA , ST @AREEREME
bR BI AL R R

X EC2 KA SMAENENABIERFBER. ENIROEHFE | ABHERIEE L EREH
FiZXhl, MRFJFREFE , RELEFEEF O, AUMNRBIIEREHEH. FHOEMNDREE
17, BRBMAFOERBEVWRE , SUNE LR BRAOARGEREIME,

JEEHSKHIRY |, Elastic Load Balancing £ E#THMERTA ( f1RF A T Connection Draining ) o
BEXEZER , H5H BELEMFIEEIRM Connection Draining.

MR EIREZFIFEA Auto Scaling 4 , MZARHIKBI< B 30 BB E R T, MREM
Auto Scaling A7 B EHE R , WiZEFRIKHI2IEH.

Elastic Load Balancing i f1 519 #2389 IP it 88 EC2 SSHEM BB K A EE S,

o] S 8k 39 17 85 S A S5 451 101


https://docs.amazonaws.cn/vpc/latest/userguide/
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[EC2-VPC] H&EMER: T MMERED (ENI) BIEHIT , AFROE R ST EREBENZEHIM 5
O (eth0) EE IP #h31t,

ok

. ERPI

. BERRRISER MNP
. BEEEMEANNRY R

o EHXH

)= XL

HERZRAER |, @ AERSEREME. MRZFCTHABREIEREANTRAXS | BAXFRAEEY
FIRHENSITIRARE , B MRAESEHREVRE.

£ A2 %I & X AR /Y SZ 6

L S# EC2 #2414 , Wik A https://console.aws.amazon.com/ec?2/,
ESMERLEHNAREET , EFRATHESRE.
EERAREESNBHRUITFEFAEETE,

FEBMREFLIETF L, EREEEH,

EEBRXLFITENATARAIRSD , EREEEMB AR ERNEM,
BREEIMOIKFIESERINEFEERFRF.

%3 Save changes ( REEN ) -

N o o kw0 bd =

B A EMERYSS] Amazon CLI

ERALLT register-instances-with-load-balancer 75 :

aws elb register-instances-with-load-balancer --load-balancer-name my-loadbalancer --
instances i-4e05f721

AR RGINE R 5 T B A S E e T A H S5

"Instances": [

{

FERFR A 102
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"InstanceId": "i-315b7e51"

},
{
"InstanceId": "i-4e@5f721"

}

EF B R E S EREMAKH

A LA N describe-load-balancers#n 5| H 7£ 38 & A i 19 28 F E MY S= 41

aws elb describe-load-balancers --load-balancex-names my-load-balancer --output text --
query "LoadBalancerDescriptions[*].Instances[*].Instanceld"

THRRHHEE

1-e905622e
i-315b7e51
i-4e05f721

BE SIEMKRAIM BT R

85 A LL T~ describe-load-balancers i S IR BUE A 48 E L6 1Y S 89 &85 B 75

aws elb describe-load-balancers --output text --query "LoadBalancexDescriptions[?
Instances[?Instanceld=='i-e905622¢"']].[LoadBalancexName]"

THRRAEE
my-load-balancer
S SE B
MRETBREERE , IENREELP A, AN ARSI EREHEM.
MR AFIEIREEIIFE Auto Scaling & , MMNZA DBl MNABHEERFEIH, BXE

%155 , 2 Amazon Auto Scaling AP 1EREHFHIFF EC2 SEHIM Aut EC2 0 Sc aling AF 0 E H
*Ko

& O RABIGEREME KA 103
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£ A 42 51 B X 5 RV KB

1. fIALS# EC2 #F|& , Wik https://console.aws.amazon.com/ec2/,
ESMER LRSI T , ERAFITESR.
EEAEIERN BT AR FREERE.

FEEHFRESET L, EEEEKH,

HEEBEXFITEHAATASKAIRSD |, BURERE NS, U EN A EREUEEM .
BEREEDHEIMOERFIRIER I EFRERGIRF,

%42 Save changes ( REEX ) -

R L T

EHUHEMIEAIKSB] , iE6EA Amazon CLI

FERALLT deregister-instances-from-load-balancer &% :

aws elb deregister-instances-from-load-balancer --load-balancexr-name my-loadbalancer --
instances i-4e05f721

AT R BI RIS T ) S8 s 2Rk A i H Sk 45

{
"Instances": [
{
"InstancelId": "i-315b7e51"
}
]
}

XL BAFDHERFHRFRTSITRARE

B2 MBI # 38 2 BRI HOEM KA R X FR AN LIRS, XEMNHHANSITRRRE, EHIT
ETRRRER |, BTRRRIFHEFIRSA InService, ERITETRRRER , BTHRRTE
HEISRBIEVIRS A OutOfService, MEBERSX A EEMREARNITETRALE , TieKpl

A F TR RFIRSIE R TMERTS

MEHBE R EREHIERNES, SABEFBERNXPIFERER , KFIEFERBHEZ
Khlo HRPIREIEFRSE , ARGERFIRE @ ZKFIBAER.
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ZHEAPIEER

%25 A Elastic Load Balancing 2B EIAZ TIRAKR EE B

BLERE CEMKRARNETRL,

MRIEERF Auto Scaling A 54 B

, BEALREENEITRARE

M ERREK |, WA LE A A ERE TR ERE Auto

Scaling A HIEHIMIZEITIRIR. BIAERT , Auto Scaling AAEHBEEZNEFNETRR. BX

BEZEER,
&89 A EC2 uto Scaling &4,

- RESTRKERITHELRR

BITRRAREEIE

EZ % Amazon Auto Scaling A 18R #Y4F Elastic Load Balancing iZ TR ZE R NE|

SITRAEBSEAREERATHECEMKRFANSTRANER. TRNMETETRIARERE

1588

FE

I3

DU

YE 33 B 32451 PR 6B R B T o

B{E : TCP, HTTP, HTTPS H SSL

BEABRIAE  HTTP

CLI/API BRIA{E : TCP

AT protocol:port XNHFNEZEHIWIFEO, L0

ROBOEREREN BB PN REEEERALE
KBIZESE , MRFSRBIR R BITIRR T E,

% : TCP, HTTP, HTTPS #1 SSL

im ASEE : 1 £ 65535

BTRAKRERE
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FE iR
BFHEERIAE : HTTP: 80

CLI/API BRiA{E : TCP:80

B HTTP 2 HTTPS &K & B #x.

FERmOMBER E@EFI&ZE HTTP 5 HTTPS GET #X.
0 R £ 5% 39 7 85 12 1 S8R A R A U B “200 OK” 2 SN B9 1
AR , W eFRFMRBSITRRTE, RPN TIFE
X , R AR %0 Content-Length #R3KIRER AT
ETENE , REBEBEHMEIRE N ‘chunked’#y Transfer-

Encoding.

ZRiA{E : /index.html

/e 7 788 A BUCR Bz TR E I N EE SRR (B).
BERE:2ZF60
ERINE : 5

HealthCheck [F1F& BARPINZETRIREZ AR (),
BXE : 5 F 300
RRINE : 30
TEFERE EEHEC2 RHZETRRFEZ B BIELE XM EITIR
REE R,
BRE:2E10
BMINE : 2

BTRAKRERE 106
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X ik

E¥HRE HEEMEC2 XHEITER 2B BIELE R NFITEITIRR
KERIREK.

BRE:2ZF10
ZRIAE : 10

MEEERERAEENFDO, MHMEE , § Interval RSN EEMH XX —XESTRRE
BER, SNESTRAREBEBRBI2MIY , HEEEANR B BREAFLE, F3S5600E R ATTE 2% A E
TP TRESTRARENEIER. MRZETHRREERS UnhealthyThresholdCountiE £E & BUX
B, NAgEERSFZEMAFLERS. HETRRKERETHealthyThresholdCountiE £E 5 Th Z AT |
MBI RSTIRFERRAEA,

MRRHESETRRRER B E R FE AR E 200 WA , U HTTP/HTTPS ETRIAKRER Y. MR
TCPE#EATH , W TCP BTRAKRER Y, MR SSLEF TN, W SSL ETHRIRKER .

BEHETWARERE

BN EMRARIEENESITRARERE.,
FREFEEMNEEERINETRIRERE

LS EC2 #4414 , Wik A https://console.aws.amazon.com/ec?/,
ESMBERLENAFEHDET , EREAFHESR.
ERASRYEENEMUT AR #FHAEERH,

£ Health checks &I+ £ , i%3#% Edit,

ERBZTRARERENHEHNETRARET , REFEENEE.
BERRELRZE , BRREFER,

o a0~ 0w =

EFEHMRAEYESRNETRIRERE , H#H Amazon CLI

FEALLT configure-health-check &34 :

aws elb configure-health-check --load-balancer-name my-load-balancer --health-check
Target=HTTP:80/path,Interval=30,UnhealthyThreshold=2,HealthyThreshold=2,Timeout=3
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REXFIFNIETIRR

B EEEMEFNEITIRRT.

FEAEHERERFNEITIRR

1. fIALS# EC2 #F|& , Wik https://console.aws.amazon.com/ec2/,

2. ESMBERLHNATREET  REABGES,

3. EENBHERNBHUTAHEFEAFEETTE,

4. EHHAGEER7H , ROFEREAPHNEFIHE,

5. EBHREFEIFHBEFREFRA , STRDIFIE RSN SEMEFH EMRE.

EFEAREZREFIEITIRR Amazon CLI

£ LLT describe-instance-health @54 :

aws elb describe-instance-health --load-balancexr-name my-load-balancer

BIEZ TR ERTHERER

EIEMAYSEAI AR Z i R A EE LS A BIEERZTRIRE, SBITRAREAMHNEELRERRER

EC2 SKHIXIA 7T EENARHEERINERE , & EC2 ZAINBAEN ., AXAMBNETRAKRERE
Ry A RE R R AR S AT LSRN B2 R R BV B eV S, |, 15500 XA M NI E Rt T HEDER 21T
R E .

Z BN RN LEd

Z42h BRI AENER , I RSIATFERT NS EFINRE, B3 EC2 EHIeT , BRI —
NEENLZLEAEERFIRBKER, WFEN LA, FIN—DHZSAIANUAARFRE, &0 LARER &
WENLZLENHAN ; FHANSEBINATEZLZESERBNERS. BXRXEZEFELE , BSHRILT#
EC2 AFERPHIT S EC2 Z£4H,

BHRPINRZEAMAATENEABIERRTERS, TRER THEENAWEAL,
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R 17 ¥ 038 E R

load balancer security TCP instance  TERFHRITERER O L AFRBARK
group listener HEJ|RHRE

load balancer security TCP health EETRRARERO LATFRE R
group check HIOHRORE

RITEEWIEARF ALY ICMP REUZERE MTU X3, BXEZEER | H3H (LS# EC2 AF
B P MTU RINERE

ACLs Classic Load Balancer S=45 89 ™ £&

M &G a3 E B TR (ACL) £+ A FRIELIESEN AU B RE, B LUER VPC HWERIAME
ACL , 8T BA R VPC BIZBENMWE ACL , SEEMNEZRZSHMAN AL , LUERIEE VPC 7
TR E,

VPC BYBRIAM K17 A3 E1 5] R (ACL) RFFMEALFMHEFRE, NREEREN ML ACLs , NI 24
TR A GBS E B FE GBS AN,

KB FRAEEANERT FRRAEERLB TN, ATAMNERTREFN, NRENEHELE
TR, FRREMB M VPC Y CIDR EX 7 0.0.0.0/0,

LT RIEEN AWM,

KR i % OSEE AR
VPC CIDR TCP instance EEFIITESE O L ATFRE VPC
listener CIDR I AR E
VPC CIDR TCP health check #TEEETRWRRERO LEATFRE VPC
CIDR B AR E

AT R#EERY H UMM,

M 4% ACLs 109
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ZHEAPIEER

B #R

VPC CIDR

X

TCP

¥ 3B E
1024-65535

R

Fmetiw 0 L 2R ™ VPC CIDR #Y

HIsRE

M £% ACLs

110



Elastic Load Balancing KO FITER

WA H AR R

EREANUT IR N I9ERR | D IWRERKX R B RE A E RN 5wk 518 R B F&,

CloudWatch ¥g#x

Elastic Load Balancing BIE 5i# % 7 CloudWatch A < &1 $1 215 #7185 M /3 i K Bl B 338 =
CloudWatch A &E—ABFHEEFSIEE (HMRER ) NEARZAEXRXERFEINSI
BE. BAFAXLENRRKRIZNRERERMET. BXEZER , 52 CloudWatch
Classic Load Balancer BJ3E#x.

Elastic Load Balancing 517 A &

Elastic Load Balancing 57l A & AT R @ A HEER A HWBE RN FMAEE  HHXEEFEEERA
BN EEELRIEEN Amazon S3 FEFEY. SMNAEFISHFAFER ( MKEERWEE, &
FUREY IP that, HER, BEREBMRS[ER ) » BRI ERAXLEREE BESTREERXHX B
NARFHITHEDER, BXEZEER |, SR KEAFHEERMNIHE B L,

CloudTrail B&

Amazon CloudTrail £ &84 IRERIERY K P A FRER Amazon K [@ Elastic Load Balancing
APl X HHAMA. CloudTrail HEEF#EEEEN Amazon S3 FEMPR AE X4, ATF
AXLEREXH  BIBRESRKHWER, BRWFE IP ik, HRHEREHS. BRORKLNEE
REEAEIERNTES . BXREZER , BSHEMEAIL R Elastic Load Balancing Y API i A
CloudTrailo

CloudWatch Classic Load Balancer BJ1g#x

Elastic Load Balancing fF2#) CloudWatch $ k39785 F 5 5% 3= 5l 49 B3R S & 1 EI T S #h,
CloudWatch A& —HBEFWREFIIKE (HRIER ) WEXRZRERXEBEINEITER.
FERAANBERENTE  MEBRESMNZEEREECNE, 0, BaEEa 98T
EEATEI M EC2 21T EEMEHI L8, BNKIE S HE B A AR B TN & %47,

BAMERERRRIEREREBERIEZT. Sl , &I LLE1E CloudWatch BIRRIEIRIEERVIESR , &
ZIEPRE RN WERZ MU E R B ERE (Hlnm R FEb it X EA ) o

CloudWatch 1X 24 i& R R Z f1 519 %856¢ |, Elastic Load Balancing F £ B HiR & iR, WRBERRK
L A9 , W Elastic Load Balancing # 1T £} 2 60 BB AIZHE ISR, MEEKEERREZ
REIOESRRIERLHE | WRIREER.
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BRI LM EZE L CloudWatch , i5Z R i# CloudWatch B F .

A

)

A E AR

N

N

HABHEHRWIERERE

N

HASEH SRR S I REE

- BERLENNFITEERAY CloudWatch $E#R

Z B A E RIS

AWS/ELB 5 & Z8 (B 2 LA T #8%R.

1R

BackendConnectionE
TIrors

DesyncMitigationMo
de_NonCompliant_Re
quest_Count

DU

T 2R ANUEM SEHI 2 RIEEE L TR K. BN aHES
BREREERNERERE , FIALITTRSERERER, HE
B, Mit#E a8 5EsTRARERXNAEERER,

wERAE : BIFREBE

Statistics : REAMNSEITTER Sum, HZE

& , Average, Minimum # Maximum X8 /NAEHGEEET IR
5, —MBHALAL. AW, HRNMEEEKE ( HEBREDFHE.
FIEEAR ) 2ANERATATHEASIERTRAREREER
Ho

R BIRIEH RS E BS1E us-west-2a # us-west-2b BH 2
i, #HE us-west-2a 1 NEFIREZEZ XS BHIAFIRE
EEEIR, us-west-2a B9 sum EEEXLIERLEIR , ™ us-west-2b
W sum EFREE. Hit , AFIIEHEEHN sum EEFT us-west-2a 19

sum B,

[HTTP {I¥7 28] R&F& RFC 7230 #RERERE.

RERE  BEEE

ZBAEERIERT
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FEPR iR
Statistics : ZBEAMNSITITER Sum,

HealthyHostCount
[ A EREMAEITIROR RIFNRFINHRE. FEMAIEHIE

BEE-RETRRAREEEMAETIWRARE. MEZSABETH
Xn#9E , WeERETAKXRA LoadBalancerName #E it
BEETWRBHFNEGINHE, &N , HASNMTAXEITEZK

B,
REIRE - BIEMAIEH

Statistics : ZEAMNSKIT T AN Average M Maximum, XLt
BEAASIESETRRE, BEE , REAROERTATREE
B RINIAAERFIETRRAE , MEMT QFZEERNEIT
R R,

T~ RIR B AR IO EESIE us-west-2a # us-west-2b FH 2
261, 3B us-west-2a B9 1 NEFIZTRRFE , M us-west-2b

SREBTRRFENES, XF AvailabilityZone #E , us-
west-2a FHE 1 NETREEHFH 1 MEITHRRTERSEH , us-
west-2b FHH 2 METRIREHFHN 0 NETHROR TER =6,

HTTPCode_Backend_2 (HTTP 97 88] SEMSEBIE R HTTP AR BIKE. ZitHT
XX , HTTPCode_ DENBIDE IR E BRI,

Backend_3XX
HTTPCode_Backend_4

XX, HTTPCode_ Statistics : ZERAMNSITTER Sum, #EE
Backend_5XX

RERA : BHREE

= , Minimum, Maximum #1 Average 37 1,

RO BIRIEH RS E BS1E us-west-2a M us-west-2b FH 2
2, HBERIEE us-west-2a HHY 1 NEFIERSHT HTTP
500 MR, us-west-2a B9 sum EB XL IRMA , M us-west-2b
W sum EFREE. Hit , AFIIEHEEHN sum EET us-west-2a 19

sum B,
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BR ik
HTTPCode_ELB_4XX

[HTTP {007 25] AEITER/AEKM HTTP 4XX B im R KB
B, IRBEREXERJFAITE , WERE WG R,

REE  BEEE

Statistics : REAMNSKITTER Sum, EE
E , Minimum, Maximum # Average ¥5h 1,

RO BRIRIEN B9 EEE A T us-west-2a A us-west-2b , FH
EPiERSERIEIZRNIER URL, ERARESHAMETHXS
EPREIRIEMN, RESESEN sum BN TAXWEN S,

HTTPCode_ELB_5XX
[HTTP 1T 285] A& E R HTTP 5XX RS 2[4EIR R B

B, WA SEEMSZ6E R EMAmALE, MRRAEBEITIR
R RFHSEHLEMB AR BDE R |, REFRERBEIKHIHAEE
BRNBE (8 ) |, NaBEZER.

wEE  BFREE

Statistics : ZEANSITIER Sum. BF
E , Minimum, Maximum # Average ¥h 1,

T~ BIRIEHN B ESF A T us-west-2a F us-west-2b , FHF
B us-west-2a FHYEPHIEFREMNEER , MIERWMNRE. 4
R, us-west-2a PR A FITE ST SURBIRAFIER , B wUKE
503 51k, W us-west-2b L IEFE MR , M AFKIIEESH sum E
FZF us-west-2a B sum B,
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1R

Latency

RequestCount

iR

[HTTP {5197 28] M98 2515 SR R IE B 2 7 M 3K B B % LI TT 44
KA e RIFR K TR Y BB R (SARD N A

[TCP {i AT 28] SS9 88 R Zh S M SE Pl SE 2P A A9 S et | ()
MR BN

REE  BEEE

Statistics : REANKITTER Average, Maximum ATAFHEE
REERNENEEAKREY F9ntE, HEE , Minimum —f&%
ft L R4k

T RIREH AEIIEESE us-west-2a F us-west-2b FF 2
26, H B ERIEE us-west-2a Y 1 NEPINEREERSHE
IR, us-west-2a Ky average B & T us-west-2b #Y average {H.

HERERBTEER (1305 78 ) ERNIERJER HAEZNHE

o

[HTTP {0197 28] WEI MR B AVIERE , SEKEEMEHIH HTTP

EEARNE L,
[TCP {47 28] MLEMSEAIR HAVE RN E.
wEE  BFREE

Statistics : ZEANSITIER Sum. BF
E , Minimum, Maximum # Average ¥3R[E 1,

R BIRIEH A EBR1E us-west-2a M us-west-2b &F 2
24, HE 100 MERREZZAFIESR. B 60 MERKIE
Z us-west-2a , FANEHIEU 30 MEKR |, H 40 MEREKEE us-
west-2b , BN KFIEEW 20 MER, T AvailabilityZone
$#E , us-west-2a EitH 60 ™MEXK , us-west-2b EitH 40 ME
Ko 3F LoadBalancerName #%#E , BitH& 100 NiERK,

ZBAEERIERT
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B EEBUN

SpilloverCount
BRI K 3 BA 51| S5 T 4B 42 /Y 1 SR A9 B 8K

[HTTP {97 25] 59 E 2[R E HTTP 503 fEixKB,
[TCP {i1T 28] A& s X AERE,
&g BESE

Statistics : REANSITIER Sum. BEE
E |, Average, Minimum # Maximum X 8N AHGEERT IR
&, —RHATAL,

T~ BB AEISEE B A T us-west-2a # us-west-2b , F A
us-west-2a PRI EBERSWIER , HBERNMNRE, £4R=2
us-west-2a A FEE R T SORMBASIIER , SBEH. R us-
west-2b SkER T E IR , M AFITEERHN sum EFE us-west-2a B9
sum fEHE.

SurgeQueuelLength
FESSERATEESFINESR (HTTP (78T ) SiERE ( TCP it

788 ) B3, RAIINRRK/NA 1024, BAFIEFE , AN BERR
EENEIEL, BEXESELR |, 25 SpilloverCount o

RERE - BEEE,

S EIE - RENMENSITEIER Maximum , AR ERRIEBAER
WiEE, £EEMA Average St E#ES Minimum F Maximum B]
DB EHBAERMEE . #EE , Sum H AL,

R~ BRIREN RS ERRB A T us-west-2a l us-west-2b , H
B us-west-2a FHEHIEFRSHER , MiERWMBRIE. &
= us-west-2a P AEITE T LRI FIER  BRUESHER,
Vi B9 W B2 A (B 38 A0, MMRXMBERMEFE , ARER TR
(27 SpilloverCount 3845 ) . UIR us-west-2b 4KEE IF &
N, MAEISE IR max fF5 us-west-2a B9 max H[E
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B U

UnHealthyHostCount
m ARG EEIMNETRRFTRANEZFINHRE. WRRFEDZ
TRRREFREENTERE , MIAANKFIETRRFE, TESK
PIEREZETRIREMEEN RIFREZE , KEFANEITR
MR

RERAE : BIEMAIKA

Statistics : ZEAMSITTEN Average fl Minimum, XLE£1t
BEBAREESTRRE, BEE , REAFHYEHRTRTEEE
ERERIARERFIETRRTE , MEMT 2SR FIMAET
WR BiF,

Tl : S PHealthyHostCount o

LU e AR R I8 BES 14 BN 2 8 £ 5 15 #7125 1 B B Application Load Balancer B AR, X LEFEFRN S
Z , THT CloudWatch Bk, EE , IRENLBABTITIERESMITES , MXEEREMB ML
BEHTRE

HEEAETEE—LRIAAMA —NKNR 2K WIEBHNARIESE. NREFEANERNDA 4K

R EIER |, BRNBWERNTARNGERER  FATBIEETENLAARYESRIE—
Application Load Balancer , fAJ5% 2% Application Load Balancer #J ConsumedLCUs %5, BXxE
%8 , {21 (Elastic Load Balancing AP 188 /Y EB LB AHYESSE,

B U

EstimatedALBActive sl o sy PR L .

CommectionCount B IHEI I R RSB B B AR5 BB T TCP 3%
BRI

EstimatedALBConsum )

edLCUs Application Load Balancer £ AR AT ERBE £ (LCU) B
it BEENT/IE LCUs WERENE. BXEZEER , FF
3 Elastic Load Balancing '

EstimatedALBNewCon

nectionCount
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B iR
MNEFPImB A B EIZUARN AT EREI BFREIL A TCP E#E
ORERR S

EstimatedProcessed

Bytes Application Load Balancer 438 4 it =15 #K,

ZANFIIERVIEIREE

Eif L BOBIIERNER , BEANTHE,

fE R
Availabil o e
ityZone RIEER o A X kB R IR,
LoadBalan )

certilre RIEEN AEHTE R HIEIEHREIE,

Z H O E R BN S TTRE

CloudWatch #8#& Elastic Load Balancing X Y EERBES/REMEITTHIE. SitBEREEENTE

BRCEMERBE. YBERETHER  RENBERREGREMNLEEHR TR, 4ERHATH—
FRRERNBH/MEX, i, BN EREFRETARBEIN AR EREENFIBEETEERN EC2

IR ST BE

Minimum A Maximum St HERRENAEOEED LIREVRNMENZEKE. S0, REEAD
HESEHSET R, — M RM HealthyHostCount B Minimum 38 2 , Maximum J3 10 , Average
N6, B—NTEM HealthyHostCount B Minimum 3 1, Maximum 8 5, Average 3 3
I, AFHHYEEZH Minimum A 1, Maximum 7 10 , Average KA 4,

Sum Rt HFERMBEAEEEHET RWLCEE. BTXEERESNEAHEE

EZ2MMRE , Btk Sum LERTXRAEAREEHRT/RHTLENER , W

RequestCount, HTTPCode_ELB_XXX, HTTPCode_Backend_XXX, BackendConnectionErrors
M SpilloverCount,
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SampleCount ZitHERENENHEAS. ATXEENREETEXFERMB4HTIREN , Bitits
TTERE—M&EH. Hln , 33F HealthyHostCount , SampleCount EFHNMNAFH @R T RIRE
R, MAREITRREEN ENE,

B UBEREMEREETNENVE, ERMUEERAES LK , KRSEAFL/NE (Fl0
p95.45), HlaN , 55 95 MNE D MBKRT 95% MBHFEETIE , 5% WHES TIE, B2 VKER
ATREREE, i, BREMNARFNEFRZASHERNVAER 1-2 EY , BUIREFR
ZH , WetEFEE 100-200 W . RAERRTRIENER , EREKRL 200 BW, FHEFRT
BENDH, AONRRT N ERENHNAREFHENE, BIERAE 99 Ma o uBEN Auto
Scaling it & 28550 CloudWatch Bk , BRI LURGE BN 2 EMHIERRENTELY 1%

BEEF BN A IGHESFH CloudWatch $8#r

O] LAEF Amazon EC2 24| A E B BN M ISR CloudWatch ¥R, XLIERITNKEER
Ko MBAHYERLA T ERSHBEEZRFER , N UIEERAERBIES,

& , BABEA CloudWatch 25| A B E MR E B IEHT
ERH A BB

1. FIHALD#E EC2 #4I& , Mt A https://console.aws.amazon.com/ec2/o

2. ESMERK LM Load Balancing ( fa#5#% ) T , #%&4#F Load Balancers ( fAE391#2% ) »

3. ERAREHSRNEMUTAHFAFEERE,

4, EBRBEEETF,

5. EBEFENMENNAE , BRENMRFEERRL , AFEE Maxinize Bir. AEANERR
mE

« IEEEWM - HealthyHostCount

« RIEEKEW - UnHealthyHostCount

« FIHHER - Latency

« iHXR - RequestCount

. JEIRIEE4RIR - BackendConnectionErrors
« EBIBASIKE - SurgeQueuelength

« BHITH - SpilloverCount

e HTTP 2 XXs — HTTPCode_Backend_2XX

« HTTP 3 XXs — HTTPCode_Backend_3XX

EEBNATIIEEN CloudWatch 35#R 119
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* HTTP 4 XXs — HTTPCode_Backend_4XX

* HTTP 5 XXs — HTTPCode_Backend_5XX

* ELBHTTP 4 — XXs HTTPCode_ELB_4XX

« ELBHTTP 5 — XXs HTTPCode_ELB_5XX

s BB EFETH - EstimatedProcessedBytes

« FRITEFER ALB — LCUs EstimatedALBConsumedLCUs

« {&it ALB SEZIEER — EstimatedALBActiveConnectionCount
« it ALB FTIE#ES - EstimatedALBNewConnectionCount

£/ CloudWatch 2% & EFHE

1. $TFF CloudWatch #§|& , Mk J9https://console.aws.amazon.com/cloudwatch/o
2. ESMERTP , EFEER.
3. % ELB & ZEHE,
4. BWITTIREZ—
«  EBR—MER4LE , ZARSER. TAXIEMEARSERERER.
- EBFMB4EZRERENERN  FEERFRPBAHEN.
EEFRINNEOESRNENR  BEERFRPEAEEN.
EEFENTARMNEN , BEBERFERPEAEEN,

ZH AN IERNIGR BE

Elastic Load Balancing 2t T i8] B & , %15 B E AR E X KX B ASEE RN EROIFAE
B, BNMNAEHIEEE BHlw , KE Ulﬁﬂ?E’JH‘IIEﬂ\ EFImE IP ik, ZER, EREBEFNRS ST
B)o BAILAEAX AW BED MREENHFERREE,

1A A& =2 Elastic Load Balancing ¥ —IA[IEIhEE , BRINBER T EEALLIIEE. AABEREAH
W B&EZJG , Elastic Load Balancing #3k B & #4¥ET¥1%E1§? EHB Amazon S3 FEEEH, EAILL
BERf 22 A 15 E A &1k K.

BNFR BEXHEFHEE S3 EHEBP 2 B3I £/ SSE-S3 % , A EZKR CHHTHRE. &
FEERITEMARE ; MBNBEZEUERARNHIIT. BNMNAEXEEBERA —NME—RARTNE | LR
AR EATHIRN KMS AR TNE. EXEZEE |, B55 Amazon S3 AFEREPHER
Amazon S3 HEMEZAEA RS SRmMNEZ R HIE (SSE-S3),
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https://console.amazonaws.cn/cloudwatch/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
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FEAE BETLTEFTIIMTTR, BEER Amazon S3 B1FE R4S , 1B Elastic Load Balancing F LA
HEXHEEE Amazon SSNH R 2R BN, BXFHKEANEZEER , S Amazon S3 Ef,

H %

- iR BESH

ihE BERHE

L3R5 R B &
NEBAFIIERBERHAEAE
NEBHBIERERFEAE

58] B &34

Elastic Load Balancing Af§ EBIBM BN ABHEERT LRREF AEXH. AAEBEERERABERAE
B, ATBUEE 5 2493 60 2 # K AEFE. EBRIAER T |, Elastic Load Balancing BA 60 7 ¥ B f@ &
HEE. NRGFEREIREN 5 248 , M EENKAETER 1:05, 1:10, 1:15, LALEH, MEFEE
REN S5 08, WALRRHMRZEER 5 2% ; MR FEREIREN 60 2% , WKZER 15 28, &
AR EHE S & R Rl B

ﬁﬁﬁﬁl%ﬁ—ﬂx{ﬂﬁi*ﬁﬂﬂ‘hﬂﬁﬁlﬂﬁ%/\EIT«E\O NMRBREEERE. ZMBHERT/IINRERELR
mERE , NBE2REXHER,

TR BRI XA B R TR

amzn-s3-demo-loadbalancer-logs[/logging-prefix]/AWSLogs/aws-account-id/
elasticloadbalancing/region/yyyy/mm/dd/aws-account-id_elasticloadbalancing_region_load-
balancer-name_end-time_ip-address_random-string.log

amzn-s3-demo-loadbalancer-logs

S3 FE A& o

prefix

(k) FRBNEIR ( ZBRAEN ) . EEENNRFFESFHE AWSLogs, ERMES(E

B EZRFEA 3%@5{1%0
AwSLogs

Bl SEENFEBE MM AR ERM AWSLogs FFkHIXHEER S .
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aws-account-id

AEE®N Amazon K 1D,

region

B I9E RN S3 FHBATEN X,
yyyy/mm/dd

& BESH B 8.

load-balancer-name

MES IR B
end-time

BICFE R RAY B ISR, Bl , R RHERZE 5 2% , WEREIFE 20140215T2340Z
R EETE 23:35 5 23:40 2 AR HHERNZE

ip-address

A IBESRN AR ERT SM IP thit, N FRAIPHREESEES  XE2FE IP ik,

random-string

REE BT FRIH,

LT R— N HHE “my-app 8l &8 B EXHB R~HI :

s3://amzn-s3-demo-loadbalancer-logs/my-app/AWSLogs/123456789012/elasticloadbalancing/
us-west-2/2018/02/15/123456789012_elasticloadbalancing_us-west-2_my-
loadbalancer_20180215T2340Z_172.160.001.192_20sg8hgm.log

J’j\-FIEE I'I'-1 [l é;ﬁﬂ’] H /u\jzﬁ:g /T\ﬁ] .

s3://amzn-s3-demo-1loadbalancer-logs/AWSLogs/123456789012/elasticloadbalancing/
us-west-2/2018/02/15/123456789012_elasticloadbalancing_us-west-2_my-
loadbalancer_20180215T2340Z_172.160.001.192_20sg8hgm.log

BEXGANEFEBPREEEEKNE , FEEBALUE N Amazon S3 £anEHIF N LL B S 7R
MBRBFES ., BXEZELR , 5 Amazon S3 AT XN REGREHEE,
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
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hE BHE%E

Elastic Load Balancing 12 & &% 4% ﬁ%ﬁﬁ@i%ﬁﬂ’ﬁ?* , BIEMNKREEEWEFINER, o, mREF
FiEERRNE RN BERIZEEETRRRFHEFMTER , PHRIBFER

/A Important

Elastic Load Balancing R HidFiER. RINNBWEFER BRI BERT HERMER , MARE
NATBEERNTEHEIR,

B

BNMNAFREBT AN RBITHENERNEFAEE . BERETNREFRAZRS R, B
BXHEPNENZBEEFEUTHER

timestamp elb client:port backend:port request_processing_time backend_processing_time
response_processing_time elb_status_code backend_status_code received_bytes sent_bytes
"request" "user_agent" ssl_cipher ssl_protocol

T:\EE;E TUﬂE.I H/L’\%E E’J%Eﬁo

FE EEPUN

time ABIIERMNE P iR EE RV ETE (RA 1SO 8601 ).
elb NBHERN B

client:port BEREFIHWN IP et Fiw O,

backend:port LB L iE SR 2 EM S AR IP ik Fw O,

MRARBDERT AT ERRIEBNSTMEH | EMREREMWALZ A
KOIRHA T &R, WFERERN -.

MEEMEISSHIEZEFER 2 BRI , thARFILERE R -

request_processing [HTTP {RWTES] MRS E 25 K EIE R — B BIF1E R &35 B0 A =45 Pir A
_time B St E (BAF 4,
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X i
[TCP 197 88] MRS BIES R &S HE TCP/SSL EEE fE 9%
2 R34 WY 8 — N 2 BT ST HIAR A 0 M (MU R 1),

MRABIGERTEFBER D IRE SEMEH, MWBHEREN -1, MR
EEMSSAIEZRE R MERE , RFFIRAE T HRAERWER , N
SREXFER. HH , T TCP M=K E , MREFIHEARIGE
BREMERE , BRETREEMHE , N REXFER.

MEOEMEISSHIEZE R 2 A RBAL , t AR ERER -1,

backend_processing [HTTP {07 85] MAE I 251518 R & IX 21 B 5F M =61 211Z 32 I FF 18 & 3%
_time ) R7 R 3K P A B9 BB R (BARD 9 B qa),

[TCP W7 28] Sk 9828 M 2h 5 X MK B3 S E B2 P A Y SRS R (AR
LAV

MRAIIERTEFERDIREISIEMKRH , WRERERN -1, R
EEMSEAIEZAEN A RAERE , RFFRAE T HRAERWER , N
SREXTER

NEOEM A SSHIE R R 2 B RIBAL , th AR ERE R -1,

response_processin [HTTP {197 85] M B %5 N EI3K B S /X M2 61 #9 a S PRk B FF 2R 0 &
g_time o s A& 35 M B2 PR R B9 BB 18] (AR ), bR R BIEE A EEE LW
BERA B 18] BA R M $1 B 15 7 28 B &= P Ui B9 32 23R BN A 1) o

[TCP {i¥r28] MBI E R W EIR A EEMEPNE - I FFEFEEOR
F= i 3% We) R P R B9 5L B TR (SARD 9 B47) o

MRABIIERTEFERDIREISIEMERH , WERERN -1, R
EEMSEHIEZAEN A RAERE , RFFRAE THRAERAER , N
SREXTER

MR EMAYEFIEZRBE 2B R , A FHERERN -1,
elb_status_code [HTTP {RWT88] 3k B AT 2549 e B AV RSB

backend_status_code  [HTTP {ii#7 28] 3R B B £ SE 5189 e B A IR SR B o
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FE HiR
received_bytes MNEFim (RiEH) BWAERKD LZTREN).

[HTTP fit¥r28] EEEEREX , BFAFERL
[TCP {7 25] E2EFRIEXHFRX.

sent_bytes RIEB|FF U (REH) AYE A R/ (AFF R EAN),
[HTTP {R0TER] EEEWMNIEN , BFSFERX,
[TCP W7 25] E2EFRIEXHFRX.

B3R REEFEFHRWNERT , SSENSISAHXALUTHEAH#ITIER : HTTP
F3E + C/ENARL SO + BBR + HTTP iRA&, fEEEHSSRER,
HIERIER URI B &#ER URL, ERREBIFRIBSEXENAEER, Y
BB F AT |, BEREFiRAIE URL AR,
[TCP {li¥r88] URL R=MNEXI% , HMEZRIAZEE D RHUERERE (- -
-

user_agent [HTTP/HTTPS listener] A User-Agent string that identifies the client
that originated the request. The string consists of one or more product
identifiers, product[/version], MRFRFRKEET 8 KB , M FFH AN

[o]

ssl_cipher [HTTPS/SSL listener] The SSL cipher. This value is recorded only if the
incoming SSL/TLSEZRERIMNEEELN. BN , ZEFHEERN -,

ssl_protocol [HTTPS/SSL listener] The SSL protocol. This value is recorded only if the
incoming SSL/TLSEZRERIMNEFELN. BN , ZEFEERN -,
]|
T~ HTTP % H

LAUFR2 HTTP (%rss (3% 0 80 Eliw O 80) W RHIBERE :
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2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.000073
0.001048 ©0.000057 200 200 @ 29 "GET http://www.example.com:80/ HTTP/1.1" "curl/7.38.0"

Al HTTPS %&H

LT R HTTPS %res (i 0 443 Fi% A 80) W RHIBESRE

2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80
0.000086 0.001048 ©.001337 200 200 @ 57 "GET https://www.example.com:443/ HTTP/1.1"
"curl/7.38.0" DHE-RSA-AES128-SHA TLSv1l.2

Rl TCP % B
LUR 2 TCP {fi% 88 (%0 8080 Zli% O 80) W RHIAEKE :

2015-05-13T723:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.001069
0.000028 0.000041 - - 82 305 "- - - " "Moo -

R SSL &8

LAR 2 SSL 119788 (3w A 8443 Eiw O 80) K RHI A&

2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.001065

0.000015 0.000023 - - 57 502 "- - - " "-" ECDHE-ECDSA-AES128-GCM-SHA256 TLSv1.2
Rb3R T B B &
MREHNE EEREER , MARSEHBITUERTE kziﬁdﬁﬂﬁ HEXH (ML GB & f1), &7
ToEERAALEX line-by-linefh BNk KEMNHKIE. Fitt , BRELAFERARMEHTHIEMBRT RN D

MIE, i, BAUERAU TS M TES ML EIEE EIF\E\ :

« Amazon Athena 2 —fIREXEHRS , BB BAEAIRE SQL 247 Amazon S3 RIVEIE.
BREZELR , iFZH Amazon Athena AIFIERP N EHKL B AFITERE B L,

* Loggly

* Splunk

« Sumo Logic

LEBA A T


https://docs.amazonaws.cn/athena/latest/ug/elasticloadbalancer-classic-logs.html
https://documentation.solarwinds.com/en/success_center/loggly/content/admin/s3-ingestion-auto.htm
https://splunk.github.io/splunk-add-on-for-amazon-web-services/
https://www.sumologic.com/application/elb/
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NEBAFIIERE AR BE

ERNAEOERSABR AL , BLIEEA TS ERTEHDFMH B ERN Amazon S3 EERENA
o BIERTF — N R R BEM INBILLF6448 |, ZKBE[@ Elastic Load Balancing 8 ¥ B A7 @K
FUBR o

5

- ZR1: 012 S3 N

- SRR 2 CRREEMINZT S3 FE4E
- FR3:BEBRAS

- SRA: WIAFRBENER

FE HEER

N

Y

Nil

=

SB 1 Bl S3 FHEE
ERAE S , BAMAHHEBEEE S3 7. FRBLTEEZATER,
EX

- FREBLANTERBESERERNXEHR, ZFE\BNABEERTHFIENKSRAE,

- H—XFNRFEFIRMBIEDTZ Amazon S3 ITE# 4] (SSE-S3) BXEZEER , i5SH Amazon S3
FEMINZ 4] (SSE-S3).

£/ Amazon S3 #5612 S3 7/,

1. 3TFF Amazon S3 ##l& , Wik https://console.aws.amazon.com/s3/.
2. %$® Create bucket (BIEF @)
3. 1f Create a bucket (BIZ7F&M) WL , ITUTRE

a. NTHE#BEN , FRAFEBNEN. LEME Amazon S3 AR I FH#ER P A4M
ME—, EREEXE AN FHBENEHMERS, AXEZFEE , 1525 Amazon S3 BF
EETNEEBEEH. REMRE,

b. XF Amazon X , EFEEHPLIBRATIIEHERNXE,
c. XTFERIAMZ , %£+F Amazon S3 FEE X4 ( SSE-S3) ,
d. %F RIBEME .
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.amazonaws.cn/s3/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/BucketRestrictions.html
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SR 2 RFRBEFTINE] S3 FHEM

S3 F MM MEAE RN Elastic Load Balancing I 441517 A SEA BN RN EH AR, 76
FREE 2 JSON BOMES  XEEQUHRKBESRE , ATHEMBELARNE. 8MEY
HOEEXEMIBHNEEHTE—RITEK,

MRGTFHEFEAEGMIMNFERRNINEFZFRE , WA LU Elastic Load Balancing 1518 B &8 @7 10 Z
ZREE, MBEXFEM , MBI ITHERNNRE , LBREIEATEEEEN AR BENFEE
A5 RIAEY A o

A A B 724 4 SR B
BN ERNEEEREEUR T 2458 Amazon Web Services Xig B KBS,

A FERAFHEN S3 FREMEERZEM ARNS,

- EATENRFERE , MARE S3 7 ARN.
-« ‘2¥E S3 7k ARN KYIKF ID #2o
 {EZ)1E S3 7% ARN RYIK/™ ID #550 EABEARF (*)o

H=E 2022 FF 8 AEiz /G AT AR X
ZEREEIEEN B ESEAERSR TR, WERBERTUTXENRS5HER

- WA (BFEAE )
- TA#HK ( BRAET )
.« TABK (BRAE)

- TA#K (Ad)

- TA#K (%EH)

. MEAFEE (FRINE )
. RO ( FHESF )

. RN (TR )

- LEBF (B )

. IR (FBEY )

. BFET (hEh)

BAWHEBAE 128



Elastic Load Balancing KO FITER

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elasticloadbalancing.amazonaws.com"
1,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
}
]
}

Xt FResource , ERRAIREEFERNEN , WATR BEREMLEN ARN, E5H4E S3 FHE
ARN KR FREP IS NEBERIKSRIKS ID. XHEAUBRRAEKREEEKS N A E R 8
HipE EEEA S3 Fi.

ZIEEW S3 FiEE ARN BURTREL R 3 FE AR AR RS2 EE,
TR S3 FEHE ARN R4l

S3 F % #8& R amzn-s3-demo-logging-bucket , BI4&79logging-prefixo
arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

THHIZH S3 i ARN 1Al

S3 FfE @K B #rRamzn-s3-demo-logging-bucket, S3 Ff&#8 ARN H& B HIZREZB2 -

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

2022 £ 8 Az B a] A/ X

b SR & 6] 48 E MY Elastic Load Balancing K/ # FAX PR X3 T~ T8 51 Hi 9 (X 320 P AY S B8 25 16 85 5 A Ltk B
*o

{
"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::elb-account-id:root"

1,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"

X FPrincipal , #Helb-account-id&i¥kF AP E/AE XY Elastic Load Balancing i 7~ /Y
ID :

- FE (Jb= ) - 638102146993
- HE (TE )-037604701340

Xt FResource , ERRAIREEFERNEN , WATR BESREMLEN ARN, EFH4E S3 FHME
ARN KR FRREH IS MEBERIKSHIKS ID. XHABRREKREEEKS N A E RS 8
HipE EEEA S3 Fi.

ISTER S3 MM ARN BURT£ES5% 3 /3 A B SN EE a2 A,
HHBI S3 M ARN R

S3 Fi##8& #RHamzn-s3-demo-logging-bucket , BI4&79logging-prefixo

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

T IR S3 Zf#E 4 ARN R4

S3 F MM B 2amzn-s3-demo-1logging-bucket,

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

£ Amazon S3 12§ & K15 8] B &5 #Y 74 8 KRG B A0 2 SR 7 4

1. 3TFF Amazon S3 ##l1& , Mk https://console.aws.amazon.com/s3/o
2. “BREGHBNEHLUTHAREAEETNH,
3. &% Permissions ( fXPR ) , AREIEFE Bucket policy ( FAEEKEE), Edit (HE) .
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https://console.amazonaws.cn/s3/
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4. EHFEFHEBRBEIURTAENR,
5. ERFREFEER.

FERI: BEHEAE
ERANTYRREFHAS , SUBRARE ST B AEHE S3 26,
ER

FRBUTBERE 1 SHERNESR | HFELTMMNE 2 THAAIERNEERERE, WREE
&, NIRRT BIEFRFH “AWSLogs”s

EREH AN AFTEREETR AR

LS EC2 #2414 , Wik A https://console.aws.amazon.com/ec?/,
ESME % LR Load Balancing ( fA#9#% ) T , #%#F Load Balancers ( fiE391#8% ) »
ERENABIERNEHR T HFEFAEENH,

EEMETF L | EBRE.

ERBARHSESEEMENEN GRS P, HITUTEE

o ~ w0 bh =

a. BRBERBAR.
b. XF S3URI, @A BEXHER S3 URI, EBIEEM URI BURTFEREFEATIR.

- HABEW URI : s3://amzn-s3-demo-1ogging-bucket/logging-prefix
o THHIZH URI : s3://amzn-s3-demo-1ogging-bucket

c. FBEFIEFEERERBEMREN 60 minutes - default,

d ERREER.

ERNAFEYEREEH R BE , BEH Amazon CLI

B, BlE— json X# |, XX E Elastic Load Balancing B 3R B B H & 60 259 f9ix & B B4
aEIEN AEBIEMN S3 FHEE—IX

{
"AccesslLog": {
"Enabled": true,
"S3BucketName": "amzn-s3-demo-logging-bucket",
"EmitInterval": 60,
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"S3BucketPrefix": "my-app"

E TR , Emodify-load-balancer-attributes&r 5 % json X4 , MW FFIR :

aws elb modify-load-balancer-attributes --load-balancer-name my-loadbalancer --load-
balancer-attributes file://my-json-file.json

BAF 9 W LR A1

{
"LoadBalancerAttributes": {
"AccesslLog": {
"Enabled": true,
"EmitInterval": 60,
"S3BucketName": "amzn-s3-demo-logging-bucket",
"S3BucketPrefix": "my-app"
}
1,
"LoadBalancerName": "my-loadbalancer"
}

EERFHE BER S3 FHEE

ERREEERTHRNBENEHE , TEAREEAZEABRBE, BN , MBE—NBZHHERE NI 1EM#
B, HEEZTHENEHEEDLE TMENEM#EEEE Amazon Web Services lKF | Elastic Load
Balancing FIRE IR MY A TG 2RV 15 1R B EBAX N FM# @

HRR 4 WAFEBNR

ERRAEEERBAHR BEE |, Elastic Load Balancing MIiE S3 7 , F 612 M= x4 LA R
FHBRBIEEFENR, B LA S3 #HARIERE BN X H., Nk 3XHF 2EBRI TR
BEXH ; eFEERHIEFo

¥ 1F Elastic Load Balancing &1 S3 @ eIE 7 M= 34

1. 3TFF Amazon S3 ##l& , Wit https://console.aws.amazon.com/s3/.
2. “REEERATIHRBEN S3 FHEBHNAER.
3. SMBMEL X ELBAccessLogTestFile, MEBURTFEREFEATR,
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https://docs.amazonaws.cn/cli/latest/reference/elb/modify-load-balancer-attributes.html
https://console.amazonaws.cn/s3/
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s HHEIBRNNE : amzn-s3-demo-loadbalancer-logslogging-prefix/
AWSLogs/123456789012/ELBAccessLogTestFile

o RBBRWALE : amzn-s3-demo-loadbalancer-1logs/AWSLogs/123456789012/
ELBAccessLogTestFile
e HERR
EFRERBN T RRIEL  bucket-name, B E S3bucket X R
MRLZWRF IR, MU TR ATEHNER :

- FEMEKEEIZE RN Elastic Load Balancing B T35 7 A EEAFZEBHNNR. BIAEFERANREZX
B FRNE#BRE, BIATRE ARN £ANFEEESMSEER AR B E8EEN F44 58S 58
BE. MRZERBAFR AENKREETNR , HEHIARR ARN TEE714

- FRBEATXBNRSBRMBLT. ZFHRLMER Amazon S3 FEEHH (SSE-S3 ) .
ALANBIERER TR AE

SERER T B MBS R AR A E. ERAHA BTG , B BFE Amazon S3 1R
& BEELEMG. BXESEE | H5 Amazon 3 A ISERHER S3 M.

EREFHEN BB ERERHR AT

1. FTFLS# EC2 ##l& , Mt Fhttps://console.aws.amazon.com/ec2/o
2. ESMBERK LM Load Balancing ( fa#159#% ) T , #%&#F Load Balancers ( A I9#8T ) -
3. BERENABIIERNEHRUTAFREEAEERTE.

4. TEREMETFL , EFERE,

5. HEHRENBIEIERBEUERNENEZRES S , ERBRAE,

il

EEAHRBEE , BFEA Amazon CLI

1 A LL R modify-load-balancer-attributesfr 2 B iF R B &

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes "{\"AccessLog\":{\"Enabled\":false}}"
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/creating-buckets-s3.html
https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elb/modify-load-balancer-attributes.html

Elastic Load Balancing KO FITER

LA 9 W8 B2 R4

{
"LoadBalancerName": "my-loadbalancer",
"LoadBalancerAttributes": {
"AccesslLog": {
"S3BucketName": "amzn-s3-demo-loadbalancer-logs",
"EmitInterval": 60,
"Enabled": false,
"S3BucketPrefix": "my-app"
}
}
}
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Xy 42 B A B D 2R 1T R HEBR

TRIE T HEEFERLHEATIGE RN AN R BB REH R IR,

API iR
Hix

CertificateNotFound: &E X

OutofService: X4 7 Z it 55 1=

HTTP 5%
Hix

HTTP 400 : BAD_REQUEST

HTTP 405 : METHOD_NOT_ALLOWED

HTTP 408 : i&3RBat

HTTP 502 : LM<

HTTP 503 : AR5 AT A

HTTP 504 : Mxi#at

g R A B B HR
U R AR ED FE AR

HTTPCode_ELB_4XX

HTTPCode_ELB_5XX

HTTPCode_ backend 2xx

HTTPCode_ backend 3xx
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ZHEAPIEER

UEIVRRGZE =t

HTTPCode_backend 4xx

HTTPCode backend 5xx

BITRRK & F&E
[] &%

BITRRRE B PR H i

5 55 193 A

NS HEIUF R K

KBIRNABIGEEREWRE

KB L By im O ARITFF

Auto Scaling AP EHIKRET ELB ETHRIAKE

N

T $2 ) 7
£5

P mAAEETE M Internet AV AT E 2R

B #7238 TR B IRUROE B B E Ui R

RIEBABIHE RN HTTPS iFRIRE“NET:: ERR_CERT_COMMON_NAME_INVALID”

SR E A7) 7
[7] &

A EC2 SEAI7¢ 27 A9 A A A<

THEZEMMNEN AMI B HI S5
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X AT E [ HITHIEDERR | API iR

T2 Elastic Load Balancing APl IREIR 5B S, EERE KR LA TR Z R,

HIREHE
« CertificateNotFound: RE X
« OutofService: X4E T E R MR

CertificateNotFound: RE X

FR&E 1 : 5468 Amazon Web Services Management Console | 2 #Yilf & 18 2| Fr A X igia tH I ZE
B, EHIMGIBRE , QBRSO EEIENEE—SPRERERER.

BRER1: FERA 1598 , ARERL—X. RABNPAEFEE , BEEF Amazon Web Services
%1 Center 3R %8,

RHE 2 : MBEREEMEA Amazon CLI 2 APl , IR BAFRFEENIEPRRMET Amazon BIRBEM
(ARN) , M AJES U ZI L £5 iR

fERA R 2 : A Amazon Identity and Access Management (IAM) & #EGetServerCertificate 3R BUE B
ARN HRIEEN ARN RENERSER,

OutofService: X4 T Z BT 4417

JR&E : Elastic Load Balancing IR s E At & H I E ot N BRA &, £ Elastic Load Balancing &
WHREIIE R R EEMEFNE TR |, BRI RER 4 XM im e A&,

BRFR EFE APIER, MRRBNMHAEE , B E Amazon Web Services £ #F Center 33K
BB,

NZHENFIGE [ HITHELERR - HTTP &%

HTTP 5% (A 3hHE) EEEXNEW HTTP BRI B RHITHIRME, RFC 2616 HFIEENLHREL

T HTTP BERWSR AR L. ¥rHEREETE GET, POST, PUT, HEAD #1 OPTIONS, £t Web
BARFEE (BNK5IA) R HTTPN.A FENYT BN AEE. HTTP I RBAENERL ROISE
PATCH, REPORT, MKCOL, PROPFIND, MOVE # LOCK, Elastic Load Balancing 1= FiE#r
MIEFRAE HTTP Fiko
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https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
https://docs.amazonaws.cn/IAM/latest/APIReference/API_GetServerCertificate.html
https://console.amazonaws.cn/support/home#/
http://tools.ietf.org/html/rfc2616#section-9
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HTTP i&RM HTTP MR E ARk FEREIZEBX HTTP BEEMNER. MAFBAES 2 BNWENE
X, FMEXN ZBHEZER (CR) FIRITH (LF) #1720 M. RFC 2616 EEIRLHPEN TR HTTP
HRAFERE, BXESZEER , BZH HTTP Rk ML B g9 H=s,

LR EIEIR HTTP BRE | CATNBRAREBNERR S EKERTRE, HRRSGELH
B HTTP R AR KETEET 127 A28, MR HTTP BRETHARE , WARSES
£FEREEE EC2 Rhl, MBHBRFH L ETERAFER | NAZBISEES L HTTP 400 :
BAD_REQUEST &iR4K AL, MBFERAH S EMNKERT 127 A2H |, WARSHELI HTTP
405 : METHOD_NOT_ALLOWED &&= i 57 ,

% EC2 RHIBIS EE RP KI5 EHFMA K EEE FinRABERER, KOS58 TEE S ek
BEXFNT NG,

THRARGEREENHERES, BERRUR LA THREAENSR.
BIRHE

« HTTP 400 : BAD_REQUEST

« HTTP 405 : METHOD_NOT_ALLOWED

« HTTP 408 : i&Ki#n

« HTTP 502 : MM X

« HTTP 503 : RS AT A H

« HTTP 504 : MxH#aY

HTTP 400 : BAD_REQUEST

iR . RAFFIRRIETHERER,

RE1: BRRAENBEREXER , FHFE HTTP #E, Hlf0, iFRH URL P FREETEZEHK.
FRE 2 : EF @A T Elastic Load Balancing A3 ## HTTP CONNECT Ai%o

RRFAR : BIEEEEIENRFHIRIEF IR BERNIFAEE, REFRLM URL L THEBERERXRESE
iR, RIFBEREBRFS HTTP MB, WIAKRMER HTTP CONNECT,

HTTP 405 : METHOD_NOT_ALLOWED

HiR . RRFEKELR.

HTTP 400 : BAD_REQUEST 138


http://tools.ietf.org/html/rfc2616#section-4.2

Elastic Load Balancing KO FITER

RE : ERIRKPHIENKEBLS T 127 MEH.

BABR | REHENKE,
HTTP 408 : &R BT
ik : RERPWEUN T ARAKERATEER,

FE 1 MEEEREHSEIREREN , flm , BoRENIRL, BEERABRNNEXRGRERABTRPF
L TR

BRER1: RERHEROAE , AZNHEERREZENRNSLRERABESRFNRNEE
SR (BTF R E).

RHR 2 5EEFImAEREXH (A% R E RIE M)

BRAR 2 BIERHERNITEN LEARECRRSR | £ RIEME ZBTRIEE P iR 2 8 KK HE
%,

HTTP 502 : 53 %<
IR RIS B RAERNTR B O EM AN E R,
BE : SHIRERREIROMA | RASI9EE T LI AE,

BRAR : RITMNEHIP X BN EERFS HTTP MB. #%F| Amazon Web Services 33 Center
FREBY,

HTTP 503 : BRSS AT H
Hik . RAARGERREEMERHIS KT HiR.
RE 1 ARSESLEERNBETE,

BRAR: XN2—MENEER , FENRFASBR /Lo %, MREABDAFE , BHE Amazon
Web Services X #f Center 3R & Bb,

R 2 : TEEMEH

BRER 2 BENABEERERENNNESNTAXRERED -6, BIEFS
#IHealthyHostCount}g#RRIIEIX — & CloudWatch, MRFEZWEREFAN A X hEEM T K
Bl RNBWUEAEXEAEE9E, BXESEL , F2H RELHEMAROEHSENEXEAEHITE,

HTTP 408 : i&RkiBat 139


https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
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FRR 3 : BETIEENRS,

BRFR3: BRENABIESFEENNNENTARANEEETEENES, £F
HealthyHostCount ¥E#RR%IELLTN,

& 4 : KBAFIEH

BRAR 4 BREVEFIEEZBNBERLEFERER, F SpilloverCount BIRFKZEI
I,

HTTP 504 : M><iat
IR RPAISE RO AERE | B NSRRI ZREN RN K.
R 1 : 1R R U B16 (E 4B T B A Z2 R AR A

fRRAR 1 ¥ HTTPCode_ELB_5XX # Latency fE#r. MRXLIEFEMLA , TJEERR NN
BFAREZRNENBRAMEEN, BXERNNBERNFAGS , FEAROER LERBRBEHRE
Elastic Load Balancing FTAE R BEHPEF 504 MRRHE. WEXE , BAlY KZAESIEMEEN
ZZRER , MESERMNBERKWIRE (Flan , EEXEXH), BXEZEER , BSN BlEKL A MY
#7351 28 PR E 2 AT A 20{AXY Elastic Load Balancing & #E3R 3# 1T BEHERR

FE&R 2 : B5EMsEHi><F 7 E Elastic Load Balancing BY3iE 2,
RRAR 2 EEW EC2RH| LB ARFEIMRBRE , HEBRRFIEN T E K TFASKTEHSEN
ZERBRE,

Xt 42 S BT E R HE TR HRRR | KRB IR

B AR BB A IELE P in CloudWatch B9 HTTP I BB HI ISR & IELR Amazon |, FH4EIRIRAR
R A EESRIEMEH, BRI LAER R AFHDESFIRE CloudWatch BYIEFRREERAIE, BEXEZ
{E8 , {52 CloudWatch Classic Load Balancer H3E#%,

T /LM ARSEREE CloudWatch HIMARB IR, BERRURETURRORA DY S
.

LR AT

« HTTPCode_ELB_4XX

« HTTPCode_ELB_5XX

HTTP 504 : M<iBaT 140


https://repost.aws/knowledge-center/elb-latency-troubleshooting
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ZHEAPIEER

+ HTTPCode_backend_2xx
+ HTTPCode_backend_3xx
+ HTTPCode_backend_4xx
+ HTTPCode_backend_5xx

HTTPCode_ELB_4XX
RE : REFFRHERBROHEBCENIER,
9SS

- 20 HTTP 400 : BAD_REQUEST,
- 50 HTTP 405 : METHOD_NOT_ALLOWED,
- S HTTP 408 : #ERBA,

HTTPCode_ELB_5XX
FR : ARSERREEMRMS T BRNAF D E R T EFENT WAL
R B

e BESFE HTTP 502 : ™%,
o {FZE HTTP 503 : BREF A A,
e BESE HTTP 504 : M <iBAat,

HTTPCode_backend_2xx
RE : kB 2EMEBIRY EF B 2hIE R,
FRRFER : Too
HTTPCode_backend_3xx

FR : B2 EMEAILEEE @@L,

BRFR  EELENEFIFNHR ASHERAESUBERR. FiEREZEREDRE (S AHTE

) AEFR@R,

HTTPCode_ELB_4XX
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HTTPCode backend_4xx

A : MEIEMEAIRIE K B 7 i 58 R E Lo

BRER  BEELENZFPNARRERBEUBERR, HiEREEREDZM (I ARITER)
L& R,

® Note

MREFFIHEUE T L Transfer-Encoding: chunked ¥rSKFFSKEY HTTP B3R |, M&HI—
NEHFA , A EHRELTUBERELFG , BMFEEFHEBUE T HERB2 Mk, X7
E2SHERER.

HTTPCode backend_ 5xx
FER : MEEMEHI KX RS 2545 1R M Ko

BRTR  ERELENEHIFHNHR BSHERBSUBERR. MEREZERETXM (S RHGE
) LEE R,

(® Note

MREFIHEUE T U Transfer-Encoding: chunked #r3kFFLBY HTTP B3k , M&HI —
NEHMBE , NAEEERSTHERERTA , IEFEFIHEBUE T HIBERB 20k, X1
RESS B REAIR.

X2 H A IIERAEITHERE  STRRRE

AT EREA Elastic Load Balancing REtHBRINEITIRARERE , EALKBENBHENEITR
RRERERLE D IMRFNETRR. STRARERESZ SN, ping O, ping BBE, @A
BEMEZTRARERAREER. NRESTRIKRERRAIRE 200 EAARHE |, U 2FIZEEIW K

BITRARE. BREZER , H5HA NEANFTERPHEFHRTETRARE,
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