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BXRENLABIIHREENET , ESH Elastic Load Balancing J& o

MREEEINENZREAFEITESS , A LAUERE Application Load Balancer 2 Network Load
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https://docs.amazonaws.cn/elasticloadbalancing/latest/application/create-application-load-balancer.html
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https://docs.amazonaws.cn/elasticloadbalancing/latest/gateway/create-load-balancer.html
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- EAIRE API 1B &3 H& Amazon CloudTraile XA CloudTrail IRERIEIRK Amazon SEZIHY
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BBV THNEEESIBBRES (NEEFN B FER4ibi ) RAREHBEHBEANARFER
(MBHRZFER ) ., XTELREAEZFIA. APl 5 Amazon Web Services fRS R E 5 EH
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BEEMitFIEZIEEERBIEN ZRSEFHE R,
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(SSE-S3) K PREE5im MN%R , M Elastic Load Balancing 2% Bz IIZ & MR BEXH , AR B1FMH
3| S3 FfEME ., Elastic Load Balancing & &X 78] B E X4 TR RIS N HitTH%. 810N
EXHHERA— N E—ZARTNE |, LFARSFERAEHRLHRN KMS B4 ITMNE,

1% % P N2
Elastic Load Balancing B £ A H9#es LA ILRBEF IR HTTPS f TLS JRE , MMfEi{l 74

Z%2 Web NAEFNERE, MBOEHERATMBENERRE K MTRERESN EC2 HHILE TLS &
LN THE, EREZ2MNITSRN , EUMEENARFXEFNZBEGNBIURE , UREELH R

BAME 15


https://www.amazonaws.cn/compliance/data-privacy-faq/
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HENRE T EEERE RFERESHWR,
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NFHEIGME , Amazon 24t SDK F CLI KX ER#ITNBZL R, BXEZELR | HSH (AM AF
B8 HMERT APl EREIAmMazon LB MK 4,

Amazon Web Services &~ root i F°

#1228+ Amazon Web Services Ik, BHE42HE —1HB R Amazon Web Services Ik root Fi 7 i &
514, 25/ AUTLIFRFFERIR Amazon Web Services BB MRR. BIBWELEFEHER,
HITRAERES. EXEERAFPEILENES , H2H (AM AFER)Y PREEREAFEIENES,

RE5H

FERBEXR , ERAXAFERESHRHAENERKS S B RIES 82 Amazon Web Services fRS5 £
e B UE P 1T V5 R

RESMREXREENDIER, Web HARRMEAI AT Amazon Directory Service , 2% Amazon
Web Services RS EANK B FHRNEFRHTHRINAS. REFHRATRESE RN ZIEINAER,
IAM A P FEFA

IAM AFRINENMAGRENARFEERSENRNE MR, RMNBWWEAIGHEIE  MIFEFKIEILE
B IAM AR, BXEZER  ESR IAM AFRPEREFPNER AL FERASHOREFNEKS B HRIE
= 8€ Amazon £ I BHE B3 1TIH R,

IAM EiEE—4A IAM A, ETHABRAP#HITRBRERE, AXESZER , 20 (AM AFE
) FHIAM BV ER RS

IAM B

AM BEREERENRNE M , TRMEIENEIE. ZABEIMNAFTRE IAM A6 (#FHE ) R
@A Amazon CLI 5 Amazon API RERRABE., BXEZEER , B2H (AM AFER) P
FABHNE .

IAM B TFEBREBAFHE, met IAM BFRXER, BIKFiGE, BRSHRIMUKEE Amazon EE1TH
NARFIEEER., EC2EXEZEER , B5H (AM BFIEE) B8 IAM R EK P IR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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SO WARKKEIHNNR, Amazon EEFEARHFERMITEXLER R, KSBERMEERL JSON X4
By Amazon FEXFHER. BX JSON RENHENESFEE , HSH (IAM AFER) S8 JSON X
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EERAEARE , BYEXLBNEEATUNMA AT RUAREMFAFKETHRITRE , REEERFNBRMT
ARE,

RABRT , ARFNASXEAENR, IAM EERZ IAM XKBEFRERNEAEH , RAERAFTURK
AXEFE, IAM REEEXRR , AE REER BT ERNITRE,

ET BRI RES

ETHMNRBREMMNBSH (A/., AWNAR ) B JSON RRKMIMAY, XERIZH S 6 TE
T AZH TR BERRNITHLRE. ETHOFAIZETEHNEE , B2H (AM AFER) +
MEAEFERERKEE L EEX IAM KR,

ETEMIRBARARKERE ( EERAZNENGHP ) IREXNKE (NSNS HHMILE
B ) o BETHRIAEREXNRBEMABRRE ZRARTIER , 50 (AM AFER) PREEERR
B% 5 BRI < BT

E T RIRAYREE

ETRIFHREE MR ZRAY JSON KM, R~PIEHE IAM B EEEREN Amazon S3 F#EH
Kb, EXFHETRARNEKBORST , BRSEERA AUEACIREFNBERFNLR. BLME
E T RIFH RS I8 E £

ETHRRNEBERNM T ZRS PR R, ETREETHRNVRBEHER IAM FH Amazon £E
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
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- BIREFIZKEE (RCPs)-REKFHARFENHZRATANE. BEXELZEEL , HZH (Amazon
Organizations FAF1Em) W EIFRZEHIFKE (RCPs).

- SEERE  ENACEBRSAFCRBREN , FASBEENSRERE, BXEZER , FSH
IAM AP EEHP N2 IEERRE,

S REERE

SN RBEWRBEA T —MERE , ERBORREMERNENIRE, ETHRES RS RIEER
24T Amazon BER B A FIER , S IAM AP EREP R EETEEE,

Elastic Load Balancing #fil & IAM —i2 T4k

A IAM EEXY Elastic Load Balancing B BI#XBRZ 81 , BRZ T ##HELE |IAM ZhEE R 5 Elastic
Load Balancing B2 &,

A 5 Elastic Load Balancing E& A IAM Thag

IAM IhgE Elastic Load Balancing % #&
ETSHOHER =
E T RIRA R e
REgRIE =
RE§ IR =
REERGR (BETRS) =
ACLs )
ABAC ( BRI ) =
e B 4R =
EHRR =
BREAE &
REHEXAE =

Elastic Load Balancing 2[5 IAM —i#2 T £ 19


https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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XBETEMNIRE : 2

ETESHNRBETMMESZH (0 IAM AP, AFASAE ) 1Y JSON RRREE A, XL R
EHERFMASAEMPRA TN BERRIITHBERE, ETHRNTOEETHHRRE  FSH
(AM BAFiEE) FEATT EEARKE L BE X IAM &R,

B IAM ET SHKRE , BUUEEARTHIELNRENTRUAR R TRIELRENRE. B
T HET1E JSON REEHHERMFIELE , F5H (IAM BAFHER) S8 JAM JSON KB TE5 A,

Elastic Load Balancing W& T &R HY K #E
YRHETREROER &

ETRIFH RIS MR FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FREMREKEE., EXFETHRNKBNRS T , REFEER JUMER ENREHXEE
FROTR . X TEEPHMNREENRIR , REEE SUEE EE T X ZFRIATHLEREARETL
FUETHIT,. BXTEETRERNRBIPEEEH,. ERATASEKS, AF, A6, BReAFEH

Amazon Web Services IR

EFRABKFHE , B EENKFREMKF AN IAM REAEERNETRENEBERNEE, 5
XEZEER ,BSHR (IAM AFERE) RHY IAM R EIK - &R A,

Elastic Load Balancing K95 Bg i 4
THERREE: 2

IR A LAER Amazon JSON REERIEEWAN BRI L. HFRY , WA EETT AR TR
1THRE  UREMALAFHTNIT.

JSON S Action TRMATATFERMR AV RIEAH AR, ERBAIZRIEUBTH
IRBRIER R

E & F Elastic Load Balancing #1E3%&k , 5 H (BRFENRSE) FH Elastic Load Balancing V2 &
X #9#24EF Elastic Load Balancing V1 & X By 4,

Elastic Load Balancing Y RESIRETEIRERIEA LT AR -

elasticloadbalancing
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-actions-as-permissions
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EERMEAPEESTURE  BEMAESHENRT.

"Action": [
"elasticloadbalancing:actionl",
"elasticloadbalancing:action2"

BETUERABERA () BESMEE, Hlin , EIEELAEE Describe FAMNAERE , SHEAUT
B®E:
"Action": "elasticloadbalancing:Describe*"

A< Elastic Load Balancing AP 2EHIEE YR |, FS R LT X4

- NARFAESESR, MEREEERMNMNX R FEHR — API ZEZ M 2015-12-01
- ZBAFIHER— APl SE A 2012-06-01

Elastic Load Balancing 3k B& & /R
EHRBER . =2

B R W LAEM Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAEATBN T ATIRK
1THRE | UREMALAFZHATHIT,

Resource JSON K T ZEEEBHNAREN —IHSZ IR FNRESXKEK , EEAHE Amazon
FBRBH (ARN ) BERR. N TAXZFRFRRNRAVRE , BERABERF (*) REFLEINAT
B RIR.

"Resource": "*"
R L Flastic Load Balancing APl X EZ NN ER. EEEMEAHIEESNAIR , B ARNs AiES
pa) =

"Resource": [

"resourcel",
"resource2"
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https://docs.amazonaws.cn/elasticloadbalancing/latest/APIReference/
https://docs.amazonaws.cn/elasticloadbalancing/2012-06-01/APIReference/
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
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E & F Elastic Load Balancing #REE R HEK AR ARNs , EZH (RFENSZE) FH Elastic
Load Balancing V2 ES{E’J ﬁ)‘ﬁﬂl Elastic Load Balancing V1 E X EIR. BT ST LAERMHLRE
SkIEESERM ARN , iH5S 1 Elastic Load Balancing V2 & Y #y324EH Elastic Load Balancing V1
EXHBRE,

Elastic Load Balancing B 3K B& S 44 5
XHFRBETHRSHVRBZGR : 2

EIE R W LAEM Amazon JSON REERIEEERNARMT L. BB , WA EMAATB T LATIRK
1THRE , UREMALAFZHTHT,

Condition TRIBEEFEAMMNBREE XNIFERNT. EALRRERAZGEZER (HW, EFTH0
F ) BRI, UEREFNZGEESERTFHVEMRTE, EEEME Amazon £REHE | 55
% 1AM B P iEE P Amazon £B%H £ TX%4R,

E&EF Elastic Load Balancing &#-%4A%1% , HZ5H (RFTINSZE) M Elastic Load Balancing
V2 B &M Z4AF Elastic Load Balancing V1 & #Z4H, ETHRAUFEAZRERNRENTR , B2
%] Elastic Load Balancing V2 & M K2 /EF Elastic Load Balancing V1 E MK & 1E,

e

» elasticloadbalancing:ListenerProtocol &%

» elasticloadbalancing:SecurityPolicy Sk 4

» elasticloadbalancing:Scheme k44

» elasticloadbalancing:SecurityGroup k44
+ elasticloadbalancing:Subnet s 44

» elasticloadbalancing:ResourceTag s#4#

elasticloadbalancing:ListenerProtocol k444

elasticloadbalancing:ListenerProtocol &M RBAATE X JIBRME AT NEK
., ZEMEATRARRFARIGESE. NEARHSEHSNLABATEESE, ATREIFIHFM4E

API hixZ 2015-12-01

* CreatelListener

* ModifylListener
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-resources-for-iam-policies
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-resources-for-iam-policies
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-resources-for-iam-policies
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-policy-keys
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-policy-keys
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-policy-keys
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-actions-as-permissions
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API hixZ 2012-06-01

» CreateLoadBalancer

* CreatelLoadBalancerlListeners

LT ROIRBERBFAENARFASSERNGITRIERE HTTPS M , HEMZ AR E RN
UTBRIERE TLS il

JSON

"Version":"2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListenexr"

]I

"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"elasticloadbalancing:ListenerProtocol": [
"HTTPS",
"TLS"

{5/ Classic Load Balancer , &AL AfE — X ARAFRIEEZS MV, Hit , BHRBELAERZE L
T 322458, WA REBIFTRo

JSON

"Version":"2012-10-17",
"Statement": [
{
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition_examples-multi-valued-context-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition_examples-multi-valued-context-keys.html
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"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancex",
"elasticloadbalancing:CreatelLoadBalancerListenexs"

]I

"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"elasticloadbalancing:ListenerProtocol": [

"TCP",
"HTTP",
"HTTPS"

elasticloadbalancing:SecurityPolicy k44

elasticloadbalancing:SecurityPolicy XM R UTATEXMBEHHTATIER LB ER
2RBAFRH. ZREEATNABEFRAEOIER. MENEIESENLANRTESE. UTREXE
[l SN

API hix7x 2015-12-01

* CreatelListenerx

* ModifylListener

API hix7x 2012-06-01

* CreatelLoadBalancerPolicy

e SetLoadBalancerPoliciesOfListener

AT ROIRBEERAFAENRAEFASRSERNMERABIERERE —NMEEN LXK,
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JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelListenexr",
"elasticloadbalancing:ModifyListener"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"elasticloadbalancing:SecurityPolicy": [
"ELBSecurityPolicy-TLS13-1-2-2021-06",
"ELBSecurityPolicy-TLS13-1-2-Res-2021-06",
"ELBSEcurityPolicy-TLS13-1-1-2021-06"

elasticloadbalancing:Scheme 44

elasticloadbalancing:Scheme &8 A AT E X I AT E 25 HIB ] UEFE Wi 5 R %
., ZEBEATRARFARIGESE. NEARSEHSNLABATIEESE, ATREIFHFM4E

API i 7 2015-12-01

* CreatelLoadBalancer

API hixZx 2012-06-01

* CreateLoadBalancer

AT ROIRBERAF A EABEEREREEN TR,
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JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:Scheme": "internal"

}

elasticloadbalancing:SecurityGroup &4

/A Important

Elastic Load Balancing #Z Z£AMNMEAER R, IDsER , FEAEAEINTX D KN
EMNZXHZER , a0 StringEqualsIgnoreCase,

elasticloadbalancing:SecurityGroup &4 EAATELHEL AT UNA T RAEITEIRL
S, ZRBERTHRARFARGER. WEARSERINLANBIOER. A TREISLEY
7’

API hix 7 2015-12-01

« CreateLoadBalancer

* SetSecurityGroups

API 7 2012-06-01

* CreatelLoadBalancer

* ApplySecurityGroupsTolLoadBalancer
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UTRBIRBERAFAEASSHREE - M EENRE4EA,

"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSecurityGroup"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase": {

"elasticloadbalancing:SecurityGroup": [
"sg-51530134",
"sg-51530144",
"sg-51530139"

iy

elasticloadbalancing:Subnet 44

/A Important

Elastic Load Balancing #Z FMMWIE KEFXR. IDsfER , FRAEAEINAX D K NE
WM ZER |, 130 StringEqualsIgnoreCase,

elasticloadbalancing:Subnet 4R AT E AT LA G2 R LE F M -1 H B in E 1 239 #3810
S, ZRMERATNABRFAZEGESR. MEAEGESE. MXARSEINLBAEHESE, AT
BREXFHEMGE

API hix 7 2015-12-01

* CreateLoadBalancer

* SetSubnets
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API hixZ 2012-06-01

» CreateLoadBalancer

» AttachLoadBalancerToSubnets

UTRBIKBEERAFAEARSEREE - NMEEN TN,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSubnets"

1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEqualsIgnoreCase": {
"elasticloadbalancing:Subnet": [
"subnet-01234567890abcdef",
"subnet-01234567890abcdeg "

elasticloadbalancing:ResourceTag S48

elasticloadbalancing:ResourceTag/keysk## 4 E T Elastic Load Balancing. FTEZREE
B R R,

ACLs f£ Elastic Load Balanc
% ACLs : &

TAREHIZI&R (ACLs) ZHPLERIEA (KFRA. AFRAS ) ARBARR. ACLs EETHIFH
REERL , RETAAEEA JSON I HEH,
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B A Elastic Load Balancing 89 ABAC

¥ ABAC ( REEHFIIIRZE ) : 2

ETEMMIGRMNRIES] (ABAC ) R—HMERER  ZERETHRININBEEREURER, EATL
FFHRE M NE IAM SE4EF] Amazon BIR , AF1R1T ABAC KLU AW EZFEANREERR LWL
UC i B+t 3k T #R4E

EETHREEHE R , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys RHEBERBNIZ UG TEPRUFZER.

WRENRSN TEMERREBIEMAEX=AFMGR , X TZRS , ZEANR. MREMRSN
NTFEHIRRREISAMEX =GR, WZENBD

BEXABAC WEZER , HF5H (IAM AF#ER) FWERA ABAC BINENNRE, EEFIRE ABAC
SHRNHE , B3R (AM AP ER) PREAETEMMNIHRIMNRES] (ABAC) .

et $EIE & Elastic Load Balancing Bt & & A
XFIEAELE : 2

I BHIE BRI Amazon BEHNEHIHFRINE , A ERELEAKSSHRTRACKBEIRIEN,
Amazon BWEBHSERIGHHER K MARERAKBIHRZEA, BEXEZER , 558 (AM AFiE
B 1 IAM F IR Z £ EIEMAEER IAM BAmazon Web Services RS

Elastic Load Balancing 95 iR %5 & X BR
THEHERFALXE (FAS) 2

¥ ERIGEATE (FAS) BB AR Amazon Web Services fR% , B L Amazon Web
Services RS B T RS X HIERNIER, BXEKE FAS BRI EKEIFE , BSRELHELSE,

Elastic Load Balancing B RS A&
XERSAR &

REAGEH—TRSZIEE. REREHITEEN IAM £, IAM EEB R AT LE IAM B2, S Fm
BREESAR. BXEZER , BHEH (IAM AF1ER) FAI2E [ Amazon Web Services IR 55 Z IR
R AR,

Elastic Load Balancing HRE <& &
EFRSHEXAR . 2
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
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BREHExAEE—MeEEIINRESA®. Amazon Web Services BRE RS AT AR A R R EHITIRIEN
A, RESHEXABEIESLNF Amazon Web Services i , FBRAREAAE. IAM EERAIUE
EETRREBRSHEXARHINR,

BR BB EE Elastic Load Balancing BRSHEXABMFHAFELS , HZH Elastic Load Balancing fR
SHEXAE,.

ERIEIES R RFERIIRLM Elastic Load Balancing API X R

NEAFEEIERP N ERRINGE |, IS NEEEA RS

JREVIRYE (W0 elasticloadbalancing:CreatelLoadBalancer %
elasticloadbalancing:CreateTargetGroup ) Wi PR, MRERFEIRIREDEERL , NE
=7 elasticloadbalancing:AddTags BELHRITTANER , URIEAFEBERNMEIRE
BN ARSHNRER. Bt , ARESMEEFEH elasticloadbalancing:AddTags BEHE RN
BRo

ff elasticloadbalancing:AddTags &4EH IAM policy EX A , AIEAW® A Condition &H@
M elasticloadbalancing:CreateAction st& , N RIBRRNRER FRMTEHNIR,

MTHREERT - KK, EATAFUZEREARECESEPaENATARE. AFPTRIRE
FEAREER AL EZEZFA elasticloadbalancing:AddTags #&4E),

JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreateTargetGroup"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:AddTags"
1,

"Resource": "*",
"Condition": {
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"StringEquals": {
"elasticloadbalancing:CreateAction" : "CreateTargetGroup"

B, TEHNRBATAFUERARSESAEURIBRPNANRE., ARELUREEARERR (it
NFZEEEEA elasticloadbalancing:AddTags &%),

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelLoadBalancex"
]I
"Resource": "*"
}I
{
"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags"
1,

"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:CreateAction”" : "CreatelLoadBalancer"

REAPERBFCIERREDRA THRER , REFT 2 elasticloadbalancing:AddTags
BE, Bt , WRRELBERPEEEAHRE , WRAGLUERENR (BRESZERECERY) AR
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TEBEZMFH elasticloadbalancing:AddTags BEMNNRE, ER , WRAFFEZFEH
elasticloadbalancing:AddTags BREMNNREM X E I EFRSHNRIE , MiERF XK.

Elastic Load Balancing RS HEX< AR

Elastic Load Balancing A BRSHEX A BRIKIME R RELREAHM Amazon BREPTENNRR. BXE
ZER ,1BZ2H (AM AFERE) PHRSHEXAE,

RSHEXB/ERTHINR

Elastic Load Balancing f i & AWSServiceRoleForElasticLoadBalancing 1 B R HH X A &R R IE
FAHAM Amazon RS

AWSServiceRoleForElasticLoadBalancing{§ffiZelasticloadbalancing.amazonaws . comfRs

RKRBZAE.

£ & X PR K B R AWSElasticLoadBalancingServiceRolePolicy. EEE IR NE , HSH
(Amazon RERX KK SE) HH AWSElasticLoadBalancingServiceRolePolicy.

RRSHXAR

BT EF 3612 AWSServiceRoleForElasticLoadBalancing £, Elastic Load Balancing £ & 612
Y ERR E AR NS BLAR,

Zil Elastic Load Balancing AP R KXEVNEBRFSHXAE , BLNEEMENR. BXEZEEL | B
24 1AM A FEEEP I RS HEX A ENR,

RERSHEXAR

&) LAUm B AWSServiceRoleForElasticLoadBalancingf£ /i IAM BV #iR, BEXxEZEER , 21 (IAM
AFER) PHERERSHEXAEHER,

MERARSS AKX AR

MRIEFBEEME A Elastic Load Balancing , AT NUEN E MR
AWSServiceRoleForElasticLoadBalancing.

REERBRK . PO FERAESHESRE , TEMBRERSHEXAR®, Amazon XAIRRERLTE
R BR U (R SR Y A SR IS BT BRI INBR, BEREZER |, BS MK Application Load Balancer, il B&
Network Load Balancer Fffl B2 B2 T 8 15 #r25 .

BSHAxAE >


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create-service-linked-role.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSElasticLoadBalancingServiceRolePolicy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_update-service-linked-role.html#edit-service-linked-role-iam-console
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-delete.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/load-balancer-delete.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/load-balancer-delete.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-getting-started.html#delete-load-balancer
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O LAGER IAM #24]&. IAM CLI 2 IAM API BIBRIRS X B, BXESZER |, 55H (AM AF
FEr)Y MRS HEXAE,

MBRE , MRECIE T HEITEEFAWSServiceRoleForElasticLoadBalancing , Elastic Load Balancing
SBRYEZAR,

Amazon Elastic Load Balancing & & B

Amazon EEXMERVENESEM IR KR Amazon,. Amazon EERKEENFZE N AHIEM
PR, MEZRTLTF B AIAF., AFNAGDENR,

FidfE , Amazon TERB BTSN BB EAHIR FRENBENE , BREefEmAE Amazon
ZEREH, BINBWESENRETENERAZENE - EE AKX’ — O NR,

BT EE Y Amazon FEEFRBEHEN N, MR Amazon E#H Amazon IEE R E LHIER |, N
EHaEMZREBMRABENMIEERASSD (AP, AFA® )., Amazon RETFREEBIIHH API
A RS 7] LAE %t Amazon Web Services RS B9 API #24ERTE T Amazon IEE XK.

BXREZEL , H#5H (IAM BAF1ERE) F M Amazon FEEFEE,

Amazon ¥£EE XK : AWSElasticLoadBalancingClassicServiceRolePolicy

Z 5 & BFE Elastic Load Balancing ( Classic Load Balance ) X &R & 8 A H M Amazon BREFTERFT
BENR. BSHEXACGETMEEN. FATMENAR® , BFLF R Elastic Load Balancing X & &
ERIREFMENNR, BB M, DB, BRI K,

EEFHEBONR , 550 (Amazon REARKSE) HHY

AWSElasticLoadBalancingClassicServiceRolePolicy.

Amazon £ E XK . AWSElasticLoadBalancingServiceRolePolicy

LR BEEE Elastic Load Balancing R &R E A E b Amazon FREFIEMNFIENRER. BREHEXRBRETM
KENL, FAMENAR  BARLF 3 Elastic Load Balancing R RIETRIZBEFTENNR, B
BERT AN, 2E. ISR BRI R RS,

EEFHRBHNR , HSH (Amazon REXKKSE) B
AWSElasticLoadBalancingServiceRolePolicy,

Amazon FEE HK B : ElasticLoadBalancingFullAccess

ZEKBE AR P ££ 158 Elastic Load Balancing BR%s , H @Y Amazon B3 & & PR &7 8] H ftb B

JJ o

A
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSElasticLoadBalancingClassicServiceRolePolicy.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSElasticLoadBalancingServiceRolePolicy.html
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(AFER)

EEFHRBHINR , FSH (Amazon RERX KBS E) M ElasticLoadBalancingFullAccess,

Amazon & KB : ElasticLoadBalancingReadOnly

IR BEIREXY Elastic Load Balancing 48 5% RS589 R iz 1/ 8] 1% R

EEFMRBINR , &

2% (Amazon EER XS ZE) P H ElasticLoadBalancingReadOnly.

Elastic Load Balancing %7 Amazon 7 & &K

BEEHZRSFHREBREFIXLEE WK | Elastic Load Balancing Amazon T E R EFHNIFAEE,

BEX

AWSElasticLoadBala

ncingServiceRolePolicy — 31

B R EE A E AT

ElasticLoadBalancingFullAcc

ess - XIHE HMH B

ElasticLoadBalancingReadOnl

y - SHUE E R TR

AWSEIlasticLoadBala

ncingServiceRolePolicy — 31 E

BRIEHEH

ElasticLoadBalancingFullAcc

ess - XBE EH I T

ElasticLoadBalancingFullAcc

ess : ¥EM

ElasticLoadBalancingReadOnl

y  FEREE

DU

WINT TEFM IPAM St 4 B CIDR 3REVFUR
Mec2:AllocateIpamPoolCidr 4k,

AT R FXEEBRMENRNarc-zonal -
shift:*#

WY AT BRAEUR T XEB AR EAIN
PR : arc-zonal-shift:GetManagedR
esource , arc-zonal-shift:Li
stManagedResources Mo arc-zonal-

shift:ListZonalShifts

AINT RFNFEEFFNRMec2:Descr

ibeVpcPeeringConnections B1E,

W T RFNEEEFTENRMNec2: :Descr

ibeVpcPeeringConnections B]1E,

REXS Elastic Load Balancing F#8% R B 52
2 RNR .

REX Elastic Load Balancing MAEXREH R
B,

B

2025 F 2 A
17 H

2023 11 A
28 H

2023 £ 11 A
28 H

2021 £ 10 A
11 H

2021 £ 10 A
11 H

2018 £ 9 A
20 H

2018 £ 9 A
20 H
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/ElasticLoadBalancingFullAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/ElasticLoadBalancingReadOnly.html

Elastic Load Balancing CRPER)

EK DU SpG

Elastic Load Balancing FF#8R  Elastic Load Balancing FF#8IRERH Amazon ¥ 2018 £ 9 A
FRE ERBHNEX 20 H

Elastic Load Balancing #9& #1438 1F

ETHRESETEESMITNMNEE , 5 Amazon Web Services RS “” Amazon Web Services i
& ) “BREMITRIR 2 HEE” , AREREBRMBHEMITX]. Amazon Web Services RS Ax
—RER , BHSEAMITH.

B LAER TEHE=FE1TRE Amazon Artifacte BEXEZEER |, HSHEHPM “T#HIRE” Amazon
Artifact,

EIEBEFH Amazon Web Services RS I EATEEUR T EWBBEHNBRMYE., RTINS E IR
URERRERFNEN, BREEFEANNEARTENEZE R Amazon Web Services RS , 52
#Amazon &4 X #4.

Elastic Load Balancing H #Y & BE 1k & 8E 5

Amazon £IKRER R 2 E S Amazon XM ATAXMEN, FXiFRESANEYE LG BREN
AKX  XETAXBSEREK. FHESERNRUEENNEEEE—E, FIATAKX , B LOgitH
BEETARzELHHt B SMBEEBNNARFNREE. SRENENE SN REPOER
Mt , TAXEEEEW T AY, REMENATT B,

BX Amazon XIBFRAAXWEZEER , 55 HAmazon £ EMEHE,

Bk Amazon £BREMIZRHESN |, Elastic Load Balancing B2 LA T I AESR X IR BRimo8 14 -

s E—NHEZSANTRHXFNZANEH 282 EEARE
« #&®TTLL Amazon Global Accelerator 5N AREF MY ERESER , E— M NHSAMAREHZMNAE

BHER 2B D BEEARE, Amazon EXEZEERE , i3 M Amazon Global Accelerator FF & A R 18
Mo

« Amazon ECS f#28EB £ EC2 EHIER Liz1T. FIEMEE Docker Be5. A LAF Amazon ECS
REHEENFEAMEOEREEFTNRS A PEEATRE. BEXEZEER , 55 Amazon
Elastic Container Service FF X A R/,
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/security/
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://docs.amazonaws.cn/global-accelerator/latest/dg/
https://docs.amazonaws.cn/global-accelerator/latest/dg/
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/
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Elastic Load Balancing RV ERIE L £ 4

ER —FEE RS , Elastic Load Balancin Amazon g 2B £ BN EZ 2RI, BX Amazon Z£R
SR Amazon RF EMIZEHEE , B2 HAmazon %2, EFAEM LN RESEK
FiZiTEH Amazon 3R | iS5 S Amazon ecurity Pillar Well-Architected Fram ework B9 & 4t1%
HRF

BAILAE A Amazon EXEY API BB M4 R Elastic Load Balancing, &FmAMEZIFUATA

o

= .

- RBEREMDIL (TLS ) o BMNERMEH TLS 1.2, BIWUER TLS 1.3,

. BEEE2MAMEE (PFS ) WZEBEH , HI10 DHE ( 158t Diffie-Hellman ) 3 ECDHE ( I & 4% B g
% Diffie-Hellman ) « XKZEIMRRE (WM Java7 RESRAE ) BIFXLEEK,

P& IR E

ERMFAR (VPC) BRIUT Amazon ZH/EHCHWEBREXEPHEMME, FM2E VPC FHY IP it
WEE. JEelRRHEER , TUNABEESRTREE—IHZNM TN, L7 LE VPC N FH
RERE EC2 LA EEMIEN NEBER, HX VPC MFRHWESEE , i35 Amazon VPC
AP,

HIBE VPC hol@ a8t , W SIEM Internet , A LAEI @ AER, AERAESE R WX B
FRRERKEXN AFITE RN VPC EF RN RAIE ik,

BN RRBEREALE P i@ EEMBERRIEER. Bt , ENEHRTEERLE P iyt , B
AERCR B A ERAER.

EFAFE IP it A VPC A Elastic Load Balancing API , &8 Amazon PrivateLinke BEXE %
E8 , 2R FHE D% K158 Elastic Load Balancing ( Amazon PrivateLink ) o

EHMERE

HIEERNBSERN , FERERUTRICRRF NERE

- FRREMTSEXIFEFRHENASHEERZ BN MZEE. Application Load Balancer X # HTTPS
fiiT88. Network Load Balancer 5 TLS ii¥res. SLHMAFIHERENIF HTTPS M TLS ilr
2o BALUMNENAEIEHBRNTMEN ZLREFIEE | BEESHWNARF SN ZBEHND IR
K, BAILAEH Amazon Certificate Manager (ACM) B Amazon Identity and Access Management
(IAM) REB AR HE R L TRNWRS [, BUUAFARSEREFIETR (SNI) i , FREANR

Bz 2% 36


https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/vpc/latest/userguide/
https://docs.amazonaws.cn/vpc/latest/userguide/
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EMPTBRN SN RENMUERERS, HEFSIMRSFLELEREMYTRREKN , 2B NIEH A

B #5282 A SN,

- BLE Application Load Balancer M2 B AFTIHRNLLE , MUIEZIREBEFFHHNRE, X

L2 ELTEMITRBEO LAFRBEEFIENALREURROE K HGERE.

« HEW Amazon EC2 RHIBER£A , FHMNEZIRENFHERNRE, XEREALMEMIT

frim OFMZETRRKRER O L ARB AREDERHALRE,

- BLEZRM Application Load Balancer , ABE H B IRMHBHFEA L RS AR AL H#HITEHR

i, BXEZEER , HS R Application Load Balancer ¥ F 77 # 17 & 0 Wil o

« } Amazon WAF & Application Load Balancer && £/ , {£1E Web 15 [E)#2 #3515 (Web ACL) HHY

A 78 VF PR LEE R

A OUR X151 Elastic Load Balancing ( Amazon PrivateLink )

Al LB BN VPC LT = 1E Virtual Private Cloud (VPC) & Elastic Load Balancing API
Z BB FAEERE, SR LR EZEM VPC B Elastic Load Balancing API , 7 &5 BB M
P>, NAT =4I VPN EZM SIS VPC, KT RREETERATARNEE AF9ERN
2015-12-01 kR #1 2012-06-01 KX Elastic Load Balancing APl 8] 5. AI¥ RiEiE,

0 VPC Li%T = H Amazon PrivateLinkiZZhREIR X3 | ZTheE R FEH B AR 28 Amazon
Web Services fRS ERFE IP it #1TEE. BXEZEER , S Amazon PrivateLinko

BR il
Amazon PrivateLink A5 IT251T 50 MY & A HE S

A Elastic Load Balancing #1220 4K KT 2

F AL T RSB # N Elastic Load Balancing B EB& w1 & :

com.amazonaws.region.elasticloadbalancing

BXEZEER , B3R (Amazon PrivateLink 18R Y612 # Ok S,
A Elastic Load Balancing 812 VPC & ixT R KB
IET LA VPC KRimT m M hnskmg | LA &I3T Elastic Load Balancing API BYi518], ZEMIEE :

o AHITIRENES,

Amazon PrivateLink
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https://docs.amazonaws.cn/elasticloadbalancing/latest/application/listener-authenticate-users.html
https://docs.amazonaws.cn/waf/latest/developerguide/waf-chapter.html
https://www.amazonaws.cn/privatelink/
https://docs.amazonaws.cn/vpc/latest/privatelink/create-interface-endpoint.html
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- AHITHRE,
o AN HRITERENTIR.

LTFREIERT — VPC KinT AR | ZRMIELAAEABS LR RUEABIERNINR, =
PIKRGE R FFATA ARATAA AR ENRER.

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
I
{
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Effect": "Deny",
"Resource": "*",
"Principal": "*"
}
]
}

BEXREZEE |, B2 (Amazon PrivateLink 385) F A FH ik 5 5 BE 322 6133 BR S5 A9 15 18 iU BR o

4 Elastic Load Balancing &% VPC &% ¥ R B 38
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IR BRI, SUREF S AT 0 AT UM A9 M BE

gnqe] 2 AR TR
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HOEE. NEAFLESMMRAZKYEES, ELB API iR 1 XHEZHEHIIESE. 84 ELB API
IRA#EE B W FEEN S,

R F&RIEEA Elastic Load Balancing APl BV ARSS , flaiL 5% EC2, W E# ECS. Amazon A EC2 uto
Scaling , ¥ B Amazon CloudFormation #iE BCWIKF R EF#R. XERSZSITLERELEEBPHR
Mo

WREERS)

BEERERRS , BRHN APl BRBBLZ RG], BRHNSMERBNFEEPR
BR— N hE. Bl , 3EXE AP BRENTEBANNA 40 M. —BDEHRERS TR 40
NDescribe*i#EXR, MREE—HHHNEE 40 M Describe*FR , MLZHRE , MW ARRH
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ThE, MREBE—HAKXHE 40 NDescribelLoadBalancersiER , N FE#EIBLHE (0) M5
g2, RINBVWREFHEBPFIM 10 MRERT , BEEEFABTERE 40 MH, XEKE , WREL
HESEAHEMER , UEFEREE 4 VaTRERIESRBE,

BEEZINEHEBTLERGHNTRAE AP iER, BUEFSEANEF#EREREREN. RE
VEAMEREESHE  FEBRTIIEIRAEE.

FRi A Elastic Load Balancing API #{EEAE — MK K5IV RHIRS. K/ REFHEFBHBTEN 40 M
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"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-8360a9%e7","subnet-b7d581c0"],
"securityGroups": ["sg-5943793c"],
"name": "my-load-balancer",
"scheme": "internet-facing"
},
"responseElements": {
"loadBalancers":[{
"type": "application",
"loadBalancerName": "my-load-balancer",
"vpcId": "vpc-3ac@fb5f",
"securityGroups": ["sg-5943793c"],
"state": {"code":"provisioning"},
"availabilityZones": [
{"subnetId":"subnet-8360a9%9e7", "zoneName":"us-west-2a"},
{"subnetId":"subnet-b7d581c@", "zoneName" :"us-west-2b"}
1,
"dNSName": "my-load-balancer-1836718677.us-west-2.elb.amazonaws.com",
"canonicalHostedZoneId": "Z2P7@J7HTTTPLU",
"createdTime": "Apr 11, 2016 5:23:50 PM",
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1do",
"scheme": "internet-facing"
1]
.
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",

Elastic Load Balancing ZE# =4l 48



Elastic Load Balancing

(AFER)

"recipientAccountId": "123456789012"

Example ;~fi] 2 : DeleteLoadBalancer 3k B ELBv2 API

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalld": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
I
"eventTime": "2016-04-01T15:31:48Z7",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1d@"
I
"responseElements": null,
"requestID": "349598b3-000e-11e6-a82b-298133eEXAMPLE",
"eventID": "75e81c95-4012-421f-a@cf-babdaEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
"recipientAccountId": "123456789012"

Example 7”f5l 3 : CreateLoadBalancer 3k B 3%t f1 & 19 % AP

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

Elastic Load Balancing 4R %l
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"userName": "Alice"
.
"eventTime": "2016-04-01T15:31:48Z7",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-12345678","subnet-76543210"],
"loadBalancerName": "my-load-balancer",
"listeners": [{
"protocol": "HTTP",
"loadBalancerPort": 80,
"instanceProtocol": "HTTP",
"instancePort": 80
1]
.
"responseElements": {
"dNSName": "my-loadbalancer-1234567890.elb.amazonaws.com"
},
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels4-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

Example ;=4 4 : DeleteLoadBalancer 3k B 3%t 715 159% AP

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
}
"eventTime": "2016-04-08T12:39:257",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
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"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerName": "my-load-balancer"
I
"responseElements": null,
"requestID": "f@f17bb6-b9ba-11e3-9b20-999fdEXAMPLE",
"eventID": "4f99f0e8-5cf8-4c30-b6da-3b69fEXAMPLE"
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

£ < CloudTrail FEHAMEE |, 1§21 (Amazon CloudTrail BF#ERE)Y R MICloudTrail &4 N A,
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https://docs.amazonaws.cn/cli/latest/reference/elbv2/index.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/APIReference/
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-cloudwatch-metrics.html#load-balancer-metrics-alb
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/load-balancer-cloudwatch-metrics.html#load-balancer-metrics-nlb
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-elasticloadbalancingv2-loadbalancer.html
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{
"Version": "2012-10-17",
"Effect": "Deny",
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Resource": [
"arn:aws:elasticloadbalancing:*:*:loadbalancer/*"
1,
"Condition": {
"Null": {
"elasticloadbalancing:ListenerProtocol": false
}
}
}
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancing.html
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