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Q |AM-user ¥ Global w
Last refreshed less than 1 minago| C
Event log
Q 1
Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X | | Clear filter
Event Region / R Last update Affected
Event v Status Start time v R
category ¥ Zone Info time v resources
Lambda operational QOctober 9, 2020 at October 9, 2020 at
) Closed Issue us-east-1 -
issue 2:03:48 AM UTC-7 3:11:09 AM UTC-7
EC2 operational October 9, 2020 at October 9, 2020 at
. Closed Issue us-east-1 11:54:16 AM -
issue 1:48:51 AM UTC-7
uTC-7
SNS operational September 30, September 30,
issue peratior Closed Issue us-east-1 2020 at 8:28:18 2020 at 11:42:54 -
AM UTC-7 AM UTC-7
. September 16, September 16,
EC2 t 1
iss eopera fona Closed Issue us-east-1 2020 at 7:30:41 2020 at 7:45:03 -
==t AM UTC-7 AM UTC-7
Storagegatewa September 13, September 13,
I v
J, 9 ) v Closed Issue us-east-1 2020 at 12:46:47 2020 at 6:32:24 -
operational issue
PM UTC-7 PM UTC-7
Deepracer August 31, 2020 at August 31, 2020 at
. . Closed Issue us-gast-1 -
operational issue 6:32:39 PM UTC-7 9:10:12 PM UTC-7

Support ¥

-~

SHRAREE
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i
R

X/ A X
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FFIa R &5 R et [
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- MRTAAHAEX , BIR ID (Hl , Amazon EBS % ID vol-alb2c34f ) 3 Amazon BREFF

(ARN ) ,

« NTFUHHHEREARES KRN RRIRESERROBIRS (FLE, KRAHLEHER ) .
LHREEE 24 PERIFH -, BEHREAREFE 72 MRS ERBRIEPRES.

BRI LATRIE T IRPETRNIE, STLURRIR ID 3 ARN S/NEREE,

Example : Amazon Health &3 F§ F Amazon Lambda

UTREBR SR Lambda B —NREIEHS,

Event log

Q

Region: US East N. Virginia (us-east-1), US East
Ohio (us-east-2)

X

Clear filter

Event summary

Lambda operational issue

Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1

EC2 operational issue

Last update: October 9, 2020 at 11:54:16 AM UTC-7
us-east-1

SNS operational issue

Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1

EC2 operational issue
Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

Storagegateway operational issue

Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1

Deepracer operational issue
Last update: August 31, 2020 at 9:10:12 PM UTC-7
us-east-1

Sagemaker operational issue

Last update: August 31, 2020 at 9:04:39 PM UTC-7
us-east-1

Batch nooratinngl lcciig

Lambda operational issue Back to list view []

Details Affected resources

Event data
Event Start time
Lambda operational issue October 9, 2020 at 2:03:48 AM UTC-7

Status End time
Closed October 9, 2020 at 3:11:08 AM UTC-7

Region / Availability Zone Affected resources

us-east-1 -

Category

Issue
Description

[RESOLVED] Increased Invoke Error Rate

[02:03 AM PDT] We have identified an increase in invoke error rates in the US-
EAST-1 Region and are working towards resolution.

[03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
issue has been resolved and the service is operating normally.

BHxD
BTN A Amazon Health IS4 -

s NEEHRTEETKRFIERSEMH, Alan , MEELH Amazon EC2 IR Amazon Web
Services Xi5 , BMEERKREZXERARSHER , B4 Amazon Health I2EEXZEHNE L.

E L ESid



RAriEmE

Amazon Health

s BETKFOEHBETENKFSHEBARFRNK,, Flan , MREFEHHEA Amazon EC2 3£
HIHIM BB | i Amazon Health 12448 % Amazon Web Services X8, ZEHHE B LUK Z Y

Amazon EC2 £4I5I&K.

ERAUATENHEESHRLAEEHERBETK/NEHN

« £ Amazon Health ##IER+ , N EHERSIEMERENF. EERRNEHHE T ENIK
Fo #BERRNEHRELTN , HTRBETENK, . BXEZEELR |, 2 Amazon Health
Dashboard A7,

« fF Amazon Health APl iR [EleventScopeCodeZ# ., EHTUER
PUBLIC. ACCOUNT_SPECIFIC =X NONE {H. BXEZEE , iHZ % Amazon Health API ZE
#IDescribeEventDetailsig& 4.

B AR

BAMEE RER B+ AA , BT Amazon Health SR FFIAERFH. AR RITFE
EELE 3 NANMAR—FANITIIER,

Amazon Health E4Z A HE R, EF BHUE R EE Amazon Health SE3I E Z#ME SN ME

Ko BNEFEIRIMBEHTHNEFURBEE R, EEENEHUREBETR. R —MNAHFEHNA
FHESH  IRERBENIEEHNKE, EF— A , ZMNERPE R Amazon Health 45|
Fo BULUEMERPER—NEH , METEXZBH4NERE. NERLERESREL , JUSM

IRENNE,

BAAE


https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html

Amazon Health AriEE

Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled
maintenance activities.

QL Add filter Any event L
4 February 2024 >
Sunday Maonday Tuesday Wednesday Thursday Friday
28 29 30 31 1 2
2 Upcoming 2 Upcoming

1 Completed

=

30 January 2024 & X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view
EKS planned lifecycle event (us-west-2)
Event status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed

2 0 Y BRI

Amazon Health 4T RESEEZ MY RIR, &1 LAE Amazon Health 489 3 800 % R & I
FHEESERNER, EEERD , i§1%12 Amazon Health B¢, RA S REN EARE 2 220088
WA, NTFiRNEREE Amazon Health B4 | SHREHSEZINERRANE B EH,

T 4% Amazon Health E4E “SEWE R ETFHMHBERSIEMERRSHBEE, SEWERHN
FIRURMENARSERPE TR, TNEGARSHRERARRRAZTENSEHEEN—NRE, BT
BAEXTVNESEAHSHEMNESZEER |, 1555 Amazon Health it X £ d B HI =4,

HEHRIALANEE , Amazon Health EH 2 E RS ENAMEK WA SHRERHRSHE. #&
EFHRZERKSNIIRURZKFHFLERREE. ERKSHELERFHHRENE RIKF U
BHE, KFURRESENESEEL  JUASHEZERKSWARSR. SRRERRESNEE
T RER D EREITRER.

BRI L E SRR R FH L CSV = JSON BRX THZIEFWHRRYIR, EHAMEF , TEHHX
HEEMRIIKFPNAERR. EALUEDSMBIKSRD , LEETHNXEFNETEZKF R

FEMARRAE 15



Amazon Health AriEE

Bo TEHXHEFEBNZENMN R REDIERIREMN Amazon Web Services I ID, EventArn, SE{FH
. EntityArn, RS EXEFHSE. MRBUET ARG W THEHAXHRNETEHEGTHNE R,

—RRBETH I, FENXHFLEI THINEBZRWRIATEXHGX , HEGE T EFHRE
Amazon Web Services X1, &z BHM TH AN TRXHE,

Open and recent issues (0) Scheduled changes (1) Other notifications (0) Event log

Scheduled changes (1) Calendar |

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities. View scheduled changes that occurred

mare than 7 days ago.

Q, Add filter 1

Event v Status Region / Zone Info Start time v End time ¥ Affected resources v
Lambda planned lifecycle event 8 X
B 4 Pending 100%
4 May reqrane ation
0 Unk 0%
Affected resources o " __n, m:rwn .
Mot able to verily status
Resource data is typically refreshed evary B 0 Resolved 0%
24 hours o actions required
Affected resources (4) Download ¥
Q, Add filver 1
Resource ID / ARN Iy Resource status Last update time
arn:aws:lambda:us-east-1:95958660861 1:function:SpringClean-XUG3HHSR-AutoUpdateLambda-atNXDvDLUGP [4 @) Pending 2 months ago
arn:aws:lambdazus-east-1:95958660861 1:-function:SpringClean-XUGZHHS5R-FeatureCheckarFunction-cwZke PWUELAGY ] @ Pending 3 months ago

B X R IE

&0 LATE Amazon Health I ERPIZ YN X UTC EEEH., NIREEZRHERPEXRGEX |, N
Amazon Health 2 #IHIR PO FAE R BB N A X EHBLEFT N EEENR X,

EEHRENNXIRE

1. FEhttps://health.aws.amazon.com/health/ZX B T FF Amazon Health 2 #IE 4R
FEREKEER , 1% Cookie HILTI,

FFIEEME Cookie , B EAY. RABEBRREFEEI,

#£ Amazon Health 2 HER SMER T , ERNXRE,

NIEH Amazon Health 2 HERQFEFE—NX, AEERRFER.

o & 0N

B XiRE 16


https://health.aws.amazon.com/health/

Amazon Health AriEE

ERAELZEITIRRN

Amazon Health 528 , Amazon Organizations Ht IR UEERE TENWALANFIERKFFNES, X
NERETALPERNEHANEFRINE, SR FEAXEEHRUERER., RENNAEFHNE
Ho

BXEZER , B5 BKSR4S Amazon Health =4,

BLiE W &% EventBridge

EventBridge A T# M Amazon Health B HME R, SIS EKF PR ERNSE
Amazon Health 4 , AR RENAN , LEESHXETILE Amazon Health BEIR R EXEITH

EventBridge ¥ EL £/ Amazon Health

1. fEhttps://health.aws.amazon.com/health/ZR B T FF Amazon Health 32 #IE R

2. ESME EventBridge 1 #| & UGIEMAN , FHRITUTE—BRE .
- TESMBERHN “@RELK" T , %&#&F Amazon EventBridge.
- F£“BLE” T EventBridge , #%3#F “4# %" EventBridge,

3. BREBEZSRANSHEMNFMEE, ESHET Amaz Amazon Health on M52 E 4
EventBridge.

BH AR ITIRR 17


https://health.aws.amazon.com/health/

Amazon Health AriEE

Amazon Health 1% &k

Ol LAfEF Amazon Health R #IER-RFZE1TIRIAKEBFIE AWNIZITIRR Amazon Web Services
RS, WIREE R T Amazon Web Services KIBHFRERSIREN RS EH., BLEEZREETA
Amazon Web Services Ik 58] Amazon Health 2 &I ER-BRSZ TR T H.

® Tip
AN ERATLES |, XEFEFHA4EET Amazon Web Services K. MR EBE2LEH—)
kP, BRAVBINEBEFZLLEE Amazon Health #&IE R , FHBERT 7 £ 7] 2§20 8B Ik - PR SS
HNEH., BXEZELR , 555 Amazon Health Dashboard A7,

& FE Amazon Health &I ER-RSETIROR

1. S M Zhttps://health.aws.amazon.com/health/ AAZS R o

(® Note

MREBE LR XFINEHTTE Amazon Web Services TKF |, #8454 = % a1 2)Amazon Health
2 ER- A K P EEROR T,

2. ERZEZETWRAT , EBRRREOFNEHRBUEERICIRENSH., BOUEEEXEHFNAT
E8 :

- EHEHNZTEMXE, i, #4AERBE - Amazon Elastic Compute Cloud ( 35 EI4tER )
- REEWR

- EHNTEN , flUSEE R TERR

- RIEERH BT E K

- 3 Amazon Web Services RS B4 M Z &2

(® Note
BA RS X UTC EFEMH. AXEZFEER , BEANKXRE,

3. (W) EEMHEY , %R RSS LUTHIZEHH RSS R, BREREPRWEIBXIISERSH
& %1 Amazon Web Services X1,



https://health.aws.amazon.com/health/status
https://docs.amazonaws.cn/health/latest/ug/getting-started-health-dashboard.html#update-time-zone

Amazon Health AriEE

4. EERFZFALIER , LEERSHFIEFREK. KRERTEE 12 MABFTE Amazon Web
Services fRSS FRTER -

® Tip
BRI LA BRS:. Amazon Web Services X5, 1 B 1Tk .

5. EHTHNBSEHZL , EERSHER
(®
LEERXRZEHNESEFER.

6. (M) EUFELEEHIRNERNERTRER , FERSHIREE, EPEHIPNEREH,
B ERENNERFEEERZBESHNESE R,

Service history List of services

The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.

Q. Add filter

@ Note

WRIERE 2023 F 9 A2 BN EAAREN | BRER KA URL RIERE M XL
Amazon Health B4Fg8E#E, EEFENLERE  L2SMIFEHZBSHNEHIIRNE,

7. (A& ) EF RSSIR, BATEH RSS R, &BfFUE$EE Amazon Web Services XY B XL E
BRSSHY AN,

8. (Fk) BALZRIAMFNXE UTC EESEH. BXESER , BEH HXKRE,

9. (W) MREBE—AKF , FRBITAKFESTRIUEESR, BRE , BUUEEEETEK
FHEH, BXEZEEL , 5 Amazon Health Dashboard A7,
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Amazon HealthE it XM £ s A= 4

TR RIAV £ s B HIEH Amazon Health.

£

- HARBUHNNEGEAREH ?

- HWFEHNNEREHREHBAN , FEREHAK?
- BEFEHIBENERRERE

- FRIBHNNEGREARES

TARBIT XN EwERES 2

Amazon Health B3A T e N ARRFTHAMNEEZEE N, £ Amazon 7 EREERH |, Amazon X
BEEFEIEENERNEEE4NEMIERAREETELZS, ER , REFREEF A XETEH
T, AR ENRARFZEEM, Amazon Health 2RI NEEE R HBEH |, 0 :

o FFRBHE LT F-BLERH Amazon Web Services BRSS BTHFRRA. MRFFREXL LTSRS
FRAHZHF , W< Amazon BAIEA N EEXBERHTHA LI BEN NARFERZE.
« Amazon RDS for MySQL 5| ZhRAL 1E i
« Amazon EKS Kubernetes B4 1E X i
- &I AmazonBEHRNWER , ATEEEEXEITH.
« Amazon RDS if F 5l & #LA9IE 5 I 5
« Amazon C WorkDocs ompanion BlfSE|8f |, FEB A H,

(® Note
FIERA LR AR B AENRF Amazon Health 467 it X &£ s B S 43 TR S

o AR FHFENIH M TEHIE . NMEWRIELZE Amazon Health EHNEGER , B2 EMHER
EHEEBEXMMRSHN S EIGRES Amazon Health E4M%E, L ARN BRXIEEZHINER
(WMREA) . MREZEMEREFERFXEITE , MELPENDING ( #4012 ) "RANH, WEZ
R AT A ERESRIREMIER , MPRSEFH H“RESOLVED ( EfFR ) "

FARBITHNESBREMH? 20


https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/MySQL.Concepts.VersionMgmt.html
https://docs.amazonaws.cn/eks/latest/userguide/kubernetes-versions.html#kubernetes-release-calendar
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL-certificate-rotation.html
https://docs.amazonaws.cn/workdocs/latest/userguide/eol-faq.html
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® Note
- FTERRTRBRSESH , ERDHER TER KL 72 /Mt

« ETRBEITEFRVPNMERT , BREFTLATHFLE R ERRRS , -7 EBEM
RS

« Amazon GovCloud (US) # 9 B X X #F & IR E#.

SRR etnERBASRESHEANN , FeREMFA?

TtRIE BHESHH Amazon Health #4856 af # B SV EARA 7 MR K £ £ B H (L H R ERIR/ERY
FTERAER

RKERF : ETFHRHNER

EHRHAI . Amazon_{SERVICE}_PLANNED_LIFECYCLE_EVENT

EHFFREE  EH4FHRNERENERIIERFMA KRB H,

SEBNLERETE : BHLERNERIEFRE Amazon BIRTRERM B, FIEE , ATFEREES R
Bl R BEAANERARFEEE,

(® Note
AATUHFN MV ESEARESHEZRENSH ARN , EHEXESE  HhE8EZ N
BB, B , ARNs lNRALHKEZ I Amazon Web Services K HER |, i1
RBZN,

RETHITRNGWEGAREH : MBARE , TXFNESTEHEHN RSB ZL R versions/

changes and 90 days for minor versions/changes 180 X,

A RBCEEMSCERN TR - NEKREEHZE Amazon Health S AR EAY | B2 E M ERE
NEEBESMMRSHN Z 23565 Amazon Health E4MXEB. SL ARN BRIEEZEMER (1
REA). MRZTZWMRFFEZRZF/EXEITS , MELPENDING ( FAE ) "RAE5IH, MREZ00E
BHRATHERES T REMBER , MRSEH F“RESOLVED ( EFR ) "

HWF BN LG EARBHENN | FaREMFL? 21


https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
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® Note

+ Amazon Health BAIS R AT g1 it — ER A Bl A BVIRASE#T , 1B Amazon GovCloud (US) #l /R
B it X BR 5o

- REPEHRITRBFRSEHN , EROBER TEEATREKIE 72 Mt

Open and recent issues Scheduled changes Other notifications Event log

Scheduled changes Calendar

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

Q  Add filter 1
Event v Status Region / Zone Info Start time v Endtime Vv Affected resources Vv

(o] EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8 9 pending

O DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8 1 pending

O DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8 10 pending

O EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8
EKS planned lifecycle event & X
Resource data is typically refreshed every . 0 Resolved 0%
24 hours. No actions required

Affected resources in account 745485236264 (5)

Q. Add filter 1
Resource ID / ARN v Resource status Last update time
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-devs @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51 @ Pending 15 days ago
arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor @ Pending 15 days ago

BHITHSEHAE

1. MRER , RS AL ESHIT A B HEHNERE XS RS ERRE E K.
2. MREBEXFLIEBRZABRTARBERIR , MIEH Amazon Health & FE R NIRASClosed.

. MREBEENAHZEMBERBRAKRLERRE , NSESFE Amazon Health SEBNFF AT 4E R B H#A
(ABRBERNAE ) B 4 FRFF M. EIRBEIZE , % Amazon Health EH4F 811 BR.

HWF BN LG EARBHENN | FaREMFL? 22



Amazon Health RFiERE
BYRERAERAEERERED

L2 MNEMARE S HEHEE Amazon BEE. WHIBEXATREFMBZINRSHBEIREEFHRER
H, XZRN Amazon #E. EEMNEHMNENRERSENELLEIRS ST RENYELENA
fro RTHREHANZSEABABREN  FERFEATEBRFRERS ( SREHRNREHT ) MEAM
HXNMARFRMEF Amazon, AXEZER , TERREREER,

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER
WORKLOAD ARCHITECTURE
RESPONSIBILITY FOR

RESILIENCE ‘IN’ THE CHANGE MANAGEMENT AND OBSERVABILITY AND FAILURE
CLOUD OPERATIONAL RESILIENCE MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

iR Bt RIN £ E B4
302 R RSB A T LA P S RO 47 15 R

» A 5% EventBridge

« f#/A Amazon Health 2 HIE 4R
- HEAH
- ZERNRRUE

 {£/A Amazon Health API

BYRAHEEXERIRERE 23


https://docs.amazonaws.cn/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html
https://docs.amazonaws.cn/health/latest/ug/cloudwatch-events-health.html
https://docs.amazonaws.cn/health/latest/ug/getting-started-health-dashboard.html
https://docs.amazonaws.cn/health/latest/ug/getting-started-health-dashboard.html#calendar-view
https://docs.amazonaws.cn/health/latest/ug/getting-started-health-dashboard.html#affected-resouces-view
https://docs.amazonaws.cn/health/latest/ug/health-api.html

Amazon Health AriEE

£ Amazon Health APl Amazon Health SE#h RS ERK

Amazon Health  —31 RESTful Web kS5 , A HTTPS fEA &% , A JSON fEEREF I
KR, BHNARFABATUERB Amazon Health APl X% %R, EEEZER REST API & |, &
MFRELENRIE R B EREZ URKBIEENIER, BHX Amazon Health BEFSHNEZ(E
B , 25 Amazon Health APl &%,

® Note

EEH Amazon Health API , &40 #AE™E, &l A Amel Z/Fit&. Amazon Web
Services X IFMRBEFEREAREL, £l AOHIFEE1TXIE Amazon K F A Amazon
Health APl , Ml & W E|SubscriptionRequiredExceptiontsiRid B,

A LAGEF Amazon SDKs R4 Amazon Health REST API A , X AT UELNARFETF XK. &
A LUEEER Amazon i, KEFELNELESHRIEMFRES,

Amazon Health B fEF 1R H T —4 Amazon Health #£#IE 4R Amazon Web Services Management
Console , TATEENEREHNZEMAIEM, EHSH Amazon Health Dashboard A7,

FH

« ¥ Amazon Health APl &R#17E &

» 71 Amazon Health APl IEREFR LT R

« ET  URES AR RRIE XM Amazon Health EHEIE
« ¥ . fEF Amazon Health API 1 Java =4l

¥ Amazon Health API iER#1TZ R

L& EH Amazon SDKs 2 Amazon Command Line Interface (Amazon CLI) 8% &K &t Amazon |,
XETELHYFEAEGERETIEMEENHRBHANEZIEETR, flW , MREE EAT Java iy
Amazon SDK 2B S AT AMKET RETRPER , ILEEHSZRBER,

NEVERAREVR

BX MR Amazon Health APl 5—E2ERKNEZ RE| EAT Java #9 Amazon SDK , iE5 5t =41
K,

X Amazon Health APl ER#TER 24


https://docs.amazonaws.cn/health/latest/APIReference/
https://www.amazonaws.cn/premiumsupport/
https://www.amazonaws.cn/premiumsupport/

Amazon Health AriEE

MR HIERE |, RABINEWELREMSE A Amazon B IEB#HITEM 5B Amazon Health, &8
LUERA IAM APREIL, BXEZER , T5H IAM AP EEHRHSIE Amazon KRB P b 812
o

WMRIEFFEH Amazon SDKs 5 Amazon CLI , N4 B LB ER, BITEWEFER Amazon 8
A& 4, BXEZER , HSEPHNZE Amazon API iERAmazon Web Services — g5,

3 Amazon Health APl F3R &R LiHT =

Amazon Health AP| EfEZXENARFEMSXENARFEY , HEEEXS-HILEPEFH N
Xigiim R 77T XFE3-#zh DNS HfEH#,E , Amazon Health £t 7 — /N Rim R, BUUELE
Kig TR LIT DNS & , UBEFEHLiET SAMMENHNEE Amazon X8, XA AHBBMEER
RBPFEABMNER , EET MNP IREEFHE S Amazon Health,

YO ELRLIHT R A HIERE | XTUEELXN BIRXIFLiHT 28 Amazon HRIFIE , FABHKX
BRELR, BN , FNEHRIEMESEXM, BXEZEL |, 55 X Amazon Health AP| & 3R #
TZ5,

FF IPVXBRIERAIFER , RMNBUELBLIHT S EHIT DNS ERUBEL TIENIRESNER |
Amazon Web Services X1 ARFIRAAIZXE IPv6 XEFHMLLIHT Ko

TRIETERINEE.
iR LA X1 28T T =) s
SEDh cn-northwest-1 health.cn-northwes HTTPS
t-1.amazonaws.com.
cn
Passive cn-north-1 health.cn-north-1. HTTPS
amazonaws.com.cn
Global cn-northwest-1 global.health.amaw HTTPS
s.com.cn
(® Note
WRHEEX
8

A Amazon Health API| & 3RiE B LK ixT R 25


https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.amazonaws.cn/general/latest/gr/signing_aws_api_requests.html

Amazon Health AriEE

EREABRTRARANEILAET A , BESHALHT A CNAME £#1T DNS &% , RAEMNEMN R
FHFRE Amazon XiF,

Example : £ Bim R L& DNS

LU #5551 global.health.amazonaws.com.cn %R E52 B DNS &, RfF , iz S&E cn-
northwest-1 Xigim o b4 H & IR & B 1% 6 F BN s S Amazon Health,

dig global.health.amazonaws.com.cn | grep CNAME
global.health.amazonaws.com.cn. 1@ IN CNAME health.cn-northwest-1.amazonaws.com.cn

® Tip
F Zhim S MR 3h i [ &R B Amazon Health #i#E. B2 , & ¥ Amazon Health 23R sENE
FimRIRE. REHEI RSN BEERAREET RS \ﬁé?‘—ir B, RINBUESEETIHRAKER
LRt EFH B E TERE

BR DURESAKRERIGELE XK Amazon Health E4EE

FELUTHRBRGIF , Amazon Health /85X 2 BRL i1 SAY DNS EHREER R XFLHT R
MEAXHE, Amazon Health ERLEERFZHKII ERNEHHTERE. MREFHKIRERWL , €
WMIFEHE 3 THER.

hY

T

/

: E Java R ZEHIE+ XK Amazon Health E43IE
. 8 Python 8 R&IEt XH Amazon Health E4E

-~ —
* JAN
.
BN

~ : £ Java R ERHIE+ X Amazon Health E45IE
FTRFM
BB IMEIR Gradle,
E#H Java =4l

1. M T #Amazon Health & A A #4017 2UE T GitHub,
SMESERME high-availability-endpoint/java B 3o

A

D R A AR RBIE £ ROEHBIE 26

Sei
3


https://docs.gradle.org/current/userguide/installation.html
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint

Amazon Health AriEE

3. EMHITEOYF , MAMUTHT

gradle build

4. WALTHSRIBESLRH Amazon EHE,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

5. WANUT@S , BUEITET.
gradle run

Example : Amazon Health 4% H

ZABRAIRE & Amazon K F F&IE-E XA TR Amazon Health B4, EULT RIS | f#id
‘@¥E Amazon Config BR%S Amazon Health B4,

> Task :run
[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcde4dba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

Amazon Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

SER A Java RERBIE L XK Amazon Health E45IE 27
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A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that Amazon Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, Amazon Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ='AWS::EC2::Instance'
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing Amazon Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?

Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection

2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable

3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface
5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,

AWS::EC2: :NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2: :NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection
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Alternate mechanism to retrieve this relationship information:

The SelectResourceConfig API accepts a SQL SELECT command, performs the
corresponding search, and returns resource configurations matching the properties.
You can use this API to retrieve the same relationship information.

For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ='AWS::EC2::Instance'
AND
relationships.resourceld = 'vpc-1234abc’

If you have any questions regarding this deprecation plan, please contact Amazon
Web Services ## [1]. Additional sample queries to retrieve the relationship
information for the resources listed above is provided in [2].

[1] https://aws.amazon.com/support

[2] https://docs.aws.amazon.com/config/latest/developerguide/
examplerelationshipqueries.html),

EventMetadata={})

Java &R

- BXEZEE , E5H EMAT Java B9 Amazon SDK APl 3% HealthClients #9330 MR,
- BXIERFTAT DNS ERNENESER , B2 HPH dns java. GitHub

&N A Python B EHIL XK Amazon Health EHEIE

FRFAM

B RIMESE Python 3,

EH Python R4l

M T8 Amazon Health & Al A 440w T L08R GitHub.
EMEERME high-availability-endpoint/python B,
EHTSTEAF , HANTHS,
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https://repo1.maven.org/maven2/software/amazon/awssdk/health/2.14.2/
https://github.com/dnsjava/dnsjava
https://www.python.org/downloads/
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pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

(® Note

X F Python 3.3 RESMRA , BAILEARNE venv ERKRVZBELIME  MEFRE
virtualenv, BXEZEE , S H Python Mih LK venv - SIEERIRIE,

python3 -m venv v-aws-health-env

4. BWALT@®S , BUBUEEIRIRER,
source v-aws-health-env/bin/activate

5. BITHATHT , ARREBI,

pip install -r requirements.txt

6. MAUTHRRIEELN Amazon FiE,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

7. WANUTE@S , UETETR.
python3 main.py

Example : Amazon Health 4% H

ZARBRANBREE Amazon kP FE&IE-E XA BIEHE Amazon Health B4, AT HIRE
Amazon £ EH Amazon Health BHE4,

INFO:botocore.credentials:Found credentials in environment variables.
INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Q@e35e47e-2247-47c4-
a9a5-876544042721",
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'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open', 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all Amazon Federal Information Processing Standard
(FIPS) endpoints across all Amazon regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to Amazon FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now
and March 31, 2021 Amazon will remove TLS 1.0 and TLS 1.1 support from each FIPS
endpoint where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all Amazon FIPS endpoints, even
if there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the Amazon Security Blog, with a ‘TLS’
tag [1]. If you need further guidance or assistance, please contact Amazon Web
Services ## [2] or your Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use

your access logs to view the TLS connection information for these services, and
identify client

connections that are not at TLS 1.2. If you are using the Amazon Developer Tools on
your clients,

you can find information on how to properly configure your client’s TLS versions by
visiting Tools to Build on Amazon [7] or our associated Amazon Security Blog has a
link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?

\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network

[6].\n\nWhat are Amazon FIPS endpoints? \nAll Amazon services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
Amazon services also offer FIPS 140-2 endpoints [9] for customers that require use
of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/

security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]

https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
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access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}

8. LBEME , BRWANUTGSRERBEU,

deactivate

Python %R

« HX Health. Client WEZEER , 2 &EA T Python BAmazon SDK (Boto3) APl &%,
- BXRIERPAT DNS EXNENESZEES , HSH dnspython TEIH EWHREKIE. GitHub

12 . 8 Amazon Health APl fl Java ;=451
LA Java KB ROIE R NMA#EA 1L Amazon Health & P i AR N EE <B4 MSEWE R,
B IR EUE

EEEMHERT LS Amazon Health API &S, BRI LAEH 51Z Amazon K P XBXRYE IAM B F
K2R,

B H B —PNAWSCredentialsSEH :

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException(

"Cannot load the credentials from the credential profiles file. "

+ "Please make sure that your credentials file is at the correct "

+ "location (/home/username/.aws/credentials), and is in valid format.", e);

$ 2 - ¥1141t Amazon Health APl & i

B E— S HNABILEIE KK Amazon Health FF i -
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import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient = new AWSHealthClient(credentials);

1% 3 . {FH Amazon Health API I&EFRIEHE R

DescribeEvents

import
import
import
import

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services
services
services
services

DescribeEventsRequest request

EventFilter filter =

.health.
.health.
.health.
.health.

model.DescribeEventsRequest;
model.DescribeEventsResult;
model.Event;
model.EventFilter;

= new DescribeEventsRequest();

new EventFilter();

// Filter on any field from the supported Amazon Health EventFilter model.

// Here is an example for Region cn-northwest-1 events from the EC2 service.

filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("cn-northwest-1"));

request.setFilter(filter);

DescribeEventsResult response
List<Event> resultEvents = response.getEvents();

Event currentEvent =

for (Event event

null;

= awsHealthClient.describeEvents(request);

resultEvents) {

// Display result event data; here is a subset.

System.
System.
System.
System.
System.
System.

out.println(event
out.println(event
out.println(event
out.println(event
out.println(event
out.println(event

DescribeEventAggregates

import
import
import
import

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services
services
services
services

.health.
.health.
.health.
.health.

.getArn());
.getService());
.getRegion());
.getAvailabilityZone());
.getStartTime());
.getEndTime());

model .DescribeEventAggregatesRequest;
model.DescribeEventAggregatesResult;
model.EventAggregate;
model.EventFilter;
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DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();

// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed

EventFilter filter = new EventFilter();
filter.setRegions(singleton("cn-northwest-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;

DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonlList("arn:aws:health:cn-
northwest-1::event/service/eventTypeCode/eventId"));
describeEventDetailsRequest.setlLocale("en-US");

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
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System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getlLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:cn-
northwest-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());
System.out.println(affectedEntity.getAwsAccountId());
System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:cn-
northwest-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);
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for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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PIBVEPIE B X+, RPIRBEXHIEZAE , FAVHE EC2 K6 LEITHEFREBIBMIES. A
XEZER , F2H IAM B EEPHER IAM A8 EE A mazon EC2 K4 EEITHNAEFER
TR

£ F SR E IR 17 )

& T LA Amazon &3 6 2 5K H R E K inE| Amazon F0 s & RRIZEIFHFRINE, FHEHH
B— MR Amazon |, ¥ 5EHRREREREKEN , EAENENR, Amazon EZEA ( AF. root B
FRABALE ) RHBERMITAXLERRE, KEFHNRBERATERIELER, KSHBREA
JSON X#4#9 Amazon FERFEEP ., Bx JSON KREXHNLEMNNENESZEE , H2H IAM B
PR A JSON FEEHE

EIE R W LAEM Amazon JSON REEREEERNARMT L. BRRY , WA EMAATLN T LATIRK
1THRE | UREMALAFHTNIT.

RABRT , AFPNARRANR, ERTFAPNMERFENTRENKR , IAM EER T 02
IAM KR, EERABETUAEAENMIAM K , BRAIURABE,

IAM K BEE IRERNIR , X FEEABRGEZNTRE. 0, RREFE—NAF iam: GetRole
BRENKKE, HEIZERENAF T UM Amazon Web Services Management Console Amazon CLI,
= Amazon AP| SRELA&E &,

ET 508K

ETHOHNRBETMMNESE (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRE
EHAFNASAEMAMES T BLERFRITHLRE, BETHRNTEZETSHNRE , 5K
(AM RF$ER) FMVEAE - EERBE L EE YL IAM IR,

ETSONRBEAUE —SHXNARKRERIIEEN R, NBREBREZRALENAF, 4B8EF,
FERRIM AR , B LUHHMMEIRHNSNAF, BHFNAE Amazon Web Services K
REXRKIE Amazon EFEXBNEFRERE., E7THROMAETEERKENANERRE 2 BHITIER ,

BEZHE (IAM AFEmR) PREREERBSANRER 2 EHTEE,

BT HRMN R

ETRIFHRE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 MK, EXFETHRNKRBIRS T , REFEER JMERENREHXSE
BROTE X FEEPHMNREENRIR , RKEEESUSE EE T X ZFRHATBEREARETAL
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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FHETHIT. BLAEETRENRBEFIEEEH. ZERATUNEEKS, AP, A, REAFR

Amazon Web Services BE%

ETRFHNRERNM T ZRSFHRNEKRE, ETREETRRNRBERER IAM FH Amazon £E
Ko

Amazon Health ZEETRENZHGF. BRI LUIEER P A LAEE M Amazon Health B4, flan |, &)
LA — MY A IAM AP E RBP4 E Amazon EC2 B4 X B Amazon Health Dashboard.

EXESEL  BSH AR,
5 (8] 432 &1 1 5=

REFIFIR (ACLs) 2HMERFEA (K/FKRA, AFRAR ) ANBRER, ACLs SETHIRM
REERL , RECAEEA JSON REE KN,

Amazon S3 #l Amazon VPC 2 XM RS ~4¥| ACLs. Amazon WAFE T#EZ{EE ACLs , 55
7 S fE R FM RS A EIERE) PR ERES 5IR (ACL) Bk,

Amazon Health %% ACLs.,
HibzRrgeH

Amazon X#EFHMAAERNARERE, XERBRBETLIREERE AN RERE QSR THZRAR
PR o

« NRBA : NEBRAR—NESREFAE, ATREET AR ATLLRN IAM E4 (1AM AR A
) BRFHHERANR, BAAZFRENRLR, XEERNREXEET HHRERENRLR
MRE, £ Principal PFEEAFIAGHNETRENERTIZINRLARS, F—TRBEFHE
NIELFBBEAT. BEXNRLANESZEFER , FSRIAM AFERHPH IAM SEEERBRD R,

- IRFIREIZKE (SCPs)- SCPs RIEEHLAHAL L (OU) R AMNRA JSON KEE Amazon
Organizations, Amazon Organizations £ —I 8 T X &# . #4589 % Amazon Web Services ik
FU#ToOEAMERERNRS. NREBERAALAPWFIEINAE , N LUFIRSEHIKEE (SCPs)
B FENE AT AT . SCP R A M. RIS (BIESA Amazon Web Services ik~ 1R
AP ) BIFR. BX Organization SCPs s fINEZE R , 51 (Amazon Organizations A
FiEm) PRRSZEHIER,

. BWRILEIZKEE (RCPs) — RCPs 2 JSON XBg | @A LU T RREMKF R RINZ KA AR ,
MEEEFHMBEIMENENERN IAM K&, RCP REIRAMKF RERNNR , HAEZBE
B (BREEH ) WEBIR Amazon Web Services IKF IR , TIEXEEHRRERE TENALE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/acl-overview.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
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A< Organizations FIE Z{E 8 RCPs , 2 Amazon Web Services fRS % #FH 5|k RCPs |, &
Z# (Amazon Organizations A F1EME) FREIRZEH K (RCPs).

- 2FERE  RERREIALUREARANACIKEAF RGN K ENENSBEZNSRER,
ZRCFENRREAFPFSACHET SN RENXERBAIRE, NREAIURBETRERENE
B, F—IEBINENELFEEZAT. BXESZER , 28 IAM AFEEFHN2ERRK,

S REERE

HAZNRBEMNRBEEA T —MEREN , ERNNREMERNEIER, BT HREL RS HREREN
24T Amazon BEREB A IER , HSH IAM AP ER PR RETEEE,

#4a] Amazon Health 5 IAM Bt & # H

EEA IAM B3R5 B R 2 8] Amazon Health , & R51% 7 SAWLE o] FHRY IAM ZhEE Amazon Health,
E2MH 7 BT Amazon Health M1 Ef Amazon [R5 IAM BLEER , H2H IAM AFEREHRNES
IAM B2 & 5 I Amazon BRSS

£l

« Amazon Health T &3 HI KR
« Amazon Health E T & RHI KR
« ETF Amazon Health $3Z K X
 Amazon Health IAM &£

Amazon Health EF & 1 1) KB

/A IAM ET SRR B UEEATSELNRENTIR , UREEEMFAZKH T RFHIEL
B®’1F, Amazon Health XIFHFERE, RRMEMHR, BT HE JSON KEHPEANMBERLE , F5
i <IAM AF#Em) FH IAM JSON EBTESE,

B’

EIE R W LAEM Amazon JSON REEREEERNIAFEMT L, BRRY , WA EMAAIL T ABTIRK
1TRE , UREMALAFZHTHT,

JSON REEMY Action TEBRTT A FERE P A FRIEL G RIVIRE, REREERESKEKN
Amazon API ##ERIH ., B —EHIER , Hla& B IRE API REMNXRINIR B, EE —LBRESE
EEFRBEBPRMITSMRE, XEMMRERRBRIREE,
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
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R L EREUR FHATRERENRR,

FERITH R IRVETEIR/ER Amazon Health EAU T HI&:health:. il , ERLFE
ADescribeEventDetailsi@id API RIEEEEXREECEHNFAGSENNIR , BREEEXRKFPIE
Zheath:DescribeEventDetailsi®fE.

KREFBHAMEBEActionTNotActiontE, Amazon Health EX T EBCH —HIRE , XLLigE
IR T BRI AE R RS HITHES,

BEEEMEYPEEST BE  FERAESHENRT , TR,

"Action": [
"health:actionl",
"health:action2"

BB ERABRS () BESMRE. Sl , BIRELERE Describe FFAMWAARE , HEEUT
BR1E,

"Action": "health:Describe*"

E&EF Amazon Health 84E%5% , B2 IAM AP $8™ Amazon Healthd B E SR 1E,
IR

EE A LA Amazon JSON KEESRIEEHE ARG RIMT L, BRI , BANEMRTT LN L RRR
TigE | UREAALARBETHIT,

Resource JSON KB TEZREEQMHENAREN —IPHZ IR, BIHXHEBE Resource H
NotResource T, ENRZEXE , EFEHHE Amazon BEE# (ARN ) EARR. N TFIXEFHE
RREEE (MABRRER ) BIRE |, BT LUITILRE,

N TFAFRRENRAORE (NS HRE ) |, BEABERS (¥ ) ENEANATHRRERKF,

"Resource": "*"

Amazon Health 4K T Amazon BIRB# (ARN),.

arn:${Partition}:health:*::event/service/event-type-code/event-ID
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https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
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Bl , EEIEAPRIEE EC2_INSTANCE_RETIREMENT _SCHEDULED _ABC123-DEF456 B4 , E{EH
LA ARN,

"Resource": "arn:aws:health:*::event/EC2/EC2_INSTANCE_RETIREMENT_SCHEDULED/
EC2_INSTANCE_RETIREMENT_SCHEDULED_ABC123-DEF456"

ENLLBHIEE EC2 BTHEKF HFTE Amazon Health B4 , HEABES (*).

"Resource": "arn:aws:health:*::event/EC2/*/*"

AXRBERAWEZE R ARNs |, HS 1 Amazon FIREAF (ARNs) A Amazon AR @& ZEiH,

R Amazon Health BIETEN B ERRNIT. EXEBRT , BAMERBEHRRF ().

"Resource": "*"

Amazon Health AP| I2ERTREF R SN AR, B0 | iZDescribeEventsi#EIREI B XF BIEERESR M
NEHNER, XEKE IAM AR XMEEEFEHEHFHNR,

EXEEMEYPFEESNEIR , 15 ARNs AES 2R,

"Resource": [
"resourcel",
"resource2"

Amazon Health (R X FEITRREBHHERRRNPR , B{XZFDescribeAffectedEntitiesHl
DescribeEventDetailsAPI #4E, BXEZELR |, FSR ET R RMETIRENZHF,

E&EFE Amazon Health ®REE K H%|ER ARNs , i55 % IAM A F 38R Amazon HealthA BV EHE L #Y
TR BY BRIETAEMLREFIEESTNERMN ARN |, 5SS Amazon HealthiE X Y 1E,

SR

I R A LAER Amazon JSON SREEREEWARBRMT L, HFRY , BN EET AR IFER
1THRE | UREFLAFHTNIT.

f£ Condition Jt¥& ( = Condition k) A , AT EBAERNEM. Condition TEETE
V. BALIOIRERAZRGZER (W, FFHNT ) BEHRER , UERBPHAREEBERPHE
MTE,
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https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEvents.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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MREE—MEAPEES A Condition & , HEEN Condition TEPEESME , N
Amazon 2% AND EEIFMEEAN]. MRENBENFAREESME , NERAZBBORZEXK
Amazon 1P %M, ERTEATRRR 28I LHUH BB RIS

EEESRGN , St aUER SVETE, flin, REEFEH IAM BFEHRIE IAM Bt , 8 8ER
HRFIHEBRREANE, BEXEZEE , SR (AM AFERE) BH IAM R TE - TENHRZ,

Amazon X B2 BEFHFZHANBETRESNZEZH. EEEME Amazon £RFHE , 5SH IAM
AFiERmPNAMazon £ B&H4 T 34R,

Amazon Health EX BEHRHRE K AXBEA—E2REXHHE. EEEMEA Amazon £R&H
B  ESE IAM AFEETFMAmazon £ F54 £ T X4,

DescribeAffectedEntities ¥ DescribeEventDetailsAPI #{#E
¥fhealth:eventTypeCodeMhealth:servicefH&,

E&EE Amazon Health &4#%I%K |, 555 IAM AF 88 Amazon Healthh & 4% 4F, BT &
DERKHERNRENRR , 5 IE/EENE Amazon Health,

=~

E&EE Amazon Health ETF SRR RS , 550, Amazon Health EF 5131 K B R~ 41

Amazon Health T &R KB

HETHROEKER JSON KBRS , ATHEEZIEATUEBLERHE T Amazon Health %R 1T
2 4E, Amazon Health TN ZTRAEHNETARNNBERE, ETERNEBATEET
RECEHMAKFZRFEANR, Bt ERETFEROKEER ALY Amazon IR 17 RIEH Amazon

Health %'#Fo

ESABK/ER , SR LHEANKSSHEMKS P IAM KXEEENE T RFHNRBEHHETLA,
HEKSEERANIFETRRNREAREUCEXRRIEN —¥ME, YERANBRRLT RN
Amazon MK REY | EEBAEEFXARBR T IHRBFRHNR, BIFET 5089 KBS IR SS4ELL
BFNR, B2, MRETHEFENRBAR - NMKSFPNEERTHRRR , WRFEZFTNNET S5
HRE, BXESEERE , B30 (AM AFER) #1 IAM BE5E T RENEBEATE.

Amazon Health X X 1F4t %I DescribeAffectedEntitiesf DescribeEventDetailsAP| i /ERE T &R K
B, RO LAEREHISEXLERE , LENMEZTIEAZE (KF, AP, AGNEBKESAF ) U
Amazon Health E&HITi8%E,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_variables.html
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https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
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=~

EEFE Amazon Health ETRFEHNREHN R , BSHETRREMNETRENSZH,

E T Amazon Health #rZ 1% X

Amazon Health N X#FAR12 IR E T AR5 6 U5 R AR
Amazon Health IAM B &

| AM £ & R &K Amazon K BB ER PRI K,
M@ eHiE 5 Amazon Health

A LAER IR ZIERFTHRESEHARIEES , 2K IAM B39 REKF AR, EnLUEN
FAssumeRole= Z F B Amazon STS AP ##/ERIREUIE Bt 22 2 iF F5 GetFederationToken,

Amazon Health X & IGHEP,
REHExAE

AR5 HX A B RV Amazon BRS5 T R H AR S PRV R REBTERIERE. BSHEXABETRE IAM
WKEd HFZBREAE, IAM EERAIUEEETERBRSAXABHR,

Amazon Health T ERFHEXNHABHITER. Amazon OrganizationsfRF <A

B &N AWSServiceRoleForHealth_Organizations., ZA &M IR Health_
OrganizationsServiceRolePolicy Amazon ¥t &E K #. Amazon & KB Amazon Health 2 iF MR
Ry E M Amazon K iF R ES4,

& 7] LA A iZEnableHealthServiceAccessForOrganizationi@ EEIK P F R BIRESHEX AR, B2 , W
REXF I INEE | M H4M S ZDisableHealthServiceAccessForOrganizationi®4E. fAJg , BRI LB
& 1AM #41&. IAM API 5 Amazon Command Line Interface (Amazon CLI) HiikiZA®, BEXEZ
ER ,HZH (IAM BAFER) PHEARSHEXAE,

BXEZEER , BS5H BKSER4S Amazon Health =4,

BEAE

BHREATRSAREEBERSAC. LAGATRSHREMRS FHRRUNRETHEE. KBS
ABETRE IAMKSF , FRZKSRE. XEWRE , AMEERAATUERZAGHNRER, ER , X
B F] RE 2 P T AR S5 RY Zh BB
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_GetFederationToken.html
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https://console.amazonaws.cn/iam/home?#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy
https://docs.amazonaws.cn/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
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Amazon Health T RS A,

Amazon Health &£F & %K K& R4l

RINERT , IAM AP A6 &E R EHIEHR Amazon Health BIRHIRR, i1t TEEH Amazon
Web Services Management Console Amazon CLI, % Amazon APl #1175, |IAM B & X EI2
IAM Kig , UMENAFPNAERFRNRANMENEERRINITIHREN AP B1E, A5, EEAMLM
I L6 SR BE M N2 EIX LEAXPRAY IAM A=A

BT RMAERX LR JSON KEE 62 IAM ET S HONEK , 5K (AM BFERE) 91 &
JSON JET+ L 632 KK

F&

- REHEXEK

£ Amazon Health 2% &

- AAFEFEMI]B SRR

- 1418 Amazon Health Dashboard #1 Amazon Health API
- ETRENMETRENZMS

REERIEREK

ETFBEONEBRAETEARESALUELENIKF PAIZE, HRISMER Amazon Health &R, XLEB4E
A[AES ff Amazon Web Services l P = E B AR, SIZSRREET S MRIEN | HEBUTIERMEZE
™ e

- FaEA Amazon RERBEH ERRENRNE — EFBEAFMIEARR TR , BEART
LELAGIRTINENAmazon ETE X, SIIERMRAF A Amazon Web Services Ik,
MBI BEN E X BB Amazon BEFREREK#H —DRINR. BXEZER , FS
7 <IAM AF#EmE) F 8 Amazon FEE X KR TEIRBEN Amazon FEE XK,

- NMARENR : E£EH IAM REERENRE | BEBEFRITESFHENNR, Atk , BALUE XL
ERERGTUIUNBERBFRRITHRE , SR NRENRIEFTT, EXEH IAM BMANRHNESE
B, BZHE (IAM AFErE) R IAM F YR B FIER

« fEF IAM FKRE PR3 — SRS E AR ¢ 4807 LA 5K EOR IS4 SR BR #IX R R R R i E)
Bl |, B LURE R RIEESAMER SSL EEFIEER, NERSBRERBIBENSNE
A8, WA LAE A R AR R T 51 RSS2 R U7 R BR Amazon Web Services BR%S , #1420 Amazon
CloudFormation. BXxEZEE , HZ@ (IAM AR £/ IAM JSON FEITE | &4,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
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- £/ IAM Access Analyzer BiEZH IAM KB | IR RN LR IhBEM — IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKRERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBE EM AIRENEI , SHBBEFIELZ S BINREMRN
Keg, BXEZEER , BZH (AM AFiEm) PRIEA IAM Access Analyzer ¥ R B,

- EEZESHRIE (MFA)-Z0R Amazon Web Services PRI REE IAM AAFRSRAF |, BB
A MFA MRS LR &, EEERMA AP RERNERE MFA |, B MFA RARIEIEHREEH. BX
BZEE , BZH (AM BFiEm) RHEA MFA RF APIIAEIE,

BX IAM FREXENESELR , HZH IAM AP ERETH IAM PR Z £ HESKR.

£ Amazon Health 24| &

E 58 Amazon Health #&14 |, BX4HE —HRENR, XLENBRLAMATFEIENEFEERE
Amazon K7 # Amazon Health BRIVFMAEE., RGN ENETE O RELLAIENKRENRE
=i MFEERNEFIZRBASEE (IAM ARSRAR ) EEETREA,

PR IX LSRR ] LAE A Amazon Health #4114 | EBAT LKA T Amazon & %K
B& , AWSHealthFullAccess.

AWSHealthFullAccess FBRFXEN U THRNERNWTLIHHENR :

9 Amazon Health AR FABEKS EAHNEA Amazon ALAME ThEE
« Amazon Health ##|%& Amazon Health Dashboard F#Y

« Amazon Health API 2B

- EFEBXETEH Amazon HLWKFHER

- EEEBEKFWALR LN (OV)

Example : AWSHealthFullAccess

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://console.amazonaws.cn/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
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"Resource": "*",
"Condition": {
"StringEquals": {

"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"
}
}
}
]
}
(® Note

#&3& AT LA A Health_OrganizationsServiceRolePolicy Amazon & RKEE , LAE
Amazon Health AIAEFHAAPHMIKFNEH. BEXEZER | BSR GRJEXEE€HAT

Amazon Health,

3 F1X A Amazon CLI 5 Amazon API WA F , BEERNHIREREEZEHIANER, Bk , RAWH
B 522X 1TH AP| 3R /EHE TR AV 1846,

BREZER , B5H (AM BFERE) TR AP AR,

ET 508 RA 51


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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ARFAFEEMITE SRR

ZRBINER T BRI KRS AW IAM BFRFEEMMNBIEAF SN ABRMITE R R, LR
‘BIEFEEHIA LS FE A Amazon CLI 2 Amazon AP| LURTE 5 = 58 UL IR /ERI AR .

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1)

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

b
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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Amazon Health Dashboard & FFiE Amazon Ik, i% Amazon Health API fGE A F#HAERL, &
WA Okl Support IFXIBKF . BEXREZEE , SR Amazon Web Services 2 #,
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https://www.amazonaws.cn/premiumsupport/
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BAILAGER IAM B2k ( AP, B#4EAAR ) |, RERXEXERF1HR Amazon Health
Dashboard 1 Amazon Health API B9 R,

ZIAERT , IAM B P A5 E Amazon Health Dashboard 2 Amazon Health APl, &7 LUE S
IAM KEEMEMEIENAFR, —4HAPSH—1MNACKKRFAFIHREKF Amazon Health 5 2 HIXER,
EXEZEERE  BESHEEH (AP, 4F/6) M IAM KA,

B IAM ARG , BAIUAXERFREPIMPRE, RE , I UAERAKFEENEZTEE
KB HEE Amazon Health E8., BXEZER | BSRAFPNMAEZENIKF,

(® Note

Amazon Health Dashboard E5Z&E&MNRH IAM A F 3K FfE Amazon IREHIE1TIRR
SEEERZEFRANR , XEEFEEAEIFEERRET IDs M Amazon EC2 3£l IDs, 3£ EC2
Bl 1P #hut Ml — i L £ BEH 2 KK Amazon &R

flgn , R 1AM FEENIRF 3 Amazon Health API B 15 [RIAXER , MiZREEEANAFSAR
AT BAIE Rl R R B < Amazon RS MEXRBRMAIERFE , BIEEAM IAM REER R F X6
tw2utk, Amazon Health Dashboard

o« NAMKF — BT LAME R & W DescribeEvents Ml 2 KK EDescribeEventDetails RIR R A < & K 7
Amazon Health WEH#HE R,
. (A40MK P -48 0] LUBE BB DescribeEventsForOrganization# 2 2 Ky i

YEDescribeEventDetailsForOrganization RIREVE X /& T IR A L #Itk 7~ Amazon Health BB 4H1E
=

BXT A API BENEZEER |, 1551 Amazon Health APl $%&,

BMRE
R 175 R £ PR

ABERF AR F 15 Amazon Health Dashboard F1{E{f] Describe* Amazon Health API ##4ERIHR
R, flf0 , EF KRR IAM B LA R Amazon Health Dashboard ## Amazon Web Services
Management Console # 18 A Amazon Health DescribeEvents API 1k,

Example : R 5 E] R

{
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/PoliciesOverview.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_how-users-sign-in.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEvents.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/

Amazon Health AriEE

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"health:Describe*"

]I

"Resource": "*"

]
}

4815 [R]

I BUER A BB E4E 15 1R] Amazon Health Dashboard #1 Amazon Health APl, B EREEN IAM AP T&
Amazon Health Dashboard £ Z&E%& , Amazon Web Services Management Console th 75 3% 8 B E4d]

Amazon Health API &4E,

Example : $E45178]

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Deny",

"Action": [
"health:*"

]I

"Resource": "*"

]
}

HANE

MREN S AHLAME Amazon Health , %70 52578 Amazon Health #1 Amazon Organizations
B4

IAM KHEHY Action TERAMIELU TR :

 iam:CreateServicelinkedRole

* organizations:EnableAWSServiceAccess

* organizations:DescribeAccount

54
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* organizations:DisableAWSServiceAccess
* organizations:ListAccounts
* organizations:ListDelegatedAdministrators

* organizations:ListParents

ETHEESMNMREFFENBINIR APIs , B2H IAM AFEEH K E LIE/E Amazon Health APls i@
Ao

® Note

IR AE A QB IK P A Y S IR BE15 18] Amazon Health APIs 9 Amazon Organizations,
BEXEZER , BS3H BEKSXRE Amazon Health 4,

A5 B Amazon Health A4 E

ABEFRARFERIGRALRNEINEEFTERFTE NZA Amazon Health #1 Amazon Organizations #{E
YRR

Example : S8R Amazon Health A 4241 &

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
1,
{

"Effect": "Allow",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions

Amazon Health

RAriEmE

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/health

AWSServiceRoleForHealth*"

}

$E481/5 18] Amazon Health A48 &

.amazonaws.com/

LR BR$E4E 15 /8] Amazon Organizations #4F |, {B 2N ARKF 58] Amazon Health iX L1384,

Example : #E48 1517 Amazon Health 414341 &

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"health:*"

1,

"Resource": "*"

"Effect": "Deny",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

ET 508 RA
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"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
.
{
"Effect": "Deny",
"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
.
{
"Effect": "Deny",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/
AWSServiceRoleForHealth*"
}
]
}
® Note

NREEQHBFRRNALIEFACE IAM K, N7 AIE Z R R0 Amazon Health4¥
ET RS RBEE,

ETHRRNETRFORNGF

Amazon Health X3 DescribeAffectedEntities] DescribeEventDetailsAPI 4K | AM &, &1L
FEARAETRRIMNIEENZERIEE Amazon Health APl @A, BASABLEENES,

Ak, FEFH IAM policy B Condition BIER IR E Resource tE, B LUERFZRFEZM4RE
#HEF4EE Amazon Health 4 FER#Y 15 BIHER,

E R BIETE Amazon Health E48F , aAJAEA LT FE :

+ eventTypeCode

e service
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https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String

Amazon Health AriEE

® %X
» DescribeAffectedEntitiesFl DescribeEventDetailsAPI B{EX IR RRXE, Hlan , Ea LA
BIEFRE , RAFHIEL4EE Amazon Health B4,

« DescribeAffectedEntitiesForOrganizationfl DescribeEventDetailsForOrganizationAPI #&{E
P XFEFRIRRPR

« BREZEERE , F2H (RSENSE) FH “Amazon Health APIs MEBH” FHYRIE, &
BMFEZH

Example : ETRENZHF

AR BA 1518 Amazon Health Dashboard 1 Amazon Health Describe* API ig4E |, {BiE4t 15
£ 5 Amazon #>x Amazon Health 954 EC2,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities"”,
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"health:service": "EC2"
}
}
}
]
}
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https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awshealthapisandnotifications.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awshealthapisandnotifications.html
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Example : ETRRHNZMHF

UTXREEHBENME , BFH Resource TE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"health:Describe*"

1,

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeEventDetails",
"health:DescribeAffectedEntities"

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

]

Example : eventTypeCode A%

B R B F 1518 Amazon Health Dashboard 1 Amazon Health Describe* API EMER , (B
B4 15 R EA 5 2 ITE Amazon Health eventTypeCodefIZEHAWS_EC2_*,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"

}I

{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

]I
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"Resource": "*",
"Condition": {
"StringlLike": {
"health:eventTypeCode": "AWS_EC2_*"
}

/A Important
1N 8 14293 A DescribeAffectedEntities MlDescribeEventDetails i #E{8 T4 ik [8] i% Amazon
Health &4 , & HIMAccessDeniedExceptiontiiz. BEXEZEE , EZS 1 X Amazon
Health & 5 175 7] # 1T 8 FE HEBR o

¥ Amazon Health 5 149 115 [0 3 17 8 BE HEBR

FAUTEERZIHANEEZRIEMER Amazon Health 1 IAM B AT EEIB T80 & LR &,
£}

« EEREATLERITERYE Amazon Health

KT IAT iam : PassRole

BEZEFRVHNEDS

BRE—HREER , BATHMAILFR Amazon Health

BR AT Amazon K Z A AL RIE A Amazon Health 3R

EERELUTLERITIEIE Amazon Health

&R Amazon Web Services Management Console & iF R BT ITEIURE , MM NBEREERT
REB, EERARERMUAFBENEBHAR,

L AP LTER Amazon Health Dashboard 5 Amazon Health API #24ERT , Sl H
Pl AccessDeniedExceptionthix.

EXMERT , AFNERRMAEFRBEARTFRF TR,

P HERR 60


https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html

Amazon Health AriEE

Amazon Health APl ZEZ 3k HAmazon Web Services XML, il A Al TiFiTRl, RS
B% AR, Enterprise On-Ramp B Enterprise Support 1T XI#9 % 8B Amazon Health API , N
IRE LA T4IRMRE : SubscriptionRequiredException,

KRR AT iam : PassRole

WMRBUR| —MEIR | RIBETLTHINIT iam:PassRole B , SN EFHERUAAL TGS A BELBS
Amazon Health,

BL Amazon Web Services B R ERAAABEKESIZRS , MARUIEFNRSACIRSHE
XA®, Nt , BLAEERACLEIRSHINR.

& H marymajor Ky IAM AP A E ARG A7 Amazon Health R HUITIRIER , 2 REUT RHIE
%o BR , RELANEERFEACMBTFHNRT AIRITIHRE, Mary TEEFABRKET RSN
BR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , HAEFH Mary RS F 1T iam: PassRole #1E,
MREEBEFEBZREDR , BERREN Amazon EE R, ZHNEERRRMUEIEIEN A,
REEEFRA G R ZRH

EOZ IAM AP TRZARE , EUUENEFENTRZES D, BR , KX EBEEENWEHRE
He MREEXRTRERNR  WLMEIE—NHNERBHN,

FBRIZAETEMEDD ;- THRIZ4E ID (5170 AKIAIOSFODNN7EXAMPLE ) MR 25 RIZ24R ( 10
wJalrXUtnFEMI/K7MDENG/bPxRTfiCYEXAMPLEKEY ) . SRAFPZMHB—# | B4 E 815
%4 ID MBBRHEBHANBERATEORIE. GNAFBNBE—&# , 22 BB HRZER.

/A Important

BAEME=ZHRHEHEZS , MERN THBERIEHWATAH, ID R T, BRiXEM ,
BT LAIR F b A K A 5 [E) B R BR Amazon Web Services Ko

HEQBFRBANN , RESRTEFHRIZESR D ABBFTRBAREE-—INL2NUE. WEHN
ZRRELCEZECN AT, NREXRTENBWRFEESR , BL4TH IAM AP HFNFHHN T RZR. &

HEDR 5


https://www.amazonaws.cn/premiumsupport/
https://docs.amazonaws.cn/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId

Amazon Health AriEE

RZAURERNERER. IRESEFNER , WLTHER—N2AN , ARBUEFNER, BEE
EiUiH , H2H IAM AP ERETNEERTRES.

EKR—RBEEG , BATFHMATE Amazon Health

EARTHMAHE Amazon Health , BAREEFEZHEHAARNARFR TR, MREH
Amazon IAM Identity Center EXE AR FMNARERF , WA @A P HE 2 BERRERE LEH I RINRS
Ao NRELHAOE IAM RBEHFHIBAEEAARNARFXREN IAM A2, BXEZER , &
2% {Amazon IAM Identity Center A #5R) FHNRE.

WMRAKFEA IAM Identity Center , MIAMAFEH R ARRNARFIE IAM & ( AFRSA
), RE , BATFRBEH MBS | BUEE Amazon Healthh B E R FIEBEHNR, BFNER
B, BAFRSINARETRXAGZRREILE, M1 ERIXLEIERR Amazon, BT #EX6IE IAM
AP, A, KEFANBRHNESZEL , B5H (AM AFIEE) F8 1AM 54 1AM § #K B MR,

A8 A F Amazon IKF 2 A AT RIFEAY Amazon Health %R

AR —- 1A , UEAMKSPHNAFREALNANARTUERZAGKIL RSN TR, &7
LUEERERER , AURASE, X TXHETHRARBH F2RH SR (ACLs) BARS , &AIEL
158 PR 3 L5 SR B 1) AAT1 4R T 1 ) S8 B9 BR VAR BR

ETHEZER , BEAUATHE :

- ET#HRE Amazon Health XFXLEThEE , BZF {7 Amazon Health 5 1AM BL&1E A,

- BT EIMREIT S KA R EXPR Amazon Web Services Ik | S IAM B ERH
# @ 838 Amazon Web Services IKF 9% —1 IAM AP R=REHRIRER.

- BTG =S RAX SN EREERIE Amazon Web Services IKF | 182 IAM AF 15
EHPAEE=HREMHFRNERE. Amazon Web Services ik F

- ETHRIMABEETFARKERIERHAFRNER , H255 (IAM AFERE) PR AET /IS AKIEN
AP ( BBKERIE ) BETHRXER,

- ETHREAACNETRRNRHATERFFRIZENZS , H2H (AM AFER) F8 IAM
PRV IK - R IRF R

FRS KB EHTF Amazon Health

Amazon Health £ Amazon Identity and Access Management (IAM) JREHEX AR, REBEXHE
B EEEXEN IAM A d4EKA . Amazon HealthBRE#% A & H Amazon Health FilE
X, HEEMRRS HEEHAEM Amazon Web Services 8% FTERFTEN R,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.amazonaws.cn/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

Amazon Health AriEE

BaUFERARSHEXARHKITIRE , Amazon Health LLE® Fo RIS ENRE. Amazon Health /&
VEHRSHXACRHWNE , BRIEZEEN , BN Amazon Health REEBEEH AR, EXHNRSIEE
RN RERRE , AR TEM IE{E E b IAM SRR PR K AE

Amazon Health#y BR &4 < & &R
Amazon Health B NSRESHEANAE

« AWSServiceRoleForHealth_Organizations— It & & {5{F Amazon Health
(health.amazonaws.com) X &&i5 ] Amazon Web Services BR$ AR, METIHAEN
RHealth_OrganizationsServiceRolePolicy Amazon ¥E&E K,

« AWSServiceRoleForHealth_EventProcessor— Itt & & {54F Amazon Health RS E 4K
(event-processor.health.amazonaws.com) RZEFZAE., HETLHAGH
REAWSHealth_EventProcessorServiceRolePolicy Amazon B XM, REETAERAZAR
A Amazon B4 FN G R 62 Amazon EventBridge FEEMN, AN R FERRSTEEFEEMN
YK 7 4235 Amazon Web Services i ZI & H Ik 7~ P R E 2849 Amazon Health,

BX Amazon TEXBNWEZEL |, 55 Amazon BWIEE XK Amazon Health,

7 Amazon Healtht|ZRSHEX AR

YRAEE 87 AWSServiceRoleForHealth_Organizations R HxA®, HEE
FAEnableHealthServiceAccessForOrganization#4E8Y , Amazon Health 2 7EIK &I RS
MxAe,

B F B 01 AWSServiceRoleForHealth_EventProcessor FE &K R ESRSHEXN AR,
BXRXEZER , ESH IAM BFEE v ERZMEXAE,

A Amazon Health4mrEB RS HHK AR

Amazon Health N R ERERSHERAE, FRERSHAXARRE K EREEZEXHEHNEN ,
RANAESHNMFsI AZAG. T , BUNUER IAM RESCHNHA, BXEZEE , FSH
(AM FF{ERE) R RERBRSEXAE,

M ER Amazon HealthtYfRE <A R

Eff Bk AWSServiceRoleForHealth_Organizations &€& | 270 % 18 F
ZDisableHealthServiceAccessForOrganizationi®E. AE , B LAES IAM #2#|&. IAM APl 5
Amazon Command Line Interface (Amazon CLI) HIExiZ A&,

ERARSHEXAR 63


https://console.amazonaws.cn/iam/home?#/roles/AWSServiceRoleForHealth_Organizations
https://console.amazonaws.cn/iam/home?#/roles/AWSServiceRoleForHealth_EventProcessor
https://docs.amazonaws.cn/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.amazonaws.cn/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html

Amazon Health AriEE

iR AWSServiceRoleForHealth_EventProcessor &, Bx%& Amazon Web Services X# HE
RAATRFRE THEAZRM Amazon EH4RNMMN B BF, TRUEIEE , BLUEN IAM #4
&. |AM API S & ftt Amazon CLIHIBRE—A .,

MXESR
BXREZER  HF5H (IAMAFER) PWEARSHEXAE.

Amazon I E K Amazon Health

Amazon EEXMERVNENEENIL IR Amazon, Amazon EERKK EE RN IFZE N AHIEM
R, MEZRUUFBIAF.,. AN86e9BNERE,

HigfE , Amazon HEERB AT NENEEASRTFRENERNR , BN EMNAHEAE Amazon
EREM. RNBETIEXBETENERZSNES EERERBRE -SRI NR,

BT EE R Amazon EEFEBPENHNR., R Amazon B Amazon FEE KB E X HRE |, 1
BN MZREBAMXBNMEZERASS (AP, AFA® ). Amazon RREFREEB K API
KA RS 1] LAE A # Amazon Web Services RS B9 AP| #24EBTE# Amazon IEE K,

BXEZEE , ESHE (AM AFIER) FM Amazon FEE KB,

Amazon Health EB L THEE KB,

B%
+ Amazon FEE EH : AWSHealth_EventProcessorServiceRolePolicy

+ Amazon FEE ZEH : Health_OrganizationsServiceRolePolicy
» Amazon IEE B : AWSHealthFullAccess
» Amazon HealthAmazon £ & KRS B H

Amazon £ E KB : AWSHealth_EventProcessorServiceRolePolicy

Amazon Health £ AWSHealth_EventProcessorServiceRolePolicy Amazon JEE R Ig, LITE R
HMffnZ) AWSServiceRoleForHealth_EventProcessor REMHEX AR, ZERBATFRSHXER
NIETERIRE, BT REEM TR IAM 2k, BXEZEL , BSH FRSE<ACHT

Amazon Health,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_EventProcessorServiceRolePolicy$jsonEditor

Amazon Health

RAriEmE

HERBEBLLTAREE , Amazon Health S8 i5E] Amazon B4 N AP RHY Amazon
o,

RERFHER

ZERBIE U TR,

« events— R FMBR EventBridge MM , H A FEHiX LH N A B #5,

"Version": "2012-10-17",
"Statement": [
{

"Condition": {
"StringEquals": {"events:ManagedBy": "event-

processor.health.amazonaws.com"}

},

"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
"events:PutRule"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"

1,

"Resource": "*",
"Effect": "Allow"

BXNNEBHNERIE , 1§55 Amazon HealthAmazon & KB E

EventBridge

Amazon BV EE K #E Amazon Health
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Amazon ¥£EE KR : Health_OrganizationsServiceRolePolicy

Amazon Health £ Health_OrganizationsServiceRolePolicy Amazon JE & KB, LtIEE KRB NZ
AWSServiceRoleForHealth_Organizations RFHEXRAE, ZEXBATFRSHEXABINETK
BIE, B RrEMMEEH 1AM 2k, BXEZER , BSH BRFSHEXAEHAT Amazon
Healtho

IR BE IR F IR Amazon Health ftiF i8] Health Organization #lEFTE# Amazon Organizations
ﬁém1§/§\o

KR FHE R
ZERBEEE A TRR,

- organizations— #WIRAH K Amazon Organizations LA AT LA & Organ Amazon Web
Services BR% izations —#2 i FHAI I o

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListDelegatedAdministrators",
"organizations:DescribeOrganization",
"organizations:DescribeAccount"
1,

"Resource": "*"

BXNNEBNERIFE , 1§55 Amazon HealthAmazon & KB E i,

Amazon & F B : AWSHealthFullAccess

Amazon Health fEf AWSHealthFullAccess Amazon B F i, ZERBEBFZE (1AM BFHAR )
158 Amazon Health B HI 5 HNXE, EXEZEE |, SR £H Amazon Health 515,
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https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy$jsonEditor
https://console.amazonaws.cn/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess$jsonEditor

Amazon Health AriEE

RERFAE R

ZREEEE A TRER.

- organizations— A HEA Amazon Health AL FTEKFH Amazon HLANEITHEE , HEE
BEKFHELAE N (OU)

« health— 58 Amazon Health API 2 /EF1iE &
« iam - BIZE4533 Amazon Health FREH IAM A€

"Version": "2012-10-17",
"Statement": [
{

"Sid": "OrganizationWriteAccess",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "ServicelLinkAccess",
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RAriEmE

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource":

"Condition": {

"
’

"StringEquals": {

"iam:AWSServiceName":

}

BRMEBEHERTIE ,

"health.amazonaws.com"

HZ ¥ Amazon HealthAmazon 3£ & KN E .

Amazon HealthAmazon £ & KB E I

& E Amazon Health BiZRE AR ERIX B AR Amazon EERBEFNFMAES. BREBAX
R EERWBESIIRR , BITHE XA $£125% Amazon Health TTHE LB RSS JRo

TRERT B 2022 £ 1 B 13 HEK Amazon Health T E XN EEFE .

Amazon Health
B

Amazon &K : AWSH
ealthFullAccess — X I & HK B
SOEX

Amazon ¥£ERKHE : Health
_OrganizationsServiceRolePo

licy - X{HE H M H B

EXMHERRER

EEPUN

Amazon Health B¥¥i%
AWSHealthFullAccess BURY
B E| Amazon GovCloud (US)
Regions 9 E it X,

Amazon Health 710 7 #7#9
Amazon Organizations &4 ,
ATRFZHExAGKERTUE
2 Bii& Amazon Organizations

AR F Amazon RS .

Amazon Health £ E XN E
G =

B

2023 £10 A 16 H

2023 7 H19 8

20231 H13 B

Amazon BV EE K #E Amazon Health
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ZF MU= Amazon Health

BERHEPMEM Amazon SRS RN EM, TTAMMEENEEARKE D, Amazon Health
Amazon 4L TI5# T B Amazon Health |, &A1, RE BB H 2 E Y ot REUE#

« Amazon £358} CloudWatch#5 12 &8 Amazon BIRFEIZ1T Amazon RN ARERF. B ARER
IRERIERT |, QIEBENWERSITE , URIgEERATEIEEWEFR S 2 E1E8 E K B E B N8 5 K E
B, a0 , BALL CloudWatch BRERIE B 5#h 3 4 1T B = (Amazon EC2) 32l CPU f AR} HAth
B, HEZEEN BB HFEH. BXEZER , iS5 Amazon CloudWatch AF1ERE.

« Amazon EventBridge 12 7 — near-real-time & 3R Amazon BREILHWREEH,

EventBridge XFEH RV EZITE, BUUEEAN , UEEFEEANEXEEHRENER
ft Amazon RS itk BEhiRE. BEXEZER |, 1851 BiY Amaz Amazon Health on %= 4
EventBridge.

« Amazon CloudTrail# 3R &R K P A REM Amazon IKFHITH AP BRAMAEREH |, HFEZE
X 1% S B SRS TE RO L T b 5T B2 17 6% BR S5 (Amazon S3) Service FE @, &1 LUR B BRLE A P # ik
% 7 B Amazon, & EHMWAER IP it AR I EERETE, EXEZEER , S Amazon
CloudTrail {AFER) .

BXEZER |, BESH %12 Amazon Health,

S IE Amazon Health

ETHESETEESMITNMNEE , 5 HAmazon Web Services RS “” Amazon Web Services R
% P BREMITRR 2 HSEE” , REEBREBMBHEMITR. Amazon Web Services IR Bx
—RES , BHSEAMITE,

A UERATEE =S FitiRE Amazon Artifacte BXEZEE |, HSEPM “THIRE” Amazon
Artifact,

& EF Amazon Web Services BRS5 BRI EMTEBR T ENBIEANBR2ME, RLTNENBIRUAR
ERKEEMEM. Amazon BHE T UTHRKABBRAEMME

« Security & Compliance : X R A REEIEREITIE T RBEZERE , HIRETHERLHEMEN
MINEEN SR

- EAHEE — HITHEFNERETREER TENTLMAEBX,

« f£AAmazon Config 7F & A & 1558 F B AN 144 % /R — % Amazon Config B S5 Tk & /Y R IREL &
ESZABELHFEATNRE. TLESHHIZEN,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/solutions/technology/security/
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
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« Amazon Security Hub— iX Amazon Web Services IR R T BN BLZ RN L EHAE
Amazon, Security Hub B3 &£ 2 H#E T4 EH Amazon BRAREHREHFETLTUIRAT
REXEK, BXZTIRBEFRIEGERNSIR , HSH Security Hub EHIEHESZE,

« Amazon GuardDuty — BB ¥ 22K Amazon Web Services Ik PR EF 2B FE AT MEESE
3 , 3k Amazon Web Services fRSs UGN TEAEK, BRENBIEEIGKEEZREM. GuardDuty
BYRERELEAMERAENARKRMNESR , AU EHEZEMEAEER |, fif0 PCI DSS.

¥ Amazon Health

Amazon £IKEMIZERE S Amazon XEMATAXHEN, Amazon XFRHUSNMNIERENREE
WAAKX , XETHAXEIRER, SEHENSERTRHOMERE., FATAKX , BRI RRE
EARzBLHEE B EMAREBNNARFNREE. SRENENGESNREPOEMLEY
it , TRAXEEESHAAY, FEMENTT Bt

Amazon Health EHEZANATRAXFEFEHMES], XF 5 ETTHRARSET LUEE Amazon Health
Dashboard 5 Amazon Health API #4EF R B4, #EEATE Amazon Health E# X £ 51 90 XNE
BEH,

BX Amazon XIBRAAXNWEZER |, 55 HAmazon £ EMZHE,

Amazon HeathH W E M E T £ 4

YR —THEERRS , Amazon Health %] {Amazon Web Services : £ HEHEIR) A EBPIEIRH
Amazon =M K Z £ BRFNRF,

A LAER Amazon B & APl A Amazon Health @3 M&# 175 R, BF WA FLHE
ZEMEMIL (TLS) 1.0 RESHRAE, BWER TLS 1.2 RESHALR, BEFBESATFEEE TS EER
% (PFS ) HWZIBEH |, HlI0 Ephemeral Diffie-Hellman ( DHE ) =k Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) « KZEHINRRE (W Java7 REBERAE ) MIRIFXLEERN,

A BAERERIZL ID 5 IAM EEXBRNBBIH R BHARNERHJITER, HE , EAIUFER
Amazon Security Token Service ( Amazon STS ) £ K IREt Z & FIERNBFERFTEE,

A Y B & AR 2 4 Amazon Health

EEMITZEHBEE (BIVEF ) #E Amazon fiE. BXEZER |, 55 R =E Amazon HiEE
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https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.amazonaws.cn/guardduty/latest/ug/what-is-guardduty.html
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/shared-responsibility-model/
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Amazon HealthfY &£ H{E3L ik

B LT AN RESE Amazon Health,
[0 Amazon Health AP &R FRA[ge D IR

B AFRMAERARNDFRRENRE , ERFENRRERN, Hlin , &AL 21T Amazon Identity
and Access Management (IAM) i 77 15 [8] Amazon Health Dashboard, B2 , W R AR —RF
BAREZAX Amazon Organizations# 78],

BEXEZEER , i3 Amazon Health ET 55 FE B R 61,

& & Amazon Health Dashboard

Amazon Health Dashboard 2 EREENIKSHNARERF , LBEMEFNENKFSNARFNSE
#. Bl | BUREAREIERENERNEGHEL , fINEEEFMNIL I #EMITE S (Amazon EC2)
=41,

BEXEZEER |, 1§53 Amazon Health Dashboard A |7,

Amazon Health & Amazon Chime = Slack £

& LA Amazon Health SEIR TEE/RK, XFhEERK 0] Lk & F &8 E A SE it I E B X Amazon Health
HHBEH, BEXEZEE , B5HH M Amazon Health T E GitHub,

WM Amazon Health =4

B A LA Amazon Health & Amazon E CloudWatch vents 5% , A ERNEESHIZEMN, 24 Events
BB S&A N TE CloudWatch FVEH4RT | S WEEH , AEALAREIERK,. CloudWatch =4
EHRBETXEMN , RtE&AMELHNNAREFSIEMIZRAIEN XS P EE RS,

ERLERRT , TEWEE Amazon Health EHH X, WRETXPHER , RIABERT , BHRFEE
ERZ (BHFRIMILE ) X HI, BAIERKEHIEE CloudWatch B4 , IR K IEIXLEE
o

BEXREZELR | 52 EXY Amaz Amazon Health on 1532 %4 EventBridge.



https://github.com/aws/aws-health-tools
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=k 5584 Amazon Health E4

BINBERT , BAILAEA Amazon Health & &£/ Amazon Ik Amazon Health B &4, MREEHA
Amazon Organizations , & A AEBENHALA R EREF Amazon Health B, A LLTIEE R LATAE]
SEANKFREERNES. BUUERARIESERKERTRE Amazon XiF, lKFMERESHFHEH,

BUUREENS  BEAAPIRESHAZENKSIREREFEABELM, ERETUERZES &
ALANEFHEENEH R REN B4, ERALLTIRERTLABER T ## Amazon RFEMFAENEE |, X
B REREEMNABENR,

REMERER ‘ZIEER” HEER Amazon Health ARAENILRINRERLKAKST ., XFEEE
FRA FT A E B b 15 1A R B Amazon Health EF. EAINERAZREZE A DERFERKS, |, B
B 9 E AR 4t 713 Amazon Health 4 RERATBI AT ERY AT 1%,

/A Important

« Amazon Health R & IERELBREALAUMB o EATRENEH, Hlin , MBREBRALHH
—ARRIKE (111122223333) HEAS AT D #H#HHE S (Amazon EC2) 2 81K E T i%5E
1, WiZEHHETFEHIELSNALRIES,

« Amazon Health REEF A , NELAFHNKF XENEHENIEREALAEBF | REKAHE
90 X , BIfEEAR — N BAKFEFFRNAL LIt

« HLAEHE 0 RNAA , RESEMBER. XMEHAFRERS

TR

ERALANEH |, BB

- RAERERAMENRENALRN—R.

« LA Amazon Identity and Access Management (IAM) AP 5B & XREBIKF BT IAM B,
BHAUAHEAEBRKFANRAFSRER (THE ). BXEZER , E2H IAM AFEEF
M BIE Amazon KPR A 175 B Z 4,

o WMRELIAM AP BHEZF , EEMARTIHE Amazon Health Fl Organizations R1EH IAM KB |
fBltn AWSHealthFullAccessBl®E ., BXEZEE |, B3 Amazon Health EF B4 EBE R0,
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#feature-set-all
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://console.amazonaws.cn/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
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£

- BRLLUE
- EREHLAUE

- ZRALUE

BERAHEANE

B LAE A Amazon Health 2§ & £ EE Amazon AL P RREEH,

P Amazon Web Services X5 E&YT1£ Amazon Health 4|5 hEFHLANE , TEZ T

M.

(® Note

MREEAFRAFERAEEKF R IIEE | NS4 E & W AWSHealthFullAccess X
. BXEZEELR , 3 Amazon Health ET 558K BE RH0,

Enabling organizational view (Console)

o

70N

£F

1.

2
3.
4

A LAM Amazon Health #BH A ERAALNE, EBANEFIEFFE Amazon AL EEKF,

#4840 8 Amazon Health 12 &I E 4k

fEhttps://health.aws.amazon.com/health/ZR F1 3] FF Amazon Health #Z#IE .
ESMERNENALRSZTRAT , BREE,
ERRAALAMBREL , EREREALNE,

( miE ) IR EX Amazon ARH#ITENR , FIMGIEHAL L (OUs ) , FEFEE Amazon
Organizations.

BXEZER , 521 (Amazon Organizations FIF 8/ FHIFAE A Amazon

Organizations,
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https://console.amazonaws.cn/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
https://health.aws.amazon.com/health/
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_tutorials_basic.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_tutorials_basic.html
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® &%

- BRALMIER—NFLIRE , FERANBTETH. BESALTHNKSKE , MKRK
FHREE/LD#. SR UEEEIHESE Amazon Health 2§15,

« WREH Business, Enterprise On-Ramp = Enterprise Support 1% , WA LA H
DescribeHealthServiceStatusForOrganizationAP| R B REBHVIRS.

- SALLINEESS , EBHealth_OrganizationsServiceRolePolicy Amazon &R

B HIAWSServiceRoleForHealth_Organizations RZHExARFENATFARFH
EEBKF, BXESZER , BSR FRSMEXAEHAT Amazon Health,

Enabling organizational view (CLI)

& T LAE A EnableHealthServiceAccessForOrganizationAPI 3B A LAME,

YRATLA6E A Amazon Command Line Interface (Amazon CLI) Si4R B & 84X 3R A ix MEE,

(® Note

o BaimAaEl, il A Osel ZEFITRIF 828 E Amazon Health API,
o BATEAXZERE (FFRIEMIEE ) Xigims.

Example

BA Amazon CLI @85 AITE 28 Amazon Ik B A tkThaE, B UNEEBEK M TIEEEFFT
ENRNARNIKFERLGS,

aws health enable-health-service-access-for-organization --region us-east-1

AR5 RBIVEA EnableHealthServiceAccessForOrganizationAP| #4E.

Python

import boto3
client = boto3.client('health')

response = client.enable_health_service_access_for_organization()
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https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://www.amazonaws.cn/premiumsupport/plans/business/
https://www.amazonaws.cn/premiumsupport/plans/enterprise-onramp
https://www.amazonaws.cn/premiumsupport/plans/enterprise
https://docs.amazonaws.cn/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html

Amazon Health

RAriEmE

print(response)

Java

LA LUREE A T Java 2.0 iR A #) Amazon B F X T EARTF LT R,

import software.amazon.awssdk.services.health.
import software.amazon.awssdk.services.health.

import software.amazon.awssdk.services.health.

import

software.amazon.awssdk.services.health.model.

import

software.amazon.awssdk.services.health.model.

import

software.amazon.awssdk.services.health.model.

import

software.amazon.awssdk.services.health.model.

HealthClient;
HealthClientBuilder;

model.ConcurrentModificationException;

EnableHealthServiceAccessForOrganizationReques

EnableHealthServiceAccessForOrganizationRespon

DescribeHealthServiceStatusForOrganizationRequ

DescribeHealthServiceStatusForOrganizationResf

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {

HealthClient client = HealthClient.builder()

.region(Region.US_EAST_1)
.credentialsProvider(

DefaultCredentialsProvider.buildexr().build()

)
.build();

try {

DescribeHealthServiceStatusForOrganizationResponse statusResponse =
client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status =

statusResponse.healthServiceAccessStatusForOrganization();

if ("ENABLED".equals(status)) {

System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");
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retuzrn;

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);

System.out.println("EnableHealthServiceAccessForOrganization is in
progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already
in progress. Wait for the action to complete before trying again.");
} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED: " +

e);

EXEZER , BSHEAT Java 2.0 WAmazon F AT EAF A ARIERE,

BALLIEES , EBHealth_OrganizationsServiceRolePolicy Amazon £ & KR
AIAWSServiceRoleForHealth_OrganizationsfRESHEXAENNATHLATRNEREK,,

@ Note

ERLENER—IMRIIRE K FECRNBETETHK. BALER
ZDescribeHealthServiceStatusForOrganizationi2/E3R# Z 3 2 A IR A

BEEFEHLAY
O] LAEFH Amazon Health 285 HEEF Amazon ALFHNREEEH,

B Amazon Web Services X1&F EE19A[ £ Amazon Health 24| AFEFHLANE , TEXFHFH
%A,

(® Note

MREEAFRAFERAEEKF PR IIEE | NS4 E E W AWSHealthFullAccessX
. BXEZELR , 3 Amazon Health ET 55K K BE RH0,



https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
https://console.amazonaws.cn/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
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Viewing organizational view events (Console)
BRELAMEIE , Amazon Health £ & RALADFAEIKF NIEITRTEHF.

H— MK IMAZRALRR , Amazon Health & Ba Rk~ R MEERMEF, SENKFEF
EVALR , ZKFHPRFEHFIBRERINALUEF, B2 , AESHHRE , BNHUTUENR
AT, ERIXE 90 KRS,

@ Note
BRALLIhEER , Amazon Health #8414 7T LLE ;R#E#IAmazon Health ERHPH AN HBEH —
HE7 XKOBRZETRR. FENEEHTFREFETHRALHNIK,, Amazon Health 32

FIERFHNESF — RSSITRRRHB R Amazon RS XS A AN ARER.

BUREUATIEYETHANEEH

R R (] B 0 36 B (]

A BAGE A R AR REY 8] B B R B9 (R R IR TR R & F AT RE R 088 Amazon ERIZEMNEH | 6
MR IR EY ALY B 2L Amazon Web Services fRSS FI& R

EEFALNBSEH

1. fEhttps://health.aws.amazon.com/health/ZR B T FF Amazon Health 32 #IE 4R

2. ESMBEBRNENAELZTRRT , EERREABNERFRBUAEERERENEH,

3. ER—IEH4., EFRAGRLET Y , KANEEFTXREHNUATEER

- EHEWH
« KT

- XE/TAKX
- SR K-
o FFiRETIHE

- SRETH

- K5l

. R

Eit XM ER
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https://health.aws.amazon.com/health/status
https://health.aws.amazon.com/health/status
https://health.aws.amazon.com/health/
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EATRERETF , EETRIPEALNERENSES, XEEHTRIERSH I RIER
a5 o

Ht@E A

ERBHMETF , EETELRATREMEHANMERABANGERITHINEYN,. XAES
FEHRKR, KEBANZLRBEFSEMH.

Event Log (B4 B )

B UFEASESHATEMFEFSHLMBEMN Amazon Health B4, 5 BT SRR B ZEFIE
HRBUETTFEL , FRZAGETFEH BRI FIEEMIIMIFEERMEERDT , flanEHEH, R
AMFF 1588

EESHRATETMFHhEFALANEEHF

1. fEhttps://health.aws.amazon.com/health/X 3T FF Amazon Health 2 HIE 4R
2. ESMEBERNENELZTRRT , ERB4AE,
3. EEHHET , &REXEN. BUIUEEEXEHNUTER .

- EHER
< KT

- XE/ATAKX
- ZRIMHIKF
o FFiRETIHE

.« GERETIH

|

- g
. ¥

bu )|

S

Viewing affected accounts and resources (Console)

HEENALETIRRT , ENERARNZZEMHHEE KT LURAEMEXTR, Sl , m0RE
FETILDEEMETES (Amazon EC2) LAl 7Es) , MENALAFHBL S E EC2 SKHIRVIK
FRNEREFRMERETFH, EAUBEEGNRR , AERRKFREE,

EEEZ YK MRIR

1. fEhttps://health.aws.amazon.com/health/ZR R FTF Amazon Health 2= HIE R
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https://health.aws.amazon.com/health/
https://health.aws.amazon.com/health/

Amazon Health Tt
2. ESMBERNENERSTRRLT , EEEP—NRIF,

EE-NEEZYRKFENES.

W2 MK IR TR

ERETRKFFAEEEETRFNUTESR !

o bk~ ©

« 1K/ ID
« BKPRER
- FETHMF
ALAERT (OU)
6. BRIFKFUEFEZHENEIR,
7. WMRFFREI 10N, FRAREREMRRFHITES.
8. ERIKF ID M ESH , BHITUTERE

a. EREWMKSETF L, MIOERFMIEESRE, KF D, RAEHWAKS ID, —XR &
BWA—NKF 1D,
b. EENA. EMANKFEIRPER,

Viewing organizational view events (CLlI)

BRLLIhEES |, & Amazon Health FFIBIEZEMA LR IKFPHNEH, YENKFMAEHALR
Amazon Health £ B3 2K PR NELA R RE A,

(® Note
Amazon Health T 2B ZAE L RHALMB AR P EENEH,

HEANKFETENARS , ZKFPRHEARTBLERIEALAAEF, BR , ABFEHHR
&, BOEUUEREA] , BERIXE 90 KBRS,

B A LAE A Amazon Health APl #BEMNA LM EREIE 4,
Example : #iRERNEEH

LLF Amazon CLI 3R EI4E 4R Amazon KPR 1TIRREHS,

aws health describe-events-for-organization --region us-east-1

EEHLAUE 79



Amazon Health AriEE
HHAELM

MREFBNHAAREEN , AUNEEKS PXFALLIIEE , BRI LER
DisableHealthServiceAccessForOrganizationAP| IR EZRALAME,

Disabling organizational view events (Console)

Amazon Health FIESC REARFRFAEEMKFNES, BUUSAEEFHAHLUIHNES, |, BEFX
L6 =5 R 45 1 BR o

EXREALANE

1. fEhttps://health.aws.amazon.com/health/ZR B T FF Amazon Health 32 #IE 4R
2. ESMBERNEHNALAZTRRT , EBEE.
3. EEAELUBENEL , RFEZERALNE,

RIFLLINEESS |, & Amazon Health TEBREHAFHEH, B2 , EHRET Amazon Identity and
Access Management (IAM) #2#1&. IAM API 5 Amazon Command Line Interface (Amazon CLI)
FHHBBRzE , RESHEXACNHREEEEKFAP. BXESZEERE , E8Z2H (AM AFER) +
WHIBRIRSHEXAE,

Disabling organizational view events (CLI)

Example

LAF Amazon CLI S8 S &N EHIK F FEE A Itk ThaE,

aws health disable-health-service-access-for-organization --region us-east-1

(® Note

&t ] LAE A Organizations Disable Access API I 4EAWSServiceZ FI4A A ThEE, AL
B1ERE , Amazon Health FLERESALPAMEHMKFNEH. WREHNALUNRFA
Amazon Health API #4E , Amazon Health M| &R [E45i%. Amazon Health 4k4E5C 5.1&
Amazon i I ESH,
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https://docs.amazonaws.cn/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://health.aws.amazon.com/health/
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/organizations/latest/APIReference/API_DisableAWSServiceAccess.html

Amazon Health AriEE

BRALLIEES |, ¥ Amazon Health TEREHAFHNEH., B2 , RSHEXACNRBEEEK
PR, EREET Amazon Identity and Access Management (IAM) #&]& . IAM APl 2 Amazon
CLIGHMIBR, BEXEZEE , BESH IAM AFERPIRBRESEXAE,

ERALANEREERNE

{5  Amazon Health , &AL I E L EE 7 IHAE Amazon Organizations , ZIhRE R IF EE MK
P EASAEI K P £ Amazon Health 2 #IE R E &S Amazon Health AP| BURTE A RNEER S Amazon
Health S, ZREERDEFETRENESE R FEENEEEZNMNMANETRRAES. ETENE
T, FREERIEEKS 2A R —F&HE Amazon R£XK,

B 3%
« NENEALUEREMBEREER
- MALOERTBEBREREER

NIENHELANEEIMEREER

NERZHALNEE , RSUUEALATEIMENRAKFEREZRERR, ik, HRA
RegisterDelegatedAdministratorAPI 4. EZEMBAKF,F , ATHEERAEEIKS , AT
M Amazon Health 2 #IE 4R 17 Amazon Health AAHEA, MRZKFAEEL, ®il A DSl X
TR, MR EE B A LAERA Amazon Health API 1571 Amazon Health A48 M E,

EESHEATNEEKFEVEREER , BiHMLLT Amazon Command Line Interface (Amazon
CLl) 5. B LAMNERNKF sl AE% LAFTE Amazon Identity and Access Management PR A %
AeNKFERALGS. EUTRASGESSE ,  ACCOUNT_ID B A EEZMU KA, ID AR
Amazon Health fR%5 £ “health.amazonaws.com”,

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com

EMERERRE , B UEEF WAL WFTE Amazon Health B4, BaLEENT X 90 X
REEREHAAROBRINEURNAREN (LWRIEENE ), BIEZ, CHAZREBEATRERS T
B, BEEKE—DHTK.

MELRMBE P BREREE R

EMIREFIREE GBI RNPR |, i A DeregisterDelegatedAdministratorAPI #4E,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://www.amazonaws.cn/premiumsupport/technology/aws-health-dashboard
https://docs.amazonaws.cn/health/latest/ug/health-api.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_RegisterDelegatedAdministrator.html
https://www.amazonaws.cn/premiumsupport/plans/business/
https://www.amazonaws.cn/premiumsupport/plans/enterprise-onramp
https://www.amazonaws.cn/premiumsupport/plans/enterprise
https://docs.amazonaws.cn/organizations/latest/APIReference/API_DeregisterDelegatedAdministrator.html
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ERALNEREKF S , FALT Amazon CLI in T ABBREREEANKAKS . AT RAIGT
B, ff ACCOUNT_ID B AEBRNK A ID.

aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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B Amaz Amazon Health on ¥ %E4 EventBridge

&AL E A Amazon EventBridge R M E# H X Amazon Health EH- R B, RiE , BIRECIE
AN | YE4SEEANPIEENELERN , EventBridge WA —MNHZ M EirEE. RESHMNE
B EULBREGHER. BHEHMGEH. FXEH, FEY EEBERMTEMIRE, 0, WREW
Amazon Amazon Web Services I FRITXIEH , Hlanl Szha¥ 4 it E = (Amazon EC2) 3241 , NI
AT LAfE A Amazon Health 22Uk B F 5 438 A,

® &F
« Amazon Health RERRE HEEB . T —ERERILES —E 2% F EventBridge.

o ZEIEMET EventBridge M N & R pEE W AR B H Amazon Web Services Ik, E#
IR ERE ALK P 9 4R 5E SN Amazon Organizations , ESRFERALNBRMNERNEE A 1H
B I PRE S Amazon Health 4,

EventBridge €8 Amazon Health THEREN —H5 , B RESH B FRER 2 BB TIERE , TIF

 Amazon Lambda B%

« Amazon Kinesis Data Streams

« Amazon Simple Queue Service ( Amazon SQS ) BA%l
« WEB#R (20 CloudWatch ZR3h1E )

« Amazon Simple Notification Service ( Amazon SNS ) &

filan |, AT LAEEF Lambda BIER , BATE & % Amazon Health BB AE®EE Slack B, % ,
B LAE A Lambda M EventBridge B4 &K 4 8% Amazon Health @3 Amazon SNS &ix BE XX
AREEEBA,
F&:
« 3 Amazon Web Services X3 & &St A2 EventBridge H NI
o« W3 Amazon HealthB9 Ik P45 EEH M AL EH
RERSHEXAELUER Amazon 44 N K W\ R IR
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« EiE EventBridge M N LA &IEE X EHEVIEE Amazon Health

 EFPIRMARFFEE Amazon Q Developer JA &% B X EH K@ H Amazon Health

- BzIX EC2 SEHlZ4TIRELAM R F I EH Amazon Health

- $% . Amazon Health 4 Amazon EventBridge %13

73 Amazon Web Services X 15 & &St El 2|2 EventBridge F 1|

B AR BN Amazon Health SHE XS XiZ 812 EventBridge MM, IAKRBIZEAN | WTFE
BEREL4, flo, IREZBCREDE (4R ) XEWEHS , WAT0 Z XS0 2N,

BLY Amazon Health SEFIFZRBET XK, IER/RETENXBHNE4MNERES,. HPIFER
Amazon Identity and Access Management (IAM) XA EH, BEEREREH , XTAHE (TE)
X5 el 2 M,

¥ #2 Amazon HealthBy ik F 4 E 4 M H =4

LIRBER T YEEHH EventBridge MNIET Amazon Health , ZHAN S EREESFE T K OEH
MAHEH

- RETKFHWEHLFRENKSAFNRER , NS HEEXT D% EC2 XHIFMEEHMN B4l
TR EREHBES.

o NHEHE REAmMazon Health BHIHR — RFZETIRR £, NHEEHHIEFET Amazon Web
Services Ik |, MRREHAEXBRFHXETAMHNLARER.,

/A Important

ERZWNFAMEAHER | AN LAFER "source": [ "aws.health"] B, B (A
"source": [ "aws.health*"] ) EFZEBENTASHNERXTTHEA,

WMRIEEFEBMK B HEEYS Amazon Web Services X3, , BRITEWNECIEZZ BN, B Amazon
Health AR EHFER X XBZ M XigME A RXiE, Z2UIUEER eventArn 1 CommunicationID
MREE Amazon Health E4 , AN F £ X SR M XIFH Amazon Health JHE |, XESEHRE—,
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Amazon Health

RAriEmE

BRI UERASHEDRINBEHRLALEMHEREET EventBridgelk P E#., eventScopeCode E#
A L2 PUBLIC =4 , th AT LL2 ACCOUNT_SPECIFIC B4, Bt LURIE LS EIFEMN o

7451 : Amazon Elastic Compute Cloud B9/ H =4

UTEHERTIDE EC2 EXERE (FERILILE ) XS E B,

"version": "Q",
"id": "fd9d4512-1eb0-50f6-0491-d016ae56aef0@",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2023-02-15T10:07:10Z",
"region": "us-east-1",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE",
"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "PUBLIC",
"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"lastUpdatedTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{
"latestDescription": "We are investigating increased API Error rates and
Latencies for Amazon Elastic Compute Cloud in the US-EAST-1 Region.",
"language": "en_US"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012"
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RERZHEAXBEUFEH Amazon E44 N & 9 R RS

MR IEHI K E A Amazon BN AW | N AMELBR K %
FEAWSServiceRoleForHealth EventProcessorfRESHXx AR,

A EISE event-processor.health.amazonaws.com REEHEBEEAR, METHARH
EAWSHealth_EventProcessorServiceRolePolicy Amazon EEXRBE, LREY|IHTZART
LA ITHIRBR |, 130 Amazon Web Services BRSS 1 &8 A E AR,

RE , LABATEENIKF P82 — Amazon EventBridge FEEMN, ZMNEHE R
AWSHealthEventProcessor-DO-NOT-DELETE, Mt#HN|2EMMKFArERNEMZEN , Fit
EventBridge A A B RIRBSZEEE B MNEHIK 153X E] Amazon Health,

HXER
ETHRESES  BSAUTEA

- FREMHEXAEHT Amazon Health
« Amazon & KB : AWSHealth_EventProcessorServiceRolePolicy

BE D R E R Amazon Health B4 %)%k EventBridge

Amazon Health resourcess%|&affectedEntitiesSBUEE X/NEBI EventBridge 256KB #J
BR 4 K/NBR &I | £#XF Amazon Health E#3# 179 W,

Amazon Health @& B E R FiEresourcesfdetail.affectedEntitiesFE, MRS
Fresourcesfldetail.affectedEntitiesfEiE 256KB , N &z TRIREH Amazon
Health IR N ZATH , FNXETHEENLMAEERMEIR, EventBridgeB N HIGR A
#EH eventARN Rl communicationId B , AMEEREIFFERNEGEHEH resources |
detail.affectedEntities %%,

XEFNEE ARSI LEREE , #lin |, 2 EventBridge M4 E @ B AR A2y SR E ( Fil4n
BFERAERIIK ) Bf. WBIAKRTIRBAKNF S AR detail. page FERIMMIFESAF , ML
HBEE—H , XFFERMNARETEENTLEHRE

M F | 4 communicationld 4% communicationld FE2E AEZHEZENTB , BIERE
1 Wt RIS, FEdetail.pageFldetail.totalPagestiiR T Amazon Health SEZIHY Y FI 2
METAH, B detail.affectedEntities = resources SIRUIN , BIADTUHEREBENER
TR, KEFMETNERE , IUEFEEXEIR, SEMERNSETET2EERF.
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FEHALMEMERNEE R G RXEZR S Amazon Health =4

Amazon Health X#X % Amazon £ %% Amazon Health WE4# THAMBMEREE 7 5 [H R
EventBridge. FFiEHLAMA /S Amazon Health , EEIK P HEEEE & K- F U RISk B LR B K
FH#EA Amazon Health B4 E Amazon Organizations,

WIREEERBEDPUER , UHEBEEENHELATE Amazon Health B, EEEKFPIREHAN
B # EventBridge MM A& E AL F E MK EventBridge HN,

EXELIEAALUMBNERER R G RNRHEZE S Amazon Health , 5% & Amazon
Health gﬁ:o

¥ Amazon Health B4 S MBHS JIRA HHERK ServiceNow

] LAfE P BRSS B IR $288 (SMC) F Amazon Health B4 5 JIRA &5 , BUURENK/SES |, Hit
R E IR |, UREE Health B4, ServiceNow 5#) SMC £ 5% Amazon Health LA X
JAHY Health =4 EventBridge SR Bz 812, MBS EH JIRA TH#F ServiceNowSE 1,

B L ERAALANENEEEE R ANERE JIRA FREMNEIEEANA LM Health =4 ServiceNow |
¥ Amazon Health § B EZE S ZIHN TERER,

BXRfEH SMC #1T ServiceNow EEHNEZEER |, HSHEK Amazon Health »  ServiceNow

BXREA SMC £/ JIRA Management Cloud WEZE R |, 55 Amazon Health in JIRA,

BlE EventBridge MM LA & A B X EH4HHEH Amazon Health

BT LABI 2 — %k EventBridge MM , LUEU R B X EIKF F Amazon Health X £ EHHNEH., ER
BIEEHHN 2 5 Amazon Health , i5HRITELTIRME -

o BAEBPNEH, ANMBFR. EventBridgeBEXEZEER , B H T AR S # EventBridge ? £
Amazon EventBridge AP i8R M B N A EventBridge — FRERFI R EHY Amazon &R E o

- QIREEENSHIAN P EAR B AR,

E N BI2 EventBridge M N Amazon Health

1. $TFF Amazon EventBridge ##|#& , Mk} https://console.aws.amazon.com/events/o

2. EFEH® Amazon Web Services X5 , EFEARHA LANXEIEEFESR, EBREEHPRER
Amazon Health B4/ X1,
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ESMERSD , EEAN,

T SIEMN,

£ Define rule detail ( EXFANFMEE ) WEL , B ASNZHANER,

NF BHEEMANRE  RERAE , REEET -,

EREEAERTEL , hEHRIEFEAMazon EHF EventBridge B EIKHEEH,

£ E4EXT , T EEHIR , 1&£#F Amazon Web Services BE% .

£ EHERXT , IF Amazon Web Services RS , EFETIRR -

10. NF EHXRE | ERUAT®RIZ— :

BEZTIRRUEREH — N EHEBEHF I EEE Abuse B Amazon Health B4 61—
ANFLI

1 EM Health B4 — N4 E Amazon Web Services R4 ( 4l20 Amazon ) SIZH N
EC2,

1. EABLAR RS N BFERS. WREBERBERS , BEREUTIETZ— :
B EMEARER T OIRER TRESHRERANAN,

ER BESHEBET  RARMNIIRPIEFE—ME |, W issue. accountNotification =
scheduledChange,

© © N o g b~ ©

® Tip

- ERERERSHIFIA Amazon Health B4, BRATBWEER “EESHXRE" K3H
EAFIR". XA T AR AN 5 288 E RS YT A Amazon Health B4 |, G451
MBS, BXRAMNTRE , FEFFHAE Amazon EC2 =

« BEHLBIE-FANBESNMRSNEFREK. Wkt , BETFHEFANBEH
B, AXESEE , BSH IS RS MK AN,

12. MRERBERSNEMHRERG , BASHRERBERATEIZ —
EE EMEARERT , SIRERATHRESHRERBHAN,

R BEEHXRERE , ARBMNIRPEE— LS NME, HEEMNERTHEESE
HRARBAFN, Hln , REIEE AWS_EC2_INSTANCE_STOP_SCHEDULED #
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED , NI NI{GER F &K p & £/ 2K
=4,

13. NEREWMARER TR — -
I R BRI G EE A T A BRI
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Amazon Health Fir 5
R BERR , ARRA—NEZNRRFTH,. IDs flm , BELUEE —4 Amazon EC2
245 1D ( BlENi-EXAMPLEalb2c3ded ) RSN &0 b RV 4,
14. FELNANREUAFEHFEENBHBRER,
15. ‘BT —&,
16. £ EFEFTEL , ERERHANGBHEREE K AGHREZXBEFMENTMEMETR, 5
m, EA LU EH %1% ZF) Amazon SQS BA %I, Amazon SNS £&,
17. BT —F,
18. (Wit ) £ MEMHRZREL , FIMEERE , REER T—%,
SEE  FZX B BIT2H aws.health KRALEM, EventBridge
19. £ Review and create ( FEH QB ) THL , FELNANREHBREFTEENEHLEE
Ko
20. 1EF SIEMN,

Example : 4 Amazon EC2 SEZH I N
LT REI6I2T — BT EventBridge Y= A TR ARFN

« Amazon EC2 &%
« scheduledChange 43R % 5|

« AWS_EC2_INSTANCE_TERMINATION_SCHEDULED #0
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED WY #3KAKHT

« ID 9 i-EXAMPLEalb2c3des BISEHI

N ZANBRSS 2R 51 01 2 A

LR STRA A RBIE ISR R AN BN RS MBARBRFICIEAN, BHAUNSNRSMEAHRE
RAGIEAN, XBREETLHNFELZNEMRS MR EMIZAN, Nt , BLRRBEEHE
A, REFIAAELR.

A MERA LT E— &,
NEEHN AR HARSS MK 5

1. % EventBridge 2| &/ “MN” TWE £ , EHEMAM B,
2. EAELH, & RE.
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Amazon Health Tt
3. “BET—-F,

XF BHEREREERN  REEXARFERPRAALHER.

BET—%  BEXEA FEHEHNRME.

B EHRANURFENER,

2

9 AL 7 i Bl 55 M1 3% B

1. FRR & EventBridge MM AKX B XEHMIEH Amazon Health El 1R 9 VI RERAE,
2. NF BHEX , EF FEEX , TARMIIRPERENMRFZ KR,

3. EXAFERPARALNENR, BRFUATROERXENBTURSHENNER,

4

FELENEHER | REER BE EventBridge N L& E B XEHAEH Amazon Health By
FRSIERIEHN,

£/ API 2 Amazon Command Line Interface (Amazon CLI)

FFFHAKIMENHN |, EFE A PutRuleAPI S aws events put-rule B SEHBHER, &
X Amazon CLI 5=l , BEH (FHS5E) FH put-Amazon CLI r ule,

Example R4 : Z0 RS MEHRE RS

DUTEAERBET —FAN , AT %EE=F Amazon fiEHissue, FscheduledChangeZE4#
RARFWEH : W% accountNotification EC2, Amazon A EC2 uto Scaling #l Amazon
VPC,

"detail": {

"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"

1,

"service": [
"AUTOSCALING",
"VPC",

"EC2"
]
},
"detail-type": [
"AWS Health Event"
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Amazon Health AriEE

1,
"source": [
"aws.health"
]
}

EHRRBAREFFEE Amazon Q Developer AR IEBEXEHE
41 Amazon Health

PRATAEZEBREF % ( HI40 Slack 1 Amazon Chime ) H# Ul Amazon Health B4, &I LUE
It B4 RKIR B &IE A 8E 82 &MY Amazon N AR FMEMZEME Amazon BRF R, RE , 87
BL% F Amazon Health # | ER THBEXREFNEZEE, Hlu , MREHRIEFEKE Amazon K A

AYAWS_EC2_INSTANCE_STOP_SCHEDULEDZE#EHE |, MiZ Amazon Health B4 A EZE REZLD
Slack &+,

FRFMF

EFRZEl , BUTUBRUATRE :

- FEHXRBARERFFHFER Amazon Q Developer Bt ER I X & F ik, A LABLE Amazon Chime ]
Slacke BXEZEE , HSHE Amazon Q A X EN AN AEFEEA RPN AN AREFPH
Amazon Q FFRE A,

« ZRIEHITFIM Amazon SNS £/, MREEB SNS =8 , MAAFEANEEE, BXEZE
£ , i#2 Amazon Simple Notification Service 7 % A R 5 F K Amazon SNS Al 7,

EWXRARERFF S Amazon Q F7F k& — £ #EIK Amazon Health S&E3)
1. IRB BLE EventBridge MM AKX B X EHRIEA Amazon Health EIZ R 13 PR RRE,

a. TSR IBHEREHERANRES , EEANRE—THFDBES , RAEFMATITUND T
Amazon Health SR RIBRTIHRENIKEE ., BFSH £F 2 1 E R Amazon Health FIE4
5l % EventBridgeo

"detail.page": ["1"]

b. HEZLZR 14 FIEFBIRET , iF1EF SNS £, BFEWRKNAEFH Amazon Q FFREZH
AFREAMERR SNS &,

c. FEARRRDLE , LLEIEMN,
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Amazon Health A5

2. EHXMNARERFESEFPSHME Amazon Q FFRE,

3. EEBEEIXEFIK , 10 Slack BEAM , REER Edit (HE ) -

4. 7Z Notifications - optional ( B%I - % ) 35 , £ Topics ( EB ) FIEFEELTR 1 EENWHEH
SNS &,

5. BEERF

2 Amazon Health [AH EventBridge ZEfF& EMNAWEHAT , iZ Amazon Health EH-FERE
FEHHREFP®F,

6. EFEZEBFH AL Amazon Health BEIHIRPEEFESE L,

HzIX EC2 L6liz 1T ELLIE R Y EH Amazon Health

B LA B BIATIRYE , AR Amazon EC2 SEHIEYITRKIZEH. 2 Amazon Health [ &/ Amazon ik
P RIZEZHE , 889 EventBridge M AT LA A B #5 ( H140 Automati Amazon Systems Manager on
X ) RRKEBHIMITRE,

flan | HRL S EC2 #MXRFM (Amazon EBS) Store EC2 X #FHISE

Bl 2 HET D L5 2 A= 4B Amazon Health |, & EHEB XA B BH 5
#HIAWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDME#R. Amazon Health Z3#H1 04
MBS EHREE | BULAEHFELEMNBEG, X, FRSFHRITXLIRE,

® Note
EHINEWIL S # EC2 EHIINITIRE | X LEH| XA Systems Manager BE,

BEXEZER , H5H (LS¥ EC2 EC2 AF1EM) EventBridge R #Y “SSTL T3k B 311K
FoRFM

EBIEMN 27 , BAFEIZE Amazon Identity and Access Management (IAM) ZKEg, BI2 IAM &
HEHZACHETRE,

#12 1AM policy

RFRESBEACHACUEZEFEERERR, ERBRFAGKRRERITRENNR, LIREEH
IAM &) & i) JSON KHEYRIERS,
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B2 IAM policy

1. &% Amazon Web Services Management Console F#3TFF 1AM #2#|& , Mt R https:/
console.aws.amazon.com/iam/,

ESMEET , EERE,

pridegnlfe N

% JSON £+,

EHILLT JSON , REE 4w ERTHIFIN JSON,

o & 0N

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"

1,

"Resource": [
ngn
]
o

{
"Effect": "Allow",

"Action": [
"ssm:*"

1,

"Resource": [

min

]
.
{
"Effect": "Allow",

"Action": [
"sns:Publish"

1,
"Resource": [
"arn:aws:sns:*:*:Automation*"

+
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6
7
8
9

{
"Effect": "Allow",

"Action": [
"iam:PassRole"

1,
"Resource": "arn:aws:iam::123456789012:role/AutomationEVRole"

}
]
}

a. TEResourceZ#H , EL T#FRET (ARN) 1 , B ALK Amazon 1K 1D,
b. HBEANZRACENIEARIANEN. LREIER AutomationEVRole,
EERT—% 7%,

( A% ) BE A AR N B E R T BRI EI SRR

R T 5% ¥ %,

EEFRKE WEL , m AR (Hl0 ) AutomationEVRolePolicyMuliERHE IR,

10. & Summary (HE ) TH , AEFRBEATHNR., MRENKBEBIFR , HiEE QIEE

B

WREENABTURITHERIE, BXEZER , BSH (IAM AFERE) RHBEIE IAM policy ( #4l
a),

tE IAM A&

BIERIET , BXNEE IAM AE |, FRERBHMELAE,

A Amazon REEIEA/E

1.

N o o bk~ W Db

&3 Amazon Web Services Management Console #$TF IAM #&l& |, Pt Jhttps://
console.aws.amazon.com/iam/,

ESMERT , ERAG , ARERUEAR,

X1 FSelect type of trusted entity ( EFZEELMAEAIEKE ) |, %&HE Amazon service ( RS ) -
EC2AEARTHETHACHRSHITIER,

EET—F: R,

MALBIBHREE , HlWAutomationEVRolePolicy , ARGk P EME DM EiRIE,
ERET—% 7%,
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8. (W& ) BAUEARSENRENITEEFNEAE,
9. EB T—% ¥,

10. X¥F Role name ( A& ) , A AutomationEVRole, LtBRFLIMEEEIZER IAM policy
9 ARN A &R BAFHMEE.

11. ( °i% ) X F Role description(B&#R) , H A B BHNHER,
12. REAE K AFERFIEAC,

BXEZER  F5H IAM AFEEF/N Amazon RS BIEZA S,

EREERE

RfE , BUNEHMAEEACNEERK. BLMTRITRE , T EventBridge 25 & ik iL A
1=

EEMZACHEERE

1. &3 Amazon Web Services Management Console #}$TF IAM #2&l& |, Pt https://
console.aws.amazon.com/iam/.

2. ESmMERKT , EFEAE,
3. & Amazon IKFHHEGIIRD | EBREQENEGNER , SllAutomationEVRole,
4. &R FEXR EUF , ARER FBEEXR.
5. XIF Policy Document , EHILAT JSON , MIERERIAKRE | AERFEFIH JSON MM B FIENE.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"'ssm.amazonaws.com",
"events.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}
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6. ERBEMEERE,

BREZER , BZH IAM AFEETNERAREERRE (EFE ).

NUTEDBIEMN EventBridge
RERL NI FRTE EventBridge B HI &P RIZEMN , UESRA LB HE LB iTRIERB EC2 K461,
A Systems EventBridge Manager B 3hi& I ZH N

1. $TF Amazon EventBridge ##|& , ik 79 https://console.aws.amazon.com/events/o
2. HESMBHETE Events (B4 ) T, %&4% Rules (#HM )

3. EAEBEMUITEL , mAMNEN |5 A FHik,
4

£ Define pattern ( EXHER ) T , 1% Event pattern ( EHE ) , ARFIEE Pre-defined
pattern by service ( RIEFMEXLHER ) .

Xt F Service provider ( R &RMHE ) , % Amazon,
NF RF B, EFE ETRR.

NF BH4EE | %R RBESTRRES,

R RERS , RFEEREEC2,

R RESHRERXS , REEE scheduledChanges
10. EE BESHRERE , ARERSHERERNE,

© © N o O

Blan | X F Amazon EC2 EBS X #EHYS=f |, &
$%. AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDX{F Amazon EC2 4i1F
i I SEH | Fi%EER ., AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED

11. #%&$% Any resource ( E &R ) o

51 BHEREM T UTRA

Example
{
"source": [
"aws.health"
iF

"detail-type": [
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Amazon Health AriEE

"AWS Health Event"

1,
"detail": {
"service": [
"EC2"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"
]
}
}

12. 7hN Systems Manager Automation X B ¥R, £ &FEB#R T , XF BFr , %#F SSM
Automation,

13. X¥F Document ( 3X#% ) , 1%3#F Amazon-RestartEC2Instance,

14. BRFF REBILSE , AEER W ARRER,

15. £ MABRBRFERPHA {"Instances":"$.resources"},

16. NFE=-/NFE , WA {"InstanceId": <Instances>}.

17. ERERANEAEGE , AREREZEN IAM AG |, flllAutomationEVRole,

(® Note

MRIE&HEGLENRM Systems Manager B[R EC2 AR AIEXRAZMIE IAM A |
NENAeRFatRNEIRY. BXEZER , BSH BREH.

18. EFEOIE,

MREHNKFPRETHFEERNNES | W EventBridge 2FFZBH RIXLEMNIEE B Hr.

% : Amazon Health =4 Amazon EventBridge Z8%3

LT 2 Amazon Health 4R, FHAEESHHABTFRE - R, ZRERERHET R™OIBX
;Ao
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"version": "Q",
"id": "7bf73129-1428-4cd3-a780-95db273d1602",
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"detail-type": "AWS Health Event",
"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T09:01:227",

"region": "af-south-1",
"resources": [],
"detail": {

"eventArn": "arn:aws:health:af-south-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE/
AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-d0179ed6d68f",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",
"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",
"endTime": "Fri, 27 Jan 2023 09:01:22 GMT",
"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",
"statusCode": "open",
"eventRegion": "af-south-1",
"eventDescription": [{
"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n
\N[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."

1,
"affectedEntities": [],
Ilpagell: Illll’

"totalPages": "1",
"affectedAccount": "123456789012"

K 7= 4% E Amazon Health E#-Elastic Load Balancing API [&] &

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:5772",

"region": "ap-southeast-2",
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"resources": [],
"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/
AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",
"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 10 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 10 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012"

here"

K P43 Amazon Health E4-Amazon EC2 217 XS BS 4 AE TN B8

{
"version": "Q",
"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:577",
"region": "us-west-2",
"resources": [
"i-abcdl111"
1,
"detail": {
"eventArn": "arn:aws:health:us-west-2::event/
AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",
"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",
"eventTypeCategory": "issue",

"eventScopeCode": "ACCOUNT_SPECIFIC",
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"communicationId": "@1b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 ©05:30:57 GMT",
"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"affectedEntities": [{
"entityValue": "i-abcdl111"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012"
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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BERERE—MEE 6 AFTSHENBEXHEHEEEERN Amazon S3 71, CloudTrail B &34
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B, BRSHBENFER. CloudTrail BEXHTRAH AP BANEFHKRRE , HILET2RE
A4S ER IR I,

LA RBIE R T & RiZDescribeEntityAggregatesi® 4 CloudTrail BE% B,

"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:usexr/JaneDoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JaneDoe",
"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T07:06:15Z"

13,

"invokedBy": "Amazon Internal"
I
"eventTime": "2016-11-21T07:06:28Z2",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",
"awsRegion": "cn-northwest-1",
"sourceIPAddress": "203.0.113.0",
"userAgent": "Amazon Internal",

"requestParameters": {"eventArns": ["arn:aws:health:cn-northwest-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responseElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

1,
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