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Service history List of services

The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.

Q. Add filter

@ Note

£ 2023 £ 9 B ZEMEMLHESEFER KA URL RIEFRE M 1% 2 Amazon
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E RS HBEE

8. (W) BALZLEMNXS UTC EFEHN. BXEZER , B8R HXEE,

9. (Wik)WREBE-NKF , FERHTAKFSTRRUAERER, BRXE , EUUNEERETEK
FHEH, BXEZEL , B8SH AHREAEN Amazon Health 2 HIER - BHKFETIRR.
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« Amazon EKS Kubernetes B4 1E X i
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RKERF : ETFHRHNER

EHRHAI . Amazon_{SERVICE}_PLANNED_LIFECYCLE_EVENT

EHFFREE  EH4FHRNERENERIIERFMA KRB H,

SEBNLERETE : BHLERNERIEFRE Amazon BIRTRERM B, FIEE , ATFEREES R
Bl R BEAANERARFEEE,

(® Note
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Open and recent issues Scheduled changes Other notifications Event log
Scheduled changes
View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.
Q, Add filter
Event v Status Region / Zone Info Start time v
o EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8
O DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8
O DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8
O EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8

EKS planned lifecycle event

Resource data is typically refreshed every @ 0Resolved 0%
24 hours. No actions required

Affected resources in account 745485236264 (5)

Q, Add filter

Resource ID / ARN
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-dev5
arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51

arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor

BHITKSHBEE -

v Resource status
@ Pending
@ Pending
@ Pending
@ Pending

@ Pending

End time

v Affected resources ¥
9 pending
1 pending
10 pending
& X

Last update time
15 days ago
15 days ago
15 days ago
15 days ago

15 days ago

1. MRER , RS AL ESHITH B BENERN RX SN B IREERER N E X,
2. MREXFHBPERABMATERIR , W Amazon Health B4R E RN “Closed” ( EXFH ) »
3. MREZAHMEREMFERTHRERAGESEMN , N Amazon Health SHFEFTHBERBHRE

Y 90 RARFFBIRS. RiE , MRS,

HWF BN LG EARBHENN | FaREMFL?



Amazon Health RFiERE
BYRERAERAEERERED

L2 MNEMARE S HEHEE Amazon BEE. WHIBEXATREFMBZINRSHBEIREEFHRER
H, XZRN Amazon #E. EEMNEHMNENRERSENELLEIRS ST RENYELENA
fro RTEE AmazonRENZ A KEHN  ERFEAREBTERERS ( BREFNREHT )
MEMMEXNNRAERFRYE. BXESZRELR  FERIEHEER,

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER
WORKLOAD ARCHITECTURE
RESPONSIBILITY FOR

RESILIENCE ‘IN’ THE CHANGE MANAGEMENT AND OBSERVABILITY AND FAILURE
CLOUD OPERATIONAL RESILIENCE MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

iR Bt RIN £ E B4
302 R RSB A T LA P S RO 47 15 R

» A 5% EventBridge

« f#/A Amazon Health 2 HIE 4R
- HEAH
- ZERNRRUE

 {£/A Amazon Health API

BYRAHEEXERIRERE 13


https://docs.amazonaws.cn/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html
https://docs.amazonaws.cn/health/latest/ug/cloudwatch-events-health.html
https://docs.amazonaws.cn/health/latest/ug/getting-started-health-dashboard.html
https://docs.amazonaws.cn/health/latest/ug/getting-started-health-dashboard.html#calendar-view
https://docs.amazonaws.cn/health/latest/ug/getting-started-health-dashboard.html#affected-resouces-view
https://docs.amazonaws.cn/health/latest/ug/health-api.html

Amazon Health AriEE

FF 4 5E IR B Amazon Health £ E R - B KFIE TR

A LAME A Amazon Health 34| 4k 7 #2 Amazon Health B4, iXEEH S EMEH Amazon
Web Services 3 Amazon Web Services I, &XIKF /S , Amazon Health # S HAREEI LT A
ANEREER

« BRKFSEM4 - WTHETRBETEKS NS, EUUEREARATRNER, KFIEEXMSITRI
B, BREAUEFBEHAME RIS X 90 RAFESEHNEMHB S,

o RN EH — SkREE R Amazon Organizations R4 E FERALNEH, BUUEFALRPRT
BRHEN, RIEERNETVHNER. BETUEFBEHURERTEE 90 RAFMBHASHNEY

=+

/N o

@ Note

R E5%HF Amazon Web Services MK/~ , M ATLAE A Amazon Health 2 &I E#R-BR S5 1Z TR
KT B — MRS HY AT A

MREEWKS | RANBWIEEF Amazon Health #EIER , LAERA M T £ 7] 822200 18 AR S5 F
BRNEHMENFEENTL,

Bx

* £ Amazon Health #ZHERFEFENIKSEH
o FRARRREY B B R &L A 5] &
- BiXIHER

- Htbh@EA

- E¥BXE

- EHFHEER

- EfxE

- BANE

- RN RRUE

e RXIRE

- BRELIEITIRR

 EiE Amazon EventBridge




Amazon Health AriEE

« Amazon Health Aware

£ Amazon Health 2SI HR P EF K- B4

A UEFECHIKS, |, UEFREMECE SR
E £ Amazon Health &I HIRPEFKFEH

1. 3TFFEH Amazon Health #&|E4R , Mk https://health.aws.amazon.com/health/home,
2. ESMBE#KD NI TFENKFZTRR , BALLUER LT &R -

a. AREEREFIBNSITH FE - EF KT T MXANE4

b. EXMEN - EFRERFREMNTEREZEEN RSN RRNEH.

HittBH - EFER Et XA TRFEEKFNAEEtBMMSERENSEH.
d EMHET-BERE I RRENESH.

o

7R R R B (B R BT /Y [R] B
FERARERRN BARIL N AEETF , EE AL XARETRENEKS WFEEH,

EERFERPEZEBHN  RE2ETEAGERER AP 2BHNREWARNEXEE. BXE
ZER  BESHA SHEHAEE.

BEMNFEEREYREZFED | BUUREEEMENFHPETRHEH, flmn , BaUZETAHAX, X
5., B4 RES LEXEFHEE. Amazon Web Service F&4 45/ RBE,

EEEMEEN  MARERHERPREERNEN , FIER 4 AT BT,

(® Note

AT, BIEMIBR Amazon Health 2 HERF E RHEHER . 5 Amazon Web Service
RREMHE , BAB SN EARE A ER.

EITXINER

ERABITXNESET+ , EFNFRENTREEZBENKS VB, XEB4AEIFEENRSITR
M R MNBERRTH S EBRNEU R EREHEM4. N THEPEITRIXLEES  RIMNREETH

1£ Amazon Health B HIERHPEFKFEH 15


https://health.aws.amazon.com/health/

Amazon Health AriEE

ARE , WESTLLNIEETINEXRARAERATF, BERXRHTH, BXxETEAHEGNES
EB , B 1T E SR EPEH Amazon Health,

H i@ Al

FEABMEDF , EELEERATREBEKFHAMAELMBANSERENSEN ., XARIEILED
B, KEBANRZ2REIEFEHN

EHAE

EREHBATEDF , EEME Amazon Health £, BERTESEAS , R GRS MR
B [R) 4T 076 32k

EEHBERPERBHN  REQEREAGRER , HPI2BHNZHWERIIRNERES
BXREZEE , F5H SHFEHAES.

BHEPNERTE , WJLURER LT LA

- AKX

. ZREYE

- =

- = ARN

- EHEF

« EREFESE
- X

- &R ID/ARN
- &S

« FHIAETE]

< RE

Example :E#HE

TERERTXRERE (FFRLEMILE ) MEEFRS (BXEN ) BXEIERENEH.
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Amazon Health

RAriEmE

Q IAM-user ¥ Global Support ¥
-~
Last refreshed less than 1 minago| C
Event log
Q 1
Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X | | Clear filter
Event Region / R Last update Affected
Event v Status Start time v R
category ¥ Zone Info time v resources
Lambda operational QOctober 9, 2020 at October 9, 2020 at
) Closed Issue us-east-1 -
issue 2:03:48 AM UTC-7 3:11:09 AM UTC-7
EC2 operational October 9, 2020 at October 9, 2020 at
. Closed Issue us-east-1 11:54:16 AM -
issue 1:48:51 AM UTC-7
uTC-7
SNS operational September 30, September 30,
issue peratior Closed Issue us-east-1 2020 at 8:28:18 2020 at 11:42:54 -
AM UTC-7 AM UTC-7
. September 16, September 16,
EC2 t 1
iss eopera fona Closed Issue us-east-1 2020 at 7:30:41 2020 at 7:45:03 -
==t AM UTC-7 AM UTC-7
Storagegatewa September 13, September 13,
I v
J, 9 ) v Closed Issue us-east-1 2020 at 12:46:47 2020 at 6:32:24 -
operational issue
PM UTC-7 PM UTC-7
Deepracer August 31, 2020 at August 31, 2020 at
. . Closed Issue us-gast-1 -
operational issue 6:32:39 PM UTC-7 9:10:12 PM UTC-7

EHEFAEE
HEBE - BAN | 2R LT REANETF. FAESLARERUATES -

« RS

< RE

- RKE/amAK

- EHREBRETKS,

« FHIRME RETE

< K3

- BRWRFNHE

< SEHRVHIR M ERTAY RS B R

ZEMMN R FRIEM 2 E RSEHE MM E Amazon Web Services BRI KEER :

BHEAEE 17
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o METAHIEX , &R ID ( Bl , Amazon EBS % ID vol-alb2c34f ) 5 Amazon BRBZ
(ARN )

s NTFEIHNNEGAREYS , TN ERIRETERFENEIRS (LB, RALCH
R) . WIRBER 24 NREHT—IX

BAITEERRPERNIE . B LHRRIR ID 3 ARN H/NERTTE.
Example : FiF Amazon Lambda B Amazon Health ZE#

UTREBREE T Lambda B — 4P REIEH.

Event log Lambda operational issue Back to list view [5]

Q

Details Affected resources

Region: US East N. Virginia (us-east-1), US East X
Ohio (us-east-2)

Clear filter Event data

1

Event Start time

Lambda operational issue October 9, 2020 at 2:03:48 AM UTC-7
Event summary

Status End time
Lambda operational issue Closed October 9, 2020 at 3:11:08 AM UTC-7
Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1

- - Region / Availability Zone Affected resources

EC2 operational issue
Last update: October 9, 2020 at 11:54:16 AM UTC-7 us-east-1 -
us-east-1
SNS operational issue Category
Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1 Issue
EC2 operational issue Description
Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

. . [RESOLVED] Increased Invoke Error Rate
Storagegateway operational issue

Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1 [02:03 AM PDT] We have identified an increase in invoke error rates in the US-

Deepracer operational issue EAST-1 Region and are working towards resolution.

Last update: August 31, 2020 at 9:10:12 PM UTC-7

us-east-1 [03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
Sagemaker operational issue experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
Last upd‘late: August 31, 2020 at 9:04:39 PM UTC-7 issue has been resolved and the service is operating normally.

us-east-

Batrh nngratinngl jccig

e S

B # Amazon Health S35 -

il 18
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s NEEHRTRETKRFHWERSEH, Hltm , lNRE Amazon Web Services Xig, A 7Z7 5 Amazon
EC2 <M A& , Il Amazon Health I# I EXEBHNER , MEETFERAZXEHPH RS HEIRE
2k,

s BETFTKFOEHBETENKFSHEBALTPHK,, Flun , MREFERNXEHFELEES Amazon
EC2 =HlEXMEB , N Amazon Health #BHEXZEHMNZE M Amazon EC2 SZHIFNRME
&

/BNO

ERAUATENHEESHRLAEEHERBETK/NEHN

« 1£ Amazon Health #Z&IERY , ERFBHNIEWAFLETF. EERRNEHRETENKS,
RERBNEBHRLFN  ATRBETENKS . BXREZELR , B5H FHEAER Amazon
Health #Z2HIE R — EEY K EITIRIR.

« fF Amazon Health APl iR[E eventScopeCode ¥, EHTUER

PUBLIC, ACCOUNT_SPECIFIC = NONE fH, BXEZEE , 5 Amazon HealthAPI ZZ H
DescribeEventDetails /€.

B AW E

BAMEEEXNEISET<F AR , AT Amazon Health SHRFFAE B+, LLUE RV
BERELE 3 MNAMKRRK-—FANITRIER,

Amazon Health E4ZAE R, EFE—MNAHUERMER , HF3E Amazon Health BN E S

HFAEE. BFERANBFEHFTHNEHURCER. EEENEHUREE TR, MR- AHHPER
MNALWES  IRETBENREEHNKBE, EE—AH , ENERP E R Amazon Health =

HHRk, BAUEMNERPER-—INEH  UETEXZSHNERE. NEKRLETESKNEL , A
SMERENAE.

BAAE 19


https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html

Amazon Health AriEE

Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled
maintenance activities.

QL Add filter Any event ¥
4 February 2024 >
Sunday Maonday Tuesday Wednesday Thursday Friday
28 29 30 31 1 2
2 Upcoming 2 Upcoming

1 Completed

=

30 January 2024 & X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view

EKS planned lifecycle event (us-west-2)

Event status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed

2R BRI E

FFEITRINEREEPEN , Amazon Health EHBEFRESEFNARRSNEEEH. EEFR
A, Bk Amazon Health B4, RAE REMEARA Z 207 RETF A,

K P 4 3 Amazon Health EHEZ M FEFEMFHNBERZ WA FTRESNHE, TRBHRRN
FIRUAREMAVRSERTET. HNEREHRE4REARFRESZENEHREN R, ET
BAXUMEREREMNESER TSR NN EGEHEH Amazon Health,

MRFREALME , N Amazon Health B4 E RBENFEKFHWAMEZENERNASHE, B
ERERZENKFHNIRUARZKFNFLERTREE, EEKSHFLERFRNREUE RIKF T
ARE, KFURRESENESKEL , AUSHESEmKFWALSR, SEMRRRSHBE
EREHFD BRNIRE.

FEMARRAE 20
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DMS planned lifecycle event & X

Details Affected accounts

Affected accounts » Account 586464445636

¥ Summary of affected resources

B  Pending 100%
3 May require action
. 0 Unknown 0%
Affected resources e
Mot able to verify status
Resource data is typically refreshed every . 0 Resolved 0%
24 hours. Mo actions required

Affected resources in account 586464445636 (3)

Q, Add filter 1
Resource ID f ARN - Resource status Last update time
arniaws:dms:eu-west-1:586464445636:cluster/prod-financedb2 (@) Pending 1 day ago
arnaws:dms:eu-west-1:586464445636:cluster/prod-financedb (3) Pending 1 day ago
armaws:.dmseu-west-1;586464445636:cluster/prod-2main-db (@) Pending 1 day ago

B XiZE

&0 LATE Amazon Health 2 #IEiR PR YN XS UTC EFEEH. HREE Amazon Health 12#IMH
WRPEHRNX , NEEHERTOENEENAEE4HERNNBIEENNKX,

EEHLNRXIRE

1. 3TFFEH Amazon Health #H|E4R , Mk https://health.aws.amazon.com/health/home,
FETEEED , % Cookie HILUI,

X FIh&EME Cookie , IEEE AW, REERBRFEEIN,

#£ Amazon Health 2 HERSMERF |, ERNXRE,

NIEH Amazon Health £ HERXFEFE —NX, RARERERFER.

o & w0 DN

B XiRE 21


https://health.aws.amazon.com/health/

Amazon Health ArfEm
A LIZITIRR

Amazon Health 5 Amazon Organizations £ , Rt B A UEER THLANMEKFNEH, XAE
RUETALDERTNEHNETRUE, SOUEAXLEEA4RERTR,. RENNARFPHNER.

EXEZER , B5H FRALMBEKF R4S Amazon Health =4,

Bt iE Amazon EventBridge

£/ EventBridge %M 1& & Amazon Health EHHE R, AT IEK P & £ 45 E Amazon
Health =24 , RFIREAN , LEESHEEZLAUE Amazon Health 815 K EUE HE

fF EventBridge 5 Amazon Health &4 A

1. ITHIER Amazon Health #HIEMR , MiEA https://health.aws.amazon.com/health/home,
2. ESME EventBridge &I A GIEMN , FHITUTREZ—
ESMBRNZITIRRERT |, EF Amazon EventBridge,
B E EventBridge T , #%&# % 2| EventBridge.
3. REZITBRANEMHCEMNNEER, HSHEA Amazon 153 Amazon Health 4
EventBridge.

Amazon Health Aware

A LAFF 36 B Amazon Health API |, {£B Amazon Health Aware iX —{E KA N BRERF , 90
Slack. JIRA, ServiceNow X% ::?W/REFFO WM&t SERIERRREME,

BH AR ITIRR 22


https://health.aws.amazon.com/health/
https://www.amazonaws.cn/blogs/mt/aws-health-aware-customize-aws-health-alerts-for-organizational-and-personal-aws-accounts/
https://web.cvent.com/event/66f5368e-0e25-4a50-b213-907645f46faa/summary

Amazon Health AriEE

3 Amazon Health Bti& Amazon A~ @4l

Amazon Health It EXRFZEMNEE , HINRERE, TRIEFMitIREETABESF. B
T£M T # Amazon Health E4#15 , fINFTEMAEIR ID. HFRS (THFHXA ) MEFRR
A, REMERFEH Amazon Health 5, 4I20 Amazon Health APl, Amazon EventBridge ##Y
aws.health JR ¥l Amazon Health #Z##IHR, XL SIREEBXRTEE N TEARNZESHFNELH
RiFMHERTE R

Amazon P B EEN Htt UX JBi&E ( 8BFif#. BIX=E[E Amazon Console Mobile Application 3%
B ) BAE, Amazon Health E4BANIENFAKEEE LEIEABRSMBLE ;B2 , iR
M7 —TEEMERNER , REAFMZMEXERHAVEENRENTC. SBHESHANPIEEN
BELEER , ARPBEASRFEEZCIRZAOMAN  RIBMNRXZAFEAN, SR ERREBAN UX Fi2E
B, HRERGURVHNBESHERNBAKE, SR UERFEBAGRLFEFTEM, Fla0,
MRIEH Amazon IKF R EITRIEFHHEIR |, 6120 Amazon Elastic Compute Cloud ( Amazon EC2 )
S, T AT BASE U E K O&E A

ETHRBEXIZEE Amazon AFBANEZEER | EZRAmazon AR BEA AT,

23


https://docs.amazonaws.cn/notifications/latest/userguide/what-is-service.html
https://docs.amazonaws.cn/notifications/latest/userguide/getting-started.html

Amazon Health AriEE

B Amazon Health API

Amazon Health  —f RESTful Web RS , ©fEA HTTPS #1T/&%H , F XA JSON EREE RS

B, BHNARFAREALLEREG Amazon Health APl Ki%xER, EEEZEMER REST API B, &

DTURBE S BRI RIT B ERZSZ UK EBNIER, BX Amazon Health I2EMSBNEZE
EZ W Amazon Health APl %,

® Note

B AE Amazon Web Services Support BIE§l, Enterprise On-Ramp sl
Support T+ XIF 8EEF Amazon Health APl, INREFERA&E™E, Enterprise On-
Ramp g1l Support itXI# Amazon 8 A Amazon Health API, & W E|
SubscriptionRequiredException f&ix.

A LA Amazon SDK % Amazon Health REST APl @8 , \TifE{tRAREF %, &iE
Amazon IEPf5 |, XEFELLBLENSMRBIITMEREREEH,

Amazon Health & 7] LA#E Amazon Web Services Management Console #1121t Amazon Health 33l
HiR , ZALAXREEHEREANZEWN I, BFSH FaEREN Amazon Health 25| E 4R -
ZH K ETRR.

Ll
=

Amazon HealthAP| 818 ZXENAREFEN , HEEFH-FIEEPEARIMXER[. N TXHF
F3)-#3h DNS #fE4 T , Amazon Health Rt 7 — 12 RikK. BAUELBHRLHRIT DNS &
¥, UAEEHHK[NMEMNNESE Amazon XiF, XAUEBETHREEREBPEABNMNER , UE
& T LA Amazon Health FEREUZFTE S

YiBELRBimR K HIERE | HAEEEX BARXER KM Amazon HEEIE , HAZHWXEEHEREZ
B BN, BN EHRRIETREESLK, BXESZEE , H5H £F Amazon Health APl &K,

TRIETRIAEE



https://docs.amazonaws.cn/health/latest/APIReference/
https://www.amazonaws.cn/premiumsupport/

Amazon Health AriEE

iR LA X1E 7Py s
Active cn-northwest-1 health.cn-northwes HTTPS
t-1.amazonaws.com.
cn
Passive cn-north-1 health.cn-north-1. HTTPS

amazonaws.com.cn

Global cn-northwest-1 global.health.amaw HTTPS
s.com.cn

(® Note
iR ER X
1,

EREHAEERNEIDES , BELBEHES CNAME £i#1T DNS &1 , RASMNAETHNBHPIER
Amazon X1,

Example : ££ Biw R L& DNS

LA R 531 global.health.amazonaws.com.cn iR L2 DNS &, RfF , iZ@HI&E cn-
northwest-1 Xifiim R L H & IFERZ LR Amazon Health s <.

dig global.health.amazonaws.com.cn | grep CNAME
global.health.amazonaws.com.cn. 1@ IN CNAME health.cn-northwest-1.amazonaws.com.cn

® Tip
Fohim A MBI 2 &R E Amazon Health 238, 1BR , &% Amazon Health IR EMNE
PimRIRE. REFFHEANBEBERARSEIHARE—H. BINBVWEEETIHRAKEST
Lt EFB I AE TIERTE.

R 25



Amazon Health AriEE

£/ & A A s ROETR

ELTRBRAEIH | Amazon Health £ A3 £/ ik =i DNS EHREE 3 Xign /R L3 XiF,
RE , MREFF[IKRET , RBEEFRS ) TERRE.

FIT
« £/ Java &R
 f£F Python J&=

£/ Java JER
FREM

BB MEEE Gradle,
ZEH Java KA

1. M GitHub T Amazon Health & 7] F 14 if 50E 7Ro
2. SMEFSERIE high-availability-endpoint/java B o
3. EMTAEOR , MAUTHR.

gradle build

4. HAUTHS , LIEEEM Amazon Fik,
export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

5. WANT®S , BUEITER.

gradle run

Example : Amazon Health =44 H

ZARBRHIREER Amazon 1K EIE £ XA R H Amazon Health E#, T RAIH |, Mk
‘Z3¥E Amazon Config BRZ5#9 Amazon Health B4,

> Task :run

27 = A A i RUE R 26


https://docs.gradle.org/current/userguide/installation.html
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint

Amazon Health AriEE

[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcdesdba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

Amazon Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that Amazon Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, Amazon Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ='AWS::EC2::Instance'
AND
relationships.resourceld = 'sg-234213'

fEH Java &R 27
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By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing Amazon Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?

Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection

2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable

3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface
5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,
AWS::EC2::NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:

The SelectResourceConfig API accepts a SQL SELECT command, performs the
corresponding search, and returns resource configurations matching the properties.
You can use this API to retrieve the same relationship information.

For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'vpc-1234abc'

If you have any questions regarding this deprecation plan, please contact Amazon
Web Services Support [1]. Additional sample queries to retrieve the relationship
information for the resources listed above is provided in [2].

[1] https://aws.amazon.com/support
[2] https://docs.aws.amazon.com/config/latest/developergquide/
examplerelationshipqueries.html),
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EventMetadata={})

Java &R

« BXxEZEER | 55 % Amazon SDK for Java APl &g # Interface HealthClient MRS
« BXIETRPAT DNS EXRNENEZEE. |, BSH GitHub F /Y dnsjava.

£/ Python J&’R

FREM

R

B RMEZFE Python 3,
E A Python R4l

1. M GitHub T & Amazon Health & 7] F M i &8 R
2. SBMESERYE high-availability-endpoint/python B %,
3. EMHTEOF , MAUTHS,

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

® Note

T Python 3.3 REGRA , BAILMEAAE venv ERKEGZBELRE K MEFLR
virtualenv, BXEZER , S H Python Mk LK venv - BIEERIRE,

python3 -m venv v-aws-health-env

4. WALT@®T , UBUEEMHRER,

source v-aws-health-env/bin/activate

5. BTUT@T , RREKRBI

pip install -r requirements.txt
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/health/HealthClient.html
https://repo1.maven.org/maven2/software/amazon/awssdk/health/2.14.2/
https://github.com/dnsjava/dnsjava
https://www.python.org/downloads/
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
https://docs.python.org/3/library/venv.html
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6. WALUTEHT , LUEELM Amazon Filk,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

7. WMALTHT , ETET.

python3 main.py

Example : Amazon Health 4% H

ZARE RBIRE R Amazon KPP R &IE £ XHEIH&FT Amazon Health B4, AT HIRE
Amazon Z£E &/ Amazon Health B4,

INFO:botocore.credentials:Found credentials in environment variables.
INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Qe35e47e-2247-47ch-
a9a5-876544042721",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open',6 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all Amazon Federal Information Processing Standard
(FIPS) endpoints across all Amazon regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to Amazon FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now
and March 31, 2021 Amazon will remove TLS 1.0 and TLS 1.1 support from each FIPS
endpoint where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all Amazon FIPS endpoints, even
if there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the Amazon Security Blog, with a ‘TLS’
tag [1]. If you need further guidance or assistance, please contact Amazon Web
Services Support [2] or your Technical Account Manager (TAM).
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Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use

your access logs to view the TLS connection information for these services, and
identify client

connections that are not at TLS 1.2. If you are using the Amazon Developer Tools on
your clients,

you can find information on how to properly configure your client’s TLS versions by
visiting Tools to Build on Amazon [7] or our associated Amazon Security Blog has a
link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?

\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network

[6].\n\nWhat are Amazon FIPS endpoints? \nAll Amazon services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
Amazon services also offer FIPS 140-2 endpoints [9] for customers that require use
of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/
security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://

docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}

8. ZEHE , BRAUTHEREAEL,

deactivate

Python &R

- BX Health. Client WEZEE , 82 EH T Python # Amazon SDK (Boto3) APl &%,
- BXIETRPAT DNS EXRNENEZEE. , HZ M dnspython TEEHM GitHub ERRAHE,

Z 2 Amazon Health AP| &R

1&‘3{@% Amazon SDK = Amazon Command Line Interface (Amazon CLI) k@ Amazon & tHiF3K
i, XETELAEREERE TERE E’Jlﬁllﬂﬂﬁ"fﬂﬁjfi‘?%%lﬁ"o Bl , MREEANERTS
o] A #E i =UEREY Amazon SDK for Java , MITTEE B L BXEFER,
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/health.html#Health.Client
https://dnspython.readthedocs.io/en/stable/
https://github.com/rthalley/dnspython/
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Java X8 7Rl

B X AF Amazon Health APl 5 Amazon SDK for Java —&2FRANE S R |, HSEM REKLE,

LAHTERE |, RIBRRWETEER Amazon BIKF SR E Amazon Health, #FTE
A IAM P EIE, BXESEL | B2 IAM B EE R0 BREAN Amazon I REA S 1515
4,

MREFEH Amazon SDK 3 Amazon CLI , MAMBITHERESR, RINBIEER Amazon
Signature R 4, BXREZEELR , HSH Amazon Web Services —fixZ#Z FIZE Amazon API i§
R

Amazon Health X 3FRy1R4E

Amazon Health XA TIRENA M Amazon Ik B4 E ERIRE -

« Amazon Health ZFHEHHLE,

- BRLEERFSERERGEHN —NIRNSIEHNER.
s BXRZ—NISNBHERHEANER.

o PCFR4SE TRIE RN B4 NEAR 2K,

FTEREHDNIEEFSRE, EMERN , BNSRRBE , BEFa#1TER, U THIBIAT Amazon
Health 124E :
EHER

DescribeEventTypes BESR RICE AL IEERERFNEHERE, EHXEEEH Amazon RS,
EHRBRBAELFINEREL . SHXRBENSHEEQANREEPHIEMNTTIRELL, Amazon Health
SN E AR B BRERT 8K,

=4

DescribeEvents BEAK FZEH X Amazon P XRBEEHNFHEEE ., B4 TS5 Amazon #4EA]
B, Amazon EMiigEN BT ERI L2 MK LB HXEK, DescribeEventDetails EARRE
K—NBBNEHFEHAFEE , HlI0 Amazon BRS. X, TAKX, ESHFHEMLE R E AR XA HE

o

B

XH
&

I B SR 4

b
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https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.amazonaws.cn/general/latest/gr/signing_aws_api_requests.html
https://docs.amazonaws.cn/general/latest/gr/signing_aws_api_requests.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventTypes.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEvents.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
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DescribeAffectedEntities BUEQKRBBEXRZ M RENBHF M TANER ., ERTUREMEMSF
HATIRIE , ZIEAA Amazon &R S B AVIRA.

RE

DescribeEventAggregates IREAR B/ NBHRBLFPNEHFITE , L THEMBRGTF
1%, DescribeEntityAggregates BESKRZ — MRS MEEBHE WA ZE (RIR) 1T 8.

DescribeHealthServiceStatusForOrganization

DescribeHealthServiceStatusForOrganization IR{EIR B X A FHEE 1L Amazon Health S&EHIHLEH—
BIENRSER

EXRFEAXERIENEZEELR |, 5 Amazon Health APl &%,

EFAF Amazon Health APl 8§ Java X5 =4l
LA Java REEROIEE R INMAREE1L Amazon Health B4 , AR EE XS HMSSEWER,
B IR EUE

FEEENMEL , T LS Amazon Health API #1T&E. BRI LAER S Amazon K P XBXRYET IAM
BFHZAR,

B2 H ¥ A1 AWSCredentials 3£ :

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file.
+ "Please make sure that your credentials file is at the correct "
+ "location (/home/username/.aws/credentials), and is in valid format.", e);

FSI 2 . F1%81t Amazon Health APl & ik

5 E— S HAHBILEIER KK EE Amazon Health FF i -

import com.amazonaws.services.health.AWSHealthClient;
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https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventAggregates.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEntityAggregates.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/auth/AWSCredentials.html

Amazon Health

RAriEmE

AWSHealth awsHealthClient = new AWSHealthClient(credentials);

FHI2 3 : i Amazon Health AP| 2 {E5RINEHE L

DescribeEvents

import com.amazonaws.services.health.model.DescribeEventsRequest;
import com.amazonaws.services.health.model.DescribeEventsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventsRequest request = new DescribeEventsRequest();

EventFilter filter = new EventFilter();

// Filter on any field from the supported Amazon Health EventFilter model.
// Here is an example for Region cn-northwest-1 events from the EC2 service.

filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("cn-northwest-1"));
request.setFilter(filter);

DescribeEventsResult response = awsHealthClient.describeEvents(request);
List<Event> resultEvents = response.getEvents();

Event currentEvent = null;

for (Event event : resultEvents) {
// Display result event data; here is a subset.
System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;

import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;
import com.amazonaws.services.health.model.EventFilter;
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DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();

// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed

EventFilter filter = new EventFilter();
filter.setRegions(singleton("cn-northwest-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;

DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonList("arn:aws:health:cn-
northwest-1::event/service/eventTypeCode/eventId"));
describeEventDetailsRequest.setlLocale("en-US");

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
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System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:cn-
northwest-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());
System.out.println(affectedEntity.getAwsAccountId());
System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:cn-
northwest-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);
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for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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Z4 M Amazon Health

=Z4E Amazon REFZE, N Amazon BF , BAIUSRTENFEASHZsHRBAALNE
SR T A 2 Y BUAE AR O TN 4R 2R K,

RERMAHEEE Amazon BFTE. TEHBENREHRNZNRZEMENZPINR SN

« =TEZE — Amazon AFERIFE Amazon =HIZ1T Amazon IRFZHEMZEM, Amazon &N ERH
AUZEFERANERS. EFAIN—2 , FE=ZAFIHHEHN RN IERNZE2NER M. ETHER
HEH TR Amazon Health , EZRREMITRIRI 28X %5 8 SCE N A RS o

« TIREE-BWTEHREERD Amazon [RSRE. BEFENHERRMNT , SREEN BRIV
. BRANERANERREREN,

AR A HS BY R T AR (E AR B a0{AT R AR o B SRAEAR B Amazon Health, BA T EB @& 44 WAl T B
& Amazon Health BUB R B REMERA M BiR. BEFFIWMAERAHM Amazon RS RAEB G
BRI EH Amazon Health %R,

£

« PFHHBIEHRF Amazon Health

- EAT Amazon Healthtd 54 #i0) E8

o BFHUEIE Amazon Health

« EHMRIE Amazon Health

* HME1E Amazon Health

« Amazon HealthHF I E R L £

« BPHYELE R ISR 24T Amazon Health

« Amazon Healthty Z £ H{F K

PR EIERI Amazon Health

4 Amazon 2 BFEE EE A T PR EIERP Amazon Health, AR FTIR Amazon , ARRIPIZ
TRERNENSIRERZEH Amazon Web Services =, EBAREF W IEEE M EMIZE LB
#l, BEBTEFTERR Amazon Web Services WEZ 2B EMEETS. BXBERILNESES
BSRABERALE L RBHFE,
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HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 5 Amazon Identity and Access Management (IAM) IR BEMNABF. X , 8MNAF RIRE
THIFRRMENNR. RMNEBWEELUT AR EHIE

s WENKFERZESHRIE (MFA),

« M SSL/TLS BE&Ri#EE. Amazon BRIMEREH TLS 1.2, ZBiLfEA TLS 1.30

- ERIRE API 1 H F &3 BHE Amazon CloudTraile

« £ Amazon INZRRFRUKEF B ERIAZ £ EH Amazon Web Services.

- FARRIEEZRLRS (HlW0 Amazon Macie ) , EEBI T RXKIMMRI 7% 7E Amazon S3 HHI R

o WREBE Amazon B G SITRER APl #THRNEZEZRT FIPS 140-2 RiIFMINZFIER | EF
A FIPSiwR. BXTHAKN FIPS WARMNESZEER |, B25H (ZEBKIPEELIEIRAFIPS) 5 140-2
) o

BB ENUEY RV ZEERBEEE ( WEEFWE TRt ) MARSSR BHERN AR FER
(WMBHER) ., XBELFEHAZEFHA. APl Amazon Health 3 SDK 5 LA EH th Amazon Web Services
FRAERESIA Amazon CLI, APl 5 Amazon SDK B15R. EATEMHNGEEHEBEBRN NEAFZR
PR ANEABREHTELA TR BEE. NREOMABRSF[RARL , BB UETEEN
WA EEEIEERERBIEXNZRS[ME R,

AE R
BHZFE LT A XM Amazon Health 11Z B E B

BRENZEREBERFEHPNEE ( SBENRSE@EEN Amazon KPR ) MEBSKIE (7#E
Amazon [RSHET ) . BALMEREZREZEM (TLS) RIPFEBMTPHNEEE  EAFTFIRNZERPES
i,

Amazon Health F2EFZHREFPANRBEER (PI) , FlaiB FER bt BEFH# A,
B

FENPIEREH IS MNE Amazon Health £,

&% N2

RIEMEEWAERBEALMIEZEST Amazon Health B233 &,
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Amazon Health ArfEm
RAEE

Amazon Health 7% 3F R £ Amazon =i INZHNBIEREET A SENINRZ,
BEMERERTARYF

FHZFE LT A X Amazon Health tl{A4 B R ERIANVES.

& T LA B Amazon Health to w Amazon Organizations iter , X ERAIUEERBE TENEHLN
N A Amazon IKF IS4, IhBERBIREATE Amazon Health SHMEHRNE | SFEREQRE, &
HR4ES MK B Al

A, BARERAANERIKF &% , AEBE Amazon Web Services Management Console 2§
F EnableHealthServiceAccessForOrganizationAP| & 4E /3 Atk Th#E

EXEZER , BE5H EHALUREKF RS Amazon Health =44,

FH AT Amazon Health®y & 4 F1i5 o) & 3

Amazon Identity and Access Management (IAM) Amazon Web Service A #EBI &I i &2 £ b3 53¢
Amazon BRIFRINR. 1AM B R EHIE AT SU#HTH AR ( BF ) RN (HAENR ) A
Amazon Health &R, &AL IAM Amazon Web Service , TEXAFNEA,

£

- B

- FRASHHITEHRIE

- EARKEEH

« 340 Amazon Health 5 IAM Bl & E A

- Amazon Health EF & 3 8 K b =l

« X Amazon Health 513 17 6] # 17t FE HE R
- FRFHEXAEHAT Amazon Health

« Amazon By FEE XM Amazon Health

Z X
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BRS5 A P -t REFEA Amazon Health BRFERTAE , NIEE RSN EREAFENEEMNR. HRE
FA¥E % Amazon Health ThEER T TIERT , {RATBEFETMANNIR, 7 HRMAERLRNBEERTE
EEEREREEGHWNE. MRETEE Amazon Healthh B4 | iS58 X Amazon Health 53
5 a3 1T B P HERR

RS EE A - R B AT T Amazon Health &R , N T gl B T2 7RI PR Amazon Health, &8
THERBEENIRS AP MG E WL Amazon Health ZHEEFIR IR, ARG , BH4HE IAM BEERERFE
RUEHBRSHFPNR, BEFZRIELNEENULTH IAM WELRES., EiFA 7 HEN LA TIM

F IAM Efii & £ Amazon Health , {55 #2118 Amazon Health 5 IAM Bi& £,

IAM B R : MRER IAMEER , BAEFE THNMEEREUEIEI Amazon Health# i
EINPRIVIFAEE ., EEFETLE IAM REAK Amazon Health EF BRI R |, ES
¥, Amazon Health EF 5 519 5K B& 7= 451

2 & 02 1T B IR AIE

SRRIERE Amazon EABHEILEEFN AR, B4EL 1AM AF 54581248 Amazon Web
Services KPR A FE IAM B &#1THHEIE ( &3 Amazon )

MRE Amazon UREREHFXIAE , NS Amazon BEKEGF XEH (SDK) Masw1T#0 (CLI) , LAE
FERAEZHNERNERBITMEZLE, MRETMEH Amazon TE | NIXMECEBER, BXFEHH#
ENFEZETEBERNESZER , H5H IAM AFEEFHNEE Amazon API iF3R,

TiCEAMMERRIESZE , BUREERHEMZLER, I, Amazon BEFERAZESHRE
iE (MFA) RIEEKFHNZ2H. ETHRESZER , B3R (IAM AFEE) BWE Amazonh FEH %
B HHRIE (MFA).

Amazon K F root AP

B2 8+ Amazon Web Services ikF° , BEERF—NEREM , ZEAUUREHRIKSPFHAMERIR
Amazon Web Services M@ R, Itk &P #EF A Amazon Web Services I F root AF |, A EAIZK
FEtE Y B FEB 4R it R AR B R BN TG RiZ 5 0. BAUBWTEFRARAFNITREES. RFHF
RAFEI , HEAXEEIMRPTBRAFPTURITHES. EXFEELUBRAFRSHERNESH
TEIK , BFSE IAM AFER 0 SEERAFEIENES.

IAM AP a4

| AM F 7 24 Amazon Web Services IKF AEHNMASNARFEERENEN S B, EEENIE
AT, BUERAKEL , MARCIEEAKHEIL (BB MFRIZSE )W IAM B, B2, g

ERBHENEHRE T
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B-LERENERZIRFERPZIENAR IAM AP | BNBUEKRITRENR, AXESELR , HZH
(AM AiFfEm) PN TEERBFUENEAZSERRR TR ESR.

IAMAR—MATFEE—4A IAM AFPNE®R, BTEFERABANENER, BLUERARXR—XMER
ZNAFPEENRRE. MREXERF , FRATUERMEBERAFXR, fl0 , BAEEE—1NER
IAMAdmins 4R , R ZA R FIRUEE IAM &R,

RPREAeTE. AFE—5EMARINARFXE K MAGSHEILFTECNEMALELE. AFE
BRANKHEILE L MAGRHGNEILE. ETRESER , 558 (AM AFiERE) PHMA 612
IAM AP (MARAE ).

IAM B

| AM A& RENZBEEEENR Amazon Web Services Ik BB 3. BELTF IAM AF , EEHE
AR T REk, &ALL Amazon Web Services Management Console @33 £ # & & 1F /1 I B 18 4F IAM
A, ZALIEE A Amazon CLI 5 Amazon AP B FRFEABEN URL kRRAAR., BXERA
BHNHENESER , H5H (AM AFER) FHER IAM A6,
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BEEMMEER (MTAEFERAAGEIRE )., ETHATERFHRANACGNETRRNREZ
BHZER , HSH (AM AFERE) F8 IAM AE5ETRRNEREATE,
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HBEENRS T EAAN |, ZRSEESE Amazon EC2 iz TR ARKFHIE Amazon S3 F
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ADescribeEventDetailsi@id API REEEEXREEEHNFAGSENNIR , BREEEXRKFIE
Zheath:DescribeEventDetailsi®fE.

K FEREMAMEEActiongNotActiontE,. Amazon Health EXTEEHCK —HRE | iXtbigk
R T B AMER RS HITHES.

EEENMEYPEEST BE  FERAESHENRT , TR,

"Action": [
"health:actionl",
"health:action2"

E W MERBES (%) BESMRIE, W0, BEIEELLHEFE Describe FFAMAERE , BEEUT
B,

"Action": "health:Describe*"

E&EE Amazon Health #/E5IK , 55 IAM B35 Amazon Healthd 8 E 24,
HRIR

I R A LAEA Amazon JSON SREERIEEWARBRMT L, HFRY , BN EETN LR IFER
1THRE | UREMALAFHTNIT.
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X T AXEFRRRENROERE (WIHRE ) | FEABES () BEREUNATRERR,

"Resource": "*"

Amazon Health S4HE NI T Amazon BIRBF (ARN),.

arn:${Partition}:health:*::event/service/event-type-code/event-ID

Blan |, BEEIEAPIEE EC2_INSTANCE_RETIREMENT _SCHEDULED_ABC123-DEF456 =4 |, EEH
LA ARN,

"Resource": "arn:aws:health:*::event/EC2/EC2_INSTANCE_RETIREMENT_SCHEDULED/
EC2_INSTANCE_RETIREMENT_SCHEDULED_ABC123-DEF456"

ENETHEKFH Amazon EC2 ¥8EFTHE Amazon Health B4 | EEABEF (*).

"Resource": "arn:aws:health:*::event/EC2/*/*"

BHx ARN BXWEZEL |, 558 A mazon ®REEZ# (ARN) M Amazon RE & ZEE,

R Amazon Health BETLENBFERRINIT. EXEBRT , BLAERABESF ().

"Resource": "*"
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EEENMEYPFEESNER , BEMAES IR ARN.

"Resource": [
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I L6 SR BE M N2 EIX LEAXPRAY IAM AP =4
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« f£/ 1AM policy H BV 54t — 25 BR % 77 (A1 4X PR — 42 7] LA [6) 38 B& 78 50 5% 44 5K BR 1l 3 8 4E M 3= R Y 17
|, Hlin , WA LURBEREZHRISELMMER SSL XIEFIEER. MRBRSBRERBIFENS
XNEAR , WA AFERAFERRE T RS RENHRXBR Amazon Web Service , #1301 Amazon
CloudFormation, BEXEZEE , 5ZH (IAM BF ) H Y IAM JSON KR TE | &4,

- £/ IAM Access Analyzer ¥iiE IAM policy , BRXEH L2 HERMIhEEM — IAM Access Analyzer &
BIFFHRBAMIAERE | BREEFS IAM policy IS ( JSON ) # IAM F{EXE., IAM Access
Analyzer $2fit 100 ZTRBEREMATRENEN , BB THERL BB RE, BXESE
B, #EZH (AM AFIERE) F# IAM Access Analyzer REEEE

- EEZESHRIF (MFA)-I1R Amazon Web Services I EHNIZSEE IAM APSHBAF,
BFEA MFALRER:M, EREAA API BENEE MFA |, B MFA RER MRS,
BEXEZEE , H21 (IAM BF#ER) https://docs.amazonaws.cn/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm| B &L B 2 MFA {R*#9 API 158,

BX IAMHHREIRNESELR , 20 (IAM AFER) #1 IAM R HEXE,

£ 8 Amazon Health 4% &

E 58 Amazon Health ##14 |, BX0HE —HRENR, XLENBRLAMATFEIENEFEERE
Amazon Ik FF & Amazon Health ®RIVIFMEE ., NRECIENETE NN R LFIENRENRE
=% MEERNEFIZRBASEE (1AM AFRRAR ) EEETREA,

HEFRIX LSRR AT LAE B Amazon Health #8414 |, &AM AL T Amazon 3EE %K
B&AWSHealthFullAccess.

AWSHealthFullAccess KRR FERAEN U THRERNWTEIHMNR :

9 Amazon Health AR FIEIKS B ARER Amazon AL ME ThEE
« Amazon Health ##|%& Amazon Health Dashboard F#Y

« Amazon Health AP| IR EFEH

- BEEXETEHN Amazon HLAMIKFHER

- EEEEKRFNALREN (OU)

Example : AWSHealthFullAccess

{
"Version": "2012-10-17",
"Statement": [
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"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"

(@ Note

I&E A L fEFHealth_OrganizationsServiceRolePolicy Amazon FEE KL , LUE
Amazon Health TAEFAHLAPHMKFNEYR, BEXEZSER , B2H SRFEXAECHT

Amazon Health.
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3t F1E A Amazon CLI 2 Amazon API NP , B LERNHEESEKIZFIANE. HKR , RATFH
0] 5& 2R T APl 2 4EHE PTEL RV IR 1E,

BXREZEE , F50 (IAM AFiER) PR A S AR,

ARFRAFEEMITE SR

ZABIRE T I BIEREE |, LAW IAM AFREEMMEIEAF SANRNEMEENRE, HRESD
a4l A EREA Amazon CLI 2 Amazon API BURTE A R 7T B iR /ERIAUBR .

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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1518 Amazon Health Dashboard 1 Amazon Health API

Amazon Health Dashboard & T FiE Amazon Ik, 1% Amazon Health APl {CEA FHRAERL, &
W A Al Support itXIHKF . BXEZEER , i5ZH Amazon Web Services Support.

BHLAMER IAM BIESE (AP, #B4EAZRAR ) , ABRRXEXER Fi5R Amazon Health
Dashboard 1 Amazon Health API FY# R,

ZIABERT , IAM B A5 E Amazon Health Dashboard 2 Amazon Health APl, &7 LU
IAM REEM B 2ANAR, —HAPHE—MNARXKR TR ERZEKS Amazon Health 5§ 2H1X PR,
BEXEZEER  BESHEH (AP, AF&86) M IAM KEEELHE,

Bl IAM APUE , ERUAXEAFRHEMNZEDL, AR, TUERAK/ A RENERTEE
FIEMIKF FEF Amazon Health 8. AXEZER , FSRASUAERENIKS,,

(@ Note

ENEEN IAM AP XIS F A Amazon BRFHZETIRRIE S Amazon Health Dashboard
BEERFTFMENER , XEFEAESBIEERET Amazon &R ID , 1 Amazon EC2 3£41
ID, EC2 354l IP it Fl— R Z 2= BH,

filgn | R 1AM F#EXIZ T3 Amazon Health APl B35 EIAR |, MiZRBEERANAFRAR
AILAIE Rl R R B X Amazon RS MEXRBRMAIERFE , BIEEAM IAM KRR AR XA
2k, Amazon Health Dashboard

o« MAIKF — &0 LAE A DescribeEvents M1 & #EDescribeEventDetailsSRIRELE < &K - Amazon
Health WEH4HE R,
. A 40mk P -48 0] BL{E B DescribeEventsForOrganization# 2 2L #Y 3¢

{EDescribeEventDetailsForOrganization>RIREXE <& T R H LMK~ Amazon Health FISEHHIE
5

JBNO

BEXTH APl BENEZEER |, B35 H Amazon Health APl %,
BANRE

3R 175 R £ R

AR EFE AR F 5 Amazon Health Dashboard F14E{fl Describe* Amazon Health API £ /ERY X
R, 0 , EF KRR IAM B 5 LLiA R Amazon Health Dashboard ## Amazon Web Services
Management Console # 18 A Amazon Health DescribeEvents API 1k,
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Amazon Health AriEE

Example : iR 17 R X BR

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"health:Describe*"

1,

"Resource": "*"

3]
}

4815 [R]

L BUR FE BA3E4E 15 8] Amazon Health Dashboard 1 Amazon Health API, A LEKEN IAM AP T%E
Amazon Health Dashboard £ &E%& , Amazon Web Services Management Console 75 3% 18 F 1E47

Amazon Health AP &4k,

Example : {4157

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Deny",
"Action": [
"health:*"
1,
"Resource": "*"
}]
}
HAOAME

MRERN S AHALAMBE Amazon Health , %70 52 iF /8 Amazon Health #1 Amazon Organizations
B,

IAM SRBEHY Action TTEMNME S LA TR :

e iam:CreateServicelinkedRole

ET 5 R R 55



Amazon Health AriEE

* organizations:EnableAWSServiceAccess

* organizations:DescribeAccount

* organizations:DisableAWSServiceAccess

* organizations:ListAccounts

* organizations:ListDelegatedAdministrators

* organizations:ListParents

ETHESN API FTENBYINE , 55H IAM AP BB HHE Amazon Health API TE XY /ERE
A,

(® Note

BUITERE EELKF":F'E’J Z UL RETH [ A 42 H9 Amazon Health APl Amazon Organizations. &
%Egﬁm SR ERALENEBEKSRE Amazon Health B4,

AFIFE] Amazon Health AR E

ABERFRRFERIARELANBEEEMENFTERNZA Amazon Health #1 Amazon Organizations #&{E
HY AR

Example : 7011518 Amazon Health 44211 &

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

}
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
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},
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/
AWSServiceRoleForHealth*"
}

{548 158 Amazon Health A48 31 &
IR = BR$E 48 15 (8] Amazon Organizations #4E , B 2 ¥ AMKF 1518 Amazon Health X £184E,

Example : $E48 157 Amazon Health 44241 &

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"health:*"
1,
"Resource": "*"
I
{

"Effect": "Deny",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",
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RAriEmE

"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

}

"Effect": "Deny",

"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Effect": "Deny",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/

AWSServiceRoleForHealth*"

}

@ Note

MREEOERFNRNASIEFLACHE IAM KB, WAL XK A I Amazon Health#$
ET RIS RIEFER,

ETRENMETRENTH

Amazon Health & 3#F DescribeAffectedEntitiesfl DescribeEventDetailsAPI #4EH | AM &4, &A1 LA
FERAETEBRMNIEIENZERPEE Amazon Health APl AP, BAFABEENSH,

Ak, FEFH IAM policy B Condition BIER IR E Resource tE, B LUERFZRFEZM4RE
#HEF 45 E Amazon Health 4 FER#Y 15 BIHER .

EXRE I E Amazon Health E48t , TERUTFE -

+ eventTypeCode

ET 508 RA

58
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String

Amazon Health AriEE

e service

@ AEEM
+ DescribeAffectedEntities# DescribeEventDetailsAPI| X G FRRNE, Hlan |, FHar L
BIZEREE | RIFHIEL4SFE Amazon Health =,

+ DescribeAffectedEntitiesForOrganization®l DescribeEventDetailsForOrganizationAP| #{E
P XEFRIRRR

« BEXEZEER , BSH (REBENSE) BH Amazon Health AP| i@ HHVRIE, RIFEME
#2248,

Example : ETRENZH

AER B A5 E Amazon Health Dashboard #1 Amazon Health Describe* API #4E , {B3E4 15
[B]4E{i 5 Amazon EC2 #85% Amazon Health B9,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

.
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"health:service": "EC2"
}
}
}

ET 508 RA 59
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}

Example : EFRRHN&ZMH
UTREEEMRNHR , BFEM Resource T,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"health:Describe*"

1,

"Resource": "*"

.
{

"Effect": "Deny",

"Action": [
"health:DescribeEventDetails",
"health:DescribeAffectedEntities"

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

]

Example : eventTypeCode 1R

W BUER A B F 15 A Amazon Health Dashboard 1 Amazon Health Describe* API #2/ERIRER |, 1B
B4 15 R fE 5 2 ITEL Amazon Health eventTypeCodefIZEHAWS_EC2_*,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"

},

{

"Effect": "Deny",
"Action": [
"health:DescribeAffectedEntities",

ET 5 R R 60



Amazon Health AriEE

"health:DescribeEventDetails"

1,
"Resource": "*",
"Condition": {
"StringlLike": {
"health:eventTypeCode": "AWS_EC2_*"
}

/A Important
1 R #2118 A DescribeAffectedEntities Ml Describe EventDetailsi&4E{8 o i [8]i% Amazon
Health &4 , M &HIAccessDeniedExceptiontEin. BEXEZEL , H5H X Amazon
Health & 5 175 7] # 1T 8 FE HEBR o

¥ Amazon Health 5 15 115 [0) 3 17 8 fE HEBR
FEALUTEERSHNEELEMEHA Amazon Health F1 IAM B A] 8238 2 49 % 0L 8] &3,
EFB

o BENEFRITERIE Amazon Health

LI IT iam : PassRole

REEEFERN G HH

ER—REER , MAFEM AR Amazon Health

A8 L F Amazon KPP 2 SN A 15 1R] FBY Amazon Health &R

RELNIE R NITIE/E Amazon Health

R Amazon Web Services Management Console & iFIZE TR ITEIURE , MM NBEREER ST
REE., EEARERHEAFENEBHAR,

M A P EUEA Amazon Health Dashboard 3 Amazon Health APl #&4E8T |, & H
PlAccessDeniedException{&iRo.

EXMERT , AFNERRSVAEFRRBEUARTFRF TR,

HEHB 5


https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html

Amazon Health AriEE

Amazon Health APl £ B Amazon Web Services Support@ &k, I A Azl xiFitkl, R
@ %AE™, Enterprise On-Ramp = Enterprise Support itXI#9 % ¥ FH Amazon Health API ,
MR E LA F45IRH : SubscriptionRequiredException,

KRR AT iam : PassRole

WMRBUR| —MEIR | RIBETLTHINIT iam:PassRole B , SN EFHERUAAL TGS A BELBS
Amazon Health,

B L Amazon Web Services A FENNEACERLZRS , MARCUEFTNRSZSACHKRSZHEKA
B, it , BUREERAEEEIRSHNR,

& H marymajor Ky IAM AP A E ARG A7 Amazon Health R HUITIRIER , 2 REUT RHIE
%o BR , RELANEERFEACMBTFHNRT AIRITIHRE, Mary TEEFABRKET RSN
BR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , HAEFH Mary RS F 1T iam: PassRole #1E,
MREEBEFEBZREDR , BERREN Amazon EE R, ZHNEERRRMUEIEIEN A,
REEEFRA G R ZRH

EOZ IAM AP TRZARE , EUUENEFENTRZES D, BR , KX EBEEENWEHRE
He MREEXRTRERNR  WLMEIE—NHNERBHN,

FBRIZAETEMEDD ;- THRIZ4E ID (5170 AKIAIOSFODNN7EXAMPLE ) MR 25 RIZ24R ( 10
wJalrXUtnFEMI/K7MDENG/bPxRTfiCYEXAMPLEKEY ) . SRAFPZMHB—# | B4 E 815
%4 ID MBBRHEBHANBERATEORIE. GNAFBNBE—&# , 22 BB HRZER.

/A Important

BAEME=ZHRHEHEZS , MERN THBERIEHWATAH, ID R T, BRiXEM ,
BT LAIR F b A K A 5 [E) B R BR Amazon Web Services Ko

HEQBFRBANN , RESRTEFHRIZESR D ABBFTRBAREE-—INL2NUE. WEHN
ZRRELCEZECN AT, NREXRTENBWRFEESR , BL4TH IAM AP HFNFHHN T RZR. &

R 62


https://www.amazonaws.cn/premiumsupport/
https://docs.amazonaws.cn/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId

Amazon Health AriEE

RZAURERNERER. IRESEFNER , WLTHER—N2AN , ARBUEFNER, BEE
EiUiH , H2H IAM AP ERETNEERTRES.

ER—RBEEA , BATFHMATE Amazon Health

ERFEMATRE Amazon Health , AT A FTEFENARRNARFEIE IAM K4 ( HFHA
8) . SIMHERIZSMERZEILTR Amazon, RfE , AR RBEHINEISLE | BUERE Amazon
Health [6 E % F IEFAY PR o

EVHATRER , B2H (IAM AFiERE) PRBIZEENSE -1 IAM ZiRA -~ M4,

F A8 A F Amazon IKF 2 A9 AT RIFERY Amazon Health %R

Zalt - 1Ae , MEAEMKSPNAFREALNNARTUERZAGKRILREN TR, &7
BIEEEESEY , AIURAAR, X TXHETRIFMNRBEHTEREHZIER (ACL ) BIRS , &7
150 PR X L SR B ) A 5 3R T X AR B B R Y T R A

ETHEZER , BSRAUATHE :

-« ETHE?S Amazon Health X1FXLEINEE | 55 017 Amazon Health 5 IAM Bi&#E

- BT FNMAREINSIREN ARG R R Amazon Web Services IkF , S8 IAM A F BRI
# @ 2 3HE Amazon Web Services IKFP 9% —1 IAM AP R=RE G RIRER.

- BTG SE= S RAX SN EREERIE Amazon Web Services IKF | 152 IAM AF 18
EHPEE=HFREMHFENERE. Amazon Web Services ik F

- ETHRIMAESSAKRERIERAFRNR , F256 (IAM BFER) PR RIEE /IS BKIERN
BFP ( BBKERIE ) BEHRXER,

- ETHEAACNETERNRBHTEKFFRZEANES , E5H (AM AFERE) 98 1AM
AEEETRENEREATE,

FIRSZ <A H T Amazon Health

Amazon Health £ Amazon Identity and Access Management (IAM) JRESHX A E, REEXHE
BE—MEZEZEXEKN IAM AR Ih4EEE . Amazon HealthARSS/E% & € H Amazon Health FiE
X, AEERRBRSHEEREM Amazon Web Services FTEHFTE R,

A LEARSHEAABKITIEE , Amazon Health UBRF R MSBENNE., Amazon Health &
VEBRSHEXABHINE , RIESEENL , BN Amazon Health REEEEEFH AR, EXHNNREIEES
ERBEAPRERRE |, LA T REM B E b IAM SERHI PR R BE o
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

Amazon Health AriEE

Amazon Health#J R 558> A &N R
Amazon Health B MNSREZERNHE -

« AWSServiceRoleForHealth_Organizations— It & &{S{E Amazon Health
(health.amazonaws.com) X & &5 8 Amazon Web Services &, ME TLLARK
RHealth_OrganizationsServiceRolePolicy Amazon & KB,

« AWSServiceRoleForHealth_EventProcessor— Itk & {S4F Amazon Health RS E 4k
(event-processor.health.amazonaws.com) REZEFZAE, HETUHAGH
RAWSHealth_EventProcessorServiceRolePolicy Amazon £E XM, REETHERAZAR
' Amazon 44 A0 57 62 Amazon EventBridge FEEMN, AN 2FBIRRESTEEFEEMN
Y IK 7 4235 Amazon Web Services i EI & B9 0K 7 P A E 2849 Amazon Health,

BX Amazon TERBNEZELR |, 5@ Amazon WIEE XK Amazon Health,

7 Amazon Healtht|ZRSHEX AR

BT E 672 AWSServiceRoleForHealth_Organizations RS Hx A, HEE
FAEnableHealthServiceAccessForOrganization#4E8Y , Amazon Health 7EIK A @I LIRS

HXAE,

AT P R F 6] AWSServiceRoleForHealth_EventProcessor FRESEx AR, BXxEZE
B iBZHR IAM AFiER FNCIERSEXAE,

A Amazon Health4miERSHEX AR

Amazon Health R A ERERSHEXAE, FRERSHAXARRE K EREEZEXHENEN
RAAREZHXMAsIAZAR. T , BUNER IAM REACHNHA, BXEZEE , FSH
(AM RF$Er) R RERSHEXAE,

MIER Amazon HealthBYRE <A R

=i BriZAWSServiceRoleForHealth_Organizations & & | 2471 5% 1 A
#ZDisableHealthServiceAccessForOrganizationi®1E, ARG , BALUES IAM #2H|&. 1AM APl
Amazon Command Line Interface (Amazon CLI) Bz A&,

EMiBRriZAWSServiceRoleForHealth_EventProcessor& & |, i5B % Amazon Web Services Support
HERMAVF BN TERFMN Amazon EHRNF M HBER, TRUEEREG , £OLUER IAM 24
&. |IAM API S E M Amazon CLIBIER{E— & &,
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https://console.amazonaws.cn/iam/home?#/roles/AWSServiceRoleForHealth_Organizations
https://console.amazonaws.cn/iam/home?#/roles/AWSServiceRoleForHealth_EventProcessor
https://docs.amazonaws.cn/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.amazonaws.cn/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html

Amazon Health AriEE

HXRER

BREZER  F5H (AM AFER) PREARSHEXAE,

Amazon I E K Amazon Health

Amazon £ & XK 2 H I EME R IR KK Amazon, Amazon HERMEEN TS E N A IR 4
R, MEEAIBTF RN AR, ANMADENR,

FigfE , Amazon HEERB AT N ENEEASRTFRENERNR , BN EMNATHEAE Amazon
EREA, BRNBUESEXBRETHEAZSRNE S EEERBKE -SRI NR,

BT EE N Amazon FEE R E N WNR, 2R Amazon B Amazon EE RIS E LHINER , W
EHAEMZRBAMABENMEERASS (AP, AFA® )., Amazon RETFREERBIHH API
R A RS 7] LAE A # Amazon Web Service B API 2 4R E & Amazon &K,

BXREZER , FZM (AM AFER) 8 Amazon FEE XK,

Amazon Health EE U TEE R,

B
* Amazon B X KB : AWSHealth_EventProcessorServiceRolePolicy

« Amazon FEE X E R : Health_OrganizationsServiceRolePolicy
« Amazon IEE X FEH : AWSHealthFullAccess
« Amazon HealthAmazon £ & KN E

Amazon £ E XK : AWSHealth_EventProcessorServiceRolePolicy

Amazon Health £ i AWSHealth_EventProcessorServiceRolePolicy Amazon £ &R, WITEREE
FfnZEl AWSServiceRoleForHealth_EventProcessor [REMHKR AR, ZERBEAFRSHRAR
NIBTERIRE, BT REEH INE R IAM 2k, BXEZER , BSH FRSE<ACHT

Amazon Health,

RERBEBLUTNR , Amazon Health /2115 [F] Amazon B4 A& R Y Amazon EventBridge
M,

Amazon HIFEE F B Amazon Health 65


https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_EventProcessorServiceRolePolicy$jsonEditor
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RERFMER
ZERBEBEU TR,

« events— HRFMIBR EventBridge MM , FH AR EHiX LA N Y B ¥R,

"Version": "2012-10-17",
"Statement": [
{
"Condition": {
"StringEquals": {"events:ManagedBy": "event-
processor.health.amazonaws.com"}
b
"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
"events:PutRule"
1,
"Resource": "*",
"Effect": "Allow"

"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"

1,

"Resource": "*",
"Effect": "Allow"

AR REHERIIEK , S H Amazon HealthAmazon & KB B #.

Amazon £E XK : Health_OrganizationsServiceRolePolicy

Amazon Health ff FiHealth_OrganizationsServiceRolePolicy Amazon £ & g, It E K&Kt Z
AWSServiceRoleForHealth_Organizations lREMHXAE., ZREATFRSHEXACHETK
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https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy$jsonEditor
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BE, BTG ILREEMINBIEY IAM £k, BXEZEER | BESH HERFZMEXAEHAT Amazon
Health,

LR EE R F RN PR Amazon Health /2115 @ Health Organization #LEFTE#Y Amazon Organizations
ﬁém1§/§\o

RERFAE R
ZREEEE TR,

+ organizations— ¥R H MK~ Amazon Organizations JA K% AT BL& Organ Amazon Web
Services izations —#2{E Ak 77 o

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListDelegatedAdministrators",
"organizations:DescribeOrganization",
"organizations:DescribeAccount"

1,

"Resource": "*"

BERIIRBHWERIIE , i3 Amazon HealthAmazon & KGRI E 3,

Amazon FEE R FEBE : AWSHealthFullAccess

Amazon Health fEFBAWSHealthFullAccess Amazon FEE R, ZRBERZFEME (IAM AFSAR )
5B Amazon Health &I SRR, BXEZER , 535 £A Amazon Health #2515,

KR FHE R
ZRBEEE A TRR,

Amazon FYEE KB Amazon Health 67


https://console.amazonaws.cn/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess$jsonEditor

Amazon Health AriEE

- organizations— B8 AAEZ A Amazon Health A FFFEIKFH Amazon ALANEINEE , HEF
EEK S B4 40 % 4 (OU)

« health— 58 Amazon Health API & /EF13& &
« iam— 8325 Amazon Health [REX<EH IAM B &

"Version": "2012-10-17",
"Statement": [
{

"Sid": "OrganizationWriteAccess",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "ServicelinkAccess",
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
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"iam:AWSServiceName": "health.amazonaws.com"
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4. (FE ) MREX Amazon HEHITER , HlaNeIZEAL L4 (OVU) , HEFEEEAmMazon
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Line Interface (Amazon CLI) FFEBERF 1L, BXEZER , FSH IAM AP PHHIBRARS M
Ak,

A4 HE (CLI)
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MEAFAFHREEK, AERAALMBEIIEE , T A EE I AWSHealthFullAccess
EHZENNR. BXEZEER | 555 Amazon Health EF 548 F /& =41,

H33x

- BRAYALUME (CLI)

- EFEHLAMESEH (CLI)

- BRALUE (CLI)

« Amazon Health A E AP 24

BHALKLME (CLI

HEe@E I £ H EnableHealthServiceAccessForOrganization APl #/ERE AALME,

I&TLAE A Amazon Command Line Interface (Amazon CLI) = B 2 89483 3K 8 A It iR 16,

(® Note

o BB AEEN, Enterprise On-Ramp 31l Support 1T = 8 A Amazon Health API,
o BUFERAZERE (FFRLMILED ) Xigiw <.

Example

AR Amazon CLI 55 M Amazon K7 B Btk TEE. BAIUMNEBRKF SN TEEEEMERRNE
BHKSERALLSS.

aws health enable-health-service-access-for-organization --region us-east-1

AR RHBIVE A EnableHealthServiceAccessForOrganization API g4k,

Python

import boto3

client = boto3.client('health')
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response = client.enable_health_service_access_for_organization()

print(response)

Java

B LLVELT REIFEAERT Java 2.0 lk# Amazon F XTI E4A,

import software.amazon.awssdk.services.health

import software.amazon.awssdk.services.health.

import software.amazon.awssdk.services.health.

import
software.amazon.awssdk.services
import
software.amazon.awssdk.services
import
software.amazon.awssdk.services
import
software.amazon.awssdk.services

.health.

.health.

.health.

.health.

model.

model.

model.

model.

.HealthClient;
HealthClientBuilder;

model.ConcurrentModificationException;

EnableHealthServiceAccessForOrganizationReques

EnableHealthServiceAccessForOrganizationRespon

DescribeHealthServiceStatusForOrganizationRequ

DescribeHealthServiceStatusForOrganizationResf

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client = HealthClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(
DefaultCredentialsProvider.buildexr().build()

)
.build();

try {

DescribeHealthServiceStatusForOrganizationResponse statusResponse =
client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status =

statusResponse.healthServiceAccessStatusForOrganization();
if ("ENABLED".equals(status)) {

BRALKUE (CLI)
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System.out.println("EnableHealthServiceAccessForOrganization already
enabled!");
retuzrn;

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);

System.out.println("EnableHealthServiceAccessForOrganization is in
progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already
in progress. Wait for the action to complete before trying again.");
} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED: " +
e);

EXEZER , BSWEAT Java 2.0 B Amazon F AT EAF XA RIERE,

B Rl IhEERT , AWSServiceRoleForHealth_Organizations fREHE<AEFH
Health_OrganizationsServiceRolePolicy Amazon BERX KGN A THLAFHNEEK,,

(@ Note
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aws health describe-events-for-organization --region us-east-1

BxHAM Amazon Health API &4 , ESEUT 5,
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IEALUE £ A DisableHealthServiceAccessForOrganization AP #24ESREZRA LR A,

Example

LLF Amazon CLI f5 5 MEEHIIK 22 A Itk ThaE,

aws health disable-health-service-access-for-organization --region us-east-1

® Note

&t A  LAEE A Organizations DisableAWSServiceAccess AP| 2 4ESRE F4A LA ThEE,
WIRIES , Amazon Health 2F IERESALAHRFEEMIKFHNEH, MRE jﬂﬂmﬂllﬁﬁﬁ
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i“—"fFﬁJH:IiJ“"F Amazon Health TEREXRBALNEHN, BR , REHEXARRKREEERK P,
B 223833 Amazon Identlty and Access Management (IAM) T"“% I&. 1AM APl 2% Amazon CLI 5 E
Ffl?j]ﬂ:o BXEZER , F2H IAM AR EETIRIBRESHERAE,

Amazon Health 408 API #1E

B LU LA Amazon Health APl 2/ERTALERE :

ZERELYE (CLI) 82


https://docs.amazonaws.cn/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_DisableAWSServiceAccess.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon Health A5
« DescribeEventsForOrganization - REIEXRALFEHHNBERFE S,

« DescribeAffectedAccountsForOrganization — IR[EH R F ZIEEEHF WA Amazon Ik I 5K,

« DescribeEventDetailsForOrganization — IREI XA LR P —NH S NMNKFHWIEESHNIFHAEE.

- DescribeAffectedEntitiesForOrganization - IREIALRAF — PN RZNKF ZF —NRZNEH MY
Ay I

AMEA LT RER AR ELE Amazon Health SR LA -

» EnableHealthServiceAccessForOrganization — ¥ Amazon Health SALQEHHRR , H¥ SLR
B THLATRNEERKS,

« DisableHealthServiceAccessForOrganization — ;8 Amazon Health 54448 BB ER,

- DescribeHealthServiceStatusForOrganization - IREI B X A N H LR /E A Amazon Health BRSE
=

/BNO

BB, Enterprise On-Ramp Zi4 )l Support itXIF 8EF XL API B1E,
MRENZELEFE ZHFITXIHNK /@A DescribeEventForOrganization M
DescribeAffectedAccountsForOrganization #E , M LUREIAXRARFEMEK~HES ,
MASERENKFOZFRA. FALT R,

Example Rl : HLABDEEEBHULMNF XA R ZFITHRIBKS

- BHELRBE=AKS. EEKSEARLXFIY , MEZANKSEETRARZFITR,

o BWAILMNEBKFPSIMNAIERAMENRIEBTEAEHIKS A DescribeEventForOrganization
API #1E,

« Amazon Health IREIFfE =Mk FRVE B,

MEENEL>EEEIL IR HA DescribeEventDetailsForOrganization
DescribeAffectedEntitiesForOrganization APl 4 , M| REEREIEXHLTHEERE
A, Enterprise On-Ramp 1)l Support 1+ X1#9 Tk P #9E &

Example 1l : HLAEFIE I, BELMNFEARZEFITTRIEIKF

- BHEALRBRENKS . EEKFERRLXZFITY , RMNKFEABLXEFITY  mEFEIKSE
B RARZFFITX.

o WA LMNEERIKF @A DescribeEventDetailsForOrganization API g4,

Amazon Health 24381 & AP| ##4E 83


https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedAccountsForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html

Amazon Health AriEE

« Amazon Health fUREI EE I HEl T HITRINKFHESE. EEFAARIFITIINKFNE
REMMR failedSet H,

ZREERAL[NHE

£ Amazon Health & | &8 LRI Amazon Organizations W EFEE A AL , ZWEERFEERKS
LASNBI K P2 £ Amazon Health %Ik £ 3 &IS Amazon HealthAPI BUREH R EER S Amazon
Health Etf. ZERXEEANEFETEAESE R ZEENEEENMMANSITRRES, FREER
BEBKF 22— Amazon REBRIERE (MRTTEE ) .

B3
« NENEALUEEIMELEER
- NEMNBLOERPBREREER

NIENHBLAQEEIMEREER

NALAGRARURE , RESUUELAAFIMENINRAKFERNZTREEER, Ak, HEAA
RegisterDelegatedAdministrator APl &4, FMAAKFE , KRAKFESRAZREEAKS, , H9
M Amazon Health ##|E4#x 178 Amazon Health A43 1B, MRKF EHF7, Enterprise On-Ramp
g1l Support 1TXI , MZEXEE & AT LAERA Amazon Health API i3 [8] Amazon Health 43 E,

ERVZREER , BMNEALNEEK /AT Amazon Command Line Interface (Amazon CLI)
wH. B LUMNEERKF M TEEEEFTE Amazon Identity and Access Management X R £
ENKFERALES, EATHSREF , & ACCOUNT_ID E# N EE Amazon Health fR$ E 4
"health.amazonaws.com" —&EMH K A IDo

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com

AMEREERRE , Bu L EFEEMNLALKF WA Amazon Health B4, B UEFITE 90 X
REEREAAROBRINEEURNARENH (LRIEERNE ), BIZ  CAZREEAYRERERST
B, EEKE—7HTR.
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https://www.amazonaws.cn/premiumsupport/technology/aws-health-dashboard
https://docs.amazonaws.cn/health/latest/ug/health-api.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_RegisterDelegatedAdministrator.html
https://www.amazonaws.cn/premiumsupport/plans/business/
https://www.amazonaws.cn/premiumsupport/plans/enterprise-onramp
https://www.amazonaws.cn/premiumsupport/plans/enterprise
https://docs.amazonaws.cn/organizations/latest/APIReference/API_DeregisterDelegatedAdministrator.html
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MNALKHERIKF S |, AT Amazon CLI &% , NTIUZEREB RN SR BBRRAKS ., LT
TPlIERS® | ACCOUNT_ID B R ERBKRIK K, 1D,

aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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AN | YE4SEEANPIEENELERN , EventBridge WA —MNHZ M EirEE. RESHMNE
B EULBREGHER. BHHEMGEH. FXEHN,. XY EEBESRMITHEHAMIRE, fln, IRES
1T %] Amazon Health #1TE#H 8 Amazon &R , FlaI Sh# 4 1TE = (Amazon EC2) &4l , AT A
FAZWE FE4EHA, Amazon Web Services Ik f°

@ STEBW

« Amazon Health RERRE HEEB . T —ERERILES —E 2% F EventBridge.

o BBIEKE{T EventBridge M N EB R e AR B Z Amazon Web Services K. E#UW
IR ERE ALK P 9 4R 5E SN Amazon Organizations , ESRFERALNBRMNERNEE A 1H
B I PRE S Amazon Health 4,

EventBridge €8 Amazon Health THEREN —H5 , B RESH B FRER 2 BB TIERE , TIF

 Amazon Lambda B%

« Amazon Kinesis Data Streams

« Amazon Simple Queue Service ( Amazon SQS ) BA%l
« WEB#R (20 CloudWatch ZR3h1E )

« Amazon Simple Notification Service ( Amazon SNS ) &

Blan , EAIBAER Lambda B% , AR 4% Amazon Health E4EPRBAZEE Slack BE. HE
B LAE A Lambda M EventBridge B4 &K 4 8% Amazon Health @3 Amazon SNS &ix BE XX
R EEBA,

&

« Z7 Amazon Web Services Xi3 %2 Amazon Health

« KXTHHES Amazon Health

- WEHLIEEF Amazon Health
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https://docs.amazonaws.cn/health/latest/ug/cloudwatch-events-health.html#aggregating-health-events
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« Amazon Health =4 Amazon EventBridge 2244

« X} Amazon Health E4#17% 1 EventBridge

- FRAEAUBNZERNEERGRNERERSE Amazon Health B4
« EALT Amazon Health 7 X #KWEH Amazon Chatbot

* £33 Amazon EC2 SIS Hah (LR 1E

« EiE SMC #E #2288 Amazon Health

Z7F Amazon Web Services X1 % £ Amazon Health

BN EREW Amazon Health EH B AN ENXE 12 EventBridge MM, RGIZAM |, MF*E
BEREL4, flo, IREZBCREDE (4R ) XEWEHS , AR ZXKEIEMN,

BLE Amazon Health SEHTRBFET XN, IFETENXENE4HN2RES. HPIER
Amazon |dentity and Access Management (IAM) Z3ZMEH, BEEZKLREL, , XAAFE (TE)
X 5 2l 2 A

X FH A H5ESZ Amazon Health

LIRBIER T SEEHH EventBridgeM N BT Amazon Health |, iZH N & B A& IESE T K BEHH
NHEH

- BETKFHNEHLSEENKSMER , flmiEESE Amazon EC2 EFIEMNEHRE ALK
BEREH

o NHEHE REAmMazon Health EHIHR — RFETIRR L. DHEEHHIERFE T Amazon Web
Services Ik |, MERREEXBRZIVXETAMHNLARESR,

/A Important

ERENATNEFRE | MHNAFHER "source": [ "aws.health"] {H, BEAF (W
"source": [ "aws.health*"] ) EHRZELRENEASHNETHEA,

WMRIEEFEBMK B HEEH Amazon Web Services X3, , BRITEWNECIZZ AN, B Amazon
Health AR EHER XX B Z MM XigME A XiE, ZUIUEER eventArn 1 CommunicationID i
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https://status.amazonaws.cn/
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BREE Amazon Health WEH , RAXN FRIEF R B XEHMN Amazon Health SHE | XEEHRE—
E2 8

BRI LAERASHEP IR EHRLOREMHERSET EventBridgelk P I E 4, eventScopeCode E#
A LA RPUBLICE{ACCOUNT_SPECIFIC, b m LAARIE LS BIFEM N,

7~ : Amazon Elastic Compute Cloud B/ H B4

DTEHEREERE (HFFRILMILE ) XEH —4 Amazon EC2 #ERIE,

"version": "Q",
"id": "fd9d4512-1eb0-50f6-0491-d016ae56aef0@",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2023-02-15T10:07:10Z",
"region": "us-east-1",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE",
"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "PUBLIC",
"communicationId": "@1b0993207d81a@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"lastUpdatedTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [
{
"latestDescription": "We are investigating increased API Error rates
and Latencies for Amazon Elastic Compute Cloud in the US-EAST-1 Region.",
"language": "en_US"

15
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"totalPages": "1",
"affectedAccount":"123456789012",
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}

HEHLE BE Amazon Health

MREXBSHNKFEH Amazon SHRNAM@E |, N ARIEBIKF H =
FEAWSServiceRoleForHealth EventProcessorfREH#HX<AE,

A EEE event-processor.health.amazonaws.com REEHXEBEAR, METHAGKN
EAWSHealth_EventProcessorServiceRolePolicy Amazon &R, WEKIE TZAGT
LU ATHIRBR |, 5150 Amazon Web Services 1% B H AR,

RE , WABRASTELENIKF S 6]2 —/ Amazon EventBridge £EEMN, ZAN B AR
AWSHealthEventProcessor-DO-NOT-DELETE, Wt 2EMIKFFIENEMZER , Fit
EventBridge AJ LU BIRIRAE EE ENEHIK F 1215 ZE] Amazon Health,

HXER
ETRESES  HSHANTEM

- FRFHEXA AT Amazon Health
« Amazon FEE XK . AWSHealth_EventProcessorServiceRolePolicy

79813 EventBridge MM Amazon Health

& LABI 2 — %k EventBridge MM , LUEU R B X EIKF F Amazon Health X £ EHHNEH, ER
BIEEHHN 2 51 Amazon Health , i5HRITELTIRE -

o BAEBPNEH, ANMBFR. EventBridgeBEXEZEER , B H T AR S # EventBridge ? £
Amazon EventBridge AP i8R MEFTE N A EventBridge — FRERFI R EHY Amazon &R E o

- QIREEENSHIAN P EAR B AR,

E N BI2 EventBridge M N Amazon Health

1. $TFF L E# EventBridge ##& , k) https://console.aws.amazon.com/events/o

2. EFEH® Amazon Web Services X5 , EFEARHA LANXEIERFESR, EBREEHPRIER
Amazon Health S/ X1,

3. ESMERF , mEAN,
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https://docs.amazonaws.cn/IDR/latest/userguide/idr-gs-access-prov.html
https://docs.amazonaws.cn/IDR/latest/userguide/idr-gs-access-prov.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://www.amazonaws.cn/blogs/aws/new-cloudwatch-events-track-and-respond-to-changes-to-your-aws-resources/
https://console.amazonaws.cn/events/
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£ Define rule detail ( EXFNFMEFE ) WEL , B ASNZHANER,

NTF BEHELM ANRE | RERANE , AFERT -5,

EREEAERTEL , hEHRIEFEAMazon EHF EventBridge B EIKHEEH,

EH4EXT , T EEHIR , 1% Amazon Web Services,

£ E4ERXT , IF Amazon Web Service , iEFZE1TRR

10. NF BHXE | EFEUTEMZ—

BEZTIRRUERENH — N EHERBEHPITEEE Abuse B Amazon Health B4 6122 —
ANF

BEREEH — NI ESH (60 Amazon EC2 ) #1E#H N, Amazon Web Service
1. BAILUEER FARSE X BERS. RCERBERS , BEBUT®RIZ —
R EAEHRERFCEER TARES4RARFNMAN,

R BEEHXRBEKT , AENFIRPIEE—/ME , W issue. accountNotification =
scheduledChange,

© © N o 0 b

® Tip

- BREISETERSHFATE Amazon Health B4 |, MBS ®RE EEEHER K51
YR RIR" . XA AR N S 818 E RSBV ATE Amazon Health B4 |, @EEM
N EHXRBERB, XN R , ESEE Amazon EC2 =44,

o BEHLBIE-FANBESNMRSNEFREX. Wt , BEHFHEFANBSEH
B, AXESEE , BEH NSRS MK AN,

12. MBERBERSNEMHRERG , BASHRERBERIATEDTZ —
EIE EMEARERG , QIRERATRESHXRERBHAN,

TR BEEHERBERE , ARMNIRPEE—NHZNME, HEEMNERTHEES
HEBKRBAFN, FHlan , NREIEER AWS_EC2_INSTANCE_STOP_SCHEDULED A1
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED , NI NI{XE R T ERIKF P & LR
=4,

13. AEEWBRERL TR —
EFR AR GEER TRrE SRAAN,

ERBERBRABMA—PRSNERN ID, il , BT LHEE — Amazon EC2 3£4) ID ( 40
i-EXAMPLEalb2c3de4 ) , LA XML &FROEH,
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14. FELPANEBUSEHFE LN B4 BRER,

15. EET -,

16. £ RFEHFREL , ERER AN RN EREE  AGREZLBEFMENTMAMEMER, 5
o, BE US4 &% F) Amazon SQS BASIEX Amazon SNS &,

17. ET -,

18. ( Wik ) £ WMEMREREL , FNEERE , RAEER T—%,

EE  REBRITREH aws.health KFEXK%EM, EventBridge

19. 7£ Review and create ( F&EH 622 ) TEHL , FEENANREABREFTEENEHLURE
Ko

20. & BIEMN,

Example : & T4 E Amazon EC2 E#HIA N
LR RGIBIERT —2 BT EventBridge YR TRARFN

« Amazon EC2 BR%
« scheduledChange 43R %K 5|

« AWS_EC2_INSTANCE_TERMINATION_SCHEDULED I
AWS_EC2_INSTANCE_RETIREMENT_ SCHEDULED HYE#Z B L

« ID 9 i-EXAMPLEalb2c3des BYSE4I

2N ER IESE ke S

LR S ERA AR B IE R R AN BN RS MEBARBRFICIZAN, BHAUNS MRS MEMHRE
RAGIEAN, XEREETLHNHFEHZNFNMRS MR EMeIZAN, Nt , BLRRBEEHE
X, REFIAAELR.

A MERA LT E— &,
NEEHN AR H0ARSS MK 5

1. % EventBridge 2| &/ “MN” TWE £ , EHEMM B,

2. HALA K &E RE.

3. BET—-F,

4. XNT BHER ERFEREN  AREXERFZERP WAL ER.
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5. BB T—% , BEHAFEHEFTNE,
6. B BEFANUREFELENENR,

9 AL 7 i Bl 55 M1 3% B

1. BRER H8IE EventBridge M N Amazon Health 2| 53k 9 RE T RIRE,

2. WTF BHERX , &R FEEX , MARMNIIRPERLENMRSHES.

3. BEXAXFERPHRMALHNENR, ERUTROIESENETURSHERNNEE,

4, WELNEHER , AFHRRB N2 EventBridge #MN| Amazon Health YIRS ESIEH N,

£/ API 2 Amazon Command Line Interface (Amazon CLI)

HFHOHMEHIAN |, EEA PutRuleAPI #£ESaws events put-ruleSEHBHER, &
X Amazon CLI sn S R_fll , EZR (@HSZE) FM put-Amazon CLI r ule,

Example =l : ZNMNRESMBHEB KT

DTEHERBRT —FAN , AT 4E#E=% Amazon fREHissueaccountNotification,
MscheduledChangeE 4R A K FIMWEH : Amazon EC2, Amazon EC2 Auto Scaling Hl Amazon
VPC,

{
"detail": {

"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"

1,

"service": [
"AUTOSCALING",
"VPC",

"EC2"

]

},

"detail-type": [
"AWS Health Event"

1,

"source": [
"aws.health"

]
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NHZETIRREH - Amazon EC2 #4EBI &R

"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T09:01:227",

"region": "af-south-1",
"resources": [],
"detail": {

"eventArn": "arn:aws:health:af-south-1::event/EC2/
AWS_EC2_OPERATIONAL_ISSUE/AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-
d0179ed6d68f",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",

"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",

"endTime": "Fri, 27 Jan 2023 ©09:01:22 GMT",

"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",

"statusCode": "open",
"eventRegion": "af-south-1",
"eventDescription":
[{
"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n

\Nn[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."

1,
"affectedEntities":[],
Ilpagell: Il1ll’

"totalPages": "1",
"affectedAccount": "123456789012",
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K 7= 45 E Amazon Health E-Elastic Load Balancing API [&] &

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:577",

"region": "ap-southeast-2",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/

AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",
"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 1@ Jun 2022 05:01:10 GMT",
"endTime": "Fri, 10 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012",

BEFIKFE Amazon Health B4 - Amazon EC2 Sl IZ IRz BSHEAE T &

"version": "0Q",
"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",
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"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:577",
"region": "us-west-2",
"resources": [
"i-abcdl111"
1,
"detail": {
"eventArn": "arn:aws:health:us-west-2::event/
AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",
"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "@1b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"affectedEntities": [{
"entityValue": "i-abcdl111",
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012",

Xt Amazon Health E4# 172 71 EventBridge

Amazon Health % “%&jR” 5 “AffectedE EventBridge ntities” 53R § BUE B X /M i 256KB BRI BB 4 K
NREIRT , XX Amazon Health EH# 1729 . LABI Amazon Health , H#ERES LERFIE , T4
BN TR KRESHIHITER.

Amazon Health 11 |, JHE RSB EME “RIR” M “detail. AffectedEntities”, AR L “FIJR” F
“detail.AffectedEntities” ¥R BT 256KB , NI&FFiz TIRREH Amazon Health $I(f 0 R ZA T
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H, FXETEENEIMMESLZMEIF, EventBridgeBENNEHEREHEH eventARN H
communicationld , A{EE W ZIFTE 71 H j5 #5 B E#4H 5 “resources” Ml “detail.affectedEntities” 51 % .

XEFNRDEE ARSI LERHE , #lfn |, 2 EventBridge M4 E [@ B AL A4 SR E ( Filan
BT ERF SRR ) B, WREIF P AT 3RIE A B P W] LU XY “detail. page”F BN NI 2R | {RALEE -4
RHE , NTUEREETES RN TS EHE R,

MASTEMER , UXEBHD T, WNE , 1 communicationld 527 communicationld FE2&
RAEFHEENTE , IERE 1 TERGIM. EBERINFFE , detail.page F detail. TotalPages ,
AR T EHN Y ABMETT . Amazon Health Br“detail.affectedEntities” =} “resources” 5l £ LA
BN TUEEHREENGEETEMERE. WEFMERERE , TUEHWEXESIR, FEEEIRME
AN S 35

FHALMEMERNEE R G RXEZRS Amazon Health E4

Amazon Health X#XJ % Amazon £ %% Amazon Health WE4# THAMBMEREE 7 15 7 AR
EventBridge, FFEALA MBS Amazon Health , EEKFREZRXEE KA FREISR B HLARNFEK
FH# — Amazon Health E44&EE Amazon Organizations,

LIIEEE EIRMBERME , URBEBENALA T Amazon Health B4k, EEBKFFIRBEHLAN
B 1 EventBridge MM H A=A L F E MK EventBridge MM,

BEXELIEAALNBNERER R R NRE ZE S Amazon Health , 5% & Amazon
Health =44,

EALLT Amazon Health 7= UWEH Amazon Chatbot

PRATAEEEMXRE PR ( 5140 Slack #1 Amazon Chime ) ##2UK Amazon Health =4, BRI LAE

FA LA RAR B BRI AT RE R MM AR HY Amazon R FFEMZEME Amazon RFRIE, AR5, &
PAZF Amazon Health ZHIER THREXEFHNESEFEE. 0, WREERLKE Amazon IKF
MYAWS_EC2_INSTANCE_STOP_SCHEDULEDZE#3H | Mli% Amazon Health SH AT E#ZE R EEM
Slack &R,

FRFMF

EFRZE , BUTURRUATRE

- BLENMEIXRZE F i Amazon Chatbot, BRI LLELE Amazon Chime # Slacke BEXEZER |, 5
%] Amazon Chatbot BIEEEIH Y Amazon Chatbot A7,
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https://docs.amazonaws.cn/health/latest/ug/aggregate-events.html
https://docs.amazonaws.cn/health/latest/ug/aggregate-events.html
https://health.aws.amazon.com/health/home
https://docs.amazonaws.cn/chatbot/latest/adminguide/getting-started.html
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o BBIEHITHA Amazon SNS =&, MEEEE SNS =& , N LAEANEEET, EXREZE
B |, 5 ® Amazon Simple Notification Service FF & A R HH Amazon SNS Al 7T,

B LA T A X8R Amazon Health 3525 Amazon Chatbot

1. IR J8IE EventBridge N Amazon Health EIZ % 13 RIS RRE,

a. TSR I3HERBHERNNRER , EERXNRE—THRNBES | REFMUATITUNS
7T Amazon Health S4TSR ENIKELE ., ESH X Amazon Health E4#1T0 R
EventBridge.

"detail.page": ["1"]

b. HEZLZR 14 FEFEBIRAT , 151 SNS £, B4 Amazon Chatbot 2| & F £ A REIRY
SNS &,

c. TEREIRISE , LBIEHN,
2. 5% Amazon Chatbot 12&l&,
3. H“EMXREFU , W Slack BEZM , AB%EFE Edit (HE)

4. 7E Notifications - optional ( BHI - Ali& ) F5 , 7 Topics ( T/ ) PIEFESSR 1 EENMEREHN
SNS =&,

5. &E&ERRF.

& Amazon Health [ H EventBridge KA RF& MM E 48T , % Amazon Health B4R E RE
BRI REFPHP,

6. EFEZEBFH AL Amazon Health BEIHIRPEEFESE L,

3% Amazon EC2 =K Bah{bigE

&R A& 3Y Amazon EC2 324l |, B Bai{LIRMERM B F A it RIEH. 2 Amazon Health B
Amazon ik ZIEEHET , &8 EventBridge HLN AT LA A B4 ( #l40 Automati Amazon Systems
Manager on 344 ) SRR KA BB ITIRE,

fFlan | 21305k X 1FM (Amazon EBS) Elastic Block Store 3 ##J EC2 3£

Bl B B EC23E 442 FEZN BT Amazon Health | &4 £ X BRI =
#HIAWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDME#R. Amazon Health 2 Nj4&
MBS EHRBE , BB ELEFE RS, X, FRLFHRITEERE,
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https://docs.amazonaws.cn/sns/latest/dg/sns-getting-started.html
https://console.amazonaws.cn/chatbot
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® Note
7 B3 IT Amazon EC2 EHIiR/E , 4B Systems Manager B EIX L34,

AXEZER , BH5 (ERAT Linux 3268 Amazon EC2 FiFF#6R) EventBridge Y “fEFH B 31k
Amazon EC2”,

FTRZM

ERIEAN 27 , BAFEIE Amazon Identity and Access Management (IAM) KE&, Sl IAM A
HAEFZACHEERE,

£12 1AM policy

BRBUSEANCHACCIREFEEEERE, KRERTAGAREHTRENNR, LIEEH
IAM #2515 8y JSON KE& 4w 2R

#I%2 IAM policy

1. &3 Amazon Web Services Management Console #}$TF IAM #&|& |, Mt https:/
console.aws.amazon.com/iam/,

HESMERT , EERK,

prid=gnlfe N

% JSON EI -+,

EHLAT JSON , RIFEmERRPHIRIA JSON,

o > 0N

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"

1,

"Resource": [
nin
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/automating_with_cloudwatch_events.html
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
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"Effect": "Allow",
"Action": [
"ssm:*"

]I

"Resource": [

"

"Effect": "Allow",
"Action": [
"sns:Publish"

15
"Resource": [
"arn:aws:sns:*:*:Automation*"

"Effect": "Allow",
"Action": [
"iam:PassRole"

1,
"Resource": "arn:aws:iam::123456789012:role/AutomationEVRole"

a. TtResourceZ#H , EL T FRE (ARN) 1 , B ALK Amazon 1K 1D,

b. ZBEAUBERACENIEARIANEN, LRHIER AutomationEVRole,
EERET—% : 7%,

( AIE ) S& AT LA AR SAE 7y REXTFF T BER R MBI SR R

B T -5 ' o

£ EERE MEL , MASBH , HlI0 A utomationEV RolePolicy FIA[ikHy IR,

10. && Summary (FHE ) TH , ABFFBATHNE. NRENREBRIHFEE | HiER AER
B o

6
7
8
9
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WREEXABATURITHERIE, BXEZER , BSH (IAM AFERE) RHB8IE IAM policy ( # 4l
&),

BIE IAM A&

BIEEREGE , BS4TAE IAM A6 | HFKREMMELkAE,
A Amazon RESRIEA/E

1. &% Amazon Web Services Management Console 3} $TF IAM $#2#1& |, WitH https:/
console.aws.amazon.com/iam/,

2. ESMEBERT  EERAC  ARERUERAE,

3. X¥TFSelect type of trusted entity ( EFRZEEKMAAIKE ) |, %EFE Amazon service ( RS )

4., WNTFEFLEATHABRAGBHWRS , %% EC2,

5. BET—F : KR,

6. HMALRIBNEEH , HIW AutomationEV RolePolicy , RISk iZKIEEZ DM EIRIE,

7. EET-F . H%,

8. (Wk ) BAUFERAKRIENRBENFABEFIMEAE,

9. %“E T—% ¥#.

10. £ ABENHB , WA AutomationEVRole., LBMMBMESEMIER IAM policy B ARN A & REY

B MEE.
11. ( °i% ) X F Role description(B&#R) , A B BNHER,
12. REAE K ARERFIEAR,

BREZER , F5H IAM AP EEHRHNA Amazon RSEIEAE,

ERTEEREE

&G, BUNEMERZACNEERK. BLITKITE , T EventBridge 25 & ik L A
&

EFMZABNEERRK

1. &% Amazon Web Services Management Console 3} $TF IAM $#2&1& |, WitR https:/
console.aws.amazon.com/iam/,

2. ESMERT , ZEAG,
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https://console.amazonaws.cn/iam/
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Amazon Health AFEE
3. & Amazon KPP ABIIRT  ERECENAGBHET , S0 A utomat ionEvRole,

4., EB EEXREIF , ARER RBEEXR,

5. XF Policy Document , EHILAT JSON , HIERERIAKEE , AN EHIH JSON MBI FFEME.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"'ssm.amazonaws.com",
"events.amazonaws.com"

]

1,
"Action": "sts:AssumeRole"
}
]
}

6. EERENEERE,

BXREZER  F5H IAM AFEETNEXACEERER (2H48 )

NUTZIAZEMN EventBridge
RIS 21 EventBridge #2H AR AIEMN , XHERMANBHELEMNB I ITRIERN EC2 =4,
9 Systems EventBridge Manager B z#& 1 ZH N

1. $TFF L S# EventBridge ###& , k) https://console.aws.amazon.com/events/o
2. ESMBERPR Events (B4 ) T, %&#F Rules (HM ) ,

3. EQIEMUITEL , WmAMME FFF A #Hik,
4

£ Define pattern ( EXHER ) T , 1% Event pattern ( EHE ) , ARFIEE Pre-defined
pattern by service ( RIERFMEXLHWER ) .

Xt F Service provider ( fRF1RMAE ) , E#FE Amazon,
6. XNF BRFEH , EF TR
7. WF BHRE | EER BEETRIEH.

o
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https://docs.amazonaws.cn/IAM/latest/UserGuide/roles-managingrole-editing-console.html#roles-managingrole_edit-trust-policy
https://console.amazonaws.cn/events/

Amazon Health AP s
8. &R REMRS , AFikF EC2,

9. &R BEEHRBRXH , RF%EF scheduledChange.

10. EER HESHRBERD R EESHRERD,

g . 33 F B Amazon EC2 EBS XS24l |, %R
AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED., XfTH Amazon EC2 3:4l1F
i SR HYSEfI | 1%£$R AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED.,

11. i%&# Any resource ( EA%HR ) o

18 EHRNXMT BT R

Example
{
"source": [
"aws.health"
1,

"detail-type": [
"AWS Health Event"
1,
"detail": {
"service": [
"EC2"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"
]
}
}

12. 70 Systems Manager Automation X B#5. £ EZFEBHRT , XT B#x , &EF SSM
Automation,

13. XF Document ( 314 ) , 1%# Amazon-RestartEC2Instance,

14. BT REBILSH , AEER W ARRSR,

15. £ MARRFERBHA {"Instances":"$.resources"}.

16. NFE=-NFE , @A {"InstanceId": <Instances>}.
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17. &R ERIEAR  RAFERECIEN IAM € | W AutomationEVRole,

(® Note

MR&EEZFTE EC2 M Systems Manager IRAUAREEXZNWINE IAM B | NIFE
FFR2EREIRP, BXEZER , BSH LREH,

18. EFEBIE,
MREHNKSPRE T HFEERANNES | W EventBridge 2FFZBH RIZLEMNEE B Hr.

BLE& SMC E#288 Amazon Health

& T LAE A RS B B E #2388 (SMC) ¥ Amazon Health 45 JIRA £/ , EYUREMKFES |, it
RN E IF R |, LREE Health 54, ServiceNow 58 SMC £ 5% Amazon Health A LA &
A Health =4 EventBridge SRE 361, MRS FEFH JIRA THE M ServiceNow=E#,

B AEAA AR MB RN EE R HRINRE JIRA NP RAEEENHAN Health E4
ServiceNow , #¥ Amazon Health S 2 EZZSBIHAN T/EREYF.

BxEH SMC #1T ServiceNow £ EZE L |, FSHE K Amazon Health »  ServiceNow

BXMER SMC £/ JIRA EB=NEZEE |, 551 JIRA Amazon Health ,

B & SMC & #2828 Amazon Health 123


https://docs.amazonaws.cn/smc/latest/ag/sn-aws-health.html
https://docs.amazonaws.cn/smc/latest/ag/cloud-sys-health.html
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1532 Amazon Health

BEREP MEM Amazon SRARV T EME, TRHEMNEENEEARED. Amazon Health
Amazon BH LA TI4SE T B Amazon Health , #2580, RE A3 H £ 55 Y0 REUEHE

« Amazon £3E8t CloudWatch Y3128 Amazon &RFMBZ1T Amazon RN AEF. EAILAKRER
RIZfESr , QIR B ENWEFITYH , UK REBHRAERENEIRE DG ER R BB &SR
gk, BXxEZEELE , {535 Amazon CloudWatch F F#/.

A AE A Amazon , EventBridge BB UREI 5% AT RE &2 M0 48 1Y BR &5 F1 %2R Amazon Health B9

HEVEE, Bl , tnR Amazon Health &4 7 B X &K Amazon EC2 ZHIMEH , M AT AFEAIX
EEAREETY , HEBEFEEHIERENER, BXREZER , 55 H FH Amazon 1%
Amazon Health =4 EventBridge.

« Amazon CloudTrail #ZXBHEMN K HAREN Amazon K #HITH AP BRAMMEXELS , HFA
BN E R BBIEERN Amazon S3 FMEE, BRI LURBIHFLE B -~ Mtk ~ 15+ 7 821% Amazon, &
FEALAYR IP sk AR AL Z £ BIRSRl, BXEZEER |, SR Amazon CloudTrail A F 8/,

FI
« {#Aid3% Amazon Health APl 8 /A Amazon CloudTrail

{12 Amazon Health API {8 Amazon CloudTrail

Amazon Health 5 Amazon CloudTrail—WRF &R , ZRFSRMAAF. SEH Amazon RFEFIR
ITHVIRMERYIE % Amazon Health, CloudTrail & H#Y API A %R Amazon Health A &4, #HIRH
A A @%E3k B Amazon Health & & 89 FXT Amazon Health API #ERNKBER. MEESET
BRI, WA LA RS CloudTrail B4 4455 E] Amazon S3 1@ , BIEMEH Amazon Health,
MREBKREERE , BMATLE CloudTrail BHI AW “SHHFIER FEERFINEHN, FAKE
B E R CloudTrail , &A1 LAFEE @ B/ NMER & H Amazon Health, & HERE IP but, #AH TiE
K, A EHBERAREAMBFAESE,

ETHREZEER CloudTrail , 8FENMAEEMBATE , 52 Amazon CloudTrail AAFEE,

Amazon Health {5 & 7€ CloudTrail

CloudTrail FE#& 812 Amazon IKF R EEENKF EE A, AXENEHED LA EEFE Amazon
Health , iZ5Es1 45 H it Amazon BRS CloudTrail B4 —RBiZZREESHFFIEERT., BAUERDS

fi£ FH12 3% Amazon Health APl #§F Amazon CloudTrail 124


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
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B Amazon lKFHEE, BERMNTHRIELENENL, BXEZELE | BSRAEHEHTLIERXET
CloudTrail B4,

ERF&ILRAE Amazon kP FVEH | DIEWEH Amazon Health |, 5812 R ER, BERAT
CloudTrail F B EX &M E| Amazon S3 . BIAMBRT , HEEERE S P LERRERNR |, ZR
BN A TRAE Amazon XiF, LRERIZRKTE Amazon 2 XA IEFZRFAEXIEHRNEY |, HIFEE
HEEZIRIEER Amazon S3 TR, Lt | BT LAELE H M Amazon BRS , LA — S o M4b 2
CloudTrail BEFIKRENZEHEHE, EXEZELE , FSRTINE

o SIZEIR SR

« CloudTrail Z#5#IRSS FERK

« BiE Amazon SNS EHI CloudTrail

o BYSKBZANKFH CloudTrail BHEI 44

FRE Amazon Health API #4E¥9H (APl %) i23% CloudTrail #12%E (Amazon
Health APl &%) ., 5l , XDescribeEventsDescribeEventDetails.
FMDescribeAffectedEntitiesiZ{EMVAHA ST CloudTrail BREXHFHERKEKE,

Amazon Health XEFF LA TIREEREZHIERTE CloudTrail BEXHH -

- FABRAFREIEZER IAM EiEXHBER
- BRERFEAACKRKREAFPNIGNZEEIER HH
- BREEHEM Amazon RE A H

BXEZER |, iS5 CloudTrail userldentity T3,

O] LUK B R X 1E Amazon S3 FEET EEEESKMEE, Bt alUE Y Amazon S3 £ EAHIM
N A BB E R MIBR B &30, BRIANER T |, FERA Amazon S3 IR &5 IN%E (SSE) X B & X4 1T
=,

B AEEERNKREIER |, BRI LEE CloudTrail 3 E£%#H B &34 &% Amazon SNS &
H, BEXREZEELR , S H CloudTrail Bl&E Amazon SNS &4,

BB AT LU R B Amazon K P B9 Amazon Health B &R & E| 84 Amazon S3 FEE+,

BREZER , BSRMNSNIK, K CloudTrail HEXX#.
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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A~ : Amazon Health BEX#4%E

BERERE—MEE 6 AFTSHENBEXHEHEEEERN Amazon S3 71, CloudTrail B &34
BE—NEENMNAEZRE. BHRAKRKREBEARENEMER , /B XFRWIRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAH AP BANEFHKRRE , HILET2RE
A4S EIRF EHI .

LA RBIE R T & RiZDescribeEntityAggregatesi® 4 CloudTrail BE% B,

"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:usexr/JaneDoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JaneDoe",
"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T07:06:15Z"

13,

"invokedBy": "Amazon Internal"
I
"eventTime": "2016-11-21T07:06:28Z2",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",
"awsRegion": "cn-northwest-1",
"sourceIPAddress": "203.0.113.0",
"userAgent": "Amazon Internal",

"requestParameters": {"eventArns": ["arn:aws:health:cn-northwest-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responseElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

1,
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}
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B9 ST #4732 i2 & Amazon Health

TRFER T HLARAEY XA Amazon Health,
« API fRZs : 2016-08-04

THRIERT B 2020 £ 8 A 28 HiEEX Amazon Health XS #H TR EEFH, BT E RSS Bk #E
WHERXEFHBEA,

TE i BH B

E#H T Amazon Health X#4H) HBXEZEER , 55 MAmazon 2024%F2H15H
Amazon Health 2 #IHMR — R Health Z &I ER-IRFZIZ1T
ZETWRMITHEGARE PR ETERESH

it e Amazon Health,
£ RNUATHRBE EventBrid 7 “HHBIZE EventBridge 2023 12 A4 H
ge AN RRIBR TEENE S HN) PR TEENES
Amazon Health Amazon Health,
AMTEXREUHNNNETASE BAXEZER , BSH 2023 £ 10 A 31 H
BRI Amazon Health 8 2 it XI# &

wEABEH,
B T AWSHealth WE , B EREXEEA 2023 £10 A 16 B
FullAccess HISC#Y AWSHealthFullAccess o

BXEER , 5 Amazon £
&K B Amazon Healtho

¥ % 7 AWSHealth W7E , LA LATE Amazon 2023 £ 10 A 16 H
FullAccess HYST#Y GovCloud (US) Regions f§

A AWSHealthFullAcces

s REXE. BXER , B
EAmazon £ & KB Amazon
Health.
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RAriEmE

ERARIT AXBLE Amazon
A P E AR X # Amazon
Health,

1£ “B8 4 Amazon Health B4~

HOPRMTBEREREER

N, B UEDERE
Amazon A F&H Amazon
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