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ERERMNBPIERBERERS. ETEHEZEEPEA—1 SDKs , i5ZH# Amazon Web Services
TE,
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https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/index.html
https://docs.amazonaws.cn/powershell/latest/reference/
https://www.amazonaws.cn/tools/#sdk
https://www.amazonaws.cn/tools/#sdk
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EEA Amazon Xig# Amazon SDKs Bai £ ARSI BRIAL IR T R BATEA R APl iERi5E H ftbim

R, &5 #the section called “Secrets Manager % &,

BERBHARITEGXY  FSH -

o C++

+ Go

» Java

« JavaScript
» Kotlin

+ NET

+ PHP

» Python (Boto3)
+ Ruby

+ Rust

« SAP ABAP

.+ Swift

HTTPS &1f API

HTTPS Z&if] APl RFRU4FE 5 3 1517 Secrets Manager #1 Amazon, HTTPS Zifj API R ERE R
mARSS & H HTTPS 3K,

RERAINEREFR Secrets Manager HTTPS &ifj API , {BEA 122 {R SDKs chAHEF -1, FRT
B URTELEBLAFHIRITNERAES. Hlan , SDKs 2B EHNERIITZSE |, HHFMAE
$§*§éjgln /fJ: %jﬁm'l-n %E"JQEMO

EX Secrets Manager #1T HTTPS A , BEEERET 277,

Amazon Secrets Manager i 2

El«iﬁﬁﬁ'ﬁi}%ﬂ Secrets Manager , BRI LA EAmS , BIARS A O KB URL, Secrets Manager
ERX& / ™ X «:Ezmu*%?ﬂ-.llﬁlﬁqi% IPV4 *uo IPVG

Secrets Manager £ 5 £& X 15 12 {t XX # 5< E Bx F3 5 B AL AR (FIPS) 140-2 By o
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http://sdk.amazonaws.com/cpp/api/LATEST/namespace_aws_1_1_secrets_manager.html
https://docs.amazonaws.cn/sdk-for-go/api/service/secretsmanager/
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/package-summary.html
https://docs.amazonaws.cn/AWSJavaScriptSDK/latest/AWS/SecretsManager.html
https://sdk.amazonaws.com/kotlin/api/latest/secretsmanager/index.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/SecretsManager/NSecretsManagerModel.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/namespace-Aws.SecretsManager.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/SecretsManager.html
https://crates.io/crates/aws-sdk-secretsmanager
https://docs.amazonaws.cn/sdk-for-sap-abap/v1/api/latest/smr/index.html
https://awslabs.github.io/aws-sdk-swift/reference/0.x/AWSSecretsManager/Home
https://docs.amazonaws.cn/secretsmanager/latest/apireference/Welcome.html
https://www.amazonaws.cn/compliance/fips/
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Secrets Manager 1% TLS 1.2 Ml 1.3, Secrets Manager £ E X g 2 AT E X & X 3%
PQTLS,

® Note
Python Amazon SDK IPv6 SA R 32 F Amazon CLI =iXEA , Hit , REXK IPve B ,
MR E—Re AT EARENAER, IPv4 IPVAERRIEE , ZALL IPv6 T£ 5
HIEBE IPv6,

AR 2 Secrets Manager FWIREIm R, BEE , B SHBNIVERTRAIERR. BXTHE Secrets
Manager F{EANKLFHUER |, FSHIPv4 F IPv6 1581,

o
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aws.com
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==
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5 ) aws.com

XEMEZ us-west-1 secretsmanager.us-west-1.amazonaws.com HTTPS
( hnF4E
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XEMEZ us-west-2 secretsmanager.us-west-2.amazonaws.com HTTPS
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aws.com

JEM (F  af-south-  secretsmanager.af-south-1.amazonaws.com HTTPS

o

=2 ) 1

Secrets Manager i & 5


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-migrate-ipv6.html
https://docs.amazonaws.cn/general/latest/gr/rande.html#dual-stack-endpoints

Amazon Secrets Manager

RAriEmE

X1 & 75

T A i X
(&Z)

A X
(B
E)

M A 3 [X
( 7N
%)

I A 3 X
( BkAE
)

T A X
( BR
)

0 A #h (X
&=3X)

0 A 3 X
( KBR )

T A 3 X
(BR)

TP A 3 (X
( ®fhn
%)

T A th X
(EE)

X5

ap-east-1

ap-south-
2

ap-
southe
ast-3

ap-
southe
ast-5

ap-
southe
ast-4

ap-south-
1

ap-northe
ast-3

ap-northe
ast-2

ap-
southe
ast-1

ap-
southe
ast-2

Lol
i J=Y

secretsmanager.ap-east-1.amazonaws.com

secretsmanager.ap-south-2.amazonaws.com

secretsmanager.ap-southeast-3.amazon
aws.com

secretsmanager.ap-southeast-5.amazon
aws.com

secretsmanager.ap-southeast-4.amazon
aws.com

secretsmanager.ap-south-1.amazonaws.com

secretsmanager.ap-northeast-3.amazon
aws.com

secretsmanager.ap-northeast-2.amazon
aws.com

secretsmanager.ap-southeast-1.amazon
aws.com

secretsmanager.ap-southeast-2.amazon
aws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Secrets Manager i &



Amazon Secrets Manager

RAriEmE

X1 & 75

0 A #h X
(AdL)

0 A 1 IX
(%E)

T A X
(R=)

nEX
( FER)

mEXHE
B (R
HnE )

RE (b
=)

hE (5
2)

BRI 3t (X
(E=ZR
&)

5 X
( BR

=

BRI 1th X
(%)

X5

ap-east-2

ap-
southe
ast-7

ap-northe
ast-1

ca-centra
[-1

ca-west-1

cn-north-
1

cn-
northw
est-1

eu-centra
[-1

eu-
west-1

eu-
west-2

Lol
i J=Y

secretsmanager.ap-east-2.amazonaws.com

secretsmanager.ap-southeast-7.amazon
aws.com

secretsmanager.ap-northeast-1.amazon
aws.com

secretsmanager.ca-central-1.amazonaws.com

secretsmanager-fips.ca-central-1.ama
Zzonaws.com

secretsmanager.ca-west-1.amazonaws.com

secretsmanager-fips.ca-west-1.amazon
aws.com

secretsmanager.cn-north-1.amazonaws.com.cn

secretsmanager.cn-northwest-1.amazon

aws.com.cn

secretsmanager.eu-central-1.amazonaws.com

secretsmanager.eu-west-1 .amazonaws.com

secretsmanager.eu-west-Z.amazonaws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Secrets Manager i &



Amazon Secrets Manager

RAriEmE

X1 & 75

BRI 1th X
(R=)

KM 3t (X
(EB%)

RKM (P8
HEST )

KM 3 [X
(s
RE )

B (7
2t )

PR=R
(EEEIE
x)

=Lk
(&)

Rk (B
)

R (
B )

EE)
( ER
Z)

X5

eu-south-
1

eu-
west-3

eu-south-
2

eu-north-
1

eu-centra
[-2

il-centra
[-1

mx-
central-1

me-
south-1

me-
central-1

sa-east-1

Lol
i J=Y

secretsmanager.eu-south-1.amazonaws.com

secretsmanager.eu-west-3.amazonaws.com

secretsmanager.eu-south-2.amazonaws.com

secretsmanager.eu-north-1.amazonaws.com

secretsmanager.eu-central-2.amazonaws.com

secretsmanager.il-central-1.amazonaws.com

secretsmanager.mx-central-1.amazonaws.com

secretsmanager.me-south-1.amazonaws.com

secretsmanager.me-central-1.amazonaws.com

secretsmanager.sa-east-1 .amazonaws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Secrets Manager i &



Amazon Secrets Manager ArfEm

Amazon Secrets Manager F{E£3<ik

Secrets Manager Bt T HEZA AN ECHZLERBNEEEENARELZEIIEE, UTHREXRRE
—EN , HAFRRTEENREMAA R, XEHEEXRRUTETESENTERTHEREHNIEER ,
BREANEANEZEERREZER 2R 6.

BEZRTHEENEERANRESER

o FEUER H A BURE B 7 £ Amazon Secrets Manager
- ERABPTIZRFNEA

s ABNBHRERE - MNEEH

- FRAEEXRREEZN

- BREEHN %48

- BRKGER CLI BYX B

o PR&IXSZEEARY 15 8]

- SHIEHA

- SEEA

- EREME LETEMIRKE

U R H At BURA{E B2 £ Amazon Secrets Manager

Secrets Manager AJ#B1ERREL S RAMENYE , HRERLRGREHBREEHR

&, Secrets Manager {# F{&#48 H Z %1 Amazon Key Management Service (Amazon KMS) H#9 0
RBATBARPAHRHITINDR, HEREZRAN |, Secrets Manager 2 ZRZAHE S TLS HEZ £t
RREBEBNARINE, BXEZER , S0 QEEH,

EXRABHR A ZERFHIEH

CodeGuru Reviewer 5 Secrets Manager ££5% , EAMZRNB[ERHRBPERRZRIPONE,
FHRNBLBREREZDE, BEFEEFTER, AFEE. BXEZEER , 2 the section

called “Amazon CodeGuru Reviewer”,

Amazon Q JRRABENKRBEELAERZE2RENKBRERE , NTTHEENMNTRXEAHNNARE
FHRR. BXEZEE |, 55H (Amazon Q F X ERAF#EE) FH Scanning your code with

Amazon Q.

FHEUE A H A BURME B 1E 6% £ Amazon Secrets Manager 9


https://docs.amazonaws.cn/amazonq/latest/qdeveloper-ug/security-scans.html
https://docs.amazonaws.cn/amazonq/latest/qdeveloper-ug/security-scans.html
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AR T4 18— A DR 24T

ERZBERT , RIVBIUEHaws/secretsmanager Amazon EEZRARMBYER, FAECT~
R

H T BRI BB AR EARER AT MEEY , FEARS 8 T ERRBAN TN
.

o ER4AEMEP | Fkms:ViaServiceRBZR4F 0 E
{Esecretsmanager.<region>.amazonaws.com. XN ZAMEHARHINMNREEKE Secrets
Manager BYiER,

s ATH—SFERANEARE NIEKE Secrets Manager EEBIEH E TXWER |, B IZE
T I Secrets Manager 1% £ T XA RBRRERAEEHR KMS ZEAM KM -

© IAM REHEZEABRFNZFERMAEEN
- EENRFPRIEENAR

BEXEZEER |, 55 ¥ the section called “BR4AINZFFEZR”,

EREERRRZH

NTBREFCEEAENESR , RNBEUEER LT ZXER Secrets Manager EFAH 2 —REFE
WEZAHANERTENEREAN]

- Java BEFRER

« Python 5EFIxET

- NET EEFIRER

« Go 5EEFIRER

* Rust 5EFIREF

« Amazon ZH M %A Lambda ¥ &

* the section called “Amazon EKS”

« AT the section called “Secrets Manager 1S322 5584 B 25 RS Amazon Lambda, I 5i#h3#
MARFRS. LE#EE M Kubernetes Service ML S it T B =ZIRE XS Secrets Manager 2
A E A 1THRE L,

NI ZAEE — DN NBREH 10


https://docs.amazonaws.cn/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html#security-encryption-encryption-context
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.amazonaws.cn/kms/latest/APIReference/API_GrantConstraints.html
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IR FH

MRERE—BIEIARERZRR , BAMBATEER B KR, £ Secrets Manager , BRI LR ER
M/Nef B35 — IR, Secrets Manager 12t 7T AR EKR - £ AF M XEBAF. BXEZER
BSH i B4,

fR{EER CLI X e

EAEA Amazon B4ERT , ATLAESG S shell R AX LGS, Amazon CLI KZE T shell Zpiz4it
TR M BN RANIEE  FINBAFRERNET LB ANSSHINEE, £ A Amazon CLI %
ABREFEE 28 , B the section called “BBIK £ % Amazon Secrets Manager Z48 Amazon
CLI BIXEE",

BR 53T Z A 15 A

ERFEXENZANIBRIG IAM REEQH , FASENRBERN, SAUER IAM SE8HM%E
B, RREBMETEMENTHENRES (ABAC) . BXEZEE , 52 H the section called “5 12
WUFF G R,

FA

o BRI BT IZ TR

- BEFEARKTH IP R4
« A VPC i R &R HITER

BELE XS B R T2 T3 R

£ A VF1R4F PutResourcePolicy MR , MATEWEMEA BlockPublicPolicy: true.
XHERERERBEERBAATF ZHENERT , AP RREREM MR ZE,

Secrets Manager £/ Zelkova B EXR DM RBRE , LAEREFEERZHRNERB, BX
Zelkova WEZEE , BSRAELLBE LN "0 Amazon A B 3 #EIE K H B SS I AHAE Amazon
zZ27,

TR RHBIERT a0fEEA BlockPublicPolicy,

RIREW B 11


https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://www.amazonaws.cn/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
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JSON

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:PutResourcePolicy",
"Resource": "SecretId",
"Condition": {
"Bool": {
"secretsmanager:BlockPublicPolicy": "true"

}

EEFRARBEARN IP ik 4

EARFHIEL 7R Secrets Manager FIRBSB A IEIE IP bt ZAFEE /5 aws :Sourcelp 4§
B, BEXND. Bla, MREFREXIRKE L TME IP i STE M IER Amazon TR VER R BE Bt
ME LR, MEER IAM AR N RRNERAERNERGERBBIE, B2, MREATHMRS
RIREFREL , GIANFER Lambda BEBUS ARHR , MZEEESMN AmazonAEFithutZ2 B @ A Secrets
Manager /6, ZZREEFMHER IP it LSRN ERF2 KK,

oA |, HiFRFE B Amazon VPC KT S8t |, aws:sourcelP 4B FRER, ERFIXNEE
VPC & ixT KBER , A the section called “fEf VPC i R &4 BRHI1E R,

£ VPC i S5 4FBR 15 R

EAFRIELIIRKBISE VPC 5 VPC LinTT SLMERMIGE |, EEH aws:SourceVpc KRR HIXI K
BEE VPC BiBRMV5E |, =} aws:SourceVpce REFIFIKBIEE VPC KinT RV BRI A B,
152 [Rthe section called “R4l : XPRFI VPCs”,

* aws:SourceVpc FiHFRIPRFIFKBEE VPC BiER,
* aws:SourceVpce FHiAMRH AR BIEE VPC KimT KBIER,

MREAFHIEL R Secrets Manager ZAN R RREBAPEAXLERMGR |, AseaTEFIEL
BRI REMERA Secrets Manager H B B4 BRSS . R BB Amazon BRS AT SAEEHY VPC AERA L

EEFEAREDN P ik R4 12


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IPAddress
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R RIETT. MRGZANIERRESIN VPC F VPC KiET A, MNAHN ZBRSEEN RS TRA
Secrets Manager AJgE& kM,

&2 fthe section called “VPC % & ( Amazon PrivateLink ) 7o

£ H %

Secrets Manager FJ LA B G EHNFZHEFIF 2 Amazon X , SUH R EHE MR TEREE R,
BEXEZER , #2H ZXEHEH,

W4

Secrets Manager 2B BE 5 Amazon BE&, MENMBHBRSERkFRMNERERA, BXES
EE , BESH :

the section called “f£ f & % Amazon CloudTrail ”

the section called “f£ A ¥ ¥ 2% CloudWatch”

the section called “¥ AN SHM”

the section called “¥5 % Secrets Manager 574

the section called “f£ f LA~ 5 &% N BB GuardDuty”

EREMS LZTEM %M

BINBWBETLTENLEREFTRNERAME L TRUESHEMIZE, SULUEEEIEED VPC
LKinT R VPC 5 Secrets Manager 2B FAEEE. BXEZEE , S H the section called
“VPC ¥% & ( Amazon PrivateLink ) ",

EHEH 13
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Amazon Secrets Manager 22

£ |

+ £/ Amazon CodeGuru Reviewer &R BHA R Z R WIER
FREmBNYLZEBZE Amazon Secrets Manager
FERIB N BIEEZEEE Amazon Secrets Manager

3 Amazon Secrets Manageri® & 32 & i P £ i

A Amazon Secrets Manageri® & # f FF {0 #t

£ Amazon CodeGuru Reviewer XK B KX ZRIPWILZR

Amazon CodeGuru Reviewer & — T fE A5 2 T M85 F 5 KM FF & A BRI EIE R G
MRS , FHIRM SR B Java F Python RIBHI R, CodeGuru Reviewer 5 Secrets Manager £
K, IEMRARBHPERRZRFNINE, BXToERINNZEELRE | FSE Amazon Reviewer
&R Y CodeGuru Reviewer & E# CodeGuru #HlZ3E A,

RIEBERBNFHAE  FAAFESR

+ the section called “EB #2718 4w 15 MY BB FE F AL
+ the section called “B @ mIZHZR4E

FEmIBH N2 B E Amazon Secrets Manager

MEREPFEERXER , RINBIWHHRIRHF#F Secrets Manager ., FZ 47831 E| Secrets
Manager /5 , B IBFEEM Secrets Manager PR R4 , NTTAER T EAEFIRBHALXEE
REANRE, RREASFHINERENES , FETEER.

XTHEEFZURS , B A TEEBNREEEERE Amazon Secrets Manager,

EFEzE , FEERTEHRFEHRZFH. BRINBWEARD IAM BERXEBEZHANNR :
- AREBALAFHNZHENAC., BXEZEE |, S H the section called “Secrets Manager B /A
PR, BFERALLAGENERER,

- AUEBETHERAZENAR  SINEREEFERANA
BRoleToRetrieveSecretAtRuntime, EBHRBERALABCBURERH, EAHER , 85

Amazon CodeGuru Reviewer 14


https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/recommendations.html#secrets-found-types
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EZABNRETFRE-NZAENNR , AEFEARANTRRBER TR, AXEMEBRTE

iH25 Fthe section called “TFE£F B,

HIR

- B9 HEREH
- B25 . EHARB
- B3Y . EMEH
- RESR

E15 SEER

F—SRNUNEERBHZAEFE Secrets Manager P F, MRS Amazon BIFRMEx |

FREFRESREARNXE, &N , FHEFFEEN TENERZEM S ERKENXEH,
BIRZE (#2FHE )

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EBRTGFHEHMEBH.
3. 1E Choose secret type ( R ZHAXE ) ME L , MITUATRE :

a. NFBPXRHE  FEBHMBHALR,
b. A Key/value pairs ( 8EX ) & Plaintext ( BBX ) X AFH, —LRH -

API key
key/value B3 #i A :
ClientID:my_client_id

ClientSecret : wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

WA :

AKIAI44QH8DHBEXAMPLE

B4 tERN


https://console.amazonaws.cn/secretsmanager/
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Digital certificate

WA :

Private key
WABAX :

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

c. XF Encryption key ( tNZ 40 ) , % aws/secretsmanager £/ Secrets Manager #9
Amazon EERZ . FAKBAFT~EEMATR. fln, EETUEABCNERAEER
AR 1>k B H At Amazon Web Services Ik %4, BXxEREF REZHANRANE
B, BEZE 2.

d. ﬁ?%jt_io

4. 7£ Choose secret type (IEZFZHEARE ) TE L , MITUTERE -

a. HWA—MERMR Secret name ( Z4A&B 5 ) M Description ( HEA ) -

b. 7E Resource permissions ( BIRXR ) F , %$F Edit permissions ( BN ) . L
TRoleToRetrieveSecretAtRuntime RiFKR RZAMEKRE A REEERE,

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:r0le/RoleToRetrieveSecretAtRuntime"
}I
"Action": "secretsmanager:GetSecretValue",

B4 tERN 16
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"Resource": "*"

}

c. HERMHEZD , E#F Nexto
5. %t Configure rotation ( Bt E¥#t ) RE L , HRRER., EBET—F,
6. 7£ Review (F#%) WLt , ¥ RENFHIFAELE , REEFE Store (7).

£2F BEFAE

BRI AMIBLE IAM BBBRoleToRetrieveSecretAtRuntime T e B R4, BXREZER | &
SR E IAM A€ (Amazon AP,

ARE , B LAE R Secrets Manager IREH RHAIKBEHEHREE , LA K Secrets Manager A&
£,

EHRRBICEE

1. $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EERANRA L  EFENER.
3. M[T&R#E Sample code ( RIKE ) ., ERENEERES K RAEEHFHRKBRE,

BRNMARFHINEEDZAAEBERBLER,. BRERBESNTE , £URFEEHRPRNNE
B ITEN A

FERZAREERBZE , XN AEFRERIESTHE,
5 35 EHR

RE—SRPEAENERDNEZN. FEABANNRKFUERPENERRANGERA, flwm , Eoae
FEFRYNBERAFHER - MBS

R EENHH

1. $TF Secrets Manager ##I& , Wit} https://console.aws.amazon.com/secretsmanager/o
2. J%&$F Secrets ( B ) , RAEEFZZEH,

3. 7t Secret details ( B FMER ) WE L , @ TR30H1%E#F Retrieve secret value ( ¥R Z4A
B) , A/FERE Edit (BRHE ) -

®25% EFAB 17


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-api.html
https://console.amazonaws.cn/secretsmanager/
https://console.amazonaws.cn/secretsmanager/
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4. EHFEARGEE Save (&R7F) o

RiE, MR N AR FRBIHREEER T ENA.

RS

MRBHBRERBNZHE  ETREEIRUTER

« EE/RE Java M Python NARFHERBHRBIIE , RIMNEWAER Amazon CodeGuru

Reviewer,

- BUNBEEFERARESHEHBRERE, BXEZER , BSH KEEH.

« WFMNZAXFIHRPES , BZREFNBHURDER, BXEZEL , HoH ZXEHEH,

o EAXREIEF , BRoleToRetrieveSecretAtRuntimeRBEF TR RFZHENNR, EARRKRF
BEZNR (flIURBEXZRAN A BIEREFTZHAIIR ) , B5SHthe section called “E T HIFHE
[

 EXRYHES  BEAZPANEREBEF TR, RoleToRetrieveSecretAtRuntimeBXEF
MR EM 5% |, S Wthe section called “E T 59 I KB,

THE dm B Y BUE E B E Amazon Secrets Manager

MERBHEEAXBEEEIE , BIMNBWWEREIEZNE Secrets Manager , AR ENFHR R, F
EIEB 3 F Secrets Manager f5 , BN EZEM Secrets Manager F1 ZREUE , MR T A
BIRBEHNALFIRIENRE., RRFEALCENED  ARRHIERENESE , FETFEER.

5 F Amazon RDS. Amazon Redshift #1 Amazon DocumentDB HIEE |, FEAAT PSR IGFE 5
BHEIEB I E Secrets Manager, X FEMRBWEZIMERMEMZRER |, S Hthe section called “E#
WmBI R 7,

EFEzE , EEERTEFTEHRZFEH. BMNBWEAFRN IAM AEREEZHANNR !
- MREBALAPNZHANACR, BEXREZEER , BZH the section called “Secrets Manager B 5
R, R ERLLAGLRMNEHRES,

« EERHES , —NALEETHREREER0LeToRetrieveSecretAtRuntimeI B, EHRDE
FRALBEUKREZRRZSA,

S
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https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/welcome.html
https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/welcome.html
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- E25
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- FIR 3 RRMWE

- BRESR

E15 SEER

F—SRNINEERBOEIES$F Secrets Manager RHIZAF, N T RIKIER |, G R4PFMH
EEBEFEMERNXEH,

elfe o

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EBRTGFHEHMEBH.
3. 1£ Choose secret type ( R ZHAXE ) ME L , MITUATRE :

a.

d.

e.

HF SRR | SRRSO BIEEEERR -

 Amazon RDS #iE &

« Amazon DocumentDB ##E&E

« Amazon Redshift BEE,

- BXHMEBENEL , FSRAERERESHNEH.
NFEIL , ERABREERNENERBEIL,

33 F Encryption key ( tNZ%4A ) , & aws/secretsmanager £/ Secrets Manager #9
Amazon EERER . FRALKEBRFTEEIMARA, fln , EEAUEREEHEFREER
ARG A5k B Hfth Amazon Web Services IKF HIZH. BXxERAZFREZHNRSNE
B, BEZH 2N

¥t F Database ( #i#5fE ) , BEBRENEBIERE.

ﬁ?%jt_io

4. 7£ Configure secret ( BEEZ4 ) RE L , MITUATIRE :

a.

b.

A —NEIRMR Secret name ( Z4AEB 5 ) A Description ( %8 ) o

£ Resource permissions ( ZIRINPR ) # , % Edit permissions ( wENR ) o KEMELL
TRoleToRetrieveSecretAtRuntime RFKR RZIAMEKRE  REREBERE.
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JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:xr0le/RoleToRetrieveSecretAtRuntime"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

c. HENHEEL , %&#F Nexto
5. 1£ Configure rotation ( Bt Ef#t ) THE L , EERHEER., BELAREBA, EBT-%,
6. 7E Review (F#%) WL , BN HAFHEER , ABLE Store (FF#).

F 245 BEFARE

BRI AMIBLE IAM BBRoleToRetrieveSecretAtRuntime T e B4, BXREZER | &
SR E IAM A€ (Amazon AP,

Rfa , B LUER Secrets Manager 1R RERIBEREHNRE , LA E Secrets Manager FHIZ
£,

B R BT

1. 3TF Secrets Manager &% , Wit} https://console.aws.amazon.com/secretsmanager/o
2. EERIKRA L, EELENER.
3. M@ETR3E Sample code ( R ) . EFENIES , AREFRBHER,

BERNAEFFHREEDEIEAEBLEACBRER, RERBESHTE , EUREEERRPAPNNE
B HEERN A
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ERAEAREREDEE , WCNNRRFEEH ST,
SR 3 RRUER

BE—S$EBEURRFARPETRIDNEIL, Rotation EEHEHRANIE. BRBAN , £46E
Bt E T R A MR E R EIE, Secrets Manager A BURBREIR ERITRI B3 R LR B4R,

REBLHIIEER Lambda 2R E T LL5[E Secrets Manager MEHEIREE. SHBE R

J& , Secrets Manager 2 5B BIEEMBH VPC F8IE2 Lambda FREH , LBRCHEEHEEN
M &G E PR, Lambda ##EBUE LMEEH I Secrets Manager LE#H #41. HATEWIETE VPC
8l — Secrets Manager &ixT7 & , X#M Lambda E| Secrets Manager iR M AT S BEFFEM
Z8#) Amazon . BXiiBE |, S Fthe section called “VPC i# & ( Amazon PrivatelLink ) 7o

BREH

1.  $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o

2. EBRHANRAL  EFENEHA.

3. 1£ Secret details (Z4A1¥ 4115 E) 71 LK Rotation configuration (3B &) 2B & , &£ Edit
rotation (4REEFHR).

4. HERBEREENEED  HITUTRE

a. B Automatic rotation ( Bzh%# ) .
b. 7£ Rotation schedule ( ##2itX] ) T , LA UTC it XX AR 1K1,

c. i%# Rotate immediately when the secret is stored ( EZER4ARN M EIRH ) , LWEREE
AR IR 4R,

d. 7 Rotation function ( 3¥RE% ) T , #%# Create a new Lambda function ( |27 #Y
Lambda B# ) , RAERFEEMA—NE#. Secrets Manager ¥ "SecretsManager" 71l
£ BN R €2 N P

e. XNTHRRER K6 EBR2AF,

f. ERRE
REZARBERH

1. $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o
2. J%&$F Secrets ( B ) , RAFEFZZEH,

3. 7t Secret details ( MZFMER ) WE L , @ T3R50 HiE#EF Retrieve secret value ( B
).
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MRFZHAENRET , NRBARRELEI, MRFHAEKEENR , WEERR R IEEFLIRINGE
#J CloudWatch BE.,

T i 0 L PR R P 42 R B0 BB A 1 2 P SRR 10 224
BT IR
MRBFBBRERBNEAE  ETREZEEUTER -

- BUNBNEFHRARESHEHBRERE, BEXESER , TSR REEH.
- BALERETENRRITN,. BXEZEER , HSH the section called “RBIRiTXI",
- EELREY Java Ml Python NARFPERBERBOIE , BAEWEA Amazon CodeGuru

Reviewer,

79 Amazon Secrets Manageri% & XX & B F # i

EARHED , BNEINMAAEEHRFEESINRFRERIERAF L, Alternating users

rotation ( REAFRIR ) 2 —MRIRFKR , TZKEHP , Secrets Manager FREAF , REEBIRK
EHABLEAFELE. MREEENFHANSTAM , MERER— N TENIER  BEAEP IR
BERFABEREENENEIL, M3 —MNMIEEEH. BXREZEER , FZH the section called ‘XX &
RAF,

EREXBAFREHR , BFERMUE
- HP— I\ HEI S EERIRNEIL.
- BEAEEARZENE-NEN.
LRAFARRRE-MFAERE-—NAPNED, EXAHED , £fFik Amazon RDS HEE

BRI N4, Amazon RDS R4 EHEHE R ZBEHR, AXEZELR |, 155 the section
called “E BRI,

THENE—BIABRRENBUNAEEERTE, I TOLRERBRRNTERE , APEFEAT -5
f5l Amazon RDS MySQL ¥#EFE. N TZEEN , BEENTRFHALEERMIFRIA VPC F, EET
BEBRMMAR b BGEZRIBIEE | BHEAE2E , ©2 VPC FALIEEIRBEENRSES , BHEA
MNEB M (T SSH iE#E, AHEFNELEHE Amazon EC2 =4 , Z=HIMZ 2 HRE IEH b3k
BT,
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ERAHEE  BRNBUESEFEHEFNHR. BOEEFHRHERAEN.

Secrets Manager 3 # £ Amazon Lambda B R EMZAMBIBERE . BXEMA Lambda EERYEL
THER , BSHE EMN.

HiE

- R

. HREZMH

- HB 1 8l Amazon RDS BIEERAF

- FR2: FAPKERIENER

- SR 3: NHERBRAE

‘4. BERR

Y

N

N
B

il
¥
&
3

PR

BN EREHR , BLEES Amazon Web Services P EENPR, EETHED | HFEIER
HNBNTBREATENAC, fill , EEREEEERNRNACE A2 Amazon RDS #iiEE , M
EMEXEEANBENARLEZE VPC MZ24d, ERITHESEN , RMNBWEHKEFEHERD S5,

BXRUWAEEFHFERRENRWELR , S the section called “ & 5 5 UE #i75 [0) 2 5”6
FRFMH

E#HES  BEEUTHE :

s FREZMH A Amazon VPC

« FRZMH B : Amazon 3Efl EC2

« FRFM C : Amazon RDS BIEEMEE A FIUER Secrets Manager 4R
o BIREH D : ATER AT EHIEEFISNH EC2

FoREE A Amazon VPC

EWEBEF | EFGE— VPC , A LAEEHH/F3) Amazon RDS BiBEFMIT S EC2%46l, £fF
S| BEERITENELSERMERZIELY , AREZIREE , AHEEEARTRE VPC

R 23
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R E. NIt , Amazon VPC &fF BB M xE#EE| VPC FHEMBRPIRMEEH , BURFKRE VPC 4
RV R B R E B B BRM MK,

£ VPC & | B0 L8| —/ Secrets Manager i = H— Amazon RDS %2, RGNS EH
RiE Bz et , Secrets Manager 27 VPC W BIE Lambda 3IREE , MEE A LG RIZE

Ff. Lambda ®iREEE A Secrets Manager RE#FH Z4 , HiAA Amazon RDS RIREVIEFIE
EER. BYE VPC RBIEL T R , B LR M Lambda BIEXY Secrets Manager 1 Amazon
RDS HWiAAT LB Amazon Bk, Rk , XLFAFEEHAET VPC N RHR,.

212 VPC

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #1154,

2. &FEBIE VPC,

3. 7t Create VPC ( 8|2 VPC ) WH £ , 1% VPC and more (VPC & ) ,

4. 1 Name tag auto-generation ( ML BBIEEK ) TH Auto-generate ( BRIERK ) T, #A
SecretsManagerTutorial,

5. XIF DNS options ( DNS &1 ) , i5[EAT1%£#F Enable DNS hostnames #l Enable DNS

resolution,

6. &EFEBIE VPC,

£ VPC W82 Secrets Manager i &

1. 7 Amazon VPC ##|&# Endpoints ( iR ) T , 1%&$#F Create Endpoint ( f1EiHR ) o
2. 1£ Endpoint settings ( WSRIZE ) T , 1 Name ( &%) A

SecretsManagerTutorialEndpoint.

3. 1£ Services ( R% ) T , #i A secretsmanager BAJHiE 5K |, REEEMN Amazon Web
Services XiFHi%#¥ Secrets Manager iR, Hli , EXERZ ( FHFRLILER ) |, &E#

com.amazonaws.us-east-1.secretsmanager,
4. FF VPC, £# vpc**** (SecretsManagerTutorial),

3tF Subnets ( M ) , iEFEFFE Availability Zones ( TAMXE ) , AEXNTFEIMXKE , ERE
‘FEH SubnetID (FMID) o

33 F IP address type ( IP #3it3EH ) | %R IPv4,
X F Security groups ( T£4 ) , EERERINL LA,
Xt F Policy ( RB& ) , #%&# Full access.
pri= e Fe A JoN

o

© ® N ©
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1£ VPC R0 Amazon RDS i &

1. 7£ Amazon VPC #2#|&# Endpoints ( = ) T , #%£$F Create Endpoint ( BIEIRR ) -
2. %&£ Endpoint settings ( W SIZE ) T , 8 Name ( %5 ) #i A RDSTutorialEndpoint,

3. 7t Services (RS ) T, #iA rds UATRiESIR , AFEEM Amazon Web Services X5 H
1%£3#% Amazon RDS iR, Bl , EEXERE ( FFELILER ) , %&#HF com.amazonaws.us-
east-1.rds,

4. F¥F VPC, i&#¥ vpc**** (SecretsManagerTutorial),

33 F Subnets ( FM ) , EFFTA Availability Zones ( TAMRKIE ) , RAERNFEANXE , EBRE
‘FEH SubnetID (FM ID) &

33 F IP address type ( IP #3it3EH ) | %R IPv4,
XtF Security groups ( E&4 ) , ERERINLLH,
¥t F Policy ( k8§ ) , %&# Full access.

RO ERS.

o

© © N ©

% R4 B : Amazon 3245 EC2

RS TRF 2R Amazon RDS BIEFERNL T VPC F , AETGRTE , EFEELEH. ZE
2FH T VPC H , BERRIRY , EFEE—IMLE4E , UATARITEYER SSH &E#E
Z22FH,

NELFH6IZ EC2 K

1. FIFLE@# EC2 24|A& , Wik A https://console.aws.amazon.com/ec2/,
i%# Instances ( 241 ) , AREIEE Launch Instances ( B31EH ) -

3. 1£ Nameandtags ( BMFFEEL ) T, X¥F Name ( B# ) , @A
SecretsManagexrTutorialInstance,

4. 1 Application and OS Images ( NAREFMRERSMRE ) T , ;REBIAE Amazon Linux 2
AMI (HMV) Kernel 5.10,

5. 1f Instance type ( SRIZERE ) T , REFIAE t2.micro,
6. 71E Key pair ( 48X ) T , #%&#® Create key pair ( BIEZ4AXT ) .

N

£ Create key pair ( BIZZHAXT ) NiEEF , X TF Key pair name ( ZHAXNEF ) , WA
SecretsManagerTutorialKeyPair , AA/51%#E Create key pair ( BIZZHX )
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LEEt & B3 FEEAN
7. 7E Network settings ( FI&EZE ) T , %8 Edit (w5 ) , ARHRITUTRE .

a. XTF VPC, i£$#8 vpc-**** SecretsManagerTutorial.
b. XF Auto-assign Public IP ( B3I 7 EAE IP) , i%3#F Enable,
c. XITF Firewall ( BFX3E ) |, i%£3F Select existing security group ( EFNELZEL4AH )
d. ¥F Common security groups ( ELZ£4H ) , %## default,
8. EEREBHEHI,

FEARZM C - Amazon RDS BIEEMEIE R ZIULHY Secrets Manager Z4A

FEHPSTED | EFEIE— Amazon RDS MySQL BiEEH X H#1TEE , SAE Amazon RDS #|E 2
EERZIENEH. AT, Amazon RDS 2B N EEBEBAZTHNER. BXEZER | S
7 FEERIR,

EORBEEIRY , FEESEL - SHOENELEY., RfF , Amazon RDS 2REZEAH , U
EHFEFENEPIRBEETL R, S0 EEZESKGINZEARMMMAN , LAVFEN A1 1T E ) tiEED
Z3KB

FREESEERZIIMN Secrets Manager Z4A 81 Amazon RDS #iEE

1. 7£ Amazon RDS ##|&H , % Create database ( B|EEEEF ) .

2. 7E Engine options ( 5|Z3i&I ) #49 , F Engine type ( 5|ZRE ) %&#F MySQL.
3. 7 Templates ( 11 ) 3% , 1£$F Free tier,

4. 71E Settings (RE ) 2 , AT TRE .

a. XITF DB instance identifier ( BIEEZFIFFIRAF ) , B A SecretsManagerTutorial,
b. £ “EREE" T , EBHFMWEEITEIU, Amazon Secrets Manager
5. FEHE By, WFUHENRR, &R EEDR EC2 ITENERR , ABTE “EC2 £41” Ak

#SecretsManagerTutorialInstance,

6. EFRCIEHBER

TR 26
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BIR %M D : AFENAR i1+ EALEE LS EC2

HUSERP | LORF1E Prereq B HEIER EC2 KAIEEN RSN A T EEEDZR6, Nt ,
&Rt 4m%E Amazon RDS E“ER&EM C'HRMNESAE , FHITE AVFENITENHN IP it 5 SSH
EENAN, ZAN AFARMITEN (B IP iR %) ) B Internet £/ SSH EZRIEL2E
Hlo

AVFER A T EHEREEIK EC2 I

1. FTHALES®E EC2 #F|& , ik Ahttps://console.aws.amazon.com/ec2/.

2. £ EC2 3%l £ SecretsManagerTutoriallnstance , EFZ £ &M F LW ELAT | EFsg-***
(ec2-xrds-X),
. fE Input rules ( AFN ) T , E£#ZFEdit inbound rules ( 4REAILHN ) .
4. 1% Addrule (RIAN ), AREXNZAMHRITATIRE

a. XFHEHE &R SSH,
b. XIF Source type ( RERE ) , &EFE My IP,

% 1 : f12 Amazon RDS BiEEAF

B, BFE-TAF  ARIDRER#ERS S, BREAHPF , BEAEER KRR Amazon
RDS ?&EJE AEEREL , EAHEF , BFCEREFREEZENRHOAF, BEFHES , XH
, BUUSE RN REN,

EEEIBEE | EFRH MySQL %F‘iﬁ‘al,w EARHEF , BNERET GUI R ARERF MySQL
Workbench, EZ% MySQL Workbench , 2 T # MySQL Workbench,

EEETBIERE |, 5 MySQL Workbench eI Z2EZERE, EHTEE , BFEEM Amazon EC2 Ml
Amazon RDS 3RE—&E &,

£ MySQL Workbench A& 2 3 ¥z FE i 52

1. £ MySQL Workbench A , %3 MySQL Connections ( MySQL %1 ) Zi 8 (+) R4,
2. £ Setup New Connection ( i BE#iERE: ) XiFER , FITUTIRE -

a. XTF Connection Name ( E#EE# ) , M A SecretsManagerTutorial,
b. XF Connection Method ( E#5 % ) , #%&# Standaxd TCP/IP over SSH,
c. £ Parameters ( % ) &I+ L , AT TRE -

S 1 : 812 Amazon RDS HiEER 27
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i.  XtF SSH E#L# , i A Amazon EC2 SRBIMNAE IP Hbit,

&0 LAE T % 4% 3567 Amazon EC2 #2414 L2 IP i
it SecretsManagerTutoriallnstance., & #I/2F IPv4 DNS T# IP #hsik,

i. XF SSH Username (SSH A& ) , #iA ec2-user,
ii. YT SSH Keyfile , &% 1R &2 81 E K SE R KM TN ZHAX X4

SecretsManagerTutorialKeyPair.pem,

iv. XF MySQL Hostname ( MySQL E£#1% ) , %A Amazon RDS ¥ = it

& A LATE Amazon RDS ##1 & LB i B BIEE S secretsmanagertutorialdb &3 i
Aibit, &% Endpoint ((iwAs ) FEI ok,

v. XF Username ( AF®& ) , #iA admin,
d. EFHEE,

1. 1€ Amazon RDS #£#|&F , S BB EIREE,

2. 1 Configuration ( L& ) T+ Master Credentials ARN ( E£&ZiE ARN ) T , #%# Manage in
Secrets Manager ( 7 Secrets Manager & ) ,

L EPRFITFF Secrets Manager %14
3. EFRFFMAEENEL , %% Retrieve secret value ( RERZHAE ) -
4. B ERTE Secret value ( F4AE ) 2o

BIRBIEFEA P

1. & MySQL ITfE&H , %&#&FE#ESecretsManagerTutorial,
2. WANZRPRRINEEREDB,

3. £ MySQL Workbench # , £ Query ( &) ) EAF , ﬁAuTﬁ%(@%ﬁ&E) RIBIEE
Execute ( #17 ) o HIREBEA SELECT NHXEFIE4L , Hit appuser XMEDEFHZN
BRo

CREATE DATABASE myDB;
CREATE USER 'appuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'appuser'e'%';

S 1 : 812 Amazon RDS HiEER 28
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£ Output (i ) EOH , BLBIXLERTHRITHI,

S 2 : AT IRRE

BTk, SH0BNE K BTEH#ENCENAFKILE. RENERRNUR. SRERKR , B
TREMAFRE , ENER—NMRIMVBERAFHE , ENAENRERE —TRAFNED,

1.
2
3

$TFF Secrets Manager #£#|& , M1t Fhttps://console.aws.amazon.com/secretsmanager/o
R ER,
£ Choose secret type ( EFRZAKE ) mEA L , AT THRE :

a.

C.

d

3t F Secret type ( IR ) | % Credentials for Amazon RDS database ( Amazon RDS
BIBESEIL ) -

¥ F Credentials ( ZiE ) , WA H appuser , LA &R A MySQL Workbench #17
NBEERFRANEB,

Xt F Database ( #i#EFE ) , &% secretsmanagertutorialdb.

iij:¥-|:_$o

£ Configure secret ( BLEH4A ) WE L , X F Secret name ( ZEEH ) , WA
SecretsManagerTutorialAppuser , REEE Next ( T—% ),

£ Configure rotation ( EBE%#t ) WHEH L , ITUATRE -

a.

b.

e.

/8 A Automatic rotation ( B3I %## ) o

X F Rotation schedule ( ##tit%] ) , RiEitXl Days ( X#¥ ) : 2 X, BAK Duration ( 54
Bf1E ) : 2h, fF Rotate immediately ( M EN## ) 4 F B BRES,

%t F Rotation function ( ## %k ) , 1%£3% Create a rotation function ( 8B REEK ) , A
EXFEBEH , @A tutorial-alternating-users-rotation,

WNFRRKR , EBRXEAF , AGEEEAZIERAT , &EE R rds!cluster... ,
HEHRIEBERHIE secretsmanagertutorial FrFBIEBIBEEMNE M
A#40 , N Secret associated with primary RDS DB instance:
arn:aws:rds:Region:AccountId:db:secretsmanagertutorial,

ﬁj::%-F_Z’Fo

£ Review ( & ) WH L , %48 Store ( FfE )

SR 2 NAPFKIERIEWE 29
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Secrets Manager 2RE B ZAFMAELENH, BAIUEZAHNBEELREBEIRS. Secrets
CloudFormation Manager A T8I %R , 5120 Lambda ## R MIZ1T Lambda EEEIINITA
B, CloudFormation SERX /G , HEIBZE N TERL IR Secret, 5 —IRFIRE T MK,

S 3 ;P DR
ERHRRE  CTURERTARTEEENEL, BETNTEENFARIREEY,
BT o T D

1. 3TFF Secrets Manager #2#|& , it A https://console.aws.amazon.com/secretsmanager/o
2. %&$#F Secrets ( W% ) , AFEEFEWE SecretsManagerTutorialAppuser,

3. 7t Secret details ( MZFMELR ) RE L , @ TR30HiE#EF Retrieve secret value ( 8 EWE
).
4. 7E Key/value ( /18 ) &9 , 7 password El Secret value ( WEHE ) o

=z

1. £ MySQL T#EAH , AR B FH1ZEE SecretsManagerTutorial , ARFIEE “REER,

2. 7£ Manage Server Connections ( BEEREeRERE ) XiEEF , X¥F Username ( AFE ) , WA
appuser , A/F51%$F Close ( XM )

B F MySQL IT{EA , ikiFiERESecretsManagerTutorialo

4. 7£ Open SSH Connection ( $T7F SSH iE#2 ) XiEHEH , X F Password ( 18 ) , #MEENHE
PRRFNER  RAFEFROK(HBE ).

MREZIEFM , W MySQL Workbench F3TH EHIEEMRITRE.

XRABBRREXDN, WEPNRILECEH , eRATEEIBEENERED.,

FR 4 FEFR

MRERZHAE—FRMREERAP R , FBEERR , AR the section called “2 %
o,

BN, R TEATAES £ A ABKRITLLAE Internet B9 EC2 S |, EMIBR G AHF2 022 59 LA
THEBRRE LIRS -

HPR 3 WA B RRH LR 30
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+ Amazon RDS ¥#EERA, X8 , 5 R (Amazon RDS AFIERE) A HIMIBREIEE L6,
« 5# EC2 £6l, BXHE , 2 Amazon EC2 AAF BRI L 1EKH6,

+ Secrets Manager #% SecretsManagerTutorialAppuser., BXiiBH , S fthe section
called “MBRZ A",

- Secrets Manager iR XU , S M (Amazon PrivateLink ¥87) FHIMIER VPC if &0
« VPC iR, BXUEA , 2% (Amazon PrivateLink 3878) HHIMIER VPC,

s B IR

- THROFAEEHNARERFFEREEN.
- THHMERITI.

3 Amazon Secrets ManageriZ B £ f P ##t

EAXAYMEF  BNZIMARNETEHRREEZINFHRRELRFRE, SRAFPRHEE —MRBERR
FEIZRMEF |, Secrets Manager FRINEZANBEEFEFAFANEILE. EXEZEE , BS5MH the
section called “®& B /",

ERAHEE  RNBUESFEHEFNHR. BOEEFHRHERAEN.

Secrets Manager $¥# £ H Amazon Lambda BEREHZAMEBIERE . BXEA Lambda BRERY K
THER , BSHE EN.

B

- R

. HREZH

« $B 1 81 Amazon RDS BIEERF

- FR2  ABEEAFZ L CIEEH
« HIR 3 Wi D

Nl
5

ol
S
Y% | |w
Qe
R

EBERR
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https://docs.amazonaws.cn/vpc/latest/privatelink/delete-vpc-endpoint.html
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PR

AHEBHEREHER , BEEI Amazon Web Services IKF I BEENE, HEFHER  HETEE
ﬁﬁAbFBmﬁFHTHE’Jﬁ@o Glan | EEHEEEE RANENA S GIZE Amazon RDS #iEE , ME
ENEEEANBRHNACIRE VPC MZedH, HRITHESERN , RINBWEHEFERMERE 5,

ERMAEEFHERRENRWEES |, i35 the section called “ 5 1058 UE F 17 [ #2 &l7
SERZMH

RHIRM ST REZ M 2 the section called “REAF R, BEE—MNHELRN , BFEFERR. &£
ZHEZE , BRAE—INIXEKRE  HFE8E—1 Amazon RDS BEEN— I ANEHEEEERE
iE#Y Secrets Manager %4, BB S —NHATSHEEAFNEIL  BEREXRHBPIEHZE
.

38 1E MySQL Workbench FELE T —&iE#E , IUEAEE A KIDEEIIBIEE.

S 1 : 812 Amazon RDS iEERA &

B, BFE-ITAF  ERIREERERES, BCEAPF  BEATHREZRATHERAKILER
% Amazon RDS ##EFE, AEEEN , EXHEFR , BHUBRERGEETENRIAF. BEFH
B XHATER , BUEERRENRE,

KREERRG

1. % Amazon RDS & &/ , S G HERE.

2. 1£ Configuration ( Bt & ) W< # Master Credentials ARN ( £EiE ARN ) T , #%# Manage in
Secrets Manager ( 7 Secrets Manager & ) ,

BT FF Secrets Manager $2# A&
EZPEFMEERME L | i%# Retrieve secret value ( REZAE ) -
BB 8 /RTE Secret value ( Z4AE ) T+

BIRBIEEM P

1. £ MySQL Workbench & , B £ HiZiE$#E , SecretsManagerTutorial A /FiER “YREERE",

2. 7 Manage Server Connections ( B2 RFGEFERE ) XiFEDR , XY F Username ( AF B ) , A
admin , AfF1%#% Close ( <M ) .

3. [EF MySQL ITa , &FiEHESecretsManagerTutorialo
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4.
5,

MANZHRTRRINEEREZB,

£ MySQL Workbench # , 7£ Query ( i) ) BEOF , AU TGS ( SEREB ) , ATk
¥ Execute ( $47 ) » BREBEMA SELECT MAE#HHZE4A , ALt dbuser XMEDEFZMN

PR o

CREATE USER 'dbuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'dbuser'@'s’;

f£ Output (% ) BAF , BLBIXEGSHITRI,

SR 2 . RYEEFERF RIS RH

BETX, SN E—INZHRATERENCIZNAFRNEIE  ARNERAER%R ( BFEILER
#2 ) . Secrets Manager %40 , XERBEFZBREUREARNERY , FEABTIXNHHB, A
Fiait A A EHERIRIRBRERER,

1.
2.
3.

$TFF Secrets Manager #£#|& , it A https://console.aws.amazon.com/secretsmanager/o
R FHETER,
£ Choose secret type ( EFR KT ) mEA L , AT THRE :

a.

C.

d.

3t F Secret type ( HFEH ) | % Credentials for Amazon RDS database ( Amazon RDS
BIRERI ) .

3 F Credentials ( &Z£if ) , AR/ dbuser , ARIERNEA MySQL Workbench B2 #)
BIEFEAFMANEB,

¥t F Database ( Zi#EE ) , % secretsmanagertutorialdb,

ﬁ#%jt_io

£ Configure secret ( B EZ4f ) WHE L , X F Secret name ( R ) , WA
SecretsManagerTutorialDbuser , R/G%ETE Next ( FT—F ) .

£ Configure rotation ( BEEE¥#R ) TWH L , IITUATRE -

a.

b.

/8 B Automatic rotation ( B3 ## )

¥t F Rotation schedule ( ¥#itXl ) , iIREitX Days ( K¥ ) : 2 X, LAK Duration ( #4&
BfE ) : 2h. ff Rotate immediately ( M EN##t ) & F B BIRS.

%t F Rotation function ( ##2 &%k ) , 1%3% Create a rotation function ( |2 EEE ) , A
EXFEREEZH , A tutorial-single-user-rotation,

SR 2 ABFEERFRILEZSA 33
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d. XNTRRER 6 EFEHF.

e. ﬁ?%T_Z/Fo

£ Review (& ) TNH L , %£$#F Store ( 7 ) -

Secrets Manager 2IREIZ|IZAFMAEENH, BUUEZAHEHRPEETLREEIRAS. Secrets

CloudFormation Manager Fi F 812 &R , 70 Lambda £ #: B FZE 1T Lambda BHEHIINIT A
£, CloudFormation TG , BIEBE NTAEFIRE Secret, F—IRERET Ko

SR 3 MR BRE

EE-XBARKR (TEFE/LVE ) 25, BUUREMERENTEEREIL. BWETHEBEMN
R FIUEREE R,

MR RS R D

1.
2.
3.

$TFF Secrets Manager ##l& , Wik H https://console.aws.amazon.com/secretsmanager/o
%32 Secrets ( W#F ) , RFEEMWE SecretsManagerTutorialDbuser,

£ Secret details ( MZFMELR ) RE L , [ TR HiERE Retrieve secret value ( K RWER
BH).

£ Key/value ( $8/{18 ) &7 , 7 password £l Secret value ( WEHE ) .

A UL

£ MySQL Workbench F , A& §1ZiE# , SecretsManagerTutorial AAF1E R “RBIERE,

£ Manage Server Connections ( B2 IRFEREE ) XNiFEER , X F Username ( AF R ) , A
dbuser , AA/Fi%#F Close ( <M ) .

EE| MySQL T{E#A , EFiE#ESecretsManagerTutorial,
£ Open SSH Connection ( 7 SSH i&E# ) XiFEH , X F Password ( 53 ) , #EENHER
PR RENED , AFEEFEOK(HBE ),

MREMEAR , W MySQL Workbench FTH EHIEFEMNRITRE.

FR] 4 FERR

NBREERZR , EHREERBESQNEROWE, BRI , 5 Hthe section called “MilBrZ487,
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RAriEmE

EEFEFREBIET RN ER , 53 ¥ the section called “F 1 4 : BFEE;

”
M O

RELR

- THROAEENNABRFFRRRE. FSHRNEH,
- THHMEIRITX], FZHthe section called “FIRIT X",
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21 % Amazon Secrets Manager £/

MERUREE, —AKIE (W, AFEMER ). OAuth THEZUAMBEF K7 E Secrets
Manager EFE’\JEHEW&E,N

® Tip
¥¥F Amazon RDS 1 Amazon Redshift EX R P& , RINBWEERAEEEH. B
BYEEBERSVERERY , AR ERATERE,

HEREH A FREFIEEXENREEFNEEFEILN  ZAFESREEEFENEEEE. RE
EHFAN |, BAFRRZANELS , FRESHENEREE, SUERADRINEBEREX LI
FXHEERES

EGIBR4E , BEESecretsManagerReadWrite & &= B2 TR,

LIRBIEZEART | Secrets Manager 24 & CloudTrail BE$%B. BXEZELR , 21 the section
called “f# F§ &% Amazon CloudTrail 7

BIRE (#ZHE )

1.  $TF Secrets Manager &% , Wit} https://console.aws.amazon.com/secretsmanager/o
2. ERTFHHEBNA.
3. £ Choose secret type ( EFRZ4AERE ) MEL , ITUTRE !

a. XT Secrettype ( F4AKE ) , ITUTREZ—
EEHBEEEIL  FABREE#NBEERIIRE, REERHEE , HEaAE,
EFMIEATHIEEN API B4, HRITEFMEIL , HEREMXBNRA,

ERENS , FLL JSON BENEXMAZYN , RELRRAET+ , RAEUEMHER
MAZR, EAUERATF#EEKS 65536 MFET. —LRH

API key
W AR/MER

ClientID:my_client_id
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ClientSecret : wJialrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

W ABAX :

AKIAI44QHS8DHBEXAMPLE

Digital certificate

WA :

Private key
BB

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

b. XF Encryption key ( 12 %4A ) Amazon KMS key , 4% Secrets Manager B F & %4
BN, BXEZER , BSH ZHENENRE,

. BERZBERT , E%#R aws/secretsmanager LUF Amazon B X %48 AT Secrets
Manager. A LLZRAF=EFEMTER,

. WMREBEEMNSE—NHREIEE Amazon Web Services K/ , RE MR EEEHBE S HY
KMS Z41 , UERBRBAINENAZARE , ENIRPEREFAREEZH , IEFE
£ Add New Key ( /AINFZH ) UBIEZRH, BEXERAEFREZANKEANES | &
S5 EMN.

BB E the section called “KMS Z4AINR", BXREKFIHRINEZEER | F5
the section called “BEEMK /= i8],

C. ii#%jt_io
4. 7E Configure secret ( BLEH4A ) WE L , MITUATRE ;

a. WA—MNERMR Secret name ( A #5 ) M Description ( %8 ) » ZPABMHALEE
1-512 NERBFH _+=.@- 7
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b. (W& ) EHRZEMBOH , EENBHAPRN—PHSZ ML, BXIFEKE , 152 the
section called ‘#7512 Z41". BT ENBRBREEFHENREHR , ARElIRNE,
c. (WHE)EARFNR , ENERREEANEEHNZHAS  BERFEENR. BXEZELE B
2% the section called "B T &R FIE

d. ( °& ) 7 Replicate sec ret ( EHZ ) # , EFEHAEHE %S —4 Amazon Web
Services XA |, FEFREFHR SUUINEEFEA , LANELEES ., BXEZE
B, "ZR ZXEEH,
e. EET—%,
5. ( A% ) 7 Configure rotation ( BELEf#k ) ME L , BU LR BRIk, SEAUIAERREX
MRl , AEREEHTR. EXEZERE , BSH Bk ZH. BT —%,
6. 7 Review (%) 1 £ , ¥ &GN FAFMAEE , ABEE Store (7)o

Secrets Manager fFiR[E E|Z4A5 R, MREWHMBLARE T , BI1EF Refresh ( FlFT ) =,

Amazon CLI

HEEDD shell PRAGSE , FEHEGSALERIEARFALGREGSSHHNK, FS
Elthe section called “FR{K A 77 4% Amazon Secrets Manager #48 Amazon CLI B X",

Example B3 JSON 344 1 B34 B ik 8 2 22 4A

LAF create-secret RO REXHFNEIECERP, BEXESZELR , FSH ( Amazon CLI A
F1E) FMM A NE Amazon CLI S,

E{§ Secrets Manager REB IR |, BATEER JSON FFEZ4HH) JSON £H9,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json FIAA :

{
"engine": "mysql",
"username": "saanvis",
"password": "EXAMPLE-PASSWORD",
"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",
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"port": "3306"

}
Example &2 %54A

BAF create-secret R"HIEEIEREEHMEENHNZHR,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}'

Example &2 %54A

A\ Rcreate-secret ™IS T — N ERMRENFA,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}' \

--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag", "Value":
"SecondValue"}]'

Amazon SDK

EFEAHP—KEEZE Amazon SDKs , EfEMCreateSecretBfe, AXEZEER , S the
section called “Amazon SDKs”,

Secrets Manager Zf i E A4 ?

£ Secrets Manager 1 , Z{AHZFAEE. BAENZHAABIBELAN. BAETURFFHR 5§l
=

NTRENZHREERE—NBHAF , RNBUEERTERENK JSON XAFHRFEH | Hli

{
"host" : "ProdServer-01.databases.example.com",
"port" . ''8888",
"username" : "administrator",
"password" : "EXAMPLE-PASSWORD",
"dbname" : "MyDatabase",

Amazon SDK 39
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"engine" : "mysql"

}

NTFHBEZRY , MRESHBIRER , ZASLNTESEREB JSON SHNBIEEEEER, BXE
ZER , F3 ¥ the section called “BE4AHY JSON 4537,

Metadata
PR TR AT

- BEBHLITHAM Amazon Resource Name (ARN),

arn:aws:secretsmanager:<Region>:<AccountId>:secret:SecretName-6RandomCharacters

Secrets Manager R EZBABMARBRNMANEN 2R , UAFBFRZER ARN E—%, RM
BRTRIAZH  AREAHENEMARTHES , Il ARNs ATXEFR | XRIBHAKXEMT
B, BEXERIBZEHANAFT2EHREXNFHBHANIHENER , AR ARNs ERE,

- ZAMNEN., HH, BREBNRZ,

- MEZEZEAW ARN , Secrets Manager £ ERMEMBZZRE. Amazon KMS key Secrets
Manager SR & UMBFE X FREBANEK , AEERIEFINEEL, ESHthe section called “ZE4A
MBZRMER,

- MREEBTRRE , AXROMAREZANEE. BSHRAEEHE ZH,

Secrets Manager £/ IAM SRR RBRIABRNA L ALHRRERZR. HSHEN S B RIEF

1 B)#E %l Amazon Secrets Manager,

ZHREIENEFZHEBRNRAE, EXFAERRHREFARN , Secrets Manager 2812 — MRS
&2 fthe section called “Z4A MR A",

A LB & #1241 %48 Amazon Web Services Xif, REAZZ%40. EFIZR4E , B A BIERIA
FEFHEHRANBARZH, BIAFRARSHEIERA L, FSR ZXFEH,

BSH TER.
BAEEE MBAEBRNIER, EXBHERLRBHAN | Secrets Manager & 812 — PMHFIRA,
Secrets Manager R&TF B EIRAMN L URAFHLILR, MLBIFIRBEX = MEERE

Metadata 40
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+ HHTHRAX — AWSCURRENT
o Z BB MRA—— AWSPREVIOUS
« FEMA (FHHAE ) — AWSPENDING

FEAREE —MRIEHN AWSCURRENT BYARZS |, Secrets Manager £ 81 RZHAENBRINREZAR
7,

B U@ update-secret-version-stage A B 2 WIFRE RN AR IIFRE Amazon CLI, &
RZ A AN —NEEAK I 20 NMRAERE ., BERENRMIETEEEHRENE FRE. REATUESZAN
R,

Secrets Manager NABBREIREHRA , BERFIEHRAFEANSHFH. MRRAEF 100
A, Secrets Manager 2B REFAMAIRA., Secrets Manager T2BBR 24 /Nt 5T 8 Z A ARA,

TEERT —1 Amazon HERAMEFIFEMANEH, TRSHWRAGFEANEFH , Secrets
Manager fF7E &N R RH SR EB R,

ﬁyﬁecret

e yLoven |

AWSPENDING AWSCURRENT - AWS PRE\.-']CI

credential10 credential® ‘ credential®

‘_. credential? ‘

| credential3 )
credentiald ‘ credentials ‘ ‘ credentiald ‘
credential2 ‘ credential 1 ‘

C | | y

Amazon Secrets Manager Z4A#7 JSON 4

IR A LAE Secrets Manager Z 48 R E AT SRS, —#t HI X4 |, RAK/NH 65,536 F15,

K JSON 41 41
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MR A the section called “iB1J Lambda BE#H 1T |, N ZASNMETERRHBFIENIEE
JSON ZFE, flin , T EERREEZINFR , RPRERSEEIBEEUEHREILE , RiZZHA 2
MEBEREEEEER,

ﬁﬂiﬁ)ﬂiwﬁﬂ‘*ﬁﬁﬁﬁlﬁﬁﬁ%ﬁ MR, NZZAXTNIERRBEENEE JSON BEX, Secrets
Manager £ X £ FEREWHIERF , AERFHERREBHER VPC,

JSON #E2MX 9 K NE,
FB

« Amazon RDS F Aurora £k
« Amazon Redshift £

* Amazon Redshift Serverless & i

« Amazon DocumentDB &EiiF

« Amazon Timestream for InfluxDB Z4H 4%

« Amazon ElastiCache &iE

« Active Directory EiE

Amazon RDS F Aurora ZiE

EF A Secrets Manager IRHMWEHREIENR , HFEALT JSON £, BALURMEZSR/EX |, 4
masEtXEPNEIABEENEZES.

DB2

X¥F Amazon RDS Db2 34| , HFRFLZEZERECHEFE , ALt BAMERLIMP R P IREE

b2 AT
{

"engine": "db2",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<ARN of the elevated secret>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>"
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"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

the section

MariaDB
{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the
called “####”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

MySQL

{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the

the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Oracle

"engine": "oracle",

Amazon RDS # Aurora &iilf
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RAriEmE

the section

the section

"host": "<instance host name/resolvable DNS name>",

"username": '"<username>",

"password": "<password>",

"dbname": "<database name>",

"port": <TCP port number. If not specified, defaults to 1521>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the
called “####”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}
Postgres
{
"engine": "postgres",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'postgres'>",
"port": <TCP port number. If not specified, defaults to 5432>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the
called “####”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

SQLServer

{
"engine": "sqlserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the

the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",

Amazon RDS # Aurora &iilf
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"dbClusterIdentifier": <optional: ID of the cluster.Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Amazon Redshift ZiF

EF A Secrets Manager IV IR BUENR , EEALT JSON &8, BALURIMEZR/EX | 6
magEMXEPPRIABREENEZER,

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"dbClusterIdentifier": "<optional: database ID. Required for configuring rotation in

the console.>"
"port": <optional: TCP port number. If not specified, defaults to 5439>

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>"

}

Amazon Redshift Serverless &if

EE R Secrets Manager R RV RIREIHIER , FEAUT JSON 51, BALMMESR/IEX | 5
MmeEEHAXEPHNEIABEENEEES.

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": "<optional: namespace name, Required for configuring rotation in the
console.> "
"port": <optional: TCP port number. If not specified, defaults to 5439>
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>"
}

Amazon Redshift & iF 45
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Amazon DocumentDB Zif

E & A Secrets Manager IREEIREEIENR , BHFEALT JSON &1, BALUMMEZSR/MEXT |, 5
magEtXEPNEIABEENEZER.

{
"engine": "mongo",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 27017>,

"ssl": <true[false. If not specified, defaults to false>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>",

"dbClusterIdentifier": "<optional: database cluster ID. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

"dbInstanceldentifier": "<optional: database instance ID. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>"

}

Amazon Timestream for InfluxDB Z24A 45

Ei® R Timestream %4 |, BRI LUE A the section called “Amazon Timestream for InfluxDB” S #4&
Mo

EXEZEER , 2 (Amazon Timestream F X AR IEFE) FH Amazon Timestream for InfluxDB
wn4al s A 2240 .

Timestream Z4A AKX A EHH JSON £ FREFEARRER, BXEZEER , 5% (Amazon
Timestream F X AR IEFE) FHZHNRNAE,

Amazon ElastiCache &iif

AT RBIE R T 776% ElastiCache UL Z AR JSON 444,

"password": "<password>",
"username": "<username>"
"user_arn": "ARN of the Amazon EC2 user"

Amazon DocumentDB &iif 46
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BXEZER , F5H Amazon AAFEE K B3)5# ElastiCache A/ &3,

Active Directory EiE

Amazon Directory Service fERZAFHEHNERELE. EXEZER , HZH (Amazon Directory
Service EXE1ER) FHVF Amazon EC2 Linux SEBIFT 48 N A E K FEE AD Active Directory, Fo&&hnA
BEFEUTROIPHNEEN. WRTEATLEEMA , MWAUEARREEETNZHPBNEN , O
HRREHBERRE P AR

E# ¥ Active Directory 240 , ] LAE R Active Directory 5 #184R,

Active Directory credential

"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"

MRERREZS |, FEFEHE X D,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"
}
MEFZFASTEBARNBA—EER , W ZEBEARBHASTIEERN. ARNs
{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>",
"directoryServiceSecretVersion": 1,
"schemaVersion": "1.0",
"keytabArns": [
"<ARN of child keytab secret 1>,
"<ARN of child keytab secret 2>,
"<ARN of child keytab secret 3>,
1,
"lastModifiedDateTime": "2021-07-19 17:06:58"
}
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Active Directory keytab

BXxERAFZPARIHTT S EHESNE ZKFHITEHRIENESR EC2 , 55 M E Amazon
Linux 2 LA SQL Server 2017 S BME B ES) B ZFHPRIE,

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"schemaVersion": "1.0",
"name": "< name>",
"principals": [
"aduser@MY.EXAMPLE.COM",
"MSSQLSvc/test:1433@MY.EXAMPLE.COM"

1,
"keytabContents": '"<keytab>",
"parentSecretArn": "<ARN of parent secret>",

"lastModifiedDateTime": "2021-07-19 17:06:58"
"version": 1

Active Directory ZiE 48
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£ I EE %40 Amazon Secrets Manager

£

« B ¥ Amazon Secrets Manager Z4AH{E

{8 Secrets Manager 4 R %15

o FFEAERE G MRA

« EWHFAR A Amazon Secrets Manager 4

+ {&% Amazon Secrets Manager 4
« EEEI HWE Amazon Secrets Manager
« MIBR% Amazon Secrets Manager %A

+ k&% Amazon Secrets Manager 4/

» FEHHRIZHLE Amazon Secrets Manager

E ¥ Amazon Secrets Manager Z V&

EFEHENWERE , TLAEREEA, CLI = SDK, HEEHMWZER , Secrets Manager 2FEHE
FHRE AWSCURRENT BIEMBNFTIRAE, BRI RIFEHRE AWSPREVIOUS MBS, &7
LURINBE EWIRE, BXEZER |, H5 19 Secrets Manager Az 4,

EMwEE (ZEFE)

1. $TF Secrets Manager ##I& , Wit} https://console.aws.amazon.com/secretsmanager/o
2. MEPIIRL , ERENFEH,

3. MABAFAGENERE , ESREMFFNEAERD , ERREWRE , ARERRE.

Amazon CLI

E MW EE (Amazon CLI)

«  HBEDD shel PRARTH , FELRGSHLERIKZARFALGREGSSHHREK,
#E S A the section called “B&IK £ A 74 Amazon Secrets Manager Z 48 Amazon CLI BIXE&”,

BATF put-secret-value HAIEBERMNEEXNWHIRAZ,

EMWEE 49


https://console.amazonaws.cn/secretsmanager/
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aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

BAR put-secret-value I 7T —NEBEBENEFERENHIRAER. FIRAGFTERE
MyLabel Hl AWSCURRENT,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

Amazon SDK

ENBWEREUBEE 10 28— XHWERFZLERA PutSecretValue % UpdateSecret, SR
WA PutSecretValue 3 UpdateSecret EFZ4A{E , Secrets Manager 0 Z AN, =
WA 100 NE , Secrets Manager 2 BRARFRIZEIARA |, B R MIBR 24 Dt AR R, MR
10 7HEF—XZHE , NEIEHPMAZTF Secrets Manager Ml BREIARAS | F3% B 2240 MR A B9 B
i,

~

EFEMMWEME , EEMAUTIR®E  UpdateSecret = PutSecretValue, BXELZEER , HSH the
section called “Amazon SDKs”,

{# A Secrets Manager £ &1

£ 8 Secrets Manager B —Fh % WL 21 Secrets Manager PAERFE , A EHREESRS HE
RZBB, BUUERNRTAERITIHERE

« Amazon CloudFormation — &% ¥ Amazon CloudFormation.

« Amazon CLI — EZ#get-random-password,

« Amazon SDKs — i5Z[flGetRandomPassword,

N2 EH R B BABTRY MR AR

BRI LAUBE £ Amazon CLIBZ M B ZAMRANIRE |, FELEREN £EIRZA. Bx Secrets
Manager 1A 7Z & Z4EAMRARMIE R |, 5S [ the section called “Z4A A",
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Ll Rupdate-secret-version-stageRHIFF AWSCURRENT EEFRZE B3 B BR4AM L BIMRA | X
HMSNRAERAEIORAE, EERUBRAN ID, EFA list-secret-version-ids W7
Secrets Manager 2 #| & F&EF R4,

NFU RG], TERZHMAA a1b2c3d4-5678-90ab-cdef-1r AWSCURRENT #REH FRA
a1b2c3d4-5678-90ab-cdef-o EXAMPLE11111 AWSPREVIOUS EXAMPLE222227F itk /Rl Fb | 127
AWSCURRENT $RZMIRA 11111 #8351 E| 22222, HHF AWSCURRENT #rZ E MM AR ER |
tupdate-secret-version-stage2 B31¥ AWSPREVIOUS ¥rEBFN TZMRA (11111) . &R
=X AWSPREVIOUS 7 AWSCURRENT #l,

aws secretsmanager update-secret-version-stage \
--secret-id MyTestSecret \
--version-stage AWSCURRENT \
--move-to-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--remove-from-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

B R4 INZE Amazon Secrets Manager Z4A

Secrets Manager £ A A Amazon KMS Z4AMBFEZHAN ST NERERF BN EHRE. X
FEANRE , BULUEREFAN KMS 24, BUUFERFFEEN R Amazon TER R

4 aws/secretsmanager , tt AR EFEENZH. EXSZHIBERT , BINBWEHaws/
secretsmanager , MEEAETWREBEAHER. MREFENEM AL E 4 Amazon Web Services
KF, HECEEAECH KMS BAUERREZAINENABARE  BFEA TREEXNEHR. &
HMEA the section called “KMS ZHBINIR"s AXREATF/HEERHNKENEE , FSH EN.

BUNERRBNMBER. S, MREENEMIKSIHEZESR , FRZEALHISEA Amazon
REZARITMEaws/secretsmanager , MR E EFREEXNHH,

® Tip
MRERBREHE ERFREXNFH , RNEBWEFEA Amazon KMS B Z4R R, BXEZE
B, HS R Amazon KMS %4R,

SIEEWMZE AR |, Secrets Manager 2 AT Z A E# INZ AWSCURRENT, AWSPENDING A
AWSPREVIOUS fRZA, 7T BEFEBEERBZIN , Secrets Manager 2 LB 4R N2
FIEIE R, XEWREE A RGN ZA RN ZAHEE AWSCURRENT, AWSPENDING F
AWSPREVIOUS MRZAR, fNR&AELFIZ4AM kms:Decrypt MR , NI HEEHMBRZ4ART |, Secrets
Manager T2 ZZARAREFTMEZC(]. EXMERLT , REREFTLXFEEFHMNE,
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RNTEREEBIFNZRZRIAHEZR AWSCURRENT |, BERAF RPN EFTRANZRI., RE , B THEEBE
%22 AWSCURRENT Z4ARRA |, B AMIBE R EARINER,

MREALBIR N4 |, MIBRT AWSCURRENT, AWSPENDING #1 AWSPREVIOUS 24\ , & 5%
PR AIMBRRAE, NMREEBERENEMIRERZNBZRAN G RINR , MEZEFEH the section called
“Amazon CLI” BX ¥ N2 Z4A EFH 621X LR AR,

B ENMEZR (BFHE)

1. $TF Secrets Manager ###|A& , Wik A https://console.aws.amazon.com/secretsmanager/o
2. MEZPHRLE  ERENERH,

3. EMBFMAGENELMMZFHEEMO T , RERE , ARERREMERA,

Amazon CLI

MRERWFENNZR  ARERA TR MMZEZL , MBRT AWSCURRENT, AWSPENDING #
AWSPREVIOUS 24\ , BT LB BREMMBRIRAR, NMRBEREXN EMIREFREH R RAH 175 B
BR , MIEZEME A the section called “Amazon CLI” &3 #789 hi 22 2240 F 37 61 X LE iR 28,

E MR INE 4R (Amazon CLI)

1. BUF update-secret RO EHATMZZHAEBEN KMS B4, Z KMS ZBHAXT S NZE LAV
FRE—XiFgHH,

aws secretsmanager update-secret \

--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. (HiE) MREHBBRATEEERE  NECRAFBAXNEERMSE  WLAEFIRXL
AR AR

HEEDD shell PRAGSE , FEHEGSALERIEARFATLGRIEZGSSHIREE,
&2 fthe section called “B{K #1746 Amazon Secrets Manager %48 Amazon CLI BYXB&”,

a. REMFERAE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
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--version-stage MyCustomLabel

I T HWEE,
b. GIEZE/ZEMNIRA,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

&2k % Amazon Secrets Manager 47

BRI ECIRZAGEREAKE  EAERTRANGESE. X THAEMRSENRN , EURFE
EFEAHMRSREFTHIERE,

EREHEERY  SULEEZEHAEN. HHMBESEENZPALUZRSH ID EATR. HE , £
i Amazon CLI , #8 A d escribe-secret , REEFZF R, OwningServiceBXEZER , EZH
BHEMRSEENZSR.

NFEERNZHR , BUMERERNER. ETHRVER, MBEBANRIC. BETAERNER
HERGE  ERIMNBENERHREHIERIUENENAE. RR2FH Secrets Manager FHIZ A AR EK
BESERS LWERE. X2APRBEASILEZA  UAEETFRERZAEN , RERR—AEET
ENEIE. BXEZER , B5H ik B,

HIRIE R ZEART |, Secrets Manager 245K — CloudTrail BE&B. BXEZEE , HZH the
section called “f£ F & % Amazon CloudTrail ",

EHMEEENER (BFHE)

1. 3TFF Secrets Manager ##|& , Pt 7 https://console.aws.amazon.com/secretsmanager/o
2. MEPHIIRL , EFRENEH,

3. EERfAFMAGENHEL , MITUTREZ—

BFEE , BT EER ARN RELHAM B,

- EEFHER  EBRHAFACEHoP  EERRE , ARERERBHER,

- EEFMER , SR the section called “ERMFNMBHEZFE

- EEFRE , BERSETFH , EREERE. S H the section called “#rid 2487
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EEHWHEE , 1S5 the section called “EFWHE",

EFHMZFHANNER , BESREMFHERRENPR. 5 the section called “BE T &RV
REE

- EFEHBANRHR  BERRETPEREERIR. B2H BRIk BH,

- ENSNBHAEFIEMXE  E5H ZXEES,

- MRENBAFEAR , MEAUERB RN MBEZHR. EEFETFF |, EFEIARX N EER
H, AREREXEY | EBREBNZEZH. HSH the section called “Z4RNEZMFEE",

- FEERFAUCHAHMRSER K SFEEEZRSTERVRENA. #2H HEMESE
EHEH.

Amazon CLI
Example E# %5415 8B

BAF update-secret REMFEHBHANEIR,

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

Amazon SDK

BNBWERELUBEE 10 28— XHWERFLEEA PutSecretValue % UpdateSecret, SR
WA PutSecretValue & UpdateSecret EFZ4A{E , Secrets Manager R Z AR, =
MRASHEE 100 4Nt , Secrets Manager £l BRARFRICEIARA , (BT MR 24 /PR B EBIRA, R
|10 PHEF—IRZAE , NEIBHRAZ T Secrets Manager M BREVRRAS | % B 2340 R A< B B
o

EEHWE , BEALUTERME : UpdateSecret B ReplicateSecretToRegions, BXxEZ{E
B, %2 the section called “Amazon SDKs”,

EEES HWE Amazon Secrets Manager

R AT R B EBERM | Secrets Manager 2EREAEH. ik, FERMIRSEHIX
BT, REEBLERENERTESANE  ZBER, /. . = # SHESH , FANEAREH
TR ITER. EFERFLEENER FRFERN | Secrets Manager £ 4 2 RFAFEUFH
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BGRNBEMNER, BIMNKEBRE/NE, NFHREBFHM number/letter #x [LEF 5 R [LEF 5 I E
TR oBEFE, Hlan | @ AERF credsDatabase#892 FLEREZH, HRAMRZEBNEFH
creds, Database # 892,

HIRHIH Z4ART |, Secrets Manager 245 — CloudTrail BE%&B. BXEZEE , HZM the
section called “f£ i & % Amazon CloudTrail ",

Secrets Manager @ —f X RS , R EEE X BRI ZER.
BRiFESRN

MR FEAEMTHELESRY , Secrets Manager 2 ERFAEIRER , AEEMEBEHFERICE
I, ERTXDANPNE, Hlin , #BE My_Secret 2LEZF, WRFIRLEHHAH my = secret F
B,

BAILUR T RERGNAREE -
B
CEZ4A BT L Ko KNE, a0 , EF : Data £IREFH DatabaseSecret WER4R |
RiREIZH databaseSecret = MyData KY%4A,
iR
R ZAFERPHREE , TR KNE, Hla0, #iR : My Description B EF LT HRHY
2
* My Description
* my description
* My basic description

* Description of my secret
EEE

ERANSFRSEENYLE Amazon , Fi0
- 1255

* Akeyless

» CyberArk

« HashiCorp
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RERS

EEE%:EEHE% ID ﬁfjgéﬂfgﬁ% ) ;FlXﬁj(/J\Eo ﬁuyu , my-ser 4%HE%§EEE§€%%H5EH2& my-serv
M my-service HTEE, BXEZER , BSH HEMEREIZSEENZEH,
28 H#r =4

B UTRRER, BIABARREFNEH,
R

CEFRESENTTL Ko ARNE, flin , #5Z%2 : Prod 2REIHFRZ Production f Prodl 89
F4A |, NIEEHFRE prod % 1 Prod &4,

BEE
CERZENTTL  RoKDME, fli0 , 35ZE : Prod £ REIHHRZE Production 1 Prodl #Y
240, PIREHHREE prod 5 1 Prod HZ4A,

Amazon CLI

Example %I tH & F= & #9 2248

BAF list-secrets ;RHIRER T &0k F RV 2 4R B &Ko

aws secretsmanager list-secrets

Example Fi& 20K = H Y 2540 51 5=

AR list-secrets ROPFREVENIKF FEHEE Test WHAIIR, REHGHEX D K NE,

aws secretsmanager list-secrets \
--filters Key='"name",6Values="Test"

Example &# HHft Amazon RESEBEHNIE

AR list-secrets RHIREVRS EBHNZRAIIR, R ID BERS. EXEZEE , BSH HEM
RS EEN R,

aws secretsmanager list-secrets \
--filters Key="owning-service",Values="<service ID prefix>"
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Amazon SDK

BEEAHP —REHRNE Amazon SDKs , FEAListSecrets, BXRESZEER , S the
section called “Amazon SDKs”,

f BR %= Amazon Secrets Manager %A

B THZERREM , Amazon Secrets Manager #E MRV ZEBEME, Secrets Manager < 1B
kR =40, M=Secrets Manager & BIfEX AT EHE , HITMEMENR (KD R7TX)E
MipRIx R4, EMENBLERE , BF EIRE AT HIBRAVEEA . F518 50 B M BRAY 2540 T W BT AT 5%
A,

NMREFEFAEHIHEBXE , NEEZFERBR. BEMEREIAR , RAEMBRERH, EERHEREIZE
B, ZEI AL EIHIBR.

BT EEEMBRENZAMRAE |, KR , EALLER Amazon CLI 2 Amazon SDK MR BRTEE
EHRE, XEFZRAREHEFER |, H Y Secrets Manager /3 A& B s I BRiZ AR A

MEBFHMENARFERNEERAZS , WABIZE— Amazon CloudWatch 21k , REEEMRE
RERBAZRIAEEH,. BXEZEL , HSE BEITXIMBERA Amazon Secrets Manager Z 431
AR I 1] o

EMBRZRLR , BUIEE secretsmanager:ListSecrets f secretsmanager:DeleteSecret

R

LM BRZ4ART |, Secrets Manager 2% K — CloudTrail BESRB. BXEZEE , HSH the
section called “f£ f§ &3 Amazon CloudTrail ",

MEREREA (2 A)

1. §TF Secrets Manager $###|#& , Mk 7 https://console.aws.amazon.com/secretsmanager/o

2. HEEHRSIRP , EEEMROES.

3. ERPAHAGERIP , ERRE , AERREHRR.

4. EZAZBHMUTBEENFES , EEERET , @AKABER 2B FFH R, Secrets
Manager B il—“%& 7 DeletionDate MFER , FHRFHRE } H 50 A BFAT A 0 £ R RS BT ERIE
ER R

5. EEITRIMER.
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EE EMERN A

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/.
2. EERHAinEL , &RREHF

@ )o
3. E'HEINEESR , ERERTXIMBRNBA , RAEEERT.

il R Bl A 22 4R

1. 3#TFF Secrets Manager ###|& , M4k} https://console.aws.amazon.com/secretsmanager/o
2. EEIFEH,

3. HEHBARARS , ERREEEN.

4. M Actions (1E) & kR Delete Stack (HilBREIZA),

Amazon CLI
Example il Bx%Z34A

LAR delete-secret REPEFMIBRER4E, T LATE DeletionDate WK FER P #Y HHAFAf Bl restore-
secretZBIMREZH. ERREFN B EMXHNZL , BEFEH remove-regions-from-
replication MIBRHEEIAR , RERA delete-secret,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7

Example 3Z BNl Bk %4

LR delete-secret G EIMIBRZAR A TR BIRE TR, BT EMRE LZR4A,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery

Example il Bk 8l 4~ 23 48

BAR remove-regions-from-replication RGIFFHIER eu-west-3 RV EIZARZE . EMIREHIZE
H XMW EZRSE , BEBREIAE , AFEA delete-secret,
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aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
--remove-replica-regions eu-west-3

Amazon SDK

EffBRZR4A , EEMA DeleteSecret i H. EMBRBARK |, EFEH
UpdateSecretVersionStage . EMEREIAR , EFEM StopReplicationToReplica ¥,
BXEZEE , S the section called “Amazon SDKs”,

& & % Amazon Secrets Manager £A

Secrets Manager FitXMBRAVZLAM N EFR , MABEEHRIZZHA. EMENBRI/E , Secrets
Manager Kk AMIBRZZE4. £ Secrets Manager MIFRZ4AJE , BEEZMEZFEH. EMERERLER
28, AR ERAHBRERETHITIHR, X2MER DeletionDate FE , ANMBUEITRIBI KX
I BR

EERFEPMEFZHNMALIE , BUMEE secretsmanager:ListSecrets #
secretsmanager:RestoreSecret X[R :

LR E Z4ART , Secrets Manager 2% K — CloudTrail BE%&B. BXEZEE , HSH the
section called “f£ F§ & % Amazon CloudTrail ",

ERER (BFHE)
1. 3TFF Secrets Manager ##|& , Pt 7 https://console.aws.amazon.com/secretsmanager/o

2. HEERIRYF , REERENEHBN.

MRFAVRPRE RHIBRAZL |, FEERET
(& Yo
EEHRIUNEES |, ZEERITIIM RO ZS  ARERRE,

3. ERPAEAEERD P , EEEUEMIER.
4. HEHUEBMAMRBEIANIEES , EFBUEMER.
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Amazon CLI
Example 1% & 2 Bl Br#Y 248

BAF restore-secret RHIMRE T By itXiIMBREYZ34R

aws secretsmanager restore-secret \
--secret-id MyTestSecret

Amazon SDK

EREMRICHBRIZR4EE |, BEA RestoreSecret . BXEZEER , 5 the section called
“Amazon SDKs”,

Amazon CLI 60


https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/restore-secret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_RestoreSecret.html

Amazon Secrets Manager ArfEm

£ BRI YL Amazon Secrets Manager

£/ Amazon Secrets Manager , A AEAGSFE A HFEIBRELEZRR. REERHREBNZHE LR/
BEX, FREARBERERE Amazon BRMEBERIE , 2BEKEEE,

BEIRE |, BH L -

- BE, EERNME Amazon K PR FEAME AR
o ARFEMIIFRE IR HIXS AR T R
« REEMDRERENZRIEBXNTEH

BExERFRZSEEGRNEZER | F5 Wthe section called “fF AR Z IR &3 240915 8],

ETHAERKEADEIENESR , H3H Amazon Billing AP EEH I E A Amazon BRA 7D EIRZ,

BXAGERFNTERHFNEL , ESHAmazon —RSEREHPNITICH RS, HREXH KN
B,

LIPS BUERRIC Z AT |, Secrets Manager 4% X CloudTrail BEZX B, EXEZER , ESH
the section called “ff£ F§ & % Amazon CloudTrail ",

® Tip
XFrE Amazon BRER —BHFIEH R, BXHKESXR | H50 ricHESXSKE) BEB,

BERREZEARAR

BRI AR H) B PR K E RS Amazon CLI, M SDKs. Amazon E#E#t T Res our ce Groups T
BUESCBRBEEFE , NTTREBERFNFZBSERERER, EERTERENINES , B2
7 the section called “EKRE4R",

& T LA E A Secrets Manager #2244 Amazon CLI, = Secrets Manager APl SRUITA T #84E -
- BT ERENEA

- EFHRMIRE

- FIHEBHHENIRE
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« MEARHRIBRIRE

BRI RSN ZRB TR, flm , BANRAR, AEEIHRRENEZRH’TIR. HTEENE
MrENRNE , ALETUE-HBAESCRAIRBRENBTERTR, UTFILMRZERA

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

e Environment: Production

£ AR IR IR X AN

B LA AREX Amazon I AR#IT O RFMRER. HERHFZENAT Amazon BIR ( BIEHEA ) 8,
W Amazon A D EREFSFERSCENFERARMNRER, BAILHEERRILSFZZES ( FlmKE
i, NARFEMEES ) Wi , MEEEBEZHERSHAE, BEXESZEE |, 5 H Amazon
Billing AFEMHP X B E VKRR EFEHANET D BERE,

T BRI R

LT REER THRE,

ERRE

« BMAR (EH ) HREAFRERRE 50,
- RERNEX D KNE,
« BEEERHIRE MR ZEARIRE,

IR RE

s BIMRERLTRHE . MREFNMNFZEGEFANE , WENFREHESZINEREX,

o IRERABELUTTL , aws: BAMLBTR S E SUE LR Amazon, Amazon &R &6 LA BT RIT L
ML | BETERBIM R ERE,

- REROKESLTNT 1 M 128 4 Unicode FRZHE.

- MERLIITEUTFR : Unicode FE, BF. ZRIUTHRFRF (_ . / = + - @
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IREERE

- BRZEENEKEXTNT 0 F 255 4 Unicode FRFZ[El,

- REETURZE, B, EMNBABEUTFR : Unicode B, BF. ZRAUTEERKRT
ﬁ: . / =+ - @

{# A Secrets Manager &l & 510 4R

IETLAE A Secrets Manag er 24 & BB R AN,

EHRREIhEE , FHITUTERE

1. 3TFF Secrets Manager 2 %14,
2. ESMEH  EELANEEXSE,
3. ERHATE L , EFE—1NFH,

EEZANIRE

ERAFAFEERE L , BEEFZRTF,

ERFE IR
BRI BZARNSRRE,

NI Y B B A AR

1. ERAFAGERRNEL , REHFRZETF  RARERRERS,
2. HEEHFRTWMANRERH, 3EF £ B FRPAAGEE.
3. BEEFRF. MOEFNRZHREREIIRF,

(® Note
MRKREA Save 4 , WIrLRFEARETHEHERT. AXESZRER , HSH T#
PRE R,
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MR I BR AR

1. EFPEAGEETEL  REFRZSERIF  AREBREBKROIFEET M ERER,
2. &R R LABEIAMIBR , sk “BUE” LLEUHE,

FEFAFRIEHZEE Amazon CLI

Amazon CLI =4l

Example @ Z AR INRE

LAF tag-resource Rl ER T a0 E AR IR 1L 1B S B INFR S o

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue

Example [ Z4ARMZNMRE

LT tag-resource /RGIFF @ B4R M INA MR ER

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",
"Value": "SecondValue"}]'

Example M 2548 il BRAR S

LAF untag-resource ROIMFMNZARBBRA ML, N TFEMNZ |, BRNEHEMER,

aws secretsmanager untag-resource \
--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

{# F Secrets Manager API #~i2 248

A LAE A Secrets Manager API BN, B FBIBRRE . BXx b, ESFET X !

« ListSecrets: ListSecrets ATEENA TZHANHRZ
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« TagResource: 1 B R IR
o BUBEMRE : MZREA P BRIRZ

{#F Secrets Manager Amazon Jf X T E @+~ i2 &4
EFRENREZENFE | BEEMALUT AP B :

« ListSecrets: ListSecrets ATEENA THHANGRE
« TagResource: A ZARMIRE
+ UntagResource: MZ4A il BRERZE

BXUMAFEAFAXTEBNEZEELR |, 5 the section called “Amazon SDKs”,
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B X 15 & #Hl Amazon Secrets Manager %4

BRI LU B R4 9 B Z N E %] Amazon Web Services Xi8 |, X EFEoAEXEMXHWNARRE , N
MHEXFHFRIFAEEEER, MRUGEE , B LULNEIAZAARNIRIZE , REFHRER M
MEHl, Secrets Manager Al AEIEE XFE G MZ R ARFEM THE , FlINRSFTRKE,

BRXES , BIAZEAR ARN SERAMEE , Sl

« ¥®4H : arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-alb2c3

- BIA&RZ4A : arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-
alb2c3

BXBEIAZPHHEMES , S Amazon Secrets Manager E 1o

LHEFEEFIEGXENREREENREEFESIN , ZANESREEENERER. REEHRH
B, BIARRRBANER , FAESHENERES . SUUARARFMEAR key/value BLXS IR
WX EEEE R

MBEREFAE ALK |, Secrets Manager FHEEXXFEAHRITHRARK , TN FAESEEBEMEX
ROBIAZH, BLELMEEMERIARHANRIR,

SR TR BIS A Amazon KIS 454, B , MBLAERH Amazon K35, ( H121 Amazon
GovCloud (US) i E X1 ) fEf Secrets Manager , Ml REEFEIX L Amazon $5k X i3 N EL B 257 A
B, BRENEEA Amazon XIFHHZFHAEF R ZTITXE , HFREEFNENT L XIEHE 2 Gl
X i,

ERBRAEHE S —NXE2H , EXTEREZXH. BXESZER , 2 HEE Amazon X,

B AR FEBANXEPR Secrets Manager in R , ML FEEHBAN AT ES AN X ERAER,
BX KinT KKK , S Hthe section called “Secrets Manager in . B EHIRKES ITEAR
Wt FSRAE - ZiRRERBPHRNEIRE (DR) 3£, Amazon

HEBEFIZART |, Secrets Manager 2% K — CloudTrail BEF&EB. BXEZEE , HSH the
section called “f£ f &3 Amazon CloudTrail ",

ERZASHIEMBKX (2FE)

1. $TF Secrets Manager ##1& , Wit} https://console.aws.amazon.com/secretsmanager/o
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2. MEHAIERL  EREHEA,
3. ERAFMAGERNEMERZEIFH , FITUTEE —TUHRE

- WMEREHZRP , Fik#R Replicate secret ( EFIZHH ) -

- WMREBEHZI , iB1E Replicate secret ( EHIZ4A ) Fo |, %&£ Add Region ( AKX )
4. 7E£ Add replica regions XiEES , UITATRE :

a. #3 Amazon X , HEFERHHA SRR X,

b. (Wit )XTMEHAP , EFARNEZRN KMS B4, BHRMLIN T EIRXFH,
c. (Wik)ERMEMXIE , iFi%#E Add more regions ( RINEZ X1 ) .

d. i%3#% Replicate ( £%) .

AT AIRE 4R 1FMES N E. Replicate secret ( E41%47 ) 2L ERENXEH
Replication status ( E#RES )

Amazon CLI
Example 5340 & %121 & fth X 15

BAR replicate-secret-to-regions RHIFEAEFIE eu-west-3. EIAfEA Amazon & Z4A
In#&aws/secretsmanager,

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

Example BIEZZAHEFIE

LT ROI61E — 24 H G EHE 4 eu-west-3, BIAFERAINZE Amazon IEE X4 aws/
secretsmanager.

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--add-replica-regions Region=eu-west-3
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Amazon SDK

ES %4 , BFEA ReplicateSecretToRegions &5, BXEZEL |, 1S the section called
“‘Amazon SDKs”,

R EIAZEA R A I E 4R Amazon Secrets Manager

BIAZARMNEZAEHE S — B4R Amazon Web Services Xi5, EEFSEHAMENZHAEN
THSE  EXNTHMBEAUERTEN KMS B, TR TERAEMEIAREZSN , EENZEBHAR
Ao BIRBAARCHARARNZHAEETRHNERE , HERFNBEANIMLER. FEBZANELTS
S HIEIH 2,

EXBATTANERT , CTASDTIARAARNGIEG | SULEN R RERAS R, %
£ MRETHEATARARR  ATEETIEATARHMUIEA,

WMEARBARZR , BELERENNNARFRERMILFH,

HIREF AR |, Secrets Manager 245 — CloudTrail BE%B. BXEZEER , 50 the
section called “f£ F & 5% Amazon CloudTrail "

FERBIAEA (£HE)

1. %% Secrets Manager , M1t F https://console.aws.amazon.com/secretsmanager/o

2. SMEEIERXIE,

3. 1 Secrets ( 40 ) FIRIA L |, EFBIXRE,

4. HEEIRZPIEFMEETNEL |, %R Promote to standalone secret ( AR RINI 4 ) -

5. 7 Promote replica to standalone secret ( FFEIAHR NI Z4A ) HEEF , MAXE , RAFE
% Promote replica ( I2HEIZA ) .

Amazon CLI

Example fEIANZARA H EHH

LA stop-replication-to-replica ROIFMBRBIRNZASEHA 2 BNEE, BIXRZHRERR
XEBHPEREAHNEZEH, EXTMNEIARXBAEA stop-replication-to-replica,

aws secretsmanager stop-replication-to-replica \
--secret-id MyTestSecret
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Amazon SDK

ENEIARRPAR NN R4 |, B StopReplicationToReplica i H. BHUTAMEIA 4 X
ARk S. BXEZEER , B35 the section called “Amazon SDKs”,

Bh It Amazon Secrets Manager £ #

BT AR ReplicateSecretToRegions MITEHIRIEMA CreateSecret SIERHITE
H , HicanREERFIEAFEFIEE , BRMNBWEMEIE'EE AddReplicaRegions SHHVRE. &
DENRBRKRESREM Condition B8 , MXATFRRAMBIRXFWIRME, BXRETUERNEZHE
4 , BSREUA TR R,

Example By 1L & SRR

TR ROIER T WA R F A R RMNEI A X HRE, X7 BBy A P EREY
ReplicateSecretToRegions M CreateSecret EFIZEH,

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:AddReplicaRegions": "true"
}
}
}
]
}

Example 1R /o ¥F o] 45 & X R (L & HI PR
LUT SRR R T A R VF AT R IR AF -
- BIEBRAMTES
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- QIEFRAHEFBNULTEENMERN X
- EFRASHEVTEENME AKX

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ReplicateSecretToRegions"

]I
"Resource": "*",
"Condition": {
"ForAllValues:StringlLike": {
"secretsmanager:AddReplicaRegions": [
"us-*",
"ca-*"

HE&E Amazon Secrets Manager & #l 7] &

Amazon Secrets Manager E4| TR AEMHERMANR, EREZPEFAMNWER |, BT
HligEZ— -

- AM DescribeSecret API &4E
- && Amazon CloudTrail &30

B IR WET
- WMBREKETANZRARAE , Secrets Manager 2FF1ZFAM IR X 15 BB,

HEE £ 5lR 3 70
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- MERNESHTZHARE , NENHREEIERXEH , EXEER
RemoveRegionsFromReplication APl R{EFFH A ER,

BT & EN A E S KM — LR RE,
0 X 18 P 7 B A E R RV B4
HALFREAE  TUESRARSTNESEHEH. EXEH  AREEREHNEES  4RE

=3

I o

KMS 48 £33 B 7 AR BRRERE #,

Secrets Manager B AMBEZFH , AEEABARXEFEH KMS ZHEFHMNEE, MRBEEXFGF
SRBEMZZP kms :Decrypt R , MLBEEEIR. EFA aws/secretsmanager S KMS
BN EH W RZHITINE , BEEXNBHA T kms : GenerateDataKey M kms:Encrypt. &S
Fthe section called “KMS Z#4A KX BR”,

KMS ZA B ZASE RKE

MR EXEARNNBZZAWZHRMBER , W Secrets Manager T EE HZHWZR, BFELERT N
ZE MRREFEEEFACEADMERNOMEZRAMEZN BEXIRERAE , hAIgERENE IR, BX
Secrets Manager SIAIMNZRMEE |, S the section called “F4A B A ER", BERIEH | &7
DANE#H O EMEBEMRA , LUE Secrets Manager A MBI B ZANHB TN, BXEZER , S
FEAMENNEZEZR, REERES,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

& AR B REE SR XE,

EXNABAXRENEES |, §55 Amazon Ik EESEZIEREPHNEIE Amazon X1,

RERXEHFERHERNER. n


https://docs.amazonaws.cn/general/latest/gr/rande-manage.html#rande-manage-enable
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MHIRELES 2 Amazon Secrets Manager

LR KRBT |, Secrets Manager 24K — CloudTrail BE%B. BXEZEER , 50 the
section called “f£ F & 5% Amazon CloudTrail

FBAIUEAUT AR RBAE !

« {8 Java JREX Secrets Manager Z4A{E

+ {8 Python 3REY Secrets Manager %4 {E

+ {EA3REL Secrets Manager Z4A{8E .NET

« {8 Go 3REY Secrets Manager Z4A{E

+ {£ /A Rust 3REX Secrets Manager 2418

« 7ZEX 5# Elastic Kubernetes Service H £/ Amazon Secrets Manager % %A
« £ Amazon Lambda B{¥ £ /H Amazon Secrets Manager %4

« £ A Amazon Secrets Manager ¥

« £/ C++ Amazon B#IF & T B IIREX Secrets Manager Z4A{E

- £/ JavaScript Amazon SDK 3REX Secrets Manager Z4A18

« £ Kotlin Amazon SDK 3REX Secrets Manager K A{E

« £/ PHP Amazon Jf & T E@3REX Secrets Manager Z43E

+ f£/A Ruby Amazon SDK 3REX Secrets Manager Z4R{8

« EAZREVEAE Amazon CLI

« £ Amazon #ZH| & FRBEAE

« £ {E A Amazon Secrets Manager % Amazon Batch

7 Amazon CloudFormation % R F3KkEX Amazon Secrets Manager #%
+ 7£ GitHub T4EH{EH Amazon Secrets Manager #%

« FEH{EH Amazon Secrets Manager 3% Amazon loT Greengrass
s ESHEFM T EA Amazon Secrets Manager 4

{5 Java 3REX Secrets Manager Z4A{E

ENARES , B LB T AAGetSecretValuesiBatchGetSecretValueEF—MNARFFRE
B E Amazon SDKs, A |, RIMNEBNEENFRAEFREEREEENFAE. EEFHATLURE
=R E HERIREA
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EFARATNEILEZIBIEE | B LUER Secrets Manager SQL EZERFEEF , EHETER
JDBC Kzhi2F. CREATFWmERT , Kt LAR{KEAA Secrets Manager APIs BY XA,

£

- £ Java ME KB FIREL Secrets Manager B4A{E

- f/ JDBC #l Amazon Secrets Manager Z 48 F #EIFE#E] SQL ¥iEE
- {4 Java Amazon SDK 3kBX Secrets Manager Z4A{E

£ A Java &P iR &R FIREN Secrets Manager Z4A{E

TR REBAR , BTUERA Secrets Manager £F Java MEFAMEREFEH , UETREA. £
REEFHEHALLM Secrets Manager TR RFZHNREER. BT A Secrets Manager & E {1 %%
APIs | ELLGERER ARERES. BXRRBANIESE  BSH FREA,

BHEERNBEROEA LRV , it S BEXAEEEATAN | CaEARIEARONHS,
REQET , BEAS I NAF RS, SUNREEEEFTRFTANAE | b UEHBA0
FHFNES AL,

—BRREFSIA  FEETIHETRFHNREN, EFEXBEFTLREEFAN. EFXIMNETEEE
5 MARMEMNBZEUFIUREMNER, MREFEFNNZ M (HONREREFFHIE ) |
FEARENEONBRG Z,

BEFEAZEY , BATHEUATERYE
- Java 8 ESMAWT KHE, 1SR Oracle ML E#Y Java SE FE

ETHRNR , HSH LK S ecrets Manager £F Java WEGFEEFimd 4. GitHub

B ZAERNBEHIAE F |, B Maven pom.xml XHERBIFLLTERBI, B> Maven WEZE
B , 25 Apache Maven Project M5 LB (AIT1HERE) o

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-caching-java</artifactId>
<version>1.0.2</version>

</dependency>

FTENR :
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» secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BREZER , F5H NRSE,

sE
» SecretCache

» SecretCacheConfiguration

» SecretCacheHook

Example # &R %40

UTFRBROIERTREBDATHEMY Lambda EH. CHBEEBLLERF 2 AEOHLERN BE
S8, REMREERAREZ Lambda B , ©RAMKEAAZ AP,

package com.amazonaws.secretsmanager.caching.examples;
import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.services.lambda.runtime.lLambdalogger;
import com.amazonaws.secretsmanager.caching.SecretCache;
public class SampleClass implements RequestHandler<String, String> {

private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context) {
final String secret = cache.getSecretString(secretld);

// Use the secret, return success;
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SecretCache

& AT M Secrets Manager &R BANNERETF, LA the section called “getSecretString”
the section called “getSecretBinary” NEFH KR FEH, EAIAEDEZ AEE P H the section
called “SecretCacheConfiguration” 3 RRE EEFIRE

EXEERFIENNEZER , {53 the section called “Java 5E&ZFIHEF,

public SecretCache()

ERAT SecretCache IR BRIAFTE R K,
public SecretCache(AWSSecretsManagerClientBuilder builder)

£ Secrets Manager & F i ( EHRMEA AWSSecretsManagerClientBuilder €12 ) #9i&
HEF, FRANEERKEEN Secrets Manager & F i , Bl 304E A& — 4% E XE ik =

public SecretCache(AWSSecretsManager client)

BEEARMK AWwSSecretsManagerClient MEMBHAEF. FALMERKBE N Secrets
Manager &% , Bl AR — 45 E XE i S

public SecretCache(SecretCacheConfiguration config)

BEFARMEMN the section called “SecretCacheConfiguration” ¥EHR4BEE,

7k

getSecretString

public String getSecretString(final String secretld)

M Secrets Manager # 8 ZFRF&EF4A. RE String,

getSecretBinary

public ByteBuffer getSecretBinary(final String secretId)
M Secrets Manager R #3%& —# HZ40. BE ByteBuffer,

refreshNow

public boolean refreshNow(final String secretId) throws
InterruptedException
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RAriEmE

BEIREER. WRBFHTEZAER , FHERE true , BNFIRE false,

close
public void close()
KAEF,

SecretCacheConfiguration

& T the section called “SecretCache” WERFEEXEI , MK AEFXDNEEEFRANEFHE

(TTL)o

public SecretCacheConfiguration

FEATF SecretCacheConfiguration 3 REVERIANTE BRI
JE

getClient

public AWSSecretsManager getClient()

REIRFMNPKRFRZLAM AWSSecretsManagerClient,

setClient
public void setClient(AWSSecretsManager client)

REZENFRRZHM AWSSecretsManagerClient BF i

getCacheHook
public SecretCacheHook getCacheHook()

REI A THEHERFEEHM the section called “SecretCacheHook” # 0O,

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

BB TEHEFERM the section called “SecretCacheHook” 0,

Java BERFRET
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RAriEmE

getMaxCache X /)»

public int getMaxCacheSize()

BRO{EAEFEKRN. BIAMERN 1024 MNER.
setMaxCache X /)»

public void setMaxCacheSize(int maxCacheSize)
REBAEFEKRD, BIAEN 1024 MEHR,
getCacheltemTTL

public long getCacheItemTTL()

BREEEZFIEN TIL ( AZMNEN ) , HEEFEHESL TTL &, EEFFM

AWSSecretsManagerClient FRRIZZAMFEIAR, BIAERN 1 /Dot ( AZWHEA )

ETTL 2FREREZRN , EEFRLHFTHH. NRESRFMEAY , EEFEEINER.
setCacheltemTTL
public void setCacheItemTTL(long cacheItemTTL)

NEEEFTERE TTL ( AZEWHEN ) . HEEFEFHEIL TTLE , Z2EFHMN

AWSSecretsManagerClient AR RIZFZAVFEIAR, BRINER 1 /Dot (AEZERDREN ),

getVersionStage

public String getVersionStage()

BREGEZFNERANRE, BXESELR , BSREBHRA, BIAMEH "AWSCURRENT",

setVersionStage
public void setVersionStage(String versionStage)
RELEZFENEANERE. AXESELR  BFSREHARE, BIAMEN "AWSCURRENT",

SecretCacheConfiguration 5& F~ —itg

public SecretCacheConfiguration withClient(AWSSecretsManager client)
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®E AWSSecretsManagerClient BMMNAKRFH, REEEMEENEFR SN
SecretCacheConfiguration XK.,

SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)
ERATEHANFEDPEFNED, REEEFEBMNEHEM SecretCacheConfiguration M &K,

SecretCacheConfiguration withMaxCache X />

public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)

REFAEFA D, BEEEHIRENERH/GHW SecretCacheConfiguration MR,

SecretCacheConfiguration withCacheltemTTL

public SecretCacheConfiguration withCacheItemTTL(long cacheItemTTL)

NEEFMBERETIL ( AZEWREN ), HEEEFEZHEIL TTL , EFEMN
AWSSecretsManagerClient R FZFHAMNIEIAR, BIAERN 1 pit ( UEZRDNEN ) ., REIER
BHHFRBIWEHEN SecretCacheConfiguration MR,

SecretCacheConfiguration withVersionStage

public SecretCacheConfiguration withVersionStage(String versionStage)

REZLEZTFNERANRE. BXEZEER , BFZABHART, REEEHEENEHMEH
SecretCacheConfiguration &R,

SecretCacheHook

BT HEH 3 the section called “SecretCache” RULEN F# T EFEH M RANITRENED,

put
Object put(final Object o)
EENRUERBEZEFD,

REREF#EEEFPHXIR.
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get

Object get(final Object cachedObject)
MEZEXNRIREX R
BREZENEFFEEENR

£ JDBC #1 Amazon Secrets Manager Z4A R EIEE#Z SQL BiEE

£ Java RLFAREF S , /RATLAEEA Secrets Manager SQL Connection I3 12 5 F 2% 1E Secrets
Manager RV EIEEREE MySQL, PostgreSQL MSSQLServer, Oracle, Db2 1 Redshift ZIiEE.
BNEHEFBSBEER IDBC BHEF , RLEAILAER JOBC AAXRGEHERE, BR , £F
PDREEREAFENED , MBRUEZHAN ID. BITEFFFA Secrets Manager k# R4 E ,
REEABAPNEILERIBEEF, BHERFEFFER Java B REFEREFEU , XFEREKHN
EEMTFER A Secrets Manager, RIABRT , EFLE/IRBF —IRX , KAERRZRARNBSF
¥, EEEZERE , S Hthe section called “SecretCacheConfiguration”,

B LM GitHub® FEIRAE,
EF [ Secrets Manager SQL EZERFHEF :

- BHNARFXILT Java 8 RESRAAF,
- BRBAMLTAUATZ2— :
- THA JSON EHFHBIEERH. ERERI , 1B Secrets Manager &l & FEFHAHERF
Retrieve secret value ( K RZE4AEH ) . T¥F , £BIE Amazon CLIH get-secret-value,
« Amazon RDS HEZHH. NTWRFER , BAERUEENEERSLMKO,
« Amazon Redshift FEH . W THERBA , YA ERILEENEER[LMRH,

MREHBREEFEEH DN EMXE , BEEI S - MXEPHNEIARERE | FELIBEEMNEEXERR
MixO, EAUEEAFABRENNEAT. SSM SR FHESBIRBERERFRXKBEZER.

ENERAEFANBDME & |, BE Maven WEXH pom. xml FRZEZFRFRMUA TEBI, HX
B %{EE , 2 Maven Central #f& FE M E#Y Secrets Manager SQL #E# .

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>

</dependency>

ERZAFHEIE# T JDBC £ 79
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K EFERRINETIERHEEFE, MREE Amazon EKS LETRFEF , ©HRESRIEEET
M RMNEILE , MASKREBRESKFAAR, EFREEM , H% com.amazonaws : aws-java-sdk-
sts BARA 1 ERMKBIURINE Gradle Ik Maven I B 304,

Effsecretsmanager.propertiesX##i& & Amazon PrivateLink DNS £ % = URL MX ,
BERATUTRE

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

EEEZFXIE , i5iRE AWS_SECRET_JDBC_REGION ¥EZEE X
secretsmanager.properties XHHITUTEN :

drivers.region = region

FTENER -

+ secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXREZEER , F5H NESE.

o
- BEYSRIEFNER
B EER S ik OB HEE
o 5 c3p0 FEEMEE T IEE
£ c3p0 EEMIBE T IS E in S Mim O K E i

BV ESHREENERE

THEMRGERT MAEARATHNESIENERZEEELSHEENIERE, BIUEER , Z9FEH
JDBC ARARFRIHIEE. BEXEZELR , {55 Java XML LAY JDBC it AR,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

ERZAFHEIE# T JDBC £ 80
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// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JIDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

ERZAFHEIE# T JDBC £ 81
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MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInstc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
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info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

i 8 E i UM o 1 38 3T i %
T RELER T WA A B4 0 EIE R I E B i R R O B3 S 5IR R,

Amazon RDS £ EZ4A TN AEHTEEN H S MNE O, EFHEBE Amazon RDS BEENZ4AP N T EILE
EIBEE  BEREPIEEIXLEI,

£ 5B E A sy 2 A AT AR IE B XS HEENIER | BEFNZART I 5RBHATRNIERE
FR. BNEIAHERZAMEE, EFXEERERFHIRAT , FRNESRENREFM XEN K
RAiHOEE,

BIAERERE , B0 #H JOBC BAXRGEKEE. BXEZELR |, 55H Java XML £8 JDBC B
it AR,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns
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// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );
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// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the IJIDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriv

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

£/ c3p0 EHEME I iE

LR RBER T SMAMEM c3p0.properties XHFRBMEEL , ZXHEARIEFNBHPRRE
IEFEREFES . N T user M jdbeUrl , FaMAZEH ID BEEEREL, AR5, BAUMNZBHRRE
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B, PNXEEEREEMEGRERER, AXESER

EZ Y Java XML ERY JDBC E i 1

BX c3p0 WEZEELE , 1§51 Machinery For Change M £ c3p0.

MySQL

c3p0
c3p0
c3p0

.user=secretld
.driverClass=com.amazonaws.
.jdbcUrl=secretId

PostgreSQL

c3p0
c3p0
c3p0

Oracle

c3p0
c3p0
c3p0

.user=secretld
.driverClass=com.amazonaws.
.jdbcUrl=secretId

.user=secretld
.driverClass=com.amazonaws.
.jdbcUrl=secretId

MSSQLServer

c3p0.
c3p0.
c3p0.

Db2

c3p0.
c3p0.
c3p0.

Redshift

c3p0.
c3p0.
c3p0.

user=secretId
driverClass=com.amazonaws.
jdbcUrl=secretId

user=secretId
driverClass=com.amazonaws.
jdbcUrl=secretId

user=secretId
driverClass=com.amazonaws.
jdbcUrl=secretId

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

sql.

sql.

sql.

sql.

sql.

sql.

AwWSSecretsManagerMySQLDriver

AWSSecretsManagerPostgreSQLDriver

AWSSecretsManagerOracleDriver

AWSSecretsManagerMSSQLServerDriver

AWSSecretsManagerDb2Driver

AWSSecretsManagerRedshiftDriver
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5/ c3p0 EEMIBN 1E E in [ MmO SRE M iE i

LT RGEERT MR c3p0.properties RN EREM , ZXHFERRFEFBEILIEEN IR
Mg ORRBHAPHE
ﬁ*%%1§zm~ , -lﬁ

Amazon RDS £ EZATSIEHIEEN KA MiKO ., EFEHARH Amazon RDS EEMNZRAFRMNEE

I\\\

Tk, A, BAMMNZBEFRRERE | X EEERFEAEGBIERFERE,
2% Java XM 5 ERY JDBC Eit AR,

naes

EIBSEE

FERBHREEXERIL,

EFEH i XEA R A A RREZIXEHEFNIER  EEHNZARTIEERBATRNIERE

FE. SMEAHEREANEE, EFXEERESFHEIZAT ,

B INE 2 R E X R A7 X AT iR

AN *u D 1% /§\ o

MySQL
c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL
c3p0.user=secretlId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle
c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer
c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0@.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433

Db2
c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver

ERAZATNE
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c3p0.jdbcUrl=jdbc-secretsmanager:db2://example.com:50000
Redshift

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
Cc3p0.jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439

{5 F Java Amazon SDK 3RHY Secrets Manager Z4A{&

ENARES , A LlBTAAGetSecretValuesiBatchGetSecretValueEFE—NARFFRE
B RMZ Amazon SDKs, A , BINBWEESFAZFIREEREFZENZAE, EEFHATLUR
=R E HREERA

- MBENBEEZITIEHEERESD |, B Secrets Manager SQL &Kz 72 718 Bh 2R 4A P AV EiE
EERIBIERE.

« XNTHMEBPYZR4A | £H Secrets Manager EF Java WEFAMG , EEFER
GetSecretValue = BatchGetSecretValue @A SDK,

LT RIBREVERINMAER GetSecretValue,

FTEMNPR : secretsmanager:GetSecretValue

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.secretsmanager.SecretsManagerClient;

import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueRequest;
import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueResponse;
import software.amazon.awssdk.services.secretsmanager.model.SecretsManagerException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.
* For more information, see the following documentation topic:
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-quide/get-started.html

* We recommend that you cache your secret values by using client-side caching.

* Caching secrets improves speed and reduces your costs. For more information,
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* see the following documentation topic:
*
* https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
*/
public class GetSecretValue {
public static void main(String[] args) {
final String usage = """

Usage:
<secretName>\s

Where:
secretName - The name of the secret (for example, tutorials/
MyFirstSecret).\s

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String secretName = args[0];

Region region = Region.US_EAST_1;

SecretsManagerClient secretsClient = SecretsManagerClient.builder()
.region(region)
.build();

getValue(secretsClient, secretName);
secretsClient.close();

public static void getValue(SecretsManagerClient secretsClient, String secretName)

try {
GetSecretValueRequest valueRequest = GetSecretValueRequest.builder()
.secretId(secretName)
.build();

GetSecretValueResponse valueResponse =
secretsClient.getSecretValue(valueRequest);

String secret = valueResponse.secretString();

System.out.println(secret);

} catch (SecretsManagerException e) {
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System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

£ Python 3RHX Secrets Manager Z4A{&

ENARERD , B LBYAHGetSecretValuemiBatchGetSecretValueEE—NAREFHIRE
EH W Amazon SDKs, A , RINNBWNEEBLFEAEFREFRREREZNFHE. EFFHUTLUIE
SR E HBRREA

£
« fEA Python M & Fim& FIREX Secrets Manager Z4A{E

- {£ /4 Python Amazon SDK 3REX Secrets Manager Z4A{8
- {£ A Python Amazon SDK 3REX—i#lt Secrets Manager Z4A{E

£ Python & Fim&F3KEX Secrets Manager Z4A{E

ERRZAN , BULAER Secrets Manager EF Python WEFAHREFZR , UZFEREH,
KERERFZEPA LM Secrets Manager P ZRZHANEEER. BT IEA Secrets Manager EET 5
APls , At ERAEFAUREN LS. BEXRRFBHANELZE , BSH REEH,

EEERNBERSER (LRU) , AR YEEAAEEEATAN  CAEAREEARONHS,
FERET , B HAF—ARE, CUNEBEEFTRFEANAE | A 5EHR
RS INES A,

—BRREFSIA  EFEETIHTEFNRER, EEXETLRFEFIAN. EEXINETEFE
5, K MARMENBLZEMTUREMNER, NREFBZHNNLEE (HIUNNEZREFFHTE ) |
FEARENEONBRG .

EFERAZEHN , BYXTHEEATRE -

« Python 3.6 S E SRS,
* botocore 1.12 E SR, 1HSHEH T Python F Botocore #JAmazon SDK,
« setuptools_scm 3.2 REGFMA, M https://pypi, org/project/setuptools-scm/s

ETEHRARB , HSHW LMW S ecrets Manager £ F Python WEEEFimEH. GitHub
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ERRAN  BEANUTH T

$ pip install aws-secretsmanager-caching

FRERR :

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BREZER , F5H NRSE,

ZE

» SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Example ¥ & %4

AT =455 B a0 e[ 3R EX B N Y 4R AL 2 Emysecret,

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()

cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')

SecretCache

BT M Secrets Manager K R FRANWRNEFERE, EEA the section called “get_secret_string” 5
the section called “get_secret_binary” NEFEHRRERZH, B LUETE AMBEEREPH the section
called “SecretCacheConfig” M RKE EEFRE.
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BEXSRETHEANEZEELR |, 55 M the section called “Python 5E&F im&EEF",

cache = SecretCache(
config = the section called “SecretCacheConfig”,
client = client

ULTRAAEE :

» get_secret_string

» get_secret_binary

get_secret_string
KREAAFRHE,

BEREE

response = cache.get_secret_string(
secret_id='string"',
version_stage='string' )

S8
« secret_id ( Z/FH ) : [AE] ZRHMEHZ ARN,

« version_stage ( & &# ) : BERZWNZERE, BXESZEE , 1S secret versions,
ERIAE RN “AWSCURRENT”,

RERH

FRE

get_secret_binary
KERZA - FIE,

BERIEZE

response = cache.get_secret_binary(
secret_id='string',
version_stage='string'
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)

S8
« secret_id ( Z/&F&E ) : [XE] BB ARN,

- version_stage ( F&H ) : BERRENINERE., BEXEZEE , B35 H secret versions,
HKIAE N “AWSCURRENT”,

yCACIEFic]

base64 4RI K F B

SecretCacheConfig

& T the section called “SecretCache” WEFER BRI , fINHEAREFEXK/NNEEEFZZAMNEERE
(TTL)o

2
max_cache_size (int)

RAREFKRP. RIAMER 1024 NEH,

exception_retry_delay_base (int)

BIFERERERCHFZEZSEFNYH. HAEN L.

exception_retry_growth_factor (int)pur

ATUHEERAMBER 2 BAFFHENERIY. MIAMER 2.

exception_retry_delay_max (int)

ERMBERZBFESFHRKEE ( ABREN ) . BINMEH 3600,

default_version_stage (str)

BEEFENZANRE, EXEZEERE , BSHZHMA, BRIAMERN 'AWSCURRENT ',

secret_refresh_interval (int)

RIFEZFRAGECHEFESFETNRI. MIAMEN 3600,

secret_cache_hook (SecretCacheHook)

SecretCacheHook HIREM X, ERIAERN None,
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SecretCacheHook

AT HEHF the section called “SecretCache” FLAMEX Fi T EFHP N FHARITIRENEZEO,

LTFRAAAE:
+ put
.+ get
put
ENRNEREETF T ER,
BERIEE

response = hook.put(

obj='secret_object'

)

S

* obj (W) - [£F] BHRHTBHHXNR

REIRHE

object

get
MEZENRITREXN R
BEREFE

response = hook.get(

obj='secret_object'

)

e

« obj (XR) : [HE] BEHHANMEIX R,

REIRH

object
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@IlnjectSecretString

MBS EE — R4 ID FH B the section called “SecretCache” fERBIT NS, ZE M ITIR
BZ4AZ B EE, BAMXTELE—NZHE,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@InjectKeywordedSecretString

MBS EE — N R4A ID FFEFH the section called “SecretCache” fERBIT NS, HEBTEN
CEERKTHNSHMREZIZADH JSON B, BAXMEE— JSON £ ZHFE,

NTFaELt JSON W&

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"

THEMNROETRT AN ZE FIRE username # password B JSON 1B,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache ,
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):

print( 'Do something with the func_username and func_password parameters')
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£ A Python Amazon SDK 3REX Secrets Manager Z 4318

ENAREY , B LB T AAGetSecretValuesiBatchGetSecretValueEF—NARFFRE
B ZR Amazon SDKs, A , BINBWEESFRAZFIREEREFZENZAE, EEFHATLUR
=R E HRIEEA,

3 F Python AR , i A Secrets Manager &F Python W EFA AR EZEEH
get_secret_value = batch_get_secret_value @A SDK,

DT RBRAVERIMAMFER GetSecretValue,
FTEMNPR : secretsmanager:GetSecretValue

Purpose

Shows how to use the AWS SDK for Python (Boto3) with AWS
Secrets Manager to get a specific of secrets that match a
specified name

import boto3

import logging

from get_secret_value import GetSecretWrapper

# Configure logging
logging.basicConfig(level=1logging.INFO)

def run_scenario(secret_name):

Retrieve a secret from AWS Secrets Manager.

:param secret_name: Name of the secret to retrieve.
:type secret_name: str
try:
# Validate secret_name
if not secret_name:
raise ValueError("Secret name must be provided.")
# Retrieve the secret by name
client = boto3.client("secretsmanager")
wrapper = GetSecretWrapper(client)
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secret = wrapper.get_secret(secret_name)
# Note: Secrets should not be logged.
return secret
except Exception as e:
logging.error(f"Error retrieving secret: {el}")
raise

class GetSecretWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def get_secret(self, secret_name):

Retrieve individual secrets from AWS Secrets Manager using the get_secret_value

API.

This function assumes the stack mentioned in the source code README has been

successfully deployed.

This stack includes 7 secrets, all of which have names beginning with

"mySecret".

:param secret_name: The name of the secret fetched.

:type secret_name: str

try:

get_secret_value_response = self.client.get_secret_value(

SecretId=secret_name

)

logging.info("Secret retrieved successfully.")
return get_secret_value_response["SecretString"]
except self.client.exceptions.ResourceNotFoundException:
msg = f"The requested secret {secret_name} was not found."

logger.info(msg)
return msg
except Exception as e:

logger.error(f"An unknown error occurred: {str(e)}.")

raise

£ Python Amazon SDK 3REX—#t Secrets Manager Z4A{E

AT REERBIER T anfal3REX#t & Secrets Manager Z4A{E.

REH B RAE
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FRENER -

* secretsmanager:BatchGetSecretValue
« WERZENESNRPIAE secretsmanager:GetSecretValue MR,
- MREFATEST  WE LA E secretsmanager:ListSecrets,

BANEENRE] , 53 the section called “Rfl : 2 FE—HZLABEHNE

/A Important

MRIEH VPCE FIELEREERZNHATRRERENRWEHERE , N
BatchGetSecretValue AF&REEM#HZFRE , H ALRE4EIR,

class BatchGetSecretsWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def batch_get_secrets(self, filter_name):
Retrieve multiple secrets from AWS Secrets Manager using the
batch_get_secret_value API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param filter_name: The full or partial name of secrets to be fetched.
:type filter_name: str
try:
secrets = []
response = self.client.batch_get_secret_value(
Filters=[{"Key": "name", "Values": [f"{filter_name}"]1}]
)
for secret in response["SecretValues"]:
secrets.append(json.loads(secret["SecretString"]))
if secrets:
logger.info("Secrets retrieved successfully.")
else:
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logger.info("Zero secrets returned without error.")
return secrets
except self.client.exceptions.ResourceNotFoundException:
msg = f"One or more requested secrets were not found with filter:
{filter_namel}"
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred:\n{str(e)}.")
raise

{# FA3REN Secrets Manager Z4A{E .NET

ENARERES , B LlBETAHAGetSecretValuediBatchGetSecretValue B E—NARFFIRE
B E Amazon SDKs, £ , BINBWEBIFAEFRETREFLZNZHAE. EEBHTUR
=R E H RAR R A

EZ

- £/ .NET & wmEFIRE Secrets Manager 418

- {EFAIREN Secrets Manager By #4318 & A T NET 8y Amazon SDK

5 NET M&EFisEFIRE Secrets Manager Z4A{E

ERRZER |, WA LAEA Secrets Manager £ NET HNEFAHREERH , UBNREAH. B
REZFZHALM Secrets Manager PR ERANEEER, HTIHA Secrets Manager FE 4 %%
APls , At BEREFAURERA. BXRRFHAVMELZE |, BSH REEH,

BEERNREROER (LRU) , Bl SBEAREREABAN | CAZAREERRONSTHA.
FEEQRET , EEASINRF—ARE, CUNREEEETRFSANME , UNEHTHAR
RHLURMES AL,

—BRREFSIA  EEETHTEFNRER, BEXBETLRFEFLIAN. EEXRINETEFE
B A MARMNEMBLZEMRALZLHNER, WREFEFNNZESY (FlONBERFFNTE ) |
FEARENEONBRG Z.

EFERAZEN , BYXTHEEATHRE -
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« .NET Framework 4.6.2 S{EE S hx A , 50#& .NET Standard 2.0 RE H k4, &S % Microsoft .NET
Pk EB R E.NET,

« SEHA T .NET B9 Amazon SDK, i&EZ 5 the section called “Amazon SDKs”,

ETHRAE , HSH LW “NET EFF iR GitHub,

EFERARTF , BENEBTEGML , ASEM GetSecretString 3 GetSecretBinary &R
H. HEZRRN , EEFREZANEZFRIS

RBEFE
« BHITUT®REZ—
«  EEHTE BRPETTF NET CLI &%,

dotnet add package AWSSDK.SecretsManager.Caching --version 1.0.6

- NTIFHITSIARMBESN csproj XHFH,

<ItemGroup>

<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /
>

</ItemGroup>

FTENER :

» secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

BXEZEERE , F2H XESE,
2=

» SecretsManagerCache

» SecretCacheConfiguration

» |SecretCacheHook
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Example % &4

DTFRBROIERT —MREE AMySecret BN &,
using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{

string MySecret = await cache.GetSecretString(MySecretName);

// Use the secret, return success

Example Bl B £ F6TE (TTL) EERIFTEFLLR A

UTRBROIERT —MREERENNERANySecret 7 TTL EERFFLENERERN 24 NS
Ho

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName = "MySecret";

private static SecretCacheConfiguration cacheConfiguration = new
SecretCacheConfiguration
{
CacheItemTTL = 86400000

i
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private SecretsManagerCache cache = new
SecretsManagerCache(cacheConfiguration);

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache

& T M Secrets Manager iR BANNEREF. LA the section called “GetSecretString”
the section called “GetSecretBinary” W& FH KR RFEH, EAIAEDEZ AREER P H the section
called “SecretCacheConfiguration” 3 RRE B EFRIE.

BEXRABERPENNESZEL , FS M the section called “NET 5&EFiHEF,

public SecretsManagerCache()

EHATF SecretsManagerCache I REERIATEEH I

public SecretsManagerCache(IAmazonSecretsManager secretsManager)

£/ Secrets Manager & i ( £ RHAY AmazonSecretsManagerClient 812 ) ¥&EHEF. &£
R HE BB BE X Secrets Manager &4 , fliEAE —HEXEHHLHT Ko

S

secretsManager

AmazonSecretsManagerClientEM F 1 R %

public SecretsManagerCache(SecretCacheConfiguration config)

FERRMH the section called “SecretCacheConfiguration” ¥i& T 4R E 17, F Ik 1E R BORE
BEE7T , SINERFNRARERERBIFMER,
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5%

config

—\ the section called “SecretCacheConfiguration” , EH 2 EEFNEREE S,

public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)

{5 3 R A9 AmazonSecretsManagerClient ¥ €] 2 #9 Secrets Manager % F if #3i& #THY &
£, the section called “SecretCacheConfiguration”{s Fi It ¥31& BI B 7] B 7 . Secrets Manager &
Fiw , SIEAR —RBEXHRLETR/RUARREET , SINERFNEARERERIFME,

5%

secretsManager

AmazonSecretsManagerClientEM F 1 R 1%,

config

— the section called “SecretCacheConfiguration” , Eh B EEEZNEEBE L.

7k

GetSecretString

public async Task<String> GetSecretString(String secretId)
M Secrets Manager F 18 R FZ/HFE R4,

S

secretld

BERRWEZH ARN Ao

GetSecretBinary
public async Task<byte[]> GetSecretBinary(String secretld)

M Secrets Manager 1 3R —# H1 %40,
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5%

secretld

BERRWEH ARN Ao

RefreshNowAsync

public async Task<bool> RefreshNowAsync(String secretId)

HM Secrets Manager I RZHE , AEAEAEREFTESF. NWRXBUANERFRE |, BEIE -
NEFREB. WRRBIFKI , WIRE true,

B8
secretld

BERRNEZEH ARN HE o

GetCachedSecret

public SecretCacheltem GetCachedSecret(string secretlId)

BREEEZANEFTRE (MREFHEFEELER ) o BN, M Secret Manager F iz REH , HH8!
B-1MHEFRE.

S/
secretld

BRRNEZEH ARN HE o

SecretCacheConfiguration

ER T the section called “SecretsManagerCache” W EZH Bk , flNFERKEFEXKNEEEFZRE
KITESERT A (TTL),

B
CacheltemTTL

public uint CacheItemTTL { get; set; }
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ZEEMENTIL (UZERDREMN ) . BRIAER 3600000 M 1 et RAER 4294967295 ms
“R 49.7 Ko

MaxCacheSize

public ushort MaxCacheSize { get; set; }

RREFEKRD. BMIAMERN 1024 MNEHR. HZAER 65535,

VersionStage

public string VersionStage { get; set; }

LEZFNERANRE, BXESELR , BSHABHERE, BRIAMEH "AWSCURRENT",
&R

public IAmazonSecretsManager Client { get; set; }

AmazonSecretsManagerClient EM\HF R R, WRE null , EFEEHEL—INHEF K. HIAR
null,

CacheHook
public ISecretCacheHook CacheHook { get; set; }

— the section called “ISecretCacheHook”,

ISecretCacheHook

A FEH#Z the section called “SecretsManagerCache” FREMEX 7 T EFR W RARITIRIENE
Ho

FE

Put

object Put(object o0);
EENRUAERIEZEFD,
BEEFHEERFFHNR.
FREX

object Get(object cachedObject);
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MEZERRIMEN R

BEIENEFHIREHNNR
{5 FA3REX Secrets Manager Y4318 A T NET # Amazon SDK

ENARREY , B LlBETAHGetSecretValuediBatchGetSecretValueEE—NARFFIRE
BRI E Amazon SDKs, 7 |, RMNEBENEENFRAZEFREEREEENFAE. EEFHATLUR
=R E HRIREA

XF NET MAREF , 5 Secrets Manager 2F NET WEFAHREREFEH GetSecretValue
= BatchGetSecretValue @A SDK,

LT RBREVERMMFER GetSecretValue,

FTEMNPR : secretsmanager:GetSecretValue

using System;

using System.IO;

using System.Threading.Tasks;
using Amazon.SecretsManager;

using Amazon.SecretsManager.Model;

/// <summary>
/// This example uses the Amazon Web Service Secrets Manager to retrieve
/// the secret value for the provided secret name.
/// </summary>
public class GetSecretValue
{
/// <summary>
/// The main method initializes the necessary values and then calls
/// the GetSecretAsync and DecodeString methods to get the decoded
/// secret value for the secret named in secretName.
/// </summary>
public static async Task Main()
{
string secretName = "<<{{MySecretName}}>>";
string secret;

IAmazonSecretsManager client = new AmazonSecretsManagerClient();

var response = await GetSecretAsync(client, secretName);
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if (response is not null)

{
secret = DecodeString(response);
if (!string.IsNullOrEmpty(secret))
{
Console.WriteLine($"The decoded secret value is: {secret}.");
}
else
{
Console.WritelLine("No secret value was returned.");
}
}

/// <summary>
/// Retrieves the secret value given the name of the secret to
/// retrieve.
/// </summary>
/// <param name="client">The client object used to retrieve the secret
/// value for the given secret name.</param>
/// <param name="secretName'">The name of the secret value to retrieve.</param>
/// <returns>The GetSecretValueReponse object returned by
/// GetSecretValueAsync.</returns>
public static async Task<GetSecretValueResponse> GetSecretAsync(
IAmazonSecretsManager client,
string secretName)

{
GetSecretValueRequest request = new GetSecretValueRequest()
{
SecretId = secretName,
VersionStage = "AWSCURRENT", // VersionStage defaults to AWSCURRENT if
unspecified.
};

GetSecretValueResponse response = null;

// For the sake of simplicity, this example handles only the most
// general SecretsManager exception.
try
{
response = await client.GetSecretValueAsync(request);

}

catch (AmazonSecretsManagerException e)
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/17
/17
/17
/17
/17
/17
/17

{

Console.WriteLine($"Error: {e.Messagel}");

return response;

<summary>

Decodes the secret returned by the call to GetSecretValueAsync and
returns it to the calling program.

</summary>

<param name='"response">A GetSecretValueResponse object containing
the requested secret value returned by GetSecretValueAsync.</param>
<returns>A string representing the decoded secret value.</returns>

public static string DecodeString(GetSecretValueResponse response)

{

// Decrypts secret using the associated AWS Key Management Service
// Customer Master Key (CMK.) Depending on whether the secret is a
// string or binary value, one of these fields will be populated.
if (response.SecretString is not null)

{
var secret = response.SecretString;
return secret;
}
else if (response.SecretBinary is not null)
{

var memoryStream = response.SecretBinary;
StreamReader reader = new StreamReader(memoryStream);
string decodedBinarySecret =

System.Text.Encoding.UTF8.GetString(Convert.FromBase64String(reader.ReadToEnd()));

return decodedBinarySecret;

}

else

{

return string.Empty;
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£ Go 3REY Secrets Manager Z4A &

ENAREY , B LlB T AAGetSecretValuesiBatchGetSecretValueEF—NARFFRE
LW E Amazon SDKs, A , RIMNEBNEENFRAEZEFRFREEREEENFAE. EEFHATLUR
=R E HRIEE A,

FB
- £/ Go MEFImEFIREL Secrets Manager Z4{E
« £ Go Amazon SDK 3REHX Secrets Manager 4R

£ Go M%E F w4 FIRE Secrets Manager Z4A{E

ERRZAR |, B LUER Secrets Manager EF Go WEFHMGREER , LB FNREH. B
REZEFZLEM Secrets Manager PR ZZANEREER, HTIHA Secrets Manager EE 4%
APls , At BEREFAURER A, BXRRFHAVMELZE |, BSH REEH.

BHEERNBEROEMA LRV , it S BEXAEEEATEN | CaZARIEARONHS,
REQET , BEAS I NAF RS, SUNREEEEFHRFTANAE | baUEHIEH0
FHFMES AL,

—BRREFSIA  FEETHTEFNRER, EEXRETLREEFLIAN. EEXRINETEFE
B A MARMNEMBZEMRALZLHNER, WREFEFNNZSY (FlONBEFFHDE ) |
FEARHNEONMBRSG A,

EFERAZEH , BYXTHEEATRE -

« Amazon & F Go B SDK, &S [ the section called “Amazon SDKs”,

ETHERNRE , B5SH S ecrets Manager Go & 17%& i GitHub,

iR B Go FFRINE , HSH Go Programming Language M L/ Golang AT,
FrEERR -

+ secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BREZER , F5H NRSE,
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sE

+ type Cache
« # A CacheConfig

« #8 A\ CacheHook

Example % &4
DTFRBREERTREZHAN Lambda B,
package main
import (

"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache"

var (
secretCache, _ = secretcache.New()

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)
}

type Cache

EA T M Secrets Manager i8R FEEAN AN EFEREF. B the section called “GetSecretString”
the section called “GetSecretBinary” M\ EFH K EZR4H,

THNRIERT MAEERFRE.

// Create a custom secretsmanager client
client := getCustomClient()

// Create a custom CacheConfig struct
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config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheltemTTL: secretcache.DefaultCacheltemTTL,

}
// Instantiate the cache
cache, _ := secretcache.New(

func( c *secretcache.Cache) { c. CacheConfig = config },
func( c *secretcache.Cache) { c. Client = client },

EXEBERIENNESZEER |, iS5 the section called “Go 5E&ZEFIHEF,
Bk

New

func New(optFns ...func(*Cache)) (*Cache, error)

New A IEEATIMERAET , BN NEARIANE. NFLIEAHRIL SecretsManager & Fif. #
%1t CacheConfig N ERIANE. FRARIAZFAKX DKL LRU &7,

GetSecretString
func (c *Cache) GetSecretString(secretId string) (string, error)

GetSecretString NEFHIREAEEZS ID MMERZHHE, ROBAFHE , NREBHFERMNERE H
xo

GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretId string, versionStage
string) (string, error)

GetSecretStringWithStage M EFHIRIAERA ID MFAN RN WBRFZHFEE, BORPBEFS
N SRR AE R IR B 451% .

GetSecretBinary
func (c *Cache) GetSecretBinary(secretlId string) ([]byte, error) {

GetSecretBinary NEFHIREAEEZH ID WHWE _#HHIEH, BEBRAZHGIE , MRBEFERUER
El£5 %o
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GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)

GetSecretBinaryWithStage M&EFHIREVE E R4 ID FIRAH RN ZE B $IE, REIZH Z# &l
B, MRBEIBIIRELE IR,

# A CacheConfig
ERATEFNEFEERD , fINGEAKEFRD. BRIARENE , UREEFZHHAMNFERE (TTL).

type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is
// 3.6el10712 ns or 1 hour.
CacheItemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".

VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

# A CacheHook

ATESAINZFPUENFE TEEPHNERARITRENED,
7k

Put

Put(data interface{}) interface{}
ENRNEREETF T ER,

FREX

Get(data interface{}) interface{}
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MEZERRIMEN R

£ Go Amazon SDK 3REX Secrets Manager Z4A{E

ENARES , B LlB T A AGetSecretValuesiBatchGetSecretValueEF—NARFFRE
B E Amazon SDKs, 7 |, RIMNEBNEENFRARZEF REEREEENFAE. EEFHATLUR
=R E HRRE A

XTF Go MR , EEA Secrets Manager EF Go WEFHNRBEZEFEM GetSecretValue
BatchGetSecretValue A SDK,

TR RIBROIERT t{A3REX Secrets Manager ZH{E.

FTEMNPR : secretsmanager:GetSecretValue

// Use this code snippet in your app.

// If you need more information about configurations or implementing the sample code,
visit the AWS docs:

// https://aws.github.io/aws-sdk-go-v2/docs/getting-started/

import (
"context"
Illogll

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/secretsmanager"

)

func main() {
secretName := "<<{{MySecretName}}>>"
region := "<<{{MyRegionName}}>>"

config, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion(region))
if err !'= nil {

log.Fatal(err)
}

// Create Secrets Manager client
svc := secretsmanager.NewFromConfig(config)

input := &secretsmanager.GetSecretValueInput{
SecretId: aws.String(secretName),
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VersionStage: aws.String("AWSCURRENT"), // VersionStage defaults to AWSCURRENT if
unspecified

}

result, err := svc.GetSecretValue(context.TODO(), input)
if err !'= nil {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
log.Fatal(err.Errox())

}

// Decrypts secret using the associated KMS key.
var secretString string = *result.SecretString

// Your code goes here.

}

M Rust 3RHY Secrets Manager %4A{E

ERARRFRT , B L@ A MHGetSecretValuesBatchGetSecretValueEF—RMABRFFRE
BEI M Amazon SDKs, Tt , RMNEBNEBIFEAZFIREFREFTENZAE. EFBHTUR
=R B R A AR

E&

« £ Rust #& i 73R Secrets Manager 4B

- £/ Rust Amazon SDK JREX Secrets Manager B %408

£ Rust T Fix&EF3RE Secrets Manager Z4A{E

HERRBAN , EBALEM Secrets Manager £ T Rust WEFAHREFZH , UFHREH. £
REEFHEMALLM Secrets Manager TR RZHNREER. BT A Secrets Manager & E {1 %%
APls , At EREF T UBRERS. AXRREBANAETE , BSH RIEH.

ZERBERLHLY (FIFO) , AHIARFLAEF—IEHN , E2EZFAKIANEH, FERE
T, EER8/PEBFH —XWE, EAUEEATAR :

« max_size - EREKII KRG RN ZRA oI ZEF NBRAEERH
« ttl - ERERFBRHRDS 2 BIE TV B W N B RAY LAt E,
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ZEXRFLEEELAY. EFXANETEFELES , MARMEMERZEMIAREHNERL. OR
FEF RN (HNNBEZEFTNIE ) , BEARENBERBEAESR.

REAZAN , BXTRE—NEE tokio M Rust 2021 FRHE, AXESEEL , HSH Rust &
RIESMIE WA,

ETHFERD , HSH LM S ecrets Manager £F Rust WEEFZEigd . GitHub

ERREFHEN  BEAUTH S,

cargo add aws_secretsmanager_caching

FRENER :

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BEXBEZER , B0 NESE,
Example # &% 40

BAUT 7R B35 B AT 3R BN & Y Y B ARV AL R B My Tes to

use aws_secretsmanager_caching::SecretsManagerCachingClient;
use std::num::NonZeroUsize;
use std::time::Duration;

let client = match SecretsManagerCachingClient: :default(
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
I

let secret_string = match client.get_secret_value("MyTest", None, None).await {
Ok(s) => s.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

i
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// Your code here

Example £ BEXEENBENLEFimKHLER

LT ROIGAMMEERT  RERNENNWEANEZRAENy Test,

let config = aws_config::load_defaults(BehaviorVersion::latest())
.await
.into_builder()
.region(Region::from_static("us-west-2"))
.build();

let asm_builder = aws_sdk_secretsmanager::config::Builder::from(&config);

let client = match SecretsManagerCachingClient: :from_buildexr(
asm_builder,
NonZeroUsize: :new(10).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
};

let secret_string = client
.get_secret_value("MyTest", None, None)
.await

{
Ok(c) => c.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

1Y

// Your code here

A Rust Amazon SDK 3REX Secrets Manager HIZ34A{E

ENARES , B LlB T AAGetSecretValuesiBatchGetSecretValueEF—NARFFRE
B E Amazon SDKs, A , RIMNEBNEENFRAZEFRFREEREEELNFAE. ESEFHATLURE
=R E HRREA
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3 F Rust AR , BEAET Secrets Manager #J Rust Z2F4A M4 , REFAREEEH SDK,
GetSecretValue BatchGetSecretValue

TR RIBRHIERT i{A3REL Secrets Manager ZH{E.

FTEMPR : secretsmanager:GetSecretValue

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

0k(())

£ 53 Elastic Kubernetes Service B Amazon Secrets
Manager 4R

E ¥k B Amazon Secrets Manager (ASCP) Ky %43 & R A EHHE Amazon EKS Pod FEI 3 # , fRA
LA A Kubernetes S Amazon ecrets Store CSI Rz 2 F I B HAME BRMEF. ASCP AT 5ETIL
O AR S Elastic Kubernetes Service 1.17+ Bl M. EC2 Amazon Fargate FX T R
H, £ ASCP , A LAE Secrets Manager RF#EH EEZ , AFEE Amazon EKS LIZ{TH T
EREKRER. IRENEHTES JSON BXHNEEX , M ALUEETE Amazon EKS HEE B
BEX, ASCP A JMESPath IEEZRERZEARHR/EX . ASCP &EFH T Parameter Store &
¥, ASCP A& Amazon EKS #{TH R RIEN S . F—RAZRFERARSKSH IAM A6
(IRSA) , FE-RAHZRFERARAS . BRFLHEHEEFTAH,

HEFREKSH 1AM £ (IRSA ) # ASCP

BH IAM BRF K AR ASCP (IRSA) AR ZE4A Amazon Secrets Manager 479 3 HE & Z|
Amazon EKS Pod #, XA EERATUTER :

- IREEFFAENSHEEFRE Pod F,
- WEEFEHATELDZ EC2 T R4AR Amazon EKS 1.17 S E S 4,
o YRAEM JSON NN HPA PR RIS ENRER,

BEXEZEELR |, {551 the section called “f ASCP 5 IRSA £/ Amazon EKS”,
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HTRERH 5 HH) ASCP

ETF EKS BE4H 51K ASCP

WH Pod H13#y ASCP 75 A I8 R £ M H H1LTE Amazon EKS RiARIBRANEE. Xf7EEENR
TRERATHEERR :

- EELEREYA (pod) RAFITEBHANNBREEER,

- EAME Amazon EKS iRZA 1.24 HE & RAAT,

- EERSHENTYT BT,

EXEZEELR , {52 ¥ the section called “f¥ ASCP 5&E A T Amazon EKS WASBAHAFMHER.
EFRIEMN L

HET IRSA By ASCP MEATHRA SR ASCP Bt FEer , FERBUTHEE :

- 5% EKSversion : Pod Identity EEI &7k EKS 1.24+ , ™ CSI BB FEATIL S # EKS
117+,

« ZRER  ARASOUERRE (pod ) RARHERAVIZSF,
theE : FRAFDEEEANERNEFRIAE HBNER,
Ext  ARASOLTFTRMHRSKS |, ATURELIRE,

EEREFEENEAERT Amazon EKS IMEM H %,
Z#5EHF Amazon EKS B9 ASCP

AN BIALLEERA T Amazon EKS 89 Amazon ZAME BIRHREF. FH8 ASCP , A LU
Secrets Manager 5 #2248 #13k B 8923 Amazon Systems Manager ¥E8 X2 F) Amazon EKS
Pods H,

FRFMH

« Amazon EKS &£
- BDBRESOHRAE 1.24 FESKREK
* IRSA M7 1.17 REBIRA

- © Amazon CLI Z¥EHBE B/
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« B3 Amazon EKS 8 L& HBELE kubectl
« Helm ( ARZA 3.0 RESHRA )

LR MBEE ASCP

ASCP T 1£ secrets-store-csi-provider-aws Z# GitHub FEF 2|, EMESTE A FLIEFMESHZHN
YAML 324 =61,

ZEIRED , BELUF ASCP BEENERA FIPS ImR. Bx LinT KM%I&k , 2 Hthe section
called “Secrets Manager ¥ 5"

£ Helm &% ASCP

1. NARTFHEEOZHEL , B£A helm repo update.
2. 10 Secrets Store CSI Driver A%

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

3. ZEER, BEERETR , BAMUTIRE | --set-json 'k8sThrottlingParams={"qgps":
"number of queries per second", "burst": "number of queries per
second"}'

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

4. 70 ASCP B,

helm repo add aws-secrets-manager https://aws.github.io/secrets-store-csi-driver-
provider-aws

5. ZEER. EFAFIPSHR , BAMMUTHRE : --set useFipsEndpoint=true

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

EF#EPER YAML #ITRE
® EFHLJ\-Fﬁ%O
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helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/deployment/aws-provider-installer.yaml

RIFZEER

EIOUF EKS 58, Secrets Store CSI B T2FM ASCP A RERRN , TREUT HRIRE

1. WiF EKS £ENZERR

eksctl get cluster --name clusterName

Z B RIRE A XREFHNES,
2. IR Secrets Store CSI RFEBEFHNLERBN :

kubectl get pods -n kube-system -1 app=secrets-store-csi-driver

BNZEREEZITHARA (pod) , HEMWT : csi-secrets-store-secrets-store-
csi-driver-xxxo

3. IIF ASCP BHHZEIRR :

YAML installation

$ kubectl get pods -n kube-system -1 app=csi-secrets-store-provider-aws

LN
NAME READY STATUS RESTARTS AGE
csi-secrets-store-provider-aws-12345 1/1 Running 0 2m

Helm installation

$ kubectl get pods -n kube-system -1 app=secrets-store-csi-driver-provider-aws
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i R
NAME READY STATUS RESTARTS
AGE
secrets-provider-aws-secrets-store-csi-driver-provider-67890 1/1
Running 0 2m

BRZBEFATF Running MRS EEA (pod) -

BITXERTE , AR-—VIREER , BNZLEIMEAASEEST , BREEMFHER. WRESE
AEE , TREFEELEFHIARBNFERRE (pod ) B B ERHTHEHR,

HUE BERR

1. EEF ASCP RHEMNBL , BB1T

kubectl logs -n kube-system -1 app=csi-secrets-store-provider-aws

2. ®Ekube-systemin & ZEE A pod KR :

kubectl -n kube-system get pods

kubectl -n kube-system logs pod/PODID

FiB 5 CSI EZEFM ASCP HXHARA ( pod ) #NA T EEEIT RS
3. KE CSIEFHEFMRA :

kubectl get csidriver secrets-store.csi.k8s.io -o yaml

Za S RREBE R LEM CSI KB EFMEE.

HE R
BXF ASCP 5 Amazon EKS £4FAMNEZELR , BSHEUTRR :

. FABHEEHHE Amazon EKS £45FH
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https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
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« Amazon #ZEE[E CSI W FFF B GitHub

£ Amazon EKS R{ERAWH Pod B8 Amazon ZHAFELERH R CSI

Amazon Y Z M E ERHEREFS5EH T Amazon Elastic Kubernetes Service B Pod S REBER
NTE Amazon EKS LiE{THR ARFREMA TEBENZSM, MLHNEENESWMEEE. Pod Identity
£ M Secrets Manager & & %43 M Parameter Stor Amazon Systems Manager e RS E{L T
Amazon EKS B9

Amazon EKS B84 5 /@ EEE Amazon EKS #ZOEREBNR , AL TRESE , BLERE
Amazon EKS fl IAM BRF z Et1#R , MTfEI{L T Kubernetes R AEFELE IAM RS E, B85
HEMATESINERTHA—NIAM SEMEZTEFREEERE , HEFACLERSUSNERH
WiGRES, XTAEEFNATEACEEFANBERE , BT XREE , MBEXATREBELCRNF
ZiF R Amazon #iR , BT &M,

THERFR

1. BBRABEMHAENEERE (pod) 28 IAM B,
2. ASCP A AEH#THEMKIE. Amazon Web Services IR
3. MRIRBIZMN , ASCP 2K EFTERNWFLA HFHIEMHL Pod,

BEXEZEER |, 5 (Amazon EKS AF#EM) F M 7 #% Amazon EKS BES4A B4 TIERE,

TR

/A Important

=K Amazon EKS X ABRAF 1. Amazon EK S Anywhere S 7 3k6] EH BITE
) Kubernetes 2B~ #&i%IhEE. Amazon =ik Red Hat OpenShift fR%: EC2

« Amazon EKS & ( 74 1.24 HE SR )
« BILAT AR IGE Amazon CLI 1 Amazon EKS £ kubectl
« PHEPAD Amazon Web Services Ik ( AT EK /S 5E )
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https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.amazonaws.cn/eks/latest/userguide/pod-id-abac.html#pod-id-abac-tags
https://docs.amazonaws.cn/eks/latest/userguide/pod-id-how-it-works.html
https://www.amazonaws.cn/eks/eks-anywhere/
https://www.amazonaws.cn/rosa/
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=% Amazon EKS A 284 5 9 HE

ENARAFNEERESHEA | XMEE Amazon EKS BeR4E S MM A4

\

ZERRASHNRE

£ 8 2% Pod Identity Agent i :

eksctl create addon \
--name eks-pod-identity-agent \
--cluster clusterName \
--region region

B ARESMIRE ASCP

1. BIEMNPRREE , @ Pod FEIHRINHER
Fsecretsmanager:GetSecretValueflsecretsmanager:DescribeSecretfX R, HxXK
B =Bl , 2 H the section called “/Rfl : RERA RN AZBEANR",

2. PIETHAEAEFHE Amazon EKS RS E4IEERN IAM A6

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "pods.eks.amazonaws.com"
}I
"Action": [
"sts:AssumeRole",
"sts:TagSession"
]
}
]
}

1AM SKEEHEDNEZ A
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aws iam attach-role-policy \
--role-name MY_ROLE \
--policy-arn POLICY_ARN
BIERBASMXE, BXRHl, ESH (Amazon EKS AF#gmE) HMCIEA R4 5 5Bk
B IEESecretProviderClassEE Pod i ML Z4AN -

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleSecretProviderClass-PodIdentity.yaml

IRSA H1 Pod Identity SecretProviderClass Z [B]/f £ EX 3|7 F AJi&S HusePodIdentity, X
B-—NTEFER , BTHESORIESE, MRKREE , WA RSKS (IRSA) £/ 1AM A&
==

- EffF EKS Resd B , BFEAUTEESME : "true", "True", "TRUE", "t", "T",
- ERBEMEH IRSA , BRERENUTHEEME : "false", "False", "FALSE", "f", or
"F's
5 FERZTWEH Pod TPFBEILAT /mnt/secrets-storefi& :

kubectl apply -f kubectl apply -f https://raw.githubusercontent.com/aws/secrets-
store-csi-driver-provider-aws/main/examples/ExampleDeployment-PodIdentity.yaml

6. WMREFEAFLAE Amazon EKS &8 , BHREFHFTEN VPC EF Amazon STS KimT R, HX
BIRiR SMEE |, B3R (Amazon Identity and Access Management FIF#§R/) FH#ED VPC
i R o

KU ZAMNERIER

ERITIFARTEEBER , BETUTHS

kubectl exec -it $(kubectl get pods | awk '/pod-identity-deployment/{print $1}' | head
-1) -- cat /mnt/secrets-store/MySecret

RE Amazon EKS Pod Identity L1/ 8] Secrets Manager H ) 2 4R

1. BIENRERE , @ Pod EZHRINNER
Fsecretsmanager:GetSecretValueflsecretsmanager:DescribeSecretiX PR, BXXK
B R~ , 1SR the section called “7R I - SRELHI RN A Z4A B IBR”,
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https://docs.amazonaws.cn/eks/latest/userguide/pod-id-association.html#pod-id-association-create
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
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2. WMRPREZEZE , BT Secrets Manager A4,

o PEBERR
WA LB IR AESA (pod ) BEREEFE KZSHEIR.
BEERSRNERERE

1. EAUTHSRINAREA (pod) BHIR. WREXEEARAGBZR , BEA -n
NAMESPACE,

kubectl get pods

2. EIR Pod , BEUA T SHPODIDEREE E—5F KK Pod FH Pod ID, 1R &E F
NP R ZEE , B -n NAMESPACE,

kubectl describe pod/PODID

EE ASCP 4R

- HERMEAFZPEREZEFEE , BEUATWSPFPODIDFER csi-secrets-store-provider-aws Pod
8 1D,

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/PODID

¥ Amazon ZEAME B R CSI SREKF, IAM AEESEH (IRSA)

&

RE M

- REFEEEF

- BEZEENER
- BEHER

i

fF ASCP 5 IRSA £/ Amazon EKS 125
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FoRFH

o W5 EKS &8 (lRAR1.17 HESRA )
« BELLT AR AR Amazon CLI F1 Amazon EKS 28 kubectl

% & 15 R 2 Hl

ASCP ¥ % Amazon EKS Pod & H Xk IAM A&, EALE IAM RS HZ IAM AEIRER
fR. 2{ ASCP XA IAM B &} , EAILTGRERNNER. BRIFFEE IAM AEXE , BN HEBASR
FETRI B

& FYREY Amazon EKS Pod 17 Secrets Manager = #2240 B9 X bR

1. BIENPREKEEE , @ Pod EEIHRMNNZFR
Fsecretsmanager:GetSecretValueMsecretsmanager:DescribeSecreti PR, HXXK
B R~ , S ®the section called “/Rl : SRERFI RN A BB BIRER",

2. REFHBIE IAM OpenlD Connect (OIDC) 12 ( IREEE ). BEXEZEE , ESH
{Amazon EKS AIF#E®M) PR AEECIE IAM OIDC =4,

3. ARSKFEIE—NIAM AEHNREBINEZACG, BXEZER , H5H (Amazon EKS A
FiEE) PHARSKFCIE IAM A6,

4. WMREERAFE Amazon EKS £8 |, FHAERFTEN VPC EF Amazon STS RixTTR. AX
BIBIKFANEE |, 555 (Amazon Identity and Access Management /) F#EQ VPC

Ui o
BEEERNZH

EE ASCP WL ZFAEN XU RS LR XHESFE Amazon EKS A | IBEE S| — 1 the section
called “SecretProviderClass” YAML 4, SecretProviderClass 3 7T EHEHNZAUREES
XLERPAM R, SecretProviderClass4MEE 5| AR Amazon EKS Pod {4 F B —/Nan & ZEE
Fo

RIALEE S SR

LA 15 BA 5 B8 fn e £58 i /5 YAML 324 .yaml F1 ExampleSecretProviderClass.yaml S 22485 3
¥, ExampleDeployment
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https://docs.amazonaws.cn/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleSecretProviderClass-IRSA.yaml
https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleDeployment-IRSA.yaml
https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleSecretProviderClass-IRSA.yaml
https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleDeployment-IRSA.yaml
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£ Amazon EKS HiE#; 324

1. JgSecretProviderClassMATF Pod :

kubectl apply -f ExampleSecretProviderClass.yaml

2. EE{REY Pod :

kubectl apply -f ExampleDeployment.yaml

3. ASCP &EH X,

R BERR

EA LB R Pod S EBREE KSR,

1. FEAUTHHIRE Pod EM5%R, MREEEEARIANGEZE , BEMA -n nameSpace,

kubectl get pods

2. EHR Pod, FEATHSHpodIdEREEL—FSHKREIR Pod K Pod ID., MREEFEHAR
N R ZEE , BEMA -n nameSpace,

kubectl describe pod/podId

EE ASCP 4R

- EERMEFATHERESZEE , BEUTWSHPpodIdERA csi-secrets-store-provider-aws Pod
# 1D

kubectl -n kube-system get pods
kubectl -n kube-system logs Pod/podId

« I$IF C SecretProviderClass RD RAE %% .

kubectl get crd secretproviderclasses.secrets-store.csi.x-k8s.io
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WS RREIFXSecretProviderClassBEN B RENHELE,

«  ISIF SecretProviderClass R ER S0,

kubectl get secretproviderclass SecretProviderClassName -o yaml

Amazon HlZMEl B R EREF B RA
ASCP & 13 5&E 0 ij &) 42 5 7R 451

R~ S Amazon EKS B4 B3RS ( pods.eks.amazonaws.com ) BEA & HIRICSEHN IAM
REE

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "pods.eks.amazonaws.com"
}I
"Action": [
"sts:AssumeRole",
"sts:TagSession"
]
}
]

SecretProviderClass

R LAER YAML R EEFH ASCP £ Amazon EKS HRER ML, BXRH , HSH the
section called “SecretProviderClass A%,
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SecretProviderClass YAML 43

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: name
spec:
provider: aws
parameters:
region:
failoverRegion:
pathTranslation:
usePodIdentity:
preferredAddressType:
objects:

SHFRESHBERNHEAEER
X

( /% ) 412 Amazon Web Services X FH—1. WRFERLFER , ASCP FMNT R EMZE
BHER XE, ERQEMERBERAFTE , RERMNBWAEAKRERTSEE (pod ) WEFR
X,

MREEIEE failoverRegion , ASCP @ZHMNHANXERRFH, MRFE—XFIRE 4xx &5
iR (BINERWIFRE ) , ASCP HFRLEREM—NBH, WRKIIM region HHRIIZE
M| ASCP £HERIZZHE. WRRKKIM region PR EREIFEH , EEKIM failoverRegion
R ZFZ4A |, M ASCP 2 EHIZZ4AE.

failoverRegion

(k) MREBEBERFER , ASCP %A M region FENH XML FRE FEFH4A, MRE—
XigiR [E 4xx £5iR ( HlUNFRRIEMEE ) , ASCP B RLEHREM—1NF. WREIIM region
hRREZE , I ASCP 2EHZFHE, MEKRKIIM region PR RFIZH , BEEKIIN
failoverRegion F#FRE|%4A , Il ASCP £ERZZHAE. BXNAEALFERNTE , S
¥ ZXERAREES.

pathTranslation

( ATk ) R Amazon EKS A X4 EZ B ER B2 RN EFHANENEREZSR , H70 Linux £
BIRIT (/)o ASCP T BIRBERE D BAINER . Mk , ASCP FHA TR FRA iR
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BoRAF. NMRTEREFE , BRFHFRATRLE (), Bk, flan My/Path/Secret EH R
My_Path_Secret,

Bt FFER  BRWAFHE False,
usePodldentity

(k) BESHWIESRE, MRKREE , MBRIANRSKS, (IRSA) B9 IAM A,

- EfA EKS BRE 50 , BEAUTEEE : "true", "True", "TRUE", "t" & "T",

- EZHBMEH IRSA , BREANUTEEME : "false". "False", "FALSE", "f" = "F",
preferredAddressType

(k) HERSFEASHARBRILBENER IP it kR, ZFER{VEFEH EKS REH FH 8L
BEA , ERARSKFN IAM A2 R2K, ETXaRNE. BRERN :

« "ipv4", "IPv4" “5f "IPV4" — ER&|fEF Pod Identity Agent IPv4 % s
« "ipv6""IPv6", = "IPV6" — 3®&|fE A Pod Identity Agent IPv6 i
o RIEE — F auto I kiR |, 2R IPv4 A, IR IPv4 RWNIELRE IPVE i &

objects

TEEERBHAN YAML FRFAH, RIMNBWUER YAML ZSITFHFRRNEL () F5o

objectName

PE, EEERINNBHERSHH BT, X TF Secrets Manager , iIX2 SecretId &% , AL
ERANKEFETH , AT LLRTE ARN, X F SSM Parameter Store , XS Name B |
AR HNEHRRTE ARN,

objectType

MR T Secrets Manager ARN AT objectName , EEX/ME/E TJLAR secretsmanager
=} ssmparameter,

objectAlias

( ATi& ) Amazon EKS B84 ( pod ) FEHAMXH R, MRFIEELFE , W objectName
ERXHEEE R,

MR

(k) 4 UN\REFRHE , CREEATERZHNXENR, MREREELFTER , MRKIA
ﬂg "®644"o
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetSecretValue.html#API_GetSecretValue_RequestParameters
https://docs.amazonaws.cn/systems-manager/latest/APIReference/API_GetParameter.html#API_GetParameter_RequestParameters
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ObjectVersion
( /i ) ZAMMREK ID, T#HE , RABRERZANEFLIAERMRAK ID. RINBERT , £4
BHFRA ., MRBIE failoverRegion , M FEFRTRE objectVersion,
objectVersionLabel
( Ak ) ARAHIBI B . BRIAFEFTHRA AWSCURRENT, BXEZEE. , iS5 the section
called “BHHRA", MRBIE failoverRegion , M FEFXTRE objectVersionLabel,
JMESPath

( Wik ) RSP RRE B E/E Amazon EKS REHN XY, EFRALFER , FHAESAXRH
JSON #R, MEFERHLFE , “METEFFE path M objectAlias,

path

Kk EZAERN JSON FREXNNEH. NIRZFROASEFTH , BEALSISHHBTHR
X, 0 : path: '"hyphenated-path"'

objectAlias

EEH ) Amazon EKS BE4H (pod ) PHIXHE, NRZFREOSEFTH , FEARSS
STEBITH Y , Hlt0 : objectAlias: '"hyphenated-alias"'

MAFRPR

(k) 4 uN\#HBFFE  CEERATRRBEANXHNR, MRAREELFER , MEKIA
RIS R SR

failoverObiject

(WiE ) MREEERFER , ASCP 2ZHKEE objectName FIEEH ZAM
failoverObject objectName FFERHPIEEMNE, MREM—NERE 4xx ik ( Hla S
BRIEFI ) , ASCP T aEHEM—NEH. MRKIIME objectName i ZREIZH |
N ASCP £ERIZFAE. MRRKINMNE objectName FRRFIZ4A , B RKIMM KM
# objectName AR ZREIZ , M| ASCP «EH ZEHAEH, WRTERFER , RXITNTETFTER
objectAlias., BXUMAIFEALFEN TG , BESH HEEBRITRANER,

UKREBRATRANN  BEEALTH. SXNAREARNRA  B5H 2 X054
MRS,

objectName

KWEBEBEANBHHNTE ARN, MREA ARN , Il ARN AR XEAHEF B
failoverRegion PTEL,




Amazon Secrets Manager ArfEm

ObjectVersion

( Wik ) BB ID, HHEFE objectVersion i, F#HE , RASXEHZHAN
HAMEFMA 1D, BMIAMERT |, EARIRA
objectVersionLabel

(AL ) iRAH BB, BRINAZIARA AWSCURRENT, BEXEZEE , BSH the
section called “Z34f iR A",

BIEE K SecretProviderClass Bt & LATE &R Amazon EKS BeshEFH4H,

Pod Identity

SecretProviderClass E1E @ — Amazon EKS S8 HRERZ , BT TRAE

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets-manager
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
usePodIdentity: "true"

IRSA

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: deployment-aws-secrets
spec:

provider: aws

parameters:

objects: |
- objectName: "MySecret"
objectType: "secretsmanager"
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SecretProviderClass A%

2 X LR 51 T E Y% R 812 SecretProviderClass BLi&,
Rl REATS ARN EHEHA

1t R BA e s = M R EIR R B4R

- HTE ARN IEEN
- BEMEENE
- BHANBERE

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: aws-secrets
spec:

provider: aws

parameters:

objects: |

objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret2-

d4e5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecret4"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"

R NBRAERREXN
e RBIE B AN JSON XAV B4R RIS ER REXT -

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: aws-secrets
spec:

provider: aws

parameters:

objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret-

alb2c3"
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jmesPath:
- path: username
objectAlias: dbusername
- path: password
objectAlias: dbpassword

R BT AR RERER
1bb 7R 5158 B 4 a] 468 A 45 TE XA X PR EE B B A

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
filePermission: "0600"
jmesPath:
- path: username
objectAlias: dbusername
filePermission: "0400"

R KRB E B RH

XERFERT MANBAEEREER.
SXEZARERR

L RGIEB I A B S KB E SN B HEE B3 ERS -

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
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objects: |
- objectName: "MySecret"

HERB I TENESR

L RBIEBA RS ERBEENTRNESR (FTREIE )

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "arn:aws:secretsmanager:us-east-1:777788889999:secret:MySecret-
alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:777788889999:secret:MyFailoverSecret-d4e5f6"

Hi® R
BX¥ ASCP 5 Amazon EKS £6FAMNEZER , BSHEUTRR :

. JARBAHFHES Amazon EKS &5 H
« £/ Amazon Z{ANE EREESF
« Amazon #ZEE[E CSI W FFF B GitHub

£ Amazon Lambda B £ Amazon Secrets Manager %4

Amazon Lambda 2 —MEREZF[ITERS , FELRLTEMEREERS[EAWizTRE, Parameter
Store ( Amazon Systems Managerfy —IIhaE ) ATREZ LN EFM , ATRESREEENZH
B, BLER Amazon S FE4 Lambda 7 REF KK RFETF Lambda EKEFH Amazon
Secrets Manager 48 , MEAEFEEATFAILED, EXFEALT BEFNFHAFEE , iHZH Lambda
F R EIEETIE Lambda BEF FE A Secrets Manager 4,

Amazon Lambda 135


https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/integrating_ascp_csi.html
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.amazonaws.cn/lambda/latest/dg/with-secrets-manager.html
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Secrets Manager 47 #Ht Lambda

Lambda FF &% &R ME 7 £ Lambda R+ #H Secrets Manager Z4A £ HEi%8H. FFHRER :

1. #RBBE Lambda EEH F A Secrets Manager Z4 Y step-by-stepHiE# 1TIRIE , HP3IFE -
- FRAREENZITIEIZE Lambda B3 ( Python, Node.js, Java)
* £ Amazon ZEMEA Lambda T BAMAE
- BEXENNR
- RERBUN BEFPRENE
2. TRATREY BEFTHANKEEE  SREFRENERN
3. THREARRARETR

1£ VPC A {# M Secrets Manager # Lambda

IR Lambda EREFE VPC Fiz{T , BEEBIE —/ VPC i 2T 8EVE A Secrets Manager, BEXE%
88 , 534 the section called “VPC i & ( Amazon PrivateLink ) "o

A Amazon S ME4H Lambda ¥ B

Z¥ B LA & Secrets Manager 243 Parameter Store $%, BEXxET BEREASHRE#ESEN
HHEER , i5ZRAmazon Systems Manager AP EMHFHE Lambda KB F ERASHBE#ESE.

Systems Manager X #4&¥E :

- FREPAZY BEFONESRERESER
o BX[Y RBAME Lambda B ¥ 387

- ATEEY BRIMEERE

- BATRRZBHRBlmT

- FIEXIFHEMTXE ARNs Wi RTESIR
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https://docs.amazonaws.cn/lambda/latest/dg/with-secrets-manager.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/ps-integration-lambda-extensions.html
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£ 18 Amazon Secrets Manager ¥

Secrets Manager {32 2 (A= ERY

Amazon Secrets Manager RIBR —TEFim HTTP BRSS , W HBIERELEIT EREFFEA Secrets
Manager FHZEHAN AR, BAILUFEATUTRS :

« Amazon Lambda

* Amazon Elastic Container Service

* Amazon Elastic Kubernetes Service

» Amazon Elastic Compute Cloud

Secrets Manager Agent RRZAHTFHEFENED , ATEHNAZRFN R ENIREZLS , mMF
E1Zi8 A Secrets Manager. Secrets Manager Agent RAEEENZR4E , M A 18R HF4,

/A Important

Secrets Manager {RI2{F F EIR R B Amazon EUERA A Secrets Manager. E 843 AR
ERmiESRIAIE ( SSRF ) BRI , BHRSHHELZEM, BRIABIRT , Secrets Manager
Agent FEAREF ML-KEM ZARMEN L ERZENHEHRIR,

T % Secrets Manager REEF

Secrets Manager REFERNERE , ZEF ST Secrets Manager REEFNEE. TRB\BEUT
WA E R R EFHNZAE

o BIARIFTIME (TTL) 5 300 #

- BEULERERENXHBHR TTL

o H{R1E TTL BHIGERBAN , MK ERF

(® Note

Secrets Manager REFRIIFEEFAN. MRFAEEFFAIH AR , M Secrets
Manager {32 A] BE 2 IR B33 B 9 4R 1B .
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Secrets Manager REBIREIMNZAES GetSecretValue WMNEXMEE. ZRABEEEFEFRETM

#o

£}

- #%E Secrets Manager I

« Z% Secrets Manager LI

« f£F Secrets Manager KRR R4

o T ffrefreshNowZ %k

- BE

Secrets Manager {38

AN EE

- BEIER
- ZRMIEEM

F3%# Secrets Manager LI

HEFFtR2 Bl , FRREENENTFELTERET K TEMNMRust TR,

(® Note

B8l , % macOS EERZfipsREMNER THERERFEUTHEREE

o BIE—NEHHNIFIELZESDKROOT , ZEEBIRENIZEITER xcrun --show-sdk-path

RPM-based systems

HET RPM HRE L2

1.

FRE#HEPRMEN install B,

ZHARER S ER — YR SSRF TEFFEFEMEH /var/Tun/awssmatoken
., REBABEMN awssmatokenreader A A LLEEIZS

EATESHNNARFENMTHEXY  SEESNARFEETETHWAP KRS
awssmatokenreader ., #liN |, BAILAERLLT usermod & F N AR FIEE S X4
HXBR , HA<APP_USER>RMABRFEHTZTHAF ID.
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sudo usermod -aG awssmatokenreader <APP_USER>

ZRFEXTE
EETRPM MRS (MAL2023) £, ZE“FRIE A :

sudo yum -y groupinstall "Development Tools"
3. & Rust

R BB Rust X L% Rus t FHYLBE B 1TIR/E -

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

4. FENRE

£ H cargo build is S ¥IE Secrets Manager X3 :

cargo build --release

BIF1E target/release/aws_secretsmanager_agent T HREIWITXH-

Debian-based systems
£ E T Debian B R4 L ¥
1. REFRIE
£ E T Debian RS (30 Ubuntu ) £, REREXLES :
sudo apt install build-essential
2. &% Rust

2 Rust XHEHZ % Rus t PRV BARITIRGE !

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions

3% Secrets Manager X2
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. "$HOME/.cargo/env"
3. MWERE

£ H cargo build is 52 Secrets Manager X2 :

cargo build --release
I&JS1E target/release/aws_secretsmanager_agent R EI A ITXH-

Windows
£ Windows L#3%2

1. REFEHE

B & B Microsoft Windows X4 H#Y Set up your dev environment on Windows fo r Rus t

2. FMEARE

£ cargo build fn S #% Secrets Manager X2 :

cargo build --release
I&JS1E target/release/aws_secretsmanager_agent.exe NHREIWHITXH-

Cross-compile natively

AR R GiE
1. REXXEEFIR

£ mingw-w64 S AITAR ( Fl120 Ubuntu ) £ |, BREXIRFFITELE

# Install the cross compile tool chain
sudo add-apt-repository universe
sudo apt install -y mingw-w64

2. 7h0 Rust B9 B R

Z 3 Windows GNU wiIZB#5 :
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rustup target add x86_64-pc-windows-gnu

3. 7 Windows 32

A

R R 4wiFEA T Windows FILER
cargo build --release --target x86_64-pc-windows-gnu

&I E target/x86_64-pc-windows-gnu/release/
aws_secretsmanager_agent.exe & B AT HIT X

Cross compile with Rust cross
£ Rust R X#H TR X miE

MREREEAGZERXXEELE , N LAERA Rust RXWB. BEXEZEER , 5H c https://
github.com/cross-rs/ross.

/A Important
BANRWU N ERIRRM 32GB HVHE 2=,

1. 1&i& Docker

ZEMEE Docker :

# Install and start docker
sudo yum -y install docker
sudo systemctl start docker
sudo systemctl enable docker # Make docker start after reboot

2. Bti& Docker X R

2/ A P 7S ZEI docker BE4A -

# Give ourselves permission to run the docker images without sudo
sudo usermod -aG docker $USER
newgrp docker
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3. 7 Windows 132

R % cross FE K AT SUH

# Install cross and cross compile the executable
cargo install cross
cross build --release --target x86_64-pc-windows-gnu

Z ¥ Secrets Manager X

ML REET RS ITEIRNE,

Amazon EC2
£ 5% %% Secrets Manager X EC2
1. SMEEER R

IR BB EE * :

cd aws_secretsmanager_agent/configuration

TREMA

N
[oii

ZEAT M REM install install BIA,

ZHIARERB ST ER —NHEYLA SSRF TEFFEFEMENXH /var/Tun/awssmatoken
b, REMABERN awssmatokenreader A7 LUEENZ S A,

3. EENAEFNER

TN AEFNAF KA INElawssmatokenreader A -

sudo usermod -aG awssmatokenreader APP_USER

APP_USERBMAEITNAERNERANAF ID,

%% Secrets Manager X2 142



Amazon Secrets Manager ArfEm

Container Sidecar

] LAE A Docker ¥ Secrets Manager KEENKMIMBABRENARF—BZ1T. RE , BN
BRI LAM Secrets Manager REBIZ A AR ih HTTP RS RFH. BX Docker HER |, BS
% Docker 344,

A Secrets Manager X328 2 N A 25
1. SIZRE Dockerfile

7 Secrets Manager X3t tn A 28 812 Dockerfile :

# Use the latest Debian image as the base
FROM debian:latest

# Set the working directory inside the container
WORKDIR /app

# Copy the Secrets Manager Agent binary to the container
COPY secrets-manager-agent .

# Install any necessary dependencies
RUN apt-get update && apt-get install -y ca-certificates

# Set the entry point to run the Secrets Manager Agent binary
ENTRYPOINT ["./secrets-manager-agent"]

2. BIEN AR Dockerfile

NN E i R AR F I — Dockerfileo
3. % Docker Compose X #

f# Docker Compose X , FAXEZEMBZZOZTANAES .

/A Important

B NE Amazon EIEHM SSRF G , MARERF T 8EfE A Secrets Manager R,
%t F Amazon EKS 1 Amazon ECS , H#ZHUTHEA :

- £ Amazon EKS AFEEHP@@ EE 15 RIXE
« W5 ECS FF X EIEEFH Amazon ECS 1£55 IAM A&
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version: '3'
services:
client-application:
container_name: client-application
build:
context:
dockerfile: Dockerfile.client
command: tail -f /dev/null # Keep the container running

secrets-manager-agent:
container_name: secrets-manager-agent
build:
context:
dockerfile: Dockerfile.agent
network_mode: "container:client-application" # Attach to the client-
application container's network
depends_on:
- client-application

4. EFIEREIR

& secrets-manager-agent —# &3 #4E HE B EER Dockerfile 1 Docker Compose X
HHRE—-1NEFF,

5. MEHEZTESR
& F Docker Compose B HIiZ{TRES

docker-compose up --build

6. BESR

IR £ Secrets Manager REMNEHNEFIRBRRTRERN., BEXELZER , #5H
the section called “f#F Secrets Manager X KR40,

Lambda

XA LA S ecrets Manager K3 @ % Lambda ¥ B. RS , LA LUTEEREFRMNE Lambda
BE¥H , HM Lambda B#IEA Secrets Manager fERKIREVE 4R
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RAriEmE

AR BA B In{aF i secrets-manager-agent-extension. shd B RBIBI A Secret
MyTests Manager fXX24EJ Lambda # B# 1T &% , https://github.com/aws/aws-secretsmanager-
agent MM IRERE Y& 4R,

7 Secrets Manager G268 Lambda ¥ &

1.

Package VI Z

M Secrets Manager RERBBHNIRE FETUTHE :

AWS_ACCOUNT_ID=AWS_ACCOUNT_ID
LAMBDA_ARN=LAMBDA_ARN

# Build the release binary
cargo build --release --target=x86_64-unknown-linux-gnu

# Copy the release binary into the “bin® folder

mkdir -p ./bin

cp ./target/x86_64-unknown-linux-gnu/release/aws_secretsmanager_agent ./bin/
secrets-manager-agent

# Copy the “secrets-manager-agent-extension.sh’ example script into the
‘extensions® folder.

mkdir -p ./extensions

cp aws_secretsmanager_agent/examples/example-lambda-extension/secrets-manager-

agent-extension.sh ./extensions

# Zip the extension shell script and the binary
zip secrets-manager-agent-extension.zip bin/* extensions/*

# Publish the layer version
LAYER_VERSION_ARN=$(aws lambda publish-layer-version \
--layer-name secrets-manager-agent-extension \
--zip-file "fileb://secrets-manager-agent-extension.zip" | jq -t
'.LayerVersionArn')

Bt & SSRF T4

REMBIAEE 2 B30 SSRF SIEEB R ETIRE
EAWS_SESSION_TOKENZ{AWS_CONTAINER_AUTHORIZATION_TOKENIREZEHREN
B(FE—1"NEE2EATREAMW Lambda ¥ ) o SnapStart & , BRI KA EH Lambda
BN EEEENAWS_TOKENIMEEZE , AN ZEERETHMOANER, MREERME

Z % Secrets Manager X
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FAWS_TOKENREZE |, M4BT 1ambda:UpdateFunctionConfigurationi Aki%
EZRETE,

3. NEEHINEEEK

2 R A B8 HY Lambda B3 :

# Attach the layer version to the Lambda function
aws lambda update-function-configuration \
--function-name $LAMBDA_ARN \
--layers "$LAYER_VERSION_ARN"

4. EFTERBMAE

E#EH Lambda B%LAhttp://localhost:2773/secretsmanager/get?
secretId=MyTestfEfX-Aws-codes-Secrets-Tokentrk{ERENRKE LIRFETEZ
—i SSRF TENEHITER , UMREFH, SHENABRFRABIXIINEREE , LEN
Lambda § B HBLFEMR PR LR,

5. MiKLEER

A Lambda BB KIERE B EFIREUER.

£/ Secrets Manager (R EB &K R4

ERZF  BEABABSHR ARN ERAERS KA AR Secrets Manager X Eiim K. BRIANER
T , Secrets Manager RIE 2K EZ4AM AWSCURRENT WA, ERFRHMARA |, iE#FH versionStage
= versionld ¥,

/A Important
7T HBEIRY Secrets Manager KB , BAMEBTMERP B E SSRF TRk : X-Aws-
Parameters-Secrets-Token, Secrets Manager {RIB&IE4 & A L FRL S EH LM SSRF
SHENIER, BAILUE the section called ‘Bl BiE T H B E X SSRF #rk & #o

PREIR

Secrets Manager {CE2# A Amazon IEA F Rust B SDK , 1% SDK ffFAmazon FiF iR HiZFE, X
L AM EIEM B9 RE T Secrets Manager KER RZ AR,
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» secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

BEXANBHNEZEER |, ESH the section called “NRSZE",

/A Important
FZPEPLA Secrets Manager REf5 , ERAENIGEITEIFEN SSRF TR A FER UM
Secrets Manager RIEBZFF LA H. BXEZER |, i5ZH the section called “Z£MEE
B,

T~E R
curl
Example RI-EA curl FREXN

BUT curl REIETR T MM Secrets Manager NEERIUEH, R T XA+ HFEH SSRF
X RBRMAFEROINLE,

curl -v -H \\
"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID' \\
echo

Python
Example 7"l — £/ Python SRERBS

AT Python RAIEB TR T t{M Secrets Manager RIEBIREVZ . ZRBIGKH T XHHEEN
SSRF , ZX#HREZFEMAF M REINME.

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID"
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# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

T firefreshNows 3k

Secrets Manager REEAAFEEREFHEZHAE , FESEHRIFRAE. RANBERT , HEEER
A (TTL) BHEERZH , BESF 300 WRIH —R. B2 , XMEEARNSBRHAELEN , 5
P RMRBZAEEFRE T BRI,

N T EERILBRE , Secrets Manager Agent 357 URL refreshNow F AN S, BALMERA LS
BREFIERFBANE , SIEFHEREEERZH up-to-datefE B

FRIATTH (& B refreshNow)

- ETTL Bz aiEARFE

« RETTL ZEFRIFZER ( BIAJ 300 %)

- MRFAEERFLH AR , WAEXIRERKIBE
THE refreshNow=true

- TERLUERF
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« BE3ZM Secrets Manager h 1 R &N ZBE
- FRAFEEREEHEETIL
- BREBAREEHTVUEZE

5 5l Bl ¥ % HH B

/A Important

refreshNow HERIAE N false, IRENRtrue , B EE Secrets Manager I EL B 34
FISTEM TTL , # X Secrets Manager 317 API @M,

curl
Example =5 — 5/ curl 52 $l fl #2548

BAF curl RHIBR T W{a58 % Secrets Manager RERIFT ., TR T X4hHFEN
SSRF , ZXHRLZEMAEFE ROINME,

curl -v -H \\

"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID&refreshNow=true' \
\

echo

Python
Example ~4I-f£H Python 58 &l 7l #7 247

LU Python RIR R T WM Secrets Manager {REBIREVZ4H, ZRHHKI T XHFHEEN
SSRF , ZX# R LREM A7 REINLE,

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?
secretId=YOUR_SECRET_ID&refreshNow=true"
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# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

Bl iE Secrets Manager 13

EE I Secrets Manager REWEE , EoI2—N TOML BEXH , RAEREA ./
aws_secretsmanager_agent --config config.toml,

[V
log_level

Secrets Manager R BHEFIRENIFMERE - DEBUG, INFO, WARN, ERROR = NONE, 2t
IAMER INFO,

log_to_file

BB R &R stdout/stderr : B, true falseZRIAERN true,
http_port

A HTTP RS 8R[VIR O |, SEETE 1024 F 65535 ZiEl. BRIAENRN 2773,
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region

AT ERE Amazon Xif, MRKIEERXE , N Secrets Manager KE2RHE SDK ¥ E XiH,
BXEZER , HZ (Amazon SDK for Rust FF & A A 1ERE) HEY Specify your credentials and
default Region,

ttl_seconds

ZEWMEN TTL (AR AR ) , SEETE 0 F 3600 ZiEl. ERIAENRN 300, 0 RREEERF.

cache_size

ZETALUEHENEAZARE , SEEHE 1 ) 1000 2@, RRIAEN 1000,

ssrf_headers

Secrets Manager {2 & SSRF THEMIRLBEMFIR. BRIAMEN “X-Aws-Parameters-Token”,
X-Vault-Token

ssrf_env_variables

Secrets Manager RIEBR|AFRE SSRF THNMREERMS|K,. FETEANUTETER
SEEXEWEI A , TR : AWS_TOKEN=file:///var/run/awssmatoken. ERIAN
‘AWS_TOKEN, AWS_SESSION _TOKEN, _AUTHORIZATION AWS_CONTAINER _TOKEN",

path_prefix

ATHEEBERRENETREMNERN URI BIR. FRINMER NV,

max_conn

Secrets Manager R A TR E HTTP B mM R AEER , SBETE 1 £ 1000 ZHE. BRIAER
800,

A hRE

B R --featurestrEfkigss | LA Secrets Manager Agent , A A% IhAEcargo builds
AT AThaEE

£ R IhREE
prefer-post-quantum

ERMEERFZEEX25519MLKEM768M B AR MEE, BN, ©A A , EFRRHESLER.
X25519MLKEM768 2 — MBS post-quantum-secure AR & 3%,
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fips

HREEANZBEMFRSESN FIPS HLENZB,

BE&icH
Aty B &

Secrets Manager I 2 A #F 45 1% 1d F F stdout/stderr H1ogs/

secrets_manager_agent.log , EABURTEELZE, log_to_fileH N AR Secrets
Manager fCEERIRENZAN , SERARETERHLBES, EMTF2ERE CloudTrail BEH,
HEfH#

LA E 10 MB B |, Secrets Manager RELBIE— MW BEEXH , HERHABRZHFEMENH
FX

Amazon R BE

HET 232 Secrets Manager CloudWatch, CloudTrailM Secrets Manager X IREVZZ AV B
RFHIMEXL AEHR, H Secrets Manager RIE A Secrets Manager RIREVZEART |, iZA A
£18R 7 CloudTrail Secrets Manager R¥EFfF&EFaws-secrets-manager-agent,

B fE R EE B &2 FKiEWthe section called “Fl EiE I,
ZEeMHEEEM

EEE

FNFREREYE , GEERAREBELIRT M SSRF SETHANMNE , BEREN NEN. A TRE
HENZ LR , Secrets Manager RIEBHEEEN 5 Secrets Manager ik A] ARV T, 45l

o, EISE EC2 £ |, /A Amazon &8} , Secrets Manager REMEEEN 5EIEMEMEE
EC2,

/A Important

MENAREFEELZSEZIRH B ARMERNT Secrets Manager ZiE8{E 2 5 AR F R IR R
AR, NZEMEABETFIES Amazon SDKs SIBFHNMBRAR, BXESEL , ESARK
W

CE3EES 5
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£/ C++ Amazon B #4FF & T EB3KEL Secrets Manager Z4A{E

NF C++ AT , iBFEHGetSecretValuesh B #iE FH SDK BatchGetSecretValue,

TR RIBRHIERT W{A3REX Secrets Manager Z{E.

FTEMNPR : secretsmanager:GetSecretValue

//! Retrieve an AWS Secrets Manager encrypted secret.
/e

\param secretID: The ID for the secret.

\return bool: Function succeeded.

*/
bool AwsDoc::SecretsManager::getSecretValue(const Aws::String &secretlID,

const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :SecretsManager: :SecretsManagerClient

secretsManagerClient(clientConfiguration);

Aws: :SecretsManager: :Model: :GetSecretValueRequest request;
request.SetSecretId(secretID);

Aws: :SecretsManager: :Model: :GetSecretValueOutcome getSecretValueOutcome =
secretsManagerClient.GetSecretValue(
request);
if (getSecretValueOutcome.IsSuccess()) {
std::cout << "Secret is: "
<< getSecretValueOutcome.GetResult().GetSecretString() << std::endl;

}
else {
std::cerr << "Failed with Error: " << getSecretValueOutcome.GetError()
<< std::endl;
}

return getSecretValueOutcome.IsSuccess();

5/ JavaScript Amazon SDK 3kXEX Secrets Manager #4A{E

X F JavaScript NARF , BHfEMAgetSecretValueRERE A SDK batchGetSecretValue,

TR RBIE TR T anfaI3REX Secrets Manager 24318,
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FTEMNPR : secretsmanager:GetSecretValue

import {
GetSecretValueCommand,
SecretsManagerClient,

} from "e@aws-sdk/client-secrets-manager";

export const getSecretValue = async (secretName = "SECRET_NAME") => {
const client = new SecretsManagerClient();
const response = await client.send(
new GetSecretValueCommand({
SecretId: secretName,

1),
);
console.log(response);
// A
//  '$metadata’: {
// httpStatusCode: 200,
// requestId: '584eb612-f8b0-48c9-855e-6d246461b604",
// extendedRequestId: undefined,
// cfId: undefined,
// attempts: 1,
// totalRetryDelay: 0
// Y,

// ARN: 'arn:aws:secretsmanager:us-east-1:XXXXXXXXXxxx:secret:binary-
secret-3873048-xxxxxx"',

//  CreatedDate: 2023-08-08T19:29:51.294Z,

// Name: 'binary-secret-3873048',

// SecretBinary: Uint8Array(11l) [

// 98, 105, 110, 97, 114,
// 121, 32, 100, 97, 116,
// 97

/7],

// VersionId: '712083f4-0d26-415e-8044-16735142cd6a’,
// VersionStages: [ 'AWSCURRENT' ]
// %

if (response.SecretString) {
return response.SecretString;

if (response.SecretBinary) {
return response.SecretBinary;
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i

# A Kotlin Amazon SDK 3RER Secrets Manager By 248

3 F Kotlin IR |, B #FE M GetSecretValuesBatchGetSecretValueE #iE A SDK.,

TR RIBROIERT i{A3REX Secrets Manager ZH{E.

FTEMPR : secretsmanager:GetSecretValue

suspend fun getValue(secretName: String?) {
val valueRequest =
GetSecretValueRequest {
secretId = secretName

}

SecretsManagerClient.fromEnvironment { region = "us-east-1" }.use { secretsClient -

val response = secretsClient.getSecretValue(valueRequest)
val secret = response.secretString
println("The secret value is $secret")

£/ PHP Amazon FF & T E‘@3RHEX Secrets Manager Z4A{H

F PHP RiFATEF , BEEMFEA GetSecretValue & BatchGetSecretValue A SDK,

AT RERFIE TR T aNfEI3RE Secrets Manager 24318,

FTEMNPR : secretsmanager:GetSecretValue

<?php

/**
* Use this code snippet in your app.
*

* If you need more information about configurations or implementing the sample

code, visit the AWS docs:
* https://aws.amazon.com/developer/language/php/
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*/

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

/**
* This code expects that you have AWS credentials set up per:
* https://<<{{DocsDomain}}>>/sdk-for-php/v3/developer-guide/quide_credentials.html

*/

// Create a Secrets Manager Client
$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => '<<{{MyRegionName}}>>",

1)

$secret_name = '<<{{MySecretName}}>>"';

try {
$result = $client->getSecretValue([
'SecretId' => $secret_name,

1);
} catch (AwsException $e) {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
throw $e;

// Decrypts secret using the associated KMS key.
$secret = $result['SecretString'];

// Your code goes here

£ Ruby Amazon SDK 3REHX Secrets Manager Z4A{E

F Ruby NFARRF , iHEEMFH get_secret_value 5 batch_get_secret_value A
SDK,

TR RBIE TR T ifRI3REX Secrets Manager 24318,
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FTEMNPR : secretsmanager:GetSecretValue

# Use this code snippet in your app.

# If you need more information about configurations or implementing the sample code,

visit the AWS docs:
# https://aws.amazon.com/developer/language/ruby/

require 'aws-sdk-secretsmanager'

def get_secret
client = Aws::SecretsManager::Client.new(region: '<<{{MyRegionName}}>>"')

begin
get_secret_value_response = client.get_secret_value(secret_id:
'<<{{MySecretName}}>>")
rescue StandardError => e
# For a list of exceptions thrown, see
# https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
raise e
end

secret = get_secret_value_response.secret_string

# Your code goes here.
end

5 3R AV 4A1E Amazon CLI
FTEMNPR : secretsmanager:GetSecretValue
Example ¥R Z (AN N Z4AE

LAR get-secret-value RBIERENE B A ES

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

Example &R 2 BIfV Z4HE

LR get-secret-value ;RGIFRELZ BIHY 4R {E

aws secretsmanager get-secret-value \

Amazon CLI
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--secret-id MyTestSecret
--version-stage AWSPREVIOUS

fE At EIREL— A #1238 Amazon CLI
FTENR :

* secretsmanager:BatchGetSecretValue
- NERRNBNEHME secretsmanager:GetSecretValue PR,
- MREFERATELESS , NE LA secretsmanager:ListSecrets,

BRI EEREH =B , F3 1 the section called “Rfl : #HtEHK ZE—HBREAENNE

/A Important

WMREH VPCE REEIELTE R EERFENHATRRENRZHNE , N
BatchGetSecretValue F&REMEM#MEZRE , HF ALRE4E IR,

Example # REB I HH —ARENRWFE

LR batch-get-secret-value REFRB=NBEZHNHZE,

aws secretsmanager batch-get-secret-value \
--secret-id-1list MySecretl MySecret2 MySecret3

Example & RFFIERIERN — AR BN ERE

LAF batch-get-secret-value RAIFREER B N Test' RS MZ N W EE,

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",Values="Test"

£ Amazon & HI B IRENZAE

RRER (EFHE )

1. $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o
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2. EWEIRP , ERERRNMWE,
3. EEPEHIP , EERREHRE.

Secrets Manager & R ZH Y BIARAS (AWSCURRENT), EEEWBFN E MR | 440
AWSPREVIOUS S B BEMFRZHMRA |, A the section called “Amazon CLI",

£ #{# | Amazon Secrets Manager #%% Amazon Batch

Amazon Batch AJ % B8 LizfTH#t 21T & TESE Amazon Web Services =, f£/H Amazon
Batch , A LU BUBEIE F AEN | &R EERBEIEFME Amazon Secrets Manager HlZ A |, &
BEELELDSIATCH]. BXEZELR , B2 R ME A Secrets Manager 18 E BB EIE,

#£ Amazon CloudFormation &R 3REX Amazon Secrets Manager

£/ Amazon CloudFormation , & 7] LA# 3R %34 LLfE Hfh Amazon CloudFormation &R,
ENZERE %A Secret Manager £ XM ZB AR  RENZZHATREAFBNES |
IREFRBIEENEIL. BXEHMERZANESE Amazon CloudFormation , i5& B Amazon

CloudFormation,

E#ZE Amazon CloudFormation EHRHPHZER , BEADDEIAH. ke , 5| ASNERE
#2E E] Amazon CloudFormation BiRH , Ft B A HREEHITERES, HR , B UBELER
= ARN K5| %4, BAUEEARERREREAXNZANNNSIA. BFEERRERTHE ( Hl

AWS: :CloudFormation::Init ) AEANZANZRSIA , AN ELERAEERESF TN,

AN ASS|I AERXNT
{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

secret-id
BN ARN, EiFEIE Amazon kP HREZE |, BULUERZZHABM. BEifRHA
Amazon kP4 |, BEAIZZEHAN ARN,

json-key ( A% )

ERRHENBENNRBEN. WRKREEjson-key , Ml Amazon CloudFormation 1 REN 1%
XK, BT BE8ESF/R(:).
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version-stage ( A% )

EFEANZEHAMMAE, Secrets Manager ER IR R EAE FIROERBEREFRRMNRA, WRERE
f version-stage , WIFAEHEE version-id, MREBERIEE version-stage , LRIEE
version-id , MEEIREFHN AWSCURRENT A, It BRABEBEEEER ().

version-id ( A% )

EFAN AR —IRRA, MRISE version-id , MFEHE version-stage, MRE
BEAR$ETE version-stage , tHR¥EE version-id , MEFEIZRE RN AWSCURRENT iRA, Ltto
BABEEESTFR ().

BXEZER , BSRFEASSEIAIEE Secrets Manager #%,

® Note

FEFEARMITI\)ENREEXRCEDZASIH, Amazon CloudFormation Fo & HTIX L]
A, X&SERFEHE,

£ GitHub T4 #EH Amazon Secrets Manager #%%

E7E GitHub B R {ER 4R |, B LA A GitHub #4EM Amazon Secrets Manager H48 R4 H ¥
HENBBWINETER/NE GitHub TEREF. BX GitHub RIENEZEER |, iHSH 7 #GitHub

XHFH GitHub #24E,

HYRME GitHub BEHRNINZAR , ZHAAAT GitHub THEFHNFIEREMT R, RBBREZEE
PRV IESHEAT GitHub BR4F , LAFE BBy L IR PR R AR H0R A o

BURZREFPNENZHRRENMIZEE , AEMRFFEN JSON , AT LAEEHT JSON |, B
A& JSON BEXMRBERMNINETE, RFHER-HG , WREXFBRAERRNFZRS,

EEEENERUENEETE  FREABHBERERK. BXESZFER , $ZHGitHub XHEH 1 E A
Bid B H1EFo

BEARELNTAURNAETER , HSHGIHtHUD SFHTETE,
TERFAF

EFEALERE , FEEFTELRE Amazon Fil , AEEMAconfigure-aws-credentials$H R
Amazon Web Services XiF £ GitHub SRMEFHITIRE., RBELE Amazon FUFEERHY 17 A
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RAriEmE

17 GitHub #4F , BMEMER GitHub OIDC R FEEREBEFEA G, XiLEEY EREHEI

Secrets Manager Z /M EFISNA 15 R 25 4R
BREAEBHN IAM BEXRMEF THINR

. BEREMNZIAM GetSecretValue R,
- IEZ4AM ListSecrets R,
e (Hi%& ) Decryptt KMS key REFERAMERRA BEREEXNZEH,

BXEZEER , 557 the section called “ & 4 36 UF #1175 [A] 2 417,
FHE

HEEAZRE , BETERER RN —MEARTIEEN SR,

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretldl
ENV_VAR_NAME, secretId2
name-transformation: (Optional) uppercase|lowercase|none
parse-json-secrets: (Optional) true[false

secret-ids

#4 ARN, B EHB R

, BRE

EFERENETERN , FEZH DA AZEBN , ARWAIES, #lI0 , ENV_VAR_1,
secretId M%4A secretId F8IZEE N ENV_VAR 1 WIRETE, RETENZHAILLEE /N

BEFf, BFM T,

BEHEANR , BRAZELZAFTH , ARRAES, HlW, dev* EEEI dev FFKHFRBE R
e RZWLKRER 100 MEEZA, MRERETEEEN , HANRES NI BRATE , NRER

KW

ERE
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name-transformation

RIANBRT , ZTBRMNZHABMNCEENINNETERZN , HELRANETEAREEZS, HEMTR
% BHIEBHUBETF L, HFEMBPNER |, LA LUBT lowercase FHLEMEBENFEAHNEFR
&, FEFBESE none MEN T REFBHARNE, BRIAERN uppercase,

parse-json-secrets

(&) RMABERT , ZBRENKRETEFRENZRAEPHNEA JSON ZHFH, ¥ parse-
json-secrets ®RENRN true , LA JSON FHENMNEEXNQIBRETE,

BEE , MR JSON FRAX D K NEMNZA ( Hla0‘name’M“Name” ) , N ZREFEAEEN S
FoPR, EXFERT , BfF parse-json-secrets iREN false H 2L JSON Z4AE,

IMEZERH

BECENARTENEMECIIRENEZHAMERE, M RETENTEERBANTEERETE ,
WRESHRBHAENR , UBEEXEER, flln , ZREFENEZBERANAEFTR, MRFNTFH
#9 JSON , NIEFZEZFFHRNIEFHBHHM JSON R, Hln MYSECRET_KEYNAME, &7
D RERBN T KR NETH,

MRAANREZEERERNER , WREREAKR. EXHERT , E4THEATHEZENEWNE
EABBE

B E R R R A

« &7 “ MySecret WA BN “‘mysecret” WELAEFR N AN “MYSECRET” M EL £,

« & R“Secret_keyname”HI Z4A LA K B F “Secret” H EF“keyname 1Y JSON fEAT A BB R B
HN“SECRET_KEYNAME'HIINEEZ &,

BALBESEENBRRENMIZERN , MATROFAR , B0 —187 ENV_VAR_NAME B3

=,

secret-ids: |
ENV_VAR_NAME, secretId2

ZH5A

- MRMBIRE parse-json-secrets: true AMAZAHIIE , GRIES , AREEEH ID, Wik
L2NFRRETEGBENEHEITEH JSON BHEE, TEBHTIERHER.
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MRBHATEEHUHN JSON , NEREELXGEZ-IMHREXEHFEGBRNERABMEE,

- MRMBIRE parse-json-secrets: false HAAZHBE , FRES , AGREH ID, MRk
HRBEHELE , RFGERBIEERNE —#,

UTFRBIERT —1MZABBE

,secret?

ANt
Example 1 #ZE #H ARN FREVE 4R

THIRBINZEZHN ARN RN RACERRREE,

- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |

exampleSecretName
arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3
0/test/secret
/prod/example/secret
SECRET_ALIAS_1,test/secret
SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3
,secret?

ECIRNIEELE

EXAMPLESECRETNAME: secretValuel
TEST1: secretValue2
_@_TEST_SECRET: secretValue3
_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValue5
SECRET_ALIAS_2: secretValueb
SECRET2: secretValue7

Example 2 3REXFRT G LA BT BRI L HY 25 4A
T RBINBEMUTT LN RACIRINRELE Ebeta,
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RAriEmE

- name: Get Secret Names by Prefix
uses: 2
with:
secret-ids: |

beta* # Retrieves all secrets that start with 'beta’

EEIENHEELE :

BETASECRETNAME: secretValuel
BETATEST: secretValueZ2
BETA_NEWSECRET: secretValue3

Example 3 £ %43 fi##T JSON

THRBIES AR B A JSON REZIFELE,

- name: Get Secrets by Name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
test/secret
,secret2
parse-json-secrets: true

#4A test/secret EFTHRLAE,

{
"api_user": "user",
"api_key": "key",
"config": {
"active": "true"
}
}

#4A secret2 EETHIH4HE.

"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"

ayt]|
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ERIRNHEELE

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: "key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"
MYPASSWORD: "EXAMPLE_PASSWORD"

Example 4 X REEEMFERNEFE

LT R - M EANERBMHNMNERE,

- name: Get secrets
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: exampleSecretName
name-transformation: lowercase

ECIRNINEELE

examplesecretname: secretValue

£ # {8 F Amazon Secrets Manager #% Amazon loT Greengrass

Amazon loT Greengrass R =HWEET BEI A RZFN G, XEFSRBIUEZESERRKEN
SWBIE , BEENAEGH | BNERBRNE FEESEE,

Amazon loT Greengrass St iF#& A Amazon loT Greengrass 8% LW RE MM ARFHITE
BRI, MABXNEB, THIAEMHIEZRHTERE, SOUERAERIKRETSE Amazon Secrets
Manager 7 MEREHRNZ4H. Amazon loT Greengrass /& Secrets Manager ¥ & %] Amazon loT
Greengrass &%/ % , R EMNEEZEEN Lambda R AT FEAAZHAERSNNARFHITR
g,

EN ALK T Amazon loT Greengrass A | BEE 4| — /5| Secrets Manager 247K &
HBER. WRARBFFEAREK ARN 5|AiZHH. ETHNACE, EBENERARERR , H5H
Amazon loT FREIEEHPNERIZER R,

ENRALBE R Amazon loT Greengrass #&%4 , BZ FINZHAEBE E Amazon loT Greengrass #Lro
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FES Iz P EA Amazon Secrets Manager Z4A

Amazon Systems Manager Parameter Store Nl EREEENZHAERREHRZ LN EEH. B
AILLEZE, BEEFRHAEMNFNIEIREBERBEFENSHE. T , Parameter Store TN 7
HRPRE B RIRS . #KR , Parameter Store SLiFIETE Secrets Manager R 1Zf& 240 , ARFLL
Parameter Store SR 5| H1Z%4A,

£/ Secrets Manager Eti& Parameter Store B , secret-id Parameter Store EEEBZMFHEZ
BIEAERMT (/)0

BXEZEER , HZEAmazon Systems Manager AF RPN BE S HF#S G A Amazon
Secrets Manager %4,
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¥ Amazon Secrets Manager #4427

Rotation R EHEH BN TR, HRRBHAN , CRANEFRBHANBEESIRSHHERE. £
Secrets Manager H , A AN ZHRREEHD IR, RREFAHER :

s HERE -NTAZEIEEZH , JUFERARERGR  HFRSAECEENEERR, RERHRT
£/ Lambda B %K,

« the section called ‘&1 Lambda BEEUH TR - N TFHME B4 , Secrets Manager ¥ EH
Lambda IR E B A MBBEBED RS

Amazon Secrets Manager Z4A K IE E i

B RSRHERERHR RSN EEENERRR, FAKERKR , BLF LR Amazon Lambda
B BOR BB E N BHNER.

UTRSREHEERR

-

® Tip
BXmEHMEBNZL , 3 the section called “BXT Lambda B ¥ 1757,

REMENEREERE—DHATE. ER1IEAE , RRWENFIEZTEIIRELIREN T,
ENARFS  BINEEWGERERAEHNARFAENRENRIZHBEEHFHHESX
&k, MAREAERF. XTRRABFAF , ATRERSTANY , AUEAER - ERER,

EREERRN TR

1. 7£ Secrets Manager ZHI &R T A REZHR. LA LLFRIEERS HHIEEE , BB Secrets
Manager &l & FEZRZEH,

2. 1£ Rotation schedule ( ##21+%l ) T , £ Schedule expression builder ( ITXKIFTERERKES ) =H
Schedule expression ( ITXIFER ) # , B UTC RIXER AR ITR]. Secrets Manager &
REMITRIFEN rate() & cron() RERX, RRNBEFEINFRITH , BRESFIEE Start
time ( FFIARTE ) o EBANEO/NRRR—XAFH. BXEZEE , BSH BRI,

RERR 57
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3. (A& ) 3TF Window duration ( BYER¥FEERTE] ) |, EFERHE Secrets Manager £ H AR IRE
ANRERKE , fl0 3h RR=EANDPRPNE, ZNBETSEMET —NERNE, WRKREE
Window duration ( B ERFFEEETE ) , WX FLADEE A B HRRITR , NBERE—/DEEIX
o WFURNBMNWERITK , NBFE—RERN B XM,

4. EBRE.

EREERIRI TR (Amazon CLI)

« @M rotate-secret, UTRHIFEFA 1 HF 15 B UTC 16:00 E 18:00 Z AR FR4A, BX
BEZER , 558 itk

aws secretsmanager rotate-secret \
--secret-id MySecret \
--rotation-rules \
"{\"ScheduleExpression\": \"cron(® 16 1,15 * ? *)\", \"Duration\": \"2h\"}"

B Lambda EHEFH TR

WFUFZRABHPREREA | Secrets Manager £ H Amazon Lambda HEREHZAURBBEESRS. &
XfEA Lambda BB ANEER , ESH EN.

NTRE HHMESEENZS  IEARERR. BEEMA TELE , TR LEIEERRSREIER
o

R EAE |, Secrets Manager @ X A TRERRSHWEYS, BXEZEER , iHSH the section called
“fif F§ & % Amazon CloudTrail 7,

ERZ , Secrets Manager 2 RE/RIRBEM IR TR VA Lambda B, WMRERE B3 EIRAT
tFZhEFHZHE , N Secrets Manager EITE T — Xk A RN SIAAX 2 E R,

FERHERIEF |, Secrets Manager HAJLRE—E# , BXERATENSE. Secrets Manager A&
BLLT JSON ERSHE W R

{
"Step" : "request.type",
"SecretId" : "string",
"ClientRequestToken" : "string",
"RotationToken" : "string"
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o S} _BIMIPW : create_secret, set_secret. test_secret = finish_secret. X E
Z{E B , 23 the section called “BIRE BN ST,

 Secretld— BHRMWEZEH ARN,

+ ClientRequestToken— AR AZ A ME —FRiRAF, LWEBBTHRARESM, BXEZER |, HSH
{Amazon Secrets Manager APl £#&) ClientRequestToken/#y PutSecretValue :

+ RotationToken— FRRERFKIRMME —FRREF, XE2EARAACREK - RHRNZARRFTSE
B, EXfRRS | BOLUESES —NKF P ERA Lambda 35 EBCRE IR —NK - PR 24,

EXAHERT , RBREBEFRIRE— IAM BA€XKAA Secrets Manager , fRf5 Secrets Manager
FERRRDERBIE IAM BE 54,

MRE M H LR AWM |, Secrets Manager 2 Z X EiXRBENRIRTE,

FH

+ 3 Amazon RDS, Amazon Aurora, Amazon Redshift 8 Amazon DocumentDB Z4R1% & B 3) i
« R IEBIFEE Amazon Secrets Manager Z471i% & B3 it

- FERREBEZHIR Amazon CLI

 Lambda ESEEC R R R

« Lambda ¥R EK

« Amazon Secrets Manager ¥ B & Hx

» Lambda B E I IN1THEMNER Amazon Secrets Manager

« Amazon Lambda ##IheEM M & EA

» Amazon Secrets Manager ¥ [0 B HE &

79 Amazon RDS., Amazon Aurora. Amazon Redshift 2 Amazon
DocumentDB Z4Ai% & B a3 o #

REBENE T WA R BB ER4AIRE the section called “E3d Lambda B## 175 #”, Rotation &
HENMZRPNLRE. RRBAN , LLENEMBHANBTFEEPWEIL, £ Secrets Manager # , &
A LAABIREERBIRE B R,
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EFARFARERR  SEELERRRRE, ARERERAUHTRIR , MREXEZHE Lambda
RREY , XFE— Lambda BIRE., BEEESLHF Lambda HBHITACRENR, Rie—
FRHR Lambda FHRE B A LUBE M 4& 17518 Secrets Manager FMEIEE.

/A Warning

ERAEDRHR , BYTERN Lambda EREHEIE IAM 1T A B 0 E IR RRE, &
EEA iam:CreateRole f iam:AttachRolePolicy MR, BFXLENRAY S
?RF B S E AR

FHR

- ST ERRRERA (G ) SIRBRAFREN
- SR2: ERGRHCIERIEEHEK

- 3% (W% ) AEREBIREFANRBRRME
« S|4 ARREBIREM KT

. BESR

SEARBREREE (TR ) eIBBERRAFES

B X Secrets Manager R REEWFEE. , i5SH the section called “Lambda B{EEC IR R EE"

IR %R alternating users strategy ( REAFKE ) , BX40 0 EZHA HEHPEHBEEELA
FEi, BFE-NSSBEAPZINES , RARBREREE-— AP , MASEAFZEEZNX
BR. iHEE , Amazon RDS REFRZHERER P K,

SR 2 RERRHANERIREE
3 Amazon RDS. Amazon DocumentDB = Amazon Redshift Z4A /2 A%tk

1. §TF Secrets Manager #2#|A& , Wik A https://console.aws.amazon.com/secretsmanager/o

2. EBfAKRIL , ERENER,

3. 1 Secret details (FHFME L) W LA Rotation configuration ((IRELE) Fo H |, EF Edit
rotation (4REB5HR).

4. HERBEREENEED  HITUTRE

a. B Automatic rotation ( Bzh%# ) .
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b. 7E Rotation schedule ( ##:1tXl ) T , 7 Schedule expression builder ( it X TRANEK
2% ) = Schedule expression ( ITXIFRER ) # , 2L UTC RIXE R A LRIt X, Secrets
Manager &R &M ITRIFEM# A rate() = cron() RER, RENERFEINFRFE |, B
JESZIETE Start time ( FFERETE ) o BUUBMN/PNRIR—REH, EXEZER , BSHA R
B;itXi.

c. ( A[IE ) XTF Window duration ( BYERIFEERTR] ) |, EFEEHE Secrets Manager £ H AR
AN RKE |, 6110 3h RR=ADEWER, ZRABEMRET - MNEREMN R, RK
187 Window duration ( B ER¥FEEETE ) , WX F LA/ N R RIRITR |, BB E—/Dat
BEBZIXA. HTFUXRAEMHEIRITR , HRFE—XRERB3IKHA,

d. (A% ) i&%#® Rotate immediately when the secret is stored ( £ 174 Z4ART M B30 H#R ) |
DERTFEUANERZR, WREERZEIEE , NE - XRRFIRBEBRENITRIFH,

MRRIRAW , BlILR N ST 3 F 4 #R5EK , Secrets Manager 2 ZXERXERTRE,
e. fE Rotation function ( #¥RE% ) T , ITUTREZ — -

1%£$% Create a new Lambda function ( BIZ2#TH Lambda K% ) , AR AFTEREIH
&M, Secrets Manager £4¥F SecretsManager FMEIEHBBFHIFF L, Secrets
Manager £ & THNHEROZEHH N Lambda MITHERELENNR,

1%£3#% Use an existing Lambda function ( f£EAIE Lambda &% ) , LEEFEARATS —
NZPMWEERE . £ Recommended VPC configurations ( 21X H VPC Bi& ) T3IH
WRRES , SEEEEEMHEN VPC MZ£4d , ABTEREFRIBEE.

f. XNTRGQXRE K ERERAFAREAFEKE, EXEZEE |, S the section called “FER
1 EBRRRERA (k) EBRAFREA .

5. #%&# Save,

E3L: (W) AEREBIREFIINNRSFEH

BB NS ERREBNEREREPEIE LT XE aws: SourceAccount , BABhLE Lambda
WREREERE, NTFEL Amazon RS , A TEZEBEEFRIFHER , Amazon BZIEE

BHEMaws : SourceArnflaws : SourceAccount 2 A& H4#E., BUNRELHEEBERPITIE
aws:SourceArn & , WHREHBREATHKRZ ARN EENZEH. RINBUENXEESPEIELT
X8 aws:SourceAccount , MEXR ZANBEHERALBREI.

BRI RS R B B R SR B

1. 7£ Secrets Manager &I & FIERENZER , REEIFHAEETEFH Rotation
configuration ( #¥REE ) T , % Lambda ##R K%, Lambda % & 54T H,
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2. ¥&F& Using resource-based policies for Lambda ( HE T &R KA T Lambda ) # A% B3 78 0
aws :sourceAccount &4,

"Condition": {
"StringEquals": {
"AWS :SourceAccount": "123456789012"

}
},

MRFZAFEH Amazon EERXF4A aws/secretsmanager BASNE KMS Z4A3 1T 0% , Ml Secrets
Manager @ Lambda #iTABR FEAZZAMNR, BALUER SecretARN fN%E £ T 3 KR
BREEBNER , NMTBEREREBACRERBEHARRIRNER,

EMERESEMTAR

1. M Lambda RMREHBHPERHRE , ARERITABT , ERABEW.
2. BB ERACKNIRERE AR kms :EncryptionContext:SecretARN &4,

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"

}
iy

S 4 - HRREREEM L

EXEZEER , i5S R the section called “Amazon Lambda ##:ThEERY N L&A,

IFEEA

H25 Fthe section called “® i R THE",

N IEBIEE Amazon Secrets Manager Z4HiR B B3 R i

RN BT AR IEEIEEBR4ERIRE the section called “BIT Lambda B #3174 #”, Rotation 2
EHREFRRBNEE, REZAN  SRANEFRFAUARBEZHANBREER RS FHEIL,

BRBEFFANGER , B2H B RRBEEFZS (248 ).
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/A Warning

ERABRR , BUAENN Lambda RIRE IO IAM $hITAEH @ H NN RKRRE, &
EEA iam:CreateRole F iam:AttachRolePolicy MR, BFXLENRRBAGTE
BT B S ENER,

L

- SR BEBARKREEK

s SR 2 RERREHBLHE

- SR 3 MERPLUHITRIR

o« ] 4 RAFRREEISE Secrets Manager A RGN EIEFES RS
« S 5 : /A1 Secrets Manager 8 AR B3

« SO ABRBREBREMEKHE

- RESR

S SIEBEARREER

B, Bl — Lambda BEE. ETEEATRAECHEBEANNRE , BUEFERENSRPE
BizfB. BXEREHNFATHENES , SR the section called “Lambda ¥,

£ X X g5 Amazon Serverless Application Repository , BRI LAfE A MER I BRI, BXxT X
8 XEKFIEK , B2 8 Amazon Serverless Application Repository FAQs, fEEAX1E |, EFMKF
REABRBOHIERABEFZEEHF,

BIEERARIRE
1. EWHEEFTERN X Amazon Serverless Application Repository &% , 250 (Amazon —
%2 #) $ 8 Amazon Serverless Application Repository i1 s ML &
2. BEWITUTH®REZ—:
IR Amazon Serverless Application Repository F7E B9 it X 2 #F -

a. 1t Lambda Z#l&H , EFENAREF , AGERNENARF

b. ZUIENARFNEHL K ERELTRFJNAEFIEDTF,
ELARNMAEFTHERES | WA SecretsManagerRotationTemplate,
d. EEERUBEEN IAM AGSREREBNNAER

o
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e. %$# SecretsManagerRotationTemplate & .
f. Z£EF. BENBENELINNAEFRRERYES , EEXEFH,

 WFHR , MALMEXENHS , DIE https://. X KinTRNGIEK , S
IFthe section called “Secrets Manager i 5o

« Ef¥ Lambda BEUKTE VPC & , &7 10 vpcSecurityGrouplD ., vpcSubnetlds
g. ®EEIHE.
WM REFTIER X Amazon Serverless Application Repository T3 # :

a. 1 Lambda ##AH , EFEE , RAREFIEREE.
b. 7E Create function (RIZZEK%) WE L , ITUTERE :

i EBMLFFReIE,

ii. 7E Function name ( BB ) 1 , ARIREBHN B
ii. XF Runtime (iZ1TRt ) , & Python 3.9,

iv. EFRCIEEH.

SR 2 RERREHBNAT

EUTRY K SEEERATENZHAURZEAFMENNBRSIBEENRB., BXEREBIERN
EE (BREEECHRREBMNIETR ) , B3 H the section called “Lambda f## B, & 0] LAEH
REEBER ERSE,

SUR 3 BERA R ITRIR

EWERS |, RN BHRERRITY , R REBEZTER.

BLERHRA IR ZRIRE K

1. $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o
2. EERIKRA L, EELENER.

3. 1£ Secret details (Z4A1¥ 4115 E) 71 LK Rotation configuration (}3#E &) 2B & , &£ Edit
rotation (4R IR), EREBLREENEEF , FITUTERE

a. B Automatic rotation ( Bzh%# ) .

b. 7E Rotation schedule ( ##:1t%l ) T , 7 Schedule expression builder ( Tt X FRERNE K
2% ) = Schedule expression ( ITXIFTA ) # , 2L UTC R XAER 5 A BRIt R, Secrets
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Manager &R &M ITRIFEM# A rate() = cron() RER, RENERFEINFRFTE | B
LB E Start time ( FFIRETE] ) o BAINEBH/PNRE—RZH, BXESEL , BZHE
Bwitxl.

c. (A& ) XTF Window duration ( BYERIFLERTE] ) , EFEHE Secrets Manager EH AR
BEANNBKE |, #li0 3h RR=NPEIVRER, ZNBEFABEMRET —PMNRBRAER, RK
187E Window duration ( B ERIFLEATE ) , WX F LU A B RIRITR , 85 BE —/ Dt
BEEXRA. M FURFEMHRIRITR , ERFE—RERIN B3I X,

d. ( Hi% ) &% Rotate immediately when the secret is stored ( TE17f& 4R S ENES#R ) |
DERBFEEXANRBIRZR., WREFRIZERE , NE RGP RBERENITRITG,

e. HERBREHT , EFESR 1 FE/EHN Lambda BEH.

ERRF

—h

HI 4 RFHHEEBRIS B Secrets Manager AR IS B E S RS

Lambda 5 BB E ENPRF RETH R Secrets Manager FEVE4R |, H A EENR T RETT R B BUIEE
HRF. ELSERTD , £ @ Lambda ITHEBRFIXLENR, MRBLHAEA Amazon HEXNE
aws/secretsmanager BAAAKY KMS ZEA#TINE , MABFEEM Lambda MITABR FERAZEZHABN
PR, AT LAER SecretARN 1N% £ T X RIRFIMBRBNER , NMAREEEBACRERZH
NRBBRNEH, BXRETO , SR RIENR,

BXUH |, 5 (Amazon Lambda FF &R ARIER) FH Lambda HITAE,

HI 5 : fLIF Secrets Manager AR

E A Secrets Manager IZBZRIRENRR TR AARREE , BFEERE Lambda BEHY &R K RE
[ Secrets Manager R E 4R F lambda: InvokeFunction R,

BB VUG ERREBNERRIE P E L TXEH aws : SourceAccount , BABsLE Lambda
WRERERE, N TFTELE Amazon RS , A TEREZBERIFNER , Amazon BZIUEE

BHEMaws : SourceArnflaws: SourceAccount £ FEKHH#E., ENREHERBEKRE P IIE
aws:SourceArn & , WEHREKHHBREATERZ ARN EENZH. RINBUENXEEPIELT
X8 aws:SourceAccount , AEXN SN BRHAFEALREI.

ERRFRBEMINE Lambda E# , S HAMET R RN EKA T Lambda,

LAR SR B& S iF Secrets Manager 18 A Lambda BE#.
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JSON

"Version": "2012-10-17",
"Id": "default",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "secretsmanager.amazonaws.com"
}I
"Action": "lambda:InvokeFunction",
"Condition": {
"StringEquals": {
"AWS :SourceAccount": "123456789012"
}
}I

"Resource": "LambdaRotationFunctionARN"

SR 6 NERMEHBRENW LT H

HES TS | SN AR INEER R EES Secrets Manager AR ZZ AT RS RBIEE. HE
B ERIAINEERS 1T R & S BE B4R, 1§85 fthe section called “Amazon Lambda % ThBERY X 4%
EA

IFEEA

HESR 3 PEERKREN , E2RE—MRBREBANITL, WREREITRIETKK , Secrets Manager
FEZREARKR, BWALUIRR AR HYUE A BT a5k,

MR AW |, BSR BinBEEE,
FERRE "% Amazon CLI

KRN LE T t{dthe section called @it Lambda B3t 1T #"E Fi% B Amazon CLl, 3 i#a2R4R
B, 2R EFRZHFAURFEEZ AN BEES RS FHEIE,
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T AMERARS A IRERKR, AXBEEFEZANGE , BSR B RBREEEFZH (2H8). B
KXATBEMRENES , BSH B RRIFEBREEEZR (EFE )

EFRIRER Amazon CLI , MR ERHHEFEERR , N EAEEEFRHRKRE, WRIERE

alternating users strategy ( REAF KR ) , BOMEFH —MNEMFR  HHhISHEEBRAF
EUL, TR, RERIREIABE, Secrets Manager 2124tiER , BAIUE T ZERIEERH I, A

&, EARBAEE Lambda %k , # Lambda EHEH Lambda HITHARIZENR. T—F2BER

Lambda BR¥ AT LAUBIS M 4% 15 18] Secrets Manager MIBIEER RS . &/E , BEZFHA UM TR,

S

o BIEERANGREY  ERRHMERE

s SR 1 mERBEBNRE

« 2% : 68lZ Lambda B

o B3 IREMEIHIA

Bl & BRI B4R

HE]4
- BESR

BREEZAN RSN | EFRRRERE

B X Secrets Manager I2HHKBEHE R , HS I the section called “Lambda B EFH IR KR

BT 1 B RRE

MREFR LR REE , WA ABRERITSR 1.
I 2 RER PR
MREERERFREE , MR

c BE-NBAAEETEHEBEFESAFEIL. £EE-NME2BRAFKIENEZSR , BARER
PRRESZEE-IMAP , MASBAFREERER.

s FGHEEAFZHAN ARN FINBIRBFH. BXEZER |, iS5 H the section called “Z4A#Y JSON
&,

EAEE , Amazon RDS REFAZEBERERAF KK,
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FR] 1 RERREHBAG

BRI  BEERREE. RREHBE Secrets Manager A Z4AMAAK Lambda k. &
XEZER |, 1S the section called B3 Lambda B TR, EHFT RS K SHEEATE
B UK ZZATE N W IRS SR BIEER L,

Secrets Manager 1£ B EUER FIRME T Amazon RDS, Amazon Aurora, Amazon Redshift
Amazon DocumentDB ¥{1E & % A 1 AR,

IRER RS

1. BRITUTHREZ—
ERRBREBERIIR. NREEENRS MR RIETCENER , FEHAD,

NFEMEBNWZ  BFRELBCHRERE. BXxi1i8 , EZSRthe section called
“Lambda ¥R,

2. ®&XMFmy-function. zipEREAIFFERNEABII —ERFE ZIP XHH,

8 2% : Bl Lambda B

IS BE | CIFERESE 1 FOIERM ZIP X0/ Lambda Bk, #5EHRE Lambda 14T A
& , BAAERE Lambda RAN B,

B2 Lambda BREHHENHITAE

1. A Lambda ITHABAIEEERMHANHESERN JSON X4, BXTRENEZFER , HSH the
section called “FHI PR, ZKEE LM :

- AFAEXZEHIEAA Secrets Manager ##1E,
- ATACRAZMAMENNRS , flelEHESE,
2. BIAA iam create-role X8I Lambda ITABHNAE L —FHEIBRNET KK,

aws iam create-role \
--role-name rotation-lambda-role \
--assume-role-policy-document file://trust-policy.json

3. @XM lambda create-function M ZIP X812 Lambda Bk,

aws lambda create-function \
--function-name my-rotation-function \
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--runtime python3.7 \

--zip-file fileb://my-function.zip \

--handler .handler \

--role arn:aws:iam::123456789012:ro0le/service-role/rotation-lambda-role

4. 7£ Lambda K LIRERFERE , LLAYF Secrets Manager XA lambda add-
permission RFAZRIRKE,

aws lambda add-permission \
--function-name my-rotation-function \
--action lambda:InvokeFunction \
--statement-id SecretsManager \
--principal secretsmanager.amazonaws.com \
--source-account 123456789012

SR 3 REMSEIER

BEXxEZEELR |, {554 the section called “Amazon Lambda 2 ThRERY P 4532 A7

SR 4 BEERRHN RN

ERNFAF B B IEE , A rotate-secret, BALMER cron() = rate() IHRIFRER
WERRITY , B LU ER RN ERIFERR, BXEZER |, 55 the section called “F# it X",

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-lambda-arn arn:aws:lambda:Region:123456789012:function:my-rotation-
function \

--rotation-rules "{\"ScheduleExpression\": \'"cron(@ 16 1,15 * ? *)\", \"Duration\":
\"2h\"}"

&3 [fthe section called “® i) BHE",

Lambda B EE R KBS

X¥F the section called “B3d Lambda BEH1THIR" , W FHRIFEEZES , Secrets Manager 121 T H
HRER,
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RMERE  2RP

R E - NBAPEHR—MAFKNEIE. XT Amazon RDS Db2 6| , HTFAFEEERBCHE
B, QB REEMNEBEFRUEERRIE, XRHHMENEHRER  ERATASHERZR. &
HwmE , BRUERN—RE (86 ) AFSRERAF VTR LR,

BTN | FAMBRTFORREESEE, EETRRN | EREETNEBERS — B E |, B
WEBSAEF., EHEE  MEEERENRRIESERLRETNER, SANEREYNERE
HREBERR, KRG | B e E RS,

RMER KBRS

LERBEE-—NBRHAPEFRAINALNEIL. SEF - R/, RRES —XRRE |, RRREFH
TRIEENCIEZE-NAF. SRERZHAN , EREABLXBENEETNAFEZEB, BT ASHA
FER=EBCE , RLEBAES —NBHAF N superuser BEFIE. MRBEEFNREAFER
HRAFEENNRTRE , ESR—XME (G ) ARFSREXAFHEIL  ZHITBWEAER LR
KB,

HEBREATEENRERNKEE  Hh— " ACREBHREERR K ME—1MACGEFHRAKEERN
R, RtEATEESTAMNNARRF. IRNARFEREBARRZA , WZNARFNS
RIBE—HERWEIL, /5 , user M user_clone EIIHEN, EXMEAPELKREE , NARE
FREBIELNTEMEZLSAFRRRREGIELNVTREME D, NRBEFEREERSHID , FBE
WEENREEIFMERSESE  WEEREFEELEAFEIENFARNXRK. SUERAESHNERER
B SRR XS

Secrets Manager RIS REAFHEENRERAF, NREECRREAFEERTRBEAFN
PR, T3k 2420 58 ok 52 B A P B AL BR o

Pl , RREEREMSBEERFNFTILQET -1 , NZBRATE - M EXERIENRE,

/r:-h_,-Seu:.ret \\

My liser

passwordA

. J

FE-RRH — RRINEERERNFRUZENAFNRE | SEZEFBN SN BRHERAE,
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BoRRHR-RRREEMRBRA S NER,
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- AWSPREVIOUS |

-.. MyUser_clone

passwordB

~

J

BoRER-RRYBEEFNRER N,

/r-_.ﬂ}-Secret
- AWSPREVIOUS
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J
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TEHthe section called “B3d Lambda B 173 #” , Amazon Lambda EREFRER4H, Amazon
Secrets Manager £k HiiE £ A & FIn X RIRBI B RRA,

R Amazon Secrets Manager S B NG BEAR B RHL R EEBUER , AT CIE B E LRRE
. MEREREKA , HEBEUATEN :
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B E XA B A B £ 3K Bk

- FHERREEERERRS
- EEFEARRRICHKIED, MATTUFEEEB A Amazon CloudWatch A&, HR BERNLSHRE
BXRBXEBAMNRA , S Fthe section called “}H#r B IERREA,

- ATZEEEN , Amazon Secrets Manager X 2 Lambda KB EZEXIRZH, RREBELE
WAHEM Lambda EECREIRZR,

s BXARES , BRANEMNERLTRSENAERF
o plan , WREEANoH B SHFEREZRR , WEENEH#ITENFERT,
 Package S e RBMPTEKBRIIT IR ZIP X |, fltmy -function.zip,

/A Warning

BT Lambda RBHMITELETE , RAEENARSHRENET 10 WETELSHR
#o BREZEE , W (FFRARERE) P TS H X MAEEH %" Amazon

Lambda Amazon Lambda

SR B IS
I

« createSecret : BIEZ AR IR

« setSecret : 5 UEIEEE S ARSS P AV EUE
« testSecret : A BB AR A

- finishSecret : FTERIEHR

createSecret : B2 ZAMEFRA

F% createSecret BABEIFERAE AR ClientRequestToken A get_secret_value
RRERARBEE. NREEFH , e create_secret BIE—NHEE , HHSHE

N Versionld, REEMA get_random_password £R— MW HAE, ETXK, 2
put_secret_value LUFEEEEFHZL AWSPENDING —i2 M, M Z4AEFME AWSPENDING
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FETHRAESM, NBRATEMEREHRANK  BulERELBRAT 5 HZRAE, ESRMAE
M Lambda R EERBEM,

REHCHWREREBHN KR

- BRFNZAEREEXNBEERBRSERNFH. EA ExcludeCharacters SHHBRFH.

o EMREHET , FREERAME : fAdescribe-secret H&EFHVersionIdsToStages,
Amazon CLI

« XF Amazon RDS MySQL , EXE A F®#tm , Secrets Manager 28| — N EHTET 16 F
RNRERAF, B RRREBUAATERAERNAFS. MySQLS.7 RESKRAZFRZ 32
NZRMWAF A |, {8 Secrets Manager 2 EAF B REM IN“_clone” ( ANZFR) , AAFRFE&RS
PFREFTE 26 NEHFUUA,

setSecret : B U IE FE = AR S5 BV EAIE
FE setSecret BERBIEES RS PHEIUL ACE 22409 AWSPENDING RS Y ET 2R 4R
wREBCHRREBI I

- MBFBEAERABRBIBANRS (WEBEE ) , EEAEOSEL. BXEZER  FSH
OWASP M4 £ Query Parameterization Cheat Sheet,
. BRMEBENBSNARE | ERIFRIFE K Secrets Manager Z4AM B RBRTHNEFZIE, NS
BENEEREREG  AEEBRREELEERZEBHRNEMER, FEHFEIEZH :
- KEZH AWSCURRENT MRAHFMEIIREE M. WE AWSCURRENT FiIELM , BHFERRE
iHo
« % AWSCURRENT ] AWSPENDING Z4AERBEATRE—AF. N TFHAFZMNEDB  BE
AWSCURRENT 1 AWSPENDING B & 2&ME.
- REBFGFRSBEREEHEE. XTFHIEE , ©ZE AWSCURRENT 1 AWSPENDING £HB =2 EH
o
s EMAOBBERT , BustBENREEBENINERLZRINEE, Hln , W TFREAFRH | Secrets
Manager B3 EHE—MNAFHNZTHEESHRUERERF. NMREGEEZEMN , EHR
FREAFHEMN , WEEEH set_secret HEF MK,

testSecret : iz FHHY 240 AR A

AR5 , Lambda BREBCRFER ZH ARG R BIREESRS , MNX A AWSPENDING s, &
T R EEE AR i 9 % 460 B B 5 P s B ) AX PR AU it T Y 2 4 o
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finishSecret : TR R

&Ja , Lambda 2R EEHFFRZE AWSCURRENT M\ Z BT B4R IR A BB B bR A | X ¥ RIET7ER — AP
A FBBR AWSPENDING #53%, Secrets Manager i1 AWSPREVIOUS EFirEEILARIHIARA |, LUE
FREEZHAN X B MR FHRA,

3% finish_secret £/ update_secret_version_stage fE1FHRE AWSCURRENT MR EIZR4A IR
B EFHFAMA, Secrets Manager 2% AWSPREVIOUS EFFRZ B RMNBI R HIRA |, LUE
BRE EREH B RARE,

WEHCHWEREBHN KT

« FELLAWSPENDINGZ BIFEFEMIBR , b R EEA RN AP BHAFERER , BAXAsEam
Secrets Manager &R AR IR . Secrets Manager 71 AWSPREVIOUS 1245 B LA BTV AR
K, LESREHHN LXEMR TR,

RIS , AWSPENDING EFFZ A8k tNZE] S AWSCURRENT WRASAB[EBIMRAS |, o o] 88K B tnE4E
fAIRRZA, IR AWSPENDING EFR&EFEEARM MNE S AWSCURRENT BRIV RRZS , M BAEXTHHRE
R AEBERE LS EIRERDEH TP HBEEHE IR, RIRTHINE , AWSPENDING EFHRE A8
LM MEBIZZEARET, BXREZER , B2 H RRAEHE,

Amazon Secrets Manager  #2 B HUE

Amazon Secrets Manager 12t 7 — AR BHER , IHEB BN EBEERENRSHERHT
ZLEE, XEERZ ready-to-use Lambda BHE , EMIEI TIEPREHRESR , IBPHEEE
FALTHHNER TREZESRES.

XERRZFHHEENRIRTE

- BRAPRK® , RTEFETRAFNEIL,
- REAPRKR , TREMMANNAFT , UHBHRESREE O E AV E LR E

Secrets Manager Rt 7T —MNEAER , TMEREAEBE ZAER,

BRERER , BSH

- BYRRBEEZS (2FHE )
- BYRRFBFEERNR (248 )
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RAriEmE

EREHCHREIREE , FZH Write a rotation function,
Bk
« Amazon RDS # Amazon Aurora

« Amazon RDS Db2 # F F

+ Amazon RDS Db2 XE

« Amazon RDS MariaDB # f F°

+ Amazon RDS MariaDB XX & f F

« Amazon RDS #1 Amazon Aurora MySQL £

» Amazon RDS # Amazon Aurora MySQL X & F

+ Amazon RDS Oracle # F F

« Amazon RDS Oracle X &

« Amazon RDS #1 Amazon Aurora PostgreSQL &£ f /2

» Amazon RDS # Amazon Aurora PostgreSQL X & f

* Amazon RDS Micros SQLServer o RDS

« Amazon RDS Microsoft SQLServer X & A~

« Amazon DocumentDB ( 5 MongoDB #%& )

« Amazon DocumentDB &N~

« Amazon DocumentDB &

* Amazon Redshift
« Amazon Redshift 2 f f~
« Amazon Redshift 32 & f

* Amazon Timestream for InfluxDB

« Amazon Timestream for InfluxDB £

« Amazon Timestream for InfluxDB X &

* Amazon ElastiCache

» Active Directory

» Active Directory ZiE

» Active Directory keytab
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Amazon RDS 1 Amazon Aurora

Amazon RDS Db2 #

« HEIRBF : SecretsManagerRDSDb2RotationSingleUser
- RIRREE . RHREE SR,

« SecretString 44 : the section called “Amazon RDS #1 Aurora &ZiE”,

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSDb2RotationSingleUser/lambda _function.py

« KX R : python-ibmdb

Amazon RDS Db2 X R

« EiREBF : SecretsManagerRDSDb2RotationMultiUser
o BHKEE : the section called “XXER 7,

+ SecretString £# : the section called “Amazon RDS # Aurora EiiF",

« JRAXHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSDb2RotationMultiUser/lambda _function.py

« KX R : python-ibmdb

Amazon RDS MariaDB #

« #EIRBF . SecretsManagerRDSMariaDBRotationSingleUser
o RURCREE . BRBRER 2R,
» SecretString £&# : the section called “Amazon RDS # Aurora ZEiF”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationSingleUser/lambda _function.py

o KK FR : PyMySQL 1.0.2, MRFEA sha256 HBi# 1T HMIIE , A PyMy SQL [rsale BX1E
Lambda ETHARFEASHRFRENENEER , FSHE Amazon R H0 RIS ERm1F
H SR Python @R INEIHRVEREBSD , HEIZEE Lambda A ?

Amazon RDS MariaDB X& R

« EIREM : SecretsManagerRDSMariaDBRotationMultiUser
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
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o BMEKRE : the section called “XE A7,

+ SecretString £# : the section called “Amazon RDS #1 Aurora Zilf”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationMultiUser/lambda _function.py

- {KIER : PyMySQL 1.0.2, MR sha256 BT HHWIE , WK PyMy SQL [rsal. BXTE
Lambda Z{TR R EASHFFRBHENEEL , BZ5 Amazon HiRHO FH AR E EHmE
M) Python SFMEIRNHBES , FERES Lambda 3% 2,

Amazon RDS #1 Amazon Aurora MySQL £ f

- HEIRBHF ;. SecretsManagerRDSMySQLRotationSingleUser
« RHLIRRE : the section called “# 7,
« THIK SecretString £ : the section called “Amazon RDS #1 Aurora &Eilf”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationSingleUser/lambda _function.py

o KBIX R : PyMySQL 1.0.2, IR sha256 Zi3H 1T H AR , MR PyMy SQL [rsale BXTE
Lambda Z{TR P EASRFRABHNINELR , HSHE Amazon HiRH0 FRNANEE EHIFE
HIX Y Python @RMEIBRNIFBE , HFiZ35 Lambda FE 7,

Amazon RDS #1 Amazon Aurora MySQL X & f

« #EIRBM : SecretsManagerRDSMySQLRotationMultiUser
« BB : the section called “XE R 7
- FRHEAR SecretString 44 : the section called “Amazon RDS # Aurora iiE”,

« JRAXHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationMultiUser/lambda _function.py

« IKEKXR : PyMySQL 1.0.2, MRFEH sha256 HZB#HTEHHRIE , WA PyMy SQL [rsale HXE
Lambda Z{TRAEAESHZIREBHNENEELR |, 555 Amazon HiRH O YA & B 4miF =t
H LR Python @R MBI BRNWIBESD , HEZEE Lambda A ?

Amazon RDS Oracle # f

« EHRBFR : SecretsManagerRDSOracleRotationSingleUser
« RHLIREE : the section called “# 7,
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible

Amazon Secrets Manager ArfEm

« FHEARY SecretString £#4 : the section called “Amazon RDS # Aurora iiE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationSingleUser/lambda _function.py

« {K¥IA : python-oracledb 2.4.1

Amazon RDS Oracle 32 & A F

« #EIRBH : SecretsManagerRDSOracleRotationMultiUser
o HHKME : the section called “XXER 7,

» FHAMY SecretString £ : the section called “Amazon RDS # Aurora &iE”,

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationMultiUser/lambda _function.py

« fKEIA : python-oracledb 2.4.1

Amazon RDS #1 Amazon Aurora PostgreSQL # f 2

« EIREF : SecretsManagerRDSPostgreSQLRotationSingleUser
o RRIREERE . HERER 2R
« FAHAMY SecretString £ : the section called “Amazon RDS # Aurora & iF”,

« JRAXHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationSingleUser/lambda _function.py

« KX R : PyGreSQL 5.0.7

Amazon RDS #1 Amazon Aurora PostgreSQL 33 & F I

« #BIRB : SecretsManagerRDSPostgreSQLRotationMultiUser
« FCHIRREE : the section called “XERAF7,
- FRHEAR SecretString £#4 : the section called “Amazon RDS ] Aurora iiE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationMultiUser/lambda _function.py

« KX : PyGreSQL 5.0.7
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
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Amazon RDS Micros SQLServer o RDS

« #EIRBF . SecretsManagerRDSSQLServerRotationSingleUser
o RMRREE - the section called “EF ",

- TRHARY SecretString £# : the section called “Amazon RDS # Aurora #iE",

« JRAHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSSQL ServerRotationSingleUser/lambda _function.py

« KK ZR : Pymssql 2.2.2

Amazon RDS Microsoft SQLServer XA

« #EIRBF . SecretsManagerRDSSQLServerRotationMultiUser
« RHLIRREE : the section called “REBAF7,
» FHAMY SecretString £ : the section called “Amazon RDS # Aurora &iE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSSQLServerRotationMultiUser/lambda _function.py

. KR : Pymssql 2.2.2

Amazon DocumentDB ( 5 MongoDB #%& )

Amazon DocumentDB &4 f =

« #EIRBF . SecretsManagerMongoDBRotationSingleUser
« RHAZREE : the section called “E A7,
« THIA SecretString £ : the section called “Amazon DocumentDB & iE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationSingleUser/lambda _function.py

« fKEX R : Pymongo 3.2

Amazon DocumentDB 33 & f

« #EIREBH : SecretsManagerMongoDBRotationMultiUser
« FHLIRREE : the section called “REBAF7,

- FRHEAR SecretString £#4 : the section called “Amazon DocumentDB Eiif”,
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
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« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationMultiUser/lambda _function.py

« {&K#ix % : Pymongo 3.2

Amazon Redshift

Amazon Redshift # f

« #EIRBF . SecretsManagerRedshiftRotationSingleUser
« RCHIRRBE : the section called “# 7,
- FRHAMY SecretString £ : the section called “Amazon Redshift &iF”,

« JRAREE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationSingleUser/lambda _function.py

« KHBIX R : PyGreSQL 5.0.7

Amazon Redshift 3 & H

« EIREBH . SecretsManagerRedshiftRotationMultiUser
« RHLIRREE : the section called “REBAF7,
« THIK SecretString £ : the section called “Amazon Redshift i,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationMultiUser/lambda _function.py

« KX : PyGreSQL 5.0.7

Amazon Timestream for InfluxDB

EFERXLENR , 555 (Amazon Timestream F XA R¥Em) FH Amazon Timestream for
InfluxDB #047] f5E F§ %248 o

Amazon Timestream for InfluxDB £ A /&~

« HEIRBF : SecretsManagerinflux DBRotation SingleUser
« THIK SecretString £ : the section called “Amazon Timestream for InfluxDB ZZ 434543

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerinfluxDBRotationSingleUser/lambda _function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://docs.amazonaws.cn/timestream/latest/developerguide/timestream-for-influx-security-db-secrets.html
https://docs.amazonaws.cn/timestream/latest/developerguide/timestream-for-influx-security-db-secrets.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationSingleUser/lambda_function.py
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« {KEIA : InfluxDB 2.0 python & i%

Amazon Timestream for InfluxDB X &~

« EHRBF : SecretsManagerinfluxDBRotationMultiUser
« THIK SecretString £ : the section called “Amazon Timestream for InfluxDB ZZ 4345437

« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerinfluxDBRotationMultiUser/lambda _function.py

« {KEUIA : InfluxDB 2.0 python & %

Amazon ElastiCache

EFEALENR , iS55 Amazon AR B 31 #R ElastiCache A %3,

« BEHRBF : SecretsManagerElasticacheUserRotation
« THIK SecretString £ : the section called “Amazon ElastiCache &ilE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerElasticacheUserRotation/lambda _function.py

Active Directory
Active Directory il

« #EIRBAF . SecretsManagerActiveDirectoryRotationSingleUser
- FHAK SecretString £#3 : the section called “Active Directory #EilF”,

« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerActiveDirectoryRotationSingleUser/lambda _function.py

Active Directory keytab

« BEIREBF . SecretsManagerActiveDirectoryAndKeytabRotationSingleUser
- FHAK SecretString £#3 : the section called “Active Directory #ZiiF”,

« JRAXHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda _function.py

o KB : msktutil
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationMultiUser/lambda_function.py
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda_function.py

Amazon Secrets Manager ArfEm

HZARE

Secrets Manager I ILEREN BN ERARBZACNBRRIREBER,

« #EIRBH : SecretsManagerRotationTemplate

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRotationTemplate/lambda _function.py

Lambda 3R E 1T A EPR Amazon Secrets Manager

3 F the section called “JEid Lambda BiEi# 173" , 2 Secrets Manager £/ Lambda B E 4R
(ARt | Lambda R A IAM 31T & & H X LEEIF R4S Lambda RIS, BXx AR E B3R
Wi |, S -

- BFRBBEESS (2FHE)
- BFRBRIBEEZS (FHE)
- Bz%# ( Amazon CLI)

LUTREIERTERT Lambda BRI TACHRNEER, ERERMTAGHMMNRER | &
2% Amazon Lambda 1T & &,

-

« @A T Lambda BREEHIT S B KK
c ERTESAREZPNRRIES

c ERATREASERENRRIES

iEAT Lambda 2R EHINIT A B R KB

BT ROV B VPR IR ER

» J&1T Secrets Manager Fyig¥ESecretARN,
° ﬁu@%ﬁ&\ﬁgo

s MRBIFBESRRSE VPC Fiz1T , MHEEMENEE, BSHEE Lambda BELLIA R VPC H#Y
BRo
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html

Amazon Secrets Manager

RAriEmE

JSON

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource'": "SecretARN"

"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPasswoxd"

1,

"Resource": "*"

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

]I

"Resource": "*",

"Effect": "Allow"

ERTEFREERANREER

MRZ4AFEH Amazon EE R F4A aws/secretsmanager BASNKY KMS Z4A31TINZR |, NI

FEM

Lambda U TACGKRFERZZHANNE., B LAER SecretARN 1% kT X KPR &7 2 EEH
B, NMmAREEHRHACARBEREATRENZH. UTRIERTERNIENITACEKES |, LU
FH KMS Z4AN 4B BB,
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"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "KMSKeyARN"
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"

BN EAES RETANENS N BAEARRES , ERNA T ROPRGEQUAERTA GRS
B4,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "KMSKeyARN"
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"
]
}
}
}

ERTRERF KK REER

EXAXREAPRLREMNESR |, 1§55 the section called “Lambda B KL,
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XN FaE Amazon RDS ZiEM 4 , MREFEANERRBAFL KR , HEBRAFZEHH Amazon
RDS B2 |, &AM A TR IREREAIE APIs Amazon RDS FULREARNBEA | XH©FeeRBBUEE
MIEEER. BRIMNEER L Amazon FE B Amazon RDSRead OnlyAccess,

BAUF /RGBS 7o VF B

* J&1T Secrets Manager & {ESecretARN,

- TBRAFZAPRERZEIL, Secrets Manager 2FEABEAFRZATNEIIEHTLHRFHATNE
iE,

- BIEFED,

- MEBEERRSE VPC a7, IHEEFFENEE,. BXEZELR | BHSHBEE Lambda EREUA
A8 VPC R AR,

JSON

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "SecretARN"

},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

]I

"Resource": "SuperuserSecretARN"

}I
{

"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPasswoxd"

1,
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonRDSReadOnlyAccess.html
https://docs.amazonaws.cn/lambda/latest/dg/vpc.html
https://docs.amazonaws.cn/lambda/latest/dg/vpc.html
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"Resource": "*"

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkIntexfaces",
"ec2:DetachNetworkInterface"

1,
"Resource": "*",
"Effect": "Allow"

Amazon Lambda ¥ ZhEERY P &4 A

¥ F the section called “JBid Lambda BB 1T , 24 Secrets Manager £/ Lambda E%&%?ﬁ&%
ARt , Lambda IR B BAMEER F R Z 4. MRENZATEREIU , N Lambda BBUE AR
ThEX LU R SRR |, Bl INBIEFE SRS

177 7 % 4A

Lambda $##2 ThREAIMBER 15 18] Secrets Manager o JREH Lambda B AT LA RI EBXF |
NMAUAERAAHRARETR,. BEERIRK , BSH the section called “Secrets Manager ¥ 2o

MEEH Lambda F‘E?&ETE%EE*HW@*XFEE’\J VPC 1T , BB IETE VPC AEE
Secrets Manager Hb’z%ﬂ\ﬁ U REB=N ??SJ‘ "RE’J VPC AT E R F A H XL T SBiER AR
HEEOIAELETR. BXEZER , B3 VPC ims ( Amazon PrivateLink ) o

HE , BALUEE M VPC RN NAT MXHEBKMM X (XFAWFRBE VPC HIRETELE R
=) , ¥ Lambda E¥Ri5 8 Secrets Manager ABwR. X2 VPC HIE—EMXEE , BHK
KW IP bt ATRES ZFR B AF Internet BT,

( A ) HRBEEFE SRS

X TEM API B2 RWER , TEMERAENRBEEFESRS.

MBS BIBERRSZE VPC B8 Amazon EC2 324l Ei51T |, BRATEIEF A Lambda B3k
BERNER— VPC Hiz1T. ARRRINENUERESELENRFERS. BXESZEE , BZHEE
VPC 58],
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html#vpc-configuring
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html#vpc-configuring
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E R Lambda REUGRIBIEER RS , BANEERMINE Lambda BRI Z £ A R T EEHE
ERRSH B INERE, BELMBERENBIBEESRSHNEZSAE R FRE Lambda SRR 1T
AVRIEREE,

Amazon Secrets Manager #£#t [0 BHEE

N FiFZ RS , Secrets Manager £/ Lambda BREURRIRZ A, EXEZEER , S H the section
called “J@3d Lambda EEUHITHIR", Lambda RIREBERERZANBIEED RS UK Secrets
Manager X B, ERIZEEMEBHFRNIZTH , BEKLER CloudWatch Fo

(® Note
RERSZSULUANGEERZ K SHEEEAIRE, EXEZEE |, iS5 the section called
“FERIR,
E3-

o WA BB Y BB AR RO R K W 1T Amazon Lambda BB HERR
‘ERRTEPRIEIE 2 EREED

“createSecret’ Z [Ei& B iE D

o HiR  “FATIARE KMS”

+ 4&5iR : “Key is missing from secret JSON ( %48 JSON AR D 34 ) 7

+ 45i% : “setSecret: Unable to log into database ( setSecret : ToEEFEIEE )~
s BIR | “TES AER lambda_function”

s FUENEREBRAEMN Python 3.7 AR E Python 3.9

+ Amazon Lambda B & #PutSecretValue kK

o &R : “<arn>1E<a rotation>FE B 1T lambda B H4E”

RT3 B B AP B B AR R 4R 2K Ui 1T Amazon Lambda BUFEHERR
MREH Lambda BB BEARMAN , HRBUTSRIEEHFHREI-Z,
ATRERY R A

« Lambda EEH KHMITFE
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- BTRGPEEZN API HAMSBNEREY
« Lambda LB BT EHE
« Lambda BEFNERE FE =2 8] BY R 4% ) 72

— I FEHERR S R
1. %47 CloudWatch Bi& :

« f£ Lambda B B EHERBENEREERENTA
- WIFRBEEZRIEREL R ( CreateSecretSetSecretTestSecret, . . FinishSecret )
2. ERHBRHEESE APIEA

« BHTE Lambda B HIBEI XN Z4AH1TEE APl A H
« {RRotateSecretfPutSecretValuel@i& Z ;& B =& &4
3. I®IUF Lambda E#IZ 48 -

« HINMREAN R R EZRALI Amazon RHIRHG
- IREAAENRE  FERCULEBLEMERRIS R
4. REMEHRE

- BIFRLAMNRE RV Lambda BEIG RIIEE
- ¥R Secrets Manager BEB IEHTHE VPC KT AR ABLXKET R
5. MABARE :
- BIFZREAM AWSCURRENT A2 & R IFIH BRI EIEE
- K& AWSPREVIOUS 3 AWSPENDING R AR BB
6. BERFLENRKR

- MR —EBELXW , 5EBR AWSPENDING EFEHRZHE LR
7. 1% Lambda HAXIRE

s RIFHARKEERBEEENIENE

s MRENREFEEHKAD , BSH ‘BREHRERNBRHEBIE F

RIRFBHE 198



Amazon Secrets Manager ArfEm
“ERETEPRBETIE 2 FEEED

NRENRTEPRIFTE 2 EEEES , HEEFEFERBEREK , Fla0FRIA Lambda #ET 5 30000
Z#® , ll Lambda B A REREZ R 178 Secrets Manager i 2 BB AT

Lambda 51 ThREXAMAER 15 18] Secrets Manager iR, MREM Lambda BB AT A AR EBK | N
AUERAARARTR, BEERWS , S H the section called “Secrets Manager i@ &0

WMREH Lambda RBEFREZBBRMIGRNEN VPC Fiz1T , RITENUERE VPC ABLE Secrets
Manager RS FAE LImTT No ?N‘ BH VPC A EBA T AR XBLIRT AN ERHFEEED D
AELETR. BXEZEER , 51 VPC ims ( Amazon PrivatelLink ) o

WE , WA LUBEE @ VPC RN NAT xR B BMMx ( XFAFRBE VPC WRETF RN G IR
/), A Lambda B E i [A] Secrets Manager AR, X2 VPC Hig—EHIMXEE , BN RK<H
IP #hiit ATRES Z EISK B AN F Internet I,

“createSecret’ 2 @& BE3)
AT BB al e S 1E createSecret Z e SR E L :

VPC M4 ACLs TR HTTPS AEd H,

BXEZER , 5K Amazon VPC R 18R ACLsH A9 5/ M 4512 61 7 AR &
Lambda BEERE B E , TERITES

BXEZER |, 55 (Amazon Lambda FFAARIERE) FMEE Lambda EREUET,
Secrets Manager VPC CIDRs i SR AFE S BN EZEHAOLER VPC,

BEXEZER , 25 (Amazon VPC AFERE) FNEAZESERFIZIF RN RE.
Secrets Manager VPC i S R B /0 1F Lambda £/ VPC ik Ko

BXEZEER |, 51 the section called “VPC %S ( Amazon PrivateLink ) ”o

ZRAFEAXERAP R | BRAFZ4H Amazon RDS B2 |, 3} H Lambda BT EIA R
RDS API,

NFBEAFWZHREM Amazon REEEBWNRXEHA P HHRER | Lambda 2R eeH A
RS i RUREBIEEEEZER. BINBWENBBERSERE VPCwa. BXEZER |, 55
5 -

« {Amazon RDS AIFF#Em™) FH Amazon RDS API ### 0 VPC i &

« {Amazon Redshift EE158) FHEH VPC iKMo
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iR “NAAVFIER KMS”

WMREEF ClientError: An error occurred (AccessDeniedException) when
calling the GetSecretValue operation: Access to KMS is not allowed , M##E
BERNERZAMBAN KMS BN BARE, NREBTIREFESNEZELTXRENFESR
NS, BXFENRIEELR |, B3 the section called SEA TEFEERBENERIED,

£i% : “Key is missing from secret JSON ( Z4A JSON StV %340 ) ”

Lambda $ B ERZRAEX A ERN JSON &, MR I RIELEIR |, N JSON AEERR DRI
2R F RN ZH. BXSHRAXERER JSON E£HMEER |, 55 the section called “Z4A#Y JSON
3 AN

#i® : “setSecret: Unable to log into database ( setSecret : TEBEFZEIEE )~
AR 6] &8 i) B S BUth £ iR
RIREBT AR R BIEE.

MRESFENEGK , HIAET 5000 R , M Lambda $#RE AT AETTE BT W 4% 175 7] #1 47
B

MBEHBEDRSEE VPC B8 Amazon EC2 £l Eiz1T , BIUN Lambda B ELE RN ER —
VPC Hiz1T. RERRIENUEEELNRSERS. BXEZEE , HSHEE VPC i7A,

E 21 Lambda ¥R BIEESRRS |, BATEERMNE Lambda BREBN L LA R TFEHIE
SRS HuhiER, SELTBERMMBBEEFERRSHLEA TR E Lambda RREEHIT
AVAEEE,

ZRPNEILEFIR,
MRESFEAERIE , N Lambda BREB AT EZEABRHPNRIUERITH ORI, £

Amazon CLI @55 F Z 4 AWSCURRENT MIAWSPREVIOUS IR A ME B F o B F , KREEREget -
secret-value,

WIEFEFE A scram-sha-256 IR RL,

MRIEHBIEEE = Aurora PostgreSQL WA 13 EERA , B A scram-sha-256 INH#H
B ERMEBER T X scram-sha-256 B 1ibpq M4 9 SLE IHARA |, NIRRT EIEE
BIBAEEE
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HEMLEHIEERFEA scram-sha-256 &

- B HIEE RDS for PostgreSQL 13 ) SCRAM B4 KF P KK EEHIE SCRAM HBH
BF,
1 E B R B BUE A A 1ibpq FRAS

1. EET Linux WitEAN L , £ Lambda # & & LSMEBIEHNERRERHA THRTBED, Fzip X
HRRERDTEB FP,

2. ‘EWHITLE, EIEBFRHIET:

readelf -a libpg.so.5 | grep RUNPATH
3. MREBINFMEH PostgreSQL-9.4. x SEMET 10 WEERRA , MEREBT ZHF

scram-sha-256,

A%#F scram-sha-256 BB B L

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/1lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

% scram-sha-256 HEHRE IR L

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/1ib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

(@ Note

WMRBTE 2021 F£ 12 A 30 H2ZBNRE T B F4ARIR , NENRREBUELS T 1ibpgF
Y FMscram-sha-256 R 8R4, N T X scram-sha-256 , BEEEH O EEHN R
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BIEEFEE SSL/TLS HRINR.

MRENBIERFEFE SSL/TLS iEE , BRIREBER T ARAMBNERE , NERREBTEEZIIHK
. EAT Amazon RDS ( Oracle 1 Db2 Br#} ) 1 Amazon DocumentDB BV IREEF B3I F
AL EEFE (SSL) SifEMEREMMIL (TLS) SKEEBBKIEE (WMETH ) . BN , 4 1HE
FRINZAERE,

@ Note

HBE

1.

Hix

MREE 2021 F£12 A 20 HZARE T B ZERRR , WENEREBTREETAXE
AISSL/TLS. To support connections that use SSL/TLSKR R & 4R,

SR IR B B Y B 32 B[]

£ Secrets Manager %I & A https://console.aws.amazon.com/

secretsmanager/ , 3T FFEHI%4H. 7E Rotation configuration ( ##ELE )

A #Y Lambda rotation function ( Lambda 3# &% ) T , £/ EF Lambda

function ARN ( Lambda B % ARN ) , #l%0 , arn:aws:lambda:aws-
region:123456789012:function:SecretsManagerMyRotationFunction . TEMR
il SecretsManagerMyRotationFunction W , M ARN REEHIEEHKE .

£ Amazon Lambda ## &l & H # Functions ( 8% ) T https://console.aws.amazon.com/
lambda/ , &R Lambda BB MAEMEEERESF | 3% Enter B , AR EFEMERK Lambda
B

ERBFHAEFEERMEF , 7 Configuration ( BLE ) ETIF LW Tags (5% ) T, EFIE
aws:cloudformation:stack-name il 1B,

£ Amazon CloudFormation #2#| & https://console.aws.amazon.com/cloudformation H #9i#E

BT, FREMWEIIRRESR , RFIER Enter

HERFIRFFHITIRIE | MEREREIE Lambda 5KV HEL, 7E Created date ( B2 H
B ) Sdh  EFHKRNCIEAR, X2 Lambda RIREHHGIZE B #,

“To32 S AR lambda_function™

MREZZTHRBHRAK Lambda E%k , BZEEEM Python 3.7 B3I AR EEFHMAH Python
By, MATRE LB R IR, ERRLLEIR | BAILUY Lambda BEEARZA K E Python 3.7 , S5 the
section called I A KR BEEARZAM Python 3.7 A% F| Python 3.9’ ETHREZER , HSH
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Amazon re:Post #Y 1+ AFKH Secrets Manager Lambda B ¥4 #0 5 M HI K R B pg R

I ENRREBURAM Python 3.7 A F Python 3.9

2022 F 11 B2 BiBIZZMISR 2 SR BE A Python 3.7, &M F Python B Amazon SDK 2F 2023
F 12 BF1EX# Python 3.7, BXEZER |, HS M Python XIFFEEEH Amazon SDKs F1TE,
EHREIFEA Python 3.9 WHTRREE , TUENERBEEPAIMETHREBEREFH IR IR

B FEH Python 3.7 B Lambda 3B

1. &% Amazon Web Services Management Console ¥} 3T Amazon Lambda ##l& , Wit
A https://console.aws.amazon.com/lambda/,

2. TEE#IIFKF , FiE SecretsManager,
3. EMERHNEHIIRSD , BETHRET , IR Python 3.7,

FH % F) Python 3.9 :

« &I 1 : A Amazon CloudFormationZ 37 #1225 # By 3k

« BRI 2 EAEHMINAEREBMIZITE RS Amazon CloudFormation
« I 3 : Amazon CDK FIF 4k CDK FE

IR 1 : A Amazon CloudFormationZ 8| 23 B3k

HIRE A Secrets Manager 12§ & FF B H IR IIEERT , Secrets Manager £ Amazon
CloudFormation 8|S EHRIR , 215 Lambda BRIREH, MREFEREFHAFZHRMRINEE , HEME
F Amazon CloudFormation 4% 812 T 3R EZK , W o LAEAMEREE Amazon CloudFormation 3#4%
ENMCIZEEEMEBMHRHREE., HEBNERARATRAR Python,

EHRANE T RRE A Amazon CloudFormation 4k

+ 7f Lambda B FMAEETENEEETFL | EBIFZL, EF aws:cloudformation:stack-id
Z/ ARN,

HREZH DAL ARN & |, D FHIFT R,
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* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

. B : SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda

EHOIERIEEE ( Amazon CloudFormation )
1.  #£+ Amazon CloudFormation , &M E Rk , RFEEREH,

MR BB VEE BRI ERE |, FRBRRIRER , REEEEFR.

2. HEEMERAELHNESERT  EZRENAEFRERTEE  RASEENREFRESRTRE
BT  ERENAREFRERPRERE,

3. ENARERGmEESET , ITUTERE
a. TEEMHRMKBE , £ SecretRotationScheduleHostedRotationLambda # 34

"functionName": "SecretsManagerTestRotationRDS" HI{EE#H N HTIWEHEBH
f5lzn1E JSON # "functionName": "SecretsManagerTestRotationRDSupdated"

b. EHREHEMR.

c. TEMEEEA Amazon CloudFormation X iFHER |, EBHEIAFH ML F A Amazon
CloudFormation,

4. &= Amazon CloudFormation ik TER | R ERER,

®RIM 2 FERAEFRNERLHREBAIZTER RS Amazon CloudFormation

L I&fEH Secrets Manager 2% & FF B3R INEERT , Secrets Manager &£/ Amazon
CloudFormation 8|4 EMRIR , BIE Lambda BIREE., NMREFERBEH BT EHRRINE , HERE
A Amazon CloudFormation ik 62 75 BEE , W AT SAE A ER Amazon CloudFormation 3tk
EHRREBNETR RS,

EHROGIE T RHREBE Amazon CloudFormation ik

« 1 Lambda REMFMEENEMNEEIEINF L | EFEHRL, BF aws:cloudformation:stack-id
2/ ARN,

HHREZ DAL ARN B | D FHIFT R,
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* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

. B : SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda

BB BAIZITEI RS ( Amazon CloudFormation )

1.  #£+ Amazon CloudFormation , &M E Rk , RFEEREH,

MR BB VEE BRI ERE |, FRBRRIRER , REEEEFR.

2. HEEMERAELHNESERT  EZRENAEFRERTEE  RASEENREFRESRTRE
BT  ERENAREFRERPRERE,

3. ERAEFRBERT , MITUTERE
a. TE#EMR JSON # |, ¥ F SecretRotationScheduleHostedRotationLambda , 7
Properties TH) Parameters TJ5 , il "runtime": "python3.9",
b. EEFEEFEM,

c. TE#ZE{EA Amazon CloudFormation X iFHES |, kRHEIAFBLEFE A Amazon
CloudFormation,

4. HEE5E K Amazon CloudFormation #ttk T4E7 |, AEIEFRIIRER,

&I 3 : Amazon CDK AP A4 CDK &

RIEEER v2.94.0 Amazon CDK ZBIARARIRE T HARH , WA LUEE ARE v2.94.0 RESIRA
SREH Lambda E# ., BXEZEE |, i3 M Amazon Cloud Development Kit (Amazon CDK) v2 FF
RARIEME.

Amazon Lambda #Z % #tPutSecretValuek

R IRTE Secrets Manager FEARKAACKEKRFARR , HEAEDR LRI T —4 CloudTrail 8
T & 2 RotationFailed® =4 : LAMBDA_ARN. Lambda & 812 Secret BB Z4ASECRET_ARN KX
AVERSION_ID BBREFIMZIHERRER , WEEEH Lambda BB BEEFAAWSPENDINGZ S
¥, RotationToken
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E#T Lambda Fes5 B E LA 245 RotationToken

1. T # Lambda B8

« TFF Lambda ##l&

ESMBERT , EREK

NEBE LR AN Lambda R4ARIREEK

£OTE B, REBERHBARE . zip, Amazon SAM X, BEHH—N
®E ARE FZYEREERLITEN L.

2. Ym%8 Lambda_handler

EEIKF %M create_secret ZEBH M A rotation_token S :

def lambda_handler(event, context):
"""Secrets Manager Rotation Template

This is a template for creating an AWS Secrets Manager rotation lambda

Args:
event (dict): Lambda dictionary of event parameters. These keys must

include the following:

- SecretId: The secret ARN or identifier

- ClientRequestToken: The ClientRequestToken of the secret version

- Step: The rotation step (one of createSecret, setSecret, testSecret,
or finishSecret)

- RotationToken: the rotation token to put as parameter for
PutSecretValue call

context (LambdaContext): The Lambda runtime information
Raises:
ResourceNotFoundException: If the secret with the specified arn and stage
does not exist

ValueError: If the secret is not properly configured for rotation

KeyError: If the event parameters do not contain the expected keys

arn = event['SecretId']
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token = event['ClientRequestToken']
step = event['Step']

# Add the rotation token

rotation_token = event['RotationToken']

# Setup the client
service_client = boto3.client('secretsmanager’,
endpoint_url=os.environ['SECRETS_MANAGER_ENDPOINT'])

# Make sure the version is staged correctly
metadata = service_client.describe_secret(SecretId=arn)
if not metadata['RotationEnabled']:
logger.error("Secret %s is not enabled for rotation" % arn)
raise ValueError("Secret %s is not enabled for rotation" % arn)
versions = metadatal'VersionIdsToStages']
if token not in versions:
logger.error("Secret version %s has no stage for rotation of secret %s." %
(token, arn))
raise ValueError("Secret version %s has no stage for rotation of secret
%s." % (token, arn))
if "AWSCURRENT" in versions[token]:
logger.info("Secret version %s already set as AWSCURRENT for secret %s." %
(token, arn))
return
elif "AWSPENDING" not in versions[token]:
logger.error("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
raise ValueError("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
# Use rotation_token
if step == "createSecret":
create_secret(service_client, arn, token, rotation_token)

elif step == "setSecret":
set_secret(service_client, arn, token)

elif step == "testSecret":
test_secret(service_client, arn, token)

elif step == "finishSecret":
finish_secret(service_client, arn, token)

else:
raise ValueError("Invalid step parameter")
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3. YRiEEcreate_secretftil

&M create_secretEHEIAEZ HFEMALL Trotation_tokenZ#4 :

# Add rotation_token to the function
def create_secret(service_client, arn, token, rotation_token):
"""Create the secret

This method first checks for the existence of a secret for the passed in token. If
one does not exist, it will generate a
new secret and put it with the passed in token.

Args:
service_client (client): The secrets manager service client

arn (string): The secret ARN or other identifier
token (string): The ClientRequestToken associated with the secret version

rotation_token (string): the rotation token to put as parameter for PutSecretValue
call

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage does not
exist

# Make sure the current secret exists
service_client.get_secret_value(SecretId=arn, VersionStage="AWSCURRENT")

# Now try to get the secret version, if that fails, put a new secret

try:

service_client.get_secret_value(SecretId=arn, VersionId=token,
VersionStage="AWSPENDING")

logger.info("createSecret: Successfully retrieved secret for %s." % arn)

except service_client.exceptions.ResourceNotFoundException:

# Get exclude characters from environment variable

exclude_characters = os.environ['EXCLUDE_CHARACTERS'] if 'EXCLUDE_CHARACTERS' in
os.environ else '/@"\'\\'

# Generate a random password

passwd = service_client.get_random_password(ExcludeCharacters=exclude_characters)
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# Put the secret, using rotation_token
service_client.put_secret_value(SecretId=arn, ClientRequestToken=token,
SecretString=passwd[ 'RandomPassword'], VersionStages=['AWSPENDING'],
RotationToken=rotation_token)

logger.info("createSecret: Successfully put secret for ARN %s and version %s." %
(arn, token))

4. LFHEEFH Lambda EEE

ERTER Lambda ARG , HHE LEURBRENES.

Eix : “<arn>fE<a rotation>FBHINIT lambda A H 8"

MRIEBR R BN BRI AN |, 8K Lambda BB A TES B , HlalCreateSecretst
FSetSecretflz |l , MEFBEATESEH L RET X,

FH R EHEBR S IR

/A Warning

BT Lambda F‘E?&H’HMT%ETE REENHARSHRENET 10 WETRERLSHR
#o BREZER , FSH (FRARKERE) PN T HRMEH ZMMEEH K. Amazon

Lambda Amazon Lambda

1. REHFE Lambda HAKIRE

« Bifreserved_concurrent_executionsRHREBAE (Hlm, 1)
- MREAMEHK , BRHERENED 1
- ZRFEARTMENHRURBEANREMS
2. WTFHEREHXK :

s TEEXNREMEENHASE (Hlw , £ Terraform #H )
- MRAFHTIRE , BEAZED 10 WE
- BENHLBRFIEEER TENABH.
3. BEMBEARE :
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C EANTARNEARE | HRE = (SVTEERY ) * ( AD N BN FEEREEHN
H). BXESEL , BEAEEREHLE,
. MEHIFRBMANE  UREELNHRRE.
- REEFRENEI. NERERBNTRATLE | CITRASHE,

BXREE Lambda AXNEZER , BERAFRAREEPNEENZ A A MEEMEEH X

Amazon Lambda

Feiit x|

Secrets Manager 2R ERN RN BRAZERITIRRENZH, EREITTIANE , EEA cron()
= rate() TiIAX AR BT ERIFLERT A, Secrets Manager FER IR RN ER A, BAUERE—
NV R IR AT R N /N R R — IR B4R

ESHAR  BESH

« the section called “JEE "
« the section called “Bai S BEERR (EHE )
« the section called “BEi 3 IEBIRERR (12FHE )

Secrets Manager ®2#t it XA UTC BF X,

At ER

Secrets Manager IR RSP T ERE L, HEEERRZAN |, ATSLURERERAME |, Secrets
Manager EH R AT ER Y BNt R RGN 240

Secrets Manager R EBIZ /DR FF IR, N TFEA rate() [RAX ( ARXF BN ) WRRITRI ,
RRNBMNFERIT R, BAUEA cron() REXNRERLRATBROVITHRINEL, BXTRH, FSH the

section called “Cron FRiER",

MABERT , TR DRTENRRITY , RRERE—/DEEXA ; FTERUTENRRITI , 26
B BRTE — REE RATK o

EEYRMANBRNKE |, BIRENRFENE, SRR BRRENEE -/, ZRRNERTE
HEAE T —MBRE R, ROER , ¥ TUIENRUNERITY , FRIARRNRNTRETRRZ
RN TR EMHRRITR , FEINER /DR BN L RISFERNEDNTRET 24 Pt
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RAriEmE

Rate RiA =

Secrets Manager BERIAXKAUTHER , HPValue N EEFhour , Unit A LARhoursday., .

Hdays :
rate(Value Unit)

BRI /NRRR—IXEH, RRRBREHN 999 X, =6

« rate(4 hours) ERERASNU/PREIR—
- rate(l day) ERERATREHR —IX
« rate(10 days) ERERAE 10 Rk —

Cron RiE T

Secrets Manager cron XA EBLUTHE :

cron(Minutes Hours Day-of-month Month Day-of-week Year)

BENEEN cron REXBRELEE, HIW, cron(0 4/12 * * ? *) RFER 4:00, TF

4:00 , AERFE_-XZER 4:.00, T 4:00, Secrets Manager 2#itXIEH UTC B X,

R Expression

B/ =R, NFRFFH cron(@ /8 * * ? %)
g/\hat—X , NF L 8:00 F k. cron(@ 8/8 * * ? *)
B/t —X , NEE 2:00 FF 4, cron(@ 2/10 * * ? *)

BHRATEM 2:00, 12:00 F 22:00 FFi4 , R
FEE =XKMW 2:00, 12:00 A 22:00 #1T,

X LEF 10:00 cron(@ 10 * * ? *)
BEHATF 6:00, cron(@ 18 ? * SAT *)
BA%E 1 XLEF 8:00 cron(@ 8 1 * ? *)

Rate &A=
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AN e Expression
B=NAE-1EHHER 1:00, cron(@ 1 ? 1/3 SUN#1 *)
BAKRE—XT4 5:000 cron(@ 17 L * ? *)
ER—INEHHEEF 8:00, cron(@ 8 ? * MON-FRI *)
BA%E 1 RFE 15 XTF 4:00, cron(@ 16 1,15 * ? *)
BAEF—1MEHBFR. cron(@ @ ? * SUN#1 *)

MN—B@F®E, 811 N NANE—NEH—MHF cron(0 0 ? 1/11 2#1 *)
%o

Secrets Manager F#J Cron RiEXER
Secrets Manager X AT EAA T cron RIAXHARE —LRH|, Secrets Manager # cron FRik = HY 2 4

FERMUIIEE 0, A7 Secrets Manager BT EE I, HFEMRFRULIIEE * | EH Secrets
Manager A B —FEL ERREEITRI, TRERT AJLAERAMNIEI,

FE =] B
Minutes MR 0 7
/et 0-23 A/ (1 ERML ) IEEE”E, Hi

o, 2/10 EHEMER 2:00
FIAE 10 M —R. BALE
7/ i — R

D ay-of-month 1-31 £/, (25 ) 3sHME, 4
m, 1,15 HMEAME1X
ME 15 K,

R - (EXK ) BETE. 5
m,1-15 RFHAME X
FE 15 Ko
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FE =1 BEARF

R (25 ) B8R FRIN
FiEE, fim, * RRHAN
B-X,

(M5 ) BEFATEE—1
HHE—N BEETER— cron
FKERXHF R Day-of-month
M Day-of-week FEEAT
EEE, MBEREER—AF
BRPEETE, NWAAES —
NFBRFAFEA?2 (MES ),

FA/(ERUL ) IBEBE,
Bl | 1/2 R"MEE 1 XFFHA
BRRX—X , RaFR , £ 1
R, B3IXR, FB5XK, k3
i: 38

£/ LEES ANEE— XK.

£ DAYL 8EZRAHRE—
NnBBBHA, flin , SUNL &
THEANWERE—INEHB,
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RAriEmE

FE

At

(=}

1-12 =% JAN-DEC

BEARF

5/, (5 ) 3sHME, i
@, JAN,APR,JUL,OCT =X
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£/ - ("% ) BEETE. A
wm,1-3RF—FNE11MA
EEINMA

A (25 ) B8k FRYF
WEE. flm, * RRg)H
EO

£/ / ( ERHL ) EERE,
plan |, 1/3 RRB=1NA—
R, NE1NRTTEE , BISE
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RAriEmE

FE

D ay-of-week

Year

(=}

1-7 2 SUN-SAT

WIRE *

BEARF

FR#EEENMNARN—RANE
HA 1L, a0 , TUE#3 RRZA
HNE=ANEH=,

£/, (25 ) 22 HftbE, F
W, 1,4 RE—ANE-RM
%%0

/- (EXE ) BEEBE, 4
wm,1-4 R—FBEWNE1XE
L4 K,

A (ES) IeRFERPH
FREE. fit, * RE—AN
ﬁ_%o

?2(\5) BEFATEE -
®BE—P. BEZEER— cron
FIERXAF R Day-of-month
M Day-of-week ZFEREAT
EEE, MBEREEP—AF
BYPEETE, USNES—
NFEPFERA? (BT ),

A/ (ERHL ) EEEE, f
wm,1/2 R —ANER-—X
, NE—RF i |, BIZE 1 X,
B3R, BEERMET X,

£/ L i E—Bi&E—X.

I
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3 B5#: Amazon Secrets Manager 4R

BREXKRECRE TRRNZH, EREFRSCRENRR , BERFESHEFEHAHB T RIS E
Rotation configuration ( ##ELE ) E82, R Rotation status ( 2 ¥IRZ ) 73 Enabled (B ) , M
FHRENRIR, MRTE , FZRARGR BH,

B ARG (245 )
$TFF Secrets Manager #£#|& , Mt R https://console.aws.amazon.com/secretsmanager/o
ERIEN R,

1
2.
3. HEHRAGENEL A HREEETS , ERUEREN.
4. HERRBAXFESD , EREHR,

Amazon CLI

Example 3 Bl5#: % 4R

AR rotate-secret RBIRF BN FFta5Hr, BRAMXTMEE BRI,

$ aws secretsmanager rotate-secret \
--secret-id MyTestSecret

ERARERNEZHA

IEAILAE A Amazon Config SRIHMEERN 4R | LEBCIIREFSEBNIRE, B LUER Amazon
Config MLNE X HNZHABLEMENEER, AFE Amazon Config B BUIR B R FF& VRN B 54
o HE M LRERNZATKIE. RREE. ATEHAMEN KMS 43, Lambda BREBUARER
FAXRBIRSERHITHER,

MREHELAHREZA Amazon Web Services Ik Z4 , MIAURESZEEMSAELIE. Amazon
Web Services X8 BXREZE LR , S H# Multi-account Multi-Region data aggregation.

TN EARBERRHR

1. BEMEMAmazon Config SN FEFR PRV AR ITIRE , AMATHANRRITIER

« secretsmanager-rotation-enabled-check — R&ERE N 1FMTE Secrets Manager HHY
FEAME T IR,
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https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/rotate-secret.html
https://docs.amazonaws.cn/config/latest/developerguide/aggregate-data.html
https://docs.amazonaws.cn/config/latest/developerguide/evaluating-your-resources.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
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+ secretsmanager-scheduled-rotation-success-check— K2 EXBRIINEHRERE
BENRRIMERN, RENZREMENERX,
« secretsmanager-secret-periodic-rotation —REREECERENKEARLIRTH
£,
2. ("% ) B E Amazon Config N EZATEMBHNE, BXEZEELR |, i5S 1 Amazon Config
KI3EZE Amazon SNS EFRYEH,

£ Secrets Manager FEUE B3 # i

MRNEZPERET BBk , HEEEELERER , WA BUEER,
HUH B35t

1. 3TFF Secrets Manager ##|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EEENER.

3. EEBARMAGENLMRKREET , ERERELR,

4., HEHRBERHREENEED , XAERKR  RAEERRT.

Secrets Manager 2R EBRREEEFE , WMELAERRATEH S ARKRNATUEAT,
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https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.amazonaws.cn/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.amazonaws.cn/config/latest/developerguide/notifications-for-AWS-Config.html
https://console.amazonaws.cn/secretsmanager/

Amazon Secrets Manager ArfEm

Amazon Secrets Manager HE Ml Amazon fRZEEMN I

¥ % Amazon BRS1E 176 FE A YL Amazon Secrets Manager, EREEBFERT , XERFARKE
4 XEREVEBXEZANBRSTLUBHEECH], N, —EREFPBRAERE , AETR
VECEERR. RERSETRERHEESEREHNER TERZHRMEREN] , XBB TR LLF
W, A RFEERSKBTE4A.

@ Note
REFRHREHERXLRAN Amazon k5 61E.

REZACERATEEERS ID B AERBERBI TS,

Secret name: ServiceID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3

IDs B TEEHNBH RS

» appflow - the section called “Amazon AppFlow”

* databrew - the section called “Amazon Glue DataBrew”

+ datasync - the section called “Amazon DataSync”

* directconnect - the section called “Amazon Direct Connect”

¢ ecs-sc —the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “Amazon Web Services Marketplace”

* opsworks-cm - the section called “Amazon OpsWorks for Chef Automate”

* pcs —the section called “Amazon H1TITERE”

* rds - the section called “Amazon RDS”

* redshift - the section called “Amazon Redshift”

+ sqlworkbench - the section called “Amazon Redshift Zif) R85 v2

BERMEM Amazon RS EEN R | BSHERTEEE.

BREAZANBRSNTRIIK , B0 E£AFHNKRS.
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RAriEmE

Amazon Web Services 55 HFLE{EH Amazon Secrets
Manager #Z Y

FRENE X EL T84 Amazon Web Services fRSs 1{A1 5 Secrets Manager S HI1E B.o

Zn4al Amazon App Runner £ Amazon Secrets Manager

Amazon App2Container #1181 i Amazon Secrets Manager

w4l Amazon AppConfig £ Amazon Secrets Manager
NI 53 3040] AppFlow £ Amazon Secrets Manager

A Amazon AppSync £ Amazon Secrets Manager

Amazon Athena ¥l f£ F§ Amazon Secrets Manager
I 53 Aurora =2 #01A £ FA#Y Amazon Secrets Manager
#n1a] Amazon CodeBuild £/ Amazon Secrets Manager

Amazon Data Firehose #0{AIf£/ Amazon Secrets Manager

#n1a] Amazon DataSync {£ f Amazon Secrets Manager
I 5 304] DataZone £ Amazon Secrets Manager

#4a] Amazon Direct Connect £ Amazon Secrets Manager

#n4al Amazon Directory Service £ Amazon Secrets Manager

Amazon DocumentDB ( with MongoDB compatibility ) #04a/# F§ Amazon Secrets Manager

#n{a] Amazon Elastic Beanstalk £/ Amazon Secrets Manager
Amazon # AR EREMERAFEAH S X Amazon Secrets Manager
Amazon Elastic Container Service

I 5 #h 404 ElastiCache £/ Amazon Secrets Manager

#n{a] AWS Elemental Live £ Amazon Secrets Manager

#nfa AWS Elemental MediaConnect £ Amazon Secrets Manager
fn{r AWS Elemental MediaConvert £ Amazon Secrets Manager
w4l AWS Elemental MedialLive f£/H Amazon Secrets Manager
e AWS Elemental MediaPackage £ Amazon Secrets Manager
w4l AWS Elemental MediaTailor £ Amazon Secrets Manager
Amazon EMR #n{a £ A Secrets Manager
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o W 5#h 4047 EventBridge £/4 Amazon Secrets Manager
« #4047 FSx £ F Amazon Secrets Manager #12%

 404A Amazon Glue DataBrew {£ /8 Amazon Secrets Manager

+ Amazon Glue Studio #0{a{£ A Amazon Secrets Manager
* 10{A Amazon loT SiteWise £/ Amazon Secrets Manager
« W 5# Kendra 2 10{A{E A K Amazon Secrets Manager

« Amazon Kinesis Video Streams eI/ Amazon Secrets Manager

+ 304A Amazon Launch Wizard £ Amazon Secrets Manager

« Amazon Lookout for Metrics #01a]f£ F§ Amazon Secrets Manager

« Amazon Managed Grafana #0182 Amazon Secrets Manager

 404A Amazon Managed Services £ Amazon Secrets Manager

« Amazon Managed Streaming for Apache Kafka 2017 Amazon Secrets Manager
« Apache Airflow B3I S #h & THERE Z {A £ AR Amazon Secrets Manager

* Amazon Web Services Marketplace

 404A Amazon Migration Hub £ Amazon Secrets Manager

+ 304A Amazon Panorama £ Secrets Manager

» Amazon H1T1tERFZ WMAIEA Amazon Secrets Manager
 404A Amazon ParallelCluster £ Amazon Secrets Manager
« Amazon Q #fAIfE A Secrets Manager

+ #n{iJAmazon OpenSearchingestionfff Secrets Manager

« 3048 Amazon OpsWorks for Chef Automate 8l Amazon Secrets Manager
o YU 5 #h 404 QuickSight £ Amazon Secrets Manager

« Amazon RDS By 53X Amazon Secrets Manager

« I 5% Redshift B8 5 3 Amazon Secrets Manager

+ Amazon Redshift Ef)m#EET v2

« W 5# A SageMaker | Z201a]E A Amazon Secrets Manager

3047 Amazon Schema Conversion Tool £ Amazon Secrets Manager

» Amazon Timestream for InfluxDB 1Al Fl Amazon Secrets Manager

+ 3047 Amazon Toolkit for JetBrains £ Amazon Secrets Manager

« Bn{a] Amazon Transfer Family £/ Amazon Secrets Manager ¥
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o 3048 Amazon Wickrf F§ Amazon Secrets Manager #%

Al Amazon App Runner £ Amazon Secrets Manager

Amazon App Runner & —I1 Amazon fRS , ERM T —fRE, HEELFXEBENFR , THRAB
RAMBREETES Amazon =HF AT BEZEMN Web NARF. BEEZIFHEAR, REMFEHH
MITERS , W FEEHENATEMEE Amazon B

£/ App Runner , A AERIBRZ I EMRSHEEFTFZANEESI ANRSHHRETE, B
REZELR , 82 (Amazon App Runner F Z AR IERE) PSRBT ENEERETE,

Amazon App2Container #01a{# A Amazon Secrets Manager

Amazon App2Container E— R STLE , IS ZEANMEBEAEER OSELN LETH N
BREF , FHEEH Amazon ECS, Amazon EKS S E B A EFHi=1T Amazon App Runner,

App2Container £/ Secrets Manager X EE A T/ T4 IT EVEZEINARF RS I|/HOEIE , XU
BIETIZRHD. BXEZELR , H31Y App2Container AP 5 HIEE Amazon App2Contain
Amazon er B9 B4,

#n{al Amazon AppConfig £/ Amazon Secrets Manager

Amazon AppConfig  — Amazon Systems Manager B 0] A F8l2, EEBMREBENAREFE B
IhEE, BLiB M2 E1FMETE Secrets Manager P EIMIHIEREMBRBER, YU EEHABAREX
et , AT BA%ESE Secrets Manager fEANELEBIERIKIR. BXEZER |, iS5 (Amazon AppConfig
AR 9162 B REAEEXH. BXMA Amazon AppConfig BB FF /5 B 3 2 £ ThAERY 4R
MWER , ZH (Amazon AppConfig AAF#ER) FHI S ecrets Manager Z4A5

NI 53 204a] AppFlow f£ /8 Amazon Secrets Manager

I 5# AppFlow R—IEERENERRS , FREBERHEERS (SaaS ) MARRF (#Flm
Salesforce ) 5 5 # E £ 7% Bk ( Amazon S3 ) 1 Amazon Web Services fR%5 Amazon Redshift
ENARRFZ AT L TIRBIE.

£ Amazon H AppFlow , H#&¥— SaaS MARFEENRIBERE , BROIET —NEE, X
BIEEREE SaaS NABRFAENEER , flUSARIESIE. AFRENEB, LD ENEERE
AppFlow £ BIZREY Secrets Manager £ & %P appflow. FEZEANZACS TS EL I
FH T AppFlow, BEXEZEE | 52T % AppFlow F 1R AppFlow B SR EIER T
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https://docs.amazonaws.cn/apprunner/latest/dg/env-variable.html
https://docs.amazonaws.cn/apprunner/latest/dg/env-variable-manage.html
https://docs.amazonaws.cn/app2container/latest/UserGuide/manage-secrets.html
https://docs.amazonaws.cn/app2container/latest/UserGuide/manage-secrets.html
https://docs.amazonaws.cn/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-free-form-configurations
https://docs.amazonaws.cn/appconfig/latest/userguide/appconfig-security.html#appconfig-security-secrets-manager-key-rotation
https://docs.amazonaws.cn/appflow/latest/userguide/data-protection.html#encryption-rest
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#n{a Amazon AppSync £/ Amazon Secrets Manager

Amazon AppSync IR ABRFFAARRHE T —1NEX, AI¥ &M GraphQL #O , AT&HXKEZN
SERMVEIE | 248 Amazon DynamoD Amazon Lambda B #l HTTP, APIs

Amazon AppSync £/ Secrets Manager Z4A R R EIEE#ET 5 RDS f Aurora, BEXEZEE.
EZ# (Amazon AppSync FF A AR ERE) PHIHIE : Aurora Serverless.

Amazon Athena 0{a]f£ A Amazon Secrets Manager

Amazon Athena 2 — IR EXEHRS , ILEREEBENEARE SQL B2 # Amazon Simple
Storage Service ( Amazon S3 ) FEVEIE,

Amazon Athena ¥ #ERIE#ESS 7 LU Athena Bx & B TIEES Secrets Manager ZRALE SR , M
MERKE. BXEZEL , H5S5 (Amazon Athena AF1ER) FHER Amazon Athena Bx& &
o

M S Aurora 2 20{a]fE£ A BY Amazon Secrets Manager

Amazon Aurora  —15 MySQL # PostgreSQL # AN T E XWX RBIEESIZE,

EEIE Aurora WEFFEIL |, Aurora AIA RN BRI BT E R, BEENNZHAZAHTRA. Aurora
HREEXEEIFN R, BXEZEER |, i55H (Amazon Aurora AF1EE) FHIFEH Amazon
Aurora #l Amazon Secrets Manager& B %3,

BXREAM Aurora RIEWER , BSH BIBEH.

@A Amazon RDS Data API B , 2] LAEF Secrets Manager HV B4R EERIEENEIL, BXE
%55 , B2 (Amazon Aurora AAF1EME) HRIEA Aurora Serverless & AP,

£ Amazon RDS &iflfmEanE I HEREN , TLURHBIEENEILFM# T Secrets Manager ¥, &
REZER |, 5 Amazon RDS AFEETHNFERAERRER.

#fal Amazon CodeBuild £/ Amazon Secrets Manager

Amazon CodeBuild REiH T2 EMERES . CodeBuild HiIFENERE | ST8 TR |, HERK
HZIEBN TH,
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https://docs.amazonaws.cn/appsync/latest/devguide/tutorial-rds-resolvers.html
https://docs.amazonaws.cn/athena/latest/ug/connect-to-a-data-source.html
https://docs.amazonaws.cn/athena/latest/ug/connect-to-a-data-source.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/query-editor.html
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] LAE A Secrets Manager F# B EMREILE. EXEZER , S (Amazon CodeBuild A
$8r) CodeBuildFFAE EM =& E Amazon Secrets Manager =4l

Amazon Data Firehose #{AIf£ A Amazon Secrets Manager

& Al LAE A Amazon Data Firehose SR B REAHFE LB IR RN AW ER. SEHRFERIL
HRFZ4AAT , Firehose 21EZ1THIM Secrets Manager © RFZALUEZF B IR, BXRESZEE | 1B
2% {Amazon Data Firehose 7 X A R 3§m) FH Authenticate with Amazon Secrets Manager in
Amazon Data Firehose,

#n{a] Amazon DataSync £ Amazon Secrets Manager

Amazon DataSync 2 — T ELBIEE RS , ARML. BILMMERFEREMRS 2 BN HER
o

TEHNELEFMH RS DataSync FEEZTEFTEEBMMEBE AZIE. DataSync £ Secrets Manager 17
SR IG R 7 ZiE. BRI BB E DataSync AR RECIERA , IR HBEN T, RSEENER
AL AT kaws-datasync. BRENFEAENBLIRNZELAM S 2% DataSync, EHZH (Amazon
DataSync AP 1EmRE) i “REF#EVLESILE,

NI 5 404a] DataZone f£ /A Amazon Secrets Manager

Amazon DataZone 2 —THHEEERS , TiLENBEEHTHE, I, BE. HEN9H. BT
£ A5k B £ AESIMEE Amazon Redshift EEEHF RN AE PR BIER ™. Amazon Glue JEFZF
EiEZ D% Redshift , IMEETE Secrets Manager Z4A P12 T # DataZoneZif. BEXxEZE
B, HZRL 0% DataZone A B P HIEF#H Amazon Glue #E##H Amazon Redshift 3E E 6122
BIREIRo

Al Amazon Direct Connect £ Amazon Secrets Manager

Amazon Direct Connect B33 ¥r /B LA K P S 5 B8 48 15 S8 1y R 26 P 4% 85 332 B A Amazon Direct
Connect VB, B IER , B EREAEHEE 2 H Amazon Web Services lRFHERIEDO,

Amazon Direct Connect RHEZX B Z A B HAEEXBKR BN ( CKN/ICAK X ) FHETHIRNIT
EHEAP, directconnect B A ZETE Amazon Direct Connectty A+, EEHHN ,

W FfEF Amazon Direct Connect i A2 Secrets Manager. BXxE%Z{EE , 5 HAmazon Direct
Connect AAF SR HRF MACsec CKN/CAK 5 LAG Bk,
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https://docs.amazonaws.cn/codebuild/latest/userguide/sample-private-registry.html
https://docs.amazonaws.cn/firehose/latest/dev/using-secrets-manager.html
https://docs.amazonaws.cn/firehose/latest/dev/using-secrets-manager.html
https://docs.amazonaws.cn/datasync/latest/userguide/location-credentials.html
https://docs.amazonaws.cn/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.amazonaws.cn/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.amazonaws.cn/directconnect/latest/UserGuide/associate-key-lag.html
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#n4a] Amazon Directory Service {£/H Amazon Secrets Manager

Amazon Directory Service 21t 7 Z ¥ Microsoft Active Directory (AD) S E 4 Amazon RS —

RERNSGE, B ERZIERES Amazon EC2 ZHIMALKNE R, BEXEZER , F5H
{Amazon Direct Connect AAF#E/) PWUUTHE :

« f¥ Linux EC2 SEHIFT4E M AREY B 3X AD Amazon EE B &

« JF Linux EC2 E#IFc4& i A ¥REY AD Connector B &

 f¥ Linux EC2 SKHIFTC48 MM AYREY Simple AD B %

Amazon DocumentDB ( with MongoDB compatibility ) 214r] £ A
Amazon Secrets Manager

I 53 DocumentDB ( #&%& MongoDB ) 2 —H £ E N X EBEERS , X¥F MongoDB IE
#o. Amazon DocumentDB & Secrets Manager £/ , AIUEBREFNEAFZFE , AiEZ S
HELEREE,

Amazon DocumentDB 4 Z 1 |, fFHFME1E Secrets Manager # , AREBEZRHIRE., RIAE
T, Amazon DocumentDB Bt X — X #F4 , BETLUREZTESRRBRITN. BB XK
Amazon DocumentDB S8t |, 8] LL7E Secrets Manager FiEECNEBTAF#1E, BXEZE
B |, 5T 5% DocumentDB FF X EIBEHHIE A S DocumentDB #1TZIBEEF S ec rets
Manager.

un{al Amazon Elastic Beanstalk £/ Amazon Secrets Manager

& Amazon Elastic BeanstalkB , A LURIEFH BN EE Amazon minMARR , MAYL T HIZITIX
N RARFIERZEN, Elastic Beanstalk BB 4 X Dockerfile A 3R 1Y BR R = 12 BUZE Docker
UGRS3 Docker 3/ 8, 7 T AREERBFHENEL TMERHEITH MR , Elastic Beanstalk i
F Secrets Manager 41, BXEZEE. , {52 (Amazon Elastic Beanstalk 7 & A 31§/
#9 Dockerfi &,

Amazon ¥4 RJIREM TR EH T Amazon Secrets Manager

Amazon Elastic Container Registry (Amazon ECR) Amazon 2 —H% 4., AV BREATHMNIEESR
BEBIEMBRS . EALAER Docker CLI i EEE P MM E#EHENRERNE S, X TEELELE
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ad_connector_seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/simple_ad_seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/single-container-docker-configuration.html
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Amazon ECR S EEMERPERFHNREN BN LiFEMK , BXITREEZFRIAN. N TEESH
WU LR |, BB Secrets Manager Z4A 7 i, &R BAFE Amazon ECR B Secrets
Manager $#2#| & 02 Secrets Manager Z4. BXE%EE , 5 (Amazon ECR AiF#E®) #

B Creating a pull through cache rule,

Amazon Elastic Container Service

Amazon Elastic Container Service (Amazon ECS) 2 —fZ£ R EXNNAREIERS , U ER
WHE, EBNY BASCNARR. BALUEN 5| A Secrets Manager Z4 BRI EA RS,
BXEZEER , 551 (Amazon Elastic Container Service F & A R #6/8) R TRE :
- HiE . (£ Secrets Manager 4018 & BUREIE
BIMARFUARES AR REH
NIMEFER EZHH
- REAFIEEHEENZH

Amazon ECS FSx XA 21 Windows X #5888 . Amazon ECS A Ff&7E Secrets Manager
PR R EIESRINASES) B FHM I FSXEEA F Windows XHBRESBHNNHRSE, BEXEZES

S (I DpaMERERSTRARIER) 'ZF'EI’J%I& : F§ FSx FSx F Amazon ECS ERY Wlndows I
HBRFH|NXHERENMA T Windows XHRRS RS

B B A 'ﬁi‘ﬁ&ﬂﬂﬁ‘*ﬁﬂ’] Secrets Manager 24X 5| AZEES B RIENFAB EM RPN AR
B8, Amazon BEXEZEE , 5 M (Amazon Elastic Container Service FF & A R1ER) FHES
MFB MK S BRI,

L {YRfEMA Amazon ECS Service Connect B} , Amazon ECS £/ Secrets Manager £ & %41k 7%
Amazon Private Certificate Authority TLS i, F#EZBHAMNMARTEE Amazon ECS B+, E
B R4E | BAMAEH Amazon ECS M3k Secrets Manager. EXxEZEE |, 2 (Amazon
Elastic Container Service FF XK A R #§F) HHISZHF Service Connect #J TLS,

NI S 4n4a] ElastiCache £ Amazon Secrets Manager

£ |, ElastiCache ZAIAFERAENETAEMNIHRIES (RBAC) WINEERRIF £, EALUTXLERE
IEf7f%7E Secrets Manager H, Secrets Manager X fhX R BZEAR B IRER. BXESER
#FZH Amazon AFIEEHH B3k ElastiCache A &3,
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https://docs.amazonaws.cn/AmazonECR/latest/userguide/pull-through-cache-creating-rule.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/specifying-sensitive-data-tutorial.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-app-secrets-manager.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-envvar-secrets-manager.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-logconfig.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/wfsx-volumes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/private-auth.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/private-auth.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/service-connect-tls.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html

Amazon Secrets Manager ArfEm

un{a] AWS Elemental Live £ Amazon Secrets Manager

AWS Elemental Live @ —TUSERSNARS , AiLER T BAREEZ WA EEAH,

AWS Elemental Live fEF#% ARN M Secrets Manager 3REVE & NZ % 4AR %40, Elemental Live
£ AWM encrypt/decrypt WINZE4R, BXEZER , i5Z 1 Elemental Live AAFEEH KM AWS
Elemental Live EIf9 X 371217 8F MediaConnect #) TR,

4] AWS Elemental MediaConnect £ Amazon Secrets
Manager

AWS Elemental MediaConnect 2 —I RS , /B M E LR M STIRHRE A LR A £ E
BOSMBEAES | Amazon Web Services = HFHE D X BN EPRINZBHNZNE B, Amazon Web
Services ==

B EABSERAMNERRPIR,. RENRN , HENEZLAFHEE Amazon Secrets Manager
F, BXEZELR , H5H (AWS Elemental MediaConnect I FF#5R) 1 # Static key encryption in
AWS Elemental MediaConnect,

el AWS Elemental MediaConvert £ Amazon Secrets Manager

AWS Elemental MediaConvert & —ME T X4 RMLAERS , A AHEETARBREEENAR
IEENZTHERTT BENMMLIE, MediaConvert BEEAHEKENFTHRB |, fRATLER
Secrets Manager KF#IRNHYERILE, BEXREZER , BSH (AFEE) BH “FHAKantar® AWS
Elemental MediaConvert i it F7 775 10 & 577K ED”AWS Elemental MediaConvert

Al AWS Elemental MediaLive £ Amazon Secrets Manager

AWS Elemental MediaLive & — TSR IARS , AILLE R BAREAE RO ZSER R E, 0
RIEFALAFERA®HE AWS Elemental MediaLive 29 AWS Elemental Link %% AWS Elemental
MediaConnect , M| A THBRBEHEERE. BEXRXESZER , H5H (MediaLive AFERE) MR
B Medialive JJ A[{E3E 4%,
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https://docs.amazonaws.cn/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
https://docs.amazonaws.cn/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
https://docs.amazonaws.cn/mediaconnect/latest/ug/encryption-static-key.html
https://docs.amazonaws.cn/mediaconnect/latest/ug/encryption-static-key.html
https://docs.amazonaws.cn/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.amazonaws.cn/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.amazonaws.cn/medialive/latest/ug/device-iam-for-medialive.html
https://docs.amazonaws.cn/medialive/latest/ug/device-iam-for-medialive.html

Amazon Secrets Manager ArfEm

Al AWS Elemental MediaPackage f#f Amazon Secrets
Manager

AWS Elemental MediaPackage & —I#EFIE1TH just-in-time# 8713 2 M 84 Amazon Web Services
=iR%. f& MediaPackageBh , B EEHBEHZZNNERTRERHEEERZS, T BTSN
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B2 5 RE LU Amazon Transfer Family £ Amazon Secrets Manager.

BRI LAXY Transfer Family B TERELE M X4 Pretty Good Privacy (PGP) %, EETI{E
RESBRPFERABER | MEEIRMIE Secrets Manager FEEH PGP B4, BEXEZELR |, H5H
{Amazon Transfer Family AP #E/) FHERFEE PGP Z4,

#n{a] Amazon Wickrf£ | Amazon Secrets Manager #%

Amazon Wickr & —I end-to-end N RS , ATHBHALA MBSV BELFEAES. 1BF one-to-onefl
MIBIE, XHHRHE, RERAZEHTEZLBE. BUER Wickr HEBZENSH[ASNITERNE
b, WMRHEFA LA B Amazon Web Services RS , BBARRBIZBIE —/ Secrets Manager % %A
RIFEYBAZIL. BEXEZELR , 58 (Amazon Wickr EE15m) P B BIFERBZIEE A
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£ #8122 Amazon Secrets Manager %47 Amazon
CloudFormation

BT LAE R CloudFormation #4RH#) AWS: :SecretsManager: :Secret®&JRE CloudFormation
&P OIEZS , MATREEZH,

ZE 7 Amazon RDS & Aurora t|2EE R 240 , BIEEM AWS: :RDS: :DBCluster HH
ManageMasterUserPassword. A/ , Amazon RDS NiEGIEZAHEERI, BXEZEE | iF
S RERIR,

¥ F Amazon Redshift ;1 Amazon DocumentDB i , i5 & 5 FF Secret Manager 4 R
ZHENEFR , AEFERAISSANZZERPIREAFBNEE , LAEFRKIEENEILE,

ETX , fEA AWS::SecretsManager: :SecretTargetAttachment ®FNEXRBIEE

I 4{E 2R INE Secrets Manager EERBRZANEH. Re , EEAERER , #FEH

AWS: :SecretsManager: :RotationSchedule BRHRBELIHLEIMITR] . BESFHUTRA

« {#F Amazon Redshift {Eiif Bl 2 334H
« {#F Amazon DocumentDB Eiif Bl 2 334

EFRRREMMBEHMWE , EEMA AWS: :SecretsManager: :ResourcePolicy &Ko

BxEAEERERMNESR Amazon CloudFormation , %2 € Amazon CloudFormation B #gEE) &
B “F I EMREM AR, BB LA Amazon Cloud Development Kit (Amazon CDK), BXEZ{E
B |, i35 ® Amazon Secrets Manager 2 fE,

& FH £12 Amazon Secrets Manager #4f Amazon CloudFormation

RSB E —/NE H CloudFormationCreatedSecret-alb2c3d4e5f6 4R, BIBERTH
) JSON , EF 388 — 1N 2 MNEFNEFE , ZEBERECEZHARERN.

"password": "EXAMPLE-PASSWORD",
"username": "saanvi"

R BIEHA LT CloudFormation &R :
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-rds-dbcluster.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-secrettargetattachment.html
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
https://docs.amazonaws.cn/cdk/api/latest/docs/aws-secretsmanager-readme.html
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RAriEmE

« AWS: :SecretsManager: :Secret

BXRERAMEERNEE Amazon CloudFormation , i52 5  Amazon CloudFormation AP 1ER)
B I EARERM AR,

JSON

{
"Resources": {
"CloudFormationCreatedSecret": {
"Type": "AWS::SecretsManager::Secret",
"Properties": {
"Description": "Simple secret created by Amazon CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \'"saanvi\"}",
"GenerateStringKey": "password",
"PasswordLength": 32
}
}
}
}
}
YAML
Resources:

CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by Amazon CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-secret.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
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B3 ThEERIZ2 Amazon Secrets Manager Z4Af —4
Amazon RDS MySQL ##& 3£ 6| Amazon CloudFormation

E Amazon RDS = Aurora BIZEE R B4 , BIUEFEA ManageMasterUserPassword , 4l
AWS: :RDS: :DBCluster HFHIRHIN EZHE B Secrets Manager Z4AFT R, A5 , Amazon RDS
NIEQBRFAHEERIR, BXEZEER , B5H RERIR,

{812 Amazon Secrets Manager %43 #11 # Redshift 5£&
Amazon CloudFormation

=} Amazon Redshift SI2EE Z 240 , RAIVBUEMER AWS: :Redshift::Cluster M
AWS: :RedshiftServerless: :Namespace EHIRHI,

{FF 8|2 Amazon Secrets Manager 248 #13L I 1#b 3244 B 38 e <451
Amazon CloudFormation

WRBIFoIE - MR HERAZREFNEIEENAF B , 212 —1 Amazon DocumentDB 3
fil, ZHEACHMATIREETUFRBHANET RIRNRE, ZERE TN RIREBUER 012
Lambda #IREH , HEREZRENDBERANESAE —XLSF 8:00 F 10:00 2B Bz %, EAR
EHREXR |, Z=HILTF Amazon VPC H,

W RBIER T Secrets Manager BJLA R CloudFormation %R :

« AWS: :SecretsManager: :Secret

« AWS: :SecretsManager::SecretTargetAttachment

 AWS::SecretsManager: :RotationSchedule

B A2 ERIE S Amazon CloudFormation , i52 % < Amazon CloudFormation A IEREE) &
B 23] E AR E A AR,

JSON

"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS::SecretsManager-2020-07-23",
"Resources":{
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"TestVPC": {
"Type":"AWS::EC2::VPC",
"Properties":{

"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames":true,
"EnableDnsSupport":true

I
"TestSubnet@1":{
"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.96.0/19",
"AvailabilityZone":{
"Fn::Select":[
"o,
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

iy
"VpcId":{
"Ref":"TestVPC"

iy
"TestSubnet02":{

"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone": {
"Fn::Select":[
nyn
{
"Fn::GetAZs": {
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

JSON
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}

iy
"SecretsManagerVPCEndpoint": {

"Type":"AWS::EC2::VPCEndpoint",
"Properties":{
"SubnetIds":[

{
"Ref":"TestSubnetol"
},
{
"Ref":"TestSubnet2"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",
"ServiceName": {
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
},
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

},

"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{

"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ssIl\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"
I
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"
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I
"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{
"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"
I

"MasterUsername": {

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :username}}"
iy

"MasterUserPassword":{

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :password}}"

1,
"VpcSecurityGroupIds":[
{
"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"
]
}
]

I
"DocDBInstance":{
"Type":"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.1large"

1,

"MyDBSubnetGroup": {
"Type":"AWS: :DocDB: :DBSubnetGroup",
"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{

"Ref":"TestSubnet0l1"

JSON
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}I
{

"Ref":"TestSubnetd2"

3,
"SecretDocDBClusterAttachment": {
"Type":"AWS: :SecretsManager: :SecretTargetAttachment",
"Properties":{
"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

},

"TargetType":"AWS: :DocDB: :DBCluster"

1,

"MySecretRotationSchedule":{
"Type":"AWS: :SecretsManager: :RotationSchedule",
"DependsOn":"SecretDocDBClusterAttachment",
"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda":{
"RotationType":"MongoDBSingleUser",
"RotationLambdaName" : "MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join": [

n n
’ ’

L

"Ref":"TestSubnetol"
1,

{
"Ref":"TestSubnet02"
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}
]
]
}
},
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
}
}
}
}
YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet0l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone: !Select
-0
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone: !Select
]
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
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SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
SubnetIds:
- IRef TestSubnet0l
- IRef TestSubnet02
SecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
VpcEndpointType: Interface
ServiceName: !Sub com.amazonaws.${AWS::Region}.secretsmanager
PrivateDnsEnabled: true
VpcId: !Ref TestVPC
MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager::Secret
Properties:
GenerateSecretString:
SecretStringTemplate: '{"username": "someadmin",b'ssl": true}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: '"@/\'
Tags:
- Key: AppName
Value: MyApp
MyDocDBCluster:
Type: AWS: :DocDB::DBCluster
Properties:
DBSubnetGroupName: !Ref MyDBSubnetGroup
MasterUsername: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}::username}}"
MasterUserPassword: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"
VpcSecurityGroupIds:
- lGetAtt TestVPC.DefaultSecurityGroup
DocDBInstance:
Type: AWS::DocDB::DBInstance
Properties:
DBClusterIdentifier: !Ref MyDocDBCluster
DBInstanceClass: db.r5.large

MyDBSubnetGroup:
Type: AWS: :DocDB: :DBSubnetGroup
Properties:
DBSubnetGroupDescription: ''
SubnetIds:

- IRef TestSubnet0dl

YAML
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- IRef TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
TargetId: !Ref MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule
DependsOn: SecretDocDBClusterAttachment

Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
HostedRotationLambda:

RotationType: MongoDBSingleUser

RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds: !GetAtt TestVPC.DefaultSecurityGroup
VpcSubnetIds: !Join

1 1
’

- - IRef TestSubnetdl
- IRef TestSubnet02
RotationRules:
Duration: 2h
ScheduleExpression: cron(@ 8 1 * ? *)

Secrets Manager B8 75 =\ Amazon CloudFormation

LIREREE A F BRI , Secrets Manager 26/ Amazon CloudFormation S| Z2%# %R,
BEZEETRET HOREEERELE , MAAWS: :Serverless: : FunctioniBEH# M A B E Amazon
CloudFormation 12 — MR # R EHENR, A Amazon CloudFormation & & RotationSchedule
THERRERREHBILRAN, FF/EB3hHEHE , Amazon CloudFormation %A LU £ #1E
%R EEHR REFHK,

BXERBERRNENER , ESH R B9,
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EH 812 Amazon Secrets Manager %48 Amazon Cloud
Development Kit (Amazon CDK)

EZ COKRAERFRDOIE, EBNREZA , B LIEA Amazon Secrets Manager ¥J1&
B , HPBE T ResourcePolicy. RotationSchedule, Secret, SecretRotation Hl
SecretTargetAttachment ¥4,

# COK NARFHEAZAN —MNIMEREEAZEF AF CLI SIREH , REFEHAST AT CDK
RIARFH,

BXRRH, B -

- BT EAZHNE
< RRBIEEZH
- HEASHEH X

BHX CDKHEZELR |, i35 Amazon Cloud Development Kit (Amazon CDK) v2 FF & A R &,
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¥ #2 Amazon Secrets Manager #1%

Amazon 2ti53E T E | T %M Secrets Manager WZ4R , E B AR # TIRE , HAEELHR B
B REUERE, MREZFZERETMENNEARER , ZAUFEARE , HERTEENER, £iET
PUR B B R E T 2 6 A Z4A 0L H A= = R 4R e ALl

E&A

+ {123 Amazon Secrets Manager =4 Amazon CloudTrail

+ Amazon Secrets Manager /A Amazon #1T## CloudWatch

- }¥%& Amazon Secrets Manager &5 Amazon # 17 Lt EventBridge

o Wit RIMIBREY Amazon Secrets Manager %348 o B 4% 177 i3

« ERAUT HZEKIE Amazon Secrets Manager Z4AM &M% Amazon Config
+ Y532 Secrets Manager B4

£/ Amazon % &R GuardDuty

{5 FHi2 3% Amazon Secrets Manager =4 Amazon CloudTrail

Amazon CloudTrail ¥ Secrets Manager FIFfE APl A RicZ N EH , BFEFRK B Secrets Manager
HEMNRBEAR , UREMILNATRENBBRZARAEANEMS, BX Secrets Manager it & AE
B%I&k , E3H CloudTrail %8,

B LAEA CloudTrail ##| A EFHKILE 90 RiEFNEH, ERFLILREH Amazon IKF PS4,
‘& Secrets Manager WE#4 |, BRIE—MNREER , LMER BEXH CloudTrail &% %) Amazon S3 7
. BESRNEH Amazon IKF AIERER. BHALELE CloudTrail #EWKRE 2> Amazon Web
Services ik~ F#Y CloudTrail B &3 #Amazon Web Services X1,

ST LABL B B Ath Amazon BRSS , B — S 2 MALE CloudTrail SR IRENHE, EFE
CloudTrail BEMAmazon BREERK. Y& M Amazon S3 F# 4 CloudTrail X/ 8 B E X4t |, &
B LA EEH, BXEE , BSHEBEE Amazon SNS EXl, CloudTrail

M CloudTrail BEH# 3R Secrets Manager B4 ( #£#14 )

1. 3T CloudTrail ##l4& , Wit A https://console.aws.amazon.com/cloudtrail/o

2. BREVGEODRESHOXE, EHENEREMEXSRRENBLESH, NEFHEELAN
THFIRPIEFXE,
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3. TEEMSME®KS |, %# Event history (BHH Fi2%K).
4. % Filter (k) &RM4M/H Time range (B ESEE) BB EREET RO EH, Hl

a. EBEFEFTE Secrets Manager B4 , W TFEKEM , BEFESHIR. A5 , XIT Enter event
source (I ASBHIR) , #%#® secretsmanager.amazonaws.com,

b. EERERANMEEMH  NTEREM , TERREFEEW. RAF , N TRAREFEEN , AR
B,

5. EEFFEZFMAEGE , BEBREHSZHINEREL, EEFMETHEERE , iH1ER View event (B
BEEMH).
Amazon CLI

Example M CloudTrail H&EAF# % Secrets Manager E#

AR lookup-events RFEIR Secrets Manager 4,

aws cloudtrail lookup-events \

--region us-east-1 \

--lookup-attributes
AttributeKey=EventSource,AttributeValue=secretsmanager.amazonaws.com

Amazon CloudTrail Secrets Manager K92 Z&4Em

Amazon Secrets Manager f$77& Secrets Manager {EA R E SR IEFMBRMEXHEHNEZEBEA
&8 Amazon CloudTrail B&. BXRXMNXEEHNITRENER , 1BSH F Secrets Manager &z 5

EventBridge.

BE&BRE

- Secrets Manager #/EH HERE
- BXMIRRIENBERE

- TRATEHMNBEERE

- EXEHRBENBEERE

Secrets Manager #{EF BERE

B3R Secrets Manager IREEKNEHEE "detail-type": ["AWS API Call via
CloudTrail"],
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® Note

£ 2024 £ 2 B2 81 , —% Secrets Manager 2 ERENEHHRITE “arN” M AR arn“ R T #
B ARN, BXxEZEER , 555 Amazon re:Post,

UTREFRRSES API, SDK = CLI A Secrets Manager #&4ERf £ K Y CloudTrail & B,
BatchGetSecretValue

HBatchGetSecretValuelREE K. EXRRFFANEER |, BHSH REHH,

CancelRotateSecret

HCancelRotateSecretiBE4E K, BXREMNEZER | BESHE ik %,

CreateSecret

M CreateSecretiR K. BXCUIBREZHANER , BSH EEEH,

DeleteResourcePolicy

HDeleteResourcePolicyBREE K. BXINRHEL , 1S the section called “ 5 1735 1iF H 177 7] 2
7o

DeleteSecret

HDeleteSecretiBEE K. BEXMEBRZIEAMER , ESH the section called “MiIERZ4R",

DescribeSecret

M DescribeSecreti@E4 Ko

GetRandomPassword

H GetRandomPasswordig&E4 KX .

GetResourcePolicy

H GetResourcePolicyi2E4E K. BXINRHEEL |, 551 the section called “ & 19 3 iE 1/ 7] 35
"o

GetSecretValue

H GetSecretValuefMBatchGetSecretValuelEE K. BEXARZZIANER |, BHSH FKEZH4H,

ListSecrets

HListSecretsi#BEE K. BXRIHBHHNWEELR , iB5S A the section called “EHK %417,
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ListSecretVersionlds

HListSecretVersionldsi#E4E KXo

PutResourcePolicy

HPutResourcePolicyREE K. BXINRAEE |, i5SH the section called “ & 133 1F F 1/ 7] 45
"o

PutSecretValue

HPutSecretValuelREE K. BXEFZFIHMNEL |, 5SS the section called “1& 247,

RemoveRegionsFromReplication

FRemoveRegionsFromReplicationREE K. BEXEFZRNEZEL , BSH SXEEH,

ReplicateSecretToRegions

M ReplicateSecretToRegionsi#E4E K. BEXEFHBHANEZER , BSH ZXFEEH,

RestoreSecret

HRestoreSecreti@EE K. BXxEFEEMBRZRIANEL , 5SS the section called “kE 2477,

RotateSecret

HMRotateSecreti#E4E K. BEXHRBRNEZER , BSH ik B,
StopReplicationToReplica

HStopReplicationToReplicalR £ K. BEXEFBHANEZER , HEH ZXEEH,

TagResource

M TagResourcel@E4E K. BRIRICHEAMNER , 5SS the section called “¥rid Z4A7,

UntagResource

HUntagResourcelBEE K. BXEUHZIAMREMNEE |, 55 M the section called “Fric 477,
UpdateSecret

MUpdateSecreti@E4E K. BXREMBLANER , BSH the section called “1EHZE5R",
UpdateSecretVersionStage

M UpdateSecretVersionStagel@E4E K. BXRRAEAMBHNEZER , S H the section called “%&
AR,
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_PutSecretValue.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_RestoreSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_RotateSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_TagResource.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_UntagResource.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_UpdateSecret.html
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ValidateResourcePolicy

A ValidateResourcePolicyREE K. BXINRHEER , iHZH the section called “ & 17 5 i A /7 1]
2,

BRI BERE

BR T £ 5 Secrets Manager I#EBRIWEHIL , Secrets Manager E&4E KA T SHIBRBERNE
#, XLEHER "detail-type": ["AWS Service Event via CloudTrail"].

CancelSecretVersionDelete

B Secrets Manager [RF4E K. MREEFRANZELA LA DeleteSecret , REHREA
RestoreSecret , M Secrets Manager 2 Wit RN B NBREARA IR EH, BXERSHERE
$ANER , ESH the section called “IkE %47,

EndSecretVersionDelete

eI BR A MR ANET BB Secrets Manager RS £ K. BRELEE , 15 the section called “fil Bk
=,

StartSecretVersionDelete

£ Secrets Manager ¥ 241 Br 2348 iR 2~B¢ i Secrets Manager BRS 4 K. BXMIBRZHANES | &
21 the section called “MilBRZ348",

SecretVersionDeletion

£ Secrets Manager HilBR 2F AW Z R AR H Secrets Manager RSER. BXEZER |, S
7 Z A AR AN o

JRATEFNBAESRE

BR T £ 5 Secrets Manager #1EBRNWEHIL , Secrets Manager B2t T EEHIBERNE
#, XLEEHER "detail-type": ["AWS Service Event via CloudTrail"].

ReplicationFailed

EEHIRMETH Secrets Manager RFEK. BEXREFHBRENESZLER , BSR 2 XEEF,
ReplicationStarted

£ Secrets Manager FF 145 #4083 Secrets Manager [RE £ K. BEXEHIZANEZER |
S ZXFE
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ReplicationSucceeded

TR Ih & H B AR B Secrets Manager BRF4ERK. BXEFBHANESEE |, FSH ZXEEH,

BREHRRENBERE

BR T £ 5 Secrets Manager I#EEXRINEHIL , Secrets Manager E2E KA T ERBRERNE
#, XLEEHER "detail-type": ["AWS Service Event via CloudTrail"],

RotationStarted
£ Secrets Manager FF A% Z4ART B Secrets Manager (REE K. BEXEHRNEZER , BSH
B Z1,

RotationAbandoned
£ Secrets Manager A RRZHH NEPH N ENI B R EBR AWSPENDING ¥r¥&ATH Secrets

Manager RS54, ZEEREREECIEZAMFRAE , Secrets Manager 2 A F R, BXE
BRNEZER , BFSH Bk B,

RotationFailed

ERRKRMETH Secrets Manager RFEK. BXRERNEZFEER , S the section called “%
R FEHE,

RotationSucceeded

R B4R B Secrets Manager RS RK. BXRBNESEL | H5H 11k B4,
TestRotationStarted

FETF R M IR F R A 1 R 1t R 3 BN Ry 2 4ARY B Secrets Manager BRSS AR BXREBMINESZE
B, BSH Bik BH.

TestRotationSucceeded

E RN AN 8 R TR I B i Z4ART B Secrets Manager RS E K. BREHENEZE
B BESH B #48,
TestRotationFailed

ENR IR EN AR ITRIZENF R B HA BRI K MET B Secrets Manager BRFERK . BREHRH
EZ{ER | {55 the section called “Eir A FHEE",
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V A

Amazon Secrets Manager £ /A Amazon # 1T ¥ #%2 CloudWatch

{8 Amazon CloudWatch , & AT LA Amazon RS H A B EIR , SLEEEREET LB HNE,
CloudWatch fFiX £ & 1T ¥ IERE 15 N , RBLERIABRIFALEEHE T T # Web M AREF R
SHIERE, 3T TF Amazon Secrets Manager , ] LA I2MK R Z4AE | 2RISR EZE |
AR Secrets Manager 9 API A , BiFEIEHIAHTHWER. BXNAKERERNER , BS
¥ CloudWatch A8 B £ A CloudWatch $5%%.

&, Secrets Manager 57

1. 7£ CloudWatch #ZHEI BB T , EFEFIEER.

2. HEEREBZREDR, WA secret,

3. HITUAT#H%E
EREEKF R RARE | Fi%ER Amazon/SecretsManager , g% #SecretCount, Itk
BR8P EMA—IR.
EWEEXY Secrets Manager B API A , @B EHASH#HTHRA , HER “EABR >
“4% Amazon ®R" , AREREKEMN APl BH. BX Secrets Manager B%13k APIs , &5
¥ S ecrets Manager HYIR1E,

4. WITATH®RE
E6|BIEIREREK , H23 5 Amazon CloudWatch A P8B4 I ERE R,

ERNFE , 25 A ma CloudWatch zon AAFEBEH K ER CloudWatch FE/ I,
EIREIEMRMNSITEHIE |, 2 Amazon CloudWatch AP IEE P HIREUERM S 1TE R,

CloudWatch 23R

BRI LB — CloudWatch BiR , HERBERETCHSHERRSKETLN , ZBRAKE
Amazon SNS JHE., BALAX Secrets Manager #§#¥5 ResourceCount i BER , ZIEREEK, R
WERAKE, BULIREERRRBEEENNEREZRENMER , ARBZIEREE TREREXN T
SLERENERTRE, BRNENBFLEMWRSTCAAEE. CloudWatch BIRF XA R 114k
FRERSHRARRE ; RSV NEERHRE TIEENR A,

BXREZEE |, EZRCloudWatch FAF#EEH A Amazon CloudWatch CloudWatch ZiRF1E T
FERNCIZER,

HRa R ERERERINER , RN NRERXEENREXET. BEXEZER |, 55H
Amazon CloudWatch B/,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_Operations.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/graph_metrics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
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F# %€ Amazon Secrets Manager £5 Amazon 3 1TIEHE
EventBridge

£ S # e EventBridge , & A LAPLEL CloudTrail B &% B $#) Secrets Manager 54, &7 LAE
& EventBridge MNIRERXLEH , ASEHERNEHRLET BFRARXEITE. BX Secrets

Manager 12 %H# CloudTrail % B %% , 2 M CloudTrail % B, BXxi&E i EventBridge , 5
{EventBridge FAFF1§F) EventBridge®# “Al 7%

MR EREEEZHTE

@ Note

BT H L Secrets Manager 2R B %47 ARN XK/NER[E , FrUATE CHE S MRENEHE
XF , B EERRZE %4 arn M aRN FEEESE ARN EEEZRH. BXEZER | FS
%] Amazon re:Post,

AR RBIERT —H EventBridge BHER | ZEXNSZAE NN B EZ B HITE,

"source": ["aws.secretsmanager"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {

"eventSource": ["secretsmanager.amazonaws.com"],

"eventName": ["DeleteResourcePolicy", "PutResourcePolicy", "RotateSecret",

"TagResource", "UntagResource", "UpdateSecret"],
"responseElements": {
" ["arn:aws:secretsmanager:us-west-2:012345678901:secret:mySecret-

arn":
alb2c3"]
}
}

ERRZHEN RS

LTREIERT —F EventBridge EHEN , ZEXSRFHENS BB MR ENTZEE SN
CloudTrail B&E%&BHE ., ATFELEHRE Secrets Manager 1 , HLNIH Secrets Manager
BRSERK , HitFHERSLMETE detail-types
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-get-started.html
https://repost.aws/knowledge-center/secrets-manager-arn
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{
"source": ["aws.secretsmanager"],
"$or": [
{ "detail-type": ["AWS API Call via CloudTrail"] 3},
{ "detail-type": ["AWS Service Event via CloudTrail"] }
1,
"detail": {
"eventSource": ["secretsmanager.amazonaws.com"],
"eventName": ["PutSecretValue", "UpdateSecret", "RotationSucceeded"]
}
}

Y5 211 XM BRAY Amazon Secrets Manager 2248 17] B 480177 7]

B LA & £ A Amazon CloudWatch A &L 5 i#h & 8 38 &R S (Amazon SNS) Simple Notification
Service RAIEZER , BALSEMAAE LR SHRAZANITN. Amazon CloudTrailil REU F &
WIBA , BUREEEECERBRER , UABCESHERKBERAHBIENHEBR. ENAEELS
BEAPNE , RAZMATEE, 3F , CUREEFRAFMANTBANTAEEXREFHAF.

UTERBIHET HiEKRGetSecretValuelRES B EHIREEEB A CloudTrail BEIHFR , 204

WEEA, ATNBRARTEM APHREMFA2MASE, It CloudWatch BRI Z ATRERAFA
INAEFERTHEIINERRER.

EFRXEISEC A, BAREEKE Amazon Secrets Manager APl 3K Amazon Web Services
X iz FMK F~ CloudTrail FFF 8. BXxi%8 , S Amazon CloudTrail (AAFER) R EXBIZER

ﬂ'_:.ll_;o
S8 1: BE CloudTrail B EXH4& 5 El CloudWatch BE

BB E N CloudTrail A & X% EE| CloudWatch B, X#E##27 T ik CloudWatch Logs A BA
e 1REE Secrets Manager API &R LA ZEMIBRA 24

fti& CloudTrail B EX &%l CloudWatch B &

1. FTFF CloudTrail #&l4& , Mt A https://console.aws.amazon.com/cloudtrail/,

2. EMHFHSMEL , %$F Amazon Web Services XiF B2 %4,

3. EEMSMERT  &F Trails , REEREHNHEEERRERA B CloudWatch,

4. 1E Trails BEETE L , @ TR3E “CloudWatch BE” #8490 , AR EFREEIR
Cd
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://console.amazonaws.cn/cloudtrail/
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5. XtF New or existing log group (MM BN AELH) , BABEANET , Hl0 CloudTrail/
MyCloudWatchLogGroup,

6. XFIAM B , EALIEAE R CloudTrail_ CloudWatchLogs _Role BIERIAAE®, tAEEEER
INABXKE  ZRBEARHEHAEZE CloudTrail EHFTERIER,

7. %% Continue (#4£8) MR EENE B

8. fEAmazon CloudTrail & &K F & API JE3) < Bk CloudTrail BIE4 &£ F| CloudWatch B &
EETELE | EEALT.

S 2 : B2 CloudWatch21R

E £ Secrets Manager GetSecretValue APl #4EE R 5 R FMIBRAV ZEART KN EIE A |, BATEIE
CloudWatch BiRH B E&E .

f1Z CloudWatch 23R

1. &3 CloudWatch ##|& , it A https://console.aws.amazon.com/cloudwatch/o
2. EMHSMEL  EREREZRHAH Amazon XiF,

3. EEMSMBE®ES , % Logs.
4

EHEAIRD , P EEL—NIBPOIEN ARAZIWEIEE , HI20 CloudTrail/
MyCloudWatchLogGroup, &iZ8IEIEFRIHFILES,

5. WTFHAEN , BARKBUTAR

{ $.eventName = "GetSecretValue" && $.errorMessage = "*secret because it was marked
for deletion*" }

1% Assign Metric (2 BL1E#R).
6. 1E Create Metric Filter and Assign a Metric WE L , }UITA T IRE :

a. XF Metric Namespace (E¥ran & Z=E]) , £ A CloudTraillLogMetrics,
b. XtF Metric Name ( E#5& %5 ) , B A AttemptsToAccessDeletedSecrets,
c. EBRETEREFRE , MEKE , BHR Metric Value (EHrH) £ A 1,
d. 1%#% Create Filter,
7. TETRIESRAES |, 1% Create Alarm,
8. 7t Create Alarm B , HUITUA TR :
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a. XWFEH, A AttemptsToAccessDeletedSecretsAlarm,
b. 1 Whenever: (BZ:) T, Nis: () &E >= HEA 1,
c. 1E Send notification to: 35 , ITA T REZ — :

- ERIEHAEAFM Amazon SNS & |, FEFHEIR , ARBAFMEIENER. X T
Email list: , @ AZD— B FER4it, BANEASNEFEHHFbU  HERAEZSHE
kEF .

- EAIAE Amazon SNS =& , FEREFANTIENEN. WRIIKRAFRE , HEEF
Select list ((£#E 5| &K).

d. EFEER.

£ 3 & : Mlid CloudWatchZ3R

ENRAEE  FOERA , A FERNER. A5 SHLRENE, CESETREN i RREK
B —HeE 7k, TRELIZTIMBRNBRANERARBR.

FERL T A E%$E Amazon Secrets Manager Z4AI &M%
Amazon Config

& LAMEF Amazon Config SRiIHEEHNZ4 | LEBECIREFELENIRE, EBALUER Amazon
Config MNE YR NZH AL EFEAEER, RS Amazon Config B BUR B FRF & RAL N HY #
B, R LURENZAKE. RREE. ATEHAMEN KMS 41, Lambda RBREBUARER
PRSI ERHITHER,

B LABLE Amazon Config A EHRBHE, BXELELR , HZFHAmazon Config &35 ZE Amazon
SNS EFAYE A,

MREHELAHPEZA Amazon Web Services Ik 24, M UAR S ZEEMSAELIE. Amazon
Web Services X8 HXEZE L , S H Multi-account Multi-Region data aggregation.

TNFERES

o REEAAmazon Config M N4 7R P AV B 1TIRME |, ABEEUTHANZ — -

« secretsmanager-secret-unused —RERBEHEIEBENRENIGR T EH,
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https://docs.amazonaws.cn/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.amazonaws.cn/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.amazonaws.cn/config/latest/developerguide/aggregate-data.html
https://docs.amazonaws.cn/config/latest/developerguide/evaluating-your-resources.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-secret-unused.html
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« secretsmanager-using-cnk— REZARBFEALESTCIRNEF IEER Amazon £E
N4 aws/secretsmanagerHE A EE N HEAHITINE Amazon KMS,

+ secretsmanager-rotation-enabled-check —KRERB N FMTE Secrets Manager FHY
RARE TR,

« secretsmanager-scheduled-rotation-success-check— B #E LXKMW EHRERE
EEMNRIRMER, RENFEMENERXR,

+ secretsmanager-secret-periodic-rotation —RERBEERENKBANLHRTH
£,

Y42 Secrets Manager R A<

& T LAME A Amazon CloudWatch 337 iy Amazon Secrets Manager . BEXEZEE | S
% CloudWatch Fi /= #5m H #Y 6 22 1K &2 2 4R DUE #2 B Fl{d Amazon & A

BIERAN S —fERE Amazon KARERN, BEXEZEE |, 55H (Amazon RAEEBRAFIE

) A Detecting unusual spend with Amazon Cost Anomaly Detection,

B R U2 Secrets Manager EAERNEE. , S the section called “fE A ¥ W5 CloudWatch”
the section called “f§ i & 5 Amazon CloudTrail ",

B X Amazon Secrets Manager E#MMHIE R , 152 Fthe section called “E",

£/ Amazon #: M B GuardDuty

Amazon GuardDuty & —TEMEN RS , AIHBERFENK,. B85, TEMAZEF Amazon IFE
FRBIE., BIFEAVEEY (ML) BEREURRENMEBLNIIEE , GuardDuty HFE£EEFRN AE
R, URBMRE AN BERENEFBEEN HBEHLMLESR. W0, GuardDuty IR e N EET
EC2 Kflgzh A% Amazon EHICIZEEENEFHEMIKSEANIES , MaRUEEEZR
B, Bl ZNFERTRGRARZIEHE. AmazonBEXxEZEELE , H5H Amazon GuardDuty
AFEE.

BINN S —NREERZERFETN. HlE0 , 28R Amazon Secrets Manager &% & Java SDK
MEfElist-secretsiZE. . MAA , AFSB —PNEHEFFH Amazon CLI M VPN AEBiEAbatch-
get-secret-valueflget-secret-valuefA , M GuardDuty AJAIRE XK IME - NRMAKEER
FIH. create-secret get-secret-value describe-secret APIsSEXEZER , F5H
GuardDuty IAM & 3K & CredentialAccess : IAMUser/AnomalousBehavior,
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https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-using-cmk.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://docs.amazonaws.cn/cost-management/latest/userguide/manage-ad.html
https://docs.amazonaws.cn/guardduty/latest/ug/what-is-guardduty.html
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EH M UE Amazon Secrets Manager

BEFEH Secrets Manager VS RERR T ENBENRRBE. RATNEABHRURERANE
BFEM. Amazon R T AT RIFERABISZIEHME -

- ZEMEEHAMREATEEZEMESEAMREANTERE - REFBEETISTREESIT , ¥}
RMTHE Amazon L EE TR MNMEAMNEHKEIMEN SR,

« HPAA L& 5EHRMEED — AEBEPERT AR WA AR Amazon IERFE HIPAA FRAR
RRARERF,

- EAAR — ITHEBNERmETEERTEANTLANMEMX,

« Amazon Config @t R REEFEANTRE, TULEEFNEANER. BXEZEE , BSH the
section called “BEZRHARN SR,

 Amazon Security Hub##t T BN Z RSN LEWE Amazon , AIEBEREHCSRENEL LT
R ESEER . BXEA Security Hub 14 Secrets Manager BIRWEER , i5ZH (Amazon
Security Hub AF$8R) ## Amazon Secrets Manager 24,

* 1AM Access Analyzer 27 A FAEBRALRIZAR K , SREREFNOEZHFED. BEXEZE
B | &5 RE A Access Analyzer T 17 8] I R o

« Amazon Systems Manager 1 Secrets Manager 2t 7 HiE LT F M. BRESZEL | ES
Bi& B F Secrets Manager B9 Systems Manager B3{tiz1TFMHSE.,

o ZALMERATHE=SHITRE Amazon Artifacte. BXEZEL , BSFAHH “THIRE" Amazon
Artifact,

BIEIRAE

Amazon Secrets Manager E&A A THRAENTIT |, HEFERBEMNMEIAUR , BN EHNERRS
EN—F5.

« HIPAA — Amazon BE¥ XH (BERERBSREER) (HIPAA) &MitXl , FH5I Amazon
Secrets Manager I RFSHIPAAR&E RS, MREEZIT 7 A £ (BAA) Amazon , T AT
£/ Secrets Manager KRB EIHER S HIPAA FRERNNARF. Amazon HEXBH —F 7 1M
FNAREEENEMEENEFEHRT —HLL HIPAA Amazon NERWHE R, BXEZELR | iF
S8 HIPAA &#11%,

« PClI 2544 — Amazon Secrets Manager i RFREEHR A 1 WS F1TU (PCl) BIEL L
# (DSS) 3.2 IREMIAIE. A Amazon = mMRS 7. LEBEIRRAFFABENEFATNES
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https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://docs.amazonaws.cn/securityhub/latest/userguide/secretsmanager-controls.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-preview-access-apis.html
https://docs.amazonaws.cn/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
https://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/hipaa-compliance/
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EBHCOHK PCIDSS MM IAER £ Amazon Secrets Manager . H< PCIDSS WEZEER , 2
B ERE PCI Compliance Package B &EIZ , 1§55 Amazon PCI DSS 5 1 4.

* 1SO — Amazon Secrets Manager 2 55t A ISO/IEC 27001, ISO/IEC 27017, ISO/IEC 27018
M 1SO 9001 HIEMMINIE, BXEZEE , HZH 1SO 27001, ISO 27017, 1SO 27018, 1SO
9001,

« AICPASOC - REFH LS (SOC ) MERMIUME=FKERE , A TR Secrets Manager
IASKIRBEHA RSN B 7. XERENENZREENENFITII THRAIZIBEZENEAME
MK Amazon #ZHEE. BXEZEER , 2 H SOC 2,

« FedRAMP - BXFX e ERNEE 1T ( FedRAMP ) E—IMBFEEMN TR , SiRE—FirtElLs
ERNEFRANERSHTLREEITN, BRURFLEER, FedRAMPITXIZE R ZR TS GovCloud
BRES Mt X AR ERABAREERFERM T IR RN, BXEZER , HZH FedRAMP &#L1,

- EfER — EBAER (DoD) =it E L2 ERIER (SRG) W=RS IR (CSPs) 121 T Hr LB iF(E
BORE , LREETHNIGRN , LEMIIEBENETEFRUEERS. BEXESER , F5H
DoD SRG ®&i&.

« IRAP - BEEEZEFMEER TR (IRAP) |, BAFTBREFEBRIIELSNEFEERS
B , HEEESNREER , FERARNIMERLHOEEN CRAFLBFMEEREFM)
(ISM)HIEXR (ACSC ), BXEZEE , BZH IRAP &R,

« OSPAR — Amazon Web Services (Amazon) 3X18 7T A BRFIBMUEW FitkE (OSPAR) AL,
Amazon S IFEAETIHHS (ABS ) B {ANBRFREFESBRNEFIER) (ABSEM ) REF
—¥ , XAEFRE , 4] Amazon O FHEEHMEERBEIZTULNZRFREFRENSH
B, BXEZEER , 5 R OSPAR &R
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Z 4™ Amazon Secrets Manager

L2t Amazon RERZE. N Amazon BF , BRI UZRTENREASHRLZEHRABALANE
SR T A4 2 RY 2R O M R 45 2R K

BB Amazon HEERBEZEFR[E, TELEEIFEHBERAICNZEHINFNZT SN -

« =EE — Amazon TR E Amazon =HIETT Amazon RS EMEEH, Amazon &R IERHE
A ZEFERANRS. ERN Amazon M ITRIN —&% , E=ZFFERZARFEHNXMNBIELZSE
HNERE. ETHEIANESMITRI Amazon Secrets Manager , BEREREAT XX D HSEE AR

Amazon R .

« DIREE — B Amazon RFSREENTE. EEFTENHMERNAR , SHENBIEN BB,
BN RINERURERBREREN,

BEXEZRR , HFSHEE 4L EHE — Well-Archit Amazon ected 4R,

FH

« BRKAEF 4% Amazon Secrets Manager %48 Amazon CLI B X &
s W HRRIEFIERIES Amazon Secrets Manager

- FEEIERI Amazon Secrets Manager

« PRI INZ MR Amazon Secrets Manager

- AW ERIZHEZE Amazon Secrets Manager

« £/ Amazon Secrets Manager VPC £ i ¥7

- A IAM R E API 3[R

« RJEM™ Amazon Secrets Manager

- ERTF TLS

B K55 B 726 Amazon Secrets Manager %48 Amazon CLI B9 X\ &

£ Amazon Command Line Interface (Amazon CLI) i Amazon &4ErT , AT E SRS AT
AXLEmT, il , FRALAER Windows i B 1R RAFEk Windows PowerShell , & £ Bash = Z
shell &, HPFMWRZHT Shell TEEERS THERENEE, BHMATELERZIETIEN
=4, Bl , EAZB Shell F , BALFERA LFLRBEEREHANT S, FRFZRFPHXIFNE

&K A 174 Amazon Secrets Manager 2348 Amazon CLI B X & 262


https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/welcome.html
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AATRLSFARTHLIERIE, B, EREIENEMXARFUTRARLAENG TSR, X
LSHEEFDEESRIEMITES . N TREBIERXR  FHRAKTUATIR

- EBEIFIHENARLIEEBIEITEN.
- HERBEATFERTBEANEHEXARER.
« 4% Shell RZBHHERF (MREEEAEPZ— ) TRERRBANSD T,

- ER—Y5ERIE Shell P THLRBZARBIRAS . ST RAEIE 88 I0AHF 28 3T A ST B ST 3
B, RIEFHZHF1Zi% 4 Amazon Secrets Manager a5 H 3 BI4H 8RZ 304, XEWREHEEH Shell
LB FT 2R ZH IR,

T REERERM Linux a5 S (BEH shell JEEEERERRNGT ) -

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword/D
# Everything the user types from this point up to the CTRL-D (~D) is saved in

the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter

from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

.

EIRXERTE  EERARLNE TR B TALERABRFT2EERA—THREIEANS.

/A Important
FRINBER T , FRETE Windows FRERIXERAR , BRIEL a5 T 71 L 10 FB F o XA/ R/N
A1,

£ Windows SR RTHEN 1 ZTHTRE 1 X TWALIERKEHFKX

1. NEERSHTTRTRRNT (UEERAFMET) .
2. ERELANER , REEE BiE
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3. ERIEDFL , FEARXKDPNBPXBITREN 1, AFEFEE,
4. BREVPRATHERBEFTLLEZPHGSHN , FEEREZGTTEEHBAS &5, filw

echo.

XA ARG R BB R T,

3t F Windows S SR RAFIATR |, IRATLA T #1ZSysInternals SDelete TE | REFEREXLUTFUTABH

DA
ApT .

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORDAZ

# Everything the user types from this point up to the CTRL-Z (AZ) is saved in the
file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from
the contents of the file
C:\> sdelete secret.txt
# The file is destroyed so it can no longer be accessed.

iy B 475 iF M5 842 %] Amazon Secrets Manager

Secrets Manager i Amazon Identity and Access Management (IAM) SRR Z4B M5 RIARBR, 1AM 1B
HT EHARIEFIGEES, FHRIERIANABERNEMB., Secrets Manager FHZEE., HRIBHAZT R
HRENMZESHRIE (MFA) SEXRIEAFSM. B2FEFE Amazon, HRIEFIERIAEGRER
AN AT BEXT FEAE Amazon RIFRMITIRIE. Secrets Manager i F 5% B Sk XE S i B A5 0] R L %
R, AR S5 A X LR RINITHLERME, SH 1AM P EY R FIPR

F&

- BIXBRZS#E Amazon Secrets Manager
« Secrets Manager B A X R

- HEZANNR
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https://docs.microsoft.com/en-us/sysinternals/downloads/sdelete
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Amazon Secrets Manager AP s
+ Lambda %3k B ¥R A IR

o BBANR

o

- ET SRR

- ETRRIER

- FAETEMNTHERRES (ABAC ) #ZEIX ZHARI R

+ Amazon BYFEE KB Amazon Secrets Manager

« BEHEAERIAERE Amazon Secrets Manager # %3

« MNEfbIK F 157 Amazon Secrets Manager %4

« ARG T E 2 4R

HI X PRSZE Amazon Secrets Manager

Secrets Manager X RS & Al £ RS BN SE H Y Actions, resources, and condition keys for
Amazon Secrets Manager R %,

Secrets Manager B2 G X [R

MR ERF Secrets Manager BEE AR , HRIE A D0 BR IAM 5 40X BRF T FIKBEHE1TIRE -

» SecretsManagerReadWrite

* |AMFullAccess

BINBWEFEQRAAFPRTEEANR. REXHAFUUNENEERERYN , BB ARBRMENN
BR (IAMFullAccess) 2R F R EERAAFPHEENIR,

17 (5 22 £A R AN R

BERA IAM R, SRR EBRLE R P RS ARG RSN ZH, RERRMBEHER T B AT B
X R LE B IR AT MR LL R, SBTTBL ¢

« the section called “E T &4 H K"
« the section called “EF &R K"
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_awssecretsmanager.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awssecretsmanager.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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Lambda % ¥ B E IR

Secrets Manager £ Amazon Lambda BBk %40, Lambda RBIML T EEN BHAURZHITE
ERNBEFES RS ERER. HSFELRE,

hnER# e PR

Secrets Manager £ Amazon Key Management Service (Amazon KMS) 2483k INZ#1%, Amazon
KENF aws/secretsmanagerBE EB EHMNNIR. WREFERATEH KMS F4 , Secrets
Manager FEEX ZZHAMNNR. EZHthe section called “KMS 247 RR”,

£ FIPR

BEMEA IAM XRKRE |, B R FIHL AP HRS I UNENZASFH B EMXE, ESMthe
section called “By L E #l”,

ET B eV RE

STRERHME AV 56, B Araffe, EETSH0RRS | LEERSHTNGAD
ETHANRES D TANBARTRLRIE, EXESEL , BSEBNABE AV 55T,

FU U EARREMRSPORARFIAFNACRFNR. Hla0 , £ Amazon EC2 k4l LiZ1THI R
FARFUREEETRREE, EUEM N EC2 2B B 4N IAM A€ | REFEANERE
AZAERFHRAISERFEFELIPNZANNE. BXEZEL , BEHAEH IAM A€ EE Amazon
EC2 4l EETHNARFRE FINRE. B LAMinE G kS 23F Amazon Redshift, Amazon
Lambda 1 Amazon ECS,

B3R A LUBIE BR IAM AN HM S B RERIENAFR TR, a0, B IAM Ae56EH
Amazon Cognito B2FMBINAEFAF XK, ACONAEFRTEEA N IER PR IEAT
EiE. A, EALUEANRRER FHAGNBANGRNER, BEXELSER , TSRS HREEFEK
S H5HRIL,

R TERET B DRI REER

- BFNSANBHAN S0 ENR,
o PREIERE AR AGIE AR, WA B A R e R B
- BF IAM AXZAN B ENR,

~
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/redshift/latest/dg/c-getting-started-using-spectrum.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-permissions.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-permissions.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html
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« R’ REENMBREHXR

o RBI: EREVEERN A Z AR

o =l tERR-HBABENNR

- R BEA

- =l BIREARNRER

o R L EFAEE Amazon KMS 48R INZ 2

R RRENDWBRENNR

ERTRERAEHNR , B RBH NI ZARSH L. EEDBECANKHERE  BFSHE
THRHRBENE T RIFHN R, BXMNAMMEKAEE , BS5 the section called “E T HIRHE
B&” # the section called “BEF F K EHE .

YUBFLERFX IAM AW A RINRE |, W ROIEEER. ERFAEMLE API BAFRE—AWEN
PR , S the section called “/R¥l : #tEK T —HZRPAENNE,

Example SREUE A& B X EEHZAMENZH

MREAFEFEENFAXNZARITNG , WA BUBE R ST KB & 0 KR FRBZ 2 AR 15 R
R,

JSON

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"

},

{
"Effect": "Allow",

"Action": "kms:Decrypt",
"Resource": "KMSKeyARN"
}
]
}
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R BREAHE IR A B R BR

Example SEUF R — N2 4R
BENUTREM MBI S5 , BEURTFRANIHRNR,

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": "SecretARN"

}
1

M tER R — A FPENR
Example #t £1=E— A &4

FA OB A T SRR M B S 4R BFEMALE AP BAAPRR—HRBHIHRINER. ZF
BRRE TRAS , RAEHERATEHMES SecretARNISecretARNZ | fifi1tB REER
FSecretARN3, FIEEENEFH, MRFAFEERAE AP BAPBFEREMME | N Secrets
Manager FRRREE(]l,. BXEZEER , S MBatchGetSecretValue, o

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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RAriEmE

"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"
1,
"Resource":
},
{

Mg

"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource": [
"SecretARN1",
"SecretARN2",
"SecretARN3"

1

o bd o

R BEAT

BUAERBREFERETIRFEE —4AE.

Example 15 P B E PR IEZH

UTERBBEFREENIN “TestEnv/ FFANAEBHANNR,

JSON

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:us-east-1:AccountId:secxet:TestEnv/*"
}
}

ET 085w
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Example 13 [RIFT R Z AR TR HE

AT &RBE#Z T DescribeSecret FMMNPEF LN List : ListSecrets
ListSecretVersionIds,.

JSON

{

"Version": "2012-10-17",

"Statement": {

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"

1,

"Resource": "*"

}

}

Example PTELZ34A & R

LT RBEIR B IR FRAMNFTE Secrets Manager IR, EFHIZEKRE , 1§31 the section called “&
TS HRE

ELBRFEAEN , TMEDFEXE, K/ ID, IZRSEHFBERA (?) HE—EXRERENENER,
MR Z4A B ARN, Secrets Manager &5/ NFENLFZRFH IR B4R B FRERN ARN B9 —E8%
Rt @B AEA L BERAFRCEXEFRF, WMRFEA "another_secret_name-*" &% , Secrets
Manager ™Y EELEE 6 MNEVZRFNTAHE , MBAXEEE "another_secret_name-
<anything-here>alb2c3",

EEZEWHNRBETFLAHTFENRH, BEIE , RNBRBEAHAUERESHRERCIE , BIE6
NERFRERL , APt B REFZANNR,

JSON

"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": [
"arn:aws:secretsmanager:us-
east-1:AccountId:secret:a_specific_secret_name-alb2c3",
"arn:aws:secretsmanager:us-

1

Tl - BIEZEARINPR
EFAFPEFNRIEZRS , BRNBWUEENREBMEIAFFREN IAM A, B35 1AM AP 4,
Example #7224

UTRERTOUERANETZATRNNR, BERAIZEKE , HSH the section called “EF S
KB

JSON

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ListSecrets"

1,

"Resource":

g

o d o
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T~ B4 EAYEE Amazon KMS 2248 R 122 #1232

/A Important

EESEFEETEERRRS  RINBVEEAZABRERZRAR FRRFGENR. BXEZ
£8 , B2 (Amazon Key Management Service FF X A R$ER) F Y Authentication and
access control for Amazon KMS,

Example 42 Amazon & %41 aws/secretsmanager

DUTRBELERAKRUBEREFNE. Amazon HEXE4A aws/secretsmanager b BURE R fEH
EFEENZAXNNEHRITNE, ZEXBIERRED

1. B—RBAELEAEREFRZHMER Amazon FEE X %4 aws/secretsmanager, Sid:
"RequireCustomerManagedKeysOnSecrets"

2. BE-REBAELAUETTE KMS RANFAMIER , EH Secrets Manager 2ERIAEA Amazon

FERXHF4 aws/secretsmanager, Sid: "RequireKmsKeyIdParameterOnCreate"

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "RequireCustomerManagedKeysOnSecrets",
"Effect": "Deny",
"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret"
1,
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"secretsmanager:KmsKeyAxrn": "<key_ARN_of_the_AWS_managed_key>"
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"Sid": "RequireKmsKeyIdParametexrOnCreate",
"Effect": "Deny",
"Action": "secretsmanager:CreateSecret",
"Resource": "*",
"Condition": {

"Null": {

"secretsmanager:KmsKeyArn": "true"

}

}

BT HIRA KRB

EETRFORES , BUHEER TG RIZBRE , LRI AN ZARITHERE, EUERE
TRIRRRER

s NENMAFHABRTENZANTENR,

« [MEAM Amazon KRR S RA R FIHRNR,

LURFETRREN R BRSSP AR |, Secrets Manager £/ Bz # 3 5|2 Zelkova # API
ValidateResourcePolicy , BFILEE & IAM ZREARFI BN ZANHRINER, St @A
AR E CLI 5 SDK BlockPublicPolicy S## PutResourcePolicy API,

/A Important
FIREREWUEA BlockPublicPolicy S¥uiid fE Ll A E 52 B AN E S8 09 22 47 19 32 TR SR B& 1%
FAHRFRENR , REBRFENER. BRTHEAXLEIEZN  CEFAREUTERRE |, X
BINEMNFTEF LB HRNER :
o FfINEIREK Amazon ZFEA (Bl , IAM A& ) WE T B AR KRE

o HEINBIRERFRMIET Amazon FIRAI KRS ( Fl20 , Amazon Key Management Service
(Amazon KMS) %48 )

EEEXNENFANNR , HS00 BEEBNRE RGN BH,
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EBE. EXIMERBANTRER (2F45 )

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/.
2. MEBHIRL  ERENER,
3. HARPFAGEENEE , EHRETMFHNERENRIS F |, EEREEHENR,
4. ERBFRD , JITUTEREZ— , RARERRT :
- EMMSUSRIREKR | WA XK,
- ERIBRXR , FRABFER,

Amazon CLI
Example & 3R % R SR B

LAF get-resource-policy R ZRMMEIZANE T EIRNKEE,

aws secretsmanager get-resource-policy \
--secret-id MyTestSecret

Example il BR %% R 58 B

LA delete-resource-policy RGIHR BRI MNEIZ A B TR IRA KB

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example 781088 R 3K B

BAF put-resource-policy RN EBRARMNBEERE , BAREZRBREETRENZBHN
ZAERR, ZERBEMNXEFEREN. BXEZEE , 55 H Amazon CLI AFEEF MM
# Amazon CLI 28,

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json WA :
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JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
Amazon SDK

ERRM MBI ZAN K , iBEMA GetResourcePolicy,

EMIBRET INEI ARV KB , 1B EH DeleteResourcePolicyo,

BTG ERREH IR 2R4R |, EEA PutResourcePolicy, WIRBEZMINT R
B, REEAAENIL JSON R, ESH JSON FKBE SIS,

=l
dp

SFHBRNTE

\

BEXEZEER |, 1§53 the section called “Amazon SDKs”,
Al

Pl

- =l REENHMEENNR
« =4l : RXBRF VPCs

« =Bl RSEHE

™ R RENDURENR

ERTFREZAENNR , B LUGREHM MBI ZARSH L. ERBRECANREERE  FSHE
T EMHREMNE T RRNRE, BXUMHMNEKEHNER , 15 the section called “E T &IRAI K
B&” # the section called “BEF F B A KM,

ETRIRE KRS 275
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_PutResourcePolicy.html
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HEBFZERZMNAFPRACKRFENFANTRNRN |, LREEEERH. ERFEMLE APIBAA
PR E—AMBRINIE , FS M the section called “R4l : #tEH FE —HBRBEBEHNE

Example $2E — N2 4R
B LA T RS NEI 4R | RATBAR F R 4AR 17 RN PR

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:xr0le/EC2RoleToAccessSecrets"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

T~ XPBRA VPCs

MRIEEERE VPC AEBIGIE Secrets Manager , & A LUE S EXBRKIE P2 E R M4 KR Secrets
Manager B9iERk B VPC, BXEZEER , BZHFER VPC ik K &R HliE R Mthe section called
“VPC ¥% & ( Amazon PrivateLink ) 7o

ERMEM Amazon [RFIHEZAMFERERE VPC , BN L REEFIEL AR,
Example E3RiERiEiT VPC i

LUTRBRAFRAFEERET VPC LigT R AT 1T Secrets Manager #4E
vpce-1234a5678b9012c,

JSON

{
"Id": "example-policy-1",
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RAriEmE

"Version": "2012-10-17",
"Statement": [

{

o d o

"Sid": "RestrictGetSecretValueoperation",
"Effect": "Deny",

"Principal": "*",

"Action": "secretsmanager:GetSecretValue",
"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:sourceVpce": "vpce-1234a5678b9012c"

Example E3RiE3RkK B VPC

LT ROIBARERVRE vpc-12345678 W B RIEMERERA. WA , AEEFERKAT

vpc-2b2b2b2b BY , ZRET AT FER LR ZANMZEENEE. R
F,BEAE-IREN VPC LIRHEEIEE , MRS ALK,

JSON

{

"Id": "example-policy-2",

"V

ersion": "2012-10-17",

"Statement": [

{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:Create*",
"secretsmanager:Put*",
"secretsmanager:Update*",
"secretsmanager:Delete*",
"'secretsmanager:Restore*",
"secretsmanager:RotateSecret”,
"secretsmanager:CancelRotate*",

E— VPC HE{TR AR

ETRIRE KRS
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"'secretsmanager:TagResource",
"secretsmanager:UntagResource"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-12345678"

}
}
}I
{
"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",
"Effect": "Deny",
"Principal": "*",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"
}
}
}
]
}

| RS E &

a0 SRE INEN R B A IR R B Amazon RFEFEA , BATEWEEERA aws: SourceArn #l aw s:
SourceAccount £R& M4 F, XHBERRMNS —I Amazon kS &% 2| Secrets Manager Bt , ARN
MKFEFLSTEERNLETXH, XHFHNEESBE TEENEERERR,

MERRFE ARN BERBRRBEPFRAGFERANZSR , MIFEETE aws:SourceArn RHFEMNERFERZ
%R ARN ., HEMA aws:SourceAccount &8, EXESZER |, HSH IAM ER,

ERMENBNRETR , REERABETHEZEA , BRL Amazon REFFET. AXBEFER
M MBI Z AN RFRENES , BSRZRFHI X4,
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Example 7V IRS £ A BRSS E4 5 7] % 4R

JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Sexvice": [
"service-name.amazonaws.com"

]
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:service-name::123456789012:*"
},

"StringEquals": {
"aws:sourceAccount": "123456789012"
}
}

o d o

ERE TR AT R RZS] ( ABAC ) 2 HIX BRI 5 R

E?EHE’JEI‘MXFE?’“%I | (ABAC ) 2 —FRMNKEE , ©RIFEA/. BEIIRE (HIWERT, WSEI
ARELMBERERNEMRER ) HEEIFERE R, EF Amazon , XLEREMEHRIIRE,

{5 FAPR 42 A PR BRIE iﬁ'&ﬂﬁ%iﬁqﬂ#ﬁﬁﬁﬁ HAERBEETSEDAER T TR A

Bh, ABAC MNIREZITHFF[ITMAEH , XEREAFNNARFNBENHEURATNRIEXES
BEXBRTHLETXRZATRE, 1’§|JZIEI : ZIEI%FHF'EE&%BH , MiFENREBEEE |, MAFEEFHIN
[REFRFACG. BEXESER , B5H : ABAC B LM Amazon ? |, RIFEIFZTE L7 R A HIR
BR. , REERA®TE IAM F#508 ABAC X B Secrets Manager B ERER.
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R~ AT EGITERESRERSN LR

AT RBE fiFDescribeSecretifBl# B Z4AServerName MIEM R EM W ZEServerABC, RISt
R MBIENG G , NZBEENF RS PHEIZRSHEAZH,

JSON

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret",
"Resource": "*",
"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName": "ServerABC"
}
}
}
}

R RAW GRS BHANIRECE N & 4

LA SR AV P R B X K P R B89 AccessProject W& 54K AccessProject ¥
SEEHRENEMZHAESR GetSecretValue HENER,

JSON

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
}I
"Condition": {
"StringEquals": {
"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
},
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"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
}
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Amazon EEXRERAENEEM IR K Amazon,. Amazon FEERKEE RN FZEN AHIRMH
R, AEZROUFBIAF., 4dFMA3E98NE,

HifE , Amazon HERB AT NEHREM SR TFRENRNR , BACIIAHEAR Amazon
ERER, RNBUVESEHRETENERZENES R A R RE — SR D NIR,

BT EFE R Amazon FEEFRBEHEN N, R Amazon E#H Amazon IEE R E LHIRER |, N
EHAYNZRBAI<BKNMEZERASH (AP, AMAR ), Amazon REUREEBIIHH API
S E A RS m] LAE A ¥t Amazon Web Services RS B9 API #24ERTE T Amazon £ E XK.

BXEZEE , ESH (AM AF1ER) FM Amazon & Kk,

Amazon B XK . SecretsManagerReadWrite

ABUER IR read/write 1B %X PR Amazon Secrets Manager , ‘23#E#iR 1 5i# RDS, Amazon Redshift
F Amazon DocumentDB &IREIINPR , LAK% Amazon KMS B FiNZMBRZZRANNIR, ZFKEIE
AIFBIE Amazon CloudFormation E &, MHAEEM Amazon S3 7 BIREVELRIENR Amazon,
5l i Amazon Lambda B AR Amazon EC2 VPCs, #24lAEEXENRFEFERAMENLIRE
BigERIR,

EQEBINRREE |, B4 E 222 Amazon CloudFormation #4#f Amazon Lambda i{T& &
HIBR. &R LA D B IAMFUlli B BB R, BS RN,

RERFHER

ZREEEE TR,

« secretsmanager - AFEEHMITFIE Secrets Manager &£,

« cloudformation— ARFZEIE A2 Amazon CloudFormation #tk., XENER , LUEFEHEE4]
B BRIRIThEERN ZFE A T LUBE T #6812 Lambda (¥ B Amazon CloudFormation » EXE %
{§8 , 52 the section called “Secrets Manager B £ 753X Amazon CloudFormation”,
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HY AR B R
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« redshift - A FEMAKIER Amazon Redshift FHIER, XEMLEMNERHE , MEEHEZHIAMWEMA
Al LAk Amazon Redshift 82&%,

« redshift-serverless — RFEMIEIAR Amazon Redshift Serverless AT B ZEE, X BME
Ky, AEERZE A/ 4T %R Amazon Redshift Serverless & ZE (8],

« docdb-elastic — RFF IR Amazon DocumentDB R ER, XESLENRMYE , UERFE
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 tag - A EMHIREUKF P AE EARIEH R IR
 serverlessrepo— RFZEH ABIE Amazon CloudFormation Eﬂl% ELENRYE , HUE

R AN EARTLLEIE Lambda B EE, EXEZEE , S the section called “Secrets
Manager B9 53X Amazon CloudFormation”,

« s3— AFZEFLAME AmazonBEEHR Amazon S3 FEMEBHPIRIFI R, LFMTHEE Lambda
RREBER, NRELEN , XEERRHANEASTERBEEEMPIERGZE Lambda
BIEKR, BXREZEE | 55 the section called “Secrets Manager B 5 = Amazon
CloudFormation”,

EBEFIZBE , 52 SecretsManagerReadWrite JSON 5 BE T4,
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& & B> Secrets Manager Amazon T E R EFRWIFAEE,
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B iR HHA 7
SecretsManagerRead  Secrets Manager £ 2018 £ 04 A 4 H vi
Write : #7358 BT—1ME®E, H

TRFEREZEE AR

FHNER , HAEX
Secrets Manager BJFf
& read/write 5 [A]#X
PRo

¥ E A NG EPREY Amazon Secrets Manager # %
FRERT , IAM BHENRIFRZH, RIXFRIZHAR |, Secrets Manager 21 HEFRHE T REIRH

KR RIEFERN IAM AFRRACHME SMKE, Hit , Secrets Manager A5 IAM AAF 1§
EHREEEREAFERIES PRI BRI E,

ZANKRBEN A TiERET , Secrets Manager &R R EHR IR -
1. MIREMARBEPEEEAREANBEISERBRENRIR deny T :

EARER deny BRHMATERNRHHELERE,
2. MBRBEARERN deny , BHFEEAKRZER allow SFHRBRENRIRITE

EAKER allow RTFiF R FHYIRMAET RIE TP HIRANR,

MREHNBACTHNTEBKSF , W% ZH 7R RN 02 508 K igallowH #H4M
B/, BN L Amazon ELFR, BXEZEER , BSH BKS T,

CWRFRETERARER allow SFRIBMERMF IR TE

w

Amazon BRINER TIE4LER | XFARINIEL,

EEZAET RIRHRES
BHRITUATREZ—

$TFF Secrets Manager ##l& , ik A https://console.aws.amazon.com/secretsmanager/o
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«  f#H to Amazon CLI call get-resource-policy= Amazon SDK #1718
iEGetResourcePolicy,

EWLE A AT LUBE & T & 40 /Y R e 17 U5 7]

«  {#£H IAM policy simulator, Z M. 1AM policy simulator Jli& IAM 5 B

ME Al 7 518 Amazon Secrets Manager %4A

—NKFRBAFABE RS —NKS R ESR (BKSTR ) SATAVER RN S 40 K $
HITH R, XERTFHRAFREKS PR S BB ERERERE,

B IR  BURAUS A T RAEB R

* CancelRotateSecret

* DeleteResourcePolicy

* DeleteSecret

» DescribeSecret

* GetRandomPassword

* GetResourcePolicy

» GetSecretValue

* ListSecretVersionlds

» PutResourcePolicy

* PutSecretValue

* RemoveRegionsFromReplication

* ReplicateSecretToRegions

* RestoreSecret

» RotateSecret
» StopReplicationToReplica

» TagResource
» UntagResource

* UpdateSecret
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» UpdateSecretVersionStage

» ValidateResourcePolicy

BT LAFBlockPublicPolicyZ i 5PutResourcePolicyREE AR |, By L@ EZH 2B H 2Z
ANRRERER T ARGENE , NTNEBIRP B RR. BHBAILER 1AM 17 2 47 85 R IE &K
P AR ABR

R DRMAV B ERZAMBN KMS 2, XR2ERAETEEER Amazon EE X4 (aws/
secretsmanager) BTEKF I, Kk , BXERECIEN KMS RA MR , RS ZHA
KEg, B2 KMS ZHREXTH. EERNFHANMEBER , 1525 the section called 1G4,

/A Important

& Fsecretsmanager:PutResourcePolicyNRMNE T RFENREATEREA (BIFERH
KRN EREA ) BRETRRNERRE, ENBRATFERAARIAENR , flIREXNHE
WE2ERHRNR, BMNBUEERRPXAZENRIEENERLN, BEXEZER , H5H
ETRIRHER,

THIRGIREEREEE Account! RABRHFAMMBEEZS , ME Account2 I & 3 FER T A ZAEAIN
PR o

SEB 1 HERERBEMINE Account! B4R

«  LTEBATFRFAccount2ihRlApplicationRole B AAccountl, BERZKE B2
1% the section called “EF & FEHI KL,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ApplicationRole"

},
"Action": "secretsmanager:GetSecretValue"”,
"Resource": "*"
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FI 2 FEARIE Account! 1 KMS B4R M ZR4A K RE

HIR

UTRABFKFTAAY Account2 Il ApplicationRole A Accountl HH) KMS ZR4AR
fE Accountl FHEH. EFALIED , BREFNE KMS BANRARES, BXREZE
B, BZRENEHBEE,

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"

1,

"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "*"

3 MHEHREMINE Account2 1Y & 4

LURERBE AT Account2 FRMY ApplicationRole V58 Accountl RMIERER , HBIFEHRBEMH
fIF Accountl RIIIMNERIARMEZAE, EFEAILER , 5S M the section called “ET &1
HIREE", BAILATE Secrets Manager ZHl AR FAEENENELR ARN T H RGN E
ARN, AL, BB AT LLEA describe-secret,

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"

},
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{

"Effect": "Allow",

"Action": "kms:Decrypt",

"Resource": "arn:aws:kms:us-east-1:Accountl:key/EncryptionKey"
}

MAS IR 15 [R] Z2 4H

& A LAE A Ro Amazon Identity and Access Management les Anywhere 7 IAM AR 7E S\ E03i= 17 #9 AR
&R, ARANAEREIEASRIIEN RLIES Amazon, B THEAKRTUERE Amazon M
AREFHERK IAM KEEF IAM ARG R Amazon %R, f&B) IAM Roles Anywhere , #27] LA F
Secrets Manager X7 MEBEIE , LUE Amazon P RN ARFRSSFFAMIEZ L RIREES S
W, BXEZEL , 55 IAM Roles Anywhere FF 1/,

BRI Amazon Secrets Manager

7 Amazon ZEFEEEER TP HEBIEMRF Amazon Secrets Manager, MZAERFTIR Amazon |,
HRRFEITIERNBTNLIRER M Amazon Web Services =, EHREF N ILERILERMER
WABN S, KRR EFEEFERN Amazon Web Services IRE R BEMEEES. BXHE
RINWEZSER , FERABERILEL R,

HFHEERPEH , RINEDERI Amazon Web Services K i 3 £ 5 Amazon Identity and
Access Management (IAM) RENMNARAFKF . XRXEO8NMNAFPKRTETHIERIAENNE, &
MHERWEBI AT AR HIE

- XK, R multi-factor authentication ( MFA ) .

- £/ SSL/TLS 5E®FEfE. Amazon Secrets ETHE X1E 2% TLS 1.2 1.3, Secrets Manager
REEFENEZHELZS (TLS ) MEMEDNUERAREEEFEHATIRIED (PQTLS )

- EAFRIZLA ID F5 IAM EAERH R T B 240 KX SA4mFE 5 = [E Secrets Manager & HEYiE
RFITLER, HE , B LAEA Amazon Security Token Service ( Amazon STS ) £ IfNZ £ &
IERXNBERFITES,

- ERAI&E API #FAFE31 B & Amazon CloudTrail, &2 the section called “f& fi &5 Amazon
CloudTrail ",

« WMREE Amazon BE G HITRESR API #HITTHRINEELT FIPS 140-2 RIEA MMEBEER | A
FIPS it R &2 the section called “Secrets Manager i 5.
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GenerateDataKey

Secrets Manager 1§ 1% Amazon KMS GenerateDataKey#R{E2 R TR LT Secrets Manager

B,

+ CreateSecret— MR FZA TS FHE , N Secrets Manager &1E R FTHI BIEZR AT E #1740
2,

« PutSecretValue— Secrets Manager i SR #H IR 247 R N2 18 E B A

« ReplicateSecretToRegions— EMEHE HIHY 4R , Secrets Manager £ BIARXigH &R — 4 KMS
AN BIEE.

 UpdateSecret— MR EEck 7 #F4AEH KMS 247 , Secrets Manager <18 3K #7 B9 2(3E 22 47 >k in
BTN B LA ES

ZRotateSecretiRfER 2 HGenerateDatakey , AR LERZAE, B2, MR
RotateSecret WAE X 7T WEEMN Lambda 2IREE , MHFA PutSecretValue BRAERTF
il % GenerateDataKey &K,

Decrypt

Secrets Manager 8 Decrypt #4EXRIRILAT Secrets Manager 4.

. GetSecretValue#l BatchGetSecretValue— Secrets Manager 7S Z4AEIR B4 A & 2 81
FNERITHERER, EEZMZNZIEE , Secrets Manager 218 F Amazon KMS f# 2 2 /K fi#
ZERBATNNEBERERRA. A5, cEARXBEZARNENEZAERE, X THLE
P , Secrets Manager AIAEE AR ZENZ , At HIEMBERAAEBEL™ 4 Decrypt i#
Ko

« PutSecretValue®l UpdateSecret— K Z#PutSecretValueflUpdateSecretiER R &t
%Decrypti®fE, B2 , & PutSecretValue 5 UpdateSecret ERZRXE XA ZHAMRA
R ZE4AER |, Secrets Manager XM EFAEREHNEEBERFPHEZHRELR , LEHIAR
ERAMERE, WWRETHEIR Secrets Manager IRENBERE, EMFZMZHNFEAE |, Secrets
Manager 218/ Amazon KMS EZRIERBEBZATHMBRIEZH. AT, eEAEXHK
FEZAXRN EMBEZHERS

- ReplicateSecretToRegions— Secrets Manager B &% £ XFF W HAE , RAEERIARXFEF
£/ KMS ZHEH NZZHE,

Encrypt

Secrets Manager {8 Encrypt #&#E&IER LT Secrets Manager $##&4E :

 UpdateSecret— tREE K KMS %4R , Secrets Manager & AT Z A EFH INHR
3 AWSCURRENTAWSPREVIOUS. F1AWSPENDINGHLZ: KR AHY EIE 4R,
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DescribeKey

H{R1E Secrets Manager &l & 0l miEZ4ARY , Secrets Manager ¥ A iZDescribeKey# 1
REERS H KMS 47,

KX KMS 43Ky 15 8]

HIEBEU G ERS AR KMS ZE4A8T |, Secrets Manager fFAEER KMS @A
GenerateDataKey # Decrypt ., XL RABABALREENEZ KMS A Tx &R
{E. Secrets Manager FHFXLERENLER ; TP EEMMBREFFERAXEL R,

BRI ORBIXERUF A , BRXEERD SecretVersionld BEAME LT XHER
RequestToValidateKeyAccess,

(® Note

i % , Secrets Manager RIFHATEEMNE LT X, LAIEXERTFER Amazon
CloudTrail B &R X IUEE & £ T XH R,

Amazon & # 4] (aws/secretsmanager) FY B 4A KB

X 24 Secrets Manager X &k i & HHiE KT |, for Secrets Manager (aws/secretsmanager) K %4A
REES RFAFEH KMS B4 TR ERE. Amazon HEXNF BRHAXRBTIAFEMAFEREE
A KMS Z4A,

LZARBEEA Amazon FEEA BN REEXM , WHZBSKEL ., BT EEXHARE , BN
BNEE, BXEAEE K FSHEEEHERK,

ZARBINRBEHEEUTEM ;

« 1X 3 Secrets Manager R XIKF AR X HERER , FARFXLERAFER KMS ZEHITINERRE
fE, kms:ViaService $4%34A n158 HISSHE L PR &,

« AFiZ Amazon IKF BIZE IAM KBS | AFAFEE KMS Z4AE HRHUE B

- RE Secrets Manager 7 AR HURIREL KMS ZHHA 1A B APR , 1B1ZKBEE /2 1F Secrets Manager
REAFAIE KMS ZRERN , H AWk B EM LT Secrets Manager £/ KMS 4R B 1R 1o
XL RBERXHFNIREER Amazon RERZ.

LLF 2 Secrets Manager Rl Amazon £ &N %4 X BEEE,
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JSON

"Id": "auto-secretsmanager-2",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {
"AWS": [
wxn
]
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :CreateGrant",
"kms :DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallexAccount": "111122223333",
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
},
{

"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",

"Effect": "Allow",

"Principal": {

"AWS": [
wxn
]
}I
"Action": "kms:GenerateDataKey*",
"Resource": "*",

"Condition": {
"StringEquals": {
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"kms:CallexAccount": "111122223333"
}I
"StringLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"
}
}
},
{

"Sid": "Allow direct access to key metadata to the account”,
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:root"
]
},
"Action": [
"kms :Describe*",
"kms : Get*",
"kms:List*",
"kms : RevokeGrant"

1,

"Resource": "*"

Secrets Manager 1% £ T X

NEETYR-AIEEEFNERENBREN . SEENERFENERFITENE LT , 28
nE Amazon KMS B3R INE £ T XHAER MBLTE, BERBHE , S4EABBRNINE LT3

EXI M E R GenerateDataKey M fi# 22 E 5K B Amazon KMS , Secrets Manager £ EBH N B H-EXY
W LT, AFHRRZARERE , AT REFAR. BMHFL2EL , EEHAENMNE LTS
RN ZHEMR.

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
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WA LAERAMNE E T XERITIEZMBE ( Fl20H Amazon CloudWatch Logs ) H iR BliX L& 23
£, HENRBEMBTXPHBNEZ M. Amazon CloudTrail

Secrets Manager % L TXZEWmNEH-ER

« SecretARN — £ — P EH—EXFRIRER4H, R SecretARN, Z{ERZ4AM Amazon Resource
Name (ARN),

"SecretARN": "ARN of an Secrets Manager secret"

fflan |, IRZEAK ARN 2 arn:aws:secretsmanager:us-
east-2:111122223333:secret:test-secret-alb2c3 , M L TFXFBFUTH,

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3"

+ SecretVersionld— FBZNBEH-EXRFRRZANRAE, 82 SecretVersionId, ZENRA ID,

"SecretVersionId": "<version-id>"

Bl | R ZEAMIMRA ID B EXAMPLE1-90ab-cdef-fedc-ba987SECRET1 , M&HR £ T3 aE
BLTFX,

"SecretVersionId": "EXAMPLE1-90ab-cdef-fedc-ba987SECRET1"
LIRS E R KMS B4Rt |, Secrets Manager £ [6 % 3% GenerateDataKey M2 ER |

Amazon KMS URIFFARAEREEENFER KMS Z4A#1TXEB/E, ©NRFWA , #F AR RAE
{5 FH I LB 7,

EXEWIUFERAP , SecretARN H{ERZEARISEFR ARN , 1B SecretVersionId R
RequestToValidateKeyAccess , HIATME L FXRHBIPAAR. MAFEHREHBIEE B EMEHK
BRERPFRIRBIEE R,

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",
"SecretVersionId": "RequestToValidateKeyAccess"

}
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RAriEmE

® Note

T
CloudTrail BEHR X I& A MNZ LT AR,

g2 , Secrets Manager RIFERFAITEME LT, BAIGESTERER Amazon

1512 Secrets Manager BY Bz Amazon KMS

&R LAE A Amazon CloudTrail 1 Amazon CloudWatch Logs R ERER Secrets Manager Amazon KMS

RREBEIENER, BXENBRAEANESEE | #F
GenerateDataKey

LIBERPA DB ERRBER |, Secrets Manager &6 %% —

Amazon KMS | I8 EZZ4 1 KMS 41,

S BIERH,

“NGenerateDataKeyi# 3R

iE% GenerateDataKey BRFNEHEUT ROISHERLL, ZIERH

secretsmanager.amazonaws.com i@,
Name (ARN), FE 256 {u%

SHBEZAN KMS 488 Amazon Resource
4R B9 25 48 14 BR R A R PR iR 25 4R TN AR AN B9 0 2% | 1 32,

2111122223333 assumed-role/Admin/user@l1",

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@1",
"arn": "arn:aws:sts:
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:23:41Z"
}
},
"invokedBy": "secretsmanager.amazonaws.com"
},
"eventTime": "2018-05-31T23:23:41Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",
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"requestParameters": {
"keyId": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"

iy

"responseElements": null,

"requestID": "a7d4dd6f-6529-11e8-9881-67744a270888",
"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c2led36",
"readOnly": true,

"resources": [

{

"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"accountId": "111122223333",

"type": "AWS::KMS::Key"

1,
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

Decrypt

HIERMRERBANBAER , Secrets Manager & [E KA fEHER Amazon KMS B2 %
WHIER, X THALERS , Secrets Manager AILLESFAMBZENZA , Rt HEMERAA
EE= 4 Decrypt iER.

123k Decrypt BENSBHEUT REISHEL, AFRE Amazon IKFHFIARRIEHVEIE A, X
ESROEMZENRZR (FENEX blob ) ARIFRKRMK AR MNE £ T X, Amazon Amazon
KMS MZ XX FIREX KMS Z4AHI ID,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"

}

1,

"invokedBy": "secretsmanager.amazonaws.com"
1,
"eventTime": "2018-05-31T23:36:09Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",

"SecretVersionId": "EXAMPLE1-90ab-cdef-fedc-ba987SECRET1"

.
"responseElements": null,
"requestID": "658c6a08-652b-11e8-abd4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46b1-b985-cbdal3719611",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type": "AWS: :KMS::Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Encrypt
LBFRSZHREN KMS Z4A8T |, Secrets Manager 2B & EMZER , ERFERAFZHAEH

JNAWSPENDINGZAWSCURRENTAWSPREVIOUS, FZ4AMRA, Amazon KMS HENZAEH T S
—MNXEET , Secrets Manager ¥E €@ Amazon KMS &% Encrypt 3K
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iE% Encrypt BENSHEUT RAEHRL, A/ RE Amazon IKF R ITHRIREHETE A

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"creationDate": "2023-06-09T18:11:347",
"mfaAuthenticated": "false"

}

},

"invokedBy": "secretsmanager.amazonaws.com"
},
"eventTime": "2023-06-09T18:11:34Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa071ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-
east-2:111122223333:secret:ChangeKeyTest-5yKnKS",
"SecretVersionId": "EXAMPLE1l-5c55-4d7c-9277-1b79a5e8bc50"

},

"responseElements": null,

"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",
"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa@7l1lddefdcc"
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}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

ARy B iR % € Amazon Secrets Manager

ER — B EPRS Amazon Secrets Manager , % Amazon £IKWNEZ £ R, HXx Amazon &%

BR S5 LA K 20fA] Amazon RIFEMIRENER , i§ZMAmazon z€ 2, EfAEMREZESNHRES
BRIZITEM Amazon 3535 | 55 S Amazon ecurity Pillar Well-Architected Fram ework A £ it
RIERT .

B M 415 R Secrets Manager 281 APIs £/ TLS Amazon X4 #Y. Secret APls s Manager AJ B4
MERREMEBEIFA, A, Secrets Manager XIFETHFENHRIEE , HPTUISETIR IP it
HHBRFl, BIETLAEA Secrets Manager R REEREZFHIFI K BIEFERIUAE = (VPC) Lin T 25k
BELET ANHBRRER VPCs, EBrLE | X AT LU A EZAN M LS B S Amazon MEF R4
E VPC REFXR, BXEZER , ESH the section called “VPC i & ( Amazon PrivatelLink ) 7o

£ Amazon Secrets Manager VPC £ iz T &

BINBUEBETENLRENZLRINE AN EZTRAIESHEMRE. SrBETeIEED VPC
LKURT RTE VPC & Secrets Manager 2 BIZ N FABEE. EOWRSHE —MERRHIF Amazon
PrivateLink , ZFRER APIs TEEBKMM<, NAT %%, VPN #E#Z Amazon Direct Connect i&
ER AT RAER 15 W] Secrets Manager, &) VPC FEHIFRFELE IP bk BI Al 5 Secrets Manager
JB{E APIs, ) VPC & Secrets Manager Z BIBRETXEFF Amazon ME, BEXELEER , S
% {Amazon VPC AFE®) HHE D VPC iwm s (Amazon PrivateLink)

¥ Secrets Manager £/ Lambda 3 EHFHIRZH (NI ERFEEXZIENZER ) i, Lambda B
BF R @ EHFEEM Secrets Manager K HiER, EFEAEGEEABRIRG , Secrets Manager
FESENBTFEEFEMERDN VPC Rl Lambda B, BIEER— VPC F 4| Secrets Manager %
&, BMEM Lambda ¥ #:E ¥ 6 Secrets Manager & HHIER T4 4E H Amazon M4,

MRNHKSAFAE DNS |, M EARRERERN DNS EMAEXIES |, [@ Secrets Manager
K% APl 3R |, fflI0 secretsmanager.us-east-1.amazonaws.com. BEXEZEELR | SR
{Amazon VPC AFIER) IV ET O im 2160 RS
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IBA OB FE R PR R I R A& S SR IR 3T Secrets Manager WiERK B VPC hig), BEXEZELR
&2 the section called “7R4¥l : &R VPCs”,

BRI L@ VPC Kim ¥ =B Amazon CloudTrail B EREZEN ZANERE R
N Secrets Manager /2 VPC i =

1. #EZH (Amazon VPC FAF1ER) H# Creating an interface endpoint, £ RSB
#h:com.amazonaws.region.secretsmanager,

2. EERHXmAMEE , 535 Control access to VPC endpoints using endpoint policies.
3. Ef£A IPve ML F it , BESHIPv4 F IPv6 17 B 1R,
HEFK

BEEESEASEHN TFHBEIE, #HiR, EXEMER VPC s, BR , BALEESRXZN FRFME
A VPC imm. BX VPC HEWEE |, 55 (Amazon Virtual Private Cloud AAF¥ER) 5 HA
Tk H= VPC,

£/ IAM REE3EH APl 15[R]

WMREFEA IAM KB Amazon Web Services RS 1R 1E IP bt 32 H 15 B4R , NI Al 8EE B F # SR BE A
TIE IPv6 it SERE, AIERERT IPv4 MBI XE , IPv6e HNA T IMAEFEH IAM KrELL T 1F
XA ML, EHX L EREB T RERAXFNRMRIFN Amazon BRIZ£15H IPv6,

fTAR IPv6 ?

IPv6 R BEERAERMRH T —K IP #5 IPv4, ZBIHRMRAFER 32 NI HRERZEF 43 Z2H818%,
IPv4 IPv6 T2 A 128 I F 1R XKL 340 FZIZIZE7T ( HE 128 THEMW 2 £ ) &%,

BXEZEER , ESH VPC IPv6 M1,

LT & IPv6 ki R4l -

2001 :cdba:0000:0000:0000:0000:3257:9652 # This is a full, unabbreviated IPv6 address.

2001:cdba:0:0:0:0:3257:9652 # The same address with leading zeros in each
group omitted
2001:cdba::3257:965 # A compressed version of the same address.
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IAM X% ( IPv4 F1 IPv6 ) SRBE

BRI LAE R 1AM SRBESRIZHIXT Secrets Manager A RIMXPR , APIs HFEIEELESSE 2 MY IP thikis
[@] Secrets Manager APIs,

WHEARE, {region} .amazonaws.com & F Secrets Manager Btk L iw T R A ZFM, APIs
IPv6 IPv4

MRIGEEF K IPv4 H IPv6 , BEFHEN IP bt FFik KRE LKL IE IPV6 bk, BN , RATAETSE
BId E 2 Secrets Manager IPV6,

YE R 1% X M AR 2

MREFNIUETEUATHENRE —EFEA , IIhERaFIRaws:sourcelp, NI UL EKRE
W & R Rt 2 4% IPv4 F IPV6,

MREEAN M, FEHLRER IPvARK i IAM REESLEE IPv6 B tthilt,
T A B 1% A He X e 2% 2

WMRERERA IPv4 WL, N BEHRTLEMEE,

N 1Pve 2 IAM KB

IAM REEfEF aws : SourceIpFRHHEARZEHRBRE IP bty iF R, MREHREZFERANT U
(1Pv4 1 IPv6 ) , BEFEH IAM KEELLEZE IPv6 it SE

EXMConditiontEF |, FHIpAddressFNotIpAddressiZERF R IP it &H, FTEFAF
REZER , BASITELERTER IPv6 Mttt .

XL RBIE A aws : SourceIp. 3 F VPCs , i&aws:VpcSourceIp Ao

LLTR IAM BF#EEY Amazon ETR IP SZFWKIE4L 18RS, Conditionit
FENotIpAddressH i to FIH THAA IPv4 #3itSEE , 192.0.2.0/24F7203.0.113.0/24 , XAEAD
4k B T IE 4 1A 8] AP,

JSON

"Version": "2012-10-17",
"Statement": {
"Effect": "Deny",
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"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"203.0.113.0/24"

},

"Bool": {
"aws:ViaAWSService": "false"

EEHEBER |, §fFConditiontEE XN EFE IPv6ziSE

El2001:DB8:1234:5678::/64F2001:cdba:3257:8593: : /64,

(® Note
TEBRIA IPv4 tblt, ENRBERBALEN.

"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [

"192.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"203.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"2001:DB8:1234:5678::/64", <<New IPv6 IP address>>
"2001:cdba:3257:8593::/64" <<New IPv6 IP address>>

1,
"Bool": {
"aws:ViaAWSService": "false"

EEH VPC WILBUER | Eaws:VpcSourcelptiAaws:Sourcelp :

"Condition": {

IPV6 N EI R B
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"NotIpAddress": {
"aws:VpcSourcelIp": [
"10.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"10.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"fc00:DB8:1234:5678::/64", <<New IPv6 IP address>>
"fc00:cdba:3257:8593::/64" <<New IPv6 IP address>>

},
"Bool": {
"aws:ViaAWSService": "false"

KIS E P im i IPv6

MRIREAFRIAEEES, {region} .amazonaws.com KixT & , FRINETLUEERZLIKET R, T
HNSTRNA T WARITRIE,

I RBIEER Linux # curl A 8.6.0 , #EAE IPv6 /8 A{Z T amazonaws.com i R K iR T =
B Amazon Secrets Manager fR% -

@ Note
WHEZE, {region} .amazonaws.com FEFHEHNNkwARAl. HXx Secrets Manager i
RHEES|R |, i5SHAmazon Secrets Manager ¥ 5o
FFE X Amazon Web Services Xif HEMNRFAENHBEXE, FREAF , RIEANZ
EERE (FFRILMILEE ) - us-east-1 W,

1. FAUTdigHTHERIZEER IPv6 it 1747,

$ dig +short AAAA secretsmanager.us-east-1.amazonaws.com
> 2600:1f18:e2f:4e05:1a8a:948e:7c08:clc3

2. FAUTcurlTHRERFIHRMNBEES R IPv6 EE., 404 MNRBRREEHRT , M0 WA
RBRREERY

$ curl --ipv6 -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

BB E P iR 5 IPv6 306


https://docs.amazonaws.cn/general/latest/gr/secretsmanager.html
https://docs.amazonaws.cn/general/latest/gr/rande.html#dual-stack-endpoints

Amazon Secrets Manager ArfEm

> remote ip: 2600:1f18:e2f:4e@5:1a8a:948e:7c08:clc3
> response code: 404

WRIRE TIiZiE IP BERIRBIRFEO , NERKISEQLEY T MEER IPv6, Z& IP NiZE2—1
IPv6 st , R HIRERSZRHIERIEFiHE RN B

MRIZRR IP HZEHIINB R0 , NEF iR L IR KR E IPv4 R -only, EAUERANT
curl A RRIELEE.

$ curl -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 3.123.154.250
> response code: 404

X JEM Amazon Secrets Manager

Amazon %t Amazon Web Services X15 (J X E £ Ik EMZEH, Amazon Web Services XiF 12
MENYERENBENTAX , XETHXATEZEER. SELENSERTRNMNSE, FATH
X , BA LRI NBREETAX ZBERIit B XA AREBHNNARFNREE, S&ENEIN T
ENBEROEMBREMEL  TAXNERETESNTHAYE. REDEMNATT Bt

BREMNRERENEZER , FSR T EMEIZHE — Well-Architect Amazon ed #E2E,

B X Amazon Web Services Xif M AXMWEZEER |, iHSRAmazon £ ERERZHE,

J[GEF TLS

Secrets Manager XX ZMELZE (TLS) MEMZEMUERAREESEEFERARRIED, HEEE
F Secrets Manager AP| x5 it , ATBAERLE TLS T, BRI EMELLEEFEEZCRIRMAT
BEIHEE | R bS8 A BATF 38 M= iX L 37 4R S iU T Secrets Manager A=W &, XEREESR
EFFARKRUERTEN , ELERMNBEAN TLS MEZE—H¥%Z2 , H BE s RETIAW
Z2ftB, T , SENFEANASFARGRDIEL , SNAaFMERMEFHEMEE. RIAER
T , Secrets Manager Agent fEf [5G & 7 ML-KEM B4 RIRERN K ERE S ZH KRR,

ATRFSRMEZEPHE , XERBEERREZAEENKE , Amazon EERNSEZBHK ,
BFEAMETHRREELNEETE L, RIVEBLKXE Secrets Manager ii R TIREEE T 403

/I
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MEBENH, REESRHREMNEENEZEEEEETFEEEES , THAR TLS EEELEELR
BE#4A-—HER. T2 K6 ATESEBEANMERBIRFHNERSESBRAZRILFIM RIS ERT
REREBMARE , RANEWEEHX APLFRATT RN,

Secrets Manager £ EXiZ 2 AW E XEE L F PQTLS,
BEEESEET TLS

1. & Amazon R HZITHEFiRAINEERN Maven KB, BIMNBUEERAZHTARE. B
W, AR E AR IR A 2.20.0,

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<version>2.20.0</version>

</dependency>

2.} Amazon SDK for Java 2.x R INEII B H X E# TR, EHTTP BEF R LERAEERE
RIEL,

SdkAsyncHttpClient awsCrtHttpClient = AwsCrtAsyncHttpClient.builder()
.postQuantumTlsEnabled(true)
.build();

3. BIE Secrets Manager £ & F ifio

SecretsManagerAsyncClient SecretsManagerAsync = SecretsManagerAsyncClient.builder()
.httpClient(awsCrtHttpClient)
.build();

I1E , HBAA Secrets Manager API ##ERT |, B ARNETBESRBE T TLS £ % Secrets
Manager i =

EXEHEEREEFTLSHEZEER , BE3H :

» Amazon SDK for Java 2.x FF X & $§R MAmazon SDK for Java 2.x EXRHHIEEXE,
* s2n-tls ST , FHYFFIR TLS K EA s2n-tls.

- XEERFENRARFEE (NIST) WEEFEBF,

- EBAEWMERS 1.2 (TLS) WBAREFRBHESZ (PQ KEM),
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Secrets Manager (WG & F TLS EFTEF# A A , Amazon Web Services X1 1B E BRI,
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M FEHERR Amazon Secrets Manager

R E BB R M NS EBTEFE A Secrets Manager B AJ 8L B EIHY B &L

BxBipEB | ESH the section called “®ik o) BHEE",

ES}

< “pEBIEL"EE

« XNTIRET RS FUERY ELE R
« HFBLTEIE REFTIMAIE R,

« EBIRMWZRE W EI“Cannot generate a data key with an asymmetric KMS key” ( 7o 3% F JE33 #7
KMS ZHEREBIEZR )

« Amazon CLI 5 S Amazon DK BT EMNEF D ARN R BRHWE
- WHH Amazon REEE | BX4AERIZRENEHRITEH.
« fERE Python 3RS A KK Transform: AWS::SecretsManager-2024-09-16

“Vi R # B4 H B

L {R[E Secrets Manager # 171 21 GetSecretValue = CreateSecret 23K API R , {RUMEHR
IAM fXRRFBEH T ZAA. HEFEREHER , EHAERREHTHEN AP BA , EIEE S5
B8 IAM PR, BEE R TEEDF IAM KK MEIEN IAM AP SEFIBHARR FIR. MREF
XERRWBEFRSEEMEM |, HII0 time-of-daysk P #bukFR&| | NERTE L& 1%E Rt th STUH BiX
EEIR, BXEFIBREAT IAM AR, A8/ 2HNKRBENELS , H2H (AM AFER) FHE
FA%EE, BX Secrets Manager FTENRIIE R , HS I the section called “H B IEF A A2,

MRIEBESRFER API EHFRWIE R TFHEE Amazon SDKs , HFRIUIFBEBERZE 715K,

T T I B 22 2 R A0SR 15 1)

FRIAATRHERN IAMAFSAGEEEBNNR, BNZ2FIENRBERET IAM AR HA
B, XEWE , NRXETH IAM AFSAERTHNR, BXERNZEFIENRNBESXNES
E5 , B30 IAM AFrEEhav izt ine 2 £ KU RUR,

BINCEBXNERSFITER , HABERKAEBLIR, EXEAGE , BSRMERHERFATEGNT
Baxty, HE IAM BrRriEmPiEA IR 22 IEBiER Amazon FIRIFENER.
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BRI nNZ2FIDREIH. BXESEFER , 28 (AM AFERE) 9 BERIGN Z2FiE,

B Secrets Manager FTENBRHWEE. , 1S H the section called “5 135 iE F 15 7] 32 5,

HIEIR 48 3 BN B R IR AT AV B dio

Secrets Manager fAB A HL —HMEN 2 HRNITEERE, R1E Secrets Manager ( X HE fth Amazon iR
F) PN EAERSBEE —BRN AT EMTETEN RSP ENL, CERFSEERSHEZE. EF
XB5EFXEzE , AREKNWXEEXE 2 AREHFEZTENE , XQER—EMNER, Secrets
Manager thfE A ZFRIESHRE , BEERELEERT , XAsEEMtE, EZ2alEFNRTEERNZ

Bl , ERAIRER A M,

EiRITERNARFINERIIXEATRNEER. i, BERNARRF TR TE | BIEE— M
B THERT L ERMUER R,

BABRL BN mEM—L Amazon RFENEZER , ESH :

« Amazon Redshift BIEEF Z A RPN EELHIE — 3t
« Amazon Simple Storage Service AR ®H Amazon S3 FiE —SMHER

« Amazon KEIEEEH A Ensuring Consistency When Using Amazon S3 and Amazon EMR for ETL
Workflows

- WO% EC2API ZEHRMT D EC2HL — Mt

£ 2| B W Z et U R “Cannot generate a data key with an asymmetric
KMS key” ( B3 EERIEXNFR KMS ZEAERBIEZRR )

Secrets Manager £ S BRI HINE KMS ZHARAN BN BAEERBEZHR. TeERIEN
R KMS 24, BINEERNEXIFINE KMS B4 , MAREXNT KMS B, BXEH , SR
Bl EXIHE KMS Z4H.

Amazon CLI 5 S Amazon DK BETEMNE D ARN 3 B B 89 5

ria

=

HEFZERT |, Secrets Manager AIAMTZEH ARN hREIZR4E  MEETEM ARN, BIMEHF4A
BMUEZREBRANEZHFERE |, Secrets Manager AJRETCEXM —EB%2 ARN R EIZR4H, RATEIL
B AR ARN BB .
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https://docs.amazonaws.cn/kms/latest/developerguide/find-symm-asymm.html
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EZHRMER

Secrets Manager 2 E ZHBAMAKEBRMANENFHRF , UBEBARZE ARN B —1, MRMBRT
FHRZP  REEAHBENEMHEZTHZY , I ARNs HTFXEZRE , SANRHLEMTE. B
RiFE BZANAFR T2 B REBXNFHEBHANH RN , BRI ARNs EFRE,

Secrets Manager Al N Z4A1E ARN , HP X, kP, BAEN , EREFHFNANER , W
TR :

arn:aws:secretsmanager:us-east-2:111122223333:secret:SecretName-abcdef

MRAZHBMUEFRNANTRERE , YENEA -2 ARN BY , 7 Secrets Manager & R I&LLF
EETTEMN ARN, fltn , BAgeEHF — N8B H MySecret-abecdef WEH , EARN T :

arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-abcdef-nutBrk

HERWAUTRME ( WBRERER—E5 %4 ARN ) Y, Secrets Manager AJBE2 R T EIH 4,

$ aws secretsmanager describe-secret --secret-id arn:aws:secretsmanager:us-
east-2:111122223333:secret:MySecret-abcdef

24 H Amazon IRSSER , B ERZRS I EBITER,

MREEZHIERBZATERLES , WRARERAEEPIHNERRSREFTZH. BXESER,
BHS A EMRS EEN RN,

EREHREEZN  BANEERAET. AHMORSEENZANZBRSIH ID ERRIR, &, &
1 Amazon CLI , ¥ d escribe-secret , REEEFZFHR. OwningService

AR} Python RS A KM Transform:
AWS: :SecretsManager-2024-09-16
MREEAM R Transform: , AWS: :SecretsManager-2024-09-163 BE## Lambda E¥uz

1TRTIEZR Python B S A KM , N E B AT EER R T FRARuntimeVESI R, AR |
Amazon CloudFormation A LN B EBEITHR A, REMXZERXMH., RTFEEFCEEBXLE,

4R Amazon RS ERE |, BXUIERZRS X HHITER. 312
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Amazon Secrets Manager Bt &

Secrets Manager El APIs B TPS BL#ifR & , miAAMBRIEN S FEE APIs B TPS BLEIRIK.
RNBWEREUBESE 10 28— XWERGLRA PutSecretValue &% UpdateSecret, TR
WA PutSecretValue & UpdateSecret EFZ4A{E , Secrets Manager I B ZEANIMRA, =
RRAEE 100 4NBY , Secrets Manager MIBRARATICHRRZA , BT MR 24 DT AR RA, IR
B 10 HEH—XZHAE , NLIEMNRAZ T Secrets Manager HIBREVARAS |, R B Z AR KB
Mo

BRBEENKFRETENXE , FESMRARKE T8N XER,

L — /NS AR Amazon Web Services Ik £ S —NKF AN LN , CHEBRIBEKRFER. X
FEMKFiER |, Secrets Manager R HIZHIERWEHBHIKS, , MAREEZRMENKS,, Hlan, w0
R ARHE—SHFERAKS B PWE - , NZRFNFERFRXEATERS A FHBEEH,

Secrets Manager Ei &l

B RIAE Cl) iR
il
4
DeleteResourcePolicy, GetResour BMNEXZEFNX B DeleteResourcePolicy,
cePolicy PutResourcePolicy, #l 5 8% 50 GetResourcePolicy,
ValidateResourcePolicy AP i5 3R &J& PutResourcePolicy#
xR ValidateResourcePolicy
APl BRI BHEARS
.
PutSecretValue, . . RemoveReg BMNEZEFHX B PutSecretValue, . .
ionsFromReplication Replicate 5 8% 50 RemoveRegionsFromR
SecretToRegion StopReplicationToR eplication Replicate
eplica UpdateSecret, #1 UpdateSec SecretToRegion
retVersionStage AP| &R & HIEE StopReplicationToR

eplica UpdateSecret,

F UpdateSecretVersio
nStage APl E RN B¥ &
ARBE,
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=1

RestoreSecret APl R4 HER

F1 CancelRotateSecret API i§3R

RotateSecret & FHiE=R

F UntagResource API #&3R TagResour

ce & FHER

BatchGetSecretValue API i& 3R # &=

CreateSecret AP| i& R &R

DeleteSecret API i 3R Y& =

DescribeSecret API &Ry iE=R

GetRandomPassword API i& 3R & =

GetSecretValue API i& 3R Y& =

ListSecretVersionlds API i&3R 1Y iE R

MINE

BIMEXFENX
& 5% 50 1

BIMEXFENX
& 5% 50 1

BIMEXFHX
& 8% 50

BIMEXENX
& 8% 100 1

BMEXFHX
& . 8% 50

BMEXEFHX
& 8% 50

BMXEFHRXE :

& 40,000

(SRS Z: 0
& 8% 50

BIEFHX
88010

BIEFHX
& . 8% 50 1

W & o

i

i

7|

| 7|

7|

ol

i

RestoreSecret AP| &R &
PHEBARZE.,

RotateSecret
CancelRotateSecret API
BRUBWEAXRZE
Mo

TagResource #
UntagResource AP i&3K
NWEBYEARS EM,

BatchGetSecretValue API
BREVNERARZE,

CreateSecret APl E3R &
PHEBEARZE,

DeleteSecret API 53R &
PHBEAXRZE,

DescribeSecret API i&F3R
BYNRARZE,

GetRandomPassword
APl BERBUHNERAR S

=
Ho

GetSecretValue API iF3K
BUNRARZE,

ListSecretVersionlds API
EREVYRARS &,
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A HRIAE Cl] iR
13
®
ListSecrets API i5 3R 1Y iRE BINZXEFENX & ListSecrets AP| iR
i % 100 HRARZE,
HTRFENEREBEKE ISEOL-F=1: 014 = B B E T RIREY
1 : 2.048 A PR SR BE Y B K F AT 8K
=,
WZEEKN SEOL-EE=1: 01 B INZERBRENRRK D,
15 : 6.5536 FFT MERRBERFZRE , N
CRIZWEEFAYTFNFE
TFHL
B BNINZXEFNEX = It Amazon k&4
5 : 500 FAN Amazon XiZ i) & KX % 4A
WE,
FTEZAMRA I LR BINZXEFNEX B AR Y T R A B pn BN &
5 : 20 ERSHRABE,
BNZA MR BN EFNEX B WENRANRAKE,
= : 100

HERRMNNEENARER

HT Amazon EFmEHINEAEE | BHEF JEXFEIX Secrets Manager WA XM, =E |,
AT EEM T Secrets Manager FHEERRHEI M A M, HEHET API ERECEET , Secrets Manager &
BREIER, BIEL T —NMNERERNIERIIRE throttling FHiREE. W TFFAIMAY , RINBIWEEE
ENEFNEEER TN, XFEH RS KR,

MREEFUTHER  SARFERERMNIECHNAEFAS
BAY SR IR M

* RequestTimeout

HERFMEEHNAEF 315
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* RequestTimeoutException
* PriorRequestNotComplete
* ConnectionError

e HTTPClientErrorxr

BSmTRMRFERERE

Throttling
* ThrottlingException
* ThrottledException

* RequestThrottledException
* TooManyRequestsException
* ProvisionedThroughputExceededException

* TransactionInProgressException

* RequestLimitExceeded

« BandwidthLimitExceeded
* LimitExceededException
* RequestThrottled

+ SlowDown

BXREW., BEHEENBNFRESUR RN

- BEHEEMEZ
- e, BERAMEEAH

« FHIEREAFNIBEHUESG, Amazon

FSHATRIR

REHRMIEHNAER

316
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MR R IE R

TRIET B LE—IREALRI XA EEE R Amazon Secrets Manager, EBIRB 2 R HY E#
B, B BUT R RSS R

TE i8R B

AT HRADEIFRLEMN S Secrets Manager MEXIFR 2025 F 5 A 27 A
AP EHIRE , RTFEFEEI
. EIRNZR R A2 3 R A3t
TARMBIR, BRESE
B, BBRERARAED IiFE
Amazon Secrets Manager,

# IPve X FF Secrets Manager IXX#&HW#E 2024 £12 A 20 H
KiK. AXRESEER IPv4
BESIH IPv6 HE,

Secrets Manager 8 SecretsManagerRead 2024 £3 A 12 H
Amazon & I F B Write HEXRBEINEZTS

$& redshift-serverles

s MR, BXEZER,

ESHAmazon IEE K

Amazon Secrets Manager

FHAER

TRIER T T 2024 &£ 2 ARIER KM € Amazon Secrets Manager i I8E) RHITHEEE X,

B HiR =p:
EXEM X Secrets Manager FI&# 2018 4 A4 H
DI R AIRo
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