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=
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BRERS XA : test file.txt

i0OS /Users/<username>/test\ file.txt
Linux /home/<username>/test\ file.txt
(® Note

BRI —NRTBERNREHMAN,

I 5% S3 hn# £ Amazon KMS
ES ARG HEE |, B LMERAEIARNIE Amazon EREFEEN MR RAREF EOHIE.
EATH Amazon KMS & Z4# Amazon S3 RIAFHFNE

£/ B B Amazon £ E % Amazon KMS

$TFF Amazon S3 #41A , MikH https://console.aws.amazon.com/s3/.

BB EEENZRE Amazon S3 FE .

EEMERN@SH , EEEM,

FEERAMBESD |, EFEEZA (HEMETRARE ) KiEHRIANE,

1% Amazon-KMS tEAMNMZE S % , AREREFEAN KMS E4i, LEBHAATYBAFHEBHT
KFITINE,

6. EERE.

o ~ w0 Dhd =

2% Snowball Edge #Rill/5 , S AE T , FEIA IAM ALKBERAN—MEG, XREHE
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Snowball-export-s3-only-role 1L,

BUTR R SRE AR R B
Xt T & AHHE

WMREFERATHE Amazon KMS FEEZRHARI RS 2R mINE (SSE-KMS) RIMEESF AEFKEKRH
Amazon S3 FfER , NEFEEE IAM BEFRMUTE,
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Example ;=i Snowball & A 1AM A&

"Effect": "Allow",
"Action": [
"kms: GenerateDataKey",
"kms: Decrypt"

1,
"Resource":"arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-
efgh-111111111111"

}

X4 F & H B dE

MREFERAHE Amazon KMS £ EZAMNRFB[IRMZRRMNZRES HESXEKH Amazon S3 7Fi#
&, NEATETEaRNNEEN IAM A,

Example Snowball & IAM At

"Effect": "Allow",
"Action": [
"kms:Decrypt"

15
"Resource":"arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-
efgh-111111111111"

}

Xt Amazon KMS B F 4 A S3 RRIAFMEBINE

SEAT LU ERIA Amazon S3 FREBNESEBCH KMS BHALEEA , AURFAEESANSHHN
iz,

N FE AR
ERAEFEEMMZE Amazon KMS

1. %3k Amazon Web Services BEE2 & FH1E https://console.aws.amazon.com/km s 43T FF
Amazon Key Management Service (Amazon KMS) ###1&

2. EFE® Amazon Web Services XiF, , BEA T EHA LA XiEiEFE.

W 5% S3 1N E A Amazon KMS 16
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6

HE , LU AR TRIKBARREFBABRR XA ZRABRPMET, A TRIZEBEH R
Bl

Example Amazon KMS & F £ B Z R BUR

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/snowball-import-s3-only-role"
]
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,

"Resource": "*"

R BARNE Amazon KMS B HEERNAR , EFEEHE Snowball {E5XEKH IAM B, BRiA
BRT , ZA®NA snowball-import-s3-only-role,

Example Snowball & A IAM A€

{
"Effect": "Allow",

"Action": [
"kms: GenerateDataKey",
"kms: Decrypt"
1,
"Resource": "arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-
efgh-111111111111"
}

BEXEZEER , FZR FAET SR ER (IAM KB ) Amazon Snowball Edge.

W 5% S3 1N E A Amazon KMS 17
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EEMEAN KMS B TATR :

“Resource”:”arn:aws:kms:region:AccoundID:key/*"”

T & H IR

Example Amazon KMS & F £ B Z R BUR

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {

"AWS": [

"arn:aws:iam::111122223333:ro0le/snowball-import-s3-only-role"

]

3,

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": "*"

I RMAINE Amazon KMS BEFEERHAR , EFEEME Snowball E5XEH IAM A6, Bk

BRT , ABWTAR :
snowball-export-s3-only-role

Example Snowball & IAM At

{
"Effect": "Allow",
"Action": [
"kms: GenerateDataKey",
"kms: Decrypt"

:]I

"Resource": "arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-

efgh-111111111111"
3

I HEMIRE Amazon KMS BF EEHBAE , TRBEHS Snowball £55EM 1AM A, ik

ERT , ZAEN snowball-export-s3-only-role,

TS5k S3 i Amazon KMS
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1. B S3 ERBEHIIERT  EBLBTEAN S3 FHE.

2. ER RV BEFERT , AALBRNE 2 FREBRMRFERE TN TRAEREBIIER , A5k
BRI,

3. LR BIEHAY S3 FHMRAEHN S3 FHE. FNEHBBEWRESEFEBRNIIR
B, R ZFEE.

EALE— RS S3 MR, RLFHBTECHIRE LETHAL S3 FHA.

Select your 53 buckets info

The 53 buckets you select will appear as directories on your device. Data stored in these buckets on the device will not be transferred to

53 on return

Create a new 53 bucket

Q. Search for an item
53 bucket name Date created
my-gobally-unique-bucket-name 3/15/2023, 5:20:20 PM EDT
do-not-delete-gatedgarden-audit-6694195309129 2/11/202%, 5:13:13 PM EST

5. WMREIEETE Amazon S3 REMFRENFMRE | F7E S3 FERBEIDMITUTRE

a. EFREEABIRFZLRNRZER LFEA Snowball Edge £ 5 Amazon S3 #BMEM#, HSEAE
BEH Y E R Amazon Snowball Edge 58,

b. 7E Snowball Edge Li%BREHF Amazon S3 RAEMZEHMNIRR EM#E,

(® Note
#£ Snowball Edge EfEMA S Amazon S3 RENFHEZEA , BRI UERIREFEEM
B2 Amazon S3 FiM , ALEITMREHFEEREE(]. EARIEREPESF Snowball Edge
5D S3 ZAMNFMH.
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S3 storage capacity

Select device type

O Single device
Cluster

Select storage amount

25TB Single device
I"::':’;|"l' Wi ¥

Block storage: 41 TB

6. MRLEEZFET NFS WBBEARENFHERE  FEEREN S3 FR\Ho P , ITUT—I
HSTUREREFE - HZ 1 S3 7 -

a. TES3EMMEMIERS  MELETEAMN S3 TR,

b. ERRMATET  HALBRBL ERASHRBEEETHTRAEEEIE  ASkER
.

c. MIBOIRIM S3 HEEROEN S3 FHE. FHERBEEHRE REFRBERIIRS,
SEIR I A

d. BIBEAT NFS MEAHN S3 THBE  EEEE—1 S3 BRBENLRER. AMIsE
EiLiE 53 BRANSE,

BUEE—IHREZ S3 FHEB. XEFHEBHEENIRE LERNAR S3 FHE\.

Choose your NFS storage
These 53 buckets will appear on directories on your device. You can transfer data onto these buckets using NFS.

@ Only data stored in these directories will be ingested to your 53 buckets in the cloud.

The NFS storage limit is B0 TB

| Create a new 53 bucket

| QU Search for an item

] S3 bucket name Date created

[ this-unique-bucket-name 6/14/2023, 12:20:08 PM EDT
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7. SR EC2HRAXGIHTUE-TE" Mo+ , AMIs NMENKFFERETEHEREZ LNL T
EC2RA, ME , ERRFRFTAA AMI WEEREF 2 B HEATEILSFE PRI TH AMIsFIE |, RfE

%&£ AMIL,

BTN A EEI5 (SSH) BLE AMI , iS5 Snowball Edge 1 SSH Bl & AMI

BXREZER  FERAERPHNERERZEFM AMI,

WL EFNTH,. BXEZELR |, 5 M Amazon Snowball Edge E#To
8. H®“ET—IEMA,

IE BSR4 IE AR I

EFEE TS Amazon Snowball Edge & & EFHFHIhBERIED , DFE Amazon EKS Anywhere for
Snow, Amazon loT Greengrass EHIFIZT2 1% % EE INEL,

BRERENBFENRI , TRITUATIRE

1. TN S# EKS Anywhere on Sno Amazon w #8%/ , E7E Sno Amazon w £ BET Si# EKS
Anywhere , B “7£ Snow LB EWL 5 # EKS Anywhere” , REHITIATIRE,

® Note

BAVEBEMER Amazon EKS Anywhere X #5#9 &% W F Kubernetes kiR Zs 62
Kubernetes £8., BEXEZEE , 12 Amazon EKS-Anywhere Versioning, RE/
MAREFEEREMRZEHN Kubernetes , 1A Amazon EKS frEZHFEHYT BXFHRRM
WY 4E{T Kubernetes IxAx, FEMXIZBEB LB , FER Kubernetes iR AKX 1 fl X 5
HHl, XEBTEETEEAENEITEMEAN Kubernetes IRAEAN X F. BXEZER
2% Amazon EKS Kubernetes %74 B 71 -

a. T “HYEMRECSH AMI" #o , iEEFE AMIs R Amazon EKS Anywhere Y321, FZHE
TMEA T S# EKS B Snowball Edge %% 2 81 % BT A KR 4E Amazon Anywhere on
Snow Amazon,

b. EEAAMESD , EEZ A Snowball Edge 8% £i&1T Amazon EKS Anywhere 8 |, Bt

?%E@‘%’Eﬂi‘ﬁqﬂﬂ’]&%%l;o

2. E SnowZFHod  EEGEEATYBENIEATNIRZIRIEN AMI , FEEERE Snow 8 £

TR Amazon loT Greengrass £33y AMl. Amazon loT Greengrass

RIS R AERE T
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3. EFHAEE Amazon OpsHub =X Snowball Edge Client izf2 EE & # Snowball Edge %% , Eik
£ A= Snowball Edge Client T2 & 2 ##9 Amazon OpsHub Snowball Edge %% .

4. iijERF-F_iEz}'EHo

EEZE, ERAEAEIEN

£ |

« %$# Snowball Edge W& £ RIFIRIE

« EREZWHIERE Snowball Edge B R
« X Snowball Edge 1El &Y 38 &% 2 B % I

i%£$# Snowball Edge N Z £ RIFIRE
REZEMSA I Amazon Snowball Edge #ElL BV BRI MNZRE , LAF B RFEH T EPHEIE,
ENEHELRERSY  BHITUATRE
1. EMERSD , EREEAN KMS B,
- MREFHERIA Amazon Key Management Service (Amazon KMS) 248 , &% Amazon/

importexport ( BRIk ) « XRERE X HMBRARNRFENSANS HELHERIAZR.

- MREEREMLBZH Amazon KMS Z4 |, BERMAZH ARN , E24H ARN EF R AT 57
HREM (ARN) , AR ERERAE KM S 4, %48 ARN SR MEIZ RS,

2. EEERRFFREXET D, ITUATREZ—

. %% Snow BHIAFABHFEARSHERACKRRETE Amazon Bif. ®F S Amazon
nowball Edge X &RARFEA L S#h S3 ML S #hfEj £ B HARS (Amazon SNS) Simple Notification
Service IR, ZA®ME Snow fRSIRF Amazon £ SRS (Amazon STS) AssumeRole
B

- RBEMNEFRANNERFAE , BEEMENAE ARN , LA AFEARIAAE,

3. &ET—F,

R IRZWAIE[E Snowball Edge FIBELE R EF

BEWAIRE Snowball Edge IRE S RREIEERE , Rt REEBNIEEEFEEE,
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*k

ERMEZHMFMAES , BRITUTRE
1. HEEHEHuED |, ERE- DA ZRM— N,

- MRBERFERAZEwU |, NESERERAOU, NYRAPFMIEFFIEN UL,
o MBHBEFRMEFTHU | FRUEFFEMNBUEE, Amazon Snow RIEFEIZRE & REENH

A fE R,
® Note
I PRENERMXSLNERENBNBER/MGXATE , A BEXREZER/
#h X B Ko

2. HEEKRRERESD , MMELEFREKRERE, EHREEATRTECEELLEXRER  EES A T8
FgE, MR , EXRTRBESEHR S i Amazon 2 [8) B9 IZ 5 B [E]

HEEHREZE , RKUEEE 4 ANBXRANENELMENERIRE, NZEEHNTAE T+
ZRIXNNER , BARTETE,

BRI UERNEREEMT

« —RRZE (14MNIER)
- MAZEZX (21MIER)

B >x Snowball Edge &l By 38 &k 12 B £

BHANSEFIRE S Amazon nowball Edge EFH &R, B UGIE— SNS £/ |, HEELR
AE RN EIR B Amazon Simple Notification Service ( Amazon SNS ) B & T BB 4,

BREBEA , FHTUATERE
- HEREBHBOH  MITUTREZ—

.  WMREEFEHIAE SNS £ |, FEBRFEHIEAE SNS £ |, RABEMFIXRFIEEREB Amazon
HRE#H (ARN) -

. MREEQIEIFH SNS T |, BB AIEFH SNS £F, MAZTTHNBMHIZEEFoRH
ik,

BERE, SRMEAEER
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® Note

HEXETEE (JLFERL ) MEETEE (HRBRIMN ) XEIZMNITH Snow REZE
WESEZBEIXERER (FEEILMILE ) XiH. Eit , Amazon SNS ZKEBRS 1
At BB RIXERE (BFRIMILE ) . A TREEFHEAR , HINBWEXER
B0 ( FBERMIMILED ) XEGZEAIHTR SNS £,

BAFSUTEILRS 2 —BX

- BB

- FHEERRE
- FEARRIE
. BRELEBHESP
- EXfEL

- 1E7Eiz%E Amazon
« UTFoEH
- £ Amazon

- EESA

- EXEHK

- EBUH

BXRESKRITEBAMME SNS TEHNELEFEE , BTSHEARIEEPH Sn owball Edge EA,

HET—%.
BRI REEHFCIEFIL

27 S Amazon nowball Edge {ElLIRMATEXEELERE , BEFZFLHET., EROIBES
J& , Amazon G718/ % Snowball Edge LAE & $ 4R,

Ll ZREERRMMXHOEFENSR , TRFEHOWALE, XENHOMBHOEREER, £
IE LS R E 5/ X AR R E R ERNEART R
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1. EFELBERES , tIRFLEREREHS . IRFEHTER , FERANBINEREE
REXEBHITHRE

2. RENREZTRE  FEEEEL,

(® Note
I8 B2 71T Snowball Edge IRBWES G , BAILIEZIZZLA T “EE BRI RAH
BUHZES , MAESTEF MR, BXEZER |, 5B Amazon Snow R5EE
P& A EUEEL,

BIREWE , BAUEELRERSEFTELLRS. BXRELRESHEFEAEFE , H5H Job

Statuses,

BUH1T M Snowball Edge FYE5S

BIE1TM Snowball Edge RENESF G , B LUBEBUEZES. Amazon Snow R5IEEES A 0
RECHEL , BFLERENTHNEE . NHELRSR2EQIZEELRF ATABCEEL, FEl#REER
TR E , REZECEEL, BXEZEE , BSRAELIRES.

HRECHL FESEEIBRRSHWESE |, IR 2#UREL Snowball Edge I8 &M A, REEREHER
WHEELEB 2R , TFHHEITEHE,

1. 3% Amazon Snow RHIERIE4 A,

2. H“EEEUEMEL,

3. ERBME, NBIIWEES | EREUEEL,

X s 4

:::::::::::

o Sngwhall Erg Srapwbiall g Coamgeate Ciptimized Hae Local we

4. WRSHIABUEFELEA, EZWINEUEEL , BHA job name HiEFHEUKFIL, EAlLIIE
B, REFFEREBE,
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Cancel job X

Cancel Snowball Edge order permanently? This cannot be undone.

To confirm cancellation, please type the name of the job.

Snowball Edge order

Cancel

5 BE1E S AT Snowball Edge Amazon Snow R 5IEE &4

BRABSAFESE A ITENFEESE , BUEXKNEFEEZE Amazon Snowball Edge &%
HTSAELURABITTENEEELBELE MEZHEXEK , AEEESMNMER , IRERELEEL
B MR, tIBHEAMELN , BUUERFETERETRELEDS , B AREREEL,

(® Note

REELREHATEEN —MRESN | EBERWN MO EE ML, MREERELER
API gI1Z24E\N | ML BRETELSEG S,

RE—MELRTEBEERZZEL , B ERNBRN. RER-IMRIENTRE.
iR A P EEL

1. 7E£% Amazon Snow RFIEEEZGHIA | NRIEFIRREN T4E,
2. XNFigE | EBETEEL,

BIBELESHIFIRE—T , IF 6L : ¥,
3. RERFE  AARMENNEBREARTEARENER.
4. EoIERENEL , FEEEEL,

RPEAES BT Snowball Edge 1
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REMELNLL Job Name-clon e-BIE R B. number®RE BHRMEMEL BT , RREERR
BRI EN FERBRERIXE. Bl , AprilFinanceReports-clone X R4\ Ky 5E — N =RV |, -cl
DataCenterMigrationone-42 X & AprilFinanceReportsfEill Y 559+ =/ 5 &, DataCenterMigration

UK Snowball Edge

L {RULE| Amazon Snowball Edge R &R , (RATGESERICIFAREEETEN ., RZEHEIRMERE
WEZHARR. REFEXKEN , FRECEEEMARPAERIR. WRETED REFFEMATHREZ
&, BAEFHEZIEHAZME | MRS Amazon Web Services 3735 Bt R |, BB ZHH
B, LEAJLAEEEHEHTNRE,

/A Important

% Amazon Snowball Edge & & 2™ Amazon, & Amazon Snowball Edge i & &R T
A Amazon EZFRABE. BXEZELE , HSH Amazon 132 0 K,

BRIV RZREU TR PAARRERLL,
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MREELERIFPHRZERINENG , FERF T 82,

T—25 : ¥ Snowball Edge £ 32 3 #7 HY Z< 3th X 4%

$F Snowball Edge E# B &Y 7S 1h X 4%

AT S B Amazon Snowball Edge & R IEEBI AR L, ZiERTLEEEER Internet, REZFER
=T wE) BITRTRE T
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MR B EEI B

1. FAFEIINETHFENBANRBNTERN. EINTULRE | BT UERBRALIREZ BIRA
LCD £ R REHAERERIURIRE RiRk BRMMEIRO .

® Note

£/ Snowball Edge i&R& 8 , EZXARIIRMET. HIIBFTRFAZESANRE. £
FERARZNRATTTRESSBIRZRE LI RmX.

2. FIABRMNHANEGMBERNEEREENEBRE , RERiRFELBIR,

3. &FE—1R RJ45, SFP+ 5 QSFP+ A EY , RAEFRFMALHME, NBRONTRENE
Mo

4. T LCD ERREFWEIRZRMFFH. Amazon Snowball Edge

5. HRFHEBHREN , LCD ERRLER—MEENM , BIHRZFERE. Y10 0#E , ®RE
FHB R BUER
6. (Ak)BEIELCD ERRFLERERE, TESXRIANSZRE.

IR IP it BN EA U T I RRENE RSt

EX B oh R @ T EBERR |, ES R A Snowball Edge #3330 8] &,

¥ Amazon Snowball Edge & &Y IP ik
1. ZLCD ETREREL , &HFEE,

FER—NFEE , £~ Amazon Snowball Edge iR ZHHBIMEIREB, THETHW IP tiit& B
EF , LURBR Amazon Snowball Edge 8% &K # DHCP #uiit,

2. (FNE) R IPUFEI NS IP ik, BHAIREFE,

REN S EETEHIME,

/A Important
FBF IEBARIRIR | B EMEA Amazon Snowball Edge & & B BT FF ik % 125 B U HE R
B

TE 1 B 7 i ) 4% 44
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T—2 : 3REXI5 1A Snowball Edge #IZEE

¥RELiA 18] Snowball Edge BY&ZiE

FMEWERE —HIUFH | BAHM Amazon Snow RIIEEILH A HESERE AP| FIREUX LEEIF |
FHEFTEXT Snowball Edge BYiF IR R 1T H M IRIE, XLEEIFR —/MNINZHE R THEM— DR E
BRB, FRENHIEEXRELEEXBENNENEEEE.,

(® Note

HRBEBEREABZE , BFREBEIL., BT LLE Amazon Snow RIIEEZHADEFENT
EIRES. BXEZER , BSH Snowball Edge 1E)l BPIRES

{3 2 4 A IREVEIE

1. &3 Amazon Web Services BEE#E#|& HIiTFAmazon Snow RIIEEEHIA,
EER4la L  ERERRPHESEELATEELZE | REERizEL,
BRAELRSER  REEBREEELEMAEE.

EETHEFEMAEEBERT , RARKIE , ARRITUTERE

w0 N

- FIETHEYRE (2REFZN) , ANEHFERHSE 20 M AR E@EBRE

« ENEEFEETEHER , RAERREAMELBEEXHTREEHITEN L, FEXHESHE
EH R 1D,

(® Note

BUSATESRUINRBREAMNZELNFRERFETENIHR—NE, BXEZER
B2 1 £/ Snowball Edge R &M HIEE,

NELEZETER , T—HRTHATHEBHZEZR Snowball Edge B i, Amazon Snowball
Edge

T—% : T8} %% Snowball Edge &F i
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#2481 Snowball Edge

AFHNBUMAIEFER Snowball Edge & F w81 Snowball Edge %%, Ef£H Amazon OpsHub&A F
Snowball Edge BWEF A F 2 E (GUI) TEMEBHRE , HSHHEIZRIRE

KR Snowball Edge IR FERARBHATULEIUTEES 28 , EFERZRE. #ORZN , &
AT LABE R R AR UK R UE R T RINR : 29 U HAVEHARNERL XS, #HRER &
AR -FERERE, FEEBARBHIRE, REMEM EC25 Amazon REMNEHIFE,

ERBIRE 2R, XIFRZZBEBRAMNEG, FHH 20 IP bk, iEZS 5 & Snowball Edge E#E|
B AR 1 M 4% YRFBELLT A X Snowball Edge RERIEE. :

- T#E;H L% Snowball Edge EFFix BXELEE , S H TEHIH L% Snowball Edge & o

« M Amazon Snow RIIEEEHARMELE. N T —EAHLEMILIRE , B4 Snowball Edge K&
BBFBLXH. X TF Snowball Edge BRENER , EEEFHN I #YRBAN—NEEXH. &
XTHEUENESZER , BZHIKREUER Snowball Edge BV,

- FITBAREBENER , ARHHERIENNE, BXESEE , H36 & Snowball Edge iE#E
SR A i 48

£ Snowball Edge & F im i BiI8 3118 %
1. % Amazon Snowball Edge iR % LCD £ /RF L/ “E#" EI -+~ T % E Amazon Snowball Edge
REW IP bk, 12T IP sk,

2. fERunlock-device@HEMA Snowball Edge B9 IP it & #Y E3EREIEEFT Snowball Edge
By B AR |, 2R AR

snowballEdge unlock-device --endpoint https://ip-address-of-device --manifest-
file /Path/to/manifest/file.bin --unlock-code 29-character-unlock-code

REEARTOHAUES , HETRUTER.

Your Snowball Edge device is unlocking. You may determine the unlock state of
your device using the describe-device command. Your Snowball Edge device will be
available for use when it is in the UNLOCKED state.
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MRHHIRE connection refused , HZS S Snowball Edge £ ¥ f## 51,

Example unlock-device G H

FEL ARG | REH IP iR 192.0.2.0 , BREXHRE R
JID2EXAMPLE-Qc40-49a7-9f53-916aEXAMPLE81-manifest.bin , 29 NFEHFRBEHIRTE
j 12345-abcde-12345-ABCDE-12345,

snowballEdge unlock-device --endpoint https://192.0.2.0 --manifest-file /
Downloads/JID2EXAMPLE-Qc40-49a7-9f53-916aEXAMPLE81-manifest.bin /
--unlock-code 12345-abcde-12345-ABCDE-12345

£/ Snowball Edge & F i f## 8 Snowball Edge & & W EE .

1. & A Amazon Snowball Edge 8 %H LCD & RR LHEEEMF THRIEFPELERN IP
ok, 127 IP #edik,

2. f#HMsnowballEdge unlock-clustermpTERAKRFHEHP—E Amazon Snowball Edge &%
B9 IP thab, BN ERUREFPERZN IP ik R IFENEZEFHNHRNE , WTFAR.

snowballEdge unlock-cluster --endpoint https://ip-address-of-device --manifest-
file Path/to/manifest/file.bin --unlock-code 29-character-unlock-code --device-ip-
addresses ip-address-of-cluster-device-1 ip-address-of-cluster-device-2 ip-address-
of-cluster-device-3

REEHEHRESORIHED , AETUTHE.

Your Snowball Edge Cluster is unlocking. You may determine the unlock state of your
cluster using the describe-cluster command. Your Snowball Edge Cluster will be
available for use when your Snowball Edge devices are in the UNLOCKED state.
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MBRMHIRE connection refused , HZ A& S1 Snowball Edge 5EMEfES,

Example unlock-cluster S H

EXTMHEARBARNER ROIF |, EFPEHPF—KIRZW IP it} 192.0.2.0 , BEXH
%7 JID2EXAMPLE-Qc40-49a7-9f53-916aEXAMPLE81-manifest.bin , 29 NFFH 51
387 12345-abcde-12345-ABCDE-12345,

snowballEdge unlock-cluster --endpoint https://192.0.2.0 --manifest-file /
Downloads/JID2EXAMPLE-Qc40-49a7-9f53-916aEXAMPLE81-manifest.bin /

--unlock-code 12345-abcde-12345-ABCDE-12345 --device-ip-addresses 192.0.2.0
192.0.2.1 192.0.2.2 192.0.2.3 192.0.2.4

#4891 Snowball Edge %E ¥ fi# B

R unlock-device @ HIRE connection refused , MAAEREHMA TH RN W HIEL , &
BT BN M & B BL B AT BEPR LE 12 aF B2 2 ] Snow RE . RERBA T HEHERARRE R :
1. BREBBATHS.
a. EARE LN LCD RERRIEWSHEAN IP it REIEH,
b. BRWBTHEANBERNAHNERE (SEXMHE ) Ef,
c. £ Amazon Snowball Edge EEZH| & RIEwSHEANBIB A ER,
2. BREERANITENS Snow BEMLFE—IMERFM.

3. MREEANITENMMEEEERN L FIHE Snow RE ., FRAERTERERSEHN ping Bk
BETENREUUEEMLEEES Snow ®E. REMFERUHNEE. PHAXEEE, EAUTH
M (VPN) SITEHNNMENEEE,

MR LAFF A 6EA Snowball Edge T o

T—2% : 7£ Snowball Edge EigiE A ith F

#2491 Snowball Edge £&MEfZ 81 48
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£ Snowball Edge Li& Bt Fj F

LUR REEH Amazon Snowball Edge 8% LIREARERE RN LSRR,

1.

4.

1 ZRIGRVAR A P RAE

£/ snowballEdge list-access-keys #l snowballEdge get-secret-access-key 3%k
A EU, BXEZELE , HSH FRE Snowball Edge B EiE,

£H aws configure BiEHRAFEIL

2t Amazon Access Key ID. Amazon Secret Access Key Ml Default region
name, XFBAFMYSIAA snow. ( Ak ) B —4 Default output format. BEXEEMNE
%58 Amazon CLI , 2/ (Amazon Command Line Interface FAFF &) Amazon CLIFHIEL
Eo

Higg LIRSS

£/ create-user AP RMNBEHIRE,

aws iam create-user --endpoint endpointIPaddress:6078 --region snow --user-
name UserName --profile ProfileID

BEVSERFNAFE , £ Amazon REIEFHEELZEME , A UHEA TR, MRS
EEAS, EXUE IAMAFNESEER |, 52H (AM AFEE) RIESLR Amazon Web
Services ik 612 IAM B P,

NG R P eI 15 R B4R

/A Warning
7 REE IAM AP EEREHRMBRMKHATIELE  XeTREERE, ARPBEXH
K, ZMNBWREAXERFREFTESHEORR , AETEEEXLEAFNEER
BRo KEMALEHRFRER. BXEZFER , FZH (IAM BFER) PR EH TR E
.

£/ create-access-key S RN EN AP IR IGRIZHA,

REAMAF 49
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aws iam create-access-key --endpoint endpointIPaddress:6078 --region snow --user-
name UserName --profile ProfileID

PR RACEEREIXHHD XEARAF,
5. BIETN KR

B REFETRNARNRE LN REEETELRAINHENER, LT REQIE—NER s3-
only-policy HERBE SR HEHMMBIAF,,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:*",
"Resource™: "*"
}
]
}

aws iam create-policy --endpoint endpointIPaddress:6078 --region snow --policy-name
s3-only-policy --policy-document file://s3-only-policy --profile ProfileID

6. RFREEFTHNEIEEY A
£ attach-user-policy AFX s3 KB ( s3-only-policy ) B IIEIAF,
aws iam attach-user-policy --endpoint endpointIPaddress:6078 --region snow

--user-name UserName --policy-arn arn:aws:iam::AccountID:policy/POLICYNAME --
profile ProfileID
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snowballEdge reboot-device --profile profile-name

2. B8LRR. BSHMES Snowball Edge,

XA Snowball Edge

AR~ M E Amazon Snowball Edge 8% & , B R IRFIRE BT ER Amazon, FEHRE T —HIRE
20, FRARTEEAHIESNERELEEEL, NRECHER NFS BOXREHERE K BAEZH
EO  AEEXARE. BXESZER , FSHEE NFS 0O,

SR ENFAREUERE , BTHT LCD RELANBREANTXMNRE. XMEEALEE 20
Bo BEXMN , LCD REARR—FHE , 88 EEXM.

<M Snowball Edge 55


https://docs.amazonaws.cn/snowball/latest/developer-guide/shared-using-nfs.html

Amazon Snowball Edge FF X &/

***Unable to locate subtitle***

Snowball Edge

Snowball Edge

Shutting down, please wait.

»

% F Snowball Edge

56



Amazon Snowball Edge FF %X &5/ ***Unable to locate subtitle***

® Note
MR LCD RFRERBARERXANERXAGE , BRETRELNERE RRRAFERFER
SEEETT,

<M Snowball Edge 57



Amazon Snowball Edge F7F X &R ***Unable to locate subtitle***

Snowball Edge

Snowball Edge

Shutting down, please wait.

)

Restart display

% F Snowball Edge 58



Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***

BREXNGE , RHREENEREEFEAERRL, MRBEFEAERREAXAERFEZHES |, B
% Amazon Web Services X3,

T —25 : &[E Snowball Edge 8%

ZF[E] Snowball Edge &8 &

& E A Snowball Edge <M ®BIRE , iz ASFHIEE, AmazonFizra BaiiRMEREZEH M

BERRES, BERS ZRE Amazon Snow RIIEBEE A, EXEEHADEFEIRSTFAE

B, BulEFEERRS UREMREZHERMGNEE, BXEZEER , 12 S nowball Edge &
£ HIR S ELE,

EEMIERIZEE Amazon 2 HEME , AEREHEKXE Amazon BIEF L. EREFL
Amazon FHR R EEZHNETRFEY , HERBETRE. NRRELEES A Amazon S3 #
#IE , W Amazon FHHESA. BN , FRLBRRE ENBIE. SR EHRERIRE Amazon &k
EEERRIRASZE Amazon Snow RIIEEEGH A, MREE R SRITEIRZFIER T HAE
1, 2K E Amazon SNS RSESBEH . BEXEZEE , BEREERS VRE.

BRLRDESFEMETER Amazon Snowball Edge i%% Amazon, B FF 8-S A SR LR 6 52 R 4E
Ak,
® Note

MREZDELRITES A Amazon S3 FEIE , BETES N IRE LHEIE |, EBR Amazon
Web Services #F LAiERHEUH Snow 155, MBEECHELD | RIVFBS HEEH |, HIRER
BERBLZEMBREE., ATRINTHENVEEENRERR , BNTEZHISEHENRE
BFERERNNIZES,

78 Amazon Snowball Edge % & #(#F1E 52 Bl %

1. XHERHER. BXEZELR , S M X< Snowball Edges

2. WIS RZ2EZENMEMEBL,

3. WiFFEIRL%. FEWHTE Amazon Snowball Edge R B TREPHILL L MFE A,
4

< Amazon Snowball Edge & & EH, MIPMEEN ], RESMN] , EEEREHBEHE LK
HIRERE,

T —2 : Snowball Edge RYIE#Bitix

FERE 59


https://docs.amazonaws.cn/snowball/latest/developer-guide/mailing-storage.html
https://docs.amazonaws.cn/snowball/latest/developer-guide/mailing-storage.html
https://docs.amazonaws.cn/snowball/latest/developer-guide/monitor-status.html

Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***

Snowball Edge HYiE $t Biix

Amazon Snowball Edge & & MBIEH DIZEH X T E Amazon BITEF L. REBFEKREELHM
NBREEAEEEFELZEBHE MU, Amazon Snowball Edge 1B Bl #YE #1% E 58U B8 & 5 19 R 131X
FIRE— K. EALL Amazon Snow RINEEZRH AEARFRSENR , HEDLEMEHXNAEZEE
BRORNHE,

/A Important

BIEB B R Amazon , ZNEIZFE Amazon Snowball Edge &% LM #IMMIZHRE, %
WAE A Amazon Snowball Edge R ZF B FEKERR LE RHEIEES,

Amazon Snowball Edge 1£ ¥ E #9 1% & B sk

EHREMX , BHiEUATEER , UEIREERZIEHK Amazon Snowball Edge :

o $RT] LAE 8T IR R E Z HEEL Amazon Snowball Edge 43k Z2 HENIR =5 1% B
- BFEKERR LVTMFINFEREZHIRE LB EIRE Amazon Snowball Edge %% #Y [E bt

« Amazon Snowball Edge & & F#12X F) Amazon 2 IR HEH 5 & E Amazon BIEH 0. IRERZ
FEMREEELNRERERES

/A Important

BRIEARA B HEIER Amazon , BNEYIZE Amazon Snowball Edge i& % LI 8 I0HE MR,
B R Amazon Snowball Edge i# & B FE2KERRELE RPIEHIRE,

W Z| Snowball Edge HYBiLIEIE

X}

ENER/MXEMTENETRE, XLEREEEBRTEBE Amazon Snowball Edge &% & K E 3R/
X, EHREEM TR

- FE ERERRESRE , B ERREETEE,

& Eiz 60



Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***

¥ #2 Snowball Edge B9 ANIRZS

EEZEFAEPEES AFESHAMazon Snow RYEEEG SRS , BEZRESHEIE Amazon Web
Services Xig| VB, NERFERLEREM/EL  EERLFNEREFRMESEIEREL, &
BELE , ZELHFAGEEFERERY , HERE —EAXRIERMEALMEFRS,

® Note

MR AT EEE N RN REEEM A B T ENETEM Snow RESARMNOBESL , &
MBS, BEAzBE , 858 30 RMWETERERAZ, WREBRER , B
AT g2 BUE K Snowball Edge 1£55 3 Mg & S il BR ¥R IE

®ZEAF Amazon , BESRAS[M “ERHFH” BN “ Amazonft” Amazon, FIIFE—R2ZEF
2FFt5[E Amazon S3 S ABIE, SAKER , FELHRSIFEREES A M Snowball Edge § A
BIEFTER AT A S EE Amazon E Snowball Edge FRIE BRI BIABMERE ., SABERE |, FlIRS
BERNEZEBRRS

ME , BEANE—NBIES A Amazon S3 B11E% Amazon Snowball Edge BEA K. & SAMNEH]
ERBAEXBBEEANERE. ENZFEFRIZRE , BARPEREL , ASHERITUE RZEL
RS 2. ERIREURE L PDF XX THENELTRIRE, BXEZELR , BHSH REUEN
BEARESEABREMAE.,

T—%  REEHNBELRES ERBEN A E

REENBBEMES TRIBREN AR

HI&fERA Snowball Edge B 5% S3 S ABBHMPF HBIE , LHRE— 07 Y PDF 1
SHE. NTEAEL , ZHREESATERERNEFSITR, ¥ TSHES , HEFHBOH Amazon
Snowball Edge IR& XA EE , BNESHEBETHEEA. FLTEERRETEATRERAEITE
MF L.

B LAMERELREEE Amazon S3 BIEERIRE. ZRELEBEREICFH ML AL ER 2 49 17 4
ER. FlFEEESE-—I1K , ZREEBRE T EIRE N Amazon S3 Z [AME R EX REHMEFT
o

EFRAEEMEHNRIVRS , EANERETEARNRENAE : RWBAENABBE, XELERER
ES5SRE (CSV) KARE , HESNMNBENEREE B SHRAELSHELIESH 1D,

B LAM Amazon Snow RIEBEFH A THIREMBEER, LTRRAHRE,

WIS ARE 61


https://console.amazonaws.cn/snowfamily/home

Amazon Snowball Edge FF %X &5/ ***Unable to locate subtitle***

Snow Family Job Completion Report

Region: us-gov-east-1{0SL)

Job ID: JIDdEd95004-fe1a-42d3-895d-684f357ef840
Snow Device Serial ID: 207117851234

Job type: IMPORT

Device type: Snowball Edge Storage Optimized
Storage type: 53

Job creation date: 2022-06-02 19:32:27 831 GMT
Job state: Completed

Customer address:

123 Any Street

Any Town, USA
Transfer details:
Transfer type Total Success Failed
Objects 2,635 2,635 0
Bytes 3227TB I22TE =]
Job state transition details:

The job was created on 2022-06-02 19:32:27.831 GMT

The snowball got allocated on 2022-06-06 19:10:43.670 GMT

The snowball was shipped on 2022-08-07 21:59:50 937 GMT

The snowball was at customer on 2022-06-08 14:04:45 856 GMT

The snowball was shipped to AWS on 2022-06-28 20.57:42,246 GMT
The snowball was at our sorting facility on 2022-06-29 14:06:20.737 GMT
The snowball was at AWS on 2022-06-30 23:12:45.017 GMT

The data transfer started on 2022-06-30 23:21:34.805 GMT

The data transfer was completed on +54473-09-10 22:23:46 GMT

Flease review your job’s status from the consols.
For Snow job details, please see: hitps.fdocs. aws. amazon.com/snowball!
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Thin ink provede timabed wcheduls 10 plare Seow job in crder ko schires o data migration geals The sutimabed crdering whaduls in sutsmuatically sdanbed bausd on your daks migration wpeed
B Fiteer by o dode and time range o "“'—"D":""ﬂ 1
Recommended date to order v Number of devices to onder v Mumber of ordered devices Dievice type v Status
Thas Mar 23 2023 2 Snowhall Edge Siorage Optimized with 21078 (3) Mot Ordered
Fl Mar 37 3023 2 Snowball Edge Storage Optimized with 21078 & Hat Drdeved
Sat Apr 08 2023 Fd Snowball Edge Storage Optimized with 21078 @ Kot Ordered
Sum Apr 16 2023 2 = Snowhall Edge Storage Optimized with BOTE E} Mot Ordered
Mon Apr 24 2023 ) Snowhall [dge Storage Optimized with BOTE () mot Ordered
Tue May 02 2023 Fi Snowball Edge Storage Optimized with BOTE @l‘lnlﬂrﬂ&ﬂi
Wed by 10 2023 2 Snowhiall Edge Starage Optimized with BOTE (=) Mot Orddernd
Thaa May 18 3025 2 Snowhall Edge Storage Dptimized with BOTR (B ot Ordered
Frii May 26 2023 1 = Snowhall Edge S1orape Optimized with BOTE (3) Mot Ordered
Fil May 26 7025 1 - Sncwgone S50 & Hat Drdeved

—MEALT 8

ETET—MIE , GUIEEREcaMENFLHE - REERNEL , MALFIeIZMEL
RIEFERIMB TR,

BEREEL , FHTUTRE

1.

MEUAFELTAET M PEET —MTE (B-MRENARTENEW ) , RAEMNRERE DL
BREFL, trRHRRRFELER,

EREELEONSTITFLIES |, ERERERNAFL,

EFRFLEAEEED  EREEMENIRE, N TAMENEARE , FLBVCRREFTEFILE
HIEFE, !&ETHE*VEJL%*"\O

EERIN, AR RBTEFLITE, REQ2NEBARBRERFL,
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EOIEMEL , FHATUTERE

1. MBUWFELMETRIFEET —MIE (F-MREARMENERW ) , AEMREREHIE

ROIZHFEL, HeFHIAGEHELED,

Ricaminanded [ob sqdering idhoduls Jakd ardined

Recommended job ordering schedule

Thin It prorvisden an eatimated ichedule 1o plics Sncw ot in order to achine your dills sigrition goiti. The sutimited ortering icheduls b istomaScally sdunited biked on pour dith migrition ioeed

B iiter by o dote ond tiee ronge [ [a] Higde Odirad
Racammandad date to crder - Nursber of devices to order = Mumbar of ordered davices
o Thus Mas 25 2023 2
Fl s 31 2023 2
Sat Apr0d 2023 2
Sun Age 16 2023 2
Man Apd 24 2023 2
Tue Mary 02 2023 2
Wed May 102023 2
Thu May 18 3025 2
Firi MEy 26 D025 L
Frri Moy 26 7025 1

2. HERBIERHD , AREMENRSE . ERHLE,

Create New Jobs

Device Selection (2/2)

Select which devices you would like to order

Device type

Darvicn typa

Sngwiall Edge $torage Optimized with 21078
Sngwball Edge Storage Optimized with 210TE
Snowball Edge Storage Optimized with 21078
Snowkall Edge S2orage Optimized with B0TE
Sl Edge Storags Optimited with BOTE
Snwkall Edge Srorage Dptimized with BOTE
Snowviall Edge Storage Optimized with BITE
Snowball Edge Storage Dptimized with BOTE
Snowball Edge S1orage Optimized with BOTE

Snawvoone 550

Snowball Edge Storage Optimized with 210TB

Snowball Edge Storage Optimized with 210TB

Cancel

Continue

Actigns &

v Sraton
@ Nt Ordered
® Hat Ordered
() Mot Grdered
@ Mot Ordared
&) Mot Oedersd
(&) Hot Ordered
) Wt Ordered
(@ Mot Ordered
& Mot Ordered

(& Not Ordered

3. WAPFHIGIEFELTE, FLRE, THRpIMRERBERSHSHBE/REITVRE, R

HZoRNBRREBVEEL,

BALERRBERIEIR - MEL, HRINEIZAVFILSBIHMETTRIF,

BWHELTRE TR
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AR G RTIES

BMIRER-ANEMITHILIIR, RIIRFANZE, FRTAERELE , ST UNBRER R FEERM
P, TR RN EN T R R o SRR AL AR DAY VBl R 1E e 42 422 I TE AR £ 1T BRBR

B, B UNRER R FEFEBREL , NTRHEL M E FRIT 4 51 & 5 1l BR.
BMNBUEA TP RENFELTETT IR , UESSIRG VBRI,

W R I E AR

FESHMEITRGE , SESEEFE Amazon REEY , B LERFIER LB ISR, XLEERA
HENRIREREE

- BIEEHE Amazon — EIB BN Amazon LLEEBEWHREE. ..

- PEHEMELIBHIEE  SMELIBWFIOBIER , X TB HEAL

- Snow Bl 5 & : EETUEMELMEL , EMITH Snowball Edge EilL £,

o EBAELFITEERE - BNERELNFERFENTE , AR LML,

« Snow EARA : BHRATHELE,
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Amazon OpsHub B BEi&&

Snowball Edge BIERE T —MNAFPREFH T E Amazon OpsHub , fRAT LA ©REBIRIVIZ & A s
Amazon RS . ZBALERFHITEY Amazon OpsHub EHITES | FlnESIFIE B £ N REFIE
%, HRXHLURBHFEEE Snowball Edge Liz1THISEHI, BELAERA Amazon OpsHub BB F
AL MITEMRLEY Snow RZERE, BEFEXHEMEF/ TR AR A £ A% Amazon OpsHub B T2
Fo

Amazon OpsHub 3REX Snowball API R A AWM AFTEIERE  HREETNEXAFRRE, tiEOT
H BY ISR B R BIRIE B B Snowball Edge , Amazon Web Services = 3 7E Snowball Edge EZ&id
SIUTENARRF.

Amazon OpsHub 127 Snowball Edge LiZ1T# Amazon RFHE—ME , HENL ZMWE B31T
TS, Amazon Systems Managerf& B Amazon OpsHub , EEREHRAREKAKFHNAF TUE
B KZ Snowball Edge, RERKEH/LT , M UM IRE. XY, BE EC25 Amazon #AH
SE DA R M 420 1R 2 HE AR

Y Snow RE IR [N , BAINEEFIRITEN (MELiERBN ) LT, TEMF 3 Amazon
OpsHub NARF. REZTHGE , EAUBHMRZHFHERRE HEARFEHAZFN Amazon AR
%, Amazon OpsHub T —MUERNR , HPCETIRE LN FHBENEI S BIER, ©
EIRM T Snowball Edge EX#FH —Z& %] Amazon RS . JLo8A , BRI RN XHERBNRE,

£

 IE7E TR Snow Amazon OpsHub ball Edge

- FAUTHSHEY Snowball Edge i%% Amazon OpsHub
« IF Amazon OpsHub B PGP £# ( 7% )

+ {#F Snowball Edge B Amazon &% Amazon OpsHub
« FAEF1%% Amazon OpsHub

- FAEEANARE Amazon OpsHub

« X8 % Amazon OpsHub

s FAREREZSA Amazon OpsHub

. FERAEE/NAIES OpsHub

+ 3RHY Snowball Edge BV E

« E ¥ Amazon OpsHub N B

« A BFRITENEEES Amazon OpsHub
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o FARERZH NTP B [A RS 28 Amazon OpsHub

IE £ T & Snow Amazon OpsHub ball Edge

ET# Amazon OpsHub

1. S#E Amazon Snowball &R M iYL,

) racE CONTENT DPEHUh
What's New OpsHub is a graphical user interface you can use to manage Snowball devices.
- OpsHub makes it easy to setup and manage Snowball devices enabling you to
EI“H ub rapidly deploy edge computing workloads and simplify data migration to the cloud. With
just a few clicks in OpsHub, you have the full functionality of the Snow Family of
Snowball Edge devices at your fingertips; you can unlock and configure devices, drag-and-drop data to
Client - devices, launch applications, and monitor device metrics.

* DpsHub documentation

Featured Content

Documentation

OpsHub

Webinars

— Windows 7 or higher Download
M Mac 05 X 10.10 or higher Download
Blog Posts Download

& Linux (Ubuntu versicn 14 or higher, and Fedora version 24 or higher)

Free Training - :
_— (Signature

2. 7 Amazon OpsHub 7 H , AENBRERZTERTH , ARRBRESRETERE.

F AL T a5 &4 Snowball Edge &% Amazon OpsHub

LUENIRZIEEBNE RN , F—SREEHEDIREZ, Amazon OpsHub itEEEB BT AT A E
x., BYMEEIRE

o Aith  BEEABRIRE , BL4TNTFRZEFFHEERI RN , RAGREFPRBIFTE L
{a

c ZE ERBREBRRE , 4TI REZLER , HERIRZEBEIMBEEES device-order-
region.amazonaws.com , ARERHESEMNIZE KN Amazon Identity and Access Management
(IAM) iE$ ( 5 R ZZ4AFNFA Amazon Web Services Ik %40 )

IE1£ % Amazon OpsHub 78
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*k

BXREAZEEENCIBRXRKIKFHNER , S HE Snowball Edge £#UE Snowball Edge B& &

=,

£
« EREARBAEDP Snowball Edge %% Amazon OpsHub
« ERIZEMES Snowball Edge %% Amazon OpsHub

{5 F £ At #2481 Snowball Edge i% % Amazon OpsHub
EARMIEZENBPENRE
1. IFELRBLNEE , KBRS , ARNHHEZTSER,

2. FAME (BERUAKNE RIS 4 ) FREEZINEHME , RETTFERFTFEEZ LR,

3. #TFF Amazon OpsHub M FAEF. MREARBREANAF , RANRETZEE—MES. AB
ii?%-lt_io
4. 1E “FrtafEMA OpsHub” TNE L |, %#F “BFREA#IRE" , REIEE BFR,

Get started with OpsHub

(o ] Sign into local devices Sign into remote devices
¥ou'll need an unlock code and You'll need an access key & secret
manifest file key

5. 7 “BRIEA#IEE” WHEL , ERIRHP Snowball Edge K& |, ARBER “BF",

EA R BIRE

79
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6. EERNEL , WARE P it MEHRB, BRRRFFBE , BFEAREEXMH , RAREEE
Ko

QA=

Sign into your Snowball Edge
Sign in with an unlock code and manifest file

Device IP address
Unlock code

Manifest file

[t] Choose file ‘

Mo file chosen

=N o

7. (W) FERENEIEIRENEREXYH. tEREXH , ARERRFEENXHEH. BXEE
XHNEZER , B HEEAEEAN AR E Amazon OpsHub,

8. HEAXMRFLEIFL , kF-—ARRFUEFHFMAER , AlINZRFZ LETHMEEOFRN Amazon
RS, BB FEEFEHNIFEMER , REBRMEA Amazon Command Line
Interface (Amazon CLI) —#EBZHNRE. BXEZELE , B5H £/ Snowball Edge B
Amazon g% Amazon OpsHub,

EA R BIRE 80
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¥ FE Amazon Snowball Edge Device Management R Mi% % , LA LR ‘B AZEEE”
kI BiZIEE, BXREZEE |, 2 M Amazon Snowball Edge Device Management i T &2
Snowball Edge.

2B Snowball Edge 1% Amazon OpsHub

E#41 Snowball Edge 17T
mREE BB RIS E

1. IFABRFLNBE  KERRE , ARRFEEEI BT,
2. EARAMBELS (BEERE RIS 4 ) FRJEEFINENME , KRBT AIERFT T REBIR

® Note

ERITIZESAY |, IR NMEESEIES| device-order-
region.amazonaws.coms

3. #TFF Amazon OpsHub NARERF., MRERBXREANAF , REFRREBERE—MIES. AB
ﬁ?¥-|:_$o

4. T “FFEREA OpsHub” WH L |, % “BFRIZRIRE" , RRGEE “BEF",

EREERE
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Get started with OpsHub

Sign into local © Sign into remote
devices devices

You'll need an unlock You'll need an access key
code and manifest file & secret key

5. EERRIZBEENEL , WASEIZE XK Amazon Web Services Ik # Amazon Identity
and Access Management ( IAM ) &FiE (FRIZAMAERH ) , REERER,

EREERE 82
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Sign into remote devices

Sign in with an access key and secret key

Access key

XOOCXOOOOOOOIXXAXXAXAXXAXX

Secret key

LA L R L R R R R R R R R R L R R R R

o | I

6. HEEBIRFEDFAVINE , & Snow RZ M XERKIZZMHEBL
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File Edit View Window Help

OpsHub Local devices US East (Ohio) - us-east-2 ¥ {8 Preferences
—

& Back | Remote devices

Remote devices

Devices (0)
Q 1
Managed device id Associated job id Device type Unlock status

No devices

Mo devices found in this region.

7. E'ERRBETFL , ERENREFUAEFEFAGCE , SIMHRENMEED, AGEER#
BIRMBIRE -
& Back | Remote devices smd-cap7kptcoiedtiol

smd-cap7kptcoiedtiol

Device information

Managed device ID Last updated Device type Total HDD storage

smd-cap7kptcoiedtiol Tue Feb 21 2023 14:44:06 GMT-0700 EDGE_C 36.147T8B
(Mountain Standard Time)

Associated job ID Last seen State Total SSD storage
JID6058e21¢-9626-4383-88ab- Tue Feb 21 2023 14:44:06 GMT-0700 Unlocked 6.35T8B
1a2000e6d3a8 (Mountain Standard Time)

Network IP addresses
172.16.0.0

ERBEENFMAEETEF , BB LEAFER Amazon Command Line Interface (Amazon CLI)
—HEREREANHEHTERE, EEEFTRVEMNIZEIRE Amazon Web Services X1, , HHES
= EERLR X , AREREEENXE., BXEZELR , 52H £ Snowball Edge B

Amazon Bg5 Amazon OpsHub,

1 iF Amazon OpsHub Ky PGP £ & ( Ak )

Linux #ERSEK Amazon OpsHub B AREFZEEFEIXANEBELEE, BUUEALRIERERE
FERBARNRERNFERE. MRXGEEMRARER , MBI LK, BRI LEEH GNU Privacy
Guard (GPG ) RIFZEREFINER, LWRIFZAEN, MBLERKIINAEFNESSE , N LRE
B AT,

b

IEAT LA Amazon Snowball Edge % JR 8, Snowball Edge R T8 Linux BERSELZEEFNZ R

Xt

EERIEMZEH Amazon OpsHub 84
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BF Linux BERSH Amazon OpsHub Z3& 5

1.

EHUTRA  REREIXAF , RENXHEE. FIH0 opshub-public-key.pgp.

xsFNBF/hGf8BEACOHCDV8ul jDX02IxspibkmPu4xqf4ZZLQsSqlcHUG61loL /c
/zAN+mUqJT9aJ1rr@QFGVD1bMogecUPf1TW1DKEEpG8ZbX5P8VR+EELQ/TW/
WtqizSudy6qy59ZRK+YVSDx7DZyuImI07j@@UADCL+95ZQN9vqwHNjBHsgfQ
1/1Tqhy81l0zTZXcI/+u+99YLauglIP6ZYIeDfpxnghqyVtaappBFTAyfG67Y
N/5mealVqlzd8liFpIFQnl+X7U2x6emDbM@1lyJWV3aMmPwhtQ7iBdt5a4x82
EF5bZJ8HSRMVANDILD/9VTN8VFUQGKFjFY2GdX9ERwvTTb47bbv9728V1284
41w2wlBl@07F002v/YQukrN3VHCpmIQS1IiqZbYRa@ODVKEURS5QNVUL j5fwWs
4qWOUDPhT/HDuaMrMFCejEn/7wvRUrGVtzCTOF56A1/dwRSxBejQQEb1ACS]
uuyi7gJaPdyNntROEFTD7102L6X2jB4YLTvGxP7XeqlY37t8NKF8CYTpOry/
Wvw@iKZFbo4AkiIQalyBCk9HBXhUKa9x@6g0Onhh1UFQrPGrk6@RPQKgL76HA
E2ewzGDa9@wlRBUAt2nRQpyNYjoASBvz/cAr3e@nuWsIzopZIenrxI5ffcjY
f6UWA/OK3ITHtYHewVhseDyEqTQ4MUIWQS4NAWARAQABZzT1BV1MgT3BzSHVi
IGZvciBTbm93IEZhbWlseSA8YXdzLW9wc2hlYilzaWduZXJAYW1lhem9uLmNv
bT7CwYQEEAEIACAFALl/hGf8GCwkHCAMCBBUICgIEFgIBAAIZAQIbAwIeAQAR
CRAhgc9adPNF8RYhBDcvpelIaY930b0vqiGBz1p@80@XxGbcP+gPZX7LzKclY
w9CT3UHgkATIaw0OSXYktujzoYVxAz8/j3jEkCY@dKnfyqvWzZDiJAXnzmxWwbg
cxg1lg@GXNXCM41Ad68CmbAOLOLTaWSQX30ZbswzhbtX2ADAlopV8RLBik7fm
bS9FyuubDRhfYRQqOfpjUGXFiEgwg6aMFxsrGL1v4QD7t+6ftFIe/mxLbjR4
iMgtr8FIPXbgn@5YYY/LeF4NIgX4iLEqRbANfWjPzqQlspFWAotIzDmZgby+
WdWThrH4K1rwtYM8sDhgRnMnqJrGFZzk7aDhVPwF+FOVMmPeEN5JRazEeUrl
VZaSwbmu@n4FMGSXuwGgdvmkgnMe6I5/xLdU4I0PNhp@UmakDW0Oq/aldREDE
ZLMQDMINphmeQno4inGmwbRo63gitD4ZNR5sWwfuwty25108Ekv7jkkp3mSv
pdxn5tptttnPaSPcSIX/4ED119Tu@i7aup+v30t7eikYDSZG6g9+jHB3Va9e
/VWShFSgy8Im2+qq/ujUQDAGTCFSuY9jglITsogbayEZa/2upDI1m+40HK4p
8DrEzP/3jTahT8q50fFWSRDL17d31TSU+IBmMPE3mz311FNXgiO8w+taY320z
+irHtb3iSiiukbjS8s@maVgzszRqSOmhaEn4LLOzoqrUicmXgTyFB7n2LuYv
07vxM05xxhGQwsF2BBABCAAJIBQJf4RoCAhsDACEJEBFZvzT/tDi5FiEEi+09
V+UAYN9Gnw36EVm/NP+Q0LNNEQ/+J4COMN8j0AebXrwBiFs83sQo2q+WHL1S
MRc1g5gRFDXs6h1Gv+TGXRen7jloeaddWvgOtUBxgmCOjr+8AKHOOtiBWSuO
1sS8JU5rindEsKUrKTwcG2wyZFoelzlE8XxPkLRSRN5ZbbgKsTz1611HgCCId
Do+WJdDkWGWxmtDvzjM32EI/PVBd108ga9aPwXdhLwOdKAjZ4JxrIXLUQJIjRI
IVDSYyMObEHOUM6a/+mWNZazNfo@LsGWqGVa6Xn5WIW1wR1S78vPNT0O3BQYuO
YRjaVQR+kPtB9aSAZNi5sWfk6NrRNd1Q78d067uhhejsjRt7Mja2fEL4Kb1X
nK4U/ps7X1030/VjblneZ0OhJK6kAKU172tnPJTI31Ib0xX73wsMWDYZRZVcK
9X9+GFrpwhKHWKKPjpMOt/FRxNepvqR172TkgBPqGH2TMOFdB1f/uQprvqge
PBbS@JrmBIH9/anIqgtMdtcNQB/@erLdCDqI5afOuD10LcLwdIwGS/bSrfwT
TVEE3WbXmJ8pZgMz1HUiZE6V2DSadV/YItk50I0jjrOVHOHV1FMwGCEAIFzf
9P/pNi8hpEm1RphRi0VVcdQ3@bHOMOgPHU5VOf1IhyCL1zU3LjYTHkq@yJID5

EERIEMZE Amazon OpsHub
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2.

3.

YDA1x01MYq3DcSM5130VBbLmuVS2GpcsTCYqlgQA6h/zzMwz+/70wUQEX+EZ
/WEQAOAY8ULmMcIIQWITr14V0jylpJleD3qwj7wd+QsBzI+mOpOB/3ZFAhQiNOL
9yCD1HeiZeAmWYX90IXrNiIdcHy+WTAp4G+NaMpgE52ghbDjz+IbvLpllyDH
bYEHPjnTHXEy21bvKAJOKkw/2RcQ0i4dodGng5icyYj+9gcuHvnVwbrQ96Ia
@D7c+b5T+bzFqk9@nIcztrMRuhDLINIpi70jpvQwfq/TkkZA+mzupxfSkq/Y
N9gXNEToT/VI2gn/LSOX4Ar112KxBjzNEsQkwGSiWSYtMA5J+Tj5EDQuUZ/qe
omNblA1D4bm7Na8NAoLxCtAiDq/f3To9Xb181HsndOmfLCb/BVgP4edQKTIi
C/0ZHy9QJ1fmN@aq7JIVLQAuvQNEL88RKWEYZBqkPd3P6zdc7sWDLTMXMOd3I
e6NUVU7pWOESNYRTUF+0T4s9wAJhAodinAi8Zi9rEfhK1VCI76j7bcQqYZed
jXD3IJ7T+X2XA8M/BmypwMWOSoljzhwh@44RAast/fAzpKNPB318JwcQunIz
u2N3CeJ+zrsomjcPxzehwsSVqllzal2ureJBLOKkBgYxUJYXpbS@1lax1TsFG
091dANOS9E j8CND37GsNnuygjOgwXbX6MNgbvPs3H3z1/AbMunQ1VBlw@7IX
zdM1hBQZh6w+NeiEsK1T6wHi7IhxABEBAAHCWXYEGAEIAAKFAL/hGT8CGwwA
IQkQIYHPWNTzRTEWIQQ3L6XpSGMPd9Gzr60hgc9adPNF8TMBD/9TbU/+PVbF
ywKvwi3GLO1pY7BXn81QaHyunMGuavm080faRROynkHOZqLHCp6bIajFOfvF
b7c@Jamzx8Hg+SId16yRpRY+FA4RQEPNNNMT93ZgWW3EbjPyIG1mO/rt@3SR
+Qyn4/1d1g2KfBX4pgMoPCMKUAWXGIrmDETXsGihwZ@gmCZgXe81K122PYkSN
JQQ+L1fjKvCaxfPKEjXYTbIbfyyhCR6NzAOVZXxCrzSz2xDxrYWp/VO02K1xda
0ix6r2aEHf+xYEUhOaBt80HY5nXTuRReCVU789MUVtCMgD2u6amdo4BROKWA
QNg4yavKwV+LVtyYh2Iju9VSyv4axL1Q4xKHvcAUrSH73bHG7b7jkUJckDOf4
twhjJk/Lfwe6RdnVo2WoeTvE93w+NAq2FXmvbiG7elt10XfQecvQU3QNbRVH
U8B96WOW8UXJIdvTKg4fONbjSw7iJ3x5naixQ+rA8hLV8x0gn2LX6wvxT/SEu
mn2@KX+fPtJELK7v/NheFLX1jsKLXYo4jHrkfIXNsNUhg/x2E71kAjbeT3s+
t9kCtxt2iXDDZvpIbmGO4QkvLFvoROaSmN6+8fupe3e+e2yNOe6xGTUE6AgX
I2+X1p1g9IduDYTpoI20X1leHyyMqGEeIb4g0iiS1oTp50i3EUAYRGT1XuUgAT
VA19bKnpkBsJ0QA==

=tD2T

gpg --import opshub-public-key.pgp

Example #5589 i

gpg: key 1655BBDE2B770256: public key "Amazon OpsHub for Snowball Edge <aws-opshub-

signer@amazon.com>" imported
gpg: Total number processed: 1
gpg: imported: 1

BiIFEN. BSYN key-value BN LE—FTHWE., BIUEER GPGC RKIUEL.

£ 1 4 GNU Privacy Guard Z KRBV IMBRHAEHEFLASAIENZHTED |, FiCTRENE
=8

EERIEMZE Amazon OpsHub
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gpg --fingerprint key-value
Z T RIRERCUSTAR A,

pub rsa4096 2020-12-21 [SC]
372F ASE9 4869 8F77 D1B3 AFAA 2181 CF5A 74F3 45F1
uid [ unknown] Amazon OpsHub for Snowball Edge <aws-opshub-
signer@amazon.com>
sub rsa4096 2020-12-21 [E]

BN SEATRA T
372F ASE9 4869 8F77 D1B3 AFAA 2181 CF5A 74F3 45F1

MBEAFEE , EAEZLRSE Amazon OpsHub R AREF. B3R Amazon Web Services ¥,
4. BREEHSGIEMNBRERERIIZEREFSHTHZIE M (MREEHKRHITHERE) .
5. RIIRERFEZR. BE SN signature-filename M OpsHub-download-filename &
BRAIEETHZ B EFR Amazon OpsHub R AR FRHE ERE,

GPG

gpg --verify signature-filename OpsHub-download-filename

Za T RIEEEUUL TR E .

GPG

gpg: Signature made Mon Dec 21 13:44:47 2020 PST

gpg: using RSA key 1655BBDE2B770256

gpg: Good signature from "Amazon OpsHub for Snowball Edge <aws-opshub-
signer@amazon.com>" [unknown]

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: 9C93 4C3B 61F8 C434 9F94 5CAQ 1655 BBDE 2B77 0256

M GPG it , MR HETEEIE BAD signature , MIKEREEHRIT TSR, MREHK
LW B kEIE |, EEER Amazon Web Services X3 HTAELZERE, BEXEENEEHEHTE

EERIEMZE Amazon OpsHub 87
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KELALH , ARGHARRIEXEFZHAME. REILHEEENEMNBARTTIZER &
HFRETEN.

£ Snowball Edge B Amazon B Amazon OpsHub

f&Bh) Amazon OpsHub , & B LLFE Snowball Edge LA FEE Snowball Edge £# Amazon RS
B&l , Amazon OpsHub Z#EFLUTHEIR :

+ Amazon Elastic Compute Cloud ( EC2Amazon EC2) 36l — R 5T SR RBNKFIZTREER
BURSSES E R | TENHEKIELS Amazon Web Services = # 1T,

- MEXHRS (NFS)  FAXHAZRBERSEBNIZEZ, BULUFREIZIE Amazon B LU
B IE & #E] Amazon Web Services = , th AJ LA A% 1% & 1% 4 DataSync EI|E M Amazon Web
Services = #h &,

 Snowball Edge £#%& Amazon S3 Wi7ff — RIEZLHWNRIFMR , EEESHHRME, AT &MY,
H¥ R T Amazon S3 API ThEEsk , ERATRE. B EFNMITEENIFEK. £ Snowball Edge £
£ 5 Amazon S3 AW TEAME , BT LUE Snowball Edge L E#BEEHETEETANNAREFIU
HITBEITE,

OpsHub for Snow Family

{0F) start computing Get started

%’.I Transfer data Enable & start Z-Y) Sync with cloud Start

Upload files te the device so that they can be physically moved to Sync data on your Snowcone with Amazen 53, Amazon Elastic File Run pre-installed software on virtual servers (instances) locally on
another location or back to the clowd when the device is Systemn (Amazon EFS), or Amazon FSx for Windaws File Server. the device.
returned,

Transfer data Syne with cloud Compute

£l

+ {8 Snowball Edge £ EC2 Snowball Edge £ /331 51 & & AHIEH Amazon OpsHub
- FAL TSI Snowball EC2 Edge L1Z1E 5 53 B #ISE ] Amazon OpsHub

« AL T8 ST Snowball EC2 Edge LBz 5T B 3B AIEH] Amazon OpsHub

- FAHP EC2HEALFIRZEAX Amazon OpsHub

« 15 Amazon EC2 # & HX#4Il Amazon OpsHub

B Amazon RS 88
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* 7£ Snowball Edge EZ<ith{f i 71& % Amazon OpsHub

. HEGENSL T EC2REMN AMI & A Amazon OpsHub

« FERALLT &S M Snowball Edge F il B R B Amazon OpsHub

+ 7£ Snowball Edge tjE%§ AMI Amazon OpsHub

+ A Snowball Edge B 5# EC2 &£ Amazon OpsHub

+ 7£ Snowball Edge FifBEFRA ¥ S3 B7F4 Amazon OpsHub
- FAEE Amazon S3 JERLER % Amazon OpsHub

« EAEE NFS $#0 Amazon OpsHub

{# F Snowball Edge £ EC2 Snowball Edge +/Ez1 51 & i#h & & K241
Amazon OpsHub

BB TS BRERA Amazon OpsHub/E 315 Amazon EC2 3B HISE A1,
B35 Amazon EC2 %A HISEHI

1. $TF Amazon OpsHub M AR,

2. HEERHERNFRUTES DS , mBETH, NE , GRS RS KE , REIEE 1T
8 (EC2) BMTH “IT & A, BB ITER RV ERERRED F.

3. MRLEMNIRF LZITT EC2E Amazon #BEMXEH , MEMNSERE KO TH KOIEH 5
B, BANELTEHLEFSNIXRIINFEAGR

4. EBRBHIH, LERSTFBEHEFES,
5. WFiRE , FEBEER 35 Amazon EC2 A Snow &%,

B35 Amazon EC2 %A HILHI 89
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Launch instance

Device

192.0.2.0

Image (AMI)

snow-ald-test-ami-1.0.2

Instance type

sbe-c.small
© Create public IP Use existing IP
address (VNI) address (VNI)

Physical network interface

SFP+:a.bc-1d2ef45699678qi9j

IP Address assignment

DHCP
Key pair
© Create key pair Use existing key
pair
Mame

test-instance-key-pair

X

Do not attach IP
address

Do not attach key
pair

The name can include up to 255 ASCIH characters. It can't include leading or trailing spaces.

Create key pair

B35 Amazon EC2 %A HIEHI

90
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6.
7.
8.

10.

X FERG (AMI) |, BEMFIRAPIEFR - NLDSEYRME (AMI) . Lt AMI AT B3 &8 =6,

NFRPIFEE | N\FIRAPEF LR,

ERE P it NESEHIN AR, BELUTIEI

- BIENE IP ik (VNI) : EFHGETAIEAYEREZOCIRITE IP b, EFYEMKE
AF IP it 5 Eo

o FRAUA Pt (VNI)  EBRUIETAIEAIE IP it |, ARERIAEELNEED, EF
MEMEZEONELINEEQ,

o I IP Mot : WIREFAEF I IP ot | FIRF PR,
ERENRAXMINBEFIN AR, BELTE :

BIRBRAXY [ R UIRTA] 61 H A B AN HER L RAN B L6,
ERANABEAX | ERET A E AR BAXZE K6,

FHEHN IP thik - WIREFAEM MBEAX |, FEFUHIED, BARNEINEESLAEL AMI FRER
B, BNESTEEER 6,

BXEZEE , BESH AR EC2HRARHIH Z X Amazon OpsHub,

EERD. BNZEUTEXMIMBIBEENEPEERD. RENERE , AREEREERNIEE

B1To

F AL TS 7 Snowball EC2 Edge L& 1 51 I 3 BRI 4] Amazon
OpsHub

ERA LT IR Amazon OpsHub k{% £ 5 Amazon EC2 %A KIS,

{21t 5 Amazon EC2 A KIS 4I

1.
2.

$TF Amazon OpsHub R B2 F.

ERFERNFHRITESS P, EFEFH. HE , EETHN RS X8, REEE It
& (EC2) BATFF “itE” H,

BB ITERRBERERERD P,

MREHIRE LIZ1T T EC25 Amazon REMRKS , WENSERE KO TR KOAIEH 5l
o

{1t 5 Amazon EC2 3 & #Y 245 91
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4. EREBEFEILENS] , RFREXR  REIEFEEFEL, State (IRE ) ER Stopping ( EEE
It) , RABEEZKEERN Stopped ( BFFLE ) -

Starage volumes ey pairs Spapshats Tages

------

FA LTS 7 Snowball EC2 Edge LBz 51 5#h# A HISEH] Amazon
OpsHub

FRAULTSB®E IS Amazon EC2 #AME4l, Amazon OpsHub
B35 Amazon EC2 # A HI L4

1. $TF Amazon OpsHub R B,

2. GEEFERNTHUESRS S , EFETH. RE , RN RS X8, AEEE it
57 (EC2) BAITHF “Iit & TWH,
ENITERRB2ERERRH S P,

3. EXFIBEHIFHEET , HIEERB3HHIEH,

4. EESRM RAREERBD, REERANER , AREZKEERN EHEET.

Storage volumes Key pairs Snapshots Images

Attach VNI

Q 1
Start
Instance Name Instance type State Private IP Stop
Terminate
harbar she-c.xlarge =5 192.0.2.0 merreens | 5-c 2f9-45 1d-9141-868a8 1601 5

ERAF EC2:HRARAHINZEAXT Amazon OpsHub

HB B3 EC25 Amazon FREMKHIHITE A SSH E#EBNZKAIeY , BARMBAN . BT UE
A Amazon EC2 & ZFHVZAXN , A UG AN HRHANHNEBRERZAN

BE1 5 Amazon EC2 3B HISE4I
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EoE, SAREERERAN , BHITUTRE

1. 7E£ Amazon OpsHub X &4k E3TF “It &,
2. ESmERP | ERITE (EC2) MH , ARERBANET ., LW EED@E Amazon EC2 #2
#la , BANEREPCE, SAHNEELNEAX,

3. AXRUAIZMS ABRANKGE , FSRIL S EC2 A/ EEP L L% EC2 ZHXI M Linux
Ko

£ 15 Amazon EC2 # & #3545 Amazon OpsHub

EZLIE EC2E Amazon ®#BHIRHIE , BT EERZRH.
&1t 5 Amazon EC2 # A B2

1. $TF Amazon OpsHub M AR,

2. GEERFERNTHRUTESR S , EEFTFH. REF , ERNHN RS X, AEEE it
B (EC2) AT “It&” MH., BANERRISD P EINENFMEITERR,

3. EXFIBHRIFHEET , HBNEELIEHSEB,

4, EEIG, REERREXE, NREXRIERELL,

Instances Storage volumes Key pairs Snapshots Images

Instances Actions &

Attach VNI

Q 1
Start
Instance Name Instance type State Private IP Stop
Terminate
harbor she-c xlargs Stoppsed 192.0.2.0 roTTeoE T 2 19-451d-9141-868a8 1601 5
9 |

5. HLIRXPIEORF , EEEHIALIL,

£ 1E5 Amazon 3 7& EC2H93L 4] 93


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-key-pairs.html#prepare-key-pair
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Terminate instances X

Are you sure you want to terminate the following instance?
s.i-83f363fb9582e8976 (harbor)

/A\ Any data on the ephemeral storage of your instances will be lost.

] o oo

@ Note
KBILIEE  BTEEHBIE,

State ( RF ) EX A Terminating ( EELLE ) , RAREZKEERN Terminated ( 241k )

£ Snowball Edge LAt {5 F 7% % Amazon OpsHub

S5 EC2RAMNEHIFEAL S EBS B 1THEM. EHEREF , ZEFEHACUNBRERSHTHER
B2 M2 45] Amazon OpsHub,

BOREMS , BHRITUTERE

1. 3TFF Amazon OpsHub N ATEF.

2. ERFHERNITRITERD S , E&REFTH. HE , R RS XKE , REEE It
5" (EC2) BATFF “it&” H,

3. %&$® Storage volumes ( FEH ) kI F, MREWEE LEEMEE  AXREBNEFAGENI RE
Storage volumes ( F% ) T,

4. 1%&$F Create volume ( BIE% ) LAITIF Create volume ( 813% ) WH,

EE EBS & 94
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&« Back | Compute (EC2) Create volume

Create Volume

Device
Select the device on which you wish to create the volume.

JID5a11d1db-8b98-4f37-80bf-97af46e45eb2 -10.24.34.0 v
Size
Define the size of the volume, in GiBs.
100
Volume Type
Select a performance type for your volume.

Capacity-optimized HDD volume (sbg1) v

S submit |
5, RREEHIAUBEBMNEE  WAZECEN KN (KT GBs ) , RFEFEFTERE,
6. EFRR., State (IRZ ) H Creating ( EERIR ) , ER/EEHRN Available ( ATA ) » BRI
Volumes ( & ) M FHEEERHFHMES.
76 BIE T BRI BI
1. EEEQENSE , RE%R Attach volume ( EZES ) o
Attach volume: s.vol-0a12b34def5678901 X
Compute Instance Id
The Compute instance you wish to attach the volume to.
50-0122a456hL789c0124d b
Volume Device Name
The device name of the volume.
Jdev/sdh
2. WFIHESRHIID , EREEESHZH,
3. XNTBRFEWN , WABKREZBM (HW, /dev/sdh & xvdh ) ,
4. EFMIM,
MREFBEEZSE , WALLEENESIRSE , REFEBER.
& EBS & 95
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MEGENESL D EC25RAN AMI S A Amazon OpsHub

B LU E G IR BS A Snowball Edge R & H I HITM 7 EC27R A L B k9L 5 i#h R Gt AR5
(AMI), REBEARFEE#ESNEIA , THTEE AMI SiHMbE#S, BEXES , EUANECHE
BMNAIBRREFEENRE L, REFHAERN EC25 Amazon RBEMSEBIF 3.

BEBLLT ZIRTARBREBE T Ao

1. JFHREB LA FEZ EA Amazon S3 FEREH.

2. iIRBFTENNRLZ FX Amazon S3, Amaz EC2 on #l VM & A/SH ( BT S AMS HREBHTH
B2 ) K97 EIABR,

3. FRBERNRBM S3 FHERHS AR EHIREZH,

4. FERKEM AN EC25%ABL I AMI,

5. FF AMI fE A BT B EC2R AN ZHIE 3,

@ Note
IR &R L 1% %) Snowball Edge BY , EEE LA TR &,

- Snowball Edge B AI{X%#FS A RAW E&E X RE,
« Snowball Edge B RI{XZ#HF S AK/NE 1GB &l 1 TB ZEHIRE,

B1E5  FRELEDRZ LW S3 FREETR

ESARB A, BHIRH EAFRE LM Amazon S3, XREN REMNEHNREHETF L TAN
Amazon S3 HEARK, ESATEF , BALUERE LIERA THFHEREHN S3 F#EM.

iR ER E4£ %] Amazon S3

-  EH|E S3 EFEME , BHSHAIE Amazon S3 FEE,

BERRR EEE S3 FM , BSR4 L& 2] Amazon S3 F i

£2% : ) S3EFHIESARR

FHRE L2 E] Amazon S3 f7 , LAV ES ALNIRE. FIAESAREES ANRRBEBMERER
RRIETIR .

FEGIEN EC23% A Amazon B AMI S A FIBHREZ 96


https://docs.amazonaws.cn/snowball/latest/developer-guide/manage-s3.html#create-s3-storage
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ERRBEALHIRE , FHITUATRE

1. F#JFF Amazon OpsHub M AREF.
2. HEBRFIERAFBIUTER S , EEFHR, RE , EFENBY RS XL, RAFIEEFE it
B (EC2) LMTH “it&” MH. ZMABITERREASE REREREHD F.

3. LEERRBET+ , EEECSFARFNABIRE. Amazon S3 ARG R —1 raw X4, 1?<SZ
HENRBEATEHREF, BULRRE ID RBERSHITHE , UERBENRR. 4
LUARRIR ID REFZREBNEARES

RRELESANRRE , AREES ARBRITAS AREBITE,
FigEH | EERES ATMN Snow RFNKRM IP bt
ESARRIIRBHERF |, 2505 AHR

EAEIRY  EREATSANAE®, Snowball Edge EAE#IHS Import/Export ARER,
Amazon HEHABEHEATRRESARR, NMREEEE LEEAE Amazon Snowball
Edge , IFFF Amazon Identity and Access Management (IAM) , &7 BA4E Amazon OpsHub H
ROl IAM AR, ZAGEEE— /\Eﬁ?ﬂﬁ—rl)’ﬁﬁﬁﬁﬁﬁﬂim Import/Export X BR &Y SR B .
BRATF RSB AR, BEXESFENESFHARE , BSRELRBER 1AM,

S -

LT RIZR BRI R B,

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Principal":{
"Service":"vmie.amazonaws.com"

},

"Action":"sts:AssumeRole"

B F Amazon Web Services BEEIEH & HITH IAM #2#& , Wik Hhttps:/
console.aws.amazon.com/iam/.

FEGIEN EC23% A Amazon B AMI S A FIBHREZ 97


https://docs.amazonaws.cn/snowball/latest/developer-guide/using-local-iam.html
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LN AENEBTF Amazon S3 EREMNR, T RBREREH RHA,

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",

"Action":[
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:GetMetadata”

]I

"Resource":[
"arn:aws:s3:::import-snapshot-bucket-name",
"arn:aws:s3:::import-snapshot-bucket-name/*"

}

8. i%£#F Browse S3 , AFEEITSES ARRBH S3 F#ER. EFERE , AREERR. REFAHT
HEEMRE L, BUNERRR ID KEFFHAEE. ETUNETEBUES AR,

SR 3 FFREIEM N EC23#HA L T3y AMI

BIEENRBES ANBEBEE EC25 Amazon AN AMI W EMREM. S ATBIZE B GLM
KM F 8eERN 5 Amazon EC2 BB SEFIES,

BERSANBREEMNRER , SHRITUATERE

1. F#TFF Amazon OpsHub MRS,

2. HEEHERNFTRIUTES DS , mBETH, NE AR RS RE |, REEE f
8 (EC2) BMTF “IT & MH. LM BEITERFMLKERERRE D F.

3. EFEMGETIR, BALIREN. ID SREMERGRER S ENRE.
4. EEREEIMWRE , REEFEMRE,

FEGIEN EC23% A Amazon B AMI S A FIBHREZ 98
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Image
Q

a2 Name Id
test-image 5.ami-8087a170e24a31 24d
SnowAL2Z 5.aml-88833957b18097f46
test for 1.15.2 s.ami-8c4dB8b29618568414

testing s.aml-8ded7d2e397957318
test-windows 5.ami-8f12682f18b1dede2

5. MHEMBREREL , REBHMER.
6. EREH , BERRENEN.

FERIZFZEDF , BT AERSH R NHKE,

7. MREBEERGIALRRERS , HEFLLEARER,

8. MRLBEARMESS , BRFEFMFE,
9. ZEHE , BREX.

E45 Ba5L TR EC25#A AMI

State

IEI Available
() Available
@ Avallable
(:r] Available
() Available

- BXEZER , BESHEEME Amazon EC2 RARIEHI,

Deregister image Register image

Daescription

test-image-copshub-1.15.6

tesing

windows-test

FERALT &S M Snowball Edge # i BRR B8 Amazon OpsHub

1

MRETBFEEMER , IFEMNREFMER. Amazon S3 HRVBREGXHR —A raw X |, Z X4
FERNRBSARBHRES, MRREEEFEREEMERORE , MZRBEENER. SATRE , &

BRI AR IR E EMIBR E4£ %) Amazon S3 B .raw X4,
EMBRIRER |, BT TRE

1. 3TFF Amazon OpsHub N ATEF.

2. HEEHERNFRIUTES DS , mFTH, HE  ARMEN RS RE |, RFEE f
8 (EC2) BMTF “If & MH. BHFRBEITEREMXERERRED F.

T BR AR ER

99


https://docs.amazonaws.cn/snowball/latest/snowcone-guide/manage-ec2.html#launch-instance
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3. EEMBETFUEEMRCSSANRE, SRR ID PREBRSHITIHGE , AEERSE
YRR

4. EREERRORE , RAEEERER. SLERS MR,
Snapshots (1 Delete Register image m

Q 1
Snapshot 1D State Capacity Description Start Thme
senap-01aZb3cd 367482040 () completed B GBs Snow marketalace AL2 AMI1.02 This, 0% Jun 2023 1EZ7:2Y GMT

5. EMERIRBIEIAES | EFEMBRIRIB, MBRAOMIER , RIECFMRERIETF T B 5 R P BIER,

£ Snowball Edge L7E% AMI Amazon OpsHub
BUHSEA AMI

1. $TF Amazon OpsHub R B,

2. EEFEROTRITESD S , ZEFH. HE , ERTHH RS KE , REERE 1
8’ (EC2) BMTF “IT & A, LA TERFEMLERERRED F.

3. BEEMGEIF , ZERIHEBHEREK. BAILURER, ID RRSHEMRGRER IS E N
%o

4. EERZEEUHIMAVRE , REEFRBUE M.

|IT1£'IgE . Deregistar image | Register image
Q i
2 Name Id State Description
test-image s.aml-8087a170e24a3124d ) Avallable test-image-oopshub-1.15.6
SnowAL2 s.ami-88833957b 1809746 &) Avallable
test for 1.15.2 saml-Bc4dBb29618568414 @J‘c.-.u..l!l.-'
testing s.aml-8ded7d2e3979573518 ) Avallable tesing
test-windows sami-2f12682118b 1dede2 ® windews-test

5. HEBIABUEIMMREEOF , BWINREK ID , RARERBCHIMRG. KBHBUEEMRE , ZREN
MBRB 51 2% A BR

BUHEEAM AMI 100
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Confirm deregister image X

Are you sure you want to deregister the following image?

s.ami-8de47d2e397937318

Deregister image

£/ Snowball Edge EE I 5i# EC2 £ Amazon OpsHub

Amazon EC2 EH R —4AiE% , Bl —EREN —MEZEH., EFAERH |, i8% LW Amazon kS
MREBRINAFE TR EET,. BEXPNMEEHRPERECESHEENEERE, BUUEEMIRHNE
At EE AR

812 Amazon EC2 &£ &

1. EEHBRIEN Snow BF, BEXUMAZFREZNRE , FSREAATHSHES Snowball
Edge &% Amazon OpsHub,

FEEFRZENE L |, 1%£3% Snowball Edge £8 , AFERET -5,

EEEIENRZNEL , BEHEIREZHN IP it MEF P HEMIZZR IP i,
ERMNEMRBEURMESZRE , REERET —%,

EREZANEHL  ARBESRBUAE , LAREFR , ARER#EIRZ,

o M~ Db

Snowball Edge R#& A 256 {uNZ , GBI TFEHABTFENRL MM TE chain-of-custodytt,

6. (Hit)RwABMUCIREENXH K RREARFRFEEXHBR. SFEERSZEER , K7
HEEDERMAEH.

ME , BT HRER Amazon RENMEBRERH T, BEBEERPIHAN A XEEELNZFIH
FRME. BXiHEE , S EA Snowball Edge B Amazon BR$s Amazon OpsHubo

£ Snowball Edge LR EFRA W Si# S3 #77f# Amazon OpsHub

ZRINER T , Snowball Edge R L HR AT T S3 WEMEL T RBGBRS. ERERBRFELBIR
& MAEEEEZLAERNELMEED (UNICs) , UiE#EEF|s3control Ms3apiltRo

B £ 101
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£

* Snowball Edge £5 Amazon S3 FR& 71 MY 5L R &4 Amazon OpsHub

* 7£ Snowball Edge A5 Amazon S3 RAMNF#Z= B P FREIET Amazon OpsHub

 7£ Snowball Edge L5 Amazon S3 AN EFEHERIRBIETAE A Amazon OpsHub

* 7£ Snowball Edge ELfitE 5 Amazon S3 FRAWE# LAEA B 31831 Amazon OpsHub

« {£/A 7 Snowball Edge £H Amazon S3 FRA 71 Z2 (A F A EF## Amazon OpsHub

o SRR & F] Snowball Edge i #8 L5 Amazon S3 &Y 7 4# 2= B Amazon

OpsHub
« M Snowball Edge 1761 £ 5 Amazon S3 A K 124% Z= 18] P B BR SUAE 1 XHFE Amazon
OpsHubAmazon OpsHub

+ 7£ Snowball Edge £ M) Amazon S3 3 & 12 & Z2 8] & Ml BR 176 4%

Snowball Edge £ 5 Amazon S3 & 17 Y 5 R %M Amazon OpsHub
EFEARBIRRNES 28 Amazon OpsHub , IERITATIRME -

+ 3TFF Snowball Edge R B EIR , A NEEZIEBHIME,

- ERBIUTENLE , TERHAR z%ﬁi%ﬁﬁ&zkﬂ’] Amazon OpsHub, ZE#FREHER , MMERBEXH
BITHRY. BXESEERE , BEABBIRE,

£ Snowball Edge EfEA S Amazon S3 FRA Y 77 4% 2= (8] AP AV 8] 1% B £ I Amazon
OpsHub

WMRENMLEGER DHCP , FEMAMRIREIRT. AT  FEEEIRSHERLGRZT LB
&, VNICs

1. %] Amazon OpsHub , REERERF#,

X 23R 2| Snowball Edge EFNHE L 5T 5i# S3 AN FMH.
2. ERIMBRFREXREP | EEFEER,
3. JEFFEZJJHE%O

(® Note
LREFERSHTETK , EFBRTEEANRERE,

1£ Snowball Edge Li&B#R A L # S3 K17 Amazon OpsHub 102
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BSFEFE , BRSRENFEHRS , FRBEHR

Amazon S3 compatible storage on Snow Stop service
Use Amazon 53 compatit torage on Snow tc anage files and folders on your devic ). Add files to
= 5o they can be accessed locally
Amazon 53 compatible storage on Snow resources i C Enable service auto-start
frmar patibile ot 15e [ f RAM f E F limiting t t
e ce state Info Service auto-start Inf
@ Active e
3 endpoint stat 5 endpoint infe 3Contrel endpaint status sControl endpoaint ie
@ active 10.0.0.8 © Active F 10,001
Buckets (2) &) Create bucket
| 1 @
Name - Creation date v
1bucket Thu, 16 Mar 2023 00:51:53 GMT

£ Snowball Edge EfEF S Amazon S3 AN E#E B RIRE LT A Amazon
OpsHub

MREHMEFERARES IP MU REEESFEHANMEN IP i | FEASRREIEIN VNIs, A ILEIE
I, A LL VNICs R EAREBFIFCIE,

1. %&%%| Amazon OpsHub , RAFEBREEEFMH,

X 23R 2l Snowball Edge EFINHE L5 5i# S3 AN FMH.
2. ERIBRSREXREAF , EESR,
3. EEFENHBE VNICs BHigE,

WNFEH , BFEERIREEEHREMNIRE T EETE Snowball Edge RS LE315 Amazon S3 &
Elgﬁﬁ%o : /\\\%ﬁMﬁEg-ﬁj} 20

1£ Snowball Edge LiZEFRAL S# S3 #I7Z % Amazon OpsHub 103
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® Note

EEEHREFIRBIRS , CUARBEEHTNAMBREAEELTATEIRS. X
TEENE , MREHEHEBER , WALER—B0RE , ERSHERFRSTE
o

4. XNTHARE , BEIEH VNIC SHEEEIZE VNI,

BAREZHEFE N VNIC AT S3mAHITHREE , Z— VNIC ATF S3Control iz R 1T7F
fENRIRIE,

5. MREGIZE VNIC , FEEYMERMZZEOFHARES IP HutMFRED , RGR el ELME
®O.

6. ®IZ VNICS & , B B3RS,

® Note
HIREFER T RTR , EABRTEEANRERE.,

BSFEHE , BRSRENFEHIRS , FEBEHR

7 Snowball Edge LB ES Amazon S3 RAK 7 LAE A B3 /831 Amazon OpsHub

1. %&%ZF| Amazon OpsHub , AEEBREBFM,

X 2fFRHE E| Snowball Edge EFNHE L 5L 5i# S3 AN FMH.

2. 1E Snow L5 Amazon S3 REMNFRARY , BEEARSEFE. RESRBRSEENER
KBEFE.

Amazon 53 compatible storage on Snow resources c

1£ Snowball Edge LR EHRA L i S3 B 7 Amazon OpsHub 104
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£ F7£ Snowball Edge LY Amazon S3 3RA1F# 28 (8 R B B % # Amazon OpsHub

{5 F1% Amazon OpsHub REEREY Snowball Edge %% £ €12 Amazon S3 Z i,

1. ¥TF Amazon OpsHub,
2. HEEBEEEFMEP , EBFHR, WEMEHEI Snow 5 Amazon S3 AN FM TTH,
3. HERE#ERY , EFCETMEE. SHIERE#ERRS

Create bucket

Bucket settings

Default encryption

Create bucket

4. HEEHEBEWRT , MAFREBHBR.

(® Note
&/ Snowball REFERFTNEFER/EMLARKE—N , A BTBLEERRAKEF
&,

5. LRGEF#EME. RESCEEMME , ZFMBFHIE Snow £5 Amazon S3 RENFM#TE
RS

{58 P ST R S 3% B 4% 2 Snowball Edge %48 £ 5 Amazon S3 A Z 6% 22 (H]
Amazon OpsHub

£ 1% Amazon OpsHub ## 0§ XX 4 XX 43k £ %2 E| Snowball Edge i L5 Amazon S3 &AM
TEEZERl, ORISR g 15 | Al —# £,

1. $TF Amazon OpsHub
2. HEEEBFMEPNEFEREEY  ERERHP LAXANEER. KFERZE#ERNITHE.

1£ Snowball Edge LiZEFRAL S# S3 #I7Z % Amazon OpsHub 105
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3.

EF#EAREL , & EEXH, FERSEEATEH.

Upload

......

llllllllll

B RHRMNRERE XM EEIRIES Amazon OpsHub B AR EEXHHHR |, R
BEHATUTERE

a. JERBNINSCAFEAR NS AR
b. REREELEN MRS NXHIXFR, EETIT,

RESNRENXHMHR EERREZ LNFRER, LEAERE  XHENXHEXRBEBIRFER
MR B R

£ A M Snowball Edge Z## L5 Amazon S3 3RE K 7% 22 (8] B BRI FI S04 3&
Amazon OpsHubAmazon OpsHub

{# fiZ Amazon OpsHub SREIM Snowball Edge i& % L #9124 48 o 5 R A K XM BR ST RN TR

1.
2.

$TF Amazon OpsHub,

HEBFHEPNFERED  EREMNPRBRANX4RNFEBH BN WIDFERZF#EB
R H o

XK | 1% E K R BREY SO SR EIRAE
BEBR. RESNRE LN FE BT BRI SR,

#£ Snowball Edge EM Amazon S3 & A1 % 2= 18] & M Br 176 18

FENIRE ERIBRFEB A, EREBSLANE, BELANFEBPBRXENGR  EAFEABEEEM
BIE, EBRXENMXHER | &SR EHM Snowball Edge 71 £ 5 Amazon S3 A 174k 22 8]
FR BB BR U4 M ST 4EZ Amazon OpsHubAmazon OpsHube

1£ Snowball Edge LiZEFRAL S# S3 #I7Z % Amazon OpsHub

106



Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***

EHERBFEFHBIE  BRITUTRE

1. $TH Amazon OpsHub,
2. EEEFMPNEEEY  EREEENFEBNRIERM,

3. EREZE, NHIBFEFMEENE.
Empty bucket ...

A+ Emptying the bucket deletes all objects In the bucket and cannat be undone

* Objects added to the bucket while the empty bucket action is In progress might be deleted

@ It your bucket contains a large numbser of objects, creating a lifecycle rule to delete all objects in the bucket might be a mare efficient way of 6o to lifecycle rule configuration
emptying your bueket.

Permanently delete all objects in bucket "test123"?

pe permanently delete In the text Input field

4., HEBEZEEHEWAEMNXEEF , #A permanently delete.
5 %EFE. RENBEEFMEM.

EMBRZER , FHATUATHRE

1. EEEF#TNEEET , RREN RO FERNREEE.
2. EEMIBR. AT S HIUM ERF 6N THE

Delete bucket "test123"?

Te confiem deletion, type the name of the bucket in the field.

3. EMREFEMRENNAES , BAFERBOEN,.
4. EEMER. RECFMIRZ M EREFER,

EFEE Amazon S3 &HLEFFf# Amazon OpsHub

B L MERA A TS Amazon OpsHub A& HESH S3 EELERFE Snowball Edge EAIZMEET L
3] B2 174 AR S5 (Amazon S3) E %o

£}

B S3 17 107
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« EAERES® S3 F# Amazon OpsHub

o EALTH R4 E£E Amazon S3 F 4 Z21A] Amazon OpsHub

« EAM Amazon S3 ## i 25 (A T 8 X Amazon OpsHub

« EAM Amazon S3 F#Z= 8 Ml BR X4 Amazon OpsHub

FER RIS # S3 77 Amazon OpsHub

O LU X A BER R HEARM G RIXE X H, Bl RGREsFRE LWEBNE | t
A LATE iR &R [E] Amazon Web Services = B EM1S B RAL,

Snowball Edge £/ Amazon S3 F &k E M MEE IR R LK XK,
EihE S3 FfEME , BHRITUTRE

1. $TF Amazon OpsHub RN B,
2. EERFERNEEXHFESI P, EETH.

WMRERIRZEETE Amazon S3 £HiHlE , MEMNSEREXHMNRFM TEFEBED .
EXHNNKREEREL  SUUAESESN M FEBNFHAGE.

(® Note
MRRZMET NFS ZHE , NEERENBHE NFS RSE , FRBEMNFEERE
ERRHBI T, AXEANFS EONESER , BSHEAEE NFS #0 Amazon
OpsHub,

EE S3 7k 108
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File & object storage

Use Amazon 53 to manage fles and objects staned on your devioe, Add fles te the device so they can be
accessed logally. For Impsort jobs, the fles will be trarsferred 1o AWS wiven the device is sent badk.

Resources

Storage avallable
92585 GB avallable of 925.55 GB

5%

m Select 3 bucket below 1o start ransterring fles o wour device, -
Buckets (7

[#] 1
Eucket namsa Date created
shw-cutput Mon, 12 et 2008 105050 GMT
swi-bucker-a Mo, 12 Oon 2000 17:50:30 GMT
swib-bucker-b Mon, 12 0on 2000 1750030 GMT
swh-bucket-c Mo, 13 0ot 2003 17:50:30 GMT
swhb-buciost-d Mon, T2 Ot 2008 175050 GMT
awh-bucket-e Mo, 12 Cen 2009 175030 GMT
swh-bucket-1 Mon, 12 0o 2008 17:50:30 GMT

FERLUT AR X L& E Amazon S3 #Z4% %818 Amazon OpsHub

ELERXH  BHATUTRE

1. EEHERNERXGEESsF , EEFGR. RENRE EH Amazon S3 #iEf , MEefile
EREXHFRIENEERSs P, SN ETEHLEEFSN N FHABNFEAESR.

2. EREFMH4 LEBNFEE.

3. ERLEARFERLEXH , SR XHiEHIFERAT , AREREE,

File & object storage: swh-bucket-a

Objects (0) :
Upload files
@ uplead folder

Mame Last uploaded Size

Mo ohjects

You dan't have any objects in this bucket

EE S3 7k 109
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® Note

EFEEROXH , B LARIA Amazon CLIER Amazon S3 Y2 Bk L&, B
BE SICLIRBNERELR , ESH CLISSEE. BAXITBRLENEZEER , HSH
{Amazon Simple Storage Service AF{ER) P2 & AR

T AN RN T E A E4& B Snowball Edge.  Amazon OpsHub #1583 #43& KX
NIEE K, MFEE— Lt E OpsHub = BEERELFR file/folder AR, 1 OpsHub BX 3 4H
Xkt , EFETHERRSR, EE LEIEFRERLE Rt ERERES.

M Amazon S3 7#f#&Z2 (B T 83X Amazon OpsHub

ETHXH , FHITUTERE

1.

EEFHERNEREX A FESs P, BEFTHR, MRENRELE S3EER , WEMN2EREX
HrEETHENFEERs R, SN ETEH LEFE N FRBNEAES.

BEREMNF TRV FERE  RAESMIABZTHHXXS, EE-IHSIXH

File & object storage: swh-bucket-a

Objects (1)

Q

Delete

Downlaad file 1

Mame Last uploaded Size

[ sutpute Fri, 17 Feb 2023 132005 GMT 2356

HRERED  BETH
BEREFNGTHRINME , REEREE,

M Amazon S3 77fi# Z= (8] H il BR X4 Amazon OpsHub
MREFBEERENXH , JUFHEM Amazon S3 724 48 H 1 BRo

EMIBRSCHE , FHATUATERE

1.

HEGHERNEEXHFESs P, ERITR, MREMNIRE LA Amazon S3 F#ME , NEf4
ERENHFERIENFERESS . EUTNETEHLEES N FRBFAESR.

EEBMNFRIBRSFR S RS SHEIZM BRE S,

B S3 7
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https://docs.amazonaws.cn/cli/latest/topic/s3-config.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/mpuoverview.html
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3. HBEXREL  EEMER.
4. FEHIHNFESD , EEEINER.

FRAEE NFS #0 Amazon OpsHub

ERAME N MRS (NFS) SEF X4 & E Snowball Edge , B&IR&E RIRERZHI A 776K —#
RN G LERRERGR B (HINEH XM, ERXHEMREASREEE )  IAXRES
ERPEANERBELE. RFLNEA S3 FRBHBTAENFS EORQ , FE TR , UE
FHRFEEHFHBHP, NFS EOTATFTS AEL,

R Snowball Edge REZFEE N EANEITMWRZMAELMNITIENFS 0 , MTAFERZED., WRK
ZARBEENTE NFS #0 , FFH Snowball Edge £#Y S3 EEL 255k Amazon S3 AT KL WK
&, BHX S3 Adapter WEZEE |, HSHFEHAEE Amazon S3 &EBLE§1F % Amazon OpsHub, BX
Snowball Edge £ 5 Amazon S3 B F#MNESZEER , 182 M. 7 Snowball Edge LR ERAI S
S3 Ky fZf#% Amazon OpsHub

Ba#ifa , NFS AR 1 GB HIREM 1 4 CPU, XA gELBRHIFE Snowball Edge LiZ1THYH M ARSS
HEER AT LUEITH EC2RAESSVINHKE.

B NFS #O£EHNBIERHTER PN, BE NFS #ORK |, BaLUE# CIDR 3R , Snowball
Edge FR &l i FiXERPAHE A iwiTENGR NFS #0,

Hig R F LS Amazonit | BRE L XHLEHE Amazon S3, BEXEZEER |, HSRANIESSA
Amazon S3 S Amazon [R¥,

BRETENRERSGS LEANFS NESER | B RBRERSH X,
A NFS #0O8 , BIZEUTHARGE :
* NFS #ORNRFLWBBEEHEER T T uFEE, N TSAES , TREAHEFERFHRESA

Z Amazon S3,

« XH#E = Snowball Edge L7 S3 FHEBPHNREH. BWEF=Z Unicode ZRFS , W
UTF-8 BB KEHZR AN 1,024 T, RITEBWRTEEFEA NFSv4 .1 HEH Unicode UTF-8 X4 XX #
ZHITREY , UBRRRINSAKRE, KMEM UTF-8 RN XHERB AT A 43S S3 , E TR
Htxe b4 L& % S3 , BEFBURTEFERAN NFS 45,

- BRXHBENRRKE/NTF 1024 NERH, Snowball Edge TXEFARF 1024 NERFHI STH R,
BN X HRERKEFSEXHS ARIR.

- BXEZELR , 2% (Amazon Simple Storage Service A IERE) HHX RE,

EIE NFS #0 111


https://docs.amazonaws.cn/snowball/latest/developer-guide/importtype.html
https://docs.amazonaws.cn/snowball/latest/developer-guide/importtype.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingMetadata.html
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« WFETF NFS Bt , HEHXIRM Snowball Edge § A E| Amazon S3 & , #5/H#R POSIX &

TR MBEON RSP, A, REFE R TEHIE -x-amz-meta-user agent aws-datasync” , iX
EEMNE AN Amazon S3 AEBSF ANEW —I5 , AT A Amazon DataSync NFS IETIS A
Snowball Edge.

- AL S A Snowball Edge R&EZ#HRZ 4000 TN, MREFEE L MEL P L HET

4000 AN, EXN 4B THGE , NTTRDEREHHN XA HE, X TEFEREE NFS &0
¢ S3 #E O /Y Snowball Edge 8% , BN XHEFREF 5 TB H1ER T K PMFRR.

B A LAE A Snowball Edge & i [— M H1TRME (CLI ) TE] kEEMEE NFS #0, BXE
ZER ,BSREE NFS #0,

F

B

« 1£ Windows BR¥ERZE LF3 NFS RS

- £FAB3EE NFS ##0 Amazon OpsHub

- EAFEE NFS ## 0 Amazon OpsHub

- EAEE Snowball Edge L&) NFS i & Amazon OpsHub
- EEFPIRITENLEZE NFS KR

- fERAEIE NFS #0 Amazon OpsHub

£ Windows #B#ER % L B3 NFS RS

MRENEFIRITEVERR R Windows 10 I AREL Windows 7 AL MIRERSE |, BEZFiRITE
HlEBzh NFS RS , AEBENARBRFPEE NFS. Amazon OpsHub

1.

EEFWITEYLL | $TFF Start ( FER ) , &8 Control Panel ( ZBHIEMR ) , ABEER
Programs ( 2% ) -

1% 5 A< Windows Zh&E,

(® Note
EFF B Windows 1 , BWERERFIUTENNEERRF B NEB,

£ Services for NFS ( NFS R ) T , #%#® Client for NFS ( NFS &% ) , ARFIEER OK (1
E)o

EHE NFS #0O
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https://docs.amazonaws.cn/snowball/latest/snowcone-guide/shared-using-nfs.html
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FRBE3EE NFS #£H0 Amazon OpsHub

BRIAER T , NFS #0K7% Snowball Edge &% LT , A EEFFZFEOTRHE RS LEAK
FRE. AFKTH/LT , fREY Snowball Edge B FJ LAURIE B 3h it HRELE NFS 0O, BRI LAETE
ENFS 0O, BXEZER , HZH EAFEE NFS 0O Amazon OpsHub,

1. EEHNERNEHBEDSS T  ERZEAXEY. XAUREEE— IR HTETH.
File storage | Enable & start |

Network File System (NF5) Resources

2. B3I NFS BREE , #4IEREALE R NFS E#OK IP it , MABRBIERINESERZBSLT
SEIRTS

3. %“EERFREESRPIF (MRMEA Windows T Linux IBERS ) |, ERERSH 4R K
FITANGRE | REFHENSX4EHE Snowball Edge, BRI UMNEFIRITENESIXH | H
M ERBI X HEHLEF, £ Windows IBERSGEF |, BN XHEREZRLMTRHE : buckets(\
\12.123.45.679)(Z:),

® Note
£ Linux BBERSGH | HEH NFS I R EERR,

FRAFIHBEE NFS 210 Amazon OpsHub

ERIABER T , NFS #0K7% Snowball Edge 8% L&1T , A EERFZEOTHE RS LEAK
FEiE. BULLFHERE NFS 0 , FERIRME Snowball Edge %% LETHEHIMLRED (VNI)
B 1P ik, HEZFEMREXN XHLZNER, EFHEE NFS #0281 , 57 Snowball Edge 1%
FLEBREMEED (VNI) BXEZER , FERITESHINMEERE,

YRt AT LALE Snowball Edge 82 B3I EE NFS 0, BXEZELE , FSH FHBEZERE NFS #0
Amazon OpsHubo,

1. EEHERENEHBERS RS , 2RFHEE,

EIE NFS #0 113


https://docs.amazonaws.cn/snowball/latest/developer-guide/network-config-ec2.html
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2. EBRBRAAED , ITHEZI NFS @S, WENKEOFREE
Start NFS X

Physical network interface

RJ45: 5.ni-8459d6c7273eed333 v
O Create IP address Use existing IP
(VNI) address (VNI)

IP Address assignment

DHCP v

O Restrict NFS to Allow all hosts
allowed hosts

Allowed hosts
Provide a set of CIDR blocks allowed to connect to the NFS service.

192.0.2.0/24
X
Add allowed hosts
Allow instances on this device to access NFS
Enable
Cancel

Fo
3. IEFAIE P i#buk (VNI) SERAINE IP ik,
4. MREEFRGIE P it (VNI) |, Z/FIRHE IP ik 5 B 5 RAE Hi%F DHCP HES IP,

EHE NFS #0O 114
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/A Important

MRIEFEA DHCP M4 , M DCHP fRS5 ez IR~ BEXT 0 B NFS 20O /9 IP #hik, ZATH
ARER A IRFWITEEF B IP it 25, MRERET RN ENEE , FEE K
Mytit & 4 TR, MEAMEFRATER S, EXTERT , 55 e a7 A
HE, FPHLEXHELR , HER DHCP ME EA IP il

MREEFRFERIE IP bk , FMNERMEEOJINREPERELEO,
5. EFEREX NFS #OMBRIARE AL IEIR | HE L FME LW EMREZTHE Snowball
Edge £ NFS ##0,

- ER#IX Snowball Edge LB NFS #OKTFR |, iHiEEF NFS BREIA A TN EN. EAYN
EHAF , MA—H CIDR#R, MBEARFHEZ CIDRR |, BHWABZ—EHR, ERKR—AR ,
BFRHEERNFZREDN X, EBRIMA TR EN.

® Note

WMREERST NFS BREIE A TN ENL , HFETEMEATR CIDR 3 , M| Snowball
Edge [IE4 FrE S NFS #OMER,

- ERATME EWEMIRE IR NFS #0 , EEEAFRE .
6. EAFE EC2 Snowball Edge LiE{THIFRAEHIGR NFS EEEE , BiEEBH.
7. #%$F Start NFS (B3I NFS ) ., AJREEE—FH o BT8R,

/A Important
£ NFS R HEB 3 A E X Snowball Edge.

EMEXHFRE (NFS ) BIRERZ , NFS #EOMVRBSERAES . EFEFIHB IP it F gEFFE
AERNE P iRt & LR A SRR

EIE NFS #0 115
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fEFHEE Snowball Edge £#Y NFS %2 Amazon OpsHub

Snowball Edge J:H’J%A S3 T?—ﬁ%ﬁ%‘[‘%za?ﬁ MNnR , FIEEERESD, F‘ZJJ NFS ENOE , ¥R

R X &5 2 RIMNZImSERI M, —RREEHE —NMER. EXHE—1MmR , BEH
ﬁké Bl Ul R o
e Sa g

1. EREBEERD  WITUTE-BRERERRS

s EEBRFERY  MASHRBr FEEBBMRBEZETPNTARRYIEK , ARERRS.
s EEHBRIRPEREREZNTRR.
2. EBEH NFS =, Snowball Edge && %Kik m LA EA,

HE R K
1. EEHIBRERD , ERBHHRHER.

2. ERHZHIRS. Snowball Edge 2 H#FHix S , Ziw 2 FBETH,

® Note
EHSRRZAE , FEAKE M SR [QE ST A RIESNT IR E F 2w R

EEFWITEN LR NFS iR
B3I NFS EOFARRRRE , FRERQMEN R EFHEERIFMmITEN L,

1. ERZREIND , EBRERZNIRLNEFBEIR, XHRIRRN | CHEMEBEHRERSH,
2. BAUT R Windows, Linux 1 macOS BEREMEBIAEEH B,

* Windows:

mount -o nolock rsize=128 wsize=128 mtype=hard nfs-interface-ip-address:/
buckets/BucketName *

e Linux :

EIE NFS #0 116
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mount -t nfs nfs-intexface-ip-address:/buckets/BucketName mount_point

* macOS :

mount -t nfs -o vers=3,rsize=131072,wsize=131072,nolocks,hard,retrans=2 nfs-
interface-ip-address:/buckets/$bucketname mount_point

=1L NFS #0 Amazon OpsHub

FEFX[E Snowball Edge & Z R XM HMZRBERXMHE |, FEZIREZ LA NFS 0,

1. HEEBERT , &RRS , REEEXHEFE,

2. EXHEMREL  ERZERBEEH. BERBRAT  NFSHIARZEE 2 2T 2 NEFIER
EHR,

FHAEF1RE Amazon OpsHub

BERBUTSREFHZEMN Snow &%, Amazon OpsHub

/A Important
BAENBWEEREFRZELNVMEED , ARBERRE. ERRENFELERZITHRE
B , HHPEIIiRE LB Amazon S3 FE BN EME ARE,

EERRE , BHITUATRE

1. 7£ Amazon OpsHub #HIEMR L , £ “®&” THREEWERRZ. AFERRFUITF RZIFHESR
NH,

2. ERRBZEERXE K AGEERER. BEERYEE,

EFRFHRE 117
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*kk

Edit device alias Check for updates Downlzad access keys Device Power &

Reboot
Device information Shubdowm
Dwdice ID Device type Total HOD steeage
ND-206843500001-52-41-78-72-22-06-07-19- Snowball Edge 84T
58
State Network IP addresses Total 550 storage
Unlocked 192020 63578

3. HENEEF , RRER. ENRBETHRES.

Reboot device X

(@ We highly recommend that you suspend all activity on the device before you
restart the device.

Restarting a device stops running instances, interrupts any writing to Amazon S3
buckets on the device, and stops any write operations from the file interface without
clearing the cache.

REXAE , LCD BREER—FHEE , B RRFEEXMA,

EFRFHRE

118
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Snowball Edge

Snowball Edge

Shutting down, please wait.

»

ENRHRE

119



Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***

FREEN AZEE Amazon OpsHub

BUNEA X HRELNFZIENSAFHEUBEENX K. £A Amazon OpsHub , &7 LUE R FERT 5
g% IP bk, MBIRIEFE L XHRFSIZ R IEMNEE X4,

B3E A LABERY £ Snowball Edge & Fin kI BE E X, BZSHEE Snowball Edge B iwmHIELE
Xtto

BIREEXH

1. TEAHBPENIREHIRER FHAU T oS ES Snowball Edge %% Amazon OpsHub A9 5 BE &
Ko

2. MBREXMH , REEERFEEXHFEN.

{5 5% F18 & Amazon OpsHub

BB TS ERXAE Amazon OpsHub B Snow &%,

/A Important
BAENBWEREFREZE LVMEED , AREXARE. XKAREFELERSTHRE
B , HHPEISiRE LB Amazon S3 FE BN EME ARE,

EXMRE , BHITUATRE

1. 7£ Amazon OpsHub #ZHIEMR L , 7£ “®%” THREEMNRER ., ARERRFUITFRZIFHER
WH,

ccccccccccccccc

3. HEMNERER , EEXH. BRIIRBEITHKRA,

FERAEEN AEE Amazon OpsHub 120


https://docs.amazonaws.cn/snowball/latest/developer-guide/using-client-commands.html#client-configuration
https://docs.amazonaws.cn/snowball/latest/developer-guide/using-client-commands.html#client-configuration
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Shutdown device X

@ We highly recommend that you suspend all activity on the device before you
shutdown the device.

Shutting down a device stops running instances, interrupts any writing to Amazon 53
buckets on the device, and stops any write operations from the file interface without
clearing the cache.

REFXHAE , LCD RE2ER—FHEE , BRRFEEXA,

KARE
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Snowball Edge

Snowball Edge

Shutting down, please wait.

»

KARZE
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FHREIRZ BE Amazon OpsHub

KRBT S BRE A REENIRE FE Amazon OpsHub,

REBIRZN BB

1. 7 Amazon OpsHub #Z#IEMR L , £ “R&E” THREENRE . ERRFUTTRZFFHAEER
Mo

2. %42 Edit device alias ( FEIRZ B ) EI+,
[t i ] e forspdees ] [ owniod s v .

wig | Dasice type ‘otal HOD st
JD-F06843500001-52-41-T8-72-22-06-07-19- Snowball Edge 384T
59

3. XIF Device alias ( & 3IB ) , MAFEYN , AF%ER Save alias (REHNAE ) -
Edit device alias X

Enter a device alias to more easily identify Snowball devices.

Device alias

FEHEE LA OpsHub

B RMENAUES , BRI LU HTTPS i 57 Snowball Edge &% 3 Snowball Edge &% &£ &
FZ1TH Amazon FREHITRERE, RALAER HTTPS MY FE Snowball Edge. Ama EC2 zon
Systems Manager 1 Snowball Edge %% £ 5 Amazon IAM, Amazon, S33&Ei2§. Amazon S3 F
B, T EC2 REEEERM S Amazon STS nowball Edge 8% EH TR E, FiRZEHNIE
MT, FE—NMEH , HETLUBHERPNEMIRBE LK. Snowball Edge R &£ KIEHHESIREZ
J& , B LAMEA Snowball Edge B iman R 5IH, FRECFIMIBRIES,

KELLTEHR |, Snowball Edge & 4 RKIEP :
* Snowball Edge & & R E&FH BB,

RBIRE BB 123
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I BRIER S , Snowball Edge & R KR AD ( FA P delete-certificate Amazon
OpsHubﬁ REITIES ) -

* Snowball Edge R B HEFH TP I HFERE S8

BFHERFERAN , HIEPEHEAR, EPEERZBE—FHRNER.
BRI LAE A Snowball Edge B iR REBLABEHAIULEP, BXEZSER , BSHELAEEFHNEERL
BERPIES,
e
« EHTEHLFIUES OpsHub
o ERALITNFIEP OpsHub

A T 4AUE+H OpsHub
BRI AR A EFAIEB THIENITEN L,

1. % Amazon OpsHub #ZHIER L , £ “®RF” THREEMNRZ, RRRFLUITTRZFRARER
Mo
2. ERFHFMAGENET , EREBEIUEPRE, NEERIEFRTHIESR,
3. FHIA-NIED , BAUEEPRBETHENIEL NG , AEUENLERETRVE, EERF.

{# FAZEIT AN 4AUE$H OpsHub

EEIT AFHUEBZA , 5FLLFIA S Snowball Edge & 2 BV EEE M , 7151k EC2FTR EHEETT
MRBRE. ARESZEE  BEREXEEHNEL EC25 Amazon #EHEH,

1. % Amazon OpsHub #Z#IHE#R L , £ “®RE” THIEMNRE . ERRBFUTFRZFAEE
[T

2. ERFHMAGENET , EREBEUMPRE, NERERIEFRLEITIESR,

3. TELITEBBEOF , EFEFRMA Renew HikR4E1T, Snowball Edge i% % &1l BRIVE B LN 4RIIE
PHEFZHRZRERH,

f# A T2\ 4BiE$H OpsHub 124


https://docs.amazonaws.cn/snowball/latest/developer-guide/snowball-edge-certificates-cli.html
https://docs.amazonaws.cn/snowball/latest/developer-guide/snowball-edge-certificates-cli.html
https://docs.amazonaws.cn/snowball/latest/developer-guide/manage-ec2.html#stop-instance
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Renew certificate X
The following certificate will be deleted:
arn:aws:snowball-device:::certificate/example
Stop all activity on the Snow device or cluster before proceeding.
Clicking Renew will automatically reboot all devices attached to this
certificate and terminate any ongoing data transfers and other running
processes. A new certificate will be generated when you unlock the device
or cluster after it reboots.
To confirm, enter Renew in the field and then choose Renew
Cancel Renew
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Check for updates ( REEH ) RE I RZE LW YA BREFRAN ST RS (RE ) .

Check for updates X

Device software version: 100

Latest software version: NA

Download update
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BaES

1. TEEHEMRE Launch tasks ( Ba1ES ) o H , EF Get started ( FF iR ) LUITFF Tasks ( £F
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2. EERENESLUITHFRIESRE,
3. %$® Simple execution ( BIEHIT ) AIE BFR LE1T

1%$#® Rate control ( B4 ) IESANERLZSET , HEXHEANEIRRE, XN FLEDR ,
&\ LATE Rate control ( JBE 24 ) o hRETAR B IrNERHER S

4. REFENRMASE , AGEERE Start task ( BFIES ) -
EFHPIRA N Pending ( BEE ) , HEESHINEITRIESRN Success ( K )

A BV 1E S5 R4l Amazon OpsHub
AR RBIEF B35 Amazon EC2 RAMEfl, FEERMNEMASE : endpoint M instance ID,

YAML R4

description: Restart EC2 instance
schemaVersion: '0.3'
parameters:
Endpoint:
type: String
description: (Required) EC2 Service Endpoint URL
Id:
type: String
description: (Required) Instance Id
mainSteps:
- name: restartInstance
action: aws:executeScript
description: Restart EC2 instance step
inputs:
Runtime: python3.7
Handler: restart_instance
InputPayload:
Endpoint: "{{ Endpoint }}"
Id: "{{ Id }}"
TimeoutSeconds: 30
Script: |-
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import boto3
import time
def restart_instance(payload, context):
ec2_endpoint = payload['Endpoint']
instance_id = payload['Id']
ec2 = boto3.resource('ec2', endpoint_url=ec2_endpoint)
instance = ec2.Instance(instance_id)
if instance.state['Name'] != 'stopped':
instance.stop()
instance.wait_until_stopped()
instance.start()
instance.wait_until_running()
return {'InstanceState': instance.state}

JSON R4l

{
"description" : "Restart EC2 instance",
"schemaVersion" : "0.3",
"parameters" : {
"Endpoint" : {
"type" : "String",
"description" : "(Required) EC2 Service Endpoint URL"
b
"Id" : {
"type" : "String",
"description" : "(Required) Instance Id"
}
},
"mainSteps" : [ {
"name" : "restartInstance",
"action" : "aws:executeScript",
"description" : "Restart EC2 instance step",
"inputs" : {
"Runtime" : "python3.7",
"Handler" : "restart_instance",
"InputPayload" : {
"Endpoint" : "{{ Endpoint }}",
"Id" : "{{ Id }}"
b
"TimeoutSeconds" : 30,
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"Script" : "import boto3\nimport time\ndef restart_instance(payload, context):\n

ec2_endpoint = payload['Endpoint']\n instance_id = payload['Id']\n
ec2 = boto3.resource('ec2', endpoint_url=ec2_endpoint)\n

instance = ec2.Instance(instance_id)\n

if instance.state['Name'] != 'stopped':\n

instance.stop()\n

instance.wait_until_stopped()\n

instance.start()\n

instance.wait_until_running()\n

return {'InstanceState': instance.statel}"
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Update time servers

Update time servers on JID-206843500001-52-41-78-72-22-06-07-19-58

rverriding Existing Settings
Updating the time servers will gvisrride existing time server settings.

X NTP R ZRE MR

eeeeee

NTP RER FEMMRA 2 FHMITEREXRE, B2 , RERAER 77 RESKRAH Snowball Edge
WA 3 FRMITERBERE X NTP, EREREBRBAT NTP , i5f£/A Snowball Edge CLI 5%

describe-time-sources,
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& A Snowball Edge & F i

Snowball Edge Client & —N S 1T5HE (CLI) T& Amazon , #RAI LA ERAE Snowball Edge %
Snowball Edge &£#. BRI LAERAE P infES Snowball Edge = j?.iﬁﬁ'%ﬁ‘ ®iE Snowball Edge.
B MELERE EWRS , J«X&H?&E% AERERMNRZEEBIE. Snowball Edge BFHEE
Linux, macOS # Windows #ERSE LIZTHITENRE.

£}
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1.

3.

macOS

fEESE snowball-client-linux.tar.gz X#. ZEFw&8IZ /snowball-client-
linux-build_number/bin XKLL H &G XHREFFBE,

BT LA T 85 5 KRB B XX AR

chmod u+x snowball-client-1linux-build_number/bin/snowballEdge

chmod u+x snowball-client-linux-build_number/jre/bin/java

¥ /snowball-client-linux-build _number/bin HMMEIRER S SPATH IRELTE
i, BIA] \EAT B FIZ9T Snowball Edge BEF W T. BXEZER , BERARBNRIERSE
=, Shell B9374Y,

fRESE snowball-client-mac.tar.gz Xff., ZEF R8I /snowball-client-
linux-build_number/bin X#RE#MHFHXHRIEAE,

BT BT 85 5 KB B XX AR

chmod u+x snowball-client-mac-build_number/bin/snowballEdge

chmod u+x snowball-client-mac-build_number/jre/bin/java

$¥ /snowball-client-mac-build _number/bin FRINZIRERSH SPATH BT E
f , BNAIMEM B Fi21T Snowball Edge BEF Wi T, BXELZEER , BSRARENRERS
=, Shell #9324,
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Windows

EFFini] 2R Microsoft MHFLZRERF (MSI ) XX, I XHFFERLZEDSPHRRETERE.
ZREFmE , EUMNEAEFETE iR , B EFEMEMER.

79 Snowball Edge & Fimlic i& fe & 3 4

BIRYRA Snowball Edge BEFHIZITaR TR , HEERMELXH. #EBHBH Snowball Edge 9 IP
thit, FBAILERAGSREEXHRE. 29 NFRWHEHEBEFIRS ( Snowball Edge #9 IP it )
BRANEEXH , MAXEBRETconfigurem TR EREXLFER, BETRKRG , BAUFEH
Snowball Edge EFiHm T , EMTHEIEEEXHEN , MAX IS NmSFIMAXLHE, EE
B 7 Snowball Edge HF w25 , EEFLAA A JSON X RFER home directory/.aws/
snowball/config/snowball-edge.config. WRENIFECDEE N R OIE L XH,

/A Important

A] i B B B AR VAR AT A EB AT LA 1R Snowball Edge iR B &R LR HIE, B XA A i
mEEHRENERREZ—.

&8 L Amazon OpsHub EARIZEN AR R, 7RI EE X4 7T A Amazon OpsHub F
Snowball Edge & i , £ Amazon OpsHub BIZHELE X 4 7] A F Snowball Edge &F k. A<
BEZEER , BEREERE XS,

IR E & X

1. ERERENHSTREDPRADS. profile-name SHWERREXHNEMH. UEEETT
Snowball Edge & Fixan © TR AL SE,

snowballEdge configure --profile profile-name

2. Snowball Edge BRI TERMAT NS, HIRRN , wAEHWIFEHN Snowball Edge H
1%’%‘0
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® Note

endpointZHHER Snowball Edge B9 IP stk , FFk A, https://EAILAFERZBIS
B LCD R L # %l Snowball Edge 8 &H IP #hiit,

Example configure &+ i H

Configuration will stored at home directory\.aws\snowball\config\snowball-
edge.config

Snowball Edge Manifest Path: /Path/to/manifest/file

Unlock Code: 29 character unlock code

Default Endpoint: https://192.0.2.0

Snowball Edge HEF R EBBFENHNEPBESEH, NMETEE , NGS2FLEETSE
BEXH, REFPREMNBETEXH  RAEBRETHSS,

EFEAREXH , BEDFIBEE--profile profile-name/GEIA,

MREEANRZ/NMERIA Snowball Edge , M AT B S Snowball Edge 81— MNELEX . E4)
BE—NMEEXH , HRIZIT configure % , A --profile SHEHTRENE , RAEERHSE —
ARBENEER,

Example /=%l snowball-edge.config X4

WRHIER—DMNEEZNEEXHHE B S : SnowDevicelprofile, SnowDevice2profile H
SnowDevice3profile,

{"version":1,"profiles":
{
"SnowDevicelprofile":
{
"name":"SnowDevicelprofile",
"jobId":"JID12345678-136f-45b4-b5c2-847db8adc749",
"unlockCode" :"db223-12345-dbe46-44557-c7cc2",
"manifestPath":"C:\\Users\\Administrator\\.aws\\ops-hub\\manifest\
\JID12345678-136f-45b4-b5c2-847db8adc749_manifest-1670622989203.bin",
"defaultEndpoint":"https://10.16.0.1",
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"isCluster":false,
"devicelIps":[]
},
.
"SnowDevice2profile":
{
"name":"SnowDevice2profile",
"jobId":"JID12345678-fdb2-436a-a4ff-7c510declbae",
"unlockCode" :"b893b-54321-0f65c-6c5el1-7f748",

"manifestPath":"C:\\Users\\Administrator\\.aws\\ops-hub\\manifest\\JID12345678-

fdb2-436a-a4ff-7c510declbae_manifest-1670623746908.bin",

"defaultEndpoint":"https://10.16.0.2",
"isCluster":false,
"devicelps":[]

},

"SnowDevice3profile":

{
"name":"SnowDevice3profile",
"jobId":"JID12345678-c384-4a5e-becd-ab5f38888463",
"unlockCode":"64c89-13524-4d054-13d93-c1b80",

"manifestPath":"C:\\Users\\Administrator\\.aws\\ops-hub\\manifest\\JID12345678-

c384-4a5e-becd-ab5f38888463_manifest-1670623999136.bin",
"defaultEndpoint":"https://10.16.0.3",
"isCluster":false,
"devicelps":[]

EREIMBREEX N  BEXARERPHEEBEE X,
BERBEEXMH , FHRITUTERE

1. EXXRREERP , M home directory\.aws\snowball\config TF snowball-

edge.config.

(® Note
BRENPEEEREN RFREMEBEA L4,

2. BEFSERENXMH, S0, EEXSEE XK Snowball Edge #9 IP #hit , FEXR

ZdefaultEndpoint%kH,

4 Snowball Edge &/ i & Bt & 34

1

37



Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***

3. ®REFEHXHANMK

EMBRECE XM, BT TRE

1. ERAMAYREERS , M home directory\.aws\snowball\config $TF snowball-
edge.config.

@ Note
BRENIPREEEREN R FREME AL #F.

2. MBRESEEXHBHNIT. BEXHEMENAES { } URESANRE,
3. ®REHXHANMH,

& Snowball Edge & F imhix 4

M version S EE Snowball Edge a8 1T5ME ( CLI ) FF iwHI AR,
R&

snowballEdge version

L

Snowball Edge client version: 1.2.0 Build 661

¥XRHY Snowball Edge BYZiE

fffsnowballEdge list-access-keys#lsnowballEdge get-secret-access-key@m® , &
A LATE Snowball Edge Amazon Web Services Ik FIREVENEEARAFNER. SR AERAIXLE
iE$8I2 Amazon Identity and Access Management ( IAM BB/ ) #M1A® | H1EMEH Amazon CLI 5
5 Amazon SDK BL& FE AR X SN E R 1T E MR, XLEEIERE Snowball Edge B9 & NMEL <
B, BENAITATREREZER, REHRZERE Amazon Web Services TR HTEFET IAM X
BR o

& Snowball Edge % F ik 4 138
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® Note
W RRIE Snowball Edge £ , MEEE CLI B A EAX LI+, Amazon CLI X HE
BEREMEE Amazon CLI , 52 (Amazon Command Line Interface FAF#EE) Amazon
CLIFRHEE.,

F% ( BE& Snowball Edge &1 )

snowballEdge list-access-keys
Example %itH

{
"AccessKeyIds" : [ "AKIAIOSFODNN7EXAMPLE" ]

}
R ( BELE Snowball Edge & F i )

snowballEdge get-secret-access-key --access-key-id Access Key

Example % H

[snowballEdge]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

£ Snowball Edge L B3RS

Snowball Edge BE X FZMRF. HPSHEITEEH, WMEXHFRS (NFS) #0O. Snowball Edge
WEEEM, Amazon loT Greengrass Amazon S3 &t 283k EC2 Amazon STS., Amazon Fl IAM
RRINBHN , TEEIESREF B3N, ER , NFS #0 Snowball Edge ¥ ZFEB A UBSFHAERS
ID Amazon loT Greengrass M@ SR E3, start-serviceBRMENMNREHRS ID , EALER
list-services &5

BTS2, BUE - IMELRNKZEOUAEINECERINRS. BXEZER , BEH &
Snowball Edge EBIZEERIMEZEO,

1£ Snowball Edge EBFBRE 139
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snowballEdge start-service --service-id service_id --virtual-network-interface-
arns virtual-network-interface-arn --profile profile-name

Example start-service S HIH H

Starting the Amazon service on your Snowball Edge. You can determine the status of the
Amazon service using the describe-service command.

£ Snowball Edge L& 1ERS

E{Z1L1E Snowball Edge LiZ1THIARS , IRATAEA G T, stop-service

Amazon S3 iEfit 88 EC2 Amazon STS. T S#H IAM RS T EEZE LE,

/A Warning

MREEFRROEABIEENRRZAFELEMEXHRSE (NFS ) RS, WaEXRBE, BX
£/ NFS RSMEZER , iHS 1 B Snowball Edge £# NFS #0,

@ Note

£ Snowball Edge ARS5 L{F1E Amazon S3 RAFMEFE L HRNE RN ERF LFMEE S3 7%
WHHEHE, = Snowball Edge £ 5 Amazon S3 AN FM BRI , THRINRIM SR
£, XF1E Snowball Edge LB T 5 Amazon S3 A EMMILE , BIFE Snowball Edge
REFINEENZBRSF. FSHEAAREREFAHIZE Snowball Edge,

snowballEdge stop-service --service-id service_id --profile profile-name

Example stop-service @+ H % H

Stopping the Amazon service on your Snowball Edge. You can determine the status of the
Amazon service using the describe-service command.

1£ Snowball Edge EZ1EARS 140
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M Snowball Edge EEM T B &

HIEEA IR D UM Snowball Edge Btz m#iEn , RGNS EHHERBE, MREEFHIERZ
HEIRFHN I REPEIBIMER , WA LMER L T B SBIAREF R A RS 25,

BE=ANEBEEMEXNGT

« list-logs : R[E JSON #BRW BHEIFR, LIRB/EBENKD (UFTREMN ). BED
ARN, HEMRS ID MEERE,

A%
snowballEdge list-logs --profile profile-name

Example list-logs 5 A% H

{
"Logs" : [ {
"LogArn" : "arn:aws:snowball-device:::log/s3-storage-JIEXAMPLE2f-1234-4953-a7c4-
dfEXAMPLE70Q9",
"LogType" : "SUPPORT",
"ServiceId" : "s3",
"EstimatedSizeBytes" : 53132614
3, {
"LogArn" : "arn:aws:snowball-device:::log/fileinterface-JIDEXAMPLEf-1234-4953-
a7c4-dfEXAMPLE70Q9",
"LogType" : "CUSTOMER",
"ServiceId" : "fileinterface",
"EstimatedSizeBytes" : 4446
1]
}

« get-log : M Snowball Edge f#45E B ERI A T EEEREMNRE L, CUSTOMER BEREN
zZip X, AEUMERALRENWEEUNEETEHNS., SUPPORT BEBEMNE , REEH Amazon
Web Services X#FITREIMELE, BALUEE N BEEERHHMER,

A&

snowballEdge get-log --log-arn arn:aws:snowball-device:::log/fileinterface-
JIDEXAMPLEf-1234-4953-a7c4-dfEXAMPLE709 --profile profile-name

BEEATBAL T
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Example get-1log &5 By % H

Logs are being saved to download/path/snowball-edge-logs-1515EXAMPLE88.bin

 get-support-logs : M Snowball Edge fFiE SUPPORT KE W AFERI AR T HEIEEBBNRS
L.

A%
snowballEdge get-support-logs --profile profile-name
Example get-support-logs @I H

Logs are being saved to download/path/snowball-edge-logs-1515716135711.bin

/A Important

CUSTOMER RETREEEXEACHBENBREE. N TRIPLWEEHRBER , B1EA
BUSEATXYE BEZ G HEMER,

& & Snowball Edge HIIRZS
RO LAE A S E Snowball Edge BPRAS B KE B, describe-device

snowballEdge describe-device --profile profile-name

Example describe-device @& EIH H

{
"DeviceId": "JID-EXAMPLE12345-123-456-7-890",

"UnlockStatus": {
"State": "UNLOCKED"
.
"ActiveNetworkInterface": {
"IpAddress": "192.0.2.0"
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},
"PhysicalNetworkInterfaces": [
{
"PhysicalNetworkInterfaceId": "s.ni-EXAMPLEd9ecbf@3e3",
"PhysicalConnectorType": "RJ45",
"IpAddressAssignment": "STATIC",
"IpAddress": "0.0.0.0",
"Netmask": "0.0.0.0",
"DefaultGateway": "192.0.2.1",
"MacAddress": "EX:AM:PL:EQ:12:34"
},
{
"PhysicalNetworkInterfaceId": "s.ni-EXAMPLE4c3840068f",
"PhysicalConnectorType": "QSFP",
"IpAddressAssignment": "STATIC",
"IpAddress": "0.0.0.0",
"Netmask": "0.0.0.0",
"DefaultGateway": "192.0.2.2",
"MacAddress": "EX:AM:PL:EQ:56:78"
.
{
"PhysicalNetworkInterfaceId": "s.ni-EXAMPLEQa3a6499fd",
"PhysicalConnectorType": "SFP_PLUS",
"IpAddressAssignment": "DHCP",
"IpAddress": "192.168.1.231",
"Netmask": "255.255.255.0",
"DefaultGateway": "192.0.2.3",
"MacAddress": "EX:AM:PL:EQ:90:12"
}
]

& & Snowball Edge EZE1TH RS EVIRES

AL describe-service @5 #E Snowball Edge %% LiZ{TH RS RS MBAEZITIRR
AILLBE EIZ1T list-services P REFEWLRSZ EFEIZIT,

e list-services
Ax

snowballEdge list-services --profile profile-name
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Example 1ist-services < HI# H

{
"Servicelds" : [ "greengrass'", "fileinterface", "s3", "ec2", "s3-snow" ]

}

 describe-service

HaHRERSRSE. EESREREEE |, XEGEEE Y THREME A RS i A L& EI 89 8 &,
XL H(MZZDTFJ?/T\O

« ACTIVE : RS EREZE{THT#ER,
« ACTIVATING : REEERS , BRETEEFEA,
« DEACTIVATING : REFIEL FRATER,

« DEGRADED— ¥} F Snowball Edge £ 5 Amazon S3 #AKEFH# , WIRASRTREH PN —I RS
MHZRIZZ B XM, Snowball Edge Bi% £S5 Amazon S3 AN E#ETEMNIZEIT |, BENIZE
EHEATEABEACIMERFRIENMNIRE , UBEAREHBEBRBEERNXNE. BESHARE
AR EREEIR,

« INACTIVE : [RSARIETT , TTERER
A%
snowballEdge describe-service --service-id service-id --profile profile-name

Example describe-service I H

{
"ServiceId": "s3",
"Status": {
"State": "ACTIVE"
3,
"Storage": {
"TotalSpaceBytes": 99608745492480,
"FreeSpaceBytes": 99608744468480
3,
"Endpoints": [
{

"Protocol": "http",
"Port": 8080,
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"Host": "192.0.2.0"

.
{
"Protocol": "https",
"Port": 8443,
"Host": "192.0.2.0",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/6d955EXAMPLEdb71798146EXAMPLE3f0Q"
}
}

Example Snowball Edge AR5 %i it EF&RAE L Si# S3 W76

describe-service ©%H service-id ¥H s3-snow BEMUTH L,

"ServiceId" : "s3-snow",
"Autostart" : false,
"Status" : {
"State" : "ACTIVE"
},
"ServiceCapacities" : [ {
"Name" : "S3 Storage",
"Unit" : "Byte",
"Used" : 640303104,
"Available" : 219571981512
} 1,
"Endpoints" : [ {
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.2.123",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a65ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow bucket API endpoint",
"DeviceId" : "JID6ebd4c50-c3al-4b16-b32c-b254f9b7f2dc",
"Status" : {
"State" : "ACTIVE"
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}
[ PE
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.3.202",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a65ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow object API endpoint",
"DeviceId" : "JID6ebd4c50-c3al-4b16-b32c-b254f9b7f2dc",
"Status" : {
"State" : "ACTIVE"
}
Yo &
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.3.63",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a6b5ba817f2c5ac9683fc3bclael23456"
I
"Description" : "s3-snow bucket API endpoint",
"DeviceId" : "JID2ale@deb-38b1-41f8-b904-a396c62da70d",
"Status" : {
"State" : "ACTIVE"
}
[ PE
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.2.243",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a65ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow object API endpoint",
"DeviceId" : "JID2ale@deb-38b1-41f8-b904-a396c62da70d",
"Status" : {
"State" : "ACTIVE"
}
Yo &
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.2.220",
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"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a6b5ba817f2c5ac9683fc3bclael23456"
I
"Description" : "s3-snow bucket API endpoint",
"DeviceId" : "JIDcc45fa8f-b994-4ada-a821-581bc35d8645",
"Status" : {
"State" : "ACTIVE"
}
[ PE
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.2.55",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a65ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow object API endpoint",
"DeviceId" : "JIDcc45fa8f-b994-4ada-a821-581bc35d8645",
"Status" : {
"State" : "ACTIVE"
}
Yo &
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.3.213",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a6b5ba817f2c5ac9683fc3bclael23456"
I
"Description" : "s3-snow bucket API endpoint",
"DevicelId" : "JID4ec68543-d974-465f-b81d-89832dd502db",
"Status" : {
"State" : "ACTIVE"
}
[ PE
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.3.144",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
ab5ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow object API endpoint",
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Hkk

"DevicelId" : "JID4ec68543-d974-465f-b81d-89832dd502db",
"Status" : {
"State" : "ACTIVE"
}
3, {
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.2.143",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a6b5ba817f2c5ac9683fc3bclael23456"
.
"Description" : "s3-snow bucket API endpoint",
"DevicelId" : "JID6331b8b5-6c63-4e0l-b3ca-eab48b5628d2",
"Status" : {
"State" : "ACTIVE"
}
o Aq
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.3.224",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a65ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow object API endpoint",
"DeviceId" : "JID6331b8b5-6c63-4e@l1-b3ca-eab48b5628d2",
"Status" : {
"State" : "ACTIVE"
}
11

& & Snowball Edge IWRERTIRZS

E5|H Snowball Edge LA AIhBERIRA , BEMA® S, describe-features

RemoteManagementState& & Snowball Edge REZEEMNRAHBRELUTREZ— :

« INSTALLED_ONLY : ZiHECLEBREBEH,

EERENRES
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« INSTALLED_AUTOSTART— iZZheEE B A , iR B EFF#l Amazon Web Services X 13 Bt fF =i E 1
Bz IhEE,

e NOT_INSTALLED : ZREARXFIZIT , B RZEZBELA M2 ERAER,

A%

snowballEdge describe-features --profile profile-name

Example describe-features & H % H

{

"RemoteManagementState" : String

}

9 Snowball Edge & & i Rl fR 55 28

A LAE A Snowball Edge ZFF S EE H e NER B (NTP ) BE , HIEABRRSHIAXNSE
T ASRIB R E, FIRELLTHEMBEYURAN |, £ A Snowball Edge B IRH T

BERTRERZESMN NTP HEERSES. EiRERBIEZIIHL NTP iFHE RS ST , 56 A update-
time-servers Mo

¥ & Snowball Edge Y [B] SRR
EEFIRZHANEZETIEL NTP iHEDR |, 56 H describe-time-sources %,

snowballEdge describe-time-sources --profile profile-name

Example describe-time-sources @ HI % H

{
"Sources" : [ {
"Address" : "172.31.2.71",
"State" : "LOST",
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"Type" : "PEER",
"Stratum" : 10
3, {
"Address" : "172.31.3.203",
"State" : "LOST",
"Type" : "PEER",
"Stratum" : 10
o Aq
"Address" : "172.31.0.178",
"State" : "LOST",
"Type" : "PEER",
"Stratum" : 10
3, {
"Address" : "172.31.3.178",
"State" : "LOST",
"Type" : "PEER",
"Stratum" : 10
o Aq
"Address" : "216.239.35.12",
"State" : "CURRENT",
"Type" : "SERVER",
"Stratum" : 1
11

}

describe-time-sources W IREN EFREN TR, BNINERRSHSE
Address, State, Type # Stratum FE&, UTRXEFENE L
« Address : BY[EREHY DNS B#5/IP thik
- State : R&ESZMNEIFRZE N Y IHERRS. BERATRENRE
* CURRENT : =7 1E7EfE AT RIRKRE 56 E .
« COMBINED : REIRSHAIRE H.
* EXCLUDED : &HE EHERR T BI AR,
« LOST : ErtEIRAVEEE KT,
* UNACCEPTABLE : THH BT EIR , EFASEEZRANERITLI K

« Type : NTP RIER AT A RBRFZFIXNFiREZ., AUE Lupdate time-servers MHRERS
B85, WNEERAERER T HAM Snowball Edge Edge %% , XERZAEFHEXKNBAFRE,

e Stratum: WFEERERRHNME. ME 1 RREEAMERENSZENHNER. 5ME 1 REZHWIR
NTFHE 2, EME 2 RETHRNTHE 3, MKIELEH,
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NTP BRI AR RGN E 8%, REBATUBAAFFEAupdate-time-serversip ot
TIRE , MY ERE[RAERER TR EM Snowball Edge Edge &%, ERflHmHS , EEHES
describe-time-sources # Snowball Edge LA, HIHEE 4 MHFEEM 1 MRFEE. NE
RENMENR 10, MRSF|HNERN 1. Ht , BRSIFHIE N HaTadER.

B st A) BR 55 %

f£Aupdate-time-serversan AT E RS EF b1 Snowball Edge BLEH £/ NTP BRSF 2= XY
LR IT NTP,

snowballEdge update-time-servers time-server-address --profile profile-name

® Note
update-time-servers L BEZ AT NTP B EIRFF|RE.

Example update-time-servers <RI H

Updating time servers now.

IREXF FI&E Snowball Edge NFC #RZEH —4E573

B ERALTSERBETREMN QR K13 , SU{ES Amazon Snowball Edge Verification App — &
/. AX NFCRIUENEZEE , BSHRIE NFC 5%,

A&

snowballEdge get-app-qr-code --output-file ~/downloads/snowball-qr-code.png --
profile profile-name

Example #itH

QR code is saved to ~/downloads/snowball-qr-code.png
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™
E#H MTU K/

ffAupdate-mtu-size@m 15X Snowball Edge R BB ZEOMRARER LN (MTU) KD (LF
THEN ), IESHYENEEOXBNELDNEZOMBZERZZEORGEENEGHERN MTU
Ko

® Note
/N MTU K/ 1500 FF7 , &RAKNHA 9216 FFH,

AL fEfdescribe-deviceMm PR RXLEZEOMYEMLIED IDs MY H MTU XD, BEXREZE
£ , 3  &F Snowball Edge FVIRA.

A LAfEA descibe-direct-network-interface Ml describe-virtual-network-
interface MHRZBXEEONYE MTU X/,

A%

snowballEdge update-mtu-size --physical-network-interface-id physical-network-
interface-id --mtu-size size-in-bytes --profile profile-name

Example update-mtu-size #iH

{

"PhysicalNetworkInterface": {

"PhysicalNetworkInterfaceId": "s.ni-8c1f891d7f5b87cfe",
"PhysicalConnectorType": "SFP_PLUS",
"IpAddressAssignment": "DHCP",
"IpAddress": "192.0.2.0",
"Netmask": "255.255.255.0",
"DefaultGateway": "192.0.2.255",
"MacAddress": "8A:2r:5G:9p:6Q:4s",
"MtuSize": "5743"

}

}
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£/ Amazon S3 FEF B E B X4 , UEFHFETRE
Snowball Edge @M Snowball Edge iF i

LT & Amazon S3 @Bl aRMVBLR , B ME A IZERRR BT Amazon S3 REST APl #ELUREF R
FHELEBIRE LEAK S3 FEBIM Amazon Snowball Edge &% E&mEIE. ALK Amazon

S3 REST APl Z#{NRF —Z 0 R1E. B AR ETFESED—MRERESER , Amazon

SDKs LUREBAREHmMEIE, EE X Amazon S3 FHIX — %90 = £ H Amazon Command Line

Interface ( Amazon CLI ) i &k & mEkdE.

MBEWBRARMER 1.11.0 REH EF T Java B9 Amazon SDK MrA |, NI A4 A LA T Ak
7K : S3ClientOptions

« disableChunkedEncoding() : R REOFRIEDRED,
- setPathStyleAccess(true) : FEOBRBE NI AMBERFERABRXIGME,

EXELZER , FSHRERT Java WD # S AppStream DK 1 #J S3 2 ClientOptions .Builder,

/A Important

BRINEBWE— X RAFEH—F75 %% Amazon Snowball Edge %% £ #I AR b 176 8 R IREF B A
BiE. ER—NEEELERER NFS #0F Amazon S3 &L 8F AT 8625 3 read/write JF
%,

Amazon Snowball Edge Ei& 141588 7 BR &l

E & Amazon fRSF1E Snowball Edge FIEEIEIT , #TMATRSEAROD. BXRXEZFELE , B
2% Snowball Edge £ Amazon RE Hiw A E K,

£l

- EETHRHILE 1.16.14 Amazon CLI lRZEEAS Amazon S3 EEEEEESHEA
« 7£ Snowball Edge &% L/ Amazon CLI 1 API &4E

* 7£ Snowball Edge E3REXFIfE A A #th Amazon S3 iE$

* Snowball Edge E A #F Sk S3 EFLERAIIL Si#h S3 ThEE

o $tELE N LIRS E Snowball Edge BYEIEE 5t AE

« XA T [ Snowball Edge & i EESIN P& HEIEN Amazon CLI &%
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* 7£ Snowball Edge EX#FH T#HIEZHH Amazon S3 REST API R1E

FHETHHLZEE 1.16.14 Amazon CLI fRZALLE Amazon S3 5&El 25
=g ks

B &I , Snowball Edge Z&X X #FF Amazon CLI BIARZA 1.16.14 RE{KMA5 Amazon S3 Adapter
ZEFER. BIFRAES Amazon S3 BEELETFTHE , BN BT X# S3 EEBFMATENEE. Amazon
CLI

® Note

WM RETE Snowball Edge LS Amazon S3 B4 |, N ] LAE A &R FTRASE .
Amazon CLIZTHMERAFIARA , iEZSH Amazon Command Line Interface i F 8™,

£ Linux B/EER % Amazon CLI E%%

BITUT@#ASDS

curl "https://s3.amazonaws.com/aws-cli/awscli-bundle-1.16.14.zip" -o "awscli-
bundle.zip";unzip awscli-bundle.zip;sudo ./awscli-bundle/install -i /usr/local/aws -b /
usr/local/bin/aws;/usr/local/bin/aws --version;

1£ Windows ##{EX % Amazon CLI &3

NEERETHHABITRREERF XM

« 5 Python 2 4l E —i2H) 32 UL EREF
5 Python 3 #i48fE —#2RY 32 VR EEF
5 Python 2 #i48fE —#2RY 64 VR EEF
5 Python 3 #i48fE —#2RY 64 VR EEF
TREXHEE 2 U 64 NLERF  XEREEFTUBHRETBHRA

|_N

|_N

|_N

|_N
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£ Snowball Edge &% £ A Amazon CLI 1 API #1E

£ Amazon CLI = API #4EfE Snowball Edge £ & H IAM, Amazon S3 1 Amazon EC2 i &Y
WP ZXIBIEER “ snow, BAILFERABSAREAnazon configureHEMTARE NHITILER
£, BT RBIFT R

aws configure --profile abc

Amazon Access Key ID [None]: AKIAIOSFODNN7EXAMPLE
Amazon Secret Access Key [None]: 1234567

Default region name [None]: snow

Default output format [None]: json

C1%

aws s3 1ls --endpoint http://192.0.2.0:8080 --region snow --profile snowballEdge

{#F Amazon Snowball Edge#y Amazon S3 API # O3 1THY

HIRMEA Amazon S3 SEELERAT , BRINBER T , XX EEFER Amazon LRRAK 4 EEHITE R,
WERNMXATRIENBERREHIZEONERE. FIENENHARTERE R LTH. RINBWETE
N EFEHEIRE L,

EEAZEON , FIEATILR

- EIREUA T I @ Amazon Snowball Edge &% &K H#YiE R T H WA Amazon S3 i , iF
1=1T snowballEdge list-access-keys # snowballEdge get-secret-access-keys
Snowball Edge BEF W@ T. BXEZEL , TSR BEFEA Snowball Edge B F i, X7t
Amazon S3 FIEEZE—XNEH | —MHEBAN— M EER. XEFHRRXTATSENMELRE
k%, BT EEPER , Amazon Web Services = BB E1;%%E Amazon Identity and Access
Management (IAM) Xf B1# o

- MBZRAF2FHEFEAR Amazon Web Services EREM AL, FHASERAE 4 EEZNEENATR
IEMNBERFEHEEONKE. Bit , KEXFKEFTLEEA T INZE Snowball EHIEIER %=
R,

£ Snowball Edge LIREXHI{E A ZA#h Amazon S3 iE$

5 Snowball Edge B — XX E&HMEHAZL Amazon B4 4 EE#RTER, BXEENESZER | 1B
2% (Amazon Web Services —fi¥5E) FHEERAE 4 L HE,

1£ Snowball Edge %% L £ Amazon CLI 1 API #1E 155


https://docs.amazonaws.cn/general/latest/gr/signature-version-4.html
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B EZE1TM snowballEdge list-access-keys # snowballEdge get-secret-access-key
Snowball Edge &F *”‘E , B LURERZA #th Amazon 83 FiE , MEZBIERT Snowball Edge & F°
im Edge RZBRVEK , ;ﬁlﬂékﬂll Snowball Edge BYEiF, XL Amazon S3 RiIEFE — X FH :
—MNFEE4A ID M— A%A’E&%ﬁo xﬁb‘*u‘t&—lﬁé?51&?5@#19&%5’91&%0 ClTRESREA ,
Amazon Web Services = R A EITEE IAM X YT,

B A LURE X SR IR R SS 88 £ B9 Amazon Web Services EEX 4+, BRIANEIER B 4@ E L
F ~/.aws/credentials , BiZNEBEARERFA MR, ZXHHETFZAXE | Amazon SDKs HH
Amazon CLI. & 0] LAfE A Bt & X 4B FMRFARMEUE |, 20T R"OIFT R

[snowballEdge]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

BLiE Amazon CLI £ Snowball Edge L# S3 EESRENLKIFT 2

L I&EH Amazon CLI [ Amazon Snowball Edge iﬁ%?yﬁﬂ:‘.ﬁ%ﬁ]‘ IR EL T R 2 Amazon S3 &
Figt. BALUEERFEA HTTPS in R , A LEM HTTP Iw s , B T Ro

HTTPS &£ im =

aws s3 1ls --endpoint https://192.0.2.0:8443 --ca-bundle path/to/certificate --profile
snowballEdge

HTTP A& & iw R

aws s3 ls --endpoint http://192.0.2.0:8080 --profile snowballEdge

MREMER HTTPS m R 8443 , NEMNBIERF MRS SRR £ &% 2| Snowball Edge. £/ Snowball
Edge E3REUVAT IP bk B PR AE BV IEBRERIENE ., EEREFIULERE , TLURERTFE AL ca-
bundle.pem X, AR5 , EULUNEE Amazon CLI XHEB AN B SRR E , TR,

R P 548 O ik S AR < BX

1. A Snowball Edge EB B RHFEEEIING , AEEIT

2. ERBRBITRE , BTHERBME LW IP ik,

3. MMM ENAYE  BRETTUI Snowball Edge #U4T ping #&4E.
4

EENALIHHIEIT snowballEdge get-certificate @f. AXUGTNESZELR , H3H
1£ Snowball Edge FEE/\MAIEP,

fF S3 EFEESEE N Amazon CLI &KigT = 156
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5. ¥ snowballEdge get-certificate s SHMHREZIXH , 20 ca-bundle.pem,

6. MEHARETATES,

aws configure set profile.snowballEdge.ca_bundle /path/to/ca-bundle.pem

ELETRLEBREZE , TUERAXER LTI, SNIEPMERENHRIZIT CLI T , M TRA
Fi/Ro

aws s3 ls --endpoint https://192.0.2.0:8443 --profile snowballEdge

Snowball Edge LA HFL S S3 EECEFHI S#h S3 Thak

£/ Amazon S3 Adapter , A BLLURTE 5 N BIE Amazon S3 API #E7E Snowball Edge &%
BiE, BR , HIEFA Amazon S3 EHISEM APl 24X IFEMEA Amazon S3 Adapter BHFAF
Snowball Edge 8% . 0 , A T4HAEMBRERZFEA T Snowball Edge :

« TransferManager— LSRR FERER T Java B9 SDK [ XXM AR 5E & 5 B Amazon S3, &
BRI X IEH APl 45 Amazon CLI /S 5#E 04 A FE A,

- GET F## (FIHXNR ) A 2 : bk GET BENSEREZMEEFHIBLHLEP ( H&Z 1,000 1)
NR, ZRMEM GET FEME (FIHXR ) BxA 1 #4EH Is Amazon CLI 5.

o ListBuckets— T X #F ListBuckets AN RmKRH . U TS TFEA T Snowball Edge £ 5 5 #
S3 RAMFH -

aws s3 ls --endpoint https://192.0.2.0 --profile profile

#2432 /N2 LLR F E| Snowball Edge BY3E 4% St BE

HEANE#HITNE , SNEFREFR~E—LIFH, 77 NR[/FDXHEHE Amazon Snowball Edge
RENTRE , BT ell—BHAER —NMFEP, HELEXH , /eSS A Amazon S3
PR AT S TES R ( IRA— N EZXZFHNFEEN I3 THGE ) .

BE ,1MBRENDMIXHNBEEMLED, NEATUE - MO EHHEN G HREXEERS
BRBNEVIR L ZRFIFEL 10,000 M3X4F, —MitALE I XA 100,000 4N I BES RN &
RERZEXEXHS A Amazon S3 BEE. EIMEZWE MR EXNFEY 100 GB,

S3 Adapter T X #F# Amazon S3 4HiE 157


https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/examples-s3-transfermanager.html
https://docs.amazonaws.cn/AmazonS3/latest/API/v2-RESTBucketGET.html
https://docs.amazonaws.cn/AmazonS3/latest/API/RESTBucketGET.html
https://docs.amazonaws.cn/cli/latest/reference/s3/ls.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_ListBuckets.html
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HABXHR—INFHIIRE  BERZIR. NX4#HTHGES , EAFTHEIETA Amazon CLI
cpin SR ENZHZE Snowball Edge %%, --metadata snowball-auto-extract=trueflR
}EE snowball-auto-extract=true , EHIES A Amazon S3 &} , RE#LAEXHH KN FBEE
100 GB , B EIMEAXHHAR,

® Note
AT 100 GB B#t )R 1E S A E| Amazon S3 B &R S RIREL

EMELE NG, BIITUTRE

1. REZBLABMEXILBEN /PN, B3HREIIEESE TAR, ZIP # tar.gz .
2. BEEHELERL N HF , BECINHAXDANEHREL BN STHN B,
3. EWSTL#HtAEH , T ROIFTR.

« XF Linux , R SER TR XAER D RZNEEG ST R EIX L4,

tar -cf - /Logs/April | aws s3 cp - s3://amzn-s3-demo-bucket/batch@l.tar --
metadata snowball-auto-extract=true --endpoint http://192.0.2.0:8080

(® Note

HE  BAUUFERALZEENTFESAIENXHHELER — MRS PIREBE,
BR , XA EREZFNNR L EFEZRARRFER , AEEFHEERBE Snowball
Edgeo

« XF Windows , ¥FIEXHENFETZeTHE—B ZHet , EEANUT REla o3 T3
ITHAE -

7z a -tzip -so "test" | aws s3 cp - s3://amzn-s3-demo-bucket/batch0l.zip --
metadata snowball-auto-extract=true --endpoint http://192.0.2.0:8080

ENETHTHTRE RPN XHRITHELE , BEANUAT RAGS

7z a -tzip -so "test" "c:\temp" | aws s3 cp - s3://amzn-s3-demo-bucket/
batchol.zip --metadata snowball-auto-extract=true --endpoint http://10.x.x.x:8080
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® Note

¥ F Microsoft Windows 2016 , tar o] A , {B& A LAM Tar for Windows M5 T £,
AT UM 7ZIP M5 T &k 7 ZIP,

4. BEENTR K EBEIEESEMFIEEMSEA Snowball Edge &% %) Amazon S3 B/,

5. TEMMIXHERE Snowball, MREBHELEEFRIBE K HACERATIEELSE 1 PRINZ
ENEMERz— , BEAH--metadata snowball-auto-extract=truei&lfy Amazon
CLI Cpﬁi'%o

® Note
MRFEFFHHG , ETREEALD T,

BB  RERSHINBIESE, XEKE , NREZQNBE S 4N XHRPFE/X
# , Snowball Edge H1E1REVE] Amazon S3 HYII T2 i B #7612 Z 304

FEXHEHRERIEFENENR —BRD , HAENEREXHREN, FidE , EEFFHEX
et |, IREFRE --metadata snowball-auto-extract=true REE, &N , YHIESAZ
Amazon S3 Bt , Snowball Edge A &1 EUEHIE,

FAE 3 SHIRE , MBEHTHFREMR /Logs/April/l , EFBEXH a.txt. b.txt F
c.txt. MRIFUFRITHEFMIE /amzn-s3-demo-bucket/ BIIR B FH , NIEIEHHRBHUO TR

/amzn-s3-demo-bucket/Logs/April/a.txt
/amzn-s3-demo-bucket/Logs/April/b.txt
/amzn-s3-demo-bucket/Logs/April/c.txt

W R I IE RS A BAE /amzn-s3-demo-bucket/Test/ A1, MIIREVHW A BRI TR ¢

/amzn-s3-demo-bucket/Test/Logs/April/a.txt
/amzn-s3-demo-bucket/Test/Logs/April/b.txt
/amzn-s3-demo-bucket/Test/Logs/April/c.txt
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¥ F [ Snowball Edge & BB M P& B E3ER Amazon CLI

PPN
Ap 71

ETR , B LA BIE R MAIE Snowball Edge £fF Amazon S3 5EEL 255, Amazon S3 A%

& ENEA Amazon Command Line Interface (Amazon CLI) S K iET RNE R, BB LE
Snowball Edge LB X iF N HIEAHETH B EL A Amazon Snowball Edge %% 2 Amazon S3 3
BE#IZTZWILD# S3 Amazon CLI S 5IR,

@ Note

BXRZHEMNEEMNEE Amazon CLI , BFEEEE4 X BFLE X ## 1T Amazon CLI Y | 55
i {Amazon Command Line Interface A ¥E/) o

B &l , Snowball Edge & & X X1 A Amazon S3 Adapter B Amazon CLI BIARZA 1.16.14
RERRAE, S £ Snowball Edge F P imhRA, MR Snowball Edge EfEAE Amazon
SIHAMNEFMHE , WA LIMERFEHIRAN . Amazon CLIZETEHMFERARZHRA , FSE Amazon
Command Line Interface FA P16/,

(® Note
£ &R%E Amazon CLIMRZ 1.16.14 ZH , i§F 4 K% Python IRAS 2.6.5+ T 3.4+,

$# Amazon CLI EF Amazon S3 1 Snowball Edge fZHIBIEN G

LR 21Z Amazon Snowball Edge %% X158 Amazon S3 Amazon CLI @35 FE T 7 £/ EIR, 10
BEAGSTATARIE , WRAECTFSXE, GALUFH -SRI IHMED (W --sse = --
storage-class ) AR — 1 aif, B , XEEM W ZE , HETaNSAREN AR =EEAR
Il

« cp — FXHBINREHIFZRZHM Amazon Snowball Edge BZEEHIHK, AT BB HHIEIR :
« --dryrun ( HRE)  REREAEERSERITHRE , EFE1T.
« --quiet (HRE) : FERFEABETIRITHIRE,
« --include ( Z®&H ) : AT THHREEEENCENXE4INR. EXFEHAEE , BSH
{Amazon CLI i 52%) FHEMA Exclude # Include Fiik &4,
« --exclude ( F®H ) NS HHBREEEEX CRNAE XHRIT R,
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« --follow-symlinks | --no-follow-symlinks ( #/R{E ) : NYMAME 4R EEF
Amazon S3 i} , T 2 FRIFSEEE. Amazon S3 FXEFS4EE , Rt RSN B LR
BARNAR. MRKRIEEFMED , WBRIAT RS54,

« --only-show-errors (HRE) : NERERMNES, BitHMmMEEH,
« --recursive (#H/RfH)  #XNEEBZHINBR THAME XTI RIITH S,

- --page-size ( B¥ ) : EE—NMIRBENS NI PIREINE R, BIAER 1000 ( AF
WHRAE )., MREEEN , WERARBENETESREA,

« --metadata (B4t ) : EEMEMN THIES Amazon S3 R R Z EHIMRES, MRS A T 4E
AR BERO—BIHEBINR, ERDSH |, LIEEERERE KW G TR WG TR,
ERAN Amazon S3 LB Z B EFIET , BRIESITIEE , BN metadata-directive SEERIAR
REPLACE,

« Is — %I if Amazon Snowball Edge %% LN R, UTRILTWSHIED

« --human-readable ( #/R{E ) : MARTAEABRNE R KN,

« --summarize (HRE)  FERHEFR. LEEANKHNBERHEL KN,

e --recursive (HRE) : #FNEEERIARTHWAAEXHIFTNRINITH S,

« --page-size (B¥ ) : EE—MNIRBRENSMNORNPRENLE RK. BRIAER 1000 ( AF
WRAE). MRBEEEN , UEAREBENETRESREA,

« rm — MR Amazon Snowball Edge &% LM R, UTRILTSHIED
« --dryrun ( fRE) : NEREAEETSERITHRE , BFET

e --include ( Ff&FHE ) : TAGTHIHRSEEEEXCEAXHRITR,. BXEFMAER , HS5H
{Amazon CLI t555Z&) FRW{EMA Exclude # Include FFiE 4,

« --exclude ( FHFH) : N PFHREEEER CHRAME X4 HT Ko
e --recursive (HRE) : #FNEEERIARTHWAAEXHIFTNRINITH S,

- --page-size (B ) : EE—MNVREBEENESNRNFREMNLE R, BRIAES 1000 ( £F
WEAE) . MREEER  NEARBENETES2RER.

« --only-show-errors (HRE) : NEREBRMNES, BitHMmMEEH,
« --quiet (A RE) : FERFERAEEGTTRITHERE,

 sync: EFBERMER. K TRHFEERPHFXHNERSTHXHEFTBE . et XER
Rl E R (MRXHRIE—INHZIXM) -

/A Important
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A ZFM— Amazon Snowball Edge A28 & [E% 2| % — Amazon Snowball Edge A% %
2 R RE £ A R T 1E A i B AR A Snowball Edge 2 EIEIZ A A

« --dryrun (HRE)  REFEAEERTERITHEREE , EFE1T,
« --quiet (HRE) : TEREREETTRITHERE,

e --include ( ZFE ) : AT THHRERERNCENXHHTR, BEXFHER , FSH
{Amazon CLI T555#&) WA Exclude # Include FFiE 4,

+ --exclude ( #ff &) N\ THHREEERA CEMNAAXH IR,

« --follow-symlinks 5 --no-follow-symlinks ( fa/RfE ) : RENAMXHRSE EEE
S3 B, FRFRIFSEEE. Amazon S3 T FFSEE , N NUEENEMR LA SZERNN
B. MBEREFEEMIED , WERIAT RS54,

« --only-show-errors ( fiRE ) : REFHRMBESE, BRILHMAERE L.

« --no-progress ( M/RfH ) : TERXHEHHE, HETRERREM --quiet M --only-
show-errors &AM A,

« --page-size (B¥ )  EE—MNIRBRENSMNORNPRENLE RK. BRIAEFR 1000 ( AT
WERKXE ). MRZEEEN , WEARBNETELRER.

- --metadata (&) : BN THIES Amazon S3 B R Z B KRS, LRSI A T1E
ARERN—BoAEBINNR, EEDH , LLINEEERE R E R SUHE TR BB I T BIE.
R Amazon S3 U EZBIEFIET , BRIFSBITIEE , BN metadata-directive ZHERIAR
REPLACE,

/A Important

A EEER—1 Snowball Edge EM—1MNERRESE S —1ME %o
A ZFM— Amazon Snowball Edge A28 & [@% 2| % — Amazon Snowball Edge A% &
B RBEE A IR TE R B IEF A Snowball Edge ZBIRIFZ HA

« --size-only ( HA7R{E) : FALED , SN NEANKDNRRARRERENRE LS E B FRHYHE—
L7938

« --exact-timestamps ( fi/R{E ) : M S3 AL EIRtbFERT , NFERTBRIE T £ TH AT 2B K
MR, BRIEARUBRARALL Amazon S3 RAE#T , B , BRIAITHRZEE K/NERKTL,

« --delete (#H7R1E) : ERDSHIE , FHER B #5HFEMRPRFERN XX
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BT LMER BT ARG H R |, i my photo.jpg & My Documents, {BR , BEHRIE
B Amazon CLI S HHZEHK, BXEZEE |, i55H (Amazon Command Line Interface A F
™) FMIEE Amazon CLI WES#HE,

1 Snowball Edge £33 B FHIEAHH Amazon S3 REST API 12
¥

ETXH |, B LAk E EH Amazon S3 Adapter BY AI A #Y Amazon S3 REST API #{ERIFI &R, Lt
SIRBIEE X API BEWA S Amazon S3 BL & EAME B, Z5REEE T Amazon S3 API
##1EE Amazon Snowball Edge R& X M REZ BME[ITAZR. M Amazon Snowball Edge &%
RE AT AR E7BA Server 3 AWSSnowball , #IA R RBIFT R,

HTTP/1.1 201 OK

x-amz-id-2: JuKZgmXuiwFeDQxhD7M8KtsKobSzWA1QEjLbTMTagkKdBX2z7I1/jGhDel3j6s80
x-amz-request-id: 32FE2CEB32F5EE25

Date: Fri, 08 2016 21:34:56 GMT

Server: AWSSnowball

Amazon S3 REST APl BAEE Sigv4 £&., WMREMEMA Amazon CLI 3 Amazon SDK #1TiX L API
WA, aRELE Sigvd EE, BN, EEEXHEBCH Sigv4 LEMRF R, BXEZEE | #
Z ¥ Amazon R F# RS AP ERPHXERH#THHRIE (Amazon EHERE 4),

« GET I7f## (FIHNR ) A 1: XiF, BR , 7 GET BENXEP , FXHUTRE .
« B
« #Ri
- DR
- HRESIRE , RN FIRETHF

MEFMRA 1, TXIE GET 7648 ( FIHNR ) AR 2,
- GET k%
« HEAD Zf#1%
« HEAD R
« GET XK : R¥EM Snow i€ H S3 FHEEHF FTHH R,

- PU@@ T O bject-f AR R £ 1% E] Amazon Snowball Edge & #&APUT Object , &R —1
ETag )
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ETag RN RNEHE, X ETag RENKABHER , MIARBETBIENER, ETag TeERtE
AREFEXN RBIEN MD5 BE, BEXEZEL ETags , 51 (LLREREFMES API S£) &
B9 & L0 R ARk o

- DELETE ® &

- B0 E ARG | 5 Amazon Snowball Edge & LEANN KRB 7R EEBEREE L
BIBRIZN R, RE , ETHS 9 EHE] Amazon Snowball Edge &% L.

- JIHDER R

- FEDE

- TRPB L

- FIEDER L

® Note

XAt R 5 H £ Amazon S3 Adapter REST API &4, SHEAFZ XM REST AP
B 15 Snowball Edge £ & EASRESRER , WAL RE,
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&2 Snowball Edge LAY NFS #0

SER MRS (NFS) RER X4 E42 | Snowball Edge , BUGIRE RIBIER SR A i 8 — 4,
RN ETAERRERGVIBE (HIMER M, ERAXHREMCRTEASRERLE ) , IAXRES
ERFEANERBELE. RELNE S3FEBHBTAENFS #HOWK , FETRER , LUE
FEEEFEHEP, NFSEOTRATSAFL,

R Snowball Edge RZEE N EQIEITIRZFN/ELMNTIENFS #0 , MAUFERAZED. IR
ZAREENZTE NFS #0 , FFH Snowball Edge £#Y S3 Efi 255k Amazon S3 AT KL WK
&, BX S3 Adapter WEZEE. , S 4FE HETE Amazon S3 5E&EL2E171#% Amazon OpsHub, B3%
Snowball Edge £ 5 Amazon S3 REFMMNELFEL , HSH, 7£ Snowball Edge Lig B FHRA 5 j#h
S3 K1 Amazon OpsHub

Ba#ifa , NFS#RA#EM 1 GB HIREM 1 4 CPU, XA gELBRHIFE Snowball Edge LiZ1THYH M ARSS
HEHER AT LUEITH EC2RASSVINHKE.

B NFS ZERERBBIERETERMPNE, BEE NFS EOF , &7 LHEAt CIDR 3R , Snowball
Edge R R& it v TiX ERPFPE A imItEYL TR NFS #0,

Hig R ZFELH Amazondt | BRE L XU LEHE Amazon S3, EXEZEER , HZRHESSA
Amazon S3 S Amazon [R3E,

BXRETEVNRERGE LEANFS NESER | B HRERSRIE,
A NFS #08 , BIZEUTHARE -
* NFS #ORNRFLOBBEEHEER T T uFEE. NTSAES , TREAGEERTHRESA

Z| Amazon S3,

« X#H R Snowball Edge £7&#h S3 FEEH N REH. BHBFZE Unicode ZRFF5 , EW
UTF-8 mIBKER AN 1,024 11, BAEWRIEEFERA NFSv4 .1 HEA Unicode UTF-8 X 3 4
ZHITRE , BRRRNSARIE, RKEHB UTF-8 KRB XHFB AT A L£E S S3 , RETREMEH
Hihx 8 ££ % S3, EABURTEEAMN NFS 4B,

- BRXGBENZFAKENT 1024 NEH . Snowball Edge FXEFKRTF 1024 NERKFH L4 IEE,
B X HEREENSBOHS AFEIR.

- BEXEZELR , 3% (Amazon Simple Storage Service A IEREE) HHIX RE,

« WFETF NFS W5 , BEHFTRM Snowball Edge § A E| Amazon S3 & |, ¥R POSIX #3
TTHERAMEZHONRP, I, REFE R THIE “-x-amz-meta-user agent aws-datasync” , iX
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EEMNE AN Amazon S3 AEBSF ANEW —I% , AT A Amazon DataSync NFS IETIS A
Snowball Edge.

- WA LAER#E A Snowball Edge &£ MI&Z 4000 AN, MREEELELAME FALEES
4000 AN, EXN X 4HTHGE , NTTRDEREHHNXHHE, X TEFEREE NFS &0
¢ S3 #E O /Y Snowball Edge 8% , BN XHEFET 5 TB H1ER T K PFRR.

BETLAER GUI TEEREBEMEE NFS #0, Amazon OpsHUbEXREZEER |, BSHEE NFS ##
O,

Snowball Edge #J NFS B &

ZRINEIR T , NFS #£ 0O K7 Snowball Edge 8% £i21T , AEEER I ZIEOFEGIHEELHEZ
R, BALEIRMTE Snowball Edge LIZ{THIREIAM LD (VNI) B9 IP #hut kEE NFS #0
HEFENBRHN XM HRZMNHR, FEEE NFS #EOZH , 57 Snowball Edge LigBE AR KEO
(VNI)o BXEZER , BERITEXNNELE.

79 NFS #Z0O8E Snowball Edge

£/ describe-service SHE NFS #EOREBL TFEIRE.

snowballEdge describe-service --service-id nfs

Z S FHIRE NFS BRSHVIRA : ACTIVE 5 INACTIVE,

{
"ServiceId" : "nfs",
"Status" : {
"State" : "ACTIVE"
}
}

WMERStateBFHAER , MR NFS #ORSL TEDIRBACTIVE , B LA E Snowball
Edge NFS &, EXEZEER , B5H

B NFS #0OF , FzkEN SRS IIFEFiRITEN L.
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LA 2 Windows. Linux # macOS BEREZHNBRINEZ B S.

 Windows:

mount -o nolock rsize=128 wsize=128 mtype=hard nfs-interface-ip-address:/
buckets/BucketName *

e Linux :

mount -t nfs nfs-intexface-ip-address:/buckets/BucketName mount_point

e macOS :

mount -t nfs -o vers=3,rsize=131072,wsize=131072,nolocks, hard,retrans=2 nfs-
interface-ip-address:/buckets/$bucketname mount_point

o HIR{ERN INACTIVE , MIARBE RS,

#£ Snowball Edge L8531 NFS g%

MEXE | BHELUMLED (VNI , RETE Snowball Edge L/E3h NFS R, AXE | EEF
NFS BRSE , BREAFHMEuSEE,. MRFRMEE MU , X NFS 52897 EF R Z R,

1. f{#FMdescribe-virtual-network-interface@S&E®& Snowball Edge L VNIs Af HI K
o

snowballEdge describe-virtual-network-interfaces

MR Snowball Edge LB —1=Z4 VNIs & F5EZRE , MiZGHFRERTAR,

snowballEdge describe-virtual-network-interfaces
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Hkk

L

s.ni

}I

"VirtualNetworkInterfaceArn"
-8EXAMPLESEXAMPLES",
"PhysicalNetworkInterfaceId"
"IpAddressAssignment" : "DHCP",
"IpAddress" : "192.0.2.0",
"Netmask" : "255.255.255.0",
"DefaultGateway" : "192.0.2.1",
"MacAddress" : "EX:AM:PL:E1:23:
{

"VirtualNetworkInterfaceArn"

i-1EXAMPLE1EXAMPLE1",

"PhysicalNetworkInterfaceId"
"IpAddressAssignment" : "DHCP",
"IpAddress" : "192.0.2.2",
"Netmask" : "255.255.255.0",
"DefaultGateway" : "192.0.2.1",
"MacAddress" : "12:34:5E:XA:MP:

"arn:aws:snowball-device:::interface/

"s.ni-8EXAMPLEaQEXAMPLEd",

45"

"arn:aws:snowball-device:::interface/

"s.ni-8EXAMPLEaEXAMPLEd",

LEII

B TEMATF NFS #0O/8 VNI B VirtualNetworkInterfaceArn E#MI{E.

2. MEEZEETVNIs A, HFEHcreate-virtual-network-interfaceds$ NFS #2002

VNI,

BXEZER , BZHREEMMEED (VNI),

3. f#Hf start-service /331 NFS REHIFEE VNI kB, EZREHIX NFS #EOMNHR , BE

WS HEIE service-configuration # AllowedHosts ¥,

snowballEdge start-service --virtual-network-interface-arns arn-of-vni --service-id
nfs --service-configuration AllowedHosts=CIDR-address-range

4. fff describe-service TR ERZIRS., 3 State BFHMWERN ACTIVE i, RS EEE

1To

snowballEdge describe-service --service-id nfs

£ Snowball Edge £/E31 NFS fR%
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ZwTIRERSIRA. NFS iy IP kMmO 5 AR A 1A Zis /8 CIDR SEE.

"ServiceId" nfs",
"Status" : {
"State" : "ACTIVE"

o

"Endpoints" : [ {
"Protocol" : "nfs",
"Port" : 2049,
"Host" : "192.0.2.0"

} 1

"ServiceConfiguration" : {
"AllowedHosts" : [ "10.24.34.0/23", "198.51.100.0/24" ]

X
}

EEZFPiwmiT B EFEE NFS im K
Bz NFS O , FZESERN R E#EHIEFRITEN L,
LA & Windows, Linux 1 macOS BERSEMNBRINEH BT,

* Windows:

mount -o nolock rsize=128 wsize=128 mtype=hard nfs-interface-ip-address:/
buckets/BucketName *

e Linux :

mount -t nfs nfs-interface-ip-address:/buckets/BucketName mount_point

* macOS :

EREFIHITEN LR NFS v 169
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mount -t nfs -o vers=3,rsize=131072,wsize=131072,no0locks, hard,retrans=2 nfs-
interface-ip-address:/buckets/$bucketname mount_point

{£1E Snowball Edge LY NFS S E

B NFS #OTRX 4G , 5% Snowball Edge BIRZ A , & Mstop-servicemSELE
NFS R

snowballEdge stop-service --service-id nfs

{Z1E NFS #0 170
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7 Snowball EC2 Edge LEA S S# A/ 1T &S

BAILUZ1THEE 7E EC2 Snowball Edge E BB Hsbe-c, sbe-gMEHIKENSME#HFHFAB sbely
TTELHI, sbel EHIEBFERTFEE Snowball Edge Storage Optimized &A% %, sbe-c EHIZE
#15E A T B Snowball Edge Compute Optimized i&MHIiR &, BRI ZFXFIRBNIIR | HSHE
Snowball Edge &% £ it EEHIRELH

¥ #%7E Snowball Edge i &1& T EFEANFIE =M it EXHRK A F Snowball Edge 12 &Z &8 2 M —
o EETEHRM—# | XLEXLHEE Amazon REB& (AMIs) FEEE 3. ERIE Snowball Edge
Bl Z B, EE®RFBE—D AMI, RN =P SEHIH ERRE,

E £ Snowball Edge EERTTE KA , E6IE—MESKITH Snowball Edge R&Z&HIEELH . AMIs
A LA Amazon Snow R 5 E B4 A Amazon CLI, SHE & —NRNIT I IEM%E Amazon SDKs,
BEBLT , BXARERIT - EESEBERZAETECIRENL , REFEREHEH,

REEEGE , BRIITTHRERERN AMIs MKfl, BABE 5L S EC2RANLIRT /E
Snowball Edge L BB EMWITE LA, XFPRBPLKIET AZFFL EC25 Amazon 3B CLI &85
FMiRE, Amazon SDKsETEAE A Snowball Edge Amazon Web Services BB # A LHREE L
BISEH AMIs Flit E =4,

REFATER , FHREE Amazon, MMREES AELREAIL RS , WA Amazon S3
Adapter = NFS O£ MNHKIBEL S AE Amazon S3 F, &N , ¥iZRREFZREN , BiI&TH
HITHEERR, AmazonltBBREUEBER/REXEERINESHEARBZE ( NIST ) 800-88 #r i,

/A Important

« A% AMIs #£ Snowball Edge Edge &% LR & IhaE,
- 7f Snowball Edge LZ{THITERFIHPHHBTFEF2SF A, Amazon

£}

« Snowball EC2 Edge I Bi#h EC2 F3g A I i #9 K4 2 8] #9 X B
« Snowball Edge _E it & 3L 61 E #

 7£ Snowball EC2 Edge LA ST T %FAH AMI

- HEBHBES A Snowball Edge &%
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« £ Snowball Edge &% L £/ Amazon CLI #1 API 1&4E

+ Snowball Edge it ELH8) M EEE

« {8 SSH i%$#£%| Snowball Edge £+ ESEHI

o FBEMN EC2RBM T EKFItL 5 EI[E — Snowball Edge £ S3 77

- B3B3 EC2& B LA

+ 7£ Snowball EC2 Edge LFASTS#HHREERNAET R

 7£ Snowball EC2 Edge LfF A B s8R Bz B s A =S

* 7 Snowball Edge tEREATEL D EC2REHIEHIAY Snow SEHITHIERS
« %&£ Snowball Edge E¥XfR7F 5T 5k EC2HR B EHI—EEH

 7£ Snowball Edge LA ZLAEFINBRE

« EC2Snowball Edge EXHFHRAEMNEHITEEN A BIE

« {Z1L7E EC2 Snowball Edge LiE1THI 3 A L4

Snowball EC2 Edge £ &i# EC2 FFRA I Sk Y K46l 2 (8] B X 5l

Amazon 5 Snowball EC2 Edge AW XHI AT EFFERAEFE EC2 APIs I FEXREAMEEST
O EC25RAMIEHl, AMIs

Snowball Edge EHit&EEHIE M

FERITEXRMISBINAXEKNTZA, BXEZELR , S Amazon Snowball Edge Eft.

£ Snowball EC2 Edge LRSI S 3%A AMI

E 7% S Amazon nowball Edge &% E AL S REMEG (AMI) , XBEFERIMENRZ D, BRI
BT AR AMI

« MEREE L& AMI,
o EIRZBFNREAYIE SESAI AMI,

#£#9 Snowball Edge i 9L Sk EC2 it ERfFIREFEFME EC2 AMIs &P S F 3 M.
EC2% AL T EET AMIs X3F Linux 4% Windows BER L,

725 Amazon EC2 %A HIHI 172
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Linux
F3ELUT Linux B1ERS -

« &M T Snowball Edge K 5i# Linux 2

(® Note

It AMI B9 R FTARASFF1E S8 /9 Snowball Edge & X AR, AmazonEfE W EZ &A1
EiRF LAXA AMI AR |, 15F BEEA T Snowball Edge BYIE S # Linux 2 AMI bR
A,

* CentOS 7 ( x86_64 ) - with Updates HVM
* Ubuntu 16.04 LTS - Xenial ( HVM )

® Note

AEXFF Ubuntu 16.04 LTS-Xenial (HVM) £ & Amazon Web Services Marketplace , {18
P FBEL L S EE #AH17E Snowball Edge 8% EERAHERMIZ1T. EC2 Import/Export
AMIs

* Ubuntu 20.04 LTS - Focal
« Ubuntu 22.04 LTS - Jammy

FERZEFHNRERR , EHHNLDH Linux 2 XA, HFL S Linux 2 fREFE Snowball Edge
AMIs up-to-date £, AMIs &SR 7E Snowball Edge AMIs £ B RAVIE % Linux 2,

Windows
LT Windows B/ERS -

* Windows Server 2012 R2
* Windows Server 2016
* Windows Server 2019

YRATEL Amazon £ VM §A/SH , & Windows E#IAL (VM) BRES ARRIVIZZH, AMIs ¥ ,
B IR R B R BN RGN RGS ALBNIRE, BXREZER | BSH &% Windows
AMI 7% InZ Snowball Edge,
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® Note

Amazon 3% AMIs R B Windows RINEEHIRE H,
AMIs HF R UEFI , b5 A %450k F BIOS BaiE=R,

Snowball Edge X# BH# I A[IE (BYOL) X, BXEZER , BSH [HHE Windows AMI 7R N E|
Snowball Edge.

@ Note

Amazon 5 Snowball EC2 Edge AP A FEFFERAHE 75 EC2 APIs MFEXREANE
BB EC25%BMESH, AMis

FH

« 1E8IZiTH Snowball Edge BES BRI AMI

£ AMI )R B0 Amazon Web Services Marketplace Z) Snowball Edge
- EWREHER SR AMI R I1ZE Snowball Edge

T E Windows AMI 3 #0E] Snowball Edge

T E LA S A Snowball Edge

9 Snowball Edge § H & FHI Zi# Linux 2 AMI

£ 2|2 1TH Snowball Edge FIES B0 AMI

TWigget , BRI LUEE & A EC2 SKAITE-TIE” #f2 iR iR & KA AMIs ix#& Amazon
Snow RIIEEZEF G, ‘A EC2 KHIHE-RE” S TATAE AMIs AT LUIMER B IEHY R & ERYKHI,
EAT AMIs B A BLTIL3R :

« AMIs 3k B Amazon Marketplace — X & 2 BIEXIFH 5k AMIs BIEH AMIs, B AMIs M
Amazon Marketplace X AMI 812 AMI WER , BZFEE AMI AF T Amazon Web Services
Marketplace £ Snowball Edge,

+ AMis £ VM Import/Export L& — iTigR A , AR LA FEREH A S Import/
Export 5lH, AMIs BXEZEE |, HSH (EEA Import/Export AF1ER) HH “EAELILS
NG HEEBIENRGES N, BEXIEFENELLRENEL , HSH VM Import/Export 3R,
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£ AMI WA B0 Amazon Web Services Marketplace Z| Snowball Edge

&AL AMIs M\ Amazon Web Services Marketplace Snowball Edge 8 & F R MZ MR |, FiER
JB351% Amazon Web Services Marketplace 32l , MiZ3=fil 612 AMI , R/FEITME Snowball Edge
RENE—XEHEE AMl, AF , ERIRMELRITWRER , BALLERERE LEE AMIL, M
Marketplace i£F AMI i , HFHRAREEEZEHFEN~RABHNES,

£
- IEFEEE Snowball Edg Amazon Web Services Marketplace AMIs e #7= GRS HF & 1F15

« WBEFEA T Snowball Edge BT i Linux 2 AMI iR A
« 4 Snowball Edge IR ZELE AMI

IE1E&E & Snowball Edg Amazon Web Services Marketplace AMIs e 7= mRABFE A
#18

FEFT 4@ Snowball Edge IR& AN AMI R 2 BT , HAREIRE ZFiZ AMI N~ RABMNFEEF
MEE. Amazon Web Services Marketplace Amazon Web Services X3

1. 3#TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/o

2. ESHMEF  REREREEBBIHIFINXE , SIREFMNZXEEZITHE Snowball Edge iR &1
£%. BALLERRERENTAXE K TEELEELNNE,

3. HESMERTF , BiEEFE AMIs,

4. FRAKGENERETRE/DERIIREEE AMIs |, UENXEEF AMIs FEEBZHHRNE, Hl,
B AMIs £t Amazon Web Services Marketplace , i£1F “AHE/R", AEEHERIZTH — L4
NERFIRWSEE AMIs :

- (HTEHE ) RRERE  REMXEPREMAEINR , RELE = 28/ , REERE

amazon.

o (|BEHA ) % Search (#BFR ) 2, RAENEEDERE Owner (HEE ) , ARERE

Amazon images ( Amazon & ) ,

(® Note
AMIs M “KJR” Amazon Web Services Marketplace %|/#‘@& aws-marketplaces

5. 7 AMIID 3+ |, %&£ AMI B9 AMI ID,
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6. 7 AMI HWREHED K BRENEKAXZEFmAE. BXESEE  BEHTX.

X ## Amazon Web Services Marketplace AMI 7= @3

AMI BRER S 7= mHs

Ubuntu ARS588 14.04 LTS b3dl4415quatdndl4gabkcu45
CentOS 7 (x86_64) aw0Oevgkw8e5c19413zgy5pjce
Ubuntu 16.04 LTS csvbh7o0yg29b7epjzg7qdr7no
Amazon Linux 2 avyfzznywektkgl5qv5f57ska

7. RE, CEBRIEFACGELEUTIRPH-—I1EKE,

« Amazon Linux, Ubuntu 2 Debian
- 41#§ Linux bring-your-own-license
« &M T Oracle ¥ Amazon RDS bring-your-own-license

- B F bring-your-own-license

¥ EEA T Snowball Edge FIIE T3 Linux 2 AMI kR AKX

FRAUTEREBEEZEAT Snowball Edge LAY Snowball Edge B9 Amazon Linux 2 AMI BJhRAS, &
RZRFEFRAE , Amazon CLI RAFBHE, EXEZEEL |, i5# ( Amazon Command Line
Interface AAF#8/) Amazon CLIF M L& EH 2SR,

- f{ffdescribe-images Amazon CLI is R &EE AMI HER, HRPIE THRA, =BHEL—FF
WANERIEH, BXEZER , 520 (8 HSZ%E) M describe-images. Amazon CLI

aws ec2 describe-images --endpoint http://snow-device-ip:8008 --region snow

Example describe-images &+ H

"Images": [

M0 AMI Amazon Web Services Marketplace 176


https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-images.html
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Hkk

{

HVM gp2",

"CreationDate": "2024-02-12T23:24:45.705Z2",
"ImageId": "s.ami-02ba84cb87224el6e",
"Public": false,
"ProductCodes": [
{
"ProductCodeId": "avyfzznywektkgl5qv5f57ska",
"ProductCodeType": "marketplace"

1,
"State": "AVAILABLE",

"BlockDeviceMappings": [

{
"DeviceName": "/dev/xvda",
"Ebs": {
"DeleteOnTermination": true,
"Iops": 0,
"SnapshotId": "s.snap-Qefb49f2f726fde63",
"VolumeSize": 8,
"VolumeType": "sbpl"
}
}

]I

"Description": "Snow Family Amazon Linux 2 AMI 2.0.20240131.0 x86_64

"EnaSupport": false,
"Name": "amzn2-ami-snow-family-hvm-2.0.20240131.0-x86_64-gp2-

b7e7f8d2-1b9%e-4774-a374-120e@cd85d5a",

"RootDeviceName": "/dev/xvda"

FRHIs | AT Snowball Edge B9 Amazon Linux 2 AMI BIARA R, 2.0.20240131.07 L
ELZ A Description BEFHREIMRA,

79 Snowball Edge & & EE AMI

1. 3TFF Amazon EC2 ##l& , it A https://console.aws.amazon.com/ec2/o
2. TEHBHZIIE AMI BFEH| Amazon Web Services Marketplace,

M AMI Amazon Web Services Marketplace

177
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® Note

EERGIE , FRRENZKGIENFENDESENERREM, & Amazon EC2 2
FEHR , EALE HINER” SRPMITIRE,

3. ZEMBEEET Snowball Edge LETHMNARR , HAEEREEMEITHE,

/A Important

- XX# AMIs 2%,
« J&HY AMI Y EBS BRTEN 10 TB, HMBWEE AMI RTEHIEFIER EBS B
R XFRBTHRESH AMI FRENSHZREMFNGE, RZFLERE , ETLE
BXOIH A NREEFMES S,
- &/ AMI RV EBS RREBTGINE,
4. HEOIEESMIE , HEEAT SSH BRAXNE PEM 5 PPK XH4EIAR., HizXHREFIETXIAT

5 Snowball Edge IR & #ATEERIRS 2R, I8 T ZXAFAIREE , BN SIREM SSH EETRE £
By EC2RAXLHIRT , IREFEZBE

/A Important
MBEREFUTE | HEUE Snowball Edge IR &8 , ST EMFERA SSH EEREHSE
B,

5. FZXHIREFAN AMI, BEXESZER , BEZHLIH EC2 AFER AL S# Linux S54] EC2 A
P,

6. XNTEMEA SSHEZINBNRPEESE 14 5, BESLHESA SSH ZAXNNEIER |, HIRE
BZ2XEM. AMIs

7. BE , HETHERES AMIs | ATLUHEFNINEEHIRE P,

FEWERZEN AMI A INE Snowball Edge

HRZ IR EHRILET |, WAL AMIs BER NI IER, BXRHA , HSRFELVREGES A
Snowball Edge 2%, EicfE , REXR VMs FiETI8E , BX AMIs X XM £ P TheEH 1T 7 M,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html
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® Note
L YR{E A E LA Import/Export [Ei& &R0 AMIs ERIHRERZBERE S AELHLET , ¢RAT
ORI VMs EREAREREHELN. B2 , AEXFNRERSKTE Snowball Edge Lt
AT7MRMBIE, BEREETESARE LNWELBRGPNEMREREREHHERIE
#.

/A Important

Eff Amazon BRSK1E Snowball Edge LIEEIETT , #AAFRS KO, BXRESE
B |, &2 Snowball Edge £ Amazon BRE im0 E K,

T ER Windows AMI 7% 10%E| Snowball Edge

3 F6E A XM Windows RIERZHIE AL (VMs) , BRI LB Amazon fERE LN S A /S &
Windows E#IHIRGS A |, REEDEINEN U L EEZFE S AIZZRFM AMI,

B iFA (BYOL)

Snowball Edge X #5# A{RE C B F AHEF M Windows § AMIs AfREViE®E £, BHFH (BYOL)
=REEEN AMI REA#F TiEH 2 AmazonfidfE, Amazon A BYOL ATIRMH T HEMET AP
BIEIM

&0 LU Windows VM BRGR INEI IRV 1R R A Amazon , FERFNES A using VM & | Import/
Export REEDEINEW LA GEETES ATSNIRE D, REEFMERTF AMIs B Windows
Amazon, At , MREETE Snowball Edge 8% LFER AMI , N AMEIEFS A B S K Windows k&
PR GH B #F JiE, A< Windows ¥ a]f BYOL WEZ{E L |, 25 Amazon Web Services #l
Microsoft : & I [a] &,

BIZE S A Snowball Edge #9 Windows EE A #1BR &

E 6|2 Windows ERIHLBEG | IREE—/X$F Windows F macOS BERSEWELLIRE | Hlan,
VirtualBoxfE A Snow & & BIZEEAE , BINBIUEZEDHEFH D RAM RMETF 4 GB &L EHL
MBI HIETE , BYRRERERS ( Windows Server 2012, 2016 = 2019 ) » E %% Snowball
Edge REFTEN R EF , BIRBAT HHVH AR 1TRE,

=it Windows AMI £ Snow & & Liz1T , YRATUR N
virtiO. FLR. NetVCM. Vioinput, Viorng. Viosci. Viosci, Viosci, Viossial MIEzhFEF. VioStor
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https://www.amazonaws.cn/windows/faq/
https://www.amazonaws.cn/windows/faq/

Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***

YRATLAM virtio-win-pkg-scripts#7f& B Ff T £ Al T7& Windows R £ 23X LR B2 FH) Microsoft X
HZEFREF ( virtio-win-guest-tools-installer ) . GitHub

(® Note

WRETIFELARGEZES ACEHEN Snow RE , NEDHRGSHLTH RAW #&
o

#12 Windows BR{&

1. FE&H Microsoft Windows THE L , EFEFHE , ASH A devmgmt .msc , FTFRZEESR.
2. ‘EEX&A | ERRE, ARERERMNIEES,

® Note

XNTF Windows 11, BEE THNERFERERRE , ARE “BRE RBEFER R
|BARFE M SR T

3. EMSH , EBT—F,

4, EBRRZEBRFIMNIREBNES (SR ) , RAEEERT %,

5. RELTHMERE K RAREET—F,

6. ERMNEAZRE , THHEEXHEFRRIIE , AEXE 1ISO X,

7. TEISO Xfe |, ¥ E| Driver\W2K8R2\amd64 B , REHE . INF X4,

8. RN, EBRITF  REEEEE.

9. BIRHBFENE , BB T—F , ARELEMAERT—F. RARERTNK.
RERERAFTEDIRFRERE, XREGTEE , RELESFEI - 1M EEHNENS , RTRE
FEMEB, BAFUEE LR,

1B E &4 [E] &

1. HATERNSHIRFN LT (ARET ) K&,
2. &R, BERBRERENEIBFRE , RELEEEE,

BHRFERE , BUEAUERE LE3) AML
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FERHLIRES A Snowball Edge

ERPRGEZRES , EAINERAER - METUHRES AERREZ.

« E=FFEA VM Import/Ex port — HEFEL RG-S A Amazon FHEMHA AMI B , AIAETITE
RS ERMEENIZE P, Amazon Snow RIIBEERFEEXEZELE , B5H (ELWL Import/
Export AF1EmE) H# “FEAEMS A/S HFELIENRES A7,

o EARHERBIELRIE QMR E E — EAILUER Amazon OpsHub 5 Amazon Command Line Interface
(Amazon CLI) FERHMGKEES AT RED,

BXREAWEE Amazon OpsHub , BZREARMFEH EC25 Amazon FRAKITE LI,

BXFERAEE Amazon CLI , EZFRNE LR ES A Snowball Edge %%,

74 Snowball Edge § H&#FHYIL S 3# Linux 2 AMI

EFER Amazon Linux 2 B#T AMIs ZISRFTRA , MNP S HRHH Amazon Linux 2 B AR £
Amazon Web Services Marketplace , A5 1ZE LYK S A Snow &&,

1. f#HMssm get-parameters Amazon CLI @3 5 EF &E K Amazon Linux 2 AMI B S FTER R 1D
Amazon Web Services Marketplace.

aws ssm get-parameters --names /aws/service/ami-amazon-linux-latest/amzn2-ami-
hvm-x86_64-gp2 --query 'Parameters[@].[Value]' --region your-region

ZTLIRE AMI RS ID, 0 ami-0ccb473bada910e74,

2. SHHRFH Amazon Linux 2 B, ESHRL S EC2 AFEEFHNEZNT S HREMREG
(AMI) S HE#H., EH Amazon Linux 2 AMI B FTBR& ID fE7 ec2 export-image T H
image-id ¥ E,

3. fEA Amazon CLI 5% VM B &5 A Snow %% Amazon OpsHub,

- BXFEANESR Amazon CLI , HZ I EE LR EG S A Snowball Edge %

- BXREAMER Amazon OpsHub , BZ W HEGIERN ST Si# EC25AH AMI S A Amazon
OpsHub,
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https://docs.amazonaws.cn/vm-import/latest/userguide/vmimport-image-import.html
https://docs.amazonaws.cn/snowball/latest/developer-guide/manage-ec2.html
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T EE INLBR 8 S A Snowball Edge & &

B LAE A Amazon CLI FEE #A#l Import/Export BRZSFE LN (VM) BEGIER I S R (AMI)
£ A% Snowball Edge &%, SAERRYBREE , HZBREEMA AMI, REFHEMER EC25
Amazon REMZEHIFE 3N,

£ 8IZ1TW Snowball Edge iR & HESET , AL AMIs M D57 EC2 Ei& & %R M1iT I Snowball
Edge &% . W%l Snowball Edge 8% /5 , BEALI R, BXEZER , SR EFITENFHEE
i,

& o] LAEAH Amazon OpsHub E&EERINRGE X4, BXEZER |, ESRAERPHNNEGER
EC23# %A Amazon B9 AMI & A FIZHIREH,

£l

« B F . EREPHEGHAFTHE L& F Snowball Edge 2%
- 582 % : £ Snowball Edge Fi%EFFEMNR

- B3H . HEDHBREGIENREBS A Snowball Edge

« B 4 . £ Snowball Edge EFFRESEM S AMI

« B 5 : M Snowball Edge E# AMI /557 3£ 41

+ Snowball Edge K Eftt AMI 21E

E1F . EREPVREGHETFH E4£F Snowball Edge 8%

B M Amazon EC2 AMI S IEfEFERE LY A SEFI A S HEAHLER® | Import/Export =&
Amazon Web Services = EREBERNWELLE B EAR 4 K E LIRS | SKRARZELSYRE,

EFARBNS A/S EF Amazon EC2 2615 H A ELNRE , BSRE YA F 5/ £ A E I
NS A/SHFEASEHNER. Import/Export EfAELIHNS A/S HF Amazon EC2 AMI &5
REEWAE |, FSHEE B Import/Export AAFIER PN EZNT S RERE (AM) S HEBL,

TN SRS 3 IR 35 AE B RE SAHLAR 45 | iE#RTE Snowball Edge %% L iZMU&EL B R A AMI, & TTAE
ZERBEHREREU T,

- BENEHBRIERS,

b iﬁlﬁi*ﬂ:%o

- BREE T MERBEMIL (NTP) .
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https://docs.amazonaws.cn/snowball/latest/developer-guide/manage-ec2.html#ec2-ami-import
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https://docs.amazonaws.cn/vm-import/latest/userguide/vmexport.html
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- WEXE , I¥E SSH 2. #IEZANNEMEIR, BXRELEEL , S HE Snowball Edge L
Fi SSH EEFIENITERH,

- RENBEEEFE Snowball Edge &% L A ERIE4,

® Note
F£9 Snowball Edge RZEZHWERRN , HEEU TR,

- Snowball Edge B AI{X%#FS A RAW E&E X RE,
* Snowball Edge B AIM{XXHS A K/ 1 GB &l 1 TB ZE KRR,

R HAHLAR 5 L 4% B Snowball Edge &% LB Amazon S3 17118

HEZFELNMGT , FH L& F Snowball Edge 8 Z &R L1 S3 F#EM. YRATLLEA Snowball
Edge L# S3 5EELES 3R A Amazon S3 HI 1Ak 22 B K L& R BB,

£/ S3 Adapter £ 1& & #AHLBR &
o A cp W HTEEENMEXXHEHFRE LN EERS,

aws s3 cp image-path s3://S3-bucket-name --endpoint http://S3-object-API-
endpoint:443 --profile profile-name

BXEZER  FSHEKIEEPHIFN Amazon CLI 835,

£ Snowball Edge L{# A3 %A Amazon S3 W17k 28 (6] £ 1% BB BAHL AR &
- f£MA put-object W RFRBXHEHIFEE LN FHEME.

aws s3api put-object --bucket bucket-name --key path-to-snapshot-file --
body snapshot-file --endpoint-url s3api-endpoint-ip --profile your-profile

AXEZELR , HS9% Snowball Edge &% E# A S3 WK,

B Y EREDINGEGAFHE LZE Snowball Edge 8% 183


https://docs.amazonaws.cn/snowball/latest/developer-guide/ssh-ec2-edge.html
https://docs.amazonaws.cn/snowball/latest/developer-guide/ssh-ec2-edge.html
https://docs.amazonaws.cn/snowball/latest/developer-guide/using-adapter-cli.html
https://docs.amazonaws.cn/snowball/latest/developer-guide/objects-s3-snow.html
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8 2 25 : 7£ Snowball Edge Li%EFTERIAR

ERBIE A, BABIE Snowball Edge %% EC2. Amazon FAF Import/Export £ 79 B #LH11% E X
PR o

@ Note
REXENRENRSARMERAMAT Snowball Edge &% L.

£ Snowball Ed Import/Export ge _t £ F & £\ ¥ 7 35 B9 1 BR

EFHBS AT , XEA Y Snowball Edge %% Import/Export L E EAHIBE1Z A BHNET
KEEAIE IAM A, RIZAGRKRTTHMNR , LiFi&F Import/Export £ E RN R FM#ERE L
S3 TFE PR,

IS 1EREE json X4+

LUTREEMMEACNEEERIE RS , X VM Import/Export F BETHRIEEM S3 ZEHE S ARR
il

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",

"Principal":{
"Service":"vmie.amazonaws.com"

3,

"Action":"sts:AssumeRole"

BIEERE json XHBIEAE

ABBZFALLR vmimport, BAILAER S HF I --role-name IETIX H#HTE X :

% 2 % . 1£ Snowball Edge L& EFTEM R 184
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aws iam create-role --role-name role-name --assume-role-policy-document file:///trust-
policy-json-path --endpoint http://snowball-ip:6078 --region snow --profile profile-
name

LT R create-role S RAIE L,

"Role":{
"AssumeRolePolicyDocument": {
"Version":"2012-10-17",
"Statement": [
{

"Action":"sts:AssumeRole",
"Effect":"Allow",
"Principal”:{

"Service":"vmie.amazonaws.com"

},

"MaxSessionDuration":3600,
"RoleId":"AROACEMGEZDGNBVGY3TQ0JQGEZAAAABQBBE6NSGNAAAABPSVLTREPY3FPAFOLKI3",
"CreateDate":"2022-04-19T22:17:19.8232Z",

"RoleName":"vmimport",

"Path":"/",

"Arn":"arn:aws:iam::123456789012:role/vmimport"

NABOIERMK

AR R BIK B EF G R Amazon S3 FREHRIENR. ff Amazon S3 FHEBEMERI N TS LGN
Bfo X FINIH Snowball Edge 8% , iEsnow-idEEIEL ID., XN FREEE |, snow-idiFE
WRHEE ID, BE I LAEA IR — S/ DB Import/Export AILAM RS A RBHMNE. BIEEE
HY R BE json X4

JSON

"Version":"2012-10-17",

% 2 % . 1£ Snowball Edge L& EFTEM R 185
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"Statement": [
{
"Effect":"Allow",
"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:GetMetadata"
1,
"Resource": [
"arn:aws:s3:snow:account-id:snow/snow-id/bucket/import-snapshot-
bucket-name",
"arn:aws:s3:snow:account-id:snow/snow-id/bucket/import-snapshot-
bucket-name/*"

1

156 P SR B ST 4 B 2 SRS

aws iam create-policy --policy-name policy-name --policy-document file:///policy-json-
file-path --endpoint http://snowball-ip:6078 --region snow --profile profile-name

LA & create-policy #55B %i H =61,

{
"Policy":{
"PolicyName":"vmimport-resource-policy",
"PolicyId":"ANPACEMGEZDGNBVGY3TQOJQGEZAAAABOOEE3ITIHAAAABWZIPI2VW4UUTFEDBC2R",
"Arn":"arn:aws:iam::123456789012:policy/vmimport-resource-policy",
"Path":"/",
"DefaultVersionId":"v1",
"AttachmentCount":0,
"IsAttachable":true,
"CreateDate":"2020-07-25T23:27:35.690000+00:00",
"UpdateDate":"2020-07-25T723:27:35.690000+00:00"
}
}
HREHMIEAE
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FREEMMNE LRABHRFIHRIFFERRNNIR, XA E I Import/Export RS MIZE LB
Amazon S3 TE{RE,

aws iam attach-role-policy --role-name role-name --policy-arn
arn:aws:iam::123456789012:policy/policy-name --endpoint http://snowball-ip:6078 --
region snow --profile profile-name

SR &£ Snowball Edge LFFERIRR

BR T Snowball Edge EE#L4l Import/Export E#EN A G , EELTERAFEE RTINS ACRE
#4 VMIE IR, MEZFEARAMRAFRITSA , RAFCHEMBENFTENIR , HIt&a Bk
LD EBEE 3 F,

FELTEA IAM PR B EEF TS ABNAF.

* pass-role

* get-role

NAELIERR

LTRATFAFPX IAM AT get-role # pass-role BRIEM REIKEE,

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action": "iam:GetRole",
"Resource":"*"

},

{

"Sid": "iamPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource'": "arn:aws:iam::*:role/snowball*",
"Condition": {
"StringEquals": {
"iam:PassedToSexrvice": "importexport.amazonaws.com"
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158 P SR B SCAF B 2 KB

aws iam create-policy --policy-name policy-name --policy-document file:///policy-json-
file-path --endpoint http://snowball-ip:6078 --region snow --profile profile-name

LA 2 create-policy #5<5 B i H =61,

"Policy":{
"PolicyName":"caller-policy",
"PolicyId":"ANPACEMGEZDGNBVGY3TQOJQGEZAAAABOOOTUOE3AAAAAAPPBEUM7Q7ARPUES53C6R",
"Arn":"arn:aws:iam::123456789012:policy/caller-policy",
"Path":"/",
"DefaultVersionId":"v1",
"AttachmentCount":0,
"IsAttachable":true,
"CreateDate":"2020-07-30T00:58:25.309000+00:00",

"UpdateDate":"2020-07-30T00:58:25.309000+00:00"

ERRRIEE , FHZERMMINER 8 A Amazon EC2 API % CLI #1ES AREBH 1AM A,

aws iam attach-user-policy --user-name your-user-name --policy-arn
arn:aws:iam::123456789012:policy/policy-name --endpoint http://snowball-ip:6078 --
region snow --profile profile-name

#£ Snowball Edge EC2 APIs EZ{ &8I &z Fr EHI IR

ESARE , IAM AFMSMEER ec2: ImportSnapshot R, MBAREEREI A A RNER , 7]
LAEAXec2: *INRIBF LM Amazon EC2 17 RINR. LT RAIELNIER LR FHREHAmaz
EC2 onfIiX R, SIEBEMRABHI R4 -
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"ec2:ImportSnapshot",
"ec2:DescribeImportSnapshotTasks",
"ec2:CancelImpoxrtTask",
"ec2:DescribeSnapshots",
"ec2:DeleteSnapshot”,
"ec2:RegisterImage",
"ec2:DescribelImages",
"ec2:DeregisterImage"

1,

"Resource":"*"

158 P SR B 324 B 2 SR B

aws iam create-policy --policy-name policy-name --policy-document file:///policy-json-
file-path --endpoint http://snowball-ip:6078 --region snow --profile profile-name

LA 2 create-policy o5+ B9 %1 H /R4l

"Policy":
{
"PolicyName": "ec2-import.json",
"PolicyId":
"ANPACEMGEZDGNBVGY3TQOJQGEZAAAABQBGPDQC5AAAAATYNG62UNBFYTF5WVCSCZS™",
"Arn": "arn:aws:iam::123456789012:policy/ec2-import.json",
"Path": "/",
"DefaultVersionId": "v1",
"AttachmentCount": 0,
"IsAttachable": true,
"CreateDate": "2022-04-21T16:25:53.504000+00:00",
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"UpdateDate": "2022-04-21T16:25:53.504000+00:00"

ARG , FHZEREHINEF A Amazon EC2 API 5 CLI #ES AREH IAM AR,

aws iam attach-user-policy --user-name your-user-name --policy-arn
arn:aws:iam::123456789012:policy/policy-name --endpoint http://snowball-ip:6078 --
region snow --profile profile-name

% 35 FEMIBRGIERNRE S A Snowball Edge

T—SREREZ LFEMNREBHENREBS A, S3Bucket ZHNERTEEMNNBMREHN FRHBHN A
#ro S3Key SHMERZFH# M T E B BRGSTAF IR,

aws ec2 import-snapshot --disk-container "Format=RAW,UserBucket={S3Bucket=bucket-
name,S3Key=image-file}" --endpoint http://snowball-ip:8008 --region snow --
profile profile-name

BEXEZEER , 520  Amazon CLI 55 %) ## import-snap shote
SR EHUTH*.

* [--client-data value]
* [--client-token value]
* [--dry-run]

* [--no-dry-run]

* [--encrypted]

* [--no-encrypted]

* [--kms-key-id value]

* [--tag-specifications value]

Example import-snapshot a8 i H

"ImportTaskId":"s.import-snap-1234567890@abc",
"SnapshotTaskDetail": {
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/import-snapshot.html
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"DiskImageSize":2.0,
"Encrypted":false,
"Format":"RAW",
"Progress":"3",
"Status":"active",
"StatusMessage":"pending",
"UserBucket":{
"S3Bucket":"bucket",
"S3Key" :"vmimport/image@l"

(® Note

Snowball Edge BRIR ATFEARREZ—XEIT—MNEERNSAKL, EEFFHNEAES  E
AEFHNESER , EAEEFHPERS MNTATR. IRFE , B SUEREUE S
WS A, REFLLIER | ENESANREHER Snowball Edge &%, MREBEFZRE , NS A
FERM , FEHEFERZALGENPER, EEERBSAESHRS , BEAUTHS :

aws ec2 describe-import-snapshot-tasks --import-task-ids id --endpoint
http://snowball-ip:8008 --region snow --profile profile-name

SU8% 4 : 7£ Snowball Edge ERFREREM A AMI

BRI FREBEAREE , BAIUERA register-image i HX E#ITEM-

(® Note
REZ AMI BFERBER AT AR , & 8eEM AML,

BEXEZER , 52 ( Amazon CLI (852 E) HM register-images

Example register-image @5 5HY

aws ec2 register-image \
--name ami-01 \
--description my-ami-01 \
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--block-device-mappings "[{\"DeviceName\": \"/dev/sdal\",\"Ebs\":{\"Encrypted\":false,
\"DeleteOnTermination\":true,\"SnapshotId\":\"snapshot-id\",\"VolumeSize\":30}}1" \
--root-device-name /dev/sdal \

--endpoint http://snowball-ip:8008 \

--region snow \

--profile profile-name

DT RRZEBERS JSON WRBl. BXEZEE , 55 ( Amazon CLI s 55 E) FH register-
image block-device-mapping .

[
{
"DeviceName": "/dev/sda",
"Ebs":
{
"Encrypted": false,
"DeleteOnTermination": true,
"SnapshotId": "snapshot-id",
"VolumeSize": 30
}
}
]

Example register-image 5 H

"ImagelId": "s.ami-8de47d2e397937318"

H 5 : M Snowball Edge £# AMI /3 3 3= 451
ERFEH, ESF ( Amazon CLI 8 HEZE) H run- instances.

image-id SHMERIEN register-image e S # HAY Imageld BFHIE,

aws ec2 run-instances --image-id image-id --instance-type instance-type --endpoint
http://snowball-ip:8008 --region snow --profile profile-name

"Instances":[

{
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Amazon Snowball Edge FF X &/

**Unable to locate subtitle***

1,

"SourceDestCheck":false,
"CpuOptions": {
"CoreCount":1,
"ThreadsPerCore":2
},
"Instanceld":"s.i-12345a73123456d1",
"EnaSupport":false,
"ImageId":"s.ami-1234567890abcdefg",
"State":{
"Code":0,
"Name":"pending"
.
"EbsOptimized":false,
"SecurityGroups":[
{
"GroupName":"default",
"GroupId":"s.sg-1234567890abc"

1,
"RootDeviceName":"/dev/sdal",
"AmiLaunchIndex":0,
"InstanceType":"sbe-c.large"

"ReservationId":"s.r-1234567890abc"

@ Note

&8 L Amazon OpsHub B ZIE6l, BEXEZER ,

Amazon A6,

Snowball Edge BYE A AMI #4E

R LAE A H A Amazon CLI @ B REZRRBS RS, REAESAREBHEFHAEFE. BUESARR
LR R BR S AT RS BUE E AR R

£ Snowball Edge L4 #RBS RS

EEEFESAHENYIRES , B LUE1T Amazon EC2 describe-import-snapshot-tasks @

T, W HXZEE task-state EHTH TGk,

ESRARNEERNE3 EC25

Snowball Edge By ELfh AMI 324E
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https://docs.amazonaws.cn/snowball/latest/developer-guide/manage-ec2.html#launch-instance
https://docs.amazonaws.cn/snowball/latest/developer-guide/manage-ec2.html#launch-instance
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Example describe-import-snapshot-tasks T H

aws ec2 describe-import-snapshot-tasks --import-task-ids id --endpoint http://snowball-
ip:8008 --region snow --profile profile-name

Example describe-import-snapshot-tasks e HH

"ImportSnapshotTasks": [
{

"ImportTaskId": "s.import-snap-8f6bfd7fc9ead9aca",

"SnapshotTaskDetail": {
"Description": "Created by AWS-Snowball-VMImport service for

s.import-snap-8f6bfd7fc9ead9aca",

"DiskImageSize": 8.0,
"Encrypted": false,
"Format": "RAW",

"Progress": "3",

"SnapshotId": "s.snap-848a22d7518ad442b",
"Status": "active",

"StatusMessage": "pending",

"UserBucket": {
"S3Bucket": "bucketl",
"S3Key": "imagel"

(® Note
BHTREREE 7 RAKDTRRAREN EMEROESHRE, HiRXXEF Name=task-

state, Values=active | deleting | deleted | completed

TR ZEFEUATSH

* [--dry-run]

* [--no-dry-run]
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HUE Snowball Edge EHI S AES

EEHS AES , 21T cancel-import-task %,

Example cancel-import-task & HY

aws ec2 cancel-import-task --import-task-id import-task-id --endpoint http://snowball-
ip:8008 --region snow --profile profile-name

Example cancel-import-task @ HH

{
"ImportTaskId": "s.import-snap-8234ef2a@lcc3b0c6",
"PreviousState": "active",
"State": "deleting"

}

(® Note

REEBUE R T E ERIRSHES

S FAXEFUATSH.

* [--dry-run]

* [--no-dry-run]

& Snowball Edge LAY IRER

SARRBE , ZAUERAKGSNEBTHER, EHERR , SBAIER LTS AES NP HRER
ID £ X\ snapshot-ids. tt&$ X volume-id, status M start-time £ 1790 THMTFLL,

Example describe-snapshots @& #Y

aws ec2 describe-snapshots --snapshot-ids snapshot-id --endpoint http://snowball-
ip:8008 --region snow --profile profile-name

Example describe-snapshots a5 HEY
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"Snapshots": [
{

"Description": "Created by AWS-Snowball-VMImport service for s.import-
snap-8f6bfd7fc9ead9aca",

"Encrypted": false,

"OwnerId": "123456789012",

"SnapshotId": "s.snap-848a22d7518ad442b",

"StartTime": "2020-07-30T04:31:05.032000+00:00",

"State": "completed",

"VolumeSize": 8

LEan B AT TS

* [--restorable-by-user-ids value]

* [--dry-run]

* [--no-dry-run]

M Snowball Edge &% il BR 1R BR
ERREMEETBEENRE , BAILMEA delete-snapshot fo

Example delete-snapshot s 5 #Y

aws ec2 delete-snapshot --snapshot-id snapshot-id --endpoint http://snowball-ip:8008 --
region snow --profile profile-name

(® Note
Snowball Edge X £l BR&Ab TR0 RS HARIEE RN AMI RIZRZHRER,

LEan B AT TS

* [--dry-run]

* [--no-dry-run]
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£ Snowball Edge L£3¥ %5 AMI

BHUETBEE AMIs BEM |, ATLliE Tderegister-image®©. BB ZIFECHEMAL F ikt
BIRASH AMI,

Example deregister-image S H

aws ec2 deregister-image --image-id image-id --endpoint http://snowball-ip:8008 --
region snow --profile profile-name

T AXEFEATSH

* [--dry-run]

* [--no-dry-run]
£ Snowball Edge &% £ A Amazon CLI 1 API #1E
f#F Amazon Command Line Interface (Amazon CLI) 2 API 44 Snowball Edge £ % tH

IAM, Amazon S3 M Amazon EC2 ta = Hf , MIUFEEregion “ ” snow BRI LAEAG A
HAmazon configuresEMm AT ARITLHIRE , AT RAIFT R,

aws configure --profile ProfileName
Amazon Access Key ID [None]: defgh
Amazon Secret Access Key [None]: 1234567
Default region name [None]: snow

Default output format [None]: json

G

aws s3 1ls --endpoint http://192.0.2.0:8080 --region snow --profile ProfileName

Snowball Edge £ it &= 5IH R EELE

7 Snowball Edge LBzt ERplfE , HHE S IEMKZEO NEREM IP ik, Snowball Edges X
BFRAMEED  —HREMNEZED  S—HREEMRKZED,

£ Amazon CLI #1 API #&4E 197
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EEAM & (VND-E LM EE O 2iE#ZS Snowball Edge £ EC2EBEHIMNFREMEED, Tt
EARFEREZEMEED , BLTANE EC2RABXFIBE - VNI, BY VNI W REZHREENR
SHRY, BREE VNIsERA F#EH Snowball Edge B9 ¥ M &% O < Bk .

(® Note

VNI £ 5E 3 Snowball Edge MEH¥IEE D ( RI4SSFP+ =% QSFP ) . AEAATIRE
EENYEBEZEOMAEELMYIEEO L6ZE VNI JELSBENER,

BEEMEED (DNl ) - BEMNKED (DNl ) —MERMEEHE , TRAABR. REBHAMARK
HEERAZE, BIERHTEMAPEZRITENER T AEGIRMEE 2 EREHRNR , &5
BATE Snowball Edge B EE LIRBEANREEH RS ML, DNIs X# VLAN FRiEHM B E
Y MAC tbiit, £4£4 DNIs TR FBHRE.

£ Snowball Edge %% L , DNIs AJBL5., SFP = RJ45 QSFP % OBk, BMNEBKOKZ X 63
A DNIs, DNIs T 5 F & Snowball Edge #J[E—/MYIIE W &% O A< Bk,

(® Note
Snowball Edge F#£3{E1t ( 28 EC2 it&EIhgE ) WiRZFF X, DNIs

£l

« Snowball Edge DNIs = VNIs & FH & REH
« 7£ Snowball Edge Fi&BREIMLEED (VNI
« 7£ Snowball Edge EiZBEZEM&#E O (DNI)

Snowball Edge DNIs = VNIs B _E# £ R &4

EEE VNI = DNI 281 , BBARESHFSUT HREMH,

1. BREMEZFDES , HEZN —MPEREKED (Hl0 RI45 %O ) EBET IP thubiE#E,
2. IREVSYRTE Snowball Edge L1 B 38 W48 32 O < BX Y IP ot
3. & & Snowball Edge & i, BEXEZELR |, i35 71 Snowball Edge & F i it i& Bl B XX 4F o

DNI #1 VNI ZeiRs 4 198
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4. BEE Amazon CLI, BXEZEE , 155 < Amazon Command Line Interface A F 15
Y Amazon CLIFHY <ATT) »

5. MBRZ,

- AT Amazon OpsHub f#8iig®&. BXEZEE , BZHMEA nowball Edge. Amazon
OpsHub

- f£M Snowball Edge &P infE8iiR %, BXEZER , S #491 Snowball Edge.
6. MEiIRF LFz3) EC2RAMER, LFEN VNI 5iZLFIHExEk,

7. f£F Snowball Edge & i%iz1T describe-device i f, ZooHNHHFREAVENEZEON
5%k IDse BXEZER , S H &F Snowball Edge HIIRES.

8. WMALEMANYEMNEZZEOMNIDHiZTE.

£ Snowball Edge LiRERE#IMLZEEO (VNI)

HEREYMEMNEEON IDE , BUNERZMEZOREEUMNSEED (VNI) . BEANTIRER
B VNI, E8I2 VNI 281 , BFHBHITREREMHES.

BIZ VNI FXEX IP it

1. {#F Snowball Edge & Fi%ia1T create-virtual-network-interface v, AT RHIER
FERAARMTRER IP it 5B 5% ( DHCP = STATIC ) 21Tt tn. DHCP &R ENEE
Y ( DHCP )

snowballEdge create-virtual-network-interface \
--physical-network-interface-id s.ni-abcd1234 \
--ip-address-assignment DHCP \

--profile profile-name

//O0R//

snowballEdge create-virtual-network-interface \
--physical-network-interface-id s.ni-abcd1234 \

--ip-address-assignment STATIC \

--static-ip-address-configuration IpAddress=192.0.2.0,Netmask=255.255.255.0 \
--profile profile-name

ZmoIRE—1 JSON &1 , EdhEE IP ik, idTiZ IP it , LMEEHBENRESSZec2
associate-address Amazon CLI fs s —#EH,
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https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-getting-started.html
https://docs.amazonaws.cn/snowball/latest/developer-guide/connect-unlock-device.html
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FUREEXA IP itrt | B LAEH Snowball Edge Client &% Snow describe-virtual-
network-interfaces ball Edge &/ iwman '3 Amazon CLI ifFaws ec2 describe-
addressesXIRHLE,

2. fEMH Amazon CLI ¥ IP i3t 5 EC25%ALHIHXE , BENESRL BN

aws ec2 associate-address --public-ip 192.0.2.0 --instance-id s.1i-01234567890123456
--endpoint http://Snowball Edge physical IP address:8008

£ Snowball Edge Li%EEEML#EO (DNI)

(® Note

BEEMEEONET 2021 £1 A 12 BE XS 25 EH , FBEEFRETHA Snowball Edges
Amazon Web Services X1, #yit: 5 & A

£ Snowball Edge £3R18 DNI B9 50 R &4

FIREEEMEED (DNI) Bl , BHHHITRRFHE T PES
1. #EiRE DNI Z i , BHITERFZHES. BXEHA , HSFESnowball Edge DNIs 3 VNIs H E# 5
REE

2. WA, BAERE LREEA] , 012 VNI FHREEZSFIXREK, XA , BHSHE Snowball
Edge FIREREMMEED (VNI

® Note
MRIEEH in-the-field R ERM AN IARE RN T BN , M LAEHEBHIREFRS 8
bR AR )

B3 DNI FH<Ex IP i#thit

1. BRESTUTRSOREREMNSEOFHEERES EC25 Amazon #BMNXH, ETT—FH , &
FEIRZH MAC ik,
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create-direct-network-interface [--endpoint endpoint] [--instance-id instanceId]
[--mac macAddress]
[--physical-network-interface-
id physicalNetworkInterfaceId]
[--unlock-code unlockCode] [--vlan vlanId]

pridl

--endpoint <endpoint> EFHFEREZEFNIHR, BRFNHEILFRE—MEA https AR
BEBR—IP #itfy URL, #lan , MNRERFH IP #hitl 123.0.1.2 , NERZHIE G2
https://123.0.1.2,

--instance-id <instanceld>EE#ZEOMN EC2FHRAXH| ID ( 71k )
--mac <macAddress> iZEMEKZ O MAC Hbit ( 7Tk ) o

--physical-network-interface-id <physicalNetworkInterfaceld> f T 8IEHE
EIRMERZONYEMEED ID, BHULER describe-device R ¥E Snowball Edge £ 7]
RABYIEMEED,

--vlan <vlanld> F#EOERESHA VLAN ( T ) . BERE , NEORENFERERGE
AIEEH VLAN ID #1THRI2. FIEER VLAN ID SHEAREHRTIIE | HE4EEDSEH 2 5T R
AtE VLAN #7i2,

2. fIZ DNI ¥ HEE#ARFIXERG , BHUMIE EC23 A Ama EC2 zon HIEHIFHITHIEEE
o
- HERHITEN , BRAZESLEE EC2RAZFIXEH VNI HEIEEET eth0 X%,
s FIMBERNFHENEZEMNEZZEOARENESSER DCHP SELS IP,

LUTREEFRATILIS®E Linux 2 1 CentOS Linux B shell BIZASHY RHI | X LEHIAS AT 3 1T X LB B 50
o

Amazon Linux 2

# Mac address of the direct network interface.
# You got this when you created the direct network interface.
DNI_MAC=[MAC ADDRESS FROM CREATED DNI]
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# Configure routing so that packets meant for the VNI always are sent through
etho.

PRIVATE_IP=$(curl -s http://169.254.169.254/latest/meta-data/local-ipv4)
PRIVATE_GATEWAY=$(ip route show to match 0/0 dev eth® | awk '{print $3}')
ROUTE_TABLE=10001

echo "from $PRIVATE_IP table $ROUTE_TABLE" > /etc/sysconfig/network-scripts/
rule-etho

echo "default via $PRIVATE_GATEWAY dev eth® table $ROUTE_TABLE" > /etc/
sysconfig/network-scripts/route-eth@

echo "169.254.169.254 dev eth@" >> /etc/sysconfig/network-scripts/route-eth0

# Query the persistent DNI name, assigned by udev via ec2net helper.
# changable in /etc/udev/rules.d/70-persistent-net.rules
DNI=$(ip --oneline link | grep -i $DNI_MAC | awk -F ': ' '{ print $2 }')

# Configure DNI to use DHCP on boot.
cat << EOF > /etc/sysconfig/network-scripts/ifcfg-$DNI
DEVICE="$DNI"

NAME="$DNI"

HWADDR=$DNI_MAC

ONBOOT=yes

NOZEROCONF=yes

BOOTPROTO=dhcp

TYPE=Ethernet

MAINROUTETABLE=Nno

EOF

# Make all changes live.
systemctl restart network

CentOS Linux

# Mac address of the direct network interface. You got this when you created the
direct network interface.

DNI_MAC=[MAC ADDRESS FROM CREATED DNI]

# The name to use for the direct network interface. You can pick any name that
isn't already in use.

DNI=ethl

# Configure routing so that packets meant for the VNIC always are sent through
etho
PRIVATE_IP=$(curl -s http://169.254.169.254/1atest/meta-data/local-ipv4)

RE DNI
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PRIVATE_GATEWAY=$(ip route show to match 0/0 dev eth® | awk '{print $3}')
ROUTE_TABLE=10001

echo from $PRIVATE_IP table $ROUTE_TABLE > /etc/sysconfig/network-scripts/rule-
etho

echo default via $PRIVATE_GATEWAY dev eth@ table $ROUTE_TABLE > /etc/sysconfig/
network-scripts/route-eth@

# Configure your direct network interface to use DHCP on boot.
cat << EOF > /etc/sysconfig/network-scripts/ifcfg-$DNI
DEVICE="$DNI"

NAME="$DNI"

HWADDR="$DNI_MAC"

ONBOOT=yes

NOZEROCONF=yes

BOOTPROTO=dhcp

TYPE=Ethernet

EOF

# Rename DNI device if needed.

CURRENT_DEVICE_NAME=$(LANG=C ip -o link | awk -F ': ' -vIGNORECASE=1 '!/link\/
ieee802\.11/ && /'"$DNI_MAC"'/ { print $2 }')

ip link set $CURRENT_DEVICE_NAME name $DNI

# Make all changes live.
systemctl restart network

£/ SSH i%##£ %] Snowball Edge £ #itE L4l

BEEA L2/ (SSH) EHEF] Snowball Edge LRVITE SRS | & UE RN T ETURIEH 62 SSH
o

o EBIEMELRITHRERN , BUURERALDHYEEREG (AMI) B SSH 4], BXELZER , 7S
1% €227 ¥ Snowball Edge BI1ES

- EBIEES AZ Snowball Edge B E\NBRERET , BATLLA AMI 1R SSH B4, BXEZER
ES R HELVBRES A Snowball Edge %% o

« SBTLAFE Snowball Edge ERIBFRAX , RAEEREALRERNLIABRTEM, BXESER,
FZRL D% EC2 B Em EC2HR LA S # 6 ZZ AN

fEF SSH E#21H E K4 203


https://docs.amazonaws.cn/snowball/latest/developer-guide/create-job-common.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/create-key-pairs.html#having-ec2-create-your-key-pair
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B SSH ZE#E RS A

1. FARRENEZCER, EEINEHCHY. BEXEZEL , 1550 I Snowball Edge EZZ|
B 7S 3 R 4%

2. BRECHEVUHTEXLFIREENMEZRE. BXEZEE , S M Snowball Edge it &34l
MM EELE,

3. BRELZIETHAZR , MKREEHATHBESRFIN PEM 5 PPK Z4Axt, EiTEN LHELHIE
XETHMEIAR, 18T PEM XHHIBEE,

4. B SSH EEZEHEH , LT REIWSATR. IP #bit R Snowball Edge £ 1T E K5I B 4%
EERREMNEUMSLED (VNIC) B IP bk,

ssh -i path/to/PEM/key/file instance-user-name@l92.0.2.0

BXEZEER |, 5 Amazon EC2 AFIERAMIER SSH I IEHEER Linux L4,

MM EC2REITE R P2 # 2R — Snowball Edge L#Y S3
T2 1

B LAEE — Snowball Edge 8% LRI E KB5S Amazon S3 Bz B{ZMEE. BAlEd
FAXFR Amazon CLI as S FIME R IR SUORMITIIR{E, Hl , BELFLEER —AREZ LTRH
sbel.xlarge BB EAN B FH M EIEZLE] Amazon S3 F6E#E . BRIRIRIE Snowball Edge K i1
RLEFEAES Amazon S3 A FEM. https://S3-object-API-endpoint: 4438 FERUTE

o
F#8[E Snowball Edge LBV 1T ESEB S 178 48 i (B 4& F 20

1. {EA SSH EHEFIITHE LA,

2. T#EHHZZE Amazon CLI, MREEHEEEL Amazon CLI , ETHHEZEE, BXEZE
B, 2% % Amazon Command Line Interface,

3. Amazon CLI EZ&HITEXES LEE , FHE Snowball Edge £/ Amazon S3 AixT R ELE
B. BXEZEELR , B2 % 7 Snowball Edge EIREVAfE F 23 Amazon S3 iE .,

4. 7E£ Snowball Edge i = A X FH Amazon S3 RAFM KL MEBIE. Bl -

FUERATNRERRER 2R LHERER .


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AccessingInstancesLinux.html
https://docs.amazonaws.cn/cli/latest/userguide/installing.html
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aws s3 cp ~/june2018/results s3://amzn-s3-demo-bucket/june2018/results --recursive
--endpoint https://S3-object-API-endpoint:443

B3 /53 EC25 B YL H

Snowball Edge B —MEV NG STHRE (CL ) NARF , Il ELEHCHHRERIET. &9
LAEFiZ R #2771 Snowball Edge BB R XZFEH LIMTREEETS, AXUMAERA Snowball
Edge EF i ( BIENMABENELES ) WESER , B2 FHEEF A Snowball Edge & F i,

ETXH , BARIBEXREE TIHESEHIH Snowball Edge BEF inmn THIES , SHEEATH.

A X A[1£ Amazon Snowball Edge 8 & EE AR EC25 Amazon #AMN®SHIR , S HEE Snowball
EC2 E Amazon CLI dge X EFE5 T L #HFRNH S,

£ Snow EC2 ball Edge L8| R BN BB E

E7£ Amazon Snowball Edge & & ##8i/5 B31/831 EC25 Amazon RAMITESRS , EBAILIGIEE 3
&, 7k, A snowballEdge create-autostart-configuration @+ , M1 TR

A%

snowballEdge create-autostart-configuration --physical-connector-type [SFP_PLUS or RJ45
or QSFP] --ip-address-assignment [DHCP or STATIC] [--static-ip-address-configuration
IpAddress=[IP address],NetMask=[Netmask]] --launch-template-id [--launch-template-
version]

£ Snow EC2 ball Edge tEF R AN BB E

EEEW Snowball Edge EEFHIN BB sIELE , 5EA snowballEdge update-autostart-
configuration H. BUNETHRIEAE, EEASZEABHEE , FIEE --enabled &
%
snowballEdge update-autostart-configuration --autostart-configuration-arn [--physical-
connector-type [SFP_PLUS or RJ45 or QSFP]] [--ip-address-assignment [DHCP or STATIC]]

[--static-ip-address-configuration IpAddress=[IP address],NetMask=[Netmask]][--launch-
template-id] [--launch-template-version] [--enabled]
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£ Snow EC2 ball Edge FHiBrFTRAH BB E

ERBRTBEANSHEE , FFEA snowballEdge delete-autostart-configuration
T, MR,

A&

snowballEdge delete-autostart-configuration --autostart-configuration-arn

f£ EC2 Snowball Edge L3I HFRRNWBIHEE

E3H 2 E &M Snowball Edge LRIBHE3IELE , 1EF A describe-autostart-
configurations &% , TR

A&

snowballEdge describe-autostart-configurations

£ Snowball Edge E&IZE M K#EO

ZE £ Snowball Edge EiZ21TitEEHI=/33) NFS #0 |, §AE—NEMMLED (VNI) . 840
Snowball Edge #A=/AM%K#EA (NICs) , BRI M KiE A48, XERIRE RI4SEE
. SFP #1 QSFP #% 0O,

BN ETYEEQD , BAUEEEREN VNI 581 NIC X, EQEZEBMEERD | BEFEA

snowballEdge create-virtual-network-interface @i®.

(® Note

REYN STATIC EWAF --ip-address-assignment S8BT , --static-ip-
address-configuration 2HF B,

R

A LA R T EER LSS - EBE T Snowball Edge A iwHI1ER T S E KR EE Snowball Edge
EPWPBERT. ATHZERFIERTEEE T Snowball Edge & FimMVER T8 5%,
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snowballEdge create-virtual-network-interface --ip-address-assignment [DHCP or STATIC]
--physical-network-interface-id [physical network interface id] --static-ip-address-
configuration IpAddress=[IP address],NetMask=[Netmask]

LLTRRZERBIERT EAREE Snowball Edge &P iRHIER T 5%,

snowballEdge create-virtual-network-interface --endpoint https://[ip address]
--manifest-file /path/to/manifest --unlock-code [unlock code] --ip-address-

assignment [DHCP or STATIC] --physical-network-interface-id [physical network interface
id] --static-ip-address-configuration IpAddress=[IP address],NetMask=[Netmask]

Example =5 : 812 VNICs ( £/ DHCP )

snowballEdge create-virtual-network-interface --ip-address-assignment dhcp --physical-
network-interface-id s.ni-8EXAMPLEaEXAMPLEd
{
"VirtualNetworkInterface" : {

"VirtualNetworkInterfaceArn" : "arn:aws:snowball-device:::interface/
s.ni-8EXAMPLES8EXAMPLET",

"PhysicalNetworkInterfaceId" : "s.ni-8EXAMPLEaEXAMPLEd",

"IpAddressAssignment" : "DHCP",

"IpAddress" : "192.0.2.0",

"Netmask" : "255.255.255.0",

"DefaultGateway" : "192.0.2.1",

"MacAddress" : "EX:AM:PL:E1:23:45",

"MtuSize" : "1500"

R IER E LR g0

EHRREZBI1E VNICs &% LAIE8H , EfFEAsnowballEdge describe-virtual-network-
interfaces®®. BANMETEREEAE,

A&

B L R T EER LSS - B E T Snowball Edge FFIR/IER T HREKREE Snowball Edge
EFHABERT. ATHZERFIERTEBE T Snowball Edge &P mE IR THY 5%,

snowballEdge describe-virtual-network-interfaces
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Hkk

LTRAZERBIERTHEAREE Snowball Edge & FimfI1ER T %,

snowballEdge describe-virtual-network-interfaces --endpoint https://[ip address] --
manifest-file /path/to/manifest --unlock-code [unlock code]

Example = : #iR VNICs

snowballEdge describe-virtual-network-interfaces

L

"VirtualNetworkInterfaceArn" : "arn:aws:snowball-device:::interface/
s.ni-8EXAMPLES8EXAMPLES",

"PhysicalNetworkInterfaceId" : "s.ni-8EXAMPLEaEXAMPLEd",

"IpAddressAssignment" : "DHCP",

"IpAddress" : "192.0.2.0",

"Netmask" : "255.255.255.0",

"DefaultGateway" : "192.0.2.1",

"MacAddress" : "EX:AM:PL:E1:23:45",

"MtuSize" : "1500"

ol

"VirtualNetworkInterfaceArn" : "arn:aws:snowball-device:::interface/
s.ni-1EXAMPLE1EXAMPLE1",

"PhysicalNetworkInterfaceId" : "s.ni-8EXAMPLEaEXAMPLEd",

"IpAddressAssignment" : "DHCP",

"IpAddress" : "192.0.2.2",

"Netmask" : "255.255.255.0",

"DefaultGateway" : "192.0.2.1",

"MacAddress" : "12:34:5E:XA:MP:LE",

"MtuSize" : "1500"

¥ # Snowball Edge I EL\M&#EO

EOEELIMEED (VN 5, BYLER snowballEdge update-virtual-network-
interface M EMHEE., EREE VNI 2 Amazon BREF (ARN) & , BNENEEHN
FTERREE,

%

A LA R EER LSS - EEE T Snowball Edge Z P iwHI1ER T S fE KR EE Snowball Edge
EFHABERT. ATHZERFIERTEBE T Snowball Edge &P imE IR TH 5%,

EFELMEED 2
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snowballEdge update-virtual-network-interface --virtual-network-interface-arn [virtual
network-interface-arn] --ip-address-assignment [DHCP or STATIC] --physical-network-

interface-id [physical network interface id] --static-ip-address-configuration
IpAddress=[IP address],NetMask=[Netmask]

LTRAZERBFIERTHEAREE Snowball Edge & FimfI1ER T %,

snowballEdge update-virtual-network-interface --endpoint https://[ip address] --
manifest-file /path/to/manifest --unlock-code [unlock code] --virtual-network-
interface-arn [virtual network-interface-arn] --ip-address-assignment [DHCP or STATIC]

--physical-network-interface-id [physical network interface id] --static-ip-address-
configuration IpAddress=[IP address],NetMask=[Netmask]

Example 5] : % VNIC ( £/ DHCP )

snowballEdge update-virtual-network-interface --virtual-network-interface-arn
arn:aws:snowball-device:::interface/s.ni-8EXAMPLEbEXAMPLEd --ip-address-assignment
dhcp

fHBR Snowball Edge LBYRE#\M & O

EMERELAMEED (VNIL) |, BALUERA snowballEdge delete-virtual-network-
interface &%,

A&

A LA R EER LSS - EEE T Snowball Edge A iwHI1ER T S E KR EE Snowball Edge
EFPRNERT. A TRAZERFIERTEEE T Snowball Edge & imlER T %,

snowballEdge delete-virtual-network-interface --virtual-network-interface-arn [virtual
network-interface-arn]

LUTRERBIERTHEAREE Snowball Edge & FimiV1ER T %,

snowballEdge delete-virtual-network-interface --endpoint https://[ip address] --
manifest-file /path/to/manifest --unlock-code [unlock code] --virtual-network-
interface-arn [virtual network-interface-arn]
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Example =4l : #ilB& VNIC

snowballEdge delete-virtual-network-interface --virtual-network-interface-arn
arn:aws:snowball-device:::interface/s.ni-8EXAMPLEbEXAMPLEd

£ Snowball EC2 Edge LEFA ST B# %A LIHT K

BTk, &8 K E 5 Amazon EC2 ALK RT S8R, FRAMKLET R , B MERAST S
EC2%ZABM AP BEUREAREELZNIT L PJ‘,VJ.,HR@ (AMIs) it & L4,

£ EC2HR AN IK LIEERN Snowball Amazon CLI Edge L=

L& ME A Amazon CLI [ Amazon Snowball Edge 8 & & Hén AT | —Ilf)\?‘aﬁfi Kin T =5 Amazon
EC2 REAMNARmT R, BULERFEA HTTPS KR , IFRELMW HTTP WK , W TR,

HTTPS ££iwm <

aws ec2 describe-instances --endpoint https://192.0.2.0:8243 --ca-bundle path/to/
certificate

HTTP F &£ im
aws ec2 describe-instances --endpoint http://192.0.2.0:8008

MREFER HTTPS IR 8243 , LMV EIBFME, £ Snowball Edge & ## 818 P 4 BBV IE 5K
WRIEME, EERERIERGE , JURERERIARY ca-bundle.pem X, AfE , ALY Amazon
CLIEBXH#EBNEISENITIBNER  MTHR

FEMIEBE EC23 A Amazon WK i mFH < Bk

—

79 Snowball Edge #EBE BRI FHEEIINE , ARBE
FIRZMYUTRE , B THERBME LK IP ik,
MNIBHI L ER L UR |, BRETTLAFT Snowball Edge $4T ping #&1E,

B L IRHIZIT snowballEdge get-certificate . BXUBTHNESEL , BHSH
1£ Snowball Edge E BB N HIEP,

$f snowballEdge get-certificate v MM HBREZRIH , HliN ca-bundle.pem,
6- M/u\EIJggJ @/TLj\—Fﬁ‘%O

i

o

S Amazon EC2 #ARMN KT = 210
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aws configure set profile.snowballEdge.ca_bundle /path/to/ca-bundle.pem

ELTRITRZE |, TUEAXEREE, SilHAEEENRSET CLI 5.
£ Snowball EC2 E Amazon CLI dge X 5T L HHFANG T

BH BT ST D EC25R AL U1 M7 Snowball Edge i % L EEITERMl, XMPEBHRIFT
A% Amazon EC2 CLI 55 Fi& 4 Amazon SDKs, HXxZREMIZFEHEE Amazon CLI , B§E
$&§E Amazon Web Services Xig EXI B3 1T Amazon CLI FERY | &2 {Amazon Command Line
Interface AFIEFE) »

Snowball EC2 E Amazon CLI dge EXEZFHHRBH IR

ETR , &A% E Snowball Edge &% X #FMIL Si# Amazon CLI EC2 a5 FIED FE MV HER, 0
REANBTHETARETHIE , WRAEFAZXRK. BUUFH-ERZII/FHNETUAR -5,
BR , XEHIWZE,

- associate-address : FEHL IP #hit 53X FIXE , LATRFLNV=AYMERNZEOZ—
« --instance-id : £ sbe ZfI# ID,
« --public-ip : EAXRGRIEHSEHIEELL IP sk,
- attach-volume : ¥§ Amazon EBS BEHIERRE LN — M EFLREESITHRM L , AEFHEL
FEEFEERBEBHHESL,
« --device value : & & &,
« —-instance-id — S 5# EC2F A K B AR3RHIHY 1D,
« -——-volume-id value : EBS %&H# ID,

« authorize-security-group-egress— RILZE£ARM—FHLZEZEHOAMN , SAEE Snowball Edge %%
BeaER, BE4mMS , LBREATEEFREREE — NS B4R IPv4 CIDR #iSE, BXE
Z{ER , 15 ® £ Snowball Edge LR Z S HIEFEINERE,

« —-group-id value : £ 4M ID,
* [--ip-permissions value] : = MNHZA IP EE,
« authorize-security-group-ingress— EZ A RN —FHZHZAOMAN, HFH authorize-
security-group-ingress B , &4 group-name = group-id ¥EE—ME,
* [--group-name value] : R AN B,
* [--group-id value] : Z& 4R/ ID
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* [--ip-permissions value] : = MNHRZA IP NIRE,
« [--protocol value] IP tHi, AJEERIE N tcp. udp M icmp. --port SHEAEM | BRIEFIE
MICEEERN (1) .
* [--port value] : ¥F TCP = UDP , AW OBE. LEAMURENEHRSTEE ( ZRNME-BRK
H),

FFICMP , REANEHNEE ( type-code ) , HF |, type R ICMP E£&H4ES |, code {7
ICMP #B4%R5. R -1 RARFME ICMP XEMWFTE ICMP {73, {X type W{ERN -1 RTREE
ICMP X EWFTE ICMP 3,

* [--cidr value] : CIDR IP SBE

- create-launch-template— BI2Ez1ER. BHRRTEATEIZFNSH. HEFEH
RunInstances Baikfint , BRI LIEEBHER , MAREERPRUEE IS, ERZTUNR
BN REZ LR 100 MEMR,

+ --launch-template-name string — /3 S8R B Fo
« -launch-template-data structure--BaIERWEE. ZFUATEM :

* Imageld

e InstanceType

* SecurityGrouplIds
 TagSpecifications

* UserData

JSON &% :

"ImageId":"string",
"InstanceType":"
"SecurityGroupIds":["string", ...1],
"TagSpecifications":[{"ResourceType":"instance", "Tags":
[{"Key":"Name", "Value":"Test"},
{"Key":"Stack","Value":"Gamma"}]}1],

"UserData":"this is my user data"

sbe-c.large",

}

« [--version-description string] : 88— KRB EhERAIIH A,
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- --endpoint snowballEndpoint — —MAFEER ST S # EC2FRAM API BIEURREFRE
BitEXfINE, BXESZELR , 20 N EC2HEEAN K SAIEEN Snowball Amazon CLI Edge
RIS

« create-launch-template-version— R B EIRBIEFTRAS, B H LS E B N ERH — N IE RAE

NFRANER, BHERBRERZURINF RSN, BLEEE, BERRERENERRETNH S

5o BANRBNEHERBIEZIE 100 MRA,

FEERFIEERIER ID HEHERE o
« --launch-template-id string — B3I #RK ID,
+ --launch-template-name string — /3 S8R B Fo
« -launch-template-data structure--BaIERWEE. ZFUATEM :
* Imageld
e InstanceType
* SecurityGroupIds
 TagSpecifications

* UserData

JSON &% :

"ImageId":"string",

"InstanceType":"sbe-c.large",

"SecurityGroupIds":["string", ...1],

"TagSpecifications":[{"ResourceType":"instance", "Tags":
[{"Key":"Name", "Value":"Test"},

{"Key":"Stack","Value":"Gamma"}]}],

"UserData":"this is my user data"

}

il

« [--source-version string] : fEAFARAER M B BRIV ARAS . FThRA kA TR MR 448 [ 59
S8 , {B7E launch-template-data HIEENS BRI,

« [--version-description string] : 5 — B EMRAI VA,

- --endpoint snowballEndpoint — — MNAFEEASTS# EC2REMN API BREUEREFRE
BitEXHINE. BXEZELR , BSH F EC2R AN Ik 2IEE N Snowball Amazon CLI Edge
RS,
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- create-tags : RMFEBHZEERFRH —NHZMrL. BMNRBRRZSAUE 50 Mr¥, BMREH
—MNEM—NAEEAK. RENRSBULNZHE—N, XEFEUTHIR
+ AMI
- 324
- BaEIER
- BE4H
- BN
« create-security-group— TEYREY Snowball Edge E#IEB—1NZ2E, BHEZSTUGE 50 MLE 4,
tlEL LA , BAIEEERNEHFEN

« --group-name value : AP B,
- --description value : Z2HMNER, X NER M. LEKKTIR 255 MNFH,
- create-volume : Bl — Amazon EBS % , B LU It BIE R E A=A,
* [--sizevalue] — FEIBHI K/ GiBs , AJLAM 1 GiB &/ 1 TB ( GiBs1000) 7%,
« [--snapshot-id value] : M BIEEHIRER,
* [--volume-type value] : HBEH, MRKRIEEME , WEIAERN sbgl. AENESE :
o WFRMENTENR sbgl
« XtF SSD %A sbpl
« [--tag-specification value] : 7E8IZHAE N A EBHRE 5K,
- delete-launch-template— M BR/Z Zh#E MR, RMIBRS SHENR , N2 ERIZAEREY PR B MRS,

FEERPIEEBIER ID /5N ERE o
« --launch-template-id string — BaI&E#RK ID,
« --launch-template-name string — /E 31 BRI B #ro

- --endpoint snowballEndpoint — — MNAFEEA ST S# EC2REMN APl BEUEREFRE
BitEXfINE. BXEZEL , H5H F EC25RAMNIHmSIEEN Snowball Amazon CLI Edge
iu:0p )=\

« delete-launch-template-version— il BR/E ZHEMREY — DR B MRA, BT E BRI SR BRIARR

X BRIED B — N TR SMEN BRIARE . R IAMRAE M — B EARM R | &6

delete-launch-template S HIBREAN N ERRA,

FEERPIEERIER ID /5N ERE o
« --launch-template-id string — BaI&E#RK ID,
« --launch-template-name string — /3 E R B R,
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Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***
« --versions (list) "string" "string" : EMIERE — P RZNEHERR AN RS,

- --endpoint snowballEndpoint — — MNAFEEA ST S# EC2REMN APl BEUEREFRE
BitEXfINE. BXEZEL , F5H F EC25%AMNIHmAIEEN Snowball Amazon CLI Edge
FHIRH R,

« delete-security-group— MK Z 24,

MREZHBBRERFIRBENZLAFIHE —NLL2ASIANRZESE |, NREFEK , HET
DependencyViolation,

« --group-name value : REHMN A,
* --description value : ZE£AMNHER, KX AFEM. WEZKKAE 255 N FEF.
« delete-tags : NEEERIR (AMI, HEXH, BHERIZ LA ) FHBR—AEENIRE,
- delete-volume : MIBRIEEHR Amazon EBS &, ZBHFATF available RZS ( RMHINEISEHI ) 6
« --volume-id value : £# ID,
» describe-addresses : #R5&IRE EMBEHRER SSAIRBRE— NS ER IP it
« --public-ips : SR HIRERI —NHZANELL 1P Hbik,

« describe-images — R A HEFERAN KL ZKEH (AMIs), FERIZEME R , A& ERRYR
B LA NE Snowball Edge i&% L,

* --image-id : AMI By Snowball AMI ID,
+ describe-instance-attribute— #HIRIEEXFINIEEB M. —XREEE—IEM. XEFEUATEM :

« instancelnitiatedShutdownBehavior

+ instanceType
e userData

« describe-instances : R —NRZNELH, ZMBLIRE S BAZEFINERRZEH,
« --instance-id — 8 & L EF LN —NHZ /N sbekHl, IDs

. --page-size : HAHFRBNENTHEN KD, LEFSERGSHAEEPRENITTEK, BRER
PTHEKNESBONREHITES AR , SXARARERNTMBRERD . IHEBEMTHIERAR
BT,

« —max-items : HPHWHEPFEREANINE 5%, MRTHANETMBEHBIEENE , s
f s P 23R4t NextToken, EMES T , FEFBLEGTH starting-token S iRt
NextToken {E.

. --starting-token : IEEMNMLTFHBRD TS, LSEELTBIIN A FH NextToken B,

EC2%#FHI AW+ Amazon CLI 215



https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-security-group.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-tags.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-volume.html
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« describe-instance-status— WIRIEERFIHATERFIIRE. BIABRT , NFHRIEEZSITHSE
Bl | BRIEEZBFNIEEIREFIAEEHIRRS. ROPRSEEUTEHEY -

« RABKE — Snow RENNEREZEITHE Amazon EC2 AW EZHHITIRASKRE |, LURBIEH R
R,

« KBPRF LR BEXIB HEEKHL LR ERER K,

FEALmSHN , IRUTHESRY.
. [--filters] (list)

iprit S e

« instance-state-code : RHIRESWARE , XH 16 N EHFEEBERERT. aFTHTRIBAK
SHREEW , NFLULE, BEFTREMRRAORSIRE. BREN O (FLE ). 16 ( EEE
T)., 32(IEFEXA ), 48( B4&I1t )., 64 ( EFEFLL )M 80 ( EFLL ),

« instance-state-name : SEHIEVIRA ( pending | running | shutting-down |
terminated | stopping | stopped ).

« instance-status.reachability : J%&E&BMN reachability ( passed | failed |
initializing|insufficient-data ) B9SEHPRTS,

« instance-status.status : EHIMIRAS (ok | impaired | initializing |
insufficient-data | not-applicable ).

« system-status.reachability : fFEB N AIEIAM ( passed | failed |
initializing|insufficient-data ) WRSEIRE,

« system-status.status : EHIRIRZS ( ok | impaired | initializing |
insufficient-data | not-applicable ).

« JSON &% :

[
{

"Name": "string",
"Values": ["string", ...]

]
* [--instance-ids] (list)

%45l IDso
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A - EREHPTE R,
¢ [--dry-run|--no-dry-run] ( 7R{H )

RELZRBHEREMENNIR , EFERAEER , HFiRUERBEN, WREHEPMENNR ,
N4&IRMRA A DryRunOperation,
ANA UnauthorizedOperation,

e [--include-all-instances | --no-include-all-instances] ( f“R{E )
WMRRN true , WBFEAEXRBIKZTRR. WRA false , WX BFEEEESTERHINETRR.

2RIAE : false

« [--page-size] (integer) : AAFREHNENTTEN KD, HEFSEMaGSHYH L IR E I
B, RERIDNAERPRSBERHTEZRA , BXRARKNI B HRYD . XHEMEE
F B 1L A

« [--max-items] (integer) : M EHPEREWIE S5, MRAAEDEBEIEEN
B, Wt 2RM NextToken, BERES T , BEFLGTH starting-token S
IR NextToken B,

« [--starting-token] (string) : ATFIEEMNTLTF B D T, 52 550 & MY IR
B9 NextToken {Eo

« describe-launch-templates— ¥R — MK Z N E IR, describe-launch-templates i H =
—NoRRE, BABHTESNEAAURRERNENBIES.

FEERFPIEERIEMR IDs B ERN B o
« --launch-template-ids ( %J%& ) "string" "string"-BzIERIIK., IDs
+ --launch-template-names ( 313 ) "string" "string"-BaIERH B HRYIXK,

. --page-size : HAFRBNENINTEABN KD, EFLAFRHSHELPRENITE K, RER
PHRTEAXNNLSBNERHITESZRA , BXRARKNIBEBRY . XHEGEETHLARR
;N

e —-max-items : M EMWHEHAPEREMNINE S8, IRTANEIMBEREIEENE , TS
i P 2R NextToken, EMES T , BTEFEW S starting-token SR AL
NextToken {B,

- --starting-token : IEENALTF B D TN T, HSEREMNEMMMEIHHE NextToken fH.
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« --endpoint snowballEndpoint — —PMNAFEEASL S EC25RAMN APl BEUEEFRE
BitEXfINE, BXESZELR , 20 N EC2HEEAN K SAIEEN Snowball Amazon CLI Edge
F R R,

- describe-launch-template-versions— iR 15 E B BRI — PN RZ MR, B0 SUHIRFTE R,
BAMRASH —RFIMRA, describe-launch-template-versions SR —1N9 IRE. &1
D TZNARURRERNENBIREE,

FEERPIEEFZIEMNR IDs 3 ERM B o

« --launch-template-id string — B3 #E#RK ID,

« --launch-template-name string — B3I #E R B FR,

* [--versions (list) "string" "string"] : EMIERH —NH BN EHERREBRES,
* [--min-version string] : AT #iRE S ERRENHK/PRES,

* [--max-version string] : A T RS s EARMRAH & KRA S,

. --page-size : HAFRRIMHNENINTHEHN KD, WEFTL2EMNGCHHEEFPRENTIE K, RER
PHREAXNESBNERHTEZRA , BARARENIBHRY . XHEMEETHLEARR
Ao

« —max-items : HTHWAEPERENINE 58, WRTHANEMBEHEIEENE , NHS
WP 2R NextToken, ERES TN , BEBLEWSH starting-token SRt
NextToken {E.

- --starting-token : IEENMNALTF RS TS, M2 EMAEEF A NextToken B,

« --endpoint snowballEndpoint — —PMNAFZREASL S EC25HRAMN APl BEUEERFRE
BitEXfINE, BXESZELR , 20 N EC2HEEN K AIEEN Snowball Amazon CLI Edge
F R R

« describe-security-groups— HREH —NHZNELL4H,

describe-security-groups SR — MO RE, BAUKEZN API HAURERERHEAN

BiESE.

* [--group-name value] : Z2 A B o

* [--group-id value] : Z2HM ID,

* [--page-sizevalue]-RF A AR ERENB R KN, Amazon It K/NF4EME 6 5 H P
REPIEH, EERIMMTEAKXDNESEIN Amazon REHTEZER , BXAARRNI

BERD, XF LA LA BIFA IE Amazon BRI, BXAZETRE , E5HE (Amazon
Command Line Interface AF1E®E) FH 5 T,
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¢ [--max-items value] : i A E P EIREINIE B8, MRUTANLTEHEIEENE , U
WHHEE PSR NextToken, BERES T , BTHEBLEWTSH starting-token S RH
NextToken {H. 7 Amazon CLIZ /A\NE#EER NextToken IR tE, BXAZERA , HS
¥ {Amazon Command Line Interface AR5 FM D T,

« [--starting-token value] : EEMALTFBR S T T, L& 2 5% aBRTHY 1 R 5 Ay
NextToken B, BXAETRH , 2 H (Amazon Command Line Interface FAFER) HH 5
D

« describe-tags : HIRAFIEERR ( image. instance L ELH ) W— RS ML, FRHLLS
S, XFUTHERMY

* launch-template

* resource-id
- resource-type : image = instance
- B
» value
« describe-volumes : iR $EER Amazon EBS %,

* [--max-items value] : i FHEMEHPEREINTIE S8, MRTANSDEHESIEENE , I
e PR NextToken, EMES T , TEFELEW S starting-token SR
NextToken B,

« [--starting-token value] : IEEMNALTF B S TSI L2 5a SRR
NextToken {&,

2z

* [--volume-idvalue]-—NHZ M E, IDs
« detach-volume : \EBF LR IEEIZITHIEHIH 2B Amazon EBS &,
* [--device value] : & & & o
* [--instance-id]-B #s1 & #h3EHIHY ID. EC2
« --volume-id value : &H# ID,
- disassociate-address : BUFEE#L IP i ik 5 PR BRSS IR K BX
« --public-ip : BEELFIBUEXERMELL IP ik,
» get-launch-template-data— ®RIEEXBPINEEHIE. &7 AE A LBIER I E RS S ER.
* --instance-id : £ sbe KHIHY ID,

« --endpoint snowballEndpoint — —MAFEERA ST D% EC25HRAMN AP BRIEURREFRE
BitEXHINE. BXEZELR , BSH F EC2R AR % 23EE N Snowball Amazon CLI Edge

o Ll b
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- modify-launch-template— & a1 1R, EAIIEEERE N BRIARETH S ERRA. EREE
BAERRANER T B3R 08 |, F4 8 AR EREBRIARA,

EERPIEERIER ID HEHERE R

« --launch-template-id string — B3IE#RK ID,

« --launch-template-name string — E 3 E R B Fro

« --default-version string : ®E N RIANMRAN B ERRAE S,

« --endpoint snowballEndpoint — —PMAFEREA ST D% EC25HRAM AP RIEUREREFRE
BitEXPINE. BXEZELR , H5H ¥ EC25% AWK 2IEE N Snowball Amazon CLI Edge
iR R

« modify-instance-attribute— S RIEEXHINE M. XIFUTEM :

e instanceInitiatedShutdownBehavior

e userData

- revoke-security-group-egress— MEZE£HFABR—FHZSFHOAN :
* [--group-id value] : Z24HH ID
* [--ip-permissions value] : — N ZA IP NRE,

« revoke-security-group-ingress— HHEZ LN —PRZMIA O, HBAA revoke-security-
group-ingress Bt , #2AMA group-name = group-id EE—ME,

* [--group-name value] : ZLHME .
* [--group-id value] : Z£4HM ID,
* [--ip-permissions value] : — N ZA IP NRE,

* [--protocol value] IP i, TIBERYIEN tcp. udp M icmp. --port SEEMNAVIEM |, BRIEFAE
MICEEERN (1) .
« [-port value] : XF TCP = UDP , AWK ASEE., BN EHSEE (H/ME-RAE) .

FF ICMP , ABANEHREHERE ( type-code ) , HH , type RR ICMP £&ES | code RR
ICMP KBB4 S. ER -1 RRAE ICMP EXEWFTAE ICMP 18, {X type HNENRN -1 RRIEE
ICMP K& B FFE ICMP X1,

* [--cidr value] : CIDR IP Sl
« run-instances : @I J¥ Snowball AMI ID BF AMI , B3 —/MTE L6,
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@® Note
£ Snowball Edge LB ITEXRFIRZZEFE 1.5 /Mot , EAEBURTEHIH R/ NFIKE,

* [--block-device-mappings (list)] — RFEFREZME KB,
DeleteOnTermination, VolumeSize # VolumeType ¥, BoBHX M N LR sbgl,

LA SR JSON BEM T AT Ro

{
"DeviceName": "/dev/sdh",
"Ebs":
{
"DeleteOnTermination": true|false,
"VolumeSize": 100,
"VolumeType": "sbpl"|"sbgl"
}
}

—count : EFZHEFIHE, MRREHENAEF  NEHEANEZSHNRDEFIKBE (BRIAR

1) o MR min:max EXEHEEE , WE—IRFRBNERINZ/PRFIBE , E-IEF
BRANEBNNRAEGIHE,

--image-id : AMI B9 Snowball AMI ID , AT AE3 A describe-images k8. BIXZHINEE
AMI,

--InstancelnitiatedShutdownBehavior — BRIAEIR T , HEMNZEHIZ s R ARER (FREM
FAFRNZENGS ) , EHLEL, BAINERIITH , LEEELILE, X3 stop M
terminate ¥, BIAENRN stop. BXEZEE , S (Amazon Linux 3] EC2 AFiE
M) PHEREHBHIXAITH

—-instance-type : sbe KK H,

--launch-template structure : &N BRIARERH S ERVRER S, B run-instances @
STHEENEMUSHBRBERIERTNERS K. BALUEESHERN B ID, EF6E
EREE =%,

{
"LaunchTemplateId": "string",
"LaunchTemplateName": "string",
"Version": "string"
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}

« --security-group-ids — —NRZNEZ LA IDs, BRI 6128 % 24 CreateSecurityGroup, 40
RRBHEME , WSHRIAZSEMN ID 2 ELCIZEHEH,

- --tag-specifications : EE B HIEIN A T RRNRE. REEEBIRIEES. BENRENR
BATFEBHRCIENFIERS, EECIRZERICER , EMEMA create-tags,

. --user-data RMUASFINAFHIE. WREFEABZE Amazon CLI, M &R ENIT base64 47
B, SA MR e AR, BN, BATIRA base64 YrEE XA,

- --key-name (string) : BB, BAILUEM CreateKeyPair = ImportKeyPair 8%
A3,

/A Warning
MBEREERAN , VWEEEZSIKA , BRIFBIAFEEN RTFAFUEMA X ERN
AMl,

- start-instances : BB EBIE LR sbe E6l, MMBISZFINFEREMNBEEILE R —BEFEF
£, BTESEHILK L BT S HIEBR,

« —instance-id — & & LEFE LMW —HZ N sbe3kfl, IDs

« stop-instances : F1E—NEHEZ{TH sbe KBl KIMNEISKBINARERREMNGE 3 EUF LHE —ERF%
BAE | BIESAIL LI B,

« —instance-id — & & L EFE LW — /M Z N sbe3kfl, IDs

« terminate-instances : X —MNHZNEH, WIREREEN  MREZRLLEANES , EMNEA
I, MIMBEFNAFAERBENSIEEILEAR —BEFEEE |, BEXRMIL IERBIEABURE,

(® Note

RINERT , HI&AEA shutdown = poweroff E@mHBHIMNEGIRAN |, SEHFEL,
BR , BALUEA InstanceInitiatedShutdownBehavior BHRERULITH , LAEIX
bﬁ%‘mz&tﬁﬂ’wﬁuo BXEZER , 5558 (Amazon Linux 354) EC2 A iERE) &
Y SR flUE Bh B < 1T o

+ —-instance-id — IR L EBELK LN — N ZNsbe3Efl, IDs AIXLEXFIFEWAEXREBEEE
%o
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create-key-pair— SIEZEHIEER M 2048 i RSA Z4AXt. Amazon EC2 i N4AH & RFAEAH
BREFEXMHP, REZHERRNEBELN PEM HBH PKCSH FAEZHIRE, MREFEEFE
EZHIZ4A , Amazon F EC2 RE4E iR,

« --key-name (string) : ZAXTHIHE— B R,

AR . &% 255 4> ASCIl F£F,
- [--tag-specifications] (list) : EN A T#HZLAX HIRZ,

{
"ResourceType": "image"|"instance"|"key-pair"|"launch-template"|"security-group",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

import-key-pair —

- --key-name (string) : ZE4AXY A ME— B TR,

AR : &% 255 1 ASCIl F5F.

« --public-key-material ( blob ) -2, 3F API @A , XAMMA base64 wiG, WFHHTI
8 | 27 EIIT baseb4 4mi8,

- [--tag-specifications] (list) : E N A T#HZHAX HRZ,

{
"ResourceType": "image"|"instance"|"key-pair"|"launch-template"|"security-group",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

 describe-key-pairs —
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[--filters] (list) : TSR

* key-pair-id — ZXTH 1D,

* key-name : BHAX BT,

- tag-key : RIBFIDEFENE., FRALBERKHEERIBEENRSANETERERNIMERR ,
TR EE T,

. [--tag-specifications] (list) : B A T HZHANWIRZ,

. tag: key — DEATRWIREN key/value A&, FAMGIESBHTNREBINIFSEERNTF
B, Hln , EEREEE Owner B Team A WIREHNFIERR , BARESREMEE
tag:Owner , ATFESREEE Team A,

"Name": "string",
"Values": ["string", ...]

}
* [--key-names] (list) : ZEAXS B Fro

BN - R BRI FTEBHAX,

* [--key-pair-ids] ( 7% ) -Z4AX. IDs

* delete-key-pair —
* [--key-name] (string) : XTI B o
* [--key-pair-id] ( FFF& ) -HEAXH 1D,

£ Snowball EC2 Edge LX#HS5T 5 xHAN API BRE

TR , #A L EC2 Snowball Edge F#ZI A5 Snowball Edge — R EAK ST I# %A API
BME, HEEC2 I O3 API ZEHRKREEMHEMRNEE, ST % EC2REN API BRAZEZLE
MRS 4 (Sigvd) £B, MREMER Amazon CLI 5, Amazon SDK #1TiXE API A , MREL R EL
B Sigvd £H., BN , BEEXHEB 2K SigV4 LEMRAR, BXEZEL , HSH 7 Snowball
Edge EIRERFIE A Amazon S3 iE$o

« AssociateAddress— FF3# M IP bk 53246155 M 484 O AR 57 B,
« AttachVolume— X#FLATIERSH -

 Device
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e Instanceld
e Volumeld

« AuthorizeSecurityGroupEgress— BAIZ2£ERM—FRZEZEHOMN , LUE S Snowball Edge %%
BEaEA. E4mME , KBREATEEFREREE — NS EHR IPv4 CIDR #itSBE,

« AuthorizeSecurityGroupingress— E&Z£AR/M—FHZZAOMRN, AR
AuthorizeSecurityGrouplngress , #4713 GroupName = 1EE — MEGroupIld,

» CreateVolume— X¥FLLTIERSHK :
* SnapshotId

* Size
* VolumeType
* TagSpecification.N
+ CreateLaunchTemplate— XF LA TiERSH -

* Imageld

* InstanceType

* SecurityGrouplIds
* TagSpecifications
* UserData

» CreateLaunchTemplateVersion

+ CreateTags— XFELUTE RS
* AMI
* Instance
* Launch template
* Security group

« CreateSecurityGroup— fE#REY Snowball Edge F8IEZ—NZ£4H, BHRZALUGIE 50 NE24,
BIELZ AR , B LIS ERBHNR T B M.

» DeleteLaunchTemplate

* DeleteLaunchTemplateVersions

« DeleteSecurityGroup— ML £4H, MREZHPRERFIXBENELLESIHSE —NLEHSI A
Z&d  NREFLAWK , HER DependencyViolation.

« DeleteTags— MIEEW —H & EHRBIEEN —EHFRZE,
+ DeleteVolume— XU TERSE :

XEHEL S EC2HRAM AP| 214 225


https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_AuthorizeSecurityGroupEgress.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_AuthorizeSecurityGroupIngress.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_CreateVolume.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_CreateLaunchTemplate.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_CreateLaunchTemplateVersion.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_CreateTags.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_CreateSecurityGroup.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DeleteLaunchTemplate.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DeleteLaunchTemplateVersions.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DeleteSecurityGroup.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DeleteTags.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DeleteVolume.html

Amazon Snowball Edge FF X &/

**Unable to locate subtitle***

* Volumeld

DescribeAddresses

Describelmages

DescribelnstanceAttribute— XU T B :

* instanceType
* userData

DescribelnstanceStatus

DescribeLaunchTemplates

DescribeLaunchTemplateVersions

Describelnstances

DescribeSecurityGroups— iR BN — N Z ML 424, DescribeSecurityGroups@—NM2 N

B, BAREHZAN AP HRAUKRRE RNBENMNRIESE,
DescribeTags— AL , IEFUATLIEES :
* resource-id

+ resource-type : R AMI it & L4l

* key
* value
DescribeVolume— XL T ERSHK :

* MaxResults

* NextToken
* VolumeId.N
DetachVolume— XIFLATIE RS :

e Device

* Instanceld
* Volumeld

DisassociateAddress

GetLaunchTemplateData

ModifyLaunchTemplate
ModifylnstanceAttribute— {X X #&FiZuserDatalg %,
RevokeSecurityGroupEgress— NEZ 2 AR BR—FHZFEHOMN,
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- RevokeSecurityGroupIngress— B L £ HW —NEZAMA O, B
RevokeSecurityGroupingress , %4 igroup-nameziEE — MEgroup-ido

* Runlnstances —

(® Note
£ Snowball Edge LBt EXRFIKRZEE 1.5 Mt , EFBURTSEHIH K DFIKE,

» Startlnstances

- Stoplnstances— S 2F LW EHIXBRA B RPATE. BAULEZEFUBRBXERR. B,
X M BRPT A R ERH BUE .

* Terminatelnstances

# Snowball EC2 Edge L{EREIER B3B3 RE LA

& LAE B s 8 4R M EC2 Snowball Edge & F i /5 3 Amazon Snowball Edge BB S HERE LB
RS D EFRENEH,

B EER'EE Snowball Edge L8125 D EC2RANIPIFMENEERFE. EUUEABSHE
WRERBHSH , XHEEF A LEIRTE Snowball Edge L/E3) EC2RBH LBl EIEEX LS H,

£ Snowball Edge LR BB EERN , £FERES EC2ULHRETNKFTHNSH, BE
Snowball Edge /& , HEEMBHHEME , CaERENEIEIREREHEFLEENSHHX
Bl, MREFIEEREHEIHEERHNKSG] , NEREDRZ N KFIFHITRIZIT.

® Note

HEEERAREBYEHEEE  FENBIRBUBIE, AMBERBEXAIEZ ( 1TAITY
AEHMBIE ) BE RBFEYEEFE.

BEER AT A ELE 5L T # EC2HRAMEAnY N LKA EL L E REME (AMI) ID, 3KHI%
B, AP#%EE. R2ENIRE, AXRZEIFRAIREMNIIEK , S/ Snowball Edge & £t EKH
Y ECH

E7£ EC2 Snowball Edge L B3I Bz ABMEH , BHMITU TSR -
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1. 1T Amazon Snowball Edge iR &t , iHEIE —MEFSKITMWHFE T EXFIH Snowball Edge &
%, BXEZER , BZHAQIEITM Snowball Edge FES,

2. W EIEH Snowball Edge & , X E# TS
3. fEF EC23# A K APl thaws ec2 create-launch-templatef|ZE3h1#E R,

4. £/ Snowball Edge & Fimin S EC2R AN EHI B iR EsnowballEdge create-
autostart-configurationZ|ZHMEEE, EXEZER , HZH £ Snow EC2 ball Edge £
BIERBHNBIEE.

5. BBz , AEMBEN 8%, BN EC2HRALFIFEAZERAM Snowball Edge B Fimin©
EENEMEE3. create-autostart-configuration

EEETFEETHSEFRES |, 5FEH EC2#EEM APl i describe-autostart-
configurations,

(® Note
%8 AT Amazon Snowball Edge X #5/E s EIRVIEH A REFEE AP, BALER EC2

F A Snowball Edge & i CLI s R EEMNIER L B3) EC2BzI#AXH], Amazon
Snowball Edge

£ Snowball Edge L ERERA T 5L S# EC25kBHIEHIHY Snow
LA T EIE AR S

IMDS for Snow 5 Snow £ EC23% AL 5 #h HY SR 32l BB ARSS (IMDS). = THIER B KK
BINEEERS, TEFEENEN, BHENRLAERH. £A IMDS for Snow , &R LAfE LI T
FEXRIGRIEEZ NS Amazon EC2 RAMEFIREEENAFHKE, a0 , BALER EHA T Snow B
IMDS #EESHURESES , FXLESHIESERENH AN, BUUHEBRAHSH , AMIs HEH
R P BIRIE RUE o AR MV B B S

BETERGITBIENAFPBIER EC25# %A Snow WEf] , ESRAARER P SN E6I T BIENA
PEE,

4 IMDS for Snow 53 & L6l —i# EC2FH 228
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/A Important

BREBRABNKFIAG FHREF THENMATHYE , BHRERSORIERNE G EXNK
BRTRY . A B RKGIH AR ATREESRS LETHEMRHSRAIUETE TR
B, Bt , BFRFHBEE (HNBBDHIKHREFNNZEZS ) F6E7AFHE,

® Note

¥ o B R4 A SR ST ERAB IR SS IPv4 BY 3t © 169.254.169.254, HATF X8 A A th 654
IPV6 it 48 3R K451 7T B3R

£

« Snowball Edge £ IMDS FRZA

- f£/ Snowball Edge IMDSv1 #1 IMDSv2 7£ Snowball Edge £ & 3£ 7t #3289 = 4

Snowball Edge £#9 IMDS A2

&I LAE A IMDS R4S 2 5 IMDS b A 1 MIEFEZ1T B SLA 175 [7) 3K 461 ST 80

o EHITHIERS A 2 (IMDSV2) , —MEESENTE
o EBITBIERSHMA 1 (IMDSV1) , —FiERI@RLIAS %

BIBEH Snow BAERRAS |, B ETLAER IMDSv1 IMDSV2, SR ERMAEZ. XEBURT EC2F A4
FRIZTHY AMI 3E8, BLEN AMISEE | #la05Z21T Ubuntu 20.04 BYARAR, IMDSV23E 4 o BIEIR SR
FEPUTERGETHRA M FEERX S IMDSv1 1 IMDSV2 53R, IMDSV2E B EHXFHE MRk, IMDSv1 X
£ FARGETR,

Amazon R fEA IMDSv2 A2 IMDSv1 B IMDSV2 BREESNZLME., BXEZEER , H5H
BT R SL I T HRIERS | DB BB K, REEN SSRF mRENEHH, EC2

IMDSv2 7 Snowball Edge Lt

L&A IMDSv2 EREHITHAER |, BHRLFUEFEIA TN
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https://www.amazonaws.cn/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
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1. £/ PUT BRBEEZFITHERSHLE, PUT BREE—PN2ESHE , ZSE4ASEERSE
BITBIERS K HNEE GET BRHP. EXLERENANLSECE, QEFENEZD AR 1

¥, &ZH 6 M, EXREEA , BALLKEARNSESTHATREEER. EXKRNEZIHE ,
BBRNRRNERCBFINSETE. EHBRTHETEERTH IMDSV2,

2. FZTHAEENKOITHIERS A GET BERF,

a. THREXFBENTH, ZTHEHM EC2REXM LXM , MREZHAEER T XG4

ERZTHE , NZTERRELE,
b. PUT ERAMEE —Mrk , EUMNENEETHNERNE (TTL) , 2R 6 I

(21600 % ) . THERR—NMEBLRE, TIL EETHENENNAKE , RMEE SRR

I8 o
c. ETHIHE , BEREHRISFITHE  BLEHAER S — PUT BREIEF 21,

d. BUNEREESMERFEERATHICEFTNTE, ¥TLEEBEXR , ERRFRHAXSGIT
BERS I ERAMAEATHTRESE, BN TRENE , ﬁ—IJ«/UJ e E E R RFERad
RAAEEFEATHE A MALESRXBEBERXGTHENEHRE PUT R, IARTHRHBERE

SRS, B SMERECHAE.

RVFFE IMDSV2 LBl T BIEERPEA HTTP GET MHEADS %, PUTHIRERIEX-Forwarded-

Fortnk , M&#IE4,

BRINERT , PUT ESREVIMRITE IP R B 891 R BR S BR PR &) ( EZATIE ) 8 1. SEATF Snow B9
IMDS Fo3:f&8k PUT Ma B Y BX = 34 BR &1l

AT RBIER Linux shell BIZA<F IMDSv2 &4 BTRESEH TR, HRA -

1. £ PUT R OIZBHRFE 6 /et (21600 B ) IRET .,
2. HRETHEIRKFHERRN TOKEN HEEF,
3. AT EERTAK THIEI .

ERARNRTER EC2RATHE, BALEMETIESRS , LA MERN —NFTIET.
B, AT TERTE,

(® Note

X-aws-ec2-metadata-token-ttl-seconds EAEMIRL, MRARITESHIRL |, BRI
3 400 - ROSHHS BT RERRB,

Snowball Edge 9 IMDS Rz
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[ec2-user ~]$ TOKEN=curl -X PUT "http://169.254.169.254/1latest/api/token" -H "X-
aws-ec2-metadata-token-ttl-seconds: 21600"

RE  BITHEANATRTERMETHED

[ec2-user ~]$ curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/
latest/meta-data/

@ Note

MROBTHERREHR  WSEZTEPFE —FERER , IA2ERBNRTE , AaTF
TEEM.

B EESHERHAETS. UTRAAF L AFHANAGTAESE—E , HESESTHERLEEERRN
TOKEN WZEEH,

Example A&

[ec2-user ~]$ TOKEN=curl -X PUT "http://169.254.169.254/latest/api/token" -H "X-
aws-ec2-metadata-token-ttl-seconds: 21600" \

&& curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/1atest/
meta-data/

EORSME  ATLEEEASE  ERSEEE. AT RAGSLSRRATEEAN AM K
D, S EAFMELE £ —RAILERE STOKEN i,

Example EEFATHE

[ec2-user ~]$ curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/
latest/meta-data/ami-id
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IMDSv1 £ Snowball Edge Lt

IMDSV1 £ ER-IERER, BEERIGITHIE , EEZEOKGITHIERS KX GET XK.

[ec2-user ~]$ curl http://169.254.169.254/1atest/meta-data/

BH R TBE RN EEZTHSEAIHIRE , Rt EFLEFER Amazon EC2 ###1A = Amazon CLI Bl
AARATE. XEEREMAULIMEFIZ/TINIEEEH. Hl , &7 MWSEF 5T 33z 7 [ 8 5 245189 74
i IP it SRUAEE SN BRARFNEE, S6xBETNNETEEN. BXENEHTHEZXL
MR | BSRAARERPN X IEN SO T BIERN AP BE.

ENERBITHRGIPEBMARINKGITHSE , FEALUT IPv4 URI :

http://169.254.169.254/1atest/meta-data/

IP st REER AL | (UNESEBIGENAN. AXESEL | B55H Wikipedia £ H95ER 2 i it
it

FIESEF T BTFEUAXEAERRE (HTTP AAERE text/plain) .
BETHERFRNERREHEMNNE ; REFEFTH , MRE 404 - KHE HTTP £HixK58,

XEATHERRNER (URI B/ ZRHER ) 2BE-—NMTARRIIK  MRERFBFEFFE , N
2IRE 404 - RILE HTTP SR8, FIRPHZNIE N THIRITR ( ASCI FRFKH 10 ) L 1EHY
TET L,

SNFEALXHEBIER IMDSV1 |, ATLUREILAT HTTP 441K :

« 400 - RO SIS I : PUT iBREH.
« 401 - RN : GET BEREANTELTR, BWNERRERTH T,
e 403 - BitiHE  FRAFZIBER , RER T RHI THBIERS

£ Snowball Edge IMDSv1 1 IMDSv2 £ Snowball Edge #2354l Tk
EH R

AT RGIEM T AT LAE Linux SE6l EEANSG S .
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https://docs.amazonaws.cn/snowball/latest/developer-guide/edge-compute-instance-metadata.html
https://en.wikipedia.org/wiki/Link-local_address
https://en.wikipedia.org/wiki/Link-local_address
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Example ZREXSE 5 T #5245 69 7] A i A

BE RGBT SURERSK Bl T R AT A AR AS . SRR SEPI T iR R B 2 et , 8 MRAEESI A —KbIT
BEWE, MREHMB T UABIMRARAAFENSHNE S | N ETEHFRRE,

IMDSv2

[ec2-user ~]$ TOKEN="curl -X PUT "http://169.254.169.254/1latest/api/token" -H
"X-aws-ec2-metadata-token-ttl-seconds: 21600"  && curl -H "X-aws-ec2-metadata-token:
$TOKEN" -v http://169.254.169.254/

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 56 100 56 0 0 3733 0 ——lo-ie-
—-i==l-= --i--:-- 3733

k3 Trying 169.254.169.254. ..
* TCP_NODELAY set
* Connected to 169.254.169.254 (169.254.169.254) port 80 (#0)
GET / HTTP/1.1
Host: 169.254.169.254
User-Agent: curl/7.61.1
Accept: */*
> X-aws-ec2-metadata-token:
MDAXcXNFLbAwIIYx8KzgNckcHTdxT4Tt69TzpKEXIXKTULHIQnJEtXVD
>

vV VvV V V

*

HTTP 1.0, assume close after body
HTTP/1.0 200 OK

Date: Mon, 12 Sep 2022 21:58:03 GMT
Content-Length: 274

Content-Type: text/plain

Server: EC2ws

R A A AN AN AN A

.0

2007-01-19
2007-03-01
2007-08-29
2007-10-10
2007-12-15
2008-02-01
2008-09-01
2009-04-04
2011-01-01
2011-05-01
2012-01-12
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2014-02-25
2014-11-05
2015-10-20
2016-04-19
2016-06-30
2016-09-02
2018-03-28
2018-08-17
2018-09-24
2019-10-01
2020-10-27
2021-01-03
2021-03-23
* Closing connection @

IMDSv1

[ec2-user ~]$ curl http://169.254.169.254/
1.0
2007-01-19
2007-03-01
2007-08-29
2007-10-10
2007-12-15
2008-02-01
2008-09-01
2009-04-04
2011-01-01
2011-05-01
2012-01-12
2014-02-25
2014-11-05
2015-10-20
2016-04-19
2016-06-30
2016-09-02
2018-03-28
2018-08-17
2018-09-24
2019-10-01
2020-10-27
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2021-01-03
2021-03-23
latest

Example SREXZR 7t iz T

HRGIFKBMETHRIERE ., BX MR THERGES | HSHAEE T 06 TREAE K
o

IMDSv2

[ec2-user ~]$ TOKEN="curl -X PUT "http://169.254.169.254/1latest/api/token" -H
"X-aws-ec2-metadata-token-ttl-seconds: 21600"° && curl -H "X-aws-ec2-metadata-token:
$TOKEN" -v http://169.254.169.254/1latest/meta-data/

ami-id

hostname

instance-id

instance-type

local-hostname

local-ipva

mac

network/

reservation-id

security-groups

IMDSvA1

[ec2-user ~]$ curl http://169.254.169.254/latest/meta-data/
ami-id

hostname
instance-id
instance-type
local-hostname
local-ipv4

mac

network/
reservation-id
security-groups
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https://docs.amazonaws.cn/snowball/latest/developer-guide/edge-compute-instance-metadata.html
https://docs.amazonaws.cn/snowball/latest/developer-guide/edge-compute-instance-metadata.html
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Example SRENN st BRI (B

LAF /R B3R BRAE 51 T 89 7R B R AR BN L TRR TR TR E, 1XLE IMDSV2 18 3R £ F £ B E AY R 5 8n
THEENEFRESE  ARRZTEERIH.

ami-id IMDSv2

curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/latest/meta-
data/ami-id ami-@abcdef1234567890

ami-id IMDSv1

curl http://169.254.169.254/1latest/meta-data/ami-id ami-@abcdef1234567890

reservation-id IMDSv2

[ec2-user ~]$ curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/
latest/meta-data/reservation-id r-0@efghijk987654321

reservation-id IMDSv1

[ec2-user ~]$ curl http://169.254.169.254/latest/meta-data/reservation-id \
r-0efghijk987654321

local-hostname IMDSv2

[ec2-user ~]$ curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/
latest/meta-data/local-hostname ip-00-000-00-00
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local-hostname IMDSv1

[ec2-user ~]$ curl http://169.254.169.254/1latest/meta-data/local-hostname
ip-00-000-00-00

£ Snowball Edge L $# 775 5 EC2:RA M =6 —EEH

f&Bh Snowball Edge LRI EIERFM , ZBAI SUREE R AN FE SRR INSMIBRRZ M. E#E Amazon
EC2 #BEHINBENFHEATT , XEFEBIRT FTRANESEL, EAFEREEN Amazon
EBS AP| SREBIIER 17,

£ EC2RAMART S XKL Amazon EBS % . XEMHSEHE attach-volume, create-
volume, delete-volume, detach-volume fl describe-volumes, BXXEHRSHWEZE
B , #3®@Snowball EC2 E Amazon CLI dge EXEHERG IR,

/A Important
SBEEZH , FRARERERSDHBRZ LNMENSHRS  ENTELSHBEE K.

TR, LT 2 Amazon EBS &REIA K & 8% LM Amazon SBE 5= Amazon EBS &2
BNZES :

- Amazon EBS B{GEA T ERESBNIRE LiZ1TH EC2%R A LM,

- BRBRHNABEMIL HDD ( sbgl ) HikgE{R{t SSD ( sbpl ) HEM—F, BRINBLER
sbgl,

+ Snowball Edge £ Amazon S3 X & Amazon S3 EBS ZBI& = HDD N1, MREE LEA
ETF HDD MZIEHRF# Amazon Snowball Edge , M &4 Amazon S3 W RWATARNFE. E
¥ , Amazon S3 Rt &E 4 HDD % Amazon EBS REM AT ARNEE.

« EC25 Amazon AW IBRBIRALER IDE WhfEF. Hfth Amazon EBS BFEEEA Virtio WahFE
F(mMRE ), MR Vitio RHEFF A , SBE FEIAGEA IDE R FEF, Virtio W R A=
FirAHeE , BB IEA,

- ZBIE Amazon EBS & , X ¥ encrypted S8, BR , REZF LWAIERIIBEINER TEE N
o

FHRFME S EC2RAXLS— 2 EA 237
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- BAR/INALAE 1GB & 10TB 28,
o —/NEC2RAMZHIHRZ A LUER 10 4 Amazon EBS %,

« XF Amazon Snowball Edge &% LA LLEBH Amazon EBS BEMWHEH EBEXWRE, B2
B Amazon EBS B8R ESZ A R LW AT AZE ARSI,

#£ Snowball Edge FfEAZ£AREBMNERE

ZeE BERMUBNIENER , T — N ZANALFNRE. EERBHRF , F— B2 EE
B EZEHIBREK, BULASNLZSEARIAN K AERARFTHERESFNRE. BXRESZE
B EZSRIE EC2 AFPEREHAMERT Linux SEFIMIE @ EC2 44,

Snowball Edge i#& LR Z2AE LT Amazon ZHFHEZE A, Snowball Edge i ZFFXIFELIE
= (VPCs)s

TH , &7 L% Snowball Edge Z£ 4 VP EC2C T2 Az BN EMX S :

« 8/ Snowball Edge & & #H 50 N L LHKRH .
s RINZ2ARTFMEAEFMEIRE,

o iy KOIZERVRETAERRLESEM P utHNAE P hut, Fla, RIREEMEM SSH MEH A
EEFEA B, EXHBERT , MIRZEEAMN AVFRE , NERN B IP it AT ARKSI B IAHE
IP SRFAE IP e,

» NZ#FHN Amazon CLI M API BAIIHNSH, XLBER VPC EHIFF &M EC2 KA ¥
=

“<o

BRIEFH Amazon CLI BEMEZELR |, HZHSnowball EC2 E Amazon CLI dge EX N FHRA®
THER, BXRIEHN API BENEZER |, 5SS Snowball EC2 Edge EXFS5T S#3RAMN AP

EC2Snowball Edge L3z #55& /Y SEBI T & 3Em M A - 2

9*—@]7_5%(1% %ﬁ?&"‘ﬂ’]?—@]ﬂ’]i&ﬁ , TLAAREBREZEREZITHRSG, Snowball Edge J1 &R 1T
KOIZHF— T KB THIERB . BXESZEE , FS5 Amazon A EE R SEAI TdEHN EC2
HﬂF‘?&EO

XEFUATRR, EREMEMRBIFER 404 FHiRHES
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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Snowball Edge &% £ X #8956 T IEK 5l

wiE DU

ami-id AT E3%5# AMI ID,

hostname SKPIEFL IPv4 BB DNS A&,

instance-id e SRR 1D,

instance-type SSBIRE,

local-hostname KPR FL IPv4 B DNS EH1E.

local-ipvé4 S FAE IPv4 s,

mac SKBIRY ERATF E & ( MAC ) it

network/interfaces/macs/ mac/ SR 9 7 3t = AL o

local-hostname

network/interfaces/macs/ mac/ S 0OXEKRNTE IPv4 thiit,

local-ipv4s

network/interfaces/macs/ mac/mac Z3RHIH MAC it

network/interfaces/macs/ mac/ S OXERAVEM IP H#bit,

public-ipvés

public-ipv4 NE IPV4 ik,

public-keys/0/openssh-key NEFH, REXRFlENRSE T AEZHNIE
TR A

reservation-id TR 1D,

userData Shell 17~ , BT HEREEEFIREES.

EC2X M FRA NI T BIEMA - HiE 239
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Snowball Edge %% £ X 8RBl S EIER 5

i iR
instance-identity/document TEXHIEMR JSON, RE instancel

d . imageld. privateIp # instanceT
ype BE , HREMWEMSN Null, BEXEZ
88 , 1§50 Amazon EC2 AP s H=4l
B ik,

Snowball Edge EW T+ EHLSZHI A - 21z

£/ Shell BIA3k 7[R Snowball Edge %% LW ITESSFIAFEIE. £H Shell BIZA |, ATEE
B BRI AEES. BAIUEAmModify-instance-attribute Amazon CLI @85 Ek
ModifyInstanceAttribute APl BREE XA FEHIE,

ERA P HE

1. fEMstop-instances Amazon CLI &85 & LT ESEHI,
2. f#MAmodify-instance-attribute Amazon CLI fi =& HuserDatal/® .
3. ffEMstart-instances Amazon CLI S8 S EBITE XM,

TTE R HIRZ A Shell BIZA, 7£ Snowball Edge ®EEBETWITERMFREZE cloud-init B4
BES. BXMEMH Amazon CLI i THESZEER | 558 (Amazon CLI G5 ZE) .

{£1E7E EC2 Snowball Edge iz THIFR B4

R ENRIBRAEIRR LA EC2E5 Amazon E2RMSEH] , BREMIRERS P X ABESEH,
Flan | EZEA shutdown = reboot . MRERSZEHKRAZFHEERMIAA terminate-instances
R HEBERR,

MR , A stop-instances T T EEFE EC2REMN ST Sz % B KB,

THEKBIR P8R 240


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/instance-identity-documents.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/instance-identity-documents.html
https://docs.amazonaws.cn/cli/latest/reference/
https://docs.amazonaws.cn/cli/latest/reference/ec2/terminate-instances.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/stop-instances.html
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Amazon loT Greengrass Fl T #& Snowball Edge Lt 5l &b
EC2REBN KA LZ TR ERN M

Amazon loT Greengrass & —RIFREYEM (IoT) BT =RS , AIHEBIEERR LWE, 2
ENEEYEBMBARRF. B LEH Amazon loT Greengrass KRB 4 |, FENIRREB IR
HAERNBE#TAMRE, ETNREZIEBRETTNUARBENRSRZHE. BXNEAER
Amazon loT Greengrass , i5Z R 42 Amazon loT Greengrass ? £ {Amazon loT Greengrass

Version 2 AR AR EFE) F.

IS 7E Snowball Edge %% Amazon loT Greengrass EfEH , ATAIHR R EREBIFEERNEFITA
FIWEMDFHE IR E4MEEERN , HERBME EWEMERHITRESER.

£ Snowball EC2 Edge Amazon loT Greengrass Li% &5 & i#h 3k
AW SLBl

(® Note

E Amazon loT Greengrass Version 2 7 Snowball Edge &% L &% , FHRRENIER CERE
FEBRN, REZTKE , TEEKMEIR#A Snowball Edge %%, Amazon loT Greengrass

ENRESZ EC25%ARIZEHI Amazon IoT Greengrass V2
1. FRALE IP it F SSH 4R /539 Amazon loT Greengrass £33 KiEH AMI :

a. £ Amazon CLI:z1T3E41,
b. £ Amazon OpsHub : 5315 Amazon EC2 & EHl,

@ Note
i T 53R BIRERR A H IP it F SSH BB o

2. f£M SSH E#EE EC2HRANXER, Ntk , BFEEEI L RBEVITEN LETUATH S, ssh-
key B NIEAT B3N EC2RAXFINZEIR, public-ip-addressB#N EC2RAZFNLE
Pt ik,

i% & EC2-3&%A Amazon loT Greengrass 241


https://docs.amazonaws.cn/greengrass/v2/developerguide/what-is-iot-greengrass.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/run-instances.html
https://docs.amazonaws.cn/snowball/latest/developer-guide/manage-ec2.html#launch-instance
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ssh -i ssh-key ec2-user@ public-ip-address

/A Important

MR ENERAN R RHRAH Microsoft Windows , BBAYRAIEERHE SSH T
HEVRATAER SSH BTTEEEE] EC2RBIRAVRA|, BEET EC2RABEHKA , &0
UEZFENEE PUTTY , RR—MRERTTIR SSH B in, BHBTUFF SSH ZHM . pemt
N PUTTY BRI EESER EC25RHl, BXRUMM . pem PUTTY BRI N
PUuTTY XM EE , F25 (WL E# EC2 A/ IER) TTYgenHHY £/ Pu HHAEA",

Amazon loT Greengrass £ Snowball EC2 Edge E#R A EH =%
BTK , 85 EC2RAXRPIRE RN TATAH#IF XK Amazon loT Greengrass B0 iR % .
EZ % Amazon loT Greengrass

1. FERAUTHSLTENMLEZHMY Amazon loT Greengrass, IS %% Amazon Command Line
Interface (Amazon CLI) v2, Python 3 #l Java 8,

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"
&& unzip awscliv2.zip && sudo ./aws/install && sudo yum -y install python3
java-1.8.0-openjdk

2. & root A 1E1T Amazon loT Greengrass 3B PR , H7E sudoers BLE X #Froot
ALL=(ALL:ALL) ALL®root ALL=(ALL) ALL¥¥ root XERMIEH R

sudo sed -in 's/root\tALL=(ALL)/root\tALL=(ALL:ALL)/' /etc/sudoers

3. FRLLT& S T#H Amazon loT Greengrass &/ i,

curl -s https://d2s8p88vquow66.cloudfront.net/releases/greengrass-nucleus-
latest.zip > greengrass-nucleus-latest.zip && unzip greengrass-nucleus-latest.zip -
d GreengrassCore && rm greengrass-nucleus-latest.zip

4, FAUTHHRMEEFEUALTEZRE Amazon loT Greengrass Core ¥, N RHIBEER N ENE
iFo

Amazon loT Greengrass £ Snowball EC2 Edge L # AR L &% 242


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/putty.html#putty-private-key

Hkk
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export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

(@ Note
XL 2K EH1Z Amazon X IAM B FHIES , AR Snowball Edge 8 ZFHIEH.

5. FEALT&HSRE Amazon loT Greengrass Core 8. ZomTRIER OB HZ1TFIER Amazon
TR, HEROBRERERTE AMI BHIETHRERS.

ERTHERUTSH .
« region : EREHAPERYGLIREIR Amazon B X,

« MyGreengrassCore: Amazon loT Greengrass %/ Amazon loT &% 8 & .

« MyGreengrassCoreGroup: Amazon loT Greengrass &%/ i% % Amazon loT BWEYAMN S
Mo

sudo -E java -Droot="/greengrass/v2" -Dlog.store=FILE \
-jar ./GreengrassInstaller/lib/Greengrass.jar \
--aws-region region \
--thing-name MyGreengrassCore \
--thing-group-name MyGreengrassCoreGroup \
--thing-policy-name GreengrassV2IoTThingPolicy \
--tes-role-name GreengrassV2TokenExchangeRole \
--tes-role-alias-name GreengrassCoreTokenExchangeRoleAlias \
--component-default-user ggc_user:ggc_group \
--provision true \
--setup-system-service true \
--deploy-dev-tools true

(@ Note

WHSEATFETILEE EC2 Linux 2 AMI NI Sz #ARH], XF Windows AMI , ES
%% Amazon loT Greengrass /U4

Amazon loT Greengrass £ Snowball EC2 Edge L # AR L &% 243


https://docs.amazonaws.cn/greengrass/v2/developerguide/install-greengrass-core-v2.html
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SEAE , TRIFIERRY Snowball Edge &% 11T —NW Amazon loT Greengrass &t A<t £ /A,

Amazon loT Greengrass £ Snowball EC2 Edge £ #AHIEH &% 244
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Amazon Lambda 5 a —#f£H Amazon Snowball Edge

Amazon Lambda powered by Amazon loT Greengrass = —IMit&RS , A[1L#&1E Snowball Edge i%
& LA HIZTTERS SR (Lambda B3 ) o BELAER Lambda #3358 2 RAFIEN % % (MQTT)
HETE Snowball Edge 8% L@ A Lambda BH# , £ Lambda E¥HI=1T Python X8 , REEATE
MNESHFABLAHEREHS. Amazon EF Snowball Edge 8% LA Lambda B , ESME X
# 5 8l2 Snowball Edge £%5, Amazon Web Services [X13 Amazon loT GreengrassEXxEBR AR
B %3 Amazon Web Services X1 , i§Z L Amazon loT Greengrass®H #J Amazon Web Services —
2%, Snowball Edge t#) Lambda £# 2t Lambda # Snowball Edge % % 7] A # X1,

® Note

MBEBABNINEBOBEEWNNFES 128MB WE , MENMELAHFZ LA L/ Lambda B
8

B
« FF¥R7E Snowball Edge EfEf Lambda
« ¥ Lambda E¥EEZ Snowball Edge &%

FF 44 7E Snowball Edge L Lambda

£ £ Python 18 S £ Snowball Edge L8172 Lambda E#z 81 , BUUERABLUTRS. SaMiEx
FH,

£ Snowball Edge Amazon loT Greengrass iz {THY LR 4

Amazon loT Greengrass =¥ Amazon Web Services = Ihati BRI A #biR R #. Amazon loT
Greengrass EAR#hIZ ZEBEEEEEREEN S IWEMN D TEHE , RFRERTAERBRE L
ZEWHEEE, FEEMAE  FHANFXE Amazon loT Greengrass A LAE FiRE LIRS 231853

( Lambda B# ) » Amazon Web Services =G , 15 Al SAR 5 E b FF b KB BRI R R UER
HITNARERF.

5 Snowball Edge Amazon loT Greengrass —i2 A , EEEMLLT Amazon loT Greengrass #i

A .
/E\ -
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Amazon loT Greengrass B3R — HXERHK Amazon loT Greengrass 5TE%I% , 5% (Amazon
loT Greengrass Version 2 F & AR I§mE) P EKR,

Amazon loT Greengrass core — & Amazon loT Greengrass OB HH N ELEEIRE BT
#) EC2 326l £, BZHAIEEPHIAmazon loT Greengrass 7 Amazon L{#f EC2 324,

E7£ Snowball Edge &% LM Lambda &%k , MAEEIRE LWL E# EC2 K4l EZ % Amazon
loT Greengrass & EiF, #&itXI7E Snowball Edge &% LA/ Lambda A4 FH AT E&E
Snowball Edge &% k%% Amazon loT Greengrass Bk 8122, &< Snowball Edge &%
Amazon loT Greengrass L Z&RMEE , iHZH. Amazon loT Greengrass fi T4 Snowball Edge
5T S EC2RANXES LETMRENRY

Amazon loT Greengrass 41 — Snowball Edge & & Amazon loT Greengrass 4 K% Mg

BETEHA, BXENEZELR , 259 (Amazon loT Greengrass FF X A REFE) FH Amazon
Greengrass loT Groups.

MQTT — Amazon loT Greengrass £ A{TAARENREES MQTT I EFLANH#ITER. BN

Amazon loT Greengrass B4 PEAS MQTT REMNRZRARGHBALLEAA MQTT BE. MREE
X THKH MQTT EE |, XL 2R LLAA Lambda B

£ Snowball Edge Amazon Lambda iz 1THY 5 R &4

Amazon Lambda @ —MitERSF , ATEEFATMEXNEERFZHENERTETRB. £ Lambda
5 Snowball Edge £ & AR , SAEELLT Lambda #=:

Lambda B : B BEENRE , EEH KXW E Lambda H7E Snowball Edge LEHR. BXESZE
B , &5 (Amazon Lambda FF X A R ¥ER) FH Lambda B,

Lambda #£#l& : BRI AE RS AF L&, EFHKHATE Snowball Edge £iE4THI Python
BE M Lambda ¥, BX Lambda BHANEZEER |, i5ZR (Amazon Lambda FEX AR 1E
M) H/ Lambda =45,

Python — i F Snowball Edge Amazon loT Greengrass L1 # X #FH Lambda BB S RREIE
= Amazon loT Greengrass X% Python iRZ 3.8.x.

F Lambda EEEBE E| Snowball Edge &%

E7£ Amazon loT Greengrass 4 H# Snowball Edge &% £iz1T Lambda ¥ , HFZEBERA
HS A, BXEM Amazon loT Greengrass #ZH| A FEBERNAHS ANTEEFR , ESH Amazon
loT Greengrass Version 2 FF X B8R “F Lambda BEIE RN A4 (#EHIE ) FA7
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© N o g &

1£ Amazon ¥IBc M2 EI A8 Greengrass AHRE L | EFCIZA 4,

EAHRS |, EFES A Lambda B#, £ Lambda B |, EBREHBWEZ . £ Lambda EIAR
Aep | EREBEIRAE,

EiIRHTAETUARBIRENES  BERIMEHRHEESH., T8RN (¥) B, BHUY
B AR BB [E

EEEYF , EEREEELNEE,

TR EAH

ERHE,

EIEF , EEFMBIELLE , REIEREH Greengrass ., EET—F,

ERBAGD , EEATASE

» aws.greengrass.Cli

* aws.greengrass. Lambdalauncher
* aws.greengrass. LambdaManager
* aws.greengrass. LambdaRuntimes

« aws.greengrass.Nucleus

EEREE,

fF Lambda BB E) Snowball Edge &% 247
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£ Snowball Edge L fEA ST 5i# S3 R F#

Snowball Edge L#) Amazon S3 A FM AIRRMLLNWNRERE , EEEaN®EM, AV EM , H¥
BT Amazon S3 API Zhat & | EATRE., BaL SN IEZENIRE, 7 Snowball Edge LEAE
Amazon S3 #BMEM , B LUE Snowball Edge EF#BIEHZITEEANNARE T
=

& ] LATE Snowball Edge 1% % £ 812 Amazon S3 i , MEEA A FTERMIKIE R R, 2t EEE
LEBMBIEREHNAFE#EMKEEINIR, Snowball Edge £5 Amazon S3 AN EMIEE T —HHN
FiEEBISNOW , EEA Amazon S3 APIs , % & Snowball Edge R & L UFAMARNAERTF
fEEAE, BT BLFE Snowball Edge Z 48 LEFA 57 Amazon S3 LMEMIHEE , SEEMBETEE
KBS, N APIs MFRid. H— B MERIREZ|E Amazon , 7 Snowball Edge £# Amazon S3
REGRP BRI FHEANFTEREDBFIEBR. BXEZSER , BSRANERM T ERFHEMEL,

& A LATE Snowball Edge ELAM VL E K EF AL E S X FE S Amazon S3 HRENFHE, EIMVEE
B, BANUERELTE S3FE , HRAETWAERTFH. TEHEEY , MEBREHARTERNAT
S3 Ff, —NEREITWEE I MRE , RZITEE 16 NMEF. REEFHHO K/, S3RSTLEF 1
®2 AREFNIREBREED,

£ Amazon DataSync , &R LL7E Snowball Edge &% £/ Snowball Edge £ # A Si# S3 K17
EMFRERS 2 BEHEN R, Amazon BXEZEE , 55 Amazon DataSync AFIEEHIE
Snowball Edge EEAFRE S3 WEFEHEERZH.

AR 2 Snowball Edge LR AL S# S3 M7 BRE LUK Snowball Edge EER SN E# S3 HFERF
MR ZFNRIFHBE. BXEENBTEEINEREE |, S Hthis table,

Snowball Edge Compute Optimized with NVMe storage

Snowball Edge £ 5 Amazon S3 # A FiEr 7 B E LUK Snowball Edge Compute
Optimized ( £/ AMD EPYC Gen2  AMD EPYC Gen2 #{TitE L1t ) iR NWHBEREEBE
NVMe

Snowball Edge E#A E# S3 Y77 4& 22 (A RIEEBE (LLTB RE)
EBRE (UL TB HEH)

3 17.5

5.5 14.5
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Snowball Edge E#* A i S3 By 174i% 22 [H] REHBE (L TB REN)
FHEBE (L TBREN)

10.5 8.5
12 6.5
13 5.5
16.5 1.5

Snowball Edge storage optimized 210 TB

Snowball Edge L3 AT S S3 M7 A E LK Snowball Edge F &3 {E1LAY 210 TB i &FHY
BIER 170

Snowball Edge L&A S S3 Y17 Z=[H] REEBE (L TB HE)
FHARE (UL TB HEA)

20 206
40 182
60 158
80 134
100 110
120 86
140 62
160 38
180 14
190 2

Snowball Edge L 3# A S S3 ML
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+ Snowball Edge FREBHNHRARENBERBZLTINESR 100 1,

* Snowball Edge £#) S3 FHEBAEEKFHEZFEBPHAENR.

« 2B Snowball Edge L/ S3 FEIEFTE B IK - 7 Xt IR BT IR1E,

s IRK/DERFIE Amazon S3 LK —F,

« fZf#7E Snowball Edge L Snowball Edge L#J Snows EHIFIEXN KN E#EE IR

« MINBRT |, FHEE SNOW FRFPHNABENREER EHA Amazon S3 EEMHE R ( SSE-S3)
RYBRSS BRIm N AT Il . BT ABEERERER T REMMERA ( SSE-C ) MRS H/iE
INERFEX R

« WMREW Snowball Edge LXBRBHZEHEREFEENR , AP HEREBZEFTERE (ICE),

FA

 7£ Snowball Edge EiTMFHRBL Sk S3 7 ZE (A

* 7£ Snowball Edge FiZEMF ;A Amazon S3 K771

* 7£ Snowball Edge A5 ¥ S3 HAFHZE B S3 FiEHE

« HAEBERE Snowball Edge EBY Snowball Edge F4# 8 L1518 51 D% S3 AN 1F4E

* 7£ Snowball Edge £H Snowball Edge £# & FHRE Amazon S3 B 714 Z2 (A FF #Y 77 B = X 35 174k
IGEIES

+ 7£ Snowball Edge £/ Snowball Edge EIREVSI iz S3 A 174 22 A Y 126548

 7£ Snowball Edge £#Y Snowball Edge L&Y Amazon S3 3RA 17 fi# Z= B P A2 S3 77/

+ 7£ Snowball Edge E#J Snowball Edge EMIBRFERAT ik S3 Y176 28 8 h Y 12 6 4@

- FAMENEEXNRE®EHEE Amazon CLI

« [ REFIZ Snowball Edge £ Snowball Edge R = 51 5i#h S3 AN F#ZEH

* 7 Snowball Edge £ Snowball Edge £ H S5 5# S3 REFMZERAFHNFHEERPHNR
+ 7£ Snowball Edge E# Snowball Edge EM Amazon S3 & 176 2= A P F& @ DRI R
 7£ Snowball Edge EMilBR Amazon S3 REF#HZ RPN FHBPHIXNR

+ Snowball Edge £ 3%3F Amazon S3 A 1Z&H REST API i#

* 7£ Snowball Edge L H 5 Amazon S3 AN EiEZ EIF Snow &R E&#

+ 7£ Snowball Edge B4 @M LB E ST 3% S3 AN 1F6#

+ 7£ Snowball Edge E#&E A SMTP EH
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1£ Snowball Edge 1T #ABN i S3 MY 776 25 (8]

£ Snowball Edge LT 5L S S3 #AF M ZEIAIRE 51T Snowball Edge B FZIEE L,
EWE , BSAKEETHELELEITW Snowball Edge I#ZHES , AEMESESIZEUTE
I

o EEBRELRES | ERTEMFE,

« £ Snow I®& T , 1%£4F Snowball Edge Compute Optimized

£ EBRFEHERE” T |, £ S nowball Edge Li%#% Amazon S3 # & 176%.
WNFHMIRE K EFEFET , ERENMRE  AREREMENFRE,
WNTEH K EFHIETERER K AREREMENEFREENSERD

#£ Snowball Edge LR BEFZ I FRA Amazon S3 WY 7 1&

EXRMRERLZRMNEEHHFITE , Amazon BUES Snowball Edge % & & & E & LK Snowball
Edge £ 5 Amazon S3 ®RBMEFE#HITRE, AF , FAXLT BEi&E Snowball Edge IR ZREE |
H1£ Snowball Edge L8315 Amazon S3 REK 7.

FRF M

Snowball Edge t5 Amazon S3 # &K 771 Z KRR Snowball Edge & Fiwm A Amazon CLI REFEF|Z
WIRER, RIETFLER SEAT NET 8 Amazon SDK & A F Windows PowerShell B Amazon T &
1 Snowball Edge L {#H 5 Amazon S3 BN FE. Amazon B ERUTHRANXLET R .

« Snowball Edge B i - FARFRA, EXEZEE , BSHEAERPH FEH L% Snowball
Edge & F i,

« Amazon CLI-2.11.15 RESRAE, BEXEZELR , 5 ( Amazon Command Line Interface F
F#®8) Amazon CLIRHIZEE, EHMEE.

« EAT .NET & Amazon SDK— AWSSDK .S3Control 3.7.304.8 S E B A, BXEZEL , F2
% & A F .NET 89 Amazon SDK.,

« Amazon & F Windows B L E PowerShell — W4~ 4.1.476 RE S A, BEXEZER |, HSH
Amazon Tools for PowerShell AF 5.
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RIEZA IR

AT A B AAR B HEE Snowball Edge B i MM A IR | LUEFE Snowball Edge L5
Amazon S3 RAMNFM —EFE A,

1. TEHKE Snowball Edge BF i, BEXEZER , HSH TEH L ZE Snowball Edge & Fifio

2. A Snowball Edge BEF IRl EBLE X . BEXEZEE , BZH ) Snowball Edge & 7~ Ui B & B
i

3. MRELEANE EAT NET 9 Amazon SDK , iERMN T ARIR
BclientConfig.AuthenticationRegionZ & :

clientConfig.AuthenticationRegion = "snow"

®E R Snowball Edge ®%&
£ Snowball Edge LiZE& IAM

Amazon Identity and Access Management (IAM) B &5 Bh &4 15 1”1 £ Snowball Edge &% LiZ1TH
Amazon %R, AILAERA IAM RiZEHIEES T HMKIE ( £FER ) HREEN ( EEMANER ) X
EFH ﬁ/ﬁ?\o

Snowball Edge EA #1357 1F IAM, BRI LAEAAM IAM RS EIZA G H N IAM KM I FX LR P,
SR DA A IX L SR BE LA A P I AT 9 BL VR S5 PSR 9 5 1R AR BR o

AT R A X Amazon S3 APl #1752 1518 :

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditox@",
"Effect": "Allow",
"Action": "s3:*",
"Resource": "*"

REAMINE 252
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}

BHXREZ IAM KBRS , S H Amazon Snowball Edge 7 % A R 38/,

£ Snowball Edge FRF LB FRAWL Sk S3 K124
BRBELT M BATE Snowball Edge IR &S &EE L/ 3 Snowball Edge fR% L #R AL S S3 WFfE.

MREFERAFRFHER |, M T LAER Snowball Edge RENIBIIEBRRIEREHBIRE
Amazon S3 By #Zf%. Amazon OpsHubiEZRE1E Snowball Edge iR EFRE I S S3 WiFH#H
Amazon OpsHub,

1. BITUToSREBEN Snowball Edge IR EZHIRHEE -

o WFEAMEE :

snowballEdge unlock-device --endpoint https://snow-device-ip

o XTER

snowballEdge unlock-cluster
2. BT T &S HHRE Snowball Edge R EHIRZERCHEH -

o WFEAMEE :

snowballEdge describe-device --endpoint https://snow-device-ip

o X TFE&EER

snowballEdge describe-cluster --device-ip-addresses [snow-device-1-ip] [snow-
device-2-ip] /
[snow-device-3-ip] [snow-device-4-ip] [snow-device-5-ip] /
[snow-device-6-ip]

1£ Snowball Edge BRSS L B33 AL L% S3 K16k 253


https://docs.amazonaws.cn/snowball/latest/developer-guide/using-local-iam.html#policy-examples
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3. NTEARE (LREBHE—ARREZLREER ) , E% Snowball Edge £/5315 Amazon S3 # &
iFfE |, BT T®RE -

a. BIEITULT describe-device S HIREUZREZ M PhysicalNetworkInterfaceld :

snowballEdge describe-device --endpoint https://snow-device-ip

b. &EfTLL  Fcreate-virtual-network-interface@$SMX , N ( BFE#EBIEMEVNIs)
Ms3control ( ATHREE ) mRGIZELMEIZED s3api ().

snowballEdge create-virtual-network-interface --ip-address-assignment
dhcp --manifest-file manifest --physical-network-interface-id
"PhysicalNetworkInterfaceId" --unlock-code unlockcode --endpoint https://snow-
device-ip

s

ZmTIRE— JSON &+ , HFEE IP #hit, i2TiZ IP #bit,

BRXEGTSHIFMER , HSHTE Sn owball Edge L& BEMLEED (VNI),

(® Note
£ Snowball Edge L/E313# A Amazon S3 W EEE A HEIRZ BIR.

4. ZE{TUW Fstart-service®@H 7 Snowball Edge fR% L/E3) Amazon S3 B F. HhERFEE
AR Z Y IP stk BAR S8 FIL 517 R8I VNIs BT S # & JRZ # (ARNSs) : s3controls3api

EERNMRZLRYRS , BIITUATERE

snowballEdge start-service --service-id s3-snow --device-ip-addresses snow-
device-1-ip --virtual-network-interface-arns vni-arn-1 vni-arn-2

EEEBRLEIRS , BHITUTHRAE

snowballEdge start-service --service-id s3-snow --device-ip-addresses snow-
device-1-ip snow-device-2-ip snow-device-3-ip --virtual-network-interface-arns vni-
arn-1 vni-arn-2 vni-arn-3 vni-arn-4 vni-arn-5 vni-arn-6

1£ Snowball Edge BRSS L B33 AL L% S3 K16k 254
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3 F--virtual-network-interface-arns , i# VNIs @& ARNs &7 F—ShoIZW A

AR, BEAZETRED ARN,

5. HXBEMEZIZTUT describe-service a8 $ :

snowballEdge describe-service --service-id s3-snow
FREBRSREZERN Active,
HIERIZITUT describe-service &% :

snowballEdge describe-service --service-id s3-snow \
--device-ip-addresses snow-device-1-ip snow-device-2-ip snow-device-3-ip

£ Snowball Edge £ i1 R EEEH AKX Amazon S3 REFHMNEE
= Snowball Edge £ 5 Amazon S3 BN F M IRFIZ1THT , LA LAEA Snowbal describe-

service | Edge Client (8 5 &%& 5 s3control 1 s3api KiwT /K<Y IP it

snowballEdge describe-service --service-id s3-snow --endpoint https://snow-device-ip-
address --profile profile-name

Example describe-service 8% H

T RBISH | s3control B AT IP 31k H 192.168.1.222 | s3api # S IP #ritH 192.168.1.152,

{
"ServiceId": "s3-snow",
"Autostart": true,
"Status": {

"State": "ACTIVATING",
"Details": "Attaching storage"

iy

"ServiceCapacities": [

{

"Name": "S3 Storage",

EREAEXRRRANER
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"Unit": "Byte",
"Used": 148599705600,
"Available": 19351400294400

}
1,
"Endpoints": [
{
"Protocol": "https",
"Port": 443,
"Host": "192.168.1.222",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/30c563f1124707705117f57f6c3accd42a4528ed6dbale35c1822a391a717199d8c49973d3
.
"Description": "s3-snow bucket API endpoint (for s3control SDK)",
"DevicelId": "JID-beta-207429000001-23-12-28-03-51-11",
"Status": {
"State": "ACTIVE"
}
.
{
"Protocol": "https",
"Port": 443,
"Host": "192.168.1.152",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/30c563f1124707705117f57f6c3accd42a4528ed6dbale35¢c1822a391a717199d8c49973d3
.
"Description": "s3-snow object & bucket API endpoint (for s3api SDK)",
"DevicelId": "JID-beta-207429000001-23-12-28-03-51-11",
"Status": {
"State": "ACTIVATING"
}
}

#£ Snowball Edge LA ST 5#h S3 REFM R S3 FH A

f& B Snowball Edge L# Amazon S3 &Mk , &7 A7 Snowball Edge 8% £ 81 Amazon S3
TR, MEESERHBEL R, RBiELENKETENNARFFENREINIR, Snowball

fEf S3 17k 256
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Edge £ 5 Amazon S3 FAMFMEIRM 7T — MW F#EEBISNOW , EEA Amazon S3APIs , EFETE
% & Snowball Edge R & LA M ARV AR FREEBIE. LRI LIE Snowball Edge FEBLFERAS
f£ Amazon S3 EMREININEE , SIEFHEBEM B KRR, NE APIs FHRiC,

YRATLAE A Amazon Command Line Interface (Amazon CLI) 7 Snowball Edge £ f#H 5 Amazon S3
REMNTFM , LA LU Java SDK BUmEFNEH. Amazon £/H Amazon CLI , A LLIRE s3api
% s3control if R , HERHSTEZRE. BINENER s3api iR, BRHERR S AR AT 76
BRI REE,

(® Note

s3api im R A A F Snowball Edge 3 4F#9 8004 IR R EBM A, EERIEE LZEMN Snowball
Edge B HIMRAS , B snowballEdge check-for-updates %, EE#H Snowball
Edge %% , S P E 5 Snowball Edge %% B4

£ Amazon CLI

BRBLLT A Amazon CLITER & £ A Amazon S3 17,
EiZ{& Amazon CLI

1. £ ~/.aws/config F AN Rixm[LBIEEE X4,

[profile your-profile]

aws_access_key_id = your-access-id
aws_secret_access_key = your-access-key
region = snow

ca_bundle = dev/apps/ca-certs/your-ca_bundle

2. MEMIRZRREVEP, BREZELR , S (Snowball Edge FF & A RIERM)
3. MRZBEEUNEPFRETHAIES , BFEAUATHSEHEEE :

source your-virtual-environment-name/bin/activate

WREBRER , IRATLUERA s3api SDK = s3control SDK &I 157 Snowball Edge L#Y S3 176 4@,
Amazon CLI

f£F Amazon CLI 257
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Hkk

Example {# /A s3api SDK 58] S3 174#

aws s3api list-buckets --endpoint-url https://s3api-endpoint-ip --profile your-profile

Example £ s3control 347 & T E B ikE S3 17

aws s3control list-regional-buckets --account-id bucket-owner --endpoint-url

https://s3ctrlapi-endpoint-ip --profile your-profile

Example £ s3api SDK 8] S3 3R

aws s3api list-objects-v2 --endpoint-url https://s3api-endpoint-ip --profile your-

profile

{#/ Java SDK
FERALUT R, A Java SDK 42 Amazon S3 ZEBHAIN R,

import software.
import software.
import software.
import software.
import software.
import software.

import java.net.

AwsBasicCredentials creds = AwsBasicCredentials.create(accessKey, secretKey); // set

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

URI;

awssdk.
awssdk.
awssdk.
awssdk.
.http.apache.ApacheHttpClient;
awssdk.

awssdk

services.s3.S3Client;
auth.credentials.AwsBasicCredentials;
auth.credentials.StaticCredentialsProvider;
http.SdkHttpClient;bg

regions.Region;

creds by getting Access Key and Secret Key from snowball edge
SdkHttpClient httpClient =
ApacheHttpClient.builder().tlsTrustManagersProvider(trustManagersProvider).build(); //
set trust managers provider with client certificate from snowball edge

String s3SnowEndpoint = "10.0.0.0"; // set s3-snow object api endpoint from describe

service

f# A Java SDK
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S3Client s3Client =
S3Client.builder().httpClient(httpClient).region(Region.of("snow")).endpointOverride(new
URI(s3SnowEndpoint)).credentialsProvider(StaticCredentialsProvider.create(creds)).build();

FFEH ARN 8=

& O] LAE A e AL B HH B9 Amazon BIRB# ( ARN ) #3ki2 5] Snowball Edge %% £ Amazon S3
N

arn:partition:s3:snow:account-id:device/device-id/bucket/bucket-name

&ITM partition Snowball Edge REFTEXH D XEME, device-idMRIBRBINILHY
Snowball Edge i&%& , WA job_id ; cluster_idiNR{RE Snowball Edge £&f , N7 job_ids

FREBALERN
Tk KUBKRIEE TR 2277 5 XH Snowball Edge &&. FHBLESEUTHR :

/device-id/bucket/bucket-name

EXxEZEEL , 55 ( Amazon CLI 555 E) M create-buck et

¥ EREE £ Snowball Edge £#Y Snowball Edge 4 L1510 51
@b S3 AWM

LT REIER head-bucket S5 KB E Amazon S3 FHBREEFEUREBEEZEHREA Amazon
CLIARZE#E, EfFALGS  BEEMNEFPFRASUTERANEECHER,

aws s3api head-bucket --bucket sample-bucket --endpoint-url https://s3api-endpoint-ip
--profile your-profile

£ Snowball Edge LY Snowball Edge E# & FH&ZA Amazon S3 Y
iz A PN RS X EFEAE SR

f£MAlist-regional-buckets=1list-bucketsi&®id %l Snowball Edge 4 # £S5 Amazon S3
RAMEM. Amazon CLI

FER ARN 18 259
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Example A A T ah B R FE B X E 73R Amazon CLI

s3api syntax

aws s3api list-buckets --endpoint-url https://s3api-endpoint-ip --profile your-
profile

BXiZlist-bucketsm THEZER , BSH (HS5ZE) P list-buckets Amazon CLI

s3control syntax

aws s3control list-regional-buckets --account-id 123456789012 --endpoint-url
https://s3ctrlapi-endpoint-ip --profile your-profiles

AR OHNEZELR |, B3 list-regional-buckets #8$55# Amazon CLI F#9 1ist-regional-
buckets,

LTEAT Java W4 T ESRHIFTIREL Snowball Edge IR & LW F#@EIIR, BXEZELR | S
FListBuckets (I Z#h & £ Z i ARSS API &) ,

import com.amazonaws.services.s3.model.*;

public void listBuckets() {
ListBucketsRequest reqlListBuckets = new ListBucketsRequest()
.withAccountId(AccountId)
ListBucketsResult resplListBuckets s3APIClient.RegionalBuckets(regListBuckets);
System.out.printf("ListBuckets Response: %s%n", resplListBuckets.toString());

}

LR PowerShell ;RIZREX T Snowball Edge &% £ B 65 &K,

Get-S3CRegionalBucketList -AccountId 01234567891@ -Endpoint "https://snowball_ip" -
Region snow

LU .NET 7RI 3REL Snowball Edge & & EHEEREDIR,
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using Amazon.S3Control;
using Amazon.S3Control.Model;

namespace SnowTest;

internal class Program

{
static async Task Main(string[] args)
{
var config = new AmazonS3ControlConfig
{
ServiceURL = "https://snowball_ip",
AuthenticationRegion = "snow" // Note that this is not RegionEndpoint
I

var client = new AmazonS3ControlClient(config);

var response = await client.ListRegionalBucketsAsync(new
ListRegionalBucketsRequest()

{
AccountId = "012345678910"

1)

£ Snowball Edge £#Y Snowball Edge EIREVST B#h S3 HRAETE
it 72 [B] 1Y T2

AR R BIEF#E Snowball Edge Zf##8 EIREVS Amazon S3 3B EMEZEE, Amazon CLIZEFEAIL
e, S NARFRALSUFERNEECHNER.

aws s3control get-bucket --account-id 123456789012 --bucket amzn-s3-demo-bucket --
endpoint-url https://s3ctrlapi-endpoint-ip --profile your-profile

BEXRUGBTHNESZER , 828 (w55 ZE) FM get-buck e Amazon CLI t.

AT Snowball Edge £ 5 Amazon S3 %AW F & ROIEAER T Java 9 SDK SREVFE#ME. B
XEZER , 2 (Amazon Simple Storage Service APl &%) https://docs.amazonaws.cn/
AmazonS3/latest/API/F# GetBucket.
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import com.amazonaws.services.s3control.model.*;
public void getBucket(String bucketName) {
GetBucketRequest reqGetBucket = new GetBucketRequest()
.withBucket(bucketName)

.withAccountId(AccountId);

GetBucketResult respGetBucket = s3ControlClient.getBucket(reqGetBucket);
System.out.printf("GetBucket Response: %s%n'", respGetBucket.toString());

£ Snowball Edge L#J Snowball Edge L#J Amazon S3 & 1F4%
Z2 Bl R B2 S3 i

& ] LATE Snowball Edge %% £ 812 Amazon S3 FiE , MEELEMNENFTERMBIEH B, Ait
B ENBERENNBEFE#H L RN R, Snowball Edge £5 Amazon S3 BN IEMEIRME T —F
FEY K BISNOW , EEA Amazon S3 , EREEZMRB LURBANMAT RN AN FREEBIE. BAUUE
5 Amazon S3 F#EERM APIs ThEE , BIEFHBEGERRE. MBMRD,

AT R AI¥EE A Amazon CLIJT Snowball Edge &% 81 Amazon S3 Fi#f. EET®ww , BEA
FRALSUFERNEECHNESR.

Example 812 S3 Fi#E#

s3api syntax

aws s3api create-bucket --bucket your-snow-bucket --endpoint-url https://s3api-
endpoint-ip --profile your-profile

s3control syntax

aws s3control create-bucket --bucket your-snow-bucket --endpoint-url
https://s3ctrlapi-endpoint-ip --profile your-profile
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£ Snowball Edge L#J Snowball Edge L lBR3F AL &i# S3 K917
B R PR FE R

YRATLAE A s3api BH-FF & T E&E s3control SDK 1£ Snowball Edge EMilEk Amazon S3 A FMZ
kel oRea 2

/A Important

- SIEFEHEHNAREZEME , HEERM T UNEMBRA A, Amazon Web Services Tk
F

« Snowball Edge 77 fi# 8 2 H Z= = BEAI BR o
- FHEBERBRETERE.

LU R BI4E A RIBR Snowball Edge 124 B £ 5 Amazon S3 &AM EfE. Amazon CLIZEEAHLLGT |
BEEMNAFEASNFERACEEHNER.

Example il Br 176 48

s3api syntax

aws s3api delete-bucket --bucket amzn-s3-demo-bucket --endpoint-url https://s3api-
endpoint-ip --profile your-profile

EXRUTBTHNEZELR , BSH (hDS5E) B delete-bucke Amazon CLI t,

s3control syntax

aws s3control delete-bucket --account-id 123456789012 --bucket amzn-s3-demo-bucket
--endpoint-url https://s3ctrlapi-endpoint-ip --profile your-profile

EXLTBTHNEZER , 558 (M55 E) B delete-bucke Amazon CLI t.
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FEAMEMEBENREMEHEE Amazon CLI

YRATLAfEF Amazon S3 A& B HITE Snowball Edge 41t Amazon S3 RREFERNEERE., B
BIREGABAN , FRREZBCANSTHRIERITRARNK. BAINCE, BH. ZAIMPRESEH
MM, BX Amazon S3 A WAMMNEZER , BSHEETFHET AL,

(® Note
BEBEEEENAREZEMEE  HERH -8R, BH. 2RAIBREGEHHNE A,
Amazon Web Services K~

E A Amazon Command Line Interface (Amazon CLI) £ Snowball Edge 12 £ 3 A Amazon
SIHEHUENEEEHEAEE , FSRUT R,

£ Snowball Edge F#&# LB £ ARG E

EAT Amazon CLI 7R7E Snowball Edge 2 X LiRE T £ AHEERIE. LRI EEF/IRC
BIR (myprefix) WAMIAXRR , HEREE 10 XEIH. EFERALTRS , BNSMNAFGA LSS
R EECHNEER,

B, FEaBAHNEERBREFE JSON XHH, HLRGIH , XHwER lifecycle-

example. json,

{
"Rules": [{
"ID": "id-1",
"Filter": {
"And": {
"Prefix": "myprefix",
"Tags": [{
"Value": "mytagvaluel",
"Key": "mytagkeyl"
},
{
"Value": "mytagvalue2",
"Key": "mytagkey2"
}
]
}
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iy

"Status": "Enabled",

"Expiration": {
"Days": 10

}
3]

REXHE |, ¥ JSON XHER put-bucket-lifecycle-configuration (8 SH —Z DR,
EFEALGS , BEEMNAFRALSUAERANEZEESHER,

Example put-bucket-lifecycle &S H

s3api syntax

aws s3api put-bucket-lifecycle-configuration --bucket example-snow-bucket \\
--lifecycle-configuration file://lifecycle-example.json --endpoint-url
https://s3api-endpoint-ip --profile your-profile

EXRUBTHESEER , 2 ( Amazon CLI 55 %) put-bucket-lifecycle-configuration s
;8

s3control syntax

aws s3control put-bucket-lifecycle-configuration --bucket example-snow-bucket \\
--lifecycle-configuration file://lifecycle-example.json \\
--endpoint-url https://s3ctrlapi-endpoint-ip --profile your-profile

BEXRUEGTHEZER , 52 ( Amazon CLI #552E) put-bucket-lifecycle-configuration®
o

X RE FZF| Snowball Edge £AY Snowball Edge R EET S
# S3 ‘A FMEZEE
DT RIS B RN Etesample-object. xm1E) Snowball Edge 7 Bt £ 5 Amazon S3 &AM

FHEEE , ZHEEERAZERENEANRE. Amazon CLIE€ALGS , BRSMNEAFAA SRS
BAEBECHEER.
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aws s3api put-object --bucket sample-bucket --key sample-object.xml --body sample-
object.xml --endpoint-url s3api-endpoint-ip --profile your-profile

AT Snowball Edge £# Amazon S3 A F# ~AIEAEA T Java By SDK FXN REFIEIE — 764
BHOFXNRT, EFEALGS , BES NAFPFRASUAFBERNEZECHER.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.CopyObjectRequest;
add : import java.io.IOException;

public class CopyObject {
public static void main(String[] args) {

String bucketName = "*** Bucket name ***";

String sourceKey = "*** Source object key ***";

String destinationKey = "*** Destination object key ***";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Copy the object into a new object in the same bucket.
CopyObjectRequest copyObjectRequest = new CopyObjectRequest(sourcekey,
destinationKey);
s3Client.copyObject(copyObjectRequest);
CopyObjectRequest copyObjectRequest = CopyObjectRequest.builder()
.sourceKey(sourceKey)
.destinationKey(destKey)
.build();
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
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e.printStackTrace();

£ Snowball Edge L #J Snowball Edge L% 5 5% S3 %A 1%
fEZE B PR FEER PRI R

LR RBIEASIH T Snowball Edge Z R £ 5 Amazon S3 B E AT R, Amazon CLI
SDK @35/ s3-snow:ListObjectsV2, EFALGS , BEESMNAFBASNAERNEBCH

=W

aws s3api list-objects-v2 --bucket sample-bucket --endpoint-url s3api-endpoint-ip --
profile your-profile

BXRULHBTHNESRELR , 28 (Amazon CLI 8 H55#&) HH list-objects-v2,

\

AR Snowball Edge £ & Amazon S3 &AM 7 RHIZIH T EAERT Java B SDK HF#EFH
N, EFALGS , BFEMNAFAALSUFERNEZEESHER.

L RBIfEA ListObjectsV2 , iX & ListObjects APl IREMI R FTIEITHR. EAEWEFEALISITEH API
BRIERTRMABRET .. N TRUEERS , Amazon S3 &K iF ik APl RIERY K HTARA,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ListObjectsV2Request;
import com.amazonaws.services.s3.model.ListObjectsV2Result;
import com.amazonaws.services.s3.model.S30bjectSummary;

public class ListObjectsV2 {

public static void main(String[] args) {
String bucketName = "*** Bucket name ***";

try {
// This code expects that you have AWS credentials set up per:
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// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-

credentials.html

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

System.out.println("Listing objects");

// maxKeys is set to 2 to demonstrate the use of

// ListObjectsV2Result.getNextContinuationToken()

ListObjectsV2Request req = new
ListObjectsV2Request().withBucketName(bucketName).withMaxKeys(2);

ListObjectsV2Result result;

do {
result = s3Client.listObjectsV2(req);

for (S30bjectSummary objectSummary : result.getObjectSummaries()) {
System.out.printf(" - %s (size: %d)\n", objectSummary.getKey(),

objectSummary.getSize());
}

// If there are more than maxKeys keys in the bucket, get a

continuation token
// and list the next objects.
String token = result.getNextContinuationToken();

System.out.println("Next Continuation Token: " + token);

req.setContinuationToken(token);
} while (result.isTruncated());
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.
e.printStackTrace();
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£ Snowball Edge L#J Snowball Edge LM Amazon S3 %A E %
Z R P FEE PRI R
AR RBIfERsample-object. xml M Snowball Edge 77 B £ 5 Amazon S3 AR 176% 2818 3R

BB NI R, Amazon CLI SDK &85 H s3-snow:GetObject, EFALGS , BEEMNEFAA
HUASRIECECTHER,

aws s3api get-object --bucket sample-bucket --key sample-object.xml --endpoint-
url s3api-endpoint-ip --profile your-profile

BEXUBTNESER , 51 (Amazon CLI s H3E) F M get-objects

AT Snowball Edge £# Amazon S3 A F# ~AIEAEA T Java B SDK KB R, EFEA LG
T, ENSMNAFBALSNUGERANEECHNERS. BXEZER , EZH (Amazon Simple Storage
Service APl ZZ) https://docs.amazonaws.cn/AmazonS3/latest/API/F#Y GetObject,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GetObjectRequest;

import com.amazonaws.services.s3.model.ResponseHeaderOverrides;
import com.amazonaws.services.s3.model.S30bject;

import java.io.BufferedReader;
import java.io.IOException;
import java.io.InputStream;
import java.io.InputStreamReader;

public class GetObject {
public static void main(String[] args) throws IOException {
String bucketName = "*** Bucket name ***";
String key = "*** QObject key ***";

S30bject fullObject = null, objectPortion = null, headerOverrideObject = null;
try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
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.enableUseArnRegion()
.build();
GetObjectRequest getObjectRequest = GetObjectRequest.builder()
.bucket(bucketName)
.key(key)
.build());

s3Client.getObject(getObjectRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
} finally {
// To ensure that the network connection doesn't remain open, close any
open input streams.
if (fullObject != null) {
fullObject.close();
}
if (objectPortion != null) {
objectPortion.close();
}
if (headerOverrideObject != null) {
headerOverrideObject.close();

private static void displayTextInputStream(InputStream input) throws IOException {
// Read the text input stream one line at a time and display each line.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
String line = null;
while ((line = reader.readLine()) != null) {
System.out.println(line);

}
System.out.println();
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£ Snowball Edge LBk Amazon S3 RABFMEZE A PN EFH BT
PIE
& T LA Snowball Edge % Ek £ 5 Amazon S3 BN E#ZE P ER—PRBAT R, LT R

flsample-object. xmL{ERAMBRE NI R Amazon CLI, EFERALGT , BFEMNAF@A SAF
BRALBEESHER,

aws s3api delete-object --bucket sample-bucket --key key --endpoint-url s3api-endpoint-
ip --profile your-profile

BEXUGTNESEER , 551 (Amazon CLI i H5E) M delete-objects

BAF Snowball Edge £5 Amazon S3 AW 7 RGIEAEA T Java B9 SDK Ml BrF i 48 R B9 Xt
R, EFALTA , BEELEERBRANKRNERENR. BXEZELR , 55 MDeleteObject (MG
B E B FHRS API SE)

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.DeleteObjectRequest;

public class DeleteObject {
public static void main(String[] args) {

String bucketName = "*** Bucket name ***";
String keyName = "*** key name ****'";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

DeleteObjectRequest deleteObjectRequest = DeleteObjectRequest.builder()
.bucket(bucketName)
.key(keyName)
.build()));

s3Client.deleteObject(deleteObjectRequest);
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} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

Snowball Edge £33 Amazon S3 & AZf# /) REST API ##4E

LUR3FRERT Snowball Edge £5 Amazon S3 BN 7 X1 APl B#4F , B#EF L S S3 X
RIERIEERE, Amazon Web Services X13;

s3api R X FHNFHAE API RE -

* CreateBucket

¢ DeleteBucket

* DeleteBucketLifecycle

» GetBucketLifecycleConfiguration

» ListBuckets

+ PutBucketLifecycleConfiguration

s3control i R X IFHF A APl B1E :

* CreateBucket

* DeleteBucket
» DeleteBucketLifecycle

* GetBucket

» GetBucketLifecycleConfiguration

» ListBuckets

+ PutBucketLifecycleConfiguration
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TEPITR API 21E

AbortMultipartUpload

CompleteMultipartUpload

CopyObject
CreateMultipartUpload

DeleteObject

» DeleteObjects

» DeleteObjectTagging
+ GetObject

GetObjectTagging
HeadBucket

HeadObject
ListMultipartUploads

ListObjects

 ListObjectsV2
 ListParts

 PutObject

PutObjectTagging

UploadPart
UploadPartCopy

£ Snowball Edge L5 Amazon S3 &AM ZM#ZE R A Snow i%
B

SR —HE=/HEZ Snowball Edge 2% , AFE M EBENFATAEFE#MNITEEN, 58I

# Snowball Edge &AL , EFH N A EFENITERUETHRPEZEZHFL -

RE THAM | FH1E Snowball Edge IRZFHEHFH S3 BIFE BT EMRBXRNESHHEFA
e W REARSHALMERNEADE , EHLVBEN2REZLAT{T. H3E4 4
REARNERITEARZAE 1 ARE , 5 E 16 ARBEARNERBRZARZIARE2 ARE , BN
BRESEERE, SUUBERETRATENT R, MELEF FHEEEFTHRENEAMNZ:

o
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. @ iNEfZ A - f5B) Snowball Edge Storage Optimized &% , A LABIEEAN 16 T K8 |, Z#
£EB5A26PBH S3 HRATMAZEMAE. 188 Snowball EdQge Compute Optimized 8% , &1
DAlgZeEMN 16 TRER K ZHEEESA 501 TBH SIHRATAFRKER.

Snowball Edge i & WEBREMNS T RWK. FAT LB A MBNEHE ALUEMMFIREBIE |
HEFET S BEEB HITEER behind-the-scenesE &,

FEAXIXF Snowball Edge B FEAR , FiEEUTEESM ¢

« RINBWENERTOAERZIRHE-ATTRBIR , SMERD S B EERENRE M FZ,

- ERMUVNARGFEMITERL -  IRPFGEMBRZBENRIMSAELN —BoHTHRF , WER
RN BIETES A Amazon S3 F, MREMEHMIREZMENS AL , WA UHHENEREZ
e S AELRE,

« EM Amazon S3 FEEBIRENEIER - |, i56EH Amazon S3 API 58 L 812 Amazon S3 7=f#
W, BTE#M S3 BB R, AL, BE AT LAER Amazon DataSync £ Snowball Edge &%
Lt #9 Snowball Edge L) Amazon 77 RS 53%A Amazon S3 NF# 2 BERIN R, BXEZE
B | &2 ®BE Snowball Edge £ 5 S3 BN EEN1E

o BOLLBIE—/MES , M\ Amazon Snow RIIEEIEHEI A Amazon CLI, HEA—MTRRESH
Amazon SDKs, BXxEZEE , 551 Snowball Edge A7,

s ERPHEBREEHE— MR ID, TR ID REHRHPEAEZHNE —FRIREF , MEMIZIEEHN
Bl ID —#, YRAILA IDs M\ Amazon Snow RIIEEEFIE, . M Snowball Edge & F imIRELTY
Ko Amazon CLI Amazon SDKsSnowball Edge & F s describe-device¥}describe-

clusteriRE IDs BEEXIXEREHENHMEENT =,

s EENETANSEMEEHNOEFHRRRTNEZSIELWRESH, BIAERT , Snowball Edge 1%
ZEEFEFOCHRZAMER 360 Ko EXRAFELERE | RFZ LM read/write B3R, MER
ZEEN-AIZHRZAREEN 360 X , H5H R Amazon Web Services X #F,

« % Amazon R REIME FEHNIZER , RIMNESNZRRZHITHENEE, LHBRYEEREE
ERMESEARTZEET ( NIST ) 800-88 #rift,
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Snowball Edge £#BHENINFREE LHRELS# S3 Ay 1F1E

- /) BERBED Snowball Edge Snowball Edge
Compute Optimited Storage Optimized
( A AMD EPYC 210 TB RENEFES
Gen2 #1T T it EL E (L TBREMN)

1t) RENTFHEE

(LATNVMe B R &

i)
3 BREZEX1IAMTR 38 438
4 BREZEX1IAMTR 57 657
5 REEXR2AMTR 57 657
6 REEXR2AMTR 76 904
7 REER2AMTR 95 1096
8 BREZEXR2AMTR 114 1315
9 BREEL2MTR 133 1534
10 BEZER2NMTR 152 1754
11 REZER2MTR 165 1970
12 REER2AMTR 171 1973
13 REZER2MTR 190 2192
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15 BREZER2MTR 225 2625
16 BREZER2AMTR 228 2631

BYERR  ERAUUEZER LEENGRBIET . EAIUERES Amazon S3 BN K /M ERFIR
WKk EEEARIE,
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ENERHRRBESOEFEARE , B0 read/write REEF PV AEFBIATHNFAATRAT RBE
RV EE A B

Snowball Edge £ & Quorum
EEABRRER P LIAEEBRE T LT EEALE Snowball Edge REZFW&K/NHE, read/write

HERTHAMERZHZTRREFR , EEEEHENIER/E quorum, REFH—NHHMRELT
BAVRES , WER/NEFNZTERE, BERNITUNERHITRERE, EEFPHR—AEREZZAN
FIBERZHEEITH , £BNA readiwrite ZEAR. EEFENEZTREZ M A TEEN T ]
ET[1E this table I E,

MREFEXINZRBHED this table AT REVIRE L , NI AT BET AL E quorom, FoiEIXE| quorom 2
f, SENHABRIRES , HEEBEPHNREFATR. SUBELEE , SNHBEATEXKAEL &
EERTEHNTEYE. MRXE—NMEATBEREHS , HFEETLLEFHRHN Snowball Edge B H
BHEBRTNAETR , WENKENBERTHA,

/A Important
METERFE TR BEF T SFTEMN & quorum |, iHEBXER Amazon Web Services X #

B LAMER describe-cluster iR REFEN T RANBHERSMNEZEZIRS, BREFFHR
BFETERARGEEZRCHEUEEASRFRNAENEERE. AXEZER , BEHRIUEER
A

B8N0

MREBE —NHZNHRESTRRTE | WA ABRER P RYT RUREF quorom , FHERIERIF R
RNRE. BXESZEE , B50H BREFTHT S,

EMEETTHAERTR

TRFEFNNRZAEERLIMBIMNRENEMSHES AT , MAMAT R ENBE, £X%
£XFERE , Ea¥WERENIRS, #H snowballEdge describe-cluster a3 %E Snowball
Edge & i IR & 17 S8 M 4 ] EA R BUE RS

BUGYERESE , MERBTHRIMET KQEVBIEE, FEMMMEE. XF , SR AT RE 8 BIR%
MM EEL IDs, TRAMTFHEHFEURIRZEERN LCD #E , £F IP i NHMEEEE.

HERNFT RAATRAN , BULZHTIEREz— , EAERRTESHTRIATHANZ R
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ENMEETTHNTR

1. BRTIESHTHRIR,

2. BRYTACDEEIEFNHMIT D EZNE -,
3. MRLFEEFTR , BEFRZ 20 7HFHERK.
4

JZ1T snowballEdge unlock-cluster = snowballEdge associate-device @
BXR7H, ESRED Snowball Edge %

PN
T o

ENMEECEAMEERERFENTTATNTR

1. BRTKCEZISHNVEME D AENRE—RIBME,

2. 1217 snowballEdge describe-device W SUAEFMMNF 2ol A TANT LUFMEILER. &
KB, BSFEREUZ IR

EHOTHENERE , ENTRNIERET, REMZE read/write JEE AR, MRBFRIXHE , WY
—ANHEANTRARBEFENRE , H BETTeRENEE PR EMBR.

EREHTHTR

EERTR  FEAFEEITWERT S, BAUMNESIAE Amazon CLI, EEF—MTEERTR
Amazon SDKs, MREEENRFIAETESRT S , WA 7 EA 5 REBUES TR ELTEBRT
Ro AfF , MIAETRATENTREEHNXEK , HE8RTRAEEICHNEH BRI LFEZIRTRE
NWWER  NERT SRSEEHEXE | RS Snowball Edge BRE EEJF Amazon S3 B FM.

MEFHEMEBRT R

1. %3%| Amazon Snow RHIEEIEE|A,
2. ABRTFMNELZEHIHIRCIZNERENT SERFEREL,
3. WFBRME , EFEEHRT

WATHEREFITTFLEIEZRSH&E—F , FERESHVCIEEEFHN T XMEE,
4. FEFECIEMAEL,

IEHYEHR Snowball Edge B AT EEEFELENER. EANATIEBMNERFBREBITIRRTENT

/AN O
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MEFFBRTR

FAEBBRHTRNBER, BXEZELR , 52 H XA Snowball Edge,

f£H describe-cluster W HXRBRTEFRETRATENT K. NetworkReachability
WM& State FFF{ES UNREACHABLE BIRRFTZEH M,

snowballEdge describe-cluster --manifest-file path/to/manifest/file.bin --unlock-
code unlock-code --endpoint https://ip-address-of-device-in-cluster

Example describe-cluster %itH

"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"Devices": [
{
"Deviceld": "JID12345678-1234-1234-1234-123456789012",
"UnlockStatus": {
"State": "UNLOCKED"
},
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.0"
.
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
.
"NetworkReachability": {
"State": "REACHABLE"
},
"Tags": []

"Deviceld": "JID12345678-1234-1234-1234-123456789013",
"UnlockStatus": {
"State": "UNLOCKED"
1,
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.1"
},
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"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"

.

"NetworkReachability": {
"State": "REACHABLE"

},
"Tags": []
},
{
"DevicelId": "JID12345678-1234-1234-1234-123456789014",
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
},
"NetworkReachability": {
"State": "UNREACHABLE"
}
}

3. {#H describe-service HRHER s3-snow IRFZHVIRA N DEGRADED,

snowballEdge describe-service --service-id s3-snow --device-ip-addresses snow-
device-1-address snow-device-2-address --manifest-file path/to/manifest/file.bin --
unlock-code unlock-code --endpoint https://snow-device-ip-address

Example describe-service SR H

{
"ServiceId": "s3-snow",
"Autostart": true,
"Status": {
"State": "DEGRADED"
by
"ServiceCapacities": [

{

"Name": "S3 Storage",
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"Unit": "Byte",
"Used": 38768180432,
"Available": 82961231819568

1,
"Endpoints": [
{
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.10",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMWELYpT"
I
"Description" : "s3-snow bucket API endpoint (for s3control SDK)",
"Deviceld": "JID-beta-207012320001-24-02-05-17-17-26",
"Status": {
"State": "ACTIVE"

"Protocol": "https",
"Port": 443,
"Host": "10.0.0.11",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWELYpT"
I
"Description": "Description" : "s3-snow object & bucket API endpoint
(for s3api SDK)",
"Deviceld": "JID-beta-207012320001-24-02-05-17-17-26",
"Status": {
"State": "ACTIVE"

}
},
{
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.12",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWEiYpT"

}I
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"Description": "Description" : "s3-snow bucket API endpoint (for
s3control SDK)",
"Deviceld": "JID-beta-207012240003-24-02-05-17-17-27",
"Status": {
"State": "ACTIVE"

}
},
{
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.13",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwEiYpT"
},
"Description": "Description" : "s3-snow object & bucket API endpoint

(for s3api SDK)",
"Deviceld": "JID-beta-207012320001-24-02-05-17-17-27",
"Status": {
"State": "ACTIVE"

4. fff disassociate-device S EUHXBHAMNERFHBRIZITIRATENT =,

snowballEdge disassociate-device --device-id device-id --manifest-file path/to/
manifest/file.bin --unlock-code unlock-code --endpoint https://ip-address-of-
unhealthy-device

Example disassociate-device SR H

Disassociating your Snowball Edge device from the cluster. Your Snowball Edge
device will be disassociated from the cluster when it is in the "DISASSOCIATED"
state. You can use the describe-cluster command to determine the state of your
cluster.
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5. BRfEA describe-cluster i RBREBTIRATENT R EEEHEUHXEK,

snowballEdge describe-cluster --manifest-file path/to/manifest/file.bin --unlock-

code unlock-code --endpoint https:ip-address-of-healthy-device

Example describe-cluster G H & RT R EBUEXE

"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"Devices": [
{
"DevicelId": "JID12345678-1234-1234-1234-123456789012",
"UnlockStatus": {
"State": "UNLOCKED"
.
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.0"
},
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
},
"NetworkReachability": {
"State": "REACHABLE"
.
"Tags": []

"Deviceld": "JID12345678-1234-1234-1234-123456789013",
"UnlockStatus": {
"State": "UNLOCKED"
},
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.1"
.
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
.
"NetworkReachability": {
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"State": "REACHABLE"

.
"Tags": []
.
{
"Deviceld": "JID12345678-1234-1234-1234-123456789014",
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "DISASSOCIATED"
}
}

6. XHBERHMNETRRFENREHREFEL, AmazonEXEZEE , BSH<H Snowball Edge
#Y B8R M2 B Snowball Edge &% .

BRREBXRRE , BEAUTIEBFERMBIERF,
AN R F

1. NEHRREBHRIRE  UERBEMIFERINIIEN, SHNIE,

2. APRER , ABFTREERINEEHNEMT SHERNAEME, BXESER , BEHEE
B Aty P £%

3. f{#H unlock-cluster s S HBITFHT M IP i,

snowballEdge unlock-cluster --manifest-file path/to/manifest/file.bin --unlock-
code unlock-code --endpoint https://ip-address-of-cluster-device --device-ip-
addresses node-1-ip-address node-2-ip-address new-node-ip-address

T S HIRANI N DEGRADED , BRI ET —SHEEEH BN L,
4. fEF associate-device S FERT o 5EB KK,

snowballEdge associate-device --device-ip-address new-node-ip-address
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Example associate-device S5 HH

Associating your Snowball Edge device with the cluster. Your Snowball Edge device

will be associated with the cluster when it is in the ASSOCIATED state.
use the describe-device command to determine the state of your devices.

5. f{#H describe-cluster P HRFTT R B EEE XK,

snowballEdge describe-cluster --manifest-file path/to/manifest/file.bin --unlock-

code unlock-code --endpoint https://node-ip-address

Example describe-cluster &% HH

"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"Devices": [
{
"DevicelId": "JID12345678-1234-1234-1234-123456789012",
"UnlockStatus": {
"State": "UNLOCKED"
1,
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.0"
},
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
},
"NetworkReachability": {
"State": "REACHABLE"
1,
"Tags": []

"DevicelId": "JID-CID12345678-1234-1234-1234-123456789013",
"UnlockStatus": {
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"State": "UNLOCKED"

.

"ActiveNetworkInterface": {
"IpAddress": "10.0.0.1"

},

"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"

},

"NetworkReachability": {
"State": "REACHABLE"

.

"Tags": []

"Deviceld": "JID-CID12345678-1234-1234-1234-123456789015",
"UnlockStatus": {
"State": "UNLOCKED"
},
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.2"
I
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
I
"NetworkReachability": {
"State": "REACHABLE"
},
"Tags": []

6. EFTRL, QIBWNELMEZEOD (VNIs)e BEXEZEER , 5 H 7 Snowball Edge fRE LB
HRALD# S3 WFEMH.

7. fEH stop-service T XKL s3-snow fRS .

snowballEdge stop-service --service-id s3-snow --device-ip-addresses cluster-
device-1-ip-address cluster-device-2-ip-address cluster-device-3-ip-address --
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manifest-file path/to/manifest/file.bin --unlock-code unlock-code --endpoint
https://snow-device-ip-address

Example stop-sexrvice ST HHE

Stopping the Amazon service on your Snowball Edge. You can determine the status of
the Amazon service using the describe-service command.

8. NI ANIBERE , A start-service BB s3-snow RS

snowballEdge start-service --service-id s3-snow --device-ip-addresses cluster-

device-1-ip-address cluster-device-2-ip-address cluster-device-3-ip-address --

virtual-network-interface-arns "device-1-vni-ip-address-a" "device-1-vni-ip-

address-b" "device-2-vni-ip-address-a" "device-2-vni-ip-address-b" "device-3-vni-

ip-address-a" "device-3-vni-ip-address-b" --manifest-file path/to/manifest/file.bin
--unlock-code unlock-code --endpoint https://snow-device-ip-address

Example start-service S HH

Starting the Amazon service on your Snowball Edge. You can determine the status of
the Amazon service using the describe-service command.

9. fEH describe-service SRR s3-snow REZEF3.

snowballEdge describe-service --service-id s3-snow --device-ip-addresses snow-
device-1-address snow-device-2-address snow-device-3-address --manifest-file path/
to/manifest/file.bin --unlock-code unlock-code --endpoint https://snow-device-ip-
address
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Example descibe-service S HEY

"ServiceId": "s3-snow",
"Autostart": true,
"Status": {
"State": "ACTIVE"
},
"ServiceCapacities": [{
"Name": "S3 Storage",
"Unit": "Byte",
"Used": 38768180432,
"Available": 82961231819568
1,
"Endpoints": [{
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.10",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWEiYpT"
},
"Description": "s3-snow bucket API endpoint (for s3control
"DevicelId": "JID12345678-1234-1234-1234-123456789012",
"Status": {
"State": "ACTIVE"
}
3, {
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.11",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWELiYpT"
.

"Description": "s3-snow object & bucket API endpoint (for s3api SDK)"

"DevicelId": "JID12345678-1234-1234-1234-123456789013",
"Status": {
"State": "ACTIVE"

"Protocol": "https",

SDK)",
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"Port": 443,
"Host": "10.0.0.12",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMWELYpT"
I
"Description": "s3-snow bucket API endpoint (for s3control SDK)",
"Deviceld": "JID12345678-1234-1234-1234-123456789015",
"Status": {
"State": "ACTIVE"
}
[ PE
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.13",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWEiYpT"
},
"Description": "s3-snow object & bucket API endpoint (for s3api SDK)",
"DevicelId": "JID-beta-207012320001-24-02-05-17-17-27",
"Status": {
"State": "ACTIVE"
}
Yo &
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.14",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMWELYpT"
I
"Description": "s3-snow bucket API endpoint (for s3control SDK)",
"Deviceld": "JID-beta-207012240003-24-02-05-17-17-28",
"Status": {
"State": "ACTIVE"
}
[ PE
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.15",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWEiYpT"
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1,
"Description": "s3-snow object & bucket API endpoint (for s3api SDK),
"DevicelId": "JID-beta-207012320001-24-02-05-17-17-28",
"Status": {
"State": "ACTIVE"

}

]

£ Snowball Edge B4 BN LB EST S S3 AN FMH

Snowball Edge 5 Amazon S3 AN 7 X FE T EEIEN & (MQTT) HLHIXNR AP @A
#) Amazon S3 EHEH,

LRI Snowball Edge A X AR LEHRT , RATBAEE Snowball Edge L H 5 Amazon S3 AK T
EZERBZWEHN. ERABEH , BANM—NBAEE , ZEENRECHFLERSKMNEH,

Snowball Edge £ 5 Amazon S3 AN FH I FUTEHELE .

- M REIBRSEH
- NRBKREH
« WRIFICEHF

fi & Amazon S3 EHEAN

1. &EFtRzE , BHMERLHAE MQTT Eii5E.

2. TE4&H9 Snowball Edge FFi%H , &1T snowballEdge configure @5 3Ri%& Snowball Edge
B,
HRERTH , BRANUTEER

- BRXHHNBRE,
- RENBYRB,
« REMIRS (B https://10.0.0.1) .
3. &BfTULATF put-notification-configuration % REABRELREBEA,
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snowballEdge put-notification-configuration --broker-endpoint ssl://mqtt-broker-
ip-address:8883 --enabled true --service-id s3-snow --ca-certificate file:path-to-
mqtt-broker-ca-cert

4. BITLLF get-notification-configuration R RRIEMENENIRERSIER
snowballEdge get-notification-configuration --service-id s3-snow

HREFEERBERINEEAFR.

HENMEHRENANEHH MQTT REREBAS , 81MNR AP HAESRERSEHEA,

(® Note

YREEIT R EM s3SnowEvents/Device ID ( R&Cluster TdMRRERE )/
BucketName, &t o] LAEABERF , Sl EBAMAI AR #E s3SnowEvents/#o

LR 2 Snowball Edge B4 HE LR AT % S3 1246 = A

"eventDetails": {
"additionalEventData": {
"AuthenticationMethod": "AuthHeader",
"CipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"SignatureVersion": "SigV4",
"bytesTransferredIn": 1205,
"bytesTransferredOut": 0,
"x-amz-id-2": "uLdTfvdGTK1X6TBgCZtDd9Beef8wzUurA+Wpht7rKtfdaNsnxelLILg=="
},
"eventName": "PutObject",
"eventTime": "2023-01-30T14:13:24.7727",
"requestAuthLatencyMillis": 40,
"requestBandwidthKBs": 35,
"requestID": "140CD93455CB62B4",
"requestlLatencyMillis": 77,
"requestlLockLatencyNanos": 1169953,
"requestParameters": {
"Content-Length": "1205",

1£ Snowball Edge 4B LERE ST D S3 AN 290



Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***

"Content-MD5": "GZdTUOhYHvHgQgmaw2gl4w==",
"Host": "10.0.2.251",
"bucketName": "bucket",
"key": "file-key"
},
"requestTTFBLatencyMillis": 77,
"responseElements": {
"ETag": ""19975350e8581lefle@42099ac36825e3"",
"Server": "AmazonS3",
"x-amz-id-2": "uLdTfvdGTK1X6TBgCZtDd9Beef8wzUurA+Wpht7rKtfdaNsnxelLILg==",
"x-amz-request-id": "14@0CD93455CB62B4"
.
"responseStatusCode": 200,
"sourceIPAddress": "172.31.37.21",
"userAgent": "aws-cli/1.27.23 Python/3.7.16 Linux/4.14.301-224.520.amzn2.x86_64
botocore/1.29.23",
"userIdentity": {
"identityType": "IAMUser",
"principalld": "531520547609",
"arn": "arn:aws:iam::531520547609:root",
"userName": "root"

EX Amazon S3 EHBEHMNEZEE |, 1§85 H Amazon S3 EH4EH,

£ Snowball Edge FEEA#t SMTP &4

£& 7] DAfE A R S R AR F 1 ( SMTP ) 3 Snowball Edge R&EREA#E M, HRFRES (7F3, B
R, FED ) RETLHELEH 80%. 90% = 100% WAEFNARRERN , XipBEHN2EEEHEN
AR S5 28 R 1A BB F R4

Fraza , HHR
« BT LA B B FTHY Snowball Edge &7 iR

- BNIRZCOHES, THER

s BHNRFZLUEZETEBMN ( R EA Amazon Simple Email Service 5448 SMTP ARE85 ) SiA
#h SMTP BR55 8%,
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BLiE Snowball Edge LA#EUR AN i & %

®E Snowball Edge LA K% B FHB4E A,

NiIZZEE SMTP EH
1. BIUTHERAIZEZARMN SMTP BE

# If you don't specify a port, port 587 is the default.
SMTP_ENDPOINT=your-local-smtp-server-endpoint:port

# For multiple email recipients, separate with commas
RECIPIENTS_LIST=your-email-address

snowballEdge put-notification-configuration \
--service-id local-monitoring \
--enabled true \
--type smtp \
--broker-endpoint "$SMTP_ENDPOINT" \
--sender example-sender@domain.com \
--recipients "$RECIPIENTS_LIST"

MBRI , EBFUWE—H KB example-sender@domain.com B iz B8 T BB 4,
2. BEIE{TELT get-notification-configuration < RMAEE

snowballEdge get-notification-configuration \
--service-id local-monitoring

NS EEBRIER , IESRETEBRIER B M.
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£ Sno Amazon w E{FEH I S# EKS Anywhere

Amazon EKS Anywhere on Sno Amazon w A& BI¥R7E Snowball Edge L BIZEFIZE Kubernetes &
B, Kubernetes E— MNATXUBBENABRFNTE, T HENEEBN NI RRYE. TeEERE
NI EESE |, LB LUE Snowball Edge &% L Amazon EKS Anywhere, E1E5% 48 SN ZBM £
EEARE LA Amazon EKS Anywhere , 1§12 E7E Snowball Edge &% LE1TH B EM &,
A< Amazon EKS Anywhere B —f%{E 8. , 2% Amazon EKS Anywhere 3Z#4,

£ Sno Amazon w E{EH Amazon EKS Anywhere A SR #RIZAELL TR IHEE

- 7£ Snowball Edge Compute Optimized &% £ A Amazon EKS Anywhere CLI ( eksctl
anywhere ) Eti& Kubernetes ( K8s ) &£&f, BAIME—AH=A K LM Snowball Edge 8% £
B Amazon EKS Anywhere , \TISEI & 0] A4,

« x#F Cilium B2M &0 (CNI) .
X% Ubuntu 20.04 fFR T RIRIERSE.

TEEA T #FEE Snowball Edge %% LK Amazon EKS Anywhere &3,
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Snowball Edge Device

Cluster Gonfig

tocH! F‘:"fif"ﬁ iatence EKS Anywhere Cluster
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. »
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O DR RS \ 888 cilium
I
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o— : ||||||| Interface
|
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1 -
: (35 HARBOR
I
I
I

]
1
I
1
1
I
W = p——
1
I
1
1
I
1
I

| | | | | I | Container Image
________________________ ] Registry

BATEWEER Amazon EKS Anywhere X35 5% A A Kubernetes MR A 6|2 Kubernetes £ &,
EXEZER , 3 Amazon EKS-Anywhere Versioning, 1R EH N ARERFEE 4 ERESH
Kubernetes , A Amazon EKS #REXZHFHT B X FFRMEMNET Kubernetes ixA, EHXIEB
E4 AN , HE R Kubernetes RAM A A MZFAR, XEBTRETEAEZNEITEFERAN
Kubernetes A ., BXEZER , BZH Amazon EKS Kubernetes &4 H /7o
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F&

- EITMERTIS% EKS B Snowball Edge 8% 2 81 5 2 5t KAV R 4E Amazon Anywhere on Snow
Amazon

174 Snowball Edge &% A5 S# EKS —#2 £/ Amazon Anywhere on Snow Amazon

#£ Snowball Edge 8% LB EMIZ4T Amazon EKS Anywhere

1£ Sno Amazon w E L& Amazon EKS Anywhere B\ SRR Wi FF % 52

1£ Snowball Edge & & EBIBE ML £FF

FEiTHWER T D# EKS #9 Snowball Edge R & Z I EE TR VIR
E Amazon Anywhere on Snow Amazon

B#l , WE# EKS Anywhere 5 Snowball Edge it ERILIZEFRE. EFE Snowball Edge &% 2
Bl , BRIz — LR T,

- MEAREHATERZ LOZELNNRERSRE.
« BHMEXRERTAT K8s EFIHR ANEA IP #uk |, F R ERA IR (ARP) .

« #&H Snowball Edge i & 4AFTHEBEN KO, BXmANEZE L , F5 % Amazon EKS
Anywhere XA # Ports and protocols,

F&
« 9 Snowball Edge 82 Ubuntu EKS &1ThHx AMI
+ 79 Snowball Edge 2 i&—“ Harbor AMI

¥ Snowball Edge £/ Ubuntu EKS & 1Thk AMI

E 612 Ubuntu EKS Distro AMI , i§Z % Build Snow node images.

R AMI W BFFERIZER : capa-ami-ubuntu-20.04-version-timestamp, 50
capa-ami-ubuntu-20.04-v1.24-1672424524,

3 Snowball Edge #i&—“> Harbor AMI

% & Snowball Edge L&) Harbor FAE MR AMI , BUMETE& B NI ELERER R E EFEH Amazon
EKS Anywhere, fIRIEFRITEE Snowball Edge i& & 5 58 3B M & Wi 71 & #2083 . Amazon EKS

EITMERTILS# EKS # Snowball Edge %% 2 81 E ZE 58 K A& 1E Amazon Anywhere on Snow 295
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Anywhere , B, & MR EE AMI B —PFAHE Kubernetes SR AIETEIRE LA |, WA BB A %D

VAN
Ao

E |2 Harbor i MtER AMI |, ESF 2 Harbor AMI,

11 Snowball Edge =& A S 5 EKS —#E{EH Amazon
Anywhere on Snow Amazon

E{TMASM{LH Snowball Edge it & , SR EFEAIZE T Snowball Edge B & MNES AR , H
FEITHUEBREHRFECEUATER

« EE1SH, ERNAMITEMFHEELER,
« E5 % 2 F1 | #%4F Snowball Edge Compute Optimized Edge & & &,

« 7£% 3 %7, #%$% Amazon EKS Anywhere on Sno Amazon w , REiERIREEM Kubernetes kX
K,

® Note

NTRUESFORG , BINTELNRREE L L8 T AREAEHRP ESK Anywhere iR,
BXEZEER , B55H (Amazon EKS AF{ER) MRS,

RINBWEAEA Amazon EKS Anywhere X H & # A A Kubernetes iR ZA<#2 Kubernetes
£8., BXEZELR |, 3% Amazon EKS-Anywhere Versioning, R &R BREF
FERTEMRAK Kubernetes , {5 Amazon EKS PR IERT B X IFHREMNEM
Kubernetes MxZ<, EMXIZFPE LA , iHE IR Kubernetes IiRAH & 1 M 35 A #,
XEBTFEZURELAEXNEITEFRAN Kubernetes IRAN X, BEXEZELR , BSH
Amazon EKS Kubernetes % B -

« & AMIs TEERIRE LRI , 2% EKS Distro AMI ( 2 Snowball Edge £ Ubuntu EKS
RATHR AMI ), ARIEHIERE Harbor AMI ( HJiE ) ( .29 Snowball Edge 2i& — Harbor
AMLI) o

- MREFEZ S Snowball Edge RERXISAAMY , BNES TR PERERENRZHE,

£ 2| Snowball Edge &5 , iERIEFE Snowball Edge &% LEEMi=1T Amazon EKS
Anywherefti& Amazon EKS Anywhere,
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# Snowball Edge 2% LEEMIZ1T Amazon EKS Anywhere

BRERUT SBRIEER Snowball Edge &% LEE M S 3h Amazon EKS Anywhere, A5 , B
Amazon EKS Anywhere BB N EMFFIEENIRR Li21T , BEMTXERZEEATNENEE 2TIT
REMETR, EXEZEE , FSH £ Sno Amazon w EELE Amazon EKS Anywhere SASEI I FF &
.

£

» Snowball EDge £ & EKS Anywhere B #1151% B

« B3I7E Snowball Edge 8% LB EMi=1T Amazon EKS Anywhere
« F3I7E Snowball Edge &% Lfit & Mi=1T Amazon EKS Anywhere

Snowball EDge £l 5 EKS Anywhere BV #]281% E

B RRIERET A ME, TE Snowball Edge B Fim, JREVEIEMMEBHIR R RESZ A Snowball
Edge i & EHITHIRIZE

BATHERE

1. TEH %% Snowball Edge &k, BXEZER , 85H THIH L% Snowball Edge & F i,
2. MRBEEINGCHAMME, BXESEER |, ESH 5 Snowball Edge i 8 5 £ 78 i W 45

3. FEATHURENEIL.,. BXEZELE |, B2 FKEUAE Snowball Edge B &I,
4

BYhRE. BXEZEL , HS 59 %8 Snowball Edge, & A LAMERMA T EREFHHEHIR
%, {HZEUnlock devices,

B 3% Snowball Edge &% LELE M= 1T Amazon EKS Anywhere

& 0] LAE R BIBI AR T B SRi& BERE H121T Amazon EKS Anywhere BIESEH] | th I LAFShR(TILER
¥, BEFEAMATE | &3 Unlock devices and setup environment for Amazon EKS Anywhere,
R B SEIME H I 1RIZ1T Amazon EKS Anywhere EXEEHI/E , (IR EFEEZ N Amazon EKS Anywhere
BL & 12 W TF P 48 219 18R T 7 Snowball Edge %% LiE1T , 55 7E Sno Amazon w LB E
Amazon EKS Anywhere LASEIMIFFiEE. BN , iHSREE Snowball Edge &% ERIB ML £F.

EFHREMIRHIE 1T Amazon EKS Anywhere EESL , S F3)7E Snowball Edge %% LEE
HMiz1T Amazon EKS Anywhere,
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F 317 Snowball Edge &% LEEMIZ1T Amazon EKS Anywhere

£ Snowball Edge &% L& Amazon EKS Anywhere Z &1 , § Snowball Edge &FIiHmiRE — M E &
X, BXEZER , HZH BEANEA Snowball Edge & F i

£

+ 812 Amazon EKS Anywhere IAM Zs it F F

« ( Ali% ) #£ Snowball Edge RIS AL L T4

+ 7£ Snowball Edge £i&1T Amazon EKS Anywhere B3] | RS [6) B AL #iE P #E P X4

£12Z Amazon EKS Anywhere IAM Z 3 F

EXYHKEZSEIR , B Snowball Edge %% £ Amazon EKS Anywhere 8122 IAM A, &
AUEASREFFHERINX— Ko

(® Note
FH&EAME A Snowball Edge & & ITILRE,

£ Snowball Edge L8l

£ create-user @582 Amazon EKS Anywhere IAM A 7,

aws iam create-user --user-name user-name --endpoint http://snowball-ip:6078 --
profile profile-name

{
"User": {
"Path": "/",
"UserName": "eks-a-user",
"UserId": "AIDACKCEVSQ6C2EXAMPLE",
"Arn": "arn:aws:iam::123456789012:user/eks-a-user",
"CreateDate": "2022-04-06T00:13:35.665000+00:00"
}
}
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£ Snowball Edge £ R 7 th i 7 6l 2 R B

SRR, AEGIE IAM KB |, %KM I0E] Amazon EKS Anywhere 23t i o
ZOI R KB SAYFORFE M INE] Amazon EKS Anywhere AR | iBHATL T #R4E
1. BIERBXHEFFERFIENITEN. LT REEEH 2 XHEH,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"snowball-device:DescribeDevice",
"snowball-device:CreateDirectNetworkIntexface",
"snowball-device:DeleteDirectNetworkIntexface",
"snowball-device:DescribeDirectNetworkIntexfaces",
"snowball-device:DescribeDeviceSoftware"
]I
"Resource": ["*"]
}I
{
"Effect": "Allow",

"Action": [
"ec2:RunInstances",
"ec2:DescribelInstances",
"ec2:TerminateInstances",
"ec2:ImportKeyPair",
"ec2:DescribeKeyPairs",
"ec2:DescribeInstanceTypes",
"ec2:DescribelImages",
"ec2:DeleteTags"

]I

"Resource": ["*"]

FBLEFMIZ1T Amazon EKS Anywhere 299



Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***

2. f#H create-policy i HREFREEXALIE IAM KB, --policy-document SEHMERNE
AR XL BRZR, Bl , file:///home/user/policy-name. json

aws iam create-policy --policy-name policy-name --policy-document file:///home/
user/policy-name. json --endpoint http://snowball-ip:6078 --profile profile-name
{
"Policy": {
"PolicyName": "policy-name",
"PolicyId":
"ANPACEMGEZDGNBVGY3TQOJQGEZAAAABP76 TESMKAAAABCCOTR2IJ43NBTIRZBU",

"Arn": "arn:aws:iam::123456789012:policy/policy-name",

"Path": "/",

"DefaultVersionId": "v1",

"AttachmentCount": 0,

"IsAttachable": true,

"CreateDate": "2022-04-06T0Q4:46:56.907000+00:00",

"UpdateDate": "2022-04-06T04:46:56.907000+00:00"

3. fEM attach-user-policy @ H4ff IAM SKEES HNZE] Amazon EKS Anywhere Z<ith i 7o

aws iam attach-user-policy --policy-arn policy-arn --user-name user-name --endpoint
http://snowball-ip:6078 --profile profile-name

£ Snowball Edge L 61257 2544 M EIE 304

73 Amazon EKS Anywhere IAM it i FRI2I5 R 240, R, BIB2—NEIEXH , HEREPEER
b B PP A BT AccessKeyId #l SecretAccessKey W{E., /g , Amazon EKS Anywhere B3k
B 62 A iZ AR UE S A

1. ffM create-access-key %A Amazon EKS Anywhere Zsith B 7= 6128 17 18] 2248

aws iam create-access-key --user-name user-name --endpoint http://snowball-ip:6078
--profile profile-name

{
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"AccessKey": {
"UserName": "eks-a-user",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"Status": "Active",
"SecretAccessKey": "RTT/wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"CreateDate": "2022-04-06T04:23:46.139000+00:00"

2. BIBEENMMH., EHAP , BUTHEKXARTTF AccessKeyId Ml SecretAccessKey fHo

[snowball-ip]

aws_access_key_id = ABCDEFGHIJKLMNOPQR2T

aws_secret_access_key = AfSD7sYz/TBZtzkReBl6PuuISzJ2WtNkeePw+nNzJ]
region = snow

@ Note

MREFERZE Snowball Edge 8% , MIXHHFIUNIRFLEXEE , BRERENEIE
WRFERE —NXHFF,

£ Snowball Edge £ 79 & 8 K5l 0 BE 34

Amazon EKS Anywhere B X IZEZE Snowball Edge i& & HIE P FREEX LRE LizfT, SIE—
EBXH , HPEBE A TiHR Snowball Edge i ZWIEH , AMEFE 2 EH Amazon EKS Anywhere &
BRHIER.

BEOBIEH XM, ERITUTERE

1. M list-certificates mHKREEITRIFEANSEE Snowball Edge R ZHIES,

PATH_TO_Snowball_Edge_CLIENT/bin/snowballEdge list-certificates --endpoint
https://snowball-ip --manifest-file path-to-manifest-file --unlock-code unlock-
code

{

"Certificates" : [ {
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"CertificateArn" : "arn:aws:snowball-device:::certificate/xxx",
"SubjectAlternativeNames" : [ "ID:JID-xxx" ]
]

2. f{#f CertificateArn W{EMEN get-certificate @ HH --certificate-arn S,
=

PATH_TO_Snowball_Edge_CLIENT/bin/snowballEdge get-certificate --certificate-arn ARN
--endpoint https://snowball-ip --manifest-file path-to-manifest-file --unlock-
code unlock-code

3. BIBERRBIUEPNXMH., ¥ get-certificate WHIEBAERX 4P, THRMNARTH LN —
=~

@ Note

MREFERZE Snowball Edge 8% , MIXHHEZIUNIRFLEXREE , BRERENEIE
HWRFEERE — XA,

ZWtzYSBzbm93IHR1c3QgY2VydGlmaWNhdGUgZWtzYSBzbm93IHR1c3QgY2VydGlm
aWNhdGV1a3NhIHNub3cgdGVzdCBjZXJ0aWZpY2F@ZWVrc2Egc25vdyBOZXNOIGNL
cnNRpZmljYXR1ZWtzYSBzbm93IHR1c3QgY2VydGlmaWNhdGV1a3NhIHNub3cgdGVz
dCBjZXJ0aWZpY2F@ZQMIIDXDCCAKkSgAWIBAGIJAISMONTVmbj+MAQGGCSqGSIb3DQ

4. EEBIE Amazon EKS Anywhere IAM 7t F 7 B8 4E , £FFE Snowball Edge &% £
Amazon EKS Anywhere 812 IAM A&
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( A% ) 7£ Snowball Edge LBIEMN S AR £ NFZR4A

£ ALtk AT RS 2 0122 Secure Shell ( SSH ) ZE4AK 1A B FTE Amazon EKS Anywhere 7 2325 ,
MBS AFFE Snowball Edge 8% . REHRI ILER4A S,

MREBS ISR , Amazon EKS Anywhere SELERN B AIEH S A SSH 4., LBRANEHE
${PWD}/${CLUSTER_NAME}/eks-a-id_rsa R EIEH| L,

B2 SSH Z4AHFHE S A Amazon EKS Anywhere 3£45i

1. £/ ssh-keygen i 4K SSH H4A.

ssh-keygen -t rsa -C "key-name" -f path-to-key-file

2. f#£MA import-key-pair WS FEHRNEHNITENS AZ Snowball Edge &%

® Note
HRASAFTEIREZR |, key-name SHWELAMEE,

aws ec2 import-key-pair --key-name key-name --public-key-material fileb:///path/to/
key-file --endpoint http://snowball-ip:8008 --profile profile-name

{
"KeyFingerprint": "5b:0c:fd:el:a0:69:05:4c:aa:43:f3:3b:3e:04:7f:51",
"KeyName": "default",
"KeyPairId": "s.key-85edb5d820c92a6f8"

}

£ Snowball Edge £i21T Amazon EKS Anywhere BI23LH] , SRS [ 4 &k $ MIiEH
X#H

£ Snowball Edge £i=1T Amazon EKS Anywhere & 3L

ZER ISR F 31217 Amazon EKS Anywhere BB L], AEBEXFIEEBEELNSEED (VNI , £
BEXFIHRA, Bl SSH %4 , HAHERIEEXS|, B LlERARFIEATEB5612 Amazon
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EKS Anywhere B3Rl , FHRHEUERIEB X HFE@mE LS., HS M AIE Amazon EKS Anywhere
EELH, BIATESERE , A LLSH £ Snowball Edge i%% EBIE M4 £ 8 BT ssh & FKKH
HEIBRER, MBREBFIHIRE Amazon EKS Anywhere 241 , EEAUT SR,

® Note

MREFEAZ A Snowball Edge R&EEMEEE , NI 7 LA Snowball Edge R & LB 3
Amazon EKS Anywhere B 3L,

Ej=1T Amazon EKS Anywhere B2 | BT TIRME

1. {#M create-key-pair @5 Amazon EKS Anywhere BE X562 SSH F4H., ZHTHRE
AREE $PWD/key-file-name,

aws ec2 create-key-pair --key-name key-name --query 'KeyMaterial' --output text --
endpoint http://snowball ip:8008 > key-file-name --profile profile-name

2. f£M describe-images i SN PEHK I eks-anywhere-admin FFLRYBRIKE T,

aws ec2 describe-images --endpoint http://snowball-ip:8008 --profile profile-name

3. fM run-instance R E3NHHE Amazon EKS Anywhere B IERREY eks-a BEEEH,

aws ec2 run-instances --image-id eks-a-admin-image-id --key-name key-name --
instance-type sbe-c.xlarge --endpoint http://snowball-ip:8008 --profile profile-
name

<

4. M describe-instances #$#ZE Amazon EKS Anywhere EHIHIRES. FEHSEREH
RAR running , REBHE,

aws ec2 describe-instances --instance-id instance-id --endpoint http://snowball-
ip:8008 --profile profile-name
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5. 1 describe-device mSHETP , B TEZIEHMEZNWYEMEZEON
PhysicalNetworkInterfaceld B, #ISE A ZEXREIE VNI,

PATH_TO_Snowball_Edge_CLIENT/bin/snowballEdge describe-device --endpoint
https://snowball-ip --manifest-file path-to-manifest-file --unlock-code unlock-
code

6. N Amazon EKS Anywhere B2 LHI8I% VNI, A PhysicalNetworkInterfaceld BY{E/E
A physical-network-interface-id S E.

PATH_TO_Snowball_Edge_CLIENT/bin/snowballEdge create-virtual-network-interface
--ip-address-assignment dhcp --physical-network-interface-id PNI --endpoint
https://snowball-ip --manifest-file path-to-manifest-file --unlock-code unlock-

code

7. f{#M associate-address @5 public-ip ¥ IpAddress & , At S Amazon
EKS Anywhere & 355 #8 55 B

aws ec2 associate-address --instance-id instance-id --public-ip VNI-IP --endpoint
http://snowball-ip:8008 --profile profile-name

8. IEid SSH #E# %] Amazon EKS Anywhere B2 3%,

ssh -i path-to-key ec2-user@VNI-IP

FHE B FERE & 5 2 Snowball Edge |+ HY & 2 SE 4

£ Amazon EKS Anywhere BB FIFF 112175 , ¥ Snowball Edge iR ZF I EIUEAIE P EBEIEESS
fil, RIEIRTETE Snowball Edge Lt B 1/ 8] 2540 FEUE XA MTE Snowball Edge £ 7 BB Sl 6 22 1F
PGP REFEENMERXHFNE R, EHENBERPETUTHS :

scp -1 path-to-key path-to-credentials-file path-to-certificates-file ec2-user@eks-
admin-instance-ip:~
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¥ iE Amazon EKS Anywhere EEXH| ENXHRB . AT 2EEMIESXHHRHE,

[192.168.1.1]

aws_access_key_id = EMGEZDGNBVGY3TQOJQGEZB5ULEAAIWHWUJIDXEXAMPLE
aws_secret_access_key = AUHpqjO@GZQHEYXDbN@neLN1fROgEXAMPLE
region = snow

[192.168.1.2]

aws_access_key_id = EMGEZDGNBVGY3TQOJQGEZG507F3FJUCMYRMI4KPIEXAMPLE
aws_secret_access_key = kY4C18+RJAwq/bu28Y8fUJepwghDEXAMPLE

region = snow

ZWtzYSBzbm93IHR1c3QgY2VydGlmaWNhdGUgZWtzYSBzbm93IHR1c3QgY2VydGlm
aWNhdGV1a3NhIHNub3cgdGVzdCBjZXJ0aWZpY2F@ZWVrc2Egc25vdyBOZXNOIGNL
cnRpZmljYXR1ZWtzYSBzbm93IHR1c3QgY2VydGlmaWNhdGV1a3NhIHNub3cgdGVz
dCBjZXJ0aWzZpY2F@ZQMIIDXDCCAKkSgAWIBAGIJAISMONTVmbj+MAGGCSqGSIb3DQ

KJOFP12PAYPEjxr81/PoCXfZeARBzNOWLUH5yz1ta+sYUJouzhzWuLJYAl1xqcCPY
mhV1kRsN4hVd1BNRnCCpRF766yjdJeibKVzXQx0X0ZBjrOkuGwgRy3d3ndjK77h4
OR5FvImMjGf7CjcaSjk/4iwmZvRSaQacb@YG5GVeb4mfUAuVtuFoMeYfnAgMBAAG]
azBpMAwGA1UdEwQFMAMBAf8wHQYDVR@OOBBYEFL/bRcnBRuSM5+FcYFa8HfIBomdF

£ Sno Amazon w EELE Amazon EKS Anywhere LASEIN B FF i 1

EIEZEZIM LT 7E Snowball Edge %% £/ Snowball EKS Anywhere FSE R LLIEIANELE , LAME R
Amazon EKS Anywhere ;¥ B AP B EZNIRERZ T ER

¥ Amazon EKS Anywhere B & H 58 B S A FAH Kubernetes SEMRETERRATER | &
25 EKS Anywhere MR R EMEREBREE,

MREBET Harbor FAEEMR AMI |, HFIRBAI S FHTERE,

1£ Sno Amazon w LB E Amazon EKS Anywhere LASEHl Wi T & 332 306
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FH
* 7£ Snowball Edge &% L #E Harbor JEft&
« 7£ Snowball Edge E#J Amazon EKS Anywhere &34l ] Harbor SEfft &

£ Snowball Edge &% L& & Harbor jEfi &

B2 7E Snowball Edge 8% L& & Harbor

£ Snowball Edge £# Amazon EKS Anywhere B2 %4 - A Harbor
fift 2%

EZ# Import Amazon EKS Anywhere container images to the local Harbor registry on a Snowball
Edge device,

£ Snowball Edge 2% LRI M4 5

£ Snowball Edge 8B EHFHNKERXE

E 82 Amazon EKS Anywhere 8 , 2 #6812 Snow £,

£ Snowball Edge &% £ 812 Amazon EKS Anywhere 88T , H1I0FEU T RIEKER -
o« BIELATES IP uSEEANERZH , EHR Snowball Edge IR& LR BEHMEREAMEE P
kS El,

* 7£ Snowball Edge &% LA DHCP St eI2EH , FHAEHEANAEHRS IP #iuSEEHR
1£ DHCP h+MH,

- BIESAEEN  BEFAEREUMEFEZT , ARBLES -1 EE

F+4% Snowball Edge LRI

EFH 4 Amazon EKS Anywhere BIE R AMI 5 EKS & 1Thk AMI , i&BX% Amazon Web Services
¥. Amazon Web Services X #F I EHREMN AMI B9 Snowball Edge EH#i. AE , TEHZ
4% Snowball Edge E#1. B2 5 FE#H T2 Snowball Edge 1% % ¥ E #1 % % %) Snowball Edge &
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https://github.com/aws-samples/aws-snow-tools-for-eks-anywhere/tree/main/container-registry-ami-builder#configure-harbor-on-a-snowball-edge-device
https://github.com/aws-samples/aws-snow-tools-for-eks-anywhere/tree/main/container-registry-ami-builder#import-eks-anywhere-container-images-to-the-local-harbor-registry-on-a-snowball-device
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F4% Amazon EKS Anywhere & , BEER 2 — N H Amazon EKS Anywhere EEXLfl, §SHE
Snowball Edge LiZ1T Amazon EKS Anywhere B fl, ARG , NZAXMH. ERXHR, EiEM
ERMNETHNEERFEFBIARGHRE , XENBNTUAERGE N XHFXRF,

JEIE Snowball Edge FHIEEEIR

WMREIE Snowball Edge RZLBIBR T ZANEHEREBBBREN] , AFNREFHIEE , HEE
BHEMERCETEHERTR , NaHiFm K. BMNBRE—NREMATE | BTSSR FAT
B Amazon EKS Anywhere B 3EfIH Snowball Edge %% . £ Amazon EKS Anywhere on Sno
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https://github.com/aws-samples/aws-snow-tools-for-eks-anywhere/tree/main/cleanup-tools#eks-anywhere-on-snow-cleanup-tools
https://github.com/aws-samples/aws-snow-tools-for-eks-anywhere/tree/main/cleanup-tools#eks-anywhere-on-snow-cleanup-tools
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£ Snowball Edge LAt fEH IAM

Amazon |dentity and Access Management (IAM) A #5 B & % 4 t#th#2 &% Amazon Snowball Edge %%
EZ1TH Amazon FIREVIGRINPR. ATLABEA IAM REZBHIEES 7 BRI ( EFER ) HREBEN
( EEMMNBR ) kEARR

BB AT IAM, BRI AR IAM RS R A7 HS 1AM policy i FiXERF, &1
ERXEREUAFRITOENESFIENHRINR, Fln , Ea LA FRPEREEE | BRE i)
BE5E Amazon EC2 #BMIEHINEES,

A | &R BATE 1R % £ Amazon Security Token Service (Amazon STS) SlZZE F&iENAibE
if. BX IAM RSN EZER , B35 (IAM AAFERE) PHTHEER.

RBWRFTILTEER |, BT EERAKS PRV REEREAEIEL Amazon Web Services I~ R 7Y
WRRR, BRNBWERPENRAFHRIZS , HZ IAMAFELE , AMEERZFHITHERXE,

/A Important
Z5F5 h 9 SCR45E B F £ Amazon Snowball Edge i & LA IAM, BXREHMER IAM B

=S 2. Amazon Web Services = , iEZ lldentity and Access Management Amazon Snowball

Edge.
E & Amazon BRS1E Snowball Edge FIEEIEIT , #TMATRSEAROD. BXEZFELE , B
2 Snowball Edge £ Amazon FRE KO ER,

F&:

- %&£ Snowball Edge L f£f Amazon CLI 1 API #&1E

« Snowball E Amazon CLI dge EX#H IAM 55K
« Snowball Edge L& IAM 5B R4

« TrustPolicy Snowball Edge & =4l

£ Snowball Edge L Amazon CLI 1 API #&4E

£ Amazon CLI = API #24EfE Snowball Edge £ % 1 IAM Amazon STS., . Amazon S3 #
Amazon EC2 iSR! , MFFIEEregion s " snow BRI LAFEAGSAFaws configuresEdm

TAEGAMITIIRE | MBLT ROIFFR.
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https://docs.amazonaws.cn/IAM/latest/GettingStartedGuide/
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aws configure --profile abc

Amazon Access Key ID [None]: AKIAIOSFODNN7EXAMPLE
Amazon Secret Access Key [None]: 1234567

Default region name [None]: snow

Default output format [None]: json

G

aws iam list-users --endpoint http://192.0.2.0:6078 --region snow --profile
snowballEdge

(® Note

A3 £ F B9 15 18] 2348 1D FiF R AL 222348 Amazon Snowball Edge T e 5 R R4 H ik,
Amazon Web Services &=

Snowball E Amazon CLI dge EXX##) IAM S8 S5I&R

LA 2 Snowball Edge i%%& £ %89 IAM Amazon CLI ey & Fi& T FEMNHE IR, MRENGHRER
RETHIE , WRACTFEZXHFH. HRPEATIZIBFNBTETSH.
- attach-role-policy— FHEENEERBHMEIEEN IAM A&,
- attach-user-policy— FiEEMNFEERIEM MEIEER /.
« create-access-key— NIEEF F BIEF A IAM FAE Amazon 18] 2248 F48 R #9157 1R 2248 1D,
« create-policy : AR Z BT IAM FEE KK,
- create-role : HEMRZVETN AN IAM B, T XBFUATSH .
* Tags

* PermissionsBoundary
- create-user : RN RZLIBRITHAM IAM AF. F XEUATSH :
* Tags

* PermissionsBoundary
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https://docs.amazonaws.cn/cli/latest/reference/iam/attach-role-policy.html
https://docs.amazonaws.cn/cli/latest/reference/iam/attach-user-policy.html
https://docs.amazonaws.cn/cli/latest/reference/iam/create-access-key.html
https://docs.amazonaws.cn/cli/latest/reference/iam/create-policy.html
https://docs.amazonaws.cn/cli/latest/reference/iam/create-role.html
https://docs.amazonaws.cn/cli/latest/reference/iam/create-user.html
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« delete-access-key— MiIBR¥EEF PRI A#: IAM FAFE Amazon 15 8] 2248 F4H R 89 15 18 2248 1D,
- delete-policy : HilBRIEE R FEE KK,

- delete-role : MIBRIEENAE,

- delete-user : BIBRIEEMAF,

- detach-role-policy— MIEE A &l BRiE EMN I E R,

- detach-user-policy— MEEE A F P BRIEEN ITE KK,

* get-policy : RRBXREENTEERBNES , SIERMAIRIANRAS AR K HE AR NE A4 1AM A
. ANsenE8E,

« get-policy-version— R RBXRIEERERBNEERANES | BIEREEHE,

* get-role : RRAXEEABHNEES , BEAEHEE, GUID. ARN UERERRABENAREE
%mﬁo

. get-user : REREXREEN IAM AFWEER , SEAFNCIZEBAH, BR. ¥— ID M ARN,

« list-access-keys— R[E S5E IAM A F IDs X< BxBY 15 A B AR AERE R,

» list-attached-role-policies— 5l i ff INEI$EE 1AM BB FIEXE R,

- list-attached-user-policies— I Ky N EVIEE IAM A P P E & K 8%,

- list-entities-for-policy— I HIEEILE R PTRERMATE A IAM . BENAG,
« --EntityFilter : {;XX%f user M role {&E.

« list-policies : ¥l R #I A its Amazon Web Services Ik A AWFTERE R, T IFUATSH
 --PolicyUsageFilter

« list-roles : JIHH EBIEEREMEZN A IAM A€,

« list-users : 5|H EFEEREZMEBN IAM AF,

- update-access-key— fHEE LRI ZEARRESMN SE3” Boh “IBES” , RZTFR,

- update-assume-role-policy— B F |IAM E{KIBT A BRI PR A K BE o

* update-role : EfTABNERFERZTAXFRFENERE.

+ update-user — EFTIEE IAM FF B &#F and/or B,

Snowball Edge £ #FH IAM AP $24E

THERTLES Snowball Edge —2EFA K IAM APl 124E , BAK IAM API 2 & g [EIX LR ER R K
B,

+ AttachRolePolicy— EENFE R INBIEEN IAM B,
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https://docs.amazonaws.cn/cli/latest/reference/iam/delete-access-key.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-policy.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-role.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-user.html
https://docs.amazonaws.cn/cli/latest/reference/iam/detach-role-policy.html
https://docs.amazonaws.cn/cli/latest/reference/iam/detach-user-policy.html
https://docs.amazonaws.cn/cli/latest/reference/iam/get-policy.html
https://docs.amazonaws.cn/cli/latest/reference/iam/get-policy-version.html
https://docs.amazonaws.cn/cli/latest/reference/iam/get-role.html
https://docs.amazonaws.cn/cli/latest/reference/iam/get-user.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-access-keys.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-attached-role-policies.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-attached-user-policies.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-entities-for-policy.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-policies.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-roles.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-users.html
https://docs.amazonaws.cn/cli/latest/reference/iam/update-access-key.html
https://docs.amazonaws.cn/cli/latest/reference/iam/update-assume-role-policy.html
https://docs.amazonaws.cn/cli/latest/reference/iam/update-role.html
https://docs.amazonaws.cn/cli/latest/reference/iam/update-user.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_AttachRolePolicy.html
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- AttachUserPolicy— i EN X E KRB MEIFEERAF,

+ CreateAccessKey— NIEERAF RIZFH A AR IAM FAF Amazon 517 Z4A M AE B9 15 9 4R 1D,

« CreatePolicy— N EMIRZ QIEFH IAM 1B KK,

« CreateRole— NEMIRZ B IAM BE,

« CreateUser— AR E QIEFAIZA# IAM A,

T ZEFLUTSH
e Tags
* PermissionsBoundary
« DeleteAccessKey— il Bri8 E BV G A B 4A o
« DeletePolicy— Ml BR1EE RV 1L E KB o
- DeleteRole— MIBRIEEMN A&,
« DeleteUser— MiBRIEEMNAF,
- DetachRolePolicy— MIEE & & il Bris EM I E R,
+ DetachUserPolicy— MNEERAF R BRIEENITE R,

* GetPolicy— RRAXREERERBNEE , STEERBAIRRIARA AR 1Z R AT KRB A4 IAM A
P, BENBen 2%

* GetPolicyVersion— BRBEXREEXERBNIEERAINER , SHERME X,

* GetRole— RRAXREEAEGHNES , BEARHERE, GUID. ARN URZAERTFRAZABN
PREVSERBE

« GetUser— REBXRIEE IAM AFNEE , S/AFWLIEZBRH,. BE, ®— ID M ARN,
+ ListAccessKeys— IREIS$E7E IAM A F IDs XBxH 7RI Z4AMNMEXER,

« ListAttachedRolePolicies— 5 tH Mt I EI4EE IAM A RIFIEEE K,

« ListAttachedUserPolicies— 5l HKt i EI$EE IAM BB EE KK,

- ListEntitiesForPolicy— ®BRBXEE IAM AFWEE , SIEAFWAIERR, BRE, E— ID M
ARN,

« --EntityFilter : %% user M role &,

« ListPolicies— %Il i 7 1th 7] FA B9 PT B £ B 5K B& Amazon Web Services K. T XHUTSH -
* --PolicyUsageFilter

+ ListRoles— 5 EF{EERZBIRAIA UL IAM BE,

* ListUsers— S EHIEEBREREBN IAM A,

« UpdateAccessKey— FHEE A B ZARVRSM B2 Bkl “IEES” , R2ZTFA,
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https://docs.amazonaws.cn/IAM/latest/APIReference/API_AttachUserPolicy.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreatePolicy.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateRole.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateUser.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_DeleteAccessKey.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_DeletePolicy.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_DeleteRole.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_DeleteUser.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_DetachRolePolicy.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_DetachUserPolicy.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_GetPolicy.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_GetPolicyVersion.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_GetRole.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_GetUser.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListAccessKeys.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListAttachedRolePolicies.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListAttachedUserPolicies.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListEntitiesForPolicy.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListPolicies.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListRoles.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListUsers.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_UpdateAccessKey.html
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» UpdateAssumeRolePolicy— E##&F 1AM SE4RIBE A G RI KK,

 UpdateRole— B AN HER S HKIEFEMNAIRE.

« UpdateUser— BEFIEE IAM F B E %5 and/or MR,

Snowball Edge £ X #f IAM RESMRAF1E %

TR IAM KRB A IAM STHEFRRAS 2012-10-17 FRBEEZN F &

REERR SEFNEE
ETSHNERE (AFR/AGKE) “Effect”. “Action”HM“Resource”
(® Note

A IAM A #F“Condition
”. “NotAction ", “NotResour
ce "M“Principal 7,

ETHRENRE (ABEERR) “Effect”. “Action”M“Principal ”
(® Note

NFEEA , RAFFEA Amazon Web
Services Ik B EIEAID,

Snowball Edge £ IAM ZKBE R4l

(® Note

Amazon |dentity and Access Management (IAM) FiF&EE "snowballdevice: *"fRF &
{8 FiZAmazon OpsHub for Snow Family 5 273K E I Snowball Edge.

LR 2B F 3 Snowball Edge & & KIX PR Y K BE R 451
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https://docs.amazonaws.cn/IAM/latest/APIReference/API_UpdateAssumeRolePolicy.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_UpdateRole.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_UpdateUser.html
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B IAM API 7£ Snowball Edge £ GetUser i8R~ 51 A F

AL TR TFET IAM API GetUser @A RBIAF

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor0",
"Effect": "Allow",
"Action": "iam:GetUser",
"Resource": "arn:aws:iam:::user/example-user"
}
]
}

AFTE Snowball Edge E5E£ 15 RIS # S3 AP

FEAUT R RIFX Amazon S3 API #7522 i5 1,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": "s3:*",
"Resource": "*"
}
]
}

FL¥FES IAM APl 7 Snowball Edge k£ GetUser i RBIFHF~ 314
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X Snowball Edge E# Amazon S3 F &3 TR BN R

fEF LA T SR g R VP S E R R TR B AR

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListObjectsInBucket",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::bucket-name"
}I
{
"Sid": "AllObjectActions",
"Effect": "Allow",
"Action": "s3:*0Object",
"Resource": "arn:aws:s3:::bucket-name/*"
}
]
}

A YFTE Snowball Edge £E5/H ., FREMMEXN I Sk S3 77 #1175 R X R
FRAUTEEATFNEFEN S3 FEmitTHH, REFMKELHE,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:List*"

AFX Snowball Edge B9 Amazon S3 26 i@ # T ERIR 315
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1,

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*"

AFTE Snowball Edge E5E£ 15 RIE S EC2 API

AT R A Amazon B E£ 15 EIER EC2,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:*",
"Resource": "*"
}
]
}

f ¥ Snowball EC2 Edge LBz #{Z 1t 51 5 7h 3 R A SEHI
5 LA T 3R BE LR 5 1R /3 31 F14Z L Amazon EC2 324,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:StartInstances",
"ec2:StopInstances"

1,

"Resource": "*"

AYFTE Snowball Edge £E£ 15 RITE S i# EC2 API 316
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}

#£ Snowball Edge Describelmages L3E4: A K,
DescribeLaunchTemplates 18 2 ¥ Fr A K &

FERALUTRIEIEL A DescribeLaunchTemplates , B R FIEX DescribeImages KA A,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"ec2:DescribeLaunchTemplates™
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"ec2:DescribelImages"
]I
"Resource": "*"
}
]
}

Snowball Edge £#I API BA B

FIHEE Snow BEZELAANFMERER , SRELZECHNEFENNRERK, FEZFAER , 18
2 list-policies,
aws iam list-policies --endpoint http://ip-address:6078 --region snow --profile

snowballEdge
{
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https://docs.amazonaws.cn/cli/latest/reference/iam/list-policies.html
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"Policies": [

{
"PolicyName": "Administrator",
"Description": "Root user admin policy for Account 123456789012",
"CreateDate": "2020-03-04T17:44:59.4127",
"AttachmentCount": 1,
"IsAttachable": true,
"PolicyId": "policy-id",
"DefaultVersionId": "v1",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:policy/Administrator",
"UpdateDate": "2020-03-04T19:10:45.620Z"
}

TrustPolicy Snowball Edge L kY /=4l

FEERBELSIRE —AIGETZSUEP |, o] AR X LEUERRIG R B E A RELEH R Amazon HR,
XLEIGEIERGRZA ID, WRFRZANZESEEAR,. BF , SEKFFFEH AssumeRole 3
TEKF R,

LT REERKI RS, BXEEXHBNESZEL | 121 Amazon Security Token Service APl £
#Z AssumeRole Y,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :AccountId:root" //You can use the Principal ID
instead of the account ID.
]
}I
"Action": [
"sts:AssumeRole"

TrustPolicy Snowball Edge £ R4l 318


https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
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}
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#£ Snowball Edge Amazon Security Token Service L

Amazon Security Token Service (Amazon STS) AI&BIE N IAM A BB IE A 8 B BRI RIE .

/A Important

Z{# Amazon BRF1E Snowball Edge LIEE&EIEIT , #ARTRSERA RO, BEXELZEE | B
2% Snowball Edge £ Amazon R im0 E K,

- %£ Snowball Edge Ef£f Amazon CLI 1 API #&1E
« Snowball Edge £3%3#%#) Amazon STSAmazon CLI @5
- Snowball Edge £ ##9 Amazon STS API #&#1E

£ Snowball Edge L Amazon CLI 1 API #&4E

£ Amazon CLI = API #24E7E£ Snowball Edge &% L& i IAM Amazon STS, . Amazon S3 #
Amazon EC2 S5 i} , AJUFIEEregion}t “ " snow BRI LAEA G ARFAmazon configures
FESAFRRITIIRE , AT REIPTR.

aws configure --profile snowballEdge
Amazon Access Key ID [None]: defgh
Amazon Secret Access Key [None]: 1234567
Default region name [None]: snow

Default output format [None]: json

/)

aws iam list-users --endpoint http://192.0.2.0:6078 --region snow --profile
snowballEdge

(® Note

A 3 £ F B9 15 18] 2348 1D FiF R L2 2348 Amazon Snowball Edge T E5 R R4 H iR,
Amazon Web Services &=
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Snowball Edge £ #%# Amazon STSAmazon CLI #55

EAR AN X3 assume-role B35,

5 F assume-role , XFLUTSH :

e role-arn
* role-session-name

 duration-seconds

£ Snowball Edge L#EA NG S RHA

ERAAE  BEANUATSH S,

aws sts assume-role --role-arn "arn:aws:iam::123456789012:role/example-role" --
role-session-name AWSCLI-Session --endpoint http://snow-device-IP-address:7078

BXBEAH assume-role MW EZEER , HSREUMMER Amazon CLUEA IAM A6 27,

BREANESZESR Amazon STS , 55K IAM AP EREPHEA IR Z£IEF.

Snowball Edge £ #%# Amazon STS API #&/E

A #{X = #F AssumeRoleAPl,
X F AssumeRole , XEFEUTSH :

* RoleArn
* RoleSessionName

* DurationSeconds

Example KA B &

https://sts.amazonaws.com/
?Version=2011-06-15
&Action=AssumeRole

Snowball Edge £ #5#9 Amazon STSAmazon CLI % 321


https://docs.amazonaws.cn/cli/latest/reference/sts/assume-role.html
https://www.amazonaws.cn/premiumsupport/knowledge-center/iam-assume-role-cli
https://docs.amazonaws.cn/STS/latest/UsingSTS/
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
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&RoleSessionName=session-example
&RoleArn=arn:aws:iam::123456789012:role/demo
&DurationSeconds=3600

Snowball Edge £ #5#9 Amazon STS API #1E 322
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£ Snowball Edge FEE N 4AUEH

BRI , BELUESY HTTPS M ST Snowball Edge &% 3% Snowball Edge R & &£ &
EZE1TH Amazon RE#HITRERE, RULAER HTTPS #MYFE Snowball Edge, Ama EC2 zon
Systems Manager 1 Snowball Edge i%%& £ 5 Amazon IAM, Amazon, S3&&l2§. Amazon S3 #
B, L% EC2 REEEERM S Amazon STS nowball Edge 8% E# TR E, EIRZEHNIE
MT, BE—NEH , HETUBAEREFHNEMRZERK. Snowball Edge 1R &4 UL H SR &
&, A LUEA Snowball Edge B iR SR FIH, FKREVAMIBRES,

KELLTEHR |, Snowball Edge & S%EKIEP :

* Snowball Edge & & E&# B H,

« MIBRUEFS , Snowball Edge R &2 REFHFHMAES ( FAPMdelete-certificate Amazon
OpsHub@r FEHELITIES ) »

- Snowball Edge &R & HEFTIEH I HEE S S #E 81

BHERMERE , BIEPEHFER. EPEERZBE—FHRER.

B AT LAEA Amazon OpsHub SREEB NP, BRELEER , BSHAIER OpsHubFHFEHE
BRI,

E&A

« 7£ Snowball Edge L %|HiF$

M Snowball Edge JREUIE$
« 7£ Snowball Edge L MilERIE$

£ Snowball Edge %I HiE+

FAlist-certificatesm T EE HAIEPH Amazon BIREB T (ARNs).

snowballEdge list-certificates

Example list-certificates it

HI A4S 323


https://docs.amazonaws.cn/snowball/latest/developer-guide/manage-device.html#snowball-edge-certificates-opshub
https://docs.amazonaws.cn/snowball/latest/developer-guide/manage-device.html#snowball-edge-certificates-opshub
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{
"Certificates" : [ {
"CertificateArn" : "arn:aws:snowball-
device:::certificate/78EXAMPLE516EXAMPLEf538EXAMPLEa7",
"SubjectAlternativeNames" : [ "192.0.2.0" ]
11

M Snowball Edge JRERIE+

£ get-certificate G HIRIFBIREMN ARN BEFIEBRNE, FH list-certificates BHIRE
ERE certificate-arn ML+ ARN,

snowballEdge get-certificate --certificate-arn arn:aws:snowball-
device:::cextificate/78EXAMPLE516EXAMPLEf538EXAMPLEa7

Example get-certificate it

AXBEEIBNEES , HSEE Amazon CLI {EF Snowball Edge £ S3 & El 28 1ER

/AN 0

R
=

E
<+

£ Snowball Edge L filBRIE$

11T delete-certificate S AMIBREBIES, £/ list-certificates mHRINERE
certificate-arn ZHMIE+H ARN, EAERFIES , EES Snowball Edge FEFEHFHFHEN
Snowball Edge. EZFE/S Snowball Edge & & A snowballEdge reboot-device i,

snowballEdge delete-certificate --certificate-arn arn:aws:snowball-
device:::certificate/78EXAMPLE516EXAMPLEf538EXAMPLEa7
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Example delete-certificate #iiH

The certificate has been deleted from your Snow device. Please reboot your Snowball
Edge or Snowball Edge cluster to generate a new certificate.
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Snowball Edge £ Amazon RS #Im O &R

Eff Amazon BRSEE Amazon Snowball Edge 8 & L IEEZT , #ARFIZBRSHMERD,

LR R84 Amazon BRSS T FE M 45w A B 5K

i 1 173N Pk =3

22 (HTTP) TCP BEZTRAKRER EC2 SSH

443 ( HTTPS) TCP S3 API M S3 &l API HTTPS
Ui R

2049 ( HTTP) TCP NFS iR

6078 ( HTTP ) TCP IAM HTTP % &

6089 ( HTTPS ) TCP IAM HTTPS #% &

7078 ( HTTP) TCP STS HTTP &

7089 ( HTTPS) TCP STS HTTPS i =&

8080 ( HTTP) TCP S3 Adapter HTTP i =<

8008 ( HTTP) TCP EC2 HTTP &

8243 ( HTTPS ) TCP EC2 HTTPS i

8443 (HTTPS) TCP S3 Adapter HTTPS i &

9091 ( HTTP) TCP BFREEENHA

9092 TCP EKS Anywhere 1 CAPAS i%
BIRHIZRAY A Yh

8242 TCP EKS Anywhere #J EC2

HTTPS 4
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i O

6443

2379

2380

X

TCP

TCP

TCP

R

EKS Anywhere Kubernetes
API i R A B

EKS Anywhere Etcd API i =
A¥h

EKS Anywhere Etcd API =
A¥h
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Amazon Snowball Edge Device Management A T & &
Snowball Edge

Amazon Snowball Edge Device Management 21Tz fE2EE Snowball Edge FZ<i#h Amazon Ak
%, P Snowball Edge #3X#F Snowball Edge RZEE , H HEEBLEEARZSEHA A Amazon Web
Services X1 Snowball Edge Byt FHIHTi%%E Lo

£/ Snowball Edge RZFEE , BAIMITUTES :

- BIBES,

- REESRE

- BEEESABE

- BUHES

- BEEREER

- K& EC25 Amazon FRABMZHIRFS
« G EHIEE

- JIHAZRERNRE
- JIHBREMESRE
« FIHATARIR

o BRABIHES

o FIHRBHESIRE
- RAHRE

o HIBRARE

£

- i Snowball Edge B} Snowball Edge & EERS

* 7£ Snowball Edge £#’& Snowball Edge R& E &

- [@ Snowball Edge L&Y IAM A €510 Snowball Edge &% EENR
« Snowball Edge i Z & CLI i D
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171 Snowball Edge BYi%£#F Snowball Edge R ZEEBIRS

AT Snow IRB WIS , BRI LUEREWEIRZ AT Snowball Edge 18 % & B 4k T R fd
RE  ERRERBESCLZEHBE. MREZEEREE , WFEEMEA Amazon OpsHub =
Snowball Edge BEFHNEBUE , RETEERATE. MRELEHBE Snowball Edge iIRZEE |, N
ATLAE W BN R H N HIE R AR M %56 Snowball Edge 82 EE, ERIBESE , B Llik
£ Snowball Edge & EIIRE , LMEES, Snowball Edge & F i Amazon Snow R5IEERH&
Amazon CLI, = Snow EHEE API iTHR %,

E M Snowball Edge 8 & EEIRZ Amazon Snow RIIEEZEH A

1. BEBLTENBEUE Snowball Edge REER |, HERERAZEEEER Snow iRZEH Amazon
OpsHub Snowball & F ifi,

2. EEFEZRFEETBE Snowball Edge IRZFEE , BT EEFFEAEEEELM Snowball IEE
Amazon OpsHub Snowball % i,

BXEZER  FHRKERTNE 3 F | aEEHNEFENIET,

E M Snowball Edge & F il Snow {EMl EIE API Fi%#E Amazon CLI Snowball Edge & & & IR
A, BRITUT®RE

« fFHremote-managementZ#IEE Snowball Edge REBERDS. ZSH
BIINSTALLED_ONLY{EZX 'R Snowball Edge i8R BB EREEBREBE. ZSH
HIINSTALLED_AUTOSTART{EZR 'R Snowball Edge R & B R EHEE, MREFTH SIS
EE , MERIAER INSTALLED_ONLY,

Example create-job 75 remote-management Z¥H1E %

aws snowball create-job \

--job-type IMPORT \

--remote-management INSTALLED_AUTOSTART

--device-configuration '{"SnowconeDeviceConfiguration": {"WirelessConnection":
{"IsWifiEnabled": false} } }' \

--resources '{"S3Resources'":[{"BucketArn":"arn:aws:s3:::bucket-name"}]}"' \

--description "Description here'" \

--address-id ADID0O0O0O00O0O0O0-0000-0000-0000-000000000000 \

--kms-key-arn arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab \
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B

--role-arn arn:aws:iam::000000000000:role/SnowconeImportGamma \
--snowball-capacity-preference 78 \

--shipping-option NEXT_DAY \

--snowball-type SNCI_HDD \

--region us-west-2 \

XEZEER , ESH (API 3Z£) F# Job BEE Amazon Snowball Edge APl &%,

#£ Snowball Edge L#E Snowball Edge IR & EHE

#®
&

=)

BUTHZEREM Snowball Edge & F ii#E Snowball Edge & & B,
RtER 2, ERITUTRE -
TEHLERHW Snowball Edge B imRAE, BXEZEER , HSH FHIH L% Snowball &

TEE 2 X HIRE Snowball Edge IR B ESE, BXEZEE , HSRRIEIEMNTE,

FF Snowball Edge R ZEZEZI BN R ME, BXRELZEE , BSREZE A H# M LAmazon
Snowball Edge.

fE8{ Snowball Edge 8%, BXEZEE , S H#H91 Snowball Edge.

snowballEdge set-features /
--remote-management-state INSTALLED_AUTOSTART /
--manifest-file JID1717d8cc-2dc9-4e68-aa46-63a3ad7927d2_manifest.bin /
--unlock-code 7c@el-bab84-f7675-0a2b6-1f8k33 /
--endpoint https://192.0.2.0:9091

SRIE , Snowball Edge BFIRAIRE U TRE,

{
"RemoteManagementState" : "INSTALLED_AUTOSTART"

}

1£ Snowball Edge £3#5& Snowball Edge 8 & EE
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[@ Snowball Edge £V IAM B €70 Snowball Edge 1% % & E X R

£ Amazon Web Services i 1T 1% & Bf 812 — 4 Amazon Identity and Access Management (IAM)
At , AERZAGKMUTERERE, AR5, FzAGSERAFEZHET Snowball Edge X% EEIx
BEBZNREZN IAM AR, BXEZEER , BZHLUE IAM SERMEER Amazon Web Services
K R AIE IAM AP,

Policy

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"snow-device-management:ListDevices",
"snow-device-management:DescribeDevice",
"snow-device-management:DescribeDeviceEc2Instances"”,
"snow-device-management:ListDeviceResources",
"snow-device-management:CreateTask",
"snow-device-management:ListTasks",
"snow-device-management:DescribeTask",
"snow-device-management:CancelTask",
"snow-device-management:DescribeExecution"”,
"snow-device-management:ListExecutions",
"snow-device-management:ListTagsForResource",
"snow-device-management:TagResource",
"snow-device-management:UntagResource"
]I

"Resource": "*"
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Snowball Edge RZEE CLI &5 H

WA A ATES Snowball Edge R & B ZZEE Snowball Edge ¥ Amazon CLI #55, & 1]
LAE AT — B EE S Amazon OpsHub, BXEZELR |, H2 8 LM Amazon %,

® Note

EEBREZZE , FHRRRZEFI , EEZEINEHME , HETLUEZTEE1R%E Amazon
Web Services X5 &,

£

+ {#H Snowball Edge R & EES|EEE Snowball Edge B{ESH

« REEE Snowball Edge WESHVIRES

 {£/ Snowball Edge i# &% EEEFHX Snowball Edge BHEE

« {#F EC2 Snowball Edge %% & IhEE# Snowball Edge L EEET D A H EHIHIRA
+ {£/ Snowball Edge i & E®7E Snowball Edge L EFEF T IE
« {£F Snowball Edge i & E ¥ £ Snowball Edge FEUEES

+ B Snowball Edge 8 & BB MiEE

- JIHATATREEEN Snowball Edge

+ B Snowball Edge EEJ Snowball Edge 8 & BEESHIRA
 {£/ Snowball Edge 2 & & %I H Snowball Edge L# A A& IR

+ B Snowball Edge B Snowball Edge 8 & B BIirZEMNIRE

« BIRAFH Snowball Edge I Z EEES

« J4RE R AT Snowball Edge 1% & B2 E %5 Snowball Edge

« \MEZH S Snowball Edge F#ER Snowball Edge R & EEFE

£ Snowball Edge R &R EIEAIEEE Snowball Edge FV{ES

ERER—ARZABREEMTHRIRESEMES , BFEH create-task, BALUENIRM IDs T8
SHNZERZVIRRIBEBIREE , HEHA--targetsSHIEEENITH --commandEs. BA1%

BEBRAREBEITENIMGT,
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XEFENST

« unlock ( B )
-« reboot ( TEH )

EQEHBENRBFETHES , BEAUTHS. F8 user input placeholder BN EBS
MER,

O AL
op ™

aws snow-device-management create-task
--targets smd-fictbgr3rbcjeqas
--command reboot={}

ValidationException
ResourceNotFoundException
InternalServerException
ThrottlingException
AccessDeniedException
ServiceQuotaExceededException

Lol
{
"taskId": "st-ficthmqoc2phtlll",
"taskArn": "arn:aws:snow-device-management:us-west-2:000000000000:task/st-
cjkwhmgoc2pht111"
}

KEEE Snowball Edge FIESHVIRA

EREBE—ARZAENBRRBLETNZEESHIRA , B#EH describe-execution &%,

# % Snowball Edge IR & BEEBESHRS 333
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ESAREBUTRESZ—:

* QUEUED

« IN_PROGRESS
e CANCELED
 FAILED
 COMPLETED
 REJECTED

« TIMED_OUT

EEEEEHRE , BEAUTSHS. MED user input placeholder B HEECHEER.

DAL
op

aws snow-device-management describe-execution \
--taskId st-ficthmgoc2phtlef \
--managed-device-id smd-fictqic6gcldflll

i

{
"executionId": "1",
"lastUpdatedAt": "2021-07-22T15:29:44.110000+00:00",
"managedDevicelId": "smd-fictqic6gcldfl1ll",
"startedAt": "2021-07-22T15:28:53.947000+00:00",
"state": "SUCCEEDED",
"taskId": "st-ficthmgoc2phtl111l"

}

£ Snowball Edge & &% EE&EEHHX Snowball Edge BWER

BEEERZRENES , AINRFRE, BRARA, IP it MBEIRE , iE6EA describe-device
wr. MEEBEUATAR

« lastReachedOutAt : %% LIXREXZE Amazon Web Services =HIBTE, RRIZZLATFELZRS,

f# /A Snowball Edge B ZEEEEFREEL 334
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« lastUpdatedAt : R& EXREFHBTFENETE. RTIRZZFM R

EEFREEE  BEAUTSHS. I8N user input placeholder Bt HEHCOHWEER,

AA
Ap T

aws snow-device-management describe-device \
--managed-device-id smd-fictqic6gcldflil

7

ValidationException
ResourceNotFoundException
InternalServerException
ThrottlingException
AccessDeniedException

£ EC2 Snowball Edge ®& B Ih8E4E Snowball Edge - &EF 5 L3k
ARSI IRAS

ERZE Amazon EC2 SEHIH Y EIRA |, iEfFEMdescribe-ec2-instances®m$. M
Hdescribe-device@mm S HE L , BERKBEFMWIRRER , Amazon Web Services = B3
EURAZERNFE,

ERES Amazon EC2 AN EFIWRE , BEAUTHS. FEA user input placeholder
BRNEaEnER.

O A
op T

aws snow-device-management describe-device-ec2-instances \
--managed-device-id smd-fictbgr3rbcjelll \
--instance-ids s.i-84fa8a27d3elb5elll

®E
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ValidationException
ResourceNotFoundException
InternalServerException
ThrottlingException
AccessDeniedException

i

"instances": [
{
"instance": {
"amiLaunchIndex": 0,
"blockDeviceMappings": [

{
"deviceName": "/dev/sda",
"ebs": {
"attachTime": "2021-07-23T15:25:38.719000-07:00",
"deleteOnTermination": true,
"status": "ATTACHED",
"volumeId": "s.vol-84fa8a27d3el5elll"
}
}

1,
"cpuOptions": {

"coreCount": 1,

"threadsPerCore": 1
.
"createdAt": "2021-07-23T15:23:22.858000-07:00",
"imageId": "s.ami-03f976c3cadaablll"”,
"instanceId": "s.i-84fa8a27d3el5el11",
"state": {

"name": "RUNNING"
.
"instanceType": "sncl.micro",
"privateIpAddress": "34.223.14.193",
"publicIpAddress": "10.111.60.160",
"rootDeviceName": "/dev/sda",
"securityGroups": [
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{

"groupId": "s.sg-890b6b4008bdb3111",
"groupName": "default"
}

1,
"updatedAt": "2021-07-23T15:29:42.163000-07:00"

+
"lastUpdatedAt": "2021-07-23T15:29:58.

071000-07:00"
}

£ Snowball Edge % & B £ Snowball Edge Lt &EEFS THIE

EREBRE LATESH IR , BFEA describe-task %, FEHNTHESFELUTIE
- BHRRE

- EERE

E5 0l ]

RE LR EH IR BT E

£35S AT A

BIEESHRENER (WE )

EEEESHABE , BERAUTH S, NE user input placeholder Bt AEEEHEER,

DA
AR T

aws snow-device-management describe-task \
--task-id st-ficthmgoc2phtlll

= k4
e

ValidationException
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ResourceNotFoundException
InternalServerException
ThrottlingException
AccessDeniedException

i

"completedAt": "2021-07-22T15:29:46.758000+00:00",
"createdAt": "2021-07-22T15:28:42.613000+00:00",
"lastUpdatedAt": "2021-07-22T15:29:46.758000+00:00",
"state": "COMPLETED",
"tags": {},
"targets": [

"smd-fictbgr3rbcjelll"

P

"taskId": "st-ficthmgoc2phtl1l",

"taskArn": "arn:aws:snow-device-management:us-west-2:000000000000:task/st-
ficthmqoc2pht111"

}

{#F Snowball Edge 18 & B2 1E Snowball Edge LEBUHES

BEREHNEEESHWECEER |, B8EA cancel-task H. BRAEEUHEAT QUEUED JRARY 1 &
ZEITHNES. TEECEEEZTHES.

(® Note
MBI BUEAESE cancel -task T HBESREZBIEMAIIRHITLAE , NiZE
A RE DRI 1T o

EHCEMES , BEAUTSS. T8 user input placeholder Bt HEHCOHWER,

DA
op
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Hkk
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aws snow-device-management cancel-task \
--task-id st-ficthmqoc2phtlll

»E

ValidationException
ResourceNotFoundException
InternalServerException
ThrottlingException
AccessDeniedException

i

"taskId": "st-ficthmqoc2pht111l"

5 Snowball Edge %% EEan & MBI

EIR[E Snowball Edge IR &% B2 AP| XEFWFAESTHIIR ,

W HRERELLESR T FHAERNEE.
B ARG T , BEAUTH S,

O A
op

aws snow-device-management help

EHEAST. helpBEALUER help

EREeaTHRMAERIEE , BEAUT®T. & command BN ERNBH G THAE M.

O AL
op ™

5l Snowball Edge & & BB &S M %
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aws snow-device-management command help

5| & A Tz 2 &= Snowball Edge

EIRE &N P ESITESH Amazon Web Services X8 (VB /S A 7 Snowball Edge & & B2
BIRENIR , FEAMS., list-devices --max-resultsH H--next-token2a&EM., Hx
EZEER |, B5H ‘Amazon i SITRERFERE” R #EH Amazon CLI % TU%ETT,

EIHUREEENRE , BEAUTHS. FE8N user input placeholder B AERECHE
B,

O A
op

aws snow-device-management list-devices \
--max-results 10

=
e

ValidationException
InternalServerException
ThrottlingException
AccessDeniedException

i
{
"devices": [
{
"associatedwWithJob": "ID2bflld5a-eale-414a-b5bl1-3bf7e6a6elll",
"managedDeviceId": "smd-fictbgr3rbcjeqa5",
"managedDeviceArn": "arn:aws:snow-device-management:us-
west-2:000000000000:managed-device/smd-fictbgr3rbcjelll”
"tags": {3}
}
]
}
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5| Snowball Edge E#Y Snowball Edge i & EBESHIRS

ERE-ARZAEBIFMEENESIRES , A list-executions . EFERESRFKERY
B TFRE—FERSHES , BFEA --state S8, --max-results fl --next-token F A%
B, BXEZEE , HSH “Amazon i SITHREAFIERE” R Amazon CLI 9 %,

ESAREEBEUTRESZ—:

* QUEUED

¢ IN_PROGRESS
« CANCELED
 FAILED
 COMPLETED
 REJECTED

« TIMED_OUT

B HZEENESRES , BEAUTH S, I8 user input placeholder B ANIEEHCHIE
=W

DA
Ap T

aws snow-device-management list-executions \
--taskId st-ficthmgoc2phtlef \

--state SUCCEEDED \

--max-results 10

®E

ValidationException
InternalServerException
ThrottlingException
AccessDeniedException

ok

SR E LS IS e
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{
"executions": [
{
"executionId": "1",
"managedDeviceld": "smd-fictbgr3rbcjelll",
"state": "SUCCEEDED",
"taskId": "st-ficthmgoc2phtl11l"
}
]
}

f# F Snowball Edge & & &2 %I Snowball Edge LY A %R

ERE&%Z AT A Amazon BR5IK |, iEFEAlist-device-resources® v, BERFERBN BRI
®HK  BEEA --type 3, BET , EC25 Amazon RBMWEFIRM —HZHFWREXE, --max-
resultsH B--next-tokenB AN, BEXEZFER , FEH “Amazon i HTREAFER F
B9 Amazon CLI % Uik,

EIHRENTHRR , BERAUTHS. M8 user input placeholder BN EEHCHIE

JBNO

DA
AR T

aws snow-device-management list-device-resources \

--managed-device-id smd-fictbgr3rbcjelll \

--type AWS::EC2::Instance

--next-

token YAQGPwATO913wVKaGYjt4yS34MiQLWvzcShe90IeDIr@5AT4rXSprqcq@hhBEYRfcerAp@YYbImRT=
--max-results 10

®E

ValidationException
InternalServerException
ThrottlingException
AccessDeniedException
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i

{
"resources": [
{
"id": "s.i-84fa8a27d3el5el11",
"resourceType": "AWS::EC2::Instance"
}
]
}

HtH Snowball Edge i Snowball Edge i% & EEBIrSHIFRE
ZREEERZFDESHRLSIR , iHEMA list-tags-for-resource wH,
BHHIREWIRE |, EEAUTH S, Frfl Amazon FREF (ARN ) Bt hEBi8Z M ARN,

B AL
op ™

aws snow-device-management list-tags-for-resource
--resource-arn arn:aws:snow-device-management:us-west-2:123456789012:managed-device/
smd-fictbgr3rbcjeqgas

RE
AccessDeniedException

InternalServerException
ResourceNotFoundException

ThrottlingException
i
{
"tagS": {

"Project": "PrototypeA"
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IR FIH Snowball Edge i & EBES

FAlist-tasks@ PTMNEITZHSH Amazon KRR REESIIER, BERE
IN_PROGRESS, COMPLETED 3 CANCELED RZESTHIELER , A --state S, --max-
results Ml --next-token BAEN ., BEXEZEE , S ‘Amazon wSTRERAFER &
K fE A Amazon CLI % TR,

ERRAYHBES , BERAUTHR. ¥8 user input placeholder Bt AEEESHEER,

DD
AR T3

aws snow-device-management list-tasks \
--state IN_PROGRESS \

--next-token K8VAMqKiP2Cf4xGkmH8GMyZrgOF8FUb+d10KTP9+P4pUb+8PhiW+6MiXh4= \
--max-results 10

®E

ValidationException
InternalServerException
ThrottlingException
AccessDeniedException

i

"tasks": [

"state": "IN_PROGRESS",
"tagS": {}’
"taskId": "st-ficthmgoc2phtlef",

"taskArn": "arn:aws:snow-device-management:us-west-2:000000000000:task/st-
ficthmqoc2phtlef"
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FHRZE R AT Snowball Edge R & EHEES I Snowball Edge

ERNREFRIEZ LNESHRNRERIRZ |, BMEMA tag-resource T, --tags SHEFZES SR
B9 Key=Value XJ#9%I3K,
BERNRENARE , BERAUTHR. ¥8 user input placeholder B AEEESHEER,

DD
Ap T

aws snow-device-management tag-resource \

--Tresource-arn arn:aws:snow-device-management:us-west-2:123456789012:managed-device/
smd-fictbgr3rbcjeqa5 \

--tags Project=PrototypeA

»E

AccessDeniedException
InternalServerException
ResourceNotFoundException
ThrottlingException

MAES L Snowball Edge H#B& Snowball Edge 1R & EEIRE
ENMNEERRERZ LNESHBRIFL |, i# A untag-resources %,
EMEE LBBRRE , BERAUTH R, ™8 user input placeholder B AEBEEHER,

DA
AR T3

aws snow-device-management untag-resources \

--Tresource-arn arn:aws:snow-device-management:us-west-2:123456789012:managed-device/
smd-fictbgr3rbcjeqa5 \

--tag-keys Project

=
e

AccessDeniedException
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InternalServerException
ResourceNotFoundException
ThrottlingException
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E# Snowball Edge &% EB 4

Amazon H{RIER Snowball Edge B4 ATAR , 2BH{R, BHEN B FHR4 Amazon Health
Dashboard®l CloudWatch B4 24, BFH#EX B S# Web Services, Inc. K EIAFiTH
Snowball Edge %% Amazon K FIHRY B FoB b, WREHG | RBAETE DR HBE#T
BE, HRUTEHZEEH , LR REFFEAPE. BXMWEZEE Amazon Health Dashboard |
%2 (Amazon Health I 1EE) - B3 CloudWatch SEFIMEZEE |, 1§25 Amazon Ev
CloudWatch ents FiFF 1§/,

BB LAM Amazon A IREHH Snowball Edge R&E FHRHEHEFHHNHZREIXEER L, X
EHNERARE, BAUMSEREFRAENRE  RNMCHEHINHRERT S TEH Amazon EIEHIRE
t. B2, ERATHENEN , BU4MELEEE LN ITEABHAERIEE,

BIERSEFE 9T , Amazon I Snowball Edge/Snowball Edge i%% ( i%% ) RENHRHFEFRR
54,

RUEEH XA R AmazonTEEAMNRE L ZERGEHMREM, BFEXRM ((HZEHAR ) BFFR
WHENE=ZAXE (RS EHR ) UATTR : (i) EFEAREERH (EEANRE LRERGE
MR EHRERN ) ; (i) EEXHBEARGEFRPNEARERER  SBEETFRTEATHRE
EHFNEAME, TEANRE LZEREGERE  CEEMNATORZBLZERGEFRTNAE N THHI
BRERFFE o

/A Warning

BNBNBWEHEREEM <AL FRE LNAAED, ENRFHENBIXFLEEEIT
HISEBI |, H A4S Amazon S3 FEEHERE AR,

£

« E¥ Snowball Edge &% LB EAEHY SR

« JFEH FEHEF Snowball Edge &%

- JFEH LT Snowball Edge &%

« BE¥T Snowball Edge %% L#Y SSL if$

« 7£ Snowball Edge AMIs £ ¥REYIE I3k Linux 2
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B #T Snowball Edge 1% & LRV AV B R Z M4

IEBITTHELT RRFEAM |, RET REEMENRE

- BEQEEL  BERZEFEXRBHBCFHHESES . BXEZELR , 5 H Snowball Edge A7,

 FE# Snowball Edge %% 218X Snowball Edge ZEFiw TR, 2471 T & Snowball Edge & F i #Y
BFRAHANELZREEEEFFNEREANGEENAMIMEPFNITEN L, BXEZER , HS
£ Snowball Edge & F i

o ((AE ) BATEWERN Snowball Edge BEFInEE—MEXH. BEXEZEERE , BSHEN
Snowball Edge & F~ i B & B i& X 4

« X FEE Snowball Edge 1% % L# Snowball Edge 5 Amazon S3 &K 174 , B 1E S3-Snow
REAZREBTE3IIhEE, HS 1 £ Snowball Edge EELES Amazon S3 # AN F#UUER B
#1533 Amazon OpsHub,

® Note
NTREHRE , MANBEREFETHEDT,

SERXEESE , BRI TEMZER Snowball Edge & &I E#
FFE#H T & 2| Snowball Edge &%

ERI LUBE R fh 5 X 8 Snowball Edge BYE#T -

- TLAEA4E Snowball Edge & F imth - hERT A& F3h EH#H o

- UM GREARNEE BN EHNRZHEE,

UTREBRT FHTHEFNIEE. BXBEFIEH Snowball Edge REZEWNER , BSHEH
Snowball Edge F#J configure-auto-update-strategy.,

(@ Note

MRIGHRZ TR B BB |, N ATLAEA GetSoftwareUpdatesAPl T8 E#FI X &, RiE , £
A uri 2¥AMA download-updates BHEE A XHAME , AT ROIPFT R,

snowballEdge download-updates --uri file:///tmp/local-update
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XTF Windows BERS , FEATAXBRL uri SBHHE :

snowballEdge download-updates --uri file:/C:/path/to/local-update

ERNMIIREZREABT Snowball Edge BHEFHH T H , BHITUTIRE
1. I —PMKFEQ , HEREA describe-device @5 #481 Snowball Edge &%, MIRIRED
BiE , ¥ unlock-device T XREHE. BXEZEL , TS HEMAY Snowball Edge.

2. HEMPHRERE , HE1T snowballEdge check-for-updates %, k& iRE Snowball
Edge FHM & AT AR AR IRE L REH Y AR

3. WMREWIEZFHMHENR , 1EIE1T snowballEdge download-updates @f.

@ Note
MBEENIRFZ RIEZTEEW | H5XFEA GetSoftwareUpdatesAPl FTEEH 4. RiE ,
f£H snowballEdge download-updates ZHUAKRIER 2 THIXHFH AR BERIEZIT
uri ™, WA T RBIFFT R,

snowballEdge download-updates --uri file:///tmp/local-update
X F Windows ##ERS , BERUATARNBRIL uri SEME :

snowballEdge download-updates --uri file:/C:/path/to/local-update

4. BTLAMEH snowballEdge describe-device-software SR EN FTHIVRS. ETHE
et , BALAEA LGS ERERES.

Example describe-device-software SR H

Install State: Downloading
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EH
1.
2.

RBEEFHREET Snowball Edge BHEHH T 5 , FHITUTERE

HF—MRIFEND , H#EMA snowballEdge describe-device S HRCHEPERTHNME
Snowball Edge &%, MRZZFEHE , BHHEMA snowballEdge unlock-cluster aHREE
8, BXEZER , BZ RS Snowball Edge,

HERDNMAEREHENE  NEHPHEHIREIET check-for-updates 7%, TR
[B] Snowball Edge 4B &R # A FMRAS AR iR & £ 23289 S BTARAS

snowballEdge check-for-updates --unlock-code 29-character-unlock-code --manifest-
file path/to/manifest/file.bin --endpoint https://ip-address-of-snow-device

® Note
SRR IRE WA NIE R XFEER.

Example check-for-updates @ HY

{
"InstalledVersion" : "118",
"LatestVersion" : "119"

}

R LatestVersion EHWEAXT InstalledVersion EFMWE , WEEHITH.
3. WNTF&EHEFIHNEARIRE , FH download-updates B8 THEH

snowballEdge download-updates --uri file:///tmp/local-update

(@ Note
X F Windows BERS |, HRUT AR uri SHHE -

THEH
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snowballEdge download-updates --uri file:/C:/path/to/local-update

4. EREERIBHRBNXMTHEMIRS , £H describe-device-software %,

snowballEdge describe-device-software --unlock-code 29-character-unlock-code --
manifest-file path/to/manifest/file.bin --endpoint https://ip-address-of-snow-
device

Example describe-device-software &5 H9% H

{

"InstalledVersion" : "118",

"InstallingVersion" : "119",

"InstallState" : "DOWNLOADED",

"CertificateExpiry" : "Sat Mar 30 16:47:51 UTC 2024"
}

R InstallState BFH{E N DOWNLOADED , MEH EK FEF A &=,

FEF L% E| Snowball Edge 8%
THREHE  CAAREXEEFAERREUEEHEN. LTRSS EFYRETH,
% F Snowball Edge R & &£H , XFNER FRIERTNEAREHREELR,

(® Note

ERERGEHZE , BFEFRZFLNABEEY . REEMQFILEESTHRG , F Xt
X% EM Amazon S3 FEBHNEMEANRE, XTRKSBEEERKX

LZHBLX T FINII AR Snowball Edge B4 #

1. HF—MRIFEED , A BRMEM describe-device eS8 Snowball Edge 8%, MRREZE
BE , BB unlock-device i HRMEHET. BXREZEL , BSHAED Snowball Edges
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2. 1317 list-services O REFRZLATANERS.

A

JJ o

snowballEdge list-services

Example 1list-services < HI# H

ZiSIRER%Z -5 IDs T 7 A RSB AR

"ServiceIds" : [ "greengrass'", "fileinterface", "s3", "ec2", "s3-snow" ]

3. XWFET list-services HHRRHNENRS ID , 1217 describe-service i BREFIR

o HEAKEEKRKRMNERSF MRS,

snowballEdge describe-service --service-id service-id

Example describe-service S5 H

{
"ServiceId" : "s3",
"Status" : {
"State" : "ACTIVE"
},
"Storage" : {

"TotalSpaceBytes" : 99608745492480,
"FreeSpaceBytes" : 99608744468480

},

"Endpoints" : [ {
"Protocol" : "http",
"Port" : 8080,

"Host" : "192.0.2.0"
[ PA

"Protocol" : "https",

"Port" : 8443,

352



Hkk

Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle

"Host" : "192.0.2.0",

"CertificateAssociation" : {

"CertificateArn" : "arn:aws:snowball-
device:::certificate/6d955EXAMPLEdb71798146EXAMPLE3fQ"

}
3]
}

WHREER , s3 BRELTEIRES , BAFEA stop-service i HEL,

4. {Ff stop-service MH{EILE list-services MBI ET State BHHIEN ACTIVE By
BURS. MREZMNRFSEEET, BEACLBURS , ARBHE,

(® Note

Amazon S3 5&ELE§ EC2 Amazon STS., WS #H IAM RS FTZEFE L. 20E Snowball
Edge £5 Amazon S3 RAMEFMEEEIT , BELEEMZENHEEL, Snowball
Edge L5 5k S3 AN FMEZEH s3-snowsze. serviceld

snowballEdge stop-service --service-id service-id --device-ip-addresses snow-
device-1-ip-address snow-device-device-2-ip-address snow-device-3-ip-address --
manifest-file path/to/manifest/file.bin --unlock-code 29-character-unlock-code --
endpoint https://snow-device-ip-address

Example stop-service @58 % H

Stopping the AWS service on your Snowball Edge. You can determine the status of the
AWS service using the describe-service command.

5. J1&1T snowballEdge install-updates @,

6. fBULAEA snowballEdge describe-device-software SR ELZRENRS. EREE
Wt BALERALGSETRERS.

s
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Install State: Installing //Possible values[NA, Installing, Requires
Reboot]

& E RN L Snowball Edge IRFH B EH, REREMIINEMEINATIRE, BEXAE
KEH , XANERKRE,

/A Warning
FEA{ZLE Snowball Edge #%& LWFIEENIER TERRE JRESSHEXRHIE.

7. HREFLNVFERSWMELE  EFEHER , BYHER , AEBXEHEY. ETENRGESH
MWREFER, BXERREFNEZFEL , BSHER Snowball Edge E#1/Z3) Snowball o

8. HEZAXRERFRETER , #HIRE,

9. J1&1T check-for-updates @, kit IRE Snowball Edge BB &#F I FARAURIE®E L&
) Y BTAR AR

HETHENERHEFHRZEE Snowball Edge & & I EE
1. NTFEBPWERIRE , 21T describe-device S REERZEBCHED ., WREEZCH
E , BEA unlock-cluster mHk#EH . BEXEZER , HSHHES Snowball Edge,

2. WTFEBITNEAIRE , 1T list-services SR EFREZLTANES ., ZHHIRENER
+5 1Ds W] ARSI ARS -

snowballEdge list-services

Example 1list-services @ HI# H

{

"ServiceIds" : [ "greengrass'", "fileinterface", "s3", "ec2", "s3-snow" ]

}

3. XWFEF list-services HHRRHNENRS ID , 1217 describe-service i BREFIR

o HEAKEEKRKRNESFLENERS.
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E

RHER , s3 RELTEDIRE

snowballEdge describe-service --service-id service-id

xample describe-service G EIH H

{
"ServiceId" : "s3",
"Status" : {
"State" : "ACTIVE"
1,

"Storage" : {
"TotalSpaceBytes" : 99608745492480,
"FreeSpaceBytes" : 99608744468480

1,
"Endpoints" : [ {

"Protocol" : "http",

"Port" : 8080,

"Host" : "192.0.2.0"

Yo b

"Protocol" : "https",

"Port" : 8443,

"Host" : "192.0.2.0",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-

device:::certificate/6d955EXAMPLEdb71798146EXAMPLE3f0Q"

}
3]
}

WHAER stop-service

4, WTFEBPNEARIREL , £ stop-service H{EILE list-services SR HH
State BMHEN ACTIVE WBUIRS. IREZIMRFERET, BAFLEBURS , REE
grez,
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® Note

Amazon S3 &FLE: EC2 Amazon STS, W S5# M IAM fREFLZEF L. 20FE Snowball
Edge L5 Amazon S3 % BAMFMRERIZIT , FEREEMZIFHEEL, Snowball
Edge L 5T 5k S3 AN FEZEFAIs3-snowz. serviceld

snowballEdge stop-service --service-id service-id --device-ip-addresses snow-
device-1-ip-address snow-device-device-2-ip-address snow-device-3-ip-address --
manifest-file path/to/manifest/file.bin --unlock-code 29-character-unlock-code --
endpoint https://snow-device-ip-address

Example stop-service @ H % H

Stopping the AWS service on your Snowball Edge. You can determine the status of the
AWS service using the describe-service command.

5. WFEHPHEARIEE , BT install-updates wHo

snowballEdge install-updates

6. ZALIFEA describe-device-software SR EH LEMNRS,

snowballEdge describe-device-software

Example describe-device-service &S H 5 H

Install State: Installing //Possible values[NA, Installing, Requires Reboot]
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% Install State J1 Requires Reboot B , BE M IHZ % Snowball Edge & &M HRHE
o REEFTAREFBINATIER. EXRZEEHN , MTEFEREZ.

/A Warning
FEFZLE Snowball Edge R & LHNFIEEDNER TERRE ARLSBERBIE

7. EREHTNAERE K MYUEH K AEBAXERERTNWAMERE. ETHENHRHEENNZEE
WER, BREBRENESZEL , HSHER Snowball Edge, BXBHIRZERNEZER
ES RS Snowball Edges

8. EHTHNBARZERMNRG , MYIESH , ASEA check-for-updates T HTRIFEREERD
FH. L HIRE Snowball Edge B S AT ARAURIEZ L ZROHFIARAR, R LB
AFEZHF A AMRAMEE , WRE DRI EH.

W , BEKIEH T Snowball Edge iIZZFERF , HEIAEH 7 &K Snowball Edge ¥,

E# Snowball Edge %% L SSL iEH

RIETTRIRE Snowball Edge 1 360 X , MFEEMRF LWREEEFR (SSL) iE+H , L&EiR
BEADE. EBPLHE  SRTEERRE , HEERFHEIEE Amazon,

Amazon FFEREER Snowball Edge B9 SSL iEHEIHAFT 30 KB XIHR. BHIET B FHR 4 Amazon
Health Dashboard® Amazon CloudTrail E4F12Mt, @BFHRH BB S# Web Services, Inc. KIEE|
B TFiTM Snowball Edge &% Amazon Ik = P Y B FoB{Fsbat, WEIBHE , HBAREZBHRH
BB ITIRE , HRREREH , LR RZFADH. BXNEZELR Amazon Health Dashboard , &
2% (Amazon Health AF#§®) » B CloudWatch B4 EZE L |, S FEHA CloudTrail B4
i85,

B3 Snowball Edge & FimRE# SSL iE 5. AT Snowball Edge BF mHN&HFRAHFHZE
ESEEMNRZFEAEMNGEENAMIMNEPNITEN L, BXESEE , HZHEA Snowball Edge
EFimfE A Snowball Edge & i Edge & F o

7R = 5 B 0 R] 88 T U S AT A B DA R AT BB R AR A IR o

1. M snowballEdge describe-device-software M BWEIERMITEH, FEHSHH L
i, CertificateExpiry KV{ESIFULPHYEIHA B HAR AT A,
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Example describe-device-software it

Installed version: 101

Installing version: 102

Install State: Downloading

CertificateExpiry : Thur Jan 01 00:00:00 UTC 1970

2. BtXR Amazon Web Services X #F HHFEFEH SSL iEH.
3. Amazon Web Services X #f FEMRE#H M. THHLZERET X,
4. 1EfRS1 Snowball Edge B 8 FA 19 SR 18 FJE & 3 4

£ Snowball Edge AMIs £ EFRAIIE ik Linux 2

ERZEWRESE , BHFENTDE Linux 2 fRE7E Snowball AMIs up-to-date Edge £, EHEE
YT B3 Linux 2 AMI (HVM), BEZSEZEEA (64 17 x86 ) AIRENEH . Amazon Web Services
Marketplace S8 EFZEH AMI B |, IERFFH Amazon Linux 2 BR&S A Snow &%, BZHEE
B {&1EHR EC23 A Amazon B AMI § AZIBHIRE S,

B A LAE Amazon CLIFH) ssm get-parameters @R IREVGHFTHY Amazon Linux 2 BR{& ID,

aws ssm get-parameters --names /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-
x86_64-gp2 --query 'Parameters[@].[Value]' --region youxr-region

Zm S 2RE AMI B EFHTERE D, Bl

ami-@ccb473bada9l10e74

FEHTYRAIIE 5% Linux 2 AMIs 358
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T f# Snowball Edge fEl

Y ES Amazon Snowball Edge 2— 1NEBHW I/ERE T , RERFAITSEE AP FERIEES
FE XM, % Amazon Snowball Edge ®Z# B = FREINEFERE , SIPEB IR FEMNITE
Iheg. LLIhBEMEA NFS # 0O Amazon S3 #EORBERMEARE, CLRBEIRE LARMIZEITH
Amazon S3 PUT X &R API 2{ERfil & Lambda Bi¥{. Amazon Snowball Edge

- M Snowball Edge & & F##ES A Amazon S3 B1EN— fF 210 TB REL WA BIEEHIE — &
®E L, REEBE Amazon S3 H, TS AES , Snowball REFEFEXRR. one-to-onefF
MEAL BRI IFE — N EHMEXEKNIESE., IREFEESATIHIE , EUUNEFINS AELRER
BEIMAEL, HEREMWELRBHNIERZR , 8EZF LHEESS AZE Amazon S3 #,

- {4 Snowball Edge 2% M Amazon S3 S HHTFENEI— ZHEBRRENESE (T Amazon S3
F) , EFFMEEEEM Snowball Edge &% £ , A —IXfF— Amazon Snowball Edge B8 &%
B A BIE B IR, ERIRSHELR |, EAFHFD RENEBD . BMESH IO KNTE 210
TB , # BB NMNMES O BRFE — N5 2XBKE Amazon Snowball Edge &%, &R E /el R
BIIR R AT | IRE LIRS BB,

- BXEH Snowball Edge # R EH-AF T ENFHIENEE— XEFSIREFDFERN—
Amazon Snowball Edge AR Z A8 F. XEELTFTNEEERBIOBETS (X—KE5ESHELT
B ) BESRETSFHES A Amazon S3 ( X—R5SAELTRE ) . HEREEILEBPWIZE
i, IRE ENRIESBURER, FERAELRRRN , SERATUERCBIERERH, SHTIUIESAH
FREEFAM  SUUEAREEEREHTAOT BRER.

AR Lambda B X3 , bRl KRB N R A 3 174 o

B2 Snowball Edge fEAL BV FHEE

ERIREL 2, FRRBELERSES. SMFLEHRGZFELEENFAGERTENL, TRER
TELBFFEEARE R,

Snowball Edge 1E Ml BYIRFS

/> Amazon Snowball Edge i &l #HE — MRS , ZRBLERXARTESHWHERS. Ll
REBEFRBRETIRR., HFLBEBRSRAFRKEZNER,

EERFLIRE , BIITUTRE

1. &% Amazon Snow R EHEIE4 A,
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2. HEFLEHIERL , ERFL,
3. HEEHAFEHENELBE.
4. “FACRE"ERRH TREMOT |, ZE &R BREL YIRS,

Amazon Snowball Edge 8 & EFEIRA

BHEBRRK AP| FRIRFF RAHER

Yl BBl New 1R LRI R E 22
o BABEZRASE
[ B 4 ol =4l B
2 (MREELRSH
il ) 6

FHEERRE PreparingAppliance Amazon EFE RREI T

FEZ—BRE,

EESH InProgress Amazon IEFERFERIEL
#EM Amazon S3 S i
Flhigg £,

FEERRIE PreparingShipment Amazon IE % @) R E

—fiRE. WHL
FRREHRR R
RSREREEL.

EIE BRI InTransitToCustomer F'J,.,\TH’EJLﬁIJEHﬁ
B2 U &S
%o

B R4 IR WithCustomer RECREIEREEENL
1l 32 HA (8] 12 L A b 1t

I[E#E1=1F Amazon InTransitToAWS BEREREEE
Amazon,

LT 5 HH WithAwSSortingFacility AT el 918 % 2
TFRINAEBE 2 HAL

ESRS 360



Amazon Snowball Edge 7 % & 18/ ***Unable to locate subtitle***

ZH B PRIRA AP #RIARF RS IR

. BRIRFGIF XS
Amazon S3 & A
YEL 117 P Bt hns
B BEE2XWH.

£ Amazon WithAWS %% BiAIX Amazon,
MREBESAHE ,
NS ABERERRIE
RER— XN,

EESA InProgress Amazon ETEFEHE
ESALD#HEEF
% AR S5 (Amazon S3)
Simple S3,

BEK Complete SR e B TR 5 1l
ERMTER.

2 BUH Cancelled BB EBGH,

Snowball Edge S E L FVIRES

BOEREE —RES , E2RETUERERN IR B ARERS, RN N EMNTRBER
B S RVFARES

EFRSEETRRETRR., StEBERSTHATERRIET RIVFMH.

ZH B PRIRA API #RiIRFRF RSB

FEZEEFHA AwaitingQuorum HREERBHNTR
FrraBEFER ,
FITSA i R B R SR B,
EQE—IEER , &
MEEEDRANTR

[o]
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BHEBRRE API FRIRFF RSHER
FaE Pending ENERCOIE R
e gzt o

IEREA ST RAVE
M RZS BR RS N2 FT R

HY IR Ao
EXRFEHE InUse ERPELEAT
REKEECIEMENL
HA (B SR LAY bk
B5EK Complete KHNET REE

B [EZ Amazon.

2BUE Cancelled EEUHBIBRERNIE
Ko REEEFHHA
FUBRESZ ST
BUBE#IE R,

£ Snowball Edge R & FEIES A Amazon S3 H1E

ESAEED | SHBIESEARNEBR Amazon S3 EBE2S = NFS £ 5 8 %)% Amazon Snowball
Edge i%%& Lo SAELHNBIERBEN AT A, HRAER  SEFEHBIENFMERRNERUTE
ERIZR/EN pt R AR Mt

ES AR, BNXHEBLETR Amazon S3 FHNR , HEENEZHLTHITHR. WREKES
ANEF#HEBED , TASHSANNREGHEEMNAEN RBHEES. SAFLEBHEFRI
EEMITE R, thIhEEEA NFS # 0% Amazon S3 EE S RKIEMMEARE , HEFEIRZ A=
1THY Amazon S3 PUT 3R API &4Efit’x Lambda BE%{, Amazon Snowball Edge

FMENFEHRES ATHIEERN Amazon S3 FE#E/E Amazon Web Services = , fXJ1% & Amazon
PATHIRERER . BLIBBRIEE NIST 800-88 #r /o

RS AR, ATHELERE, KBRERREELTESANAEXN R, SANEA BEMEK B EF
BEREZRER.

SAES 362
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/A Important
BAERBREARBEANTBEE , EFERITETELTERBREERARETSABE,

£ Snowball Edge &% M Amazon S3 & HEIEH/E

® Note

BRI AR EM Tz , RAER , M S3 FEBSHNRE , FREPRE M 7T 5035 E0 R 45U
BRo

SHELHBITERRER— NS Amazon S3 F#ER. IS HWEBIEM Amazon S3 Bz E|
Amazon Snowball Edge R& g , BAIUTHEFHRE. LG HRELALTEZEZHRIRZFNMENR,
B REELHAIBENMAMBERERESEL.

ALUABNSHELSHEEHRENNR , FANRERESHIEREAMEANRZHREHER, SH
FESWESEHH S Amazon Snowball Edge B8R #FHOART , BEIGZFER — MESE 2 8t
A “IEEE B AmazonIRSFEKIEL R,
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Amazon Web Services EE#2#|A. Amazon Command Line Interface (Amazon CLI) 2% Amazon
APl HLITES . ERTFAFPXNMERRNITRENNR , IAM EEZAULIE IAM K&, EERAMER
A EAERM IAM K , ARAURABE,

BT RNMAERXLRE JSON REXHEGIEZET IAM HHNEE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

BB Amazon Snow FamilyE X WREMBRELE (BESHBRRELENVERX ) NiFHAER , BSH
(REZENSE) Amazon Snow FamilyFRyiRE, HREFMEZHZE4. ARNs

£}

- ERREXEK

5/ Amazon Snow Family ##&
- AAPEEMHIIB SRR
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KRB R ESREK

ETEMNRBEAETREARBUUEEWKF DI, HRZHMBER Amazon Snow Family BiR. X
LEi2ETBESF Amazon Web Services IKF =4 R A, BIRRREE T HHNKER |, HERBUTHE
MBI :

- FaEA Amazon RERBHERRAKENRNE — EFBEAFMIEARKR TR , EEART
ZENAFIRFNRAAMazon EE XK, SIIERAMAFR A Amazon Web Services Ik, &
MNBWEBSE LN EHN G Amazon EFRFREREX#E —TRDNR. BEXEZER , FS
7 <IAM AF8r) HE Amazon F£E R KB TEELEER Amazon EE XK.

« NASENR : EEA IAM RERENRE , BREFRITESHENNR. At , EAER
ERERGT AUNBERRRTHRE , RN RENRTFAT. BXER IAM NANRBRNESE
B, B2 (AM AFEmR) P8 JAM R EYREE AR

« fEF IAM SREE BSR4 B — S PR FI T R AXBR : 48 0] LA [6) 3R B A N S 4 SR BR I X R AE R BRI 7 )
Bl | WA LURE RS RIEEMXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY | Tl th AT BASE AR R SR 1R T 39 AR S5 #8R AE RV 17 (14X BR Amazon Web Services RS , a1 Amazon
CloudFormation, BXEZEL , 5 (IAM AFERE) K IAM JSON FHTE : &,

- M IAM Access Analyzer BIiEZH IAM KBS | IR RN LR IhBEM — IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EMAIIRENEI , SHBBEFIELZ S BINREMRN
Kig, BXREZEE , F2H (AM BFER) DB IAM Access Analyzer 5iF KB,

« EEZESHRIE (MFA)-TIR Amazon Web Services Il EHNIZSEE IAM APSEBAF | 5

A MFA RS Z £, BEEFA APIHRERFEE MFA |, 158 MFA Z4RINEERRES, BX
EZER , HZH (AM AFErR) RHEAH MFA R API 15H,

BX IAMHFHREIRNESFER , 20 IAM AFEETH IAM AN Z 2 HETR.

£ Amazon Snow Family & &

E i/ A Amazon Snow Family #2#1& |, BUTHE —HRENR. XENRLMAFEIIENEESR
KIZH Amazon Snow Family &IRAYE4H1S 2 Amazon Web Services K7, R 42 Lb A EH HIEMN
REANTHERNET SONRE , X THMNTZRBEHOME (AFRRAR )  RHANETERMBAEEEZ
1T

3 F{XiA A Amazon CLI 2 Amazon API BN , BLERNHEEREEZHANERE, Hk , RATH
B 5 2R T API 2 4EHE PTEL RV IR 1E,
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RERAFPMAEMATLMER Amazon Snow Family ##|4& |, EEZEH® Amazon Snow Family
ConsoleAccess®ReadOnly Amazon FE&E R MNEIKE, BEXEZEE , BZ2H (IAM AFE
) PHN AP RINER.

ARTRAFERMWIE SR

ZRBINER T BRI ERRE AW IAM BAFRFEEMMBIEAF SN ABRMITE R R, LR
‘BIEFEEHA LS #E A Amazon CLI 2 Amazon API BURTE S5 = 58 UL R /ERI AR .

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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¥ Amazon Snowball Edge & 14 11/ 8] 3 17 ¥ FE HEBR
FERUTEEXREBEE L MAIEEE A Amazon Snow Family 1 IAM B ] 8EIB ZI AV & I (R 72,

FH

- BEENENATUERITRIE Amazon Snow Family

- REIT iam : PassRole

« REATFRELUINE A Amazon Web Services Ik 58 F ) Amazon Snow Family &R

BENEU T ENITRYE Amazon Snow Family
MREWBERRR , BERALERPITEMRE |, WAAE RS AR TFITIZRAE

% mateojackson IAM AR R HERAEGFHAEFTEEXEN my-example-widget BIRNIFHER ,
BFRPEREN snowball:GetWidget RET , R XKLL T RAIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
snowball:GetWidget on resource: my-example-widget

HEHBERT , BNEH mateojackson AFHIER , LAWFEMR snowball: GetWidget BAEEIH]
my-example-widget &R

MREFEEZHY , FRREMN Amazon BEER, FNEERARRERHEZEIEN A,

EFTAIIT iam : PassRole

MREWE —NEIR | RPLELRIAIT iam: PassRole B , MIMTEFHREUA T EFABEKRES
Amazon Snow Family,

B L Amazon Web Services f§S R FBNIIEAREZBAIZRSE , MARUNEFTNERS ACSRSHE
XAE, Atk , BAMEEFAGEETRSHNR,

HEZ N marymajor M9 IAM AP =iAE R A 7 Amazon Snow Family R ITIRIER , 2% EUT
TR, B2, REXTMEFRFSACHEBE TN RS ATHITHIRIE, Mary FTEERACEIEF AR
SRR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MREBFEEFREE , FHRREH Amazon EER, FNEERRERZZZIEN A
BB AR TFRUSNAB A Amazon Web Services I 15 [E I Y Amazon Snow Family &R

AR —1MAE , UEAMKFPHNAFREALNNARTUERZAGKIL RSN TR, &7
BIEERESEY , AURAAG, X TXHETRIRA R EZEHFIER (ACLs) WIRS , BT
150 PR 3 L5 SRl 1) AATT 4R T 1 8] S8 B BR VAR BR

ETHREZER , BZRAUATHE :

- ETHER Amazon Snow Family Z#FXLLEIEE |, iFS 11T Amazon Snow Family 5 1AM Bl &
;i

- BT FENMAREINSIRE AR R R Amazon Web Services IKF , 2 IAM A FER A
H [ 4838 Amazon Web Services 1K 1% —1 IAM AP R=RE B RRER.

- BT I 5= AR EHER T RESE Amazon Web Services IkF |, i§Z 5 1AM A 18
B EE=FREGRNE. Amazon Web Services ik F

- ETHNAMES S HERERIERMFRNR , F2H (AM AFER) PHALINTSHRIEN
RAFP ( BRBKERIE ) EETHRNR,

- ETHREAACNETRRNREHTEK,FRZBENES , F5H (AM AFER) F8 1AM
PR EIK R IRIA .

R Ry 5 R 4] Amazon Web Services =

B LB B M EIETE Amazonh X R ER#ITEMRIE, B2 , BRIFESEENR , FNETLES
B i5A Amazon BIR. #ila , BAMEBAEESHNBREFEEITM Snowball Edge %%

AT EB 2 A B {TR Amazon Snowball EdgeBEBE T =M R, HRANEWE L FSEER,

- EEFRIFENBEHEIAR | i5ZS 1 Amazon Web Services =
- FRETEMHER (IAM 1 ) Amazon Snowball Edge

EEEREARNREER | ES 5 Amazon Web Services &=

B Amazon RiREIAAFRFAE Amazon Web Services I |, IS5 B E RN E S EFEENA
R, WPREERALE IAM 54 (BIAF., H#4EANAR ) MNMNRKE , ELRS (Hla0 Amazon
Lambda ) i& 32 £ [@ % R M DA PR 2R B o
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® Note

KFREER (NEELAF ) REEEEANRNAF. EXEZEE , 2R (AM AR
B 8 IAM SR{ESEE,

£

« BRMIRIE

- THRRFRMER

- BEXBEIFE T RBR Amazon Web Services =
- BEXEBTE  BE. MEMNEAE

- EERBPEERN

RIRM R

£ 7 Amazon Snowball Edge , EE&RR I #, Amazon Snowball Edge i£8& Snowball 1 Amazon
Snowball Edge B#&ZEMNRZ , B , EREEINE TERERFEAIXLIRE, Amazon S3 S3 FfiE
#F Lambda %% 52 Amazon S3 #l Lambda B &R,

WMETFTIR |, & B 52 <BKH Amazon BIREAFR (ARNs), B2 , HARSHEIR ( Hl20 Amazon
S3 FNW ) BEEBSZ XKWWK — (ARNs) , 1 TR

Amazon Snowball Edge {2t 7T —4HA FRIZMEBEELNIRE. BEXTRARENSIEK , BSH
Amazon Snowball Edge APl 5%,

TR EIRFT AR

Amazon Web Services i IEEKFFRIEZNER , TICHURBRTXER R, E4AMS , REMAE
# 2 Amazon Web Services Ik~ X BIRCIZBERH#ITHMRIEMNZFTE AL ( BIRIKF. IAM AP
IAM £ ) . ATREIREATENITERE .

- WMREEAEH Amazon Web Services Ik~ RIK P UEPBAIE S3 74 , WA Amazon Web
Services ik B2 ZERWFTEE ( £ Amazon Snowball Edge , BREMERES ) -

o MREEDHE IAM B Amazon Web Services I/ H 12 F 02 ES U MEIZA T Snowball
Edge IR &Z RN , WiZ A AT LI iTH Snowball Edge REHES. B2 , BAFFIEHNE
Amazon Web Services T A /E &R,
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- MREIEFAIE Amazon Web Services Ik EFQIEEFSNERN IAM A6 |, NE[AEBIEEZA
B A LARIEBESKITH Snowball Edge &%, ZAEFTEME Amazon Web Services i F~ 1
BHELER,

EIEX R IR IFRIMBE Amazon Web Services =

RRREEAMEW AL A BLERR, T —F 0B ZNRREE AR A AT,

@® Note
AFIHLER LT X F#E A IAM Amazon Snowball Edge, XEFRRMHEX IAM BRESHIEME
B, BXTEMN IAM X |, H5H IAM AFER) FHTAE IAM? ., X IAM KBIEE
MZBAMNEE , F21 (AM BFIERM) F Amazon IAM KBS ZE,

HEnZ IAM SR ERMAETSONRRE (1AM K8 ) | NG RNREHRIET RROEE,
Amazon Snowball Edge XREZZEE T EHHIEKEE (IAM KEE )

F&
- ETHRRNERME

ETRIRH R

HMARS (10 Amazon S3 ) X FHE T RRENNREREE, Hl , ST LUSRBEMINE S3 FM#48 , U
BB IZEEEANIERMNE. Amazon Snowball Edge A X FE T & RAIFKRE,

EERKITE | BE. BRMEEL

FFEMEL ( SHEREFNRE) |, ZRSEFENL—A API B4E ( 28 Amazon Snowball Edge
API Z ) REIZFMEE LiREl, BERFIXL API REMNPR , i§ Amazon Snowball Edge E
N—HAERBEPIEENRE, Fln , FRHEMEALE AT : CreateJob, Cancellob M
DescribeJob, EXE , FUITEI API RETREZE ENITZMNMRENIR,

UTREEARAREETE

« BIR : FEFRREH | BT LA Amazon Resource Name ( ARN ) FRIRFEBR A RN ER. BXES
BE , BZH ®FEMEE,
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® Note

W5 S3, WH# EC2, Amazon Lambda MiFZ H MRS Amazon KMS#ER S #1tk ZhaE.
Snowball FXFE IAM KEEEAIH Resource TEHIEERIRE ARN., ERIFXISnowball
BIERIAER |, BEREEFPIEE “Resource”: “*”,

« B BULEAREXRBFAEATIIELN R IFRE. Sl , BRIFEEN
Effect , snowball:* AIBAAFMITAIERENASNIR , BT BUHELX LA PR,

® Note
WS EC2, WGk S3 M IAM #XHFFILIhAE.

« BR  BULEELAFBERBERE (TURATHIEL ) MR, IRZXBEXRT (W)
X R EIRR , MEEREL TR, S XL FRAVFE | X AT ERMA ST AT RIZE
&, BMER R RERT 7 RRRNIERL T M1,

(® Note
TS EC2, WH#h S3 # IAM #Z I IhEE,

o F45 0 ZET SRR (1AM policy ) # , BN T REGHY A7 BB TR, XN TETRIFAIREE

FBULEEERENEREANAF. KA., BREFIEMIE (NEATETREFENER ) . Amazon
Snowball Edge X & T % RH KB,

BX IAM REIEENMBERANESELR , H2H (AM B ERE) 8 Amazon IAM REEZSZE,

BXERFIE Amazon Snowball Edge API ##4EHI &R 4% , i3 Amazon Snowball Edge API X R : #
., BENEZHSE,

ERBREESRHF

HER TR |, AIERA IAM RKBEE S REEENE R ERBSF44. S, BAIaEHLERENE
BRERHENA. AXEARBESEERMHNESES , B2H (AM RAFERE) FHvEA.

BERNERME , BALMERTUE LB SM4H, RBRBET Amazon Snowball EdgefI &R, BR |, &
AUREFTERAR AmazonBE NN MR, BX AmazonsBEZEANTESIXK , 28 IAM AFiE
PRI AT A Z A,
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FRETEMHRE (IAM KB ) Amazon Snowball Edge

AEFRETETEHNRBORY , XERFIERTRKFEER MR IAM S (B, AP, 4
MAE® ) MMNERE, Hit , XLERER T HE Amazon Snowball Edge B IRINITIRIER IR

Amazon Web Services =,

/A Important
BABWEELARBEUATNEMEE , XEFHHHE T EE Amazon Snowball Edge &R 4]
WEXBLZMNET, FXEZER , ESR EERRHEXERHER , 1§55 Amazon Web

Services =,

AEBHNZINMBOEEATAR

« {#/ Amazon Snowball Edge % & Fr BRI X R

« Amazon-F£E (FEX ) F# Amazon Snowball Edge
- BERRERBERA

TR R R RE R
JSON
{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket"

]I

"Resource": "arn:aws:s3:::*"

}I
{

"Effect": "Allow",

"Action": [
"snowball:*",
"importexport:*"
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1,
"Resource": "*"
}
]
}
ZRBBEMFKIEN :

« F—MEGRMEM arn:aws:s3:::* B Amazon BRBF ( ARN ) BFTA Amazon S3
FHEBERTHIT= Amazon S3 #&4E ( s3:GetBucketLocation, s3:GetObject
s3:ListBucket ) X PR, ARN A TEBER (*) , WMEAFPATLUEEREMNEED LI Amazon
S3 FE @S HERE.

« BEZZXBARFFIAE Amazon Snowball Edge BRFMNRR, B TXEREFTZFHRENR , ZX
WX 7 @EEA (*) , B Resource EHt XA T EE S,

ZRBETIEE Principal & , RAEETHOMNRES |, BRIEEREURAEM, M7 REHW
RAPRBAEME. @AM A NNREREE |, 288N EEREPRANEAFIRER,

B X ERFTE Amazon Snowball Edge F&EE APl BEREERANRRNERRE , S Amazon
Snowball Edge API X R : #1E. BEMEHSE,

£ Amazon Snowball Edge 2| & Fr BRI R

RBRSZXRF|H T Amazon Snowball Edge EEEE APl BIEHERTEMREFFENNR, BXxE
W EE AP BRENESZEE | 121 Amazon Snowball Edge AP #(FR : ##1E, BEMEZHESE,

ZEA Amazon Snow RIIEEEFH S  BFERTFHMABRENNR , MU TRRREFTR :

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"”,
"s3:GetBucketPolicy",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
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"s3:ListAl1lMyBuckets"
1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutObject",
"s3:AboxrtMultipartUpload"”,
"s3:ListMultipartUploadParts",
"s3:PutObjectAcl"”

1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": [
"lambda:GetFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": "arn:aws:lambda:*::function:*"

"Effect": "Allow",
"Action": [
"lambda:ListFunctions"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"kms :CreateGrant",
"kms : GenerateDataKey",
"kms :Decrypt",
"kms:Encrypt",
"kms :RetireGrant",
"kms:ListKeys",
"kms :DescribeKey",
"kms:ListAliases"

]I

"Resource": [

g

5 & AR Y 5 1R 42 ) 402



Amazon Snowball Edge FF X &/

**Unable to locate subtitle***

]
3,

{
"Effect": "Allow",

"Action": [
"iam:AttachRolePolicy",
"iam:CreatePolicy",
"iam:CreateRole",
"iam:ListRoles",
"jam:ListRolePolicies",
"iam:PutRolePolicy"

]I

"Resource": [

g

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource'": "arn:aws:iam::*:role/snowball*",
"Condition": {
"StringEquals": {
"iam:PassedToSexrvice": "impoxrtexport

"Effect": "Allow",

"Action": [
"ec2:DescribelImages",
"ec2:ModifyImageAttribute"

]I

"Resource": [

Mg

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:ListTopics”,
"sns:GetTopicAttributes”,
"sns:SetTopicAttributes”,
"sns:ListSubscriptionsByTopic",

.dMazonaws

.com"
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"sns:Subscribe"

1,

"Resource": [

Mg

]
}I
{
"Effect": "Allow",
"Action": [
"greengrass:getServiceRoleForAccount"
1,
"Resource": [
wxn
]
},
{
"Effect": "Allow",
"Action": [
"snowball:*"
]I
"Resource": [
wan
]
}
]
}
JSON
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:GetBucketPolicy",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListAl1lMyBuckets"
]I

"Resource": "arn:aws:s3:::*"
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},
{

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutObject"”,
"s3:AboxtMultipartUpload”,
"s3:ListMultipartUploadParts",
"s3:PutObjectAcl"”

]I

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": [
"lambda:GetFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": "arn:aws:lambda:::function:

"Effect": "Allow",
"Action": [
"lambda:ListFunctions"

1,

"Resource": "arn:aws:lambda:::*"

"Effect": "Allow",

"Action": [
"iam:AttachRolePolicy",
"iam:CreatePolicy",
"iam:CreateRole",
"iam:ListRoles",
"iam:ListRolePolicies",
"iam:PutRolePolicy"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": "iam:PassRole",
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"Resource": "arn:aws:iam::*:role/snowball*",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "importexport.amazonaws.com"

"Effect": "Allow",

"Action": [
"ec2:DescribelImages",
"ec2:ModifyImageAttribute"

1,

"Resource": [

myn

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:ListTopics",
"sns:GetTopicAttributes”,
"sns:SetTopicAttributes”,
"sns:ListSubscriptionsByTopic",
"sns:Subscribe"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": [
"greengrass:getServiceRoleForAccount"

1,

"Resource": [

g

"Effect": "Allow",
"Action": [
"snowball:*"
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1,

"Resource": [

myn

1

HFLLTERERA , Amazon Snowball Edge #2444 E EiX LEHANR -

« ec2:— ENAFRAF#ER EC25 Amazon REBWXEA , HETABITEENEXEEYE, BXE
Z{ER , 555 % Snowball EC2 Edge L EA ST @ #EAM T E 4,

« iam:— EMIAFAFSIERIEE— IAM B& ARN , %A Amazon Snowball Edge FHRE 17 8]
S| M4 B TEME<H Amazon BIR.

« sns: : BT7XENER , AR AR EAIZRI/EL IR DIEE Amazon SNS BHl, BXEZER | &
2% Snowball Edge KJE %,

Amazon-F£E ( lE X ) FKEE Amazon Snowball Edge

Amazon B REMGIZMEZAIMI IAM KERERTFZERAH Amazon, HERBATEHXIEL
ERARFIRTFLENR , Bt , ELFRTHEEGFTEBLERR, EXESZEE , E5H (AM A
F1EFE) $H Amazon FE XK,

B LA ELT Amazonit B KB 5 —#2 Amazon Snowball Edgef# A
; Snowball Edge Edge 8IZ IAM & & FK

BIEH IAM AERBLITHEX Amazon S3 FREBHIRENR. IAM A€EXIME Snowball Edge
BAUGEEXR, BAGEXREKE Amazon T LUNEIEE A Snowball F&RH Amazon S3 74 |
BHERFERSAERS HEE,

LIRTE B BIZEITM Snowball Edge & & HIES BT Amazon Snow RFIBEEZHE | FEE 4 T ‘N
R 2o I BLEN IAM B, WEIEEBEFN, BRI Snowball Edge EEH IAM BE&RXEZER
EAEMBIEN Snowball FiRE AT RENBEBEATFEM. Amazont RESIETIF R,

NEAELGIE IAM AR

1. &3F Amazon Web Services BE2H| A HITFF Amazon Snowball Edge #2#15& , it Fhttps:/
console.aws.amazon.com/importexport/,
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2. BEEGIRMEL,

3. ‘EHE—HHP , £ Amazon S3 FEESAELNFHAES , AEERT -5,

4, HEEZDHP  ENRTERCIEMERE IAM AE,

IAM BEEEEISFITH , HFE R Amazon AT RN REFIZZRIEEN Amazon S3 F#EH
IAM &,

5, REKTEWFAER  REEERT.

&R EIE] Amazon Snow RYIEBEGHES , HAEEN IAM A€ ARN 2 2N N4/ Z8 1AM
A IEE RS (ARN),

6. EET-—FZHEEEN IAM A,

LRI RGET — MBI RIFHES A S Amazon S3 FEBHESENRE IAM A6, SIEN
IAM B2EAUTENz— , EABRTERRATSAFLERA TS HAEL,

ATSAELE IAM £&

JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"

]I

"Resource": "arn:aws:s3:::*"

}I
{
"Effect": "Allow",

"Action": [
"s3:GetBucketPolicy",
"s3:PutObject",
"s3:AboxrtMultipartUpload"”,
"s3:ListMultipartUploadParts",
"s3:PutObjectAcl”,
"s3:ListBucket"

5 & AR Y 5 1R 42 ) 408



Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***

1,

"Resource": "arn:aws:s3:::*"

W RIEE R BRST2R IR N E M Amazon KMSHEE 4 (SSE-KMS) RINE 5§ AE55XEKH Amazon S3
W, NEFREFRUATETRFMEEN IAM BEF,

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey"

1,
"Resource": "arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-
efgh-111111111111"

}

MERNRKPRK , MAFHITSAIEN Amazon S3 BEFRESFERADER L&, MREFER SSE-
KMS B0 B L& | NIFrE LENBRENERAEENZHAHRITME, Amazon KMS BT L&A EE
PTHRBREME , S MENEBITHRE  RAETRAGEXRERND B L&, Hik , HEFEH SSE-
KMS 45 Bt £ E] Amazon S3 BY , BABE R EEZ Amazon KMS £ (kms :Decrypt)s

LT RFE kms:Decrypt RS AEALFIFER IAM ARG,

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey", "kms:Decrypt"

1,
"Resource": "arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-
efgh-111111111111"

}

UTR2SHELFIEN IAM &R,
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JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:GetBucketPolicy",
"s3:GetObject",
"s3:ListBucket"

1,

"Resource": "arn:aws:s3:::*"

MREEATE Amazon KMSEEZ AN RFEFIHMEZERMNZES HES KB Amazon S3 i
B, IEEEEELEN IAM AR R NUTiEA,

"Effect": "Allow",
"Action": [
“kms :Decrypt”

1,
"Resource": "arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-

efgh-111111111111"
3

BT BB ECHWEEN IAM KB | LS Amazon Snowball Edge E& BB/ API IRERR, &1
BURHIX & B B R BN E FE EIX LA RH IAM A=A,

EFRERERA

EAT A | B EI R &P Amazon Snowball Edge £& BB IRER TR AR RH, XLk
BEREEME R Amazon SDKs siAt#2 4 A Amazon CLI, YEERZEIAR | CEEETRETREA
I E MR |, £ Amazon Snowball Edge 2% & FTERNR X 31T 7 itie,
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@ Note
A REIERE A us-west-2 XIS H S EEMK, ., IDs

i

o RO REBAPSIRESLUEE API T Snowball Edge i% %K £ & 5K B
« 1Bl 2 ATFRIESAELNAREKRE

- 73 AT RESHELNABEKER

« =l 4 A CKBRANEERRE
« Amazon Snowball Edge AP| fX IR : #1E., BRRMZHSZE

w1 RFAFRRESET API T Snowball Edge iR& & &K B

BT IRRE A TEISFILER AP R FELSEHCIENRNEMRBHLEARB D, ZET
FE/EH Snowball IAM BABHEEXREKKED,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "importexport.amazonaws.com"
},
"Action": "sts:AssumeRole"
]
}

w2 AT RIRS AELNSERE

BRI AERA LT ABEEEEN Snowball Edge BIZ A B Amazon loT Greengrass B{%{ Amazon
Lambda Rt ZHHFAESF.
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JSON

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"

1,

"Resource": "arn:aws:s3:::*"

},
{

"Effect": "Allow",

"Action": [
"s3:GetBucketPolicy",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"”,
"s3:ListBucket",
"s3:PutObject",
"s3:AboxrtMultipartUpload"”,
"s3:ListMultipartUploadParts",
"s3:PutObjectAcl”,
"s3:GetObject"

]I

"Resource": "arn:aws:s3:::*"

}I
{

"Effect": "Allow",

"Action": [
"snowball:*"

1,

"Resource": [
wxn

]

},
{

"Effect": "Allow",

"Action": [
"iot:AttachPrincipalPolicy",
"iot:AttachThingPrincipal",
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"iot:CreateKeysAndCertificate",
"iot:CreatePolicy",
"iot:CreateThing",
"iot:DescribeEndpoint",
"iot:GetPolicy"

]I

"Resource": [

g

"Effect": "Allow",
"Action": [
"lambda:GetFunction"

1,

"Resource": [

myn

"Effect": "Allow",

"Action": [
"greengrass:CreateCoreDefinition",
"greengrass:CreateDeployment",
"greengrass:CreateDeviceDefinition",
"greengrass:CreateFunctionDefinition",
"greengrass:CreateGroup",
"greengrass:CreateGroupVersion",
"greengrass:CreatelLoggexDefinition",
"greengrass:CreateSubscriptionDefinition",
"greengrass:GetDeploymentStatus",
"greengrass:UpdateGroupCertificateConfiguration"”,
"greengrass:CreateGroupCertificateAuthority"”,
"greengrass:GetGroupCertificateAuthority”,
"greengrass:ListGroupCextificateAuthorities"”,
"greengrass:ListDeployments",
"greengrass:GetGroup",
"greengrass:GetGroupVersion",
"greengrass:GetCoreDefinitionVexsion"

]I

"Resource": [

g
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1

w3 AT RS HELK A RE

BRI AERA LT ABEEEESN Snowball Edge 21 A B Amazon loT Greengrass B# Amazon
Lambda Rt X HH S HES.

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket"
]I
"Resource": "arn:aws:s3:::*"
}I
{
"Effect": "Allow",
"Action": [
"snowball:*"
1,
"Resource": [
wxn
]
},
{

"Effect": "Allow",

"Action": [
"iot:AttachPrincipalPolicy",
"iot:AttachThingPrincipal",
"iot:CreateKeysAndCertificate",
"iot:CreatePolicy",
"iot:CreateThing",
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"iot:DescribeEndpoint",
"iot:GetPolicy"

"Resource": [

myn

"Effect": "Allow",
"Action": [

"lambda:GetFunction"

"Resource": [

g

"Effect": "Allow",
"Action": [

"greengrass:CreateCoreDefinition",
"greengrass:CreateDeployment",
"greengrass:CreateDeviceDefinition",
"greengrass:CreateFunctionDefinition",

"greengrass:CreateGroup",

"greengrass:CreateGroupVersion",
"greengrass:CreatelLoggexDefinition",
"greengrass:CreateSubscriptionDefinition”,
"greengrass:GetDeploymentStatus”,
"greengrass:UpdateGroupCertificateConfiguration”,
"greengrass:CreateGroupCertificateAuthority",
"greengrass:GetGroupCertificateAuthority”,
"greengrass:ListGroupCextificateAuthorities",
"greengrass:ListDeployments",

"greengrass:GetGroup",

"greengrass:GetGroupVersion",
"greengrass:GetCoreDefinitionVexrsion"

"Resource": [

1,
1
},
{
1,
]
3,
{
1,
1
}

myn
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R4 TR A e RAMEERRK

UTiiAeREEEEAIAARFAGHLEN, XR—RERE,

JSON

{
"Version": "2012-10-17",
"Statement":
[
{
"Effect": "Allow",
"Action": "sns:Publish",
"Resource": ["[[snsAxrn]]"]
}I
{
"Effect": "Allow",
"Action":
[
"cloudwatch:ListMetrics",
"cloudwatch:GetMetricData",
"cloudwatch:PutMetricData"
]I
"Resource":
[
wan
]I
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/SnowFamily"
}
}
}
]
}

UTHSAefERBRERANEGRSACHLTEN, XR—IXMRIE,

5 & AR Y 5 1R 42 ) 416



Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "importexport.amazonaws.com"

},
"Action": "sts:AssumeRole"
}
]
}

Amazon Snowball Edge API fX[R : 1. BREMZzH4SE

FigE P HYIHRES Amazon Web Services = MRERTKNE IAM S HNRER (ETESMHE
B ) &, AR TEMN JIRERNSE, IFEST Amazon Snowball Edge FEEE APl RELRE
AILAHER FRITZIRIENNROEMIRIE, CREBREETIURNEN APHHRER FNRH Amazon &
o BAIEREHN Action FERABEXLIRIE , HEREMN Resource FERPABERRE.

& A LATE Amazon Snowball Edge KB EH Amazon-wide B BRREZMH. BHX Amazonse B H
HANTRIR | HSE IAM BFiEESH o A %4,

(@ Note

EIETRE , BE API BREBSHZEIEA snowball: #I4 (Al
i , snowball:CreateJob) o

Amazon Snowball Edge# B & i F Mk i3

MR R4 Amazon FERA RN ATFEM, ATAMMMUENEEZARKEZ. Amazon Snowball Edge &
RiZWEEZRHE  AMEELENZS A EN T UERN X H#TER. Amazon RETZHA TS
18K Amazon Snowball Edge BIRFMB I EEEHHNITE :
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Amazon CloudTrail B

CloudTrail #2#HAF. A& Amazon fR557E Amazon Snowball Edge Job Management API
RERfE A Amazon 3§ & B FT RENEVIRER DR, FERHWERNE R CloudTrail , A LA E @
Amazon Snowball Edge BRF &K HH API B3R, KHERK IP ik, #AH THER, ANKHE
RURHMFMAER, BEXEZER , FSH FHIEF Amazon Snowball Edge API i i Amazon
CloudTrailo

A HHRIE Amazon Snowball Edge

ETHRETETEHESMITNNTEE , 5 FEAmazon Web Services BRES “” Amazon Web Services
& R “BEMITRIR D HEE” , AREREBRMBHEMITR]. Amazon Web Services RS Ax
—RER , BHSEAMITH,

O LAER TEE =S Ttk Amazon Artifact, BXEZER |, HSRFH “TEHIRE” Amazon
Artifacto

EIEEH Amazon Web Services IR R AR TEEUR T ENBIENBRMYE., BRATNENBERAR
ERREENZEN. Amazon BETUTHRRERBEISSIMEHE

- Security & Compliance : X R A RENMEIEEMITIE T EMEREER , HRETHBERLMHENMEN
M INBERY SR,

- EARE — WITHEBNERmETREER TEMENTLMAAEX,

- fEFAAmazon Config J7F & A R {5 FE B NI 1F44 % )R — % Amazon Config BS54 80 R IRELE
EZARREELFERNEPEE, 1T ANEMR,

« Amazon Security Hub CSPM— iX Amazon Web Services IR T £ H T B EHN R LMD
Amazon, Security Hub B &£ ##E T4 EHN Amazon BRAREHREHFELTETAUIRAT
REXK, BXZTXIRRFSRIEGERNSIR , H2H Security Hub ZHIEHESZE,

« Amazon GuardDuty — BB ¥ 22K Amazon Web Services Ik P IR E A R B FE AT ESE
3 , 5k Amazon Web Services RS RGN TEAEK, BRENBEEIGKEEZREM. GuardDuty
BYRERELEAMERAENARKRMNESR , AU EHEZEMEAEER |, fif0 PCI DSS.

& gE

Amazon £ REfI& R E %2 Amazon Web Services Xi8, Al X2, Amazon Web Services X
B RBEZAYESRAEENTAX  XETHARBEIEIEERE, SEHENSETTRNMEERE, F

EMMERAE 418


https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/solutions/technology/security/
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.amazonaws.cn/guardduty/latest/ug/what-is-guardduty.html
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RUAKX , BRI MREETAXZEEP it B S AREBHNNRARFNREE, SE£80
BRSNS EFOEMBYAEL  THXERESH AR, FEENTY B,

B X Amazon Web Services Xif MIAIAXHWEZFER , iHZRAmazon £ EKER 1% M,

ARy B iR %2 € Amazon Snowball Edge

ER —EE RS Amazon Snow Famlly , % Amazon 2B R LHNRF . BX Amazon Z£RF
LAR 204 Amazon RIFEMIZRENELR |, 2 Amazon =% 4%, EFAEMIBELZSNRESEX

®itEH Amazon 38 |, ESH S Amazon ecurity Pillar Well-Architected Fram ework B9 E 1%
LA

EALAE R Amazon E X% # APl B Amazon Snow Family @XM & TiHME. B RS T I
THRE

- RREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLMAERE (PFS) WHRIBEH , N DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 & #h
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) X IFXLEER,

A, RIERFREZES ID N5 IAM EERBRHUBZFRIBARTBERFITER. HEF , EALUEA
Amazon Security Token Service ( Amazon STS ) £ K IREt Z & F RN BFERFITEE,

Hitgzen 419


https://www.amazonaws.cn/about-aws/global-infrastructure/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/STS/latest/APIReference/welcome.html
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I UE A Snowball Edge 1% & 1% % B9 B 38

ETR , B[FH BB XM Amazon Snowball Edge RiIFHIBEBARMNWER , UREUURENFE
BREBBARESHEMZ EHRIETEM,

SI&EA Amazon S3 # O 3N BdERIRE &1 E Snowball Edge BY |, Ol —EREM, X&
R¥EFM AT EBEEHEE B3 RUEHE.

EREEHE , XT8N XY (BAEXENENID ) LB XERKM, X TF Snowball Edge , =
RXIEF LN FEHEZITELT Amazon CLI iR , XERBMEAI NN, XERBMAFEENME
ANEFRIIBEATENY , EERAREERES,

aws s3api list-objects --bucket bucket-name --endpoint http://ip:8080 --profile edge-
profile

MREXEREAMAEE , REBEENSTLS A Amazon S3,

3 ST 4455 B F1 Snowball Edge BB & 4

{5 Amazon S3 sZHi 255k CLI & , 8122 E #I%| Snowball Edge I X 4RI AR #FHE, AHBELHWAR
AL ARE AR FHEERRS R LR B H TR,

Hlgn |

aws s3 cp folder/ s3://bucket --recursive > inventory.txt

Snowball Edge HII BRI H RN ENLREE

EHIBIEERE , ANHE ( M XHHARBEXHN -5 ) RF2BEABN#E, ERBIFHIRNE
RERMT

- SRS HFSEE,

- ZREHEFIBRBXM. ZERRBEIRBMBUE , HEIRIEH1E5H KK,
- ZREHIK/PNEE 5 TB B

- ZHEF KB 5GiB HED.

- ZRFXHEFBBEFHEBSECHB Snowball Edge 1R&
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o ZRAFXHEFIRETEST Amazon S3 X KRB E 5 S ENH Snowball Edge.

RAEREFMA—NRIFEIR , CMAWICET R, BALURITHE RS BRKF 3111 5 K 8838 3 101 1Y T4
UREAMER, BXEER , BSHNHIES A Amazon S3 2/ F 3R E Snowball Edge 1% & HI
=

FEHTES A Amazon S3 25 FHWIUEK B Snowball Edge 1% & HI K
=

SAELERIE , BN TR ERA S ML TRF BT Amazon S3 FHIKIE.
RERLERIREEEAS

T3 Amazon S3 § A RS L#FER |, BERIRE — AT THE PDF Rl s, X TSAMEL , &%
BEESATRERNREHR. BXESZER , FEH RGN BEERES ZTRIRE M H S,

S3FH

MRLE S ZMELFREBFEEWE Amazon S3 # |, MR B E—MELTRIRE TAERETR S, =
FRLE , BATLUREN— N Z A Amazon S3 FEBHPAIAEN RIESR ., Amazon S3 ELBRXEFAR
H—MNESHEE (CSV) XH , EERTEHNREEENATHIE, XHEE Amazon S3 74
BMEAZAEINR (IEHUBAFZHFEFLHOFR)

HEIRBTIEMEDS AT HIEN Amazon S3 FHRBHIBERE , ANBMNRESEERREMLER
WA R ITHR, BIIXMEE | &0 DUBREIR Bl BLE SR E 5o

£/ Amazon S3 B WS
MREH TEM AT LUERER BBEM |, N LUEIZ1T Amazon CLI i SR I B &Z I XA HITRAR

Taws s3 sync. HHSTESERA S3 HE. RHHLUBASRIGEE R P THNTHTH
THEHBAML, BXESEL , H2H (Amazon CLI &S5E) HH sync.

/A Important

MRBIEERMMEFFHEANNGTTHNE NN | FRAESHEFMEASHNXHENRZD, XEXHFHH
8 Amazon S3 RFMHNEEE.
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/object-keys.html
https://docs.amazonaws.cn/cli/latest/reference/s3/sync.html
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Snowball Edge #93& 4

Snow N{AIEE F§ Amazon SNS

Snow ARZF A Amazon Simple Notification Service ( Amazon SNS ) XZMEKEH, ECIBTE
Snow R ZMEL AT |, A LR e FEp it it SRIBBRB X EWRSEENEH, EHITIRERN , &
AILLUERIIAER SNS THHBE—NFET, MR SNS FFEME , WEBERNZETBEATFARE
KMS % , HFIREZEFEE KMS B4ABER, HZH 18X Snowball Edge 1Bl #Y 38 HI%E 5 BT,

RIEBESE , EBREFEW Amazon SNS BHIMIEEN TN E Fap 4t it #oSUW R — K B Amazon BEA
R EE FHEBMF | EREEWIAZ BT R, BFHR4MK AP ATBEE S EHEIAT FERBEIATE. Amazon
SNS BEHHEFHAE NS MELRSES| , HFBABEIER Amazon Snow R5IEE L4 A NEEEE,

I8E B LAM Amazon SNS #2414 % Amazon SNS BRE W A E RS ERBEHNNXAHEE, BEXEZE
B, 153 Amazon Simple Notification Service F X A RIEEHH B XAHE (SMS )

A Sno Amazon w fEMIRASE % SNS &

A Snow EAIRASESEHK SNS TEEAEFEE KMS INE, £/A AmazonEENZEMER SNS
FBTEEW Snow FESRASEH , BR Snow im Amazon port IAM & & TR R EHITH KMS %
fAFIREDecrypt. GenerateDataKeyltbdh , TiE4wE Amazon BB HEE R KMS Z4AR KB,

EEH Amazon SNS EEZH AN SNS TEEARSHRHME | FITUATRE

1. &% Amazon Web Services EXEZF| & H1E v3/home LITFIL T SNS #Hl &, https:/
console.aws.amazon.com/sns/

2. HESMBEHED , %#EZ Topics (B ) o
EEBREA , EEATHELRSEEANNEE , ARERERE
B MEZ L0 HINITUATIRE -

a. ﬁ?%ﬁﬁﬁj]ur&_{o
b. 1% Amazon KMS Z4H, &
c. XWFENKMS EH  HLERER, KFF KMS ARN,

5 EFRE Amazon IKFHHBE N |, HIEE Amazon KMS ZFE , ARMNIIRDPEFBEE
X KMS kms, BXBIZEBEN KMS Bi%HA , B2 Amazon Key Management Service 7F & A
RPN BIEZH,

Snow A fE A Amazon SNS 422


https://console.amazonaws.cn/snowfamily/home
https://docs.amazonaws.cn/sns/latest/dg/SMSMessages.html
https://console.amazonaws.cn/sns/v3/home
https://console.amazonaws.cn/sns/v3/home
https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html
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EFAERH Amazon Ik PR E ALK P8 B EX KMS ARN |, 7 KMS 4 FERH i A KMS 47
ARN, Amazon Amazon

6. 1%3#% Save changes (RTFEX ). ENETBHEARSS[HME , HEREETME.

A Snow IREEZEFEEM KMS Z4AKEE Amazon

J W Snow ENVRASESE XA SNS =B AME/G , FH SNS TEMEH KMS F
& 3 72 1F Snow RS E4E "importexport.amazonaws.com" # 1T "kms:Decrypt"
"kms:GenerateDataKey*" #&/E,

EHE KMS ZHBERFATFASHES AR , HTHRITUTERE

1. &35 Amazon Web Services B2 #$|& FH7E hitps://console.aws.amazon.com/km s &3] FF
Amazon Key Management Service (Amazon KMS) &l 4&,

2. EFE® Amazon Web Services X18, , EEHATHEHA L AN XEEFRSE,

3. EXNMELS , FEHNHXEEXRNSITH Snow iEZHEMNXIE, Amazon Web Services X
15

4. ESMERD , EEEFRERH,

5. & KMS ZfA%&kH , BEEEHHN KMS B & %4 ID.

6. ERBFABCREN+~ , EEARKEQYD , I BEIHBHABRET KMS B TH RN RO EMS
WA LAE BT BB AT RO R4

7. £ Snow RS E/K "importexport.amazonaws.com" |, § "kms:Decrypt"
"kms:GenerateDataKey*" BIERIMUA T RGBT :

"Effect": "Allow",

"Principal": {

"Service": "service.amazonaws.com"
.
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey

1,

"Resource": "*",

"Condition": {

REEFILE KMS BABER 423

5


https://console.amazonaws.cn/kms
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"ArnLike": {
"aws:SourceArn": "arn:aws:service:region:customer-account-id:resource-type/
customer-resource-id"
.
"StringEquals": {
"kms:EncryptionContext:aws:sns:topicArn": "arn:aws:sns:your_region:customer-
account-id:your_sns_topic_name"
}
}
}

8. ERREFENANAERHBRHRKRIER.

Snow BT & SNS B &1~ Amazon

HEWEL RS KR ET(LET , Amazon SNS BHSERUA T B FEHHEE, XLEHER Email-ISON
SNS ERHIH RAo

B IRFS SNS &H JSON
e B B2
{
"Type" : "Notification",
"MessageId" : "dcle94d9-56c¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl”,
"Message" : "Your job Job-name

(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bd6d) has been created. More
info - https://console.aws.amazon.

com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P03neeXws
ZEXZx623552FOTuNYShn2h@bKNC/
zLTnMyIXEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4UWHEE73yDVR4SyYAikP9jstZzDRm

SNS BEEIR I 424
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Hkk

FEAIRZS

SNS & JSON

+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkkapqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDO1zmJuOrExtnSIbZew3foxgx8GT
+1bzkLd0ZdtdRI1IyPRP44eyq78sUQEC/
LsDr@Iak4zDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a.pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el@3
9402-24e7-40a3-a0d4-797dal62b297"
}
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B IRFS SNS &H JSON
EHERRE
{
"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl”,
"Message" : "Your job Job-name

(JID8bca334a-6¢c2f-4cd0-97e2
-3f5a4dc9bd6bd) is being prepared.
More info - https://console.aw

s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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B IRFS SNS &H JSON
EHESH
{
"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl”,
"Message" : "Your job Job-name

(JID8bca334a-6¢c2f-4cd0-97e2
-3f5a4dc9bd6bd) is being Exported.
More info - https://console.aw

s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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B ARZS SNS J&EXl JSON

ZIER IR E
{

"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",
"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bdéd) is in transit to
you. More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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B IRFS SNS &H JSON
EXFAE
{
"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl”,
"Message" : "Your job Job-name

(JID8bca334a-6¢c2f-4cd0-97e2
-3f5a4dc9bd6d) was delivered to

you. More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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B ARZS SNS J&EXl JSON

FE=3F Amazon
{

"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",
"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bdéd) is in transit to
AWS. More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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B IRFS SNS &H JSON
LT 5 HH
{
"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl”,
"Message" : "Your job Job-name

(JID8bca334a-6¢c2f-4cd0-97e2
-3f5a4dc9bdbd) is at AWS sorting
facility. More info - https://

console.aws.amazon.com/impor

texport",
"Timestamp" : "2023-02-23T00:27:
58.831z",
"SignatureVersion" : "1",
"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx6235j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SyYAikP9jstZzDRm
+bcVs8+TOyaLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkkapqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMD@1zmJuOrExtnSIbZew3foxgx8GT
+1bZklLd@ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4zDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a.pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el@3
9402-24e7-40a3-a0d4-797dal62b297"

}
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B IRFS SNS &H JSON
£ Amazon
{
"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl”,
"Message" : "Your job Job-name

(JID8bca334a-6¢c2f-4cd0-97e2
-3f5a4dc9bdbd) is at AWS. More info
- https://console.aws.amazon.com/

importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***

B IRFS SNS &H JSON
EESA
{
"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl”,
"Message" : "Your job Job-name

(JID8bca334a-6¢c2f-4cd0-97e2
-3f5a4dc9bd6bd) is being imported.
More info - https://console.aw

s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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B ARZS SNS J&EXl JSON

{

"Type" : "Notification",

"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",

"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl”,

"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bd6d) complete.\nThanks

for using AWS Snowball Edge.\nCan you
take a quick survey on your experienc
e? Survey here: http://bit.1ly/1pLQ
JMY. More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx6235j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SyYAikP9jstZzDRm
+bcVs8+TOyaLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkkapqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMD@1zmJuOrExtnSIbZew3foxgx8GT
+1bZklLd@ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4zDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el@3
9402-24e7-40a3-a0d4-797dal62b297"
}

SNS BEEIR I 434



Amazon Snowball Edge FF %X &5/ ***Unable to locate subtitle***
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B ARZS SNS J&EXl JSON

2 HUH
{

"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",
"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bdbéd) was canceled. More
info - https://console.aws.amazon.
com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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£ 123 Amazon Snowball Edge API i Amazon
CloudTrail

Amazon Snowball 2 Snowball Edge fRE 5 — TR A~ Amazon CloudTrail, B&HRFAIMITER
EIEZHIBRSEEMK. CloudTrail ##3X Amazon Snowball Edge IRSSHIFRE APl A, HIRM LS
&R B Family #2458 A FX F Amazon Snowball Edge amily Job Managem Amazon Snowball
Edge ent API WREBBRA. MRELIETIRER , WA LUF CloudTrail E4#£4% % El Amazon S3
%% , ©%8 Amazon Snowball Edge REE API AN EH, IREREERE , BNHARTUE
CloudTrail ##| &8 “EHFLIER” PEEEFNNSEH4. FRKENEER CloudTrail , &7 LU E £ A
F Amazon Snowball Edge amily APl & HEViER, KHIERM IP ik, #AE THER, AR AHER
AR HAiEMER,

ET7MEZEE CloudTrail , 52 (Amazon CloudTrail HF ) o

Amazon Snowball Edge 1§ 27 CloudTrail

CloudTrail £ & 8|2~ Amazon Web Services Ik RIEEEWKS, EEHA. HEHREREPH

Amazon Snowball Edge , Z5&E31 25 HM Amazon BR% CloudTrail B4 —EBiIERESH AL IEFZF,

BRI EREE, EXNTHRELXENSEH Amazon Web Services Ik, BEXEZELS | 511
{Amazon CloudTrail AF1EM)Y FHEA CloudTral EH4HLIEREETESH.

ERLILFER Amazon Web Services I PS4 ( 2EMNEH ) Amazon Snowball Edge , 582 R
ERo BRERAF CloudTrail ¥ B E £ E Amazon S3 FME. FURIERT , B4 & EIRRER
B, LEERERN A FFFE Amazon Xig, BRERIZSE Amazon %X Amazon Web Services X13, FFfEE
HH N B EXHRIE TR ER Amazon S3 FiERE. LA, BRI LB EH b Amazon RS , L3 —
F oM MALE CloudTraill BERMENSHHE. EXEZER , HZH (Amazon CloudTrail AF 1§
M) P ER -

- IR RIERBR
« CloudTrail 3589 BRSS M AL

« B¢ & Amazon SNS EHI CloudTrail
o EWKBZANXIEH CloudTrail B EAFIZRK B ZANK P # CloudTrail H & X 4

MBS EEBREHIZHERE (Amazon Snowball Edge APl £#) & | Hi2FFE X CloudTrail , BT
TERBRA

Amazon Snowball Edge 1§ 27 CloudTrail 437


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/snowball/latest/api-reference/api-reference.html

Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***
c ARTRPEFPHBRBEER , FidFiXCreateAddressig
- FIERIEAPIEA (3 TFLL Get, Describe = List NEIZRM API #24E ) AR TE,

BIMNEHHATREBESEXRERBFRNAREGR. BOEEABTEHEUTRE !

« FHREZMFEHRIEBIER Amazon Identity and Access Management ( IAM AP ) FiEX Ho
- BREREFEAACKRKEAFPNIGNZEEIEREN,
- HREEBHEM Amazon RE A H-

BXEZEER , HZH CloudTrail A ER F# Amazon CloudTrail userldentity T3,

T #EH B R XS B Amazon Snowball Edge

BEE—MEE , AFREHENBEXGERIEIEERN Amazon S3 7. CloudTrail BEXX 4
BENEENMNEEEZEB. BHARKRKRBEMRENEMER , BEEXFERWRE, BEN BB
B, BRSHBENFER, CloudTrail BEXHTREAH API BANEFHRRE , R T2RE
A4S ER IR 3,

AT R PIE R T ERiZDescribeJobi24EM CloudTrail BE%H.

{"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "Root",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-01-22T21:58:38Z"

11,

"invokedBy": "signin.amazonaws.com"
.
"eventTime": "2019-01-22T22:02:217",
"eventSource": "snowball.amazonaws.com",
"eventName": "Describelob",
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"awsRegion": "eu-west-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "signin.amazonaws.com",

"requestParameters": {"jobId": "JIDalb2c3d4-0123-abcd-1234-0123456789ab"},
"responseElements": null,

"requestID": "12345678-abcd-1234-abcd-ab0123456789",

"eventID": "33c7ff7c-3efa-4d81-801e-7489feb6fff62",

"eventType": "AwsApiCall",

"recipientAccountId": "444455556666"

1}
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Amazon Snowball Edge Bt &

ETkR , BA LA EIFE X Amazon Snowball Edge i# & FERAREHNE R,

/A Important

£ £/ Snowball Edge F##E#% A B Amazon Simple Storage Service ( Amazon S3 ) & | i&
idfE , 2 Amazon S3 WKW A/NBERN 0FT (HR/IME)FSTB(HZRKAE)

Amazon Snowball Edge T{EFR#

£/2 Amazon Snowball Edge i R ESEFEELU TR :

- WMREFEA Amazon Snowball Edge RES AEIE , H BEEELARNBITFEEEIT £ S Snowball
Edge REFTRERAZNWHIESR , FOBHMES. SNSFHESHALUEAZA Snowball Edge
Edge &%,

- =X LAER Snowball Edge Edge IR R BEMNERIABRSZREFETNKS, 1 . Amazon Web
Services XiFMNFR A RS R eI EFFEL , BB R Amazon Web Services & #,

s TAREBEEHERBHONKNOTHE. E—RETTWTHIEN filename M filesize, HAtT
BIEAIREMEL T REIFTR

-rw-rw-r-- 1 root root [filesize] Dec 31 1969 [path/filename]

Fr IR EZE R %] Amazon Snowball Edge
R R 128 A T 2 5 IR 55 SR SR YO Y R EE,
Amazon Snow S3 Adapter E3Z R #l

Amazon S3 EH#) Snowball Edge HI & KiE#PRHIN 1000, E{AHEIE 1000 HYZE 2 ER1F 450 BR o

{# 8 Snowball Edge Edge & & 1% § 4 3t E 4= 49 BR 51

£ # Amazon Snowball Edge &% 2 [El4& BN FEULA T RS -
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« XHEBEARXBRAERS. EAHHREINXHETTL2E A Amazon S3,

- FXEFERN , BASET 1500 FI5 Y LA M,

« ERSHBLEHEN , FEE , ZRBTERENERFERL (/RN \) BXR, SHLEREHMT
MEMXNRZE , BEHIXLEX KRB PR,

- HEASBRBELREN , RKDTBRANMN 2GB,

Snowball Edge &% £ it E X 5|8y EL &N

LR 2 Amazon Snowball Edge &% it E R RN EEEBAM L Z R RES,

£ Snowball Edge L1t E R IRFMEE &

ATt ERFEMNZM 2 Snowball Edge 8% LI F% A Amazon S3 E#NER. FHEREANTAT
N

Snowball Edge TTERLIRE BN EHIHKZ A LIZEIT 20 AMIs 1 10 NE,

Kl E VCPU  RITE %
BOB  (GB) Mg

&

T

sbel.small 1 1 w6
=1t

ﬂ

sbel.medium 1 2 6%
1t

i

sbel.large 2 4 =&
£1t

:’;FE

sbel.xlarge 4 8 =t
£1t

ﬂ
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S5l 3¢
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S5l 3¢

sbe-c.4xlarge

sbe-c.8xlarge

sbe-c.12xlarge

sbe-c.16xlarge

sbe-c.24xlarge

Snowball Edge £/

vCPU
BN

16

32

48

64

96

L= i+ & %R BR &l

Pz
(GiB)

64

128

192

256

384

it
A

i

e
A

ﬂ

e
At

z_ﬂ
it 8
et

ﬂ

Snowball Edge I8 & LA RS HUFERARE LN —EERER. ETRTERREHEH

Snowball Edge iR &L EB W ITERIR. B4
& Liz17— sbel.4xlarge T &4,

ARARFRARSMRSHERER.

- MBRZEITERSL T ACTIVE IRE -
Wit &2 H 24 v CPUs 1 32 GiB BN 1%

- EfF@EALEmS , &
- EiIFE/RLETS | &

Wit E326IHF 104 v CPUs H 208 GiB B 1%,

, NR=HE3 NFS #0 , BEEEFEACEIR
NFS #MORSHFA2E3. TEHHRR T FERZIET L

« 1M Amazon loT Greengrass B Amazon Lambda powerated by Amazon loT Greengrass

=ACTIVE :

Snowball Edge Ky 3 =118 % R PR %l

443



Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***

s EFEMACEED L | XERSER 4 4 vCPU &O0F 8 GiB BRI F,

« BEUFEMCEGETE | XERSER 14 vCPU #/0H 1 GIB WA,

- % NFS #0O7 ACTIVE Bt , ©1E Snowball Edge %% L 8 /4 vCPU #%\# 16 GiB B A 1F.

- & Snowball Edge £5 Amazon S3 HAMFHEEMEA AMD EPYC Gen2 1 NVME Y
Snowball Edge 1t E LM L4 TFEINIRES |, EX F7E Snowball Edge EHKEEN 3 TB WIS
i S3 RAEMZEHMET =, ©fEA 8 4 vCPU A#H 16 GB AF. XF Snowball Edge £ &

Amazon S3 #AFEMTEEBE 3TB AT S, ©EMA 20 4 vCPU W& M 40 GB W1F. WF—
NEE  EFEA 20 1 vCPU #O0H 40 GB A7,

BT LAEE 7E Snowball Edge & Fif LA # < snowballEdge describe-service RBEXR—
BR%57E Snowball Edge LR BT ACTIVE RS, BXEZEE , B5H &F Snowball Edge EiE1T
H RS HVIRTS

% Snowball Edge Edge 1% % Y BR &l

Bl3x Amazon Snowball Edge & FEA TR

« Amazon T&%F Snowball Edge Edge & &izA BB BUS 58,

« Amazon F&EEE SR X Z [EE% Snowball Edge &% , B0 , MEGH ( B/R= ) SR
(ZZRE) ILA#HX (BE ).
o FAGFF Snowball Edge R BETSOEMIEENE R/ XA |, XER T Amazon RS

=h
%ZFAO

BERZHNEZELR , 3 Snowball Edge K ELEFEE,

LEIREIH Snowball Edge Edge # 175 ARIBR &
EFHIES A Amazon , RELTBEEUATER -
« Amazon Snowball Edge IR &R B AR. BRTHFER, SEMMBH=ZFE , HERMMERT

R ZESRIEEEN | BOE TEMERITH Amazon Snowball Edge R %

o ZIZFTHEMERR, EALUBE XA Snowball Edge 8% EW=FIIRF LR | BEEIASIA T
AT IR,

« Snowball Edge Edge &% £H E Ink EREXAAN, ©ELNE RGFHIEEZHE Amazon
Snowball Edge &% £ /5 Bl £ RIVBHIRZ,
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® Note
BEIMNFTE R FAXEERM Snowball Edge Edge %% #0541 , M EX EBITEML
H,
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HBEHERR Amazon Snowball Edge
WTREHRET | FEEAT RN,

« Amazon S3 X R F AKX K/NA 5 TB,

 f2%i %] Amazon Snowball Edge 8% LN RIFAZAKER 933 FH, EEHIENENFH
HEAES 1 PETR , BENBRABKEMNN 933 FH, BERKEN , FEESEXHFIITR
EREBEIFR. it , U TZERERBPEMRREN Y , HEKELET 933 71, BE
BKEN , ZERBENTITAERN. ATH—LRH,

NRA FHERBEN BRENFRER #KE
=13

sunflower pictures sunflower 15 NFH
-1.3pg -1.3pg

receipts. MyTaxInfo /Users/Exr 47 NERH
csv ic/Docume
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bhv.1 $7$zWwwXKQj$gLA00ZCi$r8p /.VfV/FqG 135 AEfHF
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s3KHYePfu
IOMN3jY83d
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VWf/$hwef
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- MRMEEMEA Amazon Snowball Edge REZ BRI E/ANEIR , BMNERW., EHMEXAE , HFEE
MU REBIIMNRIBN T ERHRDEELRLENEE S Amazon Web Services X1F, EXAENES
E8 , B REEMAEER Snowball Edge & F i,

£

« iR %] Snowball Edge

£ F Snowball Edge f# R /3 3R &

f# R Snowball Edge KY3%E (0] F

fi# R Snowball Edge BJunlock-device#n 3 6] &
fi# R Snowball Edge BY & 3E 6] &

f# R Snowball Edge Y ERIE 4L % 0] &%

f# R Snowball Edge Amazon CLI §J[7) &

¥ Snowball Edge &Y i+ 8 3553 17 M FE HEBR

AR B Snowball Edge
£/ describe-device R ERRZELRE , RABEETRPERK DeviceType HIREELAHERL

B

snowballEdge describe-device

Example describe-device #iH

{
"DeviceId" : "JID-206843500001-35-92-20-211-23-06-02-18-24",
"UnlockStatus" : {
"State" : "UNLOCKED"
"DeviceType" : "V3_5C"

}

bR Es 447



Amazon Snowball Edge FF &% &5/ ***Unable to locate subtitle***

DeviceType#l Snowball Edge i% & El &

DeviceType fE REERE

V3_5C Snowball Edge Compute Optimized ( #&#;
AMD EPYC Gen2 1 NVME )

V3_5S Snowball Edge Storage Optimized 210 TB

B % Snowball Edge BEREBEENEZEER , HZHAmazon Snowball Edge i ZEHEE,

£ Snowball Edge f#R/3 3 B3

AT E B AT LABS B 48 R IR1E /2 3 Snowball Edge B AT BEI& B 1Y F L 0] &,

- FR 10 7HULREEY . EUHBEBEBIHEHRZ
- BRALEBEBLATF I ERE R E

- FEBEBEAERNE - REATHFNBEL,

« FEENBEAEES - EMTFERL,

HEE B I Snowball Edge %% LCD &R RIA &

BHrt , £ Snowball Edge R & #Lf5 , LCD ERREAIBE2IBS B &,
¥ Snowball Edge BRZEZEZBRHEZET LCD BELAFWHFRZMSE , LCD REZ2EE , FE&EF
&,

- LCD RE—EERERREZLHN Snowball Edge , X AR E/LDH#. FER , AT HIAMEE
B R
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Starting up your Snowball Edge, this may take a number of minutes.

BT RRRME LCD REERENEXINERE

1. ¥R Snowball Edge & & BiEEZIBR , H HBHFREEMFE,

2. FEREEIGER , REF1E 20, BREZELENEENISITHF.
3. EFHEFEDL , LCD REEESFFER,

% Snowball Edge Foi&i A M & Bl B R & AT EREUIRIE

1. ULREBFEFZEEERESEHN Snowball Edge , XAJREFE/LD . HEMRSH 10 24,

2. ERBL GRERERREZE#. HHIEEXMA. B , cF2HIEERESR Snowball
Edge , XARERE/LD . HE , REFEFED.
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Power off

J Shutting down...

MR LCD REELERERERFRIAEIEREE REAIRELMN Snowball Edge , XATRREE/L
o8, HE , BEAUTHR.

ERERRE

1. R LCD BB LA , BTHEREHAXAIRZ B,
2. W iRBRFTR R,

3. RIRBBIFRHFMFEEE 20 74

4. EEBERMML,

5. #ELCDRE LA , BETRREEEIRE.

MREBBAREE , BEHR Amazon Web Services X #F IBEIE & H3K1E — A FH Snowball Edge &
&o

FER LI B FEKE REE &
A}, 7 Snowball Edge REFFHE , REMBH LT BAETRTHLERATHE :

The appliance has timed out

HEHARTRRZLIABE. EEFERAT , HEFEXALRHRIBERN Amazon , BH#EIAEEFR
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&R Snowball Edge Y& #2[0] #&

LAURE B ] 78 B S8 HEBR IETE £ 32 B Snowball Edge B AT AEIB B A 3 LE @) 71 -
« L1100 MB/#HYIER TEM R R M IR T E A T Snowball Edge. BWEFERAL 1 GB/H ( HE
) FIEETENRE

- MRERE DBEDFTRMIEEEIR | WX Snowball Edge WER , RTAAE®REY , FHEZ 10 5
e 10 73 EF , EFEHIRE , RBER,

- BRXEHRE A KRR LE Snowball Edge 1% % B M 45 E
. {3 , NFS OF Amazon S3 O IP st FE,

ERTESRNERZLQEHE , BRRMITUTER
- MRIEFES Snowball Edge #1TiES , N ping IRZH IP bk, R ping IRE no connect , NI
BN ER IP it H AR REEE,

o MR IP bt FARTIRBZZFEAIERTAK , MR telnet FEIH O 22, 9091 F 8080 LMzt i%
%o, MiRiwO 22 AJHE Snowball Edge BB EE ITE, Mixiw O 9091 Amazon CLI AIBER AR T
ATEgERREGT. NiRXiwO 8080 BB TR IZZNET S3 Adapter EAHE LA Amazon S3
FiE. MRERLERO 22 LiERE , BEFsEEiw O 8080 LiFEHE | &£ Snowball Edge &
B, RAEERTHESRS, HREBRE 10 08 , AGENMEEREABLEH,

2R Snowball Edge HJunlock-deviceds <A &

R unlock-device ®mHIBE connection refused , MABERBMATHIRNGHIEL , RNE
BT B MK ML E T AEPE L X @ S22 E] Snow R & . REUATHERMEREIE
1. BREBBAT @B,
a. EARZE LN LCD RERRIEGHHEAN IP it RRER,
b. BRGTHEANBFEXMHNRER (SEXHSE ) EHA,
c. A Amazon Snowball Edge EEZH & RIEw TSP EANBHBREER,
2. BREERANITENS Snow BEMLTFE—IRERFM.

3. BREFEANTENNMNBERE N LFIHE Snow iRE, EAERTEBRERSEMN ping 5K
BEITENREAUBEEMKEES Snow RE. REMRERHNEE., HAEERE, EUTH
M (VPN ) ITEHNAMENHEBEE.

BEEENE e
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£ Snowball Edge #&R7E & X 4 [6]

BMELEBE-IMNE2XBENBETREX S, MREVNESMEL , NERERWEANE 2B T HNMEL,

MREBERTBEEXHIBEEXH RS , TUBRTHESEELNBEEXH, B LIERZEHA
Amazon CLI, sEF—NRNITIEIE Amazon APIs,

WMRIEIE Snowball Edge LIZ1TEH , WEETHFNWEEXHHNEATES. BXRTEBEEXH
HEE , S RIKELH R Snowball Edge BY&EIE,

%R Snowball Edge HYE$E R &
FRAUT EZ O HBEYEEREER Snowball Edge 8% KB B K EAE R B,
¥ T %l Snowball Edge # Amazon CLI ZiiE

WM REEAEY Amazon S3 # 05 Amazon Snowball Edge &% &1 Amazon CLI , N ATAELIE R —
KEREE  ETTERIER, BLlENZTaws B & REEIE$H,

ERERRE

it B T H = TSR Amazon Web Services £3#E, Amazon CLI EXEZEER |, 55
{Amazon Command Line Interface A #f) FHE E Amazon CLl,

X} Snowball Edge £ixB S #HTHERR - RELNLBHRZHAHLES

L FEH Amazon S3 #OFHIEE M E Snowball Edge B , B RELIB R FAIRES,

An error occurred (SignatureDoesNotMatch) when calling the CreateMultipartUpload
operation: The request signature we calculated does not match the signature you
provided.

Check your Amazon secret access key and signing method. For more details go to:

http://docs.aws.amazon.com/AmazonS3/latest/dev/

RESTAuthentication.html#ConstructingTheAuthenticationHeader

ERERRE

M Snowball Edge B FimiREVENEUL, BXEZELE , S FRE Snowball Edge B EiE,
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R Snowball Edge HY¥RIE /% fai 0] B

W 7E Snowball Edge & Ak ¥ IERHB R4 EER A |, ES R B <@ Snowball Edge M
Snowball Edge £ I EIEM HEM AN B W SIREE X NE LR EENENANIERE, LTRETHEBE
fi# R4 Snowball Edge H & A S 4% tH B IR R AT AEIB 21 Y B) 7R,

7S

o BTEFNBEL BT Snowball Edge 1R B X, MR ZENHELAAIRZFNBERE , BHEAS
BEEHRIFERK. MEFEREFLAEHFLFITE Amazon S3 FHEBNEN. FENBIEME
XEFHRA,

- WMREFEANRZ Linux BFENER UTF-8 FRH X4 L& F| Amazon Snowball Edge 8% , M7
gERE R Linux BREEBTEIRF UTF-8 FRImIZ. BRI LUBRTE Linux fRF 8 L L% locales 8
FatNizikESHEENFEA UTF-8 XiFiRE 2 — ( #lf en_US.UTF-8 ) REEX—[@&E, &7
BB S HIMREE LC_ALL REE locales BFE , flf0 : export LC_ALL=en_US.UTF-8

« LI Amazon S3 FEES —#BE A Amazon CLI , AT LUAL B B FRrh i 2238 09 SUHF s SUHF R
flg0my photo.jpgZMy Documents, B2 , FHREBLEZRK, EXEZELE , B5H

{Amazon Command Line Interface User Guide) H# Specify parameter values for the Amazon
CLl,

£ Snowball Edge RS AESH @A

B, XHTES A Amazon S3 1, MBHILTHE | FEitiSEORERBAEHAE, mE
BATHSAAY , LUREEEHSRS AR, EHSAXHATEES Snowball Edge B #1E
i,

HTXNRBEMFNFRFLR , XHETES AZE Amazon S3 H

MRXHEBRHKEELE Amazon S3 FXFENZR , M HILFEE, Amazon S3 EFEBEXRNR
BERHALENFERENAN, BXESZRER , F5H (Amazon S3 AFER) PHOIENREE M.

ERM Rl
MBI D , CFEIEL TS B EBTES AW TR RIOFIE,

EREBELT , MRS AKBIRFWXHEAKR , TEBES Internet FH1T1EH. FEXLEBRT |, BAE)
B— N Snowball S AE | ERXHMHRZFHURFE Amazon S3 #HLN H B #74& 5 X4

MRXHERNDMNEABETZ |, N ALLUBET Amazon CLI ¥ E & #1Z] Amazon S3 Amazon Web Services
EEEREH A, BXEZELR |, B3 (Amazon Simple Storage Service A 3EE) H Y 40 A15F 324 A
XK E4£ R S3 1F6ER.
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£ Snowball Edge RS HES @ H

B, XATESHIENTHFEYES. IREANATEE , FEAEENRERBRENFE, MR
ENMNXHSFHEY , BARFEENZ RSB XM, EHFHIXHTREFE Snowball Edge BIFHT1F
I8

N T ES HE Microsoft Windows Server

N R XS AE R ST R L Windows RN GE |, NXHTES HE Microsoft Windows
Server, il , MREXHBRINHRZETEEST () , WSHFEK , R Windows FREFXHE
RXHREITEZFR

EXEWRE

1. BIENSBERNEBENRNIIR, BUAUEREPERTESHOXENXHRNER. BXESE
B, 538 M Snowball Edge ZEF M T & B &,

2. FE® Amazon S3 HSHUL BB KRB HRUMIBRBI B R I FNFH/,

3. MRBMIRIARFIRPHIXHLEK , TEBET Internet HIT/EM , BAXEXNREZTEZ—
FEY S HAFLL.

MEHRNEAHELRS | EES Amazon CLI M Amazon S3 FE HIE B KIIT R Amazon
Web Services EE#ZH|E. BXEZER , iS5 (Amazon Simple Storage Service FiF 1§
) PRI S3 FHEBTHNR 2,

#& R Snowball Edge BY NFS #2083

Snowball Edge TJ&£% 8 NFS #EO#RASH. DEACTIVATEDIR Snowball Edge 5% = %21k
NFS #EOMBERTXATBHIER , A2 REXTMER,.

ERERRE
ERRZEE  FEAUTSRELHERST NFS RS

1. ffMH describe-service i SHEERSZSHVIRA :

snowballEdge describe-service --service-id nfs

WHFRESA TR,
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{
"ServiceId" : "nfs",
"Status" : {
"State" "DEACTIVATED"
}

}

2. fEF stop-service @ f=1E NFS R

snowballEdge stop-service --service-id nfs

3. fEH start-service B /E3 NFS k%K. BEXEZEER , BSREE NFS #0,

snowballEdge start-service --virtual-network-interface-arns vni-arn --service-id

nfs --service-configuration

AllowedHosts=0.0.0.0/0

4. M describe-service S HRBSZIEREIT-

snowballEdge describe-service --service-id nfs

MR State BHMEN ACTIVE , MFERR NFS £#O RS FREDIRS,

"ServiceId" : "nfs",
"Status" : {

"State" "ACTIVE"

1,

"Endpoints" : [ {
"Protocol" : "nfs",

"Port" : 2049,

"Host" : "192.0.2.0"

} 1,
"ServiceConfiguration" : {
"AllowedHosts"

[ "10.24.34.0/23", "198.51.100.0/24" ]

HEE NFS #0 [
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}
}

XHE A S3 5 O 4% f Bz st th DAY 15 R AR HE 48 45 R 1T PR PR BR

£/ S3 0O Snowball Edge & & & HEIEZHM Snowball Edge &R EHIER , B EXERE
iR IR. WASIRTTAER IAM AP REEBRER N .

EXRMAERE
1. RELEEFERAN S3 FRBNREERERFEUTEZME,

a. MRZREERNAVELE KMS ke EEHE , TRARIZKKIEEZEA ARN TFARAF
IDo ATFRHPIERT EWEE,

{
"Sid": "Statement3",
"Effect": "Deny",

"Principal": "*",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",

"Condition": {
"StringNotLike": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/JohnDoe"
b
"StringNotEquals": {
"s3:x-amz-server-side-encryption": [
"aws:kms",
"AES256"

"Sid": "Statements4",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",
"Condition": {
"StringNotLike": {

kB S3 O EHIEL HIR 456
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"aws:PrincipalArn": "arn:aws:iam::111122223333:role/JohnDoe"
.
"Null": {

"s3:x-amz-server-side-encryption": "true"

b. WMRFHEMRMMNELRE T EWHNRXEST R LETFES , WERIABRLT , M Snowball
Edge iR & LZNABFXEBEMIRL. BRRBEUARTRT LEHIED IAM AR EI5. R
TRIEWEZER =B,

"Sid": "Statement3",
"Effect": "Deny",
"Principal": ""
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/",
"Condition": {
"StringNotEquals": {
"s3:x-amz-server-side-encryption": "AES256"
},
"StringNotLike": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/JohnDoe"

"Sid": "Statements",
"Effect": "Deny",

"Principal": "",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/",
"Condition": {
"Null": {
"s3:x-amz-server-side-encryption": "true"
b

"StringNotLike": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/JohnDoe"
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}

2. RELEEMEAN KMS ZHNER , UTREIRAZTNEEREER, ZATEANREERT
IERYIEE,

"Sid": "Statement2",

"Effect": "Allow",

"Principal": {
"AWS": [

"arn:aws:iam::111122223333:r0le/service-role/JohnDoe"

]

},

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

]I

"Resource": "*"

FH S3 EOAMBIER HIN 403 2 1R HF TR EHER

£ S3 O [ Snowball Edge & & EIESHM Snowball Edge R ZZHEIER , BOELIEE
403 ZHEIR, WWEIRTTAEER IAM AP FHARKERN. REEEEEAN S3 FRBHERKR
BFEUATIEZERE,

ERERRE

1. ZBE R PrincipalArn. L TFEIRVRBE R B , £/ aws: PrincipalArn #r3k F 2 E R HHRLHY
IAM &€ ARN, :*

JSON
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{
"Version": "2012-10-17",
"Statement": [{
"Sid": "DenyIncorrectEncryptionHeadex",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BucketName/*",
"Condition": {
"StringNotLike": {
"aws:PrincipalAxrn": "arn:aws:iam::1234567890:role/

RoleName"
},
"StringNotEquals": {
"s3:x-amz-server-side-encryption": [
"aws :kms",
"AES256"

"Sid": "DenyUnEncryptedObjectUploads",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::DOC-EXAMPLE-BUCKET/*",
"Condition": {
"StringNotLike": {
"aws:PrincipalAxrn": "arn:aws:iam::1234567890:role/
RoleName"
}I
"Null": {
"s3:x-amz-server-side-encryption": "true"

"Sid": "DenyInsecureTransport",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:: :BucketName/*",
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"arn:aws:s3:: :BucketName"

]I
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}
}I
{
"Sid": "AllowSnowballPutObjectAccess",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::1234567890:x0le/RoleName"
}I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BucketName/*"
}

}s

2. MR KMS REEATEBN IAM AN, WHRS I 403 fFix. BRRBUAALTFAT L&
AR IAM AP BISN. AT R IEWIEEN R

{{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :1234567890:role/service-role/RoleName"

},

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey*"

1,

"Resource": "*"
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R R

JSON

"Version": "2012-10-17",
"Id": "PutObjPolicy",
"Statement": [{
"Sid": "DenyIncorrectEncryptionHeader",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:PutObject”,
"Resource": "arn:aws:s3:::BucketName/",
"Condition": {
"StringNotEquals": {
"s3:x-amz-server-side-encryption": "AES256"
},
"StringNotLike": {
"aws:PrincipalAxrn": "arn:aws:iam::1234567890:role/
RoleName"

"Sid": "DenyUnEncryptedObjectUploads",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:PutObject”,
"Resource": "arn:aws:s3:::BucketName/*",
"Condition": {
"Null": {
"s3:x-amz-server-side-encryption": "true"
},
"StringNotLike": {
"aws:PrincipalAxrn": "arn:aws:iam::1234567890:role/
RoleName"
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1

4., HEIRHEHERTIHEEIEL | T3k PutObject NotPrincipal £/ IP &4, 4 Snowball Edge IAM &
aRm—NMs , TRR.

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Statementl",
"Effect": "Deny",
"NotPrincipal": {
"AWS": [
"IAMRole"
]
},
"Action": [
"s3:PutObject",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:: :BucketName/*",
"arn:aws:s3:: :BucketName"
1,
"Condition": {
"NotIpAddress": {
"aws:SourceIp": [
"IPAddress"
]
},
"StringNotEquals": {
"aws:PrincipalAxrn": "arn:aws:iam::1234567890:role/
RoleName"
}
}
}
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